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YCNOBHbIE OBO3HAYEHUA

0O603HaueHue

OnucaHue

[]

B KBagpaTHbIX CKOOKax B KOMaHAHOM CTPOKe YKa3blBaloTcA HeobA3aTe NbHble
napameTpbl, HO UX BBOA, NPeAOCTaB/AeT onpeseneHHble A0MNONHUTEbHbIE
onuuu.

B ¢purypHbIx ckobKax B KOMaHAHOM CTPOKE YKa3biBalOTCA BO3MOKHble 06A3a-

i TeNbHble NapameTpbl. HeobxoamMmo BbIGpaTh OAUH M3 NapaMeTpPOoB.

«» [laHHble 3HaK1 B ONMMCaAHUM KOMaHbl UCMOb3YIOTCA ANA YKa3aHUA Ananaso-
«» HOB.

«|» [laHHbIN 3HAK B ONMcaHUM KOMaHabl 0603HaYaeT «UAn».

«/» [laHHbI 3HAK B ONMCcaHMe KOMaHdbl YKa3blBaeT Ha 3HaYeHME NO YMONYaHUIO.

Kypcue Calibri

Kypcmeom Calibri ykasbiBatoTca nepemMeHHble UK NapaMeTpbl, KOTopble HEOb-
XOZMMO 3aMEHUTb COOTBETCTBYIOLLMM C/TIOBOM MU CTPOKOIA.

MonyKuUpHbI Kypcus

MonyXMpHbIM WPUGTOM BblAENEHBI MPUMEYAHUA U NMPe Ly NpPeXKAEHUS.

<lMonyxcupHoiii
Kypcue>

MONY>KMPHBIM KYPCMBOM B YI/10BbIX CKOBKaX YKa3blBatOTCA Ha3BaHWUA KaBuLL
Ha KnaBuaType.

Courier New

NonyxnpHbim LWpndtom Courier New 3anuncaHbl NpMMe pbl BBOAA KOMAHA.

ourier Ne

WpndpTtom Courier New B paMKe C TEHbIO YKa3aHbl pe3ybTaTbl BbINOJAHEHNS
KOMaHa,

MpumeyaHua u npeaynpeKaeHua

30BaHUIO U HAaCTPOIKe YCTPOMCTBA.

NpepynpexxaeHna MHGOPMUPYIOT NONb30BaTE/IA O CUTYaLUAX, KOTOpble MOTYT HaHeCTU
BpeA YCTPOUCTBY MM YeIOBEKY, MPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa UAu no-

/ MpumeyaHma coaepiKar BaXHy MHGOPMaLMIO, COBETbI MM PEeKOMEHAALMMN N0 UCNO/b-
o

Tepe AaHHbIX.
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JHELTEX
1 BBEAEHMUE

B nocnegHune rogpl HabnwogaeTca TEHOAEHUMA K OCYLWECTBAEHUIO MAaCLLUTabHbIX MPOEKTOB MO
NOCTPOEHMIO CETEN CBA3M B COOTBETCTBMM CKOHLenuneit NGN. OfHOM M3 OCHOBHbIX 33434 NpUY peanvsauym
KPYMHbIX MY/NbTUCEPBUCHBIX CeTel ABAAETCA CO34aHMe HaLEMHbIX W BbICOKOMPOM3BOAUTEbHbIX
TPaHCNOPTHbIX CeTel, KOTopble ABNAIOTCA ONOPHLIMU B MHOFOC/NI0MHON apXUTEKTYpe ceTell cieaytoLwero
NoKoneHus.

Mepedaya wHPoOpmauMM Ha 6GONbLWIKX CKOPOCTAX, OCODBEHHO B CETAX KPYMHOro MaclTaba,
noapasymeBaeT BbI6OP TaKoM TONONOMMM CETU, KOTOPAsA NO3BONAET IMOKO OCYLLECTBAATL pacrnpeaeneHure
BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTtatopbel MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 moryT
MCNONb30BATLCA HA CETAX KPYMHbIX NPeAnpuATUI U NpeanpuATUIn Manoro u cpegHero busHeca (SMB), B
onepaTtopckux cetax. OHM obecneymBaloT BbICOKYHD MPOU3BOAUTENBHOCTb, TMOKOCTb, 6€30MacHOCTb,
MHOroypoBHeBOoe KayecTBo obcnymaHus (QoS). KommyTtatopbl MES5312, MES5316A, MES5324A,
MES5332A, MES5400-24, MES5400-48 061a4at0T NOBbLILWEHHOW HAZEKHOCTbIO 32 CHET pe3epBMPOBaHMA
y3n0B, onpegenawowmux becnepeboMHOCcTb GYHKUMOHUPOBAHMA — MoAy/eil NUTaHuA U Mmoaynein
BEHTUAALUMN.

KommyTtatopbl MES5400-24 n MES5400-48 oTBeyatoT TpeboBaHUAM LeHTPOB 06paboTKM AaHHbIX K
Top-of-Rack u End-of-Row-KommyTaTopam n TpeboBaHMAM 0nepaTopoB K 060pya0BaHUIO CETENM arperaupm
M MaruMcTpanbHbix ceTeld, obecrneynBan BbICOKYIO NMPOM3BOAUTENIBHOCTb U SKOHOMUYECKM 3PdeKTUBHOE
peleHue.

B HacTosALLEM PYKOBOACTBE U3/10MKEHbI Ha3HaYeHUE, TEXHNYECKME XapaKTEPMCTUKM, peKoMe HAaLMM
MO HAYyaNbHOW HACTPOMKE, CMHTAKCMC KOMaHA 41A KOHOUrypauuum, MOHUTOPMHTa M OB6HOBAEHMA
NporpammHoro obecrneyeH1Ms KOMMYTaTOPOB.
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2 OINMUCAHUEU3OENUA

2.1 Has3HauyeHue

KommyTatopbl MES5400-24 n MES5400-48 — 3T0 BbICOKONPOM3BOAUTENIbHbIE YCTPOMCTBA, OCHALLEH-
Hble nHTepdeicamm 1000BASE-X/10GBASE-R 1 40GBASE-R/100GBASE-R v npeaHasHayeHHble 415 UCNOAb-
30BaHKSA B LEeHTpax 06paboTku gaHHbix (LLOA) B kKauecTse Top-of-Rack nnm End-of-Row kommyTaTopos, a
TaKXKe B ceTAX arperauymun MarncTpasabHbIX CETAX ONepaTopOoB CBA3M.

MopTbl KOMMYTaTOPOB NoAAePKMBatOT paboTy Ha ckopocTtax 1 Méut/c (SFP), 10 réut/c (SFP+), 40
réut/c (QSFP+) 1 100 r6ut/c (QSFP28). Hebnoknpyemas KOMMYTaLMOHHAA MaTpuULLa NO3BOIAET OCYLLECTB-
NATb KOPPEKTHY0 06paboTKy NaKeToB NPU MaKCMMa ibHOW Harpy3sKe, COXPaHAA NPM 3TOM MUHUMAa/bHbIE U
npeacKkasyemble 3a4€e PrKKM AN BCEX TUNOB TPaduKa.

Cxema BeHTUAAuMK front-to-back obecneunsaeT appeKkTUBHOE OXNaXKAEHME NPU UCNOb30BAHUN
YCTPOWCTB B yC/10BUAX COBPEMEHHbIX LLO,.

HageKHOCTb KOMMYTaTOPOB 0becrneyeHa 3a cHeT pe3epPBMPOBAHNA UCTOYHUKOB MUTAHUA U CUCTEMBI
OXNaXKAeHMA U Pa3BUTOMN CUCTEMbl MOHUTOPWHTIA annapaTHOM YacTN YCTPOMCTB. KOMMYyTaTopbl UMEIOT BO3-
MOKHOCTb ropaYeit 3aMeHbl MoAynel NMUTaHUA U BEHTUNALMOHHBIX Moaynel, obecneuynsasn becnepeboit-
Hoe QYHKLMOHMPOBaHUeE ceT onepaTopa.

KommyTatopbl  arperauyum MES5312, MES5316A, MES5324A, MES5332A - 370
BbICOKOMNPOM3BOAUTE/IbHbIE YCTPOMCTBA, OCHalleHHble WHTepdeicamm 10GBASE-R, 1000BASE-X u
npeAHasHaYyeHHble 418 UCNO/b30BaHMA B ONEPaTOPCKUX CETAX B KayecTBe YCTPOMCTB arperauymn n B
HebonbLMX LeHTpax 06paboTkm aaHHbIX (LLOA).

MopTbl YCTPOICTBa Noafep*uBatoT paboty Ha ckopocTtax 1 Féut/c (SFP), 10 M6ut/c (SFP+), uto
obecneynBaeT rMOKOCTb B MCMO/Ib30BAaHMM M BO3MOXKHOCTb NOCTENEHHOIO Nepexoaa Ha 6o/1ee BbiCOKMe
CKOpPOCTU nepefayn gaHHbiX. Hebnoknpyemasa KOMMyTaUMOHHAA maTpuua MNO3BONSAET OCYLLECTBAATb
KOPPEKTHYI0 06paboTKy NakeToB NP MaKCUMAa/bHbIX HarpysKax, COXpaHaAs npu 3TOM MUHUMAaJIbHbIE U
npeAcKasyemble 33eP*KKU Ha BCcex TUNax Tpaduka.

Cxema BeHTUnaumm front-to-back obecneunsaeT appeKTMBHOE OXNaXKaAEHWE NPU UCMONb30BaHUM
YCTPOICTB B YC0BUAX COBPEMEHHbIX IO,

[OybnvpoBaHHbIe BEHTUAATOPbI U UCTOMHUKM MUTAHMA MOCTOSHHOTO WM NEepeMEHHOro TOKa B
COYETaHUM C PA3BUTOM CUCTEMOWN MOHUTOPWMHIA annapaTHOW YacTU YCTPOMCTBA MO3BOAAIOT MOAYYUTb
BbICOKME MOKa3aTe 1M HaJeKHOCTU. YCTPOMCTBA UMEIOT BO3MOXKHOCTb ropaYelt 3ameHbl Moayne i MUTaH!s
N BEHTUNALUMOHHbBIX Moaynel, obecneynsasn becnepeboiHOCTb GYHKLUNMOHUPOBAHWUA CETU OMNepaTopa.
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2.2 ®PyHKLUMM KOMMyTaTOpa

2.2.1 bBasossle pyHKyuu

B Tabnuue 1 npmnBeaeH CNMCcoK 6a30BbiX QYHKUNUIA YCTPOICTB, AOCTYMHbIX 41 aAMUHUCTPUPOBAHKA.

Tabnuua 1— basoBble GYHKLMM YCTPONCTBA

Sawyjumaom
6710KUpOBKU 0Yepedu
(HOL)

BNOKMPOBKA BO3HMKAET B C/IY4anX NeperpysKun BbIXOAHbIX MOPTOB YCTPOMCTBA Tpadu-
KOM OT HECKO/IbKMX BXOZHbIX MOPTOB. ITO NPMBOAMT K 3a4€pKKam nepegayn aaHHbIx
M noTepe NnakeTos.

lMooddeprka
ce8epX0sUHHbIX Kadpoe
(Jumbo frames)

CnocobHOCTb NoAAepKMBaATL Nepesayvy CBEPXAAMHHbIX KagpoB, YTO MO3BOAAET ne-
pefaBaTb AaHHbIE MEHbLIMM YMCAOM NAKETOB. ITO CHUXKAET 06bem CayKebHOM UH-
dopmauumn, Bpema 06paboTKM U NepepbiBbl.

YnpaeneHue nomoKkom
(IEEE 802.3X)

YnpassieHne NoTOKOM NO3BONSAET COEAMHATb HU3KOCKOPOCTHOE YCTPOWCTBO C BbICO-
KOCKOPOCTHbIM. N5 NpenoTBpalleHus nepenosHeHus 6ydepa HMU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNpaBnATb NnakeT PAUSE, Tem cambim MHGOpmUpyA
BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTM cAenaTb Naysy npu nepegaye na-
KEeTOoB.

Paboma e cmeke
ycmpoiicme

KommyTaTop nopgep»uBaer ob6beguHeHWe HEeCKONbKUX YCTPOWCTB B CTeK. B aTtom
C/y4ae KOMMYTaTOPbl PacCMaTPMBAOTCA KaK eanHoe YCTPOMCTBO C 06WMMM HAaCTPO-
Kamu. BO3MOKHbI ABe TONO/OrMM NOCTPOEHUA CTEKA — KOAbLO U Lienoyka. MNpu sTom
napameTpbl MOPTOB BCEX YCTPOWCTB, BKIKOUYEHHbIX B CTEK MOXHO 334aTb C KOMMYTa-
Topa, paboTatowero B pexkume «mactep». CTeKMpoBaHMe YCTPOMCTB NO3BOAET CHU-
3UTb TPYAOEMKOCTb YNpPaBNeHUA CETbIO.

2.2.2 ®yHKyuu npu pabome ¢ MAC-adpecamu

B Tabnuue 2 npmueaeHbl pyHKUMM ycTpoiicT npu pabote c MAC-agpecamum.

Tabnuua 2 — dPyHKUMKM paboTbl ¢ MAC-agpecamu

Tabauya MAC-adpecoe

KommyTaTop coctaeasieT B NamaATi Tabavuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
cTBue mexkay MAC-aapecamu 1 y3namm NopToB KOMMYyTaTopa.

Pexwum obyyeHus

B oTcyTcTBME 06YYEeHMA aHHble, NOCTynatowme Ha KaKoi-nmbo nopT, NnepeaatoTca Ha
BCE OCTaJIbHble NOPTbl KOMMYTaTopa. B pexnme obyyeHUa KommyTaTop aHaAU3upyer
Kagpbl n, onpegenms MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tabinuy KoOMMmyTa uuun.
Bnocneacteumn Kagp Ethernet, npegHasHayeHHbIM ana xocta, MAC-agpec KOToporo
y)Ke ecTb B Tabanue, nepegaerca TONbKO Yepes yKa3aHHbIM B Tabvue nopr.

lMooddeprcka nepedayu
Ha HecKonbko MIAC-

JdaHHaa ¢yHKUMA NO3BONAET YCTAaHABAMBATL COEAMHEHUA «OAMH KO MHOTUM» U
«MHOTrMe KO MHOrmm». TakMm o06pa3om, Kagp, agpecoBaHHbIM MHOroaapecHom

adpecos (MAC . .

. rpynne, nepefaertca Ha Ka*kapl NopT, BXOAAWMIA B rpynny.
Multicast Support)
AsmomamuuyecKoe
epemsa xpaHeHusa MAC- | Ecnu otyctpoiictsa c onpeseneHHbim MAC-a4pecom 3a onpeaeneHHblil Nepuog, Bpe-
aapecoe MeHN He NOCTynatloT NaKeTbl, TO 3aNUCb ANA AdHHOro aapeca yCtapeBaeT UyaanAaerca.
(Automatic Aging for 370 nos3BosAeT noaaepXKMnBaTbh TabamLy KOMMyTaLMU B @aKTyaIbHOM COCTOAHUN.
MAC Addresses)
Cmamuyeckue 3anucu c .
MAC (StatiCMAC €TeBoun KOthyTaTOp NO3BONIAET NONb30BaTENO OnNpeaennTb CTaTU4eCKMe 3anucu
Entries) cooTBeTcTBUN MAC-agpecoB, KOTOPbIe COXPaHAOTCA B TabauLLe KOMMYTa LK.
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2.2.3 ®yHKYyuu 8mopozo yposHAa cemesoli modesnu OS|

B Tabnuue 3 npmueaeHbl pyHKUUM M 0COBEHHOCTU BTOPOro YPOBHS (ypoBeHb 2 OSI).

Tabnuua 3 — OnucaHme dyHKUUI BTOPOro ypoBHsA (yposeHb 2 OSl)

Peanusauma npotokona IGMP nos3gonser Ha ocHoBe MHGOPMaLMM, NONYYEHHOM
npu aHanuse cogepkmmoro IGMP-naKkeTos, onpeaenunts, Kakue yCTPONCTBa B CETH

®yHkyua IGMP Snooping °
Y4acCTBYHOT B rpynnax MHOroaApecHoOM paccbl/ik1, U agpecoBaTb TpadMK Ha COOTBET-
CTBYHOLLME MOPTHI.

®yHKyus MLD Snooping Peanunsauyma npotokona MLD nosBonser ycTponcTBy MUMHMMWU3NPOBATb MHOroas-

pecHbI IPv6-TpaduK.

3awjuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LlTopm» — 310 pasmHoxeHue broadcast-, multicast-, unknown unicast-nakeTtos B
Ka’*KOoOM y3/e, KOTOpoe NPUBOAMUT K 1aBUHOOBPA3HOMY POCTY UX YMCNA U Mapanu-
3yeT paboTy ceTn. KommyTaTopbl UMEOT QYHKLMIO, MO3BOAIOLWYIO0 OFPaHUYUTb CKO-
pOCTb Nepesayn MHOTroaApPeCcHbIX U LUIMPOKOBELLATENbHbIX KaApoB, MPUHATLIX U Ne-
penaHHbIX KOMMYTaTOPOM.

3epKanuposaHue
nopmoes
(Port Mirroring)

3epKannMpoBaHue NopToB No3sonseT AybanposaTb TpaduK HabaogaemMbIX NOPTOB,
nepecbinan BXxogsalwme M/MAN UCXOAALME NAKEeTbl Ha KOHTPOAMpPYOWMA nopT. Y
No/Nb30BaTeNA KOMMYTaTOPa €CTb BO3MOMHOCTb 334aTb KOHTPOJMUPYIOWMUIA U KOH-
Tponvpyemble NopTbl U BbIGPaTh TUN TpaduKa (BXOAAWMI U/MAN UCXOAALNIA), KO-
TOpbIV ByAeT nepegaH Ha KOHTPOUPYIOLWMI NOPT.

U3onayusa nopmos
(Protected ports)

JaHHasa pyHKUMA no3BoNsAeT Ha3HauuTb nopTy ero uplink-nopT, Ha KoTopbIl Ge3-
YCNOBHO ByAeT nepeHanpasaAaTbCA BeCb Tpaduk, obecneynmsan TemM cambim U30NSA-
LMIo C ApYrUMM NopTamu (B Npesenax o4HOro KOMMYTaTopa), HAXOLALMXCA B 3TOM
e WwupokoselwaTenbHom gomeHe (VLAN) B npeaenax ogHOro KommyTaTtopa.

Private VLAN Edge

[JaHHan GyHKLMA NO3BONSAET U30IMPOBATL FPYNMy NOPTOB (B NpeAenax of4HOro KOM-
MyTaTopa), HAXOAALWMXCA B OAHOM LUMPOKOBELLATENIbHOM JOMeHe Mexay cobold,
No3BOAAA NPU 3TOM 06MeH TpadUKOM C APYrMMU MOPTaMU, HAXOAALWMMUCA B STOM
e LWMPOKOoBeLaTeNbHOM LOMEHE, HO HEeMPUHaANEKa MMM K 3TOM rpynne.

Private VLAN (light
version)

ObecneumBaer M30AALMIO MEXAY YCTPOMCTBAMM, HAXOLALWMMUCA B OAHOM LUMPO-
KoBelaTe/bHOM JOMEHe, B npeaenax scel L2-cetn. Peanin3oBaHbl TO/IBKO ABa pe-
Mma paboTbl nopTta Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHu-
BaTbCA APYr C APYrom).

Moddepixka npomokoaa
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoli NPOTOKO/, OCHOBHOW 3a4auelt KOTOPOro ABNA-
eTcA npusegeHue ceTtu Ethernet ¢ M3bbITOYHBIMU COEAMHEHUAMMU K APEBOBUAHOM
TOMOJNIOrUK, UCKAtoYatowen netnn. KommytaTopbl 0OMEHUBAOTCA KOHGUTYpaLUNOH-
HbIMW COOBLWEHNAMKN, UCNONb3YA Kagpbl creunanbHoro ¢opmaTa, U BblIBOPOYHO
BK/IOYAIOT M OTK/HOYAIOT Nepegaydy Ha nopTbl.

Moddepika npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABNseTCA ycoBepLlUeHCTBOBaHMEM npoTokona STP, xa-
paKTepu3yeTcAa MEHbLUMM BpeMeHeM MPUBEAEHUA CETU K APEeBOBUAHON TOMOAOMUK
1 umeeT 60Jiee BbICOKYH YCTOMYMBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoTOKO/N NpeaHa3HayeH A4/1A MNOBbIWEHMA YCTOMYMBOCTU U HALEKHOCTM CETU MNe-
peaayun AaHHbIX, UMEIOLLE KObLEBYIO TOMOJIOTUIO, 33 CYET CHUXKEHWUA BPEMEH U
BOCCTaHOB/IEHUA CETM B C/ly4Yae aBapuun. Bpemsa BoccTaHoBNEHUA He npesblwaet 1
CEeKYHAbl, YTO CYLLECTBEHHO MEHbLUE BPEMeHM NepecTPoiKu CeTU Npu NCnoNb30Ba-
HWMM NPOTOKONOB CEMeICTBa spanningtree.

lMooddeprka VLAN

VLAN —3T0 rpynna nopToB KOMMYyTaTopa, 06pa3yiolmx OAHY LUMPOKOBELLATENbHY 0
obnactb (AomeH). KommyTaTop noszepKuBaeT pas/iMyHble CPeACcTBa Kaaccupuka-
LMK NaKeTOB AN1A onpeaeNneHus MUx NpuHagNexHoOCTU K onpegeneHHon VLAN.

Moddeprxka GVRP (GARP
VLAN)

MNpoTokon peructpaumm GARP VLAN obecneuvBaer guHamuyeckoe pobasne-
Hue/yaanenne rpynn VLAN Ha mopTax KommyTaTopa. ECAM BKAKOYEH MPOTOKOA
GVRP, KOmmyTaToOp onpenenser, a 3aTem pacnpocTpaHAeT AaHHble O NPUHAANEeXK-
HOCTU K VLAN Ha BCe NopTbl, ABNAIOLLMECA YaCTbiO aKTUBHOM TONOAOMUM.

Ethernet-kommymamoper MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48
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Moddepxcka VLAN
Ha 6a3e nopmoe
(Port-Based VLAN)

PacnpegeneHne no rpynnam VLAN BbINONHAETCA MO BXoAAWMM nopTam. JaHHoe
peleHre No3BOJIAET UCMOJIb30BaTb HA KaXKA0M MOpPTy TONbKO oaHy rpynny VLAN.

lMooddeprcka 802.1Q

IEEE 802.1Q — OTKpbITbIN CTaHAAPT, KOTOPbIA ONUCbIBAET NpoLeaypy TermpoBaHMA
TpaduKa ana nepegaym MHopmMmauum o npuHagnexHoctn K VLAN. Mossonser uc-
Nno/ab30BaTb HecKosbKo rpynn VLAN Ha ogHOM nopTy.

O6veduHeHue KaHan108
c ucnoav3zoeaHuem LACP

MpoTokon LACP obecneunBaeT aBToOMaTU4eckoe obbeaMHeHne OTAe/bHbIX CBA3EN
MeXay [ABYMA YCTPOMCTBAMKM (KOMMYTaTOP—KOMMYTaTOp WAM KOMMyTaTop—cep-
Bep) B eAMHbI KaHan nepeaayvn AaHHbIX.

B NpoTOKO/E NOCTOSAHHO OnpeaensAercs BO3MOXHOCTb 06beanHeHUA KaHanos, U B
CNyyae OTKa3sa coefMHeHUs, BXOAALLEro B 06beAMHEHHbIN KaHas, ero Tpaduk aBTo-
MaTUUYECKMU nepepacnpenensietca Mo He OTKa3aBLMM KOMMoOHeHTam obbeanHeH-
HOro KaHana.

Co3daHueezpynn LAG

B ycTponcTBax nogaeprkmaerca GyHKUMA CO34aHMA TPynn KaHanoB. Arperaums Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHonorus obveamHeHnn
HECKONIbKUX (PU3MYECKMX KaHa/soBa B OAMH JIOTMYECKMIA. ITO cnocobcTByeT He
TONbKO YBEIMYEHUIO NPOMYCKHOW CMOCOBHOCTU MarMcTpaabHbIX KAHAa10B KOMMYTa-
TOP-KOMMYTATOP MU KOMMYTAaTOP-CEPBEP, HO M NOBbLILIEHUIO UX HAAEXKHOCTU. Bo3-
MOXHbl TPU TUNA 6aNaHCUPOBKM — Ha ocHOBaHUM MAC-aapecoB, Ha OCHOBaHMM IP-
a[pecoB 1 Ha ocHoBaHWK nopTa (socket) HazHayeHun.

Ipynna LAG cocTouT 13 NOPTOB C OAMHAKOBOM CKOPOCTbIO, paboTatowmx B AynaeKc-
HOM pexume.

Moddepicka Auto Voice
VLAN

MpenocTaBnseT BO3MOMXKHOCTb MAEHTUOULMPOBATL FON0COBOM TPAadUK Ha OCHOBA-
Hum OUI (Organizationally Uniqueldentifier — nepsbie 24 6uta MAC-agpeca). Ecau
B MAC-Tabnnue kommyTtaTtopa npucytcteyetr MAC-agpec ¢ OUl rosiocoBoro wnio3a
nunu e IP-TenedpoHa, To AaHHbIM NOPT aBTOMaTU4eckn aobasnsaerca B voice vlan
(voeHTMdMKauma no npoTtokoay SIP uau ke no MAC-agpecy nonyyaTtens He noa-
[OeprKuBaetcs).

2.2.4 ®yHKYyuu mpemeoe2o yposHa cemesoli modesau OS]

B Tabnuue 4 npuseaeHbl GyHKUUU TPEeTbero ypoBHs (yposeHb 3 0SI).

Tabnuua 4 — OnucaHne dyHKUUIM TpeTbero ypoBHs (Layer 3)

KnueHmei BootP

u DHCP YcTpoiicTBa  CNOCOBHbI  aBTOMATWYECKM noayyate |P-agpec no  mpoTOKOAy

(Dynamic Host BootP/DHCP.

Configuration Protocol)

Cmamuyeckue ASMWUHUCTPATOP KOMMYTaTOpa MMeeT BO3MOMKHOCTb f06aBNATb U yAANATb CTaTuue-

IP-mapwpymel CKue 3anucum B Tabanuy mapupytusaumm.

lpomokon ARP ARP — npoToKon conocTtasneHus IP-aapeca v ¢pusmnyeckoro aapeca yctpoicrsa. Coot-

(Address Resolution BETCTBME YCTAHAB/NMBAETCA HAa OCHOBE aHA/M3a OTBETA OT y3/1a CETU, apec y31a 3a-

Protocol) npalmnBaeTca B LUMPOKOBELLATENBHOM MaKeTe.

Mpomokon RIP MpPOTOKON AMHAMMYECKOW MapLIPYTU3aLUMK, KOTOPbIN NO3BONAET MapLIpyTU3aTOpam

. . 06HOBNATL MAPLIPYTHYIO MHPOPMALMIO, NONyYas ee OT COCeaHMX Ma PLIPYTU3AaTOPOB.

(Routing Information PHIPYTHY opmay y A pHipy P

Protocol) B 3a4auv NpOTOKOAA BXOAMUT onpeaeneHme onTUMAIbHOro MapLipyTa Ha OCHOBaHUM
AAHHbIX O KOIMYECTBE MPOMEKYTOUYHbIX Y3/10B.

®yHKyus IGMP Proxy IGMP Proxy — ¢yHKUMA ynpoLLeHHOW MapLLlpyTlil'SaLI,MVI MHOroagpecHbIX AaHHbIX
mexay cetamu. JnAa ynpaBaeHua maplipytmsaumen mcnoab3yerca npotokon IGMP.
MpOTOKON AMHAMMYECKOW MapLIPYTM3aLUMM, OCHOBAHHbIMA HA TEXHONOTUU OTC/EKM-
BaHMA cocTosHMA KaHana (link-statetechnology) 1 ncnonbaytowmin ana HaxoxKaeHus

lpomokon OSPF KpaTualiwero nytv anroputm feiikctpsl. MpoTokon OSPF pacnpocTpaHaeT uHpopma-
LUMIO O JOCTYMHbIX MapLIpyTax MeXay MapLlipyTM3aTopamun 04HON aBTOHOMHOM CU-
cTembl.
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MpoTokon VRRP npesHasHaueH ans pe3epBUMPOBaHMA MapLUpyTU3aTOPOB, BbINOMHA-
IOLLIMX POAb W03a MO YMONYaHMIO. ITO JOCTUraeTca NyTém obbeanHeHun |P-uHTep-
dencoB rpynnbl MapLIPyTU3aTOPOB B OANH BUPTYa IbHbIN, KOTOPbIA BYAET MCNoNb30-
BATbCA KaK W03 MO YMONYAHUIO AN KOMMbIOTEPOB B CETU.

lpomokon VRRP

PIM-npoTokon MHOroaapecHoi mapuwpytmsaummn ans |P-cetein, co3gaHHbIN gna pe-
WweHuna npobnem rpynnoBoi mapupyTtmusaumu. PIM 6asupyerca Ha TpaAMLMOHHbIX
MapLpYyTHbIX NpoTokonax (Hanpumep, Border Gateway Protocol), Bmecto TOrO,
Mpomokon PIM yTobbl CO34aBaTb COBCTBEHHYIO ceTeByto Tomosoruto. PIM ucnonbsyer unicast-tab-
vy mapupytmusauumn gna nposepkn RPF. 3Ta npoBepKa BbINOAHAETCA MapLUpyTU3a-
Topamu, 4tobbl ybeanTbca, YTO nepefaya MHOroagpecHoro TpaduKa BbINOAHAETCA
no nyTu 6e3 netenb.

2.2.5 ®yHKyuu QoS
B Tabnuue 5 npuBeaeHbl 0CHOBHbIE GYHKLMKM KadyecTBa 0bcnyKuBaHus (Quality of Service).

Tabnuua 5— OcHOBHbIe PYHKLMKN KauyecTBa 06C/yK1BaHNA

Moddepycka YCTPOICTBO NoAAep X MnBaeT NPUOPUTM3aLMIO NCXOAALLEro TpaduKa No ouepeaam Ha
npuopumem~Hsbix Ka»a0oMm nopTy. PacnpeaeneHne nakeTos No o4epesAM MOMET NPOU3BOANUTLCA B pe-
oyepeoeii 3ynbTaTe KNaccupuKaLmm NakeTos Mo pas3ANYHbIM MONAM B 3ar0/10BKaX NaKeTos.

CraHgapTt 802.1p cneundumumpyeT MeToZ yKasaHua npuoputeta Kagpa v aaroputm
MCMNO/Nb30BAaHUA NPUOPUTETA B LLEIAX CBOEBPEMEHHOMN AOCTAaBKWU YYBCTBUTELHOMO K
BpemMeHHbIM 3agepXKam TpaduKa. Ctangapt 802.1p onpenenser BOCEMb YPOBHel
npuoputeToB. KOMmyTaTopbl MOTYT UCNONb30BaTh 3HavYeHne npuoputeta 802.1p ana
pacnpegeneHva Kagpos No MPUOPUTETHbIM Ovepeaam.

looddeprka knacca
obcnyxusaHua 802.1p

2.2.6 ®PyHKYyuuobecneyeHusa 6e3onacHocmu

Tabnuua 6 — PyHKUMM obecneveHMn 6e30nacHoOCTH

®YHKUMA KOMMYTATOpa, NPeAHa3HaYeHHasa A4 3aLKTbl OT aTaK C UCMOJ/b30BaHNEM
npoTtokona DHCP. O6ecneunBaer ¢punvtpaumuio DHCP-coobuieHnin, nocTynmuBLLNX C
DHCP snooping HeHaAeXHbIX MOPTOB MyTeM MOCTPOEHMA U noaaep>kaHua 6a3bl AaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbiNoNHAET AencTBuA
6paHaMay3pa Mexay HeHaZeXKHbIMKU nopTamu 1 cepsepamu DHCP.

Onuua, Kotopas nossonser npouHpopmmposaTe DHCP-cepBep O TOM, C KaKoro
DHCP-peTpaHcasaTopa M Yepe3 KaKoi NopT npuien 3anpoc.

Onyusa 82 npomoKona 9 .
Mo ymonyaHMo KOMMyTaTop, ucnonb3ytownin ¢yHkumto DHCP snooping, o6Ha py»Ku-

DHCP
BaeT 1 oTbpacbiBaeT toboit DHCP-3anpoc, cogepalunii onuuio 82, KOTOPbIA OH No-
JIy4nN Yyepes HeHaaéxHbli (untrusted) nopr.
UDP relay MepeHanpasnieHne WnpoKosellaTensHoro UDP-TpaduKa Ha ykasaHHbIN IP-agpec.
®yHKyuu DHCP- DHCP-cepBep ocyuiecTBadeT LEeHTPa/sIM30BaHHOE ynpas/ieHne ceTeBbIMU ajpecamu
cepeepa M COOTBETCTBYIOLMMMU KOHPUrypaUMOHHbIMU NapamMeTpamMu, aBTOMaTUYECKM Npeao-

CTaBnAA UX KANEeHTaMm.

®YHKLMA KOMMYyTaTOpa, KOTopas orpaHuumnsaet |P-Tpaduk, pUnbTpysa ero Ha ocHoBa-
HUM Tabanubl COOTBETCTBUN 6a3bl AaHHbIX NpuBA3KKM DHCP — DHCP snoopingu ctaTtu-
YecKu CKOHOUIypUPOoBaHHbIX IP-aapecos. PyHKLMA ucnonb3yerca ana 6o0pbbbl ¢ noa-
meHou |IP-aapecos.

IP Source address guard

®PyHKUMA KOMMyTaTOpa, NpefHa3HavyeHHaa AnA 3alWmTbl OT aTaK C UCNO/b30BaHUEM
Dynamic ARP npotokona ARP. CoobLieHne, KOTopoe NOCTYMaeT C HEHALEKHOro NopTa, noAsepra-
Inspection (Protection) eTcA npoBepke — cooTBeTcTByeT Aun IP-aapec B Tene npuHAatoro ARP-naketa IP-agpecy
oTnpasuTens. Ecnn agpeca He coBnagatot, TO KOMMYTaTop OTOpacbhiBaeT NakKer.
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L2 - L3 - L4 ACL (Access
Control List)

Ha ocHoBe nHbopmaumn, coaeprkallueiica B 3aros10BKax yposHen 2, 31 4,y agMUHK-
CTpaTopa ecTb BO3MOXHOCTb HaCTPOUTb MPaBMAA, COrTacHO KOTOPbIM NakeT byaer
obpaboTaH, 1M60 OTOpOLLEH.

Time-Based ACL

Mo3BoNAET CKOHPUIYPMPOBaATL BPEMEHHbIE PaMKM, B TeUEHME KOTOPbIX AaHHbIA ACL
6yner AeicTBOBaTD.

Moddepicka OcHoBHan QyHKLUMA B6JIOKMPOBKM — NOBLICUTL 6€30MacHOCTb CEeTM, NPeaocTaBAs [o-
306ﬂ0Kup08aHHblx CTYN K NOPTY KOMMYTaTOpa TONIbKO A/18 YCTPOUCTB, nmetowmx MAC-aapeca, 3akpen-
nopmos JNIeHHble 33 3TUM NOPTOM.

lposepka Mposepka nopg/snHHocTK |EEE 802.1x npeacTtaBnaeT coboi MexaHU3M KOHTpOAA Ao-
nodauHHOCMU Ha CTyna K pecypcam yepe3 BHeWHUI cepsep. [poweawme npoBepKy NOAJAUHHOCTU
ocHoee nopma (802.1x) | Nonb3oBaTeNN NONYYALOT AOCTYN K pecypcam BblOpaHHOW CeTH.

2.2.7 ®yHKYuUU ynpasaeHus Kommymamopom

Tabaunua 7 — OcHoBHble GYHKLUM YPaBAEHUS KOMMYTaTopamMu

3azpy3ka u evi2py3Ka

MapameTpbl YCTPONCTB COXPaHAOTCA B ¢paline HACTPOMKM, KOTOPbIA COAEPKUT AaH-
Hble KOHOUrypaLMM KaK BCE CUCTEMbI B LIEJIOM, TaK ¥ ONpeseneHHOro nopTa ycTpoin-

¢aiina Hacmpoliiku

cTBa.

MpoTokon TFTP ucnonb3yeTca Ana onepauuii 3anucu nuteHma ¢aiinos. NpoTokon oc-
Mpomokon TFTP (Trivial | nosan Ha TpaHcnopTHOM npoTokone UDP.

File Transfer Protocol)

YcTpolicTBa NOAAEPKMBAKOT 3arpy3Ky U nepedadyy no gaHHOMYy npoTokony ¢dainos
HaCTPOWKM M 06pa30B NPOrpammHOro obecneyeHus.

MpoTokon SCP ncnonb3syerca a/ia onepaumii 3anMcu n yteHus painos. MpoToKon oc-

Mpomokon SCP (Secure | osaH Ha cetesom npoTokone SSH.
Copy) YcTponcTBa NOAAEPKUBAIOT 3arpy3Ky U nepegayvy no AaHHOMYy MpoToKony ¢daiinos
HaCTPOMKM 1 06pPa30B NPOrpammHOro obecrnedyeHus.
YpaneHHblh MoHUTOPUHT (RMON) — cpeacTBoO MOHUTOPUHIA KOMMbIOTEPHBIX CETEN,
o acwupeHne SNMP. CoBmecTumble yCTPOWCTBA NO3BONAT cObMpaTh AMArHOCTUYE-
YoaneHHbvlli P P yerp RMON path A
CKMe JaHHble C MOMOLLbI0 CTAaHUMK YNPaBJAEHUA CETbIO. — 3TO CTaHAapTHaA
mMoHumopuHz (RMON) N
6a3a MIB, B KoTOpoW onpeaeneHbl TeKywan v npeablaywan cTaTMCTUKA ypoBHa MAC
N 06BEKTBI yNpaBieHus, NpeaocTaBastowmMe aHHbIE B peaibHOM BPEMEHM.
MNpoTtokon SNMP ucnonb3yercs A8 MOHUTOPUHIA U yNpaBAeHUs CETeBbIM YCTPOWM-
NMpomokon SNMP cTBOM. 1A ynpasieHna JOCTYNOM K CUCTeMe ornpeaenseTca CNMUCOK 3anuceii coob-
LLecTBa, KaXaana U3 KOTOPbIX COAEPKUT NpUBUAErMM JOCTYNa.
YnpasneHne kommyTaTtopamu nocpeactsom CLI ocywecTBnaerca N0KabHO Yepes no-
Unmepdpeiic cnegoBaTenbHblit nopt RS-232, inbo yaaneHHo yepes Telnet, SSH. UHTepdeiic Ko-
KOMAaHOHOU cmpoKu MaHAOHOW CTPOKM KoHconu (CLI) sBnAeTca NpoMblLWAEHHbIM CTaHgapToM. MHTepnpe-
(CLI) TaTop CLI npepocTaBnAer CNMCOK KOMaHA U KAOYEBbIX C/IOB A4J1A MOMOLM NOAb30Ba-
TEJII0 U COKpaLLEeHUI0 06bema BBOAMMDbIX [aHHbIX.
Syslog Syslog — npoTokon, obecneymBatowmii nepeaady coobLLeHUn O NPOUCXOAALLUX B CU-
cTeMe cobbITUAX, a TaKXKe yBegoMIeHui 06 owmbKax yaaneHHbIM cepBepam.
SNTP MpoTtokon SNTP — NPpOTOKON CUHXPOHWU3ALMU BPEMEHWN CETU, rapaHTUPYET TOYHOCTb
(Simple Network Time CMHXPOHM3aL MM BpEeMeHW CeTeBOro YCTPOMCTBA C CEPBEPOM A0 MUIINCEKYHADI.
Protocol)
Traceroute —cny»ebHaa GyHKUMA, NpegHa3HaYeHHanA ANA onpeaeneHns MapLipyTos
Traceroute y byHKL, pesn Ans onpeg ppy
nepegayn AaHHbIX B |P-ceTax.
YnpaeneHue .
KOHMPOAUpyemMbIM A,EI,VMVIHVICleaTOp MOXET onpeaennTb YpOBHU NPUBUAETMA JOCTYNA ,El,nfl ?onb303aTe-
Nen yCTPOMCTBA U XapaKTEePUCTUKU ONA KaXKAOro YpOBHA MpuBuaernin (Tonbko and
docmynom — yposHu yerp P pv ad AOTO VP P ad
o yTeHua — 1 ypoBeHb, NOHbIN AOCTYN — 15 ypoBeHb).
npususeauu
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KommyTtaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K KaxXgomy uHTepdelcy
ynpasneHuna (SNMP, CLI). 3anpeT MoKeT 6biTb YCTAHOBMEH OTAENbHO ANA KaXK40ro

bnokupoeka
o TMNa gocTyna:
uHmepdelica .
1D GESEHUS Telnet (CLI over Telnet Session);

ynp Secure Shell (CLI over SSH);
SNMP.

JlokanbHaa [na nokanbHOM ayTeHTUOUKaA UM NOAAEPHKMBAETCA XpaHeHMe naponei B 6ase faH-

aymeHmudpukayus HbIX KOMMyTaTopa.

bunbmpayus IP- Hoctyn no SNMP paspeluaerca gns onpegeneHHbix |P-agpecos, ABAAOWMXCA Yne-

adpecoe 313 SNMP Hamu SNMP-coobuiecTsa.
Mpotokon RADIUS ncnonbayerca ana ayTeHTUduKaumm, astopmsaumm m yderta. Cep-
Bep RADIUS uncnonb3yer 6a3y AaHHbIX NONb30BaTeNEn, KOTOPaA COAEPIKUT AaHHble

Kauexm RADIUS P Yer basy A PaA copepmnT A
NPOBEPKU NMOA/IMHHOCTU AJ1A KaXKA0ro nonb3osaTtens. KoMmyTaTopbl COAEPKAT KNK-
E€HTCKYto YacTb npoTokona RADIUS.

TACACS+ YCcTpoincTBO NpeaocTaBaseT NOAAEPHKKY NPOBEPKM NOAJIMHHOCTU KAWEHTOB Nocpes-

(Terminal Access CTBOM npo6T0Kona TACACS+. lpotokon TACACS+ 06€CI'IE‘jVIBaET LLeHTPa/IM30BaHHYIO
cuctemy 6e3onacHocTH A MPOBEPKM NO/b30BaTeNei, MOJyyYalowmnx [0CcTyn K

Controller Access vy ANA NpoBep yHaiot 6'”' ¥
CTPOWCTBY, @ TaKXKe LEHTPA/IM30BAHHYI CUCTEMY YyMpaB/ieHus npu cobatogeHum

Control System) yerp v P v vy ynp P
cosmecTumocTn ¢ RADIUS v gpyrummn npoueccamm npoBepKM NOAANHHOCTU.
®yHKUMA cepsepa SSH no3BonseT KAneHTy SSH ycTaHOBWUTL C YCTPOMCTBOM 3aLUMLLEH-

Cepeep SSH YHKL peep y Y ycTp LMLy
HOe coefivHeHMe ANA YNPaBAEHUA UM.

Moddepicka JdaHHaa GyHKUMA npedocTaBaseT BO3MOMHOCTb CO3[aBaTb MaKpOKOMaHApl, npea-

MOKpPOKOMAHO cTaasowme cobot HA6op KOMaHA, U NPUMEHATL UX 4J17 KOHOUTYPa UMM YCTPOMNCTBA .

2.2.8 /[lononHumenovHble hyHKYuU

B Tabnvue 8 npuseaeHbl LONONHUTENbHbIE GYHKLMM YCTPOCTBA.

Tabnuua 8 — lononHUTEIbHblE PYHKLMM YCTPOUCTBA

AuazHocmuka
onmuyYecKoz20
mpaHcusepa

YCTPOIACTBO NO3BOIAET TECTUPOBATL ONTUYECKUI TpaHcuBep. Mpu TECTUPOBAHUN OT-
CNEXKMBAIOTCA TaKuMe NapameTpbl, KaK TOK M HampsxKeHWe NUTaHWA, TemnepaTypa
TpaHcuBepa. Jna peanusaunm Tpebyetca nogaepika atux GyHKUMIA B TpaHcKBepe.

Green Ethernet

[JaHHbI MexaHM3M NO3BONAET KOMMYTaTOPy CHU3UTL dHepronoTpebneHne 3a cyer
OTK/IIOYEHUS HEAKTUBHbIX 3/IEKTPUYECKMX NOPTOB.

2.3 OCHOBHbIe TEXHUUYECKUE XapaKTepPUCTUKMU

OCHOBHbl€e TEXHMYECKME NapaMeTPbl KOMMYTaTOPOB NpUBEAEHbI B Tabauue 9.

Tabnuua 9 — OCHOBHbIE TEXHUYECKNE XaPaKTE PUCTUKHU

O6wue napameTpbl

UHTepdeiichl

1x10/100/1000BASE-T (OOB)

MES5312 12x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIM nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)

MES5316A 16x10GBASE-R (SFP+)/1000BASE-X (SFP)

1xKoHconbHbIM nopT RS-232 (RJ-45)
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1x10/100/1000BASE-T (OOB)

MES5324A 24x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIM nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)

MES5332A 32x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIM nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
24x1000BASE-X (SFP)/10GBASE-R (SFP+)

E -2

MES5400-24 6x40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1xUSB 2.0
1x10/100/1000BASE-T (OOB)
48x1000BASE-X (SFP)/10GBASE-R (SFP+)

MES5400-48 6x40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1xUSB 2.0

CKODOCTD Nebenatn A3 HHbIX OnTtuueckune unHtepdeicbl 1/10 réut/c
P peA A dneKkTpunyeckne mHtepdeiicel 10/100/1000 M6but/c

MES5312 240 T6ut/c

MES5316A 320T6ut/c

MES5324A 480T6ut/c

MponyckHan cnocobHOCTb

MES5332A 640 6ut/c

MES5400-24 1,68 Téut/c

MES5400-48 2,16 Téut/c

MES5312 178 MPPS

MES5316A

MNpounsBoauTeNbHOCTb Ha na- MES5324A 238 MPPS
KeTax AnnHol 64 6antal MESS5332A

MES5400-24 878,3 MPPS

MES5400-48 1041,5 MPPS

MES5312 2 Mb6awnt

MES5316A

. MES5324A 3 Mb6awut
O6bem bydepHO NnamsaTn MES5332A
MES5400-24 o
MES5400-48 | 2 MOAWT
O6bem O3Y (DDR3) 1 réant
O6bem M3Y (NAND Flash) 1 réant

MES5312

MES5316A

MES5324A 32768

Tabnvua MAC-agpecos MES5332A
MES5400-24 65536
MES5400-48 262144

1 3HaueHMA yKa3aHbl 418 OAHOCTOPOHHEN Nepeaaumn
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MapLpyToB

MES5312
MES5316A 1
MES5324A 8151
KonunyectBo ARP-3anucei MES5332A
MES5400-24 32768
MES5400-48 131072
Noppeprkka VLAN CornacHo 802.1Q go 4094 aktuBHbIX VLAN
MES5312
MES5316A
Konwnuectso rpynn L2 MES5324A 1024
Multicast MES5332A
(IGMP snooping)
MES5400-24
MES5400-48 1024
Konunyectso npasuna SQinQ 1320(ingress)/1320(egress)
MES5312 6066
MES5316A
MES5324A 2996
Konunyectso npasun ACL MES5332A
MES5400-24 4559
MES5400-48 10716
MES5312 6144
MES5316A
MES5324A 3072
Konunuectso ACL MES5332A
MES5400-24 6144
MES5400-48 12288
Konunyectso npasun ACL B ogHom ACL 256
MES5312 16160 1Pv4
4038 1Pv6
MES5316A
[(JoquetZTBo mapuwpyTtos L3 MES5324A igii?;P;ﬂ
nicas MES5332A Y
MES5400-24 32672 1Pv4
MES5400-48 8166 IPv6
8079 1Pv4
MES5312 2022 1Pv6
Konunyectso mapuwpyTos L3 miigg;zﬁ 8143 1Pv4
; 2
Multicast (IGMP Proxy, PIM) MES5332A 2034 1Pv6
MES5400-24 16336 1Pv4
MES5400-48 4082 IPv6
Konnuyectso VRRP-mapwpyTtnusatopos 255
MakcumanbHoe konmnyectso ECMP- 64

1 Ana kaxporo xocta B ARP-Tabnumue cosgaerca 3anuch B Tabanue maplupyTnsaumm
2 MapupyTbl IPv4/IPv6 Unicast/Multicast ucnonb3sytor obuine annapaTtHble pecypcbl
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MES5312

mggiéiﬁ 16 (Bkntoyan VRF no ymonyaHuio)
Konwnuectso VRF MES5332A

mg:gjgg:ig 251 (Bkntoyaa VRF no ymonyaHuio)
Konunuectso L3-uHtepdeiicos 2050
MakcumanbHoe Konunvectso VXLAN 4093
KonunuecTtBo BUpTYyanbHbix Loopback-uHTep- 64
deiicos
Arperaums KaHanos (LAG) 32 rpynnbl, 40 8 NOPTOB B KaXKaok
Konnuectso aksemnnapos MSTP 64
Konunyectso akzemnaapos PVST 65
Konwnyecteo DHCP pool 16
KauyectBo 06CnyKmnBaHMA QoS 8 BbIXOAHbIX ouepeaein AnA KaxKaoro nopra
CeepxanvHHble Kaapsbl (jumbo frames) MaKcumanbHbIl pa3zmep naketos 10240 6aunt
CreknpoBaHue o 8ycTpoiicts?!

IEEE 802.3ab 1000BASE-T GigabitEthernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

CooTBercTBME CTaHAa pTam

YnpasneHue
JloKanbHOe ynpasneHue Console
YpaneHHoe ynpasaeHue SNMP, Telnet, SSH, Web
dusnyeckme XapaKTepUCTUKM M YC/IOBUA OKpYXKalowen cpepabl
MES5312 EETb nepemeHHoro TOKa- :316007—22:0 B, 50-60 Iy,
Essiton | Lo roonmore o
MES5324A P '
MES5332A - O4MH UCTOYHUK NUTAHWS NOCTOAHHOIO UM NEPEMEHHOrO TOKa;
- ABA UCTOYHWMKA MUTaHMA MNOCTOAHHOrO WM MEPEMEHHOro TOKa, C
MES5400-24 .
BO3MOHOCTbIO ropAyeit 3aMeHbl.
MCTOYHUKN NUTaHUA
CeTb nepemeHHOro Toka: 176-264 B, 50-60 Iy,
CeTb NOCTOAHHOrO TOKa: 3672 B
MES5400-48 BapuaHTbl NUTAHUA:
- O4MH UCTOYHUK NUTAHWNA NOCTOAHHOIO UM NEPEMEHHOrO TOKa;
- ABA UCTOYHWMKA MUTAaHMA MOCTOAHHOIO MM MEPEMEHHOro TOKa, C
BO3MOMHOCTbIO ropsAyei 3aMeHbl.
MES5312 He 6onee 25 BT AC
MNoTpebnsemana MoWHOCTb
MES5316A He 6onee 58 BT AC

1 Peannsauma nogaepskn Ao 8 ycTpoicTs ana KommyTtatopos MES5400-24, MES5400-48 3annaHuposaHa 8 2Q22
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MES5324A He 6onee 73 BT AC
MES5332A He 6onee 85 BT AC
MES5400-24 He 6onee 150 Bt AC
MES5400-48 He 6onee 180 Bt AC
MES5312 258B
MES5316A 58 B
MES5324A 73 B
Tennosbigenenue
MES5332A 85B
MES5400-24 150B
MES5400-48 180B
MES5312
MES5316A 10 00 +45 °C
oT-10 po
WHTepBan paboumnx MES5324A
TemnepaTyp MES5332A
MES5400-24 0 +45 °C
MES5400-48 | OT° A°

NHTepBan TemnepaTtypbl XpaHeHuna ot -50 go +70 °C
V MNepea nepsbim BKAIOYEHMEM MNOC/IE XPaHEHUA MpU Tem-
nepartype meHbluei, yem -20 °C, uau npu 6onbleis, yem
+50 °C, TpebyeTca BbiaepKaTb KOMMYTAaTOp NPU KOMHaT-
HO1 Temneparype He MeHee YeTbIPEX YacoB.

MHTepBan TemnepaTypbl XpaHeHUs

OTHOCUTeNbHaA BAAXHOCTb MPU SKCNAyaTa-
umm (6e3 obpasoBaHMA KOHAEHCaTa)

He 6onee 80 %

OTHOCUTENbHAA BNAXKHOCTb MPU XPaHEHUN
(6e3 obpa3oBaHMA KOHAEHCATA)

011080095 %

MES5312 430x 44 x 230 mm
MES5316A
FabapuTHble pasmepbi (LU x MES5324A 430x 44 x 275 mm
BxT) MES5332A
MES5400-24 440% 44 x 321 mm
MES5400-48 440 % 44 x 447 mm
MES5312 3,8 Kr
MES5316A 3,6 Kr
MES5324A 3,7 Kkr
Macca
MES5332A 3,8 Kr
MES5400-24 6,36 Kr
MES5400-48 8,84 Kr

CpoK cy6bl

He meHee 15 net

« . Tun NUTaHWA YCTPOICTBA ONpeAensAeTCca Npyu 3aKase.
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2.4 KOHCTPYKTUBHOE MUCNOJIHEHUEe

B AaHHOM pasaenie onMcaHo KOHCTPYKTUBHOE UCMOTHEHWE YCTPOMCTB. MpeAcTaBaeHbl U306paskeHms
nepeaHei, 3aaHei 1 60KOBbIX MaHENeN YCTPOWCTBA, ONMUCAHbI Pa3beMbl, CBETOANOAHbIE UHAMKATOPbI M Op-
raHbl ynpasaeHus.

Ethernet-kommyTtaTopbl MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48
BbIMO/IHEHbI B META/I/INYECKOM KOPMYyCe C BO3SMOXHOCTbIO yCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

2.4.1 BHewHuiisud u onucaHue nepedHeli naHenau ycmpoiicmea

BHewHWn BUA nepeagHen naHenun ycrpoiicte MES5312 nokasaH Ha pucyHke 1.

T Aettex
MES5312
unk  QF
O Power
O Master
QO Fan
Qres

1 2 3 4 3}
PucyHok 1 —lMepeaHAasa naHenb MES5312

BHewHMn BUA NnepeaHel naHenun ycrpoiicte MES5316A nokasaH Ha puUcyHke 2.

= Avettex o
MESS3164

R QF -
O Power

O Mastar

O fan

O RS i tence 008

EHERER ==1="1 ‘ e & et S N SN S T P S oot e o= ==t =]

PucyHok 2 —lNepegHaa naHenb MES5316A

BHelwHW BUAG nepegHeli naHenn yctpoiicts MES5324A noKasaH Ha pucyHKe 3.

3 WWW&W&?.FZ;#W@_ TSRS TECTTYTE C;’t?%WW o iy (s @Qﬁéﬁc":@ k)

[ Mess32an S 9 0

Q G
Uit QF 5] 0
8] O
[} (ol g
ol ol5 :
g w 12 & 1 16 E 11 - )
NN S s Y

i
i
—

.

1 2

i
O Power
O Master
O Fan
O hrs o 008
T R o o N R i o o =1 S N N R S

43 5

PucyHok 3 —TlepegHaa naHenb MES5324A

BHelwHW B nepegHelt naHenn yctporcts MES5332A noKasaH Ha pucyHKe 4.
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5

PucyHok 4 —lNepegHasa naHenb MES5332A

BHewHm BuA nepegHen naHenu ycrpoiicte MES5400-24 nokasaH Ha pucyHke 5.

i B e bty e e — e SR R L e ——
_Aeurex messane2e CYCTTTOICIOIC L # L[ B]8) 1 [ ( L B8 47 OB 00 47 00 00 4v 60
o [isinisie @ ;

1av:  dawa_ dawe 7

PucyHok 5 —lMepeaHasa naHenb MES5400-24

BHewHwWin B nepegHen naHenn ycrpoincts MES5400-48 nokasaH Ha pUCYHKe 6.

RSO 14¥2  34V4 SAVG TA¥E OAVI0 11AYI2 19A¥1L 1SAYI6 17AYIS 10A¥I0 1A V22 J34V24 254VI6 27AVIS 29A¥I0 ITAYID  33A¥Id I5AYI6 TTAVIS JOAVAD J14 V42 S34VA4 G54 VA6 A7AVAS  HO1AVHGZ HGIA WHG HGSA wHES<E
= T R =

12 5 7
PucyHok 6 —NepeaHaa naHenb MES5400-48

B Tabauue 10 npvBeaeH nepeyeHb pasbeMOB, CBETOAMOAHbIX UHAMKATOPOB M OPraHOB yNpPaBAeHus,
Pacno/IoXKeHHbIX Ha NepeaHelt NaHe I KOMMYTaTOPOB.

Tabnuua 10 — OnucaHMe pasbeMoB, MHONKATOPOB M OPraHoOB ynpaB/ieHusa nepeaHein naHenn MES5312,
MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48

dnemeHT nepeaHen
Ne 15 OnucaHune
naHenun
UnitID MHAMKaTOp HOMEpPA YCTPOMCTBA B CTEKE.
Power MNHOMKaTOp NUTAHMA YCTPOMCTBA.
1 Master NHAanKaTop pexkmma paboTbl yCTPOICTBa (BeayLwmii/seaomiit).
Fan NHanKaTop paboTbl BEHTUIATOPOB.
RPS MHOMKaTOp pe3epBHOro 31eKTPonUTaHuA.
®PyHKLMOHAIbHAA KHOMKA ANA mepesarpysku yctpoictsa v cbpoca K 3aBog-
CKMM HaCTpOMKam:
) . - MPY HaXXaTUM HA KHOMKY ANUTENbHOCTbIO mMeHee 10 c mpoucxoauT nepesa-
rpy3Ka ycTpoMCTBa;
-MpPM HaXKaTUKM Ha KHOMKY AnutenbHocTbto 6osee 10 ¢ npoucxoauT cbpoc
HaCTPOEeK yCTPOMCTBa A0 3aBOACKOM KOHUrypaumm.
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KOHCONbHbIM MOPT ANA IOKAaAbHOTO YNpaB/ieHUsa YCTPOUCTBOM.
PacnuHoBKa pa3bema c/eaytowas:

He ucnonb3yetca

He ucnonb3yerca

RX

GND

GND

X

He ucnonb3yerca

He ucnonb3yerca

He ucnonb3yerca

Pacnaiika KOHCONbHOrO Kabena npmeegeHa B NPUAOXKeHUM b.

3 Console

OCoONO UL WN B

MopTt (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpasaeHus
YCTPOMCTBOM.

YnpasieHue OCYLLECTBIAETCA MO CETU, pPa3fenbHO C KaHa/oM nepegayuv AaH-
HbIX.

4 ooB

[1-12] | MES5312

[1-16] | MES5316A

[1-24] | MES5324A
5 CnoTbl 4na ycTaHoBKM TpaHcueepos 10G SFP+/1G SFP.

[1-32] | MES5332A

[1-24] | MES5400-24

[1-48] | MES5400-48

MES5316A
= MES5324A

MES5332A

MES5400-24

USB-noprT.

[HG1- MES5400-24
7 CnoTbl g1a ycTaHoBKM TpaHcueepos 40G QSFP+/100G QSFP28.
HG6] | MES5400-48

2.4.2 3adHAA naHenb ycmpolicmea

BHewHMn BUg, 3agHelr naHenn kKommyTtatopoB MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48 npuseaeH Ha pucyHKax 7-10.

3 BRYDE [
e | F\-J'_’ =
S oo 1 e ||
= i =
(%) ) :@q
1 3 4

PucyHoK 7 —3agHAaa naHenb MES5312, MES5324A, MES5332A
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PucyHok 9 —3agHAaa naHenb MES5400-24

Moo
—1

T
H]HIT;I 1
| §

Consale

2 67 5 1 2 2 4

PucyHok 10 — 3agHAaa naHenb MES5400-48

B tabanue 11 npuBeaeH nepeyeHb Pa3bemMoB, PAaCcNONOKEHHbIX Ha 3a4Hel NaHeAn KOMMYTaTo-
pos MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48.

Tabnuua 11 — OnucaHue pa3beMoB 3agHEN MaHenn KommytaTopoB MES5312, MES5316A, MES5324A,
MES5332A, MES5400-24, MES5400-48.

dnemMeHT 3aaHe
No A OnucaHue
naHenun
—_— o

1 Knemma 3aszemneHua = Knemma ana 3asemneHuna ycTpoucTea.

2 BeHTUnATOPbLI

3 36-72V DC Pasbem g8 MOAKAIOYEHWUA K WUCTOYHWMKY 3/1EKTPOMUTAHUA MOCTOAHHOIO
TOKa.

4 100-240V AC 50-60 Hz Pasbem gns NOAKNOYEHUA K UCTOYHMKY 3/1EKTPOMUTAHUA NEPEMEHHOT O
TOKa.

5 Console KOHCONbHbIV NOPT A4/1A NOKaIbHOTO YNpPaBAEHUA YCTPOMCTBOM.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ansa yaaneHHoro ynpasne-

6 00B MES5400-48 HWA YCTPONCTBOM.
YnpasnieHWe OCyLLEeCTBAAETCA MO CETW, Pa3ZeNbHO C KaHa/Jiom nepegayu
JaHHbIX.

7 e USB-nopr.
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2.4.3 bBokosvie naHenu ycmpolicmea

°

]

[o]

PucyHok 12 — JleBasi 6okoBas naHenb Ethernet-kommyTtatopos MES5316A, MES5324A, MES5332A

® @ [ ]
-] -] ® E
co0tegg
OOOOOGDS OeOeO
© o o

PucyHok 13 — JleBasi 60KkoBas naHenb Ethernet-kommyTtatopa MES5312

R

® COBVIOVOAD ° ° @
RIS
e A AT laTe)
OISR Ie )

osotTeteee o o

PucyHok 15 — JleBas 60KkoBas naHenb Ethernet-kommyTtatopa MES5400-24

o ° °

) ® o

PucyHok 16 — NpaBana 6okoBasa naHenb Ethernet-kommytatopa MES5400-24

e © ® ®

PucyHok 17 — MNpaBas 6okoBas naHenb Ethernet-kommyTtaTopa MES5400-48

Ha 60KOBbIX MaHeNAX YCTPOWMCTBA Pacno/10XKeHbl BEHTUAALMOHHbIE PeLLETKKN, KOTOpbIe CAyXKaT ana
oTBOAa Tensa. He 3akpblBaiiTe BEHTUAALMOHHbIE OTBEPCTMA MOCTOPOHHUMM NpeaMeTaMn. ITO MOXKET
NPUBECTM K NeperpeBy KOMMNOHEHTOB YCTPOMCTBA M BbI3BaTb HAapyLUeHMA B ero paboTe. PekomeHaaumm no
YCTaHOBKE YCTPOWCTBA PAaCMo0XKeHbI B paszene «YCTaHOBKa M MOAKNOYEHMEY.
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2.4.4 (Ceemosas uHOuKayus

CocTosaHue nHTepdeiicos EthernetuHanumpyeTca ABYMA CBETOANOAHLIMU MHANKATOPamK, LINK/ACT
3eneHoro useTan SPEED AHTapHOro uBeTa. PacnonoxkeHume cBeToAMOA0B NOKA3aHO Ha pucyHKax 19, 20, 20.

LINK/ACT

SPEED

PucyHok 18 — BHewHM Bua pasbema QSFP+

Link @ O Speed

T ol
L

PucyHOK 19 — BHeluHui BuA, pasbema SFP/SFP+

LINK/ACT

SPEED

(|
CL_ 1

I“F”’H’”“h -
‘;&.

PucyHok 20 — BHewHmin Bug pasbema RJ-45

Tabnuua 12 — CeeToBas UHAMKaLUMA cocTosiHUS HG-nopToB

CeeyeHue uHOUKamopa

CeeyeHue uHOUKamopa

CocmosHue uHmepdelica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH UMW COEANHEHUE HE YCTAaHOB/EHO.
BbikntoueH [opuT NOCTOAHHO YcTaHOB/IEHO coeanHeHne Ha ckopocTtu 40 F6ut/c.

rOpVIT NOCTOAHHO

rOpMT NOCTOAHHO

YcTaHOBAEHO coegnHeHme Ha ckopoctu 100 Méut/c.

X

MwuraHune

Mpet nepesaya gaHHbIX.

Tabnuua 13 — CBeTOBaA MHAMKALMSA COCTOAHMA XG-NOPTOB

CeeyeHue UHOUKamopad

CeeyeHue uHOUKamopa

CocmosHue uHmepdpelica Ethernet

SPEED LINK/ACT
BbikntoueH BbiKntoueH [MopT BbIKAIOYEH MK cOeauHEHNEe He YCTAaHOBAEHO.
BbikntoueH [oOpuT NOCTOAHHO YcTaHOBAEHO coeagnHeHne Ha ckopoctu 1 Téut/c.

rOpVIT NOCTOAHHO

rOpVIT NOCTOAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoctu 10 Féut/c.

X

MwuraHune

Moet nepesaya AaHHbIX.
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Tabnuua 14 — CeeToBan MHAMKauma coctoaHma Ethernet-nopTos 10/100/1000BASE-T (OOB)

CeeyeHue uHOukamopa CeeyeHue uHOUKamopa

CocmosHue uHmepdpelica Ethernet

SPEED LINK/ACT
BbiKkntoueH BbikntoueH [MopT BbIKNOYEH MU COeaUHEHNE HEe YCTAaHOB/EHO.
YcTaHOBAEHO coeauHeHuWe Ha ckopocTv 10 M6uTt/c
BbikntoueH [opuT NOCTOAHHO

nnn 100 M6éut/c.

[opuT NOCTOAHHO [OpuT NOCTOAHHO YcTaHOBAEHO coeanHeHme Ha ckopocti 1000 M6urt/c.

X Mwuranne MpeT nepegayva OaHHbIX.

Nuankatop Unit ID (1-8) cnyxut gns ob603HavyeHUss HOMepa yCTpomncTBa B cTeke. CucTemHble
nHaMKaTopbl (Power, Master, Fan, RPS) cny»kat gns onpeneneHuns coctosiHMA paboTbl Y3108 KOMMYTaTOPOB.

Tabnunua 15 — CBeTOBaA MHANKALMNA CUCTEMHBIX MHAMKATOPOB

HassaHue DYHKUMA o
CocrosHue MHAMKaTopa CocrosHue ycTpoucTsa
UHAMKaTOpA MHAUKaTopa
BbikntoueH MUTaHWe BbIKAKOYEHO.
. MnuTaHMe BKAOYEHO, HOpMaibHaA

3eneHbli, ropuT NOCTOAHHO .

CocToAHMe paboTa ycTponcTea.

Power MCTOYHUKOB OTCcyTCTBME NEPBUYHOIO NUTaHMA

nuTaHunA . OCHOBHOTIO UCTOYHMKA (MPY NUTAHUK

OpaHxeBbln .
YCTPOICTBA OT pe3epBHOro UCTOUYHMKA)
MNIN aBapPUA OCHOBHOTO MCTOYHMKA.

Mpu3HakK o YCTpOWCTBO ABAETCA «MaCTEPOM»
3eneHblid, FopuUT NOCTOAHHO

BE, ero CTEeKa.

Master ,a,yu.l,v =

yCcTpoiicTBa Npu YCTPOIACTBO He SIBASETCA «KMaCTEPOM»
BbikntoueH

paboTe B cTeke B CTEKe.

CocToAHMe 3eneHblli, TOPUT NOCTOAHHO Bce BEHTUNATOPbLI MCNPABHbI.

Fan BEHTUNATOpPA . OTKa3 ogHoro unu bonee

KpacHbIl, ropuT NOCTOAHHO

OXNaXKaeHunA BEHTUNATOPOB.

. Pe3epBHbIN UCTOYHUK MOAKAIOYEH U

3eneHblii, FOpUT NOCTOAHHO

Pexxum paboTbl paboTaer HopMasibHO.

RPS pesepBHOro OTCyTCTBME NEPBUYHOrO NUTaHMUA
MCTOYHMKA KpacHbliA, ropuUT NOCTOAHHO pe3epBHOro UCTOYHMKA UMW €50
nuTaHusa HemcnpasHOCTb.

BbiKAtoyeH Pe3epBHbIN NCTOYHWUK HE NMOAK/OYEH.

2.5 KomnneKkT nocraBku

B 6a308Bblil KOMMIEKT MOCTaBKMU BXOAAT:

— Ethernet-kommyTaTtop;

— KomnneKT Kpenea B CTOWKY;
— [amATKa 0 4OKYMeHTauuw;
— CepTudMKaT COOTBETCTBUSA;
— [Macnopr.

Mo 3aKa3y NoKynartesia B KOMNAEKT NOCTaBKN OMUMOHA/IbHO MOTYT 6bITb BKAOYEHbI

— PykoBoacTBO MO 3KcnAyaTaummn Ha CD-auncke;

—  KoHCOonbHbIN Kabenb;

—  Moaynb nutaHna PM160-220/12;
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—  Moaynb nutaHua PM350-220/12;

— WHyp nuTaHus EBpoBunaka-Cl3, 1.8m (B ciyyae KOMNaeKTauum mogynem nutaHma PM160-
220/12 wan PM350-220/12);

—  Moaynb nutaHua PM100-48/12;

—  Moaynb nutaHmsa PM160-48/12;

—  Mogaynb nutaHma PM350-48/12;

— WHyp nutanma NBC 2x1.5, 2m (B cnyyae Komnnekraumum moaynem nutaHma PM100-48/12,
PM160-48/12 unn PM350-48/12);

—  SFP/SFP+TpaHcuBepbl.
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3 YCTAHOBKA UNOAKMIOYEHUE

B faHHOM pa3gene onucaHbl NpoLeaypbl yCTaHOBKM 060pYA0BaHMA B CTOMKY U NOAKNOYEHUA K K-
Talowemn ceTu.

3.1 KpenneHue KpOHLWITEAHOB

B KOMMIEKT MOCTaBKM YCTPOICTBA BXOAAT KPOHLUTE MHbI /15 YCTAHOBKM B CTOMKY W BUHTbI A1 Kpen-
JIeHVA KPOHLWTEMHOB K KOPMNYyCy YCTPOMCTBA. Ha KPpOHLUTE MHAX PacnoI0MKeHbl LUECTb KPENerKHbIX OTBE PCTUiA
[ANA pasHbIX BApMaHTOB KpPenaeHus, YTo NO3BONAET PEry/IMPOBaTb PACCTOAHUE MeXKay NepeaHelt NaHebo

N aBepuein cepeepHoro wkada (pucyHkn 20, 21). na ycTaHOBKM KPOHLWITENHOB BbibepUTE 0ANH U3 Bapu-
aHTOB KpenaeHus:

PucyHoK 22 — BapnaHT KpenneHusa KpoHwTelHoB N2

1. CosmecTuTe BbIOpPaHHbIE YETbIPE OTBEPCTUA 4/1 BUHTOB HA KPOHLUTE MHE CTAKMMMU }Ke OTBep-
CTUAMM Ha HOKOBOW NaHe N yCTPOMNCTBa.

2. CnomoLLbto OTBEPTKMU MPUKPENUTE KPOHLUTENH BUHTAMM K KOPMYCY.
3. MosTopwuTe geiicteuns 1, 2 AnA BTOPOro KPOHLITE MHa.
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3.2 YcTaHOBKAa YCTPOMUCTBA B CTOMKY

[N5 yCTaHOBKN YCTPOMCTBA B CTOMKY:

1. MpuaoKuTe yCTPOMCTBO K BEPTMKaNbHbIM HanpaBAAoLWMM CTOMKM.

2. CoBMecCTWUTe OTBEPCTUA KPOHLUTE MHOB C OTBEPCTUAMM Ha HaNpPaBAAOLWMX CTOMKKU. Ucnonb-
3yiiTe OTBEPCTUA B HAMpPaBAAOLWMX Ha OAHOM YPOBHE C 06eUnx CTOPOH CTOMKM, ANA TOro
4TO6bI YCTPOICTBO PACN0NaraaoCh rOpMU30HTaNbHO.

3. CNoMOLLbIO OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.

ed

PrcyHOK 23 — YcTaHOBKA YCTPOMCTBA B CTOMKY

Ha pucyHke 24 npuBeaeH npumep pasmeLleHns Kommytatopos MES5312 B cToitke.

o MES-5312 N1 o
(o] KabenoHe oprasansep o
o MES-5312 N2 )
o KaBensHbiit opraHanaep o
0 MES-5312 N3 o
O KaBensHuivi oprasanaep o
o MES-5312 N4 o
o KabenbHbii opraHainaep o
0 MES-5312 N5 )
) KaGenbHbli oprasanaep o

PucyHok 24 — PaameweHne KommyTaTopoB MES5312 B cTolike

’ﬂ} He 3aKpbiBaliTe BEHTUNALMOHHbIE OTBEPCTUSA, @ TaKXKe BEHTUIATOPbDI, PacnoIoXKeHHbIe HA
3aAHeii naHen, NOCTOPOHHMMM NpeaMeTamMM BO u3berKaHue neperpesa KOMNOHEHTOB KOM-
MYTaTOpa U HapyLueHus ero paboTbl.
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3.3 YcraHOBKa moaynei NnUTaHUA

KommyTtaTop moxeT pa6OTaTb C OAHVM NN ABYMA MOAYNAMM NUTAHMA. YCTaHOBKa BTOPOIro Moaynsa
NMNTaHUA Heo6xop,wv\a B Cny4vyae MCNo/1b30BaHUA YCTpOﬁCTBa B ycnoBuAx, Tpe6y+ou.|,14x MOBbILLIE HHOM
HadeXHOCTU.

MecTa ana ycTaHOBKM MoAaynen NUTaHUA C 3N1eKTPUYECKOM TOUYKM 3peHNA paBHOLEHHbI. C TOYKK
3pEHMA UCN0b30BaHMA YCTPONCTBA, MOAYNb MUTAHUA, HAaX0AAWMINCA BAMXKE K Kpato, CYHUTAETCA OCHOBHbIM,
6MKe K LeHTPY — pe3epBHbIM. Moaynv NUTaHNA MOTYT yCTaHaBAMBATLCA U U3BNEKATbCA 63 BbIKAOUeHUs
ycTpoiictBa. lNpu ycTaHOBKE WAW W3BAEYEHWUU [OOMOJHUTENBLHOTO MOAYAA MUTaHUA KOMMYyTaTop
npofonkaeT paboty 6e3nepesanycka.

' ' Mepep o6cny:KuBaHMe m usgenusa, PEMOHTOM WU 4 PYIMMU AaHAIOTMYHBbIMU A,e ACTBUAMMU OT-
e KNlounTe U3genune ot BCeX UCTOUHUKOB NUTAHUA.

PucyHoK 25 — YcTaHOBKa Moaynen nuTaHma

CoctosiHMe moay/ie NUTaHWA MOMKeT ObiTb MPOBEPEHO NO MHAMKAUMKW Ha nepegHein naHenm
KommyTaTopa (cm. pasgen 2.4.4) uan No AMArHOCTMKe, OOCTYMHOM 4yepes MHTepdenchbl ynpas/ieHus
KOMMYyTaTOpPOM.

’ I UHAauKauma aBapum moayna NUTaHUA MOXKeT 6bITb BbI3BaHA HEe TOJIbKO OTKa3oM moaynsa, HO
Y n OTCyTCTBMEM NEPBUYHOIO NUTAHUA.

3.4 ToaKnouyeHUe NUTAKOLLEN ceTn

1. TMpexae Yem K yCTPOMCTBY ByAeT NOAKAOYEHA NUTAKOLLAA CeTb, HEOBXOAMMO 3a3eMNTUTb
KOpnyc yCcTpoicTBa. 3azemaeHne HeobxoaAMMO BbINOAHATb U30JIMPOBAHHBIM MHOTOXWU/b-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eM/IEHUA U CeYEeHME 3a3eMNAIOLLErO NPOBOAA A0 *KHbl CO-
OoTBETCTBOBaTb TpeboBaHUAM Y.

MoaKnoUYeHUe A0MXKHO OCYLLLE CTBAATLCA KBANUPULMPOBAHHBIM CNELMANUCTOM.

—
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2. Ecnm npeanonaraeTca NoAxAtOYEHWE KOMMbOTEPA MAN MHOFO 060PYA0BaHNA K KOHCO/b-
HOMY NOPTY KOMMYTATOPa, 3TO 060PYA0BAHME TaKKE AOKHO ObITb HAZEKHO 3a3€ MJIEHO.

3. TopggntounTe K yCTPoncTey Kabenb NUTaHMA. B 3aBUCMMOCTM OT KOMMJIEKTALLMM YCTPOMCTB],
NUTaAHWE MOXKET OCYLLLECTBATLCA OT CETU NepeMEHHOr0 ToKa IM60 OT CETU NOCTOAHHOTO TOKa.
Mp¥ NOAKNIOYEHMM CETU MEPEMEHHOTO TOKa cieZlyeT UCNO01b30BaTh Kabesb, BXOAALLMI B
KOMMJIEKT YCTpOMCTBa. Mpy NOAKIOYEHUM K CETU MOCTOAHHOTO TOKA UCMO/b3yTe NPOBOA,
ceyeHnem He meHee 1 mm? 1 cobntodaiite NONAPHOCTb, yKa3aHHYO Ha 6/10Ke NUTaHKUA.

Bo usberkaHne BO3HMKHOBEHMA KOPOTKOr0 3aMbiKaHUA NPU NOAKIOYEHUN K CETU NOCTOAH-
HOro TOKa peKoMeHAYeTCA NPOoM3BECTM 3a4UCTKY NPOBOAA Ha AJINHY 9 MM,

—

’ ' Lienb NnUTaHUA NOCTOSAHHbIM TOKOM A,0/1)KHA COA,e PKaTb YCTPOACTBO OTKAOUEHUA NMUTAHUA C
- dusnyeckum pasbegnHeHMeM coe AMHeHUA (BbIKAOUYaTe Ib, Pa3beM, KOHTAKTOP, aBTOMaTH-
YeCKU BblKloYaTe b U T.N.).

4. BKAtOYMTE NUTAHWE YCTPOMNCTBa MybeamTech B OTCYyTCTBUM aBapmii MO COCTOAHUIO MHANKATO-
POB Ha NepeaHen NaHeu.

3.5 YcraHoBKa u yaaneHue SFP-TpaHcuBepos

/ YCTaHOBKA ONTUYECKMX MOAY/IEN MOXKET NPON3BOAUTLCA KaK NPU BbIKAIOYEHHOM, TaK U NpU
‘ BK/IIOUEHHOM YCTPOIACTBE.

1. BcraBbTe BepXxHWUIA1 SFP-Mmoay b B CNOT OTKPbITOM YacTbio pa3bema BHU3, @ HUXKHMIA SFP-mo-
OYNb OTKPbLITOM YaCTblo pasbeMa BBEPX.

PucyHOK 27 — YcTaHoBNEeHHble SFP-TpaHcmBepbl
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OnaypanenuaTpaHcmsepa:

1. OTKpoiiTe 3alLenKy moayns.

PucyHoK 28 — OTKpbITUe 3awenku SFP-TpaHcneepos

2. W3Bnekute moaynbmn3cnora.

PucyHoK 29 — U3sBneyveHune SFP-TpaHcmsepos
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4 HAYANIbHAA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiika TepmuHana

Ha KomnbtloTepe 3anycTuUTb Nnporpammy amynsaumm tepmmnnana (HyperTerminal, TeraTerm, Minicom)
M NPOU3BECTU CNeaytoLme HaCTPOMKM:

—  BblOPATb COOTBETCTBYIOLLMIA NOCAEAOBATENbHbIV NOPT;

—  YCTaHOBMWTb CKOPOCTb Nepeaaun AaHHbix — 115200 60p4;

— 3adaTb popmaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbLIN 6UT, 6€3 KOHTPO/IS YETHOCTH;

—  OTK/AKYMTbaNMNapaTHOE M NPOrpaMMHOE ynpas/ieHNe NOTOKOM AaHHbIX;

— 3a4aTb peXum 3smynaumm TepmuHana VT100 (mHorMe TepMWHasbHbIE MPOrpPaMmbl
MCMONb3YIOT AAHHbIV PEKUM IMYNSALMM TEPMMHANA B KQUECTBE PEXKMMA MO YMOJTYAHMIO).

4.2 BKAOYeHUe YCTPOMCTBA
YcTaHOBUTb coeanHeHne KOHCO/1IM KOMMYTaTopa (nOpT « console») CcpasbemomnocnenoBaTezibHOroO

MHTep¢EﬁcaKOMHbDTepa,HaKOTOpOMyCTaHOBﬂeHOHpOFpmMMHOEO6ECHequMe3MyﬂHMMMTepMMHaﬂa

BkntounTb ycTpoiictBo. [MpM  KaXKAOM  BKAOYEHMM KOMMYyTATopa 3anyckaeTca npoueaypa
«TEeCTUPOBaAHNA CUCTEMbI MPU BKAtoYeHUU» (POST), KoTopas No3BoaseT onpeaennts paboTtocnocobHocTb
YCTPOWCTBa Nepe s 3arpy3Kon MCNOIHAE MO NPOrpamMmMbl B onepaTuBHyto namaTb (O3Y).

OTobpaxkeHue xoa BbiNoAHeHMA npoLeaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM.. .

Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:09)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Cnycta aBe ceKyHApl Nocne 3aBeplieHus npoueaypbl POST HauMHaeTcs aBTO3arpy3Ka nporpamMmmHoro
obecnevyeHUs KommyTaTopa. 1A BbINOJNHEHMA CNEeUManbHbIX NPOLEAYP MUCNOAb3yeTcs MeHto Startup,
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BOMTU B KOTOPOE MOXKHO, MPepBaB 3arpy3Ky HaxkaTMem Knasuwim <Esc> unu <Enter> B TeyeHue 3TOMO
BPEMEHMW.

Mocne ycnewHoM 3arpyskM KOMMyTaTopa MNOSABUTCA CUCTEMHOE MpuUrialleHne WUHTepodeica

KOMaHZAHOM cTpoKu CLI.

>1lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: *** ** (admin)

console#

/ [na6bicTporo Bbi30Ba CNPaBKU O A0CTYNHbIX KOMaHAAX UCNO/1b3yiATE KOMBUHaLMIO KnaBuL

<Shift>wn <?>.

4.3 3arpy3o4yHoe MeHIo

[na Bxona B 3arpy304HOE MEHIO c/ieyeT NOAKAOUMTLCA K YCTPOMNCTBY Yepes uHTepdelic RS-232,

nepesarpysuTb yCTPOMCTBO U B TEYEHME ABYX CEKYHA NOC/e 3aBepeHna npoueaypbl POST HarkaTb «ESC»
mnmn «ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropv6 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bua 3arpy304HOro MeHto:

Startup Menu

]  Image menu

] Restore Factory Defaults

] Boot password

] Password Recovery Procedure

] Back

Enter your choice or press 'ESC' to exit:

Tabnuua 16 — PyHKUUKN MHTEepdenca 3arpy304HOTro MEHIO

DyHKYuA OnucaHue
Image menu BbI6paTb aKTUMBHbIM 06pa3a cuctemHoro MO.
Restore Factory Defaults BoccTaHOBWTL 3aBOACKME HACTPOMKMU.
Boot password YcTaHOBUTL/yAaAUTL NaponbHa bootrom.
Password Recovery Procedure COpocUTb HACTPOMKM ayTEHTUDUKA LMK,
Back MpoJonXKnTb 3arpysKy.

34
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4.4 Pexum paboTbl KommyTaTopa

KommyTaTtopbl MES5312, MES5316A, MES5324A, MES5332A 1 MES5400-24, MES5400-48 paboTator
B pe’XKMme CTeKNPOoBaHUA.

CTek GYHKUMOHMPYET KaK eAMHOE YCTPOMCTBO M MOXKET 06beANHATL A0 8 KOMMYTaTOPOB OAHOM U
TOW e moaennt, umeloLwmx cneaytoLme poau, onpeaensemble UX nopaaKkosbiMu Homepamm (UID):

— Master (UID ycTpoiictBa 1 nau 2), c Hero NnponcxoauT ynpasaeHne BceMu yCTPoCTBaMu B
cTeke.

— Backup (UID ycTpoiictea 1 unu 2) — ycTpoincTso, noadnHsaoleecs master. lybnupyet sce
HACTPOMKM, U, B C/y4vyae BbIXOZA YNpPaBAAOLLEro YCTPOICTBa U3 cTpos, bepeT Ha ceba
dYHKLUMM yNpaBaeHUA CTEKOM.

— Slave (UID yctpowcteoT 3 o 8) — ycTponcTa, noauunHsoweecs master. He moxet paboTaTb
B aBTOHOMHOM peKMMe (ecnm oTcyTcTByeT master).

[Ona KoppeKTHOI paboTbl cTeKa HeobxoaMm XoTa 6bl 0AUH IOHUT C POJIbI0 Master u oaAuH
IOHUT ¢ ponbto backup.

/ NHTepdeiicbl B pexkume CTeKMPOBaHUA PaboTaloT TO/IbKO HA MAaKCMMaJIbHOW CKOPOCTU UH-
‘ Tepdeiica.

B peXumme CTEKMpPOBaAHMA ANA CUMHXPOHM3AUMK KommyTaTopbl MES5312, MES5316A, MES5324A,
MES5332A ncnonbaytoT XG-nopTbl, a KommyTaTopbl MES5400-24, MES5400-48 ncnonb3ytoT HG-nopTbl. Mpu
9TOM VYKa3aHHble MOpPTbl HE Y4YacTBYIOT B Mepefavye JdaHHbiX. BO3MOXHbI gge TOMOA0MM
CUHXPOHU3MNPYHOLMXCA YCTPOMCTB — KOJ/IbLLEBAA U IMHEMHAnA. PEKOMeHAYEeTCA MCNO/1b30BaTb KO/bLLEBYHO
TOMOIOMMIO /1A NOBbILLEHMA OTKAa30yCTOMYMBOCTM CTEKA.

Mo YMOTHaHUIO KOMMYTATOP ABNAETCA MaCTeEPOM, BCE NOPTbI y4aCTBYHOT Bnepeaaye AaHHbIX.

Hacmpolika cmeKuposaHUs KOMMYymamopos

3anpoc KOMaHAHOM CTPOKM UMEET C/ieayoLnii Bua;
console (confiqg) #

Tabnuua 17 — basoBble KOMaHAbI

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoA4YaHuro
stack configuration links te Ha3HauyaeT uHTe pdeiicbl ANA CUHXPOHM3aA LMK paboTbl KOMMyTa-
te_port i TOopa BCTeke.
stack configuration unit-id unit_id: (1.8 Ha3HauyaeTHOMe p ycTpolicTBa «unit-id » noKanbHOMy ycTp O icTBY
unit_id aut:))/auto ’ (Ha KOT?pE)M BbINO/IHE HA KOMaHAa). CMeHa HoMepa YCTPOoiAcTBa
npou3onaET nocae nepesarpyskn KOMmyTaTopa.
no stack configuration YaaneHue HaCTPOEK CTeKa.
stack unit unit_id unit_id: (1..8,all) Mepexon K KOHOUTYPUPOBAHMIO HOHWUTA B CTEKE.

1 Peanusauma B yctpoicteax MES5400-24, MES5400-48 3annaHuposaHa B 4Q22.
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lpumep

=  O6beaMHUTbL B CTEK ABa KommyTaTtopa MES5312. HasHauymTb BTOPbLIM IOHUTOM, UCNO/1b30BaTb MH-
Tepodelicbl tel-2 B KayecTBe CTEKMPYHOLLMX.

console#config
console (config) #stack configuration unit-id 2 links tel-2
console (config) #

KomaHOb! pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKU UMeeT cneayowmii Bua;

console#

Tabnunua 18 — bazoBble KOMaHAbI, AOCTYMHbIE B pexxnme EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
Mo yMmoA4YaHuo
show stack - OTOo6pakaeT UHGO pMa LMo 06 YCTPOMCTBAX, BXO AALLUX B CTEK.
show stack configuration OTO6paKaeT MHGOPMa LMIO O CTEKUPYIOLLUX UHTE pde icax toHW
i TOB B CTEeKe.
show stack links [details] PacwmpeHHoe oTobparke HUe MHGOPMALLUM O CTEKUP YIOLLIMX UH-
i Tepdeicax.

= [Ipmep ncnonb3oBaHUA KOMaHAabl show stack links:

console# show stack links

Unit

Topology is Chain

Id Active Links Neighbor Links Operational Down /Standby
Link Speed Links
tel/0/1 te2/0/2 40G tel/0/2
te2/0/2 tel/0/1 40G te2/0/1

YcTpoiicTBa ¢ oaMHaKoBbiMU uaeHTudukaropamm «Unit ID» He moryT pabotatb B ogHOM

CTeKe.

4.5 HacTtpoiika pyHKLMIA KOMMmyTaTopa

®YHKLUMM N0 HaYabHOMY KOHPUTYPUPOBAHMIO YCTPOMCTBA MOXKHO Pa3AeNmnTb Ha iBa TUNa.

ba3oBas HacTpoMKa — BK/toYaeT B cebs onpegeneHmne 6a30Bbix GyHKLMIA KOHOUIYpaLmm 1
HaCTPOMKY AMHammyeckux IP-agpecos.

Hacrpoitika napameTpoB cuctembl 6e30nMacHOCTM — BKJ/lOYAET ynpaBJeHUe CUCTeMON
6e30nacHOCTM Ha ocHoBe MmexaHm3ma AAA (Authentication, Authorization, Accounting).

Mpu nepe3arpysKe ycTpoiicTBa Bce HeCOXpaHeHHbIe AaHHble ByayT yTepaHbl. Ana coxpaHe-
HUA N10B6bIX BHECEHHbIX U3MEHEHMI B HaCTPOIKY KOMMYTaTOpa UCNO/Ib3yeTca cieayloLan
KOomaHpa:

console# write
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4.5.1 basoesaa Hacmpolika Kommymamopa

OnaHavana KOHGUIypauumn ycTporncTea HE0BX0AMMO NOAKIOUNTL YCTPOMUCTBO K KOMMbIOTEPY Yepes
nocnefoBaTebHbIA MOPT. 3aNyCTUTb HA KOMMbIOTEPE NPOTPAMMY IMYAALUN TEPMUHANA COTNIACHO MYHKTY
4.1 «HacTpoiika TepmMHana».

Bo Bpemsa HayanbHOM HAaCTPOIMKN MOXKHO onpeaennTb MHTepdeiic, KoTopbln ByAeT MCNO/1b30BaTL
ONA NOAKNIOYEHUSA K YCTPONCTBY yAaNeHHO.

Bba3oBan HacTpoliKa BKAOYAeT cneayollee:

1. 3apaHue napons gnsanonb3oBatens «adminy» (cypoBHem npusunermii—15).
Co3paHue HOBbIX NO/Ib30BaTENEN.
Hactpolika ctatnyeckoro |P-aapeca, Mackv NOACETM M LLIJTKO3a MO YMONYAHUIO.
MonyyeHwne IP-agpeca ot cepsepa DHCP.
Hactpolika napameTpoB npoTokosa SNMP.

vk wnN

4.5.1.1 3adaHue napona dnasanons3osamena «admin» uco3daHue HO8bIX Nosb308ameneli

Ona obecneyeHnA 3aLULLEHHOrO BXOAA B CUCTEMY HE06X04MMO Ha3HAUUTb NAPOab NPUBK-
H NernpoBaHHOMY Nonb3osaTento «adminy.

Mma nonb3oBaTens M Naponb BBOAMTCA MNpPU BXoAe B CUCTEMY BO BPEMS CEaHCOB
aAMUHUCTPUPOBAHMA YCTPOMCTBA. JNA co3gaHmnA HOBOTO NO/b30BaTENA CUCTEMbI UKW HAaCTPOMKKM Ntoboro
M3 MapaMeTPOoB — MMEHM NO1b30BATE/IA, NAPO/Is, YPOBHA NPUBUIETUIA, UCNO/b3Y IOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {1-15}

V YpoBeHb NnpuBuneruii 1 paspeluaeT AOCTYN K YCTPOMCTBY, HO 3anpeLuaeT HacTpoiiKy. Ypo-
BeHb NpuBUAEruiA 15 paspeluaeT Kak AOCTYM, TaK U HAaCTPOIKY YCTPOICTBA.

Mpumep KomaHa ansa 3agaHuna nosb3osaTesnto «admin» napons «eltex» 1 cosgaHuna nonb3osaTens
«operator» c naposiem «pass» 1 ypoBHeM npusunermii 1:

console# configure

console (config) # username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 Hacmpolika cmamu4eckozo IP-adpeca, macku nodcemu U W03d rno yMoa4aHuo

OnA BO3MOXKHOCTM ynpaBieHUs KOMMYTAaTOPOM M3 CETU HEOHBXOAMMO Ha3HauyuTb ycTponctsy |P-
agpec, Macky NOACETU 1, B CAly4Yae ynpaBaeHuUaA U3 gpyroi ceTu, W3 No ymonyaHuto. IP-aapec moxkHo
HasHauuTb Atobomy mMHTepdeicy — VLAN, dusmuyeckomy nopTy, rpynne noptoB (N0 ymMOAYaHUIO Ha
nHtepdeice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macKa 255.255.255.0). IP-agpec wnto3a A0/IKeH
NpPUHagNexXaTb K TOM e NoACeTH, YTo U 0auH U3 IP-uHTepdelicos ycTponcTea.

V B cnyyae ecnm IP-agpec HacTpauBaeTca anA uHtepdeica pusmyeckoro NnopTa uam rpynnbl
nopToB, 3TOT uHTepdeiicyaanaetcaus rpynnol VLAN, KOTOpoi OH NpuHagaexan.
V IP-agpec 192.168.1.239 cywiecTByeT 40 TEX NOP, NOKa Ha nt0bom uHTepdeiice ctaTuiecku
unn no DHCP He co3aaH gpyroii IP-agpec.
V Mpu yaaneHuu Bcex IP-agpecoB KOMMyTaTopa A0CTYN K Hemy byaeT ocywecTBasaTbesa no IP-
aapecy 192.168.1.239/24.
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Mpumep KomaHg, HacTpoliku IP-agpeca gns nHtepdeica VLAN 1.

MapameTpbl MHTEPDETiCa:

IP-adpec, HasHa4yaembili0na uHmepgpelica VLAN 1—192.168.16.144
Macka nodcemu —255.255.255.0
IP-adpec wnto3a no ymonyaHuro —192.168.16.1

console# configure

console (config)# interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if)# exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#

OnaTtoro ytobbl ybeamTbes, 4To agpec 6bia HasHavyeH UHTepdeicy, BBeAUTE KOMaHAY:

console# show ip interface vlan

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP /DOWN Static disable No enable Valid

4.5.1.3 [ony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHua IP-agpeca moXKeT umcnosab3osBaTbcA npotokon DHCP, B8 cnyyae ecnu B cetum

npucyTtcreyet cepsep DHCP. IP-agpec ot cepsepa DHCP morkHo nonyyatbyepes ntoboii uHtepdeiic —VLAN,
dr3MUYEeCcKMin NopT, rpynny nopTos..

V Mo ymonuaHuio DHCP-KnueHT BKAKOUEH Ha uHTepdeiice VLAN 1.

Mpumep HacTPOMKK, NpeaHa3HaYeHHOoN AnA noayyYeHmsa guHammndeckoro |IP-agpeca ot DHCP-cepsepa

Ha uHTepdeice vlan 1:

console# configure

console (config)# interface vlan !
console (config-if)# ip address dhcp
console (config-if)# exit

console#

Onstoro ytobbl ybeantbea, YTo agpec 6bin HasHauyeH UHTepdeiicy, BBeAUTE KOMaHAay:

console# show ip interface vlan !

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.4 Hacmpolika napamempos npomokona SNMP das docmyna K ycmpolicmay

YCTPOIACTBO COAEPIKUT BCTPOEHHbIN areHT SNMP 1 noaaepskMBaeT Bepcum nNpoToKoaa vl/v2c/v3.

AreHT SNMP nogaep:kunBaeT Habop cTaHAAPTHbIX NepemeHHbIX MIB.

[NA BO3MOXKHOCTU aAMUHUCTPUPOBAHMA YCTPOMCTBA NOCpeacTBoM npoTokona SNMP Heobxoaymo

CO034aTb XOTA 6bl O4HY CTPORY C006LLI,ECTBa. KommyTaTop bl noAAEePHKNBAOT TPUTUMA CTPOK C006LI.I,eCTBaI
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— ro-—onpegenaeT OCTYN TO/IbKO HaYTeHue;
— rw-—onpegenaeT JOCTYN HaYTEHWNE N 3aMUCb;
— su-—onpegenaet goctyn SNMP-agMnHUCTPATOPAQ;

Hanbonee pacnpocTpaHeHO UCNOAb30BaHME CTPOK coobluecTBa public — ¢ fOCTYNOM TObKO Ans
yteHua obbekToB MIB 1 private — ¢ AOCTYNOM Ha YTeHWe U nameHeHue obbekToB MIB. [ns Kaxaoro
coobLLecTBa MOXKHO 334aTb IP-agpec ctaHUMM ynpaBaeHus.

Mpumep co3gaHuA coobuiectBa private ¢ AOCTYNOM Ha YTeHMWe M 3anuck U IP-agpecom cTaHUUK
ynpasneHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config) # snmp-server community private rw 192.168.16.44
console (config) # exit

console#

OnanpocmoTpa co3gaHHbIX CTPOK COO6LLI,eCTBa n HacTtpoeK SNMP ncnonblyetca KOmaHAaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpolika napamempos cucmembl be3zonacHocmu

Ona obecrneyeHnsa 6e30MNacHOCTM CUCTEMbI UCMOAb3yeTcA MexaHusm AAA (ayTeHTudMKaups,
aBTopwm3auma, yyet). QA wndpoBaHMA aHHbIX UCNOb3yeTca MexaHu3m SSH.

— Authentication (ayTeHTMdMKaLMa) — conocTaBAeHME 3anpoca CyLecTBytoweln y4eTHOM
3anucu B cucteme 6e30nacHoCTU.
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— Authorization (aBTopM3aLmA, NPOBEPKa YPOBHA JOCTYNA) — COMOCTaBAeHME YYETHOM 3anmcv
B cucTeme (Npolleaweit ayTeHTMdUKaUuio) M onpeaeiEHHbIX NONHOMOYNIA.
— Accounting (y4€T) — cnexeHue 3a notpebaeHnem pecypcoBs No/ib30BaTe/IeEM.

Mpyn Mcnonb30BaHMM HAaCTPOEK YCTPOMCTBA NO YMONYaHUIO UMA Noab3oBaTena — admin, napons —
admin. MNaponb HasHayaeTcA Nosb3oBaTenemM. B cnyyae ecnm naposib yTpayeH, MOXKHO Nepesarpysurb
YCTPOMCTBO U Yepes cepuiiHbI NOPT NPepBaTh 3arpy3Ky, HaxaB Knasuwy <Esc> unu <Enter> B TeyeHve
nepBbIX ABYX CEKYHA, Noc/ie NoABAEeHMA cOObLLEeHMA aBTo3arpy3Kku. OTKpoeTca MeHto Startup, B KOTOpOM
HY*KHO 3anycTUTb Npoueaypy BoccTaHoBAeHMsA napond ([ 2] Password Recovery Procedure).

d Monb3oBatenb no ymonuyanuio (admin/admin) cywiecreyeT A0 Tex nop, NOKa He CO3AaH Nio-
V 60i1 gpyroit nonb3oBaTe b C ypoBHEM npusunerni 15.

{l Mpu yaaneHun Bcex cO3aaHHbIX Nosib3oBaTenei ¢ 15 ypoBHeM NpUBUAETMIA A0CTYN K KOM-
V myTaTopy 6yAeT ocyLecTBAATLCA NOZ NO/Ib30BaTeiem nNo ymonyaHuio (admin/admin).

[nsobecrneyeHna nepsBoHayaibHON 6@30NacHOCTM Maposib B CUCTEME MOXKHO 334aTh /19 CEPBUCOB:

— KoHconb (nogkntoyeHne Yepes ce punHbIA NOPT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka napons 048 KOHCoAU

console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config) # line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password console

B oTBeT Ha npurnalleHue BBECTU Mapoab BO BpEMA PerncTpaLnm s yCTpOl\;ICTBe yepesceaHCKOHCOoN
BBeAuTE Naposib— console.

4.5.2.2 YcmaHoseKka napons ons Telnet
console (config) # aaa authentication login default line
console (config)# aaa authentication enable default line
console (config)# ip telnet server

console (config) # line telnet

console (config-line)# login authentication default

console (config-line) # enable authentication default

console (config-line)# password telnet

B oTBeT Ha NpurnaleHne BBECTM NapOo/ib BO BPEMSA PETUCTPALLMMN B YCTPOICTBE Yepes ceaHc Telnet
BBEAMTE Nnaponb— telnet.

4.5.2.3 YcmaHoska naponsa ona SSH

console (confiqg)
console (confiqg)
console (config) # ip ssh server

( aaa authentication login default line
(
(

console (config)# line ssh
(
(
(

#
# aaa authentication enable default line
console (config-line)# login authentication default

console (config-line)# enable authentication default
console (config-line)# password ssh
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B oTBeT Ha MpwuraalleHne BBECTM NapOob BO BPEMSA PErMcTpaLmm B yCTpoicTBe Yepes ceaHc SSH
BBeauTe naponb—ssh.

4.5.3 Hacmpolika 6aHHepa

OnsynobcreasKkecnayaTaumm yCTpOMCTBa MOXKHO 3a4aTb baHHep — coobuieHMe, coge prraluee ntobyto
MHpopmaumio. Hanpumep:

console (config) # banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YMNPABJIEHUE YCTPOUCTBOM. UHTEPDEMNC KOMAHAHOW CTPOKU

[ns KOHOUIypaLmm HaCTPOEK KOMMYTATOPa UCMOb3YETCA HECKOIbKO PEXMMOB. B KaXka0M perume
[OCTYNeH onpeaeneHHbl1 CNMCOK KOMaHA, BBoa cMMBOMa «?» CAYXKUT ANA NPOCMOTPa Habopa KomMaHa,
ZOCTYMHbIX B Ka¥KAOM U3 PEXKUMOB.

[ns nepexofa U3 OAHOTO peXXMMa B APYroi MCMONb3YHTCA creumanbHble KoMaHabl. MNepeyeHb
CYLLLECTBYIOLLMX PEXKMMOB M KOMaHZ BXO4a B PEXKUM:

KomaHOHb1l pexcum (EXEC), paHHbIN peskMM A0CTYNeH cpasy Nocae ycnewHon 3arpy3kn KommyTa-
TOpa 1 BBOAA MMEHM N0/b30BaTe A M Napoad (414 HenpuBMAETMPOBaHHOrO Nob3oBaTens). MpurnaleHve
CUCTEMbI B 3TOM PEXMME COCTOMUT U3 MMEHM ycTpolicTBa (host name) ncumsona “>”.

console>

MpueuneauposaHHbiii KomaHOHbI pexcum (Privileged EXEC), naHHbIN pexXnm OOCTYMNEH cpasy no-
CNe ycnewHom 3arpy3kn KommyTaTopa, BBOAa MMeHM NoAb30BaTea U napons. MpurnaweHme cUcTembl B
3TOM PEXKMME COCTOUT U3 UMEHM yCcTpolicTBa (host name) n cumsona “#”.

console#

Pexcum 2nobanvHoli koHguaypayuu (global configuration), naHHbIV peXXuM npeaHa3HavyeH a4 3a-
OaHuMA 0bLWMX HACTPoeK KoMmmyTaTopa. KomaHabl peXxnma rnobanbHOM KoHOUrypaumm AOCTYNHbI U3 N0-
6oro nogpekmma KOHOUrypauun. Bxos s pesxkmm ocyLLeCTBNAETCA KOMAaHAOM configure.

console# configure
console (config) #

Pexcum KoHpuypayuu mepmuHand (line configuration), naHHblii pexxum npeaHasHayeH ANA KOH-
¢durypaumm, ceasaHHoOM ¢ paboTo TepmuHana. Bxoa B pexxmm ocyLlecTBAAETCA U3 peXUMa rnobanbHoM

KOHUrypaumm.

console (config)# line {console | telnet | ssh}
console (config-1line) #

5.1 bBbasoBble KOMaHAbI

KomaHOob! pexcuma EXEC

3anpoc KomaHgHOM cTPOKK B pexkmme EXEC umeeT cneaytowmii Bua;
console>

Tabnuua 19 — basoBble KOMaHAbI, 4OCTYMHblE B pexxume EXEC

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro

enable [priv] priv: (1..15)/15 e peKNYUTLCA B NPUBWIE TP OBA HHbIM P e KUM (e CM 3Ha YeHve
He yKa3aHo —TO ypOBeHb Npusuaeruii 15).

login - 3aBeplUEHMe TeKYLLEN Ceccum M CMeHa nob3oBaTens.

exit - 3aKpbITb aKTVBHYIO T€ PMUHA/IbHYIO CE CCUIO.

help ) 3anpoc cnpaBoyYHOM MHGOpMaumn o paboTe mHTepdeica Ko-
Ma HAHO M CTPOKM.

show history MoKa3aTb UCTOPUIO KOMAHA, BBEAEHHbIX B TEKYLLE i TEpMUHAIb-

i HOW ceccum.
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show privilege

MoKa3aTbypOBeHb NPUBUIE MM TEKYLLLETO NOb30BaTENSA.

terminal history

terminal no history

-/ byHKUMA BKAKOYE Ha

BKAOUUTL GYHKLMIO COXpaHeHMA UCTOPUU BBE i€ HHbIX KOMAHL,
O/ TeKyLLe 1 Te pMUHA IbHOM Ce CCUM.

OTKN0UYNTL GYHKLMIO COXPa HEe HUA UCTOPUM BBE AEHHbIX KOMaHA,
ON1A TeKyLLe 1 Te pMUHA IbHOM ce CCUM.

terminal history size size

terminal no history size

size:(10..207)/10

MN3meHUTb pa3mep byde pa UCTOpUM BBE lEHHBIX KOMa HA, AN1A Te-
KyLLLe ¥ Te pMMHA IbHO 1 ce CCu.

YCcTa HOBUTb 3Ha4Ye HMe No YMOIYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA KOMaHA,
pasgaensetcs no
cTpaHuuam

OT06pasunTb BbIBOA KOMaHA 6e3 pa3aeneHuna Ha CTpa HULbI (pas-
OeNeHne BbIBOAA CNPaBKM NO CTPaHUL,AM OCYLLE CTBAISETCA CTPO-
Koi: More:<space>, Quit: q or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HAaYe HXe Mo YMO/IHaHUIO.

terminal prompt

terminal no prompt

-/ byHKLMA BKAKOYE HA

BKAOUUTL NOATBEPKAEHME NE pes, BbINOIHEHWE M HE KOTOPbIX KO-
Ma HA,

OTKIOYUTL NOATBE PKAEHNE Nepes, BbINOJHEHUEM He KOTOPbIX
KOMaHa,

show banner [login | exec]

OTobpakaeT KoHPUrypa umio 6a HHe poB.

KomaHOb! pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKM MMeET C/1e Ay oLWMN BUA;

console#

Tabnuua 20 — basoBble KOMaHAbI, 4OCTYMHbIe B perkume Privileged EXEC

KomaHda

3Ha4yeHue/3HaveHue
no ymon4aHuro

Aelicmeue

disable [priv]

priv: (1,7, 15)/1

BepHyTbCA B KOMaHAHbIM pexum (EXEC) 13 npusmae rmp oBaHHOMO
KOMaHAHoro pexuma (Privileged EXEC).

configure[terminal]

MepeWTn B pexmm KoHdUrypa uum.

debug-mode

MepenTn B pekrm oTNa AKM.

KomaHObl, docmyrHbie 80 8CeX perumMax KoHpuaypayuu

3anpoc KOMaHAHOVI CTPOKM MMEET OAUH U3 CIeaAyoWnX Bnaos:

console#

console (config) #

console (config-line) #

Tabnunua 21 — basoBble KOMaHAbl, AOCTYMHbIE BO BCEX PeXMMax KoHUrypaLumm

KomaHda

3Ha4yeHue/3HavyeHue
Mo ymoa4aHuo

Aelicmeue

exit BbIiTn 3 noboro perkuma KoHOUrypaLum Ha ypoBeHb Bbllle B
nepapxmmKkomang, CLI.

end ) BbIlTK U3 N106OTO peknMa KOHOUrypa LM B KOMa HAHbIV p e XM
(Privileged EXEC).

do BbINO/IHATL KOMa HAY KOMa HAHOTO ypoBHs (EXEC) n3 ntoboro pe-
KUMma KoHburypa umm.

help - BbiBOAUT CNpa BKY NO MCMOJIb3ye MbIM KOMaHZam.
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KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

3anpoc KOMaHAHOMN CTPOKU MMeeT CneayoLmii BUA;

console (config) #

Tabnuua 22 — baszoBble KOMaHAbI, AOCTYMHbIE B PEXKUME KOHPUTypaLmm

KomaHda

3HayeHue/3Ha4yeHue
no ymMon4yaHuio

Aelicmeue

banner exec d message_text d

no banner exec

3a4aTbTeEKCT cooblye HMA exec (Mpume p: N01b30BaTe b yCheLwwHo
BOLUE N B CUCTEMY) M BKAHOYWUTH BbIBOA Ha 3KPaH.

-d - pa3genutens;

- message_text — Te KcT coobuie HuA (B cTpoKe A0 510 cimBONOB,
obuwee 2000 cumB0ON0OB).

YaanuTb TEKCT cO0bLieHus exec.

banner login d message_text d

no banner login

3a4aTh TEKCT coobuie Hus login (MHbo pmaLmoHHoe cooblueHve,
KoTopoe oTobparkaeTcs nepes BBOAOM MMe HU NOb30BaTeNA U
Nnapo/ifi), N BKAOYUTb BbIBOJ HA 3KPaH.

-d - pasgenutens;

- message_text — Te KcT coobuie Hua (B cTpoKe A0 510 ciMmBO OB,
obuwee 2000 cumBoNOB).

Ypanutb TeKcT coobuwexua login.

KomaHObI pexcuma KoHgu2ypauuu mepmMuHana

3anpoc KOMaHAHOM CTPOKM B peXxmme KOHOUIypauum TepMUHaNa UMeET CeayoLWmnin Bua;

console (config-1line) #

Tabnuua 23 — BasoBble KOMaHAbI, AOCTYMHbIE B PEXUME KOHOUTYPaLUUKN TEPMUHANA

3HavyeHue/3HayeHue .
KomaHda Aelicmeue
1o ymon4yaHuo
history BKOUUTL QYHKLLMIO COXPa HE HUA UCTOP UM BBE AEHHBIX KOMA HA,.
- -/ dyHKUMA BKAOYE HA
no hlstory BbIkntountb d)yHKLI,MIO COXpaHeHUA UCTOP UM BBE AEHHBIX KOMaHA,

history size size

no history size

size:(10..207)/10

MN3me HUTb pa3me p byde pa UCTOP UM BBE AEHHBIX KOMaHA,.

YcTa HOBUTb 3HaYe H1e No YMOIHaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3apgaTbTaliM-ayT TEKyLLE 1 Te PMWUHA JIbHO I CE CCUM B MUHYTA X.

YcTaHOBUTb 3HaYe HME MO YMONYAHUIO.

5.2 ®unbTpauma coobLieHMA KOMaAHAHOWU CTPOKMU

PunbTpaumsa coobLeHNM N03BOIAETYMEHbBLUNMTL 06beM 0TOBparkaembiX AaHHbIX B OTBET Ha 3aMpoch!
nonb3oBaTeNsA M 0baer4nTb NOUCK Heobxoanumoit nHdopmaumn. Ana bunbTpaunmn nHbopmaumm Tpebyetca

006aBUTb B KOHeL, KOMaHAHOW CTPOKU CMMBOAN
nepeyncneHHbIx BTabnuue.

II|II

M MCNONb30BaTb OAHY M3 OnNuUMiA GUAbTPALLMM,

Tabnuua 24 — KomaHabl perkuma rnobanbHoM KoHbUrypaymm

Memoo

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

begin pattern

include pattern

exclude pattern

MiweT ne psoe coBnageHuve ¢ wabaoHOM B Ha Yasie CTPOKU 1 BbIBO-
[OUT BCE CTPOKM 3a Hel.

BbIBOAMT BCE CTPOKMK, COAEPIKaLLMe WabAoH.

BbIBOAMT BCE CTPOKMU, HEe coaepiKalume WwabnoH.
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5.3 HacTtpoiKa maKpoKOmMaHp,

[aHHan ¢yHKLMA NO3BONAET CO34aBaTbh YHUOUUMPOBAHHbIE HABOPbI KOMaHA — MaKpOCbl, KOTOpble
MOXHO BNOCAEACTBUN NPUMEHSATb B NPOLLECCE KOHPUTYpaLUM.

KomaHObI pexcuma 2106 a76HOU KoHpu2ypayuu

Bua 3anpoca KomaHAHOWM CTPOKM perKmnma r1obanbHon KoHpUrypaumm:

console (config) #

Tabnuua 25 — KomaHabl perkuma rinobanbHoM KoHbUrypaumm

KomaHda

3Ha4yeHue/3HaveHue
Mo yMon4YaHuio

Aelicmeaue

macro name word

no macro name word

word: (1..32) cumBon0B

Co3paeT HOBbIW Ha bop KOMaHA, e v Ha 6o p C Ta KM MME HE M Cy-
LwecTByeT — nepe3anucbiBaet ero. Habop KomaHa BBOAMUTCA MO-
CTPOYHO. 3aKOHYUTb MAaKPOC MOXKHO C MOMOLLbIO CMMBOA “@”.
MaKcuma nbHa A gavHa makpoca —510 cumBo0B.

YpanseT yKa3aHHbI MaKpoc.

macro global apply word

word: (1..32) cumBon0B

MpumeHAE T yKa 3aHHbIV MaKpoc.

macro global trace word

word: (1..32) cumBoN0OB

MpoBepsAeTyKa3aHHbIA MaKPOC Ha Ba/IMAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBOJIOB

Co3paeT CTPOKY-AECKPUNTOP rNo6Ha NIbHOTrO Makpoca.

YpanaeT CTPOKy-4eCcKpUnTop.

KomaHOob! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK peXxmnma EXEC:

console>

Tabnuua 26 — KomaHabl pexxnma EXEC

KomaHda

3HayeHue/3Ha4yeHue
Mo yMoAYaHuro

Aelicmeue

macro apply word

macro trace word

word:(1..32) cumBonioB

Mpume HAET yKa 3aHHbI MaKpoC.

MpoBepsAeTyKa3saHHbIN MaKpOC Ha Ba/IMAHOCTb.

show parser macro [{brief |
description [interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
word:(1..32) cumBoi0B

OTo6pakaeT napameTpbl Ha CTP OEHHbIX Ma KPOCOB Ha YCTPOCTBe.

KomaHObI pexcuma KoHgpuaypauuu uHmepgelica

Bua 3anpoca KOMaHAHOM CTPOKM peXKnma KoHOUrypauum nHtepdeica:

console (config-if) #

Tabnunua 27 — KomaHapl pexxmma KoHpurypaumm nHtepdeica

KomaHda

3Ha4yeHue/3HaveHue
Mo yMon4YaHuro

Aelicmeue

macro apply word

word:(1..32) cumBoioB

Mpume HAET yKa 3aHHbIM MaKpoc.

macro trace word

word:(1..32) cumBonioB

MpoBepsAeTyKa3aHHbI MaKPOC Ha BaAUAHOCTb.

macro description word

no macro description

word:(1..160)
CMMBO/IOB

YcTaHa BAVBa €T CTPOKY-AeCKPUNTOP MaKpoaa.

YaanaeT CTpOKy-AecKpUnTop.
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5.4 KomaHpgbl ynpaBieHUa cUCTEMOMN

KomaHob! pexcuma EXEC

Bua 3anpoca KOMaHAHOM CTPOKK peXxmma EXEC:

console>

Tabnuua 28 — KomaHabl ynpaBaeHua cuctemoli B pexkume EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host}[vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D]

vrf_name:(1..32) cumsona;
host:(1..158) cumBo108B;
size:(64..1518)/64 6aurT;
count:(0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHga cayxut ans nepepaym 3anpocos (ICMP Echo-Request)
npoTokona |CMP yka3aHHOMY y3/ly CETH, @ TaKXKe ANA KOHTPO/A
nocrynatowmx oteeTos (ICMP Echo-Reply).

-vrf_name — umsa BUPTyaibHOM 061a CTU Ma P LLIPYTM3a LuK;
-A.B.C.D—|Pv4-appecy3na cetu;

- host — nomeHHOE MMsA y3na ceTy;

- Size — pa3mep NakeTta aaa oTNPaBKW, KOAUYe CTBO 6aliT B NaKeTe;
- count —KO/IM4e CTBO NaKeToB A/1A Nepefayu;

- timeout — BpemMA 0XKnAa HWA 0TBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host:(1..158) cumB0N0B;
size:(68..1518)/68 6a ut;
count:(0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHga cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npoTtokona ICMP yka3aHHOMY y3/ly ceTH, a TaKXKe A1A KOHTPOosA
noctynatowux oteeTtos (ICMP Echo-Reply).

-A.B.C.D.E.F —1Pv6-apgpecy3na ceTu;

- host — LomeHHOEe MMSA y3na ceTy;

- Size — pa3mep NakeTta gaa oTNPaBKW, KOAUYE CTBO BalT B NaKeTe;
- count —KO/M4eCTBO NaKeToB A4 Nepesayu;

- timeout — BpeMA 0XXnAa HuA 0TBeTa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrfvrf_name] [size size] [ttl
tt/] [count count] [timeout
timeout] [source ip_address]

vrf_name:(1..32) cumBona;
host: (1..158) cumsonos;
size:(64..1518)/64 6aiir;
ttl: (1..255)/30;
count:(1..10)/3;
timeout: (1..60)/3c;

OnpepeneHne maplpyTa Tpaduka 40 Y313 Ha 3HAYEHUA.
- vrf_name —vmsa BUpPTyaAbHO 061a CTM Ma p LUpyTU3a UmK;
-A.B.C.D—|Pv4-appecy3na ceTn.
- host — nomeHHOE MMsA y3na ceTu;
- Size — pa3me p NaKeTa ANA OTNPABKM, KOMYe CTBO 6aliT B NaKeTe;
- tt/ — MaKCUMa IbHO e KOIMYECTBO Y4aCTKOB B Ma pLUpYTE;
-count — KO/AMYECTBO MOMbLITOK Nepegays nakeTa Ha KaXkaom
y4yacTKe;
- timeout — Bpe MA 0¥KMA,a HUA OTBETA HA 3anNpoc;
- IP_address — |P-apgpec nHtepoelica KoMmyTaTopa, UCMOJb3ye-
MbI ANA Nepeayuvm naKeTos;

Vx OnucaHue oWwN60K NpU BbINOIHEHUU KOMAHA, U PesyJib-

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumsonos;
size: (66..1518)/66 baur;
ttl: (1..255)/30;
count:(1..10)/3;
timeout: (1..60) /3 ¢;

TaTos npuBeAeHo B Tabauuax 30, 31.

OnpepeneHne maplpyTa Tpaduka 40 Y313 Ha 3HAYEHUA.
-A.B.C.D.E.F —IPv6-appecy3na cetn.
- host — pomeHHOE MMsA y3na ceTw;
- Size — pa3mep nakeTta Ana oTNPaBKY, KOAUYe CTBO 6alT B NaKeTe;
- tt/ — MaKCMMa IbHO € KOIMYECTBO Y4ACTKOB B Ma PLUPYTE;
- count — KONMYECTBO MOMbITOK NMepefayn NakeTa Ha Ka’Kaom
yyacTke;
- timeout — BpeMA 0XXnaa HWA 0TBETa Ha 3anpoc;
- IP_address — |P-appec uHTe poeiica KommyTaTopa, UCNO/Ib3ye-
MbI ANA Nepe ayum naKeTos.

V OnucaHue oWMBOK NpU BbINOHEHUN KOMAHA, U pe3y/ib-

telnet {A.B.C.D | host} [port]
[keyword1...]

host:(1..158) cumB0N0B;
port: (1..65535)/23

TaTos npuBeaeHo B Tabauuax 30, 31.
OTKkpbiTne TELNET-ceccun ans y3na ceTu.
-A.B.C.D—|Pv4-appecy3na cetu;
- host — LoMeHHOE UMA y3/1a ceTw;
- port —TCP-nopT, no KoTopomy paboTaet cnyxba Telnet;
- keyword —KkntoueBoe cnoso.
7 OnucaHue cneuuanbHbix KomaHpg Telnet u KntoueBbIx
V cnoB npuBeaeHo B Tabauuax 32, 33.
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ssh {A.B.C.D | host} [port]
[keyword1...]

host:(1..158) cumBo10B;
port: (1..65535)/22;

OTKpbITHe SSH-ceccum ana y3na cetwn.

-A.B.C.D - |Pv4-appecy3na cetu;

- host — pomeHHOE UMsA y3na ceTw;

- port —TCP-nopT, No KoTopomy paboTaeT cnyxkba SSH;
- keyword —knto4yeBoOe CNOBO.

J OnucaHue KNOYEBbIX C/IOB NpUBeLEHO B Tabnauue 33.

resume [connection]

connection:
(1..5)/nocnepHas
yCTa HOBJIE HHa A ce ccun

MepeKnoyeHne Ha gpyryto ycTa HoBeHHyto Telnet-ceccuto.
- connection — Home p ycTa HoB/le HHO I te Inet-ceccun.

show users [accounts]

OTobparkeHne MHGOPMaALUM O NOb30BaTENAX, UCTIONb3YHOLLMX
pecypcbl yCTPpOUCTBA.

show sessions

OTobpakeHWe MHPOPMaLMM 06 OTKPbITBIX CECCUAX K Yaa IEHHBIM
ycTpoMncTBam.

show system

BbiBO A cMCTE MHO M MHDO pMa L M.

show system id [unit unit]

OTobpakeHWe cepuiHOTO HoMepa YCTp OM1CTBa.

unit: (1..8)/- ) .
- unit — Homep yCTPOWCTBa B CTEKe.
show system [unit unit] L OTOobpaKeHMe CMCTEMHO I MHGO pMa LMW KOMMYTa Topa.
unit:(1..8)/- - unit — HOMe p YCTPOICTBa B CTEKeE.
show system fans [unit unit] unit: (1..8)/- OTo6pa ke HMe MHPOPMALLMM O COCTOSIHUMN BE HTUNSATOPOB.
- unit — HOMe p YCTPOWCTBa B CTEKeE.
show system power-supply - OT06pa ke Hne MHPOPMALLUM O COCTOAHNM UCTOUYHMKOB NUTA HUA.
show system sensors - OT06pa ke HWe MHPO pMaLLMM Te MNePaATYP HbIX 4,3 TYMKOB.
show version OT06pa ke HWe TeKyLL el Be pCUM CUCTE MHOTO NPOrpaMmHOro obec
) neyeHWA yCTPOWCTBaA.
show hardware version - OTobparkaeT MHO pma Um0 06 annapaTHOM BE pcuM NaThl
show system router OT0bpakeHWe pa3me pa M3aHATOCTM anNnapaTHbIX Ta 6uu, ycTp oit
resources cTBa (Ma pLpyTu3aLmm, coce aei, Hte pdelicos).
show system tcam utilization OTobpaskeHne 3arpy3ku pecypcos namatv TCAM (onpeae neHHo
[unit unit] unit: (1..8)/- aapecyemas namaTb).

- unit — Home p YCTPOICTBA B CTEKe.

show tasks utilization

OTo6pa ke HWe YPOBHsA 3a rpy3Ku pe CypCoB LLeHTPaibHOMo NPoLEC
copa KoOMMyTaTopa AN1A KaXKA4,0ro CUCTe MHOTO npoLecca.
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show tech-support [config | OTO6pa e HWe MHPopmaL MM 06 ycTpoICTBe, He 06X0 AUMO W ANA
memory] Ha4aIbHOW AMa rTHOCTUKU NP o bem.
BbiBOA KOMaHAbI NpeacTaBaseT coboii KombuHauuto
V BbIBOA,0B NepeuymncNeHHbIX HUKE KOMaHA;:
e  show clock
e  show system
e show version
e  show bootvar
e show running-config
e show ip interface
e  show ipv6 interface
e  show spanning-tree active
e  show stack
e show stack configuration
e show stack links details
e show interfaces status
e show interfaces counters
o show interfaces utilization
e  show interfaces te1/0/xx
e show fiber-ports optical-transceiver
e  show interfaces channel-group
e  show cpu utilization
e show cpu input-rate detailed
e  show tasks utilization
e  show mac address-table count
show arp
show errdisable interfaces
show vlan
show ip igmp snooping groups
show ip igmp snooping mrouter
show ipv6 mld snooping groups
e  show ipv6 mld snooping mrouter
e show logging file
e show logging
e  show users
e  show sessions
e  show system router resource
e  show system tcam utilization

KomaHga «show sessions» oTobpakaeT Bce yaaneHHble coe AUHEHUA TONIbKO U3 TeKyLuen
LE ceccun. [laHHaA KOMaHAa UCNOJb3yeTCA CeAyoWMM obpasom:

1. BbINONAHUTL NOAKAKYEHUE K YAANEHHOMY YCTPOMUCTBY € KommyTartopa C
nomouybto Telnet unu SSH;

2. BepHyTbcA B poAUTENbCKYIO ceccuio (Ha KommyTtatop). [lnA 3TOro HakaTb
KombuHaumio Knasuw <Ctrl+Shift+6>, oTrnycTutb M HaxaTb <x> (MKc).
Mpou3oiigéT nepexos B pOAUTENLCKYIO CeCCUID;

3. BbIinonHUTb KOMaHAy «show sessions». BTabaunue AonXHbI NPUCYTCTBOBaTb BCE
ucxoanAMe coeAMHEHUA B TEKYLL M ceccum;

4. [na Toro 4to6bl BePHYTbCA K CECCUM YAANEHHOrO YCTPOMUCTBA, HeobxoamMmo
BbINO/IHUTL KOMaHAy «resume N», rge N — HoOmep coeaguMHeHus u3 BbiBOAA
KomaHpabl «<show sessions».
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KomaHOb! pexcuma Privileged EXEC

3anpoc KomaHAHOM CcTpoKM B pexknme Privileged EXEC umeeT cneagytowmii BUAa;
console#

Tabnuua 29 — KomaHabl ynpassieHua cuctemol B pexkmme Privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4yaHuro
reload [unit unit_id] unit_id: (1..8)/- Horv.la |-.|p,a CNYXUT ANA nevpe3anyc+<a yCTPOWCTBa.
- - unit_id — HOMe p YCTpOWACTBa B CTEKE.
reload in {minutes | hh:mm} minutes: (1..999); YcTaHOBKa NPOMEKYTKa BpeMeHM, Ye pe3 KOTOPbIN NpousonaeT
hh:(0..23), mm:(0..59). | oTnoeHHas nepesarpysKa ycTpoOWCTBA.
reload at hh:mm hh:(0..23), mm:(0..59). | YcTaHOBKa BpeMeHu Ne pe3arpysku ycTpoicTaa.
reload cancel - OTMeHa OT/I0XKEHHOTO Me pe3anycKa.
boot password password YcTraHoBKa napons Ha bootrom.
no boot password ) YpaneHue napons Ha bootrom.
show cpu utilization ) OTObpaKeHMe CTaTUCTUKM NO YPOBHIO 3arPy3KM pecypcoB LeH
Tpa/ibHOTO NpoLeccopa.
show cpu input rate OTObpaKeHMEe CTaTUCTUKM MO CKOPOCTU BXO AALWMX Ka ApoB, 0bpa-
i 6aTbIBa €MbIX NP OLLECCOPOM.
show cpu input-rate detailed OTObpaKeHMEe CTaTUCTUKM MO CKOPOCTU BXO AALMX KaApoB, 0bpa-
) 6aTbIBa EMbIX NP OLLECCOPOM MO TUMNY Tpa PUKa.
show cpu thresholds - OTobpaKeHMe CN1cKa Ha CTPoeHHbIX noporos gas CPU.
show memory thresholds - OTobpakeHMe CN1cKa Ha CTPoeHHbIX Noporos ans RAM.
show sensor thresholds - OTO6pa e HWe CNUCKa NOPOroB ANA AAaTUMKOB.
show storage thresholds - OTobpaKeHWe cnncka NoOporos A/1a Pas3aeos yCTP OMCTB.

" I'Ipmmep MCNO/1b30BaHNA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * Kk %

Tabnuua 30 — OnucaHune pesynbTaToB BbIMO/IHEHMA KOMaHapl traceroute

lMone OnucaHue
1 MopsaKoBbIM HOMEP MapLUPyTU3aTopa B MYTU K YKA3aHHOMY Y31y CETU.
gateway.eltex CeTeBoe MMA 3TOrO MapLUPYTM3aTOpPa.
192.168.1.101 IP-appec aToro mapwpytmsaTopa.
0 msec 0 msec 0 msec Bpems, 3a +§0Topoe naket 6bin NepegaH WM BEPHY/ICA OT MapLIpyTM3aTopa. YKasbiBaerca
ONA KaXX[oM NonbITKM Nnepeaayn naketa.

Mpw BbINONIHEHUM KOMaHAbI traceroute MoryT NPOU3oMNTN OWMBKK, oNMcaHMe OWNOOK NpUBeAeHO B
Tabnumue 31.

Tabnuua 31 — OWKnBKM NP BbINONHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue

* Talim-ayT NpuM NonbITKe Nepeaayn nakera.

? HensBecTHbIN TUM NakeTa.
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A AAMUHUCTPATUBHO HepocTyneH. O6blYHO nponcxoauT Npu BN1OKMPOBAHMM UCXOZALLErO
TpadmKa no npasunam B Tabanuye goctyna ACL.

F Tpebyetca ¢pparmeHTauma u yctaHoBKa 6uTtos DF.

H Y3en ceTn HepoCTyneH.

N CeTb HegoOCTYMNHa.

P MpoToKon HepgocTyneH.

Q MCTOYHMK nogaBsneH.

R UcTekno Bpems NoBTOPHOM cOOpKM PparmeHTa.

S OwnbKa ucxogawLero mapLupyTa.

U MNMopT HepocTyneH.

MporpammHoe obecneveHune Telnet KommyTaTopoB NoAAEpPIKUBAET CreumanbHble KOMaHabl —
bYHKUMKM KOHTPOIA TepMUMHANa. [11a BXO4A B PEKUM CMeLManbHbiX KOMaHZ BO BpeMs akTMBHOM Telnet-

CeCccumn Ncnob3yeTca Komb

Tabnuua 32 — CneymanbHbl

WMHaumA Knasuw <Ctrl+shift+6>.

e KomaHapl Telnet

CneyuanbHas KomaHoa Ha3HavyeHue
A b MepenaTtb no telnet paspbiB coegnHeHUs.
AN C MepenaTb no telnet npepbiBaHMe npouecca (IP).
AANQ MepepaTb no telnet yaaneHune cumeona (EC).
Ao MepepaTb no telnet npekpauweHre BbiBoga (AO).
ANt MNepepaTb no telnet coobuieHne «Are You There?» (AYT) ana KOHTPOASA MOAKAIOUYEHMSA.
ANy MepepaTb no telnet ctMpaHue cTpoku (EL).
AN X Bo3BpaT B peXXMM KOMaHAHOM CTPOKMU.

TaKKe BO3MOXKHO UCMO0/1b30BaHME AONONHUTEAbHBIX ONLMA NPU OTKPbITUKM Telnet- n SSH-ceccnii:

Tabnuua 33 — KnroueBsble c10Ba, UCMO1b3yeMble NPU OTKPbITUKM Telnet- n SSH-ceccunii

Onyus OnucaHue
/echo JlokanbHO BKAtOYaeT GpyHKUMO echo (NogasneHne BbIBOAA Ha KOHCO/b).
/password Onpegensaer naposb Ana sxoaa Ha SSH-cepsep.
/quiet He ponycKkaert BbIBOA, BCex COObLLLEHNI NporpammHoro obecneyernns Telnet.

/source-interface

Onpeaensner nHTEPdENC-UCTOUHMK.

Bkntoyaer 06paboTKy MOTOKa, KOTOPbIM pa3peliaer HesawwuweHHoe TCP-coegnHeHue
6e3 KOHTpo/A nocnenoBaTenbHocTel Telnet. MoTokoBoe coegnHeHne He obpabaTbiBaer

/stream Telnet-onunn 1 moXeT MCNONb30BATLCA AN1A NOAKNIOYEHUA K MOPTaM, Ha KOTOPbIX 3any-
weHbl nporpammsbl KonuposBaHusa UNIX-to-UNIX (UUCP) nubo apyrue npoTOKOAbI, He AB-
nawowmeca Telnet-npoTokonamm.

Juser Onpegenaer Mma Nonb3oBaTensa 4nAa Bxoga Ha SSH-cepsep.

KomaHOb!I pexcuma 2106 as6HOU KOHpuU2ypayuu

3anpoc KoMaHAHoM ¢

console (config) #

TPOKM B pexkume rnobanbHOM KOHOUIYpaUnm UMeeT cieayoLWwmii BUa;:
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Tabnuua 34 — KomaHAabl ynpaBieHUA CUCTEMON B peXnMe r1o6anbHOM KOHOUTypauuu

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

hostname name

no hostname

name:(1..160)
CMMBO 0B/

KomaHga cayKut ana 3a4aHua ceTeBoro MMe H1 yCTpOVICTBa .

BepHyTb ceTeBoe UmA ychOl‘;iCTBa B 3Ha4YeHMe No YMOIHaHUIO.

service tasks-utilization

no service tasks-utilization

-/BKAOYE HO

Pa3pewuTb yCTPOMCTBY NPOrPaMMHO M3Me PATb YPOBEHb 3a rPy3ku
pecypcoB LeHTPaabHOTO NPOLECccopa KoMMyTaTopa AR KaKaoro
cUCTe MHOTO NpoLecca.

3anpeTuTb YCTPOICTBY MPOrPaMMHO U3MEPATb YPOBEHb 3a FPY3KM
pecypcoB L,eHTPabHOMO NPOLEccopa KOMMYTATOPa A1 Ka KA0r
CUCTE MHOTO NpoLecca.

service cpu-utilization

no service cpu-utilization

-/BKAOYE HO

Pa3pewuTb ycTpOICTBY NPOTrPaMMHO M3MePATb YPOBEHb 3a rPy3ku
pecypCcoB LLeHTpanbHOro npoLeccopa KoMmyTaTopa.

3anpeTuTb YCTPOCTBY NPOrPaMMHO U3ME PATb YPOBEHb 3a rPy3ku
pecypcoB LLeHTpanbHOro NpoLeccopa KoMMyTaTopa.

service cpu-input-rate

no service cpu-input-rate

-/BKAOYE HO

Pa3pewunTb ycTPOICTBY NpOrpaMMHO M3MePATb CKOPOCTb BXOAs-
WMX Kagpos, 06pabaTbiBaeMbIX L,e HTPaIbHbIM NP O L,eCCOP OM KOM-
myTaTopa.

3anpeTuTbYyCTPOCTBY NPOrPaMMHO M3ME PATb CKOP OCTb BXO AALLYX
KaApoB, 06pabaTbiBaemMbiX L& HTPaAbHbIM NP OL,ECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YcraHoBKa Ha CPU orpaHunyeHMA CKOPOCTU BXOAALLMX Ka ApoB AaA
onpegaeneHHoro Tuna Tpadwka.
- pps — NaKeTOB B CEKYHAY.

V Peanusyet ¢pyHKuuio CoPP (Control plane protection).

BoccTaHaBAMBaAET 3HaUeHUe pps MO YMOIYa HUIO A OnpeAesieH
HOTO TpaduKa.

policy-ip-entries
ip_policy_routing_entries |
policy-ipv6-entries
ipv6_policy_routing_entries |
vlan-mapping-entries
vlan_mapping_entries]

(8..8024)/512;
ipmv6_entries:
(32..8048)/512;

ip_policy_routing_entrn
es:(0..128)/64;
ipv6_policy_routing_en
tries:(0..128)/64;
vlan_mapping_entries:
(0..16272)/0

syn);
pps:8..2048
service password-recovery PaspelwunTb BoccTaHOBNEHME NMapoNA Yepes 3arpy3o4Hoe MeHo
«password recovery procedure» c coXxpaHeHne M KOHbUrypa Lmu.
no service password-recovery ~/enabled PaspewunTb BoccTaHOBNAEHWE NapoiA Yepes 3arpy304HoOe MeHO
«passwordrecovery procedure» ¢ yaa ieHne M KOHGUrypa umn.
link-flap prevention enable Bkntountb Npe foTBpaLLeHne Gaa nnuHra nHKa .
link-flap prevention disable ~/enabled OTKNOYUTbL NpefoTBpaLLeHWe dnannuHra nHKA.
service mirror-configuration Co3aaBaTb pe3epBHy0 KONUIO TEKYLLLEeN KOHUrypa Luu.
no service -/enabled OTKOYUTb KONWUP OBAHME TEKYLLEN KOHDUrypa LK.
mirror-configuration
system router resources ip_entries: YcTaHOBKa pasme pa TabauLbl Ma pLUPYTU3a LK.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipvb_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmve6-entries ipmv6_entries | ipm_entries:
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cpu threshold index index inter-
val relation value [flap-interval
[severity level]
[notify {enable | disable}] [re-
| disa-

flap_interval]

covery-notify {enable
ble}]

no cpu threshold index index

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOSB;
severity: (emerg, alert,
crit,err,warning, no-
tice, info, debug)/alert

3apgaTtbnopor gnda sarpysku CPU.

- index — NPOU3BONbHBIN UHAEKC NOpPOTra;

- interval — vHTE pBa i u3Me peHua 3arpy3kmn CPU. 3Haue Hue 3a-
rpy3ku CPU 3a 3T0T MHTe pBas byaeT CpaBHUMBATHCA C MOPOTOBbLIM;

- relation — oTHOWe HWEe Me KAy 3arpy3koli CPU Mnoporosbim 3Ha -
YyeHuem, Heobxoanmoe Ana cpabaTbiBaHMA NoOpora;

- value — 3Ha4eHWe Nopora;

- flap_interval — 3HaueHWe, onpeaenatoLlee MOMEHT BOCCTAHOB-
NleHus nopora nocne cpabaTbiBaHus;

- severity — ypoBeHb BaXXHOCTUTPaNoB A4 3TOTo NoOpora;

- notify — BKAlOYaeT/oTKNOYaET OTNPaBKY Tpanos o cpabaTbiBa-
HWKM nopora;

- recovery-notify — BKtO4YaeT/oTKNO4aETOTNPaBKY TPanoB 0 BOC-
CTaHOB/JIEHUM MOpPOTa.

YpanuTb NOPOT € 33 42 HHbIM MHAE KCOM.

memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit,err,warning, no-

tice, info, debug)/alert

3apgaTtbnopor ana obbe ma cBo60aHOM NamaT RAM.

- index — NPOU3BONLHBIN MHAEKC MOpPOTra;

- relation — oTHOWe HXe Me KAy 06be MOM CBO 6O AHO 1 Na MATU U
NopOoroBbIM 3HaYeHue M, He 0 6xoammoe ans cpabaTtbiBaHUA NO-
pora;

- value — 3HayeHWe nopors;

- flap_interval — 3HaueHWe, onpeaenatoLee MOMEHT BOCCTAHOB-
NleHus nopora nocne cpabaTbiBaHKs;

- severity — ypoBeHb Ba*KHOCTMTPANOB 418 3TOrO NOpora;

- notify — BK/touaeT/oTKIOYAET OTNPABKY TPANoB o cpabaTbiBa-
HUM nopora;

- recovery-notify — BK/toua eT/OTK/Il04aETOTNPaBKY TPanos 0 BOC
CTaHOBAEHMUM NOpOTa.

YAaanTb NOPOT € 3a A,a HHbIM MHA,E KCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity /evel] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num:(1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060poToB/MUH;
flap_interval:
(0..1000000000)/0
060p0TOB/MUH;
severity: (emerg, alert,
crit,err,warning, no-
tice, info, debug)/alert

3a[aTbNopor 418 Aa T4MKA CKOP OCTM BPALLEHMs BE HTUIATOPA.
-fan_num — Homep BEHTUNATOPA;

- unit_id — HoOmep OHMTA, Ha KOTOPOM Ha XO4UTCA BEHTUAATOP;

- index — NpoW3BONbHbLIN MHAEKC NOpPOra;

- relation — OTHOLLEHME Me KAY CKOPOCTbIO BPALLLEHWUS BE HTUAA-
TOpa MMNoPOroBbIM 3HaYeHMe M, He 0 bxoaumoe ana cpabaTbiBaHUA
nopora;

- value — 3HayeHWe Nopora;

- flap_interval — 3HauyeHWe, onpenenaioLLEe MOMEHT BOCCTaHOB-
NleHua nopora nocne cpabaTbiBaHWS;

- severity — ypoBeHb BaXHOCTUTPaNoB AN 3TOTro NOpora;

- notify — BK/toYaeT/oTKIOYAETOTNPaBKY TPanos o cpabaTbiBa-
HWUM nopora;

- recovery-notify — BKkAto4aeT/OTK/IO4aeTOTNPaBKY TPaMNoB O BOC
CTaHOB/NEHUM MOpPOTa.

YpanuTb NOPOT € 33 42 HHbIM MHAE KCOM A8 BE HTUAATOpaA fan_num
Ha toHUTe unit_id.

sensor threshold thermal-
sensor sensor_num unit-id
unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-
tify {enable | disable}] [re-
covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num:(1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit,err,warning, no-
tice, info, debug)/alert

3apaTbnopor Ana AaTiuKa TemnepaTypbl.

-Sensor_num — HOMep Te pMoAaTiMKa;

- unit_id — HOMep OHUTaA, HA KOTOPOM Ha XOA4MUTCA TEPMO JATUVK;

- index — NpouX3BObHbIM MHAEKC NOPOTa;

- relation — OTHOLIEHWE MeKAY TEMMNE PAaTYypPO i M MO POroBbIM 3Ha -
YyeHuem, Heobxoanmoe ans cpabaTbiBaHUA NOpora;

- value — 3HauYeHuWe nopora;

- flap_interval — 3Ha4eHWe, onpeaenatoLLee MOMEHT BOCCTAHOB-
NeHua nopora nocne cpabaTbiBaHKs;

- Sseverity — ypoBeHb BaXHOCTUTPaANoB A/1A 3TOTro NOpora;

- notify — BK/itouaeT/oTKIOYAETOTNPaBKY TPanos o cpabaTbiBa-
HUWM nopora;

- recovery-notify — BKAlouaeT/oTKAO4aeTOTNPaBKY TPanos o BOC-
CTaHOBAEHUM MOpOTra.

YaanuTb Nopor ¢ 3a4a HHbIM MHAE KCOM /18 TepMOAATIMKaA sen-
SOr_num Ha toHuTe unit_id.
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storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value:(0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit,err,warning, no-
tice, info, debug)/alert;

3apgaTbnopor 4na o6be ma cBobogHOM NamATK Ha M3Y.

- index — NpoW3BONbHbLIN MHAEKC NOPOra;

- relation — oTHOWe HWe Me KAy 06be ma cBOOOAHOM NaMATM U MO~
POroBbIM 3HauYe HMem, He 0 6xoaMmoe ana cpabaTtbiBaHUA NOPOra;

- value — 3HayeHWe NOPoO;

- flap_interval — 3HaueHWe, onpenenatoLLee MOMEHT BOCCTaHOB-
NleHua nopora nocne cpabaTbiBaHMA;

- severity — ypoBeHb BaXHOCTUTPaNoB A1 3TOTo Nopora;

- notify — BK/touaeT/oTKIOMAETOTNPaBKY TPanos o cpabatbiBa-
HWUW nNopora;

- recovery-notify — BKkAtoYa eT/OTK/IO4AETOTNPABKY TPAMNoB 0 BOC
CTaHOBNEHUM NOpOTa.

Yaanutb noporc3anaHHbIM UHOE KCOM.

reset-button {enable | disable
| reset-only}

-/enable

HacTpoiika peakumm KOMMYTaTopa Ha HaKaTue KHOMKMU F.

- enable — npu HaXa TUM Ha KHOMKY A/MTE NbHOCTLIO Me Hee 10 cek,
NPOWCXOAUT Nepe3arpyska yCTPOKMCTBA; NPM HaKaTuM Ha KHOMKY
AnvTenbHoCTbI0 Bonee 10 cek, MpoucxoauT cbpoc ycTpoiicTea oo
33 BO/,CKO M KOHPUrypa Luw;

- disable —He pearvpoBaTb (OTKAOYEHA);

- reset-only —T0/1bKO Ne pesarpyska.

5.5 KomaHabl ANA HAaCTPOMKK NapameTpoB ANA 3a4aHUA Naponein

[aHHbI KOMMNIEKC KOMaHA NpeaHasHavyeH 414 3aAaHnA MUHUMabHOM C/I0KHOCTU NMapo/if, a TakKe
N9 333aHNA BpeMeHM AeCTBMA Mapons.

KomaHObI pexcuma 2106aa6HOU KOHpu2ypauuu

3anpoc KOMaHAHOM CTPOKM B peXkrMme rnobabHOM KOHGUTypaLMK MMeeT CaeayoLmii BUA;

console (config) #

Tabnuua 35 — KomaHabl ynpaB/ieHMa cMCTeEMOM B pexume rnobanbHomn KoHdUrypauum

KomaHda

3Ha4yeHue/3HaveHue
no ymon4yaHuro

Aelicmeue

passwords aging age

no password aging

age:(0..365)/180 gHe 1

3ajaer Bpems Xu3HWM naponeit. Mo ucTeyeHWU 3a4aHHOTO CPOKa
6yneT NpeAnoXKeHO CMeHUTb Na ponb. 3HayeHne O roBOPUT O TOM,
YTO BpEMS }KM3HWU Na po/ie i He 3a 4aHO.

BoccTaHaBAMBaeT 3HaYeHWe Mo yMONYaHUIO.

passwords complexity enable

no passwords complexity
enable

—/BblK/O4E HO

Bkntoya et orpaHuye Hue Ha dopmart na pons.

BbIKNtOYa eT orpaHuye He Ha GopmaT napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

Bk/oYaeT orpaHuWyeHve, 3aatoliee MUHUMA IbHOE KOJIMYE CTBO
KJ1a CCOB CMMBOJIOB (CTpOYHbIE BYKBbI, 3a1aBHble ByKBbI, LUPP b,
CYMBOJIbI).

BoccTaHaBnvMBaeT 3HaYeHMe No YMOJTHaHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value:(0..64)/8

Bktoyva eT orpaHMYe HMEe Ha MUHUMA NIbHYIO AJIMHY Napona.

BoccTaHaBAMBaeT 3HaYeHWe Mo YMOHAHUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BkntovaeT orpaHnyeHue, 3adatoliee maKCcMMabHOE KOJINM4ecTBo
nocnenoBaTeNIbHO NOBTOP A LLMXCA CMMBO10B B HOBOM Na pone.

BoccTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

passwords complexity
not-current

-/enabled

3anpeLaeT Npy cMeHe Napo/is UCNONb30BaTb B KaYeCTBEe HOBOMO
cTapbii.
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no passwords complexity PaspelaeTncnonb3oBaThCTapblii NapoabNpu cMeHe.
not-current

passwords complexity 3anpeLwaeTnCno/b30BaTh B Ka4ecTBe Napo/sa UMA NoJib3oBaTens.
not-username

- -/enabled
no passwords complexity Pa3pelwaeTncnosb3oBaTh B Ka4YecTBe na posid MMsA NoJib30BaTens.

not-username

Tabnuua 36 — KomaHAabl ynpasaeHus cuctemol 8 pexkume Privileged EXEC

3HaveHue/3HayeHue .
KomaHoa Aelicmeue
10 yMO/AYAHUIO

show passwords configuration - OTo6bparkaeT MHO pma Lmto 06 orpaHuye HUAX HA Na pou.

5.6 Pa6bora c ¢paitnamm

5.6.1 OnucaHue apeymeHmMo8 KOMAaHO
Mpu ocylecTBneHMM onepaunin Hag ganamm, B Ka4ecTBe apryMeHTOB KOMaHZ, BbICTYNatoT agpeca
URL — onpeaenuteny MecToHaxoxaeHua pecypca. OnucaHMe KAKYEBbIX C0B, WMCMOAb3YEMbIX B

onepauusax, npuseaeHo B Tabnuue 37.

Tabnuua 37 — CNUCOK KOYEBbIX C10B U UX ONUCaHMe

Knroueeoe cnoeo OnucaHue

McxoaHblagpec uamaapec MecTa HasHa YeHus A4/1A SHe ProHe3aBMCMMO M Na MATU. DHe proHesasit
flash:// cMMa A naMATb UCMOJIb3yeTCA Mo ymoa4aHuo, ecavagpec URLonpeaeneH 6e3 npedukca (npeduk-
camuasnatotesa: flash:, tftp:, scp:...).

running-config daiin Tekywe i KoHOUrypa Lmn.

mirror-config Konua daiina Tekywe i KoHoUrypa umm.

startup-config ®a itn Nne pBOHaYaNbHOM KOHOUrypa LUK,

active-image ®aiin c aKTUBHBIM 06pa3oMm.

inactive-image ®aiin c HeaKTUBHBIM 06pa3om.
NcxoaHbIN agapec wnu aapec mecTa Ha3HayeHwuA ana TFTP-cepsepa.
Cuntakcuc: tftp://host/[directory/] filename.

tftp:// - host — |Pv4-aapec unv ceTe BOe MMs YCTPOIACTBA ;

- directory —kaTanor;
- filename —ums daina.

NcxoaHbIN agpec uamaapec mecTta Ha3HaveHua ana SSH-cepsepa.
CunTaKkeuc: scp://[username[:password] @]host/[directory/] filename
- username — VMA No/ab30BaTeNs;

scp:// - password — naponb NONb30BaTeNs;

- host — IPv4-agpec nav ceTe Boe MMA YyCTPOICTBA ;

- directory —kaTanor;

- filename —vmsa daiina.

logging daiin c ucTopue i KomaHa,
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5.6.2 KomaHObI 018 pabomel ¢ halinamu

3anpoc KomaHgHoM cTPoKK B pexxmnme Privileged EXEC umeeT cnegytowmii Bua;

console#

Tabnuua 38 — KomaHabl gna paboTbl ¢ dannamm B pexkume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
o yMmon4aHuto

Aelicmeue

copy source_url
destination_url

copy source_url
running-config

copy running-config
destination_url

copy startup-config
destination_url

source_url:(1..160)
CYMBOJIOB;
destination_un:(1..160)
CMMBO/IOB;

KonupoBaHwue ¢alina 13 mecTononoKeHus NCTOYHUKA B Me CToro-
I0KE HME HA 3HAYEeHMA.

- source_url — meCTONOIOKEHWE KONMpyemoro ¢a ina;

- destination_url— agpec mecTa Ha 3HauYeHwus, Kyaa ¢a i byaeT cko-
nMMPOBaH.

KonupoBsaHue ¢daiina KoHOUrypa umm c ce pee pa B Te KyLLYHO KOHOW
rypauuio.

Coxpa He Hve TeKyLue i KoHbUrypa ummn Ha ce peepe.

CoxpaHeHve nepBoHaYanbHO M KOHOUrypa U Ha ce peepe.

copy running-config
startup-config

Coxpa He Hve TeKyLLeil KOHOUrypa LK1 B Ne pBOHA YasibHYH0 KOHbUrY-
pauuio.

copy running-config file

CoxpaHeHMe TeKyweh KOHPUrypaLuum B 3aZaHHbI pe3epBHbIN
daiin KoHpurypa umm.

copy startup-config file

CoxpaHeHWe ne pBOHa4asIbHO 1 KOHOUrypa Lm B 33 AaHHbIN pe 3epB-
Hbll1 da n KoHPUrypa Lum.

boot config source_url

KonuposaHue ¢aiina KoHpUrypaumm c cepsepa B dain nepsoHa-
YaIbHO M KOHUrypa L uK.

dir [flash:path | dir_name]

OTobpaKaeT cnNUCcoK ¢a 0B B yKa3aHHOM KaTasiore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumBonoB

OTobparkaeT copepxumoe painna.

- startup-config — oTob6parkaeT cogepumoe daitna ne pBoHayasb-
HOM KOHbUrypa L um;

- running-config — oTobparkaeT cogepkumoe da ina TeKyLwen KoH
durypaumm;

- flash: — oTo6pakaeTdainbl c dneLw-naMaTH yCTPOMUCTBA;

- mirror-config — oTobparkaeT cogeprmoe daina TeKywen KoH
durypaumm c 3epkana;

- active-image — oTobpakaeT Bepcuto TeKyliero ¢a mna obpasa MNO.
- inactive-image — oto6pa’kaeT Bepcuio HeaKmBHoro daiina o6
pa3a MNO.

- logging — oTobparkaeT cosepkumoe daiina KypHama.

- file — vima datina.

}

- daiinbl otobpaxkarorca B popmate ASCII.

delete ur/

YpnaneHue daiina.

delete startup-config

YnaneHus ¢aina nepBoHaYabHO M KOHPUrypa LLum.

boot system source_url

KonupoBsaHue daiina MO c cepBepa B He aKTMBHYO 061a CTb Na MATU
Ha mecTo pe3epsHoro 0.

boot system inactive-image

3arpysuTbca c HeaKTMBHOro o6pasa Mo.
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show {startup-config |
running-config} [brief |
detailed | interfaces {

tengigabitethernet te port |

hundredgigabitethernet

hu_port | oob | port-channel
group | vlan vian_id | tunnel

tunnel_id | loopback
loopback_id}]

te_port:(1..8/0/1..32);

hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobpaskaer coaepkumoe daiina ne pBoHauaNbHO i KOHOUIypa um
(startup-config) unm Tekywe i KoHPUrypa umm (running-config).

- interfaces — KoHbUrypa uua nHTEe pde coB KommyTaTopa - dusnye-
CKUX MHTe pdeicos, rpynn uHTepoelicos (port-channel), VLAN-uH
TepdeicoB, oob-nopTa, MHTe pdelica 3a MbIKaHWs Ha cebs, TyHHe-
nen.

Cnepyrowpe onuuM AOCTYNHbI NPU BbIBOAE TEKYLLE N KOHPUrypa-
Lmm:

- brief — BbIBO A4 KOHOUIYpa LM 6E 3 ABOUYHBIX a HHbIX, HA NP UMEp,
SSH nSSLKnoye.

- detailed — BbIBO4 KOHOUIYpa LUK C BKAKOYEHME M ABOUYHbIX SaH
HbIX

show bootvar

MoKa3blBa eTaKTUBHbIN da in cucte mHO o MO, KOTO Pbii YCTP O UCTBO
3arpyxaeTnpu3anycke.

write [memory]

CoxpaHeHue TeKylen KoHdUrypaumm B8 dain nepsoHaYabHOM
KOHdUrypa umn.

boot license source_url

3arpysuTb Ha YCTPOWCTBO da N NnL,E H3UK.

delete license [ word ]

YaaAnTb CYCTPOCTBA BCE YCTaHOB/EHHbIe da bl nL,e H3WA.
- word — yKa3aTb uma daiina AuLLe H3MKW, KOTOPbIN A0KEH BbiTb
yBaneH.

rename url new_url

url, new_url:(1..160)
CMMBO/I0B

N3me He HMe umeHK paiina.
- url — Tekywee uma daina;
- new-url — HoBoe ums daina.

’ , Cepeep TFTP He moXKeT 6biTb aAPECOM MCTOYHMKOM W afpecom HasHauyeHua ANA OAHOW

KOMaHAbl KONUpPOBaHUA.

[pumepbl UCM063080HUS KOMAHO

=  Ypanutb paiin test N3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test

Delete flash:test?

[confirm]

Pe3yn bTaT BbIMOJIHEHMNA KOMaHAbI: NOCNE NOoATBEPHKAEHUA d)aﬁn 6yﬂ,ET yAaneH.

5.6.3 KomaHObI 05 pe3epeuposaHus KoOHguaypayuu

B paHHOM pa3sgene onucaHbl KOMaHAbl, MpeaHasHayeHHble AnA HaCTpOl\;IKM pe3epBnpoBaHUA

KOHUIrypaLmMm No TakmMepy UAn Npu COXpaHEHUM TeKyLel KoHourypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2106aa6HOU KOHpuU2ypauuu

3anpoc KOMaHAHOM CTPOKU B pPEXKUME 106a/1bHOM KOHOUTYpaLMmM UMeEeT c/ie Ay oWwuii BUA,;
console (config) #

Tabnunua 39 — KomaHabl ynpaBieHUsA CUCTEMOW B peXkume rnobanbHOM KOHGUrypaumm

3HayeHue/3Ha4yeHue
no yMmon4YaHuro

KomaHda Aelicmeue

YKa3aHue cepsepa, Ha KOTopbIl ByaeT NpousBo anTbca pesep-
BMpOBaHWe KoHbUrypa ummn. CTpoKa B popmaTte

«tftp i/ /XXX XXX XXX XXX» mam
«scp://[[username][:[password]]@]host»

backup server server

server:(1..22) cum-
BOJIOB

no backup server YpaneHve cepsepa ANa pe3epBupoBaHus.

YKa3aHue NyTu pacnoioxKeHua ¢aiina Ha cepsepe v npe duKea
path:(1..128) cum- daiina. Mpu coxpaHeHMM K Npe duKcy byaeT A06a BAATLCA TEKY-
BOJIOB Wwan faTta vepemsa B opmarte rrrrMmMaa4Y MMCC.

backup path path

no backup path YaaneHve nyTu gna pesepBupoBaHus.
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backup history enable BK/IlOUUTL COXPa HEHWE UCTOP UM PEe3€e PBHBIX KO MUA.
- -/BbIKAOYE HO -
no backup history enable OTK/II0YUTb COXPA HEHUE UCTOP UM Pe3ePBHDBIX KO MUNA.
backup time-period timer i YKa3aHve npomexyTKa BpemMeHU, N0 UCTeYeHUN KOToporo by
imer:
OeT OCyLLE CTBAATHCA aBTOMAaTUYECKOE Pe3epBUPOBaHNE KOHOW
(1..35791394)/720
rypauum.
" N MWH
no backup time-period BoccTtaHaBiMBaEeT 3HaYEHUE MO YMOTYaHUIO
backup auto Bk/lOYeHWE aBTOMATUYECKOro pesepBUPOBaHUA KOHUrypa-
-/BbIKAOYE HO L.
no backup auto YCcTaHOBKa 3HaYeHUA N0 YMO4a HUIO.
backup write-memory Bk/oueHWe pesepBUMPOBaHUA KOHPUIYpa LMW Npu COXPa HeHmM
-/BbIKAOYE HO nosnb3oBaTenem KoHdUrypa uum Ha flash-Hakonurens.
no backup write-memory YcTaHOBKa 3HaYeHUs N0 YMO YA HUIO.

Tabnuua 40 — KomaHabl ynpasieHua cuctemol B pexkmme Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4yaHuro
show backup OTobparkaeT MHPO PMa LUMIO O Ha CTPOMKAX pe3epBUP OBAHNA KOH
) durypaumm
show backup history OTObpaKaeT UCTOPUIO YCEe LWHO COXPaHEHHbIX Ha Ce pBep KOHOW
i rypauumn.

5.6.4 KomaHObI a5 asmomamuyecKkoz20 o0b6Ho8neHUs U KOHguz2ypayuu

lpoyecc asmomamu4eckoz2o 06HO8/1eHUSA

KommyTaTtop 3anyckaeT npoLecc aBTomaTnyeckoro obHosneHus, basupyolumitca Ha DHCP, ecam oH
BK/tOYEH U MMS TekctoBoro ¢aina (DHCP-onums 43, 125), copepkawero uma obpasa MO, 6bino
npepocrasneHo cepsepom DHCP.

MNpouecc aBToMmaTMyeCcKoro 06HOBNEHNA COCTOUT U3 cnegyrowmnx aTanos:

1. KommyTaTop 3arpyKaeT TeKCTOBbIN paiin numntaet usHero ums daiina obpasa MO Ha TFTP-cep-
Bepe;

2. KommyTaTop cKauuBaeT nepsbili 610K (512 6ainT) obpasa MO ¢ TFTP-cepsepa, B KOTOPOM CO-
aepxutcasepcua MO;

3. KommyTtaTtop cpaBHMBaeT Bepcuto danna obpasa MO, nonyyeHHoro c TFTP-cepBepa, cBepcuen
aKTMBHOro obpasa N0 KkommyTaTopa. Ecnm oHM oTAnYaoTCA, KOMMYTaTop 3arpy*Kaet 06pas Mo
¢ TFTP-cepBepa BMecTo HeakTUBHOro obpasa MO KommyTaTopa n genaeT AaHHbI 06pas akTuB-
HbIM;

4. Ecnm obpas MO 6bin 3arpyrKeH, TO KOMMYTaTOp NepesarpyKaeTcs.

[poyecc asmomamu4ecKko20 KoHgpU2ypuposaHUs

KommyTaTtop 3anycKaeT NpoLecc aBTOMaTU4eCKoro KoHurypmposaHus, 6asmpytowmiica Ha DHCP,
Npw BbINOJHEHWM CNE AYIOWMX YCIOBUIA:

— B KOHOUIypaumm paspelleHo aBToMaTUYeCcKoe KOHPUrypupoBaHue;

— otBeT DHCP-cepBepa cogepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) u umsa danna
KoHdurypaumm (DHCP-onuusa 67) B popmate ASCII.

’ MonyueHHbIN dpaiin KoHPUrypauum gobasnseTtca K TeKyw,ei (running) KoHpurypauum.
-
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KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

3anpoc KOMaHAHOM CTPOKU B peXKMMe r106anbHOM KOHPUIypaLmMm MmeeT cneayoLmi BUA:

console (config) #

Tabnuua 41 — KomaHabl ynpaB/ieHMUA CUCTEMOM B peXume rnobanbHomn KoHdUrypauum

3HayeHue/3Ha4yeHue
no ymMon4yaHuio

KomaHda

Aelicmeue

boot host auto-config

BKntoueHWe aBTOMaTMUYECKOM KoHdUrypaumm, 6asupyrolleMca Ha

DHCP.
- -/BKAOYE HO — —
no boot host auto-config BbIK/IlOYE HME aBTOMATUYECKO M KoHOUrypa umu, 6asmpyroweica Ha
DHCP.
boot host auto-update BKkAtouyeHMe aBTOMaTM4YecKoro obHosneHua MO, 6a3upyroueros
Ha DHCP.
-/BKAOYE HO

no boot host auto-update

Ha DHCP.

BbikNtoue HMe aBTomaTUYeckoro o6HosaeHua MO, 6a3upytoLeroca

KomaHOob! pexcuma Privileged EXEC

3anpoc KomaHgHoM cTPoKK B pexxmume Privileged EXEC umeeT cnegytowmii Bua;

console#

Tabnuua 42 — KomaHabl ynpaBieHua cuctemol B pexkume Privileged EXEC

3HayeHue/3HayeHue
Mo ymMmon4YaHuo

KomaHda

Aelicmeue

show boot

L.

MpoCMOTP HaCTPOEK aBTOMATUYECKOTO 06BHOBAEHUA U KOHPUrypa-

Mpumep KoHoUrypaumm ISC DHCP Server:

= {
#enterprise-number.
35265 (Eltex)
#data-len. [yivHa BCeX HAHHBIX OILWK.
option-data + 2.
#sub-option-code. Konm nomomuwu,

option image-filename code 125
unsigned integer 32,

unsigned integer 8,

unsigned integer 8,
unsigned integer 8,
text

obpasza IIO
}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a22:00;
filename "mesXXX-test.cfg";
option image-filename 35265 18 1 16 "mesXXX-401.

banna,
next-server 192.168.1.3; #IP-ampec
fixed-address 192.168.1.36; #IP-ampec

VoeHTUdrKa TOP NPOU3BOIUT eI,

BCerma paseH

PaBHa IJIMHE CTPOKM sub-

BCeTrzma pabBeH 1
#sub-option-len. ImmHa crpoku sub-option-data
#sub-option-data. Mms TexcroBOTO Oaina,

comepxameIro mMmsd

#mac-anpec xKoMMyTaTopa
#uMsa xOHOUTIYypaLMM KOMMYTAaTopa

ros"; #1Ms1 TEeKCTOBOTO
cozmepxaumero mMma obpasa IIO
TEFTP cepBepa

KOMMyTa Topa

5.7 HacTtpoiKa cucTemMHOro BpemeHu

M Bpemsa ANA nepexopaHa eTHee BpemMs U 06paTtHo.

Mo ymonuaHuIO aBTOMaTMYECKUIA Nepexos Ha SieTHee BpeMs OCyLLeCcTBAAeTcA B COOTBeT-
cTBUM co cTaHAapTamu CLUA v EBponbl. B KOHGUrypaummn moryT 6biTb 3aaaHbl Atobble AaTa
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KomaHOb! pexcuma Privileged EXEC

3anpoc KomaHgHoM cTPoKK B pexxmnme Privileged EXEC umeeT cnegytowmii BuAa;

console#

Tabnuua 43 — KomaHabl HACTPOMKU CUCTEMHOIO Bpe MeHM B pexkume Privileged EXEC

month: (Jan..Dec);
year:(2000..2037)

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro
clock set hh:mm:ss day month hh:(0..23); PyyHas ycTaHOBKA CUCTEMHOTO BpeMeHM (KomMaHZa AOCTynHa
year mm: (0..59); TONbKO A9 NPUBWAE TMPOBAHHOMO NO/b30BaTeNsd).
clock set hh:mm:ss month day ss:(0..59); - hh —4acbl, MM — MWHYTbI, SS—CEKYHAbI;
year day: (1..31); - day — neHb; month— mecauy; year—rog.

show sntp configuration

Moka3biBaeTKOHPUrypa umo npoTokona SNTP.

show sntp status

MNMokasbiBaeTcTaTyc npoToKona SNTP.

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM cTpoKM B pexxume EXEC umeeT cneaytowmia Bua;

console>

Tabnuua 44 — KomaHAabl HACTPOIMKN CUCTEMHOTO BpeMeHMU B perkume EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show clock

show clock detail

MNoKkas3biBaeTcucte MHoe BpemMmAa unaaTy.

[JononHute IbHO 0TOBPaX<aeT na pame Tpbl 4acoOBOro Nosca 1 ne pe-
X0/[la Ha NeTHee Bpems.

KomaHOb!I pexcuma 2106 as6HOU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKU B peXKMMe r106anbHOM KOHPUIypaLmum MMeeT cneayoLmin Bua:

console (config) #

Tabnuua 45 — CNMCOK KOMaHA AN1A HACTPOWMKM CUCTEMHOTO BPEMEHMU B PeKume rn1o6anbHo KoHUIypaumm

KomaHda

3HayeHue/3Ha4yeHue
Mo yMOAYAHUIO

Aelicmeue

clock source {sntp | browser}

no clock source {sntp |
browser}

-/ BHE LUHUMA UCTOYHUK
He Ucno/ib3yeTcA

Mcnonb3oBaHME BHELHEro UCTOYHMKA ANA YCTa HOBKU CUCTE MHOO
BpeMmeHN.

3a npeuwaeT uCNo/b3oBaHMNe BHeELWHEro ICTOYHUKA ANA YCTa HOBKU
CUCTE MHOTO BpeMeHW.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone:(1..4) cumsonos/
HeT OMNWCa HWA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTa Ha BMBA €T 3Ha YeHMe 4acoBOro nosca.

- zone — cnoBso, cdopmMMpOBaHHOE M3 NepPBbIX OYKB C/1I0BOCOYETa-
HWA, KOTOPOE OHO 3aMeHseT (0NUCaHMe 30HbI);

- hours-offset —4acoBoe cme LWeHWe OTHO CUTENIbHO HyNe BOTO Mepu-
AvaHa UTC;

- minutes-offset — MMHyTHOE CMe e HME OTHOCUTEIbHO Hy/e BOro
mepuanaHa UTC.

YcTaHaBAMBa €T 3HaYeHWe No YMOJTHAHMIO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

zone:(1..4) cumsona/
HeT OMKMCca HUA 30HbI;
date:(1..31);

3apaer paty M BpeMa AN a BTOMATUYE CKOTO NepexoJa Ha fieTHee
BpeMs MBO3BpaTa 06paTHO (415 ONpeseeHHOro roaa).
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clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week}day month hh:mm
{first | last | week} day month
hh:mm}[offset]

no clock summer-time

month: (Jan..Dec);
year:(2000..2037);
hh:(0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUH;
Mo ymonyaHuio
nepexos Ha neTHee
BPEeMA BbIK/IOYEH

MepBbIM B KOMa HZE YKa 3bIBAE€TCA ONWUCA HUE 30HbI, BTOP biM BpEMA
ONA Nepexosa Ha NeTHee Bpema UTpeTbUM Bpems A1 BO3BpaTa.
- zone — cnoBo, cdopmMMpOBaHHOE M3 NepBbIX BYKB CI0BOCOYETa-
HWA, KOTOPOE OHO 3aMeHsEeT (ONUcaHKe 30HbI);

- date — yucno;

- month — mecsay,;

-year —rog;

- hh — yacbl, mm — MUHyYTbI;

- offset —KoNMYE CTBO MUHYT, A06a B/ISie MbIX NP U Ne pexoe Ha fieT-
Hee Bpems.

3afaeT faty U Bpema g1 aBTOMATUYE CKOTO Nepexosa Ha neTHee
BpeMA MBO3BPaTa 06PATHO B PEKMME €KEF0 AHO.

- zone — cnoBo, cdopMMPOBAHHOE M3 NepBbiX BYKB C10BOCOYETA-
HWA, KOTOPOE OHO 3aMeHseT (ONMCaHMe 30HbI);

- usa — yCTaHOBUTb NpPaBuIa NePEXOAA Ha NeTHe e BPEMs, UCMOb-
3yemble B CLLIA (nepexos Bo BTOpOe BOCKpeceHbe Ma pTa, 06paTHo
B NepBoe BOCKpeceHbe HOABPA, B 2 Yaca yTpa No mMeCTHOMY Bpe-
MeHHU);

- eu —YyCTaHOBWTb NpaBWIa NepPexosaa Ha NeTHe e BPEMA, UCMO b3y
emble EBpocoto3om (nepexos B nocneiHee BOCKpeceHbe MapTa,
06paTHO B NOC/NeaHe e BOCKpeceHbe OKTABPA, B 1 4acyTpa no MNpux
BU4Y);

- hh — 4acbl, mm — MWHYTbI;

- week —He gens mecaua;

- day — oeHb Hepgenu;

- month — mecay;

- offset — KonnyecTBO £,06a BASEMbIX MUHYT NPU NEPeXoAe Ha fieT-
Hee Bpems.

OTK/II04a eT aBTOMATUYECKUIA Ne pexoa Ha neTHe e Bpema.

sntp authentication-key number: YcTaHaBAMBaET KAOY NMPOBEPKU MOAJMHHOCTM ANA NPOTOKOMA
number md5 value (1..4294967295); SNTP.
encrypted sntp value:(1..32) - number — HOme p K/to4a;
authentication-key number CMMBOJI0B; - value — 3HaYe HMe KNua;
md5 value Mo ymonuaHuio -encrypted —3a4aTb 3HaYeHwWe Ktoya B 3a WP OBAHHOM BUAE .
no sntp authentication-key nposepka YaanaeT KN4 NpoBep KU NoAJAMHHOCTM AnA npoTokona SNTP.
number No A/IMHHOCTH
OTK/IlOYEHa

sntp authenticate -/npoBepkKa TpebyeT NnpoBepKy NOANMHHOCTM ANA NOAYYe HUA MHGO pma Lym OT

no A/IMHHOCTU He NTP-cepsepos.
no sntp authenticate TpebyeTcs YcTa Ha BAMBA €T 3HA YEHMEe N0 YMOIYaHUIO.

sntp trusted-key key _number

no sntp trusted-key
key_number

key_number:
(1..4294967295);
Mo ymonyaHuio
nposepkKa
NoA/IMHHOCTH
OTK/IlOYe Ha

OcywecTBasae T NpoBepKy NOAJIMHHOCTU CUCTE Mbl, OT KOTOP O CUH-
XpOHM3MpyeTca c nomoLwbio SNTP no 3aaa HHOMY KAtouy.
- key_number —Homep Kntoua.

YcTaHa BAnBa eT3HaYeHue no YMONYaHUIO.

sntp broadcast client enable
{both | ipv4 | ipv6}

no sntp broadcast client
enable

-/3anpelueHo

PaspewaeTpaboTy WwWmpoKoBewaTenbHbix SNTP-Kane HTOB.

YcTaHaBAMBa eT3HaYeHme No YMOYaHMUIO.

sntp anycast client enable
{both | ipv4 | ipv6}

no sntp anycast client enable

-/3anpelyeHo

Paspewaet paboTty SNTP-KAMeHTaM, NOALE PAKUBAKOLWMM METOL,
paccbiNKM NaKeToB, NO3BONAOWMIA NOCbINATL AAaHHblE BAMXKa -
LLIe My YCTPOMCTBY M3 rpynnbl NOAy4aTene .

YcTaHa BAnBa eT3HaYeHue no YMO IMaHUIO.

sntp client enable
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

no sntp client enable
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

te_port: (1..32);
hu_port:(1/0/1..6);
group:(1..32);
vian_id (1..4094)
/3anpeueHo

Paspelwaet paboTy SNTP-KAneHTaM, NOALE PHKMBAIOLLMM METOZ,
PacCbINKM NMaKeToB, NO3BONAOLWMIA NOCbIIATL AaHHble GAMKa -
e My YyCTPOMCTBY M3 Fpynnbl NOJly4aTeIe i, a TaKKe LUMP O KoBeLla-
TenbHbIM SNTP-KnMe HTa m gns BbiIbpaHHOTO MHTe pdeiica.

- noapobHoe onwuca H1e MHTe pdeiicoB U3N0XKeHO B pasaene « KoH
durypa ums nHte pdevicos».

YcTaHaBAMBa eT3HaYeHme no YMO/THaHUIO.

sntp unicast client enable

-/3anpeuieHo

PaspelwaeTpaboTy ogHoaapecHbix SNTP-Kane HTOB.
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no sntp unicast client enable

YcTaHa BAnBa eT3HaYeHue no YMONYaHUIO.

sntp unicast client poll

-/3anpelueHo

Pa3pewaeT nocnegosaTtenbHbli ONPOC 33 A4a HHbIX 0 4HOA PeCHbIX
SNTP-cepBepos.

no sntp unicast client poll

YcTaHaBAMBa eT3HaYeHme No YMOYaHWUIO.

sntp server{ipv4_address |
ipv6_address |

ipv6_link local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname}[poll] [key keyid]

hostname: (1..158)
CYMBO/IOB;
keyid: (1..4294967295)

3apaetagpec SNTP-cepsepa.

- ipv4_address — |Pv4-appecy3na ceTu;

- ipv6_address — |Pv6-aapecysna ceTu;

- ipv6z-address — |Pv6z-agpecy3na ceTn ana ping.

dopmaTagpecaipvé_link local_address%interface_name:
ipv6_link_local_address —nokanbHbIi IPv6 agpec KaHana;
interface_name — umsa ncxoaauero nHTe pde ica 3agaetcas cre-
aytowem popmaTe: vian finteger} | ch {integer} | isatap f{integer}
| {physical_port_name}

- hostname — pomeHHOE UMSA y3na ceTw;

- poll —BKAtOYaeT onpoc;

- keyid —wpeHTUPMKaATOP KAtOYa.

no sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vlian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname}

YpaneHue cepsepa n3 cnucka NTP-cepsepoB.

clock dhcp timezone

PaspeluaeT nonydeHWe TakMxX AaHHbIX KaK 4acoBOW NOAC U NeTHee
Bpema ot DHCP-cepsepa.

-/3anpelyeHo
no clock dhcp timezone /3ampew,

3anpewaeT NOy4YeHns Ta KUX A3 HHbIX Ka K 4YacoBOM NOAC U neTHee
Bpems oT DHCP-cepBepa.

KomaHOb! pexcuma KoHgpu2ypauuu uHmepgelica

3anpoc KOMaHAHOM CTPOKU B peXnme KoHbUrypaunm nHte pdeinca umeeT cneayowmim BUA:

console (config-if) #

Tabnunua 46 — CnMCcoK KOMaHA, A/1a HAacCTPOMKN CUCTEMHOTO BPEMEHMU B PEXKMME KOHOUTYpauum uHTepodelica

3HavyeHue/3HayeHue
10 yMoAYaHUIO

KomaHda

Aelicmeue

sntp client enable

-/3anpeluyeHo

PaspewaetpaboTy SNTP-KAneHTY, KOTOPbIM NOAAEPKNBAET METOS,
paCCbIIKM NaKEeTOB, NO3BONAIOLWMIA NOCbINATL AaHHbIE YCTPONCTBY
61vKa MLLe My U3 rpyNnbl NONyYaTeIel, a TaKKe LWMPOKoBeLLaTe b
Homy SNTP-KAMeHTY Ha HacTpauBaemom uHTepodeice (Ethemet,
port-channel, VLAN).

no sntp client enable

YcTaHaBAuBaeT3HaveHue no YMONYaHUIO.

lpumepbl 8bINOAHEHUS KOMAHO

OT06pasnTb cUCTEMHOE BpeMS, AaTy U AaHH

console# show clock detail

ble MO YaCOBOW 30He:

15:29:08 PDT (UTC-7) Jun 17 2009

Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:
Acronym is PDT
Recurring every year.

Begins at first Sunday of April at 2:00.
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CraTyc npolecca CMHXPOHU3aLMN BpeMeEHM O0TOBpaXKaeTcsa C NOMOLLbIO AONO/IHUTEIbHO CUMBONA
nepepns3sHayeHNEeM BpemMeHH.

lpumep:

| *15:29:08 PDT (UTC-7) Jun 17 2009

MCHOﬂbBVDTCHCﬂeAyKMuMe0603HaHEHMﬂI

— TOuYKa(.) o3HauaeT, UTo Bpems A0CTOBEPHO, HO HET CUHXPOHM3aLUUK ¢ cepBepom SNTP;
—  OTCYTCTBME CMMBOJ1a 03HAYAET, YTO BPEMSA JOCTOBEPHO U CUHXPOHU3ALLMA eCTb;
— 3Be3404Ka (*) o3HauaeT, YTo BpemMsA He4OCTOBEPHO.

= 334aTb AATy M BPEMA HA CUCTEMHbIX Yacax: 7 mapTa 2009 roaa, 13:32
console# clock set 13:32:00 7 Mar 2009
=  OTo0b6pasuTbcratycnpotokonaSNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status T up
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bblle CUCTEMHOE BPEMA CUHXPOHM3MPOBaHO oT cepeepa 10.10.10.1, nocnegHuii oTBeT
nony4veH B 10:37:38, HecoBnageHWe CUCTEMHOIO BpeMeHM C BpemeHeM Ha cepsepe coctasuno 1.04 c.

5.8 KoHdurypauuma BpemeHHbIX UHTEePBaNoB time-range

KomaHObI pexcuma KoHpu2ypayuu 8pemeHHbIX UHMepaasos

console# configure
console (config) # time-range range name, THe

range_name — cMMBObHbIN (1...32) naeHTMdMKaTOpP BPEMEHHOro MHTEpBasa
console (config-time-range) #

Tabnuua 47 — KomaHabl peXXuma KoHbUrypaumm BpeMEHHOIO MHTEPBana

Komanoa 3Ha4yeHue/3HaveHue Leiicmeue
no ymon4aHuro
absolute {end | start} hh:mm hh:(0..23); 3apaTb Hayano v (MNKn) KoHeL, Bpe MEHHOTO MHTepBasia B ¢opmaTe:
date month year mm: (0..59); Yyac: MMHYTa AeHb MecAL, roa,.
no absolute {end | start} date:(1..31); Ya uTb Bpe Me HHO i UHTE pBaJl.
month: (jan..dec);
year: (2000..2097);
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periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh:(0..23);
mm: (0..59);
weekday: (mon...sun)

3a4aTbBPEMEHHO W MHTE pPBa B TEYEHWNE OAHOTO U3 AHE I He AeNUN WK
Ka’KAoro AHA He genu.

Yaanutb Bpe MeHHO M UHTe pBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh:(0..23);
mm: (0..59);
weekday: (mon...sun)

3apatb BpEMEHHOVI MHTEe pBa/l1 B Te4YeHne He genun.

Ypanutb Bpe Me HHO M MHTe pBa.

5.9 KoHourypauua mHtepdeiicos u VLAN

5.9.1 IMapamempeoi Ethernet-unmepdelicos, Port-Channel u Loopback-

uHmepdgelicos

KomaHOb! pexcuma KoHgpu2ypauuu uHmepgelica (QuanazoHa uHmepaelicos)

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port |
loopback lIoopback id }

console (config-if) #

oob | port-channel group | range {..} |

[aHHbIN peXkMm JOCTyNeH U3 peXMma KOHPUIypauum u npeaHasHayeH gn1s 3agaHmsa napameTpos
KOHOUrypauumn uHTepdeica (nopta KommyTatopa MAM TPynnbl MOPTOB, paboTalolMX B peXkume
pasfaeneHua HarpysKku) 1nbo amManasoHa nHTe pdencos.

Bbibop MHTepdeiica ocyLLecTBAAETCA MPY NOMOLLY KOMaHA;

Tabnuua 48 — KomaHabl Bbibopa MHTepdeica A1 KOMMYTaToOpOB

KomaHda

Ha3HayeHue

interface tengigabitethernet te_port

[na HacTpoikn 10G-uHTe p e icoB.

interface hundredgigabitethernet te_port

[Ons Hactpolikm 100G-uHTe pdelicos.

interface port-channel group

[Lns Ha CTPO MKW rpynn Ka Ha 1oB.

interface oob

[na HacTpoWikm nHTe pdeica ynpasnexHusa (MHTe pdeliic ynpa BaeHm
NPUCYTCTBYET He Ha BCEX KOMMYyTaTOpaXx).

interface loopback /oopback id

LA Ha CTPOVKM BUPTYA /IbHBIX MHTE p e 1coB.

roe:

— group—nopAaKOBbI HOMep rpynbl, 06LLee KOANYECTBO COrNacHo Tabamue 9 (cTpoka «Arperaupa

KaHanos (LAG)»);

— te_port—nopaakosbii Homep 10G-nHTepdelica, 3agaetca s suae: 1..8/0/1.. 32;
— loopback_id —nopsakoBblii HOMep BUPTYanbHOro MHTepdeiica, obLiee KOMYECTBO COrNacHo Tab-
nvue 9 (ctpoka «Konuuecrtso BUpTyanbHbix Loopback-nHrepdeticos»).

3anucb MHTEpdelica

HOMep YCTPOMCTBA B CTEKE

HOMmep cnoTa Homep MHTep delica

1..8/0/1..N

KomaHabl, BBeAEHHble B peXume KOHoOUrypaumm uHTepdelica, NPMMEHSOTCA K BblopaHHOMY

nHTepdeicy.
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HuKe npuBeeHbl KOMaHAbl ANA BXOAa B PeXXMM HacTponKkKn aecatoro Ethernet-untepdeiica (ans

MES5312) nepBOro ycTpoincTBa B CTEKE M BXOAA B PEXKUM HACTPOMKM rpynmnbl KaHanos 1.

console# configure

console (config)# interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1,/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if) #

Bbi60op duanazoHa uHmepgpeliicos OCyLLECTBAAETCA NPU MOMOLLM KOMaHA,:

— interface range tengigabitethernet portlist — pna HacTpoiku guanasoHa tengigabitether-
net-nHTepodeiicos;

— interface range hundredgigabitethernet portlist— npns HacTpoliku ananasoHa hundredgi-
gabitethernet-uxrepodelicos;

— interface range port-channel grouplist— pna HacTpoikM AManasoHa rpynn nopTos.

KomaHapl, BBe 4€HHblE B AaHHOM pexume, NPUMeHAKTCA K Bbl6paHHOMy ANana3oHy UHTe pcl)e 1cos.

Huke npuBeaeHbl KOMaHAbI 415 BXO4A B PeXUM HacTPOMKK auanasoHa Ethernet-untepdeiicos c 1

no 10 (ana MES5312) 1 anaexoaa B PeXKMm HaCTPOMKKU BCeX Fpynn nopTos.

console# configure
console (config)# interface range tengigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config)# interface range hundredgigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config) # interface range port-channel 1-32
console (config-if) #

Tabnuua 49 — KomaHabl pexuma KoHourypaummn nHtepodeincos Ethernet n Port-Channel

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymosn4YaHuto
shutdown BbIK/lOUMTE  KOHOUrypupyemblit uHTepdeiic (Ethernet, port-
-/BKAOYEH channel).
no shutdown BKAOUUTL KOHPUryp Mpye Mbli UHTe p de ic.
description descr descr:(1..64) [obasutb onuca Hue uHTe pdeiica (Ethernet, port-channel).
no description cume0N108/HeT Ypaanutb onucaHue uHTe pdelica.
onuca HuA
speed mode mode: (10, 100, 1000, 3a[aTbCKOPOCTL Ne peaaum gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HaYe HWE MO YMOYaHUIO.
duplex mode 3afaTb pexum gynneKkca uHtepdeiica (NnonHoaynneKkcHoe coean
mode: (full, half)/full HeHWe, NoyaynaeKcHoe coe aAnHe Hue, Ethernet).
no duplex YCTa HOBUTb 3Ha Y€ HME NO YMOIYAHMUIO.
negotiation [capl BK/Ito4a eT aBTOCOrNacoBaHWe AN CKOPOCTU M AynaeKca Ha HacTpa-
[cap2...cap5]] MBa eMoM UHTe pdeiice. Mo XKHO yKa3aTb o Npeaene HHble COBMeCTW
cap:(10f, 10h, 100f, MOCTM NapameTpaaBTOCOr/ia CoBaHUA, e C/IN MNa paMeTpbl He 33aHbl,
100h, 1000f, 10000f) TO NoAAe pKuBatoTcA Bce coBmecTumocTu (Ethernet, port-channel).
no negotiation BbIKAtoYaeT aBTOCOI/IAcOBaHME A1A CKOPOCTU U AynaeKkca Ha

Ha CTpanBaeMoM MHTe p de ice.
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negotiation bypass

negotiation bypass forced

-/long

Pexvm ycTaHOB/MEeHMs CBA3M B 06x04 npoueaypbl aBToOCOMa-
COBaHWA, €CNN MapTHEpP Ha BCTPEYHOW CTOPOHE He OTBeyaeT co
CTaHAaPTHLIM TalMayToMm npoLlecca aBTocorIacoBaHus (negoti-
ationtimeoutlong).

PeXuM yCTaHOB/IEHMA CBA3M B 06Xxo4 npoueaypbl aBTOCOMA-
COBaHMA, €C/IM MapTHEP Ha BCTPEYHOM CTOPOHE He OTBEYaeT C
MMHVMMa JIbHBIM TaiMayTOM MNpoLecca a BTocornacosaHus (negoti-
ationtimeoutshort).

flowcontrol mode

mode: (on, off,

3apaTtb pexum ynpasaeHus notokom flowcontrol (BkitouuTs, oT-
KJIOYMTb WM aBTOCOrNacoBaHue ). AsTocornacosanue flowcontrol
paboTaeT TO/IbKO B C/Ayyae, €C/IM PEeXMM aBTOCOI/1a CoBaHMA

auto)/off negotiation BK/tOYEH Ha HacTpausaemom uHTe pdeiice (Ethemet,
port-channel).
no flowcontrol OTKAOYUTb PeXKMM yrnpa Bae HUA NOTOKOM.
back-pressure Bkntoya et PpyHKLMIO «0BpPaTHOTO AaBaeHMA» Ha HaCTpanBaeMoM
nHtepdeiice (Ethernet).
-/BbIKNOYEH 2L ( )

no back-pressure

BbIKk/OYa eT PyHKLMIO «06Pa THOTO AaB/IEHNUA» HA Ha CTPavBaeMOM
uHTepdeice.

load-average period

no load-average

period:(5..300)/15

YcTaHOBUTb NEPUOS, B TEUEHME KOTOPOro COBMPaeTca CTaTUCTHKa O
HarpysKke Ha UHTe pde vice.

YcTaHOBUTb 3HaYe HMe MO YMONYAHUIO.

unidirectional send-only

no undirectional

-/BbIK/IOY € HO

BKAlOYa eT NOPT, OCHA LLEHHbIN ABYHA NPaBAEHHbIMM Ne MO nepe-
AaT4YMKa MU, B P €KUM O LHO HAaNpaB/IeHHO M Ne peaauyn.

YCTaHOBUTb 3HaYe HMe MO YMONYAHUIO.

KomaHOb!I pexcuma 25106 a76HOU KoHpu2ypayuu

Bua 3anpoca KomaHAHOM CTPOKM B pexume rnobanbHon KoHpurypauumm:

console (config) #

Tabnuua 50 — KomaHabl pexuma obwmx HactpoeK nHtepodeiica Ethernet u Port-Channel

KomaHda

3Ha4yeHue/3HaveHue
Mo yMon4yaHuio

Aelicmeue

port jumbo-frame

no port jumbo-frame

-/3anpelueHo

Pa3pewaeTkommyTatopy pabotaTb ¢ Kagpamm 60bLIOrO pasvepa.
V 3HaueHne maximum transmission unit (MTU) no ymonua-
: Huto 1500 6aitT.
Hactpoiika BCTYynUT B CUYy TONbKO Mocne nepesarpysku
V ycTpoiicTBa.
/ 3HaueHne maximum transmission unit (MTU) npu
V HacTpoiike port jumbo-frame 10240 6aiit.

3anpewaeTKommyTaTopy paboTaTh C Kagpamu 601bWOro pasvepa.

errdisable recovery cause {all |

loopack-detection |
port-security |

dotlx-src-address | acl-deny |

stp-bpdu-guard |
stp-loopback-guard | udid |

storm-control | link-flapping}

-/3anpeueHo

BKNOYMTbL @ BTOMATUYECKYH aKTUBaL MO UHTE pde ica nocnie ero oT-
KNHOYE HYA B Ce AYIOLLMX CAyYa aX:

- loopback-detection — 06Ha pykeHue neTenb;

- port-security — Ha pywe H1e be3onacHoCcTU Ans port security;

- dotlx-src-address — He NP OXO KA eHWe ayTe HTUPMKALL UM, OCHOBAH-
Hol Ha MAC-aapecax nonb3oBaTtenei;

- acl-deny — He cooTBeTcTBME cnnckam goctyna (ACL);

- stp-bpdu-guard — akTuBa uma 3a wutbl BPDU Guard (nepeaava He-
Ca HKLMOHMPOBaHHOTO NaKeTa BPDU yepes uHTe pdeiic);

- stp-loopback-guard — 06Ha py»ke Hue netenb NpoTokonomSTP;
-udld — akTuBa uma 3awmtbl UDLD;

- storm-control — 3awWuTa OT «WTOPMa» 4N Pa3AUYHOrO TpaduKa;
- link-flapping — dnannuHr anHka.
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no errdisable recovery cause
{all | loopack-detection |
port-security |
dotl1x-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}

YCTaHOBUTb 3Ha4Ye HME No YMO I4aHUIO.

errdisable recovery interval
seconds

no errdisable recovery interval

seconds:
(30..86400)/300 ceKyHz,

YCTaHOBUTb BpeMEHHOM MHTE pPBan ANA a BTOMATUYECKOro Mo BsTop-
HOTO BKJ/ItOYE HUs MHTe p delica.

YcTaHOBUTb 3HaYe HME MO YMONYAHUIO.

snmp trap link-status

no snmp trap link-status

-/BKAOYE HO

Bkntouaer oTnpaBky SNMP trap-coobueHuin 0 cOCTOAHUN UHTE p-
e CHbIX IMHKOB.

OTkntoya et oTnpaBKy SNMP tra p-coobuieHui.

default interface [range] {ip
ip_address | oob |
TenGigabitEthernet te_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback /oopback_id | Vlan
vlan_id}

ip_address:A.B.C.D;
te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacCTpoeK UHTe pdelica UauM rpynnbl MHTe pde NcoB Ha 3Ha Ye-
HUWA, yCTa HOBJ/IE HHbIE MO YMO14a HULO.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexkmume EXEC:

console#

Tabnuua 51 — KomaHabl pexknma EXEC

KomaHda

3HayeHue/3Ha4yeHue
Mo yMonYaHuro

Aelicmeue

clear counters

COpOC CTAaTUCTUKM ANA BCEX UHTE pde coB.

clear counters {oob |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group

te_port: (1..8/0/1..32);
group:(1..32)

CObpocC CTaTUCTUKM ANA uHTe pde ica.

set interface active {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

AKTUBMPYET NOPT WAKN TPYNMYy MOPTOB, BbIKAOYE HHbIX KOMa HAOW
shutdown.

show interfaces configuration
{oob | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

MNMoKa3aTbKOHPUrypa umo uHTe p de iMcos.

show interfaces status

MoKa3aTbCoCToAHME BCeX MHTE pde McoB.

show interfaces status {oob |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

Moka3aTbcocTtoaHue Ethernet-nopta, rpynnbl nopTos.

show interfaces advertise

MoKa3aTb NapameTpbl aBTOCOM1a COBaHUA, 06bABAEHHbIE ANA BEX
UHTe pde icoB.

show interfaces advertise
{oob | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

MoKa3aTb mMapameTpbl aBTOCOMIAcOBaHWA, O6bABAEHHblE ANA
Ethernet-nopta, rpynnsi nopTos.

show interfaces description

MoKa3aTbonuca HUA BCeX UHTE pdelicoB.
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show interfaces description
{oob | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

Moka3aTbonucaHue Ethernet-nopTa, rpynnbi nopToB.

show interfaces counters

MoKa3aTb CTaTUCTMKY AN15 BCEX MHTE pde iCcoB.

show interfaces counters

{oob | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

MoKa3aTb CTaTUCTMKY ANA UHTe pdeiica.

show interfaces utilization

MoKa3aTbCTAaTUCTMKY NO Harpy3Ke 414 BCE X UHTe pdelicoB.

show interfaces utilization
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

MoKa3aTbCTAaTUCTMKY NO Harpy3Ke ana Ethernet-uHtepdeiica.

show interfaces
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port:
(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

MoKa3aTb CBOAHYIO MH(O PMA LMIO O COCTOAHUM, Ha CTPO MKe U CTaTh
CTUKe nopTa.

show ports jumbo-frame

MoKa3aTbHacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb Ha CTPOMKM ANA @ BTOMATUYECKOW NOBTOPHOM aKTUBaLym
nopTa.

show errdisable interfaces {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

MoKa3aTb NPUYNHY OTK/IKOUE HWA MOPTA, FPYNMbl NOPTOB U COCTOS-
HMe aBTOMATMYECKOM a KTUBaLWM.

[pumepbl 8bIM0AHEHUS KOMAHO.

* TloKasaTb COCTOAAHWE UHTEPOENCOB:

console# show interfaces status

Flow Link Back Mdix
Port Type Duplex Speed Neg ctrl State Pressure Mode
Port Mode
tel/0/3 10G-Fiber Full 1000 Disabled Off Up Disabled Off
Access
tel/0/4 10G-Fiber - -- -= -- Down - -
Access
tel/0/5 10G-Fiber -= -= -= --  Down -= -=
Access
tel/0/6 10G-Fiber -— - - -— Down - -
Access
tel/0/7 10G-Fiber -= -= -= --  Down -= -=
Access
tel/0/8 10G-Fiber -— -= -- --  Down -— -=
Access
tel/0/9 10G-Fiber -= -= -= --  Down -= -=
Access
tel/0/10 10G-Fiber -— -— -- --  Down -= -—
Access
tel/0/11 10G-Fiber -= -= -= --  Down -= -=
Access
tel/0/12 10G-Fiber -— -— -- --  Down -= -—
Access

Flow Link

Ch Type Duplex Speed Neg control State
Pol - - - -- - Not Present
Po2 -= - - -= - Not Present
Po3 -— - - -= - Not Present
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Po4 - -= -= -= -= Not Present
Pob5 - - -= -- - Not Present
Po6 -= - - -= - Not Present
Po7 - -= -= -= -= Not Present
Po8 —— — - -— -= Not Present
Po9 -= - - -= - Not Present
Pol0 —— — - -— —-= Not Present
Poll —— — - -= -= Not Present
Pol?2 — - - -— -= Not Present
Pol3 -= - - -= - Not Present
Pol4 -= - - -= - Not Present
Pol5 — — - -— -= Not Present
Pol6 —— - - -— -= Not Present
Pol7 - - -= -- - Not Present
Pol8 —— — - -— -= Not Present
Pol9 —— — - -= -= Not Present
Po20 -= - - -= - Not Present
Po21 -= - - -= - Not Present
Po22 —— — - -— —-= Not Present
Po23 —— — - -— -= Not Present
Po24 -= - - -= - Not Present
Po25 - - - -= - Not Present
Po26 —— — - - = -= Not Present
Po27 —— — - -— -= Not Present
Po28 -= - - -= - Not Present
Po29 - - - -= - Not Present
Po30 —— — - - = -= Not Present
Po31 -— - - -- - Not Present
Po32 -= - - -= - Not Present
Link
Oob Type Duplex Speed Neg State
oob 1G-Copper -- -- -- Down

ﬂoxaaaTbnapameprlaBTocornacosaHMﬂ:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled - -
tel/0/4 10G-Fiber Disabled - -
tel/0/5 10G-Fiber Disabled - -
tel/0/6 10G-Fiber Disabled - -
tel/0/7 10G-Fiber Disabled - -
tel/0/8 10G-Fiber Disabled - -
tel/0/9 10G-Fiber Disabled - -
tel/0/10 10G-Fiber Disabled - -
tel/0/11 10G-Fiber Disabled - -
tel/0/12 10G-Fiber Disabled -- -—
Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave -
Po2 Unknown Enabled Slave --
Po3 Unknown Enabled Slave -
Po4 Unknown Enabled Slave -
Po5 Unknown Enabled Slave -
Po6 Unknown Enabled Slave --
Po7 Un known Enabled Slave -
Po8 Unknown Enabled Slave -
Po9 Unknown Enabled Slave -
Pol0 Unknown Enabled Slave --
Poll Unknown Enabled Slave -
Pol2 Unknown Enabled Slave -
Pol3 Unknown Enabled Slave -
Pol4 Un known Enabled Slave -
Pol5 Unknown Enabled Slave -
Polo6 Unknown Enabled Slave -
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Pol7 Unknown Enabled Slave -
Pol8 Unknown Enabled Slave -
Pol9 Unknown Enabled Slave -
Po20 Unknown Enabled Slave -
Po21 Unknown Enabled Slave -
Po22 Unknown Enabled Slave -
Po23 Unknown Enabled Slave -
Po24 Unknown Enabled Slave -
Po25 Unknown Enabled Slave -
Po26 Unknown Enabled Slave -
Po27 Unknown Enabled Slave -
Po28 Unknown Enabled Slave -
Po29 Unknown Enabled Slave --
Po30 Unknown Enabled Slave -
Po31l Unknown Enabled Slave -
Po32 Unknown Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G- Enabled -

MoKa3aTb CTaTUCTUKY NO UHTepdecam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

0OO0B InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

= [lokasaTb CTaTUCTMKY MO rpynne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts
Pol 111 0 0
Ch OutUcastPkts OutMcastPkts OutBcastPkts

InOctets
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Pol 0 6 3 912

Alignment Errors: 0

FCS Errors: O

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0

Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: 0
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

= [lokasaTb HacTPoOIKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnnua 52 — OnucaHue cHeTYNKOB

Cuem4uk OnucaHue
InOctets KonunyectBo npuHATLIX 6anTOB.
InUcastPkts KonunyecTBo NpUHATLIX OAHOAAPECHbIX MaKeTOoB.
InMcastPkts KonunyecTBo NPUHATBIX MHOrOaApecHbIX NaKeTOB.
InBcastPkts KonunyecTBO NPUHATBIX LWMPOKOBELLATE/bHbIX MaKeToB.
OutOctets KonnyecTtBo nepegaHHbix 6anToB.
OutUcastPkts KonunuectBo nepefaHHbIX O4HOAAPECHbIX NAaKETOB.
OutMcastPkts KonunyectBo nepegaHHbIX MHOrOaZpecHbIX MAaKeTOB.
OutBcastPkts Konunyectso nepefaHHbIX WMPOKOBELWATENIbHbIX MaKeTOB.
Alignment Errors Ko/ainyecTBO NPMHATLIX KaApOB C HapYyLEHHOW Le0CTHOCTbIO (C KoinYecTBOM 6alT He

COOTBETCTBYIOLLUM OJINHE) U HE NPOLUEALUNX MPOBEPKY KOHTPOJ/bHON cymmbl (FCS).

FCS Errors KonmyecTBo NpUHATbLIX KaZApOB C KOAMYECTBOM 6aWT, COOTBETCTBYIOWMM OJIMHE, HO He
npoLeawmnx NpoBepKy KOHTpobHOM cymmbl (FCS).

Single Collision Frames | KonnyecTBO KagpoB, BOB/IEYEHHbIX B €4MHUYHYIO KO/IM3UIO, HO BMOC/AEACTBUMU nepe-
JaHHbIX yCMewHo.

Multiple Collision Frames | KonnyecTBo KagpoBs, BOBAeUYEHHbIX 6o/see Yem B OAHY KON/IM3MIO, HO BNOC/AeACTBUM Me-
pefaHHbIX YCMneLwHo.

Deferred Transmissions | KonnyecTBo KaApoB, 418 KOTOPbIX NepBas NOMbITKA Nepeaayn OTN0MKeHa M3-3a 3aHATO-
CTV cpeabl Nnepegaun.

Late Collisions KonuuecTBo cnyyaes, Korga Konamnsusa 3adpuKcMposaHa Nnocsie Toro, Kak B KaHaa CBA3M
y)Ke bbbl nepegaHbl nepsble 64 6anT (slotTime) nakera.

Excessive Collisions KonnyecTBo Kagpos, KOTOpble He 6binM NnepegaHbl U3-3a U36bITOYHOrO KOAMYECTBA KO-
NU3ni.
Carrier Sense Errors KonunyecTBo cnyvyaes, Korfa COCTOSSHME KOHTPOANA Hecyllein bblno notepsaHo, AMbo He

YTBEPXKAEHO MPU NOMNbITKE Nepesayn Kagpa.

Oversize Packets KonnuecTBo NPUHATbLIX NAaKETOB, pa3mep KOTOPbIX NPEBbIWaeT MaKCMMabHbI paspe-
LWEeHHbIA pa3mep Kagpa.

Internal MAC Rx Errors KonunyecTBo Kaapos, KOTOpble He BblY NPUHATbLI YCNELWHO U3-3a BHYTPEHHeN ownbKu
npuema Ha yposHe MAC.
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Symbol Errors

[na nntepodeiica, pabotatowero B pexkume 100 M6/c — KonmuecTso caydyaes, Korga
UMenca HeaoNyCTUMbIM CMUMBO/ AQHHbIX, B TO BPeMA Kak NpaBuibHaA Hecylan bbina
npeactasneHa.

[na nntepodeiica, paboTatowero B noayaynaekcHom pexunme 1000 M6/c — Konunuectso
C/ly4aeB, KOTZa CPeacTBa NpMema 3aHATbl B TEYEHWE BPEMEHU, PaBHOMY UK Bosbluemy
yem pasmep cnoTa (slotTime), M B Te4eHNE KOTOPOro MMesnocb XoTA 6bl 0gHO cobbITHE,
KoTopoe 3acTaBnseT PHY BbigaBaTb OWKMOKY npuema gaHHbix (Data reception error) unu
owmnbky Hecyuwel (Carrier extend error) Ha GMII.

[ns nHtepodeiica, paboTatowwero B NoJaHOM aynaekcHom pexunme 1000 M6/c — konumue-
CTBO C/1yYaeB, KOrga cpeacTBa NpuMema 3aHATbl B TEYEHUE BPEMEHU, paBHOMY UK H60/b-
Wemy YeM MUHUMAZIbHBIN pasmep Kagpa (minFrameSize), 1 B Te4eHUE KOTOPOro ume-
nocb xoTa 66l 0oaHO cobbiTHe, KoTopoe 3acTasnaeT PHY BblgaBaTh owmbKy npuema AaH-
Hbix (Data reception error) Ha GMII.

Received Pause Frames

Konnuectso npuHAaTbix ynpasaatowmx MAC-kagpos ¢ kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konunyectso nepepaHHbix ynpasnawowmx MAC-kagpos ¢ kogom onepaumn PAUSE.

5.9.2 Hacmpoiika VLAN u pexcumos Kommymayuu uHmepdgelicos

KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

Bua 3anpoca KoMaHAHOM CTPOKM B peXknme rnobanbHoM KoHOUrypaumm:

console (config) #

Tabnuua 53 — KomaHabl pexuma rnobanbHOM KoHbUrypaLmm

KomaHda

3HayeHue/3HayeHue

Aelicmeue
o yMoAYaHUo

vlan database

- MepeiiTn B pekum KoHourypa umm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove VLAN-
list | except VLANIist | none}

- add — no6aBuTb yka3aHHble VLAN ID B nepeyeHb 3anpeLleHHbIX
LA BHYTPEHHEro UCNONb30Ba HUA;

- remove — yaanutb yka3saHHble VLAN ID 13 nepeyHsa 3anpeLleH
HbIX AN BHYTPEHHEero UCMNO0/1b30BaHUA;

- except — 5,062 BUTb B Ne peyeHb 3a NP eLEeHHbIX AN BHYTPE HHEro
ncnonb3osaHuA Bce VLAN ID, 33 UCKAOYEHNEM yKa 3aHHbIX B Kave-
CTBe NMapameTpa;

- none —o4uncTutb NnepeyeHb VLANID, 3anpeLLeHHbIX ANA BHYTPpeH-
Hero MCnoJ/1b30BaHUA.

VLANIist: (2..4094)

vlan mode {basic | tr101}

BKAOYNTL BO3MOKHOCTb A,006aBNeHNA Ha PM3UYE CKOM UHTE P-

-/basic
/ deice B pexxume customer cpasy asyx uaeHtuomnkatopos VLAN.

KomaHObI pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B perkume KoHdurypaumm VLAN:

console# configure
console (config)# vlan database
console (config-vlan) #

JaHHbIN peXxnm OOCTyNneH U3 perkMma r1o6anbHOM KOHOUIypauun 1 npegHasHayeH anda 3agaHusa
napameTpoB KoH$urypaumm VLAN.
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Tabnnua 54 — KomaHabl pexmma KoHdurypaumm VLAN

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name:(1..32)
cmBoNa

[Oo6asutb VLAN namn Heckonbko VLAN.

Yaanutb VLAN nnm He ckonbKo VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, l1cOther);
ethernetgroup:
(1..2147483647);

MpuBA3aTb NPOTOKOA K rpynne npOTOKOJIOB, aCCOLLMUMPOBaHHbIX
BMecTe.

Yaanutb npuBA3Ky.
*- Homep npoToKona (16 6ur).

map mac mac_address {host |
mask} macs-group group

MNpueasaTtb MAC-agpec nan gmnanasoH MAC-aapecos no macke K
rpynne MAC-aapecos.

mask: (9..48)
no map mac mac_address Ypaanutb npuBA3KY.
{host | mask}
map subnet ip_address mask MpueasaTb IP-agpec nan ananasoH |P-agpecoB No macke K rpynne
subnets-grou rou, IP-appecos.
group_group mask: (1..32); AP

no mapsubnet ip_address
mask

group:(1..2147483647)

Yaa nutb NpuBA3KY.

KomaHOb!I pexcuma KoHgpuaypauuu uHmepgbelica (QuanasoHa uHmepgelticos) VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B pexnme KoHoUrypaumm nHtepoeica VLAN:

console# configure

console (config)# interface {vlan vlan id |range vlan VLANIist}
console (config-if) #

JaHHbIN peXXMm JOCTYMeH U3 peXMma KOHPUIypauum u npegHasHayeH 4aa 3a4aHma napameTpos
KOHUrypaumm nutepoeiica VLAN nubo ananasoHa nHTe pdeiicos.

Bbibop MHTepdeiica ocyecTBAAETCA NPU MOMOLLM KOMaHAbI

interface vlan vlan id

Bbibop AnanasoHa nHTe pdencoB ocyLeCcTBAAETCA MPU MOMOLLM KOMaHOp!

interface range vlan VLANIist

HuKe nprBeseHbl KOMaHAbI 418 BXO4A B PEXKMM HAacTpoliku nHTepdeica VLAN 1 u Bxoga B pexkim

HacTpolkuMrpynnel VLAN 1, 3, 7.

console# configure

console (config)# interface vlan 1

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #
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Tabnuua 55 — KomaHab! perkuma KoHourypaumm uHtepoeiica VLAN

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda Aelicmeue

name name name:(1..32) [o6asutb nma VLAN.

no name CMMBOIOB/UMA YCTaHOBUTb 3Ha Y€ HUE MO YMOIYAHUIO.

COOTBETCTBYETHOME PY
VLAN

KomaHObI pexcuma KoHguaypauuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet, uHmep-

gelca 2pynnel NOpmMos

Bua 3anpoca KOMaHAHOW CTPOKKU B perkume KoHourypaumm mHtepdeiica Ethernet, uHtepdeiica

rpynnbi NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |
hundredgigabitethernet hu port | oob | port-channel group | range {..}}
console (config-if) #

JaHHbIN peXXum JOCTYNeH U3 peXMma KOHPUIypauum u npeaHasHayeH 415 3agaHusa napameTpos

KOHdUrypauumn uHTepdeiica (Nnopta KoMMyTaTopa WMAM Tpynnbl NopTos, paboTaloWMX B pexume
paszeneHus Harpysku) 1Mbo AvanasoHa MHTepPdecoB.

MopT MorKeT paboTaTb B YETbIPEX PEKMMAX:

— access— vHTepdelic 4oCTyna— HEeTerMpoBaHHbIM MHTepdelic gha ogHol VLAN;
— trunk — nHTepdodelic, NPMHUMAIOLLMIN TONBbKO TETMPOBAHHbIM TpaduUK, 32 UCKIHOYEHNEM Of-
Horo VLAN, KoTopblii MOXKeT bbiTb lI06aBNAEH CMOMOLLbIO KOMaHAbl switchport trunk native

vian;

— general—wHTepdeincc nonHom noaaepkoi 802.1q, NpUHUMAET KaK TerMpOBaHHbIM, Tak U
HeTerMpoBaHHbI TpaduK;
— customer—Q-in-QuHTepodeiic.

Tabnuua 56 — KomaHabl perkuma KoHdurypaumm uHtepoetica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
10 yMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apaTtbpexum paboTol nopTa B VLAN.
- mode —pexum paboTbli nopTa B VLAN.

YCTaHOBUTb 3Ha4Ye HME No YMO IYaHUIO.

switchport access vlanvian_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asutb VLAN ana uHte pdeitca gocryna.
-vlan_id — vipe HTUdMKa LMOHHBIN Home p VLAN.

YCTaHOBUTb 3HAaYe HXe Mo YMO/IHaHUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

-/I'Ip MHMMa Tb BCe TUMbI
Kagpos

MpuHMUMa Tb Ha MHTEe pde iice TONbKO Kagpbl onpeaene HHOTro TUNa :
- untagged-only — TO/IbKO HETErMPOBaHHbIE;
- all — Bce kaapeobl.

MpWHUMaTb Ha UHTe pde iice BCe TUMbI Ka APOB.

switchport trunk allowed vlan
vlan_list

no switchport trunk allowed
vian

vlan_list: (2..4094)

YKa3zaTtb cnmucok VLAN ana uHte pdeitca.
- vlan_list— cnncok VLAN ID. Anana3oH Home poB VLAN MOXHO 3a-
AaTb Nepeyncie HUe M Yepes 3anATYH WM YKa 3aTb HaYaIbHOE U KO-
HeYyHoe 3Ha4eHus guana3oHa vyepes geduc"-".
V? Tekywmii cnucok VLAN Ha uHTepdeiice 6yaet 3ameHEH Ha
" YKasaHHbI B KOMaHAe.

Ynanutb cnncok VLAN ansa nHte pdeitca.
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switchport trunk allowed vlan
add vian_list

switchport trunk allowed vilan
remove vian_list

vlan_list: (2..4094, all)

[o6asutb cncok VLAN ansa unte poeica K Tekywmm VLAN.

- vlan_list— cnncok VLAN ID. Anana3oH Home poB VLAN MO3KHO 3a-
AaTb Nepeyncie Hue M Yepes 3anATYI WM yYKa 3aTb HaYabHOE U KO-
HeYyHoe 3HayeHMs Anana3oHa Yyepes geduc "-".

Ynanutb cnincok VLAN ans nHte pdeica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vilan

vlan_id:(1..4094)/1

[Oob6asnaeTHomep VLAN B kKauectse Default VLAN gns gaHHOTro MH-
Tepdeiica. Becb HeTerMpoBaHHbIN Tpa GMK, NOCTYNA OLWMI HA AaH
HbIli MOPT, onpeaenserca B AaHHy0 VLAN.

-vlan_id — vipe HTUdMKa LMOHHBIN Home p VLAN.

YCcTaHOBUTb 3HaYe HME MO0 YMONYAHUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vilan all

-/BbIK/IOY € HO

ABTOMaTU4eckun fobasnser Bce aocTynHble VLAN ans gaHHOTO UH
Tepdeiica.

OTKNtoYa eT aBTOMaTuYeckoe aobaeneHune VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlian_list: (2..4094, all)

[obasutb cnucok VLAN ana uHtepoeiica.

- tagged — nopTt byaeT nepenaBaTb TEMMPOBaHHbIE NaKeTbl 4/A
VLAN;

- untagged — nopT 6yzeT ne peaBaTbh HETEMMP OBaHHbIE MAKeTbl 4/1A
VLAN.

-vlan_list—cnucok VLAN ID. inana3oH VLAN MOXKHO 3a gaTb nepe-
YucAeHWeM Yepes 3anaATylo UM YKa3aTb HaYaNbHOe U KOHeYHoe
3HayeHWs AMana3oHa yepes geduc "-".

Ypanutb cnincok VLAN ans nHte pdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id:(1..4094)/1—
ecanycraHosneH VLAN
N0 yMO/14a HUKO

[o6asutb uaeHTupmkaTop VLAN nopta (PVID) anAa OCHOBHOTO UH
Tepdeitca.
-vlan_id — vaeHTUOMKa LMOHHBIN Home p VLAN nopTa.

YcTaHOBUTb 3HaYe HWe no YMO4aHUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpaumn
BK/lOYEHa

BbIKNOYUTb ANA OCHOBHOTO MHTEpdeiica GpuUAbTPa LU0 BXO AALLWMX
nakeToBHA OCHOBE MPUCBOEHHOTO MM 3Ha4YeHua VLAN ID.

BK/IOUYUTL A1 OCHOBHOTO MHTE pdeica GUbTpaLmio BXOAALLMX Na-
KeTOB Ha OCHOBe MPUCBOEHHOTo UM 3HayeHuA VLAN ID.

Ecan ¢unbTpauma BKAKOYEHA, M NaKeT He BxoauT B rpynny VLAN c
NnpUcBOEe HHbIM NaKkeTy 3HayeHnem VLAN ID, To nakeT oTbpacsisa-
eTcA.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHMMa Tb BCE TUMbI
Kagpos

MpWHUMaTb Ha UHTe pde iice TONbKO Kaapbl onpeaene HHOro TMna:
- tagged-only — TONIbKO TEMPOBaHHbIE;

- untagged-only — TONbKO He TerMpOBaHHbIE;

- all — Bce kagpbl.

MpuHMMaTb Ha MHTe p deiice BCe TUMbI Ka 4POB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHOoBUTbL NpaBuno Knaccudmkaumm VLAN ana nHtepdelica, oc
HOBa HHOE Ha MPMBA3KE K NPOTOKOY.

- group — naeHTUOUKA LLMO HHbI HOMe p rpyNNbl;

-vlan_id — nae HTUPMKA LMOHHbIM Home p VLAN.

Yaanutb npaBUNO Kna ccuduka umm.

switchport general map
macs-group group vlanvian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:(1..2147483647)

YcTaHOBUTL NpaBuao kKnaccudukaumm VLAN ans nHte pdeltica, oc-
HOoBaHHOe Ha npusAske kK MAC-a gpecy.

- group — vae HTUOUKa LMo HHbI HOMe p rpynnbl;

-vlan_id — vaeHTUOMKa LMOHHBIN Home p VLAN.

Yaanutb NpaBuio Kna ccudmka umu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group:(1..2147483647)

YcTaHOBUTL NpaBuao Knaccuoduka umm VLAN ana nHtepoeiica, oc-
HOBaHHOE Ha NPUBA3KE K NPOTOKOAY.

- group — vaeHTUOUKA LLMOHHBI HOME P FPYNMbI;

-vlan_id — vipe HTUdMKa LMOHHBIN Home p VLAN.

Ypanutb NnpaBuAo Knaccuomka upn.
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switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group:(1..2147483647)

YcTaHOBUTL NpaBuao Knaccudukaumm VLAN ans nHte pdetica, oc-
HOBaHHOe Ha npusA3Ke K |P-agpecy.

Yaanute npaBuAo Kia ccuduka Lmm.

switchport customer vlan
vlan_id

switchport customer vlan
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id:(1..4094)/1

[o6asutb VLAN ana Nno/b30BaTeNbCKOTO MHTE p delica.
-vlan_id — naeHTuduKa LnoHHbIN Home p VLAN.

[lo6aBuUTb K BXOAALLMM HETE TMPOBAHHBIM Ma KETaM Ha KJIME HTCKOM
nopTy BHyTpeHHui 802.1q 3aronosok — C-VLAN (inner-van) u
BHe WHUi 802.1g 3aro/sI0BOK, COAEPKALLMIA pvid 4,0 NOAHUTE NbHON
VLAN (S-VLAN).
[na pabotbl 3TOI KOMaHAbl HE06X0AUMO BKAOYUTDL FN10-
- 6anbHO pexxum «vian mode tr101».

YcTaHOBUTb 3HaYe HWe no YMONTHaHUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelsaeT NpMHMMaTb MHOrOaApecHbIM TpaduK M3 yKa3aHHbIX
VLAN (He asnatowmxca VLAN noab3oBaTeNbCKoro MHTe pde iica) Ha
Ha CTpaunBaemMom UHTe pdeiice, COBMECTHO C NO/Ib30BaTENAMMU APY-
TMX NOJIb30BATE/NIbCKUX MOPTOB, MPUHMMA OLLMX MHOTOA [P €CHbI
TpaduK 13 Aa HHbIX VLAN.

-vlan_list —cnucok VLAN ID. Avana3oH VLAN mMmoXHO 3aaaTb nepe-
YUCNEHWEM Yepes 3aNATY0 MAKN YKa3aTb Ha4aslbHOe U KOHeYHoe
3HayeHua guana3oHa vyepes geduc"-".

3anpelwaeT NPUHMMATb MHOTOA AP ECHbIM Tpa PUK Ha Ha cTpavBae-
MOM MHTe pdetice.

switchport protected-port

no switchport protected-port

-/BbIKAOYE HO

MepeBoAUT MOPT B PEKUM U30NALMUN BHYTPU FPYNMbl NOPTOB.

BoccTaHaBnmMBaeT 3HaYeHNe No yMOTHaHUIO.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonyaHuo
YNeHCTBO B e PONTHOM
VLAN paspeLeHo

3anpeTutbaobasneHune gedontHoi VLAN nopTy.

YCTaHOBUTb 3HaYe HXe Mo YMO/IHaHUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT Kak Termpyrowmii B ae ontHo i VLAN.

YCcTaHOBUTb 3HaYe HMe MO0 YMONYAHUIO.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
NCXO AALWMX C 4@ HHOTO MHTe pde ica.

Donyctumbie 3HavyeHusa EtherType cm. MpunoxkeHue B.
e Noapep:kmuBaemble 3HayeHus Ethertype.

3ameHuTb ethertype ucxoaslLero ¢ uHTe pde iica NaKeTta Ha 3Ha-
YeHME MO YMOYa HUIO.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

[o6asutb TPID B Tabnuuy knaccudurkatopos VLAN.
Donyctumbie 3HauyeHus EtherType cm. MpunoxkeHue B.
oo Noapep:kuBaemble 3HaueHus Ethertype.

switchport dotlq ethertype
ingress stag remove ethertype

Yaanutb TPID 13 Ta 6nunubl kKnaccudurkatopos VLAN.

KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTpOKM perkmma Privileged EXEC:

console#

Tabnuua 57 — Komanab! perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
0 yMoAYaHUIo

Aelicmeue

show vlan

Moka3aTbuHbo pma umto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

Moka3aTbuHpopma umto no VLAN, nounck no ngeHTupmKaTopy.

show vlan internal usage

Moka3aTb cnucoK VLAN anAa BHyTpeHHEero UCNo/b30BaHUA KOMMY-
TaTOPOM.
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KomaHOob! pexcuma EXEC

Bua 3anpoca KomaHOHOM CTPOKM perkmma EXEC:

console#

Tabnuua 58 — KomaHabl pexuma EXEC

KomaHda

3HaveHue/3HavyeHue
o yMmon4yaHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

lMoKa3aTb NOPTbI-UCTOYHMKM U MPUE MHUKU MHOTOAApecHOro Tpa-
duKka B gaHHOM VLAN. MopTbl ICTOYHUKM MOTYT KaK nepesaBaTts,

TaK M NPUHUMA Tb MHOTOa AP eCcHbIVi TpaduK.

show vlan protocols-groups

MoKa3aTbMHPOPMa L0 O rpynnax NpOTOKONOB.

show vlan macs-groups

Moka3aTbuHPo pma umto o rpynnax MAC-a apecos.

show interfaces switchport {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

Moka3aTbKoHdUrypa umio nopTa, rpynnbl NOPTOB.

show interfaces
protected-ports
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

MNMoKa3aTb cocToAHME NOPTOB: B pexume Private VLAN Edge, B
private-vlan-edge-coobuiecTse.

[Mpumepbl 8bI1NMOAHEHUA KOMAHO

= [lokasaTb MHpopmauuto o Bcex VLAN:

console# show wvlan

Created by: D-Default, S-Static, G-GVRP,
Vlan Name Tagged Ports
1 1

2 2

3 3

4 4

5 5

6 6

8 8

UnTagged Ports

tel/0/1-12

Pol-16

R-Radius Assigned VLAN, V-Voice VLAN

Created by

0N n nn 1 n

MoKaszaTb NOPTblI UCTOYHWUKM U NPUEMHUKN MHOTFoaapecHoro TpadmKka s VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports

Receiver ports:

tel/1
te0/2,te0/4,te0/8

= [loKas3aTb MHPOPMaLMIO O rpynnax NPOTOKO/0B:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet
0x806 (ARP) Ethernet
0x86dd (IPvo) Ethernet
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» [loka3aTtb KoHOUrypaumio nopta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) no3BosisieT NpoM3BOAUTb pasrpaHMyeHne TpaduKka Ha BTOPOM
yposHe mozenu OSI mexKay nopTamm KOMMYTATOpPa, KOTOPble HAXOAATCA B OHOM LUMPOKOBE LLLaTe IbHOM
JomeHe.

— Ha KommyTaTopax MoXeT 6bITb CKOHOUIypupoBaHo TpMTMNa PVLAN nopToB: promiscuous —
NnopT, KOTOPbIM cnocobeH obMeHMBaTbCA AAHHbIMU MeEXKAY NbbIMU WHTEpPdEecamy,
BKAtouanisolated mcommunity-noptbl PVLAN;

— isolated —nopT, KOTOPbIN NOSHOCTbIO U30/IMPOBAH OT APYrMX MOPTOB BHYTPU OAHOTO U TOMO
*e PVLAN, HO He oT promiscuous-noptoB. PVLANbI 610K1pPYIOT BECb TpaduK, Maywui B
CTOpOHY isolated-noproB, Kpome TpaduKa CO CTOPOHbI Promiscuous-nopToB; NaKeTbl CO
CTOpOHbIisolated-nopToB MoryT nepeaaBaTbCA TO/IbLKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna nopToB, KOTOPbIe MOryT 06MeHMBATbLCA AaHHbIMU MeXay cobon K
promiscuous-nopTamu, 3Tm nHTe pdelicbl OTAeIeHbl HA BTOPOM YpoBHe moaenn OSI oT Beex
OCTaNbHbIX cOmmunity MHTepdeincos, a Tak:Ke isolated-noptos BHyTpu PVLAN.
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Mpougecc BbINOAHEHUS GYHKLMMU AONOJAHUTENBHOIO Pa3ae/ieHUs MOPTOB C NOMOLLBIO TE€XHO0MM
Private VLAN npeacrtasneH Ha pucyHKe 30.

Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
' A

OO0 O

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 30 — Mpumep paboTbl TexHonornu Private VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B peXnme KoHourypaunmn nntepdeiica Ethernet, uHTepodeiica Vian,
nHTepdenca rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group | range {..} | vlan
vlian id}

console (config-if) #

Tabnuua 59 — KomaHabl pexuma KoHourypaumm nHtepdeinca Ethernet

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro
switchport mode private-vlan 3apaTbpexumpaboTbli nopTta B VLAN.
{promiscuous | host} -
no switchport mode YCTa HOBUTb 3HaYe HUE MO YMOYAHUIO.
switchport private-vlan [Oobasutb (yoanutb) ocHoBHyto W BTOopocTeneHHble VLAN Ha
mapping primary_vian [add | primary_vlan: promiscuous uHTe pde ic.
remove secondary_vlan] (1..4094); J‘ Ha opuH promiscuous uHTepdeiic Henb3a f06aBUTb
secondary_vlan: ¥ Gonbwe oAHol primary vian.
no switchport private-vlan (1..4094) Y12 ITb OCHOBHYIO U BTOpOCTEeneHHble VLAN.
mapping
switchport private-vlan [o6asutb primaryusecondary vlan Ha host nHte pde ic.
host-association primary_vlan primary_vlan: (1..4094) /| HaopuH host uHTepoeiic Henb3a pob6aeBnTL Gonbe
secondary_vlan secondary_vlan: ¥ opHoit secondary vlan.
no switchport private-vlan (1..4094) YpanuTb 0OCHOBHYIO M BTOpocTeneHHble VLAN.
host-association
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Tabnuua 60 — KomaHab! perkuma KoHourypauum uHTepoeiica VLAN

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKAtoUUTL Mexa Hu3m Private VLAN v 3a aaTb TUN uHTe pdeiica.

OTKNOYUTb Mexa HM3M Private VLAN.

private-vlan association [add |
remove]

no private-vlan association

secondary_vlan
(1..4094)

[o6aButhb (yaanuts) npueasky BTopocteneHHo i VLAN K 0CHOBHOM.
HacTtpotika npume HUMa TobKo Ana primary VLAN.

Ypanutb npusasky BTopocteneHHon VLAN K OCHOBHOW.

Y/

oaHoi ocHoBHoM VLAN — 8.

5.9.4 Hacmpoiika uHmepdgpeiica IP

MakcumanbHoe Konuyectso sTopocreneHHbix VLAN — 256.
MakcumanbHoe Konunyectso community VLAN, KoTopbie MOryT 6biTb acCOLlMMPOBaHbI €

IP-uHTepdeiic co3gaétcs npu HasHavyeHuu IP-agpeca Ha ntoboit M3 MHTepdelicoB yCTpoOMCTBa
tengigabitethernet, hundredgigabitethernet, oob, port-channelnunuvlan.

BuAa 3anpoca KomaHAHOM CTPOKM B peXkmume KoHdurypauum nHtepodeiica lP .

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

LaHHbIN peXkMm JOCTYNeH U3 peXMma KOHPUrypaumm n npeaHasHayeH ans 3agaHusa napameTpos

KOHUrypaumm nutepoelica IP.

Tabnunua 61 — KomaHabl pexrvma KoHoUrypauumn nHtepoeica IP

KomaHda

3HayeHue/3Ha4yeHue
Mo ymMon4YaHuro

Aelicmeue

directed-broadcast

no directed-broadcast

-/BbIK/IOYE HO

Bkntoua et pyHKL M0 nepeBogaa IP directed-broadcast nakeTta BcTaH
AaPTHbIV WKpOKoBeLwaTe IbHbIM NaKeT M paspeLlaeT nepegaydy ye-
pe3 BblbpaHHbI MHTE pde ic.

3anpewaetTpaHcaaymio IP directed-broadcast naketos.

helper-address ip_address

no helper-address ip_address

ip_address:A.B.C.D

Bkntoua et nepeagpecaumio WupokoseLtatenbHbix UDP-nakeTos Ha
onpeaeieHHbIN a gpec.

- ip_address — |P-agpec Ha3HaYeHus, Ha KOTOpbIM ByayT nepeHa-
npaBAATLCA MAKeTbI.

OTKAlOYa eT Ne peaspecaupio WNpoKkoselaTensHbix UDP-nakeTos.

[pumepbl 8bIM0AHEHUS KOMAHO

= BkAtounTb dyHKUMio directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24

console
console

(
(
(
(

config-if) #exit
config)# interface ip 100.0.0.1

console (config-ip) # directed-broadcast
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5.9.5 Selective Q-in-Q
OaHHbIN PYHKUMOHAN NO3BONSET Ha OCHOBE CKOHQUIYPUPOBaHHbLIX NpPaBua GUAbTPaLUK MO
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoamTb gobasneHue BHewHero SPVLAN (Service
Provider’s VLAN), noameHaTs Customer VLAN, a Tak»Ke 3anpeLLaTb NpoxoxKaeHue Tpaduka.

[naycTpoiicTBa cO34aeTca CMMCOK NPaBu/l, Ha OCHOBaHMM KOTOporo byaeT 06pabaTtbi BaTbCA TPADMK.

ic{,?/vlaHt?bl pexcuma KoHguaypauuu uHmepgelica (duanaszoHa uHmepgelicos) Ethernet u Port-
anne

Bua 3anpoca KomaHAHOM CTPOKM perkMma KoHdUrypauum uHtepdeica KoOHpUrypaumm:

console# configure

console (config)# interface { tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group | range {..}}
console (config-if) #

Tabnuua 62 — KomaHabl perkuma KoHdurypaumm nHTepoelica (gnanasoHa nHtepdeincos) Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda Aelicmeue

selective-ging list ingress Co3gaeT npasuo, Ha 0CHOBAHUM KOTOPOTO K BXO AALLEMY NaKeTy

add_vlan vlan_id [ingress_vlan vian_id: (1..4094) C BHelWHel meTKoM ingress_vlan_id 6yaeT no6aBnsTbca BTOpas

ingress_vlan_id] . - meTKa vlan_id. Ecamingress_vlan_id He yka3biBaTb—npaBuio by
- - ingress_vlan_id:(1..4094) - - =

- = JeT NPUMEHATLCA KO BCEM BXOAALLMM NaKeTam, K KOTOPbIM He

6b111 NPUME He Hbl Apyrve NpaBuAa («NPasuIo N0 YMOHAHUIO ).

selective-ginq list ingress deny CosgaeT 3anpelwatoliee Npasuio, HA OCHOBAHWUN KOTOPOTO BXO-
[ingress_vlan ingress_vlan_id] | . . OAlWMe NaKeTbl C BHE LWHeN meTKoW Tera ingress_vlan_id 6yayt o1-
ingress_vlan_id:(1..4094) . .

bpacbiBaTbcA. Ecnm ingress_vlan_id He yKka3sbiBaeTcs — byayT oT-
6pa cbiBaTbCA BCE BXOAALLME Na KETbI.

selective-qinq list ingress Co3paeT paspewatoLee NPasuao, Ha 0CHOBaHMM KOTOPOTO BXO-

permit [ingress_vlan AALWMe NaKeTbl C BHELWHe M meTKoV Tera ingress_vlan_id 6yayt ne-

ingress_vlan_id] ingress_vlan_id:(1..4094) | pepasatbca 6e3 n3meHeHuiA. Ecamn ingress_vlan_id He yka3bisa-
eTca — byayT nepeaBaTbCA BCe BXOAAWME NaKkeTbl 6e3 nameHe-
HUIA.

selective-qinq list ingress Co3pgaeT NpaBWIO, HA OCHOBAHWMM KOTOPOrO BHELLHAA MeTKa in-

override_vlan vlan_id vlan_id:(1..4094); gress_vlan_id BxogAwero naketa byaeTt 3ameHATbCA Ha Man_id.

[ingress_vlan ingress_vlan_id] | ingress vlan_id:(1..4094) | Ecam ingress_vlan_id He yka3biBaTb — npasuno byaeT npume-
HATbCA KO BCE M BXOAALLMM NaKeTaM.

no selective-ging list ingress YaanaeT yka3aHHoe NpaBuno selective ging Ana BXoAALLMX NaKe-
[ingress_vlan vian_id] vlan_id: (1..4094) ToB. KOomaHga 6e3 napametpa «ingress vlan» yaanseT npaswio
Mo YMO/14a HUIO.

selective-ging list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094); Co3pmaeT NpaBUIO, HA OCHOBAHMM KOTOPOrO BHELLHAA MeTKa in-
ingress_vlan_id:(1..4094) | gress_vlan_id ucxoaswero nakera 6yaeT 3ameHATbea Ha van_id.

no selective-ging list egress

. ; id: (1- YaanseT Ciucok npaeun selective qing Ans MCXOAALMX Na KETOB.
ingress_vlan vlan_id vian_id: (1-4094) A P aing A aauy

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTpOKM perkmma EXEC:

console#
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Tabnuua 63 — KomaHabl perkuma EXEC

3HaveHue/3HayeHue o
KomaHda / Aelicmsue
no ymoA4YaHuo

show selective-qing - OTobparkaeT cnucok npasun selective ging.

show selective-qinq interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

OTo6bpaaeT cnucok npaswun selective ging ana yka3saHHoro
nopTa.

te_port: (1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

[pumepbl 8bIM0AHEHUS KOMAHO

= Co3aaTb NPaBU/IO, HAa OCHOBAHUM KOTOPOrO, BHELLIHAA METKa BXoAlllero nakeTta 11 6yaeT 3ame-
HATbCcA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if)# selective-qging list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

5.10 Storm Control gna pasnuuHoro Tpadumka (broadcast, multicast, unknown
unicast)

«LlLUTopm» BO3HWKaeT BCAeAcTBME 4Ype3amepHoro Konumdyectsa broadcast-, multicast-, unknown
unicast-coobLeHuni, 0 4HOBPEMEHHO NepeaaBaeMbIX Mo CeTU Yepes OAMH NOPT, YTO MPUBOAUT K MeperpysKe
pecypcoB ceTU U NOABAEHMUIO 3a4e prKeK. « LLUTOpM» MOXKeT BOSHUKHYTb NPU HaIMYNK «3aKOJ1bLOBaHHbIX»
cermeHToB B ceTu Ethernet.

KommyTatop un3amepsaeT CKOPOCTb NPUHMMAEMOTrO LWMPOKOBELLATENBHOMO, MHOIMOAAPECHOro U
HEN3BECTHOIo oAHOaApeCcHOro Tpad)MKa AnAa NopToB C BKAKYEHHbIM KOHTPO/1EM LUMPOKOBE LW aTe/IbHOIo
«WwTopma» m OT6paCbIBaeT NnaKeTbl, eCZIM CKOPOCTb NpeBbllaeT 3aaHHOE MaKCMMa/ibHOE 3HavYeHune.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKW B perkume KoHourypaumm mHtepdeiica Ethernet, uHtepdeica
rpPynnbl NOPTOB:

console (config-if) #

Tabnuua 64 — KomaHabl perkuma KoHdurypaumm uHtepoelica Ethernet

Komanda 3HavyeHue/3HayeHue Neiicmeue
Mo yMonYaHuio
storm-control multicast BK/1toYa €T KOHTPOIb MHOTOAApecHOro TpaduKa:
[registered | unregistered] - registered — 3aperucTpmMpoBaHHOrO;
{level level | kbps kbps} [trap] - unregistered —He3a perucTpPMpPoOBaHHOTO.
[shutdown] - level — 06bem Tpa drKa B NpOLLEHTaX OT NP OMNYCKHO M CNoco bHoCTH
level: (1..100); uHTepdeiica;
kbps:(1..10000000) - kbps - o6bem Tpa duka.

Mpw 06Ha pye HUM MHOTOa AipecHoro TpaduKa nHTe pdenc moxkeT
6bITb 0OTKAtOY e H (shutdown) nnn no6aBeHa 3aNUCh B KypHa /1 CO-
obueHuit (trap).

no storm-control multicast BbIKAtOYa €T KOHTPOIb MHOTO AP ecHoro TpaduKa.
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storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BKAtOYa €T KOHTPO/Ib HE U3BECTHO O O AHO aAp eCHOro TpaduKa.

- level — 06be M Tpa dUMKa B NPOLLEHTAX OT NPOMYCKHO M CNOCOBHOCTH
nHTepoeiica;

- kbps —ob6bvemTpaduKa.

Mpw 06Ha py»Ke HUM He U3BE CTHOTO O4HOALPECHO O TPadWKa UHTe p-
deiic moKeT 6bITb 0TKAoYeH (shutdown) nan nob6asneHa 3anuch B
YKYPHa 1 coobuye Huii (trap).

BbIK/t0Ya €T KOHTPOb O 4HOAAPECHO O TPaduKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level:(1..100);
kbps: (1..10000000)

BK/It0Ya €T KOHTPO/Ib LMP OKOBELLATENBHO O TPadmKa.

- level — 06bem Tpa prKa B NPOL,EHTAX OT NP OMYCKHOM cnocobHoCTH
WHTEepodeiica;

- kbps —obbem TpadumKa.

Mpw 06Ha py*Ke HUK WP O KO BelaTebHoro Tpaduka uHTe pde c mo-
*eT 6bITb 0TKAoYe H (shutdown) nnn no6a Bae Ha 3anuch B XKypHan
coobuue Hui (trap).

Bbikntoya et Ko HTPO/1Ib LUMPOKOBELWaTEeNNIbHOTO Tpad)vn(a.

KomaHOob! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM perkmma EXEC:

console#

Tabnuua 65 — KomaHabl pexnma EXEC

KomaHda

3HavyeHue/3HaveHue
1o yMon4YaHuro

Aelicmeue

show storm-control interface
[tengigabitethernet te_port
hundredgigabitethernet |
hu_port]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6)

MoKa3blBa eTKOHPUrypa umio GYHKL MM KOHTPOAA KLITOPMa» AR YKa-
3aHHOTO MOpPTa MBO BCEX MOPTOB.

[pumepbl 8bIM0AHEHUS KOMAHO

= BKAOYUTb KOHTPO/b LUMPOKOBE LLATENIbHOrO, MHOTOa4,p€eCHOMo M 0AHOAAPECHOrO TpaduKa Ha 3-m
nHTepdelice Ethernet. YcTraHOBUTb CKOPOCTb 415 KOHTPOIMPYyemoro Tpaduka —5000K6/c: ana wn-
pokoselatenbHoro, 30% Nonockl NPONyCcKaHWA 4Nna BCero mMHoroagpecHoro, 70% ansa HemnssecT-
HOro 04HOAAPECHOrO.

console# configure
console (config)# interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.11 lpynnbi arperayumn KaHanoB — Link Aggregation Group (LAG)

KommyTaTopbl 06ecneunBaloT NoAAepKKY rpynn arperaumm kaHanos LAG B KonM4yecTBe COrnacHo
Tabauue 9 (cTpoka « Arperaums kaHanos (LAG)»). Kaxaan rpynna nopToB A0/13KHa COCTOATb U3 UHTe pdeiicos
Ethernet c oAMHAKOBOM CKOPOCTbLIO, PaboTalOLWMX B AYyNNEKCHOM pexrume. O6beauHEHVE NOPTOB B rpynny
yBE/NIMYMBAET MPOMNYCKHYIO CNOCOBHOCTb KaHana Mexay B3aMMOAENCTBYIOWMMMN YCTPOWCTBaMMU U
MOBbILLAET OTKA30yCTOMUYMBOCTb. [pynna nopToB ABNAETCA ANA KOMMYTaTOPa OAHUM 10TUYE CKUM MOPTOM.

YCTPOWCTBO NOAAEPKMBAET [iBa PeXKMMa PaboTbl rPynnbl MOPTOB — CTaTMYECKasA rpynna u rpynna,
paboTatowas no npotokony LACP. PaboTta no npoTtokony LACP onuncaHa B coOTBeTCTBYHOLWEM pasgene

KOHUrypaumm.
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BEPHYTb HAaCTPOIKMU NO YMOHYAHUIO.

Ecnu ana untepdeiica npoussegeHbl HAaCTPOKK, To AnAa gobasneHus ero B rpynny cnegyer

[obasneHne MHTepdencoB B rpynny arperalmm KaHa 0B 4OCTYMHOTOJIbKO B PeXKMMe KOHOUrypaumm

nHTepdeica Ethernet.

BuAa 3anpoca KomaHAHOM CTPOKM B peume KoHdurypaunm uHtepdeiica Ethernet:

console (config-if) #

Tabnuua 66 — KomaHabl perkuma KoHdurypaumm uHtepoelica Ethernet

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

channel-group group mode
mode group:(1..32);

mode:(on, auto)

no channel-group

[o6asutb ethernet-uHtepdelic B rpynny nopTos.
-on — pobasutb NOPT B KaHan 6e3 LACP;
-auto —pob6asuTb NOPT B KaHan c LACP B pexkunme «activey.

Yaanuts Ethernet-unrep deiic U3 rpynnsl NOpToB.

KomaHOb!I pexcuma 2106 as16HOU KOHpuU2ypayuu

Bua 3anpoca KoMaHAHOM CTPOKU peXkuma riobanbHoM KoHOUrypauuu:

console# configure
console (config) #

Tabnuua 67 — KomaHabl perkuma rnobanbHoOM KoHbUrypaumm

3HaveHue/3HavyeHue
o yMon4aHuto

KomaHda

Aelicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}
[mpls-aware]

—/src-dst-mac-ip

no port-channel load-balance

3aaeT MexaHu3m 6a 1a HCMP O BKU HAa rpy3KW Ana cTpaTerm
ECMP v gnAa rpynnbl arperMpoBaHHbIX NOPTOB.

- src-dst-mac-ip — me xa Hu3m 6a 13 HCMP 0 BKM O CHO BbIBaETCA
Ha MAC-agpece ulP-apgpece;

- src-dst-mac — me xa HM3m 6a 1a HCMP 0 BKM O CHO BbIBAEeTCA Ha
MAC-agpece;

- src-dst-ip — me xa Hu3m 6an1a HCMP O BKM OCHOBbIBaeTCA Ha IP-
agpece;

- src-dst-mac-ip-port — me xa H1u3m 6a 1a HCMP O BKM O CHO BbI-
BaeTcA Ha MAC-aapece, IP-agpece mTCP/UDP-noprTe;

- dst-mac — mexa Hv3m 6a 1a HCMP O BKM O CHOBbIBAETCA HA
MAC-a gpece nonyyatens;

- dst-ip — mexa HM3m H6a na HCMP OBKM OCHOBbIBAeTcs Ha | P-aa-
pece nonyyatens;

- src-mac — me xa H13m 6a 1a HCMP O BKM O CHO BbIBAETCA Ha
MAC-agpece oTnpasutens;

- src-ip — mMexa Hu3m 6a 1a HCMP O BKM O CHOBbIBAeTCA Ha IP-aa-
pece oTnpaBuTens;

- mpls-aware — BKtoYe H1e napcuHra L3/L4-3aronoBKkoBna-
KeToB c MPLS-meTKamm ans BCETO YCTPOMCTBA. AKTYa IbHO
TOJ/IbKO C pekuma mu 6a naHcuposku no L3/L4-3aronoskam
nakeTa.

Bo3BpaTK HacTpolikam 6a 1aHCUP OBKM Ha FPy3KM MO YMO 14 HUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTpOKM perkmma EXEC:

console>
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Tabnnua 68 — KomaHab! perxkmuma EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda Aelicmeue

show interfaces channel-group
[group]

MoKa3blBa eT UHGO P Ma LMo NO rpynne Ka Haios..
group:(1..32) popmay Py

5.11.1 CmamuuecKue 2pynnol azpe2ayuu KAHAsm108

dyHKUMel cTaTudeckux rpynn LAG aBnseTcAa 06beArHeHNE HEe CKONbKUX GU3MYECKUX KaHa/I0B B OVH,
YTO MO3BOJIAET YBEJNUYUTL NPOMYCKHYO CNOCOBHOCTb KaHana U MOBLICUTb €r0 0TKa30yCTOMYMBOCTb. 1A
CTAaTUYECKUX TPYNM NPUOPUTET UCMOb30BAHMSA KAHA/IOB B 0O6beAMHEHHOM NyYKe He 334aeTcs.

/ Ona BkAoueHUA paboTbl MHTepdeiica B COCTaBe CTaTUUECKOM rpynnbl UCMONb3YITEe KOMaHAY
channel-group {group} mode on B pekume KoHUrypaumm cooTBeTCTBYIOLWEO MHTEpdeEiica.

5.11.2 lNpomokon azpezayuu kaHanos LACP

dyHKumelt npoTtokona Link Aggregation Control Protocol (LACP) sBnsieTcAa 06be guHEHMe He CKObKMX
dM3NYECKMX KaHanoB B OAMH. ArperMpoBaHMe KaHaNoB WMCMO/Mb3yeTca ANA yBeJMYEHUs NPOMYyCKHOM
CNOCOBHOCTM KaHasia M NOBbIWEHMA ero oTKasoycTolumsocTu. LACP nossosiseT nepenasatb TpaduK no
06beAMHEeHHbIM KaHa/laM B COOTBETCTBMM C 334aHHbIMUW NPUOPUTETAMM.

V Ona BrkaloueHua pabotbl uHTepdeiica No npotokony LACP wucnonbsyiite KomaHay
channel-group {group} mode auto B pe)Xume KoH}Urypauum COOTBETCTBYIOLLEFO UHTEP-
deiica.

KomaHObI pexcuma 2106 as16HOU KOHpuU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM perkmMma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnuua 69 — KomaHabl perkuma rinobanbHOM KoHbUrypaymm

3Ha4yeHue/3HaveHue .
KomaHoa Aeiicmeue
no yMoAYaHuio
lacp system-priority value YcTaHaBAMBa €T NP MO PUTET CUCTE Mbl.
— value:(1..65535)/1
no lacp system-priority YcTaHa BAMBa €T 3HaYeHME MO YMOYAHUIO.

KomaHOb! pexcuma KoHgpu2ypayuu uHmepgpelica Ethernet

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHburypaunm uHtepdeica Ethernet:

console (config-if) #
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Tabnuua 70 — KomaHabl pexkuma KoHourypaumm nHtepdeinca Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

lacp timeout {long | short}

no lacp timeout

Mo ymonyaHuio
ucrnonb3yeTca
3HayeHue long

YcTaHaBAMBa €Ta AMUHUCTPATMBHBIM Ta iMayT npoTokoia LACP:
-long — anutenbHoe BpemATaliMmayTa;
- short — manoe Bpems TamayTa.

YcTaHaBAMBa eT3HaYeHme No YMOYaHWUIO.

lacp port-priority value

no lacp port-priority

value:(1..65535)/1

YcTaHa BAvBa eTnpuoputeT uHTe poe iica Ethernet.

YcTaHa BAnBa eT3HaYeHue no YMONYaHUIO.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTpOKM perkmma EXEC:

console#

Tabnunua 71 — KomaHabl pexxkmnma EXEC

protocol-state]

hu_port:(1/0/1..6)

3HayeHue/3Haye-
KomaHda Hue no ymonya- Aelicmeue
HUto
show lacp { tengigabitethernet MokKa 3biBa eT MHbopmaLmio o npotokone LACP ansa nHte pdeiica
te_port | hundredgigabitethernet te_port: Ethernet. Ecniv gonoaHUTE IbHbIE NapPaMeTpbl He WUCMNOb3y-
hu_port }[parameters | statistics | (1..8/_0/1..32); 1oTca, To byaeT nokasaHa BcA MHOO pma LS.

- parameters — nokasblBaeT MapameTpbl HaCTPOMKKU NpoTo-
KoNa;

- statistics — NnoKa3bIBaeT CTaTUCTMKY pa b0 Tbl MPOTOKONa;

- protocol-state — nokas3biBaeT cocTosiHWE PaboTbl NPOTOKONA.

show lacp port-channel [group]

group:(1..32)

Moka3biBaeT MHGopmaumio o npotokose LACP gna rpynnbl
nopTos.

[pumepbl 8bIMOAHEHUS KOMAHO

= CosgaTb NepByto rpynny nopTtos, paboTatowyto no npotokony LACP 1 BKAtOYaOLLYO ABa UHTEP-
deica Ethernet—3 n 4. CKkopocTtb paboTbi rpynnbl —1000 M6u1T/c. YCTaHOBUTL NPUOPUTET CUCTEMBI
— 6, npnoputeTbl 12 1 13 ana noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config)# lacp system-priority 6
console (config) # interface port-channel 1
console (config-if)# speed 10000
console (config-if)# exit

console

console (config-if)# speed 10000
console (config-if)# channel-group 1 mode auto

console (config-if)# exit
console (config)# interface TengigabitEthernet 1/0/4
console (config-if)# speed 10000

console (config-if) #
console (config-if)
console (config-if)

#
#

onfig) # interface TengigabitEthernet 1/0/3

channel-group 1 mode auto

(
(
(
(c
(
(
console (config-if)# lacp port-priority 12
(
(
(
(
(
(

exit

lacp port-priority 13
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5.11.3 Hacmpoiika mexHonozauu Multi-Switch Link Aggregation Group (MLAG)

Kak u LAG, BupTyanbHble LAG no3BoAsOT 06beAMHUTL OAHY UM HEeCKobKo Ethernet-nnHuii gna
yBe/IMYEHMA CKOPOCTU N obecneyeHMn oTKasoycTonumBoctu. MLAG TaK e m3BecTHa Kak VPC (Virtual
port-channel). Mpu o6bluHOM LAG arperMpoBaHHbie NMHUW A0JIKHbI ObiTb Ha OAHOM (GU3NYECKOM
YCTPOMICTBE, B cny4yae e ¢ VPCarpermpoBaHHble TIMHUN HaXx0aATCA HA PA3HbIX GU3MYECKUX YCTPOMCTBAX.

dyHKuMA VPCno3BoiseT coeAnHUTL ABa GpU3MYECKUX YyCTPOMCTBA B OAHO BUPTYaibHOE.

/ MNpun HacTpoike VPC Ha 04HOPaHIroBbIX KOMMYTaTOpPaXx A,0/1XKHa O6biTb 0AMHAKOBaA Bepcus
nporpammHoro obecneyeHus.

V VPC Port-Channel KOHTPOAUPYIOTCA TONBKO KOMMYTaTOPOM C po/iblo Primary, KommyTtatop
‘ Secondary ucnonb3syeT HacTpoiiku Primary.

KomaHOb!I pexcuma 2n06aab6HOU KOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXkmnma rnobanbHOM KoOHPUrypaumm:

console (config) #

Tabnuua 72 — KomaHapl perkuma rnobanbHom KOHOUrypaLmm

KomaHda

3HaveHue/3HavyeHue
10 yMOAYAHUIO

Aelicmsue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Co3gaeT VPC-gomeH.
y Ha oaHom ycTpoiicTBe MoXeT 6bITb CO34aH TONbKO
V oauH gomeH VPC. Ha napHbIX YCTPOICTBaX AO/MKEH
6bITb 0AMHaKOBbI VPC-g0omeH.

YpnanseT VPC-LOMEH C yCTPOMCTBA.

vpc group group_id

no vpc group group_id

group_id:(1..63)

Cos3paet VPC-rpynny. [lna Kaxp[oro arpernpoBaHHOMO UHTep-
delica JokHaA BbITb co3aaHa oTaenbHaa VPC-rpynna. Ha nap-
HbIX yCTpoOWcTBaX Home pa VPC-rpynn A01KHbI COBMa AaTh.

1 CymmapHoe Konmuyectso VPC-rpynn He MmoKeT npe-
V BbICUTb 48.

YpanaeT VPC-rpynny c ycTpOMCTBa.

vpc

no vpc

—/BbIK/IIOYE HO

Bkatouyaet pexum VPC. Ucnonb3yeTca nocne KoHoUrypa umm
VPC.

Bbikntoyaet pexum VPC.

KomaHOb! pexcuma KoHgpuaypauuu VPC

Bua 3anpoca KomaHAHOM CTPOKM perkuma KoHpurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabnuua 73 — KomaHgp! pexxuma koHpurypaumm VPC

KomaHda

3HayeHue/3HayeHue
o yMon4aHuto

Aelicmsue

peer link group

no peer link

group:(1..48)

Ha3sHauaeTPort-Channel B kKauectse peer-link.

MUcknouaet Port-Channel us yuacrma s VPC.
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peer detection

no peer detection

—/BbIK/IOY € HO

Bkntouaet peerdetection protocol.
1 Peer-detection — AONONHUTENbHbIN MeXaHU3Mm,
V obecneunBatowmii pyHKumMoHuposaHue VPC B cay-
yae obpbiBa peer-link. Moatomy 3anpewaerca uc-
nonb3osaHue peer-link anAa opraHusauuMm uHTEp-
deiica peer-detection.

Bbikntoyaet peer detection protocol.

peer detection interval
msec

no peer detection interval

msec:(200..4000)/700
ms

3apaeT uHTe pBan OTNpPaBku coobuieHuin peer detection pro-
tocol.

YcTaHaBAnBa eT3HavYeHMe No YMOTYAHMUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3apaTbBpeMs 0XKuaaHua oTeeTa peer detection protocol.

YcTaHa BAnBa eT3HaYeHMe No YMOTYAHMUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

HacTtpausaert IP-agpec nony4yatensa naketos, IP-agpec otnpa-
Butena n UDP nopT ana peerdetection protocol.

YcTaHa BAnBa eT3HaYeHue No YMOTYAHMUIO.

peer keepalive

no peer keepalive

Bkntoua et cnyxby keepalive.

Bbikntoya et cykby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec:(2..15)/5

3apaTbh BPEMA OXUAAHMA OTBETa Ha 3aMpoC L,eNoCTHOCTU
peer-link.

YcTaHaBAnBaeT3HayveHue no YMONYaHUIO.

role priority value

no role priority

value:(1..255)/100

YcTaHaBAMBa €T NPUOPUTET YCTPOICTBA. YCTPOMCTBO C Me Hb-
LIMM 3HaYe Hne m byaeT Ha3HauveHo Primary.

YcTaHa BAMBa eT3HaYeHMe No YMOJTYAHMUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YctaHasnauBaetr MAC-agpec cuctemol ana otnpaskm B VPC
nopTbl.

YcTaHaBAnBaeT3HayYeHue no YMONYaHUIO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT npuoputeT cuctembl ana otnpasku B VPC
nopTol. lonxKe H 6bITb 04MHA KOBbIV HA 060MX YCTPOCTBAX.

YcTaHa BAMBa eT3HaYeHMe No YMOTYAHMUIO.

KomaHOb! pexcuma KoHguzypauyuu VPC

Bua 3anpoca KOMaHAHOW CTPOKM pexknma KoHdurypaummn VPC-group:

console (config)# wvpc group group-id

console (config—-group) #

Tabnuua 74 — KomaHgp! pexxkuma koHpurypaumm VPC

KomaHda

3HayeHue/3HayeHue
o yMon4YaHuto

Aelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHasameaetVPC-group yneHom VPC-gomeHa.

Ucknoyaet VPC-group n3 VPC-gome Ha.

vpc-port group

no vpc-port group

group:(1..48)

[o6asnaeTPort-Channels VPC-rpynny.

Uckntouaet Port-Channel us VPC-rpynnbl.
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KomaHOob! pexcuma EXEC

Bua 3anpoca KomaHOHOM CTPOKM perkmma EXEC:
console#

Tabnuua 75 — KomaHap! pexxuma EXEC

Komanoa 3HaveHue/3HavyeHue Neiicmeue
o yMmoA4YaHuto

show vpc — OTobpakaeT MHO pMa Umo 0 KoHdurypa umm VPC.
show vpc group id — OTobpakaeT MHbO pMa Umio 0 TeryLem cocToaHnm VPC Group id.
show vpc peer-detection — OTobpakaeT cocTosHMe cnyKbbl peer detection protocol.
show vpc role — OTo6pakaeT MHPO pMa LM O PO/ YCTPOIACTBA.
show vpc statistics peer { _ OTobpakaeT coCToAHME cHETUMKOB Cyb6bI VPC.
keepalive | link | detection}

5.12 Hactpoiika IPv4-agpecauum

B paHHOM pa3sgenie onmMcaHbl KOMaHAbl ANA HACTPOMKKU CTAaTUYECKUX NapameTpos |P-agpecaumm,
TaKuMX Kak IP-agpec, macka noaceTw, W03 no ymonydaHuio. Hactpoika npotokosnos DNS n ARP onucaHa B
COOTBETCTBYIOLMX pa3genax 4OKYyMEHTaLMN.

KomaHObI pexcuma KoHpu2ypauuu uHmepgelica Ethernet, uHmepagelica 2pynnel nopmos, VLAN,
Loopback

Bua 3anpoca KOMaHAHOWM CTPOKW B perkume KoHourypaumm mHtepdeiica Ethernet, uHtepdeica
rpynnbl noptoB, MHTepdelica VLAN, nntepdeica Loopback.

console (config-if) #

Tabnunua 76 — KomaHabl pexmnma KoHOUrypauumn nHte poeica

3HayeHue/3HavyeHue o

KomaHda Aelicmsue
YMOMYAHUIO
ip address ip_address {mask | HasHaueHwe 3agaHHOMY UHTe pdeticy |P-aapeca n macku noa-
prefix_length} ceTtu.

. 3HaueHMe MacKuM MoXeT 6biTb 3anucaHo nubo B pop-
« mare X.X.X.X, 6o B popmare /N, rae N — Konmuectso
eAVHUL, B ABOMYHOM NPeACTaBIeHUU MacCKM.

prefix_length: (8..32)

no ip address [/P_address] YpaneHuve |P-agpeca uHTe poe lica.

ip address dhcp MonydeHune |P-apgpeca AnAa HacTpauBaemoro uHTepdeica oT
DHCP-cepsepa.
V He ucnonbsyetca gna loopback-uHTtepdeiica.

no ip address dhcp 3anpeT ucnonb3oBaHua NpoTokosa DHCP ana nonydeHusa IP-
agpeca BbIbpaHHbIM UHTE pde icoM.
ip unnumbered {vlanvian_id | | id: Pa3pewaeT KOHPUrypupye momy UHTe pde icy 3ammcTBoBaTh IP-
loopback /loop-back_id} (1 4094)\.1 sg_lbalck id: (1) agpeca VLAN uLoopback-uHte pdeiica.
no ip unnumbered h Aoop - OTKAOYa eT GpyHKLMIO 33 UMCTBOBaHMWA agpeca.
ip icmp unreachables BbiktoueHMe oTnpaBkuicmp unreachable.
disable
— -/BKAOYE HO
no ip icmp unreachables .
disable BKAtouye Hue oTnpasBkuicmp unreachable.
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KomaHObI pexcuma 2106anab6HOU KoOHgu2ypayuu

Bua 3anpoca KoMaHAHOW CTPOKM B peKUMe r1o6anbHOM KoHOUrypaumm:

console (config) #

Tabnuua 77 — KomaHabl pexuma rnobanbHOM KoHbUrypauum

KomaHda

3HaveHue/3HavyeHue
o yMon4aHuto

Aelicmeue

ip default-gateway ip_address

no ip default-gateway

-/LIJI'IIO3 no ymon4a HUo
He 3a4aH

3ajaeT AN KOMMYTaTOpa a4 pec W33 MO YMOYAHUIO.

Ypanaet Ha 3HaYeHHbI agpec Wwn3a no ymoa4aHuio.

ip helper-address
{ip_interface | all}ip_address
[udp_port_list]

no ip helper-address
{ip_interface | all}ip_address

-/BbIKAOYE HO

Bkntoua et ne peagpecaumio WnpokoselaTenbHbix UDP-naketos
Ha onpeeneHHbll a apec.

- ip_interface — |P-a gpec nHTe pde tica, 419 KOTOPOTO BbINONHAETCA
Ha CTPOWKa;

- all — no3BosAeT BbIGpaTh BCe IP-MHTe pdeichbl yCTPpONCTBa;

- ip_address —|P-agpec Ha3Ha4yeHuWs, Ha KOTOPbIN ByayT ne pe Ha-
npaBaaTbca naketbl. 3HadeHne 0.0.0.0 oTKAOYaEeT Ne peagpeca-
uuio;

-udp_port_list — cnucok noptos UDP. LUnpoKoBewatenbHbIN Tpa-
OMK, HanpaB/e HHbIN Ha Ne pedYuncneHHble B CUMCKe NopPTbl, Noasep-
raeTca nepeagpecaunm. MaKcumanbHoe obLiee KOMYECTBO Nop-
TOB M a4pecoB Ha yCTPOMCTBO - 128.

OTmeHseT nepeagpecaLmio Ha 3a4aHHbIX UHTe p de icax.

KomaHOob! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexume Privileged EXEC:

console#

Tabnuua 78 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMOAYaHUIo

Aelicmeue

clear host {* | word}

word: (1..158) cumsonoBs

YpanaeT U3 namMaTH NoJlydeHHble no npoTokony DHCP 3a nucu co-
OTBETCTBUI MUMe H UHTe pde icoB 1 ux | P-agpecos.
* —yaannuTb BCE COOTBETCTBUA.

renew dhcp {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | vlanvlan_id |
port-channel group | oob}
[force-autoconfig]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)
vlan_id: (1..4094)

Otnpasnset 3anpoc Kk DHCP-ce psepy Ha o6HoBNEeHWe | P-agpeca.
- force-autoconfig — npu o6bHoBNEHMMN |P-appeca 3arpyxaeTa
KoHourypauma c TFTP-cepBepa.

show ip helper-address

OTtobpakaeT Tabavuy nepeagpecauum LWMPOKOBE LLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

MoKa3blBaeTKoHdUrypaumio ip unnumbered 415 yKa3aHHOTO UH
Tepdeica.

KomaHOob! pexcuma EXEC

Bua 3anpoca KOMaHAHOW CTPOKU B pexxume Exec:

console>
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Tabnuua 79 — KomaHab! perxkuma EXEC

KomaHda

3HaveHue/3HavyeHue
Mo ymMmon4aHuio

Aelicmeue

show ip interface [vrf
vrf_name | all} |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id | tunnel tunnel | oob]

vrf_name:(1..32)
CMMBOIA;
te_port:(1..8/0/1..32);
group:(1..32);
hu_port:(1/0/1..6);
loopback_id:(1...64);
tunnel: (1..16);
vlan_id: (1..4094)

MoKas3blBaeT KoHUrypaumio |P-agpecaumm Ana yKa3aHHOTO UH
Tepdeica nnnobnacTu BUpTYanbHO M Ma pipytmsa uym (VRF).

5.13 Hactpouka Green Ethernet

Green Ethernet — TexHonorMaA, N03BOAAIOWAA CHU3UTL dHepronoTpebaeHne ycTPoiCTBa 3a cHeT
OTKAIOYEHUA MUTAHUA ANA HEAKTUBHbIX 31E€KTPUYECKMX NMOPTOB N U3MEHEHUA YPOBHA NepeaaBaeMoro
CUrHana B 3aBMCUMOCTU OT ANIMHbI Kabens.

KomaHOb!I pexcuma 2106 as16HOU KOHpuU2ypayuu

Bua 3anpoca KoMaHAHOM CTPOKM B perknume rnobasnbHo KoHuUrypaumm:

console (config) #

Tabnuua 80 — KomaHabl perkuma riobanbHoOM KoHbUrypaymm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

green-ethernet energy-detect

no green-ethernet
energy-detect

-/BbIKOYEH

Bktoua et aHe proche peratoLL il pexkmm AN HE aKTUBHbIX MO PTOB.

OTKANtoYa eT 3He procbeperatoLLmii pe MM 418 Hea KTUBHbIX Nop-
TOB.

green-ethernet short-reach

no green-ethernet short-reach

-/BbIK/OYEH

Bkntoya et aHe procbeperatoLmnii pekum ANA NOPTOB, K KOTOPbIM
NoAK/N0YaOTCA YCTPOMCTBA C AJIMHOW Kabena noaknoveHna
MeHbllUe NOPOroBOro 3Ha4YeHWs, YCTa HaBIMBAEMOTO C NOMOLLBO
Koma Habl green-ethernet short-reach threshold.

OTK/0Ya eT 3He procbeperatoLLmin pe MM Ha OCHOBa HWUM AJIUHbI
Kabens.

KomaHObI pexcuma KoHgpu2ypauyuu uHmepgelica

BuAa 3anpoca KoMaHAHOM CTPOKM B perkume KoHdurypaunm uHtepdeica Ethernet:

console (config-if) #

Tabnuua 81 — KomaHabl perkuma KoHdurypaumm uHtepoetica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
Mo yMon4YaHuro

Aelicmeue

green-ethernet energy-detect

BKAtouya et aHe procbe peratowuin pe xum gns nHte p deiica .

no green-ethernet short-reach

no green-ethernet -/BKkntoueH OTK/It0Ya eT 3He procbe peratoLmin p e }um ana uHte pde iica .
energy-detect
green-ethernet short-reach BKkAtoya et sHeprocbeperatowmii pe MM Ha OCHOBAHUW A/UHbI
Kabens.
-/BKoyeH

OTKNtoYa eT 3He procbeperatoLLmii pe kMM Ha OCHOBA HUM A/INHbI
Kabens.
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KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKU B perkume Privileged EXEC:
console#

Tabnuua 82 — KomaHabl perkmuma Privileged EXEC

Komanoa 3HaveHue/3HavyeHue Neiicmeue
no ymon4yaHuio
show green-ethernet OTobparkaeT cTaTUCTUKY green-ethernet.
[tengigabitethernet te_port | te_port:(1..8/0/1..32);
hundredgigabitethernet hu_port:(1/0/1..6)
hu_port | detailed]
green-ethernet power-meter CbpacbiBaeT cHETUMK U3ME PUTE /I MO LLLHOCTW.
reset

[Tpumepesl 8bINOAHEHUA KOMQaHO

= OT06pasnTb CTAaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.O00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT
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5.14 HactpoikKa IPv6-agpecauum

5.14.1 lpomokon IPv6

KommyTaTopbl noagep»kunBatoT paboTy no npotokoay IPv6. Mogaeprkka IPv6 ABnaeTca BaXKHbIM
OOCTOMHCTBOM, NMOCKONBKY NPOTOKOA IPV6 Npu3BaH, B nepcnekTnse, NOJHOCTbIO 3aMeHUTb aZpecaumto
npotoKkona IPv4. o cpaBHeHwUto ¢ IPv4 npoToKon IPv6umeeT paclumpeHHoe agpecHoe NpPoCcTpaHcTeo — 128
6uTt Bmecto 32. Agpec IPv6 npeactasnsaeTt coboit 8 610K0B, pasaeeHHbIX 4BOETOYMEM, B KaxKaom 610Ke
16 6UT, 3aNUCaAHHbIX B BUAE YeTblpeX LWeCTHAALATEPUYHDIX YMCEN.

NMomumo yBenuyeHua aapecHoro NpPoCTPaHCTBA NPOTOKOA IPV6 mmeeT nepapxmyecKkyto cxemy
agpecauum, obecrneymBaeT arperaumio MapLlpyToB, ynpowaeT Tabauuy maplipyTvsaumm, Npyu 3TOM
adpdeKTUBHOCTL PaboTbl MapLLPyTM3aTOPa NOBbILAETCA 33 CHET MEeXaHW3Ma 0BHapYKeHNA coce AHMX Y3/10B.

NokanbHble agpeca IPv6 (IPv6Z) B KomMmyTaTope HasHaualTcA MHTepdeicam, nosTomy npu
ncnonb3osBaHuM IPv6Z-aapecos B CMHTaKCUCe KOMaHA MCNONb3yeTca cneaytowmnii opmart:

<ipv6-link-local-address>%<interface-name>

roe:

interface-name —vnma nutepodeiica:

interface-name =vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=01112|3|4|5|6|7|8]9
physical-port-name =tengigabitethernet (1..8/0/1..32)

V Ecnun 3HayeHuWe rpynnbl AU HECKONbKUX rpynn noapaa B agpece nporokona IPv6 pasHo
Hyato — 0000, To AaHHbIE rpynMnbl MOTyT 6bITb ONYL,EHbI.
Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT 6biTb COKpaLLEH A0

FE40::AD21:FE43. CoKpal,eHU0 He MOryT 6biTb NOABEpPrHyTbl 2 paspesieHHble HyneBble
rpynnbi U3-3a BO3HUKHOBEHUA HEOAHO3HAYHOCTU.

V EUI-64 — aTo uaeHTudMKaTop, co3aaHHbin Ha 6ase MAC-agpecauHtepdeiica, apnatowmiica
64 mnagwummn 6utamu IPve-agpeca. MAC-agpec pasbuBaeTtca Ha ABe Yactu no 24 6ura,
MeXAy KoTopbiMmu gobasnaetca KoHctaHTa FFFE.

KomaHOb! pexcuma 2106asa6Hol KoHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXknuma rnobanbHON KOHOUTypauun:

console (config) #

Tabnuua 83 — KomaHabl pexmma rnobanbHOM KoHOUIypauum

KomaHda

3Ha4yeHue/3HaveHue
Mo yMon4yaHuio

Aelicmeue

ipv6 default-gateway
ipv6_address

no ipv6 default-gateway
ipv6_address

3apaet 3HaYeHWe IOKaNbHOTO ajgpeca |Pv6-wo3a no yMon4a-
HUIO.

YaanaeT Ha CTPOMKK | Pv6-1u/1t03a No ymoiyaHuio.

ipv6 neighbor ipv6_address {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id} mac_address

te_port: (1..8/0/1..12);
hu_port:(1/0/1..6);
group:(1..32);
vian_id: (1..4094)

Co3paeT cTaTMyeckoe cooTBeTcTBME Mexay MAC-aapecom co-
cefHero ycTpoiictBa nero | Pv6-agpecom.

- ipv6_address — |Pv6-agpec;

-mac_address — MAC-agpec.
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no ipv6 neighbor
[ipv6_address]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

YaanaeT ctatudeckoe cooTtseTcTene mexay MAC-agpecom co-
cefHero yctpoicrea nero |Pve-aapecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaeTt orpaHuyeHne ckopoctn gna |ICMPv6-coobueHuin 06
owwubKax.

YcTaHaBAMBa eT3HaYeHme No YMOYaHWUIO.

ipv6 route prefix/prefix_length
{gateway} [metric]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1

[obaBneHne cTaTudeckoro ma pwpyra |Pve

- prefix —ceTb Ha3HayYe HuA;

- prefix_length— npe ¢puKc ma ckM ceTM (KOMYECTBO e ANHUL, B Ma-
cKe);

- gateway — W03 gNa J0CTyNa K CeTU Ha3HaYeHun;

YpaneHue cTaTuyeckoro ma puwpyta | Pvé.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIKAOYE HO

Bktouva et ne peHanpas/ieHne o4HO AP eCHbIX Ma KeTOoB.

OTkntovaer ne peHanpasie HMe oA4HOagp eCHbIX Na KETOB.

KomaHOb! pexcuma KoHgpuaypauuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bua 3anpoca KOMaHAHOM CTPOKU peXXMma KoHOUTypauumn HTe pdeica:

console

(config-if) #

Tabnuua 84 — KomaHabl perkuma KoHdurypaumm uHTepoetica (Ethernet, VLAN, Port-channel)

KomaHda

3Ha4yeHue/3HaveHue
no ymon4aHuro

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIK/IOY € HO

Bkntoya et nopaepkky |Pvb Ha nHTe pdeiice.

OTKAOYa eT noAAep:KKy | Pv6 Ha uHTe p de iice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaHuo
aBTOMaTHYeckan
KOHUrypauua
BK/IlOYEHa, afpeca He
Ha3Ha4YeHbl.

BKitoueHWe aBTomaTuyeckon KoHourypaumm |Pv6-aapecos Ha
nHTe pdeiice. Aapeca Ha CTPamMBatOTCA B 32 BUCMMOCTN OT NpeduK-
COB, KOTOPble NOy4Ye Hbl B co0bLeHuax «Router Advertisement».

YcTaHaBAMBa eT3HaYeHme No YMOYaHWUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[ipv6_address/prefix-length
link-local]

Mo ymonyaHuio
3Haye HMe I0KaJIbHOTO
aapeca: (FE80::EUI64)

3apaet NoKanbHbIN | Pve-aapec uHte pdeiica. Crapwme 6utbl fo-
KaibHbIX | P-a gpecos B | Pv6 — FE8O::

YnanaeT noKanbHbin | Pv6-a gpec.

ipv6 nd dad attempts
attempts_number

3apaeT KOAMYecTBO COOOLLE HUIA-TpeboBaHMI, NepeaaBaeMbiX
WHTe pde McoM B3a MMO A,e MCTBYHOLLEMY YCTPOMCTBY B ciydae 06

no ipv6 unreachables

(0..600)/1 Ha py»ke Hua gybaunka uum (konnmsum) |Pvb-agpeca.

no ipv6 nd dad attempts Bo3BpaLwaeT 3HaYeHWe MO YMOHaHUIO.

ipv6 unreachables BkntoueHne ICMPV6 coobLeHMIM 0 He JOCTMXKMMOCTM apecaTa
-/enabled npu nepegave naKeToBHA ONpeaese HHbl MHTe p de ic.

YcTaHaBAMBa eT3HaYeHme no YMO/THaHUIO.

ipvé mld version version

no ipv6 mld version

version:(1..2)/2

Onpegaenenve Be pcum npoTokona MLD gns nHte pde ica.

YcTaHaBAMBa eT3HaYeHme No YMOIYaHUIO.

KomaHOob! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM peXxmnma Privileged EXEC:

console#
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Tabnunua 85 — KomaHab! perkmuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ipv6 neighbors
{ipv6_address |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

te_port:(1..8/0/1..32);
group:(1..32);
hu_port:(1/0/1..6);
vian_id: (1..4094)

MoKka3blBa eTHbO pma Lmto 0 coce aHuX | Pv6-ycTpoiicTBax, co-
[,eprKa LWytoCA B K3lLe.

clear ipv6 neighbors

OuuLLa e T K3LW, COA,e prKa LM MHGO pMa LU0 O COCEAHUX YCTPO -
cTBaX, paboTatowmx no npotokony I Pve. UHdo pma uma o ctaTu-
Ye CKMX 3a NMUCAX COXpa HAe TCA.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM perkmnma EXEC:

console#

Tabnunua 86 — KomaHabl pexnma EXEC

KomaHda

3HaveHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 interface [brief |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlanvian_id]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094)

MoKa3blBaeT Ha CTPOMKM NPOTOKOa IPV6 gna yKasaHHOTO WMHTep-
deiica.

show ipv6 route [summary |
local | connected | static |
ospf | icmp | nd |
ipv6_address[ipv6_prefix |
interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlanvian_id}]

te_port:(1..8/0/1..32);
group:(1..32); hu_port:
(1/0/1..6);
vlan_id: (1..4094)

MNoKa3biBaeTTabamyy | Pv6-ma p upyToB.

5.15 HacTtpoiKa npoToKonosB

5.15.1 Hacmpoiika npomokona DNS — cucmembl 0OMEHHbIX UMeH

OcHoBHoli 3agadeit npoTtokona DNS anaeTca onpeaeneHue IP-agpecaysnacetu (xocra) no 3anpocy,
cofepKalemy ero gomeHHoe ums. basa [aHHbIX COOTBETCTBUIM AOMEHHbIX MMEH Y3/10B CETU W
cooTeeTcTBYOWMX UM IP-aapecos BepeTca Ha DNS-cepsepax.

KomaHObI pexcuma 2106 as6HOU KoHpu2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHon KoHpuUrypauumm:

console (config) #
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Tabnuua 87 — KomaHabl perkuma rnobanbHoM KoHbUrypaumm

3HayeHue/3Ha4yeHue .
KomaHda Aelicmeue
no ymon4aHuwo
ip domain lookup PaspewaeTtucnonbsosaHve npotokona DNS.
- - -/BKAOYE HO
no ip domain lookup 3anpewaeTuncnonb3oBaHue npotokona DNS.
ip name-server Onpegaenser IPv4/IPve-agpeca ans goctynHoix DNS-ce psepos.
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
no ip name-server Yaanaet|P-agpec DNS-cepBepa 3 cnncKka AOCTYMHbIX.
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
ip domain name name Onpepenaer LOMEHHO e MMA N0 YMO14a HULD, KOTopoe byaeT uc-
Nno/Ib30BaTbCA NPOrpaMMON, AN [AO0NOHEHWUA HeNpa BWUAbHbIX
name:(1..158) L,0MEHHbIX UMEH ([,0MEHHbIX UMeH 6e3 TouKM). Ana [0Me HHbIX
CUMBOJIOB UmeH 6e3 TOUYKM B KOHe L, UMe HM ByaeT L,06aBAATLCA TOUKA U YKa-
33aHHOE B KOMa HAe lOMEeHHO e UMA.
no ip domain name YpanaeT 4OMEHHO e UMA N0 YMO YA HULO.
ip host name address1 Onpepensaer cTaTU4ecKkMe COOTBETCTBUA UMEH y310B ceTu IP-aa-
[address2 ... address4] pecam, pobaBaseT yCTaHOBNEHHOE COOTBETCTBME B K3L.
name:(1..158) ®yHKUMA noKanbHoro DNS. MoxHo onpeaenutb A0 BoCbMu |IP-
CUMBOJIOB aApecoB Ha OLHO UMS.
no ip host name YpanaeT cTaTU4eckMe COOTBETCTBUA UMeH y310B ceTu |P-agpe-
cam.

KomaHOb! pexcuma EXEC

Bua 3anpoca KOMaHAHOM CTPOKK B perkume EXEC:

console#

Tabnuua 88 — KomaHab! perxkmma EXEC

3Ha4yeHue/3HaveHue -
KomaHda Aelicmeue
no ymon4aHuro
clear host {name | *} name:(1..158) YaanaeT 3anMcb COOTBETCTBUA MMEHM y3n1a ceTu | P-agpecy Kala
CMMBO/I0B nmbo Bce 3anucu (*).
show hosts [name] OTobparkaeT J,OMEHHOE MMSA MO YMO4Ya HUtO, cnncok DNS-cepse-
0B, CTaTUYECKME N K3LWMPOBA HHblE COOTBETCTBMA UMEH Y3/10B
name:(1..158) pos, P ¥
cetnun IP-agpecos.
CMMBO/I0B
Mp# MCNONb30Ba HUM B KOMa HAE UMEHW y3/1a CETH, OTO BparkaeTa
cooTBeTCcTBYOWMIA e My | P-a gpec.

lpumepbl UC0M63080HUS KOMAHO

Mcnonb3osatb DNS-cepsepanoagpecam 192.168.16.35 1 192.168.16.38, yCTaHOBUTb JOMEHHOE UMA
No YMO/14aHMIO — mes:

console# configure
console (config)# ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain name mes

YCTaHOBUTbL CTaTUYECKOE COOTBETCTBME: Y3/ ceTU c umeHeM elte x.mes umeeT IP-agpec
192.168.16.39:

console# configure
console (config)# ip host eltex.mes 192.168.16.39
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5.15.2 Hacmpoiika npomokona ARP

ARP (Address Resolution Protocol — npoTokon paspelleHns aapecoB) — NPOTOKO/1 KaHa/IbHOMo
YPOBHS, BbINOAHAWMIN GyHKUMIO onpeaeneHna MAC-aapeca Ha OCHOBaHUU COAEPXKallleroca B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

Bua 3anpoca KoMaHAHOM CTPOKM B perkume rnobasnbHol KoHpurypaumm:

console (config) #

Tabnuua 89 — KomaHabl perkmuma rnobanbHo M KoHbUrypaymm

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4YaHuro

Aelicmeue

arp ip_address hw_address
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[tengigabitethernet te_port |
hundredgigabitethernet

dopmaTip_addr:
A.B.C.D;
dopmaThw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);

[obaBnaeT cTtaTmyeckyto 3anucb cooTBetcTBua |P- 1 MAC-agpe-
coB B Tabanuy ARP ans yka3aHHOTO B KOMaHAe uHTe pdelica.
-ip_address—IP-agpec;

- hw_address —MAC-agpec.

YpanaeT ctaTMYeckyro 3anucb cootsetctaua | P- 1 MAC-a gpecos
13 Ta 6amubl ARP gns yKa3aHHOTO B KOMaHAe UHTe pde ica.

no ip arp proxy disable

hu_port | port-channel group | group:(1..32);
vlan vian_id | oob] vlan_id: (1..4094)
arp timeout sec sec: HacTpauBaeT Bpems XW3HU AUHA MUYECKUX 3anuceli B Tabavue
(1..40000000)/60000 ARP (cek).
no arp timeout cek YcTaHa BAvBa eT3HaYeHMe Mo YMOIYAHUIO.
ip arp proxy disable OTKANtOYa eT pEeXKMM NP OKcup oBaHUA ARP-3anpocos ana Kommyra-
-/OTKNIOYBH Topa.

Bkntoya et pexkum npokcmuposaHua ARP-3anpocos gna Kommyra-
Topa.

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmaT mac_address:
H.H.H uan H:H:H:H:H:H
mnn H-H-H-H-H-H /
BUPTYa IbHbI MAC-
ajpecHe 3agaH

3apaet BUpTYanbHblt MAC-a apec, KOTopblli 3a MeHseT 6aso-
BbIn MAC-agpec kommyTaTopa B ucxoaaLwmx ARP-na ketax.
-mac_address — MAC-agpec.

7 B KauyectBe BuptyanbHoro MAC-agpeca Henb3a McC-

V nonb3oBaTb cnegyrowme MAC-agpeca: multicast,

broadcast, VRRP MAC, 6a3oBbiit MAC-agpec KommyTa-

Topa, 6asoBbli MAC-agpec KaKkoro-nMb6o HUTa U3
cTeka.

YcTaHaBAMBa eT3HaYeHme no YMO/ITHaHUIO.

KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTpOKM B pexkume Privileged EXEC:

console#

Tabnunua 90 — KomaHab! perkmuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear arp-cache

YnanaeT Bce gMHa Muyeckue 3anuncu s ARP-ta 6auubl (KomaHaa oo-
CTyNHa TO/IbKO AN NPMBUE TMPOBAHHOTO NOJIb30BaTeNA).
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dopmaTip_address:
A.B.C.D

dopmaT mac_address:
H.H.Hvwnn H:H:H:H:H:H

vnn H-H-H-H-H-H;
te_port:(1..8/0/1..32);

hu_port:(1/0/1..6);

group:(1..32)

show arp [ip-address
ip_address] [mac-address
mac_addres]
[tengigabitethernet te port |
hundredgigabitethernet
hu_port | port-channel group |
oob]

Moka3biBaeT 3anucn ARP-Tabauubl: Bce 3anucu, dunbTp no |P-aa-
pecy; dunbTp no MAC-agpecy; puabTp no uHTe p de icy.
-ip_address —P-apgpec;

-mac_address — MAC-aapec.

show arp configuration

Moka3biBaeT robanbHyto KoHdurypauuo ARP 1 KoHdUrypa upmo
ARP onsa vHTe pdeitcos.

show ip anycast-gateway

Moka3blBaeTKoHPUrypa umo anycast gateway.

KomaHObI pexcuma KoHgpu2ypauuu uHmepgelica

Bug 3anpoca KomaHAHOW CTPOKM B pexxmnme interface configuration:

console (config-if) #

Tabnuua 91 — KomaHab! perkuma nHtepdeica Ethernet, rpynnsl HTepdelicos nHTe pdeica VLAN

3Ha4yeHue/3HaveHue
10 yMOAYAHUIO

KomaHda

Aelicmeue

ip proxy-arp

Bkntouaet perkum npokcmposaHua ARP-3anpocos Ha HacTpavBae-
MOM UHTe pdeitce.

-/BKOYE HO

no ip proxy-arp

OTKAtoYa eT pexkum npokcmposaHua ARP-3anpocos Ha Ha cTpavBsae-
MOM MHTe pdetice.

anycast-gateway

-/BblK/OYE HO

Bkntoua et onuuio anycast gateway Ha uHTe pdelice. B ncxoaawmx

ARP-nakeTax 6a308bli MAC-agpec KoMMmyTaTopa 3a MeHAET Ha

BUpTYa NbHbI MAC-aapec.

V BuptyanbHbiiit MAC-agpec gomkeH 6bITb 3a4aH KOMaHA0M
/ anycast-gateway mac-address.

no anycast-gateway

YcTaHaBAMBa eT3HaYeHme No YMOIYaHUIO.

[pumepbl UCron63080HUA KOMAHO

[o6aBuTb cTaTuyecKyto 3anmcb B ARP-Tabnuuy: IP-agpec 192.168.16.32, MAC-aapec 0:0:C:40:F:BC,
YCTaHOBUTb BPEMS }KU3HU ANHaMUYecKMx 3anumceli B ARP-Tabamue —12000 ceKyHA:

console# configure

console (config)# arp 192.168.16.32
1/0/2

console (config)# arp timeout 12000

MokasaTb coaeprkumoe ARP-TabamubL:

console# show arp

00-00-0c-40-0f-bc tengigabitethernet

vlan 1 te0/12 192.168.25.1

02:00:2a:00:04:95

HW address status

dynamic

5.15.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) —
pacnpocTpaHuTb No cetn maeHTudukatopbl VLAN

npotokon VLAN-peructpaymu. MNpoTokon no3sonset
. OcHoBHOW ¢yHKUMen npoTokona GVRP sBnseta

0bHapyrkeHue nHdopmaumm ob oTcyTcTBYOLWMX B 6a3e AaHHbIX KOMMmyTaTopa VLAN-ceTax npm noayyeHum
coobueHunit GVRP. Monyums nHpopmaumio 06 otcytcreyowmx VLAN, KommyTtaTop aobaBnseT ee B CBOKO

6a3y AaHHbIX.
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KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

Bua 3anpoca KoMaHAHOM CTPOKM pexmma rnobanbHoM KoHOUrypaumm:

console (config) #

Tabnuua 92 — KomaHabl pexuma rnobanbHOM KoHbUrypauum

3HayeHue/3Ha4yeHue
no ymMon4yaHuio

KomaHda

Aelicmeue

gvrp enable
no gvrp enable

-/BbIK/IOYEH

BKAtoYa eT ncnonb3osaHme npoTokona GVRP-KoOMMyTaTopom.

BbIKAtOYa eT Mcnob3oBaHMe NpoTokoa GVRP-KommyTaTopom.

KomaHObI pexcuma KoHguaypauuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet, uHmep-

gelica epynmnbl NIopmos

Bua 3anpoca KOMaHOHOM CTPOKM B perkMme KoHourypauumn uHtepodeica Ethernet, nHtepdelica

rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |

hundredgigabitethernet hu port |
console (config-if) #

port-channel group}

Tabnuua 93 — KomaHabl pexkuma KoHourypaumm nutepdeinca Ethernet, rpynnbsi uHTe pdelicos

3Ha4yeHue/3HaveHue .
KomaHda Aelicmeue
10 yMOAYAHUIO
gvrp enable Bkntoya et ucnosb3osaHMe npoTokona GVRP Ha HacTpanBaemom
nHTE pdeiice.
-/BbIKAOYEH
no gvrp enable BbIkntoya et ncnosib3osBaHue npoTokosa GVRP Ha HacTpavBaemom
nHTE pdeiice.
gvrp vlan-creation-forbid 3anpewaeT gMHa Mnye cKoe nsme HeHue unm cosgaxue VLAN ana
Ha CTpawvBaemoro uHTe pdeica.
. — -/paspelueHo
no gvrp vlan-creation-forbid Pa3pewaeT AMHa Mnye ckoe usmeHeHue mnm cosgaHue VLAN gna
Ha CTpawvBaemMoro uHTe pdeica.
gvrp registration-forbid Mo ymonyaHuo BbinonHaeT cHATHe perucTpauum ana scex VLAN n He gonyckaer co-
cosfaHue n 342 HWA UK pernctpauum Hoebix VLAN Ha aa HHOM uHTe p de lice.
no gvrp registration-forbid pervctpauus VLAN Ha YcTa Ha BAMBa eT3HaYeHne No YMONYaHUIO.
nHTe p de iice
paspelleHa

KomaHOb! pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTpOKM perkmma Privileged EXEC:

console#

Tabnunua 94 — KomaHabl pexnma Privileged EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

clear gvrp statistics
[tengigabitethernet te port |
hundredgigabitethernet
hu_port | port-channel group]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

OuunwaeT Ha Konae HHYIO CTa TUCTUKY NpoToKoia GVRP.
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KomaHOob! pexcuma EXEC

Bua 3anpoca KomaHOHOM CTPOKM perkmma EXEC:
console>

Tabnuua 95 — KomaHabl perxkmma EXEC

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
Mo yMoAYaHuo

show gvrp configuration MoKa3biBaeTKOHPUrypa Lo npotokona GVRP ana yka3aHHOTO UH
[tengigabitethernet te_port | Tepdeica, nMbo ans Bcex nuHTe pde McoB.
hundredgigabitethernet
hu_port | port-channel group |
detailed]
show gvrp statistics te_port:(1..8/0/1..32); | MoKkasbiBaeT HaKOM/IEHHYIO CTaTUCTUKY Mo npoToKony GVRP asm
[tengigabitethernet te_port | hu_port:(1/0/1..6); yKa3aHHoro nHTe pdeiica, MMbo ansa Bcex uHTe p de McoB.
hundredgigabitethernet group:(1..32)
hu_port | port-channel group]
show gvrp error-statistics MoKa3blBa eTCcTaTUCTUKY NO OLWMbKam npu paboTe npoToKosa GVRP
[tengigabitethernet te_port | ONA YKa 3a HHOTO MHTe pdeiica, 1Mbo Ana Bcex HTe pde cos.
hundredgigabitethernet
hu_port | port-channel group]

5.15.4 MexaHu3m obHapyxceHusa nemens (loopback-detection)

JaHHbIN MexaHW3M NO3BONAET YCTPONCTBY OTC/EKMBATb 3aK0/1bLLOBAHHbIE NOPTbI. MeTna Ha nopty
06HapyKMBaAETCA NYTEM OTCbIJIKM KOMMYTaTOPOM KaJpa € aZlpeCcoM Ha3HAYeHMA, COBNAZAIOLWMM C OAHUM
13 MAC-agpecoB yCTpoICTBa.

KomaHObI pexcuma 2106aa6HOU KOHpuU2ypauuu

Bna 3anpoca KoMaHAHOM CTPOKM B peXknme rnobanbHoM KoHOUrypaumm:

console (config) #

Tabnuua 96 — KomaHabl pexuma rnobanbHOM KoHbUrypauum

3Ha4yeHue/3HaveHue "
KomaHda / Aelicmeue
Mo ymMon4YaHuio
loopback-detection enable / BKAtoya eT me xaHM3M 06Ha py:KeHus neTe b A8 KOMMyTaTopa.
-/BbIKNtOYE HO
no loopback-detection enable BoccTaHa BanBaeT 3HaYeHne No yMOIYaHuLo.
loopback-detection interval YcTaHaBavBa eTMHTe pBan mexay loopback-kagpamu.
seconds:(10..60)/30
seconds - seconds — UHTe pBa N Bpe MeHW me Ay LBD-Kaapamu.
— CeKyHZ,
no loopback-detection interval BoccTaHa BAMBaeT 3HaYeHWe No yMOUAHUIO.

KomaHObl pexcuma KoHguaypauuu uHmepgelica (duana3oHa uHmepgelicos) Ethernet, uHmep-
gelica epynmnel 10pmMos

Bua 3anpoca KOMaHOHOM CTPOKM B perkume KoHourypaumm uHtepodeiica Ethernet, nHtepdeliica
rpPynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group}
console (config-if) #

Ethernet-kommymamoper MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 99



JHELTEX

Tabnuua 97 — KomaHap! pexknma KoHourypaummn nntepdeica Ethernet, rpynnbl uHTe ppeicos, MHTepdeiica
VLAN

3HavyeHue/3HayeHue .
KomaHoa Aeiicmeue
Mo ymon4YaHuro
loopback-detection enable / BKAtoYa eT Me xaHU3M 06Ha pyKeHWA NeTenbHa NopTy.
-/BbIK/1HOYEH
no loopback-detection enable BoccTaHa BanBaeT 3HaYeHne No yMOIHaHuIo.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTpOKM perkmma EXEC:
console#

Tabnuua 98 — KomaHab! perkmuma EXEC

Komanda 3HayeHue/3HavyeHue Neiicmeue
1o yMOnYaHUt0
show loopback-detection OTobparkaeT cocTosHMe mexaHuama loopback-detection.
[tengigabitethernet te_port | te_port:(1..8/0/1..32);
hundredgigabitethernet hu_port:(1/0/1..6);
hu_port | port-channel group | group:(1..32).
detailed]

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHol 3agayent npoTokona STP (Spanning Tree Protocol) ABnaeTtcsa npuseaeHue cetn Ethernetc
MHOEeCTBEHHbIMM CBA3SIMU K APEBOBUAHOM TOMOIOMMK, UCKIOYAIOLWEN LMKAbI NakeToB. KommyTaTopb!
0bmeHMBaOTCA KOHOUIYPAUMOHHBIMU COOBLLEHUAMM, MCMOAb3YA Kaapbl cneuuanbHoro ¢opmara, U
BbIOOPOYHO BK/IHOYAOT M OTKAHOYAOT Nepeayvy Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) sBnsieTca ycoBepleHCTBOBaHMEM NpoToKoaa STP, xapaKkTepusyeta
MEHbBLIMM BpPEMEHEM MNPUBEAEHUA CETU K APEBOBUAHON TOMOAOIMM M MMeeT 6osiee BbICOKytO
YCTOMYMBOCTb.

Mpotokon Multiple STP (MSTP) saBnsetca Hambonee coBpemeHHOW peanusaumeit STP,
noagepueatowein wmcnonbzosaHne VLAN. MSTP npepgnonaraet KoHdurypauuio Heobxoammoro
KOJIMYeCTBa 3K3e MNJIAPOB CBA3YIOLWEro AepeBa (spanning tree) BHe 3aBucMmocTy oT uncna rpynn VLAN Ha
KommyTaTope. Kaxkablii 3K3eMNAAp MOXKET cogepKaTb Heckobko rpynn VLAN. HegoctaTkom npoToKkona
MSTP siBnsieTCATO, YTO HA BCEX KOMMYTATOpax, B3aumogencreyrowmx no MSTP, 4onKHbI 6bITb 0AMHAKOBO
CKOHbUrypupoBaHsbl rpynnbl VLAN.

V MaKcMmanbHO gonycTumoe KomdyecTso sksemnaapos MSTP yKasaHo B Tabnuue 9.

MexaHu3m Multiprocess STP npeaHa3HadYeH 410 co34aHMA He3aBUCMMbIX Aepesbes STP/RSTP/MSTP
Ha NopTax ycTponcTea. M3meHeHMA COCTOAHNA OTAE/IbHOIO AePeBa HE OKa3blBAOT BAUAHUA HA COCTOAHME
APYrnX e peBbeB, YTO NO3BOAAET NOBbICUTb YCTOMYMBOCTL CETU U COKPATUTb BPEMA NepecTpoeHus e pesa
B C/lyyae OTKas30B. [pn KOHPUrypmnpoBaHUK cneayeT UCKAOUYUTb BO3MOXKHOCTb BO3HUKHOBEHUA Konel,
MeXay NopTamu-ysieHaMu pasHbiX gepesbeB. a5 06CcnyKMBaHUA U30/IMPOBaHHbIX AEPEBLEB B CUCTEME
€034a€TcA OTAEeNbHbIN NpoLecc Ha Kaxaoe AepeBo. C NpoLLeccom CONOCTaBAATCA NOPTbl YCTPOMCTR],
npuHagiexalpe e pesy.
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5.15.5.1 Hacmpolika npomokosaa STP, RSTP

KomaHOb!I pexcuma 2106 as6HOU KOHpuU2ypayuu

BuAa 3anpoca KoMaHAHOWM CTPOKM perKmma rnobanbHoM KoOHPUrypaumm:
console (config) #

Tabaunua 99 — KomaHAabl pexnma rnobanbHom KoHurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmsue

spanning-tree

Pa3pewaeTncnonb3oBaHMe KOMMYTATOPOM NPOTOKo 1a STP.

- -/BKAOYE HO
no spanning-tree 3anpeuaeT Ucnob3oBaHMe KOMMYTAaTOPOM NpoToKoaa STP.
spanning-tree mode {stp | YcTaHaBAMBa eT pexxnm pa b6oTbl npoTokona STP:
rstp | mstp | pvst | rapid- -stp — IEEE 802.1D Spanning Tree Protocol;
pvst} -rstp —IEEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP -mstp — |EEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- pvst — Cisco PerVlan Spanning Tree Protocol;
- rapid-pvst — Cisco Rapid PerVlan Spanning Tree Protocol.

YcTaHaBAMBa eT3HauveHue no YMONYaHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHa B/IMBa €T MHTE P Ba/l BPEME HY, 3a TpaumMBaeMblid Ha MPOCayLL -
BaHMWE M M3yYeHWe COCTOAHUIM Nepe A Ne peKktoyeHe M B COCTOAHME
nepegayn.

YcTaHaBAMBa eT3HayYeHue No YMONYaAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds:(1..10)/2 cek

YcTa Ha BAIMBa €T MHTE PBa/l BPEMEHM Me XY Ne pefayamu LNp oKose-
LaTeNbHbIX CO0bLe HMI «Hello» K B3a MO 4,eMCTBYHOLWMM KO MMYyTa-
TOpam.

YcTaHa BAMBaA €T 3HaYeHMe no YMONYaHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

-/3anpelyeHo

Paspewaert 3auTy, BbIKAOYA IOLWYO UHTEpdec NpU NoyYe HUK
csoero BPDU.

3anpeLaerT 3alWmTy, BbIKNOYA IOLLYIO MHTEpdeic Npu Nosyde HUK
csoero BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBa eTBPEeMA KM3HM CcBA3YyOLWwero aepesa STP.

YcTaHaBAMBa eT3HavYeHue N0 YMONYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpauBaeT npuoputeT ceasylowero aepesa STP.
3HayeHWe NpuopuTeTa LOIKHO bbITb KpaTHO 4096.

YcTaHaBAUBA €T 3HAYeHME MO YMOHAHMIO.

spanning-tree pathcost
method {long | short}

YcTa Ha BAvBa eT MeTOA onpeaeeHns Le HHOCTU MyTH.
- long —3HaueHue ueHHOCTM B AMa na3oHe 1..200000000;

-/long - short — 3HaueHMe ueHHOCTN B AMana3oHe 1..65535.

no spanning-tree pathcost YcTaHa BAMBa eT3HaYeHWe Mo YMOYaHUIO.
method
spanning-tree bpdu Onpepensaer pexum 06paboTku naketos BPDU-uHTepdeiicom, Ha
{filtering | flooding} KOTOPOM BbIK/tO4eH NpoToKkon STP.

- filtering — Ha uWHTepdodelice ¢ BbIKNOYEHHBIM NPOTOKOAOM STP

. BPDU-nakeTbl dunbTpytoTCs;
-/flooding

no spanning-tree bpdu

- flooding —Ha nHTe pdelice ¢ BbIKNOYEHHbIM NPOTOKO/1I0M STP HeTe-
rmpoBaHHble BPDU-nakeTbl ne pesatoTca, TerMpoBaHHble — GUAbTPY-
toTcA.

YcTaHaBAMBa eT3HaYeHue no YMONYaHUIO.

Mpwu 3apganum STP napameTpos forward-time, hello-time, max-age Heo6xoaumo BbinosHeHKe
e ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepagelica 2pynnsi Mopmos

Bua 3anpoca KOMaHOHOM CTPOKM B perkume KoHourypaumm uHtepodeica Ethernet, nHtepdeiica
rpPynnbl NOPTOB:

console (config-if) #

Tabnunua 100 — KomaHabl pexnma koHourypaumm untepoeiica Ethernet, rpynnesi noptos

KomaHda

3HayeHue/3Ha4yeHue
Mo ymMon4YaHuro

Aelicmeue

spanning-tree disable

3anpewaeT paboTy NpoToKona STP Ha KOHOUIypUpye MOM UHTEp-

delice.
- - -/paspelueHo
no spanning-tree disable /pasp PaspewaeT paboty npoTokona STP Ha KOHOUIYpUPYyEe MOM UHTE p-
delice.
spanning-tree cost cost cost: YcTa Ha BAMBA €T L,e HHOCTb NyTU Ye pe3 Aa HHbIM UHTe p e IAC.
i (1..200000000)/cm,  |—-COSE— UCHHOCTb NyTM.
no spanning-tree cost 26 96 YcTaHa BAMBa €T3HaYeH e, onpeaeaeMoe Ha 0CHOBaHUM CKO POCTU
Ta banuy

nopTa U MeToza onpeaeneHuns e HHOCTU NyTKn, cMm.Ta 6anuy 101

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTa HaBAMBa eT NpMo puUTeT UHTe pdeiica B cBAsytowem ae pese STP.

J 3HauyeHMe NpUopuUTeTa A0/MIKHO 6bITb KpaTHO 16.

YcTaHaBAMBa €T 3HaYeHme No YMOYaHWUIO.

spanning-tree portfast [auto]

BKAKOYA T peXKnM, B KOTOPOM MOPT NPU NOAHATUM HA HEM JINHKA
Cpas3y CTaHOBUTCA B COCTOSHWE Mepefayu, He LOKUAAACh UcTeye-
HWA Talimepa.

-/auto - auto — fo6aBiAeT 3a4epXKy 3 ceKyHAbI Nepes, ne pexoJom B Co-
CTOAHWE Nnepeayn.
no spanning-tree portfast BbIKAtOYa €T pexxnm mome HTa IbHOro NepexoJa B COCTOAHME nepe-
Aa4nno NoAHATUIO KIUHKA ».
spanning-tree guard root BK/loYa eT 3aLUTYy «KOPHA» ANA BCeX CBA3YIOLWMX e peBbeB STP Bbi-
6paHHOro nopTa.
-/vcnonb3osaHue

no spanning-tree guard

rno6anbHO M Ha CTPO KM

- root — 3anpewaeT uHTe pde icy BbiTb KOPHEBLIM NOPTOM KOMMy-
TaTopa.

Mcnonb3syeT rno6aibHyto Ha CTPOWKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree bpduguard

-/BbIK/IOY € HO

Pa3pelwaeT3a WwuTy, BbIKAHOYAOLLYIO MHTE pde Ic Np M NpUE Me nake-
T0B BPDU.

3anpeLwaeT3alLmTy, BbIK/OYatoWwyo MHTe pdelic Npu Np Mé me nake-
T0B BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/Ans paynaeKcHoro
nopPTa «TOYKA-TOYKa»,
A8 NONYAYNAEKCHOTO

— «pa3BeTB/IEHHbIN»

YcTaHaBanBaeTnpoTokon RSTP B nepepaatoLee coCcToaHMe nonpe-
AenaeT TUN CBA3WU ANA BbIGpa HHOTO nopTa:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBNEHHDIN.

YcTaHaBAuBaeT3HaveHue no YMONYaHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

Onpepenser pexvm obpaboTkn naketos BPDU-uHTep delicom, Ha
KOTOPOM BbIKAKOYEH NPOTOKOA STP.

- filtering — Ha uHTepdeiice ¢ BbIKNOYEHHbIM NPOTOKOAOM STP
BPDU naKeTbl punbTpytoTCs;

- flooding — Ha uHTEpdelice ¢ BbIKAOYEHHBIM NPOTOKONOM STP
HeTerMpoBaHHble BPDU-nakeTbl nepepatoTca, TerMpoBaHHble —
dunbTpytoTcA.

YcTaHa BAnBa eT3HaYeHue no YMO IMaHUIO.

spanning-tree mac-address
{dotid | dotlad}

no spanning-tree mac-address

-/dotld

MN3meHaeT MAC-a gpec, C KOTOpPbIM OTNPABAAKOTCA U NPUHMMA OTCA
BPDU.

- dotld —oTnpasastoTcan npuHumatotca BPDU c MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasaATca M npuHUmatoTca BPDU ¢ MAC-a gpecom
01-80-C2-00-00-08.

YcTaHaBAMBa €T3HaYeHme no YMO/THaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuemBPDU ¢
dnarom TCN paspe-
WweH

3anpewaetnpuem BPDU c dnarom TCN.

Paspewaetrnpuem BPDU c pnarom TCN.
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Tabnuua 101 — LileHHOCTb NyTK, yCTaHOB/IEHHAsA NO YMOJI4aHUIo (spanning-tree cost)

Memoo onpedeneHus yeHHo-
Uumepgpelic cmu nymu
Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000000 100
KomaHOob! pexcuma Privileged EXEC
Bupa 3anpoca KomaHAHOM cTpoKM pexkuma Privileged EXEC:
console#
Tabnuua 102 — KomaHapl perkmuma Privileged EXEC
3HayeHue/3Ha4yeHue .
KomaHda Aelicmeue

no ymoa4aHuro

show spanning-tree
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32).

MNoka3biBaeTcocToAHMe npoToKoaa STP.

show spanning-tree detail
[active | blockedports]

MoKas3blBaeTnoApobHyto MHPOPMa Lm0 O Ha CTPOMKaX MPOTOKOAA
STP, nHdo pma Lo 06 a KTUBHBIX MK 338 610 KMP O BAHHBIX MO P Tax.

clear spanning-tree
detected-protocols [interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32).

Nepe3anyckaeT NpoLecc MUrpa LM NpoTOKO/1a. 3aHOBO NP OUCXO-
ouT nepecyétaepesa STP.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM perkmma EXEC:

console#

Tabnuua 103 — KomaHapl perkmma EXEC

KomaHda

3HaveHue/3HavyeHue
10 yMOAYGHUIO

Aelicmeue

show spanning-tree bpdu
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32).

MoKa3biBaeTpexnm obpaboTkM naketoB BPDU Ha uHTe pde iicax.
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5.15.5.2 Hacmpolika npomokxona MSTP

KomaHOb!l pexcuma 2106asbHOU KoOHGuU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM perKmMma rnobanbHoM KoHPUrypaumm:
console (config) #

Tabnunua 104 — KomaHabl pexnma rnobanbHoM KoHoUrypaumm

3HayeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymon4aHuro

spanning-tree Pa3pelwaeTcnoib3oBaHWe KOMMYTaTOPOM NPOTOKoAa STP.

-/paspelueHo

no spanning-tree 3anpewaeT cnonb30BaHNE KOMMYTAaTOpOM NpoTokoaa STP.
spanning-tree mode {stp | YcTaHaBAMBA €T pexmm pa b6oTbl npoTokona STP.
rstp | mstp} -/RSTP
no spanning-tree mode YcTa Ha BAMBA €T 3Ha YeHWe N0 YMOIYaHUIO.
spanning-tree pathcost YcTaHaBAMBaeTMeTo  onpeaeeHus e HHOCTU NyTHK.
method {long | short} - long —3HayeHWe LeHHOCTU B Ana na3oHe 1..200000000;

-/long - short — 3HaueHWe LeHHOCTU B AManasoHe 1..65535.
no spanning-tree pathcost YcTaHa BAMBa €T3HaYeHME N0 YMOIYaHUIO.
method
spanning-tree mstinstance_id YcTaHaBAMBaeT NpUopuUTET ANA [AHHOTO KOMMyTaTopa nepej
priority priority 0CTaIbHbIMM, UCNONb3YHOLLMMKM 06WMA 3K3emnaap MSTP.

- instance_id —3k3emnnap MST;
instance_id: (1..63); - priority —npuvopuTeT KOMMYyTaTOpa.
priority: /

(0..61440)/32768 V 3HauyeHue NnpuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

no spanning-tree mst YcTaHa BAMBa eT3HaYeHME MO YMOYAHUIO.

instance_id priority

spanning-tree mst max-hops YcTaHa BAMBa €T Ma KCUMAJIbHOE KOIMYE CTBO TP aH3UTHbIX y4a CTKOB
hop_count AnA naketa BPDU, Heobxoanmbix gna dopmMmmpoBaHUA gepesa u

YA, prKa HYA MHGO P Ma LUK O ero CTpoeHUU. Ecim nakeT yxke npowen
Ma KCMMa JIbHO € KOJIMYECTBO TPaH3UTHbIX Y4a CTKOB, TO Ha C/ieayto-
hop_count:(1..40)/20 | wemyyacTke oHoTbpacbiBaeTcA.

- hop_count — MaKCMMa iIbHOE KOIMYEeCTBO TPAH3UTHbIX y4a CTKOB
aonanaketa BPDU.

no spanning-tree mst YcTaHa BnBa eT 3HaYeHMe N0 YMOAYAHMIO.
max-hops
spanning-tree mst Bxopg, B pexum KoHbUrypaumm npotokoaa MSTP.

configuration

KomaHObI pexcuma KoHgu2ypauyuu npomokxkonaa MSTP

Bua 3anpoca KOMaHAHOW CTPOKM B peXknume KoHOUrypaLmm npotokona MSTP:

console# configure
console (config)# spanning-tree mst configuration
console (config-mst) #

Tabnuua 105 — KomaHapl perkmuma KoHdurypauum npotokona MSTP

Komanoa 3Ha4yeHue/3HaveHue Leiicmeue
10 YyMOAYAHUIO
instance instance_id vlan Co3paeT COOTBETCTBME MEXKAY SK3eMNAAPOM NpoToKoaa MSTP u
vlan_range rpynnamm VLAN.
instance_id:(1..63); - instance-id — woe HTUGMKa TOp 3K3emnaApa NpoTokona MSTP;
vlan_range: (1..4094) - vlan-range —Homep rpynnbl VLAN.
no instance instance_id vlan YpanaeT cOOTBETCTBME MeXKAY 9K3e MNAApOM NnpoToKkona MSTP un
vlan_range rpynnamm VLAN.
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name string 3apaet uma KoHourypa uum MST.
string:(1..32) cumBona | - string — vima KoHdurypa umum MST.
no name Ypanaet uma KoHourypa uum MST.

revision value 3agaeTt HoMep peBM3UMN KoHPUrypa umum MST.

value: (0..65535)/0 - value — Home p peBU3UM KOHUrypa LM MST.

no revision YcTaHaBAVBa eT3HAaYeHWe No ymoayanuio (value).

show {current | pending} Moka3bliBaeTTeKyuyto (current) imbo oxkuaa towyto (pending) KoH-

durypaymo MST.

exit Bbixoa M3 perkuma KoHdurypaumm npotokona MSTP ¢ coxpaHe-
HVe M KoHdurypa uum.
abort Bbixog U3 pexuma KoHburypaumm npotokona MSTP 6e3 coxpaHe-

HUA KoHdUrypa Lum.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepagbelica 2pynnsl Mopmos

Bua 3anpoca KOMaHAHOWM CTPOKM B permme KoHourypaumm mHtepdeiica Ethernet, uHtepdeica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 106 — KomaHabl perkuma KoHdurypaumm nHtepoelica Ethernet, rpynnbi noptos

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/33 LWWUTa BbIK/IKOYEHA

BKtOYa €T 3aLWmUTY «KOPHA» ANA BCEX CBA3YIOLWMX Ae peBbeBSTP Bbl-
bpaHHOro nopTa. [laHHasA 3awmra 3anpeLtaet UHTe poelicy bbiTb
KO P He BbIM NMOPTOM KOMMYTATOpPa.

YcTaHaBAMBa eT3HaYeHme No YMOYaHMUIO.

spanning-tree mstinstance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTa Ha BAMBaA eT NpUo pUTeT UHTe pdeiica B ak3emnaspe MSTP.
- instance-id — npe HTUGUKa TO P 3K3emnaApa NpoTokona MSTP;
- priority —npuoputeT uHTe pdetica.

V 3HaueHue npuopUTeTa AO0NKHO 6bITb KpaTHO 16.

YcTaHa BAnBa eT3HaYeHune no YMO IHaHUIO.

spanning-tree mstinstance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCcTaHaBAMBaA €T LLEeHHOCTb MyTK Ye pe3 BbibpaHHbIN uHTe pde ic an
onpeaeneHHOro sksemnaapa npotokona MSTP.

- instance-id — vpe HTUPMKa TOp 3K3e MNIApa NpoToKona MSTP;

- COSt — LLle HHOCTb NyTHW.

YcTaHaBAMBa eT3HavYeHue, onpeaenaemoe Ha 0 CHO BaHWM CKO P OCTU
nopTa nmMeToa onpegeneHna Le HHOCTU NyTun.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT npuoputeT UHTe pdeiica B KOPHEBOM CBA3YHOLLEM
nepese MSTP.
/i 3HaueHue NPUOPUTETA AO/MKHO 6bITb KpaTHO 16.

YcTaHaBAMBa eT3HaYeHue no YMO IMaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuemBPDU ¢
¢dnarom TCN paspe-
WeH

3anpewaernpuem BPDU c dnarom TCN.

Paspewaetrnpuem BPDU c pnarom TCN.

KomaHOob! pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOW CTPOKM perkuma Privileged EXEC:

console#
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Tabnnua 107 — KomaHab! pexkmma EXEC

KomaHda

3HaveHue/3HavyeHue
10 yMOAYGHUIO

Aelicmeue

show spanning-tree
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

te_port: (1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
instance_id: (1..63)

MoKa3biBaeTKOHPUrypa umto npoTokona STP.
- instance_id —wpeHTUPMKaTOp 3K3e Mnasipa npoTokona MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..63)

Moka3blBaeT NoApobHyo MHPOPMA LLMIO O HaCTPOIKe NPOTOKOM
STP, nHdo pma LMo 06 a KTUBHbIX UK 33 BNOKMP OBAHHbLIX MOPTAX.

- active — npocmoTp MHPO pMa UMM 06 a KTUBHBIX NOPTAX;

- blockedports —npocmoTp MHOO pMaLum 0 3a610KMP OBaHHBIX NOp-
Tax;

- instance_id —wpeHTUPMKaTOP 3K3e Mnaspa NnpoTokona MSTP.

show spanning-tree
mst-configuration

Moka3blBaeT MHGOPMa LU0 O CKOHPUIYPUP OBAHHBIX 3K3e MNAPaX
MSTP.

clear spanning-tree
detected-protocols interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32).

Mepe3anyckaeT npoLecc Murpa Ly NpoToKona. 3aHOBO NP OUCXO-
AuUT NpocYéT aepesa STP.

[pumepbl 8bIM10AHEHUS KOMAHO

= BKAOYUTb NOAAEPHKKY NpoTOKoAa STP, yCTaHOBUTb 3HaYeHWE NPUOpPUTETA CBA3YIOLLENO AepeBa
RSTP — 12288, uHTepsan forward-time —20 cekyHA, MHTEPBaN BpeMEHU MeXKay Nepesadamm Wn-
poKoBelaTebHbix coobweHuit «Hello» —5 cekyHa, Bpema Xu3HK cBasytowero aepesa — 38 ce-

KyHA. MNoKasaTb KOHbUrypaumio npotokona STP:

console (config) # spanning-tree

console (config)# spanning-tree mode rstp
console (config) # spanning-tree priority 12288
console (config) # spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config)# spanning-tree max-age 38

console (config) # exit
console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root 1ID Priority 32768
Address a8:f9:4b:7b:e0:40
This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago

Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -
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5.15.5.3 Hacmpolika npomokosoe PVSTP+, RPVSTP+

PVSTP+(Per-VLAN Spanning Tree Protocol Plus) — ogHa u3 pa3HoBMAHOCTEM NPOTOKOMa Spanning
Tree, pacwmpsowan ¢yHKUMOHaNbHOCTb STP ana nucnonbsoBaHua B oTaebHbiX VLAN. MpumeHeHne
OaHHOTo NPOTOKONa No3BoAAET BKarKaom VLAN co3aaTb oTaenbHbIM ak3emnnap STP. PVSTP+ cosmectrim
c STP.

Rapid (6bicTpbIit) PVSTP+(RPVSTP+) ABNAeTCcA ycoBe pLUeHCTBOBaHMEM NpoToKona PVSTP+, xapakTe-
pPU3yeTCcA MEHbLLIUM BPpEMEHEM NPUBEAEHUSA CETU K APEBOBUAHON TONOJIOTUM U UMEET B0J1ee BbICOKYIO
YCTONYMBOCTb.

Bcero noapepKaHo 65 PVST/RPVST-uHctaHca. Mpu 3Tom HyneBoi ucnonblyetca ana scex
VLAN, B KOTOpPbIX OTKAloueH PVST/RPVST. Kaxkaomy VLAN c BKkatoueHHbIMm PVST/RPVST co-
oreeTcrByeT ogauH PVST/RPVST uHcTaHc.

LN

MopTbl, Ha KOTOPbIX aKTUBHbI 65 U 6onee VLAN, npu nepexoge B pexkum PVST/RPVST spe-
MeHHO 6/10KMpYIoTCA, N03TOMY nepep, BkaloueHnem PVST/RPVST Heo6xogumo pacumtaTtb
Konunvectso ucnonbsyembix VLAN Ha KonbLeBbiX NopTax Kommyrtaropa. Ecam gaHHoe 3Ha-
YeHue npesblWaeT 64, TO NepPBOHAYa/IbHO HYXKHO OTKAoUUTb PVST/RPVST B M36bITOUHDbIX
VLAN/RPVST KomaHpgo# "no spanning-tree vlan <VLAN ID>".

LN

Mpu BKkAtoueHHOM pexxume PVST/RPVST kommyTtatopbl MES o6pabarbisatot PVST bpdu Bo
Bcex VLAN. Moatomy B cny4yanax, Koraa B KO/bLe UCNO/Ib3YIOTCA KOMMYTATOPbI C KOAuye-
cteom PVST/RPVST VLAN, npesblwalouwem 64, cnegyet paclumputb AMmutbl 06paboTku
PVST bpdu-Tpaduka Ha CPU. Ona 3Toro ucnonb3yetca KomaHaa "service cpu-rate-limits
other-bpdu 1024".

LN

Ecnu B npouecce aKkcnayaTtauum noHagoburca yéparb VLAN 3 PVST/RPVST-UHCTaHCOB 1 40-
6aBUTb HOBbIE, HY}XHO NPOU3BECTU CNeAYIOLLME AecTBUA:

1) OTKknounTtb STP B HeHyXHbIX VLAN (KomaHga «no spanning-tree vlan vian_list» B rno-
6anbHOM peXknume KOHPUrypuposaHua);

2) Bkntountb STP B HOoBbIX VLAN (KomaHpga «spanning-tree vlan vian_list» Brno6anbHom pe-
}Ume KOHPUryprupoBsaHus).

L

KomaHOb!l pexcuma 2n06asa6HOU KOHpu2ypayuu

Bua 3anpoca KoOMaHAHOM CTPOKM peXknma rnobanbHOM KoOHPUrypaumm:
console (config) #

Tabnuua 108 — KomaHab! pexuma rnobanbHOM KOoHOUrypauum

Komanda 3HayeHue/3HayeHue eiicmeue
0 YyMOAYAHUIO
spanning-tree vlan vian_list vlan_list: (1..4094)/ no BktounTtb paboTy npoTokona PVSTP+, RPVSTP+ B yKa 3aHHbIX
YMO 4@ HUMto BCe MHCTaHebl | VLAN.
no spanning-tree vian BK/OYEHbI Otkntovaet paboTty npoTtokona PVSTP+, RPVSTP+ B yKa3aHHbIX
vlan_list VLAN.
spanning-tree vlan vian_list YcTaHa BAMBa T UHTEe pBal BPeMeHM, 3a TPauMBaeMbli Ha NPOCAy-
forward-time seconds LIMBA HME U U3yYe HUEe COCTOAHUI Ne pea ne peKkatoYeHNe M B CO-

CTOAHME Nepeayun ANA yKa3aHHbiX VLAN.

Taiimepbl 40NKHbI COOTBETCTBOBATH CAeAylo-
wen popmyne:

2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

vlan_list: (1..4094);
seconds: (4..30)/15 cek V
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no spanning-tree vian
vlan_list forward-time

YcTaHa BAMBaA €T 3HaYeHne no YMONYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds:(1..10)/2 cek

YcTaHaBAMBa €T MHTE pBa/l BpEMEHWU MeXKAY Ne pe AadYamm Wupo-
KoBeLWwaTeNbHbIX coobuieHuint «Hello» K B3aumoae MCTBYOLMM
KOMMYTaTOpam ANA yKa 3aHHbIX VLAN.

YcTaHaBAnBaeT3HayYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHa BAUBa eT BpeMsa Xu3Hu ceasylowero agepesa STP ana yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAnBa eT3HayYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
priority priority value

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HactpauBaeT npuoputet ceasytlowero aepesa STP.
/'; 3HaueHue BblbUpaeTca U3 AnanasoHa c Wa-

rom 4096.

no spanning-tree vlan
vlan_list priority

YcTaHaBAnBa eT3HayveHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet

BuAa 3anpoca KoMaHOHOM CTPOKM perkMma KOoHOUrypaunm nHtepdeica:

console (config-if) #

Tabnuua 109 — KomaHapb! pexnuma KoHourypaumnmn nHtepdeica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4yaHuro

Aelicmeue

spanning-tree vlan
vlan_list cost cost

vlan_list: (1..4094);

no spanning-tree vlan
vlan_list cost

cost: (1..200000000)

YcTaHaBAMBaeT LLeHHOCTb NyTU Yepe3 AaHHbIN uHTe pdeic ana
YyKa3aHHbIX VLAN.
- cost — L@ HHOCTb MyTK.

YcTaHa BAMBa eT3HauYeHue, onpeaenaemoe Ha 0CHOBaHWUM CKOPO-
CTW NOpPTa M MeToha ONnpesefieHna LLe HHOCTU NYTU ANA YKa3aH-
HbIX VLAN.

spanning-tree vlan

ority_value

vlan_list port-priority pri-

vlan_list: (1..4094);
priority_value:

no spanning-tree vlan
vlan_list port-priority

(0..240)/128

YcTaHaBAMBa eTNpUopuUTeT MHTE pderica B KOP HEBOM CBA3YHOLLEM
pepese STP.
V 3HauyeHue BbibMpaeTca M3 AManasoHa C wa-
' rom 16.

YcTaHa BAnBa eT3HaYeHMe Mo YMONYAHUIO.

spanning-tree vlan
vlan_list restricted-tcn

-/npnem BPDU c pnarom

no spanning-tree vlan
vlan_list restricted-tcn

TCN pa3peleH;
vlan_list: (1..4094)

3anpewaetnpuem BPDU c pnarom TCN ansa ykasaHHbix VLAN.

Paspewaetnpuem BPDU c dpnarom TCN ana yka3aHHbIX VLAN.
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5.15.6 Hacmpoiika npomokona G.8032v2 (ERPS)

MpoTtokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH 419 NOBbIWEHMA YCTONYMBOCTU
N HaZeXKHOCTM CeTU Nepesayum AaHHbIX, UMeOLLE N KObLEBYHO TOMOJIOMNIO, 33 CYET CHUXKEHUA BPEMEHU
BOCCTAHOB/IEHMA CETU B CAy4Yae aBapuu. BpemA BOCCTaHOBAEHMA He npeBbiwaeT 1 CeKyHAbl, 4TO
CYLLECTBEHHO MeHbLLE BPEMEHM NEPECTPOMNKM CETU NPU UCMO1Ib30BAHUN MPOTOKO0B CEMEICTBA Spanning
tree.

KomaHObI pexcuma 2106 a7a6HOU KoHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KoOHGUrypaumm:

console (config) #

Tabnuua 110 — KomaHapl perkuma rnobanbHon KoHpury paymm

3HayeHue/3HayeHue
o yMoA4YaHUKo

KomaHda

Aelicmesue

erps

-/BbIK/IOYE HO
no erps

PaspewaeTtpaboTynpoTokona ERPS.

3anpeuwaeTtpaboTy npoTokona ERPS.

erps vlan vian_id

vlan_id: (1..4094)

no erps vlan vian_id

Co3paHue ERPS-Konbua c uaeHTuomkaTopom R-APS VLAN, no
KOTOpoW byaeT nepenaBaThea cayKe 6Ha A MHO pmaLma v ne-
pexopa B peXMm KOHOUrypa LM KobLia.

-vlan_id — Homep R-APS VLAN.

Ypanexve ERPS-konbua c naeHTUGUKaTopom vian_id.

KomaHObI pexcuma KoHpu2ypayuu Koavud

Bug 3anpoca KOMaHAHOW CTPOKM B peXknme KoHOUrypaLumm KonbLa:

console (config-erps) #

Tabnuua 111 — KomaHapl perkuma KoHdurypaumm ERPS-konbua

3HayeHue/3HayeHue
110 yMoAYaHUIO

KomaHda

Aelicmeue

protected vlanadd

vian_list vian_list:(2..4094, all)

OobasnaeTananasoH VLAN B cnncok 3a wmie HHbIX VLAN.
-vlan_list— cnncok VLAN. Avana3oH VLAN moXHO 3a aTb ne-
peyncneHne M Yepes 3aNATYIO WM yKa3aTb Haua/lbHOE U KO-
HeYyHoe 3HayeHus Anana3oHa Yyepes geduc "'-".

protected vlanremove

vian,_list vlan_list:(2..4094, all)

YpanaeT anana3oH VLAN 13 cnncka 3a wmuie HHbix VLAN.
-vlan_list —cnvcok VLAN ans yganeHwms.

port {west | east} {
tengigabitethernet te_port
| hundredgigabitethernet
hu_port | port-channel

te_port:(1..8/0/1..24);
hu_port:(1/0/1..6);

Bbibop west (east)-nopTta KOMMyTaTopa, BKAOYEHHOTO B
KO/bLLO.

group} group:(1..32)

no port {west | east} YpaneHve west (east)-nopta KommyTaTopa, BKIOYEHHOIO B
KO/bL,O.

rpl {west | east}{owner | Bbl6op RPL-nopTa KOMMyTaTOpa M €ro ponu.

neighbor} - west — RPL-nopTom byaeT Ha3HayeH west-nopT;
- east — RPL-nopTom byaeT Ha3HayeH west-nopT;

/norpl - owner — KommyTaTop OyneTt ABAATbLCA BAagenbuem RPL-

nopra;
- neighbor — kommyTaTop ByzeT ABAATHCA COCEAOM BNAAE/Ib-
ua RPL-nopTa.

no rpl Yaanexve RPL-nopTa KOMMyTaTopa.

level level HacTpolika ypoBHa coobweHuii R-APS. Heobxoaumo pgsa
NpoxoXxaeHua coobuie Huitye pes CFM MEP.

level:(0.7)/1 - feve/— Cpose Hb cog-I‘Gu.l,e HUIA FF{)-APS.
no level YCTaHOBKA 3HaYeHWs N0 YMO YA HUHO.
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ring enable

no ring enable

-/BbIK/IIOYE HO

Bktoue Hve GYHKLMOHMPOBaHUA KOMbLa.

BblkNtoue He GYHKLMOHMPOBaHUA KONbLa.

version version

version:(1..2)/2

BblbOp peknma coBMECTUMOCTHM C A PYrMMM BE PCUAMM NPOTO-
Kona G.8032.
- version — Bepcua npoTokosa G.8032.

no version YcTaHOBKA 3HAYEHMA MO YMOI4A HUIO.
revertive . Bbibop perkuma paboTbl KonbLa.

- -/revertive
no revertive YcTaHOBKA 3HA YEHWA MO YMO YA HUHO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKa3aHue NoAKOoNbLa A1 fa HHOTO KO/bLa.
-vlan_id — Homep VLAN.

Ypanexve nogkonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

Bkntountb 0TNPaBKy curHa 1a oumctkn MAC-Tabauubl B 0 CHOB-
HOe KOJIbL,0 NMPpY Ne pecTpoeHnn NoAKoNbLLa.

OTK/II0YUTL OTNPaABKY CUrHana o4mncTkn MAC-Tab6uubl B OC-
HOBHOE KO/bLLO NPW Ne pecTpoeHn NoAKOIbLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBKa Talme pa, 6aokupytoLero ycrapeswme R-APS co-
obuweHus.

YcTaHOBKa 3HaYeHWA MO YMONYA HUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c ToYHOCTbIO
5 mc/0mc

YcTaHOBKa Talimepa 3a Aep KKM peakLum KommyTaTopa Ha us-
Me He HWe B COCTOSAHUW. BMe cTo peakupmmn Ha cobbiThe BRIOYa-
eTcA Talimep, NO UCTeYeHUM KOTOPOTo KOMMYTaTOP UHO p-
MUpYyeT O CBOEM COCTOAHMN. MpegHa3HayYeH ANA yme Hblue-
HuA dnyaa nakeTos Npu dnannuHre NOpToB.

YcTaHOBKa 3Ha4eHuA No YMO4a HUIKO.

timer wtr value

no timer wtr

value:(1..12) mmH/5 MuH

YcTaHOBKa Tavimepa, KOTOPbIN 3anyckaerca Ha RPL Owner
KomMMmyTaTope B revertive-pexume. Mcnosnbsyetca ana
npeaoTBPALLEHNA YA CTbIX 3a LWMTHBIX NepPeKAYeHUn 13-33
CUrHa 0B O He UCMPa BHOCTAX.

YcTaHOBKa 3HaYeHWA MO YMONYA HUIO.

switch forced {west | east}

dopcrpyeT 3aNycK 3aWNUTHOTO MePeKYEHNA KobLa, Npu

-/no aTOM 61I0KMPYETCA YKa 3aHHbIN NOPT.
no switch forced OTmeHa $opCMpOBaHNA NepEeKTOYEHNA KObLa.
switch manual {west | PydaHoe 610KMpOBaHWe yKasaHHOro west (east)-nopra 1 pas-
east} -/no 610KMpoBaHKe east (west).
no switch manual OTMeHa py4HON 610KUPOBKMU.
abort OTKaTUTb U3ME HE HUAA, BHE CEHHbIE C MOMEHTa BXOZ,A B PEMAM

KOHOUrypa LM KonbLa.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM perkmma EXEC:

console#

Tabnnua 112 — KomaHabl pexxkmma EXEC

KomaHda

3HaveHue/3Ha4yeHue
10 yMOAYAHUIO

Aeilicmeue

show erps [vlanvian_id]

vlan_id: (1..4094)

3anpoc uHoopma umm 06 obe m coctoaHum ERPS nnm cocto-
AHUM YKa 3a HHOTO KO/IbLLa.

5.15.7 Hacmpoiika npomokona LLDP

OcHoBHol ¢yHKUMel npoTokona Link Layer Discovery Protocol (LLDP) sBnseTca obmeH mexay
CeTeBbIMU YCTPOMCTBAMM O CBOEM COCTOSIHUM M XapaKTe puUCTUKax. MHbopmauwma, cobpaHHas nocpeacTBOM
npoTtoKonalLLDP, HakanaMBaeTcA B yCTPOMCTBAX U MOXKET BbITb 3anpoLleHa ynpaBAsoWMM KOMIbIOTEPOM
no npotokony SNMP. Takum ob6pasom, Ha OCHOBAHWM COBpaHHOW MHOOPMAUUKM, HA YNPaABAAOWEM
KOMMbIOTEPE MOKET ObITb CMOAE/IMPOBAHA TOMOJIOMMA CETU.
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KOMMyTaTopr nogaepXmMBarwT nNepedadyy Kak CTaHAaPTHbIX MapamMeTpoB, TaK U ONUUMOHA/1bHbIX,

TaKUX KakK:

—  MMA YCTPOICTBA M €ro onucaHue;
—  MMA MopTau ero onuncaHue;
—  wnHdpopmaumsao MAC/PHY;

- UT.A.

KomaHOb! pexcuma 2106 as6HOU KoOHuU2ypayuu

Bua 3anpoca KomaHAHOM CTPOKM perKmMma r1ob6anbHoM KoHPUrypaumm:

console (config) #

Tabnuua 113 — KomaHabl pekuma rnobanbHol KoHpuUrypaumm

3Ha4yeHue/3HaveHue "
KomaHda / Aelicmeue
1o yMOAYAHUIO
lidp run Jpaspeueto Pa3pewaeTrKommyTaTopy UCNO/Ib30BaHMe NpOTOKoAa LLDP.
no lidp run 3anpewaeT KOMMYTaTOpPY UCNO/Ib30BaHWe NpoToKoaa LLDP.

lidp timer seconds

no lidp timer

seconds: (5..32768)/30
cek

Onpeaensert, Kak 4acTo yCTPOMCTBO Byae T OTNPaBAATL 06HO B/ieH/e
mHdopmaumm LLDP.

YcTaHaBAMBa eT3HaYeHme No YMOYaHWUIO.

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3a/aeT Be/IYMHY Bpe Me HY A1A NP UHUMA IOLLLe FO YCTPOMCTBA, B Te-
YeHMe KOTOPOTO HYXKHO YAE P*KMBA Tb NPMHUMA e Mble NakeTbl LLDP
nepea uxcbpocom.

[aHHan BenndmHa nepenaerca Ha NPUHMMA eMyIo CTOPOHy B LLDP
update nakeTtax (naketax o6HOBNEHMSA), ABAAETCA KPATHOCTbIO A1
Tanmepa LLDP (lldp timer). Takum obpasom, Bpems »usHu LLDP na-
KeToB paccunTbiBaeTcano popmyne TTL=min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBa eT3HaYeHme No YMOYAHMUIO.

lldp reinit seconds

no lldp reinit

seconds:(1..10)/2 cek

MuHMMa nbHOEe Bpems, KoTopoe LLDP-nopT 6yaeT oxuaatb nepes
NoOBTOPHO W MHWLMA Nn3a e i LLDP.

YcTaHaBAMBa €T 3HaYeHme No YMOIYAHMIO.

lidp tx-delay seconds

no lidp tx-delay

seconds:(1..8192)/2
cek

YcTaHaBAMBaET 3a4ePXKKY MeXA4y nociaeayLWnmn nepegavyamm
nakeTos LLDP, MHMLUMP OBa HHBIMWU M3ME HE HUAMMW 3HAYE HUIA UK
CTaTyca B IOKa/bHbIX 6a3ax aaHHbix MIB LLDP.
V PekomeHpgyeTca, uTobbl AaHHaA 3apepXKKa 6bina
MeHble, yem 3HauyeHue 0.25* LLDP-Timer.

YcTaHaBAMBa eT3HaYeHme No YMOYaHWUIO.

lidp lldpdu {filtering | flooding}

no lidp lidpdu

-/filtering

Onpepaensaet pexum obpaboTkm naketos LLDP, Koraa npotokon
LLDP BbIK/NtOYE H HA KOMMYTaTOpe:

- filtering — yka3biBaeT, yto LLDP-nakeTbl punbTpytoTCA, €CM Npo-
TOKOA LLDP BbIKAtOUEH HA KOMMYTATO pE;

- flooding —yka3biBa eT, 4yTo LLDP-nakeTbl ne pesatorca, eciv nporvo-
Ko LLDP BbIKNtOYE H HA KOMMyTaTope.

YcTaHa BAnBa eT3HaYeHue no YMONYaHUIO.

lidp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBAvBaeT uncno nostopenuin PDU LLDP ans 6bicTporo 3a-
nycka, onpegenaemoronocpeacrsom LLDP-MED.

YcTaHaBAMBa eT3HaYeHme No YMOYaHMUIO.
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lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

number: (1..32);
application: (voice,

voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);

OnpepenseT npasuno gaa napametpa network-policy (ceTesan no-
JIUTMKA YCTPOICTBA ). [la HHbIM Na paMeTp ABAAETCA OML,MO Ha IbHbIM
ANA pacwmpeHua npotokona LLDP MED.

- number — nopsaaKoBbIA HOMe p Npasuaa network policy;

- application —rnaBHa A yHKLLMA, ONpe feNeHHan ANA AaHHOTO npa-
Buna network policy.

-vlan_id — vpeHtudmkaTop VLAN ana gaHHOrO Npasuna;

- tagged/untagged — onpe genseT TerMp oBaHHO M UM HE TE TMP OBaH-
HoM 6ypeT VLAN, ncnonb3ye Maa ga HHbIM NPa BUIO M.

- priority —npuopuTeT faHHOTO Npasuna (MCNob3yeTcs Ha BTOPOM
ypoBHe mogenn OSI);

- value — 3Ha4e Hne DSCP, ncnonb3ye Moe Aa HHbIM NPa BUIO M.

no lldp med network-policy
number

value:(0..63)

YpanseT co3gaHHoe Npasuio AnA napametpa network-policy.

lidp notifications interval
seconds

seconds: (5..3600)/5
cek

YcTa Ha B/MBa eT Ma KCMMasIbHYIO CKOPOCTb Me PeAayn yBe A0MIE HAi
LLDP.

- seconds —nepuoa BpeMeHH, B Te4e HUe KOTOPOro yCTPOMCTBO Mo-
eT oTnpaBuTbHe 60/1ee 04HOTO yBe AOMIEHNA.

no lldp notifications interval

YcTa Ha BAnBa eT 3HaYeHne no YMONYaHUIO.

KomaHObI pexcuma KoHguypayuu uHmepgelicos Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B peXume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if) #

Tabnuua 114 — KomaHapl perkuma KoHdurypaumm nHtepodeliica Ethernet

KomaHda

3HayeHue/3Ha4yeHue no
YMO/YAHUIO

Aelicmeue

lidp transmit

no lldp transmit

lidp receive

no lldp receive

Mo ymonyaHuio pa3spelleHo
Mcnonb3oBa HWe B 060ux
Hanpa BieHunAX.

Pa3pelwaeT nepesayy nakeToB No NpoTokoay LLDP Ha wHTep-
delvice.

3anpeluaeT nepegayvy nakeTos nNo Nnpotokony LLDP Ha uHTep-
delvice.

PaspelwaeTnprem naketosno npotokony LLDP Ha uHTe pde lice.

3anpeuaeTnpuem naketTos no NpoTokony LLDP Ha uHTe p de ice.

lidp optional-tlv t/v_list

no lldp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMO14a HUIO
onuuoHanbHble TLV He
BK/IlOYE Hbl B MAKET.

Onpepensert, Kakve onuMoHaabHble TLV-nona (Type, Length,

Value) byayT BKAOYEHbI YCTPOMCTBOM B NepegaBaemblit LLDP-

naker.

B KOMa HZY MOKHO BK/ILOUYUTb OT OAHOTO A0 MATU O ML,MO HA NIbHbIX

TLV.
/i TLV 802.3-power-via-mdi f0OCTynHa TOAbKO Ha YCTPOM-

« CTBaX Cc nogAaepKoii PoE.

YcTaHa BAnBa eT3HaYeHre no YMONYaHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv id |
vlan-name {add | remove}
vlan_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyaHuio
onunoHanbHble TLV He
BK/IOYE HbI.

Onpepensaer, Kakue onuunoHanbHble TLV-nona 6yayT BKAOYEHbI
YCTPOICTBOM B Nepe gasaembli LLDP-nakert:

- pvid —PVID uHTepoelica;

- ppvid — no6asutb/yaanuts PPVID;

-vlan-name — n06aButb/yaanuts Homep VLAN;

- protocol — g06aBuUTL/yAaNTb ONPeaeNeHHbIN NPOTOKON.

YcTaHa BAnBa eT3HaYeHre no YMONYaHUIO.
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lidp management-address
{ip_address | none |
automatic [
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmarTip-address:
A.B.C.D;
te_port: (1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094).
Mo ymonyaHuo
ynpaBasowWwmina apec
onpepaensercs
aBTOMATUYECKW.

Onpepensaer ynpaBAAOLWMA aapec, 06bABAEHHbIN Ha WHTEp-
deiice.
- ip_address —3apaeTca ctaTudeckuii | P-agpec;
- none — yKa3blBaeT, YTo aipec He 06bABNEH;
- automatic —yKa3bIBa eT, YTO cMCTEMA aBTOMATUYECKU BblbMpaeT
ynpaBAAwLWmMi a apec u3 Bcex | P-a apecos KommyTaTopa;
- automatic — yKa3biBa eT, YTO CUCTEMA aBTOMATU4YECK U BblOMpaeT
ynpaBAAKLLNIA a Ap ec, U3 CKOHOUIYP P OBa HHbIX @ APecoB3ajaH
HOro MHTe pdeiica.
Ecnan nHTe podeitc ethernet unm nHte pdeic rpynnbl NOPTOB Npwt-
Haanexxat VLAN, To aaHHbi agpec VLAN He ByaeT BK/IOYEH B
CMUCOK BO3MOXHbIX Yrpa BAAIOLWMX @ P ECOB.
B cnyyae Hanuuua HeckonbKux IP-agpecoB cucrema
‘ Bbl6MpaeT HauanbHbIN IP-agpec U3 gManasoHa AnHa-
V' muueckux IP-agpecos. Ecnv guHamuuyeckue agpeca
OTCYTCTBYIOT, TO CUCTEMA Bbl6MpaeT HayanbHbI IP-ag-
pec U3 AgnanasoHa BO3MOXHbIX cTaTuyeckux IP-agpe-
COB.

YpanseTynpasnatiowmii | P-agpec.

lidp notification {enable |
disable}

no lldp notifications

Mo ymonyaHuWio oTnpasKa
yBe Aomne Huii LLDP
3anpeLyeHa.

Pa3spelwaet/3anpeltaeTt oTnpasKy yse 4oMaeHunit LLDP Ha uHTe p-
delice.

- enable — pa3peuwaer;

- disable —3anpewaer.

YcTa Ha BnBa eT 3Ha YeHre Nno YMONYaHUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,
location,
inventory)/3anpeLieHo
MCNONb30Ba HKE
paclmMpeHna NpoToKoa
LLDP MED.

Pa3pelwaeTuncnonb3osaHue pacwmpenuna npotokona LLDP MED.

B KOMaHAY MOXHO BKIOYUTb OT OAHOTO A0 TPEX Cre LLManbHbIX
TLV.

lldp med network-policy
{add | remove} number

no lldp med network-policy

number: (1-32)

HasHauaeTtnpasuno network-policy gaHHo My uHTe p de iicy.
-add — Ha3HayaeT NpaBwuIo;

-remove — yaanaeT npasuno;

- number — HOMe p nNpaBwuna.

YpanaeT npasuno network-policy c ga HHOTO MHTE pdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin
ecs_elin_data}

no lldp med location
{coordinate | civic-address |
ecs-elin}

coordinate: 16 6aurt;
civic_address_data: (6..160)
6awur;
ecs_elin_data: (10..25)
6aur.

3aaeT MecTono0Xe Hue yCTP 0 1cTBa 418 NpoTokona LLDP (3Ha-
YyeHue napametpa location npoTokona LLDP MED).

- coordinate —appec B cMcTe Me KOO paAuHaT;

- civic_address_data — a AMUHUCTPa TMBHbIN @ AP EC YCTP OMCTBA;

- ecs-elin_data — appec B popmaTe, onpegeneHHom ANSI/TIA
1057.

YpansaeT Ha CTPOMKM Na pameTpa MecTonoioxe Hus location.

lidp med notification
topology-change {enable |
disable}

no lldp med notifications
topology-change

-/3anpeueHo

Paspewaet/3anpelaet oTnpasky yse gomneHuit LLDP MED 06
M3ME He HUM TO MO IO TUM.

- enable — pa3pelwaeToTnpaBKy yBe 0MNEHNI;

- disable —3anpeaeT oTNpaBKy yBE ,0 MAEHUIA.

YcTaHa BAnBa eT3HaYeHMe N0 YMONYAHUIO.

v

nopT rpynnbi.

MakeTbl LLDP, npuHATble Yyepes3 rpynny NOpToB, 3aNnOMUHAIOTCA UHAUBUAYANBHO NMOPTamMu
rpynnbl, NPUHABLWMMKM coobieHuA. LLDP oTnpaBnsAeT pasnnyHbie COO6LEHUA HA KaxKAablA

Pa6oTa npoTtokona LLDP He 3aBMCUT OT cOCTOAHUA NpoToKona STP Ha nopTy, nakeTbl LLDP oT-
NpPaBAAOTCA U NPUHUMAIOTCA Ha 3a6/10KMPOBAHHbIX NPOTOKoA0M STP-nopTax.

Ecam nopT KoHTpoaupyetcano 802.1X, To LLDP pa6oTaeT c NOPTOM TO/IbKO B Cly4ae, €C/U OH

dBTOpPU30BaH.
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KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKU pexxmnma Privileged EXEC:
console#

Tabnuua 115 — KomaHapl perkmuma Privileged EXEC

Komanda 3HaveHue/3HaveHue Neiicmeue
no ymon4aHuro
clear lidp table OuunwaeT Ta 6amLy a gpecos 0 6Ha pyrKe HHbIX COCe A HMX YCTP OMCTB U
[tengigabitethernet te_port | te_port:(1..8/0/1..32); | HauuHaeT HOBbIN LMK 06MeHa NaKeTamu no npoTokoy LLDP MED.
hundredgigabitethernet hu_port:(1/0/1..6)
hu_port | oob]
show lldp configuration Moka3biBaeT LLDP-KoHbUrypa upm Bcex ¢pusnye CKUX nHTe pde mcos
[tengigabitethernet te port | te_port:(1..8/0/1..32); | yctpoiictBa nmbo 3a4a HHbIX UHTE pde McoB.
hundredgigabitethernet hu_port:(1/0/1..6)
hu_port | oob | detailed]
show lldp med configuration MNMoKa3biBaeT KOHPUrypa UM pa climp eHna npoTokona LLDP — MED
[tengigabitethernet te_port | te_port:(1..8/0/1..32); | ansascexpusmnyeckmx Hte pdeiicos b0 3a Aa HHbIX MHTE p GeiicoB.
hundredgigabitethernet hu_port:(1/0/1..6)
hu_port | oob | detailed]
show lidp local { Moka3sbiBaeT LLDP-uHpopma LMo, KOTOPYHO a HOHCMPYET A HHbIA
tengigabitethernet te_port | te_port:(1..8/0/1..32); | nopr.
hundredgigabitethernet hu_port:(1/0/1..6)
hu_port | oob}
show lldp local MoKas3biBaeTcTaTyc nepesarpyskn TLVs LLDP.
ﬂvs-qveﬂ?adlng te_port:(1..8/0/1..32);
[tengigabitethernet te_port | hu_port: (1/0/1..6)
hundredgigabitethernet - ’ "
hu_port | oob]
show lidp neighbors Moka3bliBaeT MHGOPMa L0 O COCeAHUX YCTPOMCTBAX, HA KOTOPbIX
[tengigabitethernet te_port | te_port:(1..8/0/1..32); | pab6oTtaer nporokon LLDP.
hundredgigabitethernet hu_port:(1/0/1..6)
hu_port | oob]
show lldp statistics MoKa3biBaeTcTaTMcTUKy LLDP.
[tengigabitethernet te_port | te_port:(1..8/0/1..32);
hundredgigabitethernet hu_port:(1/0/1..6)
hu_port | oob | detailed]

[pumepbl 8bIMOAHEHUS KOMAHO

= YcraHoBuTb A noptatel/0/10 cneaytowme tlv-nona: port-description, system-name, system-de-
scription. 1na aaHHoro nHTepdeiica 4ob6asuTb ynpasnawowmii agpec 10.10.10.70.

console
console
console
console

config)# configure

config)# interface tengigabitethernet 1/0/10

config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
config-if)# 1lldp management-address 10.10.10.70

—~ o~ o~ —~

=  [locmoTpeTb KOHUrypaumto LLDP:

console# show 1lldp configuration

LLDP state: Enabled
Timer: 30 Seconds
Hold Multiplier: 4
Reinit delay: 4 Seconds
Tx delay: 2 Seconds
Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address
Port State Optional TLVs Address Notifications
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tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
Tabnuua 116 — OnuncaHue pesynbLTaToB
Mone OnucaHue
Timer Onpeaenset, Kak 4acTo ycTponcTeo wneT LLDP-o6HoBAEHMS.
Onpeaenset BennumHy Bpemenn (TTL, Time-To-Live) gnsa npuHMmaltowero ycTpomncTea, B
Hold Multiplier TEYEeHMEe KOTOPOro HYXKHO yAepKMBaTb NpUHUMaemble nakeTsl LLDP nepea ux cbpocom:
TTL =Timer * Hold Multiplier.
Reinit del OnpepenseT MMUHMMaIbHOE BPEMSA, B TEHEHME KOTOPOTro NopT ByAeT oXugaTtb nepes,
einitdela o
y nocbinKkon cnepytowero LLDP-coobuieHus.
Tx delay Onpegennet 3a4epKKy mexay nocnegyowmmmn nepegadyamum LLDP-kaapos, nHuummpo-
BaHHbIX MU3MEHEHUAMW 3Ha4YeHuit nnbo cTaTyca.
Port Homep noprTa.
State Pexkum paboTbl nopTa a4nsa npoTtokona LLDP.

Optional TLVs

TLV-onummn, KoTopble nepenatorca
BO3MOKHble 3HaYeHUs:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnucaHue cnctemsl;

SC — BO3MO»KHOCTM CUCTEMBI.

Address

Appec ycTpoicTea, KoTopblit nepepaetca B LLDP-coobweHunsnx.

Notifications

YKa3blBaeT, pa3pelleHbl nau 3anpeleHsbl ysegomnenma LLDP.

* [loKkasaTb MHbOPMALMIO O COCEAHUX YCTPOICTBAX

console# show l1lldp neighbors
Port Device 1ID Port ID System Name Capabilities
Tel/0/1 0060.704C. 73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C. 73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W
Tabnuua 117 — OnncaHue pesynbLTaToB
Mone OnucaHue

Port Homep noprTa.

Device ID Nma nnn MAC-agpec cocegHero ycTpoicTea.

PortID NoeHTuduKaTop NopTa COCeaHero ycTponcTea.

System name CucTemHOEe MMSA YCTPOMCTBa.
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Capabilities

[aHHoe none onucbIBaeT TMN YCTPOMCTBA:

B — MocT (Bridge);

R — MapupyTtusaTop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T —TenedoH (Telephone);

D — DOCSIS-ycTpoucteo (DOCSIS cabledevice);
H — CeteBoe ycTpoicTeo (Host);

r —NosToputensb (Repeater);

O — Tun HeussecTeH (Other).

System description

OnucaHune cocegHero ycTpoicTea.

Port description

OnucaHue nopTa coceaHero yCTPoncTea.

Management address

AZpec ynpasieHua yCTPOWCTBOM.

Auto-negotiation
support

Onpegenset, NOLAEPYKMBAETCA M aBTOMATUYECKOe ONpesesieHre pexrMma nopta.

Auto-negotiation status

Onpeaensert, BK/OYEHa M NOALEP’KKA aBTOMATUUYECKOro ONpeaeieHns pexnma
nopra.

Auto-negotiation
Advertised Capabilities

OnpepenseTr pexxnmbl, NnoaaeprkMBaemble GyHKUMEN aBTOMATUYECKOrO onpeaeseHns
nopra.

Operational MAU type

Pabouunit MAU-TUN ycTpoiicTBa.

5.15.8 Hacmpoiika ¢pyHkyuu Flex-link

Flex-link — ¢yHKUMA pe3epBUpoBaHUA, NpeaHa3HaYeHHaAA 41a obecneyYeHna HaJeKHOCTU KaHana
nepepayuun gaHHbix. B ceaske flex-link moryT HaxoanTbca nHTepodelickl Ethernet n Port-channel. OguH ns
3TUX UHTEePPECOB HaxoaUTCA B 330/10KMPOBAHHOM COCTOAHMMU U HAYMHAET NPONYCKaTb TPAadUK TONbKO B
Cny4yae aBapun Ha BTOpom MHTepdelice.

KomaHOb! pexcuma KoHgpu2ypuposaHua uHmepgelica Ethernet, uHmepagbelica 2pynnsi Mopmos

Bua, 3anpoca KOMaHAHOM CTPOKKU B pexknme KoHPUrypupoBaHusa nHtepoeliica Ethernet, nHrtep-

¢demca rpynnbl NOPTOB:

console (config-if) #

Tabnuua 118 — KomaHapl perkmuma KoHdurypumpoBaHua nHtepodelica Ethernet, rpynnel nopTos

KomaHda

3Ha4yeHue/3HaveHue

Aelicmesue
110 yMOAYAHUIO

flex-link backup {tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

Bkntouaer flex-link Ha MHTe pdelice 1 Ha3HA YaeT BbIGPaHHOMY UHTE p-
decy ponb backup-uHte pdeiica B flex-link nape.

te_port:(1..8/0/1..4);

no flex-link backup {tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

hu_port:(1/0/1..6);

port_channel (1..48)/- Bbikntouaert flex-link Ha uHTe pdeiice nyaanaet BbIOpaHHbIN UHTE P-

deic u3 flex-link napsbi.

flex-link preemption mode
[forced | bandwidth| off]

3apaerT geicTeure Npv NoAHATUM MHTe pdelica, yya cteytowero o flex-
link:

- forced — ecnvnoaHaBLWMIACA HTe pdelic Ha CTpoeH Kak master, To
OH CTaHEeT aKTUBHbIM UHTE pdeiicom;

- bandwidth — npu noagHATUN MHTe pdelica a KTUBHLIM CTa HET UHTE p-
deic c bonbLe i NPONYCKHO M CNOCOBHOCTbIO;

- off — noaHABLMICA MHTe pde lic 0cTa HeTCA B 32 BN0KUPOBAaHHOM CO-
CTOAHUM.

-/off

no flex-link preemption mode

Bo3BpawaeT 3HaYeHne No ymoa4aHuio.
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flex-link preemption delay de-
lay

no flex-link preemption delay

delay:(1..300)/35

3ajaeT Bpems OT Nepexoaa OTKNHYEHHOMo NopTa B COCTOAHME KUP»,
Mo NPOLUECTBUM KOTOPOTO BbINOHAETCA AEICTBME, YCTAHOBAEHHO e
Koma Hgo i flex-link preemption mode.

-delay — nepvoga BpemeHu, B CEKYHAAX.

Bo3BpalaeT 3HaYeHne no ymoa4aHuio.

flex-link backup {tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

te_port:(1..8/0/1..4);
hu_port:(1/0/1..6);
port_channel(1..48)/-

Bkntouaer flex-link Ha MHTe pdelice 1 Ha3Ha YaeT BbIOPaHHO MY UHTE p-
deicy ponb backup-uHte pdeiica B flex-link nape.

KomaHOob! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM peXxmnma Privileged EXEC:

console#

Tabnuua 119 — KomaHap! peskmuma EXEC

KomaHda

3Ha4yeHue/3HayeHue

Aelicmeue

no ymosn4aHuro

show interfaces flex-link
[detailed] {tengigabitether-
net te_port | hundredgiga-
bitethernet hu_port | port-
channel port-channel}

te_port:(1..8/0/1..4);
hu_port:(1/0/1..6);
port_channel: (1..48)

MoKa3biBaeTKoHdUrypa umo dyHkuum flex-link.

Ethernet-kommymamoper MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48

117




JHELTEX

5.15.9 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®dyHKumsa Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAy»KebHble MaKeTbl
pasnnyHbix L2-npoTtokosnos (PDU) uyepes ceTb npoBaifepa, YTO NO3BOAAET MPO3PAYHO CBA3ATb
KJMEHTCKME CErMEHTbI CeTH.

L2PT nHkancynmnpyeT PDU Ha nHTepdeiice KOMMyTaTopa, rpaHMyallero cobopyaoBaHmem, Kagpbl
KOTOPOro Heob6xo0AMMO MHKaNCyAMpoBaTh, U NepeaaeT UX Ha APYroi TaKoM e KOMMyTaTop, KOTOPbIM
OXMIAeT MHKaMNCcy/MpoBaHHble Kagpbl, @ 3aTeM AeKancynmpyeT ux. 3To NO3BOASET NO/1b30BaTENAM
nepegasatb MHGOpPMaUMIO 2-f0 ypOBHA Yepes ceTb MNposakgepa. KommyTaTopbl NpeaocTaBnsaoT
BO3MOHOCTb MHKAMCY/IMPOBaTh CNyKebHble nakeTbl npoTokonos STP, LACP, LLDP, IS-IS.

lpumep

Ecnu Bkntountb L2PT ana npoTtokona STP, To KommyTaTopbl A, B, C n D 6yayT 06beaguHEHbI B OAHO
cBAsyloLLee AepeBO, HECMOTPA HAa TO, YTO KOMMYTATOP A He coeaMHEH HaNPAMYO C KOMMyTaTopamu B,
C n D (PucyHok 31 — Mpumep paboTbl pyHKUmMK L2PT). MHdopmaums 06 nsmeHeHUn TONONOMMM ceTU
MOKeT b6bITb NepeaaHa CKBO3b CETb NPOBalaepa.

CeTb
npoBangepa

L[] ] switch 2

PucyHok 31 — Mpumep paboTbl dyHKUMN L2PT
Anroputm paboTbl GyHKUMOHANA Cie Ay oWmiA:
NHKancynauma:

1. Bce L2 PDU nepexsatbiBatotca Ha CPU.

2. Nopcuctema L2PT onpepenseT L2-npoToOKOA, KOTOPOMY COOTBETCTBYET NPUHATLIN PDU, 1
npoBepAeT, BKAOYEHA /1M Ha NOPTY, C KOTOPOro NpUHAT 3ToT PDU, HacTpomka I2protocol-
tunnel gna gaHHoro L2-npoTokona.

Ecnm HacTpoiiKa BK/ItOYEHa, TO:

— Bo Bce nopTbl VLAN, Ha KOTOpPbIX BKNOYEHO TYHHEIMPOBaHUe, oTnpasnaeTca PDU-Kkagp;

— BOo Bce noptbl VLAN, Ha KOTOPbIX BbIKAOYEHO TYHHEAMPOBaHWE, OTMpPaBAAETcA
MHKancynupoBaHHbiit PDU-Kkagp (ucxoaHbii Kagp ¢ Destination MAC-agpecom,
N3MeHEHHbIM Ha TYHHEIbHbI ).
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Ecnun HaCTDOﬁKa BbIK/1lO4Y€Ha, TO

— PDU-kagp nepeaaetca BobpaboTuMK COOTBETCTBYHOLLENO NPOTOKOA.

Jekancynauua:

3. PeanusosaH nepexsaT Ha CPU Ethernet-kagpos c MAC-agpecom HasHavyeHus, 3a4aHHbIM
npu nomoLm KomaHapl [2protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsaTt BKAtOUYaeTcA
TONbKO TOTAa, Koraa XxoTa 6bl Ha 04HOM MOPTY BKAtOUYEHa HacTpoiiKa I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKO/1a).

4. TNpwu nepexsaTte nakeTa c MAC-agpecom HazHAYEHMA XX-XX-XX-XX-XX-XX, OH CHa4Yana nonaggeT
B nogcucremy L2PT, KoTopasa onpeaenset L2-npoTokon gna gaHHoro PDUNo ero 3aronosky,
M NpoBepsieT, BKAOYEHA 1IN Ha NOPTY, C KOTOPOro NMPUHAT MHKANCY/JMPOBaHHbIN PDU,
HacTpoWKa I2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecnun HaCTpOﬁKa BK/1HOYEHAQ, TO!

—  nopT, cKoToporo 6bi/1 NoAyYeH MHKANCyAnpoBaHHbIN PDU-Kaap, 610KMpyeTcs ¢ NpUYMHON

[2pt-guard.
Ecnu HacTpoliKa BbIKAOYEHa:

— BO BCe nopThbl
AeKancynamposaH

VLAN, Ha KOTOpbIX BK/AKOYEHO TYHHe/NUpPOBaHWe, OTnpaBaAeTcd

HbIt PDU-Kaap;

— BO Bce noptbl VLAN, Ha KOTOpbIX BbIKAOYEHO TYHHENMUPOBAHME, OTMNpPaBAAETA

MHKaNcyMpoBaH

KomaHObI pexcuma 2106aa6HOU KOHpu2ypauyuu

HbI PDU-Kagp.

Buz 3anpoca KOMaHAHOW CTPOKM peknma rnobasbHOn KoHGUIypaLmu:

console (config) #

Tabnuua 120 — KomaHapl perkuma rnobanbHomn KoHdUrypauum

KomaHda

3HayeHue/3HayeHue
no yMon4YaHUto

Aelicmesue

I12protocol-tunnel address
{mac_address}

no I2protocol-tunnel ad-
dress

mac_address:
(01:00:ee:ee:00:00,
01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

3apaTtb MAC-a gpec Ha3HaYeHUA ANA TYHHE IMPYe MbiX Ka 4 pOB.

YCTaHOBUTb 3Ha Y€ HME MO YMOYAHUIO.

KomaHOb! pexcuma KoHgu2ypauuu uHmepgeltica Ethernet

Ha unHtepdeiice, rpaHuyaLLLEeM ¢ OKOHEUHbIM YCTPOICTBOM, He noaaepxusaowmm STP,
V B0/KeH 6bITb OTKAtoUeH npoTokon STP (spanning-tree disable) u BknoueHa punbrpaums
BPDU (spanning-tree bpdu filtering).

Bug, 3anpoca KOMaHAHOM CTPOKM B pexnme KoHdurypaumm nntepdeiica Ethernet, nntepdoeiica

rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 121 — KomaHabl perkuma KoHdurypaumm nHtepoeliica Ethernet

KomaHda

3HaveHue/3Ha4yeHue
Mo yMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp |
lacp | lldp | isis-I1 | isis-12
| pvst | cdp | dtp | vip |
pagp | udid}

no I2protocol-tunnel {stp |
lacp | lidp| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp | udid}

-/BbIKNOYE HO

BKAtoue HWe pexnma uHKa ncynsummnaketos STPBPDU.

Bbikntoye Hne perkmma mHKa ncynaumm naketos STPBPDU.

12protocol-tunnel cos cos

no I2protocol-tunnel cos

cos:(0..7)/5

3apaTb3HaveHne CoS ana 3anakoBaHHbIX PDU-Kagpos.

YcraHoBKa CoS B 3Ha4YeHMe No YyMOIHaHMIO.

12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
threshold

no I2protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vip | pagp | udid}

treshold:(1..4096)/
BbIK/OYE HO

HacTpolika NoporoBoro 3HaYeHUs CKOp ocTh BXoaAwmx PDU-Kaa-
poB (B NaKeTax B CEKyHAY), NOyYe HHbIX U NOA/E KaLLUX UHKaM-
cynaymu. Mpwu npesbiweHu nopora PDU otbpackiBatoTcs.

OTK/IOYa €T peXKMM KOHTP OoNA cKopocTu Bxoaawmx PDU-Kkagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vip |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vip |
pagp | udid}

treshold:(1..4096)/
BbIK/OYE HO

HacTpolika NoporoBoro 3Ha4YeHUs CKOp ocTu BXxoaaLwmx PDU- Kaa-
poB (B NaKeTax B CEKyHAY), NOyYe HHbIX U NOA/E KALLMUX UHKa-
cynauum. Npun npeBbilweHUM nopora nopT byaeT ne peseseH B co-
crosHue Errdisable (oTkntoueH).

OTK/I04a €T peXKMM KOHTPOoNA cKopocTu Bxoaawmx PDU-Kkagpos.

KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 122 — KomaHab! pexnma Privileged EXEC

KomaHda

3HaveHue/3Ha4yeHue
Mo yMOAYaHUIO

Aelicmsue

show [2protocol-tunnel
[tengigabitethernet te_port
| hundredgigabitethernet
hu_port | port-channel
group]

te_port:(1..8/0/1..24);
hu_port:(1/0/1..6);
group:(1..48)

OTobpaskaeT MHbopmaumo L2PT ana ykasaHHOro uHTe pdeiica
WK aNA BCe X UHTe pde iMcoB, Ha KOTOPbIX BKAtOYEH L2PT, e cim uk-
Tepdeic He yKa 3aH.

clear 12protocol-tunnel
statistics
[tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel
group]

te_port: (1..8/0/1..24);
hu_port:(1/0/1..6);
group:(1..48)

OumncTKa cTtaTUCTUKM L2PT ana yKa3aHHOTo UHTe pdelica unm ana
BCEX MHTE pde McoB, Ha KOTOPbIX BKAtOYEH L2PT, ecam unte pdeiic
He yKa3aH.
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lpumepbl 8bIM0AHEHUS KOMAHO

= YCTaHOBUTb TYHHeNbHbIM MAC-agpec B 3HayeHMe 01:00:0c:cd:cd:d0, BKntoumTb oTnpaBky SNIVIP
traps ot Tpurrepa l2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-
threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

= BKAOYUTb PeXUM TYHHENNPOoBaHUA STP Ha UHTepdeiice, ycTaHOBUTL 3HaYeHMe CoS-nakeTos
BPDU paBHbIm 4, BKAOUYUTb KOHTPOJ1b CKOPOCTM BXOZALLMX NakeTos BPDU.

console (config) # interface tengigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlian 100

console (config-if) # 12protocol-tunnel stp

console (config-if)# 12protocol-tunnel cos 4

console (config-if)# 12protocol-tunnel drop-threshold stp 40
console (config-if)# 12protocol-tunnel shutdown-threshold stp 100

consolef#fshow 1l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpume pbl cO0bLLEHUI 0 cpabaTbiBaHUM TPUITEPa:

12-Nov-2015 14:32:35 %$-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.16 Voice VLAN

Voice VLAN ucnonb3syetca ana BblgeneHus VolP-obopyanosaHua B otgensHyto VLAN. Ans VolP-
KagpoB MOryT 6biTb HasHayeHbl Q0S-aTpubyThl 4nA NpuopuUTU3aumnmM TpaduKa. KnaccuduKkauma Kagpos,
oTHocAlWmMXCA K Kagpam VolP-obopyaoBaHus, 6asmnpyetca Ha OUI (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHauyeHue Voice VLAN pgns nopTta npoucxoaur
aBTOMaTMYeCKM —Korga Ha nopT noctynaeT Kagap c OUl us Tabauubl Voice VLAN. Koraga nopT onpeaensaeTc,
Kak npuHaanexawmii Voice VLAN — gaHHbIN nopT gobaensetca Bo VLAN Kak tagged. Voice VLAN npumeHum
ONA CneayroLmx CXem:

— VolP-o06opyaoBaHue HacTpanBaeTcs, YTOObI paccbinath TErMpoBaHHbIE NakeTsbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMYTaTopE;

— VolP-o6opygosaHue paccbinaeT HeTerMpoBaHHble DHCP-3anpocbl. B otBeTe ot DHCP-
cepsepa npucytcteyeT onumsa 132 (VLAN ID), ¢ nomolLlbid KOTOPOI YCTPOWCTBO
aBTOMaTMYeckun HasHadvaeT cebe VLAN gna mapkuposku Tpadmka (Voice VLAN).

/";:" Dna HasHayeHuA Voice VLAN Ha cTopoHe OKOHe4Horo o6opyaoBaHusa Heo6xo0AMMO UCNOb30-
' BaTb |ldp-med noantukmn uan DHCP.
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Cnncok OUI-npoussoauteneit VolP-o60opynoBaHUs, LOMUHUPYIOLMX HA PbIHKE:

oul Pupma-nponssoautenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:D0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

V Voice VLAN Mmo»KeT 6biTb aKTUBUPOBaH Ha nopTax, paboTatowwumx B pexkume trunk u general.

KomaHOb!I pexcuma 2106 as6HOU KoHpu2ypayuu

Bua 3anpoca KomaHAHOM CTPOKM perkmMma rnobanbHoM KoHPUrypaumu:
console (config) #

Tabnuua 123 — KomaHapl perkuma rnobanbHon KoHpurypaumm

Komanda 3HavyeHue/3HayeHue Neiicmeue
no yMmo/sn4YaHuto
voice vlan aging-timeout YcTaHaBAMBaeT TaiMayT ANA NOPTa, NPMHA A€ KaALEro K voice-
timeout . vlan.Ecanc nopTa B Te4eHWe 33 JaHHOTO BpeMeHU He Bblio Kaa-
timeout: pos c OUI VolP-o6opyaoBaHua, To voice vlan yaansertca c aaw
(1..43200)/1440 Horo nopTa.
no voice vlan aging-timeout BoccTaHa BanBaeT 3Ha YeHWe Mo YMOIYaHWUIO.
voice vlan cos cos [remark] YcTa Ha BMBA €T BbIXO A HYIO oYepesb ana TpadumKka B Voice VIAN B
COOTBETCTBUM C HacTpoeHHbIM ana Voice VLAN CoS 6e3 cme Hbl
CoS.
cos:(0-7)/6 - remark — BKAtoYaeT nepeHasHayeHne CoS Ha yKa3aHHbIN 4nA
Tpaduka B Voice VLAN.
no voice vlan cos BoccTaHa BanBaeT 3HaYeHne No YMOIYaHuIo.
voice vlan id vian_id YcraHaBamea et uaeHTueukatop VLAN ana Voice VLAN
no voicevlan id Ynanaet uaeHtudukatop VLAN gns Voice VLAN
vlan_id: (1..4094) A Ana ypaneHua upeHtuédukatopa VLAN Tpebyetca
npeABapuUTeNIbHO OTKAUMTL GYHKUMIO voice vian Ha
BCeX noprax.
voice vlan oui-table {add oui | MNo3BonseT peaakTuposatse Tabauuy OUI.
remove oui} [word] word: (1.32) cumsonos | - oui —nepsble 3 6a l71T'fl MAC-agpeca;
- word — onucaHue oui.
no voice vlan oui-table Ynanaet Bce Nosib3oBaTenbCckue nsme He Hna OUL -Tabnuubl.
voice vlan state {oui-enabled | Bkaouutb/oTkOUNTb Voice VLAN.
disabled} -/BbIKAKOYE HO
no voice vlan state Be pHyTb 3HaYe H1Ee N0 YMO YA HUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHOHOM CTPOKM B perkume KoHourypaumm uHtepodeiica Ethernet, nHtepdeliica
rpPynnbl NOPTOB:

console (config-if) #
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Tabnuua 124 — KomaHabl perkuma KoHdpurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
Mo yMOAYAHUIO

Aelicmeue

voice vlan enable

Bkntoyaet Voice VLAN gnsa noprta.

no voice vlan cos mode

- -/0TKAOYEHO -

no voice vlan enable / OTtkntoyaet Voice VLAN gns nopTa.

voice vlan cos mode {src | all} BKAtoya eT mapKMPOBKY TpaduKa A1a BCeX KaapoB, MO0 TOMbKO
-/src ANA UCTOYHMKA .

BoccTaHa BAMBaeT 3HaYeHWe Mo YMOYAHUIO.

5.17 lpynnosasa aapecauyus

5.17.1 ®yHKyusa nocpedHuKka npomokona IGMP (IGMP Snooping)

®yHKuma IGMP Snooping ncnonb3yeTtca B ceTAX rpynnoBon paccblnkn. OcHoBHOM 3aaadven IGMP
Snooping ABnfeTcA NpefoCTaBNeHMe MHoroaapecHoro Tpaduka TONbKO ANA Tex NOPTOB, KOTOpble

3anpocuamnero.

IGMP Snooping moKeT Ucnonb3oBaTbCA TO/bKO B cTaTuuecKoi rpynne VLAN. Mopaeprusa-
toTcAa Bepcumn npotoKonalGMP —IGMPv1, IGMPv2, IGMPv3.

’ ' Y106b1 IGMP Snooping 6b1n aKTUBHbIM, GYHKUMA rpynnoBoii ¢puabTpaumm “bridge multicast
- filtering” ponKHa 6bITb BKAOYEHA (cm. pasgen 5.17.2 Mpasuna rpynnoBoii agpecauuu
(multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM MOAKAOUYEHbI MHOrOaAPECHbIE MapLLPYTU3aTOPbI, OCHOBAHO Ha

cneayowmx cobbITUAX:

— IGMP-3anpocbl NPUHATbLI HA NOPTY;

— nakeTbl npoToKkona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOPTY;

— MaKeTbl NPOTOKO/Aa MHOFoaAapecHo mappyTtmlaumnm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NOPTY;

— naketbl npoTokona MRDISC npuHATbI Ha NOPTY;

— naketbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha nopTy.

KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

Bua 3anpoca KoMaHAHOM CTPOKM pexmma rnobanbHoM KoHOUrypaumm:

console (config) #

Tabnuua 125 — KomaHapl perkuma rnobasbHon KoHpurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymMon4yaHuro

Aelicmeue

ip igmp snooping

no ip igmp snooping

Mo ymonyaHuo
dYHKLMA BbIKAOYE HA

PaspewaeT Mcnosib3oBaHue ¢yHKLMM IGMP Snooping Kommyra-
TOpOM.

3anpewaeT nucnoab3oBaHue GpyHkLuM IGMP Snooping Kommyra-
TOpOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
Mo ymonyaHuo
dYHKLMA BbIKAOYE Ha

PaspewaeT Mcnosib3oBaHue ¢yHKLUMM IGMP Snooping Kommyra-
TOPOM AN AaHHoro uHTe pdelica VLAN.
-vlan_id — vipeHTUdMKa LMOHHBIN Home p VLAN.

3anpewaeT ucnonb3osaHue ¢yHKkUMM IGMP Snooping Kommyra-
TOpPOM AN faHHoro uHTe pdelica VLAN.
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ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port:(1..8/0/1..32);
hu_port: (1/0/1..6);
group:(1..32)

PervnctpupyeT rpynnosoi IP-aapec B Tabnauue rpynnosoit agpeca-
LMKN 1 cTaTudecku gobaenaeT uHTe pde iickbl U3 rpynnbl ANa Te Ky-
we i VLAN.

-vlan_id — vaeHTUOMKa LMOHHBIM Home p VLAN;

- ip_multicast_address —rpynnosolilP-aapec.

MNepeuncneHve nHTe pde NcoB OCYLLECTBAAETCA HEPEes K—» U «,».

YaanaeTrpynnosoit | P-agpec us ta6aumybl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymon4yaHuio
paspelleHo

Paspewaet ana ganHow rpynnbl VLAN aBTOMaTU4eckoe pacdrio-
3HaBaHWE NOPTOB, K KOTOPbIM MOAK/OYE Hbl MHOTOA ApecHble
Ma pLIpyTM3aTOPbI.

-vlan_id — vaeHTUOMKa LMOHHBIN Home p VLAN.

3anpewaetT gns AaHHol rpynnbl VLAN aBTOMmaTMYeckoe pacrio-
3HaBaHMe NOPTOB, K KOTOPbIM NOAKNOYEHbI MHOTOA A pecHble
Ma pLUpYyTM3aTOpbI.

ip igmp snooping vlan vian_id
mrouter interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port:(1..8/0/1..32);
hu_port: (1/0/1..6);
group:(1..32)

OnpepenaeT NOPT, K KOTOPOMY NOAK/IOYEH Ma pLUPYyTM3ATOP
MHOTOa A peCcHO paccbiNkM 4NA 3a gaHHOo M VLAN.
-vlan_id — vipe HTUdMKa LMOHHBIN Home p VLAN.

YKa3bIBaET, YTO K NOPTY HE MOAK/HOYEH Ma PLUPYTM3aTOP MHOTO-
a[peCHOM PaccbiIKK.

ip igmp snooping vlan vian_id
forbidden mrouter interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

YcTaHaB/MBa €T 3aMpeT Ha onpeaesieHne nopTa (CTatmiecku, gn
Ha MMY e CKM) KaK MopTa, K KOTOPOMY MO AK/IH0UEH Ma pLUpyTVEaTop
MHOTOa AP EeCHOM PaCcCbIKK.

-vlan_id — vipe HTUdMKa LMOHHBIN Home p VLAN.

CHMMaeT3anpeT Ha onpegeneHne NopTa KaKNopTa, K KOTopomy
NoAKAYE H Ma P LUPYTM3aTOP MHOTOAAPECHO I PaCChINIKM.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan

vlan_id: (1..4094);
-/Bblaaya3anpocos

Bkntoya et noaaepKy Bblgaum 3a npo cos igmp-query Ko MmyraTo-
pom B AaHHO 1 VLAN.

OTK/Il0Ya eT No A4 ep KKy BblAauv 3a NPOCOB i gmp-query KOMMyTa-

OTKNIOYEHa
vlan_id querier TOpOM B AaHHO M VLAN.
ip igmp snooping vlan vian_id YcraHasansaet Bepcuto IGMP-npoTokona, Ha 0CHOBaHWUM KOTO-
querier version {2 | 3} pow 6yayT dopmuposaTbea |GMP-query3anpochl.

-/IGMPv3

no ip igmp snooping vlan
vlan_id querier version

YcTaHa BAnBa eT3HaYeHue no YMOIHaHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

Onpepenser ucxofHbld |P-agpec, KoTopbld BygeT MCNob30-
BaTbcA IGMP querier-om. Querier —ycTpocTBO, KOTOPOE OTMNPaB-
naet IGMP-3anpocbl.

YcTaHaBAMBa eT 3HaYeHWe No ymoadaHuio. Mo ymonya Huio eom
IP-appec HacTpoeH ana VLAN, OH ncnonb3yeTca B KayecTse af-
peca uctouHuka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094)

BK/toua eT 3a MmeHy | P-afipeca NCTOYHMKA Ha YKa 3aHHbIV | P-aa-
pecBo Bcexnaketax IGMP report B 3agaHHo i VLAN.
-vlan_id — vaeHTUOMKa LMOHHBIN Home p VLAN.

OTkAtoYa eT 3ameHy | P-agpeca nctouHuka B naketax |GMP report
B 33 4aHHOM VLAN.
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ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIK/IOY € HO

Bkntouutb npouecc IGMP Snooping Immediate-Leave Ha Tekywei
VLAN. O3Ha4aeT,4To NOPTA0/IKEH BbITb HE ME /1€ HHO YA,aNeH VB
rpynnbl IGMP nocne nonyyeHus coobue Hua IGMP |eave.

- host-based — mexaHusm fast-leave cpabaTbiBaeT TONbKO B TOM
cnyvae, Korga Bce NoAKIOYEHHbIE K Aa HHOMY NOPTY NO/b308Ba-
TeJIM OTNUCA IUCb OT FPYNMbl (CHETUMK NO/Ib30BATENEN BEAETA Ha
ocHoBaHuKM Source MAC-a fpecos B 3arosioskax | GMP-report’os);

OTkntountb npouecc IGMP Snooping Immediate-Leave Ha Teky-
we i VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version:(1..3)

Brntountb PyHKUMIO proxy report B onpeaeneHHom VLAN. MNpu
BK/IIOYEHUM 3TON OYHKLMM KOMMYTaTOp Ha npuweawmne |GMP
querybyaeT oTBeYaTb OT CBOEro UMeHU. Knne Hrckue | GMP report
npu sTom oTbpacbiBatoTca.

- version — yctaHaBnvBaeTBe pcuto |GMP gnsa oTnpaBKku nakeTos.
Mo ymonya Huio Bepcua onpe AenaeTca no npuLle gLiemy Ha Kom-
myTaTop nakety IGMP query.

BbikntounTtb Proxyreport B onpegeneHHom VLAN.

ip igmp snooping vlan vian_id
cos cos

no ip igmp snooping vlan
vlan_id cos cos

vlan_id: (1..4094);
cos:(0..7)/0

YcTaHaBAvBa eT3HayeHne CoS AN UCXOAALLMX B NOPT
mrouter |GMP-coobLeHnl B yka3a HHo M VLAN.
-vlan_id — wpeHTUdMKa LMOHHBIN HoMme p VLAN;

- €0S — Kflacc 06cnyKuBa HuA.

YcTaHaBavBa eT3HayeHre CoS ana ncxoAawmx B nopT mrouter
IGMP-coo6uie Huit B yKa3a HHOM VLAN pa BHbIM Hy/HO.

KomaHOb! pexcuma KoHgpu2ypauuu uHmepagetica VLAN

Buza 3anpoca KomaHAHOM CTPOKM perkuma KoHpurypaumm VLAN:
console (config-if) #

Tabnuua 126 — KomaHapl perkuma KoHdurypauum nHtepodeiica VLAN

KomaHda

3Ha4yeHue/3HaveHue
no ymon4aHuro

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTa Ha BAMBA €T 3Ha YeHue ycTonumsoctn ana IGMP.
Ecav Ha KaHane HabaopaeTca noTepa 4a HHbIX, 3HAaYe HUe yCToit
YMBOCTU [,0/1XKHO BbITb YBE NINYEHO.

YcTaHaBAMBa €T3HaYeHMEe N0 YMOJTYAHWIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTaHaBAvBa €T TaiMayT, Mo KOTOPOMY CUCTE Ma OTNPaB/sAET OC-
HOBHbIe 3a MNP OCbl BCE M y4a CTHUKA M FpynMbl MHOTOa JPECHO 1 MNe-
peAauv 4N NpOBEPKM UX a KTUBHOCTH.

YcTaHa BAnBa eT3HaYeHure no YMO IHaHUIO.

ipigmp
query-max-response-time
seconds

seconds:(5..20)/10¢

YcTaHaBAMBa €T Ma KCUmanbHoe BpemA OTBETa Ha 3anpoc.

no ip igmp YcTaHa BAnBa eT3HaYeHMe N0 YMOAYAHMIO.
query-max-response-time
ipigmp YcTaHaBAMBa €TKO/IMYECTBO 3aNpOCOB, NOC/IE PACChIIKU KOTOPbIX,

last-member-query-count

count: (1..7)/3HaueHne

KOMMYTaTOp ONpeaenser, 4To Ha A3 HHOM NOPTY He T Xe /1a oLyX

count nepemeHHon y4acTBOBATb B MHOrOaApeCHOM pacchlake.

no ip igmp robustness YcTaHa BnBa eT 3Ha YeHMe N0 YMOAYAHMIO.
last-member-query-count

ipigmp YcTaHaBAMBa €T UHTE pBas 3anpoca A1A NOCAe AHE O y4a CTHUKA .

last-member-query-interval
milliseconds

no ip igmp
last-member-query-interval

milliseconds:
(100..25500)/1000 mc

YcTaHa BAnBa eT3HaYeHue no YMONYaHUIO.

ip igmp version version

no ip igmpversion

version:(1-3)/2

YcTaHOBUTb Be pcuto NpoToKo1a IGMP.

YCTaHOBUTb 3HaYe HWe Nno YMO/IHaHUIO.
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KomaHObI pexcuma KoHgpuaypauuu uHmepgbelica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KomaHOHOM CTPOKM perKMMa KOHPUrypaumm nutepoeiica:

console (config-if) #

Tabnuua 127 — KomaHapl perkuma KoHdurypauum nHtepodeliica Ethernet

KomaHda

3HaveHue/3Ha4yeHue
10 yMOAYAHUIO

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatoyaeT nepeHanpasneHre |GMP-3anpocoB € Kane HTCKUX
VLAN B Multicast VLAN ans uHte pdelica B perkmume «a ccess».

| Dna pabotbl gaHHOM yHKLUM TpebyeTca BKAOUe-
- Hue ip igmp snooping He ToNbKO rnobanbHO U B
Multicast VLAN, Ho 1 B KnmeHTcKux VLAN.

Bbikntoya et ne peHanpasneHve IGMP-3anpocoB ¢ Kme HTCKUX
Vlan B Multicast Vlan ana nHte pdeiica B pexnume «access».

switchport trunk multicast-
tv vlanvian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

Bknioyaetr nepeHanpasneHuve IGMP-3anpocos u3 VLAN,
y4aCTHUKOM KOTOpbIX aBaseTca nopT, B Multicast VLAN gna
MHTEepoelica B pexume «trunk». Multicast-Tpaduk nepeaa-
€TCA Ha NOPT HETErMp 0 BaHHbIM UM TE TMPOBA HHbIM B 33 BUCH
MOCTM OT NapameTpa tagged. MapameTp tagged ykasbiBaeT Ha
TO, 4To Multicast-TpaduK foMKEH OTNPABAATLCA B NOPT TEM-
poBaHHbIM B Multicast VLAN.

Bbikntoyaet nepeHanpasieHve |GMP-3anpocos B Multicast
VLAN. MopT uckAo4aeTca U3 rpynn MHOroaApecHom pac
cbikM B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id

[tagged]

no switchport general mul-
ticast-tvvlan

vlan_id: (1..4094)

Bknioyaetr nepeHanpasneHve |IGMP-3anpocos u3 VLAN,
y4aCTHUKOM KOTOpbIX aBaseTca nopT, B Multicast VLAN gna
MHTe pdelica B pekume «general». Multicast-Tpaduk nepeaa-
eTCA Ha NoPT He Ternp o0 BaHHbIM AN TEFMP 0Ba HHbIM B 32 BUCKH
MOCTM OT NapameTpa tagged. MapameTp tagged yKkasbiBaeT Ha
TO, 4To Multicast-TpaduK foNKEH OTNPABAATLCA B NOPT T
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpasneHne |GMP-3anpocos B Multicast
VLAN. MopT ucknovaeTcAa U3 rpynn MHOroaApecHom pac
cbinku B Multicast VLAN.

KomaHOb! pexcuma EXEC

Bce KomaHAab! A4OCTYMHbI TONLKO 4/1A NPUBUAETMPOBAHHOIO NOJ1b30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexxmnma EXEC:

console#

Tabnuua 128 — KomaHapl perkmma EXEC

KomaHda

3Ha4yeHue/3HaveHue
no ymMon4yaHuo

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT MHPopMaLMO 06 M3y4EeHHbIX MHOroaapecHbX
Ma pLIpYTM3aTopax B yka3aHHou rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNMokas3biBaeT uHpo pma umto |GMP-snooping Ans AaHHOTO UHTep-
delica.

show ip igmp snooping groups

[vlan vian_id]
[ip-multicast-address
ip_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKa3biBa eT UHGO pMa Lo 06 U3y4ye HHbIX MHOT0a AP eCHbIX FP Y-
nax, y4a CTBYHOLLMX B FPYNMNOBOW pa CCblKe.
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Moka3sbiBaeT Tabauuy cootseTcTBMn mexay VLAN ob6opyanosa-
HWA, yCTaHOBNEHHOTo y nonb3oBaTena, u VLAN gna Tenesewa-
HUA.

show ip igmp snooping cpe

vlans [vlanvian_id] vlan_id: (1..4094)

lpumepbi 8bIN0AHEHUS KOMAHO

BrAtountb pyHKUMo IGMP snooping Ha KommyTaTope. Ana VLAN 6 paspelumTb aBTOMATUYECKOE pac-
Nno3HaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOTOaApEeCcHbIe MapLLpPyTU3aTopbl. YBEIMYUTL 3Ha-
YeHMe yCTOMUYMBOCTM A0 4. YCTaHOBUTb MAaKCMMA/IbHOE BPEMSA OTBETA HA 3anpoc — 15 cekyHA,

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15

5.17.2 lpasuna 2pynnoeoli adpecayuu (multicast addressing)

JaHHbIN Knacc KomaHZA npeAHasHayeH A1Aa 3afaHuA Npasua rpynnoBoOM agpecaumm B CeTU Ha
KaHaNbHOM 1 ceTeBOM yPOBHAX moaenm OSI.

KomaHObI pexcuma KoHguz2ypayuu uHmepgeltica VLAN

Bna 3anpoca KOMaHAHOW CTPOKM B PEXKUME KOHPUTypaummn nHtepdeica VLAN:
console (config-if) #

Tabnuua 129 — KomaHapl perkuma KoHdurypauum nHtepodeiica VLAN

KomaHda

3Ha4yeHue/3HaveHue
Mo yMOAYAHUIO

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

no bridge multicast mode

-/mac-group

3apaeT pexum rpynnoson ne pesaym gaHHbIX.

- mac-group — MHOroaapecHas nepeaava, 0CHoBaHHaA Ha VLAN u
MAC-agpecax;

- ipv4-group — MHOroa gpe cHad ne pefayda c TMnom ¢punbTpaLum, oc-
HoBaHHbIM Ha VLAN v a gpece npue MHUKa B popmarte | Pv4;

- ip-src-group — MHoOroaipecHas nepegaya c TUNom ¢unbTpa LM,
ocHoBaHHbIM Ha VLAN 1 agpece otnpasutens B popmare |Pv4,

YcTaHaBAMBa eT3HaYeHme No YMOTYAHMUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address}[{add |
remove} {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ip_multicast_address }

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

LNobasnaetrpynnosoit MAC-aapec B Tabauwy rpynnoBo a apeca-
LN N CTaTUYe CKN Ao 6aBnseT unm yaanaeT uHTe pde iicbl 3 rpynnbl.
- mac_multicast_address —rpynnosoii MAC-agpec;

- ip_multicast_address —|P-a gpec MHOroaapecHo i paccbiiky;

- add — no6aBnAeT cTaTUYECKYIO NOANUCKY K rpynnosomy MAC-a a-
pecy auanasoHa Ethernet-noptos v rpynn nopTos.

- remove —yaaffaeT cTaTUYecKyro NoANUCKY K rpynnosomy MAC-aa-
pecy.

Mepeuncne Hne nHTe pdeMcoB OCYLLECTBAAETCA YEPES «—» U &, »

Yananaetrpynnosoit MAC-a apec u3 Ta 6amubl.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address}[{add |
remove} {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

3anpeLwaeT NoAK/HYEHNE HAaCTpaMBaemoro noprta/mopTos K rpyr+
nosomy | Pv6-a gpecy (MAC-a gpecy).

-mac_multicast_address —rpynnosoit MAC-a apec;
-ip_multicast_address —|P-a gpec MHOroaapecHo i paccbiiky;
-add — no6aBneHne NopTa/MOPTOB B CMMCOK 33 NP ELLLEHHDIX;

- remove — yaa e Hve nopTa/NopPTOB U3 CMUCKA 3a Npe LeHHbIX. Me-
peuuncie HMe UHTe pdercoB OCyLLE CTBIAETCA YE PES «—» U K, »
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no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

YaanaeT 3anpewatolee npasuio ana rpynnosoro MAC-aapeca.

bridge multicast forward-all
{add | remove}
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

te_port:(1..8/0/1..32);
hu_port: (1/0/1..6);
group:(1..32)
Mo ymonyaHuto
nepepaya scex
MHOTOa AP eCHbIX
naKkeToB3anpeLieHa.

PaspeluaeTnepeaayy Bcex MHOroaap ecHbIX NaKeToB Ha NOpPTy.

- add — no06aBnAeTNOPTbI/ 06BE AMHE HHbIE NOPTbI B CNUCOK MO PTOB,
LN KOTOPbIX paspelleHa nepegaya BCexX rpynnoBbIX Na KETOB;

- remove — y6upaeT rpynny noptos/o6benHe HHbIX MO PTOB U3 pas-
peluatowero npasuna.

MepeuuncieHre nHTe pde MCoB OCYLLECTBAAETCA YEPES «—» U &, »,

BoccTaHaBAnBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast forbidden
forward-all {add | remove} {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

Mo ymonyaHWo noptam
He 3anpeLeHo
AVHa MUY e CKU

npucoe aMHATLCA K
MHOTOagpecHon
rpynne.

3anpeLwaeT NOpPTy AMHA MUYECKM 063 BAATLCA K MHOMOa AP ecHoi
rpynne.

-add — no6aBnseTnopTbl/06be AMHE HHbIE NOPThI B CMMCOK NOPTOB,
A4 KOTOPbIX 3a NpeLLeHa ne pefiaya BCex rpynnoBbIX NaKeToB.;

- remove — ybupaeT rpynny nopTos/o6besmnHe HHbIX MOPTOB U3 3a-
npeLatoLero npasuna.

MepeuuncieHre nHTe pde MCoB OCYLLECTBIAETCA Yepes «—» U K, »,

BoccTtaHaBanBaeT 3HauYeHue no YMONYaHUIO.

bridge multicast ip-address
ip_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ip_multicast_address

te_port:(1..8/0/1..32);
hu_port: (1/0/1..6);
group:(1..32)

PervuctpupyeT IP-agpec B Tabnuue rpynnoBoit agpecaumm n ctate
Yyeckun pgobasnset/ypanaer uHte pde iAckl M3 rpynnbi.

- ip_multicast_address —rpynnosolilP-aapec;

-add — nobaBnser NopTbI K rpynne;

- remove — yaanseT nopTbl U3 rpynnbl.

MepeyuncneHre nHTe pde coB OCYLLECTBAACTCA YEPE3 «—N U &, ».

YaanaeT rpynnosoli | P-aapec us Ta6anubl.

bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

3anpeLwaeTr NOpTy AMHA MUYeCKM 4063 BAATLCA K MHOrOa AP ecHoi

rpynne.

- ip_multicast_address —rpynnosolilP-aapec;

-add — no6aBneHne NopTa/MOPTOB K CINCKY 3a NP e WEHHbIX;

- remove — ya/ie HMe nopTa/nopToB U3 CMMCKA 3a NP eLeHHbIX.

MNe peuyncne Hne MHTEe pdeNCOB OCYLLECTBAETCA HEPES «—» UK, »
Mpexpge uyem onpegenuTb 3anpeweHHble MopThbl,
rpynnbl MHOrOaApecHoOM Paccbi/IKU AOMKHbI 6bITb 3ape-
rMCTPUPOBaHDI.

BoccTtaHaBAMBaeT 3HaYeHUe No yMOIYaHUIO.

bridge multicast source
ip_address group
ip_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ip_address group
ip_multicast_address

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

YcTaHaBAvBa et cooTBeTcTBME MeXay | P-agpecom nosb3osatena u
rpynnoBbIm a ipe com B Ta 6/11u,e rpynnoBoli a Apecaumu, U cTaTuue-
cku aobaBnseTt/ypanser uHte poeichl U3 rpynnbl.

- ip_address —wvncxogHbii |P-a apec;

- ip_multicast_address —rpynnosoii |P-agpec;

-add — no6aBuTbL NOPTHI B rPyNNy UcxoaHoro |P-agpec;

- remove — yAa nTb NOPTbl U3 FpyNnbl ucxogHoro |P-aapeca.

BoccTaHaBAMBaeT 3HaYeHUe No yMOIYaHUIO.

bridge multicast forbidden
source jp_address group
ip_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ip_multicast_address

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

YcTaHaBAvBaeT 3anpeT Ha A06aBneHue /yaaneHme CooTBETCTBYA
mexay |P-aapecom nonb3oBaTens M rpynnoBbIM aApecom B Tab-
vLLe rpynnoBovi agpe cauum A1 onpe ie/IeHHOro nopTa.

- ip_address —wvncxoaHbin |P-a apec;

- ip_multicast_address —rpynnosoii |P-agpec;

- add — 3anpeT Ha gobaBneHune nopra B rpynny ucxogHoro IP-aa-
peca;

- remove — 3anpeT Ha yAaJieHne nopTa U3 rpynnel ucxogHoro |P-
ajpeca.

BoccTaHaBnmMBaeT 3HaYeHme No YMOTHaHUIO.
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bridge multicast ipvé mode

{mac-group | ip-group |
ip-src-group}

no bridge multicast ipvé mode

-/mac-group

3apaeTt pexum rpynnoBoi nepegayn gaHHblx ana |Pv6-naketos
MHOTOa AP EeCHOM PacCbIIKK.

- mac-group — MHOroaapecHan nepegaya, ocHosaHHaA Ha VLAN u
MAC-agpecax;

- ip-group — MmHoroaapecHasa nepegaya c TUNom ¢GpuabTpa LM, oc-
HoBaHHbIM Ha VLAN v a gpece npuve MHUKA B popmarte | Pv6;

- ip-src-group — mHOroapecHas nepegaya c TUNom ¢uabTpa LM,
ocHoBaHHbIM Ha VLAN 1 aapece otnpasutens B opmaTe | Pvb.

YcTa Ha BAnBa eT 3Ha YeHne no YMONYaHUIO.

bridge multicastipvé
ip-address
ipv6_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

PeructpupyeT rpynnosoi |Pve-aapec B Tabauue rpynnoBson agpe-
cauuu, u cTaTuye ckun gobasnset/yganaet uxte pde icbl U3 rpynnbl.
- ipv6_multicast_address — rpynnosoiilP-agpec;

-add — nobaBnseT NnopTbI K rpynne;

- remove — ygansaeT nopTbl U3 rpynnbl.

MepeuncneHve UHTe pde coB OCYLLECTBAACTCA YEPES K—) U &, ».

YpanaeT rpynnosoii | P-agpec 13 Tab6auubl.

bridge multicastipvé
forbidden ip-address
ipv6_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

te_port:(1..8/0/1..32);
hu_port: (1/0/1..6);
group:(1..32)

3anpeLaeT NOAKAOYEHME HACTPanBaemoro nopta/nopros K rpyr-
nosomy |Pv6-aapecy.

- ipv6_multicast_address — rpynnosoii|P-agpec;

- add — n06aBneHMe NopTa/NOPTOB B CINCOK 3a NP ELLEHHDIX;

- remove — yaa/ie Hve nopTa/nopToB U3 CMMCKA 3a NP eLeHHbIX.
MepeuncneHve nHTe pde coB OCYLLECTBAACTCA YEPE3 «—» U «,»

BoccTtaHaBanBaeT 3HauYeHue no YMONYaHUIO.

bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address {add |
remove} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

YcTaHaBAMBaeTcooTBETCTBME Me KAy | Pv6-a apecom nonb3osaTens
M rpynnoBbIM a pe CoM B Ta b/uLLe rpynnoBOi a Apecaumu, U cTaTw
Yyecku pobasnset/ypanset uxte pde icol U3 rpynnbl.

- ipv6_address — ncxogHbln | P-appec;

- ipv6_multicast_address — rpynnosoii|P-a gpec;

-add — no6aBuTb NOPTHI B rpynny ucxogHoro | P-a apeca;

- remove — yaa inTb NOPTbl U3 rpynnbl ucxoaHoro |P-aapeca.

BoccTtaHaBAnBaeT 3HauYeHue no YMONYaHUIO.

bridge multicastipvé
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove} {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

YcTaHaBAvBaeT 3anpeT Ha A06aBneHVe/yaaneHe CoOTBETCTBUA
me KAy | Pv6-agpecom nosib3oBaTens u rpynnoBbIM a Apecom B Tab-
mue rpynnosoi agpe aumun 4na onpeaeieHHoro nopTa.

- ipv6_address — nexoaHbIn |Pv6-a apec;

- ipv6_multicast_address — rpynnosoii |Pv6-aapec;

-add —3anpeT Ha gobaBneHve nopTa B rpynny ucxoaHoro |Pv6-aa-
peca;

- remove —3anpeT Ha yAaieHne nopTa u3 rpynnbl Ucxo4Horo | Pve-
ajpeca.

BoccTaHaBAMBaeT 3HaYeHUe No YyMOYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet, uHmep-
geuca 2pynnesl Nopmos

Bua 3anpoca KOMaHAHOW CTPOKW B perkume KoHourypaumm mHtepdeiica Ethernet, uHtepdeica
rpPynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |
hundredgigabitethernet hu port | port-channel group | range {..}}
console (config-if) #
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Tabnunua 130 — KomaHabl perkmma KoHdpurypaumm nHtepdelica Ethernet, VLAN, rpynnbl uHTe pdeicos

KomaHda

3HayeHue/3Ha4yeHue
Mo yMOAYAHUIO

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAvBa eT NpaBWIO Nepesayu NakeToB C He3a PerncTpupo-
Ba HHbIX FPYNNOBbIX a APECOoB.

- forwarding — nepepgaBaTb He3aperMcTPMPoOBaHHbIE MHOTOaM-
pecHble NaKeTbl;

- filtering — dunbTPOBaATL HE3aPErUCTPUPO BaHHbIE MHOrOaapec-
Hble NaKeTbl.

YcTaHaBAMBaeT3HaveHue no YMONYaHUIO.

KomaHObI pexcuma 2106aa6HOU KOHpuU2ypauuu

Bua 3anpoca KOMaHAHOM CTPOKM peXknma rnobanbHON KOHOUTypauun:

console (config) #

Tabnuua 131 — KomaHapl perkuma rnobanbHon KoHuUrypaymm

KomaHda

3Ha4yeHue/3HaveHue
Mo yMOYaHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/0TKAOYEeHO

BK/l0OYa et GuAbTPALMIO rPYNMNoOBbIX a AP eCOoB.

OTK/IIoYa eT GUAbTPaLMIO TPYNNOBbIX @ APECOB.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyHA,

3apaet Bpems xpaHeHua MAC-aapeca B Tabauue rnobansHo.

YcTaHaBAMBaeT3HavyeHue no YMONYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BK/IOYE HO

Bkatouutb nsyye Hme MAC-agpecoss gaHHom VLAN.

OTkAtoYnUTb M3yde Hne MAC-agpecosB gaHHoM VLAN.

mac address-table static
mac_address vlan vian_id
interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}
[permanent |

delete-on-reset |

vlan_id: (1..4094);
te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);

[obasnaeTucxoaHoii MAC-agpec B Tabamuy rpynnosoi agpe-
cauum.

- mac_address — MAC-aapec;

-vlan_id — Homep VLAN;

- permanent — faHHbI MAC-aapec MOHO YA4a/IUTb TOJbKO C
NnoMmoLibto Koma Habl no bridge address;

- delete-on-reset — gaHHbIM agpec yaaautca nocne nepesa-
rPY3KM YCTPOWCTBA;

delete-on-timeout | secure] group:(1..32) - delete-on-timeout — gaHHbIV agpecyaannTca no Taim-ayry;
- secure — JaHHbIN agpec yaaMTca TONIbKO C MOMOLLbIO KO-
ma Habl no bridge address nan nocne Bo3spatleHWs nopTa B pe-
UM 06yye Hua (no port security).

no mac address-table static Ypanaet MAC-agpec v3 Ta 611ubl rpynnoBoii a gpecaLmn.

[mac_address] vlan vian_id

bridge multicast Onpepensaer aercTBme 418 NAKETOB MHOTOAAPECHO M PacCbUKu

reserved-address C 3ape3epBMPOBAHHOIO aapeca.

mac_multicast_address - mac_multicast_address —rpynnosoiit MAC-agpec;

{ethernet-v2 ethtype | lic sap | - ethtype — Tvn naketa Ethernet v2;

lic-snap pid ] {discard | bridge} ethtype: -sap — Tvn naketa LLG;

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

(0x0600..0xFFFF);
sap:(0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

- pid —Tvn nakeTa LLC-Snap;
- discard — cbpoc nakeTos;
- bridge — nakeTbl ne pegatotca B pexkume bridge.

YcTaHaBAMBa €T 3HaYeHme No YMONYaHUIO.
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KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKU pexxmnma Privileged EXEC:

console#

Tabnuua 132 — KomaHapl perkuma Privileged EXEC

KomaHda

3HaveHue/3HaveHue
no yMmon4YaHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

te_port:(1..8/0/1..32);
hu_port: (1/0/1..6);
group:(1..32)

YpanaeTt craTudeckue/guMHamumyeckue 3anucu vM3  Tabauupl
rpynnoBoapecauuu.

- dynamic — yaa e HMe AWHA MUY e CKUX 3a NUCE I;

- secure —yjaie HWe CTa TUMECKMUX 3a Nuce .

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTpOKM perkmma EXEC:

console>

Tabnunua 133 — KomaHabl peskuma EXEC

KomaHda

3HavyeHue/3HaveHue
10 yMOAYAHUIO

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}
1 [address mac_address]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094)

Moka3biBaeTTabanuy MAC-a apecoB 419 yKa3aHHO Mo MHTe pdelica
nmbo Bcex MHTe pde icos.

- dynamic — npocmoTp TO/IbKO AMHA MUYECKMX 3a uce if;

- static — NpocMOTpP TONbKO CTaTUYECKMX 3a nuce If;

- secure —NpPOCMOTp TO/IbKO 6e30nacHbIX 3a nuce i;

-vlan_id — wae HTUdUKa LMOHHbIM HoMmep VLAN;
-mac-address—MAC-agpec.

show mac address-table count
[vlan vian_id] [interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group:(1..32);
vlan_id: (1..4094)

MokasblBaeT KoaAn4ecTBO 3anucei 8 Tabamue MAC-aapecos gna
YKa3a HHoTo uHTe pdelica mbo ana Bcex nHTe pde icos.
-vlan_id — nae HTMdUKa LMOHHbIM Home p VLAN.

show bridge multicast
address-table [vlanvian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ipv6_source_address}]

vlan_id: (1..4094)

MoKa3biBaeTTabauLy rpynnoBbIX a AP ecoB A YKa3aHHOTO UHTEp-
detica nnbo Bcex uHTe poeiicos VLAN (KomaHAA AOCTYNHA TONbKO
ANA NPUBWAETMPOBA HHOTO NO/1b30BaTenNs).

-vlan_id — vpeHTUdMKa LMOHHBIN HoMme p VLAN;
-mac_multicast_address —rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoii|Pv4-agpec;

- ipv6_multicast_address — rpynnosoit | Pv6-a apec;

-ip— npocmoTp no |P-agpecam;

- mac — npocmoTp no MAC-a apecam;

- ipv4_source_address — | Pv4-a opec UCTOYHMKA;

- ipv6_source_address — |Pv6-agpec UCTOYHMKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address]
[source ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vian_id: (1..4094)

MoKa3blBaeT TabAuLy CTaTUYECKUX FPYNNOBbIX aAPEeCcoB ANA YKa-
33 HHOTO MHTe pde ica nmbo Bcex MHTe pde icos VLAN.
-vlan_id — vipe HTUdMKa LMOHHBIN HoMme p VLAN;
-mac_multicast_address —rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoii | Pv4-appec;

- ipv6_multicast_address — rpynnosoi | Pv6-a apec;

- ipv4_source_address — |Pv4-a gpec UCTOYHMKA;

- ipv6_source_address — | Pv6-a Apec UCTOYHMKA;
-ip— npocmoTp no |P-agpecam;

-mac — npocmoTp no MAC-aapecam;

-all — npocmoTp nonHoiTa6amubI.
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show bridge multicast filtering MoKa3biBaeT KOHbUrypa Lm0 puabTpa rpynnoBbIX agpecos ANA
vlan_id vlan_id: (1..4094) yKa3aHHoro VLAN.
-vlan_id — nae HTUdUKa LMOHHbIM Home p VLAN.

show bridge multicast
unregistered
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

Moka3biBaeT KoHdUrypaumio dunbTpa ANA He3a perucTpupoBat

te_port: (1..8/0/1..32); HbIX FPYNMNOBbIX a 4PECOB.

hu_port: (1/0/1..6);
group:(1..32);
vlan_id: (1..4094)

show bridge multicast mode MoKa3biBa eT pe MM rpynnoBo agpecalum gas yKasaHHOTO WH-
[vlan vian_id] vlan_id: (1..4094) Tepdeiica nmbo Bcex MHTe poelicos VLAN.

-vlan_id — vpeHTUdMKa LMOHHBIN Home p VLAN.
show bridge multicast OTobparkaeT npaBuna, ycTa HOBJIEHHbIE A5 TPYNMOBLIX 33 pesep-
reserved-addresses i BMPOBAHHbIX a 4P €COB.

[pumepbl 8bIM0AHEHUS KOMAHO

= BkAwounTb GUABLTPALMIO FPYNNOBLIX a4PECOB KOMMYTAaTOPOM. 3a4aTb Bpems xpaHeHua MAC-aa-
peca 400 cekyHA, paspeLunTb Nepeadyy He3aperucTpUpPoBaHHbIX MHOToaApecHbIX NakeTos Ha 11
nopTy KOMMYTATOpPa.

console # configure

console (config) # mac address-table aging-time 400

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding

—~ e~~~

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, te0/2
19 224-239.13012.2.8 static te0/1-8

19 224-239.13012.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.13012.2.8 te0/8

5.17.3 MLD Snooping — npomoKosa KOHMpona MHo2o0adpecHo20 mpaguka e IPve

MLD Snooping — MexaHWU3M MHOroaApecHOM Paccbi/IkM coobLEHMNI, NO3BONAOLWMIA MUHUMUN3N -
pOBaTb MHOTrOaApPeCHbI Tpaduk B IPv6-ceTax.

KomaHOb! pexcuma 2106aab6HOU KOHpuU2ypauuu

Bua 3anpoca KOMaHAHOM CTPOKM peXknma rnobanbHON KOHOUTypauun:

console (config) #

Tabnuua 134 — KomaHapl rnobanbHOro perkmuma KoHpurypaumm

3Ha4yeHue/3HavyeHue .
KomaHda Aelicmeue
no ymon4aHuro
ipv6 mld snooping [vlan vlan_id: (1..4094) Bkntoua et MLD snooping.
vlan_id] -/BbIKNOYE HO
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no ipv6 mid snooping [vlan
vlan_id]

OTtkatova et MLD snooping.

ipv6 mld snooping vlan vian_id
static ipv6_multicast_address
[interface {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ipv6 mld snooping vlan
vlan_id static
ipv6_multicast_address
[interface {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

PeructpupyeT rpynnoBsoi |Pve-aapec B Tab6umue rpynnoBson agpe-
cauuu u cTatTuyecku gobaenaet/ygansert uHte pdeiicbl U3 rpynnbl
ONA Tekyuwe i VLAN.

- ipv6_multicast_address — rpynnosoii |Pv6-agpec;
MNepeuncneHve uHTe pde NcoB O CYLLECTBAAETCA HEPEs K—» U «,».

YaanaeTrpynnosoit | P-agpec us ta6amybl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipv6 mld snooping vlan
vlan_id forbidden mrouter
interface { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

[obasnaeT npaswno, 3anpewatoLiee NOPTam U3 CNmUCKa perucTpu
poBaTbcA Kak MLD-mrouter.

YpansaeT npaBuao, 3anpeLlatollee NopTam U3 CUCKa pPermcTpmpo-
BaTbCA Kak MLD-mrouter.

ipv6 mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAOYE HO

M3yyaTb NOpTbI, NOAKNOYEHHbIE K mrouter'y no MLD-query-nake-
Tam.

He u3y4yaTb NOpPThI, NOAKNOYEHHbIE K mrouter'y no MLD-query-ma-
KeTam.

ipv6 mld snooping vlan vian_id
mrouter interface
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipv6 mld snooping vlan
vlan_id mrouter interface
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32)

[o 6aBNAETCNUCOK M router-nopTos.

Ypanaet mrouter-noprbl.

ipv6 mld snooping vlan vian_id
immediate-leave

no ipvé mld snooping vlan
vlan_id immediate-leave

vian_id: (1..4094)
-/BblKAOYE HO

Bkatountb npouecc MLD Snooping Immediate-Leave Ha Tekywen
VLAN.

OTkAtounTb Npouecc MLD Snooping Immediate-Leave Ha Tekywel
VLAN.

ipv6 mld snooping querier

no ipv6 mld snooping querier

-/BbIKAOYE HO

Bkntoya et noaaepxKy Bblgaum 3anpocos igmp-query.

OTKAOYa eT NOAAEPMKKY BblAAUYM 32 PO COB igmp-query.

KomaHObI pexcuma KoHguaypauuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet, uHmep-
gelca epynnsl nopmos, uHmepgetca VLAN

Bua 3anpoca KOMaHAHOW CTPOKKU B perkume KoHourypaumm mHtepdeiica Ethernet, uHtepdeiica
rpynnbl NOpToB M UHTepdeica VLAN:

console (config-if) #
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Tabnuua 135 — KomaHap! pexxmma KoHdurypaumm nHtepdeica (amManasoHa nHtepdeicos) Ethernet, uH-
Tepodelica rpynnbl nopToB, UHTepdeica VLAN

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid

3apaer ma KCMMa NnbHYIO 3a4epPXKYy OTBeTa nocneaHero 4aeHa

last-member-query-interval interval: rpynnbl, KOTOPas MUCNONb3yeTCA ANA BbIYUCNEHMA KOAA MaKCh
interval (100..25500)/1000 MabHOW 3a ae pKkMoTBeTa (Max Response Code).

no ipv6 mid MUNJINCE KYHA, BoccTaHaBAMBaeT 3HaYeH1e Mo YMOIYaHmio.
last-member-query-interval

ipv6 mid YcTaHa B/IMBa €TKO/IMYECTBO 3aMNpPOCOB, MOC/IE PACChIIKM KOTOPbIX,

last-member-query-count
count

no ipvé6 mid
last-member-query-count

(1..7)/3HaueHue
nepemeHHon
robustness

KOMmyTaToponpeanenAeT, YTo Ha 4a HHOM NOPTY HET e na oWwmx
y4aCTBOBaTb B MHOIoa ap ecHol paccblake.

YcTaHa BAnBa eT3HaYeHue no YMONYaHUIO.

ipvé mld query-interval value

no ipv6 mld query-interval

value:(30..18000)/125
CeKyHA,

3aaeT MHTe pBan paccblikn 0CHOBHbIX MLD-3anpocos.

BoccTtaHaBanBaeT 3HauYeHue no YMONYaHUIO.

ipvé mid
query-max-response-time
value

value:(5..20)/10

3a/4a eT MaKCMMa /IbHYIO 3a AePXKKY OTBETa, KOTOPas UCMOJIb3yeTc
ON1A BblUMC/IE HUIA KOA4A Ma KCMMa/ibHO M 33 iepPXKM OTBETa.

- CeKyHA,
no ipvé mid BoccraHaBnmBaeT 3HaYeHWe Mo YyMOTYAHMIO.
query-max-response-time
ipv6 mld robustness value YcTaHaBAvBaeT 3HaueHVe KoadPuLMe HTa 0TKa30yCTO MYNBOCT.
Ec/nn Ha KaHa e Ha baogaeTca noTeps AaHHbIX, KO3pduL e HT OT-
value:(1..7)/2 P  K030P

no ipv6 mid robustness

Ka30YyCTo nunsocTm AO0/1KeH 6bITb yBe N4 eH.

BoccTtaHaBanBaeT 3HauYeHWe no YMONYaHUIO.

ipv6 mld version version

no ipv6 mld version

version:(1..2)/2

YcTaHaBAMBaeT BepCUiO NPOTOKONA, Ae ACTBYIOLLYIO HA [ HHOM
nHTE pdeiice.

BoccTtaHaBanBaeT 3HauYeHWe no YMONYaHUIO.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTpOKM perkmma EXEC:

console#

Tabnuua 136 — KomaHab! peskmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 mld snooping
groups [vlanvian_id] [address
ipv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OTo6paskaeT MHGOPMa LU0 O 33 PErUCTPMPOBAHHbIX rPynMnax B Co-
OTBETCTBMM C 33 43 HHbIMM B KOMA HAE Na pameTpamu GUabTpaLLum.
- ipv6_multicast_address — rpynnosoiiaapec IPv6;

- ipv6_address — | Pv6-a apec UCTOYHMKaA.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

OTobparkaeT MHGopma Lm0 0 KoHbUrypaumm MLD-snooping ans
BaHHOM VLAN.

show ipv6 mld snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTo6pa3kaeT MHPO pMa Lyio 0 mrouter-noprax.

5.17.4 ®yHKyusa oepaHuveHua multicast-mpadguka

®yHKUMM orpaHmuyeHus multicast-tpadmka ncnonbayoTca Ana yao6HON HACTPONKN OrpaHnYe HUs
NPOCMOTpPa onpeseeHHbIX FPYNn MHOFOaAPe CHOM PACCbINTKU.

KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KoOHGUrypaumm:

console (config) #
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Tabnuua 137 — KomaHabl perkuma rnobanbHol KoHUrypaumm

KomaHda

3HaveHue/3HavyeHue
no ymoA4aHuto

Aelicmsue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name:(1..32)
CMMBOJ/I0B

Mepexon B pexum KoHourypaumm multicast-npoduns.

YpanuTb yKa3a HHbIA multicast-npodunb.
Multicast-npodunb moxKeT 6biTb yAaNeH TONbKO No-
. cne Toro, KaK byaeT oTBA3aH OT BCEX NOPTOB KOMMY-
TaTtopa.

KomaHOb! pexcuma KoHpu2ypauuu multicast-npoguns

Bua 3anpoca KomaHAHOM CTPOKM perkMuma KoHdurypauum multicast-npoduns:

console (config-mc-profile) #

Tabnuua 138 — KomaHabl perkuma KoHdurypaumm multicast-npoduna

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmesue

match ip low_ip [high_ip]

no matchip low_ip

low_ip: BanngHbit mul-
ticast-agpec;
high_ip: BanugHbIi mul-

3aaeT cooTBETCTBME NP ODUNA YKa 3aHHO My AMWa na3oHy | Pvd mul-
ticast-agpecos.

YpanseT cooTBeTCTBME Npoduas yKasaHHOMY AMana3oHy |Pwv

no match ipv6 low_ipv6
[high_ipvé6]

high_ipv6: BannaHbivi IPv6
multicast-appec

[high_ip] ticast-agpec multicast-agpecos.
match ipv6 low_ipv6 low_ipv6: BanngHbili IPv6 | 3apaeT cooTBeTcTBME NPOPMNA yKa 3aHHOMY AMa Na3oHy | Pve mul-
[high_ipve] multicast-agpec; ticast-agpecos.

YpanaeT cooTBeTctBve Npooduna ykasaHHOMY Auana3oHy |Pv6
multicast-agpecos.

permit

no permit

-/no permit

B cnyyae HeCOOTBETCTBMA OZLHOMY M3 3a /3 HHbIX AMaNa30HOB,
IGMP-report byayT nponyckaTbea.

B cnyyae HecooTBeTCTBMA OZLHOMY M3 3a/aHHbIX [MaNa30HOB,
IGMP-report 6yayt oTbpacbiBaTbCA.

KomaHOb! pexcuma KoHgpu2ypauuu uHmepagelica (duanaszoHa uHmepgelicos) Ethernet

Bua 3anpoca KomaHAHOM CTPOKM perkMma KoHbUrypaunm nHtepdeica:

console (config-if) #

Tabnuua 139 — KomaHabl perkuma KoHdurypaummn nHtepdelica (auanasoHa nHtepdeicos) Ethernet

KomaHda

3HayeHue/3HavyeHue
10 yMOAYAHUIO

Aelicmsue

multicast snooping max-
groups number

no multicast snooping
maxgroups

number (1..1000)/-

OrpaHu4MBaeT KONMYECTBO OAHOBPEMEHHO MPOCMa TpMBae-
MbIx multicast-rpynn ana nHtepdeiica.

CHMMaeT orpaHMyeHUe Ha KOJIMYecTBO OA4HOBPEMEHHO Npo-
CMaTpUBaeMmbIX rpynn ansa uHte p deiica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CMMBOJIOB

MpwuBA3sbIBaeT yKasaHHbIM multicast-npodunb K nHTe pdelicy.

YpanaeT cooTBeTcTBMe multicast-npodunsa (Bcex multicast-
npodwune i) nHte p de icy.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTpOKM perkmma EXEC:

console#
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Tabnnua 140 — KomaHab! pexkmma EXEC

KomaHda

3HavyeHue/3HavyeHue
Mo ymoa4YaHuo

Aelicmeue

show multicast snooping
groups count

OTo6pakaeT MHGOPMa LMIO ANA BCEX MOPTOB O TEKYLLEM KO-

- in4ecrtee 3a permcTpupoBaHHbIX rPynn, a TaKXXe Ma KCma/ib-

HO€ BO3MOXHO€E KO/INYeCTBO.

show multicast snooping
profile [profille_name]

profile name: (1..32)
CMMBO/I0B

OTobpaskaeT uHbopMaymo o multicast-npodunax, KoTopbie
6bIIM CKOHOUIYPUPOBa HbI.

5.17.5 RADIUS-aemopusayua 3anpocos IGMP

JaHHbIN MexaHW3M NO3BOASET MPOU3BOAMTbL aBTOPM3aLLMIO 3aNPOCOB NPOToKoAa IGMP ¢ nomoLpto
RADIUS-cepBepa. [ina obecnevyeHUs HaAEKHOCTU U pacnpeieNeHNs Harpyskn MoXKeT UCMO/1b30BaTh
Heckonbko RADIUS-cepBepoB. Bbibop cepBepa 418 OTNpaBKM O4YepeaHOro 3anpoca asBTopusauuu
NPOUCXOANT ClydaliHbiM 06pasom. Ecnm cepBep He OTBETUA, OH MOMEYaeTCA Kak BpeMeHHO Hepabouui, 1
nepecraeT y4yacTBOBaTb B MeXaHM3Me ONpoca Ha OnpepesieHHbl Nepuog, a 3anpoc OTCbINAETCS Ha

cnepytowmii cepsep.

MonyyeHHble aBTOPU3ALMOHHbIE [AaHHble XPaHATCA B KILW-MamMATM KOMMyTaTopa B TedeHue
33laHHOrO nepuoja BPEMEHM. ITO MO3BOASET YCKOPWUTb MNOBTOPHYID 06paboTky IGMP-3anpocos.
MapameTpbl aBTOPM3aLMM BKAOYAIOT B ce6A:

=  MAC-agpecKNINEHTCKOro YCTPOMNCTBa;
=  UNpeHTUPUKATOP NopTa KOMMYTATOPa;
= |P-agpecrpynnbi;

=  PeweHune o goctyne —deny/permit.

KomaHOb! pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KoMaHAHOM CTPOKM peXkmma rnobasbHOro KoHGUrypmposaHus:

console (config) #

Tabnunua 141 — KomaHabl pexnma rnobanbHoro KoHGUrypmupoBsaHumsa

KomaHda

3HavyeHue/3HavyeHue o
YMOMYAHUIO

Aelicmeue

ip igmp snooping authoriza-
tion cache-timeout timeout

timeout: (0..10000)
MuH/0

no ip igmp snooping authori-
zation cache-timeout

YcTaHaBAVMBa T BPEMA KU3HM B Kawe. Ecan 3Havewve
PaBHO HY/IIO — OTCYET BPEMEHM KM3HWN OTK/IOYE H (3amncs
He yAanaeTcsa Co BpemeHeMm).

YcTaHOBKa 3HaYeHWA N0 YMONYA HUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanasoHa uHmepaelticos) Ethernet

Buf 3anpoca KOMaHAHOW CTPOKM pPeKUMA KOHPUTYPUPOBaHUA MHTe pdelica:

console (config-if) #

Tabnuua 142 — KomaHapl perkuma KoHdurypumposaHua nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
10 yMOMYAHUIO

Aelicmeue

multicast snooping

Bkntouaer aBTopmsaumo yepes RADIUS-cepsep. Ecam

authorization radius -/OTK/IOYEeHO yKa3aH napametp required, To B c/lyyae HeA0CTYNHOCTU
[required] Bcex RADIUS-cepsepos | GMP-3anpocbl urHopmpytoTea.
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B npotuBHOM cnydae IGMP-3anpoc bygeT obpabotaH
[a e NpuOoTCYyTCTBUM OTBETa CE pBepa.

no multicast snooping OTK/0YE HMe a BTO pU3aLLUM.
authorization

Bkntoya et npeasaputenibHyo 0bpaboTKy IGMP-3anpocos
Ha nopTy o oteeTta RADIUS-cepBepa. Mo nonyyeHun
OTBETa OT cepBepa B C/lydae MOJIOXKUTEIbHOTO OTBEeTa

multicast snooping
authorization forwarding-first

-/OTKI04eHO noAnucka ocTaeTca, B C/lydae OTPULATE/IbHOTO —
yaanseTcs.
no multicast snooping
authorization forwarding-first BoccTa Ha BIMBaeT 3HaYeHVe N0 YMOTHaHUIO.

KomaHob! pexcuma EXEC

Bce KomaHApb! AOCTYMHbBI TONBKO 4719 MPUBUIETUPOBAHHOTO NO1b30BaTeNA.
Bua 3anpoca KomaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnuua 143 — KomaHap! peskuma EXEC

KomaHoa 3HayeHue/3HayeHue Aelicmeue
1o ymon4yaHuio

show ip igmp snooping au- OTobpakaeT coaepRMmoe Kalwa asTopusauum | GMP.

t!\orlzatlon-cac.he . te_port: (1..8/0/1..4); Ecnm B KomaHae ykas3aH uHtepdeiic — To oTobpaxatorea

[interface tengigabitethernet TONLKO Te rpynnbl, KOTOpble 3aperucTpupoBaHbl Ha
. hu_port:(1/0/1..6) .

te_port | hundredgiga- YKa3a HHOM WHTe p de ice.

bitethernet hu_port ]

clear ip igmp snooping au- Ouuila eT K3l a BTOpM3a UyK.
t.horlzatlon-cac'he ' te_port: (1..8/0/1..4); Ecnv B KOMaHAeE yKa3aH UHTe pd)uemc—KaLu-sanmcm oymwa-
[interface tengigabitethernet I0TCA ANA YKa3a HHOTO MHTe pdelica.

. hu_port:(1/0/1..6) o
te_port | hundredgiga- Ecnm nHTe pdeiic He yKa 3a H— K3LW 04YMLLA eTCA NMOJIHO CTbHO.
bitethernet hu_port]

5.18 MapuwpyTusauma mHoroagpecHoro tpadpuka

5.18.1 lMpomokon PIM

PIM — npoTOKO/1 MHOTrOaApeCcHOM mapwpyTM3aumnm ana |IP-ceTel, co3gaHHbIN Ana pelweHusa npobnem
rpynnosoi mapwpyTtmnsaumu. PIM 6asupyeTca Ha TPaguuUMOHHbIX MapLIPYTHbLIX MPOTOKOAAX (Hanpumep,
Border Gateway Protocol), BmecTto Toro, 4Tobbl co3faBaTb COBCTBEHHYIO ceTeBylo Tononoruio. PIM
ucnonb3syeT unicast-Tabnuuy MapwpytTmMsaumm ana nposepku RPF. 3Ta npoBepKa BbINONHAETCH
MapLIpyTU3aTOPaMu, YTobbl yoeauTbes, YTO Nepesaya MHOTOa4PeCcHOro TpaduKa BbINMOAHAETCA MO NyTH
6e3 netenb.

RP (rendezvous point) — Touyka paHAEeBYy, Ha KOTOpPOW OyayT PerucTpmpoBaTbCA WCTOYHUKU
MHOroaApecHbIX MOTOKOB M CO3aBaTb MapLUPYT OT UCTOUYHMKA S (ceba) go rpynnbl G: (S, G).

BSR (bootsrtap router) — mexaHuam cbopa nHdopmaumm o RP KaHangaTax, GOpMUPOBaAHMM CrIUCKA
RP gna Karkgol MHOroaapecHoM rpynnbl M OTNpaBKa CNUCKa B npegenax gomeHa. KoHowurypaums
MHOroazpecHoM MapLupyTnsaumnmn Ha 6ase IPv4.
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KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

Bung, 3anpoca KOMaHAHOM CTPOKM pexkmma rnobanbHON KOHOUrypaLmu:
console (config) #

Tabnuua 144 — KomaHapl perkuma rnobanbHon KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymMon4yaHuio

Aelicmeue

ip multicast-routing pim

no ip multicast-routing pim

-/MNo ymon4a Huo
DYHKLMA BBIKAKOYE HA

BKAOUYUTb MHOTOA A PECHYO Ma P LUPYTM3ALLUIO, NPOTOKOAN PIM Ha
BCEX MHTe pdeicax.

OTKAOYUTb MHOTOA APECHYIO Ma pLUpYTU3aLuo nnpoTokon PIM.

ipv6 multicast-routing pim

no ipv6 multicast-routing pim

-/MNo ymon4a Huo
bYHKLMA BbIK/IOYE HA

Bkntountb ana | Pvé mHOroagpecHyo ma pLipyTm3a umto, NPOTOKON
PIM Ha Bcex uHTE pdelicax.

OTKkAtoYUTbL ANA | Pv6 MHOTOa ApeCcHyo Ma pLUpyTU3a LMIO U NP OTOo-
Kon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask:(8..32)/30;
priority_num:
(0..192)/0

YKa3aTb YCTPOWMCTBO KaK KaHauaaTta B BSR (bootstrap router).
- ip_address —BanugHbli | P-a apec KommyTaTopa;

- mask — macKa noaceTu;

- priority_num — npuopwurterT.

OTK/tOYE HMe AaHHOTO Na pameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:

YKa3aTb YCTPOWCTBO Kak KaHauaaTa B BSR (bootstrap router).
- ipv6_address — BanuaHbI | Pv6-a apec KommyTaTopa;
- mask — macka noacetu;

(0..192)/0 - priority_num — npuopwreT.

no ipv6 pim bsr-candidate OTK/Il0Ye HMEe AaHHOTO Na pameTpa.
ip pim rp-address Co3paHue cTtaTudeckoi Rendezvous Point (RP), aononHuTesibHo
unicast_address MOKHO YKa 3aTb MHOTOaA,pecHyo noaceTs ANs AaHHo W RP.
[multicast_subnet] - unicast_addr —1P-apgpec;

- - multicast_subnet— MmHOTOQ ApecHan NoaceTb.
no ip pim rp-address YnaneHue ctatudeckont RP ununyananeHue RP ana ykasaHHo M noa-
unicast_address ceTu.
[multicast_subnet]
ipv6 pim rp-address Co3gaHue ctaTuyeckoi Rendezvous Point (RP), gononxHutenbHo
ipv6_unicast_address MOKHO YKa 3a Tb MHOTOaA,pecHyo noaceTs ANs AaHHO W RP.
[ipv6_multicast_subnet] - ipv6_unicast_addr — |Pv6-a apec;

- - ipv6_multicast_subnet — mHOroa Aip eCHasA NoACceThb.
no ipv6 pim rp-address YnaneHuve ctatuieckol RP unnyaaneHve RP ans ykasaHHo M noa-
ipv6_unicast_address ceTu.
[ipv6_multicast_subnet]
ip pim rp-candidate Co3paHue KaHgmaaTa ana Rendezvous Point (RP)
unicast_address [group-list . - unicast_addr —IP-agpec;
acc_list] [priority priority] a ccc_vlulvs\;:;}?;?:z) - acc_list — cnMcoK mMHoroaapecHbix Npe dUKCoB, 3agaBaemMblii C

[interval secs]

priority: (0..192)/192;
secs:(1..16383)/60

nomoLbto ctaHaapTHoro ACL;
- priority —NpMOPUTETHOCTb KaHAMAATa;
-secs— nepuos OTNPaBKM COOBLLE HUIA.

. - CeKyHA,
no ip pim rp-candidate OTK/Il0YE HME fia HHOTOo Na pameTpa.
unicast_address
ipv6 pim rp-candidate Co3paHue KaHaupata gna Rendezvous Point (RP)
ipv6_unicast_address - ipv6_unicast_addr —IPv6-agpec;
pve_ L T - acc_list: (0..32) pve_ . - AP .
[group-list acc_list] [priority - acc_list — cnncoK mMHoroagpecHbix Npe dUKCoB, 3a4aBaemblit ¢

CMMBO 1A

priority] [interval secs]

no ipv6 pim rp-candidate
ipv6_unicast_address

priority: (0..192)/192;
secs:(1..16383)/60
CeKYHA,

nomolLbto ctaHaapTHoro ACL;
- priority —nNpWOpPUTETHOCTb KaHAMAATA;
-secs — nepuoz oTNpaBKu coobuue HU.

OTKAOYE HWE 4,3 HHOTO Na pameTpa.

ip pim ssm {range
multicast_subnet | default}

YKa3aTb MHOrOaapecHyto NoAceTb

- range — yKa3aTb MHOTOAAPECHYIO MOACETb;

- multicast_subnet— mHoToa ApecHan NoACETh;
- default — ykasaTtbamanasor s 232.0.0.0/8.
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no ip pim ssm [range OTKAtOYe HMe AaHHOTo Na pameTpa.
multicast_subnet | default]
ipv6 pim ssm {range YKa3aTb MHOrOaZp ecHylo NoAceTb
ipv6_multicast_subnet | - range — yKa3aTb MHOTOa4PeCHYH NOACETb;
default} ) - ipv6_multicast_subnet— mHoOTOa AipecHas NoAceTh;
- default — yka3saTtbananasoH s FF3E::/32.
no ipv6 pim ssm [range OTK/0YE HWE A,a HHOTO Na pameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded /BKnioueHo BKAOUKUTb paclumpeHHbIl pyHKLMOHa N rendezvous point (RP).
no ipv6 pim rp-embedded OTKAOYUTL pa cLuMp eHHbIN GyHKLMOHa N rendezvous point (RP).
ip multicast multipath {group- BK/toya et banaHcmpoBKy NaketoB PIM Join B CTOpPOHyY A0 CTYIH
paths-num | group-next-hop} HbIX RP.

- group-paths-num — meTopa 6anaHCMPOBKK, NPU KOTOPOM
xew QyHKLMA, NOACYUTAaHHA A HA OCHOBE aZpeca rpynmbl, Ae-
nutca no moaynto Ha N, rge N — KoanuectBo A0CTYNHbIX RP.

BblweyKa3aHHbIi meToa HeobXxoauM ANA KOPPEKTHOM
pabortbi 6anaHcMpoBKU npu CMNONb30BaHUU
#  EVPN/VXLAN. Ha npaKkTuKe OH NPUBOAMUT K KCUHXPOHU-
3auuu» VTEP u Bbi6opy oaHoro u Toro e RP gna or-
-/BblKAI0YEHO npaBKu TpadpuKa KOHKPETHOM rpynnbl.
- group-next-hop — meToz 6a.1a HCMP OBKYM, MPY KOTO POM NOA-
cyeT xeWw PpyHKUMM Ba3upyeTca Ha agpece rpynnbl U aapece
next-hop.

Mo ymonyaHuio B ciyyae Haamumsa B Tabaunue maplupyT-
Tusauum 6onee ogHoro mapwpyTta go RP, PIM Join or-
npasaseTca B cTopoHy PIM coceaa ¢ Han6onbwmm IP.

no ip multicast multipath YcTaHa BAvBa €T 3HaYeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica Ethernet, VLAN, epynnbsi nopmos

Bua 3anpoca KOMaHaHOW CTPOKM:
console (config-if) #

Tabnuua 145 — KomaHapl perkuma KoHdurypauum nHtepoeiicos Ethernet, VLAN, rpynnbl noptos

3HaveHue/ 3Ha4yeHue

KomaHda Aelicmeue
Mo ymoA4YaHuro

ip (ipv6) pim BktoyeHue PIM Ha uHTe pdeiice.

— - -/BKNtOYE HO -
no ip (ipv6) pim BbikntoueHue PIM Ha uHTe pdelice.
ip (ipv6) pim bsr-border MpeKpaTtutb Nne pegavy BSR-coobLue HWiA ¢ nHTe pde ica.

— -/oTKAOYEHO
no ip pim bsr-border OTKAtOYe HMe Aa HHOTO Na pameTpa.
ip (ipv6) pim dr-priority priority YKa3aHuve npuoputeta ana sbibopa DR-poyTepa.

priority: - priority — npuoputeT DR-poyTepa onpeaenatowmii, KTo U3 Kom-

myTaTopoB cTaHeT DR-poyTepom. KommyTaTop ¢ Ha MboNbLL MM

(0..4294967294)/1
3HayeHuem ctaHeT DR-poyTepom.

no ip (ipv6) pim dr-priority Bo3BpalgeTt 3HaUeHMe N0 YMONYAHMIO.

ip ip (ipv6) pim hello-interval YKa3aHue nepuoga otnpasku hello-nakeTos.

secs secs:(1..18000)/30cek | -sec —nepuop otnpasku hello-naketos.

no ip (ipv6) pim hello-interval Bo3BpalwgeT 3HaYeHMe N0 YMOAYAHMIO.

ip (ipv6) pim YKa3aTb UHTepBas, B TeYe HMe KOTOPOro KOMMYTaATOp OTCbUaeT

join-prune-interval interval join nnn prune-coobuie HKA.

interval: (1..18000)/60 | _ interval — ne pvoa Bpe MeHV OTNPaBKK join, prune coo buieHui.

— - CeKyHA,
no ip (ipv6) pim Bo3BpalwaeT 3HaYeHne No ymoi4aHuto.
join-prune-interval
ip (ipv6) pim neighbor-filter . dunbTpauua Bxogawmx PIM-coo buieHui.
acc_list accc_vlulvs\;:.}]?;32) - acc_list — cnUCoK agpecoBs, HA OCHOBE KOTOPbIX NP OW3BO AUTCA

dunbTpauma.
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no ip (ipv6) pim neighbor-filter

OTKOYE HWE A4,a HHOTO Na pameTpa.

ip igmp static-group group-
address [ sourse sourse_addr]

no ip igmp static-group group-
address [ sourse sourse_addr ]

BkAtouuTtb cTaTmyeckuii 3anpoc multicast-rpynnsl Ha MHTE p-
delice.

- group_address —1P-agpec rpynnbl;

- source_addr —1P-agpec UCTOYHMKA rpynMbl.

, Ha nntepdeiice gomkeH 6biTb BKAOUeH PIM.
-

BbIKNHOYMTb CTa TUYECKUIA 3a Npoc multicast-rpynnbl.

KomaHob! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTpOKM perkmma EXEC:

console#

Tabnuua 146 — KomaHapl perkmma EXEC

KomaHda

3Ha4yeHue/3HaveHue
no yMmon4yaHuro

Aelicmeue

show ip (ipv6) pim rp mapping
[RP_addr]

OTobparkaeT akTuBHble RP, cBA3a HHble C Ma P LIPYTHO 1 MH$O pva-
uuen.
- RP_addr - 1P-apgpec.

show ip (ipv6) pim neighbor
[detail] [tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group|
vlan vian_id]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094).

OTobparkaet uHdo pma umto o PIM-coceasax.

show ip (ipv6) pim interface
[tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet
hu_port | vlan vian_id | state-
on | state-off]

te_port:(1..8/0/1..32);
hu_port: (1/0/1..6);
group:(1..32);
vlan_id: (1..4094).

OTobparkaeT MHbopma umto no PIM-uHTe pde icam:
- state-on —oTo6paKaeT Bce MHTe pdeiicbl, rae BrkaoYeH PIM;
- state-off — oTobparkaeT Bce MHTe pdeWicol, rae BbikAoueH PIM.

show ip (ipv6) pim group-map
[group_address]

OTobparkaet TabavLy NpMBA3KM MHOTOA A PECHbIX rpynn.
- group-address —appecrpynnbl.

show ip (ipv6) pim counters

OTobparkaet coaepxunmoe PIM-cueTunkos.

show ip (ipv6) pim bsr election

OTobpakaeT MHo pma umto o BSR.

show ip (ipv6) pim bsr rp-cache

OTOo6pakaeT MHPO P Ma LU0 O U3y4ye HHbIX Ka HauaaTax 8 RP.

show ip (ipv6) pim bsr
candidate-rp

OTo6paskaeT cocTosHWEe KaHaMaaTos B RP.

clear ip (ipv6) pim counters

O6HynAeT PIM-cye TYMK M.

[pumep ucnosnb308aHUA KOMAHO

= Bas3oBas HacTpoika PIMSM c ctatnyeckum RP (1.1.1.1). NpeaBapuTenbHO A0 KeH ObITb HACTPOEH
NPOTOKON MapLUpyTU3aLMN.

console# configure

console (config) # ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

140

Ethernet-kommymamoper MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48




DHELTEX

5.18.2 ®dyHkyusa PIM Snooping

®dyHKuma PIM Snooping ncnonb3yeTtca B ceTaAX, r4e KOMMYTaTOp UCNOHAET ponb L2-ycTpoiicrea

mexay PIM-maplpyTtmnsatopamu.

OcHoBHoOM 3aga4eit PIM Snooping siBnsieTca npeaocTaB/ieHne MHOroaapecHoro TpadmKa ToMbKO
ONA TeX NOPTOB, C KOTOPbIX 6blM NonyveH PIMJoin, PIMRegister.

KomaHObI pexcuma 2106aa6HOU KOHpuU2ypauyuu

Bua 3anpoca KOMaHAHOM CTPOKM B perKMme rnobasbHoM KoHuUrypaumm:

console (config) #

Tabnuua 147 — KomaHabl pexuma rnobanbHOM KoHbUrypaumum

3HayeHue/3HayeHue
no yMmon4aHuro

KomaHoa

Helicmeue

ip pim snooping
— /BbIKNOYEHO

Paspewuntb ucnonb3zoBaHue ¢yHKLUKM PIM Snooping KommyTaTo-
pom.

no ip pim snooping

3anpeTuTb UCNob3oBaHWe GyHKLUK

ip pim snooping vian
vlan_id
vlan_id:(1..4094)

Paspewuntb ucnosibzoBaHue ¢yHKLUKM PIM Snooping KommyTaTo-
pom ana faHHoro uHte p peitca VLAN.
vlan_id — nae HTuduKa LMo HHbIM Home p VLAN.

no ip pim snooping vlan
vlan_id

3anpeTutb ucnonb3osaHue GpyHkLUM PIM Snooping KommyTaTo-
pom ana aaHHoro uHte pdetica VLAN.

KomaHOob! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM perkmma EXEC:
console#

Tabnuua 148 — KomaHapl pexumma EXEC

3HayeHue/3Haye-
Hue no ymosnya-
HUKo

KomaHda

Aelicmsue

show ip pim snooping

MoKa3aTbo6Lyo MHPO pMa LUK O Ha CTPOMKaXx.

show ip pim snooping vlan

vian id vlan_id:(1..4094)

MoKa3aTbCTaTUCTMKY KOHTPONA MHOFOaAPeCcHOro TpaduKa B AaH-
Holvlan.

show ip pim snooping groups

MoKa3aTb CNUCOK 3a perucTpup OBaHHbIX Fpynmn.

sh ip pim snooping neighbors

lMoKa3aTbCNUCOK 3a perncTpmpoBaHHbIX y4a CTHUKOB PIM.

5.18.3 pomokon MSDP

MpoToKon 0bBHapyKeHUA UCTOYHUKOB MHOroagpecHol paccblikn (MSDP) ucnonbsyetca gns
obmeHa nHpopmaumelt 06 uctouHuKax Multicast-TpadumKka mexxay pasHbimu PIM-gomeHamun. MSDP-
coeanHeHue 0b6bl4HO yCcTaHaBAMBaeTCca mexay RP Karkgoro gomeHa.
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KomaHObI pexcuma 2106aab6HOU KOHpuU2ypayuu

Bua 3anpoca KoMaHAHOM CTPOKM B peXknme rno6anbHoM KoHOUrypauum:

console (config) #

Tabnuua 149 — KomaHabl pexuma rnobanbHOM KoHbUrypaumum

KomaHda

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmesue

router msdp

no router msdp

BkntounTtb npotokon MSDP 1 nepeitn B peMm ero KoH-
durypaumm.

OcTaHOBMWTbL NPOTOKOA MSDP 1 yoanuTb BClO €ro KOHuUry-
pauuto.

KomaHObI pexcuma KoHgu2ypayuu npomokxosaa MSDP

BuAa 3anpoca KoMaHAHOM CTPOKM B pexmMme KoHurypauum npotokona MSDP:

console (config-msdp) #

Tabnuua 150 — KomaHzabl pexuma KoHdurypauum npotokona MSDP

KomaHda

3HayeHue/3HayeHue
no yMmon4yaHuro

Aelicmesue

connect-source ip_address

no connect-source

-/IP-aapec He Ha3HaueH

HasHauutb |IP-agpec, KoTopbil ByaeT UCNoNb30BaH B Kayecrse
mcxoaallero npu coe anHe Hum ¢ MSDP-nnpom.

YCTaHOBWUTb 3HaYeHWe no YMON4Ya HUIO.

cache-sa-holdtime secs

no cache-sa-holdtime

secs:(150..3600)/150
ceK

YCTaHOBUTb BpemaA Ku3Hu SA-3anucu B KaLue.

YCTaHOBUTb 3HaYeHUe no YMO4a HUIO.

holdtime secs

no holdtime

secs:(3..150)/75 cek

YcTtaHoBUTb Talimep holdtime. Ecin B TedeHne 3Toro Bpe-
MeHU He byaeT npuHAaTo keepalive-coobuwieHne, To coeam-
HeHue c cocenom cbpacbiBaeTcs.

YCTaHOBUTb 3HaYeHUe no YMO4a HUIO.

keepalive secs

no keepalive

secs:(1..60)/30 cek

YCTaHOBUTb WHTepBan Mmexay oTnpaBkon keepalive-

CO0bLWEHUNN.

YCTaHOBUTb 3HaYeHNe Mo YyMOAYAHUIO.

originator-ip ip_address

no originator-ip

-/IP-apec He Ha3HaueH

HasHauuTb IP-agpec, ucnonbsyemblii B KayecTse agpeca RP
B UCXOAALMX coobLeHmaAx SA.

YCTaHOBUTb 3HaYeHne Mo yMOAYaHUIO.

peer ip_address

no peer ip_address

[Jo6aBuTtb B KOHOUrypaumo MSDP-nnp 1 BOUTU B pexum
ero KoHoburypaumm.

Yaanutb MSDP-nup.

KomaHOb! pexcuma KoHgpu2ypauyuu MSDP-nupa

Bua 3anpoca KomaHAHOM CTPOKM B peume KoHdurypauum MSDP-nupa:

console (config-msdp) #
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Tabnuua 151 — KomaHab! pexuma KoHourypaumm MSDP-nnpa

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

connect-source ip_address

no connect-source

Ha3Hauutb IP-agpec, KoTopblli ByaeT NCNONb30BaH B KayecTBe uc-
xoAalero npu coe aunHe HumM ¢ MSDP-nnpom.

YCTaHOBWUTb 3HaYeHWe no YMO/14a HUIO.

description text

no description

text: (1..160) cumBona

3apatbonucaHue MSDP-nupa.

Yaanutb onuca Hue.

mesh-group name

no mesh-group

name: (1..31) cumBona

[o6asutb cocega Kk MESH-rpynne.

Ypanutb cocepa.

sa-filter{in | out }
sec_num {permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter{in | out }
sec_num

sec_num:
(0..4294967294)

Co3gaTb npaBuio uabTpaumm SA-coobLLeHwi:

- permit — pa3pewatowee npaswio puabTpaumu;

- deny — 3anpewatowee npasuno punbTpaumm;

- sec_num — HOMep CeKLUM NpaBuna;

-ip_addr_rp — ¢unbTpauyma no aapecy RP;

-ip_addr_gr — ¢unbTpauma no agpecy rpynnoi;

- ip_addr_src — ¢wnbTpauma no agpecy UcTodyHuka Multicast-
TpaduKa.

YaansaeT co3haHHYIo CEKLMIO MpaBuna.

shutdown

no shutdown

— /BbIKNIOYEHO

ALMUHUCTPATMBHO BbIKAOYUTL ceccnio ¢ MSDP-nnpom, He yaa-
NAA ero KoHoUrypa uum.

YCcTa HOBUTb 3HaYeHKNE No YMONYaHUIO.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTpOKM perkmma EXEC:

console#

Tabnunua 152 — KomaHgpl perkmma EXEC

KomaHda

3Ha4yeHue/3Haye-
Hue no ymonya-
HuUKo

Aelicmeue

show ip msdp peers [ ip_addr ]

MoKa3aTb MHGOPMaA LMIO O Ha CTPOEHHBIX NUPaX, CTaTyce CoeauHe-
HWA, HACTPOMKaX NUPOB, @ TaKKe CTaTUCTUKY 0OMeHa coOobLLeHW
AMM NpoToKona MSDP

-ip_addr — IP-agpecnupa.

show ip msdp source-active

MNMoKkasaTbcoaepmmoe Kawa SA.

show ip msdp summary

MoKa3aTbcymma pHyto MHbO p ma upto npoTokona MSDP.

clear ip msdp counters

O6HYNUTb CHETUYUKW.

clear ip msdp peers [ ip_addr ] MNepeycTaHoBUTL coeaunHe HMs ¢ MSDP-nupamu

-ip_addr — 1P-agpecnupa.

5.18.4 ®dyHkyusa IGMP Proxy

PyHKUMA MHOroagpecHoM maplipyTtusaumm IGMP  Proxy npepgHasHayeHa A/s peasnsaumm
YNPOLLEHHOM MapLpyTU3aLUMM MHOTOaAPECHbIX AAHHbIX MeXAay CeTAMM, YNpaBiaeMon Ha OCHOBAHWUU
npotokona IGMP. C nomouwbto IGMP Proxy ycTpoicTBa, He HaxogsAwmeca B O4HON CeTU C CepBepom
MHOr0azpeCHOM PACCbI/IKW, UMEOT BO3MOXKHOCTb MOAK/IH0YATLCA K MHOTOAAPECHbIM rPynnam.

MapuwpyTusauusa OcCyLlecTBaAeTca mexay uHTepdeinicom Bbiwectoawen cetu (uplink) wu
NHTepdeicamm HMxKecToAwmx ceTent (downlink). Mpu aTom Ha uplink-uHTepdelice KommyTaTop BeAeT cebn
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Kak 0b6blYHbIA nosyyaTenb MHoroagpecHoro Tpaduka (multicast client) n dopmupyet cobcrBeHHble
coobueHuns npotokona IGMP. Ha uHTepdelicax downlink KommyTaTop BbICTynaeT B KayecTBe cepBepa
MHOroaZpecHoOM paccbliku M obpabaTbiBaeT coobuieHUA npoTokoia IGMP oT ycTpOMCTB, MOAK/II0YEHHbIX K

3TMM MHTepdencam.

Konunuecteo nogaepXunBaembix rpynn MHOroagpecHoi paccoiiku nporokonom IGMP Proxy
YyKa3aHo B Tabauue 9.

IGMP Proxy noaaep:<usaet 8o 512 downlink-uHrepdeiicos.

OrpaHuyeHus peanmsaumm ¢yHkumm IGMP Proxy:

- IGMP Proxy He nopgaep:KusaetcaHa rpynnax arperauum LAG;

- MOKeT bbITb OnpeAeneH TONbKO OA4UH UHTe pdeiic BbiLeCToALLel ceTu;

- Npu ncnonb3oBaHuu sepcumn V3 npotokona IGMP Ha nHtepdeiicax K HUKecToAwel ceTy,
o6pabarbiBatoTca ToNbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

KomaHOb! pexcuma 2106as1bHOU KOHGU2ypayuu

BuAa 3anpoca KomaHAHOM CTPOKM perKmMma rnobanbHoM KoHPUrypaumm:

console (config) #

Tabnuua 153 — KomaHabl perkmma rnobanbHo KoHuUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip multicast-routing
igmp-proxy

no ip multicast-routing

-/MNo ymon4a Huo
bYHKLMA BbIK/IIOYE Ha

PaspewaerpaboTy ma pLUpyTM3aLLMM MHOTOA AP ECHbIX 43 HHbIX Ha
CKOHQUrypup oBa HHbIX MHTE p e icax.

3anpewaeTt paboTy Ma pLIPYTM3aLMM MHOTOA 4PECHbIX 4,3 HHbIX Ha
CKOHQUrypup oBa HHbIX MHTE pde licax.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepaelica 2pynnsi nopmos

Bua 3anpoca KOMAHLHOM CTPOKM B pexkume KoHourypauum wuHTepdeiico Ethernet, VLAN,

nHTepdenca rpynnbl NOPTOB:

console (config-if) #

Tabnunua 154 — KomaHabl pexxnma koHourypaummn nHtepoeicos Ethernet, VLAN, rpynnbl nopTtos

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuo

Aelicmeue

ip igmp-proxy
{tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094)

KoHdurypupyembiii nHtepdeitc asnaetca nHTe pdemcom K HUKe -
croawe i ceTn. Koma HAA@ Ha 3HaYaeT cBA3aHHbIN Uplink-uHTe pdeit,
y4a CTBYIOLLMI B Ma pLUPYTU3AL UK.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKAOUUTL 33 WMTY MO HUCXOAALLE MYy UHTe pdeicy. |Pvd multicast-
TpaduK, NOCTyna WM Ha UHTe pde ic, He ByaeT nepeHanpaB/eH.

OTKNOUYUTD 33 LLUTY MO HUCXOAALLE MY UHTe pde Icy.

ip igmp static-group group-
address [ sourse source_addr ]

BkAtounTb cTaTUyecKuii 3anpoc multicast-rpynnsl Ha WHTe p-
delice.

- group_address —1P-appecrpynnbi;

- source_addr —|P-aapec UCTOYHMKA rpynnbl.

’ Ha untepdeiice ponkeH 6biTb BKAOUEeH IGMP Proxy.
-
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no ip igmp static-group group- BbIKNOUYMTL CTa TUHECKMI 3a npoc multicast-rpynnbi.
address [ sourse source_addr ]

KomaHOob! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM perkmma EXEC:

console#

Tabnunua 155 — KomaHab! pexnma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro
show ip mroute - KomaHpa npesHasHauyeHa A8 NPOCMOTPa CMUCKOB MHOToapec-
[ip_multicast_address HbIX rpynn. Bo3mokeH BbIGOP rpynn no agpecy rpynnbl uam no
[ip_address]] [summary] aApecy UCTOYHMKA MHOTOAAPECHbIX A4, HHbIX.
- ip_multicast_address —|P-aapec rpynnbi;
- ip_address —|P-agpec NCTOYHWKA;
- summary — KpaTKoe COAe PXKaHNe KarKaoM 3anMcu B MHOToas-
pecHoMTabauLe ma pLupyTH3a LK.
show ip igmp-proxy interface te_port:(1..8/0/1..32); | UHdopmauus o ctaTyce |GMP-proxy npuvmMe HUTE IbHO K UHTE P-
[vlan vian_id | hu_port:(1/0/1..6); deicam.
tengigabitethernet te_port | group:(1..32);
hundredgigabitethernet vlan_id: (1..4094)
hu_port | port-channel group]

[pumepbl 8bIMOAHEHUS KOMAHO

consolef#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy 1s enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
vlan30 downstream default - -

5.19 ®PyHKUMM ynpaBneHua

5.19.1 MexaHusm AAA

Ona obecneyeHna 6e30NacHOCTU CUCTEMbI WUCMOJIb3yeTcA mexaHusm AAA (ayTeHTUdUKauus,
aBTOpU3aLMA, yYEeT).

— Authentication (ayTeHTMdUKaUMA) — conocTaB/ieHNE 3aNpoca CYLLECTBYHOLWEN YYETHOM 3a-
nucu B cucteme 6e30nacHoOCTM.

— Authorization (aBTopuM3auma, NpoBepKa yPOBHSA AOCTYNa) — CONoCTaBAeHMNe y4ETHOM 3anma
B cMcTeMme (Mpoweawein ayTeHTMOUKALMIO) M onpeae/1EHHbIX MOTHOMOYMIA.

— Accounting (y4éT) — cnexkeHue 3a notpebaeHMEM pecypcoB NO1b30BaTENEM.

Ons wndpoBaHMa AaHHbIX UCNONb3yeTcAa MexaHM3m SSH.
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KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

Bua 3anpoca KoMaHAHOM CTPOKM pexmma rnobanbHoM KoHOUrypaumm:

console (config) #

Tabnuua 156 — KomaHapl perkuma rnobasbHon KoHurypaumm

3HayeHue/3HayeHue no
YMO/YAHUIO

KomaHda

Aelicmsue

aaa authentication login
{authorization | default |
list_name} method_list

list_name:(1..12)
CMMBO/IOB;
method_list: (enable, line,
local, none, tacacs, radius);
-/Mo ymo nya Huo
ocCylLeCTBAAETCA NPOBEpPKa
no I0KanbHOM ba3e
AaHHbIX (aaa
authentication login
authorization defaultlocal)

YcTaHaBAMBa eTcrnocob ayTeHTUdUKa LMK 419 BXO i B CUCTE MY.
- authorization - pa3pellaeT NPOXOKAEHME aBTOpU3aLym Mo
OMMCaHHBIM HUXKe MmeTozaMm;

- default — ucnonb3oBaTb ANA ayTeHTUPMKA LUK ONKCA HHble
HUKE MeToAbl;

- list_name —uvma cnucka ayte HTUOMKA LMO HHbIX Me TO0B, aKT-
BM3MPYIOLLE rOCA, KOTAA NONb30BaTENb BXOAUT B CUCTE MY.
OnucaHue meToaoB (method_list):

- enable — ncnoab30BaTb NAPOb ANA ayTe HTUGUKALUK;

- line — ncnonb3oBaTb Na pPoab TEPMMHA 1A ANA @ YTEHTUDUKAL UK,
- local — ncnonb3oBaTb NOKabHYO 6a3y UMEH Nosb3oBaTenei
0N ayTe HTUOUKa L uu;

- none — He UCMO/b30BaTb A YTEHTUPUKA LutO;

- radius — ncnonb3oBaTb cnMcoK RADIUS-cepBepoB 414 ayTeHTH
duKkayuy;

- tacacs —vicnonb3oBaTb cnnucok TACACS ce pBepoBANA ayTeHTH
duKa umn.

v
VA

Ecam metog ayTeHTMOUKaALUKM He onpepenieH, TO
BOCTYN K KOHCONW BCEraa ycnewHbli.

Co3fiaHMe CNUCKa OCYLUEeCTBAAETCA KOMaHAOM:
aaa authentication login list_name method_list.
Wcnonb3oBaHue CNnCKa:

aaa authentication login /ist-name

] Bo u3bexkaHue notepu goctyna cnegyeTt BBOAUTb
e HeobX04MMbIi MMHUMYM HaCTPOEK A1A YKa3blBa-
eMoro MeToaa ayTeHTUGUKaumnm.

no aaa authentication login
{default | list_name}

YcTaHaBAuBaeT3HavYeHue no YMOT4aHUIO.

aaa authentication enable
authorization {default |
list_name}method_list

list_name:(1..12)
CUMBO/IOB;
method_list: (enable, line,
local, none, tacacs, radius);
-/Mo ymonya HUo
ocylLeCTBAAETCA NPOBEpPKa
no JI0KanbHOM 6a3e
AaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHaBAMBaeT cnocob ayreHTUOMKAULUM NPU  MNOBbIWE HM
YPOBHA NpUBUNE MUIA ANA BXOLA B CUCTE MY.

- authorization - pa3peLwaeT NPOXOKAEHWUEe aBTOpPM3aLMM MO
0OMMCaHHBIM HUXKe MmeTozaM;

-default — ucnonb3oBaTb gns ayTeHTUPMKALMM OMNUCA HHble
HUXKEe MeToabl;

- list_name —uma cnucka ayte HTUOMKA LMO HHbIX METO 10 B, aKTW
BM3MPYIOLLE rOCA, KOTAA NONb30BaTeNlb BXOAMUT B CUCTE MY.
OnucaHue meTofoB (method_list):

- enable — ncnoNb30BaTb NAPOb ANA ayTe HTUOMKAL UK,

- line — ncnonb3oBaTb Na pPosb TEPMMHA 1A ANA @ YTEHTUDUKAL UK,
- local — ncnonb3oBaTb JIOKaNbHYIO 6a3y UMEH NoJsib3oBaTenei
ONA ayTe HTUdKKa Luu;

- none — He UCNO/Ib30BaTb a yTEHTUOMKA LyIO;

- radius — ncnonb3oBaTb cnMcok RADIUS-cepBepoB a1q ayTeHTH
dukayuy;

- tacacs —ucnonb3osaTb cnncok TACACS-cepBepoB 417 ayTeHTU
duKkaymm.

Y
J

Ecam meTop ayTeHTMUKALUMN He onpefeneH, To
BAOCTYN K KOHCONW BCeraa ycnewHbii.

CospaHue cnmcKa ocyLeCTBAAETCA KOMaHA0i:
aaa authentication login list-name method_list.
Wcnonb3oBaHMe cnucka:

aaa authentication login list-name
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no aaa authentication
enable authorization
{default | /ist_name}

Bo u3bexkaHue notepu AocTyna cnegyeT BBOAUTb
! HeobXoAMMbIii MUHUMYM HaCTPOEK ANA YKa3blBa-
eMOoro MeToaa ayTeHTUPUKaLUK.

YcTaHaBAMBa eT3HaYeHWe no YMOTHaHUIO.

enable password password
[encrypted] [level level]

no enable password [level
level]

level:(1..15)/1;
password:(0..159)
CMMBOJ/I0B

YcTaHaBAMBa €T Mapoib A1 KOHTPOA U3ME HEHUA NPUBU/E WA
[0CTyna nonb3oBaTtenei.

- level — ypoBeHb NpuBUNE rmi;

- password — napob;

- encrypted — 3a4aTb 33 WKPPOBAHHBIM Naponb (Hanpumep, na-
ponb B 3aWWPPOBAHHOM BUAE, CKONMPOBAHHLIN C Apyroro
yCTPOWCTBA).

YaanaeT naponbANA COOTBETCTBYHOLLETO YPOBHA NPUBUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password}
[priveliged /evel]

no username name

name:(1..20) cumBoN0B;
password: (1..64)
CMMBO/IOB;
encrypted_password:
(1..64) cumBoNOB;
level:(1..15)

[ob6aBnaeTnonb30BaTeNsA B IOKANbHYIO 6a 3y A2 HHbIX.

- level — ypoBeHb Nnpusune ruis;

- password — naponb;

- name —vMs No/b30BaTeNs;

- encrypted_password — 3alwndpoBaHHbIN Napob (Hanpuvep,
naposib B 3aWNPPOBAHHOM BUAE, CKOMMPOBAHHBIW C ApYroro
yCTpoOicTBa).

YnanaeT noab30BaTens U3 OKaAbHO U 6a3bl ga HHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/MNo ymo n4a HUKO Be fie Hue
yyeTa 3anpeLgHo

PaspelwaeTBeaeHue yueTa (aKkayHTa) 415 ceCCUI yNpa Be HUA.
7 BepeHue yyerta paspelleHo TONbKO ANA Nonb3osBaTe-
V Neid, BOWeALWNX B CUCTEMY MO MMEHU U Napoio, ANA
nonb3oBaTtesieii, BOWEALWMX NO NAPoN0 TEPMUHANA,

BeAeHM1e yyeTa 3anpeLyeHo.
BepeHue yueta akTUBMpYETCA M NpeKpaliaerca, Koraa
V | noNb30BaTe/lb BXOAUT U OTK/IIOYAETCA OT CUCTEMDbI, YTO
COOTBETCTBYeT 3HaueHuAMm start u stop B coobLueHumax
nporokona RADIUS (napameTpbl, cogepykalumecs B co-
obweHunax nporokona RADIUS, npuseaeHbl B Tabnauue

157).

3anpeuwaeTBeeHne ydeTa (aKKayHTa) ana BBe AeHHbIX B CLI Ko-
Ma HA,.

aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/MNo ymon4a HUo Be Ae HYe
yyeTa 3anpeLieHo

PaspelwaeTBeaeHue yyeTa (akkayHTa) gns ceccuin 802.1x.
BepeHue yueTa akTUBUPYETCA U NpPeKpaLaeTcs, Koraa
V nonb3oBaTeNlb BXOAUT U OTKNIOYAETCA OT CUCTEMbI, YTO
COOTBETCTBYET 3HAYeHUAM start u stop B coobLieHuax
nporokona RADIUS (napameTpbl, cogepyalumecs B co-
obweHunax npotrokona RADIUS npusepeHbl B Tabauue
157).
B pexxume Multiple sessions coobuweHnus stat/stop no-
V CbINAIOTCA ANA KaXKAOro Nonb30oBaTeNs, B pexume
Multiple hosts — TonbKo ana nonb3oBarens, npoies-
wero ayteHTUdMKauumio (cm. pasgen no 802.1x).

YcTaHaBAMBa eT3HavYeHue No YMONYaHMUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpepaenser meTof ayTeHTudMKa LM npu goctyne K HTTP-
cepsepy. MpM1ycTaHOBKE CNNCKA METOAO0B A0 NOJHUTE /ibHbIA
meTog byaeT NpUMe HATLCA TOIbKO B TOM C/ly4ae, Korga rno
OCHOBHOMY MeTOAY a yTe HTUdUKa LM BO3BpalLeHa O MbKa.
-method_list — meToga ayreHTUdMKa LUK:

local —no vme HM 13 NoKa IbHO M 6a 3bl 4@ HHbIX;

none — He UCNONb3yeTCA;

tacacs —uncnonb3oBa HWe cnuckoB Bcex cepBepoB TACACS+;
radius —vcnonb3oBa HUe cnmckos Bcex RADIUS-cepsepos.

YcTaHa BAMBa eT3HaYeHMe no YMOTYaHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaBAMBa eT aJIFOPUTM ONPOCa METOLOB ayTeHTUdMKa-
uum.

- chain — nocne Heyaa4HOW NONLITKK ayTe HTUOMKA LUK MO
nepBoMy METOAY B CNUCKe cneAyeT NomMbiTKA ayTeHTUdUKa-
LMK MO CNe Aytolle My MeToZly B LLe MOYKe;
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- break — nocne HeypauHo ayTe HTUMKA LMK NO Ne pBOMY
MeTO Y NPOLEecc a yTeHTUUKA LW 0CTa HABNMBAETCA.

aaa accounting commands
stop-only group tacacs+
no aaa accounting
commands stop-only group

-/MNo ymon4a HUKo Be Ae Hue
yyeTa KOMaHA, BbIK/IOYEHO

Bkntovaet BegeHue yyeTa BBe AeHHbIX B CLI KOmaHA no npoTo-
Kony Tacacs+.

YcTaHa BAUBa eT3HaYeHue No YMONYAHUIO.

[nA Toro Yto6bl KAMEHT NOJIYYMA A,0CTYN K YCTPOUCTBY, AarXKe eC/1 Bce MeTOoAbl ayTeHTUdU-
e Kauum BepHyAM olnbKy, UCNOb3YiiTe 3HaYeHUe Noc/ie 4HEro MeToAa B KoOMaHae — none.

Tabnuua 157 — ATpmnbyTbi coobLLEeHNI BegeHUA yueTa npoTokoa RADIUS gns ceccuih ynpasneHus

Hanuvue Hanuvue
ampubyma 6 | ampubyma e
Ampubym pudy pudy OnucaHue
coobwieHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaeHTnduKauma nonbsosaTens.
IP-agpec KommyTaTopa, KOTOPbIM MCNO/b3yeTcs
NAS-IP-Address (4) EcTb EcTb APEC KOMMYTAToP P Y
ana ceccuii c Radius-cepsepom.
Mpoun3BonbHOE 3HaYeHUe, BKAKOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
obLeHna yyeTa ceccuii.
IP-agpec KommyTaTopa, UCNOMb3YEMbIN A5 cec-
Called-Station-1D (30) EcTb EcTb v,u,p ¥ pa, y A
CWiA ynpasneHus.
Calling-Station-ID (31) EcTb Ectb IP-agpec nosb3oBaTens.
Acct-Session-ID (44) Ectb EcTb YHUKaNbHbIN MAEHTUOMKATOP y4eTa.
YKa3bIBaeT MeToa, Mo KOTOPOMY KAUEHT [AOJIKEH
Acct-Authentic (45) Ectb Ectb A pomy A
6bITb ayTEHTUDULMPOBAH.
. . MokasbiBaeT, Kak A0AT0 nosb3oBaTenb 6bin noa-
Acct-Session-Time (46) Het EcTb & &
KJOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpnynHa 3aKpbITUA CECCUN.

Tabnuua 158 — ATpnbyTbl coobLieHUI Be aeHUA yueTa npoToKona RADIUS ans ceccnin 802.1x

Hanu4yue Hanu4yue
ampubyma e ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHUU
Start Stop
User-Name (1) EcTb Ectb NoeHTuduKauma nonb3osaTtens.
|IP-agpec KommyTaTopa, KOTOPbIM WMCMOAb3YyeTcA
NAS-IP-Address (4) Ectb Ectb APEC KommyTaTop P y
ana ceccuit ¢ Radius-cepsepom.
MopT KoMmyTaTopa, Ha KOTOPOM MOAKNOYUACA
NAS-Port (5) EcTb EcTb P y P P A
nonb3oBaTeNb.
MNpoun3BosbHOE 3HaYeHUe, BKAKOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P .
obLeHnna yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-apgpec nonb3oBaTtens.
Acct-Session-ID (44) EcTb EcTb YHUKaNbHbIN NaeHTUOUKATOP Yy4eTa.
. YKa3blBaeT MeToA, Mo KOTOPOMY K/IMEHT LOJIKEH
Acct-Authentic (45) EcTb Ectb A pomy A
6bITb ayTEHTUDULMPOBAH.
. ) MokasbiBaeT, Kak A0ATO No/b30BaTeNb Obll Noa-
Acct-Session-Time (46) Het Ectb A A
K/IIOYEH K CUCTEME.
Acct-Terminate-Cause (49) | Her EcTb MpuunHa 3aKpbITUA CECCUN.
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Nas-Port-Type (61)

| EcTb

EcTb

| [Moka3biBaeT TMN NOpTa KAUEHTa.

KomaHOb! pexcuma KoHpuU2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOW CTPOKM B peXxnme KoHOUrypaumm Te pMmnHana:

console (config-line) #

Tabnuua 159 — KomaHapl perkuma KoHPUrypaumm Te pMMHaAbHbIX CECCUIN

KomaHda

3HayeHue/3Ha4yeHue
Mo yMon4YaHuro

Aelicmeue

login authentication {default |
list_name}

no login authentication

list_name:(1..12)
CMMBOJIOB

3apaer meTog ayTeHTUOMKA LK NP U BXo4e A8 KOHcou, Telnet,
SSH.

- default — Mcnob30BaTb CNUCOK MO YMOYAHUIO», CO3A,aHHbIN
KOMa HA,01 aaa authentication login default

- list_name — Ucnonb30BaTb CINCOK, CO34aHHbIN KOMa HAOM aaa
authentication login list_name.

YcTaHa BAnBa eT3HaYeHre no YMONYaHUIO.

enable authentication
{default | list_name}

no enable authentication

list_name:(1..12)
CMMBO/IOB

3apaet metod ayTeHTUUKA UMM NOIb30BaTENA NP W NOBbILLEHM
YPOBHA NpuBUAeriMin Ana KoHcoau, Telnet, SSH.

- default — MCN0/1Ib30BATb CNMUCOK «MO YMONYAHMIO», CO34,aHHbIN
KOMa HA,01 aaa authentication login default

- list_name — ncnoNb30BaTb CNUCOK, CO3A4aHHbIM KOMa HAOM aaa
authentication login list_name.

YcTaHaBAMBaeT3HavyeHue no YMONYaHUIO.

password password
[encrypted]

no password

password:(0..159)
CMMBOJIOB

3apgaer naposib 4nd Tep MUHana.

- encrypted — 3a4aTb 3aWwWndpoBaHHbIM Napoab (Hanpumep, na-
po/ib B 3alWMPPOBAaHHOM BMAE, CKOMMPOBAHHBLIN C APYroro
ycTpoiicTea).

YpanseT naposibAna Te pMyHa na.

KomaHOob! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexkunma Privileged EXEC:

console#

Tabnuua 160 — KomaHapl perkmuma Privileged EXEC

KomaHda

3Ha4yeHue/3HaveHue
Mo ymMon4YaHuo

Aelicmeue

show authentication methods

MoKasbiBaeT MHGOPMa LU0 06 ayTe HTUDMKA LLMO HHBIX Me ToZax
Ha KOMMyTaTOpe.

show users accounts

MoKa3blBaeTnoKanbHyo 6a3y AaHHbIX N0Nb30BaTeNeN U UX NPU-
BUNE TUI.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTpOKM perkmma EXEC:

console>

Bce KomaHAbl 4@aHHOTO pa3gena AoCTYMNHbI TONIbKO ANA NPUBUNETMPOBaHHbIX NO/1b30BaTENEN.
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Tabnuua 161 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda Aelicmeue

show accounting MNokasbiBaer MHC‘)OpMa LMIO O HAaCTPOEHHbIX meToaaX BeAeHWA

yyeTa (aKkayHTa).

5.19.2 NMpomokon RADIUS

MpoTtokon RADIUS ncnonb3yetca ans ayteHTUbMKaumm, asTopmsaumm mn ydeta. Cepsep RADIUS
ncnonblyeT 6a3y AaHHbIX MOb30BaTENEN, KOTOPAA COAEPKUT AaHHbIe MPOBEPKU MOAJIMHHOCTU AR
Karkgoro nosb3oBatenis. TakMm 06pasom, ucnonb3oBaHue npoTokona RADIUS obecneuunsaer
OOMNOJIHUTENbHYIO 3aWMTY NPU AOCTYME K pecypcam CeTH, a TaKKe Npu JOCTyNe K CaMoMy KOMMYTaTopy.

KomaHOb! pexcuma 2106 as6HOU KoOHuU2ypayuu

Bua 3anpoca KomaHAHOM CTPOKM B pexume rnobanbHon KoHpurypauum:

console (config) #

Tabnunua 162 — KomaHabl pexnma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

hostname: (1..158)
CYMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CMMBO/IOB;

priority: (0..65535)/0;
type: (login, dotl.x,

[ob6aBnaeT yka3saHHbI cepBep B CNUCOK Mcnosb3ye Mbix RADIUS-
cepBepos.

- ip_address —Pv4 nnu |Pv6-a apec RADIUS-cepBepa;

- hostname —ceTeBoe ums RADIUS-cepBepa;

- auth_port — Homep nopTa A1 Nepeaayvu ayTeHTUDUKa Lo HHbIX
0,3 HHbIX;

- acct_port —HoOmMmep nopTa A4/1a nepesadyun AaHHbIX y4eTa;

- timeout — MHTe pBa N 0XKWAA HWA OTBETa OT CE PBEP];

- retries — Konuye cTBO NonbITOK Noucka RADIUS-cepsepa;

- time — BpeMA B MUHyTa X, B TE4Ee HME KOTOPOro He A0CTYrHble cep-
Bepa He byayt onpawuBatbcsa RADIUS-KAne HTOM KOMMyTaTopa;

- secret_key—Knto4 ana ayre HTUPUKa UM 1 LIndp oBa HUA BCero 0b-
MeHa faHHbImM RADIUS;

- priority — npuopuTteT ncnosb3oBaHua RADIUS-cepBepa (Yem Hivke
3HaueHWe, TeM NPUOPUTETHE € CEPBEP);

- type — T1n ucnonb3osa HMA RADIUS-cepsepa;

- encrypted —3a4aTb K/toY B 3a WP OBaHHOM BUAE .

B cnyyae oTcyTcTBMA B KOMaHAe NnapameTpos timeout, retries, time,

all)/all
)/ secret_key npns naHHoro RADIUS-cepBepa UCNO/1b3YOTCA 3HA YeH,
Ha CTPOE HHble C MOMO Wb KOMAHZ, YKa3aHHbIX HUXKeE .
no radius-server host YaanaeT yKkasaHHbIN ce pBep M3 cnimncka 1Mcnosibye mbix RADIUS-cep-
{ipv4-address | ipv6-address | BEpOB.
hostname}
[encrypted] radius-server key YcTa Ha BAMBA €T K/H0Y, UCMOIb3Ye Mblld MO YMO1Ya HUKO, ANA ayTeH
key:(0..128)
[key] TMGMKauMM n WwudpoBaHua Bcero obmeHa gaHHbimM RADIUS
cumBonos/no

no radius-server key

YMOY@ HUKO KoY —
nycTas CTpoKa

Me XKA4Y YCTPOUCTBOM M OKpYKe HMe m RADIUS.
- encrypted —3a4aTb K/toY B 3a WP OBAHHOM BUA,.

YcTaHaBAMBa eT3HaYeHme No YMOYaHMIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTa HaBAVBA €T MHTE PBaJl OXKMAaHMA OTBETa OT Ce pBepa, UCMNO b3y
€Mblli N0 YMO14a HUHO.

YcTaHaBAMBa eT3HaYeHme No YMOYaHMUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

OnpepaenaeT KOAMYECTBO NOMbITOK, UCMOJIb3ye MOE MO YMONYAHWO,
noucka RADIUS-cepBepa u3 cnucka cepsepos. MNpun 0TKase ocy
LLeCTBAAETCA MOWUCK CNeAylowWwero no npuopuTeTy cepsepa u3
Cnucka.

YcTaHaBAMBa eT3HaYeHme No YMOIYaHUIO
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radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMH

MNo3BonaeT onTummsnpoBaTtb Bpemsa onpoca RADIUS-cepBep 0B, Ko-
roa HeKoTopble cepBepa He AOCTYMNHbI. YCTaHa BMBaeTBpeMA B M-
HyTa X, UICNONb3ye MOEe MO YMO/14a HUIO, B TEYEHME KOTOPOTOo HeJo-
CTYNHble cepBepa He ByayT onpawmsaTbca RADIUS-KAMEHTOM KoM
myTaTopa.

YcTaHaBAMBa €T 3HaYeHme No YMOYaHUIO.

radius-server host
source-interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
loopback_id:(1...64);
group:(1..32)

3apaet uHTep delic ycTpoiicTea, IP-agpec KoToporo byaeT ucnob-
30BaTbCA MO YMOYA HUIO B Ka4ecTBe a apeca UCTOYHMKA NepeaaBa-
eMoro B coobuie Huax npoTokona RADIUS.

YpanseT uHTe pdeiic ycTpoiicTBa.

radius-server host
source-interface-ipv6 {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
loopback_id: (1...64);
group:(1..32)

3apaet uHtepodelic yctpolictea, |Pvb-aapec KoToporo byaeT uc-
No/1b30Ba TbCA MO YMO/14a HUIO B Ka4ecTBe a Apeca UCTOYHUKa rnepe-
[,aBaemMoro B coobueHuax npotokona RADIUS.

YaanaeT uHTe pelic ycTponcTea.

KomaHOb! pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPOKM B pexume Privileged EXEC:

console#

Tabnuua 163 — KomaHapl perkmuma Privileged EXEC

KomaHda

3Ha4yeHue/3HaveHue
no ymon4aHuro

Aelicmeue

show radius-servers [key]

OTo6bpaskaeT napameTpbl HacTpoikn RADIUS-cepBepoB (KoMaHaa
L,0CTYNHA TONbKO AN5 NPMBU/IE TMPOBaHHbIX NOJIb30BaTeNen).

show radius server {statistics |
group | accounting |
configuration | nas | rejected
| secret | user}

OTobparkaeT cTaTMCTMKY NpoToKoaa Radius, nHdpopma umto o nosb-
30BaTensx, KoHurypauuo RADIUS-cepBepa.

[pumepbl UC0M63080HUS KOMAHO

®  YCTaHOBMUTb IN106aNbHbIE 3HAYEHWA ANA MAaPaMETPOB: MHTEPBaA/ OXKULAHUA OTBETA OT ce pBepa —5
CeKyHA, Konundecrtso nonbiToknouncka RADIUS-cepBepa—5, Bpems, B Te4eHMe KOTOPOro HeaoCTyr-
Hble cepBepa He 6yayT onpawmneaTbca RADIUS-kKnneHTOM KommyTaTopa — 10 MUHYT, CEKPETHbIN
Kntou — secret. lo6aBuTb B cnncok RADIUS-cepBep, pacnonosKeHHbIl Ha y3ne ceTu ¢ IP-agpecom
192.168.16.3, nopT cepBepa Ans ayteHTMdPpMKauum — 1645, Konnyectso NONbITOK AOCTYNa K cep-

Bepy— 2.
console# configure
console (config)
console (confiq)
console (confiq)
console (confiq)
console (confiq)

retransmit 2

#
#

#
#
#

radius-server
radius-server
radius-server
radius-server
radius-server

timeout 5

retransmit 5

deadtime 10

key secret

host 196.168.16.3 auth-port 1645
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= [lokasaTb napameTpbl HacTponkn RADIUS-cepBepos

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.19.3 lpomokon TACACS+

Mpotokon TACACS+ obecneuymBaeT LEHTPA/IM30BaHHYO cUcTeMy 6e30MacHOCTM AN MPOBEPKM
nonb3oBaTeiel, NoAyYaoWwmMX 4OCTYN K YCTPOMCTBY, NpM 3TOM NOoAAE pPKuBas coBmecTumocTtb ¢ RADIUS n
APYrMMM NpoLieccammn NpoBe pKku nognHHocTn. TACACS+npeaocTaBnseT cneaytoLme CnyKobi:

— Authentication (nposepka nodauHHocmu). ObecrneynBaeTcsa BO BpeMa BXO4a B CUCTEMY MO
MMeHaMm No/b30BaTenei nonpe AeeHHbIM M01b30BaTeNAMM MapOoIAM;

— Authorization (aemopusayus). ObecneunBaeTca BO Bpems Bxoga B cuctemy. [locne
3aBeplIeHUA ceaHca MPOBEPKM MOAJIMHHOCTM 3amnyCcKaeTcA ceaHC asBTopu3auun C
MCMONb30BaHNEM NPOBEPEHHOrO MMEHM NONb30BaTeNA, TaK¥Ke cepBepoM NPOBEPAIOTH
npuBUAErMn NOAb30BaTeNA.

KomaHOb! pexcuma 2106aab6HOU KOHpuU2ypauuu

Bua 3anpoca KoMaHAHOW CTPOKM B PeXUMe r106anbHOM KOHOUIypaLmm:
console (config) #

Tabnuua 164 — KomaHapl perkuma rnobanbHon KoHurypaumm

3Ha4yeHue/3HaveHue
10 yMOYAHUIO

KomaHda Aelicmeue

tacacs-server host [ob6asnaeT ykasaHHbIN cepBep B CMUCOK Mcnob3ye Mbix TACACS

{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CYMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CYMBO/IOB;
priority: (0..65535)/0;

cepBepoB.

- ip_address —P-agpec TACACS-ce pBepa;

- hostname —ceteBoe ums TACACS-ce pBepa;

- single-connection — B KaAabli MOMEHT BPEeMEHU UMeTb He
60/1blIe 04HOTO coeauHe HuA ansa obmeHa gaHHbiMK ¢ TACACS -cep-
BEPOM;

- port —Homep nopTa g8 obme Ha gaHHbIMK ¢ TACACS-ce pBepom;
- timeout — NHTe pBa 1 0XKNAA HUA OTBETA OT CePBEpa;

- secret_key—Knto4 ANA ayTe HTUGMKA LK U WP 0 Ba HWA BCETO 06-
meHa aaHHbimn TACACS;

- priority —npuopwuteT ucnosb3osaHua TACACS-ce pBepa (4em Hwke
3HauYeHWe, TeM NPUOPUTETHE € CEpPBEP);

- encrypted —3HauyeHue secret_key B 3a LUMPPOBAHHOM BUAE.

B cnyyae oTcyTcTBUA B KOMAHAE NapameTpos timeout, secret_key
ana gaHHoro TACACS-ce pBepa MCNONb3YOTCA 3HAYE€HUA, HA CTPOEH-
Hble C MOMOLLIbIO KOMA HJL, YKa3aHHbIX HUXKe .

YaanseT ykasaHHbIN ce pBep M3 cnmcKa ncnosbye mbix TACACS -cep-
BEPOB.
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tacacs-server key key

encrypted tacacs-server key
key

key: (0..128)
cumBonos/no
YMO/14@ HUIO KoY —

no tacacs-server key

nycTas cTpoKa

YcTaHaBAMBA €T K/OY, UCNOJIb3Ye MbIi MO YMO14a HUIO, ANA ayTeH
TUPMKaUUM M WwundpoBaHMA BCcero obmeHa aaHHbimM TACACS
Me A4y YCTPOUCTBOM M OKpYKe HMe m TACACS;

- encrypted —3HauyeHue secret_key B 3a lUMPpPOBaHHOM BUIE.

YcTaHaBAMBa eT3HaYeHme No YMOYAHUIO.

tacacs-server timeout timeout

timeout: (1..30)/5 cek

no tacacs-server timeout

YcTaHa BAWBa €T UHTE PBa OXMUAAHMA OTBETa OTCe pBEpa, UCMO b3y
€MbI M0 YMO14a HUIO.

YCcTa HOBUTb 3Ha4Ye HUe No YMONYaHUIO.

tacacs-server host
source-interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /loopback id | tunnel
tunnel | vlan vian id}

vlan_id: (1..4094);
te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
loopback_id (1..64);
tunnel (1-16);

no tacacs-server host
source-interface

group:(1..32)

3apaet uHtepdelic yctpoiicTea, IP-agpec kotoporo byaeT ncnosb-
30BaTbCA MO YMONHAaHUIO B KayeCcTBe apeca UCTOYHMKA Ana 06-
meHa coobuie Huamm c TACACS-ce pse pom.

YaanaeT uHTe pdeiic ycTpouncTea.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexume EXEC:

console#

Tabnuua 165 — KomaHab! peskuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 YyMOAYAHUIO

Aelicmeue

show tacacs [ip_address |
hostname]

host_name:(1..158)
CMMBOJIOB

OT0bpakaeT Ha CTPOVMKY U CTa TUCTUKY Ans ce pBe pa TACACS+.
- ip_address —P-appec TACACS+ cepBepa;
- hostname —vma cepsepa.

5.19.4 Mpomokon ynpaeneHusa cemoto (SNMP)

SNMP — TexHonorus, npussaHHas ob6ecneynTb ynpaB/ieHNE U KOHTPO/Ib HaZ YCTPOMCTBAMMU U

NPUNOXEHUAMM B CETM CBA3M NyTEM obOMeHa ynpasaswowen MHPopmaumneinn MexKay areHTamu,
pPacnonoXeHHbIMW Ha CeTEBbIX YCTPONCTBAX, U MEHEeAKe PamMM, HAXOAALLMMMUCA HA CTAHUMAX YNPaABAEHUA.
SNMP onpegensaeT ceTb Kak COBOKYMNHOCTb CETEBbIX YNPaBAAIOLNX CTaHUMIA U 31eMEeHTOB ceTu (rnasHble
MaLUWHbI, WO3bl U MApLWPYTMU3aTOPbI, TEPMUHANbHbIE CEPBEPLI), KOTOPbIE COBMECTHO 0becrneynsatoT
AAMMUHUCTPATUBHbIE CBA3U MEXAY CeTEBbIMM YNPABAAIOLLMMMU CTAHLUAMMU U CETEBLIMU areHTaMu.

KommyTaTopbl N03BOISOT HAacTpouTb paboTy npoTtokona SNMP ans yaaneHHOro MOHUTOPUHIA U
ynpas/ieHMA YyCTPONCTBOM. YCTPOMCTBO NOA/E PXKMBaeT NPOoToKobl Bepcnin SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2106 as6HOU KoHu2ypayuu

Bua 3anpoca KomaHAHOM CTPOKM perkmMma r1obanbHoM KoHPUrypaumm:
console (config) #

Tabnuua 166 — KomaHapl perkuma rnobanbHon KoHpUrypaumm

KomaHda

3Ha4yeHue/3HaveHue
no ymon4aHuro

Aelicmeue

snmp-server server

no snmp-server server

Mo ymonyaHuio
noageprKka npoTokosia
SNMP oTKAtOUYE Ha

Bkatountb noase pxkKy npotokona SNMP.

OTKAOYa eT noafepKKy npotokona SNMP.
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snmp-server community
community[ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name)]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]

community: (1..20)
CYMBO/IOB;

encrypted_community:

(1..20) cumBonoB;
dopmaTipv4_address:
A.B.C.D;
dopmaTipvb_address:
XX XXX
dopmaTipvbz_address:
X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name:(1..30)
CUMBO/IOB;
group_name:(1..30)
CUMBO/IOB

YcTaHaBAMBaeT 3HayYeHVe CTPOKM cooblecTBa ana obmeHa aax
HbimK No npoTokony SNMP.

- community— cTpoKa coobuecTsa (na ponb) Ana gocTyna no npoTo-
Kony SNMP;

- encrypted —3a4aTb CTPOKY coobLLeCcTBa B 3a LUMPPOBAHHOM BUAE;
-ro — AOCTYN TO/IbKO ANA YTE HUS;

- r'w — J0CTYN ANA YTe HUA U 3a NUcK;

- Su— A0CTyn a AMUHUCTPATOPa;

- view_name —onpegenaeT uma gna npasuna ob6o3penms SNMP, ko-
TOpOe A0KHO BbITb NPe ABapUTeNbHO 0NpesesieHo C MOMO Wb KO-
Ma HAbl snmp-server view. Onpeaensaet 06be KTbl, 0CTYNHble CO06-
wecrTsy;

-ipv4_address, ipv6_address, ipv6z_address — | P-a ipec ycTpoicTBa;
- mask — macka agpeca IPv4, koTopas onpegenseT, Kakve butbl ag-
peca UCTOYHMKA Na KeTa CpaBHMBA OTCA € 33 AaHHbIM | P-agpecom;

- prefix_length— 4ucno 6ut, KoTopble cocTaBasatoT npedukc | Pvd-aa-
peca;

- group_name — onpegenaeT UMaA rpynnbl, KOTOPOE A0/KHO bbITb
npeBaputenbHO onpeaeneHo C NOMOLLbI0O KOMAHAbl shmp-server
group. OnpeaenseTt 06beKTbl, 4OCTYNHbIE COOBLLECTBY.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [OID]

view_name:(1..30)
CMMBO/IOB

Co3paeTunmpegakrupyeT npasuno obo3penus ans SNMP — paspe-
Wwatowee npasuno, 1Mbo orpaHNYmBa toLLee cepBepy-0bo3pesaTesio
poctynk OID.

- OID — vipeHTUdMKaTOp 06bEKTa MIB, NpeacTaB/ieHHbIN B BUAE Oe-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, moKeT BK/IOYaThb B ce ba 3ape-
3ePBMPOBAHHbIE C/I0BA, Hanpumep: system, dod). C nomoLbio cv-
BO/1a * MOJKHO 0603HaYUTbL ce MeicTBO Nnoaaepesbes: 1.3.%.2);

- include — OID BKkAtoYeHa B Npa B0 gaa 0603pesanHun;

- exclude — OID ucknoveHa 13 npasuna ana obospesaHus.

YananaeT npasuno o6o3penus ana SNMP.

encrypted snmp-server user
username groupname {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] }

no snmp-server user username
[remote engineid-string]

username:(1..20)
CUMBO/IOB
groupname: (1..30)
CUMBO/IOB
engineid-string: (5..32)
CMMBO/I0B
password:(1..32)

CUMBO 1A

md5:
16 unm 32 Gawur

sha:

20 nnm 36
baur
dopmat
IPv4: A.B.C.D
IPv6:  X:X:X:XiX
1Pv6z:
X:X:X:X::X%<I D>

Co3paet SNMPv3- nonb3oBsatens.

- username — UMA NO/b30BaATENS;

- groupname — VMA rpynnbl;

- engineid-string — noeHTUGUKaTOp yaaneHHoro SNMP-ycTpoiicTea,
KOTOPOMY NOb30BaTe b NPUHA A/IEKUT;

- auth—password — naponb ANA ayTe HTUGUKA LUK U e HE pa LMK KNto-
ya;

-md>5 — kKntou md5;

-sha — ka4 sha;

- host — |P-a apec/ uma xocTa.

Ypanaet SNMP-v3-nonb3oBaTens.

snmp-server group
group_name {v1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]}[read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CUMBOJIOB;
notify_view: (1..32)
CUMBO/IOB;
read_view:(1..32)
CMMBONOB; Write_view:
(1..32) cumBonoB

Co3paet SNMP-rpynny wam Ta 6anyy cootee TcTauii SNMP-noab3oBa-
Teneunnpasun obospeHnit SNMP.

-vl,v2,v3 - SNMPv], v2, v3 moaenb 6e3onacHoCTy;

- noauth, auth, priv — Tun ayreHTUdMKa LUK, UCNONb3IYE Mbili NP OTO-
Kosom SNMP v3 (noauth —6e3 ayre HTUdUKa LuK, auth —ayTe HTUDK-
Kauwus 6e3 WwindpoBa HUA, priv —ayre HTUdUKa LA ¢ wndpoBa HUEM);
- notify_view — ums npasuna 0603peHns, KOTOPOMY pa3peLleHo on-
peaensatb coobuweHna SNMP-areHta —inform utrap;

- read_view — uma npaBuna 0603peHUs, KOTO POMY pa3peLleHo To/b-
KO UTeHue coae pxumoro SNMP-are HTa KOMMYTATOpPa;

- write_view —vma npasuna 0603peHnsa, KOTOPOMY paspeLLeHo BBO-
OUTb AaHHble N KOHOUTYpUpoBaTb coaepkmmoe SNMP-areHTa Kom-
myTaTopa.

Yaanaet SNMP-rpynny.
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snmp-server user user_name
group_name {v1 | v2c | v3
[remote {ip_address | host}]}

no snmp-server user
user_name{vl | v2c| v3
[remote {ip_address | host}]}

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBO/IOB

Co3paet SNMPv3-nonb3oBatens.
- user_name — VMA No/b30BaTeNA;
- group_name — yma rpynnol.

Ypanaet SNMPv3-nonb3oBatens.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [OID]

filter_name:(1..30)
CMMBOJIOB

Co3paeTunmpegakmpyetT npasuno SNMP-ounbTpa, KoTopoe nosso-
naeT ¢unbTpoBaTh inform n trap-coobuweHun, nepepaasaembie
SNMP-cepBepy.

- filter_name —vuma SNMP-dunbTpa;

- OID — vipeHTUdMKaTOp 06bEKTa MIB, NpeacTaB/ieHHbIN B BUAE Oe-
pesa ASN.1 (cTpoka Buga 1.3.6.2.4, moKeT BKAOYaTb B cebs 3ape-
3epBMPOBaHHbIE COBa, Hanpumep: system, dod. C nomowbio cum-
BO/Ia * MOKHO 0603HauYnUTbL ce MelicTBO Nnoaaepesbes: 1.3.%.2);
-include — OID BKkAtoYeHa B npasuio GunbTpaumu;

- exclude — OID ucknoueHa 13 npasuna GUALTPA LK.

Yaanaet npasuno SNMP-ounbtpa.

snmp-server host
{ipv4_address | ipv6_address |
hostname}[traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]

hostname:(1..158)
CYMBO/IOB;
community: (1..20)
CMMBO/IOB;
username:(1..20)
CMMBO/IOB
port: (1..65535)/162;
filter_name:(1..30)
CYMBO/IOB;
seconds:(1..300)/15;
retries: (0..255)/3

OnpepensaeT HaCTPOMKM ANA Nepeaym coobLe H1l yBe f,0Me H
inform ntrap SNMP-cepgepy.

- community — cTpoKa coobuectsa SNMPv1/2c gna nepenaym coob-
LLLe HU yBE LOMAE HUSA;

- username — vma nonb3osatens SNMPv3 gna ayTeHTUdMKa LLun;

- version — onpeaenar Tmn coobuieHuin trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yka3biBa et NoANMHHOCTL NaKeTa 6e3 WudpoBaHNs;

- noauth — He yKa3blBaeT NoA/MHHOCTb NaKeTa;

- priv — yKa3blBa eT N0 A/IMHHOCTb Na KeTa € LWndpoBaHWE M;

- port —UDP-nopt SNMP-ce pBepa;

- seconds — Nepuof, OXWaa HUA NOATBEPKAEHUN Ne pe, NOBTOPHOM
nepegayei coobuweHuninform;

- retries — KOAM4ECTBO MOMbITOK Nepesaun coobuye Huii inform, npu
OTCYTCTBMM UX NOATBE PXKAEHMUA.

YpanseT HacTPOMKM ANA nepepayn cooblieHUn yse fomne Hus
inform ntrap SNMPv1/v2/v3-ce psepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBO/I0B

Co3paeTuaeHTUdMKaTOp NokanbHoro SNMP-ycTpoiictea —enginelD.
- engineid_string —vnma SNMP-ycTpolicTBa;

- default — npu ucnonb3oBaHMM AaHHO W HacTpokuengine | D byaeT
aBTOMAaTMYECKM co3AaH Ha ocHoBe MAC-agpeca ycTpoiicTBa.

YaanaeT uaeHTudukaTop noKkanbHoro SNMP-ycTpoiictea — engine ID

snmp-server source-interface
{traps | informs}{
tengigabitethernet te port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no snmp-server
source-interface [traps |
informs]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
loopback_id: (1..64)
group:(1..32)

3apaert uHTe pdelic ycTpoiicTea, | P-aapec KoToporo byaeTmcnonb3o-
BAaTbCA NO YMO/IYAHUIO B KayecTBe ajpeca UCTOYHMKA AN1A obmeHa
coobue Huamm c SNMP-cepsepom.

YananaeT uHte pdelic ycTtpoicTaa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
loopback_id: (1..64)
group:(1..32)

AHanormyHo ana | Pvé.

YaanaeT uHTe pdeiic ycTponcTea.

snmp-server engineid remote
{ipv4_address | ipv6_address |
hostname} engineid_string

hostname: (1..158)
CMMBOJIOB;

Co3paeT naeHTudmkaTop yaaneHHoro SNMP-ycTpolictBa — engine
ID.
- engineid_string —vnpeHTudnkaTop SNMP-ycTpoiicTea.
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no snmp-server enginelD

engineid_string: (5..32)

YpansaeT naeHtTudukatop yaaneHHoro SNMP-ycTpoiicTBa — engine

no snmp-server trap
authentication

remote {ipv4_address | CMMBO/IOB ID.
ipv6_address | hostname}
snmp-server enable traps /eknioueHo Bkatova et nogaepkky SNMP tra p-coobeHuii.
no snmp-server enable traps OTkntova et noaaepky SNMP tra p-coobuieHunit.
snmp-server enable traps ospf Bkntoya et oTnpasky SNMP trap-coobuue Huii npoTokona OSPF.
no snmp-server enable traps -/BKOYEHO OTkAtova et otnpaBky SNMP trap-coobueHui.
ospf
snmp-server enable traps ipv6 Bkntoya et otnpasky SNMP trap-coobuie Huit npoTokoia OSPF (1 Pve).
ospf -/BKAOYE HO
no snmp-server enable traps OTkntoya et oTnpasky SNMP tra p-coobuieHuin.
ipv6 ospf
snmp-server enable traps erps Bkntoua et oTnpasky SNMP tra p-coobuye Huii npoTokona ERPS.
no snmp-server enable traps -/BKNIOYEHO OTkatova et otTnpaBky SNMP trap-coobueHunin npotokona ERPS.
erps
snmp-server trap PaspelwaeTnepeaasatb coobuie HUA tra p-cepBepy, KOTOPbIN He NPo-
authentication Wwen ayreHTUPMKa LLuto.
-/pa3pelueHo

3anpelaeTnepesasaTb cO0bLLEHMA tra p-cepBepy, KOTOPbIi He Npo-
Wwen ayre HTUdUKa Lmto.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBonioB

Onpeaenset KOHTaKTHYIO MHGO P Ma LMo YCTPOICTBa.

YaanseT KOHTAKTHYIO MHGO P Ma LMo YCTPOACTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumBonoB

OnpeaenaeT MHPO PMaLLUIO O Me CTO MO0 KEHWUN YCTPOCTBA .

YaanaeT uHGO pMa Lo O Me CTOMOI0KE HAW YCTP OMCTBA.

snmp-server set variable_name
namelvaluel [name2 value2

[..11

variable_name,name,
value gomKHbI
3a/4aBaTbcA B
COOTBETCTBMM CO
cneundukaumen

Mo3BOAET YyCTa HOBUTDL 3HAYEHMS NepeMeHHbIX B 6a3e aaHHbIX MIB
KoMMyTaTopa.

- variable_name — uma ne pemMeHHo i;

-name, value —nNapbl COOTBETCTBUI UMA —3HaYe HUe.

KomaHObI pexcuma KoHgpu2ypauuu uHmepgbelica (QuanaszoHa uHmepgelicos) Ethernet

Buza 3anpoca KOMaHAHOW CTPOKM B peXkuMe KoHUrypaummn nHTepoeica Ethernet:

console (config-if) #

Tabnuua 167 — KomaHapl pemma KoHdurypaumm nHtepodeliica Ethernet

KomaHda

3Ha4yeHue/3HaveHue
Mo yMon4YaHuio

Aelicmsue

snmp trap link-status

no snmp trap link-status

-/BKAOYE HO

Bkntoua et otnpaBky SNMP trap-coobLieHuin npy nsme He HUK Co-
CTOAHMA Ha CTpa MBaeMoro nopTa.

Bbik/itoua et oTnpaBky SNMP tra p-coobLueHuii Npu n3me He HUK Co-
CTOAHMA Ha CTpaMBaemMoro nopTa.

KomaHOob! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTpOKM perkmma Privileged EXEC:

console (config) #

Tabnuua 168 — KomaHapl perkmuma Privileged EXEC

KomaHda

3Ha4yeHue/3HaveHue
Mo ymon4YaHuo

Aelicmeue

show snmp

Mokas3biaeTcraTyc SNMP-coeauHe HUA.

show snmp enginelD

MNMoKa3biBaeT naeHTnPUKaTop noKkanbHoro SNMP-ycTpolictBa —
enginelD.

show snmp views [view_name]

view_name:(1..30)
CYMBOJIOB

MNMoKa3biBaeTnpasuna o6o3perms SNMP.
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show snmp groups group_name: (1..30) MNokas3biBaeTSNMP-rpynnbl.

[group_name] CUMBO/IOB

show snmp filters [filter_name] filter_name:(1..30) Moka3biBaeTSNMP-punbTpbI.
CMMBOJI0B

show snmp users [user_name] user_name: (1..30) Moka3bisaeTSNMP-nonb3osatenei.
CMMBO/I0B

5.19.5 Mpomokon ydanéHHo2o moHumopuH2a cemu (RMON)

Mpotokon moHuTopuHra cetn (RMON) anaetca pacwwmpeHnem npoTtokona SNMP, nossossa
npeaocTaBuTb 60s1ee LWNPOKME BO3MOMXKHOCTU KOHTpPOAA ceTeBoro Tpaduka. Otanume RMON ot SNMP
COCTOUT B XapakTepe cobupaemoit MHPopmaumnm — gaHHble cobmpaemble RMON B nepsyto oyepenp
XapaKTepusytoT TpaduKk mexay ysnamu cetu. MHdopmauma, cobpaHHaa areHTOM, nepenaeTtca B
NpUIOXKEHMEe YNPaBAEHUA CETbIO.

KomaHObI pexcuma 2106aa6HOU KOHpuU2ypauuu

Buza 3anpoca KoMaHAHOW CTPOKM perkuma rnobanbHol KoHdUrypauum:

console (config) #

Tabnuua 169 — KomaHapl perkuma rnobanbHon KoHuUrypaumm

KomaHda

3HayeHue/3HayeHue
10 yMOMYAHUIO

HAelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type:(none,log, trap,
log-trap);
com_text: (0..127)
CMMBO/IOB;
desc_text: (0..127)
CMMBOJIOB;
name: CTpoKa

HactpanBaet cobbiTua, NCNoib3ye Mble B CUCTE Me YA,a/IEHHOTO MO-
HUTOPUHra.

- index — nHgeKc cobbiTus;

- type — TMN yBE [0 M1 HUA, e HE P UPYe MOTO YCTP OMCTBOM NO 3TOMY
cobbiTho:

none —He re He pUPoBaTb yBE LOM/IEHMA,

log —reHe pupoBaTb 3anuck B Tabavue,

trap —oTcbinate SNMP trap,

log-trap —reHepupoBaTb3anuch B Tabnauue notcolnatb SNMP trap;
- com_text —cTpoka coobuecrsa SNMP ana nepecbinkutrap;

- desc_text —onucaHue cobbiTus;

- name —unMA cosgaTensa cobbiTua.

YpanaeT cobbiTie, UCNOb3ye MOE B CUCTE ME YA,ANEHHOTO MO HUTO-
puHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

index: (1..65535);
mib_object_id:
KOoppeKTHbIM OID;
interval: (1..2147483647)
cek;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent:(0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name:cTpoka

HacTpausaeT ycnoBws BblAayum a Bap UMHbIX CUTHA N10B.

- index — HA,e KC a Ba pUMHOTO CObbITUA;

-mib_object_id — naeHTUGUKATOP NepemeHHOM YacTu obbeKTa
OID;

-interval — vHTepBa, B TeYEHME KOTOPOTO AaHHble OTOMpPatoTea U
CpaBHMBA IOTCA C BOCXOAALLEN M HACXO AALLE 1 TP A HULLA MU;

- rthreshold — BocxogAawanarpaHuLa;

- fthreshold —HUcxoAAW@ A TPAHULLA ;

- revent — UHA,E KC COObITMA, KOTOPOE UCNONb3YyeTCA NPU Ne peceye-
HWMM BOCXOAALLE M rpa HULLbI;

- fevent — uHpeKc cobbITHA, KOTOPOE UCNONb3YeTCA NP U Ne peceye-
HUM HUCXO AALLE M Fpa HULbI;

- type — meTo4,0THOPA YKa3aHHbIX Ne PEeMEHHbIX M Mo AcYeTa 3Hade-
HWA ANA CPABHEHWA C rpaHULAMMU:

MeTog absolute — abcontoTHOoe 3HaUYeHMe BbiIbpaHHOM Ne pemeH
HOM ByaeT cpaBHEHO C rpaHULLEl HAa KOHLLE UCC/e Aye MOrO MHTep-
Bafa;

MeTog delta — 3HauyeHWe BbIbPA HHOW Ne peMeHHOM Npw Nocne a-
Hem oT6ope byaeT BbIUTEHO U3 TEKYLLEFO 3HAYEHUA U pa3HUL,a By
AeT cpaBHEHa C rpaHUL,amMM (PasHULLA MeKAY 3HaYEeHUAMM nepe-
MeHHO B KOHL,e W B Ha4ale KOHTPO/IbHOTO UHTe pBana);
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no rmon alarm index

- startup — MHCTPYKL WA AN reHe pa uymn cobbITUIM Ha NepPBOM KOH
TPOAbHOM MHTe pBane. OnpeaenseT NpasBuna reHe pauum aBa puit
HbIX COBObITMI ANA NePBOTO KOHTPO/IbHOTO UHTE PBaa NyTe M cpas-
HeHuAa oTobpaHHOM NepemMeHHON ¢ 04HOM, NMbo 06eunmmn rpaHK-
Lamu:

- rising —reHe pMpPOBaTb eAUHNYHO e aBapUiMHOE COBbITHE NO BOCXO-
AAwenrpa HULLEe , eC/IM 3Ha YeHMEe 0TO BpaHHO M Ne peMeHHO M Ha nep-
BOM KOHTPO/IbHOM UHTe pBane 60/blie NMbo paBHO 3TOW rpaHuLe;
- falling — reHe pupoBaTb e AMHMUHOE aBapuiiHOe cobbITME NO HUC-
XOAALLE M rPaHULLE, eCM 3HaYeHWe 0TOBPaHHOM Ne peme HHoOW Ha
nepBOM KOHTPO/IbHOM MHTE pBane MeHblue Mo paBHO 3ToOM rpa-
HULe;

- rising-falling — reHe pypoBaTb eaMHMYHOE aBapUiiHOe cobbmue Mo
BOCXOAALLEN U/MAN HUCXOOALLEW rpaHULE, €CIM 3HAYEeHUE OTOo-
6paHHOM nNepemeHHOW Ha MNEePBOM KOHTPOJIbHOM WHTe pBaje
60/iblwe NMBO paBHO BOCXOAALLEN rPaHNLEe M/ uUam meHblie nbo
paBHO HUCXO AALLE 1 Fpa HULE;

- owWner — UMA CO34aTeNsaBapMNHOTO CObbITUA.

YaanseT ycnoBue BblAaun a BapUAHbIX COBbITUN.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3aaaeT MakcMManbHbivi pa3smep RMON-Tabanu,.
- history — ma Kcvma IbHOe KoI4ecTBO CTPOK B Ta 6auL,e UcTopum;
- log — maKcMma nbHO e KONMYECTBO CTPOK B TabnuLLe 3anucein.
' 3Ha4yeHMe BCTYNUT B CUJIY TONIbKO MNoOcC/ae nepesarpysku
. ycTpoiicrsa.

YcTaHa BAnBa eT3HayYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet, uHmep-

gelica epynmnbl NIopmos

Bua, 3anpoca KOMaHAHOW CTPOKU B perkume KoHourypaumm uHtepdeiica Ethernet, uHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 170 — KomaHabl perkuma KoHdurypaumm nHtepoelica Ethernet, rpynnbl uHtepdeiicos

KomaHda

3HayeHue/3Ha4yeHue
Mo ymMon4YaHuro

Aeilicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name:(0..160)
CMMBOJIOB;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

BKAtoYa et GopMMPOBaHME UCTOPUM NO FPYNNAM CTaTUCTMKM AR
6a3bl Aa HHbIX (MIB) yaa 1e HHOFO MOHWUTO pUHTa .

- index — nHp,e KC Tpe bye MO rpynnbl CTa TUCTUKYK;

- name —BNa Aene L rpynnbl CTa TUCTUKY;

- bucket_num — 3Ha4eHMWe, accoUMUPYEMOE C KOIMYE CTBOM AYEeK
ANnA cbopa UCTOPUM MO rpynne CTa TUCTUKYK;

- interval — nepvog onpoca Aaa GOpMMPOBaHMA UCTOPUN.

BbIkto4a eT $OpMUpOBaHME UCTOPUM MO rPYNNam CTa TUCTMKM 414
6a3bl 43 HHbIX (MIB) yaa e HHOro MOHUTOPUHra.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM perkmma EXEC:

console>
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Tabnnua 171 — KomaHapl

pexxuma EXEC

KomaHda

3HaveHue/3HayeHue

Aelicmeue
10 yMO/AYAHUIO

show rmon statistics {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

MoKa3blBaeT CTaTUCTUKY MHTe pdelica Ethernet nnMbo rpynnbl nop-
TOB, UCNOIb3ye MY A4 YA, 1€ HHOTO MOHUTOPMUHra.

te_port:(1..8/0/1..32);

show rmon collection stats
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

hu_port:(1/0/1..6);

group: (1..32) OTo6paskaeT MHGOpPMa LU0 NO 3anpalMBaeMbIM rpynnam craT

CTUKW.

show rmon history index
{throughput | errors | other}
[period period]

MokasbiBaeTuctoputo Ethernet cratmctnkn RMON.

- index — 3anpoLweHHa A rpynna cTa TUCTUKK;

- throughput — nokasblBaeT cYe TYMKU NPOU3BOAMUTENBHOCTH (NpO-
NYCKHOM cnocobHocTK);

- errors — NoKasblBaeT CYETYNKUN OLLINBOK;

- other — NoKa3biBa eTcye TYMKM 06P bIBOB U KOTU3UIA;

- period — NoOKa3blBaeT UCTOPUIO 33 3aNPOLIEHHbIA Nepwuoa, Bpe-
MeHMU.

index: (1..65535);
period:
(1..2147483647) cek

show rmon alarm-table

MoKa3biBa eTCcBOAHYIO Ta 6/1MLY a Bap UIMHBIX CO BbITUIA.

show rmon alarm index

MoKa3blBa eTKOHOUIrypa Lo Ha CTP 0K M @ Bap UMHbIX CO BbITUIA.

index: (1..65535) -index— nHA.E KC aBa PUAHOTO COBbITHSA.

show rmon events

MoKa3biBa eTTabamyy cobbITUMyaane HHoro moHuTopuHra RMON.

show rmon log [index]

MoKa 3biBa eTTabunLy 3a nuce i yaa e HHOro MoHUTO puHra RMON.

index: (0..65535) .
- index — nHgeKc cobbiTuA.

lpumepsl 8bIN0AHEHUA

KOMQAHO

MokasaTb cTatucTuky 10 nHtepdeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10

Dropped: 8
Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1
CRC Align Errors: 0 Collisions: O
Undersize Pkts: 0 Oversize Pkts: O
Fragments: 0 Jabbers: 0
64 Octets: 98 65 to 127 Octets: 0
128 to 255 Octets: 0 256 to 511 Octets: O
512 to 1023 Octets: 491 1024 to 1518 Octets: 389
Tabnuua 172 — OnucaHue pesyanbLTaToB
Mapamemp OnucaHue
Dropped KonunyecTBo 3a4€TEKTUPOBAHHbLIX CODObLITMI, KOTrAa NAaKeTbl bl OTOPOLLEHDI.
Octets KonnyectBo 6aiT AaHHbIX (BKAtOYas 6aliTbl NIOXMX NAKETOB), NPUHATbIX U3 CETU (MCKAtO-
yas ¢perimoBble BUTBI, HO BKAOYAA BUTbI KOHTPOJIBHONM CYMMblI).
Packets KonnyecTBo MpUHATLIX NAaKETOB (BKAOYASA MJIOXME, LUIMPOKOBELLATE/bHbIE M MHOTOazpec-
Hble MaKeTbl).
Broadcast KonnyecTBo NPUHATLIX LUMPOKOBELLATENbHbIX MaKeToB (TO/IbKO KOPPEKTHbIE MaKeTbl).
Multicast Ko/IM4ecTBO NPUMHATBIX MHOTOaAPECHbIX NAaKETOB (TONIbKO KOPPEKTHbIE MaKeTbl).

CRC Align Errors

KonunyecTBo NpUHATBIX NAKETOB AAMHOW OT 64 Ao 1518 6aiT BKAOYUTENBHO, MMEIOLWMX
HEBEPHYIO KOHTPO/IbHYIO CyMMY nnbO C UenbiMm 4ymciom 6anT (OWMBKN NPOBEPKU KOH-
TponbHOW cymmbl — FCS), nMbo c Heuenbim Ynucnom 6aiT (OWNBKM BbipaBHMBaHUA — Align-
ment).

Collisions

OueHKa KonnMyecTsa KoNM3nUii Ha aaHHOM Ethernet-cermene.
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Undersize Pkts

Ko/NnyecTBo MpUHATBIX NaKeToB A/IMHOW meHble 64 6aiT (MCKAtoYan Pppermosble 6UTHI,
HO BKNOYa A 6UTbI KOHTPOIbHOM CYMMbI), HO B OCTa/IbHOM NpPaBuibHO CHOPMUPOBAHHbIX.

Oversize Pkts

KonunyecTBo NpuHATbLIX NaKeToB ANHOM 6onble 1518 6aliT (McKntoyan dppeitmoBsbie BUTHI,
HO BK/1t04af BUTbl KOHTPOLHOM CYMMbI), HO B OCTa/1IbHOM MPaBUIbHO CHOPMUPOBAHHDI X.

KonunyecTBo NpuHATLIX MAaKeToB ANMHOW MeHblwe 64 6auT (Mckntodas ¢pelimosblie BUTDI,
HO BK/1t04a s BUTbl KOHTPO/IBHOM CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPObHYI Cymmy 1nbo

Fragments Ny o
C UeNbimM YMciom 6aiT (OWKMBKM NPOBEPKN KOHTPOAbHON cymmbl — FCS), nnbo c Heuenbim
yncnom 6anT (owmbKKM BbipaBHUBaHMA — Alignment).
KonunyecTBo NpuHATbLIX NaKeToB A/ IMHOM 6onblwe 1518 6aiT (McKntoyan dpeitmoBble BUTbI,
Jabb HO BK/1t0YaA BUTbI KOHTPOILHOW CYMMBbI), UMEIOLLUX HEBEPHYIO KOHTPOJIbHYIO CYMMY IGO0
abbers . o
C UeNbiM YMc/iom 6alT (OWKMBKM NPOBEPKN KOHTPOAbHON cymmbl — FCS), nnbo ¢ Heuenbim
yncnom 6anT (owmMbKM BbipaBHUBAHMA — Alignment).
64 Octet KonunyecTBo NpuHATLIX MAKeToB (BK/AtOYaA Maoxue Naketbl) gnvHon 64 6aiTa (McKkatovaa

dpermoBble BUTbI, HO BKAOYAA BUTbI KOHTPOIbLHOW CYMMBblI).

65 to 127 Octets

KonnuecTBo NpMHATBIX MaKeTOB (BKAOYaa MaoXue MnakeTbl) ANMHON oT 65 o 127 6aur
BK/IHOUUTENBHO (MCKAtoYana dpelimoBblie 6UTbI, HO BKAtOYAA BUTbI KOHTPOLHOM CYMMbl).

128 to 255 Octets

KonunyecTBo NpUHATbIX NAaKeToB (BKAtOYasA MioXMe NaKkeTbl) ANMHOM oT 128 ao 255 6anr
BKNIOYUTENBHO (MCKAtoYasa ¢ppelimoBblie BUTbI, HO BKAOYaA BUTbl KOHTPOLHOW CYMMbl).

256to 511 Octets

KonunyecTBo NpUHATLIX NAaKETOB (BKAtOYaA MJioxXue naKeTbl) AnHOM oT 256 go 511 6anr
BK/IOYUTENBHO (MCKAtoYana ¢pelimoBbie 6UTbI, HO BKAOYAA BUTbI KOHTPONLHOW CyMMbl).

512 to 1023 Octets

Ko/ninyecTBo MpUHATLIX NAaKeTOB (BK/oYasA Nioxue nakeTbl) AAnHoON oT 512 go 1023 6air
BKHOUUTENBHO (MCKAtoYanA dpelimoBblie 6UTbI, HO BKAtOYAA BUTbI KOHTPOLHOM CYMMbl).

1024 to 1518 Octets

Ko/ainyecTBo NpuHATLIX NAaKETOB (BK/toYaA Naoxue nakeTbl) AnvHol ot 1024 po 1518 6air
BK/IHOUUTENBHO (MCKAtoYana ppeiimoBble BUTbI, HO BKAOYAA BUTbI KOHTPONbHOM CYMMbl).

* [loKasaTb MHPOPMALMIO MO rPynmnam CTaTUCTUKM 4/ nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples

Tabnuua 173 — OnncaHue pesynbTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUGUUMPYIOWMNI 3aMUCh.
Interface Ethernet-uHtepdeitc, Ha KOTOPOM 3anyLLeH onpoc.
Interval MNHTepBan B CeKyHAaX Mexay onpocamu.

Requested Samples

3anpoleHHoe KOAMYeCTBO OTCYETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Granted Samples

Pa3peweHHoe (OCTa BUJGECFI) KO/TIM4eCTBO OTCYHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnageneu, AaHHOM 3anucu.

= [loKa3aTb CYETYMKM NPOMNYCKHOMN CNOCOBHOCTM AN1A FPYNMbl CTaTUCTUKM 1:

console# show rmon history 1 throughput

Sample set: 1

Time

Interface: tel/0/1
Requested samples: 50

Nov 10 2009 18:38:00

Owner: MES
Interval: 1800
Granted samples: 50

Maximum table size: 100

Multicast %
675218.67%

Octets
204595549

Broadcast
2893

Packets
278562
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Tabnuua 174 — OnucaHue pesynbTaTos

Mapamemp OnucaHue

Time [aTta 1 Bpemsa co3gaHuA 3anucu.

Octets KonnyectBo 6aMT AaHHbIX (BKAOYasA 6aiiTbl N10XMX NaKETOB) NPUHATbIX U3 CETU (MCKNtOYan
dperimoBble 6UTbI, HO BKNOYAA BUTbI KOHTPONbHOW CYMMbl).

Packet KonnuecTBo NPUHATLIX MAKeTOB (BKAOYAA MAOXME NAKETbI) B TeYeHUe nepuoga dopmunpo-

ackets

BaHWA 3anucu.

Broadcast Ko/nnyecTBo NpPUHATBIX XOPOLUMX NAKEeTOB B TeyeHWe nepuosa GopmMMpPOBaHMA 3anucu
HanpaB/ieHHbIX Ha LWMPOKOBELLAaTENbHbIE aapeca.

Multicast Ko/nnM4ecTBO NpPUHATbIX XOPOLUMX MAKETOB B TeyeHuWe nepuosa GoOpMMPOBaHMA 3anucu
HanpaB/ieHHbIX Ha MHOTOaApecHble aapeca.
OueHKa cpeaHei NPonycKHOM cnocobHOCTU PU3NYECKOTO YPOBHA HA JAaHHOM UHTepdelice

Utilization B TeyeHne nepuoga GpopmmnpoBaHMa 3anmcu. NponyckHas cnocobHOCTb OLLeHNBAEeTCA Be-
JINYMHOM A0 TbICAYHOM MpOLEHTa.
KonnyecTBo NpuHATLIX B TeyeHne nepuoaa GopmMupoBaHUA 3anUCKU NAKETOB A/1IMHOM OT 64

CRC Align 00 1518 6aWT BKAOYMTENBHO, UMEIOLLMX HEBEPHYHD KOHTPOJIbHYIO CYMMY SIMB0 C uenbim
yncnom 6aiT (OWMBKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nnbo c Heuenbim YMcaom
6aiT (OWNOKM BbipaBHMBaAHUA — Alignment).

Collisi OueHKa KonyecTBa KoNAM3WM Ha gaHHom Ethernet cermeHTte B TeueHune nepuoga ¢dop-

ollisions

MNUPOBAaHUA 3aNUCH.

Undersize Pkts

KonuuecTBo NpUHATLIX B TedeHue nepuoga GOPMMPOBAHMA 3amMCK MNAKETOB AJIMHOM
MeHblue 64 6anT (McKNtoYan dpelrimoBblie BUTbI, HO BKAOYANA BUTbI KOHTPOILHOM CYMMbl),
HO B OCTa/IbHOM NPaBUIbHO CHOPMUPOBAHHBIX.

Oversize Pkts

KoNnMyecTBo NPUHATbIX B TeyeHWe nepuoda GOpPMMPOBaAHMA 3aMWCK NAKETOB A/ IMHOMN
6onble 1518 6anT (Mcknwoyan ¢pelimoBble 6UTbI, HO BKAOYAA 6GUTbI KOHTPObLHOM
CYMMbl), HO B OCTa/IbHOM NPaBUIbHO CHOPMUPOBAHHBIX.

Fragments

KonnuectBo NpUHATbIX B TedeHWe nepuoga GOpPMUPOBAHMA 3anMMCK NAKETOB AJIMHOM
MeHble 64 6aKnT (McKNtoyaa ¢pelimoBbie 6UTbI, HO BKAKOYAA GUTbI KOHTPOJIBHOM CyMMbl),
MMEIOLLNX HEBEPHYID KOHTPOJIbHYIO CyMMYy M60 C uenbim Ynciom 6aut (owmnbKku npo-
BEPKM KOHTPOIbHOW cymmbl — FCS), nnbo ¢ Heuenbim Ynciom 6aiT (owWmMbKM BbipaBHUBA-
Hua — Alignment).

Jabbers

KonuuectBo NpUHATbIX B TeyeHue nepuoga GOpPMMPOBAHMA 3amMMCK NAKETOB AJIUHOM
6onbwe 1518 6alT (Mckawouas ¢permoBble GUTbI, HO BKAOYAA OUTbl KOHTPOAbLHOW
CYMMbI), UMEIOLWUX HEBEPHYHO KOHTPOIbHYIO CYMMY MBO0 C LeNbIM YMCa oM BaliT (OWmbKM
NPOBEPKN KOHTPONbHOM cyMmbl — FCS), nnbo ¢ Heuenbim unciom 6anT (owmnbKM Bbipas-
HuBaHMuA —Alignment).

Dropped

KonunyecTBo 3a4eTEKTMPOBAHHbLIX COObITUIM, KOrga nakeTbl OblM OTOPOLLEHbI B TeYeHUe
nepuoga ¢GopMMPOBaHUA 3aMUCH.

* [loKasaTb CBOAHYO TabAMULYy CUTHANOB TPEBOTHU:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
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Tabnuua 175 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHOEKC, YHUKANbHO MAEHTUGUUMPYIOWNIA 3aNUCh.
oID OID KoHTpOAMpyeMoin nepeMeHHOMN.
Owner MNonb3oBaTenb, CO34aBLINA 3aMNUCh.

® [lokasaTb KOHOUIypaUUIo aBapUnHbIX COBLITUIN C UHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta

Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnuua 176 — OnuncaHue pesynbLTaToB

Mapamemp

OnucaHue

oID

OID KOHTpOIPYEMOI NEPEMEHHO.

Last Sample Value

3HayeHWe NepemeHHoOl Ha nocnegHem KOHTPOAbHOM MHTepBasie. Ecam metog otbopa ne-
pemeHHbIx absolute — To 370 abcosoTHOE 3HayeHWe nepemeHHoM, ecan delta — To pas-
HULA MEeXAY 3HaYeHUSMW NepemMmeHHOM B KOHLE M B HaYya/le KOHTPOAbHOMO MHTEpBaa.

Interval

MHTepBan B CEKyHAAX, B TEYEHUE KOTOPOro AaHHble OT6MPatoTCA U CPaBHMBAKOTCA C BEpX-
Hel W HUKHEN rpaHuLamu.

Sample Type

MeToa oTbopa yKasaHHbIX MepemMeHHbIX M MoACYeTa 3HAYeHUA 419 CPABHEHUA C FPaHu-
uamu. Metog absolute — abcontoTHoe 3HauyeHMe BbIOpPAaHHOW NepemeHHo byaer cpas-
HEHO € rpaHuLEel Ha KoHLe uccnegyemoro nHtepeana. Metog, delta — 3HaueHue BbIbpaH-
HOM nepemeHHOM Npu nocnegHem oTbope HyaeT BbIUTEHO W3 TEKYLL,Ero 3Ha4YeHuA, U pas-
HWUA ByZeT cpaBHEHa C rpaHMLUamMM (pa3HULA MeXAy 3HaUYEeHUAMM NepeMeHHOM B KOHLe
M B Haya/ie KOHTPOJIbHOTO MHTepBana).

Startup Alarm

MHCTPYKLMA Ana reHepaumnm cobbiTUii Ha NEPBOM KOHTPO/IbHOM MHTepBase. Onpeaenset
npaBuaa reHepauny aBapuinHbix cobbITUIA ANA NEPBOro KOHTPO/IbHOTO MHTEPBaia NyTem
CcpaBHeHMA O0TOHBPaHHOM NepemMeHHO ¢ 0aAHON, AMBO 0berMmm rpaHULAMU.

rising — reHepmpoBaTb eAMHMYHOE aBapuitHOe cobbITME NO BOCXOAALLEN FpaHULE, ecnu
3HaYyeHMe OTOOPaHHOM NepeMeHHOoM Ha NepBOM KOHTPOJIbHOM MHTepBaie 6osbluem 1nbo
paBHOM 3TOM rpaHuLe.

falling — reHepupoBaTb eaMHMYHOE aBapuiiHOe cobbiTUe MO HUCXOAAWLEeN rpaHuLe, ecnm
3HayeHne oTobpaHHOW NepemeHHON Ha NepBOM KOHTPOJbHOM MHTEpBaJsie MeHblue nbo
paBHO 3TOW rpaHuLe.

rising-falling — reHepupoBaTh eaMHMUHOe aBapuitHoe cobbiTMe No Bocxoasauend u/mnu
HUCXOZALLEN TPaHULE, ecn 3HayYeHne oTobpPaHHON NepeMeHHON Ha NePBOM KOHTPO/b-
HOM MHTepBane 6onblue AMBO paBHO BOCXOAALLEN rpaHuLe, U/uan meHblwe Nnbo paBHO
HUCXOZALLEN TpaHULE.

Rising Threshold

3HayeHne BocxoddAwel rpaHuubl. Korga 3HaveHne oTobpaHHOM nepeMeHHOM Ha npeabl-
AYLLeM KOHTPO/IbHOM WMHTepBane 6biN10 MeHblle AAaHHOM rpaHuLbl, @ Ha TEKYLLeM KOH-
TPO/IbHOM WHTepBase 6onbwem MO0 paBHOM 3HAYEHUIO FPaHULbI, TOF4A eAMHUYHOEe CO-
6bITWE reHepupyeTcs.
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Falling Threshold

3HauveHne HUcxoaswwel rpaHuupl. Korga 3HadeHe oTo6paHHOM NepeMeHHON Ha npeapl-
Ayliem KOHTPOJIbBHOM WHTepBasne 6bl10 60/blie JAHHOM FPaHMLbl, @ HAa TEKYLLEM KOH-
TPONbHOM WMHTEpBase MeHble MB0 paBHO 3HAUEHUIO FPaHMULbI, TOTAA eanHUYHOe CcOobbl-
TWe reHepupyertcs.

Rising Event

NHaekc cobbiTuA ncnonb3yrouleroca, Korga socxogAaulana rpaHMUa nepeceyeHa.

Falling Event

MHAeKC cobbiTUA MCMONb3YIOWErocs, Korga HUCXoAdALLaa rpaHnLa nepeceyeHa.

Owner

Monb3oBaTenb, CO3/4aBLWMIA 3aMUCh.

= [lokasaTb Tabnuuy cobbiTMii yaaneHHOro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
Tabnuua 177 — OnucaHue pesynbTaTos
Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAeHTUOMLMPYIOWMIA cobbiTue.
Description KoMMmeHTapuit, onucbiBatowmii cobbiThe.
Tun yBefOM/IEHUSA, TEHEPUPYEMOTO YCTPOMCTBOM NO 3TOMY CObbITUIO:
- none —He reHep1MpoBaTb yBeAOMJIEHUS;
Type - log— reHepupoBaTb 3anucb B Tabanue;
- trap —otcbinate SNMP trap;
- log-trap — reHepupoBaTb 3anucb B Tabauue 1 otcbinate SNMP trap.
Community Ctpoka coobuiectsa SNMP ana nepecbiniku trap.
Owner Monb3oBaTenb, cO34aBLUMI CObbITUE.
. Bpemsa u gaTa reHepuMpoBaHUs nocnenHero cobbitua. Ecan He BblN0 creHepupoBaHoO Co-
Last time sent P . A pup A Pvp
6bITUIM, TO 3TO 3HaUYeHWe byZEeT paBHO HytO.

MokasaTb Tabanuy 3anucen yaaneHHoro moHntopmHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

Tabnuua 178 — OnucaHue pesynbLTaToB

Mapamemp OnucaHue
Index NHOEKC, YHUKANbHO NAEHTUGULMPYIOWMI 3aMKUCh.
Description KoMMmeHTapuit, onucbiBatowmii cobbiThe.
Time Bpemsa co3pgaHua 3anucu.

5.19.6 Cnucku docmyna ACL daa ynpasneHua ycmpoiicmeom

I'IporpaMMHoe obecneyeHue KOMMYTATOPOB MO3BOJIAET pPa3peLllnTb nunbo OrpaHn4YnTb AO0CTYNn K

yNpaBAeHM1IO YCTPONCTBOM Yepes onpeaeneHHble noptbl uau rpynnel VLAN. [lnsa 3Tol Luenun cosgaoTrcs
cnucku pgoctyna (Access Control List, ACL) ana ynpasneHus.
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KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

Bua 3anpoca KoMaHAHOM CTPOKM pexmma rnobanbHoM KoHOUrypaumm:

console (config) #

Tabnuua 179 — KomaHapl perkuma rnobanbHon KoHdpurypaumm

KomaHda

3HaveHue/3Ha4yeHue
10 yMOAYAHUIO

Aelicmeue

management access-listname

no management access-list
name

name:(1..32) cumBona

CosfaeT CMUCOK A40CTyna ANA ynpasaeHus. Bxog B pexmm KoHow
rypawum cnucka AocTyna ANs ynpaaeHus.

YpanaeT cnucok AocTyna ana ynpasaeHus.

management access-class
{console-only | name}

no management access-class

name:(1..32) cumsona

OrpaHuyMBaeT ynpaBieHWe YCTPOMCTBOM MO oOnpeaeneHHomy
cnucky poctyna (access list). AKTUBMpPYET yKa 3aHHbIN CNUCOK A0-
cTyna.

- console-only — ynpaBneHve ycTpoOMCTBOM A0CTYMNHO TO/IbKO C KOH-
conm.

OTMeHseT orpaHMyYe HMe Ha ynpas/eHue YyCTPOMCTBOM Mo onpeae-
Ne HHOMYy cnucky goctyna (access list).

KomaHObI pexcuma KoHgu2ypayuu criucka docmyna 014 yrnpasaeHus

Bug 3anpoca KOMaHAHOW CTPOKM B peRnme KOHOUIypaLmm cnmcka AoCTyna Ans ynpasaeHus:

console (config) # management access-list eltex manag

console

(config-macl) #

Tabnuua 180 — KomaHabl perkMma KOHPUrypaLmMm Cnucka gocTyna ana ynpasaeHus

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

permit [tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service ]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3apgaert paspelatolLee yci0BMe ANA YNPa BAAIOLWEro CrucKa A0-
cTyna.
- service — Tvn gocTyna.

deny [tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service] [ace-priority index]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[tengigabitethernet te port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3apaeT 3anpelatolLee ycioBue A1a ynpa BAAIOLWEro Cnucka ao-
cTyna.
- service — Tvn gocTyna,
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KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKU pexxmnma Privileged EXEC:
console#

Tabnuua 181 — KomaHapl perkuma Privileged EXEC

3HaveHue/3Ha4yeHue

Aelicmeue
1o yMoA4YaHuo

KomaHda

show management access-list Mokas3biBaeTcnucku aocTyna (access list) ana ynpasaenums.

name:(1..32) cumBona

[name]
show management MoKasbiBaeT MHPOpMaLMO 06 aKTUBHLIX CNMCKaX AOCTyra
access-class (access list) ana ynpa BneHus.

5.19.7 Hacmpoiika docmyna

5.19.7.1 Telnet, SSH

[aHHble KOMaHApl npepHasHadeHbl ANA  HACTPOWKM CepBepoB A0CTyna ANs ynpaBAeHus
KommyTaTopoMm. Moaaepskka cepsepos Telnet n SSH KommyTaTopom NO3BOAAET yAaN€HHO MNOAKNOYATLCA
K HEMY /17 MOHUTOPUHIa M KOHOUIYypaumu.

KomaHOb!I pexcuma 2106 as16HOU KOHu2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM perKmMma rnobanbHoM KoHPUrypaumu:

console (config) #

Tabnunua 182 — KomaHabl pexnma rnobanbHoM KoHGUrypauum

Komanda 3HavyeHue/3Ha4yeHue no ymonya- Leiicmeue
HUto
ip telnet server PaspelaeT yganeHHoe KOHPUrypmMpoBaHue YyCTpoOut-
Mo ymonyaHuto Telnet ce psep cTBa yepes Telnet.
no ip telnet server BK/lOYEH 3anpewaeT yaaneHHoe KOHOUIypupoBaHWe YCTpOW-
cTBa yepes Telnet.
ip ssh server PaspelaeT yganeHHoe KOHPUIypupoBaHME YCTPOM-
cTBa Yyepes SSH.
[o Tex nop, NoKa K4 ana wndpoBaHUA He
V creHepupoBaH, SSH-cepsep 6yger Haxo-
. AuTbCcA B pe3epse. [ocne reHepauumn Kaoya
Mo ymonyaHuio SSH cepeep oTKAKOYEH (Mcnonbayembie  Komawgwl  crypto  key
generate rsa u crypto key generate dsa) cep-
Bep nepeiigeT B pabouee cocrosHue.
no ip sshserver 3anpewaeT yaaneHHoe KOHOUIypupoBaHMe YCTPOW-
cTBa Yyepe3 SSH.
ip s-sh port port_number port_number: (1.65535)/22 TCP-nopT, ucnonb3lye mbii SSH-ce psepom.
no ip ssh port YcTaHa BAVBa eT3HaYeHne Mo YMONHAHMIO.
ip ssh-client source-interface { 3apaert uHTe poe iic ana SSH-ceccui.
tengigabitethernet te_port
hungdrgedgigabitetherngf | te_port:(1..8/0/1..32); hu_port:
hu_port | port-channel group | (1/0/1_"6);
loopback /oopback_id | vlan loopback_id: (1..64)
vian_id} grou_p: (1..32);
- - vlan_id: (1..4094) —
no ip ssh-client YaanaeT uHte poeiic.
source-interface
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ipv6 ssh-client
source-interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan_id}

no ipv6 ssh-client
source-interface

te_port:(1..8/0/1..32); hu_port:
(1/0/1..6);
loopback_id: (1..64)
group:(1..32);
vlan_id: (1..4094)

3apaet uHte poetic ana | Pv6 SSH-ceccui.

YnanaeT uHte pdeiic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

o ymonyaHMIo ncnonb3oBa Hue
I'Iy6!'IVILIHOFO KNK4Ya 3anpeueHo

PaspewaeT ucnonb3oBaHWe Nyb6/AMYHOTO KJoYa Ans
BXoAALWmMx SSH-ce ccuit.

3anpewaeT UCNo/Ib30BaHME NYBAMYHOTO K/lo4ya Aan
BXoAsLmMX SSH-ce ccuit.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aesl92,aes256,arcfour, aes128-ctr,
aesl192-ctr,aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@openssh, chacha20-
poly1305@openssh.com)/paspelueHbl
BCe
aNropuUTMbI, KpOMe none

3apaeT CNUCOK pa3peLleHHbIX aaropUTMOoB WndpoBa-
HUA 4R cepeepa.

BoccTaHaBAMBaeT CNUCOK pa3pelleHHbIX aJ/iropuTtMoB
obMeHa KatoYamm no YMO /14a HULO.

ip ssh kex methods

no ip sshkex

methods:
(dh-group-exchange-shal,
dh-groupl-shal, curve25519-
sha256@libssh.org, diffie-hellman-
group-exchange-sha256, diffie-
hellman-groupl6-sha512, diffie-
hellman-group18-sha512, diffie-
hellman-groupl4-sha256, diffie-
hellman-group14-shal)/
pa3peLleHbl BCe MeToAbl

3a4aeT CNUCOK pa3peLeHHbIX MeTO4,08 0B6MeHa KAto-
Yamu 4na cepeepa.

BoccTtaHaBAMBaeT CNMCOK pa3pelleHHbIX a/iropuTtmoBs
obmeHa Kato4amm no YMON4a HUIO.

ip ssh password-auth

no ip ssh password-auth

Mo YMO14a HUKO BKOYE HO

BKAIOYA €T peXknM a yTeHTUPMKa L1 Mo Na ponio.

OTK/l0Ya T PeXMM a yTeHTUUKA LM MO Na posto.

crypto key pubkey-chain ssh

Mo YMO14a HUKO K/1lOY HE CO34aH

BxoAuT B pekum KoHbUrypa uum nybanmyHoro Katova.

crypto key generate dsa

leHepupyeT napy Katovelrt DSA —yacTHbI 1 Ny6ANYHBIN
ona SSH-cepswuca.
V‘, Ecnm xota 6bl 0aMH U3 Napbl KAkouell yxKe co-

crypto key generate rsa

3f,aH, TO cMCTEMA NPEeAJIOKUT nepe3anucaTb
KoY.
leHepupyeT Napy Kaouye RSA —yacTHbIN U Ny6AUYHBIN
ana SSH-cepswuca.
/f Ecnm xota 6bl 0oAMH U3 Napbl KAkoueil yxKe co-

crypto key import dsa

encrypted crypto key import
dsa

3/1aH, TO CUCTEMA NPeAsIoKUT nepesanmcatb
MmnopTupyeT na py Katoyen DSA.

KNHoY.
-encrypted — B 3aWwnppoBaHHOM BUAE.

crypto key import rsa

encrypted crypto key import
rsa

MmnopTupyeT na py Katoyen RSA.
-encrypted — B 3aWwnppoBaHHOM BUAE.

ip http server

no ymonyaHuo HTTP-cepsep

Paspewaer yaaneHHoe KoHOUrypuMpoBaHUe YCTpOit-
cTBa yepes web.

no ip http server BKAOYEH 3anpewaerT yaaneHHoe KOHOUrypupoBaHME YCTPOU-
cTBa yepes web.

ip http port port 3apgaet nopt HTTP-cepsepa.

PP Port P 1..59999/80 A P peep

no ip http port

BoccTtaHaBanBaet 3HaueHue no YMO 4aHUIO.

ip http secure-server

no ip http secure-server

no ymonyaHuo HTTPS-cepBep
BbIK/1lO4YEH

Bkntovaetr HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.

ip http timeout-policy seconds
[http-only | https-only]

no ip http timeout-policy

seconds: (0..86400)/600

3apaert Taimayt HTTP-ceccum.

BoccTaHaBnvBaeT 3HaYeHue No yMONYaHUIO.
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crypto certificate {1 | 2}
generate

crypto certificate {1 | 2}
import

no crypto certificate {1 | 2}

leHepupyeT SSL-cepTudmKaT.

MmnopTtupyeT SSL-cepTMdMKa T, Ha3HaUYEHHbIV L,e HTPOM
ce pTuduKa ymu.

BocctaHasnvBaet SSL-cepTduKaT No ymonyaHuo ana
YKa3aHHOTO ce pTudUKaTa.

Kniouun, creHepupoBaHHble KOMaHaamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM ANA Nonb3oBaTensa dpaitne KoHPUrypaumn.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Kar4ad

Bua 3anpoca KoMaHAHOM CTPOKM B peXume KoHdUrypaumnm nybamyHoro Kntuya:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnunua 183 — KomaHabl pexnma KoHOUrypaLmm ny6AM4Horo Ka4a

KomaHda

3HayeHue/3Ha4yeHue
Mo yMoAYaHUIo

Aelicmeue

user-key username {rsa | dsa}

no user-key username

username:(1..48)
CYMBO/I0B

BxoZ B peunm co3aa HUA MHAMBUAYA IbHOTO NYBANYHOTO KAtO-
ya.

-rsa — co3aaTtb RSA-kntoy;

- dsa — co3gaTb DSA-KntoOu.

YpanaeT ny6anMyHbIA KAOY 415 ONpe Ae/IeHHO Mo No/ib30BaTesiA.

BMLI| 3anpoca KOMaHAHOVI CTPOKU B peXxXnme co3gaHna nHamsnagyasibHoro I'IY6}'IVI‘-IHOFO Ko4a:

console# configure

console (config)# crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnuua 184 — KomaHabl perkMma co3gaHnsa MHAMBUAYANbHOTO MyBAMYHOrO Ktoya

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

key-string

Co3aaeT nybnMYHbIN KoY ANA ONpe Ae/leHHOTo No/ib30BaTe .

key-string row key_string

Co3paeT Ny6MYHbINA K104 417 ONPe 4e/1eHHO O MO J1b30BaTes.

BBOA K/Il0Ya OCYLLECTBAAETCA MOCTPOYHO.

- key_string —uacTb Katoua.
[na Toro utobbl CMCTEMA NOHANA, UTO KAIOY BBeAeH
NoNHOCTbIO, HeobXxoAUMO BBECTM KoMmaHAy key-string
row 6e3 cumBONOB.

KomaHob! pexcuma EXEC

KomaHap! AaHHOro pasaena AoCTYNHbI TOIbKO 418 NPUBUAETMPOBAHHbLIX NOA b3oBaTeNen.

Bua 3anpoca KomaHAHOM CTpOKM perkmma EXEC:

console#

Tabnuua 185 — KomaHap! peskuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip ssh

Moka3biBaeT KOHbUrypauuio SSH-cepsepa, a TaKKe aKTUBHble
Bxoaalme SSH-ceccum.
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ssh [username username]

hex}]

show crypto key pubkey-chain

[fingerprint {bubble-babble |

username:(1..48)
CUMBOJIOB.

Mo ymonya Huo
oTnevyaToKKOYa B
e CcTHA ALATEPUYHOM

dopmarTe.

MoKa3biBaeT nybanyHble SSH-KAUM, COXpaHeHHble Ha KOMMYyTa-
Tope.

- username — UMA yAane HHOTO K/IME HTA;

- bubble-babble —oTneyaTok Kntoua B Koge Bubble Babble;

- hex — oTneyvaToK Knkoya B LWeCTHAALATEPUYHOM KO ZE.

[rsa | dsa]

show crypto key mypubkey

MoKas3biBa eTnybanyHbIe KN4 SSH-KoMmmyTaTopa.

show crypto certificate [1 | 2]

OTobparkaet SSL-ce ptnuoukatbl ans HTTPS-ce Bepa.

[pumepbl 8bIM0AHEHUS KOMAHO

BkntoumnTb cepBep SSH Ha KommyTaTope. PaspelwnTts Mcnonb3oBaHMe Nyb6AMYHbIX Kntoven. Co3aatb
RSA-kntoy ana nonb3osartend eltex:

console# configure

console (config)# ip ssh server
console (config) # ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key) # key-string

AAAAB3NzaClyc2EAAAADAQABAAA-

BAQCVTnRWPW1Al4kpgIw9GBRonNZQZxjHKcgKLO6rM1Q+ZNXfZS—
kvHG+QusIZ/76ILmFT34v7u7ChFAE+VUu4GRf-
PSwoQUVV35LgJJk67I0U/zfw0l11gkTwml75Q0RIgHU]S6KWGN2QWXgh3ub8gDjTSgqmuSn/Wd051

DX2IEx-

QWu081licglk02LYciz+Z4TrEU/9FIxwPiVQOjc+KBXuR0juNg5nFYsY0ZCkON/W9a/tnkmlshR
E7Di1i71+w3fNiOA6wO044t6+AINEICBCCA4YCF6zMzaTlwef-
WwX6f+Rmt5nhhgqdAtN/40Jfcel 66DgVX1gWmNzNR4ADYDvSzg01lDnwCAC8Qh

Fingerprint:

5.19.7.2 KomaHObI KOHGpuU2ypayuu mepmuHana

a4:16:46:23:5a:8d:1d:05:37:59:eb:44:13:09:33:e9

KomaHabl KoHOUIypauum TepMUHaNa CAyKaT ANa HaCTPOMKM NapameTPOB J1I0KaIbHOM U Y AaN1 € HHOM

KOHCO/N.

KomaHOb!I pexcuma 2106 as6HOU KOHpuU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM perKmMma rnobanbHoM KoOHPUrypaumm:

console (config) #

Tabnuua 186 — KomaHabl pexxkuma rnobanbHon KoHUry pauum

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

line {console | telnet | ssh}

BXoz, B pe MM COOTBETCTBYIOLLEro Tep MMHANA (N0KaibHaA KOH
COJb, yAaieHHaA KoHcoab — Telnet uaun yaaneHHa A 3a WmLLeH
HafA KOHcob —SSH).

KomaHObI pexcuma KoHpuU2ypayuu mepmuHand

Bug,3anpoca KOMaHAHOM CTPOKM B peXknme KoHOUrypaumm TepMuHana

console# configure

console (config)# line {console|telnet|ssh}
console (config-line) #
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Tabnuua 187 — KomaHabl pekMma KOHPUrypaumm te pmmnHana

KomaHda

3HayeHue/3HavyeHue
no ymoa4YaHuro

Aelicmeue

speed bps

bps: (4800, 9600,
19200, 38400, 57600,

YcTaHaB/IMBa €T CKOPOCTb AOCTYNA MO JI0Ka/IbHON KOHCOM (KO-
MaHAa LOCTYNHA TOJIbKO B PEXKMME KOHPUrypa v NOKaNbHOM
KOHCOMN).

no autobaud

115200)/115200 604
no speed YcTa Ha B/IMBa €T 3Ha YeHMe Mo YMOYaHMIO.
autobaud BK/IloYa eT aBTOMaTUYE CKOe OMNpefesieHne CKOPOCTM AOCTyra Mo
NIOKa IbHO M KOHCO/IM (KOMaHA,a A0CTYNHA TO/IbKO B PEXKUMe KOH-
-/BKAOYE HO durypa umm N10KanbHO M KOHCO M)

BbIkntoYa eT aBTOMaTUYECcKoe onpe aeneHne CKopocTu A0 CTyra
Mo 10K IbHO i KOHCO /N,

exec-timeout minutes
[seconds]

no exec-timeout

minutes: (0..65535)/10
MUH;

3apaeT uHTe pBan, B Te4eHMEe KOTOPOro CUCTe Ma OKnAa eTBBo4a
nonb3osaTena. Eciv B TeyeHne faHHOTO MHTEPBAsA NONb30Ba-
T€/Nb HAYETO HE BBOAUT, TO KOHCO/1Ib OTK/IIOYaETCA.

seconds: (0..59)/0 cek

YcTaHaBAUBa eT3HaYeHue N0 YMONYaHMIO.

KomaHOob! pexcuma EXEC

Bua 3anpoca KoOMaHAHOM CTPOKM peXxmnma EXEC:

console#

Tabnuua 188 — KomaHapl perkmma EXEC

KomaHda

3HayeHue/3HayeHue
10 yMOAYAHUIO

Aelicmsue

show line [console | telnet |
ssh]

MNoKa3bliBaeTnapameTpbl TEPMMHA NA.

5.20 XypHan asapuit, npotokon SYSLOG

CucTeMHbIe KypPHa/bl MO3BOAIOT BECTM UCTOPUIO COBLITUIM, NPOM30OLIEALIMX HA YCTPOMCTBE, a TAKKe
KOHTPO/IMPOBaTb Npousolueawmne cobbiTuA B peasibHOM BpeMeHW. B »KypHan 3aHOcATCA cobbiTusa cemu
TUNOB: Ype3BblyaiiHble, CUrHANbl TPEBOTU, KPUTUUYECKME U HE KPUTUYECKUE OLIMBKK, NpeaynpeKaeHus,
yBegoMeHUA, MTHOOPMALMOHHbIE U OTNaf0uHbIE.

KomaHObI pexcuma 2106aa6HOU KOHpuU2ypauyuu

Bua 3anpoca KOMaHAHOM CTPOKM B perkume rnobanbHOM KoHOUrypauuu:

console (config) #

Tabnuua 189 — KomaHapl perkuma rnobanbHomn KoHdUrypauum

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmsue

logging on

no logging on

-/peructpaums BKIoYeHa

BK/toYa eT perMcTpaLmio 0T1a404 HbiX CO0bLLLE HUIM M COO bLLLe HWA
o6 owmnbKax.

BbIK/ItOYa €T perucTpaumio o0T1afo04HbIX CO0bLLEHNI 1 coobLe-
HWI1 06 olwmnbKax.
7 Tpu BbIKNIOYEHHOI perucTpaLumn oTnaaodHble Co-
V obLeHuns n coobweHua 06 owmnbkax 6yayT nepeaa-
BaTbCA HAa KOHCO/b.
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logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host {ip_address |
host}

host:(1..158) cumBon0B;
port:(1..65535)/514;
level: (cm.
Tabnuua 190);
facility: (local0..7)/local7;
text: (1..64) cumsosoB

BK/toya eT nepesayy aBapuitHbIX M 0Ta 40YHbIX COOBLLE HWA Ha
yAaneHHbIi SYSLOG-cepBeep.

-ip_address—IPv4 nnn | Pve-a gpec SYSLOG-cepBepa;

- host — ceTeBoe uma SYSLOG-cepBepa;

- port — HOMep nopTa A/1A nepenaym coobLeHnit no NPoToKoMy
SYSLOG;

-level — ypoBeHb Ba*KHOCTU cOObLLEHMI, NepeaaBaeMbiX Ha
SYSLOG-cepsep;

- facility —ycnyra, nepe aaBaeman B CO06LLEHMAX;

- text — onuca Hne SYSLOG-cepBepa.

YaanaeT BblIbpaHHbIl ce pBep M3 CUCKa Ucnoib3ye mbix SYSLOG-
cepBepoB.

logging console [/evel]

no logging console

level: (
Tabnuua

190)/informational

BKAtoya eT nepegaydy aBapuiHbIX AW OTNa A0UYHBIX COOBLLEHWM
BbI6Pa HHOTO YPOBHA Ba KHOCTU HA KOHCO/b.

BbIK/tOYa eT Ne pefiavy aBapUAHbIX WU OTa LOYHbIX COO bLLEeHMA
Ha KOHCO/Ib.

logging buffered
[severity_level]

no logging buffered

severity_level: (
Tabnuvua
190)/informational

BKAtoya eT nepepaydy aBapuiHbIX UAKM OT/1a AOYHbIX COOBLLEHWA
Bbl6pa HHOO YP OBHA BaKHOCTU BO BHYTP € HHUIM Byde p.

BbIK/tOYa eT ne pefiavy aBapUAHbIX AU OTNa LOYHbIX COO bLLLeHMA
BO BHyTpeHHU bydep.

logging cli-commands

no logging cli-commands

-/o0TKNO4EHO

Bkntoya et norvpoBaHue BBeaeHHbIX B CLI Koma HA,.

OTK/tOYa eT NornpoBaHue BBeAeHHbIX B CLI KomaHA,.

logging buffered size size

no logging buffered size

size:(20..1000)/200

M3meHseT KonnyecTBo cooblueHWIM, 3a NOMUHA e MbIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHue pasmepa bypepa npume-
HWUTCA NocC/e nepe3arpy3ku ycTpouncTea.

YcTaHa BAUBA €T 3HaYeHME MO YMOIYAHUIO.

logging file [level]

no logging file

level: (
Tabauua 190) /errors

BkntoyaeT nepepayy aBapuiHbIX AWM OTAA AOYHbIX COOBLLLEHWA
BblIGpa HHOrO YPOBHA BaXHOCTU B da Mn KypHana.

BbIK/OYa €T Ne pesiayy aBapUAHbIX MU 0T LOYHbIX COO BLLEeHMA
B ain KypHana.

aaa logging login

no aaa logging login

-/BKAOYE HO

3aHOCUTb B XKypHa bl COBLITUA ayTe HTUPMKA LUK, @ BTOpU3aLym
nyyeTta (AAA).

He 3aHOCUTb B 3KypHa bl COBLITMA ayTeHTMdMKA LuKM, a BTOp VBa-
ummn nydeTa (AAA).

file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymonyaHuio
perucTpauma BKAoYeHa

BKAtoya et permcrpaumio co bbiTui da nnoBo M CUCTE Mbl.

- COpy — perucTpaLma coobuieHM, CBA3a HHbIX C OMNe paLusamm
KOMnupoBa HUA ¢annos;

- delete-rename — peructpauma coobLLEHMI, CBA3A HHbIX C yAa-
neHvem ¢daiinoB 1 Nne peme HoBaHWUE M O NepaLLmi.

BbIKNOYa eT perncTpaLuio cobbiTuii da h1oBO M CUCTE Mbl.

logging aggregation on

no logging aggregation on

-/0TKNO4YEeHO

BK/Il04a €T KOHTPO/Ib arperaumm sys log-co obL,eHUA.

OTKAtOYa eT arperaumio syslog-coobeHumi.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec:(15..3600)/300 cekyHA,

YcTaHaBAMBa eT BpeMA XpaHeHWs CrpynnmMpoBa HHbIX sys | og-co-
obLe Hui.

YcTaHaBAMBa eT3HavYeHue No YMONYaHMUIO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpvé-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/-

BKtOYA €T KOHTPO/Ib OrPaHMYEHMA CKOPOCTU BXOAALLMX KapoB
ANs onpeeNeHHoro Tvna Tpaduka.

OTkntoYaet 1o rmpoBaHue.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/HeT

3apaert napameTp, KOTOpbI ByaeT UCNOIb30BaTLCA B KauecTse
naeHTUPMKaTopa XoCTa B Syslog-co obLeHnAX.

Mcnonb3oBaTb3HaYeHWe No YMOIYaHMUIO.
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logging source-interface {

Ucnonb3osaTh | P-aapec ykasaHHOTO MHTe pdeiica B KauyecTBe UC-

tengigabitethernet te_port | te_port:(1..8/0/1..32); TOYHUKa B IP-nakeTax npoTokosa SYSLOG.
hundredgigabitethernet hu_port:(1/0/1..6);

hu_port | port-channel group loopback_id: (1..64)

| loopback loopback_id | vlan group:(1..32);

vlan_id} vlan_id: (1..4094)

no logging source-interface

Mcnonb3oBaTh | P-agpec ncxogauero uHte pdeiica.

logging source-interface-ipv6 {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback /oopback _id | vlan
vlan_id}

no logging source-interface-
ipv6

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
loopback_id: (1..64)
group:(1..32);
vlan_id: (1..4094)

Mcnonb3oBaTb | Pv6-agpec yka3aHHOTO MHTe pdeiica B Kadecrse
MUCTOYHMKA B | P-nakeTax npoTokona SYSLOG.

Ucnonb3osaTh | Pv6-aapec ncxoaswero nHTe pde ica.

Kaskpoe cooblieHne nmeeT CBOM ypoBeHb BarKHOCTU; B Tabnuue 190 npuseaeHbl TUMbl COOBLLEHMIA

B nopAaake Y6bIBaHVIFI MX BaXKHOCTMU.

Tabnunua 190 — Tunbl Ba*KHOCTU COOBLEHUN

Tun eaxcHocmu coobuwjeHuli

OnucaHue

YpessblualiHble (emergencies)

B cucteme npousowna KpuTuyeckas owmbKka, cuctemMa MoxeT paboTaTb
HenpasuAbHO.

CurHanbl Tpesoru (alerts)

Heobxoanmo Hemen/leHHOE BMELLATeNbCTBO B cucrtemy.

Kputnueckue (critical)

B cucteme npounsowsna Kputnyeckasn owmnbkKa.

OwwnbouHble (errors)

B cucteme npousolwna owmnbKa.

MpepynpexaeHna (warnings)

MpegynpexaeHue, HeasapuitHoe cooblyeHue.

YBegomneHua (notifications)

YBegomneHue cuctembl, HeaBapuitHoe cooblueHue.

NHdopmaumoHHble (informational)

NHPopMaLMOHHbIe COOBLLEHNA CUCTEMDI.

OTtnapouHble (debugging)

OTnapouHble cooblieHna, NpefocTaBAAIOT NoAb3oBaTeNt0 MHPOPMALIMIO
ONA KOPPEKTHOW HaCTPOMKM CUCTEMDI.

KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexume Privileged EXEC:

console#

Tabnuua 191 — KomaHaa pexkuma Privileged EXEC ans npocmoTtpa daina xKypHana

KomaHda

3Ha4yeHue/3HaveHue
Mo ymon4YaHuo

Aelicmeue

clear logging

- Ypanaet Bce coobue HUA U3 BHYTpe HHero bydepa.

clear logging file

- YnanaeT Bce cooblue HuA u3 da ina KypHana.

show logging file

OTo6paskaeT COCTOAHME KypHaa, aBapuitHble 1 OTAa AOYHbIE CO-
06uie HUA, 3a n1ca HHble B da e KypHaia.

show logging

OTOBpa’KaeT COCTOAHME KypHANa, aBapuiiHble W 0TNaA04Hble Co-
06L1e HUA, 3a N1ca HHble BO BHYTpeHHe M byde pe.

show syslog-servers

- OTo6paKaeT Ha CTPOMKK ANA ya,a Né HHbIX syslog-cepBepos.

[pumepbl UCronb308aHUA KOMAHO

" BKAHOYUTb PErMUCTPALIMIO OLIMBOUYHbIX COOBLLEHNI Ha KOHCON:

console# configure

console (config)# logging on
console (config)# logging console errors
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= OuunCTUTb dalin KypHana:

console# clear logging file

Clear Logging File

ly/nly

5.21 3epKanupoBaHue (MOHWUTOPWHIr) NOPTOB

®YHKUMA 3epKanMpoBaHWA MOPTOB MpeaHasHauYeHa ANsA KOHTPOJIA CeTeBOoro Tpaduka nytem
nepecbiIKW KONUA BXOAAWNX U/NAN UCXOLALLMX NAKETOB C OAHOTO WM HECKONbKUX KOHTPOIMPYEMbIX
NMOPTOB HA OAMH KOHTPOJIMPYIOLWMIA MOPT.

K KOHTpOAMpYloLLEMY NOPTY NPUMEHSIOTCA C/1e AyIoLLME OrpaHUYe HUA:

— TopT He MOXKeT BbITb KOHTPOAUPYIOLLMM U KOHTPOUPYEMbBIM MOPTOM O4HOBPEMEHHO;
— TopT He MoKeT bbITb YN1EHOM FpyNMbl NOPTOB;

— |IP-uHTepdeitc gonkeH oTCyTCTBOBATL 414 3TOrO NOPTa;

— MpoTokon GVRP gonskeH 6biTb BbIKAKOUYEH HAa3TOM MOPTY.

K KOHTpOIMpyeMbIM NOPTaM NPUMEHAIOTCA C/1e Ay I0LLME OTPAHUYEHMSA:

KomaHOb!I pexcuma 2106aab6HOU KOHpu2ypayuu

MopT He MOXKET 6bITb KOHTPOIMPYHOLLMM U KOHTPOIMPYEMbBIM NOPTOM OAHOBPEMEHHO.

BuAa 3anpoca KoMaHAHOM CTPOKM B pekume rnobanbHOM KOHOUrypauuu:

console (config) #

Tabnunua 192 — KomaHabl pexnma rnobanbHo i KoHPUrypaumum

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

monitor session session_id
destination interface
tengigabitethernet te_port
hundredgigabitethernet
hu_port [network]

no monitor session session_id
destination

session_id: (1..7);
te_port:(1..8/0/1..32);
hu_port:(1/0/1..6)

YKa3blBaeT 3epKaavpyloLwuii nopT A1a BbIGPAHHOM ce cCcuM MO HUTO-
pWHra.
- network — no3sosfeT BecTv 06MeH Aa HHbIMU.

BbikNtoyaeT GyHKLMIO MOHUTOPUHIA Ha HacCTpauWBaeMOM WHTEp-
delice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
tengigabitethernet te_port
hundredgigabitethernet
hu_port network

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..7);
te_port:(1..8/0/1..32);
hu_port:(1/0/1..6)

YKa3biBaeTca cayxKebHbili vian ana 3e pkannposaHus Tpaduka c 3a-
LaHHOTO pedneKTop-nopTa A1a BbIbpaHHO M ce ccum.

- remote vlan —cnye6HbI vian ana 3e pkannpoBaHusa Tpaduka;

- reflector-port — dvsmyeckuii NOPT A5 Ne pe aaym 3e pKaavpyemoro
TpaduKa, Ha 3TOM MHTepdeice He A0/mKeH Bbln NnponucaH re mote
vlan.

BbikntoyaeT GYyHKLMIO MOHUTOPMHIA Ha HACTPauBaEeMOM MHTep-
delice.

monitor session session_id
source interface
tengigabitethernet te_port
hundredgigabitethernet
hu_port [rx | tx | both]

monitor session session_id
source interface
tengigabitethernet te_port
hundredgigabitethernet
hu_port

session_id: (1..7);
te_port:(1..8/0/1..32);
hu_port:(1/0/1..6)

[o6aBnaeT yka3aHHbI 3e pKaamMpye Mblii NOPT 415 Bbl6paHHOM cec-
CUM MOHWUTOPUHTA.

- X — KOMMPOBATb MNAaKeTbl, NPUHATbIE KOHTPOIMPYE MbIM MOPTOM;
-tX —KONMpoBaTb MNAaKeTbl, Ne peaaHHble KOHTPOAUPYE MblM NO PTOM;
- both —KonMpoBaTbBCe NaKeTbl C KOHTPOAMPYEMOTO NOPTA.

BblkNtoYaeT GyHKLMIO MOHMTOPMHIA Ha HacTpauWBaeMOM WHTep-
delice.
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monitor session session_id
source vlanvian_id

no monitor session session_id
source vlanvian_id

vlan_id: (1..4094);
session_id: (1..7)

[ob6aBnaeT yka3aHHbIM 3e pKaaMpyemblii vian ana BbibpaHHOM cec-
CUM MOHWUTOPUHIA.

BbIKNtoYaeT GyHKLMIO MOHUTOPUHIA Ha HacCTpauWBaemMOM WHTep-
delice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[o6aBnaeTB KayecTBe UCTOYHUKA Vvlan C yxKe paHe e 3epKaiMpyembiM
TpaprKoM a1 BbIOGPa HHO M Ce CCUM MOHUTOPUHTA .

BbIKNtoYaeT GyHKLMIO MOHUTOPUHIA Ha HacCTpauWBaeMOM WHTep-
delice.

5.22 ®yHkuua sFlow

sFlow —TexHo10rMsa, N03BONAIOLWANA OCYLLECTBIATL MOHUTOPUHT TPadMKa B NaKETHbIX CETAX Nepeaaim
OaHHbIX NyTeM YacTUYHOM BbIBOPKKN TpaduKa A5 nocneayrowein MHKancyaauum B cneymanbHble coobLue-

HUA, NnepegaBaeMble Ha cepBep c6opa CTaTUCTUKWN.

KomaHOb! pexcuma 2106 as6HOLU KoOHpuU2ypayuu

Bua 3anpoca KomaHAHOM CTPOKM B peume rnobanbHOM KOHbUrypaumu:

console (config) #

Tabnuua 193 — KomaHabl pekuma rnobanbHol KoHdUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
Mo yMonYaHuio
sflow receiver id {ipv4_ad- id:(1..8); 3apaeTagpec ce psepa cbopa ctamcTmkm sflow.

dress | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte]

no sflow receiver id

port: (1..65535)/6343;
byte: nonosxurenbHoe
uenoe 4mcno/1400;

dopmaTipv4_address:

A.B.C.D;

dopmaTipvb_address:

XX XeXooX;

dopmaTipvbz_address:

X:X:X:X::X%<ID>;
url:(1..158) cumsonos

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — |P-agpec;

- url — poOMe HHOe UMA XOCTa;

- port —HOoMep nopTa;

- byte — maKcvMMa ibHO € Konnye cTBO 6a T, KOTopoe MOMKeT bbITb OT-
npaB/eHO B OA4MH NaKeT AaHHbIX.

YnanseTagpec cepsepa cbopa ctatuctuku sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} { tengi-
gabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback_id | vlian
vlan_id | oob}

no sflow receiver source-inter-
face

vlan_id: (1..4094)
te_port: (1..8/0/1..32);
hu_port:(1/0/1..6);
loopback_id: (1..64)
group:(1..32)

3apaet uHTe pde iic ycTpoiicTBa, | P-agpec KoToporo byae T MCNoib3o-
BaTbCA MO YMO/MaHUIO B KaYeCTBE agpeca UCTOYHMKA cbopa cTaTh
CTUKMW.

Ypanaet asHoe 3adaHune nHTe pdelica, caapeca kotoporo byaeT oT-
npaBAATbcA cTaTUcTMKa sflow.

KomaHOb! pexcuma KoHgpu2ypauyuu uHmepgpelica Ethernet

BuAa 3anpoca KomaHAHOM CTPOKM B pekume KoHburypaunm uHtepdeica Ethernet:

console# configure
console (config) # interface { tengigabitethernet te port | }
console (config-if) #

Ethernet-kommymamoper MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48

173




JHELTEX

Tabnuua 194 — KomaHapl perkuma KoHdpurypauum nHtepoeiica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id:(1..8);
bytes:(20..256)/128
6aur

3afaeT cpesHo CKOPOCTb BbIOO PKM Na KeToB. MTorosas ckopoctb
BbIBOPKU cunTaeTca Kak 1/rate*current_speed (current speed —
TeKyLLa A CpeaHAn CKOPOCTb).

- rate — cpe AHAA CKOPOCTb BbIBOP KM NaKeTOB;

- id — Home p sflow-cepsepa;

- bytes — maKcuma ibHOE KonuyecTso 6a T, KoTopoe byaeT ckomw
poBaHo M3 06pasua nakeTa.

OTK/toYa eT CYHETYMKMN BbIOOP KU HA MOPTY.

sflow counters-sampling secid

no sflow counters-sampling

sec:(15..86400)
CeKyHA;
id:(0..8)

OnpegenseT maKcMMaibHbIM MHTEPBA Me KAy YCne WHbIMU Bbl-
6opKaMu NaKeToB.

- S€C — Ma KCUMa /bHbI MHTE PBa 1l Me XAy BbIGOPKamu B CEKYHAA X;
-id — Homep sflow-cepsepa (3agaetca komaHgoli sflow receiver B
rno6anbHOM peKume KOHPUrypa umm).

OTKAtOYa T CHETUMKM BbIBOPKM HA NOPTY.

KomaHOob! pexcuma EXEC

3anpoc KoMaHAHOM cTpOKM B pexxume EXEC nmeeT cneaytowmm Bua;:

console>

Tabnuua 195 — KomaHapl, 4ocTynHble B pexnme EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show sflow configuration
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

clear sflow statistics
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

show sflow statistics
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6)

BbiBOAUT HacTpoKku s flow.

OunwaeTt cTaTucTMKy sFlow. Ecan uHTepdelic He yKasaH, Ko-
MaHAA OYMLLA eTBCE CYETUMKU CTaTUCTUKU S Flow.

OTobparkaeT cTaTUCTURY s Flow.

[pumepbl 8bIMOAHEHUS KOMAHO

= VYcraHoBuTb |P-agpec 10.0.80.1 cepsBepa 1 ana cbopa cratuctukm sflow. Ona ethernet-
nHtepdeiicos tel/0/1-te1/0/24 ycTaHOBUTb CPEeAHIO CKOPOCTb BbIBOPKK NakeTos — 10240 k6uT/c
W MAKCMMA/IbHbIM MHTE PBaN Me KAy ycneWwHbIMM BbiIbopKamum nakeTos — 240 c.

console# configure

console (config) # sflow receiver 1 10.0.80.1
console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range)# sflow flowing-sample 1 10240

console

(config-if)# sflow counters-sampling 240 1

5.23 ®OyHKUMM ANArHOCTUKKU PU3NYECKOro YpOBHA

CeTeBble KOMMYTATOPbl COAEPMKAT annapaTHble U MNPOrpamMMHble CPeacTBa ANA AUArHOCTUKM
dun3nyeckmnx nHTepdencoB U INHMI CBA3N. B NnepeyeHb TeCTUPYEMbIX NAaPaMETPOB BXOAAT cneaytowme:
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OnasnekTpuyecknx uHTe pdeiicos:

— JJINHa Kabens;
—  paccTosHMe A0 MecTa HeMUCNPaBHOCTM — 0bpbIBa UM 3aMblKaHWA.

Onsontuyeckmx nntepoericos 1Gu 10G:

— NapamMeTpbl NINTaHNA — HanpAaXeHne NTOoK,;,
— BbIXOAHaA ONTN4YeCKaAa MOLWHOCTb;
— ONTU4YeCKaA MOWHOCTb Ha npueme.

5.23.1 fluazHocmuKa onmu4ecKo20 mpaHcusepa

CDYHKLI,VIFI ANArHOCTUKM NOo3BONAET OUEHUTb TeEKyWee COCToAHME ONTUYECKOro TpaHCUBEPaA U
ONTUYECKOM NUHUK CBSI3U.

BO3MO)KeH aBTOMATMYECKUI KOHTPOJIb COCTOAHWMA JIMHMIA CBA3W. [N 3TOro KommyTaTtop
nepuoamMyecKkn onpawnBaeT napameTpbl ONTUYECKMX MHTEPDENCOB M CpaBHMBAET MX C MOPOroBbIMM
3HaYeHMAMM, 334aHHBIMW NPOU3BOAUTENAMM TPAHCMBEPOB. MpU BbiIXOZe NapameTpoB 33 AONYCTUMblE
npeaenbl KommyTtaTop GOpMUPYET Npeaynpexaatolime naBapuiiHblie coobueHus.

KomaHOb! pexcuma EXEC

3anpoc KOMaHAHOM CTPOKM B pexxume EXEC nmeeT cneaytowmm Bua;:

console>

Tabnuua 196 — KomaHaa AMArHOCTUKM ONTUYECKOTo TPAHCUBE Pa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHda Aelicmeue

show fiber-ports OTo6paskaeT pesynbTaTbl AMA THOCTMKM ONTUYECKOro TPaHCMBE pa.
optical-transceiver [interface
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | t]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6)

[lpumep 8bIMOAHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interface
TengigabitEthernetl/0/5

Port Temp Voltage Current Output Input LOS Transceiver
[C] [Volt] [mA] Power Power Type
[mW / dBm] [mW / dBm]

tel/0/5 33 3.28 11.45 0.28 / -5.52 0.24 / -6.11 No Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:

Vendor name: OEM
Serial number: S1C53253701833
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Connector type: SC

Type: SFP/SEFP+

Compliance code: BaseBX10

Laser wavelength: 1550 nm

Transfer distance: 20000 m
Diagnostic: supported

Tabnuua 197 — MapameTpbl ANArHOCTUKM ONTMYECKOTO TpaHCUBE pa

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsaxeHne nuTaHWA TpaHcmBepa.
Current OTKNOHeHMe TOKa Ha nepepgave.
Output Power BbIXxo4HaA MOLWHOCTL Ha nepegaye (MBT).
Input Power BxogHan MOLWHOCTb Ha Npueme (MBT).
LOS MNoTtepAa curHana.

3HaYeHUs pe3yNbTaTOB ANATHOCTUKMU:

— N/A-HepocTynHo;
— N/S—He noaaepsmsaeTca.

5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHus 06 ypoBHe 0b6cny»KuBaHuA B IP-ceTAx) — TeXHONOrMA akTUBHOTO MOHUTOPUHIA,
ncrnonb3yowanca ana M3MepeHua napameTpoB ObICTPOAENCTBMA KOMMbIOTEPHbIX CETEM M KayecTsa
nepefayn OaHHbIX. AKTUBHbIA MOHWUTOPMHI MpeacTaBAseT coboM MPOAONKUTENbHYIO LMKINYECKYIO
reHepaumto Tpadmka, cbop MHPopMaLMM O ero NPOXOKAEHNM NO CETU U BEAEHME CTaTUCTUKMN.

Ha AaHHbIM MOMEHT M3MepeHMEe NAPaMETPOB CETU MOMKET OCYLLECTBASTLCA C MCNOJ/Ib30BaHNEM
npotokonalCMP.

Mpu Karkaom BbinonHeHUM onepaunn ICMP Echo yctpolictBo otnpasnseTt ICMP Echo request
coobLeHWe Ha agpec HazHaAYeHUSA, OXKMaaeT nonydeHusa coobweHuns ICMP Echo reply B Te4e HUM 33 4aHHOTO
WHTEepPBa/ia BPEMEHM.

C ogHoli IP SLA onepaumeit MOXKHO cBA3aTb HeCKo1bKo 06beKToB TRACK. CocTosiHMe 06bekTa TRACK
N3MEHAETCA B MOMEHT M3MeHeHMA cocTosHKA IP SLA onepaumm, nnbo c 3aaHHOM 3a4e PHKKON.

MNpn M3MEHEHUU COCTOAHMA TPEKA BO3MOKHO BbINOJIHEHME MaKpPOKOMaHA. MaKpoKomaHAapbl
BbINO/IHAIOTCA B PEXKMME N06asbHOro KOHOUIrypupoBaHus. A BbINOAHEHMA KOMaHA, peXuma privileged
EXEC kKomaHabl Heobxoaumo gononHuTb npedmkcom do. KomaHapl cos3gaHuns Habopa MaKpOKoMaHZ,
npueeaeHbl BTabnuue 25.

Onavcnonb3zoBaHma GyHKLMM IP SLA Heob6Xx04MMO BbINONHUTL CheayoLime e NcTBus:

— CospaTb onepaumio icmp-echo 1 ckoHPUrypmupoBaTb eé.
—  3anycTuTb BbIMOJNHEHWE ONepaLyWW.

— CoszpgaTtb TRACK 06beKT, cBsi3aHHbIN C KOHKpeTHoM |P SLA onepaumei n ckoHpUrypmpoBsarb
ero.

— [pnHeobxoanMmMocTK, co3aaTb MaKpOChl, BbINONHAEMbIE MPU U3MEHEHMMN COCTOAHNA ObbeKTa
TRACK.

— [pocmoTpeTb CTaTUCTUKY, PN HEOBXOAMMOCTU, OUUCTUTDL EE.
— [p1 He0bX0ANMOCTH, MPEKPATUTb BbINMOJHEHWE ONEPaLUM.
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KomaHObI pexcuma 2106aa6HOU KOHpu2ypauuu

Bua 3anpoca KoMaHAHOW CTPOKM B PeXKMME rN06abHOM KOHGUTYypaLmm:

console (config) #

Tabnuua 198 — KomaHabl pexuma rnobanbHOM KOHOUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
10 yMOA4YaHUIO

Aelicmeue

ip sla operation

no ip sla operation

operation:(1..64)

MNe pexoauT B peKum KoHoUrypmposaHusa | P SLA one pauuu.
- operation — HOMep onepauun.

Ynanaet|PSLA onepaumio.

ip sla schedule operation life
life start-time start-time

no ip sla schedule operation

operation:(1..64);
life: (forever);
start-time: (now)

3anyckaeT Ha BbinosiHe HWe | P SLA one pauutio.

- operation — HoOmep onepauun.

- life — Bpems, B Te4eHMe KOTOPOro onepauma 6yaeT BbINot-
HATbCA.

- start-time — BpemsA 3anycka.

MpekKpawaeT BbinoaHeHWe |P SLA one paupn.
- operation — Homep onepauun.

track object ip sla operation
state

no track object ip sla

object:(1..64); operation:
(1..64)

Co3pnaeT TRACK 06beKT, KOTOpbIl ByaeT oTcie }KMBaTb COCTOS-
Hue |PSLA onepauyum.

- object — Homep TRACK 0b6beKTa.

- operation — Homep IP SLA onepauymn.

YnanaeT TRACK 06beKT.
- object — Home p TRACK o6beKTa.

Tabnuua 199 — KomaHab! pekuma co3gaHus onepaumii IP SLA

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

icmp-echo {A.B.C.D | host }
[source-ip A.B.C.D]

host:(1..158) cumBonoBs

Mepexogut B pexum KoHdurypuposaHua ICMP ECHO
onepauuu.

-A.B.C.D — IPv4-appec y3na cety;

- host — lOMEHHOE MM3A y3/1a CETU.

KomaHOb! pexcuma KoHgu2ypuposaHusa IP SLA ICMP ECHO onepauuu

Bua 3anpoca KomaHAHOM CTPOKM B pexkmume KoHourypuposaHus IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #
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Tabnnua 200 — KomaHab! pekuma KoHourypmuposaHus onepauum ICMP Echo

3HayeHue/3HayeHue
no yMmon4vaHuro

KomaHda Aelicmeue

YcTaHaBausaetyacroty nostopeHua ICMP ECHO one pauun.

frequency secs
-Secs — 4acToTa, B CEKyHAAX.

secs:(10..500)/10 cek

YcTaHaBAMBa eT 3HaYeHMe YacToThbl I'IOBTOpeHMl‘/'I no ymonyva-

no frequency o

YcTaHaBAuBaeT ANNHY Ta nma yTa, N0 UCTeYeHUMN KOTOPOIO,

. ecnv He npuwen ICMP-oTBeT, one pauusa byaeT cuuTaTheA He-
timeout msecs

yA3aYHOMN.
msecs: (50..5000)/2000me | _ msecs — TaiMayT, B MUIINCE KYHAA X.
no timeout YcTaHa BAMBa eT3HaYeHne TaimayTa no ymoa4a Huto.
YcTa HOBUTb KOIMYe cTBO 6aliT, ne peaasaembix B | CMP-rakeTte
request-data-size bytes B KayecTBe AgaHHbix (payload).
bytes: (28..1472)/28 6ait | . pytes — konmuecTBo Gaitr.
no request-data-size YcTa HOBUTb 3HaYe HWe KonmnyecTBa 6aiiT No ymonya Huto.
l | Ana HOpManbHOro BbinoaHeHuA onepauun ICMP Echo pekomeHAayeTcs ycTaHaBAIMBATb 3Ha-
) YeHune 4acTtoTbl BbiNOJIHEHUA ONepaunun 60ﬂbUJMM, Yyem 3HayeHune Taﬁmay'ra onepauun.

KomaHObI pexcuma KoHpuU2ypuposaHUa mpekxa

Bua 3anpoca KoMaHAHOM CTPOKM perKMMa KOHOUTYPUPOBaHUA TPeKa:
console (config-track) #

Tabnuua 201 — KomaHab! peknuma KoHUrypaumm Tpeka

3HayeHue/3HayeHue
no yMmon4vaHuro

KomaHOoa Jlelicmeue

YcTaHa BAMBa eT3a 4epKKY A8 cMe Hbl cocTosiHuA TRACK 06b-
eKTa, Nnpum3me He HUM coctoAHmA | P SLA one paumn.

- secs — 3a e prKKa, B CEKYHAAX.

- Up — 3a/epXKKa U3MeHeHMA COCTOAHMA, NPU NPU 3MeHe -
secs: (1..180)/0 HWMM onepauum B coctoAaHme OK;

- down — 3a/epKKa U3Me He HWA COCTOAHUA, NP U U3ME HE HM
onepauun s coctosaHue Error.

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up

YpanaeT 3agepiKKy.
secs | down secs}

KomaHOb! pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxmnma privileged EXEC:

console#

Tabnunua 202 — KomaHapl pekuma privileged EXEC

KomaHda 3HayeHue Aelicmesue

show ip sla operation OTobpakaeT MHPOPMa LMo O Ha CTPoeHHbIX | P SLA one pauuax.
P P operation: (1..64) P popmay P pati

[operation] - operation — HoOMep onepaLumn.
show track [object] . OTobpakaeT MHbOopMa Umio 0 Ha cTpoeHHbIX TRACK o6be KTax.
object: (1..64) .
- object — Homep 0b6beKTa.
clear ip sla counters O6HynAeT cueTymkm IP SLA onepayumm.

operation: (1..64)

[operation] - operation — HOMep onepaLyn.

178 Ethernet-kommymamoper MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48



DHELTEX

Mpumep HacTPOIKK, NpegHa3HAYeHHOM AnA KOHTPOIA y3na ceTu cagpecom 10.9.2.65 ¢ oTnpaBKoi
icmp 3anpoca Kaxable 20 ceKkyHA, BpemeHeMm OTBETa Ha icmp 3anpoc He npesbiwarowmm 500 mc m
pasmepom JaHHbix 92 6ainTa; 3ageprKKa cmeHbl coctofHuA TRACK obbekta — 3 ceKyHapl; npwu

nameHeHunn coctoaHnsa TRACK o6beKTa BbINoAHATCS Makpocbl TEST_DOWN u TEST_UP:

console# configure
console (config) # interface wvlan I

console (config-if)# ip address 10.

console (config-if)# exit

9.2.80 255.255.255.192

console (config)# macro name TEST DOWN track 1 state down

Enter macro commands one per line.

int gil/0/11
no shutdown
@

console (config) #

End with the character 'Q'.

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line.

int gil/0/11

shutdown

@

console (config) #

console (config) # ip sla 1

console (config-ip-sla)# icmp-echo
console (config-ip-sla-icmp-echo) #
console (config-ip-sla-icmp-echo) #

End with the character 'Q'.

10.9.2.65

timeout 500
frequency 20
request-data-size 92

(

(

(

(

( )
console (config-ip-sla-icmp-echo) #
console (config-ip-sla-icmp-echo) # exit
console (config-ip-sla) # exit
console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state
console (config-track)# delay up 3 down 3
console (config-track) # exit
console (config) # exit
console#

Mpumep BbIBOAA CTAaTUCTUKKM ans onepaunmn ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

— Operation state — TeKylee COCTOAHWNE ONepaLmu:
=  scheduled — onepauua BbiNnoNHAETCA;
= pending — BbINOJIHEHWE OMNEPALMM OCTAHOB/IEHO.

— Operation return code — Kog, 3aBepLUeHWA Noc/ie AHEW BbINOJHEHHOM ONe pauuu:

=  OK —ycnewHoe 3aBeplUeHMe NpeaplayLLel onepauuuy;

= Error — HeyZayHoe 3aBepLIeHne NocnegHen NONbITKM U3Me PEHUA.
— Operation Success counter — KOAMYeCTBO YCMNELIHO 3aKOHYEHHbIX Onepauuii.
— Operation Failure counter — KONNM4YeCTBO HeYAAYHO 3aKOHUYEHHbIX ONepaLuii.
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— ICMP Echo Request counter — KONM4eCTBO NpoBeAEHHbIX 3aMyCKOB OMne pauun.
— ICMP Echo Request counter — KonnuyecTBo NoJsiy4eHHbIx oTBeToB Ha ICMP 3anpoc.

ICMP Error counter — cHETUMK, OTOBPaAKaIOLLMIA KONNYECTBO U3MEPUTE/IbHbBIX ONepaLMii, 3aKOHUYNBLLIMXCA
C COOTBETCTBYHOLLMM KOAOM OLUMOKMU.

5.24 ®yHKuuM obecneueHns 6e3o0nacHOCTU

5.24.1 ®yHKyuu obecneyeHus 3aujumeol NOpmMos

C uenblo NoBbiWeHMA 6€30MacHOCTM B KOMMYTATOPE CYLLEeCTBYET BO3MOMKHOCTb HAaCTPOUTb KaKoM-
nnbo nopT TakK, 4Tobbl AOCTYN K KOMMYyTaTOpy Yepes 3TOT NOPT NpenocCTaBNAAcA TONbKO 3a4aHHbIM
ycTpoicTeam. PyHKLUMA 3aLLMTLI MTOPTOB OCHOBaHa Ha onpeaeneHn MAC-aapecoB, KOTOPbIM paspeLLaeTaa
poctyn. MAC-agpeca MoryT 6biTb HacTPOEHbI BPYUYHYHO UM M3yYeHbl KOMMYTATOPOM. Mocie nsyyeHus
HeobX0AMMbIX aApecoB MOPT cnenyeT 3abNOKMPOBATb, 3alMTMB €ro OT MNOCTYMJIEHUA MaKeToB C
Heunsy4yeHHbIMM MAC-aapecamu. Takum 06pasom, Koraa 3a610KMPOBaHHbIN MOPT Noay4yaeT nakeT, n MAC-
A4peCUCTOYHUKA NaKeTa He CBA3aH C 3TUM MOPTOM, aKTUBM3UPYETCA MEeXAHU3M 3aLLUUTbI, B 3aBUCMMOCTU OT
KOTOPOro MoryT 6bITb NPUHATbLI Cheaytomne Mepbl: HECAHKLMOHMPOBAHHbIE MaKeTbl, NOCTynatowme Ha
3a6/10KMPOBaHHbIN MOPT, NepecblNatoTcA, 0TOpackIBatoTCA, MO0 Ke NOPT, NPUHABLLMIA NAKET, OTKIIOYAETCA.
dyHKumA 6esonacHocTn Locked Port no3BonseT coxpaHWUTb CNUCOK u3ydeHHbIx MAC-agpecoB B daline
KOHUrypauum, Takum o6pasom, 3TOT CMMCOK MOXKHO BOCCTaHOBUTL NMOC/E Nepe3arpy3ku yCTpomncTaa.

/ CywiecTByeT orpaHuyeHue Ha Konundectso MAC-agpecoB, KOTOpPOe MOXKET U3yUUTb NOPT, UC-
NoNb3YHOLWMA GYHKLUIO 3aLLMUTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (OuanaszoHa uHmepgelicog) Ethernet, uHmep-
geuca epynmnsl NOpmMos

Bua 3anpoca KOMaHAHOW CTPOKKU B perkume KoHourypaumm uHtepodeiica Ethernet, nHtepdelica
rpPynnbl NOPTOB:

console (config-if) #

Tabnuua 203 — KomaHabl perkuma KoHdurypaumm nHtepdelica Ethernet, rpynnbl untepdeiicos

3HayeHue/3Ha4yeHue .
KomaHda Aelicmsue
Mo ymon4YaHuro
port security BkntoyaeT QpyHKUMIO 3aWmTbl HA MHTepdeiice. BroknpyeT dyHK-
L,MI0 M3y4e HUA HOBbIX a AP e COoB ANA MHTe pde ica. Ma KeTbl ¢ He U3y
-/BbIKNOYE HO YyeHHbIMM MAC-aapecamu UCTOUHMKA oTbpackiBatoTcA. KomaHaa
aHanormdHa KomaHzae port security discard.
no port security OTKAtoYa eT GYHKLMIO 33 WKUTbI Ha MHTe pde ice.
port security max num 3a/iaeT MaKcMMaibHOE KO/IMYeCTBO aApecoB, KOTOPOe MOKET
num:(0..32768)/1 M3y4uTb NOpPT.
no port security max YCTa Ha B/MBA €T3HAYEHME MO YMOYaHMIO.
port security routed YcTa Ha BAMBa eT 3a WyLeHHbI MAC-a gpec.
secure-address mac_address ®opmat MAC-appeca:
- H.H.H, H:H:H:H:H:H, —
no port security routed H-H-H-H-H-H Yaanaet 3awmweHHbin MAC-aapec.
secure-address mac_address
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port security {forward |
discard | discard-shutdown}

[trap freq]

freq:(1..1000000) cek

Bkntoua et GyHKLMIO 33 WuTbl Ha MHTe pdeiice. broknpyeT dyHK-
LMI0 M3y4e HUS HOBbIX @ A4PEecoB A/1A UHTe poe ica.

- forward — nakeTbl ¢ Heu3yye HHbIMM MAC-a gpecammn UCTOYHUKA
nepecbinatoTcs;

- discard — nakeTbl ¢ Heusyye HHbIMM MAC-a g pecamm UCTOYHUKA
oTbpacbiBatoTCs;

- discard-shutdown — nakeTbl ¢ HeusydyeHHbIMM MAC-a apecamm
UCTOYHWKA OTOpPa CbIBAOTCA, MOPTOTKAOYAETCSH;

-freq — 4acToTa reHepupyembix coobLieHuii npoTokona SNMP
trap NpMNocTynie HUK He ca HKLLMO HAP O BaHHbIX Na KETOB.

port security trap freq

freq:(1..1000000) cek

3apaeT 4acToTy reHe pupyeMbix coobuweHuin npotokona SNMP
trap NpvNoCTyn/ie HUM He Ca HKLLMO HUP O BaHHbIX Na KETOB.

port security mode {secure
{permanent | delete-on-reset}
| max-addresses | lock}

no port security mode

-/lock

3afaeT pexum OrpaHUdeHUa u3ydeHun
Ha cTpawuBaemoro uHTe pdelica.

- secure — HaCTpauWBaeT CTaTUYECKOe OrpaHu4eHne u3yve Hus
MAC-a gpecoB Ha nopTy;

- permanent — gaHHbI MAC-apec coxpaHuTcs B Tabvue gaxe
nocne nepesarpysku ycTpoicTBa;

- delete-on-reset — fa HHbIV agpec yaaauTcA Noce nepesarpysku
YCTPOMCTBA;

- max-addresses — yaanseT TeKylme AMHA MUYE CKU U3yYe HHble
ajpeca, CBA3aHHble c nHTe pde com. PaspelweHo
M3yyeHMe MaKCUMMa/IbHOTO KOAMYeCcTBa afpecoB Ha MNOPTY.
MoBTOPHOE M3y4eHWe M CTapeHne paspeLleHbl;

- lock — coxpaHsaeT B KOHPUrypa Luto TeKyLME ANHA MUY ECKU U3Y-
YyeHHble aZpeca, CBA3aHHble C uHTe pdeiicom n3anpe waeT obyye-
HMEe HOBbIM aLpeCaM 1 CTa PEHUNE YXKe U3yde HHbIX a 4P EecoB.

MAC-apgpecos gnAa

YcTaHaBAMBa eT3HavYeHme No YMOYaHUIO.

KomaHOob! pexcuma EXEC

Bua 3anpoca KOMaHAHOM CTPOKM peXxmma EXEC:

console>

Tabnuua 204 — KomaHapl perkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo yMOAYaHUIo

Aelicmeue

show ports security {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6)
group:(1..32)

MoKa3biBa eT Ha CTPOMKKN GyHKL MM HBe30MacHOCTU HA BblbpaH
HOM MHTep deiice.

show ports security addresses
{ tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

te_port: (1..8/0/1..32);
hu_port:(1/0/1..6)
group:(1..32)

MNokasbiBaer TeKkywume anHamuyeckme agpeca ana 3a6nompo-
BaHHbIXMNOPTOB.

set interface active {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6)
group:(1..32)

AKTVBM3UPYET UHTE pdeiic, OTKIOUYE HHbIN GYHKLMEN 33 nTbI
nopTa (KOMaHga LOCTyNHA TObKO A9 NPUBWAE TMPOBAHHOMO
nosb3oBaTens).

[pumepbl 8bIM0AHEHUS KOMAHO

= BkAtountb PyHKUMIO 3aWMTbl Ha 15 nHTepdeiice Ethernet. YcTaHOBUTbL OrpaHMyeHMe Ha U3yYeHme
appecos —1 agpec. NMocne nsyyeHns MAC-aapeca3ab610KnMpoBaTb GYHKLMIO U3yYeHUS HOBbIX ajl-
pecoB ansa nHTepdeica c Lesbio 0TOPOCUTL NakeTbl cHensyyeHHbIMM MAC-aapecamm UCTOUHMKA.
CoxpaHuTb B hain n3y4eHHbIn agpec.
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console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if)# port security mode secure permanent

(
console (config-if)# port security max 1
console (config-if)# port security

MoaKNounTb KNMeHTa K nopTy U n3yuntb MAC-agpec.

console (config-if)# port security discard

console (config-if)# port security mode lock

5.24.2 Mposepka nodaAuHHOCMU KnueHMa Ha ocHoee nopma (cmaHdapm 802.1x)

5.24.2.1 bazosasnposepKa nodauHHocmu

AyTeHTUdMKaLMA Ha

ocHoBe craHpapta 802.1x

obecneymBaeT NPOBEPKY MNOANIMHHOCTU

No/sib30BaTe/iel KOMMYTATOPa Yepes BHELLHMWI cepBep Ha OCHOBE NOPTA, K KOTOPOMY MNOAKOYEH K/UEHT.
TonbKo ayTeHTUPUUMPOBAHHbIE U AaBTOPU3OBAHHbIE MO/Ib30BATENM CMOIYT MepenaBaTb U NPUHUMATb
OaHHble. [poBepKa NOA/IMHHOCTM NOAb30BaTe/1el NOPTOB BbiNonHAeTcA cepBepom RADIUS nocpeactsom
npoTokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106aa6HOU KOHpuU2ypauuu

Bma 3anpoca KoMaHAHOW CTPOKM peXkmma rnobanbHoM KoHOUrypaumm:

console (config) #

Tabnuua 205 — KomaHapl perkuma rnobasnbHon KoHurypaumm

KomaHda

3Ha4yeHue/3HaveHue
no yMon4YaHuro

Aeilicmeue

dotlx system-auth-control

no dotlx system-auth-control

-/BbIK/IOY € HO

Bkntoya et pexkum ayTeHTudmKa uum 802.1X Ha KommyTaTope.

BbIK/IlOUYa eT pexunm ayTeHTndmnKka umm 802.1X Ha KommyTaTope.

aaa authentication dotlx
default {none | radius} [none |
radius]

no aaa authentication dotlx
default

-/radius

3afaeT o4AWH UM ABa MeToAa NP 0Bep KW NOANNHHOCTH, a BTOpYBa-
umMn un yyeta (AAA), gna ucnonb3oBaHuA Ha UHTepdelicax |EEE
802.1X.
- none — He BbINOHATb ayTe HTUOMKA LMt ;
-radius — ncnosnb3soBaTb cnucok RADIUS-cepBepoB ans ayTeHTH
duKa LM nonb3oBaTens.
BTopoit meToa ayTeHTUPUKALLMU UCNONb3YETCA TONbKO B
cayyae, eciM No nepsomy ayTeHTUUKauua 6bina He-
yCneLwHou.

YcTaHa B/AMBa eT3HaYeHme Nno YMOTHaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHourypaunm uHtepdeica Ethernet:

console (config-if) #

/ Mpotokon EAP (Extensible Authentication Protocol) BbinonHseT 3agaum ana ayreHTUGUKa-
UMK yA,aNEeHHOTO KAMEHTA, NPU 3TOM onpeaenaa MexaHusm ayreHTudukaumn.
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Tabnuua 206 — KomaHabl perkuma KoHdpurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
Mo ymon4YaHuo

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTtpauBaet ayTeHTUdUKa Luuto 802.1X Ha uHTe p de tice. Paspe-
lWaeT py4YHO M KOHTPO/Ib 33 COCTOSIHWME M aBTOPM3a LMW NOPTA.

- auto — ncnonb3oBaThb 802.1X 414 M3ME HE HUA COCTOAHUA KAK-
€HTa Me XAy a BTOPU30BaHHbIM U He 3 BTOPM30BaHHbIM;

- force-authorized — BbiknoyaeT ayTeHTUdMKa uuo 802.1X Ha
nHTepoeiice. MopT nepexoauT B aBTOPMU30BaHHOE COCTOSHVE
6e3 ayTe HTUPMKA LuK;

time:(1..32) - force-unauthorized — nepeBoauT NOPT B HEABTOPMU30 BaHHOE
cocTosiHue . UTHO pupyHOTCA BCE NOMbITKU ayTEHTUPMKA LUK Kv-
€HTa, KOMMYTATOp He NPeaoCTaBNAET Ce PBUC a yTeHTUDUKaLWmM
ON1A 3TOro NopTa;
- time — nHTe pBan BpeMeHun. Ecnu fa HHbIY Na pameTp He onpe-
[eneH, To NopT He a BTOPM30BaH.
no dotlx port-control YcTaHaBAMBa eT3HavYeHue No YMONYAHUIO.
dotlx reauthentication -/nepuoaunyeckue BkntoyaeT nepuoamyeckme NOBTOPHbIE NPOBEPKU NOAJNHHO-
NOBTOPHbIE MPOBEPKU cTu (NnepeayTeHTUdUKa LMIO) KANE HTA.
no dotlx reauthentication NoA/IMHHOCTH BbIkntoYa et ne pnoamnyeckme NoBTOPHbIE NPOBEPKW NO AIUHHO-
BbIKNtOYE Hbl CTV (Ne peayTeHTUPUKA LUMIO) KNne HTa.

dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3apaeT UHTepBan Bpe MeHU B CEKyHAaX, B Te4YeHMe KOTOporo
cepBep EAP oxkuaaet oTBeTa OT KaneHTa EAP 1,0 NoBTOpHOM ne-
pepauyn3anpoca.

YcTaHOBUTb 3Ha4Ye HMe Nno YMONTYaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3ajaerT nepvoj BpEMEHW, B TeYe HME KOTOPOro 3a npaLlusato-
LMK KAET 4,0 Nepesanycka ayTeHTUPUKa Lumn nocae nosydeHus
oteeTa FAILoT cepsepa Radius.

YCTaHOBUTb 3HAa Y€ HME MO YMOHAHUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cek

YcTaHaBAMBaeT Mepuoj, MeXay NOBTOPHBIMU MPOBEpPKaMI
Mo A/ IMHHOCTW.

YcTaHa BAMBA €T 3HaYeHME N0 YMOIYAHWIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
ceK

YcTaHaBAMBaET Nepuod, B TeYeHue KOTOPOro KOMMyTaTop
OCTaeTcA B COCTOAHUM MOYA HWA NOCNE HeYyAauHO I NpOBEPKU
NoA/IMHHOCTW.

B TeuyeHue nepuosa MONYAHUA KOMMYTATOP He NPUHUMA eT U
HE MHULLMMPYET HUKA KWX @ yTe HTUGUKA LLMO HHbIX CO 0 BLLE HUIA.

YcTaHaBAuBaeT3HayvYeHue no YMON4aHUKO

dotlx timeout tx-period period

no dotlx timeout tx-period

period:(30..65535)/30
ceK

YcTaHaBAWBa €T Ne puo A, BTeYEHNe KOTOPOro KOMMYTATOP Ot
[aeT OTBET Ha 3anpoc B0 MAe HTUPMKA LMK N0 NPOTOKOY
EAP oT KnuneHTa, Nnepes noBTOPHOW OTNPaBKO M 3a Npoca.

YcTaHaBAuBaeT3HavYeHue no YMOT4aHUIO.

dotlx max-req count

no dotlx max-req

count:(1..10)/2

YcTaHaBAMBa €T MaKCMMaibHOE YMC/IO MOMbITOK Mepeaaym 3a-
npocoB NpoToKona EAP-kKnneHTy ne pes HOBbIM 32 MYCKOM Npo-
Lecca NpoBepKM Mo AJIMHHOCTU.

YcTaHaBAuBa eT3HavYeHue no YMOTYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAVMBa €T Ne pu1oj, Me KAy NoBTOPHbIMK Ne pefadvamm 3a-
npocos NpoToKo/a EAP-kauneHTy.

YcTaHaBAUBa eT3HavYeHme no YMOTYaHUIO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHa BAWBa eT e puoA, BTeYEHUE KOTOPOrO KOMMYTATOP O i+
JaeToTBeTa OT cepBepa ayTeHTUUKa L.

YcTaHaBAuBa eT3HavYeHme no YMOTYaHUIO.

dotlx timeout silence-period
period

period: (60..65535)
ceKk/He 3apaHo

YcTaHa BAMBa €T Ne puoA, BPE MEHU He a KTUBHOCTU K/IME HTa, Mo
MCTeYe HMe KOTOPOro K/IME HT CTa HOBUTCA He aBTO PU30BaHHbIM.
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no dotlx timeout
silence-period

YcTaHa BAMBa eT3HaYeHMe no YMO 4aHUIO

KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexkmnma Privileged EXEC:

console#

Tabnuua 207 — KomaHab! pexnma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no yMmon4YaHuro

Aelicmeue

dotlx re-authenticate
[tengigabitethernet te_ port |
hundredgigabitethernet hu_port
| oob]

te_port:(1..8/0/1..24);
hu_port:(1/0/1..6)

Bpy4yHylo ocywecTBaseT NOBTOPHYO NPOBEPKY MNOAJMHHOCTM
YKa3aHHOro nopTa B KOMaHAe, 1Mbo BCcex NOPTOB, NOAAEPHKMBA-
towmx 802.1X.

dot1x unlock client
tengigabitethernet te_port
mac_address

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6)

3a610KMPOBATb KAMEHTA € YKa3aHHbIM MAC-agpecom Ha nopty
npyu A0CTUKEHUM NOPOTra MaKCMMA IbHO BO3MOXHbIX MO MbITOK
ayTeHTUMKa LLuK.

show dotlx interface
{tengigabitethernet te_port |
hundredgigabitethernet hu_port
| oob}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6)

MoKa3biBaeTcocTosHWe 802.1X ana KommyTaTopa AMbo ANA yKa-
33 HHOTO MHTe pdeitca.

show dotlx users [username
username)

username:(1..160)
CMMBO/10B

MoKa3blBaeT aKTUBHbIX @ yTe HTUOULMP OBaHHbIX NO/Ib30BaTeel
802.1X KommyTaTOpAa.

show dotlx statistics interface {
tengigabitethernet te_port |
hundredgigabitethernet hu_port
| oob}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6)

MokasbiBaeT cTaTUCTMKY No 802.1X anAa BbibpaHHOTO MHTEp-
dewca.

[pumepbi 8bIN0AHEHUS KOMAHO

= BKAOYNUTb peXnUm ayTeHTUPUKaumm 802.1x Ha KommyTaTope. Mcnonb3osatb RADIUS-cepBep ans
NpoBepPKM NOAJIMHHOCTM KNNeHTOB Ha MHTepdeiicax |IEEE 802.1X. [na 8 nntepdeica Ethernet nc-
No/1b30BaTb PeXUM ayTeHTUDUKaLMm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config) # aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTtb coctosiHune 802.1x ans KommyTaTopa, ana 8 uHtepdeica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled
Authenticating Servers: Radius

Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8

Host mode: multi-host

Port Administrated Status:
Guest VLAN: disabled

Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present

auto
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Reauthentication is disabled

Reauthentication period: 3600 sec
Silence period: 0 sec

Quiet period: 60 sec

Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout:
Max req: 2

Authentication success: 0

Authentication fails: O

30 sec

Tabnnua 208 — OnucaHue pe3yabTaToB BbINOAHEHUA KOMAHA,

Mapamemp

OnucaHue

Port

Homep noprTa.

Admin mode

Pexkum ayteHTUdUKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumoHHbIV PEeKMM MOPTa: aBTOPM30BAHHBIN, HEABTOPM30BAHHbIN, NMBO BbIKAIOYEH -
HbI# (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayteHTUdMKaLUW.

Reauth Period

|-|E|:)I/IO,EI| mexay NOBTOPHbIMU NpoBepKamMmn NOANTUHHOCTU.

Mma nonb3oBaTens npu ncnonb3osaHum 802.1X. Ecnv nopT aBTOpPU30OBaH, TO oTobparka-

Username €TCA MMS TEKYLLLEro nonb3osaTens. Ecam nopT He aBTOPU30BAH, TO OTOOPaAKaETCs UMSA Mo-
c/legHero ycnewHo aBTOPM30BaHHOIO NO/b30BaTeNA Ha NOPTY.
. . MNepropn, B TeyeHMEe KOTOPOro KOMMYTAaTOp OCTAaeTCA B COCTOAHMM MOJSIYAHUA Nocne He-
Quiet period YyAa4YHOW NPOBEPKM MOA/IUHHOCTY.
. Meproa, B TeUEHNE KOTOPOro KOMMYTATOP OXMAAET OTBET Ha 3anpoc Anbo naeHTuduKa -
Tx period umto no npoTtokony EAP oT KnveHTa, nepes NOBTOPHOM OTMNPaBKOM 3anpoca.
MaKcumanbHOe Yncao NONbITOK Nepeaayn 3anpocos npoTokona EAP knveHTy nepen Ho-
Max req BbIM 3aMyCKOM NpoLecca NPoBepKN NOANANHHOCTU.
Supplicant timeout MNepuoa mexay NOBTOPHbIMKU NepefadYamm 3anpocoBnNpoTokona EAP KnuneHTy.

Server timeout

Mepuog, B Te4eHME KOTOPOro KOMMYTATOP OXKMAAET OTBETA OT CEpBepa ayTeHTUOMKaumK.

Session Time

Bpemsa nogxnoYeHns nonb3oBaTena K yCTPOMCTBY.

Mac address

MAC-agpec nonb3oBaTens.

Authentication Method

MeTog ayTeHTUOMKaLMM YCTAHOBAEHHOWM Ceccuu.

Termination Cause

I‘Ipwlea 3aKpblTha ceccumn.

State

Tekyllee 3Ha4YeHMe aBTOMaTa COCTOAHUIA onpeaennTens NOAAMHHOCTM U BbIXOAHOMO aB-
TOMaTa COCTOSAHUN.

Authentication success

KonunyecTBo nonyyeHHbIx coobLieHmii 06 ycnewHon ayTeHTUdMKauumM OT cepBepa.

Authentication fails

KonnuecTBo Nony4YeHHbIX COOBLLEHNI O HeycnewHoW ayTeHTudUKaLumMm oT cepeepa.

VLAN

pynna VLAN Ha3HayeHHaA noab30BaTento.

Filter ID

NaeHTUdMKaTop rpynnbl GUAbTPaLUN.

= [lokasaTtb cTaTUCTMKY no 802.1x anAa nHtepodeiica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0

EapLengthErrorFramesRx: 0
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LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnuua 209 — OnncaHMe pesynbTaToOB BbINO/IHEHWUS KOMaH/,

Mapamemp OnucaHue
EapolFramesRx KonnyecTBo KOPpPEKTHbIX MaKeToB /toboro tmna npotokona EAPOL (Extensible Au-
p thentication Protocol over LAN), npuHATbIX @aHHbIM OnpeaenuTenem nog/IMHHOCTU.
Konnuectso KoppekTHbIX MakKeToB Atoboro Tuna npotokona EAPOL, nepeaaHHbIX
EapolFramesTx PP P » NEPeA
OAHHbIM onpegenntenem NOANANHHOCTU.
Konunyectso naketos Start npotokona EAPOL, npuHATbIX AaHHbIM onpeaenutenem
EapolStartFramesRx P » 1P A pea
NOANNHHOCTMU.
Konunuyecteo naketos Logoff npotokona EAPOL, NnpuHATLIX AaHHbIM ONPeaenvTen em
EapolLogoffFramesRx & P » P A PeA
NOA/NNHHOCTU.
Konunuectso naketos Resp/ld npoTtokona EAPOL, NnpuHATbIX AaHHbIM onpeaenvTte-
EapolRespldFramesRx p/id np » AP A pea
nem NoA/AMHHOCTH.
Konuuectso naketros otsetos (Kpome Resp/ld) npotokona EAPOL, npuHATbIX OaH-
EapolRespFramesRx (kp p/id) np » P &
HbIM onpeaenutTenem MNOAJIMHHOCTW.
Konunyectso naketos Resp/ld npotokona EAPOL, nepeaaHHbIX AaHHbIM onpeaenmnTe-
EapolReqldFramesTx P P » NEPEA A pea
Nem Noa/IMHHOCTY.
KonnuyectBo naketoB 3anpocos (Kpome Resp/ld) npotokona EAPOL, nepeaaHHbIX
EapolReqFramesTx P (kp p/id) np » NEPEA
OaHHbIM onpegenutenem MNOANANHHOCTU.
. KonunyectBo naketos npoTokona EAPOL c Hepacno3HaHHbIM TUMOM, NMPUHATLIX AaH-
InvalidEapolFramesRx P P P &
HbIM onpeaenuTenem MNoAIMHHOCTW.
KonunyecTtBo nakeros npotokona EAPOL c HEKOPPEKTHOM A/IMHOM, MPUHATbLIX ZAaHHbIM
EaplengthErrorFramesRx
onpeaenvtenem nOgAMHHOCTU.
. Bepcua npotokona EAPOL, npuHATaa B CAaMOM NOCAeAHEM HA AaHHbIM MOMEHT na-
LastEapolFrameVersion
KeTe.
LastEapolFrameSource MAC-agpec UCTOYHUKA, NPUHATBIN B CAMOM NOCAeAHEM Ha AAaHHbIA MOMEHT NakKeTe.

5.24.2.2 PacwupeHHaAa nposepka nodauHHoCmMu

PacwupeHHble HacTponkn dotlx No3BoASAOT NPOBOAUTL NPOBEPKY NOANNHHOCTU ANA HECKOIbKUX
KNMEHTOB, NOAKAOYEHHbIX K NopTy. CyllecTByeT ABa BapuaHTa ayTeHTMOMKaLMM: NepBbli, KOr4a NPOBepKa
NOAJ/IMHHOCTM Ha OCHOBe MopTa TpebyeT ayTeHTUPUMKALMM TOIbKO OGHOMO K/MEHTa, YTobbl J0CTYn K
cucTeme MMenu Bce KameHTbl (pexkum Multiple hosts), BTopoit, Koraa nposepKa NoA/IMHHOCTU TpebyeT
ayTeHTUPMKaLMM BceX NOAKAHOUYEHHDIX K MOPTY KNMeHToB (pexxnm Multiple sessions). EcnnnopT B pekume
Multiple hosts He npoxoauT ayTeHTUGMKaLMIO, TO BCEM NOAKNOYEHHBIM XOCTaM byie T 0TKa3aHo B AOCTyne
K pecypcamceTw.

KomaHObI pexcuma 2106 as16HOU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXknme rnobasnbHo KoHpuUrypaumm:
console (config) #

Tabnuua 210 — KomaHapl perkuma rnobasnbHon KoHurypawmm

3HavyeHue/3HayeHue »
KomaHda / Aelicmeue
Mo yMmon4YaHuro

dotlx traps authentication Paspelwaer oTnpaeKy trap-coobLieHWii, Koraa KAMeHT ycneLwHo
success [802.1x | mac | web] NPOXOAUT ayTe HTUOMKA LIMIO.

—— -/BbIKNtOYE HO
no dotlx traps authentication YcTaHa BAVBa €T 3Ha YeHWEe MO YMOHAHMIO.

success
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dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

-/BbIKAOYE HO

Pa3pewaer oTnpaBKy tra p-coobLieHNit, KOT4a KANEHT He npoLuen
ayTeHTUdMKa Lmio.

YcTaHaBAMBa €T 3HaYeHue no YMO4aHUIO.

dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BblK/OYE HO

Bk/toya et oTnpasKy trap-coobiue HWii NPpU NPe BbiLLE HAM MO Nb30-
BaTeNeM MaKCMMa IbHO A0 NYCTUMOTO KOoAndecTBa be3ycne WHbIX
NONbITOK ayTe HTUOWKA LK.

YcTaHa BAnBa eT3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B perume KoHpurypaumm nHtepdelica Ethernet:

console (config-if) #

Tabnuua 211 — KomaHabl perkuma KoHdpurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no yMmon4YaHuro

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

Paspelwaer HasiniMe 0AHOO/He CKOMbKUX KIMEHTOB Ha aBTOPU30-
BaHHOM nopTy 802.1X.

-/multi-host - multi-host — He CKO/IbKO K/IMEHTOB;
- single-host — o gWH KAneHT;
- multi-sessions — He CKOZIbKO ce CCUi.
dotlx violation-mode 3apaer peNcTeve, KOTOpoe HeobXxoAUMO BbINOJHUTL, KOT4A
{restrict | protect | shutdown} ycTpoiicteo, MAC-agpec KoToporo oTandaetca oT MAC-aapeca
[trap freq] K/NMe HTa, OCyLLLe CTBAIAET NOMbITKY A0CTYNa K UHTe pde icy.
- restrict — nakeTbl ¢ MAC-agpecom, oTan4HbiM oT MAC-a apeca
KNMeHTa, NepecbiNatoTca, NPpyu 3STOM agpec UCTOYHMKA He U3yda-
eTca;
-/protect; - protect — nakeTbl c MAC-agpecom, oTan4HbiMm oT MAC-a apeca
freq: (1..1000000)/1 KNneHTa, oTbpacbiBatoTca;
cek - shutdown — nopT BbIk/OYa eTcs1, NakeTbl c MAC-a Apecom, oT/v-

no dotlx single-host-violation

HbiM 0T MAC-a Apeca Kane HTa, oTbpacbiBatoTCs;
- freq —4acToTa reHe pypyembix coobueHmin npotokona SNMP trap
NPV NOCTYMJ/1E HAM He Ca HKL MO HUP O BaHHbIX Na KETOB.

V KomaHpga urdHopupyertca B pexkume Multiple hosts.

YcTaHaBAMBa eT3HaYeHme No YMOYaHMUIO.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BblK/lOYE Ha

BK/toua eT ayTeHTUMKA LLUt0
- mac — BK/IOYA eT ayTeHTUMKA LLMIO, OCHOBaHHYO Ha MAC-a ape-
cax;
- 802.1x — BK/IOYaA €T ayTeHTUPMKA LM0, OCHOBaHHYHO Ha 802.1x;
- web -Bkntoua et mexanmsm Web-based ayteHTndmka umm.
- He po/MmKHO 6bITb cTaTUYECKMX NpuBA3oK MAC-agpecos.
. - PYHKUMA NOBTOPHOU ayTeHTUPUKALMUU AOMKHA BbITb
BK/IlOYEHaA.

BbikntoyaeT ayTeHTUOMKALLMIO, OCHOBaHHYl0O Ha MAC-aapecax
no/nb3oBaTenein.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3a/aeT Ma KCcMMa JIbHO e KOIMYECTBO XOCTOB, NPOLUEALINX a yTe HT
duKaymo.

BosBpa WaeT 3Ha4YyeHne No YMON4YaHUI0.

dotlx max-login-attempts num

no dotlx max-login-attempts

num:(0, 3..10)/0

3a/aeT KOANYeCcTBO He yAa4yHbIX NOMNbITOK BBOJA IOTUHA, NOC/E KO-
TOPbIX KNNEHT BNOKUPYeTCA.
- 0 — 6e CKOHEYHO € YNCNO NOMbITOK.

BosBpa WwaeT 3Ha4YeHne No YMON4YaHUI0.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BbIKAOYE Ha

Bkntoua et dyHkumio rocteBoit VLAN Ha TeKyLem nHTe pdeiice.

Bbik/toya et dpyHKL M0 rocTeBon VLAN Ha TeKylem nHTe p deiice.
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KomaHObI pexcuma KoHguz2ypayuu uHmepgeltica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B perknume KoHourypaunm uHtepdeimca VLAN:

console# configure

console

(config) # interface vlan vian id

Tabnuua 212 — KomaHapl perkuma KoHdurypauum uHtepdeica VLAN

KomaHda

3Ha4yeHue/3HaveHue
Mo yMon4YaHuio

Aelicmsue

dotlx guest-vlan

no dotlx guest-vlan

no ymonyaHuto VLAN
He onpefeieHa Kak
roctesas

Onpegenntb roctesyto VLAN.

OTKpbiBa €T HEAaBTOPU30BAHHbIM MOJIb30BATENAM UHTE pdeiica ao-
ctyn K roctesoi VLAN. Ecnv rocteBas VLAN onpegeneHa v pa3spe-
WeHa, NopT byAeT aBTOMATUYECKM NPUCOEANHATLCS K HEe |, Koraa
He aBTOPW30BaH, U MOKWAATb, KOrAa NPoOMAEeT aBTOpPU3ALMIO.
YT106bI MICNONB30BATb AAHHbIN QYHKLLMOHA N, MOPT HE [,0/1KeH bbb
cTaTMyeckumyneHom roctesoit VLAN.

YcTa HOBUTb 3HaYe H1e no YMO I4aHUIO.

KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTpOKM perkmma Privileged EXEC:

console#

Tabnunua 213 — KomaHgpl pekuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
1o yMon4YaHuro

Aelicmeue

show dotlx interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6)

HacTpovikn npoTokosa 802.1x Ha UHTe pdelice (KomaHAa ALOCTYNHA
TO/IbKO A1 NPUBWUNETMPOBAHHOTO NO/b30BaTENS).

show dotlx detailed

MoKa3biBa eT pacliMpeHHble Ha CTPO KU NpoTokona 802.1x.

show dotlx credentials

CTpyKTypa yd4eTa AaHHbIX 0TO6pakaeT napameTpbl a BTOPU30BaH
HbIX K/JIME HTOB.

show dotlx users [username]

username: CTpoKa

MNoKa3blBaeTaBTOPMU30BaHHbIX KANEHTOB.

show dotlx locked clients

MoKas3blBa €T He aBTOP M30BaHHbIX KNME HTOB, 32 6/10KMPO BaHHbIX MO
Talm-ayTy.

show dotlx statistics interface
{ tengigabitethernet te_port |
hundredgigabitethernet
hu_port | oob}

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6)

Moka3bliBaeTcraTucTuKy 802.1X Ha nHTe pdelicax.

5.24.3 Konmponb npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NpOTOKOA, NO3BONAOLWNA KAUEHTY NO
3anpocy nonyyatb IP-agpecu apyrve Tpebyemble napameTpbl, Heobxoanmble ana paboTsl B cetn TCP/IP.

MpoTtokon DHCP moKeT Mcnob30BaTbCs 3/10YMbILIEHHMKAaMM 4151 COBE PLUEHWS aTaK Ha YCTPOMCTEO,

KaK CO CTOPOHbI KAueHTa, 3actaBnaa DHCP-cepsep BblAaTb BCe AOCTYMHble agpeca, Tak U CO CTOPOHbI
cepsepa nytem ero nogmeHsl. NporpammHoe obecnevyeHre KOMMyTaTOPa NO3BONAET 06ecneyYnTb 3aLLmTy
YCTPOKMCTBA OT aTak C MCNo/sib3oBaHMeM npoTokona DHCP, ans yero npumeHsaeTca GyHKLMA KOHTPOASA
npotokona DHCP — DHCP snooping.
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YcTpoiictBo cnocobHo oTcnexusBatb noseneHne DHCP-cepBepoB B ceTu, paspellan  ux
NCMOIb30BaHMNE TOIbKO HA «Z0BEPEHHbIX» UHTepdecax, a TaKkKe KOHTPONIMPOBATb JOCTYM KAMEHTOB K
DHCP-cepBepamnoTabaunue cooTBETCTBUN.

Onuusa 82 npotokona DHCP (option 82) ncnonbayetca gnsa Toro, 4Tobbl NnpomnHdpopmmposaTb DHCP-
cepBep 0 ToMm, oT Kakoro DHCP-peTpaHcnsaTopa (Relay Agent) uuepes Kakoi ero nopT 6l NoyYeH 3anpoc.
MpumeHseTca ANA yCTaHOBEHUA COOTBETCTBUI |P-aapecoB M NOPTOB KOMMYTATOPa, a TaKKe ANA 3aLMUTbl
OT aTak C wucnosb3oBaHMem npoTokona DHCP. Onuma 82 npeacrasnaetr coboit [ONONAHUTENBHYHO
MHbOpMaLMIo (MMS YCTPOICTBA, HOMEP MopTa), AobaBNAEMYHO KOMMYTaTOPOM, KOTOpbIA paboTaeT B
pexumme DHCP Relay areHTa, B Buae DHCP-3anpoca, NpuHATOro oT KAMeHTa. Ha ocHoBaHUKM AaHHOM onumm,
DHCP-cepBep Bbigenset IP-agpec (ananasoH IP-agpecos) u apyrne napameTpbl NOPTY KOMMyTaTopa.
Monyums Heobxogumsble AaHHble oT cepBepa, DHCP Relay areHT BblgenseT IP-agpec KAMEHTY, a TakKe
nepegaeTtemy apyrme HeobxoaMmble NnapameTpbl.

Tabnuua 214 — dopmat nonemonumm 82

MMone Mepedasaemas uHgopmayus

MmA xocTa ycTpoicTea.

CTtpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnenHuit 6aiT — Homep NopTa, K KOTOPOMY MOAK/NOYEHO YCTPOKCTBO, OTNpaBsAiolLEee
dhcp-3anpoc.

CircuitID

Enterprise number — 0089c1

R t tiD o
emote agen MAC-agpec ycTpoucTBa.

’ | Onauncnonb3oBaHMA onuuu 82 HA YCTPOUCTBE A,0/1KHa 6bITb BKAloueHa pyHKuuA DHCP relay
- areHTa. Ana skaoueHus DHCP relay areHTta ucnonb3syetca komaHga IP dhcp relay enable B
pexume rnobanbHoit KOHPUrypauum (cm. COOTBETCTBYIOLLMIA pa3aen 4OKYMeHTauum).

Ona KoppekTtHoii paboTtbl ¢yHKuMn DHCP Snooping Bce ucnonbdyemblie DHCP-cepsepbl
DOJIKHDbI 6bITb MOAKAIOYEHDbI K «40BEPEHHbIM» NOPTam KommyTatopa. Ansa aobasneHus
nopTa B CNUCOK «A,0BEPEHHDbIX» Ucnonb3yetca KomaHpaa IP dhcp snooping trust B pexkume
KoHpurypauumn nHrepdeiica. Ans obecneyeHna 6€30NacHOCTHU BCe OCTaNbHbIe NOPTbI KOMMY-
TaTopa A0NKHbl ObITb «HE4,0BE PEHHbIMUY.

®

KomaHOb! pexcuma 2106anab6HOU KOHpu2ypauuu

Bung 3anpoca KOMaHAHOM CTPOKM pexkmma rnobanbHOM KOHOUrypaumn:
console (config) #

Tabnuua 215 — KomaHapl perkuma rnobanbHon KoHurypaumm

Komanda 3Ha4yeHue/3HaveHue Neiicmeue
no yMon4YaHuto

ip dhcp snooping BkAtoya eT KOHTPOIb NpoToKoa DHCP nytem Be feHuA

Ta 61yl DHCP snooping M oTnpa BKW K/IME HTCKUX

-/BbIK/IlOY € HO wupokoselaTenbHbix DHCP-3anpocoB Ha «40BepeHHble »

nopThbl.
no ip dhcp snooping BbIkntoya eT KOHTpoNb NpoTokosna DHCP.
ip dhcp snooping vlanvian_id PaspewaeT KoHTponb npoTokona DHCP B npeaenax yka3saHHOM

vlan_id: VLAN.

no ip dhcp snooping vlan (1..4094)/BbIkNtO4EHO | 3anpelaeT KOHTPOJIb NPOTOKoNa DHCP B npegenax yKa3aHHOW
vlan_id VLAN.
ip dhcp snooping information Mo ymonyaHuto nprem | PaspeluaeT npuHumaTb DHCP-naKkeTbl conumei 82 oT «He Ha Aer-
option allowed-untrusted DHCP-nakeToBC HbIX» NOPTOB.
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no ip dhcp snooping onunei 82 ot 3anpewaetnpuHuma T DHCP-nakeTbl conumnen 82 oT «He Ha Aex-
information option «He Ha [ie KHbIX» MOPTOB | HbIX» NOPTOB.
allowed-untrusted 3anpelLyeH
ip dhcp snooping verify Bkntouya et Bepudmka umo MAC-a gpeca kameHTa n MAC-a gpeca uc-
Mo ymonyaHuto TOYHMKa, NpuHATOro B DHCP-nakeTe Ha «He AOBEPEHHbIX» NopTax.
no ip dhcp snooping verify Be puduKa Lma Bbikntoua et Be puduka umo MAC-aapeca kameHta u MAC-agpeca
BK/IlOYEHa UCTOYHUKA, NpuHATOro B DHCP-nakeTe Ha «He Ao BepeHHbIX» Nop-
Tax.
ip dhcp snooping database PaspewaeT Mcnosib3oBaHWe pesepBHOro ¢aiina (6a3bl) KoHTpona
Pe3epBHbIli bain He npoTtokosaa DHCP.
no ip dhcp snooping database ncnobsyeTca 3anpewaeT Ucnoab3oBaHWe pe3epsBHoro ¢aina (6asbl) KOHTPONA
npotokona DHCP.
ip dhcp information option PaspelwaeTycTtpolictBy go6asneHve onumm 82 npu paboTe npoTo-
Kona DHCP.
- - - - -/pa3speleHo _
no ip dhcp information option 3anpewaeTycTpoicTBy gobasneHre onuumn 82 npu paboTe npoto-
Kona DHCP.

Tabnuua 216 — dopmat noneronumm 82 cornacHo pekomeHgaumam TR-101

MMone Mepedasaemas uHgopmayusn

Mma xocTa ycTpolicTea.

cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHunin 6aiT — HOMEP NOPTa, K KOTOPOMY MOAK/IOYEHO YCTPOMCTBO, OTNpaBAAloWee
3anpoc DHCP.

CircuitID

Enterprise number — 0089c1

R t tID 7
emote agen MAC-aﬂ.peC YCTPOWUCTBA.

Tabnuua 217 — dopmat noneionumm 82 pexxkmnma custom

Mone Mepedasaemas uHgopmayus
Onuna (1 6auT)
Tun CircuitID
CircuitID fnwwa (1 Gair)

VLAN (2 6aiiTa)
Homep mogzynsa (1 6ant)
Homep noprta (1 6aiiT)

OnuHa (1 6aunT)

Tun Remote ID (1 6aiT)
OnuHa (1 6aunT)
MAC-agpec KommyTaTopa

Remote agent ID

KomaHObI pexcuma KoHguaypauuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnel nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B peXxume KoHourypaumm mHtepdeiica Ethernet, uHtepdeiica
rpynnbl NOpPTOB:

console (config-if) #

Tabnuua 218 — KomaHapl perkuma KoHdurypauum nHtepodeliica Ethernet, rpynnbl untepdeicos

3HayeHue/3HaveHue -
KomaHda Aeilicmeue
10 yMOAYAHUIO

ip dhcp snooping trust [OobaBnaeTuHTe pelic B CNMCOK «40Be PEHHbIX» MPU UCMO/1b30-
BaHUM KOHTpos npoToKona DHCP. DHCP-Tpaduk «poBepeH
HOro» MHTepdelica cuuTaeTca 6e30nacHbIM U He KOHTPOIMPY-
eTca.

Mo ymonyaHuo
nHTe p e lic He ABNAe T

- - A0BEpPEeHHbIM —
no ip dhcp snooping trust YpanaeT nHte pdeinc 13 cnucka «A,0Be peHHbIX» NPU UCNO/b30-

BaHUM KOHTPOIA NpoToKosla DHCP.
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KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKU pexxmnma Privileged EXEC:

console#

Tabnuua 219 — KomaHapl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
Mo yMon4YaHuro

Aelicmeue

ip dhcp snooping binding
mac_address vlan_id
ip_address {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

te_port:(1..8/0/1..32);
hu_port: (1/0/1..6);
group:(1..32);
seconds:
(10..4294967295) cek

no ip dhcp snooping binding
mac_address vlan_id

LOobasnaeTs dain (6a3y) KoHTpons npoTokona DHCP cooTeeT-
ctBue MAC-agpeca kaveHnTa, rpynne VLAN m | P-agpecy ona yka-
33 HHOTO MHTe pdeitca.

[aHHaa 3anuco byaeT aencTBuTE NIbHA B TEYEHME YKA 3aHHOMO B
KOMa HAEe BPEMEHM KU3HU 33 MUCKU, €CNN KNEHT He OTNpasur
3anpoc Ha DHCP-cepBep Ha obHOB/eHWe. Tarime p 0bHyNAETA
B C/lydae MoJlydeHUA OT KAMEHTA 3aNpoc Ha 06HoBeHUe (Ko-
MaHAa 40CTyNHa TO/IbKO ANA NP MBWUIE TMPOBAHHOTO NOJ1b308Ba-
Tens).

- seconds —BpeMA }U3HW 3a NUcK;

- infinity — Bpe mA *XM3HM 3a NucK He orpaHUYeHo.

YnanaeT us ¢aiina (6a3bl) KoHTpons npoTokoia DHCP cooTeeT-
cremne MAC-aapeca kaveHTa nrpynnbl VLAN.

clear ip dhcp snooping
database

OunwaeT dain (6a3y) KoHTpons npotokona DHCP.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTpOKM perkmma EXEC:

console#

Tabnunua 220 — KomaHapl peskuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4aHuro

Aelicmeaue

show ip dhcp information
option

Moka3biBaeT MHbopma umo 06 ncnonb3oBaHUM onuum 82 nNpo-
Tokona DHCP.

show ip dhcp snooping
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);

MoKka3biBaeT KOHUrypa Lo QyHKLUM KOHTPOIA NPOTOKO/A
DHCP.

show ip dhcp snooping binding
[mac-address mac_address]
[ip-address ip_address ] [vlan
vlan_id] [tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port: (1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094)

MoKa3blBaeT coOOTBETCTBUA M3 Paina (6a3bl) KOHTPOAA NPOTO-
Kona DHCP.

[pumepbl 8bIMOAHEHUS KOMAHO

=  PaspewntbmncnonbsosaHme DHCP onunn 82 8 10 VLAN:

console# configure

console (config) # ip dhcp snooping

console (config) #

console (config

console (config
(

console (config

—_— — — —

#
#
#

ip dhcp snooping vlan 10

ip dhcp information option
interface tengigabitethernet 1/0/24
ip dhcp snooping trust

Ethernet-kommymamoper MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48

191



JHELTEX

=  [loKa3aTb Bce COOTBETCTBUA U3 TabAMNLbl KOHTPOIA NpoToKkona DHCP:

console# show ip dhcp snooping binding

5.24.4 3awuma IP-adpeca knueHma (IP source Guard)

®yHKUMA 3aWwmnTbl IP-agpeca (IP Source Guard) npeaHasHaveHa 41a dunbTpaLmMm TpadurKa, NPUHATONO
C UHTepdelica, Ha ocHoBaHUM Tabaunubl cooTBeTcTBMiM DHCP snooping n cratuyeckux cootBeTcTBuii IP
Source Guard. Takum obpasom, IP Source Guard no3sonseT 60poTbcs c noagmeHol IP-aapecos B nakeTax.

Y
Y

uHTepdeiica.

MocKkonbKy GYHKUMA KOHTpoaa 3awmtbl IP-agpeca ucnonb3syet Tabnuubl COOTBETCTBUIA
DHCP snooping, mmeeT CMbIC1 WMCNO/b30BaTb AaHHYI QYHKUMIO,
HacTpouB u BkAtounB DHCP snooping.

npeAaBapuUTeNbHO

dyHKumio 3awuTbl IP-agpeca (IP Source Guard) Heob6xogumo BKAOUUTDL rNo6anbHO U ans

KomaHObI pexcuma 2106 as6HOU KOHpuU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM perKmMma rnobanbHoOM KoOHPUrypaumm:

console (config) #

Tabnunua 221 — KomaHabl pexnma rnobanbHol KoHoUrypauum

KomaHda

3HaveHue/3Ha4yeHue
Mo ymoA4YaHuto

Aelicmeue

ip source-guard

no ip source-guard

Mo ymonya Huo
bYHKUMA BbIKAOYEHA

BkAtoua eT GpyHKLMIO 3a WuThl | P-aapeca Kave HTa ANA BCEro KOMMy-
TaTopa.

BbIKAtoYa eT GyHKLMIO 3a WmMThl | P-agpeca KaveHTa /1A BCero Kom-
myTaTopa.

ip source-guard binding
mac_address vian_id
ip_address {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip source-guard binding
mac_address vian_id

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094);

Co3faHuWe CTaTUYeCcKoM 3a NucK B Ta 61LLe cooTBeTCTBUA Me KAy |P-
appecom KameHta, ero MAC-a gpecom nrpynnoi VLAN ana ykasan
HOTO B KOMa HAe uHTe pdeiica.

Ypanexuve CTaTMYecKoM3anucMB Ta 6}'IVILI,e COOTBETCTBMA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
ceK

3apaeTyactoTy ob6palleHna yCTPOIMCTBA K BHYTPE HHUM pe cypcam ¢
L,e1bi0 33 MMUCU B Na MATb HE a KTUBHbIX 3a WmLe HHbIX | P-agpecos.
-never — 3anpeLaeT 3anmcb B NAaMATb HE AKTMBHbIX 3@ LLNLLLE HHbIX
IP-appecos.

YcTaHaBAMBa eT3HauYeHme no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelca 2pynmnsl Iopmos

Bua 3anpoca KOMaHOHOM CTPOKM B perkume KoHourypaumm uHtepodeiica Ethernet, nHtepdeliica

rpPynnbl NOPTOB:

console (config-if) #

192
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Tabnuua 222 — KomaHabl perkuma KoHdurypaumm nHtepoelica Ethernet, rpynnbl uHtepdeiicos

KomaHda 3HayeHue/3HayeHue

no ymoan4aHuro

Aelicmeue

ip source-guard
Mo ymonyaHuio
bYHKUMA BbIKAOYEHA .

no ip source-guard

BKAtoYa eT GpyHKLMIO 3aWmTbl |P-agpeca KavMeHTa 4na HacTpan
BaeMOro uHTe pdelica.

BbIKAto4a eT GyHKLLMIO 33 WnTbl | P-a Apeca Kave HTa AN Ha cTpa-
MBaeMoro uHTe pdeinca.

KomaHOob! pexcuma Privileged EXEC

Bua 3anpoca KoMaHAHOW CTPOKM perkuma Privileged EXEC:

console#

Tabnuua 223 — KomaHapl perkuma Privileged EXEC

3Ha4yeHue/3HayeHue
Mo yMOoAYaHuio

KomaHda

Aeilicmeue

ip source-guard tcam locate

BpyuHyto 3anyckaeT npouecc obpalleHna ycTPoicTBa K BHYT-
PEeHHUM pecypcam C L,ebio 3anncy B NAMATb He a KTUBHbIX 3a-
wme HHbIX | P-a apecos. KomaHaa A,0CTYNHA TONIbKO ANA NP UBK-
NlerMpoBaHHOTO NOb30BaTeNA.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTpOKM perkmma EXEC:

console#

Tabnunua 224 — KomaHab! pexnma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip source-guard

configuration
[tengigabitethernet te port |
hundredgigabitethernet
hu_port | ort-channel group]

te_port: (1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);

KomaHpa oTtobparkaeT Ha CTpoiKy GyHKL MM 3a WwuTbl | P-aapeca
Ha 33 4a HHOM 160 Ha Bce X MHTe pde icax yCTPOoMCTBa.

show ip source-guard statistics
[vlan vian_id]

vlan_id: (1..4094);

KomaHpa oTobparkaeT cTa TUCTURY PyHKLLMM 33 WwuTbl | P-aapeca
Ha 3aaHHOM /ibo Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094);

KomaHpa otobparkaet ctatyc ¢oyHKL MM 3a lwmTbl | P-agpeca o
yKa3aHHoro uHTe pdeiica, IP-agpeca, MAC-agpeca uam rpynnbl
VLAN.

show ip source-guard inactive

KomaHpa oTobparkaeT He akTuBHble | P-agpeca oTnpasuTens.

[pumepbl 8bIM0AHEHUS KOMAHO

= [lokasaTb HaCTPOMKy PpyHKUMM 3awmTbl IP-agpeca ansa Bcex MHTepdeicoBs:

console# show ip source-guard configuration

Interface

Enabled

IP source guard is globally enabled.
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te0/21 Enabled
te0/22 Enabled

= BKAOYUTb GYHKUMIO 3aLWmTbl IP-aapeca ana ¢ounbTpaunmn Tpadrka Ha 0OCHOBaHMM TabanLbl COOTBET-
crBuii DHCP snooping u ctaTuyeckux cootsetcTBmit IP Source Guard. Co3aaTth CTaTUYECKYHo 3annch B
Tabnunue cootBeTcTBUA ANnA MHTepdelica Ethernet 12: IP-agpec knneHTa — 192.168.16.14, ero MAC-
apgpec—00:60:70:4A:AB:AF. UHTepdeitcs 3-i1 rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.24.5 Koumponb npomokona ARP (ARP Inspection)

®dyHKumMa KoHTponsa npoTtokosia ARP (ARP Inspection) npeaHasHayeHa a5 3aWwmTbl OT aTak C
ncrnonb3oBaHnem npotokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-Tpaduka). KoHTponb
npoTokona ARP ocyLLecTBAAETCA Ha OCHOBE CTaTUYeCKMX cooTBeTCcTBMI IP- 1 MAC-aapecos, 3aiaHHbIX Ana
rpynnbl VLAN.

’ ' MNopT, ckoHPUryprUpoBaHHbIi «HeaoBepeHHbIM» ana GyHKuumn ARP Inspection, gonsKeH Takke
e 6bITb «Hea0BepeHHbIM» ana ¢yHKuMmM DHCP snooping uau coorsetcreue MAC-agpeca u IP-
apapeca ANA 3TOro NOPTA A,0/IKHO 6bITb CKOHGUIYPUPOBAHO cTaTUYECKU. MHAYe faHHbIM nopT

He 6ypeT oTBeuaTb Ha 3anpocbl ARP.

« DOna HeHapEXHbIX NOPTOB BbINOJIHAIOTCA NPOBEPKU cooTBeTcTBUii IP- u MAC-agpecos.

KomaHObI pexcuma 2106 a716HOU KoHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXknma rnobanbHON KOHOUTrypauun:
console (config) #

Tabnuua 225 — KomaHapl perkuma rnobanbHon KoHpuUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMoA4YaHUo
ip arp inspection Mo ymonua Huo BK/toya et KoHTpoab NpoTokona ARP (pyHKu Mo ARP Inspection).
no ip arp inspection dYHKLMA BbIK/IOYE Ha BbIKAtoYa eT KOHTPOb NpoTokona ARP (dyHKuuio ARP Ins pection).
ip arp inspection vlan vian_id Paspewaet npoBepKy npoTokona ARP, ocHoBaHHyto Ha 6a3e cooT-

vian_id: (1..4094); BeTcTBUM DHCP snooping, B Bbibpa HHoM rpynne VLAN.

Mo ymonyaHuo

no ip arp inspection vlan GYHKLMA BbIKAOUEHA

3anpewaeT NnpoBepKy NpoTokona ARP, 0CHOBaHHyto Ha 6a3e cooT-

vlan_id BeTcTBUM DHCP snooping, B BbibpaHHoM rpynne VLAN.
ip arp inspection validate MpepocTasnseTcneyuduyHbIe NPOBEP KN ANA KOHTPONA NP OTOKO/A
ARP.

MAC-a gpecuctoyHuka: Ans ARP-3anpocoBu 0TBETOB NP OBEPAETH
cooTtBeTctBMe MAC-aapeca B 3aronoske Ethernet MAC-aapecy nc
TOYHMKA B COAE PXKUMOM NpoToKona ARP.

- MAC-agpec Ha3HauyeHua: [1na ARP-oTBeTOB NpoBepAeTcA CoOTBET-
crene MAC-agpeca B 3aronoske Ethernet MAC-a gpecy Ha 3Ha YeHvs
B COAe P KUMOM NpOoTOKoNA ARP.

IP-appec: NMposepaetca cogepxumoe ARP-nakeTa Ha Ha mnyume He-
KOppeKTHbIX | P-agpecos.

no ip arp inspection validate 3anpewaeTcneumduyHbie NPOBEPKU 419 KOHTPO A NpoToKo1a ARP.

ip arp inspection list create 1. Co3paHue cnucka ctaTudecknx ARP-coOTBETCTBUIA.
name:(1..32) cumBona
name 2. Bxoa B pekum KoHourypa umm ARP-cnmckoB.
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no ip arp inspection list create
name

YaaneHue cnmcka craTudeckux ARP-cooTBeTCTBUN.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

Ha3HauaeT cnuncok crtaTnie cknx ARP-coOTBETCTBUI AN YKa 3@ HHOM
VLAN.

OTMeHseT Ha3HayeHre cnucka ctatudeckmnx ARP-cooTseTcTBuUi AnA
yKa3aHHo VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/5
cek

32,43 €T MUHMMA NIbHbIV MHTE PBaJl ME }KAY COOBLLLE HUAMM, CO iepHHa-
wmmn nHbo pma umio npoToKona ARP, ne pegasaembimMm B )KypHa /1.
-3HayeHwue O yKasblBaeT Ha TO, YTO coobLieHWA ByayT re He pupo-
BaTbCA He3ame J/INTe IbHO ;

- infinite —He reHe pMpoBaTb COOBLLEHWI B XKypHa /.

YcTaHa BAMBa eT3HaYeHMe N0 YMONYaAHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet, uHmep-

¢elica epynnbl NIopmos

Bua 3anpoca KOMaHAHOW CTPOKU B perkume KoHourypaumm uHtepdeiica Ethernet, uHtepdeica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 226 — KomaHapl perkuma KoHdurypaumm nHtepodeliica Ethernet, rpynnbl untepdeitcos

KomaHda

3HayeHue/3HaveHue
no yMmosn4aHuto

Aeilicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymonyaHuo
MHTe p e ic He ABNAEe T
[0BEPEHHBbIM

[OobasnaeT uHTE pdeiic B CMUCOK «A,0BE PEHHBbIX» NPU UCNOb30Ba-
HWUM KOHTPOAA NpoToKona ARP. ARP-TpaduK «,0BEpPeHHOro » UHTep-
detica cumTaeTcAa be30MacHbIM M HE KOHTPOIMPYeTCA.

YpanaeT vHTe pde Mc 13 CNUCKa «4,0BEPEHHbIX» MPU UCNOIb30Ba HM
KOHTpO/1A npoTokona ARP.

KomaHOb! pexcuma KoHgpu2ypauuu ARP-cnuckos

Bua 3anpoca KomaHAHOM CTPOKM B pexume KoHdurypaumnm ARP-cnmnckos:

console# configure
console (config) # ip arp inspection list create spisok
console (config-arp-list)#

Tabnuua 227 — KomaHabl pekmma KoHdurypaumm ARP-cnnckos

KomaHda

3HayeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address
mac_address

[obasnaeTcratmyeckoe cootserctaue |P- u MAC-aapecos.

YaanaeT cratudeckoe cootsetctame IP- u MAC-agpecos.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM perkmma EXEC:

console#
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Tabnnua 228 — KomaHabl pexkmma EXEC

KomaHoa 3HaveHue/3HayeHue Aelicmeue
10 yMOAYAHUIO

show ip arp inspection
[tengigabitethernet te_port |
hundredgigabitethernet

MoKa3blBaeT KOHOUrypa Lo GyHKLMM KOHTpOANA npoTokona ARP

te_port:(1..8/0/1..32); Ins pection Ha BbIBpaHHOM UHTE pde ice/Bcex nHTe p deicax.

hu_port:(1/0/1..6);

hu_port | port-channel group] group:(1..32)
show ip arp inspection list MoKa3biBa eT CMUCKU CTa T4 e CKMX cooTBeTcTBUIA | P- » MAC-a gpecos
- (KomaHpa [OCTYNHa TONBKO ANS NPMBUAE TMPOBAHHOTO MOJ/Ib30BA-
Tens).
show ip arp inspection Mokas3biBa eT CTaTUCTMKY A4 C/e AYIOLMX TUNOB NaKeToB, KOTopble
statistics [vlan vian_id] 6b1IM 06paboTaHbI NPY NOMO WK GyHKLLMKM ARP:
vlan_id: (1..4094) - nepepaHHble naketbl (forwarded);

- noTepsiHHble NakeTbl (dropped);
-owwnbku 8 IP/MAC (IP/MACFailures).

clear ip arp inspection
statistics [vlan vian_id]

OumwaeT cTaTUCTMKY KOHTPONA npoToKoia ARP Inspection.
vian_id: (1..4094) - Y KOHTpOAA Np D

[pumepbl 8bIM0AHEHUS KOMAHO

= BK/JIHOYUTb KOHTPO/b NpoTokona ARP 1 gobaBuTh B cnucokK spisok ctatuyeckoe cooTtsetcTene: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HasHauuTb cnncok spisok ctatuyeckmx ARP-
cootBeTcTBMi ana VLAN 11:

console# configure

console (config) # ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config)# ip arp inspection list assign 11 spisok

=  [loKas3aTb CMNMUCKM CTAaTUYECKUX cooTBeTCTBUIM IP- 1 MAC-aapecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.25 ®yHKkuum DHCP Relay nocpeaHuka

KommyTaTtopbl noaaeprkmeatoT ¢pyHKUMM DHCP Relay areHTa. 3agaueii DHCP Relay areHTa siBnsaetca
nepeaava DHCP-nakeToB OT K/IMEHTA K cepBepy M 0bpaTHO B ciyyae, ecav DHCP-cepsep HaxoauTcA B 04HOM
Ccetn, a KAneHT B gpyroi. Apyron ¢yHKUMEN aBnaeTca aobasneHne ONONHUTENbHbIX onunii B DHCP-
3anpochbl KNneHTa (Hanpumep, onuum 82).

MpuHuMn paboTtbl DHCP Relay areHTa Ha KOMMYTaTOpPE: KOMMYTaTOP NPUHUMAET OT KnneHTa DHCP-
3anpochbl, NnepeaaeT 3TN 3anpocbl CEPBEPY OT UMEHU KANEHTa (0CTaBAAA B 3aNpoce onuun ¢ TpebyembiMm
KAMEHTOM NapameTpamMu U, B 3aBUCUMOCTM OT KoHOUrypaumm, aobasnsas ceou onummu). Monyyme oTBeT oT
cepBepa, KOMMYTaTOp NepeaaeT ero KANEeHTy.

KomaHOb! pexcuma 2106aa6HOU KOHpuU2ypauuu

Buza 3anpoca KoMaHAHOW CTPOKM pekuma rnobanbHol KoHdUry pauuu:

console (config) #
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Tabnuua 229 — KomaHabl pekuma rnobanbHo KoHuUrypaumm

3HayeHue/3HayeHue .
KomaHda / Aelicmeue
no ymoa4YaHuto

ip dhcp relay enable Mo ymonyaHuio Bkatoye Hne dyHKL M DHCP Relay areHTa Ha KommyTaTope.
no ip dhcp relay enable areHT BbIK/lOYEH Bbikntoue Hue pyHKLMi DHCP RelayareHTa Ha KommyTaTope.
ip dhcp relay address vlan_id: (1..4094) 3apaér IP-agpec pocrynHoro DHCP-cepBepa ana DHCP Relay
ip_address [vlan vian_id] V MosxeT 6bITb areHTa.
no ip dhcp relay address | 3apaHo go Ynansaet |IP-agpec u3 cnucka DHCP-cepsepos gns DHCP Relay
[ip_address] BoCbMU areHTa.

cepBepoB B BUAE

ANanasoHa uam

nepeuncieHmnem.

KomaHOb! pexcuma KoHgpu2ypauuu uHmepgetica VLAN

Bua 3anpoca KomaHAHOM CTPOKM B pexXume KoHdurypauum nHtepdeiica VLAN:

console# configure
console (config)# interface vlan vlan id
console (config-if) #

Tabaunua 230 — KomaHabl pexnma koHourypaumm untepoeiica VLAN, nHtepdeiica Ethernet

3HayeHue/3HayeHue o
KomaHda / Aelicmeue
no ymoa4YaHuro
ip dhcp relay enable BknatoueHune ¢yHkuuii DHCP Relay areHTa Ha HacTpavBaemom
Mo ymonuaHuio areHT | WHTepdeiice.
no ip dhcp relay enable BbIK/ItOYEH Bbikntoue Hue ¢pyHKumin DHCP Relay areHTa Ha HacTpanBaemMom
nHTe pdeiice.
ip dhcp relay gateway-address Mo3BoNAET HAaCTPOUTb KOHKPETHbIN afpec UCTOYHUKA ANA
. Mo ymonvaHuo agpec
ip_addr He BbIGpa H dhcp nakeTtos u3 kaneHTckoro Vian.
no ip dhcp relay gateway-address Bo3BpalaeT B peum paboTbl N0 YMONYAHMUIO.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM perkmma EXEC:

console#

Tabnunua 231 — KomaHab! pexnma EXEC

3HavyeHue/3HavyeHue
no ymon4yaHuro

KomaHda Aelicmeue

show ip dhcp relay OTobpa’kaeT KoHPUrypaumno HacTpoeHHon ¢yHKumMm DHCP Relay
- areHTa AnA KOMMYTaToOpa M OTAENbHO A1 UHTe pdeicoB, a Takke
CMUCOK J0CTYMHbIX CEPBEPOB.

lpumepbl 8bIM10AHEHUS KOMAHO

= [loKasaTb cocTosiHue ¢pyHKumm DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled
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5.26 KoHdurypauua DHCP-cepsepa

DHCP-cepBep ocyLLeCTBAAET LeHTPaIM30BaHHOE YpaB/ieHne CeTeBbIMM apecamm U COOTBETCTBYHO-
LWMMM KOHPUIYPaLMOHHbBIMKU NapameTpamu, aBTOMaTUYECKM NPeAoCTaBAAA UX KNMeHTaM. ITO No3BoNAeT
n36e3KaTb PyYHOM HAaCTPOMKM YCTPOMCTB CETU M YMEHbLIAET KOJIMYECTBO OLIMNBOK.

Ethernet-kommyTaTopbl moryT pabotaTb Kak DHCP-knuneHT (nonyyeHne cobcrseHHoro IP-agpeca or
cepsepa DHCP), Tak u Kak DHCP-cepBep. B cnyyae ecnvu DHCP-cepBep OTKAHOYEH, TO KOMMYTaTOP MOXKET
pabotaTb c DHCP Relay.

KomaHOb!l pexcuma 2106 as16HOU KOHpu2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM perKmMma rnobanbHoOM KoOHPUrypaumm:
console (config) #

Tabnuua 232 — KomaHabl pexnma rnobanbHoM KoHGUrypauum

3HayeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4yaHuo
ip dhcp server Bkntouye Hne pyHkLum DHCP-ce pBepa Ha KommyTaTope.
Mepen BkAoyeHnem DHCP-cepsepa npepBapu-
’ TeNIbHO AO/XKHbI 6biTb OTKAOUYeHbl DHCP-KAneHTbI
-/BbIKAOYE HO .
- Bo Bcex VLAN. B Tom yncne BKAOYEHHbIW NO ymon-
yaHuio DHCP-knmeHT B VLAN 1.
no ip dhcp server Bbikntoye Hue ¢yHKu M DHCP-ce pBepa Ha KoMmyTaTope.
ip dhcp pool host name Bxopa B peKuUm KoHbUrypa umm ctaTude ckmx agpecos DHCP-cep-
name:(1..32)
Bepa.
- CMMBONOB
no ip dhcp pool host name YnanaeT KoHdurypa umo DHCP-Kane HTa ¢ 3a AaHHbIM MME HEe M.
ip dhcp pool network name Bxoa B pexum KoHdurypa umm DHCP-nyna aapecos DHCP-cep-
Bepa.
-name — uma DHCP-nyna agpecos.
name:(1..32) cumBosi0B MaKcumanbHo gonyctumoe Konamuvectso DHCP pool
H yKasaHo B Tabauue 9.
no ip dhcp pool network name Ypanaet DHCP-nyn ¢ 3a 43 HHbIM UMe He M.
ip dhcp excluded-address YKa3sbiBaeT |P-agpeca, kotopbie DHCP-cepBep He byaeT Ha3Ha-
low_address [high_address] yaTb ans DHCP-kne HTOB.
- low-address — HayanbHbIM | P-agpec AnanasoHa;
- high-address —KoHeu4HbIN | P-a gpec Anana3oHa.
no ip dhcp excluded-address YnaneHuve |P-agpeca U3 CNMCKa UCKIOYEHWUM A1 Ha3Hauve Hu
low_address [high_address] ero DHCP-knueHTam.

KomaHObI pexcuma KoHgpu2ypauyuu cmamuyecKux adpecos DHCP-cepsepa

BuAa 3anpoca KoMaHAHOM CTPOKM B peXume KoHdUrypaumnm ctatnudecknx agpecos DHCP-cepsepa:

console# configure
console (config)# ip dhcp pool host name
console (config-dhcp) #
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Tabnunua 233 — KomaHabl pekMma KoHpurypaumm

3HayeHue/3HayeHue
Mo ymoa4YaHuro

KomaHda

Aelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address

Py4yHoe pe3epsuposaHue IP-agpecos gna DHCP-KkauneHTa.

- ip_address — |P-agpec, KoTopblii bByaeT conocraBieH ¢ opusu-
YeCKMM a P EeCOM KNEHTA;

- mask/prefix_length— macka noacetn/asvHa npe dpukca;

-id — du3nyeckuii agpec (Mae HTUGUKaATOP) CeTEBO M KapThl;
-mac_address — MAC-aapec.

YpanaeT 3ape3epBupoBaHHble IP-agpeca.

client-name name

name:(1..32) cumBo 0B

no client-name

Onpegenaet uma DHCP-knve HTa.

Ypanaet uma DHCP-knneHTa.

KomaHObI pexcuma KoHguzypayuu nyaa DHCP-cepsepa

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHoburypaumnm nyna DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool network name

console (config-dhcp) #

Tabnuua 234 — KomaHapl perkuma KoHdurypaumm

3Ha4yeHue/3HayeHue
Mo yMon4YaHuro

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

YcTa HaB/vBa eTHOME P NOACETU M Ma CKY NOACEeTU ANA NyAa aj-
pecos DHCP-cepBgepa.

- network_number — | P-a gpec Homepa nogceTy;

- low_address — HayanbHbI | P-a gpec AnanasoHa agpecos;

- high_address — KoHeYHbIV | P-a gpec Ana na3oHa a apecos.

- mask/prefix_length— macka nogceTtun/anvHa npe dpuKkca.

no address YpanaeT koHourypa upo DHCP - nyna aapecos
lease {days [hours [minutes]] | Bpems apeHabl | P-aapeca, KoTopbiii Ha3HaveH oT DHCP.
infinite} - infinite — Bpems apeHabl He orpaHMyeHo;

- days — Koan4ecTBo AHe i;

-/1peHb .

- hours — KONM4eCTBO Yacos;

- minutes — KONNYE CTBO MUHYT.
no lease YcTaHOBUTb 3HAaYe HUE N0 YMONYAHWIO.

KomaHOb! pexcuma KoHguzypayuu nyaa DHCP-cepsepa u cmamu4eckux adpecos DHCP-cepsepa

Bung, 3anpoca KOMaHAHOM CTPOKM:
console (config-dhcp) #

Tabnunua 235 — KomaHabl peXkMma KoHpurypaumm

3HayeHue/3Ha4yeHue
Mo yMon4YaHuro

KomaHda

Aelicmeue

default-router ip_address_list

Mo yMmO/4a HUIO CMUCOK
Ma pLIpPYTM3aTOPOB He
onpeaeieH.

no default-router

Onpepenser CNMCOK MapLIPYTU3AaTOPOB NO YMOMAHUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok | P-aapecoB ma pLpyTnsaTopoB, Mo-
XeT cofeprKaTb A0 83anuceld, pasgeneHHbix npobenom.
IP-agpec mapwpyTusaTtopa AOMKEH 6biTb B TOl Ke
. NOACETU, YTO U KUEHT.

YcTaHaBAUBa eT3HavYeHme no YMOTYaHUIO.

dns-server ip_address_list
Mo ymonya H1Io CNUCOK
DNS-cepBepoB He
onpepaeneH.

no dns-server

Onpepenaet cnncok DNS-cepsepos, A0CTYNHbIX A1 KNMe HTOB
DHCP.

-ip_address_list — cnucok IP-appecos DNS-cepsepoB, moeT
coaepaTb A0 8 3anNuce i, pasaesieHHbIX Npobe oM.

YcTaHa BAMBA €T 3HaYeHMe No YMONN4aHUIO.
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domain-name domain

no domain-name

domain: (1..32)
CMMBOJIOB

Onpegenaet gomeHHoe uma ana DHCP-kaneHTOB.

YcTaHaBAUBa eT3HavYeHme no YMOTYaHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymoya H1Ko cnucok
WINS-cepsepos He
onpeaeneH.

Onpepensaet cnucok WINS-cepBepoB, A0OCTYNHbIX 418 KAWE H-
Tos DHCP.

- ip_address_list — cnucok |P-aapecos WINS-cepsepoB, MoeT
coaepaTb A0 8 3a Nuce i, pa3aesieHHbIX Npobe nom.

YcTaHaBAuBa eT3HavYeHue no YMOTYaHUIO.

netbios-node-type {b-node |
p-node | m-node | h-node}

no netbios-node-type

Mo ymoiya Huto Tun
y3na NetBIOS He
onpepaeneH.

Onpegensaet tun yana NetBIOS Microsoft ana knveHTos DHCP:
- b-node — W1poKoBeLaTeNbHbI;

- p-node — TO4YKa-TOYKa;

- m-node — KOMBWHWP 0 Ba HHbI;

- h-node — rbpunaHsbIi.

YcTaHaBAuBaeT3HayveHue no YMONN4aHUIO.

next-server ip_address

no next-server

Mcnonb3yeTtca ana ykasaHua DHCP-kaneHTy agpeca cepsepa
(kak npaswuno, TFTP-cepBepa), C KOTOPOTO A0/IKEH BbITb NONY-
YeH3arpy3oyHblii daiin.

YcTaHaBAuBa eT3HayvYeHue no YMOT4aHUIO.

next-server-name name

no next-server-name

name:(1..64) cumsosoB

Mcnonb3yeTtca ana yka3s3aHua DHCP-knne HTY umA ce pBepa, € Ko-
TOPOTO AO/KEH BbITb NOYYE H 33 FPY30YHbIN da in.

YcTaHaBAuBaeT3HavYeHue no YMONYaHUIO.

bootfile filename

no bootfile

filename: (1..128)
CYMBO/IOB

YKasbiBaeT uma daiina, UCNonb3yeMoro Aasa Ha4vabHOM 3a-
rpy3ku DHCP-knuneHTa.

YcTaHaBAUBa eT3HavYeHue no YMONNYaHUIO.

time-serverip_address_list

Mo ymonya H1Io CnMcok

OnpegenaeT CNMCOK CepBepOB BPEMEHM, A0 CTYNHbIX 417 KAn-
eHToB DHCP.

ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

(0..4294967295);
ascii_string: (1..160)
CYMBOOB;
desc:(1..160)
CMMBOJIOB

cepBepoBHe - ip_address_list— cnucok |P-agpecos ce pBepoB BPEMEHU, MO-
onpeaene. XeT coaepkaTb 40 83anuceld, pasgeneHHbix npobeom.

no time-server YcTa Ha B/IMBA €T 3Ha YEHWE MO YMOTYaHUIO.

option code {boolean code:(0..255); Hacrpawuaet onumm DHCP-ce pBepa.

bool_val | integer int_val | bool _val:(true, false); | - code — koa onuum DHCP-cepsepa;

ascii ascii_string | ip[-list] int_val: - bool_val —noruyeckoe 3HayeHue;

- integer — uenoe NoN0XKUTE IbHO € YUCNO;
- ascii_string— ctpoka B ¢popmate ASCII;

- ip_address_list— cnucok | P-a apecos;

- hex_string — cTpoka B 16-om ¢opmaTe.

Ypanaetonuun ana DHCP-cepsepa.

KomaHOob! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKM perkuma Privileged EXEC:

console#

Tabnuua 236 — KomaHapl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
10 yMOAYAHUIO

Aelicmsue

clear ip dhcp binding
{ip_address | *}

YpaneHve 3anucei us Tabanubl COOTBETCTBUA U3MYE CKUX aa-
pecoB Mapapecos, BblAaHHbIX ¢ nyna DHCP-ce psepom:

- ip_address —1P-a gpec, Ha3Ha4yeHHbI DHCP-ce psepom;

- * —yaanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHbUrypa uum DHCP-ce psepa.

show ip dhcp
excluded-addresses

MpocmoTp | P-agpecos, koTopble DHCP-cepsep He OyaeT Ha3Ha-
YaTb ans DHCP-knneHTOB.

show ip dhcp pool host
[ip_address | name]

name:(1..32) cumsosioB

MpocmoTp KoHbUrypa uum ans ctaTudeckux a gpecos DHCP-cep-
Bepa:

-ip_address —|P-agpec KnneHTa;

-name —uma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name:(1..32) cumsosioB

MpocmoTp KoHourypa umm DHCP-nyna a gpecos DHCP-ce psepa:
-name —uma DHCP-nyna agpecos.
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show ip dhcp binding
[ip_address]

MpocmoTp |P-appecos, KOTOpble CONOCTaB/EHbI C PU3NUE CKUMM
afpecaMu K/IMEHTOB, @ TaK¥Ke Bpems a peHabl, cnocob Ha 3Haye-
HUA 1 cocTonaHue |P-aapecos.

show ip dhcp server statistics

MNpocmoTp ctatmctukn DHCP-cepsepa.

show ip dhcp allocated

MNpocmoTp aKTMBHbIX | P-aapecos, BblaaHHbIX DHCP-cepsepom.

[pumepbl 8bIMOAHEHUS KOMAHO

= Hactpoutb DHCP-nyn c umeHem test u ykasatb gna DHCP-knneHTOB: MAa gomeHa — test.ru, Wwito3
no ymonyaHuo —192.168.45.1 v DNS-cepsep—192.168.45.112.

console#

console# configure
console (config)# ip dhcp pool network test

console (config-dhcp) #
console (config-dhcp

console (config-dhcp
console (config-dhcp

)
)
)
)

address 192.168.45.0 255.255.255.0
# domain-name test.ru

# dns-server 192.168.45.112

# default-router 192.168.45.1

5.27 KoHdurypauma ACL (cnucku KoHTpona pocryna)

ACL (Access Control List — cnucok KoHTpoaa goctyna) — Tabauua, Kotopasa onpeaenser npasuna
GUNbTPaAUMM BXOAALWLETO U UCXOAAWETO TPadMKa HA OCHOBAHUM NepeaaBaeMblx B NakeTax NPOTOKO/0B,

TCP/UDP nopros, IP-aapecos nnn MAC-agpecos.

ACL-cnucku Ha 6a3e IPv6, IPv4 n MAC-aapecoB He A,0/1KHbl UMEeTb OAMHAKOBble Ha3BaHUA.

IPv6- u IPv4-cnuckn moryt paboTtatb BMmecTe Ha ogHom ¢pusnyeckom uHtepodeiice. CNUcok
ACL Ha 6a3e MAC-agpecauum He MOXeT COBMELLLATLCA co cnuckamu gna IPv4 unu IPv6. iBa

CNUCKa OAUHAKOBOrO TUMNa He MoryT paboTaTtb BMmecTe Ha UHTepdeiice.
KomaHabl ana cosgaHuva W pedakTupoBaHusA cnnckoB ACL gocTynHbl B pexxume rnobanbHoi

KOHUrypaumm.

KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

KomaHaHas CTpoKa B pexxrme rnobasibHOM KOHGUIypaLmMm UMeeT BUA;

console (config) #

Tabnuua 237 — KomaHabl 410 co3gaHma u KoHourypaumm cnmckos ACL

KomaHda

3HaveHue/3HavyeHue
10 yMOAYAHUIO

Aeilicmeue

ip access-list access_list
{deny | permit}{any |

ib_address [ip_address_mask]}

no ip access-list access_list

ip access-list extended
access_list

no ip access-list extended
access_list

access_list: (0..32)
cMmBosIa

Co3paHue ctangapTHoro cnucka ACL.

-deny — 3anpeTuTb NPOXOXKAEHWE NAKETOB C YKa3aHHbIMM Na pa-
meTpamu;

- permit —pa3peWwnTb NPOXOXKAEHNE Na KeTOB C YKa 3aHHbIMM Napa-
meTpamum.

YAanuTb cTaHAA PTHbIM cnncok ACL.

Co3paHWe HOBOTO paclunpeHHoro cnucka ACL ans aapecauym | PV
1 BXOZ, B PEKMM eTo KOHPUrypa LiMm (e cam CNUCOK C A3 HHbIM UMe -
HeM eLUe He co3faH) IMbo BXo4 B pEXMM KOHOUIypa LM paHee co-
34,3 HHOTO CNUCKa.

YpaneHuve pacwmpeHHoro cnmucka ACL ans agpecauum | Pv4.
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ipv6 access-list access_list
{deny | permit} {any |
ipv6_address
[ipv6_address_prefix]}

no ipv6 access-list access_list

ipv6 access-list extended
access_list

no ipv6 access-list extended
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

Co3paHue HOBOTO CTaHAapTHOro cnucka ACL ana agpecaumm | Pv6b.
-deny — 3anpeTuTb NPOXOKAEHME NAKETOB C YKa3aHHbIMM Na pa-
meTpamu;

- permit —pa3peWwnTb NPOXOoXKAEHUE Na KeTOB C yKa 3aHHbIMM Napa-
meTpamm.

YpaneHue ctaHgapTHoro cnmucka ACL gna agpecauym | Pv6.

Co3paHue HoOBOTO paclmnpeHHoro cnucka ACL ana agpecaumm | Pve
M BXOZ, B PEXKUM ero KOHPUrypa Lum (e cam CrMcoK ¢ Aa HHbIM UMe -
HeM eLue He co3fiaH) IMbo BXoA B PEXKMM KOHOUIypa Lum paHee co-
3[,a HHOTO CMWCKa.

YaaneHuve pacwmpeHHoro cnmcka ACL ans aapecauum | Pv6.

Co3paHue HoBoro cnuncka ACL Ha 6a3e MAC-aapecaunm 1 BXoz B
peKvm ero KoHdUrypauum (e cim CNUCoK € A,a HHbIM UMEHE M eLe
He co34aH) M0 BXOA, B Pe UM KOHOUIypa Luv pa He e CO34aHHOI
Crmcka.

Ynanenuve cnucka ACL Ha 6a3e MAC-aapecauum.

time-range time_name

no time-range time_name

time_name: (0..32)
cMMBO/Ia

BX0J, B peXum KoHGUrypa umm time-range v onpeaene Hue BpemeH
HbIX MHTE PBA/I0B A4/1A CMWCKa A0CTYyna.
- time_name —umsa npodwuns HacTpoek time-range.

YpaneHve 3a A4aHHO M KOHUrypa uum time-range.

Ons Toro uytobbl aKTMBM3MpoBaTb cnmncok ACL, Heobxoaumo cBA3aTb ero ¢ WHTepdencom.
NHTepdelicom, MCNO/b3YOLLMM CMTUCOK, MOXKeT bbiTb NMbo nHTepdeic Ethernet, nnbo rpynna nopTos.

KomaHOb! pexcuma KoHgpu2ypauyuu uHmepgpelica Ethernet, VLAN, epynnsl nopmos

KomaHgHas cTpoKa B pexume KoHourypaumm nutepoeiica Ethernet, VLAN, rpynnbl nopToB umeet

BUA;

console (config-if) #

Tabnuua 238 — KomaHaa HasHauyeHus cnnucka ACL-uHTepodelicy.

KomaHda

3HayeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cMmBosIa

B Ha cTpoMKax onpeaenéHHoro opnsmnye ckoro MHTe pdeiica KomaHaa
NpYBA3bIBA €T YKa3aHHbIN CMUCOK K Aa HHOMY UHTe p de Hcy.

YpaneHuve cnvcka c uHtepdeiica.

KomaHOb! pexcuma Privileged EXEC

KomaHaHas ctpoka B pexume Privileged EXEC umeeT Bua;

console#

Tabnuua 239 — KomaHabl 4na npocmoTpa cnmckos ACL

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cMmBosa

Moka3biBaeTcnuckm ACL, co3aaHHble HAa KOMMYyTaTOpe.

Moka3biBaercnucku ACL, co34a HHble Ha KOMMYTaTOPe, KOTOpbIE B
Ha CTOALLE € BPEMA ABMIAIOTCA a KTMBHbIMM.

show interfaces access-lists
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094);

Moka3biBaeTcnuckn ACL, Ha3Hauye HHble UHTe pde icam.
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clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094);

O6HynuUTb BCe cHeTYMKM cnnckos ACL 6O cHeTYMKM AR CMMCKOB
ACL 3agaHHOro uHTe pdeiica.

show interfaces access-lists
trapped packets
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094);

lMoKa3biBaeTcyeTHMKMN CNUCKOB A0CTYNa.

KomaHOb! pexcuma EXEC

KomaHaHaa cTpoKa B pexmume EXEC umeeT Bna;:

console#

Tabnunua 240 — KomaHabl 4n1a npocmoTpa cnmckos ACL

KomaHda

3HayeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

show time-range [time_name]

Moka3biBaeTKoHPUrypa umio time-range.

5.27.1 KoHdpuzypayusa ACL Ha 6a3e IPv4

B gaHHOM pa3gene npuBeeHbl 3HAYEHUA U ONUCAHUA OCHOBHbIX NMapamMeTpoB, UCMO/Ib3yeMblIX B

COCTaBe KOMaHZ HacTpoiKkm cnnckoB ACL, ocHoBaHHbIX Ha agpecauun IPv4. Co3gaHune M BXO4, B PEXKUM
pegaktuposaHua cnuckos ACL, OoCHOBaHHbIX Ha agpecaumnm IPv4, ocywecTtBnaeTca No KOMaHAe: ip
access-list extended access-1ist.Hanpumep, gna cosganma cnucka ACL nog HasBaHnem EltexAL
HeobX0AMMO BbIMOJIHUTL CeAyIOLLME KOMaHAbI:

console#

console# configure

console (config)# ip access-list extended EltexAL
console (config-ip-al)#

Tabnuua 241 — OCHOBHble NapameTpbl, UICNONb3yeMble B KOMaHAAX

Mapamemp 3HaveHue Aelicmeue

permit [OeictBre ‘paspewmnts’ Co3paeT pa3spewatolLee npasuao puabTpaymm e cnucke ACL.

deny [eticteue ‘3anpetuts’ Co3paeT3anpeuwatollee npasuio ¢punbTpauum s cnucke ACL.

protocol Mone npeaHa3HayYeHo AN5 YKa3aHWA NPOTOKONA (MK Bce X Np oTo-
KO/I0B), HA OCHOBE KOTOPOTO ByaeT ocylue cTBAseTCA dUNbTPaLmA.
Mpu BbIGOpE NPOTOKONA BO3MOXKHbI C/1Ee AYHOLLME Bapua HTbI: icmp,

MpoTokon ?gmp, ip, Fcp, egp, igp, udp, h'mp,'rdp, ifipr, ipv6,_ i'p\./6:r9ut,

ipve:frag,idrp, rsvp, gre, esp, ah,ipv6:icmp, eigm, ospf, ipinip, pim,
|2tp, isis, ipip, "M60 YMCcNOBOE 3HA YEHUE NPOTOKONA, B A4 Ma NasoHe
(0—255).
[na cooTBeTcTBUA 11060 MY NP OTOKOANY UCNONb3ye TCA 3HaYeHue IP.

source AfJpecncToyHmKa Onpegenset IP-aapec UCTOYHMKA NaKeTa.
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source_wildcard

Wildcard-macka agpeca
UCTOYHMKA

butoBaa macka, npumeHaemas K |P-agpecy UCTOYHMKA nakeTa.
Ma cka onpegensetbutol | P-a apeca, KOTopble He 0 6X0A1MMO UrHO-
PVPOBATb. B 3HaYEHMA UTHO pUpPYe MbiX BUTOB A,013KHbI ObITb 3a Nt
CaHbl eauHMLbl. Hanpyumep, NCNOb3yA MACKY, MOXXHO onpeae-
UTb AnA npasuna dunbTpaumm IP-ceTb. YT06bI A,06aBUTL B Mpa-
BUNO opunbTpauum IP-cetb 195.165.0.0, He 06x0AMMO 334aTh 3Ha-
yeHue macku 0.0.255.255, To ecTb cOrnacHO AaHHOM MacKe no-
cnefHue 16 6ut |P-agpeca byayt THOPUPOBaTbLCA.

destination

AapecHa3HayeHns

Onpegaenaet IP-agpec Ha3HayYeHMA NaKeTa.

destination_wildcard

Wildcard-macka agpeca
Ha3HaueHun

ButoBaa macka, npumeHaemasn K |P-agpecy Ha3HauyeHMA nakeTa.
Ma cka onpegensetbutol | P-a apeca, KOTopble He 0 6X0A1MMOo UrHo-
pUpOBaTb. B 3HaUeHUA UTHO PUPYe MbIX BUTOB A,0/1KHbI ObITb 3a Nt
CaHbl eauHuubl. Macka Mcnosab3yeTcA aHAa/NIOrMYHO Macke
source_wildcard.

vian

NpeHTndukatop Vlian

Onpepgenset Vlan, ans KoToporo 6yaeT NpuMme HATbLCA NPaBUIO.

dscp

Mone DSCP B 3aronoske L3

Onpegaenaet 3HayeHne DSCP-nons diffserv. BoamokHble Ko apl co-
o6ue Huit nona dscp: (0— 63).

precedence

MpuopwuteT P

Onpepenset npuoputet IP-Tpaduka: (0-7).

time_name

Nma npoduna
KoHdUrypaumum time-range

OnpeaenaeT KOHOUrypa LMo BP EMEHHBIX MHTE PBaNoB.

icmp_type

Tun coobueHuii npoTokona ICMP, ucnonbsye mbit 4na unbTpa-
umm  ICMP-nakeToB. BO3MOXHble Tunbl CcOOBLIEHNA NOAA
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, nnbo yMcnosoe 3Haye-
HMe Tuna coobue HuA, B gManasoHe (0—255).

icmp_code

Koz coobLieHWa NnpoTokona
ICMP

Kopa coobueHuit npoTokona ICMP, ucnonb3ye mbii gns dunbTpa-
umm  ICMP-nakeToB. BO3MOMKHble Koabl COOb6WEHUA MoJA
icmp_code: (0 — 255).

igmp_type

Tun coobuie HMA NPOTOKO/MA
IGMP

Tun coobuwe Huii npoTokona IGMP, ucnonbdyemblii ans ¢punbTpa-
umm naketoB IGMP. Bo3MoOXHble Tunbl cooblWeHUA nons
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nu6o YucnoBoe 3HayeHVe
Tvna coobuie Hus, B AnanasoHe (0—255).

destination_port

UDP/TCP-nopT Ha 3Ha YeHun

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3moKHble 3HauYeHusa nona TCP-nopTa: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher(70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23),time (37), uucp (117), whois (43), www (80);
Ona UDP-nopTa: biff (512), bootpc (68), bootps (67), discard (9),
dnsix(90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HauyeHwme (0 —65535).

list_of flags

®dnarm npotokona TCP

Ecnn gna ycnosua dunbTpauum gnar goKeH 6biTb YyCTaHOBAEH,
TO Nepef HAM CTa BUTCA 3HaK «+», € CIM HE A0/IKe H BbITb yCTa HOB-
NIEH, TO «-». BO3MOKHble BapuaHTbl pnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbsosaHmM
HeCKoNbKKUx Gnaros B ycnoBun ¢puabTpaummn, pnarn obbe AnHA-
I0TCA B 0 HY CTPOKY 6e3 npobe nos, Hanpume p: +fin-ack.

disable_port

OTK/lOYeHMe nopTa

BbIK/NtOYa €T NOPT, C KOTOPOro 6biN NPUHAT NaKeT, Y40 BNETBOPSAIO-
Wuii ycnosuam Ntoboii u3 KomaHZ 3anpeta deny, B cocTaBe KOTO-
poii 6bl10 onucaHo nose.
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log_input

Bk/toua et oTnpaBKy MHGO P Ma L MO HHbIX CO O BLLEHNIA B CUCTE MHbI

OTnpaBKa coobLe Hui o
KYPHa A NPy NoNlyye HUM NaKeTa, KOTOPbI COOTBETCTBYET 3a NMUCH.

offset_list_name

3ajaeT UCNob30BaHWe CNUCKa WabnoHOBN0ONb30BaTENA 418 Pac-
No3Ha Ba HWA NaKeToB. s Kaxaoro cnucka ACL MosKeT bbITb orpe-
Le/leH CBOW CNUCOK Wwa baoHoB.

HaunmeHoBaHue crnvcKka
Wwab/10HOB NOJIb30BaTENA

ace-priority

MHAe K 3a43€eT NOIOXKEHWE NPaBMAa B CMUCKE M ero NpuopureT.
Yem MeHbLIE MHAEKC — TEM NPUOPUTETHEE NPaBMIO. [ma nasoH
L,0MYCTUMbIX 3HaYe HWiA (1..2147483647).

MpropuTeT 3anucK

%

%
%
v

[nsa sbibopa Bcero agnManasoHa napameTpos, Kpome dscp u IP-precedence, ucnonbsyertca na-
pameTp «any».

Ecam nakeT nonagaeT nog Kputepuit npasuna B ACL, To Haa HMM BbiNONHAETCA AeicTBUe
aToro npasuna (permit/deny). JanbHeiiwan npoBepKa He NPOU3BOAMUTCA.

Ecnu Ha uHTepdeic HasHayeHb! IP u MAC ACL, To nepBoHa4anbHO NaKeT 6yaeT npoBepeH Ha
cooTBeTcTBMe npasunam IP ACL, notom MAC ACL (B cnyyae, ecam He nonagéTt noa aencreme
HU ogHoro 13 npasun IP ACL).

Ecnau nocne npoBepKu Ha cootBeTcTBMe npasunam IP unn MAC ACL (Korga 1 ACL HasHaueH
Ha uHTepdeic) unm IP u MAC ACL (Korga 2 ACL HazHaueHbl Ha MHTepdeiic) nakeT He nonan
noa AeucTeve HYU OAHOr0 U3 NPaBUA, TO Hag, AaHHbIM NakeTom 6yaeT NPpUMMeHeHO aeicTeue

"denyany any".

Tabnwnua 242 — KomaHapbl, Ucnosibayemble ana Hactpoiikn ACL-cnnckos Ha ocHoBe IP-agpecaunn

KomaHda

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[obasnaeT paspeLatoLLyto 3anmucb GuabTpaLmum 4N8 NPOTOKO/A.
MaKeTbl, OTBEYAlOLLME YCNOBMAM 3a NncK, ByayT o6pabaTbiBaTb
KOMMYTaTOPOM.

no permit protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

YpanaeT co34aHHYIO paHee 3anucb.

permit ip {any | source_ip source_ip_wildcard}{any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[ob6asnaeT pa3speluatowyto 3anucb GuAbTPa LUK ANA NPOTOKOMA
IP. MakeTbl, OTBEYAtOLWME YCNOBUAM 3anucy, byayt obpabaTbr
BaTbCA KOMMYTaTOP OM.

no permit ip {any | source_ip source_ip_wildcard}{any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

YpanaeTco3ga HHYIO paHee 3anncb.

permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlanvian_id]

[obasnaeT paspeluatoLyto 3anncb GuabTpa LM A4n8 NPOTOKo/A
ICMP. MakeTbl, 0OTBEYalOLLME YCNOBUAM 3a NKcK, ByayT obpa ba Tbl-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlanvian_id]

YpansaeT co3gaHHyo paHee 3anuch.

permit igmp {any | source source_wildcard}{any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[OobasnaeT paspeluaroLyto 3anncb GuAbTPA LUK ANA NPOTOKO/A
IGMP. MaKkeTbl, 0OTBEYAtOLLME YC/I0 BUAM 33 NUCH, ByayT obpa ba Tbr
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |

destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

YaansaeT co34aHHYIo paHee 3anuch.
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permit tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[obasnaeT paspeLlatoLLlyto 3anucb GUAbTPa LUK ANA NPOTOKO/MA
TCP. MaKeTbl, 0OTBEYAtOLWME YCNOBUAM 3a nNucK, ByayT obpa baTor
BaTbCA KOMMYTaTOP OM.

no permit tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name)

YpanaeT co3gaHHyo paHee 3anuch.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[OobasnaeT paspeLuaroyto 3anmncb GuAbTPA LUK ANA NPOTOKO/A
UDP. MaKeTbl, OTBEYAIOLLME YCNOBUAM 3a nucK, ByayT obpa baTor-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination _port} [dscp dscp | precedence
precedence] [time-range time_name]

YaanaeT co3faHHylo paHee 3anuchb.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[obaBnaeT3anpeLwatoLLyto 3anucb GuabTpaLmum 4na NPOTOKo/A.
MaKeTbl, OTBEYAIOLLME YCAOBMAM 3anncK, byayT 610KMpOBaTLA
KOMMyTaTOpOM. Mpun MCNoIb30BaHUK KAtoueBoro cnoBa disable-
port pusnye ckuii nHTe pde ic, NPUHABLLNIA Ta KO NaKeT, byaeT Bbk
KatoueH. Npu ucnonb3osaHMM Kntouesoro cnosa log-input byaet
0TnpaBaeHo coobLye HUE B CUCTE MHbIV KypHa /.

no deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

YpanaeT co3AaHHyIO pa Hee 3anuchb.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[obasnaeT 3anpeLatoLyto 3anuce GubTPa LUK ANA NPOTOKOM
IP. MakeTbl, OTBEYalOLWME YCNOBUAM 3anucK, Byayt 610Kupo-
BaTbCA KOMMYTaTOPOM. MpMU UCNONb30BAHUM KAOYEBOTO C/I0Ba
disable-port ¢usmueckuit HTepdeiic, NPUHABLLMI TaKOW NaKeT,
6yneT BblkAOYeH. Mpu ncnonb3oBaHMM KayesBoro cnosa log-
input 6yaeT oTnpaBaeHO coobLe HMe B CUCTE MHbIV KypHa .

no deny ip {any | source_ip source_ip_wildcard}{any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

YpanaeT co3gaHHyo paHee 3anuch.

deny icmp {any | source source_wildcard}{any |
destination destination_wildcard}{any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obasnaeT3anpeLatoLLyto 3anmcb GUabTPa LMK ANs NPOTOKOMA
ICMP. MakeTbl, OTBEYAOLLME YCAOBUAM 33 NUCH, ByayT 610Kupo-
BaTbCA KOMMYyTaTOPOM. MpY UCNO N1b30BaHUM KNKHOYEBOTO C/I0BA
disable-port ¢usmueckuii nHTe pdeiic, NPUHABLINIA TaKOM NaKeT,
6yseT BbikaoueH. NMpU UcNonb3oBaHWM Kaoyesoro cnosa log-
input 6yaeT oTnpaBAEHO COOBLLE HUE B CUCTE MHbIW 3Kyp Ha /1.

no deny icmp {any | source source_wildcard}{any |
destination destination_wildcard}{any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YpanaeTco3ga HHYIO paHee 3anncb.

deny igmp {any | source source_wildcard}{any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[ob6asnaeT 3anpeLatoLyto 3anuce GUAbTPa LUK ANA NPOTOKOMA
IGMP. MaKeTbl, 0OTBEYAtOLLME YCA0BUAM 3a NUCKH, ByayT 6NOKUpO-
BaTbCA KOMMyTaTOpoM. [IpM MCNONb30BaHUM KOYEBOTO C/I0BA
disable-port ¢usmueckuit nHTe pdeiic, NPUHABLIKNIA TaKOM NaKeT,
byneT BbikoYeH. Mpu ncnonb3oBaHuM Katyesoro cnosa log-
input 6yaeT oTnpaBAeHO COOBLLE HAE B CUCTE MHbIM XKypHa /1.

no deny igmp {any | source source_wildcard}{any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

YpanaeT co34aHHYIO pa Hee 3anuchb.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[obaBnaeT 3anpeLwatoLyto 3anucb GuabTpa LU gaa NpoToKoa
TCP. MaKeTbl, OTBEYalOLWME YCAOBUAM 3anucK, ByayT 6aoKupo-
BaTbCA KOMMyTaTOpoM. [lpM UCNONBb30BaHWUM KOYEBOTO C/I0Ba
disable-port ¢usmueckuit HTe pdelic, NPUHABLLMI TaKOW NaKeT,
byneT BblkAoYeH. Mpu ncnonb3oBaHUM Katdesoro cnosa log-
input 6yaeT oTnpaBaeHO coobLLe HMEe B CUCTE MHbII XKypHA /1.
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no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YaanaeT co3faHHylo paHee 3anuch.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[obasnaeT 3anpeLatoyto 3anuce GUAbTPa LUK ANA NPOTOKOM
UDP. MNaKeTbl, 0OTBEYalOLWME YCAOBUAM 3aNucK, ByayT 6aoKupo-
BaTbCA KOMMyTaTOpoM. [IpM MCNONBb30BaHWUM KOYEBOTO C/I0BA
disable-port ¢usmyeckuii nHTe pdeiic, NPUHABLINIA TaKOM NaKeT,
byneT BblkAoYeH. Mpu ncnonb3oBaHUM Katodesoro cnosa log-
input 6yaeT oTnpaBAeHO COObLLE HAE B CUCTE MHbIM XKypHa .

no deny udp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

YpanaeT co34aHHYIO pa Hee 3anuchb.

offset-list offset_list name {offset_base offset mask
value} ...

Co3paéT cnucok WabnoHoB Nosb3oBaTena ¢ UMeHe M hame. Uva
MOXKeT BKAoYaTb 0T 1 40 32 cMMBONOB. B 04HOM KOMa HA,E MOXKET
cofieprKaTbCa A0 TPMUHAALATH Wa 6A0OHOB B 32 BUCUMOCTM OT Bbl-
H6paHHOTO peyK1Mma Ha CTP OMKM CNCKOB A0CTyna (KoMaHaa set sys-
tem mode), BK/tOYa OLWMX C/le AytoLLMe NapameTpbl:
- offset_base —6a30Boe CMe LieHWe . BO3MOXKHbIE 3HaYeHUs:

13 —Hauyano cme LeHUA c Havana | P-3aronoBKa;

14 — Hauya no cme WeHUA c KoHua | P-3aronoBka.
- offset — cme we HMe 6aliTa AaHHbIX B Npedenax naketa. basosoe
CMe LLie HWe NPUHMMA e TCA 33 HaYao OTCYeTa;
-mask —macKa. B aHanu3e nakeTa NpuMHMMA 0T y4a CTUE TO/IbKO Te
paspagbl 6aita, ANA KOTOPbIX B COOTBETCTBYIOLLMX Pa3padax
MackusapgaHa ‘0’;
- value — nckomoe 3HaueHwe.

no offset-list offset_list_ name

Ypansaet CO3,D,aHHbIl7I paHee CNUCoK.

5.27.2 KoHdgpueypayusa ACL Ha 6a3e IPv6

B maHHOM pasgene npueedeHbl 3HAYEHUA U ONMUCAHMA OCHOBHbIX MAPaMeTPOB, UCMONb3yEMbIX B
COCTaBe KoMaHA HacTpoikm cnuckos ACL, oCHOBaHHbIX Ha agpecaunu IPv6.

Co3gaHue U BXOA B pexnm pegaktuposaHma cnuckos ACL, OCHOBaHHbIX Ha agpecauun IPv6,

ocyliecrsnAaeTCcAa No KoMaHae:

ipv6é access-list access-1ist. Hanpumep, gns co3gaHua cnmcka

ACL nopa HasBaHnem MESipv6 He0bX0AMMO BbINONHUTL CAeAyHOLLIME KOMaHAbI:

console#
console# configure

console (config)# ipv6 access-list MESipvé

console (config-ipv6-al) #

Tabnunua 243 — OcHOBHbIE NapameTpbl, UCNOAb3yeMble B KOMaHaax

Mapamemp 3HaveHue Aelicmsue
permit [eicTBre paspewmntb Co3paeT paspewatolLee npasuao punbTpaymm s cnmucke ACL.
deny [encTere 3anpetTutb Co3paeT3anpeuatolLee npasuio punbTpaymm e cnmcke ACL.
protocol Mone npeaHa3HaYeHO AN1A YKa3aHWA NPOTOKONA (MK Bce X Np oTo-

MpoTokon

KOJI0B), HA OCHOBE KOTOPOTO ByZeT OCyLLe CTBAAETCA GUAbTPALMA.
Mpw BbIBOPE NPOTOKONA BO3MO XKHbI C/1e AyIOLLIMEe BapUaHTbI: icmp,
tcp, udp Ambo YmcnoBoe 3HauYeHue NpoTokona —icmp (58), tep (6),
udp (17).

[na cootseTtcTBua Nt060My NPOTOKONY UCMONb3YETCA 3HAYEH/e
IPv6.

source_prefix/length

ANvHa

A,a,pec oTnpasutena nero

Onpepenset IPv6-agpec v anuHy npe dukca cetun (0-128) (Konvme-
CTBO CTa pLIMX BUT a Apeca) UCTOYHMKA Na KeTa.
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destination_prefix/length AfpecHasHauyeHus nero

Onpepenset IPv6-agpec n anuHy npe dukca cetum (0-128) (Konve-

Kona ICMP

ANVHa CTBO CTa pLUMX BUT a Apeca) Ha 3HaYeHus NaKeTa.
dscp Mosie DSCP & 33 ronoBKe L3 Onpe,u,eimeT 3HayveHne DSCP-nons diffserv. Bo3amoKHble Ko apl co-
o6uwe Huit nona dscp: (0— 63).
precedence MpuopwureT IP Onpepenset npuoputeT IP-Tpaduka:(0-7).
time_name Nma npodmna koHpurypa- | OnpepenaeT KOHOUIypa LU0 BPEMEHHBIX MHTE PBa/IOB.
uum time-range
icmp_type Ncnonb3yeTca ana punbtpa umm | CMP-na KeToB. Bo3mokKHbie Tumbl
W YnUCNOBble 3HaYeHua cooblue Hui nona icmp_type: destination-
unreachable (1), packet-too-big (2), time-exceeded (3), parame-
Tun coobue HUA NPOTOKO/M
1CMP ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mld-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).
icmp_code Kog coobueHuii npoTo- UcnonbsyeTcs ana ¢punbTpa uym | CMP-naKkeToB. Bo3MoKHble 3Ha-

yeHua nons (0 —255).

destination_port UDP/TCP-nopT Ha 3Ha YeHus

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3moKHble 3HaueHusa nona TCP-nopTa: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517),telnet(23),time (37), uucp (117), whois (43), www (80);
Ona UDP-nopTa: biff (512), bootpc (68), bootps (67), discard (9),
dnsix(90), domain (53), echo(7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HayeHue (0—65535).

list_of flags

®narn npotokona TCP

Ecan ana ycnosua ¢unbTpaumm dnar fLonKeH ObiTb ycTa HOBJEH,
TO Nepen HUM CTa BUTCA 3Ha K «+», eCIMHE A0/KEH 6bITb YCTa HOB-
NieH, TO «-». BO3MOKHble BapuaHTbl Gnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -synu -fin.

MHaekcnpasuna

disable-port BbIKNtOYa eT NoPT, C KOTOPOro 6bla NPUHAT NaKeT, y4,0BAeTBOPALO-
OTKAlOYe HWe nopTa WKt ycnoeuam ntoboi U3 KomaHZ 3anpeta deny, B cocTaBe KOTo-

poii, bblno onucaHo nose.
log-input OTnpaBKa coobiLe it BKAtoYa eT 0TNpaBKy MHGO P Ma LLMO HHbIX c:)o6u.|,eHmﬁBCMCTeMHbM
YKYPHa /1 NPy NOyYe HUM NaKeTa, KOTOPbI COOTBETCTBYET 3a NUCK.
ace-priority MHaekc npaswuia B Tabauue, yem MeHblue MHAE KC —TeM Npuop

TeTHee npasBuno:(1..2147483647).

Y

pameTp «any».

6aBnaAOTCA 3anUcK
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
denyipv6 any any

Onsa sbibopa Bcero aAnanasoHa napameTpos, Kpome dscp u IP-precedence ucnonbsyercana-

Mocne Toro, Kak xoTAa 6bl ogHa 3anucb aobasneHa 8 cnucok ACL, nocnegHMMmu B CNUCOK A,0-

[Be nepBble U3 HMUX pa3peLUaAT NOUCK coceaHUX IPV6-yCcTpoicTB c noMoLbio NpoToKona IC-
MPv6, a nocnegHAA 03Ha4YaeT UTHOPUPOBAHUE BCEX MAKETOB, HE Y/,0B/1€TBOPAIOLLMX YC/10-

suam ACL.

Tabnuua 244 — KomaHapbl, ucnosibayemble ana Hactpoiikn ACL cnmuckoB Ha ocHoBe IPv6-agpecaummn

KomaHda

Aelicmeue

permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnaeTpaspeluatoLLyto 3anuc puabTpa Umm ansa NP OToKoa.
MaKeTbl, OTBEYAtOLLME YCNOBMAM 33 NUCK, ByayT o6pa baTbiBaTbcA
KOMMYTaTOpPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

YpansaeT co3aaHHyo paHee 3anuch.
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permit icmp {any | source_prefix/length}{any |
destination_prefix/length}{any | icmp_type} {any |
icmp_code}[dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[Jo6asnaeT paspeluatoLyto 3a nUcb GUALTPA LMK 418 NP OTOKOA
ICMP. MakeTbl, OTBEYAIOLWME YCAOBMAM 3a NncK, byayT obpaba-
TbIBAaTbCA KOMMYTaTOPO M.

no permit icmp {any | source_prefix/length}{any |
destination_prefix/length}{any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

YpanaeTco3ga HHYIO paHee 3anncb.

permit tcp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length}{any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[obasnseT paspeLuatoLLyto 3a nncb GubTPa LM 418 NPOTOKOMA
TCP. MaKeTbl, OTBEYAtOLLME YCNOBMUAM 3a NucK, ByayT o6pa baTbi-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length}{any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all /ist_of flags]

YaanaeT co3faHHylo paHee 3anuch.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length}{any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnaeT paspeLuatouyto 3a nmucb GuabTpa LM AN NPOTOKONA
UDP. MaKeTbl, 0OTBEYAtOLLME YCI0BMAM 33 MUCK, ByayT 06pa baTbr
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length}{any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

YpanaeTco3ga HHYIO paHee 3anncb.

deny protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[Job6asnaeT3anpeLyatoLLyo 3anucb punbTpa LM ANA NPOTOKO/A.
MaKeTbl, OTBEYaOLME YCAOBMAM 3a nUcK, ByayT 6noknpoBsaThea
KoMMyTaTopoM. Mpu nucnonb3osa HUM Kntove Boro cnosa disable-
port ¢usmyeckuii nHTe pdeiic, NPUHABLIUIA TaKoM NakeT, byoeT
BbIK/ItoYe H. Mp 1 Mcno/1b30Ba HUK Ktove Boro cnoBa log-input 6y-
AeT OTnpaBaeHo COOBLLE HAE B CUCTE MHbIV KypHA /1.

no deny protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

YpanaeTco3ga HHYIO paHee 3anncCb.

deny icmp {any | source_prefix/length}{any |
destination_prefix/length}{any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[ob6asnaeT 3anpeLyatouyto 3a nucb GuabTpa LM AN NPOTOKONA
ICMP. MaKeTbl, 0TBEYAOLLME YCA0BUAM 3a NUCH, ByayT 61OKUpo-
BaTbCA KOMMyTaTopom. Mpu MCNob30Ba HUM KAKOYEBOTO C/I0Ba
disable-port ¢usnueckuit nHTe pdeic, NPUHABLLWIA Ta KON MaKerT,
byneT BblkAtOYeH. MNpn ncnonb3oBaHUK Katoyesoro cnosa log-
input byaeT oTnpaB/eHO COObLLE HAE B CUCTE MHBIN XKyp Ha /1.

no deny icmp {any | source_prefix/length}{any |
destination_prefix/length}{any | icmp_type} {any |
icmp_code}[dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YaansaeT co34aHHYIo paHee 3anuch.

deny tcp {any | source_prefix/length}{any | source_port}
{any | destination_prefix/length}{any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6asnaeT 3anpeLyatouyto 3a nucb GuabTpa LM AN NPOTOKOA
TCP. NaKeTbl, 0OTBEYAtOLME YCNOBUAM 3aNucK, byayT 610Kupo-
BaTbCA KOMMYTaTOPOM. MpUW NCNONb30Ba HUM KAKOYEBOTO C/I0BA
disable-port ¢pusnyeckuii nHTe pdeitc, NPUHABLIKIA TaKO I MAKeT,
byneT BblkNtOYeH. MNpun 1UCcNob30BaHUK KatoyeBoro cnosa log-
input byaeT oTNpaB/aeHO COODLLE HME B CUCTE MHbIN JKyp Ha /1.

no deny tcp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length}{any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YpansaeT co3gaHHylo paHee 3anuch.

deny udp {any | source_prefix/length}{any | source_port}
{any | destination_prefix/length}{any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[OobasnaeT 3anpeLLatowyto 3a nucb puabTpa Lum 415 NP OTOKOM
UDP. NMaKeTbl, 0TBEYatOLWME YCIOBUAM 3a NncH, ByayT 6aoKkupo-
BaTbCA KOMMYTaTOPOM. MpU NCNONb30BA HUM KOYEBOTO C/I0BA
disable-port ¢pusnyeckuii nHTe pdeitc, NPUHABLLINIA TaKO I MaKeT,
byneT BblkNOYeH. MNpu 1Ucnosb3oBaHUKM KatoveBoro cnosa log-
input 6yaeT oTnpaBAeHO coobLLE HAE B CUCTE MHbIN XKypHa A.
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no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length}{any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YaanaeT co3faHHylo paHee 3anuch.

offset-list offset_list_name {offset_base offset maskvalue}

Co34aéT Ccnucok Wa bnoHO B NoNb30BaTeNs C UMeHe M name. vaA
MOKeT BKAYaTboT1 40 32 cMMBOJI0B. B 04HO I KOMaHAe MOXKET
cofiepraTbCa A0 TPUHAALATHU WAbNOHOB B 3aBUCMMOCTM OT Bbk
6paHHOIO pe’Knuma HaCTPOMKM CMUCKOB A0CTyna (KomaHaa set
system mode), BK/IloYa IOLUX C/le AyIOLLME Ma PaMEeTPbI:
- offset_base —6a30Boe CMme LeHWe . BO3MOXKHbIe 3HaYeHMs:

I3 —Hauyano cme WweHnA c Havana | Pv6-3aronoeka;

14 —Hauyano cme WeHnA c KoHua | Pvb-3aronoBKa.
- offset — cme we HWe 6aliTa AaHHbIX B Npe ge fax nakKeTta. basosoe
CMe LLie HWe NPUHMMA e TCA 33 HaYao OTCYeTa;
- mask — macka. B aHanM3e nakeTa NPMHUMA IOT y4acTue TOJbKO
Te pa3psagbl 6aiTa, ANA KOTOPbIX B COOTBETCTBYHOLWMX pa3padax
mackusapgaHa ‘0’;
- value — nckomoe 3HaueHwe.

no offset-list offset_list_name

YnanaeT co3gaHHbIN pa Hee CNUCOK.

5.27.3 KoHdpuzypayus ACL Ha 6aze MAC

B maHHOM pasgene npueeeHbl 3HAYEHUA U ONMUCAHMA OCHOBHbLIX MAPaMETPOB, UCMOAb3yEMbIX B
cocTaBe KoMaHA HacTpoiku cnuckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu.

Co3gaHne n BXof4 B pexXum pegakTupoBaHuA cnmuckoB ACL, ocHoBaHHbIXx Ha MAC-agpecauumm,
ocylLecTBaAeTCcANO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, ana cosgaHua cnucka ACL nog HasBaHMem MESmac Heobxogumo BbINOAHUTb

cneaylolimMe KomaHapl:

console#
console# configure

console (config)# mac access-list extended MESmac

console (config-mac-al) #

Tabnunua 245 — OcHOBHble NapameTpbl, UCNOb3yeMble B KOMaHAAX

Mapamemp 3HaveHue Aelicmsue
permit [elicTBMe pa3pewmnTb Co3paeT paspewatolLee npasuio puabTpaymm e cnucke ACL.
deny [OelictBye 3anpeTutb Co3paeT3anpeuatollee npasuao punbTpaymm s cnmucke ACL.
source AapecoTtnpasurens Onpepenaer MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca

Macka onpegenset 6utbl MAC-aapeca, KOTopble He 0 6X0 AMMO U
HOPMPOBATb. B 3HaY€HMUA UTHO P MPYE MbIX BUTO B A0 /1IKHbI ObITb 3a-
nuca Hbl e AuHULLbI. Ha nprume p, UCNO/1b3yA Ma CKY, MO *KHO onpeae-
NnTb AnA NpaBuna GunbTpaumm ama nasoHa MAC-agpecos. YTobbl

UCTOYHMKA n06aBUTL B NpaBuno ¢punbTpaumm sce MAC-aapeca, HaYnHA oL+
eca Ha 00:00:02:AA.xx.xx, He0o6x0AMUMO 33 4aTb 3HAaUYEHNE MACKM
0.0.0.0.FF.FF, TOo ecTb, cornacHo AaHHOW macke, nocnegHve 32
6uta MAC-aapeca byayT He BaKHbl 414 a HA /iv3a.
destination AfpecHa3HavyeHuA Onpegenaer MAC-agpec Ha3HaYeHnA nakerta.

destination_wildcard
wildcard-macka agpeca

Macka onpegenset 6utbl MAC-agpeca, KoTopble He 0 6X0AMMO U
HOpPWPOBaTb. B 3HaYeHWA UrHO pUPYeE MbIX BUTOB LLO/IXKHbI BbITb 33-

Ha 3Ha ye HuA nuMcaHbl eauHWUbl. MacKka MCMo/ib3yeTca aHaNOMMYHO Macke
source_wildcard.
vlan_id vlan_id: (0..4095) MNoaceTb VLAN dpunbTpye mMbix Na Ke ToB.
cos cos:(0..7) Knaccobcnyskusa Hua (CoS) dnnbTpye Mbix NaKeToB.
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cos_wildcard

wildcard-macka agpeca
obcnymBaHua (CoS)
dunbTpye MbIx NaKkeToB

Macka onpegenset 6utbl CoS, KOTOpble He 06X041MMO UrHO PUPO-
BaTb. B 3HaueHWs UrHo pupye mbix BUTOB [,01KHbI ObITb 33 MNUCAHbI
e anHuubl. Hanpumep, 4Tobbl Mcnonb3oBaTb B Npasune ¢ounbTpa-
yum CoS 6 1 7, Heobxoammo B nosne CoS yKka3aTb 3HayeHne 6, o
7, a B none Macku 3HayeHune 1 (7 B 4BOMYHOM MNpeAcTaBAeHM —
111, 1 — 001, nonyyaeTca, YTO NocnesHui 6uT byaeT UrHOPMUPO-
BaTbCA, TO ecTb CoS moeT6biTb Mbo 110 (6), "nbo 111 (7)).

eth_type Ethernet-Tun ¢punbTpye Mbix NaKETOB B LIe CTHA ALATEPUYHOM 3a-
eth_type: (0..0xFFFF)
nmcu.
disable-port BbIK/IlOYa €T NOPT, CKOTOPOro Obl/I NPUHAT NaKeT, yA,0BAeTBOPSAH-
LM YyCNOBMAM KOMa HAbI 3anpeTa deny.
log-input . BK/toua eT 0TNpaBKy MHBO P Ma L MO HHbIX COO BLLEHUIA B CUCTE MHBI
g-inp OTnpaBKa coobLe Hui paBky vrbopmay N W
YKYPHa 1 NPy NOyYe HUM NaKeTa, KOTOPbI COOTBETCTBYET 3a NUCK.
time_name Nmsa npodunsa Onpeaenset KOHPUrypa Lo Bp eMEHHbIX MHTE PBAJIOB.

KoHburypaummtime-range

offset_list_name o
ffset_list_ Mo6aiToBOE CME LLEHNE OT

KNOYEBOM TOYKM

3a/aeT UCNo/Ib30BaHMe CNMcKa WwabaoHOB NoAb3oBaTeNs AF pac-
nosHa Ba HuA na KeTo.. [111 Kaxkaoro cnncka ACL mo»KeT 6bITb onpe-
AeNeH CBOW CMUCOK LWwa baoHoB.

ace-priorit
P y MHpekcnpaBuna

MHaeKc npaBsuna B Tabavue, Yem meHbLUE UHAEKC —TEM NPUO P
TeTHee npaswno 1-2147483647.

Y
\%

pameTp «any».

Ona ebi6opa Bcero gnMana3oHa napameTpos, Kpome dscp u IP-precedence, ucnonbayercana-

Ecnun nakeT nonagaeT noA Kputepwuii npasuna B ACL, TO Hag, HUM BbINONHAETCA AeiicTBUe
aToro npasuna (permit/deny). JanbHeiiwan npoBepKa He NPOU3BOAMUTCA.

Ecnun Ha uHTepdeitc HazHaueHbl IP ¥ MAC ACL, To nepBOHa4anbHO NakeT 6yaeT nposepeH Ha
cootBeTtcTBue npasunam IP ACL, norom MAC ACL (B cny4yae, ecam He nonagéTt noa Aencreme

HU ogHoro u3 npasun IP ACL).

Ecnau nocne npoBepKu Ha cooTtBeTcTBUe npasunam IP unu MAC ACL (Korga 1 ACL HasHaueH
Ha uHTepdeiic) unm IP 1 MAC ACL (Korga 2 ACL Ha3HaueHbl Ha MHTep¢eic) NakeT He nonan
noa AeicTere HA O4HOrO U3 NPaBWUA, TO Hag, AaHHbIM NAaKeTOM 6yaeT NPUMEHEHO aeicTene

"denyany any".

Tabnuua 246 — KomaHapl, ucnosibayembie ana HacTpolku ACL-cnuckoBs Ha ocHoBe MAC-aapecauunu

KomaHda

Aeilicmeue

permit {any | source source-wildcard}{any | destination
destination_wildcard}[vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[obaBnaeTpaspeLlatoLLyto 3anucb ¢puabTpaLmu. MaKeTbl, oTBe-
Yatowme ycsoBuaAM 3anucy, byayT ob6pabaTbiBaTbCA KOMMYTA-
TopoMm.

no permit {any | source source-wildcard}{any |
destination destination_wildcard} [vlanvian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

YpanseT co3gaHHylo paHee 3anuch.

deny {any | source source-wildcard}{any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[o6asnaeT3anpeLyatoLLyto 3anucb GuabTpaumu. MaKeTbl, oTee-
Yatolme ycnoBmaAM 3a nucK, ByayT 610KMUP0BaTbCA KOMMYTATO-
pom. Mpu ncnonb3oBaHUK Katoyesoro cnosa disable-port, dpu-
314 eCKui MHTe pdeic, NPUHABLLWIA Ta KO NaKeT, byaeT BbIK/o-
YyeH.

Mp ¥ McNoIb30Ba HUM KNKOYE BOTO C10Ba log-input byaeT oTnpas-
NIeHO COOBLLE HME B CUCTE MHBIN KYpHA 1.

no deny {any | source source-wildcard}{any | destination
destination_wildcard} [vlan vlan_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

YpanseT co3gaHHyto paHee 3anuch.
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offset-list offset_list_name {offset_base offset mask value}

Co3paéT cnucok wabnoHoB Nonb3oBaTens ¢ UMeHem name.
Nms moxeT BKAOYaTb 0T1 40 32 cumBo/10B. B 0 A4HO I KOMaHae
MOKET CoAe PXKaTbCA 4,0 TPUHA ALLATV WabNoHO B B 3aBUCUMOCTU
OT BbIOPAHHOTO pe’KMma HaCTPOWKWM CNUCKOB AocTyna (Ko-
MaHAa set system mode), BKAOYatOLWMX cCneayowume napa-
MeTpbI:
- offset_base —6a30Boe CMe LieHWe . BO3MOXKHbIE 3HaYeHUs:

12 —Hayano cmewenua ot EtherType;

outer-tag —Ha4ano cmeweHua ot STAG;

inner-tag — Hauano cme wenwms ot CTAG;

src-mac— Ha4vano cme weHua c MAC-a gpeca UCTOYHMKKA;

dst-mac —Hayva o cme weHus ¢ MAC-agpeca Ha 3HauyeHusn.
- offset — cme e HWe GaiTa JaHHbIX B Npeenax naketa. baso-
BOE€ CMe Le HMe NMPMHUMA eTCA 3a HAaYa/l0 0TCYeTa;
- mask —macka. B aHanv3e naketa NpUHMMA HOT y4a CTUE TOJIbKO
Te pa3paAgbl 6aliTa, 419 KOTOPbIX B COOTBETCTBYIOLLMX pa3pagax
MacKun3sagaHa ‘0’;
- value — ICKOMO e 3HaueHwe.

no offset-list offset_list_name

Ypanaet CO3ﬂ,aHHbIﬁ paHee CnUCokK.

5.28 KoHowurypauma sawmtbl ot DoS-atak

[aHHbIV KNacc KomaHz No3BoAeT 6/10KMPOBaATb HEKOTOPbIE PacnpoCTpaHeHHble Kaaccbl DoS-aTak.

KomaHObI pexcuma 2106 a76HOU KoHu2ypayuu

KomaHaHan CTpoKa B pekume rnobanbHOM KOHOUIypaumum umeeT BUA,

console (config)#

Tabnuua 247 — KomaHapl ANnA HAaCTPOMKK 3awmTbl oT DoS-aTak

3Ha4yeHue/3HaveHue
no ymon4aHuo

KomaHda

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-agpec

3anpeLwaeTNpoXoKAEHWE KagpoB C He 4,0 MYCTUMbIMU («Ma pcua H-
CKMmMy») | P-a gpecamm nctouHuKa (loopback, broadcast, multicast).

security-suite deny syn-fin

OTtbpacbiBaeT nakeTbl TCP ¢ 0AHOBPEMEHHO YCTaHOB/IE HHbIMU
SYN-u FIN- ¢naramm.

- - - -/BKOYE HO
no security-suite deny syn-fin

Bbikntoua et pyHKLMIO 0TOpackiBaHua naketos TCP cogHoBpe-
Me HHO ycTa HoB/e HHbIMKU SYN- 1 FIN- ¢naramu.

security-suite dos protect

{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeLaeT/paspewaeT NPOXoKAeHNEe ONpeseeHHbIX TUMoB Tpa-
®UKa, Xa pa KTePHbIX 418 BPELOHOCHbIX NPOrpamm:

- stacheldraht — ot6pacbiBaeT TCP-naKeTbl C NOPTOM UCTOYHWMKA
paBHbIM 16660;

- invasor-trojan — ot6pa cbiBaeT TCP-nakeTbl C NOPTOM Ha3Ha YeHuA
paBHbIM 2140 M NOPTOM UCTOYHUKA 1024;

- back-orifice-trojan —oT6pacbiBaeT UDP-nakeTbl c NOPTOM Ha 3Ha-
yeHuA 31337 M NOPTOM UCTOYHUKA paBHbim 1024.

security-suite enable [global-
rules-only]

-/BbIK/IIOYE HO

BK/toYa eT Knacc KoMaHA security-suite.
- global-rules-only — oTkn4aeT Knacc KomaHg, security-suite Ha

uHTe pde Mcax.
V He Banser Ha paboty KomaHAbl security-suite deny syn-
/ fin.

no security-suite enable

OTKAlOYa eT K/1acC KoMaHA security-suite.
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security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

HacTtpauBaet pexxvm 3a wutbl oT SYN-aTak:

- block — oTb6pacbiBaeT npepgHa3HayeHHble ycTpoicTBy TCP-
naKeTbl ¢ ycTaHoBAeHHbIM dnarom SYN n dopmmpyeT npeaynpe-
*aatouwee coobueHve;

- report — dopmupyeT Npeaynpexaatoliee coobuieHne npunpu-
xoJ4e npejHasHayvyeHHoro ycTpoictey TCP-nakeTa ¢ ycTaHOBAE H-
Hbim Pnarom SYN;

- disable — oTknouaeT 3awuTy.

HacTpanBaeT pexunm no ymoi4a Huio.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec:(10..600) / 60

Onpepensaet MHTe pBas, No UcTeye HUM KoToporo byaeT pasdbnok
poBaH paHee 33610 KMPO BaHHbIA UCTOYHUK SYN-aTaku.

YcTaHaBAMBa eT3HaYeHme no YMO/ITHaHUIO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate:(20..200) / 80

OnpeenseT ckoOpocTb (KOIMYECTBO NAaKETOB B CEKYHAY) OT KOH-
KPEeTHOro UCTOYHMKA, NPU KOTOPOM 3TOT UCTOUYHUK ByaeT naeHTH
duLMpPOBaH Ka K a TaKYIOLLWNA.

YcTaHa BAnBa eT3HaYeHue no YMO IHaHUIO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

—/BbIKAOYE HO

Bkntoua et BegeHue ctatucTuku SYN-aTak.

Bbikntoya eT BegeHne ctaTucTuku SYN-aTak.

KomaHOb!I pexcuma KoHgpu2ypauuu uHmepagetica Ethernet, 2pynnsi nopmos

KomaHgHas cTpoKa B pexume KoHoUrypaumm nntepdeica Ethernet, rpynnbi noptoB umeeT BuA;

console

(config-if)#

Tabnuua 248 — KomaHaa KoHurypaumm 3awmTtbl oT DoS-aTak gnsa uHTepdeicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmaTe IP-agpeca um
npe dukca

CosgaeT npaswio, 3anpeLiaroLLee NpoxoxKaeHue Tpadmka, co-
OTBETCTBYIOLLEro KpUTEPUAM.

- fragmented — ¢pparme HTUpOBaHHbIE NAKETbI;

-icmp — ICMP-Tpa ¢uk;

- Syn — syn-nakeTbl.

YpanseT 3anpewiatolee npasuio.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate:(199..2000)
NaKeToBB CEKYHAY;
ip_address: —|P-appec;
mask: macka B
dopmaTe IP-appeca nm
npe dukca

3apaeT Nopor syn-3anpocoB Ha onpefeneHHbli | P-a apec/cets,
npv NpeBbiWeHUN KOTOPOTOo nWHUE Kagpbl byayT oTbpa bk
BaTbCA.

BoccTaHaBvMBaeT 3HaYeHUe No yMmoa4aHuio.

KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTpoOKM perkmma Privileged EXEC:

console#

Tabnuua 249 — KomaHgaa perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
0 yMOAYaHUIO

Aelicmeue

show security-suite configura-
tion

OTob6pakaeT Ha CTPOIKM 3a WnTbl oT DoS-aTak.

Ethernet-kommymamoper MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48

213




JHELTEX

show security-suite syn
protection {tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

te_port:(1..8/0/1..24);
hu_port:(1/0/1..6);
group:(1..48)

OTo6pakaeT Ha CTPOVKM 3a WuTbl oT SYN-aTakMonepatmeHoe
cocTofiHne uHTe pdelicoB.

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {tengigabitethernet
te_port | hundredgigabitether-
net hu_port | port-channel

groupj]

te_port:(1..8/0/1..24);
hu_port:(1/0/1..6);
group:(1..48)

OTo6paKaeT Ha CTPOMKM CTa TUCTMKM 3a WnTbl 0T SYN-aTak U UH-
dopma Lm0 06 UCTOYHMKA X a TaK K.
- detailed — oTo6pakaeT LONONAHUTE IbHYIO MHDO pMa Lmto 06
WUCTOYHUKE aTaKy;
- source-ip — 0TObpaKaeTMHOO pPMa Lpo A5 YKa 3aHHOTO ip-
ajpeca UCTOYHMKA;
- interface — oTo6paKaeT MHPOpPMaL M0 ANA YKA 3aHHOTO UH-
Tepodeiica.

V B cratucTuKe coxpaHaeTca uHpopmauyma o 512 no-

/ cnegHUX UCTOYHMKAX aTak.

clear security-suite syn
protection statistics

OumwaeT cTaTMCTUKY 06 UCTOYHUKa X SYN-aTaK.

5.29 KauectBo 06cnyxmuBaHua — QoS

Mo ymonyaHuio Ha BCex MOPTax KOMMYTaTopa MCMOAb3yeTCcA OpraHu3auma odyepeamn nNakeTos No
meToay FIFO: nepsbili npuwen — nepsbint ywén (First In — First Out). Bo Bpema MHTEHCUBHOM Nepeaaqm
TpaduKa Npu MCNONb30BaHUM AAHHOFO METOAa MOTYT BO3HUKHYTb NPo6aeMbl, MOCKObKY YCTPOACTBOM
WUFHOPUPYIOTCA BCe NaKkeTbl, He Bowepawmne B 6ydep ouvepean FIFO, M COOTBETCTBEHHO TepPAOTCA
6e3803BpaTHO. PelwaeT AaHHY Npobiemy meToh, OpraHM3yOLWMA oYepean No npuoputeTy TpaduKa.

MexaHuam QoS (Quality of service — kauyecTBO

06CNYKMBaAHUSA), Peasn30BaHHbIA B KOMMYyTaTOpaXx,

NoO3BONIAET OPraHN30BaTb BOCEMb oqepe,u,eﬁ NPUOPUTETA NAKETOB B 3aBUCMMOCTUN OT TUMNQA NepeaaBaeMbIX

OaHHbIX.

5.29.1 Hacmpoiika QoS

KomaHObI pexcuma 2106 an1bHOU KoHu2ypayuu

Bua 3anpoca KomaHAHOM CTPOKM perKmMma r1obanbHoM KoHPUrypaumm:

console (config) #

Tabnuua 250 — KomaHapl perkmma rnobanbHon KoHpuUrypaymm

3Ha4yeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO

qgos [basic | advanced PaspewaeTkommyTaTopy ucnosnb3zosatb QoS.

[ports-trusted | - basic — 6a308BbIi pexmm QoS;

ports-not-trusted]] - advanced — paclmMpeHHbIN peKum KoHdUrypa umum QoS, BKAtova-
IOLLLMIM NO/HbLIV NepeYeHb KOMaHA, Ha CTPo KK QoS;
- ports-trusted — B faHHOM NoApeMMe NaKeTbl HAa MPaBAAIOTCA B
BbIXOZHYIO O4epeib Ha OCHOBaHWM NOJIE N B 3TWX NaKeTax;

-/basic - ports-not-trusted — B faHHOM noapeXunme BCe NaKeTbl Ha MpaB-

NAOTCA B 04epesb, KOTopoW cooTBeTcTBYeT cos=0 (cooTBeTCrBYE
MOYHO MocMoTpeTb KoMaHgok «show qos interface queuing),
A4N19 OTNPaBKM B ApYrue oye pean TpebyeTca Ha3Ha UTb Ha BXOAHOM
nHTe p de ic cTpaTerno Knaccuduka umm Tpaduka (policy-map). 3Ha-
YyeHua dscp He yuuTbiBatoTCA NpU BbIGOpeE BbIXOAHOM OYepean B
STOM Nogpekume.
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gos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode trust

-/OoTKAO4YEH

YCTaHOBUTL MeTO4, J0BEPUA Ha NopTax nNpu paboTe B pexuve
pacLwmpeHHOro KoHdurypa umm QoS nnoapexume ports-trusted.
- cos — nopT AoBse pAeT 3HauveHuto 802.1p User priority;

-dscp —nopT AosepseT 3HayeHuo DSCP B | Pv4/IPv6-nakeTax;

- cos-dscp — nopT foBepseT 060Mm ypoBHAM, 0 AHaKo DSCP umeet
npuopwuteT Ha g 802.1p.

YcTaHaBAnBaeTmeToa no YMONYaHUIO.

class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name:(1..32)
CYMBOJIOB;
Mo ymonyaHuto
MCMONb3yeTCA onuua
match-all

1. Co3gaeT CNMCOK KpuTepue B KAa ccuduKa umm Tpadmka.
2. BXO4MT B peXKUM peaaKTMPOBaHUA CMIMCKA KpUTe pUeB Knaccu
dUKaumMnTpaduKa.
- match-all —Bce KpuTe puM gaHHOTO CNMCKA A,0/1XKHbI ObITb BbINOJ-
He Hbl;
- match-any — oauH, nto60M KpuUTe puii 4@ HHOTO CMIMCKA A0JIKEH
BbITb BbINO/IHE H.
B cnucKe KputepueB MoXKeT 6biTb O4HO MM ABa Npa-
V' Buna. Ecan npasmna ABa, n 06a OHKM yKa3blBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudukauua byger ocy-
LEeCTBAATLCA NO NepPBOMY B CMUCKE BEPHOMY MpPaBuny.

V . [eiicTByeT TONbKO ANA pexkuma qos advanced.

YpanaeT cnncoK KputTepmes Knaccudmka Lum tpaduka.

policy-map policy_ map_name

no policy-map
policy_map_name

policy_map_name:(1..32)
CYMBO/IOB

1. Co3paeT cTpaTernio Knaccuduka uum tpaduka.
2. BxoauT B pekum pegaKTMpoBaHUA CTpaTernm Kna ccuduka umm
Tpaduka.
B ogHOM HanpaBneHUM NoAfepPKMBAETCA TONbKO OAHA
V cTpatervsa KnaccuduKkaumnm Tpadpumka.
. Mo ymonuaHwuio policy-map ycraHasamsaet DSCP = 0 ana
IP-nakeToB u CoS = 0 AnA TerMpoBaHHbIX NAKETOB.

«' [DeiicTByeT TONbKO ANA pexkuma qos advanced.

YpanaeT npaBuno Knaccuduka uumtpaduka.
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gos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;
committed_rate_kbps:
(3..57982058) kb6uT/C;
excess_burst_byte:
(3000..19173960) 6a ifT;
peak_rate_kbps:
(3..57982058) kbuT/C;
peak_burst_byte:
(3000..19173960) 6a it

Onpepenset WabnoH HaCTPO ek, KOTOPbIV NO3BO/IAET OrPaHNYUTL
MoI0Cy NPOMYCKa HUA Ka Ha f1a.

MpupaboTe c Noa0CO M NPONYCKaHUA UCMNOIb3Ye TCA aarop UTM Map-
KMPOBA HHOM KKOP3WHbI». 33 4a4ei a Iro pUTMa ABAAETCA NP UHATVE
peleHua: nepeaats NakeT wam otbépocutb. MapameTpamm anro-
pUTMa ABNAIOTCA CKOPOCTb nocTynieHus (CIR) mapkepoB B «Kop-
3UHY» N 06BEM (CBS) «KOP3UHDBIN.

- committed-rate-kbps — cpepHee 3HauyeHue cKopocTu Tpaduka.
[laHHa A CKOPOCTb ra paHTUPYeTCA Npu ne pegaye Hpo pmaLuy;

- committed-burst-byte — pa3mep caepKmea towwero nopora B bait
Tax;

-drop —nakeT 6yaeT oTOPOLEH, KOTAA KKOP3MHA » Ne P EMNONHUTCS;
- policed-dscp-transmit — npu ne peno/siHe HUM KKOP3UHbI» 3Ha Ye-
Hue DSCP byneT nepeonpeaeneHo;

- peak — ycTaHOBUTb MOPOTOBOE 3HaYEHNE CKOPOCTU TpadmKa ¢ ne-
peonpeaeneHHbIMM 3HaYe Huamu DSCP;

- violate-action — ycTaHOBUWTb e iicTBMe Hag NaKeTom nocse npe-
BblLLE€ HUA MOPOTrOBOTO 3HaYEHUA.

Henb3a yaanuTb WabnoH HACTPoeK, eciv OH UCNo/b3y-

/i etca BcTpaternu policy map, nepes, yaaneHuem cnegyer

V yAanuTb Ha3HauyeHue wabnoHa crpatermun: no police
aggregate aggregate-policer-name.

«' [eAcTBYeT TONbKO ANA pexxuma qos advanced.

NapameTp policed-dscp-transmit nossonser npu npesbi-
WweHUU 3HauyeHnsa committed_rate uam peak_rate nepe-

/. AaTb NaKeT Aanblue, U3MEHUB B HEM MeTKy dscp, KoTo-
V pas HacTpauBaeTca KomaHAou gos map policed-dscp ¢
AONONHUTENbHBIM aprymeHTom violation B cnyvae ¢
peak_rate. Mpu aTom npu npesbilweHMn committed_rate

u peak_rate mo}XHO HacTpanBaTb pasHble 3HaueHua dscp.

YaanaeT wabnoH Ha CTpOeK perysimpoBaHusa CKOPOCTU Ka Hana.

qos aggregate-policer
aggregate_policer_name
pps committed_rate_kbps
committed_burst_packet
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_pps
peak_burst_packet
[violate-action {drop |
policed-dscp-transmit}]]}]

committed_rate_pps:
(125..19531250) pps;

committed_burst_packet:

(1..19531250) packet;
aggregate_policer_name:
(1..32) cumBoNOB;
peak_rate_pps:
(125..19531250) pps;
peak_burst_byte:
(1..19531250) packet

Onpepaensaet WabnoH HaCTPOEK, KOTOPbIN NO3BOIAET OTPAHNYUTL
nosiocy NPONyCKaHWA KaHaia M B TO e BPeMsA rapaHTMpoBaTb
onpeAeIeHHY0 CKOPOCTb Ne pesaym AaHHbIX.

MpunpaboTe c NONOCOMN NPONYCKaHWUA UCNO/Ib3Ye TCA aArop UTM Map-
KMPOBA HHOM KKOP3WHbI». 33 4aYer a Iro pUTMa ABNAAETCA NP UHATYE
peweHua: nepepatb NaKeT an oTbpocutb. Mapametpamu anro-
puTMa aBAAOTCA cKopocTb noctynneHusa (CIR) mapkepoB B «Kop-
3UHY» N 06BEM (CBS) «KOP3MHDBIN.

- committed-rate-kbps — cpe AHe e 3HaUYeHWe CKOPOCTU TpaduKa B
pps;

- committed-burst-byte — pa3mep caepKmBa towwero nopora B bait
Tax;

-drop —nakeT 6yaeT oTOpOLEH, KOTAA KKOP3MHA » Ne PENONHUTCS;
- policed-dscp-transmit — npu ne peno/siHe HUM «KOP3UHBI» 3Ha Ye-
Hue DSCP byneT nepeonpeaeneHo.

Henb3a yaanuTtb WabnoH HaCTpoek, ecnu OH MCNoNb3y-

V’. erca B ctpaternu policy map, nepes, yaaneHuem cnegyer
yAanuTb HasHaueHue wabnoHa crpatermu: no police
aggregate aggregate-policer-name.

«' [DeiicTByeT TONbKO ANA pexkuma qos advanced.

NapamerTp policed-dscp-transmit no3sonser npu npesbi-
WweHUn 3HaueHna committed_rate uamn peak_rate nepe-

/. paTb nakeT Aanblue, USMEHUB B Hem MeTKy dscp, KOoTo-
V pas HacTpauBaeTca KOmaHAo gos map policed-dscp ¢
AOMNONHUTENbHBIM aprymeHTom violation B cnyuyae ¢
peak_rate. Mpu 3TOM Npu npesbieHMU committed_rate

1 peak_rate Mo}KHO HacTpanBaTb pa3Hble 3HaYeHusA dscp.
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no qos aggregate-policer
aggregate_policer_name

YaanaeT wabnoH Ha CTPOeK perysiMpoBaHWa CKOPOCTU Ka Haa.

gos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list:(0..63)
dscp_mark_down:(0..63)
Mo ymon4yaHuo Tabaunua
NOBTOPHO M Ma PKMUP OBKM
ABNAETCA MNYCTON, TO €CTb
3HauyeHua DSCP gna scex
BXOAALMX MAKeTOB
OCTaoTCA He U3Me HHbIMM

3anonHsaeT Tabamuy ne pemapkmposku DSCP. Ina BXoAALLMX Na Ke-
TOB C YKa3aHHbIMKM 3HavyeHuamn DSCP 3apaeTr HoBOe 3HauveH/e
DSCP.

- dscp_list— onpepenset o 8 3HaueHun DSCP, 3Haye HUA pa3gens-
I0TCA 3HAa KOM Npo6e na;

-dscp_mark_down — onpe aenseTt HoBOe 3HaYeHWe dscp;

- violation —3agaTbHoBOe 3HauYeHWe DSCP B NnakeTe nNpu npe Bbiwe-
HWM 3HaYeHus peak_rate.

V‘ DeAcTByeT TONbKO ANA pexkuma gos advanced.

YcTaHa BAuBa eT3HavYeHuA no YMO4a HUIO.

wrr-queue cos-map queue_id
cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cos1...cos8:(0..7);
3HayveHua CoS no
YMO Y@ HUKo ana
oyepegen:
CoS=1-ouepeabl
CoS=2-o4yepeap 2
CoS=0-o4yepeab3
CoS=3-o4yepeab 4
CoS=4-o4epeab5
CoS=5—-o04epeab 6
CoS=6-o4yepeab7
CoS=7-o4epeab 8

Onpeaenset 3HaueHua CoS ans oye pegen Ucxoaauero Tpaduka.

YcTaHa BAuBa eT3HavYeHuA no YMO4a HUKO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHuo BeC
KaxgoioyepeampaseH 1

MprcBaunBaeT BEC UCXOAALLMM OYepeJaM, UCMOoIb3ye Mbli MeXa-
Hu3mom WRR (Weighted Round Robin — BecoBoit mexaH13m pac-
npeaeneHvs Harpysku).

YcTaHa BAnBa eT3HaYeHWe no YMONYaHUIO.

priority-queue out
num-of-queues
number_of_queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonyaHuio Bce
ovyepeanobpabartbiBatoTca
no anropuTmy «strict
priority».

3aaeT KoMYEeCcTBO NMPUOPUTETHBIX OYe pesel.
V" DOna npuopurtetHoii ouepean sec WRR 6yaeT urHopupo-
‘ BaTbCA.
Ecnn 3apaetca otamuHoe ot «0» 3HayeHue N, To cTapuime
N ouepegeii 6yayT npuoputeTHbimu (He 6yayT yyactBo-
BaTb B WRR).
Mpumep:
0: Bce ouepeaun paBHOMPaBHbI;
1: cemb mnagwmx ouepeaenn yyacrsytotr B WRR, 8-asa He
yyactsyer;
2: wecTb MNagwmux oyepeaeint yyacrsytor B WRR, 7, 8 He
y4acTByloT.

YcTaHa BAnBa eT3HaYeHWe no YMONYaHUIO.

gos map enable {cos-dscp |
dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

Mcnonb3oBaTh 33 4aHHy0 TabauLy nepemapKUpoBKU AN fo0Be-
p€HHbIX TOPTOB KOMMYyTATOpA.

He ncnonb3oBaTbTab/mLy ne pemapKUp OBKU.

gos map dscp-mutation
in_dscp to out_dscp

no gos map dscp-mutation
[in_dscp]

in_dscp:(0..63),
out_dscp:(0..63)

Mo ymo4a HWIO Ka pTa u3-
Me HEe HUI1 ABNAETCA NYCTOW,
TO ecTb 3HayeHua DSCP gna

BCEX BXOAALLMX NaKeTOB

OCTaOTCA He U3Me HHbIMU

3anosiHAeT Tabamuy ne pemapkunposku DSCP. [1na Bxo4ALLmMX Na Ke-
TOB C YKa3aHHbIMM 3HavyeHuamn DSCP 3aaaeT HOBble 3HAYeHH
DSCP.

- in-dscp — onpegenset o 8 3HayeHuit DSCP, 3HaueHusa pa3gens-
I0TCA 3HaKOM Npobe na;

- out-dscp — onpepenseT A0 8 HOBbIX 3HauyeHUn DSCP, 3Haue HuA
pasaenatoTca 3HaKom npobe na.

V DeiicTByeT TONBKO ANA pexkuma qos basic.

YcTaHa BAMBa eT3HAaYeHusA No yMmo4a HUo.

Ethernet-kommymamoper MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48

217




JHELTEX

gos map policed-dscp
dscp_listto dscp_mark_down

no gos map policed-dscp
[dscp_list]

dscp_list:(0..63)
dscp_mark_down:(0..63)
Mo ymonyaHuo Tabamya
NOBTOPHO W Ma PKUP OBKU
ABNAETCA MYCTON, TO €CTb
3HayeHusa DSCP gna scex
BXOAALLMX MAKETOB
0OCTaoTCA HE U3ME HHbIMM

3anonHsaeT Tabamuy ne pemapkmposku DSCP. Ina BXxoAALLMX Na Ke-
TOB C YKa3aHHbIMM 3HavyeHuaMmn DSCP 3agaeT HOBOe 3HauYeHne
DSCP.

-dscp_list— onpepenset oo 8 3HaueHuii DSCP, 3Haue HUA pa3aens-
I0TCA 3HaKOM Npobe na;

-dscp_mark_down — onpe e nseT HoBoe 3Ha YeHue dscp.

V’ DeiicTByeT TONbKO ana pexkuma gqos advanced.

YcTaHa BAMBa eT3HaYeHMe N0 YMOYaHMIO.

gos map dscp-queue dscp_list
to queue_id

no gos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HayeHMA Mo YMOIYa HUIO:
DSCP: (0-7), ouepeab 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeap 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepegp 5
DSCP: (40-47), ouepepp 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBAMBaeT COOTBETCTBME Me XAy 3HaueHuamu DSCP Bxoasa-
LLMX NAaKETOB M 0Ye peaamM.

-dscp_list—onpepenaeT ao 8 3HaueHuit DSCP, 3Haye HWA pa3gens-
t0TCA 3HaKOM npobena.

YcTaHaBAuBa eT3HavYeHuA No YMO4a HUIO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YcTaHa BAMBa ET pEXKMM 4,0BEpUA KOMMYTaTopa B 6a30BOM pexuvie
QoS (CoS nnn DSCP).

- COS — YCTa Ha B/IMBA eT KAaccndUKa LMo BXO AALLMX N KETOB MO 3Ha-
yeHuam CoS. [1na HeTerMpoBaHHbIX NaKeTOB UCMO/b3yeTCcA 3Have-
Hue CoS No ymonyaHuio;

-dscp — ycTaHaBAMBaET KaaccudUKa LU0 BXOAALLMX NaKeToB Mo
3HaueHuam DSCP.

- cos-dscp — yCTaHaB/IMBa €T K/a ccUOMKa LLMIO BXO AALLMX Na KETOB
no 3HayeHmnam DSCP ana IP-nakeToB 1 No 3HavyeHuam CoS ana He
IP-nakeTOB.

V DeiicTByeT TONbKO ANA pexxuma qos basic.

YcTaHa BAnBa eT3HaYeHWA N0 YMONYa HUIO.

gos dscp-mutation

no qos dscp-mutation

Mo3BonAeT NPUMeE HUTb Ta 6anLY U3Me He HUIA dS Cp K COBOKYMHOCTU
dscp-poBepeHHbIXx NOpToB. Mcnoib3oBaHue Tabauubl U3me He HWi
no3BonAeT nepesanucaTb 3HayeHna dscp B IP-nakeTax Ha HOBble
3HaYeHuA.

V MpumeHuTs Tabnumuy wusmeHeHuit DSCP BO3MOXHO

TONbKO A/1A BXOAALLEro TpaduKa f0BepeHHbIX NOPTOB.
V [JeiicTByeT TONbKO Ana pexkxuma qos basic.

OTmeHAeT UCNonb30BaHue KapTbl U3Sme He HWUA dSCp.

gos map dscp-mutation
in_dscp to out_dscp

in_dscp: (0..63);
out_dscp:(0..63)

Mo yMon4a HUIO KapTa
u3Me He HUii ABAseTCA
NycToW, TO eCTb 3HaYeHUA
DSCP gnsa Bce x BXO AALLMX
naKeToBOCTatOTCA
He M3me HHbIMM

3anonHsaeT Tabamuy ne pemapkuposku DSCP. 15 BXO4ALWMX Na Ke-
TOB C YKa3aHHbIMM 3HaYeHnAMN DSCP 3agaeT HOBble 3HaYeHn
DSCP.

-in-dscp — onpeaenseT go 8 s3HauyeHuit DSCP, 3HaueHus pa3gens-
H0TCA 3HaKOM Npobena;

- out-dscp — onpepenseT A0 8 HOBbIX 3HauyeHUn DSCP, 3Haue HuA
pas3penatorcs 3Ha Kom npobe na.

V [elicTByeT TONbKO ANA pexuma gos basic.

no gqos map dscp-mutation
[in_dscp]

YcTaHa BAuBa eT3HavYeHuA No YMO4a HUKO.

rate-limit vlanvian_id rate
burst

no rate-limitvlan vian_id

vlan_id: (1..4094);
rate:(3..57982058) k6ut/c;
burst: (3000..19173960)
6aiT/128 Kba nt

YcTaHaBAMBaEeT OrpaHMYe HUE CKOPOCTU ANA BXoAAwWwero Tpaduka
AnA 3aaaHHo i VLAN.

-vlan_id — Homep VLAN:

- rate — cpegHAa ckopocTbTpaduKa (CIR);

- burst — pa3mep caepuBa towero nopora (orpaHU4eHne CKopo-
cTn) B BGaiTax.

CHumaeTt orpaHu4ye Hme CKopocCTu Bxogaulero Tpad)I/IKa .
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DHELTEX

KomaHOb! pexcuma pedakmupo8aHusa CnucKka Kpumepues Kaaccugukayuu mpaduka

Bua 3anpoca KOMaHAHOWM CTPOKKU peXMma PenaKkTMPOBaHUA CMUCKA KpUTE pueB KaaccuduKaumum
TpaduKa:

console# configure

console (config)# class-map class-map-name [match-all | match-any]

console (config-cmap) #

Tabnuua 251 — KomaHZbl peXknma peJaKTUPOBaHUA CNMCKA KPUTEPUEB KNaccuduKaumm Tpaduka

3HaveHue/3HaveHue .
KomaHda / Aelicmeue
no ymon4aHuro
match access-group ac/_name [o6asnaeTKputepuin Knaccuomka ummtpadmka. Onpegenset npa-
BuNa GunbTpa LM Tpa duKa no cnmcky ACL Ans Kna ccudmKa Lmnn.
acl_name: (1..32) 4 .
‘ [DeiicTByeT TONbKO ANA pexxuma qos advanced.
CMMBOJIOB
no match access-group YaanaeT Kputepuii Kna ccudmkaymmtpaduka.
acl_name

KomaHObI pexcuma pedakmuposaHusa cmpame2uu Kaaccugukayuu mpaguka

Bug,3anpoca KOMaHAHOW CTPOKM perKMMa peakTMPOBaHUA CTpaTerMmn Knaccupukaumm Tpaduka:

console# configure
console (config) # policy-map policy-map-name
console (config-pmap) #

Tabnunua 252 — KomaHabl pexxnma pefakTMpoBaHuA cTpaTernm knaccuduKkaumm tpadmka

Komahda 3HavyeHue/3HayeHue eiicmeue
o yMOAYaHUIO
class class_map_name Onpepenset NpaBuao Knaccuduka uum TpaduKa v BXOAUT B PEXAM
[access-group acl_name] KOHOUrypa umm npasuaa Knaccuduka upm —policy-map class.
-acl_name — onpepgenseT npasuna ¢unbTpauum Tpaduka no
cnncky ACL ana KnaccudmKka umn. Mpu co3ga HUMM HOBOTO Npaswia
Kna ccndmKa LMm o N Mo Ha IbHbBIM Na pa MeTp access-group obasaTe-
class_map_name: NeH.
(1..32) cumBonoB; Ona Toro 4Tob6bl MCNONb30BaTb HACTPOMKM CTpaTerum
acl_name:(1..32) V policy-map pna uHTepdeiica, Ucnonb3yitTe KomaHay
CUMBOIOB service-policy B pexxume KoHdurypauumn uutepdeiica.
V [DeiicTByeT TONbKO AnA pexxuma qos advanced.
no class class_map_name Ypanaet npasuno Knaccuduka umm Tpaduka class-map ms ctpate-
rmm policy-map.

KomaHOb! pexcuma KoHuU2ypayuu npasusaa Kaaccuguxkayuu

Buf, 3anpoca KOMaHAHOW CTPOKM PeXKUMA KOHPUIYpaL MM NPaBuna KaaccuduKaLmu:

console# configure

console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #
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Tabnuua 253 — KomaHabl perkMma KoHPUrypaumm npasmaa Knaccudmraumm

KomaHda

3HayeHue/3Ha4yeHue o
YMOAYAHUIO

Aelicmeue

trust

no trust

Mo ymo4a HUIO peKnm
[0BepUA He YCTaHOBAEH

Onpeaenser pekum 40Bepus K onpeaeneHHoMy TUny Tpa duka
cornacHo rno6aibHOMY peKUMY L,0BE pUA.

YcTaHaBAnBa eT3HayveHue no YMONYaHUIO.

set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

new_dscp: (0..63);
queue_id: (1..8);
new_cos:(0..7);
vlan_id: (1..4094)

YcTaHaBAMBA eTHOBbIE 3HAaYeHUa gna | P-nakeTa.
7  KomaHpa set ABnAeTcA B3aMMOMCK/IOUAIOLWEN C KO-
V MaHAoM trust a4na oaHoM U Toii XKe cTpaterum policy -
map.

s Crpaterum policy-map, ucnonb3sytowme KomaHap set,
V trust uam umerowmin knaccupukaumio ACL, HasHaua-

I0TCA TONBbKO ANA UCXOAALMX MHTepdeicoB.

V’ [DeiicTByeT TONbKO ANA pexxuma qos advanced.

no set YpanaeT HoBble 3HaYeHuA ana | P-nakeTa.
redirect { tengigabitethernet HanpaensaeT nakeTbl, y40B1eTBOPAOLLME NPaA BUNY KAa ccudu-
te_port | te_port:(1..8/0/1..32); KauunTpaduKa, B yKa3aHHbIA MOPT.

hundredgigabitethernet
hu_port | port-channel group}

no redirect

hu_port: (1/0/1..6);
group:(1..32)

YcTaHaBAUBa eT3HaYeHue N0 YMONYAHUIO.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

committed_rate_kbps:
(3..12582912) kbut/c;
committed_burst_byte:
(3000..19173960) 6a ifT;
peak_rate_kbps:
(3..57982058) kbut/c;
peak_burst_byte:
(3000..19173960) 6a it

Mo3BoNAET OrPaHMYUTL MONOCY NPOMYCKaHWA Ka Hana.

Mpwn paboTe ¢ NONOCOM NPOMYCKAaHUA UCMONb3YeTCsA A IrOPUTM
Ma PKMPOBAHHOW «KOP3MHbI». 3ajayeir anroputma ABASETH
NPUHATUE peLleHns: NepesaTb NakeT A oTbpocutb. MapamerT-
pamu anropuUTMa ABAAKOTCA CKOPOCTb noctynneHus (CIR) map-
KepOB B KKOP3UHY» U 06bEM (CBS) «KOP3UHbI».
-committed_rate_kbps — cpepHee 3HayeHWe CKOPOCTU Tpa-
duKa;

-committed_burst_byte — pa3mep caepKu1BatoLWero nopora B
bauTax;

-drop — nakeT bygeT oTOpOLLEH, KOrAa «KOP3MHA » Ne penost
HUTCS;

- policed-dscp-transmit — npu ne pe noiHe HAM KKO P3MHbI», 3Ha-
yeHue DSCP byneT nepeonpeneneHo.

- peak — ycTaHOBUTb MOPOTOBOE 3HAYEHME CKOPOCTUTPadUKa C
nepeonpeaeneHHbimu 3Have Huamm DSCP;

- volate-action — ycTaHOBUTL AelcTBME Ha g NaKeTom nocie
npeBblLLe HWA NOPOrOBOro 3HAYEHUA.

V DeiicTByeT TONbKO ANA pexkuma qos advanced.

Mapametp policed-dscp-transmit nossonaer npwm
npeebllWeHUNn 3HaYeHuAa committed-rate wamn
V peak_rate nepegaTb nakeT Aanblue, U3MEHUB B HEM
: MeTKy dscp, KoTopasa HacTpauBaeTca KOMaHA0M qos
map policed-dscp c AonNoONHUTENbHBIM apryMeHTOM
violation B cnyuae c peak_rate. Mpu atom npu npe-
BbiWweHun committed_rate u peak_rate moxHO
HacTpauBaTb pasHble 3HaYeHus dscp.

HasHauyaeT npasuny KnaccudmKkaumm Tpaduka LwabnoH
Ha CTPOEK, KOTOPbIN NO3BOJINET OTPAHUYUTL MONOCY NPONYCKa-
HWA KaHafa.

V | JleiicTBYeT TONbKO ANA pexkuma qos advanced.

no police YpanseT wabnaoH HAaCTPOEK peryiMpoBaHUA CKOPOCTU KaHaa
13 Npaswuia Knaccudrka umm Tpa dpuKa.
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police pps
committed_rate_pps
committed_burst_packet
[exceed-action {drop | policed-
dscp-transmit

[peak peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no police

committed_rate_pps:
(125..19531250) pps;

committed_burst_packet:

(1..19531250) packet;
peak_rate_pps:
(125..19531250) pps;

peak_burst_packet:
(1..19531250) packet

Mo3BoNAET OrPaHMYUTL MONOCY NPOMYCKaHWA Ka Hana.

Mpwn paboTe ¢ NONOCOM NPOMNYCKAaHUA UCMONb3YeTCA A ITOPUTM
Ma PKMPOBAHHOW «KOP3MHbI». 3ajayeirt anroputma ABAseTc
NPUHATUE peLleHns: NnepeaaTh NakeT uam oTbpocuts. MapameT-
pammK anropuTma ABAAOTCA CKOpOoCTb noctynaeHua (CIR) map-
KepOoB B «KOP3UHY» N 06bEM (CBS) «KOP3UHbBI».

- committed_rate_pps — cpe AHe e 3HaYeHMe CKOPOCTU TpadwKa
Bpps;

-committed_burst_packet —pa3mep caeprKuBatoLLero nopora
B balTax;

-drop — nakeT byaeT oTOpoOLLEH, KOr4a «KOP3MHA » e penos-
HUTCS;

- policed-dscp-transmit — npu ne penoiHe HAN KKO P3MHbI», 3Ha-
yeHue DSCP bygeT nepeonpegeneHo.

- peak — ycTaHOBUTb MOPOTOBOE 3HAaYeHMEe CKOPOCTUTPadUKa C
nepeonpegeneHHbiMu 3Have Huamm DSCP;

- volate-action — ycTaHOBUTL AelicTBME HA A NaKeTOm nowie
npeBblLLe HWA NOPOroBOro 3HaYEHUA.

V DeiicTByeT TONbKO ANA pexkuma qos advanced.

Mapametp policed-dscp-transmit nossonaer npwm
npesblleHUU 3HaYeHUa committed-rate wamn
! peak_rate nepegaTtb nakeT Aasnblue, U3SMEHUB B HEM
V MmeTKy dscp, KoTopasa HacTpauBaeTca KOMaHA0MU (oS
map policed-dscp ¢ 4ONONHUTENbHBIM aPryMEHTOM
violation B cnyuae c peak_rate. Mpu sTom npu npe-
BblWeHMU committed_rate u peak_rate MoOXKHO
HacTpauBaTb pasHble 3HaYeHus dscp.

YpanaeT wabnoH HAaCTPOEK PeryanpoBaHMa CKOPOCTM KaHama
13 NpaBwna KaaccuduKka umm tpa duka.

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKa3aTb HOMep monitor-ceccun ANA 3e pPKaAMPOBaHUA Tpa-
duKa.

OTmeHUTb 3e PKannpoBaHue.

KomaHObI pexcuma KoHguaypayuu npogunasa gos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM peXkMma KoHPUrypaumumn npoounsa gos tail-drop:

console# configure
console (config)# qgos tail-drop profile profile id
console (config-tdprofile) #

Tabnuua 254 — KomaHapl perkmuma KoHdurypauum npoduna qos tail-drop

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuto

Aelicmeue

port-limit /imit

no port-limit

limit: (0..7576)/25

3apaTb pa3mep NnaKeTHOro pasaenaemoro nyna gna nopta.

YCTaHOBUTb 3HAa Y€ HUE MO YMOIYAHUIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

no queue queue_id

limit: (0..7576)/12;
queue_id: (1..8)

M3me HUTb Na pa MeTpbl o4epeam:

- queue_id — Homep ouyepeay;

- limit— Konu4ecTBO NakeToB B OYepesy;

- without-sharing — 3anpeTutb gocTyn K 06LWE My NyAy;
- with-sharing —paspewutb gocTyn K 0bLwe my nyny.

YCTaHOBUTb 3HaYeHNE No YMONYaHUIO.

KomaHOb! pexcuma KoHgpu2ypauuu uHmepagetica Ethernet, 2pynnsi nopmos

Bug 3anpoca KOMaHAHOW CTPOKM perKMMa KoHOUrypauumn nHtepoeica Ethernet, rpynnbi nopTos:

console (config-if) #
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Tabnuua 255 — KomaHapl perkuma KoHdpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4YaHuro

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBoNOB

Ha3HauyaeT uHTe pdelicy cTpaTerunto Knaccuoduka Lum Tpaduka.

- deny-any — oT6pocutb Tpaduk, He Nnona Aatowmii Nog, ae ucTeme
NONUTUKY;

- permit-any — pas3peLwunTb NPOXoXAeHMe TpaduKa, He
nonazatoLLero noa ae ucTene noJsIMTUKN.

YaanaeT cTpaTternio Knaccnuduka umm tpa ouka c nHte pdeiica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
K6ut/c;
committed_burst:
(4096..12578880) 6a it

YcTaHaBAVBa €T OrpaHUYEe HUE CKOPOCTM ANA UCXoAALLero Tpadvka
yepes uHTe pdeic.

- committed_rate — cpe AHAA CKOpOCTbTpadmKa, KouT/c;

- committed_burst — pa3mep cae pKuBatoLLero nopora (orpaHwe-
HWe cKopocTu) B baiTax.

CHMMaeT orpaHuYeHne CKOpOCTH UCXOAsALLero Tpaduka yepes uH
Tepodeic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(64..100000000)
Kbut/c;
committed_burst:
(4096..12578880) 6a it

YcTaHaBAMBa €T OrpaHNYe HUE CKOPOCTU TPaduKa Yepes uHTep deiic
ONA UcxoaAaleMovepeau.

- committed_rate — cpe AHAR CKOpoCTbTpaduKa, K6uT/c;

- committed_burst — pa3mep cae pKuBatoLero nopora (orpaHwe-
HWe cKopocTu) B ba Tax.

CHUMaeT orpaHWYeHMe CKOPOCTU TpaduKa Yepes MHTe pdeiic g
ucxoaalei ovepean.

qos trust [cos | dscp |
cos-dscp]

no qos trust

-/BKAOYE HO

Bkntouya eT 6a30Bbili MeXaHW3M (OS AN1A UHTe pde ica.

- €os — NopT AoBe psaeT 3HaueHuto 802.1p User priority;

-dscp —nopT gosepset 3HauveHuo DSCP B |Pv4/IPv6-nakeTax;

- cos-dscp — nopT foBepsAeT 060Um ypoBHAM, 0 A4HaKo DSCP umeet
npuopwuteT Haa 802.1p.

BbiK/Ito4a eT 6a30Bbl Me XaHM3M (OS A8 MHTe pdelica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
Kéut/c;
burst:
(3000..19173960)
6a1t/128 kba it

YcTaHaBAVBa eTOrpaHUYEeHMe CKOPOCTM AN BXO AALLEro TpadmKa.

CHMMa eT orpaHUYe HUe CKOPOCTU BXO AALLEro TpaduKa.

qos cos default_cos

Nno qos cos

default_cos:(0..7)/0

YcTaHaBaunBa eT3HayeHne CoS no ymonyaHuio ansa nopta (CoS, npw
MeHsie Mblii A1 BCETO HETETMPOBAHHOMO TpadumKa, NPOXo JALErO
Yyepes uHTe poeiic).

YcTaHa BnBa eT 3HaYeHMe N0 YMOYAHMIO.

gos tail-drop profile profile_id

no qos tail-drop profile

profile_id: (1..8)

MpuBA3aTb YKa3aHHbI NPOdUb K NHTe p e icy.

YbpaTb NPUBA3KY.

KomaHob! pexcuma EXEC

Bua 3anpoca KOMaHAHOM CTPOKM peXxmma EXEC:

console#

Tabnuua 256 — KomaHapl perkmma EXEC

KomaHda

3HayeHue/3HayeHue
1o yMoAYaHUIO

Aelicmeue

show qos

Moka3biBaeT pexkum QOS, Ha CTPOEeHHbIN Ha ycTpoiicTBe. B Gaso-
BOM PEeKMUMe NOKa 3bIBAET «,0BEPEHHbIN» pexum (trust mode).

show class-map
[class_map_name]

class_map_name:(1..32)

CMumBO1a

MoKa3blBa eT CNUCKU KpUTe pueB Knaccudmka ummnmTpaduka.

« [OeiicTByeT TONbKO ANA pexuma gqos advanced.

222

Ethernet-kommymamoper MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48




DHELTEX

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MoKa3biBaeTnpaswia KaaccudpmKka umm Tpadumka.

V [eAcTByeT TONbKO ANA pexxuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3blBaeT Ha CTPOMKYM Cpe AHEe CKOPOCTU M OTpa HAYE HUA No-
NIOCbI MPOMYCKA HUA ANA NPa BUA KAa cCUUKa LM TpaduKa.

«' [DeiicTByeT TONbKO ANA pexkuma qos advanced.

show qos interface [buffers |
queuing | policers | shapers]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

te_port: (1..8/0/1..32);
hu_port:(1/0/1..6);
group:(1..32);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpbl ANA nHTE pdeiica.

-vlan_id — Homep VLAN;

- te_port — Home p uHTe poeicos Ethernet XG1-XG12;

- group — HOMep rpynnbl NOPTOB;

- buffers —HacTpoikn bydepa ana ouepepent uute pdelica;

- queueing — anroputm obpaboTkM ouepesgent (WRR nnmEF), Bec
ana WRR-ouyepegeli, knaccbl obcnykvBaHua gna odyepegen u
npuoputeT ana EF;

- policers — CKOHOUrypupoBaHHble CTPaTernM Knaccuduka Lm
Tpaduka gns nHte pdeitca;

- shapers — orpaHu4e HMe CKOpPOCTU AN1A Ucxo aALLero TpaduKa .

show qos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

Moka3bliBaeT MHGOPMa LMIO O 3a MeHe NnoJieli B Na KeTax, UCMofib-
3yembix QOS.

- dscp-queue — Tabauua cootsetctema DSCP noyepeaeis;
-dscp-dp — Tabnuua cootsercTeua meTok DSCP 1 npuopureTa
cbpoca (DP);

- policed-dscp —Taba1ua nepemapkmposkn DSCP;

- dscp-mutation —T1a6amua n3me He HMA DSCP-to-DSCP.

show qos tail-drop

MpocmoTp napametpostail-drop.

show qos tail-drop
tengigabitethernet te_port
hundredgigabitethernet
hu_port

te_port:(1..8/0/1..32);
hu_port:(1/0/1..6);

MpocmoTp tail-drop nHPopmaumm No KOHKPETHOMY NOPTY (Bcem
noprtam).

show qos tail-drop unit unit_id

unit_id: (1..8)

MpocmoTp tail-drop nHbO pma LMKM MO KOHKP ETHOMY YCTP O ACTBY B
cTekKe.

[pumepbl 8bIM0AHEHUS KOMAHO

= Bkaountb pexum QoS advanced. Pacnpepenutb Tpaduk no odyepeasm, naketbl ¢ DSCP 12 B
nepsyto ovyepeab, nakeTblic DSCP 16 Bo BTOpYt0. Bocbmas ouepeab—npuoputeTtHan. Co3aatb CTpa-
Teruno Knaccuduraumm Tpadmka no cnmucky ACL, paspewatowemy nepegady TCP-naketos c DSCP
12 n 16 1 orpaHNUYMBAIOLLYIO CKOPOCTb — cpeaHaa ckopocTb 1000 K6uT/c, mopor orpaHuyeHus
200000 6aiiT. Ucnonb3oBaTb aHHYO cTpaTernto Ha MHTepodeliicax Ethernet 14um 16.

console#

console# configure
console (config)# ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit
console (config) # gos advanced
console (config)# gos map dscp-queue 12 to I

console (config

console (config

#
#

)
)
console (config) # gos map dscp-queue 16 to 2
) # priority-queue out num-of-queues 1
)

policy-map traffic

console (config-pmap-c)# police 1000 200000 exceed-action drop
console (config-pmap-c)# exit
console (config-pmap) # exit
console (config) # interface tengigabitethernet 1/0/14
console (config-if)# service-policy input traffic
console (config-if)# exit
console (config) # interface tengigabitethernet 1/0/16
console (config-if)# service-policy input traffic

(
(
(
(
(
(
(c
(
console (config-pmap) # class classl access-group tcp ena
(
(
(
(
(
(
(
(
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console (config-if)# exit
console (config) #

5.29.2 Cmamucmuka QoS

KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

Bua 3anpoca KOMaHAHOM CTPOKM peXknma rnobanbHON KOHOUTypauun:
console (config) #

Tabnuua 257 — KomaHapl perkuma rnobanbHon KoHpuUry paymm

Komanda 3Ha4yeHue/3HayeHue Leiicmeue

no ymon4aHuro
qos statistics aggregate-policer Bkntoyaetr QOS-CTaTUCTUKY MO OrpaHUYE HUIO NOIOC NP OMNYyCKa-
aggregate_policer_name aggregate_policer_name: | Hus.
no qos statistics (1..32) OTkAto4aeT QOS-CTaTUCTUKY NO OrPaHMYe HUIO MOJI0C NP ONytKa-
aggregate-policer CYMBOJI0B/BbIKNOYEHO HUS.
aggregate_policer_name
gos statistics interface Bkntoya et cbop QOS-CTaTUCTUKM Ha BCe X MHTe p de licax.

-/BbIK/IlOY € HO
no qos statistics interface BbikAtoYa et cbop QOS-CTaTUCTUKM HA BCeX UHTE p e Hcax.
KomaHOob! pexcuma EXEC
Bua 3anpoca KOMaHAHOM CTPOKM peXxmma EXEC:
console#
Tabnuua 258 — KomaHapl perkmma EXEC
Komanda 3HayeHue/ 3HayeHue Neiicmeue
no ymon4aHuro

clear qos statistics - OuunwaeT cTa™cTUKy QoS no Bce M MHTe pde iMcam.
clear qos statistics interface te_port:(1..8/0/1..32); | Ounwaet craTucTMky QoS yKa3aHHOTO UHTE pde ica.
tengigabitethernet te_port | hu_port:(1/0/1..6)
hundredgigabitethernet
hu_port
show qos statistics - Moka3blBaeTcTaTMcTUKY QOS no Bce M uHTe pdelica m.
show qos statistics interface te_port:(1..8/0/1..32); | Moka3biBaeTcTaTUCTUKY QOS yKa3aHHOTo MHTe pdelica.
tengigabitethernet te_port | hu_port:(1/0/1..6)
hundredgigabitethernet
hu_port

5.30 KoHjurypauma npoToKONOB MapLUpyTU3aL UK

5.30.1 KoHdpueypayus cmamuyecKolii mapwpymu3sayuu

CTaTuyecKana maplipyTM3aumsa — BUA, MapLUpyTU3aLMKM, MPU KOTOPOM MapLUpyTbl YKa3bliBaloTCA B
ABHOM BMAE NPU KOHOUIYpaL MM MapLIpyTM3aTopa. Bca mapLwpyTmsauma npu 3Tom npomcxoamT bes yyactvs
KaKnx-11M60 NPOTOKO/I0B MapLIpyTH3aLMHn.
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KomaHObI pexcuma 2106anab6HOU KoOHpu2ypayuu

Bua 3anpoca KoMaHAHOM CTPOKM pexmma rnobanbHoM KoHOUrypaumm:

console (config) #

Tabnuua 259 — KomaHapl perkuma rnobasbHon KoHdpurypaumm

KomaHda

3HaveHue/ 3Ha4yeHue
Mo yMon4YaHuro

Aelicmeue

ip route prefix prefix_length
{reject-route | gateway
[metric metric] [track track
number]}

no ip route prefix prefix_length
{reject-route | gateway}

prefix: (A.B.C.D);
prefix_length: (A.B.C.D
wan /n);
gateway: (A.B.C.D)
metric(1..255)/1;
track_number: (1..64)

Co3paeT cTaTMyeckoe NpaBmIo Ma PLUPYTU3A LK.

- prefix —|P-aapec ce TM Ha 3HaYEeHWs;

- prefix_length —macka npepuKca Ha3HaYeHUA U eé aanHa ;

- reject-route — 3anpeLwaeT MapLPYTU3ALMIO K CETU Ha 3HA YeHUs
yepes BCe LWo3bI;

- gateway — | P-agpec wto3a 418 40CTYNa K Ce TU Ha 3HAYEeHUs;

- metric— MmeTpUKa ANA AAaHHOTO MapLpyTa;

- track_number — Homep track o6beKTa, onpeaenaroWwero cocTos-
Hue mapupyTta (up unmdown).

YpanaeTt npasuno us tabaunLbl CTa TUYECKO I Ma PLU PYTH3a LK.

KomaHob! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKM peXxmma EXEC:

console#

Tabnuua 260 — KomaHapl perkmma EXEC

KomaHda

3HayeHue/ 3HavyeHue
110 yMOAYAHUIO

Aelicmeaue

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MokasbiBaeT Ta 61Uy Ma pLIpyTU3aLLMK, Y40BNE TBOPAIOLLYIO 3aJaH
HbIM KpUTE pUAM.

— connected — NOAKAOYEHHBIN Ma pLUPYT, TO eCTb MapLLPYT, B3ATbIN
C Henocpe ACTBEHHO MO AK/OYEHHO O U GYHKLLMO HUP YIOLLLE FO UHTE P-
deiica;

— static — cTaTWye cKuii Ma pLLpYT, NPONKCca HHbIM B Ta 6anLe ma pLupy-
TH3a L un.

[pumep 8bIMoAHEHUS KOMAHObI

= [loKasaTb Tabauuy MapLupyTU3aLmn:

console# show ip route

Codes:

S 10.9.1.0/24
S 10.9.1.0/24
S 172.1.1.1/32

Maximum Parallel Paths: 2
C - connected,
C 10.0.1.0/24 is directly connected, Vlan 1
via 10.0.1.2,
via 10.0.2.2,
via 10.0.3.1,

[5/2]
[5/3]
[5/3]

S - static

(4 after reset)

17:19:18, Vlan 12
Backup Not Active
19:51:18, Vlan 12
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Tabnuua 261 — OnucaHue pesyabTaTa BbINOJAHEHWS KOMaHAbI

lone OnucaHue
MoKa3blBaeT NPOUCXOXKAEHNE MapLIPYTa:
c C — Connected (MapLpyT B3AT U3 HENOCPEACTBEHHO MOAKNOYEHHOTO U GYHKUMOHUPYIO-
wero nHTepdeiica),
S — Static (cTaTMYeCcKMIt MapLUpPyT, NPONUCAHHbIN B Tabanue maplipytnsaumm).
10.9.1.0/24 Anpec ceTu.
MepBoe 3HauyeHMe B CKOBKax — agMUHUCTPATUBHAA AUCTaHUMA (CTeNeHb LOBepUA Maplu-
[5/2] pyTM3aTOpPY, YEM YMC/IO BblLLE, TEM MEHbLLE JOBEPUE K UCTOYHWUKY), BTOPOE YUCIO — MET-
puKa mapLupyTa.
via10.01.2 Onpegenser IP-agpec ciegylowero maplpyTM3aTopa, Yepes KoTopbii NPoXoauT mapLu-
o pyT 0 ceTu.
00:39:08 Onpepenser spema nocsiegHero obHOBNEHMA MapLIpyTa (YacCbl, MUHYTbI, CEKYHAbI).
Vlan1 Onpepenser nHTepdeic, Yepes KOTOPbIA NPOXOANUT MAPLLPYT A0 CETU.

KomaHObI pexcuma KoHgpuzypauuu VRF

Bua 3anpoca KomaHAHOM CTPOKM perkuma KoHdurypaumm VRF:

console (config-vrf) #

Tabnuua 262 — KomaHapl perkuma KoHourypaumum VRF

3HayeHue/ 3Haye-
KomaHda Hue no ymoanya- Aelicmeue
HUKwO
ip route prefix {mask | pre- Co3p4aTb CTaTMYECKOe NPaBmMIO Ma PLUPYTU3ALLUM.
fix_length}{gateway [met- - prefix — ceTb Ha3HauyeHua (Hanpumep, 172.7.0.0);
ric distance] -mask — macka ceTu (B dopmaTe AeCATUYHON CUCTE Mbl UCUUCIE -
HUA);
prefix_length: (0..32); | - prefix_length — npeduKkc macku cetTn (KOANYECTBO eAMHUL, B

distance (1..255)/1 Macke);
- gateway — W03 ANA 4OCTYNA K CETW Ha3Ha Ye Hus;

- distance — Bec maplupyTa.

no ip route prefix{mask |
prefix_length}{gateway}

Ypanutb NnpaBuAo U3 Ta 6auLbl CTa TUYECKOW Ma P LLPYTHU3ALL UK.

ip default-gateway {gate-
way}

3a4aTb AN KOMMYTATOpPa a AP ec W/io3a No ymoadaHuio yepes VRF.
—/wnio3 no ymonua-

no ip default-gateway
{gateway}

HUKO He 3adaH Ypanutb Ha3Ha YeHHbIN agpec wa3a no ymonya Huro.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM perkmuma EXEC:

console#
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Tabnunua 263 — KomaHabl pexxkmuma EXEC

3HaveHue/ 3Have-
KomaHda Hue no ymonya- Aelicmeue
HUKO

show ip route [connected | MoKa3aTbTabanLy ma pLUPYTHU3aLIMK, Y40 BAE TBOPAOLLYIO 32 AaHHBIM
vrf vrf_name | static | ad- KpuUTe puam.
dress ip_address [mask | - connected — NOAKAHOYE HHbIV Ma PLIPYT, TO €CTb Ma pLUpyT, B3SATbIN C
prefix_length] [longer-pre- HenocpeACTBEHHO NOAKNIOYE HHOTO U QYHKLLMOHMPYIOLWETO MHTE p-
fixes]] — deiica;

- static — cTaTuuecKuit Ma pLUPYT, NPONKCa HHbIN B Ta 611Le Ma pLUpy-

TU3aLuK;

- vif — 06nacTb BUPTYaIbHOM Ma pLUPYTM3a LMK, B KOTOPOW Ha XO-

OUTCA Ma pLUpPYT.

5.30.2 Hacmpoiika npomokona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHWUI NPOTOKOA, KOTOPLIM NO3BONSET
MapLlpyTusaTopam AMHAMUYECKM OBHOBAATH MapLIPYTHYO MHPOpPMaLMIO, NMosyYyas ee OT CoCelHWX
MapLIpyTU3aTOPOB. ITO O4YEHb MPOCTOM NPOTOKO, OCHOBAHHbIM HA NPUMEHEHNN ANCTAaHLLMOHHOIO BEKTOPA
MapLpyTnsaumun. Kak aMcTaHUMOHHO-BEKTOPHbIN NpoToKoA, RIP neproanyecku nocolnaeT 06HOBAEHMA
MeXay coceaamMu, CTposi, TakMm obpasom, TOMoAOrmMo ceTu. B Karkaom o6HOBAEHMM MNepedaeTca
MHbOpMaLMA O AUCTAaHLMM A0 BCEX CETEWN Ha cocefHUM MmapupyTtusatop. KommyTtatop nogaep»unsaet
npotokon RIP Bepcum 2.

KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

Bung, 3anpoca KOMaHAHOM CTPOKM B peXkmme rnobanbHoM KoHbUrypauum:
console (config) #

Tabnuua 264 — KomaHabl pekuma rnobanbHo KoHuUrypaumm

3HavyeHue/3HaveHue »
KomaHda / Aelicmeue
0 yMOAYAHUIO
router rip Bxopg, B peum KoHourypa umm npoTtokona RIP.
no router rip YnaneHuve rnobanbHo i KoHoUrypa umm npotokona RIP.

KomaHObI pexcuma KoHgu2ypauyuu npomokxosaa RIP

BuAa 3anpoca KoMaHOHOM CTPOKMU:
console (config-rip) #

Tabnuua 265 — KomaHabl perkuma KoHdurypaumm npotokona RIP

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no ymosn4aHuto
default-metric [metric] YcTaHaBAMBA €T 3HaUYeHNe MeTPUKU, C KOTOpol ByayT a HOHCK-
pPOBATbLCA MapLPYTbl, NOAYYEHHblIE APYMMW NPOTOKOMAMM
metric: (1..15)/1 Ma pwpyTu3a umun. be 3 napameTpa yctaHaBAMBAET 3Ha YeHve no
YMO /1Y@ HUHO.
no default-metric YcTa Ha BAMBA €T 3Ha YeHMe Mo YMOIYaHUIo.
network A.B.C.D YcTaHaBAuBaeT | P-agpec uHTe pdeiica, KOTop bl bByaeT yyacrBo-
A.B.C.D:IP-agpec BaTb B NpoL,ecce ma pLupyTm3a L.
no network A.B.C.D nHTepdeiica YaansaeT |P-agpec uHTe pdelica, KOTopbl byaeT y4acTBoBaTh B
npoL,ecce ma pLipyTmsa Lyn.
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redistribute {static |
connected } [metric
transparent]

no redistribute {static |
connected} [metric
transparent]

Pa3pewaetraHoHcMpoBaHue mapwpytos vyepes RIP.

-6e3 napameTpoB — O3HauaeT, YTo byaeT MCNO/b30BaTbCA
default-metric np1 a HOHCMPOBA HUM Ma P LLPYTOB;

- metric transparent — o3HauyaeT, 4To ByaeT UCNO/b30Ba THCA
MeTpU1Ka 13 Ta 6auLbl Ma pLIpyTU3aL MK,

3anpewaer aHOHCUPOBaAHME CTaTUYECKMX MapLUPYTOB Yepes
RIP.

- metric transparent — 3anpeLwaeT UCNOb30BaTb METPUKY 1B
Tabanubl Ma pLupyTHU3aLmu.

redistribute ospf [metric
metric | match type |
route-map route_map_name]

metric: (1..15,
transparent)/1;
match: (internal,

external-1, external-2);
route_map_name:
(1..32) cumBona

Pa3pewaetaHoHcnpoBaHue OSPF-mapwpyTtos yepe3 RIP.

- type — NpOu3BOAUTb @ HOHCUPOBAHME TO/IbKO A1A YKa3aHHbIX
Tnos OSPF-ma ppyTos;

- route-map_name — Npou3BOANUTb aHOHCMPOBAHUE Ma pLUPY-
ToB nocne ux puabTpa LM ye pes yKasaHHyto route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

Pa3pewaetaHoHcpoBaHue BGP-mapwpyTos yepes RIP.

- metric — 3HaYe HMEe MEeTPUKN ANA UMNOPTUPYEMbIX MapLL-
pyTos;

- metric transparent — o3HayaerT, 4To ByAeT UCNONb30BaATLHCA
MeTpU1Ka 13 Ta 6auL bl Ma pLUPYTM3aLLUN.

be3 napameTpoBs 3anpewaeT aHOHCMpOBaHWe mapLpyTos BGP
yepe3RIP. B cnayyae yka3aHua napameTpa BO3BpaLLAEeT ero ae-
$oNTHOE 3HauYeHue.

redistribute isis [/eve/] [match
match] [metric metric]
[transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,

Pa3pewaetaHoHcMpoBaHue IS-1S ma pwpyTos yepes RIP.

- level — ycTaHOBWTb, M3 KaKoTo ypoBHs |S-IS byayT a HOHCK
POBATLCA Ma PLUPYTHI;

- match—npou3BoAUTb aHOHCUP O BaHWE TONbKO A5 YKa3aHHbIX

external); Tnos IS-1S ma ppyTos.
no redistribute isis [level] metric: (1..15, Be3 napameTpoB 3a NpeLaeT a HOHCUP OBaHWe Ma pLupyTos IS-S
[match match] [metric metric] transparent)/1 yepes RIP. B cayyae ykasaHuA napameTpa BO3BpalL@eT ero
[transparent] nedonTHoe 3HaueHue.
shutdown /BknioueHo BbikAoYa 0T NpoLecc map wpyTtmsawumno npotokony RIP.
-/BKN
no shutdown BknatoyatoT npouecc maplupytusatmmno npotokony RIP.
passive-interface OTKAOYUTL 0OHOBNE HUA Ma P LUPYTU3AL UK.
— -/BKAOYE HO

no passive-interface BKAtOYMTL 0BHOBJIE HUA Ma PLUPYTU3ALLUN.
default-information originate [eHe pUpPOBaTb MapLUPYT MO YMOHAHMIO.

- - -/MapwpyT He
no default-information BOCCTaHOBUTb 3HaYEHWE MO YMO YA HUIO.

reHepupyeTca

originate

KomaHOb!I pexcuma KoHgpu2ypauuu uHmepgelica IP

Bug 3anpoca KOMaHAHOW CTPOKMU:

console (config-ip) #

Tabnuua 266 — KomaHapl perkuma KoHdurypauumm nHtepdodeliica IP

KomaHda

3HayeHue/ 3HayeHue
Mo yMon4yaHuio

Aelicmeaue

ip rip shutdown

no ip rip shutdown

-/BKAOYE HO

BbIKAtOYaA OT Npouecc ma pwpyTusa uum no npoTtokony RIP Ha paH-
HOM MHTe pdeiice.

BKkAtoyaloT npouecc mapwpyTtusa uum no npotokony RIP Ha paH-
HOM MHTe pdeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymonyaHuo
0TNpaBKa 06HOBAEHUI
BK/IlOYEHA

BbIK/Ito4a eT 0TNpaBKy 0 OHOB/IE HUIA Ha UHTe pdelice.

YcTaHaBAMBa eT3HaYeHme No YMOYaHWUIO.

ip rip offset offset

no ip rip offset

offset:(1..15)/1

[ob6aBnaeTcme LLeHWe K MeTpuKe.

YcTaHaBAMBa eT3HaYeHme No YMOYaHWIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymonyaHuo
dYHKLUA OTKAOYEHA

YcTaHa BAMBa €T MeTPUKY 419 Map WpyTa MO YMOIYAHUIO TPAHCW-
pyemoro yepe3RIP.

YcTaHaBAMBa eT3HaYeHme No YMOYaHUIO.
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ip rip authentication mode Bkntoyaet ayteHTudumKa umio B RIP nonpe genset ee tun:
Mo ymonyaHuio .
{text | md5} - text — ayTe HTUPMKa LA OTKP bITbIM TE KCTOM;
ayreHTUdUKa LA
vr bukay -md5 — ayTe HTudUKa LM MD5.
— — OTK/OYEHa.
no ip rip authentication mode YcTaHa BAMBa €T3HaYeHMe N0 YMOIYaHUIO.
ip rip authentication key-chain OnpepenseTt Habop KAoYel, KOTOPbIA MOXKET UCMNO/Ib30BaTLCA
key_chain key_chain: (1..32) [N1A ayTe HTUdUKA LU,
no ip rip authentication CUMBOJI0B YcTaHaBAMBa eT3HaYeHWe Mo YMONHAHMIO.
key-chain
ip rip authentication-key | 116 OnpepaenaeT KAY AN a YTEHTUDUKA LMW OTKP bITbIM TEKCTOM.
r_text: (1..
clear_text clear_text: )
—— — CMMBOJI0B
no ip rip authentication-key YcTaHa BnBa eT 3HaYeHMe N0 YMOAYAHMIO.
ip rip distribute-list access | (1.32) YcTaHaBAuBa eTcTaHAAPTHbIN | P ACL g5 duAbTpa MM a HOHCUP -
name: (1..
acl_name acl_name €MbIX MapLUPYTOB.
——— - CUMBOJIOB
no ip rip distribute-list YcTa Ha BAMBA €T 3HA YeHMEe N0 YMOIYaHUIo.

KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexkume Privileged EXEC:

console#

Tabnuua 267 — KomaHabl perkmuma Privileged EXEC

Komanda 3HavyeHue/3HayeHue Neiicmeue
Mo ymMonYaHuio
show ip rip [database | MpocmoTp nHdopma umm o RIP-mapLipytmsa umm:
statistics | peers] - database — nHdopma Lma o HacTpolikax RIP;
i - statistics — cTaTUCTUYE CKME AaHHbIE;
- peers —HOOPMa LLMA y4a CTHUKA CeTH.

[pumepsbl UCro63080HUA KOMAHO

BkntounTb npotokon RIP gnsa noacetn 172.16.23.0 (IP-agpecHa KommyTaTope 172.16.23.1) n ayTeH-
Tudukaumio MD5 yepes Habop Kntoueli mykeys:

console#

console# configure

console (config)# router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if) # ip rip authentication key-chain mykeys

5.30.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKO AMHaMUY€eCKOM MapLUpyTU3aLMM, OCHOBAHHbIN Ha Tex-
HOMIOTUM OTC/IE}KMBAHMA COCTOAHMA KaHana (link-state technology) 1 Mcnonb3ayowWwmit Ans HaxoMKaeHuA
KpaTyaniwero nytu anroputm Lenkcrpol. MpoTtokon OSPF npeacraBnseTt coboit NpoTOKON BHYTPEHHE
wnto3a (IGP). Mpotokon OSPF pacnpocTpaHaeT MHGOPMALMIO O AOCTYMHbIX MapPLUPYTax Me XAy MapLupyTu-
3aTOpamMu 04HOM aBTOHOMHOM CUCTEMbI.

YCTpOMCTBO NoAAE PKUBAET OAHOBPEMEHHY0 PaboTy HECKONbKMX HE3aBUCUMBbIX 3K3€ MMAAPOB NPo-
ecco OSPF. HacTpoiKka napameTpoBs aksemnasapa OSPF npon3BoaMTCca NyTem yKasaHua uaeHTuduKaTopa
aKk3emnaapa (process_id).
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KomaHObI pexcuma 2106aab6HOU KOHpuU2ypauuu

Bung, 3anpoca KOMaHAHOM CTPOKM B pexknme rnobanbHOM KoHbUrypauum:
console (config) #

Tabnuua 268 — KomaHapl perkuma rnobanbHon KoHduUrypaumm

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no ymosn4aHuto
router ospf [process_id] process_id: BKAtoya et mapwpyTmusaumio no npotokoay OSPF.
[vrfvrf_name] (1..65535)/1 3agaeT uaeHTUdMKaTOp NpoLecca.
no router ospf [process_id] vrf_name:(1..32) BbIKntoYa eT map wpyTusauuo no npotokoay OSPF.
[vrfvrf_name] CMMBONA
ipv6 router ospf [process_id] BkAtoya et map wpyTmsaumio no npoTokoay OSPFv3.
process_id: 3apaeT naeHTudmka Top npouecca.
no ipv6 router ospf (1..65535)/1 BbIKAtOYa eT map LWpyTHU3aL Mo Nno npoTokoay OSPFv3.
[process_id]
ipv6 distance ospf {inter-as | 3ajaeT aAMUHUCTPATUBHYIO AUCTAHUMIO AnA mapwpytos OSPF,
intra-as} distance OSPFv3.
. - inter-as — oA BHE LUHWX @ BTOHOMHbIX CUCTE M;
distance: (1..255) - intra-as — BHyTpY @ BTOHOMHOW CUCTE Mbl.
no ipv6 distance ospf Bo3BpawaeT 3HaYeHMs N0 YMO YA HULO.
{inter-as | intra-as}

KomaHOb! pexcuma npoyecca OSPF

Bua 3anpoca KomaHAHOM CTPOKM B pexume KoHdurypauum npouecca OSPF:

console (router ospf process)#
console (ipvé router ospf process)#

Tabnuua 269 — KomaHabl peskmma KoHpurypaumm npouecca OSPF

3HavyeHue/3HayeHue
KomaHoa Aelicmeue

Mo ymon4YaHuro
redistribute connected [metric PaspelaeTaHoHcMpoBaHue connected mapLpyToB:
metric] [route-map name] - metric — 3HauYe HMe MeTPUKU AN UMNOPTUPYE MbIX Ma PLLIPYTOB;
[filter-list acl_name] - name —1MA NOJIMTUKM MMNOPTA, NO3BOAAOWEN GUABTPOBATL U
[subnets] BHOCUTb M3ME HE HWA B MMNOPTUPYE Mble Ma PLUPYTbI;

metric: (1..65535); - acl_name — vma ctaHgapTtHoro |IP ACL, KoTopbii byaeT mc-

name: (1..255) no/Ib30Ba H ANA GUAbTPa LM MMNO PTUPYE MbIX MA PLLPYTOB;
CYMBOJIOB - subnets — no3sonseT UMNOPTMPOBATL NOLCETM.
no redistribute connected 3anpeLwaeTyka3aHHy QYHKLMIO.
[metric metric] [route-map
namel] [filter-list acl_name]
[subnets]
redistribute static [metric MmnopT cTaTnyeckmx ma ppytos 8 OSPF.
metric] [route-map name] - metric — ycTaHa BAIMBA €T 3HAaYeHWEe MeTPUKM AN UMNOPTUpPYe-
[filter-list ac/_name] [subnets] MbIX Ma pLLIPYTOB;
-name — NpUMeHseT NOJIUTHUKY MMNOPTA, NO3BONAIOLLYIO GUNb-
metric: (1..65535); TPOBaTb U BHOCUTb M3ME HE HUA B UMMOPTUPYE Mble Ma PLLPYTbI;
name:(1..255) - acl_name — vumsa ctaHgapTHoro IP ACL, KoTopbiit byaeT uc-
CUMBOJIOB Nno/b30BaH ANA GUALTPA LMK MMNO PTUPYE MbIX MA PLLPYTOB;
- subnets — Nno3BoasAET UMNOPTHUPOBATL NOACETM.

no redistribute static [metric 3anpewaeTyKa3aHHyo GyHKLMIO.
metric] [route-map name]
[filter-list ac/_name] [subnets]
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redistribute ospf id [nssa-only]
[metric metric] [metric-type
{type-1 | type-2}] [route-map
name] [match {internal |
external-1 | external-2}]
[subnets]

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

id:(1..65535);
metric: (1..65535);
name:(0..32) cumBona.

MmnopT mapuwpyrtosus npouecca OSPF B npouecc OSPF:
-nssa-only — ycTaHaB/AMBaeT 3HayYeHWe nssa-only gna Beex
MMNOPTUPYE MbIX Ma P LLUPYTOB;

- metric-type type-1 — umnopTupyeT ¢ nomeTKon Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT ¢ nomeTKou Kak OSPF
external 2;

- match internal — umnopTupyeT MmapLwpyTLl B Npedenaxarea;
-match external-1 — umnopTtupyetT mapwpyTtbl Tuna OSPF
external 1;

-match external-2 — vmnopTupyeT mapwpytbl Tuna OSPF
external 2;

- subnets — no3BoaAET UMNOPTUPOBATL NOACETH;

-name — NPUMeHAET YKa3aHHY0 MOJMTUKY UMNOpTa, NO3BO-
NAOLWYI0 GUABTPOBATb U BHOCUTb U3ME HE HUA B UMMNO PTUP YeMble
MapLpyThbl;

- metric — ycTaHa B/MBa €T 3Ha4YeHUe MeTPUKKU ANA UMMNO PTUpYe-
MbIX Ma PLIPYTOB.

3anpewwaeTyKaaHHyio GyHKL M.

redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);
name:(1..255) cumBona

MmnopT mapwpytosus RIP 8 OSPF.

- metric— 3Ha4YeHVMe MeTPUKN A8 UMNOPTUPYE MbIX Ma PLUPYTOB;
- name —nMs NOJIMTUKN UMMOpPTa, No3BoastowWen GuiabTpoBaTb U
BHOCUTb M3Me HEe HWA B MMNO PTUPYE Mble Ma PLUPYTbI;

- acl_name — uma ctaHgapTtHoro |P ACL, KoTopbiit byaeT mc-
noab30BaH ANA GUAbTPA LLUM UMNO PTUPYE MbIX Ma PLLPYTOB;

- subnets — no3BoaAET UMNOPTUPOBATL NOACETM.

3anpewaeTyKa 3aHHyo GyHKL M.

redistribute isis [/evel] [match
match] [metric metric] [filter-
list acl_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[filter-list ac/_name] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name:(1..32)
cUMBO A

MmnopT mapuwpytosus |S-1Ss OSPF.

- level — ycTaHOBUTb U3 KaKoro ypoBHsA |S-1S byayT aHOHcMpo-
BaTbCA Ma pLIPYTbI;

- match — npov3BOAUTb @ HOHCMPOBAHME TONBKO A/A YKa3aHHbIX
TMnos IS-1S ma pwpyTos;

- metric— 3Ha4Ye HVEe MeTPUKU A1 UMNOPTUPYE MbIX Ma PLUPYTOB;
- acl_name — uma ctaHgapTHoro |P ACL, KoTopbili ByaeT Ucnob-
30BaH A1a GUNbTPA LM MMMNO PTUPYE MbIX Ma PLUPYTOB;

- subnets — no3BoaAET UMNOPTHUPOBATL NOACETM.

be3 napameTpos3anpewaet MNopT maplipyTtos u3 IS-1S 8 OSPF.
B cnyyae yKkasaHuA napameTpa BO3BpallaeT ero 3HayeHe no
YMO/14a HUIO.

redistribute bgp [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1-65535);
name:(1..255)

MmnopT mapuwpytosus BGP B OSPF.

- metric — 3HaYe HMe MeTPUKN AN UMMNOPTUPYE MbIX Ma PLUPYTOB;
- name — UMA NOJIMTUKM MMNOPTA, NO3BONALOLLEN GUNbTPOBATL U
BHOCUTb M3ME HE HWA B MMNO PTUPYE Mble Ma PLL PYTbI;

- acl_name — vma cTtaHaa pTHoro |P ACL, KoTopbli ByaeT Ucnoib-

CMMBO/IA;
30BaH A4 GUAbTPaA LMK MMNOPTUPYE MbIX Ma PLUPYTOB;
acl_name:(1..32)
- subnets — no3sonAeT UMNOPTMPOBATL MOACETH.
— - CUMBO 1A
no redistribute bgp [metric be3 napameTpoB3anpelgeT MnopT MmapLpyTos u3 BGP B OSPF.
metric] [route-map name] B cnyvae ykasaHua napameTpa BO3BPaLLAeT ero 3HayYeHre rno
[filter-list ac/_name] [subnets] YMO /14 HUHO.
router-id A.B.C.D A.B.C.D: YcTa Ha BAMBa eT nae HTUGUKA Top MapLLpyTMU3a TOPa, KOTO Pblid yHI-
uaeHTMdMKaTop KaIbHO UaeHTUGULMPYeT MapLIPYTM3aTOp B Npeaenax ogHoM as-

no router-id A.B.C.D

MapLlpyTusaTopa B
dopmaTe ipv4-agpeca

TOHOMHOWM CUCTE Mbl.

YcTaHa BAnBa eT3HaYeHue no YMONYaHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr:A.B.C.D

BKAtouuTb (0TKAOUMTL) 3K3emnnsap OSPF Ha | P-uHTe pdetice (ana
IPv4).

Ypanset |P-agpec uHTe poeiica.

default-metric metric

metric: (1..65535)

YcraHaeaveaetr meTpuky OSPF-mapLupyta.
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no default-metric

OTKAtoYe HUe OYHKLLMN.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTudmKaTop
MapLpyT1M3aTopa B
dopmaTe IPv4-aapeca

YcTaHaBAMBa €T 418 YKa3aHHOM 30HbI TMN stub. 30Ha — cOBOKyT+
HOCTb ceTell U MapLIPYTU33aTOPOB, MMEIOLMUX OAUH U TOT e
naeHTudmKaTop.

- no-summary —He OTNpPa BAATb MHGO PMALMIO O CYMMMP O BAHHbIX
BHE LUHUX Ma pLipyTax.

YcTaHaBAMBaeT3HavyeHue no YMONYaHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTMdrKaTop
MapLpyTM3aTopa B
dopmaTe IPv4-appeca;
interval: uenoe
NOJOXKUTE IbHOE YMNC/IO

YcTaHa BAMBA €T 4N1A YKa 3aHHO M 30 Hbl TUM NSSA.

- No-summary —He MPWHUMA Tb MHGO PMa LLUKO O CYMMMP O Ba HHbIX
BHE LWHUX Ma ppyTax BHyTPb NSSA-30HbI;

- interval —onpe aenaeTNPOMEKYTOK BPeMeHM (B ceK), B TeueH e
KOTOPOro TpaHcNATOp ByaeT BbINOMHATL CBOM GYHKLMUM nocie
TOT0, Ka K 0BHa PY»KUT, YTO TPAHCAATO POM CTas APYro i rpaHuy Hbli
Ma pLIpyTM3aTop;

- translator-role —onpepaenser, Kakum o6pa3om Ha MapLIpyTVEa-
Tope byaeT PyHKLLMOHMPOBATD PEKUM TPAHCAATOPA (TPaHCAALM
Type-7 LSAB Type-5LSA);

- always — B NpuHyAUTE IbHOM NOCTOAHHOM P EXKUME ;

- candidate — B pekvme yyacTuvs B BbiIbopax TpaHCAAToOpa.

YcTaHaBAMBa eT3HaYeHme No YMOYaHWUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTudrKaTop
MapLpyTM3aTopa B
dopmaTe IPv4-aapeca;
secs:(1..65535) cekyHa,;

Co3aaHue BUPTYaNbHOTO COEAMHE HUA MEXAY OCHOBHOMW U ApY-
VMU Y43 1e HHbIMK 0613 CTAMM, KOTOPbIE UME 0T MEXKAY HUMM
obnactu.

- hello-interval — yka3aTb hello-uHTte psan;

- retransmit-interval — yka3aTb MHTE pBa/i Me 4y NOBTOPHbIMM Ne-
penavamu;

- transmit-delay — yka 3aTb Bpems 3a e pKY;

- dead-interval — yka3aTb dead-uHTe pBan;

- null — 6e3ayTeHTUdUKa LUK;

- message-digest — ayTe HTUOMKA LMA C WMPPOBAHME M;

- word — naponb AN ayTeHTUPMKa umn.

no area A.B.C.D default-cost

MapLpyTM3aTopa B
dopmaTe IPv4-aapeca;

- - word: (1..256)
no area A.B.C.D virtual-link YpanaeT BupTyanbHOE COeAUHEHME .
- CUMBO/IOB
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YcTaHaBAMBaeT 3HaYeHWe CTOMMOCTU CYMMApPHOTo Ma pLupyTa,
naeHTudPmKaTop ucnonb3yemoro gnsa stub-nNSSA-30H (ana |Pv4).

YcTaHaBAMBaeT3HavyeHue no YMONYaHUIO.

no area A.B.C.D authentication
[message-digest]

MapLpyTM3aTopa B
dopmaTe IPv4-appeca;
-/BbIKAOYE HO

cost:uenoe
NOJIOXKUTE IbHOE YNC/IO
area A.B.C.D authentication A.B.C.D: Bkntoyaer ayTeHTUPMKaA LMD ONA BCeX MHTepdelicoB AaHHOM
[message-digest] Uae HTUPUKATOP 30HbI (gna |Pv4):

- message-digest— c wndposaHnem MD5.

OTKNtOYa eT ayTeHTUOMKA LLUtO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHTMdrKaTop
MapLpyTM3aTopa B
dopmarte IPvd-appeca;
network_address:

Co3paeT cymma pHblii Ma pLUPYT Ha rpaHuLLe 30HbI (a5 |Pv4).
- advertise — aHOHCMPOBA Tb CO3AaHHbIV Ma PLUPYT;
- not-advertise — He a HOHCMPOBATb CO3AaHHbIM Ma PLUPYT.

YpanaeT cymma pHbI Ma pLUPYT.

no area A.B.C.D filter-list prefix
prefix_listin

MapLpyTM3aTopa B
dopmaTe IPv4-aapeca;
prefix_list: (1..32)

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBA €T GUALTP HA Ma P LUPYTbI, @ HOHCUPYEMbIE B YKa3aH
prefix_listin naeHTudprKaTop HYIO 30HY U3 ApYrux 30H (gna 1Pv4).

Ypanaet GuAbTP Ha MapLIPYTbl, aHOHCUPYEMbIE B YKa 3a HHyO
30HY U3 ApYrux 30H (ans 1Pv4).

CMMBO 1A
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT PUAbLTP Ha Ma pLIPYTbl, d HOHCUPYE Mble U3 yKa-
prefix_list out naeHTMdrKaTop 3a HHO M 30HbI B Aipyrue 30Hbl (ana |Pv4).
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no area A.B.C.D filter-list prefix
prefix_list out

MapLpyTM3aTopa B
dopmaTe IPv4-anpeca;
prefix_list: (1..32)

YpanaeT puAbTP Ha MapLIpPyTbl, a HOHCUMPYE Mble U3 YKa 33 HHOM
30HbI B ApYyrue 30Hbl (a5 |Pv4).

CMMBONA
area A.B.C.D shutdown A.B.C.D: OTtkntovaet npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTudrkaTop Bkntoua et npouecc OSPF ana 30HbI.

MapLpyTM3aTopa B
dopmare IPv4-aapeca;
-/BKAKOYEHO

shutdown

no shutdown

-/BKAOYE HO

OTtkatovaeT npouecc OSPF.

Bkntoyaet npouecc OSPF.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug 3anpoca KOMaHAHOW CTPOKMU:

console (config-ip) #

Tabnuua 270 — KomaHapl perkuma KoHdurypaumm nHtepdodeliica IP

3HaveHue/3HayeHuUe .
KomaHda / Aelicmeue
no ymon4yaHuro

ip ospf shutdown BbIKNtOYa eT mMa pLipyTusaLmio no npotokoay OSPF Ha uHTe p-

deiice.
- -/BKAOYE HO

no ip ospf shutdown BKAtOYa eT mapLpyTusaumio no npoTtokony OSPF Ha wuHTep-
delice.

ip ospf network {broadcast | BblbpaTb TMN ceTu:

point-to-point} - broadcast — wWrpoKoBewaTeslbHaA CeTb C MHO e CTBE HHbIM

-/broadcast O0CTYMNOM;

no ip ospf network

- point-to-point — ceTb «TOYKa-TOYKa».

YcTaHa BAnBa eT3HaYeHune no YMO4aHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIKAOYE HO

Bkntoya et ayTeHTUdMKa Lo B OSPF ¢ Ucnoib30Ba HUE M 3aaH
HOrO NaponA B He WKUPPOBAHHOM BUAE.

- message-digest — BkatoyaeT ayreHTUdUKa umio B8 OSPF ¢ mc-
No/1b30Ba HME M 3a AJaHHO O Ha 6o pa Katoyel nanroputma MDS5.

YcTaHa BAnBa eT3HaYeHune no YMO IHaHUIO.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumso-
nos/naponb He 3a4aH

Ha3HauaeT naponb ons ayTeHTUdMKa LM coceen, 4,0CTYMHbIX
Yyepes TeKywuii nite poe inc. Ma ponb 3a gaeTca B He wWindpoBaH
HOM BUae.

Maponb, yKa3aHHbIN Ta KM 06pa3om, byaeT BHEAPEH B 3a rosio-
BOK Ka’KAoro yxopAawero B aTy ceTb naketa OSPF B Kauecrse
KNtOYa ayTeHTUdMKa Lun.

YcTaHaBAuBaeT3HaveHue no YMONYaHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6a iiT/naponb He 3aaaH

Ha3HauyaeT naponb AnA ayTeHTUdMKa Lumn coceaeit, 2,0 CTynHbIX
Yyepes TeKywuii nHTe pde ic. Ma poab3a gaeTca B LWKPP O BaHHOM
BUAe.

Maponb, yKa3aHHbIN Ta KM 06pa3om, byaeT BHeAPEH B 3a rosio-
BOK Ka’KAoro yxoasallero B 3Ty ceTb nakeTta OSPF B Kauecrse
K/I04a ayTeHTUOUKA LN,

YcTaHaBAMBa eT3HaYeHme No YMOYAHMUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain:(1..32) cum-
BOJI0B/He 3a4aHO

3apaet uma Habopa KtoYel, KOTopbin ByaeT UCMO/Ib30BaTbCA
npu ayre HTUdUKa L uK.

YcTaHaBAMBa eT3HaYeHme No YMOYaHMIO.

ip ospf authentication null

-/He ncnonbsyeTca

OTK/0Ya eT UCNO/Ib30BaHWE ayTEHTUOMKA LLMM Ha TEKYLLLEeM WH-
Tepdeiice.

ip ospf cost cost

no ip ospf cost

cost:(1..65535)/10

YcTaHaBAMBa €T METPUKY COCTOAHUA Ka Hana, KOTopas ABAAETE
YCNOBHbIM NOKa3aTesiem "CcToMMocTH" nepecbiikM A3 HHbIX Mo
KaHany.

YcTaHaBAMBa eT3HaYeHme no YMO/IHaHUIO.
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minimal}

ip ospf dead-interval {interval |

no ip ospf dead-interval

interval: (1..65535) ce-

KYHA,;
minimal —1cek

YcTaHaBAMBa €T MHTE PBaJl BPEMEHW B CEKyHAAX, N0 UCTeYeHm
KOToporo cocen6yaeT cYnTa ThCA He aKTUBHBIM. ITOT UHTEPBA
[0N1Ke H 6bITb KpaTHbIM 3HaueHuo hello-interval. Kak npaswio,
dead-interval paBeH 4 nHte pBanam otnpasku hello-naketos.

YcTaHaBAMBa eT3HavyeHue no YMONYaHUIO.

ip ospf hello-interval interval

interval: (1..65535)/10

YcTaHaBAMBa €T MHTE pBa BPEMEHU B CeKyHAAX, N0 UCTeYeHm
KOTOPOro Ma pLpyTM3aTop OTNpaBaaeT ciegyrowmin hello-na-

no ip ospf passive-interface

CeKyHA KeT cuHTepdeiica.
no ip ospf hello-interval YcTaHa BAMBA €T 3HaYEeHUE N0 YMOTYaHMIO.
ip ospf mtu-ignore _Jenabled OTKAtove HWe nposepku MTU.
no ip ospf mtu-ignore YcTaHa BMBa €T3HaYeHMe MO YMOTYAHUIO.
ip ospf passive-interface 3anpewaet|P-uHTe pde Vicy 0 bMe HUBATLCA NP OTOKO/IbHBIMM CO-
o6LLe HUAMM C Coce AAMM Ye pe3 YKa3aHHbIN GUsnde CKUi uHTe p-
-/disabled deiic.

Paspewaet!P-nHTepdeicy ob6Me HMBa TbCA NP OTOKO/IbHbIMM CO-
o6Le HUAMM C coce AAMM.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YcTtaHaBAMBaeT NpuMopuUTeT MaplupyTusaTopa, KOTOpPbIA MUC-
nosb3yeTca gna sbibopa DRMBDR.

YcTaHa BAnBa eT3HaYeHue no YMO IHaHUIO.

KomaHOb! pexcuma KoHgpu2ypauyuu uHmepgetica Ethernet, VLAN:

BuAa 3anpoca KOMaHAHOM CTPOKMU:

console (config-if) #

Tabnuua 271 — KomaHabl peskuma KoHpurypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKAOYE HO

Bbikntoyaet mapupyrtusauuo no npotokony OSPFv3 Ha mHTep-
deiice.

Bkntoua et mapwpytusaumio no npotokony OSPFvV3 Ha wHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process:(1..65536);
area:wunaeHTUOGUKaTOP

MapLpyT1M3aTopa B
dopmaTe IPv4-aapeca

Bkatouutb (oTKAOUMTL) OSPF npouecc Ana onpeaeneHHo v 30Hbl.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBAMBa €T METPUKY COCTOAHMA KaHaia, KoTopas ABAAeTe
YCNOBHbIM NOKa3aTenem "cToMmocTu" nepecbiKM AaHHbIX Mo Ka-
Ha n1y.

YcTaHaBAMBa €T 3HaYeHme No YMOYaHWUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKYHA,

YcTaHaBAVBaA €T MHTEPBA 1 BPE MEHM B CEKYHAAX, MO UCTeYeHMm
KOTOporo coces byAeT CYMTATbCA HEAKTUMBHLIM. DTOT MHTEpPBa
DOJ/IKeH bbITb KpaTHbIM 3HauveHuo hello-interval. Kak npaswio,
dead-interval paBeH 4 nHte pBasnam otnpasku hello-naketos.

YcTaHaBAMBa €T 3HaYeHme No YMONYaHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YcTaHaBAVBa €T MHTEPBA 1 BPEMEHMU B CEKYHAAX, N0 MUCTeYeHWw
KOTOPOro MapLpyTU3aTop oTNpasaseT cie aytowmii hello-nakeT ¢

no ipv6 ospf mtu-ignore

CeKyHp, uHTepdeiica.
no ipv6 ospf hello-interval YcTa Ha BAMBA €T 3Ha YeHMe No YMOIYaHUIo.
ipv6 ospf mtu-ignore OTkntove HWe nposepkn MTU.
pvo o%p g -/disabled POBeP

YcTaHaBAMBaeT3HaveHue no YMONYaHUIO.

ipv6 ospf neighbor
{ipv6_address}

ipv6 ospf neighbor
{ipv6_address}

3apaet IPvb aapeccocena.

Ynanaet|Pv6 apgpeccoceaa.

ipv6 ospf priority priority

no ipv6 ospf priority

priority: (0..255)/1

YcTaHaBAMBaeT NpMopUTET Ma PLIPYTU3aTOPa, KOTOPbIN UCNOb-
3yeTca ana sbibopa DR nBDR.

YcTaHa BAnBa eT3HaYeHre no YMO IHaHUIO.
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ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YcTaHaB/MBaeT MHTEPBA/l BDE MEHU B CEKYHAAX, N0 UCTeYeHWm
KOTOPOro Ma pLpyTM3aTOP NOBTOPHO OTMPABUT MaKeT, Ha KOTO-
pbii He NOYYMA NOATBE PXKAEHUA O NoJyde HuM (Ha npuvep, Da-
tabase Description naket unu Link State Request naketbi).

YcTaHaBAMBa eT3HaYeHme No YMOYaHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcraHaBnuBaet npumepHoe Bpema B CeKyHAaX, HEO6X0,CI,W\/\OE
AnAanepeanayvyn naketa COCToAHMNA KaHa na.

YcTaHaBAMBa €T 3HaYeHme No YMOYaHWUIO.

KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKU B perkume Privileged EXEC:

console#

Tabnuua 272 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymMon4YaHuro

Aelicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name:(1..32)
cMmBO/Ia

OTobparkaeT KoHPurypa umm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name:(1..32)
cMmBO/1a

OTobpakaeT nHdopma umm 06 OSPF-coce gax.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D:IP-agpec
cocefa
vrf_name:(1..32)
cumBoia

OTo6paskaeT uHPopmaumm 06 OSPF-cocesie ¢ yKa3aHHbIM agpe-
com.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name:(1..32)
cumBoNa

OTobpaskaer KoHpurypa umm Bce x OSPF-uHTe pde icoB.

show {ip | ipv6} ospf
[process_id] interface
{tengigabitethernet te_port |
HundredGigabitEthernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
te_port:(1..8/0/1..24);
hu_port:(1/0/1..6);
group:(1..48);
vlan_id: (1..4094);
tunnel_id:(1..16)
A.B.C.D:IP-apgpec
vrf_name:(1..32)
cumBosIa

OT0bparkaeT KoHPUrypa UMM KoHKpeTHoro OSPF-uHTepde lica.

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name:(1..32)
cumBoNa

OTobparkaeT cocTosHMe 6a3bl AaHHbIX NpoToKona OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name:(1..32)
cmBona

OTo6paskaeT mapameTpbl U TeKyllee COCTOSHWE BMPTYaIbHbIX
JIMHKOB.

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name:(1..32)
cumBoia

Pa3pbiBaeTcoceacTsa nyaanfaet COOTBETCTBYIOLLME Ma PLUPYThI.

[pumepbl UCo6308aHUS KOMAHO

e [lokasaTtb OSPF-cocenen anaonpegenerHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl
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o [lepesanyctutb OSPF-cocenei anaonpegenerHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

5.30.4 Hacmpoiika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoToKOA rpaHMYHOrO LW/03a) ABAAETCA MPOTOKO/I0M MapLLpY-
TU3aUUN MEXKIY aBTOHOMHbIMU cucTemamu (AS). OcHoBHOM PyHKUMe BGP-cuctembl ABnAeTcs obmeH
MHbOpPMaLMen 0 JOCTYNHOCTM ceTel ¢ gpyrummn cuctemamm BGP. MHpopmaumsa o goctynHocTu ceTeit
BK/1tOYAET CMMCOK aBTOHOMHbIX cucTem (AS), Uepe3 KoTopble NPOoXoauT 3Ta MHpopmauus.

BGP aBnAeTcA NpOTOKOAOM NPUKAAAHOTO YPOBHA U QYHKLMOHMPYET NOBEPX MPOTOKOAA TPAHC-
nopTHoro yposHA TCP (nopT 179). Mocne ycTaHOBKKU coeauHeHUA nepeaaérca uHdopmauma obo Beex
MapLipyTax, npeaHa3Ha4yeHHbIX /15 9KCnopTa. B ganbHenwem nepegaétca TonbKo MHopmMaumsa 06 ns-

MeHeHMAX B TabAMLAX MapLLpyTU3aALNN.

Y

KomaHObI pexcuma 2106aa6HOU KOHpuU2ypauyuu

Moapep:kkanporokona BGP npepocrasnaeTca no nMUEH3uN.

Bua 3anpoca KOMaHAHOM CTPOKM B peXKUME r106a1bHOM KoHOUTypauum:

console (config) #

Tabnuua 273 — KomaHapl perkuma rnobanbHon KoHdurypauum

3HayeHue/3HayeHue
no yMmon4yaHuto

KomaHda

Aelicmeue

router bgp [as_plain_id |
as_dot_id]

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

no router bgp
[as_plain_id_| as_dot_id]

BK/IOYa eT Map LWpyTM3aLLmio No npoTokoay BGP.

3apaet ngeHtudpukaTop AS nnepexoamuT B pexum eé KoHOUry-
pupoBaHUA.

-as_plain_id—vpeHTPMKATOP a BTOHOMHO I CUCTE Mbl, UCNO Jb-
3yeMblii MapLpyTM3aTOPOM MPW YCTaHOBIE HUM COCEACTBA U
06me He Ma pLLPYTHO 1 MHPO p ma Lnel;

- as_dot_id — vaeHTUOMKaTOp a BTOHOMHOWM CUCTE Mbl B 32-6UT-
Hom popmaTe.

OcTaHaBvBaeT BGP-ma puwpyTusaTop, yaanser BCO KOHOUry-
pauyuo npoToKkona BGP.

KomaHOb!I pexcuma KoHgpu2ypayuu AS

Bug 3anpoca KOMaHAHOM CTPOKU B peXKUME KOHOUrypaumm AS:

console (router-bgp) #

Tabnuua 274 — KomaHabl pexnma KoHourypaumm AS

3HavyeHue/3HaveHue
o yMmon4YaHuro

KomaHda

Aelicmeue

bgp router-id ip_add

no bgp router-id

3apaTtbuaeHtTudukatTop BGP-mappyrmusatopa.

Ypnanutb uaeHtudpurkatop BGP-mapwpyrmsaTopa.

bgp asnotation dot

3apeicTByeT cucteMy ob603HaueHe Homepos AS B dpopmaTe

-/asplain asdot.

no bgp asnotation YcTa Ha B/vBa €T 3HAa YEHME MO YMOHAHUIO.
bgp client-to-client reflec- BKAOYa eT nepecblIKy Ma pLIpyToB, Nosyde HHbix oT reflector-
tion KnueHTa, gpyrum reflector-knve Hram.

- - -/BKOYE HO
no bgp client-to-client re- BbIK/IlOYa T Nepecbl/IKy MapLUPYTOB, Noy4eHHbIX oT reflector-
flection KnueHTa, gpyrum reflector-knve Hram.
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bgp cluser-id ip_add

3apaér uaeHtudurkaTop Knactepa BGP-maplpyrtmnsatopa.
B cnyyae, ecnm wupaeHTUdUKATOp Knactepa He
« HacTpoeH, B KauyectBe ugeHTudukatopa 6yger uc-
nonb3oBaTbCcA rnobanbHbli mnaeHTudukatop BGP-
MmapLupyTmMsaropa.

no bgp cluser-id

Yaanutb naeHTudMKaTop Knacrepa BGP-mappytmusaTopa.

shutdown

no shutdown

-/no shutdown

AOMUHUCTPATMBHO BbIKAOYaeT NnpoTokon BGP, He yaanaa ero
KOHOUrypa umio.
370 AeicTBME BNEUYET 3a cO60I paspbiB BCEX CECCUI C
«' BGP-coceassmu M OUMCTKY Tabamubl MapLipyTU3aumm
npotokona BGP.

Bkntountb paboTy AS.

neighbor ip_add

no neighbor ip_add

3apaTb IP-agpec gpns BGP-cocesa uaM MNepemnTy B perum
KOHGryppoBa HUA CyLLe CTBYHOLLLE FO coceaa.

Yaanutb KoHdurypauuo ana BGP-cocena ¢ yka3saHHbIm [PV
mnn |Pv6-agpecom.

peer-group name

name:(0..32) cum-

Co3paet Peer-rpynny.
- name —vMA rpynnbl.

BONa

no peer-group name YpanaeT co3gaHHyto Peer-rpynny.

address-family ipv4 {unicast YKkas3biBaerT Tun |Pv4 Address Family n nepesoaut KommyraTop

| multicast} Junicast B peXXmm KoHbUrypa uum cootseTcTyrolwei Address Family.
-/unica

no address-family ipv4
{unicast | multicast}

Bbikntoya et cooTBeTcTBytowyto Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/OYE HO

YKa3bisaeT Tun | 2vpn Address Family v ne pe Boaut kommyratop
B pe XXMM KOHdUrypa Lmm cooTeeTcTyloWwen address-family.

Bbikntouaet coorsetcTBytoyto address-family.

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Bua 3anpoca KoMaHAHOM CTPOKU B perkume KoHourypauum Address-Family:

console (router-bgp-af) #

Tabnuua 275 — KomaHabl pekmma KoHdurypaumm Address-Family

KomaHda

3HaveHue/3HaveHue
1o yMon4YaHuro

Aeilicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3apaetrnopceTtb, KOTopasa aHoHcMpyeTca BGP-cocegam.

- ip-add — appecnoacety;

- mask — macka nogaceTu.
Ecnn macka He yKasaHa, No yMOnI4aHU1IO OHa 3apa-
€TCA K/1IAaCCOBbIM METOAO0M afpecaLmn.
mask — macka IP-noacetu uam ganHa npedukca.

YpanaeT aHOHC gaHHOM noace Tv.
- ip-add — appecnopacety;
- mask — macka noacetu.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-
4294967295);
name:(0..32) cumBona

PaspelaeTaHoHcMpoBaHWe connected-map WPYTOB.

- metric — 3Ha4YeHne aTpubyta MED, KoTOpOe byaeT NpuUCBo-
€HO MMNOPTUPOBAHHBIM Ma pLUPYTaM;

- name — Ha3BaHuWe access-list, KoTopbIl ByaeT NPUMe HeH K
Ma pLIpyTam.

3anpeLaeTaHoHCMpOBaHMe connected-mapLUPYTOB.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-
4294967295);
name:(0..32) cumsona

MmnopTtupyeT ma pwpytbl RIP B BGP.

- metric — 3HayeHue aTpubyta MED, KoTopoe byaeT npucBo-
€HO UMMNOPTMPOBAHHBIM Ma pLLPYTam;

- name — Ha3BaHWe access-list, KoTopbIV ByaeT NpUMe HeH K
MapLpyTam.

3anpewaeT MMNOPT MapLpPyTOB M3 NpoToKoAa RIP.
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redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-
4294967295);
name:(0..32) cumBoNa

Pa3peluaer aHOHCMPOBaHUE CTa TUHECKMX Ma P LLPYTOB.

- metric — 3Ha4YeHWe aTpubyta MED, KoTopoe byaeT npucBo-
€HO MMNOPTUPOBAHHBIM Ma pLUPYTaM;

- name — Ha3BaHuWe access-list, KoTopbIl ByaeT NpUMe HeH K
Ma pLIpyTam.

3anpeLaeTaHOHCMPOBaHME CTAaTUYECKMX Ma PLUPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id:(1..65535);
metric: (1-
4294967295);
type: (internal, exter-
nal-1, external-2);
name:(1..32)
CMMBO/IOB;
mtype: (type-1, type-
2);
name:(0..32) cumBona

MmnopTtupyeT ma pwpytbl OSPF 8 BGP.

- id — noeHTUdMKaTop npouecca OSPF;

- metric — 3HaYeHue aTpmnbyta MED, KOTOpOE byaeT NpuUCBo-
€HO MMNOPTUP OBAHHLIM Ma P LUPYTaM;

- type — Tn OSPF-ma pwpyTOB, a HOHCMpYyembix B BGP;

- name — Ha3BaHue access-list, KOTopbIv BygeT NpUme HeH K
MapLpyTam;

- mtype — Tun meTpuKkun Ex1 nnm Ex2.

3anpeLlwaeTUMNOPT mMa pwpyToBmn3 npoTokona OSPF.

redistribute isis [/evel]
[match match] [metric
metric] [filter-list
acl_name]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name:(1..32)
cvMBOIA

MmnopTunpyeT ma pwpytbl 13 1S-1S 8 BGP.

- level —ycTaHOBUTb M3 KaKoTo ypoBHA |S-1S 6yayT a HOHCKUp O-
BaTbCA Ma PLIPYTHI;

- match — npoun3BOANTb aHOHCMPOBAHWE TONBKO ANA YKa3aH
HbIX TUNOB |IS-1S ma pwpyTOoB;

- metric— 3HaYe HWUEe MeTPUKM ANA UMMNOPTUPYE MbIX Ma P LLPY-
TOB;

- acl_name — vma ctaHngapTHoro IP ACL, KoTopblli ByaeT uc-
NnoNb30BaH ANA GUAbTPA LUK MMNOPTUPYE MbIX Ma PLLIPYTOB.

3anpewaeTMmMnopT ma pwpyToBm3 npoTokona IS-IS.

KomaHOb! pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KOMaHAHOM CTPOKU B perkume KoHourypauumn BGP-coce aa:

console (router-bgp-nbr) #

Tabnuua 276 — KomaHapl perkmuma KoHourypaumnm BGP-coceaa

KomaHda

3HayeHue/3HayeHue
Mo yMOAYaHUIo

Aelicmsue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value:(0-
4294967295); percent:
(0-100);
second: (30-86400);
type:(restart, warn-
ing-only)

BKk/toYa eT orpaHuyeHe KoAn4ecTea Np MHUMa eMblX Map LLPY-
ToB OT BGP-coceaa.

- value — maKcMma nbHOE KONMYECTBO NPUHUMA EMbIX Ma pLU-
pyToB;

- percent — NpoOL,E HT OT Ma KCMMA IbHOTO KO/IMYEeCTBa Map Lpy-
TOB, MO AOCTUKE HUM KOTOP OO OTNPABAAETCA Npe Aynpexae-
HWe;

- second — BpeMe HHO 1 NP OME XKYTOK (B Ce KyHAa X), N0 UcTeye-
HWIO KOTOPOrO NP OUCXO AT MNe PenoAKAYEHNe, € CAN cecav
6bl1a pa3opBaHa M3-3a NpeBbILEHUA KOIMYECTBA Ma P LUPY-
TOB;

- type — Ha3HayaeT AeNCTBME, BbINOHAEMOE NPU A,0CTUNE-
HWMM Ma KCMMa IbHOTO 3HAa YeHuA (pa3pblB ceccum <restart> win
0TNpaBKa NpeaynpexaeHua <warning-only>).

BbIKNtOYa eT orpaHMye HMEe KOIMYecTBa NP UHUMA € MbiX MapLL-
pytos oT BGP-coceaa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHL;
with-sec: (0-65535)/30
CeKYHA

3apaéT BpeMeHHble HTe pBabl.

- adv-sec — MMHUMa SIbHbIN MHTE pBaa Me XAy oTnpaskoin UP-
DATE coo6Lue HMM 0 AHOTO NTOTO Ke Ma pLIpyTa;

- With-sec — MWHUMaIbHbIA MHTEPBa MeKAY @ HOHCUP 0Ba-
HVEeM Ma pLIpyTa M ero Nocse AyloLWmnm Ae -aHOHCMP OBaHUE M.

V” —  Advertisement-interval gomxkeH 6biTb 6onblie
naum paseH withdraw-interval;

—  MapuwpyTbl, KOTOpbleé A0MKHbI 6bITb AHOHCU-
poBaHbl cocegHMM BGP-mapwpyTusatopam,
pacnpepenaotca no HeckonbKum UPDATE-
coobweHuam. Mexagy ortnpaBkoit 3Tux UP-
DATE-coobLieHMii BblgepKMBaeTca Ccayyaun-
Hbl/A BpEMEHHOM MHTepBan TakKum ob6pasom,
yTobbl ObLiEe Bpems mexay O6HoBNEeHMEM
MapLIpyTOB B JIOKaNbHOI Tabauue BGP u or-
npasKoii nocnegHero UPDATE-cooblueHua He
npesbiwano advertisement-interval uau as-
origination-interval B cnyyae ornpaBku no-
KanbHbIX (MapwpyTbl U3 NOKanbHOW AS)
mapupytoB B eBGP-coeguHeHun. Takum 06-
pa3om, KaxKAbli U3 MapLUPYTOB MOXKET MUMEeTb
CNy4yaiiHylo BeIMYUHY 3a4ePXKU aHOHCUPOBa-
HUSA;

—  TouHocTb pabotbl TalimepoB advertisement-in-
terval, withdraw-interval u as-origination-in-
terval 3aBUCUT OT MaKCMManbHOro 3HaYeHus
No60oro 13 3TUX TPEX TaliMepoB, HACTPOEHHbIX
Ha BGP-mapwpyTtusatope (yuuTbiBaloTca Taii-
Mmepbl, HacTpoeHHble AnA Bcex BGP-cocepeid).
Bce 3HaueHUA TalimepoB aHOHCUPOBaHUA U Ae-
QHOHCUPOBAHMUA MapPLUPYTOB, CKOHPUrypupo-
BaHHbIX Ha YCTPOICTBE, AUCKPETU3NpPYLOTCA
MHTEepBasom B 1/255 ot Hanbonbluero HacTpo-
E€HHOro 3HayeHuA. YBeIMYeHue MaKcMmaib-
HOro 3HaueHus 6yaeT NpPUBOAUTL K yBenuye-
HWIO YaCcTOTbl AUCKPETU3AL UM TalAMEpPOB U, Co-
OTBETCTBEHHO, K MOHU}KEHUI0 TOUHOCTU UX pa-
60TbI.

YcTaHaBAUBA €T 3HAaYeHME N0 YMOHaHMUIO.

as-origination-interval
seconds

seconds: (0-65535)/15

3a 43 éT BpeMeHHO W MHTe pBan mexay oTnpaskoi UPDATE co-
06LWEHMIN OA4HOTO U TOTO e Ma pLlpyTa, UCNO/b3yeTCa AJs
aHOHCa NI0KasbHbIX (Ma pLpPYTbl U3 IOKAIbHOM AS) ma pLUpy-

CeryHa ToB eBGP cocegam.
no as-origination-interval YcTaHa BAVBa eT3HaYeHne Mo YMOYAHUIO.
connect-retry-interval 3aaéT BpeMeHHO W MHTe pBasl, MO UCTEYEHMI0 KOTOPOro BO3-
seconds seconds: (1- obHOBAsIE TCA NONbITKA co3aaTb BGP-ceccuto ¢ coce gom.
65535)/120 ceKyHA,

no connect-retry-interval

YcTaHa BAMBa eT3HaYeHme No YMOIYaHuUIO.

next-hop-self

no next-hop-self

-/BbIK/IlOYE HO

BKAtoyaeT noame Hy 3HauyeHua aTpubyta NEXT_HOP Ha no-
KaIbHbIM a Ap ec Ma pLIpyTM3aTopa.

OTKNOYUTL NogMme Hy aTpubyTa NEXT_HOP.

remote-as [as_plain_id_|
as_dot_id]

no remote-as

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

3aaéT Homep aBTOHOMHOM CUCTE Mbl, B KOTOPO I Ha XOAUTCA
BGP-cocepa. YcTaHOBNEHME cOCEACTBA HE BO3MOXKHO, MOKA CO-
ceayHe Ha3HauyeHHomep AS.

/i OTo pencTBME BNEYET paspbiB CECCUU C COCEA0M U
V OUYMCTKY BCEX NPUHATbBIX OT HEr0 MapLUPYTOB.

Ypanutb uaeHTMGUKaTop cocemHel a BTOHOMHO Il CUCTE Mbl.
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timers holdtime keepalive

no timers

holdtime: (0| 3-
65535)/90 ceKyHa;
keepalive: (0-
21845)/30 ceKkyHa,

3apaéT BpeMeHHble HTe pBabl.
- holdtime — ecnu B Te4eHWe 3TOTo BpemMeHu He byaeT npw-
HATO kee palive-coobLue Hue, To coeaunHe H1e ¢ coce g,om cbpa-
cbiBaeTcs;
- keepalive — nHTe pBa N me Xkay oTnpaskoit ke epalive-coobiue-
HWIA.
3HaueHua holdtime u keepalive gonkHbl 6bITb
V nnMbo ob6a paBHbI HyAO, MM60 06a 6onblue HynA.
holdtime pomkeH 6biITb 6Gonbwe wWAM paseH
keepalive.

— Ecnm 6bin BbiGpaH Talimep hold, Kotopbii
HACTPOeH Ha JIOKalbHOM MapLUpyTU3aTope, TO
MUCNONb3yeTCcA JIOKA/IbHOE 3HauYeHue Tailmepa
keepalive;

— Ecam 6bin BbibpaH Tamep hold, Kotopbiii
HaCcTpoeH Ha cocegHemM MapLupyTu3aTope U
3HauyeHue NIOKa/NIbHO HACTPOEHHOro Tailmepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonb3ayerca nokanbLHoe 3Haue-
Hue Talimepa keepalive;

— Ecnm 6bin BbiGpaH Taiimep hold, Kotopbiit
HaCcTpoeH Ha cocegHemM MapLupyTu3aTope U
3HauYeHue NIOKA/JIbHO HACTPOEHHOro Taiimepa
keepalive 6onbwe uem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonbsyerca yenoe uncno, Ko-
TOopoe meHblue Yyem 1/3 BbibpaHHOro Taiimepa
hold.

YcTaHaBAnBa eT3HayveHue no YMONYaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds:(1..32747)/15

3apaét BpeMeHHO M MHTe PBaA YA PaHUA coceda B COCTOR-
HuKM ldle nocne Toro, Kak OH 6blN COPOLLIEH B 3TO COCTOA HMe.
3a 3TOT UHTE pBal BCE MOMbITKW Me peycTaHO BUTb COeaNHeHVe
c coce 40M ByayT OTKAOHE Hbl.

YcTaHaBAnBa eT3HayvYeHue no YMONYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA

3afaéT BpeMeHHON WHTepBa/n MeKay ycTaHoBKOW TCP-
coeauHe HUA noTnpaBKoi nepeoro OPEN-coobweHus.

YcTaHaBAnBa eT3HayveHue no YMONYaHUIO.

shutdown

no shutdown

-/no shutdown

AOMUHUCTPATMBHO BblKAOYaeT ceccuio ¢ BGP-cocegom um
oYU EeT NPUHATbIE OT HEr0 MapLLUPYTbI, HE yAaNAA ero KoH
durypauum.

ALMUWHUCTPaTUBHO BK/ItOYa eTceccuio ¢ BGP-cocegom.

update-source [Tengiga-
bitEthernet te_port |
hundredgigabitethernet
hu_port | Port-Channel
group | Loopback /oopback
| Vlan vian_id]

no update-source

te_port:(1..8/0/1..24);
hu_port: (1/0/1..6);
group:(1..48);
loopback: (1-64);
vlan-id: (1-4094)

Ha3HauaeTMHTe pdelic, KOTopbIN byae T UCNOIb30BaH B Kaye-
CTBE UCXOAALLETO NPU COE IUHE HUM C COCE SOM.

OTmMeHAEeT PYYHYHO HaCTPOMKY ucxoaAwero uHTepdeic,
BK/ItOYA €T a BTOMaTU4eCKUM BbIbop UHTE pdelica.

route-reflector-client
[meshed]

no route-reflector-client

-/disabled

HasHauutb BGP-coceaa Route-Reflector knneHtom.
- meshed — napameTp BbicTaBAAETCA €CAN UCTMONb3YETA
mesh-Tononorua. Mpu Noay4yeHUN oT TaKoro KaneHta BGP-
Ma pLUPYTOBOHWU He ByayT NepecblnaTbCA APYIMM KME HTA M.
. BGP-mapwpyTtusatop asnserca route-reflector'om,
V ecnmn xota 6bl 0AUH ero cocefs CKOHGUrypupoBaH
KaK route-reflector knneHT.
7 [OnAa npumeHeHMA AaHHOI KOmMaHAbl Heobxoamm
V nepesanyck BGP-ceccuu c cocepgom.

YcTaHaBAnBa eT3HayveHue no YMONYaHUIO.
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soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

-/disabled

KoMaHAaa coxpaHAeT nosy4eHHble 0T COCeAa Ma pLIpYTbl B OT-
AenbHol obnactu namatn. MeTog NO3BOAAET NPUME HUTb
BXOAALLYIO NOJIUTUKY «route-map in» aAna coce aa 6e3 cbpoca
coceCcTBa M 3anpoca MapLUPYTOB.
7 Mo ymonuyaHuio paboraet mexaHusm Route
V Refresh.

OTKAIOYUTb ME Xa HU3M COXpaHEeHWA Ma pLIpyToB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name:(0..32) cumBoid

-name —Ha3BaHue |P prefixist, kKoTopbili ByaeT npumeHeH K
A HOHCUPYE MbIM MM NP MHMMA € MbIM Ma PLUPYTaM.

OteaAsaTh | P prefixist.

peer-group name

no peer-group

name:(0..32) cumBoMma

- name — vma Peer-rpynnbl, KOTopas 6yaeT npMMe He Ha K Co-
ceay.
7l Hacrtpoiiku Ha Peer-rpynne umeltot 6onee BblCOKMIA
V NPUOPUTET, YeM HACTPOMKMN Ha Camom coceae.

Ypaanutb cocea uU3 rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKas3biBaeT Tvn IPv4 address family u ne pesogut kommyratop
B peXXum KoHourypaumm cooTseTctBytowei address family
anastoro BGP-cocepa.

BbIkNtoumnTb cooTBETCTBYIOLWYO | Pv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/IlOYE HO

Yka3sbiBaer Tvn 12vpn address family u ne pesoaut kommyra-
TOp B peXum KoHdurypauum cooTseTcTBytolwei Address
Family gnaatoro BGP-coceaa.

BbIkntoya et cooTBeTcTBYloLWyto Address-Family.

fall-over bfd

no fall-over bfd

-/BbIK/IlOYE HO

Bkntoumtb npoTtokon BFD Ha cocepe.

Bbikntouuntb npoTokon BFD Ha coceae.

KomaHObI pexcuma KoHguzypayuu Address Family BGP-coceda

Bua 3anpoca KomaHAHOM CTPOKM B perkume KoHourypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #

Tabnuua 277 — KomaHapl perkuma KoHdurypauum Address Family BGP-cocena

KomaHda

3HayeHue/3Ha4yeHue
Mo ymMon4yaHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-
4294967295); per-
cent: (0-100);
second: (30-86400);
type: (restart, warn-
ing-only)

BK/tOYa €T orpaHnyeHne KoAnYecTea NP MHUMA eMbIX Map LLPY-
ToB OT BGP-coceaa.

- value — maKcMmanbHOE KONMYECTBO NPUHUMA EMbIX MapLL-
pyTos;

- percent — NPOLLE HT OT Ma KCMMa JIbHOTO KOJIMYECTBa Map WPy
TOB, MO AOCTUKE HUM KOTOP OO OTNPABAAETCA Npe Aynpexae-
Hue;

- second — BpeMe HHO M MpOMe KYTOK (B Ce KyHAa X), No ucteve-
HWUIO KOTOPOrO NP OUCXOAUT MNe PenoAKAYEHNE, € CN cecam
6bl1a pa3opBaHa M3-3a NpPeBbILEHWA KOIMYECTBA Ma P LUPY-
TOB;

- type — Ha3HayaeT AeNCTBME, BbINOHAEMOE NPU SOCTUNE-
HMM Ma KCMMa IbHOTO 3HaYeHua (pa3pbiB ceccum <restart> wm
0TNpaBKa NpeaynpexaeHua <warning-only>).

BbIK/tOYa eT orpaHMye HMe KOIMYecTBa NP MHUMA € MbiX MapLu-
pytoB oT BGP-coceaa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec:(0-65535)/30
CeKYHA;
with-sec: (0-
65535)/30 ceKyHa,

3apaéT BpeMeHHble HTe pBabl.

- adv-sec — MMHUMa SIbHbIN MHTE pBaa Me XAy oTnpaskoin UP-
DATE coo6Lie HMM 0 4HOTO MTOTO Ke Ma pLpyTa;

- With-sec — MWHUMaIbHbIA MHTEPBa MeKAY @ HOHCUP 0Ba-
HVYEeM Ma pLIpyTa M ero Nocse AyloLWwnm Ae -aHOHCMP OBaHUE M.

-

Advertisement-interval gonxkeH 6biTb 6onblie
naum paseH withdraw-interval;

MapLipyTbl, KOTOpble AO0MKHbI 6biTb aHOHCH-
poBaHbl cocegHMM BGP-mapwpyTusatopam,
pacnpepenaotca no HeckonbKum UPDATE-
coobweHuam. Mexagy ortnpaBkoit 3Tux UP-
DATE-coobLieHUii BblgepKUBaeTCA Ccayyan-
Hbl/A BpEMEHHOM MHTepBan TakKum ob6pasom,
yTobbl ObLiEe Bpems mexay O6HoBNEeHMEM
MapLIpyTOB B JIOKaNbHOI Tabauue BGP u or-
npasKoii nocnegHero UPDATE-cooblueHua He
npesbiwano advertisement-interval uau as-
origination-interval B cnyyae ornpaBku no-
Ka/fbHbIX (MapwpyTbl W3 JIOKanbHO AS)
mapupytoB B eBGP-coeguHeHun. Takum 06-
pa3om, KaxKAbli U3 MapLUPYTOB MOXKET MUMEeTb
CNy4YaiiHYI0 BeIMUUHY 33ePXKKM aHOHCUPOBaA-
HUSA;

TouHocTb paboTbl Talimepos advertisement-in-
terval, withdraw-interval u as-origination-in-
terval 3aBUCUT OT MaKCUMManbHOro 3HayeHwus
No60oro 13 3TUX TPEX TaliMepoB, HACTPOEHHbIX
Ha BGP-mapwpyTtusatope (yuuTbiBaloTca Taii-
Mmepbl, HacTpoeHHble AnA Bcex BGP-cocepeid).
Bce 3HaueHUA TalimepoB aHOHCUPOBaHUA U Ae-
QHOHCUPOBAHMUA MapPLUPYTOB, CKOHPUrypupo-
BaHHbIX Ha YCTPOICTBE, AUCKPETU3NpPYLOTCA
MHTepBanom B 1/255 or Hanbonbluero HacTpo-
E€HHOro 3HayeHuA. YBeIMYeHue MaKcMmaib-
HOro 3HaueHus 6yaeT NpPUBOAUTL K yBenuye-
HWIO YaCcTOTbl AUCKPETU3AL UM TalAMEpPOB U, Co-
OTBETCTBEHHO, K MOHU}KEHUI0 TOUHOCTU UX pa-
60TbI.

YcTaHaBAUBa eT3HAaYeHMEe N0 YMOHAHMIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3a 43 éT BpeMeHHO W MHTe pBan mexay oTnpaskoi UPDATE co-
06LWEHMIN OA4HOTO U TOTO e Ma pLlpyTa, UCNO/b3yeTCa AJs
aHOHCa NIOKasbHbIX (Ma pLpYyTbl U3 IOKabHO U AS) Ma p Lpy-
ToB eBGP-coceasam.

YcTaHaBAUBa eT3HAYeHME MO YMOHAHMIO.
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default-originate [route-map
name]

no default-originate

name:(0..32) cumBona/-

AHOHcHpyeT BGP-coce Ay ma pLupyT N0 ymO/14a HAKO BHE 3a BUW
MOCTM OT €0 HaIM4KA B I0KaNIbHOM TabmLe mapwpyTmsaum. B
KayecTse nexthop B TaKom ma pwpyTe byaeT yka3aH uHTe pdeii,
C KOTOpoOro yctaHosneHa BGP-ceccus.

- route-map — napameTp No3B0/IAeT aHOHCMP 0BaTb Map LLPYT Mo
YMO/IMa HUIO, TO/IbKO €CNN OH MPUCYTCTBYET B IOKaNbHOM Ta 6
Mue MapLpyTU3aLMN 1M ero UCTOYHUKOM He ABAAETCA MPOTOKON

BGP.

- name — VMA NOAWUTUKM route-map, KoTopas byaeT npumeHeHa
K OMepaLuum a HOHCMP 0 BaHUA Ma PLIPYTa MO YMOYaHUIO.

VA

v

Route-map AomKHa coaep:aTb B cebe TONbKO CeK-
yuio matchip address ¢ ykasaHuem Ha prefix-list, nog,
KOTOpbIii nonagaeT maplpyT no ymonyaHuio. Mpu-
Mep HacTpoIKK Takoii route-map u prefix-list npuse-
AeH nopg, Tabnuuei.

Ecnm B prefix-list HaxoguTCcA yKasaHMe Ha KaKoW-11bo
MapLUPYT, OT/IMYHDI OT AeHONTHOrOo, TO UMEHHO 3TOT
MapLIpYT A,0MKEH NPUCYTCTBOBATb B JIOKaNIbHOW Tab-
Mue  MmaplpyTusauuu, utobbl  aHOHCUpoOBancA
MapLpyT no ymonyaHuio. OrpaHUYecHUit Ha UcTou-
HUK 3TOr0 MapLupyTa HeT.

OTmeHsAeT Ha cTpoiky default-originate.

route-map name {in | out}

name:(0..32) cum-

- name — UMA NOJIUTMKM route-map, KoTopan byaeT npumve-
HeHa K coceay B aaHHoi Address Family. No3ssonset opunb-
TPOBaTb UBHOCUTb MU3ME HE HUS B @ HOHCUPYE Mble U NP UHUMa-

no route-reflector-client

A
Y

BO/A eMmble Ma pLIpyTbI.
no route-map name {in | YaaneHve nonuTukm c gaHHo Address Family.
out}
next-hop-self BKatoya et noameHy 3Hauye Hua aTtpmubyta NEXT_HOP Ha no-
-/BKAOYEHO KaIbHbI a 4pec Ma pLupyTM3aTopa.
no next-hop-self OTKAOYUTB NoAMe Hy a TpmbyTa NEXT_HOP.
route-reflector-client Has3Hauute BGP-coceaa Route-Reflector knne HTom.
[meshed] - meshed — napameTp BbICTaBAsSIETCA €CAN UCMO/Ib3yeTCA
mesh-tononorua. NMpu Noay4eHUn oT TaKoro KameHTa BGP-
Ma pLUIPYTOBOHMU He ByAyT NepecbiNaThCa APYTMM KIME HTa M.
-/disabled BGP-mapLupyTtusatop asnaserca route-reflector'om,

ecnm xota 6bl 0OAUH ero cocef CKOH$UrypuposaH
Kak route-reflector KnneHT.

Ona npumeHeHUA AaHHOW KOMaHAbl Heobxogum
nepesanyck BGP-ceccum c cocepgom.

YcTaHa BAUBa eT3HaYeHme No YMOYaHUIO.

lMpumep HacmpoUlKu route-map, ucnonsayemoli 8 KomaHOe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL DEFAULT ROUTE
console (config-route-map) #exit

console (config) #ip prefix-1list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHgu2ypauuu Peer-epynn

Bua, 3anpoca KoMaHAHOM CTPOKM B peXknme KoHdurypauum Peer-rpynn:

console (router-bgp-nbrgrp) #
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Tabnuua 278 — KomaHabl perkuma KoHdurypaumm Peer-rpynn

KomaHda

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-
4294967295); per-
cent: (0-100);
second: (30-86400);
type:(restart, warn-
ing-only)

BKntoyaeT orpaHnyeHne Konm4ecTea np MHUMA eMblX Ma PLUPY-
ToB OT BGP-coceaa.

- value — maKcMmanbHOE KONMYECTBO NPUHUMA EMbIX MapLL-
pyTOB;

- percent — NpoLUEHT OT Ma KCMMa IbHOTO KOIMYECTBa Ma pLUPY-
TOB, NO A0CTUXEHUN KOTOP Oro OTNPABAAETCA Npe Aynpexae-
Hue;

- second — Bpe Me HHO i MPOMEIKYTOK (B ce KyHAax), No ucteve-
HWIO KOTOPOro NPOUCXOAUT NepenoaKIoYeHe, ecaun ce oo
6bl1a pa3opBaHa M3-3a NPeBbILEHUA KOIMYECTBA Ma pLUPY-
TOB;

- type — Ha3Ha4yaeT AeicTBUe, BbINOSHAEMOE NPU SOCTUXE-
HMM Ma KCMMa IbHOTO 3HaYeHuA (pa3pbIB ceccum <restart> wm
OTNpaBKa NpeaynpexaeHus <warning-only>).

BbikntoyaeTt o rpaHM4Ye HUe KoamdecTsa nNp MHMMa € MbiX MapLU-
pytoB oT BGP-cocegaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec:(0-65535)/30
CeKyHa;
with-sec: (0-
65535)/30 cekyHa,

3a 43 éT BpemMeHHble MHTe pBasbl.

- adv-sec — MMHUMa IbHbIN UHTEe PBa N MeXay oTnpaBkon UP-
DATE coo6Lie HMM 0 4HOTO MTOTO Ke Ma pLpyTa;

- With-sec — MWHUMa IbHbIA MHTEPBA MeKAY a HOHCUP 0Ba-
HVYEeM Ma pLIpyTa M ero Nocse AyloLWwmnm Ae -aHOHCMP OBaHUE M.

V —  Advertisement-interval gomkeH 6biTb 60nblIe
nam paseH withdraw-interval;

—  MapLupyTbl, KOTopble A0/IKHbI 6biITb aHOHCU-
poBaHbl cocegHum BGP-maplupytusaTtopam,
pacnpegensatoTca no Heckonbkum UPDATE-co-
obweHunam. Mexay ornpaskon 3Tux UPDATE-
CcoO06LEHUIA BblAep:KMBAETCA CyYalHbIii Bpe-
MEeHHOW UHTepBan TaKUM obpasom, 4Tobbl 06-
Lee Bpema mexay obHoBNEeHUEeM MapLIpyToB
B JIOKaNbHOW Tabnuue BGP u ornpaBKoi mno-
cnepHero UPDATE-coobweHuna He npeBblluano
advertisement-interval wam  as-origination-
interval B cnyyae oOTnNpaBKM JIOKaNbHbIX
(MapwwpyTbl U3 noKanbHoii AS) maplipyToB B
eBGP-coeguHeHnun. Takum obpasom, Kakablit
M3 MapLIPYTOB MOXET MMEeTb CAyyaliHylo Be-
NMYUHY 3aAePXKKU aHOHCUPOBAHUA;

— TouHoCcTb paboTtbl Taimepos advertisement-
interval, withdraw-interval u as-origination-
interval 3aBMCcUMT OT MaKCcMManbHOro 3HaYeHUA
No60oro 13 3ITUX TPEX TaMepoB, HACTPOEHHbIX
Ha BGP-mapwpyTtusatope (yuuTbiBatoTca Taii-
Mepbl, HaCcTpoeHHble ans Bcex BGP-cocegeit).
Bce 3HaueHUA TalimepoB aHOHCUPOBAHUA U Ae-
QHOHCUPOBAHUA MApPLUPYTOB, CKOHGUIYpUpo-
BaHHbIX Ha YCTPOMICTBE, AUCKPETU3INPYIOTCA
nHTepBanom B 1/255 ot HanbonbLIero HacTpo-
€HHOro 3HayeHuA. YBeanuyeHue MaKcMmasb-
HOro 3HauyeHus 6ygeT NPMBOAUTL K yBenuye-
HMIO YacTOTbl AUCKPETU3aL UM TaliMepoB U, Co-
OTBETCTBEHHO, K MOHUKEHUIO TOYHOCTU UX pa-
60TbI.

YcTaHaBAuBa eT3HaYeHue N0 YMONYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKYHL,

3a 43 éT BpeMeHHO W MHTe pBan Me Ay oTnpaskot UPDATE co-
06LeHM 04HOTMO M TOTO e MapLpyTa, UCNO/Ib3yeTca A
QHOHCa NI0Ka/bHbIX (Ma pLWpPYTbl U3 NOKaIbHOM AS) ma p wpy-
ToB €eBGP coceagam.

YcTaHaBAMBa eT3HavYeHue N0 YMONYAHUIO.
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connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-
65535)/120 ceKyHa,

3343 ET BPEMEHHOW MHTE PBa, MO UCTEYEHUIO KOTOPOro BO3-
o6HoB/IAETCA NONbITKa co3aaTb BGP-ceccuto ¢ coce gom.

YcTaHa BAMBaA €T 3HaYeHMe no YMONYaHUIO.

next-hop-self

no next-hop-self

-/BbIKAOYE HO

BkntoyaeT nogmeHy 3HauyeHua atpubyta NEXT_HOP Ha no-
KaIbHbIM a ip ec Ma pLUIpyTM3aTopa.

OTkAtouUTL Nogme Hy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot_id]

no remote-as

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

3343 ET HOMep a BTOHOMHOM CUCTE Mbl, B KOTOPOM Ha X0 auTcA
BGP-cocega. YcTaHOB/IEHME COCEACTBA HE BO3MOKHO, MOKA CO-
ceayHe Ha3HayeHHomep AS.
3T0 AeicTBUE BIEUYET Pa3pbiB CECCUMN C COCEAO0M U
OUYMUCTKY BCEX NPUHATbIX OT HEro MapLUPYTOB.

Ypanutb nae HTMGUKaTop coceaHel a BTOHOMHO 1 CUCTE Mbl.

timers holdtime keepalive

no timers

holdtime: (0| 3-
65535)/90 ceKkyHa;
keepalive: (0-
21845)/30 cekyHpa,

3apaéT BpeMeHHble UHTe pBabl.

- holdtime — ecnv B TeyeHWe 3TOTO BpeMeHU He ByaeT npw-
HATO kee palive-coobuue Hue, To coeaunHe HUe ¢ cocenom cbpa-
cbiBaeTCA;

- keepalive — niTe pBa N me x4y otTnpaskoii ke epalive -coobiue-
HWIA.

V 3HaueHua holdtime wu keepalive gonkHbl 6bITb
6o 06a paBHbI HyAO, NM60 06a 6onblue HynA.
holdtime pomkeH 6biITb 6Gonbwe WAM paBeH
keepalive.

— Ecnm 6bin BbiGbpaH Taiimep hold, kKotopbii
HACTPOeH Ha JIoOKa/lbHOM MapLUPyTHU3aTope, TO
MUCNoNb3yeTcA /IOKA/IbHOE 3HauyeHue Talimepa
keepalive;

— Ecnm 6bin BbIGpaH Talimep hold, Kotopbiit

HacTPOeH Ha cocegHem MapLlupyTu3aTope M
3HauyeHue NIOKa/NIbHO HACTPOEHHOro Tailmepa
keepalive meHblwe yem 1/3 BbibpaHHOro Taii-
mepa hold, Toucnonb3yerca nokanbHoe 3Haue-
Hue Talimepa keepalive;
Ecnm 6bin Bbi6paH Taimep hold, Kotopbiii
HacTPoOeH Ha cocegHemM MapLlupyTu3aTope M
3HayeHMe NI0Ka/IbHO HACTPOEHHOro Takimepa
keepalive 6onbwe uyem 1/3 ebibpaHHOro Taii-
mepa hold, To ucnonbsyerca uenoe yncno, Ko-
TOopoe meHblue Yyem 1/3 BbibpaHHOro Taiimepa
hold.

YcTaHaBAUBa eT3HavYeHue N0 YMONYAHMIO.

timers idle-hold seconds

no timers idle-hold

seconds:
(1..32747)/15

3apaéT BpemMeHHO M MHTe PBan YAe pKaHuA cocea B COCTOR-
HuKM ldle nocne Toro, Kak oH Bbln COPOLLIEH B 3TO COCTOAH/E.
3a 3TOT UHTE pBaJl BCE MOMbITKW Ne peycTaHO BUTb COeanHeH/e
c coce 40M ByayT OTKAOHE Hbl.

YcTaHaBAuBa eT3HavYeHue N0 YMONYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3afaéT BpeMeHHON WHTepBa/n MeKay ycTaHoBKOW TCP-
coeanHe HMA noTnpasKon nepsoro OPEN-coobLieHus.

YcTaHaBAuBaeT3HayveHue no YMONN4aHUIO.

shutdown

no shutdown

-/no shutdown

ALOMUWHUCTPATMBHO BbIKAKOYaeT ceccum co Bcemn BGP-coce-
OAMM, BXOAALLMMM B COCTA B peer-rpynmbl, M 04YULLA €T NPUHA-
Tble OT HUX MA PLUPYTbI, HE Y43 NAA UX KOHOUIypa Lun.

B KOHQUrypauuio Kaxaoro cocepa, BXoAAllero B peer-
rpynny, B KOHTeKcT (router-bgp-nbr) gob6asnsaertcs KomaHoa
shutdown.

ALMWHUCTPATUBHO BKJ/OYAeT ceccun co Bcemun BGP-coce-
OAMM, BXOAALLMMM B COCTa B peer-rpynnbl. YaanaeT KOMaHay
shutdown 13 KoHdUrypa umm Ka xgoro cocesa, BXO AAWENO B

peer-rpynny.
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update-source [Tengiga-

Ha3HauaeTuHTe pde ic, KoTopbIl Byae T MCNONb30Ba H B Kaye-

bitEthernet te_port | te_port: CTBE UCXOAALLETO NPM COe AMHE HUM C COCE AOM.
hundredgigabitethernet (1..8/0/1..24);
hu_port | Port-Channel hu_port:(1/0/1..6);
group | Loopback /oopback group:(1..48);
| Vlan vian_id] loopback: (1-64);
no update-source vlan-id: (1-4094) OTMeHAEeT PYYHYI0 HaACTPOMKY ucxoadAuwero uHTepdeiia,
BK/1H04A €T a BTOMaTH4YeCKuiM BbiIbop MHTe pdelica.
route-reflector-client Ha3Hauwntb BGP-cocepa Route-Reflector kave HTom.
[meshed] - meshed — napameTp BbICTaBASETCA €C/AN UCMOb3yeTA
mesh-Tononorua. NMpun noay4eHUn oT TaKoro KameHta BGP-
Ma pLIPYTOBOHMU He ByAyT NepecblNaThCa APYrUM KAUE HTA M.
BGP-mapuupyTusarop asasercs route-reflector'om,
-/disabled V ecnm xoTa 6bl OAUH ero coces, CKOHGUIypuUpoBaH
‘ KaK route-reflector knneHT.
72 Ana npumeHeHMAa JAHHOI KOMaHAbl Heobxogum
V nepesanyck BGP-ceccum c cocepgom.
no route-reflector-client YcTa Ha B/IMBa €T 3HaYeHWe Mo YMOYaHUIo
soft-reconfiguration in- KomaHpa coxpaHsaeT nosydeHHble OT cocesia Ma pLipyThbl B OT-
bound nenbHol obnactu namatn. MeTtopm No3BoaseT NPUMEHUTb
BXOAALLYIO NONUTUKY «route-map in» Ans coce aa 6e3 cbpoca
/disabled COCe/ACcTBa M3anNpoca MapLLPYTOB.

no soft-reconfiguration in-
bound

V; Mo ymonuaHuio pabotaetT mexaHusm Route
Refresh.

OTK/I0UYUTL MeXa HA3M COXPa HEHWA Ma PLLPYTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (0..32) cum-
BONMA

-name —Ha3BaHue |P prefix-list, KoTopbiii Oyge T npumeHeH K
A HOHCUPYE MbIM MM NP MHMMA € MbIM Ma PLUPYTaM.

OteasaTh | P prefixist.

fall-over bfd

no fall-over bfd

-/BbIKAOYE HO

Bkntouuntb npoTtokon BFD Ha peer-rpynne.

BbikntouunTtb NnpoTokon BFD Ha peer-rpynne.

KomaHOb! pexcuma Privileged EXEC

Bce KOMaHAbl AOCTYNMHbI ANA NPUBUNETUPOBAHHOIO NOJ/1b30BaTENA.

Bua 3anpoca KomaHAHOM CTpOKM perkmma Privileged EXEC:

console#

Tabnuua 279 — KomaHapbl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HavyeHue

no ymon4aHuro

Aelicmsue

clear ip bgp [ip_add]

MNMepeycTtaHaBamBaeT coeamHe HUA ¢ BGP-coceaamu, ounan
NPUHATbIE OT HWUX Ma PLUPYTbI;

- ip_add — appec cocegHero BGP-cnvkepa, ¢ KOTopbiM byaeT
nepeycraHoB/IeHa ce ccus.

show ip bgp aofi safi

afi: (all, ipv4, 12vpn);
safi(all, unicast,mul-
ticast, evpn)

OT06pasutb Tabnnuy BGP-mapuwpyToB (Loc-RIB) yKa3aHHbIX
AFI/SAFI.

- afi —vngeHTudmkaTop Address Family;

-safi —upeHtudpukaTop Sub-Address Family.

show ip bgp [ip_add]

OTo6pasutb Tabnuuy BGP-ma pwpytos(Loc-RIB).
- ip_add — npe ouKc noace TM Ha 3HA YeHWs, MO KOTop oMy byaeT
0TO6paKeHa NoApo6HaA MHOOPMa LMA O Ma PLUPYTAX 4,0 Heé.
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show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pa3nTb MHPO PMA LMIO O Ha CTPOeHHbIX BGP-coceasnx.
-ip_add—apapeccocegHero BGP-cnukepa, no Kotopomy byaet
oTpunbTpoBaHa MHPOpPMaLUs;
- detail —oT06pa3uTb Noapo bHY MHPO PMaA LUIO;
- advertised-routes — oTo6pa 3uTb TabaMLYy Ma pLUPYTOB, AaHOH
CUPOBa HHbIX cOCe Aay;
- received-routes — 0T06pasnTb TabaULy NPMHUMA € MbIX Map-
LWPYTOB A0 NPUME HE HUS K HUM BXOAALLE M NOIUTUKMU.
DOna orobpa)keHUs NPUHUMAEMbIX MapLIPYTOB C
/| Knouyom received-routes B KOHTEKCTE HAaCTPOMKMU CO-
V OTBETCTBYIOLLEro cocesa AOMKHA b6biTb 3aaeiicTBo-
BaHa KomaHaa soft-reconfiguration inbound.

show ip bgp peer-group
name

OT06pasuTb Co3AaHHble Peer-rpynnbl U MX Ha CTPOMKK.
- name —oTo6pa3nTb Ha CTPOMKM rPynmnbl C UMEHEM ha me.

show ip bgp peer-group
name neighbors

OT06pa3unTb COCTOALLMX B Peer-rpynne coce aen.

5.30.5 Hacmpoiika npomokona IS-IS

IS-1IS (Intermediate System to Intermediate System) — NpOTOKO/ AMHAMUYECKOM MapLLpyTU3aL MK, OC-
HOBaHHbIN Ha TEXHONOMMU OTC/IEKMBAHMA COCTOAHUA KaHana (link state technology) nncnonbsyowmin ans
HaxXOXKAEeHUSA KpaTyaiwero nyTM anroputm fenkctpbl. MNpoTokon IS-1S npeacrasnnet coboi NpoTOKON BHYT-
peHHero wnto3a (IGP). NpoTokon IS-1S pacnpocTpaHseT MHGOPMALMIO O AOCTYMHbIX MapLIpyTax mexay

MapLLpyTU3aTOpaMmn 04HOM aBTOHOMHOM CUCTEMBbI.

KomaHOb! pexcuma 2n06anbHol KoHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B perkume rnobanbHOM KOHOUrypaumm:

console (config) #

Tabnuua 280 — KomaHapl perkuma rnobanbHomn KoHdUrypauum

3HayeHue/3HavyeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

router isis
-/1S1S ma pwipyTusaTop

3anyckaer IS-IS mapwpyTusatop. Bxoaut B pexxmm KoHburypa umm
npoTokona IS-IS.

no router isis OTK/lOYEH

OctaHaBnusaet IS-IS mapuwpytmusaTop. YaanaeT KoHouUrypaumo
npoTtokona IS-IS.

KomaHObI pexcuma KoHgu2ypayuu npomokxona IS-1S

Bua 3anpoca KOMaHAHOM CTPOKM B perume KoHdurypaumm npoTokona IS-1S:

console (router—-isis) #

Tabnuua 281 — KomaHapl perkuma KoHburypauum npotokonalS-1S

3Ha4yeHue/3HayeHue
KomaHda Mo yMon4yaHuio

Aelicmsue

address-family ipv4 unicast -

MepexoaunT B peKum KoHourypa umm Address-Family.

authentication key word

[level] word:(1..20)
CUMBOJIOB;

level: (level-1, level-

2)/level-1-2

3apaTh KAOY ayTeHTUPUKA UMM B Buae TekcTa. Mcnonbsyetca
ana ayre HTuduka umm LSP, CSNP, PSNP PDU. [la HHa A HA CTpoiika
UrHOpUpyeTCA, e CN ANA ayTe HTMKKA LiuKM yKa 3aHa key-chain.
- word — K/lo4 B TEKCTOBOM BUZE;

- level — ypoBeHb IS-IS, AnA KOTOPOro NpMMe HUTCA Ha CTPO KA.

no authentication key

YpanaeT KoY ayTeHTUOMKA LK.
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authentication key encrypted
encryptedword [level]

encryptedword:
(1..128) cumBoni0B;
level: (level-1, level-

3afaeT KN4 ayTeHTUdMKa LK B 3awndp oBaHHOM BUAe (Hanpu-
Mep, Naponb B 3aWnppOBaHHOM BUAE, CKONUPOBAHHBIW C APy
roro yctpouctea). Mcnonb3yeTtca ana ayreHTuduKauum LSP,
CSNP, PSNP PDU. [laHHaA HaCTpoOiKa UTHOpUPYeTCA, eCan 4
ayTeHTMdMKa LuM yKa 3aHa key-chain.

2)/level-1-2 - encryptedword —kntou B 33 wWndpoBa HHOM BUAE;
- level — ypoBeHb IS-IS, AnAa KOTOPOro NpUMe HATCA Ha CTPO KA.
no authentication key YaanaeT KAoY ayTeHTUdUKa LuK.
authentication key-chain 3apaTb UMA CBA3KM KNKOYel, KoTopaa ByaeT MCNoNb30BaTbCA
word [level] word:(1..32) Ana ayreHTudmnka umm LSP, CSNP, PSNP PDU.
CMMBONA; - word — UMA CBA3KU KNloYel;

level: (level-1, level- - level — ypoBeHb IS-IS, 4N KOTOPOro NpMMe HUTCA Ha CTPOMKa.

no authentication key-chain 2)/1evel-1-2 OTK/Il04a €T PEeXXMM UCMOIb30BAHUA CBA3KW KtOYen ANns ayTeH

TUPUKa LK.

authentication mode {text |
md5} [level]

no authentication mode

level: (level-1, level-
2)/level-1-2;
Mo ymonyaHuio ayTeH-
TUPMKaA LUA OTKAIO-

Bkntoya et ayTeHTMMKa Luto B IS-IS nonpegenser ee Tun:

- text — ayTe HTUPUKA LLUA OTKP bITbIM TE KCTOM;

-md5 — ayteHTUdUKa uma MD5;

- level — ypoBeHb IS-1S, 4N KOTOPOro NP MMe HUTCA Ha CTPO Ka.

YcTaHaBAUBa eT3HaYeHue N0 YMONYaHMUIO.

no is-type

YyeHa.
hostname dynamic BKAtoUnUTb MO A4e PKKY AMHA Mmuye cKnx hostname.
-/BKNOYE HO
no hostname dynamic BbIKNOUYUTL MO A€ PHKKY ANHA MUY e cKux hostname.
is-type {level-1 | level-2-only 3apaer Tun ma pwpyTtusatopa B I1S-IS gomeHe:
| level-1-2} - level-1— Bce B3aumoAeincTBMA C 4PYIMMM Ma P LUPYTU3aTopamm
npomcxoaAT Ha 1 ypoBHe;
A 112 - level-2-only — Bce B3avmoAelcTBUA C 4PYrMMU Ma P LLIPYTU3ATO-
-/level-1-

paMMNPOUCXOAAT Ha 2 ypOBHE;
- level-1-2 — ycTpoiicTBO NoaAnepKunBaeT B3aUMo4encTeuna obo-
WX YPOBHEW.

YcTaHaBAuBaeT3HauvYeHue no YMONYaHUIO.

Isp-buff-size size

size (512-9000)/1500

YcTa Ha B/IMBA €T MaKCMMa lbHO BO3MOMKHbIV pa3mep oTnpaese-
MmbiIx LSP 1 SNP. 3HayeHue Isp buffer size He g,013KHO npeBbIWATL

no Isp-gen-interval

6a T 3HayeHue pdubuffersize.
no Isp-buff-size YcTaHaBAUBA €T 3HaYeHMEe N0 YMOHAHMIO.
Isp-gen-interval second [lewel] 32,43 6T MMHUMA NIbHBIN MHTE PBa 1 B MC, Me KAy re He pa upe I o4-
second: (1- HOW M TOW e LSP.
65535000)/30000 - second — 3HayeHWe UHTEpPBaaa B MUINNCEKYHAA X, NO HCTeYe-
MUAANCE KYHA; HAM KoToporo LSP moeT 6bITb 3aHOBO CreHepuUpPOBaHo;
level: (level-1, level- - level — ypoBeHb 419 KOTOPOTO NPVMME HUM A,a HHbI MHTE PBa.
2)/1evel-1-2 Ecnv He yKa3bIBaTb, MHTE PBa/l NPUME HATCA K 060 UM YpOBHAM.

YcTaHaBAUBa eT3HauveHue no YMONYaHUIO.

Isp-refresh-interval second

second:(1-65235)/900

3243 T MaKCMMasibHbI MHTE PBAN B CEKYHAAX, MEXKAY re Hepa-
umnen LSP.
- second — 3Ha4YeHVe MHTepPBana B CEKyHAAX, NO UCTEYEHWUM KO-

no max-Isp-lifetime

65535)/1200 ceKyHg,

CeRYHA, Toporo LSP 6yaeT 3a HOBO Cre HEPMP O BaHO.
no Isp-refresh-interval YcTaHaBAUBA €T 3HaYeHME MO YMOTHYAHUIO.
max-Isp-lifetime second 3afaeT Bpema Ku3HK LSP. 3HauyeHWe [0MKHO BbITb XOTA Bbl HA
second: (350- 300 cekyHa 6onblie, yem|sp-refresh-interval.

- second — 3HaYe HWe B ce KyHAa X.

YcTaHaBAMBa eT3HaYeHue No YMONYAHUIO.

metric-style style [level]

no metric-style

style:(narrow, wide,
both)/both

level: (level-1, level-
2)/level-1-2

3apa et UCNoNb3ye Mblii CTUAb METPUKMU.

-narrow — NoAJiep¥K1BaTb TONIbKO CTaHAA PTHYIO (Y3Ky0) meT-
puKy;

-wide —nopae ps1MBaTb TONbKO PacLlMP eHHYIO ME TP UKY;

-both — noaaepuBatboba CTUNA METPUKY;

- level — ypoBeHb, AN KOTOPOro NPUME HUM YKa 3a HHbIN CTU/b
MeTpUKU. ECIM He yKa3blBaTb, METPMKA NPUMEHUTCA K 060vm
YPOBHAM.

YcTaHaBAUBa eT3HavYeHue no YMON4YaHUIO.

net XX XXXX.XXXX.XX

YcTtaHaBavBaeTTak Ha3biBaembli NET (Network Entity Title) ag-
pec — yHWKa NbHbIN ae HTUGMKaTOpP MapLIpyTU3aTopa B npeae-
nax|S-1S gomeHa. Mpu3sanuen NET ncnonbsyetca wecTtHaguat
pPUYHA A CUCTEMA CYUCNE HUA.
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no net YpanaeT naeHTUOGUKA TOp Ma pLIpyTU3a Topa.

shutdown OTkntovaet npouecc ISIS.
-/BKIOYE HO

no shutdown Bkntoya et npoueccISIS.

spf interval maximum-wait YcTaHaBAMBa €T MHTE pBaa Me XAy ABYMA MOC/e 40BaTENbHbIMA

second second: (0- nepecyetammanroputma SPF B mmaaunce KyHaax.

no spf interval maximum- 4294967295)/5000 YcTaHaBAUBA €T 3HAYeHME MO YMOHAHUIO.

wait

spf threshold restart-limit YcTaHa BAMBA €T CKONbKO pa3 anroputm SPF moxeT 6biTb npe-
number: (1- pBaHOo6HOBAE HMEM LSDB.

number

no spf threshold restart-limit

4294967295)/10

YcTaHaBAMBa eT3HavYeHue No YMONYAHMIO.

spf threshold updates-restart

3afaeT KomyecTBo 06HOBEHWI LSDB, npy KOTOPbIX @ AIFOPUTM

number number: (1- SPF ocTaHaBavBaeTcA n nepesanyckaeTcs.
4294967295)/4294967

no spf threshold updates-re- 295 YcTa Ha B/IMBA €T 3Ha YeHWe MO YMOHaHMIO.

start

spf threshold updates-start Konunyectso o6HoBneHuit LSDB, He ob6xoaumoe ansa He meaneH

number number: (1- HOTO 3anycka anroputma SPF (spf interval maximum-wait npu
4294967295)/4294967 3TOM UrHOpuUpyeTes).

no spf threshold updates- 295 YcTa Ha B/IMBA €T 3Ha YeHWe MO YMOHaHUIO.

start

KomaHOb! pexcuma KoHgpu2ypauuu Address-Family

Bua 3anpoca KomaHAHOM CTPOKM B pexume KoHourypaumm Address-Family:

console (router—-isis—-af) #

Tabnuua 282 — KomaHapl perkmuma KoHdurypaumm Address-Family

KomaHda

no ymosn4aHuro

3HayeHue/3HayeHue

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

nal);

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);
type: (internal, exter-

metric: (1-16777215);
name:(1-32) cumsona

PaspewaeTumnopT connected ma ppyTos:

- level — ypoBeHb IS-1S, B KOTOpbI ByAe T BbINONHATHCA Mepe-
pacnpeaeneHre mapLpyTos;

- type — YyCTaHOBUTb MMMNOPTUPYE MbIM MapLUPyTam TUN meT-
puVKY;

- metric — 3HaYe HUe MeTPUKU A1 UMMNO PTUPYE MbIX Ma PLIPY-
TOB;

- name — vma cTaHga pTHoro |P ACL, KoTopbii ByaeT Ucnoib-
30BaH A1A GUAbTPA UMM MMNOPTUPYE MbIX Ma PLUPYTOB.

Ecnv rno6anbHO BKAOYEH CTaHAAPTHbIM (Narrow) cTuib meT-
PVKK, BCE 3HAaYEHMA MeTPUKK Bosblie 63 ByayT yKa3aHbl B
TLV Kak 63.

be3 napameTpos 3anpewaet UMNOPT connected mapLupyros
B IS-1S. B cnyyae ykasaHuAa napameTpa BO3BpaLLaeT ero ae-
donTHOE 3HaYeHMe.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

nal);

level: (level-1, level-2);
type: (internal, exter-

metric: (1-16777215);
name:(1-32) cumBona

Pa3spelwaeTMmnopT cTaTU4eCKUX ma pwpytos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAe T BbINONHATLCA Nepe-
pacnpeaeneHne mapLipyTos;

- type — YyCTaHOBUTb MMNOPTUPYE MbIM MapLUpyTam TUN MeT-
pUKY;

- metric — 3HaYe HUEe MeTPUKM A1 UMMOPTUPYE MbIX Ma PLIPY-
TOB;

- name — MA cTaHga pTHoro |P ACL, KoTopbliii byaeT ucnonb-
30BaH AnA GUAbTPA LM UMNOPTUPYE MbIX Ma PLUPYTOB.

Ecnm rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) cTunb meT-
PVKW, BCe 3HAaUeHMA MeTpUKK Bonble 63 ByayT yKa3aHbl B
TLV Kak 63.
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no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

be3 napameTpos 3anpeLi@eT UMNOPT CTa TUYECKUX Ma P LUPY-
ToB B IS-1S. B cnyyae yka3aHuA napameTpa BO3BpallaeT ero
AedonTHoe 3HayeHve.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name:(1-32) cumBona

PaspewaetmmnopT ma pwpytosus RIPBIS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAe T BbINONHATLCA Nepe-
pacnpeaeneHne mapLipyTos;

- type — yCTaHOBUTb MMMNOPTMPYE MbIM MapLUPyTaM TUN MeT-
pUKY;

- metric — 3HaYe HUEe MeTPUKM A1 UMMOPTUPYE MbIX Ma PLUPY-
TOB;

- name — ¥MA cTaHga pTHoro |P ACL, KoTopbliii byaeT ucnonb-
30BaH AnA GUAbTPA LLMM UMNOPTUPYE MbIX Ma PLUPYTOB.

Ecnm rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) cTunb meT-
PVKW, BCe 3HAYeHMA MeTPUKK Bosblwe 63 ByayT yKa3aHbl B
TLV kak 63.

be3 napameTpoB 3anpewaeTMMnopT Ma ppytos n3RIP B IS-
IS. B cnyyae yka3aHuA napameTpa BO3BpallaeT ero aedosr-
HOe 3HayeHve.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name:(1-32) cumsona

PaspewaetmnopT ma pwpytosmns BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpPbIV ByAeT BbINOHATLCA Nepe-
pacnpepaeneHne ma pLipyTos;

- type — ycTaHOBUTb UMNOPTUPYE MbIM MapLUPYTaM TUM MeT-
pUKY;

- metric— 3Ha4yeHMe MeTPUKKN 411 UMNO PTUPYE MbIX Ma PLUPY-
TOB;

- name — vma cTaHga pTHoro |P ACL, KoTopbiii ByaeT Ucnoib-
30BaHANA GUABbTPA LLUM UMNO PTUPYE MbIX MA PLUPYTOB.

Ecnv rno6aibHO BKAOYE H CTaHAAPTHbIM (Narrow) cTuiab meT-
PVKK, BCe 3HAYEeHMA MeTPUKK Bosble 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpewget MNOPT Mappytosus BGP B IS-
IS. B cnyyae ykasaHua napameTpa Bo3BpaliaeT ero gedos-
Hoe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Id:(1-65536)
level: (level-1, level-2);
type: (internal, exter-

nal);
match:(internal, exter-
nal-1, external-2);
metric: (1-16777215);
name:(1-32) cumsona

PaspewaetumnopT ma pwpytosus OSPF B IS-IS.

- id — naeHTdUKaTop Nnpouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbIV ByAe T BbINONHATLCA Nepe-
pacnpeaeneHne mapLipyToB;

- type — yCTaHOBUTb MMNOPTUPYE MbIM MapLUpyTam TUN MeT-
pPUKY;

- match — Tun ma pwpyrta OSPF, nognexawmm umnopTy.

- metric— 3Ha4YeHMe MeTPUKKN A4 UMNO PTUPYE MbIX Ma PLUPY-
TOB;

- name — vma ctaHga pTHoro |P ACL, KoTopbli ByaeT Ucnoib-
30BaH 414 GUAbTPA UMM MMNOPTUPYE MbIX Ma PLUPYTOB.

Ecnu rno6a ibHO BKAKOYEH CTaHAAPTHLIM (narrow) cTunb meT-
PWKK, BCE 3HAYEHMA MeTPUKKM bosible 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpewaet MMNOPT MapLwpyTtos u3 OSPF B
IS-1S. B cnyydae ykasaHuWA na pameTpa Bo3BpaLlaeT ero aedosr-
Hoe 3HaueHue.

KomaHObl pexcuma KoHgpu2ypayuu uHmepgeltica Ethernet, VLAN:

Bna 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #
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Tabnuua 283 — KomaHabl pekmma KoHpurypaumm nHtepdelica Ethernet, VLAN

KomaHda

3HayeHue/3Ha4yeHue
Mo yMOAYaHUIO

Jelicmeue

ip router isis

no ip router isis

-/BbIKAOYE HO

BKAtOYaeT NpOTOKON MappyTusaumm I1S-I1S Ha TeKywem uHTep-
deiice.

BbIK/lOYa €T NPOTOKON Ma pLIpYTU3aL MM IS-IS Ha TeKyllem uHTe p-
deice.

isis authentication key word

3a/aTb KNOY ayTEHTUOMKA UMK B BUAE TeKCTa. Mcnonb3ytoTes anm

[level] word:(1..20) ayTeHTUPMKa uum HELLO PDU. [laHHaA HAacTpoOWiKa WUrHopupyeTcs,
CMMBO/10B; ecnn ans ayreHTUdMKa uum yka3aH key-chain.
level: (level-1, level- - word — K/1to4 B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS.
YaanaeT KoY ayTeHTUPMKA LN,
no isis authentication key
3afaeT KN4 ayTeHTUOMKa LMK B 3awndpoBaHHOM BUAE (Hanpw
isis authentication key en- mep, Napo/ib B 33 WNPOBAHHOM BUAE, CKONMPOBAHHBIN C APY-
roro yctpocrsa). Mcnonb3sytoTtca ana ayre HTudmKa umm HELLO
crypted encryptedword [level] encryptedword: ycTp ) Yy put yT buKaL,

(1..128) cumBonOB;
level: (level-1, level-

PDU. laHHa s Ha CTPOViKa UTHOPUPYETCA, eC/IM AN a YTEHTUDMKA-
LuM yka3aHkey-chain.
- encryptedword —Kntou B 33 WP OBaHHOM BUAE;

2)/\evel-1-2 - level — ypoBeHsb IS-IS.
YpanaeT KoY ayTeHTUOMKA LK.
no isis authentication key
3a43aTb UMA CBA3KW KNOYEN, KoTopaa byaeT MCNO/Ib30BaTbCA
isis authentication key-chain . ana ayre HTudnkaumm HELLO PDU.
word:(1..32) o
word [level] - word — ms CBA3KU K/loYe i;
CUMBONA;
- level — ypoBeHb IS-IS.
level: (level-1, level- OTK/Il0Ya €T PEeXKMM UCMOIb30BAHUA CBA3KM KAtoYen ANs ayTeH
2)/level-1-2 P A yT

no isis authentication key-
chain

TUOMKa LLUN.

isis authentication mode {text
| mds} [level]

no isis authentication mode

level: (level-1, level-
2)/level-1-2;
Mo ymonyaHuo ayteH-
TUPMKA LUA OTKAOYEHa

Bkntoya et ayreHTudumKaumo B HELLO PDU Ha TeKywem uHTep-
device vonpepenser ee Tmn:

- text — ayTe HTUPUKA LLNA OTKP bITbIM TE KCTOM;

-md5 — ayTeHTUdUKa uma MD5;

- level — ypoBeHsb IS-IS.

YcTaHaBAMBa eT3HauveHue no YMONYaHUIO.

isis circuit-type {level-1 | level-

YKa3bIBaeT, COCEACTBA KaKOro PO BHA MOXHO $pOopMMPOBaTh Ha
LaHHOM MHTe pdelice.

2-only | level-1-2} -/level-1-2
YcTa Ha B/IMBa €T 3Ha YeHWe MO YMOHAHUIO.
no isis circuit-type
YcTa Ha BAYBa T Me TPUKY 415 @ HHOTO MHTe pdeiica.
isis metric metric [level] - metric — 3Ha4YeHNe meTpuKK. Ecnm rnoba nbHO BKAKOYEH CTaH
metric: (1- AapTHbIM (narrow) cTunb MeTPUKKM, BCE 3HAaUYEHUA MEeTPVKM
16777215)/10; 6onble 63 byayT yka3aHbl B TLV KakK 63;
level: (level-1, level- - level — ypoBeHb IS-IS, ana KoToporo byaeT NPMMEHATLCA MeT-
2)/level-1-2 puKa.

no isis metric

YcTaHaBAuBaeT3HayveHue no YMONYaHUIO.

isis passive-interface

no isis passive-interface

-/Na ccUBHbIM pe XKnm
OTK/IlOYEH

MepeBoAUT MHTE PdEIC B NAa CCUBHBIV pPeXUM. B 3TOM pexuve
MHTe pe ic He oTNpaBAseTnHe npuHMmaeT HELLO PDU.

YcTaHaBAMBa eT3HavYeHue No YMONYaAHUIO.

isis network point-to-point

no isis network point-to-point

-/broadcast

YcTaHaBAvBa eTTUN MHTe pdelica point-to-point.

YcTaHaBAUBa eT3HaYeHue no YMO IHaHUIO.
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isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBa eT pexkum pa boTbl naganHra hello-coobwenuii.
- disable — oTKNOYUTL Na AAMNHT BO BCce X coobueHuax hello;

- enable — BKNOUYMTb Na A4MHT BO BCeX coobuue Huax hello;

- adaptive —BKAHOYUTb Na AAWHT 4,0 YCTA HOBJIE HWA COCe ACTBA.

YcTaHaBAUBa eT3HavYeHue N0 YMONYAHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/1500
6aut

YcTa Ha B/MBa €T Ma KCMMA /ibHbI pa3mep PDU, oTnpaensiembix 1
nosy4aembix Ha 3Tom uHTepdelice. 3HaueHne pdu-buffsize
[0,0/13KHO 6bITb 60 NbLIe 3Haye HusA isp-buff-size.

YcTaHaBAUBa eT3HayeHue no YMONYaHUIO.

KomaHOb! pexcuma KoHgpu2ypauuu uHmepgelica Loopback:

BuAa 3anpoca KoMaHAHOM CTPOKMU:

console (config-if) #

Tabnuua 284 — KomaHabl pexnma KoHourypauumn nHtepoeinca Loopback

3HaveHue/3HayeHue .
KomaHda / Aelicmsue
no ymosnYaHuto

ip router isis BKAtoYa eT NpOTOKON Ma pLuIpyTU3aLLum IS-IS Ha TeKkyLwem nHTep-

deiice.
- — -/BbIKAOYE HO

no ip router isis BbIKAOYA €T NPOTOKON MapLLpPyTM3a UMK IS-1IS Ha TeKyLLem MHTep-

deice.

isis circuit-type {level-1 | level-

YKa3blBa eT, COCeACTBa Ka KOro YPOBHsA MOXHO GOpMMPOBaTL Ha

2-only |level-1-2} -/level-1-2 A3 HHOM uHTe pde ice.
no isis circuit-type YcTaHaBAMBa €T 3Ha YeHMe MO YMONYAHUIO.
isis metric metric [level] YcTaHa BAMBa €T MeTPUKY ANA Aa HHOTO MHTe pde lica.
tric: (1 - metric — 3HaueHNe MeTpUKWU. Ecnm rnoba nbHO BKAKOYEH CTaH
metric: (1- o
apPTHbIA (Narrow) cTuAb MeTPUKKW, BCE 3HAYEHMA METPUKM
16777215)/10; Aap ( ) P P
b6onbue 63 6yayT ykasaHbl B TLV KakK 63;
level: (level-1, level-
- level — ypoBeHb IS-IS, ana KoToporo byaeT NPUMEHATLCA MeT-
2)/level-1-2

no isis metric

puvKa.

YcTaHaBAUBA €T 3HAYeHME MO YMOHAHUIO.

isis passive-interface

no isis passive-interface

-/NacCUBHbIN P e KM
OTK/IOYEH

MepeBoauT MHTE pdeiic B NacCMBHBIN pexMm. B aTom pexumve
nHTe pdeic He oTNpaBaseTn He npuHMMaeT HELLO PDU.

YcTaHaBAUBa eT3HauveHue no YMONYaHUIO.

KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOM CTPOKM UMEEeT BUA,:

console#

Tabnuua 285 — KomaHab! pexunma Privileged EXEC

KomaHda

3HaveHue/3Ha4yeHue
Mo yMOAYAHUIO

Aelicmsue

show isis database [level]

level: (level-1, level-2)

OTobparkaeT 6a3y AaHHbIX TONOAOrMM NpoTOKoAa |IS-IS.
- level —yka3biBaeT ypoBeHb NpoTOKo A IS-IS, 6a 3y Aa HHbIX KOTO-
pOro He 06xo04MMo 0TOBPa3unTh.

show isis hosthame

OTobparkaeT n3BeCTHble cooTBETCTBUA SystemID nHostname.

show isis interfaces [tengiga-
bitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback| vlan
vlan_id]

te_port:(1..8/0/1..24);
hu_port:(1/0/1..6);
group:(1..48);loop-
back:(1-64);vlan-id:
(1-4094)

OTobpakaeT MHo pMa umto 06 nHTe pde iMcax, yda cTyrOLMX B | S-
IS.
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show isis neighbors [detail]
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback /oopback | vlan
vlan_id]

OTo6paskaeT MHGO P Ma LMIo O coce AaX.
- detail —vcnosb3oBaHMe 4aHHOTO Na pameTpa No3soaseToTobpa-
3UTb AeTa bHy0 MHPOPMa LU0 O COCeAAX.

te_port: (1..8/0/1..24);
hu_port:(1/0/1..6);
group:(1..48);loop-
back:(1-64);vlan-id:
(1-4094)

clear isis CbpocuTh BCE COCEACTBA M OYUCTUT Ta bMLLY Ma pLIpyTU3aLmum | S-
IS.

5.30.6 Hacmpoiika Route-Map

MpumeHeHWe route-map No3BOAET USMEHATL aTPMOYTbl Y aHOHCUPYEMbIX M MPUHUMAE MbIX MApPLL-
pyTtos BGP.

KomaHObI pexcuma 2106aa6HOU KOHpuU2ypauuu

Bua 3anpoca KOMaHAHOM CTPOKM B perKMme rnobanbHOM KoHOUrypauuu:
console (config) #

Tabnuua 286 — KomaHapl perkuma rnobanbHomn KoHdUrypauum

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymon4yaHuro
route-map name [sec- CosgaeT3anucb route-map.
tion_id ] [ permit | deny] MNe peBoAUT KOMaHAHYIO CTPOKY B P XUM KOHOUIypmp o BaHA
route-map.
- name —Ha3Ba Hue route-map;
- section_id —Home p 3anucu B 3TOM route-map;
name:(0..32) cumsoia; - permit — npuMe HUTb S et KOMa HAbI K Ma pLIpYTam;
section_id: - deny —0T6pOCUTL Ma pLUPYTHI.
(1..4294967295). 7/l MakcumanbHoe KonuuyectBo route-map = 32
V (BKMIOYAnA cekuum ogHoOro route-map).
no route-map name [sec- Ypanutb route-map.
tion_id ] [ permit | deny ] -name —Ha3BaHMWe route-map;
- section_id —ypanaeT 3anmcb c Homepom section_id.

KomaHObI pexcuma KoHgu2ypauuu cekyuu route-map

Bua 3anpoca KoMaHAHOM CTPOKM B peXume KOHIUrypaumm cekumm route-map:
console (config-route-map) #

Tabnuua 287 — KomaHapl perkuma KoHdUrypauum cekummn route-map

3HayeHue/3HayeHue .
KomaHda Aelicmeue
0 yMOAYAHUIO

continue section_id [and] 3a4aTb HOMeEpP cneaytolen cekuum route-map, Kotopas by-
AeT NpUMe He Ha K Ma pLIpyTam, Mo c/ie NPpUME HE HUA Te KyLLe it
- section_id —Home p 3anucKn B 3TOM route-map;
- and — ykasbliBaeT, 4yTo match ycTaHOBKM B 3TO route-map
OO0JIKHbI 6bITb NoTMYe CKM 06be guHe Hbl (AND) ¢ match ycra-
HoBKamu B route-map, 0603HauYeHHbIX MapamMeTPom
section_id.
» Co3paHue uenoyek route-map (6e3 napametpa and)
V BO3MOXHO, €C/M TUN route-map BbICTaBNAeH B
permit.
. Ecnv npu cospanum uenouku npumeHseTca napa-
«‘ meTp and, To Bce set yCTAaHOBKM AOMKHbI Haxo-
: AUTbCA B NOC/IeAHEN CEKL UM 3TOM LeNoYKHU.

section_id:
(1..4294967295).
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no continue

CbpacbiBaeT ycTa HOBKY.

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name:(0..32) cumBona

3apaert coorsetcrBue prefix-list uaapeca mapwpyra.
- address — cooTseTcTBMe prefix-list uip-aapeca ma pwpyta;
- next-hop — cooTtseTcTaue prefix-list u next-hop ip-agpeca
Mapupyta;
- route-source — cooTBeTcTBue prefix-list nip-agpeca nctou-
HMKa Ma pLpyTa;
- name —Ha3BaHuve route-map;
. YTo6bl He oT6pacbiBaUChb OCTa/ibHble MapLIPYThbI,
V’ He yKa3aHHble B prefix-list, Heo6xogumo cosgatb
nycToii route-map 1 NPUBA3aTb €ro K TeKyLwemy ye-
pes continue.

C6pacbiBaeTt cooTBETCTBUE.

match local-preference
value

no match local-preference

value:
(1..4294967295).

3apaeT cooTBeTCTBME Ma pLUpyTa caTpubyTom local-
preference.

C6pa CblBa €T COOTBETCTBUE.

match metric value

no match metric

value:
(1..4294967295).

3afaer cooTBeTCTBME Ma pLUIPYTa C aTpubyTom metric.

CbpacbiBaeT cOOTBETCTBME.

match origin [igp |egp |
incomplete]

no match origin

3afaeT cCoOTBETCTBME Ma pLUpPYyTa C aTpubyTom origin.

- igp — MapwpyT bbin NONYyYEH M3 MPOTOKO/IA BHYTPEHHEMN
Ma pLUpYTM3a Uy (Ha npume p, KomaHgol network);

- egp — MapLpyT 6bIn BblydeHNO NpoToKony EGP;

- incomplete — mapwpyT 6bI1 Bbly4eH Ka KUM-TO MHbIM O bpa-
30M (Hanpume p, KomaHgol redistribute).

C6pa CblBa €T COOTBETCTBUE.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[o06aBuUTb K Ma pwpyTy aTpmnbyT AS_PATHLIMIT.

HyneBoe 3HayeHWe orpaHMyYnBa eTa HOHCUP OBaHME J10 KaJlbHO
Cre He pMPOBAHHbIX Ma pPLIPYTOB, TO/ILKO Mexay iBGP coce-
Aamu (He 6yayT BuAHbI anA e BGP).

3HaueHue 6onbwe 0 o3HauaeT, yto ecan AS_PATH aTpubyr
umeeT 6obwe AS-Homepos, yem 3HauYeHne AS_PATHLIMIT,
TO HY)KHO ero oTbpocuTb NpuBbIXOAE B € BGP.

CbpacbiBaet path-limit.

set as-path prepend
as_number

as_number:(1-

[o6asutb K aTpnbyty AS-Path BBeaeHHble AS HOMepa.

4294967295)
no set as-path prepend CbpacbiBaeT gobasnenue K AS-Path.
set as-path prepend local- [o6aButb K aTpmbyTty AS-Path value Home pos Local AS (Ha Bbl-
as value xon eBGP-cocepy).

value: (0-10) A AY)

no set as-path prepend lo-
cal-as

CbpacbiBaeT gobasneHune K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cMmBO 1A

Ypnanutb us atpubyta AS-Path ykasaHHyto AS.

CbpacbiBaeT yaaneHve.

set ip next-hop ip_address

no setip next-hop

YcTaHoBUTL Next-hop aTpubyT mapupyTa.
- ip_address —1P-a gpec next-hop.

CbpacbiBaeT ycTaHOBKY aTpubyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTa HOBUTbL 3HaYe HWe aTpubyTa local-preference.

CbpacbiBaeT ycTaHOBKY aTpubyTa |l ocal-preference.

set metric value

no set metric

value: (1-4294967295)

YcTa HoBUTL 3HaYe HWe aTpubyTa metric.

CbpacbiBaeT ycTaHOBKY a TpubyTa metric.

set next-hop-peer

no set next-hop-peer

ATpubYT He
ycTaHoB/EH

YcTa HOBUTbL 3HAaYe HWE aTpubyTa next-hop, Kakagpec cocepa.

CbpacbiBaeT ycTa HOBKY a TpMbyTa.

set origin [igp |egp | in-
complete]

no set origin

YcTa HOBUTL 3HaYeHWe aTpubyTa origin.

- igp — mapuwpyT 661 NONYyYeH U3 MPOTOKO/A BHYTPEHHEN
Ma pLpyTK3a uym (Ha npume p, KomaHz,oi network);

- egp — MapLupyT 6blN Bblyde H NO NpoToKony EGP;

- incomplete — MapLpyT 6bin Bblyd4eH Ka KMM-TO MHbIM 06pa-
30M (Hanpume p, KomaHgoli redistribute).

CbpacbiBaeT ycTa HOBKY a TpmbyTa origin.
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set weight value YcTaHOBUTL 3HaYe HMe aTpubyTa weight.

- value:(1-4294967295) -
no set weight CbpacbiBaeT ycTa HOBKY a TpnbyTa weight.

KomaHOb! pexcuma Privileged EXEC

Bce KomaHab! AOCTYNHbI ANA NPUBUNETUPOBAHHOIO NO/1b30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:
console#

Tabnuua 288 — KomaHapl perkmuma Privileged EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
10 YyMOAYAHUIO

KomaHda

MpocMoTp MHGOPMA LUK O CO3AaHHbIX route-map.
-name —umsa route-map.

show route-map [name] name: (0..32) cumsosa

5.30.7 Hacmpolika Prefix-List

Prefix-nnctbl nossonstoT GMAbTPOBATL NPUHUMAEMbIE U AHOHCUMPYEMble MAPLLIPYTbl MPOTOKO0B ANHA-
MMYECKOM MapLUpPyTU3aLLUN.

KomaHObI pexcuma 27106aa6HOU KOHpuU2ypauuu

Bua 3anpoca KoMaHAHOW CTPOKM B PeXKMME rN06abHON KOHGUTYypaLmm:

console (config) #

Tabnuua 289 — KomaHapl perkuma rnobanbHomn KoHdUrypauum

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4yaHuro
ip prefix-list list-name [seq Co3paTb Prefix-list.
seq_value] [description - list-name —vma co3pgaBaemoro prefix-nucra;
text] {deny | permit} - seq_value — HOMme p 3aNUCK B CNUCKe Npe GpUKCOB;
ip_address [mask] [ge - text — onuca HYe cnucka npe duKcos;
ge_value] [le le_value] - deny —3anpeLatouiee geicTere ANA Ma pLIPYTa;
list-name: (1..32); - permit —pa3pelwatlee AelicTBMe A1 Ma PLIPYTa;
seq_value: (L. - ge_value — cooTBeTcTBME A/MHE MpeduKca, paBHOW MUK
4294967294); 60/bLUe i, Ye M Ha CTPOEHHa A AIMHa NpeduKca;
text: (0..80) cumsona; - le_value — cooTBeTcTBME ANVHe npedUKca, KOTopas paBHa
ge_value:(1.32); WM MeHbLUE Ha CTPOEHHO I ANUHbI Npe duKca.
le_value:(1..32) 2 Ec/M He HawNocb HYU OAHOrO COOTBETCTBUA, TO ByaeT
V npuMeHeHa HesiBHaA NoAUTUKa No ymonvaHuio deny
any.
no ip prefix-list list-name Ypanutb cospaHHbil Prefix-List.
[seq seq_value]

KomaHOb! pexcuma Privileged EXEC

Bce KomaHab! AOCTYNHbI ANA NPUBUNETUPOBAHHOIO NOJ/1b30BaTeNA.

Bua 3anpoca KomaHAHOM CTpOKM perkmma Privileged EXEC:

console#
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Tabnunua 290 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
Mo yMOAYaHUIO

Aelicmeue

show ip prefix-list [name]

name:(0..32)
CMMBO/IA

MpocmoTp MHPOpMa LuK 0 co3aaHHbIx prefix-list.
-name —wms prefix-list.

5.30.8 Hacmpoiika cea3Ku Knaoyeli

CBA3Ka Kao4yel No3BoNSAET Co34aTb Habop naponel (Kaw4yen) c nocneayowein BO3MOKHOCTHIO
HACTPOMKM BPEMEHM A NCTBUA KaxKaoro naponsn. CosaaHHbIe Napo/iv MOTYT MCNO/Ib30BaTbCA MPOTOKOMaMM
RIP, OSPF, IS-1S pna ayTeHTUOUKauuK.

KomaHObI pexcuma 2a06ana6Hol KoHpuU2ypayuu

Bua 3anpoca KomaHAHOM CTPOKM B perkume rnobanbHOM KOHOUIypauuu:

console (config) #

Tabnuua 291 — KomaHapl perkuma rnobanbHom KoHdUrypauum

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

key chain word

no key cha

in word

word:(1..32) cumBona/-

Co3paeT cBA3KY K/toYel C MMe He M word 1 BXOAUT B PEXKUM KOHU-
rypa Lum CBA3KU KoY e .

Ypanaet CBA3KY K/toYel c ume Hem word.

KomaHObI pexcuma KoHgu2ypayuu c8A3KU KaroYel

Bua 3anpoca KOMaHAHOM CTPOKM B peXMME KOHPUIYPaLMM CBASKU KNtOYEN:

console (config-keychain) #

Tabnuua 292 — KomaHapl perkMma KoHOUIypauum CBA3KN Ktouei

3Ha4yeHue/3HayeHue .
KomaHda Aelicmeue
no yMmosnYaHuto
Co3paeT katou c uaeHTUPMKaTopom key_id 1 BXOAUT B pe KM KO H

key key id . durypaumm Kaoua.

k 1(1..2 - -

ey_id:(1..255)/ YaanaeTt katou c ngeHTudrka Topom key _id.

no key key id

KomaHOb! pexcuma KoHgpu2ypauuu Kar4yd

BuAa 3anpoca KoMaHAHOM CTPOKM B peXMme KOHOUTypaLmum Katova:

console (config-keychain-key) #

[ aHHbIN peXkum AoCTyneH 13 pexkMma KoHOUIypaLMm CBA3KM KAtoYe M npeaHasHavyeH Ans 3a4aHns
CaMOro K/1t04a M ero NapameTpos.
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Tabnuua 293 — KomaHabl perkMma KoHUrypaumm Kntoya

3HayeHue/3HayeHue
no ymoA4YaHuo

KomaHda

Aelicmeue

key-string word

no key-string word: (1..16) cumsonos/-

3apaeT 3HavyeHue Kaua.

YaanaeT 3HaYeHue KaYa.

encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3aaeT 3HaYeHWe KtoYa B 3a WndpoBaHHOM BUAE.

- encryptedword — 3a wndpoBaHHbIV Na pob (Ha Nnpumep, na-
poAb B 3awWmnbpoBaHHOM BUAE, CKOMUPOBA HHbIN C APYroro
ycTpoicTBa).

YaanaeT 3HaYeHue Kaua.

accept-lifetime
time_to_start
{time_to_stop [ duration |
infinite}

-/BCerna pencrenTenieH

no accept-lifetime

3a/aeT BPpeEMA KU3HM KNK0Ya, B TeYEeHUe KOTOPOro Kitoy by
OeT AeWCTBUTENEH AR CBEPKM C K/IHOYOM B NP UHMMA EMbIX CO-
obLe HuAX.

- time_to_start— Bpema U aaTa Hayana 4eicTBMA Katoya. 3a-
paeTca B popmate hh:mm:ssmonth day year;

- time_to_stop — Bpema U AaTa NpekKpalleHua aemncTeua
KnoYa. 3agertca 8 popmaTe hh:mm:ss month day year;

- duration —3apaeT NPOAO0/IKUTENIbHOCTb A€ UCTBUSA KJloua B
CeKYHAAX;

- infinite — ycTaHaB/NMBaeT 6e CKOHEYHOEe BpeMa Ae CTBuA
KAtoya.

Yaanutb BpeMA XXU3HU KNoYa.

send-lifetime
time_to_start
{time_to_stop [ duration |
infinite}

-/BCcerpa pencrTeuTeneH

no send-lifetime

3apaer Bpems XU3HU Kloua, B TeHeHMe KOToporo KoY 6y
AeT AeWCTBUTENeH ANA OTNPaBKMU CO O OLLEeHMI.

- time_to_start— Bpema 1M 4aTa Hayana 4eincTBumA Katoda. 3a-
paeTca B popmate hh:mm:ssmonth day year.

- time_to_stop — Bpema U AaTa NpekKpalleHus AencTeua
KAova. 3agertca B popmate hh:mm:ss month day year.

- duration —3agaeT NPoA0/IKUTENIbHOCTb e UCTBUA KoYa B
CeKyHaax.

- infinite — ycTaHaBAuBaeT 6eCKOHeYHoe BpeMA AeNCTBUA
KNtoua.

Yaanutb BpeMA XU3HU KNKoYa.

'

KomaHOob! pexcuma Privileged EXEC

Bna 3anpoca KOMaHAHOM CTPOKM UMEET BUA;

console#

Tabnuua 294 — KomaHapl perxkmma Privileged EXEC

Ecnu B KaKOi-TO MOMEHT BpemeHU Cpasy HeCKOJIbKO Knouei GY,D,YT ABNATbCA AEﬁCTBMTEI'Ib-
HbIMM, TO GAKTUYECKMU UCNOIb30BATbLCA 6yp,eT K/10Y C HAUMEHbLUMM UAEHTUPUKATOPOM.

3HayeHue/3Ha4yeHue
no ymoa4YaHuo

KomaHda

Aelicmeue

show key chain word word:(1..32) cumsona/-

OTo6pakaeT MHPO pMa Lo O CBA3KE KAtouei c umeHem word.

[pumepbl 8bIM0AHEHUS KOMAHO

Cospatb CBA3KY KN toyen cumeHemnamelu nomecTuUTb BHeé ABa Kntoya. Ha Kntoue key 2 HaCTPOUTb
BpeMeHHOﬁ MHTepBan, B Te4HeHne KOTOPOro 3TOT K/TH0Y MOXKET 6bITb MCNONb30BaH ANA CBEPKU C KNHOHOM B

NMPUHATbLIX NaKeTax.

console (config) #key chain namel
console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl
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console (config-keychain-key) #fexit
console (config-keychain) #key 2
console (config-keychain-key) #key-string testkey?2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020

12:00:00 mar 20 2020
MNMokasaTb MHMOPMALMIO O CO34aHHOM CBA3KE K/KOYEN:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa 7W304gfrNBeGhigRuwwp 6mWCy69nLuQk="
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIwWHBL6UxZyWVPzbqgZ/6fI0F3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.30.9 banaHcupoeka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BanaHcupoBKa Harpysku ECMP no3sonseT nepenaBaTb NakeTbl O4HOMY MNOYy4YaTENO NO HECKO/b-
KUM «1y4LIMM MmapLipyTam». laHHbIM GyHKLMOHAA NpeaHa3HavyeH 44 pacnpeneeHns Harpysku u on-
TMMM3aLLMM NPOMYCKHOM cnocobHocTu ceTn. ECMP moKeT paboTaTb KaK CO CTaTUYECKUMU MapLLPYTamK,

TaK U C NPOTOKOJ1aMU AMHaMMLIECKOﬁ MapwpyTmsalmn.

KomaHOb!I pexcuma 2106aa6HOU KOHpu2ypayuu

Bua 3anpoca KomaHAHOM CTPOKM B peXkume rnobanbHo KoHPUrypaumm:
console (config) #

Tabnunua 295 — KomaHabl pexnma rnobanbHo M KoHPUrypaumum

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip maximum-paths maxi-

3apaTb MaKcUma ibHOE KOINYeCTBO nyTeﬁ, KOTOpble MmOyt

mum_paths 6bITb ycTaHOBAEHbI B FIB gna Kakaoro mappyra.
maximum_paths: V HacTtpoiika BCTynUT B CUly TO/IbKO NOC/Ie COXpaHe-
(1..64)/1 HUA KOHPUIYPaL MM M Nepesarpy3Ku yCTPOCTBa.
no ip maximum-paths YcTa HOBUTb 3HAaYe HME MO YMONYAHUIO.

5.30.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MNpotokon VRRP npepHasHayeH Ana pesepBUMPOBaHUA MapLUPYTU3ATOPOB, BbINOMHAKOLWMUX POb
LU033 N0 YMONYAHMIO. ITO AoCTUraeTca NyTéM ob6beguHeHUn IP-uHTe pdeiicoB rpynnbl MapLLPyTU3aToOPOB
B OZMH BUPTYasibHbIi, KOTOPbLIM OYAETMCNO1b30BaTLCA KaK LLJTHO3 MO YMOIYaHWIO AJ15 KOMMbIOTEPO B B CETU.
Ha KaHanbHOM ypoBHe pesepsupyemble HTepdeicol nmeroT MAC-agpec 00:00:5E:00:01:XX, rae XX —

Homep rpynnbl VRRP (VRID).

ToNbKO 0AMH U3 GU3NYECKMX MAPLLIPYTU3ATOPOB MOKET BbINOMHATL MapLUpPyTMU3aLMio TpaduKa Ha
BUMpPTYanbHOM IP-uHTepdeiice (VRRP master), ocTanbHble MapLIpyTU3aToOpbl B rpynne npeaHasHavyeHbl a1
pesepsupoBaHua (VRRP backup). Bbibop VRRP master npoucxogut B cootBeTcTBUM ¢ RFC 5798. Ecnu
TEKyLWMIH master CTaHOBUTCA HeAOCTYMHbIM — BblbOp nosBTOpAeTcA. HausbiClWKM npuoputeT nmeet
MapLIpyTU3aTop € cO6CTBEHHbIM |P-aapecom, coBNaaatoLIMM C BUPTYanbHbIM. B ciydae 4OCTYNHOCTM OH

Bceraa craHosutcAa VRRP master. MakcumanbHoe Konmyectso VRRP-npoueccos —50.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepagelica 2pynnsi nropmos

Bua 3anpoca KOMaHZHOW CTPOKM B perkume KoHourypauum uHtepdelico Ethernet, VLAN,
nHTepdeica rpynnbl NOPTOB:

console (config-if) #

Tabnuua 296 — KomaHgpbl pexnma KoHourypauumn nHtepdeiica Ethernet, VLAN, nHtepdeitca rpynnbi nop-

TOB

KomaHda

3HayeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

vrrp vrid description text

no vrrp vrid description

vrid: (1..255);
text: (1..160 cumBonoB)

[o6aBneHne onunca HXA LLeAU UK UCNONb30Ba HMA Ana VRRP mapu-
pyTM3aTopa C naeHTUPMKA Topom vrid.

Ypanexue onucaHna VRRP-mapwpyTusaTtopa.

vrrp vrid ip ip_address

no vrrp vrid ip [ip_address]

vrid:(1..255)

Onpepenenne |P-agpeca VRRP-mapwpyTmsatopa

YpaneHue |P-agpeca VRRP ¢ map wpyrtumsaTopa. Ecnm e Kavectse na-
pameTpa He yKasaH | P-agpec, To yaanatca sce | P-agpeca BUpTyanb-
HOTO MapLUpYyTM3aTopa, BC/e ACTBME YETo yAaITCA U caM BUPTY-
a/IbHbIVi Ma pLUpYyTU3aTOp vrid Ha A,@ HHOM YCTPOWCTBE.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Mo ymonyaHuo
BK/tOYE HO

BKAtoyeHWe pexrma, Nnpu Kotopom backup-maplpyrtmnsaTtop ¢ 6o-
flee BbICOKMM NpUopuTeTom byaeT NbiTaTbCANe pexsaTuTb Ha ceba
ponb masteryTeKylie ro master-map WwpytusaTopa ¢ 60/1e e HASKUM
npuopuUTETOM.
7l MapwpyTursaTop, KOTopblii ABNAeTcA Bragenbuem IP-aa-
V peca mapwpyTusatopa, 6yaeT nepexsaTbiBaTb Ha cebs
poib master HE3aBUCMMO OT HACTPOEK JAHHOW KO-
MaHAbl.

YCcTaHOBKaA 3Ha4YeHus No yMO4a HUKO .

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonyaHuio: 255
anasnagensuya IP-
aapeca, 100 gna

Ha3HaueHue npuoputeta VRRP-mappyTmsaTtopa.

YcTaHOBKa 3Ha4eHuA nNo YMON4a HUIO.

0CTa/IbHbIX

vrrp vrid shutdown vrid: (1..255); Bbiktoye HMe VRRP-NpoTOKoIa Ha ia HHOM MHTe pde ice.

no vrrp vrid shutdown Mo ymoua Huio: Bkntoue Hne VRRP-NpoTOKo M@ Ha 4@ HHOM MHTe poe iice.
BbIK/IIOYEH

vrrp vrid source-ip ip_address vrid: (1.255); Onpepe nenve peanbHoro VRRP-agpeca, KoTop bl byae T ncnonb3o-

no vrrp vrid source-ip

Mo ymonyaHmio:0.0.0.0

BaTbCA B KayecTtse | P-agpeca oTnpasutens gns VRRP-coobuye Hui.

YcTaHOBKa 3Ha4eHuA nNo YMON4Ya HUIKO.

vrrp vrid track track_number
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
track_number: (1..64);
decrement:(1..253)

N3meHaeT npmoputetT VRRP-mapLupyTnsatopa npm U3me He H1M co-
cToAHMM TpeKa. Mpu ne pexoae Tpeka B coctoaHne down npuopuret
VRRP-ma plupyT13aTopa NOHWKa eTcA Ha 3HayeHwe decrement_pri-
ority wam Ha 10, ecnnsHaveHue decrement_priority He ykasaHo.

OTme HAeT name He HUe npuoputeTa VRRP-mapwpyTtmsaTtopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);
Mo ymonyaHuio: 1 cek

OnpepeneHve WHTe pBana MeXay aHoOHCamMu master-mapLpyTisa-
Topa. Ecnm vHTEpBan 3a4aH B MUAIMCEKYHAAX, TO NPOMCXO aUT
OKpYyrieHue BHM3 00 6anxKanwe i ce KyHabl ans VRRP Version 2 n
00 bAmKaMwmx coTbiXx gonei cekyHabl (10 munancekyHa) ana
VRRP Version 3.

YcTaHOBKa 3Ha4YeHMA N0 YMOYa HUIO.
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vrrp vrid version {2 | 3 | 2&3}

Onpe ae neHve nogaepxunsaemoiisepcum VRRP npoTokona.

-2 —nopaeprusaerca VRRPV2, onpeaeneHHblit B RFC3768. Mony-
yaemble VRRPv3-coobuie HMs oTbpacbiBatoTcA Ma pLupyTM3aTOpPOM.
OTnpasaatoTca To1bKo VRRPV2-a HOHCbI;

-3 — nopaepxmeaerca VRRPv3, onpeaeneHHbin B RFC5798, 6e3
coBmecTumocTtu c VRRPv2 (8.4, RFC5798). Monyvaemblie VRRPv2-co-
obweHna oTbpacbiBatoTca mMappyTusaTopom. OTnpaBAaAOTA

-/2 ToNbKo VRRPv3-aHOHCbI;
-2&3 — nopaeprkusaetca VRRPv3, onpeaeneHHblt B RFC5798 c 06-
paTHol coBmecTumocTbio ¢ VRRPV2. Mosnyvyaemble VRRPV2-coo6-
weHua obpabaTbiBatoTcA MapwpyTusaTopom. OThpaBAAOTA
VRRPv2- 1 VRRPv3-aHOHCbI.
Mopae puBaetca Tonbko VRRP Bepcum 3. Pekumbl 2 1 2&3 byayT
noane prueatbcsa B byaywmx se pcusx MNO.
no vrrp vrid version YCTaHOBKA 3HaYEHWUA MO YMOYA HUKO .
vrrp vrid accept mode [accept | YcTaHaBUBa eT pexum paboTol 06paboTKM Na KeToB., a Ap eCOBAHHbIX
drop] Ha BUPTYyaibHbIMagpec:
-accept — VRRP-ma pwpyTmsaTop B coctoaHumM Master byaeT npw
HMMaTb NaKeTbl, a4pecoBaHHble Ha BMPTYa/IbHbIM agpec, Jaxe
-/drop; €C/IMOH He ABNAeTCA BNa AeNbL,em 3Toro aapeca;
. ! - drop — VRRP-ma pwpyTtusatop B coctoaHnm Master bygeT otbpa-
vrid: (1..255)

no vrrp vrid accept mode

CblBaTb NaKeTbl, a 4peCOBaHHbIE Ha BMpTyaﬂbeIf/’I ajgpec, ec/m oH
He AB/1AeTCA B/la AeNbUeM 3TOro ajpeca.

YcTaHOBKa 3Ha4eHuA nNo YMO14a HUIO.

KomaHOb! pexcuma Privileged EXEC

Bce KomaHAb! 4OCTYMHbI ANA NPUBUIETMPOBAHHOIO NOb30BaTEeNA.

Bupa 3anpoca KomaHAHOW CTPOKM perkuma Privileged EXEC:

console#

Tabnuua 297 — KomaHapl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
M0 yMOMYAHUIO

Aelicmeue

show vrrp [all | brief |
counters interface {
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}]

te_port: (1..8/0/1..32);
hu_port: (1/0/1..6);
group:(1..32);
vlan_id: (1..4094)

MpocmoTp KpaTKoM Uamn AeTanbHON MHGOPMa LMK ANA BCEX WM
O[HOTO Ha CTPOEHHOTO BUPTYasibHOTO Ma pwpytusatopa VRRP.

- all — npocmoTp MHGO PMa LM O BCE X BUPTYa JIbHbBIX Ma PLUPYTH
3aTopax, BKAOYaA OTKIOYEHHbIE;

- brief — npocmoTp KpaTKo ¥ MHPO pMa LUK 0 BCEX BUPTYA JIbHbIX
Ma pLpyTM3aTopax;

- counters - oTobpakaer cueTunku gns VRRP.

[pumepbl 8bIM0AHEHUS KOMAHO

=  Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3osaTb 3TOT agpec B Ka4ecTse aapeca BUPTY-
aNbHOro MapLpyTM3aTopa. Bkatountb VRRP-npoToKo Ha uHTe pdelice VLAN.

console
console
console
console

—~ e~~~

config-vlan)# interface wvlan 10
config-if)# ip address 10.10.10.1 /24
config-if)# vrrp 1 ip 10.10.10.1
config-if)# no vrrp 1 shutdown
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=  [locmoTpeTb KoHuUrypauymio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0(default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.30.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sosneT 6bicTpo 06HAPYKUTb HEUCNPABHOCTU IMHKOB. BFD moxeT paboTaThb Kak
CO CTaTMYECKMMM MapLUpPYTaMK, TaK U C MPOTOKO1IaMM AMHaMMyecko mapLpyTtusaumm RIP, OSPF, BGP.
B Tekywei Bepcnn MO peannsosBaHa paboTa TONIbKO C NpOTOKONOM BGP.

KomaHOb!I pexcuma enobanvHOU KoHgu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B perKume r1obanbHoM KoHbUrypauuu:

console (config) #

Tabnunua 298 — KomaHap! perkuma rnobanbHoOM KOHOUrypaLmm

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
Mo ymoa4YaHuro
bfd neighbor ip_addr [in- 3apatbBFD-cocepa.
terval int] [min-rx min] -int — MMHUMA IbHBIN MHTEepPBan Nepegayn Ana obHa pyxe H
[multiplier mult_num] . OLWKNBKY;
int: (150..1000)/150 -min — MUHYMANbHBIV UMHTEPBA N NPUEMA ANA 06Ha pyXKe HAA
min: (150..1000)/150 b pBafn np A Py
It_num:(1..255)/3 O LIMORY;
mult e -mult_num — KO/IM4eCTBO MOTEPAHHbIX MAKETOB 4O pPa3pbisa
ceccum.
no bfd neighbor ip_addr YCcTa HOBUTb 3HA Y€ HWE MO YMOYAHUIO.

KomaHOb! pexcuma Privileged EXEC

Bce KomaHab! AOCTYNMHbI ANA NPUBUNETUPOBAHHOIO NOJ/1b30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:

console#

Tabnuua 299 — KomaHabl pexkuma Privileged EXEC

3HaveHue/3HayeHue "
KomaHda / Aelicmeue
no ymoa4YaHuro
show ip bfd neighbors MpocmoTp MHPOo pma LuM 06 a KTUBHBIX BFD-coceasnx.
[ip_addr] [detail] )

Ethernet-kommymamoper MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48 261



JHELTEX

5.30.12 Kongpuzypayua supmyaneHoii o6nacmu mapwpymusayuu (VRF)

VRF (Virtual Routing and Forwarding) — 3To TexHonorma, KoTopas NO3BOAET HECKO/IbKUM 3K3eM-
naapamTabanLbl MapLIPYTU3aLLMM COCYLLLECTBOBATL B OAHOM MapLLPYyTM3aTOpe O4HOBPEMEHHO.
Cnuncok noaaeprkaHHbix B VRF dyHKunit goctyneH B Tabanue 303.

Tabnuua 300 — KomaHab! pekuma rnobanbHOM KOHOUTYpauum

KomaHda

3HayeHue/3Haye-
HUe fo yMOoAYaHUI0

Aelicmeue

ip vrf [vrf_name]

no ip vrf [vrf_name]

vrf_name:(1..32)
cMMBO/IA

Co3aa Hue BUPTYaibHO W 06.1a CTV Ma P LUP YTU3ALL UK.

YaaneHve BUpTyaibHOM 061a CTU Ma pLUpYTU3a LK.

Tabnuua 301 — KomaHabl pexuma KoHburypaumnm nHtepdeica

KomaHda

3HayeHue/3Haye-
HUe no yMoA4YaHUI0

Aelicmeue

ip vrf [vif_name]

no ip vrf

vrf_name:(1..32)
cMmBosIa

MpuBA3Ka nHTe pdeiica K 06,13 CTM BUPTYyaNibHO M Ma pLUPYTM3a -
umn. Mocne BBOAA KOMaHAbl BCe CO3aHHble B AasibHe Miem | P-
afpeca byayr accoummpoBsaTbea ¢ VRF, K KoTopomy 6611 Npuss-
3aHWHTe pdeic.

OTBs3Ka MHTe pdelica 0T061a CTM BUPTYa/IbHO M Ma PLUPYTM3aLLUN.

Tabnuua 302 — KomaHabl pexmma EXEC

3HayeHue/3Haye- .
KomaHoa Aelicmeue
Hue no ymosn4aHuto
show ip vrf [all vrf_name:(1..32) BbIBOA MHPOPMA LLMM O CO3Aa HHbIX BUPTYA JIbHbIX 0613 CTAX Ma pLUpy-
|vrf_name] cMmBONa T3a UM M 06 L3-uHTe pdeicax, KOTopble B HUX HAXOA4ATCA.

Tabnunua 303 — OyHKLMK, NoAAeprKaHHble ana paboTbl B VRF

®yHKYUU

Haesuzayusa

Mo

KomaHAbl ynpasieHua cucte-

5.4 Koma Habl yripa BeHUs CUCTe Mo

CTaTuyecKas MapLupyTm3aums

5.30 KoHdwurypa uus npoTOKON0 B Ma pLU pyTHU3a LMK

OSFP 5.30.3 Hactpoika npoTtokona OSPF, OSPFv3
BGP 5.30.4 HacTpo#ka npoTokona BGP (Border Gateway Protocol)
VRRP 5.30.10 HacTpotika Virtual Router Redundancy Protocol (VRRP)

5.31 KoHdwurypauua VXLAN

VXLAN — 3To BMpTyasibHas paclumpeHHas YyactHas ceTtb (Virtual eXtensible Local Area Network).
[aHHaa TexHo/0rMa No3BoNsAeT ynakosbiBaTb Ethernet-kagpbl 8 UDP-cermeHTbl M TPaHCNOPTUPOBATh UX MO

IP-ceTn.

VTEP — Virtual Tunnel End Point, ycTpoiicTBO, Ha KOTOPOM HauMHAeTCA UM 3akaHunBaeTca VXLAN-
TOHHeNb. Mogenu, onucbiBaemble B JaHHOM PYKOBOACTBE, MOTYT AeACTBOBaTb B KayecTtse VTEP.
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B kauectBe control plane ana VXLAN mcnonbsyetca EVPN. 310 pacwumpeHue npoTokona BGP,
KOTOpoe No3BoJiAeT ceTu nepeaaBatb MHGOPMALMIO O AOCTYMHOCTU KOHEYHOTO YCTPOMCTBA, TaKyt0 Kak
MAC-agpecaypoBHA 2 u IP-agpeca ypoBHA 3. 9Ta TEXHOOMMA NAOCKOCTU ynpaBaeHna ncnonbsyetr MP-BGP
anapacnpegenedna MAC-agpecoB u IP-aapecoB KOHEYHbIXYCTPOnCTB, rae MAC-agpeca paccmaTpumBatoTe
Kak mappyTbl. EVPN nossonser ycrpoicTtBam aencrtsoBaTb B Kadectse VTEP ana o6meHa nHdopmaupeit
meXay coboM 0 4OCTYNHOCTM CBOMX KOHEYHbIX YCTPOMCTB.

V Noapep:xka VXLAN npeaocraBnsaeTca no IMLEH3UN.

KomaHOb! pexcuma 2a106asa6Hol KoHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B perKMme r106anbHOM KoHOUrypauum:
console (config) #

Tabnuua 304 — KomaHab! pexuma rnobanbHoOM KoHOUrypauum

Komarda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoan4YaHuto
vxlanword Co3paTb VXLAN-MHCTaHC c MMeHeM word 1 nepenTn B pexum
ero KoHpurypaumn.
word: (1..64) cumBona Ecnm VXLAN-MHCTa HC C Ta KUM MMe HE M YXKe CO3a H, TO nepeitn
B PEKUM ero KoHPUrypa uuu.
no vxlanword Ynanutb VXLAN c ume Hem word.

KomaHOb! pexcuma KoHgpuaypauyuu VXLAN

Bupa 3anpoca KoMaHAHOM CTPOKM B peXmme pexxknume koHdurypaumm VXLAN:
console (config-vxlan) #

Tabnuua 305 — KomaHab! pexkuma koHourypaumm VXLAN

3HayeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymosn4aHuto
shutdown YcTaHa BUTb @ AMUHUCTPaTMBHbIM cTaTyc DOWN ana VXLAN-uH-
-/no shutdown CTaHca.
no shutdown YcTa Ha BAMBA €T 3HAaYEHUE MO YMOYAHMIO.
vlan vian-id . 3apgaTtbvlanid, koTopbili byaeT cBsizaH ¢ VXLAN-UHCTa HCOM.
vlan-id: (1-4094) -
no vlan Ypanutb ceaskyvlan id c VXLAN-uHCTaHcoOM
vni vni-id [ip-routing] 3apaTbVirtual Network Identifier (VNI), koTopbiii 6yaeT uc-

NONb30BaTbCAB paMKax gaHHoro VXLAN.
- ip-routing — ykasbiBaeT, 4To AaHHbIM VNI ByaeT ncnonbso-

vni-id: (1-16777214) BaTbCA ANA MHKancynaLum 8 VXLAN | P-naKeTos, Map LpyTuau

pyembix B VRF.
no vni Yaanutb 3a4aHHbi VNI,
route-target { export | im- Co3paeTtcnucknumnopTa nakcnopta Route Target Community:
port | both } community - export — gob6asutb Route Target Community K aKkcnopTupye-

MOV Ma pLIPYTHO 1 MHGO p Ma Lmu;

community: (ASN2:NN, | -import — umnopTUpoBaTb Ma PLIPYTHYIO MHPO PMa LiMIO C yKa-
IPV4:NN, ASN4:NN) 3aHHbIM Route Target;

-both — yKa3aTb UMNoOpT M3KCNOPT.
no route-target { export | YpanaeT cnuckn umnopTa nakcnopta Route Target Commu-
import | both } community nity.
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mcast-group ip_mul-
ticast_address

no mcast-group

-/BbIK/OYE HO

Bkntoua et B Tekywe i VXLAN pexum penavkaumm BUM
Tpadumka cnomouwsto PIM Multicast n npueasbiBa eT rpynmnosoi
agpeckK gaHHon VXLAN. 3ToT agpec byaeT MCNo/1b30BaTbCA
KaK agpec Ha3HayveHna B VXLAN nakeTax.
- ip_multicast_address — rpynnosoi|P-agpec.
Ana nonyyeHusa TpadpuKa yKkasaHHOI B KOmaHae
7  Bblle rpynnbl Heo6xoAMMO BKAOYEHUE
V npotokona PIM Ha uHTtepdeiice loopback c
' YKasaHMeM JaHHOM rpynnbl KaK CTaTUYECKOM.
OnucaHue COOTBETCTBYIOLMX KOMaHA, B
cneayoueit Tabnuue.

~ Bce VTEP BogHom VNI aonKHbI UCNonb3oBatb
V OAWH U TOT XXe MeToA penavkauuu. B cnyuae
multicast Ha Bcex VTEP B ogHom VNI gonmkeH

MCNO/Ib30BaTbCA OAMUH U TOT XKe agpec rpynnbi.

MaKcumanbHOe KOMMUYecTBo YHUKaAbHbIX mul-
/! ticast VXLAN TyHHeneii (multicast rpynn) 256.
V OpHa multicast rpynna moxeT 6bITb Ha3HAYeHa Ha
HecKonbko VXLAN TyHHenei.

YcTaHa BAMBa eT3HaYeHWe Nno YMONYaHUIO.

V‘ Dna KoppekTHoii paboTbl VXLAN Heobxoaumo yctaHoBneHue ceccun BGP mexxay loopback-
MHTepdeiicamm ycTpOICTB € yKazaHMem agpeca loopback B kauectse bgp router-id.

KomaHObI pexcuma KoHguypayuu uHmepgeltica loopback

Bua 3anpoca KoMaHAHOW CTPOKM B peknme KoHdurypauum nHtepoeiica loopback umeet sua;

Console (config-if)#

Tabnuua 306 — KomaHab! pexuma KoHdurypauum uHtepdeica loopback

ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

3HayeHue/3Ha4yeHue .
KomaHoa Aeiicmeue
1o yMOAYaHUIO
ip pim -/BbIKNOYE HO Bkntountb npoTokon PIM Ha uHTe pdeiice.
no ip pim YcTaHa BAMBa eT3HaYeHWe Mo YMOYaHUIO.

Co3pgaeT3anuck (*, G) c yKa3aHHO M MyNbTUKA CTOBOM rpynnoi
n pobasnset uHte pdelic loopback s OIL. OTnpasaseTHa RP
PIM Join cyKa3aHHbIM a 4pecom My/IbT1Ka CTOBOW rpynnbl.

- ip_multicast_address — rpynnosoi|P-agpec.

YpanaeT3anuch (*, G) c yKa3aHHO W MyNbTHKa CTOBOW rpynno.
OtnpasnseT Ha RP PIM Prune c yka3aHHbIM a ,p €COM My/bTU-
Ka CTOBOW rpynmbl.

KomaHObI pexcuma KoHguaypauuu VRF

BunAa 3anpoca KoMaHAHOM CTPOKM B perkmume KoHourypaumm VRF:

Console (config-vrf) #

Tabnuua 307 — KomaHab! pekuma koHourypaumm VRF

KomaHda

3HayeHue/3Ha4yeHue
Mo yMon4YaHuro

Aelicmeue

vni vni-id 3apartb Virtual network Identifier (VNI), KoTopbiit 6yaeT ncnosb-
30BaTbCA aasa nHKancynaumm B VXLAN |P nakeToB, ma pipyt#
vni-id: (1-16777214) A YAk puipyT
3mpyembix B VRF.
no vni Ypanutb 3a4aHHbiit VNI .
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route-target {import |
export | both}

no route-target {import |
export | both}

ASN2:NN orIPV4:NN or
ASN4:NN/-

3apaTb3HauveHue pacwunpeHHoro BGP-kombloHuTM route-tar-
get.

- import — MNOpPTUPOBaA Tb KOMBIOHUTY;

- export — 3KCNopPTUPOBaTb KOMBIOHUTY;

- both —3kcnopTrMpoBaTb MMMNOPTUPOBATL KOMbBHOHUTH.
dopmaT 3a NUCU KOMbIOHUTK:

ASN2 — 16-6uTHO € 3HaueHue AS;

ASN4 — 32-6utHoe 3Haue Hue AS;

IPv4 — IPv4-agpec;

NN —uncnosoe 3HauveHue route target.

Y832 AuTb 3HaYe HUE KO MbIOHUTH.

KomaHOob! pexcuma Priveleged EXEC

Bug 3anpoca KOMaHAHOW CTPOKM MMeeT BUA;

console#

Tabnuua 308 — KomaHab! pexkuma rnobanbHoOM KoHOUrypauum

3HavyeHue/3HayeHue .
KomaHda Aelicmeue
Mo yMOAYAHUIO
show evpn Ethernet-seg- group:(1..48); Otobpakaet nHdpopmaumio o6 Ethernet Segment Identifier.
ment {port-channel group es_number:

| es_number mac-address |
esi}[detailed]

(1..16777214);
mac_address: H.H.H nau

H:H:H:H:H:H mamH-H-H-
H-H-H;
esi:H:H:H:H:H:H:H:H:H:H

show evpn inclusive-mul-

ticast [word] word:(1..64) cumBona

OTo6bpakaeT MHGO pMa Lm0 O Ma pLUpPYTax TMMa 3, KOTOpble UC-
Nnob3yloTCA ANA Nepe Aayn LUMP OKOBELLATeNbHOTO, He U3BeCT-
HOro 0HOA APECHOTo M MHOTOaapecHoro (BUM) Tpaduka.

show evpn mac-ip [word
P Pl / word: (1..64) cumBona

OTo6pakaeT MHGO pMa L0 O Ma pLIPYTaxX TMMA 2, KOTOpble UC-
nob3yloTcA AN nepeaayn nidopma umum o MAC-/1P-agpecax.

show vxlan runnels [word]

word: (1..64) cumBona

OTobparkaeT MHPO pMa umto 060 Bcex ycTaHo BAEHHbIX VXLAN-
TYHHe nAxX:

-word — ums VXLAN. OTo6pa Ka eTnHpo pma umio 06 ycta HoB-
N1€ HHbIX TYHHe NIAIX yKa 3a HHo VXLAN.

show vxlan/word]

word:(1..64) cumBona

OTO6paKaeT KPaTKyH MHPO pMaLLMio MO BCE M CO34,aHHbIM
VXLAN-TyHHe nax:

- word — uma VXLAN. OTobpa Ka eT e Ta/ibHyto MHPO pMa Luto
no yka3saHHow VXLAN.

Mpumep KoHpu2ypayuu 0149 08yx ycmpolicma

Mexay apyms yctpoiicteamu R1 1 R2 ycraHoBneHa BGP-ceccusa mexay loopback-uHtepdeitcamn.

BkntoueHa AF 12vpn evpn ana obecnevenusa yctaHoBneHua VXLAN-TyHHenel n nepegaun nHdopma-

unn 06 nsyveHHbix MAC-aapecax.

CoszpnaH VXLAN-unHcTaHCc cumeHemtest_vxlan. KHemy npusssaHa VLAN 1000, 3agaH VNI 1000.

KoHdurypauymsa 1:

no spanning-tree
|

vlan database
vlan 1000

exit

|

vxlan test vxlan
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vni 1000

vlan 1000

exit

!

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.2

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 1l2vpn evpn

exit

exit

exit

|

|

end

KoHdurypauymsa 2:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit
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interface TenGigabitEthernetl/0/3
switchport access vlan 1000

exit

I

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

!

1

ip route 10.0.0.1 /32 172.16.1.1
I

router bgp 65500

bgp router-id 10.0.0.2
address-family ipv4 unicast
exit

|

address-family 1l2vpn evpn
exit

|

neighbor 10.0.0.1

remote-as 65500
update-source loopback 1
address—-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

exit

exit

|

|

end

Ecnu nsyuntb MAC-agpecHa uHtepdeiice TenGigabitEthernet1/0/3 Ha R1, TO MOXHO NPOKOHTPONM-
poBaTb ero Haaunyue B Tabamue MAC-agpecosHa R2.

MNocmoTtpetb MAC-agpeca, usyyeHHblie B VXLAN, MOXKHO B BbiBOAe KOoMaHAbl show mac address-
table. Tvn gaHHbIX afpecoB yKasbiBaeTcA Kak evpn-vxlan. Mpumep BbiBOAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1 (I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1 (1) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHOb! pexcuma KoHgpuaypauuu uHmepgpetica Port-Channel

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma KoHdUrypauum uHte pdeica:

console (config-if)#
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Tabnuua 309 — KomaHab! pekuma KoHourypauum nHtepoeiica Port-Channel

Komanda 3HaveHue/3HavyeHue Neiicmeue
no ymoa4YaHuro
ethernet-segment esi Co3paTb Ethernet Segment Identifier (ESI) c Homepom esi v ne-
esi:(1-16777214) peunTH B pe UM KOHPUIrypMp oBa HUS.
no ethernet-segment esi Ynanutb Ethernet Segment | dentifier cHomepom esi.

KomaHOb! pexcuma KoHgpu2ypuposaHua ESI

BuAa 3anpoca KomaHAHOM CTPOKM pernma KoHdurypaumm ESI:
console (config-es)#

Tabnunua 310 — KomaHapl perkuma KoHdurypaumm ESI

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymMon4YaHuio
system-mac system_mac mac_address:H.H.Hunn | 3apgatb MAC-agpec, ucnosib3yemblit B KadecTse System ID npo-
H:H:H:H:H:H unnH-H-H- | Tokona LACP.
no system-mac H-H-H Ypanute MAC-appec.
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECINEYEHUA

6.1 MeHto Startup

MeHto Startup MCNONIb3yETCA ANA BbIMONTHEHNA CNeunanbHbIXnpoueayp, TaKNX Kak BOCCTaHOB/1€HUE
3aBOACKUX HAaCTPOEK M BOCCTAHOB/1EHUE MNApOaA.

[nsBxoaa B MeHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTuem Knasuwm <Esc> unu <Enter>
B TeUYEHME NePBbIX ABYX CEKYHA, NOC/E NOABAEHNA COOBLLEHMA aBTO3arpy3KmM (N0 OKOHYaHWUM BbIMNONHEHUS
npoueaypobl POST).

Startup Menu
Image menu
Restore Factory Defaults
Boot password
Password Recovery Procedure
] Back
Enter your choice or press 'ESC' to exit:

(1
(2
[3
[4
[5

[nsBbIX04a M3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKMUTE KaBuLuy <5>, nnbo <Esc>.

Ecnu B TeueHue 15 ceKyHA (3HaueHMe NO YMONUYAHUIO) He BbI6GPaH HYU O4MH U3 MYHKTOB MEHIO,
-- TO 3arpy3Ka yCTPOMCTBA NPOAONKUTCA. Bpema 0XKnAaaHNA MOXKHO YBEIMUUTb C NOMOLLbIO KO-
MaHZ, KOHCONM.

Tabnuua 311 — OnucaHue meHto Startup

Ne Ha3zeaHue OnucaHue

[aHHas npoueaypa Ucnonb3yeTca A5 Bbi6o pa akTUBHOro daitna cuctemHoro MO.
Ecnun He BbIGpa HHOBbIM 3arpy*Ke HHbIM ¢a N cucTte MHoTo MO a KTUBHbBIM, TO YCTPO M-

Image menu CTBO BbINOJIHAT 3arpy3Ky C UCMO/b30BaHWEM TEKYLLETO aKTMBHOTO 06pa3a Image
<1> Bbibop aKTMBHOTO da lina cu- menu.
ctemHoro MO [1] Show currentimage — npocmoTp AaHHbIX 0 Be pcusax M0 Ha ycTpoincTBe;
[2] Setcurrentimage — BbI6Op aKTMBHOTO ¢a ina cucte mHoro MO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa UCNob3yeTca ANs yaaeHUa KOHPUIypa Lmm ycTpo cTBa. Boc-
<2> BoccraHoBneHME 3aBOACKUX CTaHOBJ/IE HME KOHPUIypa LMW MO YMO YA HULD.
HacTpoek
Boot password [aHHa s npoueaypa UCNoNb3yeTcA A1 YCTa HOBK M/ yAaneHWsa Na pois Ha HavyasibHbli
<3> YcTaHoBKa /yaanexve napons 3arpysymK.

Ha Ha4a/bHbIN 3a rPy34mK

[aHHas npoueaypa UCNO/b3yeTCa A BOCCTaHOB/IEHUA YTPAY€HHO O Na pons, oHa
Nno3BOAAET NOLKAUUTLCA K YCTpOolicTy 6e3 napons.

[lna BOCCTaHOB/E HWA Na POJIA HA XKaTb KNABULLY <2>, NP UM NOCNE AYIOLLE M NO AK/to4e-
Password Recovery Procedure ’

<4> BoccraHoBeHve na pons HWM K YCTPOMCTBY Na .ponb.6yp,eT NPOWrHO PUPOBaAH.
Current password will beignored!
[na Bo3BpaTa B MeHIo Startup Ha *kmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [Ona BbIxoAa U3 MEHI0 M 3arpy3KM YCTPOMCTBA HaXmuTe Knasuwy <Enter> nubo
Bbixo g n3 meHio <Esc>.
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6.2 O6HoBneHMe nporpammHoro obecneuveHus c cepsepa TFTP

Cepsep TFTP pgonxeH bbiTb3anyLeH U HACTPOEH Ha KOMNbloTepe, C KoToporo 6yaet 3arpy-
¥aTbcA nporpammHoe obecneueHune. Cepsep A0NKEH UMeTb paspeLleHue Ha YTeHue ¢pan-
N10B HauyanbHOro 3arpy3unka u/uam cucremuoro MNO. Komnblotep ¢ 3anyuieHHbIM TFTP-cep-
BEpPOM A,0/13KeH 6bITb A,0CTYNeH ANA KOMMYTaTopa (MOXXHO NPOKOHTPO/IMPOBATb, BbINOJIHUB
Ha KomMmyTaTope KomaHay ping A.B.C.D, rae A.B.C.D - IP-agpec KomnbloTepa).

o

O6HoBNEHME nporpamMmmMmHoro obecneyeHua moxKet ocyuwecrTBnATbCA TOJIbKO npusuaernpo-
BaHHbIM NOJ/1b30OBaTe/1IeM.

o

6.2.1 O6HoOBsEHUE CUCMEMHO020 NPo2PaMMHO20 obecrieyeHus

3arpysKa yCTpoWCTBa ocyllecTBaseTca M3 dalina cMCTEMHOro nporpammHoro obecnevenus (M0),
KoTopbI xpaHutca Bo Flash-namaTu. Mpu obHoBReHUN HOBbIV dainn cuctemHoro MO coxpaHaeTca B
cneumnanbHo BblaeneHHoOM obnactm namatu. lNpu 3arpys3ke YCTPOMCTBO 3anycCKaeT aKTUBHbIA ¢aiin
cuctemHoro 0.

’ ‘ Mpoueaypa 06HOBNEHMA CTEKA KOMMYTATOPOB HE OT/IMYaeTCA OT npoueaypbl 06HOBNEHUA
o 0AUHOYHOro KommyTtaTtopa. CHauana 6yaert o6HoBnéH Master oHuT, 3atem MO 6yaeT 3arpy-
YKEHO Ha OCTa/IbHble IOHUTbI CTEKa.

Ecnu tekywasa sepcua MO 5.5.x.x, To npu nepexoae Ha akTyanbHyto Bepcuto MO 6.x.x peko-
MeHAYeTCA BOCNO0/1b30BaTbCA MHCTPYKLUMe No 06HoBAeHUIo Bepcumn MO B ceTeBbIX KOMMY-
Tatopax MES5312 u MES53xxA npu nepexoae c Bepcum 5.5.x.x Ha 6.0.2 u 6onee no3gHwe,
KoTopas HaxoauTca B pasgene "LeHTp 3arpy3ku".

o

[na npocmoTpa TeKyllei BepCUM CUCTEMHOFO MporpammHoro obecneuveHus, paboTatoLero Ha
YCTPOWICTBE, BBEAMTE KOMaHAy show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cic
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22£7
Date: 10-Jun-2016
Time: 11:05:50

MpoueaypaobHoBneHuA MO:

CKonupoBaTb HOBbIM daitn NporpaMmHOro obecrneyeHmns Ha yCTPOMCTBO B BblAEIEHHYI0 061aCTb Na-
MATK. PopmaTt KOMaHAp!:

boot system tftp://tftp_ip_address/[directory/]filename

Mpymep BbINONHEHMSA KOMaHAbI:

consolef# boot system tftp://10.10.10.1/imagel.ros
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26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401. ros

26-Feb-2016 11:08:53 %$COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas Bepcua NporpammHoro obecneyeHus CTaHeT akTMBHOM NOCNe Nepesarpy3kn KoMmyTaTopa.

[nanpocmoTpa AaHHbIX O BEPCUAX MPOrpammMHOro obecrneyeHmns n nx akTMBHOCTM BBEAUTE KOMaHIy
show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534£43d80df854179£f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66£fd2211e4£f£7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoartsepamnTe NepesarpysKy BBOAOMY.
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NPUNOXEHUE A. MIPUMEPBI MPUMEHEHMA U KOHOUTYPAL,UU YCTPOUCTBA

Hactpoiika npoToKo/1a MHOXecTBa cBA3yowux aepesbes (MSTP)

MpoTokoa MSTP no3BosAeT CTPOUTb MHOXECTBO CBA3YIOLLMX AepeBbeB 414 otaenbHbix rpynn VIAN
Ha KOMMYTATOpPaXx NOKaAbHOM CeTU, YTO N03BOASAET BanaHCMpPOBaATb HarpysKy. [,1a NPOCTOTbl PaCCMOTPUM
CnyyYaii c TpeMa KOMMyTaTopamMmun, 06be AMHEHHBIMM B KONbLLEBYO TOMOJIOTUIO.

Myctb VLAN 10, 20, 30 06beamHsatoTcs B nepBomaksemnaape MSTP, VLAN 40, 50, 60 o6be AgnHAOTCA
BO BTOPOM 3K3emnaspe. Heobxoammo, utobbl Tpadmk VLAN-oB 10, 20, 30 mexxay nepBbiM U BTOPbIM
KOMMyTaToOpamm nepepgasasnca Hanpamyto, a Tpadumk VLAN-oB 40, 50, 60 nepepaBanca TpaH3UTOM Yepes
KomMmyTaTop 3. KommyTaTop 2 Ha3Ha4YMm KOPHEBbIM /1A BHYTPeHHero ceasyoulero aepesa (IST — Internal
Spanning Tree) BKoTopom nepegaeTcs cnykebHaa MHdopmauma. KommyTaTopbl 06E ANHAOTCA B KONbLD,
ncrnonbsysa nopTol tel n te2. Huxe npmsegeHa cxema, n3obparkatowan NorMYeckyto TONoI0rmio CeTu.

VLAN 10,20,30 HasHaveHb! Ha axsemnap 1
VLAN 40,50,60 HazHa4YeHb! Ha akseMnnap 2

xommyTarop 1 KoMMyTaTop 3

37T0T NOPT nepechbinaer Tpacuk
AnA szemnnapa 2 u Gnokupyer
Tpacuk ana axzemnnapa 1

3T0T NOpT nepeckinaeT Tpadmk
Ans akzemnnsapa 1 u GnokmMpyer
Tpaduk Ana akzeMnnapa 2

KOoMMmyTaTop 2

PucyHok A.1— HacTpoiika NpOTOKON1a MHOXECTBA CBA3YOLNX AePEBLEB

Koraa oavH M3 KOMMYTaTOPOB BbIXOAWT M3 CTPOS INH60 06pbIBaETCA KaHan, MHOXECTBO A€ PeBbeB
MSTP nepecTpanBaeTcs, 4TO NO3BONAET MUHUMMU3NPOBATb MOCNEACTBMA aBapun. HuKe npmBeaeH Npouecc
KOHOUrypaumm KommyTaTopoB. [na 6onee GbICTPON HACTPOMKK co3aaeTca 0bLWMiA KOHPUIYPALMOHHDIN
WabioH, KOTOPbIV 3arpy»aeTca Ha TFTP-cepBep M UCNoib3yeTcA BNOC/e ACTBUM ANA HAaCTPOMKM BCEX KOM-
MYTaTOPOB.

1. Cos3paHue WwWabnoHan KoHOUIypauusa NnepBoro KoMmyTaTopa

console# configure

console (config) # vlan database

console (config-vlan) # vlan 10,20,30,40,50,60

console (config-vlan)# exit

console (config) # interface wvlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# exit

console (config) # spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if)# exit
console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst) # instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60
console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit
consolef#copy running-config tftp://10.10.10.1/mstp.conf

HacTtpoiika selective-qing
HobaeneHue SVLAN

MpuBeAeHHbIM 34eCb NPUMEP KOHPUTYPALMMKOMMYTATOPA A€ MO HCTPUPYET KaK f06aBAATb METKY
SVLAN 20 ko BceMy BxoasLLe My TpaduKy 3a nckatoyeHnem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

!

end

ModmeHa CVLAN

B ceTsax nepefayun AaHHbIX A40OBO/IbHO YAaCTO BO3HMKAIOT 3a4a4M, CBA3aHHble ¢ nogmeHoi VLIAN
(HanpuMmep, 418 KOMMYTaTOPOB YPOBHA AOCTYNa CyLLLECTBYET TUNOBAA KOHOUIYpPaLLMA, HO NOb30BaTENb-
ckmin Tpadmk, VOIP u Tpaduk ans ynpasneHus TpebyeTtca nepeaasatb B pasHbix VLAN Ha pas3niunyHbIX
HanpasneHusAXx). BaTom cnydyae 66110 6bl yA06HO BOCN0/1b30BaTbes pyHKUMeN noameHsbl CVLAN ana 3a-
MeHbI TUNM3npoBaHHbIX VLAN Ha VLAN ana tpebyemoro HanpaeaeHua. Huxe npuseaeHa KOHGUIy paupa
KOMMYyTaTopa, B KOTOpom ocyluecTeadeTcs nogmeHa VLAN 100, 101 1 102 Ha 200, 201 n 202. O6paTHas
noAMeHa 40/1'KHa OCYLLLECTBASTLCA Ha 3TOM e UHTepdeice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override wvlan 100 ingress vlan 200
selective-ging list egress override:vlan 101 ingress:vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit'!end N B
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NPUNOXEHUE 6. KOHCO/IbHbIN KABE/Ib

RI-45 DB-9

PucyHok 6.1 — NoakntoueHmne KOHCONbHOTO Kabens
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NMPUNOXEHUE B. NOAAEPKUBAEMbIE SHAYEHUA ETHERTYPE

Tabnuua B.1 - MNogaepxuBaemble 3HadyeHun EtherType

0x22DF 0x8145 0x889e 0x88ch 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88h5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88hb6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888hb 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840
0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841
0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842
0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844
0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUET. ONUCAHUE NMPOLLIECCOB KOMMYTATOPA

Tabaunua .1 - OnucaHMe NpoLEeccoB KOMMyTaTopa

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepaya nakeToB MeXay YyPOBHEM 2 U CETEBLIM YPOBHEM

3swWQ MporpammHas 0bpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue nobpaboTka metogos AAA

AATT Cumynatop AAA gnanposepkn metogos AAA

ARPG Peanusaumanpotokona ARP

B_RS YnpaBneHue nepes3arpysKoin yCTPOMUCTB B CTEKE

BFD Peanusaumanpotokona BFD
JononHuTeibHble AeNCTBUA B CTEKE (NONyYeHMe CBEAEHUI O CTEKE, MHAMKALMA, OOMEH co-

BOXM -
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KomaH/ coCToAHUA cTeKa: gobasneHune Master/Slave, nsyyeHune Tonosnornm, 06-
HoBneHKe Bepcun MO Begomoro yctTpoiicTea (slave)

BRGS Bridge Security—ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (gobasneHue, yaaneHue sanucei), 3e pkaaumpo-
BaHUWe, KoHourypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHW3aLMN Be AYLLETO 1 BE4OMOTO YCTPOMCTB B CTEKE

BTPC Knnent BOOTP

CDB_ KonnpoBaHue KoHOUIYpaunOHHbIX Gpaiiios

CNLD 3arpysKa/Bbirpyska KoHdurypaumm

COPY YnpasneHue konuposaHnem ¢panios

CPUT Ytnnumsaumna CPU

D LM Link Manager — oTcieXXnMBaHMe COCTOAHUSA CTEK-TMHKOB

D_SP Stacking Protocol

DDFG PaboTac dainnoBoi cuctemoit

DFST PacnpepeneHHan dpannosan cuctema (DFS). Ucnonb3yeTcs B paboTe cTeKa

DH6C DHCPv6-knueHT

DHCP Cepsep nRelay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nony4yeHve MHGOPMALMM C yAaNEHHbIX loHUTOB (Bepcua MO, uptime,
YyCTaHOBKa akTUBHOro obpasa o)

DNSC KnneHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher —o6paboTKa cobbITUI OT YAaNneHHbIX FOHUTOB 06 U3MEHEHUM COCTOAHNA BEHTU-

DSPT NIATOPOB, UCTOYHUKOB NUTAHUA, TepMOZAaTYNKOB, SFP-TpaHcuBe poB. MoslydyeHue coobLeHui
OT yAa/leHHbIX OHUTOB 06 nx Bepcuun MO, cepuitHom Home pe, MD5 cymme MMO.

DSYN Stack application

DTSA Stack application

ECHO MNpoTtokon ECHO

EPOE PoE (B3aumopelicTBMe C NoN1b30BaTEIEM)

ESTC JlornpoBaHue cobbITHi 0 NpeBsblleHUn noporos Tpadmka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBTOMaTMueCKas HacTpoika napameTpoB SERDES

EVAU Ob6paboTKa cobbiTnin Address Update, HUXKHWUI ypOBEHD, NepeJaya Bbille

EVFB Onpoccocroanmna SFP

EVLC O6paboTKa cobbITMIN O CMEHE COCTOAHUA NOPTA, HUXKHUI Y pOBEHb, Nepeaaya Bbllle

EVRT RX Training
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ObpaboTKa cobbITMI NPUEMa NakeTa U3 KommyTtatopa B CPU, HUXKHKUI ypoBeHb, Nepedaya

EVRX
nakKeTaHa ypoBeHb 2

EVTX O6paboTKa cobbITMIN OKOHYaHUA OTNPaBKK NakeTa ns CPU B KoMMyTaTop, HUKHUIA YPOBEHb

exRX O6paboTKa BbIX0La MAKETOB C HUKHETO YPOBHA 2

FFTT YnpasneHue Tabaunue it MapLupyTUsaLmm u mapLpyTusauma nakeTos

FHSF IPv6 First Hop Security (O6paboTka Taimepos)

GOAH Peanusauma web-cepsepa GoAhead

GRN_ Peanusauusa Green Ethernet

HCLT Mony4yeHune nobpaboTka KOMaHA HACTPOMKM YCTPOMCTBA HUKHETO YPOBHSA

HCPT PoE (B3anmoaeincTBme C KOHTPOIIEPOM)

HLTX OTnpaskanakeTos 13 CPU B KommyTaTop

HOST OcHoBHo1 host-noTok, xonocTon xon,

HSCS Stack Config—HacTpoiika pyHKLMIN KOMMYyTaTopa Ha yAaAeHHOM IOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update c yganeHHbIX OHUTOB Ha
macrepe

HSEU O6paboTKa cobbITU CTEKA

ICMP Peanunsaumanpotokona lCMP

I0TG YnpasneHue TepMuHanamm BBoAa-BbIBOAA

I0TM YnpasneHue TepMmuHasamMm BBOAa-BbiBOAA

IOUR YnpaBneHue TepMUHanamm BBoAa-BbIBOAA

IP6C CYyéTumku IPv4n IPv6

IP6M Mapwpytusauyma lPv4 u IPve

IPAT YnpasneHue 6a3oi gaHHbIX IP-agpecos

IPG Ob6paboTKa nepexBayeHHbIX pparmeHTMPOBaHHbIX |P-nakeToB

IPRD BcnomoratenbHana 3agada gna ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtumsaumeit nIGMP Proxy

IT60

IT61
3agauun ana paboTbl c NpepbiBaHUAMM

IT64

IT99

V11 3apava gna paboTbl € BUPTYaNbHbIMU NPEPbIBAHUAMM

L2HU MNepepnaya nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIN CMEHbI COCTOAHUA/HACTPOEK MHTEPPENCOB 1 Nepeaaya cooblue HAA 3a-
PEernMcTpMpPoBaHHbIM CYK6am

L2UT Ytunusaums noptos (show interfaces utilization)

LBDR Peanusauma pyHKkumm Loopback Detection

LBDT OTtnpaBKanakeTtoB Loopback Detection

LTMR Obuwasn 3agaya 4na Bcex Taimepos

MACT O6paboTKa cobbITMA 06 oKoHYaHWUK aelicTeuA B FDB (aging MAC-agpecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABTOTECTDI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR Pe3epBupoBaHune KOHPUrypaumMoHHoro dpaina B 3He proHe3aBUCUMOM NAMATH

MSCm MeHeaxep ana paboTbl C Te PMUHANbHbBIMU CECCUAMM

MSRP Mepepgaya cobbITUIM B CTEKE NO/Ib30BaTE/IbCKMM 3a434am

MSSS MNpocnywwusaHume IP-cokeToB

MUXT OTcneknBaHMe U3MeHEHUI CTPYKTYPbI CTEKA

NACT BupTtyanbHoe TectupoBaHune kabens (VCT)

NBBT N-Base

NINP PaboTac Kombo-nopTamm

NSCT HacTpoiika orpaHu4yeHUsA CKOpPoCTU NepexBaTa NnaketoB Ha CPU, BegeHMe CTaTUCTUKM MO ne-

pexBavYyeHHbIM MAKETAM
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NSFP OTcnexunsBaHue cobbITUin, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypOBHe

NSTM Storm Control

NTPL MNepuoauyeckan reHe pauuma curdana anaonpocaTtabnuu MAC, VLAN, nopToB, My/1b TUKACT3,
MapLUPYTU3aLLMKN, NPUOPUTU3ALLNN

NTST [obasneHve nyganeHne OHUTOB B CTEKe, COPOC Ha AePONT COCTOAHUSA IOHUTA, HA CETEBOM
YPOBHEe

NVCT BcnomoratenbHas 3agadva ana VCT. 3anycK Tecta n oTcieKMBaHMe N3MEHEHMUA COCTOAHMA
nopra.

OBSR 3afa4a AnA oTCAeXUBaAHUA U yBeAOMAEHNA 06 U3MeHeHMUAX cneLmdryecknx napameTpoB
NHTepdeicos, Heobxoanmbix ana LLDP, CDP v gpyrMx npoTOKO/10B.

PLCR O6paboTKa cObbITUN CMEHbI COCTOSIHUA NOPTOB YCTPOMNCTB CTEKA

PLCT O6paboTKa cobbITMIN CMEHbI COCTOSIHUSA NOPTOB

PNGA Peanusaumsaping

poLl Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHTt Remote CLI

::g::g Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTtenbCKuiA Tack ana Bcex 3agad

RPTS Routing protocol

SCLC OTtcnexunBaHue coctoAaHmna OOB-nopTa

SCPT ABTOOGOHOBNEHWE N AaBTOKOHPUIYpaLma

SCRX MNonyyeHue Tpadumkac OOB-nopTa

SEAU MonyyeHue cobbiTnin Address Update, HUKHMN ypOBEHb

SELC MonyyeHme cobbITUIN O CMEHE COCTOAHMA NOPTa, HUKHUIN YPOBEHb

SERT OTcnexxkmnBaHue cobbITUIM Ha NOPTY ANA Havyana npoueaypbl RX Training

SERX Mony4yeHue cobbITUN NPUEMA NaKeTa U3 KommyTaTopa B CPU, HUXKHUIA ypOBEHDb

SETX MNMonyyeHme cobbITUM OKOHYAHWUA OTNPaBKK NakeTa n3 CPU B KOMMYTATOpP, HUKHUIA YPOBEHb

SEMG sFlow Manager — o6paboTKa cobbiTuit usmeHeHus IP-agpeca, CLI/SNMP 3anpocos, Tanme-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD basa gaHHbIXx SNA

SNAE O6paboTKa cobbiTnin SNA

SNAS CoxpaHeHue 6a3bl aHHbIX SNA B M3Y

SNMP Peanusaumsa npotokona SNMP

SNTP Peanusaumanpotokona SNTP

SOCK YnpaBneHue paboToli cokeToB

SQIN Hactpoiika Selective QinQ

$SIM Slave To Master — nepepaya coobuleHUt ¢ BegOMOro ycTpoinctea (slave) Ha seayluee
(master)

SSHP CepBep SSH— HacTpolika, 06paboTKka KOMaHA, Takmep

SSHU CepBep SSH— npoToKkon

SSLP Peanunsaumna SSL

SSTC JlornpoBaHue cobbITHiM 0 NpeBblleHUn noporos Tpaduka Ha CPU (cpu input-rate detailed)

STMB ObpaboTka SNMP-3anpocoB o cTaTyce cTeKa

STSA CLI-ceccnavepe3s COM-nopTt

STSB CLI-ceccnavepesVLAN

STSC CLl-ceccnauepesVLAN

STSD CLI-ceccnavepesVLAN
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STSE CLI-ceccnavepesVLAN

SW2M O6paboTKa cobbiTnin Address Update oT FDB, 610KknpoBKa nopTa Npuv BOSHUKHOBEHMWM OLLIW-
60K Ha nopTy

SYLG BbiBOA, cO06LLEHNI B Syslog

TBI_ Tabnnua BpeMeHHbIX NpoMexRyTKos ana ACL

TCPP Peanusaunanpotokona TCP

TFTP Peanusaumanpotokona TFTP

TMNG YnpasneHue npuoputeTamm 3agad

TNSL KnuneHnt Telnet

TNSR Cepsep Telnet

TRCE Peanusauusatraceroute

TRIG 3anyck peicrema s FDB (aging MAC-aapecos)

TRMT YnpaBneHue oHUTaMM B CTEKE C NOAAE PXKKON TpaH3aKL Wi

TRNS File Transfer—KonunposaHue dpainnos mexay toHMTamu cTeka (M0)

UDPR UDP Relay

URGN O6paboTKa KPUTUUYECKUX COBbITUIA (Hanpumep, Nepesarpyskiu)

VRRP Peanusaumanpotokona VRRP

WBAM Web-based Autentification

WBSO Bsaumopeicreune c web-KaneHTaMm, HUXKHUIA YPOBEHb

WBSR YnpasneHue ntaimepbl web-cepsepa

WNTT Nopaepxkka NAT gna WBA

XMOD Peanunsauma npotokona X-modem
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TEXHUYECKAA NOAAEPHKKA

Ona nonyyeHma TeXHUYECKOM KOHCY/AbTaLuMM MO BOMPOCAM 3KCMayaTauun obopyaosaHus
000 «Mpeanpusatme «IITEKC» Bbl MoXKeTe 06paTUTbCA B CEPBUCHDIN LLEHTP KOMMNAHUW:
dopma obpaTHOI cBA3M Ha cairTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha odumumanbHOM caitTe KOMMNaHWU Bbl MOXKETE HAUTU TEXHUYECKYHO OKYMEHTaLMIO U MPOorpammHoe
obecneyeHune ana npoaykumm OO0 «lMpegnpusatue «JITEKC», 0b6patuTbea K 6ase 3HaHWUIM, OCTaBUTb UH-
TEPaKTMUBHYIO 3asiBKY UM MPOKOHCY1bTUPOBATLCA Y UHXKeHepoB CepBUCHOTO LLeHTPa Ha TeXHU4Yeckom ¢o-
pyme:

OduumanbHbIi cant komnaHuu: https://eltex-co.ru/

TexHuyeckuin popym: https://eltex-co.ru/forum

ba3a 3HaHuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: https://eltex-co.ru/support/downloads
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