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YC/NNOBHbIE OBO3HAYEHUA

O603HaueHue

OnucaHue

[]

B KBaApaTHbIX cKobKax B KOMaH,D,HOﬁ CTPOKe yKa3blBaloTCA Heobn3aTeNibHble napa-
METPbI, HO X BBO, NpeaocCTaBaAEeT onpeaeneHHble 4ONO/THUTENNIbHbIE ONUNUN.

{} B ¢urypHbIX CKOBKax B KOMAaHAHOM CTPOKe YKa3blBatoTcA 0b6s3aTesIbHble NapaMeTpsbl.
«,»

» [aHHble 3HaKKN B ONMCaHMM KOMaH/bl MCMONb3YIOTCA AR YKa3aHWA AMana3oHoBs.

«|» [.aHHbIN 3HAK B ONMCAaHUM KOMaHAbl 0603HaYaeT «UAN».

«/» [.aHHbIN 3HaK NPV YKa3aHWM 3HAYEHUI NepemMeHHbIX pa3genseT BO3MOMXKHbIE 3HaUYeHun

M 3Ha4YeHnA No YMON4YaHUIO.

Kypcue Calibri

Kypcusom Calibri yka3sbiBatloTca nepemMeHHble nan napameTpbl, KOTopblie Heobxoanmo
3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM UK CTPOKOW.

MonyxcupHelii Kypcue MoNYKUPHBIM KYPCUBOM BblAeNEHbI MPUMEYAHMA U NPeaynperKaeHUs.
<MoayxcupHeolii MoNy»KMPHBIM KYPCMBOM B YF/IOBbIX CKOOKAX YKa3blBalOTCA Ha3BAHWUA KAaBULL Ha Kna-
Kypcue> Buartype.

Courier New

MNonyxupHbim Wpndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

MpumeyaHua U npegynpexaeHua

MpumeyaHuA copep:KaT BaXkKHY0 MHGOPMaLUIO, COBETbI MU PEKOMEHAALMM NO
MCNOJIb30BaHMWIO U HAaCTPOIKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NO/Ib30BATENA O CUTYALMAX, KOTOPble MOryT HaHECTU Bpes,
l YCTPOWCTBY MM YeNOBEeKY, NPUBECTU K HEKOPPEKTHOI paboTe ycTpoiicTBa UK NoTepe AaHHbIX.
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1 HACTPOWKA SNMP-CEPBEPA U OTNPABKU SNMP-TRAP

snmp-server server

snmp-server community public ro

snmp-server community private rw

snmp-server host 192.168.1.1 traps version 2c private

2 KPATKHUE OBO3HAYEHUA

e iflIndex — nHaekc nopTa.

MoeT npuHUmaTh cnegyowme sHa4YeHUA:

Mogaenb KommyTaTopa NHAaeKcbl

- MHAeKcbl 1-32 — tengigabitethernet 1/0/1-32;
- MHAeKcbl 53-84 — tengigabitethernet 2/0/1-32;
- uHaekcol 105-136 — tengigabitethernet 3/0/1-32;

MES5312 - MHAeKcbl 157-188 — tengigabitethernet 4/0/1-32;
MES5316A - nHaekKcbl 209-240 — tengigabitethernet 5/0/1-32;
MES5324A - MHAEKCbl 261-292 — tengigabitethernet 6/0/1-32;
MES5332A

MES5400-24 - uHaekcol 313-344 — tengigabitethernet 7/0/1-32;
MES5400-48 - MHAEKcbl 365-396 — tengigabitethernet 8/0/1-32;

- nHaekKcbl 1000-1031 — Port-Channel 1/0/1-32;
- nHaekcol 3000-3015 — Tunnel 1-16;

- nHAaeKc 7000 — loopbackl.

e index-of-rule — nHAaeKkc npasuna B ACL. Bcerga kpaTteH 20! Ecnm npu cosgaHum npasun 6yayt
YKa3aHbl MHAEKCbl He KpaTHble 20, TO nocne nepes3arpyskM KOMMyTaTopa MopAaAKOBble HOMepa
npasun B ACL cTaHyT KpaTHbI 20;

e 3HaueHue nona N — B IP 1 MAC ACL noboe npaBuio 3aHMMaeT OT OAHOro Ao 3 nonen B
3aBUCUMOCTU OT ero CTPYKTYpbl;

e IP address — IP-agpec gns ynpaBaeHUs KOMMYTaTOPOM;

B npvBeAeHHbIX B SOKYMEHTe Mpumepax UCNosb3yeTca cneayowmin IP-agpec ans ynpasneHus:
192.168.1.30;

e ip address of tftp server — IP-agpec TFTP-cepBepa;

B npuBedeHHbIX B AOKYMEHTe MNpuMmepax ucnosb3dyeTca cneayiowmin IP-agpec TFTP-cepsepa:
192.168.1.1;

e community — cTpoka coobuiecTsa (naponb) AnsA A4ocTyna no npotokony SNMP,
B npuBeseHHbIX B LOKYMEHTE NpUMepax MCNONb3YHTCA cnegytowme community:

private — npasa Ha 3anucb (rw);
public — npaBa Ha yTeHue (ro).
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3 PABOTA C PAUNAMMU

3.1 CoxpaHeHue KOHu2ypayuu

CoxpaHeHue KoHgU2ypayuu 8 3Hep20He3a8UCUMY MaMAMb

MIB: rlcopy.mib

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep

KomaHnga CLI:

copy running-config startup-config

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

CoxpaHeHue KoOHguU2ypayuu 8 3Hep203a8UCUMYH0 NamMameb U3 3Hep2oHe3asucumoli

MIB: rlcopy.mib

Ucnonbsyemble Tabnuupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep

KomaHpga CLI:

copy startup-config running-config

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 3 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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YoaneHue KOH@uU2ypayuu U3 3Hep2oHe3asucumol namamu

MIB: RADLAN-rndMng

Ucnonb3syembie Tabnunupl: rndAction — 1.3.6.1.4.1.89.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.2.0 1 {eraseStartupCDB (20)}

Mpumep yganeHus startup-config

KomaHpa CLI:
delete startup-config

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.1.2.0 1 20

3.2 Paboma c TFTP-cepsepom

KonuposaHue KoHgu2ypayuu u3 aHepaoszasucumol namamu Ha TFTP-cepsep

MIB: RADLAN-COPY-MIB

Ucnonbayembie Tabnunupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c¢ <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep KonupoBaHua U3 running-config Ha TFTP-cepeep

Komanpga CLI:
copy running-config tftp://192.168.1.1/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "conf.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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KonuposaHue KoHgu2ypayuu 8 aHep203asucumyro namame ¢ TFTP-cepsepa

MIB: rlcopy.mib

Ucnonb3yemble Tabnuupbi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep KonuposaHusa ¢ TFTP-cepsepa B running-config

KomaHaa CLI:
copy tftp://192.168.1.1/MES-config.cfg running-config

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "conf.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

KonuposaHue KoHgu2ypayuu u3 aHepeoHe3asucumoli namamu Ha TFTP-cepsep

MIB: ¢aiin rlcopy.mib

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(1l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

MNpumep KonuposaHua us startup-config Ha TFTP-cepsep

KomaHpga CLI:
copy startup-config tftp://192.168.1.1/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "conf.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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KonuposaHue KoHgu2ypayuu 8 aHep2oHe3asucumyro namame ¢ TFTP-cepsepa

MIB: RADLAN-COPY-MIB

Ucnonb3yemble Tabnuupbl: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 i {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep KonuposaHua startup-config c TFTP-cepBepa

KomaHpa CLI:
boot config tftp://192.168.1.1/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "conf.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 i 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

3.3 ABMOKOHGu2ypuposaHue Kommymamopa

BkawyeHue asmomamuyecko20 KoHguaypuposaHus, basupyrowezocs Ha DHCP (skawo4eHo no

ZMOﬂqGHUDZ

MIB: radlan-dhcpcl-mib.mib

Ucnonb3syembie Tabnuupl: riDhcpClOption67Enable — 1.3.6.1.4.1.89.76.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.9.0 1 {enable(l), disable(2)}

Mpumep

KomaHpa CLI:
boot host auto-config

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.76.9.0 1 1
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3.4 O6HosneHue Npo2pamMmHo20 obecrneyeHus

ObHosneHUe Npo2pamMmHOo20 obecrieyeHUss Kommymamopa

MpoxoauTt B ABa 3Tana:

1. 3arpy3Ka o6pasa MO

MIB: RADLAN-COPY-MIB

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp (3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip add of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "image name" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {image(8)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep

KomaHnga CLI:

boot system tftp://192.168.1.1/mes5300a-611-R2.ros

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "mes5300a-611-R2.ros" \
1.3.6.1.4.1.89.87.2.1.8.1 14 1 1.3.6.1.4.1.89.87.2.1.12.1 i 8 \
1.3.6.1.4.1.89.87.2.1.17.1 i 4

2. CmeHa aKTMBHOro o6pasa KommyTaTopa

MIB: RADLAN-DEVICEPARAMS-MIB

Ucnonbayemble Tabamupi: rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.3.1 i {imagel (1), image2 (2)}

Mpumep

KomaHpa CLI:
boot system inactive-image

KomaHpaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.3.1 1 1

V Mocne 3arpy3ku MO c TFTP-cepBepa faHHaA KOMaHAA NPUMEHAETCA aBTOMATUYECKM.
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L/

[lepe3az2py3ka Kommymamopa

MIB: rimng.mib

Ucnonb3syembie Tabnuupl: riIRebootDelay — 1.3.6.1.4.1.89.1.10

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.1.10.0 t {3anmepxka BpeMeHM Iepern Iepe3arpy3Kol}

Mpumep nepesarpysKku, OT/IOKEHHOU Ha 8 MUHYT

KomaHpa CLI:
reload in 8

KomaHga SNMP:
snmpset -v2c -c private -r 0 192.168.1.30 \
1.3.6.1.4.1.89.1.10.0 t 48000

[Mlpocmomp obpasza 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3zyemble Tabauubl: rndActiveSoftwareFile — 1.3.6.1.4.1.89.2.13.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.2

Mpumep

[na ykazaHna MOMeHTaNIbHOM nepe3arpysku Tpebyerca ykasaTb 3HaueHue t=0.

Komanpga CLI:
show bootvar

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.2

V 1) Bo3mOXHble BapuaHTbI:

imagel(1)
image2(2)

2) NocmoTpeTb AKTUBHbIN obpas no nocne nepesarpyskm
rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3.

[Mpocmomp 3a2pyxceHHbIx obpasos 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3ayembie Tabnunupi: rndimagelnfoTable — 1.3.6.1.4.1.89.2.16.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.16.1

MOXXHO
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Mpumep

KomaHpga CLI:
show bootvar

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.16.1

lpocmomp mekywel sepcuu [10 kKommymamopa

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonbayemble Tabamupi: rndBrgVersion — 1.3.6.1.4.1.89.2.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.4

Mpumep

KomaHpa CLI:

show version

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.4

Mpocmomp mekywel HW sepcuu

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonbayemble Tabanupi: genGroupHWVersion — 1.3.6.1.4.1.89.2.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.11.1

Mpumep

KomaHpga CLI:
show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.11.1
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4 YNPABNEHWUE CUCTEMOW

4.1 CucmemHble pecypcol

[Mpocmomp cepuliHo20 HOMepa KOMMymamopa

MIB: riphysdescription.mib

Ucnonb3ayembie Tabnunupl: riPhdUnitGenParamSerialNum — 1.3.6.1.4.1.89.53.14.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.14.1.5

Mpumep

KomaHpa CLI:

show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.14.1.5

[Mpocmomp uHgopmayuu o 3az2py3ke tcam

MiB: RADLAN-QOS-CLI-MIB

Ucnonbsyemble Tabnuupbi: rlQosClassifierUtilizationPercent — 1.3.6.1.4.1.89.88.36.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.36.1.1.2

Mpumep

KomaHpa CLI:
show system tcam utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.36.1.1.2

[Ipocmomp MAKCUMQAAbHO20 KOAUYECMBA XOCMO8

MIB: rltuning.mib

Ucnonb3ayembie Tabnnupi: rsMaxlpSFftEntries — 1.3.6.1.4.1.89.29.8.9.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.9.1

Mpumep

Komanpga CLI:

show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.9.1
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[Ipocmomp Ucnoab3yemo20 Koau4ecmea xocmos

MIB: rlfft.mib

Ucnonbayemble Tabanupi: riSysmngTcamAllocinUseEntries — 1.3.6.1.4.1.89.204.1.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

Mpumep

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

[Ipocmomp MAKcUMasnbHO20 KOaAUu4ecmaa Mmapuwpymos

MIB: rltuning.mib

Ucnonbayemble Tabanupl: rsMaxlpPrefixes — 1.3.6.1.4.1.89.29.8.21.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.21.1

Mpumep

KomaHpga CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.21.1

[Ipocmomp UcCnoanb3yemo20 Koau4ecmeaea Mmapuipymos

MIB: rlip.mib
Ucnonbayemble Tabauupi: rlipTotalPrefixesNumber — 1.3.6.1.4.1.89.26.25

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.25

Mpumep

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.25
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[Tpocmomp MaKCUManb6HO20 Koaudecmea IP-uHmepdgelicos

MIB: rltuning.mib

Ucnonb3syembie Tabnnupi: rsMaxlipinterfaces — 1.3.6.1.4.1.89.29.8.25.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.25.1

Mpumep

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.25.1

[Mpocmomp ucnonb3zyemo20 Koauyecmaa IP-uHmepgelicos

MIB: rlip.mib
Ucnonb3syembie Tabnunupl: rlipAddressesNumber — 1.3.6.1.4.1.89.26.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.23

Mpumep

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.23

[Mpocmomp cucmemHo2o MAC-adpeca Kommymamopd

MIB: rlphysdescription.mib

Ucnonbsyemble Tabnuupbi: riPhdStackMacAddr — 1.3.6.1.4.1.89.53.4.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4.1.7

Mpumep

KomaHpa CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4.1.7
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[Tlpocmomp Uptime kommymamopa

MIB: SNMPv2-MIB

Ucnonbsyemble Tabnmupi: sysUpTime — 1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

Mpumep

KomaHpa CLI:
show system

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

[lpocmomp Uptime nopma

MIB: SNMPv2-MIB, IF-MIB

Ucnonb3yemble Tabnnupi:
sysUpTime — 1.3.6.1.2.1.1.3
ifLastChange — 1.3.6.1.2.1.2.2.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.9.{ifindex}

Mpumep npocmotpa Uptime noprta TenGigabitethernet 1/0/23

KomaHpga CLI:
show interface status TenGigabitethernet 1/0/23

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.9.23

/ M3 BbiBOAa NepBOit KOMaHAbl HEO6XOAMMO OTHATb BbIBOA BTOPOM KOMaHAbI. MonyyeHHoe
3HaueHue u byget aBnaTtbca uptime nopra.

BkatoyeHuUe cepsuca MoHUMopUHaa npuxodauie2o Ha CPU mpaguka

MIB: rlsct.mib

Ucnonbayemble Tabnmupi: riSctCpuRateEnabled — 1.3.6.1.4.1.89.203.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.203.1.0 i {true(l), false(2)}

Mpumep

KomaHpa CLI:
service cpu-input-rate
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KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.203.1.0 i 1

[Mpocmomp c4yem4ukos u Koaudyecmea obpabameisaemsix CPU nakemos 8 cekyHOy (no munam

mQGQUKOZ

MIB: risct.mib

Ucnonb3ayembie Tabnuupl: eltCpuRateStatisticsTable — 1.3.6.1.4.1.35265.1.23.1.773.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.{rate in pps(2), packets count(3)}

Mpumep npocmoTpa Konnyectsa obpabartbiBaembix CPU B ceKyHAY NaKeToB

Komanga CLI:
show cpu input-rate detailed

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.2

V Mpueaska uHdeKcoe K munam mpaduka:

stack(1)

http(2)

telnet(3)

ssh(4)

snmp(5)

ip(6)

arp(7)

arplnspec(8)

stp(9)

ieee(10)
routeUnknown(11)
ipHopByHop(12)
mtuExceeded(13)
ipv4Multicast(14)
ipv6Multicast(15)
dhcpSnooping(16)
igmpSnooping(17)
mldSnooping(18)
ttlExceeded(19)
ipvalllegalAddress(20)
ipv4HeaderError(21)
ipDaMismatch(22)
sflow(23)
logDenyAces(24)
dhcpv6Snooping(25)
vrrp(26)
logPermitAces(27)
ipv6HeaderError (28)
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UN3meHeHue aumumos CPU

MIB: eltSwitchRateLimiterMIB.mib

Ucnonbayemble Tabamupi: eltCPURateLimiterTable — 1.3.6.1.4.1.35265.1.23.1.773.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.{index} i {limiter value}

Mpumep ycraHoBKM orpaHudeHua SNMP-Tpaduka gna CPU B 512 pps

KomaHpa CLI:
service cpu-rate-limits snmp 512

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.4 i 512

/ Cnucok uHdeKcoe:

eltCPURLTypeHttp(1)
eltCPURLTypeTelnet(2)
eltCPURLTypeSsh(3)
eltCPURLTypeSnmp(4)
eltCPURLTypelp(5)
eltCPURLTypelinkLocal(6)
eltCPURLTypeArpRouter(7)
eltCPURLTypeArpinspec(9)
eltCPURLTypeStpBpdu(10)
eltCPURLTypeOtherBpdu(11)
eltCPURLTypelpRouting(12)
eltCPURLTypelpOptions(13)
eltCPURLTypeDhcpSnoop(14)
eltCPURLTypelgmpSnoop(16)
eltCPURLTypeMIdSnoop(17)
eltCPURLTypeSflow(18)
eltCPURLTypeLogDenyAces(19)
eltCPURLTypelpErrors(20)
eltCPURLTypeOther(22)

MoHumopuHe 3aepy3ku CPU

MIB: rimng.mib

Ucnonb3yemble Tabauupbi:
rlICpuUtilDuringlLastSecond — 1.3.6.1.4.1.89.1.7
rlICpuUtilDuringlLastMinute — 1.3.6.1.4.1.89.1.8
rICpuUtilDuringlLast5Minutes — 1.3.6.1.4.1.89.1.9

e 3arpyska 3a nocnegHux nAtb cekyHAa: snmpwalk -v2c -¢ <community> <IP address>
1.3.6.1.4.1.89.1.7;

e 3arpyska 3a 1 muHyTy: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.1.8;
e 3arpyska 3a 5 muHyT: snmpwalk -v2c -c <community> <IP address>1.3.6.1.4.1.89.1.9.
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Mpumep npocmoTpa 3arpysku CPU 3a nocnegHmne NATb CEKYHA,

KomaHaa CLI:
show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.1.7

BrknroyeHue moHumopuHaa 3a2py3xku CPU no npouyeccam

MIB: RADLAN-rndMng

Ucnonbayembie Tabnunupi: riCpuTasksUtilEnable — 1.3.6.1.4.1.89.1.6

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.1.6.0 i {true(l), false(2)}

Mpumep

Komanga CLI:

service tasks-utilization

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.1.6.0 1 1

MoHumopuHe 3aepy3ku CPU no npouyeccam

MIB: ELTEX-MES-MNG-MIB

Ucnonb3yemble Tabnuubl:

eltCpuTasksUtilStatisticsUtilizationDuringlLast5Seconds — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3
eltCpuTasksUtilStatisticsUtilizationDuringLastMinute — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.4
eltCpuTasksUtilStatisticsUtilizationDuringlLastSMinutes — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3.{5sec(3), 1min(4), 5min(5)}.{task index}

Mpumep NnpocMmoTpa 3arpy3Ku No nNpoueccam 3a nocnegHue 5 ceKyHp,

Komanpga CLI:
show tasks utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3

V I'Ipueﬂska UHOeKco8 K npoyeccam
LTMR(0) NTST(50) IPRD(100)
ROOT(1) CNLD(51) PNGA(101)
IT33(2) HOST(52) UDPR(102)
IV11(3) TBI_(53) VRRP(103)
URGN(4) BRMN(54) TRCE(104)
TMNG(5) COPY(55) SSLP(105)
I0TG(6) TRNS(56) WBSO(106)
IOUR(7) MROR( 57) WBSR(107)
I0TM( 8) DFST(58) GOAH(108)
SSHU(9) SFTR(59) ECHO(109)
XMOD(10) SFMG(60) TNSR(110)
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MSCm(11)
STSA(12)
STSB(13)
STSC(14)
STSD(15)
STSE(16)
CPUT(17)
EVAP(18)
HCLT(19)
EVLC(20)
SELC(21)
SEAU(22)
ESTC(23)
SSTC(24)
BOXS(25)
BSNC(26)
BOXM(27)
TRMT(28)
D_SP(29)
D_LM(30)
PLCT(31)
PLCR(32)
exRX(33)
3SWF(34)
MSRP(35)
HSES(36)
HSCS(37)
MRDP(38)
MLDP(39)
SETX( 40)
EVTX(41)
SERX(42)
EVRX(43)
HLTX(44)
LBDR(45)
DDFG(46)
SYLG(47)
CDB_(48)
SNMP(49)

pocmomp obuwie2o ob6vema onepamusHol namamu

HCPT(61)
EVAU(62)
EVFB(63)
EVRT(64)
EPOE(65)
DSPT(66)
B_RS(67)
TRIG(68)
MACT(69)
SW2M(70)
3swQ(71)
POLI(72)
OBSR(73)
NTPL(74)
L2HU(75)
L2PS(76)
SFSM(77)
NSCT(78)
NSFP(79)
NVCT(80)
NACT(81)
NSTM(82)
NINP(83)
L2UT(84)
BRGS(85)
FHSS(86)
FHSF(87)
FFTT(88)
IPAT(89)
IP6M(90)
IP6L(91)
IP6C(92)
IP6R(93)
RPTS(94)
ARPG(95)
IPG_(96)
DNSC(97)
ICMP(98 )
TFTP(99)

MIB: ELTEX-PROCESS-MIB.mib

TNSL(111)
SSHP(112)
PTPT(113)
NBBT(114)
SQIN(115)
MUXT(116)
DMNG(117)
DSYN(118)
HSEU(119)
DTSA(120)
SS2M(121)
DSND(122)
STMB(123)
AAAT(124)
AATT(125)
SCPT(126)
DH6C(127)
RCLA(128)
RCLB(129)
RCDS(130)
GRN_(131)
IPMT(132)
SNTP(133)
DHCP(134)
DHCp(135)
RELY(136)
MSSS(137)
WBAM(138)
WNTT(139)
RADS(140)
SNAS(141)
SNAE(142)
SNAD(143)
MNGT(144)
UTST(145)
SOCK(146)
TCPP(147)
UNQt(148)

Ucnonbayemble Tabnuupi: eltexProcessMemoryTotal — 1.3.6.1.4.1.35265.41.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.41.1.2.1.1.3.0
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Mpumep

KomaHaa CLI:
show cpu utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.3.0

[Mpocmomp csobo0H020 0b6bema onepamusHol namamu

MIB: ELTEX-PROCESS-MIB.mib

Ucnonb3syemble Tabnuupl: eltexProcessMemoryFree — 1.3.6.1.4.1.35265.41.1.2.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

Mpumep

KomaHpa CLI:

show cpu utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

BKroyeHuUe nodoepiKu ceepx0sauHHbIX Kadpos (jumbo-frames)

MIB: radlan-jumboframes-mib.mib

Ucnonb3syembie Tabnunupl: rlJumboFrames — 1.3.6.1.4.1.89.91

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.91.2.0 1 {enabled(l), disabled(2)}

Mpumep

KomaHpa CLI:

port jumbo-frame

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.91.2.0 1 1

4.2 CucmemHble napamempeol

KoHmposab cocmoaHusa 6s10K08 numaHus

MIB: rIphysdescription.mib

Ucnonb3syembie Tabnnupli: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

e  OcHoOBHOM 610K NuTaHuMa: snmpwalk -v2c¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.2;
e PesepBHbIi 610K NUTaHUA: snmpwalk -v2c¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.3.
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Mpumep NpPocMoTpPa COCTOAHUA OCHOBHOro 610Ka NUTaHUA

KomaHpga CLI:
show system

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.2

/ 1) ana ocHOBHOro 6/10Ka NUTaHMA BO3MOXHbI CeAyioLmMe COCTOAHUA:

normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)

2) ANA pe3epBHOro 6710Ka NUTaHUA BO3MOXKHblI cnepyowime coctoaHuA:

normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)

KoHmposb cocmoAaHuAa 8eHMuUAAmMopos

MIB: rlphysdescription.mib

Ucnonbsyemble Tabanupi: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

BeHtunatop 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.4
BeHtunatop 2: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.5
BeHtunatop 3: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.6
BeHtunatop 4: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.7

Mpumep NnpocmoTpa cOCTOAHMUA BeHTUNATopa 3 kommyTtatopa MES5332A

KomaHpa CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.6

7 B03MOXKHbI ceaylowme COCTOAHUA:

normal (1)
notFunctioning (5)

KoHmponb nokasaHuli memnepamypHbix 0amyuKos

MIB: RADLAN-MIB

Ucnonbayemble Tabamupl: rlEnv — 1.3.6.1.4.1.89.83.2.1.1.1.4
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TemnepaTtypHbIit gatunk 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.83.2.1.1.1.4

Mpumep npocmoTpa Temnepatypbl aTyUKa

KomaHaa CLI:

show system sensors

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.83.2.1.1.1.4

KoHmposab cocmoaHua memnepamypHbiX 0am4uKos

MIB: riphysdescription.mib
Ucnonb3zyemble Tabauupbi: rlPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

TemnepaTtypHbIi gatumnk 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.11

Mpumep

Komanga CLI:

show system sensors

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.11

4.3 [lapamempobl cmeka

MoHUMOpUH2 Nnapamempos cmekxa

MIB: riphysdescription.mib

Ucnonbsyembie Tabnunupl: riPhdStackTable — 1.3.6.1.4.1.89.53.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4

Mpumep npocmoTpa napameTpoB CTeKa

Komanpa CLI:
show stack

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4

MoHUmMOopUH2 cMeKo8bIX Mopmos

MIB: riphysdescription.mib

Ucnonb3ayembie Tabnunupli: riCascadeTable — 1.3.6.1.4.1.89.53.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.23
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Mpumep NpocmoTpa COCTOAHUA CTEKOBbIX NOPTOB

KomaHpga CLI:

show stack links

KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.23

4.4 YnpaeneHue ycmpolicmeom

3a0amb/cmeHums hostname Ha ycmpolicmse

MIB: SNMPv2-MIB

Ucnonbayemble Tabnanupl: sysName — 1.3.6.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.5.0 s "{hostname}"

Mpumep npucsoeHua hostname "mes5332A"

KomaHpga CLI:

hostname mes2324

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.1.5.0 s "mes5332A"

Banoquue/omeoquue management acl

MIB: RADLAN-MNGINF-MIB

Ucnonb3yemble Tabauupbi:
rIMngInfEnable — 1.3.6.1.4.1.89.89.2
rIMngInfActiveListName — 1.3.6.1.4.1.89.89.3

-v2c -c <community> <IP address>
.4.1.89.89.2.0 i {true(l), false(2)}\
.4.1.89.89.3.0 s {name}do ping

Mpumep BKAOUEeHNA management acl c UmeHem eltex

KomaHpga CLI:
management access-class eltex

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.89.2.0 1 1 \
1.3.6.1.4.1.89.89.3.0 s eltex

Hcnons3osaHue ymuaumel ping

MIB: rlapplication.mib

Ucnonbayemble Tabanupli: rsPinglnetTable — 1.3.6.1.4.1.89.35.4.2

snmpset -v2c -c <community> <IP address>\
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1.3.6.1.4.1.89.35.4.1.1.2.{IP address>} i {Packet count}\
1.3.6.1.4.1.89.35.4.1.1.3.{IP address>} i {Packet Size}\
1.3.6.1.4.1.89.35.4.1.1.4.{IP address>} 1 {Packet Timeout}\
1.3.6.1.4.1.89.35.4.1.1.5.{IP address>} i {Ping Delay}\
1.3.6.1.4.1.89.35.4.1.1.6.{IP address>} 1 {Send SNMP Trap(2) }\
1.3.6.1.4.1.89.35.4.1.1.14.{(1IpP address>} i {createAndGo (4), destroy(6),
active (1)}

Mpumep KomaHAb! ping y3na 192.168.1.1

KomaHpa CLI:
ping 192.168.1.1 count 10 size 250 timeout 1000

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 1 10 \
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 1 250 \
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 1 1000 \
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 1 0 \
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 1 2 \
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1 i 4
V MNpu ycraHoBKke B none rsPingEntryStatus 3HaueHua 4 (createAndGo) cospaértca m
aKTUBMpYeTCA onepauusa ping.

Yro6bl NOBTOPHO NMPONMHIOBaTb YAANEHHbIN XOcT, Tpebyerca B none rsPingEntryStatus
BbICTaBUTb 3HaueHue 1(active).

MNocne okoH4aHMA onepauumn obas3aTenbHO HAJO yAANUTb BCe 3anMUCU, BbICTaBMB B noJe
rsPingEntryStatus 3HaueHune 6 (destroy). UHaue uepes CLI u SNMP onepauuio ping ao
APYroro xocta BbiNoOJIHUTb He yAacTCcA.

Mpumep yaaneHumsa:

snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 i 10\
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 i 250\
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 i 1000\
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 i 0\
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 i 2\
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1i 6

MoHUmMmopuH2 ymuaumesl ping

MIB: rlapplication.mib

Ucnonb3syembie Tabnnupi: rsPingEntry — 1.3.6.1.4.1.89.35.4.1.1

snmpwalk -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.{KomMyuyecTBO OTIpPAaBJICHEX IakeTos (7), KolmuecTBO HNPUHATEHX
naxeToB (8), MuHMMaJIbHOe BpeMsa oTBeTa (9), CpexmHue BpeMa oTeBeTa (10), MakcuMaJbHOE

BpeMsa oTeBeTa (11)}

Mpumep NpocmoTpa KoAnYecTsa NPUHATbIX NAaKeTOB

Komanpga CLI:
ping 192.168.1.1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.8

26

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

v/

Mpu yctraHoBke B none rsPingEntryStatus 3HaueHua 6 (destroy) moHuUTOpUHr 6yaeT
3anpeLéH A0 co3aaHUA HOBOW onepauuu.

Hacmpolika cucmemMH020 #ypHana

MIB: DRAFT-IETF-SYSLOG-DEVICE-MIB

Ucnonbayemble Tabauubi: snmpSyslogCollectorEntry — 1.3.6.1.4.1.89.82.1.2.4.1

snmpset
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{syslog facility(16-24)} \
{severity level} \
{createAndGo (4), destroy(6)}
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Mpumep po6aBneHuA cepsepa ANA NOTMPOBAHUA

KomaHpga CLI:
logging host 192.168.1.1 description 11111

KomaHaa SNMP:

snmpset -v2c -c private
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Severity level 3adaemcsa cnedyrowum obpazom:

emergency(0),

alert(1),
critical(2),
error(3),

warning(4),

notice(5),
info(6),
debug(7)

Facility:

local0(16),
local1(17),
local2(18),
local3(19),
local4(20),
local5(21),
local6(22),
local7(23),

no-map(24)
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5 HACTPOMKA CUCTEMHOIO BPEMEHU

Hacmpolika adpeca SNTP-cepsepa

MIB: risntp.mib

Ucnonb3syemble Tabnuupl: riISntpConfigServerinetTable — 1.3.6.1.4.1.89.92.2.2.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.{1ip address in DEC.
pasmesngnTcs TouKamMm} i
1.3.6.1.4.1.89.92.2.2.17.1.9.1.4.{1ip address in DEC.
paszmensaorca Toukamm} u 0 \
1.3.6.1.4.1.89.92.2.2.17.1.10.1.4.{1ip address in DEC.
pasnmensanTcs Toukammu} i {createAndGo (4), destroy(6)}

Mpumep ykasaHmua SNTP-cepsepa c IP-agpecom 91.226.136.136

{true(l), false(2). YkazaHue 3HaueHus poll}

IP-ampeca
IP-ampeca

IP-anpeca

Komanpga CLI:
sntp server 91.226.136.136 poll

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.91.226.136.136 1 1 \
3.6.1.4.1.89.92.2.2.17.1.9.1.4.91.226.136.136 u 0 \
3.6.

1.
1. 1.4.1.89.92.2.2.17.1.10.1.4.91.226.136.136 1 4

YcmaHoska spemeHu onpoca 018 SNTP-knueHma

MIB: risntp.mib

Ucnonbayembie Tabnaunupi: riSntpNtpConfig — 1.3.6.1.4.1.89.92.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.1.4.0 1 {range 60-86400}

Mpumep ycTaHOBKM BpemeHu onpoca B 60 ceKyHp,

Komanga CLI:
sntp client poll timer 60

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.1.4.0 1 60

V YTo6bl BEPHYTLCA K HACTPOMKAM NO YMOJIHAHUIO A,0CTAaTOYHO YCTAaHOBUTbL Bpems B 1024 cek.

Hacmpolika pabomsi 00HoadpecHbix SNTP-KnueHmos

MIB: risntp.mib

Ucnonb3syembie Tabnunupi: rISntpConfig — 1.3.6.1.4.1.89.92.2.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.5.0 1 {true(l), false(2)}
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Mpumep paspewieHUa nocnegoartenbHoro onpoca SNTP-cepsepos

KomaHpga CLI:
sntp unicast client poll

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.5.0 1 1

HobasneHue yacosozo noaca

MIB: rlsntp.mib

Ucnonbayemble Tabauupi: riTimeSyncMethodMode — 1.3.6.1.4.1.89.92.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.1.6.0 s "{TimeZone}l" \
1.3.6.1.4.1.89.92.1.7.0 s "{NameZone}"

Mpumep po06aBneHUA 4acOBOro NOACA Ha YCTPOWCTBE

KomaHpga CLI:

clock timezone test +7

KomaHaa SNMP:

snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.89.92.1.6.0 s "+7:00" \
1.3.6.1.4.1.89.92.1.7.0 s "test"
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6 KOH®UrYPUPOBAHME UHTEP®EMNCOB

6.1 [lMapamempeol Ethernet-unmepgbelicos

[TIpocmomp Description nopma

MIB: IF-MIB nau eltMng.mib

Ucnonb3syembie Tabnuupl: ifAlias — 1.3.6.1.2.1.31.1.1.1.18 unu iflongDescr —
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.18.{ifIndex}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.{ifIndex}

Mpumep npocmotpa Description Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show interfaces description TenGigabitEthernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.18.23

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.23

Mpocmomp Description vlian

MIB: Q-BRIDGE-MIB

Ucnonb3syembie Tabnnupl: dotlqVlanStaticTable — 1.3.6.1.2.1.17.7.1.4.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.1.{vlan id}

Mpumep npocmotpa Description vian 100

KomaHpa CLI:
show interfaces description vlan 100

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.1.1

[lpocmomp ckopocmu Ha UHmMepgelice

MIB: IF-MIB

Ucnonb3ayemblie Tabnunupl: ifHighSpeed — 1.3.6.1.2.1.31.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.15.{ififndex}
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Mpumep BbiKAOUYEHUA hegotiation Ha TenGigabitethernet 1/0/23

KomaHpga CLI:

show interface status TenGigabitethernet 1/0/23
KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.15.23

BKaroyeHue/8bika4eHue agmocoaaaco8aHus CKopocmu Ha uHmepdgelice

MIB: rlinterfaces.mib

Ucnonbayemble Tabauupl: swifSpeedDuplexAutoNegotiation — 1.3.6.1.4.1.89.43.1.1.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.16.{ifIndex} i {negotiation(l), no negotiation(2)}

Mpumep BbiKAOUEHUA negotiation Ha TenGigabitethernet 1/0/23

KomaHaa CLI:
interface TenGigabitethernet 1/0/23
no negotiation

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.16.23 1 2

YcmaHo8Ka pexcumos agmocoaaaco8aHUs CKOpocmu Ha uHmepdgelice

MIB: swinterfaces.mib

Ucnonbayemble Tabamupi: swifAdminSpeedDuplexAutoNegotiationLocalCapabilities —
1.3.6.1.4.1.89.43.1.1.40

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.40.{ifIndex} x “{negotiation mode (HEX-string) }”

Mpumep HacTpoiikK aBTOCOrNacoBaHua Ha ckopoctu 1000f u 10000f Ha uHTepdeiice TenGigabitethernet
1/0/23

KomaHpga CLI:
interface TenGigabitethernet 1/0/23
negotiation 1000f 10000f

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.40.23 x 14

V 1) B asonuHon cuctreme 1000f u 10000f 3anucbiBaetca Kak 00110000000. B HEX
¥ cucreme cumcaeHums 3to 180

2) Onucanue 6umos

Default(0),
Unknown(1),
TenHalf(2),
TenFull(3),
FastHalf(4),
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FastFull(5),
GigaHalf(6),
GigaFull(7),
TenGigaFull(8),
FiveGigaFull(9),
TwoPointFiveFull(10).

lMopadok 6umos

109876543210

[lpocmomp duplex-pexcuma nopma

MIB: EtherLike-MIB

Ucnonb3zyemble Tabauubi: dot3StatsDuplexStatus — 1.3.6.1.2.1.10.7.2.1.19

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.19.{ifindex}

Mpumep npocmoTtpa pexkuma duplex nopta TenGigabitEthernet 1/0/23

KomaHpa CLI:
show interfaces status TenGigabitEthernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.19.23

V ' Pacwudposka ebidasaemoix 3Ha4eHu il
unknown (1)

halfDuplex (2)
fullDuplex (3)

CmeHa duplex-pexcuma Ha uHmepaelice

MIB: RADLAN-rlInterfaces

Ucnonb3syembie Tabnuupl: swifDuplexAdminMode — 1.3.6.1.4.1.89.43.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.3.{ifIndex} 1 {none(l),half(2),full (3)}

Mpumep cmeHbl pexkuma duplex noprta TenGigabitethernet 1/0/23

Komanpga CLI:
interface TenGigabitethernet 1/0/23
duplex half

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.3.23 1 2
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[pocmomp cpedsl nepedayu uHmepgelica

MIB: EtherLike-MIB

Ucnonb3yemble Tabanupl: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifindex}

Mpumep npocmoTpa cpeabl nepegaum nopta TenGigabitEthernet 1/0/23

KomaHpa CLI:
show interfaces status TenGigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.23

/ Pacwudpoeka sbidasaembix 3HaYeHuUl

Copper (1)
FiberOptics (2)
ComboCopper (3)
ComboFiberOptics (4)

YnpasneHue nomokom (flowcontrol)

MIB: RADLAN-rlInterfaces

Ucnonbayemble Tabauupi: swifFlowControlMode — 1.3.6.1.4.1.89.43.1.1.14

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.14.{ifindex} 1 {on(l),0ff(2),auto (3)}

Mpumep BKAIOUEHUA yNpaB/ieHMA NOTOKOM Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpga CLI:
interface TenGigabitethernet 1/0/23
flowcontrol on

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.14.23 1 1

[pocmomp admMuHUCMPAMUBHO20 COCMOAHUA nopmd

MIB: IF-MIB

Ucnonbayemble Tabauupi: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex}

Mpumep npocmortpa cratyca noprta TenGigabitethernet 1/0/23

KomaHpga CLI:
show interfaces status TenGigabitEthernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.23
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/ Bo3MOXM(HbIe sapuaHmoi

up(1)
down(2)
testing(3)

Braroyume/8biKao4umes KoHgpuU2ypupyemolili uHmepgetic

MIB: IF-MIB

Ucnonb3syembie Tabnunupl: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex} 1 {up(l),down(2)}

Mpumep

Komanga CLI:
interface TenGigabitEthernet 1/0/23
shutdown

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.23 1 2

[Ipbocmomp onepamugHO020 COCMOAHUA nopma

MIB: IF-MIB

Ucnonb3ayembie Tabnunupl: ifOperStatus — 1.3.6.1.2.1.2.2.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.8.{ifIndex}

Mpumep npocmoTpa cTatyca noprta TenGigabitethernet 1/0/23

Komanga CLI:
show interfaces status TenGigabitEthernet 1/0/23

Komanga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.8.23

/ Bo3mocHble sapuaHmol

up(1)
down(2)

OnpedeneHue muna noodKaAKYeHUA Nopma

MIB: rlinterfaces.mib

Ucnonb3ayemble Tabnuubl: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{1ifIndex}
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Mpumep onpeaeneHus Tuna nopta TenGigabitethernet 1/0/23

KomaHpga CLI:
show interfaces status

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.23

/’f Bo3moxcHbie sapuaHmeol

regular (1)
fiberOptics (2)
comboRegular (3)
comboFiberOptics (4)

lMpocmomp cyemyuka unicast-nakemos Ha UHmMepgelice

MIB: IF-MIB

Ucnonbayemble Tabauupi: ifinUcastPkts — 1.3.6.1.2.1.2.2.1.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.11.{ifIndex}

Mpumep NpocMmoTpa cHeTUMKa BXOAALLMX unicast-nakeToB Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHaa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.11.23

lpocmomp cyemyuka multicast-nakemos Ha uHmepagelice

MIB: IF-MIB

Ucnonbsyemble Tabanupi: ifinMulticastPkts — 1.3.6.1.2.1.31.1.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.2.{ifindex}

Mpumep NnpocmoTpa cyeTuMKa Bxogawmx multicast-naketos Ha nHtepdeiice TenGigabitethernet 1/0/23

KomaHpga CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.2.23

Mpocmomp cyem4uka broadcast-nakemos Ha uHmMepdgelice

MIB: IF-MIB

Ucnonbsyemble Tabauupi: ifinBroadcastPkts — 1.3.6.1.2.1.31.1.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.3.{ifindex}
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Mpumep npocmoTpa cueTumka Bxogawmx broadcast-nakeros Ha uHtepdeiice TenGigabitethernet 1/0/23

KomaHaa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.3.23

[Tpocmomp c4yem4uKo8 OKmemos Ha UHmepgelice

MIB: IF-MIB

Ucnonb3yembie Tabanubi:

ifinOctets — 1.3.6.1.2.1.2.2.1.10
ifHCInOctets — 1.3.6.1.2.1.31.1.1.1.6
ifOutOctets — 1.3.6.1.2.1.2.2.1.16
ifHCOutOctets — 1.3.6.1.2.1.31.1.1.1.10

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.10.{ifindex}

Mpumep npocmoTpa cyeTUMKa NPUHATLIX OKTETOB Ha uHTepdelice TenGigabitethernet 1/0/23

KomaHpa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.10.23

/ Moa oKTeTom uMmeeTca B BUAY KONMUECTBO bauT.

1 oktet = 1 6aiiT

Mpocmomp cuemuuka FCS Errors Ha uHmepgelice

MIB: EtherLike-MIB

Ucnonb3syembie Tabnnupl: dot3StatsFCSErrors — 1.3.6.1.2.1.10.7.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.3.{ifindex}

Mpumep npocmoTpa cuetumnka FCS Errors Ha uHTepdeiice TenGigabitethernet 1/0/23

Komanpga CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.3.23
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[pocmomp cyemyuka Internal MAC Rx Errors Ha uHmepgelice

MIB: EtherLike-MIB

Ucnonbayemble Tabamupi: dot3StatsinternalMacReceiveErrors — 1.3.6.1.2.1.10.7.2.1.16

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.16.{ifindex}

Mpumep npocmotpa cuetumnKa Internal MAC Rx Errors Ha nHtepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.16.23

lpocmomp cyemyuka Transmitted Pause Frames Ha uHmepaelice

MIB: EtherLike-MIB

Ucnonbayemble Tabamupi: dot30utPauseFrames — 1.3.6.1.2.1.10.7.10.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.4.{ifindex}

Mpumep npocmoTpa cuetunka Transmitted Pause Frames Ha uHtepdeiice TenGigabitethernet 1/0/23

KomaHpga CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.4.23

Mpocmomp cyemyuka Received Pause Frames Ha uHmepagelice

MIB: EtherLike-MIB

Ucnonbayemble Tabanupi: dot3InPauseFrames — 1.3.6.1.2.1.10.7.10.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.3.{ifindex}

Mpumep npocmoTpa cuetunKka Received Pause Frames Ha uHtepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show interface counters TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.3.23
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O4ucmka c4emyukos uHmepgelicos

MIB: rlinterfaces.mib

Ucnonbayembie Tabnunupi: rlifClearPortMibCounters — 1.3.6.1.4.1.89.54.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.54.4.0 x {BburoBas Macka}

Mpumep OUMCTKM cyeTYMKa uHTepdelicos

KomaHpa CLI:
clear counters

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
FFFFFFFFOOOOOFFFFFFFFOOOOOFFFFFFFFOOOOOFFFFFEFFFOOOOOFFFFFFFFOOOOOFFFFEFFFEFOOOOOF
FFFFFFFOO00OFFFFFFFF00000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001FFFFFFFEQ00000

/ 1) B 3HaYeHUM OUUCTKU CHETYUKOB B CTEKE 3a4aeTcA 6uToBana macka ANA BCexX NopToB
BCeX IOHUTOB CTeKa:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x 000000000000FFFFFFO0000000F000000000000FFFFFFOO000000F
000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F000000000000FFFFFFO
0000000F000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F00000000000
OFFFFFFO0000000F0000000000000000000000000000000001 FFFEO000000000

2) NocmoTpeTb 3HaUeHUe BUTOBOI MAaCKM MOXKHO KOMaHA,0M:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.54.9.0

MoHuUmopuHa 3a2py3KU NopmMos Kommymamopa

MIB: eltMes.mib

Ucnonbsyemble Tabnuubi: eltSwifUtilizationEntry — 1.3.6.1.4.1.35265.1.23.43.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.2.1.{parametr}

Mpumep

Komanpga CLI:

show interfaces utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.2.1.1

/ CnucoK 803MOXMCHbIX Napamempos

eltSwifUtilizationlfIndex(1)
eltSwifUtilizationAverageTime(2)
eltSwifUtilizationCurrentinPkts(3)
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eltSwifUtilizationCurrentinRate(4)
eltSwifUtilizationCurrentOutPkts(5)
eltSwifUtilizationCurrentOutRate(6)
eltSwifUtilizationAveragelnPkts(7)
eltSwifUtilizationAveragelnRate(8)
eltSwifUtilizationAverageOutPkts(9)
eltSwifUtilizationAverageOutRate(10)

BksroyeHue/8biKkA0YeHUE pexcuma 00HOHANpasaeHHol nepedayu nopma

MIB: ELTEX-MES-eltInterfaces

Ucnonbayemble Tabamupi: eltSwifTable — 1.3.6.1.4.1.35265.1.23.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.1.1.15.{index} 1 {disable(0), send-only(l)

Mpumep BKAIOUEHUA peXKMMma O4HOHaNpaB/eHHOM nepeaayumn nopra

KomaHpga CLI:

interface TenGigabitEthernetl/0/1
unidirectional send-only

exit

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.1.1.15.1 1 1

6.2 KoHguz2ypupoeaHue VLAN

JobasneHue VLAN s vian database

MIB: rlvlan.mib

Ucnonbayemble Tabnuubi:

rldotlqVlanStaticlList1t01024 — 1.3.6.1.4.1.89.48.69.1.2
rldot1lqVlanStaticList1025t02048 — 1.3.6.1.4.1.89.48.69.1.3
rldotlgVlanStaticList2049t03072 — 1.3.6.1.4.1.89.48.69.1.4
rldot1qVlanStaticList3073t04094 — 1.3.6.1.4.1.89.48.69.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.69.1.2 x {BbuToBas Macka}

Mpumep cosaanua vian 994 so vlan database

KomaHpa CLI:
vlan database
vlan 994

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.69.1.2.0 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000040000000
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1) NMpwu pacuete 6uToBOo Macku ana vlian 1025-2048 BbINONAHUTbL BbluMTaHue 1024 ot
V Heobxogumoro vian, a 3aTem yKe BbINONHATb pacyeT MAacKuU. AHaNOrM4HO ans vlan
2049-3072: Heobxoaumo oTHATb 2048 nepea pacyetom. Ana 3073-4094 — BbluecTb

3072. butoBasa MmacKa A0/XKHa BK/OYaTb B ceba He meHee 10 cumBONOB.

2) Mpumep pacueta 6UTOBOM MacKku npusepeH B pasgene «MpunoxeHue A.
MeTtoauKa pacyeta 6UTOBOIN MacKu».

JMobasaeHue VLAN Ha nopm

MIB: rlvlan.mib

Ucnonb3zyemble Tabauubi: rldotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-8}.{ifIndex} x {vlan B BMIEe OMTOBOM MacCKMu}

Mpumep pobasneHuns vian 622 1 3100 Ha nutepdeiic TenGigabitEthernet 1/0/23 B pexxum trunk

Komanpga CLI:

interface TenGigabitEthernet 1/0/23
switchport mode trunk

switchport trunk allowed vlan add 622,3100

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.23 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.4.23 x 0000001000

Mpumep pobasneHuns vlian 622 Ha nHTepdeiic TenGigabitEthernet 1/0/23 8 Kauectse native vlan

Komanpga CLI:

interface TenGigabitEthernet 1/0/23
switchport mode trunk

switchport trunk native vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.23 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.5.23 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

Mpumep pobasneHuns vlian 622 Ha nHtepdeiic TenGigabitEthernet 1/0/23 B pexknme access

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
switchport access vlan 622

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.21 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004 \
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1.3.6.1.4.1.89.48.68.1.5.21 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

V’ 1. NepeyeHb TabanL;:

ridotlqPortVianStaticEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
ridotlqPortVlanStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2 {ifindex}
ridotlqPortVlanStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
ridotlqPortVlanStaticEgressList3073t04094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList1t01024 —

1.3.6.1.4.1.89.48.68.1.5 {ifindex}
rldotlgPortVlanStaticUntaggedEgressList1025t02048
1.3.6.1.4.1.89.48.68.1.6.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList2049t03072

1.3.6.1.4.1.89.48.68.1.7 {ifindex}
rldotlgPortVlanStaticUntaggedEgressList3073to4094
1.3.6.1.4.1.89.48.68.1.8.{ifindex}

2. Mpumep coctaBneHua 6UTOBOM MacKu npuseaeH B paspene «MpunoxeHue A.
MeToauka pacyeta 6MTOBOIT MacKu».

3. buroBasa macKa A0/KHA BK/OYaTb B ceba He meHee 10 cumBONOB.

3anpemums default VLAN Ha nopmy

MIB: eltVlan.mib

Ucnonbayemble Tabauupi: eltVianDefaultForbiddenPorts — 1.3.6.1.4.1.35265.1.23.5.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x {mopT B BMIe OMUTOBOM MacCKM}

Mpumep 3anperta default vlan Ha nopty TenGigabitEthernet 1/0/23

KomaHga CLI:
interface TenGigabitethernet 1/0/23
switchport forbidden default-vlan

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x 0000020000

/ 1. Npumep cocTaBneHnAa 6MTOBOI MacKu nNpusBegeH B pasgene «lpunoxeHue A.
MeToauka pacyeta 6UTOBOI MacKn».

2. butoBas macKa A0NXKHA BK/OYaTb B ceba He meHee 10 cumBONOB.

[Tlpocmomp umeHu VLAN

MIB: rlvlan.mib

Ucnonb3yemble Tabanupi: rldotlgVianStaticName — 1.3.6.1.4.1.89.48.70.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.70.1.1.{vlan}
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Mpumep npocmoTtpa umenu vian 994

KomaHaa CLI:
show vlan tag 994

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.70.1.1.994

[Tpocmomp yneHcmaa nopma 8o VLAN

MIB: rlvlan.mib

Ucnonb3ayembie Tabnnupli: rildotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-4}.{ifindex}
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{5-8}.{ifindex}

Mpumep npocmotpa VLAN Ha TenGigabitethernet 1/0/23

KomaHpa CLI:
show interfaces switchport TenGigabitethernet 1/0/23

KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.1.23

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.5.23

/ 1. B npumepe npeacTaBaeHHbl 2 KomaHabl snmpwalk. Ecan nopt Tagged — 3HaueHusA
V B BbiBOAE BTOPOM KOMaHAbl NMPUHUMAIOT HyneBoe 3HayeHne u Homep VLAN
COOTBETCTBYET 3HAaYeHMAM BbiBOAA NepBoii KomaHabl. Ecam nopt Untagged — B
BblBOAE BTOPOIA KOMaHAbl MPUCYTCTBYIOT 3HAYE€HUA, OT/IMYHbIE OT HYAA, U HOMep

VLAN cooTseTtcTByeT 3TUM 3HaYEHUAM.

2. NepeueHb Tabauu:

ridotlgPortVianStaticEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
ridotlgPortVianStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
ridotlgPortVlanStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
ridotlgPortVianStaticEgressList3073to4094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList1t01024 —
1.3.6.1.4.1.89.48.68.1.5.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList1025t02048

— 1.3.6.1.4.1.89.48.68.1.6.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList2049t03072

— 1.3.6.1.4.1.89.48.68.1.7.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList3073t04094

— 1.3.6.1.4.1.89.48.68.1.8.{ifindex}

3. MonyueHHble B pe3ynbTaTte BbIMOJAHEHUA 3aNpPoca 3HaYeHUA NPeACTaBAAIoT U3 ceba
6MTOBYI0O MacKy, MeToAMKa pacueta KOTOpoii npusegeHa B pasgene «lMpunoxeHue
A. MeToguMKa pacueta 6UTOBOA MACKU».
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Hacmpolika pexcuma pabomesl nopma

MIB: rlvlan.mib

Ucnonbayemble Tabamupl: vianPortModeEntry — 1.3.6.1.4.1.89.48.22.1
snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.48.22.1.1.{ifIndex} i {general (1), access (2), trunk (3),
customer (7) }

Mpumep HacTpoiku nHtepdeiica TenGigabitEthernet 1/0/23 B pexkum trunk

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
switchport mode trunk

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.21 i 2

[Ipocmomp pexcuma nopma

MIB: rlvlan.mib

Ucnonbayemble Tabanybl: vianPortModeState — 1.3.6.1.4.1.89.48.22.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifindex}

Mpumep npocmotpa pexkuma Ha TenGigabitethernet 1/0/23

KomaHpga CLI:
show interfaces switchport TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.23

/ Bo3mocHble sapuaHmeol

general(1)
access(2)
trunk (3)
customer (7)

HasHa4yume pvid Ha uHmepaelic

MIB: Q-BRIDGE-MIB.mib

Ucnonbayemble Tabauupi: dotlgPortVianTable — 1.3.6.1.2.1.17.7.1.4.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.1.{ifindex} u {1-4094}

Mpumep Ha3HaveHua pvid 15 ana TenGigabitEthernet 1/0/23

KomaHpga CLI:
interface TenGigabitEthernet 1/0/23
switchport general pvid 15

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 43




HELTEX

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.1.23 u 15

Hacmpolika map mac

MIB: rlvlan.mib

Ucnonb3ayemble Tabnunupl: vianMacBaseVlanGroupTable — 1.3.6.1.4.1.89.48.45

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.48.45.1.3.{MAC address in DEC}.{mask} 1 {map-group number} \
1.3.6.1.4.1.89.48.45.1.4.{MAC address in DEC}. {mask} i {createAndGo (4),
destroy (6) }

Mpumep

KomaHpa CLI:
vlan database
map mac a8:£9:4b:33:29:c0 32 macs-group 1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.45.1.3.168.249.75.51.41.192.32 1 1 \
1.3.6.1.4.1.89.48.45.1.4.168.249.75.51.41.192.32 1 4

YcmaHoska npasuna Kadaccugukayuu VLAN, ocHo8aHHo20 Ha npusfaske K MAC-adpecy, 014
UHmMepgelica

MIB: rlvlan.mib

Mcnonbsyembie Tabnunupl: vianMacBaseVlanPortTable — 1.3.6.1.4.1.89.48.46.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.46.1.2.58.1 u {vlan} 1.3.6.1.4.1.89.48.46.1.3.58.1 i
{createAndGo (4), destroy(6)}

Mpumep BKAlOUeHUA npaBuna Knaccudukauum VLAN gna nntepdeiica TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
switchport general map macs-group 1 vlan 20

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.46.1.2.23.1 u 1 \
1.3.6.1.4.1.89.48.46.1.3.23.1 i 4
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6.3 Hacmpolika u moHumopuHe errdisable-cocmoaHus

[pocmomp Hacmpoek 078 asmomMmamu4yeckol akmusayuu UHmepagelca

MIB: rlinterfaces_recovery.mib

Ucnonbayemble Tabauupi: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2

Mpumep NPOCMOTPA HACTPOEK ANA aBTOMATUYECKOW aKTMBaL MK uHTepdeiica

KomaHpa CLI:
show errdisable recovery

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2

lpocmomp npuyuHs! 6s10KUPOBKU nopma

MIB: rlErrdisableRecoverylfReason

Ucnonbayemble Tabauupi: rlErrdisableRecoverylfReason — 1.3.6.1.4.1.89.128.3.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.3.1.1

Mpumep

KomaHpga CLI:
show errdisable interfaces

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.3.1.1

/ Bo3moixHble sapuaHmei:

loopback-detection (1)
port-security (2)
dotlx-src-address (3)
acl-deny (4)
stp-bpdu-guard (5)
stp-loopback-guard (6)
unidirectional-link (7)
dhcp-rate-limit (8)
12pt-guard (9)
storm-control (10)
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Hacmpolika asmomamuyeckol akmusauuu UuHmepgelica

MIB: rlinterfaces_recovery.mib

Ucnonb3ayembie Tabnuupl: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2. {index of reason} i {true(l), false(2)}

Mpumep BKAKOUEHMA aBTOMATUYECKOM aKTUBaLMmn uHTepdeiica B cnyuyae loopback detection

KomaHpa CLI:
errdisable recovery cause loopback-detection

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2.1 1 1

Bo3moxcHble 3HavyeHus index of reason, e 3agucumocmu om muna ebinosaHaemol
v Hacmpoliiku:

loopback detection — (1)
port-security — (2)
dotlx-src-address — (3)
acl-deny — (4)
stp-bpdu-guard — (5)
stp-loopback-guard (6)
unidirectional-link — (8)
storm-control — (9)
12pt-guard — (11)

Hacmpolika uHmepsana sbixoda uHmepagelica us errdisable cocmosaHusa

MIB: rlinterfaces_recovery.mib

Ucnonb3syemble Tabnuupl: rlErrdisableRecoveryinterval — 1.3.6.1.4.1.89.128.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.1.0 1 {interval 30-86400}

Mpumep HacTpoiikn 30 ceKyHAHOro MHTepBana Bbixoaa u3 errdisable cocroaHua

Komanpga CLI:
errdisable recovery interval 30

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.1.0 1 30
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6.4 Hacmpolika voice vian

JlobasneHue voice vlan

MIB: RADLAN-vlanVoice-MIB

Ucnonbayemble Tabauuypbi: vianVoiceAdminVid — 1.3.6.1.4.1.89.48.54.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.8.0 1 {vlan id}

Npumep pobasneHus voice vlan id 10

KomaHpa CLI:
voice vlan id 10

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.8.0 1 10

AKkmusayus voice vlan Ha uHmepgelice

MIB: RADLAN-vlanVoice-MIB

Ucnonbayemble Tabanybl: vianVoiceOUIBasedPortTable — 1.3.6.1.4.1.89.48.54.12.5

-v2c -c <community> <IP address> \
.4.1.89.48.54.12.5.1.1.{ifIndex} i 1 \
.4.1.89.48.54.12.5.1.2.{ifIndex} u {voice vlan id}

Mpumep

KomaHaa CLI:
interface TenGigabitethernet 1/0/23
voice vlan enable

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.5.1.1.23 1 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.23 u 10

PedakmuposaHue mabauysi OUI

MIB: rlvlanVoice.mib

Ucnonbayemble Tabanupi: vianVoiceOUIBasedTable — 1.3.6.1.4.1.89.48.54.12.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.4.1.3.{0UI in DEC. BaNTe pas3mejgiTCsa TodYKaMM} 1
{createAndGo (4), destroy(6)}

Mpumep

KomaHpga CLI:
voice vlan oui-table add 002618

KomaHga SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.4.1.3.0.38.24 1 4
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6.5 Hacmpolika LLDP

nobanbHoe sKa4YeHUe/omknaodyeHue LLDP

MIB: riLIdp.mib

Ucnonb3syemble Tabnunupl: riLidpEnabled — 1.3.6.1.4.1.89.110.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.110.1.1.1.0 1 {true (1), false (2)}

Mpumep oTknoueHus LLDP

KomaHpa CLI:
no Lldp run

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.1.1.0 1 2

Hacmpolika lldp-med nonumuku ¢ ykazaHuem Homepa voice vlan 049 me2upo8aHH020 mpagukxa
voice vian

MIB: rllldb.mib

Ucnonb3syembie Tabnuupl: riLidpXMedLocMediaPolicyContainerTable — 1.3.6.1.4.1.89.110.1.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 {voice(l), voice-signaling(2), guest-voice(3),
guest-voice-signaling (4), softphone-voice(5), video-conferencing(6), streaming-

video (7), video-signaling(8)} \

1.3.6.1.4.1.89.110.1.2.1.1.3.1 i {vlan} \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 i {priority} \
1.3.6.1.4.1.89.110.1.2.1.1.7.1 {true(l), false(2)} \
11.3.6.1.4.1.89.110.1.2.1.1.9.1 1 {createAndGo(4), destroy(6)}

Mpumep HacTpoiiku nonntukm lldp-med c ykasanuem VLAN 10, ykaszaHuem npuopureta 4

KomaHpa CLI:
11dp med network-policy 1 voice vlan 10 vlan-type tagged up 4

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 1 \
1.3.6.1.4.1.89.110.1.2.1.1.3.1 i 10 \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 1 4 \
1.3.6.1.4.1.89.110.1.2.1.1.7.1 1 1 \
1.3.6.1.4.1.89.110.1.2.1.1.9.1 1 4

Hacmpolika lldp-med nonumuku 0218 meauposaHHo20 mpaguKa voice vlan

MIB: rllldb.mib

Ucnonb3ayembie Tabnunupi: riLidpXMedNetPolVoiceUpdateMode — 1.3.6.1.4.1.89.110.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.110.1.7.0 1 {manual(0), auto(l)}
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Mpumep HacTpoiku noantuku lidp-med B pexxume auto

KomaHpga CLI:
no lldp med network-policy voice auto

KomaHga SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.7.0 1 1

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 49




HELTEX

7 HACTPOWKA IPV4-AAPECALIUU

Co3daHue IP-adpeca Ha interface vian

MIB: rlip.mib
Ucnonbsyembie Tabnunupl: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.1.1.2.{1ip address(DEC)} 1 {ifIndex} \
1.3.6.1.4.1.89.26.1.1.3.{ip address (DEC)} a {netmask}

Mpumep HacTpoiiku IP-agpeca 192.168.10.30/24 Ha vian 30

KomaHpa CLI:
interface vlan 30
ip address 192.168.10.30 /24

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 i 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0

YoaneHue IP-adpeca Ha interface vian

MIB: rlip.mib
Ucnonbsyembie Tabnunupl: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

pset -v2c -c <community> <IP address> \

1.3. 6.1.4 1.89.26.1.1.2.{ip address(DEC)} 1 {ifIndex} \
.3.6.1.4.1.89.26.1.1.3.{ip address(DEC)} a {netmask} \

1.3.6. l 4.1.89.26.1.1.6.{ip address(DEC)} 1 2

}—‘

Mpumep yaaneHus IP-agpeca 192.168.10.30 Ha uHTepdeiice vian 30

KomaHpa CLI:
interface vlan 30
no ip address 192.168.10.30

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 1 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0 \
1.3.6.1.4.1.89.26.1.1.6.192.168.10.30 1 2

[onyyeHue IP-adpeca no DHCP Ha interface vian

MIB: radlan-dhcpcl-mib.mib

Ucnonb3syembie Tabnunupl: riDhcpClActionStatus — 1.3.6.1.4.1.89.76.3.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.3.1.2.{ifIndex} 1 {createAndGo (4), destroy(6)}
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Mpumep

KomaHpga CLI:
interface vlan 30
ip address dhcp

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.301\1.3.6.1.4.1.89.76.3.1.2.100029 1 4

ﬂo6aeumb/ydaﬂumb w3 1o ymosa4YaHuro

MIB: rlip.mib

Ucnonbayemble Tabnuupi: rlinetStaticRouteEntry — 1.3.6.1.4.1.89.26.28.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {metric(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {remote(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{1IP address}.0 i {createAndGo (4),

destroy(6) }

Mpumep paob6asneHus ip default-gateway 192.168.1.10

KomaHpga CLI:
ip default-gateway 192.168.1.10

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.3

1.3.6.1.4.1.89.26.28.1.7.1. 192.168.1.10.0 u 4 \
1.4.1.89.26.28.1.8.1. 192.168.1.10.0 i 4 \

1.4.1.89.26.28.1.10.1.4.0.0.0.0.0.1.4.192.168.1.10.0 1 4

0\
4.0.0.0.0.0.1.4.
1.3.6. 4.0.0.0.0.0.1.4.
1.3.6.
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8 HACTPOMKA IPV6-AAPECALIMU

BkntoyeHue/sbiknoveHue IPv6-adpecayuu Ha interface vian

MIB: ip-mib.mib
Ucnonb3ayemble Tabnuupl: ipvbinterfaceEnableStatus — 1.3.6.1.2.1.4.30.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.30.1.5.{ifindex} i {enable(l), disable(2)}

Mpumep BKAoueHUn IPvb-agpecaymm Ha vian 2

KomaHpa CLI:
interface vlan 2
ipv6 enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.30.1.5.100001 i 1

Co3daHue/ydaneHue IPv6-adpeca Ha interface vilan

MIB: rlip.mib
Ucnonb3zyemble Tabauupbi: rlipAddressEntry — 1.3.6.1.4.1.89.26.36.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.26.36.1.5.{xonmuecTBO DOauT B anpece}.{kaxIOel OaWT B OEeCATUUHOM
BuUme uepes paspenuresb}.2.0 1 {ifindex} \
1.3.6.1.4.1.89.26.36.1.13.{kxommuecTBO OanT B ampece}.{kaxney OaVT B OECATUYHOM
BuUIe uepes pasgenmuTesib}.2.0 u {Macka B mecaTMuHOM Buae}\
1.3.6.1.4.1.89.26.36.1.11. {xonnuecTBO OauT B anpece}.{xaxniel OauT B OEeCATUUHOM
BUme uepes paszmenurenb}.2.0 i1 {createAndGo (4), destroy(6)}

Mpumep pobasneHns agpeca 2001::1/64 Ha vlan 2

KomaHpa CLI:
interface vlan 2
ipv6e address 2001::1/64

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.36.1.5.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 1 100001 \
1.4.1.89.26.36.1.13.2.16.32. u 64 \

i

1.3.6. 1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0
1.3.6.1.4.1.89.26.36.1.11.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 4
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9 HACTPOMKA GREEN ETHERNET

[nobanbHOEe omKar4YeHue green-ethernet short-reach

MIB: rigreeneth.mib

Ucnonbayemble Tabanupi: riGreenEthShortReachEnable — 1.3.6.1.4.1.89.134.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.2.0 i {true (1), false (2)}

Mpumep oTkNtoueHun green-ethernet short-reach

KomaHpa CLI:
no green-ethernet short-reach

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.2.0 1 2

[nobanbHOe omKar4YeHue green-ethernet energy-detect

MIB: rigreeneth.mib

Ucnonbayemble Tabauupl: riGreenEthEnergyDetectEnable — 1.3.6.1.4.1.89.134.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.1.0 i {true (1), false (2)}

Mpumep oTKAloUueHUn green-ethernet energy-detect

KomaHpga CLI:
no green-ethernet energy-detect

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.1.0 1 2

[pocmomp napamempos green-ethernet

MIB: rIGreenEth.mib

Ucnonbayemble Tabauupi: riGreenEthCumulativePowerSaveMeter — 1.3.6.1.4.1.89.134.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.5

Mpumep npocmoTpa napameTpos green-ethernet

KomaHpga CLI:
show green-ethernet

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.134.5
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10 HACTPOWMKA KONbLEBbIX MPOTOKO/1I0B

10.1 fMlpomokon ERPS

OnpedeneHue Homepa west-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayemble Tabnunupl: eltexErpsMgmtRAPSWestPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

Mpumep

KomaHpa CLI:

show erps

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

[Ipocmomp cocmoaHuAa west-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayembie Tabnunupi: eltexErpsMgmtRAPSWestPortState —1.3.6.1.4.1.35265.35.1.1.3.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

Mpumep

KomaHpaa CLI:
show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

/ Bo3moxKHble cocToaHUA nopTa:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

OnpedeneHue Homepa east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayembie Tabnunupl: eltexErpsMgmtRAPSEastPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4
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Mpumep

KomaHpga CLI:
show erps

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4

[Ipocmomp cocmoAHuUA east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabnuupi: eltexErpsMgmtRAPSEastPortState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

Mpumep

KomaHpa CLI:
show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

)| Bo3moxcHble cocmoaHua nopma:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

[Ipocmomp cocmoAaHUA KOAbya

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabnuupi: eltexErpsMgmtRAPSRingState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.12

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12

Mpumep

KomaHpga CLI:
show erps vlan 10

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12

/ Bo3moicHble cocmoaHUA Konbya erps:

1. Init (1)

2. 1dle(2)

3. Protection (3)

4. Manual-switch (4)
5. Forced-switch (5)
6. Pending (6)
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10.2 Hacmpoiika npomoKona Spanning Tree

BkrntoyeHue/omkKnao4yeHue npomokKona spanning-tree

MIB: radlan-brgmacswitch.mib

Ucnonbsyembie Tabnunupl: rldotldStp — 1.3.6.1.4.1.89.57.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.3.0 1 {enabled(l), disabled(2)}

Mpumep oTKNKOUYEHUA spanning-tree

KomaHpa CLI:
no spanning-tree

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.3.0 1 2

BkntoyeHue/omkKaodeHue npomokosaa spanning-tree Ha KOHguU2ypupyemom uHmepgelice

MiIB: BRIDGE-MIB

Ucnonb3syembie Tabnuupl: dotldStpPortTable — 1.3.6.1.2.1.17.2.15.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.15.1.4.{ifIndex} 1 {enabled(l), disabled(2)}

Mpumep oTKoueHMA paboTbl spanning-tree Ha uHTepdeiice TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
spanning-tree disable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.4.23 1 2

BkntoyeHue/8biKA4YeHUe pexcuma obpabomkyu rnakemos BPDU uHmepgelicom, Ha Komopom
8bIK/0YeH nNpomoKosa STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3syembie Tabnuupl: rldot1dStpPortTable — 1.3.6.1.4.1.89.57.2.13.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.4.{ifIndex} 1 {filtering(l), flooding(2)}

Mpumep BKAoYeHUA punbTpaymm BPDU Ha uHtepdeiice TenGigabitethernet 1/0/23

Komanpga CLI:
interface tengigabitethernet 1/0/23
spanning-tree bpdu filterin

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.4.23 1 1
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Hacmpolika pexcuma pabomesl npomokoaa spanning-tree

MIB: draft-ietf-bridge-rstpmib.mib
Ucnonbayemble Tabamupi: dot1dStpVersion — 1.3.6.1.2.1.17.2.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.16.0 1 {stp(0), rstp(2), mstp(3)}

Mpumep ycTaHOBKM pekMma paboTbl NpoToKoNa Spanning-tree

KomaHpa CLI:
spanning-tree mode rstp

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.16.0 1 2

[1lpocmomp posau nopma 8 STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonbayemble Tabamupi: ridotldStpPortRole — 1.3.6.1.4.1.89.57.2.13.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.7.{ifindex}

Mpumep npocmotpa poau TenGigabitethernet 1/0/23 8 STP

KomaHpga CLI:
show spanning-tree TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.7.23

/ Bo3moicHble cocmoAaHUA nopma:

1. Disabled (1)
2. Alternate (2)
3. Backup(3)

4. Root(4)

5. Designated(5)

[lpocmomp cocmosaHusa nopma 8 MSTP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonbayemble Tabanupi: ridotlsMstplnstancePortState — 1.3.6.1.4.1.89.57.6.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.6.2.1.4.1.{ifindex}
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Mpumep npocmoTtpa coctoaHua TenGigabitethernet 1/0/23 8 mstp

KomaHaa CLI:
show spanning-tree TenGigabitethernet0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.6.2.1.4.1.23

/ Bo3MoyctHble cocmoAaHUA nopma:

1. Disabled (1)
2. Blocking (2)
3. Listening (3)
4. Forwarding(5)

Konuyecmeo nepecmpoeHuli (topology change)

MIB: BRIDGE-MIB

Ucnonb3zyemble Tabanupbi: dot1dStpTopChanges — 1.3.6.1.2.1.17.2.4.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.4.0

Mpumep NnpocmoTpa KoAnuyecTea NepecTPoeHuin

Komanpa CLI:

show spanning-tree

Komanga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.2.4.0

[Mpocmomp epemeHu ¢ nocaedHe20 nepecmpoeHus (topology change)

MIB: MIB: BRIDGE-MIB

Ucnonb3syemble Tabnunupl: dot1dStpTimeSinceTopologyChange — 1.3.6.1.2.1.17.2.3.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.3.0

Mpumep npocmoTpa ¢ NocneaHero nepecTpoeHms

KomaHpa CLI:

show spanning-tree

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.2.3.0
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lpocmomp uHmepgbelica, c Komopo2o NpuUHAM rnocaedHul topology change

MIB: eltBridgeExtMIB.mib

Ucnonb3yemble Tabaunupi: eltdot1ldStplastTopologyChangePort — 1.3.6.1.4.1.35265.1.23.1.401.0.5.2

snmpwalk -v2c -c <community> <IP address> \1.3.6.1.4.1.35265.1.23.1.401.0.5.2

Mpumep npocmoTtpa MHTepdeinca, C KOTOPOro NPUHAT nocneaHuit topology change

KomaHpa CLI:
show spanning-tree

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.401.0.5.2
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11 rerynnoBsAAd AAPECALMUA

11.1 lMpasuna epynnoeoii adpecayuu (multicast addressing)

3anpeuwjeHue QUHaMuUYyecKo2o 0obasaeHuUs nopma K MHo2oa0pecHol 2pynne

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnunupl: rIBrgStaticlnetMulticastEntry — 1.3.6.1.4.1.89.116.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.116.5.1.6.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
0000000000000000 \

1.3.6.1.4.1.89.116.5.1.7.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
{BuToBasa macka uHTepbdercal \

1.3.6.1.4.1.89.116.5.1.8.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 1
{createAndGo (4), destroy (6)}

Mpumep 3anpeta nsyyeHua rpynnbi 239.200.200.17 Ha nopty TenGigabitEthernet 1/0/23 B vlan 622

KomaHpa CLI:

interface vlan 622

bridge multicast forbidden ip-address 239.200.200.17 add TenGigabitEthernet
1/0/23

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.116.5.1.6.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000000000000000

\
1.3.6.1.4.1.89.116.5.1.7.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000020000 \
1.3.6.1.4.1.89.116.5.1.8.622.1.4.239.200.200.17.1.4.0.0.0.0 1 4
1) CymmapHoe Konuuectso uuodp B OID 1.3.6.1.4.1.89.116.5.1.6 1 OID
V 1.3.6.1.4.1.89.116.5.1.7 ponKHO 6bITb OAUHAKOBbLIM M YETHBIM.

2) MeToauKy pacyeta 6UTOBOI MaCKU MOXKHO NOCMOTpeTb B pasaene «MpunoxeHue
A. MeTtoguka pacyeta 6UTOBOIA MacKu».

3anpeuweHue npoxoxoeHus HesapeaucmpuposaHHoz20 Multicast-mpaguka

MIB: rlbrgmulticast.mib

Ucnonb3syembie Tabnnupl: riMacMulticastUnregFilterEnable — 1.3.6.1.4.1.89.55.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.4.1.0 x "{BuroBasa Macka mnjsa uHTepdelicor}"

Mpumep 3anpelileHUs nNPOXOXKAEHUA He3aperncTpuposaHHoro Multicast-tpaduka pna nopros
TenGigabitEthernet 1/0/20-21

KomaHpa CLI:
interface range TenGigabitEthernet 1/0/20-21
bridge multicast unregistered filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.4.1.0 x "0000180000000000"
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/ 1) Ona yaaneHua HaACTPOMKU HAAO 3aMeHUTb COOTBETCTBYIOLLME MopTam nons B
6uTtoBsoii macke Ha 0.

2) MeToguKy pacueta 6UTOBOI MacKM MOXKHO NOCMOTpeTb B pa3gene «MpunoxkeHue
A. MeToguMKa pacueta 6UTOBOA MACKU».

Puabmpayua MHO20a0pPeCHO20 MPAadUKa

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabamupi: riMacMulticastEnable — 1.3.6.1.4.1.89.55.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.1.0 i {true(l), false(2)}

Mpumep BKAOYEHUA GUNLTPALMM MHOTOa4PECHOro TpaduKa

KomaHpa CLI:
bridge multicast filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.1.0 1 1

[nobanbHOe 8KAOYEeHUe igmp shooping

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabanupi: rligmpSnoopEnable — 1.3.6.1.4.1.89.55.2.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.55.2.2.0 1 {true(l), false(2)}

Mpumep

KomaHga CLI:

ip igmp snooping

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.2.2.0 1 1

BkntoyeHue igmp snooping 8 vlan

MIB: rlbrgmulticast.mib

Ucnonbsyemble Tabauuypi: rligmpMIdSnoopVlanEnable — 1.3.6.1.4.1.89.55.5.5.1.3

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.89.55.5.5.1.3.1.{vlan id} i {true(l), false(2)}

Mpumep BKAOUYEHUA igmp snooping B vian 30

KomaHpa CLI:
ip igmp snooping vlan 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.5.5.1.3.1.30 i 1
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[Mpocmomp mabauysl igmp snooping

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnunupi: rligmpMIdSnoopMembershipTable — 1.3.6.1.4.1.89.55.5.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.4

Mpumep

KomaHpa CLI:
show ip igmp snooping groups

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.55.5.4

Hacmpolika multicast-tv vian (MVR)

MIB: rlvlan.mib

Ucnonb3syemblie Tabnunupl: vianMulticastTvEntry — 1.3.6.1.4.1.89.48.44.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.44.1.1.{ifIndex} u {vlan-id} \
1.3.6.1.4.1.89.48.44.1.2.50 1 {createAndGo (4), destroy (6)}

Mpumep HacTpoiikn multicast-tv vian 622 Ha uHTepdeiice TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface tengigabitethernet 1/0/23
switchport access multicast-tv vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.44.1.1.23 u 622 \
1.3.6.1.4.1.89.48.44.1.2.23 1 4

Hacrpoiika pexuma pabotbl multicast-tv vlan <customer/access/trunk/general>
V 3aBMCUT OT peXuMma HacTPOMKM nopTa, T.e. OT KOMaHAgbl switchport mode
customer/access/trunk/general.

11.2 ®yHKyuu oepaHuveHus multicast-mpadguka

Co30aHue multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonb3ayembie Tabnunupli: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.46.1.1.2.{Index of profile} s {profile name} \
1.3.6.1.4.1.35265. 1.23.46.1.1.3.{Index of profile} i {deny(l), permit(2)} \
1.3.6.1.4.1.35265. 1.23.46.1.1.4.{Index of profile} i {createAndGo(4),
destroy (6) }
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Mpumep co3gaHua npoduna c umeHem IPTV (npegnonoxkum, uto npodpunb byaer umeTb NOPAAKOBbLIN
Homep 3)

KomaHpga CLI:
multicast snooping profile IPTV

KomaHga SNMP:

snmpset -v2c -c private 192.168.
1.3.6.1.4.1.35265.1.23.46.1.1.2.
1.3.6.1.4.1.35265.1.23.46.1.1.3.
1.3.6.1.4.1.35265.1.23.46.1.1.4.

w w w

YKkasaHue duana3oHos Multicast-adpecos 8 multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonbayemble Tabanupbi: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.3

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.3.1.3.{index of rule}.{Index of profile} i
{ip(1),ipv6(2)} \

1.3.6.1.4.1.35265. 1.23.46.3.1.4.{index of rule}.{Index of profile} x {ip-azmpec
HauaJjia IOMarnas3oHa B MEeCTHAOUaTEePUUYHOM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.5.{index of rule}.{Index of profile} x {ip-ampec
KOHIIA IMarnas3oHa B MEeCTHAOUATEePUUYHOM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.6.{index of rule}.{Index of profile} i
{createAndGo (4), destroy(6)}

MNpumep orpaHudeHua Multicast-rpynn 233.7.70.1-233.7.70.10 gna npoduna c umeHem IPTV
(npeanonoxum, uto npodunb UMeeT NOPAZKOBbLI Homep 3. B nepsom npodune 2 npasuna, BO BTOPOM
— 04HO)

KomaHpga CLI:
multicast snooping profile IPTV
match ip 233.7.70.1 233.7.70.10

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.3.1.3.4.3 1 1 \
1.3.6.1.4.1.35265.1.23.46.3.1.4.4.3 x E9074601 \
1.3.6.1.4.1.35265.1.23.46.3.1.5.4.3 x E907460A \
1.3.6.1.4.1.35265.1.23.46.3.1.6.4.3 1 4

V index of rule — cuntaerca no cymme Bcex NpaBua BO Bcex Npodpunax.

HasHayeHue multicast snooping profile Ha nopm

MIB: eltlpMulticast.mib

Ucnonbayemble Tabanupi: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.7.1

snmpset -v2c —-c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.7.1.1.{ifIndex}.{Index of profile} i {ifIndex} \
1.3.6.1.4.1.35265. 1.23.46.7.1.2.{ifIndex}.{Index of profile} i {Index of
profile} \

1.3.6.1.4.1.35265. 1.23.46.7.1.3.{ifIndex}.{Index of profile} 1i
{createAndGo (4), destroy(6)}
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Mpumep gobasnenunsa npodpuna test (c nHgekcom npodpuna 3) Ha untepodeiic TenGigabitethernet 1/0/23

KomaHaa CLI:
interface TenGigabitethernet 1/0/23
multicast snooping add test

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.7.1.1.23.3 1 23 \
1.3.6.1.4.1.35265.1.23.46.7.1.2.23.3 1 3 \
1.3.6.1.4.1.35265.1.23.46.7.1.3.23.3 1 4

Hacmpolika oepaHu4eHua Koau4ecmea Multicast-epynn Ha nopmy

MIB: eltlpMulticast.mib

Ucnonb3syemble Tabaunupbi: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.6.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.46.6.1.2.{ifIndex} 1 {MAX number}

Mpumep HacTPoiiKn orpaHuyeHua B Tpu Multicast-rpynnbl Ha nHtepdelice TenGigabitethernet 1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
multicast snooping max-groups 3

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.6.1.2.23 1 3
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12 oYHKUUU YMNPABJIEHUA

12.1 MexaHusm AAA

LobasneHue HO8020 r10s16308aMenA

MIB: rlaaa.mib

Ucnonbayemble Tabauupi: rIAAALocalUserTable — 1.3.6.1.4.1.89.79.17

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.79.17.1.1.{number of letters}.{Login in DEC, kaxzmas OykBa JIOT'MHAa
oTmesiseTcsa OT cienyomer Toukor} s {login} \

1.3.6.1.4.1.89.79.17.1.2.{number of letters}.{Login in DEC, xaxnas OykBa JIOIMHa
oTmesiseTca OT cienynmelrt Toukor} s "#{encoding password}" \
1.3.6.1.4.1.89.79.17.1.3.{number of letters}.{Login in DEC, kaxzmas OykBa JIOT'MHA
oTmeyiseTca OT clenybmelr Toukor} 1 {privelege level (1-15)} \
1.3.6.1.4.1.89.79.17.1.4.{number of letters}.{Login in DEC, xaxnas OykBa JIOTMHa
oTmeJyiseTcs OT cjemybmey Toukoi} i {create and go(4)}

Mpumep pob6aBneHua nonb3osartena techsup c naponem password U yposHem npusuneruii 15

KomaHpa CLI:
username techsup password password privilege 15

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.17.1.1.7.116.101.99.104.115.117.112 s techsup \
1.3.6.1.4.1.89.79.17.1.2.7.116.101.99.104.115.117.112 s
"#5baa6ledc9b93f3f0682250b6cf8331b7ee68£d8" \
1.3.6.1.4.1.89.79.17.1.3.7.116.101.99.104.115.117.112 i 15
\1.3.6.1.4.1.89.79.17.1.4.7.116.101.99.104.115.117.112 i 4

/ 1. NloruH nepesogutca us ASCIl 8 HEX ¢ nomoubto Tabauubi, KOTOPYIO MOXHO HalATU
V no ccbinke https://ru.wikipedia.org/wiki/ASCII.

2. Naponb 3afaeTca UCKAIOUMTENbHO B WMdPOBaHHOM Buae, nuwerca obasatenbHo
B KaBbluKax, nepeg, naponem gobasnaerca #.

Hacmpolika memodos asmopu3ayuu 0114 login-nonb3osamens

MIB: rlaaa.mib

Ucnonbayemble Tabamupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login c default” in DEC, kaxnas OykBa
JIOTMHAa OoTIejideTcs oT cJjenyiumey Toukom} i {deny (0),

line (1), enable(2),local (3)radius (4), tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login n default” in DEC, xaxnmas OykBa
JIOTMHa OoTIejigdeTcs oT cJjenyioumey Toukou} i {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login c default” in DEC, kaxmnas OykBa
JIOTMHa OTIEJIIeTCs OT cJjenyomer Toukor} i {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs(5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login n default” in DEC, kaxmnas Oykea
JIOTMHAa OTIejigdeTcs OoT cJjenyiumey Toukom} i {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
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1.3.6.1.4.1.89.79.15.1.10.15.{"1login _c default” in DEC, kaxpasa OyKBa JOTMHA
oTmesyiaeTcda oT cienywomer Touxkon} 1 {disable (0), enable(l)} \
1.3.6.1.4.1.89.79.15.1.10.15.{"1login n default” in DEC, kaxnasa OyKBa JIOI'MHA
oTmeyigeTcsa OT cijenyiomer Toukoir} i {disable (0), enable(l)}

Mpumep

KomaHaa CLI:

aaa authentication login authorization default radius local

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108

116 14 4\
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 4 \
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
116 i 3 \
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 3 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 i 1 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 i 1
/ authindex — nHpgekc metoga asropusauunun. loctynHole 3HauyeHUsa ot 2 ao 7. NepBbim
V MCNONb3yeTcA MeToA C HAMMEHbLUMM HOMEPOM.

None 1.3.6.1.4.1.89.79.15.1.10.15 pa3peluaer npoxoxaeHue aBTopusauum ana login-

no/sib3oBaTensa.

Tabauupbl (pacwudposbiBaetca login_c_default).

108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepesoautca u3 ASCII-

108.111.103.105.110.95.110.95.100.101.102.97.117.108.116 nepesoautca u3 ASCII-

Tabauupbl (pacwudposbiBaetca login_n_default).

YoaneHue Hacmpoliku memodos aemopu3ayuu 014 login-nonv3zosamens

MIB: rlaaa.mib

Ucnonb3ayembie Tabnuupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login_c default”
JIOTMHAa OoTneJyideTcsa OT cJjenywoumey Toukowm} 1 {deny(0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{“1login n default”
JIOTMHa OoTIeJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),
line(l),enable(2),local (3)radius(4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login_c default”
JIOTMHAa OTIEeJIIeTCsa OT cJjenynmer Toukow} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.15.{"1login n default”
JIOTMHa OoTIeJideTcsa OT cJienykumeyn Toukou} 1 {deny (0),
line(1l),enable(2),local (3)radius(4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.10.15.{"1login _c default” in DEC,

1.3.6.1.4.1.89.79.15.1.10.15.{"1login_n default” in DEC,

in

in

in

in

oTmejsigeTcsa oOT cienyimel Toukor} i {disable (0), enable(l)}

DEC,

DEC,

DEC,

DEC,

Kaxngad

Kaxmnoas

Kaxnad

Kaxnad

OyKBa

OykBa

OykBa

OykBa

kKaxias OykKBa JIOTMHA
oTmesigeTcsa oOT ciyenypomen Toukoin} i {disable (0), enable(l)} \
kKaxnas OykKBa JIOTMHA
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Mpumep ypaneHuna meroaos asropusauyum ana login-nonb3osartens

KomaHpga CLI:

no aaa authentication login default

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108

1.3.6.1.4.1.89.79.

116 1 3\
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 3 \
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 1 0\
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 1 0 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 i 0 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 1
7 authindex — nHaekc metoga aBTopusaumnu. loctynHble 3HauyeHus ot 2 go 7. MNepsbim
V MUCNoNb3yeTcs MeToA, C HAMMEHbLUMM HOMEPOM.
MNone 1.3.6.1.4.1.89.79.15.1.10.15 paspeluaeTt npoxoxxaeHue asropusauum ans login-
nosb3oBaTens.
/7 108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepeBogutca u3s ASCII-
V Tabaunubl (pacwudposbisaeTca login_c_default).

108.111.103.105.110.95.110.95.100.101.102.97.117.108.116 nepesogurca us ASCII-
Tabnnupl (pacwmndposbisaerca login_n_default).

Hacmpolika memodos asmopu3ayuu 014 enable-nosb3osamensa

MIB: rlaaa.mib

Ucnonbayemble Tabamupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{“login c default” in
JIOTMHa OTIEeJIIeTCsa OT cJjenyomer Toukor} i {deny (0),

line (1) ,enable(2),local (3)radius (4), tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{“login n default” in
JIOTMHAa oTIejideTcs oT cJjenyiumey Toukom} i {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{"login c default” in
JIOTMHa OTIEJIIeTCsa OT cJjenyomer Toukor} i {deny (0),

line (1), enable(2),local (3)radius (4), tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{“login n default” in
JIOTMHAa oTIejideTcs oT cJjenyiumey Toukom} i {deny (0),

line (1), enable(2),local (3)radius (4), tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.10.16.{"1ogin _c default” in DEC, kaxnasa OyKBa JIOTMHa

oTmesigeTcda OT ciemybumel Ttoukoi} 1 {disable (0), enable(l)} \

DEC,

DEC,

DEC,

DEC,

Kaxnad

Kaxmnoas

Kaxmnoas

Kaxnad

OykBa

OykBa

OykBa

OykBa

1.3.6.1.4.1.89.79.15.1.10.16.{"1login n default” in DEC, kaxnmaa Oykea JIOTMHa
oTmeyigeTcsa oT cjenyomer Toukon} i {disable (0), enable(l)}

Mpumep

KomaHpga CLI:

aaa authentication enable authorization default

radius enable
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KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 i 4 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117.
108.116 1 4 \
1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 i 2 \

1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117.
108.116 i 2 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.
108.116 1 1 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117
.108.116 1 1
/ authindex — nHgekc metoga asTopusauuun. loctynHble 3Ha4YeHUa ot 2 go 7. Nepsbim
V MUCNO/Ib3yeTCA METOA C HAMMEHbLUMM HOMEPOM.
Mone 1.3.6.1.4.1.89.79.15.1.10.16 paspelwaetT nNpoxoxaeHue asBTOpU3aLUM ANA
enable-nonb3oBatens.
/ 101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepeBogutca u3s ASCII-
V Tabaunubl (pacwmndposbiBaetca enable_c_default).

101.110.97.98.108.101.95.110.95.100.101.102.97.117.108.116 nepeBogUTCA U3
ASCll-tabauubi (pacwudposbiBaetca enable_n_default).

YoaneHue Hacmpoliku memodos aemopu3ayuu 0718 enable-nosnv3osamens

MIB: rlaaa.mib

Ucnonb3ayembie Tabnuupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{“login c default” in DEC, xaxnmas OykBa
JIOTMHa OTIEeJIIeTCsa OT cJienyimer Toukowm} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{“1login n default” in DEC, xaxnmas OykBa
JIOTMHAa OTHEeJIfeTCs OT cJjenywomey tTouxon} i {deny (0),

line(1l),enable(2),local (3)radius(4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{"1login c default” in DEC, xaxnmasa OyKea
JIOTMHAa OTIEeJIIeTCsa OT cJienyomer Toukow} 1 {deny (0),

line(l),enable(2),local (3)radius(4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.{authindex}.16.{"1login n default” in DEC, kaxnasa Oykea
JIOTMHa OoTIeJideTcsa OT cJienykumen Toukou} 1 {deny (0),

line (1) ,enable(2),local (3)radius (4),tacacs (5),none(6)} \
1.3.6.1.4.1.89.79.15.1.10.16.{"1login _c default” in DEC, kaxnasa OyKBa JOIMHA
oTmesiaeTca oT cienywomer Touxkon} 1 {disable (0), enable(l)} \

Mpumep yaaneHnsa metroaos asTopusaumnm ana enable nonbsosarens

KomaHpa CLI:
no aaa authentication enable default

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
>1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.
108.116 1 2 \
>1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117
.108.116 1 2 \
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>1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.

108.116 i 0 \

>1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117

.108.116 i 0 \

>1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117

.108.116 1 0 \

>1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.11

7.108.116 1 O

authindex — nHgekc metoga aBropusaumnun. LoctynHble 3HaYeHua ot 2 go 7. NMepBbim
V MUCNONIb3yeTCA MeTOoA C HAMMEHbLUUM HOMEPOM.

None 1.3.6.1.4.1.89.79.15.1.10.16 paspewaeT nNpoxoxaeHue aBToOpuU3aLMU ANA
enable-nonb3oBarens.

101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepesogutca us ASCII-
V Tabaunubl (pacwudposbiBaetca enable_c_default).

101.110.97.98.108.101.95.110.95.100.101.102.97.117.108.116 nepeBoguTcAa U3
ASCll-Tabnunubl (pacwudposbiBaetca enable_n_default).
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12.2 Hacmpoiika docmyna

BrnaroyeHue TELNET-cepsepa

MIB: radlan-telnet-mib.mib

Ucnonb3ayemble Tabnuupl: riTelnetEnable — 1.3.6.1.4.1.89.58.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.58.7.0 1 {on(l), off(2)}

Mpumep srkntoyeHna TELNET-cepsepa

KomaHpa CLI:
ip telnet server

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.58.7.0 1 1

BrnroueHue SSH-cepsepa

MIB: rlssh.mib
Ucnonb3ayembie Tabnunupl: riISshServerEnable — 1.3.6.1.4.1.89.78.2.102

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.78.2.102.0 1 {on(l), off(2)}

Mpumep BrkaoueHua SSH-cepsepa

KomaHpa CLI:

ip ssh server

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.78.2.102.0 1 1

[Mpocmomp akmugHbix ceccull

MIB: rIAAA.mib

Ucnonbsyemble Tabnuubi: rIAAAUserlnetName — 1.3.6.1.4.1.89.79.57.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.57.1.5

Mpumep NPOCMOTPa aKTUBHbBIX CECCUN

KomaHpa CLI:

show users

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.79.57.1.5
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13 3EPKAIMPOBAHUE NOPTOB

HacmpolKa 3epKanupo8aHusa nopmos

MIB: rIspan.mib

Ucnonb3yemble Tabauubl:
rISpanDestinationTable — 1.3.6.1.4.1.89.219.2
rISpanSourceTable — 1.3.6.1.4.1.89.219.3

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.219.2.1.2.{session id}

-

{ifindex dst port} \

1.3.6.1.4.1.89.219.2.1.3.{session id} i {span(l), rspan-start(2), rspan-
final(3)} \

1.3.6.1.4.1.89.219.2.1.4.{session id} i {monitor-only(l), network(2)} \
1.3.6.1.4.1.89.219.2.1.5.{session id} i {vlan id} \
1.3.6.1.4.1.89.219.2.1.6.{session id} 1 {createAndGo(4), destroy(6)}

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.219.3.1.4.{session id}.l.{ifindex src port} i {rx(l), tx(2),
both (3)} \

1.3.6.1.4.1.89.219.3.1.5.{session id}.1l.{ifindex src port} 1 {createAndGo(4),
destroy (6) }

Mpumep 3epkanuposaHua Tpaduka ¢ uHtepdelica TenGigabitEthernet 1/0/16 Ha wuHTepdeiic
TenGigabitEthernet 1/0/17

KomaHpga CLI:
monitor session 7 destination interface TenGigabitEthernet 1/0/17
monitor session 7 source interface TenGigabitEthernet 1/0/16

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.219.2.1.2.7 i 17 \
1.3.6.1.4.1.89.219.2.1.3.7 1 1 \
1.3.6.1.4.1.89.219.2.1.4.7 i 1 \
1.3.6.1.4.1.89.219.2.1.5.7 i 1 \
1.3.6.1.4.1.89.219.2.1.6.7 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.219.3.1.4.7.1.16 1 3 \
1.3.6.1.4.1.89.219.3.1.5.7.1.16 1 4

Hacmpolika 3epkanupogaHua vian

MIB: rlspan.mib

Ucnonb3yemble Tabauupbi:
rISpanDestinationTable — 1.3.6.1.4.1.89.219.2
rISpanSourceTable — 1.3.6.1.4.1.89.219.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex vlan}.{ifindex dst port} i
{copyRxOnly (1)} \
1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex vlan}.{ifindex dst port} i
{createAndGo (4), destroy(6)}
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Mpumep HacTpoliku 3epKanuposaHua vlian 622 Ha uHtepdeiic TenGigabitEthernet 1/0/17

KomaHaa CLI:

monitor session 7 destination interface TenGigabitEthernet 1/0/17
monitor session 7 source interface vlan 622

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
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-v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.219.3.1.4.1.2.100621 1 1 \
1.3.6.1.4.1.89.219.3.1.5.1.2.100021 1 4
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14 oYHKUMUU OANATHOCTUKN ®PUSUYECKOIO YPOBHA

14.1 JluazHocmuKa onmu4YecKo20 mpaHcusepa

CHamue noka3saHuti DDM

MIB: rlphy.mib
Ucnonbayemble Tabauupi: riPhyTestGetResult — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{mHmexc nopral.{run napamerpa}

Mpumep 3anpoca nokasaHuit DDM c uHtepdeiica TenGigabitethernet 1/0/23 (ana scex napameTpos)

KomaHpga CLI:

show fiber-ports optical-transceiver interface TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3.23

/ Tun napamempa moxcem NpUHUMame caedyrouiue 3Ha4eHus:

rIPhyTestTableTransceiverTemp (5) — Temnepartypa SFP-TpaHcuBepa;
rIPhyTestTableTransceiverSupply (6) — HanpsaxeHMe NUTaHUA B MKB;
rIPhyTestTableTxBias (7) — TOK cmelleHuUsa B MKA;

rIPhyTestTableTxOutput (8) — ypoBeHb MOLLHOCTU Ha Nepegaye B mDbm;
rIPhyTestTableRxOpticalPower (9) — ypoBeHb mowHOCTM Ha Npueme B mDbm.

lpocmomp cepuliHo2o Homepa SFP-mpaHcusepa

MIB: eltMes.mib

Ucnonbayemble Tabanupl: eltMesPhdTransceiver — 1.3.6.1.4.1.35265.1.23.53

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.{mHmexc nopTa}

Mpumep npocmoTpa cepmitHoro Homepa SFP ¢ uHTepdelica TenGigabitEthernet 1/0/23 (ana Bcex
napameTtpos)

KomaHpa CLI:
show fiber-ports optical-transceiver interface TenGigabitEthernet 1/0/23

KomaHpaa SNMP:
snmpwalk -v2c -c  public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.23
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15 ®YHKLUWNU OBECNEYEHUA BE3SONACTHOCTU

15.1 ®yHkyuu obecnevyeHus 3auumsi NOPMoO8

O2paHuyeHue Konudecmaa MAC-adpecos, usyyaemoix Ha Ethernet-nopmax

MIB: rlinterfaces.mib

Ucnonb3syembie Tabnuupl: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38.{ifIndex} i1 {max mac addresses}

Mpumep orpaHnyenns 8 20 MAC-agpecos Ha nopt TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
port security max 20

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38.23 1 20

BkaroyeHue port security

MIB: rlinterfaces.mib

Mcnonb3ayembie Tabnunupl: swifPortLocklfRangeTable — 1.3.6.1.4.1.89.43.6

v2c -c <community> <IP address> \

4.1.89.43.6.1.3.1 i {locked(l), unlocked(2)} \

4.1.89.43.6.1.4.1 1 {discard(l), forwardNormal (2), discardDisable(3),
HaI MakeToM, He MOoMaBUMM [OI MNpaBuiia port security} \
4.1.89.43.6.1.5.1 i {true(l), false(2). Insa oTnpaBku TpamnoB} \
4.1.89.43.6.1.6.1 i {uacToTa oTmpaBKM Tpamnos (cek)} \
4.1.89.43.6.1.2.1 x {ifindex B BuIe OMUTOBOM MACKM}

Mpumep HacTpoiiku port security ana untepdeiicos TenGigabitEthernet 1/0/21-23

Komanpga CLI:
interface range TenGigabitEthernet 1/0/21-23
port security discard trap 30

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.6.1.3.1 1 1 \
1.3.6.1.4.1.89.43.6.1.4.1 1 1 \
1.3.6.1.4.1.89.43.6.1.5.1 i 1 \
1.3.6.1.4.1.89.43.6.1.6.1 1 30 \
1.3.6.1.4.1.89.43.6.1.2.1 x "0O0OOOOEOOOOQ™"
MeToauka pacyeta 6uTOBOM MacKu npusepeHa B paspgene «MpunoxeHue A.
V MeToauka pacyeta 6UTOBOIA MacKn».

74 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

YcmaHoska pexcuma pabomel port security

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupi: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.37.{ifIndex} 1 {disabled(l), dynamic(2), secure-
permanent (3), secure-delete-on-reset(4)}

Mpumep HaACTPOMKM peXMma OrpaHuMYeHUs MO KoauyecTBy u3aydyeHHbIX MAC-agpecoB Ha nopty
TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
port security mode max-addresses

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.37.23 1 2

lpocmomp cmamyca port security

MIB: rlinterfaces.mib

Ucnonbayemble Tabanybl: swifLockAdminStatus — 1.3.6.1.4.1.89.43.1.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.8

Mpumep npocmoTpa cratyca port security

KomaHpga CLI:
show ports security

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.8

lpocmomp muna port security

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupi: swifAdminLockAction — 1.3.6.1.4.1.89.43.1.1.20

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.20

Mpumep npocmoTpa TMNa port security

KomaHpga CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.20
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[Mpocmomp MakcumasnbHO 3a0aHHO20 Koauvecmea MAC-adpecos, u3y4aemsix Ha Ethernet
nopmax

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnnupl: swifLockMaxMacAddresses — 1.3.6.1.4.1.89.43.1.1.38

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38

Mpumep npocmoTpa MaKcMmanbHO 3agaHHOro Konunudecrsa MAC-agpecoB, usydyaembix Ha Ethernet-
noprax

KomaHpa CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38

[lepesod nopma 8 pexcum U3oaAAyUU U 8HymMpu 2pynibl 1opmos

MIB: rlprotectedport.mib

Ucnonb3syembie Tabnuupl: riProtectedPortsTable — 1.3.6.1.4.1.89.132.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.132.1.1.1.{Ifindex} i {not-protected(l), protected(2)}

Mpumep HacTpoiikn nsonaumm Ha noptax TenGigabitEthernet 1/0/21 n TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface range TenGigabitEthernet 1/0/23
switchport protected-port

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.132.1.1.1.21 i 2 \
1.3.6.1.4.1.89.132.1.1.1.23 1 2

Co30aHue cmamu4ecKkol npusasku 8 MAC-mabauue

MIB: Q-BRIDGE-MIB

Mcnonb3syemble Tabnnupl: dotlqgStaticUnicastTable — 1.3.6.1.2.1.17.7.1.3.1

snmpset -v2c -c <community> -t 20 -r 0 <IP address> \

1.3.6.1.2.1.17.7.1.3.1.1.4.{vlan id}.{mac address (DEC). BauTer MAC-azmpeca
pasnensaworcsa Toukamu}.{ifIndex} 1 {other(l), invalid(2), permanent (3),
deleteOnReset (4), deleteOnTimeout (5) }

Mpumep npusaskn MAC-agpeca 00:22:68:7d:0f:3f 8 vlan 622 k unrepdeliicy TenGigabitethernet 1/0/23
pexkume secure (Mo yMmo4aHMIO UCNOJIb3YETCA PEXXUM permanent)

KomaHpa CLI:
mac address-table static 00:22:68:7d:0f:3f vlan 622 interface tenGigabitethernet
1/0/23 secure

KomaHaa SNMP:
snmpset -v2c -c private -t 20 -r 0 192.168.1.30 \
1.3.6.1.2.1.17.7.1.3.1.1.4.622.0.34.104.125.15.63.23 1 1
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lpocmomp MAC-mabauuysbl

MIB: Q-BRIDGE-MIB

Ucnonb3yemble Tabauupl: dotlqTpFdbTable — 1.3.6.1.2.1.17.7.1.2.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2

Npumep npocmotpa MAC-Tabauubl

KomaHpa CLI:
show mac address-table

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2

Co30aHue cmamuyeckol npusda3ku 8 ARP-mabauue

MIB: RFC1213-MIB

Ucnonbayemble Tabamupi: ipNetToMediaTable — 1.3.6.1.2.1.4.22

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{vlan id}.{IP address} x {,MAC address“} \
1.3.6.1.2.1.4.22.1.3.{vlan 1d}.{IP address} a {IP address} \
1.3.6.1.2.1.4.22.1.4.{v1lan id}.{IP address} 1i 4

MNpumep npusasku ip 192.168.1.21 u MAC aa:bb:cc:dd:ee:ff K vlan 1

KomaHpga CLI:
arp 192.168.1.21 aa:bb:cc:dd:ee:ff vlian 1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2.100000.192.168.1.21 x "aabbccddeeff"™ \
1. 1.2.1.4.22.1.3.100000.192.168.1.21 a 192.168.1.21 \
1. 1.

3.6.
3.6.1.2.1.4.22.1.4.100000.192.168.1.21 1 4

V 1. Ana yaaneHua npuBAasKku Heobxoaumo B none 1.3.6.1.2.1.4.22.1.4 npucBOUTb 3HauYeHue 2.

2. IP-agpec ycTpoiictBa u IP-agpec co3gaBaemoii CTaTMYECKOW 3anucu B arp Tabauue
BOKHbI HAXOAUTLCA B O4HOM NoAaceTH.

lpocmomp ARP-mabauysl

MIB: RFC1213-MIB.mib, Q-BRIDGE-MIB.mib

Ucnonb3yemble Tabauubi:
pNetToMediaPhysAddress — 1.3.6.1.2.1.4.22.1.2
dotlqTpFdbEntry — 1.3.6.1.2.1.17.7.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{(2) ip address, (3)MAC address}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2.1
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MNpumep npocmoTtpa ARP-Tabauubl

KomaHaa CLI:
show arp

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2.1

7 1. 3HaueHue Tabauuybl pNetToMediaPhysAddress oto6paxkaer IP-agpec u MAC-agpec
V VLAN.
2. 3HauyeHue Tabauubl dotlqTpFdbEntry — otobparkaer cratyc U uaeHTUPUKaLMOHHDbIN
HOMep NopTa, C KOTOPOTrO AOCTYMHO YCTPOWCTBO.

15.2 KoHmponb npomokona DHCP u onyuu 82

BkntoyeHue/sbikao4yeHue DHCP-cepsepa Ha KOMMymamope

MIB: rldhcp.mib

Ucnonb3ayembie Tabnuupl: riDhcpRelaylnterfacelistTable — 1.3.6.1.4.1.89.38.29

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.30.0 1 {true(l), false(2)}

Mpumep skntoueHna DHCP-cepBepa Ha KommyTaTope

KomaHpa CLI:
ip dhcp server

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.30.0 1 1

[Mpocmomp 3anucell mabauysi dhcp snooping

MIB: rIBridgeSecurity.mib

Ucnonb3ayembie Tabnunupi: rlipDhcpSnoopEntry — 1.3.6.1.4.1.89.112.1.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.11.1

Mpumep npocmoTpa Tabauubl dhcp snooping

Komanpga CLI:
Show ip dhcp snooping binding

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.11.1

BrntoyeHue/sbikntoyeHue dhcp snooping 2106aa6HO

MIB: rlbridge-security.mib

Ucnonb3ayemble Tabauubi: rlipDhcpSnoopEnable — 1.3.6.1.4.1.89.112.1.2
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snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.2.0 i {enable(l), disable(2)}

MNpumep rnobanbHoro sBkaroueHus dhcp snooping

KomaHpa CLI:
ip dhcp snooping

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.2.0 1 1

BkrntoyeHue/sbiknrodeHue dhcp snooping 8o vian

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipDhcpSnoopEnableVianTable — 1.3.6.1.4.1.89.112.1.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.12.1.2.{v1lan id} 1 {createAndGo(4), destroy(6)}

Mpumep BrkAtoueHusa dhcp snooping B vlian 622

KomaHpga CLI:
ip dhcp snooping vlan 622

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.12.1.2.622 1 4

Hacmpolika IP DHCP information option

MIB: rlbridgesecurity.mib

Ucnonbayemble Tabauupi: rlipDhcpOpt82insertionEnable — 1.3.6.1.4.1.89.112.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.8.0 1 {enable(l), disable(2)}

Mpumep

KomaHpga CLI:
ip dhcp information option

KomaHaa SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.8.0 i 1

Hacmpolika dosepeHHo20 nopma DHCP

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipDhcpSnoopTrustedPortTable — 1.3.6.1.4.1.89.112.1.13

snmpset -v2c -c¢ <community> <IP address>
1.3.6.1.4.1.89.112.1.13.1.2.{ifIndex} 1 {createAndGo(4), destroy(6)}

Mpumep HacTpoKK goBepeHHOro nHTepdeiica TenGigabitEthernet 1/0/23

KomaHpga CLI:
interface TenGigabitEthernet 1/0/23
ip dhcp snooping trust

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP 79




HELTEX

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.13.1.2.23 i 4

Hacmpolika DHCP relay so VLAN

MIB: rldhcp.mib

Ucnonb3yemble Tabauubi:

rIDhcpRelaylnterfacelistVlanld1To1024 — 1.3.6.1.4.1.89.38.29.1.3
rIDhcpRelaylnterfacelListVIanld1025T02048 — 1.3.6.1.4.1.89.38.29.1.4
rIDhcpRelaylnterfacelListVlanld2049To3072 — 1.3.6.1.4.1.89.38.29.1.5
rIDhcpRelaylnterfacelListVIanld3073To4094 — 1.3.6.1.4.1.89.38.29.1.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.29.1.3.1 x {6BuToBas Macka}

Mpumep HacTpoiiku IP DHCP relay enable Ha vlan 1

Komanga CLI:
Interface vlan 1
ip dhcp relay enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.3.1 x 800000000000

Mpumep HacTpoiiku IP DHCP relay enable Ha 1026 vlan

Komanpga CLI:
Interface vlan 1026
ip dhcp relay enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.4.1 x 400000000000

V Mpumep pacueta 6UTOBOI MaCKM MOXXHO NOCMOTpeTb B pasaene «lpunoxkeHue A.
— MeToauKa pacueta 6UTOBOI MacKu».

15.3 3awuma IP-adpeca knueHma (IP source Guard)

BKmoweHue/omeoquue ip source quard 2106as16HO

MIB: rlbridge-security.mib
Ucnonb3syembie Tabnunupi: rlipSourceGuardEnable — 1.3.6.1.4.1.89.112.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.2.0 1 {enable(l), disable(2)}

Mpumep rnobanbHOro BKAKYEHUs ip source guard

KomaHpa CLI:
ip source-guard
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KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.2.0 1 1

Co30aHue cmamu4yeckol npusa3Ku ip source quard

MIB: rlbridge-security.mib
Ucnonbayemble Tabanupi: rlipDhcpSnoopStaticTable — 1.3.6.1.4.1.89.112.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.10.1.3.{vlan id}.{MAC in DEC. Kaxnpem OamT MAC-anmpeca
oTmesyigseTca OT HNpeluaymero Toukoi} a {ip address (DEC)} \
1.3.6.1.4.1.89.112.1.10.1.4.{vlan id}.{MAC in DEC. Kaxment GamT MAC-ampeca
oTmesiseTcsa OT npenwnymero Toukoi} 1 {ifIndex} \
1.3.6.1.4.1.89.112.1.10.1.5.{v1lan id}.{MAC in DEC. Kaxnmemi OanT MAC-anmpeca
oTHmesiseTCsa OT MNpenuHnymero Toukow} 1 {createAndGo(4), destroy(6)}

MNpumep npusaskm MAC-agpeca 00:11:22:33:44:55 K IP 192.168.1.34, vlan 622, wuHTepdeiicy
TenGigabitEthernet 1/0/23

KomaHpa CLI:
ip source-guard binding 00:11:22:33:44:55 622 192.168.1.34 TenGigabitEthernet
1/0/23

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.10.1.3.622.0.17.34.51.68.85 a 192.168.1.34 \
1.3.6.1.4.1.89.112.1.10.1.4.622.0.17.34.51.68.85 i 23 \
1.3.6.1.4.1.89.112.1.10.1.5.622.0.17.34.51.68.85 1 4

BKﬂI’O‘*I&‘HU@/BbIKfHOWEHue ip source quard Ha nopmy

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipSourceGuardPortTable — 1.3.6.1.4.1.89.112.2.5

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.112.2.5.1.2.<ifIndex> 1 {createAndGo(4), destroy(6)}

Mpumep BKAOUeHUA ip source guard Ha nHtepdeliice TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
ip source-guard

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.5.1.2.23 1 4
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15.4 KoHmponb npomokona ARP (ARP Inspection)

BratoyeHue/soiknroyeHue ARP Inspection 2n06aabHo

MIB: rlbridge-security.mib
Ucnonb3ayemble Tabnunupl: rlipArplnspectEnable — 1.3.6.1.4.1.89.112.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.2.0 i {enable(l), disable (2)}

Mpumep rnobanbHOro BKAKOYEHUA arp inspection

KomaHpa CLI:
ip arp inspection

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.2.0 1 1

BkntoyeHue/sbikaoveHue ARP Inspection eo VLAN

MIB: rlbridge-security.mib
Ucnonb3syembie Tabnunupl: rlipArplnspectEnableVlanTable — 1.3.6.1.4.1.89.112.3.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.3.{vlan id} i {createAndGo(4), destroy(6)}

Mpumep BKAOUEHUA arp inspection B vlan 622

KomaHpa CLI:

ip arp inspection vlan 622

Komanaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.3.622 i 4

Hacmpolika dosepeHHoz20 nopma ARP Inspection

MIB: rlbridge-security.mib
Ucnonb3syemble Tabnuupl: rlipArplnspectTrustedPortRowStatus — 1.3.6.1.4.1.89.112.3.7.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.7.1.2.{ifIndex} 1 {createAndGo(4), destroy(6)}

Mpumep HacTpoiikn gosepeHHOro nHTepdeiica TenGigabitEthernet 1/0/23

Komanpga CLI:
interface TenGigabitEthernet 1/0/23
ip arp inspection trust

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.7.1.2.23 1 4
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lpusAsKa ip arp inspection list K vlian

MIB: rlbridge-security.mib
Ucnonbayemble Tabamupi: rlipArpinspectAssignedListName — 1.3.6.1.4.1.89.112.3.6.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.2.{vlan id} s {list name}

Mpumep NpuBA3KK KUCTa C UMeHeMm test K vlan 622

KomaHpa CLI:
ip arp inspection list assign 100 test

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.2.622 s test

15.5 [IpoeepKa nodAuUHHOCMU KaueHma Ha ocHose nopma (802.1x)

BKraroyeHue aymeHmugukayuu 802.1x Ha Kommymamope

MIB: dot1xPaeSystem.mib

Ucnonbayemble Tabanybl: dotlxPaeSystemAuthControl — 1.0.8802.1.1.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.1.0 i {enabled(l), disabled(2)}

Mpumep BrAOYeHUA 802.1x

KomaHaa CLI:
dotlx system-auth-control

KomaHaa SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.0.8802.1.1.1.1.1.1.0 1 1

BkntoyeHue rnepuoduyeckol nosmopHol nposepKu nodsauHHocmu (nepeaymeHmugdukayuu)
KaueHma

MIB: draft-ietf-bridge-8021x.mib

Ucnonbayemble Tabamupi: dotlxAuthReAuthEnabled — 1.0.8802.1.1.1.1.2.1.1.13

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.13.{ifIndex} i {true(l), false(2)}

Mpumep BKAKOUYEHUA NEpPUOAUYECKOM NOBTOPHOI NPOBEPKU MOAJIMHHOCTU KAMEeHTa Ha uHTepdeiice
TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface tengigabitethernet 1/0/23
dotlx reauthentication

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.13.23 i 1
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YcmaHosKa nepuoda mexody no8MmopHbIMU MposepKamMu nodauHHOCMU

MIB: draft-ietf-bridge-8021x.mib

Ucnonb3ayembie Tabnnupl: dot1xAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.12

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.12.{ifIndex} u {size 300-4294967295}

Mpumep yctaHoBKM nepuoga B 300 cek MeXKAy MNOBTOPHbIMM MNpoBepKamu Ha UHTepdeiice
TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface tengigabitethernet 1/0/23
dotlx timeout reauth-period 300

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.12.23 u 300

Hacmpolika pexcumos aymeHmugukayuu 802.1x Ha uHmepgelice

MIB: draft-ietf-bridge-8021x.mib

Ucnonb3zyemble Tabauubi: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.6

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.6.{ifIndex} 1 {force-Unauthorized(l), auto(2), force-
Authorized(3) }

Mpumep HacTpoiku ayteHTMduKaumm 802.1x B pexkume auto Ha uHtepdeiice TenGigabitEthernet 1/0/23

Komanpga CLI:
interface tengigabitethernet 1/0/23
dotlx port-control auto

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.6.23 1 2

BKarouyeHuUe aymeHmuguKkayuu, ocHosaHHol Ha MAC-adpecax nose3osameneli

MIB: radlan-dotlx-mib.mib

Ucnonb3ayembie Tabnunupl: rldotlxAuthenticationPortTable — 1.3.6.1.4.1.89.95.10.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.95.10.1.1.{ifIndex} i {destroy (1), mac-and-802.1x(2), mac-
only(3)}

Mpumep BKAOYEeHMA ayTeHTUPMUKALUKM, OCHOBAHHOM ToNbKO Ha MAC-agpecax Ha uHTepdeiice
TenGigabitEthernet 1/0/23

Komanpga CLI:
interface tengigabitethernet 1/0/23
dotlx authentication mac

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.95.10.1.1.23 1 3
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PaspeweHue Haau4us OaHOZO/HeCKOﬂbKUX KAUeHmMog Ha aemopu3o8aHHom nopmy 802.1X

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupl: swifTable — 1.3.6.1.4.1.89.43.1.1.30

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.30.{ifIndex} 1 {single(l), none(2), multi-sessions(3)}

Mpumep paspelleHnsa HaIMUMA HECKO/IbKUX KNMEHTOB Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
interface TenGigabitethernet 1/0/23
dotlx host-mode multi-sessions

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.30.23 i 3

BKrtoyeHue 00H020 usau 08yx Memodos8 NposepKu nodauHHocmMuU, aesmopusayuu u yyema (AAA)
019 UCnona6308aHUA HO UHMepgelicax IEEE 802.1x

MIB: rlaaa.mib

Ucnonbzyemble Tabanubl: rIAAAEapMethodListTable — 1.3.6.1.4.1.89.97.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.97.1.1.1.7.{%default” in DEC, xaxias OyKBa OTIeJIS€TCH OT
cremgypomer Toukon} s {authentication list} \1.3.6.1.4.1.89.97.1.1.2.7.{%default”
in DEC, xaxmas OykBa OTIejyigeTcs OT cJjenyomeyr Toukon} i {Deny(0), radius(l),
none (2)} \

1.3.6.1.4.1.89.97.1.1.3.7.{"default” in DEC, kxaxmas OyKBa OTIeJIIeTCsS OT
caenymomer Toukoit} i {Deny(0), radius(l), none(2)} \
1.3.6.1.4.1.89.97.1.1.7.7.{"default” in DEC, kxaxmas OyKBa OTIeJIIeTCsS OT
cienympmer Toukom} i 1

Mpumep BKkAoueHUn cnucka RADIUS-cepBepoB ana ayteHTUPUKauum nonb3oBartens

KomaHga CLI:

aaa authentication dotlx default radius none

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.97.1.1.1.7.100.101.102.97.117.108.116 s default \
1.3.6.1.4.1.89.97.1.1.2.7.100.101.102.97.117.108.116 1 1 \
1.3.6.1.4.1.89.97.1.1.3.7.100.101.102.97.117.108.116 1 2 \
1.3.6.1.4.1.89.97.1.1.7.7.100.101.102.97.117.108.116 1 1
1) Ona Toro, uto6bl BEpPHYTLCA K HACTPOKam No YMONYAHUIO, AO0CTaTOYHO 3HAUEeHUA
V nomeHATb Ha Deny(0).

2) Default nepesoguTtca ns ASCIl B HEX c nomoLwblo Ta6nLbl, KOTOPYIO MOXHO HAlTU
no ccbinke https://ru.wikipedia.org/wiki/ASCII.
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JlobasseHue YyKa3aHH020 cepsepd 8 CUCOK ucnonb3yemobix RADIUS-cepsepos

MIB: rlaaa.mib

Ucnonbayembie Tabnuupl: riIRadiusServerlinetTable — 1.3.6.1.4.1.89.80.8

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.80.8.1.2.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} x "{ip adress (HEX)}" \

1.3.6.1.4.1.89.80.8.1.1.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} i {ipv4(l), ipv6(2), ipv4z(3)} \

1.3.6.1.4.1.89.80.8.1.3.1.4.{ip address(DEC) }.{default UDP port 1812}.{default
UDP port 1813} i {default UDP port 1812} \

1.3.6.1.4.1.89.80.8.1.4.1.4.{ip address(DEC) }.{default UDP port 1812}.{default
UDP port 1813} i {default UDP port 1813} \

1.3.6.1.4.1.89.80.8.1.9.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} s "#{encoding key}" \

1.3.6.1.4.1.89.80.8.1.13.1.4.{ip address (DEC) }.{default UDP port 1812}.{default
UDP port 1813} i {createAndGo(4), destroy(6)}

Mpumep

Komanga CLI:
radius-server host 192.168.1.10 encrypted key da90833f59be

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.80.8.1.2.1.4.192.168.1.10.1812.1813 x "c0a8010a" \
1.3.6.1.4.1.89.80.8.1.1.1.4.192.168.1.10.1812.1813 1 1 \
1.3.6.1.4.1.89.80.8.1.3.1.4.192.168.1.10.1812.1813 i 1812 \
1.3.6.1.4.1.89.80.8.1.4.1.4.192.168.1.10.1812.1813 i 1813 \
1.3.6.1.4.1.89.80.8.1.9.1.4.192.168.1.10.1812.1813 s "#da90833f59%be™ \
1.3.6.1.4.1.89.80.8.1.13.1.4.192.168.1.10.1812.1813 1 4

15.6 MexaHu3m obHapyxceHua nemens (loopback-detection)

[nobanbHoe sknayeHue loopback-detection

MIB: rllbd.mib

Ucnonb3ayembie Tabnunupli: riLbdEnable — 1.3.6.1.4.1.89.127.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.127.1.0 1 { true(l), false(2) }

Mpumep rnobanbHoro skAoueHus loopback-detection

Komanpga CLI:
loopback-detection enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.1.0 1 1
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UsmeHeHUe uHmepsana loopback-detection

MIB: rllbd.mib

Ucnonbayemble Tabamupi: riLbdDetectioninterval — 1.3.6.1.4.1.89.127.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.2.0 I { seconds 1-60 }

MNpumep nameHeHusa uHtepsana loopback-¢ppeiimos Ha 23 ceKyHAbI

KomaHpa CLI:
loopback-detection interval 23

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.2.0 1 23

UsmeHeHue pexcuma pabomei loopback-detection

MIB: rllbd.mib

Ucnonbzyemble Tabanybi: rilbdMode — 1.3.6.1.4.1.89.127.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.3.0 1 {source-mac-addr(1l),base-mac-addr(2),
addr (3) ,broadcast-mac-addr (4) }

Mpumep nameHeHus pexkmma pabotbl loopback-detection Ha source-mac-addr

multicast-mac-

KomaHga CLI:

loopback-detection mode src-mac-addr

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.3.0 1 1

BknouyeHue/omknioveHue loopback-detection Ha uHmepdelicax

MIB: rllbd.mib

Ucnonbzyemble Tabauubl: riLbdPortAdminStatus — 1.3.6.1.4.1.89.127.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.1.{ifindex} i { enable(l), disable(2)}

Mpumep BraoueHus loopback-detection Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpga CLI:
interface TenGigabitethernet 1/0/23
loopback-detection enable

KomaHpaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.1.23 1 1
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[Mpocmomp paboyez2o cocmoaHusa loopback-detection Ha uHmepgelice

MIB: rllbd.mib

Ucnonb3ayembie Tabnuupl: riLbdPortOperStatus — 1.3.6.1.4.1.89.127.4.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.2.{ifindex}

Mpumep npocmoTpa cocroaHua loopback-detection Ha uHTepdeiice TenGigabitethernet 1/0/23

KomaHpa CLI:
show loopback-detection TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.2.23

7 Mpu1 ncnonb3oBaHUM SNMP KOMaHAbI:

1 — cocroAaHue inactive,
2 — coctosAHMe active,
3 — loopdetected.

[Mpocmomp 3a6s0KuposaHHbix VLAN 8 pexcume vian-based

MIB: rllbd.mib

Ucnonb3ayembie Tabnuupli: eltMesLdb — 1.3.6.1.4.1.35265.1.23.127

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.127.4.1.3.{ifindex}.{vlan}

Mpumep npocmoTpa coctoanua vilan 2 Ha nopty TenGigabitethernet 1/0/23

KomaHpa CLI:
show loopback-detection TenGigabitethernet 1/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.127.4.1.3.23.622

7 BO3MOHble COCTOAHMUA:
1 — active,
2 — blocked.

15.7 KoHmpone wupokosewamensHo20 wmopmad (storm-control)

Hacmpolka storm-control Ha uHmepdgelice

MIB: RADLAN-MIB

Ucnonb3syembie Tabnunupl: riIStormCtrl — 1.3.6.1.4.1.89.77

snmpset -v2c -c <community> <IP address> \
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1.3.6.1.4.1.89.77.12.1.2.{ifindex}.{broadcast (1), multicastRegistred(2),multicas
tUnregistred(3), multicastAll (4), unknownUnicast(5)} u {rate} \
1.3.6.1.4.1.89.77.12.1.3.{ifindex}.{broadcast(l), multicastRegistred

(2) ,multicastUnregistred(3),multicastAll (4),unknownUnicast(5)} I
kiloBitsPerSecond(1l),precentaged(2)} \
1.3.6.1.4.1.89.77.12.1.4.{ifindex}.{broadcast(l), multicastRegistred

(2) ,multicastUnregistred(3), multicastAll (4), unknownUnicast(5)} 1

{none (1), trap(2),shutdown (3), trapAndShutdown (4) }

Mpumep BKkAloueHua storm-control gna broadcast-tpaduka Ha untepdeiice TenGigabitethernet 1/0/23

KomaHpga CLI:
interface TenGigabitethernet 1/0/23
storm-control broadcast kbps 10000 trap shutdown

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.3.23.1 i 1 \
1.3.6.1.4.1.89.77.12.1.2.23.1 u 1000 \
1.3.6.1.4.1.89.77.12.1.4.23.1 1

Mpumep oTKkatoueHua storm-control gna broadcast-tpapuka Ha uHTepdeiice TenGigabitethernet
1/0/23

KomaHpga CLI:
interface TenGigabitethernet 1/0/23
no storm-control broadcast

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.23.1 u O

Bkaoyume/8bikaro4ums storm-control daa unknown unicast-mpaguka

MIB: radlan-stormctrl.mib

Ucnonbayemble Tabanupi: riStormCtriRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c¢ <community> <IP address> \
1i5s0.3.6.1.4.1.89.77.12.1.2.{ifIndex}.5 u {Kbps, orxyounrs (0) }

Mpumep BKAOUEHMA KOHTPOAA HEU3BECTHOrO oaHoaapecHoro Tpaduka Ao 50 K6ut/c

KomaHga CLI:
interface TenGigabitethernet 1/0/23
storm-control unicast Kbps 50

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.23.5 u 50
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16 KOH®UTYPUPOBAHME IP U MAC ACP (CMTUCKU KOHTPOANA AOCTYNA)

Co3zdaHue mac access-list

MIB: gosclimib.mib

Ucnonb3ayemble Tabnuupl: rlQosAclTable — 1.3.6.1.4.1.89.88.7

n et -v2c -c <community> <IP address> \
1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip
1.

(
89.88.7.1.4.{index-of-acl} i {createAndGo(4), destroy (6

P

FA

ww w3

set

6.1.
6.1.
6.1.

=)

.3.6.1.4.
.3.6.1.4. 2)
.3.6.1.4. )}

Mpumep cosganna MAC ACL c uHaekcom 207

KomaHpa CLI:
mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.3.6.1.4.1.89.88.7.1.3.207 i 1 \
1.3.6.1.4.1.89.88.7.1.4.207 1 4

Co3daHue ip access-list (ACL)

MIB: gosclimib.mib

Ucnonb3syembie Tabnunupl: rlQosAclTable — 1.3.6.1.4.1.89.88.7

nmpset -v2c -c <community> <IP address> \
4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}"™ \
1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip

4. (2) 1 \
4.1.89.88.7.1.4.{index-of-acl} i {createAndGo(4), destroy(6)}

S

1.3.6.1.
1.3.6.1.
1.3.6.1.

Mpumep co3panua IP ACL c uHaekcom 107

Komanpga CLI:
ip access-list extended 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.107 s "7-ip" \
1.4.1.89.88.7.1.3.107 1 2 \
1.4.1.89.88.7.1.4.107 1 4

1.3.6.
1.3.6.

V Mpumep HanonHeHmna ACL npaBunamum nogpobHO paccmoTpeH B pasgene
«MpunoxkeHue b. Npumep cozgaHuna tTunosoro IP ACL».

lMpuesaska IP unu MAC ACL K nopmy

MIB: gosclimib.mib

Ucnonb3yemble Tabnumubi:
rlQoslfAclin — 1.3.6.1.4.1.89.88.13.1.14
rlQoslIfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13
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snmpset —V2C -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{ifIndex}.2 i {Index-of-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 i 1

Mpumep Ha3HaueHUA npaBuaa c mHaekcom 107 (HassaHue ACL 7-ip) Ha nopT TenGigabitEthernet 1/0/23

KomaHpga CLI:
interface TenGigabitEthernet 1/0/23
service-acl input 7-ip

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.23.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.23.2 1 1

Ana ypaneHna ACL c nopta aocTtatouHo uHaekc ACL 3ameHuTb Ha 0.
V snmpset -c -v2c private 192.168.1.301.3.6.1.4.1.89.88.13.1.14.50.2 i 0
1.3.6.1.4.1.89.88.13.1.13.50.2i 1

lMpussaszKka IP u MAC ACL K nopmy

MIB: gosclimib.mib

Ucnonb3yemble Tabnunubl:

rlQoslfAclin — 1.3.6.1.4.1.89.88.13.1.14

rlQosl|flpv6Aclin — 1.3.6.1.4.1.89.88.13.1.201.3.6.1.4.1.89.88.13.1.20
rlQoslfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{Ifindex}.2 1 {Index-of-mac-acl} \
1.3.6.1.4.1.89.88.13.1.20.{Ifindex}.2 i {Index-of-ip-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 i 1

MNpumep Ha3HauyeHUa npasuaa ¢ uHaekcom 107 n 207 (HassaHue ACL 7-ip ana IP ACL u 7-mac ana MAC
ACL) Ha nopt TenGigabitEthernet 1/0/23 (Ifindex 23)

KomaHga CLI:
interface TenGigabitEthernet 1/0/23
service-acl input 7-mac 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.23.2 1 207 \
1.3.6.1.4.1.89.88.13.1.20.23.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.23.2 i 1

V Ana ypanenna ACL c noprta goctatouyHo uHgekc IP u MAC ACL 3ameHuUTb Ha 0.

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.23.2i 0\
1.3.6.1.4.1.89.88.13.1.20.23.2i 0\
1.3.6.1.4.1.89.88.13.1.13.23.2i1
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Co30aHue policy-map u npusaska K Hemy ACL

MIB: gosclimib.mib

Ucnonb3yemble Tabaunubi:
rlIQosClassMapTable — 1.3.6.1.4.1.89.88.9
rlIQosPolicyMapTable — 1.3.6.1.4.1.89.88.11
rlQosPolicyClassPriorityRefTable — 1.3.6.1.4.1.89.88.39

Cxema: cosgaHue policy-map npoBoAMTCA B HECKOJIbKO 3aMpocoB

1. Co3paem class 1 HasHayaem emy CBOMCTBA

snmpset -v2c -c <community> <IP address>
.2.{index-of-class}
.3.{index-of-class}
.7.{index-of-class}
.9.{index-of-class}
.13.{index-of-class} i {create and go(4),destroy(6)}

1.3.6.1.4.1.89.88.
.89.88.
.89.88.
.89.88.
.89.88.

e e
e e
NGNS
e e

w w w w
o O O O

9.

O O W O

e e

1

\
S
i {matchAll
i
i

2. Co3gaem policy-map v BkatoYaem ero
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.11.1.2.{index-of-policy-map} s {name-of-policy-map} \

1.3.6.1.4.1.89.88.11.1.3.{index-of-policy-map} i {createAndGo (4),

3. MpwuBaAsbiBaeM class-map K policy-map

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.39.1.2.1.{index-of-class} 1 {index-of-class} \
1.3.6.1.4.1.89.88.39.1.3.1.{index-of-class} i {index-of-policy-map}

4. Co3paem orpaHmyeHune ckopoctu aaa class-map

snmpset -v2c¢ -c¢ <community> <IP address> \
10.
10.

1.3.6.1.4.1.89.88.
1.3.6.1.4.1.89.88.
aggregate (2)} \
1.3.6.1.4.1.89.88.
1.3.6.1.4.1.89.88.
1.3.6.1.4.1.89.88.
remark (3)} \
1.3.6.1.4.1.89.88.
destroy (6) }

10.
10.
10.

10.

1
1

=

2.
.3.

()]

{Number-of-class-in-policy}
{Number-of-class-in-policy}

. {Number-of-class-in-policy}
. {Number-of-class-in-policy}
. {Number-of-class-in-policy}

. {Number-of-class-in-policy}

5. MpuBA3biBaeM orpaHnUYeHMe CKOpPOCTH K class-map
snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.6.{index-of-class} i {Number-of-class-in-policy}

"{name-of-class-map}" \
(L) A\
{index-of-acl} \
{Mark vlan disable

(1),

{Policer-cm-20} \
{single (1),

{rate} \
{burst} \
{none (1), drop(2),

{createAndGo (4),

6. 3agaem 3HaueHue meTkn Tpadumky DSCP, cos nam ykasbiBaem BbIXOAHYIO oyepesb

1.3.6.1.4.1.89.88.233

snmpset -v2c -c¢ <community> <IP address> \

1.3.6.1.4.1.89.88.9.1.4.{index-of-class} i {setDSCP(3),

\

1.3.6.1.4.1.89.88.9.1.5.{index-of-class} i1 {Mark value of DSCP/queue/cos (DEC) }

setQueue (4),

enable (2) }

destroy (6) }

\

setCos (5)}
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Mpumep: IP ACL c index-of-acl = 107 npusAsbiBaeTca K class-map ¢ umeHem test 1 BbicTaBnseTcAa metka DSCP
= 36(DEC), cos = 4 n queue = 8 ans TpaduKa, noanaswero nog IP ACL. Class test npuasbiBaetca K policy-
map ¢ umeHem testl.

KomaHpga CLI:
gos advanced
ip access-list extended 7-ip
permit ip any any
exit

class-map test

match access-group 7-ip
exit

policy-map testl

class test

set dscp 36

set queue 8

set cos 4

police 97000 524288 exceed-action drop
exit
exit

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.2.20 s "test" \

1.3.6.1.4.1.89.88.9.1.3.20 i 1 \
1.3.6.1.4.1.89.88.9.1.7.20 1 107 \
1.3.6.1.4.1.89.88.9.1.9.20 1 1 \
1.3.6.1.4.1.89.88.9.1.13.20 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.11.1.2.1 s "testl" \
1.3.6.1.4.1.89.88.11.1.3.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.39.1.2.1.20 1 20 \
1.3.6.1.4.1.89.88.39.1.3.1.20 1 1

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.10.1.2.1 s "Policer-cm-20" \
1.3.6.1.4.1.89.88.10.1.3.1 i 1 \
1.3.6.1.4.1.89.88.10.1.4.1 u 97000 \
1.3.6.1.4.1.89.88.10.1.5.1 u 524288 \
1.3.6.1.4.1.89.88.10.1.6.1 1 2 \
1.3.6.1.4.1.89.88.10.1.8.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.6.20 1 1

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.4.20 i 3 \
1.3.6.1.4.1.89.88.9.1.5.20 1 36

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.4.20 i 4 \
1.3.6.1.4.1.89.88.9.1.5.20 1 8

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.4.20 1 5 \
1.3.6.1.4.1.89.88.9.1.5.20 1 4
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HasHa4yeHue Policy-map Ha nopm

MIB: gosclimib.mib

Ucnonb3ayemble Tabauubi: rlQosifPolicyMapPointerin — 1.3.6.1.4.1.89.88.13.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.3.{Ifindex}.2 1 {Index-of-policy-map}

Mpumep HazHaueHusa policy-map ¢ nuagekcom 1 Ha nopt TenGigabitEthernet 1/0/23

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
service-policy input testl

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.3.23.2 1 1
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17 KOH®UTYPALIUA 3ALLIUTBI OT DOS-ATAK

BkatoyeHue security-suite

MIB: riSecuritySuiteMib

Ucnonbayemble Tabauupi: riSecuritySuiteGlobalEnable — 1.3.6.1.4.1.89.120.1

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.1.0 1 {enable-
global-rules-only (1), enable-all-rules-types (2), disable (3)}

Mpumep BKAOUYEHMA KNacca KOMaHA, security-suite ana sBcex npasun

KomaHpa CLI:
security-suite enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.1.0 1 2

HacTpoiiKka pexkmma paboTbl security suite

MIB: riSecuritySuiteMib

Ucnonbayemble Tabanubl: riSecuritySuiteSynProtectionMode — 1.3.6.1.4.1.89.120.10

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.10.0 i {disabled
(1), report (2), block (3)}

Mpumep BKAOUEHUA peXKnuma report

KomaHga CLI:

security-suite syn protection mode report

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.10.0 1 2

Boikaroyumes 3auyumy om TCP-nakemos ¢ 00HospemMeHHOo ycmaHosaeHHbimu SYN- u FIN- onaeamu

MIB: riSecuritySuiteMib

Ucnonbayemble Tabauupi: riSecuritySuiteDenySynFinTcp — 1.3.6.1.4.1.89.120.9

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.9.0 1 {(deny (1),
permit (2)}

Mpumep BKAIOUEHUA peXKuma report

KomaHpga CLI:
security-suite deny syn-fin

KomaHpaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.9.0 i 2
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18 KAYECTBO OBCNYXKUBAHUA — QOS

18.1 Hacmpoiika QoS

OrpaHuyeHune ncxoaalwlen ckopoctm Ha Ethernet-noprax

MIB: gosclimib.mib

Ucnonb3ayemble Tabnuupl: rlQosifPolicyEntry — 1.3.6.1.4.1.89.88.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.6.{ifindex nopra}.2 i {disable(l),enable
(1)} \

1.3.6.1.4.1.89.88.13.1.7.{ifindex nopra}.2 i {traffic-shape} \
1.3.6.1.4.1.89.88.13.1.8.{ifindex mopra}.2 i1 {Burst size in bytes}

Mpumep orpaHuyeHUA UcxoaALLein CKOPOCTM Ha NOPTY A0 3HaYeHuAa 20 M6uT/c

Komanga CLI:
interface TenGigabitEthernet 1/0/23
traffic-shape 20480 500000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.6.23.2 1 2 \

1.3.6.1.4.1.89.88.13.1.7.23.2 1 20480 \
1.3.6.1.4.1.89.88.13.1.8.23.2 1 500000

O2paHuyeHue sxodgujel ckopocmu Ha Ethernet-nopmax

MIB: RADLAN-STORMCTRL-MIB

Ucnonb3syemble Tabnuupl: rIStormCtrlRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifIndex}.6 u {limit} \
1.3.6.1.4.1.89.77.12.1.5.{ifIndex}.6 u {Burst size in bytes}

Mpumep orpaHMueHUA BXxoaALLeiln CKOPOCTU Ha uHTepdeiice TenGigabitEthernet 1/0/23 po 3HaueHusa 10
M6uTt/c

KomaHpa CLI:
interface TenGigabitEthernet 1/0/23
rate-limit 10240 burst 500000

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.23.6 u 10240 \
1.3.6.1.4.1.89.77.12.1.5.23.6 u 500000

DOna oTknoueHua rate-limit Ha nHTepdeiice Heo6xoaUMO BbINONHUTL (Ha Npumepe
V uHtepdeiica TenGigabitethernet 1/0/23):

snmpset -v2¢ -c private 192.168.1.30 1.3.6.1.4.1.89.77.12.1.2.23.6 u O
1.3.6.1.4.1.89.77.12.1.5.23.6 u 128000
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Co30aHue npoghunsa qos tail-drop u pacwupeHue deckpunmopos 014 o4yepedeli

MIB: eltQosTailDropMIB.mib

Ucnonb3yemble Tabnunupbl: eltQosTailDropProfileQueueTable — 1.3.6.1.4.1.35265.1.23.12.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.{Homep npodunsa (1-4)}.{HomMep ouepemm(1-8) }
i {size (0-400)}

Mpumep

KomaHpa CLI:
gos tail-drop profile 2
queue 1 limit 900

KomaHaa SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.2.1 1 900

/ YT0o6bl BEpPHYTbCA K HAaCTPOMKaM MO YMOJYAHUIO A0CTaTOYHO YCTaHOBUTb 3HauYeHue
paBHbim 12.

YcmaHo8Ka pasmepa nakemHo20 pa3oeanaemoz0 nyaa 0414 nopma

MIB: eltQosTailDropMIB.mib

Ucnonbayemble Tabnmupi: eltQosTailDropProfileTable — 1.3.6.1.4.1.35265.1.23.12.1.1.4

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2{Homep npodbumna (1-4)} i {size (0-400)}

Mpumep

KomaHpga CLI:
gos tail-drop profile 2
port-limit 900

KomaHaa SNMP:
snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2.2 i 900

HasHa4yeHue co30aHHO20 npogusaga Ha UHmepagelic

MIB: eltQosTailDropMIB.mib

Ucnonbsyemble Tabamupi: eltQosTailDroplfConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.{IfIndex} i {HOoMep npodmuns (1-4)}

Mpumep

KomaHpga CLI:
interface TenGigabitEthernet 1/0/23
qgos tail-drop profile 2
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KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.23 i 2

[Mpocmomp omobpaxceHud 2a106aabHbIX AUMUMO8, 0ecKkpunmopos, bygepos

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonb3ayemble Tabnunupl: eltQosTailDropConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.3

snmpwalk -v2c -c <community> <ip address> \
1.3.6.1.4.1.35265.1.23.12.1.1.3

Mpumep

Komanpga CLI:
show gos tail-drop

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.3

[lpocmomp  mabauuybl 8616000 MeEKYyWUX an70UUPOBAHHbIX pecypcos  qos  (numumos,

deckpunmopos, bygepos)

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonb3ayemble Tabnuupl: eltQosTailDropStatusTable — 1.3.6.1.4.1.35265.1.23.12.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.2.1

Mpumep

Komanpa CLI:
show qgos tail-drop

Komanga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.2.1

pocmomp Tail Drop cvemyuKos no o4epeoam

MIB: RADLAN-COPY-MIB

Ucnonbsyembie Tabnnupl: eltMesCountersMIB — 1.3.6.1.4.1.35265.1.23.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.7.{ifIndex}.{1-8}.0

Mpumep NpocmoTpa CYETUMKOB ANA NePBOI ouepeam

KomaHpa CLI:
show interface TenGigabitethernet 1/0/23

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.7.23.1.0
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18.2 CmamucmukKa QoS

BkaroyeHue/sbikaoyeHUe QoS-cmamucmuku

MIB: gosclimib.mib

Ucnonbayemble Tabamupl: eltCountersQosStatisticsEnable — 1.3.6.1.4.1.35265.1.23.1.8.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.8.1.1.1.1.0 i {BxjaouuThb (1), BHEKJIOUUTL (2) }

Mpumep HaCTPOIiKK cTaTUCTUKK QOS

KomaHpa CLI:
gos statistics interface

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.8.1.1.1.1.0 1 1

[Tlpocmomp cyem4yuKkos QoS-cmamucmuKu

MIB: gosclimib.mib

Ucnonbayemble Tabauubi: rlinterfaceQueueStatisticsTxPackets — 1.3.6.1.4.1.89.233.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.233.2.1.{Homep cuetrumka}.{ifIndex}.{Homep ouepemnmu}

Mpumep cHATMA NOKasaHuii cuetumKka TxPackets Ha 4 ouepeamn untepdeiica TenGigabitEthernet 1/0/23

KomaHaa CLI:
show gos statistics interface

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.233.2.1.4.23.4

Bo3moXKHble HOMepa CYETYMKOB:
V 1. Bce cuetumKm ()
2. Cuetumk Queue(2)
3. CueTtumk txpackets(4)
4. CueTumK TxBytes(5)
5. CueTtuuk droppedpackets(6)
6. Cuetunk DroppedBytes(7)

lpumep o4UCMKU c4emyuko8 QoS-cmamucmuku

MIB: gosclimib.mib

Ucnonbayemble Tabamupl: rlinterfaceQueueStatisticsClear — 1.3.6.1.4.1.89.233.1.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.233.1.0 1 1
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Mpumep

KomaHaa CLI:
clear gos statistics

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.233.1.0 i 1
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19 MAPWPYTU3ALMNA

19.1 Cmamu4ecKkasa mapuwpymu3ayus

[pocmomp mabauysl mapwpymusayuu

MIB: IP-FORWARD-MIB

Ucnonbayemble Tabamupl: ipCidrRouteTable — 1.3.6.1.2.1.4.24.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.24.4

Mpumep

KomaHpga CLI:

show ip route

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.24.4

[Ipocmomp cmamu4yecKux Mmapuwpymos

MIB: rlip.mib

Ucnonbsyemble Tabauupi: rlipStaticRouteTable — 1.3.6.1.4.1.89.26.17.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.17.1

Mpumep

KomaHga CLI:

show running-config routing

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.17.1

19.2 JuHamuyecKaa mapwpymu3sayus

lpocmomp cocedcmaa OSPF

MIB: rlip.mib
Ucnonbayemble Tabauupi: rlOspfNbrTable — 1.3.6.1.4.1.89.210.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.210.11
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Mpumep

KomaHaa CLI:
show ip ospf neighbor

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.210.11
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20 KOHOUTYPALUA VXLAN

Co3z0aHue VXLAN-uHcmaHca

MIB: ELTEX-EVPN-MIB

Ucnonbayemble Tabanupi: eltexEvpnVxlanTable — 1.3.6.1.4.1.35265.56.1.1.1,
eltexEvpnVxlanFirstFreelndex - 1.3.6.1.4.1.35265.56.1.1.3

snmpget -v2c -c <community> <IP address> 1.3.6.1.4.1.35265.56.1.1.3
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.56.1.1.1.1.3.{index} i { adminStatusUp(l),

adminStatusDown (2) } \
1.3.6.1.4.1.35265.56.1.1.1.1.4.{index} 1 { vni } \
1.3.6.1.4.1.35265.56.1.1.1.1.5.{index} i { vlan } \
1.3.6.1.4.1.35265.56.1.1.1.1.6.{index} s { vxlan name } \
1.3.6.1.4.1.35265.56.1.1.1.1.2.{index} i 4

Mpumep

KomaHpga CLI:

vxlan VX105

vni 10105

vlan 105

exit

KomaHaa SNMP:
snmpget -v2c -c private 192.168.1.30 1.3.6.1.4.1.35265.56.1.1.3
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.35265.56.1.1.1.1.3.4 1 1 \
1.3.6.1.4.1.35265.56.1.1.1.1.4.4 i 10105 \
1.3.6.1.4.1.35265.56.1.1.1.1.5.4 1 105 \
1.3.6.1.4.1.35265.56.1.1.1.1.6.4 s "VvX105" \
1.3.6.1.4.1.35265.56.1.1.1.1.2.4 1 4
-
V BHauane nonyyaem Homep nepsBoro cBo60AHOro MHAEKCa, a 3aTem MCNOo/b3yem ero

ana cosganmna VXLAN-uHcraHca.

YoaneHue VXLAN-uHcmaHca

MIB: ELTEX-EVPN-MIB

Ucnonbsyemble Tabanupl: eltexEvpnVxlanTable — 1.3.6.1.4.1.35265.56.1.1.1

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.56.1.1.1.1.2.{index} 1 6

Mpumep yaaneHna VXLAN-uHcTaHca

KomaHpa CLI:
no vxlan VX105

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.35265.56.1.1.1.1.2.4 1 6
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[Tpocmomp VXLAN-uHcmaHcos

MIB: ELTEX-EVPN-MIB

Ucnonb3ayembie Tabnunupl: eltexEvpnVxlanTable — 1.3.6.1.4.1.35265.56.1.1.1

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265.56.1.1.1.1

Mpumep npocmoTpa VXLAN-uHCTaHCOB

KomaHga SNMP:
snmpwalk -v2c -c private 192.168.1.30 1.3.6.1.4.1.35265.56.1.1.1.1
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NPUNOMXEHMUE A. METOAUKA PACYETA BUTOBOI MACKU

BuTtoBble Macku cocToAT 3 128 6alT (LecTHaguaTepUYHbIX pa3psagos Bcero 256).
Kaxabiin pa3pag obosHavaeT YeTbipe VLAN/nopta. Mo Homepy VLAN/nopTa onpeaensetca Hy>KHoe nosne.

lpumep 1
3anuncatb 6MTOBYIO MacKy AnsA UHTepdelicoB TenGigabitEthernet 2/0/16-17:

— ana 1G nntepodeicos ifindex HaumHaeTcs ¢ 1;
— ananopra te2/0/16 ifindex paseH 68, ana te2/0/17 — 69.

OnpegeneHne Homepa paspaaa:

68/4=17 69/4=17,25 (Kaxabln pa3psag oTsevaeT 3a 4 iflndex. Mpu genenuun ifindex Ha 4 ana
onpeaeneHuns Ne paspaga Ans 3anucu, nosy4eHHoe 3HauyeHme oKpyraseTca B 60/bLUYIO CTOPOHY).

Ecnn Ham HyXKHbl nopTbl te2/0/16-17 (ifindex 68,69), To OHM A0MKHbI BbITb 3anuncaHbl 8 17 1 18 none.

B aBOMYHOM NocneaoBaTensHocTu 17 none byaeT 3anncaHo cieaytolmm obpasom 0001 (MocneaHaAn
1 — 68 nHgekc). Nepesoaum B HEX, nonyyaem 1.

B aBounyHoI nocneposatensHocTn 18 none 6yaert 3anucaHo caeayowmm obpasom 1000 (Mepsan 1
— 69 nHgekc). Nepesoaum B HEX, nonyyaem 8.

UToro B butoBoit macke byaet 16 Hynen, 1, 8: 000000000000000018.

lpumep 2
3anucatb 6uTOBYIO Macky ana vian 622, 3100.

—  622/4=155,5 (Kaxapiit 0 otBevaeT 3a 4 vlan. Mpu geneHnun vlan Ha 4 ansa onpegenerHmsa Neo
nons Ans 3anucu oKpyr/ieHue Bcerga UAeT BBEPX).
Ecnm Ham HyxKeH vlan 622, To oH gosixKeH 6bITb 3anucaH B 156 none.
B aBouuyHOM NocnegoBaTenbHOCTM 156 none byaeT 3anucaHo creayowmm obpasom: 0100
(sTopas 1 — 622 vlan). Mepesogum B HEX, nonyyaem 4.
UToro B 6uToBOI Macke byaeT 155 Hynen n 4:
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
000000000004

— 3100/4=775
TpebyeTca NpMHATb BO BHUMAHME, YTO A8 yKaszaHMA Homepa VLAN bepyTca Tabamupl
rldotlgPortVlanStaticEgressList1t01024
rldotlgPortVlanStaticEgressList1025t02048
rldotlgPortVIanStaticEgressList2049t03072
rldotlgPortVlanStaticEgressList3073t04094
Tak Kak Hal vlan nonagaert B 4 Tabauuy, To 775-256*3=7.
Vlan 3100 6yaet 3anucaH B 7 none AaHHOW Tabauubl.
B ABOMYHON nocnenoBaTenbHOCTU 7 none byaeT 3anucaHo cnegytowum obpasom: 0001
(MocneaHas 1 — 3100 vlan). Mepesogmm B HEX, nonyyaem 1.
UToro B 6uToBOM Macke 6yaet 6 Hynei 1 1: 0000001.
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NMPUNOXKEHUE b. NTPUMEP CO3AAHUA TUMOBOIO IP ACL

B 4aHHOM NpPUIOXKEHMM PAacCMOTPEH Npumep HanonHeHus IP ACL c index-of-acl = 107 npaBunamu Buaa:

ip access-1list extended 7-ip

deny udp any bootps any bootpc ace-priority 20
permit igmp any any ace-priority 40

deny ip any 224.0.0.0 15.255.255.255 ace-priority 60
permit ip 37.193.119.7 0.0.0.0 any ace-priority 80
permit ip 10.130.8.3 0.0.0.0 any ace-priority 100
permit ip 192.168.0.0 0.0.0.15 any ace-priority 120
permit ip 37.193.119.7 0.0.0.0 any ace-priority 140
exit

Co30aHue npasuna deny udp any bootps any bootpc

MIB: gosclimib.mib

Ucnonbsyemble Tabnuubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NpPpoBoAUTCA B ABa 3anpoca.

1. 3apatoTca napameTpbl NpaBuaa

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{38auenue nona 1} i {protocol(l)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nona 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nonsa 1} i {3HaueHume B Tabiule nopra Iajs

nporokojsia = 0. KoHcTaHTa mJjig 2TOro mpaBuiaal \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nojnga 2} 1 {udp-port-src(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nojyg 2} 1 {Number of source port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nojysg 2} x {source ip (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne noyga 3} 1 { udp-port-dst(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue noya 3} 1 {Number of dst port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{38auenue nona 3} x {dst ip (HEX)}

2. Mpwusnaska npasuaa no uHaekcy (index-of-rule) Kk ACL no uHaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny(2)} \

1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {udp(3)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HaueHume nossa 1} \
1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} 1 {3HaueHume nossa 3} \
1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} i {3HaueHue nojsa 2}

Mpumep po6asneHua npasuna deny udp any bootps any bootpc B IP ACL 7-ip (T.K. npeanonaraeTca, 4to
npasu/o nepseoe no cuety, To index-of-rule=20)

KomaHpa CLI:

ip access-list extended 7-ip

deny udp any bootps any bootpc ace-priority 20
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 1 \
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1.3.6.1.4.1.89.88.5.1.4.1 x "0x11 FF" \
1.3.6.1.4.1.89.88.5.1.3.1 1 0 \
1.3.6.1.4.1.89.88.5.1.2.2 1 6 \
1.3.6.1.4.1.89.88.5.1.3.2 1 67 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 00" \
1.3.6.1.4.1.89.88.5.1.2.3 1 7 \
1.3.6.1.4.1.89.88.5.1.3.3 1 68 \
1.3.6.1.4.1.89.88.5.1.4.3 x "0x00 0OO"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.20 1 2 \
1.3.6.1.4.1.89.88.31.1.4.1.20 1 3 \
1.3.6.1.4.1.89.88.31.1.5.1.20 1 1 \
1.3.6.1.4.1.89.88.31.1.7.1.20 1 2 \
1.3.6.1.4.1.89.88.31.1.9.1.20 1 3

Co30aHue npasuaa permit igmp any any

MIB: gosclimib.mib

Ucnonbsyemble Tabnunubl:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasuaa NpoBOAUTCA B ABa 3anpoca.
1. 3apatoTtca napameTpbl npasuaa

set -v2c -c <community> <IP address> \
6 .1.89.88.5.1.2.{3uauenue moyg 4} i {protocol(l)} \
6 .1.89.88.5.1.4.{sHauenue noyg 4} x {protocol index (HEX) }

snm

n
1
1

w w'o

.3.6.1.4
.3.6.1.4
2. MMpwusnaska npasuna no uHaekcy (index-of-rule) kK ACL no uHaekcy (index-of-acl) kak permit.
snmpset -v2c -c <community> <IP address> \

.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {igmp (8)} \
.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {sHauenme noyga 4}

|l e S

MNpumep pgob6asneHua npasuna permit igmp any any B IP ACL 7-ip (T.K. npeanonaraetca, 4tTo Npasuao
BTOpOE No cyety, To index-of-rule=40)

KomaHpa CLI:

ip access-list extended 7-ip

permit igmp any any ace-priority 40
exit

KomaHpaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.4 1 1 \
1.3.6.1.4.1.89.88.5.1.4.4 x "0x02 FEF"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.40 i 1 \
1.3.6.1.4.1.89.88.31.1.4.1.40 i 8 \
1.3.6.1.4.1.89.88.31.1.5.1.40 1 4
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Co3daHue npasuna deny ip any any any 224.0.0.0 15.255.255.255

MIB: gosclimib.mib

Ucnonb3yemble Tabnuubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlIQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuvaa NpPpoBoAUTCA B ABa 3anpoca.

1. 3apatotca napameTpbl Npasuna

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3uauenne mnossg 5} i {ip-dest(3)} \
1.3.6.1.4.1.89.88.5.1.4.{38auenue nona 5} x {dst ip +wildcard mask (HEX)}

2. Mpwusaska npasuaa no uHaekcy (index-of-rule) Kk ACL no uHaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} 1 {deny (2)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nomsa 5}

MNpumep pobasneHusa npasuna deny ip any any any 224.0.0.0 15.255.255.255 B IP ACL 7-ip (T.K.
npeAanonaraeTcs, YTo NPaBUIO TpeTbe Nno cuyety, To index-of-rule=60)

KomaHpa CLI:

ip access-list extended 7-ip

deny ip any any any 224.0.0.0 15.255.255.255 ace-priority 60
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.5 1 3 \
1.3.6.1.4.1.89.88.5.1.4.5 x "OxEO 00 00 00 OF FF FF FE"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.60 1 2 \
1.3.6.1.4.1.89.88.31.1.4.1.60 1 1 \
1.3.6.1.4.1.89.88.31.1.5.1.60 1 5

Co30aHue npasuaa permit ip any any 37.193.119.7 0.0.0.0 any

MIB: gosclimib.mib

Ucnonbsyemble  Tabauubi:  rlQosTupleTable —  1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuvaa NpoBoAUTCA B ABa 3anpoca.

1. 3apatoTca napameTpbl NpaBMAna

snmpset 2c —-c <community> <IP address> \

-V
.4.1.89.88.5.1.2.{3Hauenme noya 6} 1 {ip-source(2)} \
4.

n
1 .1
1 .1.4.1.89.88.5.1.4.{3Hauenue nojysa 6} x {source ip +wildcard mask (HEX) }

w W'

e
.3.6
.3.6
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2. [MpwusAaska npasuaa no uHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHme noJsdgd 6}

MNpumep aobasneHuna npasuna permit ip 37.193.119.7 0.0.0.0 any B IP ACL 7-ip (T.K. npegnonaraerca, 4to
npaBu/o YeTBepTOoe No cyety, To index-of-rule=80)

KomaHpga CLI:

ip access-list extended 7-ip

permit ip 37.193.119.7 0.0.0.0 any ace-priority 80
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.6 1 2 \
1.3.6.1.4.1.89.88.5.1.4.6 x "0x25 C1 77 07 00 00 00 0O"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.80 1 1 \
1.3.6.1.4.1.89.88.31.1.4.1.80 1 1 \
1.3.6.1.4.1.89.88.31.1.6.1.80 1 6

Co30aHue npasuaa permit ip 10.130.8.3 0.0.0.0 any

MIB: gosclimib.mib

Ucnonblyemble Tabnuupbi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3faHue Npasuna NpoBoAMTCA B 4Ba 3anpoca.

1. 3apatotca napameTpbl Npasuna
t 2c -c <community> <IP address> \

1.89.88.5.1.2.{3Hauenne nosa 7} i {ip-source(2)} \
1.89.88.5.1.4.{sHauenue noynsa 7} x {source ip +wildcard mask (HEX) }

snmp
1.3
1.3

set -v
.6.1.4.
.6.1.4.

2. MpwueAaska npaBuaa no nHaekcy (index-of-rule) k ACL no nHgekcy (index-of-acl) kak permit
snmpset -v2c -c <community> <IP address> \

.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3Hauenme noysa 7}

|l e S

Npumep pobasneHns npasmna permit ip 10.130.8.3 0.0.0.0 any B IP ACL 7-ip (T.K. npegnonaraerca, Uto
npaBwuao nAaToe no cyety, To index-of-rule=100)

KomaHpa CLI:

ip access-list extended 7-ip

permit ip 10.130.8.3 0.0.0.0 any ace-priority 100
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.7 1 2 \
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1.3.6.1.4.1.89.88.5.1.4.7 x "0x0OA 82 08 03 00 00 00 OO"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.100 1 1 \
1.4.1.89.88.31.1.4.1.100 1 1 \

1.3.6.
1.3.6.1.4.1.89.88.31.1.6.1.100 1 7

Co30aHue npasuaa permit ip any any 192.168.0.0 0.0.0.15 any

MIB: gosclimib.mib

MUcnonb3ayemble Tabauubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlIQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: Co3gaHuMe npaBmaa NPoOBOANTCA B 4Ba 3anpoca.

1. 3apgatotca napameTpobl Npasuna.

m t 2c —-c <community> <IP address> \
1.89.88.5.1.2. {3uaueHue nomnsa 8} 1 {ip-source(2)} \

1.89.88.5.1.4. {3HaueHue nomnsa 8} x {source ip +wildcard mask (HEX)}

S S

n
1
1

w W'

et -v
.3.6.1.4.
.3.6.1.4.

2. Mpwusaska npasuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) Kak permit.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3Hauenue noja 8}
Mpumep aobasneHns npasuna permit ip 192.168.0.0 0.0.0.15 any B IP ACL 7-ip (T.K. npeanonaraertcs, uto
npasuno wecroe no cuerty, To index-of-rule=120)

Komanpga CLI:

ip access-list extended 7-ip

permit ip 192.168.0.0 0.0.0.15 any ace-priority 120
exit

Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.8 1 2 \
1.3.6.1.4.1.89.88.5.1.4.8 x "0OxCO A8 00 00 00 00 OO OF"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.1.120 1 1 \
1 1.4.1.89.88.31.1.4.1.120 i 1 \

.3.6.
1.3.6.1.4.1.89.88.31.1.6.1.120 1 8

1. MpwueAaska npasuna no uHaekcy (index-of-rule) Kk ACL no uHaekcy (index-of-acl) kak permit

snmpset -v2c —-c <community> <IP address> \

1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HauenHume nosa 9} \
1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} 1 {3Hauenme nojsa 10}
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NMPUNOXEHUE B. N"PUMEP CO3AAHUA, HANONHEHUA U YOANEHUA OFFSET-LIST C
NPUBA3KOM K MAC ACL

B AaHHOM NpUNOXKEHUM PacCMOTPEH NpUMep co3gaHus u HanonHeHua MAC ACL c index-of-acl = 207
npasunamu Bnga:

mac access-list extended 7-mac

offset-1list PADO 12 12 00 88 12 13 00 63 12 15 00 07
deny any any offset-list PADO ace-priority 20

Co30aHue mac access-list

MIB: gosclimib.mib

Ucnonbayemble Tabanybl: rlQosAclTable — 1.3.6.1.4.1.89.88.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
1.3.6.1.4.1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip (2)} \
1.3.6.1.4.1.89.88.7.1.4.{index-of-acl} i1 {createAndGo(4), destroy(6)}

Mpumep co3panHmna MAC ACL c nupaekcom 207

KomaHpa CLI:

mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.1 s "7-mac" \
1.3.6.1.4.1.89.88.7.1.3.1 1 1 \
1.3.6.1.4.1.89.88.7.1.4.1 i 4

Co30aHue npasuna 8 MAC ACL Ha ocHosge EtherType

MIB: gosclimib.mib

Ucnonb3yemble Tabnunubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuia NnpoBoAUTCA B ABa 3anpoca.

1. 3apatotca napameTpsbl Npasuna

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noxg 1} i1 {mac-src(10), mac-dest (11),

vlian(12)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenmne nosg 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{3HadeHue noyusa 1} 1 {3HadueHme B Tabiuile HNOpTa IJs
nporokojyia = 0. KoHcTaHTa mjig 3TOro mnpaBuial \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne momnsg 2} i {ether-type(17)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenne mosnsg 2} i {ether-type (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nojg 2} x {HyneBoe mojie - KOHCTaHTa}
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2. [MpwusAaska npasuaa no uHaekcy (index-of-rule) kK ACL no uHaekcy (index-of-acl) kak permit.

snmpset -v2c
.1.3.6.1.4.1.
.1.3.6.1.4.
1.3.6.1.4.
1.3.6.1.4.

1
1.
1.89.

-c
89

.89.
89.

<community> <IP address> \

.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)
88.31.1.4.{index-of-acl}.{index-of-rule} i {mac(5)} \
88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HadeHme noysa 1} \
88.31.1.9.{index-of-acl}.{index-of-rule} i {3HaueHme nosgsa 2}

MNpumep pgobasneHusa npasuna permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 8 MAC ACL 7-
mac (T.K. npeanonaraercs, UTo NPaBK/Io NepBoe no cyety, To index-of-rule=20)

KomaHaa CLI:

mac access-list extended 7-mac
permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 ace-priority 20

exit

KomaHaa SNMP

snmpset -v2c -c private

1.3.6.1.4.1.

PR e e e
Wwwww
NN
b
PN
b

H
w
=N
—

4.1,

192.168.1.30 \
89.88.5.1.2.1 1 10 \
.89.88.5.1.2.2 1 17 \
.89.88.5.1.4.1 x "0x001£fc68bc68a000000000000™ \
.89.88.5.1.3.1 1 0 \
.89.88.5.1.3.2 1 2054 \
.89.88.5.1.4.2 x "0x00 00"
snmpset -v2c -c private 192.168.1.30 \
89.88.31.1.3.1.20 1 1 \
89.88.31.1.4.1.20 1 5 \
89.88.31.1.5.1.20 i 1 \
89.88.31.1.9.1.20 1 2

e
ww W
o o o
S

4.1.
.4.1.
4.1.
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TEXHUYECKAA NOAOAEPXKKA

Ona  nonydeHuMAa  TEXHWYECKOM  KOHCYAbTauMM MO BOMPOCAM  3KCnjayaTauuum  060pynoBaHUA
000 «MNpeanpusatne «3JITEKC» Bbl MoxkeTe 06paTUTbC B CEPBUCHBIN LLEHTP KOMMNAHWUK:

dopma obpaTtHo cBaA3n Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha oduumanbHOM caliTe KOMMaHUMM Bbl MOMKETE HalTU TEXHUYECKYH AOKYMEHTAUMIO U NporpammHoe
obecneyeHne ana npoaykuum OO0 «Mpeanpustne «I/ITEKC», obpatntbca K 6ase 3HAHWW, OCTaBUTb
WHTEPaKTUBHYIO 3aABKY UM MPOKOHCY/IbTUPOBATLCA Y UHKeHepoB CepBUCHOTO LIEHTPa Ha TeXHU4Yeckom bopyme.

OdurumanbHbI cait KomnaHun: https://eltex-co.ru/

TexHnueckuit popym: https://eltex-co.ru/forum

Ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LlenTp 3arpy3ok: https://eltex-co.ru/support/downloads
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