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Bepcua fOKymeHTa

JAara BbinycKa

CopeprkaHue UsmeHeHMmi

Bepcua 1.37

28.04.2023

CuHxpoHusaums c sepcuent MO 4.0.20

U3meHeHus B paspenax:

5.7.1 OnucaHue aprymeHTOB KOMaHA,

5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBO npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.28.1 dyHKLUM 06ecneyeHnn 3aWwmTbl NOPTOB

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 Hactpoiika npotokona IS-IS

Bepcua 1.36

23.01.2023

CuHxpoHusauums c sepcuent M0 4.0.19

U3meHeHuUA B paspenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 HacTpoiika VLAN u peMumoB KommyTauum nHtepdeiicos
5.16.1 NpoTtokon IPv6

5.17.5.1 Hacrpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.1 NMpoTtokon PIM

5.20.4 ®dyHKumua IGMP Proxy

5.21.2 NMpotokon RADIUS

5.21.4 NpoTtoKon ynpasneHusa cetbto (SNMP)

5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

5.28.1 ®dyHKLUUM 0b6ecnevyeHUA 3aWwmTbl NOPTOB

5.28.2.2 PacwumpeHHas nposBepKa NoA/IMHHOCTU

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctTaTuecKoii mapLupyTusaumm

5.35.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcuma 1.35

16.12.2022

CuHxpoHusauuma c sepcuent M0 4.0.18.4

Bepcua 1.34

29.11.2022

CuHxpoHusauma c sepcueit MO 4.0.18.2

U3meHeHunA B pasgenax:

5.7.3 KomaHpab! gna pesepsnposBaHna KoHpurypaumm
5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.17.2 HacTpoiika npoTtoKkona ARP

5.17.8 Hactpoiika npotokona OAM

5.17.5 CemeicTBO NnpoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.21.4 Npotokon ynpasaeHus cetoto (SNMP)

5.34.1 Hactpoiika QoS

2 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.33 29.07.2022 CuHxpoHusaums c sepcueit MO 4.0.18

[Nob6aBneHbl pasgenoi:
5.35.13 KoHdurypauma BupTyanbHOM 061acT mapLupyTM3auum
(VRF)

U3meHeHun B paspenax:

5.5 KomaHgbl ynpaBaeHUsa cuctemoim

5.7.2 KomaHgpb! gnsa paboTbl ¢ paiinammu

5.10.1 Napamertpbl Ethernet-untepdoeiicos, Port-Channel- n
Loopback-untepdeiicos

5.14 Hactpoiika IPv4-agpecauum

5.17.5 CemeiicTBO npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.21.7 HacTpoiika goctyna

5.23 3epKanuposaHue (MOHUTOPUHT) NOPTOB

5.28.5 3awuTa IP-agpeca KnueHrTa (IP source Guard)

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMueckoii mapLuipyTusaumum

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.32 27.06.2022 CuHxpoHusaums c sepcuent MO 4.0.17

U3meHeHus B paspgenax:

2.3 OCHOBHblE TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.11 Selective Q-in-Q

5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.17.7 HacTpoiika npoToKona LLDP

5.19.1 dyHKUMA NocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.5 RADIUS-asTopusauma sanpocos IGMP

5.21.2 Npotokon RADIUS

5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.32.3 KoHdurypaumsa ACL Ha 6a3e MAC

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Bepcma 1.31 01.04.2022 CuHxpoHusauma c sepcueit N0 4.0.16.14
Bepcua 1.30 28.02.2022 CuHxpoHusaums c sepcmein MO 4.0.16.13
Bepcuna 1.29 12.01.2022 UsmeHeHuA B paspenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu
5.18 Voice VLAN

5.25.3 luarHocTMKa MHAUKauMmM nHtepdeinncos
5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.32.2 KoHdurypauusa ACL Ha 6ase IPv6

5.32.3 KoHdurypauusa ACL Ha 6a3e MAC

Bepcua 1.28 12.11.2021 UsmeHeHuA B paspenax:

2.1 HazHauyeHue

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKU

2.4.1 BHelWwHW BUA U ONUCaHUE NepeaHeli NnaHen ycTpoicTea
2.4.2 3aaHAA 1 BepXHAA NaHeNun YCTPoicTBa

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 3
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Bepcua 1.27

12.10.2021

M3meHeHUA B paspgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.2 Npasuna rpynnoeoi agpecauumn (multicast addressing)
5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

Bepcua 1.26

30.07.2021

[Oo6asneH kommyTtatop MES2324P ACW

UsmeHeHUA B pasgenax:

2.3 OcHOBHbIe TeXHUYeCKue XxapaKTepucTuku

2.4.1 BHewWwHW BUA U ONUCaHUE NepepHeii naHen ycTpoicTea
2.4.2 3aaHAA ¥ BepPXHAA NaHen yCTPoiicTBa

2.4.4 CeeTtoBaA UHAMKALMA

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHabl ynpaBaeHus cuctemoi

5.8 HacTpoiika cucteMHOro BpemeHu

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.17.5 CemeiicTBO NnpoToKonoBs STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 ¥ypHan aBapuii, npotokon SYSLOG

5.31 KoHdwurypauua DHCP-cepsepa

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 Hacrpoiika Route-Map

Bepcua 1.25

30.04.2021

Do6asneHbl pasgensl:
5.25.3 lnarHocTMKa MHAUKauMmn nHtepdeincos

M3meHeHUA B paspenax:

2.3 OCHOBHble TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 Hacrpoiika uHtepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control ana pasnuuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTpoab npoTokona ARP (ARP Inspection)

5.28.2 NpoBepKa NOAJMHHOCTM K/IMEHTA HA OCHOBe NnopTa (cTaH-
Bapt 802.1x)

5.28.3 Hactpoiika ¢pyHKkumun MAC Address Notification

5.33 KoHdurypauma 3awurbl ot DoS-atak
5.34.1 Hactpoiika QoS

Bepcua 1.24

02.03.2021

CuHxpoHusauums c sepcuei MO 4.0.15.3

Bepcma 1.23

10.02.2021

U3meHeHuns B paspgenax:

2.2.3 dyHKUMM BTOPOro YpOBHA ceTeBoii moaenu OSI

2.4.4 CeeTtoBaA UHAMKALMA

4.5.1 ba3oBas HacTpoiika KOMMmyTaTopa

4.5.2 Hactpoiika napameTtpoB cuctembl 6e3onacHocTn

5.5 KomaHgbl ynpasieHusa cuctemon

5.12 Storm Control ana pasnnuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.22 24.12.2020 [ob6aBneHbl pasgenni:
5.35.12 NMpoTtokon GRE

U3meHeHuUA B paspenax:

5.7.4 KomaHAabl gna aBTOMaTUYECKOro o6HoBneHUA U KoHdurypa-
unmn

5.10.2 Hactpoiika VLAN u pexumoB KommyTauum uHtepdeincos
5.10.3 HacTpoiika Private VLAN

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.17.1 Hactpoiika npotokona DNS — cucrembl AOMEHHbIX UMEH
5.21.3 NpoTtokon TACACS+

5.28.4 KoHtponb npotokona DHCP u onuyua 82

5.33 KoHpurypauma 3awutbl ot DoS-atak

5.34.1 HacTpoiika QoS

Mpunoxkenue . OnucaHMe NpoueccoB KOMMyTaTopa

Bepcma 1.21 27.10.2020 U3meHeHunA B paspenax:

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnamm
5.33 KoHdwurypauma 3awurbl ot DoS-atak

Bepcuma 1.20 16.10.2020 U3meHeHuA B paspgenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.20.4 ®dyHKumua IGMP Proxy

Bepcma 1.19 14.09.2020 U3meHeHunA B paspgenax:

5.1 ba3oBble KOMaHAbI

5.10.1 Napamertpbl Ethernet-untepdgeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.17.11 Hactpoiika ¢yHKuuMmM Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.28.1 dyHKUUM 06ecneyeHUn 3aWmTbl NOPTOB

5.28.5 3awuTa IP-agpeca KnueHrta (IP source Guard)

Bepcna 1.18 02.09.2020 [Oob6aBneHbl pa3genbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika akTMBHOro ceaHca KnueHTa (CoA)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.8 HacTpoiika cBs3Ku Kntoueit

U3meHeHus B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTUKu

2.4.4 CBeToBaA UHAMKALMUA

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnammu

5.10 KoHdwurypauma uitepdeiicos u VLAN

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-untepdeiicos

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 ®dyHKuua IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.1 dyHKUUM 06ecneyeHUn 3aWwmTbl NOPTOB

5.28.4 KoHtponb npotokona DHCP v onuua 82

5.32 KoHdwurypauma ACL (cnucku KOHTpOAA AocCTyna)

5.34 KauectBo ob6cnyxusaHua — QoS

5.35.2 HacTpoiika npotoKona RIP

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 5
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5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcma 1.17

23.01.2020

[Do6asneH KommyTtaTtop MES3510P, y6paH MES2326

U3meHeHus B paspenax:

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peKMumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NPOTOKO/ KOHTPO/Si MHOFOa4pecHoro
Tpaduka B IPv6

5.28.4 KoHtponb npotokona DHCP u onuua 82

Bepcua 1.16

22.10.2019

Job6asneHbl pasgenbi:

3.3 YcraHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiky

4.5.1.2 PaclumMpeHHas HaCTpoOiiKa ypoBHA AocTyna

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YpaneHHblid 3anyck KomaHg, nocpeacrsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npotokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHus B paspgenax:

5.7.2 KomaHgapb! gnsa paboTbl ¢ paiinammu

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBO NnpoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PaclumpeHHasa nposBepkKa NOA/IMHHOCTH

5.29.2 ®yHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

Bepcma 1.15

16.09.2019

[o6asneHbl pasaensbi:

5.29.1 ®yHKuumn DHCP Relay gna IPv4

5.29.2 ®dyHkuum DHCP Relay ans IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKNE XapaKTePUCTUKHU

2.5 KomnneKkT noctaBku

4.5.1 ba3oBasa HacTpoiiKa KOMMyTaTopa

5.10 KoHdwurypauma nnutepdeiicos n VLAN

5.22 }XypHan aBapuit, npotokon SYSLOG

5.28.2.3 Hactpoiika akTUBHOro ceaHca KameHTa (CoA)
5.32 KoHowurypauma ACL (cnucku KOHTpOAA AocCTyna)

Bepcua 1.14

27.05.2019

[ob6aBneHbl pasgenoi:

5.17.10 Hactpoiika ¢pyHKuum Flex-link

5.19.5 RADIUS-asTopusauma sanpocos IGMP
5.20.2 ®dyHKuma PIM Snooping

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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5.20.3 Npotokon MSDP
5.35.5 HacTpoiika npotoKona IS-IS
5.35.7 HacTpoiika Prefix-List

U3meHeHun B paspenax:

2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBoit mogenu OSI

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.10 KoHdurypauma untepdeiicos n VLAN

5.14 Hacrtpoiika IPv4-agpecauumn

5.19.4 dyHKUUM orpaHnyeHua multicast-tpaduka

5.20.1 NpoTokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.4 NpoToKon ynpasneHua cetbto (SNMP)

5.28.4 KoHTponb npotokona DHCP u onuua 82

5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKONI0B MapLupyTU3aumum

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.13 05.02.2019 U3meHeHuA B paspenax:

2.2.4 dyHKUMM TPETbEro YPOBHA ceTeBoi mogenu OSI
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 Hactpoiika npotokona GVRP

5.21.7.1 Telnet, SSH, HTTP n FTP

5.25.2 inarHocTMKa onTU4eCcKOro TpaHcmeepa
5.27.2.2 PaclumMpeHHas HacTPOMUKa NOAJMHHOCTHU
5.27.3 KoHTtpoab npotokona DHCP v onuuu 82
5.28 ®dyHKkuun DHCP-Relay nocpegHuka

5.5 KomaHpabl ynpasaeHusa cucremoi
YBenuueHo Koaundecrso Port-Channel go 48

Do6asneHbl pasgensl:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcuna 1.12 01.11.2018 UsmeHeHuA B pa3aenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuku

5.17.4 MexaHusm o6Hapy:KeHus netenb (loopback-detection)
5.5 KomaHgbl ynpasieHUa cuctemon

5.19.2 Npasuna rpynnosoi agpecauunun (multicast addressing)

Bepcma 1.11 28.09.2018 [Oo6asneH pasgen:
5.17.5.3 Hactpoiika npotokona PVST+

U3meHeHunA B pasgenax:

2.4.1 BHewWwHW BUA M onucaHue nepegHeit naHenun ycTpoicTea.
4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpaBieHUsa cuctemon

5.17.3 Hactpoiika npotokona GVRP

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.2 Npasuna rpynnoeoi agpecaumnmn (multicast addressing)
5.25.2 inarHocTnKa onTM4eCcKOro TpaHcmeepa

5.25.1 ilnarHocTuKa megHoro Kabensa

5.21.2 Npotokon RADIUS

5.26 dneKTponuTtaHue no amHuam Ethernet (PoE)

5.27.1 ®dyHKuMA o6ecneyeHuUA 3aWwmTbl NOPTOB

5.30 KoHdurypauma DHCP-cepsepa

5.4 HacTpoiiKa MaKpOKOMaHp,

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 7
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Bepcma 1.10

28.06.2018

N3meHeHuA B paspenax
5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)

Bepcma 1.9

28.05.2018

[o6aBneHbl pasgensl:

5.3 NepeHanpaeneHue BbiBoAa KOMaHg, CLI B Npon3BobHbIiA
daiin Ha N3Y

5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.7.4 KomaHgapb! gna aBTomaTuueckoro o6HoBneHus u KoHdurypa-
umm

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel u Loop-
back-untepdeiicos

5.13 F'pynnbl arperauum KaHanos Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 Hactpoiika npotoKona DNS — cuctembl SOMEHHbIX UMEH
5.17.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.19.5 dyHKUUA MHOroaapecHoi mapwpyTtusauum IGMP Proxy
5.20 MHoroagpecHasa maplipyTusaumua — npotokon PIM

5.30 KoHourypauua DHCP-cepsepa

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

NPUNOXKEHUE A. NTPUMEPbI MTPUMEHEHUA U KOHOUTYPALIUU
YCTPOWMCTBA

NPUNOXEHUE I'. ONUCAHME NMPOLLECCOB KOMMYTATOPA

Bepcma 1.8

12.12.2017

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTuku

2.4 KOHCTPYKTUBHOE UCNO/IHEHUE

2.4.4 CeBeTOoBasA MHAUKALMUA

5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.9.1 Napametpbl Ethernet-unrepdeiicos, Port-Channel n Loop-
back-untepdeiicos

5.9.2 Hactpoiika VLAN u pe}MmoB KommyTauumn uHtepdeiicos
5.16.7 Hactpoiika npotoKona LLDP

5.18.1 ®yHKUMA nocpeaHUKa npoTokona IGMP (IGMP Snooping)
5.20.4 NpoToKon ynpasneHua cetbto (SNMP)

5.20.6 Cnucku goctyna ACL ans ynpasieHUA YCTPOUCTBOM
5.24.2 inarHocTMKa onTU4ECKOro TpaHcMeepa

6.2 XXypHan aBapwmii, npoTtokon Syslog.

6.9 KoHpurypauua PPPoE Intermediate Agent

Bepcua 1.7

18.09.2017

[o6asneHbl pasgenbi:
5.9.3 Hactpoiika Private VLAN

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTuKku

5.4 KomaHAbl ynpaBaeHUsa cuctemoim

5.9.2 Hactpoiika VLAN u pexMmoB KommyTauumn uHtepdeiicos
5.16.4 MexaHu3am ob6HapyxeHusa netenb (Loopback-detection)
5.18 'pynnoBasa agpecaumsa

5.20.6 Cnucku pocrtyna ACL anAa ynpaBaeHUA yCTPOICTBOM
5.20.2 Npotokon RADIUS
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YC/TOBHbIE OBO3HAYEHUA

0O603HaueHue OnucaHue
B KBaZpaTHbIX CKOBKaxX B KOMaHAHOM CTPOKe yKa3blBatoTCcA HeobsA3aTeIbHble
[1 napameTpbl, HO UX BBOA, NPefOCTaBAAET ONpeAeNieHHble AONONHUTE bHbIE
onumu.
B ¢urypHbIx ckobKax B KOMaHAHOWM CTPOKE YKa3blBAOTCA BO3MOXKHble 068-
i 3aTesibHble NapameTpbl. Heobxoammo BbIbpaTh OANH M3 NAPaMeTPOB.
«,» ﬂ,aHHbIe 3HaKM B ONNCaHNUN KOMaHAbl UCNONb3YKOTCA ANA YKa3aHUA AMana-
«-» 30HOB.
«|» [JaHHbIN 3HAK B ONMCaHMM KOMaHAbl 0603HAYaeT KUANY.,
«f» JaHHbIN 3HaK B oNMUcaHWe KOMaHAbl YKa3blBAeT HA 3HAYEHME NO YMONIYAHUIO.

Kypcusom Calibri ykasbiBaloTca nepemeHHble WAM MapameTpbl, KOTopble

Kypcus Calibri .
HeobxoAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM U/IN CTPOKOM.

MonyXMUpHbIA
MonyXMpHbIM WPUPTOM BblAENEHBI NPUMEYAHNA U NPEaYNPEKAEHUA.

KypcuBs
<MonyxcupHolii MoNy*KMPHbIM KYPCMBOM B YI/10BbIX CKOOKax YKa3blBalOTCA Ha3BaHWA Kna-
Kypcue> BWLU Ha KNaBuaType.

Courier New MNonyxunpHbim LW pudtom Courier New 3anuncaHbl npUmepbl BBOAA KOMAHA,

WpudpTtom Courier New B pamke C TeHbIO YKa3aHbl pe3ybTaThbl BbINOJHEHUA
KOMaHa,

Courier New|

MpumeyaHua u npegynpexaeHus

BaHMIO U HaCTPOWKe yCTPoiiCcTBa.

MpeaynpexaeHna UHGOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOpble MOryT HaHecTu
Bpep, yCTPOUCTBY UM YUEIOBEKY, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uam notepe

/ MpuUMmeyaHua coaeprKaT BaXHYI0 MHPOPMaLMIO, COBETbI MIM PEKOMEHAALMUM NO UCMO/b30-
o JAaHHbIX.
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1 BBEAEHMUE

B nocnegHue rogbl HabaogaeTca TeHAEHUMA K peannsaumm macTabHblX NPOEKTOB NO OpraHM3aumun
ceTeli cBA3U B COOTBETCTBMM C KoHuenumelr NGN (ceTu cneaytouiero nokosieHma). OAHOM M3 OCHOBHbIX 3a4au
NPW NOCTPOEHUM KPYMHbIX MY/IbTUCEPBUCHDIX CETEM ABNAETCA CO34aHNE HAAEKHbIX M BbICOKONPON3BOANTE b-
HbIX TPAHCNOPTHbIX CETEN, KOTOPbIE ABAAKOTCA ONOPHbLIMM B MHOTOC/TI0MHOM apxmTekType NGN.

Mepesaya wHoOpMaummM Ha 6OMbLWIKMX CKOPOCTAX, OCOBEHHO B CETAX KPynHOro MacwTaba,
noApasymeBaeT BbIOOp TaKoW TOMONOIMM CETM, KOTOpas MO3BOAAET MOKO OCYLLEeCTBAATb pacnpeaeneHue
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepuit MES23xx, MES23xx 1 MES53xx MOryT MCMNO/Ib30BaTbCA Ha CETAX KPYMHbIX
npeanpuaTuii n NpeanpuaTniA manoro n cpeaHero 6usHeca (SMB), B onepaTtopckux cetsax. OHM obecneunBatoT
BbICOKYO NMPOU3BOAUTENIBHOCTb, TMOKOCTb, 6€30MacHOCTb, MHOrOypOBHEBOE KauecTBO obcayxusaHua (QoS).
KommyTtatopbl MES5324 1 MES3324 061aaatoT NOBbILWEHHOM HafeXHOCTbIO 3a CYET pe3epBUpPOBaHMA Y3108,
onpeaenatowmnx becnepebonHOCTb GYHKLNMOHNPOBAHMA — MOAYNEN NMUTAHUA U MOAYNEN BEHTUNALUN.

JNInHelika npomblwneHHbix KommyTaTopos IJITEKC cepun MES35xx npegHasHaveHa 41a opraHM3aumm
3aLUMLLLEHHDbIX OTKa30yCTOMYMBLIX CETEl Mepenayvn AaHHbIX Ha OObeKTax, rge HeobxoAMMO BbIMOJHEHWE
TpeboBaHMI MO YCTOMYMBOCTM K BO3LENCTBMAM PA3NMYHOIO BMAA TEMMEpPaTypHbIM U MEXAHUYECKUM
BO34EeNCTBMAM, BUOpaLMK U Ap.

B HacToAwem pyKoBOACTBE U3/I0XKEHbl Ha3HAYeHMe, TEXHUYECKUE XapaKTepPUCTUKU, peKoMeH4aumun no
Ha4YasbHOM HaCTpOVIKe, CUHTAKCUC KOMaHA4 AnA KOHd)MpraLI,MM, MOHWUTOPWUHIA U obHoBNEHUA nporpamMmmHoro
obecneveHus KOMMYTATOpPOB.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTaTtopbl arperauumn cepuii MES53xx, MES33xx — 3TO BbICOKONPOM3BOAMUTE/NbHbIE YCTPOMNCTBA,
OCHalleHHble WHTepdencamm 10GBASE-G, 40GBASE-G w npegHasHauyeHHble ANA WUCNO/Mb30BaHMA B
OMepaTopPCKMX CETAX B KaUecTBe YCTPOWCTB arperaummn 1 B LieHTpax 06paboTku aaHHbIx (LLOA) B KauecTse Top-
of-Rack nnun End-of-Row kommyTtaTopos.

MopTbl ycTpoicTBa noaaep»kusatoT paboTty Ha ckopoctax 40 Féut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nam 1 rémt/c (1000BASE-X n 1000BASE-T SFP), uto obecneuymBaeT rmbKOCTb B MCMNOAb30BaHUU U
BO3MOKHOCTb NOCTENEHHOro nepexoaa Ha 6osee BbICOKME CKOPOCTM Nepepauyr AaHHbIX. Hebnokupyemasn
KOMMYTaLMOHHAA MaTpuLa NO3BOJIAET OCYLLECTBATL KOPPEKTHYIO 06paboTKy NAaKeToB NPU MaKCUMAaAbHbIX
HarpysKax, COXpaHas Npu 3TOM MUHUMAa/bHbIE U NpeacKasyemMble 3a4ePKKM Ha BCcex TUNax TpaduKa.

Cxema BeHTUnAUMM front-to-back obecneunBaet adpdeKkTMBHOE OXNaKAEHME NPU WUCNOJb30BAHMM
YCTPOMCTB B YCN0BUAX COBpPeMeHHbIx LLO/.

lﬂ,y6‘l'll/lpOBaHHble BEHTUNATOPbI U WUCTOYHUKU NUTAHMNA NOCTOAHHOIO WIAU NepemMeHHOro TOKa B
CoYeTaHnn C Pa3BUTON CUCTEMON MOHUTOPUHIa annapaTHOM YacTK YCTPOMCTBA NO3BONAIOT NOYUYNTb BbICOKME
nokasaTenu HafAeXHOCTU. YCTPOMCTBA MMEIOT BO3MOMKHOCTb ropsAyelt 3ameHbl mMmoaynei nNuUTaHua U
BEHTMNALMOHHbIX Moaynel, obecneunsan becnepeboiiHOCTb GYHKLMOHNPOBAHMA CETU onepaTopa.

KommyTtatopbl goctyna MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) — ynpaBnsemble
KOMMYTaToOpbl YPOBHA L3, OCyLWecTBAAIOT NOAKNIOYEHUE KOHEYHbIX MO/b30BaTesiel U ceTeit npeanpuaTuii
MaJIoro 1 cpeaHero 6M3Heca K ceTAM onepaTopoBs CBA3M C MomolLbio nHtepdeicos 1/10 Gigabit Ethernet.

MpomblwneHHble KommyTaTopbl MES2328I, MES3508(P), MES3510(P) npegHasHayeHbl AN opraHusa-

UMM 3alUMULLEHHbIX CeTel nepepayn AaHHbIX Ha 06beKTax, rae Heob6xoaMmo BbiNoiHEHME TpeboBaHUI Mo
obecneyeHUIo yCTOMUMBOCTM K TeMNepaTypHbIM BO34,ENCTBUAM.

2.2 O®YHKUUM KOMMYTATOpA

2.2.1 basosble hyHKyuU
B Tabanue 1 npuseaeH cnncok 6a3oBbix GyHKUKNIA YCTPOMUCTB, AOCTYMNHbIX 418 a4MUHUCTPUPOBAHUA.

Tabnuua 1 — basoBble GyHKLUN YCTPOUCTBA

3awyuma om BAOKMPOBKa BO3HUKAET B C/TyHaAx Neperpyskm BbIXOAHbIX NOPTOB YCTPOMCTBA Tpa-
6n10KuposKu GUKOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMUT K 3a4epKKam rnepesaum
oyepedu (HOL) OaHHbIX N NOTepe NaKeToB.
Mododepika c 6
NocobHOCTb NOAAEPKMBATL Nepesayy CBEPXAJMHHbBIX KaapoB, YTO NO3BONAET

C8epXOAUHHbIX AAEP PeAaty ceepxa AP .

nepenaBaTtb AaHHble MEHbLIMM YMCIOM NAKETOB. ITO CHUMKAET 06beM CyKebHOM
Kadpos (Jumbo

MHbOpMaLMn, Bpems 06paboTKM U NepepbiBbl.
frames)
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YnpaeneHue
nomokKom
(IEEE 802.3X)

YnpasseHne NOTOKOM MO3BO/IAET COeANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbl-
COKOCKOPOCTHbIM. JnA npepoTBpalleHna nepenoaHeHna 6ydpepa HU3KOCKOPOCT-
HOe YCTPOICTBO MMEET BO3MOXHOCTb 0TNPaBaATb nakeT PAUSE, Tem cambim UH-
dopMuMpyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTM cAenatb naysy npu
nepegave NakeTos.

Paboma e cmeke
ycmpoiicme

KommyTaTop noaaep:kvMBaeT 06beiMHEHE HECKOIbKMUX YCTPOMCTB B CTEK. B aTOM
c/lyyae KOMMYTaTOpbl PaccMaTpuBAlOTCA KaK efAMHOe YCTPOUCTBO C 06wumu
HacTpoKamu. BO3MOKHbI ABE TOMOJOrMM MOCTPOEHUS CTeKa — KO/bLO W Le-
nouka. Mpu 3Tom NapameTpbl NOPTOB BCEX YCTPOWCTB, BKIHOUEHHbIX B CTEK, MOXKHO
334aTb C KOMMyTaTopa, paboTaioliero B pexume «mactep». CTeKMpoBaHue
YCTPOWCTB NO3BONAET CHU3UTb TPYAOEMKOCTb YPaBAEHUSA CETHHO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GyHKUMM YCTPOCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnua 2 — OyHKUMK paboTbl c MAC-agpecamu

Tabauya MAC-
adpecos

KommyTaTop cocTtaBnaeT B namat TabanLly, B KOTOPOR ycTaHaBAMBaeTCA COOTBET-
cteue mexkgy MAC-agpecamu 1 y3namum nopToB KOMMYTaTopa.

Pexcum obyveHus

B oTcyTCcTBME 0BYyUYeHMs AaHHble, MOCTyNatoLWmne Ha Kakon-nMbo nopT, nepenatoTca
Ha BCe OCTa/IbHble NOPTbl KOMMYyTaTopa. B pexxnme obyyeHUs KommyTaTop aHaNAn-
3MpyeT Kaapbl 1, onpeaenvs MAC-agpec oTnpaBuTeNsa, 3aHOCUT ero B Tabauuy
KommyTaumn. Bnocneacteum Kagp Ethernet, npeaHasHayeHHbIM ansa xocta, MAC-
aapec KOToporo yKe ecTb B TabsMue, NnepeaaeTca TONbKO Yepes yKa3aHHbIN B Tab-
nvue nopr.

Moddepxka
nepedayu Ha
Heckonbko MAC-

[aHHaa dyHKUMA NO3BONSET YCTaHAB/AMBATL COEAMHEHMUA KOAMH KO MHOTUM» U
«MHOTME KO MHOTMM». TakuM 06pa3om, Kaap, afpecoBaHHbIi MHOTOaApecHO

adpecos rpynne, nepefaeTca Ha KaXKAblil NOPT, BXOAALMI B rpynny

(MAC Multicast ' '

Support)

Aemomamuveckoe } 5

epems xpaHeHus Ecau oT ycTpoiicTtea ¢ onpegeneHHbiMm MAC-agpecom 3a onpeaesieHHbIn nepuog,
BpemMeHUN He NOCTYyNakoT NaKeTbl, TO 3aNUCb ANA AaHHOIo aapeca yCtapeBaeT U a-

MAC-adpecoe p y Aana Aap ycTap YA

Aut tic Aai naetca. 9To no3BonsAeT noaaepxnBatb Ta61w|u,y KOMMYTaUuun B aKTyaZlbHOM CO-

(Automatic Aging for ———

MAC Addresses)

CmamuyecKue .

3anucu MAC CeteBomn KOMMYTATOP NO3BO/IAET NO/21b30BaTENHO onNpeaennTb CtTaTuyeCkme 3anncu

X . cooTBeTcTBNIN MAC-agpecoB, KOTOpble COXPaHAOTCA B TabinLe KOMMyTaLUun.
(Static MAC Entries)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnnue 3 npuseaeHbl pyHKLUN 1 0COBEHHOCTM BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnnua 3 — OnucaHune GyHKUMIA BTOPOro ypoBHA (yposeHb 2 OSl)

Peanusauus npoTtokona IGMP no3sonset Ha ocHoBe MHbOPMaLMK, NONYYEHHOM

®yHkyus IGMP npw aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPOMCTBA B CETU
Snooping y4acTBYIOT B rpynnax MHOroagpecHoOW paccbIku1, U agpecoBaTtb TPaduk Ha cOOT-
BETCTBYIOLLME NOPTbI.
®yHKyusa MLD Peanusauus npotokona MLD no3sossfeT ycTPOMNCTBY MUHUMM3MPOBATL MHOF0AA-
Snooping pecHbii IPv6-TpaduK.
®PyHKUMA, NO3BOAIOLLAA MEepeHanpaBaATb MHOroaApecHbl Tpaduk u3 oaHoM
dyHKyua MVR VLAN B apyryto Ha ocHoBaHuM IGMP-coobLieHUI, YTO MO3BOAAET YMEHbLIUTD

HarpysKy Ha uplink-nopT. MpumeHsaeTca B peweHuax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«WTopm» — 370 pasmHoKeHue broadcast-, multicast-, unknown unicast-naketos
B KaXKAOM y3/1e, KOTOPOe NPUBOAMUT K TaBUHOOBPA3HOMY POCTY MX YMC/Ia U Napa-
nusyeT paboTy ceTn. KommyTaTopbl UMEOT QYHKLMIO, MO3BO/IAIOLLYIO OFPaHUYNTD
CKOPOCTb Nepesaym MHOroaApecHbIX U LUIMPOKOBELLATENbHbIX KapOoB, NPUHATbIX
M nepeaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoe
(Port Mirroring)

3epKannpoBaHue NopToB No3BonAeT Ayb6amposaTb TpaduK HabaogaeMbix NOPTOB,
nepecbinas Bxogawme uU/Unam ncxoasliMe nakeTbl HA KOHTPOAMPYIOLWMI nopT. Y
Nno/sib30BaTeNs KOMMYTaTOpPa €CTb BO3MOMKHOCTb 334aTb KOHTPO/IMPYIOLMIA U KOH-
Tpo/AMpyemble NOPTbI U BbIGpaTh TUM TpadUKa (BXOAALLMIN U/UAN UCXOJALMIA), KO-
TOpbIN ByaeT nepesaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHaa yHKUMA NO3BOASET Ha3HauMTb NopTy ero uplink-nopT, Ha KoTopblin be-
3ycnoBHo byaeT nepeHanpasaATbCcA Becb TpadukK, obecneymsan Tem cambiM U30-
NALMIO C APYTMMUM NOpTamu (B Npesenax o4HOro KoOMMyTaTopa), HaxoAAWMMUCA B
3TOM e WnpoKoBeLwaTenbHom gomeHe (VLAN) B npeaenax og4HOro KommyrtaTopa.

Private VLAN Edge

[aHHaa ¢yHKUMA NO3BOASET M30AMPOBATL rPynny NopTos (B npeaenax ogHOro
KOMMYTaTopa), HaXoAALWMXCA B OAHOM LUMPOKOBELLLATENIbHOM AOMEHE MEXKAY CO-
60i1, N03BONAA NPU 3TOM 0B6MeH TPadUKOM C APYrMMM NOPTaMM, HAXOLALLMMUCS
B 3TOM e WWPOKOBELATENbHOM AOMEHE, HO He MpMHAANeXxalwumm K 3ToM
rpynne.

Private VLAN (light
version)

ObecneunBaeT U301ALMIO MEXKAY YCTPOMCTBAMM, HAXOLALLMMUCA B OLHOM LUNPO-
KoBeLLaTe/IbHOM AOMeHE, B Npeaenax sceit L2-ceTn. PeannsoBaHbl TO/IbKO A4Ba pe-
*unma paboTbl nopta: Promiscuous u Isolated (Isolated-nopTbl He moryT o6meHu-
BaTbCA APYr C APYrom).

Spanning Tree Protocol — ceTeBoi NPOTOKO/, OCHOBHOM 3aAaueil KOTOPOro ABASA-

Moddepcka g
eTca npuseaeHue cetn Ethernet ¢ M36bITOYHBIMU COEAMHEHUAMMU K APEBOBUAHOM
npomokona STP .
. TONONOMMK, UCKNtoYatoLWel neTan. KommytaTopbl 06MeHWBaOTCA KOHdUrypaLu-
(Spanning Tree
OHHbIMM COOBLLLEHUAMM, UCNONb3YA Kagpbl CNeLmansHoro Gopmata, U BbIGOPOUHO
Protocol) BKJ/IOYAIOT M OTK/IKOYAIOT Nepeaayy Ha nopTbl.
Moddepika
npomokosa RSTP Rapid (6bicTpbiit) STP (RSTP) — aBnseTcA ycoBepLIEeHCTBOBaHMEM NpoTokona STP,
(IEEE 802.1w Rapid XapaKTepPU3YeTCA MEHbLUMM BPEMEHEM NPUBEAEHMA CETU K APEBOBUAHOM TOMO-
spanning tree nornmn n umeet 6onee BbICOKYH YCTOMYMBOCTD.
protocol)
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lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKon npegHasHavyeH A1a NoBblWEeHUA YCTOMYMBOCTU U HALEKHOCTU CETU ne-
pefayn LaHHbIX, UMeoLLen KO/bLEBYIO TOMNOMOTUIO, 3@ CYET CHUMKEHUA BPEMEHMU
BOCCTAaHOB/IEHMA CETU B C/ly4ae aBapuu. Bpemsa BocCcTaHOB/EHUA He npesbiwaeT 1
CEKYHZbl, YTO CYLLECTBEHHO MeHbLUEe BPEMEHU NEPECTPOMKMN CETU MPU UCMNOJb30-
BaHWM NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyowmnx oaAHy LWMPOKOBELLATE b-
Hyt0 061acTb (LomeH). KommyTaTop noaaepKMBaeT pas/inyHble CPeacTBa Kaccu-
dMKaLMm NaKkeToB ANA ONpeseneHns Ux NpUHaANeKHoCTU K onpegeneHHon VLAN.

Moddepxka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah —
dYHKUMM YPOBHA KaHana nepenayn AaHHbIX NPeAcTaBaAAoT coboi NpoToKoA Mo-
HUTOPWHIra COCTOAHUA KaHana. B aTom npoToKose ana nepefaym nHopmaumm o
COCTOAHUM KaHana Mmexay HenocpeacTBEHHO MOAKAOYEHHBIMW YCTPOMUCTBaMMU
Ethernet ncnonbsytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoit-
CTBa A0MKHbI NoAAepXKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka GVRP
(GARP VLAN)

Mpotokon peructpauun GARP VLAN obecneumBaeT auHamudeckoe paobasne-
Hue/yoanenune rpynn VLAN Ha nopTtax KommyTtaTtopa. Eciv BK/OYEH MPOTOKO/
GVRP, KommyTaTOp onpeaenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHAANEX-
HocTK K VLAN Ha BCce nopTbl, ABASOLWMECA YAaCTbtO aKTUBHOM TOMOIOTUM.

Moddepicka VLAN Ha
6a3e nopmos
(Port-Based VLAN)

PacnpeaenerHune no rpynnam VLAN BbinoAHAETCA NO BXOAAWMM nopTam. [laHHoe
pelleHne No3BoNAET UCNOIb30BaATh Ha KaXKAOM NOPTY TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbI CTaHAAPT, KOTOPbI ONUCbIBAET NPOLLEAYPY TETMPOBAHUSA
TpaduKa ans nepegadm MHGopmaumm o npuHaanexxHoctm K VLAN. MossonseT nc-
no/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHue
KaHanoe ¢
ucnonbL308aHUEM
LACP

MpoTtokon LACP obecneuymBaeT aBToMaTUYECKOE 06 beANHEHNE OTAENbHbIX CBA3EN
MeXKAy ABYMS YCTPOMCTBaMM (KOMMYTAaTOP—KOMMYTaTOp WM KOMMyTaTop—cep-
Bep) B e41HbIM KaHa nepesayu AaHHbIX.

B npoTOKO/1Ie MOCTOAHHO ONpesenseTca BO3MOXKHOCTb 06beAMHEHUA KaHaNoB, U B
c/lyyae 0TKa3a coegMHeHMUA, BXOAALWErO B 00beAMHEHHbIW KaHas, ero TpadukK as-
TOMaTUYECKU nepepacnpenenserca No He OTKa3aBLIMM KOMMNOHeHTam obbeau-
HEHHOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpolicTBax noaaepxusaetca OGyHKLMA CO34aHMA FPynn KaHanos. Arperauma
kaHanos (Link aggregation, trunking) wnwn IEEE 802.3ad — TexHonorns obveamHe-
HWA HECKONbKUX GU3NYECKUX KaHANOB B OAMH NOTUYECKMit. ITO cnocobCcTBYeET He
TO/IbKO YBE/IMYEHUIO NPONYCKHON CMOCOOHOCTU MarncTpaibHbIX KAHAI0B KOMMY-
TaTOP—KOMMYTATOpP MW KOMMYTaTOp—CepBep, HO U NOBbILWEHWUIO UX HAAEKHOCTU.
Bo3MOKHbI TpW TMNa 6anaHCMpPOBKM — Ha ocHoBaHWKM MAC-azpecoB, Ha OCHOBA-
HUK IP-aapecoB 1 Ha OCHOBaHWK NopTa (socket) Ha3HayYeHus.

lpynna LAG cocTouT M3 NOPTOB C OAMHAKOBOM CKOpPOCTblo, paboTatowmx B gyn-
NIEKCHOM peXxunme.

Moododepxka Auto
Voice VLAN

MpenoctaBaAeT BO3MOXKHOCTb MAEHTUDULMPOBATL F010COBON TpadMK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsblie 24 6uta MAC-aapeca). Ecam
B MAC-Tabnnue KommyTtatopa npucytcteyeT MAC-agpec ¢ OUl ronocoBoro wnto3sa
unu e IP-tenedoHa, To AaHHbIA NOPT aBTOMAaTUYECKN aobasnseTcs B voice vlan
(naeHTMdMKauma no npotokony SIP nau ke no MAC-agpecy nonyyatens He noa-
OeprKuBaetcs).

Selective Q-in-Q

Mo3BonseT HasHa4yaTb BHewHMin VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOUIYPUPOBAHHbIX NPaBua GUAbTPALUN NO HOMepam BHYTpeHHMxX VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonset pasobpaTb TpaduK
aboHeHTa Ha HeckonbKo VLAN, nsmeHutb metky SPVLAN y nakeTa B oTAe/1bHOM
y4acTke ceTu.
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2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeesoli moodeau OSI

B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHune GyHKLUMIA TpeTbero yposHs (Layer 3)

Knuenmeoi BootP u
DHcCP

(Dynamic Host
Configuration
Protocol)

YcTponctBa CnocobHbI
BootP/DHCP.

aBTOMAaTMYeCKM nony4yaTb IP-agpec no npoTokony

Cmamuyeckue IP-
mapuwpymel

AAMWHMUCTPATOP KOMMYTaTOpa MMeeT BO3MOXKHOCTb A06aBNATb U yAANATb CTaTU-
YyecKue 3anucu B TabanLy mapLupyTusaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conoctasneHua IP-agpeca un ¢pusnyeckoro agpeca ycTpomncraa.
CooTBeTCTBME YCTAaHAB/IMBAETCA HAa OCHOBE aHa/in3a OTBETa OT y3/1a CeTu, aapec
y31a 3anpallmBaeTca B LUMPOKOBELLATE/IbHOM MakKeTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMWYECKOM MapLUpPYTM3aLMK, KOTOPbIM NO3BOASET MapLUpyTU3aTo-
pam 06HOBAATbL MAPLUPYTHYIO MHOOPMALMIO, NO/YYan ee OT COCeaHNX MapLIPyTH-
3aToOpoB. B 3a4a4n NpoToKo1a BXOAMT OnpeaeneHme onTMMas bHOro MapLipyTa Ha
OCHOBAHMM AAHHbIX O KOJIMYECTBE MPOMENKYTOUHBIX Y3/108.

®yHkyusa IGMP
Proxy

IGMP Proxy — GYHKUMA YNPOLLEHHOM MapLIPYTU3aLMN MHOFOAAPECHbIX AAaHHbIX
Mmexay cetamu. [lna ynpaBneHWAa mapLlipyTMsauuein MCnonb3yeTca NPOTOKOA
IGMP.

lpomokon OSPF

MpPOTOKO/ AMHAMMYECKON MapLUpyTU3aLMKW, OCHOBAHHbLIA Ha TEXHO/IOTUM OTCNe-
UBaHUA cocToAHUA KaHana (link-state technology) 1 ncnonb3ayowmin 4Na Haxox-
OeHWa KpaTyaiwero nytv anroputm Aelkctpol. Mpotokon OSPF pacnpoctpaHAeT
MHbOPMaALMIO O JOCTYMHbIX MAPLIPYTaX MEXAY MapLUpyTU3aTopaMmn O4HOMN aBTo-
HOMHOWM CUCTEMDI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKoA rpaHUYHOrO W/03a) ABAAETCA NPoTo-
KOJIOM MapLUpyTM3aLMM MeXAYy aBTOHOMHbIMU cucTemamm (AS). MapLipyTusa-
TOpbl 06MeHMBaOTCA MHPOPMaLMEN O MAPLLPYTAX K CETAM HasHaYeHuUs.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH 415 pe3epBrpoBaHMA MapLIpyTU3aTopoB, BbINO-
HAKOLWMX PO/b W03a MO YMOAYaHMIo. ITO gocThraetca nNyTém obbeanHeHums IP-
NMHTepdencoB rpynnbl MapLIPyTM3aTOPOB B OAWMH BUPTYasibHbIN, KOTOPbIN ByaeT
MCNO/Ib30BaTbLCA KakK LUJ/I03 MO YMOIYAHUIO 418 KOMIMbIOTEPOB B CETU.

PIM-npoTOKON MHOroagpecHon maplwpytusaumu ans IP-ceTeid, co3gaHHbIA AnA
peweHuna npobnem rpynnosol Mmapwpytusauun. PIM  6asupyetca  Ha
TPaANLMOHHBIX MapLUPYTHbIX NPOTOKONax (Hanpumep, Border Gateway Protocol),

lpomokon PIM BMeCTO TOro, 4Ttobbl co3gaBaTb COBCTBEHHYKO ceTeByto Tonosnoruio. PIM
ncnonb3yeT unicast-Tabanuy mapLpyTusaumm ans nposepkun RPF. IT1a nposepKa
BbINONHAETCA  MaplipyTM3aTopamu, 4Tobbl ybeauTbcs, 4TO  nepegava
MHOroaApecHoro TpaduKa BbINOAHAETCA Mo NyTM 6e3 netens.
MpoToko A obmeHa uHbopmaumelt 06 MCTOYHMKAX bTMKacTa Me

lpomokon MSDP poToKon Al M bopmay, T Mynet Ta Menay
pasanyHbimu RP B PIM.
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2.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GyHKLUMM KadecTBa obcnykusaHua (Quality of Service).

Tabnmua 5 — OcHoBHble GYHKLMM KavyecTBa 0OCYKMBAHUA

Moddepxka
npuopumemHeoix
oyepedeii

YCTPOICTBO NOAAEPHKMBAET NPUOPUTU3ALMIO UCXOAALLETO TPadMKa NO oYepesnam
Ha Kak4om nopTy. PacnpeaeneHune nakeTos No oyepessam MOMKET MPOU3BOAUTLCA
B pe3y/ibTaTe KAaccubuKaLumMm NakeToB No PasanyHbIM NOAM B 3aro/IoBKax nake-
TOB.

ModdepiKa Knacca
obcayrcueaHusa
802.1p

CraHgapT 802.1p cneundunumpyetT MeToZ YKasaHUA NpuMopuTeTa Kagpa U anro-
PUTM MCNOJ/Ib30BAHUA MPUOPUTETA B LeNIAX CBOEBPEMEHHOMN AOCTaBKU YyBCTBU-
TE/IbHOTO K BPEMEHHbIM 3a4eprKKam Tpaduka. CtaHgapT 802.1p onpeaensaeT Bo-
cemMb ypoBHel npuoputetos. KOMMyTaTopbl MOTYyT UCMNO/b30BaTb 3Ha4YEHME NpU-
oputeta 802.1p ana pacnpegeneHna Kagpos No NPUOPUTETHLIM ovepeaam.

2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnmua 6 — PyHKUMKN 0becnevyeHms Be3onacHoCTH

®YHKUMA KOMMyTaTopa, NpeaHasHayYeHHana 4aa 3aWuTbl OT aTak C UCMNO/b30Ba-
Huem npoTokosna DHCP. ObecneumsaeT ¢punbtpauuto DHCP-cooblueHuin, nocTy-

DHCP Snooping NMUBLUMX C HEHAZEXKHbIX MOPTOB MyTEM NOCTPOEHUSA U NOAAEP!KAHUA 6a3bl AAHHBIX
npueaskn DHCP (DHCP Snooping binding database). DHCP snooping BbinoaHaeT
AelncTena bpaHamayspa Mexay HeHaZeKHbIMM nopTamu 1 cepsepamm DHCP.
Onuwus, KoTopasa nossosseT nponHoopmuposatb DHCP-cepsep o0 Tom, C Kakoro
Onyus 82 DHCP-peTpaHcnaTopa v Yyepes Kakol NopT npuLlen 3anpoc.

npomokosna DHCP

Mo ymo4aHMo KOMMyTaTop, Ucnob3yowmin pyHKumMo DHCP Snooping, o6Hapy-
»KuBaeT un otbpacbiBaeT ntoboii DHCP-3anpoc, cogepsKalmin onumio 82, KOTopbIn
OH NoNy4Yn Yyepes HeHaAExHbIl (untrusted) nopT.

UDP relay MNepeHanpasneHune wnpokoselaTesbHoro UDP-TpadmKa Ha yKasaHHbIM IP-agpec.
DHCP-cepBep ocyLecTBasfeT LeHTpa/sM30BaHHOe ynpaBiaeHuWe ceTeBbiMU agpe-
®yHKyuu DHCP- pBep ocyuy LeHTp ynp ap
CaMM U COOTBETCTBYIOLMMM KOHOUIYPALMOHHbIMM NapameTpamMu, aBTomaTuye-
cepsepa

CKM NpeaoctaBsiaa X KIMEHTaM.

IP Source address
guard

®PyHKUMA KOMMYTaTOpa, KoTopaa orpaHnyneaet IP-Tpaduk, dunbTpya ero Ha oc-
HOBaHWK TabaMUbl COOTBETCTBMIA 6a3bl AaHHbIX NpuBsA3Kkn DHCP — DHCP Snooping
M CTaTU4YeCcKM CKoHoUrypupoBsaHHbix IP-agpecoB. ®PyHKUMA Mcnonb3yeTca AnA
60pbbbI c NogmeHow IP-agpecos.

CDyHKLI,VIﬂ KOMMYTaATOpa, NpegHa3Ha4yeHHaAa ONA 3aWnTbl OT aTaK C UCNO/1b30Ba-

Dynamic ARP Huem npoTokona ARP. CoobLieHne, KOTOpoe MOCTyMNaeT C HeHaAeXHOro nopTa,
Inspection noAagepraeTca NpoBepKe — cooTBeTcTBYeT M IP-agpec B Tene npuHatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpaButens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packiBaeT nakKer.

Ha ocHoBe MHbOpMaUnK, coaepKaLlenca B 3aroloBKax yposHen 2, 3 n 4, y aamu-
[2-13—-14ACL dopma, AepKaLL yp yaa

(Access Control List)

HUCTPATOPa eCTb BO3MOXKHOCTb HAaCTPOWUTL NPABKUIA, COrIACHO KOTOPbLIM NakeT by-
net obpaboTaH nMbo oTOpOLLEH.

Time-Based ACL

Mo3sonsAeT cKoHGUIrypupoBaTh BPEMEHHbIE PaMKM, B TEUEHNE KOTOPbIX AaHHbIN
ACL 6ypeT aenctsoBaThb.
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noéauHHOCMU HA
OCHose nopma
(802.1x)

Moddepika OcHoBHana PpyHKUMA 6J1OKMPOBKU — MOBbLICUTL H@30NAaCHOCTb CeTU, MPeAOoCTaBIAN
306710KUPOBAHHbIX [0CTYyN K MOPTYy KOMMyTaTopa TO/IbKO A5 yCTpoicTe nmetowmnx MAC-agpeca, 3a-
nopmos Kpen/ieHHble 32 3TUM MOPTOM.

lpoesepka

MpoBepka noanvHHocTu IEEE 802.1x npeactaenset cobot MexaHM3M KOHTPOA
[OCTyNa K pecypcam Yepes BHeLWHUI cepsep. Mpolueawine nposepKy Noa/MHHO-
CTM NONb30BATENIN NOAYYAOT LOCTYN K pecypcam BblbpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHuUs KOMmMmymamopom

Tabanua 7 — OCHOBHbIe PYHKLMK yNpaBAeHNA KOMMYTAaTOPaMM

3azpy3Ka u
ebi2py3Ka ¢aiina
Hacmpoliku

MapameTpbl yCTPOMCTB COXPaHAIOTCA B daiiie HaCTPOMKU, KOTOPbLIV COAEPKUT
JAaHHble KOHOUIypaLmMmM KaK BCel CUCTEMBI B LLeIOM, TaK U onpeaefieHHOro nopTa
YCTPOMCTBA.

lpomokon TFTP

Protocol)

(Trivial File Transfer

MpoTtoKkon TFTP ncnonb3yetcs 4aa onepawmini 3anmucy u yteHus ¢aiinos. MNpotoKkon
OCHOBaH Ha TpaHCcNoOpTHOM npoTokose UDP.

YcTpoicTea noaaepXuBatoT 3arpysKy 1 nepeaady no JaHHOMy NPoToKoNy daiios
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

lpomokon SCP
(Secure Copy)

MpoToKon SCP ncnonb3yeTtcsa A4 onepaunin 3anmucu m yteHuns dainos. MpoTokon
OCHOBaH Ha ceTeBOM MpoToKoae SSH.

YCTpOoICTBa NOAAEPKMBAIOT 3arPy3Ky M Nepesady no AaHHOMY NpoTokoay dainnos
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHbili
MOHUMOpPUH2
(RMON)

YpaneHHblh MOHUTOPUHT (RMON) — cpecTBO MOHUTOPMHIA KOMMbIOTEPHbIX CE-
Ten, pacwmpeHme SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAOT cobupaTb Ana-
FTHOCTMYECKNEe AaHHble C MOMOLbIO CTaHUUM ynpasaeHua cetbto. RMON — 3To0
CTaHgapTHaA 6asa MIB, B KOTOpoi onpegeneHbl TEKyLWAn U Npeaplaywas ctaTm-
CTMKa ypoBHA MAC 1 06beKTbl yNpaBaeHus, NpeaocTaBAstoLIMe AaHHbIe B peanb-
HOM BpeMeHMW.

lpomokon SNMP

Mpotokoa SNMP ncnonb3yetca o158 MOHUTOPUHIA U YNPaBaeHUA CETEBbIM YCTPOW-
ctBOM. [InA ynpaBneHua AOCTYNOM K CUCTEME ONpeaensaeTca CNMCOK 3anuncen co-
obLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBUAETMM JOCTYNa.

Unmepdpeiic

KOoMaHOHOUi cmpoKu

YnpasneHne kKommytatopamum nocpeactsom CLI ocyliecTBnaeTcs NOKaAbHO Yepes
nocnegoBaTenbHbIM nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW cTpoKu KoHconu (CLI) sBnaeTcs NpombIWAeHHbIM CTaHAApTOM. UH-

Time Protocol)

(cLi) TepnpeTtaTop CLI npegocTaBnseT CNMCOK KOMaHA, U KAOYEBbIX C/I0B A1 MOMOLM
Mo/Ib30BaTE/HO U COKpaLLLEHMIO 06bema BBOAUMBIX AAHHbIX.
syslo Syslog — npoTokon, obecneunBatoLmii Nnepeaady coobLieHUIi 0 NPOUCXoaALLMX B
ysiog cucTeme CobbITUSAX, a TaKKe yBeaoMAeHnn 06 olwmnbKax yaaneHHbIM cepeepam.
SNTP MpoTtokon SNTP — NpPOTOKON CMHXPOHM3ALMM BPEeMEHU CEeTU, rapaHTUpyeT ToY-
(Simple Network HOCTb CMHXPOHWM3aLMN BPEMEHWN CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUAIUCE-

KYHZbI.

Traceroute — cay»ebHasa GyHKUMA, NpegHa3HAYeHHan 4aa onpeaeneHns mapiu-

ypoeHu npusunezuii

Traceroute
pyTOB Nepefayvun AaHHbIX B IP-ceTax.
YnpaeneHue A .
MWHWUCTPATOP MOXKET ONpeaeuTb YPOBHU NPUBMAETUIA A0CTYNA 410 NO/Nb30Ba-
KOHMpoaupyembsim A . P . P PeA yp P Aocryna 4 .
Tenen yCTpomCcTBa U XapaKTEPUCTUKM A1 KAXKAO0r0 YPOBHA NpuBMAEruii (TONbKO
docmynom —

AN5 uTeHns — 1 ypoBeHb, NOAHbIN 4ocTyn — 15 ypoBeHb).
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy uHtepdeincy
ynpasneHuns (SNMP, CLI). 3anpeT moxeT 6bITb yCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro

baokuposka
» TMna gocTyna:
UHMe, euca .
pd Telnet (CLI over Telnet Session)
ynpaeneHua Secure Shell (CLI over SSH)
SNMP
JlokanbHasa [na nokanbHOM ayTeHTUdMKaLMM NOALEPKMBAETCA XpPaHEHWe naposei B 6ase
aymeHmudguKayus AaHHbIX KOMMyTaTOpA.

duaempayus IP-

Joctyn no SNMP paspeluaetca gnsa onpeaeneHHbix IP-aapecos, ABAAKOLWMXCA Yie-

adpecoes dna SNMP Hamu SNMP-coobecTsa.

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKAUMM, aBTOPU3aALMKN U y4deTa.

Cepsep RADIUS ucnonb3yeT 6a3y AaHHbIX NO/Ab30BaTesei, KOTOpas COAEPKUT
Knuexm RADIUS pBep Y VA , KOTOPaR COACP

JaHHble NPOBEPKU NOANMHHOCTU ANA Kax[0ro nosab3osatena. KommyrtaTopbl co-

LepKaT KAMEHTCKYIo YacTb npoTokona RADIUS.

YCTPOMCTBO NpeaocTaBAseT NOAAEPMKKY MPOBEPKU NOANMHHOCTU KIMEHTOB MO-
TACACS+ cpeacTBom npotokona TACACS+. MpoTtokon TACACS+ obecneymsaeT LLeHTpaamn3o-
(Terminal Access BaHHYlO cucTeMy 6€30MacHOCTM A1A NPOBEPKMN NOb30BaTE/IEN, MONYHAOLWNX 40-
Controller Access CTYN K YCTPOWCTBY, @ TaKXKe LLEeHTPaIM30BaHHYO CUCTEMY YNPaBAEHUA NpU cobAto-
Control System) AeHunn cosmectumoctn ¢ RADIUS n apyrumun npoueccamu NpoBepKU NOAJANHHO-

cTu.

dyHKuma cepsepa SSH nossonseTt KamMeHTy SSH ycTaHOBUTL C YCTPOMCTBOM 3aluu-
Cepeep SSH YHKL, psep Y Y ycTp w,

LLleHHOoe coeauHeHue ANA YNPaBAeHUa UM.

aHHasA HKUMA NpefocTaB/iaeT BO3MOMKHOCTb CO343BaTb MAKPOKOMaHAbI,

Moddepika f e,qCTanZro:Me co’;oAﬁ Habop KomaHa, v n MMEHHTE ux ana Kozd)mr alfmm
MOAKPOKOMAHO P P ’ P vP

yCTpOMCTBa.

2.2.8 /[lononHumenobHble pyHKYyUU

B Tabimue 8 npuseaeHbl 4ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnuua 8 — JononHutenbHble GyHKLMM YCTPOICTBA

BupmyansHoe CeTeBOIM KOMMYTaATOP MMeEEeT B CBOEM COCTaBe NPOrpamMmHbIe M annapaTHbie cpea-
mecmuposaHue CTBa, NO3BONAIOLLME BbINOAHATL GYHKLMM BUPTYanbHOroO Tectepa Kabena — VCT.
Kabens (VCT) TecTep No3BoAAET ONpeaeUTb COCTOSHUE MeAHOro Kabens ceasu.
TPOWMCTBO N fAeT TecTm Tb ONTUYECKUI TPaHCU . Mpun Tectn HUK

JuazHocmuka YcTponcTBo No3BoNAeT TecTMpoBaTh O ec paHcusep. MNpu TecTuposa

OTC/NIEXMBAIOTCA TaKMe NapameTpbl, KaK TOK U HanpsaXXeHne NUTaHUA, TemnepaTtypa
onmu4yecKoeco o

TpaHcuBepa. Oaa peanusaumn TpebyeTca noaaepka 3Tmx OyHKLMIA B TPaHCK-
mpaHcusepa

Bepe.

Green Ethernet

[aHHbI MexaHW3M MO3BONSAET KOMMYTATOPY CHU3UTL 3HepronotpebneHue 3a
CYET OTK/IIOYEHNA HEAKTUBHbIX 3/IEKTPUYECKUX NMOPTOB.

Coomeemcmeue
cmaHdapmy M3K
61850

KommyTaTop 0b6nagaeT Bcemu HEOBXOAUMBIMU XapaKTepPUCTUKaMK ana paboTbl €
npotokonamu MMS, GOOSE, SV:
e Manas BennumnHa 3agepKkn GOOSE-coobueHns npu nepegaye
e YmeHue pacnosHaBatb Ethertype GOOSE-coobuieHun
e  YmeHue paboTaTb C TEFTOM BUMPTyanbHOM ceTn U Terom npuoputeta IEEE
802.1Q GOOSE-coobuieHusn
e [loppep:kka nepegayn multicast-coobuieHnii 1 BO3MOXKHOCTb paboTbl C
onpeaeneHHbim ctaHgapTom M3K 61850 grManasoHom rpynn BewaHmA.
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2.3 OcCHOBHbIe TeXHUYECKUe XapaKTepPUCTUKU

OCHOBHble TEXHMYECKME NapaMeTPbl KOMMYTaTOPOB NpUBEAEHbI B Tabauue 9.

Ta6nmu,a 9 — OCHOBHbIe TEXHMYECKNe XapPaKTEPUCTUKN

O6wme napameTpbl

NHTepdeichl

MES5324

1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP+)
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324F

1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324

1x10/100/1000BASE-T (OOB)

20x10/100/1000BASE-T

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopt RS-232 (RJ-45)

MES3316F

1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)

MES3308F

1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324
MES2324B

24x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES2324P
MES2324P ACW

24x10/100/1000BASE-T (RJ-45) PoE/PoE+
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324FB
MES2324F

20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348B
MES3348

48x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348P

48x10/100/1000BASE-T (PoE/PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopt RS-232 (RJ-45)

24
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48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
10x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)

MES2308P 2x1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3510P 4x100BASE-FX/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45)

MES2328] 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
1xUSB 2.0
ontuyeckune nHtepdeicobl 1/10/40 rémt/c

MES5324 ”
aneKTpuyeckue nHtepdeiicol 10/100/1000 M6ut/c

MES3324F

MES3324

MES3316F

MES3308F

MES2324

MES2324P

MES2324P ACW ontuyeckune nHtepdeicol 1/10 réut/c

MES2348B aneKkTpuyeckne nHTepdeicsl 10/100/1000 M6buTt/c

MES2348P

CKOpOCTb nepeaayvn MES3348
AaHHbIX MES3348F

MES2324B

MES2324FB

MES2324F

MES2308R

E

MES3508P ontuyeckune nHrepdeicsl 100/1000 M6uT/c

MES3508 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES3510P P P

MES2328lI

MES2308P onTuyeckune nHtepdeicol 1 rémt/c

MES2308 aneKTpuyeckue nHtepdericsl 10/100/1000 M6uT/c

MES5324 800 réut/c

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F

128 réut/c

MES2348B
MES2348P
MES3348

MES3348F

176 Iéut/c
MponyckHan
CrnocobHoCTb

MES3316F 112 rémt/c

MES2328lI 56 I6ut/c

MES3308F 96 I6ut/c

MES2308R
MES3508P 20 rbut/c
MES3508

MES2308
MES2308P 24 T6ut/c
MES3510P

MES5324 512,8 MPPS

MES3324

MES3324F 95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P

MES2324P ACW 93,1 MPPS

MES2348B

MpounssoanTens- MES2348P
HOCTb Ha NakeTax MES3348
NNMHOM 64 Baiital MES3348F

130,9 MPPS

MES2308R 14,7 MPPS

MES3508P

MES3508 14 MPPS

MES3510P 17,8 MPPS

MES2328lI 41,6 MPPS

MES2308

MES2308P 17,7 MPPS

MES3316F 83 MPPS

MES3308F 71 MPPS

! 3HayeHuna YKa3aHbl AnA Oﬂ,HOCTOpOHHeVI nepeaavun
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Ob6bem
6ydepHoi
namaTu

MES5324

4 Mb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

1,5 Mb

MES2348B
MES2348P
MES3348

MES3348F

3 Mb

O6bem O3Y (DDR3)

MES5324

4TB

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

512 Mb

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324 2Tb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
Ob6bem MN3Y (RAW MES2324F
NAND) MES23488 512 MB
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|

MES5324 65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
Ta6nmu,a MAC- MES2324F
aApecos MES2348B 16384
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI
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Konnuectso ARP-
3anuceit!

MES5324

7748

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4023

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

820

Noppep»xka VLAN

cornacHo 802.1Q go 4 094 aktmBHbIX VLAN

Konunuectso rpynn
L2 Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4091

MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

2047

! na kaxporo xocta B ARP-TabauLe co3aaetca 3anuch 8 Tabavue mapLipyTmsauum

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324 1982 (ingress/egress)

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006 (ingress/egress)
MES3348F
MES3508P
MES3508

MES3510P

Konunyectso npasun

sQinQ MES2324

MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES23248B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

958 (ingress/egress)

MES5324 1982

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006
MES3348F
MES3508P
MES3508

MES3510P

Konnyectso npasun

ACL MES2324

MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

958
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Konunuectso ACL

MES5324

2048

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3072

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

1024

Konnyectso npasun ACL B

oaHom ACL

256

Konunuectso
mapupyTos L3
Unicast?!

MES5324

7748 IPv4
1942 IPv6

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

12866 IPv4
3222 IPv6

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2348B
MES2348P
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

818 IPv4
210 IPv6

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324

MES3324F
MES3324

MES3316F
MES3308F 3876 IPv4
MES3348 1006 IPv6
MES3348F
MES3508P
MES3508

Konunyectso MES3510pP

MapupyTos L3 MES2348B
Multicast (IGMP MES2348P
Proxy, PIM)* MES2324P
MES2324P ACW
MES2324
MES23248B 412 IPv4
MES2324FB 103 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konnuvectso VRRP-mapwpyTmnsatopos 255

MES5324 64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

MES3510P
MaKcMManbHbIN MES2324

pasmep ECMP-prﬂl'I MES2324P 8
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konunuectso VRF 16 (BkAtoyan VRF no ymonyaHuio)

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3yioT obLime annapaTHble pecypcbl
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MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

Konunuectso L3- MES2324
nHTepdeiicos MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328I

130

Konunyectso BUpTyanbHbix Loopback-
WHTepdencos

64

Arperaumsa KaHanos (LAG)

48 rpynn, 40 8 NOPTOB B KaXKa0M

Konnyectso aksemnaapos MSTP 64
Konunyectso aksemnnapos PVST 63
Konnuectso DHCP pool 32

KauecTBo obcnyxuBaHma QoS

npuopuTnsauma Tpadmka, 8 ypoBHeM
8 BbIXOAHbIX o4epeseli ¢ pasHbIMU NPUOPUTETAMM A KaK[0ro
nopTa

Ceepxa/iMHHbIE Kaapbl (jumbo frames)

MaKCMMasbHbIM pasmep naketos 10240 6anT

CreknpoBaHue

0o 8 yctpoiicts (kpome MES3508, MES3508P n MES3510P)

CooTBeTcTBME CTaHA4APTaM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P u
MES3510P)

M3K 61850

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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YnpasneHue

JNlokanbHoe ynpasnexue

Console

YpaneHHoe ynpasneHue

SNMP, Telnet, SSH, web

du3nyecKkne XapaKTepUCTUKM U YCI0BUA OKpYIKatoLueli cpeabl

MCTOYHMKM NUTaHNA

MNoTpebnaemasn
MOLLHOCTb

MES5324
MES3324F ceTb nepemeHHOro Toka: 100-240 B, 50-60 Iy,
MES3348 ceTb MOCTOAHHOrO ToKa: 36—72 B
MES3348F BapuaHTbl NUTaHUA:
MES3324 - OAMH UCTOYHUK NUTAHMA NOCTOAHHOIO UM NePEMEHHOrO TOKa;
MES3316F - ABa UCTOYHMKA NUTAHMA NOCTOAHHOIO MW NepPeMeHHOro ToKa
MES3308F C BO3MOXHOCTbIO ropAYei 3aMeHbl
MES2328lI
MES2324 AC
MES2308 ceTb NnepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES2308R
MES2308P AC
MES2324P AC ceTb NnepemeHHoro Toka: 170-264 B, 50-60 Iy,
MES2324P ACW ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
ceTb nepemeHHoro Toka: 100240 B, 50-60 Iy,
CeTb NOCTOAHHOIO TOKa: 36—72 B
MES2348P BapuaHTbl NUTaHUA:
- OOVH UCTOYHUK NUTaHMA NOCTOAHHOTO MW NEPEMEHHOIO TOKa;
- ABa UCTOYHMKA NUTaHWUA NOCTOAHHOIO WM NEePeMEeHHOro ToKa
C BO3MOMHOCTbIO FropAYei 3aMeHbl
MES3508P CeTb MOCTOAHHOIO TOKA: C BKAKOYEHHOMN dyHKUmMel PoE:
MES3510P 45-57 B; c oTKAtoueHHOM ¢yHKuUmnen PoE: 20-57 B
MES3508 ceTb NOCTOAHHOrO ToKa: 20-75 B
ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
CBMHL0BO-KUCNOTHbIN akkymynaTop: 12 B
XapaKTepUCTMKM 3apALHOro YyCTPOMCTBA:
- TOK 3apAaja:
2,7+0.2 A — MES2324FB 1 MES2348B;
MES2324B 1.610.1 A — MES23248B.
MES2324FB - HanpAxeHue cpabaTbiBaHWA pacuenuTens Harpyskm — 10—
MES2348B 10,5 B;
- MOPOroBoe HanpAXXeHue MHANKALUNKM HU3KOro 3apsaga — 11 B
V CeueHue npoBopga ana nogkntoueHma AKb He meHee
i 1,5 mm. Ana MES2324B pekomeHayeTtca
ncnonb3oBatb AKb émKocTblo He meHee 12 Ah, ana
MES2324FB n MES2348B — He meHee 20 Ah.
MES2324F DC
MES2324 DC
MES2324P DC CeTb NOCTOAHHOTIO TOKa: 36—72 B
MES2308P DC
MES5324 He 6onee 107 BT
MES3324F He bonee 45 BT
MES2324 He bonee 25 BT
MES3308F He bonee 27 BT
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mizgzi; He 6onee 35 Bt
MES2324F He 6onee 39 Bt
MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 BT
MES3348 He 6onee 43 Bt
mggg;zg; He 6onee 89 Bt
MES2348P He 6onee 1600 BT
mg:;;g:R He 6onee 14 Bt
MES3508 He 6onee 15 Bt
MES2308P AC He 6onee 275 BT

MES2308P DC

He 6onee 280 BT

MES2324P AC
MES2324P ACW

He 6onee 445 BT

MES2324P DC

He 6onee 455 BT

MES3508P
MES3510P He 6onee 260 BT
MES2328l| He 6onee 33 BT
MoTpebasemasn MES2324B He bonee 26 BT
MOUWHOCTb 6e3 y4yeTa MES2324FB
3apaga AKB MES2348B He 6onee 45 Bt
MES2324P
MEs2324p Acw | S0 BT
MES2348P 1450 Bt
BroaKeT MoLHOCTH
PoE MES3508P 240 BT (ans npunoxkeHuii 802.3at pekomeHagyemoe
MES3510P HanpsAeHue nutaHma 54-56 B DC)
MES2308P 240 Bt
MES5324 107 Bt
MES3324F 45 Bt
MES2324 25 Bt
MES3308F 17 Bt
MES3324
TennosblgeneHne MES3316F 35 Bt
MES2324F 39 Br
MES2324B 28 Bt
MES2324FB 50 Bt
MES3348 43 Bt

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES3348F

89 Bt

MES2348B

54 Bt

MES2348P

160 Bt

MES2308
MES2308R

14 Bt

MES3508

15 Bt

MES2308P AC

35 Bt

MES2308P DC

40 Bt

MES2324P AC
MES2324P ACW

65 BT

MES2324P DC

75 Bt

MES3508P
MES3510P

20 Bt

MES2328lI

33 Bt

AnnapaTtHaa
noaaepka Dying
Gasp

MES2308R

eCTb

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES23248B
MES2324FB
MES2324F
MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P
MES2328l|

HeT

MHTepsan pabounx
TemnepaTyp

MES5324

ot 0 no +45 °C

MES2308
MES2308P DC

o1 -20 po +45 °C

MES2324
MES2324pP
MES2324P ACW
MES23248B
MES2308P AC
MES2308R
MES2348B

oT1-20 po +50 °C

MES2348P

o1 -10 po +50 °C

36
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MES2324F
MES2324FB

oT1-20 po +65 °C

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

oT-10 po +45 °C

MES3508P
MES3508
MES3510P

ot -40 po +70 °C

MES2328l|

ot -40 po +60 °C

MHTepsan TemnepaTypbl XpaHeHMA

WHTepBaa TemnepaTypbl XxpaHeHusa oT -50 go +70 °C (ot -50 °C
fo +85 °C ana MES3508, MES3508P 1 MES3510P)
V Mepea nepBbiM BK/IIOYEHUEM MOC/IE XPAHEHUA NpU
‘ TemnepaTtype meHbLuen, yem -20 °C, uam npu 6onbLueii,
yem +50 °C, TpebyeTca BblAgepKaTb KOMMYTaTOP NpU
KOMHATHOI TemnepaType He MeHee YeTbIPEX YacoB.

OTHOCUTENbHAA BAAXKHOCTb NpU
aKcnayaTaumu (6es obpasoBaHus

KOHZeHcaTa)

He 6onee 80 %

OTHOCKTE/IbHAA BNAXKHOCTb MPU XpaHEHUN
(6e3 obpaszoBaHNs KOHAEHCaTa)

o110 10 95 % (0T 5 A0 95 % ana MES3508P)

fabapuTHble
pasmepsl (LU x B x T)

MES5324 430 x 44 x 298 mm
MES2324

MES23248 430 x 44 x 158 mm
MES2324P

MES2324P ACW 430 x 44 x 203 mm
MES2324FB

MES2324F 430 x 44 x 243 mm
MES3324F

MES3324

MES3316F 430 x 44 x 275 mm
MES3308F

MES2348B 440 x 44 x 280 mm
MES3348 440 x 44 x 316 mm
MES3348F 440 x 44 x 330 mm
MES2348P 440 x 44 x 490 mm
MES2308

MES2308R 310 x 44 x 158 mm
MES2308P 430 x 44 x 158 mm
MES3508P

MES3508 85 x 152 x 115 mm

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES3510P 85x 175 x 115 mm
MES2328| 430 x 44 x 305 mm
MES5324 3,95 Kr
MES2308P AC 2,55 kr
MES2308P DC 2,35 kr
MszapAcw | 19
MES2324P DC 4,02 kr
MES2308P AC 2,55 kr
Macca MES2324FB 3,55 kr
MES2348P 9,55 kr
MES3308F 3,15 kr
MES3324 3,25 Kkr
MES3324F 3,50 kr
MES3348 3,95 kr
MES3348F 4 Kkr
MES3508 1,36 Kr
MES3508P 1,40 kr
MES3510P 1,74 kr
CpoK cny»xbbl He meHee 15 net
V Tun NUTaHuMA yCTPOIiCTBa onpeaenneTca Npu 3aKase.
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2.4 KOHCTPYKTUBHOE UCNONIHEHUE

B AaHHOM pasgene onucaHoO KOHCTPYKTUBHOE MCMONHEHUe yCcTPolcTB. MpeactaBneHbl M306parkeHun
nepeaHen, saaHen (sepxHeit ans MES3508P) 1 60KoBbIX NaHenen yCTPOMUCTB, ONncaHbl pasbembl, CBETOAM-
OAHbleé UHANKATOPbI U OpraHbl ynpasaeHUA.

Ethernet-kommyTaTopbl cepmunt MES53xx, MES33xx, MES23xx BbINOMIHEHbI B METa/IZIMYECKOM Kopnyce €
BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepun MES35xX BbINOAHEHbI B META/N/IMYECKOM KOpMyce ANA KPenaeHus Ha
DIN-peitky.

2.4.1 BHewHuli sud u onucaHue nepedHeli naHenu ycmpoiicmea

BHewHM BNA nepegHen naHenn yctpoicts cepunit MES53xx, MES33xx, MES23xx n MES35xx nokasaH
Ha pucyHKax 1-20.

===

55 o5 7Ag0 ATa A0 7o 750 VLT
| e e [ e

ofils o0 oA PERG
===

PucyHok 1 — MepeaHas naHenb MES5324

B Ta6nmu,e 10 npmeengeH nepeyvyeHb pasbemMoB, CBETOANOOHbIX MHOUKATOPOB U OpPraHOB ynpas/eHUA,
PaCnNoO/0XKEHHbIX Ha ﬂepEAHeVI naHen KoMmmMmyTaTopa.

Tabanuya 10 — OnucaHme pasbeMoB, MHANKATOPOB M OPraHOB ynpaBaeHns nepegHel naHenm MES5324

dnemeHT nepeaHeit

Ne naHenw OnucaHue
Unit ID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOWMCTBA.
1 Master MHAanKaTop peskmma paboTsl yCTpoiicTBa (Beaylumit/senombii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS MHAWKATOP pe3epBHOro 3NeKTPONUTaHMUA.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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KOHCO/IbHbIM NOPT 415 NIOKANBHOIO YNPaBAEHUA YCTPOUCTBOM.
PacnvHoBKa pasbema creayrollan:

1 He ucnonb3yeTcA

2 He ucnonblyetca

3 RX

4 GND

2 Console 5 GND
6 TX
7 He ucnonb3yeTcs
8 He ucnonblyetca
9 He ucnonblyetca
Pacnalika KoHconbHOro Kabensa npuseaeHa B pasgene «lMpunoxeHue b.
KoHconbHbIl Kabenby.

3 USB USB-nopr.

Moprt (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpas-

4 00B JIeHUA YCTPOMUCTBOM.

YnpasieHue ocyLWecTBAAETCA MO CETU, Pa3fesibHO C KaHANoOM nepesayn
JaHHbIX.

5 Mgmt MopTt 10/100/1000BASE-T (RJ-45) anAa yaaneHHOro ynpasaeHns ycTpoi-
CTBOM. YNpaBaeHMe OCyLLEeCTBAAETCA NO CETU Nepesayn AaHHbIX.
dyHKUMOHANbHAsA KHOMKa A/19 nepesarpysKku ycTponcTea 1 cbpoca K 3a-
BOACKMM HaCTpOMKam:

6 F - NPV Ha¥KaTUM Ha KHOMKY A/IMTENbHOCTbIO MeHee 10 ¢ NnpoucxoamT ne-
pesarpyska ycTpoWncTBa;

-NPU HaXKaTUW Ha KHOMKYy AauTenbHocTblo 6onee 10 ¢ npoucxogut
cHbpocC HACcTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypaunm.

7 [1-24] CnoTbl gna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.

8 itg; itgi Cnotbl XLG1-XLG4 ana yctaHoBKKU TpaHcueepos 40G QSFP+.

O T o C ) 3 C D D (O TD Co () ) o ) e ) 5 Cm O e o o o e e
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PucyHok 3 — lMepeaHAas naHenb MES3324
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PucyHok 4 — lMepeaHaa naHenb MES3316F
AOLTEX Mo ,
038
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PucyHok 5 — lMepeaHaa naHenb MES3308F

B Tabaunue 11 npuseneH nepevyeHb PasbemoB, CBETOANOLHbIX UHAMKATOPOB WU OPraHOB YNpaB/ieHUs,
pacnonoXeHHbIX Ha NepeaHel naHenn kommytatopos MES3308F, MES3316F, MES3324, MES3324F.

Tabnnua 11 — OnucaHWe pa3bemMoB, UHAMKATOPOB M OPraHOB ynpaBieHus nepeaHen naHenn MES3308F,
MES3316F, MES3324, MES3324F

UnitID MHAWKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MNHAMKaTOp NUTaHMA YCTPOMCTBA.
1 Master NHAanKaTop pexxnma paboTbl ycTpoicTea (BeayLmii/Beaombiii).
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKATOP pe3epBHOro 31eKTPONUTaHUA.
2 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOIO YNPaBAEHUS YCTPOUCTBOM.

Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHOro ynpas-
NeHUNA YyCTPOWCTBOM.

3 00B
YnpaBneHue ocyLLecTBAAETCA MO CETU, Pa3felbHO C KaHaloM nepesaymn
OaHHbIX.
PyHKLMOHaNbHAA KHOMKA ANs Nepe3arpysku ycTponcTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 r - MPY HaXaTUM Ha KHOMKY ANUTeNbHOCTbIo MeHee 10 ¢ npoucxoauT ne-
pe3arpysKa ycTpolicTBa;
-NPW HaXKaTUW Ha KHOMKY AAuTeNbHOCTblo 6osee 10 ¢ nmpoucxoaut
cHbpOC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHPUrypauuu.
[1-24] CnoTbl ANA yCTaHOBKM TpaHcueepos 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
(1-8]

Ethernet-kommymamopsi ceputi MES23xx, MES33xx, MES35xx, MES5324
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[11-12, 23-24]

6 [7-8, 15-16] Komb60-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2

7 XG3, XG4 CnoTbl Ana ycTaHoBKM TpaHcueepoB 10GSFP+/1GSFP.

2 8

rower O O O

—000
Ealefele]

PucyHok 7 — lMepeaHaa naHenb MES2324P, MES2324P ACW

B Tabaunue 12 npuseneH nepevyeHb pasbemoB, CBETOANOLHbIX MHAMKATOPOB WU OPraHOB YNpaB/ieHUs,
pacnonoXeHHbIX Ha NepegHel NnaHenn kKommyTtatopos MES2324, MES2324P, MES2324P ACW.

Tabnnua 12 — OnucaHue pa3bemoB, MHAMKAaTOPOB M OPraHoB ynpasneHus nepeaHent naHenn MES23241%,
MES2324P, MES2324P ACW

1 ~110-250VAC max 2A Pasbem ona NoAKNIOYEHMA K UCTOYHMKY 3/IEKTPONUTAHNA NEPEMEHHOr0
TOKa.
Unit ID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
2 Master MHAMKaTop pexkrMma paboTbl yCTpoiicTBa (BeayLumit/segombiit).
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA.
Alarm NHOuKaTop aBapuu.
3 Console KoHCOo/IbHbIM NOPT 415 IOKANBHOIO YNPaB/AEHUA YCTPOUCTBOM.

! KommyTatopsl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom O0B (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) ana yaaneHHoOro ynpasaeHMa yCTPOMCTBOM. YNpaBAeHMe OCyLLECTB/IAETCA Mo CeTH, pa3ae/ibHo
C KaHaNoM nepeaaun AaHHbIX).
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®yHKLMOHabHAA KHOMNKA A8 nepe3arpysku ycTponcTea u cbpoca K 3a-
BOACKMM HACTPOMKam:

4 . - NPY HaXKaTUW Ha KHOMKY ANUTeNbHOCTbI0 MeHee 10 ¢ npoucxoauT ne-
pesarpyska yCcTpoMncTBa;
-NpU HaXKaTUM Ha KHOMKYy pautenbHocTbto 6onee 10 ¢ npoucxoaut
cbpocC HAacTpPoeK YCTPOMCTBA A0 3aBOACKON KOHPUrypaumu.

5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).

6 Link/Speed CBeToBaA MHAMKALMA COCTOAHUA ONTUYECKUX HTEpPdENCOB.

XG1, XG2
7 XG3, XG4 CnoTbl gna yctaHoBKM TpaHcusepos 10GSFP+/1GSFP.
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PucyHok 8 — lMepeaHaa naHenb MES2348P

B Tabaunue 13 npuseneH nepevyeHb pasbemoB, CBETOANOLHbIX MHAMKATOPOB U OPraHOB YNpaB/ieHUs,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopa MES2348P.

Tabnnuya 13 — OnucaHune pasbemoB, MHANKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES2348P

Ne dnemeHT ne 7
e OnucaHue
naHenm
Unit NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA.
1 Master MHanKaTop pexkmma paboTsl ycTpoiicTea (Beaylumit/segombii).
PS1 MHAMKaTOp COCTOAHMA NepBoro 610Ka NMTaHuA.
PS2 NHAMKATOP COCTOAHWUA BTOPOro 6/10Ka NUTaHUA.
dyHKUMOHANbHAA KHOMKA A4/1A nepe3arpyskun ycTpoinctea 1 cbpoca K 3a-
BOACKMM HaCTPOMKam:
) . - MPY HaXKaTUM HA KHOMKY ANTENbHOCTbIO MeHee 10 ¢ npoucxoguT nepe-
3arpysKa ycTponcTBa;
- NPW HaXKaTUW Ha KHOMKY AAnTeNbHOCTbIO 6osiee 10 ¢ npoucxoanT cbpoc
HACTPOEK YCTPOICTBA A0 3aBOACKOMN KOHUrypaumm.
3 Console KoHCO/IbHbIM NOPT 4N1A IOKANBHOIO YNPaB/AEHUA YCTPOMUCTBOM.
4 [1-48] MopTtbl 10/100/1000BASE-T (RJ-45).
XG1, XG2
! 1 +/1 .
5 XG3, XG4 CnoTbl 4NA ycTaHOBKM TpaHcnBepos 10GSFP+/1GSFP

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 12 — lMepeaHas naHenb MES2348B

SELTEX  mEszizel
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PucyHok 13 — lMepeaHaa naHeno MES2328|
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PucyHok 14 — lMepeaHasa naHenb MES3348

PucyHok 15 — MepeaHasa naHenb MES3348F

B Tabnnue 14 npuBeaeH nepevyeHb PasbemMoB, CBETOAMOAHbBIX MHANKATOPOB M OPraHoOB ynpaBaeHus,
pacnonoXeHHbIX Ha nepegHen naHenn KommyTtaTtopos MES2324B, MES2324FB, MES2324F DC, MES2348B,
MES3348, MES3348F.

Tabnnua 14 — OnucaHue pa3bemoB, MHAMKATOPOB M OpPraHoB ynpaBieHMa nepegHen naHenn MES2324B,
MES2324FB, MES2324F DC', MES2348B, MES3348, MES3348F

No dnemeHT nepegHein Onmcanme
naHenu
~110-250VAC, 60/50Hz Pasbem ana nogKNtouYeHMA K UCTOYHUKY INEKTPOMUTAHUA NepemeH-
max 2A HOro TOKa.
. 48 (45 ~ 57) VDC :2:?\2,(2_”” MOAKAOYEHUA K UCTOYHUKY S/1EKTPOMNUTAHUA MOCTOAH-
2 12VDC max 3A Knemmbl gns NoAgKAOYEHUA aKKYMYNATOpPHOM 6aTapen 12V.
Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MNHAMKATOp NUTAHMA YCTPOMCTBA.
Master MHauKaTop pexkuma paboTbl ycTpoiicTsa (BeayLwnii/Begomblit).
3 Fan NHAnKaTop paboTbl BEHTUNATOPOB.
Battery NHavKkaTop coctoaHuAa baTapew.
RPS MHAMKATOpP pe3epBHOro 3INEKTPONUTAHUA.
Console KOHCONbHbIM NOPT ANA NOKANbHOTO YNpaB/ieHUsA YCTPOUCTBOM.
‘ usB MopT USB (TonbKko gnsa MES2328I).

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHUa yCTPOMCTBOM. YNpaBaeHMe OCyLLECTBAAETCA NO CeTU, pasaesbHo
C KaHaNoOM nepesayn AaHHbIX).
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PyHKLMOHaNbHAA KHOMKa A/1A nepesarpys3Kku ycTpolcTea u cbpoca K
33aBOACKMM HacTpoOMKam:
r - MPM HA)KaTUM Ha KHOMKY AUTeNbHOCTb0 meHee 10 ¢ npoucxoaut
nepesarpyska yCTpOWCTBa;
- MPM HaXXaTUWM HA KHOMKY AauTenbHocTblo 6osee 10 ¢ npoucxoamt
cbpOoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl 4NA yCTAaHOBKKU TpaHcueepos 1G SFP.
[11-12,
23-24] MES2324FB Kom6o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[25-28] MES2328l| Kom6o-nopTbl 10/100/1000BASE-T/1000BASE-X/100BASE-FX
MES2348B
n 10/100/1000BASE-T (RJ-45).
[1-48] MES3348 opTe! 10/100/ (R1-45)
MES3348F CnoTbl 4NA yCTaHOBKKU TpaHcueepos 1G SFP.
Link/Speed CBeToOBasA MHAMKALMSA COCTOAHMUA ONTUYECKMX NHTEPENCOB.
XG1, XG2
XG3, XG4 CnoTbl ANA yCTaHOBKM TpaHcueepoB 10GSFP+/1GSFP.

® i ..;":8% fﬁﬁﬁﬁfﬁﬁ.
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PucyHok 18 — lMepeaHaa naHenb MES2308P DC

46

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



Tabnnua 15 — OnucaHMe pa3bemMoB, MHAWMKATOPOB M OpPraHoB ynpaBieHua nepeaHelr naHenn MES2308,
MES2308P, MES2308P DC, MES2308R

e
el

3 4 5 6 7 8

PucyHok 19 — lNepeaHaa naHenbs MES2308R

B Tabnmue 15 npueeaeH nepevyeHb pPasbeMOB, CBETOAMOAHbLIX MHOMKATOPOB W OPraHOB yNpaB/ieHus,
pacnonoXeHHbIX Ha nepeaHel naHenn kommytatopos MES2308, MES2308P, MES2308R.

No dnemeHT nepepHen Onncanme
naHenm
Knemma 3azemneHusa o
1 - Knemma gna 3asemnieHuna ycTpomcTea.
~110-250VAC, 60/50Hz Paszbem gna nogkntoyYeHUA K UCTOYHUKY 9NEeKTPONUTaHUA NepemMeHHOoro
max 2A TOKa.
2
Pasbem AnAa NnoaKNOYEHUA K UCTOYHWUKY 3N1E€KTPONUTaHMA NOCTOAHHOIO
48 (45~ 57) VDC AIA NOA y P
TOKa.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMUCTBA.
3 Master NHAaMKaTop pexxrnma paboTsbl ycTpoiicTea (BeayLumii/segombiii).
Status MNHAMKATOP COCTOAHMA YCTPOMCTBA.
Alarm NHauKaTop aBapum.
4 Console KOHCONbHbIV NOPT ANA NOKANBHOMO YNPaBAEHUA YCTPOMCTBOM.
®YHKUMOHabHasA KHOMKa A/1A Nepes3arpysKku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 . - MPY HaXKaTUM Ha KHOMKY AAnTeNbHOCTbo meHee 10 ¢ npoucxoauT ne-
pe3arpyska ycTpoWcTBa;
-MPM HaXKXaTUM Ha KHOMKY AsauTesbHocTblo 6osnee 10 ¢ npoucxogut
cbpOC HACTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
6 [1-10] 10 nopTos 10/100/1000BASE-T (RJ-45).
7 Link/Speed CBeToBasA MHAMKALMSA COCTOSHMUA ONTUYECKMX NHTePENCOB.
8 [11,12], [9, 10] Cnotbl ANna ycTaHOBKM TpaHcnsepos 1G SFP.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 20 — lMepeaHasa naHenb MES3508

B Tabaunuax 16, 17, 18 npueeaeH nepeyeHb pasbemos, CBETOANOAHbIX MHAMKATOPOB M OPraHOB YNpaB/eHus,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopos MES3508, MES3510, MES3510P.

Tabnnua 16 — OnucaHune pasbemMoB, UHAMKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES3508

A &
Ne dnemeHT nepepHen Onucanme
naHenu
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 9,10 Kom60o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MNHAMKATOPbI NMUTAHWUA YCTPOMCTBA.
3
Temp NHauKaTop TemnepaTypbl.
dYHKUMOHaNbHaA KHOMKa A1A Nepe3arpysKku ycTponcTea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 r - MPY HaXaTUM Ha KHOMKY AAnTeNbHOCTbIO meHee 10 ¢ npoucxoauT ne-
pesarpyska ycTpoWcTBa;
- MPM HaXKaTUM Ha KHOMKY AsauTenbHocTblo 6osnee 10 ¢ npoucxogut
cbpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
5 Console KOHCONbHbIV NOPT ANA NOKANBbHOIO YNPaBAE€HUA YCTPOCTBOM.
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PucyHok 21 — lMepeaHasa naHenb MES3508P

Tabanuya 17 — OnuncaHue pasbemMoB, MHANKATOPOB M OPraHOB yrnpaBaeHna nepeaHel naHenm MES3508P

1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBan nHAMKauma PoE.

3 9,10 Komb6o-nopTsl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MHAWKATOPbI MUTAHUA YCTPOMCTBA.

4 Alarm NHAanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.

dYHKUMOHabHaA KHOMKa ANA nepe3arpysku ycTpoicTea 1 cbpoca K 3a-
BOZACKMM HAaCTPOMKaM:

5 F - NPU HaXKaTuu HavKHOI'IKy AnuTenbHocTbio MeHee 10 ¢ npoucxoauT ne-
pesarpyska yCTpoicTBa;

- NPV HaXkaTMM Ha KHOMKY AautenbHocTbio 6onee 10 ¢ npoucxoaut
cHbpOC HaCTpOeK YCTPOMCTBA A0 3aBOACKOM KOHOUIypaumm.

6 Console KOHCO/IbHbIV NOPT AN1A NOKANbHOIO YNPaBAEHUS YCTPOMCTBOM.

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES5324 49
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PucyHok 22 — lMepeaHasa naHenb MES3510P

Tabnvua 18 — OnuncaHue pasbemoB, UHANKATOPOB M OPraHOB yrpaBaeHus nepeaHen naHean MES3510P

. -
Ne dnemeHT nepeaHen Onncanme
naHenu
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBasA MHAUKaums PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MHAMKaTOpbl MUTAHUA YCTPOMCTBA.
4 Alarm MHauKaTop aBapum.
Temp NHanKaTop TemnepaTtypbl.
dyHKLMOHaNbHAA KHOMKa A/1a Nepesarpysku ycTpoincTea u cbpoca K 3a-
BOZCKMM HAaCTPOMKaM:
5 r - MPW HaXKaTMM Ha KHOMKY AJIMTeNbHOCTbI0O MmeHee 10 c. npoucxoanT ne-
pe3arpyska ycTpoWcTBa;
- MPY HaXXaTUWM Ha KHOMKY gauTenbHocTbio 6onee 10 c. mpoucxoaut
cbpOC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHOUIYypauuu.
6 Console KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.

2.4.2 3a0HAA u 8epXHAA NaHenu ycmpolicmea

BHewHW BUA 3agHen naHenn KommyTtatopos MES5324 npuBeaeH Ha puUcyHKe 23.

PucyHok 23 — 3agHaa naHenb MES5324
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B Tabnmue 19 npmBeaeH nepeyeHb PasbemoB, PacnoOKeHHbIX Ha 3a4Hel NaHeAn KoMmmyTaTopa

MES5324.

Tabnmua 19 — OnuncaHue pa3bemoB 3adHen naHenn kommyTtatopa MES5324

Ne dnemeHT 3agHell naHenm OnucaHue
—_— v
1 Knemma 3aszemnenHua = Knemma pgns 3asemneHuma yCTpomncTBa.
CbeMHble BEHTUAALMOHHbIE MOAY/IU C BO3MOXHOCTbIO ropsiyelt 3a-
2 CbeMHble BEHTUNATOPSI
MeHbI.
3 48VDC Pasbem gna noAKNOYEHUA K UCTOYHUKY 3/1EKTPONUTAHMA NOCTOAH-
HOro TOKa.
Pasbem ana NOAKAOYEHUA K UCTOYHUKY INEKTPOMUTAHUA nepe-
4 ~220 VAC 50 Hz max 1A ANA TIOA ¥ P P
MEHHOTIO TOKa.

BHewWwHW BUA 3a4HUX NaHenen KommyTtatopos cepnn MES33xx npuBeneH Ha puUcyHKax 24-27.

o
gl =
Wik
s
3 4
PucyHok 24 — 3agHaa naHenb MES3324F, MES3348F, MES3324
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PucyHok 26 — 3agHaa naHenb MES3308F

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 27 — 3agHaa naHenb MES3316F

Tabanuya 20 — OnucaHne pasbeMOB 3aHEN NAaHENN KOMMyTaTopoBs cepmm MES33xx

Ne dnemeHT 3agHel naHenm OnucaHue
[ S o
1 Knemma 3asemneHuna = Knemma gna 3azemneHuns yCcTpomcTea.
CbemHble BEHTUAALMOHHbIE MOAYAU C BO3MOMKHOCTbIO ropsyein 3a-
2 CbeMHble BEHTUNATOPbI
MEHbI.
3 48VDC Pasbem Ons NOAKNIOYEHUA K UCTOYHMKY SN1EKTPONUTAHUA MOCTOAH-
HOro TOKa.
Pasbem gna NogKNYeHMA K UCTOYHUKY 3NEKTPONUTAHUA NepemeH-
4 ~220 VAC 50 Hz max 1A o TOKf: A y P P

BHeLWHMM BMA 3a4HEN NaHen KoMMyTaTopos cepun MES23xx npuBegeH Ha pUcyHKax 28-32.

O g
(-
PucyHok 28 — 3agHaa naHenb MES2324, MES2324B
@
T
|
!L ®
2 2 1
PucyHok 29 — 3agHaa naHenb MES2324P
@ L) £l @ &) ) @
Z 2 1

PucyHok 30 — 3agHaa naHenb MES2324P ACW
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PucyHok 32 — 3agHaa naHenb MES2348B

Tabnmua 21 — OnucaHue pasbemoB 3aaHel naHean kommyTtatopos MES2324x, MES2348B

Ne dnemeHT 3agHel naHenu OnucaHue
[ — o
1 Knemma 3aszemnenua = Knemma gnqa 3asemneHunsa yCTpoucTBa.
2 BeHTMnAaTOpHLI.
3 12VDC max 5A Knemmbl gns NogKNOYEHMA aKKYMYNATOpHOM 6aTapen 12V.
4 ~110-250VAC, 60/50Hz Paszbem ona NOAKAOYEHUA K UCTOYHUKY INEKTPONUTAHUA nepemeH-
max 2A HOro TOKa.

BHewHW BUA 3agHeN naHenn KommyTtatopa MES2348P npusegeH Ha pucyHke 33.

_/"“ﬁ

®
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2 3 3

PucyHok 33 — 3agHaa naHenb MES2348P

B Tabnmue 22 npuBeaeH NepeyeHb Pa3bemoB, PacnoOKeHHbIX Ha 3a4HeN NaHeAn KoMmyTaTopa

MES2348P.

Tabnunua 22 — OnucaHWe pa3bemoB 3aHel NnaHenn KommyTtatopa MES2348P

Ne

dnemeHT 3agHei naHenun

OnucaHue

CbeMHble BeHTUAATOPbI

CbeMHble BEHTUNALNOHHbIE MOAY/IN C BO3SMOXHOCTbIO ropﬂqeﬁ 3a-
MeHbl.

—r
Knemma 3azemnenua =

Knemma gna 3asemneHua YCTpOVICTBa.

~100-240VAC, 60/50Hz
max 10A

Pasbem 1A NOAKAOUYEHMA K UCTOYHMUKY 3/1EKTPONUTAHUA nepemeH-
HOro TOKa.
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BHewHW BuA 3agHen naHenn KommyTtatopos cepun MES2308x npmseaeH Ha pucyHke 34.

|
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PucyHok 34 — 3agHaa naHenb MES2308, MES2308P, MES2308P DC, MES2308R

BHewHW BUA 3agHen naHenn KommyTtatopa MES23281 npmBeneH Ha pucyHke 35.

@ ® J|®
@ saame A
@ I

PucyHok 35 — 3agHaa naHenb MES2328l|

BHewWwHMN BUA BepxHel naHenu KommyTtaTopoB MES3508, MES3508P u MES3510P npuBegeH Ha
pucyHke 36.

PucyHok 36 — BepxHaa naHenb MES3508, MES3508P, MES3510P

Tabanuya 23 — OnuncaHne pasbemMoB BepxHel naHean kommyTtatopos MES3508, MES3508P, MES3510P

—s o
1 Knemma 3aszemneHua = Knemma gna 3asemneHuna ycTpomcrea.

48 (20 ~ 70) VDC (gnn

2 MES3508) Pasbembl Ana NOAKAOYEHUA K UCTOYHMKAM 3N1EKTPONUTAHUA NOCTO-
48 (45~ 57) VDC (ana AHHOrO TOKa.
MES3508P 1 MES3510P)

3 12VDC max 5A PeneiHbi BbiIxo4 aBapuiiHOW curHanmsauum: 1 A 24 V DC.
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2.4.3 bBoKosble naHenu ycmpolicmea
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PucyHok 38 — JleBasi 6okoBas naHesnb Ethernet-kommyTaTopos

Ha 60KOBbIX MaHenAx yCTPOMCTBA PacnoONOMEHbl BEHTUAALMOHHbIE PELIETKU, KOTopble CAyKaT Ana
oTBoAa Tenna. He 3aKpbiBaTe BEHTUAALMOHHbIE OTBEPCTMA MOCTOPOHHMMM NpegmeTamu. 3TO MOXKeT
MPMBECTM K NeperpeBy KOMMOHEHTOB YCTPOWMCTBA M Bbi3BaTb HapylueHus B ero paboTe. PekomeHaauum no

YCTaHOBKe YCTPOCTBA PACMo/OMKeHbl B pa3gene «YCTaHOBKa U NMOoAK/IUYeHNe».

2.4.4 Ceemoeasn uHOUKayusa

CoctosHue nHtepdeiicos Ethernet MHanumpyeTca aByma cBeToaMOAHbIMU UHAMKATOpamu, LINK/ACT
3e/1eHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHne cBeTOoANOA0B NOKA3aHO Ha pucyHKax 39, 40, 41.

LINK/ACT SPEED

PucyHok 39 — BHewHM BuA pasbema ¢ QSFP+-TpaHcnsepamm

bo ]

LINK/ACT  SPEED

PucyHok 40 — BHewwHuit BuA pasbema SFP/SFP+

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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SPEED

PucyHok 41 — BHewHu Bua pasbema RJ-45

Tabnuua 24 — CeeToBas MHAMKaUMA cocToAaHMa XLG-nopToB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeAUHEHME HE YCTaHOBAEHO

lopuT nocToAHHO

[opuT nocToAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopocTu 40 Meut/c

lopnT NOCTOAHHO

Mwuranune

MaeT nepepaya faHHbIX

Tabanua 25 — CeeToBas MHAMKAUMA COCTOAHNA XG-NOpTOB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTaHOBAEHO

BbikntoueH

fopnT nocToAHHO

YcTaHoOB/IeHO coeAnHeHne Ha ckopocTu 1 Iéut/c

lopuT nocToAHHO

[opuT nocToAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 10 Feut/c

X

Mwuranune

MpoeT nepepava AaHHbIX

Tabnunua 26 — CeeToBas MHAMKaUMA cocToAHUA Ethernet-noptos 10BASE-T

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTAaHOBAEHO

BbikntoueH

FopuT NnocToAHHO

YCTaHOB/IEHO coeauHeHue Ha ckopoctn 10 Méut/c
nnamn 100 M6uTt/c

lopuT nocToAHHO

lopuT noctoAHHO

YcTaHOBNEHO coeauHeHWe Ha ckopoctn 1000
M6éut/c

X

Mwuranune

MpoeT nepepava AaHHbIX

NHaukaTop Unit ID (1-8) cny»kuT ana o603HauyeHUs Homepa YCTPOMCTBA B CTEKe.

CuctemHble nHamnkaTopbl (Power, Master, Fan, RPS) caysaT ans onpegeneHua cOCToAHUA paboTbl

y310B KOMmMmyTaTopos cepmumn MES53xx, MES33xx, MES23xx, MES35xx.

Tabnnua 27 — CBeToBas MHAMKAUMSA CUCTEMHbIX MHONKATOPOB

Power

MuTaHme BbIKIOYEHO

CocTtosHue BbikntoueH
MCTOYHMKOB 3eneHbli, roput
nnuTaHua NOCTOAHHO

MWTaHWe BKAOYEHO, HOpMabHasn
paboTta ycTpolicTBa

56
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3eneHblit, mepuaeT

CamoTecTpoBaHMe yCTpoMCTBa Npu
ctapte (POST)

KpacHbiin, roput
NOCTOAHHO

OTcyTCcTBME NEPBUYHOTO NMUTAHUA OT
OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
YCTPOWCTBa OT pe3epBHOro
WUCTOYHUKA)

MpusHak 3eneHbl, roput YCTPOMCTBO ABAAETCA «KMACTEPOMY B
Master BeayLLero NOCTOAHHO CTeKe
ycTpolicTBa npu BbIKTIOueH YCTPOICTBO He ABNAETCA «KMacTEPOM»
paboTe B cTeke B CTekKe
3eneHsbli, roput
CocrosaHwne HOCTOAHHO Bce BeHTUNATOPbLI UCMPaBHbI
Fan BEHTUATOPA ”
KpacHbiin, roput OTKa3 ogHoro nau bonee
oxXnaxkaeHua
NOCTOAHHO BEHTU/IATOPOB
3eneHbli, roput .
HopmanbHasa paboTa ycTpoictsa
NOCTOAHHO
. OTKas ogHoro unu bonee
KpacHbin, roput
WhavkaTop HOCTOAHHO BEHTUNATOPOB, Unu asapua PoE
MES2348P
Status COCTOAHUA ( ) —
yerpoiicTea 3arpyska ycTpovcTea. He HasHauveH
. . IP-agpec HM Ha oaunH 13
KpacHbin-3eneHbin, .
MaraeT nHTepdeicos, MMbBO B CTEKe He
obHapykeH mactep (MES2324,
MES2324FB, MES2324F DC)
. MoaknoyeH notpebutens PoE (roput
MHpmkarop 3eneHbl, roput WMHOMKATOP, COOTBETCTBYHOLLMIA
PoE coctoAaHna PoE- NOCTOAHHO A P yiot
nopTos nopry)
BbikntoueH MoTpebutenn PoE He NoAKAOYEHDI
3eneHbli, roput Pe3epBHbIN UCTOYHUK NMOAK/OYEH U
Pexum paboTbl NOCTOAHHO paboTaeT HopmanbHO
RPS pe3epBHOro KbacHbIi. roouT OTcyTCcTBME NEPBUYHOIO NMUTaHMA
NCTOYHMKA I'I(,:CTOHHI-;O P pe3epBHOro UCTOYHWUKA UK ero
nuTaHuA HEeUCNpPaBHOCTb
BbikntoueH Pe3epBHbIN UCTOYHMK HE MOAK/I0YEH
3eneHbl, roput
HOCTOAHHO AKB nogkntoueHa, nuTtaHue B Hopme
Batt " 3eneHblit, muraet AKB 3apsarkaeTca
atter HAMKaTo = -
(MESZ32)£/lB co:'ronHMﬂp KpacHbIn-3enéHbin, OcHoBHOe nNuTaHue oTkAo4YeHo, AKb
’ . Mmuraet pa3psaArkaeTca
MES2324FB, AKKYMYNATOPHOMU " "
MES2348B) Garapen KpacHbin, muraet Hu3kmn yposeHb 3apaga AKb
BbikntoueH AKB oTkntoueHa
KpacHbin, roput ABapus PTB (pacuenuTtensa Toka
NOCTOSIHHO 6artapenu)
3eneHbli, roput BNOK NUTaHMA yCTaHOB/IEH B C/OT,
NOCTOAHHO nNUTaHWe BKIOYEHO
WHaukaTop BAOK NMTaHMA yCTaHOB/IEH B C/IOT, HO
PS1, PS2 A . nUTaHMUe OTKAYEeHOo; 610K NUTaHUA
COCTOAHUA KpacHbiin, roput
(MES2348P) 6/10KOB MTaHUS I'IOCTOFlHI—;O YCTaHOBJIEH B C/10T, NUTaHWE
BK/IIOYEHO, HO MMeeTCA
HEWCNPABHOCTb
BbIkntoueH BAOK NUTaHMA He YyCTaHOB/EH B CNOT

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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Alarm

KpacHbln—3enéHblii, Harpy3Ka PoE Bblwe HacTpomKu
Muraet usage-threshold
CeeTtoBan KputnyecKkas owmnbKa B pabote PoE,
WHAMKALMA KpacHbIi, roput npveeaLwasn K oTkAto4eHuto PoE Ha
CUCTEMHBbIX NOCTOAHHO BCEX NOpPTax IM6O OTKa3 04HOMO UK
WHAMKATOPOB 60s1ee BEHTUNATOPOB
Harpy3sKa POE HW»Ke HacTpoMKu
BbikntoueH
usage-threshold

2.5 KomnneKrt nocraBku

B 6a30BblIii KOMMNAEKT NOCTAaBKM BXO4AT:

Ethernet-kommyTaTop;

KomMnneKT Kpenerka B CTOMKY;

WHyp nutaHua EBpoBunka-C13, 1.8m (Tonbko ana MES2308, MES2308R, MES2308P AC,
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

LWHyp nuTaHma MNBC 2x1.5, 2m (Tonbko ans moaenen MES2308P DC, MES2324 DC, MES2324B,
MES2324F DC, MES2324FB, MES2324P DC, MES3508, MES3508P, MES3510P);

MamaTKa 0 AOKYMEHTAUMK;

CepTuduUKaT COOTBETCTBUS;

Macnoprt.

Mo 3anpocy B KOMMNAEKT NOCTAaBKM OMUMOHANbHO MOTYT 6bITb BKNOYEHDI:

PykoBoacTBo no aKkcnayaTaunmn Ha CD-gucke;

KoHconbHbI Kabenb;

Moaynb nutaHua PM160-220/12 (ana MES23281 u cepuit MES33xx, MES5324) nan PM950-
220/56 (ons MES2348P);

WHyp nutaHusa EBpoBunka-C13, 1.8m (B cnyyae Komnnektauum moayniem nutaHus PM160-
220/12 nnam PM950-220/56);

Moaynb nutaHua PM100-48/12 (ana MES2328| n cepuin MES33xx, MES5324) uan PM950-
48/56 (ana MES2348P);

LWHyp nuTaHma MBC 2x1.5, 2m (B cy4ae KOMNAEKTaLUMmn mogynem nutaHus PM100-48/12);
SFP/SFP+/QSFP+-TpaHcuBepbi.

58
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3 YCTAHOBKA U NOAKNIOYEHUE

B paHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKU 060py10BaHUA B CTOMKY U NOAKAOYEHUA K NUTa-
foLen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI AN1A YCTAHOBKM B CTOMKY M BUHTbI 418 Kpense-
HUA KPOHLUTEMHOB K KOpNycCy yCTpoicTBa. 1A YyCTaHOBKM KPOHLUTEAHOB:

PucyHok 42 — KpenneHune KpOHLWITENHOB

1. Tpw HanMyMmM TPAHCNOPTHOrO BUHTA YAA/IUTe ero nepes HayaloM YCTAaHOBKMU.
2. CoBmecTuTe YeTblipe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TaKUMMU Ke OTBEPCTUAMM Ha Ho-
KOBOW MaHenn ycTpoicTBea.

C NoOMOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOpPMyCy.

4. MMosTopuTe genctemA 1, 2 onA BTOPOro KPOHLUTEMHA.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

[N yCcTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNpPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAIOLMX CTOMKKU. Ucnonb3yiite
OTBEpCTWA B HaMNpasAAOLWMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, AJ1A TOFO YTO6bI YCTPO-
CTBO Pacno/iarasiocb rOPU3oHTabHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324 59
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PucyHok 43 — YcTaHOBKaA YCTPOMCTBA B CTOMKY

Ha pucyHke 44 npuBegeH npumep pasmelleHus KommyTtatopos MES5324 B cToitke.

o MES-5324 N1 o
o KaGenbHblit opraHansep [}
o| MES-5324 N2 °
(o] KabenbHblit oprasainaep (o]
o MES-5324 N3 o
(o] KabenbHblit opraHanaep (o]
o| MES-5324 N4 )
o KabenbHblit opraHaiaep o
o] MES-5324 N5 °
o KabenbHbiit opraHaiiaep o

PucyHok 44 — PasmelueHne kKommytatopos MES5324 B cToike

’I He 3aKpblBaiiTe BEHTUNALMOHHDbIE OTBEPCTUA, a TAKIKE BEHTUIATOPbI, PacnoNoXKeHHbIe Ha
3agHel naHenu, NOCTOPOHHMMU NpeaMeTamun Bo usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapylueHuAa ero paboTbl.
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3.3 YcraHoBKa ycTpoiicts MES3508, MES3508P, MES3510P Ha DIN-peiKy

YCcTpOMUCTBO pasmell,aeTcs BEPTUKA/IbHO, TaK KaK 6oKoBble NnaHenn obecneuynBaloT Tenso-
e oTBOA,

[ns yctaHoBKK ycTpolicTea Ha DIN-peliky:

1. Mpunoxutb KpenneHue Ha 3agHel CTeHKe KomMmyTaTopa nosepx DIN-peiku.
2. [oTAHYTb KOMMYTaATOpP BHM3 A0 ynopa.
3. HapasuTb Ha HUXKHIOK YacTb KOMMYTATOpPa A0 3alLeNKUBAHUA.

3.4 YcTaHOBKa mopynei NUTaHuA

KommyTtaTtop moxKeT paboTaTb C OAHUM UM ABYMA MOAY/IAMMU NUTaHUA. YCTaHOBKA BTOPOro moay/s

NUTaHWA HeobxoaMma B C/ly4ae WCMOJIb30BaHWUS YCTPOMCTBA B YCNOBMUAX, TPeOyloWMX MOBbIWEHHOM
HaAEeKHOCTHU.

MecTa gn8 yCTaHOBKM MOAYNEN MUTAHWUA C SNEKTPUYECKON TOUKN 3peHMA paBHOLLEHHbI. C TOYKM 3peHus
MCNONb30BaHUA YCTPOICTBA MOAYAb NMUTAHUA, HaXOAALWMMCA BAMNKE K Kpato, CUNTAETCA OCHOBHbIM, BaAMKe K
LEHTPY — pe3epBHbIM. MoAaynn nNUTaHWA MOTyT YCTaHaB/AMBaTbCA M WU3BAEKaTbCA 6e3 BbIKAYEHMS
ycTpolicTtea. Mpn yCTaHOBKE MU U3BAEYEHUWN AONONHUTENBHOIO MOAYNA MUTAHUA KOMMYTAaTOP NPOLONKAET
paboTty 6e3 nepesanycka.

' i Nepea ob6cnyKuBaHMem nsgenusa, PEMOHTOM UK APYFMMU aHANOrUUHBIMU AeACTBUAMM
e OTKNIOUUTE U3genume oT BCeX MCTOUHMKOB NUTaHUA.

PucyHok 45 — YcTaHOBKa Moaynein nuTaHus

CocrosaHue Mop,yneﬁ NUTaHUA MOXKeT ObITb nposepeHo NOo MUMHAWKAUUWN Ha nepep,Heﬁ naHenun

KommyTaTopa (cm. pasgen 2.4.4) uau NO [MArHOCTUKe, AOCTYMHOM 4epes MHTepdeicbl ynpasaeHus
KOMMYTaTOPOM.

UHankauma aBapun moayna nUTaHUA MOXKeT 6bITb BbiI3BaHa He TO/IbKO OTKA3oM moAaynsa,
e HO U OTCYTCTBMEM NEPBUYHOro NUTAHUA.
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3.5 MoaknoueHue NUTaloLWEN ceTU

1. Mpexae Yyem K ycTpoiicTey 6yaeT NOAKAOYEHA NUTAOWAA ceTb, HEOBXOAMMO 3a3eMIUTL KOpP-
nyc yCTPOKCTBA. 3a3emaeHne He0HX04MMO BbINOAHATE M30IMPOBAHHbBIM MHOTOXWUAbHbBIM NPO-
BOAOM. YCTPOMCTBO 3a3eM/IEHMA U CeYeHMe 3a3eMAOLWEro NPoBOAa AOKHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.
’_ MoaknioueHne JONKHO OCYLLECTBAATLCA KBAaAUGPULMPOBAHHbBIM CMELUasucToOM.
-
2. Ecav npepnonaraetcs NOAKAOYMEHME KOMMNbIOTEPA UAM MHOTO 060PYA0BaHUA K KOHCONbHOMY
NopTYy KOMMYTATOPa, 3TO 060PYyA0BaAHME TaKKe A0MKHO ObiTb HAZEKHO 3a3EMNEHO.
3. [MoAkntoumnTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMNJIEKTaL MM YCTPOWUCTBA, NK-
TaHME MOMKET OCYLLLECTBNATLCA OT CETM NEPEMEHHOIO TOKa IGO0 OT CETU NOCTOAHHOTO TOKa. Mpu
NOAKNIOYEHUN CETU MEPEMEHHOIO TOKA CAefyeT UCNOb30BaTb Kabesib, BXOAALLMIA B KOMMIEKT
ycTpoiicTea. MNpu NOAKNIOYEHMN K CETU NOCTOAHHOIO TOKA UCMO/b3yTe NPOBOA CEYEHUEM He
meHee 1 Mm? 1 cobtogaiite NONAPHOCTb, YKa3aHHYO Ha 6/10Ke NUTaHuA.
’ ' Bo nsbekaHme BOSHMKHOBEHUA KOPOTKOro 3aMblKaHUA NPU NOAKAKOUYEHUU K CETU NOCTO-
. AHHOrO TOKa peKoMeHAyeTcA NPOU3BECTU 3aUMCTKY NPOBOAA Ha A/INHY 9 MM.
’ ' Lienb NUTaHMA NOCTOAHHBIM TOKOM A,0/1XKHa COAEpPKaTb YCTPOMCTBO OTK/IOYEHUA NUTAHMUA
. ¢ pusnueckum pasbeauHeHnem coeauHeHusn (BbiKaOUYaTeb, pa3bem, KOHTAKTOp, aBTO-
MaTUUYECKUI BbIKIlOYATENb U T.N.).
4. BKAlOYMTE NUTAHWE YCTPOMCTBA M ybeamTech B OTCYTCTBUM aBapUit MO COCTOSHMIO MHANMKATOPOB

Ha nepeaHen naHenun.

3.6 TMoaknioueHne AKb K MES2324B, MES2324FB, MES2348B

MoaxntoueHne AKB ocyLLecTBAAETCA MeAHbIM NPOBOAOM ceyeHnem He MeHee 1,5 mm2, Mpu noaknio-
yeHnn AKB Heobxoanmo cobntoaaTb NOAAPHOCTb.

EmrocTb AKE He meHee 20 Ah.

PucyHok 46 — MoakntodeHune AKB K ycTponcTay
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3.7 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

/] YcTaHOBKa ONTUMYECKUX MoAynel MOXKeT NPOoU3BOAUTLCA KaK NPU BbIKNIOYEHHOM, TaK U
B A NPy BKIOYEHHOM YCTpOiicTBe.

1. BcraBbTe BepxHU SFP-moayib B CNOT OTKPbLITOM YacTbio pa3bema BHWU3, a HUXKHUIA SFP-moaynb
OTKPbITOM YaCTbiO pa3bema BBEPX.

PucyHok 47 — YctaHoBKa SFP-TpaHcmBepoB

2. HapgasuTe Ha moayb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILLIMTE XapPaKTEPHbIN LLE/TYOK.

PucyHok 48 — YcTaHoBneHHble SFP-TpaHcuBepbl
Ona ynaneHua TpaHcusepa:

1. OTKpoiiTe 3aLeNky mMoayns.

PucyHok 49 — OTKpbITHe 3awenku SFP-TpaHcueepos
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2. W3BnekuTe moaynb U3 cloTa.

PucyHok 50 — U3BneveHune SFP-TpaHcuBepos
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4 HAYA/NIbHAA HACTPOUKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuUTb Nporpammy smynsaummn TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NPOW3BECTM CAeaytoWwMe HACTPOMKM:

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATE/NbHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepeaaym AaHHbix — 115200 604;

— 3apatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN BUT, 6€3 KOHTPOS YETHOCTY;

— OTK/NIIOYUTb afnnapaTHoOEe U NPporpaMmmMHoe ynpasaeHne NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALMM TepMUHaaa VT100 (MHOrMe TepMUHa/bHbIE MPOrPaMmMbl UCMO/b3YIOT
AaHHbIN PEXUM IMYNALNM TEPMNHAA B KAUECTBE PEXUMA NO YMOJTYaHUIO).

4.2 BKAwouYeHue yCTPOUCTBA

YCTaHOBUTb CoeAMHEHME KOHCOIM KOMMYyTaTopa (nopT «console») ¢ pasbeMom Moc/neaoBaTe/IbHOro
nHTepdelica KomnbloTepa, Ha KOTOPOM YCTAHOB/IEHO NPOrpaMMHoe obecrnedeHme amyAaLumMmn TepMmuHana.

BKNOUUTL YCTPOMCTBO. [MpY KaxKa0M BKIOYEHUM KOMMYTATOpPA 3aMyCKaeTcsa npoueaypa TeCTMpoBaHMA
cucTembl Npu BKAoYeHUU (POST), KoTopaa No3BonseT onpeaennTb paboTocnocobHOCTb YCTPOICTBaA nepes,
3arpysKoli UCNoIHAeMOM NPorpaMmbl B onepaTuBHYyo namsaTb (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa aBe CeKyHZAbl noc/e 3aBepleHuns npoueaypbl POST HauMHaeTcs aBToO3arpyska nporpaMmmHoro
obecneyeHns KommyTaTopa. [Ns BbINOJHEHUS CieumanbHbIX NpoLeayp UCNob3yeTcs MeHto Startup, BOMTU
B KOTOPOE MOXHO, NMpepBaB 3arpy3Ky Haxkatmem Knasuwmn <Esc> nnu <Enter> B Te4eHMe 3TOr0 BPEMEHMU.
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Mocne ycnewwHoM 3arpy3kn KOMmMyTaTopa NOABUTCA CUCTEMHOE NpuraaleHne nHtepdelica KomaHaHOM
cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***** (admin)

console#

/ [ns 6bicTporo BbI30Ba CNPABKU O AOCTYMHbIX KOMaHAAX UCNOJIb3yiiTe KOMBUHALUMIO Kna-
v Buw <Shift> n <?>.

4.3 3arpy3o4yHoe meHIo

[na BXofa B 3arpy3oyHOE MeHI0 ciefyeT MOoAKAYMTLCA K YCTPOMCTBY uyepes mHTepdeic RS-232,

nepesarpysuTb YCTPOWCTBO M B TEYEHUE ABYX CEKYHA, NOCAE 3aBepLueHma npoueaypbl POST HaxaTb <ESC> unu
<ENTER>:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupa 3arpy304HOro meHio:

Startup Menu
1] Restore Factory Defaults

[

[2] Boot password

[3] Password Recovery Procedure
[4] Image menu

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnuua 28 — OyHKLMM MHTepdelica 3arpy304HOro MeHHO

®dyuKyua OnucaHue
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKHM
Boot password YCcTaHOBUTL/YAaNUTb Naposb Ha bootrom
Image menu BbIbpaTb akTMBHbIVM 06pasa cuctemHoro MO
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTeHTUPUKALUK
Back MpoAoKUTb 3arpysKy
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4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTtatopbl cepuit MES53xx, MES33xx, MES23xx paboTaloT B peXXnume CTEKMPOBAHMS.

V Kommytatopol MES3508, MES3508P wu MES3510P He nopAaepXuBalwoT pexum
CTEKMPOBAHMA.

Ctek OYHKUMOHMPYET Kak eanMHOEe YCTPOMCTBO U MOKET 00beANHATL A0 8 KOMMYTATOPOB OAHOM U TON
e MOLEeNN, UMEIOLLMX Cieaytolme poau, onpeaensemble nx nopaakosbimm Homepamu (UID):

— Master (UID ycTtpoictea oT 1 Ao 8), C HEro NPoOUCXOAUT ynpaBaeHUe BCEMM YCTPOUCTBAMU B
cTeke. Posib MOXKHO Ha3Ha4YMTb BCEM YCTPOMCTBAM, HO aKTUBHbIN master npu sTom byaeT oauH,
ocTasibHble byayT GyHKUMOHMpPOBaTb B posn backup.

— Backup (UID ycTpoiictBa oT 1 Ao 8) — ycTpolicTBO, nog4ymHsatoweecs master. ybaumpyert Bce
HaCTPOMKM, 1, B C/Tydae BbIX0Aa YNPABAAIOLLENO YCTPOUCTBA M3 CTPOA, bepeT Ha ceba GyHKUUM
ynpasaeHna cTEKOM. POib MOXHO Ha3HaYUTb MaKCMMYM CEMM YCTPOMCTBAM.

—  Slave (UID ycTtpolictBa oT 1 A0 8) — yCTPOICTBO, NoAUmMHAKLLeecs master. He moxeT paboTaTtb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). Ponb MOXKHO Ha3HauyUTb MaKCUMYM LIECTU
ycTponctBam. JonycTuma KoppeKkTHaa paboTa cteka 6e3 yCTPOMCTB C AaHHOM POJibto.

Ona KoppeKkTHOM paboTbl cTeKa He06XoAMM XOTA 6bl OAUH IOHUT C POaIbl0 Master U oauH
OHUT ¢ ponbto backup.

.‘

/ UHTepdeiicbl B pexkume CTEKMPOBAHMA PabOTAIOT TO/IbLKO HA MAaKCUMaNbHOM CKOPOCTU UH-
Tepdeiica.

Mo yMon4aHWI0O KOMMYTaTOP HaxoAMTcA B poan master, nopTbl XLG (XG) yyacTBytoT B nepesaye AaHHbIX.

B pexume crekuposaHma MES5324 wucnonb3yetr XLG-MopTbl ANA CUHXPOHU3AUMUM, OCTasibHble
KOMMyTaTopbl cemeiicTBa, Kpome MES2308, MES2308P, MES2308R, MES2328] — XG-nopTbl (MES2308,
MES2308P, MES2308R 1 MES2328| ucnonb3ytoT 1G-noptbl). Mpn 3TOM yKasaHHble NOPTbI HE y4yacTBYIOT B
nepegaye AaHHbIX. BO3MOXKHbI ABE TOMNOAOMMU CUHXPOHU3UPYIOLLMXCA YCTPONCTB — KOMbLLEBAA U IMHENHAA.
[nA noBbllWEeHUA OTKAa30yCTOMYMBOCTU CTEKA PEKOMEHAYEeTCsA UCMO/b30BaTb KO/bLEeBYtO Tononoruto. Mpwu
MCMNO/Ib30BaHUWN JIMHEAHOM TOMONOTUKN B CXEME U3 ABYX HOHUTOB CTEKOBbIE NOPTbl 06beanHATCA B LAG, uTo
No3BO/IAET NOBbICUTbL MPOMYCKHY CNOCOBHOCTb KaHana. MNpu ncnonb3oBaHMM KONbLEBOM TOMNOMOMMU OAMH
CTEKOBbIN IMHK BaoKkupyeTtca ana Broadcast, Multicast, Unknown Unicast-tpaduka n He 6a10Kkupyetca gns
06yyeHHoro Unicast-Tpaduka, 4To N03BONAET NOBbICUTb MPONYCKHYH CNOCOHHOCTL CTEKOBbIX IMHKOB.

V Ona kommyTtatopos MES2348P, MIES2348B, MES3348, MES3348F gna obbeanHeHua B

NIMHEeHOI Tononornumn cTeKosbiX NopTos B LAG Heobxognmo ncnonb3osatb MHTepdeiichbl

tel-8/0/1, tel-8/0/4 wan tel-8/0/2, tel-8/0/3. NMpu nwbbIX APYrUX Kom6MHaUMAX
CTEKOBbIX NOPTOB OAUH U3 HUX ByaeT HaxoauTbCA B pesepse u umeTb cratyc Standby.

KommyTtaTtopbl cepuit MES23xx, MES33xx n MES53xx noaaep:usatoT ¢pyHKumoHan NSF (Non-Stop
Forwarding) B cTeke. [aHHbIi GyHKUMOHAN MO3BOASET MWHMMM3MPOBATbL NOTEPU ONA TPAH3UTHOIO
HeMapLpyTU3Mpyemoro Tpadmka B MOMEHT Nepesadm mactepcTea oT master k backup.

MpuHumn paboTbl NSF: B MOMeHT, Korga backup 6epet ynpasneHue Ha cebs M 3anyckaeT npouecc
OOVHMUMANM3aUMKM A0 poan master, 3anyckaetca Tarimep NSF n pukcupytotca STP-cTaTycbl nOpTOB, NOPTHI B
LACP, uneHctBo noptoB Bo VLAN, ckopocTb noptoB M T.4. OcTanbHble HACTPOMKM NPUMEHAIOTCS Ha
KOMMYTaTOpe, CTaBlemM master, B peasibHOM BpeEMEHM.

Mpn atom BO BpemaA npouecca NSF M3meHeHue cTatyca noptoB B STP Ha cTeke MNOAHOCTbIO
UrHopmpyeTcA. TaKkkKe 3anpeLwiaerca BbINOJHEHWE KOMaHA NpPocMoTpa KoHoburypaumm (KomaHabl “show
running-config, show startup-config” B pesxkume EXEC), nameHeHue cocToAaHUA NOPTOB (KoMaHAabl “shutdown,
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no shutdown” B KOHTEKCTHOM MeHI0 KoHduUrypaummn nntepdeiica) u VLAN (KomaHaa “vlan 2” B KOHTEKCTHOM
meHto “vlan database”), ckopoctn nopTtoB (“negotiation, speed” B KOHTEKCTHOM MeHIO KOHUrypaumm
nHTepdelica), ouncrtka FDB (“clear mac address-table dynamic” B pexxume EXEC), nepesarpyska ycTpoictsea
(“reload” B pexxume EXEC), uameHeHuMe wumeHM ycTponctBa (“hostname” B pexume rnobanbHoOM
KOHdUrypaumm), BkatodeHne/sbikatodeHne STP (“no spanning-tree” B pexkume rnobanbHol KoHduUrypaumm).

Korga uctekaetr Taimep NSF, Bce paHee 3adMKCMPOBaHHbIE HACTPOMKM MPUMEHSAIOTCA K CTEKY B
peasbHOM BpEMEHM.

Hacmpolika cmeKuposaHua KOMMymamopos

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua,;

console (confiqg) #

Tabnnua 29 — KomaHAabl AN HAaCTPOMKK CTEKa

3Ha4yeHue/3HayeHue

KomaHoa

o ymonyaHuro

Aelicmeue

stack configuration links
{fol-4| te1-4 | gi9-12}

HasHauuTb MHTEpENchl AN CUHXPOHU3aLMK PaboTbl
KOMMYyTaToOpa B cTeKe. MUHMManbHoe Konmyectso — 1,
MaKcumanbHoe — 2.

stack configuration unit-id

HasHauyaeT Homep ycTpoicTBa «unit-id» nokanbHOMY

unit_id unit_id: (1..8, YCTPOMCTBY (Ha KOTOPOM BbINO/IHEHA KOMaHAa). CmeHa Homepa
auto)/auto YCTPOICTBA NPOM3OMAET NOC/e Nepes3arpyskn KoMmyTaTopa.

no stack configuration Y[anuTb HaCTPOMKM CTeka.

stack configuration master MpUHYAUTENBHO HAa3HAYUTb YCTPOMCTBO MacTepomM (MacTepcTso

unit unit_id byaeT Bcerga COXpaHEHO 3a OHUTOM B C/ly4ae Ha/iMyumA ero B
cTeke). Ecnv B KOMaHAe yKasaTb HOMep YCTPOMCTBA, OT/INYHBIN

unit_id: (1..8)/— OT TOr0, Ha KOTOPOM BbINOJIHAEM €€, TO TEKYLLMI MacTep

NPUHYAUTENbHO NepesarpysnTcsa A1A OTAa4YM MacTepcTsa.

no stack configuration BepHyTb BbIGOP MacTepa K CTaHAAPTHOMY afiIropUTMy

master (macTepom byaeT BbIGPaHO YCTPOMCTBO € HaMbonbwmMm uptime).

stack configuration fec Hactpoutb pexxkum Forward Error Correction (FEC) Ha

{off|cl74} —Joff nHTepdelicax cTeka.

V Tonbko pna MES5324.

stack nsf

no stack nsf

— /BbIKOYEHO

PaspewnTb HenpepbiBHYIO Nepeaayy aaHHbix (NSF) Bo Bpems
oTAa4YM macTepcTsa.

3anpeTuTb HeNpepbIBHYO Nepegady aaHHbix (NSF) Bo Bpems
OTAauM macTepcTBa.

stack nsf timer value value: 3apaTtb Bpems, B TeuyeHue KoToporo aamtcsa NSF.
no stack nsf timer (60..600) c/120 c YCTaHOBWTb 3HaYeHME NO YMOYAHUIO.
stack unit unit_id unit_id: (1..8) MepeiTn K KOHPUIYPUPOBaAHMIO FOHUTA B CTEKE.

KomaHObI pexcuma KoHgu2ypayuu roHUmMa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXxume KoHPUrypaLmm loHUTa:

console(unit)#

Tabanua 30 — KomaHAbl ANA HAaCTPOMKM OTAENBHOIO IOHUTA

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

stack configuration role
{slave | master}

HasHauuntb PONb KOMMYTATOpPa B CTEKE.
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no stack configuration role role: (master, backup,
slave)/1 — master, 2 — | YCTaHOBWUTb 3HAYEHWUE MO YMOSYAHUIO.
backup, 3-8 — slave
stack configuration links _ HasHauuTb nHTepbelicsl Ana CMHXPOHU3aLMKN paboTbl
{fo1-4 | tel-4 | gi9-12} KOMMYyTaTopa B CTEKe.
stack configuration unit-id Ha3sHaunTb Homep ycTpoiicTa «unit-id» KoHUrypupyemomy
unit_id unit_id: (1..8, toHMTY. CMeHa HoMepa yCTpoKMCcTBa NpPomn3onaeT nocse
auto)/auto nepesarpyskv KommyTtaTopa.
no stack configuration YAanuTb HaCTPOMKM CTeKa.
! [Ona npumeHeHUA HacTPoOeK cTeKa HeobxoaMma nepesarpysKa yCcTpoiicTea.
[lpumep

=  0b6beanHUTb B CTeK ABa KommyTaTopa MES5324. HasHaunTb BTOPbIM IOHUTOM, UCNO/Ib30BaTb UHTEP-
delicbl fol-2 B KauecTBe CTEKUPYIOLLMX.

console# config
console (config)# stack configuration unit-id 2 links fol-2
console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOW CTPOKM MMEET c/ieayoLmin BuA,

console#

Tabnunua 31 — ba3oBble KOMaHAbl, A4OCTYMHbIe B pexkmume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o yMOAYAHUIO
show stack — OT106pa3unTb MHPOPMaLMIo 06 YCTPOMCTBAX, BXOAALLMX B CTEK.
show stack configuration OT06pas3unTb MHGOPMALMIO O CTEKUPYOWMUX MHTepdelicax
- IOHUTOB B CTEKE, a TaK}Ke TeKyLLuii BapuaHT Bbibopa macTepa.
show stack links [details] PacwupeHHoe oTobparkeHne MHGOPMALLUM O CTEKUPYIOLLMX
- nHTepdericax.

= [lpumep ncnonb3osaHua KomaHapl show stack links:

console# show stack links

Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 £02/0/2 40G fol/0/2
2 f02/0/2 fol/0/1 40G £f02/0/1
’ ‘ YcTpoiicTBa ¢ oAMHaKOBbIMU uaeHTudPuKatopamm «Unit ID» He moryT pabotaTtb B 0gHOM
o CTeKe.
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4.5 Hacrtpoiika PyHKUMIA KoOmmyTaTOopa

®PYHKUMM NO HaYaNbHOMY KOHOUIYPUPOBAHMUIO YCTPOMCTBA MOXKHO Pas3aennTb Ha ABa TUNa.

— bBa3oBas HacTpoiika — BK/loYaeT B ceba onpeaeneHme 6a3oBbix GyHKLMI KOHUrypaumm u
HaCTPOWKY AMHaMMUYecKux IP-agpecos.

— Hacrtpoitka napameTpoB cucTtembl 6€30MaCHOCTU — BK/OYAET YNpaBAEHUE CUCTEMOW
6e30MacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpyske yCcTPOICTBa BCe HECOXpaHEHHble AaHHble 6yayT yTepaHbl. Ana coxpa-
HeHUA No6bIX BHECEHHbIX M3MEHEHWI B HAaCTPOMKY KOMMYTaTopa UCNob3yeTca cnepyto-
Wwan KomaHpa:

console# write

4.5.1 ba3oeas Hacmpolika Kommymamopa

[na Hayana KoHOUrypauum yCcTponcTea HEOBXOAMMO NOAKAOUYUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocaeaoBaTeNbHbIA NOPT. 3aNyCTUTb Ha KOMMbOTEPE NPOrPaMMy SMYNALMM TEPMMUHANA COTNACHO NYHKTY 4.1
«HacTpolika TepmuHana».

Bo Bpems HauyaibHOM HAaCTPOMKMN MOXKHO ONpeaenUTb MHTEPENC, KOTOPbIN ByAeT NCNob30BaTLCA ANA
NOAK/IOYEHMA K YCTPOWCTBY YAaNEHHO.

basosan HaCTpOVIKa BK/IIOHaeT cheaytoulee:

1. 3agaHue naposa ans nonbsosartens «adminy» (c yposBHem npusunernin — 15).
Co3paHure HOBbIX MO/Ib30BaTENEMN.

HacTpoiika ctaTuuyeckoro IP-agpeca, Macku nogcety v Wako3a no yMmoa4aHuio.
MonyyeHune IP-agpeca ot cepsepa DHCP.

Hactponka napameTtpoBs npotokona SNMP.

vk wnN

4.5.1.1 3adaHue napons 044 nosavbzosamesnsn «admin» u co30aHUe Ho8bIx Nosb3osameneli

’ ' [Ana obecneyeHms 3aLiMLLEHHOrO BXOAA B CUCTEMY HEO6XO4MMO Ha3HAUYMTb Napob Npu-
e BUJIErMPOBaHHOMY No/sib3oBaTento «adminy».

MmAa nonb3oBaTena 1 Napoab BBOAUTCA NPU BXOAE B CUCTEMY BO BPeMA CEaHCOB aAMUHUCTPUPOBaHUA
ycTpoiicrtea. [1ns co3aaHma HOBOrO NoJib30BaTe s CUCTEMbI MM HACTPOMKK 1t060ro U3 NapameTpos — UMEHM
nonb30BaTeNA, Napos, YPOBHA NPUBUNETUIA, UCNOJb3YIOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I1-15}

/ YposeHb npuBuaernii 1 paspeluaer 4ocTyn K yCTPOICTBY, HO 3anpeLyaeT HacTPOMKy. Ypo-
BeHb NpuBUaerunii 15 paspelwaer Kak A0CTyN, TaK U HACTPOMKY YCTPOMUCTBA.

Mpumep KomaHa Ans 3agaHuA nosib3osaTento «admin» napons «eltex» u cosgaHua nosb3osatens
«operator» c naposiem «pass» U ypoBHeM npusuaermit 1:

console# configure
console (config)# username admin password eltex privilege 15
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console (config) # username operator password pass privilege 1
console (config)# exit
console#

4.5.1.2 PacwupeHHas Hacmpolika yposHs docmyna

Ha ycTpoiicTee cyliecTBYeT BO3MOXKHOCTb pacnpeneneHuna npas Mo/sib3oBaTeneil B 3aBUCMMOCTU OT
YPOBHA MPUBUAEIUIA, Ha KOTOPOM KaxKAblii M3 nosb3oBaTene 6bln co3gaH. KOHKpeTHoMy YpPOBHIO
npUBUAETMA NPUCBaMBaeTca Habop KOMaHA, KOTOPble MOTYT BbIMOMIHATLCA MO/1b30BATENAMU C YPOBHEM He
HUXKe 3a4aHHOTrO.

' ‘ KommyTtatop nopgep)kuBaeT cucTemy Hac/lefoBaHMA Habopa KOMaHg oT 6osiee HU3KUX
. YPOBHeii npusuaeruii.

’ MNpuBUAerumn BbICTPANBAIOTCA TONbKO A1 KOHKPETHO 3a4aHHOro y3na. Kaxayo KomaHay
e Heo6Xx0A4MMO NpPoNUCbIBaTb ABHO, HE UCMO/b3yA COKpaLLeHHble popmbl.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypnpoBaHus:
console (config) #

Tabnnua 32 — KomaHgpl 419 HaCTPOMKKM pacluMpPeHHOro g4ocTtyna

KomaHga 3Ha4yeHue/3HavyeHue .
Aeilicmesue
Mo ymon4aHuio
privilege context level MpucBaneBaeT yKkazaHHOMY YPOBHIO NpUBUIETUIA
command
level: (1..15); 33aHHYIO KOMaHAy.
/ypoBeHb Npusnaernii | - context — pexnm paboTbl KOMaHAHOW CTPOKMU;
KOMaHS, peskuma - level — ypoBeHb NpuBUAEruiA, Ha KoTopom byaet
EXEC — 1, [OCTYyNHa HacTpaMBaemasa KOMaHAa;
BCeX OCTa/IbHbIX -command — KOMaHaa.
no privile level komawa — 15
p ge context leve Ypanaet goCTyn K KOMaHAe C YPOBHA, Ha KOTOPOM
command KomaHza bbina paspelleHa.

*  [lpumep HacTpoikn Habopa KoMaHA 41A Nosib3osaTens «adminy» c 4 yposHem npusMaernii u Habopa
KOMaHZ Ana nonb3oBaTtens «user» ¢ 10 ypoBHem NpuBUAErmii:

console# configure

console (config) # username admin password passl privilege 4
console (config) # username user password passZ privilege 10
console (config) # privilege exec 4 configure terminal
console (config) # privilege exec 4 show running-config
console (config) # privilege config 10 vlan database

console (config)# privilege config-vlan 10 vlan

Tenepb A1 NOKa/bHbIX MO/b30BaTeeN, Yelt yPOBEHb NPUBUIETUIA Bbile UM paBeH 4, CTaHeT AOCTyneH
BbIBOA, KOMaHAbl show running-config, Ho He ByaeT gocTynHa HacTpoiKa vlan. [1na nonb3oBaTtenel, ypoBeHb
npuBMAEerMii KoTopbix cooTsetcTeyeT 10 u Bbiwe, byaeT AOCTYNHA HacTpovika 1 vlan, n BbiBog, KoMaHabl show
running-config.
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4.5.1.3 Hacmpolika cmamuueckozo IP-adpeca, macku nodcemu U Wist03a 1o yMOA4YaHU

Ona BO3MOXKHOCTM ynpaB/eHUA KOMMYTaTOPOM M3 CeTM HeOBX0AMMO Ha3zHaunTb ycTpoicTay IP-agpec,
MacKy NoAceTu 1, B Cydae yrnpaBaeHua U3 ApYron CeTu, W03 No yMmoadaHuto. IP-agpec MOXKHO Ha3Ha4uTb
nobomy nHtepdeiicy — VLAN, dusmnyeckomy nopty, rpynne noptos (No ymondaHuio Ha nHtepdeiice VLAN 1
Ha3HaueH IP-agpec 192.168.1.239, macKa 255.255.255.0). IP-agpec wnto3a A0/1KeH NpuHaaneskaTb K TOM e
noAceTu, 4To U oAnH n3 IP-uHTepdeincos ycTponcTaa.

V B cnyuyae ecnu IP-agpec HacTpausaetca ana nHtepdeiica pusnMyeckoro nopTa uaum rpynnbl
) nopTos., 3TOT HTepdeic yaanaetca us rpynnbl VLAN, KOTOpOii OH NpuHagaexan.
V IP-agpec 192.168.1.239 cyuiecTByeT A0 TeX Nop, NoKa Ha ntobom nHTepdeiice ctaTuuecku
nau no DHCP He co3aaH gpyroii IP-agpec.
V Mpu yaaneHun Bcex IP-aapecoB KOMMYTaTOpa A0CTYN K HeMy byaeT oCyLecTBAATbCA NO
IP-agpecy 192.168.1.239/24.

= [lpumep KOMaHA HacTponkm IP-agpeca gnsa nHtepdeiica VLAN 1:

MapameTpbl MHTEpPdeElica:

IP-adpec, HazHavyaembili 015 uHmepgpeiica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a no ymonuaHuwo — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config)# exit

console#

[na Toro utobbl y6eanTbea, UTo agpec 6bin HasHaYeH MHTepdeicy, BBeAMTE KOMaHAy:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 onyyeHue IP-adpeca om cepsepa DHCP
Ona nonyyeHna IP-agpeca moxeT ncnosbsosatbca npotokon DHCP, B cnyyvae ecam B ceTu npucyTtcTayer

cepsep DHCP. IP-agpec ot cepsepa DHCP moKHO nonyyatb Yepes ntobont uHtepderic — VLAN, dusnueckuis
nopT, rpynny NopToB.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpumep HACTPOMKK, NpegHa3HaYeHHOM ansa noayyYyeHus guHamudeckoro IP-agpeca ot DHCP-cepBepa
Ha uHTepdelice vlian 1:

console# configure
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console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#

Ona Toro 4tobbl yoeanTbes, Yto agpec bbin HazHavyeH MHTepdeiicy, BBeAMTE KOMaHAay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpoliika napamempos rpomokosaa SNMP dss docmyna K ycmpolicmeay

YCTPOMCTBO COAep*KMT BCTPOEHHbIM areHT SNMP 1 nogaepsknsaeT Bepcum npoTokoia vl/v2c/v3. AreHt
SNMP noapep»«unsaeTt Habop cTaHZAPTHbIX NepemeHHbIXx MIB.

[na BO3MOMHOCTM aAMUHUCTPUPOBAHMA YCTPOMCTBA MocpeacTBOm npoTokona SNMP Heobxoaumo
€034aTb X0TA 6bl 04HY CTPOKY coobuiecTBa. KommMyTaTopbl NOAAEPKMBAKOT TPM TMNA CTPOK coobLuecTBa:

— ro — onpegensaeT AOCTYN TO/IbKO Ha YTeHue;
— rw — onpegenset AOCTYN Ha YTEHUE 1 3anuch;
— su — onpeaensaet goctyn SNMP-agmunHuctpaTopa.

Hanbonee pacnpocTpaHeHO MUCMONb30BaHME CTPOK coobuiecTtBa public — ¢ AOCTYNOM TONbKO A/s
yTeHus obbekToB MIB U1 private — c AOCTyNnom Ha 4YTeHWe U uameHeHue obbekToB MIB. [Ona Kaxagoro
coobuiecTBa MOXKHO 3aaaThb IP-agpec cTaHUMK ynpaBaeHus.

Mpumep cospaHua coobuiecTBa private € AOCTYNOM Ha yTeHMe M 3anucb U IP-agpecom cTaHUuMK
ynpasneHna 192.168.16.44:

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[ns npocMoTpa co3aaHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTca KomaHAa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.
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Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoiika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHnsa 6e30MacHOCTM CUCTEMbI MCMOAb3yeTcs MmexaHusm AAA  (ayTeHTUdUKaumsa,
aBTOpM3aums, yyeT). Ana wmudpoBaHMA AaHHbIX UCNONb3YeTcA MmexaHu3m SSH.

— Authentication (ayTeHTUdUKaLMA) — conocTas/ieHMe 3anpoca CyLLecTByoLen y4ETHOM 3anncu
B cMcTeme besonacHocCTu.

— Authorization (aBTopu13aumaA, NpoBepKa ypoBHA A0CTyna) — conocTaBAeHne y4ETHOM 3anucu B
cucteme (Npoweauwert ayTeHTUGUKALMIO) M onpeaenéHHbIX NOAHOMOYMIA.

— Accounting (y4éT) — cnexeHue 3a notpebsieHMem pecypcoB Noab30BaTENIEM.

Mpyn MCNONb30BAHUKN HACTPOEK YCTPOMCTBA MO YMOJIYAHUIO MMSA Nosb3oBaTens — admin, naponb —
admin. Maponb Ha3HayaeTcA no/sib3oBaTesem. B ciayyae ecnu naposib yTpayeH, MOMKHO Nepesarpysutb
YCTPOMCTBO U Yepe3 CepUMHbIM MOPT NPepBaTb 3arpy3Ky, Haxas Knasuwy <Esc> wnu <Enter>. B TeyeHunn
nepBbIX 4BYX CEKYHA, NOC/Ie NOABAEHNA COOBLL,EHNA aBTO3arpy3Kn OTKPOETCA MeHIo Startup, B KOTOPOM HY}KHO
3anycTuTb Npoueaypy BoccTaHoBneHMA napons ([2] Password Recovery Procedure).

/f Monb3osaTtenb no ymonuaHuio (admin/admin) cywecteyer Ao Tex nop, NOKa He co3aaH
no6oi pgpyroii nonb3oBaTesib C ypoBHEM nNpusunerui 15.

/_‘ Mpu yaaneHnn Bcex co3gaHHbIX Noab3oBateneit ¢ 15 ypoBHem npuBuaeruii goctyn K
KommyTatopy ©6yaer ocCywectBnATbCcA NoA,  Nonb3oBaTesemM MO YMOJYAHUIO
(admin/admin).

[ns obecneyeHuns nepBoHaYaabHOM 6€30MacHOCTM Naposib B CUCTEME MOXKHO 334aTb 419 CEPBUCOB:

— KoHconb (noaxntoueHne Yepes cepuinHbliii NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHosKka rnaposs 075 KOHConu

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBeT Ha NpurnaweHue BBeCTU Napoab BO BpeMA perncrpauunm B yCTpOﬁCTBe yepe3 ceaHC KOHCOon
BBeAUTE NapO/ib — console.
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4.5.2.2 YcmaHoska napons 0ns Telnet

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBeT Ha npwuraaleHne BBECTM Napo/ib BO BPeMa Pernmctpauum B ycTpoicTee yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 011 SSH

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config) # ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha Npu1raaweHMe BBECTM Napo/ib BO BPEMSA PErMCTPaLLMM B YCTPOMCTBE Yepes ceaHc SSH BBeauTe
naponb — ssh.

4.5.3 Hacmpoiika 6aHHepa

Ona yaobcrea aKcnyaTaumm ycTpoicTBa MOXKHO 3a4aTb 6baHHep — coobuleHune, coaepkaulee ntobyro
nHbopmaumio. Hanpmumep:

console (config)# banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[Nna HacTPOMKM KOMMYTaTOpa MCMOJIb3YEeTCA HECKOJIbKO PEeXMMOB. B Kaxkgom perkmme AOCTyneH
onpeaeneHHbll CNMCOK KOMaHA,. BBoA CMMBOJIA «?» CAYKUT ANs MPOCMOTPa Habopa KomaHA, SOCTYMNHbIX B
Ka*KAOM M3 PEXMMOB.

Ona nepexoga M3 O4HOrO pexkMMa B APYro MCMNONb3YHTCA cneumasnbHble KoMaHabl. lMepedyeHb
CYLLLECTBYIOLLMX PEXMMOB M KOMaHZ, BXO4A B PEKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexum A0CTyneH cpasy nocse ycnewHol 3arpy3kmM KommMmyTraTopa
M BBOAA MMEHW MOJIb30BaTeNA M Naponsa (4Nns HenpuBMAErMpoBaHHOIO nosb3oBaTens). MpurnawexHve cu-
CTeMbI B 3TOM peXKMMme COCTOUT U3 MMeHM ycTpoictea (host name) u cumona “>".

console>

MpueuneauposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN pexXum A0CTyneH cpasy nocne
yCNewHoM 3arpy3kn KOMMyTaTopa, BBOAA MMEHM NONb30BaTeNA M Napoas. MpurnaleHmne cUCTEMbI B 3TOM
perKMme COCTOUT U3 UMeEHM ycTpoiicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpu2ypayuu (global configuration), naHHbl pexum npeaHasHayeH AnA 3a0a-
HUA 0b6LWMX HacTpoeK KommyTaTtopa. KomaHabl pexuma rnobanbHo KoHbUrypaumm gocTynHbl U3 Atoboro
nogpexKmMma KoHpurypaumm. Bxos B penm ocyLw,ecTBaAaeTca KomaHaon configure.

console# configure
console (config) #

Pexcum KoHghu2ypayuu mepmuHand (line configuration), naHHbIV peXKMm npeaHasHayeH ana KoHdu-
rypaumm, cBs3aHHOM ¢ paboTon TepMMHana. Bxoa B pexmm ocyLLeCTBAAETCA U3 perKnma rnobanbHON KoOHOK-
rypaumu.

console (config)# line {console | telnet | ssh}
console (config-line)#

5.1 ba3soBble KOMaHAbI

KomaHOowbi pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeet cneayowmin Bua;

console>

Tabnnua 33 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume EXEC

Komanda 3HayeHue/3HavyeHue Leiicmeue
o ymon4aHuio

enable [priv] priv: (1..15)/15 MepekNoUnTLCSA B MPUBMAETMPOBAHHBIN PEXKMM (ecnun 3HaueHne
He yKa3aHO — TO ypoBeHb npusuaernii 15).

login - 3aBeplUeHMe TeKyLLLEel CeCCMU U CMeHa NOo/b30BaTeN .

exit — 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.

help . 3anpoc cnpaBoYHOM MHOPMaLMKM 0 paboTe MHTepdeiica
KOMaHZAHOM CTPOKM
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show history

MoKasaTb UCTOPMIO KOMaHA, BBEAEHHbIX B TEKYLLEN
TEPMUHANbHOW ceccum.

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

—/dYHKUMA BKAKOYEHA

BKAOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBELAEHHbIX KOMAHA,
ANA TeKyLwel TepMUHANbHOM ceccuim.

OTKNOUNTD GYHKLMIO COXPAHEHUS UCTOPUMU BBEAEHHbBIX KOMaHA,
ANA TeKywwel TepMUHANbHOM ceccuum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHWTb pazmep Bydepa CTOPUM BBEAEHHBIX KOMaHA A/1A
TeKyLLe TEPMUHAIbHOW Ceccuu.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

—/BbIBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OTO06pa3unTb BbIBOA KOMaHA 6e3 pasaeneHuna Ha cTpaHuLbl
(paspeneHuve BbIBOAA CNPaBKM NO CTPAHMLLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

terminal prompt

terminal no prompt

—/dyHKUMA BKAKOYEHa

BKAOYNTL NOATBEPKAEHWNE Nepes, BbINOSHEHUEM HEKOTOPbIX
KOMaHA.

OTK/OYUTL NOATBEPKAEHWE Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA.

show banner [login | exec]

OTobparkaeT KoHOUTypaunto 6aHHEPOB.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabanua 34 — ba3oBble KOMaHAbI, 4OCTYNHbIe B pexkmume privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) ns
NpUBUIErMPOBAHHOIO KOMaHAHoro pexuma (privileged EXEC).

configure[terminal]

MepenTn B peXMm KoHOUrypaumm.

debug-mode

MepeliTu B peXxnm OTNaaKu.

set system mode {acl-sqinq
| acl-sqing-udb}

acl-sging

YCTaHOBUTb PeXUM HAacTPONKKN GuUabTpaLmm Tpaduka.

- acl-sging — pexxum no ymonyaHuto;

- acl-sging-udb — BABOE YyMEHbBLIEHO KOIMYECTBO BO3MOMKHbIX
npasun SQinQ; fobasneHa BO3MOXHOCTb GUAbTPALLUM NO
TpuHaguaTtv opdcetam (B pexkmme No yMOAYaHUIO — NATb).

KomaHObI, 0ocmyrnHble 80 8CeX PeXUMax KOH@dua2ypayuu

3anpoc KOMaHAHOVI CTPOKN nmeeT O AnH N3 cheagyroumnx suaos:

console#

console (config) #

console (config-line) #

Tabauua 35 — ba3oBble KOMaHAbl, 4OCTYMHbIE BO BCEX PeXMMaxX KOHOMIypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

exit BbIliTV 13 Nt060ro pexxmma KOHPUrypaLmMm Ha ypoBeHb Bbile B
nepapxmun komaHg, CLI.
end BbINTM 13 N106OTO perkMma KOHOUIypauum B KOMaHAHbIA PEXMUM

(Privileged EXEC).
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do BbINONHWTL KOMaHAY KoMaHaHoro ypoBHs (EXEC) u3 noboro
peXxnma KoHpurypaumu.
help — BbiBecTu cnpasKy MO UCNO/Ib3yeMbIM KOMaHAAM.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM UMEET CeayoWmin BUA,:

console (config) #

Tabnuua 36 — BasoBble KOMaHAbl, AOCTYMHbIE B peXKMMe rnobanbHol KoHUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

banner exec d
message_text d

no banner exec

3apaTb TeKCT coobuieHnn exec (Mpumep: Nonb3oBaTe b
YCNELHO BOLWE B CUCTEMY) U BKIOYMTb BbIBOA HA IKPaH.
- d — pasgenutens;

- message_text — TeKcT coobLueHus (B cTpoke go 510
cumBonos, obuwee 2000 cumBooB).

Y8anuTtb TeKCT coobLLeHns exec.

banner login d
message_text d

no banner login

3apatb TeKcT coobuweHua login (MHPopmaumoHHoe coobuieHue,
KOTOpoe oTobparkaeTca nepes, BBOAOM MMEHM NONb30BaTeNA U
NaponA), U BKKOYUTb BbIBOA HA IKPaH.

- d — paspgenutens;

- message_text — TeKcT coobLueHus (B cTpoke go 510
cumBonos, obuwee 2000 cumBonos).

YaanuTb TeKCT coobuerus login.

line session-limit max-
session

no line session-limit

max-session: (1..6)/6

3afaeT MaKCMMaibHO BO3MOXKHOE YMCI0 aKTUBHbIX ceccuit CLI.
7z OpHa ceccusa 3aperncTtpupoBaHa AnA ynpaBaeHusa
V yepes com-nopr.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOW CTPOKM B PEXUME KOHPUTYypaLMM TEPMUHANA MMEET CeayoLWmMi BUA,:

console (config-line) #

Tabnnua 37 — ba3oBble KOMaHAbI, 4OCTYMHbIE B PEXKMME KOHOUrypaLmm TepmmHana

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no yMmon4aHuio
history BKNt0UNTL GYHKLMIO COXPAHEHUA NCTOPUUN BBEAEHHbBIX KOMAHA,
no history —/bYHKUMA BKNIOYEHA | BbIKAKOYUTL GYHKLMIO COXPAHEHNA UCTOPUM BBEAEHHDBIX

KOMaHa,

history size size

no history size

size: (10..207)/10

M3meHUTb pasmep Bydepa nctopun BBEAEHHbIX KOMAHA,

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3afaTb TaiMayT TekyLlell TepMUHANBbHOWM CECCUM B MUHYTaX.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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5.2 ®dunbTpayma coobuieHnii KOMaHAHOMN CTPOKKU

dunbTpaumnsa coobuieHMin NO3BOAAET YMEHbLINTL 06beM 0TOOpaXKaembIX AaHHbIX B OTBET Ha 3amnpochl
nonb3oBaTesia U 06/1erYnTb NOUCK Heobxoanumomn nHbopmauun. Ana ¢uabTpaummn nHdopmaumm Tpebyetcs
N06aBUTb B KOHEL, KOMaHAHOW CTPOKM cumBon “|” m ucnonb3oBaTb OAHY M3 onuuii GpuabTpauumu,
nepeYncsieHHbIX B Tabaumue 38.

Tabnnua 38 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

Memod 3HayeHue/3HayeHue Lleiicmaue
o ymon4aHuio
begin pattern HaiTi nepeoe coBnageHue ¢ WwabaoHOM B Hayasie CTPOKM,
BbIBECTM BCE CTPOKM 33 HEW.
include pattern - BbIBECTM BCE CTPOKM, coaeprKalume WwabnoH.
exclude pattern BbiBECTU BCE CTPOKM, HE coaeprKaLLme WabnoH.

5.3 MepeHanpasneHue BbiBOAA KOMaHA, CLI B npousBonbHbIN Ppaiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NPeAoCcTaBAseT BO3MOMKHOCTb NepeHanpas/ieHNs BbiBOAA KOMaHA, B
Nnpown3Bo/ibHbIN dain Ha M3Y.

[ns Toro 4tobbl KONMPOBaATb BbIBOA, KOMaHAbl B daitn (nepesanucatb daiin, ecnm Takon yxe cylle-
cTBYeT), TpebyeTtcaA nocne Habopa KoMaHabl 0TOBpaXKeHUsA MHGopMaLIMK A06aBUTb CUMBOA «>» U YKa3aTb UMA
daiina. Ons Toro, 4Tobbl KONMPOBATL BbIBOA KOMaHAbl B KOHeL, ¢aina, nocne Habopa KomaHabl 0TObpaxKeHun
nHpopmauum Ao06aBUTb CUMBOJ «>>» U YKasaTb UmsA daiina. MNpumep UCrnosib30BaHUA:

console# show system >> flash://directory/filename

MepeHanpaBAATb BbIBOA KOMaHp, B ¢paiil MOXKeT TO/IbKO Nosib3oBaTesib ¢ 15 ypoBHem npu-
BUNETUMA.

."h

5.4 Hactpoiika MaKpOKOMaHA,

[aHHas GyHKUMA NO3BOAAET CO34aBaTb YHUOUUMPOBaHHbIE Habopbl KOMaHA — MaKpOCbl, KOTOpble
MOXHO BNOC/NEACTBUMN NPUMEHATb B NpoLLecce KoHUrypaumm.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #
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Tabanua 39 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
o ymoa4aHuro

macro name word [track Co3aaTb HOBbI Habop KOMaHA, ecan Habop C TaKUM UMeHeM
object [state activa- cyliecTsyeT — nepesanucaTb ero. Habop KomaHa BBOAUTCA
tion_statel]] NOCTPOYHO. 3aKOHUYUTb MAKPOC MOXKHO C MOMOLLbIO CUMBO/IA

“@”. MakcumanbHasa a4nvMHa makpoca — 510 cumBonos. B Tene

MaKpOCa MOYHO MCMO/b30BaTh A0 TPEX NepeMeHHbIX B

word: (1..32)
KoHburypauun. Ecnm 3agaH napamertp track, makpoc byget
CMMBOJI0B

aKTMBMPOBaH Npu nameHeHnn TRACK ob6bekTa c Homepom
object, B cooTBeTCTBMM C NapameTpom state (up — akTMBauma
npu nepexoge mn3 coctosHna DOWN B coctosiHne UP, down —
aKTuBauma npu nepexosge us coctoaHna UP B coctoaHmne DOWN,
any — aKkTUBaLMA Npu 1l060M M3MEHEHMM COCTOAHMA). MaKpoc
He MOXKeT 6bITb aKTUBUPOBaH M3meHeHnem TRACK obbekTa npu
Ha YN NepemeHHbIX B Tene.

object: (1..64);
activation_state: (any,
up, down)/any

no macro name word Y[anuTb yKasaHHbIA Makpoc.
macro global apply word word: (1..32) MpPUMEHUTb YKa3aHHbIN MaKpocC.
CUMBOJI0B
macro global trace word word: (1..32) MpoBepuTb YKaszaHHbI MaKpoC Ha BaIMAHOCTb.
CUMBO/I0B
macro global description Co34aTb CTPOKY-AECKPUNTOP rNobasbHOro makpoca.
word: (1..160)
word
— CUMBOJI0B
no macro global description Y[anuTb CTPOKY-AeCcKpMnTop.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 40 — KomaHgpbl perkmuma EXEC

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
macro apply word [patternl MPUMEHNTb yKa3aHHbI MaKpoc.
valuel] [pattern2 value2] d&: (1.32 - pattern — wabnoH, cocToAWMI U3 06bABNEHUA, HaNpUMep,
word: (1.. o
[pattern3 value3] ord: { ) cumsona "S", n nepeMeHHoOM, HaNUCaHHbIX CIUTHO;
CMMBO/I0B
- value — nepemeHHas KoH$uUrypaumu.

macro trace word MpoBepUTb YKasaHHbI MaKPOC Ha BafIMAHOCTb.

show parser macro [{brief |
description [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-

OT06pa3nTb NapameTpbl HACTPOEHHbIX MaKPOCOB Ha

i 1 (1. 1..48);
gi_port: (1..8/0/1..48); ycTpoicTse.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

tygigabitethernet fo_port | group: (1..48);
ort-channel group}] | word: (1..32)
i group CMMBO/IOB

name word}]

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdUrypaumm nHtepdeinca:

console (config-if)#
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Tabnmua 41 — KomaHabl pexkmuma KoHpurypaumm nHtepodeiica

Komanda 3HavyeHue/3HayeHue Leiicmeue
o ymoa4aHuro
macro apply word [patternl MpUMeHUTb yKa3aHHbIN MaKpoc.
valuel] [pattern2 value2] word: (1..32) - pattern — wabnoH, cocTonlwmi U3 06bABNEHUA, HaNpUmep,
[pattern3 value3] CMMBOJ1I0B cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
- value — nepemeHHas KoHdUrypauuu.
macro trace word word: (1..32) MpoBepuTb yKazaHHbIM MaKpoC Ha Ba/IMAHOCTb.
CMMBOJI0B

macro description word word: (1..160) YCTaHOBUTb CTPOKY-AECKPMNTOP MaKpoca.
no macro description CMMBOJI0B YAanuTb CTPOKY-AECKpUNTOp.

5.5 KomaHabl ynpaBneHusa cuctemom

KomaHObi pexcuma EXEC

Buma 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 42 — KomaHabl ynpasaeHusa cuctemoi B pexkxume EXEC

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host}
[vrf vrf-name] [size size]
[count count] [timeout
timeout] [source
A.B.C.D] [df]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY Y31y CETH, a TaK¥Ke A/19 KOHTPOoNA
noctynatowwmx otseTos (ICMP Echo-Reply).

- vrf-name — uMA BUPTyanbHOM 061acTV MapLIpyTU3aLmK;

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHoe Ums y3na cetu;

- Size — pa3mep nNakeTta A/aA OTNPaBKM, KOANYECTBO 6alT B
nakerte;

- count — KOIMYECTBO MAKETOB A/1A nepesayu;

- timeout — BpemA OXKMAAHUA OTBETA Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumB0N10B;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npotokona ICMP yKkazaHHOMY y3/1y CeTU, a TaKXKe AN KOHTPONA
noctynatowmx oteeTtos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-agpec y3na ceTu;

- host — nomeHHoOe Ums y3na cetu;

- Size — pa3mep NakeTa A/1a OTNPaBKM, KONNYECTBO 6alT B
nakete;

- count — KONIMYEeCTBO NaKeTOB A1 Nepesayu;

- timeout — Bpems OXKMAaHMA OTBETA Ha 3anpoc.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324

81



HELTEX

traceroute ip {A.B.C.D |
host} [vrf vrf-name] [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6airT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

Onpeaenntb mapwpyT TpadurKa 40 y3na HasHaAYeHus.
- vrf-name — vmaA BUpTyanbHOM 061aCTM MapLIpyTM3aLMK;
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — [OMeHHOe UMA y3/1a ceTy;
- Ssize — pa3mep NakeTa gna OoTNPaBKK, KOMYecTBo 6aliT B
nakeTe;
- tt/ — MaKCMManbHOE KOIMYECTBO YYaCTKOB B MapLUpyTe;
- count — KONMYeCcTBO NOMbITOK Nepesayn NakeTa Ha Kaxaom
yyacTke;
- timeout — BpemsA OXXWAaHMA OTBETA Ha 3anpoc;
- IP_address — IP-agpec uHTepdeiica KommyTaTopa,
NCNONb3yeMblit ANA Nepesaym NnakeTos.

7l OnucaHune owMB0K NP BLINONHEHMM KOMaHA U
V pe3ynbTaToB NpuBegeHo B Tabaunuax 44, 45.

traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 bair;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

Onpeaennte mapwpyT TpadurKa 40 y3na HasHAYeHUs.
-A.B.C.D.E.F — IPv6-agpec y3na cetu;
- host — pOMeHHOe UMA y3na ceTu;
- Size — pa3mep nakeTa Ana OTNPaBKW, KoanMyecTso 6alT B
nakere;
- ttl — MaKCMManbHOE KOIMYECTBO YYaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAaym NakeTa Ha Kaxgom
yyacTke;
- timeout — BpemsA OXMAaHWA OTBETA Ha 3anpoc;
- IP_address — IP-agpec nHTepdeiica KommyTaTopa,
NCNONb3yeMbI ANA Nepesaym nakeTos.
OnucaHue own60K Npu BbINOIHEHUN KOMAHA, U
/ pe3ynbTaToB NpuBegeHo B Tabauuax 44, 45.

telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OTKpbITb TELNET-ceccuto ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pOMeHHOoe UMs y3/1a ceTy;
- port — TCP-nopT, no kKotopomy paboTaeT cnyxba Telnet;
- keyword — KntoyeBoe CnoBo.
/i OnucaHue cneumnanbHbix KomaHa Telnet u Kntoue-
% BbIX C/10B nNpuseaeHo B Tabnuue 46.

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

OTKpbITb SSH-ceccuto and ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOe UMsA y3Na ceTu;
- port — TCP-nopT, No KoTopomy paboTaet cny»ba SSH;
- keyword — kntoyeBoe CnoBo.
V OnucaHue KA4yeBbIX C10B NPUBEAEHO B Tabnuue
y 47.

resume [connection]

connection:
(1..5)/nocneaHss
YCTAaHOB/IEHHAA ceccus

MepekntounTbCA Ha APYryto YCTaHOBAEHHYIo telnet-ceccuto.
- connection — HoOMep ycTaHOB/eHHOM telnet-ceccum.

show users [accounts]

0OT06pa3snTb MHGOPMALLMIO O NONb30BATENAX, UCMO/b3YIOLMX
pecypcbl yCTPOMCTBa.

show sessions

OT06pasnTb MHGOPMALMIO 06 OTKPBITLIX CECCUAX K YAaNEeHHbIM
ycTpoicTBam.

show system

BbIBECTU CUCTEMHYIO MHOOPMALLMIO.

show system battery

OT06pasunTb MHPopMaumio o baTapee.

[unit unit] unit: (1..8)/— - Unit — HOMep YCTPOWCTBa B CTEKE.
show system id [unit OT06pasnTb CEPUNHBIN HOMEP YCTPOCTBA, PEBU3MIO NAATbI U
unit] unit: (1..8)/— 6a3oBblii MAC-agpec.
- unit — HoMep yCTPOICTBA B CTEKeE.
show system [unit unit] unit: (1..8)/— OTo§paaMTb CVICTEMHY'IO MHPOPMaLLMIO KOMMYTATOPA.
- unit — HoMep yCTPOICTBA B CTEKeE.
show system fans [unit unit: (1..8)/— 0OT06pasunTb MHGOPMALMIO O COCTOAHUU BEHTUIATOPOB.

unit]

- unit — Homep yCTPOMCTBA B CTEKeE.

show system power-
supply

OTO6paBVITb Mchopmau,wo O COCTOAHUU UCTOYHMKOB NMUTAHUA.

show system sensors

OT06paznTb MHGOPMALLUIO TEMNEPATYPHBIX AATYMKOB.
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show version

OTO6pPa3mnTb TEKYLLYIO BEPCUIO CUCTEMHOIO NPOrPamMHOro
obecneyeHuns yCTPoOCTBa.

show system router
resources

OT06pa3unTb pasmep M 3aHATOCTb annapaTHbIX Tabauy,
YCTPOICTBA (MapLpyTU3aumm, coceaen, MHTeppeicos).

show system tcam
utilization
[unit unit]

unit: (1..8)/—

OTo6pa3unTb 3arpysKy pecypcos namatn TCAM (onpegeneHHo
agpecyemasn namsaTb).
- unit — Homep yCTPOICTBA B CTEKE.

show tasks utilization

OTO6pPa3nTb YPOBEHbL 3arPy3KM PECYPCOB LLEHTPANbHOTO
npoLLeccopa KOMMyTaTOpa A4J/1A KasK40ro CMCTEMHOrO npoLecca.

show tech-support
[config | memory]

OTo6pasuTb MHdopmaumio 06 ycTpolicTee, Heobxoanmyto ans
HayaNbHOM AMArHOCTMKM Npobaem.
7l BbiBog KOMmaHAbI NpeacTaBaneT co6oii KombuHaumo
V BbIBOAOB NepPeyYnC/eHHbIX HUXKe KOMaHA:

e show clock
e show system
e show version
e  show bootvar
e  show running-config
e show ip interface
e  show ipv6 interface
e  show spanning-tree active
e  show stack
e  show stack configuration
e  show stack links details
e show interfaces status
e show interfaces counters
e show interfaces utilization
e show interfaces te1/0/xx
o show fiber-ports optical-transceiver
e show interfaces channel-group
e  show cpu utilization
e  show cpu input-rate detailed
e  show tasks utilization
e show mac address-table count
e showarp
o show errdisable interfaces
e showvlan
e  show ip igmp snooping groups
e show ip igmp snooping mrouter
e  show ipv6 mld snooping groups
e  show ipv6 mld snooping mrouter
e show logging file
e show logging
e show users
e show sessions
e show system router resource
e  show system tcam utilization

show storage devices

OT06pa3unTb NONHbLIM cNUCOK M3Y 1 Ux pasaenos.
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KomaHpga «show sessions» oTobpakaeT Bce yaaneHHble coegUHEHUA TONbKO U3 TeKyLei
ceccuun. laHHaA KOMaHAa Ucnonb3yeTca caeayowmm obpasom:

.~

1. BbINONAHUTb NOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYyTaTopa C NMOMOLLbIO
TELNET nnu SSH;

2. BepHyTbCA B pOoAUTENbCKYIO ceccuio (Ha KommyTaTop). 15 3TOro HaXKaTb KOMBGUHaLUIO
Knasuw <Ctrl+Shift+6>, ornycTuTb M HaxaTb <x> (MKc). Mpon3oiaEéT nepexopn B poau-
Te/NIbCKYIO Ceccuio;

3. BbInonHUTb KomaHAy «show sessions». B Tabnuue [,01KHbI NPUCYTCTBOBATb BCE UCXO-
AAlWMe coeAnHeHUA B TeKyL e ceccum;

DnA Toro uto6bl BEPHYTHCA K CECCUMN YAANEHHOTO YCTPOMCTBA, HEO6XOAMMO BbINOJHUTD KO-

maHgy «resume N», rae N — Homep coegMHeHUA U3 BbIBOAA KOMaHAbl «show sessions».

KomaHObl pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKK B pexume privileged EXEC umeeT cneaytowmii Bua;
console#

Tabnmua 43 — KomaHabl ynpaBaeHusa cuctemoii B pexkmme privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

reload [unit unit_id] unit_id: (1..8)/— I'Iepfaazfnycmrb yCTpOi/'ICT?O.

- unit_id — Homep ycTpoiicTBa B CTeKe.
reload in {minutes | minutes: (1..999); YCTaHOBUTb MPOMEKYTOK BPEMEHMU, Yepes KOTOPbI NpousongeT
hh:mm} hh: (0..23), mm: .

(0.59). OT/IOXKEeHHas nepesarpysKa ycTponcTaa.
reload at hh:mm hh: (0..23), mm: N
(0..59). YCcTaHOBUTb BpeMs nepesarpysku ycTpoicTea.

boot password password YcTaHOBUTbL Naponb Ha bootrom.
no boot password o Yaanutb naponb Ha bootrom.
reload cancel — OTMEHUTb OT/IOMKEHHbIN Nepesanyck.
show cpu utilization . OTO6pPa3nTb CTaTUCTMKY MO YPOBHHO 3arpy3KuM pecypcos

LLeHTPaNbHOro NpoLeccopa.
show cpu input rate . OTO6pPa3nTb CTaTUCTUKY MO CKOPOCTU BXOAALLMX Kagpos,

06pabaTbiBaeMbix MPOLLECCOPOM.
show cpu input-rate _ OTO6pPa3snTb CTAaTUCTUKY MO CKOPOCTU BXOAALIMX KaApos,
detailed obpabaTbiBaeMbIx MPOLLECCOPOM MO TUNY TpaduKa.
show cpu thresholds — OT06pa3nTb CNUCOK HacTpoeHHbIX noporos gns CPU.
show memory thresholds — OT06pa3mnTb CNUCOK HACTPOEHHbIX MOporos ana RAM.
show sensor thresholds — OT06pa3nTb CNMCOK NOPOroB AN AaTYMKOB.
show storage thresholds - OT106pa3nTb CNMCOK NOPOroB ANA PA3Ae0B YCTPOMUCTB.
show system mode — 0OT06pa3snTb MHGOPMaLMIO O NapameTpax GunbTpauun TpaduKa.

- I'Ipmmep MCMo/sIb30BaHMNA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x %k
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Tabnuua 44 — OnucaHuMe pe3ynbTaToB BbIMOJIHEHUA KOMaHAbI traceroute

lMone OnucaHue
1 MopAAKOBbIN HOMEP MapLUPYTM3aTOPa B NYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBOe MMA 3TOro0 MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a KOTOEOE nakeT 6bl1 NepegaH M BEPHYACA OT MapLipyTM3aTopa. YKasbiBa-
eTca ANA KaXKA0M NOoMbITKM Nepefayn nakeTta.

Mpu BbINONHEHMM KOMaHAbI traceroute MoryT NPou3oinTn oWMBKKN, onnucaHne oWwWMBOK NpMBEAEHO B
Tabnuue 45.

Tabnnua 45 — OWwmMBKKM Npu BbINOJHEHUMU KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TaimayT Nnpu NonbITKe Nepegayun nakera.
? HewnsBecTHbIM TUM NaKeTa.
A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT Npu BNOKMPOBAHUM UCXOALA-
wero Tpadmka no npasmnam B Tabauue gocrtyna ACL.
F TpebyeTcs pparmeHTaums 1 yctaHoBka 6utos DF.
H Y3en ceTn HefOCTynNeH.
N CeTb HegOCTYNHa.
P lpoToKoN HepoCTyneH.
Q MCTOYHMK NoaaBneH.
R NcTekno Bpems NoBTOpPHOM cbopkM pparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepocCTyNEH.

MporpammHoe obecneyeHre Telnet KommyTaTopoB MNOAAEP*KMBAET cneuuanbHble KOMaHabl —
dYHKLMWN KOHTpOAA TepmMHana. Jna BXo4a B peXMM CneupmanbHbIX KOMaHZ BO Bpems akTuBHoM Telnet-
Ceccum NCNoJIb3yeTcs KOMOUHALUMA KNaBuw <Ctrl+shift+6>.

Tabnuua 46 — CneumanbHble KomaHabl Telnet

CrieyuanbHAA KOMAHOA Ha3HayeHue
AN Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatb no telnet yganeHue cumsona (EC).
AN Qo Mepepatb no telnet npeKkpaweHune BbiBoga (AO).
ARt Mepepatb no telnet coobuieHne «Are You There?» (AYT) Ana KOHTpOAs nogkatoye-
HUA.
ANy MNepepatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peXnMM KOMaHAHOM CTPOKMU.

TaKKe BO3MOXKHO MCNO/b30BaHME AOMNONHUTEbHbIX ONLUMIA NpY OTKPbITMM Telnet- n SSH-ceccuit:
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Tabnunua 47 — KnoyeBsble C10Ba, UCMOJIb3yemble Npu oTKpbITUKM Telnet- n SSH-ceccnit

Onyusa OnucaHue
/echo JIoKanbHO BKAtOYAET PyHKLMIO echo (NnogaBneHMe BbIBOAA HAa KOHCO/b).
/password Onpegensaet naposnb gna Bxoaa Ha SSH-cepsep.
/quiet He ponycKkaeT BbIBOA, BCEX COODLLEHMI NporpaMMHoro obecneyeHus Telnet.

/source-interface

OnpeaenseT nHTepdEnc-UCTOUHUK.

BkntoyaeT 06paboTKy NOTOKA, KOTOPLINM paspellaeT He3awmueHHoe TCP-coeguHeHne
6e3 KoHTposA nocnegoBaTenbHocTel Telnet. MoTokoBoe coeanHeHe He 0b6pabaTbl-

/stream BaeT Telnet-onuuun 1 MOXKeET MCNOIb30BATLCA AN MOAKIIOYEHUA K NOPTaM, Ha KOTO-
pbiX 3anyLLeHbl nporpammbl kKonuposaHua UNIX-to-UNIX (UUCP) anbo gpyrue npoTto-
KONbl, He aastowmeca Telnet-npoTokonamu.

Juser OnpegenAaeTt uma Nonb3oBaTena gnAa Bxoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHoM KOHOUTYpaLMN MMEET CAeayoLWnin BUA,

console (config) #

Tabanua 48 — KomaHabl ynpaBaeHNA CUCTEMOW B pexume rnobanbHo KoHpUrypaumm

no service cpu-input-rate

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuro

hostname name name: (1..160) 3apaTb ceTeBoe MMA YCTPOWCTBA.

no hostname CMMBONOB/— BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAUYEHME MO YMOIYAHMIO.

service tasks-utilization Pa3spewnTb yCTPOICTBY NPOrpaMmMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPasbHOro NpoLeccopa KOMMYTaTopa A8 KaxkAoro
CUCTeMHOro npouecca.

- — —/BK/IIOYEHO ~

no service tasks-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPaNbHOro NPOLLeccopa KOMMYTaTOPa A1 KaXAoro
CUCTeMHOro npouecca.

service cpu-utilization PaspewnTb yCTPOICTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.

- — —/BK/OYEHO —

no service cpu-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.

service cpu-input-rate PaspelunTb yCTPOMCTBY NPOrpaMMHO M3MEPATb CKOPOCTb
BXOAALLMX Kaapos, 06pabaTbiBaemMbiX LEHTPabHbIM
NPOLLeCCOpOM KOMMYTaTopa.

—/BKNOYEHO

3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MEPATL CKOPOCTb
BXOAALLMX KaapoB, 06pabaTbiBaemMbiX LEHTPANbHbIM
NPOLECCoOPOM KOMMYTaTOpa.

service cpu-rate-limits
traffic pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-
syn);
pps: 8..2048

YctaHoBuTb Ha CPU orpaHnyeHnA CKOpoCTM BXOAALWMX KaapoB Ana
onpeaeneHHoro Tuna Tpaduka.
- pps — NaKeTOB B CEKYHAY.

V Peanusyet ¢pyHkuuio CoPP (Control Plane Protection).

BoccTaHOBUTL 3HaYeHUE pps N0 YMONYAHUIO A/1A ONpeaeNeHHoro
TpadukKa.
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service password-recovery

PaspeLuvm: BOCCTaHOB/1EHME NAPONA Yepes 3arpysoyHoe meHo

«password recovery procedure» C COXpaHeHnem KOH(bVII'ypaLI,VIVI.

- —/enabled
no service Pa3pelunTb BoccTaHOBEHME NAPONA Yepes 3arpy304HOE MEHIO
password-recovery «password recovery procedure» ¢ yaaneHnem KoHpurypaumu.
link-flapping enable bled BKAtounTb NpegoTepalieHme GaannuHra IMHKa.
link-flapping disable /enable OTKNOYUTL NpeaoTBpaLleHne GaannumHra IMHKa.
service mirror- Co3paaBaTb pe3epBHYIO KOMWIO TeKyLwel KoHdurypaumu.
conflgu.ratnon _ Jenabled
no service .
mirror-configuration OTKNIOUYUTD KONMMPOBaHMeE TEKYLLEeH KOHOUTypauuu.
system router resources ip_entries: YcTaHOBWTL pazmep TabanLbl MapLLIpyTU3aLMU.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmvé6-entries ipm_entries:

ipmv6_entries]

(8..8024)/512;
ipmv6_entries:
(32..8048)/512

cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recov-
ery-notify {enable | disa-
ble}]

no cpu threshold index in-
dex

index:
(0..4294967295);
interval: (5sec, 1min,
S5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apaTb nopor gna 3arpyskm CPU.

- index — NPoOX3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan usamepeHua 3arpyskm CPU. 3HaueHue 3a-
rpy3ku CPU 3a 3TOT MHTepBan OyaeT cpaBHMBATLCA C MOPOro-
BbIM;

- relation — oTHoweHWe mexay 3arpyskoit CPU 1 noporosbim
3Ha4YeHMeM, Heobxoanmoe ana cpabaTtbiBaHMA NOPOra;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3HayeHune, onpegenstolee MOMEHT BOCCTa-
HOB/IEHWUA Nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb Ba)*XHOCTU TPanNoB A/1a 3TOro nopora;

- notify — BKnto4YaeT/oTKAKOYAET OTNPaBKy Tpanos o cpabaTbl-
BaHMM NOpPOra;

- recovery-notify — BK/l04aeT/OTKAOYAET OTNPABKY TPanoe o
BOCCTAaHOB/IEHUW NOpoOra.

Ypanntb NOpor ¢ 3a[aHHbIM MHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agaTtb nopor ans obvema ceobogHOM namaTv RAM.

- index — NPoW3BO/IbHbIV MHAEKC NOPOTra;

- relation — oTHOLWeEHMeE meKay 06bemom cBob6oAHON NamATU U
NMoporoBbiM 3HaYeHem, HeobxoamMmoe A cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHuWe Nopora;

- flap_interval — 3Ha4YeHune, onpegensatolLee MOMEHT
BOCCTAHOB/IEHMA Nopora nocse cpabaTbiBaHus;

- severity — ypoBeHb BaXHOCTU TPanoB A5 3TOro nopora;

- notify — BK/IlO4aeT/OTKAOYAET OTNPABKY TPanos o
cpabaTtbiBaHMM Nopora;

- recovery-notify — BKkatouYaeT/oTKOUaEeT OTNPaBKy TPanos o
BOCCTAHOB/NEHUW NoOpora.

Ypanutb nopor € 3aflaHHbIM UHA,EKCOM.
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sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060poTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTtb NOpor AN AaTYMKA CKOPOCTU BPALLEHWUA BEHTUAATOPA.
- fan_num — Homep BEHTUNATOPA;

- unit_id — Homep 1OHWTa, Ha KOTOPOM HaXOAWUTCA BEHTUAATOP;
- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — OTHOLWEHWE MeX Ay CKOPOCTHIO BPALLEHUA
BEHTU/IATOPA Y NMOPOroBbIM 3HaYEHNEM, HeobxoamMmoe ANs
cpabaTbiBaHMA Nopora;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHune, onpeaenaowee MOMeHT
BOCCTAHOB/IEHUA Nopora nocse cpabaTbiBaHUs;

- severity — ypoBeHb Ba)KHOCTW TPanoB A/14 3TOro Nopora;

- notify — BK/ItOYaeT/oTKAOYaET OTNPABKY TPanos o
cpabaTbiBaHWKM NOPOra;

- recovery-notify — BK/lO4aeT/oTKAOUAET OTNPABKY TPANos o
BOCCTAaHOB/IEHUM NOpPOra.

YaanuTtb nopor ¢ 3alaHHbIM MHAEKCOM ANA BeHTUAATOpa fan_num

Ha toHUTe unit_id.

sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb Nopor oNs AaTymMKa TeMnepaTypbl.
- sensor_num — HOMep TEPMOAATYUKA;

- unit_id — HoMep OHUTA, Ha KOTOPOM HAaX0AUTCA TEPMOAATYMK;
- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — OTHOWEHWE MeX Yy TeMNepaTypPoi U NOPOroBbIM
3Ha4YeHMeM, Heobxoanmoe ana cpabaTbiBaHWUA NOPOra;

- value — 3Ha4yeHWe nopora;

- flap_interval — 3HayeHue, onpeaenatolLee MOMEHT
BOCCTAHOB/IEHWA NOpoOra nocse cpabaTbiBaHUSA;

- severity — ypOBEHb Ba)KHOCTU TPanoB A/11 3TOro Nopora;

- notify — BK/IlO4aeT/oTKAOYaeT OTNPABKY TPanos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BKAtoYaeT/oTKOUaeT OTNPaBKy TPanos o
BOCCTaHOB/IEHUM NOPOTra.

YAanuTtb Nopor ¢ 3aJaHHbIM UHAEKCOM ANA TepMoJaTIMKa
sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
interval: (0..100)/0
NPOLLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3apaTb nopor ana o6bema cBob6ogHOM NamaTh Ha N3Y.

- index — Npown3BO/IbHbIN MHAEKC NOPOTra;

- relation — oTHoweHWe mexay ob6bema cBOH6OAHON NaMATH U
NnoporosbiM 3Ha4YeHUeM, Heobxoaumoe A1 cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHue nopora;

- flap_interval — 3Ha4yeHune, onpegensatow,ee MOMEHT
BOCCTAHOB/IEHUA Nopora nocse cpabaTbiBaHus;

- severity — ypoBeHb Ba)KHOCTU TPaNoB A/18 3TOro Nopora;

- notify — BKAloYaeT/oTK/OYaEeT OTNPaBKy TPaMNos O
cpabaTbiBaHUM Nopora;

- recovery-notify — BKktoYaeT/oTKOUaEeT OTNPaBKy TPanos o
BOCCTAaHOB/IEHUW NOpOra.

Y4anunTb NOPor ¢ 3afaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpouTb peaKkLuio KOMMYTaTopa Ha HaXaTue KHOMKK F.

- enable — npu Ha)aTMK Ha KHOMKY AAUTEIbHOCTbIO MeHee 10
CeK, NPOUCXOANT NepesarpysKa ycTPonCTBa; NPU HaxKaTUu Ha
KHOMKY annTtenbHocTbio 6onee 10 cek, nponcxoamT cbpoc
YCTPOWCTBA A0 3aBOACKOWN KOHOUIypauuu;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — To/bKO nepesarpysKa.
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5.6 KomaHpAbl N8 HAaCTPOMKK NapamMeTPoB ANA 3a4aHUA Naponaen

JaHHbI KOMNAEKC KOMaHA, NpeaHasHavyeH Ana 3aJaHusa MUHUMA/IbHOM CNOXHOCTU NapoiA, a TaKxe
ANA 3alaHMA BpeMeHu AeCTBMA Napons.

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXXmnme rno6anbHON KOHOUIypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 49 — KomaHapbl ynpaB/ieHUn cUCTEMOW B pexxmnme rnobanbHoi KoHourypaumum

KomaHda

3HayeHue/3HayeHue
10 ymMon4aHuio

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 aHeir

3a4aTb BPEMSA KU3HU naponeli. Mo ncteyeHnn 3a4aHHOO CPOKa
byaeT npeasioXKeHo CMeHUTb Naposb. 3HavyeHue 0 roBopuT O
TOM, YTO BPEMS }KU3HM Napoel He 3aZaHo.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

passwords complexity ena-

ble

no passwords complexity
enable

—/BbIK/IOYEHO

BKAtoUNTL OrpaHuyeHre Ha popmat napons.

BbIKNtOUMTb OrpaHnyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKNIOUUTb OrpaHUYeHune, 3a4atoLLee MUHUMaIbHOE KOIMYeCTBO
K/IacCoOB CMMBO/OB (CTPOYHble OyKBbI, 3arnaBHble OyKBbl,
undpbl, CUMBObI).

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BK/IIOYMTb OrpaHMUYeHME Ha MUHUMAJIbHYIO A/IMHY Napons.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BK/IIOYUMTb OrpaHUYeHne, 3afalollee MaKCMMasbHOE Ko/uue-
CTBO MOCNeA0BaTE/IbHO NOBTOPAIOLLMXCA CUMBOJIOB B HOBOM Ma-
pone.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
not-current

3anpeTuTb NpY CMeHe Napo/is UCMNO/Ib30BaTh B KAYECTBE HOBOTO
CTapbli.

no passwords complexity /enabled Pa3peLmnTb MCNO/b30BaTb CTapblii Naposib NpU CMEHe.
not-current
passwords complexity 3anpeTuTb MCMONbL30BaTb B KadecTBe Mapons MMA MO/b30Ba-
not-username Tena.

—/enabled

no passwords complexity
not-username

PaspewnTb UCNnonb3oBaTh B KavyecTse nNapona MMA Nnosb3oBa-
Tena.

Tabanuya 50 — KomaHgbl ynpasaeHua cuctemomt B pexknume Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show passwords configuration

OT06pasunTb MHGOPMaLMIO 06 OrpaHNYEHUAX Ha MapoIu.
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5.7 Pa6ora c ¢patnammu

5.7.1 OnucaHue ap2ymeHmoe KOMAaHO
Mpu ocywecTBneHnn onepauuii Hag ¢ailaMm B KayecTBe apryMeHTOB KOMaHZ BbICTYMaloT agpeca
URL — onpeagennTenn MeCtoHaxoXXaeHuma pecypca. OnucaHue Ka4eBbIX CNnoB, Ucnosibdyembix B onepayunax,

npueeaeHo B Tabauue 51.

Tabnmua 51 — Cnucok KNtoYeBbIX CI0B U UX ONUCaHWe

Knrouyesoe cnoso OnucaHue

McxoaHbIv agpec nam agpec Mecta HasHaYeHUs ga SHEProHe3aBUCMMOM NamaTH.

flash:// 3HeproHesaBMCUMMan NaMATb UCNONb3YyeTcA No yMmonyaHuto, ecnun agpec URL onpepeneH 6e3
npedukca (npedukcamm seastotea: flash:, tftp:, scp:...).

running-config Paiin TekyLen KOHPUrypaumm.

mirror-config Konus ¢alina Tekywen KoHourypaumm.

startup-config daiin nepeBoHaYanbHOM KOHOUTypauuu.

active-image ®aiin c akTMBHbIM 06pasom.

inactive-image daiin c HeaKTUBHLIM 06pasom.

UcxopHbIV agpec nnm agpec mecta HasHadeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory/] filename.

tftp:// - host — IPv4-agpec unu ceTeBoe MMs YCTPOMCTBA;

- directory — katanor;

- filename — vma daiina.

UcxogHbI agpec nm agpec mecta HasHadyeHua ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — MMA NOJib30BaTeNSA;

scp:// - password — naponb No/ib30BaTeNs;

- host — IPv4-agpec unun ceteBoe UM YCTPOMUCTBA;

- directory — Kkatanor;

- filename — vma daiina.

McxoaHbIv agpec nam agpec mecta HasHadveHus ana SSH-cepeepa.
CuHTakemc: sftp://[username[:password]@]host/[directory/] filename
- username — WMA NONb30BaTENS;

sftp:// - password — napo/b No/sib30BaTeNs;

- host — IPv4-agpec unu ceteBoe UMs yCTPOMCTBA;

- directory — katanor;

- filename — vma daiina.

logging ®aiin c uctopmein KomaHa,
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5.7.2 KomaHObI 0514 pabomei ¢ palinamu

3anpoc KomaHaHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnuua 52 — KomaHapl ans pabotbl ¢ pannamm B pexknme Privileged EXEC

destination_url:

3HayeHue/
KomaHoa 3Ha4yeHue no Aelicmeue
ymon4yaHuro
copy source_url destination_url Konuposatb daiin n3 MectonosoxKeHnsa NCTOYHUKA B
[exclude | include-encrypted | MECTOMO/IOXKEHME Ha3HAYEHUA.
include-plaintext] - source_url — mecTonosioxeHune konupyemoro ¢aina;
- destination_url — appec mecTa Ha3HauyeHusa, Kyaa dain byaet
CKOMUPOBaAH.
Cnepytolme onumm AoCTyMNHbI TONbKO NPU KONMPOBAHUN U3
daitna KoHoUrypaumm:
- exclude — nHpopmaums, KpuTMuHas gns 6e30nNacHoCTH, He
6yAeT BKIOYEHa B KOHeYHbIV dalin;
- include-encrypted — nHdpopmaums, KputTMyHaa ana
source_url: 6e3onacHocTH, ByAeT BK/IIOUEHa B KOHEeYHbIN daiin B
(1..160) 3awmndpoBaHHOM BUAE;
CUMBOJIOB;

- include-plaintext — nHdopmayma, KpuTnyHana ana
6e3onacHocTH, byaeT BKIOYEHA B KOHEYHbIN daiin B

(1..160) HesawmndpoBaHHOM BUAE.
copy source_url running-config CMMBONOB; Konuposatb daiin KoHbUrypauum c cepsepa B TEKYLLYIO
KoHdurypaumtio.
copy running-config CoxpaHuWTb TEKYLLYIO KOHdUTypaLmMIo Ha cepBepe.
destination_url [exclude | include- - exclude — MCKNOUYUTB U3 KOMMpPYEMbIX AaHHbIX MHGOPMaLLMIO O
encrypted | include-plaintext] KAloYax, Naponsx u T. n.
- include-encrypted — coxpaHATb AaHHble O K/oYax, Naponax B
wndpoBaHHOM BUAE;
- include-plaintext — coxpaHaTb AaHHbIE O KNtOYax, Naponsx B
ABHOM BUJe.
copy startup-config destination_url CoxpaHWTb NepBOHaYasbHYO KOHPUIypaLMIO Ha cepBepe.
copy running-config startup-config — CoxpaHUTb TeKyLLy0 KOHOUIypaLUuio B NepBOHAYaNbHY!O.
copy running-config file CoXpaHUTb TeKYLLYHO KOHOUTYpaLumio B 3a4aHHbIN pe3epBHbIit
- daiin KoHdUrypaumum.
copy startup-config file CoxpaHWTb NepBOHAYaNbHYO KOHUIypaLmio B 3a4aHHbIN
- pe3epBHbIi paitn KoHdUrypaumu.
boot config source_url Konuposatb $aiin KoHourypauum c cepsepa B dpaiin
- nepBoHaYaNbHOW KOHOUIypaumK.
dir [flash:path | dir_name] - OT106pa3nTb cnMcok ¢alinoB B yKazaHHOM KaTanore.
more {flash:file | startup-config | OT06pa3unTb cogeprkumoe darina.
running-config | mirror-config | - startup-config — oTobpaxaeT coaepxmmoe daina
active-image | inactive-image | nepBOHaYasibHOM KOHOUIypauuu;
logging | file} - running-config — oTobparkaeT cogepxunmoe daina TekyLLen
KoHobUrypaumu;
- flash: — oTob6paskaeT painbl ¢ dnew-namaTn yCcTPOMCTBa;
- mirror-config — oTobpakaert cogepxumoe dpalina TekyLemn
file: (1..160) KOHOUIypaumm ¢ 3epkana;
CMMBOIOB - active-image — oTobparkaeT Bepcuio TekyLlero ¢paina obpasa

no.
- inactive-image — oTobparkaeT Bepcuto HeakTUBHOTO daina
obpasa MoO.
- logging — oTobparkaer cogepxumoe daiina xypHana.
- file — nmsa daina.
' | ®aiinbl otobpakarTtca B popmare ASCII.
.
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delete ur/ — Yaanute danin.
delete startup-config — Yaanutb dain nepsoHavanbHOW KOHUrypaumu.
boot system source_url KonupoBsatb daiin MO ¢ cepBepa B HEAKTUBHYIO 061acTb NamMATH
- Ha mecTo pesepsHoro MO.
boot system inactive-image — 3arpysuTb ¢ HeakTMBHOro obpasa MNO.
show {startup-config | running- gi_port: OTo6pa3uTb cogepknumoe daina nepBoHavanbHoM (startup-
config} [brief | detailed | (1..8/0/1..48); config) nnu Tekywei (running-config) koHdurypauum.
interfaces {gigabitethernet gi_port te_port: - interfaces — KoHOUrypauusa nHTepdelicos KommyTaTopa —
| tengigabitethernet te_port | (1..8/0/1..24); du3nyecknx nHTepdeicos, rpynn nHtepdeicos (port-channel),
fortygigabitethernet fo_port | oob fo_port: VLAN-uHTepdeicos, oob-nopTa, MHTepdeica 3aMbiKaHMA Ha
| port-channel group | vlan (1..8/0/1..4) cebs, TyHHene.
vlan_id | tunnel tunnel_id | group: (1..48); Cnepytowime onumm AOCTYNHbI NPU BbIBOAE TEKYLLEN
loopback /oopback_id}] vlan_id: KOHdUrypaumm
(1..4094); - brief — BbIBOA KOHOUIYpaunm 6e3 ABOUYHBIX AaHHbIX,
tunnel_id: Hanpumep, SSH- n SSL-kntouei;
(1..16); - detailed — BbIBOA, KOHOUIYpPALUK C BKAHOYEHNEM ABOUYHbIX
loopback_id: LAHHbBIX.
(1..64)
show bootvar . MoKa3aTb akTUBHbIN daiin cuctemHoro MO, KOTopbIM YCTPOMUCTBO
3arpy)kaeT npu 3anycke.
write [memory] CoxpaHu1Tb TEKYLLYIO KOHbUrypaumio B daiin nepBoHavyanbHOM
- KOHUrypaumm.
boot license source_url — 3arpysuTb Ha YCTPOMCTBO Gana ANLEHIUN.
delete license [word] . YAanuTb € yCTPOMCTBA BCE YCTaHOBNEHHbIe Gaiibl IULLEH3UIA.
- word — vms dalina AMUEH3UU, KOTOPbIN A0/IKEH ObITb YAANEH.
rename url new_url url, new_url: MN3meHUTb umsa daiina.
(1..160) - url — Tekywee umsa dpanna;
CMMBO/IOB - new-url — HoBoe UMsa daiina.

)

R MaHAbl KONUpoBaHUA.

[Mpumepbl UCM016308AHUS KOMAHO

CepBep TFTP He moxKeT 6bITb afpecom UCTOYHMKA U aApPecoM HasHauyeHUs AN OAHOW KO-

= Yaanutb paiin test U3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test

Delete flash:test?

[confirm]

PesynbTaT BbINOJIHEHUA KOMaHZbI: MOC/e NOATBEPXKAEHUA dalin byaeT yaaneH.

CywiectByeT BO3MOXHOCTb MPOCMOTPa KOHOUIypauum Ana TeKYLEero MecTomnoNoXKeHUA AN Caeayio-

LLMX PEXMMOB KOHPUIypaumuu:

" vlan database

= interface {gigabitethernet gi port |
fortygigabitethernet fo port | port-channel group |

tengigabitethernet te port |
loopback

loopback id | vlan vlan id | ip ip addr}

= interface range {gigabitethernet gi port |

tengigabitethernet te port

| fortygigabitethernet fo port | port-channel group | vlan vian id}

Tabanua 53 — KomaHapbl NpOCMOTPa KOHGUIypaLmm U3 TEKYLLLETO MECTOMO/OMKEHNA

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show

OT06pasnTb HACTPOMKM A/1A TEKYLLETO PeXMMa KOHUrypaumu.
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5.7.3 KomaHObI 057 pe3epsuposaHua KOHGU2ypayuu

B QAaHHOM pasgene OMNWCaHbl KOMAHAbI, MNpegHa3sHavyeHHble AAA HACTPOWMKM pe3epBUMPOBaAHMA
KOHUrypaLmmn No Tainmepy Man Npu CoOXpaHeHUn TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pexxmnme rno6anbHon KoHPUrypaumm MMeeT cieayowmin Bua,;
console (confiqg) #

Tabanua 54 — KomaHabl ynpaBaeHNa CUCTEMOW B peXxume rnobanbHo KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

backup server server

server: (1..22)

YKa3aTb cepBep, Ha KOTOPbIN byAeT NPON3BOAUTLCS PE3EPBUPO-
BaHMe KOHbUrypaumm.

CMMBO/IOB Ctpoka B popmarte «tftp:// XXX XXX XXX.XXX».
no backup server Ypanutb cepsep A pe3epBUpOBaHUA.
backup path path YKasaTb NyTb pacnonoxeHua ¢daina Ha cepsepe M npedurKca
path: (1..128) darina. Mpu coxpaHeHnu K npedukcy byaet fo6aBNATLCA TEKY-
CUMBO/I0B was AaTa v Bpems B dopmate rrrrMmaaq4mMmCc.

no backup path

YAanute NyTM Ana pesepsrpoBaHms.

backup history enable

no backup history enable

—/BbIK/IOYEHO

BKNOUNTL COXPaHEHWE NCTOPUU pPe3epPBHbIX KOMUNA.

OTKAIOYUTb COXPAHEHNE NCTOPUU pPe3epBHbIX KOMWN.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKa3aTb NPOMEXKYTOK BPEMEHMU, MO UCTEYEHUM KOToporo byaeT
OCYLLECTBNATLCA aBTOMATUYECKOe pe3epBUpoBaHUE KOHOUTY-
pauuu.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

backup auto

no backup auto

—/BbIK/IOYEHO

BKAIOUUTL aBTOMATUUECKOe pe3epBUpoBaHue KOHOUrypaLmm.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

backup write-memory

no backup write-memory

—/BbIK/IOYEHO

BKNIOUUTL pe3epBMpoOBaHME KOHOUrypaumMu Npu coxXpaHeHun
nonb3osaTenem koHdurypaumum Ha flash-HakonuTenso.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHWIO.

backup reachability-check
tftp

no backup reachability-
check tftp

—/BKNIOYEHO

BKAOUMTL OTNPaBKy MyCTOrO MakeTa A/NA NMPOBEPKU Hannuma
TFTP-cepBepa (3HaYeHne No ymon4aHuio).

OTKAIOYMUTL OTMPABKY NYCTOrO NakeTa A/ MPOBEPKU HanmMuusa
TFTP-cepsepa.

Tabnuua 55 — KomaHabl ynpasneHusa cuctemoit B pexkunme Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show backup

OT106pa3nTb MHPOPMaLMIO O HACTPOMKax pe3epBUPOBAHUA
KOHbUrypauuu.

show backup history

OTO6pa3snTb UCTOPMIO YCMELWHO COXPaHEHHbIX Ha cepsep
KOHbUIrypauui.
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5.7.4 KomaHObI 019 asmomamu4yecko20 06Ho8neHUA U KOHGpu2ypayuu

[Mpouecc asmomamu4yecko2o0 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npouecc aBTomaTyeckoro obHoBneHus, 6asmpytowminica Ha DHCP, ecan oH
BK/OYEH M MMA TekctoBoro ¢aiina (DHCP-onuusa 43, 125), cogep:kawero mma obpasa MO, 6bin1o
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTOMaTUYECKOro 0BHOBEHMUA COCTOUT U3 CeAYIOLLMX 3TAMOoB:

1. KommyTaTop 3arpy»KaeT TEKCTOBbIV daii 1 yutaeT us Hero ums ¢aiina obpasa NO Ha TFTP-cep-
Bepe;

2. KommyTaTtop cKaumBaeT nepBbiit 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM coaep-
*¥utca sepcma MNO;

3. KommytaTtop cpaBHuMBaeT Bepcuio daitna obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. ECiM OHM OTAKYAOTCA, KOMMYTATOP 3arpyrkaeT 06pas3 NO ¢
TFTP-cepBepa BMecTo HeakTMBHOro obpasa N0 KommyTaTopa 1 AenaeT AaHHbI 06pa3 aKTUBHbIM;

4. Ecnm o6pas MO b6bin 3arpyeH, TO KOMMYTaTOp NepesarpyrKaeTca.

[pouecc asmomamu4ecko20 KOHU2YyPUPOBaHUS

KommyTaTop 3anycKkaeT NpoLLecc aBTOMaTUYECKOro KoHOUrypmnpoBaHusa, 6asmpytowwmiica Ha DHCP, npu
BbIMNOJIHEHUW CNEAYIOLLMX YCOBUNA:

— B KOHOUrypaumm paspeLieHo aBToMatuyeckoe KoOHGUrypmpoBaHue;

— otBer DHCP-cepBepa cogeput IP-agpec TFTP-cepBepa (DHCP-onuua 66) u uma daiina
KoHdurypaumm (DHCP-onuma 67) B dopmate ASCIL.

MonyuyeHHbIN daitn KoHUrypauum 3arpyrKaerTca B NnepBoHavYanbHyto (startup) KoHouUry-
e pauumio. Mocne 3arpy3Kku KOHGUrypaLuMm KOMMmyTaTop nepesarpyraercs.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypaumum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 56 — KomaHapbl ynpaB/ieHUa cMCTEMOW B pexxmnme rnobanbHoi KoHoUrypaumum

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
boot host auto-config BKNtOUNTL aBTOMATUYECKYHO KOHUrypauuio, 6asmpyroLytocs
Ha DHCP.
- —/BKNtOYEHO
no boot host auto-config BbIK/NOUMTL aBTOMATMYECKYIO KOHbUIypaLumuio, 6asnpytoLLyrocs
Ha DHCP.
boot host auto-update BKntounTb aBTOMaTUyeckoe obHosneHue MO, 6asumpytoweecs
Ha DHCP.
—/BKNOYEHO
no boot host auto-update BbIkNtoUMTb aBTOMaTMyYeckoe obHoBeHue MO, 6asmpytoweecs
Ha DHCP.
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KomaHObi pexcuma privileged EXEC

3anpoc KoMaHAHoOM CTPpoKM B pexkmme privileged EXEC umeet chneaytowmii Bua;:

console#

Tabnnua 57 — KomaHgbl ynpaBaeHma cuctemom B pexkume privileged EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmoA4aHuo

KOHbUrypauuu.

show boot MpocMOTPEeTb HACTPOMKM aBTOMATUUECKOTO 0BHOBNEHUA U

= [pumep KoHpurypaumm ISC DHCP Server:

option image-filename code 125 = {
35265 (Eltex)
option-data + 2.
unsigned integer 8, #sub-option-code. Kom nomomnumy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. [nmuHa cTpoku sub-option-data

obpaza IO
}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec koMMyTaTOpa

unsigned integer 32, #enterprise-number. VmeHTudMKaATOp NPOMU3BOIUTEJISI, BCeTIa PaBEH

unsigned integer 8, #data-len. [iMHa BCeX IaHHHX ONUMM. PaBHa IJMHE CTPOKM Sub-

text #sub-option-data. MmMsa TexcTOBOTO Oarja, cCcoIepxXamero WM

filename "mesXXX-test.cfg"; #¥MS KOHOUTYpaALUVM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #yMsT TEeKCTOBOTIO
banna, comepxamero mMsa obpasza 10

next-server 192.168.1.3; #IP-ampec TFTP cepeepa

fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.8 HacTpoiKa cucTeMHOro BpemeHum

/";5' Mo ymonuyaHMI0 aBTOMaTUYECKUIA Nepexos, Ha IeTHee BPeMA OCYLLECTBAAETCA B COOTBET-
: cTBUM co cTaHaapTamu CLLUA u EBponbl. B KOoHGUrypauum moryt 6biTb 3agaHbl tobble garta

un BpemMmsa gnAa nepexopa Ha setTHee spema u 06paTHO.

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegytownin sua;:

console#

Tabnunua 58 — KomaHAabl HACTPOMKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
Mo ymoa4aHuro
clock set hh:mm:ss day hh: (0..23); Py4yHas ycTaHOBKa CUCTEMHOrO BpemeHu (KoMaHga AOCTyNnHa
month year mm: (0..59); TONIbKO ANA MPUBUAETMPOBAHHOIO NO/b30BaTENS).
clock set hh:mm:ss month ss: (0..59); - hh — Yyacbl, mm — MUHYTbI, SS — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecau; year — rog.
month: (Jan..Dec);
year: (2000..2037)
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show sntp configuration

Mokaszatb KoHbUrypaumio npoTokona SNTP.

show sntp status

MokasaTtb cTaTyc npotokosa SNTP.

KomaHObi pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeeTt cnepytowmii Bua;

console>

Tabnmua 59 — KomaHabl HaCTPOMKN CUCTEMHOIO BpeMeHU B pexkmme « EXEC»

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show clock

show clock detail

Moka3aTb cMCTeMHOe Bpems 1 AaTy.

JononHutensHo OTO5pa3VITb napameTpbl HaCoBOro noAaca un
nepexoaa Ha n1eTHee Bpema.

KomaHObI pexcuma 2a06ana6Hol KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peKmnme rnobanbHon KoOHOUIypauum MMeeT cieayowmnii Bua;

console (config) #

Tabanua 60 — CNMCOK KOMaHA AN1A HAaCTPOMKN CUCTEMHOIO BPEMEHMW B perkmMme r1ob6anbHOM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp
| browser}

—/BHELIHWNIA NCTOYHUK
He Mcnonb3yercs

Mcnoib30BaTh BHELWHMI UCTOYHMK /19 YCTAHOBKM CUCTEMHOMO
BpPEMEHU.

3al'lp6TVITb MCNONb30BaHWE BHeELWHero UCTO4YHNKa ANA YCTaHOBKU
CUCTEMHOIO BpeMeHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT ONUCaHMWsA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YCTaHOBWUTb 3HAYEHWE YacoBOro Nosca.

- zone — cnoBo, cGOPMMPOBAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSET (ONMUCaHWe 30Hbl);

- hours-offset — yacoBoe cmeLLeHNe OTHOCUTENIbHO HYNEBOO
mepugmaHa UTC;

- minutes-offset — MUHYTHOE CMEeLLLeHNEe OTHOCUTE/IbHO HYNEBOTO
mepuanaHa UTC.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

zone: (1..4) cumsona/
HeT ONUCaHMA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUWH;

3agath AaTy M BpEMA AN aBTOMATMYECKOro nepexoa Ha fieTHee
Bpems 1 Bo3BpaTa 06paTHO (4N onpeaesieHHOro ro4a).
MepBbiM B KOMaHAE YKa3blBAeTCA ONMCaHME 30HbI, BTOPbIM Bpems
014 Nepexona Ha nNeTHee BPems U TPETbUM BPeEMA A8 BO3BpaTa.
- zone — cnoBo, cGOPMMUPOBAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETaHMSA, KOTOPOE OHO 3aMeHSAET (OnMcaHue 30Hbl);

- date — uucno;

- month — mecau;

- year — rog;

- hh — yacbl, mm — MUHYTbI;

- offset — KOAMYECTBO MUHYT, A06aBAAEMbIX NPW Nepexose Ha
neTHee Bpems.
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clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

Mo ymonyanuio
nepexop, Ha neTHee
BPeMsA BbIK/OYEH

3apatb AaTy U BpemaA 414 aBTOMATUYECKOro nepexoaa Ha neTHee
BpPems 1 BO3BpaTa 06paTHO B peXMME eXKerogHo.

- zone — cnoBo, cdopMMPOBaAHHOE M3 NEPBbIX BYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSET (ONMcaHWe 30HbI);

- usa — yCTaHOBMUTb NpaBu/Ia Nepexosa Ha fieTHee Bpems,
ucnonssyemsle B CLUA (nepexos Bo BTOpoe BOCKpeceHbe MapTa,
06paTHO B NepBoe BOCKpeceHbe HOAbPA, B 2 yaca yTpa no
MECTHOMY BpeMeHH);

- eu — yCTaHOBMUTb NPaBW/Ia Nepexoaa Ha feTHee Bpems,
ncnonbsyemble EBpocoto3om (nepexos B nocnegHee BOCKpeceHbe
MapTa, 0bpaTHO B NocneaHee BOCKpeceHbe oKTAbpA, B 1 yac yTpa
no FpuHBKYY);

- hh — yacbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenu;

- month — mecsau;

- offset — KonmyecTBO f06aBASEMbIX MUHYT NPU Nepexose Ha
NeTHee Bpems.

OTK/OYNUTL ABTOMATUYECKNIA nepexo Ha neTHee spema.

sntp authentication-key number: YCTaHOBUTbL KNtOY NPOBEPKM NOSAUHHOCTM ANA NpoTokona SNTP.
number md5 value (1..4294967295); - number — HOMep KNtoua;
encrypted sntp authentica- value: (1..32) - value — 3HauyeHuWe KnoYa;
tion-key number md5 value CMMBOJIOB; - encrypted — 3afaTb 3Ha4YeHMe K/toYa B 3alIMPPOBAHHOM BUAE.
no sntp authentication-key Mo ymonuaxuio YAanuTb KNoY NpoBepPKM NOAJIMHHOCTM ana npotokona SNTP.
number nposepka
noA/IMHHOCTH

OTK/IIOYEeHa

sntp authenticate —/nposepka TpeboBaTb NpoBEPKY NOAANHHOCTU ANA NOAyYeHUA MHPOPMaLUn
NOANMHHOCTU He oT NTP-cepBepos.

no sntp authenticate Tpebyetca YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
sntp source-interface {for- fo_port: (1..4); Onpegenutsb IP-uHTepdenc nctouHmKa ans naketos NTP IPv4.
tygigabitethernet fo_port | te_port: (1..24);
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);
loopback /b_port | tunnel tn_port: (1..16);
tn_port | port-channel group: (1..48);

group | oob | vlan vian_id}

no sntp source-interface

vlan_id: (1..4094)
/BbIK/OYEHO

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

sntp source-interface-ipvé
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | oob
| vlan vian_id}

no sntp source-interface-
ipvb

fo_port: (1..4);

te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);

tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIK/OYEHO

Onpegenutsb IPv6-nHTEPdENC MCTOYHUKA oA nakeToB NTP IPv6.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMOYaHUIO
ncnonb3yercs
C/lyYaiHbIi nopT

YcrtaHosutb SRC UDP-nopt ana naketos NTP.
Mpu ncnonozosaHnm UDP-noptos U3 agvanasoHa 1-1024
npeABapuUTE/IbHO HYXXHO Y6eaunTbCA, YTO AaHHbIN NopT
cB0604eH 1 He UCNONb3YeTCA APYrMMM CepBUCaMM.
MopT 50000 aBnAETCA NOPTOM MO YMOAYAHUIO ANA
dyHKUMoHana peer detection ipaddr.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

sntp trusted-key key _num-
ber

no sntp trusted-key
key_number

key_number:
(1..4294967295);
Mo ymonyanuio
nposepka
NoANMHHOCTM
OTK/ItOYEHa

OcyLLecTBUTb NPOBEPKY NOANMHHOCTU CUCTEMbI, OT KOTOPOM
CUHXPOHU3MpPYeTCA ¢ NomoLLblo SNTP no 3agaHHOMY KAtouy.
- key_number — HOmep KAto4a.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.
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sntp broadcast client ena-
ble {both | ipva | ipv6}

PaspewunTtb paboTy WwnpoKosewaTebHbix SNTP-Kn1vMeHTOoB.

. —/3anpelyeHo
no sntp broadcast client en- YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
able
sntp anycast client enable PaspewunTb paboTy SNTP-KAMeHTam, NOALEPKUBAIOLWMM METOL,
{both | ipv4 | ipv6} PacCbIIKM NaKeToB, NO3BOAAIOLMI MNOCbINATL AaHHbIE
—/3anpelyeHo 6uKaliemMy yCTPOMCTBY U3 rpynnbl NoayYaTenen.
no sntp anycast client ena- YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
ble
sntp client poll timer sec- seconds: YcTaHOBUTbL Bpemsa onpoca ana SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YCTaHOBUTb 3Ha4YeHMEe N0 YMOYAHMUIO.

sntp client enable {fortygi-
gabitethernet fo_port |

tengigabitethernet te_port
| port-channel group | oob

PaspewunTtb paboTy SNTP-KN1MeHTam, NoaaepKUBaoWMM MeTos,
PaCCbIIKM NAKETOB, NO3BONAOLLNIA NOCbIIATL AAHHbIE
6AuKalWemy yCTPOMCTBY U3 FPyNMbl NONyYaTeNei, a TakKe
WwnpoKoBewaTenbHbiM SNTP-KaneHTam ana BbiI6paHHOToO

. fi t: (1..4); .
| vlan vian_id} teo_poor;- ((1 22). nHTepdeica.
Fc’:u .'(1 '4.18)" - nogpobHoe onucaHme NHTephENCcoB U310XKEHO B pasgene
g 'p. o «KoHburypauua nHtepdeiicos».
- vlan_id (1..4094)
no sntp client enable {for- YCTaHOBWUTb 3HAaYEHWE NO YMOIYAHUIO.
L. /3anpeleHo

tygigabitethernet fo_port |

tengigabitethernet te_port

| port-channel group | oob

| vlan vian_id}

sntp unicast client enable PaspewunTb paboTy ogHoagpecHbix SNTP-KAMEHTOB.

no sntp unicast client ena- —/3anpelyeHo YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.

ble

sntp unicast client poll PaspelwnTb Nocaeao0BaTesbHbI ONPOC 3a4aHHbIX O4HOAAPECHbIX
— /3anpeleHo SNTP-cepBeposB.

no sntp unicast client poll

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

sntp server {ipv4_address |
ipv6_address | ipv6_link lo-
cal_address%{vlan {integer}
| ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server
{ipv4_address | ipv6_ad-
dress | ipv6_link_local_ad-
dress%{vian {integer} | ch
{integer} | isatap {integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CYMBOJIOB;
keyid: (1..4294967295)

3apatb agpec SNTP-cepsepa.

- ipv4_address — |Pv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- ipv6z-address — IPvbz-agpec y3na cetu gns ping.
dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbIi IPv6-agpec KaHana;
interface_name — nma ucxogawero nHTepdelica 3agaerca B
cneaytowem dopmare: vian {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOe UMs y3n1a ceTu;

- poll — BKAtovaeT onpoc;

- keyid — naeHTuduKaTop KAtova.

Ypanutb cepsep 13 cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

—/3anpeweHo

Pa3spelnTb NonyyeHne TakmMx AaHHbIX KaK YacoBOW NoAC U feTHee
spemsa ot DHCP-cepsepa.

3anpeTuTb NoNyYeHMe TaKMX AaHHbIX KaK YaCoBOW NOAC U NeTHee
BpemsaA ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKK B pexkume KOHPUrypauum nHtepdelica MmeeT cieayowmin BUA:

console (config-if)#

98

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




A ELTEX

Tabanua 61 — CNUCOK KOMaHA ANA HAaCTPOMKM CUCTEMHOTO BPEMEHU B pexkume KoHdUrypaLuumn nHtepdeiica

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymoa4aHuro
sntp client enable PazpewwnTtb paboty SNTP-KAMEHTY, KOTOPbIV NOAAEPHKUBAET

MeTO/, PacCbl/IKM NaKeToB, NO3BONAIOWMIA NOCbINATL AaHHbIE
yCTpoicTBY BanKaiwemy 13 rpynnbl Noay4YaTenein, a Takke

wunpokoselwatenbHoMy SNTP-KAMeHTY Ha HacTpanBaemom

nHTepodeiice (Ethernet, port-channel, VLAN).

—/3anpeweHo

no sntp client enable YCTaHOBUTb 3HAaYEHNE MO YMONYAHUIO.

[pumepebl 8b1M0AHEHUA KOMAHO

=  OT1ob6pasuTb CUCTEMHOE BPeMsa, AaTy U AaHHbIe M0 YacOBOW 30He:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CMHXpPOHU3aUnMn BpeMeHU OTOGpE])KHETCFl C noMmouwbo AONO/THUTENIbHOIO CMMBO1a
nepeg sHa4eHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

Mcnonb3ytoTca cheaytowme o0b03HauyeHuA:

—  TOuKa (.) 03HauaeT, YTo BPemsa AOCTOBEPHO, HO HET CUHXPOHM3aLMK c cepBepom SNTP;
—  OTCYTCTBME CMMBOJ1a O3HAYaEeT, YTO BPEMA [OCTOBEPHO N CUHXPOHU3ALMA €CTb;
— 3Be3go4ka (*) o3HauaerT, YTo Bpems HeJoCTOBEPHO.

= 334aTb A4aTy M BpemA Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT106pa3unTb cTaTyc npotokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
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Source : Static

Stratum : 3

Status : up

Last Response 10:37:38.0 UTC Jun 22 2016
Offset 1040.1794181 mSec

Delay 0 mSec

Anycast server:

Broadcast:

B npumepe Bbille CUCTEMHOE BPEMS CUMHXPOHM3MPOBAHO OT cepsepa 10.10.10.1, nocnegHnin oTBeT
nony4veH B 10:37:38, HecoBnageHne CUCTEMHOIO BPEMEHMU C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

5.9 KoHourypauma sBpeMeHHbIX MHTepBanoB time-range

KomaHObI pexcuma KoHpu2ypauyuu spemMeHHbIX UHMepsasnos

console# configure
console (config)# time-range range name, rme

range_name — cUMBO/JIbHbIN (1...32) naeHTUPMKaTOp BPEMEHHOTO MHTEpPBana
console (config-time-range) #

Tabnnua 62 — KomaHapl pexxnma KoHPUrypaLmm BpeMEHHOTo MHTEPBaa

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymon4aHuio
absolute {end | start} hh:mm hh: (0..23); 3a4aTb Havyano U (M1K) KoHel, BpeMEHHOTo MHTepBana B opmarTe:
date month year mm: (0..59); yac: MMHYTa AeHb mecAl, roa,.
no absolute {end | start} date: (1..31); Y4anuTb BPEMEHHOI MHTepBaN.

month: (jan..dec);
year: (2000..2097);

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3a4aTb BPEMEHHOI MHTEePBas B TEYEHUE OAHOTO M3 AHEN Heaenu
W/IN KaXKA0ro [HA Heaenu.

Y4anutb BpeMeHHOM HTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm
to weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3apaTb BpeMeHHOVI WUHTEpPBan B TedeHne Heaenu.

YpanuTb BpeMeHHOM uHTepsann.

5.10 KoHdurypauua uHrepdeiicos n VLAN

5.10.1 NMapamempeoi Ethernet-unmepdgelicos, Port-Channel- u Loopback-uimepdgeiicoe

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port |
te port |
{..} | loopback lIloopback id}
console (config-if)#

tengigabitethernet
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[aHHbIN pexum AOCTYyMeH M3 perrMma KoHOUrypaumm v npegHasHayeH AN 3afaHus napameTpos
KOHOUrypaumm nHtepdeica (nopta KOMMyTaTopa MK rPynnbl NOPTOB, PAabOTaOWMX B PEXMUME pa3ge/ieHuns
Harpysku), in6o avanasoHa nHTepdencos.

Bblibop MHTepdeinca ocywecTBAAETCA NPM NOMOLLM KOMaHA,:
Ona MES5324

Tabnuua 63 — KomaHgbl Bbibopa nHtepdeiica gna MES5324
Komanxda
interface fortygigabitethernet fo_port
interface tengigabitethernet te_port
interface gigabitethernet gi_port
interface port-channel group
interface oob
interface loopback /oopback_id

HasHavyeHue
ona HacTtpoliku 40G-uHTepdelicos
ona HacTtpolikm 10G-uHTepdelicos
018 HacTpoliku 1G-uHTepdeicos
[O1A HAaCTPOMKM rpynn KaHanoB
L1 HACTPOMKM UHTepdeiica ynpaBaeHus
015 HAaCTPOMKM BUPTYaNbHbIX MHTepdeincos

roe:

— group — NoOpAAKOBbIA HOMEP rpynnbl, obliee KoaMYecTBO coriacHo Tabauue 9 (cTpoka «Arperaums
KaHanos (LAG)»);

— fo_port — nopsaakosblii Homep 40G-uHTepdelica, 3agaetca 8 suae: 1..8/0/1..4;

— te_port — nopsaakosblii Homep 10G-nHTepdeliica, 3agaertca 8 suae: 1..8/0/1..24;

— gi_port — nopsaxosbit Homep 1G-nHTepdeiica, 3aaaetca B suge: 1..8/0/1;

— loopback_id — nopagakoBblit HOMep BUPTYanbHOro MHTepderica, obliee KONMYECTBO cornacHo Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

AOna MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB

Tabnnua 64 — KomaHgabl Bbibopa nHTepdeica gna MES3324F, MES3324, MES2324, MES2324B, MES2324P,
MES2324P ACW, MES2324F, MES2324FB
KomanHda
interface tengigabitethernet te_port
interface gigabitethernet gi_port
interface port-channel group

HasHavyeHue
O1A HacTpoikn 10G-nHTepdeiicos
O1A HACTponKM 1G-uHTepdeincos
[AN1S HACTPOWKM rpynn KaHanoB
ONA HAacTPOMKKM UHTepdelica ynpasneHuna (MHTepdelic ynpasne-
HWA NPUCYTCTBYET HE HA BCEX KOMMYTaTOpax)
[O1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

interface oob

interface loopback loopback_id

roe:

— group — NoOpAAKOBbIN HOMep rpynmnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums
KaHanos (LAG)»);

— te_port — nopaakosbiit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..24;

— loopback_id — nopagKoBblt HOMep BUPTyasbHOro UHTepdelica, obliee KOMYECTBO COrnacHo Tab-
nvue 9 (cTpoka «Konunyectso BUpTyanbHbix Loopback-nHtepdericos»).

Ana MES2348B, MES3348, MES3348F

Tabnunua 65 — KomaHabl Bbibopa uHTepdelica ana MES2348B, MES3348, MES3348F

KomaHoa

Ha3HaueHue

interface tengigabitethernet te_port

bns HacTpoliku 10G-uHTepdelicos

interface gigabitethernet gi_port

ON1A HACcTpOoMKKM 1G-uHTepdeicos

interface port-channel group

[NA HACTPOUKM rpynn KaHanoB

interface loopback loopback_id

[ANA HAaCTPOUKM BUPTYasibHbIX MHTepdelicoB
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roe:

— group — NOPAZKOBbIA HOMEpP rpynnbl, obliee KoaMYecTBO coriacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..48;

— loopback_id — nopaakoBblit HOMeEp BUPTYasbHOro MHTepdenca, oblLLee KoMYecTBO COrnacHo Tab-
mue 9 (ctpoka «Konunyectso BMpTyanbHbIx Loopback-uHtepdeiicos»).

Ans MES3316F

Tabnnua 66 — KomaHab! Bbibopa nHTepdelica ana MES3316F

KomaHoa

Ha3HnayeHue

interface tengigabitethernet te_port

Ons HacTpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

015 HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaios

interface oob

O HAaCTPOWKKM UHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HUWA NPUCYTCTBYET HE HA BCEX KOMMYTATOpPax)

interface loopback /oopback_id

[ON1A HAaCTPOMKM BUPTYaNbHbIX MHTepdeiicoB

roe:

— group — NopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagkosbii Homep 10G-uHTepdelica, 3agaerca 8 suge: 1..8/0/1.. 4;

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..16;

— loopback _id — nopsagKoBbii HOMep BMPTYyasibHOro UHTepdelica, obliee KoMYeCcTBO COrlacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ana MES3308F

Tabnnua 67 — KomaHabl Bbibopa uHTepdelica ana MES3308F

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

nns HacTpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

L8 HacTpolikn 1G-uHTepdeicos

interface port-channel group

[OJ/19 HACTPOMKM rpynn KaHanos

interface oob

O1A HACcTPOUKKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWUA NPUCYTCTBYET HE HA BCeX KOMMYTaTopax)

interface loopback loopback_id

[O/1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoaMYecTBo cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbli Homep 10G-uHTepdelica, 3agaetca B suae: 1..8/0/1.. 4;

— gi_port — nopsaaxosbin Homep 1G-nHTepdeiica, 3aaaetca 8 suae: 1..8/0/1..8;

— loopback_id — nopazakoBblii HOMeEpP BUMPTYanbHOro MHTepdeiica, obliee KOANYECTBO COrnacHoO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ana MES2328I

Tabnnuya 68 — KomaHabl Bbibopa uHTepdelica ana MES2328I

KomaHoa

Ha3sHayeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

O1A HAcTponKK 1G-uHTepdencos
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interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

DO HAaCTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HWUA MPUCYTCTBYET HE Ha BCEX KOMMYyTaTopax)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYanbHbIX MHTepdencos

roe:

— group — NopAAKOBbIA HOMep rpynnbl, obliee KOAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsakosblit Homep 1G-uHTepdeiica, 3agaetca B8 euge: 1..8/0/1..28;

— loopback _id — nopsagKoBbii HOMep BUPTYyanbHOro MHTepdeiica, obliee KOANMYECTBO COrlacHo Tab-

nvue 9 (cTpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdericos»).

Ona MES2308 n MES2308P

Tabnnua 69 — KomaHab! Bbibopa nHTepdelica ana MES2308, MES2308P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHtepdeiicos

interface port-channel group

[ON1A HAaCTPOWMKM rpynn KaHanoB

interface loopback /oopback_id

ON1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nNopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..12;

— loopback _id — nopsagKoBbii HOMep BUPTYyanbHOro MHTepdelica, obliee KOMYECTBO COrlacHO Tab-

nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ona MES2308R

Tabnnua 70 — KomaHab! Bbibopa uHTepdelica ana MES2308R

KomaHoa

Ha3sHauyeHue

interface gigabitethernet gi_port

L5 HacTpoliku 1G-uHTepdencos

interface port-channel group

L1 HACTPOMKM TPynn KaHanos

interface loopback /oopback_id

L1 HACTPOMKM BUPTYabHbIX MHTepdencos

roe:

— group — NOpAAKOBbIN HOMep rpynnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 snge: 1..8/0/1..10;

— loopback_id — nopagkoBblit HOMep BUPTYasbHOrO MHTepdeica, obLiee KOINMYecTBo COrnacHo Tab-

nuvue 9 (cTpoKa «Konnuectso BUpTyanbHbix Loopback-nHtepdeiicos»).

Ana MES3508 n MES3508P

Tabnunua 71 — KomaHab! Bbibopa uHTepdelica ana MES3508 n MES3508P

KomaHoa

Ha3HaueHue

interface gigabitethernet gi_port

L5 HAacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYasbHbIX MHTepdeicos
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roe:
group — NopAAKOBbIN HOMepP rpynnbl, obliee KOAMYECTBO cornacHo Tabauue 9 (cTpoka «Arperaumsa
KaHanos (LAG)»);

gi_port — nopsaaKkosbliit Homep 1G-uHTepdeiica, 3agaetca 8 suae: 1/0/1..10;

loopback_id — nopagKosbln HOMep BUPTYanbHOro uHTepdelica, obuiee KOAMYECTBO COMNAcHO Tab-
nvue 9 (cTpoka «Konunuectso BUpTyanbHbix Loopback-nHtepdericos»).

[ina MES3510P

Tabnnua 72 — KomaHabl Bbibopa uHTepdeiica ana MES3510P

Komanda HasHayeHue
interface gigabitethernet gi_port ANA HAacTponkn 1G-nHtepdeicos
interface port-channel group 01 HACTPOMKM TPYNn KaHanos
interface loopback /oopback_id 015 HAaCTPOMKM BUPTYaNbHbIX MHTEpdeincos

roe:
group — NopAAKOBbIN HOMepP rpynnbl, obllee KOAMYECTBO cornacHo Tabauue 9 (cTpoka «Arperaumsa
KaHanos (LAG)»);

gi_port — nopsagKosbin Homep 1G-nHTepdeirca, 3agaetca 8 suge: 1/0/1..12;

loopback_id — nopagKoBblit HOMep BUPTyanbHOro UHTepdelica, obliee KoMYecTBO COrnacHoO Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

3anucb uHtepdeiica

1..8/0/1..N

HOMep YCTPOWNCTBaA B CTEKE HOoMep c/ioTa Homep uHTepdelica

KomaHgbl, BBeAgeHHble B pexKuMme KOHPUrypaumm uHTepdeica, NpUMEHATCA K BblIbpaHHOMY

nHTepdelicy.

Hu)Ke npuBeAeHbl KOMaHAbl 414 BXO4a B PEXMM HacTpoWKku aecatoro Ethernet-wHtepodeiica (ans

MES5324) nepBoro ycTpoiCTBa B CTEKE U BXO43 B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if)#

Bblbop AManasoHa MHTepdeincoB OCyLLEeCTBAAETCA NPU NOMOLLM KOMaHA,:

— interface range fortygigabitethernet portlist — gna HacTpoliku ananasoHa fortygigabitether-
net-uHTepdeiicos;

— interface range tengigabitethernet portlist — pona HacTpoiKkM amnanasoHa tengigabitether-
net-uHTepdeiicos;

— interface range gigabitethernet portlist — pna HacTpoMkM gmanasoHa gigabitethernet-
nHTepdelicos;

— interface range port-channel grouplist — ana HacTpoWKK AMana3oHa rpynn NopToB.
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KomaHabl, BBeAeHHble B AaHHOM peXXume, NPUMEHAIOTCA K BbibpaHHOMY AnanasoHy UHTepoeiicos.

HuKe npuBeaeHbl KOMaHAbI AN BXO4a B PEXKMM HACTPOMKKM AnanasoHa Ethernet-uHtepdelicos ¢ 1 no
10 (ana MES5324) u ana Bxoaa B peXXMM HAaCTPOMKM BCex rpynn nopTos.

console# configure

console (config) # interface range tengigabitethernet 1,/0/1-10
console (config-if) #

console# configure

console (config) # interface range port-channel 1-8
console (config-if)#

Tabnnua 73 — KomaHabl pexkmma KoHourypauum nHtepdelicos Ethernet u Port-Channel

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
shutdown BbIKNOUUTb KOHUTYpUpyemblii HTepdelic (Ethernet, port-
—/BKAtOYEH channel).
no shutdown BKNOUUTL KOHOUTYPUPYEMbIA MHTEpPENC.
description descr descr: (1..64) [ob6asuTb onucaHue nHtepoelica (Ethernet, port-channel).
no description cumsonos/er YpanuTb onucaHue nHtepdelica.
onucaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepegaun gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME N0 YMONYAHMUIO.
duplex mode 3afatb pexum gynnekca uHtepdeiica (noaHoaynnekcHoe
mode: (full, half)/full coeauHeHue, NoayaynaekcHoe coeguHeHme, Ethernet).
no duplex YCTaHOBUTb 3HaYEHME NO YMOHAHUIO.

unidirectional send-only

no unidirectional

—/BbIK/IIOYEHO

BK/I1OYMTb NOPT, OCHALLEHHbIM ABYHANPaBAEHHbIMMU
npuemonepesaTymkamu, B PEXKMM OLHOHaNPaBAEHHOM
nepeaauu.

V TonbKko ana MES3508, MES3508P.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BKNIIOUMTb aBTOCOrIacCOBaHME A8 CKOPOCTU U AyneKca Ha
HacTpavBaemom MHTepdeiice. MOXKHO yKasaTb onpeaeneHHble
COBMECTUMOCTV NapameTpa aBTOCOr/IacoOBaHNUsA, ec/IM NapameTpbl
He 3aJlaHbl, TO NOAAEPKMBatOTCA Bce coBmecTumocTu (Ethernet,
port-channel).

BbIK/HOYMTL aBTOCOMNAcCOBaHME A1 CKOPOCTU M AynaeKca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

no negotiation bypass

—/BKNOYEHO

BbikntounTh nponycK npoueaypbl aBTOCOr/1acoBaHnA, eCnu
napTHEpP Ha BCTpe‘-IHOlZ CTOpPOHEe He oTBeYaeT.

BKAIOUMTbL NPOMYCK NpoLeaypbl aBTOCOMNACoBaHWA, ECN NapTHep
Ha BCTPEeYHOM CTOPOHE He OTBEeYaeT.

flowcontrol mode

mode: (on, off,

3a4aTb pexxum ynpasaeHus notokom flowcontrol (BkatounTb,
OTK/IIOUUTb UM aBTOCOIIacoBaHMe). ABTOCOI/IacoBaHMe
flowcontrol paboTaeT ToNbKO B cayyae, ecam pexnm

auto)/off aBTOCOrNacoBaHMA negotiation BK/AOYEH Ha HacTpaMBaemMom
nHtepoeiice (Ethernet, port-channel).
no flowcontrol OTKNOUNUTD PEXKMM YPaBAEHUA MOTOKOM.
back-pressure BKNOUUTDL PYHKLMIO «0OPaATHOrO AaBAEHUSA» Ha HAacTpaMBaeMom
nHtepoerice (Ethernet).
— /BbIKAIOYEH

no back-pressure

BbIKMOYNTb QYHKUMIO «0BPaTHOrO AaB/EeHMA» Ha HAaCTpPauBaeMoMm
MHTepodeiice.
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load-average period

no load-average

period: (5..300)/15

YCTaHOBUTb Meprog, B TeYeHMe KOTOporo cobupaerca cTtaTucTUKa
0 Harpyske Ha uHTepodeiice.
V‘ Mpu 3TOM UHTEpBan pacyéTa CYETUMKOB He
M3MeHAeTcA.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

BbI6paTh TN KOMBO-NOPTa B KAYECTBE OCHOBHOMO HOCUTENS.
-force-fiber — paspelueHa aKTUBHOCTb TO/IbKO ONTUYECKOM YaCTK
KoMb60-nopTa;

-force-copper — paspelueHa akTMBHOCTb TO/IbKO MefHOW YacTu
KOMb0-nopTa;

-prefer-fiber — npenmyuiecTso onTMyeckoro NMHKa.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

mtu size

no mtu

size: (128..1500)/1500
6anT

YcTaHOBUTbL 3HaUeHMe maximum transmission unit (MTU)
/1 Hactpoiika MTU He pa6oTaet gna TpaH3MTHOro Tpapuka.

HacTpoiika npumeHseTca nocsie nepesarpysku
yCTpoOiACTBa.

YCTaHOBWTb 3HaYeHMe MO YMOYAHMUIO.

snmp trap link-status

no snmp trap link-status

—/BK/IIOYEHO

BkntounTb otnpaBky SNMP trap-coobLueHunii o cocTosHUM
NHTEPdENCHBIX TMHKOB.

OTKAtounTb oTnpaBky SNMP trap-coobLuieHuit.

hardware profile portmode
{1x40g | 4x10g}

—/1x40g

MNepekntounTb pexkum noptos XLG1-XLG4.

V KomaHpaa AocTynHa TonbKo Ans nopToB
fortygigabitethernet ycrpoiictea MES5324.

V Hacrpoiika npumeHseTca nocne nepesarpysku
‘ ycTpoiicTaa.

fec cl74

fec off

— /BbIKtOYEH

BKNOUUTL peXkum NpPsmoit KoppeKLmm olwmnbok cl74 Ha
HacTpanBaemMom uHTepoerice (XLG1-XLG4).

V‘ KomaHpa AocTynHa TonbKo ANA NOPTOB
fortygigabitethernet ycrpoiictBa MES5324.

V KomaHAaa He[0CTynHa ANA CTEKOBbIX JIMHKOB.

OTKNOUYNUTD PEKMUM NPAMOI KOPPEKL MU OLINOOK.

KomaHObI pexcuma 2a0banab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypauum:

console (config) #

Tabnnua 74 — KomaHgbl pexmma obwmx HacTpoek nHtepdeiica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

port jumbo-frame

—/3anpeLieHo

Paspeluntb KommyTaTopy paboTaTh ¢ Kagpamu 60abLIOro
pasmepa.
«f 3HaueHne maximum transmission unit (MTU) no
. ymonuaHuio 1500 6aiir.

n Hactpoiika BCTynUT B cUNy TONbKO Moc/e nepesarpysku
V yCTpoiicTBa.

V‘ 3HaueHne maximum transmission unit (MTU) npu
4 HacTpoiike port jumbo-frame 10240 6aiiT.
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no port jumbo-frame

3anpeTuTb KoMmmyTaTopy paboTaThb ¢ Kagpammu 60bLIOMO
pa3smepa.

errdisable recovery cause
{all | loopack-detection |
port-security | dotlx-src-
address | acl-deny | stp-
bpdu-guard | stp-loopback-
guard | unidirectional-link
| storm-control | link-
flapping | I12pt-guard | pvst
| vpe}

BKNOUMTL aBTOMATUYECKYHO aKTUBALMIO MHTepdelica nocne ero
OTK/IIOYEHMA B CNEAYIOLWMNX CNyYanX:

- loopback-detection — 06Hapy:KeHue netensb;

- port-security — HapyweHue 6e3onacHocTn ans port security;
- dotlx-src-address — HenpoxoxgeHue ayTeHTUdUKaumm,
0CHOBaHHOW Ha MAC-appecax nosb3oBaTenei;

- acl-deny — HecooTBeTcTBME cnmncKkam goctyna (ACL);

- stp-bpdu-guard — aktuBauus 3awmtbl BPDU Guard (nepegava
HEeCaHKLMOHMpPOBaHHOro nakeTta BPDU yepes nHtepdelic);

- stp-loopback-guard — o6Hapy:keHue netenb npoTtokonom STP;
- udld — akTmBauma 3awmuTbl UDLD;

- storm-control — 3awuTa OT «WTOpPMa» A1A Pa3IUYHOro
Tpaduka;

—/3anpeLeHo - link-flapping — dnannuHr nuHka;
- 12pt-guard — npesbiweHMe KOANYECTBA BXOAALLMX NAKETOB
byHKUMK L2PT;
- pvst — owWwKn6KKM NpoTokona PVST;
- vpc — owunbKu npoTtokona VPC.
no errdisable recovery YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |
link-flapping}
errdisable recovery interval YCTaHOBUTbL BpEMEHHOW MHTEpPBan A/19 aBTOMaTUYECKOoro
seconds seconds: NMOBTOPHOrO BK/IOYEHNA HTepdeiica.
- (30..86400)/300
no errdisable recovery ceryHa YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.

interval

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

gi_port: (1..8/0/1..28);
fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

COpocuTb HAaCTPOMKKN MHTepdelica Unn rpynnol HTEPPENCcoB Ha
3HaYeHWA, YCTAHOB/IEHHbIE MO YMOYAHUIO.

KomaHOobi pexcuma EXEC

Buna 3anpoca KomaHAHON CTPOKMK B pexxkunme EXEC:

console#

Tabnunua 75 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

clear counters

C6pocuTb CTAaTUCTUKY A5 BCeX UHTepdelicoB.

clear counters {oob | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

CbpocuTb CTAaTUCTUKY AN MHTepdeica.
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set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

AKTUBMPOBATb MOPT MAW TPYNMY NOPTOB, BbIKAOHYEHHbIX KOMaHAOM
shutdown.

show interfaces {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb CBOAHYH MHPOPMALMIO O COCTOAHUM, HACTPOMKe U
CTaTMUCTUKe noprTa.

show interfaces configura-
tion {oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokaszaTb KOHPUTypaLmo MHTepdencos.

show interfaces status

MoKasaTb COCTOAHUE BCEX MHTEPdENCOoB.

show interfaces status {oob
| gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cocTosHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOI/1acoBaHNA, 06bABAEHHbIE AN BCEX
nHTepdencos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3saTb NapameTpbl aBTOCOIACOBaHMA, 06bABNEHHbIE ANA
Ethernet-nopTa, rpynnbi nopTos.

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb onucaHue Ethernet-nopTa, rpynnol NopTos.

show interfaces counters

MoKa3aTb CTaTUCTUKY ANA BCEX MHTepd)ef/'ICOB.

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MoKa3aTb CTAaTUCTUKY ANA UHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HArpysKe 4/1A Bcex MHTepdencos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3aTb CTaTUCTUKY MO Harpyske ansa Ethernet-unrtepdodeiica.

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MoKasaTb HacTpoliky MTU gna nHitepdeitca.

show ports jumbo-frame

MokasaTtb HacTpoliKy jumbo-frames B KommyTaTope.
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show errdisable recovery MoKa3aTb HAaCTPOIMKM ANA aBTOMATUYECKOM NOBTOPHOM aKTUBaLUK
o noprta.

show errdisable interfaces MoKasaTb NPUYMHY OTK/IIOYEHMA NOPTa, rPYNMbl NOPTOB U

{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | cocTosHWe aBTOMaTUYECKOMN aKTUBALUM.

tengigabitethernet te_port te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel group: (1..48)

group}

show hardware profile MokasaTtb pexum noptoB XLG1-XLG4.

portmode - V KomaHga goctynHa Tonbko ana MES5324.

[pumepbl 8bINOAHEHUS KOMAHO

= [loKas3aTb COCTOAHNE UHTEPENCOB:

console# show interfaces status

Flow Link Uptime Back
Mdix
Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure
Mode Port Mode
gil/0/1 1G-Copper -— - - --  Down - —
-= Access
gil/0/2 1G-Copper -— - - --  Down - —
-= Access
gil/0/3 1G-Copper -— - - --  Down - —
-= Access
gil/0/4 1G-Copper -— - - --  Down - —
-= Access
gil/0/5 1G-Copper -— -— -— -—  Down _ -
-= Access
gil/0/6 1G-Copper -— - - —-—  Down - .
-= Access
gil/0/7 1G-Copper -— - -— -—  Down _— -
-= Access
gil/0/8 1G-Copper -— - - —--  Down - .
-= Access
gil/0/9 1G-Copper -— - - -—  Down - .
-= Access
gil/0/10 1G-Copper -— - -— -—  Down _— -
-= Access
gil/0/11 1G-Copper -- - - -—  Down _— _—
-= Access
gil/0/12 1G-Copper - - - -- Down - -
-- Access
gil/0/13 1G-Copper - - - -- Down - -
-- Access
gil/0/14 1G-Copper - - - -—  Down —— —
-- Access
gil/0/15 1G-Copper - - - -—  Down —— —
-- Access
gil/0/16 1G-Copper - - - -—  Down —— —
-- Access
gil/0/17 1G-Copper - - - -—  Down —— —
-- Access
gil/0/18 1G-Copper - - - -—  Down —— —
-- Access
gil/0/19 1G-Copper - - - -—  Down —— —
-- Access
gil/0/20 1G-Copper - - - -—  Down —— —
-- Access
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gil/0/21 1G-Copper -- -- -= -- Down -= --
-= Access
gil/0/22 1G-Copper -- -- -- -- Down -= --
-= Access
gil/0/23 1G-Copper - - - -- Down -- -
-- Access
gil/0/24 1G-Copper - - -- -— Down - -
-- Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled
Off Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled
Off Trunk
tel/0/3 10G-Fiber -— -— - -— Down -— -
-- Access
tel/0/4 10G-Fiber -— -— - -— Down -— -
-- Access
Flow Link
Ch Type Duplex Speed Neg control State
Pol -= - - - -= Not Present
Po2 - -= -= -= -= Not Present
Po3 - -- -- -- - Not Present
Po4d - -= -= -= -= Not Present
Pob5 -= - - - -= Not Present
Pob --— -- -- -- -- Not Present
Po7 -= - - - -= Not Present
Po8 --— -- -- -- -- Not Present
Po9 - -- -- -- - Not Present
Pol0 - -= -= -= -= Not Present
Poll -= -= -= -= -= Not Present
Pol2 - -- -- -- - Not Present
Pol3 - -= -= -= -= Not Present
Pol4 -= - - - -= Not Present
Pol5 - -= -= -= -= Not Present
Polé6 - -= -= -= -= Not Present
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MoKasaTb CBOAHYHO MHPOPMALMIO O COCTOAHWK, HACTPOMKe U cTatucTuKe Ethernet-nopra (pexunm

OTObparkeHUs CTaTUCTUKM KnaccudumKaumm Tpadmka):

console# show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1

Hardware is tengigabitethernet, MAC address is a8:f9:4b:fd:00:41

Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000

Link is down for 0 days, 0 hours, 3 minutes and 28 seconds

Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s

0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error

O O OO OO OooOo

(@]

Output queues: (queue #: packets passed/packets dropped)

1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

O J oUW

lMoKa3aTb NnapameTpbl aBTOCOr/1aCOBaHMUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled -

tel/0/2 10G-Fiber Disabled --

tel/0/3 10G-Fiber Disabled -

tel/0/4 10G-Fiber Disabled --

fol/0/3 40G-Fiber Disabled -

fol/0/4 40G-Fiber Disabled -

gil/0/1 1G-Copper Enabled Slave

Pol - Enabled Slave

Po2 - Enabled Slave

Po8 -- Enabled Slave

Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h,
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= [loKasaTb CTAaTUCTUKY MO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

- [ToKa3aTb CTaTUCTUKY NO rpynne KaHanosB 1:
console# show interfaces counters port-channel I
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: O
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= [lokasaTb HacTpoMKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnunua 76 — OnucaHme cHeTYNKOB

Cuemyuk OnucaHue
InOctets Konnuectso NpuHATbIX 6aliToB.
InUcastPkts Konnyectso NPUHATBLIX 04HOAAPECHbIX NAKeTOB.
InMcastPkts KonnyectBo NPUHATLIX MHOFOaApeCHbIX MaKeToB.
InBcastPkts Konnyectso NPUMHATBIX LWWUMPOKOBELLATeNbHbIX NAaKEeTOB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeToB.
OutMcastPkts Konnyectso nepefaHHbIX MHOTOa4pPEeCHbIX MAaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWUMPOKOBeELLLaTe/IbHbIX MaKeToB.

Alignment Errors

Konnyectso NpMHATLIX KaAPOB C HAPYLIEHHOM LLeNOCTHOCTLIO (C KoAnMYecTBom HanT
He COOTBETCTBYIOLLMM AJINHE) 1 He NPOLeanX NPOBEPKY KOHTPOIbHOM CyMMbl
(FCS).

FCS Errors

Konnyectso npuHATLIX KaAPOB C KONMYECTBOM HaiT, COOTBETCTBYIOLMM A/IUHE, HO
He NpoLeALnX NPOBEPKY KOHTPObHOMU cymmbl (FCS).

Single Collision
Frames

Konnyectso Kagpos, BOB/EYEHHbIX B €4MHUYHYIO KO/IM3MIO, HO BNOC/IeACTBUM ne-
penaHHbIX ycnewHo.

Multiple Collision
Frames

Konnuectso KagpoBs, BoBaeYeHHbIX 6onee 4em B OA4HY KONNM3UIO, HO BNOCAEACTBUN
nepesaHHbIX yCNeLwHo.

Deferred Transmis-
sions

Konnyectso Kagpos, ANA KOTOPbIX NepBas NomMbITKa nepegayn oT10XKeHa 1U3-3a 3aHA-
TOCTU Cpeabl nepenayun.

Late Collisions

Konunuectso cnydaes, Koraa Konnmsma sadmMKcMpoBaHa Nocse Toro, Kak B KaHan
CBA3M yKe bblM nepeaaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bblan nepegaHbl U3-3a M36bITOYHOrO KOANYECTBa
KONNU3UNA.

Carrier Sense Errors

KonnyecTtBo cny4vaes, KOrga COCTOAHME KOHTPOA HeCYLLI.ef;i 6b110 noTepAHo, nmbo He
yTBEPXKAEHO NMPU NONbITKE Nepeaadn Kaapa.

Oversize Packets

Konnyectso NpMHATLIX NAaKETOB, Pa3Mmep KOTOPbIX NPEBbLILLAET MaKCUMabHbIN pas-
peLleHHbI pasmep Kagpa.

Internal MAC Rx
Errors

Konnuectso KagpoB, KOTOpPble He bW NPUHATLI YCNELWHO M3-3a BHYTPEHHEMN
ownbKKu npnema Ha yposHe MAC.
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Symbol Errors

[na vuTepdelica, paboTatouiero B pexkmme 100 M6UT/c — KOANYECTBO CyYaes, Ko-
roa UMenca HefonNyCTMMbIA CUMBO/ A@HHbBIX, B TO BPEMA KaK NpaBu/ibHas HecyLan
6blna npeacTaBneHa.

[nsa nutepdeiica, paboTatowero B noayayniekcHom pexunme 1000 Méut/c — konu-
YeCTBO C/ly4yaeB, KOrga cpeacTsa Npuema 3aHATbl B TeYEHME BPEMEHU, PaBHOMY UK
6onbwemy yem pasmep cnota (slotTime), M B Te4EHME KOTOPOTO MMENOCh XOTA Bbl
04HO cobbITUe, KoTopoe 3acTasaneT PHY BbigaBaTh oWwWMOKY npuema gaHHbIx (Data
reception error) uau owmnbKy Hecyuel (Carrier extend error) Ha GMIL.

[na vuTepdelica, paboTatoLiero B N0 HOM AynaeKcHOM pexxume 1000 M6éuT/c —
KOZIMYECTBO C/ly4YaeB, KOr4a CpeacTBa NPUEMa 3aHATbI B TeYEeHWE BPEMEHM, PaBHOMY
unu 6onblieMy YeM MUHUMAJbHBIM pasmep Kagpa (minFrameSize), u B TeueHue Ko-
TOPOro Mmesnoch xoTa 6bl 0oaHO cobbiTne, KOTopoe 3acTasnseT PHY Bbigasatb
olWKnbKy nprMema faHHbIx (Data reception error) Ha GMIL.

Received Pause
Frames

Konnyectso npuHATbIX ynpasaawowmx MAC-kagpos ¢ Kogom onepaumu PAUSE.

Transmitted Pause
Frames

Konnuyectso nepegaHHbIx ynpasaawowmx MAC-kagpos ¢ kogom onepaumn PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUME r106anbHON KOHPUrypaunm:

console (config) #

Tabnunua 77 — KomaHabl pexkmuma rnobanbHol KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

vlan database

— MepeliTn B pexxmm KoHourypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

HbIX AN1A BHYTPEHHEero ncnonb3oBaHUA;

LEHHbIX A1 BHYTPEHHEro MCMno/b30BaHus;
VLANIist: (2..4094)

- add — no6asuTb yKkasaHHble VLAN ID B nepeyeHb 3anpeLueH-

- remove — yaanuTb ykasaHHble VLAN ID 13 nepeuHA 3anpe-

- except — f06aBUTb B NepeyeHb 3anpeLLeHHbIX AN BHYTPeH-
Hero ucnosnb3osaHuma sce VLAN ID, 33 UCKAOYEHMEM YKa3aHHbIX
B KayecTBe NnapameTpa;

- none — ounctuTb nepeyeHb VLAN ID, 3anpelyeHHbIX 418 BHYT-
PEHHEr0 MCNOb30BaHMA.

vlan mode {basic | tr101}

—/basic

BKOUMTL BO3MOXKHOCTb A06aBNeHUA Ha GpU3MUECKOM UHTep-
delice B peume customer cpasy AByX uAeHTUOMKATOpPOB
VLAN.

vlan statistics ingress {low |
high}

—/BbIK/IOYEHO

no vlan statistics ingress
{low | high}

BKkntoumTb cbOp cTaTUCTUKM ana ananasoHos VLAN:
- low — VLAN 1-2047;
- high — VLAN 2048-4094.

BbikntounTb C60p CTaTUCTUKKN ONA YKAa3aHHOIo ANana3oHa.
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vlan tr101 map inner-vlan
c_vian_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

CHATb Ha ¢u3nyeckom MHTepdelice cpasy 2 MaeHTUPUKaTopa
VLAN (B pexkume customer), 6a3mpytoacb Kak Ha s_vlan_id, Tak
1 Ha c_vlan_id. Mpu aTom aelicTBue BbINOAHAETCA TO/IbKO AN1A
Tpadwmka, uaywero ¢ uHTepdelica, yKasaHHOro B JaHHOWM
HacTpoWKe.

- c_vlan_id — ngeHTMdMKaLMOHHbIV HOMep BHYTpeHHe VLAN.
- interface — cnucok uHTepdeiicos, K BXxoaslLemy Tpaduky Ko-
TOPbIX BO3MOXHO MPUMEHEHMEe AAaHHOro npaswunaa. JuanasoH
HOMEpPOB UHTEPENCOB MOXKHO 3a4aTb NepeyncieHnem yepes
3anATY0 UM YKa3aTb Ha4ya/lbHOE U KOHEYHOEe 3HaYeHuA Auana-
30Ha Yepes gedwuc.

’ Ona  paboTbl AaHHOW KOMaHADI

- HacTpoiika pexkuma «vlan mode tr101».

Heobxoauma

Yaanutb npasuno.

KomaHObI pexcuma KoHguaypauyuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #

[aHHbIN peMm LOCTYNeH U3 pexxmnma rnobanbHoM KOHPUrypaLumm u npeaHasHayeH ANs 3a4aHus

napameTpos KoHourypaumm VLAN.

Tabnuua 78 — KomaHgpbl perkuma koHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

vlan VLANIist [name
VLAN_namel]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[o6asutb VLAN nan Heckosibko VLAN.

Ypanntbe VLAN nnaun Heckonoko VLAN.

map protocol protocol [en-
caps] protocols-group
group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKOA K rpynne NpoToOKO0/108, aCCOLUNPOBAHHbIX
BMmecTe.

Y4anuTtb NpuBA3KY.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group

group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueasatb MAC-agpec unm gnanasoH MAC-azpecoB Mo macke K
rpynne MAC-aapecos.

YpanuTtb NpuBA3KY.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWN CTPOKM B pexxnme KoHpurypaunm nHtepoerica VLAN:

console# configure
console (config) # interface {vlan vlan id | range vlan VLANIist}
console (config-if) #

[aHHbIN peXxum OOCTYyNeH M3 perrMma KoHOUrypaumm v npegHasHayeH NS 3afaHus napameTpoB
KoHdurypaumm nutepodeica VLAN nnbo grmanasoHa nHTepdencos.

Bbibop MHTEepdeica ocywecTBASETCS NPM MOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AnanasoHa MHTepdencoB OCyLLEeCTBASETCS NPM NOMOLLM KOMaHAb!:
interface range vlan VLANIist

Huke npuBeaeHbl KOMaHAbl ANA BXO4aA B peXXMM HacTpoiku mHtepdenca VLAN 1 n Bxoga B perkum
HacTpoukm rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan !

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnnua 79 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

name name name: (1..32) [No6aButb nmsa VLAN.

no name CMMBO/I0B/UMA YCTaHOBWTb 3HAaYEHMNE MO YMOYAHUIO.
COOTBETCTBYET HOMEpPY

VLAN

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnel nopmos

BunAa 3anpoca KOMaHAHOWN CTPOKM B pexknume KoHdurypaumm nHtepoeliica Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console# configure
console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel

group | range {..}}
console (config-if) #

[aHHbIN pexnm AO0CTyneH U3 pexkuma KoHOUrypauum M npegHasHavyeH ANs 3a4aHuA NapameTpos
KOHdUrypaumm nHtepdeica (nopta KommyTatopa UAKM rPynMbl NOPTOB, PAbOTalOWMX B PEXMME pa3aeneHnn
Harpysku), nMbo ananasoHa nHTepdelicos.
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MopT MoXeT paboTaTb B YETbIPEX PEXKMMAX:

— access — vHTepdelic gocTyna — HeTermpoBaHHbI UHTepdelic ana ogHon VLAN;
— trunk — wHTepdeiic, NPUHMMAIOWMIA TOJIbKO TErMPOBAHHbIM TPadUK, 32 UCKAKOYEHNEM OA-
Horo VLAN, KoTopbIn MOXeT 6biTb A0b6aBAeH C MOMOLLbIO KOMaHAabl switchport trunk native

vian;

— general — nHTepdeic c nonHon noaaepxkoi 802.1q, NPUHUMAET KaK TETMPOBAHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;
— customer — Q-in-Q uHTepdeiic.

Tabnnua 80 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3agaTtb pexmum paboTbl nopta B VLAN.
- mode — pexum pabotbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ana nntepderica goctyna.
- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

YCTaHOBUTb 3HaYeHMe NO YMOIYAHMUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

—/npuUHMMaTh BCe
TUNbI KagpoB

MpuHMMaTbL Ha MHTepdeiice TONBKO Kagpbl onpesaeseHHOro Tuna:
- untagged-only — To/bKO HETerMpoBaHHbIe;
- all — Bce Kagpsl.

MpuHMMaTL Ha nHTepdeiice Bce TUMbI KAAPOB.

switchport trunk allowed
vian all

no switchport trunk al-
lowed vlan all

—/BbIK/IOYEHO

ABTOMaTMYeCKM f06aBuTb BCe aocTtynHble VLAN gns gaHHoOro
nHTepodelica.

OTKNOYMTDL aBTOMaTMYecKkoe aobasneHne VLAN.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN ana nHtepoeiica.

- vlan_list — cnucok VLAN ID. inana3oH Homepos VLAN MOXHO
33/aTb NepeyncieHrem Yyepes 3anATyro UAN YKa3aTb Ha4yabHOE U
KOHEYHOe 3HayeHus AManasoHa Yyepes gedpuc "-".

Ypanute cnucok VLAN gns untepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Oo6asutb Homep VLAN B KauecTtse Default VLAN ana aaHHoro
nHTepoderica. Becb HeTerMpoBaHHbIM TpaduK, NOCTyNaoWMiA Ha
[LaHHbIN NOpT, onpeaensetcs B gaHHyo VLAN.

-vlan_id — npeHTMdUKaLMOoHHbIN Homep VLAN.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[Oo6asutb cnuncok VLAN ana nHtepoeiica.

- tagged — nopt 6yzeT nepenasaTb TErMPOBaHHbIE NaKeTbl ANA
VLAN;

- untagged — nopT byaeT nepenasaTtb HETErMPOBAHHbIE NAKETbI
ana VLAN.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 334aTb
nepeymcieHnem Yyepes 3anaTyto UaM yKasaTb Ha4anbHOE U
KOHEYHOoe 3HayeHus granasoHa Yepes gedpuc "-".

Yaanute cnucok VLAN ans uHtepoelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu yctaHosneH VLAN
N0 YyMOAYaHUIO

Lob6asutb ngeHtnedukatop VLAN nopta (PVID) ans ocHoBHoro
WHTepodelica.
-vlan_id — npeHTMduMKaumoHHbIN Homep VLAN nopra.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

switchport general in-
gress-filtering disable

—/dunbTpaumsa
BK/IIOYEHa

BbIKNHOUNTL AN1A OCHOBHOIO MHTepdenca GuabTpaLmio BXOAALLMX
NakeToB Ha OCHOBEe NPUCBOEHHOro um 3HaveHma VLAN ID.
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no switchport general in-
gress-filtering disable

BKNOUMTBL AN1A OCHOBHOTO UHTepderica GUNbTPaLMIO BXOAALLMX
NaKeToB HAa OCHOBE NPUCBOEHHOIo UM 3HavyeHuA VLAN ID.

Ecamn dunbTpauma BKAOYEHA, M NAKET He BxoauT B rpynny VLAN c
NpuUCcBOEHHbIM nakeTty 3HayeHnem VLAN ID, To naket
oTbpacbiBaeTcA.

switchport general accepta-
ble-frame-type {tagged-
only | untagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npuHUMaTb BCe
TUNbI KagpoB

MpuHMMaTL Ha UHTepdelice TONbKO Kagpbl onpeseneHHoro Tuna:
- tagged-only — TonbKO TEerMpoBaHHble;

- untagged-only — TONbKO HeTerMpoBaHHble;

- all — Bce Kagpol.

MpuHUMaTb Ha MHTepdeice BCe TUMbI KagpPOB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHOoBUTL NpasBuao kKnaccudumrkaumm VLAN ana nHtepdeiica,
OCHOBaHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — NaeHTUOUKALUMOHHbBI HOMEP Fpynnbl;

-vlan_id — naeHTMduMKaLuMoHHbIN Homep VLAN.

Yoanute npasuao Knaccudurauum.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBUTbL NpaBuao kKnaccudumkaumm VLAN ana nHtepdeiica,
0OCHOBaHHOe Ha npusAske kK MAC-agpecy.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

-vlan_id — naeHTMduMKayMoHHbIN Homep VLAN.

YpanuTe npasuao Knaccuburkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHoBUTbL NpaBuio Knaccudumkaumm VLAN ana nHtepoeiica,
OCHOBaHHOE Ha NPMBA3KE K MPOTOKOY.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

-vlan_id — naeHTMduMKaLuMoHHbIN Homep VLAN.

YpanuTe npasuao Knaccuburkauuu.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B8 802.1q VLAN-Terax nakeTos,
UCXO4AWMX C AAHHOTO UHTepdelica.
[Oonyctumble 3HaueHus Ethertype npegcraBneHsbi B
- MpunoxkeHue B. NogaepkuBaemble 3HaueHus Ethertype.

3ameHuTb ethertype ncxogswero ¢ MHTepdeica nakeTa Ha
3HaYeHue Mo YMONYaHMIo.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

[o6asutb TPID B Tabanuy Knaccupurkatopos VLAN.
Jonyctumble 3HayeHus EtherType cm. MpunoxkeHue B.
MNopaep:knsaemole 3HaYeHua Ethertype.

Ypanute TPID 13 Tabaunybl Knaccupmrkatopos VLAN.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vilan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro HTepdeiica.
-vlan_id — npeHTMduMKaLMoHHbIN Homep VLAN.

[106aBUTb K BXOAALMM HETErMPOBAHHbIM MaKeTaM Ha KJMEHTCKOM
nopTy BHyTpeHHul 802.1q 3aronosok — C-VLAN (inner-vlan) u
BHewWwHM 802.1q 3aroNoBOK, coaepKalumin pvid 4ONOAHUTENBHOM
VLAN (S-VLAN).
Ana paboTbl 3TOM KOMaHAblI HEO6XO0AUMO BKIOUYUTD
o rno6anbHo pexum «vlan mode tr101».

YCTaHOBUTb 3Ha4YeHME N0 YMONYAHWUIO.

switchport customer mul-
ticast-tv vlan add vian_list

vlan_list: (2..4094, all)

PaspewnTb NPUHUMATL MHOFOAZAPECHbIV TPAPUK M3 YKa3aHHbIX
VLAN (He asnawowmxca VLAN nonb3oBaTenibCKoro nHtepdeica) Ha
HacTpauBaeMom MHTepdeice, COBMECTHO C NO/Ib30BaTENAMM
OpYrux N0Nb30BaTENbCKMX NOPTOB, MPUHUMAOLLUX
MHOroaZpecHbi Tpadumk 13 gaHHbIx VLAN.

-vlan_list — cnncok VLAN ID. Aunana3oH VLAN MOXKHO 3a4aTb
nepeyMcaeHMem yepes 3anaTyro WM yKasaTb HayaabHoe U
KOHeYyHoe 3HayeHuA guanasoHa yepes geduc "-".
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switchport customer mul-
ticast-tv vlan remove
vlan_list

3anpeTuTb NPUHMMaTb MHOTOaAPeCHbIN TpaduK Ha
HacTpanBaeMoMm UHTepdelice.

switchport forbidden vian
add vian_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetuTb gobaBneHme yKasaHHbix VLAN nopry.

-vlan_list — cnucok VLAN ID. Auana3oH VLAN MoXKHO 3agaTb
nepeyncieHnem Yepes 3anATyro AN YKa3aTb HavasbHOe U
KOHeyHoe 3HayeHus gnanasoHa yepes geduc "-".

PaspewunTb gobasneHue ykasaHHbIx VLAN nopty.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

Mo ymonyaHutio
yneHcTso B default
VLAN paspeLieHo

3anpetutb gobasneHme default VLAN nopry.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

switchport protected-port

no switchport pro-
tected-port

MepeBecT NOPT B PEXKMM U30AALMUMN BHYTPU TPYNMbl NOPTOB.

BoccTaHOBUTL 3HaYeHWE NO YMOHAHMUIO.

switchport protected-port
isolate-group {group}

no switchport protected-
port isolate-group {group}

group (1..8)

MepeBecTn NOPT B YKa3aHHYHO rpynny U3onaLuMm NopTos.

YAanuTb NOPT M3 YKa3aHHOM rpynnbl U30AALMM NOPTOB.

switchport protected {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
ncnonbsyercs
MapLpyTU3auma no
6ase gaHHbIX
n3y4yeHHbIx MAC-
agpecos (FDB)

MepeBecTu NopT B pexkum Private VLAN Edge. OTmeHsneT
MapLpyT13aumio no 6ase AaHHbIX M3ydeHHbIx MAC-aapecos (FDB)
W HanpaBAseT BECb OAHOAAPECHbIN, MHOrOAAPECHbIN U
LWMpOKOoBeLLaTenbHbIl Tpaduk Ha uplink-nopT.

OTK/IOYNUTL OTMEHY MapLLPYTU3aLUMK NO 6ase AaHHbIX U3YYeHHbIX
MAC-agpecos (FDB).

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBWTb NOPT Kak Ternpytowmii B gedontHoi VLAN.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnuua 81 — KomaHab! pexxkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show vlan

MNokasatb uHopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHdopmauuto no VLAN, nouck no naeHtudukaTopy.

show vlan internal usage

MokasaTtb cnncok VLAN ana BHYTpeHHero ncnonb3oBaHuAa
KOMMYTaToOpOM.

show default-vlan-mem-
bership [gigabitether-

net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | de-
tailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb cocTtas rpynnbl gedpontHon VLAN.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

119



HELTEX

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 82 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro
show vlan multicast-tv vlan Moka3aTb NOPTbI-UCTOYHMKN U NPUEMHUKU MHOTOAPECHOro
vlan_id vlan_id: (1..4094) Tpadumka B gaHHoM VLAN. MopTbI-MCTOYHUKM MOTYT KaK
nepesasaTb, Tak U MPUHUMATb MHOFOAZPECHbIV TpadUK.
show vlan protocols-groups — MoKa3aTb MHOPMALMIO O rpynnax NPOTOKO/0B.
show vlan macs-groups — Mokasatb nHdopmaumio o rpynnax MAC-aapecos.
show interfaces switchport MoKa3aTb KoHbUIypauuio NopTa, rpynnbl NOPTOB.
{gigabitethernet gi _port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show interfaces pro- MokasaTtb cocToAHWe NopToB: B pexkume Private VLAN Edge, B

tected-ports [gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | de-
tailed]

gi__port: (1..8/0/1..48); private-vlan-edge-coobuwecTse.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

[pumepbl 8b1N0AHEHUS KOMAHO

= [lokasaTb MHPopmauuto o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,9i1/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

MNMoKa3aTb NOPTbI-MCTOYHMKMN U MPUEMHUKN MHOroagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : te0/1
Receiver ports: te0/2,te0/4,te0/8

= [loka3aTb MHGOPMaLMIO O rpynnax NPOTOKO/OB:

console# show vlan protocols-groups
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Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet 3

= [lokasaTb KoHdUrypauuto nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice
VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll

Ingress UnTagged VLAN ( NATIVE ): 1

Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by

1 Untagged
2 Tagged
3 Tagged
4 Tagged
5 Tagged
6 Tagged
8 Tagged
28 Tagged

N ooy Ul WN
N nnnnn nou

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonset npousBoAWTb pasrpaHuyeHne Tpaduka Ha BTOPOM
ypoBHe mozenn OS| mexay nopTamu KOMMYTaTopa, KOTOpble HAaxo4ATCA B O4HOM LUMPOKOBELLATE/IbHOM
AomeHe.

— Ha kommyTatopax moxKeT bbITb CKOHGUIypnpoBaHo Tpu Tuna PVLAN nopTos:

— promiscuous — NopT, KOTOPbIM CNocobeH 0bMeHMBATLCA AAaHHbIMU MEXAY Nt06bIMK
nHTepdelicamu, Bkatovasa isolated- n community-noptel PVLAN;

— isolated — nopT, KOTOPbI NONHOCTBIO M30/MPOBAH OT APYIrUX NOPTOB BHYTPU OLHOTO
n Toro e PVLAN, Ho He oT promiscuous-noptoB. PVLAN 610KMpytOT BeCb TpaduK,
MOyLWnin B CTOPOHYy isolated-nopTos, Kpome TpadurKa CO CTOPOHbI Promiscuous-nopTos.;
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NnaKeTbl

CO CTOPOHbI

promiscuous-nopTos;
— community — rpynna nopTos, KOTOPbIe MOTYT 0OMEHMBATLCA AAaHHbIMU MeKay cobomn
M promiscuous-nopTamu, 3T MHTepdencobl OTAENEHbI Ha BTOPOM ypoBHe moaenun OS|
OT BCEX OCTa/IbHbIX community-uHTepdeicos, a TakKe isolated-noptos BHyTpM PVLAN.

isolated-nopToB MOryT nepenasaTbCA TO/MIbKO B CTOPOHY

Mpouecc BbINOAHEHUA GYHKUMM OOMNOJAHUTENLHOrO pasAeneHus NOpPTOB C MOMOLLbIO TEXHOAOTUM
Private VLAN npegctasneH Ha pucyHke 51.

VLAN 100

Promiscuous ports

—353

Switch A

Trunk ports

VLAN 100

Switch B

(e
|

Q0

VLAN 201

VLAN 202

o

O JJ

VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN

VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 51 — Mpumep paboTbl TexHonorum Private VLAN

Bua, 3anpoca KOMaHAHOM CTPOKM B pexmme KoHourypaumm nHtepdeica Ethernet, nHtepdeica VLAN,
nHTepderica rpynnbl NOPTOB:

console# configure
console (config)# interface {tengigabitethernet te port | gigabitethernet

gi port | port-channel group | range {..}

console (config-if) #

| vlan vian id}

Tabnuua 83 — KomaHapl pexxnma KoHdurypaumm nHtepderica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
o yMonYaHuio

Aelicmeue

switchport mode private-
vlan {promiscuous | host}

no switchport mode

3apaTb pexkum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

switchport mode private-
vlan trunk {promiscuous |
secondary}

no switchport mode pri-
vate-vlan trunk

3apaTb pexkum paboTbl nopta B VLAN Trunk.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport private-vlan

primary_vlan:

[o6aBnTb OCHOBHYIO 1 BTopocTeneHHble VLAN Ha promiscuous-

mapping [trunk] pri- (1..4094); nHTEpoeiic.
mary_vlan add second- secondary_vlan: # Ha oguH promiscuous-uHtepdeiic Henb3a po06aBUTbL
ary_vlan (1..4094) | 6onbLue ogHoM primary vlan.
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switchport private-vlan
mapping [trunk] pri-
mary_vlan remove second-
ary_vlan

no switchport private-vian
mapping

Yaanutb BTopocteneHHble VLAN Ha promiscuous-uHTepoderice.

Ypaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
hostassociation pri-
mary_vlan secondary_vilan

no switchport private-vlan
host-association

primary_vlan:
(1..4094)
secondary_vlan:
(1..4094)

[o6asuTb primary un secondary vlan Ha host-uHtepdeiic.
/I Ha oaun host-untepdeiic Henb3a po6asutb Gonblie
opgHou secondary vlan.

Ynanutb OCHOBHYO 1 BTopocTeneHHble VLAN.

switchport private-vlan as-
sociation trunk pri-
mary_vlan secondary_vlan

no switchport private-vlan
association trunk

primary_vlan:
(1..4094)
secondary_vlan:
(1..4094)

[o6asutb primary u secondary vlan Ha trunk-secondary
MHTepoeinc.
Ha oguH trunk-secondary untepdeiic Henbss f,06aBuUTbL
6onbLie ogHoii secondary vlan.

Ypaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
trunk allowed vlan add
vlan

switchport private-vlan
trunk allowed vlan remove
vlan

vlan: (1..4094)

[o6aButb Ha PVLAN Trunk-uHTepdeic VLAN, He yyacTBytoLLel B
PVLAN.

Yaanutb Ha PVLAN Trunk-uHTepdeice VLAN, He yyacTByloLen B
PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vlan
trunk native vlan

vlan: (1..4094) /1

[No6aeutb Homep VLAN, He yyacTytowyto B PVLAN, B KauecTse
Default VLAN ana PVLAN Trunk-untepdeiica.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHUIO.

Tabnnua 84 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

KomaHoa

3HayeHue/3HayeHue
Mo yMmoan4YaHuo

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BkAtounTb mexaHuam Private VLAN 1 3aaatb TMN nHTepdeitca.

OTKNOYNTb MexaHn3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan

[o6asuTtb (yaanuTb) npussasky sTopocteneHHon VLAN K
OCHOBHOW. HacTpolika npumeHnma TosbKo ansa primary VLAN.

no private-vlan association (1..4094) Yaanutb npusasky sTopocteneHHol VLAN K OCHOBHO.
/f MaKcmmanbHoe KonM4yecTBo BTopocteneHHbiXx VLAN — 256
MakcumanbHoe Konmyectso community VLAN, KoTopbie MOryT 6bITb aCCOLUMPOBAHbI

c oaHoi ocHoBHOI VLAN — 8.

[pumep Hacmpoliku uHmepgelicoe Kommymamopad Switch A (pucyHok 51 — [pumep pabomsl mex-

Hosno2uu Private VLAN)

e promiscuous-nopt — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|
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interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202

exit

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202

exit

interface gigabitethernet 1/0/4

switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202

exit

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

interface vlan 100

name primary
private-vlan primary
private-vlan association add 201-202

exit

interface vlan 201

name isolate
private-vlan isolated

exit

interface vlan 202

name community

Mpumep Hacmpoliku uHmepagelicos npu pabome mexHono2uu Private VLAN Trunk

trunk-isolated nopt — gigabitethernet 1/0/1
trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
trunk-promiscous nopt — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201

exit

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202

exit

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
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description Trunk-Community

switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/4
switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

exit

|

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
switchport forbidden default-vlan
exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|

interface vlan 201

name isolate

private-vlan isolated
exit

|

interface vlan 202

name community

private-vlan community

switchport private-vlan trunk allowed vlan add 301

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202

5.10.4 Hacmpolika uumepgelica IP

IP-uHTEpdenc co3paétcs npu HasHadeHun IP-agpeca Ha ntobot M3 MHTepdencoB YCTPOMCTBA

gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nau vlan.

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHOUrypaumm nHtepoderica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexum A0CTyNeH U3 perrMma KoHbUrypaumm v npegHasHaydeH AN 3afaHWA napameTpos

KOoHoUrypaumm nHtepodeiica IP.

Tabnunua 85 — KomaHabl pexkmma KoHourypauum uHtepdelica IP

3HayeHue/3HayeHue
KomaHoa
o ymon4aHuio
directed-broadcast BkntounTb dyHKuMIO nepeBoaa IP directed-broadcast nakeTa B
CTaHAAPTHbIN LWIMPOKOBELLATE bHbI NaKeT U pa3pewmnTb
—/BbIK/IOYEHO . "
nepegavy yepes BblIbpaHHbIN UHTepdeiic.
no directed-broadcast 3anpetutb TpaHcasaumto IP directed-broadcast nakeTos.
helper-address ip_address BKNtounTb Nnepeagpecaumio WmpoKoselaTebHbix UDP-nakeTos
. Ha onpegaeneHHbIl agpec.
ip_address: A.B.C.D . PeA AP .
- - ip_address — |P-afpec Ha3Ha4YeHUs, Ha KOTopbIi ByayT
nepeHanpasAATbLCA NAKETbI.
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no helper-address ip_ad-

dress OTKAOYMTL Nepeagpecaumto WnpokoseLatenbHbix UDP-nakeTos.

ip irdp PaspelunTb paccbliky aHoHcoB npoTokona IRDP (ICMP Router
—/BK/IOYEHO Discovery Protocol).

noip irdp OTKNOYNTb PACCHIIKY aHOHCOB.

[pumepbl 8bINOAHEHUS KOMAHO

= Bratountb dyHKUMIO directed-broadcast:

console# configure

console (config)# interface PortChannel 1
console (config-if)# ip address 100.0.0.1 /24
console (config-if) # exit

console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.11 Selective Q-in-Q

[aHHaa ¢GyHKUMA NO3BOMAET HA OCHOBE CKOHOUIYPUPOBAHHbLIX MpPaBua GUALTPALMKM NO HOMEpPaM
BHyTpeHHMx VLAN (Customer VLAN) npounssoantb aobasneHune sHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakKe 3anpewaTb NpoxoxaeHue Tpadpuka.

[na ycTponcTea co3aaeTca CUCOK NpaBua, Ha OCHOBaHMM KOToporo byaet obpabaTtbiBaTbea Tpaduk.

‘ MpaBuna Selective Q-in-Q ucnonb3yT annapatHble pecypcbl TCAM. CymmapHbii 06bem

’ npasun gaa cepsucos Selective Q-in-Q, Security Suite, DHCP Snooping, ARP Inspection, IP

& Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate Limit

per VLAN, PPPoE IA, VPC, L2PT, PIM Snooping paseH pasmepy TCAM onpeaeneHHoOro

ycTpoiicTBa (3a BbldeTOM 66 NpaBua No ymonyaHuioo). MakcumanbHoe Konmdectso SQinQ-

npaBun ANa OA4UHOYHOrO YCTPOACTBA NpuBeaeHo B Tabauue 9 — OCHOBHble TeXHUYeCcKue
XapaKTepUCTUKN.

Ecnun ycTtpoiictBa o6beguHeHbl B cTeK, To cepBucbl DHCP Snooping, VLAN ACL, Security

Suite, ARP Inspection, Rate Limit per VLAN, PPPoE IA, L2PT, PIM Snooping ucnonb3yiot

TCAM Bcex unit-oB cTeKa, a cepsuchbl Selective Q-in-Q, Port ACL, IP Source Guard, Policy

Based VLAN (MAC, Subnet, Protocol), VPC ucnonbsytor TCAM onpeaeneHHoro unit-a.

MaKcumanbHoe cymmapHoe Koaundectso SQinQ-npasun cteka MES5324 — 11600 npasua.

MaKcumanbHoe cymmapHoe KoandectBo SQinQ-npasun cteka MES33xx — 11136 npasua.

MaKcumanbHoe cymmapHoe KoandectBo SQinQ-npasun cteka MES23xx — 3456 npasua.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelticos) Ethernet u Port-Chan-
nel

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypaumnm nHtepdeica:

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..7}

console (config-if) #
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Tabnnua 86 — KomaHabl pexkuma KoHourypauum nHtepdelica (amanasoHa nHtepodeicos) Ethernet

3HayeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aelicmesue

selective-qinq list ingress
add_vlan vian_id [in-
gress_vlan ingress_vlan_id] vlan_id: (1..4094)

ingress_vlan_id: (1..4094)

Co34aTb NPaBMIO, HA OCHOBAHMM KOTOPOTO K BXOAALLEMY
nakeTy C BHelHel meTKoW ingress_vlan_id 6yaeT pobasnatbes
BTOpas MeTKa vlan_id. Ecnv ingress_vlan_id He yKa3biBaTb —
npasuao ByaeT NPUMEHATHCA KO BCEM BXOAALMM NakeTam, K
KOTOpbIM He 6blnn NpUMeHeHbl Apyrue npasuna («npasunao no
YMOYAHMION).

selective-qinq list ingress
deny [ingress_vlan in-

gress_vian_id] ingress_vlan_id: (1..4094)

Co3aatb 3anpeLlatoLlee NPaBuao, Ha OCHOBaHWU KOTOPOTO
BXOZAALLME MaKeTbl C BHELWWHEN MeTKoW Tera ingress_vlan_id
byayT oTbpacbiBaTbeA. Ecau ingress_vlan_id He yKka3sbiBaeTca —
6yayT 0TOpacbIBaTLCA BCE BXOAALLME NAKETDI.

selective-qinq list ingress
permit [ingress_vlan in-

gress_vlan_id] ingress_vlan_id: (1..4094)

Co3aaTb paspeluatoLLee NPaBMAO, HA OCHOBAHWUM KOTOPOTO
BXOAALLME NaKeTbl C BHELWWHe MeTKoW Tera ingress_vlan_id
byayT nepeaaBatbes 6e3 usmeHeHui. Ecav ingress_vian_id He
yKa3blBaeTca — byayT nepenaBaTbCA BCe BXOAALLME NAKeTbl 6e3
N3MEHEHWUN.

selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTb NPaBUAO, Ha OCHOBAHWUM KOTOPOTO BHELLHAA METKa
ingress_vlan_id Bxoaawero naketa 6y4eT 3amMeHATLCA Ha
vlan_id. Ecau ingress_vilan_id He yka3biBaTb — npasuio byget
NPUMEHATHCA KO BCEM BXOAALMM NaKeTam.

no selective-qging list in-

gress [ingress_vlan vian_id] vlan_id: (1..4094)

YpanuTtb yKasaHHoe npasuo selective qing a4ns exogawmx
naketoe. KomaHaa 6e3 napameTpa «ingress vlan» yaanaer
MPaBMI0 MO YMOHAHMIO.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTtb NpaBW/IO, Ha OCHOBAHUM KOTOPOTO BHELIHAS METKa
ingress_vlan_id ncxopauwero nakeTta 6yaeTt 3ameHATbCA Ha
vlan_id.

no selective-qging list

. . vlan_id: (1-4094)
egress ingress_vlan vian_id

YpanuTtb cnmcok npasun selective ging ga1a ncxoAawmx NakeTos.

KomaHObI pexcuma KoHguypauuu uHmepgpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B pernume KoHourypaumm nutepdenca VLAN:

console (config-if) #

Tabnuua 87 — KomaHgbl perkmma KoHourypaumm nnitepoderica VLAN

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

HAelicmeue

ip management outer-vlan
outer_vilan_id

outer_vlan_id: (1-4094)

Co34aTb NPaBMAO A1 ypaBaeHUs KOMMYTaTOPOM C MOMOLLbHO
Q-in-Q Tpaduka.
B KauectBe outer_vlan_id ucnonb3yerca sHewHuii VLAN
(S-VLAN). Ona pabotbl paHHOro npasuna uHTepdeiic
VLAN (C-VLAN) ponkeH 6biTb B coctosiHum Up.

no ip management

Ypanutb cozgaHHoe npasuno.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnmua 88 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymoa4YaHuro

show selective-ging — OTo6pasunTb cnMcok npasun selective ging.
show selective-ginq inter- OTo6pa3nTb CNUCOK NpaBuA selective qing gna yKasaHHOro
face {gigabitethernet gi_port: (1..8/0/1..48); nopTa.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)

channel group}

show ip management [vlan . OTO6pasnTb CNNCOK NPaBWUA AN YNPaBAEHUA KOMMYTaTOPOM C
. vlan_id: (1-4094) .
vlan_id] nomouybto Q-in-Q Tpaduka.

[pumepbl 86IN0AHEHUA KOMAHO.

= Co3p4aTb NpaBwu/o, Ha OCHOBAHUM KOTOPOro, BHELIHAA METKa BXoAswero naketa 11 6ygert 3ame-
HATbCA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if)# selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if) # end

=  OT06pasnTb CNNCOK CO3aaHHbIX Npasua selective ging:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress tel/1 override vlan 10 ingress_vlan 11

5.12 Storm Control gna pasnanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LLItopm» BO3HMKAET BCAEACTBME Ype3mepHOro KonuyectBa broadcast-, multicast-, unknown unicast-
coobLLeHNI, 0 AHOBPEMEHHO NepesaBaemMbix Mo CETU Yepes OAMH NOPT, YTO MPUBOAMUT K MeperpysKe pecypcos
CETU M NOABAEHUIO 3aepiKeK. «LLITopm» MOXKET BOSHUKHYTb NMPWY HaIMYMM «3aKO/IbLLOBAHHbIX» CEFTMEHTOB B CETU
Ethernet.

KommyTaTop wu3mepseT CKOpOCTb MPUHMMAEMOro LWMPOKOBELATENbHOTO, MHOrOaApPecHoro U
HEeW3BECTHOTO OAHOAAPECcHOro TpaduKa ANA MOPTOB C BKAOYEHHbIM KOHTPOJIEM LUMPOKOBELLATENBHOTO
«WTOPMa» M OTOpacbIBAET NaKeTbl, €C/IM CKOPOCTb NPEBbILLAET 3a4aHHOE MaKCMMa/ibHOE 3HaYeHHe.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnoi
NnopTOoB:

console (config-if)#
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Tabnnua 89 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps}
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/IOYNTBL KOHTPO/Ib MHOF0aAPeCHOro TpaduKa:

- registered — 3aperucTpupoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOrO.

- level — 06bem TpaduKa B NpOLLEHTAX OT MPOMNYCKHOW CNocobHo-
TV nHTepodeiica;

- kbps — obbem TpadukKa.

Mpu obHapy»eHnn mHoroagpecHoro Tpaduka nHTepdenc mo-
KeT 6bITb oTKAtoUeH (shutdown) nnn gobasneHa 3anuch B XKyp-
Han coobuieHui (trap).

BbIK/IOYNTL KOHTPO/Ib MHOTOaAPeCcHOro TpaduKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/IIOYNTb KOHTPO/Ib MHOTOAAPeCcHOro TpaduKa:

- registered — 3aperucTpupoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOrO.

- pps — KONMYECTBO MaKeTOB B CEKYHAY.

Mpw 06HapyKEeHNN MHOToaAPeCcHOro TpaduKa UHTepdec moxeT
6bITb OTKAOYEH (shutdown) naun gobaBneHa 3anuch B XKypHan co-
obLeHuii (trap).

BbIK/IHOYMTb KOHTPO/Ib MHOTOAAPECHOrO TpadumKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/IIOYNTb KOHTPO/Ib HEM3BECTHOIO OHOAAPECHOrO TPaduKa.

- level — 06bem TpaduKa B NpoOLLEHTaX OT MPONYCKHOM CNOCO6HO-
T nHTepodeiica;

- kbps — obbem Tpaduka.

Mpwn obHapyKeHUN HEU3BECTHOTO OAHOAAPECHOrO TpaduKa UH-
Tepdelic MoxKeT 6bITb oTKAtoYeH (shutdown) nam pobasneHa 3a-
NUCb B XKypHan coobuieHunii (trap).

BbIKOYMTL KOHTPOJIb O4HOAAPECHOro TpaduKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/HOUMTbL KOHTPO/Ib HEM3BECTHOMO O4HOAAPECHOro TpaduKa.

- pPS — KOJIMYECTBO NAKETOB B CEKYHAY.

Mpy obHapy»KeHUU HEMU3BECTHOIO OA4HOAAPECHOrO TpaduKa UH-
Tepdelic MoxKeT 6bITb OTKAtoYeH (shutdown) nnu gobasneHa 3a-
NUCb B KYpHaa coobLueHni (trap).

BbIKOYMTL KOHTPOJIb OA4HOAAPECHOro TpaduKa.

storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BKHOUMTBL KOHTPO/Ib LUMPOKOBELLaTeNbHOrO TpaduKa.

- level — 06bem TpaduKa B NpoL,eHTax OT NPONYyCKHOM CNOcobHO-
CTU uHTepodelica;

- kbps — obbem TpadukKa.

Mpy 0B6HapyKeHUN WNPOKOBELLATENbHOIO Tpaduka MHTepdeiic
MO3KeT bbiTb oTKkAtoveH (shutdown) man pgobasneHa 3anuch B
YKYpHan cooblueHwnit (trap).

BbikntounTb KOHTPO/1b LWWMPOKOBELWLATE/IbHOIO Tpad:lea.

storm-control broadcast
{pps pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/IIOYNTB KOHTPO/Ib LUIMPOKOBELLATENbHOTO TpaduKa.

- pps — KONMYECTBO MaKeTOB B CEKYHAY.

Mpy 06HapyKeHUN WNPOKOBELLATENbHOIO Tpaduka MHTepdeiic
MO3KeT 6biTb oTKAtoveH (shutdown) unm pgobasneHa 3anucb B
YKYypHan cooblueHwni (trap).

BbikntounTb KOHTPO/1b LWWMPOKOBELWLaTe/NIbHOIO Tpad)m(a.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnmua 90 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
o YyMOAYAHUIO
show storm-control inter- MNokasaTb KoHUrypaumo GyHKUUMM KOHTPOAA «LWTOPMa» Ans
face [gigabitethernet gi_port: (1..8/0/1..48); | ykasaHHoro nopta 160 Bcex NOpTos.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4)

bitethernet fo_port]

[pumepbl 8bINOAHEHUS KOMAHO

= BK/HOUYUTb KOHTPO/b LMPOKOBELLATENBHOIO, MHOrOAAPECHOIO N OAHOAAPECHOrO TpaduKa Ha 3-m
nHTepodelice Ethernet. YcTaHOBUTbL CKOPOCTb AN KOHTpOAUPYemoro Tpaduka — 5000 K6/c: gns wu-
pokosewartenbHoro, 30 % NoaoCbl NPONyCcKaHMA gNA Bcero MHoroagpecHoro, 70 % ana HeM3BecTHOro
0AHO3ApPECHOrO.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.13 pynnbi arperauum KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneymBaloT noagepkky rpynn arperaumm KaHanos LAG B Ko/IMYecTBe COr/1acHO
Tabnuue 9 (cTpoka «Arperauma KaHanos (LAG)»). Kaxkgas rpynna nopToB A0/XHa COCTOATb U3 MHTepdeicos
Ethernet ¢ oaMHaKkoBoOW CKOpPOCTbIO, paboTaloWwmx B AyNAeKCHOM pexunme. ObbeamMHeHWe NOpToB B rpynny
yBENNUYMBAET NPOMYCKHYHO CNOCOBHOCTb KaHafia MeXKay B3aMMOAEeNCTBYOWMMM YCTPOMCTBAMM M MOBbILIAET
OTKa30yCTOMYMBOCTb. [pynna NopToB ABAAETCA A1 KOMMYTaTOPa OAHUM NOTMYECKMM MOPTOM.

YCTPOWCTBO NOAAEPKUBAET ABA PexkMma paboTbl rpynnbl NOPTOB — CTAaTMYecKasa rpynna M rpynna,
paboTatowas no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYlOWEM pasgene
KOHUrypaumum.

/ Ecan pana uHtepdeiica npousBeaeHbl HACTPOKK, TO ana Aob6aBaeHUA ero B rpynny cae-
‘ AYeT BEPHYTb HACTPOIKU N0 YMOJIYAHUIO.

[obasneHne nHTepdelicos B rpynny arperaumn KaHanoB AOCTYMHO TOAbKO B peKMme KoHdUrypauum
nHTepdelica Ethernet.

KomaHObI pexcuma KoHguaypauyuu uHmepgetica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if) #
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Tabnmua 91 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

3HayeHue/3HayeHue
1o ymMoA4YaHuro

KomaHda

Aelicmeue

channel-group group mode
mode group: (1..48);

mode: (on, auto)

no channel-group

[ob6asutb ethernet-nHtepdeiic 8 rpynny nopTos.
- on — po6asuTb NOpT B KaHan 6e3 LACP;
- guto — po6aBuTb NOPT B KaHan ¢ LACP B pexxunme «activer.

Yaanutb Ethernet-uHtepdeiic n3 rpynnbl nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexume KoHpurypaunm nHtepoeliica Port-Channel:

console (config-if)#

Tabanua 92 — KomaHabl pexkmma KoHourypauum nHtepdeiica Port-Channel

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aeiicmeue

lacp min-links min-links

min-links: (1..8)/1

no lacp min-links min-links

3agaTb MMHMMANbHOE YMCI0 aKTUBHbIX IMHKOB B cocTase Port-

Channel, npn KoTopom oH nepexoauT B coctosiHue Up.
HacTpoiika Bo3moXKHa TonbKo npu pabote Port-Channel
B pexxume LACP.

YCTaHOBUTb 3HAYeHMe Nno YMO/I4aHUIO.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU PeXKMMa rnobanbHOM KOHGUIypauum:

console# configure
console (confiqg) #

Tabanua 93 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip |
src-dst-mac | src-dst-ip |
src-dst-mac-ip-port |
dst-mac | dst-ip | src-mac |
src-ip} [mpls-aware]

—/src-dst-mac-ip

no port-channel load-bal-
ance

3apaTb MexaHU3m 6anaHCMPOBKM Harpysku gna ctpaternm ECMP
W ANA rPYNNbl arpernpoBaHHbIX MOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCUpPOBKM OCHOBbLIBAETCA HA
MAC-agpece u IP-agpece;

- src-dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBBIBAETCA HA
MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBaETCA Ha IP-
aapece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMPOBKU
ocHoBbiBaeTcsA Ha MAC-agpece, IP-agpece u TCP-nopTte
Ha3HayeHus;

- dst-mac — mexaHu3m 6anaHCUPOBKM OcHOBbIBaeTcA Ha MAC-
ajpece noayyartens;

- dst-ip — mexaHn3m 6anaHCMPOBKM OCHOBbLIBaeTCA Ha IP-
ajpece noayyatens.

- mpls-aware — BK/oueHmne napcuHra L3/L4-3aronoBsKos
naketos ¢ MPLS-meTkamu gna Bcero ycTpoincTea. AKTyaNbHO
TO/IBKO C pexknmamu 6anaHcMpoBku no L3/L4-3aronoskam
nakerta.

Bo3BpaT K HacTpoiiKam 6anaHCUPOBKM HArpy3Ku1 No yMONYaHUIO.
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KomaHOb! pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 94 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro
show interfaces channel- MokasaTb MHGOPMaLMIO NO rPpynne KaHanoB..
group: (1..48) bopmay, Py
group [group]

5.13.1 Cmamuyeckue 2pynnel azpe2ayuu KaHanoe

CDyHKLI,MEI\;I CTaTh4yeckux rpynn LAG asnaetcaA OG'bE,D,MHEHME HECKOJZIbKUX ¢M3M‘-IECKMX KaHa/z10B8 B O4WUH,
YTO MNO3BONAET YyBE/IMYNUTL MPONYCKHYHO CNOCOBHOCTb KaHa/sia M MOBbLICUTb €ro OTKa30yCTOﬁHMBOCTb. Ana
CTaTUYECKUMX rpynn NnpnopuTeT MCNnos1b3oBaHNA KaHa/10B B O6'be,£],MHEHHOM ny4yke He 3a4aeTcA.

/ [Ona BrAoUeHUs paboTtbl MHTepdeiica B COCTaBe CTAaTUYECKON rpynmnbl UCMONb3YiiTe KO-
‘ maHay channel-group {group} mode on B pexxume KoHPUrypauumn cooTBETCTBYIOLLErO UH-
Tepdeiica.

5.13.2 lpomokon azpeaayuu KaHanoe LACP

dyHKumen npotoKkona Link Aggregation Control Protocol (LACP) aBnaeTca o6beguHEHME HECKONbKUX
dU3NYECKMX KaHaNoB B OAMH. ArperMpoBaHvMe KaHanOB MCMOAb3YeTCA ANA YBEAUYEHMS MNPOMYCKHOW
CNOCO6HOCTM KaHana M MNOoBbllEHMA ero oTKasoycTtoiumsocTn. LACP nossossieT nepepasaTb TpPaduK no
06beAMHEHHbIM KaHanam B COOTBETCTBUM C 334aHHbIMUW NPUOPUTETAMMU.

V Ona BKAoyeHUA paboTbl MHTepdeiica no npotokony LACP ucnonb3yite KOmaHAay
channel-group {group} mode auto B pexume KOHPUrypaunmn cooTBETCTBYIOLLETO UHTEP-
deiica.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOm KOHOUrypaumm:

console (config) #

Tabnnua 95 — KomaHabl pexkmuma rnobanbHo KoHPUrypaumum

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuio
lacp system-priority value YCTaHOBUTb NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no |an system-prlorlty YCcTaHOBUTb 3HaYeHue no YMOIHaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoOHPuUrypaumnm nHtepderica Ethernet:

console (config-if) #

Tabnmua 96 — KomaHabl pexkmuma KoHpurypaumm nHtepodeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

lacp timeout {long | short}

Mo ymonyanumo
ncnosbsyerca

no lacp timeout

3HaveHue long

YCTaHOBUTb aAMUHUCTPATUBHbINM TalimayT npoTokona LACP:
- long — annTenbHoe Bpems TarimayTa;
- short — manoe Bpema TanmayTa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHOBUTL NpuopuTeT uHTepdeica Ethernet.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console#

Tabanuya 97 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show lacp {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port} [pa-
rameters | statistics | pro-
tocol-state]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Mokaszatb uHPopmauuto o npotokone LACP ana nHtepdelica
Ethernet. Ecnn fononHWTeNbHbIE NAaPAaMETPbI HE UCMONb3YHOTCA,
To 6yaeT nokasaHa BcA MHGOPMaLUA.

- parameters — nokasblBaeT NapameTpbl HACTPOMKM
NPOTOKONa;

- statistics — noka3sbIBaeT cTaTUCTUKY PaboTbl MPOTOKOAA;

- protocol-state — nokasbiBaeT cocTosiHMe paboTbl NPOTOKONA.

show lacp port-channel
[group]

group: (1..48)

Mokaszatb MHPopmauuto o npotokone LACP ana rpynnbl NopTos.

[pumepbl 8bINOAHEHUS KOMAHO

= Co3patb Nnepsyto rpynny noptos, paboTatoLLyto no npotokoay LACP u BKAtoYatoLwyto ABa UHTepdelica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6,
npuoputetbl 12 n 13 gna noptos 3 n 4 COOTBETCTBEHHO.

console# configure
console (config) # lacp system-priority 6
console (config) # interface port-channel I
console (config-if)# speed 10000
console (config-if) # exit
console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000
console (config-if) # channel-group 1 mode auto

console (config-if) # exit
console (config) # interface TengigabitEthernet 1/0/4
console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto
console (config-if)# lacp port-priority 13
console (config-if) # exit

(
(
(
(
(
(
console (config-if) # lacp port-priority 12
(
(
(
(
(
(
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5.13.3 Hacmpoiika mexnonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BupTyanbHble LAG no3BosatloT 06beanMHUTb OAHY MAW HecKosibKo Ethernet-nuuHunii ons
yBeANYEeHMA CKopocTu K obecneyeHmsa oTkasoyctohumsocTn. MLAG TaK e u3secTHa Kak VPC (Virtual port-
channel). NMpu obbluHOM LAG arpernpoBaHHble TMHUM AONXKHbI BbITb Ha OAHOM (M3MUYECKOM YCTPOICTBE, B
cnyyae xe ¢ VPC arpervpoBaHHble JIMHUN Haxo4ATCA HA pasHbix Gu3nyeckux yctpoicreax. OyHkuma VPC
No3BONAET COeAMHUTD ABa GMU3NYECKUX YCTPOICTBA B OAHO BUPTYanbHOE.

/ Mpwu HacTpoiike VPC Ha 0AHOPAHTOBbIX KOMMYTATOPaX A0/XKHa 6biTb 0AMHaKOBas BepcUus
nporpammHoro obecneueHms.

/ VPC Port-Channel KOHTPOAMPYIOTCA TO/IBKO KOMMYTaTOPOM C Posiblo Primary, KommyTa-
Top Secondary ucnosb3yeT HacTpoiiku Primary.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuA 3anpoca KOMaHAHON CTPOKM pexxnma rinobanbHOM KoOHOUrypaumum:

console (config) #

Tabanuya 98 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Cospatb VPC-gomeH.
s Ha opgHOMm ycTpoiicTBe MOXKeT 6biTb CO3AaH TO/IbKO
V oauH gomeH VPC. Ha napHbIX yCTPOMACTBaX A0/MKEH
6bITb 0guHaKoBbI VPC-gomeH.

Yaanute VPC-gOMEH C ycTpolicTBa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Co3spatb VPC-rpynny. [1nA Kax[oro arpernpoBaHHOro UHTep-
deica fonkHa bbiTb co3gaHa otaenbHas VPC-rpynna. Ha nap-
HbIX ycTpoMcTBax Homepa VPC-rpynn foMXKHbI COBNAAaTb.
1 CymmapHoe Konuyectso VPC-rpynn He moXKeT npe-
V BbiCUTb 48.

Ypanute VPC-rpynny ¢ ycTpomcTea.

vpc

no vpc

—/BbIK/IIOYEHO

Bkntountb pexkum VPC. UcnonblyeTtca nocne KoHoUrypaumm
VPC.

Bbikntountb pexkum VPC.

KomaHObI pexcuma KoHguaypayuu VPC

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaummn VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabnnua 99 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauutb Port-Channel B kauectse peer-link.

NckntoumTb Port-Channel 13 yyactma s VPC.
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peer detection

—/BbIK/OYEHO

no peer detection

BkntounTb peer detection protocol.
I Peer-detection — A0ONOAHUTENbLHbIN MeEXaHU3M,
V obecneunsaiowmii pyHKunoHuposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpeuwiaerca uc-
nonb3oBaHue peer-link gna opraHusaumMm uHTEp-
deiica peer-detection.

Bbikntountb peer detection protocol.

peer detection interval

msec
msec: (200..4000 )/700

no peer detection interval ms

3afaTb MHTEpBaa OTNPaBKKU coobuieHunid peer detection pro-
tocol.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

peer detection timeout

msec msec:

(700..14000)/3500ms

no peer detection timeout

3afaTb Bpems oxuaaHus oTeeTa peer detection protocol.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] udp_port:

(1..65535)/50000

no peer detection ipaddr

Hactpoutsb IP-agpec nonyyatensa naketos, |IP-agpec otnpasu-
Tena u UDP-nopT ans peer detection protocol.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

peer keepalive

no peer keepalive

BkntoumTb cnyx6y keepalive.

BbIkntounTb cnyby keepalive.

peer keepalive timeout sec
sec: (2..15)/5

no peer keepalive timeout

3apaTb BpemA OXMUAAHWA OTBETa Ha 3anpoc LenoCTHOCTU
peer-link.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

role priority value value: (1..255)/100

no role priority

YCTaHOBUTb NPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MEHbLUMM
3HauyeHWem byaeT HasHayeHo Primary.

YCTaHOBUTb 3HaYeHue No YMON4YaHULO.

system mac-addr mac_ad-
dress _

no system mac-addr

YcraHosutb MAC-agpec cuctembl Ana otnpasku B VPC-nopThbl.

YCcTaHOBUTb 3HaYeHue no YMONYaHUILO.

system priority value
value: (1..65535)/32767

no system

YCTaHOBUTb NPUOPUTET CUCTEMbI A5 OTNpaBku B VPC-nopTbl.
[onxeH bbITb 0AMHAKOBbIN Ha 060MX YCTPOICTBAX.

YCcTaHOBUTb 3HaYeHue no YMONYaHUILO.

KomaHObl pexcuma KoHguaypayuu VPC

BunAa 3anpoca KOMaHAHOM CTPOKK pexunuma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id

console (config-group) #

Tabanuya 100 — KomaHgb! pexkuma KoHdurypaumm VPC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

domain domain_id

domain_id: (1..255)

no domain domain_id

YcraHoButb VPC-group yneHom VPC-gomeHa.

Ucknountb VPC-group 13 VPC-gomeHa.
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vpc-port group

no vpc-port group

group: (1..48)

LOo6asutb Port-Channel 8 VPC-rpynny.

UckntounTb Port-Channel ns VPC-rpynnoi

KomaHOobi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 101 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aeiicmeue

show vpc

OT106pa3unTb MHGopmaumto o KoHourypaumm VPC.

show vpc group id

OT06pa3unTb MHopMaLMIo 0 TekyLem coctoaHumn VPC Group id.

show vpc peer-detection

OTob6pa3unTb cocTosiHMe cyXbbl peer detection protocol.

show vpc role

OT06pas3uTb MHGOPMaLMIO O POSIN YCTPOMCTBA.

show vpc statistics peer {
keepalive | link | detection

}

OT106pa3nTb cOCTOAHME cHETYUKOB cyxbbl VPC.

5.14 Hacrtpoiika IPv4-agpecauun

B naHHOM pasgene onvcaHbl KOMaHAbl A8 HACTPOMKM CTaTUYECKMX NapameTpoB |IP-agpecauunm, Takmx
Kak IP-agpec, macka nopaceTu, WA3 Mo ymoayaHuto. Hactpoika npotokosos DNS u ARP onucaHa B
COOTBETCTBYIOLWMX pPa3genax JOKyMeHTauuu.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica Ethernet, uHmepdgpelica epynnsl nopmos, VLAN,

Loopback

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnoi
noptos., nHTepdeica VLAN, nutepdeiica Loopback.

console (config-if)#

Tabnumua 102 — KomaHapl pexkuma KoHoUrypaumm nHtepderica

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip address ip_address {mask
| prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHauuTb 3agaHHOMy WHTepdelicy IP-agpeca u macku noa-
cetwn.
! 3HauyeHue MacKu MoKeT 6bITb 3anucaHo nn6o B $pop-
V mate X.X.X.X, nm6o B popmare /N, rae N — Konunue-
CTBO eAUHM1L, B ABOUYHOM NpeACcTaB/leHUN MACKU.

Yaoanuts IP-agpec uHtepoeiica.

ip address dhcp

no ip address dhcp

MNonyumnTs IP-agpec ana HacTpansaemoro nHTepdeica ot DHCP-
cepBepa.
V He ucnonb3yetca ans loopback-unrepdeiica.

3anpeTntb ucnonb3osaHune npotokona DHCP ana nonyyeHuma IP-
afpeca BblbpaHHbIM MHTEpdeiicom.
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ip unnumbered [vlan Paspewntb KoHdUTypupyemomy uHTepdeicy 3ammcresosathb IP-
vlan_id | loopback loop- vlan_id: (1..4094); appeca VLAN n Loopback-nHtepdelica.

back_id] loopback_id: (1..64)

no ip unnumbered OTKNOYUTD GYHKLMIO 3aMMCTBOBaHUA agpeca.

KomaHObI pexcuma 2a0b6an6Hol KoOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUme r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 103 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymon4yaHuro

ip default-gateway ip_ad- 3a4aTb ANA KOMMYTaTOpa aApec Wk03a Mo YMOAYAHMIO.
dress —/wno3 no

- YMO/IYaHMIO He 3a4aH -
no ip default-gateway Y4anuTb HazHauYeHHbI agpec WA3a Mo YMOAYAHMUIO.
ip helper-address {ip_inter- BkntounTb nepeagpecaumio wmpokosewaTenbHbix UDP-nakeTos
face | all} ip_address Ha onpeAaeneHHbI agpec.
[udp_port_list] - ip_interface — IP-agpec uHTepdeiica, ANA KOTOporo

BbINO/IHAETCA HACTPOIKA;

- all — no3BonsAeT BbIGPaTL BCe IP-MHTEpENCHI YyCTPONCTBa;

- ip_address — |P-agpec HasHa4YeHMA, Ha KOTOpbIN byayT
nepeHanpasaATbcA nakeTbl. 3Ha4yeHne 0.0.0.0 oTkiovaeT
nepeazpecauuto;

- udp_port_list — cnucok noptos UDP. LLnpokoBselaTebHbIl
TpaduK, HanpaBAEHHbIN Ha NePeYNCNeHHbIe B CMUCKE NOPTHI,
noasepraeTca nepeagpecauun. MakcumanbHoe obluee
KOZIMYeCcTBO NOPTOB M a4pPecoB Ha ycTpoiicTeo — 128.

—/BbIK/IOYEHO

no ip helper-address {ip_in-

] OTMEHUTb Nepeagpecaumio Ha 3agaHHbIX HTepdeiicax.
terface | all} ip_address Peaapecau A pé

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnnua 104 — KomaHgb! pexkuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue

o ymMmon4aHuro

clear host {* | word} word: (1..158) Yaanutb n3 namaTn nonyyYeHHble no npotokoay DHCP 3anucu
o COOTBETCTBUI MMEH UHTepdeicos 1 nx IP-agpecos.
CYMBO/IOB *
— YZanuTb BCE COOTBETCTBUA.
renew dhcp {gigabitether- OTnpasuTb 3anpoc K DHCP-cepeepy Ha o6HoBNeHMe IP-agpeca.
net gi_port | tengiga- gi_port: (1..8/0/1..48); | - force-autoconfig — npu o6HoBNeHMM IP-agpeca 3arpyKaerca
bitethernet te_port | for- te_port: (1..8/0/1..24); | koHdwurypaumsa c TFTP-cepsepa.
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
vlan vian_id | port-chan- group: (1..48)
nel group | oob} [force-au- vlan_id: (1..4094)
toconfig]
show ip helper-address . OT06pa3unTb Tabaunuy nepeagpecaummn WupokosewatTenbHbix UDP-
naKeTos.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexume EXEC:

console>

Tabnnua 105 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

show ip interface [vrf {vrf-
name | all} | gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback id | vlan
vlan_id | oob]

vrf-name: (1..32)
CUMBONA;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback_id : (1...64)
vlan_id: (1..4094)

MokaszaTtb KOHOUrypaumio IP-aapecaunn Ana ykasaHHOro
nHTepderica nam obaactn BUPTyanbHOW MapLupyTusauum (vrf).

5.15 Hacrpoika Green Ethernet

Green Ethernet — TexHosnorva, nNo3BoNAOWAA CHM3UTb 3HepronoTpebsieHne yCTPoMCTBa 3a cyer
OTKNHOYEHUA NUTaHUA ANA HEAKTUBHbIX 3/IEKTPUYECKUX NOPTOB N U3SMEHEHUNA YPOBHA NepeaaBaeMoro CurHanaa
B 3aBMCMMOCTM OT ANMHbI Kabens.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme r1o6anbHON KOHPUrypaumm:

console (config) #

Tabnuua 106 — KomaHapl pexknuma rnobanbHom KoHdUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

green-ethernet energy-de-
tect

BKAtOUMTL 3HeprocheperatoLLnii pexknm s HeaKTUBHBbIX
nopToB..

no green-ethernet
short-reach

no green-ethernet en- /eeiknioden OTKAOUNTb 3HeprocbeperaoWwmii PeXKUm ANA HeaKTUBHbIX
ergy-detect nopToB.
green-ethernet short- BKAOUNTL SHEeprocbeperatoLmin pexmm A NopToB, K KOTOPbIM
reach NOAK/OYAOTCA YCTPOMCTBA C ANMHOW Kabensa noakatoueHnn
MeHbLLEe MOPOroBOro 3HaYeHMA, YCTaHaBAMBAEMOTO C MOMOLLbHO
—/BbIK/OYEH

KomaHzabl green-ethernet short-reach threshold.

OTKAOUNTb 3Heprocbeperaowmii PeKMM Ha OCHOBaHWUM ANUHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaummn nHtepoderica Ethernet:

console (config-if) #
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Tabnunua 107 — KomaHabl pexkuma KoHpurypaumm nHtepdelrica Ethernet

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

KomaHoa

Aelicmeue

green-ethernet energy-de-

BKAtounTb 3Heprocbeperatowmin pexkum ans nHtepdeiica.

no green-ethernet
short-reach

tect

—/BKAItOYEH — —
no green-ethernet en- OTKAOYUTL SHeprocbeperaroLmnin pexkum ans nHtepdeiica.
ergy-detect
green-ethernet short- BKA0UNTb 3HeprocbeperatoLmiti peskMm Ha OCHOBaHMM AJ/IUHbI
reach Kabens.

—/BKAtOYEH

OTKNOUNTb 3Heprocbeperaowmii PeKMm Ha OCHOBaHMM ANNHbI
Kabens.

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnnua 108 — KomaHgb! pexuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show green-ethernet [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

OT06pasunTb CTaTUCTUKY green-ethernet.

green-ethernet power-me-
ter reset

CHPOCUTL CYETHMK M3MEPUTENIA MOLLHOCTH.

[pumepbl 8bIN0AHEHUS KOMAHO

=  OT0b6pa3unTb CTAaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Disabled
Short-Reach mode: Disabled

Power Savings: 82%
Cumulative Energy Saved: 0

(0.07W out of maximum 0.40W)
[Watt*Hour]

Short-Reach cable length threshold: 50m
Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off on off off

tel/0/2 on off on off off

tel/0/3 on off on off off

tel/0/4 on off on off off

tel/0/5 on off on off off

tel/0/6 on off on off off
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5.16 Hactpoiika IPv6-agpecauun

5.16.1 Npomokon IPv6

KommyTtatopbl noagep:kusatoT paboty no npotokony IPv6. Mogaep:kka IPv6 sBnsaetcs BaXKHbIM
OOCTOMHCTBOM, MOCKOJIbKY MpoTOoKoA IPv6 npu3BaH, B MepcnekTuBe, NMOJIHOCTbIO 3aMEHUTb agpecauumio
npoTtokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTokon IPv6 nmeet paclwmnpeHHoe agpecHoe npocTpaHcTBo — 128
6uTt Bmecto 32. Aapec IPv6 npeacTtaBnseT coboi 8 610KoB, pa3ae/ieHHbIX ABOETOUYMEM, B KarKaom bioke 16
6M1T, 3aNNCaHHbIX B BUAE YeTblpex WeCTHaAUATEPUYHbIX YnCen.

Momnmo yBennyeHuA aapecHOro MPOCTPAHCTBA MNPOTOKOAN IPV6 mmeeT unepapxmyeckyto cxemy
agpecaumn, obecrneumBaeT arperaumio MapLlpyToB, YMpoOLaeT Tabavuy MmaplupyTusauum, npu 3TOm
3 PeKTMBHOCTb PaboTbl MapLLpPyTU3aTOPA NOBbILAETCA 33 CHET MEXaHU3Ma ODHAPYKEHMA COCELHMX Y3/10B.

NlokanbHble agapeca IPv6 (IPv6Z) B KOmMMyTaTope HasHayaloTcA WHTepdeicam, nosTomy npwu
Ncnoab3oBaHMKU IPV6Z-afpecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTca caeayowmii opmar:

<ipv6-link-local-address>%<interface-name>

roe:

interface-name — vmsa nHTepdeiica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>

decimal-number=0|1]2|3|4|5|6|7|8]9

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) | for-
tygigabitethernet (1..8/0/1..4)

V Ecnu 3HaueHuMe rpynnbl AN HECKONIbKUX FPynn NoAapAag, B agpece npotokona IPvé paBHo
Hynto — 0000, TO paHHble rpynnbl MOryT 6biTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb cOKpauyeH ao FE40::AD21:FE43.
CoKpalleH o He MOryT 6bITb NOABEPrHYTbl 2 pa3aesieHHble HyneBble rpynnbl U3-3a Bo3-
HUKHOBEHUA HEOAHO3HAYHOCTM.

V EUI-64 — 310 ngeHtndukarop, co3pgaHHblii Ha 6aze MAC-agpeca uHtepdeiica, asnaio-
wmiica 64 maagwmmm 6utamm IPve-agpeca. MAC-agpec pasbusaerca Ha gBe yact no 24

6uTta, mexkay KoTopbimu aobaBnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 109 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ipv6 default-gateway 3a4aTb 3HAYEHUE NOKaNbHOro agpeca IPve-wntosa no
ipv6_address YMOJIYAHMIO.
no ipv6 default-gateway Y8anuTb HacTpoMKM IPv6-wto3a NO yMONYaHUIO.
ipv6_address
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ipv6 neighbor ipv6_address
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}
mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Co3partb cTaTnyeckoe cooTseTcTBMe mexay MAC-agpecom
coceaHero ycTpoicTea u ero IPvb-agpecom.

- ipv6_address — IPv6-aapec;

- mac_address — MAC-agpec.

YpanuTb cTaTuyeckoe cooTseTcTene mexay MAC-agpecom
coceaHero ycTpoicTsa u ero IPvb-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apatb orpaHuyeHmne ckopoctn ans ICMPv6-coobuieHnit 06
olwmbKax.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHYAHMUIO.

ipv6 route
prefix/prefix_length
{gateway} [metric]
[distance distance]

no ipvé6 route prefix
/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[Jo6aBuTb cTaTuyeckunit mapwpyT IPv6.

- prefix — ceTb Ha3zHayeHus;

- prefix_length — npeduKc macku cet (KOAMYeCcTBO eanHuUL, B
Macke);

- gateway — W03 ANA AOCTYNA K CETU HAa3HAYeHuUs;

- distance — afMUHUCTPATMBHAA AMCTAHUMA MapLIpyTa.

YaanuTb cTaTuyeckuin mapwpyt IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

— /BbIKOYEHO

BkAounTb NnepeHanpasBaeHne o4HOAAPECHbIX MAaKEeTOB.

OTKAOUMTbL NepeHanpasaeHne o4HOA4PECHbIX MAKEeTOB.

ipv6 distance {ospf {inter-
as | intra-as} | static}
distance

no ipv6 distance {ospf
{inter-as | intra-as} |
static}

distance
(1.255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YCTaHOBUTb 3HaYeHWe agMUHUCTPATMBHOM ancTaHumu (AD) ans
BCEX MapPLUPYTOB YKAa3aHHOro TMna.

- ospf inter-as — ycTaHOBWTb 3HaYeHMe AD anA MeXK30HaNbHbIX
MapLpYyTOB, NPUHATLIX N0 NpoTokony OSPF;

- ospf intra-as — ycTaHOBUTb 3HaYeHne AD ans
BHYTPM30Ha/IbHbIX MapLUPYTOB, MPUHATbIX N0 NpoTokony OSPF;
- static — ycTtaHaBnuMBaeT 3HayeHne AD ana cTaTUYEeCKUX
MapLUPYTOB.

YCTaHOBUTb 3HAYEeHME N0 YMOHAHWUIO.

KomaHObl pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupg 3anpoca KOMaHAHOM CTPOKU perknMmMa KOHOUrypauum nHtepdeica:

console (config-if) #

Tabnnua 110 — KomaHgbl pexkuma KoHdurypaumm nutepoeliica (Ethernet, VLAN, Port-channel)

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

ipv6 enable

no ipv6 enable

—/BbIK/IOYEHO

BKAtounTb nopaeprKy IPv6 Ha nHtepdeiice.

OTKNOYNUTL NoAAepPKKY IPV6 Ha MHTepdelice.
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ipv6 address ipv6_address/pre-
fix_length [eui-64] [anycast]

prefix-length: (0..128)
((0..64) ecan
MCnob3yeTtca napamerp
eui-64)

no ipv6 address [ipv6_ad-
dress/prefix_length] [eui-64]

3apatb IPv6-aapec Ha nHtepdelice.

- ipv6_address — |Pv6-agpec, Ha3HauyeHHbI UHTepdelicy (8
6/710K0B, pa3feneHHbIX ABOETOUMEM, B Kaxaom 6noke 16 6wmT,
3anMCcaHHbIX B BUAE YeTblipex WecTHaALaTePUYHbIX Ynucen);

- prefix_length — pnvHa npedukca IPv6 — aecatuyHoe 4ncno
— KOJIMYeCcTBO CTapLunx 6UT agpeca CoCTaBAAIOLWMX NPedUKC;

- eui-64 — naeHTUOMKATOP, CO3haHHbIN Ha 6base MAC-aapeca
WHTepdelica, 3anucbiBaeTcs B 64 mnaawux 6uta IPv6-agpeca;

- anycast — yKa3bIBaeT, YTo 3afaHHbIl agpec anycast-agpec.

Ypanuts IPv6-agpec c uHTepoeiica.

ipv6 address autoconfig n
0 YMO/IHaHMIO

aBTOMaTUyecKas
KOoHbUrypauma BKAOYEHa,
afipeca He HasHayeHbl.

no ipv6 address autoconfig

BKNOUMTL aBTOMATUUYECKy KoHdurypaumio IPv6-agpecoB Ha
uHTepdelice. Agpeca HacTpPamBalOTCA B 3aBUCMMOCTU OT npe-
dUKcoB, KOTOopble nosyyeHbl B coobuweHuax «Router
Advertisement».

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ipv6 address ipv6_address/pre-
fix_length link-local
no ipv6 address [ipv6_ad-

Mo ymonyaHuto 3HayeHne
JIOKaNbHOrO agpeca:

3apaTh IoKanbHbIN IPv6-agpec uHtepdeiica. Ctapwme 6UTbl 10-
KanbHbiX IP-agpecos B IPv6 — FE8O::

Yaanutb nokanbHbli IPv6-agpec.

no ipv6 unreachables

, ; (FE80::EUI64)

dress/prefix-length link-local]

ipv6 nd dad attempts at- 3a4aTb KOAMYECTBO COO0bLEeHNIH-TpeboBaHMIA, NepeaaBaembix

tempts_number NHTepdEeNCcoM B3aMMOLENCTBYIOLLEMY YCTPOMCTBY B Cay4Yae 06-
(0..600)/1 HapyXeHus gybaukauum (Konnusum) IPv6-agpeca.

no ipv6 nd dad attempts BepHyTb 3HaYeHMe No YMONYAHUIO.

ipv6 unreachables Bkntounte ICMPV6-coObLWEHNS O HEAOCTUMKMMOCTM agpecaTta
—/enabled npv nepegaye NaKeToB Ha onpeaeneHHbIn nHTepdeic.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé mid version version
no ipvé mld version

version: (1..2)/2

OnpegennTb Bepcuto npoTtokona MLD ansa uHtepdeiica.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 111 — KomaHgb! pexxuma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuo

KomaHda

Aeiicmeue

show ipv6 neighbors
{ipv6_address | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTb MHPOpMaumio o coceaHux IPv6-ycTpoicTBax, co-
AeprKallyroca B Kalue.

clear ipv6 neighbors

OuncTUTL Kal, cofepKawmii MHPOPMALMIO O COCeAHMUX
ycTpoicTBax, paboTatowmx no npotokony IPv6. MHpopmauma
0 CTaTUYECKMX 3aNnCAX COXpaHAeTCcA.

show ipv6 distance

loka3aTb 3HaYeHne aAMMHMCTpaTMBHOVI ANCTaHUUM ONnA pas-
JINYHbIX NCTOYHUKOB MapLlpyTa.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#
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Tabnmua 112 — KomaHabl pexkmma EXEC

KomaHda 3HayeHue/3Ha4yeHue Aeilicmeue
no ymoa4YaHuro
show ipv6 interface [brief | Moka3aTb HacTpoMKK NpoTokona IPv6 ana ykazaHHOTo UHTep-
gigabitethernet gi_port | gi_port: (1..8/0/1..48); deiica.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48);
group | loopback | vlan vlan_id: (1..4094)
vlan_id]
show ipv6 route [summary MokasaTtb Tabanuy IPv6-mapLupyToB.

| local |connected | static
| ospf | icmp | nd |

ipv6_address/ipv6_prefix | gi_port: (1..8/0/1..48);
interface {gigabitethernet te_port: (1..8/0/1..24);
gi_port | fo_port: (1..8/0/1..4);
tengigabitethernet te_port group: (1..48);

| fortygigabitethernet vlan_id: (1..4094)

fo_port | port-channel
group | loopback | vlan
vlan_id}]

5.17 HacTtpoiKa npoToKoioB

5.17.1 Hacmpolika npomokosaa DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHOW 3asa4eli npotokona DNS ssnsetcs onpeaeneHue IP-aapeca y3na cetu (xocrta) no 3anpocy,
cofeprKallemy ero AomeHHoe umA. basa [aHHbIX COOTBETCTBUIA AOMEHHbIX MMEH Y3/10B CEeTU MU
cooTBeTcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHoli KoHdUrypaumm:
console (config) #

Tabnnua 113 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

3HayeHue/3Ha4yeHue »
KomaHda / Aeiicmeue
no ymoa4YaHuro

ip domain lookup PaspewwnTtb ncnonb3osaHne npotokona DNS.

- - —/BK/lO4EHO
no ip domain lookup 3anpeTuTb Ucnoab3oBaHue npoTokoaa DNS.
ip dns server BkntounTb paboty DNS-cepsepa.

— /BbIKAOYEH

no ip dns server Bbikntountb paboTty DNS-cepBepa.
ip name-server OnpegennTb IPv4/IPv6-aapeca ans aoctynHbix DNS-cepsepos.
{server1_ipv4 _address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
no ip name-server Ypanute IP-agpec DNS-cepBepa 13 cnncka AOCTyMHbIX.
{server1_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
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ip domain name name

name: (1..158) cumsonos

no ip domain name

OnpeaenvTb 4OMEHHOE UMSA MO YMOYaHUI0, KoTopoe byaeTt
MCNoNb30BaTbCA MPOrPaMMoit, 418 AONOSHEHUA
HenpaBuAbHbLIX LOMEHHbIX UMEH (LOMEHHbIX UMeH 6e3 TOUKHM).
[ns AOMEHHbIX MMeH 6e3 TOUYKM B KoHel, uMmeHu byaeT
£06aBNATLCA TOYKA U YKa3aHHOEe B KOMaHAe 4OMEHHOE UMS.

YaanuTb LOMEHHOE MMSA MO YMOJYAHUIO.

ip host name address1
[address2 ... address8]

name: (1..158) cumsonos

no ip host name

OnpegenuTb cTaTUYECKNEe COOTBETCTBUA MMEH y3/10B ceTh IP-
aapecam, 06aBUTb YCTaHOBNIEHHOE COOTBETCTBUE B K3LLI.
DyHKUMA nokanbHoro DNS. MorkHo onpepenuTs Ao BocbMu IP-
agpecos.

Y[anuTb cTaTUdeckue COOTBETCTBUA UMEH Y3/10B ceTu IP-
afpecam.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexume EXEC:

console#

Tabnunua 114 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

lear host *
clear host {name | *} name: (1..158) cumsonos

Y4anuTb 3anucb COOTBETCTBUA UMEHM y3Aa ceTu IP-agpecy Kawwa
nmbo Bce 3anucu (*).

show hosts [name]

name: (1..158) cumBonos

OT06pa3nTb AOMEHHOE UMA MO YMOJIYaHUto, cnmcok DNS-
cepBepoB, CTaTUYeCKME U KILMPOBAHHbIE COOTBETCTBMA UMEH
y3n0B cetu u IP-agpecos.

Mpun ncnonb3oBaHUKN B KOMAHAE UMEHM y3/1a CeTH,
oTobpaaeTcA COOTBETCTBYOLWMI emy IP-aapec.

show ip dns server

OTo6pasunTb cTaTyc DNS-cepBepa 1 CNMCOK AOCTYNHbIX
cepBepos.

show ip dns server cache

OT06pasmnTb Kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CMMBOJIOB:

query_type: (1..255, a,
ptr, aaaa)

OT06pa3nTb NOAPOOHbIN BbIBOA 3aMMCH, BKAOYAKOLWMIA B cebA
oTBeTbl RR Ha AaHHbIM 3anpoc query_name v query_type.

show ip dns server
counters

OT06pa3sunTb 0b6LLee YMCN0 3aMPOCOB M 0BLLEE YNCI0 OTBETOB,
HarAaeHHbIX B cache-hit.

clear ip dns server cache —

Oumnctutb Kaw DNS-cepsepa.

clear ip dns server
counters

06Hyl'IMTb CYETYMKM 3anpocoB N OTBETOB.

[Mpumepbl UCM1016308AHUS KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE UMA

Nno YMON4aHUIO — mes:

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config)# ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: y3e/ CeTU C UmeHeMm eltex.mes nmeet IP-agpec 192.168.16.39:

console# configure

console (config) # ip host eltex.mes 192.168.16.39

144

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




HELTEX

5.17.2 Hacmpoiika npomokona ARP

ARP (Address Resolution Protocol — npoTokon paspelleHus aapecoB) — MPOTOKO/ KaHa/bHOTo
YPOBHSA, BbiNo/HAOWMIA GyHKUMIO onpeaeneHma MAC-agpeca Ha OCHOBaHUM cofepKalleroca B 3anpoce IP-
agpeca.

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHo KoHGUrypaumu:

console (config) #

Tabanua 115 — KomaHgbl pexnuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
arp ip_address hw_address [Jo6aBuTb cTaTnyeckyto 3anucb cootTsetcTamns IP- u MAC-
[gigabitethernet gi_port | dopmart ip_addr: A.B.C.D; | agpecos B Tabamnuy ARP gna ykasaHHOro B KOMaHae
tengigabitethernet te_port dopmat hw_address: nHTepdelica.
| fortygigabitethernet H.H.H - ip_address — IP-agpec;
fo_port | port-channel H:H:H:H:H:H - hw_address — MAC-aapec.
group | vlan vian_id | oob] H-H-H-H-H-H;
no arp ip_address gi_port: (1..8/0/1..48); YaanuTtb cTaTUYecKyto 3anmch cootseTcTeumsa IP- u MAC-aapecos
[gigabitethernet gi_port | te_port: (1..8/0/1..24); 3 Tabamnupl ARP 1A yKkasaHHOTo B KOMaHae nHTepdeiica.
tengigabitethernet te_port fo_port: (1..8/0/1..4);
| fortygigabitethernet group: (1..48)
fo_port| port-channel vlan_id: (1..4094)
group | vlan vian_id | oob]
arp timeout sec HacTpouTb BpemMsa KU3HM AMHAMMUYECKMX 3anuceit B Tabanue
sec: (1..40000000)/60000 ARP (c).
no arp timeout cex YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
ip arp proxy disable OTKNIOYMTb pexum npokcuposaHma ARP-3anpocos gna
. KOoMMmyTaTopa.
- - —/OTKNIOYEH
no ip arp proxy disable BKAOUUTL pexxmMm npokcuposaHmsa ARP-3anpocos s
KOMMmyTaTopa.

KomaHObI pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 116 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue

KomaHda Aelicmeue
no ymoa4aHuro
clear arp-cache YaanuTb Bce AMHaMMUYecKue 3anmcu u3 ARP-tTabaunupl (komaHaa
o [OCTyMHa TONbKO A/1A NPUBUIErMPOBaHHOrO NoJsib3oBaTens).
show arp [ip-address ip_ad- dopmar ip_address: MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, uabTp no IP-
dress] [mac-address A.B.C.D agpecy; ounbTp no MAC-agpecy; dunbTp no nHtepdelicy.
mac_address] [giga- dopmat mac_address: | - ip_address — |P-agpec;
bitethernet gi_port | tengi- H.H.H nan H:H:H:H:H:H | - mac_address — MAC-agpec.
gabitethernet te_port | for- unn H-H-H-H-H-H;
tygigabitethernet fo_port | gi_port: (1..8/0/1..48);
port-channel group | oob] te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);

group: (1..48)
show arp configuration MokasaTtb rnobanbHyto KoHPUrypaumo ARP 1 kKoHpurypaumo ARP
o OnA nHTepdencos.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KomaHAHOM cTPOKKM B pexume interface configuration:

console (config-if) #

Tabnnua 117 — KomaHgbl pexuma KoHdurypaumm nHtepdeica Ethernet, rpynnbl nHtepdencos, nHtepdeiica
VLAN

3HayeHue/3HayeHue
no ymon4aHurw

ip proxy-arp BKAtounTb perknum npokcruposaHmna ARP-3anpocos Ha

HacTpanBaemom MHTepoeince

- —/BKNOYEHO

no ip proxy-arp OTKNIOYUTD pexxum npoKkcmposaHuna ARP-3anpocos Ha

HacTpanBaeMom MHTepdeice

ip local-proxy-arp BkntounTb Ha MHTepdeiice dyHKUmMoHan Local Proxy ARP

(kommyTaTop byaeT oTBeyaTb Ha ARP-3anpochbl K XoCTam,

HaxoAALLMMCA B TOM YMCNe Ha 3TOM ke L3-uHTtepdeiice). Ona

paboTbl A4aHHOW GYHKLMM Ha NOPTY HEOBXOAMMO BKAOUUTD

06bI4HbIV Proxy ARP (IP proxy-arp).

no ip local-proxy-arp OTKAtounTb PyHKLMOHan Local Proxy ARP Ha uHTepdeiice.

KomaHda Aelicmeue

—/BbIK/IOYEHO

[pumepbl UC016308AHUA KOMAHO

[JobaBuTb cTtatuyeckyto 3anmcb B ARP-Tabauuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBMUTb BPEMS KU3HU AMHAMUYecKuX 3anucen B ARP-Tabaunue — 12000 cekyHA:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet
1/0/2

console (config)# arp timeout 12000

= [lokasaTtb coaepkumoe ARP-Tabaunubl:

console# show arp

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.17.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpaumun. MpoTokosn nossonset
pacnpocTpaHuTb no cetn uaeHtuoumkatopbl VLAN. OcHoBHOM ¢yHKumen npotokona GVRP sBasetcs
obHapykeHue nHdopmaLmm 06 oTCyTCTBYHOWMX B 6a3e AaHHbIX KommyTaTopa VLAN-ceTaAx npu noayvyeHun
coobuweHnit GVRP. Nonyuns nHoopmaumio o6 otcytcreyrowmx VLAN, KommyTaTop AobasnseT ee B cBoto H6asy
OaHHbIX.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnmua 118 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

gvrp enable

no gvrp enable

—/BbIK/IOYEH

BkAtounTb ncnonb3osaHue npotokona GVRP-kommyTaTtopom.

BbIKNHOUYMTL MCNONb30BaHWe NpPoToKoaa GVRP-kommyTaTtopom.

gvrp static-vlan

no gvrp static-vlan

MonyyeHHble no GVRP VLAN 6yayT aBToMmaTMYecku J06aBnaTbca
Bo vlan database.

OTKAtouNTbL gobasneHme vlan-oB, NONyYEHHbIX NO NPOTOKOY
GVRP Bo vlan database.

KomaHObl pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepgeticos) Ethernet, uHmepdgpelica

epyrnel nopmos

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

nopTOoB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if)#

fortygigabitethernet fo port | port-channel group}

Tabnmua 119 — KomaHabl pexkmma KoHpurypaumm nHtepdeiica Ethernet, rpynnbl nHtepdeiicos

no gvrp
vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4yaHuro
gvrp enable BkntounTb ncnonbsosaHue npotokona GVRP Ha HacTpansaemom
nHTepoelice.
—/BbIKAOYEH
no gvrp enable BbIKNOUYMTb ncnonb3oBaHue npotokona GVRP Ha HacTpanBaemom
nHTepoelice.
gvrp vlan-creation-forbid 3anpeTnTb gMHAMUYecKoe nameHeHune nnum cosganme VLAN ana
HacTpanBaemoro nHTepdeica.
—/paspelueHo

PaspewunTb gnHamuyeckoe nameHeHune nnum cosganme VLAN gna
HacTpanmBaemoro nHTepdeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanuio
co3gaHue u
pernctpauma VLAN Ha
MHTepodeice
paspelueHa

BbinonHuTb cHATHE perncTpaumm gna scex VLAN 1 He gonyckaTtb
€034aHuA UAK perucTpauumn Hoebix VLAN Ha ZaHHOM MHTepdeiice.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

KomaHObI pexcuma KoHguypayuu uHmepgetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHurypaumm nutepoeiica VLAN:

console (config-if)#

Tabnnua 120 — KomaHgb! pexkuma KoHdurypaumm nHtepoeiica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

gvrp advertisement-forbid

no gvrp advertisement-for-
bid

3anpeTtuTb aHoHcMpoBaHue VLAN no npotokony GVRP.

OTmeHUTb 3anpeT Ha aHoHcmpoBaHue VLAN no npotokony GVRP.
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KomaHOb! pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnnua 121 — KomaHgb! pexuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
clear gvrp statistics OYnCTUTL HAKONJIEHHYIO CTaTUCTUKY NnpoTokona GVRP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
KomaHob! pexcuma EXEC
Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console>
Tabnunua 122 — KomaHab! pexkuma EXEC
Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymon4aHuio
show gvrp configuration MokasaTtb KoHbUrypaumto npoTokona GVRP ansa ykasaHHoro
[gigabitethernet gi_port | nHTepdeiica, 1Mbo ans Bcex MHTepdencos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]
show gvrp statistics MoKa3aTb HaKONIEHHYIO CTAaTUCTUKY No NpoTokony GVRP ana
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | ykasaHHoro uHtepdeiica, inmbo ana Bcex MHTepdeicos.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
show gvrp error-statistics MokasaTb CTaTUCTUKY MO owmnbKam npu paboTte npotokona GVRP
[gigabitethernet gi_port | AN yKa3aHHoro uHtepodelica, mbo ana Bcex UHTEPENCcos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

5.17.4 MexaHu3am obHapyxceHusa nemeno (loopback-detection)

[aHHbIN MexaHU3M MO3BOAIAET YCTPOMCTBY OTC/IEXMBATL 3aKO/IbLOBaHHble MOpTbl. [eTna Ha nopty
obHapyKMBaeTCcA NYTEM OTCbIIKM KOMMYTAaTOPOM KaZpa C apecomM Ha3HaYeHWA, COBMAAAOLWMM C OAHUM U3
MAC-aapecoB ycTpoiicTBa.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaummu:

console (config) #

148 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



HELTEX

Tabnmua 123 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

loopback-detection enable

no loopback-detection enable

—/BbIK/OYEHO

BK/IIOUMTL MeXaHM3M 06HapyKeHUs neTesb 418 KOMMyTaTopa.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30
CeKyHA,

YcTaHOBUTbL UHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

loopback-detection mode
{src-mac-addr |
base-mac-addr |
multicast-mac-addr |
broadcast-mac-addr}

no loopback-detection mode

—/broadcast-mac-
addr

Onpepenntb MAC-agpec HazHayeHwMA, yKasbiBaemblit B LBD-
Kagpe.

- source-mac-addr — B KauecTBe agpeca Ha3HayYeHuA
ncnonb3yetca MAC-agpec nopTa-UCTOYHMKaA;

- base-mac-addr — B KauecTBe agpeca HazHaYeHUA UCcNob3yeTca
MAC-agpec KommyTaTopa;

- multicast-mac-addr — B KauecTBe agpeca Ha3HayeHUs
MCNONb3yeTca rpynnoBoi agpec;

- broadcast-mac-addr — B kKauecTBe agpeca HazHayeHUs
MNCNONb3YyeTCa WNPOKOBeLLaTebHbIN aapec.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

loopback-detection vlan-based

no loopback-detection
vlan-based

—/BbIK/IIOYEHO

BKAOUUTL pexkum obHapyKeHusa netam Bo VLAN. Mpu Hannumm
netnu Bo VLAN agaHHan VLAN 6yaet 3a610KMpoBaHa Ha NopTy, Ha
KoTopom bbina obHapyxeHa neTns.

OTKNOYUTL pexkum obHapyKeHus netam so VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection
vlan-based recovery-time

value: (30..1000000)
/BbIKNOYEHO

3apaTtb Bpems 610KkMpoBkKu VLAN.
- value — Bpems, no ncteyeHme kotoporo VLAN aBTOMaTU4YECKM
pa3bnokumpyeTcs.

3abnokunposaHHble VLAN He ByayT BocCTaHaB/AMBATLCA
aBTOMaTUYECKM.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmMme KoHdurypaummn nHtepdeica Ethernet, nHrepodeiica rpynnoi

nopTOoB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port | port-channel group}

Tabnunua 124 — KomaHgbl pexuma KoHdurypaumm nHtepdeica Ethernet, rpynnel nHtepdeicos, nHtepdeiica

VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection enable

— /BbIKAOYEH

BKAOUMTL MeXxaHU3M o6Hapy>|<eHm| neTesb Ha NOpTy.

BoccTaHOBUTL 3HaYeHMe N0 YMOHYAHMUIO.

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnmua 125 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymoa4YaHuro

show loopback-detec- OT06pa3unTb cocToAHNe MexaHM3ma loopback-detection.
tion [gigabitethernet
gi_port | tengiga-
bitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | detailed]

KomaHda Aeiicmeue

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOWM 3agayen npotokona STP (Spanning Tree Protocol) aBnaetca npuseaeHue cetn Ethernet c
MHOXECTBEHHbIMW CBA3AMM K OPEBOBUAHON TOMOIOMMM, MCKAIOYAKOWEN UMKAbI NakeToB. KommyTaTopsl
06MeHMNBalOTCA KOHOUIYPAUMOHHbIMU COOBLLEHMAMM, WCMOAb3YA Kagpbl crneuwansbHoro dopmarta, M
BbIBOPOYHO BKNKOUAIOT M OTKAIOYAIOT Nepeaady Ha nopTsl.

Rapid (6bicTpbiit) STP (RSTP) saBnaeTcs ycoBeplueHCTBOBaHMEM MpoToKona STP, xapaKrepusyetca
MEHbLUMM BpemeHeM NPUBeLEeHUA CETU K APEBOBMAHON TONOAOMMU N UMeeT 60/1ee BbICOKYH YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnsetcA Haubonee coBpemeHHOM peanusaumen STP,
noaaepxusatouwen ncnonbdosaHne VLAN. MSTP npegnosiaraet KoHpurypaumio Heobxoanmoro KoamyecTsa
3K3eMNAAPOB CBA3YIOLLEro Aepesa (spanning tree) BHe 3aBMcMMOCTM OT Yncna rpynn VLAN Ha KommyTaTope.
Kaxkabli 3K3eMNIAP MOXKET cofeprKaTb Heckosibko rpynn VLAN. Hegoctatkom npotokona MSTP siBnsieTcs 1O,
YTO Ha BCEX KOMMYyTaTopax, B3aumoaencteyrowmx no MSTP, A01KHbl ObiTb OAMHAKOBO CKOHOUIYPUPOBaHbI
rpynnbl VLAN.

V MaKcMMmanbHO A0NYyCTUMOE KOIMYECTBO 3K3emnasapos MSTP yKasaHo B Tabauue 9.

MexaHnsm Multiprocess STP npegHa3sHaveH 419 CO34aHNA He3aBncMmbix aepesbes STP/RSTP/MSTP Ha
nopTax yCcTponcTBa. M3meHeHMA COCTOAHUSA OTAENbHOTO AepPeBa He OKa3blBAKOT BANAHUS Ha COCTOAHUE APYIUX
OEepeBbLEB, YTO NO3BOJIAET NOBbLICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMA NEPECTPOEHMUA AepeBa B Cyyae
O0TKa30B. [pu KOHOUIYpUPOBAHUM CRedyeT WCKAIYUTb BO3MOMHOCTb BO3HMKHOBEHMA KONel, mexay
nopTaMm-4seHaMm pasHbix gepesbeB. [ 06CnyKMBaHUA N30MPOBAHHbIX AEPEBLEB B CUCTEME CO34aETCA
OTAEe/bHbIN NpoLLece Ha Kaxgoe aepeso. C npoueccom conocTaBAATCA NOPTbl YCTPONCTBA, NPpUHaAiexKaLme

fepesy.

5.17.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:
console (config) #

Tabnnua 126 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa 3HayeHue/3HayeHue Aelicmeue
110 yMOA4YaHUIO

spanning-tree JaKnioueHo Pa3pelunTb UCNob30BaHNE KOMMYTAaTOPOM NpoTokona STP.
no spanning-tree 3anpeTuTb UCNOAb30BaHNE KOMMYTAaTOPOM NpoToKona STP.

150 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



A ELTEX

spanning-tree mode {stp |
rstp | mstp | pvst | rapid-
pvst}

no spanning-tree mode

—/RSTP

YCTaHOBUTb pexkum paboTbl npoTokona STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — |IEEE 802.1S Multiple Spanning Tree Protocol.
- pvst — Per-Vlan Spanning Tree Protocol.

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBWUTb 3Ha4YeHME N0 YMOIYAHMUIO.

spanning-tree forward-time
seconds

no spanning-tree for-
ward-time

seconds: (4..30)/15 cek

YCTaHOBUTL UHTEPBA BPEMEHMU, 3aTPAUYMBaEMbIii Ha
NPOCAyLWMBAHUE U U3yYeHWe COCTOAHMI nepes,
nepek/toYeHNEM B COCTOSIHUE Nepesayun.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YCTaHOBWUTbL MHTEPBAN BPEMEHM MEXKAY nepeaadamm
LWUMpOKoBeLLaTesbHbIX coobuieHnin «Hello» K
B3aMMOENCTBYIOLMM KOMMYTaTOPaM.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

spanning-tree loopback-guard

PaspewunTb 3aWunTy, BbIK/IOYAIOLLYO MHTEpENC Npu
nonyyeHmun csoero BPDU.

- —/3anpeweHo —
no spanning-tree loop- 3anpeTuTb 3aLmUTY, BbIK/OYAOLWYO UHTepdelic npu
back-guard nonyyeHmm ceoero BPDU.
spanning-tree loopguard de- BrkntounTb PpyHKUMIO Loop Guard ans Bcex NnopTos.
fault
—/OTKAKOUYEHO

no spanning-tree loopguard
default

OTKAoUMTb PyHKUMIO Loop Guard.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BPEMA }KU3HU cBA3ytoLwero aepesa STP.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpouTb npunoputet ceasytowero gepesa STP.
3HayeHue NpuopuTeTa A0KHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

—/long

YCTaHOBUTb MeTO, onpeaeneHma LeHHOCTU NyTU.
- long — 3HauyeHue LeHHoCcTU B AnanasoHe 1..200000000;
- short — 3HayeHuMe LueHHOCTM B gnanasoHe 1..65535.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

—/flooding

Onpegenntb pexxum o6paboTku naketos BPDU-
NHTepdercom, Ha KOTOPOM BbIK/IOYEH NpoToKoA STP.

- filtering — Ha nHTepdelice ¢ BbIK/OYEHHbIM NPOTOKO/IOM
STP BPDU-nakeTbl GuUnbTpytoTCH;

- flooding — Ha nHTepdeiice ¢ BbIKNHOYEHHBIM NPOTOKO/IOM
STP HeTermpoBaHHble BPDU-nakeTbl nepegatorcs,
TerupoBaHHble — GUNBLTPYHOTCA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree process id

no spanning-tree process id

id: (1..31)/0

Co34aTb OTAENbHbIV NPOLECC U NePeBecTM KOMAHAHbIN
NHTepdeNc B pexkum ero KoHourypauuu.
V: BHyTpM npouecca NpMMeHUMbI BbilleyKa3aHHble
KOMaHAb!:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds ;
spanning-tree max-age seconds ;
spanning-tree priority prior_val

YaanuTb yKasaHHbIN npoLecc.

spanning-tree tc-protection

no spanning-tree tc-protec-
tion

BK/IOUNTb OrpaHMYEHNe Ha KonnyecTBo obpabaTbiBaemblx
TCN/TC BPDU 3a yCTaHOB/IEHHbI MHTEPBAA BPEMEHM ANA
STP, RSTP, HyneBoro saksemnasapa MSTP.

BbIKOUMTbL OrpaHMUyeHne Ha Konnyectso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree tc-protection
interval seconds

no spanning-tree tc-protec-
tion interval

seconds: (1..10)/2 cex.

YCTaHOBWUTb MHTEPBAJ OFPaHNYEHNA KOANYECTBa
ob6pabatbiBaembix TCN/TC BPDU.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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YCTaHOBUTb MaKCMMaNbHOE KoiMyecTBo 0bpabaTbiBaembix
TCN/TC BPDU 3a 3agaHHbI MHTEPBAN BPEMEHM.

spanning-tree tc-protection
threshold count

count: (1..255)/1

no spanning-tree tc-protec- YCTaHOBUTb 3HAYEeHME N0 YMONYAHUIO.

tion threshold

’ ‘ Mpu 3apgaHun STP napameTtpos forward-time, hello-time, max-age Heob6xogumo Bbi-
e nonHeHue ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei
nopTOoB:

console (config-if) #

Tabnnuya 127 — KomaHgbl pexkuma KoHpurypauum nntepdetrica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpeTtutb paboTy npoToKosa STP Ha KoHbUrypupyemom
nHTepoerice.

- " —/pa3pelueHo

no spanning-tree disable /pasp Paspewntb paboTy npoToKona STP Ha KoHGUTYypUpyemom
MHTepodeiice.

spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbI UHTepdeiic.

no spanning-tree cost

(1..200000000)/cm.
Tabnvuy 128

- oSt — UEeHHOCTb NyTH.

YCTaHOBWTb 3HaYeHWe, onpeaensiemMmoe Ha OCHOBAHMM CKOPOCTH
nopTta M MeToAa onpeaeneHnsa LeHHOCTU NyTH, cM.Tabanuy 128.

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHOBUTbL NpUopuUTeT MHTEpdeiica B cBasylollem aepese STP.

V« 3HaueHue npuopuTeTa [0/MKHO 6bITb KpaTHO 16.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BKOUNTL PEXKMM, B KOTOPOM NOPT NPU MOAHATUN Ha HEM INHKA
Cpasy CTaHOBWTCA B COCTOAHME Nepeayn, He LOKUAAACh
NCTeYEHUA Taimepa.

- auto — fo6aBAeT 3a4ePHKKY 3 CEKYHAbI Nepes, nepexoaom B
COCTOAIHWE Nnepesayn.

BbIKNOUMTbL PEKMM MOMEHTA/IbHOTO NEepPexoaa B COCTOAHME
nepeAayn no NOAHATUIO «JIMHKa».

spanning-tree guard {root |
loop | none}

no spanning-tree guard

—/vucnonb3oBaHune
rno6anbHOM HaCTPOMKK

BKOUNTDL 3aLWNUTY KKOPHA» ANA BCEX CBA3YIOWMX AepeBbeB STP
Bbl6paHHOro nopTa.

- root — 3anpelyaeT uHTepdelcy 6biTb KOPHEBLIM NOPTOM
KOMMYTaTOpa;

- loop — BKAtOYaET Ha MHTepdece 4ONONHUTENbHYIO 3aLWMTY OT
netenb. B cnyyae ecnn nHtepdeiic HaXo[MTCA B COCTOAHUN,
oTAnyHom ot Designated v npu aTom nepecraet noayyatb BPDU,
nHTepoeric baokupyercs;

- none — oTKAto4YaeT Bce Guard-pyHKUMKM Ha nHTepdelice.

Mcnonb3oBaTh r106abHYH HACTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

—/BbIK/IIOYEHO

PaspewnTb 3amTy, BbIK/HOYatOLLY0 MHTepdec npu npuéme
naketos BPDU.

3anpeTuTb 3aWmTY, BbIKAOYaOLWY MHTepdeic npu npuéme
naketos BPDU.

spanning-tree mac-address
{dotld | dotlad}

—/dot1d

N3meHnTs MAC-agpec, C KOTOPbIM OTNPABAAIOTCA U NPUHUMAIOTCA
BPDU.

- dotld — oTnpasnstoTca n npuHumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasnatoTca M npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.
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no spanning-tree mac-ad-
dress

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

—/Ans AynneKkcHoro YctaHoBUTb NpoToKOA RSTP B nepegatoLiee coctoaHme u
onpeaennTb TUN CBA3M A4/1A BbIBpaHHOro nopTa:

nopTta — «TOYKa-
TOYKa», Ann - point-to-point — TouKa-TouKa;
noayaynaekcHoro — - shared — pa3BeTBNEHHbIN.

«paSBeTBﬂeHHbIVI» YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted- tcn

—/npuem BPDU ¢ 3anpetutb npuem BPDU ¢ dnarom TCN.
¢dnarom TCN

pa3spelueH; Paspewntb npuem BPDU ¢ pnarom TCN.
vlan_list: (1..4094)

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

KOTOPOM BbIKAKOYEH NpOoTOKon STP.

BPDU nakeTbl dpunbTpytoTcs;

bunbTpytoTca.

OnpeaennTtb pexxum 0bpaboTkm naketos BPDU-uHTepdelicom, Ha
- filtering — Ha uHTepdelice ¢ BbIKOYEHHBIM NPOTOKOI0M STP

- flooding — Ha MHTepdeiice ¢ BbIKNHOYEHHbIM NPOTOKoA0M STP
HeTermposaHHble BPDU-naKeTbl NnepefatoTca, TerMpoBaHHble —

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

spanning-tree binding-
process id

no spanning-tree
binding-process

nopTbl NPUBA3aHbI K HY/JIEBOMY MpoLieccy.
id: (1..31)/0 - id — Homep npouecca.

MpuBA3aTb NOPT K yKazaHHOMY npotieccy. o ymonyaHuio sce

BoccTtaHOBUTbL NPUBA3KY NOPTa NO YMOYAHUIO.

Tabnnua 128 — LleHHOCTb NYTH, YCTaHOB/AEHHAaA NO YMo14aHuio (spanning-tree cost)

Unmepipeiic Memoo onpedeneHus yeHHocmu nymu
Long Short

10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
40G 2000000 100
LAG 10M 20000 4
LAG 100M 20000 4
LAG 1G 20000 4
LAG 10G 2000 2
LAG 40G 500 2
V CToMmoOCTb NYTU AgNA rpynnbl KaHasnoB no metoay long no ymonuaHuio onpegenserca

' AeneHnem CTOMMOCTU MHTepdeiica Ha KOIMYECTBO JIMHKOB B rpynne. 3HayeHue cost gns

LAG npuBegeHo ¢ y4ETOM UNEHCTBA B HEM ABYX PpuU3nMueckux uHtepdeiicos.

KomaHOwbI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnmua 129 — KomaHabl pexkmma privileged EXEC

KomaHda 3HayeHue/3HayeHue

no ymosn4aHurwo

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

lMokasaTtb coctoaHne npoTokona STP.

show spanning-tree detail
[active | blockedports] —

MokasaTb NoApo6HY0 MHPOPMALIMIO O HACTPOWKax NPOToKona
STP, nHdopmaumio 06 aKTUBHbIX UM 3a6N10KMPOBAHHBIX NOP-
Tax.

clear spanning-tree de-
tected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MNepesanycTuTb Npouecc MUrpauumn NPoTokona. 3aHOBO NPouc-
XO04ANT nepecyéT aepesa STP.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 130 — KomaHgb! pexkmuma EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);

MokasaTtb pexxum 06paboTku naketoB BPDU Ha nHTepdelicax.

5.17.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnnua 131 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

spanning-tree

Pa3pelunTb UCNosb30BaHNe KOMMYTAaTOPOM NpoTokona STP.

pvst}
no spanning-tree mode

- —/paspelueHo
no spanning-tree 3anpeTnTb NCNOb30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode {stp | YcTaHOBUTb pexxum paboTbl npoTokoaa STP.
rstp | mstp | pvst | rapid- —/RSTP

YCTaHOBWTb 3HaYeHMEe N0 YMOYAHWIO.
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spanning-tree pathcost YCTaHOBWUTbL MeTOZ, onpeaeneHuns LeHHOCTU NyTH.
method {long | short} - long — 3HauyeHue LeHHoCTU B ananasoHe 1..200000000;
—/long - short — 3HaueHue LeHHOCTM B gManasoHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3Ha4YeHNe NO YMOAYAHUIO.
method
spanning-tree mst in- YCTaHOBWUTbL NPUOPUTET ANA AAHHOTO KOMMYyTaTOpa nepes,
stance_id priority priority OCTaNbHbIMM, UCMONb3YHOWMMM 06WKMiA ak3emnaap MSTP.
- instance_id — sk3emnnap MST;
instance_id: (1..15); - priority — npyopuTeT KOMMyTaTopa.

priority: (0..61440)/32768 V 3HauyeHuMe NpUopUTETa A,O0/MKHO 6bITb KPaTHO 4096.

no spanning-tree mst in- YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.

stance_id priority

spanning-tree mst YCTaHOBWUTb MaKCMMasIbHOE KOIMYECTBO TPAH3UTHBIX Y4acTKOB
max-hops hop_count Ana naketa BPDU, Heobxoaumbix ana ¢opmMmMpoBaHua aepesa U

yAepKaHua nHGopmaLmMmn o ero cTpoeHuu. Ecam naker yxe
npowen makCnMmasibHOe KONN4eCTBO TPAH3UTHbLIX Y4aCTKOB, TO
hop_count: (1..40)/20 Ha cneylolem yyacTke oH oTbpacbiBaeTca.

- hop_count — makcMmanbHOE KONMYECTBO TPAH3UTHbIX
y4yacTKoB A4na naketa BPDU.

no spanning-tree mst YCTaHOBUTb 3HAYeHME N0 YMOHAHUIO.

max-hops

spanning-tree mst in- BKAOUNTB OrpaHuyeHme Ha KosmyecTBo obpabaTtbiBaembix TC
stance_id tc-protection BPDU 3a ycTaHOBNEHHbI MHTEPBaN BPEMEHW.

instance_id: (1..15);

no spanning-tree mst in- BbIK/IIOYMTL OrpaHMUYeHne Ha Koandecteo obpabaTbiBaembix TC

stance_id tc-protection BPDU.

spanning-tree tc-protec- YCTaHOBUTb MHTEPBAN OrPaHUYEHUA KONYecTBa
tion mst instance_id inter- obpabaTbiBaembix TC BPDU.

val seconds instance_id: (1..15);

no spanning-tree tc-pro- seconds: (1..10)/2 cek. YCTaHOBUTb 3HaYEeHME NO YMOHAHUIO.

tection mst instance_id in-

terval

spanning-tree tc-protec- YCTaHOBUTb MaKCMMasibHOE KonnyecTso obpabaTtbiBaembix TC
tion mst instance_id BPDU 3a 3a4aHHbI MHTEPBaN BPEMEHMU.
threshold count instance_id: (1..15);

no spanning-tree tc-pro- count: (1..255)/1 YCTaHOBWUTb 3Ha4YEeHUE N0 YMOAYAHUIO.

tection mst instance_id

threshold

spanning-tree mst Boitn B pexknm kKoHburypauum npotokona MSTP.

configuration

KomaHObI pexcuma KoHgu2ypauuu npomokoada MSTP

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm npotokona MSTP:
console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnnua 132 — KomaHabl pexkuma KoHdurypaumm npotokona MSTP

Komanda 3HayeHue/3HayeHue leiicmeue
no ymon4YaHuro
instance instance_id vlan Co34aTb COOTBETCTBME MEXAY IK3emMNaapom npoTokona MSTP n
vlan_range rpynnamm VLAN.
instance_id:(1..15); - instance-id — npeHTUdUKaTOpP aK3emnaapa npotokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id Y0anutb COOTBETCTBUE MEXKAY IK3eMNAApoM npoTtokona MSTP u
vlan vian_range rpynnamu VLAN.
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name string

no hame

string: (1..32) cumBona

3apatb UMa KoHurypauum MST.
- string — vmsa KoHpurypaumm MST.

Yaanutb ums KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaTb HOMep peBu3un KoHoUrypaumm MST.
- value — Homep peBu3nn KoHdurypauum MST.

YCTaHOBWTb 3HaYeHne No ymonyauutio (value).

show {current | pending}

MokasaTb Tekylyto (current) inbo oxuaaroLwyto (pending)
KoHoUrypaumo MST.

exit _ BbIiTV U3 pexnma KoHdurypaumm npotokona MSTP ¢
COXpaHeHWem KoHdUrypaumm.
abort BbIITU 13 pexruma KoHbUrypauum npotokona MSTP 6e3

COXpaHeHWA KoHOUrypaLuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nHtepdeiica Ethernet, uHtepdeiica rpynnei

nopTOoB:

console (config-if) #

Tabnmua 133 — KomaHabl pexmuma KoHpurypaumm nHtepdeiica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

—/3alwmTa BbIKAOYEHA

BKOUMTD 3aLWMTYy «KOPHA» A/1A BCEX CBA3YOWMX aepesbeB STP
BblbpaHHOro nopTa. [laHHaA 3awumTa 3anpewaet uHTepdericy boiTb
KOpHEeBbIM MOPTOM KOMMyTaTopa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

spanning-tree mst in-
stance_id guard root

no spanning-tree mst in-
stance_id guard root

instance_id: (1..63);
/3awWmTa BbIK/IOYEHa

BKNOUMTDL 3aLLMTY «KOPHA» YKa3aHHOro aksemnaapa MSTP gna
BblbpaHHOro nHTepdeiica. JaHHaa 3awuTa 3anpeLiaeT
MHTepdeincy 6biTb KOPHEBLIM MOPTOM KOMMYTATOPA.

- instance-id — npeHTUdUKaTOp 3K3emnaapa npoTokona MSTP.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

spanning-tree mst in-
stance_id port-priority pri-
ority

no spanning-tree mst in-
stance_id port-priority

instance_id: (1..4094);
priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTepdeiica B ak3emnasape MSTP.

- instance-id — npeHTMdUKaTOp 3K3emnaapa npoTokona MSTP;
- priority — npuopuTteT nHTepdeica.

V 3HaueHMe NpUopUTETa A,OMKHO 6bITb KPaTHO 16.

YCTaHOBWTb 3HAYE€HME MO YMOYAHMIO.

spanning-tree mst in-
stance_id cost cost

no spanning-tree mst in-
stance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YCTaHOBUTb LLEHHOCTb NYTU Yepes BblIbpaHHbIM UHTepdelc ana
onpeaeneHHoro aksemnasapa npotokoaa MSTP.

- instance-id — npeHTUdUKaTOp sK3emnaapa npoTokona MSTP;
- €oSt — UEeHHOCTb NyTH.

YCTaHOBWTb 3HaYeHWe, onpeaensiemMmoe Ha OCHOBAHMM CKOPOCTH
nopTta ¥ MeToAa onpeaeneHns LeHHOCTU NyTH, CM. Tabaunuy 128,

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YCTaHOBUTb NPUOPUTET MHTEPPEICA B KOPHEBOM CBA3YHOLLEM
pepese MSTP.
/‘ ! 3HaueHue NpMopuUTeTa A0KHO BbITb KpaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted-tcn

—/nprem BPDU ¢
¢dnarom TCN paspe-
weH

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewuntb npuem BPDU ¢ pnarom TCN.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnuua 134 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group] [in-
stance instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..64).

MokaszaTb KoHbUrypaumo npoTokona STP.
- instance_id — npeHTudUKaTOp 3K3emnaAapa npoTokosa MSTP.

show spanning-tree detail
[active | blockedports] [in-
stance instance_id]

instance_id: (1..4094)

MNokasaTb NogpPobHY0 MHPOPMALLMIO O HACTPOLKe NpoTokoaa STP,
MHbOpMaLMo 06 aKTUBHbIX UM 3a6/10KMPOBAHHbIX MOPTAX.

- active — npocmoTp MHPopMaumm 06 aKTUBHbIX NOPTaX;

- blockedports — npocmoTp nHPpopmaumnm o 3a610KMPOBAHHBIX
nopTax;

- instance_id — npeHTMdMKaTOp 3K3emnaapa npoTokoaa MSTP.

show spanning-tree
mst-configuration

MoKaszaTb MHOOPMALLMIO O CKOHOUTYPUPOBAHHBIX SK3EMMAAPAX
MSTP.

clear spanning-tree de-
tected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MepesanycTuTb Nnpouecc MurpaumMm NPoToKoa. 3aHOBO
npomncxoanTt Npoc4yéT gepesa STP.

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOYUTb NOAAEPKKY NpoTOKoANa STP, ycTaHOBUTbL 3HaYeHMe npuoputeTa ceasytowero aepesa RSTP
— 12288, nntepsan forward-time — 20 ceKkyHAa, MHTePBaN BPEMEHN MEXKAY Nepenayamm LWNPOKO-
BelaTesibHbIX coobLeHn «Hello» — 5 ceKyHA, BPEMA KMU3HM CBA3YIOLLEro AepeBa — 38 CEKYHA.
MoKka3aTb KOHPUrypaumio npotokona STP:

console (config) #

( )
console (config)
console (config)
console (config)
console (config)
console (config)
console (config)

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
exit

console# show spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

Loopback guard:

Root ID

Priority
Address

Spanning tree enabled mode RSTP
Default port cost method:
Disabled

short

32768

5 sec

Max Age 38 sec

a8:f9:4b:7b:e0:40
This switch is the root
Hello Time

Forward Delay 20 sec
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Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
Pol enabled 128.1000 4 Dsbl Dsbl No -

5.17.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pa3HoBuaHoCTel npoTokona Spanning Tree,
pacwupatowan GyHKUMOHaNbHOCTb STP ans ncnonb3oBaHua B otaenbHbiXx VLAN. MpuMmeHeHMe AaHHOTO Npo-
TOKona no3sonseT B Kaxaom VLAN co3gaTb otaenbHbI akzemnaap STP. PVSTP+ coBmectum ¢ STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) siBnsieTcs ycoBeplieHCTBOBaHMEM NpoToKona PVSTP+, xapakTtepusy-
€TCA MEHbLUMM BpeEMEHEM NPUBEAEHUA CETU K APEBOBUAHOMN TONONOTMN U UMEET 60Jiee BbICOKYIO YCTONYU-
BOCTb.

’ I Bcero nogaep»kaHo 64 PVST/RPVST-uHctaHca. Mpu 3TOM HY/1eBOI MCNONb3yeTca ANA Bcex
e VLAN, B KoTOopbix oTkatoueH PVST/RPVST. Kaxxgomy VLAN c BkntoueHHbim PVST/RPVST
cootBeTcTByeT oauH PVST/RPVST-uHcTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 60nee 64 VLAN, npu nepexoae 8 pexkum PVST/RPVST Bpe-
MeHHO 6a0KupyloTca, Nno3Tomy nepeg skaoueHnem PVST/RPVST Heobxoaumo paccum-
TaTb Konu4yectso ucnonbsyemoix VLAN Ha KonbLeBbIX NOpTax KommyTtatopa. Ecnm pgaH-
Hoe 3HauyeHue npesbllwaeT 63, TO NePBOHaYaNbHO HYXHO OTKAouUTb PVST/RPVST B u3-
6biTouHbix VLAN/RPVST KomaHgoM "no spanning-tree vlian <VLAN ID>",

R

Mpwu BkAloYeHHOM pexkume PVST/RPVST kommyTtatopbl MES o6pabatbiBatot PVST bpdu
B0 Bcex VLAN. lMoaTtomy B cny4asx, Korga B KO/bLie UCNONb3YIOTCA KOMMYTaTOpPbl C KONU-
yectBom PVST/RPVST VLAN, npesbiwatowem 63, cnegyer paclwuimputb AMmuTbl o6pa-
60TKu PVST bpdu-tpadmka Ha CPU. [ina sToro ucnonb3yerca KomaHga "service cpu-rate-
limits other-bpdu 1024".

F-

Ecnm B npouecce aKkcnayatauum noHagoburca yépatb VLAN ns PVST/RPVST-UHCTaHCOB U
[,06aBUTb HOBbIe, HYYXHO NPOU3BECTU C/eayloL e AeNCTBUA:

1) OTknounTb STP B HeHyXHbIX VLAN (KomaHpa «no spanning-tree vlan vian_list» B rno-
6anbHOM peXKume KOHGUrypupoBaHUA).

2) Bkntountb STP B HOBbIX VLAN (KomaHpa «spanning-tree vlan vian_list» B rno6anbsHom
pexXume KoHPUrypuposaHua).

R

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnmua 135 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

spanning-tree vlan vian_list

spanning-tree vlan vian_list

vlan_list: (1..4094)/ no
YMOYEHMIO BCE MHCTAHCbI
BKJIIOYEHbI

BkntounTb paboTy npoTokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAtoYNTL paboTy npotokona PVSTP+, RPVSTP+ B yKa3zaHHbIX
VLAN.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dUNbTPaLMA OTKNKOYEHA

dunbTpyeT nam nponyckaert Bxoaauime Kaapbl PVST/RPVST-
BPDU.

V JaHHaA KomaHAa aeiicTBYeT B TOM cayyae,
ecnu STP oTkAtoueH 60 BKAOUYEH B O4HOM
u3 pexxumos: STP/RSTP/MST. Ecam BKkAloueH
pexum PVST/RPVST, To faHHaa KomaHaa
6yaeT AeiicTBOBaTb TO/IbKO B TOM C/yyae,
ecnu B yKasaHHoi VLAN oTkntoueH STP.

- filtering — BKAtOUMTL PUNbTPaLMIO;
- flooding — oTkAOUNTL dUAbLTPaUUIO.

YCTaHOBUTb 3HAYEHWe Mo YMOI4aHUIO.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YCTaHOBUTb MHTEPBA/ BPEMEHMU, 3aTpaumMBaemMblil Ha

NPOC/YLWMBAHWNE N U3YYEHUE COCTOSIHUI Nepes, NepektoyeHnem

B COCTOAHME Nepefayun gna ykasaHHbix VLAN.
V Taiimepbl AONKHbI COOTBETCTBOBATL C/eAy-
toweit popmyne:
2 * (Forward-Time - 1) > Max-Age 22 *
(Hello-Time + 1).

YCTaHOBUTb 3HAYEHMe No YMO/I4aHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YCTaHOBUTb MHTEPBaN BPpEMEHU MeEXAY nNepegadyammn
LUMpPOKOBeLLaTe/IbHbIX coobuweHnin «Hello» K
B3aMMOZeNCTBYIOLLMM KOMMYyTaTOpPam A YKaszaHHbIX VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOYaHUIO.

spanning-tree vlan vian_list
max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YCcTaHOBUTb BpemsA KM3HW cBAsylowero aepesa STP gna
yKa3aHHbIX VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOYaHUIO.

spanning-tree vlan vian_list
priority priority_value

spanning-tree vlan vian_list
priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HactpouTb npuopuTet ceAsytowero aepesa STP.
V 3HaueHue BblGUpaeTca M3 AnanasoHa c Wa-
rom 4096.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

spanning-tree vlan
vlan_list tc-protection

no spanning-tree vlan
vlan_list tc-protection

vlan_list: (1..4094);

BKAtOUNTL OrpaHMyYeHme Ha KomyecTBo obpabaTbiBaembix
TCN/TC BPDU 3a ycTaHOBNEHHbI MHTEpBaN BpemeHn ansa STP,
RSTP, HyneBoro sksemnasapa MSTP.

BbIKNIOUMTL OrpaHMyeHne Ha KonnyecTso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree vlan
vlan_list tc-protection in-
terval seconds

no spanning-tree vlan
vlan_list tc-protection in-
terval

vlan_list: (1..4094);
seconds: (1..10)/2 cek.

YCTaHOBWUTb MHTEPBA/ OrpaHUYeHMsA KoAnYecTea
obpabaTbiBaembix TCN/TC BPDU.

YCTaHOBUTb 3HaYeHue no YMOHaHUIO.

spanning-tree vlan
vlan_list tc-protection
threshold count

vlan_list: (1..4094);
count: (1..255)/1

YCTaHOBWUTbL MaKCUMMasibHOE KoanyecTso obpabaTtbiBaemblx
TCN/TC BPDU 3a 3agaHHbIii MHTEPBan BPEMEHU.
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no spanning-tree vlan
vlan_list tc-protection
threshold

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgeltica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perknuma KoHUrypaumnm nHtepdeiica:

console (config-if)#

Tabanua 136 — KomaHgbl pexxuma KoHpurypaumm nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dunbTpPaLMA OTKAOYEHa

dunbTpyeT an NnponyckaeT Bxoaduime Kagpbl PVST/RPVST-
BPDU Ha 3agaHHOM nHTepdeiice.
V JaHHaA KoMaHAA AeiicTBYeT B TOM ciyyae,

ecnm STP oTKAOUYEH M60 BKAKOYEH B O4HOM
13 pexxumos: STP/RSTP/MST. Ecau BKkAOYEH
pexum PVST/RPVST, To gaHHas KomaHga
6yAeT AeiicTBOBaTb TO/IbKO B TOM C/lyyae,
ecnm B yKasaHHoW VLAN oTtkaloueH STP.

- filtering — BKkntOUMTL dUNbTPaLMIO;
- flooding — oTkntounTL BUALTPaLMIO.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YCTaHOBWUTb LLEHHOCTb NYTW Yepes AaHHbIN MHTepdenc aan
yKasaHHbIx VLAN.
- €OSt — UEHHOCTb NyTH.

YCTaHOBUTb 3HaYeHue, onpegenaemoe Ha OCHOBAHUM CKOPOCTH
nopTa U metToaa onpegeneHna LEHHOCTU NYyTU ANA YKAa3aHHbIX
VLAN.

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpetuTb paboTy npoTokona STP Ha KOHUTrypupyemom
nHTepoerice ana ykasaHHbix VLAN.

PaspewunTtb paboTy npoTokona STP Ha KOHOUTypupyemom
nHTepoerice ana ykasaHHbIx VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YCTaHOBUTbL NPUOPUTET MHTEPdEiCa B KOPHEBOM CBA3YIOLLEM
nepese STP.
V 3HaueHue BblbMpaeTca M3 AManasoHa C Wwa-
rom 16.

YCTaHOBUTb 3HaYeHMe No YMONYaHULO.
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spanning-tree vlan vian_list BKOUYUTDL 3aLWNUTY KKOPHA» Ha AaHHOM MHTepdeice ans

guard {root | loop | none} yKa3aHHbIx VLAN.

- root — 3anpeLuaeT uHTepdelicy 6biTb KOPHEBLIM NOPTOM
KOMMYyTaTOpa;

- loop — BK/toYaeT Ha MHTepdeice AONONHUTENBbHYIO 3aLLMTY OT
vlan_list: (1..4094); netenb. B cnyyae, ecnm nHtepdeiic HAXo0AMTCA B COCTOAHWM,
oT/iM4yHom oT Designated v npu aTom nepecrtaet nosayyaTs BPDU,
MHTepdeinc bnokupyercs;

- none — oTKAto4aeT Bce Guard-dyHKLMKM Ha MHTepdeiice.

no spanning-tree vlan OTKAtounTb BCe Guard-pyHKLMM Ha uHTepdelice.
vlan_list guard
spanning-tree vl/an vlan_list 3anpeTtutb npuem BPDU ¢ dnarom TCN gns yKasaHHbIx VLAN.

restricted-tcn

- —/BbIK/OYEHO
no spanning-tree vian Paspewntb npnem BPDU ¢ pnarom TCN ana ykasaHHbix VLAN.

vlan_list restricted-tcn

5.17.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npegHa3HayYeH ANA NOBbILEHUSA YCTOMUYMBOCTU U
HaJEeXHOCTU CeTM nepefayn AaHHbIX, UMEIOLEN KO/bLEBYIO TOMOJOIMIO, 33 CYET CHUMKEHUA BpemMeHu
BOCCTAHOBJ/IEHMA CETU B C/ly4ae aBapuun. Bpemsa BOCCTaHOB/IEHMA He NpeBbllaeT 1 ceKyHApl, YTO CYLLECTBEHHO
MeHbLLEe BpeMEHW NepecTPoKM CeTM NpU UCNo/Ib30BaHMM NPOTOKOI0B CEMENCTBA spanning tree.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHoM KOHGUIypauum:
console (config) #

Tabnuua 137 — KomaHapl pexknuma rnobanbHom KoHdUrypauum

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMoa4aHuro
erps — /BbIKAIOYEHO Paspewntb paboTy npoTtokona ERPS.
no erps 3anpeTtutb paboTy npoTtoKosa ERPS.
erps vlan vian_id Co3pgatb ERPS-KonbLo ¢ naeHTudumkatopom R-APS VLAN, no
KOTOpOW byaeT nepefasaTbca cnyKebHas MHPopmauma n
vlan_id: (1..4094) nepexon, B peXXnum KoHOUrypauum Konbua.
- vlan_id — Homep R-APS VLAN.
no erps vlan vian_id Ypanutb ERPS-KonbLo ¢ naeHTuduratopom vian_id.

KomaHObI pexcuma KoHgu2ypauyuu Koasua

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUrypaLmm KoabLa:

console (config-erps) #

Tabnnua 138 — KomaHabl pexkuma KoHpurypauum ERPS-konbua

3HayeHue/3HavyeHue
no ymoa4YaHuro

protected vlan add vian_list [No6aBuTb ananasoH VLAN B cNMCOK 3almiLeHHbIX VLAN.

- vlan_list — cnucok VLAN. luana3soH VLAN MOHO 33a4aTb

rnepeymcieHnem yepes 3anaTyto Uamn yKasaTb Ha4yanbHOe U

KOHEYHOoe 3Ha4YeHus AuanasoHa Yyepes gepuc "-".

KomaHda Aelicmeue

vlan_list:(2..4094, all)
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protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanutb guanasoH VLAN 13 cnmcka 3awmieHHbIx VLAN.
-vlan_list — cnucok VLAN ana yaanexus.

port {west | east} {giga-

bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bbi6paTb west (east)-nopT KOMMyTaTopa, BKNOYEHHOTO B KO/bLLO.

port-channel group} group: (1..48)
no port {west | east} Yaanutb west (east)-nopT KommyTaTopa, BKNOYEHHOTO B KO/bLLO.
rpl {west | east} {owner | BblbpaTb RPL-nopT KOMMyTaTOpa U €ro poib.
neighbor} - west — RPL-nopTom ByaeT HasHaueH west-nopT;
- east — RPL-nopTom bygeT HasHauyeH east-nopT;
—/no rpl - owner — KommyTaTop byaeT ABNATbCA BAagensuem RPL-nopTa;
- neighbor — kommyTaTop ByaeT ABNATLCA coceloM BAafeNbLa
RPL-nopra.
no rpl Yaanutb RPL-nopT KommyTaTopa.
level level HacTpouTb ypoBeHb cooblueHuii R-APS. Heobxogumo ans
NPOXOXKAeHUA coobeHnin yepes CFM MEP.
level: (0.7)/1 - level — ypoBeHb coobLyeHunin R-APS.
no level YCTaHOBUTb 3HAYE€HME MO YMOYAHUIO.
ring enable BKNOUUTL PYHKLMOHMPOBaHUE KOAbLA.

no ring enable

—/BbIK/IOYEHO

BbIKNHOYNTb GYHKLMOHMPOBAHWE KOJbLLa.

version version

no version

version: (1..2)/2

BbI6paTb pexnm cCOBMECTUMOCTM C APYFMMWU BEPCUAMMU NPOTOKONA
G.8032.
- version — Bepcua npoTtokona G.8032.

YCTaHOBUTb 3HAYEHMe No YMO/THaHUIO.

revertive

no revertive

—/revertive

BbI6bpaTb pexum paboTbl KonbLa.

YCTaHOBUTb 3HAYEHMe No YMO/IHaHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaTb NOAKONbLO 418 AAHHOTO KobLa.
-vlan_id — Homep VLAN.

Y4annTb NOAKO/bLO.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAtounTb OTNPaBKY curHana ounctkn MAC-Tabamubl B OCHOBHOE
KOJ/IbLLO NPV NepecTpoeHnn NoAKobLA.

OTKNOYUTB OTNPABKY CUrHaNa ouncTkn MAC-Tabnunupl B OCHOBHOE
KO/bLLO NPUW NepecTpoeHMn NoAKobLaA.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBUTL Talimep, 6NOKMPYIOLWKIA yCTapeBLIne coobLeHuns
R-APS.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c
TOYHOCTbIO 5 Mc/0 mc

YCTaHOBWTb TaliMep 3aZlePKKM peakLMmM KOMMyTaTopa Ha
M3MEHEeHWe B COCTOAHWUMU. BMecTo peakumm Ha cobbiTue
BK/IIOYaeTCA Talimep, NO UCTeYeHUN KOTOPOro KOMMYTaTop
MHGOPMUPYET O CBOEM COCTOAHWM. NpegHasHaueH aAns
yMeHbLUeHWs Gayaa nakeToB npu GAannmuHre nopTos.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

timer wtr value

value:(1..12) muH/5

YcTaHOBUTL Talimep, KOTOpbI 3anyckaetca Ha RPL Owner
KoMMyTaTope B revertive-pexume. Mcnonbsyerca ana
npefoTBPaLLEHMA YaCTbIX 3aLLUTHbIX NePeKNYEHNI U3-3a

MmH CUrHANI0B O HEMCNPABHOCTAX.

no timer wtr YCTaHOBWTb 3HAaYEHNE NO YMONYAHUIO.

switch forced {west | east} dopcnpoBaTh 3aMycK 3aLUTHOTO NEPEKIIOYEHUA KObLa, NMpU
—/no 3TOM B6710KMpPYyeTCA yKa3aHHbIM NOpPT.

no switch forced OTMeHUTb GOpCUMPOBaHMA NEPEKNIOYEHUA KONbLA.

switch manual {west | BpyuyHyto 3a610KMpoBaTh YKa3aHHbIM west (east)-nopT u

east} —/no pa3baoknpoBaTh east (west).

no switch manual OTMEHUTb PY4HYH 6IOKMPOBKY.

abort OTKaTUTb U3MEHEHUA, BHECEHHbIE C MOMEHTA BXOA,a B PEXMUM

B KOHOUrypaLmm KonblLa.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnmua 139 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

KomaHda

3anpocutb nHdopmaumio 06 obwem coctosaHmm ERPS nam
COCTOAHWUM YKa3aHHOrO KOJbLa.

show erps [vlan vian_id] vian_ id: (1..4094)

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHOM ¢yHKuMen npotokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
CETEBbIMM YCTPOMCTBAMM O CBOEM COCTOAHWUW M XapaKkTepuctukax. MHbopmaumsa, cobpaHHaa nocpeacTsom
npoTtokona LLDP, HakananBaeTca B yCTPOMCTBAX M MOXKET ObITb 3aNpoLLeHa YNPaBAAOLLMM KOMMbIOTEPOM MO
npotokoay SNMP. Takum 06pa3om, Ha OCHOBAHUM COBPaHHOM MHPOPMALIMK, Ha YNPABAAIOLLEM KOMMbIOTEPE
MOMeET HbITb CMOAENMPOBAHA TONOAOIUA CETU.

KommyTaTopbl NoAAepKMBAIOT Nepesayy Kak CTaHAAPTHbIX NapameTpoB, Tak U ONUMOHANbHbBIX, TaKUX
KaK:

—  WMMSA YCTPOICTBA U €ro onucaHue;
—  WMA NOPTa M ero onucaHue;
—  nHdpopmauma o MAC/PHY u . a.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 140 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymona4yaHuro
lidp run Pa3pewntb KoOMMyTaToOpy MCNOb30BaHWe NpoToKoaa LLDP.
—/paspelueHo
no lidp run 3anpeTnTb KOMMYTATOPY MCMNO/Ib30BaHWe NpoToKoaa LLDP.

OnpeaennTb, Kak 4acTo ycTpoicTBo byaeT oTNpaBaATL
obHoBneHne nHdopmaumm LLDP.

YCTaHOBWTb 3HAaYEHNE MO YMONYAHUIO.

3apaTb BeIMYMHY BPEMEHU AN NPUHUMAIOLLErO YCTPOMCTBA, B
TeyeHne KOTOPOro HYXHO yAepXnsBaTb NPUHMMaEMble NaKeTbl
LLDP nepeg ux copocom.

[laHHaA BeNnYMHaA NepenaeTca Ha NPUHUMAIOLLYO CTOPOHY B LLDP
update-nakeTax (nakeTax 06HOBNEHUA), ABNAETCA KPATHOCTbIO A1A
Tavimepa LLDP (lldp timer). Takum obpa3om, Bpems Ku3sHu LLDP-
naKkeToB paccyuTbiBaeTca no popmyne TTL = min (65535, LLDP-
Timer * LLDP-HoldMultiplier)

lldp ti d
p timer seconas seconds: (5..32768)/30

CeK

no lidp timer
lidp hold-multiplier number

number: (2..10)/4

no lidp hold-multiplier

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

lldp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHuManbHoe Bpems, KoTopoe LLDP-nopT byaeT oxkuaaTb nepes,
NOBTOPHOW MHULManu3aumen LLDP.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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lldp tx-delay seconds

seconds: (1..8192)/2

YCTaHOBUTb 3aZePXKKy MexXagy nociegylowymn nepegadyamu
naketoB LLDP, MHUUMMPOBAHHBIMU M3MEHEHUSMU 3HAYEHUI
WAW cTaTyca B OKabHbIX 6a3ax AaHHbIX MIB LLDP.

cex V PekomeHpgyeTtca, 4TO6bl AaHHasA 3afAepiKKa
I 6bina meHblie, yem 3HayeHue 0.25* LLDP-
Timer.
no lidp tx-delay YCTaHOBWTb 3HAYEHME N0 YMONYAHUIO.
lidp lidpdu {filtering | OnpeaennTb pexxum o6paboTkm naketos LLDP, Korga npoTokon
flooding} LLDP BbIkNtOYEH HA KOMMYTaTOpE:
- filtering — yka3biBaeT, uyTo LLDP-nakeTbl dpuNbTPyOTCA, €cnn
— [filtering npoToKon LLDP BbIkAtOYEH Ha KOMMYTaTOpeE;
- flooding — yka3biBaeT, uTo LLDP-nakeTbl nepeaatoTca, ecim
npoTokon LLDP BbikAtOYEH HAa KOMMYyTaTope.
no lidp lidpdu YCTaHOBWTb 3HAaYE€HNE NO YMOAYAHUIO.

lidp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

YcTaHoBUTb Yncno nostopeHnin PDU LLDP ans 6bicTporo 3anycka,
onpeaensaemoro nocpeacrtsom LLDP-MED.

number: (1..10)/3

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged
| untagged}] [up priority]
[dscp value]

no lldp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);

OnpeaenvTb NpaBuao a4 napametpa network-policy (ceTeBas
NOUTUKA YCTPOICTBA). JaHHbI napameTp aBasercs
OMNUMOHANbHLIM ANA pacwnpeHna npoTokona LLDP MED.

- number — NopsAAKOBbIN HOMep Npasuaa network policy;

- application — rnaBHas PyHKUMA, onpefeneHHas ana AaHHOTo
npasuna network policy.

-vlan_id — npeHtndukatop VLAN gns gaHHoOro npasuna;

- tagged/untagged — onpegensert, TernpoBaHHOM namn
HeTernpoBaHHol b6ygeTt VLAN, ucnonb3ayemas gaHHbIM NPaBUIoOM.
- priority — npuUopWTET JaHHOTO Npasuaa (Mcnonb3yeTcs Ha
BTOpOM ypoBHe mogenu OSl);

- value — 3HayeHue DSCP, ncnonb3syemoe AaHHbIM NPaBUIOM.

value: (0..63)

YpanuTte co3gaHHoe Npasmao g napametpa network-policy.

lldp notifications interval
seconds

no lldp notifications
interval

seconds: (5..3600)/5
ceK

YCTaHOBUTb MaKCMMaNbHYH CKOPOCTb Nepeaayn yBegomMaeHuni
LLDP.

- seconds — nepuoj, BpemeHU, B TeHEHNE KOTOPOro YCTPOMCTBO
MOXeT 0TNPaBuUTb He 6osiee 04HOro YBEAOMNEHUA.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelicos Ethernet:

console (config-if) #

Tabnunua 141 — KomaHabl pexkuma KoHdurypaumm nHtepdeliica Ethernet

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

lidp transmit

no lidp transmit

lidp receive

no lidp receive

M0 YMONYAHMIO
pa3speLueHo
Mcnonb3oBaHMe B 060Mx
HanpasaeHUsX.

Paspewuntb nepegayy naketos no npoTokony LLDP Ha
nHTEpdelice.

3anpeTuTb Nepegavy NakeTos nNo npoTokony LLDP Ha
MHTepodeiice.

PaspewunTb npuem naketos nNo NnpoTokoay LLDP Ha
nHTEpdelice.

3anpeTnTb NpMem NakeTos No nNpotokonay LLDP Ha
nHTEpdelice.
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lidp optional-tlv tiv_list

no lldp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHUIO
onuMoHanbHble TLV He
BK/IIOYEHbI B NaKeT.

OnpeaennTb, Kakne onuuoHanbHble TLV-nona (Type, Length,
Value) 6yayT BK/tOYEHbI YCTPOWCTBOM B NepesaBaemblit
LLDP-naker.
B KOMaHAy MOKHO BKIHOYUTL OT OAHOMO A0 NATU
onuMoHanbHbIX TLV.

7l TLV 802.3-power-via-mdi p[ocTynHa TONbKO Ha
V YCTPOMCTBaX C noaaepKoi PoE.

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonuyanutio
onuMoHanbHble TLV He
BKJIOYEHDI.

OnpeaennTb, Kakne onuuoHanbHble TLV-nona byayT
BKJIKOYEHbI YCTPOWCTBOM B Nepegasaembiii LLDP-nakeT:

- pvid — PVID uHTepodeiica;

- ppvid — ao6asutb/yaanuts PPVID;

- vlan-name — po6asutb/yaanuts Homep VLAN;

- protocol — n06aBuTb/yAanUTL ONpeaesieHHbI NPOTOKO.

YCTaHOBUTb 3HAYeHMe No YMO/IHaHUIO.

lidp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lldp management-
address

dopmart ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonyanumio
ynpasnsaowmii agpec
onpegensaerca
aBTOMaTUYECKM.

OnpeaenvnTtb ynpasnatowWwmi agpec, ob6bABAEHHbIN Ha

MHTepodeiice.

- ip_address — 3apaeTca cTaTmyeckuii IP-agpec;

- none — yKa3bIBaeT, 4To agpec He 06bABAEH;

- automatic — yKasbIBaeT, YTO CMCTEMA AaBTOMATUYECKHU

BblOMpaeT ynpaBnstoLWwmii agpec, U3 CKOHGUIYpPUPOBAHHBIX

agpecos 3ajaHHOro HTepdeiica.

Ecnun untepdelic ethernet unun nHtepdeliic rpynnol noptos

npuHaanexat VLAN, To gaHHbI agpec VLAN He byaet

BKJIKOYEH B CMIMCOK BO3MOMKHbIX YNPaBAAIOLMX apecosB.

V B cnyyae Hanunumua Heckonbkux IP-appecos cuc-
Tema BblbupaeT HauyanbHbI IP-agpec U3 guana-
30Ha gMHamuueckux IP-agpecos. Echu guHamu-
4yeckue agpeca OTCYTCTBYIOT, TO cMCTeMa Bblbu-
paeT HauyanbHbIW IP-agpec U3 guanasoHa BO3-
MOXKHbIX cTaTU4Yeckux IP-aapecos.

Ypanute ynpasnstowmii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

MO YMOIYaHUIO OTMPaBKa
yBegomieHuit LLDP
3anpetLLeHa.

Pa3pelunTtb/3anpeTuTb OTNpaBKy yBeaomaeHunit LLDP Ha
MHTepodeiice.

- enable — paspewaer;

- disable — 3anpeuaer.

YCTaHOBWTb 3HAYEHME MO YMOYAHMIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3spewnTb ncnosib3oBaHmMe pacwmpeHna npotokona LLDP

location, MED.
inventory)/3anpelueHo B KOMaHAy MOXHO BKNOUYUTL OT OAHOIO A0 Tpex
MUCNoNb30BaHne cneuunanbHbix TLV.
pacliMpeHns NpoToKona
LLDP MED.
lidp med network-policy HasHaunTb npasuno network-policy saHHOMy UHTepdelicy.
{add | remove} number - add — Ha3HauaeT nNpaBuno;
number: (1-32) - remove — yaanAaeT Npasuo;

no lidp med network-policy

- number — Homep nNpasuna.

Ypanutb npasuno network-policy ¢ aaHHoro nHtepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6aiiT;
civic_address_data:
(6..160) 6aiiT;
ecs_elin_data: (10..25)
6ar.

3apaTb MecTonoNoXKeHMe YCTPOUCTBa AN NpoTokona LLDP
(3HaueHwue napameTpa location npotokona LLDP MED).

- coordinate — afpec B cUCTEME KOOPAMHAT;

- civic_address_data — afAMMHUCTPATUBHbIN agpec
YCTPOWCTBA;

- ecs-elin_data — appec B dopmaTte, onpegeneHHOM
ANSI/TIA 1057.
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no lidp med location
{coordinate | civic-address
| ecs-elin}

YAanuTb HaCTPOMKKM NapameTpa mecTonosoxKeHus location.

lidp med notification
topology-change {enable |
disable}

no lldp med notifications
topology-change

—/3anpelyeHo

Paspeluntb/3anpeTuTb OTNpaBKy yBegomneHunin LLDP MED 06
N3MEHEHWUW TOMONOTUN.

- enable — paspelaeT oTnpaBKy yBEAOMIEHWI;

- disable — 3anpeuiaeT oTnpaBKy yBEAOMIEHWIA.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

V MakeTbl LLDP, npuHATbIe Yepe3 rpynny nopTos, 3aNOMUHAIOTCA UHAUBUAYANBHO NOp-
' TaMu rpynnbl, NPUHABWKNMU coobweHua. LLDP otnpaBnsaeT pasnnyHble coobleHns Ha
KaKAabl NOPT rpynnbl.

/";f' Pabota npoTtokosna LLDP He 3aBUCUT OT COCTOAHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
' OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a610KMpPOBaHHbIX NPOTOKonoM STP-nopTax.
Ecau nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nopTom TO/IbKO B C/ly4ae, ecnm

OH aBTOpPU30BaH.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnvua 142 — KomaHapl pexkmma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

clear lidp table [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OuncTuTb Tabnnuy agpecos 06HaPYKEHHbIX COCEHUX YCTPONCTB
M HayaTb HOBbIM LMKN 0BbMeHa nakeTamu no npotokony LLDP
MED.

show lidp configuration [gi-
gabitethernet gi_port |

| oob | detailed]

tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb LLDP-kKoHUrypaLmm Bcex pusmnyeckux nHtepdencos
YCTPOMCTBa, MO0 33A4aHHbIX MHTepdENCoB.

show lldp med configura-
tion [gigabitethernet

te_port | fortygigabitether-
net fo_port | oob | de-
tailed]

gi_port | tengigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNMoKaszaTb KOHGUIrypauum pacmpeHunsa npotokona LLDP-MED ansa
Bcex puamnyeckmx nHtepodeiicos, MO0 3aaHHbIX UHTEPdECOB.

show lldp local
{gigabitethernet gi_port |

| oob}

tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb LLDP-nHpopmaumio, KOTOpyto aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |

| oob]

tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

lMokasaTtb cTaTyc nepe3sarpysku TLVs LLDP.
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show lldp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

MokasaTb MHPOPMALMIO O COCEAHMX YCTPOMCTBAX, Ha KOTOPbIX
gi_port: (1..8/0/1..48); | pabotaet npotoko LLDP.
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4)

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

MokasaTtb cTaTUCTMKY LLDP.
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

[pumepbl 8bINOAHEHUS KOMAHO

=  YcTaHoBUTb Ans noprta tel/0/10 cneaytowme tlv-nona: port-description, sytem-name, system-de-
scription. na gaHHoro nHtepdenca gobasmTb ynpasasatowmin agpec 10.10.10.70.

console (config)# configure

console (config) # interface tengigabitethernet 1/0/10

console (config-if)# 1ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 10.10.10.70

= [locmoTpeTb KoHurypaumio LLDP:

console# show lldp configuration

LLDP state:
Timer:
Hold Multiplier:
Reinit delay:
Tx delay:

Enabled
30 Seconds

4 Seconds
2 Seconds

Notifications Interval:
LLDP packets handling:
Chassis ID: mac-address

5 Seconds
Filtering

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
Tabnnuya 143 — OnucaHue pesynbTaTos
lMone OnucaHue
Timer OnpeaenunTb, KaK 4acTo ycTponcTBo oTnpasnseT LLDP-o6HoBAEeHMA
Onpepenutb BennUnHy BpemeHu (TTL, Time-To-Live) 419 NPUHUMALOLLErO YCTPOA-
Hold Multiplier CTBa, B TEYEHNE KOTOPOTrO HYXKHO YAEpPKNBaTb NpUHMUMaemMble nakeTbl LLDP nepeg,
ux cépocom: TTL = Timer * Hold Multiplier.
Reinit dela OnpeaennTb MMHMMA/IbHOE BPEMS, B TEYEHWE KOTOPOTO NOPT ByAeT 0XKunaatb nepes,
y nocbinkom cneaytouwero LLDP-coobueHus.
Tx dela OnpegenunTb 3a4epXKKy Mexay nocneayowmnmm nepegadyamm LLDP-kagpos, MHMUM-
y MPOBAHHbIX USMEHEHUAMM 3HAYeHU nnbo cTaTyca.
Port Homep nopra.
State Pexkum paboTbl nopTa gns npotokona LLDP.
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MNepepaBaemble TLV-onumu.
Bo3MOKHble 3HaYeHuA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnucaHue cUCTeMbI;

SC — BO3MOKHOCTM CUCTEMDbI.

Optional TLVs

Address Aapec ycTpoicTBa, KoTopblii nepegaetcs B LLDP-coobuweHusx.

Notifications YKasblBaeT, pa3pelleHbl Uau 3anpeleHbl ysegomiendna LLDP.

MokasaTb MHGOPMaLMIO O COCeAHUX YCTPOWMCTBAX:

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
te0/1 0060.704C.73FE 1 ts-7800-2 B
te0/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 £s-7900-1 B, R
te0/4 0060.704C.73FB 1 ts-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1,/0/20

Device ID: 02:10:11:12:13:00
Port ID: gi0/23
Capabilities: B

System Name: sandbox?2

System description:

24-port 10/100/1000 Ethernet Switch

Port description:

Ethernet Interface

802.3 MAC/P
Auto-negoti
Auto-negoti
Auto-negoti
duplex mode
duplex mode
Operational

Time To Live:

112

HY Configuration/Status

ation support: Supported
ation status: Enabled

ation Advertised Capabilities:
, 100BASE-TX half duplex mode,

100BASE-TX full
10BASE-T half

1000BASE-T full duplex,
10BASE-T full duplex mode,

MAU type: Unknown

Tabnnua 144 — OnucaHue pesynbTaTos

Mone OnucaHue
Port Homep nopTa.
Device ID Nms nnm MAC-appec cocegHero ycTpoicTaa.
Port ID MaeHTUdMKaTop nopTa coceHero ycTponcTaa.

System name

CucTeMHOE UMSA YCTPOCTBa.

Capabilities

[aHHoe none onucbiBaeT TMN yCcTpoCTBa:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — Touyka goctyna Wi-Fi (WLAN Access Point);
T — TenedoH (Telephone);

D — DOCSIS-ycTpoitctso (DOCSIS cable device);
H — CeteBoe ycTtpoictso (Host);

r — MosTopuTens (Repeater);

O — Tun HeussecTeH (Other).

System description

OnucaHWe coceiHero ycTpoicTaa.
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Port description OnwucaHue nopTa cocegHero ycTpomncraa.

Management address Appec ynpaBieHUa yCTPOMUCTBOM.

Auto-negotiation
support

OnpegendaeT, Nno4AepKMBAETCA /I aBTOMATUYECKOe onpeaesieHne pexmma nopra.

OnpegenseT, BKAOYEHA /M NOAAEPKKA aBTOMATUUECKOIO ONpeaeNeHNs pexxmuma
nopTa.

Auto-negotiation
status

Auto-negotiation Onpepenset pexumbl, nogaepxnsaemole GyHKLMEN aBTOMAaTUYECKOrO onpeaene-

Advertised HUSA noprTa.

Capabilities

Operational MAU Pabouunit MAU-TMN ycTpolicTaa.
type

5.17.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — pyHKLMN YyPOBHS KaHana
nepegayn AaHHbIX NPeacTaBAAoT coboli NPOTOKON MOHUTOPUHIA COCTOSIHMUA KaHana. B aTom npoTokosie gna
nepegayn MHPOpPMaLMM O COCTOAHUM KaHasla MeXKAy HEenocpeacTBEHHO MOAKAHOYEHHbIMU YCTPOMCTBAMM
Ethernet ncnonbsytoTca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoicTBa A0MKHbI NOAAEPKNBaTb
ctaHgapt IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if)#

Tabnuua 145 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

ethernet oam

no ethernet oam

—/OTKNOYEHO

Bkntountb nopaeprkky Ethernet OAM Ha nopty.

OTkntounTb Ethernet OAM Ha KoHUryprupyemom nopry.

ethernet oam link-monitor
frame threshold count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame threshold

YCcTaHOBWTb NOPOT KONMYECTBa OLWMBOK 33 yKa3aHHbIN Nepuog,
(nepuopg, yctaHaBAnBaetca komaHaow ethernet oam link-monitor
frame window).

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame window window

window: (10..600)/100

no ethernet oam link-moni-
tor frame window

mcC

YCTaHOBUTbL BPEMEHHOM MPOMEKYTOK A8 NoacyeTa KoanyecTsa
OWWKNBOK.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame-period threshold
count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame-period threshold

YcTaHoBUTbL Nopor gns cobbitma «frame-period» (nepmog,
ycTaHasuBaeTca KomaHaon ethernet oam link-monitor frame-
period window).

BoccTtaHOBUTL 3Ha4YeHWe nNo YMONYaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

window:

no ethernet oam link-moni-
tor frame-period window

(1..65535)/10000

YCTaHOBUTb BPEMEHHOM NPOMEXYTOK A5 cobbiTua «frame-
period» (B Kagpax).

BoccTtaHOBUTb 3HAYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

count: (1..900)/1

YcTaHoBUTb Nopor ana cobbitua «frame-period» (nepunog
ycTaHaBuBaeTca KomaHaon ethernet oam link-monitor frame-
seconds window), B cekyHaax.
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no ethernet oam link-moni-
tor frame-seconds thresh-
old

BoccTtaHOBUTL 3HAYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-moni-
tor frame-seconds window

window:
(100..9000)/100 mc

YCTaHOBWUTb BPEMEHHOM NPOMEKYTOK ana cobbiTua «frame-
period».

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam mode {active
| passive}

YCTaHOBUTb peXMm paboTbl NpoTokona OAM:
- active — kommyTaTop noctoaHHO oTnpasnsetr OAMPDU;

—/active - passive — KommyTaTop HaunHaet otnpaeaAaTe OAMPDU TonbKko
npu Haanumm OAMPDU co BCTPEYHOM CTOPOHBI.
no ethernet oam mode BoccTaHOBWTL 3HAYEHME MO YMO/YAHMIO.
ethernet-oam remote-fail- BKAOUNTL NOAAEpPKKY M 06paboTKy cobbiTnin «remote-failure».
ure
—/BKAIOYEHO
no ethernet oam re- BoccTaHOBUTL 3HAaYEHWE MO YMOYAHMIO.
mote-failure
ethernet oam remote-loop- BKAtounTb NnoaaepKky dyHKkunmn remote-loopback.
back supported — JoTkniodeno
no ethernet oam re- BoccTtaHOBUTL 3HaYEHME MO YMONYAHWIO.
mote-loopback supported
ethernet oam uni-direc- BKNOUNTL GYHKLMIO OBHAPYXKEHNA OAHOHANPaB/IEHHbIX CBA3EN Ha
tional detection 6ase npoTtokona Ethernet OAM.
— —/OTKAKOUYEHO
no ethernet oam uni-direc- BoccTaHOBUTL 3HAUYEHME MO YMOYAHMIO.
tional detection
ethernet oam uni-direc- OnpefenvTb peakuuio KOMMyTaTopa Ha OAHOHAMNpPaBAEHHYIO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap 1 3anucb B XXypHan;
—/log - error-disable — nepesog nopTa B coctosHue «error-disable»,
3anucb B XXypHan u otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHOBWTL 3HaYeHWE MO YMOHAHMIO.
tional detection action
ethernet oam uni-direc- BKtOUNUTL arpeccuBHbIV peXUM onpeseneHns
tional detection agressive OfHOHanNpaBneHHoW cBA3n. Ecam oT cocegHero ycTpoicTea
nepectatot npuxogutb Ethernet OAM-coobueHns — AMHK
—/oTK/04eHO

no ethernet oam uni-direc-
tional detection aggressive

nomeYyaeTcsa Kak O,D,HOHaI'IpaBneHHbIVI.

BoccTtaHOBUTL 3HaYeHWe no YMON4YaHUIO.

ethernet oam uni-direc-
tional detection discovery
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOW UHTepBan AN onpeaeieHnsa TUMna cBAsmn
Ha nopTy.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

KomaHObl pexcuma privileged EXEC

Bce KomaHAbl JOCTYNHbI ANS MPUBUAEIMPOBAHHOIO MoJib30BaTeNs. Bua 3anpoca KOMaHAHOMN CTPOKU
perknma privileged EXEC:

console#

Tabnnua 146 — KomaHabl pexxkuma privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

OuncTuTb cTatucTUKy Ethernet OAM ana ykasaHHOro nHTepdeiica.
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).
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show ethernet oam discov-
ery [interface {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pa3uTb cocTosiHWe NpoToKkona Ethernet OAM anAa yKasaHHoOro
nHTepdelica.

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OTO6pPa3nTb CTAaTUCTUKY 06MEHa NPOTOKOIbHBIMU COOBLLEHUAMM
019 YKa3aHHOro uHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTo6pa3unTb HacTpoku Ethernet OAM gns yKaszaHHoOro
nHTepdelica.

show ethernet oam uni-di-
rectional detection [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OT06pa3nTb COCTOAHNE MeXaHM3Ma onpeaeneHns
04HOHANpPaB/EeHHbIX CBA3EN A8 YKa3aHHOTo HTepdeiica.

ethernet oam remote-loop-
back {start/stop}

interface { gigabitether-

net gi_port
/tengigabitethernet te_port
}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24)

3anycTuTb NPOLLECC TECTUPOBAHMA KaHaa C MOMOLLbIO
ethernet oam remote-loopback Ha ykazaHHoMm uHTepdelice.

[pumepbl 8bIN0AHEHUS KOMAHO

=  OT06pa3unTb cOCTOAHME NPOTOKONA ANA nopTa gigabitethernet 1/0/3:

console# show ethernet oam discovery interface GigabitEthernet 0/3

Local client

Mode:
Unidirection:
Link monitor:

MIB retrieval:
Mtu size:

Port status:

PDU revision:
Remote client

Vendor (oui) :

PDU revision:
Mode:

Unidirection:
Link monitor:

MIB retrieval:
Mtu size:
console#

gigabitethernet 1/0/3

Remote loopback:

Operational status:

Loopback status:

Remote loopback:

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

MAC address: a8:f£f9:4b:0c:00:03
a8 f9 4b
Administrative configurations:

3

active

not supported
supported
supported

not supported
1500
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5.17.9 Hacmpoiika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag — npeaocTaBaseT ¢yHKLMM Habatoae-
HWA, NOMCKa W YCTPAHEHUA HencnpaBHocTel B ceTax Ethernet, no3Bonsa KOHTPoOAMPOBATL COEfMHEHME, U30-
NIMpoBaTb NpobaeMHble Y4aCTKM CETU N MAEHTUDULMPOBATL KJAMEHTOB, K KOTOPbIM NPUMEHAIUCH OFpPaHnye-
HWA B CETW.

MpoToKoN onepupyeT ceayroWwmMmmn NOHATUAMM:

= Maintenance Domain (MD) — y4yacTOK ceTu, npuHagneKallinin n ynpasasemblit 0A4HMM ONepaTopoMm;

=  Maintenance Association (MA) — COBOKYMHOCTb KOHeuYHbIx Touek (MEP), Kaxaas u3 KoTopbix umeeT
oAnHakoBbIn naeHTMdmkatop MAID (Maintenance Association Identifier), onpegenatowmii Tun cep-
BUCA;

= Maintenance association End Point (MEP) — KoHeuYHas TO4Ka cepBuca, pacno/ioXKeHHas Ha ero rpa-
HULE;

= Maintenance domain Intermediate Point (MIP) — npomeKyTouyHan To4yKa AOMeHa.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoro KOHGUryprupoBaHus:

console (config) #

Tabnvua 147 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

ethernet cfm domain name Co3aatb (MM cmeHWTb ypoBeHb) CFM-gomeHa (MD) ¢ umeHem

[level level] name:(1..32) «nName» 1 NepeinTn B peKUM KOHPUIypuMpoBaHUA AOMEHA.
CMMBO/IOB - level — yposeHb CFM gomeHa.
no ethernet c¢fm domain level: (0..7)/0 Yaanute CFM-gomeH (MD) ¢ umeHem “name”.

name

KomaHObI pexcuma KoHgu2ypuposaHUa 0omMeHd

Bua 3anpoca KOMaHAHOW CTPOKM B PEXUME KOHOUTYPUPOBAHMA AOMEHa:
console (config-cfm-md) #

Tabnunua 148 — KomaHgbl pexkuma KoHdpurypuposaHma CFM-gomeHa (MD)

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

id { dns dns | name name
| mac mac_address num-
ber | null }

no id

name: (1..43) cumBosios
dns: (1..43) cumBonos
mac_address : H.H.H

mnm H:H:H:H:H:H vam H-

H-H-H-H-H
number: (0-65535)

Mo ymonyaHuto: id name

COOTBETCTBYET UMEHM
AoMmeHa

YKa3saTtb ugeHtnoukatop CFM-gomeHa (MD). UmeHem gomeHa
MOXET bbITb:

- dns — dns-ums;

- name — TEKCTOBAA CTPOKa;

- mac_address number — MAC-agpec 1 YucnoBoi
MaeHTUPUKaTOP AOMEHa;

- null — NULL naeHtmudukarop.

YCTaHOBUTb 3Ha4YeHME N0 YMOYAHUIO.

service port

{ vlan-id vian_id |
name name |
number number }

vlan_id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

Co3pgaTb CFM-cepsuc (MA) 6e3 npueasku k VLAN 1 nepexos B
pexmMm KoHOUTYpUpoBaHUA cepeuca.
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no service port

service vlan vian
{vlan-id vian_id |
name name |

number number

no service vlan vian_id

Yaanute CFM-cepsuc (MA).

Cosaatb CFM-cepsuc (MA), npussasaHHbiit K VLAN ¢ Homepom
«vlan» v nepeiTn B peXMm KOHOUTypUpoBaHUA cepsuca. UmeHem
CEepBUCa MOXKET ObITb:

- vlan_id — Homep VLAN;

- name — TEKCTOBAA CTPOKa;

- number — yncnosoi naeHTMdMKaTop.

Ypanute CFM-cepsuc (MA), npussasaHHoro K VLAN ¢ Homepom
«vlan_id».

mip auto-create [lower-
mep-only]

no mip auto-create

—/aBTOMaTunyeckoe
CO3AaHuNe OTKOYEHO

BK/OYNTb aBTOMATUYECKOE CO34aHME NPOMEXKYTOUHbIX TOYEK
cepsuca (MIP). MpomeKyTouHble ToUKM cepBuca (MIP) cospatoTcs
Ha BCeX NopTax, Ha KoTopbix NnponucaH VLAN cepsuca.
HeobnazaTenbHbiii napameTtp «lower-mep-only» nckaoyaet us
CNKUCKa NOPTbI, HA KOTOPbIX Y¥Ke co3AaHa KOHeYHas TOYKa cepsuca.

YCTaHOBWUTb 3HAYeHME NO YMONYaHULO.

KomaHObI pextuma KoHgu2ypuposaHus cepsuca

BuAa 3anpoca KOMaHAHON CTPOKM B peXxnume KOHPUIrypupoBaHMA JOMEHa:

console (config-cfm-ma) #

Tabanua 149 — KomaHabl pexuma KoHpurypuposaHua CFM cepsuca (MA)

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

continuity-check interval
interval

no continuity-check in-
terval

interval: (1, 10, 100, 600)
cekyHa/1 cekyHaa

YcTaHOBUTbL MHTepBas oTnpasku Continuity Check coobuieHmii.

YCTaHOBUTb 3Ha4YeHWe NO YMONYAHUIO

direction down

no direction down

YCTaHOBUTbL HanpaB/ieHMe KOHeYHOoM TouKon cepeuca (MEP) B
HUCXo4ALLee.

YCTaHOBWUTb HanpaBieHMe KOHeYHOoM Touku cepsuca (MEP) B
Bocxojsllee.

efd notify erps

no efd notify erps

—/BbIK/IIOYEHO

BKAOUMTL OTNpPaBKy yBeAOMAEHN 06 06HapyKEHUN U3MEHEHUS
cocToAHMA Konbla ERPS Ha cobbiTua events propagation link
failure/restore n HapyleHMe CBA3ZHOCTM, AETEKTUPOBAHHbIX C
nomoupto Continuity Check Protocol (CCM)

OTKAOYUTD OTNPABKY YBEAOMIEHUN.

mep id

no mep id

id: (1..8191)

[o6aBuTb KOHeYHyto TouKy cepsBuca (MEP) ¢ naeHtudmnkatopom
«id» K AaHHOMY cepBuCy.
JaHHOW KOMaHAO0M OCyLLecTBAAETCA TONbKO NPUBA3KA
I MEP K cepucy. MEP co3gaetca B pexxume KOHGUrypm-
poBaHusa uHtepdeiica.

YanuTb KOHeYHyto TouKy cepsuca (MEP).

mip auto-create { lower-
mep-only | none }

no mip auto-create

—/no ymonyaHuio
MCMONb3YeTCA PeXxnm,
CKOHOUIYPUPOBaHHbIN

[ANA JOMEHa, B KOTOPOM

HaxoAunTCA cepBuC

BKAOUNTL aBTOMATUYECKOE CO3aHME NPOMEXKYTOUHbIX TOYEK
cepsuca (MIP). NMpomexyTouHble Touku cepsuca (MIP)
€03[al0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN cepsuca.
HeobssaTenbHble napameTpbl:
—  lower-mep-only — McKntoYaeT U3 cnmcka NopTbl, Ha
KOTOPbIX Y¥Ke CO34aHa KOHeyHasn Touka cepsuca (MEP);
—  none — He CO3/aBaTb aBTOMATUYECKN MPOMEIKYTOUHbIE
TO4KM cepsuca (MIP).

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

BuA 3anpoca KOMAHOHOM CTPOKM B pexume KoHPUrypmuposaHus mHtepderica Ethernet, nHrepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 150 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ethernet cfm mep mep_id
domain domain_name
service {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-
id vlan_id | name name |
number number}

mep_id: (1..8191);
domain-name: (0..32)
CUMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cumB0ONOB;
number: (0..65535).

Co3gaTtb Ha UHTepdeice KOHeYHO ToYKK cepeuca (MEP) ¢
naeHTnGuUKaTOopom mep_id ANA yKazaHHOro cepBuca B YKa3aHHOM
[OMEHE U Nepexos, B peXXnum KoHourypmposaHus MEP.

YAanuTb KOHEYHYIO TOUKY cepsuca ¢ MHTepdeiica.

KomaHObI pexcuma KoHgU2ypuposaHUa KoHeYHol moYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUIypupoBaHUa AOMeHa:

console (config-if-cfm-mep) #

Tabnumua 151 — KomaHapl pexkuma KoHpurypmuposaHma CFM KoHeuHol Touku (MEP)

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
Mo yMoA4YaHuto
active BK/IIOYNTb KOHEYHYIO TOYKY cepBuca (MEP).
- —/BbIKNtOYEHa
no active YCTaHOBWUTb 3HAYEHME MO YMOTYAHMIO.

continuity-check enable

no continuity-check ena-
ble

—/BbIK/IIOYEHA

BkntoueHune otnpasku Continuity Check coobuieHni.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

COs cos

Nno Cos

cos: (0..7)/7.

YcTaHOBUTb 3HauYeHue npuopuTeTta CoS, ¢ KoTopbim ByayT
oTtnpasnsaTbes Continuity Check coobueHus.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKa3aTtb MHTEPBas 3a4EPXHKM, N0 UCTeYeHUM KoToporo Byaert
reHepuMpoBaTbCA aBapus.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKaszaTb NPOMEXKYTOK BPEMEHM, MO UCTEYEHUU KOTOPOTO
npounsonget cbpoc aBapum.

YCTaHOBUTb 3HaYeHue Nno YMOYaHULO.

alarm notification { all |
error-xcon | remote-er-
ror-xcon | mac-remote-
error-xcon | xcon | none }

no alarm notification

—/mac-remote-error-
xcon

BKNOUMTD yBEAOMIEHUA ANA ONPeseNeHHbIX TUMOB CObbITUIA.
Tunbl cOBbLITUI:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote, DefError,
DefXcon;

- error-xcon — TonbKo cobbitua DefError u DefXcon;

- remote-error-xcon — T0/1bKo cobbiTuAa DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon — T0/1bKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — ToAbKo cobbiTne DefXcon;

- none — yBEAOM/IEHUA OTK/IIOYEHbI.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabanua 152 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aeiicmeue

show ethernet cfm do-

R name: (1..32) cumBosios
main [name]

OT106pa3unTb MHPopMaLmto 06 yKazaHHOM gomeHe namn 060 Bcex.

show ethernet cfm errors _

OT06pa3unTb uHPopmaumto 06 ownbkax Continuity Check
npoToKoAa.

show ethernet cfm
maintenance-points { lo- —
cal | remote }

OT06pa3zuTb MHGOPMALMIO O JIOKANbHbIX MW YAANEHHbIX
KOHEYHbIX To4Kax cepsuca (MEP).

name: (1..43) cumBonoB
mac-address: H.H.H nan
H:H:H:H:H:H nan H-H-H-
H-H-H;
number: (0-65535)

show ethernet cfm mpdb
[domain-id { dns name |
name | name name| mac
mac-address number |
null}]

OT06pazuTb MHGOPMALMIO O NPOMEKYTOUHbIX TOUKAX cepBuca
(MIP) ons yKasaHHOro 4OMEHa UK AN1S BCEX.

show ethernet cfm statis-
tics

OTo6pa3uTb CFM-cTaTUCTUKY A8 BCEX AOMEHOB.

show ethernet cfm statis-
tics domain domain-name
service { vlan-id vian_id |
name name | number
number }

domain-name: (0..32)
CMMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cumBo0B;
number: (0..65535)

OT1o6pa3unTb CFM-CcTaTUCTUKY A1A YKa3aHHOIro AOMEHaA.

show ethernet cfm statis-

tics mpid id id: (1..8191)

OT106pa3nTb CFM-CTaTUCTUKY ANS YKa3aHHOW KOHEYHOM TOYKM
cepsuca (MEP).

5.17.10 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKuna pesepBMpoBaHUA, NpegHasHadeHHaa AnA obecneyeHMA HaZEXKHOCTU KaHana
nepefaun aaHHbix. B ceaske flex-link moryt Haxoautbesa ethernet n port-channel untepdelicel. OanH U3 aTnx
NHTepdelicoB HaxoamMTCcA B 3a6I0KMPOBAHHOM COCTOAHUM U HaYMHAET NPOMYyCKaTb TPadMK TONbKO B C/yyae

aBapuKn Ha BTOPOM MHTepdeiice.

KomaHObI pexcuma KoHguypuposaHua uHmepgelica Ethernet, uHmepdgelica 2pynnel Nopmos

BuA 3anpoca KOMaHAHOW CTPOKM B pexume KoHobUrypupoBaHusa nHTepdenca Ethernet, nHtepoeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 153 — KomaHabl pexkuma KoHpurypmuposaHua nHtepdeliica Ethernet, rpynnel noptos

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

flex-link backup {
tengigabitethernet te_port
| gigabitethernet gi_port |

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel (1..48)/—

port-channel port_channel}

Bkntoumnts flex-link Ha MHTepdeice n HasHauMTb BbIOBpaHHOMY
nHTepodelicy ponb backup-nntepodetica B flex-link nape.
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no flex-link backup {
tengigabitethernet te_port
| gigabitethernet gi_port |
port-channel port_channel}

BbikntounTs flex-link Ha uHTepdeiice n yaanutb BbibpaHHbIN
nHTepodeiic us flex-link napsoi.

flex-link preemption mode
[forced | bandwidth| off]

no flex-link preemption
mode

—/off

3apaTb AencTBMe Npu NOAHATUM MHTepdelca, y4acTBYHOLLErO BO
flex-link:

- forced — ecnun nogHaBWMiicA MHTEpEC HAaCTPOEH KaK master, To
OH CTaHEeT aKTUBHbIM UHTepdencom;

- bandwidth — npu nogHATUN MHTepdelica akTUBHbBIM CTaHeT
MHTepdeiic c bonblielt NPOoNyCcKHOW CNOCOBHOCTbIO;

- off — nogHABWMIiCA HTepdelic ocTaHeTcs B 3a6/10KMPOBAHHOM
COCTOAHUM.

BepHyTb 3Ha4YEHME N0 YMONYaHUIO.

flex-link preemption delay
delay

no flex-link preemption
delay

delay: (1..300)/35

3afaTb Bpems OT Nepexosa OTK/UYEHHOro NopTa B COCTOAHMNE
«up», N0 NPOLLECTBMUN KOTOPOTO BbINOJHAETCA AeicTBuUe,
ycTaHoB/ieHHoe KomaHzaol flex-link preemption mode.

- delay — nepwopg, BpemeH#, B CEKYHOAX.

BepHyTb 3HaYeHWe No yMOoNYaHuo.

KomaHObI pexcuma privileged EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 154 — KomaHapl pexxknma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show interfaces flex-link
[detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port |
port-channel port-chan-
nel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24);
port_channel: (1..48)

Moka3saTb KoHdUrypauuio dyHKumm flex-link.

5.17.11 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuuA Layer 2 Protocol Tunneling (L2PT) nosBonseT nponyckaTb C/y»KebHble NakeTbl pa3anyHbIx L2-
npotokonos (PDU) yepes ceTb npoBaliaepa, 4To NO3BOSAET «MPO3PaAYHO» CBA3ATb KIMEHTCKUE CETMEHTbI CETH.
L2PT wuHKkancynmpyet PDU Ha rpaHM4YHOM KOMMYyTaTOpe, nepedaeT WX Ha ApYyroh rpaHUYHbIN
KOMMYTaTOpP, KOTOPbIM OXKMAAET CneunasibHble MHKancyIMpoBaHHbIe Kaapbl, @ 3aTeM AeKancyanpyeT ux, 4To
No3BO/AET NO/b30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb Nposaiaepa.
KommyTtaTopbl cepmum MES3000 npeaocTaBastoT BO3MOXKHOCTb MHKANCyIMPOBaTb CayKebHble nakeTbl
npotokonos STP, LACP, LLDP, IS-IS.

[lpumep

Ecnum BrkAtountb L2PT gns npoTtokona STP, To kKommyTtatopbl A, B, C 1 D 6yayT o6beagmHeHbl B OAHO
cBA3ylOLEee AePEBO, HECMOTPSA Ha TO, YTO KOMMYTATOP A He coeAMHEH HaNPAMYLO C KommyTaTopamu B, Cu D
(PucyHok 52 — Mpumep paboTbl pyHKUMM L2PT). UHPopMaLma 06 MU3MEHEHUN TONONOTMM CETU MOXKET BbITb
nepegaHa CKBO3b CETb NpoOBaliaepa.

176 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




HELTEX

Cetb
nposangepa

Switch 2

PucyHok 52 — Mpumep paboTbl dyHKUMM L2PT
Anroputm paboTbl pyHKUMOHANA CAeayOWmiA:
MHKancynauma:

1. Bce L2 PDU nepexsaTbiBatoTca Ha CPU;

2. Moacuctema L2PT onpeaenset L2-npoToKOA, KOTOPOMY COOTBETCTBYET NpuHATLIN PDU, n npose-
PSieT, BK/tOYEHA /1M Ha NOPTY, C KOTOPOro NpMHAT 3ToT PDU, HacTpolika I12protocol-tunnel ana aax-
Horo L2-npoTtoKona.

Ecnun HacTpoiKa BKOYEH], TO:
— Bo Bce nopTbl VLAN, Ha KOTOPbIX BKAKOYEHO TYHHeAnpoBaHue, oTnpasnaeTca PDU-Kaap;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TYHHENIMpOBaHWe, OTnpasBnAeTca
WMHKancynnpoBaHHbI PDU-kaap (McxogHbiit Kagp ¢ Destination MAC-agpecom, U3MeHEHHbIM
Ha TYHHE/IbHbIN).

Ecnun HacTpoWKa BbIKAOYEHa, TO:

— PDU-Kagp nepeaaetcs B 06paboTyMK COOTBETCTBYIOLLENO NPOTOKONA.
Jdekancynauuma:

1. PeanusoBaH nepexsat Ha CPU Ethernet-kagpos c MAC-aapecom HasHaYeHUs, 3a4aHHbIM NPU Mo-
Mol KomaHabl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsat BK/AOYaETCA TONbKO TOrAa,
Korga xoTa 6bl Ha O4HOM MOPTY BK/OYEHA HACTPOMKA I2protocol-tunnel (He3aBncMmo OT NpoTo-
Kona).

2. Tlpu nepexsaTe naketa ¢ MAC-agpecom Ha3HAYeHMUA XX-XX-XX-XX-XX-XX, OH CHayana nonajaeT B
nogcucrtemy L2PT, KoTopas onpegensaet L2-npoTtokon ana gaHHoro PDU no ero 3aronoBKy, n Npo-
BEpPAET, BKAKOYEHA /N Ha MOPTY, C KOTOPOrO MPUHAT MHKANCynMpoBaHHbIM PDU, HacTpolika
I2protocol-tunnel ana gaHHoro L2-npoTokona.
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Ecnun HacTpoiKa BKOYEH], TO:
—  MOPT, C KOTOpOro 6bl1 NOAYyYeH MHKANCYAnMpoBaHHbINM PDU-Kagp, 610KnpyeTca ¢ npuumHom 12pt-
guard.
Ecnum HacTpoiiKa BbIKAOYEHA:

— BO BcCe noptbl VLAN, Ha KOTOpbIX BK/AIOYEHO TyHHe/AMpOBaHWE, OTnpasaseTca
AeKancynmposaHHbIi PDU-Kagp;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TYHHE/AMpPOBaHWe, OTnpasaaeTca
WMHKancynnpoBaHHbI PDU-Kkaap.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnunua 155 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o yMmoA4YaHuo

12protocol-tunnel address
{mac_address}

3apatb MAC-aapec HasHaYeHna Ana TYHHeIMpYyeMblX KafpoB.
mac_address: A ap A Ty py ap

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

no I2protocol-tunnel ad-
dress

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

V‘ Ha rpaHuyHom uHTepdeiice aonKeH 6biTb OTKAIOYEeH NpoToKon STP (spanning-tree
disable).

Bua 3anpoca KOMaHAHOM CTPOKM B pexmnme KoHourypaumm nHtepdeliica Ethernet, nntepdeiica rpynnoi
nopToB:

console (config-if) #

Tabnunua 156 — KomaHabl pexkuma KoHdpurypaumm nHtepdeliica Ethernet

3HaveHue/3HaveHue
no ymoa4YaHuro
12protocol-tunnel {stp | BKNOUMTD pexxnum MHKancynauum naketos STP BPDU.
lacp | lidp | isis-I1 | isis-12
| pvs; | cdp | dtp | vtp |
pagp
no I2protocol-tunnel {stp | —/Beiknioneno BbIK/IOUNTL peXKMM MHKancynaumm naketos STP BPDU.
lacp | lldp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp}
12protocol-tunnel cos cos 3aaatb 3HaYeHue CoS ans 3anakoBaHHbIX PDU-Kagpos.
no I2protocol-tunnel cos cos: (0..7)/5 YcraHoBuTb COS B 3HaYeHME N0 YMOTYAHUIO.

KomaHoa Aelicmeue
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12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp |

pagp} threshold

no I2protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp | pagp}

threshold:
(1..4096)/BbIKNtO4EHO

HacTpouTb noporosoe 3Ha4yeHue CKoOpocTn BxogAawmx PDU-
KaZpoB (B MaKeTax B CEKYHAY), NOYYEHHbIX U NOANEKALLNX

WHKancynsumu. NMpu npesbiweHun nopora PDU otbpacbiBatoTes.

OTKNIOUYNUTD PEKMM KOHTPOIA CKOPOCTH BXOAALLMX PDU-Kaapos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pust | cdp | dtp | vtp |
pagp} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp}

threshold:
(1..4096)/BbIKNtO4EHO

HacTpouTb noporosoe 3Ha4YeHue CKoOpocTn BxogAawmx PDU-
KaZpoB (B MaKeTax B CEKyHAY), MONYYEHHbIX U NOANEMKALLUX
WHKancynsumun. Npu npesbilWeHMN Nopora nopt byaet
nepesegeH B coctonaHue Errdisable (oTkatoueH).

OTKNIOUYNUTD PEKMM KOHTPOA CKOPOCTU BXoAALLMX PDU-Kaapos.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 157 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aeiicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: ( 1..48).
group]

OT06pa3snTb nHPopmaumto L2PT ana ykasaHHOro nHtepdelica
UAKN ana Bcex NHTepdelicos, Ha KOTOPbIX BKAtOYeH L2PT, ecau
HTepdelc He yKasaH.

clear I2protocol-tunnel

statistics [gigabitethernet gi_port: (1..8/0/1..48);

gi_port | ) i
tengigabitethernet te_port te_port: (1..8/0/1..24);

L fo_port:(1..8/0/1..4);
| fortygigabitethernet roup: ( 1..48)
fo_port | port-channel group:{ L..
group]

OuncTUTb CTaTUCTURY L2PT ana ykazaHHOro nHtepdeiica nam
AN Bcex UHTepdelicoB, Ha KOTOPbIX BKAOYeH L2PT, ecnm
MHTepdelc He yKasaH.

[pumepbl 8bINOAHEHUS KOMAHO

= YcTaHOBUTb TYHHeNbHbIM MAC-aapec B 3HadeHue 01:00:0c:cd:cd:d0, BkntounTb otnpasky SNMP traps

oT Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-threshold).

console (config)# l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config)# snmp-server enable traps l2protocol-tunnel

= BKAOUUTb peXum TyHHenmpoBaHusa STP Ha uHTepdelice, yctaHOBUTL 3HayeHue CoS-naketos BPDU
PaBHbIM 4, BKAKOYUTb KOHTPOIb CKOPOCTU BXOAALWMX NakeTos BPDU.

console (config) # interface gigabitEthernet 1/0/1
console (config-if) # spanning-tree disable
console (config-if) # switchport mode customer
console (config-if) # switchport customer vlan 100
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console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

console# show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/o/1 4 stp 100 40 650 0 450

Mpumepbl coobuieHMin o cpabaTbiBaHUM TpUrrepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/o0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1

5.18 Voice VLAN

Voice VLAN ucnonb3syetca ana sbiaeneHuns VolP-obopyaosanua B otaenbHyto VLAN. Ans VolP-kagpos

MOTyT 6bITb Ha3Ha4yeHbl QOS-aTpUBYTLI ANA NPUOPUTM3ALUM TpaduKa. Knaccndukauma Kagpos, OTHOCALLMXCA
K Kagpam VolP-obopyaoBaHua, 6asunpyetca Ha OUI (Organizationally Unique Identifier — nepsble 24 6uTa
MAC-aapeca) oTnpasutens. HasHaueHune Voice VLAN ana nopta nponcxoamT aBTOMaTUYECKM, KOrAaa Ha NopT
noctynaet Kagap ¢ OUI u3 tabamupl Voice VLAN. Korga nopt onpegenaetcs, Kak npuHagnexawmii Voice VLAN
— AaHHbIN nopT Aobasnaetca Bo VLAN Kak tagged.

Voice VLAN npymeHuMm ana cnegytowmx CXem:

— VolP-0bopypoBaHMe HacTpauBaeTcd, 4YToObl paccblnaTb TerMpoBaHHble nakeTtbl, ¢ ID Voice
VLAN, HacTpoeHHbIM Ha KOMMyTaTope.

— VolP-obopygoBaHue paccbinaet HeTermpoBaHHble DHCP-3anpochkl. B otBeTe ot DHCP-cepBepa
npucytcteyeT onuua 132 (VLAN ID), ¢ nomoLliblo KOTOPOWM YCTPOMCTBO aBTOMATUYECKM
Ha3HayvaeT cebe VLAN ana mapK1MpoBKku Tpadpuka (Voice VLAN).

Cnucok OUl npoussoauteneit VolP-060pya0BaHMA, LOMUHUPYIOLWMX HA PbIHKE:

oul dupma-nponssogutesnb

00:E0:BB 3COM

00:03:6B Cisco

00:E0:75 Veritel

00:DO0:1E Pingtel

00:01:E3 Siemens

00:60:B9 NEC/ Philips

00:0F:E2 Huawei-3COM

00:09:6E Avaya
V Voice VLAN moxkeT 6biTb aKTUBUPOBAH Ha NopTax, paboTatowmx B pexkume trunk n general.
V Mpun HasHauyeHun Voice VLAN Ha cTopoHe OKOHeuyHoro obopyaoBaHuA HeobxoaMmMoO uc-

‘ nonb3osartb lldp-med noantuku nnm DHCP.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnnua 158 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmesue

voice vlan aging-timeout
timeout

no voice vlan ag-
ing-timeout

timeout: (1..43200)/1440

YcTaHOBWTL TaiMayT A/1A NOpTa, NPUHAA/IeXKalLero K voice-vlan.

Ecnv ¢ nopTa B Te4eHMe 3a4,aHHOTO BpeMeHU He Bbl1o Kagpos ¢
OUI VolP-obopyaoBaHus, To voice vlan yaanaetca c gaHHoro
nopra.

BoccTaHOBUTL 3HAYeHMeE No YMONYaHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0-7)/6

YCTaHOBUTb BbIXOAHYIO odyepeapb ans Tpaduka B Voice VLAN B
COOTBETCTBMM C HAcTpoeHHbIM ana Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — BkntoyaeT nepeHasHayeHme CoS Ha yKasaHHbIW Ana
Tpadmka B Voice VLAN.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

voice vlan id vian_id

no voice vlan id

vlan_id: (1..4094)

YctaHoBUTb ngeHTuomkatop VLAN gns Voice VLAN

Yaanutb naeHtndpunkatop VLAN ana Voice VLAN
Ona ypanenua naeHtudpuratopa VLAN Tpebyetca
npeaBapuUTeNbHO OTKAOUUTb (YHKUMIO voice vian
Ha BCeEX NopTax.

voice vlan oui-table {add
oui | remove oui} [word]

no voice vlan oui-table

word: (1..32) cumBonos

MNo3BoAnTb peaaktTnposatb Tabamuy OUI.
- oui — nepsble 3 6anTa MAC-agpeca;
- word — onucaHue oui.

YpanuTb Bce Nosib3oBaTesibCkue nameHeHus OUI-Tabamubl.

voice vlan state {oui-ena-
bled | disabled}

no voice vlan state

-/BbIKNIOYEHO

Bkntountb/oTkNtoumnTb Voice VLAN.

BepHyTb 3Ha4YeHne No yYMOI4aHUIo.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnoi

nopToB:

console (config-if) #

Tabanua 159 — KomaHgb! pexkuma KoHdpurypaumm nntepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

voice vlan enable

Bkatoumtb Voice VLAN ana nopra.

- —/oTKNOYEHO -
no voice vlan enable OtkntoumTb Voice VLAN pgns nopra.
voice vlan cos mode {src | BKNOUMTb MapKUPOBKY TpadmKa Aaa BCeX Kaapos, M0 TONbKO
all} —/src 018 UCTOYHMKA.

no voice vlan cos mode

BoccTaHOBUTL 3HaYeHme no YMONYAHULO.
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5.19 FpynnoBas agpecauyua

5.19.1 ®yHKyua nocpedHuKka npomokona IGMP (IGMP Snooping)

®dyHKuMa IGMP Snooping Mcnonb3ayetca B CETAX rPynnoBon paccblikn. OcHoBHOW 3agayen IGMP
Snooping ABnsAeTcA NpefocTaBieHMe MHOTOaApecHOro TpaduKa ToNbKO ANA TeX MOPTOB, KOTOPbIE 3anNpocuan
ero.

V IGMP Snooping moxXeT Mcnoab30BaTbCA TO/NbKO B cTaTudeckou rpynne VLAN. Moaaepxu-
BaloTCA Bepcun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ' Y1066l IGMP Snooping 6bin akTUBHbIM, PYHKLMA rpynnoBoit ¢unbTpauum “bridge mul-

e ticast filtering” ponyHa 6bITb BKAtOUeHa (cm. pasgen 5.19.2 Mpasuna rpynnoBoii agpeca-

uum (multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAHOYEHBI MHOFOAZPECHbIE MapLLIPYTM3aTOPbl, OCHOBAHO Ha
cneayrowmx cobbiTuax:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nakeTbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NaKeTbl NPOTOKO/MA MHOroazpecHon mapuwpytusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NopTy;

— nakKeTbl NpoTokona Multicast Open Shortest Path First (MOSPF) npuHsTbI Ha NOpTy.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnnua 160 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no yMoaA4YaHUIo
ip igmp snooping Pa3pewnTb ncnosnbsosaHme oyHKUUKM IGMP Snooping
Nno yMon4aHuto GyHKLMA KOMMYTaTOpOM.
no ip igmp snooping BbIKNtOYeHa 3anpetuTb ncnonb3osaHue dyHKLuMK IGMP Snooping
KOMMYTaTOPOM.
ip igmp snooping vlan vian_id Paspewntb ucnonbsosaHme ¢pyHKummn IGMP Snooping
vlan_id: (1..4094) KOMMYTaTOpOM ANA AaHHOro uHTepderica VLAN.
no ymonuauuio dyHkuma | - vian_id — naentndrkaumoHHbiin Homep VLAN.
no ip igmp snooping vlan BbIKNtOYeHa 3anpetuTb ncnonb3osaHue dyHKLuMK IGMP Snooping
vlan_id KOMMYTAaTOpOM A8 AaHHoro nHtepdeiica VLAN.
ip igmp snooping vlan vian_id BKkAtoumTb NnepeHanpasneHue Bcex naketos IGMP Group
group-specific-query suppress Specific Query B NopTbl, NPUBA3aHHbIE K FPynne, COrnacHo
_ : vian_ id: (1..4094) Tabsmue ip igmp snooping groups. _
no ip igmp snooping vlan OTKNtounTbL NepeHanpasieHne naketos IGMP GroupSpecific
vlan_id Query B NOpTbl, NPUBA3aHHbIE K rpynne, cornacHo Tabauue
ip igmp snooping groups.
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ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vian
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

3apeructpuposaTb rpynnosoii IP-agpec B Tabanue
rpynnoBoi agpecaunm n cTaTMdeckn gobasutb MHTEpdENnchl
M3 rpynnbl ans Tekywen VLAN.

- vlan_id — npeHTMdUKauMoHHbIM Homep VLAN;

- ip_multicast_address — rpynnosow IP-agpec.
MNepeuncneHne nHTepdelicoB OCYLLECTBAAETCA YEPE3 K-» U
«n.

Yaanute rpynnosoit IP-agpec 13 Tabaunupi.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo YMOYaHMIO
paspeLeHo

PaspewnTtb gns gaHHow rpynnsl VLAN aBTOMaTU4Yeckoe
pacno3HaBaHWE NOPTOB, K KOTOPbIM MNOAKAOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

3anpetutb ana gaHHou rpynnbl VLAN aBTOMaTUyeckoe
pacno3HaBaHWe NOPTOB, K KOTOPbIM MOAKOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OnpeaenvTb NOPT, K KOTOPOMY NOAKIOYEH MapLIpyTU3aTop
MHOTroaZpecHOM PaccblIKM Ans 3agaHHon VLAN.
- vlan_id — ngeHTMdUKauMOoHHbIM Homep VLAN.

YKasaTb, YTO K NOPTY He NOAK/OYEH MapLIpyTM3aTop
MHOT0aZpPeCcHOM PACcCbIIKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter in-
terface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YcTaHOBWTb 3anpeT Ha onpeaeneHune nopTa (cTaTuyecku,
AVHAMMYECKM) KaK NopTa, K KOTOPOMY NOAK/OYEH
MapLLUpPYTU3aTOP MHOFOAAPECHOMN PACChINKMU.

- vlan_id — npeHTMdunKaumoHHbIn Homep VLAN.

CHATb 3anpeT Ha onpegeneHre NopTa Kak nopra, K
KOTOPOMY MOAK/IIOYEH MaPLLPYTM3aTOP MHOTOA4PECHOM
PacCbINKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
—/Bblgaya 3anpocos
OTK/oYeHa

BK/OUMTL NOAAEPIKKY BblAa4YM 3aNpoCcoB igmp-query
KOMMYyTaTopom B AaHHOM VLAN.

OTKNOYNTL NOAAEPKKY BblAauM 3anpocoB igmp-query
KOMMYTaToOpoMm B AaHHOM VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094)

BKntounTb 3ameHy IP-agpeca NCTOYHMKA Ha YKa3aHHbIN P-
aapec Bo Bcex naketax IGMP report B 3agaHHoi VLAN.
-vlan_id — naeHTMounKaumoHHbIn Homep VLAN;

- ip_address — IP-aapec, KoTopbiit 6yaeT NoAcTaB/eH B
naket IGMP report.

OTKNOUMTL 3ameHy IP-agpeca nctoyHunka B naketax IGMP
report B 3agaHHoM VLAN.

ip igmp snooping vlan vian_id
replace source-mac
mac_address

vlan_id: (1..4094);
mac_address: (H.H.H nan
H:H:H:H:H:H nnn H-H-H-

H-H-H
— /BbIK/OYEHO

BkntounTb 3ameHy MAC-agpeca MCTOUYHMKA Ha YKa3aHHbIN
MAC-agpec Bo Bcex nakeTax IGMP report B 3agaHHon VLAN.
- vlan_id — npeHTMdUKaumoHHbI Homep VLAN;

- mac_address — MAC-agpec, KOoTopblit byaeT noacTaBneH B
naket IGMP report.
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no ip igmp snooping vlan
vlan_id replace source-mac

OTkAtounTb 3ameHy MAC-agpeca UcTovHMKa B naketax IGMP
report B 3agaHHol VLAN.

ip igmp snooping vlan vian_id
replace interface interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Paspewntb nogmeHy MAC-agpeca UCTOYHUKA nan IP-
agpeca UCTOYHMKaA BO Bcex nakeTtax IGMP report,
NocTynawLWwux B 3a4aHHbI NOPT B 3a4aHHOMN VLAN.

- vlan_id — ngeHTMdUKauMOoHHbIM Homep VLAN.

— - group: (1..48)
no ip igmp snooping vlan — /paspeweHo 3anpetntb nogmeHy MAC-agpeca UCTouHUKa nam IP-agpeca
vlan_id replace interface MCTOYHMKa BO Bcex nakeTax IGMP report, noctynatowmx 8
interfaces 3aaHHbIN NOPT B 3aaHHOMN VLAN.
ip igmp snooping vlan vian_id YcTtaHoBUTb Bepcuio IGMP-npoToKona, HAa OCHOBaHUM
querier version {2 | 3} /IGMPV3 KoTopoW byayT popmuposatbes IGMP-query 3anpocsl.

no ip igmp snooping vlan
vlan_id querier version

YCTaHOBWTb 3HaYeHWe N0 YMOYaHUIO

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpeaennTb UcxoaHbIn IP-agpec, KoTopbin bygeT
mcnonb3oBaTbea IGMP querier-om. Querier — ycTpomncTso,
KoTopoe oTtnpasnaet IGMP-3anpocsl.

YCTaHOBUTb 3HaYeHME Mo ymonYaHuio. [1o ymonyaHuio ecim
IP-agpec HacTpoeH ana VLAN, oH ucnonb3yeTtca B Kayectse
agpeca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave [host-based]
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id immediate-leave [host-
based] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

vlan_id: (1..4094);
—/BbIK/IOYEHO
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha
Tekyuer VLAN. O3HavaerT, 4To NopT A0JIXKeH bbITb
HemeaNeHHOo yganeH us rpynnel IGMP nocne nonyyeHma
coobuweHua IGMP leave.

- host-based — mexaHusm fast-leave cpabatbiBaeT ToNIbKO B
TOM Cny4ae, Korga Bce Nosib30BaTeNu, NOAKAOYEHHbIE K
AAHHOMY MOPTY OTAMCANNCL OT rPYNMbl (CHETUMK
nosnb3oBaTenen BegeTcs Ha ocHoBaHUM Source MAC-
aapecos B 3aronoskax IGMP-report);

- interface — npu Ucnosb30BaHUKM AaHHOIO NapameTpa
mexaHu3m fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX
nHTepoericax (npu ycnosuu, yto npouecc IGMP Snooping
Immediate-Leave He BK/AOYEH rN06anbHO Ha TeKyLL e
VLAN).

OTkAtounTb Npouecc IGMP Snooping Immediate-Leave Ha
Terywel VLAN nnm ykasaHHom dusnyeckom nHtepdeiice.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BkntounTb PyHKLMIO proxy report B onpeaeneHHom VLAN.
Mpw BKNOYEHUM 3TOW GYHKLMM KOMMYTATOP Ha
npuweawme IGMP query byneT oTBeyaTb OT CBOErO UMEHU
ona ctatnyeckmx rpynn. Knnentckue IGMP report ans
CTAaTUYECKMX rPynn nNpu 3Tom oTbpacbiBatoTCA.

- version — yctaHasauBaeT Bepcuio IGMP gna otnpaBku
nakeTos. [10 ymonyaHuio Bepcua onpeaenserca no
npuweawemy Ha KommyTtaTop nakety IGMP query.

BbikntounTb Proxy report B onpegeneHHom VLAN.

ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

BKAOUMTb MannuHr HeTermposaHHbIX IGMP-3anpocos ana
QinQ-nHTepdelicos Ha yKasaHHbIM vlan_id.

interface — mannuHr BKNtOYAETCA TOIbKO Ha YKa3aHHbIX
MHTepdeicax.
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BbIKNOYMTb MannuHT HeTernpoBaHHbIX IGMP-3anpocos gna
yKasaHHbIX QinQ-nHTepdeicos.

interface — mannWHT BbIKNIOYAETCA TO/ILKO HA YKa3aHHbIX
MHTepdemcax.

no ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

BKAOUMUTL MannuHr TermposaHHbIx cvlan-id IGMP-3anpocos
ans QinQ-uHTepdeicos Ha yKasaHHbIN vian_id. interface —
ManmnWHF BKIOYAETCA TONbKO Ha YKa3aHHbIX MHTepdeicax.

ip igmp snooping map cpe vilan
cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

cvlan_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BbIKAOUMTb ManNNUHT TerMpoBaHHbIX cvlan-id IGMP-
3anpocoB ANA yKa3aHHbIX QinQ-nHTepdeicos.

interface — mMannWHT BbIKNKOYAETCA TO/ILKO HA YKa3aHHbIX
MHTepdeiicax.

no ip igmp snooping map cpe
vlan cvilan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma KoHdurypaumm VLAN:
console (config-if) #

Tabnnuya 161 — KomaHgbl pexkuma KoHdurypaumm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YCTaHOBUTbL 3HayeHue yctonumsoctu gns IGMP.
Ecnu Ha KaHane HabntogaeTca NoTeps AaHHbIX, 3HaYeHne
YCTOMYMBOCTM AO0KHO ObITb yBENNYEHO.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp version {2 / 3}

no ip igmp version

—/IGMPv3

YcraHoBuTb Bepcuio IGMP-npoTokona.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp query-interval sec-
onds

no ip igmp query-interval

seconds: (30..18000)/125
C

YCTaHOBUTb TailimayT, MO KOTOPOMY CUCTEMA OTNpPaBAAET
OCHOBHbIE 3aMNPOCbl BCEM YY4aCTHUKAM TPynrbl MHOrOaApecHom
nepeaaun gna NpoBEPKMN UX aKTUBHOCTM.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YCTaHOBUTb MaKCUMaibHOE Bpema OTBETa Ha 3anpoc.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp last-mem-
ber-query-count count

no ip igmp last-mem-
ber-query-count

count: (1..7)/3HaueHune
nepemeHHol robustness

YCTaHOBUTb KOJIMYECTBO 3aNPOCOB, NOCNE PACCHINKN KOTOPbIX,
KOMMYTATOp onpeaenaeT, YTo Ha AaHHOM NOPTY HET
Xenawuwnx y4actsosaTb B MHOFOB,D,pecHOﬁ PaccblKe.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

ip igmp last-mem-
ber-query-interval millisec-
onds

no ip igmp last-mem-
ber-query-interval

milliseconds:
(100..25500)/1000 mc

YcTaHOBUTb MHTepBaa 3anpoca AnAa nocnegHero yd4aCtHUKa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdeica:

console (config-if)#

Tabnnua 162 — KomaHgbl pexxuma KoHurypaunm nHtepoeliica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatounTb nepeHanpasneHne IGMP-3anpocoB ¢ KANEHTCKUX
VLAN B Multicast VLAN ana nHtepdeiica B pexkxmme «access».
| AnA pabotbl gaHHOU PYyHKUMM TpebyeTca BKAOUEHUE
.’ ip igmp snooping He TonbKo rno6anbHo u B Multicast
VLAN, HO 1 B KAneHTcKux VLAN.

BbIkntounTb nepeHanpasneHme IGMP-3anpocoB C KANEHTCKUX
VLAN B Multicast VLAN ana nHtepdeiica B pexxume «access».

switchport trunk mul-
ticast-tv vlan vian_id

[tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntounTb nepeHanpasneHne IGMP-3anpocos 13 VLAN,
YYaCTHUKOM KOTOpbIX ABAsAeTca nopT, B Multicast VLAN gns
MHTepodeiica B pexknme «trunk». Multicast-tpadpuk nepenaetca
Ha NOPT HETErMPOBAHHbIM UAN TETMPOBAHHbBIM B 3aBUCMMOCTM
oT napameTpa tagged. MapameTp tagged yKkasbiBaeT Ha TO, YTO
Multicast-Tpaduk gonxkeH oTNpPaBAATLCA B NOPT TEFTMPOBAHHbBIM
8 Multicast VLAN.

BbikntounTb NnepeHanpasneHne IGMP-3anpocos B Multicast
VLAN. MopT nckAto4aeTcsa 13 rpynn MHOroaapecHom paccblkv B
Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntounTb nepeHanpasneHne IGMP-3anpocos n3 VLAN,
YYaCTHUKOM KOTOpbIX fABaseTca nopT, B Multicast VLAN gns
MHTepodeiica B pexknme «general». Multicast-tpadpumk
nepegaeTca Ha NOPT HETErMPOBAHHLIM MW TETMPOBAHHbBIM B
33aBMCUMMOCTM OT NapameTpa tagged. MapameTp tagged
YKa3blBaeT Ha To, Yto Multicast-TpadumK gonkeH oTnNpaBaATLCA B
nopT TerMpoBaHHbiM B Multicast VLAN.

BbikntounTb NnepeHanpasneHne IGMP-3anpocos B Multicast
VLAN. MopT 1ckAtoYaeTcs 13 rpynn MHOroaapecHOM Paccbliku B
Multicast VLAN.

KomaHOowbl pexcuma EXEC

Bce KOmaHAb! AOCTYMNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 163 — KomaHgb! pexkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

Moka3aTb HPopMaLMio 06 N3yHeHHbIX MHOFOaAPECHbIX
MapLUpyTU3aTopax B yKasaHHoi rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokaszatb uHopmauuto IGMP-snooping gns JaHHOroO
MHTepodeiica.
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show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MokasaTb nHbopMaLmMio 06 M3yUYeHHbIX MHOTOa4pPecHbIX
rpynnax, y4acTBytoLLMX B FPYNMOBOM paccbiiKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasaTtb Tabanuy cooTBeTcTBUI Mexxay VLAN obopynoBaHus,
YCTaHOBJ/IEHHOTO y nonb3oBatens, n VLAN ana teneseLlaHus.

show ip igmp snooping
authorization-cache
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBecTn nepeyeHb aBTOpM30BaHHbIX IGMP-rpynn Ha Bcex
MHTepdericax KommyTaTopa, MMHB0 TONIbKO Ha 3a4aHHOM
MHTepodeiice.

clear ip igmp snooping
authorization-cache
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OumncTuTb Tabnmuy aBTopnsoBaHHbIX IGMP-rpynn Ha Bcex
MHTepdericax KommyTaTopa, MMHB0 TONIbKO Ha 3a4aHHOM
MHTepodeiice.

[pumepbl 8bINOAHEHUS KOMAHO

Brknountb PpyHKumMo IGMP snooping Ha KommyTaTope. Ansa VLAN 6 pa3peluntb aBTOMaTUYECKOE pacno-
3HaBaHWe MNOPTOB, K KOTOPbIM MOAKAOYEHbl MHOroagpecHble MapLpyTU3aTopbl. YCTaHOBUTb WHTepBan
mexay IGMP-3anpocammn — 100 c. YBeNNYUTb 3HAYEHME YCTOMUMBOCTM A0 4. YCTAHOBUTb MaKCMMaibHOe
Bpems oTBeTa Ha 3anpoc — 15 c.

console# configure
(config)# ip igmp snooping
(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6
(
(
(

console
console

console
console
console

config-if)# ip igmp snooping query-interwval 100
config-if)# ip igmp robustness 4
config-if)# ip igmp query-max-response-time 15

5.19.2 Mpaeuna 2pynnoesoli adpecayuu (multicast addressing)

[aHHbIA Knacc KomaHA npeAHasHayeH ANA 33[aHuA NpaBwWa rPynnoBOWM ajpecauuu B CeTU Ha
KaHa/NIbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKK B perxnume KoHdurypaumm nutepdeica VLAN:

console (config-if) #
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Tabnnua 164 — KomaHabl pexkuma KoHpurypaumnm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipva-src-group}

no bridge multicast mode

—/mac-group

3apaTb peXxunm rpynnoBoi nepeaayn faHHbIX.

- mac-group — MHoroagpecHas nepegava, ocHosaHHasa Ha VLAN
n MAC-agpecax;

- ipv4-group — MHoroagpecHasa nepegaya ¢ TMnom ¢puabTpaLum,
0OCHOBaHHbIM Ha VLAN u agpece npuemHuKa B popmarte IPv4;

- ip-src-group — MHoOroagpecHas nepegaya ¢ TMnom GpunbTpauum,
0OCHOBaHHbIM Ha VLAN 1 agpece otnpasutens B popmarte |Pv4.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Oob6asutb rpynnoeoit MAC-agpec B Tabaunuy rpynnosou
apecaumu u ctaTuyecku AobaBuTb UK yaanuTb MHTEpPdeNcol 13
rpynnbl.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-aapec MHOroapecHoOm paccbiikuy;
-add — pobasnsaeT ctaTMyecKyto NoAnucky K rpynnosomy MAC-
aapecy amanasoHa Ethernet-nopTos uaum rpynn nopTos.

- remove — yaanfeT CTaTUYeCcKyto Nognucky K rpynnosomy MAC-
agpecy.

MepeuncneHne NHTepHEecoB OCyLLECTBAACTCA YEpes «-» U «,»

Ypanuts rpynnosoii MAC-agpec us Tabaunupl.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast forbid-
den address {mac_mul-
ticast_address | ip_mul-
ticast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAK/IOYEHME HacTpauBaemoro nopTa/nopTos K
rpynnosomy IPv6-aapecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-agpec MHOroaapecHoM paccbiikuy;
- add — no6asneHve NopTa/NOPTOB B CMUCOK 3aMNpPeLLEHHbIX;

- remove — ygasieHue nopTa/NopToB M3 CMCKA 3anpeLLeHHbIX.
MepeuncneHne MHTEPdENCOB OCYLLLECTBAAETCA YEPES «-» U «,»

YpanuTb 3anpeltatoltee npasuno gasa rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
nepesava Bcex
MHOroaApecHbIX
MaKeToB 3anpeLLeHa.

PaspewunTb Nepegayy BCEX MHOrOAZAPECHbIX MAaKeTOB Ha MOPTY.
- add — no6asnser nopTbl/06bEAMHEHHbIE NOPTbI B CMINCOK
NopTOB, A/1A KOTOPbIX paspelleHa nepeaaya Bcex rpynmnosbIxX
NnaKeTos;

- remove — y6upaeT rpynny nopTos/o6begnHEeHHbIX MOPTOB U3
paspeLluatolLero npasuna.

MepeuncneHve MHTEPGENCOB OCYLLLECTBAAETCA YEPEs «-» U «,».

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

Mo ymonyaHutio
NopTam He 3anpeLueHo
AVHaMUYecku
npucoeamnHATLCA K
MHOroazpecHom
rpynne.

3anpeTuTb NOPTYy AUHAMUYECKM A06aBAATLCA K MHOTOAPeCHOM
rpynne.

- add — po6asnsaer nopTbl/06begMHEHHbIE NOPTbI B CMNCOK
NopToB, A1 KOTOPbIX 3anpeLLeHa nepeAaya BCex rpynnosbIx
NaKeToB;

- remove — y6upaeT rpynny noptoB/o6befMHEHHbIX NOPTOB U3
3anpeLlatoLLero npasuna.

MepeuncneHme MHTephENCOB OCYLLECTBAAETCA Yepes «-» U «,».

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.
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bridge multicast ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ip-
address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apeructpupoBats IP-agpec B Tabauue rpynnosoit agpecauum n
cTaTuyeckun gobasnaet/yaanser uHTepdeiicol U3 rpynnbl.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — pobasnser nopThl K rpynne;

- remove — yaanaeT NopTbl U3 Fpynnbl;

MepeuncneHve MHTepPencoB OCYLLLECTBNAETCA YEPEs «-» U «,».

Yaanute rpynnosoit IP-agpec U3 Tabanupl.

bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden ip-address
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOPTY AMHAMUYECKM A06ABNATLCA K MHOTOApPECHOM

rpynne.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — no6asneHve NopTa/NOPTOB K CMNCKY 3aNpeLLEHHbIX;

- remove — yjaneHue nopTa/NopToB M3 CNCKA 3anpeLLeHHbIX.

MepeuncneHme nHTepdENcoB OCYLLECTBAAETCA YEPES «-» U «,»

Mpexpe 4em onpeaenutb 3anpeleHHble NOPTbI,
V’ rpynnbl MHOTOAAPECHO PACcCbINKU A0MKHbI 6bITb 3a-
 peruMcTpupoBaHbil.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

bridge multicast source
ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast source
ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTL cooTBeTCcTBME MeXKay IP-agpecom nonb3osatens n
rpynnoBsbiM afpecom B Tabauue rpynnoBor agpecauuu, 1
cTaTMyeckn fobasnaet/yganaer MHTepdencol U3 rpynnoi.

- ip_address — ncxogHbivi IP-agpec;

- ip_multicast_address — rpynnoso# IP-agpec;

- add — po6aBuTb NopThI B rpynny ucxogHoro IP-agpeca;

- remove — yAanuTb NopTbl U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

YcTaHOBUTb 3anpeT Ha fobasneHne/yaaneHne cooTBeTCTeuA
mexKay |IP-agpecom nonb3oBaTens v rpynnosbiM apecom B
Tab/Mue rpynnoBol agpecauun ana onpeaeneHHoro nopra.

- ip_address — ncxoaHbin IP-agpec;

- ip_multicast_address — rpynnoso# IP-agpec;

- add — 3anpet Ha gobaBneHne nopTa B rpynny ncxogHoro IP-
afpeca;

- remove — 3anpeT Ha yAa/seHue nopTa M3 rpynnbl McxogHoro IP-

group} group: (1..48) agpeca.
no bridge multicast BoccTaHOBWTL 3HaYeHME N0 YMONYAHUIO.
forbidden source
ip_address group
ib_multicast_address
bridge multicast ipvé mode 3a4aTb peXxum rpynnosow nepesayn AaHHbIx gaa IPve-nakeTos
{mac-group | ip-group | MHOr0aZpecHoOM PaccblIKuU.
ip-src-group} - mac-group — MHOroajgpecHasa nepegaya, ocHoBaHHaAa Ha VLAN
n MAC-agpecax;
— Jmac-group - ip-group — MHoroagpecHas nepegaya ¢ TMNoM GuabTpaLnm,

no bridge multicast ipv6
mode

ocHoBaHHbIM Ha VLAN u agpece npuemHuka B popmarte IPv6;
- ip-src-group — MHOroagpecHas nepegaya ¢ TMnom GbuabTpauum,
OCHOBaHHbIM Ha VLAN u agpece oTnpasuTens B popmare |Pv6.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.
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bridge multicast ipv6
ip-address
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apeructpupoBatb rpynnosoit IPv6-agpec B Tabaunue rpynnosom
afpecauuu, U ctatudeckun gobasnset/yaanaet untepdeiicsl u3
rpynnel.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — pobaBnser nopTbl K rpynne;

- remove — yaanaeT NopTbl U3 rpynnbl;

MepeuncneHve nHTepdelicoB OCYLLECTBAAETCA YEPES K-» U «,».

Ypanute rpynnosoii IP-agpec n3 Tabaumubl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAK/OYEHWE HACTPAMBAEMOro NopTa/nopTos K
rpynnosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — po6asneHve NopTa/NOPTOB B CMUCOK 3aNpPeELLEHHBIX;

- remove — ygasieHue NopTa/NopToB U3 CIUCKA 3anpeLLeHHbIX.
MepeuncneHne NHTepHENCcoB OCYLLECTBAACTCA YEpes «-» U «,»

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address
{add | remove}
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTb COOTBETCTBME MexKay IPv6-aapecom nonb3osaTtena u
rpynnoBbimM agpecom B Tabauue rpynnoBow agpecaumu, 1
cTaTMyeckun fobasnaet/yganaet MHTepdencol U3 rpynnoi.

- ipv6_address — ncxoaHoivi IP-aapec;

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — po6aBuTb NoOpThLI B rpynny ucxogHoro IP-agpeca;

- remove — yaanuTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

bridge multicast ipv6
forbidden source
ibv6_address group
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden source
ibv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTb 3anpeT Ha gobasneHne/yaaneHve cCOOTBETCTBUA
mexay IPvb-aspecom nonb3oBaTens U rpynnoBbIM afpecom B
Tabauue rpynnoBoi agpecaummn Ana onpeaeneHHoro nopra.

- ipv6_address — ncxogHoili IPv6-agpec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- add — 3anpet Ha gobaBneHne nopTa B rpynny ucxogHoro IPve-
agpeca;

- remove — 3anperT Ha yZa/ieHne nopTa u3 rpynrbl UCXOAHOTO
IPv6-appeca.

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepdgelica (QuanaszoHa uHmepgelicos) Ethernet, VLAN, uH-

mepgelica epynnsl MOPMos

Bupa 3anpoca KOMaHAHOM CTPOKK B pexkxnume KoHpurypaummn nHtepdeiica Ethernet, VLAN, nntepdeiica
rpynnbl NOPTOB:

console# configure
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console (config) # interface {fortygigabitethernet fo port |

tengigabitethernet te port | gigabitethernet gi port | port-channel group |

vlan | range {..}}
console (config-if)#

Tabnnua 165 — KomaHabl pexkuma KoHpurypaumm nHtepdeliica Ethernet, VLAN, rpynnbl untepdeiicos

3HayeHue/3Ha4yeHue
no yMmoA4YaHuo

KomaHda

OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

—/forwarding

no bridge multicast
unregistered

YCTaHOBWTb NPaBMIO Nepesayn NaKeTos C
He3aperucTpUpPoBaHHbIX FPYMNNOBbIX a4PECOB.

- forwarding — nepesaBaTb He3aperncTpMpoBaHHble
MHOroaZpecHble NakeTbl;

- filtering — dunbTpPOBaATL HE3apPErNCTPUPOBAHHbBIE
MHOroaZipecHble NaKeTbl.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMmMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnnua 166 — KomaHabl pexuma rnobanbHoi KoHduUrypaumum

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

OnucaHue

bridge multicast filtering

BKAOUUTL GUABTPALMIO FPYNMOBbLIX a4PECOB.

(10..1000000)/300 cekyHa,

no mac address-table
aging-time {seconds} [vlan
vlan_id]

no bridge multicast —/OTKAOYEHO OTKNOYUTL GUABTPALLMIO TPYNMOBbIX aAPECOB.
filtering
mac address-table 3agaTtb Bpems xpaHeHua MAC-agpeca B Tabauue rnobanbHo
aging-time seconds {vlan unu gna onpepenerHoro VLAN.
vlan_id} -vlan_id — naeHTMdpuKkaumMoHHbIn Homep VLAN.
7 Ana KommyTtatopoB cepuit MES23xx, MES33xx
V' Bpems xpaHeHua MAC-agpeca MOXXHO 3agaBaTb B
aunanasoHe ot 10 go 410 cekyHa ¢ warom 1
CeKyHAa, a 3atemM TMPUHUMAIOTCA TO/bKO
seconds:

3HayeHuA, KpatHole 300. [AnAa Kommytatopa
MES5324 Bpema xpaHeHna MAC-apgpeca MOXHO
3aaasatb B AuanasoHe ot 10 ao 630 ceKyHp ¢
warom 1 ceKyHAa, a 3aTemM NPUHUMALIOTCA TO/IbKO
3HayeHuA, KpaTHble 300.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094,
all)/No ymonyanuio
BK/IOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHom VLAN.

OTkntoumTb M3ydeHne MAC-agpecos B gaHHomM VLAN.
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mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group} [permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Oo6asutb ucxogHbii MAC-agpec B Tabanuy rpynnosoi
agpecauuu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHbIi MAC-agpec MOXKHO yAaUTb TONbKO C
nomoLbo KomaHgbl no bridge address;

- delete-on-reset — gaHHbIV agpec yaanutca nocne
nepesarpysKku ycTponcTBa;

- delete-on-timeout — gaHHbIV agpec yaanutca no Tanm-ayTy;
- secure — AaHHbIVW a4pec yAaAUTCA TONbKO C NOMOLLbIO
KomaHzbl no bridge address nav nocne Bo3BpalleHus nopra B
pexkum obyyeHus (no port security).

Yaanute MAC-agpec 13 Tabnuubl rpynnoBoi agpecaumu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic
sap | llc-snap pid ] {discard
| bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic
sap | lic-snap pid]

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpefenvTb AencTeue o1a NakeToB MHOTOAAPECHOM PacChIKK
C 3ape3epBMPOBAHHOrO aapeca.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ethtype — T1n naketa Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — c6bpoc nakeTos;

- bridge — naketbl nepegatotca B pexume bridge.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3agaTtb pa3mep obnactu MAC-agpecos B anroputme
XeWwnpoBaHua. M3meHeHua BCTyNatoT B AeNCTBUE Nocne
pectapTa KOMMyTaTopa.

YCTaHOBUTb 3HAUEHME N0 YMONYaHMIO. M3MeHeHMA BCTynaloT B
[elcTBMe noc/e pectapta KOMMyTaTopa.

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnuua 167 — Komanapl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

OnucaHue

clear mac address-table
{dynamic | secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Yaanutb ctaTuyeckue/amMHaMmyeckmne 3anmncu us tTabamupl
rpynnoBoW agpecaumm.

- dynamic — yganeHve guHaMUUYeCcKuUX 3anucei;

- secure — yaaneHue CTaTUYECKUX 3anuncen.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnmua 168 — KomaHabl pexmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Moka3saTtb Tabanuy MAC-agpecoB 414 yKa3zaHHOro UHTepdelica
Mbo Bcex HTepdencos.

- dynamic — npocmoTp TONbKO AMHAMUYECKMX 3anunceit;

- static — npocMoTp TONIbKO CTaTUYECKMX 3anunceit;

- secure — NPOCMOTP TO/IbKO Be3onacHbIX 3anucei;

-vlan_id — npeHTuduKaumMoHHbIM Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table
count [vlan vian_id]
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3aTb Ko/iMyecTBo 3anucei B Tabanue MAC-agpecos ans
yKasaHHoro nHtepderica iMbo ansa Bcex MHTepdencos.
-vlan_id — naeHTMdMKaLMOoHHbIN Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3aTb TabanLy rpynnoBbiX agpecos ANs yKa3saHHOro
nHTepdelica Mmbo Bcex nHtepdericos VLAN (KomaHaa AocTynHa
TONbKO 1A NPUBUIETMPOBAHHOIO NO/b30BaATENSA).

- vlan_id — naeHTMduKaumoHHbIn Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosou IPv4-aapec;

- ipv6_multicast_address — rpynnosou IPv6-aapec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — |Pv4-aapec NUCTOYHUKA;

- ipv6_source_address — |IPv6-agpec UCTOYHMKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address]
[source
ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKasbiBaeT TabauLy CTaTUYECKUX FPYNNOBbLIX a4PecoB ANs
YKasaHHoro nHTtepdeica nnbo scex nHtepdeicos VLAN.
-vlan_id — naeHTMouKaLmMoHHbIM Homep VLAN;

- mac_multicast_address — rpynnosoi MAC-agpec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ipv4_source_address — IPv4-appec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHol Tabanubl.

show bridge multicast
filtering vian_id

vlan_id: (1..4094)

MoKasaTb KoHPUrypaLmio GUAbTPA rPYNNoBbLIX a4 PECcoB A/1A
yKasaHHoro VLAN.
- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokaszaTtb KoHOUrypaLmto GUNbTPa A8 HE3aPErnCTPUPOBAHHbIX
rPynnoBbIX aLpecos.

show bridge multicast
mode [vlan vian_id]

vlan_id: (1..4094)

MoKasaTb peXk1m rpynmnoBoi agpecaumn a1a yKasaHHoOro
nHTepderica Mmbo Bcex nHTepdericos VLAN.
-vlan_id — npeHTMdUKaLuMoHHbIN Homep VLAN.

show bridge multicast
reserved-addresses

OT06pa3uTb NPaBuAa, yCTaHOBAEHHbIE ANA TPYNNOBbIX
3ape3epBMPOBAHHbIX afPECcoB.
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[Tpumepbl 8bINOAHEHUA KOMAHO

= BkAounTb GUABTPALMIO FPYNNOBbIX a4PECOB KOMMYTaTOPOM. 3a4aTb Bpema xpaHeHnAa MAC-agpeca
450 ceKyHA, paspewnTb nepeaady He3apermcTpMpoBaHHbIX MHOroagpecHbIX naketos Ha 11 nopty
KOMMyTaTOpa.

console# configure

console (config)# mac address-table aging-time 450

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding
console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel0/2
19 224-239.130(2.2.8 static te0/1-8

19 224-239.130(2.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8

5.19.3 MLD snooping — npomoKosn KOHMponsa MHo20a0pecHo20 mpaduKa e IPve

MLD snooping — mexaHW3M MHOroagpecHOM Paccbl/IKM COOOLLEHWNI, NO3BONAIOLLMIA MUHUMMU3UPOBATD
MHOroaapecHbii Tpaduk B IPv6-ceTax.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabanua 169 — KomaHabl rnob6anbHOro pexkuma KoHourypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
Mo ymoa4aHuio
ipvé mld snooping [vlan Bkntounte MLD snooping.
vlan_id] vlan_id: (1..4094)
no ipv6 mid snooping [vlan —/BbIKNIOYEHO OtkntounTtb MLD snooping.

vlan_id]

3apeructpupoBatb rpynnosoit IPv6-agpec B Tabauue rpynnosoi
afpecaumu u ctatudecku gobasnset/yaanset uHtepdeiics! U3
rpynnol ana Tekywein VLAN.

- ipv6_multicast_address — rpynnoso# |IPv6-agpec;
MepeuncneHne nHTepHENCoB OCYLLECTBAACTCA YEPE3 «-» U «,».

ipvé mid snooping vlan vian_id
static ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)
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no ipv6 mid snooping vlan
vlan_id static
ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

Yaoanuts rpynnosoit IP-agpec 13 Tabaunupi.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipvé mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[o6aBuTb NpaBu/Io, 3anpeLLatolLee NOPTam U3 CUCKa
pernctpmposaTtbca Kak MLD-mrouter.

YAanuTb npasuno, 3anpeLaroLlee nopTam 13 CNmncka
pernctpmposaTtbca Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
—/BKNIOYEHO

M3yunTb NopThl, NOAKAOYEHHbIe K mrouter-y no MLD-query-
nakeTam.

He n3y4yatb nopTbl, NOAKAOYEHHbIE K mrouter-y no MLD-query-
nakeTam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipvé mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[lo6aBuUTb CNUCOK mrouter-nopTos.

YaanuTb mrouter-nopTbl.

ipvé mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no ipv6 mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48);
—/BbIK/IIOYEHO

BkatounTb npouecc MLD Snooping Immediate-Leave Ha Tekywei
VLAN.

- interface — npu UcNosb30BaHMM JAHHOTO NapameTpa MexaHM3M
fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX MHTepdericax (npu
ycnosuu, yto npouecc MLD Snooping Immediate-Leave He
BKJ/ItOUEH rnobanbHo Ha Tekyluen VLAN).

OTkAtounTb Npouecc MLD Snooping Immediate-Leave Ha Tekywiel
VLAN nnu yKasaHHOM UHTepoelice.

ipvé mld snooping querier

no ipv6 mid snooping
querier

—/BbIK/IIOYEHO

BK/IIOUMTbL NOAAEPIKKY BblAaun 3aNpocoB igmp-query.

OTKNOUUTL NOAAEPIKKY BblAauM 3aNpOCoB igmp-query.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

2pynnel nopmos, uHmepagpetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexmnme KoHoUrypaumm nHtepdelica Ethernet, nntepdeiica rpynnoi
noptoB u nHTepdenca VLAN:

console (config-if)#

Tabnnua 170 — KomaHAabl pexnma KoHpurypauum nHtepdeinca (gruanasoHa uHtepdelicos) Ethernet, nHtep-
deica rpynnbl nopTos, nHTepdeinca VLAN

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
ipvé mid 3afaTb MaKCMManbHYHO 3aZlepKKy O0TBeTa NocsiegHero YneHa
last-member-query-interval interval: rpynnbl, KOTOPaA UCNONb3YeTCA ANA BblYMCAEHUA KoAa
interval (100..25500)/1000 MaKCMMmanbHoW 3agepKu oTeeTa (Max Response Code)
no ipvé mid MWNNUCERYHA, BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.
last-member-query-interval
ipvé mid query-interval value value: (30..18000)/125 3apaTb MHTEPBaAA PACCbINKM OCHOBHbLIX MLD-3anpocos.
no ipvé mld query-interval CeKyH/, BoccTtaHOBUTL 3HAYEHWE MO YMOAYAHUIO.
ipvé mid 3apaTb MaKCMManbHYO 3a4eprKKy O0TBeTa, KoTopas
query-max-response-time MCMNONb3yeTCa ANA BbIYUCNEHMI KOAQ MaKCUMaNbHOM
value value: (5..20)/10 cekyHg, 3a/leprKKuM oTBeTa.
no ipvé mid BoccTaHOBUTL 3HAaYEHME MO YMONYAHMIO.
query-max-response-time
ipvé mid robustness value YCTaHOBUTb 3HaYeHne KoaddULMeHTa 0TKAa30yCTOMYMBOCTH.
Ecnu Ha KaHane HabogaeTca notepa AaHHbIX, KO3bOUUMEHT
value: (1..7)/2 0TKa30yCTOMYMBOCTU AO/KEH ObITb YBE/INYEH.
no ipv6 mid robustness BoccTaHOBUTL 3HAYEHME MO YMONYAHMIO.
ipv6 mid version version YCTaHOBWTbL BEPCUIO NPOTOKO/A, AEUCTBYHOLLYIO Ha AaHHOM
version: (1..2)/2 uHTepdelice.
no ipv6 mid version BoccTaHOBUTL 3HAYEHME MO YMOMYAHMUIO.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 171 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no ymMoa4YaHuto
show ipv6 mid snooping OT106pasnTb MHPOPMaLMIO O 3aPErMCTPUPOBAHHDBIX FPYNnax B
groups [vlan vian_id] [address COOTBETCTBUM C 3aaHHbIMM B KOMaHAE NapameTpamm
ipbv6_multicast_address] vlan_id: (1..4094) dunbTpaymu.
[source ipv6 _address] - ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_address — IPv6-afpec UCTOYHMKA.

show ipv6 mld snooping
interface vian_id

show ipv6 mld snooping
mrouter [interface vian_id]

OT06pa3zunTb MHOOPMaLMIO O KoHdUTypaLmmn MLD-snooping ana

vlan_id: (1..4094) [aHHO VLAN.

vian_ id: (1..4094) OT06pasunTb HGOPMaLMIO O mrouter-nopTax.
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5.19.4 ®yHkyuu oepaHuyeHua multicast-mpaguka

®PyHKUMM orpaHuyeHns multicast-tpadmka mMcnonb3yroTcA ANA yAOOHOM HACTPOMKM OrpaHuMYeHuA
NPOCMOTPA onpegeneHHbIX rPYynn MHOFOAZPECHOM PACCbIKMU.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmu:

console (config) #

Tabanua 172 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aeiicmeue

multicast snooping profile
profile_name

no multicast snooping
profile profile_name

profile_name: (1..32)
CUMBOJI0B

MepeliTn B pexxnm KoHoburypaumm multicast-npoduns.

YpanuTb ykasaHHbIM multicast-npopuns.
Multicast-npodunb moxkeT 6biTb yAaneH ToNbKO
! nocne Toro, Kak 6yger oTBsI3aH OT BCeX NOPTOB
KoMmyTaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

BuAa 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm multicast-npoduna:

console (config-mc-profile) #

Tabnunua 173 — KomaHabl pexkuma KoHpurypaumum multicast-npodunsa

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BannaHbIn
multicast-agpec;
high_ip: BannaHbin

3apaTb cOOTBETCTBME NPOPUNA YKa3zaHHOMY AManasoHy IPv4
multicast-agpecos.

YaanuTb cootBeTcTBue Npoduaa ykasaHHOMY AnanasoHy IPv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BanngHbIn
IPv6 multicast-agpec

[high_ip] multicast-agpec multicast-agpecos.
match ipv6 low_ipvé low_ipv6: Banngmbiii IPv6 | 3aAaTb coOTBETCTBME NPOdUAA YKa3aHHOMY AuanasoHy IPve
[high_ipvé] multicast-agpec; multicast-agpecos.

YaanuTb cootBeTcTBUE NPOoduUaA yKasaHHOMY AnanasoHy IPve
multicast-agpecos.

permit

no permit

—/no permit

B cnyyae HecooTBETCTBUA OAHOMY U3 3a4aHHbIX AMAMNA30HOB,
IGMP-report 6yayT nponyckaTbcs.

B c/iiyyae HECOOTBETCTBMA OAHOMY M3 33AaHHbIX A4MANa30HOB,
IGMP-report 6yayT oTbpacbiBaTbeA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypaumnm nHtepdeica:

console (config-if) #
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Tabnunua 174 — KomaHabl pexxuma KoHpurypaumm nHtepdeliica (agManasoHa nHtepdeincos) Ethernet

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHoa Aelicmeue

multicast snooping OrpaHn4mTb KOANYECTBO OAHOBPEMEHHO NPOCMAaTPUBAEMbIX
max-groups number multicast-rpynn ana nHtepdeiica.

number (1..1000)/—

no multicast snooping CHATb OrpaHMYeHne Ha KONNYECTBO OAHOBPEMEHHO
max-groups npocmaTtpuBaemblix rpynn gna nHtepdeica.

multicast snooping add MpuBA3aTb YKasaHHbIN multicast-npoduab K uHTepdelicy.
profile_name profile name: (1..32)

multicast snooping remove CMMBOIOB Yaanutb cootBeTcTBue multicast-npodunn (Bcex multicast-
{profile_name | all} npodunei) nHtepoeicy.

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnunua 175 — KomaHab! pexkuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMoa4YaHuto
show multicast snooping OT106pa3nTb MHPOPMaLMIO ANA BCEX MOPTOB O TEKYLLEM
groups count — KO/IMYEeCTBE 3apErMcTPMPOBaHHbIX FPYMM, a TaKKe
MaKCMMa/ibHOE BO3MOXKHOE KOIMYecTBO.
show multicast snooping profile name: (1..32) 0OT06pa3nTb MHGOPMALMIO O CKOHPUTYPMPOBaAHHBIX multicast-
profile [profile_name] CMMBO/OB npodunax.

5.19.5 RADIUS-aemopu3ayus 3anpocoe IGMP

[aHHbI MexaHU3M MO3BONAET NPOU3BOAUTbL aBTOPM3ALMIO 3anNpocoB NpoTokona IGMP ¢ nomolbio
RADIUS-cepBepa. [na obecneyeHMAa HaAeXKHOCTM W pacnpeneneHua Harpyskm MOXKET WCMO/1b30BaThCA
Heckonbko RADIUS-cepBepoB. Bbibop cepBepa AN OTNPaBKM 04epesHOro 3anpoca aBTopusaLmMm NpomcxoauT
cnyyaliHbim obpasom. Ecnm cepBep He OTBETWJ, OH MNOMEYAETCA KaK BPEMEHHO Hepabouui, U nepecTaeT
Yy4acTBOBAaTb B MEXaHU3Me ONpoca Ha onpeAefieHHbI Nepmnos, a 3anpoc OTCbIIAETCA HA CAeAyoWwmin cepaep.

MonyyeHHble aBTOPM3ALMOHHbBIE AaHHbIE XPAHATCA B KIL-MAaMATU KOMMYTATOpPa B TEYEHUE 334aHHOTO
nepuoga BpeMeHW. ITO NO3BOAET YCKOPUTb MOBTOPHYHD 06paboTky IGMP-3anpocos. [MapameTpbl
aBTOpU3aLMM BKIOYALOT B cebA:

=  MAC-agpec KAIMeHTCKOro YCTPOICTBa;
"  NpeHTudUKaTop NnopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

=  PelwweHune o goctyne — deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasnbHOro KoHGUrypnpoBaHma:

console (config) #
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Tabnmua 176 — KomaHabl pexkmma rnobanbHoro KoHOUrypmpoBaHus

KomaHda 3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ip igmp snooping authoriza-
tion cache-timeout timeout
timeout: (0..10000) mnH/0

no ip igmp snooping authori-
zation cache-timeout

YCTaHOBUTb BpemsA KU3HW B Kawe. Ecnm 3HayeHne pasHoO
HY/II0 — OTCYET BPEMEHMU ¥KMU3HM OTK/IIOYEH (3anuch He
YyAANAEeTCsA Co BPEMEHEM).

YCTaHOBUTb 3HAYEHME NO YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BuA 3anpoca KoMaHAHOM CTPOKM pexmnma KoHOUrypmnpoBaHUa nHTepdelica:

console (config-if) #

Tabnnua 177 — KomaHgbl pexuma KoHpurypuposaHua nHtepoeica Ethernet

KomaHoa 3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

multicast snooping authorization
radius [required]

BkntounTb aBTopusaunto yepes RADIUS-cepsep. Ecim ykasaH
napametp required, To B c/ly4yae HeAOCTYMHOCTU BCeX
RADIUS-cepsepos IGMP-3anpocbl UTHOPUPYHOTCA.

no multicast snooping
authorization forwarding-first

—/oTKnto4eHa B npotnuBHoM cnyyae IGMP-3anpoc 6yaet obpaboTaH gaxe
npw OTCYTCTBMM OTBETA CepBepa.
no multicast snooping OTKNOYUTDL aBTOPU3ALMIO.
authorization
multicast snooping authorization BKkntounTb npegBaputenbHyto 06paboTky IGMP-3anpocos Ha
forwarding-first nopty ao oteeta RADIUS-cepsepa. MNpu nonyyeHnn oteeta
OT cepBepa B C/ly4ae NON0XKUTEIbHOIO OTBETa NOANNCKa
oCTaeTcA, B C/ly4ae oTpMLATeIbHOrO — yAanaeTca, ecam
—/oTKNto4eHa

AOMNONHUTENBbHO HAacTpoeHa GpyHKLMA ip igmp snooping
immediate-leave.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

KomaHObi1 pexcuma EXEC

Bce komaHgbl OOCTYNMHbI TO/IbKO ANA NPUBUIETMPOBAHHOIO NO/1Ib30BaTEN1A.

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 178 — KomaHab! pexkuma EXEC

tengigabitethernet te_port ]

KomaHda 3HaveHue Aeilicmeue
show ip igmp snooping authori- OT06pasunTb coaepKMmoe Kala asTopmsaumm IGMP.
zation-cache gi_port: (1..8/0/1..24); | Ecnu B KOmaHAe yKasaH MHTepdeiic — To oTobparkatotca
[gigabitethernet gi_port | te_port: (1..8/0/1..4). TO/IbKO Te rpynmbl, KOTOPblE 3aPEerncTPMpPoBaHbl Ha

yKa3aHHOM nHTepdelice.

clear ip igmp snooping authori-
zation-cache gi_port: (1..8/0/1..24);
[gigabitethernet gi_port | te_port: (1..8/0/1..4).
tengigabitethernet te_port ]

OuYMCTUTL KL aBTOPU3aLLMMN.

Ecnv B KOMaHAe yKasaH uHTepdeinc — oumLLaoTca 3anmcu
KW A5 YKa3aHHOro MHTepdeica.

Ecnv vHTepdeic He yKasaH — K3l OYMULLAETCA NONHOCTbLIO.
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5.20 MapuwpyT1usaymMa MHoroagpecHoro tpadpuka

5.20.1 Npomokon PIM

PIM — npoToKo/a MHOroagpecHoi mapwpyTtmnsaumm ana IP-ceteld, co3gaHHbIN ans peleHua npobaem
rpynnoBon mapupyTtmsaumn. PIM 6asmpyetca Ha TPaguLMOHHbIX MapLIpyTHbIX NPOTOKOAAX (Hanpumep,
Border Gateway Protocol), Bmecto TOro, 4tobbl CO34aBaTb COOGCTBEHHYHO ceTeBylo TOomosoruio. PIM
ucnosnb3dyet unicast-Tabauuy Mmapwpytusaumm gna  nposepku RPF. 3Ta npoBepKa BbINOAHAETCA
MapLUpyTM3aTOpamu, 4Tobbl ybeamTbea, YTo nepeaada MHoroagpecHoro Tpaduka BbiNoIHAETCA Mo nNyTn 6es
netenb.

RP (rendezvous point) — TouyKa paHAeBy, Ha KOTOpOM OyayT PerncTpupoBaTbCs WMCTOYHWKM
MHOTroaApecHbIX MOTOKOB M CO3A4aBaTb MapLLPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S,G).

BSR (bootstrap router) — mexaHu3am cbopa nHpopmaumm o RP KaHanaaTax, popmmnpoBaHMmM cnncka RP
ONA  Ka)XOOM MHOroaZpecHoM rpynnbl M OTNPaBKa CMNMCKa B npegenax pgomeHa. KoHdurypauus
MHOroagpecHoO MapLupyTM3aumm Ha b6ase IPv4.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMmMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnmua 179 — KomaHabl rnobanbHOro pexxmuma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip multicast-routing pim

no ip multicast-routing pim

—/no ymonyaHuio
bYHKLMA BbIKNOYEHA

BKNOYMTb MHOTOQAPECHYO0 MapLIpyTU3aLmio, npoTtokon PIM Ha
BCex MHTepdeicax.

OTKNOYNUTL MHOFO3APECHYH MapLIPYTM3aLMio U NpoTokon PIM.

ipv6 multicast-routing pim

no ipv6 multicast-routing
pim

—/no ymonyaHuio
bYHKLMA BbIKAOYEHA

Bkatountb ana IPv6 mHOroagpecHyo mapLlipyTusaumio, NpoTOKON
PIM Ha Bcex uHTepdericax.

OTKAOYMTbL AnAa IPv6 MHOroagpecHyo MapLupyTU3aLmio u
npotokon PIM.

ip pim accept-register list
acc_list

no ip pim accept-register
list

acc_list: (0..32)
cumBoNa

MprmeHNTb GUABTPALMIO PEFUCTPALMOHHBIX cO0bLLEeHUIA PIM.
- acc_list — cnnucok mHoroaapecHbix NnpeduKcos, 3agaBaembli ¢
nomoubto ctaHgaptHoro ACL.

OTKNOYNUTL GUABTPALMUIO.

ipv6 pim accept-register list
acc_list

no ipv6 pim accept-register
list

acc_list: (0..32)
cumBona

MNpYMeHNTb GUNBTPaALMIO PEFUCTPALMOHHBIX co0bLLeHni PIM ana
IPv6.

- acc_list — cnnucok mHoroaapecHbix NnpeduKcos, 3agaBaembli ¢
nomolupto ctaHaapTHoro ACL.

OTKNOUYUTD GUAbTPALMIO.

ip pim bsr-candidate ip_ad-
dress [mask] [priority prior-
ity_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb yCTPOWCTBO KaK KaHamaaTa B BSR (bootstrap router).
- ip_address — BanuaHbii IP-agpec KommyTaTopa;

- mask — macka noaceTw;

- priority_num — npuopwurer.

OTKNIOYUTL AaHHBIN NapameTp.

ipv6 pim bsr-candidate
ibv6_address [mask] [prior-
ity priority_num]

mask: (8..128)/126;
priority_num:
(0..192)/0

YKa3aTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanuaHbii IPv6-agpec KommyTaTopa;

- mask — macka noaceTw;

- priority_num — npuopuTer.
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no ipv6 pim bsr-candidate

OTKAOUYUTL AAaHHbIN NapameTp.

ip pim dm {range mul-
ticast_subnet | default}

no ip pim dm {range mul-
ticast_subnet | default}

BK/IIOYMTL MapLLpyTU3aLMIO 3a4aHHOTO ANanasoHa
MY/IbTUKACTHbIX rpynn 8 pexxume PIM-DM.
- multicast_subnet — mHoroagpecHas noaceTb;
- default — ykasatb gnanasoH 8 224.0.1.0/24.
V: KomaHay MOXHO BBECTM HECKO/NbKO pas, 3ajaB He-
" CKONbKO AMana3oHOB.

OTKNOUUTL AAHHBIN NapameTp.

ip pim rp-address
unicast_address [mul-
ticast_subnet]

no ip pim rp-address
unicast_address [mul-
ticast_subnet]

Co3paTb cTaTnyeckyto Rendezvous Point (RP), aononHuTtensHo
MOKHO YKa3aTb MHOroaZpecHyto NoaceTb oA AaHHoM RP.

- unicast_addr — |P-appec;

- multicast_subnet — mHoroagpecHas noaceTb.

Ypanutb cTatuyeckyto RP uau yganute RP ans yKasaHHow
noacetu.

ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

Co3pgatb ctatuyeckyto Rendezvous Point (RP), gononHutensHo
MOHO YKa3aTb MHOrOaZpecHyto NoaceTb ana AaHHOM RP.

- ipv6_unicast_ addr — IPv6-agpec;

- ipv6_multicast_ subnet — mHoroagpecHasa noaceTb.

Ypanutb ctatuyeckyto RP uau yganute RP ans yKasaHHow
noaceTu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

no ip pim rp-candidate
unicast_address

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60
CEeKYHA

Co3pgatb KaHauaata gnsa Rendezvous Point (RP)

- unicast_addr — IP-agpec;

- acc_list — cnucoK MHoroagpecHbix NpedurKcoB, 3a4aBaemblii €
nomoubto ctaHgaptHoro ACL;

- priority — NpUOPUTETHOCTb KaHANAATA;

- secs — nepuvog, OTNpPaBKN COOBLLEHWNA.

OTKNOUUTL AaHHbIN NapameTp.

ipv6 pim rp-candidate
ibv6_unicast_address
[group-list acc_list] [priority
priority] [interval secs]

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60

Co3paTb KaHaMaaTa ana Rendezvous Point (RP)

- ipv6_unicast_addr — IPv6-agpec;

- acc_list — cnucoK MHoroaapecHbIx NnpedrKcoB, 3a4aBaeMblii C
nomoubto ctaHgaptHoro ACL;

- priority — NpMOPUTETHOCTb KaHANAATA;

- secs — nepuog, OTNpPaBKN COOBLLEHWNA.

. . N CEKYHA, =
no ipv6 pim rp-candidate OTKAOUUTL AaHHbIN NapameTp.
ibv6_unicast_address
ip pim ssm {range mul- YKa3zaTb MHOroagpecHyto noacetb
ticast_subnet | default} - range — yKa3aTb MHOroagpecHyo NoaceTb;
- multicast_subnet — mHoroagpecHas noaceTs;
- - default — ykasatb ananason 8 232.0.0.0/8.
no ip pim ssm [range mul- OTKNOYUTL AaHHbIN NapameTp.
ticast_subnet | default]
ipv6 pim ssm {range YKa3zaTb MHOroagpecHyto noacetb
ipv6_multicast_subnet | de- - range — yKasaTb MHOroa4pecHyo NoaceTb;
fault} - - ipv6_multicast_subnet — MHoOroagpecHas noaceTb;
- default — ykasaTb ananason B FF3E::/32.
no ipv6 pim ssm [range OTKAOUUTL AaHHbIN NapameTp.
ibv6_multicast_subnet | de- —
fault]
ipv6 pim rp-embedded BKAtOUYUTL paclumpeHHbI pyHKUmMoHan rendezvous point (RP).
—/BKNtOYEHO

no ipv6 pim rp-embedded

OTKNOYUTL paclUMpeHHbI GyHKLUMOHan rendezvous point (RP).
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU:
console (config-if)#

Tabnmua 180 — KomaHabl pexkmma KoHpurypaumm nHtepoeiicos Ethernet, VLAN, rpynnbl nopToBs

3HavyeHue/ 3HayeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
ip (ipv6) pim Bkntountb PIM Ha nHTepdeiice.
— - —/BKAOYEHO -
no ip (ipv6) pim BbikntounTb PIM Ha uHTepdelice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobueHunii c MHTepdeiica.
— —/OTKAO4EHO —
no ip pim bsr-border OTKNOYUTD AaHHbIN NapameTp.
ip (ipv6) pim dr-priority pri- YKasaTb npuoputeT ais Bbibopa DR-poyTepa.
ority iority: - priority — npnoputeT DR-poyTepa onpeaensatowmii, KTo n3
priority: KOMMyTaTopoB cTaHeT DR-poyTepom. KommyTaTop ¢ Hanbonblumm
(0..4294967294)/1
3HayeHuem cTtaHeT DR-poyTepom.
no ip (ipv6) pim dr-priority BepHyTb 3Ha4eHne No ymonyaHuio.
ip ip (ipv6) pim hello-inter- YKasatb nepuog, otnpasku hello-naketos.
val secs - sec — nepuog otnpasku hello-nakeTtos.
—— - - secs: (1..18000)/30 cek
no ip (ipv6) pim hello-inter- BepHyTb 3HayeHne No ymoa4aHuio.
val
ip (ipv6) pim join-prune-in- YKa3aTb MHTepBan, B Te4eHMUEe KOTOPOro KOMMYTaTOp OTCblNaeT
terval interval . join nnu prune-coobueHuns.
interval: (1..18000)/60 . . .
- interval — nepunopa BpemeHu OTNPaBKM join, prune coobLLeHni.
CEeKyH
no ip (ipv6) pim YHA BepHyTb 3HAYEHWE MO YMOYaHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbTpoBaTh BXoAALWMe PIM-cooblueHuns.
acc_list . - acc_list — cnucoK agpecos, Ha OCHOBE KOTOPbIX NPOU3BOLMUTCA
acc_list: (0..32)
dunbTpauus
S - - cMmBona —
no ip (ipv6) pim neigh- OTKNOYUTL JaHHbIN NapameTp.
bor-filter
ip pim passive BKNIOUUTBL NAacCUMBHbIV peXKMM Ha MHTepdeiice. ITOT MHTepdenc He
byaeT oTNpPaBAATb M NPUHUMATL coobuieHus PIM oT apyrux
—/disable MapLpyTnsatopos PIM. HacTpolika HUKaK He BAWAET Ha
coobueHus IGMP.
no ip pim passive BbIKNHOUYMTb NACCUBHbBIV PEXUM.
ip igmp static-group BKAtOUNTL CTaTMUecKui 3anpoc multicast-rpynnel Ha nHTepodelice.
group_address [source - group-address — IP-agpec rpynnbi;
source_addr] - source-addr — IP-aapec UCTOYHMKA rpynnbl.
¢ Ha nHtepdeiice aonxeH 6biTb BKAOUEH PIM.
no ip igmp static-group BbIKNtOUMTL cTaTUUECKui 3anpoc multicast-rpynnel.
group_addr [source
source_addr]

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnnua 181 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
1o ymMoA4YaHuro

KomaHda

Aelicmeue

show ip (ipv6) pim rp map-
ping [RP_addr] —

OT06pa3unTb akTMBHbIE RP, CBA3aHHbIE C MApLUPYTHOWM
UHbOpMaumen.
- RP_addr — IP-agpec.

show ip (ipv6) pim neigh-

bor [detail] [gigabitether- gi_port: (1..8/0/1..48);
net gi_port | tengiga- te_port: (1..8/0/1..24);
bitethernet te_port | for- fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | group: (1..48);
port-channel group| vlan vlan_id: (1..4094).
vlan_id]

OT06pa3unTb uHPopmaumto o PIM-cocepsx.

show ip (ipv6) pim inter-
face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id |state-on |
state-off]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

OTo6pasuTb nHdopmaumio no PIM-uHTepdeicam:
- state-on — oTobparkaeT Bce UHTepdeichl, rae BKAoYeH PIM;

- state-off — oTo6parkaeT Bce MHTEpdENcChI, rae BbikaAoYeH PIM.

show ip (ipv6) pim group-
map [group_address]

OTo6pa3unTb Tabanuy NPUBA3KM MHOFOAAPECHbIX FPyNm.
- group-address — appec rpynnbl.

show ip (ipv6) pim counters —

OTo6pa3uTb cogepknmoe PIM-cyeTymKoB.

show ip (ipv6) pim bsr elec-
tion

OTo6pa3unTb nHdpopmaumio o BSR.

show ip (ipv6) pim bsr rp-
cache

OTo6pa3unTb MHPopmaLmio 06 U3y4eHHbIX KaHgmaaTax B RP.

show ip (ipv6) pim bsr can-
didate-rp

OTo6pa3unTb cocTosHME KaHaAMAaToB B RP.

clear ip (ipv6) pim counters —

O6HYNUTL PIM-cyeTumnkum.

[Mpumep UCnoa1b308aHUA KOMAHO

= bBasoBas HacTpoiKa PIM SM c ctatnueckum RP (1.1.1.1). MpeasaputenbHo A0MKEH BbITb HAaCTPOEH

NPOTOKON MapLUpPyTU3aLUN.

console# configure

console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1
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5.20.2 dyHkyusa PIM Snooping

®dyHKUMA PIM Snooping ncnosib3yeTca B CETAX, I4e KOMMYTAaTOP UCMOJTHAET poJib L2-ycTpoincTBa mexay
PIM-mapupyTmusatopamm.

OcHoBHoW 3agayen PIM Snooping saBnseTca npegocTaBieHMe MHOroaapecHoro TpaduKka ToNbKO Ann
Tex NOPTOB, C KOTOPbIX 6bln nosyyeH PIM Join, PIM Register.

KomaHOb! pexcuma 2n06aa6HoU KOHGU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUme r106anbHOM KoHPUrypaumm:

console (config) #

Tabnnua 182 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
ip pim snooping PaspewwnTb ncnonb3osaHune dyHkunm PIM Snooping
— /BbIK/IOYEHO KOMMYTaTOPOM.

no ip pim snooping 3anpeTuTb Ucnosib3oBaHMe GyHKLUM
ip pim snooping vlan PaspewunTtb ncnosnb3osaHue ¢yHKUUKM PIM Snooping
vlan_id KOMMYTaTOPOM A/1A faHHOro uHTepderica VLAN.

__ : vian_ id: (1..4094) vlan_id — vnaeHTMdnKaumoHHbIn Homep VLAN. :
no ip pim snooping vlan 3anpeTuTb McnoabsoBaHue GpyHKUMM PIM Snooping
vlan_id KOMMYTaTOpPOM AN1A faHHOro uHtepderica VLAN.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnunua 183 — Komanapl pexkuma EXEC

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuo

KomaHda

show ip pim snooping - MokaszaTtb 06y MHGOPMALMIO O HACTPOMKaX.

show ip pim snooping vlan MoKa3aTb CTaTUCTMKY KOHTPO/IA MHOroaapecHoro Tpaduka B

vlan_id: (1..4094)

vlan_id OaHHoM vian.
show ip pim snooping groups — MoKa3aTb CNUCOK 3aperncTpMpoBaHHbIX Fpynmn.
sh ip pim snooping neighbors — MMoKa3aTb CNUCOK 3aperMcTpUpPoBaHHbIX y4acTHUKOB PIM.
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5.20.3 NMpomokon MSDP

MpoToKoN 0BHAPYKEeHUA UCTOYHNMKOB MHOroaapecHol paccbiikm (MSDP) ucnonb3yerca ans obmeHa
nHbopmaumein 06 mctouyHmkax Multicast-Tpadmka mexay pasHbimm PIM-pomeHamn. MSDP-coeanHeHue
06bl4HO ycTaHaBAMBaeTca mexay RP Kaxkgoro gomeHa.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 184 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

router msdp

no router msdp

BKAtounTb NnpoTokon MSDP 1 nepeiTu B pexxmum ero
KoHbUIrypauuu.

OcTtaHoBUTb NpoToKon MSDP u yaanutb BCO ero
KoHbUrypaumio.

KomaHObI pexcuma KoHgu2ypauuu npomokosaad MSDP

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm npotokona MSDP:

console (config-msdp) #

Tabnnua 185 — KomaHabl pexkuma KoHpurypauum npotokosna MSDP

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

connect-source ip_address

no connect-source

—/IP-agpec He Ha3HauyeH

HasHauuTtb IP-agpec, KoTopbiit ByaeT Ncnoib3oBaH B KayecTse
nexoaawero npu coeguHeHnn ¢ MSDP-nupom.

YCTaHOBUTb 3HAYEHME MO YMONYAHWUIO.

cache-sa-holdtime secs

secs: (150..3600)/150 cek

YCTaHOBUTb BPeMSA }KU3HU SA-3anncK B KaLle.

no cache-sa-holdtime

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

holdtime secs

no holdtime

secs: (3..150)/75 cek

YcTtaHoBuTb Tamep holdtime. Ecau B TeyeHme 3TOro BpemeHu
He byaeTt npuHaTo keepalive-coobueHune, To coeguHeHune ¢
cocenom cbpacbiBaetcs.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

keepalive secs

no keepalive

secs: (1..60)/30 cek

YCTaHOBUTb MHTEPBaN MeXay oTnpaskoi keepalive-cooblieHni.

YCTaHOBUTb 3HAYE€HME MO YMOHYAHUIO.

originator-ip ip_address

no originator-ip

—/IP-agpec He HasHaueH

HasHauuTtb IP-agpec, ucnonbayemblii B Kayectse agpeca RP B
ncxoaALWmx coobeHmax SA.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

peer ip_address

no peer ip_address

[06aBuTb B KOHOUIrypauuo MSDP-nvp 1 BONTU B pEXUM €ro
KOHbUrypauuu.

Yaanutb MSDP-nup.

KomaHObI pexcuma KoHgpuaypayuu MSDP-nupa

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume KoHpurypaumm MSDP-nupa:

console (config-msdp) #
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Tabnmua 186 — KomaHabl pexmma KoHpurypaumm MSDP-numpa

KomaHda

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

connect-source ip_address

no connect-source

—/IP-aapec He Ha3HayeH

HasHauuTb IP-agpec, KoTopbiit ByaeT UCcnoib30BaH B KaYecTse
ucxoaaulero npu coeguHeHnn ¢ MSDP-nupom.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

description text

no description

text: (1..160) cumsona

3agatb onucaHne MSDP-nmpa.

Ypanutb onucaHue.

mesh-group name

no mesh-group

name: (1..31) cumBona

Lobasutb cocega k MESH-rpynne.

Yaanutb cocega.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter { in | out }
sec_num

sec_num:
(0..4294967294)

Co3patb NpaBuao puabTpaumm SA-coobLLEeHNI:

- permit — paspewatoLlee NpaBuao GuUAbTpaLmm;

- deny — 3anpeuwiatouiee npasmno GuabTpaLmu;

- sec_num — HoMep CeKLUn Npasuna;

- ip_addr_rp — ¢ounbTpaumusa no agpecy RP;

- ip_addr_gr — ¢unbTpauma no agpecy rpynnol;

- ip_addr_src — ¢unbTpauma no agpecy ctoyHmnka Multicast-
Tpaduka.

YaansaeT co3gaHHYH CEeKLMIO NpaBua.

shutdown

no shutdown

— /BbIK/IIOYEHO

AOMWHUCTPATUBHO BbIKAHOUNTL ceccuto ¢ MSDP-nmnpom, He
yAanaa ero KoHdurypauuu.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 187 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip msdp peers [ ip_addr]

MoKa3aTb MHGOPMALMIO O HACTPOEHHBIX NUPaXx, cTaTyce
coenMHEeHUs, HaCTPOIMKax NMMPOB, a TaKXKe CTaTUCTUKY 0bmeHa
coobuieHmamm npotokona MSDP

- ip_addr — IP-agpec nupa.

show ip msdp source-active

MoKa3aTtb coaepxummoe Kawwa SA.

show ip msdp summary

MoKa3aTb CyMMapHYt MHbopmaLmio npotokona MSDP.

clear ip msdp counters

OBHYINTb CHETUMKM.

clear ip msdp peers [ ip_addr]

MNepeycTtaHoBUTL coeanHeHna ¢ MSDP-nnpamu
- ip_addr — IP-agpec nupa.

5.20.4 ®yHkyus IGMP Proxy

®PyHKUMA MHOroagpecHoi mapwpyTtmsaumm IGMP  Proxy npeaHasHayeHa Ana peanvsaumnu
YNPOLLEHHOM MapLIpyTM3aLMM MHOFOAPEeCHbIX AAHHbIX MEXKAY CETAMW, YNnpaBAAemoil Ha OCHOBAHWUM
npotokona IGMP. C nomouwbto IGMP Proxy ycTpolicTBa, He HaxogswMecs B OAHOW CETU C CepBepom
MHOTr0aApecHOM PacCbiIK1, MMEIOT BOSMOXKHOCTb MOAKAOHYATLCA K MHOTOQApeCHbIM rpyrnnam.

MapLupyTM3aLma OCyLLECTBAAETCA MeXay MHTepdeicom BbilecTos el cetu (uplink) u nHtepdeincamm
HuxecToswmx ceteit (downlink). Mpun atom Ha uplink-uHTepdelice KommyTaTop BeaeT ceba Kak 0bblYHbIN
noJsiydaTesib MHoOroagapecHoro Tpaduka (multicast client) u popmupyet cobcTBeHHbIE COOBLLLEHMA NPOTOKONA
IGMP. Ha uHtepodeiicax downlink KommyTaTop BbICTynaeT B Ka4ecTBe cepBepa MHOTroaApeCcHOM PacCbikM U
obpabaTtbiBaeT coobueHna npoTokona IGMP oT ycTponcTs, MOAKAOYEHHDBIX K 3TUM UHTepdeicam.
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Konnuectso noagep’KuBaemblX rpynn MHOroagpecHoi paccbiIKM npoTtokosom IGMP
Proxy yKasaHo B Tabnuue 9.

IGMP Proxy nogpep:usaet ao 512 downlink-unrepdeiicos.

OrpaHuyeHus peanusauum ¢pyHKummn IGMP Proxy:

- IGMP Proxy He noaaep}XusaeTtca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH ToNbKO 04MH UHTepdelic BbiwecToALlel ceTu;

- Npy ncnonb3oBaHum Bepcun V3 npotoKkona IGMP Ha uHTepdencax K HuKecTosLel ceTn
o6pabaTtbiBatoTcAa ToNbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

V Bo VLAN-e, B KOTOpbIii ocyliecTBaseTca npokcuposaHue, IGMP Snooping aonKeH 6biTb
OTK/OYEH.

V IGMP Proxy ana QinQ-tpaduka:

: ONA KOpPpPeKTHo pabotbl PyHKuMoHana Heobxogumo sKatouutb IGMP Proxy n IGMP

Snooping B SVLAN u CVLAN, a TaK»ke HacTpouTb IP-agpeca Ha AaHHbIX uHTepdeiicax.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rno6asbHON KOHPUrypaLmm:
console (config) #

Tabnnua 188 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
ip multicast-routing Pa3pewuntb paboTy MapLIpyTU3aLUN MHOTOAAPECHBIX AaHHbIX
igmp-proxy —/no ymonyaHuio Ha CKOHOUIYPUPOBAHHbIX UHTEpdelicax.
no ip multicast-routing bYHKUMA BbIK/IOYEHa 3anpeTuTb paboTy MapLIpyTU3aLLMM MHOTOAAPECHbIX AAHHbIX HA
igmp-proxy CKOHPUIypupoBaHHbIX MHTepdecax.

KomaHObI pexcuma KoHguaypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica epynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perume KoHpurypauum nntepoeiicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 189 — KomaHabl pexkuma KoHpurypauum nHtepdelricos Ethernet, VLAN, rpynnbl noptos

3HayeHue/3HayeHue
o ymon4aHuio
ip igmp-proxy {gigabitethernet gi_port: (1..8/0/1..48); | KoHdurypmpyemblit nHTepdeiic apaserca nHreppeincom K

KomaHoa Aelicmeue

gi_port | tengigabitethernet te_port: (1..8/0/1..24); | HukecToAWel ceTn. KOMaHAa Ha3HavaeT cBA3aHHbIN uplink-
te_port | fortygigabitethernet fo_port: (1..8/0/1..4); MHTepdEeIC, y4acTBYHOLMIN B MapLLPpyTU3aLMMN.

fo_port | port-channel group | group: (1..48);

vlan vian_id} vlan_id: (1..4094)
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ip igmp static-group group-
address [source source-addr]

BKAtOUNTL CTaTUUECKMI 3anpoc multicast-rpynnbl Ha MHTepdelice.
- group-address — IP-agpec rpynnbi;

- source-addr — IP-afpec UCTOYHMKA Fpynnbl.
— V Ha untepdeiice aonxkeH 6biTb BKAoueH IGMP Proxy.

no ip igmp static-group group- BbIK/MOUMTb CTaTUYECKMiM 3anpoc multicast-rpynnbl.

address [source source-addr]

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuAa 3anpoca KOMaHAHOM CTPOKK pexunma KoHdpurypaumm VLAN:
console (config-if)#

Tabnnua 190 — KomaHgb! pexkuma KoHdurypaumm nHtepoeiicos VLAN

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuIo

KomaHda

YcTaHoBUTb 3HaYeHne DSCP B IP-3aronoBke gna naketos
npotokona IGMP, KoTopoe 6yAeT NCNo/Ib30BaTbCA KOMMYTATOPOM
Ha uHTepoderice VLAN.

ip igmp-proxy dscp dscp
dscp: (0..63)/0

no ip igmp-proxy dscp YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

YcTaHoBUTb 3HaveHne 802.1p B IP gna naketos npotokona IGMP,
KOoTOpoe byaeT Mcnoib30BaTbCA KOMMYTAaTOPOM Ha UHTepdelice
VLAN.

ip igmp-proxy cos cos

cos: (0..7)/0

no ip igmp-proxy cos YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnumua 191 — Komanapl pexkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

MpocMoTpeTb CNUCKM MHOTOaAPECHbIX rpynn. Bo3amoxkeH Bbibop
rpynn no agpecy rpynnbl Uan No agpecy NCTOYHUKA
MHOroaapecHbIX aHHbIX.

- ip_multicast_address — |P-agpec rpynnbl;

- ip_address — |P-appec UCTOYHUKA;

- summary — KpaTKoe CoAepiKaHne KaxaomM 3anmcu B
MHOroaZpecHon Tabamue mapLpyTmusaumu.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

MokaszaTb MHopMauuto o ctatyce IGMP-proxy NPUMEHUTENBHO K
HTEpoericam.
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[Tpumep 8bIN0AHEHUS KOMAHO

console# show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
vlan30 downstream default - -

5.21 ®yHKUMM ynpaBaeHuUs

5.21.1 MexaHu3m AAA

Ona obecneyeHna 6e30MacHOCTM CUCTEMbI MCMOAb3yeTCA MmexaHusm AAA  (ayTeHTUdMKaLMs,
aBTOpM3aLMA, y4eT).

— Authentication (ayTeHTUdMKaLmMa) — conocTaBaeHMe 3anpoca CyLLeCTBYoLein y4ETHOM 3anuncu
B cucTeme 6€30MacHOCTH.

— Authorization (aBTopu3auusa, NpoBepKa YpOBHA A0OCTyrNa) — COMNocTaBieHne yYETHOM 3anucK B
cucteme (Npowegwert ayTeHTUGUKaLMIO) U onpeaenéHHbIX MOJTHOMOYNIA.

— Accounting (y4éT) — cnexeHue 3a noTpebaeHMeM pecypcoB NoJ/Ib30BaTENEM.

AN WwndppoBaHUA AaHHbIX UCNONb3YETCA MEXaHU3M SSH.

KomaHObI pexcuma 2a06an6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (confiqg) #
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Tabnnua 192 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication
login {default |
list_name}

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/no ymonuyaHuio
OCYLLECTBAAETCA NPOBEPKa
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHOBUTL cNOcob ayTeHTUMKALMM ONA BXOAA B CUCTEMY.
- authorization — pa3spelaeT npoxoxaeHne aBTopM3aLnm no
ONUCaAHHbBIM HUXKE MEeTOAAM;
- default — ncnonb3oBatb ANA ayTeHTUDMKALMM ONUCAHHbIE
HU¥Ke MeToabl;
- list_name — nma cnncka ayTeHTUPUKALMOHHBIX METOA0B,
AKTUBM3UPYIOLLLErocs, Koraa nosib3oBaTesib BXOAUT B CUCTEMY.
OnucaHue metogos (method_list):
- enable — ncnonb3oBaTb Naposb A4 ayTeHTUdUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG A/1A AYTEHTUDUKALMMY;
- local — ncnonb3oBaTb NIOKaNbHYO 6a3y MeH Noab3oBaTenei
ONA ayTeHTUdUKaLmu;
- none — He UCMNONb30BaTb ayTeHTUPMKaLMIO;
- radius — ucnonb3oBaTb cnucok RADIUS-cepBepoB ann
ayTeHTUdUKaumK;
- tacacs — ncnonb3osatb cnucok TACACS cepsepos ana
ayTeHTUDUKaUMK.

V‘, Ecamn meToa ayTeHTUPUMKaL MM He onpeseneH, To

e AOCTYN K KOHCOIN BCerAa ycnewHbli.

) Co3paHue CNUCKA OCYLLecTBAAETCA KOMaHA0M:
J aaa authentication login list_name method_list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name

l‘ Bo u3bexkaHue notepu Aoctyna cnegyer BBO-
. AUTb HE06XO04MMbI MUHUMYM HAcTpoek AnAa
YKa3blBaemMoro MeToAa ayTeHTupuKauum.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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aaa authentication ena-
ble authorization {default
| list_name} method_list

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/no ymon4aHuio
OCYLLLEeCTBAAETCA NPOBEpPKa
no fIoKanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YCTaHOBWUTbL CNOCO6 ayTEHTUDMKALMM NPU NOBbILEHUN YPOBHSA
npuBWUAErUi ANA BXOAA B CUCTEMY.
- authorization — paspelaeT npoxoxaeHne aBTopm3aLmn no
OMMCAHHbBIM HUXE MeToAaM;
- default — ncnonb3oBaTh 419 ayTeHTUMKALMYM ONUCAHHbIE
HUXKe MeToabl;
- list_name — nmsa cnucka ayTeHTUGUKALMOHHBIX METOAOB,
aKTMBU3UPYIOLLLEroca, KOrAa Nonb3oBaTe b BXOAUT B CUCTEMY.
OnucaHune metoaos (method_list):
- enable — ncnonb3oBaTb Naposib A4 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG ANA AYTEHTUDUKALMM;
- local — ncnonb3oBaTb NIOKaNbHYO 633y MMeH Nonb3oBaTenem
Ons ayTeHTuduKaumm;
- none — He UCNONb30BaTb ayTEHTUDUKALMIO;
- radius — ucnonb3oBaTb cnucok RADIUS-cepBepoB s
ayTeHTUdUKaumK;
- tacacs — ncnonb3osBatb cnncok TACACS-cepsepos Ana
ayTeHTUdMKaLMK.

V Ecnn meTop ayTeHTUPUKaL UM He onpeaeneH, To

BAOCTYN K KOHCONM BCerga ycneLwHbli.

/ Co3faHue CnncKa ocyLLecTBASETCA KOMaHAOiA:
V aaa authentication login list-name method_list.
Ucnonb3osaHue cnucka:
aaa authentication login list-name
I ‘ Bo u3bexkaHue notepu poctyna ciepyeTt BBO-
H AUTb Heo6X0AMMbBI MUHUMYM HacTpoek AnA
YKa3blBaemoro meToaa ayTeHTudpuKauuu.
no aaa authentication YCTaHOBUTb 3HAYEHWE MO YMONYAHUIO.
enable authorization {de-
fault | list_name}
enable password pass- YCTaHOBUTb Napob A1 KOHTPONA U3MEHEHWUA NPUBUAErUIA
word [encrypted] [level [0CTyna Nonb3oBaTeNen.
level] - level — ypoBeHb npusuneruni;
level: (1..15)/1; - password — naponb;

no enable password
[level level]

password: (0..159)
cmmsonos/admin

- encrypted — 3a4aTb 3aWMdPOBAHHbLIN Naponb (Hanpumep,
napo/ib B 3alWnMdpPoBaHHOM BUAE, CKONUPOBAHHbIW C ApYroro
YCTPOICTBA).

YcTaHOBUTb napo/ib N0 YyMON4YaHUIO.

username name {nopass-
word | password pass-
word | password en-
crypted encrypted_pass-
word} [priveliged level]

no username name

name: (1..20) cumBoNOB;
password: (1..64)
CMMBO/IOB;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[lo6aBuTb Nonb3oBaTens B I0KaNbHYO 6a3y AaHHbIX.

- level — ypoBeHb npusuneruni;

- password — napons;

- name — VMA NoNb30BaTeNS;

- encrypted_password — 3awndpoBaHHbIV Napoab (Hanpumep,
naponb B 3aWMPPOBaHHOM BUAE, CKONMPOBAHHbIV C APYroro
yCTPOMCTBA).

YpanuTb nonb3osaTens u3 NIOKaNbHoM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

—/no ymon4aHuio
BeJleHue y4yeTa 3anpeLLeHo

PaspelwnTb BefileHMe yyeTa (akKayHTa) AN ceccuid ynpasieHus.

7 PaspelleHo TONbKO ANA NONb3oBaTeNeid, BOLWEALNX B

V cuMcTemMy No MMEHU U Napoto. [ina BoweaWwnx no na-
posio TepMUHANA, BEAEeHMUE yueTa 3anpeLuyeHo.

) BepeHue yueta aKTMBMpPYeETCA M NpeKpallaeTca, Koraa

V nosnb3oBaTeNnb BXOAUT M OTK/IIOYAETCA OT CUCTEMDI,

4TO COOTBETCTBYET 3HauYeHUAM start u stop B coobuie-

HUAX npoTokona RADIUS (napameTtpbl, coaeprKalm-

eca B coobuweHuax npotokona RADIUS, npusegeHbl B
Tabnuue 193).

3anpeTuTb BegeHuMe yyeTa (akKayHTa) aAnsa BBegeHHbIx B CLI Ko-
MaHA,.
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aaa accounting dotl1x
start-stop group radius

no aaa accounting dot1x
start-stop group radius

—/no ymon4aHuio
BeJleHue y4yeTa 3anpeLeHo

PaspewunTb BegeHue yyeTa (akkayHTa) ans ceccuin 802.1x.
1 BepeHue yyeTta akTMBUPYETCA U NpEKpaLLaeTcs, Koraa
V nonb3oBaTeNlb BXOAUT U OTKAOYAEeTCA OT CUCTEMbI,
4YTO COOTBETCTBYET 3HAUeHUaM start u stop B coobuie-
HuAX npoTtokona RADIUS (napameTpbl, cogeprKawyu-
eca B coobueHuax npotokona RADIUS, npuseaeHbl B
Tabnunuye 193).

1 B pexxume Multiple sessions coobwenus start/stop
V NOCbINAIOTCA ANA KAXKA0ro NoNb30BaTeNs, B pexxume
Multiple hosts — TonbKo ans nonb3osartens, npowepn-

wero ayteHTMduKaumio (cm. pasgen no 802.1x).

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpegenutb meTon, ayTeHTuduKaumm npu goctyne K HTTP-
cepsepy. lpu ycTaHOBKeE CNUCKa METOAO0B AOMOSHUTE/NbHbIN
meToz, byseT NPMMEHATLCA TOIbKO B TOM CAyyae, Koraa no oc-
HOBHOMY MeTOAY ayTeHTUUKaL MM BO3BpaLLLEHa OWKOKa.

- method_list — meToa ayTeHTUDUKaumm:

local — no meHu U3 NoKanbHOM 6asbl JAHHbBIX;

none — He Ucnonb3yeTcs;

tacacs — ncnonb3oBaHMe cnUckoB Bcex cepepoB TACACS+;
radius — ucnonb3oBaHue cnuckos Bcex RADIUS-cepBepos.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

aaa authentication mode
{chain | break}

—/chain

YCTaHOBUTbL aNropUTM ONpoca MeTOA0B ayTEHTUDUKaALUM.

- chain — nocne HeyaaYHOM NONbITKM ayTeHTUOUKALMM NO Nep-
BOMY METOAY B CMMCKe cnefyeT NonbiTKa ayTeHTUOUKALMMU MO
caepylolemy metoay B LEeNoYKe;

- break — nocne HeyanayHow ayTeHTUPMKaLUKM NO NepBOMY Me-
TOA4Y NpoLecc ayTeHTUPMKaLUM OCTaHaBNMBAETCA.

aaa accounting com-
mands stop-only group
tacacs+

no aaa accounting com-
mands stop-only group

—/no ymonuyaHuio
BefeHMe y4eTa KOMaHz,
BbIK/IIOUYEHO

BkntounTb BegeHue yyeta BBegeHHbix B CLI KomaHa no npoTto-
Kony Tacacs+.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa authorization com-
mands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumsonos; method_list:
(tacacs, local);

-/N0 YMONUYaHUIO aKTUBEH
cnucok default n
aBTOpU3aLMA He
ocyuiecTenseTcs

YCcTaHOBWUTbL CNOCO6 aBTOPM3ALLMM BBOAUMBIX KOMAHA,.

- default — pegaktMposaTb cnucok c umeHem default, KoTopbili
Mo YMONIYAHUIO eCTb B CUCTEME;

- list_name — nmA cnucka mMeToA0B aBTOpM3aL MK, co3aBae-
MOTFO U PefaKkTUPyemMoro nosib3oBaTenem:

- tacacs — meTogA, No3BONAKLWMIA MCNOAb30BaTh cnncok TACACS
cepBepoB ANA aBTOpU3aLuu;

- local — meTog, Npu KOTOPOM aBTOPU3ALMA He OCYLLLEeCTBAA-
eTca.

BoCCTaHOBWTb 3HaYeHME NO YMONYAHUIO.
- default — cbpoc cnucka ¢ umeHem default K 3HaueHUto no
YMONYAHMIO;
- list_name — ypanvuTb NONb30BaTE/NIbCKUI CMIUCOK C MMEHEM
list_name.
Cnucok c umeHem default He moxkeT 6bITb yaaneH us
V cUCTEMBI.

aaa authorization com-
mands {default |
list_name}

no aaa authorization
commands

list_name: (1..15)
CMMBOJIOB;
-/default

AKTMBMPOBATb CMMCOK METOAOB aBTOpPM3aLMU BBOAUMbBIX KO-
MaHAa,

- default — caenatb akTMBHbIM CNUCOK ¢ UMeHem default;

- list_name — cpenaTb aKTUBHbIM COOTBETCTBYIOLLMIA NONb30Ba-
TENbCKUI CMNCOK.

BoccTaHOBUTL 3HaYeHMe nNo YMOANYaHUIO.
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Onga Toro utobbl KAMEHT NOAYUUA AOCTYN K YCTPOMCTBY, AaXKe eCAU BCe MEeTOAbl ayTeHTU-
’_ duKauum BepHynn owmnbKy, MCNONb3YiTe 3HAYEHUE NOC/eAHEr0 METoAa B KOMaHAe —
-

none.

Tabanua 193 — AtpubyTbl coobuieHunit BeaeHMA yyeTa npotokona RADIUS ana ceccuin ynpasneHuma

Hanu4ue Hanu4ue
ampubyma e ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NpeHTndmKauma nonb3osartens.
IP-agpec KommyTaTopa, KOTOPbIM MUcnonb3yeTca anA
NAS-IP-Address (4) EcTb Ectb ﬂ‘p, v P P y A
ceccuin c RADIUS-cepsepom.
Mpon3BoabHOE 3HaYeHMe, BKIOYEHHOe BO Bce CO0b-
Class (25) EcTb Ectb P .
LLeHWA yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNONAb3yeMbIN ANA CeCCUit
Called-Station-ID (30) EcTb Ectb AP yratop y A
yrnpaBaeHus.
Calling-Station-ID (31) EcTb Ectb |P-agpec nonb3osartens.
Acct-Session-ID (44) Ectb Ectb YHUKaNbHbIN UaeHTUOUKATOP yyeTa.
. YKa3blBaeT MeTo, N0 KOTOPOMY KAUEHT JO/KEH BbITb
Acct-Authentic (45) EcTb Ectb A poMy A
ayTEHTUOULMPOBAH.
. . MoKasbiBaeT, KaK 40/ro Nnoab3oBaTeNb 6bin NOAKA0-
Acct-Session-Time (46) Het Ectb A A
YeH K cucteme.
Acct-Terminate-Cause
Het Ectb MpuymHa 3aKkpbITUA ceccum.

(49)

Tabnnua 194 — ATpubyTbl coobuleHUI BeaeHuMa yyeTa npoTokona RADIUS ana ceccuin 802.1x

Hanu4ue Hanu4ue
ampubyma e ampubyma e
Ampubym puoy puoy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NpeHTndumKauma nonb3osartens.
IP-agpec KommyTaTopa, KOTOPbIM Mcnonb3yeTcs ana
NAS-IP-Address (4) Ectb EcTb ,u,pu v pa, P y A
ceccuii ¢ RADIUS-cepsepom.
MopT KOMMyYTaTOPa, Ha KOTOPOM NOAKNOUUACA NONb-
NAS-Port (5) Ectb EcTb P ¥ pa, P A
3oBaTeNb.
Mpoun3BoabHOE 3HaYEHWNE, BK/IOYEHHOE BO BCE CO06-
Class (25) Ectb EcTb P .
LeHMA yyeTa ceccui.
Called-Station-ID (30) EcTb Ectb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb Ectb IP-agpec nonb3osartens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIM naeHTUUKATOp yyeTa.
. YKa3biBaeT MeTo4, N0 KOTOPOMY KJANEHT A0/KEH BbITb
Acct-Authentic (45) Ectb EcTb A pomy A
ayTeHTUOULMPOBaH.
MoKa3blBaeT, Kak 40Aro nonb3oBaTeNb bbbl NOAKO-
Acct-Session-Time (46) Het Ectb ’ A A
YeH K cucteme.
Acct-Terminate-Cause Het Ectb MpuynHa 3aKpbITUA ceccuu.
(49)
Nas-Port-Type (61) Ectb Ectb [MoKa3biBaeT TUM NopTa KAMEHTa.
Eltex-Data-Filter Het EcTb CnucoK npaBuAa, cofepawmin B cebe Kaouyesble
cnosa ACL (Tabnuua 185)
Eltex-Data-Filter-Name Het Ectb Uma ACL. Echm He 3aaHO, TO MMeEET 3HayeHue

«RADIUS_ACL»
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Tabnuua 195 — Kntouesble cnosa ACL

Knrovesoe cnoeo

OnucaHue

Tun unn id npoTokona.
JonycTMmble 3HaYeHuA:
- gns IPV4: icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr, ipv6,

prot ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipip,
pim, 12tp, isis;
- ana IPV6: icmpv6, tcpv6, udpvb.

mac_src MAC-agpec UCTOYHMKA.

mac_dst MAC-agpec Ha3HayeHus.

ip_src IP-agpec UCTOYHMKA.

ip_dst IP-aapec HasHavyeHus.

ipv6_src IPv6-agpec UCTOYHMKA.

ipv6_dst IPv6-aapec HasHayeHus.

dscp 3HauyeHue DCSP-nons (0..63).

ip_precedence Mpuoputet IP-Tpaduka (0..7).

tcp_flags TCP-dnar.

vlan Mopsakosbli Homep VLAN.

icmp_type Tun coobuweHnn npotokona ICMP, ucnonbsyemblii ana ¢unbTpaumnm
ICMP-nakeTos (0..255).

icmp_code Kog coobuweHuii npotokona ICMP, ucnonb3yemblit ana ounbTpaumnmn
ICMP-nakeTos (0..255).

igmp_type Tun npoTokona IGMP.

udp_port_src

UDP-nopT NCTOYHMKA.

udp_port_dst

UDP-nopT HasHayeHus.

tcp_port_src

TCP-nopT UCTOYHMKA.

tcp_port_dst

TCP-nopT Ha3HauyeHwuA.

udp_src_start

HavanbHoe 3HavyeHne UDP-nopTa u3 gnanasoHa UDP-NopTOB MCTOYHMKA.

udp_src_end

KoHeuHoe 3HaueHne UDP-nopTta n3 ananasoHa UDP-nopToB MCTOYHMKA.

udp_dst_start

HauvanbHoe 3HayeHue UDP-nopta n3 amanasoHa UDP-nopTtos HasHaue-
HUA.

udp_dst_end

KoHeuHoe 3HaueHne UDP-nopTa 13 ananasoHa UDP-nopToB Ha3HauYeHuA.

tcp_src_start

HauvanbHoe 3HavyeHne TCP-nopTa 13 AnanasoHa TCP-NopTOB UCTOYHMKA.

tcp_src_end

KoHeuHoe 3HaueHune TCP-nopTa 13 grManasoHa TCP-nopToB UCTOYHUKA.

tcp_dst_start

HauvanbHoe 3HaueHne TCP-nopTa 13 granasoHa TCP-nopToB Ha3HaYeHUA.

tcp_dst_end

KoHeyHoe 3HaueHune TCP-nopTa u3 grnanasoHa TCP-nopToB Ha3HavyeHuA.

Eltex-Data-Filter n Eltex-Data-Filter-Name — ocobble Vendor-Specific aTpnbyTtbl, npeaHasHayeHHble
Ans AMHammyeckoro aobasneHus cnmuckoB ACL Ha nopT yepes coobuieHns oT RADIUS-cepsepa. [ns
MCNONb30BaHUA AaHHoro ¢yHKUMoHana Ha RADIUS-cepBepe HeobxogMmo B C/i0Bapb aTpubyToB A06aBUTL
atpubytbl 82 (Eltex-Data-Filter) n 83 (Eltex-Data-Filter-Name) ana seHgopa 35265 (Eltex).
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Mpumep Hactpoiiku Vendor-Specific atpubytos Eltex-Data-Filter Eltex-Data-Filter-Name gns
Freeradius.

B daitn /path/to/freeradius/dictionary nobasuthb:

VENDOR Eltex 35265
BEGIN-VENDOR Eltex

ATTRIBUTE Eltex-Data-Filter 82 string
ATTRIBUTE Eltex-Data-Filter-Name 83 string
END-VENDOR Eltex

dopmar 3anucu IPv4 ACL, IPv6 ACL popmupyetca cnegylowmm obpasom: nepebie YeTbipe
CNoBa AO0/MKHbI 6bITb 3anucaHbl Yepe3 npoben B cTporom nopsagke: acl_type, action
(permit nan deny), ip_precedence, prot. Mocne 3anucu o6s3atenbHbIX NapameTpoBs
OCTa/NbHble MapameTpbl 3aNUCbIBAOTCA B NPOU3BO/IbHOM NopsAaKe.

o

dopmar 3anucu MAC ACL dopmupyeTca cnegyowmum obpasom: nepsble TpU CAOBa
AOMKHbI 6bITb 3anucaHbl Yepes npoben B ctporom nopsagkKe: acl_type, action (permit nam
deny), ip_precedence. Mocne 3anucu 06A3ateNibHbIX NApPaMeTPOB OCTajibHble MapameTpbl
3anucbiBalOTCA B MPOU3BOJIbHOM NopsAkKe.

ﬁ'-

Macka ana IP-agpeca 3anucbiaetca uepes «/» 6e3 npobenos.

ﬁ'-

’ | MpOTOKON MOXHO YKa3aTb KaK B YNC/I0BOM BUAE, TaK U CTPOKOM.
L

Mpumep:

user3 Cleartext-Password := "hello"
Eltex-Data-Filter = "ip permit 1 prot=tcp ip src=10.0.0.3/0.0.0.255
ip dst=10.0.0.0/255.0.0.0 tcp port src=80 tcp port dst=443",
Eltex-Data-Filter-Name = "Filter-MIX1"

KomaHObI pexcuma KoHguaypayuu mepMmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUrypaLmm TepMUHana:

console (config-line) #

Tabanua 196 — KomaHgbl pexkuma KOHPUrypauum TepMmUHAIbHbIX CECCUI

3Ha4yeHue/3HayeHue .
KomaHda Aeiicmeue
no yMosn4YaHuto
login authentication {de- 3afaTb MeTog, ayTeHTUdMKaLMK Npu BXoAe A5 KOHcou, telnet,
fault | /ist_name} ssh.
. - default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
list_name: (1..12) o o . .
CO3/aHHbIN KoMaHaoW aaa authentication login default.
CUMBOIOB . o .
- list_name — 1cnonb30BaTb CNUCOK, CO34aHHbIN KOMaHAOM aaa
authentication login /ist_name.
no login authentication YCTaHOBUTb 3HAUYEHME MO YMOMYAHMIO.
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enable authentication {de-
fault | list_name}

list_name: (1..12)
CUMBO/I0B

no enable authentication

3apaTb MeToZ ayTeHTUGMKaLMM Noib3oBaTeNs NP NOBbILLEHUN
YPOBHSA NpUBUAErMIA ANA KOoHcow, telnet, ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO3/aHHbIM KoMaHaoW aaa authentication login default.

- list_name — ncnonb3oBaTb CNMUCOK, CO34aHHbIA KOMaHAOoM aaa
authentication login /ist_name.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

password password [en-

crypted
ypted] password: (0..159)

CMMBOJIOB

no password

3apaTb Naposib gNa TepMUHana.

- encrypted — 3a4aTb 3aWMPPOBaHHbLIN Napob (Hanpumep,
naposib B 3aWNMPPOBAHHOM BUAE, CKOMMPOBAHHbLIW C ApPYroro
YCTPOICTBA).

Yoanutb naponb Ana TepMUHana.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 197 — KomaHgb! pexxuma Privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show authentication meth-
ods

MokasaTb nHdopmaLmio 06 ayTEHTUOUKALMOHHBIX METOLAX Ha
KomMmyTaTope.

show authorization
methods

MoKaszaTb MHOOPMALLMIO O CO3L4aHHbIX HA KOMMYTaTOPe MeToAax
aBTOPU3aLLMM KOMAHA, YKa3blBaeT Ha aKTUBHbIN MeToa.

show users accounts

MoKasaTb IoKaNbHYO 6a3y AaHHbIX NO/Ib30BATENEN U UX
npuBMAErni.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Bce KomaHAb! AaHHOTO pasgena AOCTYMNHbI TOAbKO 417 NPUBMAETMPOBAHHbIX nonb3oBaTenein.

Tabnnua 198 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aeiicmeue

show accounting

MoKasaTb MHGOPMALLMIO O HACTPOEHHbIX METOZAaX BEeAEHUA
yyeTa (aKkKayHTa).

5.21.2 Mpomokon RADIUS

Mpotokon RADIUS wucnonb3yetca ana ayteHTUdUKaumm, asTopmsaumm m ydeta. Cepsep RADIUS
ncnonb3yet 6a3y AaHHbIX N0Ab30BATENEN, KOTOPAA COAEPKUT AaHHbIE NPOBEPKU NOAJANHHOCTU AN KAXKAO0ro
nosnb3osaTtens. Takum obpasom, ucnonb3oBaHue npotokona RADIUS obecneumBaeT AONOAHUTENbHYIO 3aLUUTY
npu A0CTyNe K pecypcam CeTH, a TaK¥Ke Npu AoCTyne K CaMoMy KOMMYTaTopy.

216 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



A ELTEX

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXxume rnobanbHo KoHGUrypaumu:

console (config) #

Tabnnua 199 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

radius-server host {ipv4-ad-
dress | ipv6-address | host-
name} [auth-port
auth_port] [acct-port
acct_port] [timeout

hostname: (1..158)

[06aBuUTb yKa3aHHbI cepBep B CNMCOK MCNonb3yembix RADIUS-
cepBepos.

- ip_address — IPv4 vnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepsepa;

- auth_port — Homep nopTa ANA nepesayn ayTeHTUGUKaLMOHHbIX

timeout] [retransmit re- CUMBOJIOB; LaAHHbIX;

tries] [deadtime time] [key auth_port: - acct_port — Homep nopTa ANA Nepefayn AaHHbIX y4eTa;
secret_key] [priority prior- (0..65535)/1812; - timeout — WHTepBan OXMAAHWA OTBETA OT CepBepa;

ity] [usage type] acct_port: - retries — KO/IM4eCTBO NOMbITOK Noncka RADIUS-cepBepa;

encrypted radius-server
host {ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout] [retrans-
mit retries] [deadtime time]
[key secret_key] [priority
priority] [usage type]

no radius-server host
{ipv4-address | ipv6-address
| hostname}

(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;
secret_key: (0..128)
CMMBO/IOB;
priority: (0..65535)/0;
type: (login, dot1x,
igmp-auth, coa, dotlx-
eapol, dotlx-mac,
all)/all

- time — BpemAa B MUHYTax, B TeYeHME KOTOPOro HeJOCTyMNHble
cepsepa He byayT onpawmnsaTbca RADIUS-KaneHTOM
KOMMyTaTopa;

- secret_key — knto4 gna ayTeHTUOUKALMM U LUMPPOBAHNA BCEro
obmeHa aaHHbimK RADIUS;

- priority — npnopuTteT ncnonb3osaHus RADIUS-cepsepa (4em
HU}Ke 3HaYeHue, TeM NpUopuUTETHEE CEPBEP);

- type — TMn ucnonb3osaHua RADIUS-cepsepa;

- encrypted — 3asaTb KoY B 3aWwndpoBaHHOM BUAE.

B cnyyae oTcyTcTBMA B KOMaHAe napameTpoBs timeout, retries,
time, secret_key ana aaHHoro RADIUS-cepBepa ncnonb3ytoTca
3HaYeHMA HAaCTPOEHHbIE C MOMOLLbIO KOMaHZ YKa3aHHbIX HUXKe.

YAanuTb yKasaHHbIV cepBep U3 cnmcka ncnonb3yemblx RADIUS-
cepBepos.

radius-server attributes nas-
id include-in-access-req [for-
mat word]

no radius-server attributes
nas-id include-in-access-req
[format]

word: (3..32)/%h

[o6asutb aTpnbyT NAS-Id (onuma Ne32) B Access-Request nakeTbl.

Cumsonbl "%h", BcTpevatowmecs B popmaTHOM CTPOKe,
3aMeHAI0TCA Ha TeKyllee uma xocta (hostname).

YCcTaHOBUTb 3HaYeHue no YMO4aHUIO.

[encrypted] radius-server
key [key]

no radius-server key

key: (0..128)
cMMBON0B/MNO
YMOYAHUIO KoY —
nycrasa cTpoka

YCTaHOBUTb KtOY, UCNONb3YEMBIN NO YMONYAHUIO, ANA
ayTeHTUdUKauMK 1 WwndposaHua Bcero obmeHa gaHHbimu RADIUS
MeXay YCTPOWCTBOM U OKpyKeHnem RADIUS.

- encrypted — 3a4aTb KAtoy B 3alwmdpoBaHHOM BUAE.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YCTaHOBUTb UHTEPBAJ OXMAAHMA OTBETA OT CEpBepa,
MCNONb3YeMblii MO YMOMYAHUIO.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

radius-server retransmit re-
tries

no radius-server retransmit

retries: (1..15)/3

Onpenenntb KOANYECTBO NONbITOK Noncka RADIUS-cepsepa 13
CNUCKa cepBepoB, NCNO/Ib3yemoe No ymonyaHuio. MNpwu oTkase
OCYLLECTB/IACTCA MOMCK CeAYIOLEro nNo npMopuTeTy cepsepa us
cnucka.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMH

OnTummsnposaTtb Bpema onpoca RADIUS-cepseposB, Korga
HEeKoTopble cepsBepa HeAOCTYMHbI. YCTaHaBAMBaET Bpems B
MWHYTaXx, UCMOJIb3yeMOoe NOo YMOYaHUL0, B TEYEHME KOTOPOTO
HeoCTyMNHble cepBepa He byayT onpawmeaTbea RADIUS-
KIMEHTOM KOMMYyTaTopa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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radius-server host
source-interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3apatb MHTepdeic ycTpolicTsa, IP-agpec KoToporo byaeT
MCNO/Ib30BaTbCA MO YMOJIYAHUIO B Ka4yecTBe agpeca UCTOYHUKA
nepegasaemoro B coobuieHnax npotokona RADIUS.

Ynanutb nHtepdeic yctpoiicrsaa.

radius-server host
source-interface-ipv6 {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback _id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3apatb MHTepdeic ycTpoiicTsa, IPv6-aapec KoToporo byaet
MCNO/1Ib30BaTbCA MO YMOJIYAHUIO B Ka4yecTBe agpeca UCTOYHUKA
nepegasaemoro B coobueHnsax npotokona RADIUS.

Ypanutb nHtepdeic yctpoicTsaa.

radius server accounting-
port port

no radius server account-
ing-port

port: (1-65535)

YCTaHOBUTbL NOPT perncTpaumm y4€THbix 3anmceit Ha RADIUS-
cepsepe.

OTMeHuUTb ncnonbsosaHne UDP-nopTa a4na perncrpaumm y4eTHbIX
3anucer.

radius server authentica-
tion-port port

no radius server autentifi-
cation-port

port: (1-65535)

YctaHosuTb UDP-nopT gnA oTnpaBKM 3anpocoB Ha
AYTEHTUDUKALMIO YHETHBIX 3annCcen.

OTMeHunTb ncnosnbsosaHue UDP-nopTa A4na 3anpocos Ha
AYTEHTUDUKALMIO YHETHBIX 3annCeN.

radius server enable

no radius server enable

Bkntountb RADIUS-cepBep Ha KommyTaTtope.

BbikntounTtb RADIUS-cepBep Ha KommyTaTope.

radius server group word

word: (1-32)

3afaTb Ha3BaHWe ANA rPYNMbl CepPBEPa U NepenTh B pexnm ee
KOHOUIypupoBaHus.

radius server secret key key
{ipv4 | ipv6 | default}

no radius server secret
[ipva | ipv6 | default]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xo X X;
key: (1-128) cumBona

YCTaHOBUTb KAtOY A1 UCNOAb30BaHMA radius server.
default — Kntoy HasHavaeTca AN UCMNOIb30BAHUA KIMEHTAMMU, HE
MMeEIOLLMX ONpeaeNeHHOro Kaua.

YpanuTe KoY N8 Mcnonb3osaHuA radius server.

radius server secret {ipv4 |

ipv6}
no radius server secret
{ipv4 | ipv6}

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX XXX

Mcnonb3osatb 3aLLIM¢pOBaHHbIﬁ KNKY 40CTyna K cepsepy AnAa
KOHKPETHOro X0CTa.

Yaanutb KN4 ANA UCNOb30BaHUA radius server.

radius server traps ac-
couting

no radius server traps ac-
couting

BKAOUNTL NOAAEPHKKY trap-co0bLEHNI Ha COBbITUA YHETHBIX
3anucei.

OTKNOYNUTb NOJAEPKKY trap-coobeHni.

radius server traps authen-
tication {failure | success}

no radius server traps au-
thentication

BKNOUMTL NOAAEPIKKY trap-coobLLeHNI, OTObpakatoLwmx
pe3ynbTaT ayTeHTudMnKaLmm Ha RADIUS-cepsepe.
failure — c6oii npu nonbiTKe ayTeHTUMKaLUN.
success — ycrnewHo nNpoiaeHHan ayTeHTUdMKaLmA.

OTKNOUNTL NOAAEPKKY trap-coobLLEeHUA.

radius server user
username username group
password pass

no radius server user
username username

Co3gaTtb Noab30BaTeNA U HAa3HAYUTb AN1A Hero rpynny Ha cepsepe
C 3aaHHbIM Naponem UCNONb30BaHUA.

Ypanutb nonb3oBaTena Ha cepsepe.
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KomaHObI pexcuma KoHguaypuposaHusa radius server 2pynmol

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHPuUrypuposaHua radius server-rpynnbi:

console (config-radius-server—-group) #

Tabnmua 200 — KomaHabl pexkmma KoHPUrypuposaHusa radius server-rpynnbi:

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda Aeiicmeue

acl acl_name acl_name: (1-32) HasHaunTb ncnonb3osaHue ykazaHHoro ACL B gaHHOM rpynne.

CumBO1a

no acl OTKAOYUTL UCNONb30BaHMeE YKazaHHoro ACL B gaHHoM rpynne.

allowed-time-range
range_name

HasHaunTb nepuog spemeHun time-range Ha MCNONb30BaHUE
range_name: (1..32) rpynneoi.

CcumBOa

no allowed-time-range OTKAIOYMTb UCNONb30BaHNe time-range Ha Ucnoib3oBaHue

rpynnoi.

privilege-level level HasHaunTb ypoBeHb NpUBUAETUIA, HA KOTOPOM ByAeT MCNOHUMA
KOHOUrypupyemas rpynna.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

level: (1-15)/1

no privilege-level

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnnua 201 — KomaHgb! pexxuma Privileged EXEC

3HayeHue/3Ha4yeHue
Mo yMmon4YaHuio

KomaHda Aeiicmeue

show radius-servers status —

Moka3satb cTatyc cepsepos RADIUS.

show radius-servers [key]

OT06pa3unTb NapameTpbl HacTpoliku RADIUS-cepsepoB (KomaHaa
[LOCTYMNHA TONbKO A/1A NPUBUIETMPOBAHHbIX NONb30BaTeNeN).

show radius server {statis-
tics | group | accounting |

OT06pa3unTb CTaTUCTMKY NpoTokona RADIUS, nHpopmaumio o
nosib3oBaTensx, KoHpurypaymo RADIUS-cepsepa.

configuration | rejected |
secret | user}

[pumepbl UC016308AHUA KOMAHO

= YCcTaHOBUTH r106anbHble 3HAYEHUA ANA NapamMeTPoB: MHTEPBaa OXWAAHWUA OTBETa OT cepsepa — 5
CEeKyHZA, KonmnyecTso nonbIToK noncka RADIUS-cepsepa — 5, Bpems, B Te4eHUe KOTOpOro HeaoCTyn-
Hble cepBepa He 6yayT onpawmnsatbca RADIUS-KnMeHTOM KommyTaTtopa — 10 MUHYT, CEKPETHbIN
Kntouy — secret. [lobaBuTb B cnucok RADIUS-cepBep, pacnonoKeHHblh Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa AnA ayteHTMPMKaumm — 1645, KoNMYeCcTBO NOMNbITOK AOCTYNa K CEPBEpPY
— 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2
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= [lokasaTb NapameTpbl HacTpoinkn RADIUS-cepBepos.

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time

192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.21.3 Npomokon TACACS+

MpoTokon TACACS+ obecneumBaeT LEHTPanM30BaHHYlO cucTemy 6e30nacHOCTM ANs MNPOBEPKM
noNb3oBaTesNei, NoAyYaloWmMX AOCTYN K YCTPOWCTBY, NPU 3TOM NoaAepXuBas coBmecTumocTb ¢ RADIUS u
APYrMMM NpoLLeccamm NpoBepKu noannHHocT. TACACS+ npefocTaBasneT cneaytowme cnyKobi:

— Authentication (nposepka nodauHHocmu). ObecneunBaeTcs BO Bpemsa BXxoda B CUCTEMY MO
MMeHaMm NoJib3oBaTeNeit n onpeaeneHHbIM Nob30BaTENAMM MAPOJIAM.

— Authorization (aemopu3sayus). ObecneynsaeTca BO Bpems Bxoga B cuctemy. [locne
3aBepllieHns ceaHca MNPOBEPKM MNOAAMHHOCTM  3aMycKaeTcA ceaHC aBTopu3auumM C

MCNnonb3oBaHMEM MPOBEPEHHOINO MMEHWU MNONb30BATE/NIA, TaKXXe CepBEPOM MNPOBEPAKOTCA
npusunernn nonb3osatena.

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 202 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMoA4aHuro

tacacs-server host hostname: (1..158) [06aBuUTb yKa3aHHbIN cepBep B CNMUCOK Ucnonbayembix TACACS
{ip_address | hostname} CUMBO/I0B; cepeepos.
[single-connection] port: (0..65535)/49; - ip_address — |P-appec TACACS-cepsepa;
[port-number port] timeout: (1..30) cek; - hostname — ceteBoe nma TACACS-cepBepa;
[timeout timeout] [key secret_key: (0..128) - single-connection — B Ka)Abli MOMEHT BpeMeHU UMEeTb He
secret_key] [priority CMMBO/OB; 60nblue oAHOro coeanHeHMA ana obmeHa gaHHbimu ¢ TACACS-
priority