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Bepcua AOKYMeHTa

[ata Bbinycka

CoaeprkaHue U3MEHEeHMiA

Bepcusa 2.33 28.12.2021 M3meHeHUA B pasgenax:
-5.17 Voice VLAN
Bepcusa 2.32 10.11.2021 M3meHeHusA B pasaenax:
- 2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKM
- 5.22 3epKanmMpoBaHue (MOHUTOPUHT) NOPTOB
- 5.33.1 KoHdurypuposaHue ACL Ha b6ase IPv4
- 5.33.3 KoHdurypuposaHue ACL Ha 6aze MAC
- 5.35.1 Hactpoiika QoS
Bepcusa 2.31 26.07.2021 M3meHeHusA B pasgenax:
- 2.2.6 ®yHKUMM 0becneveHna 6e3onacHoCTH
- 5.2 ba3oBble KOMaHAbI
- 5.5 KomaHapl ynpaBieHus cuctemon
- 5.7 KomaHapl s HaCTPOIMKM NapameTpoB 418 3343aHWA Naposien
- 5.10.2 Hactpoiika VLAN un pexxnmoB KOMMyTaLmm MHTepdeincos
- 5.16.5 CemelictBo npoTokosos STP (STP, RSTP, MSTP)
- 5.32 KoHowurypuposaHue DHCP-cepBepa
Bepcusa 2.30 12.02.2021 M3meHeHusA B pasgenax:
- 2.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM
- 5.5 KomaHapl ynpaBsieHus cuctemom
- 5.28.1 ®yHKuuMKM obecneyeHms 3aLnTbl NOPTOB
-4.3.2.3 KoHdUrypmnpoBaHMe CTaTUYECKUX CETEBbIX NapameTpoB ynpas-
neHua
Bepcus 2.29 28.08.2020 M3meHeHusA B pasgenax:
- 2.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKMN
- 2.5 KomnnekT nocTaBku
- 4.3.3 HacTpolika napameTpoB cucTeMbl 6e3onacHoCTU
- 5.18.1 Mpaswuna rpynnosoi agpecaunu (multicast addressing)
- 5.28.1 ®yHKUMKM obecneyeHmns 3alunTbl NOPTOB
- 5.34 KoHdurypupoBaHue 3awmTbl oT DoS-aTak
YpaaneHo onucaHue yctporictea MES2124P DC
Bepcua 2.28 05.06.2020 [obasneH pasgen:
- 5.21 Cepsuc watchdog
MN3meHeHusa B pasgenax:
- 2.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM
-4.3.2.2 PaclumpeHHas HacTpPOoMKa ypoBHA 40CTyna
- 5.11 Selective Q-in-Q
-5.19.7.1 Telnet, SSH, HTTP n FTP
- 5.28.3 KoHTtponb npotokona DHCP n onumn 82
- 5.33 KoHourypuposaHue ACL (CnUCKM KOHTpOAA AoCTyna)
Bepcusa 2.27 22.11.2019 M3meHeHUsA B pa3genax:
- 5.27.3 KoHTtponb npotokona DHCP v onuumn 82
Bepcusa 2.26 18.07.2019 M3meHeHusA B pasaenax:
- 2.2.2 ®yHKuMM npu paboTte c MAC-agpecamu
- 5.12 lUTopm-KOHTPONb
- 5.16.4 MexaHu3am obHapyxeHus netenb (loopback-detection)
- 5.19.7.2 KomaHabl KOHOUIYPMpPOBaAHMA TEPMUHANA
-5.19.4 MpoToKkon ynpasneHus cetbio (SNMP)
- 5.27.3 KoHTponb npotokona DHCPu onuumn 82
Bepcusa 2.25 26.12.2018 M3meHeHUsA B pasgenax:
- 5.9 HacTpolika cucTeMHOro BpemeHHu
- 5.16.12 Hactpoitka ¢pyHKumm Layer 2 Protocol Tunneling (L2PT)
Bepcusa 2.24 28.06.2018 M3meHeHusA B pasgenax:
- 5.24.2 Onepauus UDP lJitter
- 5.27.3 KoHTponb npotokona DHCP u onuun 82
- 5.30 KoHowurypuposaHue PPPoE Intermediate Agent
Bepcusa 2.23 29.05.2018 [obasneH pasgen:
-4.3.2.2 PacwmpeHHas HacTPOMKa ypoBHA A0CTyna
MN3meHeHus B pasgenax:
- 5.2 ba3osble KOMaHAbI
- 5.8.2 KomaHab! ana pabotol ¢ pannamm
- 5.10 KoHowurypuposaHue nHtepoeicos n VLAN
- 5.10.1 HacTpolika napameTtpos Ethernet-uttepdelicos Port- Channel n
Loopback-uHtepoeiicos
- 5.14 Hactpoiika IPv4-agpecaumm
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- 5.15.1 NpoTtokon IPv6

- 5.16.3 Hactpolika npoTtokosa GVRP

-5.19 Telnet, SSH, HTTP n FTP

- 5.24 Onepauua UDP litter

- 5.31 KoHowurypuposaHue DHCP-cepBepa

- 5.32.1 KoHdurypuposaHue ACL Ha b6ase IPv4
- 5.34 KauecTBo obcnyxkusaHmna — QOS

Bepcusa 2.22 18.09.2017 M3meHeHUsA B pasgenax:

- 5.2 ba3oBble KOMaHAbI

- 5.5 KomaHapl ynpaBieHus cuctemom

- 5.12 lWUTopm-KOHTPONb

-5.16.5.1 HacTtpoika npotokona STP, RSTP
- 5.20 XKypHan aBapwuit, npotokon SYSLOG
- 5.34.1 Hactpoiika QoS

Bepcusa 2.21 26.12.2016 Job6asneHbl pasaensi:

- 5.10.3 ®yHKuus Private vlan

- 5.29 ®dyHKumm Lightweight DHCPv6 Relay Agent (LDRA)

- 5.34 Cratnyeckana mapLupytmsauma

M3meHeHusA B pasgenax:

- 5.8.2 KomaHgb! ana pabotbl ¢ painamm

- 5.10.1 Hactpolika napameTtpos Ethernet-uHtepdelicos n nHtepdeiicos
Port-Channel

- 5.13 Mpynnbl arperauuu kaHanos — Link Agregation Group (LAG)
-5.16.5.1 HacTtpowka npotokona STP, RSTP

- 5.16.12 HacTpoitka ¢oyHKumm Layer 2 Protocol Tunneling (L2PT)
- 5.18.2 ®yHKUMA nocpegHMKa npoTtokona IGMP (IGMP Snooping)
- 5.18.1 Mpaswuna rpynnosoi agpecaumnn (multicast addressing)

- 5.27.3 KoHTponb npotokona DHCP v onuua 82

- 5.28 dyHKumMmn DHCP Relay nocpegHuKa

- 5.29 KoHowurypuposaHue PPPoE Intermediate Agent

- 5.31 KoHowurypuposaHue ACL (cnuckM KOHTpOAs gocTyna)

- 5.33.1 Hactpoiika QoS

Bepcusa 2.20 22.06.2016 M3meHeHusA B pasgenax:

- 5.5 KomaHapl ynpaB/iieHUs cUcTemoi

- 5.16.5 CemeliictBo npoTtokonos STP (STP, RSTP, MSTP)
- 5.20 *KypHan aBapuii, npotokon SYSLOG

-5.23.1 narHocTMka megHoOro Kabens

- 5.27.3 KoHTponb npotokona DHCP v onuua 82

- 5.31.1 KoHdurypuposaHue ACL Ha b6ase IPv4

- 5.33 KayectBo obcnyxusanHma — QOS

Bepcua 2.19 01.02.2015 [obasneHo onucaHue dpyHKumK Layer 2 Protocol Tunneling (L2PT)
M3meHeHusA B pasgenax:

- 5.10 KoHourypuposaHue nHTepdeincos

- 5.12 KoHTpOAb WMPOKOBELATEIbHOIO «LLITOPMa»

- 5.13 Mpynnbl arperauumm KaHanos — Link Agregation Group (LAG)
- 5.18 'pynnosad agpecauus

- 5.19 ®yHKUMM ynpaBieHna

-5.19.4 MpoTokon ynpasneHus cetbio (SNMP)

- 5.27.2 MpoBepKa NOoA/JMHHOCTU KAMEHTA Ha OCHOBe MopTa (cTaHZapT
802.1x)

- 5.27.3 KoHTponb npotokona DHCP u onuua 82

-5.27.5 KoHTponb npotokona ARP (ARP Inspection)

- 5.27.6 Hactpolika ¢yHKummn MAC Address Notification

- 5.31.1 KoHourypuposarue ACL Ha 6ase IPv4

- 6.2 O6bHOBNEHME NPOrPaMMHOro obecneyeHus c cepsepa TFTP

Bepcusa 2.18 23.11.2015 [ob6asneHo onncaHne MES2124F
Bepcusa 2.17 20.10.2015 M3meHeHusA B pasgenax:
- 5.23.1 inarHocTMka megHoro Kabens
Bepcusa 2.16 31.08.2015 [Oo6asneHo onucaHue ycTpoicte MES1124MB, MES1124M DC,

MES2124M DC

MN3meHeHus B pasgenax:

-2.2.8 [lononHuTenbHble GYHKLUK

- 2.3 OCHOBHble TeXHUYECKNE XapaKTepUCTUKM
- 2.4 KOHCTPYKTMBHOE UCMOJ/IHEHNE

- 5.5 KomaHapl ynpaB/ieHus cuctemom
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- 5.10 KoHourypupoBaHue nHTepdeicos

- 5.11 Selective Q-in-Q

- 5.12 KOHTPOAb WMPOKOBELATENBHOIO KLLITOPMa»

- 5.13 Mpynnbl arperaumm KaHanos — Link Agregation Group (LAG)
- 5.16.6 HacTtpolika ¢pyHKumm flex-link

- 5.19.1 MexaHu3sm AAA

- 5.21 3epkannpoBaHue (MOHUTOPUHT) NOPTOB

- 5.33.1 Hactpoiika QoS

Job6asneH pasgen:

- 5.24 |P Service Level Agreements (IP SLA)

Bepcusa 2.15

18.05.2015

[ob6aeneHo onncaHue yctpoiicte MES1124M, MES2124M.
[ob6asneHbl pasgensi:

- 2.4.3 BHEWHWUI BUA M ONMUCAHWE NaHEeNen YCTPOMUCTB cepumn
MES1124M, MES2124M

- 2.2.7 ®yHKLMM yNnpaBieHUA KOMMYTaTOPOM

- 2.8 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 5.29 KoHowurypuposaHue DHCP cepBepa

M3meHeHusA B pasgenax:

- 5.5 KomaHapl ynpaBneHus cuctemon

- 5.8.1 OnucaHme aprymeHTOB KOMaHJ,

- 5.8.3 KomaHab! A4nA pe3epBMpPOBaHUA KOHOUIypaumm
-5.10.1 Mapametpbl Ethernet-untepdericos u uHTepdeincos Port-
Channel

- 5.10.2 Hactpoliika nHtepoeiica VLAN

- 5.16.4 MexaHu3m obHapyKeHus netenb (loopback-detection)
- 5.16.5 CemelicTBo NpoTokosioB STP

- 5.16.6 Hactpolika ¢yHkumm flex-link

-5.16.11 Hactpoiika npoTtokona CFM

- 5.19.2 NpoTtokon RADIUS

- 5.19.4 MNpoTokon ynpasneHua cetbto (SNMP)

-5.26.2.2 PacwmpeHHasa nposepka Nog/IMHHOCTH

- 5.26.3 KoHTponb npotokona DHCP u onuma 82:

FnobanbHaa KomaHaa ana 3agaHua opmata remote id B onumm 82
- 5.27 dyHKummn DHCP Relay nocpegHuKa

Bepcua 2.14

17.02.2015

[ob6asneHo onncaHue yctpoiicte MES2124MB

[obasneH pasgen:

- 3.3 NoagkntoyeHne AKb Kk MES2124MB

N3meHeHwuA B pasgenax:

- 5.10.2 HacTpolika uHtepoeiica VLAN

- 5.12 KoHTpOAb WMPOKOBELATENIbHOIO «LLITOPMa»

- 5.18.2 dyHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)
-5.19.4 MpoToKkon ynpasneHus cetbio (SNMP)

- 5.26.2.2 PacwmpeHHana npoBepKa NoOAJMHHOCTU

Bepcusa 2.13

14.01.2015

MN3meHeHuA B pasgenax:

- 5.8.3 KomaHap! Ans pesepBupoBaHua KoHbUrypauum
[ob6asneHbl pasaensi:

- 5.15.3 Hactpoiika ¢yHKumm IPv6 ra guard

- 5.15.4 Hactpolika ¢yHKumm DHCPv6 guard

- 5.16.6 HacTtpolika ¢oyHKumm flex-link

Bepcua 2.12

21.10.2014

M3meHeHusA B pasgenax:
- 5.10.2 Hactpolika nHtepoeiica VLAN
- 5.12 KOHTpOAb WMPOKOBELLATENBHOIO «ILUTOPMA»

Bepcusa 2.11

27.08.2014

N3meHeHun B pasgenax:
- 5.10 KoHourypuposaHue nHtepdeincos
- 5.16.6 NpoTokon EAPS
- 5.27 ®dyHKummn DHCP Relay nocpegHuKa

Bepcua 2.10

28.07.2014

N3meHeHuA B pasgenax:
- 5.19.7.1 Telnet, SSH, HTTP v FTP

Bepcua 2.9

12.05.2014

Jo6asneHo onucaHue yctpoincts MES2124P, MES2208P

Bepcua 2.8

06.05.2014

N3meHeHuA B pasgenax:
- 5.5 KomaHapl ynpaB/iieHus cuctemom
- 5.19.2 dyHKuMA nocpesHMKa npoTokona IGMP (IGMP Snooping)

Bepcua 2.7

27.03.2014

MN3meHeHus B pasgenax:
5.24.1 inarHoct1Ka meaHoro Kabens
5.25.6 KoHTponb npoTtokona DHCP n onuwnsa 82
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Bepcusa 2.6 09.01.2014 M3meHeHusA B pasgenax:

- 4.3 Pexxnm paboTbl KOMMyTaToOpa

- 5.18.2 ®yHKuMA nocpeaHMKa npoTtokona IGMP (IGMP Snooping)

- 5.18.4 ®yHKUMM orpaHuyeHuns multicast-tpadpuka

Job6asneHbl pasgensi:

- 5.18.5 AyteHTudmkauma IGMP yepes RADIUS

- MpunoxeHne A. HacTpoiika aBTopu3aummn IGMP-3anpocos yepe3 RA-
DIUS

Bepcusa 2.5 22.11.2013 M3meHeHusA B pasgenax:

- 5.9.1 NapameTpbl Ethernet-untepdeiicos u nHtepdeiicos Port-Channel
- 5.16.5 CemelictBo npoTokosnos STP (STP, RSTP, MSTP)

- 5.16.6 NpoTtokon EAPS

-5.19.2 NpoTokon Radius

Job6asneHbl pasgensi:

- 5.3 dunbTpauma coobLieHnin KOMaHLHOM CTPOKK

Bepcua 2.4 15.08.2013 M3meHeHUsA B pasgenax:

- 5.26.1 KoHdurypuposaHue ACL Ha base IPv4
- 5.26.2 KoHourypmposarue ACL Ha 6ase IPv6
- 5.26.3 KoHourypuposarue ACL Ha 6aze MAC

Bepcua 2.3 05.07.2013 [ob6asneHbl pasgensi:

- 6.27 KoHourypupoBaHue 3awmTbl oT DoS-aTak

N3meHeHwuA B pasgenax:

- Mpunoxenne A. Tpumepbl NpPUMEHEHUA W KOHOUTYPUPOBAHMA
yCTpoMcTBa

Bepcwua 2.2 18.06.2013 [ob6asneHbl pasgensi:

- 5.14.9 HacTtpolika npotokona OAM

- 5.14.10 HacTpoika npotokona CFM

MN3meHeHusa B pasgenax:

- 4.1 HacTtpolika TepmuHana

- 5.9 KoHTpo/b WnpoKoBeLwaTeIbHOro «LWTopma»
-5.17.1 MexaHusm AAA

-5.17.7.1Telnet, SSH, HTTP n FTP

-5.17.7.2 KomaHabl KOHOUIYpMpPOBaHUA TEPMUHANA

Bepcua 2.1 28.05.2013 [ob6asneHbl pasgensi:

- 5.6.3 KomaHZbl A41a pe3epBMpoBaHMA KOHOUTypauum
- 5.15.7 Hactpolika npoTtokona G.8032v2 (ERPS)
M3meHeHusA B pasgenax:

-5.18.2 NMpoTokon RADIUS

- 5.18.3 Npotokon TACACS+

-5.18.4 MpoTokon ynpasneHus cetbio (SNMP)

-5.21.2 InarHoCTMKa ONTUYECKOro TpaHcMBepa

Bepcua 2.0 03.04.2013 [obasneHo onucanue yctpoictea MES1124

Bepcua 1.6 20.03.2013 [o6asneHbl pasgensi:

- OyHKUMKM orpaHuyeHns multicast-tpadpuka

M3meHeHusA B pasgenax:

- PyHKUMA nocpegHUKa npotokona IGMP (IGMP Snooping)
- MexaHusm AAA

- HacTpoiika goctyna

- KoHTponb npoTtokona DHCP v onuua 82

- KoHdpurypmuposaHue PPPoE Intermediate Agent

Bepcua 1.5 06.03.2013 M3meHeHusA B pasaenax:

- 5.4 KomaHabl ynpasBaeHns CUCTEMOW;

- 5.9 Selective Q-in-Q;

- 5.17.2 ®yHKuMA nocpeaHuKa npoTtokona IGMP (IGMP Snooping)
[obasneHo:

- NpunoxeHune b Tunosble cxeMbl NOCTPOEHUSA ceTei Ha base NpoToKoa
EAPS

Bepcua 1.4 28.12.2012 MN3meHeHus B pasgenax:

- 5.4 KomaHgp! ynpasieHna cuctemoii: obaBneHo onmcaHme KoHoUry-
pUpPOoBaHMA GYHKLMIN MOHUTOPUHTA U 3awmTbl CPU;

-5.8.1. lo6aBneHo onucaHne KOHOUTYpUPOBaHUA GYHKLMA MOHUTO-
pWHTra Harpysku Ha nHTepodeiicax.

- 5.8.2. JobaBneHo onucaHune KoHoUrypuposaHus MAC-based vlan,
EtherType ana vcxogawmx NakeTos.
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-5.17.1. lobaBneHo onucaHue KoHUrypupoBaHua nsyyeHma MAC-aa-
pecos BO VLAN.

-5.18.4. lo6aBneHo onucaHe KOHPUIypMpoBaHMA snmp trap coobuue-
HWI Ha NopTax.

-5.20. flo6aBneHo onucaHne KOHGUTypUpPOoBaHUA YAANEHHOTO 3epKann-
poBaHumA.

- 5.23.3. lo6aBneHo onucaHue KoHpurypmposaHma ¢opmata DHCP on-
umn 82.

YaaneH pasgen 5.28 PaboTa B pexkume mapLupyTmsaTopa.

[o6asneH pasgen 5.23.6 “HacTtpoiika ¢oyHKumnm MAC Address Notifica-
tion”.

Bepcua 1.3 10.09.2012 N3meHeHus B pasgene 5.22 PyHKLMM AMArHOCTUKM GU3NYECKOTro
YPOBHA

Bepcua 1.2 21.08.2012 [o6asneHo onncaHue KoHOUrypMpoBaHMA NpoTokona EAPS.

Bepcua 1.1 12.05.2012 [ob6aBneH pasgen:
- Hactpoiika PPPoE Intermediate Agent

Bepcua 1.0 21.12.2011 MepBana nybavKaums.

Bepcua nporpammHoro 1.1.48.14

obecneyeHus
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HELTEX

YCNOBHbIE OBO3HAYEHUA

O603HaueHue OnucaHue

B KBaApaTHbIX cKobKax B I-(OMaH,CI,HOﬁ CTPOKe yKa3blBaloTCA Heobs3aTeNbHble

[1 napameTpbl, HO UX BBOA NPenoCTaBaAeT onpeseneHHble A40MNOHUTENbHbIE On-
umu.

0 B ¢purypHbIx CKobKax B KOMaHAHOM CTPOKe yKa3biBatoTcA 06A3aTeNibHble Napa-
MeTpbl.

«,» ﬂ,aHHbIe 3HaKM B ONMUCaHNUN KOMaHAbl NCMONIb3YHOTCA ANA YKa3aHUA AMana3o-

«=-» HOB.

«|» [aHHbIN 3HAK B ONUCaHMM KOMaHAbl 0603HaYaeT «KUANY.

«/» [aHHbIM 3HAK NPU YKa3aHWUWM 3HAYEHUI NepPeMEHHbIX Pa3aenaeT BO3MOXKHbIE

3Ha4YeHnA N 3Ha4YeHNA No YMON4YaHUIO.

Kypcusom Calibri yKa3biBatoTcs nepeMeHHble MAn MapameTpbl, KOTopble Heob-

Kypcue Calibri o
XO0AMNMO 3aMeHUTb COOTBETCTBYHOLLMNM C/TIOBOM NN CTPOKOM.

MonayxcupHoiii Kypcue MoNYXUPHBIM KYPCMBOM BblAENEHbI NPUMEUYAHUA U NPesynpeXaeHuUs.

<MonyxcupHelii Kyp- MoNy»KMPHbIM KYPCMBOM B YT/I0BbIX CKOOKax yKa3blBAOTCA Ha3BaHMA KAaBuL
cus> Ha KnaBuaType.
Courier New MonyxupHbim LW pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl pe3ynbTaTbl BbINOJHEHUA
KOMaHa,

Courier New|

MpumeyaHua u npegynpexaeHus

MpumeuaHusa cogepiaT BaXKHYI0 MHGOPMaLMIO, COBETbI UM PEKOMEHZALUUN MO UCNONb-
30BaHMIO U HaCTPOiiKe YCTPOMUCTBA.
NpeaynpexgeHna MHGOPMUPYIOT NONbL30BATENA O CUTyaLUAX, KOTOPble MOFyT HaHeCcTu
' Bpea YCTPOWCTBY MU YeNoBeKy, NPUBECTU K HEKOPPEKTHOW paboTe ycTpoiicTBa Mau no-
Tepe AaHHbIX.
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HELTEX

1 BBEAEHMUE

B nocnegHue roabl HabnwopaeTca TeHAEHUMA K OCYLLECTBAEHMIO MaclTabHbiX MNPOEKTOB Mo
NOCTPOEHMUIO CeTeli CBA3M B COOTBETCTBUM C KoHuenumeit NGN. OaHOM M3 OCHOBHbIX 33434 NpU peanmsaumm
KPYNHbIX MYNbTUCEPBUCHbIX CeTeil ABAAETCA Cco34aHuMe HaAeHbIX W BbICOKONPOWU3BOAUTENbHbIX
TPaAHCMOPTHbIX CeTel, KoTopble ABASAIOTCA OMOPHbIMU B MHOFOC/IOMHOW apXUTEKType ceTel cieaylolero
NOKONEHMA.

[Onsa [OCTUIKEHMA BbICOKMX CKOPOCTEN LUMPOKO NMPUMEHSIOTCA TEXHOAOMMKN nepegayvn MHbopmaumnu
Gigabit Ethernet (GE). Mepemaya MHPOPMALMM HA BbICOKMX CKOPOCTAX, OCODBEHHO B CETAX KPYMHOro
macwTaba, noapasymeBaeT Bbi6OpP TaKOW TOMOJIOTMM CETWU, KOTOpas NO3BOASAET MMOKO OCyLecTBAATb
pacnpegeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTtatopbl cepun MES1000, MES2000 MoryT MCNO/1Ib30BATbCA HA CETAX KPYMHbIX NpeanpuATuii 1
npeanpuATUIA manoro u cpeaHero busHeca (SMB), B onepaTopckux ceTax. OHM 06ecrneymBatloT BbICOKYIO
NpPou3BOAUTENbHOCTb, TMBKOCTb, 6€@30NacHOCTb U MHOTOYPOBHEBOE KavecTBo obcayxumaaHma (QoS).

B HacToswem pyKOBOACTBE M3/10XKEHDbI HAa3HAYEHWNE, TEXHUUYECKME XapaKTEPUCTUKM, pEKOMEHLALNN
MO Ha4yaNbHOM HACTPOMKE, CUHTAKCUC KOMAHZ A1 KOHOUIypUPOBAHWS, MOHUTOPUHIA M OBHOBNEHUSA
NPOrpamMmHoro obecneyeHns KOMMyTaTopa.
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2 OINUCAHUE U3AENUNA

2.1 Ha3HauyeHue

YcTpoiictBa cepuit MES1000 n MES2000 aBnstoTca ynpaBasemMbiMn CTEKMPYEMbIMM KOMMYTaTOPaMM,
BbINO/IHAOLWMMM CBOM KOMMYTaLMOHHbIE QYHKLUMN Ha KaHa/IbHOM M CeTEBOM YPOBHAX moaenun OSI.

CeteBble kKommyTaTopbl MES1024 nmetoT B cBOEM cocTase 24 nopta Fast Ethernet ¢ anekTpuyeckumm
nHTepdelicamm n 2 nopta Gigabit Ethernet, coBmelleHHble cO cnoTamu Ana ycTaHOBKM SFP-TpaHcuBepoB
(combo-nopTbi).

CeTteBble KommyTaTopbl MES1124, MES1124M, MES1124MB nmetot B cBoéMm cocTaBe 24 nopta Fast
Ethernet c anekTpuyecknmm nntepdericamm n 4 noprta Gigabit Ethernet, coBmelleHHble co cnotamu ans
ycTaHOBKM SFP-TpaHcuBepoB (combo-noptel). Ona  mogenn MES1124MB  vmeeTcs BO3MOMKHOCTb
nogkntoveHuns 12V AKb gna obecneveHma pesepBHOro NUTaHuA.

CeTeBble KomMyTaTopbl MES2124, MES2124M nmeloT B cBOEM cocTaBe 24 nopTta Gigabit Ethernet c
3NeKTpUYeCcKMmMmM nHTepdencamm 1 4 nopta Gigabit Ethernet, coBmeLLeHHble co cnoTamm s ycTaHOBKM SFP-
TpaHcuBepos (combo-nopThbi).

CeteBble KommyTaTopbl MES2124MB umetor B cBoém coctaBe 24 noprta Gigabit Ethernet c
3aNeKTpUYecKMmmM nHTepdencamm n 4 nopta Gigabit Ethernet, coBmeLLeHHble co cnoTamm a5 ycTaHOBKM SFP-
TpaHcMBepoB (combo-nopTbl). UmeeTcs BO3MOXKHOCTbL NoakAtoveHua 12V AKB ana obecneyeHumsa pe3epBHOro
NMNUTAHUA.

CeTteBble KommyTaTopbl MES2124P umetoT B cBoém cocTtaBe 24 nopta Gigabit Ethernet c
3NEKTpUYEeCKUMN MHTepdeiicammn U noaaep»koi PoE+ u 4 nopta Gigabit Ethernet, coBmelueHHble co
cnoTamu gna yctaHoBKM SFP-TpaHcmBepos (combo-nopThl).

CeTeBble KommyTaTopbl MES2124F nmetoT B cBOeMm cocTase 24 cnoTta gnAa ycTaHoBKU SFP-TpaHcueepos
n 4 nopta Gigabit Ethernet, coBmelLLeHHble cO cnoTamu AnA ycTaHoBKM SFP-TpaHcuepos (combo-nopTol).

CeteBble KommyTaTopbl MES2208P nmetoT B cBoém cocTaBe 4 anekTpuyecknx noprta Gigabit Ethernet

c nogaepKoi PoE+, 4 nopta Gigabit Ethernet, coBmeleHHble co cnoTamm gna yctaHoBKM SFP-TpaHcueepos
(combo-nopTsi), 2 onTuyecknx nopTa Gigabit Ethernet n 2 anekTpuyeckmx nopta Gigabit Ethernet.

B KOMBUHUPOBaHHbIX MOPTAaX MOXeT 6biTb aKTUBHbIM TO/IbKO OAUH U3 uHTepdeiicos. Mpu
V 04HOBPEeMEHHOM NoAKAloueHUU byaeT akTuBeH nHTepdeic c SFP-TpaHcuBepom.

2.2 ®PyHKUUM yCTpOICTBA

2.2.1 OcHoBHble PYHKLMUMU

B Tabnvue 2.1 npuBeseH CMUMCOK OCHOBHbIX GYHKLMIA KOMMYTAaTOPOB AOCTYNa.

Tabanua 2.1 — OcHoBHble GYyHKLMK YCTPOCTBA

BNIOKMPOBKa BO3HMKAET B C/yYasaxX Neperpysku BbIXOAHbIX MOPTOB YCTPOMCTBa Tpa-
3awuma om 6:10Ku- GMKOM OT HECKONIbKMX BbICOKOAKTMBHbIX MCTOYHUKOB. ITO MOXET MPMBECTU K Mo-
po8sKu oyepedu (HOL) Tepe TpaduKa OT APYrMX UCTOYHNKOB C HU3KOM aKTMBHOCTbI0. [lNA NpeaoTepaLeHus
TaKMX CUTYaLMiA UCNO/b3YIOTCA METOAbl Pe3epPBUPOBAHUA PECYPCOB KOMMYTATOPA.
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MeToga, 06paTHOI’0 AaB/ieHnA NCNob3yeTCcAa Ha NoNyaynneKCHbIX CoeAUMHEHUAX ANA

Moddepcka obpam- N
11020 OGBACHU peryanMpoBaHUA NOTOKA AaHHbIX OT BCTPEYHOrO YCTPOMCTBA NyTeM CO34aHUA KONNU-
Back 3uiA. MeTopg, no3BonseT nsbexartb nepenonHeHns bydepHoit NamaTn ycTpoicTea u
(Back pressure) NnoTepu AaHHbIX.
ABTOMaTMYECKOE onpeseneHune TMna Kabena — nepekpectHbli Kabenb nn kabenb
NPAMOro NoAKAOYEHNA.
- MDI (Media-Dependent Interface — npamoi) — ctaHgapT Kabenein gna nogknio-
Moddepxcka MDI/MDIX ( P pAMOV) AP AR NOA

YeHMA OKOHEYHbIX YCTPOMCTB;
- MDIX (Media-Dependent Interface with Crossover — nepekpecTHblit) — cTaHAapT
Kabenei ans NOAKNOYEHUA KOHLEHTPATOPOB M KOMMYTaTOPOB.

Moddepicka ceepxoauH-
HbIX KaOpo8 (Jumbo
frames)

KommyTaTop cnocobeH noaaepxusatb nepesady cBEPXAAMHHbIX KaApOoB, YTO No3-
BO/IAET NepeaaBaTb AaHHbIE MEHbLUIMM YACIOM NaKeToB. ITO CHUXKAET obbem cay-
xebHoi nHdopmauuu, Bpemsa 06paboTkM 1 nepepbiBbI.

YnpasneHue nomokom
(IEEE 802.3X)

YnpaB/iieHNne NOTOKOM NO3BONSAET COEANHATb HU3KOCKOPOCTHOE YCTPOWCTBO C BbICO-
KOCKOPOCTHbIM. [lnA npeaoTBpalleHnsa nepenosiHeHna 6ydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBnATb NakeT PAUSE, Tem cambim MHPOpMU-
pyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU caenaTtb naysy npu nepe-
Jaye NaKeToB.

Paboma 8 cmeke
ycmpoticme

KommyTaTop noaaep:kmsaet o6begmHeHe HeCKONbKMX YCTPOMCTB B CTeK. B aTom
C/lyyae KOMMYTaTOPbl PACCMATPMBAIOTCA KaK eguHoe N0rMyeckoe YCTPOMCTBO C 06-
WMMM HacTpoMKammM. BO3MOMKHbI ABe TOMO/OMMU NOCTPOEHMA CTEKA — KOJbLO U
uenoyka. lMpu 3TomM NapameTpbl MOPTOB BCEX YCTPOMCTB, BKAHOYEHHbLIX B CTEK,
MOXHO 3aZ1aTb C KOMMYTaTopa, paboTatoLLero B pexunme «mactep». CTeKMpoBaHue
YCTPOICTB MO3BOAET CHU3UTL TPYA0EMKOCTb YNPABAEHUSA CETbIO.

2.2.2 ®yHKuuu npm pabore c MAC-agpecamm

B Tabnmue 2.2 npusBegeHbl GyHKLUN YCTPOUCTB Npu paboTte ¢ MAC-agpecamu.

Tabnnua 2.2 — PyHKumMM paboTtbl ¢ MAC-agpecamm

Tabauua MAC-adpecos

KommyTtaTop coctaBnseT B NnamaTi TabavLy, B KOTOPOI yCTaHaB/MBAETCA COOTBET-
ctBue mexay MAC-agpecamu 1 uHTepdencamm kKommyTaTopa.

Pexcum obyyeHuA

B oTcyTcTBME 06yUeHMs, AaHHble, MOCTyNatoLIMe Ha Kakoin-nMbo nopT, nepeaatoTca
Ha BCe OCTaNbHble NOPTbl KOMMYTaTopa. B pexume obyyeHna KommyTaTop aHanu-
3upyeT Kaapbl u, onpeaenns MAC-aapec oTnpaBuTens, 3aHOCUT ero B TabnLy Kom-
MyTaumu. Bnocneactsunm, NnocTynMBLIKIA Kaap, NpeaHasHayeHHbIM ana xocta, MAC-
aflpec KOTOPOro yXe ecTb B Tabavue, nepenaeTcs ToNbKO Yepes yKasaHHbI NopT B
Tabaunue.

lModdepxKa nepedayu
Ha HecKonbko MAC-ao0-

[aHHaa ¢yHKUMA NO3BO/AET YCTaHaB/AMBATb COEAMHEHMUSA «OAUH KO MHOTUM» U
«MHOTME KO MHOTMM». Takum obpasom, Kaap, afpecoBaHHbIM MHOroaapecHown

pecos rpynne, nepegaeTca Ha KaxAblii MOpT, BXOAALWMI B rpynny.
(MAC Multicast Support)
AsmomamuyecKoe o .
Ecan ot yctponcTtea ¢ onpeaeneHHbim MAC-agpecom 3a onpesenieHHbI nepmog,
8peMA XPaHeHUA
BPEMEHM He NOCTYNalT NakeTbl, TO 3aN1Cb B Tabanue mapuwpyTMsaunmn ans aaH-
MAC—adpecoe HOro afipeca yctapeBaeT M yganseTca. 3To No3BoNAEeT NOAAEPKMBATb TabAULY B aK-
(Automatic Aging for MAC TyasIbHOM COCTOAHMM.
Addresses)
Cmamuyeckue 3anucu CeTeBOl KOMMYTaTOpP MO3BOJIAET N0OJ/1b30BATE/O ONPEAENUTb CTAaTUYECKME 3aMncK
MAC cooTBeTcTBMIA MAC-azapecoB MHTepdeincam, KOTopble COXPaHATCA B Tabanue Kom-
(Static MAC Entries) MyTaTUUN.

Ethernet-kommymamopsi MES1000, MES2000
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2.2.3 ®PyHKUMM BTOPOro ypoBHA ceTeBoit moaenu OSI

B Tabnnue 2.3 npuBegeHbl GyHKUMM U 0COBEHHOCTM 8Mopo20 yposHs (yposeHb 2 OSI).

Tabnnua 2.3 — OnucaHne GyHKUMI BTOPOro ypoBHsA (ypoBeHb 2 OSI)

Moddepxcka VLAN

KommyTaTopbl nogaepxusatoT paboTy BupTyanbHbix ceTeit VLAN.

Peanunzauua npotokona IGMP no3ssonseTr Ha ocHoBe MHGOPMALMK, NOSYHEHHOM

®dyHKyuAa IGMP npv aHanuse cogepxumoro IGMP-nakeTos, onpeaennTb, Kakue ycTponcTea B ceTm
Snooping y4acTBYIOT B rpynnax MHOroagpecHoOM paccbliku1, U aapecosaTb TpaduMK Ha COOTBET-
CTByHOLLME NOPTHI.
®yrHkyua MLD Snooping Peanunsauyma d)vaKu,MM MLD Snooping no3BonseT ycTpohCTBY MWUHUMM3IMPOBATb
MHOroagpecHbi IPv6-Tpaduk.
®PyHKUMA, NO3BONAIOLWAA NEepeHanpaBaaTb MHOrOaAPEeCcHbIM TpaduK U3 3aaaHHON
®dyHryuA VLAN (multicast VLAN) B nopT nonb3oBaTens Ha oCHoBaHUK IGMP-coobLueHnit, 4to

Multicast-TV VLAN

NO3BO/IAET YMEHbLWNTb HArpy3Ky Ha uplink-nopT KOMmyTaTopa. PYHKLMA NPUMEHSA-
eTcs B peweHuax lll-play.

3awjuma om

«wmopma»
(Broadcast, multicast, un-
known unicast Storm Control)

«LTopm» — 370 pasmHoKeHMe broadcast-, multicast-, unknown unicast-nakeTos B
KaXK[0M y3/1e, KOTopoe MPMBOAUT K NaBUHOOBPA3HOMY POCTY MX YMCia U Napanu-
3yeT paboTy ceTn. KoMMyTaTopbl UMEIOT GYHKLNIO, MO3BONAIOLLYIO OFPaHUYUTL CKO-
pOCTb Nepeaaym MHOroaApecHbIX U LIMPOKOBELLATENbHbIX KaApoB, NPUHATbLIX U ne-
peaaHHbIX KOMMYTaTOPOM.

3epKanuposaHue rop-
mos
(Port Mirroring)

3epKanvpoBaHue No3BosfeT aybampoBaTtb Tpaduk Habaogaembix NOPTOB, Nepe-
CblN1an BXOAALLME U/ NCXOOALIME MAKETbl Ha KOHTPOIMPYIOLWLMIA NOPT. Y Nob30-
BaTe/A eCTb BO3MOMHOCTb 334aTb KOHTPOJ/IMPYIOLMIA M KOHTPOAUPYEMbIE NOPTbI 1
BbI6paTb TN TpadmKa (BXOAALLMI N/UAN NCXOAALLMIA), KOTOPLIN ByaeT nepeaaH Ha
KOHTPO/IMPYHOLWMIA NOPT.

U3onayua nopmos (Pro-
tected ports)

[aHHaa yHKUMA No3BOAAET HAa3HauMTb NopTy ero uplink-nopT, Ha KoTopbIin bes-
YC/0BHO ByAeT nepeHanpasBAAaTbLCA BeCb TPAaduK, obecneunBas TeM CaMbim U30NA-
UMIO C ApyrMMu nopTamu (B Nnpegenax o4HOro KoMmyTaTopa).

Private VLAN Edge

[aHHasa GyHKLMA NO3BOIAET U30/IMPOBATL FPYNMy NopToB (B Npesenax 04HOro Kom-
MyTaTopa), HaXO4AWMXCA B OAHOM LUIMPOKOBELLATENIbHOM AOMEHE MeXAay coboid,
No3BoAAA NPU 3TOM 06MeH TpapUKOM C APYrMMM NOPTamMM, HAXOAAWMMUCA B STOM
e WWMPOoKoBeLaTeIbHOM AOMEHE, HO He NpUHaAAeXKallMmM K 3Tol rpynne.

Private VLAN

O6ecneunBaeTt M30AALUMI0 MEXKIAY YCTPOMCTBAMU, HAXOAAWMMMUCA B OLHOM LIMPO-
KoBellaTe/IbHOM AOMeHe, B npeaenax Bcel L2-ceTu. PeannsosaHbl pexkunmbl pa-
60Tbl nopTa: Promiscuous, Isolated (Isolated-nopTbl He MoryT 06meHMBaTLCA APYT C
apyrom) n Community (nopTbl MoryT o6MeHMBaTbCA Mexay coboli u Promiscious-
nopTom).

lModdepcka npomo-
kKona STP

(Spanning Tree Protocol)

Spanning Tree Protocol — ceTeBOi NPOTOKO/, OCHOBHOW 3aZa4yeit KOTOPOro ABAA-
eTcs npuseseHve cetu Ethernet ¢ M36bITOYHBIMU COEANHEHUAMMU K A PEBOBUIHON
TOMO/IOTUM, UCKOYatoLWel nNeTiu. KommyTaTopbl 06MEHMBAOTCA KOHOUIYPALMOH-
HbIMK COOBLLEHMAMM, UCNONB3YA KaZpbl cneuuanbHoro ¢opmarta, U BbIBOPOUHO
BKJ/IOYQIOT U OTK/IHOHAIOT NOPThI YCTPOMCTBA.

lModdepcka npomo-

Kosna RSTP (IEEE 802.1w
Rapid Spanning Tree proto-

Rapid (6bicTpblit) STP (RSTP) — saBAseTcs ycoBepLlUeHCTBOBaHMEM NpoToKkona STP,
XapaKTepusyeTcs MeHbLUMM BpeMeHeM NPUBELEHMUA CETU K 4PEBOBUAHOM TONOO-
r'Mn 1 umeet 6onee BbICOKYHO YCTOMUYMBOCTb.

col)
[Moddepika pyHKUUO- | Layer 2 Protocol Tunneling (L2PT) no3sonseT nponycKaTb caysebHbie nakeTbl (PDU)
Hana Layer 2 Protocol | L2-npoTokonioB yepes ceTb NpoBaiigepa, YTo obecneynBaeT «Npo3padHyo» CBA3b
Tunneling (L2PT) KNMEHTCKUX CErMEHTOB CETWU.
EAPS (Ethernet Automatic Protection Switching) — npoTtokon, obecneunsatoLnit
UCKAOYEeHWe 3aUMKNMBaHNA TpadMKa B CETAX C KOMbLLEBOM TOMOMOMMEN, A TaKKe
lpomokon EAPS npeaHasHa4YeHHbI ans ObICTPOro BOCCTAHOBAEHMA NPOXOXKAEHUA TpaduKa B cay-

Yae aBapuu Ha OTAe/IbHOM y4acTKe ceTu. EAPS obecneunsaeT Bpems BOCCTaHOB/Ee-
HMA CYLLECTBEHHO MeHbLUE, YeM NMPOTOKO/IbI spanning tree.
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MpoToKoAN npeAHasHayeH ANA MOBbIWEHMA YCTOMYMBOCTM M HALEKHOCTU CeTu

lMpomokon ERPS (Ether- | nepegaun faHHbIX, UMEIOLLLEN KOBLEBYIO TOMONOMMIO, 33 CHET CHUKEHUA BPEMEHM

net Ring Protection BOCCTaHOBNEHMUA CeTU B C/lyvyae aBapuu. Bpema BoccTaHOBAEHUA He npeBbiwaeT 1

Switching) CEKYHAbl, YTO CYWECTBEHHO MeHblUe BPEMEHU NEPEeCcTPOMKM CeTM npu
MCMO/1b30BaHMM NPOTOKO0B cemeicTBa Spanning Tree.

MpoTtokon peructpaumm GARP VLAN obecneumBaetr auHamumuyeckoe pobasne-

Moddepxcka GVRP Hue/yaanenue rpynn VLAN Ha nopTax. Ecav BktoueH npotokon GVRP, kommyTaTop

(GARP VLAN) onpeaensaet, a 3aTem pacnpocTpaHAeT JaHHble 0 NpuHaasiexXHocTn K VLAN Ha Bce

nopTbl, ABAAKOLWMECA YaCTbHO aKTUBHOW TOMOJIOTUM.

Moddepxcka VLAN Ha

b6aze nopmos
(Port-Based VLAN)

Pacnpenenenue no rpynnam VLAN BbinonHAeTCA NO BXOAAWMM nopTam. [laHHoe
pelleHVe N03BONAET UCMO/Ib30BaTb Ha KaXKA0M MOpTy ToNbKo oaHy rpynny VLAN.

lModdepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIV CTaHAAPT, KOTOPbIV ONMUCLIBAET NpoLeaypy TerMpoBaHus
TpaduKa gna nepegayun MHGopmaumm o npuHagnexHoctn kK VLAN. Mo3ssonseT uc-
Nno/sb30BaTb HeckoabKo rpynn VLAN Ha ogHOM nopTy.

Azpeaayusa KaHan08
(epynnel kaHanos LAG)

B ycTpoiicTBax noaaep:kuBaetca GyHKLMA CO3AaHUA rpynn KaHanoB. Arperaums Ka-
Hanos (Link aggregation, trunking) nnam IEEE 802.3ad — TexHoNOrMA 06beAUHEHUSA
HECKOJ/IbKMX GU3NUYECKMX KaHA/I0B B OZMH JIOTMYECKUIA. ITO CNOCOBCTBYET He TO/IbKO
YBE/IMYEHWNIO MPOMYCKHOW CMOCOBHOCTM MarucTpasibHbIX KaHa/loB KOMMYTaTop—
KOMMYTaTOp WU/IM KOMMYTaTOpP—CEpPBEP, HO M MOBbILEHWIO UX HaZeXHocTU. Bos-
MOKHbI TPM TUNa 6aNaHCMPOBKU HArpy3Ku MexKAy KaHanamu: Ha ocHoBaHuuM MAC-
afpecoBs, Ha OCHOBaHWW IP-apecoB M Ha OCHOBAaHUWM NopTa HasHadyeHws. Mpynna
LAG cocTouT U3 MOPTOB C OANHAKOBOW CKOPOCTbIO, paboTatowWwmx B AyNaeKCHOM pe-
XKUme.

JuHamuyeckue 2pyniol
KaHA108 (MpomoKon
LACP)

Mpotokon LACP obecneumBaeT aBTomaTMyeckoe obbegMHEHME OTAE/bHbIX KaHa-
NIOB MeXA4y ABYMS YCTPOMCTBAMM (KOMMYTaTOP—KOMMYTaTOp WAM KOMMYyTaTop—
cepBep) B eAMHbIN KaHan nepeaayn AaHHbIX.

B npoToKo/ie NoCTOSIHHO onpeAennaeTcs BO3MOXHOCTb 06beANHEHNS KaHaOoB, U B
CNy4yae O0TKasa coegMHEHMA, BXOAALLEro B 06begMHEHHbIN KaHa, ero TpaduK aBTo-
MaTU4YeCKN nepepacnpenennerca No HeoTKasaBWKMM KOMMOHEHTaM ob6beanHeH-
HOro KaHana.

lModdepxka Auto Voice
VLAN

MpepocTaBaAeT BO3IMOXKHOCTb UAEHTUPULMPOBATL FONOCOBON TpadUK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecam
B MAC-Tabanue KommyTaTtopa npucytcTeyet MAC-agpec ¢ OUl ronocoBoro wito3a
unu xe IP-tenedoHa, To AaHHbIM NOPT aBTOMaTUYeckn pobasnsetca B voice vlian
(naeHTMdMKauma no npotokony SIP nnu ke no MAC-agpecy nonyyatens He noga-
heprkmBaetcs)

Selective Q-in-Q

Mo3BonsAeT BbINOAHATb AEWACTBUA C BHEWHUM maeHTudumkatopom VLAN SPVLAN
(Service Provider's VLAN) Ha ocHOBe CKOHGUIypUpOoBaHHbIX NPaBua GuabTpaLmm no
BHYTpeHHeMy naeHTuoukatopy VLAN (Customer VLAN). MpumeHeHue Selective Q-
in-Q nosBosiAeT A06aBUTb AN N3MeHUTb MeTKy SPVLAN y nakeTa Ha oTAe/IbHOM
yyacTKe ceTu.

2.2.4 ®yHKUUM TpeTbero ypoBHA ceTeBou mogenu OSI

B Tabauue 2.4 npuseneHsbl GyHKUUU TpeTbero yposHs (yposeHb 3 OSl)

Tabnnuya 2.4 — OnucaHne yHKUMIA TpeTbero ypoBHs (Layer 3)

KnueHmeoi BootP u DHCP
(Dynamic Host Configuration
Protocol)

YcTpoicTBo cnocobHO aBTOMaTUMYECKU
BootP/DHCP.

nonyyatb IP-agpec no npoTtokony

lMpomokon ARP

(Address Resolution Protocol)

ARP — npoTtoKkon conoctasneHus IP-agpeca n ¢pmusmnyeckoro agpeca ycrpoiicraa. Co-
OTBETCTBME YCTAaHAB/IMBAETCA Ha OCHOBE aHanuM3a OTBeTa OT y3/1a CeTu, aapec y3na
3anpalwunBaeTca B LUMPOKOBELLATEIbHOM MaKeTe.

Ethernet-kommymamopsi MES1000, MES2000
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2.2.5 ®yHKuun QoS

B Tabnnue 2.5 npuBeaeHbl OCHOBHbIE GYHKLMKU KadecTBa obcaykmuaHus (Quality of Service)

Tabnumua 2.5 — OcHoBHble QYHKLMM KavyecTBa 0OCYKMBAHMUA

Moddepxcka npuopu-
memHsbix o4yepedeli

YCTPOWCTBO NoAaAepKnBaeT NPUOPUTM3aLMIO UCXOZALLErO TpaduKa No ouyepeaam
Ha Ka)K4om nopTy. PacnpeseneHue NakeToB Mo o4epeasm MOXKET NPon3BoLUTLCA
B pesy/ibTaTe KaaccudmKaumm NakeToB Mo Pas/iMyHbIM MOJISIM B 3aro/10BKax nake-
TOB.

cnymwusaHusa 802.1p

lModdepxka Knacca o0b-

CraHgapT 802.1p cneumduumpyet MeTos yKazaHMA NpUopUTeTa Kagpa U afiroputm
MCMNOJIb30BaHMA NpUOpUTETA B LLEIAX CBOEBPEMEHHOIN A0CTAaBKM YyBCTBUTENBHOIO
K BPeMEeHHbIM 3a4eprKKam Tpadumka. CtaHgapTt 802.1p onpeaensaet BOCEMb YPOB-
Heli npuopuTetoB. KommyTaTopbl MOryT MCMOAb30BaTb 3HAYEHWE NpuopuTeTa
802.1p ana pacnpeneneHnsa Kaapos No NPUOPUTETHBIM OYepeaAM.

2.2.6 ®PyHKUuM obecneyeHna 6e3onacHoOCTH

Tabnuua 2.6 — PyHKUMM obecneyeHma 6esonacHoOCTH

DHCP snooping

PyHKUMA KOMMYTaTOpPA, NPeAHa3Ha4YeHHana 414 3aLlKUTbl OT aTaK C UICNONb30BaHNEM
npotokona DHCP. O6ecneunsaeT puabtpaumnto DHCP-coobuLeHni, NOCTYNUBLLMX C
HeHafeXHblX NOPTOB, MyTEM MNOCTPOEHMA U NOAAEP}KAHUA 6a3bl AaHHbIX NPUBA3KU
DHCP (DHCP snooping binding database). DHCP snooping Bbino/iHAeT AeilcTBuA
6paHaMayapa MeKay HeHaaeKHbIMKU nopTamn U cepeepammn DHCP.

Onuyusa 82 npomokKona

Onuma, KoTopaa nossosasetr nponHeopmmposaTe DHCP-cepsep o Tom, ¢ Kakoro
DHCP-peTpaHcnaaTopa v Yepes Kakoi NopT npuLlen 3anpoc.
Mo ymonyaHuio KommyTaTop, ucnosbsyowmii dyHkumo DHCP snooping, obHapy-

DHCP »KMBaeT 1 oTbpacbiBaeT ntoboit DHCP-3anpoc, cogeprkalmii onuuto 82, KOTopbili OH
NoAy4YMn Yyepes HeHaaEXHbIl (untrusted) nopT.
UDP relay MepeHanpasneHue wmpokosellatenbHoro UDP-TpadmKa Ha yKasaHHbIn IP-agpec.

IP Source address guard

dPyHKUMA KOMMYTaTOpa, KOTopas orpaHMumneaeT IP-Tpaduk, PuabTpya ero Ha ocHo-
BaHWUW Tab MLl cooTBETCTBUIM 6a3bl AaHHbIX NpunBA3KKM DHCP-DHCP snooping 1 cTa-
TUYECKM CKOHPUTYPUPOBaHHBbIX IP-aapecoB. PyHKLMA ncnonblyeTtca ana 60pbbbl ¢
nogmeHoi IP-agpecos.

(Protection)

Dynamic ARP Inspection

®YHKLMA KOMMYTaTOpa, NpeaHasHavyeHHanA 419 3aLMTbl OT aTak C MUCMO/Ib30BaHMEM
npotokona ARP. CoobuieHne, KOTopoe NoCTynaeT C HeHaAeKHOro nopTa, noasep-
raeTca Nposepke — cooTBeTcTByeT N IP-agpec B Tene npuHatoro ARP-nakera IP-
ajpecy oTnpasuTens.

Ecnu apgpeca He COBNAaZatoT, TO KOMMYTATOP OTEPACcbIBAaET NakKer.

Control List)

L2 —-13— 14 ACL (Access

Ha ocHoBe MHbOpMaLMK, coaepsKaLleincsa B 3aro/IoBKax yposHeit 2, 3 u 4, y agMmu-
HWCTpPaTOpPa eCTb BO3MOXKHOCTb HAaCTPOUTL NPaBKUIA, COFIACHO KOTOPbLIM NakeT by-
net obpaboTtaH, nMbo oTbpoLleH.

Time-Based ACL

Mo3BonseT CKOHPUTrypMpoBaTb BPEMEHHbIE PAaMKMK, B TeYEHUE KOTOPbIX AaHHbIN
ACL byaeT aelictBoBaTthb

lModdepicka 60KuU-
poBKU Mopmos

OcHoBHaA GyHKUMA BAOKMPOBKM — NOBbLICUTL 6€30MaCHOCTL CeTH, NpeaocTasann
AOCTyN K NOPTY KOMMYyTaTopa TONbKO Ana ycTpoicts, umetowmx MAC-agpeca, 3a-
KpenneHHble 3a 3TUM NOPTOM.

MposepKa nodAuHHO-

cmu Ha ocHoese nopma

MpoBepka noannHHocTu IEEE 802.1x npeacraBnset coboit MexaHM3m KOHTPoNA 4o-
CTyna K pecypcam 4yepes BHeLWHUI cepsep. MNpoweawme npoBepKy NOANMHHOCTH

(802.1x) Nno/ib30BaTe/IM NOJYYatoT AOCTYN K pecypcam BbibpaHHOM ceTu.
dyHKuMA No3BoNsSeT A0NOAHATL NakeTbl PPPOE Discovery nHpopmaumei, xapakte-
PPPOE IA pusytolLel nHTepdeic goctyna. 3To He0bX0AMMO ANA UAEHTUPUKALMM NOIb30BaA-

TeNbCKOro WHTepdeica Ha cepsepe aoctyna (BRAS, Broadband Remote Access
Server).
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2.2.7 ®DYHKUUM yNpaBAEHUA KOMMYTaTOPOM

Tabanuya 2.7 — OcHoBHble QYHKLMW yNpaBAEHUA KOMMYTAaTOPOB

3aepy3Ka u ebi2py3Ka
¢alina Hacmpoliku

MapameTpbl yCTPONCTB COXPaHATCA B daiiie HaCTPOMKK, KOTOPbIN COLEPHKUT AaH-
Hble KOHOUrypaLMu Kak BCEN CUCTEMbI B LLEIOM, TaK WU ONpeaesieHHoro nopra
YCTPOWCTBa.

lpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yerca aaa onepawumii 3anncu u yteHma dainnos. NpoToKon
OCHOBaH Ha TpaHCNOPTHOM npoToKose UDP.

YCcTpoiicTBa NOALEPKMBALOT 3arpy3Ky U nepegady no AaHHOMY NpoTokoay dalinos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

lMpomokon SCP (Secure

MpoTtokon SCP ncnonb3yeTca Ana onepauumii 3anmMcy U uteHua ¢annos. MpoTokon
OCHOBaH Ha ceTeBOM NpoToKosne SSH.

Copy) YcTpoicTBa NoanepK1BatoT 3arpy3Ky U nepesadvy no AaHHOMy npoTokony ¢alinos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

YaaneHHbii MoHUTOpUHT (RMON) — cpefacTBO MOHUTOPUHIA KOMMNbIOTEPHBIX ce-

Tel, pacwnpeHne SNMP. CoBmecTMMble YCTPOIMCTBA NO3BONAIOT cOBMpaTh AuarHo-

YoaneHHoili MOHUMO- CTUYECKME [aHHble C MOMOLLbIO CTaHLMW ynpasaeHusa cetbto. RMON — 3To cTaH-

puHz (RMON)

AapTHaa 6asa MIB, B KOTOpOM onpefenieHbl TEKYLAn M NpeablayLas CTaTUCTUKA
ypoBHA MAC 1 06beKTbl ynpasaeHus, NpeaocTaBAsoWwme AaHHbIE B PeaibHOM Bpe-
MeHMU.

Mpotokon SNMP ucnosnb3yeTcs gas MOHUTOPUHIA U yNipaB/ieHUA CeTeBbIM YCTPOM-

lMpomokon SNMP cTBOM. [15 yNpaBAeHUs AOCTYNOM K CUCTEME ONpPeaenseTca CNMCOK 3anmcei coob-
LLECTBA, KaXKAasa U3 KOTOPbIX COAEPIKUT NPUBMAETMM JOCTYNA.
YnpasneHue ycTpoiictBamu nocpeactsom CLI ocylecTBaseTca N0KanbHO yepes no-
. cneposaTtenbHbld NopT RS-232, ambo yganeHHo vepes Telnet, SSH. UHTepdelic Ko-
UHmepapelic KomaHO- A P YA P pd

Holi cmpoku (CLI)

MaHZHOM CTPOKM KoHconu (CLI) agnseTcs NpombllLeHHbIM CTaHAapToM. UHTep-
npetatop CLI npegocTaBaAeT CNMCOK KOMaHA M K/oYeBbIX C/10B A8 MOMOLLM NOJb-
30BaTe/IO M COKPaALLEHMIO 06bema BBOAUMBIX AAHHbIX.

Syslog — npoToKon, obecneuynsalowmii nepesady coobLEHN O NPOUCXOAALIMX B

Syslog o
cucteme cobbITUAX, @ TaKkKe yBegoMaeHui 06 olwmnbKax yaaneHHbIM cepsepam.
SNTP MpoTtokon SNTP — NPOTOKON CUMHXPOHWU3ALMK BPEMEHU CETWU, rapaHTUpyeT Tou-
(Simple Network Time Pro- | HOCTb CMHXPOHM3aLMM BPEMEHW CEeTeBOro YCTPOMCTBA C CEPBEPOM A0 MUAMUCe-
tocol) KYHZbI.
Traceroute Traceroute — cnyxebHasa GyHKUUA, NpefHAa3HAYeHHaA A1A onpeseneHnsa MapLpy-

TOB Mepefiayn AaHHbIX B IP-ceTax.

YnpasneHue KoHmMposnu-
pyemobim docmynom —
YpOB8HU npusuneauli

ALMMWHMCTPATOP MOKET onpeaennTb YPOBHU NPUBMAETUIA AOCTYNa ANA NOAb30Ba-
Tesleil YCTPOMCTBA M XapaKTePUCTUKM AR KaXK4Oro ypoBHA NpueuUaeruit (TonbKo
ANA YTeHua — 1 ypoBeHb, NOAHbIN JoCTyn — 15 ypoBeHb), a TaKKe KOHTPOANPO-
BaTb, KAKME KOMaHAb! AOCTYMHbI Ha KaXXA0M M3 YpOBHEN npusuaeruii.

broKuposka uHmep-
¢elica ynpaeneHus

KommyTaTop cnocobeH ycTaHaBAMBATb 3anpeT AOCTyna K KarKAomy uHTepdeicy
ynpaeneHus (SNMP, Telnet, SSH). 3anpeT mo¥eT 6bITb yCTaHOBAEH OTAENbHO AN
Kaxgoro Tuna goctyna: Telnet (CLI over Telnet Session); Secure Shell (CLI over SSH);
SNMP.

JlokanbHaa aymeHmu-

[lns nokanbHoM ayTeHTUdMKALMM NOAAEPIKMBAETCA XPaHeHMe naposielt B 6ase AaH-

¢ukayua HbIX KOMMYTaTOpa.
Gdunempayus IP adpe- | Joctyn no SNMP paspeluaetca Ana onpegeneHHbix IP-aapecos, ABAAIOLWMXCA Yne-
cos 0519 SNMP Hamu SNMP-coobuiecTsa.

Knuenm RADIUS

MpoTtokon RADIUS ucnonb3syetca ana ayteHTMdUKaLmMm, aBTopusaumnm u yyeta. Cep-
Bep RADIUS ncnonb3ayeTt 6a3y gaHHbIX NO/b30BaTe/IeN, KOTOPasA COAEPKUT AaHHble
NPOBEPKU MOAAMHHOCTM ANA KaxAoro nonb3osatena. Kommytatopbl noanepxu-
BAOT KJAMEHTCKYHO YacTb NpoToKkona RADIUS.

TACACS+
(Terminal Access Control-
ler Access Control System)

YCTPOICTBO NpenocTaBnsfeT MOALEPNKKY MPOBEPKM MOANMHHOCTU KAMEHTOB MO-
cpencTeom npotokona TACACS+. MpoTtokon TACACS+ obecneunBaeT LEeHTPaIM30-
BaHHYIO cucTeMy 6e30MacHOCTU ANA NPOBEPKM NOAb30BaTeNEN, NOAYyYAOWMX A0-
CTYN K YCTPOWCTBY, @ TaKKe LLeHTPaIM30BaHHYO CUCTEMY ynpaBaeHua npu cobto-
AeHnn coemectumocTtn ¢ RADIUS u gpyrummn npoueccamm npoBepKn NOAJANHHOCTY.

Ethernet-kommymamopsi MES1000, MES2000
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dyHKUMA cepBepa SSH nossonseT KamMeHTy SSH ycTaHOBUTH C YCTPOMUCTBOM 3alliu-
Cepeep SSH YHKL, psep TY y ycTp L,
LLLeHHOe CoeMHEeHMeE aNA YNPaBAEHUA UM.
Moddepika [aHHaa ¢yHKLMA NpesocTaBaAeT BO3MOMKHOCTb CO34aBaTb MaKPOKOMaHAbI, Npes-
cTaBnsoLwWme coboit Habop KoMaHA, U NPUMEHATb UX ANA ONepaTUBHOrO yrnpas/e-
MAKPOKOMAHO .
HUWA YCTPOMUCTBOM.

2.2.8 [AononHutenbHble GYHKLUMN

B Tab/mue HUXKe NpuBeaeHbl A0MNOHUTEbHbIE GYHKLMM YCTPOIACTBA.

Tabnnua 2.8 — JononHutenbHble GYHKLMU YCTPOMCTBA

BupmyanoeHbiii Kabeso-
HbIli mecmep (VCT)

KommyTaTopbl MMEIOT B CBOEM COCTaBe MPOrpamMmHble M annapaTHble CPeacTBa,
No3BONAIOLWME BbINOAHATb PYHKLMUN TeCTUpOBaHMA Kabena — VCT:

- onpegeneHune npobaem cBA3N NPU UCNOb30BAHUM MeaHbIX Kabeneit (06pbiB, 3a-
MbIKaHMe NPOBOAOB);

- OTYeT NO pe3y/ibTaTaM TECTUPOBAHUA.

JuazHocmuKa onmuye-
CKO20 mpaHcusepa

YCTpOMCTBO NO3BONAET TECTUPOBAaTb ONTUYECKUI TpaHcuBep. Mpu TecTuposaHum
OTC/IEXXMUBAKOTCA TaKMe NapamMeTpbl, Kak TOK U HanpAXKeHue NUTaHuA, TemnepaTtypa
TpaHCMBEpPa, MOLLHOCTb CUTHaNa Ha Npuéme n nepegade. [InarHocTMka [oOCTynHa
TO/MIbKO AN TPaHCUBEPOB, nogaepxusatowmx ¢yHkumto Digital Diagnostics Moni-
toring (DDM).

Green Ethernet

[laHHbI MexaHN3M NO3BOAAET KOMMYTAaTOPY CHU3UTL 3HepronoTpebieHve 3a cyet
nepesoAa HeaKTUBHbIX I1EKTPMUUYECKMX NOPTOB B SKOHOMMUYHbIN PEKUM.

IP SLA

TexHONornsa akTMBHOrO MOHUTOPUHIA, UCNONb3YIOLAACA ANA U3SMEPEHMA NapaMeT-
poB BbICTPOAENCTBMA KOMMNBIOTEPHbIX CETEM M KayecTBa nepegayun AaHHbiX. MNoa-
neprkmaemsbie onepaunn — ICMP Echo, UDP litter.

2.3 OcHOBHbIe TeEXHUYECKUE XapaKTepPUCTUKU

OCHOBHble TEXHUYEeCKMe napamMmeTpbl KOMMYTAaTOpPOB NpMUBELEHDbI B Ta6nmu,e 2.9

Tabanua 2.9 — OCHOBHbIe TEXHUYECKME XapaKTePUCTUKN

O6wme napameTpbl

24 x 10/100BASE-T (RJ-45)

MES1024 2 x Combo 10/100/1000BASE-T/1000BASE-X

1 x KoHcobHbIM nopT RS-232 (DB-9)

24 x 10/100BASE-T (RJ-45)

MES1124 4 x Combo 10/100/1000BASE-T/1000BASE-X
1 x KoHconbHbIN nopT RS-232 (DB-9)

MES1124M 24 x 10/100BASE-T (RJ-45)

MES1124MB 4 x Combo 10/100/1000BASE-T/1000BASE-X

MES1124M rev.B 1 x KoHconbHbIN nopT RS-232 (RJ-45)

NHTepdeinchbl

24 x 10/100/1000BASE-T (RJ-45)

MES2124 4 x Combo 10/100/1000BASE-T/1000BASE-X
1 x KoHconbHbI nopT RS-232 (DB-9)

MES2124M 24 x 10/100/1000BASE-T (RJ-45)

MES2124P 4 x Combo 10/100/1000BASE-T/1000BASE-X

MES2124MB 1 x KoHconbHbIV nopT RS-232 (RJ-45)

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+

MES2124pP 4 x Combo 10/100/1000BASE-T/1000BASE-X

1 x KoHconbHbIV nopT RS-232 (RJ-45)
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MES2208P

4 x 10/100/1000BASE-T (RJ-45) PoE/PoE+

4 x Combo 10/100/1000BASE-T/1000BASE-X
2 x 1000BASE-X

2 x 10/100/1000BASE-T

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2124F

24 x 100BASE-FX/1000BASE-X (SFP)
4 x Combo 10/100/1000BASE-T/1000BASE-X
1 x KoHconbHbIM nopT RS-232 (RJ-45)

CKopocTb nepegavn gaHHbIX

dnekTpuyeckune nHtepdeicol: 10/100/1000 Mbut/c
OnTuueckme uHtepdeicsl: 1 rout/c

OnTu4yeckme TpaHcmeepbl

SFP

AynnekcHblii/MonyaynaeKCHbIN pexnm

LynneKkcHbIn/NonyaynaeKcHbIin PeXUM 415 31EKTPUYECKUX Mop-
TOB, AYNNIEKCHbBIN PEXUM ANA ONTUYECKUX NOPTOB

MES1024

8,8 Iéut/c

MES1124
MES1124M
MES1124MB
MES1124M rev.B

12,8 Féur/c

MponyckHaa

cnocoBHOCTL MES2124

MES2124M
MES2124P
MES2124MB
MES2124F

56 [6ut/c

MES2208P

24 Téut/c

MES1124M
MES1124MB

Mpou3BoaAnTENIbHOCTb MES1124M rev.B

9 MPPS

Ha nakeTtax AAnHoM 64
baiital

MES2124M
MES2124MB
MES2124P
MES2124F

41 MPPS

O6bem bydepHoi namaTu

1 M6ant

MES1124M
MES1124MB
MES1124M rev.B
MES2124M
MES2124MB
MES2124F

O6bem O3Y (DDR2)

128 Mbant

MES2124P

256 M6ant

O6bem M3Y (SPI Flash)

16 M6ant

Tabnnua MAC-agpecos

16384 3anucu (4actb MAC-agpecoB pesepBupyeTca A1a UCNOoJb-
30BaHMA CUCTEMON).

Noppepxka VLAN cornacHo 802.1Q go 4094 aktmsHbIx VLAN
KOnVI‘-I.ECTBO rpynn L2 Multicast (IGMP 1000
snooping)
. Ingress: 168

K S

onn4yectso npasun SQINQ Egress: 96
Konnyectso npasun ACL 248
Konnyectso ACL 230
Konnyectso npasun ACL B ogHom ACL 248
Konnyectso aksemnaapos MSTP 28

1 3HaueHna yKasaHbl A8 0AHOCTOPOHHEN Nepeaaym

Ethernet-kommymamopsi MES1000, MES2000
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Arperaumsa KaHanos (LAG)

16 rpynn, 4o 8 NOpPTOB B KaxKaom

Konnuectso DHCP pool

64

KauectBo 06cnykmBaHua QoS

MpuopuTtnsauma Tpadumka, 4 yposHA
4 BbIXOAHbIX o4epean C Pa3HbIMK MPUOPUTETAMWU O1A KarKAO0ro
nopra

CeepxaavHHble Kagpbl (Jumbo frames)

MakKcumanbHbIi pasmep naketos 10240 bant

CreknpoBaHue

[Jo 3-x ycTpovicts

CooTBeTcTBME CTaHAApPTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBToOnpeaeneHne CKopocTtu

IEEE 802.3X KOHTPO/1b MOTOKOB AAHHbIX

IEEE 802.3ad o6beanHeHne KaHanos LACP

IEEE 802.1p npuoputM3auma Tpadpmka

IEEE 802.1g BupTyanbHble noKanbHble cetn VLAN
IEEE 802.1v, IEEE 802.3ac

IEEE 802.1d cBnasyiouwee aepeso STP

IEEE 802.1w bbicTpoe cBasytouiee gepeso RSTP

IEEE 802.1s mHoecTBO cBA3yoWMUX aepesbes MSTP
IEEE 802.1x ayTeHTMdUKaLMA NoNb30BaTENEN

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2124P,
MES2208P)

YnpasneHue

NokanbHoe ynpasneHue

Console

YaaneHHoe ynpasaeHue

SNMP, Telnet, SSH, WEB

dusnyeckue XAPaKTEPUCTUKU U ycaosua

OKpYy:Kalowei cpeabl

MCTOYHMKM NUTaHNA

MES1024

MES1124

MES2124 CeTb nepemeHHoro Toka 110-250 B, 50 Iy,

MES2124F

MES1124M

S CeTb nepemeHHoro Toka 110-250 B, 50 'y, uam ceTb NOCTOAHHOTO

MES1124M rev.B Toka 36-72 B

MES2124M

MES2124P CeTb nepemeHHoro Toka 170-265 B, 50 Iy,

MES2208P CeTb NOCTOAHHOrO TOKa 45-57 B
CeTb nepemeHHoro Toka 110-250 B, 50 'y, n CBMHLOBO-KUCNOT-
HbIM aKKYMYNsaTop

MES1124MB Xisszgepﬂmcawi(vla;azﬁp,noro YCTPOMCTBA:

MES2124MB pAga = L7 A,

- HanpsXeHue cpabaTtbiBaHUA pacuenuTens Harpyskm — 10—
10.5 B;
- MOPOroBOE HanpsAMKeHne NHAMKaLMM HU3Koro 3apsaga — 11 B.

MES1024, MES1124

MES1124M
MES1124M rev.B He Bonee 25 BT
MES1124MB

Motpebnaemasn MES2124

MOLLHOCTb MES2124M He 6onee 30 Bt
MES2124F He 6onee 40 Bt
MES2124P He 6onee 400 BT
MES2208P He 6onee 140 Bt
MES2124MB He 6onee 30 BT
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MNoTpebnsemas MES1124MB He bonee 45 BT
MOLLHOCTb 6e3 yyeTa
3apaga AKB MES2124MB He 6onee 50 BT
MES2124P 350 Bt
Biogxet PoE
MES2208P 120 Bt
MES1024, MES1124
MES1124M
MES1124MB
AnnapatHan MES2124, MES212M her
noafepka Dying MES2124MB
Gasp MES2124F
MES2124P
MES2208P
MES1124M rev.B ecTb
MES1024, MES1124
MES1124M
MES1124MB 215k
MES1124M rev.B
Macca MES2124
MES2124M 2,60 Kr
MES2124MB
MES2124F 2,85 Kkr
MES2124P 3,15 Kr

fabapuTHble
pasmepbl
(WxBxT)

MES1024, MES1124
MES2124

430 x 44 x 138 mm

MES1124M

MES1124MB 430 x 44 x 160 mm
MES1124M rev.B

MES2124M

MES2124MB 430 x 44 x 180 mm
MES2124P 430 x 44 x 203 mm
MES2208P 320 x 44 x 159 mm
MES2124F 430 x 44 x 206,5 mm

MHTepsan pabounx
Temnepatyp

MES1024, MES1124
MES2124

oT1-10 go +45°C

MES1124M rev.B

ot -15 go +55°C

MES2208P

ot -20 go +65°C

MES1124M
MES1124MB
MES2124M
MES2124MB
MES2124P
MES2124F

ot -15 go +50°C

MHTepsan TemnepaTypbl XpaHeHUs

oT-40 po +70°C

OTHOCMTEeNbHAA BNAXKHOCTb npu sKcnayaTta-

uunm (6es obpasoBaHMA KOHAEHcaTa)

He 6onee 80%

OTHOCMTeNbHAA BAAXKHOCTb NPU XpaHEHWUU

(6e3 obpasoBaHUs KOHAEHCATA)

ot 10% no 95%

CpoK cny»bbl

He meHee 15 net

V Tun 6n0Ka nuTaHUA onpegaensaeTca npu opopmieHnn 3aKkasa.
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2.4 KOHCTPYKTUBHOE UCNONIHEHUE

B gaHHOM pasgene onncaHo KOHCTPYKTUBHOE UCNOJIHEHUE yCTpOl‘;ICTB. npeﬂ,CTaBﬂeHbl M306pa)KeHWr'|
nepe,u,Heﬁ, 3ap,Heﬁ 1 GOKOBbIX NaHesne yCTpOVICTBa, OMUCaHbl pa3beMmMbl, CBETOANOAHbIE MHONKATOPbI U OpP-
raHbl ynpaBneHua.

KomMMmyTaTopbl BbINOAIHEHbI B META/N/IMYECKOM KOpPMyce C BO3MOXHOCTbIO YCTAHOBKM B 19” KapKac
Tnnopasmepa 1U.

I B KOM6MHUPOBAHHbIX NOPTAX MOKeET 6biTb aKTUBHbIM TOJIbKO OAUH U3 UHTepdeiicos. Mpu
oAHOBpeMeHHOM NogKaueHun byaet aktuseH uHtepdeiic c SFP-tpaHcusepom.

2.4.1 BHewHMW BUA U ONUCaHME nepegHeirt naHenun ycrpoiicte cepun MES1024,
MES1124, MES2124

BHewHWn BMA nepegHei MaHenu ycTpoihcTs cepun MES1024, MES1124, MES2124 nokasaH Ha
pucyHkax 1-3.

AELTEX
[ MES1024 p— 0 1o zsowe
Console Sotes 0 0] o
Master I’
1 2 3 4 5 6 7
AelTex
1 MES1124 10250 vaC
Console iy
1 2 3 4 5 6 7
PucyHok 2 — MES1124, nepedHAs naHesno
JVELTEX _ —
 MES2124 | Elﬂ:' o I ——uniti 5
Console iy 8; 82&“{& . 0 0
k L:] ]Ifg{ © Master I
‘ | ‘
1 2 3 4 5 6

PucyHok 3 — MES2124, nepedHAs naHesno
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B tabauue 2.10 npuseaeH nepeyeHb pasbemMos, CBETOANOAHbBIX MHANKATOPOB 1 OPraHoB
ynpaBAeHnA, PacnosioKeHHbIX Ha nepeaHen naHean KommyTtaTtopa.

Tabnnuya 2.10 — OnncaHMe pa3beMoB, MHAMKATOPOB U OPraHOB yNpaBAeHUa nepeaHel NnaHenu

Ne dnemeHT nepeaHeii OnucaHue
naHenu
1 Console KoHconbHbI nopT RS-232 ana NOKaNbHOrO ynpaB/ieHUA YyCTPOUCTBOM.
MES1024

N . MEsi124 | 24 nOPTa 10/100BASE-T (RI-45).

MES2124 | 24 nopta 10/100/1000BASE-T (RJ-45).

25,26 MES1024

3 Kombo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45) 1 cnoTbl ANA YCTaHOBKM
25262728 | VES1124 | 1pancueepos 1000BASE-X (SFP).

MES2124
Unit ID (1-4) NHAWKaTopbl HOMEpPa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
4
Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Master NHamKaTop pexknuma paboTbl YyCTPOMCTBA B CTEKE - BeAyLMiA AW BeSOMbIN
PyHKLMOHaNbHAA KHOMKa A/1A Nepe3arpysku ycTpoinctaa u cbpoca K 3aBoa-
CKMM HaCTpoMnKam:
5 F - NPY HAXKaTUM Ha KHOMKY A/IMTeNbHOCTbIO MeHee 10 cekyHA NpoucxoauT ne-
pesarpyska ycTpoWcTBa;
- NPW HAXXaTUM HA KHOMKY A/MTeNbHOCTbIO 6onee 10 cekyHA, NpoucxoanT
cHbpoC HACcTPOEK YCTPOWCTBA 40 3aBOACKOM KOHUrypauum.
6 ~150-250VAC, 60/50Hz Paszbem gna NoAKNOYEHUA K UCTOYHUKY 3/1eKTPONUTAHMA NepeMeHHOro ToKa
7 - BonT pna 3a3emneHua ycTponcraa.

2.4.2 BHewHWi BUA U onucaHue naHeneun ycrpoicrea cepum MIES1124MB, MES2124MB

BHewHMN BMA, nNepegHelrt naHenn ycTponcts cepum MES1124MB, MES2124MB noKasaH Ha
pUCYHKax 4-5.

40250 VAC 601S0K: 14 A s ) LVELTEX MESL124MB

3 oo 2 3 4 5 ] 7 ] 3 10 11 12
12D 30
i i s
Pown Q Q4 Console QQs
E E :M88,‘ F 88!, 25 2 27 2
=5 2] e o e e o e o 1 e o e g
16 7 18 15 w0 el z = 2

13 14 15

1 2 3 4 5 6 8 7 8

PucyHok 4 — MES1124MB, nepedHsas naHesno

JVELTEX MES2124MB

"
A i, 12 =25 =27 —

S e e
EEOREeRSSESe

—

5 6
PucyHok 5 — MES2124MB, nepedHsasa naHesno
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B Tabaunue 2.11 npuBeaeH nepeyeHb PasbemMoB, CBETOANOAHbIX UHONKATOPOB M OPraHoB
ynpaB/ieHUs, Pacro/ioXeHHbIX Ha NnepeaHel naHenn KommyTtatopa cepun MES1124MB, MES2124MB.

Tabanua 2.11 — OnncaHMe pa3beMOB, MHAMKATOPOB U OPraHOB YNpPaBAEHMA NepeaHeit naHenu

Ne | dnemeHT nepeaHeit naHenm OnucaHue
110-250VAC, MES1124MB Pazbem ona NnogKNIOYEHUA K UCTOYHUKY /IEKTPONUTAHNA NEPEMEHHOIO
1 60/50Hz max 1A TOKa.
~110-250VAC,
60/50Hz max 2A MES2124M8B
2 12VDC max 3A Knemmbl gna noaKNo4EeHNA akKyMynAaTopHol H6aTapen 12V.
Unit ID (1-4) MNHAaMKaTopbl HOMEpPa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
3 Master l/IH/J,vMKaTop peXxunma paboTbl yCTPOWCTBa B CTEKe — BeAyLLMIA UK BEAO-
MbIN.
Status NHAMKATOP COCTOAHMA YCTPOMICTBA.
Battery NHAMKATOP COCTOAHMA aKKYMyNsTOpHOM BaTapeu.
4 Console KoHconbHbIN NopT RS-232 anA NOKanbHOro ynpaBaeHMA YCTPOUCTBOM.
PyHKLMOHaNbHAA KHOMKa A1A nepe3arpyskun ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 F - NMPW Ha*KaTUM Ha KHOMKY A/NTeNbHOCTbI0O MeHee 10 cekyHA, npoucxo-
AT nepesarpysKa yCTPOMnCTBa;
- NPW HaXaTUM Ha KHOMKY AAUTeNbHOCTbo 6onee 10 ceKyHA Npoucxo-
ANT c6POC HACTPOEK YCTPOMCTBA A0 3aBOACKOWN KOHOUTypaLun.
6 [1..24] MES1124MB | 24 nopta 10/100/100BASE-T (RJ-45).
h MES2124MB | 24 nopta 10/100/1000BASE-T (RJ-45).
7 Link/Speed CBeToBaA MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPdENCOoB.
3 25 26,27 28 Komb6o-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45) n cnoTbl Ana ycra-
e HOBKM TpaHcnsepos 1000BASE-X Combo.

BHewHMN BMA 3a4HeN naHenu ycTpoictBa cepum MES1124MB, MES2124MB npuBegeH Ha

pUcyHke 6.
© o (]
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PucyHoK 6 — MES1124MB, MES2124MB, 3a0HAA naHess

Ha 3agHeit naHenu yctpolictea cepum MES1124MB, MES2124MB pacnofio»eH 60AT ANnA 3a3emaeHus
ycTpoiictea, 0603HaYeH CMMBOIOM = (1).
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2.4.3 BHelwWHUIt BUA M onucaHUe naHenen yctpoucrts cepun MES1124M, MES2124M

BHewHuMn BuAa nepegHel naHenn MES1124M c pasbemomM A5 NOAKAOYEHMA K WCTOUYHMKY
3/1eKTPONUTaHMA nepemeHHoro Toka 110-250B npuBeneH Ha pUCYHKe 7, K UCTOYHUKY NMUTAHUA NOCTOAHHOIO
TOKa 48B Ha pucyHKe 8.

QVELTEX MES1124M

24 10/1008AsE-7X
25,28 - 10/100/1000BASE-T or 100BASE-FX/10308ASE X

i

7

DELTEX MES1124M

AsET
IDOORASET o 1608ASE.FX/1000BASE X

k speed 25,28 10/
2
% 25 26 27 268

PucyHoKk 8 — MES1124M DC, nepedHsA naHess

BHewHWnn Bua nepegHeit naHenn MES2124M ¢ pa3sbemomM A4S NOAKAOYEHMA K WUCTOYHUKY
3/1eKTponuTaHuA nepemeHHoro Toka 110-250B npuseaeH Ha pUCYHKe 9, K UCTOYHMKY MUTAHUA NOCTOAHHOIO
TOKa 48B Ha pucyHke 10.

QELTEX MES2124M

1.24 - 10/100/10008ASET
25,28  10/100/1000BASE.T or 1008ASE FX/1030RASE X

i

7

PucyHoKk 9 — MES2124M AC, nepedHsas naHesno

12 25 ey 27

1 2 3 a 5 6 7 8 9 10 1
3672 VOC max 14 Dol o0 (=" =] (oo o ® i o] [ ¥ i o e i ® i 134 10/100/ 1000BASET
e T o o e B B o
ot Q4 Co QQ=
sans () (3 @@= s 2% 27 28
i [ § e e el e e e e e el
2 = “E E E E
(Sl ol e =] (Sl =l {55y =y e S e e
T | 13 14 15 16 17 18 19 0 21 22 3 24
L 1

1 2 3 4 5 7 6 7

eleleloly

o
A\ wiatiice LELTEX MES2124M
nsole

26 = 25,

PucyHok 10 — MES1124M DC, nepedHsaAa naHesb
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B Tabaunue HUXKe NpuBeaeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB U OPraHoB
ynpaB/ieHUs, Pacro/IoXKeHHbIX Ha NepeaHer naHenn KommyTtatopoB cepun MES1124M, MES2124M.

Tabanua 2.12 — OnncaHMe pa3beMoB, MHAMKATOPOB U OPraHOB YNpPaBAEHMA NepeaHeit naHenun

Ne dnemeHT nepegHeit OnucaHue
naHenu
110-250VAC, 60/50Hz Paszbem na NoAKNOYEHNA K UCTOYHUKY 3/IEKTPOMNUTAHMUA NEPEMEHHOrO TOKa.
max 1A
1
36-72 VDC max 1A Pasbem AnA NOAKMOYEHMA K MCTOYHUKY 3N1EKTPONUTAHUA MOCTOAHHOIO TOKa
48B
Power NHAMKaTop NUTaHMA YCTPOICTBA
5 Status MNHAMKATOP COCTOAHMA YCTPOMCTBA
Master NHauMKaTop pexkuma paboTbl yCTPOMCTBA B CTEKE - BeAyLLMIA MU BeSOMbIN
Unit ID (1-4) MHAMKaTOpbl HOMEpPA YCTPOMCTBA B CTEKE
3 Console KoHconbHbIN NopT RS-232 oA N0OKanbHOro ynpasBaeHMaA yCTPOMCTBOM
dDyHKLMOHaNbHAA KHOMKa ANA nepes3arpysku ycTpoictea U cbpoca K 3aBoa-
CKMM HaCTpoiKam:
4 E - NPW Ha)KaTUW Ha KHOMKY ANTENbHOCTbI0 MeHee 10 ceKyHg, NpoucxoauT ne-
pesarpyska ycTpoWcTBa;
- NPW HaXKaTuUM Ha KHOMKY AnuTenbHocTblo 6osee 10 cekyHA npouncxoauTt cbpoc
HaCTPOEeK YCTPOMCTBA 4,0 3aBOACKON KOHbUIypauun.
5 [1..24] MES1124M | 24 nopta 10/100BASE-TX (RJ-45)
B MES2124M | 24 nopta 10/100/1000BASE-T (RJ-45)
6 Link/Speed CseToBasA MHAMKALMA COCTOAHUA ONTUYECKUX NHTepdencoB
7 25 26,27 28 Kom6o-noptbl: noptbl 10/100/1000BASE-T (RJ-45) u cnoTbl AN YCTAHOBKM
e TpaHcusepos 1000Base-FX/1000BASE-X Combo

BHewWwHM BMA 3a4HEN NaHenn ycTponcts cepmumn MES1124M, MES2124M npuBeaeH Ha pucyHke 11.

(] <} [}
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© OUCO00UD00000000N000000000U00000 00000000000T00000NN0OT0O00ANT0 ? ©

PucyHok 11 — MES1124M, MES2124M, 3a0HAA naHesb

Ha 3agHen naHenun yctponcts cepumn MES1124M, MES2124M pacnonoxeH 60nT Ana 3asemseHun
ycTpoiictea, 0603Ha4eH cMmBoioM = (1).

2.4.4 BHelwHUI BUA M ONUCaHUE NepeaHeNn NaHenu ycTpoiictea cepumn MES2208P

BHewHW BUA nepegHen naHenn yctpoicTea cepmmn MES2208P npuseaeH Ha pucyHKe 12.

AeLTex 1 2 73 gombe perge N 5 2ot s
EEEE P e '
Console 4Q O Power
3Q Q status
el Il lilfi L BeT
1O Ofaarm
[ ] ], = ) (g} -
7 8 |29 10 12 | [ £\ i ovce ?
1 2 3 4 5 6 7 8 9

PucyHok 12 — MES2208P, nepedHsAs rnaHesnb
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B Tabaunue 2.13 npueeaeH nepeyeHb pasbemos, CBETOAMOAHbIX MHAMKATOPOB M OPraHoB yrpaBaeHus,

pacnonoXeHHbIX Ha NepeaHen naHean KommyTatopa cepumn MES2208P.

Tabnnuya 2.13 — OnncaHMe pa3beMoB, MHAMKATOPOB U OPraHOB YNpaBAeHMA NepeaHei naHenun

[ dnemeHT nepepHeit
N PeA OnucaHue
naHenu
1 Console KoHco/bHbIM NopT RS-232 Ans NOKaNbHOro ynpaBAeHMA YyCTPONCTBOM.
2 1,2,7,8 4 nopta 10/100/1000BASE-T (RJ-45 c nogaep»KKoii PoE+).
3 | 34910 Kom6o-nopTbl: noptsl 10/100/1000BASE-T (RJ-45) 1 cNoTbl AN8 YCTAHOBKM
T TpaHcuBepos 1000BASE-X (Combo).
4 5,11 2 nopta 1000BASE-X.
5 6,12 2 nopTa 10/100/1000BASE-T.
Unit ID (1—-4) MHAMKaTOpbl HOMEpa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
6 Status NHANKATOP COCTOAHUA YCTPOICTBA.
Master NHauKaTop pexkuma paboTbl yCTPOMCTBA B CTEKe — BeAyL M U BEAOMbIN.
Alarm MHAMKaTOp NUTaHMA yCTPOMCTBA NO TexHonornn PoE.
dyHKLMOHaNbHAA KHOMKa A/1a Nepesarpysku ycTpoinctea U cbpoca K 3aBoa-
CKMM HacTpoMKam:
7 F - NPU HaXKaTUM Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 ceKyHA NpoucxoauT ne-
pe3arpyska ycTpoWucTBa.
- NPW HAXXaTUM HA KHOMKY AAnTebHOCTbIO 6onee 10 cekyHA npoucxoanT
cbpocC HacTpPOEeK YCTPOICTBA 4,0 3aBOACKON KOHPUrypauum.
8 36-72 VDC max 4A Paszbem gna NnoAKNOYEHNA K UCTOYHUKY 9N1EKTPONUTAHMA NOCTOAHHOIO TOKA.
9 = BonT ana 3asemneHma ycTponcrea.

2.4.5 BHelwHUi1 BUA M onucaHUe NnaHenen yctpoiictea cepumn MES2124P

BHewHW BUA NnepegHen naHenn yctpoicTtea cepumn MES2124P npuseaeH Ha pucyHKe 13.

AELTEX 1 2 3 4 5 6 7 8 9 10 11 12 —5——————7—
) oo i i i i == ] =1 D (O
R R R R R R R =

1 2 3 4 5 6
PucyHok 13 — MES2124P, nepedHAsA naHesb

B Tabaunue 2.14 npuseaeH nepeyeHb Pa3bemoB, CBETOANOAHbIX MHANKATOPOB M OPraHoB
ynpaB/ieHns, PacnosioXKeHHbIX Ha NepeaHen NnaHenn KommyTtatopa cepum MES2124P.

Tabauua 2.14 — OnucaHne pasbemos, MHAMKATOPOB W OPraHoOB yNpaBAeHUA NnepeaHeit naHenu

Ne dnemeHT nepegHei
naHenu

OnucaHue

1 Console KoHcobHbIM NopT RS-232 15 NOKaNbHOrO ynpaBieHMsa YyCTPONCTBOM.

2 1-24 24 nopTa 10/100/1000BASE-T (RJ-45 ¢ noaaepskkoi PoE+).
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3 2598 Komb60o-nopTbl: noptbl 10/100/1000BASE-T (RJ-45) 1 cnoTbl A18 yCTaHOBKM
TpaHcmeepoB 1000BASE-X (Combo).
Unit ID (1-4) MNHAMKaTOpbl HOMEpPA YCTPOWCTBA B CTEKE.
Power NHAMKaTOp NUTAaHMA YCTPOMCTBA.
4
Status MNHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm MNHAMKATOP YPOBHSA aBapuu YCTPOMCTBA.
DyHKUMOHANbHAA KHOMKa A1 nepesarpysku yCcTpoicTea U cbpoca K 3aBos-
CKMM HaCTpoOMKam:
5 F - NPW HaXKaTUK HA KHOMKY AJUTENbHOCTbIO MeHee 10 ceKyHA NPoOUCXoauT ne-
pesarpyska ycTpoicTsa.
- NPW HaXKaTUK HA KHOMKY AuTenbHocTblo 6onee 10 cekyHA, NpoucxoanT
cbpOC HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUIypaumu.
6 ~150-250VAC, 60/50Hz Paszbem gna NoAKNOYEHNA K UCTOYHUKY 3/IEKTPONUTAHMA NEPEMEHHOrO TOKa.
max 2A
BHewWwHMI BMA 3aaHeN naHenn yctponcTea cepum MES2124P npuBeaeH Ha pucyHke 14.

PucyHok 14 — MIES2124P, 300HA4 naHess

Tabnuua 2.15 — OnucaHne pasbemoB, MHAMKATOPOB W OPraHoOB ynpaBAeHWUsa 3a4Hen naHenun

No dnemeHT 3agHein OnucaHue
naHenun
1 BeHTUNATOPbLI OXNaxaeHuA.
2 ke BonT ana 3a3emneHnna ycTpomncrea.

2.4.6 BHelwwHWit BUA M oNnUCcaHUe NaHenen yctpoiictea cepumn MES2124F

(o]e]e]e]]e]e]

PucyHok 15 — MES2124F, nepedHsas naHesno

B Tabaunue 2.16 npmBeaeH nepeyeHb pa3bemoB, CBETOAMOAHbIX MHAMKATOPOB M OPraHOB yNpaBaeHuUs,
pacnosoXeHHbIX Ha NepeaHelr naHenn KommMmyTaTopa cepum MES2124F.
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Tabnnuya 2.16 — OnncaHMe pa3beMoB, MHAMKATOPOB U OPraHOB yNpaBAeHMA NepeaHei naHenun

Ne dnemeHT nepegHei
PEA OnucaHue
naHenu
1 ~150-250VAC, 60/50Hz Paszbem gna NOAKNOYEHNA K UCTOYHUKY 3N1EKTPONUTAHMA NEePEMEHHOrO TOKa.
max 2A
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
Status NHAMKATOP COCTOAHMA YCTPOMICTBA.
2
Master NHamKaTop pexkuma paboTbl yCTPOMCTBA B CTEKE — BeAYLWMIA UIU BELOMbIN.
Alarm NHAmMKaTOp YPOBHA aBapum YCTPOMCTBA .
3 Console KoHco/ibHbIM NopT RS-232 Ans NOKaNbHOro ynpaBAeHMA YCTPONCTBOM.
dyHKLMOHaNbHAA KHOMKA A/1A Nepesarpyskn ycTpoictea u cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
4 F - MPY HAXKaTUM Ha KHOMKY AJIMTENIbHOCTbI0O MeHee 10 ceKyHA, NponucxoauT ne-
pe3arpyska ycTpoWucTBa.
- NPW HAXXaTUM HA KHOMKY AAnTebHOCTbIO 6onee 10 cekyHA nponcxoanT
cHbpOC HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypaumu.
5 1-24 24 cnoTa gnA yctaHoBKM TpaHcmeepos 1000BASE-X.
6 25-28 Kom6o-nopTbi: noptbl 10/100/1000BASE-T (RJ-45) 1 cOTbl 418 YCTAHOBKM
TpaHcuepoB 1000BASE-X (Combo).

BHelWwHM BMA, 3a4HeN NaHenn yctponctea cepum MES2124F npuseaeH Ha pucyHKe 16.

@;’"i?\@

SRS

(OES==

1
PucyHok 16 — MES2124F, 3a0HAA naHeno

OnucaHne pa3bemMoBs, MHANKATOPOB M OpraHoB ynpasfieHus 3aaHeit naHenn MES2124F npuseaeHo
B Tabanue 2.16.

2.4.7 BoKoBble NaHeNn YCTPOUCTBA

PucyHok 18 — Jlesas 6oKosas naHens Ethernet-kommymamopa
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Ha 60KOBbIX MaHenAx ycTPOWCTBa Pacno/IoXKeHbl BEHTUIALMOHHbIE PELIeTKWU, KOTopble CAyKaT 4s
oTBOAa Tensa. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMM MpeameTaMmu. ITO MOKET
NPMBECTU K Meperpesy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapyLUeHWA B ero paborte. PekomeHaaummn no
YCTaHOBKe yCTPOMCTBA Pacro/ioKeHbl B pasgene «YCTaHOBKa M MOAKNOYEHUE Y.,

2.4.8 CeetoBas UHAUKaAUUA

CoctosaHue uHTepdeicos Ethernet nHamumpyetca aoBymsa cBetogMoaHbIMKM UHAMKaTOpamu, SPEED
AHTapHoro useta un LINK/ACT 3es1eHOoro uBseTa, pacrno/oKeHHbIMM BO3/1e Kaxa0ro MHTepdencHoro pasbema.
PacnonoxeHue cBeTogmMo[0B NOKa3aHO Ha pucyHKax 19, 20.

—O

LINK/ACT SPEED

PucyHok 19 — BHewHuli 8ud pazvema RJ-45

= =

X MHHHHHHHHHL
THHHHEHHEEHE
quuuuuuuuu |
PN PAPS

Ht
. —glllll.ll.lllullllr—

L
i :..'!.'!.’I.'!.'!.'! i

|
Iu Lalnininisly

THHHEHHHE
: yuuuuuuugu K

LINK/ACT  SPEED

PucyHok 20 — BHewHuli 8ud pazvema ¢ SFP-mpaHcusepamu

Tabnuua 2.17 — CBeToBasA MHAMKALMA COCTOAHUA INEKTPUYECKUX U ONTUYECKUX MHTepdeicoB Ethernet

CeeyeHue uHOukamopa | CeeveHue UHOU- CocmosHue unmepdeiica Ethernet
LINK/ACT Kamopa SPEED

BbikntoueH BbikntoueH MopT BbIKNOYEH NN COEAUHEHUE HE YCTaHOB/IEHO

[opuT NOCTOAHHO BbikntoueH YcTaHOB/IEHO coeanHeHue Ha ckopocTu 10 nan 100M6uT/c

FopnT NOCTOAHHO FopnT NnocToAHHO YcTaHOBEHO coemnHeHne Ha ckopocTt 1000M6éuT/c

Mwuranue X NaoeT nepegaya gaHHbIX

NHaukaTopbl Unit ID (1-4) cnyaT aAns 0603HavyeHns Homepa YCTPOMCTBA B CTEKE.
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CUCTEMHbIE MHAMKATOPbI, ONUCAHHbIE B TaBAMLLE HUXKE, CAYKaT ANA onpeaeseHna cocToaHNA paboTbl
y3/10B KOMMYyTaTOpa.

Tabnunuya 2.18 — CeeToBas UHAMKAUMNSA CUCTEMHbIX MHANKATOPOB

Ha3eaHue uH- | ®PyHKYUA UHOUKA- .
dukamopa mopa CocmosHue uHOukamopa CocmosHue ycmpolicmea
BbikntoueH MuTaHne BbIK/IHOYEHO
. MuTaHue BKAOYEHO, HOP-
C 3eneHbliA, ropuT NOCTOAHHO 6 o
Power OCTOSIHWE UCTOYHMU- manbHaa paboTta ycrponcrea
KOB NUTaHuA ABapuA Kak MUHUMYM O4HOTO
KpacHbIi 13 BTOPUYHbIX UCTOYHWUKOB
nNUTaHKA.
o HopmanbHasa paboTa ycTpoi-
3eneHbll, ropuUT NOCTOAHHO
cTBa
OTKas ynpasastowen nam
KpacHbIi1, ropuT NOCTOAHHO KOMMYTUpPYIOLLEN YacTm
CocrosAHuWe ycTpoit- ’ .
Status crea yerp yCcTpolicTBa
3arpysKa yctpouncTtsa. He
o o Ha3Ha4veH IP-agpec HK1 Ha
3eneHbll, KpacHbIN, MUraHue N
OZMH 13 nHTepdeincos
. YcTponcTBO ABNAETCA «MacTe-
3eneHbl, ropuUT NOCTOAHHO
MpusHak Beaywero pom» cTeka
Master yCTpOMCTBa Npu pa- YCTPOMCTBO He ABAsSeTCA «Ma-
6oTe B cTEKe BbikntoueH CTEPOM» B CTEKE U/IN He 3a-
OaH PeXXMM CTEKMPOBaHUA
. YcTpoicteo paboTaeTt Hop-
3eneHbli, ropuT NOCTOAHHO
Alarm! NHAanKaTop ypoBHA Ma/IbHO
aBapwn yCTPOMCTBA OpaH:KeBbli, TOPUT NOCTOAHHO HecpouHas aBapusa
KpacHbIi1, ropuT NOCTOAHHO Kputnyeckas aBapusa
. AKB nogKkntoveHa, nuTaHue B
3eneHbl, ropuUT NOCTOAHHO
HopMme
3eneHbliA, MUraHue AKB 3apsakaetca
MHamkaTop  coctos- ODaHKEBbIN. TODUT NOCTORHHO OCHOBHOE NUTaHMe OTKAO-
Battery? HMA aKKYMYNATOPHOM P /TOP yeHo, AKB paspskaeTcs
6aTtapeu OpaH»KeBbli, MUTraHue Hu3Knii yposeHb 3apsaga AKb
KpacHbIi, roput NOCTOAHHO AKB oTkntoveHa
. Asapwua PTb (pacuenutena
KpacHbiin, muraHue P (pacy
Toka 6aTapewu)

| B TOM cnyuae, Koraa Kommytatop pabotaeT B aBTOHOMHOM peXXume 6e3 cTeKMpoBaHus,
V nmHaukatopbl Master v Unit ID BbiKAloYeHbI.

! MicnonbayeTca TonbKo B ycTpoiicTBax cepmum MES2208P, MES2124P
2 cnonb3ayeTca TONbKO B ycTpoiicTeax cepum MES1124MB, MES2124MB

Ethernet-kommymamopsi MES1000, MES2000
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2.5 KomnneKrt nocraBku

B 6a30BbIii KOMMAEKT NOCTaBKU BXO4AT:

— Ethernet-kommyTaTtop;

— LWHyp nuTaHua EBposunka-Cl3 1.8m (Tonbko gna mogeneir MES1124M AC, MES1124MB,
MES1124M rev.B AC, MES2124M AC, MES2124MB, MES2124F, MES2124P)

— WHyp nutanua MBC 2x1.5 2m (Tonbko ana mogenen MES1124M DC, MES1124M rev.B DC,
MES2124M DC)

— KomnnekT Kpenexa B CTOMKY;
— TamsATKa 0 LOKYMeHTauuu;
—  CepTUdUKaT COOTBETCTBUSA;

— Macnopr.
Mo 3aKa3y noKynaTena B KOMMIEKT NOCTaBKM ONLMOHANbHO MOTYT BbITb BK/HOYEHDI:

— PykoBoacTBO No aKkcnayaTtaumm Ha CD-ancke;
— KoOHCcoNbHbIN Kabernb;

— SFP-TpaHcuBepbl.

32 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

3 YCTAHOBKA U NOAKNIOYEHUE

B AaHHOM pa3gene onucaHbl Npoleaypbl YCTaHOBKM 060pyA0BaHMA B CTOMKY U NOAKAOYEHMA K NUTa-
ouien cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMMAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI A1 YCTAHOBKM B CTOMKY M BUHTbLI A4/1A Kpene-
HWUA KPOHLUTEMHOB K KOpMycy YCTPOMCTBa. [N YCTaHOBKM KPOHLUTEMHOB:

PucyHok 21 — KpenneHue KpoHwWmeliHos

1. CoBmecTuTe TPU OTBEPCTUA A/1A BUHTOB HA KPOHLUTEMHE C TAaKMMM }Ke OTBEPCTUAMM Ha HoKo-
BOW NaHeNn yCTPOMCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAaMM K KOPMYyCY.

3. [MMosTopuTte aeiicteua 1, 2 AnA BTOPOro KPOHLUTEMHaA.

3.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNpPaBASOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTUAMM Ha HANpPaBASIOWMX CTOMKM. Ucnonb-
3yiTe OTBEPCTMA B HANPABAAIOLWMX HAa OAHOM YPOBHE C 06eMx CTOPOH CTOMKM, AN TOTO YTOObI
YCTPOMCTBO Pacno/iarasiocb roPU3oHTabHO.

3. CnomoLupblo OTBEPTKM NPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMM.
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PucyHok 22 — YcmaHoska ycmpolicmsea 8 cmolKy

Ha pucyHKe 23 npuBeaeH Npumep pasmeLLeHna KOMMYTaTOPOB B CTOMKe.

o MES1000/MES2000 N1 [+)
o KabenkbHbli opraHaiiaep o
o|  MES1000MES2000 N1 __ |0
o] KabenbHblii opraHaiaep o
o|  MES1000/MES2000 N1 |0

o KabenbHbl Opranaiaep o

o| 7 MES1000/MES2000 N1 o

o KabenbHbI opraHaiaep o
(o} MES1000/MES2000 N1 [¢]
o KabenbHbI opraHaiaep o

PucyHok 23 — PasmeuwjeHue KoMmymamopoe e cmolike

MunHMManbHoe paccToAHME MeXay KOMMYTaTopamMmu Mo BbicoTe — He meHee 1U.

Mpn ycTaHOBKE KOMMYTaTOpPOB B86113N HpM60pOB C NoBbllWeHHbIM TennoBblaeneHnem paccrtoaHne
HeO6XO,CI,MMO YBE/INYUTD.
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3.3 NoakntouyeHne AKb Kk MES1124MB, MES2124MB

MoaxntoueHne AKB ocyLecTBifeTca meaHbIM NPOBOAOM ceuyeHnem He meHee 0,5 mm>2. Mpu noaxto-
yeHnn AKB Heobxoanmo cobntoaaTb NOAAPHOCT.

PucyHok 24 — lModknroyeHue AKB K ycmpolicmesy

3.4 YcraHoBKa u ypaneHue SFP-tpaHcuBepos.

YcTaHOBKa ONTUYECKUX MOAYHEﬁ MOXeT NPpounu3BoAnUTbCA KaK NPU BbIK/IOYEHHOM, TaK U NpU
BK/IIOYEHHOM yCTpOﬁCTBe.

1. BcrasbTe BepxHuit SFP-moaynb B C/IOT OTKPbLITOM YacTbio pasbema BHWU3, @ HUXKHWI SFP-mo-
OYyNb OTKPLITOM YaCcTblo pasbema BBEPX.

PucyHok 25 — YcmaHosKa SFP-mpaHcusepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT Ha MeCTO, Bbl YC/bIWwWnTe xapaKTepru‘/'l LLENYOK.

PucyHok 26 — YcmaHoeneHHble SFP-mpaHcusepbl
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[na yaaneHua TpaHcueepa:

1. OTKpoWTe 3alLenKy moayns.

2.

PucyHok 27 — Omkpsimue 3awenku SFP-mpa+Hcusepos

N3Bnekute MmoAaynb U3 CnoTa.

PucyHok 28 —U3eneyeHue SFP-mpaHcusepos

3.5 MoaknioueHue NUTalOLWEN CETU

MopAafoK yCTaHOBKM YCTPOMCTBA:

1.

CMOHTMPOBATb YCTPOMCTBO. B ciiyyae ycTaHOBKK ycTpolicTBa B 19” KOHCTPYKTUB, HEOOXOAMMO
NPUKPENUTb K HEMY KPOHLUTEMHbI, BXOAALLME B KOMMIEKT yCcTpoiicTea (cm. n/n 3.1).
3a3emnnTb KOPNyC YCTPOICTBA. 3TO HEOHXOAMMO BbINONHUTL NPEXAe, YeM K yCTPOICTBY By-
OeT NoAKMAYeHa NUTALWAn ceTb. 3a3eMsieHne HeobXxoAMMO BbIMONHATL M30AMPOBAHHbBIM
MHOTOXMNbHbIM NPOBOAOM. YCTPOMCTBO 33a3eM/IEHUA U CEYEHWME 3a3eMAILLEro NpoBoaa
OOJIKHbI COOTBETCTBOBATL TpeboBaHMAMM MpaBuIam yCTPOMCTBA 31EKTPOyCcTaHOBOK (MY3).

’ nOAKI'IIO‘-IEHMe AOJ/IKHO OCyWecTBNATbCA KBaI'IM(I)VIU,MpOBaHHbIM cneunasaincTtom.
L

Ecnu npegnonaraeTca NnoAKNKYEHNE KOMNbKOTEPA NN MHOTO 060pyAOBaHWFI K KOHCOJIbHOMY
NOPTY KOMMYTATOPa, 3TO o6opyp,OBaHme TaKXe JO01KHO 6bITb HageXHO 3a3eM/1IEHO.
Mogkntounte K YCTDOﬁCTBy Kabenb nuTaHus. B 3aBUCMMOCTM OT KOMnNaeKkTaumnu yCTpOVICTBa,
NMNTaHNE MOXKET OCYyLLECTBNATLCA OT CETU NEPEMEHHOIO TOKa b0 OT CeTM NOCTOSHHOTO TOKA.
an NOAOKNHOYEHUN CETU NEPEMEHHOIO TOKa cneayeT Ncnosib3oBaTb Kaﬁeﬂb, BXO,EI,FlLLI,I/IVI B KOM-
NNEeKT yCTpOﬁCTBa. an NOAKNMHOYEHUN K CETU NOCTOAHHOIO TOKa MCFIO}'Ib3y17ITe nposog ceye-
HMEM He MeHee 1 Mm2,
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Bo nsbexkaHne BOSHUKHOBEHUA KOPOTKOrO 3aMblKaHUA NPU NOAKAIOUEHUM K CeTU NOCTOAH-
HOro TOKa PEKOMEeHAYeTCA NPOU3BECTU 3a4UCTKY NPOBOAA Ha AJIMHY 9 MM.

.‘

Llenb NUTaHMA NOCTOAAHHbIM TOKOM [,0JI}KHa COA4EPKaTb YCTPOUCTBO OTKAOUEHUA NUTAHUA C
$u3nyeckum pasbegMHeHnEM coeguMHeHUA (BbIK/lOYaTe b, Pa3bemM, KOHTAKTOp, aBTOMATH-

.‘

YecKuit BbiKalouaTenb U T.0.).

5. BKAOYUTb NUTaHMeE yCTPOICTBa M ybeanTbcAa B OTCYTCTBMM aBapMii NO COCTOAHUIO MHANKATO-

pOB Ha nepeaHen NaHeun.
6. Ybegutbca, YTO MHAMKATOP Power ropuT 3e/1eHbIM LBETOM, MHAMKaTOp Battery muraet 3ene-

HbiM uBeTom, ecnn AKB noakntoyeHa, Uan roput KpacHbim usetom, ecnm AKB He noaknto-

yeHnal.

! NMpumenumo gna MES1124MB n MES2124MB
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4 BK/HOYEHME YCTPOUCTBA, HAYA/IbHOE KOHOUTYPUPOBAHUE.

KommyTaTop OCHaLLeH KOHCO/IbHbIM NMOPTOM, KOTOPbIN NPeaoCcTaBAAET AOCTYN K AMarHOCTUKE, ynpaB-
NEHUIO U MOHWUTOPMHTY YCTPOWCTBA. B 3TOM pasgene onmcaHbl BO3MOXKHOCTM KOHCO/IbHOTO NOPTa YCTPOMCTBA
M npoueaypbl Ha4anbHOTO KOHUIypUpoBaHUA.

4.1 HactpoMKa TepmuHana

[na cBA3WM C KOMMYTAaTOPOM 4epe3 KOHCOJ/IbHbIA NOPT Ha KOMNbOTepe HeobXoAMMOo 3anycTUTb
nporpammy 3smynauum tepmuHana (HyperTerminal, TeraTerm, Minicom) u npousBecTn cnegyrowme
HACTPOMKM:

1. BbibpaTb COOTBETCTBYIOLLMI NOCAEA0BATENbHbIMA NOPT KOMMbIOTEPA.

2. YcTaHOBWUTb CKOPOCTb Nepeaaym aaHHbix — 115200 6oa.

3. 3apgatb dopmaTt AaHHbIX: 8 OUT AaHHbIX, 1 CTONOBbLIM BUT, 6€3 KOHTPOA YETHOCTM.

4. OTKAOYNTb annapaTHoOE U NPOrPaMMHOE yrnpaBaeHME NOTOKOM AaHHbIX.

5. 3apaTb pexum amynaumm tepmuHana VT100 (MHorne TepmuHanbHble NPorpaMmmbl UCNONb3YIOT
OAHHbIN PEXUM IMYNALNM TEPMUHANE B KAUECTBE PEXUMa NO YMOTHYaHUIO).

4.2 BKAloueHUe yCTPOUCTBA

MNoarotoBuTb 060pPYA0BaHNE K paboTe B COOTBETCTBUM C TpeboBaHMAMM pasgena 3.

YCTaHOBUTb COEAMHEHNE KOHCOIM KOMMYTaTopa (NopT «console») ¢ pasbeMom noc/iesoBaTe/IbHOro
nHTepdelica KomnbloTepa, Ha KOTOPOM YCTAaHOB/IEHO NPOrpaMMHoe obecrnedeHme amyAaLuMmn TepMmuHana.

Bkntountb KommyTtaTop. [pn KaxKaom BKAOYEHUM 3anycKaeTca npoueaypa «TeCTUPOBaHUA CUCTEMBI
npwv BKkAtoYeHUN» (POST), KoTopasn No3BoAeT onpeaenTb PaboTocnocobHOCTL YCTPOCTBA Nepes, 3arpy3Koin

OCHOBHOM NPOrpammbl.

OTobpaxkeHue xo4a BbiNoaHeHUs npoueaypbl POST Ha KommyTaTope:

Bootl Checksum Test. ...ttt ittt teeteeeeeennns PASS
Boot2 Checksum Test. ..ottt iee et eeennneeenns PASS
Flash Image Validation Test......iiiiiiiinneeeenns PASS

BOOT Software Version 0.0.0.3 Built 23-Feb-2011 17:40:14

Networking device with CPU based on arm926ejs core. 128 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : 02:11:12:13:14:27.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa ABe ceKyHAbl nocne 3aBeplueHuns npoueaypbl POST HauMHaeTcA aBTO3arpysKa NporpammHOro
obecneyeHnsa KommyTaTopa. [aa BbINOMHEHWUA CeumanbHbIX NpoLeayp MCNob3yeTcAa CEPBUCHOE MEHIo,
BOMTM B KOTOpPOE MOXHO, MpepBaB 3arpy3Ky HarKaTuem Knasuwwu <Esc> wunu <Enter> B TeyeHue 3TOro
BpemeHu. OnucaHMe BO3MOXKHOCTEM YyMpaBAeHWUA YCTPOMCTBOM CpeAcTBaMWU  CEPBUCHOMO  MEHI0
npeactaBneHo B pasgene 6.
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Mpumep AanbHenLwen 3arpysKkun ycTpoiicTaa.

Preparing to decompress...
100%

Decompressing SW from image-2
100%

OK
Running from RAM...

Ak hk kA hkhk A hhkhkhhkhhkhkh kA hkhkrhhkhkhhkhhkhkhkhhkhkhkrhhkhkhhkrhkhkhkhdkhkhkrhkhkrhkhkrhkkhkhkhkkxkk*x

*** Running SW Ver. 1.0.18 Date 23-Nov-2011 Time 18:14:56 ***

Ak hk kA hkhk A hkhkhhkhhk Ak hhAhkhk A hkhkhhkhhkhkhkhhkhkhkrhhkhkhhkrhkhkhkhdkhkhkrhkkrhkhkrhkkkhkhhkxkk*x

HW version is V0O
Base Mac address is: 02:11:12:13:14:27
Dram size is 128M bytes

Dram first block size is 98304K bytes

Dram first PTR is 0x1C00000
Dram second block size is 4096K bytes
Dram second PTR is 0x7C00000

Flash size is: 16M

23-Nov-2011 18:15:04 %CDB-I-LOADCONFIG: Loading running configuration.
23-Nov-2011 18:15:04 $CDB-I-LOADCONFIG: Loading startup configuration.

The monitor is activated with Trace Enabled.

It will be automatic enabled after system reset also.
Device configuration:

Slot 1 - Eltex MES-2124

Device 0: GT_98DX1035 (AlleyCat)

23-Nov-2011 18:15:16 $Entity-I-SEND-ENT-CONF-CHANGE-TRAP: entity configuration

change trap.
Tapi Version: v1.9.5
Core Version: v1.9.5

23-Nov-2011 18:15:29 $INIT-I-InitCompleted: Initialization task is completed

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of running configuration items

loaded: 12

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of startup configuration items

loaded: 12

console>

23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/1

23-Nov-2011 18:15:43 SLINK-W-Down: fal/0/2

23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/3

23-Nov-2011 18:15:43 SLINK-W-Down: fal/0/4

23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/5

23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/6

23-Nov-2011 18:15:44 SLINK-W-Down: fal/0/7

23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/8

23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/9

23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/10
23-Nov-2011 18:15:44 S$SLINK-W-Down: fal/0/11
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/12
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/13
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/14
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/15
23-Nov-2011 18:15:45 $LINK-W-Down: fal/0/16

23-Nov-2011 18:16:31 $%$SYSLOG-N-LOGGING: Logging started.
23-Nov-2011 18:17:51 $INIT-I-Startup: Warm Startup

Mocne yCHELUHOVI 3arpyskm KOMmmyTtaTtopa HEO6X0,CI,MMO BBECTU UMA NO/Ib30BaTENIA U NAPO/ib.
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/ yCTpOﬁCTBO nocrasnaeTca npoussogurtenem C napametTpamu KOH¢MrypaLI,VIM,
YCTAHOB/IEHHbIMW B HAa4ad/ibHOE COCTOAHMUE.

Mpu 3TOM MMA NONbL30BATENA U NAPO/b He 3a4aHbl U He 3anpalnBaloTca cUcTemoin.

MNocne pernucrpayMmM Ha YCTPOMCTBE B KOHCO/IM MOSIBUTCA CUCTEMHOE NpurinaweHne uMHtepdeica
KOMaHAHoM cTpoku CLI:

console>
/' [Ona 6bicTporo Bbi30Ba CNPABKU 0 AOCTYMHbIX KOMaH4aX UCNO/b3yiiTe KOMBMHALMIO KNaBuL
«SHIFT» u «?».

4.3 TopapoK KOHPUrypmpoBaHuUA

Mpexae Yem MPUCTYNUTb K KOHOUIYPUPOBAHUIO, HEOOBXOAMMO UMETH CAeAYIOWY MUHUMANbHYIO
nHpopmaumto:

—  Pexum paboTbl yCTpoNCTBa — aBTOHOMHbI MU B CTEKE;

IP-agpec, KoTopblli ByAeT MCNOAb30BaTbCA A/1A A0CTYNa K YNPaBJAeHNI0 KOMMYTaTOPOM;

MapLwpyT N0 YMOAYaHWIO;
— 3HauyeHue MacKu noaceTw.

B nepsyto ovepegb n ecnm 31O H606XOAMMO, AONKeH 6bITb HaCTpPOEH pPeXnMm CTeKnposaHuUA.
KOMMyTaTOpr OTrpy*akTcAa nponssoanTesiem HaCTPoOeHHbIMU ONA aBTOHOMHOTIO peXXnma pa6OTbI.

Ecv KOMMyTaTOp ABAAETCS CAMOCTOSATE/IbHBIM YCTPOMUCTBOM W/ BEAYLLMM YCTPOMCTBOM B CTEKE, TO
[OMIKHO ObITb BbINO/JIHEHO €r0 Ha4YasnbHoe KOHpu2ypuposaHue, B XOAE€ KOTOPOro AOJ/IKHbl ObITb
NnoAroToBAeHbl MHTEPdENCbI yNpPaBAEHNA YCTPOUCTBOM M HAaCTPOEH HEOHXOAMMbIN ypoBEHb 6€30MacHOCTY.

CnegylowmMm warom KOHUrypupoBaHUA MOXKeT ObiTb JeTanbHas Hacmpolika cucmemsl
6e3onacHocmu, BKIIOYAOLLAA HACTPOMKY Mpoueayp aBTOpM3aLMM U ayTeHTUPUKALUKU NpU ynpaBaeHUK
YCTPOACTBOM.

/ Nocne BHeceHUA N1OObLIX U3MeHeHU B KOHUrypaumio ycTpoiictea Heobxoammo genartb co-
XpaHeHue KoHdUrypaumum B 3HeproHesaBUMCUMO NaMATU A,0 Nnepe3arpysKu ycTpoiictea. Ona
COXpaHeHUA KOHPUrypauum ucnonb3yite KomaHay:

console# write

4.3.1 Bbibop pexXMma CTeKMpoBaHUA

YcTpoicTBO MOXKET paboTaTb B ABYX pPeXMMax — aBTOHOMHOM U peXKMMe CTEKUPOBaHUA. B pexxrme
CTEKMPOBAHMNA HECKO/IbKO KOMMYTAaTOPOB MOTYT 6biTb 06beANHEHbI B CTEK M GYHKLUMOHMPOBATL KaK eanMHoe
yCTpoicTBO. M0 YMOAYAHMIO KOMMYTaTOPbl PaboTaloT B peskMMe aBTOHOMHOTO YCTPOMcTBa. B cTek moryT
6bITb 06beAMHEHbBI KOMMYTATOPbI TONbKO OAHOMMEHHbIX MOAENEN.
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Bbibop perknma paboTbl KOMMYTATOPa AOCTYMNEH B MEHIO HAaYya/IbHOTO 3arpysyunKa:

Startup Menu

[1] Download Software

[2] Erase Flash File

[3] Password Recovery Procedure

[4] Set Terminal Baud-Rate

[5] Stack menu

[6] Back

Enter your choice or press 'ESC' to exit:

MyHKT [5] — ynpaBneHue cTekom.

Stack menu

1] Show unit stack id

2] Set unit stack id

3] Set unit working mode

4] Back

Enter your choice or press 'ESC' to exit:

B meHto ynpaBaeHnAa CTeKOM AOCTYMNHbI cCaeayowme NyHKTbI:

[1] — oTobparkeHne naeHTMOUKATOPa YCTPOCTBA B CTEKE;
[2] — Ha3HauyeHMe naeHTUPUKaTOpa YCTPOICTBA;

[3] — BbIBOP perknma paboTbl ([1] — aBTOHOMHbIN PEXUM, [2] — peXkum CTeKMpOoBaHMA).

MoapobHee o0 paboTe YCTPOICTBA B PEXKMME CTEKA MOXKHO Y3HaTb U3 NYHKTA 5.6.

4.3.2 Ha4yanbHoe KOH$UrypupoBaHue

HayanbHoe KOHQUrypupoBaHMe BbINONHAETCA Yepe3 KOHCOJbHbIA NOpT ycTpoicTea. B pesyabraTte
BbIMNO/IHEHNA HaYa/bHOrO KOHOUIypUpPOBaHMA MOFYT BblTb HACTPOEHbI Pas/MyHble cnocobbl AOCTyna K
YMPaBAEHNIO — MOXKET BbITb UISMEHEH PEXKUM KOHCONLHOTO NMOPTa UM paspeLleH yaaneHHbIN 4ocTyn Yyepes
AOCTYMHble MHTepdeicbl M NPOTOKObI YNPaBAEHUA.

MpuBeaeHHble ganee NPUMepPbl HaYabHOro KOHGUIYPUPOBAHMA BKIKOYAIOT CAeAyloLLMe HAaCTPOMKMU:

1.

&

<

Co3faHue y4eTHOM 3anncu agMUHUCTPaATopa € MMeHemM «admin», Naponem «pass» U MaKcu-
MafibHbIM ypOoBHeM npuoputeta — 15.

KoHourypuposaHue ctatuyeckoro IP-agpeca v agpeca wt3a cetTm ans ynpaBaeHUA KOMMyTa-
TOpOM.

HacTtpoitka napameTpoB ynpasaeHua no npotokony SNMP.

HacTpoitka nonyyeHus IP-agpeca ot cepsepa DHCP.

HacTtpoitka napameTtpos npotokona SNMP.

MapameTpbl, HeobxoauMble gNA KOHPUTYPUPOBAHUA, MOTYT 6bITb NO/yUYeHbl Y aAMUHU-
cTpaTopa ceTum.

Mpwu onucaHum npoueayp KOHPUrypMpoBaHUA NPEANo/araeTca, YTo KOMMYTaTop He 6bin
CKOHUrypupoBaH paHee.
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4.3.2.1 Co30aHue yyemHoli 3anucu a@muHUcmpamopa

' Ana obecneyeHus 3alWMLEeHHOro Bxoaa B cucremy scem npusuiermposaHHbiM nosib3oBa-
TenAm OO01XKHbI 6bITb Ha3Ha4YeHbl naponu gocrtyna.

Mma nonb3osatena u napo/sib BBOOAUTCA NpU BXo4E B CUCTEMY BO BpemMA CeEQHCOB aAMUHUCTPUPOBAHUA
yCTpOVICTBa. [na co3gaHnAa HOBOro N0b30BaTeNA CUCTEMbI UK HaCTpOﬁKM noboro us napameTpoB — MMEHU
NnoNb30BaATENA, NAPOIA, YPOBHA I'IpMBM}'IEI'VIVI, MCNON1b3YHOTCA KOMaHAbI:

console (config)# username name password password privilege {1-15}

V' YpoBeHb nNpusuaervini 1 paspeluaer AoCTyn K yCTPOMUCTBY, HO 3anpeLlaeT HAcTPoiKy. Ypo-
BeHb npusBuaernii 15 paspeLuaer Kak J0CTyn, TaK U HACTPOMUKY YCTPOMUCTBA.

Mpumep KomaHA, A8 3agaHUA Nonb3osatento «admin» napona «eltex» n cosgaHua nonb3osartens
«operator» c naponem «pass» 1 ypoBHem npusuierni 1:

console>enable

console#configure

console (config) #username admin password eltex

console (config) #fusername operator password pass privilege I
console (config) #fexit

console#

4.3.2.2 PacwupeHHas Hacmpolika ypoeHa docmyna

Ha ycTpolicTBe cyliecTByeT BO3MOXHOCTb pacnpeefieHus npas nosb3oBaTeneil B 3aBUCMMOCTU OT
YPOBHA MNPUBUJIETUI, Ha KOTOPOM KarKAbli M3 noJsib3oBaTesien Obin co3gaH. KOHKPEeTHOMY YPOBHIO
npuBUNErMiA NpUcBaMBaeTcs Habop KOMaHZ, KOTOopble CTaHOBATCA MCMONHMMBIMKW ONA MOJib30BaTenel ¢
YPOBHEM He HUKe 3a4aHHOrO.

KommyTtatop noapep)XuBaeT cuctemy HacnegoBaHuMAa Habopa KomaHg oT 6onee HU3KUX
YPOBHeii npuBuneruii.

.‘

Mpueuneruu BbICTPanBaOTCA ANA KOHKPETHO 3a4aHHOro y3na. Kaxkayto KomaHay HeobXxo-
AUMO nponucbiBatb ABHO, HE UCMNOJ1b3yA COKpaWwleHHble ¢0prI.

.-

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KOMaHAHOWN CTPOKM pexxmnma rnobanbHOro KOHPUrypmpoBaHumsa:
console (config) #

Tabnnua 4.1 — KomaHabl 415 HAaCTPOMKM paclUMpPEHHOro 4ocTyna

Komanda 3HayeHue/3Ha4yeHue no [eiicmeue
YMOAYAHUIO
privilege context level com- MpucBanBaeT yKazaHHOMY YPOBHIO NpUBUAErUIA 3a-
mand OaHHYI0 KOMaHAay.
level: (1..15); - context — peXxum paboTbl KOMaHAHOMN CTPOKY;
/ypoBeHb npusunernii komang, | - level — yposeHb npusunernii, Ha kotopom byaet ao-
pexxnma EXEC — 1, CTYMNHa HacTpaneBaemaa KomMaHAa;
BCeX OCTaNbHbIX KOMaHg — 15 | - command —KomaHAa.
no privilege context level com- YaanaeT goctyn K KOMaHA4e C YPOBHA, Ha KOTOPOM KO-
mand MaHga bblna paspelueHa.
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= [lpumep HACTPOIKM Habopa KoMaHg, ana nonb3oBaTens «admin» ¢ 4 ypoBHEM NpPUBMAETUI
n Habopa KomaHg, Ana nosb3oBaTtens «user» ¢ 10 ypoBHem npusunermi

console#configure

console (config) #fusername admin password passl privilege 4
console (config) #fusername user password pass’Z privilege 10
console (config) #privilege exec 4 configure terminal
console (config) #privilege exec 4 show running-config
console (config) #privilege config 10 vlan database

console (config) #privilege config-vlan 10 vlan

Tenepb 48 NOKaAbHbIX MOAb30BATENEN, Yel ypOBeHb MPUBUAEIMIA Bbille WAM paBeH 4, cTaHeT
JoctyneH BbiBog KomaHabl show running-config, Ho He OyaeT pgoctynHa HacTpowka vlan. [nAa
nosb3oBaTesiell, ypoBeHb NPUBUAETNIA KOTOPbIX cooTBeTcTByeT 10 u Bbile, OyAeT AOCTYNHA HacTPOMKa U
vlan, v BbiBog, KomaHabl show running-config.

4.3.2.3 KoHduz2ypuposaHue cmamuyecKux cemeebix napamempos ynpaeneHus

[na BO3MOKHOCTM yNpaB/AeHNA KOMMYTaTOPOM M3 CETU HE0BX0AMMO HasHauYuTb ycTpoicTay IP-aapec,
MacKy NoACeTU U, B Cly4ae ynpasBieHUs U3 gpyroi cetTu, agpec Wis3a.

IP-agpec MoXKHO HasHaunTb Ntobomy nHTepdency — VLAN, dunsmnueckomy nopty, rpynne noptos. IP-
ajgpec W/3a AOMKEH NPUHAANEXKATb K TOM e NOACETH, YTo N 0auH U3 IP-uHTepdelicos ycTponcraa.

V' Mo ymonyaHuio HasHauveH IP-agpec 192.168.1.239, macka 255.255.255.0 Ha uHTepdeiice
VLAN 1.

IP-agpec 192.168.1.239 cywiecTsyeT 40 Tex NOPT, NOKa Ha Atob6om uHTepdeiice ctaTuUecku
uam no DHCP He co3aaH gpyroii IP-agpec.

Mpu yaaneHuu Bcex IP-agpecoB KOMmyTaTopa AOCTYN K Hemy byaet ocywectBaaTbea no IP-
appecy 192.168.1.239/24.

B cnyuyae ecau IP-agpec HacTpauBaetca ana uHrepdeiica pusnueckoro nopra uam rpynnol
NopToB, 3TOT UHTepdelc yaanaeTca us rpynnbl VLAN, KOTOpoii OH npuHagnexan.

X X

e [lpumep KOMaHA HacTponku IP-agpeca ans nHtepdeiica VLAN 1.

MapameTpbl MHTEpdelica:

IP-adpec, HazHayaemebili 0na uHmepgpelica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no ymonyaHuro — 192.168.16.1

console#configure

console (config) #interface vlan I

console (config-if) #ip address 192.168.16.144 /24
console (config-if) #fexit

console (config) #ip default-gateway 192.168.16.1
console (config) #exit

console#
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[Ona Toro 4tobbl YoeanTbes, Yto agpec bbi1 HazHavyeH uHTepdelicy, BBeaUTe KoMaHay:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 Static disable No Valid

4.3.2.4 Hacmpoiika napamempos npomokona SNMP daa docmyna K ycmpolicmey

MpoTokon SNMP (Simple Network Management Protocol) npeaoctaBnset cpencrsa Aia ynpasaeHus
CEeTEBbIMM YCTPOMCTBAMU. YCTPOMCTBA, Noageprkmatolime npotokon SNMP, comepskaT B cocTaBe CBOEro
nporpammHoro obecneyeHna Ko, BbINOJHAKWMK PYHKUMIO areHTa ynpasneHua. AreHT SNMP
B3aMMOAeNCcTBYET C HABOPOM NapameTPoB YCTPOMCTBA. ITU NapameTpbl onmcaHbl B UHGopmaLMoHHOM 6ase
ynpasnenua (MIB, Management Information Base).

Mpasa goctyna K AreHty SNMP ynpasnsatotca nytem 3agaHmnsa umeHn SNMP coobuiecTtBa 1 ykasaHuem
paspeleHHOoro TMna gocryna.

KommyTaTopbl A40NYCKatoT ynpas/eHue ¢ nomoubio npotokona SNMP, cogeprKkaT BCTPOEHHOrO areHTa
SNMP 1 nogaepskunsatot Bepcum npoTtokona vl/v2c/v3. AreHt SNMP nogaepskusaet Habop CTaHAAPTHbIX 1
pacwmpeHHbIX nepemeHHbix MIB.

/ B uenax obecneyeHMa UHTErpaLumM KOMMYTaTOPOB B CUCTEMbl MOHUTOPUHIA U YNPaBAEHUA
WAKn gna pa3paboTkm TaKUX cuctem MmoxKet 6biTb NpeaocTaB/IeHO NosIHOe onucaHue MIB.

C nomouwbto npotokona SNMP moryT ObiTb M3MeEHeHbl Jilobble napameTpbl YCTpolcTBa 3a
nckntoveHmnem IP-agpeca ynpasnenusa, umeHn SNMP coobliecTBa 1 ypoBHA NPUBUAETUIA NOJIb30BaTENEN.

V YcTpoiicTBa noctasaAoTca 6e3 onpeaeneHHbiXx HactpoeK SNMIP coobuiects.

[ns BO3MOXKHOCTM afMUHUCTPMPOBAHMA YCTPOIMCTBA NocpeacTBOM npoTokona SNMP Heobxogumo
€034aTb X0TA Obl 0AHY CTPOKY coobuecTBa. KommyTaTopbl NOAAEPKUBAIOT TPU TMNA COOOLLECTB:

— Read Only (ro) — onpeaenset, 4To usieHbl coobwecTBa UMEIT AOCTYN TONbKO Ha 4YTeHue
(npocmoTp KOHPUIYpaLLMKM), HO HE MOTYT MEHATb Kakue-1nbo napameTpsl;

— Read/Write (rw) — onpegenser, yto 4sieHbl COObLIECTBA MMEIOT AOCTYM Ha 4YTeHue u
M3MeHEeHWe NapameTpoB KOHGUrypaumm;

— Super (su) — onpeaenser, 4YTO YneHbl COObOLWECTBA MMEIT YPOBEHb MNPUBUIETUN
afiMMHKUCTpaTOopa.

Haunbonee pacnpocTpaHeHO MCMONAb30BaHWE CTPOK coobuiecTBa public — ¢ AOCTYNom TOJIbKO A/A
yTeHusa obbekToB MIB (ro) u private — c 4OCTYNOM Ha YTeHUE N M3MeHeHMe 06bekToB MIB (rw). ns KaxKaoro
coobuiecTBa MOXKHO 3a4aThb IP-agpec cTaHLMKM ynpaBaeHus.

Mpumep co3paHusa coobliecTsa private ¢ JOCTYNOM Ha 4yTeHMe M 3anucb M IP-agpecom cTaHumm
ynpasneHna 192.168.16.44:

console>enable

console#configure

console (config) #snmp-server server

console (config) #snmp-server community private rw 192.168.16.44
console (config) #exit

console#
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[Ona npocmoTpa co3gaHHbIX CTPOK coobulecTa M HacTpoek SNMP ncnonb3yetca KomaHaa:

console# show snmp

SNMP is enabled.

Community-String Community-Access View name IP address
private read write Default 192.168.16.44
Community-String Group name IP address Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.3.3 HactpoiKa napameTpoB cuctembl 6e3onacHocTu

B aTom pasgene npuseaeHa MHOOPMALMA O HACTPOMKE AMHAMMYECKOro HasHayeHus IP-agpeca u
HaCTPOWKe 3aLNLLEHHOrO YNPaBAEHUA YCTPOMUCTBOM Ha OCHOBAaHUMN MEXaHM3MOB ayTeHTUPUKALMK, aBTOPU-
3aUMM U yyeTa.

— Authentication (ayTeHTUdUKauma) — conocTaBAeHME 3aMnpoca CyLLEeCTBYHOWEA YYETHON
3anucu B cucteme 6e30MacHOCTH.

— Authorization (aBTopu13aLus, NPOBEPKA YPOBHA AOCTyNa) — COnocTaBiaeHue y4ETHOM 3anucu
B cucTeme (npoluegluei ayTeHTMdMKaLMIO) M onpeseEHHbIX NOHOMOYMIA.

—  Accounting (y4éT) — cnexenue 3a notpebaeHnem pecypcos nosib3oBaTeNem.

MpY MCNO/SIb30BAHMM HACTPOEK YCTPOMCTBA MO YMOJYAHWMIO MMA NoJsib3oBaTens — admin, napons —
admin. Naponb Ha3HayaeTcs No/b30BaTeNemM. B ciyyae eciv Maposb yTpayeH, MOXKHO MNepesarpysuTb
YCTPOMCTBO M Yepes3 KOHCOJ/IbHbIM MOPT NPepBaTh 3arpysKy, Haxas Knasuwy <Esc> nnu <Enter> B TeyeHue
nepBbIX ABYX CEKYHZ Moc/e NosB/AeHUA cooblLeHna aBTo3arpysku. OTKpoeTca MeHio Startup, B KOTOPOM
HY»KHO 3anyCcTUTb Npoueaypy BoccTaHoBAeHUs naponsa ([3] Password Recovery Procedure).

V Monb3osaTtenb no ymonuauuio (admin/admin) cywecteyeT 40 Tex nop, NOKa He co3AaH
noboit gpyroit nonb3osBaTenb C ypoBHeM npusunerui 15.

V Mpwu yaaneHun Bcex co3gaHHbIX NoAb30BaTeneit ¢ 15 ypoBHEM NpUBUAETUIA [OCTYN K
KommyTaTopy 6yaeT ocylecTBAATLCA No4 noib3osatenem no ymonuyanuio (admin/admin).

4.3.3.1 [onyueHue IP-adpeca om cepeepa DHCP

Ona nonyyeHna IP-agpeca moXKeT mcnonb3osaTbcA npoTtokon DHCP, gna storo B cetm A0NXKeEH
npucytctBoBatb DHCP-cepBep. YcTponcTeo BbicTynaeT B poan DHCP-kauneHTa. IP-agpec oT cepsepa DHCP
MOXHO MoJiy4aTb Yepes ntoboi nHtepdeiic — VLAN, dpusmyeckmin nopT, rpynny nopTos.
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V Mo ymonuaHuio DHCP-KnMeHT BKAOUYEH Ha uHTepdeiice VLAN 1.

Mony4yeHHbIM ¢ nomoLbto npoTtokosa DHCP agpec He coxpaHaeTca B KOHGUIypaLum ycTpoicTaa.

Mpumep HacTPOMKKN NoAyYeHUA AnHammyeckoro IP-agpeca ot DHCP-cepsepa Ha uHTepderice VLAN 1:

console> enable

console#configure

console (config) #interface vlan I
console (config-if) #ip address dhcp
console (config-if) #fexit

console#

[ns Toro ytobbl ybeantbea, Uto agpec bbin HazHavyeH nHTepdelcy, ucnonbayiTe KomaHay show ip
interface:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 DHCP disable No Valid

4.3.3.2 be3zonacHocmeb ynpaesneHus U KoOHguaypupoedaHue naposeli

[na obecneyeHnna 6€30MacCHOCTU CUCTEMbI MCMONb3YETCA MEXAHU3M ayTEHTUDMKALUKN, aBTOPU3AL MM
n yyeta (AAA, Authentication, Authorization, Accounting), KoTopblit ynpaBnseT npaBamu AocTyna
nosib30BaTeNen, yPoBHAMU NPUBUIETUIA U MeTOoAaMKU ynpasaeHna. MexaHnam AAA MOXKeT MCNob30BaTb
nmMbo noKanbHyto, 1Mbo yaaneHHyro 6asy nosb3osaTenem.

Ona obecneyeHns 6e30MacHOCTM YNPaABAEHUA MOMKET MCMNONb30BaTbCA WKUPPOBAHME OAHHbIX
ynpaB/ieHna C NOMOLLLbIO NPOTOKoNa SSH.

yCTpOﬁCTBO NOCTaB/IAETCA C HeHa3HayeHHbIM Mnaposem A[ocTyna. HasHauyeHue naponeﬁ AocTtyna
ABNAETCA OTBETCTBEHHOCTbHO aAMUHNCTPATOPA.

B Tom cnydyae, ecnv Napoab A0CTyNa K YCTPOMCTBY yTepsaH, MOXKET 6biTb MCNO/Ib30oBaHa NpoLueaypa
BOCCTaHOB/IEHMA NapoAas. OTa Npoueaypa O4HOKPATHO paspellaeT AOCTYN K yNpaBAeHUIo ycTpoicTBom 6e3
napona C JIOKasbHOrO TepmMMHana (KOHconbHOro nopTa). BoccTaHoBAeHWe Napons MOXKeT 6biTb
MHULMNPOBAHO TONIbKO Yepes KOHCO/bHbIM MOPT.

Maposn foctyna K ycTpOMCTBY MOTYT BbITb YCTaHOBEHbI ANA CAeayowmx nHTepdeicos goctyna:

— JloKanbHbIV TEpMUHAN (NogKAtoYeHMe Yepes KOHCONbHbIM NopT);
— Telnet;

— SSH;

— HTTP.

V Mpu co3aaHnm Nonb3oBaTeNs HaA3HAYaAETCA YPOBEHb NPUBUErnii 1, UTo faeT BO3MOXKHOCTb
BblI6OPOYHOro NPOCMOTPA NapamMeTPOB YCTPOICTBA, HO HEe AAaeT BO3MOXKHOCTU YNpPaBAATb
ycTpoiicTBOoM. BO3MOXKHOCTb KOHGUIYPUPOBAHMUA UMEIOT NOJIb30BaTENIU C YPOBHEM
npusunerunii 15.

/ BO3MOKHO, HO He peKOMeHAYeTCA He Ha3Ha4YyaTb Napo/ib NOJIb30BaTENAM C YPOBHEM
npusunernii 15.
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/ B Tom ciyuae, eciv NpUBUAETMPOBAHHOMY NOJ1b30BaTE/NIO HE HAa3HAYEeH Napo/b, TaKoW
no/ib3oBaTe/lb MOXKeT NoNyuuTb AocTyn K Web nHtepdeiicy ycrpoiictea c no6bim naponem.

YcmaHoeka napons 019 KOHconu

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default Iline
console (config) #line console

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passwdl

B oTBeT Ha NpuraaleHne BBECTM Napo/ib BO BPeMA perucTpaumm B yCTPOMCTBE Yepes CeaHC KOHCOM
BBeguTe naponb — passwdl. Kpome Toro, BBOA Napons MOMKeT NnoTpeboBaTbCA MpU nepexoge B
NPUBUIETMPOBAHHbBIN PEXUM C MOMOLLbIO KOMaHAbl enable .

YcmaHoeka napons 0ns Telnet

console (config) #aaa authentication login default line
console (config) #aaa authentication enable default line
console (config) #ip telnet server

console (config) #line telnet

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passwd2

B oTBET Ha NpwurnalieHne BBECTU NAapo/ib BO BPEMA PerncTpaumnm B yCTponcTee Yepes ceaHc Telnet
BBEeAUTE Naposb — passwd2.

YcmaHoeka napons dnsa SSH

console (config) #aaa authentication login default Iine
console (config) #aaa authentication enable default Iline
console (config) #ip ssh server

console (config) #line ssh

console (config-line) #login authentication default
console (config-line) #fenable authentication default
console (config-line) #password passwd3

B oTBeT Ha npwuriaweHve BBECTM Mapo/b BO BPEMS PErMcTpaummn B ycTpoucTBe yepes ceaHc SSH
BBEAUTE NApPO/ib — passwd3.

YcmaHoeka napons ona HTTP

Ona KoHOUrypmposaHmMa Nnapons Aoctyna no npotokony HTTP cnegyeT BBeCTM KOMaHAbI:

console (config) #ip http authentication local
console (config) #username admin password passwd4 level 15

Mpu mHMumanmusaumm HTTP-ceccum cnepyeT MCNosb30BaTb MMA Mnosb3oBaTens admin v naposnb
passwd4.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[na KOHOUTYPUPOBAHNA HACTPOEK KOMMYTATOPA UCMOJIb3YETCA YETbIPEe OCHOBHbIX PEXMMA. B Kaxkgom
pexXunme OOCTyrneH onpeaeneHHbI CNUCOK KomaHAa. BBoA cMmBONa «?» CAYXKWT 1A NpocMoTpa Habopa
KOMaHZ, SOCTYMHbIX B KAXKAOM U3 PEKMMOB.

Ana nepexoga n3 o4HOro pexunma B ,u,pyroﬁ MCNONb3YyOTCA CneunasibHblie KOMaHAbl. I'Iepequb
CywecTByOWNX peXXMMOB N KOMaHA BXO4a B PEXUM!

KomaHOHbili pexcum (EXEC), paHHbIN pexkum AOCTyneH cpasy nocae ycrnewHoW 3arpy3kmM KommyTa-
TOpa 1 BBOAA MMeHW Nosb3oBaTens. MNpuriaweHne cUcTEMbI B 3STOM PEXKMME COCTOUT U3 MUMEHW YCTPOIACTBA
(host name) n cumsona “>”.

console>

Ecnm ums ycTporicTBa He Ha3HaYeHo, TO BMECTO HEero UcnosibayeTtcs cnoBo “console”.

Mpusunez2uposaHHbili KomaHOHbIl pexcum (privileged EXEC), naHHbIA peXXum AOCTYNEeH Npu Bxoae
NPUBUNErMPOBAHHOIO MOMb30BaTeNsA. Bxod B peuMm O0/KeH 6biTb 06A3aTesibHO 3aluLLeH Maposiem.
ToNbKO B NPUBMAETMPOBAHHOM PEXMUME AOCTYMNHbI KOMaHAbl U3MEHEHUA CUCTEMHbIX NAPaMeTPOB KOMMYTa-
Topa. B npuBmMnernposaHHOM pexxnme B CTPOKe NpUrnalleHna CUCTeMbl MCNOAb3yeTcAa cumBon «#». [na ne-
pexoaa 13 pexknuma EXEC B NnpuBUAErMpPOBaHHbIA PEXUM MOXKET BbITb MCMONb30BaHa KoMaHAaa enable.

console>enable
enter password:
console#

Pexcum 2n06anvHo020 KoHpuypupoeaHusa (global configuration), paHHbIN pexum npegHasHayeH
ANA 334aHNA 06WMX HAacTpoek KommyTaTopa. KomaHapb! perkmma rnobanbHon KoHdUrypaumm 4oCTymnHbl U3
noboro noapexkMma KoHGUrypaunn. Bxoa B pexunm ocyluecTBasaeTcs KomaHaol configure.

console#configure
console (config) #

Pexcum KoHghu2ypuposaHua uHmepdelica (interface configuration), paHHblii pexxum npeaHasHa-
YyeH gna KoHdUrypuposaHus uHtepdeicos (Nopt, rpynna noptos, uHTepderic VLAN) kommyTaTtopa. Bxog B
PEXKMM OCYLLLECTBNSAETCA U3 PEXKMMA N06aNbHOro KOHOUIYPUPOBAHUA, AN1A Kaxkaoro uHTepdelica cBoel Ko-
MaHZAol (B NpumMepe HUXKe KOMaHZa 411 BXOAa B PeXnm KoHourypuposaHua nutepdeiica VLAN c VID=1).

console (config) #interface vlan 1
console (config-if) #

Pexcum KoHpu2ypupoeaHua mepmuHdnd (line configuration), naHHbIN pexxum npeaHasHayeH ann
KOHOUIypUpoBaHMa, CBA3aHHOIO ¢ paboTol TepMuHana. Bxoa B pexxnm ocyLecTBAAETCA U3 pPeXuma rio-
6aNbHOro KOHPUIYPUPOBAHMUA.

console (config) #line {console | telnet | ssh}
console (config-line) #
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5.1 TMpaBuna paboTbl C KOMAHAHOM CTPOKOM

/' Mpu nepesarpysKe yCTPOUCTBA BCe HECOXPaHEHHble AaHHble 6yayT yTepaAHbl. Ana coxpaHe-
HUA NO6bIX BHECEHHbIX U3MEHEHMIT B HAaCTPOMKY KOMMYTaTopa UCNob3yeTcAa c/ieaylowasn
KOMaHAa:

consolefwrite

/ Ona ycKopeHuA BBOga KOMaHA MOXHO BOCNOJ/1b30BaTbCcA GYyHKLMEN aBTOMATUUECKOrO 4,0-
NONHEHUA, KOTOpaA aKTUBUPYETCA NPU HENOJIHO HabpaHHOI KoOMaHAe U NPU HaXKaTUM Kna-
Buwu <Tab>.

5.2 ba3osble KOMaHAbI

KomaHObl pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeeT cnepytowmii Bua;

console>

Tabnnuya 5.1 — basoBble KOMaHAb! AOCTYMHble B pexume EXEC

KomaHda

3HayeHue/
3Ha4YeHue no ymos-
YaHuo

Aelicmesue

enable [priv]

priv: (1..15)/15

MepekntoUnTLCA B NPUBUNETMPOBAHHDBIN PEXUM (€C/IM 3HaYe-
HWe He YKa3aHO — TO ypoBeHb npusuneruii 15).

login — 3aBeplUeHMNE TEKYLLEN CECCUM U CMEHA NO/Ib30BATENA.
exit — 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.
help 3anpoc cnpaBoYHON MHOpMaLmMmM o paboTe nHTepdeica Ko-

MaHAHOW CTPOKMU

show history

MoKa3aTb UCTOPUIO KOMaHA, BBeAEHHbIX B TEKYLLLEN TepMU-
Ha/IbHOM ceccuu.

show privilege

MNokasaTtb YpPOBEHb I'IpMBM/'IGI'MVI TeKylw,ero nonb3osartena.

show privilege configuration

MoKasaTb CM1COK KOMaHS, A/1f KOTOpPbIX 6blna BbiNOAHEHA
KOHOUrypauma ypoBHA NPUBUAETUIA.

terminal history

no terminal history

-/ dyHKUMA BKAKOYEHA

BKOUMTD PYHKLMIO COXPAHEHMA UCTOPUM BBEAEHHbIX KOMAHA,
DO15 TEKyLLEeN TEPMUHAIbHOW CECCUU.

BbIKMOUNTL GYHKLMIO COXPAaHEHWUA UCTOPUM BBEAEHHbIX KO-
MaHz, 419 TEKYLLEN TEPMUHANbHOM ceccum.

terminal history size {size}

no terminal history size

size: (10..216)/10

N3meHUTb pasmep Bydepa MCTOPUM BBEAEHHbIX KOMaHA A/A
TeKyLLel TEPMUHANbHOM ceccum.

YCTaHOBUTb 3HAYEHME NO YMOHAHMUIO.

terminal datadump

no terminal datadump

-/ BbIBOA KOMaHS, pas-
[eNAeTcs no CTpaHu-
Lam

OT06pa3unTb BbIBOA KOMaHA 6e3 pa3aeneHuns Ha CTpaHuLbl
(pasgeneHuve BbIBOAA CNPaBKM NO CTPAHWULLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g, One line: <return>).

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

show banner [motd | login |
exec]

OTtobparkaeT KoHdUrypaumio 6aHHepoB..
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KomaHObl pexcuma privileged EXEC

Tabnunua 5.2 — basoBble KOMaHAbl, AOCTYMHble B pexume privileged EXEC

Komanda 3HayeHue/ }
3Ha4yeHue no ymosn- ,[leucmeue
YaHuw
disable [priv] BepHyTbcs B KOMaHAHbIN pexxkum (EXEC) us npusmunernposaH-
priv: (1..15)/1 HOro KomaHaHoro pexuma (privileged EXEC). (ecnv 3HaveHune
He YKa3aHo — TO ypoBeHb npusuneruii 1).
configure[terminal] — MepeinTn B peXKMm KOHPUIrypupoBaHus.
debug-mode MepeinTn B peKMm OTNaAKM (KoMaHAa AOCTYNHA TO/bKO ANA
- NPUBMAETMPOBAHHOIO NOAb30BaTeNA).
set system mode {acl-only | YCTaHOBUTb PEXKUM HAaCTPOWMKM duabTpaumnm Tpaduka.
acl-sqing | acl-sging-udb} -acl-only — SQinQ oTkatoyeH; aobasneHa BO3MOXKHOCTb
Ha3HaYMTb HeCKoIbko ACL 04HOrO M TOrO ¥Ke TMNa Ha MopT;
- acl-sqing — peXxum no ymonyaHuio;
- acl-sqing-udb — po6asneHa BO3MOXKHOCTb GUALTPALUM NO
-/acl-sging TPUHAALUATM NONb30BaTeNbCKMM oddceTam (B pexkume no

YMOAYaHUIO — NATb); BCe npasuaa SQINQ ans BxogawLero Tpa-
dU1Ka ncnonb3yoT B ABa pasa 6onblue pecypcos.
Mpu cMeHe peXkMma HayasbHaa KoHpurypauus byaer
H cTepTta, nocne uero ycrpoicteo 6Gyger nepesarpy-
KEHO.

KomaHOb1, docmynHbie 80 8CeX PEXUMAX KOHGU2YpUPOB8AHUS

3anpoc KOMaHAHOf/’I CTPOKN nmeeT O a4nH U3 chneagyrouwmnx suaos:

console#

console (config) #

console (config-line) #

Tabnuua 5.3 — basoBble KOMaHAbl, AOCTYMHbIE BO BCEX PEXKMMAX KOHOUTYPUPOBAHUA

KomaHoa 3HayeHue Aelicmeue

exit . BbIiTK 13 Nt06Oro perkMma KOHOUTypUpPOBaAHWUA Ha YPOBEHb
Bbilwe B nepapxum kKomaHg, CLI.

end . BbIiTM 13 Nt060ro pexknma KOHPUrypupoBaHUA B KOMaHAHbIN
pexkum (Privileged EXEC).

do _ BbINOAHUTL KOMaHAY KomaHaHoro yposHA (EXEC) us noboro
pexnuma KoHPUrypmpoBaHus.

help — BbIBOAMT CNpaBKy NO MCMONb3yeMbiM KOMaHAAM.

KomaHOb1, docmyniHbie 8 21060/16HOM pexcume KOHpU2ypuposaHUSa

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

console (config) #

Tabnuua 5.4 — BasoBble KOMaHAbl LOCTYMNHbIE B PeXKUME KOHOUTYPUPOBaHUA

KomaHoa

3HaveHue

Aelicmeue

banner motd d message-
text d
no banner motd

3apaTh TeKCT coobueHns motd (coobLeHns TekyLwero AHsA), 1
BK/IIOYMTb BbIBOJ, HA 9KPaH.

- d — pasgenuTens;

- message-text — TeKcT coobeHnn (8 cTpoke go 510 cumeo-
nos., obuiee 2000 cnmBosioB).
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banner exec d message-
text d
no banner exec

3a4aTb TEKCT coobLieHUs exec (npMmep: Nosib3oBaTtesb
YCMeLwHOo BOLEN B CUCTEMY), U BK/IKOUMTb BbIBOA Ha SKPaH.

- d — pasgenuTens;

- message-text — TeKCT coobLyeHus (B cTpoke 40 510 cumBo-

nos, obuiee 2000 cMmBosioB).

3agaTb TeKCT coobweHua login (MHPopmaunoHHoe coobuie-
HWe, KoTopoe oTobparkaeTca nepes BBOAOM MMEHU NO/Ib30BA-
TeNs v Naposif), U BKAKYUTL BbIBOA, HA IKPaH.

- d — pasgenutens;

- message-text — TeKcT coobueHnn (B cTpoke fo 510 cumso-
nos., obuiee 2000 cnmBosioB).

banner login d message-
text d —

no banner login

KomaHObl, docmyrnHble 8 pexcume KOHPU2ypuposaHUS mepMuHana

3anpoc KOMaHAHOM CTPOKM B peXMMeE KOHPUTYPUPOBAHMA TEPMUHANA UMEET CIeAYIOWNN BUA,:

console (config-line) #

Tabnuua 5.5 — BasoBbie KOMaHAbI AOCTYMHbIE B PEXXMME KOHOUTYPUPOBAHMA TePMUHANA

3HayeHue/
KomaHoa 3HaveHue no ymon4a- Aelicmesue
Huio
histor BkAtounTb GYHKLMIO COXPaHEHUA NCTOPUN BBELEHHBIX KO-
v MaHA,
-/ byHKUMA BKAtOYEHA
. BbIKN0UNTL PYHKLMIO COXPAaHEHMA NCTOPUM BBEAEHHbIX KO-
no history

MaHA.

history size {size} N3meHnTb pasmep bydepa MCTOpUKN BBEAEHHbIX KOMaHA,

size: (0..216)/10

no history sie YCTaHOBWUTb 3HAYEHME MO YMOYAHMIO.

BKNHOUMTL BbIBOA, NPUBETCTBEHHbIX COOOLWEHNI TMNa «motd»

motd-banner
(coobueHuns Tekywero aHA).

-/BKNtOYEH o
BbIKNOYMTL BbIBOA MHOOPMALIMOHHBIX COOBLLEHMU TUNa
no motd-banner
«motd».
login-banner / BK/OUUTL BbIBOA, MPUBETCTBEHHbIX CO0bLLEeHMI login.
-/ BKAtOYEH
no login-banner BbIKNHOUYNTL BbIBOZ NPUBETCTBEHHbIX COObLLEHN login.
exec-banner BKNHOUMTL BbIBOA, NPUBETCTBEHHbIX COOBLLEHNI exec.
-/ BKAOYEH

no exec-banner

BbIKNHOUNTL BbIBOA, NPUBETCTBEHHbIX COOﬁLLI,eHVIVI exec.

5.3 ®unbTpauma coobuweHnit KOMaHgHOM CTPOKU

®PunbTpaums coobLLEHNN NO3BOAAET YMEHbBLINTL 06beM 0TOBparKaeMblX SaHHbIX B OTBET Ha 3aMnpochl
nosib3oBatena U 0bneryntb NOUCK Heobxoanumon nHbopmauuun. Ansa dunbtpaumm nHdopmaumm Tpebyerca
006aBUTb B KOHEL, KOMaHOHOM CTPOKM cumBOon “|” M MCnonb3oBaTb OAHY M3 onuuin GpuabTpaumm,
nepeyYncaeHHbIX B Tabamue.

Tabnnua 5.6 — KomaHap! perkmma rnobasbHOro KoOHGUrypupoBaHma

3HayeHue/3HayeHue no
YMOAYAHUIO

Memod Aelicmeue

begin pattern lNoKa3biBaeT CTPOKM, NepBble CMMBOJIbl KOTOPbIX COOTBET-
CTBYHOT WabnoHy pattern.

BblBOAMT BCe CTPOKM, cofeprKalime waboH.

include pattern

exclude pattern BbIBOAWT BCe CTPOKM, He coaepKalume WwabnoH.
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5.4 HacTpoiika MaKpOKOMaHA,

[aHHas PyHKUMA NO3BONSET CO34aBaTb YHUOUUMPOBAHHbIE HABOPbI KOMaHL, — MaKpPOCbl, KOTopble

MOXHO BNnocCseacTrsnun NnpuMeHATb B npouecce KOH(I)MI'ypaLI,MM.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHoro KoHGUryprupoBaHusa:

console (config) #

Tabnnua 5.7 — KomaHabl pexkmma rnobanbHOro KOHGUrypmposaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

macro name [word]

no macro name word

word: (1..32) cumsonios

Co3paeT HoBbI Habop KomaHA, ecnn Habop ¢ TakUm ume-
HeM cyLLecTByeT —nepesanucbiBaeT ero. Habop KomaHg,
BBOAMTCA MOCTPOYHO. 3aKOHYMTb MAKPOC MOXKHO C MOMO-
Wbt cMMBONa “@”. MakcumanbHasa gAnrMHa makpoca — 510
CUMBOJIOB.

YpanseT ykasaHHbI Makpoc.

macro global apply word

word: (1..32) cumsonios

MpymeHAeT yKa3aHHbIM MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description
word

no macro global description

word: (1..160) cumsonos

Co34a€eT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

Ypanaet CTpoKy-AecKpunTop.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>

Tabnnua 5.8 — KomaHabl pexkmma EXEC

KomaHoa

Aeiicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpumeHseT yKasaHHbI MaKpoc.

MpoBepsAeT yKas3aHHbI Makpoc Ha BaJIMAHOCTb.

show parser macro [ de-
scription [interface {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}] |
name macro-name]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
macro-name:
(1..32) cumBonos

OTobparkaeT NnapameTpbl HACTPOEHHbIX MaKPOCOB Ha
ycTpoicTae.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHduUrypaumm nHtepoeinca:

console (config-if)#

Tabnnua 5.9 — KomaHabl pexkmma KoHpurypauum nHtepdelica

KomaHoa

Aelicmeue

macro apply word

word: (1..32) cumBonoB

MpuMeHsAEeT yKasaHHbI MaKpoc.

macro trace word

word: (1..32) cumsonos

MpoBepseT yKasaHHbI MAaKpPOC Ha BaNUAHOCTb.

macro description word

no macro description

word: (1..160) cumBonos

YcTaHaB/MBaET CTPOKY-AECKPUNTOP MaKpoca.

YpanseT cTpoKy-4ecKpmnTop.
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5.5 KomaHabl ynpaBnaeHua cucremon

KomaHObl pexcuma EXEC

Tabnnuya 5.10 — KomaHgbl ynpasaeHua cuctemoli B pexknume EXEC

KomaHda

3HayeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D| host} [size
size]

[count count] [timeout
timeout]

host: (1..158) cumBonos;
size: (64..1518)/64 Bait;
count: (0..65535)/4;
timeout: (50..65535) /2000
Mmc

KomaHga cnyut gns nepegaum 3anpocos (ICMP Echo-
Request) npoTtokona ICMP ykasaHHOMY y3/ly CETH, a TaK XKe ANd
KOHTpoAs noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D — IPv4-appec y3na cetu;

- host — nomeHHoe Ums y3na cetu;

- Size — pa3mep NaKeTa A/1a OTNPaBKM, KONNYECTBO 6alT B Na-
KeTe;

- count — KONMYECTBO NAaKeTOB A/1A nepejayu;

- timeout — BpemsA OXKMAAHUA OTBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F| host}
[size size]

[count count] [timeout
timeout]

host: (1..158) cumBonOB;
size: (68..1518)/68 baitT;
count: (0..65535)/4;
timeout: (50..65535) /2000
mc

KomaHaa cnykut ana nepegaum 3anpocos (ICMP Echo-
Request) npoTokona ICMP yka3aHHOMY y3/y CETH, a TaK Xe, 415
KOHTpos nocTynatowmx otsetos (ICMP Echo-Reply).
-A.B.C.D.E.F — IPv6-agpec y3na cetu;

- host — nomeHHoe Ums y3na cetu;

- Size — pasmep NakeTa A4/1a OTNPaABKU, KOANYeCTBO HalT B Na-
KeTe;

- count — KOIMYEeCTBO MAKeTOB A/1A Nepeayu;

- timeout — Bpemsa 0XnAaHWA OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D [host}
[size size]

[ttl ¢t

[count count] [timeout
timeout] [source ip_address ]
[tos tos]

host: (1..158) cumBoNOB;
size: (64..1518)/64 bai;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;
tos: (0..255)/0

OnpegeneHune maplipyTa TpadumKa 40 y3/1a HA3HAYEHUS.

- A.B.C.D — IPv4-apgpec y3na cetu.

- host — nomeHHoe Ums y3na cetu;

- Size — pa3mep NaKkeTa A/1a OTNPaBKM, KONNYECTBO 6alT B Na-

KeTe;

- ttl — MakcMManbHOE KOMYECTBO Y4aCTKOB B MapLUPYTE;

- count — KOIMYECTBO MOMbITOK NepeAaym NakeTa Ha Kaxgom

yyacTKe;

- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc;

- ip_address — |P-agpec nHtepderica KommyTaTopa, UCMNO/b3Y-

eMblii ANA nepesaym NakeTos;

- tos — TUN cepBuCca, NnepeaaBaemMblii B 3arooBKe NpoToKoa

IP.

OnucaHue olWN60K Npu BbINOJIHEHUN KOMAHA, U

V pe3ynbTaToB NpuBeAeHo B Tabauuax 5.12, 5.13

traceroute ipvé
{A.B.C.D.E.F|host} [size size]
[ttl tt/]

[count count]

[timeout timeout] [source

host: (1..158) cumB0N10B;
size: (64..1518)/66baT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpegeneHne mapLupyTta TpaduKa [0 y31a HazHauYeHusA.

- A.B.C.D.E.F — IPv6-agpec y3na cetu.

- host — pomeHHoe Ums y3na cetu;

- Size — pasmep NaKkeTa A/aa OTNPaBKM, KONNYeCTBO 6alT B Na-
KeTe;

- tt/ — MaKkcMmanbHOe KOAMYEeCTBO YHaCTKOB B MapLUpyTe;

- count — KONIMYECTBO MOMbITOK NepeAayn NakeTa Ha Kaxaom
yyacTke;

- timeout — Bpems OXKMAaHMA OTBETA Ha 3anpoc;

ip_address ] tos: (0..255)/0 - ip_address — |P-agpec nHtepderica KommyTaTopa, UCNOb3Y-
[tos tos] e emblil N8 nepeaayn nakeTos;
- tos — TUN cepBuCca, NepeaBaeMblii B 3aro0BKe NPOTOKO/1a
IP.
OnucaHue oWwKn60K NpU BbINOAHEHUU KOMAHA, U pe-
V 3y/NbTaToB NpUBeAeHo B Tabamnuax 5.12, 5.13
OTKkpbiTe TELNET-ceccun ana y3na cetu.
- A.B.C.D - IPv4-agpec y3na cetu;
telnet - host — BOMeHHOoe UMA y3na ceTu;

{A.B.C.D| host} [port]
[keyword1...]

host: (1..158) cumBonOB;
port: (1..65535)/23

- port — TCP-nopT, no KoTopomy paboTaeT cny:kba Telnet;

- keyword — knto4yeBoe CNoBo.
OnucaHue cneymanbHbiX KomaHg Telnet u KnloueBbix
cNnoB npueegeHo B Tabauuyax 5.14 , 5.15
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OTKpbITMe SSH-ceccumn ans ysna cetu.

- A.B.C.D — IPv4-appec y3na cetu;

- host — nomeHHOE MMA y3na ceTu;

ssh {A.B.C.D | host} [port i ) - port — TCP-nopT, no Kotopomy paboTaet cay>kb6a SSH;

port] [username username] port: (1..65535)/22; - username — “MA NONb30BaATENSA, MNOA, KOTOPbIM HEOHX0AMMO
[cipher cipher] username: (1..70) cumso- BbIMONHUTb BXOA;

n1os - cipher — BbIGOp MeToAa WndpoBaHua. NMoaaepKunsatoTca
cneaywolwme metoabl: 3des, aes128, aes192, aes256, arcfour.
Mo ymon4aHuio npeanaratoTca Bce MeToAbl.

host: (1..158) cumBonos;

tion:(1..4
connection:( )/ MepekntoyeHune Ha gpyryto yctaHosaeHHyo TELNET-ceccuio.

resume [connection] nocsiegHAA ycTaHOBNEHHaA . o
- connection — Homep ycTtaHoBneHHoON TELNET-ceccmun.
ceccuA
show cpu counters — MpPOCMOTpP CHETYMKOB NAKETOB LLEHTPA/IBHOrO NpoLLeccopa.
OTobparkeHne MHGOPMaLMMK O NONb30BATENAX, UCNONb3YIOWMX
show users — P bopma, ! yiot

pecypcbl ycTpoicTBa.

OtobparkeHne nHbopmaumm 06 oTKpbITbix TELNET-ceccuax K

show sessions — 9
yAaNeHHbIM YCTPOMCTBAM.

OTobparkeHne CUCTEMHOM MHPOPMALLUK KOMMYTATOPA.

- unit_id — Homep ycTpoicTBa B CTEKE (A1 KOMMYTaTOPa, pa-
60TaloLLero B aBBTOHOMHOM PEXUME, MapaMeTp He UCMONb3Y-
ertcsa).

show system .
it i :(1..4)/-
[unit unit_id] unit_id: (1..4)/
NapameTp unit npu BbINO/IHEHUU KOMaHAbI A,OCTYNEH

. TO/IbKO B pexXmme CTeKMpoBaHUA.

OTobparkeHue TeKyLLel BEPCMU CUCTEMHOIO MPOrPaMMHOTO

show version — o
obecneyeHns, paboTaloLLero Ha ycTpoicrae.

OTobparkeHue 3arpysku pecypcos namatv TCAM (KOHTEHTHO-
aapecyemasn NnamsaTb).

- unit_id — Homep yCTpOWCTBa B CTEKE (419 KOMMyTaTopa, pa-
unit_id: (1..4)/- 60oTaroLLero B aBTOHOMHOM PeXKMME, MapameTp He UCMOb3Y-
etcs).

show system tcam utilization
[unit unit_id]

MapameTp unit npun BbINOJIHEHUM KOMaHAbI AOCTYMNEH
. TO/IbKO B peXXMMe CTEKUPOBAHUA.

KomaHpa «show sessions» otobparkaeT Bce yaaneHHble COeAMHEHUA TO/IbKO U3 TeKyluei
e ceccum. [laHHaA KOMaHAA UCNONb3YyeTcA caeaylowmm obpasom:
1. BbINONAHUTL NOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYTATopa C NOMOLLbIO
TELNET nnm SSH;

2. BepHyYTbCA B POAUTENBLCKYIO ceccuio (Ha KoMmyTaTop). 1A 3TOro HaXKaTb KOM6MHaUUIO
Knaeuw <Ctrl+Shift+6>, oTnyctTutb M HaxaTb <x> (uKc). MpousoiigEer nepexon B B
POAUTENBCKYIO CECCUIO;

3. BbINONHUTL KomaHAy «show sessions». B Tabauue A0MKHbI NPUCYTCTBOBATb BCe
ucxogAauimMe coeguHeHUs B TeKyLei ceccum;

4. ANnA TOro YTobbl BEPHYTLCA K CECCUMU YAANEHHOTIO YCTPOICTBA, HE06XO0AUMO BbINOAHUTD
KomaHay «resume N», rae N — Homep coeauMHeHUA U3 BbiBOAa KOMaHAbl «show
sessions».

KomaHObi pexcuma privileged EXEC

3anpoc KomMaHAHoOM CTPpoKM B pexkmme privileged EXEC umeet cheaytowmii BuAa:

console#

Tabnunua 5.11 — KomaHabl ynpasneHua cuctemoit B pexkume privileged EXEC

3HayeHue/ 3Ha4yeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
reload [unit unit_id] unit_id: (1..4) KOM'aH.,CI,a CNYKUT oNA Nepesanycka ycTpoucTsa.
- - unit_id — Homep yCTpOWCTBa B CTEKE.
reload in time YCTaHOBKA NMPOMEKYTKa BPEMEHM, YepPE3 KOTOPbLIN NponsonaeT

time: (mmm | hhh:mm)

OT/IOKEHHaA nepe3arpyska ycTpoicTea.
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reload cancel

OTMeHa OT/I0KEHHOW nepesarpysku.

show cpu utilization

OTOb6parkeHne CTaTUCTUKM MO YPOBHIO 3arpy3KM PecypcoB LieH-
TpanbHOro npoueccopa.

show cpu input-rate

OTobpakeHune CTaTUCTUKM MO CKOPOCTU BXoAALmX dperimos, 06-
pabaTbiBaeMbIX MPOLLECCOPOM.

show cpu input-rate detailed

OTobpakeHune CTaTUCTUKM MO CKOPOCTU BXoAALMX Gppeirnmos, 06-
pabaTbiBaeMbIx NPOLLECCOPOM MO TNy TpaduKa.

show cpu rate-limits

OTobpakeHne orpaHNYeHunIit No CKOPOCTU ANA BXOAAWMNX dpeit-
MmoB, 06pabaTbiBaeMbIX NPOLLECCOPOM.

show tasks utilization

OTOb6parkeHne CTaTUCTUKM MO YPOBHIO 3arpy3KM PEcypcoB LieH-
TPanbHOro Npoueccopa As Kaxaoro npouecca.

show tech-support [config |
memory]

OTtobpaxkeHne uHbopmauum 06 ycTpoilcTee, Heobxogumown
A9 HAYaNbHOM ANArHOCTUKM Npobiem.
BblBOA KOMaHAbI NpeacTaBnseT cobot KoOMBUHaLUMIO BbIBOAOB,
NepeyncieHHbIX HUKE KOMaHA:

- show clock

- show system

- show version

- show ip interface

- show ipv6 interface

- show stack

- show running-config

- show interfaces configuration

- show interfaces status

- show vlan

- show interfaces switchport

- show spanning-tree info

- show bridge multicast address-table
- show ip igmp snooping groups

- show ipv6 mld snooping groups

- show dotlx

- show dotlx users

- show interfaces counters

- show users

- show sessions

- show logging file

- show logging

- flash info

- show bootvar

- buffers info

- memory info

- proc info

- show cpu utilization

- components versions

clear cpu counters

O6Hy/IeHMEe CHETYMKOB NMAKeTOB LLEeHTPaNbHOIo npoueccopa.

show system id
[unit unit_id]

unit_id: (1..4)/-

OTtobpaxeHve WHOOPMALUM  CUCTEMHOW  MAEHTUDUKALMUK
yCTpOMCTBa.
- unit_id — Homep ycTpoicTBa B CTeKe (419 KommyTaTopa, pabo-
TaloLero B aBTOHOMHOM pPeXMME, NapaMeTp He UCMOoNb3yeTcs).
MapameTp unit_id npu BbINONHEHUM KOMaHAbI AOCTY-
H NeH TO/IbKO B PeXXUME CTEKUPOBAHUA.

show system defaults
[{management|ipv6|802.1x]|
port|fdb | multicast|port-
mirroring | spanning-
tree|vlan|voice-vlan|net-
work-security| dos-attacks |
ip-addressing| qos-acl }]

OTo6parkeHne 3aBOACKMX HACTPOEK YCTPOICTBa.

show system mode

OTobparkeHne uHbOpMaumMm o napameTpax GUAbTPaLMKM Tpa-
duka.

show system resources tcam

OTobpaxkeHne noapobHol nHpopmaLmm 06 Cnob30BaHUM pe-
cypcoB TCAM (Ternary Content Addressable Memory).

show system tcam utilization

OTobparkeHne KpaTKo MHPOPMALMKM 06 UCNOIb30BaHUM pecyp-
coB TCAM (Ternary Content Addressable Memory).
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- Mpumep Mcnoab30BaHUA KOMaHAbI traceroute:

console#traceroute eltex.com

Type Esc to abort.
Tracing the route to eltex.com (148.21.11.69)
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x %

Tabnmua 5.12 — OnucaHune pesynbTaToB BbINOIHEHMA KOMaHAp! traceroute

Mone OnucaHue
1 MopAAKOBbIN HOMEP MapLIPYTM3aTOpPa B NMYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBOe MMA 3TOro MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplpyTtusatopa.

Bpems, 3a KOTopoe nakeT 6bl1 NepesaH 1 BEPHYJ/ICA OT MapLpyTU3aTopa. YKasblsa-

0 msec 0 msec 0 msec .
eTCA ANA KaXA0W MONbITKM Nepeaaym nakeTa.

Mpw BbINOAHEHUM KOMaHApI traceroute MoryT NPonU3onTU OWNBKKM, onncaHme oWMBOoK NpuBeaeHO B
Tabnunue 5.13.

Tabnmua 5.13 — OwKrbKM Npu BbINOJHEHMM KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TamayT npu NonbITKe Nepesayum naketa
? HewnsBecTHbIM TMN NaKeTa
A AZLMUHUCTPATMBHO HegocTyneH. O6bIYHO NPOUCXO4MT NpK 6GIOKMPOBAHUM UCXOAA-
wero TpadumKa no npasmnam B Tabamue goctyna ACL
F TpebyeTca pparmeHTaums 1 yctaHoBKa 6mTos DF
H Y3en cetu HepoCTyneH
N CeTb HegOCTYNHA
P MpoToKkon HegocTyneH
Q MCTOYHMK nogaBieH
R NcTekno Bpems NOBTOPHOM cbopKM PpparmeHTa
S OwwnbKa ncxogaLLero mapLupyTa
u MopT HepocTyneH

MporpammHoe obecnedyeHne Telnet-knneHTa KOMMyTaTopa NOAAEPMKMBAET CNeLMaibHble KOMaHAbl
— QYHKUMM KOHTpOANA TepMUHana. [na BXo4a B PeXMM CneumnasnbHbiX KOMaHa BO Bpema akTuBHoM Telnet-
Ceccumn ncnosiblyeTtcs KombuHauma Knasuw Ctrl-shift-6.

Tabnuua 5.14 — CneumanbHble KomaHabl Telnet

CneyuanvHaa KOMAaHOd Ha3HauyeHue
AN D Mepenatb no telnet paspbiB coeanHeHun
AN C MNepeaatb no telnet npepbiBaHne npouecca (IP)
AN K Mepeaatsb no telnet yaganeHume cumeona (EC)
Ao Mepeaatsb no telnet npekpauteHue sbisoga (AO)
ARt MNepeaatb no telnet coobuweHne «Are You There?» (AYT) 419 KOHTPONS NoAKNtOYE-
HUA
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/\I\u

Mepepatb no telnet ctupaHue ctpokm (EL)

/\I\X

Bo3BpaT B peXMm KOMaHAHOM CTPOKM

Tak»e BO3MOKHO MCNONb30BaHME AONOAHUTEbHbBIX ONUMIA NPU OTKPbITUKM Telnet-ceccum:

Tabanua 5.15 — KntoyeBble c0Ba, MCNONb3yemMble Npu OTKPbITUK Telnet-ceccun

Onyus OnucaHue
/echo JloKanbHO BKAKOYAET GpyHKUMIO echo (NodaBneHue BbIBOAA HA KOHCO/b)
/quiet He fonycKaet BbIBOA, BCeX COOBLEHUI NporpamMmmHoro obecneyenus Telnet

/source-interface

OnpegaenseT nHTepdenc-UCTOUHUK

/stream

BkntouaeT 06paboTKy NOTOKA, KOTOPbIV paspeliaeT HesawmweHHoe TCP-coeamHe-
Hue 6e3 KOHTpoNA nociegoBaTenbHocTel Telnet. MoTokoBoe coegnHeHMe He obpa-
6aTbiBaeT Telnet-onumm n MoXKeT NCNONb30BaTLCA ANA NOAKNOYEHUA K NOPTaM, Ha
KOTOpbIX 3anyLLeHbl Nporpammbl konuposaHua UNIX-to-UNIX (UUCP) nubo apyrue
NpoTOKO/bI, He ABNAtolWMeca Telnet-npoTokonamu.

KomaHObI docmynHbie 8 pexcume 2106a716H020 KOHGDU2YPUPOBAHUSA:

3anpoc KOMaHAHOW CTPOKM B peXKnMe r106anbHOro KOHPUIypMpoBaHUA UMEET Cleayowmnin BUAa,:

console (config) #

Tabnnuya 5.16 — KomaHabl ynpaBieHMA CUCTEMOI B perknme rnobanbHOro KOHPUrypmposaHuma

KomaHoa

3HayeHue/ 3Ha4yeHue no

elicmeue
YMOAYAHUIO A

hostname name

no hostname

KomaHZaa cny»KuT ANs 3a4aHUA CeTEBOrO MMEHM YCTPOICTBa.

name: (1..160) cumeonos/-

BepHyTb ceTeBoe Mms yCTpOVICTBa B 3Ha4YeHne No ymonyaHuio.

service PaspewunTb YyCTPOMCTBY NPOrPaMMHO M3MepPATb YPOBEHb 3a-
cpu-utilization rPYy3KM pPecypcoB LLeHTPaIbHOro NpoLLeccopa KoMmyTaTopa.
-/BKIOYEHO
no service 3anpeTuTb YCTPOMCTBY NPOrpaMMHO U3MEPATb YPOBEHb 3a-
cpu-utilization rPY3KM PecypcoB LLEeHTPAIbHOrO NPOLLeCccopa KOMMYTaTopa.
PaspelnTb YCTPOICTBY MPOrPaMMHO M3MEPATb CKOPOCTb BXO-
service cpu-input-rate aawmx dperimos 06pabaTbiBaeMbIX LLEHTPASIbHbIM NPOL,Eecco-
pPOM KOMMyTaTopa.
-/BKOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMUCTBY NPOrPaMMHO U3MePATL CKOPOCTb BXO-
aawmx dperimos 06pabaTbiBaeMbIX LLEHTPaIbHbIM NPOLLecco-
pPOM KOMMyTaTopa.

service cpu-rate-limits traf-
fic limit pps

traffic: (http, telnet, shh,
snmp, ip, link-local, arp-
switch-mode, arp-inspec-
tion, stp-bpdu, other-bpdu,
dhcp-snooping, igmp-
snooping, mld-snooping,
sflow, log-deny-aces,
dhcpv6-snooping vrrp,
other);
pps: (8..1024)

YcTaHoBKa Ha CPU orpaHnyeHmnin ckopocTu Bxoaawmx dpei-
MOB /17 onpeAesieHHOro TMna Tpaduka.
- pps — MaKeToB B CEKYHAY.

service tasks-utilization

no service tasks-utilization

PaspelwnTb yCTPOMCTBY NPOrpaMMHO M3MEPATb YPOBEHD 3a-
rPY3KM pecypcoB LLeHTPabHOro NpoLLeccopa KoMmyTaTopa
AN KayKa0oro CMCTeMHOro npouecca.

-/BbIKOYEHO —
3anpeTuTb YCTPOICTBY NPOrPaMMHO M3MEPATb YPOBEHb 3a-

rPY3KM pecypcoB LLeHTPabHOro NpoLLeccopa KOMMyTaTopa
AN KaXK40ro CMCTeMHOro npouecca.

reset-button {enable | dis-
able| reset-only}

-/BK/OYEHO HacTpoiika peakuum KOMMYTaTOpa Ha HaaTue KHOMKM F.
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- enable — npu HaXaTUK Ha KHOMKY ANNTENIbHOCTbIO MeHee 10
C NPOMCXOAMT NepesarpysKa yCTPOMCTBa; MPMU HaKaTUK Ha
KHOMKY AnutenbHocTbio 6onee 10 ¢ nponcxoamT cbpoc
YCTPOMCTBa A0 3aBOACKON KOHUrypauum;

- disable — He pearnpoBatb (OTKAOYEHA);

- reset-only — TonbKO Nepesarpyska.

5.6 YnpasneHue cTeKOM KOMMYTaTOpPOB

CTeK KOMMYTaTopoB GYHKLMOHUPYET KaK eIMHOe YCTPOMCTBO M MOMKET BK/IHOHaTh A0 3-X yCTPOMCTBY,
UMeoLNX cneaytowme poan, onpeaensemble Ux naeHtTudurkatopamum (StackiD):

=  Master (StackiD 1) — BeaywMin KOMMyTaTOp, OH YNpPaBASET BCEMU YCTPOUCTBAMM B CTEKE.

=  Backup (StackiD 2) — pesepBHbI Beaywmih KommyTaTop. Ecim B cTeke npucyTcTBYeT U
KOPPEKTHO yHKUMOHMpYeT ycTpoictBo co StackiD 1, To 3TOT KommyTatop ABAseTcA
noJunHeHHbIM. Mpu Bbixoge M3 cTpos master-kommyTtatopa backup 6epeT Ha cebsa ponb
BeAywWwero ycTpoictBa. B npouecce paboTbl MNPOMCXOAWUT CUMHXPOHM3auMA  startup
KoHdUrypaumm mexay master n backup.

=  Slave (StacklD 3) — nogYMHeEHHbIM KOMMyTaTOp. TaKoM KOMMYTaToOp He MOXKeT paboTtaTtb B
OTCYTCTBME BeAyLLEro yCTPOMCTBa.

B perKMme CTEKMPOBaHWA KOMMYTATOPbI MCNOJIb3YIOT Napy NOPTOB AN CUHXPOHM3ALMM CTeKa. Bbibop
MOPTOB 3aBMCUT OT MOAE/IM KOMMYTaTOpa:

=  MES1024 ncnonbsyet Gi0/1 n Gi0/2;

=  MES1124, MES1124M wncnonb3yet Gi0O/3 n Gi0/4;

=  MES2124, MES2124P, MES2124M, MES2124MB ucnonb3ytot Gi0/27 v Gi0/28;
=  MES2208 - TBD.

MopTbl, 3aHATbIE ANA CTEKMPOBAHMA, UCMNONL3YIOTCA AN Mepegayn Cny»ebHolh MHbopmaumm u
TPAH3UTHOrO TpaduKa Mexay KOMMyTaTOopaMu cTeKa. [oaaep:kuBatoTca ABe TOMOJIOMMWU COefMHEHMA
YCTPOWCTB B CTEKE — KOJ/IbLLEBAA U /IMHEHaA. PeKoMeHayeTCcA MCNOAb30BaTb KOJbLLEBYIO TOMOMOTUIO ANA
NOBbILEHMA OTKAa30yCTOMYMBOCTHM CTEKA.

KomaHOb1 pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU UMEET C/ieAyoWmin BUA,:

console#

Tabnuua 5.17 — BasoBble KOMaHAbI, AOCTYMNHble B perkume privileged EXEC

3HayeHue/
KomaHoa .
3Ha4eHue no Aelicmeue
YMOAYAHUIO
Onpegenset pexxnum paboTbl KOMMyTaTOpa:
. - standalone — KommyTaTOp MoKeT paboTaTb Kak CamocToATeIbHOe
unit mode

-/standalone YCTPOICTBO;
- stackable — kommyTaTop MoKeT paboTaTb B pexxume cTeka.
CMmeHa pexuma NpoucxoauT Noc/ie nepesarpyskn KOMMyTaTopa.

{standalone|stackable}

HasHauaeT Homep ycTporicTBa «stack-id» nokanbHomy ycTpoicTtay (Ha
KOTOPOM BbIMO/IHEHA KOMaHAa). KomaHaa MoeT 6bITb MCNONb30BaHa B
stack-id: (1..3)/1 perkmume «standalone» unm B pexkxnume «stackable» Ha Beaywem ycTpoit-
ctBe. CMeHa Homepa yCTpolicTBa NPOU30MAET Noc/e Nepe3arpyski Kom-
mMyTaTopa.

unit renumber local after-
reset stack-id

1 B TekyLLel Bepcumn NporpammHoro obecneyeHus.
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unit renumber current-id

current-id: (1..3) .
OyLWEeM YCTPOMCTBE CTeKa.

HasHavaeT HOBbIV HOMEp YCTPOMCTBA «New-id» KOMMYTaTopy C HOMe-
pom «current-id». KomaHga moxKeT 6bITb UCMOb30BaHa TONILKO HA Be-

after-reset new-id new-id: (1..3) o -
CMmeHa Homepa yCTpOoICTBa NPOM30WAET Noc/ie nepesarpysku 3Toro
yCTpOMCTBa.
OTobparkaeT MHPopMaLMio 06 YCTPOMCTBAX, BXOAALMX B CTEK.
Mpu BBOZE KOMaHAb! 6e3 napameTpa oTobpakaeTca KpaTKana MHbopma-
show unit [stack-id] stack-id: (1..3) LM 060 BCex yCTponcTBax CTeka.

H6paHHOM yCTpoicTBe.

Mpu ykasaHuu «stack-id» oTobpaxkaeTtca noapobHas nHPopmauma o Bbl-

- I'Ipmmep MCNONb30BaHUA KOMaHAbl show unit:

Unit:

MAC address:
Master:
Product:
Uplink unit:
Status:
Active image:

console#show unit 1

1

a8:f9:4b:81:61:40
Enabled.

MES-2124. Software:
0 Downlink unit: O.
master

imagel.

1.1.16

Selected for next boot: imagel.

Topology is Chain

Stack image auto synchronization is enabled
Unit Mode After Reset:
Unit Num After Reset: 1

stacking

Tabnuua 5.18 — OnucaHune pesyanbTaToB BbINOJHEHMA KOMaHAbl «show unit»

Mone OnucaHue
Unit: NpeHTUdUKaTOp BbIBPAHHOMO YCTPOKCTBA
MAC address: MAC-agpec KommyTaTopa
Master: PaspeleHune cTaTb BeAYyLWMUM YCTPOMNCTBOM B CTEKE
Product: OnucaHue mozenn KommyTtaTopa
Uplink unit: NpeHTUdMKaTOp KOMMYTaTOPa, MOAKAOYEHHOTO K BEPXHEMY CTEK-NOPTY BblOPaH-

HOro yCTpPOMCTBa

Downlink unit:

MaeHTUGMKATOP KOMMYTATOPa, NOAKNOYEHHOTO K HUMKHEMY CTEK-MOPTY BblbpaH-
HOro yCTPOWMCTBa

Status:

TeKyLw,an poib KOMMYTaTOpPa B CTEKe

Active image:

AKTUBHbIN 06pa3 NO

Selected for next boot:

O6pas MO, KoTopblit byaeT aKTMBHLIM NOC/e Nepesarpysku

Topology is

TeKyw,aa Tonoaorma cteka - chain (ueno4ka) nau ring (konbuo)

Unit Mode After Reset:

Pexkum paboTbl KOMMyTaTOpa nocae nepesarpyskn — standalone/stacking

Unit Num After Reset:

NaeHTndurKkaTop KomMmyTaTopa, KOTOPbLIA NPUMEHUTCA NOC/E Nepesarpysku

YcTpoiictBa ¢ oaguHaKoBbIMU naeHTuduKatopamm «Unit ID» He moryT pa6oTaTb B 04HOM

radBill] CTekKke.

5.7 KomaHAabl ANA HACTPOMKKN NapaMeTPOoB ANA 3a4aHUA naponaei

ﬂ,aHHblﬁ KOMNJ1eKC KOMaHA npegHa3sHayvyeH 4nAa 3a4aHnA MMUHUMANIbHOM C/IOXKHOCTH naponaAa, a Takxe
AnAa 3agaHnA BpemMeHun AGVICTBMH napona.
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KomaHObI 0ocmynHbie 8 pexcume 27106a716H020 KOHGU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKK B pPeXXMME r106anbHOro KOHGUIypUpPoBaHUA UMEET CAeayIOWNA BUA:

console (config) #

Tabnnuya 5.19 — KomaHabl ynpaBieHMA CUCTEMOM B perMme rnobanbHOro KOHPUrypmpoBaHms

KomaHoa

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/0 aHeit

3apaeT Bpema }KuU3HKU naponeit. Mo ncreyeHuto 3agaHHoro
CpoKa byzeT npeanoKeHo CMeHUTb Naposib. 3HaveHue 0 roso-
PUT O TOM, YTO BPEMSA KM3HWU Napo/iei He 3a4aH0

BoccTaHaBnMBaeT 3HaYeHMe Mo yMmon4yaHuo

passwords complexity ena-
ble

no passwords complexity
enable

-/BbIK/IOYEHO

BK/toyaeT orpaHunyeHue Ha Gopmat napons

BbIK/lOYaeT orpaHnyeHne Ha Gopmat napons

passwords complexity min-
classes value

no passwords complexity
min-classes

value: (0..4)/3

BK/ItOYaeT orpaHnyeHue, 3ajatoLiee MMHUMaNbHOE Ko/inye-
CTBO KNacCOB CMMBOJIOB (CTPOYHbIe BYKBbI, 3ar1aBHble ByKBbl,
uMdpbl, CUMBObI)

BoccTaHaBnvBaeT 3HaYeHMe Mo YMONYaHUIO

passwords complexity min-
length value

no passwords complexity
min-length

value: (0..64)/8

Bkntouaer orpaHn4yeHne Ha MMHUMAIbHYHO AJIMHY NapoaA.

BoccTaHaBnvBaeT 3HaYeHWe Mo YMOYaHUIO

passwords complexity no-
repeat number

no password complexity
no-repeat

number: (0..16)/3

BK/touaeT orpaHuYeHune, 3a4atolLee MakCMMaibHOe Koauye-
CTBO NOCNeA0BaTeNbHO NOBTOPAIOLMXCA CUMBO/IOB B HOBOM
napone.

BoccTaHaBnmBaeT 3HaYeHue no ymMmon4yaHuto

passwords complexity not-
current

3anpelLLaeT Npu cMeHe Naposs UCMO/Ib30BaTb B KA4YeCTBe HO-
BOrO CTapbIi

no passwords complexity
not-username

-/BKAKOYEHO
no passwords complexity o
PaspeluaeT ©CNoAb30BaTb CTapblii Maposib NPU CMeHe
not-current
passwords complexity not- 3anpeLLaeT UCMo/Ib30BaTb B Ka4ecTBe Napo/s UMA NoJb30Ba-
username Tena
-/BKAKOYEHO

Pa3peu.|aeT MCNONb30BaTb B Ka4eCTBe Napo/sia UMA No/1b30Ba-
TenAa

abnunua 5.20 — KomaHabl ynpasneHua cuctemolt B pexkume Privileged EXEC

KomaHda

Aelicmeue

show passwords
configuration

OTobpaskaeT nHbopmaLmio 06 orpaHUUEHUAX Ha Napom
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5.8 Pabora c ¢painamm

5.8.1 OnucaHue aprymeHTOB KOMaHA,
Mpu ocywecTeneHMM onepaunii Hag palinamm B KauecTBe apryMeHTOB KOMaHA, BbicTynatoT agpeca URL
— onpegenntenn MeCtoHaxoxgeHuma pecypca. OnucaHue Karo4eBbIxX CNoB, Ncnosib3yembix B onepauuax,

npueeaeHo B Tabaumue 5.12.

Tabnunua 5.21 — CnMcoK KAoueBbIX C/10B U UX ONUCaHKE

Knrouesoe cnoso

OnucaHue

flash://

McxoaHbIvi appec nav agpec mecta HasHayeHUa ANA SHeProHe3aBUCUMOMN NamATU. DHeproHe-
3aBMCMMan NamaTb UCMOb3YeTca No yMmondaHuio, ecin agpec URL onpepeneH 6e3 npedukca
(npedurcamu asnstotca: flash:, tftp:, scp:...).

running-config

daiin TekyLLel KoHoUrypaumm.

startup-config

daiin nepeoHaYanbHOM KOHOUTYypaLuu.

Ecnun ncxoaHblit dain — AaHHbIM 06pa3 aKTUBHbIN.

image - o o
Ecnu ypaneHHbi dpaiin — AaHHbIi 06pa3 He aKTUBHbIN.
boot 3arpy3ouHblit dpain.
UcxogHbI agpec unm agpec mecta HasHadyeHua ana TFTP-cepsepa.
titp:// CunHTakceuc: tftp://host/[directory/] filename. ) '
host — moeT 6bITb IPv4-agpecom nam ceTeBbiM MMEHeEM yCTPoncTBa, directory — katanor,
filename — uma daina.
UcxogHbI agpec unm agpec mecta HasHayeHua ana SSH-cepsepa.
scp:// CuHtakcuc: scp://[username[:password]@]host/[directory/] filename
username — UMA NoJsib3oBaTes, password — naposb nosnb3osaTens, host — IPv4 agpec nam
ceTeBoe UMA yCTpPoncTBa, directory — Katanor, filename — nma daina.
xmodem: UcxopHbI agpec dpailina npy MCcnoib3oBaHMM NPoToKoAa X-modem no nocneaoBaTe/ibHOMY

coeamMHEHMIO.

unit:;//member/ startup-
config

KoHoburypaumoHHsbiii dpaiin, Mcnoib3yembiii Npu 3anMycKe yCTPOMCTBA.
member — MoeT bbITb IP-afpecom uam ceTeBbiIM MMEHEM YCTPOWUCTBA B CTEKE.

unit://member/ image

®aiin cuctemHoro MO Ha ycTpoMCTBE UAKN Ha OLHOM U3 YCTPOWCTB cTeKa. [lna KonupoBaHua ¢

BeJYLLEro yCTpoicTBa Ha BCe OCTaNbHble MOZY/IM MOXKHO B 3/1eMeHTe member UCNo/b30BaTh
*

«E»,

member — moeT bbITb IP-ap,peco:v\ UNN CeTEBbIM UMEHEM yCTpOﬁCTBa B CTeKe.

3arpy3ouHbliii $ai Ha YCTPOMCTBE UM HA O4HOM U3 YCTPOWCTB CTeKa. [11A KonMpoBaHus C Be-
JyLLero yCcTpoicTBa Ha BCe OCTa/ibHblE MOAY/IN MOYKHO B 3/IEMEeHTe member UCNonb30BaTb

unit://member/ boot M
«T».
member — MoXeT 6bITb IP-ag4pecom Uan ceTeBbIM UMEHEM YCTPOMCTBA B CTEKe.
null: MycToe mecTo HazHayYeHUa ana Konui unmn annos. MoXKHO KONMPOBATb yAaNeHHbIN dain K
’ MyCcTOMY yKasaTento, YTobbl onpeaenuTb ero pasmep.
logging daiin c uctopmeit KomaHga,
unit:;//member/ backup- PesepBHbIli dpaitn KOHPUrypaL MM Ha YCTPOMCTBE MM Ha OAHOM U3 YCTPOMCTB CTEKA.
config member — moxet 6bITb IP-agpecom nnm ceTeBbiM MMEHeM YCTPOMCTBA B CTEKe.

5.8.2 KomaHpapbl ana pabotbl ¢ paitnamu

KomaHab! ans paboTsl ¢ painnamm AOCTYNHbI TObKO NPUBUAErMPOBAHHOMY NO/Nb30BaTENIO.

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#
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Tabnnuya 5.22 — KomaHpgbl ana paboTsl ¢ patnamm B pexknme Privileged EXEC

KomaHoa

3HaveHue

Aelicmeue

copy source-url destina-
tion-url [snmp]

copy source-url image

copy source-url/ boot

copy source-url running-
config

copy source-url startup-
config

copy running-config desti-
nation-url

copy startup-config desti-
nation-url

source-url:
(1..160) cumBonos;

destination-url:
(1..160) cumBonos;

KonuposaHue dalina 3 MecTononoKeHNA NCTOYHMKA B Me-
CTOMOJIOXKEHWE HAa3HAYEeHMA.

- SNMp — MCNo/b3yeTcsa TO/IbKO KOrAa KonMpoBaHue ocy-
wecrsaserca u3/s startup-config. Cneumduumpyert ncnonb3o-
BaHMe NCXOAHOrO ajpeca UK afpeca MecTa HazHavyeHUA B
dopmate SNMP;

- source-url — mectononoxeHue Konnpyemoro ¢anna;

- destination-url — apgpec mecta HasHayeHus, Kyaa dan by-
[eT CKOMMPOBaH.

KonupoBsaHue daiina cuctemuoro MO c cepBepa B IHEProHe3sa-
BMCMMYIO NaMATb.

KonupoBsaHue 3arpy3oyHoro ¢aiina c cepsepa B aHeproHesa-
BUCHMYIO NAaMATb.

KonuposaHue daiina KoHoUrypaLmm c cepsepa B TEKYLLYHO
KOHOUrypaumio.

KonuposaHue dalina KoHoUrypaumm c cepsepa B NepBoHa-
YanbHyO KOHdUrypaumtio.

CoxpaHeHue TeKyLeln KoHduUrypauumn Ha cepsepe.

CoxpaHeHWe nepBOHaYaNbHOM KOHOUIypaLLMK Ha cepBepe.

copy running-config
startup-config

CoxpaHeHue TekyLel KoHUrypaLm B NepBOHAYa/IbHYH KOH-
durypaymtio.

copy running-config file

CoxpaHeHue TeKkyuwein KoHdUrypauum B 3agaHHbIN pe3epBHbIi
dawin KoHduUrypauum.
Moaaepkusaetca ABa daitna KoHOUrypaumu.

copy startup-config file

CoxpaHeHWe nepBOHa4YaNbHOW KOHOUIYpaLmu B 3afaHHBbIN pe-
3epBHbIN dalin KoHbUrypauum.

copy running-config
backup-config

CoxpaHeHue Tekyuwen KoHPUrypaumm B pesepBHbli $Gaiii KoH-
durypauum.

copy startup-config
backup-config

CoxpaHeHWe nepBoHaYanbHON KOHPUIypaLLMKM B pe3epBHbI
daiin KoHdUrypauum.

dir

OTobparkaeT cnUcoK dainos Bo GpA3W-NamaTK

more {flash.//<file> |
startup-config | running-
config | mirror-config |
<file>}

<file>: (1..160) cumBonos

OTobparkaeT cogepkumoe daiina.
- startup-config — oTob6pakaeT cogepxumoe daiina nepBoHa-
YanbHOM KOHbUrypauuu;
- running-config — oTobparkaeT cogeprkumoe daria TekyLen
KOHUrypaumu;
- flash:// — otobparkaeT painbl c USB flash-HakonuTeneit;
- mirror-config — oTobpakaert cogepxumoe dpalina TexkyLien
KOHOUrypaumm c 3epkana;
- file — nmsa daina.
daiinbl otobpaxkarTtca B popmare ASCII, 3a ucknio-
H yeHuem image, KoTopble 0TO6paXKaloTCA B LECTHA-
puatepuyHom ¢popmare.
*.prv ¢aitnbl He oTobpakatoTca.

delete url

Ypanenue ¢paiina c GAsw-namaTv yCcTpoicTBa.
daiinbl *.prv, image-1 1 image-2 He MOryT 6bITb yAaNEHbI.

delete startup-config

YpaneHue ¢aiina nepBoHa4yabHON KOHPUrypaumm.

boot system
[unit unit] {image-1| im-
age-2}

unit: (1..4)

OnpegenseT daiin cuctemHoro MO, KoTopbln ByaeT 3arpykeH
npu 3anycke.

- Unit — HoMep YCTPOWCTBA B CTeKe (418 KommyTaTopa, pabo-
TaloLero B aBBTOHOMHOM PeXKMMe, NapameTp He UCMOob3y-
ertcsa).

boot system inactive-im-
age [unit unit | all]

3arpysKa ¢ HeakTMBHOro daiina cuctemHoro MO. MoBTOPHbIN
BBOJ, KOMaHAbl AeNaeT aKTUBHbIM TekyLwuii daiin MNO.
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show running-config

OTobparkaeT cogeprumoe dalina TekyLeln KoHoUrypaumm.

show startup-config

OTobpaxkaeT cogepxumoe daina nepBoHayabHON KOHOUTY-
paumm.

show bootvar [unit unit]

MoKa3biBaeT akTUBHbIM daiin cuctemHoro MO, KoTopbIi

YCTPOMCTBO 3arpy»aeT npu 3anycke.
- unit — HoMep yCTPOWCTBa B CTEKe (A1 KommyTaTopa, paboTa-
foLLero 8 aBTOHOMHOM peXxMme, NapameTp He UCNOoJb3yeTcs).
MapameTp [unit unit] npn BbINONHEHUM KOMaHAbI
! AOCTYNEH TONbKO B PEKUME CTEKUPOBAHUA

unit: (1..4)

CoxpaHeHue TeKyLiel KoHourypaumum B ¢painn nepBoHavab-
HOM KOHUrypaumm.

write [memory|terminal]

MN3meHeHne umeHu dakina.
- url — Tekywee nmsa ¢ainna;
- new-url — HoBoe umsa daiina.

rename url new-url
url: (1..160)

CyLLecTBYIOT HEKOTOPbIE HEAONYCTUMbIE KOMBUHAL MM MECTONOJIOMKEHMA U MEeCTa Ha3Haue-
HUA. Henb3a KONUPOBaTb B CAEAYIOWMNX CAYYAAX:

€CNn UCXoAHbIN ¢daiin u ¢paidin Ha3HAYeHUs — OAMH U TOT XKe ¢daiin;

xmodem He moKeT 6biTb agpecom HasHaueHus. Mo X-modem c agpeca uc-
TOUHMKA ¢aitn MmoXKeT BbiTb CKONUPOBAH TONbKO B ¢aitn cucremHoro MO, B
3arpy3ouHblii paiin nau s null;

cepsep TFTP He moXeT 6biTb agapPecom UCTOYHUKA U afpPEecoM Ha3HaAYeHua
ANA OA4HOM KOMaHAbl KONMPOBAHUA;

*_prv ¢paiinbl He MOryT 6bITb CKONUPOBaHbI MU NPOYUTAHDI;

KOnupoBaHMe K/OT yCTPOIACTB CTeKa, paboTaloLmx B Be40MOM peXxume, BO3-
MO3KHO TONbKO ana daitna cuctemuoro MO u ¢aiina HauaNbHOro 3arpysumka.

Tabanuya 5.23 - OnncaHme NPU3HAKOB KONMPOBAHWMA

Mpu3Hak OnucaHue

BocKnuuaTenbHbIl 3HaK 03HaYaeT, YTO NPOLLEeCcC KOMMPOBaHUA NAET ycnewHo. Kax-
| [blA BOCKNIMLATE/IbHbIW 3HAK YKa3bIBAET HAa YCNELIHYH Nepesayy AecAT NakeToB
(512 6anToB Kaxkabln).

TouKa 03Ha4aeT, YTo NpoLecc KoNMPoBaHMUA NpepsaH. HECKONBKO ToYeK noapAas,
O3Ha4aeT, YTOo B Npouecce KoNMpoBaHMA BO3HUKNA owmnbKa.

[pumepbl UC0/16b308AHUS KOMAHO.

= Yaanutb paiin test U3 sHeproHe3aBUCUMOM NAMATH:
console# delete flash: test

Delete flash:test? [confirm]

Pe3ynbTaT BbINO/IHEHUA KOMaHAbl: MOC/e NoATBEPKAeHUA dain byaeT yaaneH.

5.8.3 KomaHpabl ana pesepsupoBaHua KoHpurypauum

B gaHHOM pasgenie onncaHbl KOMaHAbl HACTPOMKM pe3epBMPOBaAHUS KOHOUIYpaLMK NO Tanmepy nau
Npu coxpaHeHuu TeKkyllen KoHdurypaumm Ha flash-Hakonutens.
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KomaHObl 0ocmynHbie 8 pexcume 21060716H020 KOHGDU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKK B pPeXXMME r106anbHOro KOHGUIypUpPoBaHUA UMEET CAeayIOWNA BUA:

console (confiqg) #

Tabnnuya 5.24 — KomaHabl ynpaBieHMA CUCTEMOI B pernme rnobanbHOro KOHPUrypmposaHuma

KomaHoa

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

backup server server

no backup server

server: (1..22) cumBonos

YKa3saHue tftp-cepBepa, Ha KOTOpbIN ByaeT NPOU3BOAUTLCA
pe3epsupoBaHue KoHdUrypauuu. CTpoka B popmate
«tftp:/ /XXX XXX XXX XXX,
«scp://[[username][:[password]]@]host».

YpaneHue cepsepa Ans pe3epBuUpoBaHus.

backup history enable

no backup history enable

-/BbIKNOYEHO

BK/IIOYNTb COXPaHEHWE UCTOPUN PE3EPBHbBIX KOMUIA.

OTKNOYNTD COXpaHeHne UCToOpPUKN pesepBHbIX KOMWWA.

backup path path

no backup path

path: (1..128) cumsonos

YKa3saHue nyTu pacnonoxeHua daina Ha cepsepe u npedukca
daina. Mpu coxpaHeHnn K npeduKcy byaeT A06aBNATbCA TEKY-
Wan gata v Bpema B popmare FrrrMmaaq4mMmcec.

YpaneHue nytv Ans pesepsupoBaHus.

backup time-period timer

no backup time-period

timer: (1..35791394)
MWUH/720 MUH

YKaszaHue NpoMeKyTKa BPeMeHMU, Mo UCTeYeHUM KoToporo by-
[eT OCyLecTBAATLCA aBTOMATUYECKOe pe3epBUPOBaHME KOH-
durypauum.

BoccTaHaBnvBaeT 3HaYeHWe o yMon4YaHuoo

backup auto

no backup auto

-/BbIK/IIOYEHO

BK/tOUEHME aBTOMATUYECKOTO pe3epBupoBaHus KoHourypa-
uuu.

YcTaHOBKa 3HaY€HUA N0 YMOYaHUIO.

backup write-memory

no backup write-memory

-/BbIKNOYEHO

BKAtOYEHWE pe3epBUPOBaHNA KOHOUTYPALMM NPU COXPAHEHUN
nonb3oBartenem KoHourypaumm Ha flash.

YcTaHOBKa 3HaY€HUA N0 YMOYaHUIO.

_‘

abnuvua 5.25 — KomaHapl ynpasneHus cuctemon B pexkmume Privileged EXEC

KomaHda

Aeiicmeue

show backup

OTobparkaeT MHGOPMaLMIO O HACTPOMKAX Pe3epPBUPOBAHUA KOHPUTYypaL K.

show backup history

OTO6paKaeT UCTOPUIO YCMELLIHO COXPAHEHHbIX Ha cepBep KOHOUIypaLuii.

5.8.4 KomaHgbl AnA aBTOMaTUUECKOro 06HOBNEHUA U KOHOUIrypUpoBaHUA

I'Ipouecc asmomamu4ecKoz2o ob6HoeneHus

KommyTaTop 3anyckaeT npouecc aBTomaTuyeckoro obHoeneHusa, 6asupytowmiica Ha DHCP (go
npouecca aBTOMaTUYECKON KOHPUrypaLum), eCnm OH BKAKOYEH U UMA TekcToBoro daiina (DHCP-onuma 125),
copeprkalero nma obpasa MO, 6bino npesocrasneHo cepsepom DHCP.

I'Ipou,ecc aBTOMATMYECKOro 06HOBNEHUSA COCTOUT U3 cneayroumx waros:

KommyTaTop 3arpyKaeT TEKCTOBbIN dann n YntTaet us Hero nma ¢aina obpasa MNO Ha TFTP-cep-
KommyTaTop ckaumBaeT nepsblii 610K (512 6aiMT) obpasa MO c TFTP-cepBepa, B KOTOPOM coaep-
KommyTtaTop cpaBHMBaeT Bepcuto daina obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei

aKTMBHOro obpasa MO KommyTaTopa. ECM OHKM OT/IMYaKOTCA, KOMMYTaTOP 3arpyykaeT 0bpas Mo ¢
TFTP-cepBepa BMecTo HeakTMBHOro obpasa MNO KommyTaTopa U AenaeT AaHHblii 06pa3 aKkTuB-

1.
Bepe;
2.
*utca sepcma MN0O;
3.
HbIM;
4,

Ecnn 06pas MO 6bin 3arpy:KeH, TO KOMMYTaTOp NepesarpyaeTca.
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Mpoyecc asmomamu4yecKko20 KOHGpuU2ypuposaHus

KoMmyTaTop 3amnyckaeT npoLecc aBTOMaTUYeCKOro KoHourypuposahua, 6asmpytowmiica Ha DHCP,
NpW BbINOJHEHUWN CEAYIOLLUX YCNOBUIA:

1. ATOMaTU4YeCKOE KOHOUIYPMPOBAHUE PaspeLleHO B KOHPUTypauuu.

2. Otser DHCP-cepsepa cogepxut IP-agpec TFTP-cepepa (DHCP-onuma 66) u wuma ¢alina
KoHourypaumm (DHCP-onuma 67) B popmate ASCIL.

V MonyueHHblt dpaiin KoHPUrypaumum pobasnserca K TeKyuei (running) KoHouUrypauuu.

Ecnaun nonb3oBaTtenb BK/IOYUI aBTOMaTUUYECKOe coxpaHeHue (KomaHga boot host auto-save),
To TeKywas (running) KoHdurypauma 6yaer CKONMUpoOBaAHA B MNepBOHaYasIbHYIO
KoHdurypauumio (startup).

KommyTaTop AenaeT NonbITKy 3arpy3nTb KOHOUIypauuto, ecn BbIMOAHAETCA O4HO U3 YC/0BUIA:

1. KommyTaTop MMeeT KOHOUIypaumio No YMONYaHUIO;
2. [o nepesarpysku KommyTaTopa nosib3oBatenem 6bina BBeAeHa KomaHaa «boot host dhcp», Ko-
Topan GopcupyeT NoNyYeHMe KOHPUIypaL MM Npu 3arpyske.

KomaHObI, docmyrniHbie 8 pexcume 2106as1bH020 KOHPU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKM B pPeXKMME r106anbHOro KOHGUIypupoBaHUA UMEET CAeayIOWNIA BUA:

console (config) #

Tabnnuya 5.26 — KomaHabl ynpaBieHMA CUCTEMOI B perknme rnobanbHOro KOHPUrypmposaHuma

3HayeHue/ 3HayeHue no .
KomaHoa HAelicmeue
YMOAYAHUIO
. BKAtOUYEHME aBTOMATUYECKOTO KOHGUTYpUpoBaHUa H6asnpyio-
boot host auto-config burypup Py
-/BKNtOYEHO werocsA Ha DHCP.
no boot host auto-config YcTaHOBKa 3HaYeHUsA N0 YMOAYaHUIO.
BKNtOUYEHME aBTOMATUYECKOTO COXPAHEHUSA TEKYLLEN KOHDUTY-
boot host auto-save P yul bury
-/BbIK/IIOYEHO pauuun B NnepBOHaYanbHYto nocsae noayvyeHua ee no TFTP.
no boot host auto-save YCTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
BKAtoYeHMe aBTOMATUYECKOTo KOHOUTrypupoBaHua 6asnpyto-
boot host auto-update burypup Py
-/BKNIOYEHO werocsA Ha DHCP.
no boot host auto-update YcTaHOBKa 3HaYeHUs N0 YMOAYaHUIO.
BKAtoueHWe NPUHYAUTENBHOM 3arpy3Ku KOHPUrypaLumm npm
boot host dhcp PUHYA Py purypan P
-/BbIKOYEHO CNeayroLLeM BKAOYEHUM KOMMYTATOpa.
no boot host dhcp YcTaHOBKa 3HaYeHUs N0 YMONYaHUIO.

KomaHOwbl pexcuma privileged EXEC

3anpoc KomaHAHOM CTPoKK B pexume privileged EXEC umeeT cneaytowmii Bua;

console#
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Tabnnua 5.27 — KomaHabl ynpasneHua cuctemolt B pexkume privileged EXEC

3HayeHue/ 3HayeHue no

elicmeue
YMOAYAHUIO A

KomaHda

show boot —

pvpoBaHus.

MpPOCMOTP HACTPOEK aBTOMATUYECKOrO 06HOBNEHUA U KOHUry-

=  [lpumep KoHurypaumm ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32, #enterprise-number. UneHTUOUKATOP MNPOUBBOIOUTEJNIS,
35265 (Eltex)

option-data + 2.
unsigned integer 8, #sub-option-code. Kom momomnumu, BCcerma paBeH 1

unsigned integer 8, #sub-option-len. [nuuHa crTpoku sub-option-data

obpaza IO
}i

host mes2124-test {

BCerma paBeH

unsigned integer 8, #data-len. [imMHa BCexX HAHHHX ONUMM. PaBHa IOJIMHE CTPOKM sub-

text #sub-option-data. Mmsa TexcToBOTO Oamnna, comepxamero MM

hardware ethernet a8:£9:4b:85:a2:00; # MAC-ampec koMMyTaTOpa

filename "mes2124-test.cfg"; #VMS KOHOUTYpaLUVM KOMMYyTaTopa
option image-filename 35265 18 1 16 "mes2000-1144.ros"; #1UMa TEeKCTOBOTO

banna, comepxamero mMsa obpasza 10
next-server 192.168.1.3; #IP-ampec TFTP-cepBepa
fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa
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5.9 HacTpoiika cucTeMHOro BpemeHu

/ ABTOMATMYECKUiIA Nnepexoa Ha ieTHee Bpems OCYLLeCTBASAETCA B COOTBETCTBUU CO CTaHAap-
Tamu CLUA u EBponbl. B KOHUrypaumum moryTt 6biTb 3agaHbl nt06ble Aata u Bpema gasa ne-
pexopa Ha neTHee Bpems u obpaTHo.

KomaHOwbl pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexume Privileged EXEC nmeet cneayrowmin BuAa;
console#

Tabnnua 5.28 — KomaHAgbl HAaCTPOMKKN CUCTEMHOIO BpemeHU B perkmume Privileged EXEC

KomaHoa 3HaveHue Aeilicmeue
clock set hh:mm:ss day hh: (0..23), mm: (0..59) Py4Han ycTaHOBKa CMCTEMHOrO BpemeHM (KoMaHAa AOCTyNHa
month year ss: (0..59), day: (1..31); TO/IbKO A1 NPUBUIErMPOBAHHOIO NOJIb30BaTeNA).
clock set hh:mm:ss month month: (Jan..Dec); - hh — vacbl, MM — MUHYTbI, S — CEKYHAbI;
day year year: (2000 — 2037) - day — peHb; month — mecau; year — rog,
show sntp configuration — Moka3biBaeT KoHGUrypaumio npotokona SNTP.
show sntp status — MokasbiBaeT ctaTyc npoTtokona SNTP.

KomaHObI pexcuma EXEC

3anpoc KoMaHAHOM CTPOoKM B pexknume EXEC nmeet cneaytowmin Bua;
console>

Tabnnua 5.29 — KomaHabl HACTPOMKM CUCTEMHOTO BPEMEHM B pexknme « EXEC»

KomaHoa 3HayeHue Aelicmeue

show clock {sntp | ntp} MoKa3bIiBAaET CUCTEMHOE BPemsA U AaTy

- sntp — c nomolpto npoTokona SNTP;

— - ntp — ¢ nomoLbto npoTtokona NTP.

[ononHntenbHo oTobpakaeT NapameTpbl YacOBOro Nosca U
nepexosa Ha neTHee Bpems.

show clock detail

KomaHObI docmynHbie 8 pexcume 27106a716H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOM CTPOKM B pexkume rnobasibHOro KOHGUIypMpoBaHUA UMEET cneayowmii BUA,:
console (config) #

Tabauua 5.30 — CNCOK KOMaHA, AN HAaCTPOMKN CUCTEMHOTO BPEMEHM B peXXUME rnobasbHOro KoHdUrypu-
poBaHuA

3HayeHue/3Ha4yeHue no ”
KomaHoa / Aeilicmeue
yMOMYaHUO

Mcnonb3oBaHWe BHELLIHEro UCTOYHUKA A4 YCTaHOBKU CUCTEM-
HOro BpemMeHu:
-/BHELUHWNIA UCTOUYHMK He - sntp — no npotokony SNTP;

ncnonb3yerca - ntp — no npoTtokony NTP.
3anpeLyaeT UCNO/b30BaHME BHELIHEro UCTOYHMKA ANA yCTa-
HOBKM CMCTEMHOIO BPEMEHMU.

clock source {sntp | ntp}

no clock source
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clock timezone zone
hours-offset
[minutes minutes-offset]

no clock timezone

zone: (1..4) cumsona / HeT
OMNMCaHNUA 30HbI
hours-offset: (-12..+13)/0;
minutes-offset: (0..59)/0

YcTaHaBAMBaET 3HA4YEHMeE YacoBOro nosca.

- zone — cnoBo, cGOPMMPOBAHHOE M3 NepBbIX BYKB CNOBOCO-

YyeTaHMA, KOTOPOe OHO 3aMeHsAeT (onucaHme 30Hbl);

- hours-offset — yacoBoe cmeLLeHNE OTHOCUTE/IbHO HYNEBOrO
mepuanaHa UTC;

- minutes-offset — MUHYTHOE CMeLLLeHWe OTHOCUTE/IbHO HyJle-
Boro mepuamaHa UTC.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

clock summer-time zone
date month date year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
recurring {usa|eul|

{week day month hh:mm
week day month hh:mm}}

[offset]

no clock summer-time

zone: (1..4) cumsona/ Het
OMNMCaHNUA 30HbI
week: (1..4, first, last);
day: (mon..sun);
date: ( 1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23), mm: (0..59);
offset: (1..1440)/60 muH;

Mo ymon4yaHuio nepexos,
Ha NneTHee Bpemsa BbIK/O-
yeH

3apaeT Aaty v Bpems 419 aBTOMaTUYeCKoro nepexoa Ha fet-
Hee Bpems W Bo3BpaTa 06paTHO (414 onpeaeneHHoro roga).
MepBbiM B KOMaHAE YKa3blBAETCA ONUCAHME 30Hbl, BTOPbIM
BpeMs A/1A Nepexona Ha NeTHee Bpems 1 TPETbUM BPeMA AN
BO3BpaTa.

- zone — cnoBo, cGopMUPOBaAHHOE U3 NEPBbIX OYKB CNOBOCO-
yeTaHMA, KOTOPOEe OHO 3aMeHseT (onNucaHue 30Hbl);

- date — uncno;

- month — mecsu;

- year — rog;

- hh — Yyacbl, MM — MWUHYTbI;

- offset — KonMYeCcTBO MUHYT, A06aBASEMbIX NPU NEpPeXoae Ha
NeTHee Bpems.

3afaeT faTy M Bpemsa 418 aBTOMATUYECKOro nepexosa Ha neT-
Hee BpemsA 1M BO3BPATa 06paTHO B PEXKMME EKETOLHO.

- zone — cnoBo, cGopMMPOBAHHOE M3 NepBbix OYKB CIOBOCO-
YyeTaHMA, KOTOPOEe OHO 3aMeHsAeT (oNncaHue 30Hbl);

- usa — yCTaHOBUTb NPaBWU/Ia Nepexosa Ha NeTHee Bpems, Uc-
nosb3yemsblie B CLLA (nepexos Bo BTOpoe BOCKpPECEHbe MapTa,
0bpaTHO B NepBoe BOCKpeceHbe HOAbPSA, B 2 Yaca yTpa no
MeCTHOMY BPEMEHMN);

- eu — YCTaHOBWUTb NPaBWIa Nepexoaa Ha NeTHee Bpems, Uc-
nosib3yemble EBpocoto3om (nepexog, B nocieaHee BOCKpece-
Hbe MapTa, 0bpaTHO B NOCAeAHee BOCKpeCeHbe OKTAOPA, B 1
Yac yTpa no MpuHBMKYY);

- hh — yacbl, MM — MUWHYTbI;

- week — Hepensa mecsaua;

- day — peHb Hepenu;

- month — mecsu;

- offset — KonmyecTBo f06aBNSEMbIX MUHYT NPU Nepexoe Ha
NeTHee Bpems.

OTK/OYaET aBTOMATUUYECKMIN Nepexos Ha NeTHee Bpems.

sntp
authentication-key number
md5 value

no sntp authentication-key
number

number: (1..4294967295);
value: (1..8) cumsonos/
BbIK/IIOYEHO

YcTaHaBAMBAET KNtOY NPOBEPKM NOANNHHOCTM A8 NPOTOKOANA
SNTP.

- number — HOMep KNKoYa;

- value — 3Ha4yeHue Katua.

Ypaanaet K4 NpoBepKu NOAJANHHOCTU Ana npoTokona SNTP.

sntp authenticate

no sntp authenticate

-/npoBepKa NOAJ/IMHHOCTU
He TpebyeTca

TpebyeT npoBepKy NOAJANHHOCTU AN1A NOAyYeHUA MHPOPMa-
umn ot NTP-cepsepos.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

sntp
trusted-key key-number

no sntp trusted-key key-
number

key-number:
(1..4294967295)/
BbIK/IOYEHO

OcyuecTsaAeT NPOBEPKY NOAJAMHHOCTU CUCTEMBI, OT KOTOPOW
CUHXPOHU3MpPYETCA ¢ NomoLLblo SNTP no 3agaHHOMY KAtouy.
- key-number — Homep KAtoua.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client poll timer sec-
onds

seconds: (60 .. 86400)/

YcraHaBauBaeT Bpemsa onpoca ana SNTP-knmeHTa.

no sntp broadcast client
enable

N N 1024
no sntp client poll timer YcTaHaBAUBAET 3HAYEHMeE MO YMOYAHUIO.
sntp broadcast client ena-
ble PaspewwaeT paboTy wupokosewwatenbHbix SNTP-KAnMeHTOB.
-/3anpeleHo

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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sntp anycast client enable

no sntp anycast client ena-
ble

-/3anpelueHo

Paspewaet paboty SNTP-KAneHTam, noanepusatoLMm me-
TOZA, PACChIZIKM NAKeTOB, NO3BONAIOLWLMI NOCbINATb AAHHbIE
6aunKaliemy yCTPOMUCTBY U3 rpynnbl Moay4YaTenein

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

sntp client enable

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id}

no sntp client enable

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..4);
group: (1..16);
vlan_id: (1..4094)

PaspewaeT paboty SNTP-KAneHTam, noanepusatoLmm me-
TOZ, PAcCbIIKM NAKETOB, MO3BOAIOLLMI NOCbINATL AaHHbIE
6aunKaliemy yCTPOMCTBY U3 rpynnbl MOAyYaTeNiel, a TakKe
wunpoKosewatenbHbiM SNTP-KnnMeHTam a1 BbIGpaHHOTO MH-
Tepdelica.

- nogpobHoe onucaHme NHTePHENCOB U30XKEHO B pasgene
«KoHopUrypuposaHune nHtepdeincosy».

{ gigabitethernet gi_port | /3anpeuieqo

fastethernet fa_port | YcTaHaBAMBaET 3HaYEHME N0 YMOIYAHMIO.

port-channel group|

vlan vian_id}

sntp unicast client enable PaspewaeT paboTy ogHoaapecHbix SNTP-KANEHTOB.

no sntp unicast client ena- -/3anpeLyeHo

ble YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.

sntp unicast client poll PaspeluaeT nocnefoBaTeIbHbIM ONPOC 3aaHHbIX 0gHOaApec-
-/3anpelueHo HbIXx SNTP-cepsepoB.

no sntp unicast client poll

YcTaHaBAWBaeT 3HaYeHUe Mo YMOAYAHUIO.

sntp server

{ipv4_address | ipv6_ad-
dress |
{ipv6-link-local-address }
%{vlan finteger} | ch {inte-
ger} | isatap {integer} |
{physical-port-name}}|
hostname}

[poll]

[key keyid]

no sntp server {ipv4_ad-
dress | ipv6_address |

{ ipv6-link-local-address}%
{vlan {integer} | ch {integer}
| isatap {integer} |
{physical-port-name} }|
hostname}

hostname: (1..158) cumso-
nos;

keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address — Ipv4-appec y3na cetu;

- ipv6_address — Ipv6-agpec y3na cetu;

- ipv6z-address — lpvbz-agpec y3na cetv gns ping.

dopmat agpeca {ipv6-link-local-address}%{interface-name};
ipv6-link-local-address — nokanbHbIN IPV6 agpec KaHana;
interface-name— vmsa ucxogauwero nHTepdeica sagaerca B

cneayrolem popmare:
vlan {integer} | ch {integer} | isatap {integer} | {physical-

port-name}

- hostname — LOMEHHOEe UMsA y3/1a CeTu;

- poll — Bkntoyaet onpoc;

- keyid — naeHTudUKaTOp KAtoYa.

YpaneHue cepsepa us cnucka NTP-cepsepos.

sntp port
port-number

no sntp port

port-number:
(1..65535)/123

Onpegenaet UDP-nopt SNTP-cepBepa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

clock dhcp timezone

no clock dhcp timezone

-/3anpeweHo

PaspeluaeT nosy4yeHme TakMX AaHHbIX Kak 4acoBOM NOAC U NeT-
Hee Bpemsa ot DHCP-cepsepa.

3anpeLu,aeT nonyvyeHnA TakKUX AaHHbIX KaK 4acoBOW NOAC U neT-
Hee Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepgelica

3anpoc KOMaHAHOW CTPOKM B PeXMME KOHPUTYPUPOBaHUS MHTEpdEca MMEET CNeayoWwnii BU,:

console (config-if)#
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Tabnumua 5.31 — Cnncok KOMaHA, 418 HAaCTPOMKM CUCTEMHOIO BPEMEHU B PEXKMME KOHPUIYPUPOBaAHMA UH-
Tepdelica

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

KomaHoa

PaspewaeT paboTty SNTP-KAMEHTY, KOTOpbIM NoanepKMBaeT
METO/, PacCbl/IKM NaKeToB, NO3BO/IAIOLWMIA NOCbINAThL AaHHble
sntp client enable YCTpOWCTBY 6AMKalwemy U3 rpynmnbl NosyyaTenei, a Takxe
-/3anpelyeHo
wnpokosewatesbHomy SNTP-KIMeHTy Ha HacTpanBaemMom UH-
Tepdelice (ethernet, port-channel, VLAN).

no sntp client enable YcTaHaBAMBaET 3HaYeHMeE N0 YMONYAHMUIO.

- OT06pa3VITb CNCTEMHOE BpeEMA, ATy U AaHHbIE NO 4acoBOW 30HE:

console#show clock detail

15:29:08 NSK(UTC+7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is NOV
Offset is UTC+7

Summertime:

Acronym is NSK

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CUHXPOHU3aAUNN BpeMEHU 0T06pa)KaETCﬂ C noMmouwbo AONO/IHNTENBHO CMMBOJ1a
nepej sHa4eHnem BpemeHu.

[pumep:

*15:29:08 NSK(UTC+7) Jun 17 2009

Mcnonb3ytoTca cheaytowme 0b03HayeHuA:

— TOuKa (.) 03HauaeT, YTo Bpems AOCTOBEPHO, HO HET CUHXPOHU3aUMK ¢ cepBepom SNTP;
—  OTCyTCBME CMMBOJIa O3HAYaEeT, YTO BPeMsA LOCTOBEPHO U CUHXPOHM3ALIMA ECTb;
— 3Be3fou4Ka (*) o3HauaeT, YTo Bpemsa HeZoCTOBEPHO.

= 334aTb AaTy M BpemMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
consolef#clock set 13:32:00 7 Mar 2009
=  OT06pa3unTb cTaTyc NnpoToKosa SNTP:

consolef#show sntp status

Clock is synchronized, stratum 0, reference is 192.168.16.1, unicast
Reference time is cec866d5.8a20cccb 05:47:01.0 NSK Dec 8 2009
Unicast servers:

Server Status Last Response Offset Delay
[mSec] [mSec]
192.168.16.1 up 05:47:01.0 NSK Dec 7230 -1000
8 2009
Anycast server:
Server Interface Status Last Response Offset Delay
[mSec] [mSe
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Broadcast:

Interface IP address Last Response

B npumepe Bbille CUCTEMHOE BPEMA CUHXPOHU3UPOBAHO OT cepBepa 192.168.16.1, nocnegHuii oteeT
nony4yeH B 05:47:01, HecoBnageHne CUCTEMHOIO BPEMEHM C BpeMeHeM Ha cepeepe coctasmno 7,23 c.

5.10 KoHdurypuposaHue nHrepdeicos n VLAN

y

Y
Y

B 3aBMCMMOCTM OT TOFO B KAKOM peKume paboTaeT KOMMYTaTOp — aBTOHOMHO WM B COCTaBe
CTeKa, UsmeHseTca Bug, sanucu gna uitepdeiica Ethernet. Npu asBToHOoMHOI4 paboTe 3anucb
ana nHtepdeiica umeer sug: 1/0/N, rae N — Homep uHTepdeiica; npu pabote B cocrase
cTeKa 3anucb ana nHtepdeiica umeer sug: K/0/N, rae K — Homep ycrpoiictea B cTeke, N —
Homep uHTepdeiica. Bbibop pexkuma paboTbl KOommyTaTopa onucaH B NyHKTe 4 MeHio
Startup.

3HaueHne macku moxert bbiTb 3anucaHo ambo B popmare X.X.X.X, nnbo 8 popmare /N, rge
N — KonnuyecTBo eAMHUL, B 4BOMYHOM NpeacTaBleHUn Macku.

C6poc HacTpoek MHTepdeiica Ha 3HAYEHUA NO YMOJYAHUIO BbINOAHAETCA caeaylowen
KOMaHAoi:

console (config) #default interface {fastethernet fa port |
gigabitethernet gi port | port-channel group | vlan vian id | tunnel
tunnel id | range {..} | loopback loopback id}

5.10.1 Hacrtpoiika napameTtpoB Ethernet-unrepdeiicos, Port-Channel un Loopback-

uHTepdencos

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepaetica (duanaszoHa uHmepagelicos)

console#configure

console (config) #interface { gigabitethernet gi port | fastethernet
fa port | port-channel group | loopback loopback id | range {..}}
console (config-if) #

[aHHbIN peXXMM OOCTYNEH U3 PEXMMA KOHPUIYPUPOBaHMA U NpeaHa3HaYeH 410 3a4aHnsa NapamMeTpoB
KOHdUrypaumm mHTepdeiica (Nnopta KommyTaTopa, rpynmnbl NOPTOB, paboTaloWwmxX B pexume pasgeneHus
Harpysku unm loopback-uHtepdeiica), inbo gruanasoHa MHTepencos.

Bbibop unmepdpelica ocywecTBAAETCA NPU NOMOLLM KOMaHA:

ana MES1024

interface fastethernet fa_port — gns HacTpoiiku nHTepdeicos Fast Ethernet 1-24;
interface gigabitethernet gi_port — ana HacTpoiku nHTepdelicos Gigabit Ethernet 1-2;
interface port-channel group — ans HacTpoWKM rpynnbl KaHaNoB.;

interface loopback /oopback_id — nna HacTpoliku BUPTyanbHbIX MHTepdeiicos 1-64,

roe:

group — NOpsAAKOBbIA HOMep rpynmnbl KAHAN0B NPMHUMAET 3HavyeHus (1..16);

fa_port — nopsakosbit Homep uHTepdeirca Fast Ethernet 3agaetca 8 suage: 1..3/0/1..24;

gi_port — nopaaKkosbit Homep uHTepdeica Gigabit Ethernet 3agaertca s suae: 1..3/0/1..2;
loopback_id — nopsakoBbii Homep BUpTyanbHoro uHTepdelica loopback npuHumaeT 3HaueHus
(1..64).
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ana MES1124, MES1124M

interface fastethernet fa_port — ana HacTpoikm nHtepdeincos Fast Ethernet 1-24;

interface gigabitethernet gi_port — nna HacTpoku uHTepdeiicos Gigabit Ethernet 1-4;
interface port-channel group — gna HacTpoiKKM rpynnbl KaHaNoB.;

interface loopback loopback id — pna HacTpPOMKK HACTPOMKM BUPTYasibHbIX UHTepdelicoB 1-64,

roe:

group — NopsAAKOBbIA HOMEP rPynMbl KAHAN0B NPUHUMAaET 3HadYeHua (1..16);

fa_port — nopagkosbiit Homep uHTepdeiica Fast Ethernet 3apaetca 8 suge: 1..3/0/1..24;

gi_port — nopsaaKosbIn Homep uHTepdeiica Gigabit Ethernet 3apaerca 8 suae: 1..3/0/1..4;
loopback_id — nopsakoBbii Homep BUpTyanbHoro uHTepdelica loopback npuHumaer 3HaueHus
(1..64).

ana MES2124, MES2124P, MES2124M

interface gigabitethernet gi_port — nna HacTpoiiku untepdelicos Gigabit Ethernet 1-28;
interface port-channel group — gnsa HacTpPoOMKK rpynmnbl KaHANOB;
interface loopback loopback id — pns HacTPOMKK HACTPOMKM BUPTYasIbHbIX MHTepdelicoB 1-64,

roe:

group — NoOpsAAKOBbIA HOMEP rPyMMbl KAHAN0B NPUHUMAET 3Ha4YeHuA (1..16);

gi_port — nopsaaKoBsbIit Homep UHTepdeiica Gigabit Ethernet 3apaetca 8 suae: 1..3/0/1..28;
loopback _id — nopsakoBbii Homep BUpTyanbHoro uHTepdelica loopback npuHumaet 3HaueHus
(1..64).

ana MES2208P

interface gigabitethernet gi_port — ana HacTpoiiku nHTepdelicos Gigabit Ethernet 1-12;
interface port-channel group — ans HacTpolikK rpynnbl KaHaNoB
interface loopback /oopback_id — pnsa HacTpoONKM HACTPOIKN BUPTYanbHbIX HTepdeicoB 1-64,

roe:

group — NoOpsAAKOBbIA HOMEP rPyNMbl KAHAN0B NPUHUMAET 3Ha4YeHuA (1..16);

gi_port — nopsaaxoBsbIt Homep UHTepdeiica Gigabit Ethernet 3apaetca 8 suae: 1..3/0/1..12;
loopback _id — nopsakoBbii Homep BUpTyanbHoro uHTepdelica loopback npuHumaet 3HaueHus
(1..64).

3anucb uHTepdeica

1..3/0/1..N

HOMEp YCTPOICTBA B CTEKE HOMep cnoTa Homep nHTepdelica

KomaHabl, BBeAeHHblE B perKMme KOHPUrypupoBaHua uHTepdelica, NPUMEHAIOTCA K BblbpaHHOMY

nHTepoelicy.

Huxe npmBeaeHbl KOMaHAbl 417 BXO4A B PEXKUM HaCTpOVIKM AecAaToro ethernet—MHTepd)eﬁca nepsoro

YCTPOICTBA B CTEKE M BXOAA B PEXMM HAaCTPOMKM rpynnbl KaHanos 1.

console#configure

console (config) #interface gigabitethernet 1/0/10
console (config-if) #

console#configure

console (config) #interface port-channel I

console (config-if) #
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Bbibop duana3zoHa uHmepgeiicoe ocyLecTBAAETCA MPU NOMOLLM KOMaHA,;

interface range fastethernet portlist — pnsa HacTpoitkn ananasoHa fastethernet-nnrepdeiicos;
interface range gigabitethernet portlist — gna HacTpoikn gmnanasoHa gigabitethernet-uHtepdodeiicos;
interface range port-channel grouplist — pns HacTpoiKkM ananasoHa rpynn NopToB..

KomaHabl, BBeAEHHbIE B AaHHOM pexunme, NPUMEHAKTCA K Bbl6paHHOMy Anana3oHy MHTep¢EﬁCOB.

Huke npuBeaeHbl KOMaHAbl AN BXOAA B PEXUM HAaCTPOIKM Anana3oHa ethernet nHTepdeiicos ¢ 1 no
10 1 aNA BXoAa B peXXMM HaCTPOMKM BCex rpynn nopTos.

console#configure
console (config) #interface range gigabitethernet 1/0/1-10
console (config-if)#

console#configure
console (config) #interface range fastethernet 1/0/1-10
console (config-if) #

console#configure
console (config) #interface range port-channel 1-16
console (config-if) #

Tabnuua 5.32 — KomaHabl pexuma KoHpurypmposaHusa nntepdeica Ethernet, Port-Channel n loopback-

nHTepdelica
3HaveHue/3HayeHue no .
KomaHoa / Aelicmeue
yMonYaHuro
shutdown BbIK/OUNTL KOHUTYpUpyemblli MHTepdeiic (Ethernet, port-
-/BKAIOYEH channel, loopback).

no shutdown

BKNHOUUTL KOHPUTYPUPYEMDIA MHTEPDEIAC.

description descr

no description

descr: (1..64) cumsonos/
HEeT onnucaHuma

[ob6aeutb onucaHune uHtepodeiica (Ethernet, port-channel,
loopback).

Yaanutb onucaHue nHtepdeiica.

speed mode

no speed

mode: (10, 100, 1000)

3apaTb CKOPOCTb Nepenayn aaHHbIx (Ethernet, port-channel).

YCTaHOBUTb 3HAYEHME NO YMOHAHUIO.

media-type {force-fiber |
force-copper | prefer-fi-
ber | prefer-copper}

no media-type

/prefer-fiber

- force-fiber — paspeleHa aKTMBHOCTb TONbKO ONTUYECKOM
YyacTtu Kombo-nopTa;

- force-copper — paspelueHa akTMBHOCTb TO/IbKO MeAHOM Ya-
CTM KOMb60-NopTa;

- prefer-fiber — npenmyLLeCcTBO ONTUYECKOIO INHKA;

- prefer-copper — npeMmyLLeCcTBO MEAHOr0 INHKA.

V TonbKo ana Kom6o-nopTos.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

duplex mode

no duplex

mode: (full, half)/full

3afaTb pexum aynnekca uHtepdeiica.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

negotiation [cap1 [cap2...

cap5]]

no negotiation

capl: (10f, 10h, 100f, 100h,
1000f);

cap2: (10f, 10h, 100f, 100h,
1000f);

cap3: (10f, 10h, 100f, 100h,
1000f)

BK/toYaeT aBTOCOr/1acoBaHMe ANA CKOPOCTM M AynjieKca Ha
HacTpanBaemom uHTepdeiice. MOXKHO yKasaTb onpesaeneH-
Hble COBMECTMMOCTM NapamMeTpa aBTOCOI/1IacoBaHWA, eCau Na-
pameTpbl He 3aZlaHbl, TO NOAAEPKMBAIOTCA BCE COBMECTUMO-
ctu (Ethernet, port-channel).

BbIK/IlOYaeT aBTOCOr1IacoBaHUe ANA CKOPOCTM M AyneKca Ha
HacTpanBaeMom uHTepdelice.

flowcontrol mode

no flowcontrol

mode: (on, off, auto)/off

3apath pexkum ynpasneHuna notokom flowcontrol (BkntounTb,
OTK/IIOUYUTb UM aBTOCOI/IACOBaHMeE). ABTOCOI/1IacoOBaHUe
flowcontrol paboTaeT ToNbKO B Cyyae, ecam pexknum aBToco-
rnacosaHua negotiation BKAOYEH Ha HAaCTpPaMBaeMOM UHTep-
deiice (Ethernet, port-channel).

OTKAIOUUTD PeXunm ynpasaeHnUA NOTOKOM.

mdix mode

mode: (on, auto)/auto

Mo3BO/IAET UCMOJIb30BaHME «MEePEKPeLL,eHHOro» Kabens Ha
HacTpanBaemom uHTepdeiice (Ethernet).
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no mdix

3anpeLaeT UCNo/b30BaHME «MepeKkpeLLeHHOro» kKabensa Ha
HacTpanBaemom MHTepoeiice.

back-pressure

no back-pressure

-/BbIK/IIOYEHO

BrtouaeT PpyHKLMIO «0BpaTHOro AaBNeHUA» Ha HacTpauBae-
mom mnHTepdelice (Ethernet).

BbIKk/toYaeT GYHKLMIO «06PaTHOrO AaBAEeHWNA» HA HacTpauBae-
MOM MHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBUTb NEpUOoA, B TeUeHMe KOToporo cobupaerca craTu-
CTWKa O HarpysKe Ha uHTepdelice.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KOMaHAHOM CTPOKM B peXume KOHPUrypmpoBaHuma:

console (config) #

Tabnumua 5.33 — KomaHabl pexkmma obLmx HacTpoek nHtepdeinca Ethernet n Port-Channel

KomaHoa 3HayeHue Aelicmeue
port jumbo-frame PaspewaeT kommyTaTopy paboTtathb ¢ dperimamu 6onbLIOrO
pasmepa.
3HaueHne maximum transmission unit (MTU) no
V ymonyaHuio 1500 6aitT.
HacTpoiika BcTynuT B cuny ToNbKO Nocne nepesa-
-/3anpeueto V rpy3Ku ycTpoiicTea.
V 3HaueHne maximum transmission unit (MTU) npu
HacTpoiike port jumbo-frame 10200 6aiiT.
no port jumbo-frame 3anpeLaet KOMMyTaTopy paboTaTb ¢ dpperimamm 6onbLLOro
pasmepa.
errdisable recovery cause BK/IOUNTb aBTOMATUYECKYIO aKTUBaLMIO MHTepdelica nocne
{loopack-detection | €ro OTK/II0HYEHNA B C/IeAYOWNX CayYanx:
port-security | - loopback-detection — obHapy:keHune netens;
dotlx-src-address | - port-security — HapyleHune 6esonacHocTu ana port security;
acl-deny | - dotlx-src-address —He npoxoxaeHune ayTeHTUdUKaLMK, OC-
stp-bpdu-guard | stp-loop- HoBaHHOM Ha MAC-agpecax nosib3oBatenei;
back-guard } - acl-deny —He cooTBeTcTBMe cninckam goctyna (ACL);
- stp-bpdu-guard — akTmBauua 3awmTbl BPDU Guard (npuém
-/3anpeLueHo HEeCaHKLMOHUPOBaHHOro naketa BPDU yepes nHtepdeiic);

no errdisable recovery
cause {loopack-detection |
port-security |
dotlx-src-address |
acl-deny |

stp-bpdu-guard | stp-loop-
back-guard}

- stp-loopback-guard — obHapyxeHue netenb.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

errdisable recovery inter-
val seconds

no errdisable recovery in-
terval

seconds: (30..86400)/300
CeKyHA,

YCTaHOBWUTb BPEMEHHOW MHTEPBan A4/18 aBTOMaTUYECKOro no-
BTOPHOTO BKNOYEHUA UHTEpdelica.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group | loop-
back loopback_id}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
loopback_id: (1..64)

C6poc HacTpoek uHTepdeiica uam rpynnsl MHTepdeincos Ha
3HaYeHUA, YCTaHOBJ/IEHHbIE MO YMOYAHUIO.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#
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Tabnunuya 5.34 — KomaHpgb! pexkuma EXEC

KomaHoa

3HayeHue

Aeilicmeue

clear counters

Cbpoc CTaTUCTUKM ANA BCeX MHTepdencos.

clear counters

{ gigabitethernet gi_port |
fastethernet fa_port

| port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

C6poc ctatncTukM ana Ethernet-nopTta, rpynnbi NOpTOB.

set interface active
{ gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

AKTUBUPYET NOPT, BbIKAHOYEHHbI KomaHaol shutdown.

show interfaces configura-
tion [gigabitethernet gi_port
| fastethernet fa_port | port-
channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKa3aTb KOHOUTYpaLM0 MHTEPDENCOB.

set interface active
port-channel group

group: (1..16)

AKTMBMpPYET rpynny NOPTOB, BbIK/IOYEHHYIO KOMaHA0M
shutdown.

show interfaces status

MoKa3aTb cocToAHUE Bcex MHTepdEencoB.

show interfaces

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTb cBOAHY MHGOPMALMIO O COCTOSIHUM, HAaCTPOIKe U
ctatuctuke Ethernet-nopta, rpynnel noptos.

show interfaces status

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasaTb cocTosiHue Ethernet-nopTa, rpynnbl NOpTOB.

show interfaces advertise

MoKasaTb NapamMeTpbl aBTOCOIIaCcoOBaHWA, 06bAB/EHHbIE 415
BCEX UHTepdelicoB.

show interfaces advertise

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Moka3aTb NapameTpbl aBTOCOI/IACOBaHNA, 06bABIEHHbIE AN1A
Ethernet-nopta, rpynnbl NopToB.

show interfaces description

MokasaTb onncaHusa Bcex MHTepdeicos (Braovasa VLAN uHTep-
deiicbl).

show interfaces description
{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

lNokasaTb onncaHue Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces counters

MoKasaTb CTaTUCTUKY A5 BCEX UHTepdelicoB.

show interfaces counters

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasaTb cTaTUCTUKY AnAa Ethernet-nopra, rpynnsbl nopTos.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HArpysKe 411 Bcex MHTepdencos.

show interfaces utilization
[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasaTb cTaTUCTUKY MO HarpysKke ansa Ethernet-nuHtepdelica,
rpynnbl MOPTOB.

show ports jumbo-frame

MokasaTtb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HAaCTPOWKM A7 aBTOMATUUYECKOIN NOBTOPHOM aKTUBa-
unn nHTepdeica.

show errdisable interfaces
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKa3aTb NPUYMHY OTKIOUYEHUA UHTepdeiica/uHTepdeicos 1
COCTOAIHME aBTOMATUYECKOM aKTUBaLLUM.
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[pumepbl 8bINOAHEHUA KOMAHO.

= [loKa3aTb COCTOSIHWE UHTEPDENCOB:

console# show interfaces status

Flow Link Up Time Back Mdix

Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure Mode Port Mode
gil/0/1 1G-Copper Full 1000 Enabled Off Up 01,00:54:25 Disabled Off Trunk
gil/0/2 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/3 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/4 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/5 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/6 1G-Copper - -- -- -- Down -- -- -- Access
gil/0/7 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/8 1G-Copper -- -- -- -- Down -- -- -- Access
gil/0/9 1G-Copper - -- -- -- Down -- -- -- Access
gil/0/10 1G-Copper - - - -- Down - - -— Access
gil/0/11 1G-Copper - - - -- Down - - -— Access
gil/0/12 1G-Copper - - - -- Down - - -— Access
gil/0/13 1G-Copper - - - -- Down - - -— Access
gil/0/14 1G-Copper - - - -- Down - - -- Access
gil/0/15 1G-Copper - - - -- Down - - -- Access
gil/0/16 1G-Copper - - - -- Down - - -- Access
gil/0/17 1G-Copper - - - -- Down - - -- Access
gil/0/18 1G-Copper - - - -- Down - - -- Access
gil/0/19 1G-Copper - - - -- Down - - -- Access
gil/0/20 1G-Copper - - - -- Down - - -- Access
gil/0/21 1G-Copper - - - -- Down - - -- Access
gil/0/22 1G-Copper - - - -- Down - - -- Access
gil/0/23 1G-Copper - - - -- Down - - - Access
gil/0/24 1G-Copper - - - -- Down - - - General
gil/0/25 1G-Combo-C - - - -- Down - - - Access
gil/0/26 1G-Combo-C Full 1000 Enabled Off Up 01,00:25:56 Disabled Off Access
gil/0/27 1G-Combo-C - - - -- Down - - - Trunk
gil/0/28 1G-Combo-C Full 1000 Enabled Off Up 01,00:54:25 Disabled On General

Flow Link
Ch Duplex BW Neg control State Port Mode
Pol Full 1000 Enabled Off Up Trunk
Po2 -- -- -= - Not Present Access
Po3 -= -= -= -- Not Present Access
Po4d -= -= -= - Not Present Access
Po5 -= -= -= - Not Present Access
Pob6 -= -= -= - Not Present Access
Po7 -= -= -= - Not Present Access
Po8 -= -= -= - Not Present Access

=  BbiBectu uHdopmauuto 06 nHtTepdeicax

console# show interfaces FastEthernetl/0/1

fastethernet 1/0/10 is up (connected)
Interface index is 10
Hardware is fastethernet, MAC address is a8:f9:4b:a5:d7:8a
Description: TEST LAB PORT
Interface MTU is 1500
Full-duplex, 100Mbps, link type is auto, media type is 100M-Copper
Link is up for 0 days, 0 hours, 1 minutes and 17 seconds
Advertised link modes: 100baseT/Full 100baseT/Half
10baseT/Full 10baseT/Half
Flow control is off, MDIX mode is on
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
18 packets input, 2808 bytes received
9 broadcasts, 9 multicasts
0 input errors, 0 FCS, 0 alignment
0 oversize, 0 internal MAC
0 pause frames received
46 packets output, 2944 bytes sent
3 broadcasts, 43 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error

O O O o
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" NMoKa3aTb NapameTpbl aBTO-COr/1IaCOBaHMUA:

console#show interfaces advertise

Port Type Neg Operational Link Advertisement
gi0/1 1G-Fiber Disabled --
gi0/2 1G-Fiber Disabled -—
gi0/3 1G-Fiber Disabled --
gi0/4 1G-Fiber Disabled -—
gi0/5 1G-Fiber Disabled --
gi0/6 1G-Fiber Disabled -—
gi0/7 1G-Fiber Disabled --
gi0/8 1G-Fiber Disabled -—
gi0/9 1G-Fiber Disabled --
gi0/10 1G-Fiber Disabled -—
gi0/11 1G-Combo-C Enabled --
gi0/12 1G-Combo-C Enabled -—
gi0/13 1G-Fiber Disabled --
gi0/14 1G-Fiber Disabled -—
gi0/15 1G-Fiber Disabled --
gi0/16 1G-Fiber Disabled -—
gi0/17 1G-Fiber Disabled --
gi0/18 1G-Fiber Disabled -—
gi0/19 1G-Fiber Disabled --
gi0/20 1G-Fiber Disabled -—
gi0/21 1G-Fiber Disabled --
gi0/22 1G-Fiber Disabled -—
gi0/23 1G-Combo-C Enabled --
gi0/24 1G-Combo-C Enabled 1000f, 100f, 100h, 10f, 10h
Ch Type Neg Operational Link Advertisement
Pol -- Enabled -=
Po2 -- Enabled -=
Po3 -= Enabled --
Po4 -- Enabled -=
Po5 -- Enabled -=
Po6 -- Enabled -=
Po7 -- Enabled -=
Po8 -= Enabled --

=  [loKasaTb CTaTUCTUKY NO UHTepdeicam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
gi0/1 0 0 0 0
gi0/2 0 0 0 0
gi0/3 0 0 0 0
gi0/4 0 0 0 0
gi0/5 0 0 0 0
gi0/6 0 0 0 0
gi0/7 0 0 0 0
gi0/8 0 0 0 0
gi0/9 0 0 0 0
gi0/10 0 0 0 0
gi0/11 0 0 0 0
gi0/12 0 0 0 0
gi0/13 0 0 0 0
gi0/14 0 0 0 0
gi0/15 0 0 0 0
gil0/1l6 0 0 0 0
gi0/17 0 0 0 0
gi0/18 0 0 0 0
gi0/19 0 0 0 0
gi0/20 0 0 0 0

More: <space>, Quit: g, One line: <return>
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= [loKasaTb CTaTUCTUKY MO rpynmne KaHanos 1:

console#show interfaces counters port-channel 1

Pol

FCS Errors: 0

SQE Test Errors:

Late Collisions:

Alignment Errors:

InUcastPkts InMcastPkts InBcastPkts InOctets
BT o o o007
OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
o e s e

0

Single Collision Frames: 0
Multiple Collision Frames: 0

Deferred Transmissions: 0

Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets:
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

0

Tabnumua 5.35 — OnucaHne cyeTYNKoB

Cuemyuk OnucaHue
InOctets Konnuectso NpuHATbIX 6aliToB
InUcastPkts Konnyectso NPUHATbLIX 04HOAAPECHbIX NAKeTOB
InMcastPkts Konnyectso NPUHATBIX MHOFOa4,peCcHbIX MaKeToB
InBcastPkts Konnyectso NpMHATLIX LUMPOKOBELLATENBbHbIX MAaKeTOB
OutOctets Konnyectso nepegaHHbIx 6anTos
OutUcastPkts Konnyectso nepesaHHbIX 04HOALPECHbIX MAaKeTOB
OutMcastPkts Konnyectso nepesaHHbIX MHOrOaZpecHbIX NaKkeToB
OutBcastPkts Konnuectso nepegaHHbIX LLMPOKOBELLATE/IbHbIX MAaKETOB

Alignment Errors

Konnyectso NnpuHATLIX GPENMOB C HapyLLIEHHOMN LIeIOCTHOCTLIO (C KONMYECTBOM
6aliT He COOTBETCTBYIOLMM AJIMHE) U HE NPOLeAWnNX MPOBEPKY KOHTPO/IbHOM
cymmbl (FCS).

FCS Errors

Konanyectso NpuHATLIX GPernMoB C KOMYECTBOM 6aiT, COOTBETCTBYIOLWMM A/NHE,
HO He MpoLeaLnx NPoBePKY KOHTPObHOM cymmbl (FCS).

Single Collision Frames

Konunuectso ¢ppeimoB, BOBNEUYEHHbIX B €4MHUYHYIO KONU3UIO, HO BNOCAEACTBUM
nepesaHHbIX yCneLwHo.

Multiple Collision

Konnyectso ¢ppeiimoB, BoB/ieYeHHbIX 6o/1ee Yem B 04HY KOM3UIO, HO BrOC/ea-

Frames CTBUM NepeaaHHbIX ycneLHo.
Deferred Konunuectso ppeinmoB, Ana KOTOPbIX NepBas NomnbITKa nepeaaym oT/oxeHa u3-3a 3a-
Transmissions HATOCTM cpeapl nepeaaun.

Late Collisions

Konunyectso cnyyaes, Korga Konamsuns 3adpMKCMpPOBaHA NOC/e TOTo, KaK B KaHan
CBA3M yrKe bblan nepenaHbl nepsble 64 6aiT (slotTime) naketa.

Excessive Collisions

Konunyectso ¢ppelimos, KoTopble He Hblin NepeaaHbl U3-3a U3BbITOYHOrO Konye-
CTBa KONN3UNA.

Carrier Sense Errors

Konunyectso cnyyaes, KOrga cCOCTOAHME KOHTPOA Hecyllei 6bi1o NnoTepaHo, Mbo
He yTBEpP)KAEeHO Npu NonbITKe nepenaun ppeiima.
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Oversize Packets Konnyectso NpuMHATLIX NaKeTOB, pa3mep KOTOPbIX NPEeBbILLAET MaKCMMasibHbI pas-
peleHHbI pasmep dpenma.

Internal MAC Rx Errors | Konndectso ¢ppelimos, KoTopble He Bblan NPUHATbLI YCNELIHO M3-3a BHYTPEHHEN
oWKnb6KM npuema Ha yposHe MAC.

Symbol Errors [na vHTepodelica, paboTatouiero B pexkmume 100M6/c — Konuuyectso cayyaes, Koraa
MMesIcA HeAOMYCTUMbIV CUMBOA AaHHBIX, B TO BPEMS KaK NpaBu/bHasA HecyLlan
6blna NnpeacTaBaeHa.

[nsa nHtepdeitca, paboTatowero 8 noayayniaekcHom pexmnme 1000M6/c — Konnye-
CTBO C/ly4aeB, KOr4a CpeacTBa NpMema 3aHATbl B Te4eHUE BPEMEHM, PaBHOMY NN
6o/bLeMy Yem pasmep cnoTa (slotTime), n B Te4eHME KOTOPOro MMENOCH XOTA Bbl
04HO cobbiTne, KoTopoe 3acTasaseT PHY BbigaBaTb OWMOKY Npuema gaHHbIX (Data
reception error) nau owmnbKy Hecyuel (Carrier extend error) Ha GMII.

[na vuTepdelica, paboTatolero B NoJHOM AynaeKkcHom pexxume 1000M6/c — Ko-
JIMYECTBO CNy4aeB, Korga cpeactsa NpMema 3aHATbl B TeYeHMe BpeMeHU, paBHOMY
unu 6onblieMy YeM MUHUMAbHbIN pasmep ¢peima (minFrameSize), u B TeueHue
KOTOPOro MMeniocb XoTA 6bl 0AHO cobbITME, KOTOpOE 3acTasnAeT PHY BblaaBaTthb
OLWKMBKY NprMema AaHHbIx (Data reception error) Ha GMII.

Received Pause Konunyectso npuHaTbix ynpasastowmx MAC-ppeiimos ¢ kogom onepaummn PAUSE.
Frames
Transmitted Pause Konunyectso nepepaHHbix ynpasaawowmx MAC-ppeinmos ¢ kogom onepaumm PAUSE.
Frames

= [lokasaTb HacTpoMKy jumbo-frames B KommyTaTOope:

console#show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

5.10.2 HacTpoiika VLAN un peXxumoB KoMmmyTauumu uHTepdeiicos

KomaHObI pexcuma KoHguaypuposaHusa VLAN

BunAa 3anpoca KOMaHAHOM CTPOKM B pexkume KoHpurypmposaHma VLAN:
consolet#configure

console (config) #vlan database
console (config-vlan) #

[aHHbIN perMm [A0CTyneH M3 pexuma rnobanbHOro KOHOUIypuMpoBaHWA M nNpefHasHavyeH Ans
3aZaHMA napameTpoB KoHourypaumm VLAN.

Tabnnua 5.36 — KomaHgbl pexkuma KoHpurypuposaHuma VLAN

3HavyeHue/3Ha4yeHue no .
KomaHoa / Aelicmeue
YMOAYAHUIO
vlan vian_range Oo6asutb VLAN nam Heckonbko VLAN.
vlan_range: (2 .. 4094)
no vlan vlan_range Yaanute VLAN nnu Heckonbko VLAN.
map protocol protocol [en- protocol: MpuBA3aTb NPOTOKOA K rpynne NPoTOKO/10B, aCCOLUMNPOBAH-
caps] protocols-group (ip, ipx, ipv6, arp, HbIX BMmecTe.
group (0600-ffff (hex)}*);
no map protocol protocol encaps: (ethernet, rfc1042, Yaanutb NpuBA3KY.
[encaps] IICOther);
group: * - Homep npoTokoa (16 6uT).
(1..2147483647)
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map mac mac_address Mpueasatb MAC-agpec nnu gmuanasoH MAC-agpecoB no macke
{ host | mask } macs-group K rpynne MAC-agpecos.
group mask: (9..48);
group: (1..2147483647)
no map mac mac_address YpanuTb npuBA3sKy.
{ host | mask }
map subnet ip_address MpueasaTtb IP-aapec nam gnanasoH IP-agpecos Nno macke K
mask subnets-group group mask: (1..32); rpynne IP-agpecos.
no map subnet ip_address group: (1..2147483647) YaanuTb NpUBA3KY.
mask

KomaHObI pexcuma KoHgpu2ypuposaHua UuHmepaelica (duanasoHa uHmepagelicos) VLAN

BuAa 3anpoca KoMaHAHOWN CTPOKM B pexxume KoHPUrypuposaHma nntepoeica VLAN:

console#configure
console (config) #interface {vlan {vlan id} | range vlan {vlan list}}
console (config-if)#

[aHHbIN peXxMm AOCTyNeH U3 PEXMMA KOHPUTYPUPOBAHMA U NpeaHa3HaYeH 41a 3a4aHUs NapaMeTpoB
KoHdurypaummn nutepoeiica VLAN, nnbo gmanasoHa nHTepdencos.

Bblbop MHTepdeica ocyLLecTBAAETCA NPM NOMOLLM KOMAHAbl interface vlan {vlan_id}.

Bbibop AnanasoHa MHTepdencoB OCyLLECTBAAETCA NP NMOMOLLM KOMaHabl interface range vlan
{vlan list}.

Huxke npuBeaeHbl KOMaHAbl 4N BXOAA B PEXMM HacTpolku nHtepdeica VLAN 1 n Bxoga B permm
HacTpoiku rpynnbl VLAN 1, 3, 7.

console#configure
console (config) #interface vlan 1
console (config-if) #

console#configure

console (config) #interface range vlan 1,3,7
console (config-if) #

Tabnunua 5.37 — KomaHgb! pexxuma KoHdUrypupoBaHua nHtepdeica VLAN

KomaHda 3HaveHue/3Ha4YeHue no Aelicmsue
YMOYAHUIO
name name name: (1..64) cumBonos/ [o6aBuTb uma VLAN
MMA COOTBETCTBYET HO-
no name mepy VLAN YCTaHOBUTbL 3HAYEHME MO YMONYAHWUIO

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (duanaszoHa uHmepgelicos) Ethernet,
UHMepdgelica 2pynnbl N1opmos

BuAa 3anpoca KOMaHAHOM CTPOKU B perknme KoHpUrypmpoBaHus nHtepdeica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console#configure

console (config) #interface {fastethernet fa port | gigabitethernet gi port |
port-channel group | range {..}}

console (config-if) #

[aHHbIN PeXUM SOCTYMNEH U3 PEXKMMA KOHOUTYPUMPOBAHUA M NpeAHa3HauYeH AN 3a4aHNA NapaMmeTpoB
KOHdUrypaumm nHtepdeiica (nopta KOMMyTaTOpa WAM FPyNnbl NOPTOB, PaboTaloWMX B PEXUME pa3geneHus
Harpysku), nMbo ananasoHa nHTepdelicos.
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MopT MoXeT paboTaTb B YETbIPEX PEXKMMAX:

— access — NHTepdenc gocTyna — HeTerMpoBaHHbI MHTepdenc ans oaHol VLAN;
—  trunk — vHTepdelic, NPUHUMAIOLLLNI TONbKO TErMPOBaHHbIN TPadUK, 3a UcKAoYeHnem ogHoro VLAN,

KOTOPbI MOXeT bbiTb o6aBNeH C MOMOLLbIO KOMaHabl switchport trunk native vian;
— general — nHTepdeic c nonHon nogaep:kon 802.1q, NPUHMMAET KaK TerMPoBaHHbIN, TaK U HETEern-

pOBaHHbIN TpaduK;

— customer — 802.1 Q-in-Q-uHTepdelic.

Tabnnuya 5.38 — KomaHgb! pexxnuma KoHdUrypupoBaHua nHtepdeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

switchport mode mode

no switchport mode

mode: (access, trunk, gen-
eral, customer)/access

3agaTb perkmum paboTbl nopTta B VLAN.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

Lob6asutb VLAN ana untepdeiica goctyna.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnucok VLAN ana nutepoeiica.

Yaanute cnucok VLAN ans nHtepoelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vilan

vlan_id: (1..4094)/1

LobasnaeT ykasaHHbIn VLAN B kayectBe Default VLAN gns
[AHHOTO UHTepdelica, BeCb HETErMpoBaHHbIM Tpadumk, NoCTy-
naloLmin Ha AaHHbIW NOPT, onpegenseTca B AaHHbIN VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

switchport general allowed
vlan add vian_list [tagged|
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

LOo6asutb cnuncok VLAN ana nHtepdeiica.

MopT byaeT nepesasaTth:

- tagged — TernpoBaHHble,

- untagged — HeTerMpoBaHHble nakeTbl gns VLAN.

Ypanute cnucok VLAN gns untepdeliica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/
1 -—ecnu yctaHosneH VLAN
No YMONYAHUIO, MHaYe

[obasutb ngeHtnedukatop VLAN nopta (PVID) Ans ocHOBHOro
WHTepodelica.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

4095
switchport general ingress- BbIKNHOUYNTL AR OCHOBHOTO MHTepdelrica GuabTpaLmio BXoSsA-
filtering disable LLMX NAaKeTOB Ha OCHOBE MPUCBOEHHOro UM 3HaveHusa VLAN ID.
no switchport general in- y BKAOUUTL AN OCHOBHOMO MHTepdelica puabTpaumio Bxoan-

gress-filtering disable

bunbTpauua BKAOYEHA

LLMX NAKEeTOB Ha OCHOBE NPUCBOEHHOro UM 3HaveHua VLAN ID.

Ecnv dunbTpauma BkAOYEH], M MAKET He BXOAMUT B rpynny
VLAN c npucBoeHHbIM nakeTy 3HavyeHnem VLAN ID, To naket
oTbpacbiBaeTca.

switchport general ac-
ceptable-frame-type
{tagged-only |
untagged-only | all}

no switchport general ac-
ceptable-frame-type

-/NpUHUMaTL BCE TUMbI
dpeiimos

MpUHUMaTbL Ha OCHOBHOM MHTepdeice TONbKO dperimbl onpe-
[AeNeHHOoro Tuna:

- tagged-only — TONbKO TerMpoBaHHble;

- untagged-only — T0/1bKO He TerMpoBaHHbIE;

- all — Bce pperimbl.

MpuHMMaTL Ha OCHOBHOM UHTepdelice Bce TUMbI Gpeinmos.

switchport general map
protocols-group group
vlan vian_id

no switchport general map
protocols-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOoBUTbL NpaBuao kKnaccudumraumm VLAN ana nHtepoeiica,
OCHOBaHHOE Ha NPUBA3KE K MPOTOKOAY.

YaanuTtb npaBmao KnaccuduKkaumm.

switchport general map
macs-group group
vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOoBUTbL NpaBuao kKnaccudumraumm VLAN ana nHtepoeiica,
OCHOBaHHoOe Ha npusAske K MAC-agpecy.

YaanuTtb NpaBmao KnaccuduKkaumm.
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switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)

group: (1..2147483647)

YcTaHOBUTb Npasuno knaccudumrkaumm VLAN ana nHtepdeiica,
OCHOBaHHOe Ha npuBA3Ke K IP-agpecy.

Yoanute npasuao Knaccudurauum.

switchport dotlq
ethertype egress stag
ether-type

no switchport dotlq
ethertype egress stag

ether-type: O-ffff
(hex)/8100

3ameHuTb EtherType B ucxoasawmx ¢ aaHHoro nHtepdelica na-
KeTax.

3ameHuTsb EtherType ucxogalero c MHTepdeiica naketa Ha
3Ha4YeHne No yMOoUaHMIo.

switchport customer vian
vlan_id

no switchport customer
vilan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro MHTepdeiica.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

switchport customer mul-
ticast-tv vlan vian_id

no switchport customer
multicast-tv vlan

vlan_id: (1..4094)

PaspeluaeT npMHMMaTL MHOroaapecHbi TpaduK U3 yKasaH-
Hoi VLAN (He sBnsitoweinca VLAN nonb30BaTeIbCKOro MHTep-
delica) Ha HacTpaMBaemMoM MHTepdEece, COBMECTHO C NOJb30-
BaTENAMMW A PYrUX NONb30BaTE/IbCKMX NOPTOB, NPUHUMAIOLLUX
MHOroazpecHbI Tpaduk n3 aaHHom VLAN.

3anpeLyaeT NPMHUMATb MHOrOaAPECHbIN TPAadUK Ha HacTpau-
BaemMoM MHTepodeiice.

switchport forbidden vian
add vian_list

no switchport forbidden
vlan add vian_list

vlan_list: (2..4094, all)/
sce VLAN paspelueHbl
nopTty

3anpetutb gobasneHue ykasaHHbix VLAN nopry.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

switchport forbidden vian
remove vian_list

no switchport forbidden
vlan remove vian_list

vlan_list: (2..4094, all)/
sce VLAN paspelueHbl
nopry

PaspewwnTb fobaBneHne ykazaHHbix VLAN noprty.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

M0 yMONYaHUIO YNEHCTBO B
nedonTtHon VLAN paspe-
WweHo

3anpetutb gobasneHne gedpontHon VLAN nopty.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

switchport protected-port

no switchport-protected-
port

MepeBOAWT NOPT B PEXUM U30NALUN BHYTPU FPYyNMbl NOPTOB.

BoccTaHaBnvBaeT 3HavYeHMe No YMOIYAHMUIO.

switchport community
community

no switchport community

community: (1..30)

[obasnaeT NnopT B cO06LWECTBO (rpynna U3onsaLmMm nopTos).
MopTbl BHYTPU COOBLLECTBA MOTYT 06MEHMBATLCA TPadUKOM
TONbKO MeXKAy cob0i, a TakXkKe C APYrMMU He3aLMLLEHHbIMMU
nopTamu (Ha KOTOPbIX HET HacTpoWKK «switchport protected-
port»).

- community — nma coobuiecTsa.

BoccTaHaB/IMBAET 3Ha4YeHWe No yMOoNYaHuto. B aTom cnydae 3a-
LWMLLLEHHbIX NOPT ABAAETCA N30MPOBAHHbLIM MOPTOM (He co-
CTOALLMM HU B OAHOM COOBLLECTBE), 1 OH MOXKEeT 0bMeHN-
BaTbCA TPAaOMKOM TO/IbKO C He3aLWMLLEHHbIMM NOPTamu (Ha Ko-
TOPbIX HET HacTpoWKK «switchport protected-port»).

switchport protected {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}

no switchport protected

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Mo yMONYaHMIO MCNO/b3Y-

eTca MapLpyTU3aumsa no

6a3e AaHHbIX M3yYeHHbIX
MAC-agpecos (FDB)

MepeBoauT NopT B pexxunm Private VLAN Edge. OTmeHseT
MapLwpyTu3aumio no 6ase AaHHbIX M3ydeHHbIx MAC-aapecos
(FDB) 1 HanpaBnAeT BeCb OAHOAAPECHbIM, MHOTOAAPECHbIN U
LWMpPOKoBeLaTeNbHbIM Tpaduk Ha uplink-nopT.

OTKNtOYaeT OTMEHY MapLUpPYTU3aLmMK No 6ase AaHHbIX U3yYeH-
Hbix MAC-aapecos (FDB).

ip internal-usage-vlan
vlan_id

no ip internal-usage-vlan

vlan_id: (1..4094)/
HeT pe3epsa

3apesepsuposatb VLAN gna BHyTpeHHEro UCNonb30BaHUA Ha
MHTepodeice.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT KaK Ternpyowmii B gepontHon VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOHAHWUIO.
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KomaHObI pexcuma 21060s16H020 KOHGU2YpUPOo8aHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasbHoro KoHGUryprupoBaHus:

console#configure
console (config) #

Tabanuya 5.39 — KomaHzabl pexkmma rnobanbHoro KoHGUrypuposaHusa

KomaHoa 3HaveHue Aeilicmeue

vlan database - Bxopg, B pexxum KoHourypuposaHus VLAN

default interface {vlan Cbpoc HacTpoeK uHTepodeinca VLAN nam ananasoHa UHTep-

vlan_id | range vlan deicos VLAN Ha HacTPOMKM NO YMOIHAHMIO.

vlan_list} vlan_id: (1..4094); -vlan_id — naeHtMpukauymoHHbln Homep VLAN;

vlan_list: (1..4094) -vilan_list — cnucok VLAN ID. Auana3oH VLAN MoXKHO 3ag4aTb

nepeyncieHnem Yyepes 3anaTyto AN YKa3aTb HavabHOE U KO-
HeYyHoe 3HayeHus guanasoHa Yepes gedpuc "-".

[pumep UCN0a16308aHUA KOMAHObI:

console#configure
console (config) #vlan database
console (config-vlan) #

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 5.40 — KomaHabl pexkmuma Privileged EXEC

KomaHoa 3HaveHue HAeilicmeue
show vlan - MokasaTtb MHbopmauuto no scem VLAN.
how i P .
show mter‘ ace description vlan_id: (1..4094) MokasaTtb onuncanune VLAN mnHTepdeiica.
vlan vian_id
show vlan name name (1..32) cumBonioB Mokaszatb nHpopmauuio no VLAN, NOUCK MO UMEHM.
show vlan tag vian_id vlan_id: (1..4094) MokasaTtb nHdopmaumio no VLAN, nonck no naeHtndukatopy.

. Moka3satb cnucok VLAN ana BHyTpeHHero UcrnoJsib3oBaHuWA
show vlan internal usage -

KOMMYTaToOpOM.

show default-vlan-mem-

bership gi_port: (1..3/0/1..28);

[ gigabitethernet gi_port | fa_port: (1..3/0/1..24); MokasaTb cocTas rpynnbl gedontHoi VLAN.
fastethernet fa_port | group: (1..16)

port-channel group ]

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>
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Ta

6nmua 5.41 — KomaHgpl pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue
show vlan multicast-tv vlan MoKasaTb NOPTLI-UCTOYHUKM U NPUEMHUKU MHOTOALPECHOTO
vlan_id vlan_id: (1..4094) Tpaduka B gaHHoM VLAN. MopTbI-MCTOYHUKM MOTYT Kak nepe-

[aBaTb, TaK U NPUHUMATb MHOTOaAPEeCHbI TpaduK.

show vlan protocols-

-_ [Moka3aTb MHPOpPMaALUIO O rpynnax NPOTOKONOB.
groups dopmay, py P

show vlan macs-groups - Mokasatb nHdopmaumio o rpynnax MAC-aapecos.

show interfaces switchport

{ gigabitethernet gi_port | gi_port: (1..3/0/1..28);

fastethernet fa_port | fa_port: (1..3/0/1..24); MoKasaTb KOHMrypaLmMIo NopTa, rpynmbl NOPTOB.
group: (1..16)

port-channel group }

show interfaces protected-

ports gi_port: (1..3/0/1..28);

MokasaTb cocToAHWE NOPTOB: B pexkume Private VLAN Edge, B

[ gigabitethernet gi_port | fa_port: (1..3/0/1..24); private-vlan-edge-coobuiecTse.

fastethernet fa_port | group: (1..16)
port-channel group ]

[pumepbl 8b1M0MHEHUS KOMAHO

= [lokasaTb MHPopmauuio o Bcex VLAN:

console#show vlan

Vlan Name Tagged ports Untagged ports
Type Authorization

l —_ —_
fal/0/1-2,fal/0/4, Default Required

fal/0/6-24,91i1/0/1-4,Pol-8

5 - fal/0/11-12,fal/0/23
fal/0/5 permanent Required

6 - fal/0/11-12,fal/0/23
- permanent Required

= [lokasaTb NOPTbl UCTOYHUKN N MPUEMHUKN MHOTOaapecHoro Tpaduka B VLAN 4:

console#show vlan multicast-tv vlan 4

Source ports : gil/0/4-5
Receiver ports: gil/0/1

= [loka3aTb MHPOPMALMIO O FPyNnax NPOTOKOIOB:

console#show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPv6) Ethernet 3

= [lokasaTb MHGOPMaLMIO O rpynnax noaceTen:

consolef#show vlan subnets-groups

Ip Subnet Address Mask Group Id
192.168.16.44 255.255.255.0 1
192.168.16.44 255.255.255.0 2
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= [loKa3saTb cnucok VLAN ana BHyTpeHHero Mcnoib30BaHMA KOMMYTaTOPOM:

console#show vlan internal usage

Usage VLAN Reserved IP address

gil/0/1 30 Yes Inactive

= [lokasaTb KOHUrypauuto nopta GigabitEthernet 22:

consolef#show interfaces switchport gigabitethernet 1/0/22

Port : gil/0/22

Port Mode: Access

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: all

Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:
Vlan Name Egress rule Port Membership Type
1 1 Untagged System

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacrtpo#Ka Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsetr npousBoAuUTb pasrpaHuyeHue TpaduKa Ha BTOPOM
ypoBHe moaenn OSI mexay nopTaMmm KOMMYTaToOpa, KOTOpble HaXoAATCA B OAHOM LUIMPOKOBELLATeNbHOM A0-
MeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHPUryprposaHo Tpu Tuna PVLAN-nopToB:

— promiscuous — 3TO MOPT, KOTOPbIN cnocobeH 06MeHMBATLCA AaHHbIMU MeXay Ntobbimu
nHTepdelicamm, BkatoYas isolated n community noptel PVLAN;

— isolated — 3To NOpPT, KOTOPbI NOJHOCTLIO U30/IMPOBAH OT APYIMX MOPTOB BHYTPU OLHOMO U
Toro e PVLAN, HO He oT promiscuous noptoB. PVLAN 610KupytoT Becb Tpaduk, naymii s
CTOpoHy isolated-nopToB, Kpome TpaduKa CO CTOPOHLI PromisCUOUS-MOPTOB; MaKeTbl CO
CTOpOHbI isolated-nopToB MoryT NnepeaaBaTbCA TONbKO B CTOPOHY Promiscuous-nopTos;

— community — 3To rpynna NopToB, KOTOPble MOFYT 0OMEHNBATbCA AAHHBIMU MeXay Coboi U
promiscuous-nopTamu, 3T MHTepdencbl oTaeNeHbl Ha BTOPOM ypoBHe mozenn OSI oT Bcex
OCTaNIbHbIX community-nHTepdencos, a TakKe isolated-nopTtos BHyTpU PVLAN.
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Mpouecc BbINOAHEHUA GYHKUUM AOMNOJAHUTENbHOTO pa3feneHMA MOPTOB C MOMOLLBbI TEXHOIOMUU
Private VLAN npegctaBneH Ha pucyHke 29.

Promiscuous ports

Trunk ports

-

O U

VLAN 201

VLAN 100 VLAN 100

Switch A Switch B

—

I

VLAN 202

-

VLAN 201

VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 29 — [Mpumep pabomesi mexHonozauu Private VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B peXMME KOHPUrypmpoBaHua nHtepdeica Ethernet, nuntepoeiica
rpynnbl NOPTOB:

console#configure

console (config) #interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..}}
console (config-if) #

Tabnunua 5.42 — KomaHgb! pexxuma KoHdUrypupoBaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (promiscuous, host)

3apaTb pexkum paboTbl nopta 8 VLAN.
- mode — pexxum paboTbl nopta 8 VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

switchport private-vlan
mapping primary_vlan
[add | remove second-
ary_vlan]

no switchport private-vlan
mapping

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

[o6aeuTb (yAanuTb) oCHOBHOM 1 BTopocTeneHHble VLAN Ha
promiscuous nHTepdeic.

Ha oguH promiscuous uHtepdeiic Henb3a 06aBUTb
(8 £ 6onblie ogHoro primary vlan.

YaanuTb 0OCHOBHOM U BTOpocTeneHHble VLAN.

switchport private-vlan
host-association pri-
mary_vlan secondary_vlan

no switchport private-vlan
host-association

primary_vlan: (1..4094);
secondary_vlan: (1..4094)

[06aBnTb ocHOBHOM 1 BTOpocTeneHHble VLAN Ha host nHTep-

deic.
%I Ha oauH host nHtepdeiic Henb3a f06aBUTb 60nbLUIE
v opHoro secondary vian.

YaanuTb 0OCHOBHOM U BTOpocTeneHHble VLAN.
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Tabnnuya 5.43 — KomaHpgbl pexxuma KoHdUrypuposaHua nHtepdeica VLAN

KomaHoa

3HayeHue/3HayeHue rno
YMOAYAHUIO

Aelicmeue

private-vlan {primary | iso-
lated | community}

no private-vlan

BKkntoumTb mexaHu3m Private VLAN v 3agatb TMN UHTepdelica.

OTKNOYMTb MexaHu3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan (1..4094)

[ob6asuTb (yaanutb) npmeasky BTopocteneHHon VLAN K ocHOB-
HoM. HacTpoika npumeHuma Tonbko gns primary VLAN.

no private-vlan association

YpanuTe npuBasky BTopocteneHHol VLAN K OCHOBHOM.

[ MaKcumanbHoe KoanuyecTBo BTopocteneHHbix VLAN — 256.

MakcumanbHoe Konanuecteo community VLANS, KoTopble MmoryT 6biTb accoLuumpo-

BaHbl ¢ 04HOM OCHOBHOM VLAN - 8.

[pumep Hacmpoliku uHmepagelicos Kommymamopa SW1 (puc. 31)

promiscuous-nopt — interface gigabitethernet 1/0/4
isolated-nopt — gigabitethernet 1/0/1
community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|
interface gigabitethernet 1/0/2

switchport mode host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/3

switchport mode host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/4

switchport mode promiscuous

description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

|

interface gigabitethernet 1/0/5

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

|

interface vlan 201
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name isolate
private-vlan isolated
exit

|

interface vlan 202

name community
private-vlan community
exit

5.11 Selective Q-in-Q

JaHHaa $yHKLMA NO3BONAET Ha OCHOBE CKOHOUIYPUPOBAHHbLIX NpPaBua GUABTPALMM NO HOMepPam
BHyTpeHHMX VLAN (Customer VLAN) npoussoauntb gobasneHue BHelwHero SPVLAN (Service Provider’s VLAN),
nogmeHaTb Customer VLAN, a TaK)Ke 3anpeLuaTtb NpoxoxKaeHne TpadmKa.

[nsa ycTpoiicTBa co3aaeTcs CNMCOK NPaBWA, HA OCHOBAHMM KOTOpOoro byaeT obpabaTbiBaTbCA TPAdUK.

V B pexkume acl-only kKomaHabl KOHPUrypupoBaHua npasun Selective Q-in-Q HeaoOCTYNHbI.
i Hanunuue xota 6b1 ogHoro npasuna Selective Q-in-Q Ha uHTepdeice 3anpeLyaeT BKAKOYEHUE
v $YHKUMU NOrMpoBaHUA KLWITOPMA» Ha 3TOM UHTepdeiice.

KomaHObI pexcuma KoHpu2ypuposaHua uHmepgelica (OuanasoHa uHmepaeticos) Ethernet u Port-
Channel

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma KoHOUTYpUpoBaHUA MHTepdenca KOHOUTYPUPOBaAHMUA:

console#configure

console (config) #interface { fastethernet fa port | gigabitethernet gi port
| port-channel group | range {..}}

console (config-if) #

Tabnuua 5.44 — KomaHabl pexxnma KoHPUrypmnpoBaHus uHTepderica (ananasoHa uHTepdeincos) Ethernet

KomaHda 3HaueHue Aeilicmeue

CosfaeT NpPaBnIo, Ha OCHOBaHWM KOTOPOTO K BHELWHEN MeTKe
BXOAsALLero naketa ingress_vlan_id 6ypet no6aBnatbca BTO-
pow Ter vlan_id.

Ecnv napameTtp ingress_vlan_id He 3aaaH, To npaswo byaet
NPUMEHATBCA K BXOAALLMM NaKeTam BHE 3aBUCUMOCTM OT UX
npuHaanexxHoctn K VLAN. Takoe nNpaBuio MoXeT 6bITb Uc-
Noab30BaHO AN 06pabOTKM NAKeTOB, He NONABLIMX NOA Aelt-
CTBME APYrUX NpaBuA (NPaBmUIO MO YMONYAHUIOY).

Co3pfaeT 3anpeLuatoLLee NpPaBuIo, Ha OCHOBaHUW KOTOPOTro
selective-qinq list ingress BXOASALLME NAKETbl C BHELWHel meTKow ingress_vlan_id 6yayT
deny [ingress_vlan in- oTbpacbiBaTbea. Ecnn napameTp ingress_vlan_id He 3agaH, To
gress_vlan_id] npasuno 6yaet NpMBOAMTL K OTOpacbiBaHWUIO BXOAALLErO Tpa-
drKa HEe33aBMCUMO OT BHelHen meTku VLAN.

Co3sfaeT NpaBnio, Ha OCHOBAHWM KOTOPOrO BXOAALLME NaKeTbl
C BHelWHUM Terom ingress_vlan_id 6yayT nepeaasatbea 6e3
ingress_vlan_id: (1..4094) | nameHeHuA.

Ecnun napametp ingress_vlan_id He 3apaH, To npy 06paboTke
TaKoro npasu/ia BXogAlLmMe nakeTbl byayT nepesaBaTbca Hesa-
BMCKMMO OT 3HA4YEHMWA BHELLHEro Tera.

selective-qinq list ingress vlan_id: (1..4094);
add_vlan vian_id [in- ingress_vlan_id: (1..4094)
gress_vlan ingress_vlan_id]

ingress_vlan_id: (1..4094)

selective-qinq list ingress
permit [ingress_vlan in-
gress_vlan_id]
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selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3pgaeT NpaBmo, Ha OCHOBAHMM KOTOPOTO BHELLHAA METKa
BXoAALLero naketa ingress_vlan_id 6yaeT 3ameHATbCA Ha 3Ha-
YyeHue vian_id.

Ecnv napameTp ingress_vlan_id He yKka3aH, To npasuao byget
NPUMEHATLCA K BXOAALLMM NaKeTamM, He NONaBLIMM Noj, Aelt-
CTBME APYrUX NPaBu.

no selective-qing list in-
gress [ingress-vlan in-
gress_vlan_id]

ingress_vlan_id: (1-4094)

YpanaeT npaBuao ANA ykasaHHoro ingress_vlan_id pna Bxoas-
LMX NaKeToB.

KomaHza 6e3 napameTpa ingress_vlan_id ypanset npasuno,
npumeHsemoe K BXxoasaLemy TpadurKy no ymonyaHuio.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

CosfaeT NpaBu/Io, Ha OCHOBAHWM KOTOPOrO B MPUHATOM C
BHELUHeWN MeTKoM ingress_vlan_id nakeTe 6yaeT BbINONHATLCA
3aMeHa BHeLWHero Tera Ha Ter vian_id. NMpaBuno npumeHsaeTca
K UCXOAALLMM NaKeTam.

Ecnv napameTp ingress_vlan_id He yKka3aH, To npasuao byget
NPUMEHATLCA K UCXOAALLMM NaKeTaM He3aBUCUMO OT 3Have-
Hus ingress_vlan_id.

no selective-qging list
egress ingress-vlan in-
gress_vlan_id

ingress_vlan_id: (1-4094)

Ypnansaet npasuo selective ging ans ykasaHHoOro
ingress_vlan_id pna ncxopawmx nakeTos.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.45 — KomaHgbl pexkuma EXEC

KomaHOoa

3HayeHue

Aelicmeue

show selective-qinq [inter-
face

{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OTtobpaxkaeT cnucok npasun selective ging ana ykasaHHoro
nopra.

[pumepbl 8b1M0MAHEHUS KOMAHO

= Co3gaTtb NPaBWIO, Ha OCHOBAHMM KOTOPOrO BHELWHAA METKa BXxoAsAllero nakerta 11 6yaer 3a-

meHATbcA Ha 10.

consolet#configure
console (config) #interface gigabitethernet 1/0/1
console (config-if) #selective-qing list ingress override vlan 10 ingress-

vlian 11

console (config-if) #end

=  OT06pasnTb CNNCOK CO3aaHHbIX Npasua selective ging:

consolef#show selective-ging

Direction Interface Rule type

Vlan ID

Classification by Parameter

gi0/1

ingress override vlan 10
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5.12 Storm Control gna pasnunuHoro Tpadpuka (broadcast, multicast, unknown, unicast)

«LL'TOpM» BO3HUKaET BC/1eaACTBUE YPE3IMEPHOIO KOJ/IUYECTBA broadcast-, muIticast—, unknown unicast-
COO6LLI,EHMI7I, OAHOBPEMEHHO NnepeaaBaemblX MO CeTh Y4yepe3 OoAMH NOPT, YTO NMpuBOAUT K Neperpyske
pecypcoB CeETU N NOABNEHUNIO 3a4EPKEK. ((LL'TOpM» MOXET BO3HUKHYTb NP HaM4YNUN «3aKOJIbLLOBAHHbIX»

cermeHToB B ceTu Ethernet.

KommyTaTop M3MepseT CKOPOCTb MPUHUMAEMOrO LWPOKOBELLATENbHOMO, MHOrOafApPecHoro u
HEeM3BeCTHOro oAHOoaApecHoro Tpaduka ANA NOPTOB C BK/AKOYEHHbIM KOHTPOJEM LLIMPOKOBELLATE/IbHOMO

«wTopma» n OT6paCbIBEET NakKeTbl, eC/1IM CKOPOCTb NpeBbIlaeT 3a4aHHOE MaKCMMa/ZibHOE 3Ha4YeHue.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet

BuAa 3anpoca KOMaHOHOM CTPOKM B pexkMme KOHPUrypmposaHua nHtepoeica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.46 — KomaHabl pexkmma KoHpurypmposaHus nHtepoeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

storm-control multicast
enable

no storm-control multicast
enable

-/dyHKUMA BbIKNKOYEHA

BK/tOYaeT KOHTPO/Ib MHOTOAAPECHOro TpaduKa.

BbIK/IOYAET KOHTPO/Ib MHOFOAAPECHOro TpaduKa.

storm-control multicast
level kbps rate

no port storm-control mul-
ticast level

rate: (1..1000000)/3500
Kéut/c

3afaeT MaKCMMa/ibHYI0 CKOPOCTb MHOTO3APECHOro Tpaduka.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

storm-control un-
known-unicast enable

no storm-control un-
known-unicast enable

-/dyHKLMA BbIKAOYEHA

BK/IlO4aEeT KOHTPO/1b HEU3BECTHOMO O4HOAAPECHOrO TpadUKa

BbIKNtoYaeT KOHTPONb HEM3BECTHOro O4HOAAPECHOro Tpad)m Ka.

storm-control un-
known-unicast level kbps
rate

no port storm-control un-
known-unicast level

rate: (1..1000000)/3500
Kéut/c

3afaeT MaKCMMasibHYIO CKOPOCTb HEeM3BecTHOro ogHoaspec-
Horo TpaduKa.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

storm-control broadcast
enable

no storm-control broadcast
enable

-/dYyHKLMA BbIKIOYEHA

BK/1I04AET KOHTPOJIb WIMPOKOBELATENbHOMO TpaduKa.

BbIK/NOYAET KOHTPO/Ib LIMPOKOBELLATENbHOTO TpaduKa.

storm-control broadcast
logging

no storm-control broadcast
logging

-/dyHKLMA BbIKAOYEHA

BkntouaeT normposaHue «wtopma». JIormposaHne MHOroaa-
pecHoro v ofHoaApecHoro TpaduKa He OCyLLEeCTBAAETCA.
BKAlOUEHUE NOrMpPoOBaAHUA «LWITOPMa» 3anpelyaer
V KoHdurypuposaHue npasun SQinQ Ha 3ToMm UHTep-
deiice.

BbIKntoyaeT normposBaHue «wTopmar.

storm-control broadcast
shutdown

no storm-control broadcast
shutdown

-/dyHKLMA BbIKAOYEHA

OTKAtoYaeT nHTepdenc npu obHapyKeHUN KIITOPMa».
DYHKUMA BbIKAOYEHUA UHTepdeiica npu obHapy-
V JKeHMU «LWITopMa» 3anpeLiaet KoHpUrypmposaHue
npasua SQinQ Ha aTom uHTepdeice.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

storm-control broadcast
level kbps rate

no port storm-control
broadcast level

rate: (1..1000000)/3500
Kéut/c

3afaeT MaKCMManbHY0 CKOPOCTb A/1A LUMPOKOBELLATEIbHOro
TpaduKa.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunuya 5.47 — KomaHgb! pexkuma EXEC

KomaHoa 3HavyeHue Aelicmeue

show storm-control [giga-
bitethernet gi_port |
fastethernet fa_port]

MoKasbiBaeT KOHPUrypaumto GyHKUUM KOHTPONA «LWITOPMA»

i t:(1..3/0/1..28);
gi_port: (1..3/0/ ) 015 YKa3aHHOro nopta, AMbo Bcex NopTos.

fa_port: (1..3/0/1..24)

l Storm-control He orpaHnunsaetr DHCP, ARP, IGMP-Tpaduk o VLAN, B KOTOPbIX BK/IKOUYEH

DHCP Snooping, ARP Inspection, IGMP Snooping.
[ ]

[pumepbl 8b1M0AHEHUS KOMAHO

u Bkntountb KOHTPO/1b LULMPOKOBELWATE/NIbHOIO, MHOIroaapecHOro 1 HeM3BeCTHOro ogHoaapec-

Horo TpadumKa Ha 15 nHtepdeiice Ethernet. YcTaHOBUTb MaKCMManbHYO CKOPOCTb NS KOH-
Tpoanpyemoro Tpadpuka — 5000 K6/c:

console#configure

console (config) #interface gigabitethernet 1/0/15

console (config-if) #storm-control broadcast enable

console (config-if) #storm-control include-multicast

console (config-if) #storm-control include-multicast unknown-unicast con-

sole (config-if) #storm-control broadcast level kbps 5000

5.13 Ipynnbl arperauumn KaHanos — Link Agregation Group (LAG)

KommyTtaTopbl obecneumBatoT nogaepxKy 4o BocbMu UHTepdelicos Ethernet B ogHol rpynne nopTtos
LAG » go wectHaauati rpynn LAG Ha ycTpoWCTBE MM cTeKe ycTpoicTs. Kaxkaan rpynna nopToB AO/KHA
cocToATb M3 MHTepodelicoe Ethernet ¢ oamMHakoBoW CKOpPOCTbIO, paboTalowWwMX B AYNJAEKCHOM peMMe.
ObbeanHeHMe NOPTOB B  rPynny YyBeAMUYMBAET MPOMNYCKHYID CNOCOBHOCTb  KaHana  mexay
B3aMMOZENCTBYIOWMMM YCTPOMCTBAMM M MOBbIWAET OTKAa30yCTOMYMBOCTb. [pynna nopToB ABaseTca ANs
KOMMYTaTOpa OAHUM NOTMYECKMM NOPTOM.

YCTpoWCTBO NoAnepKMBAET ABa peXuma paboTbl rpynmnbl NOPTOB — CTAaTUYECKas rpynna u rpynna,
ynpasnsemas no npotokony LACP. Pabota no npotokosny LACP onucaHa B COOTBETCTBYIOLLEM pa3gene
OOKYMeHTa.

/ Ecam ana nntepdeiica npousseaeHbl HACTPOIKK, TO AnA A06aBNeHUA ero B rpynny cneayet
BEPHYTb HAaCTPOMUKM MO YMOIUYAHUIO.

[obaBneHne wHTepdeiicoB B rpynny arperauMuM KaHaaoB [AOCTYNHO TOAbKO B  pexume
KoHdUrypupoBaHua nHtTepdeinca Ethernet.

BuAa 3anpoca KoMaHAHOM CTPOKM B pexkume KoOHPurypmposaHua nHtepoeliica Ethernet:

console (config-if)#
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Tabnnua 5.48 — KomaHpgbl pexxnuma KoHOUrypupoBaHua nHtepdeica Ethernet

KomaHoa 3HaveHue Aelicmeue
channel-group group mode [Oob6asuTtb ethernet-nHtepdeliic B rpynny nopTos.
mode group: (1..16); - on — pobaBuTb NOpT B KaHan 6e3 LACP;

mode: (on, auto) - auto — no6asuTb NOPT B KaHan ¢ LACP.
no channel-group Ypanute Ethernet-untepdelic ns rpynnsl nopTos.

KomaHObI pexcuma 2106a0s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console#configure
console (config) #

Tabanua 5.49 — KomaHgbl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HaveHue Aelicmeue

3apaeT mexaHuM3m 6anaHCMPOBKM HArpy3KM ANs rpynnbl arpe-
rMpPOBaHHbIX NOPTOB. [loCTyNHbIe BapuaHTbI:

- src-dst-mac-ip — mexaHn3m 6anaHCMPOBKM OCHOBbIBaETCA
Ha MAC-agpece n IP-agpece;

- src-dst-mac —mexaHu3m 6anaHCMPOBKN OCHOBbLIBAETCA HA
MAC-agpece;

- src-dst-ip — mexaHn3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha IP-
apgpece;

- src-dst-mac-ip-port — mexaHu3m 6anaHCMPOBKU OCHOBbIBA-
etca Ha MAC-agpece, IP-agpece 1 nopTte HazHayYeHUA;

- dst-mac — mexaH13mM 6anNaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece nonyyatens;

- dst-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbIBAETCA Ha IP-aa-
pece nony4yartens;

- src-mac — mexaHu3m 6anaHCcMpPOBKM OCHOBbIBaeTcA Ha MAC-
agpece OTNpaBuUTens;

- Src-ip — mexaHn3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha IP-aa-
pece oTnpasuTens;

- mpls-aware — BKAo4YeHMe napcuHra L3/L4-3aronosKos na-
KeToB ¢ MPLS-meTKamu gna Bcero ycTponcTea. AKTyasibHO
TONIbKO C pekMmamu banaHcuposku no L3/L4-3aronoBKkam na-
KeTa.

port-channel load-balance
{src-dst-mac-ip |
src-dst-mac | src-dst-ip |
src-dst-mac-ip-port | -/src-dst-mac
dst-mac | dst-ip |
src-mac | src-ip}
[mpls-aware]

Bunpg 3anpoca KoOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.50 — KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue

show interfaces chan-

nel-group [group] group: (1..16) MoKa3biBaeT MHGOPMALMIO MO rpynne KaHanoB.

5.13.1 CratnyecKue rpynnbl arperaumm KaHanos

(DYHKLI,MEﬁ CTaTnyecrux rpynn LAG asnsaetca 06be,EI,VIHEHI/Ie HECKOJIbKUX d)VIBI/I‘-IECKMX KaHanoB B O4UH,
YTO NO3BOJIAET YBE/INYUTb MPONYCKHYHO CNOCO6HOCTb KaHana U MoBbICUTb €ro 0TKa3OYCTOl‘;1‘-IMBOCTb. Ana
CTaTUYECKUX rpynn NnpnopuTeT MCNoa1b3oBaHNA KaHa/10B B O6'be/.'l,MHEHHOM ny4yke He 3a4aeTcA.

/' Dna BkaoueHna paboTbl MHTepdeica B COCcTaBe CTaTUYECKOM rpynnbl UCNOb3YyiiTe KOMaHAY
channel-group group mode on B pexume KOHGUrypupoBaHMA COOTBETCTBYIOLLEIO UHTEp-
deiica.
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5.13.2 NpoToKon arperaunmn KaHanos LACP

dyHKumen npoTokona Link Aggregation Control Protocol (LACP) aBnaetcs o6beanHEHNE HECKONBbKUX
$U3MYECKMX KaHaNoB B OAMH. ArperMpoBaHvMe KaHa/lOB WMCMO/b3YETCA A/A YBENWYEHWUA MPOMNYCKHOM
CNOCOBHOCTM KaHana M NOBbIWEHUA ero oTKasoycToiumsocTU. LACP nossonseT nepepasatb TpaduK no
06begNHEHHbBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NMpUOpPUTETAMU.

V' Ona BknoueHuna pabotbl uHTepdeiica no npotokony LACP ucnonb3yiite KomaHay channel-
group group mode auto B pexxume KOHPUrypMpoBaHUA COOTBETCTBYIOWEro MHTepdeiica.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBaHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma rnobanbHOro KOHPUrypmpoBaHuma:

console (config) #

Tabanuya 5.51 — KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

3HaveHue/3HayeHue no .
KomaHoa / Aelicmeue
YMOAYAHUIO
lacp system-priority value YcTaHaBAMBaET NPUOPUTET CUCTEMBI.
p System-priortty | value: (1..65535)/1 pvop
no |an system-prlorlty YcTaHaBAMBaET 3Ha4YeHMe no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKU B pPeXKUME KOHPUrypupoBaHua nHtepdeiica Ethernet:
console (config-if) #

Tabnunua 5.52 — KomaHgb! pexxnuma KoHdUrypupoBaHua nHtepdeica Ethernet

3HayeHue/
KomaHoa 3Ha4yeHue no ymon4a- Aelicmeue
HUKLw
lacp timeout {long | short} YcTaHaBAMBaeT aAMUHUCTPATUBHDIM TaliMayT NPOTOKOIA

LACP:
- long — anvTenbHOe Bpems TalimayTa;
- short — manoe Bpemsa TalimayTa.

Mo yMOA4YaHMIO UCMOAb3Y-
eTcA 3HaueHue long

no lacp timeout YcTaHaBAMBAET 3HAaYEHWE MO YMOAYAHMUIO.

lacp port-priority value YcTaHasnuBaeT npuopuTeT nHtepdeiica Ethernet.
—— value: (1..65535)/1

no lacp port-priority YcTaHaBAMBAET 3HAaYEHWE MO YMOAYAHMUIO.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 5.53 — KomaHab! pexkuma EXEC

3HayeHue/
KomaHoa 3Ha4eHue no ymonya- Aelicmesue
Huro

show lacp MokasbiBaeT MHGOpMmauuto o npoTtokone LACP gns untep-
{ gigabitethernet gi_port| deiica Ethernet. Echn fononHuTeNbHbIE MAPAMETPbI He UC-
fastethernet fa_port } [pa- gi_port: (1..3/0/1..28); nonb3ytoTca, To byaeT nokasaHa Bca MHbopmaLms.
rameters | statistics | pro- fa_port: (1..3/0/1..24) - parameters — MoKasblBaeT NapaMeTpbl HACTPOMKK NPOTO-
tocol-state] Kona;

- statistics — nokasblBaeT cTaTUCTUKY paboTbl NPOTOKONA;

- protocol-state — nokasbiBaeT cocToAHMe paboTbl NPOTOKONA.
show lacp port-channel MokasbiBaeT MHGOpMauuto o npotokone LACP gns rpynnbl
[group] group: (1..16) MopTOB.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= Cos3pgaTb NepByto rpynny noptos, paboTatoLLyto no npoTtokony LACP v BK/ItoYatoLLyto ABa UH-
Tepdeiica Ethernet — 3 n 4. CkopocTb pabotbl rpynnsl — 1000 M6ut/c. YcTaHOBUTBL NpUO-
puteTt cuctembl — 6, npuoputeTbl 12 n 13 anAa noptos 3 n 4 COOTBETCTBEHHO.

console#configure

console (config) #lacp system-priority 6
console (config) #interface port-channel 1
console (config-if) #speed 1000

console (config-if) fexit

console (config) #interface fastethernet1/0/3
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 12
console (config-if) fexit

console (config) #interface fastethernet1/0/4
console (config-if) #speed 1000

console (config-if) #channel-group 1 mode auto
console (config-if) #lacp port-priority 13
console (config-if) #exit

console (config) #

5.14 Hactpoiika IPv4-agpecauun

B AaHHOM pasgene onucaHbl KOMaHAb! A1A HACTPOMKKU CTaTUYECKUX NapameTpos IP-agpecaunu, Takmx
Kak IP-agpec, macka noaceTtu, W3 N0 ymonvaHuio. Hactpoika npoTokonoB DNS u ARP onucaHa B
COOTBETCTBYIOLWNX pa3genax AOKYMeHTaumu.

KomaHObI pexcuma KoHguypuposaHua uHmepgelica Ethernet, uHmepagelica 2pynnsi nop-
mos, VLAN, uHmepgpetica Loopback

Bua 3anpoca KOMaHAHOW CTPOKM B perKMMe KOHGUrypupoBaHus nHtepdeiica Ethernet, nuntepoeiica
rpynnbl nopToB, nHTepdeincos VLAN:

console (config-if) #

Tabnnua 5.54 — KomaHgbl pexxuma KoHOUrypuposaHua nHtepdeica Ethernet

KomaHoa 3HayeHue Aelicmeue

ip address HasHauyeHue ¢usmnuyeckomy wuHtepdeiicy Ethernet IP-agpeca,
ip_address mask MACKM NOACETH, afpeca L/H03a MO YMOIYAHUIO.

[gateway| prefix_length]
no ip address [ip_address ] Ypanenue IP-agpeca Ha dusnyeckom nHTepoelice Ethernet.

ip address dhcp MonyyeHue IP-agpeca gna HacTpavMBaemoro uHTepdelica oT
DHCP-cepsepa.

prefix_length: (8 .. 30)

- V He ucnonb3yetca ans loopback-untepoeiicos.

no ip address dhcp He nonyyatb gna HacTpauBaemoro uHTepdeica IP-agpec ot
cepsepa DHCP.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume rn1o6anbHoro KoHGUrypnuposaHus:

console (config) #
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Tabnnuya 5.55 — KomaHgbl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda 3HayeHue Aelicmeue
ip default-gateway ip_ad- 3afaeT 419 KOMMYTaTopa W3 No YMOAYAHMUIO.
-/WN03 N0 YMONYaHMIO He
dress
- 3ajaH
no ip default-gateway Ypanaet gna KOMmyTaTopa LWAK03 MO YMOYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabanuya 5.56 — KomaHgbl pexkuma Privileged EXEC

KomaHoa 3HaveHue Aeilicmeue

clear host dhcp {name | *} Ypanaer U3 namaATtu, noay4vyeHHble no npotokony DHCP, 3anucu
COOTBETCTBUI UMEH UHTEpdeicoB u ux IP-agpecos (KomaHaa
[OCTYMNHa TO/IbKO A8 NPUBUIETMPOBAHHOIO NOb30BaTENSA).

* - yAanuTb BCe COOTBETCTBUA.

name: (1..158) cumsonos

renew dhcp {gigabitether- Otnpasnset 3anpoc K DHCP-cepsepy Ha o6bHoBneHMe IP-aa-
net gi_port | fastethernet gi_port: (1..3/0/1..28); peca.

fa_port | port-channel fa_port: (1..3/0/1..24); - force-autoconfig — npu obHoBNEeHUM IP-aapeca 3arpy:kaeTtcs
group | group: (1..16); KoHoUrypaums c TFTP-cepBepa.

vlan vian_id} [force-auto- vlan_id: (1..4094)

config]

KomaHOb1 pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKK B pexkume Exec:

console>

Tabnunua 5.57 — KomaHapl pexkuma EXEC

KomaHoa 3HayeHue Aelicmeue

show ip interface [giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id | loopback
loopback_id]

MoKasbiBaeT KOHdUrypauuio IP-agpecaummn ans yKasaHHOro

gi_port: (1..3/0/1..28); nHTepdeiica.

fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
loopback_id: (1..64)

[pumepbl 8bIM0AHEHUS KOMAHO

= YcraHoBUTb IP-agpec wnto3a no ymonyaHuwo — 192.168.16.2:

console (config)# ip default-gateway 192.168.16.2
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5.15 Hacrpoiika IPve-agpecauumn

5.15.1 MpoTtokon IPv6

KommyTtaTopbl nogaeprkuBatoT paboty no npotokony IPv6. Mopgaep:kka IPv6 ABnseTca BaXKHbIM
[OOCTOMHCTBOM, MOCKO/IbKY MpOTOKoA IPv6 npu3BaH, B nepcrnekTuBe, MOJIHOCTbIO 3aMEeHUTb agpecauuio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtoKon IPV6 nmeet pacliMpeHHoe agpecHoe npocTpaHcTeo 128
6uT. Agpec IPv6 npeactasnnet coboit 8 6N10K0B, pa3aesieHHbIX ABOETOUYMEM, B KaXXA0M B/10Ke copeprutca
16 6uT agpeca, 3aNMCaHHbIX B BUAE YeTbIpex WeCcTHaAUATEPUYHbIX YMCeN.

MommMmo yBeanYEeHUA afpecHOro MPOCTPAHCTBA, MNPOTOKOAN IPV6 mmeeT unepapxmueckyto cxemy
agpecauun, obecneyMBaeT arperayMio MapLllipyToB, ynpolaeT Tabauuy maplpyTusauum, npu 3TOM
3 PeKTMBHOCTb PaboTbl MapLLpPyTU3aTOPa NOBbILIAETCA 3@ CHET MEXaHU3Ma OOHapYKEHMA COCeaHMX Y310B.

JNlokanbHble aapeca IPv6 (IPv6Z) B KommyTaTope HasHayatoTca nHTepdelricam, NosToOMy NPU UCMO/b-
30BaHMM IPV6Z appecoB B CUHTAKCMCE KOMaHA MCNONb3YeTcA cnegyowmii dopmar:

<ipv6-link-local-address>%<interface-name>

roe:
interface-name — uma nHTepdeica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6]|7|8]9

physical-port-name = gigabitethernet {1..3/0/1..24}| fastethernet {1..3/0/1..24}

V Ecau 3HayeHue rpynnbl UM HECKONbKUX FPYNN Noapaa B agpece npotokona IPvé paBHoO
Hynto — 0000, To gaHHbIe rpynnbl MoryT 6biTb onyLieHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6bITb cOKpaw,eH ao FE40::AD21:FE43.
CoKpalleHuUo He MOryT 6biTb NOABEpPrHyTbl 2 pa3genieHHble HyaAeBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEOAHO3HAYHOCTH.

V' EUI-64 — 310 naeHtudpuKaTtop, co3gaHHblii Ha 6ase MAC-agpeca nHtepdeica, ABAAIOLLMNACA
maagwumm 64 6utamu IPve-agpeca. MAC-agpec pasbusaerca Ha ABe 4yactTu no 24 6wura,
meXay Kotopbimu aobaBnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHON CTPOKM pexmnma ri1ob6anbHoro KoOHPUrypmpoBaHumsa:
console (config) #

Tabnunua 5.58 — KomaHabl pexnma rnobanbHOro KoHGUrypmposaHua

KomaHoa 3HayeHue Aelicmeue
ipv6 default-gateway 3agaeT 3HayeHMe NoKanbHOro agpeca IPv6-wnato3a no ymonya-
ipv6_address HUIO.

- [aHHaA KoMaHAa JOCTYMHa TO/IbKO B PEXMME KOMMYTaTopa
(set system mode switch policy-based vlan active).

no ipv6 default-gateway Ypanaer HacTpoMKku IPV6-1I/1t03a NO YMOYaHMUIO
ipv6 host name ipv6_ad- CosfaeT CTaTMYECKYHO 3aMuCb, CTaBALLYIO B COOTBETCTBUE ceTe-
dress 1 [ipv6_address 2... BOMY UMeHWM ycTpoiicTBa IPv6-agpec.

name:

ibv6_address 4]

(1..158) cumsonos
YpanseT cTaTMyeckyto 3anncb cooTeeTcTeua IPv6-agpeca u ce-

no ipv6 host name
TeBOro MMeHwu yCTpocTBa.
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ipv6 neighbor ipv6_ad-
dress {gigabitethernet
gi_port | fastethernet
fa_port | port-channel

group|
vlan vian_id} mac_address

no ipv6 neighbor

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id (1..4094)

Co3paet cTaTnyeckoe cooteetcTene mexay MAC-agpecom co-
cefiHero ycTpovicTea v ero IPv6-agpecom.

- ipv6_address — IPv6-aapec;

- mac_address — MAC-agpec.

Ypaanaet ctatuyeckoe cootsetcTene mexgy MAC-agpecom co-
cefHero ycTpolicTtea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
{0 .. 2147483647}/100
bucketsize: {1..200}/10

3apgaet orpaHuyeHme ckopoctu ania ICMPV6 coobueHmnii 06
olwmbKax.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

KomaHOwbI

pexcuma KoHguaypuposaHua uHmepgelica (VLAN, Ethernet,

Loopback)

Bug, 3anpoca KOMaHAHOW CTPOKU PEXUMA KOHPUIYPUpPOBaHUA MHTepdelica:

console (config-if)#

Tabnunua 5.59 — KomaHabl pexknma KoHpurypuposaHua nHtepdelica (Ethernet, VLAN, Port-channel, Loop-

back)

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 enable
[no-autoconfig]

no ipvé6 enable

BkntouaeT nogaep:kky IPv6 Ha nHtepdelice.

OTKAtoyaeT noaaep:kky IPv6 Ha nHtepdelice.

ipv6 address ipv6_address /
prefix_length [eui-64]
[anycast]

no ipv6 address
lipv6_address /pre-
fix_length] [eui-64]

prefix_length: (3..128)
(64 ecnn ucnonbsyetca na-
pameTp eui-64)

3apaeT IPv6-agpec Ha uHTepdelice.

- ipv6_address — IPv6-ceTb, HazHauyeHHan nHtepdelicy (8 61o-
KOB pa3fefieHHbIX ABOETOYMEM, B KaxkAom 610Ke 16 61T, 3a-
NUCaHHbIX B BUAE YeTblpex LWecTHaALATePUYHbIX Ymucen);

- prefix_length — nnuHa npedukca IPv6 — gecaTnyHoe ymcno
— KOJIMYeCTBO CTaplumnx 6UT agpeca cocTaBnaowmx npeduKc;

- eui-64 — naeHTMdUKaTop, CO3aaHHbIN Ha 6base MAC-agpeca
nHTepodelica, 3anucbiBaeTca B 64 mnaglwmx buta IPv6 agpeca;
- anycast — yKa3bIBaeT, YTO 3a4aHHbIN agpec anycast-aapec.

Ypanset IPv6-aapec c untepdelica.

ipv6 address autoconfig

no ipv6 address autoconfig

o ymonyaHuio asBTomaTu-
yeckaa KoHdUrypauma
BKNIOYEHA, agpeca He

Ha3HaueHbl.

BktoyeHWe aBTomaTmyeckol KoHdurypauum IPv6-agpecos Ha
uHTepodelice. Agpeca HacTpamnBatoTCsa B 3aBUCMMOCTM OT Npe-
dU1KCcoB, KOTOpbIe NoyYeHbl B coobLieHnax «Router
Advertisement».

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

ipv6 address ipv6_address /
prefix_length link-local

no ipv6 address
[ipv6_address/pre-
fix_length

link-local]

Mo ymonyaHuio 3HavyeHne
NIOKanbHOro agpeca:
FE80::EUI64

3apaet nokanbHbll IPv6-agpec nHtepdeiica. Crapime 6uThl
NoKanbHbIX IP-agpecos B IPv6 — FE8O::

YpanaeT nokanbHbIv IPv6-agpec.

ipv6 nd dad attempts at-
tempts-number

attempts-number:
(0..600)/1

3aZaeT KOJIMYEeCTBO COObLEeHNN-TpeboBaHUI, NepeaaBaembIxX
NHTepdercom B3auMoAeNCTBYHOLLEMY YCTPOWCTBY B C/ly4ae
obHapyeHua aybnukaumm (konnmsmm) IPve-agpeca.

ipv6 unreachables

no ipv6 unreachables

BkntoueHune ICMPV6 coobuieHunii 0 HegoCTUKMMOCTU agpecaTta
npv nepegaye NakeToB Ha onpeae/ieHHbIN MHTepdeic.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ipvé mld version version

no ipvé mld version

version: (1,2)/2

Onpegenenue sepcun npotokona MLD gna nHtepdeiica.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ipvé mid join-group
ibv6_multicast_address

3apaet MLD-coobuwieHua gna onpegeneHHom rpynnbl.
- ipv6_multicast_address — IPv6-agpec rpynnbl MHOroazpec-
HOW paccbl/Ku.
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no ipvée mld join-group OTMeHAEeT OTYETHOCTb U yaanseT IP-agpec U3 rpynnbl MHOTO-
group-address a[pEeCHOM pPacCbinKu.

KomaHOwbi pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK pexunma PrivilegedEXEC:

console#

Tabnnua 5.60 — KomaHab! pexuma Privileged EXEC

KomaHoa 3HayeHue/3HavyeHue Aelicmeue
o ymon4aHuio

ipv6 set mtu gi_port: (1..3/0/1..28); 3agaeT 3HavyeHne MTU ansa IPV6 nakeTos.

{ gigabitethernet gi_port | fa_port: (1..3/0/1..24);

fastethernet fa_port | group: (1..16);

port-channel group } bytes: (1280 .. 65535)

{ bytes | default} /1500

show ipv6 neighbors MokasbiBaeT MHPopmaumio o cocegHux IPv6 ycTpoicTeax, co-
{static | dynamic} OeprKallyrocs B Kalue.

[ipv6-address ipv6_address | gi_port: (1..3/0/1..28); - static — nokasbiBaeT cTaTUYecKue 3anucu;
[mac-address mac_address ] fa_port: (1..3/0/1..24); - dynamic — nokasbiBaeT AMHaMUYECKUE 3amnuUCH.
[gigabitethernet gi_port | group: (1..16);

fastethernet fa_port | vlan_id: (1..4094)

port-channel group|
vlan vian_id]

OumLLaeT K3, cogeprawmii MHGOpMaLMIO O COCEAHUX YCTPON-
— cTBax, paboTatowmx no npoTokoay IPv6. MHbopmauma o ctatu-
YeCcKMX 3anucax coxpaHaeTcs.

clear ipv6 neighbors

KomaHObl pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

OnucaHue KomaHg, pexxmma EXEC npuseaeHo B Tabaumue 5.61.

Tabnunua 5.61 — KomaHgb! pexkuma EXEC

KomaHoa 3HavyeHue Aelicmeue

MoKa3blBAaeT HaCTPOMKM NpoTokona IPv6 gns yKasaHHOro MH-
Tepdelica.

show ipv6 interface [giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id | loopback loop-
back_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
loopback_id: (1..64)

show ipv6 route _ MokasbiBaeT Tabanuy IPv6-mapLupyToB.

show ipv6 icmp error-inter- MoKa3sblBaeT HacTpolikn ICMPV6 coobLieHunin 06 ombKax.

val

[pumepsi 8biM0AHEHUS KOMAHO

= [loKas3aTb AMHAaMMYECKMe 3anucK B Tabanue mapLlipyTmMsaumm o cocefHux IPv6 ycTpoiicTBax.

consolef#show ipv6 neighbors dynamic
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Interface IPv6 address HW address State

VLAN 1 5629:78:13::6782:B588:1AB5 00:00:03:08:D8:98 REACH

Bo3morKHbie cocToAHMA:

INCMP (Incomplete) — Mpoueaypa paspelleHns agpeca BbINoJHAETCA Ha BXoZe. ITO 03HayaeT, YTo
3anpoc o coceactBe Obln OTNpaBAeH Ha FPynmnoBOM afpec, HO COOTBETCTBYOLEE MNOATBEPXKAEHME O
coceAcTBe elle He Bbl10 NoNyYeHO.

REACH (Reachable) — NMonoxuTtenbHoe NoATBEPXAEHME O TOM, YTO MyTb 10 COCeAHEro yCTpoicTBa
dYHKUMOHMPYET BepHO, BbIJI0 NOJIlyYEHO B TeYeHMe nepmnoaa «4ocTuxMmoctn» (ReachableTime, mc). Moka
cocefHee YCTPOMUCTBO AOCTUNMMO, U OOMEH MaKeTaMM UAET HOPMasIbHO, HUKAKMX CNeLManbHbIX AeACTBUN
He npeanpuHUMAETCA.

STALE — MNonoxutenbHoe NoATBEPHKAEHNE O TOM, YTO NYTb 40 COCeAHEro ycTponcTaa GyHKUMOHUPYET
BEPHO, HbIN10 NONYYEHO B TEUEHME BpeMeHU bonbLiero, Yem nepuog, «4ocTukumoctn» (ReachableTime, mc).
Moka cocefHee YyCTPOMCTBO AOCTUMKMMO, U OOMEH NaKeTaMu MAET HOPMANbHO, HUKAKMX CneumasnbHbIX
OeNcTBUIN He NpeanpUHUMAETCA.

DELAY — T[lonoxutenbHoe nNOATBEPXKAEHME O TOM, 4YTO NyTb A0 COCeaHero YCTPOMCTBa
bYHKUMOHMPYET BEPHO, BblIO MOYYEHO B TEYEHME BPEMEHM DOMbLIErD, YEM MEPUOS, «AOCTUKMMOCTUY
(ReachableTime, mc) n noBTOpHbINM 3anpoc bbin NepegaH B TeYEHWE UHTEPBAsia BpEMEHU OTBEAEHHOro Ha
nonbITKy (DELAY_FIRST _PROBE_TIME, cek). Ecniv nonoXutenbHblh OTBET HE NPUAET B TEYEHUE MHTEepBana
BpemeHu, oTBefeHHoro Ha nonbiTky (DELAY_FIRST_PROBE_TIME, cek), To cocTosiHMe NyTM A0 cocenHero
ycTpoicTea nsmeHutca Ha PROBE.

PROBE — 3anpocbl O coceactse nepuoayyeckym nepesaroTca C MHTEPBA/IOM «PETPAHCAALUMNY
(RetransTimer, mc) Ao Tex nNop, NOKa He byAeT Nosly4eHo NoNoKUTENbHOE NOATBEPKAEHUE.

5.15.2 TyHHenupoBaHue npotokona IPv6 (ISATAP)

®YHKUMA TyHHenMpoBaHuA Tpaduka IPv6 Ha 6ase npoTtokona ISATAP (Intra-Site Automatic Tunnel
Addressing Protocol) no3sosseT ocylecTBAATb nepegady Tpaduka IPv6 yepes cetTn ¢ agpecaumeit IPv4.
Takmum 0bpasom, y3nbl c agpecaumeit IPv6, noaaepkusaroLime TyHHennposaHue ISATAP, moryT coobuatbes,
MHKancyanpys TpaduK B NaKeTbl € 3aroloBKkom IPv4.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxmnma rnobanbHOro KOHPUrypmpoBaHumsa:
console (config) #

Tabnunua 5.62 — KomaHabl pexnma rnobanbHOro KoHGUrypmposaHua

Komanda 3HauyeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
interface tunnel number 1. Co3gaet uHTepdeinc TyHHeNMpPOBaHUA.
number: (1)/- 2. OcyLLecTBNAET BXOL, B PEXUM KOHOUTYPUPOBAHUA UHTEP-
delica TyHHeNMpoOBaHMA
tunnel isatap query-interval YcraHaBnuBaet nepuog mexay DNS 3anpocamu, otnpasnse-
seconds MbIMW 418 aBTOMATUYeCKoro onpeaenerus IP-agpeca
seconds: (10..3600)/10 cek | maplwpyTusaTtopa ISATAP.
no tunnel isatap query-inter- YcTaHaB/MBaeT 3Ha4YeHUE N0 YMONHAHMIO.
val
tunnel isatap solicitation-in- YcTaHaBAvMBaeT nepuog, nepeaaym 3anpocos, Tpebyrowmx
terval seconds seconds: (10..3600)/10 cek | noaTBepxAaeHUA oT MaplupyTnsaTtopa ISATAP (B cnydae oT-
CYTCTBMA aKTMBHOTO MapLIpyTM3aTopa).
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no tunnel isatap solicitation-
interval

YcTaHaBAMBaeT 3Ha4YeHue no YMON4aHUKO

tunnel isatap robust- number: (1..20)/3

ness number

no tunnel isatap robustness

3apaet konnyectso DNS-query 3anpocoB 1 KOAMYeCTBO 3a-
npocoB, nepegasaembix mapLipyTtusatopy ISATAP B TeyeHne
BPEMEHMU }KN3HWN YCTaHOB/IEHHOTO COEANHEHMUA.

Mepuopbl 3anpocos onpepenseTca Gopmynamm:

- ana DNS: (Bpems *KU3HWM NPUHATOE B OTBETE OT cepBepa
DNS)/(number+1);

- ANA 3anpocoB K mapLpytusatopy ISATAP: (MnHUmanbHoe
BpeMsA XM3HW NpuHAToe B oTeeTe oT ISATAP maplupytum3a-
Topa)/(number+1).

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

KomaHObI pextuma myHHeAupo8aHus

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma TYHHEMPOBaHUA:

console#configure

console (config) #interface tunnel 1

console (config-tunnel) #

Tabnunua 5.63 — KomaHAbl pexxnuma TYHHeIMpoBaHUA

KomaHoa 3HayeHue

Aelicmeue

tunnel mode ipv6ip isatap

-/BbIK/IIOYEHO

no tunnel mode ipv6ip isa-
tap

BkstouaeT nogaepxKy TyHHeAnpoBaHua npoTokona IPv6 ve-
pe3 IPv4 npu nomouwm ISATAP.
Ana opHoro u Toro e uHTepdeiica (Hanpumep,
V Ethernet/VLAN) nogaepka IPv6-agpecaunm v TyH-
He/MpoBaHUA MOTYT COCYLLLEeCTBOBaTb BmecTe. Bbibop
ucnonb3osBaHua IPv6-agpecauumn unam TyHHeAuMpoBa-
HuA ByaeT ocywecTBNeH Ha OCHOBaHUMU MHPOpMaLmMu
06 IP-agpece Ha3HaueHuA.

BbikntoyaeT noanepKKy TYHHENMPOBaHMA NPoTOKoAa IPv6.

tunnel isatap router

router_name -/AOMEHHbIM nmeHem AB-

nAeTca cTpoka ‘isatap’

no tunnel isatap router

3a4aéT fomeHHOoe UMA ana TyHHens IPv6. MNonb3osaTtenu ¢ aa-
pecaumeit IPv4 6yayT MMeTb BO3MOXKHOCTb AOCTyNa K YCTPOU-
CTBY (YCTPOMCTBO TYHHENMPOBAHUA) NPY BbINONHEHWUW CTaH-
AapTHoM npouesnypbl DNS.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

tunnel source
{auto |

ip-address ipv4_address } -/IP-anpec He HasHaueH

no tunnel source

KomaHza HasHavaet JioKasibHblii IP-agpec TYyHHeNo, KOTopbIit
6yLeT UCNO/Ib30BaTLCA, B Ka4ecTBe agpeca UCTOYHMKA, MPU OT-
npaBKe NaKkeTos..

- auto — IP-agpec 6yaeT aBTOMaTUYECKM Ha3HaYeH CUCTEMOA.

YaanaeT nokanbHbIV IP-agpec TyHHens.

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 5.64 — KomaHgbl pexkuma EXEC

KomaHoa

Aelicmeue

show ipv6 tunnel

MoKasbiBaeT MHPOPMALMIO O HACTPOMKAX TYHHeNS.
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[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOUNTb MHTEepdENC TYHHENMPOBAHUA, Ha3HAYUTb JOMEHHOEe UMA TyHHens — MES2124,
YCTaHOBUTb JIOKa/bHbIN IP-agpec — 192.168.16.88.

console#configure
console (config) #interface tunnel 1

console (config-tunnel) #tunnel mode ipvé6ip isatap
console (config-tunnel) #tunnel isatap router MES2124
console (config-tunnel) #tunnel source ip-address 192.168.16.88

5.15.3 Hactpouka ¢pyHKuum IPv6 RA guard

®yHKumA IPv6 RA guard npefocTaBAseT 3aliMTy OT aTak, OCHOBAHHbIX HA PAccblIKe NoageNbHbIX na-
KeToB Router Advertisement, paspelas 06paboTKy coobLLEeHNIA TONBKO C LLOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKU perKnma rnobanbHOro KOHPUrypupoBaHus:

console (config) #

Tabanua 5.65 — KomaHgbl pexknuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa

Aelicmeue

ipv6 nd raguard
-/BbIKNOYEHO

no ipv6 nd raguard

PaspelwaeT KoOMMyTaToOpy KOHTPOAMPOBaHUE GyHKLUMU IPV6
RA guard.
BbikntoueHne dpyHKumm IPv6 RA guard.

ipv6 nd raguard vlan

vian_id vlan_id: (1..4094)

Paspewaet KoHTponmpoBaHue dyHKuum IPv6 RA guard B
npegenax ykasaHHon VLAN.
- vlan_id —Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKM perMma KOHOUrypuposaHua nHtepdeica:

console (config-if) #

Tabnnua 5.66 — KomaHgbl pexxnuma KoHPuUrypuposaHua nHtepdeica Ethernet

3HayeHue/3HayeHue no

KomaHoa HAeilicmeue
YMOMYAHUIO
ipv6 nd raguard device-role Bbibop pexkrma paboTbl nopTa.
{ host | router } Jhost - host — 6/710kMpoBKa Bcex Bxoaawmx RA-coobLeHniA;

- router — ¢unbTpaumna RA-coobLLeHN B COOTBETCTBUM C
HaCTPOEHHbIMU NPaBUNAMM.

ipv6 nd raguard match ac-

cess-list ac/ acl: (1..32) cumeona

BkntoyeHune ACL gna dunbTpaummn RA-coobLLEHUI B pexnme
router.
- acl — uma ACL.

ipv6 nd raguard match pre-

fix-list prefix-list

prefix-list: (1..32) cumsona

BkntoueHwue prefix-list ansa unbTpaumm RA-coobuweHmnit B pe-
Xume router.
- prefix-list — uma prefix-list.

ipv6 nd raguard trusted-
port

-/BCE NOPTHI ABAAKOTCA UN-
trusted

ﬂ,O6aBJ’IHeT NopT B CNUCOK AOBEPEHHbIX.
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5.15.4 Hacrpoitka ¢pyHKuumn DHCPv6 guard

DHCPv6 guard — pyHKLMA, N03BOAIOLLAA NPEAOTBPALLATL NOABAeHMe cTOPoHHUX DHCPv6-cepBepos B

CeTHn, pa3pelland nx NcnosibsoBaHme To/IbKO Ha 4OBEPEHHbIX MHTep¢e171cax.

KomaHObI pexcuma 2106as16H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM peXknma rnobaibHoro KOHGUryprupoBaHus:

console (config) #

Tabnunua 5.67 — KomaHabl pexkmMma rnobanbHoOro KoOHGUrypupoBaHus

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

ipv6 dhcp guard
-/BbIK/IOYEHO

no ipv6 dhcp guard

Pa3speluaeT KOMMYTATOPY KOHTPOANPOBAHUE GYHKLMM
DHCPv6 guard.

BobikntoueHue dyHKkuumn DHCPV6 guard.

ipv6 dhcp guard vlan vian_id
vlan_id: (1..4094)

PaspewaeT KoHTpoanposaHue dpyHKkumm DHCPv6 guard B
npegenax ykasaHHon VLAN.
- vlan —Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU PeXMMa KOHPUIYpUpoBaHUa MHTepdelica:

console (config-if)#

Tabnumua 5.68 — KomaHapl pexxnuma KoHoUrypupoBaHusa nutepdeica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMoA4YaHuro
ipv6 dhcp guard device- Bblbop pexnuma paboTbl nopTa:
role { client | server } - client — coobuweHuns Tuna «advertise» u «relpy» otbpacbisa-
-/client oTCH;

- server — coobueHua Tuna «advertise» u «reply» ¢punbTpy-
IOTCA MO YCTAaHOB/IEHHbIM MPaBUAaM.

ipv6 dhcp guard match

X acl: (1..32) cumBona
server accsess-list ac/

BkntoueHune ACL gns punbrpaunmn DHCPV6-coobLieHmit.
- acl — uma ACL.

ipv6 dhcp guard match re-

oly prefix-list prefix-list prefix-list: (1..32) cumsona

BrkntoueHue prefix-list gna punbrpaumm DHCPV6-coobLLeHNA.
- prefix-list — umsa prefix-list.

ipvé dhcp guard trusted-
port

no ipv6 dhcp guard
trusted-port

-/BCE NOPTHI ABAAKOTCA UN-
trusted

[obasnseT NopT B CNMCOK foBEPEHHbIX. [1nA f0BEPEeHHbIX
NOPTOB paspeLleHbl BCE TUMbl COOOLLEHN.

YanseT nopT M3 CNMCKa SO0BEPEHHDIX.

5.16 HacTtpoiika npoToKonos

5.16.1 HacTtpoitKka npotokosna DNS — cuctembl JOMEHHbIX UMEH

OcHoBHoW 3agayeit npotokona DNS asnsetca onpeaeneHue IP-agpeca y3na cetu (xocTa) no 3anpocy,
coaepKalleMy ero AomeHHoe uMA. basa [AaHHbIX COOTBETCTBMI [AOMEHHbBIX WMMEH Y3/10B CETU MU

cooTBeTCcTBYOWMX UM IP-agpecos BeaetcAa Ha DNS-cepsepax.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume r106anbHoro KoHpUrypuposaHus:

console (config) #
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Tabnnuya 5.69 — KomaHpgbl pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

Aeiicmeue

ip domain lookup

Pa3spewaet ucnonb3osaHune npotokosaa DNS.

no ip domain lookup

3anpelaeTt ucnonb3osaHue npotokosaa DNS.

ip name-server
server_ipv_address_list

Onpegensert IPv4/IPv6-aapeca goctynHbix DNS-cepsepos. MoxHo onpeaenuts IP-agpeca
4015 BOCbMM cepBepoB. IP-aapeca cepBepos HEOHXOAMMO 3anmcbiBaTb Yepes npoben.

no ip name-server
[server_ip_address1 ...
server_jp_address8]

Ypansaert IP-agpec DNS-cepBepa 13 cnnucka AOCTYMHbIX.

ip domain name name

OnpegpenseT JOMEHHOe MMA N0 YMOIYaHUIO, KOTopoe ByaeT MCNoab30BaTbCA MPOrPamMMOld,
A9 A,ONONHEHUA HENPABUbHbIX LOMEHHbIX UMEH (JOMEHHbIX UMeH 6e3 ToukK). Ans gomeH-
HbIX UMeH 6e3 TOYKM B KOHeL, UMeHN byaeT A06aBNATLCA TOUKA M YKa3aHHOe B KOMaHae A0-
MeHHoe nma. Uma gonkHo cogepatb 1 o 158 cumsonos.

no ip domain name

Ypanaet AOMEHHOE UMA NO YMOHAHWUIO.

ip host name ip_address1
[ip_address2 ... ip_ad-
dress4]

OnpepenseT cTaTU4ecKne COOTBETCTBMA MMEH Y3108 ceTu IP-agpecam, Aob6aBaAeT ycTaHOB-
NeHHOoe COOTBEeTCTBME B KaLW. MmAa moxKeT cogeprKaTb oT 1 Ao 158 cumsonos. MoKHO onpege-
NnTb Ao YeTbipex IP-agpecos.

no ip host name

Ypanaet ctaTtMyeckne cOOTBETCTBMA MMEH Y3/10B ceTu IP-agpecam. Mima moxKeT coaeprKaTb OT
1 po 158 cumBonoB.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnnuya 5.70 — KomaHgbl pexkuma EXEC

KomaHoa

Aelicmeue

clear host {name| *}

YpanseT 3anucb COOTBETCTBMA MMEHM y3/1a ceTu IP-agpecy Kawa mbo Bce 3anucu (*). Umsa
[OMKHO copepxaTtb oT 1 no 158 cumBosios.

show hosts [name]

OTobparkaeT LOMEHHOE UMSA N0 YMONYaHMIO, cnMcok DNS-cepBepoB, cTaTUYECKUE U KILLMPO-
BaHHble COOTBETCTBMA MMEH Y3108 ceTu 1 IP-agpecos.

Mpy MCcnNonb3oBaHWM B KOMAHAE MMEHM y3/1a ceTu, oTobparkaeTca COOTBETCTBYOWMIN emy IP-
agpec. ma ponxHo copepxatb oT 1 o 158 cumsonos.

[pumepbl UCM016308AHUS KOMAHO

= Wcnonb3osaTb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTtaHOBUTL [0-

MEeHHO€E MMA NO YMOJIYaHUIO - mes:

consolef#configure
console (config) #ip name-server 192.168.16.35 192.168.16.38
console (config) #ip domain-name eltex-sw-1

"  YCTaHOBWUTb CTaTU4YeCKOe COOTBETCTBUE: y3en cetm ¢ MMEHEM eltex.mes nmeet IP-ap,pec

192.168.16.39:

console#configure
console (config) #ip host eltex.mes 192.168.16.39
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5.16.2 Hactpoiika npotokona ARP

ARP (Address Resolution Protocol — npoTokon paspeleHus agpecoB) — MPOTOKOJI KaHa/lbHOro
YPOBHS, BbINO/HAOWMIA GyHKLUMIO onpeseneHnsa MAC-agpeca, Ha OCHOBaHUM coaeprKalieroca B 3anpoce IP-
agpeca.

KomaHObI pexcuma 2106016H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme r106anbHOro KoHPUrypupoBaHus:

console (config) #

Tabanuya 5.71 - KomaHgb! pexuma rnobanbHOro KOHGUrypmpoBaHUsA

3HayeHue/3Ha4yeHue no

KomaHoa Aelicmeue
yMoAn4YaHuro
arp ip_address mac_ad-
dress [gigabitethernet dopmat  ip_address [Nob6asnaet craTuueckyto 3anuch cootsetcTansa IP u MAC-aape-
gi_port | fastethernet A.B.C.D; coB B Tabanuy ARP oA ykasaHHOro B KOMaHAe uHTepdelica.
fa_port | port-channel dopmat mac_address : - ip_address — IP-agpec
group | H.H.H - mac_address — MAC-agpec
vlan vian_id) H:H:H:H:H:H
H-H-H-H-H-H;

no arp ip_address [giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id (1..4094)

Ypanaet ctatnyeckyto 3anuce cootsetcteusa IP u MAC-agpecos
13 Tabaumubl ARP ana ykasaHHOro B KomaHae uHTepdeiica.

arp timeout seconds

no arp timeout

seconds: (1..40000000)/
60000 cek

HacTpaunBaeT BpemMaA XU3HM ANHAMUYECKMX 3anuceit B Tab-
nuue ARP (cek).

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 5.72 — KomaHgabl pexkuma privileged EXEC

KomaHoa

3HaveHue

Aelicmeue

clear arp-cache

YaanaeT Bce guHammyeckue 3anucu us ARP Tabanubl. (Ko-
MaHAa AOCTYMHA TONbKO A5 NPUBUIErMPOBAHHOIO NOb30Ba-
Tens).

show arp

[ip-address ip_address |
mac-address mac-addres |
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

ip-address: (A.B.C.D)
mac-address: (H.H.H nau
H:H:H:H:H:H nan
H-H-H-H-H-H);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MokasbiBaeT 3anmcu ARP-Tabauubl: Bce 3anucu, dbuabtp no IP-
agpecy; ounbtp Nno MAC-agpecy; $unbTp no nHTEpdelicy.

- ip_address — |P-agpec;

- mac_address — MAC-agpec;

- gi_port — Homep nHTepdeiica Gigabit Ethernet;

- fa_port — Homep nHTepdeliica Fast Ethernet;

- group — rpynna KaHanos.

show arp configuration

MoKasbliBaeT rnobanbHyto KoHdurypaumnio ARP u KoHourypa-
umto ARP ans uHtepdeiicos.

ip arp proxy disable

no ip arp proxy disable

-/BbIK/IIOYEHO

OTKAIOYaeT peXnm npokcnposaHma ARP-3anpocos ana Kom-
mMyTaTopa.

Bkatouaet pexkum npokcmposaHua ARP-3anpocoB ana Kommy-
TaTopa.
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KomaHObI pexcuma KoHgpu2ypuposaHue UHmepagelica

Bua 3anpoca KoMaHAHOM CTPOKK B pexume interface configuration:
console (config-if) #

Tabnunuya 5.73 — KomaHgb! pexkuma interface configuration

KomaHoa 3HayeHue Aelicmeue

OTKAto4vaeT pexxmum npokcmposaHua ARP-3anpocoB Ha HacTpa-

ip proxy-arp
nBaemom uHTepoelice.

-/BbIK/IIOYEHO
BkatouaeT pexkum npokcmposaHua ARP-3anpocoB Ha HacTpau-

no ip proxy-ar o
P proxy-arp BaeMoM UHTepdodelice.

HacTpavBaeT Bpemsa KU3HW AMHAMUYECKUX 3anuceii B Tab-

arp timeout seconds .
P nvue ARP (cek) ans HacTpaMBaemoro nHtepdeiica.

seconds: (1..40000000)
YcTaHaBAWBaET 3HaYeHMe Mo YMONYaHMIO (YCTaHaBAMBaETCA

no arp timeout
P rnobanbHo).

[pumepbl UCI016308AHUA KOMAHO

= [Jlo6aBuTb cTaTU4Yeckylo 3anucb B ARP-Tabnuuy: IP-agpec 192.168.16.32, MAC-aapec
0:0:C:40:F:BC, yCcTaHOBUTb BPEMSA KU3HWU AMHAMMYecKnx 3anuceit 8 ARP-Tabanue — 12000
CeKkyHa;
console#configure
console (config) #arp 192.168.16.32 00-00-0c-40-0f-bc gigabitethernet 1/0/2

console (config) #exit
consolef#arp timeout 12000

= [lokasaTtb coaeprkumoe ARP Tabaunubi:

console#show arp

VLAN Interface IP address HW address status

vlan 1 gi0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.16.3 HacTtpowka npotokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-pernctpaumum. MpoToKkon nossonser
pacnpocTpaHuTb no cetn wupeHTuduratopbl VLAN. OcHoBHOM ¢yHKumen npotokona GVRP asnsertca
obHapyXeHne nHdopmaumm 06 oTcyTCTBYOWMX B 6ase faHHbIX KommyTaTopa VLAN-ceTax npu nonyyeHnu
coobueHnin GVRP. Nonyuns nHpopmaumio 06 otcytcreyowwmx VLAN, KommyTaTop fobasnseT ee B cBoto H6asy
OaHHbIX.

KomaHObI pexcuma 21060s16H020 KOHU2YpUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasnbHOro KoOHOUIrypmpoBaHusa:

console (config) #

Tabnunua 5.74 — KomaHabl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no .
KomaHoa HAelicmeue
YMOAYAHUIO
gvrp enable BkntoyaeT ncnonbsosaHme npotokona GVRP kommyTtatopom.
-/BbIKNIOYEHO
no gvrp enable BbikntouvaeT ncnonbsosaHue npotokona GVRP kommyTtatopom.
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KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
UHmMepgelica 2pynnel Nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKK B pexnme KoHdUrypuposaHua uHtepdeica Ethernet, uHtepdeiica
rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port| fastethernet
fa port|port-channel group}

console (config-if) #

Tabnnua 5.75 — KomaHabl pexkuma KoHourypuposaHus uHtepdelica Ethernet, rpynnsl uHTepdelicos

3HayeHue/3HayeHue no .
KomaHoa Aelicmeue
YMOMYAHUIO
gvrp enable BkatoyaeT ncnonbsosaHue npotokona GVRP Ha HacTpaumBsae-
MOM MHTepdeiice.
-/BbIK/IIOYEH
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokona GVRP Ha HacTpauBsae-
mom unHTepdeiice.
garp timer {join | leave | timer value: YcTaHaBAMBaET 3HaYeHuA Tamepos nNpoTokona GARP (onuca-
leaveall} timer_value (10..2147483640) mc/ HI/I‘e TalMepoB NpueeaeHo B Tabnuue 5.77).
3HaueHus Mo ymonuaHmio: | - timer_value — 3HayeHue Talimepa (H0/1KHO BbITb KPaTHO
join: 200 mc; 10).
no garp timer leave: 600 mc; YCTaHOBUTb 3HAYEHMA NO YMOJIYaHUIO.
leaveall: 10000 mc
gvrp vlan-creation-forbid 3anpelaeTt gMHaMU4yeckoe nameHeHune nnm cosganme VLAN
/1A HacTpanmBaemoro nHTepdeica.
- -/pa3pelueHo A d pd
no gvrp vlan-creation-for- Paspelwaet auHamumnyeckoe nsmeHeHue nam cosgaHune VLAN
bid ONA HAacTpamMBaemoro nHTepdeiica.
vrp registration-forbid BbinonHseT cHATMe pernctpauum ana scex VLAN n He gonyc-
gvrp reg Mo ymonyaHuto cosgaHue mn P paumm 4 Aony
KaeT co3aaHuna nam pernctpaumm Hosbix VLAN Ha AaHHOM UH-
pernctpauna VLAN Ha MH- o
. Tepdelice.
- - - Tepodelice paspelleHa
no gvrp registration-forbid YcTaHaBAnBaeT 3Ha4YeHMe Mo YMONYAHUIO.

KomaHObI pexcuma KoHguaypuposaHua VLAN

Buna 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypmposaHma VLAN:
console#configure

console (config) #interface vlan vlan id
console (config-if) #

Tabnuua 5.76 — KomaHabl pexkuma kKoHdurypmposanusa VLAN

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymMoa4aHuro
gvrp advertisement-forbid 3anpeuaeTt aHoHcuposaHue VLAN no npoTtokony GVRP.
no gvrp advertisement-forbid — OTmeHsAeT 3anpeT Ha aHoHcuposaHue VLAN no npoTokony
GVRP.
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Tabnuuya 5.77 — OnucaHue Tanmepos GARP

Tailimep GARP

3HayeHue

Join Timer OnpepenseT MHTepBan Nepesayy 3anNpocoB Ha npucoeanHeHve B rpynny VLAN (auva-
nasoH 3HayeHui ot 10 go 2147483640 MUNAUCEKYHA, 3HAYEHME NO YMOSYAHUID —
200 MUNIUCEKYHA).

Leave Timer OnpepenseT UHTEPBaJ, KOTOPbIN UHTepdelic byaeT OXuaaTb nepes BbIXOAOM U3

rpynnbl VLAN (avnanasoH 3HayeHuit ot 10 ao 2147483640 MUNNNCEKYHA, 3HAYEHME NO
yMmon4aHuio — 600 MUNNCERYHA).

Y

3HaueHue Leave Taiimepa [0nKHO 6biTb 60/blUe UAM PaBHO TPeMm 3Haue-
Huam Join Talimepa.

LeaveAll Timer

Onpepenset UHTepBana, KOTOpbIN UHTepdelc byaeT oXuMaaTb Nepes OTNPaBKoOM 3a-
npoca LeaveAll Ha nosHoe oTkAtouyeHne oT rpynnbl VLAN (gManasoH 3HaveHui ot 10
00 2147483640 MUNNUCEKYHA, 3HAYEHME NO yMmondYaHnio — 10000 munamcekyHa).

Y

3HaueHue LeaveAll Taiimepa A0nXKHO 6biTb HamMmHOro 6onblie 3HauyeHUA
Leave Taiimepa.

Y
Y
I

VLAN.

3HaueHuns GARP TaiimepoB A,0/13KHO 6biTb 04UHAKOBbIM 4151 BCEX B3aMMOAEUCTBYIOLLMX
ycTpoiictB. Ecnmn 3HaueHuA TaiimepoB 6yAyT OTANUYATLCA, TO KOMMYTaTOP MOXKET HeKop-
pPeKTHo pabotaTtb no npotoKkony GVRP.

B3aumogpeiicTBMe HETErMpoBaHHOIo NOPTa C TEFTMPOBAHHbIM MOXKeT 6bITb aAMUHUCTPa-
TUBHO onpeAeneHo NyTem yCTaHOBKU 3HayeHuUsa PVID Ha HeTerMpoBaHHOM NOpPTy.

MHTepdeiic, HacTpoeHHbIM B peXkume nopta goctyna (Access port), He moxeT paboTtatb
no npotoKosy GVRP, NOCKO/IbKY OH BCerga ABNAETCA Y/1IeHOM TO/IbKO O4HOM rpynnbl

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.78 — KomaHgb! pexxkuma privileged EXEC

KomaHoa

3HaueHue Aeiicmeue

clear gvrp statistics [giga-
bitethernet gi_port |
fastethernet fa_port |

port-channel group]

OuunLaeT HaKOMN/JIEHHYIO CTaTUCTUKY NpoToKkona GVRP.
gi_port: (1..3/0/1..28);

fa_port: (1..3/0/1..24);
group: (1..16).

KomaHOwb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console>

Tabnunua 5.79 — KomaHab! pexkuma EXEC

KomaHoa

3HaueHue Aeilicmeue

show gvrp configuration [gi-
gabitethernet gi_port |
fastethernet fa_port |

port-channel group]

MNokasbiBaeT KoHbUrypauuio npotokona GVRP ansa ykasax-

gi_port: (1..3/0/1..28); Horo nHtepdeiica, Mnbo ans Bcex MHTepdeincos.

fa_port: (1..3/0/1..24);
group: (1..16).
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show gvrp statistics [giga-
bitethernet gi_port |
fastethernet fa_port |

port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
fastethernet fa_port |

port-channel group]

lNoKa3sbiBaeT HaKOM/IEHHYIO CTaTUCTUKY No npoTokoay GVRP
AN1A YKa3aHHOro uHtepodelica, Mbo ana Bcex MHTepdecos.

MoKa3blBaeT CTaTUCTUKY MO OWMbKam nNpu paboTe NpoTo-
Kona GVRP gns ykasaHHoro nHTepderica, iMbo ana BCeX UH-
Tepdelicos.

5.16.4 MexaHu3sm obHapyxeHua netenb (loopback-detection)

JaHHbIA MexaHU3M MO3BOAAET YCTPOMCTBY OTCAEXMBATb 3aKO/IbLOBaHHble NOPTbl. [eTna Ha nopTy
obHapyrKMBaeTcA NyTEM OTCbIIKM KOMMyTaTopom dpelima ¢ aapecom HazHaYeHMA, COBNaAatoWmm C OLHUM

13 MAC-agpecoB ycTponcTBa.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU B perknume r106asibHOro KOHGUryprMpoBaHums:

console (config) #

Tabanua 5.80 — KomaHzabl pexkmMma rnobanbHoro KoHGUrypuposaHusa

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection
enable

-/BbIK/IIOYEHO

Bk/itouaeT mexaHn3am o6Hapy>Keva netesib 4NA KOMMYTaTopPa.

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHUIO.

loopback-detection
interval seconds

no loopback-detection
interval

seconds: (1..60)/ 30 cekyHz,

YcTaHaBAuBaeT MHTepBan mexay loopback-operimamu.
- seconds — nHTepBan BpemeHn mexxkay LBD ¢pperimamu.

BoccTtaHaBanBaeT 3HaYeHme nNo YyMONYaHUIO

loopback-detection mode
{src-mac-addr|base-mac-

addr | multicast-mac-addr}

-/src-mac-addr

YCTaHaBAMBAET PEXMM 0BHAPYKEHUA NeTenb:

- src-mac-addr — onpegenset, yto MAC-agpec HasHauyeHusa —
MAC-agpec nHtepdelica;

- base-mac-addr — onpegenser, uto MAC-agpec HasHayeHus
— MAC-agpec ycTpoicTsa.

- multicast-mac-addr — B KayecTBe azpeca HazHa4YeHuUA 1c-
Nonb3yeTcsA rpynnosoi agpec

loopback-detection
vilan-based

no loopback-detection
vlan-based

-/BbIK/IIOYEHO

BkntoyaeT pexknm obHapykeHua netam Bo VLAN. MNpu Hanu-
yum netam Bo VLAN pgaHHasa VLAN byaet 3ab10KMpoBaHa Ha
nopTy, Ha KOTOPOM Bblna 06HapyKeHa neTns.

OTKtOYaeT pexnum obHapyxeHua netam 8o VLAN.

loopback-detection vlan-
based recovery-time sec

no loopback-detection
vlan-based recovery-time

sec: (30..1000000)/BbikAt0-
yeHo

3agaeT Bpemsa B CeKyHAax, B TeyeHue kotoporo VLAN Ha nopTy
byaeT HaxoANUTbCA B 3a6/IOKMPOBAHHOM COCTOAHUM.

VLAN Ha nopTy, B KOTOpOM bbina 0bHapy»KeHa neTns, He byaet
pa3bsoKMpoBaHa aBTOMATUYECKM.

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepagetica (duanasoHa uHmepgelicos) Ethernet,

UHmepcgelica epynnel MOpmMos

Bupa, 3anpoca KOMaHAHON CTPOKK B pexmme KoHPUrypmposaHua uHtepoelica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port|

fa port|port-channel group}
console (config-if)#

fastethernet
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Tabnnuya 5.81 — KomaHgbl pexxnuma KoHPuUrypuposaHua nHtepoeica Ethernet, rpynnbl nHTepdeicos

3HayeHue/3HayeHue no -
KomaHoa Aelicmesue
YMOAMYAHUO
loopback-detection enable BKntoyaeT mexaHn3m obHapyKeHua neTesb Ha NOPTy
no loopback-detection -/BbIKAOYEHO
enable BoccTaHaB/IMBaAET 3HaUYeHMeE MO YMONYAHUIO

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunuya 5.82 — KomaHgb! pexkuma EXEC

KomaHoa 3HaveHue Aeilicmeue

show loopback-detection OTobpaxkaeT cocToaHne mexaHunsma loopback-detection.
[gigabitethernet gi_port | ) ] - gi_port — Homep nHTepdeiica Gigabit Ethernet;
fastethernet fa_port | fa_port: (1..3/0/1..24); - fa_port — Homep nHTepdelica Fast Ethernet;

group: (1..16)

port-channel group] - group — rpynna KaHanos.

gi_port: (1..3/0/1..28);

5.16.5 CemeiicTtBo npotoKonos STP (STP, RSTP, MSTP)

OcHoBHoOW 3aaayelt npotokona STP (Spanning Tree Protocol) siBnsetca npuseaeHne cetu Ethernet c
MHOECTBEHHbIMM CBA3AMM K APEBOBUAHON TOMOJ/IOrMU, UCKAOYAOWEN LUMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHOUIYPaUMOHHBbIMK COOBLLIEHMAMM, WUCMNONb3YA Kaapbl chneuuanbHoro dopmara, u
BbIBOPOYHO BK/IHOYAIOT M OTKAKOYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) ABnsieTca ycoBeplUeHCTBOBaHMEM npoTokona STP, xapaKrepusyetcs
MEHbLUMUM BPEMEHEM NPUBEAEHUA CETU K APEBOBMAHOM TONONOMMUN U MMeeT boee BbICOKYHO YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnaetca Hambonee coBpemeHHOW peanusaumeinn STP,
nogaeprkmeatollelr mncnonbzosaHme VLAN. MSTP npeanonaraer KoHduUrypuposaHue HeobXxoaumoro
KOZIMYECTBA IK3EMMIAPOB CBA3YIOWErO AepeBa (spanning tree) BHe 3aBMcMMOCTM OT umncaa rpynn VLAN Ha
KommyTaTope. Kaxkablii aK3eMnaap MOXKET cofeprkaTb Heckonbko rpynn VLAN. HegocTtaTkom npoTokona
MSTP saBnaeTcs To, YTO Ha BCEX KOMMyTaTopax, B3aumogencTtaytowmx no MSTP, fonkHbl 6bITb 04MHAKOBO
CcKoHOUrypuposaHsbl rpynnbl VLAN.

MexaHunsm Multiprocess STP npegHasHayeH 414 cO34aHUA He3aBucUMbIX gepesbes STP/RSTP/MSTP
Ha NopTax yCTPOMCTBA. M3MeHEHMA COCTOSIHUA OTAENbHOMO AepeBa He OKa3blBAOT BAMAHUA HA COCTOAHME
OPYTrUX AepeBbeB, YTO NO3BOIAET NOBbICUTb YCTOMYMBOCTb CETU M COKPATUTL BPEMA NEPECTPOeHUs AepeBa B
cny4vae 0TKa30B. Mpn KOHOUTYPUPOBAHUK CeLYET UCKAOYUTL BO3MOXKHOCTb BOSHUKHOBEHUSA KOJeL, MeXKay
nopTaMm-4seHaMm pasHbIx aepesbes. 1A 06CnyKMBAHUA M30NMPOBaHHbIX AEePEBLEB B CUCTEME CO34AETCA
OTAENbHbIM npouecc Ha Kaxpoe gepeBo. C  NpoOLLECCOM COMOCTABAAKOTCA MNOPTbl  YCTPOMCTBA,
npuUHagnexalwme gepesy.

V MaKcumanbHO A40NYCTUMOE KOIMYecTBo 3k3emnaapos MSTP ykasaHo B Tabauue
2.9.
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5.16.5.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2106a0s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnua 5.83 — KomaHgbl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

spanning-tree

no spanning-tree

Pa3spelaeTt ncnonb3oBaHne KOMMYTaTOpPOM NpoTokona STP.

3anpeLlaeT UCNO/Ib30BAaHME KOMMYTAaTOPOM NpoToKkona STP.

spanning-tree mode {stp |
rstp | mstp}

no spanning-tree mode

-/RSTP

YcTaHaBAMBaET peXkMm paboTbl npoTokona STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — |IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — |IEEE 802.1S Multiple Spanning Tree Protocol.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

spanning-tree forward-time
seconds

no spanning-tree forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBAET UHTEPBAJI BPEMEHMW, 3aTPAYMBAEMbIA Ha MpPO-
CNyLIMBaHME U U3YyYEHME COCTOAHUIN Nepes, NepekInYeHnem B
COCTOSAIHWE Nepeaayn.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YCcTaHaBAWBAET MHTEPBA/I BPEMEHN MEXKAY Nepesayamm Wmpo-
KoBellaTesbHbIX cooblieHnit «Hello» K B3anmogencTayoWwmm
KOMMYyTaTopam.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

spanning-tree loopback-guard

no spanning-tree
loopback-guard

PaspelsaeT 3awuTy, BbiKAOYaKOLWyO Atobon MHTepdenc npu
npueme naketos BPDU.

3anpewaeT 3aWwmTy, BbIKAOYAIOLWYIO MHTepdenc npu npuéme
naketos BPDU.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpemsa XKU3HW cBAsytowero gepesa STP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree priority priority

no spanning-tree priority

priority:
(0..61440)/32768

Hactpansaet npuoputeT ceasytowero gepesa STP.

V 3HaueHMe NpUopUTeTa A,O0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaET 3HAYEHUE MO YMONAYAHUIO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

-/long

YcTaHaBAMBaeT MeToA onpeaeneHus LLeHHOCTU NyTu.
- long — 3HayeHMe LeHHoCTM B granasoHe 1..200000000;
- short — 3HauyeHue ueHHOCTU B AnanasoHe 1..65535.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

spanning-tree bpdu {filtering |
flooding | bridging}

no spanning-tree bpdu

-/flooding

Onpegenset pexxum 06paboTkmn naketos BPDU nHtepdeiicom,
Ha KOTOPOM BblIK/IlOYeH NpoTokon STP.
- filtering — Ha MHTepdelice ¢ BbIKNOYEHHbIM NPOTOKO/IOM STP
BPDU nakeTbl GpunbTpytoTCA;
- flooding — Ha nHTepdeiice ¢ BbIKNOYEHHBIM NPOTOKOAOM STP
HeTernposaHHble BPDU nakeTbl nepenatoTca, TerMpoBaHHble —
dunbTpyoTCS;
- bridging — Ha uHTepdelice c BbIKNOYEHHbIM NPOTOKOAOM STP
BPDU nakeTbl nepegatoTca.
JaHHasa KomaHAa obpabaTtbiBaeT TosibKo STP BPDU
' 1 He ¢punbTpyet PVST BPDU ¢ DST MAC
01:00:0c:cc:cc:cd

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree process pro-
cess_id

no spanning-tree process pro-
cess_id

process_id: (1..31)/0

KomaHaa cosgaet oTaesibHbIA NPOLECcC M NepeBoaUT KOMaHA-
HbI UHTEPENC B peXKUM ero KOHPUIrypupoBaHus.

YaanaeT yKasaHHbI npouecc.
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Mpu 3agaHum Takux napameTpos STP, Kak forward-time, hello-time, max-age Heo6xogumo,
e 4yTO6bI BbINOJIHANOCH C/leAyloLee COOTHOLWEHUE STUX NapamMeTpoB:
2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHpu2ypuposaHua uHmepgelica Ethernet, uHmepdghelica epynnsi _nop-
mos

BuA 3anpoca KOMaHAHOM CTPOKM B pexMMe KOHPUrypmposaHua nHtepoeica Ethernet, nHrepodeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanuya 5.84 — KomaHgbl pexuma KoHPuUrypuposaHua nHtepoeica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmesue

spanning-tree disable

no spanning-tree disable

-/paspelueHo

3anpewaet paboTy npotokona STP Ha KOHGUTYpPUPYyEMOM WUH-
Tepdelice.

PaspewwaeT paboTy npoTokona STP Ha KOHPUTYpPUPYEMOM UH-
Tepdelice.

spanning-tree cost cost

no spanning-tree cost

cost: (1..200000000)/
cMm. Tabanuy 5.85

YcTaHaBAMBaET LLeHHOCTb NyTH Yepes BblIbpaHHbI HTepdENiC.

YcTaHaBAMBaeT 3HaueHwue, onpegeniemoe Ha OCHOBaHUU CKO-
poCTU NopTa U MeToAa onpeseneHus LLeHHOCTU NyTu, Tabanua
5.85.

spanning-tree port-priority pri-
ority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAWBaET NpUOpUTET UHTepdelica B CBA3YIOLEM AepeBe
STP.

V 3HauyeHue npuopuTeTa A0/MKHO 6bITb KpaTHO 16.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

BK/tOYAET peXxum, B KOTOPOM NOPT NPU NOAHATUM HA HEM
JIMHKa Cpasy CTaHOBUTCA B COCTOSIHME Nepesayn, He L0KMaa-
ACb UCTEYEHUA Talmepa.

- auto — f06aBAET 3a4ePHKKY 3 CEKYHAbI Nepes, nepexoaom
B COCTOAAHME nepesayn.

BbIKNtOYaeT peXmm MOMEHTaIbHOro nNepexoia B COCTOAHME
nepenavyn no NOAHATUIO IMHKa.

spanning-tree guard root

no spanning-tree guard root

-/3au.|,v1Ta BbIK/1lO4YEHa

BKkntoyaeT 3alnTy «KOPHA» AN1A BCEX CBA3YIOLLMX AEPEBbEB
STP BbI6paHHOro nopTa. [laHHaA 3almMTa 3anpeLLaeT UHTep-
deicy H6bITb KOPHEBLIM NOPTOM KOMMYTaTOpPA.

YcTaHaBAMBaEeT 3HAYEHWe Mo YMONYaHULO.

spanning-tree bpduguard

no spanning-tree bpduguard

-/3aumMTa BbIK/IOYEHa

PaspeluaeT 3awWwuTy, BbIKAOYAOLWYO MHTEpdEC Npu Npuéme
naketos BPDU.

3anpeLyaeT 3aLMTY, BbIK/OYAtOLLY0 MHTepdec npu npuéme
naketos BPDU.

spanning-tree link-type {point-
to-point | shared}

no spanning-tree link-type

-/ona gynnekcHoro
NnopTa «TOYKA-TOYKAY,
ONA NONYAYNAEKCHOro

— «pa3BeTB/IEHHbIN»

YcTaHaBnamBaeT npotokon RSTP B nepegatowee cocToaHue n
onpegenseT TUN CBA3W ANA BbI6PaHHOro NOpTa — «TOYKa-
TOYKA», «PA3BETBAEHHDBINY.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

Onpegenser pexxum 06paboTkm naketos BPDU nHTepdelicom,
Ha KOTOPOM BbIK/tOYEH NpoToKon STP.

- filtering — Ha nHTepdelice ¢ BbIKNOYEHHbBIM NPOTOKOIOM
STP BPDU nakeTbl punbTpytoTCcs;

- flooding — Ha nHTepdeiice ¢ BbIKNHOYEHHbBIM NPOTOKO/IOM
STP HeTernpoBaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaH-
Hble — GUAbTPYIOTCA.

[aHHas komaHpa obpabatbiBaeT TonbKo STP bpdu n He dunb-
TpyeT PVST BPDU ¢ DST MAC 01:00:0c:cc:cc:cd

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpewaet npuem BPDU c dnarom TCN.

Paspewaet npuem BPDU c ¢pnarom TCN.
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spanning-tree binding-process
process_id

no spanning-tree binding-pro-
cess

process_id: (1..31)/0

MpuBA3bIBAET NOPT K yKazaHHOMY npoueccy. o ymonyaHuio
BCE NOPTbl YNPABAAOTCA HYNIEBLIM NPOLLECCOM.

BoccTaHaBnmBaeT NpMBA3KY NopTa N0 YMOAYAHUIO

Tabnnua 5.85 — LleHHOCTb NyTH, YCTaHOB/IEHHAA NO YMO/YaHuMIo (spanning-tree cost)

. Memoo onpedeneHusa yeHHocmu nymu
Unmepgpelic
Long Short
Port-channel 20000 4
Gigabit Ethernet (1000 Mbps) 20000 4
Fast Ethernet (100 Mbps) 200000 19

KomaHObI pexcuma KoHgu2ypuposaHusa depesd

BunAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console (config-mstp-process) #

Tabanua 5.86 — KomaHgb! pexxkuma privileged EXEC

KomaHoa 3HayeHue

Aelicmeue

spanning-tree forward-time
seconds
seconds: (4..30)/15 cek

no spanning-tree forward-

YcTaHaBAMBaET AN KOHGUIypMpPYyeMoro npoLecca MHTepsasn
BpEMeHM, 3aTPauMBaAEMbI Ha NPOC/YLIMBAHME U U3yYeHUe CO-
CTOAHWI Nepes NepekNioYeHNeM B COCTOAHME KOMMYTaLUN.

YcTaHaBAUBaeT 3HaYeHne No YMOAYAHUIO.

seconds: (1..10)/2 cek

no spanning-tree hello-time

time
spanning-tree hello-time sec- YcTaHaBAMBAET MHTEPBAN BPEMEHM MEXAY Nepeaadyamu Wu-
onds poKoBeLaTenbHbIX coobuweHunit «Hello» K B3aMmogaeictayto-

MM KOMMYTaTOpaM.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

spanning-tree max-age sec-
onds
no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpeMaA XU3HUM cBa3syowero gepesa STP.

YcTaHaBAMBaeT 3HAYeHMe Nno YMONYaHULO.

spanning-tree mst in-
stance_id priority priority

instance_id: (1..4094);
priority:
(0..61440)/32768

no spanning-tree mst in-
stance_id priority

YcTaHaBAMBaeT 3HauYeHWe NpuopmTeTa KOMMYyTaToOpa B Bbl-
6paHHOM 3Kk3emnaape MST.

- instance_id — ak3emnnap MST;

- priority — npuoputeT KOMMyTaTOpa.

V 3HaueHue NpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHne npuopuTeTa N0 YMONYaHUIO.

KomaHOwbI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 5.87 — KomaHpgpb! pexxkuma privileged EXEC

KomaHoa 3HayeHue

Aelicmeue

show spanning-tree [pro-
cess process_id])
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

process_id: (1..31)/0;
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16).

MoKa3sblBaeT KoHdUrypaumio npotokona STP gna BbIbpaHHOro
npovecca
-process_id — Homep npouecca.

show spanning-tree [de-
tail] [active | blockedports]
[process process_id]

process_id: (1..31)/0

MoKasbiBaeT NoapobHyo MHGOPMAaLMIO O HACTPOMKe NpPOTo-
Kona STP, nHpopmaLumio 06 aKTUBHBIX UK 3aBNOKMPOBAHHbIX
noprax
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clear spanning-tree de-
tected-protocols [interface
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

Mepe3sanycKkaeT Npouecc MUrpaLmMmM NpoToKkoaa. 3aHOBO NPoUC-
X04uT nepecyér gepesa STP.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

OnucaHue KomaHg, pexxmma EXEC npeacrasneHo B Tabanue 5.88.

Tabnuua 5.88 — KomaHabl pexmma EXEC

KomaHoa

3HauyeHue

Aelicmesue

show spanning-tree bpdu
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

MokasbiBaeT pexxum 06paboTkm naketoB BPDU Ha uHTepdeii-
cax.

5.16.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOro KOHPUrypupoBaHUs:

console (config) #

Tabnuua 5.89 — KomaHabl pexknuma rnobanbHoro KoHGUrypmMpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
spanning-tree PaspeluaeTt ncnonb3oBaHne KOMMYTaTOPOM NMpoToKosa STP.
no spanning-tree - 3anpewaeT UCNO/Ib30BaHME KOMMYTAaTOPOM NpoTokosa STP.
spanning-tree mode {stp | YcTaHaBAMBaET peXkMm paboTbl npoTokona STP.
rstp | mstp} -/RSTP
no spanning-tree mode YcTaHaBAMBAET 3HAYEHME MO YMOSIYAHUIO.
spanning-tree pathcost YcTaHaBAMBAET METOS, ONpeaeieHUs LLeHHOCTU MyTHu.
method {long | short} - long — 3HayeHue ueHHocTH B gnanasoHe 1..200000000;
-/long - short — 3HauyeHue LeHHOCTM B AnanasoHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree mst in-
stance_id priority priority

no spanning-tree mst in-
stance_id priority

instance_id: (1..4094);
priority: (0..61440)/32768

YcTaHaBAMBAET NPUOPUTET /15 JAHHOTO KOMMYTaTopa nepes,
OCTa/IbHbIMM, UCMONb3YOWMMM 06WmMiA ak3emnaap MSTP.

V 3HauyeHuMe npuopuTeTa AO0/MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

spanning-tree mst max-
hops hop_count

no spanning-tree mst max-
hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MaKCMMaNnbHOE KONIMYECTBO TPaH3UTHbIX
y4acTKoB A/1a naketa BPDU, Heobxoanmbix 418 ¢opmnposa-
HWA fepeBa U yaepKaHua MHopMaLMmn o ero cTtpoeHun. Ecam
NaKeT yXe npoLlen MakCMMasibHOe KO/IMYeCTBO TPaH3UTHbIX
YYaCTKOB, TO Ha CNeAyioLeM y4acTKe OH oTbpacbiBaeTcs.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

spanning-tree mst
configuration

Bxopg, B pexxum KoHoUrypuposaHus npotokoaa MSTP.
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KomaHObI pexcuma KoHgpu2ypuposaHuUsa npomokosaa MSTP

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypmuposaHua npotokona MSTP:

console#configure
console (config) #spanning-tree mst configuration
console (config-mst) #

Tabnumua 5.90 — KomaHapl

peXKMma KOHPUrypupoBaHUA npoTtokona MSTP

KomaHoa

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

instance instance_id
vlan vlan_range

no instance instance_id
vlan vlan_range

instance_id: (1..4094);
vlan_range: (1..4094)

Co3aaeT COOTBETCTBME MEXAY IK3eMNAApoM nNpoToKkona MSTP
v rpynnamu VLAN.

- instance-id — npeHTUdMKaTOpP 3K3emMnApa NPOTOKoIa
MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypaanaet cOOTBETCTBUE MeXKAY IK3eMNAApoM npoTtokona MSTP
v rpynnamu VLAN.

name string

Nno hame

string: (1..32) cumBona

3apaet uma KoHoburypauum MST.

YaanaeT uma koHdurypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaet Homep peBn3nm KoHburypaunm MST.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

show {current | pending}

MoKasblBaeT TeKylwyto (current), nanbo oxxugatowyto (pending)
KoHdurypauuto MST.

exit

Bbixoa 13 perkMma KoHourypaumm npotokona MSTP ¢ coxpa-
HeHnem KoHburypauum.

abort

Bbixoz 13 pexnuma KoHdpurypaymm npotokona MSTP 6es co-
XpaHeHUs KOHPUrypaumu.

KomaHObI pexcuma KoHguypuposaHua uHmepgelica Ethernet, uHmepdgelica 2pynmnel NopmMos

BuAa 3anpoca KOMaHOHOM CTPOKM B perknme KoHoUrypmposaHus nHtepdeica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 5.91 — KomaHgbl pexxuma KoHPuUrypuposaHua nHtepoeica Ethernet, rpynnel noptos

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

—/3a LWWNTa BblK/IKOYEHA

BK/IIOYaET 3aLUUTY KKOPHA» ANA BCEX CBA3YIOLLMX AePEBbEB
STP BbIbpaHHOro nopTa. JaHHas 3almTa 3anpeLaeT nHTep-
delicy 6bITb KOPHEBBIM MOPTOM KOMMYTATOpPA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree mst in-
stance-id
port-priority priority

no spanning-tree mst in-
stance-id port-priority

instance: (1..4094);

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT nHTepdeiica B aksemnnspe MSTP.

V 3HaueHMe NpUoOpUTETa A,O0MKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree mst in-
stance-id
cost cost

no spanning-tree mst in-
stance-id cost

instance: (1..4094);

cost: (1..200000000)

YcTaHaBAMBaET LLeHHOCTb NyTH Yepes BblbpaHHbI MHTepdENiC,
ONA ONpefeNeHHOro sk3emnasapa npotokona MSTP.

YcTaHaBAMBaeT 3HaYeHue, onpepenAaemoe Ha OCHOBaHUU CKO-
POCTM NOPTa U meToAa onpeneneHnAa LeHHOCTU NyTuH, Ta6nv1u,a
5.85.

spanning-tree port-priori-
typriority

priority: (0..240)/128

YcTaHaBAnBaeT Npuoputet nHTepdelica B KOPHEBOM CBA3YIO-
wem agepese MSTP.

V 3HauyeHMe NpuopuTeTa AONXKHO 6bITb KPaTHO 16.
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no spanning-tree port-pri-
ority

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnuua 5.92 — KomaHabl pexkmuma EXEC

KomaHoa

3HauyeHue

Aelicmesue

show spanning-tree
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group] [in-
stance instance-id] [process
process_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
instance: (1..4094);
process_id: (1..31)/0

MoKasbiBaeT KoHOUrypaumio npoTokona STP.

- instance-id — npeHTUdMKaTOP 3K3emniApa NPoToKoNa
MSTP;

- process_id — Homep npouecca.

show spanning-tree [de-
tail] [active | blockedports]
[instance instance-id] [pro-
cess process_id)

instance: (1..4094);
process_id: (1..31)/0.

MoKa3blBaeT NoApobHY0 MHPOPMALLMIO O HACTPOMKe NPOTO-
kona STP, nHpopmaumto 06 aKTUBHbIX AN 3a6JO0KMPOBAHHBIX
noprax.

- instance-id — npeHTUdMKaTOP 3K3emnaapa NPOTOKOAA
MSTP;

- detail — npocmoTp noapobHol MHPopMaLu.

show spanning-tree mst-
configuration

Moka3sbiBaeT MHGOPMALMIO O CKOHOUTYPUPOBAHHBIX IK3EM-
naapax MSTP

clear spanning-tree de-
tected-protocols [giga-
bitethernet gi port |
fastethernet fa_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

port-channel group]

MNepe3anycKaeT Npouecc mmrpaLmm NPoToKo1a. 3aHOBO Npo-
MCXOANT NPOCYET aepesa STP.

[pumepbl 8b1M0MAHEHUS KOMAHO

= BK/OYAUTb NOAAEPKKY NPOTOKONA STP, yCTaHOBUTb 3HAYEHME NPUOPUTETA CBA3YIOLLENO Ae-
pesa RSTP — 12288, uHTtepsan forward-time — 20 cekyHA, UHTEPBaAN BPEMEHU MeEXKAY Mne-
pefayamm WMpoKoBelLaTenbHbix coobueHnin «Hello» — 5 cekyHa, Bpemsa U3HU CBA3YHO-

wero aepesa — 38 ceKyHA.

console (config) #spanning-tree

console (config) #spanning-tree mode rstp
console (config) #spanning-tree priority 12288

console (config) #spanning-tree

forward-time 20
hello-time 5

console (config) #spanning-tree max-age 38

( )
( )
( )
console (config) #spanning-tree
( )
( )
( )

console (config) ffexit

= [lokasaTb KOHPUTYypaLuto NnpoToKona STP:

consolef#show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: long
Loopback guard: Disabled

Root ID Priority 12288
Address
This switch is the root

Hello Time 5 sec

Max Age 38 sec

a8:£9:4b:£f1:1d:00

Forward Delay 20 sec
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Number of topology changes 3 last change occurred 00:00:10 ago
from gil/0/11
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
gil/0/1 enabled 128.49 2000000 Dsbl Dsbl No -
gil/0/2 enabled 128.50 2000000 Frw Desg No P2P (RSTP)
gil/0/3 enabled 128.51 2000000 Dsbl Dsbl No -
gil/0/4 enabled 128.52 2000000 Dsbl Dsbl No -
gil/0/5 enabled 128.53 2000000 Dsbl Dsbl No -
gil/0/6 enabled 128.54 2000000 Dsbl Dsbl No -
gil/0/7 enabled 128.55 2000000 Dsbl Dsbl No -
gil/0/8 enabled 128.56 2000000 Dsbl Dsbl No -
gil/0/9 enabled 128.57 2000000 Dsbl Dsbl No -

B MSTP nHpopmauua o nocnegHen CMeHe TONo0rMn BbIBOAUTCA TONIbKO € NOoMoLLbio show
spanning-tree detail

\4

5.16.6 Hactpouka ¢pyHkuum flex-link

Flex-link — ¢yHKUMA pe3epBUpOBaHUA, NpeaHa3HaYeHHasa aas obecrnedyeHua HadeXHOCTU KaHana
nepefaun paHHolx. B ceaske flex-link moryt Haxogutbcsa ethernet- n port-channel-nntepdeiicol. OanH u3
3TUX MHTepdercoB HaxoanTcA B 3a6/0KMPOBAHHOM COCTOAHUM U HauYMHAET NPONYyCKaTb TPAadUK TONBKO B
c/ly4ae aBapum Ha BTOPOM MHTepdeiice.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepdgelica epynnsl nop-

Bug 3anpoca KOMaHAHOW CTPOKK B pexkmme KoHPurypmposaHusa uHtepoeiica Ethernet, nHrepdeliica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.93 — KomaHgb! pexxuma KoHPUrypuposaHua nHtepoeica Ethernet, rpynnel noptos
3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

Bkntouaer flex-link Ha nHTepdelice n HazHavaeT BbIBpaHHOMY
nHTepdeiicy ponb backup-uHtepoeiica B flex-link nape.

flex-link backup {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel port-channel}

no flex-link backup {
gigabitethernet gi port |
fastethernet fa_port | port-
channel port-channel}
flex-link preemption mode
[forced | bandwidth| off]

gi_port: (1..3/0/1..28)/-;
fa_port: (1..3/0/1..24)/-;
port_channel: (1..8)/-

Boikntovaert flex-link Ha nHTepdelice u yaanaet koHpurypupy-
embliii uHTepoeic us flex-link napbl.

3asaeT aeicTere Npu NOAHATUM MHTepdelica, ydacTBytoLLero
Bo flex-link:

- forced — ecnu nogHaBWMIACA MHTEPPEIC HACTPOEH KaK
master, To OH CTaHeT aKTUBHbIM UHTepdelicom;

- bandwidth — npu nogHATUKM MHTepdeiica aKkTUBHbIM CTaHET
MHTepoenc ¢ 6osblel NPONYCKHOM CNOCOBHOCTbIO;

- off — nogHaABWMIiCA HTepdelic ocTaHeTcs B 3a6/1I0KMPOBAH-
HOM COCTOAHUM.

-/off

no flex-link preemption
mode

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

flex-link preemption delay
delay

no flex-link preemption de-
lay

delay: (1..300)/35

3afaeT Bpems OT Nepexosa OTK/IUYEHHOro NopTa B COCTOAHME
«up», Mo NPOLIECTBUM KOTOPOTO BbINOJHAETCA AEICTBUE, YCTa-
HoBneHHoe KomaHgoi flex-link preemption mode.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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KomaHObi pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabnunuya 5.94 — KomaHgb! pexkuma EXEC

KomaHoa 3HaveHue Aeilicmeue

show interfaces flex-link
[detailed] { gigabitethernet
gi_port | fastethernet
fa_port | port-channel
port-channel}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

port_channel: (1..8) MokasbiBaeT KoHoUrypaumio GyHkuum flex-link.

5.16.7 Npotokon EAPS

MpoTtokon EAPS (Ethernet Automatic Protection Switching) npegHasHayeH ANnA NOBbIWEHUA
YCTOMYMBOCTU U HALEXKHOCTU CETU Nepesayn AaHHbIX, UMeIOLLEN KObLLEBYHO TOMO/IOTUIO, 3@ CHET CHUMXKEHMUA
BPEMEHWN BOCCTAHOBNEHWUA CETU B C/ly4ae aBapuu. Bpema BOCCTaHOBMEHMA He npeBblwaeT 1 ceKyHAbl, 4TO
CYyLLECTBEHHO MEeHbLUE BPEMEHWN MEPECTPOMKN CETU NPU UCMOJIb30BAHUN MPOTOKO/IOB CEMEICTBA Spanning
tree.

KomaHObI pexcuma 2106asa6H020 KOHU2YPUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabnuua 5.95 — KomaHabl pexknuma rnobanbHoro KoHGUrypmMpoBaHus

Komanda 3HayeHue/3HayeHue no Neiicmeue
YyMOAYAHUIO
eaps Paspewwaet paboTy npotokona EAPS.
no eaps - 3anpewaeT paboTy npoTtokona EAPS.
eaps fail-timer seconds 3ajaeT Bpemsa OTCYTCTBUA TECTOBbIX MAKETOB, MO UCTEYEHUMU
seconds: (1..10)/3 cek KoToporo byzet 3adrKcMpoBaHa aBapus KosbLa.
no eaps fail-timer YcTaHaBAMBaET 3Ha4YeHWe Talimepa No YMONYAHUIO.
eaps heIIo-timt=:r seconds seconds: (1..10)/1 cex Tarimep neprMoanMYHOCTU OTI'IPaBKVI hello-nakeTos.
no eaps hello-timer YcTaHaBAMBaET 3Ha4YeHMe Talimepa No YMONYAHUIO.
eaps domain domain_id CosaaHue EAPS-pervoHa c nugeHtudukatopom domain_id n
domain_id: (0..63) nepexos B pexxMm KOHOUIYPUpOBaHUA PernoHa.
no eaps domain domain_id Yaanenue EAPS-pervoHa c ugeHtnoukatopom domain_id.

KomaHObI pexcuma KoHgu2ypuposaHUa 0OMeHda

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KOHPUrypmpoBaHUs AOMEHa:
console (config-eaps-domain) #

Tabnunua 5.96 — KomaHgb! pexxnuma KoHdurypuposaHuma EAPS gomeHa

3HayeHue/3Ha4yeHue no ”
KomaHoa / Aeilicmeue
YMOAYAHUIO

control-vlan vian_id NaoeHTndumkaTop VLAN, ncnonbsyemoin ansa ynpasneHumsa EAPS.
Kpome Toro, cnegytowmii no nopsaaky naeHtndukatop VLAN
MCMOb3YeTCA ANA YNPaBAEHNA BTOPUYHBIMU KONbLAMM.

vlan_id: (1..4093) YETCA ANA ynp P 4

Ynpasnsatowas VLAN EAPS He fonKHA MCNOb30BATbCA ANA
nepegauv ntoboro MHoro Tpadmka.

no control-vlan OTmeHa Ha3HayeHua VLAN
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ring ring_id Co3gaHue Konbla ¢ naeHTUdUKaTopom ring_id v nepexon, 8
ring_id: (0..15) pexXnum KoHGUIypnpoBaHMA KobLa.

no ring ring_id YpaneHue KonbLa ¢ UAEHTUPUKATOPOM ring_id.

set ring ring_id ring._id: (0..15) PaspelweHune nau 3anpet paboTbl KO/bLA C NAEHTUOUKATOPOM

{enable | disable} — ring_id.

KomaHObI pexcuma KoHgu2ypuposaHUa Koasya

Bua 3anpoca KOMaHAHOM CTPOKU B peXume KOHPUrypmpoBaHus:
console (config-eaps-domain-ring) #

Tabnunua 5.97 — KomaHgbl pexkuma KoHpurypuposaHuma EAPS KonbLa

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

primary-port
{gigabitethernet gi port |
fastethernet fa port |port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

BbI60p NEepBUYHOro NOpTa KOMMYTATOPA, BK/IKOYEHHOrO B
KOAbLLO.

secondary-port {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Bbl6Op BTOPUYHOIO MOPTa KOMMYTaTOpPa, BKIOYEHHOTO B
KO/bLLO.

role {master | transit}
level level-id

level-id: (0..1)

role {edge | sub-edge}

Bbibop ponn kommyTaTopa B KOHOUTYPUPYEMOM JOMEHE U
KoJbLie.
Bo3moxHble ponu:

- master — yCTPOWCTBO ABAAETCA BEAYLIMM Y3/10M;

- transit — ycTpoWCcTBO ABNAETCA TPAH3UTHBLIM Y3/10M;

— - edge — CMeXHbI y3en, NpUHaaNeXKaLnii OCHOBHOMY U BTO-
pPUYHOMY Ko/bLAM;

- sub-edge — BcnomoraTenbHbI CMeXHbIV y3en, NpuHagae-
aLmii OCHOBHOMY M BTOPUYHOMY KObLLAM.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 5.98 — KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue

show eaps [domain do-
main-id [ring ring-id 1]

domain-id: (0..63);
ring-id: (0..15)

3anpoc nHbopmaL MM 0 COCTOAHUN JOMEHOB U Konel, EAPS.

5.16.8 Hactpoiika npotoKkona G.8032v2 (ERPS)

MpoTtokon ERPS ( Ethernet Ring Protection Switching) npeaHa3HayeH ANA NOBbILWEHUA YCTONYMBOCTU U
HaZleXXHOCTU CeTU nepefayn AaHHbIX, UMElOLLEeld KOMbLEBYHO TOMOJIOMUIO, 33 CYET CHUMEHUA BPeMeHU
BOCCTAHOBJIEHMA CETU B C/Ay4yae aBapuu. Bpema BOCCTaHOBAEeHMA He npesbllwaeT 1 ceKkyHAbl, 4TO
CYLLLECTBEHHO MEHbLLE BPEMEHUN NepecTPoriKK CEeTU NPU MUCMOIb30BaHMM MPOTOKO/IOB CEMEICTBA spanning
tree.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasibHOro KOHOUIrypupoBaHus:

console (config) #
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Tabnnuya 5.99 — KomaHpgbl pexknuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aeilicmeue
YMOAYQHUIO
erps _ PaspewaeT paboTy npoTokona ERPS.
no erps 3anpewaet paboTy npoTtokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3panue ERPS-konbua ¢ uaeHTudmratopom R-APS VLAN, no
KoTopol byaeT nepenasatbes cnyKebHas MHGopmauma 1 ne-
pexon B pexxum KOHPUrypnupoBaHMaA KobLia.

YpaneHune ERPS-Konbua ¢ ngeHtudukatopom vian_id.

KomaHObI pexcuma KOHGU2ypupo8aHuUsa Koabua

Bua 3anpoca KOMaHAHOM CTPOKN B pexknme KoHPUrypmpoBaHMs KosbLa:

console (config-erps) #

Tabnunua 5.100 — KomaHapl pexknuma koHdurypmposaHua ERPS Konbua

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

protected vlan add
vlan_range

vlan_range: (2..4094, all)

Lobasnaet ananasoH VLAN B cn1coK 3awmLeHHbIx VLAN.

protected vlan remove
vlan_range

vlan_range: (2..4094, all)

Ypaanaet ananasoH VLAN 13 cnucka 3awmueHHbix VLAN.

port {west | east} {giga-
bitethernet gi port |
fastethernet fa_port |

fa_port: (1..3/0/1..24);
gi_port: (1..3/0/1..28);

Bblbop west(east) nopTa KOMMyTaTOpPa, BKAKOYEHHOTO B
KOJIbLO.

port-channel group } group: (1..16).
no port {west | east} YpaneHue west(east) nopta KOMMYTaTOpPa, BKIOYEHHOTO B
- KOJIbLLO.
rpl {west | east} {owner | Bbi6op RPL nopTta KOMMyTaToOpa 1 €ro poau:
neighbor} - west — RPL-nopTom 6yaeT HasHauyeH west NopT;
- east — RPL-nopTom 6yaeT HasHaueH east nopr;
/no rpl - owner — KOMMyTaTop byaeT aBnATbCs Bnagenouem RPL-
nopra;
- neighbor — KommyTaTop ByaeT ABNATLCA cOCef0M BNa-
nenbua RPL-nopra.
no rpl Ypanernune RPL nopta KOmmyTaTopa.
level level HacTpolika ypoBHs R-APS coobuieHnit. Heobxogumo ansa npo-
level: (0..7)/1 XOXAeHus coobuweHnin yepes CFM MEP.
no level YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
ring enable BkatoyeHne GpyHKLMOHMPOBAHUA KONbLaA.

no ring enable

BblKkAtoYeHNe QYHKLMOHNPOBAHUA KOMbLaA.

version version

no version

version: (1..2)/2

Bbl6op pexknma coBMECTUMOCTM C APYTMMUN BEPCUAMMN NPOTO-
kona G.8032.

YCTaHOBKA 3HAYeHUA No YMONYaHUIO.

revertive

no revertive

-/revertive

Bbi6op pekmma paboTbl KobLa.

YCTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

sub-ring vlan vian_id
[tc-propogation]

no sub-ring vlan

vlan_id: (1..4094)

YKasaHue noaKonbLa ANA 4aHHOTO Ko/bLa.
- tc-propogation — BKtouaet pacnpocTtpaHeHue TC B noa-
KoJbLie.

YaaneHue nogKkonbLa.

timer guard value

no timer guard

value: (10..2000) mc, KpaTt-
Hoe 10/500 mc

YcTaHOBKa Taimepa 610Kupytowero ycrapeswme R-APS coob-
LeHnA.

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

timer holdoff value

no timer holdoff

value: (0..10000) mc, KpaTt-
Hoe 100 c To4yHOCTbIo 5
mc/0 mc

YcTaHOBKa Tallmepa 3aflepPKU peakL M KOMMyTaTopa Ha U3-
MeHMBLUEeecs COCToAHUe. BmecTo peakumu Ha cobbiTue BKAKO-
yaeTca Talimep, No UCTEYEHUM KOTOPOTO KOMMYTATOp panop-
TyeT 0 CBOEM COCTOAHUM. MpefiHa3HaYeH A1 YMEeHbLUEeHUA
bnypa naketos npv GaanuHre nopTos.

YcTaHOBKA 3Ha4YeHUA no YMONYaHUIO.
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timer wtr value YcTaHOBKa Taimepa, KoTopbll 3anyckaetca Ha RPL Owner
KOMMyTaTope B revertive pexxmme. Ucnonb3yeTcsa gaa npenoT-
value: (1..12) MUH/5 MUH BPALLLEHMA YaCTbIX 3aLLLUTHBIX NEPEKIOYEHUI U3-3a CUTHA/IOB O
HEMCNPaBHOCTAX.
no timer wtr YcTaHOBKa 3Ha4Y€HUA N0 YMONYaHUIO.
switch forced {west | east} PopcupyeT 3anycK 3alWMTHOIO NepPeKAtYeHMA Koblia, Npu
-/no 3TOM 6/10KMPYEeTCA YKa3aHHbIN NOpPT.
no switch forced OTtmeHa GopCcMpPOBaHNA NEPEKAIOYEHMA KOJbLLA.
switch manual {west | east} Py4Hoe 6n0KMpoBaHMe yKazaHHOro west(east) nopta u pas-
-/no 610KMpoBaHue east(west).
no switch manual OTMeHa py4yHOI BNOKUPOBKM.
abort OTKaTUTb U3MEHEHUSA, BHECEHHbIE C MOMEHTA BXO4a B PEKUM
B KOHOUrypaumm KonbLa

KomaHOwbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 5.101 — KomaHapl pexknuma EXEC

KomaHoa 3HaveHue Aelicmeue

show erps [vlan vian_id] 3anpoc nHdopmaLmm 06 0bLLEM COCTOAHUM erps UAn CoCTos-

lan_id: (1..4094
vian_id: (1..4094) HWW YKa3aHHOrOo KoJibLa.

5.16.9 HacTtpoitKka npotoKona LLDP

OcHoBHoOW ¢yHKuMelt npotokona Link Layer Discovery Protocol (LLDP) sBnsetcAa obmeH mexay
CEeTeBbIMU YCTPOMCTBAMM O CBOEM COCTOSIHUM U XapakTepucTukax. MHpopmaumsa, cobpaHHas nocpeacTsom
npoTtoKona LLDP, Hakan/anBaeTca B yCTPOMCTBAX M MOXKET ObITb 3aMpoLLeHa YNPaBAsoWMM KOMMNbIOTEPOM MO
npotokony SNMP. Takum o06pa3om, Ha OCHOBaHMM cobpaHHON WHPOPMaALMKM, HA YynNpaBAAOLWEM
KOMMbIOTEPE MOXKET BbITb CMOAENNPOBAHA TOMOOTUA CETU.

KommyTatopsl goctyna cepum MES nogaepmsatoT nepenady Kak CTaHOAPTHbIX NapameTpos, TaKk U
ONUMOHANbHbIX, TAKMUX KaK:

—  WMA YCTPOICTBA M €ro ONNCaHUE;
—  MMA NopTa U ero onucaHue;

—  uHpopmauma o MAC/PHY;

- UT.A

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console (config) #

Tabnnua 5.102 — KomaHapl pexxnma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no »
KomaHoa / Aelicmeue
yMOAYaHUIo
lidp run Pa3speluaet KommyTaTOpy MCNOb30BaHMe NpoToKoaa LLDP.
-/BKNOYEHO
no lidp run 3anpelaeT KOMMyTaTOpy UCNoONb30BaHMe npoTokona LLDP.
lldp timer seconds OnpeaensneT, KaK 4acTo YCTPOMCTBO byaeT oTNpaBAsaTb 06HOB-
seconds: (5..32768)/30 cek | neHve nnbopmaumm LLDP.
no lidp timer YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
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lidp hold-multiplier
number

no lidp hold-multiplier

number: (2..10)/4

3apaeT BeIMUUHY BPEMEHM A1 NPUHMMAIOLWEro YCTPOMCTBA, B
TeYeHWe KOTOPOro HYXKHO YAepKnBaTb NPUHMMAEMbIE NAKETbI
LLDP nepep nx cbpocom.

[aHHas BeNnYMHa nepesaeTca Ha NPMHMMAEMYIO CTOPOHY B
LLDP update nakeTtax (nakeTax o6HOB/eHWA), ABNAETCA KpaT-
HocTblo gns Tamepa LLDP (lldp timer). Takum obpaszom,
Bpemsa Xu3Hu LLDP nakeToB paccumtbiBaeTcs no ¢opmyne TTL
=min(65535, LLDP-Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

lidp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, KoTopoe LLDP-nopT 6yaeT oxkmaats ne-
pes NOBTOPHOW MHULUMann3aumen LLDP.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONAYAHUIO.

lidp tx-delay seconds

no lidp tx-delay

seconds: (1..8192)/2 cek

YcTaHaBAMBAET 3a4EPXKKY Mexay nocaeayowmmmn nepeaa-
Yyamu nakeTos LLDP, MHMUMMPOBAHHBIMU U3MEHEHUAMM 3HA-
YeHMWI MK cTaTyca B NOKaNbHbIX 6a3ax gaHHbIx MIB LLDP.
PeKkomeHayeTcsa, 4To6bl AaHHAA 3a4eprKKa b6bina
V MeHblue, Yyem 3HauyeHue 0.25* LLDP-Timer.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

lidp lidpdu {filtering |
flooding}

no lidp lidpdu

-/filtering

OnpegensaeT pexnm ob6paboTkun nakeTos LLDP, Koraa npoTo-
Kon LLDP BbIkAtO4YeH Ha KOMMyTaTope:

- filtering — yka3biBaeT, uto LLDP-nakeTbl dpunbTpytoTca, ecam
npoTokon LLDP BbiKNOYEH Ha KOMMYyTaTopeE;

- flooding — ykasbiBaeT, uTo LLDP-nakeTbl NnepeaatoTca, ecnm
NpPOTOKOAN LLDP BbIKAOYEH HA KOMMYyTaTOpe.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp med fast-start repeat-
count number

no lidp med fast-start re-
peat-count

number: (1..10)/3

YctaHaBausaeT yncno nostopeHuii PDU LLDP ans 6bicTporo
3anycka, onpegensaemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp med network-policy
number application

[vlan vian_id]

[vlan-type {tagged | un-
tagged}] [up priority]
[dscp dscp_value]

no lildp med network-pol-
icy number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4094);
priority: (0..7);
dscp_value: (0..63)

Onpegennaer npaBuao ana napamerpa network-policy (cete-
BaA NOJIMTMKA yCTpoKcTBa). [JlaHHbI NapameTp ABAAETCA On-
LMOHANbHbIM ANA pacwnMpeHna npoTokona LLDP MED.

- number — nopsAKoBbI HOMep npasuaa network policy;

- application — rnasHaa GyHKUMSA, onpeneneHHas aAna AaH-
Horo npaswna network policy. Ucnonbayemble umeHa: voice,
voice-signaling, guest-voice, guest-voice-signaling, softphone-
voice, video-conferencing, streaming-video, video-signaling.
-vlan_id — wpentudukaTop VLAN ana AaHHOro npasuna;

- tagged/untagged — onpegenseT TerMpoBaHHOM AN HETErn-
poBaHHoW byaeT VLAN, ncnosb3yemas gaHHbIM NPaBUIOM.

- priority — npuopuTeT JaHHOTO Npasuaa (Mcnosb3yeTca Ha
BTOpOM ypoBHe moaenn OSl);

- dscp_value — 3HayeHne DSCP, ucnonbsyemoe gaHHbIM npa-
BUJIOM.

YaanseT cosgaHHoe npasuao ans napametpa network-policy.

lidp notifications interval
seconds

no lidp notifications inter-
val

seconds: (5..3600)/5

YcTaHaBAMBAET MaKCMMa/IbHYO CKOPOCTb Nepeaayn yBeaom-
neHnit LLDP.

- seconds — nepuos BPeMeHMU, B Te4EHME KOTOPOro YCTPOM-
CTBO MOXXET OTNPaBUTb He Bonee 04HOTO yBEAOMIEHUSA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHuUsa uHmepaelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypmposaHus nHtepdelicos Ethernet:

console (config-if) #
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Tabnumua 5.103 — KomaHabl pexxuma KoHdpurypmpoaHus nHtepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeilicmeue

lldp transmit

no lldp transmit

lldp receive

no lldp receive

-/pa3peLleHo Ucnonb-
30BaHKe B 060mnx
HanpasaeHUAX.

Paspewaet nepeaayy nakeTos No NpoTokony LLDP Ha uHTep-
delice.

3anpewaeT nepegavy Naketos nNo NpoTokony LLDP Ha nHTep-
deiice.

PaspelaeT npuem naketos no npoTtokony LLDP Ha uHTepdelice.

3anpewaeT NpMem NakeTos No npoTtokoay LLDP Ha nHTepdelice.

lldp optional-tlvt/v_list

no lidp optional-tlv

tlv_list: (port-desc, sys-
name, sys-desc, sys-
cap, 802.3-mac-phy,
802.3-lag, 802.3-max-
frame-size)/ onuuo-
HanbHble TLV He BKAO-
YeHbl B NaKeT

OnpegenseTt, Kakue onumoHanbHble TLV-nons (Type, Length,
Value) 6yayT BK/OUYEHbI YCTPOUCTBOM B nepegasaembiii LLDP-
naker.

B KOMaHAY MOKHO BK/IOYMUTb OT OAHOIO A0 NATU ONUMOHANb-
HbIX TLV: port-desc, sys-name, sys-desc, sys-cap, 802.3-mac-phy,
802.3-lag, 802.3-max-frame-size.

YcTaHaBAWBaeT 3HaYeHne o YMONAYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable|disable] |

ppvid {add | remove} ppvid |
vlan-name {add|remove}
vlan_id}

lidp optional-tlv 802.1 protocol
{add|remove} {stp | rstp |
mstp | pause | 802.1x | lacp |
gvrp}

no lidp optional-tlv 802.1 pvid

ppvid: (0-4094);
vlan_id: (1-4094)/ on-
LMOHabHble TLV He

BK/IIOYEHbI

OnpeaenseT, Kakme onunoHanbHble TLV-nons 6yayT BKAOYEHbI
YCTPOMCTBOM B nepeaaBaemblit LLDP-nakerT:

- pvid — PVID nHTepodeiica;

- ppvid — go6asuts/yaanuts PPVID;

- vlan-name — po6asutb/yaanutb Homep VLAN;

- protocol — n06aBUTb/yAanNUTb ONpeaeneHHbIA MPOTOKO.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

lldp management-address
{ip_address | none | auto-
matic

[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id] }

no lldp management-address

ip_address: (A.B.C.D);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1 .. 4094)/
ynpasnsatowmii agpec
onpegenseTca aBToma-
TUYECKH

OnpegenseT ynpasastowmnin agpec, 06bABNAEHHbIN Ha UHTep-
delice.
- ip_address — 3apaeTca ctaTuyeckuii IP-agpec;
- none — yKasblBaeT, YTo agpec He 06bABNEH;
- automatic — yKasblBaeT, YTO CUCTEMA AaBTOMATUYECKU BbIOU-
paeT ynpasnawoowmin agpec 3 scex IP-agpecos KommyTaTopa;
- automatic {gigabitethernet | fastethernet | port-channel [vlan}
— YKa3blIBaeT, YTO CUCTeMa aBTOMATUYECKN BblIbMpaeT ynpaBns-
1oLWMi agpec, U3 CKOHOUTIYPUPOBAHHbIX aAPECOB 334aHHOTO UH-
Tepodelica.
Ecnu untepoderic ethernet unm nHtepdeiic rpynnsl noptos npu-
HagnexaT VLAN, To gaHHbIv agpec VLAN He 6yaeT BKAtOYEH B
CMUCOK BO3MOXKHbIX YNPaBAAOLWMX apecos.
B cnyyae Hannuma HecKonbkux IP-agpecos, cuctema

V Bbl6UpaeT HauyanbHbIit IP-agpec U3 ananasoHa guHa-
muyeckux IP-agpecos. Ecnu gpuHamuueckue agpeca
OTCYTCTBYIOT, TO CUCTEMA BbIGMpPAET HauyanbHbIM IP-aa-
pec U3 gManasoHa BO3MOXHbIX cTaTuyeckux IP-agpe-
COB.

Ypansaet ynpasnsatowmii IP-agpec.

lidp notification {enable | disa-
ble}

no lldp notifications

-/oTnpaBKa yBegomne-
Hui LLDP 3anpeLyeHa.

PaspeluaeT/3anpewiaer oTnpasKy yBeaomneHunii LLDP Ha nHTep-
deiice.

- enable — paspewaerT;

- disable — 3anpewaer.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

lldp med enable[t/v_list]

no lidp med enable

tlv_list: (network-pol-
icy, location, poe-pse,
inventory)/
3anpeLLeHo Ncnonb3o-
BaHWe paclmpeHma
npotokona LLDP MED.

PaspelwaeTt ncnonb3osaHmne paclumpeHna npoTokona LLDP MED.
B KOMaHA4y MOKHO BK/IOYUTb cneumnanbHble TLV: network-
policy, location, poe-pse, inventory.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp med network-policy
{add|remove} number

no lldp med network-policy
number

number: (1..32)

HasHauaeT npasuno network-policy gaHHOMY MHTepdeiicy.
- add — HasHauyaet npaswo;

- remove — yaanser npasuno;

- number — Homep NpaBuAa.

Ypansaet npasuio network-policy ¢ saHHoro nHTepdeiica.

lidp med network-policy voice
auto

-/BKAIOYEHO

BkntoyaeT nepegady B coobueHunax LLDP-MED napameTpos
voice-vlan
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no lidp med network-policy 3anpewaeT nepegayy napameTpos voice-vlan 8 LLDP-MED
voice auto

lidp med location coordinate: 16 6air; 3a4aeT MecTono/IoKeHne ycTpoicTBa A4na npotokona LLDP
{coordinate coordinate| (3HaueHwue napameTpa location npotokona LLDP MED).
civic-address civic-address-data civic address: (6..160) | - coordinate — agpec B cucteme KOOpAMHaT;

| ecs-elin ecs-elin-data} 6alT; - civic-address — agMWHUCTPATUBHBIN aApec yCTPOMCTBa;

- ecs-elin — agpec B popmate, onpegeneHHom ANSI/TIA 1057.
no lidp med location ecs-elin: (10..25) 6aitT. | Yaanaer HacTPOMKM NapameTpa MecTtononoskeHua location.
lidp med notification topology- PaspelwaeT/3anpewaeT oTnpasKy yBegomaeHunin LLDP MED o6
change {enable | disable} M3MeHEHUN TOMONOTUN.

- enable — pa3peluaeT oTNpaBKy yBEAOMAEHUN;

- - disable — 3anpewaeT oTnpaBKy yBEAOMIEHUA.
no lldp med notifications to- YcTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.
pology-change

/ LLDP-nakeTbl, NPUHATbIE Yepes rpynny arperauum KaHanoB, 3aNnOMUHAIOTCA UHAUBUAYANBHO
nopTamu rpynnbl, NPUHABLIMMU coobweHuA. LLDP oTtnpaBaseT pas/iMuHbie coobueHna Ha
Ka)kAblii nopT rpynnbl.

/' Pabota npoTtokona LLDP He 3aBUCUT OT cocToaHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA Ha 3a610OKMPOBaAHHbIX NPoToKosom STP nopTtax.

Ecam nopt KoHTpoaupyetcs no 802.1X, To LLDP paboTtaeT c nopTom TONbKO B Cy4ae, ecnm
OH aBTOPU30BaH.

KomaHObI pexcuma privileged EXEC

Bce KOMaHAbl A4OCTYMNHbI 414 NPUBUAETMPOBAHHOIO NoAb30BaTeNA. Bua 3anpoca KOMaHAHOM CTPOKM
perkunma privileged EXEC:

console#

Tabnunua 5.104 — KomaHapl pexxkuma privileged EXEC
3HayeHue/3HayeHue
o ymMoa4aHuro

clear lidp table OuniaeT Tabanuy agpecos 0OHaPYKEHHbIX COCeAHMUX

- YCTPOMCTB M HAYMHAET HOBbIN LKA 06MeHa nakeTamu no npo-
TOoKoAy LLDP MED.

Moka3biBaeT LLDP KoHdUrypauun Bcex pusmyeckunx nHtepdeit-
COB YCTPOICTBA, IM60 3afaHHbIX UHTEPdECOB.

KomaHoa Aelicmeue

show lldp configuration [gi-
gabitethernet gi_port |
fastethernet fa_port]

show lldp med configuration

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MoKa3sblBaeT KOHOUrypauum pacwmpeHua npotokona LLDP -
[gigabitethernet gi_port | MED pna Bcex pusnyecknx nHtepdelicos, MM60 3aaHHbIX UH-
fastethernet fa_port] Tepoericos.

show Ildp local {giga- ) MokasbiBaeT LLDP-nHbOpMAaLMIO, KOTOPYHO aHOHCUPYET AaH-
plocal {gig gi_port: (1.3/0/1.28); | yuuit nopr.
fa_port: (1..3/0/1..24).

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

bitethernet gi_port |
fastethernet fa_port}

show lldp local tlvs-overload- MNoKa3sbiBaeT cTaTyc nepe3arpysku TLVs LLDP.
ing gi_port: (1..3/0/1..28);
[gigabitethernet gi_port | fa_port: (1..3/0/1..24).

fastethernet fa_port]

show IIdp neighbors [glga- Moka3biBaeT I/IH(bOpMaLI,IMO O coceaHuUx YCTpOVICTBaX, Ha KOTO-

gi_port: (1..3/0/1..28); pbix paboTaet npotokon LLDP.

bitethernet gi_port | fa_port: (1..3/0/1.24)

fastethernet fa_port]

isti iga- MokasbiBaeT ctaTUCcTUKy LLDP.
sl.10w lidp Sta‘FIStICS [giga gi_port: (1..3/0/1..28);
bitethernet gi_port | fa_port: (1..3/0/1..24)
fastethernet fa_port] —port: {2 e
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[pumepbl 8b1M0AHEHUS KOMAHO

= YcTaHoBUTb ana nopta gi 1/0/1 cneaytowme tlv-nons: port-description, sytem-name, system-
description. 1na gaHHoro nHTepdeica AobasuTb ynpasasatowmii agpec 192.168.17.55

console#configure
console (config) # interface gigabitethernet 1/0/1

console (config-if) #11dp optional-tlv port-desc sys-name sys-desc
console (config-if) #11dp management-address 192.168.17.55

= [locmoTpeTb KoHdUrypaumto lldp:

consolef#show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering

Port State Optional TLVs Address Notifications
gil/o/1 Rx and Tx PD, SN, SD 192.168.17.55 Disabled
gil/0/2 Rx and Tx sC None Disabled
gil/0/3 Rx and Tx sC None Disabled
gil/0/4 Rx and Tx sC None Disabled
gil/0/5 Rx and Tx sC None Disabled
gil/0/6 Rx and Tx sC None Disabled
gil/0/7 Rx and Tx sC None Disabled
gil/0/8 Rx and Tx sSC None Disabled
gil/0/9 Rx and Tx sC None Disabled
gil/0/10 Rx and Tx sSC None Disabled
gil/0/11 Rx and Tx sC None Disabled
gil/0/12 Rx and Tx sC None Disabled

More: <space>, Quit: g or CTRL+Z, One line: <return>

Tabnunua 5.105 — OnucaHuMe pe3ynbLTaToB

lMone OnucaHue

Timer OnpeaenseT, Kak 4acTo yCTpoicTBO wneT LLDP-o6HOBAEHMA.

OnpepenseT BenMunHy Bpemenu (TTL, Time-To-Live) ana npuHMMaloLwero ycTpo-
Hold multiplier CTBA, B TeYEHME KOTOPOro HYXKHO yAepXunBaTb NpMHMUMaemble nakeTol LLDP nepep,
ux cépocom: TTL = Timer * Hold multiplier.

OnpegenaetT MMHUMANbHOE BPEMSA, B TEHEHME KOTOPOro NopT 6y,D,ET OXHMOaTb ne-

Reinit delay pea nocblikon cneayrowero LLDP-coobuweHus.

Tx delay OnpegendaeT 3a4epXKKy mexay nocne,u,}/rou.l,wmm nepegavyamu LLDP-¢ppeimos, NHK-
LUMMPOBAHHbIX U3MEHEHUSMM 3HaUYEeHUIN InMbo cTaTyca.

Port Homep nopTa.

State Pexkum paboTbl nopTa gas npotokona LLDP.

TLV-onuumn, KoTopble nepegatorca
BO3MOXHble 3HaYeHUA:

PD — OnucaHue nopra;

SN — CuctemHoe ums;

SD — OnucaHune cuctemsi;

SC — BO3MOXKHOCTM CUCTEMDI.

Optional TLVs

Address Aapec ycTpoicTBa, KoTopblid nepeaaetcs B LLDP-coobuieHusx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLleHbl ysegomaenma LLDP.
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* [loKasaTb MHGOPMALMIO O COCEAHMX YCTPOMCTBAX

console#show 1lldp neighbors

System capability legend:

B - Bridge; R - Router; W - Wlan Access Point; T - telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater;

TP - Two Ports MAC Relay; S - S-VLAN; C - C-VLAN; O - Other

Port Device ID Port ID System Name Capabilities TTL
gil/0/1 a8:f9:4b:84:02:c0 gil/0/9 ts-7800-2 0 117
gil/o0/2 a8:£9:4b:81:61:40 gil/0/14 ts-7800-1 B 94
gil/0/3 a8:f£9:4b:91:66:66 gil/0/15 ts-7900-2 B 113
gil/o0/4 a8:£9:4b:81:71:48 gil/0/16 ts-7900-1 B 94

console# show 1lldp neighbors gigabitethernet 1/0/1

Device ID: a8:£f9:4b:84:02:c0

Port ID: gil/0/9

Capabilities: Other

System Name: ts-7800-2

System description: MES-3124 28-port 1G/10G Stackable Managed Switch
Port description: gigabitethernetl/0/9

Time To Live: 92

802.1 PVID: None
802.1 PPVID:
802.1 VLAN:
802.1 Protocol:

Tabnunuya 5.106 — OnucaHuMe pe3ynbLTaToB

Mone OnucaHue
Port Homep nopTa.
Device ID Nma nan MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTndmKkaTop nopTa cocenHero ycTpomncTaa.

System name

CucteMHoe MMSA YCTPOCTBa.

Capabilities

[aHHOoe none onucbIBaeT TMN yCTPONCTBa:

B — MocrT (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T—TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolicteo (Host);

r — NosToputens (Repeater);

O —Tun HeunssecrteH (Other).

System description

OnucaHne coceaHero ycTpoicTea.

Port description

OnucaHre nopTa coceaHero ycTpoicTea.

Management address

Appec ynpaBneHus ycTponcTBom.

Auto-negotiation
support

OnpegenseT, nogaep»1MBaeTca M aBTOMaTUYECKoe onpeaeneHne pexuma nopra.

Auto-negotiation status

OnpegenseT, BKAOYEHA M NOAAEPKKA aBTOMATUYECKOrO onpeaesieHns pexnma

nopra.

Auto-negotiation
Advertised Capabilities

OnpegendaeT pexunmbl, NogaeprKnBaemble beHKLI,Meﬁ dBTOMaTUYeCKOro onpeaene-

HMA NopTa.

Operational MAU type

Pabouunit MAU-TMN ycTpolicTaa.
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5.16.10 Hactpoitka npotokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUMM ypOBHS KaHana
nepesayn AaHHbIX NPeacTaBAAOT co60l NPOTOKOA MOHUTOPUHIA COCTOAHMA KaHana. B aTom npoTokone ans
nepenayn MHGOPMaLUN O COCTOAHUM KaHana MeXKay HernocpescTBEHHO MOAKAOYEHHBIMWU YCTPOMCTBAMM
Ethernet wucnonb3yoTca 610KM  AaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoMcTBa AO0/KHbI
noaaepxmeatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKK B pexkume KoHpurypmpoaHus nHtepdelicos Ethernet:

console (config-if) #

Tabnnua 5.107 — KomaHgb! pexxuma KoHpurypuposaHua nHTepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet oam

no ethernet oam

-/BbIKNOYEHO

BkntoumTb noanepKKy Ethernet OAM Ha nopTy.

OTKAounTb Ethernet OAM Ha KoH$Urypmpyemom nopry.

ethernet oam link-monitor
frame threshold count

no ethernet oam link-moni-
tor frame threshold

count: (1..65535)/1

YcTaHaBAWBaeT NOPOT KOIMYECTBA OWMOOK 3a yKasaHHbIM ne-
pvoga (nepuog, ycTaHaBMBaeTcA KomaHaol ethernet oam
link-monitor frame window).

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-moni-
tor frame window

window: (10..600)/100
mc

YcTaHaBAMBAET BPEMEHHOM NPOMENKYTOK A1A NoACYETa KOIU-
yecTtBa OLWMOOK.

BoccTaHaBnvBaeT 3HaYeHue no YMOYaHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-moni-
tor frame-period threshold

count: (1..65535)/1

YctaHaBauBaeT nopor ansa cobbitna «frame-period» (nepuog,
yCcTaHaBAMBaeTca KomaHaon ethernet oam link-monitor
frame-period window).

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONIYAHUIO.

ethernet oam link-monitor
frame-period window win-
dow

no ethernet oam link-moni-
tor frame-period window

window:
(1..65535)/10000

YcTaHaBAWBaET BPEMEHHOM MPOMENKYTOK ANA CObbITUA
«frame-period» (8 ppeiimax).

BoccTtaHaBanBaeT 3HaYeHMe N0 YMOIYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-moni-
tor frame-seconds threshold

count: (1..900)/1

YcTaHaBAuBaeT nopor ana cobbitua «frame-period» (nepuog,
yCcTaHaBAMBaeTca KomaHaon ethernet oam link-monitor
frame-seconds window), B cekyHaax.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window win-
dow

window: (100..9000)/100

YcTaHaBAMBAET BPEMEHHOM NPOMENKYTOK A8 cObbITUA
«frame-period».

no ethernet oam link-moni- me BoccTaHaBAnBaeT 3Ha4YeHMeE NO YMONYAHUIO.
tor frame-seconds window
ethernet oam mode [ac- YcTaHaBAMBAET peXmum paboTbl NpoToKkosia OAM:
tive| passive] - active — kommyTaTOp NoctosHHO oTnpasaser OAMPDU;
-/active - passive — KOMMyTaToOp HaunHaeT oTnpasaaTb OAMPDU
TONbKO Npu Haamunum OAMPDU co BCTpeYHOM CTOPOHBI.
no ethernet oam mode BoccTaHaBnBaeT 3Ha4YeHMe NO YMOAYAHWIO.
ethernet-oam remote-failure BkntoyaeT nopmepkky n 0b6paboTky cobbiTuin «remote-
failure».
-/BKAKOYEHO

no ethernet oam remote-
failure

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

ethernet oam remote-loop-

BkAtoyaeT noaaepKKy GyHKUMM 3aBOpOTa TpadumKa.

back supported
-/BbIK/IIOYEHO
no ethernet oam remote- BoccTtaHaBanBaeT 3HaYeHMe N0 YMOIYAHUIO.
loopback supported
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ethernet oam uni-directional
detection

no ethernet oam uni-direc-
tional detection

-/BbIKNOYEHO

BkAtovaeT GpyHKUMIO 06HapYKEHUA O4HOHANPABAEHHbIX CBA-
3eil Ha base npoTtokona Ethernet OAM.

BoccTaHaBnvBaeT 3HaveHMe No YMOJIYaHWIO.

ethernet oam uni-directional
detection action <log| error-
disable>

no ethernet oam uni-direc-
tional detection action

-/log

OnpepenseT peaKkLMio KOMMYTAaToOpa Ha OAHOHANPAB/EHHYO
CBA3b:

- log — otnpaBka SNMP trap v 3anuchb B XKypHan;

- error-disable — nepeBog nopta B coctosiHMe «error-disable»,
3anucb B XKypHan n otnpaska SNMP trap.

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ethernet oam uni-directional
detection agressive

no ethernet oam uni-direc-
tional detection agressive

-/BbIKIOYEHO

BK/ItOYAET arpeccuBHbIN peXKMm onpeaeneHns oAHOHanpas-
NeHHol cBa3un. Ecam oT cocegHero ycTponcTea nepecTtaroT npu-
xoanTb Ethernet OAM-coobLeHUA — IMHK NOMeYaeTca Kak oa-
HOHanNpaB/IeHHbIN.

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ethernet oam uni-directional
detection discovery time
time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YcTaHaBAWBaET BPeMEHHOM UHTepPBan 41a onpeaeneHuns Tmna
CBA3U Ha nopry.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWUIO.

KomaHObl pexcuma privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO NO/b30BaTeN .

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabanuya 5.108 — KomaHabl pexxkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

HAeilicmeue

clear ethernet oam statistics
[interface

{ gigabitethernet gi_port |
fastethernet fa_port} ]

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

Ounwaet cTatncTMKy Ethernet OAM pna yKasaHHOIo MHTep-
delica.

show ethernet oam discov-
ery [interface { gigabitether-
net gi_port | fastethernet
fa_port}]

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTobparkaeT coctosaHWe npoTokona Ethernet OAM ans yka-
3aHHOTO UHTepodelica.

show ethernet oam statistics
[interface gigabitethernet
gi_port | fastethernet

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OTobparkaeT CTaTUCTUKY 0OMeHa NPOTOKO/IbHbIMU COOBLEHN-
AMW AN YKA3aHHOTo MHTepdelica.

gigabitethernet gi_port |
fastethernet fa_port}]

fa_port: (1..3/0/1..24).

fa_port}]
show ethernet oam status OTobparkaeT HacTpoiku Ethernet OAM ans yKasaHHOro MH-
[interface gi_port: (1..3/0/1..24); Tepdeiica.

show ethernet oam uni-di-
rectional detection [interface
gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24).

OT06parkaeT cOCTOAHME MeXaHU3Ma onpeaeneHna ogHoHa-
npaB/IeHHbIX CBA3EN A/1A YKa3aHHOro HTepdeica.

[pumepsbi 8biM0AHEHUS KOMAHO

=  OT06pas3unTb COCTOAHWE NPOTOKONA ANA nopTa gigabitethernet 1/0/3:

consolef#show ethernet oam discovery interface GigabitEthernet 0/3

Ethernet-kommymamopsi MES1000, MES2000

127



HELTEX

gigabitethernet 1/0/3
Local client
Administrative configurations:
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500
Operational status:
Port status: operational
Loopback status: no loopback
PDU revision: 3
Remote client
MAC address: a8:£9:4b:0c:00:03
Vendor (oui): a8 £9 4b
Administrative configurations:

PDU revision: 3

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

MIB retrieval:

not supported

Mtu size: 1500
console#

5.16.11 HacTpoiika npotokona CFM

Ethernet CFM (Connectivity Fault Management), IEEE 802.1 ag — npegoctaBasetr ¢yHKUUU
Hab/lofeHUs, MOUCKa W YCTPaHeHWs HeucnpasHocTel B ceTax Ethernet, mossosiAs KoHTponAuposaTtb
coefiIMHEHWe, M30/IMpPOoBaTb NPOBAEMHbIE YY4ACTKU CETU U UAEHTUPUUMPOBATL KAMEHTOB, K KOTOPbIM
NPUMEHANTNCL OrpaHN4YeHNA B CETU.

MpoToKoa onepupyeT cnesyrowmnmm NOHATUAMM:

— Maintenance Domain (MD) — y4acTOK ceTu, NpuHaZNesKalwMi M yrnpaBasembli OOHUM
onepaTopom;

— Maintenance Association (MA) — coBOKynHOCTb KOHeuYHbIX TodeKk (MEP), KaxKaas U3 KOTopbIX
MMeeT OAMHaAKoBbIM uaeHTUPUKatop MAID (Maintenance Association Identifier),
onpeaenaowmi TUN cepBuca;

— Maintenance association End Point (MEP) — KoHe4YHas To4YKa cepBuUCa, Pacno/IOKeHHas Ha ero
rpaHuvue;

— Maintenance domain Intermediate Point (MIP) — npomekyTouyHan To4Ka AOMeHa.

KomaHObI pexcuma 21060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobasnbHOro KoOHGUIrypnpoBaHua:

console (config) #

Tabnunua 5.109 — KomaHapl pexxknuma rnobanbHOro KOHPUrypmpoBaHus
3HayeHue/3Ha4yeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

ethernet cfm domain name
[level level]

Co3gaHue (Mam cmeHa yposHsa) CFM aomeHa (MD) ¢ umeHem
«name» 1 NEPEXoL B PeXNM KOHOUTYPUPOBaHMA AOMeHa.

- level — yposeHb CFM gomeHa.

Ypnanenune CFM gomeHa (MD) c umeHem «name».

name: (1..32) cumBonos
level: (0..7)/0

no ethernet cfm domain
name
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KomaHObI pexcuma KoHgu2ypuposaHuUa OomMmeHa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUIypupoBaHUa AOMeHa:

console (config-cfm-md) #

Tabnnuya 5.110 — KomaHapl pexknuma KoHourypmposaHua CFM gomeHa (MD)

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

id { dns dns | name name |
id mac mac_address num-
ber | id null }

no id

name: (1..43) cumB0NOB;

dns: (1..43) cumBonOB;
mac_address: (H.H.H nan
H:H:H:H:H:H nan H-H-H-H-

H-H);
number: (0-65535)/
id name cooTBeTcTByeT
UMEHWN flOMEHa

YKasaHue naeHtuoukatopa CFM gomeHa (MD). UmeHem go-
MeHa MOKeT OblITb:

- dns — dns-ums;

- name — TEKCTOBAA CTPOKa;

- mac_address number — MAC-agpec 1 uucnoson naeHtTuobu-
KaTop AOMEHQ;

- null — NULL ngeHTndmkaTop.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

service port
{vlan-id vian_id |
name name |
number number }

no service port

service vlan vian
{vlan-id vian_id |
name name |

number number

no service vlan vian_id

vlan_id: (1..4094);
name: (1..45) cumBonos;
number: (0..65535)

Co3spaHue CFM-cepsuca (MA) 6e3 npusasku kK VLAN v nepe-
XOZ, B PEXUM KOHOUTYpUpPOBaHUSA cepBuca.

Ypanenune CFM-cepsuca (MA).

Co3spaHue CFM-cepsuca (MA) npussasaHHoro K VLAN ¢ Home-
pom «vlan» n nepexon, B peXxum KOHPUrypmpoBaHUa cepeuca.
MmeHem cepBuca MoKeT BbITb:

-vlan_id — Homep VLAN;

- Nname — TEKCTOBaA CTPOKa;

- number — 4YNCNOBOIN NAEHTUDUKATOP.

Ypanenune CFM-cepsuca (MA) npusasaHHoro K VLAN ¢ Home-
pom «vlan_id».

mip auto-create
mep-only]

[lower-

no mip auto-create

-/BbIK/OYEHO

BK/lOYEHME aBTOMATUYECKOTO CO34aHMNA MPOMEKYTOYHbIX TO-
yekK cepsuca (MIP). MpomexkyTouHble Toukn cepeuca (MIP) co-
3[al0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN cep-
BMUCa.

Heobs3aTenbHblil napameTtp «lower-mep-only» uckniouaer n3
CMMCKa NOPTbI, Ha KOTOPLIX Y3Ke CO34aHa KOHeYHan TouKa cep-
BMUCa.

YcTaHaBAMBaEeT 3HAYEHMWe Mo YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHuUs cepsuca

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHGUIyprpoBaHUa AoMeHa:

console (config-cfm-ma) #

Tabnnua 5.111 — KomaHapl pexknuma KoHdurypuposaHua CFM cepsuca (MA)

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

continuty-check interval

interval

interval: (1, 10, 100, 600)

YcTaHOBKa MHTepBana otnpasku Continuty Check coobueHunit.

no continuty-check interval cexyna/1 cekyraa YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO
direction down YcTaHaBAMBaET HanpaBNeHMe KOHeYHOM ToUYKK cepsuca (MEP)
B HUCXOAALLEe.
no direction down - YcTaHaBAMBaET HanpaBAeHMe KOHeYHOM ToUYKK cepsuca (MEP)
B BOCXoAsLLee.
mep id [obasneHne KoHeyHoM Touku cepsuca (MEP) c naeHtudmka-
V TOpoMm «id» K AaHHOMY cepBuCy.
. [aHHO KOMaHAOW OCYLLLECTBAAETCA TONbKO NPK-
id: (1..8191)
BA3Ka MEP k cepsucy. MEP co3paertca B pexxume
KOHQUrypupoBaHua uHtepdeiica.
no mep id YaaneHune KoHe4yHoM Touku cepsuca (MEP).
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mip auto-create
[ { lower-mep-only | none }]

-/MCnoNb3yeTca pexum,

CKOHOUIYpUpPOBaHHbIN

AN AJOMEHa, B KOTOPOM
Haxo4uMTCA cepBuc

no mip auto-create

BKntouyeHMe aBTOMaTUYECKOTO CO34aHUA NMPOMENKYTOYHbIX TO-
yek cepsuca (MIP). MpomekyTouHble ToUKM cepsuca (MIP) co-
3[a10TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN cep-
Buca. HeobAzaTenbHble NapameTpbl:

- lower-mep-only — nckao4aeT U3 cnMcka NOpTbl, Ha KOTOPbIX
V)Ke Co3/aHa KoHeYyHas ToukKa cepsuca (MEP);

- none — He CO342aBaTb aBTOMATUYECKM NMPOMENKYTOUHbIE
To4YkM cepsuca (MIP).

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagetlica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHUrypuposaHus nHtepdeiica Ethernet, uHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 5.112 — KomaHapl pexknuma KoHdurypupoBaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ethernet cfm mep mep_id
domain domain_name ser-
vice {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-id
vlan_id | name name |

number number }

mep_id: (1..8191);
domain-name: (0..32)
CMMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cumBoNOB;
number: (0..65535)

Co3gaHue Ha MHTepdeice KOHeYHOW ToukK cepsuca (MEP) ¢
MAEHTUOUMKATOPOM mep_id ANA yKa3aHHOTO CepBMCa B YKa3aH-
HOM JOMEHE U NEePexXos, B PeXKMM KoHourypuposaHua MEP.

YpaneHne KOHEYHOM TOYKM cepBuca C uHTepdelica.

KomaHObI pexcuma KoHgu2ypuposaHUAa KOHeYHol moYyKu cepsucad

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHPUIyprpoBaHUa AoMeHa:

console (config-if-cfm-mep) #

Tabnunua 5.113 — KomaHapl pexknuma KoHdurypuposaHma CFM KoHeuHol Touku (MEP)

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO
active BK/toYeHWe KoHeYHoW Touku cepauca (MEP).
- -/BbIKNOYEHA
no active YCTaHOBKa 3HAYEHWA MO YMOIYAHMIO.

continuty-check enable

no continuty-check enable

-/BblKNIOYEHA

BkntoyeHune otnpasku Continuty Check coobuieHui.

YCTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

COs cos

Nno Cos

cos: (0..7)/7

YcTaHoBKa 3HadYeHua npuopuTteTa CoS, ¢ KoTopbim byayT oT-
npasaAaTbea Continuty Check coobuieHus.

YCTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKa3aHue nHTepBasia 3aZepXKn, N0 UCTEYEHNN KOTOPOro 6y—
AeT reHepupoBaTbCA aBapuUA.

YcTaHOBKa 3Ha4YeHuUA no YMONYaHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKasaHue NpoMeKyTKa BpeMeHU, Mo UCTeYEeHUM KOTOPOro
npounsonget cbpoc aBapum.

YCTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

alarm notification { all | er-
ror-xcon | remote-error-
xcon | mac-remote-error-
xcon | xcon | none }

-/mac-remote-error-xcon

BK/lOYEHWE yBEAOMIEHWUI ANA onpeaeieHHbIX TUNoB cobbl-
TUIA.

Tunbl cOBbLITUI:

- all — Bce cobbiTnsa DefRDI, DefMACStatus, DefRemote, De-
fError, DefXcon;

- error-xcon — TonbKo cobbitna DefError n DefXcon;

- remote-error-xcon — To/1bKo cobbiTua DefRemote, DefError
n DefXcon;
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no alarm notification

- mac-remote-error-xcon — T10/1bKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — ToNbKo cobbiTe DefXcon;

- none — yBeAOM/NEHUA OTKNIOYEHDI.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnunua 5.114 — KomaHapl pexxkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmesue

show ethernet cfm domain
[name]

name: (1..32) cumBonos

OTobparkaeT MHPopmauuto 06 yKazaHHOM gOoMeHe Uam 060
BCEX.

show ethernet cfm errors

OTobpaxkaeT uHboopmauuto 06 owmbkax Continuity Check npo-
TOKONa.

show ethernet cfm mainte-
nance-points { local | re-
mote }

OTo6parkaeT MHGOPMALMIO O NOKANbHbLIX MW YAANEHHBIX KO-
HeyHbIX To4YKax cepsuca (MEP).

show ethernet cfm mpdb
[domain-id { dns name |
name | name name| mac
mac-address number |
null}]

name: (1..43) cumBONOB;
mac-address: (H.H.H nan
H:H:H:H:H:H nan
H-H-H-H-H-H);
number: (0..65535)

OTobparkaeT HGOPMaALMIO O NPOMENKYTOUHbIX TOYKAX CEPBUCA
(MIP) gns yKaszaHHOro gomMeHa UAKn ANa BCEX.

show ethernet cfm statis-
tics

OtobpaxkaeT CFM-CTaTUCTUKY ANs BCEX OMEHOB.

show ethernet cfm statis-
tics domain domain-name
service { vlan-id vian_id |
name name | number
number }

domain-name: (0..32)
CMMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cumBONOB;
number: (0..65535)

OtobpaxkaeT CFM-CTaTUCTMKY ANst YKa3aHHOMO OMEHa.

show ethernet cfm statis-
tics mpid id

id: (1..8191)

OTobparkaeT CFM-CTaTUCTUKY 1A YKa3aHHON KOHEUYHOM TOYKM
cepsuca (MEP).

5.16.12

Hacrpoitka ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)

®yHKuus Layer 2 Protocol Tunneling (L2PT) no3BosiAeT nponycKaTb CAy»KebHble NakeTbl pasiMyHbIX L2-
npoTtokosaos (PDU) yepes ceTb NpoBaiaepa, YTO MNO3BOJSAET KNPO3PAYHO» CBA3ATb KJAMEHTCKME CEFMEHTDI
cetu.

L2PT wuHkancynupyeT PDU Ha rpaHM4YHOM KomMmyTaTope, nepefaer MX Ha APYron rpaHUYHbIN
KOMMYTaTOp, KOTOPbIN 0XNAAET cneunanbHble MHKANCyIMpPOoBaHHbIe Kaapbl, @ 3aTeM AeKancyanpyeT ux, 4to
Nno3Bo/IAEeT N0/b30BaTeNAM NepesaBaTb MHGOPMALMIO 2-T0 YPOBHA Yepes ceTb NpoBaiaepa.

KommyTtatopbl MES1000, MES2000 npenocTaBastoT BO3MOMKHOCTb MHKAMCY/IMPOBATb CAYyXKebHble
naketbl npotokosos STP, LACP, LLDP, IS-IS, PVST.

lpumep

Ecnum BrAountb L2PT ans npotoKkona STP, To kKommyTtatopsbl A, B, C n D byayT o6beanHeHb! B OAHO
CBA3yloLLLee AepeBO, HECMOTPA Ha TO, YTO KOMMYTATop A He CoeANHEH HanpaMyto ¢ KommyTtatopamu B, Cun
D. UHdopmaLmsa 06 M3MeHEHMM TONOOMMM CETU MOXKET BbITb NepeaaHa CKBO3b CETb NpoBaiaepa.
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Switch 1 Service Provides’s

PucyHok 30 — lMpumep
Anzopumm pabomeol pyHKYUOHaAnNa:

Unkancynayus

1. Bce L2 PDU nepexsaTbiBatotca Ha CPU;

2. Nopacuctema L2PT onpeaensaet L2 NpoToOKOA, KOTOPOMY COOTBETCTBYET NPUHATLIN PDU, 1 npose-
PAET, BK/ILOYEHA /1M Ha NOPTY, C KOTOPOro NpUHAT 3TOT PDU, HacTpoWKa I2protocol-tunnel ana aaH-
Horo L2 npoTokona.

Ecan HaCTPOﬁKa BK/IlOYEHa, TO:

= o Bce noptbl VLAN, Ha KOTOpPbIX BKAOYEHO TYHHEMPOBaHWe, oTnpasnsetca PDU-bpeinm;
= Bo Bce nopTbl VLAN, Ha KOTOPbIX BbIKAOYEHO TYHHEIMPOBaHWe, OTNPaBAAETCA MHKaNcyan-

poBaHHbI PDU-dpeim (McxoaHbit dpeiim ¢ Destination MAC-agpecom, U3MEHEHHbIM Ha
TYHHE/IbHbIN);

Ecnun HacTpoiKa BbIKAOYEH], TO:
= PDU-¢pelim nepepaetcs B 06paboTunK COOTBETCTBYIOLLLENO NPOTOKOA.
Aekancynayua
1. PeanusoBaH nepexsat Ha CPU Ethernet-¢ppenmos c Destination MAC-agpecom, 3agaHHbIM Npu
nomoLLM KomaHAabl 12protocol-tunnel address Xx-xx-xx-xx-xx-xx. [lepexsaT BK/O4YaeTCA TO/IbKO TO-

raa, Korga xoTa 66l Ha 04HOM NOPTY BKAKOYEHa HAacTpoiiKa I2protocol-tunnel (HesaBucMmo oT npo-
TOKONa).
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2. Mpun nepexsaTe nakeTta c Destination MAC agpecom Xx-XX-XX-XX-XX-XX OH CHa4ana nonagaet B noa-
cuctemy L2PT, KoTopaa onpeaenaeT L2 npoTokon ana gaHHoro PDU no ero 3aronoBKy u npose-
pAEeT, BK/AIOYEHA /M Ha MOPTY, C KOTOPOro MPWUHAT WMHKaMNCyAMpoBaHHbIM PDU, HacTpolika
I2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecau HaCTpOVIKa BK/TIO4€EHaQ, TO:

" MOopT, c KoToporo 6bin NoAyYeH MHKANCYIMPOBaHHbIN PDU-dpeinm, 61okupyeTtcsa c npuumHom 12pt-
guard.

Ecnu HacTpoiika BbIKAOYEHA, TO:
= Bo Bce noptbl VLAN, Ha KOTOpPbIX BKAKOYEHO TYHHENUPOBaHWeE, OTMPaBAAETCA AeKancyMpPoBaH-
HbI PDU-dpeiim;

= Bo Bce nopTbl VLAN, Ha KOTOPbIX BbIK/IFOYEHO TYHHEAUPOBaHWE, OTNPABAAETCA MHKaNCY/IMPOBaH-
HbI PDU-dpeiim.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:
console (config) #

Tabnnuya 5.115 — KomaHap! pexxnuma rnobanbHOro KOHPUrypmposaHus
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
12protocol-tunnel address mac_address: 3agatb MAC-agpec HasHauyeHus AnA TyHHenupyembix dpei-
[mac_address] (01:00:ee:ee:00:00, MOB.
no I12protocol-tunnel ad- 01:00:0c:cd:cd:dO, YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
dress 01:00:0c:cd:cd:d1,

01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

/' Ha rpaHuyHOM uHTepdeiice gomKeH 6biTb OTKAOUEH NpoTokon STP (spanning-tree disable)
IPaHUYHbIN nHTepdeiic AonKeH 6biTb HACTPOEH B PEXKUMeE access Uamn customer

BuAa 3anpoca KOMaHAHOM CTPOKM B pPexKMme KOHPUrypmposaHua nHtepoeica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnumua 5.116 — KomaHabl pexxuma KoHdpurypmpoaHus nHtepdeiica Ethernet

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

12protocol-tunnel {stp |
lacp | lidp | isis-I1 |

isis-12 | eth-fc | pvst}

no I2protocol-tunnel {stp |
lacp | lidp]| isis-I1 | isis-12 |
eth-fc | pvst}

-/BbIKOYEHO

Bk/lOUEHNE perKMMma MHKaNCcyauMM NakeTosB A1 NPOTOKO/I0B
STP, LACP, LLDP, IS-IS, PVST.

BblKktOUeHME pexnma MHKaMNCynAauMn nakeTos Aaa NPOTOKO-
nos STP, LACP, LLDP, IS-IS, PVST.

12protocol-tunnel cos cos

3agaTtb 3HayeHue CoS gns 3anakoBaHHbIX PDU-dpelimos.

threshold

no I2protocol-tunnel
drop-threshold {stp |
lacp | lidp | isis-I1 |
isis-12 | eth-fc | pvst}

(1..4096)/BbIKNtOYEHO

cos: (0..7)/5
no I2protocol-tunnel cos YcTaHoBKa CoS B 3Ha4YeHWE N0 YMOYAHUIO.
12protocol-tunnel HacTpoiika noporoBoro 3HayeHWA ckopoctu BxoaAawmx PDU-
drop-threshold {stp | bpeiimoB (B NakeTax B CEKyHAY), NOAYYEHHbIX U NOANENKALLUX
lacp | lidp | isis-I1 | MHKancynsauuu. Mpu npesbiweHun nopora PDU otbpacbiBa-
isis-12 | eth-fc | pvst} treshold: oTcA.

OTKNIOYaeT peXkMM KOHTPOaA CKopocTu BxogAawmx PDU-
dperimos.

12protocol-tunnel shut-
down-threshold {stp | lacp
| ldp | isis-I1 | isis-12 |

th-fi t} threshold
eth-fc | pust} thresho treshold:

(1..4096)/BbIKNIO4EHO

no I2protocol-tunnel shut-
down-threshold {stp | lacp
| lidp | isis-11 | isis-12 |
eth-fc | pvst}

HacTpolika noporoBoro 3HayeHua CKOPOCTU BxoaAwmx PDU-
dperimoB (B NakeTax B CEKYHAY), MOAYYEHHbIX U NOAAENKALLMUX
MHKancynsauuu. Mpu npesbileHMM nopora nopt byaeT nepese-
neH B coctosiHue Errdisable (oTkntoueH).

OTKAOYaAeT peXXMM KOHTPONA CKOpOCTU BxogAwmx PDU-
dpeiimos.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 5.117 — KomaHapl pexuma privileged EXEC

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

show I2protocol-tunnel [gi-
gabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OTobparkaeT uHpopmauuto L2PT ansa ykasaHHoro nHtepdelica
WU ana Bcex MHTepdencos, Ha KOTOPbIX BKAtoYeH L2PT, ecnu
MHTepdenc He yKasaH.

clear I2protocol-tunnel sta-
tistics [gigabitethernet
gi_port | fastethernet
fa_port | port-channel
group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

OuncTtka cTaTucTMKK L2PT anA ykasaHHOro uHTtepdeiica uau
018 BCeX MHTepdencos, Ha KOTOpbIX BKAtoYeH L2PT, ecnu uH-
Tepdelic He yKaszaH.

[Mpumepbl 8bINOAHEHUA KOMAHO

=  YcTaHOBUTb TyHHenbHbI MAC-agpec B 3HavyeHune 01:00:0c:cd:cd:d0, BKAOYNTb OTMPaBKY
SNMP traps oT Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHune drop-treshold u

shutdown-treshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel
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= BKAOUYNUTb peXxum TyHHennpoBaHuAa STP Ha nHTepdeice, ycTaHOBUTb 3Ha4YeHWe CoS nakeToB
BPDU paBHbIM 4, BKIHOUYMTb KOHTPOJIb CKOPOCTM BXOAALLMX NakeTos BPDU.

console (confiqg) # interface FastEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

~— e

console#show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

fal/o0/1 4 stp 100 40 650 0 450

[Mpumepsbi coobweHuli o cpabameisaHUU mpu22epa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
fal/0/1

12-Nov-2015 14:32:35 $-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for in-
terface fal/0/1

5.17

Voice VLAN

Voice VLAN wucnonb3yetca gna sblgeneHma VolP-obopynosaHus B otaenoHyto VLAN. Ona VolP-

dpenmoB moryT 6bITb HazHayeHbl Q0S-aTpMbyTbl Ans npuopuTMlaummn Tpaduka. Knaccudukauma ¢peiimos,
oTHocALWmMxcA K dperimam VolP-obopynosaHus, 6asmpyerca Ha OUl (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHauyeHue Voice VLAN pgns nopta npoucxoaut
aBTOMATM4YECKM — Korga Ha nopT noctynaet ¢peim c OUl m3 T1abaumubl Voice VLAN. Korga nopt
onpeaenserca, Kak npuHagnexxawmii Kk Voice VLAN — gaHHbI nopT gobasnsetca o VLAN Kak tagged. Voice
VLAN npumeHum gna cneayrowmx cXem:

— VolP-o6opynoBaHMe HacTpamBaeTcs, YToObl paccbliaTb TerMpoBaHHble NakeTbl ¢ Voice VLAN
ID, HacTpOeHHbIM Ha KOMMYTaTOpPE;

— VolP-obopyaoBaHue paccbinaet HeTermposaHHble DHCP-3anpockl. B oteeTe ot DHCP-cepBepa
npucytcTeyeT onuma 132, cogepawan VLAN ID, koTopblit VoIP-ycTpoiicTBO aBTOMaTUYECKU
Ha3HauaeT cebe B KauyecTBe VLAN gns mapkuposku VolP-Tpaduka (Voice VLAN ID);

— VolP-o6opyaosaHue nonydyaet Voice VLAN ID B lldp-med coobuieHusx.

Cnucok OUI npoussoauteneit VolP-obopyaoBaHus, AOMUHUPYIOLUX Ha PbIHKE.

Ooul dupma-npoussoautenp
00:E0:BB 3COM

00:03:6B Cisco

00:E0:75 Veritel

00:DO0:1E Pingtel

00:01:E3 Siemens
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00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

v

Voice VLAN moxKeT 6bITb aKTUBUPOBAH Ha NopTax, pabortatowmx B pexxume trunk u general.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOro KOHPUrypmposaHma:

console (config) #

Tabnnua 5.118 — KomaHapl pexxknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

voice vlan aging-timeout
timeout

no voice vlan aging-
timeout

timeout: (1..43200)/1440

YcTaHaBAMBaeT TaMmayT ANA NopTa, NPUHaAIeKallLero K
Voice VLAN. Ecam ¢ nopTa B Te4eHMe 3a4aHHOTO BPpEMEHMU He
6b1n10 dpeiimos ¢ OUI VolP-o6opyaosaHus, To Voice VLAN
yAanaeTca ¢ AaHHOro nopra.

BoccraHaBnnBaeT 3HaYeHME NO YMONYAHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0..7)/6

YcTaHaBAMBaET BbIXOAHYO odepeab ana Tpaduka B Voice
VLAN B cooTBeTcTBMM € HacTpoeHHbIm gna Voice VLAN CoS
6e3 cmeHbl CoS.

- remark — BK/toYaeT nepeHasHayveHne CoS Ha yKa3aHHbIM
ona Tpadmka B Voice VLAN.

BoccTaHaBnnBaeT 3Ha4YeHMe N0 YMONYAHMUIO.

voice vlan id vian_id
no voice vlan id

vlan_ld: (2..4094)

YctaHaBauBaeT ugeHtudukaTop vian_id ana Voice VLAN
Ypansaet ngentuéoukartop vlan_id ana Voice VLAN
[na yaanenuns ngeHtuédukaropa vlian_id rpebyerca
npeaBapUTeNbHO OTKAOUUTbL GYHKLMIO Vvoice vian
Ha BCeX noprax.

voice vlan oui-table

{add oui|remove oui} [de-
script]

no voice vlan oui-table

descript: (1..32) cumBonos

Mo3BonseT pefakTMposaTb Tabauuy OUI.

- descript — onucaHwue oui;

- oui — neps.ble 3 6aiiTa MAC-agpeca.

Ypanser Bce Nonb3oBaTeNbckue nameHeHmsa OUl-Tabaunybl.

voice vlan state {oui-ena-
bled | disabled}
no voice vlan state

-/BbIK/IIOYEHO

BKAtounTb/OTKNOUMTb Voice VLAN

BepHyTb 3Ha4YeHne No yYMOI4aHUIo.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaetica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM B pPeMME KOHPUrypmposaHua nHtepdeica Ethernet, nuntepoeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.119 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

voice vlan enable

no voice vlan enable

-/BbIKAOYEHO

Bkntouaet Voice VLAN ana nopra.

OTtkntovaet Voice VLAN gns nopTa.

voice vlan cos mode
{src|all}

no voice vlan cos mode

TONbKO ONA UCTOYHUKA.

BktouaeT mapKuposky Tpaduka ans scex dppeitmos, Mnbo

BoccTaHaBnvBaeT 3HaveHMe No YMOJTHAHWUIO.
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voice vlan secure

no voice vlan secure

-/BbIK/IIOYEHO

BkntoyaeT 6esonacHbiv pexkum ana VLAN. KomaHga npumeHs-
eTcA TO/IbKO K NopTam, KoTopble 6b11n AobaBneHsl K Voice
VLAN aBTOMaTUYECKN.

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHUIO.

KomaHOwbi pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.120 — KomaHapl pexknma KoHourypmposaHua EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeilicmeue

show voice vlan type oui
[gigabitethernet gi_port |
fastethernet fa_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

Otobpaxkaet coctosaHue Voice VLAN.

5.18 Ipynnosas agpecauua

5.18.1 MpaBuna rpynnosoii agpecauymmn (multicast addressing)

JaHHbIA Knacc KoOmaHA npegHasHavyeH ANA 33a4aHuA Npasua rPynnoBOM agpecaumm B CETU Ha
KaHabHOM U CeTEBOM ypoBHAX moaenmn OSI.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

BuAa 3anpoca KOMaHAHOWN CTPOKM B pexxnume KoHPUrypnuposaHma nHtepoeica VLAN:

console (config-if) #

Tabnuua 5.121 — KomaHabl pexnma KoHdUrypmuposaHusa nntepderica VLAN

3HayeHue/3HayeHue no

no bridge multicast mode

Komanda OnucaHue
ymMon4yaHuio
bridge multicast mode 3a4aeT pemm rpynnoson nepeaayum AaHHbIX.
{mac-group | ipv4-group |
ipv4-src-group} - mac-group — MHOroaZpecHas nepegava, OCHOBAaHHaA Ha
VLAN un MAC-agpecax;
- ipv4-group — MHoroagpecHas nepegaya c Tunom epuabtpa-
-/mac-group uun, ocHoBaHHbIM Ha VLAN u agpece npuemHuka B popmare

IPv4;
- ip-src-group — MHoroazpecHas nepeaaya ¢ TMnom euabTpa-
UMM, ocCHOBaHHbIM Ha VLAN v agpece otnpasuTens B popmate
IPv4.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast address
{mac_muliticast_address |
ip_muliticast_address}
[[add | remove]

{ gigabitethernet gi_port |
fastethernet fa_port

| port-channel group}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

[obasnaeT rpynnosoi agpec B Tabmuy rpynnoson agpecaumm
W CTaTUYECKMN f06aBAAET UK yaansaeT uHtepdeicol n3 rpynnol.
- mac_muliticast_address — rpynnosoit MAC-aapec;

- ip_muliticast_address — |P-agpec MHOroapecHoM Paccbl/iku;
- add — pobaBnseT CTaTUYECKyl MOAMWUCKY K TPynnosomy
MAC-agpecy ananasoH Ethernet-nopTtos uam rpynn noptos.

- remove — y[anseT CTaTUYeCKyHo NOANUCKY.

MepeuncneHne nHTepHENcoB OCyLLECTBAAETCA YEpes «—» U «,»
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no bridge multicast ad-
dress
{mac_muliticast_address|
ib_muliticast_address}

Ypansaet rpynnosoit agpec U3 Tabauupi.

bridge multicast forbidden
address
{mac_muliticast_address |
ip_muliticast_address}
{add | remove} { giga-
bitethernet gi_port |
fastethernet fa_port

| port-channel group}

no bridge multicast forbid-
den address
{mac_muliticast_address |
ib_muliticast_address}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

3anpelaeT NOAKIOYEHUE HACTPaMBaeMoro noprta/mopros K
rpynne, 3aaHHOW rpynnoBbIM apecom.

- mac_muliticast_address — rpynnosoii MAC-agpec;

- ip_muliticast_address — |P-agpec MHoOroagpecHol pac-
CbI/IKY;

- add — nobaeneHve NopTa/NOPTOB B CMMCOK 3aNPELLEHHbIX;

- remove — yzianeHue NopTa/nopToB U3 CNNCKA 3aNPELLEHHbIX.
MepeuncneHve nHTepdelicoB OCYLLECTBAAETCA YEPEe3 «—» U «,».

Ypansaet 3anpeLiatoiee Npasuao 4 rpynnoBoro agpeca.

bridge multicast for-
ward-all

{add | remove} {giga-
bitethernet gi port |
fastethernet fa_port |
port-channel group}

no bridge multicast for-
ward-all

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)/
nepefada BCeX MHOroag-
pecHbIX NaKeToB 3anpe-
weHa

PaspeluaeT nepesayy BCEX MHOrOaApeCHbIX MAKETOB Ha NopTy.
- add — pob6asnder nopTbl/06beANHEHHbBIE NOPTLI B CMUCOK
nopToB, AN1f KOTOPbIX pa3pelleHa nepegayda BCeX rPynmnoBbIX
NaKeTos;

- remove — y6upaet rpynny noptos/06beAMHEHHbIX NOPTOB U3
paspeluatowero npasumna.

MepeuncneHne nHTepPHENCoB OCYLLECTBAACTCA Yepes «—» U «,»

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

bridge multicast forbidden
forward-all

{add | remove} {giga-
bitethernet gi port |
fastethernet fa_port |
port-channel group}

no bridge multicast forbid-
den forward-all

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)/
nopTam He 3anpeLLeHo au-
HamKUYecku npucoeau-
HATbCA K MHOrOaApecHoM
rpynne

3anpellaeT NopTy AMHAMUYECKM A06aBNATLCA K MHOroagpec-
HoM rpynne.

- add — pobasnseTt noptbl/06beAMHEHHbIX MOPTbl B CMUCOK
nopToB, AN1f KOTOPbIX 3anpeLleHa nepegaya BCex rpynnosbixX
NaKeTos;

- remove — y6upaet rpynny noptos/o6beanHEHHbIX TOPTOB U3
3anpelLLatoLLero npasuia.

MepeuncneHne NHTePHENCoB OCYLLECTBAAETCA YEPE3 «—» U «,»

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast ip-address
ib_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ip-ad-
dress ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

Peructpupyet IP-agpec B Tabauue rpynnoBoi agpecauuu, u
cTaTMyeckun fobasnset/yganaer uHTepdencobl U3 rpynnoi.

- ip_muliticast_address — rpynnosoli IP-agpec;

-add — pobasnaer nopTbl K rpynne;

- remove — yaansfeT NopTbl U3 rpynnbl;

MepeuncneHme nHTepdEcoB OCYLLECTBASETCS YEPES K—» U «,»

Yaansaet rpynnosoi IP-agpec us Tabauubl.

bridge multicast forbidden
ip-address ip_mulit-
icast_address {add | re-
move} {gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group}

no bridge multicast forbid-
den ip-address ip_mulit-
icast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

3anpeLLaeT NopTy AMHaAMUYecKn J06aBAATLCA K MHOroagpec-

HOW rpynne.

- ip_muliticast_address — rpynnosoli IP-agpec;

- add — no6asneHve NopTa/NOPTOB K CNUCKY 3aNpeLLeHHbIX;

- remove — yaaneHue nopTa/nopToB U3 CNUCKA 3anpeLLeHHbIX.

MepeuncneHne HTepPdENCcoB OCYLLLECTBNACTCA YEPes «—» U «,»
Mpexpe uyem onpepenuTb 3anpelieHHble MNOPThI,

V rpynnbl MHOTOAAPECHOM PacCbiKU A0MKHbI 6bITb 3a-
perucTpupoBaHbl.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast source
ip_address group ip_mulit-
icast_address

[[add | remove] {giga-
bitethernet gi_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcTaHaBAMBaeT cooTBeTcTBMe mexay IP-agpecom nonb3osa-
TenA M rpynnosbiM agpecom B Tabavue rpynmnosoit agpecauum
1 cTaTnyecku gobasnset/yganset nitepdeicobl U3 rpynmb.

- ip_address — vncxogHbiv IP-agpec;

- ip_muliticast_address — rpynnosou IP-agpec;

-add — no6asuTb NOPTLI B rpynny ncxogHoro IP-agpeca;

- remove — yAasnTb NOPTbI M3 rpynnbl ucxogHoro IP-agpeca.
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fastethernet fa_port |
port-channel group}]

no bridge multicast source
ip_address group ip_mulit-
icast_address

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

bridge multicast forbidden
source ip_address group
ip_muliticast_address
{add | remove}

{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

YcTaHaBAMBaeT 3anpeT Ha aobasneHue/yaaneHue cCOOTBET-
cTBMA Mexay IP-agpecom nonb3oBaTens v rpynnoBbiM agpe-
com B Tabauue rpynnoBoi aspecaumu Ana onpepeneHHoro
nopra.

- ip_address — ncxogHbiv IP-agpec;

- ip_muliticast_address — rpynnoso# IP-agpec;

- add — 3anpet Ha gobaBneHne nopTa B rpynny ncxogHoro IP-
agpeca;

group: (1..16). - remove — 3anpeT Ha yAaneHue nopTa u3 rpynmbl UCXOAHOTO
IP-agpeca.
no bridge multicast forbid- BoccTaHaBMBaeT 3HaYeHME N0 YMOYAHUIO.
den source ip_address
group ip_muliticast_ad-
dress
bridge multicast ipv6 mode 3afaeT pexxmMm rpynnosoi nepesayun AaHHoix ans IPv6-naketos
{mac-group | ip-group | MHOr0aZpecHoOM PaccblIKu.
ip-src-group} - mac-group — MHOroagpecHas nepefaya, OCHOBAHHAA Ha
VLAN n MAC-agpecax;
- ip-group — mMHoroagpecHas nepegaya c TMNom GpuabTpaunm,
-/mac-group 0oCHOoBaHHbIM Ha VLAN u agpece npuemHuka B dopmare IPv6;

no bridge multicast ipv6
mode

- ip-src-group — MHoroazpecHas nepeaaya ¢ Tunom euabTpa-
UMM, ocHoBaHHbIM Ha VLAN 1 agpece oTnpasuTens B popmate
IPv6.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

bridge multicast ipv6 ip-ad-
dress ipv6_muliticast_ad-
dress

[[add | remove] {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast ipv6 ip-
address
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

Peructpupyet rpynnosoi IPv6-agpec B Tabnuue rpynnosoin aa-
pecaumu u ctatuyecku fobasnset/ypanser uHTepodeicobl U3
rpynnbl.

- ip_muliticast_address — rpynnoso# IP-agpec;

- add — pobasnaeT nopTbl K rpynne;

- remove — yanaeT nopTbl U3 rpynnbl;

MepeuncneHve MHTepPdEncoB OCYLLLECTBAAETCA Yepes «—» U «,»

Ypanaet rpynnosoit IP-agpec 13 Tabanupl.

bridge multicast ipv6 for-
bidden ip-address
ibv6_muliticast_address
{add | remove}

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipv6
forbidden ip-address
ipv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

3anpeLlaeT NOAKIOYEHME HACTPaMBAEMOro nopta/mopToB K
rpynnosomy IPv6-aapecy.

- ip_muliticast_address — rpynnosoti IP-agpec;

- add — no6asneHve NopTa/NOPTOB B CMUCOK 3aNpPELLEHHbIX;

- remove — yzaneHune nopta/nopTos U3 CNUCKa 3anpeLLeHHbIX.
MepeuncneHme nHTepdEcoB OCYLLECTBASETCS YEPES K—» U «,»

BoccTaHaBnvBaeT 3HaueHMe No YMOJTYaHWIO.

bridge multicast ipv6
source ipv6_address group
ipv6_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcTaHaBAWBaeT cOOTBETCTBME Mexay IPv6-aapecom nonb3osa-
Tensa v rpynnosbiM aZpecom B TabauvLe rpynnosoit agpecaLum
n ctaTudecku gobasnset/yaanset uHtepdeinco! U3 rpynnbl.

- ipv6_address — ncxopHbiii IP-agpec;

- ip_muliticast_address — rpynnoso IP-agpec;

- add — po6aBuTb NoOpThI B rpynny ucxogHoro IP-agpeca;

- remove — yAaauTb NOPTbI U3 rPpynnbl UcxogHoro IP-aapeca.

Ethernet-kommymamopsi MES1000, MES2000

139



HELTEX

no bridge multicast ipv6
source ipv6_address group
ipv6_muliticast_address

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast ipv6 for-
bidden source ipv6_ad-
dress group ipv6_mulit-
icast_address

{add | remove}

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipv6
forbidden source ipv6_ad-
dress group ipv6_mulit-
icast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

YcTaHaBAuBaeT 3anpeT Ha AobasneHve/yaaneHue cooTseT-
cTBmA mexay IPvb-agpecom nonb3oBaTens U rpynnosbim agpe-
com B Tabavue rpynnoBoi agpecaumn Ana onpeneseHHoro
nopTa.

- ip_address — ncxogHbivi IPv6-appec;

- ip_muliticast_address — rpynnosoi#t IPv6-agpec;

- add — 3anper Ha gobasneHne nopTa B rpynmny UCXOLHOro
IPv6-agpeca;

- remove — 3anpeT Ha yAa/seHune nopTa U3 rpynmnbl UCXOAHOTO
IPv6-agpeca.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast unregis-
tered {forwarding | filter-

ing}

no bridge multicast unreg-
istered

-/forwarding

YcTaHaBAMBaET NPaBU/IO Nepesayn NAKeToB C He3aperncTpmpo-
BaHHbIX rPYNMoBbIX a4 pecos.

- forwarding — nepegaBatb He3aperncTpUpPoBaHHbIE MHOr0aA-
pecHble NakeTbl;

- filtering — ¢unbTpOBaTL HE3aPErNCTPUPOBAHHbIE MHOTOAA-
pecHble nakeTbl.

YcTaHaBAUBaeT 3HaYeHne No YMOAYAHUIO.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanasoHa uHmepgelicos) Ethernet,

UHMepgelica 2pynmnsl N1opmos

BuAa 3anpoca KOMaHOHOM CTPOKM B pPexkMMe KOHPUrypmposaHua nHtepoeica Ethernet, nnrtepdeiica

rpynnbl NOPTOB:

console#configure

console (config) #interface {gigabitethernet gi port |

port-channel group}
console (config-if) #

fastethernet fa port |

Tabnunua 5.122 — KomaHgb! pexxnma KoHburypuposaHua nHtepdeliica Ethernet, rpynnel untepdelicos

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

OnucaHue

bridge multicast unregis-
tered {forwarding | filter-
ing}

no bridge multicast unreg-
istered

-/forwarding

YcTaHaBAMBaET NPaBMJIO Nepeaaqv NakeTos C He3apPerncTpmpo-
BaHHbIX rPYNMoOBbIX a4Pecos.

- forwarding — nepefiaBaTb He3aperncTpMpoBaHHbIe MHOroaA-
pecHble NakeTbl;

- filtering — dunbTPOBaTL He3aperncTpupoBaHHblE MHOTOAA-
pecHble naketbl.

YcTaHaBAMBaEeT 3HAYeHue no YMONYaHUIO.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KOHGUIypUpoBaHus:

console (config) #
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Tabnunua 5.123 — KomaHapl pexknuma rnobanbHOro KOHPUrypmuposaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filter-
ing

-/BbIK/IIOYEHO

BkAtoYaeT puUAbTPALLMIO FPYNNOBbIX afPecos.

OTKAtOYaeT GUAbTPALMIO TPYNMNOBbIX a4PECOB.

mac address-table ag-
ing-time seconds

no mac address-table ag-
ing-time

seconds: (10..86400)/300
CeKyHA,

3apaet Bpema xpaHeHus MAC-agpeca B Tabnumue rnobansHo.
Bpemsa xpaHeHua MAC-agpeca, HaunHaa ¢ 600 cekyHA, MOXeT
6bITb 334aHO TO/bKO € MHTepBasiom B 300 cekyHa. (900, 1200,
1500 u 1.4).

Mpu Manbix 3HaYeHusAX aging-time (ao 600 cekyHA) AonycTuma
NOrpeLwwHOCTb, COM3MEPUMAs C ero 3HayeHnem. C ysennyeHnem
3HayeHuA aging-time norpewHoOCTb HUBEAMPYETCA.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

mac address-table aging-
time seconds vlan vian_id

no mac address-table ag-
ing-time seconds vlan
vlan_id

seconds: (10..86400)/300
CeKkyHa;
vlan_id: (1..4094)

3apaet Bpema xpaHeHna MAC-agpeca B Tabnuue gna VLAN.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094)/ sknto-
ueHo

Bkatountb nsyvyeHne MAC-agpecos B gaHHoOm VLAN

OTkntounTb M3ydeHne MAC-agpecos B gaHHOM VLAN

mac address-table static
mac_address vlan vian_id
interface

{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group} [per-
manent | delete-on-reset |
delete-on-timeout | se-
cure]

no mac address-table static
[mac_address ] vlan vian_id

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

LobasnaeT ncxogHbin MAC-aapec B Tabaunuy rpynnosow ag-
pecauuu.

- mac_address — MAC-agpec;

-vlan_id — Homep VLAN;

- permanent — gaHHbI MAC-agpec MOXKHO yAaUTb TONbKO C
NOMOLLbI0O KOMaHAbl no mac address;

- delete-on-reset — gaHHbIV agpec yaanutca nocse nepesa-
rPY3KW YCTPOWCTBA;

- delete-on-timeout — gaHHbIN agpec yaanutcs no Tanm-ayTy;
- secure — AaHHbIV a4pec yAaAUTCA TONbKO C MOMOLLbIO KO-
MaHAbl no mac address U nocne Bo3BpaLLeHMA NopTa B pe-
UM obyyeHus (no port security).

Yaanaetr MAC-agpec 13 Tabauubl rpynnoBoi agpecauuu.

bridge multicast re-
served-address mac_mulit-
icast_address [ethernet-v2
ethtype |

lic sap | lic-snap pid ] {dis-
card | bridge}

no bridge multicast re-
served-address mac_mulit-
icast_address [ethernet-v2
ethtype |

lic sap | lic-snap pid ]

ethtype: (0x0600 - OXFFFF);
sap: (0 - OXFFFF);
pid: (O - OXFFFFFFFFFF)

Onpegenner gencTene ANA NaKeTOB MHOroaapecHom pac-
CbI/IKM C 3ape3epBUPOBaHHOrO aapeca.

- mac_muliticast_address — rpynnosoii MAC-agpec;

- ethtype — Tun naketa Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — naketbl nepegatotca B pexunme bridge.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHUIO.

mac address-table
lookup-length length

length: (1..8)/3

3agaHuve anunHbl xewa B Tabauue MAC-agpecos.

mac address-table notifica-
tion flapping

no mac address-table noti-
fication flapping

-/BKNIOYEHO

BkAtounTb GyHKLMIO 06HapykeHUa dnannuHra MAC-agpecos.
dnannuHr o6HapYKMBaeTCA, eCNU BbINOSHAETCA CaedytoLiee
ycnosue: guHamuyeckas sanucb 8 MAC-Tabanue meHaeT nopt
yeTblpe pasa, NPU 3TOM MeXAY KaK40N CMEHOM NPoXoauT He
6onee 2 cekyHA, (TOYHOCTb U3MEPEHUA - OAHA CEKYHAaA).

BbIKnounTb GYHKLMUIO 0BHapyKeHus daannuHra MAC-aape-
COB.
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mac address-table learning
relearn-cached

no mac address-table
learning relearn-cached

-/BbIKNOYEHO

Mo3BonAeT ycTpaHUTb NOCNeACTBUA PACCUHXPOHU3ALMM anna-
paTHol 1 nporpammuoit MAC-Tabnauu, nytem paspelueHns ne-
peobyuyatb MAC-aspeca B annapaTHOW Tabavue npu Haauumm
afpeca B NporpammHol Tabaunue. MoxKeT NpUBOAUTD K MOBbI-
LeHWIo Harpy3ku Ha CPU.

YcTaHaBAMBaAET 3Ha4YeHWe nNo YMONYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnnuya 5.124 — KomaHapl pexkuma Privileged EXEC

KomaHoa

3HauyeHue

OnucaHue

clear mac address-table
{dynamic| secure} [inter-
face {gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group} ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

Ypanaer cratnyeckve/aMHamumyeckve 3anucu ns Tabamubl
rpynnoson agpecauuu.

- dynamic — yaaneHvne gMHaMUYeCcKUX 3anucen;

- secure — yjasieHne CTaTUYecKux 3anucen.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.125 — KomaHapl pexknuma EXEC

KomaHoa

3HaveHue

OnucaHue

show mac address-table
[dynamic | static| secure]
[vlan vian_id]

[interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group] [ad-
dress mac_address ]

show mac address-table
count

[vlan vian_id |

interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group} 1]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094)

MokasbiBaeT Tabavuy MAC-agpecoB A5 YKa3aHHOTO UHTep-
deiica, nnbo Bcex HTepdEcoB.

- dynamic — npocmoTp TO/IbKO AMHAMUYECKUX 3anuncei;

- static — NpPoCMOTp TONbKO CTaTUYECKUX 3anucen;

- secure — NMPOCMOTP TOJIbKO 6e30MacHbIX 3anucei;

- vlan_id — naeHTMduKaumMoHHbIN Homep VLAN;

- mac-address — MAC-aapec.

MoKa3sbiBaeT KoAnYecTso 3anuceit B Tabnmue MAC-agpecos
014 YKa3aHHOro UHTepdelica, mbo ana Bcex MHTepdEcos.

show bridge multicast ad-
dress-table

[vlan vian_id]

[address {
mac_muliticast_address |
ipv4_muliticast_address |
ibv6_muliticast_address}]
[format {ip | mac}] [source
{ipv4_address |ipv6_mulit-
icast_address}]

vlan_id: (1..4094)

Moka3sbIBaeT TabnauLy rpynnoBbIX a4pecoB A/1A YKa3aHHOTO UH-
Tepodelica, 1Mbo Bcex nHTepdelicos VLAN (KomaHaa AoCTynHa
TONIbKO AR NPUBUAETMPOBAHHOIO NOJ/b30BaTeNs).

- ip — noka3sbiBaTb No IP-agpecam;
- mac — nokasbiatb no MAC-agpecam;
- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN.

show bridge multicast ad-
dress-table static

vlan_id: (1..4094)

MoKasbiBaeT TabanLy CTaTUYECKUX FPYMNMNOBbIX a4Pecos 415
YKa3aHHoro nHTepodeiica, imbo scex nHtepdericos VLAN.
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[vlan vian_id]

[address
mac_muliticast_address |
ipv4_muliticast_address |
ibv6_muliticast_address]
[source ipv4_address |
ipv6_muliticast_address]
[all | mac | ip]

- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN;

- mac_multicast_address — rpynnosoi MAC-agpec;
- ipv4_multicast_address — rpynnosou IPv4-aapec;
- ipv6_multicast_address — rpynnosou IPv6-aapec;
- ip — npocmoTp no IP-appecam;

- mac — npocmoTp no MAC-aapecam;

- ipv4_source_address — |Pv4-aapec UCTOYHUKA;

- ipv6_source_address — |IPv6-agpec UCTOYHMKa.

show bridge multicast fil-
tering vian_id

vlan_id: (1..4094)

MoKasbiBaeT KOHOUrypaLmio GUAbTPa rPYNMNOBbIX a4PECOB ANA

yKasaHHoro VLAN.

-vlan_id — npeHTuduKaLumMoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;
- ipv4_multicast_address — rpynnoso IPv4-aapec;
- ipv6_multicast_address — rpynnosou IPv6-aapec;
- ip — npocmoTp no IP-appecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHol Tabaumubi;

- ipv4_source_address — |Pv4-aapec UCTOYHUKA;

- ipv6_source_address — |IPv6-agpec UCTOYHMKA.

show bridge multicast un-
registered [gigabitethernet
gi_port |

fastethernet fa_port | port-
channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

MoKasbiBaeT KOHOUrypaL Mo GUAbTPa 418 HE3APErnCTPUPO-
BaHHbIX rPyNnoBbIX a4pPecos.

show bridge multicast
mode [vlan vian_id]

vlan_id: (1..4094)

MoKa3bIBaEeT peXxMm rpynnoBoi agpecaumu Ans yKasaHHoro
nHTepoderica, nmbo Bcex nHTepdericos VLAN.

show bridge multicast re-
served-addresses

OTob6parkaeT NpaBMa, yCTaHOB/IEHHbIE A FPYNMNOBbIX
3ape3epBMpPOBaHHbIX a4PECOB.

show mac address-table
mode

MpocmoTp Tekyluel gaunHbl xewa B Tabanue MAC-aapecos.

[pumepbl 8b1M0MHEHUS KOMAHO

= BKAOUYUTb GMABTPALMIO FPYNMNOBbIX aAPECOB KOMMYTAaTOPOM. 3a4aTb Bpemsa XxpaHeHMAa MAC-
agpeca 450 cekyHa, paspewnTb nepegadvy HesaperncTpmMpoBaHHble MHOroOaApecHbIX nake-
ToB Ha 11 nopTy KOMMmyTaTOpa.

consolet#configure

console (config) #bridge aging-time 450

console (config) #tbridge multicast filtering

console (config) #interface gigabitethernet 1/0/11

console (config-if) #bridge multicast unregistered forwarding
console#show bridge multicast address-table format ip

Vlan IP/MAC Address
1 224-239.13012.2.3
19 224-239.130(2.2.8
19 224-239.130(12.2.8

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 2/8
19 224-239.130(2.2.8 2/8

type Ports
dynamic 1/1, 2/2
static 1/1-8
dynamic 1/9-11

Forbidden ports for multicast addresses:
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5.18.2 dyHKUMA nocpegHUKa npoToKona IGMP (IGMP Snooping)

®dyHKuMa IGMP Snooping mcnonb3yeTca B ceTax rpynnoBoi paccbinku. OcHoBHOW 3agauveit IGMP
Snooping aBnAeTcA NnpefocTaBaAeHne MHOroagpecHoro TpaduKa ToNbLKO ANA TeX MOPTOB, KOTOPbIE 3aNPOCUAN

ero.
V' IGMP Snooping moKeT UCNo/b30BaTbCA TO/IbKO B cTaTuyecKkoi rpynne VLAN. MNoapep:kusa-
toTcAa sepcum npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.
’ Y106b1 IGMP Snooping 6b1n1 aKTUBHbIM, GyHKLMA rpynnoBoi ¢punbtpaumnmn “bridge multicast
° filtering” ponyHa 6bITb BKAtOUeHa (cm. pasgen «MpaBuna rpynnoBoit agpecaunmn»).

PacnosHaBaHue NOPTOB, K KOTOPbIM NMNOAKNKOYEHbBI MHOToOagpecCHble MapLlpyTnU3aTopbl, OCHOBAHO Ha

cneayoLmx cobbITusx:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;
— nakeTbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MakKeTbl NPOTOKONA MHOroagpecHoin mapwpytmsaummn Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha NopTY;
— naketbl npoTtoKona MRDISC npmnHATbI Ha NopTy;
— naketbl npoToKkona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha nopTy.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabnnua 5.126 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHda

3HayeHue

Aelicmeue

ip igmp snooping

no ip igmp snooping

-/BbIK/IOYEHO

Paspewaet ncnosnb3osaHue dpyHKLMU IGMP Snooping KommyTa-
TOpOM.

3anpewaeT ncnonb3osBaHme ¢yHKUUKM IGMP Snooping Kommy-
TaTOPOM.

ip igmp snooping vlan
vlan_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)/
BbIK/OYEHO

PaspewwaeT ucnonbsosaHue PpyHkumm IGMP Snooping kKommyTa-
TOPOM AN AaHHOro uHTepdeiica VLAN.

3anpewaeT ucnosnb3oBaHme ¢yHKUUKM IGMP Snooping Kommy-
TaTopom gns faHHoro nHtepderica VLAN.

ip igmp snooping vlan
vlan_id static ip_address
[interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no ip igmp snooping

vlan vian_id

static ip_address [interface
{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16).

Peructpupyet rpynnosolii IP-agpec B Tabauue rpynnoeoi agpe-
caumu, u cTaTMyeckn aobasnset uHtepdeicsl U3 rpynnbl 408
Tekywen VLAN.

- ip_address — rpynnosoit IP-agpec;

MepeuncieHne MHTEPdENCOB OCYLLLECTBAAETCA YEPes «—» U «,»

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

ip igmp snooping
vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping
vlan vian_id
mrouter learn pim-dvmrp

vlan_id: (1..4094)/
paspelleHo

PaspewaeT ana gaHHol rpynnbl VLAN aBTOMaTMyeckoe pacno-
3HaBaHWe NOPTOB, K KOTOPbIM NOAK/OYEHbI MHOrOagpecHble
MapLLpyTU3aTOPBbI.

3anpewaet gas gaHHou rpynnbl VLAN aBTomatuyeckoe pacno-
3HaBaHWe NOpPTOB, K KOTOPbIM MOAKAOYEHbl MHOroaApecHble
MapLLpyTU3aTOPBbI.

ip igmp snooping
vlan vian_id

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);

OnpegenseT NopT, K KOTOPOMY MOAK/IOYEH MapLIpyTM3aTOp
MHOTroaZpecHOM paccbiikn AN 3aaaHHoli VLAN.
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mrouter interface { giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}

no ip igmp snooping vlian
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

fa_port: (1..3/0/1..24);
group: (1..16)

YKasbIBaeT, YTo K NOPTy HE NOAKNOYEH MApPLUPYTU3aTOP MHO-
roafpecHoi paccbliku.

ip igmp snooping vian
vlan_id forbidden mrouter
interface { gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group}

no ip igmp snooping vian
vlan_id forbidden mrouter
interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

YcTaHaBAMBaeT 3anpeT Ha onpejeseHve nopta (cTaTuyeckw,
AMHAMMYECKM) KaK MopTa, K KOTOPOMY NOAK/IOUYEH MapLLPYTH-
3aTOP MHOrOaAPECHOM PACChINKK.

CHMMaeT 3anpeT Ha onpeaeneHne nopra Kak MopTta, K KOTo-
POMY MOAKAOUYEH MaPLIPYTU3AaTOP MHOTOaAPECHOM PACChINKMU.

ip igmp snooping vlan
vlan_id replace source-ip
ip_address

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id: (1..4094)

BkntoyaeT 3ameHy IP-agpeca WCTOYHMKA Ha yKasaHHbIA IP-
agpec Bo Bcex naketax IGMP report 8 3agaHHoi VLAN.

OTkntoyvaet 3ameHy IP-agpeca uctoyHMKa B naketax IGMP re-
port B 3agaHHon VLAN.

ip igmp snooping map cpe
vlan cpe_vlan_id mul-
ticast-tv vlan mc_vian_id

no ip igmp snooping map
cpe vlan cpe_vian_id

cpe_vlan_id: (1..4094);
mc_vlan_id: (1..4094)

[Oob6asnaetr cootBetctBMe mexay VLAN nonb3osaTtens
cpe_vlan_id v VLAN multicast-BewaHua mc_vlan_id.
Ecnn IGMP coobuieHne npuxoauT Ha NopT ¢ Terom cpe_vian_id
M cywecTeyeT cootseTcTeue cpe_vian_id / mc_vian_id, To IGMP
coobuieHmne byaeT peTpaHcanpoBaHo B mc_vian_id.

OTtmeHseT pexkum Multicast-TV VLAN gns ykasaHHoro VLAN.

ip igmp snooping
vlan vian_id querier

no ip igmp snooping
vlan vian_id querier

vlan_id: (1..4094)

BkntovaeT nogaeprkKy Bblgaun 3anpocos igmp-query KommyTa-
Topom B faHHoM VLAN.
Mo ymonyaHuio nepegaya 3anpocos OTK/OYeHa.

BoccTaHaBAMBAET HACTPOMKM MO YMONYAHMIO.

ip igmp snooping
vlan vian_id querier ver-
sion {2 | 3}

no ip igmp snooping vlan
vlan_id querier version

vlan_id: (1..4094)

YcraHasnusaeT Bepcuto IGMP-npoToKona, Ha OCHOBaHWKN KOTO-
poi byayT popmmposaTtbea IGMP-query 3anpocsi.
Mo ymonuyaHuto ncnonblyetca npotokon IGMPv3.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip igmp snooping vlan
vlan_id querier address
ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

Onpegenaet ucxogHblin IP-agpec, KoTopbl 6yaeT ncnonb3o-
BaTbcA IGMP querier-om. Querier — ycTpoMcTBO, KOTOpOE OT-
npasnset IGMP-3anpocbl.

YcTaHaBAUBaeT 3HaYeHUe No ymonyaHuio. Mo ymonyaHuio ecam
IP-agpec HacTpoeH ana VLAN, oH ucnonb3syeTca B KayecTse af-
peca nctodHuka IGMP Snooping Querier.

ip igmp snooping vlan
vlan_id immediate-leave

no ip igmp snooping vlan
vlan_id immediate-leave
[host-based]

vlan_id:
(1..4094)/BbIKNtO4EHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wer VLAN. O3HayaeT, 4To NopT A0/KeH bbiTb HemeasleHHO
yaanen w3 rpynnbl IGMP nocne nonyyexHua coobuiexuma IGMP
leave.

Mpu pobasneHun onumn host-based — mexaHunsm fast-leave
cpabaTblBaeT TO/IbKO B TOM C/lyyae, KOraa Bce Nnosib3oBaTenu,
NOAKNIOYEHHbIE K IAHHOMY MOPTY OTNNCAANCH OT rpynnbl (cyeT-
YMK Nonb3oBaTenen BeeTca Ha ocHoBaHWM src-MAC-agpecos B
3aronoskax IGMP-report’os).

OTkntoumTb Npouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN.
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ip igmp snooping vlan
vlan_id immediate-leave
host-based

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id:
(1..4094)/BbIKNtO4EHO

Bkntoumtb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wei VLAN. OsHayaeT, yTo NopT AO/MKEH ObiTb HEMEANEHHO
vyaaneH ms rpynnbl IGMP nocne nonyyeHua coobuieHuma IGMP
leave, ecnv 6onblue HET KAMEHTOB, KOTOPbIM HEOBXOAMMa fAaH-
HaA rpynna.

OTKAounTb Npouecc IGMP Snooping Immediate-Leave Ha Teky-
wer VLAN.

ip igmp snooping vlan
vlan_id proxy-report [ver-
sion version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version : (1..3)

BKntoyaeT pexum, npu KOTOPOM KOMMYTaTop OTnpaBafeT
report Ha query 3anpocbl CTaTUYECKUX FPYMM, HACTPOEHHbIX Ha
Hem. MNpn aTomy coobuieHna IGMP-report/leave Ha 3Tu rpynnbl
UTHOPUPYHOTCA.

- version — ¢ukcupyeT Bepcuto report/leave coobiueHuid, oT-
npasasembix proxy-report'epom.

Mo ymonyaHuio Bce IGMP-coobuieHuMA, CO34aHHble Proxy-
report'epom — IGMPv3, a oTBeTbl Ha query coobuieHua byayT
B TOW Bepcuu, B KOTopoW 6bin npucnaH IGMP-query.

BoccTaHasnuBaeT HaCTpOl7IKVI Nno YMON4YaHUIO.

ip igmp snooping vlan
vlan_id cos cos

no ip igmp snooping vian
vlan_id cos

cos: (0-7)

YcTaHaBAMBaeT 3HayeHue
802.1p.

napameTpa noas npuopuTeTa

BoccTaHaBavBaeT HaCTPOWKM MO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica VLAN

Bug 3anpoca KOMaHAHOW CTPOKU pexknma KoHourypuposaHma VLAN:

console (config-if) #

Tabnunua 5.127 — KomaHapl pexknuma KoHdurypmposaHusa nHtepdeinca VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaeT 3HavyeHne pobacTHocTu gna IGMP.
Ecnun Ha KaHane HabnkodaeTca noTepsa AaHHbIX, 3HAaYEHUe po-
6acTHOCTU J0KHO BbITb YBENYEHO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

onds

ip igmp query-interval sec-

no ip igmp query-interval

seconds: (30..18000)/125 ¢

YcTaHaBAMBaEeT TaiimayT, N0 KOTOPOMY CUCTEMA OTMpPaBAseT
OCHOBHbIE 3aMpPOChl BCEM YY4aCTHMKAM rpynmbl MHOroaapec-
HOW nepeaauv oNa NPoOBEPKMU UX aKTUBHOCTMU.

YcTaHaBAMBaeT 3HAYeHne no YMONYaHUIO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHoe BpemaA 0TBeTa Ha 3anpoc.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip igmp last-member-
query-count count

no ip igmp last-member-
query-count

count: (1..7)/3HaueHue ne-
pemeHHow robustness

YcTaHaBAMBaET KOJIMYECTBO 3anpocos, Nocne PacCblIKMN KOTO-
PbIX, KOMMYTATOp onpegenaeT, YTO Ha AaHHOM MOPTY HET XKe-
Nalouwmx y4actsosaTtb B MHOFOBAPECHOﬁ PaccblKe.

YcTaHaBAMBaeT 3HaYeHne o YMONAYaHUIO.

ip igmp last-member-

query-interval milliseconds

no ip igmp last-member-
query-interval

milliseconds:
(100..25500)/1000 mc

YcTaHaBAMBaeT MHTepBas 3anpoca ANAa NOCAe[Hero y4yacTt-
HUKa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaetica (QuanasoHa uHmepaelticos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM PeXUMA KOHPUTYpUpOoBaHUa nHTepdelica:

console (config-if)#
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Tabnunua 5.128 — KomaHapl pexknuma KoHdurypuposaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB 13 KAMEHTCKOM
VLAN B Multicast VLAN 1 mynbTuKacToBoro Tpaduka B KANEHT-
ckyto VLAN gna untepdelica B pexxmme «access».

vlan_id: (1..4094)
BbikntoyaeT nepeHanpasneHune IGMP-3anpocoB 13 KAMEHT-

cko VLAN B Multicast VLAN 1 mynbTuKactosoro Tpadmka B
kKnneHTckyto VLAN ana uHTepdeinca B pexxmme «accessy.

switchport trunk mul-
ticast-tv vlan vian_id
[tagged ]

no switchport trunk mul-
ticast-tv vlan

Bkntoyaet nepeHanpasneHue IGMP-3anpocos 13 VLAN, yyacT-
HUKOM KOTOpbIX ABAfeTca nopT, B Multicast VLAN ans uHtep-
deiica B pexkume «trunk».

MynbTUKAcTOBbIN TpadUK NepenaeTca Ha NOPT HETErMpPOBaH-
HbIM MW TETMPOBAHHbIM B 3aBUCMMOCTU OT MapameTpa
«tagged».

MapameTp «tagged» yKasblBaeT Ha TO, YTO MY/IbTUKACTOBbIN
TpaduK JONKEH OTNPABNATLCA B MOPT Me2UpO8AHHbIM.

vlan_id: (1..4094)

Bbik/toyaeT nepeHanpasneHune IGMP-3anpocos Multicast Vlan
W MyNbTUKACTOBOrO TpaduKa B NopT.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

Bkntoyaet nepeHanpasneHue IGMP-3anpocos 13 VLAN, yyacT-
HUKOM KOTOpbIX ABAseTcA nopT, B Multicast VLAN ans uHtep-
deiica B pexknme «general». MynbTMKacToBbIN TpaduK nepe-
[AeTCA Ha NOPT HETErMPOBAHHbBIM MU TETMPOBAHHbLIM B 3aBU-
vlan_id: (1..4094) CMMOCTM OT NapameTpa «tagged».

MapameTp «tagged» yKasblBAeT Ha TO, YTO MY/IbTUKACTOBbIM
TpaduK JONKEH OTNPABNATLCA B MOPT Me2UpO8AHHbIM.

BbIk/toyaeT nepeHanpasneHune IGMP-3anpocos Multicast Vlan
M MY/NIbTUKACTOBOrO TpaduKa B NOPT.

KomaHOobl pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TOAbKO ANS MPUBUAETMPOBAHHOIO MO/b30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 5.129 — KomaHapl pexknuma EXEC

KomaHoa

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

MokasbiBaeT MHPOPMaLMIO 06 N3yHeHHbIX MHOrOAAPECHbIX MapLLPYTU3aTOPaX B YKa3aHHOM
rpynne VLAN.

show ip igmp snooping in-
terface vian_id

MNokasbiBaeT MHopmaymto IGMP-snooping ans gaHHOro nHTepdeiica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ib_muliticast_address]
[ip-address ip_address ]

Moka3sbiBaeT HOOPMaLMIO 06 U3yYeHHbIX MHOFOaAPECHbIX FPYMnax, y4acTBYIOLWMX B rpynno-
BOM paccblske.

show ip igmp snooping
multicast-tv [vlan vian_id]

MokasbiBaeT IP-agpeca, accoummnpoBaHHble ¢ VLAN ana Teneselanma.

show ip igmp snooping cpe
vlans [vlan vian_id]

MNokasbiBaeT Tabanuy cootseTcTBuii mexay VLAN 060pyao0BaHUA, yCTAHOBIEHHOTO Y MO/b30-
Batens, n VLAN gna teneseLLaHus.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= BrAwuuntb dyHKLUMIO IGMP snooping Ha KommyTtaTope. [Ana VLAN 6 pa3spewmntb aBToMaTnye-
CKOe pacno3HaBaHMe MOPTOB, K KOTOPbIM NOAKAOYEHbI MHOTOQAPECHbIE MapLUPYyTM3aTOpPbI.
YcTaHoBUTb MHTepBan mexay IGMP-3anpocamu — 100 ceK. YBenn4nTb 3Ha4YeHne pobacTHo-
CTV 00 4. YCTaHOBUTb MaKCMManbHoOe Bpema oTeBeTa Ha 3anpoc — 15 cek.

console#configure

console (config) #ip igmp snooping

console (config-if) #ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config) #interface vlan 6

console (config-if) #ip igmp snooping query-interval 100

console (config-if) #ip igmp robustness 4

console (config-if) #ip igmp query-max-response-time 15

5.18.3 MLD snooping — NPOTOKO/1 KOHTPO/IA MHOroaAapecHoro Tpaduka B IPv6

MLD snhooping — MeXxaHM3M MHOrOaApPecHOM  PacCbINKM  COOBWEHMI, MNO3BONAIOLWMIA

MWHMMM3MPOBATL MHOFOAAPECHbIV TpaduK B IPV6-ceTax.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoro KOHOUrypupoBaHus:

console (config) #

Tabnnua 5.130 — KomaHapl rnobanbHOro pexkMma KoOHPUrypmpoBaHus

no ipv6 mid snooping
[vlan vian_id]

(1..4094)/BbIKNOYEHO

KomaHoa 3HayeHue Aelicmeue
ipv6 mid snooping .
B MLD .
[vian vian_id] vian_id: KNtoYaeT snooipng

Otkntoyaet MLD snooping.

ipvé mld snooping vlan
vlan_id static ipv6_address
[interface { gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group}]

no ipvé mid snooping vlan
vlan_id static ipv6_address
[interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

Pernctpupyet rpynnosoit IPv6-agpec B Tabnunue rpynnosom
afpecaumn u ctatudeckn gobaenset/yaanset uHtepdeicol n3s
rpynnbl gna Tekywen VLAN.

- ipv6_address — rpynnoso# |IPv6-aapec;

MepeuncneHne NHTePHecoB OCyLLECTBAAETCA Yepes «—» U
«,».

Ypanaet rpynnosoi IP-agpec 13 Tabanupl.

ipvé mld snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
fastethernet fa_port |
port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

JobasnsaeT npasuno, 3anpeLatoliee pernctpuposats MLD-
mrouter NopTbl U3 CAMCKa.

Ypanaet npasuno, 3anpellatoiee pernctpnposats MLD-
mrouter NopTbl U3 CMCKa.
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ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

-/BKAOYEHO

M3yyaTb NopTbl, NoAKAOYeHHble K mrouter'y no MLD-query-
nakeTam.

He n3yyaTtb NopTbl, NOAKAOYEHHbIE K mrouter'y no MLD-
query-naketam.

ipvé mid snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no ipv6 mld snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..16)

[obasnser cnmcok mrouter-nopTos.

Ygnanset mrouter-nopTbl.

Ipv6 mid snooping vlan
vlan_id immediate-leave

no ipvé mid snooping vlan
vlan_id immediate-leave

vlan_id:
(1..4094)/BbIKNIOYEHO

BkntoumTb npouecc MLD Snooping Immediate-Leave Ha TeKy-
wei VLAN.

OTkAtoumTb Npouecc MLD Snooping Immediate-Leave Ha Teky-
wei VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica VLAN

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config-if) #

Tabnunua 5.131 — KomaHapl pexknuma KoHdurypmposaHusa nHtepdeinca VLAN

3HayeHue/3HayeHue no

no pv6 mid last-member-
query-count

KomaHoa Aelicmeue
yMOAYaHuIo
ipvé mld join-group Co3paeT cTaTUyeckyto rpynny MHoroagpecHoi |IPv6-paccbinku.
ibv6_multicast_address - ipv6_multicast_address — rpynnosoii agpec IPv6.
no ipv6 mld join-group Ypanaer ctaTMyeckyto rpynny MHoroagpecHo IPve-pac-
ibv6_multicast_address CbINKMN.

YcTaHaBauBaeT Koanyectso MLD-3anpocos, nocne paccbinku
ipvé mid last-member- KoTopbix MES1024/MES1124/MES2124 onpegensert, 4To Ha
query-count count OAHHOM MOPTY HET }KeNaoLWMX y4acTBOBaTb B MHOrOaApecHOM

count: (1..7)

IPv6-paccblinike.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

ipvé mid last-member-
query-interval interval

no ipvé mid last-member-
query-interval

interval: (100..25500)/1000
MWUNNCEKYHA,

3a/iaeT MaKCMMasbHYI0 33/lePXKKy OTBETA NOC/eAHEro YieHa
rpynnbl, KOTOPaA UCMONb3YETCA ANA BbIYUCAEHUA KOAA MAKCK-
ManbHOM 3aaepKKu oTeeTa (Max Response Code).

BoccTtaHaBanBaeT 3HaYeHMe NO YMONYAHUIO.

ipvé mld query-interval
value

no ipv6 mid query-interval

value: (30..18000)/125 ce-
KYHZ,

3ajaet MHTEPBaAN PacCbIIKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

ipvé mld query-max-re-
sponse-time value

no ipvé mld query-max-re-
sponse-time

value: (5..20)/10 cerkyHg,

3apaer MaKCUMaNbHYIO 3a4€epP*KKYy OTBETA, KOTOpPaA UCNONb3y-

eTcAa anAa BbluMCNEHUM KOoA4a MaKCMManbHOM 3a4epXXKKN OTBeTa.

BoccTaHaBnvBaeT 3HaveHMe No YMOTYaHUIO.

ipvé mld robustness value

no ipv6 mld robustness

value: (1..7)

YcTaHaBAMBaET 3HayeHne KoadpdULUMeHTa OTKA30yCTOMYMUBO-
ctu. Ecnm Ha KaHane HabaogaeTca NnoTeps AaHHbIX, KO3hPu-
LUMEHT OTKA30yCTOMYMBOCTU A0/KEH BbITb YBEANYEH.

BoccTaHaBnvBaeT 3HaveHMe No YMOTYaHUIO.
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KomaHObI pexcuma KoHgpuaypuposaHusa uHmepgelica (QuanasoHa uHmepgelicos) Ethernet,

UHmMepdgelica epynnsi nopmos, uHmepagetica VLAN

Bupg, 3anpoca KOMaHAHOW CTPOKM B pexunme KoHdUrypuposaHua uHtepoeica Ethernet, uHtepdeiica

rpynnbl NopToB 1 UHTepdeica VLAN:

console (config-

if)#

Tabnnua 5.132 — KomaHgapl pexxuma kKoHurypuposaHua nHtepdeinca Ethernet, rpynnel nHTepdeicos

_|

KomaHoa

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

OnucaHue

ipv6 mid join-group
ipv6_address

no ipv6 mid join-group
ipv6_address

[aeT ykasaHue paccbinatb MLD-report coobuwieHmsa Ha npuco-
efVHeHue K ipv6_address rpynnbl ¢ 4aHHOrO NopTa.
- ipv6_address — rpynnoBow agpec IPv6.

YpanaeT yKasaHue paccblinate MLD-report coobueHuns Ha npu-
coefiMHeHwe K ipv6_address rpynnbl ¢ 4aHHOTO NopTa.

ipvé mld version version

version: (1..2)/2

no ipvé mid version

YcTaHaBAMBAET BEPCUIO MPOTOKO/1A, AENCTBYIOLLYIO HA AaHHOM
nHTepoerice.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

abnuua 5.133 — KomaHnp,

bl pexxmma EXEC

KomaHoa

3HavyeHue

Aelicmeue

show ipv6 mid snooping
groups [vlan vian_id] [ad-
dress ipv6_multicast_ad-
dress] [source ipv6_ ad-
dress]

vlan_id: (1..4094)

OtobparkaeT MHGOPMALMIO O 3apPerncTPMpPOBAHHbIX FPynnax B
COOTBETCTBUM C 3a4aHHbIMM B KOMaHAe napameTpamu punb-
Tpaumm.

- ipv6_multicast_address — rpynnosoi agpec IPv6;

- ipv6_source_address — IPv6-aapec.

show ipv6 mld snooping in-
terface vian_id

vlan_id: (1..4094)

OTobparkaeT MHdopmaumio o KoHdurypauumn MLD-snooping
ons paHHon VLAN.

show ipv6 mld snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTob6parkaeT MHPopmaumio 0 mrouter-noprax.

5.18.4 ®yHKuUuMM orpaHuyeHna multicast-tpadpuka

®yHKUMM orpaHuyeHns multicast-tpadmka mcnonbsytotca ana yaobHON HACTPOWMKKM OrpaHuyeHus

NPOCMOTPA onpeaeneHHbIX rPynn MHOroaApecHo PacCcbUIKK.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

BunAa 3anpoca KoMaHAHOWN CTPOKM pexxmnma rnobanbHOro KOHPUrypmposaHumsa:

console (config)

#

Tabnunua 5.134 — KomaHapl pexknma rnobanbHoro KoHpurypmposaHums

KomaHoa

3HayeHue

Aeilicmesue

multicast snooping profile
name

no multicast snooping pro-
file name

name: (1..32) cumBonos

Mepexopn, B pekum KoHOUrypuposaHua multicast-npoduns.

YpanuTe ykasaHHbIM multicast-npopuns.
Multicast-npodunb moxKeT 6biTb yAaNeH TONbKO No-
H cne TOro, Kak 6yzer oTBA3aH OT BCeX NOPTOB KOMMY-
TaTopa.

1

50
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KomaHObI pexcuma KoHgpu2ypuposaHusa multicast-npoguna

Bug, 3anpoca KOMaHAHOMW CTPOKM pexXnma KoHPUrypuposaHus multicast-npoduns:

console (config-mc-profile) #

Tabnnuya 5.135 — KomaHapl pexxuma koHdurypmuposaHuma multicast-npopuns

KomaHoa

3HauyeHue

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip [high_ip]

3apaeT cooTBeTCTBME NPOGUAA YKa3aHHOMY AManasoHy IPv4
multicast-agpecos.

- low_ip — BanngHbIi multicast-agpec;

- high_ip — BanuaHbii multicast-agpec.

Ypanaet cooTBeTCTBUE NPOdPUAA YKazaHHOMY Anana3oHy IPv4
multicast-agpecos.

match ipv6
low_ipvé [high_ipv6]

no match ipv6
low_ipvé [high_ipv6]

3apaeT cooTBeTCTBME NPOdUAA yKazaHHOMY AnanasoHy IPve
multicast-agpecos.

- low_ipv6 — BanuaHbii IPv6 multicast-agpec;

- high_ipv6 — BanuaHbiit IPv6 multicast-agpec.

YpanaeT cooTBeTcTBME NPOPUNA YKazaHHOMY AManasoHy IPve
multicast-agpecos.

permit

no permit

-/BbIK/OYEHO

B cnyvae HecooTBETCTBMA OAHOMY M3 3aaHHbIX AMana3oHoB.,
IGMP-report 6yayT nponyckaTbca.

B cnyyae HECOOTBETCTBMA OAHOMY M3 334aHHbIX 4ManNa3oHoB,
IGMP-report 6yayT otbpacbiBaTbes.

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepaeltica (QuanasoHa uHmepgelicos) Ethernet

BuA 3anpoca KOMaHAHOM CTPOKM pexxnma KoHOUIypmnpoBaHUA MHTepdeiica:

console (config-if) #

Tabnunua 5.136 — KomaHapl pexknuma KoHdurypmposaHua nHtepdeinca Ethernet, rpynnel HTepdencos

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

multicast snooping max-
groups number

no multicast snooping
max-groups

number: (1..1000)/-

OrpaHMYMBaeT KOIMYECTBO O4HOBPEMEHHO NpoCMaTpuBae-
MbIx multicast-rpynn gans nopra.

CHumaet orpaHu4yeHne Ha Koim4yeCcTBo 0AHOBPEMEHHO MpPo-
CMaTpueaemblx rpynn gna nopta.

multicast snooping add
name

multicast snooping remove
{name | all }

name: (1..32) cumBonos

MpuBA3bIBaeT yKazaHHbIN multicast-npoduab K nopry.

YaansaeT cootBeTcTBME multicast-npoduna ¢ noptom.

KomaHOb! pexcuma EXEC

Bce KOMaHAb! AOCTYMNMHbI TOALKO 418 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 5.137 — KomaHapl pexkuma EXEC

KomaHoa

Aeiicmeue

show multicast snooping | OTobparkaeT MHPOPMaLMIO 419 BCEX MOPTOB O TEKYLLEM KOIMYECTBE 3aPErMCTPUPOBAHHbIX
groups count rpynm, a TakKe MakcMManbHOe BO3MOXKHOE KOMYecTBO.

profile [name]

show multicast snooping | OTobparkaeT MHPopPMaLMio O CKOHUTYPUPOBaHHbIX multicast-npodunsx.

5.18.5 RADIUS asTopusauua 3anpocos IGMP

[aHHbI MexaHW3M NO3BONAET NPOU3BOAUTL AaBTOPM3ALLMIO 3aNpOCoB NpoTokoaa IGMP ¢ nomoubto
RADIUS-cepBepa. Ons obecneyeHUs HaZeXHOCTU WU pacnpeneneHus Harpysku MOMKET WMCMNo/b30BaTbCA

Heckonbko RADIUS-cepsepos.

Bbibop cepBepa ANA OTNPaBKM OYepesHOro 3anpoca aBTOPM3aALMM

NpoucXoauT cydaiHbim obpasom. Ecam cepep He OTBETU, OH NOMEYaAeTCA Kak BpeMeHHO Hepabounit, n
nepecTaeT y4yacTBOBaTb B MeXaHM3Me OMNPOCa Ha OMpefeneHHbI Mnepuoa, a 3anpoc OTCblAaeTca Ha

cneaylowmin cepeep.

Mony4vyeHHble aBTOPU3ALMOHHDbIE AaHHbIE XPAHATCA B K3LW-NAaMATU KOMMYTATOpa B Te4eHUe 3a4aHHOro
nepuoga BpeMeHW. ITO MO3BOJIAET YCKOPWUTb MNOBTOPHY 06paboTky IGMP-3anpocos. [MapameTpsbl

aBTOPU3aLLMM BKIIOYAIOT B cebsn:

=  MAC-agpec K/IMEHTCKOro YCTPOMCTBA;
"  WpeHTudUKaTop nopTa KOMMYTATOPa;

= |P-agpec rpynnbl;

=  PeweHue o goctyne — deny/permit.

Mpumep HacTpoikm RADIUS-cepBepa npmBeaeH B pasaesne «Hactpoliku asTopmusauum IGMP-3anpocos

yepes Radius» B npunoxeHnn A.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOW CTPOKM perkMma rn1o6anbHOro KOHGUrypupoBaHua:

console (config) #

Tabnnua 5.138 — KomaHab! pexkuma rnobanbHOro KoHGUrypupoBaHmsa

KomaHOoa

3Ha4yeHue/3HauyeHue
no ymon4aHuio

Aelicmeue

ip igmp snooping authorization
cache-timeout timeout

no ip igmp snooping authoriza-
tion cache-timeout

timeout: (0..10000) mnH/0

YcTtaHaBauBaeT BpeMs M3HU B Kale. Ecnm 3HayeHne paBHO
HYAHO — OTCYET BPEMEHM XKU3HU OTKAIOYEH (3aI'IMCb He yaana-
eTcA co BpemeHeM).

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanaszoHa uHmepaelicos) Ethernet

Bupg, 3anpoca KOMaHAHOW CTPOKM PEXUMA KOHPUTYpUpPOBaHUA nHTepdelica:

console (config-if)#
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Tabnnuya 5.139 — KomaHapl pexkuma KoHdurypupoBaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

multicast snooping authorization
radius [required]

no multicast snooping authorization

-/BbIKNOYEHO

Bkntoyaet asTopu3saumto Yyepes RADIUS-cepsep. Ecam yKkasaH
napamertp required, To B cnyyae HegocTynHocTy Bcex RADIUS-
cepsepoB IGMP-3anpocbl UTHOPUpPYOTCA.

B npotusHom cnydyae IGMP-3anpoc byaet o6paboTaH faxke
npw OTCYTCTBMM OTBETA CepBepa.

OTKAtOYEeHME aBTOpU3aLLUN.

multicast snooping authorization
forwarding-first

no multicast snooping authorization
forwarding-first

-/BbIKIOYEHO

BKkntoyaeT npeasapuTenbHyo 06paboTky IGMP-3anpocos Ha
nopTy Ao otseta RADIUS-cepsepa. [1o nonyyeHuun oteeTta oT
cepBepa B C/ly4ae NoJI0XKUTE/IbHOIO OTBETA NOANUCKA OCTa-

eTcs, B C/ly4yae oTpuLaTeIbHOro — yJaanaeTca.

BoccTaHaBnmBaeT 3Ha4YeHMe No YMOYAHMUIO.

KomaHOowb! pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TOAbKO ANS MPUBUAETMPOBAHHOIO MO/b30BaTeNA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.140 — KomaHapl pexknuma EXEC

KomaHoa

3HayeHue

Aeiicmeue

show ip igmp snooping authoriza-
tion-cache

[gigabitethernet gi_port |
fastethernet fa_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

OTobparkaeT cogeprKMmoe Kala asTopmsaummn IGMP.

Ecnu B KOMaHge yKkasaH nHtepdelic — To oTobparkatoTca
TO/IbKO T€ rPynnbl, KOTOPbIE 3aPErMcTPMPOBaHbI Ha YKa3aH-
HOM MHTepdeiice.

clear ip igmp snooping authoriza-
tion-cache

[gigabitethernet gi_port |
fastethernet fa_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

OumLLaeT K3l aBTOpPU3aLUN.

Ecnn B KOmaHAe yKasaH nHTepdeinc — oumLLaoTca 3anmcu
Kel Ana ykasaHHoro nHtepdeiica.

Ecnm nHTepdeiic He yKaszaH — KL 04MLLAeTCA NOAHOCTbIO.

5.19 ®yHKuuM ynpasneHus

5.19.1 MexaHnsm AAA

Ona obecneyeHns 6e30NaCHOCTU CUCTEMbI

aBTOpM3auMA, yyeT).

ucnosnbsyetca mexaHnsm AAA (ayTeHTudMKauwms,

— Authentication (ayTeHTUdMKaumMa) — conocTaBieHne 3anpoca CyLWecTBYIoWeln yYyeTHOM 3a-
nucum B cucteme 6e30nacHoOCTU.

— Authorization (aBTopM3aLmsa, NPOBEPKa YPOBHA AOCTyMNa) — conocTaBiaeHue y4ETHOM 3anncu
B cucTeme (npowealiein ayTeHTMOUKALMIO) U onpeaenéHHbIX NOJHOMOYUIA.

— Accounting (y4€T) — cnexeHue 3a noTpebaeHMemM pecypcos No/b30BaTeieM.

Ona WwndppoBaHNa AaHHbIX UCNONb3YETCA MexaHu3mM SSH.

KomaHObI pexcuma 21060s6H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoro KoHGUrypnposaHusa:

console (config) #
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Tabnnua 5.141 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeilicmeue

aaa authentication login
{default | list-name}
method1 [method?2...]

-/ocylecTBaseTca npo-
BEpPKa No JIoKanbHoM Hase
OaHHbIX
(aaa authentication login
default local)

list-name: (1..12) cumso-

YcTaHaBauBaeT cnocob ayteHTUdUKauMmn ana BXo4a B CU-
cTemy.

- default — ncnonb3oBaTh 419 ayTeHTUMKALMYM ONUCAHHbIE
HUXKe meToabl;

- list-name — uma cnucka ayTeHTUPUKALMOHHBIX METOAOB, aK-
TUBM3UPYIOLLLEroca, Koraa nosib3oBaTeslb BXOAMUT B CUCTEMY.
OnucaHune metonos (methodl1 [method?2...]):

- enable — ncnonb3oBaTb Napob ANA ayTeHTUdUKaLMK;

- line — ncnonb3oBaTb Naposib TepMUHANA ANA ayTeHTUdMKa-
umnu;

- local — ncnonb3oBaTb IOKaNbHYO 6a3y MUMeH Nonb3oBaTe-
nen pna ayteHTMduKaumm;

- none — He NCNo/b30BaTb ayTeHTUUKALMIO;

- radius — ncnonb3oBaTtb cnncok RADIUS cepBepoB ana ayTeH-
TMdUKaumm;

- tacacs — ncnonb3osatb cnvcok TACACS cepsepoB gns ayTeH-
TMdUnKaumu.

nos V Ecnn meTtopa ayTeHTUPUKALMKM He onpeAeneH, TO
AOCTYN K KOHCONM BCerga ycnelHblii 6e3 ayTeH-
TUPUKALMOHHDBIX NPOBEPOK.
V Co3paHue CNUCKa OCyLLecTBAAETCA KOMaHA0M:
aaa authentication login list-name method1
[method2...].
Ucnonb3oBaHMe CNUCKa:
aaa authentication login list-name
no aaa authentication login YcTaHaBAMBAET 3HAYEHME MO YMOMYAHMIO.
{default | list-name}
aaa authentication mode YcTaHaBMBaET aifOPUTM ONPOCa METOA0B ayTeEHTUGUKaLUW.
{chain | break} - chain — nocne Heyga4YHOM NONbITKM ayTeHTUPUKALMM NO
_Jchain nepBoMy MeTOLY B CMIMCKe C/leAyeT NOMbITKa ayTEHTUOUKALLMM

no c/efyloLemMy MeToAy B LieNoYKe;
- break — nocne HeypayHoW ayTeHTUPMKaALMKM NO NeEPBOMY
MeToAy npouecc ayTeHTUdUKALMM OCTaHABIUBAETCS.

aaa authentication enable
{default | list-name}
method1 [method?2...]

no aaa authentication ena-
ble {default | /ist-name}

-/ocyluecTsaseTca npo-
BepKa naposa (aaa authen-
tication enable default en-

able)

list-name: (1..12) cumso-
nos

YcTaHaBAnBaeT cnocob ayTeHTUOUKALMM NPU NOBbIWEHUN
YPOBHA NPUBUAETNIA A8 BXOAA B CUCTEMY.

- default — ncnonb3oBaTtb ANA ayTeHTUPUKALMM ONUCAHHbIE
HU¥Ke MmeToabl;

- list-name — nms cnncka ayTeHTUGUKALMOHHbIX METOA0B aK-
TUBU3UPYIOLLMICA, KOTAa NONb30BaTe/lb BXOAUT B CUCTEMY.
OnucaHue metonos (methodl [method?2...]):

- enable — ucnonb3oBaTb NAPoab ANs ayTeHTUdUKaLUK;

- line — ncnonb3oBaTb Naposb TEpMUHANG ANA AyTEHTUDUKA-
umnm;

- none — He MCNo/ab30BaTb ayTeHTUMKALMIO;

- radius — ncnonb3osaTb cnncok RADIUS cepsepoB A4/ ayTeH-
TMoUKaLuu;

- tacacs — ncnonb3osatb cnvcok TACACS cepsepoB gns ayTeH-
TMdMKaumu.

V Ecnun pns KoHCoNM Naponb He onpegeneH, To AocTyn
K KOHCOMM Bceraa ycnewHbld (aaa authentication
enable default enable none).

Co3paHue CMUCKA OCYLLLeCTBAAETCA KOMaHAO0M
V aaa authentication enable list-name methodl
[method2...]. Ucnonb3oBaHue cnucka: aaa authenti-
cation enable list-name
V Bce 3anpocbl, nepeaaBaemble K Radius u TACACS cep-
Bepam, BK/IOYAlOT MUMA nonb3osatena "Senabxs$.",
rae X — ypoBeHb NpUBUAETUiA.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.
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enable password [level
level] password [encrypted]

YcTaHaBAMBaET NAapoib AN KOHTPOAA U3MEHEHUA NpUBUE-
rMin AocTyna nosib3oBaTenei.
- level — ypoBeHb NpuBUaErnif;

level: (1..15); - password — naponb;
password: (1..159) cumso- | - encrypted — 3aaaThb 3alIMPPOBaHHBbIA Napob (Hanpumep,
nos naposib B 3aWMPPOBAHHOM BUAE, CKOMMPOBAHHbLIW C APYroro
YCTPOICTBA).
no enable password YaanaeT naponb ANA COOTBETCTBYIOLLLETO YPOBHA NPUBUAETUIA.
[level level]
username name { nopass- [JobaBnaeT nosb3oBaTeNA B IOKa/IbHYIO 6a3y AaHHbIX.
word | - level — ypoBeHb npusunerunii;
password password | level: (1..15); - password — napob;
password encrypted en- password: (1..159) cumBo- | - name — MMsA NO/b30BaTENSA;
crypted_password } N0B; - encrypted — 3a4aTb 3aWMPPOBaHHbIN Napob (Hanpumep,

[priveliged level]

no username name

name: (1..20) cumBonos

naposb B 3aWMPPOBaHHOM BUIE, CKONMPOBAHHBIV C APYroro
YCTPOICTBA).

Ypanaet nonb3osartena us NIoKanbHOM 6a3bl AAHHbIX

aaa accounting login
start-stop group radius

no aaa accounting login
start-stop group radius

-/BeeHue yyeTa 3anpe-
LeHo

PaspelwaeT BeseHue yyeTa (aKKayHTa) 4N CECCUIM ynpaBieHus.
BeaeHue yyeTa paspeLueHo TONbKO A1 NoNb3oBaTe-

V Neii, BoWweALWnX B CMCTEMY NO UMEHU U NAPOAID, ANA
nonb3oBaTesieil, BoWweALWUX NO NapPoIo TepMUHaNa,
BeAeHue yyeTa 3anpeLueHo.

V BeseHue yyeTa aKTUBMPYETCA M NpPeKpallaeTcs, Ko-
raa nonb3oBaTeNlb BXOAUT U OTKAOYAETCA OT CU-
CTeMbl, YTO COOTBETCTBYET 3HaueHuaMm start u stop B
coobuweHunax nporokona RADIUS (napametpbl, co-
AeprKawmeca B coobuweHnax npoTtokona RADIUS,
npusegeHbl B Tabnuue 5.142).

YcTaHaBAMBaeT 3HaAYeHue no YMONYaHULO.

aaa accounting dot1x
start-stop group radius

-/BeAeHuWe yyeTa 3anpe-

PaspeliaeT BegeHue yyeTa (akkayHTa) ana ceccuii 802.1x.

V BeaeHue yyeta akTMBUPYETCA U NPEKpaLLAeTCA, KO-
raa nonb3oBateslb BXOAUT M OTK/AIOYaeTca OT CuU-
CTeMbl, YTO COOTBETCTBYET 3HaUeHUAM start u stop B
coobuweHunax nporokona RADIUS (napametpbl, co-
pepxawmeca B coobweHuax npotokona RADIUS
npusegeHbl B Tabnuue 5.143).

€eHo X .
t / B pexume multiple sessions coobwieHuns stat/stop
NOCbINAIOTCA ANA KaXKAO0ro NoNb30BaTeNsA, B peXKume
multiple hosts — Tonbko ana nonbsosatens, npo-
wepgwero aytreHTuduKaumio (cm. pasgen no 802.1x).
no aaa accounting dot1x YcTaHaBAMBAET 3HAYEHME NO YMONYAHUIO.
start-stop group radius
ip http authentication aaa OnpegensaeT meTtog, ayTeHTUdUKaumMm npu goctyne K HTTP-
login-authentication cepsepy. MNpu ycTaHOBKE CNMUCKA METOAO0B, AOMNONHUTENbHbIN
method_list method list: meTog, byAeT NPUMEHATLCA, TO/IbKO KOraa No OCHOBHOMY Me-
- TOAY ayTEHTUOUKALMKM BO3BPaALLLEHA OLIMOKa.
(local, none, tacacs, ra- Ay ay uray pau .
. - local — no umeHun 13 nokanbHoM 6a3bl AAHHbIX;
dius)/local
- none — He UCNonb3yeTcs;
- tacacs — ncnonb3oBaHMe cnnckos Bcex cepsepos TACACS+;
- radius — ncnonb3osaHue cnuckos Bcex RADIUS-cepsepoB.
no ip http authentication YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
aaa login-authentication
ip ftp authentication aaa OnpegenseT meTtog, ayTeHTUdMKaLMm npu goctyne K FTP-
login-authentication cepsepy. Mpu ycTaHOBKE CNMUCKA METOAOB, AOMNONHUTENbHbIN
method1_list meTog, byaeT NPUMEHATLCA, TO/IbKO KOr4a No OCHOBHOMY Me-
. ToAy ayTeHTUdMKALMM BO3BPaALLEHA OLIMOKA.
method1_list: o
- - local — no umeHwu 13 nokanbHoM 6a3bl AaHHbBIX;
(local, none, tacacs, ra-
. - none — He UCNonb3yeTcs;
dius)/local

no ip ftp authentication
aaa login-authentication

- tacacs — ncnonb3oBaHue cnnckos Beex cepsepoB TACACS+;
- radius — ncnonb3osaHue cnuckos Bcex RADIUS-cepsepoB.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.
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aaa accounting commands
stop-only default tacacs

no aaa accounting com-
mands stop-only default
tacacs

-/BegeHve yyeTa 3anpe-

LEHO

PaspelaeT BegeHue yyeTa (aKKkayHTa) gna eeeaeHHbix B CLI
KOMaHA,

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

[ns Toro uTo6bl KAMEHT NONIYUNA AO0CTYN K YCTPOICTBY, AaXKe eC/I BCce MeToAbl ayTeHTUdHU-
e Kaluuu BepHyau oWMBKy, UCNONb3yiiTe 3HaUEeHUe NoCeAHEero MeToga B KOMaHAae — none.

Tabnnua 5.142 — AtpubyThl cO0bLLEHNI BegeHUs yyeTa npoTokona RADIUS gns ceccuii ynpaBaeHus

Hanuyue am-
pubyma e co-

Hanuvyue am-
pubyma e co-

Ampubym OnucaHue
obweHuu obweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIM UCMO/b3yeTcA
NAS-IP-Address (4) EcTb Ectb AP o y . P P y
ana ceccnin ¢ Radius-cepsepom.
Mpoun3BoaAbHOE 3HAYEHME, BKAOYEHHOE BO BCE
Class (25) EcTb EcTb P N
co0bLWEeHMA yYeTa Ceccui.
. IP-agpec KommyTaTOpa, UCMONb3YEMbIN ANs
Called-Station-ID (30) EcTb Ectb 'D'pu y P y A
ceccuii ynpasieHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeToA, N0 KOTOPOMY KJMEHT [0N-
Acct-Authentic (45) EcTb EcTb A pomy A
¥eH bbITb ayTeHTUGULMPOBAH.
. . MoKasblBaeT, KaK A0Aro nonb3osaTtenb 6bin
Acct-Session-Time (46) Het EcTb A
NOAK/IOYEH K CcUCTEME.
Acct-Terminate-Cause (49) | Het EcTb MpuymMHa 3aKpbITUA ceccun.

Tabnnua 5.143 — ATpubyTbl co0bLIEHNI BeaeHUA yyeTa npoTokona RADIUS ans ceccuii 802.1x

Ampubym Haauyue am- | Hanuvue am- OnucaHue
pubyma e co- | pubyma e co-
obweHuu obweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTnduKauma nonb3oBaTens.
IP-agpec KommyTaTOpa, KOTOPbIM UCMONb3YeTCA
NAS-IP-Address (4) EcTb EcTb AP o y . P P y
ana ceccunin ¢ Radius-cepsepom.
MopT KOMMyTaToOpa, Ha KOTOPOM MOAKAYUACA
NAS-Port (5) Ectb Ectb P y P P A
nosib30BaTeNb.
Mpon3BoAbHOE 3HAYEHME, BKAOYEHHOE BO BCE
Class (25) EcTb EcTb P N
cooblLLeHMA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-appec KommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbI MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeToZ, N0 KOTOPOMY KJWUEHT [0N-
Acct-Authentic (45) Ectb Ectb & pomy A
YK€H ObITb ayTEHTUOULMPOBAH.
. . MoKa3sbIBaeT, KaK A0Ar0 Nosb3oBaTenb Obin
Acct-Session-Time (46) Het EcTb A
NMOAK/OYEH K CUCTEME.
Acct-Terminate-Cause (49) | Het EcTb MpunYmnHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) Ectb EcTb MNoKasbiBaeT TMN NOpTa KAMEHTa.
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KomaHObI pexuma KOHgU2ypupos8aHus mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXUME KOHPUIYPUPOBaHUA TEpMUHANA:

console (config-line) #

Tabnnuya 5.144 — KomaHapl pexxuma KoHPurypuposaHua nHtepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeilicmeue

login authentication {de-
fault | list-name}

no login authentication

list-name: (1..12) cumso-
nos

3apaeT meTod ayTeHTUOUKALMU NPU BXOAE ANA KOHCOM,
telnet, ssh.

- default — Mcnonb3oBaTb CNMCOK «NO YMONYAHUIO», CO34aH-
HbIi KOMaHAOoW aaa authentication login default

- list-name — n“cnonb30BaTb CNUCOK, CO34aHHbIN KOMaHA0M
aaa authentication login list-name.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

enable authentication {de-
fault | list-name}

no enable authentication

list-name: (1..12) cumso-
nos

3agaer meTog, ayTeHTUdMKaLuMmM Nob3oBaTeNA NPU NoBbiLle-
HUU YPOBHSA NpUBMAErUIA ANA KoHconw, telnet, ssh.

- default — Mcnonb3oBaTbh CNMCOK «MNO YMONYAHWUIO», CO3AaH-
HbI KOMaHAOWM aaa authentication login default

- list-name — 1cnosb30BaTb CMUCOK, CO34aHHbIN KOMaHAOoM
aaa authentication login list-name.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

password password [en-
crypted]

password: (1..159) cumso-
nos

3agaeT naposb 4N TepMUHana.

- encrypted — 3a4aTb 3aWMPPOBaHHbIN Naposb (Hanpumep,
naposib B 3aWNdPOBaHHOM BUAE, CKONMPOBaHHbIV C ApPYyroro
YCTPOWCTBA).

no password

YganseT naponb 414 TepMUHana.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 5.145 — KomaHapl pexxuma Privileged EXEC

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
yMOAYaHUIO
show authentication meth- MoKa3sblBaeT MHbOopMaLMIo 06 ayTEHTUOUKALMOHHbIX METOAAX
ods - Ha KomMMmyTaTope.
show users accounts MoKa3blBaeT NOKanbHy 6a3y AaHHbIX NONb30BaTeNeN U UX NpU-
- BUNETUN.
clear line line line: (0..8) 3aKpbIBaeT CeCCUIO YAAIEHHOrO ynpaBaeHus.

- line — Homep ceccum yaaneHHoOro ynpasneHus.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Bce KomaHAb! AaHHOTO pasgena AOCTYMNHbI TOAbKO 417 NPUBUAETMPOBAHHbIX nonb3oBaTene.

Tabnnua 5.146 — KomaHabl pexkuma EXEC

KomaHoa

Aeiicmeue

show accounting

MNokasbiBaeT MHd)OpMaLI‘VIPO O HaCTPOEHHbIX MeToAaX Be4EeHUA y4HeTa (aKKayHTa).
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5.19.2 Npotokon RADIUS

Mpotokon RADIUS wucnonb3yetca ana ayteHTUPMKaumm, astopmsaumm u ydeta. Cepsep RADIUS
ncnonb3yet 6a3y AaHHbIX N0/1b30BATENEN, KOTOPAA COAEPHKUT AAHHbIE MPOBEPKM NOAANHHOCTU ANS KAXKA0TO
nosnb3oBatens. TakMm obpasom, mcrnosb3oBaHWe npoTokona RADIUS obecneumBaeT AOMNOJAHUTENbHYIO
3aLNUTY NPU JOCTYNE K pecypcam CeTH, a TaKKe Npu AOCTyNe K CaMoMy KOMMyTaTopy.

KomaHObI pexcuma 2106016H020 KOHU2YPUPOBAHUSA

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume rnobanbHOro KOHGUrypmpoBaHUs:

console (config) #

Tabnnua 5.147 — KomaHapl pexxuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3Ha4yeHue no

KomaHoa Aelicmeue
YMOAYAHUIO

[JobaBnaeT ykasaHHbIN cepBep B CMUCOK UCNob3yembix RA-

DIUS cepsepos.

- ip_address — IPv4- unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepsepa;

- auth_port — Homep nopTa A/1A Nepesayn ayTeHTUGUKaLMOH-

HbIX AAHHbIX;

- acct_port — Homep nopTa ANA Nepefayn AaHHbIX y4eTa;
radius-server host hostname: ) —P P nopTa an PEAAUM A Y !

. - timeout — WHTepBan OXKMAaHMA OTBETA OT cepBepa;
{ip_address| (1..158) cumeonos; . .

- retries — KONMYeCTBO NoNbITOK Noncka RADIUS-cepBepa;
hostname} auth_port: - time — Bpems B MMHYTax, B TE4EHME KOTOPOro HeAOCTYMHble
[auth-port auth_port] (0..65535)/1812; ’

cepBsepa He byayT onpawmsaTbca RADIUS-KAMeHTOM KoMmMmyTa-
[acct-port acct-port] acct_port:

[timeout timeout] [retrans-
mit retries] [deadtime
time]

[key secret_key]
[encrypted key en-
crypted_key]

[source source_ip_address]
[priority priority]

[usage type]

no radius-server host
{ip_address| hostname}

(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;
secret_key:
(0..128) cumBonos;
encrypted key:
(0..128) cumBonoB;
priority: (0..65535)/0;
type: (login, 802.1x, all)/ all

TOpa;

- secret_key — ko4 gna ayteHTMOUKaLMM U LWindpoBaHUA
Bcero obmeHa gaHHbimu RADIUS;

- encrypted key — kntou ana ayTeHTUPMUKauumn n wndposaHma
Bcero obmeHa aaHHbimM RADIUS;

- source_ip_address — IPv4- unu IPv6-agpec, ncnosb3yembiii 8
KayecTBe afpeca MCTOYHWKA, NnepesaBaemMoro B cOobLLeHnAxX
npotokona RADIUS;

- priority — npuopwuTeT ucnonbzosaHua RADIUS-cepBepa (4em
HWKe 3HaYeHne, TeM NpuopuTeTHee cepeep);

- type — ™Mn ncnonb3osaHua RADIUS-cepsepa (login, dotl.x,
igmp-auth, all).

B cnyyae oTcyTCTBMA B KOMaHAe napameTpoBs timeout, retries,
time, secret_key, source_ip_address gna gaHHoro RADIUS-
cepBepa UCMO/b3YIOTCA 3HAYEHWA, HACTPOEHHbIE C MOMOLLbIO
COOTBETCTBYHOLLMX FN106abHbIX KOMaHA,

YpanaeT yKasaHHbIN cepBep U3 CUCKA UCNOb3yeMblX
RADIUS-cepseposB.

radius-server key [key]

no radius-server key

key: (0..128) cumsonos/
KNoY He 3ajaH

YcTaHaBAMBAET K04, UCMONb3YeMblid NO YMOAYaHWUIO, AR
ayTeHTUdMKaLUM U WndposaHUa Bcero obmeHa faHHbIMM
RADIUS mexkay ycTpoicTBom M oKpyxeHnem RADIUS.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaeT MHTepBaa OXKMUAAHWA OTBETa OT cepBepa, Uc-
I'lOI'Ib3yeMbII7I No YMO/THaHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

radius-server retransmit
retries

no radius-server retransmit

retries: (1..10)/3

OnpepenseT KOANYECTBO MOMbITOK, UCNO/Ib3yemMOe Mo yMOo4a-
Huto, noncka RADIUS-cepsepa 13 cnucka cepsepos. lNpu oT-
Kase OCyLLecTBAAETCA NOWUCK CneaytoLLero no npuopuTeTy cep-
Bepa 13 Cnucka.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIKO
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radius-server deadtime
deadtime

no radius-server deadtime
deadtime

deadtime: (0..2000)/0 muH.

MNo3Bonaet onTummsnposatb Bpema onpoca RADIUS-cepse-
pOB, KOrAa HeKoTopble cepBepa HeAOCTyMHbI. YcTaHaBNMBaeT
BPEMA B MUHYTaX, MICMO/Ib3yeMoe N0 YMOYaHUIO, B TeYeHne
KOTOPOro HefoCTyMHble cepBepa He byAyT onpalumnBaTbCA
RADIUS-knneHTOM KOMMYyTaTOpa.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

radius-server source-ip
ip_address

no radius-server source-ip
[ip_address ]

3apaeT onpeaeneHHbil IPv4-aapec, ncnonbsyembivi No ymon-
YaHMIO B KayecTBe agpeca UCTOYHWUKaA NnepesaBaemoro B coob-
weHuAax npotokona RADIUS.

Ypnansaet onpegeneHHbin IPv4-agpec, ucnoib3yembiii No ymos-
YaHMIO B KayecTBe agpeca UCTOYHWUKaA nepesaBaemoro B coob-
weHuax npotokona RADIUS. YctaHasnusaet IPv4-agpec uH-
Tepderica KoOmMMmyTaTopa B KayecTBe agpeca UCTOYHUKA ANA UC-
NoNb30BaHUA B coobueHnsax npotokona RADIUS.

radius-server source-ipvé6
ip_address

no radius-server source-
ipv6 [ip_address ]

3agaeT onpegeneHHbi IPv6-agpec, Mcnonbayemblii No ymon-
YaHWIO B KayecTBe agpeca UCTOYHMKA NepesaBaemoro B coob-
weHuax npotokona RADIUS.

Ypanaet onpegeneHHbin IPv6-agpec, Mcnosib3yembiii No ymo-
YaHWIo B KayecTse agpeca UCTOYHMKA NepesaBaemoro B coob-
weHmax npotokona RADIUS. YctaHasnuBaeT IPv6-agpec uH-
Tepderica KomMmyTaTopa B KayecTBe afipeca MCTOYHUKA ANA UC-
Nno/ib30BaHMA B CO0bLEeHNAX npoTokoia RADIUS.

radius-server attributes
nas-id include-in-access-
req format nas-id

no radius-server attributes
nas-id include-in-access-

nas-id (1..32)/atpubyT 32
OTCYTCTBYET B 3anpocax

Lob6asneHne atpnbyTta 32 (NAS-ID) B naketbl Radius-request.
- nas-id — dopmart onuuu;
- Makpoc %h noactasnset hostname-kommyTaTtopa.

Bo3BpallaeT 3HaueHMe N0 YMOYaHMIO.

req format

KomaHOwbl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnuua 5.148 — KomaHgb! pexxuma Privileged EXEC

KomaHoa Aelicmeue

Otobparkaet napameTpbl HacTpoikn RADIUS cepsepos (KomaHaa AoCTynHa TOAbKO ANA NPK-

show radius-servers .
BMIETMPOBaHHbIX NONb30BaTeNEN).

show radius statistics

OTob6parkaeT CTaTUCTUKY npoToKona Radius.

[pumepbl UC016308AHUA KOMAHO

= YcTaHOBUTH rnobanbHble 3HAaYEHUA 1A NapaMeTpPOB: MHTEPBAN OXKUAAHUA OTBETa OT cep-
Bepa — 5 CeKkyHA, Koan4yecTBo nonbiToK noucka RADIUS cepsepa — 5, Bpems, B TeueHue
KOTOPOro HegoCTyNHble cepBepa He byayT onpawmnsatbca RADIUS KnMeHTom KommyTaTopa
— 10 MMHYT, CEKPETHbIN KAtoy — secret. [JobaBuTb B cnmcok RADIUS cepBep, pacnosioxKeH-
HbI Ha y3ne ceTu ¢ IP agpecom 192.168.16.3, nopT cepBepa Ana ayTeHTMdUKaumm — 1645,
KO/IMYeCTBO MOMbITOK JOCTyNa K cepsepy — 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2
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= [lokasaTb NapameTpbl HacTpoikn RADIUS cepsepos

console# show radius-servers

start
IP address Port port Tim Ret- Dead- source IP Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global Global 0 all
196.168.16.3 1645 1813 Global 2 Global Global 0 all

Global values
TimeOut : 5
Retransmit : 5
Deadtime : 10
Source IP : 0.0.0.0
Source IPv6

5.19.3 NMpotokon TACACS+

MpoTokon TACACS+ obecneumBaeT LEHTPAM30BaHHYIO cucTemy 6e30MacHOCTM ANA MPOBEPKU
nonb3oBaTesiei, NoNyYaloLWMX AOCTYN K YCTPOMCTBY, NPU 3TOM NogaepKuBas coBmectTMmoctb ¢ RADIUS m
APYrMMM NpoLLeccamm NpoBepKu noannHHocT. TACACS+ npefocTaBasneT cneaytowme cnyKobi:

— Authentication (npoBepka nognmHHocT). ObecneunsaeTcs BO Bpems BXoAa B CUCTEMY MO UMEHam
nosib3oBaTeNen 1 onpeaeneHHbIM Nob30BaTENAMMU NAPONAM.

— Authorization (aBTopusauua). Obecneumsaerca Bo Bpems Bxoaa B cuctemy. Mocae 3aBeplueHns ce-
aHca NPOBEepPKM NOAJ/IMHHOCTU 3aMnyCKaeTcsa ceaHC aBTOpPM3aLMmM C UCMO/Ib30BaHMEM MPOBEPEHHOTO
MMEHM NO/b30BaTeNA, TaKXKE CEPBEPOM NPOBEPAIOTCA NPUBUAETUM NOJb30BaTENA.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKU B pexknme rnobanbHOro KOHGUIypUpoBaHua:

console (config) #

Tabnnua 5.149 — KomaHgapl pexxuma rnobanbHoro KoHPurypmposaHuma

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
tacacs-server host [ob6aBnseT ykasaHHbIM cepBep B CMUCOK UCMO/Ib3yeMblX
{ip_address[hostname} TACACS cepsepos.
[single-connection] - ip_address — IP agpec TACACS-cepsepa;
[port port] - hostname — cetesoe nma TACACS-cepBepa;
[timeout timeout] - single connection — B Ka)KAbli1 MOMEHT BpEMEHU UMETb

[key secret_key] hostname: (1..158) He 6onblle 0AHOro coeaAnHeHUA Ana obMmeHa AaHHbIMU C
[encrypted key encrypted_key] CAMBONOE: TACACS-cepsepom;
[source source_ip_address] port: (0 655351)/49' - port — HomMep nopTa A4 obmeHa AaHHbImK ¢ TACACS-cep-
iority priorit : (0.. ; )
[priority priority] timeout: (1..30) cek; Bepom,
A - timeout — WHTEpPBaN OXKMAAHWUA OTBETA OT CEpBepa;
retries: (1..10);
. - secret_key — KAto4 oNA ayTeHTUOUKALMMU U LNPOBaHUA
time: (0..2000) muH;
Bcero obmeHa gaHHbiMmmn TACACS;
key: (0..128) cumBonoB;
- encrypted_key — kntou B WWUMPOBAHHOM BUAE O/15 ayTeH-
encrypted_key: (0..128)
TUOUKALMUN U WNPPOBAHMA BCero obMeHa AaHHbIMK
CMMBOOB;
riority: (0..65535)/0 | TACACS:

P ¥ S - source_ip_address — IP-agpec, UCnosib3yemblii B KayecTse
afipeca UCTOYHUKA, NepesaBaeMoro B COObLLEeHNAX NPoTo-
Kona TACACS;

- priority — npuopuTteT ucnonb3osaHna TACACS-cepsepa
(4yem HUKe 3HaYeHMe, Tem NpUopUTETHEE CEpBEp).
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no tacacs-server host
{ip_address | hostname}

B cnyyae oTcyTCcTBMA B KOMaHAe NapamMeTpos «timeouty,
«retries», «time», «secret_key», «source_ip-addr» gns gaH-
Horo RADIUS-cepBepa MCMNO1b3yHTCA 3HAYEHWUSA, HACTPOEH-
Hbl€ C MOMOLLbIO COOTBETCTBYIOLLMX FN06abHbIX KOMAHA,

Ypanaet ykasaHHbI cepBep M3 CMUCKA UCMO/Ib3yeMblX
TACACS-cepBepoB.

tacacs-server key [key]

no tacacs-server key

key: (0..128) cumsonos/
nycras CTpoKa

YcTaHaBAMBAET KKOY, UCMONb3YEMBIIN MO YMONYaHUIO, ANA
ayTeHTUOUKaLMM 1 WndpoBaHna Bcero obmeHa AaHHbIMU
TACACS mexay ycTponctsom u okpyxeHnem TACACS.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cex.

YcraHaBauBaet UHTEepPBaa OXNAaHUA OTBETA OT cepBepa, Uc-
I'IOJ'Ib3yEMbI17I NO YMON4YaHUIO.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

tacacs-server source-ip
source_ip_address

no tacacs-server source-ip
source_ip_address

3apaet IP-agpec KOMMYTaTOpPa, UCMONb3yeMbIli MO yMON4a-
HWI0 ans obmeHa coobuieHmnamm ¢ TACACS-cepsepom

YcTaHaBAMBaeT Ucnosib3oBaHue IP-agpeca nHTepdeica Kom-
myTaTopa a1a obmeHa coobueHnamm ¢ TACACS-cepsepom.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume EXEC:

console#

Tabnnuya 5.150 — KomaHapl pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue

OTobparkaeT HaCTPOMKY M CTAaTUCTUKY ana cepeepa TACACS+.
- ip-address — IP-appec TACACS+ cepsepa, iMbo nmsa cep-
Bepa.

OTobparkaeT cTaTUCTUKY npoTokona TACACS+.

show tacacs
[ip_address] —

show tacacs statistics —

[pumepbl UCI016308AHUA KOMAHO

=  [lo6aBuTb B cnncok cepsepoB TACACS-cepBep, pacnosioxKeHHbIN Ha y3ne ceTu ¢ IP-agpecom
192.168.16.34, TalimayT OXKMAaHMA OTBETA OT cepBepa — 4 CEeKYHAbl, CEKPETHbIN KoY ons
obmeHa JaHHbIMK C cepBepom — secret, IP-agpec KommyTaTopa, MCNOAb3YEMbIA A1a 06-
MeHa ¢ 3Tum cepsepom — 192.168.16.38, npnoputet cepsepa — 8.

console# configure
console (config)# tacacs-server host 192.168.16.34 timeout 4 key secret
source 192.168.16.38 priority 8

5.19.4 NpoTtoKon ynpasneHusa cetoto (SNMP)

SNMP — TexHosnorus, npusBaHHaa obecneuynTb ynpaBAeHWE W KOHTPO/Ib Hag YCTPOWCTBaMM U
NPUNONKEHNAMM B CETU CBA3M NyTém obmeHa ynpasnawowend WHPopmMaumein mexay areHTamm,
PacnoNOKEHHbIMU Ha CETEBbIX YCTPOMCTBAX, U MeHeAKepamm, HaxoAALWMMMUCA Ha CTaHUMAX YNpaBaeHus.
SNMP onpeaenseT ceTb Kak COBOKYMHOCTb CETEBbIX YMPABAAIOLWMX CTaHLMIA U 31EeMEHTOB CeTU (rnaBHble
MaLUMHbI, WAO3bl M MapLpPyTU3aTopPbl, TEPMUHANbHbIE CEpPBEpPbl), KOTOpble COBMECTHO obecneuymBatoT
aAMWHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMM YNPABAAOWMMM CTAaHUMAMM N CETEBLIMU areHTamm.

KommyTtatop MES1024/MES1124/MES2124 nossonseT HacTpouTb pabory npotokona SNMP ans
YOANEHHOrO0 MOHWUTOPWUHIA U yNpaBAeHWUA YCTPOMCTBOM. YCTPOICTBO NOAAEPKMBAET NPOTOKONbI BEPCUN
SNMPv1, SNMPv2, SNMPv3.
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KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabanua 5.151 — KomaHgbl pexuma rnobanbHOro KOHGUrypmpoBaHus

3HayeHue/3HayeHue no

ipbv6_address| ipv6z_ad-
dress])

[mask | prefix_length]
[use-acl ip-acl-name]
snmp-server community-
group community group-
name [ipv4_address|
ibv6_address| ipv6z_ad-
dress] [mask |
prefix_length]

no snmp-server commu-
nity community [ipv4_ad-
dress|

ibv6_address| ipv6z_ad-
dress]

(1..20) cumBonos;

viewname:
(1..30) cumBonos;

groupname:
(1..30) cumBonos;

mask o ymonyaHuro:
255.255.255.255;

prefix_length
MO0 YMOYaHMUIO:
32;
ip-acl-name:
(1..32) cumBonos
dopmar:
IPv4: A.B.C.D
IPV6: X:X:X:X:i:X
IPv6z: X:X:X:X::X%<ID>

KomaHoa Aeiicmeue
YMOAYAHUIO
system iftypes {default | M3meHseT oTobparkeHune TMnos nHTepdeicos LAG u vlan, xpa-
iana-new} HALWmMXcA B nose ifType Tabaunupi ifTable.
Mpu BBOAE "system iftypes iana-new":
— 3HayveHue nons ifType gns Port-Channel'os B Tab-
nuue ifTable otobparkaetca Kak ieee8023adLlag;
— 3HaveHue nons ifType ana Vlan'os B Tabnuue ifTable
-/default 0T"o6pa>+<afeTc;1 Kak |2v|an".
Mpu BBoAe "system iftypes default":
— 3HayveHue nons ifType ana Port-Channel'os B Tab-
nuue ifTable otobparkaetca Kak ethernetCsmacd;
— 3HaveHue nons ifType gna Vlan'os B Tabnnue ifTable
oTobparkaeTca KaK propVirtual.
[nA BCTyNAEHUA B CUY U3MEHEHWUI Nocae BBOAA KOMAHAbI
TpebyeTcA coxpaHeHMe KOHOUTypaLum 1 nepesarpyskKa.
snmp-server server BkntounTtb noaaepky npotokona SNMP.
-/BKOYEHA
no snmp-server server OTKkntovaeT noaaepxKy npotokona SNMP.
snmp-server community YcTaHaBMBaEeT 3HaYeHMe CTPOKM coobLuecTsa s obmeHa
community [view AaHHbIMK no npoTokony SNMP.
viewname)] [ro|rw|su] - community — cTpoka coobuecTsa (Naposb) 414 A4octyna no
lipv4_address| . npotokony SNMP;
community:

- ro — [0CTYN TONbKO A1A YTEHUA;
- rw — A0CTyn ANA YTEeHMA U 3anucy;

- SuU — A0CTyn agMUHUCTPATOpPa;

- viewname — onpegenseTt uma Ans npasuia 0603peHus
SNMP, KoTopoe f0MKHO BbITb NpeaBapuTeNbHO onpeseneHo
C NOMOLLLbIO KOMaHZbl snmp-server view. OnpeaenseT 06b-
eKTbl, AOCTYMHble coobLiecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec
YCTPOICTBA;

- mask — macKa agpeca IPv4, KoTopas onpeaenseTt, Kakve
6U1Tbl aipeca MCTOYHMKA MNaKeTa CPaBHMBAIOTCA C 334aHHbIM
IP-appecom;

- prefix_length — uncno 6uUT, KOTopble COCTaBNAT NpedUKc
IPv4-appeca;

- ip-acl-name — vms cywecTeytowero ACL-cnucka;

- groupname — onpeaenaeTt UMA rpynnbl, KOTOPOe AO/IKHO
6bITb NPeaBapUTENbHO ONpPeaeNeHo C MOMOLLBbI0 KOMaHAbI
snmp-server group. Onpegenset 06bEKTLI, AOCTYNHbIE CO06-
LLecTBy.

Ypanser napamerpbl 4158 CTPOKM coobLuecTsa.

snmp-server view view-
name OID {included|ex-
cluded}

view-name:
(1..30) cumBonos

Co3paeT unn pefakTupyet npasuno obospenua ans SNMP —
paspeluatoLlee npasmao, MM6o orpaHUYMBatOLLEE CepBepy-
obo3peaTento goctyn K OID.

OID-upeHTMdmKaTOp 06bEKTA MIB, NpeacTaBneHHbIN B BUAE
aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BK/toYaTh B cebs
3apesepBMpPOBaHHbIe CNOBa, Hanpumep: system, dod). C nomo-
LB CUMBOAA * MOXHO 0603HaUYUTb CEMENCTBO Noaaepe-
BbeB: 1.3.%.2);

- include — OID BKAtoYeHa B NpaBuio aAna o6o3peBaHus;

- exclude — OID unckntoueHa 13 npaBuna 418 0603peBaHuA.
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no snmp-server view
viewname [OID]

Yaanaet npasuno obospeHuns ans SNMP.

snmp-server group group-
name {v1|v2|v3 {no-
auth|auth| priv} [notify
notifyview]}

[read readview] [write
writeview]

no snmp-server group
groupname
{vl | v2 | v3 [noauth |
auth | priv]}

groupname:
(1..30) cumsonos;

notifyview:
(1..30) cumsonos;

readview:
(1..30) cumBonos;

writeview:
(1..30) cumsonos

Cozgaet SNMP-rpynny uav Tabanuy cootsetctamii SNMP-
nonb3osaTenen u npasua ob6ospeHnin SNMP.

-vl,v2,v3 — SNMP v1, v2, v3 mogenb b6esonacHocTy;

- noauth,auth,priv — tun ayteHTndurKaumm, ncnonbsyemoii
npotokonom SNMP v3 (noauth — 6e3 ayteHTUdUKauuK, auth
— ayTeHTUdUKauma 6es wndpoBaHusa, priv — ayTeHTUPUKaA-
umsa ¢ wndposBaHnem);

- notifyview — vma npasuna 0603peHns, KOTopomy paspe-
LweHo onpeaenatb coobweHna SNMP-areHta — inform u trap;
- readview — ums npasuaa 0603peHns, KOTOPOMY paspeLleHo
TOJIbKO YTeHune coaepknmmoro SNMP-areHTa KOMMyTaTOpPQa;

- writeview — nms npasuia 0603peHuns, KOTopomy paspe-
LUEeHO BBOAMTb AaHHble U KOHPUIYPUPOBaTb COAEPHKUMOE
SNMP-areHTa KOMMyTaTOpa.

Yaanaet SNMP-rpynny.

snmp-server user
username groupname
{v1 | v2c | remote host
v3| v3

[encrypted]

[auth {md5 | sha}
auth-password]}

no snmp-server user
username
[remote engineid-string]

username:
(1..20) cumBonos;
groupname:
(1..30) cumBonos;
engineid-string:
(5..32) cumBonos;
password:
(1..32) cumBona;
md5:
16 wnn 32 6aunr;
sha:
20 nnu 36 6au;
dopmat
IPv4: A.B.C.D
IPV6: X:X:X:X:i:X
IPv6z: X:X:X:X::X%<ID>

Cospgaet SNMPv3-nonb3osartens.

- username — UMA No/Nb30BaTeNs;

- groupname — UMsA TPYNnbl;

- engineid-string — naeHTMdnKaTop yganeHHoro SNMP-
YCTPOICTBA, KOTOPOMY MO/1b30BaTE/b MPUHALNENKUT;

- auth-password — naponb Ana ayTeHTUMdUKaLMM U reHepauum
KNtoua;

- md5 — knou md5;

- sha — Kkntou sha;

- host — IP-agpec/ nmsa xocra.

Ypanaetr SNMPv3-nonb3oBartens.

snmp-server filter filter-
name oid {included | ex-
cluded}

snmp-server filter filter-
name [oid]

filter-name:
(1..30) cumBonos

Co3pgaeT unm pegaktmpyet npasuao SNMP-¢unbTpa, KoTopoe
nossonset ¢puabTpoBaTb inform u trap-cooblueHus, nepesasa-
emble SNMP-cepsepy.

- oid — npeHTudurKaTop obbekTa MIB, NpeacTaBaeHHbIN B
Buae aepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKET BK/IOYATb B
cebs 3apesepBMpoBaHHbIe C10Ba, Hanpumep: system, dod. C
NMOMOLLbIO CUMBOJIA * MOXKHO 0603HaUUTL cCemencTBo noaae-
pesbes: 1.3.*.2);

- include — OID BktoyeHa B Npasuao GuabTpaLmu;

- exclude — OID uckntoyeHa us npasuaa GuabTpaLmu.

Ypansaet npasuno SNMP-ounbtpa.

snmp-server host
{ipv4_address | ipv6_ad-
dress | hostname}
[traps|informs] [version
{1 | 2c | 3 [auth | noauth
| privl}] community [udp-
port port] [filter filter-
name] [timeout seconds]
[retries retries)

hostname:
(1..158) cumBonos;

community:
(1..20) cumBonos;

udp-port: (1..65535)/162;

filtername:
(1..30) cumBonos;

seconds: (1..300)/15;
retries: (0..255)/3

OnpeaensaeT HaCTPOMKK ANA Nepesaym coobLueHnin yseaom-
nenus inform u trap SNMPv1/v2-cepsepy.

- community — cTpoKa coobLuiecTsa Ana nepegayn coobue-
HWU yBEJOMNEHUS;

- version — onpegenat TMn coobuwieHunii trap — trap SNMPv1,
trap SNMPv2, trap SNMPv3;

- auto — yKasbIBaeT NOA/IMHHOCTb NakeTa be3 wudposaHus;
- noauto — He yKa3sblBaeT NOA/IMHHOCTb NaKeTa;

- priv — yKa3sblBaeT NOAJ/IMHHOCTb NAKeTa C WWMdpoBaHUeMm;

- port — UDP-nopt SNMP-cepsepa;

- seconds — Nepuoa, 0XMAaHMA NOATBEPKAEHWNI Nepes no-
BTOPHOW Nnepegayeit coobuieHunit inform;

- retries — KO/M4eCTBO MOMbITOK Nepeaayn coobLieHn
inform, npu oTCYTCTBUM UX NOATBEPKAEHUA.
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no snmp-server host
{ipv4_address |ipv6_ad-
dress | hostname}
[traps|informs]

Yaanser HacTPOMKM 4 nepesaqu coobLueHunii ysegomneHus
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server v3-host
{ipv4_address |ipv6_ad-
dress | hostname}
username

[traps | informs] {no-
auth|auth| priv} [udp-
port port] [filter filter-
name] [timeout seconds]
[retries retries]

no snmp-server v3-host
{ipv4_address |ipv6_ad-
dress | hostname}
username [traps|informs]

hostname:
(1..158) cumBonos;

username:
(1..24) cumsonos;

udp-port: (1..65535)/162;

filtername:
(1..30) cumsonos;

seconds: (1..300)/15;
retries: (0..255)/3

OnpegaenseT HaCTPOWMKK Ans nepesaym coobLueHuii yseaom-
nenus inform u trap SNMPv3-cepsepy.

- noauth, auth, priv — TMn ayteHTUOMKauUK, UCNoNb3yeMbIN
npoTtokonom SNMPv3 (noauth — 6e3 ayteHTudMKaumm, auth
— ayTeHTUdMKauma 6e3 wudposaHus, priv — ayteHTUdMKa-
ums ¢ wndposBaHuem);

- port — UDP-nopT SNMP-cepsepa;

- seconds — Nepuoz OXUAAHWA NOATBEPKAEHUI Nepes, no-
BTOpPHOW nepeaayeit coobueHnii inform;

- retries — KOIMYECTBO NOMbITOK NepeaayYn coobLeHuni
inform, npu OTCYTCTBMM UX NOATBEPHKAEHUA.

Yaanaer HacTPOMKK gna nepesadn coobweHunin ysegomneHmsa
inform u trap SNMPv3-cepsepy.

snmp-server enginelD lo-
cal {engineid-string | de-
fault}

no snmp-server enginelD
local

engineid_string: (5..32)
CUMBO/I0B

Co3paet naeHTndumkaTop nokanbHoro SNMP ycTpoiictea —
enginelD.

- default — npu ncnonb3oBaHUKM AaHHOM HacTpolikK enginelD
byaeT aBTOMaTUYECKM cOo3A4aH, Ha ocHoBe MAC-agpeca
yCTpoWncTBa.

Ypanset ugeHtuoumkatop nokanbHoro SNMP ycTpoinctea —
enginelD

snmp-server enginelD re-
mote

{ipv4_address |
ibv6_address}
engineid-string

engineid_string: (5..32)

Co3pgaeT naeHTndumKaTop yaaneHHoro SNMP ycTpoictea —
enginelD.

traps

CUMBOJI0B
no snmp-server enginelD Ypanaet nugeHtnéukatop yaaneHHoro SNMP ycTpoictea —
remote enginelD.

{ipv4_address |

ipv6_address}

snmp-server enable traps BkntovaeT nogaepxky SNMP trap coobuieHnin.

no snmp-server enable -/BKAIOUEHO OTkAtoyaeT noaaepKky SNMP trap coobuieHuit.

snmp-server enable traps
errdisable

no snmp-server enable
traps errdisable

-/BbIKNIOYEHO

BkntoyaeT otnpasky SNMP trap-coobLieHunin npu nepesoae
noprta B coctonHue Errdisable.

Bbikntoyaet otnpasky SNMP trap-coobuieHunii npy nepesoae
noprta B coctosHue Errdisable.

snmp-server enable traps
erps

BkntouaeT otnpasky SNMP trap coobueHnin npyu usmeHeHun
coctoaHma ERPS-konbLa.

no snmp-server enable
traps link-status

-/BKAKOYEHO "
no snmp-server enable OTkntoyaeT otnpasky SNMP trap coobLieHnin npyu M3meHeHnn
traps erps coctosaHma ERPS-Kkosbua.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap coobuieHunit npu UsmeHeHum
flex-link cocTtosaHuaA napsl flex-link nHTepdeicos.

-/BKAOYEHO —
no snmp-server enable OTkAtoyaeT otnpasky SNMP trap coobLieHnin npu M3meHeHnn
traps flex-link coctoaHuaA napsl flex-link nHTepdeicos.
snmp-server enable traps BkntouaeT oTnpasky SNMP trap coobuweHnit npyu usmeHeHun
link-status COCTOAHMA NopTa.

-/BKNIOYEHO

OTkAtoyaeT oTnpasky SNMP trap coobuuieHuit Npu UsMeHeHUU
COCTOAHWA NopTa.

snmp-server enable traps
mac-notification change

no snmp-server enable
traps mac-notification
change

-/BbIK/IOYEHO

BkntoyaeT otnpasKy SNMP trap coobueHunit npu nsmeHeHUn B
Tabnmue nsyyeHHbix MAC-agpecos.

OTkntoyaeT otnpasky SNMP trap coobLieHnin npu M3meHeHnn
B Tabanue nsyyeHHbix MAC-agpecos.
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snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification

flapping

-/BKAIOYEHO

BkntoyaeT otnpasky SNMP trap coobuieHmnit npu obHapy:Ke-
HUK pnannuHra MAC-agpecos.

OTKkntoyaeT otTnpaBKy SNMP trap coobuieHnit npy obHapyxe-
HUK pnannuHra MAC-agpecos.

snmp-server enable traps
12protocol-tunnel

no snmp-server enable
traps I2protocol-tunnel

-/BbIKNOYEHO

BkntouaeT otnpaBky SNMP trap coobuieHnit npu cpabaTbiBa-
Huu drop-treshold 1 shutdown-treshold 8 L2PT.

OTkntoyaeT oTnpaBKy SNMP trap coobuweHnii B L2PT.

snmp-server enable traps
storm-control

no snmp-server enable
traps storm-control

-/BKAIOYEHO

BkntoyaeT otnpasky SNMP trap coobuieHmnit npu obHapy:e-
HUM KLWITOPMA».

BbikntoyaeT oTnpasky SNMP trap coobueHuii npu obHapyxe-
HUU «LITOPMA».

snmp-server trap authen-
tication

no snmp-server trap au-
thentication

PaspeluaeT nepesasaTb coobLieHMA trap cepBepy He npoliea-
Lwemy ayTeHTUOUKaLUIO.

3anpewaeT nepeaasatbh cO0bLLIEHUA trap cepBepy He npoLes-
Wwemy ayTeHTUOUKaLmIO.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBonos

OnpegaenseT KOHTAKTHYO MHPOPMaLUIO YCTPOMCTBA.

YpanaeT KOHTaKTHYO MHGOPMaLMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumBonos

Onpeaenset MHPOPMALUIO O MECTONO/IOKEHUMN YCTPOMUCTBA.

Ypansetr tHGOPMaUmIo O MECTOMO/IONKEHMM YCTPOMCTBA.

snmp-server set variable-
name namel valuel
[name2 value2 ... ]

variable-name, name,
value gonKHbI 3a4aBaTbCA
B COOTBETCTBMM CO CNeuu-
dukaumen

Mo3BoNAET yCTaHOBUTbL 3HAYEHUA NepemeHHbIX B 6a3e gaHHbIX
MIB KommyTaTopa.

- variable-name — nmaA nepemMeHHOM’;

- name, value — napbl COOTBETCTBUI MMA — 3HAYEHME.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanaszoHa uHmepaeticos) Ethernet

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexkume KoHPurypmposaHua nntepoeliica Ethernet:

console (config-if) #

Tabnnua 5.152 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

3HayeHue/3HayeHue rno

Komanoa Aelicmeue
YMOMYAHUIO

snmp trap link-status BkntoyaeT otnpasKy SNMP trap-coobLieHunit npu U3sMeHeHun co-

CTOAHWA HacTpanBaemoro nopTa.
- -/BKNIOYEHO —

no snmp trap link-status BbikntoyaeT oTnpaBky SNMP trap-coobuieHunit npu n3smeHeHun co-
CTOAHMA HacTPanBaemoro nopra.

bandwidth rate U3meHseT 3HaueHue noneii ifSpeed m ifHighSpeed ans otobpake-
HWA peasibHOM NPOMYCKHOM cNOCOBHOCTM KaHana B cucTeme Mo-

rate: HUTOPWHIa. He BAMAET Ha cKOpOCTb Nepefayn uHTepdelica. Uc-

(1 —4294967295)/BbIKNt0O4EHO

NONb3yeTCA B C/lydae, Koraa peasibHaAa CKOPOCTb nepeaayvn AaH-
HbIX B KaHa/ie orpaHn4nBaeTca A0NONHUTE/IbHbIM oﬁopyp,OBa—
HUem.

no bandwidth

OTKntoyaeT usmeHeHue nonei ifSpeed u ifHighSpeed.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexunma Privileged EXEC:

console#
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Tabnumua 5.153 — KomaHab! pexuma Privileged EXEC

KomaHoa Aelicmesue
show snmp MokasbiBaeT ctatyc SNMP-coeguHeHNi.
show snmp enginelD MokasbiBaeT naeHTMdUKaTop NokanbHoro SNMP-ycTpoiictBa — enginelD.

show snmp views
P MokasbiBaeT npasuia 0603peHna SNMP.

[viewname]

show snmp groups Mokasbisaetr SNMP-rpynnbl.
[groupname]

show snmp filters [filter- MokasbiBaeT SNMP-buAbTPbI.
name]

show snmp users

MNoka3sbiBaeT SNMP-nonb3oBaTenei.
[username]

[pumepbl 8b1M0AHEHUA KOMAHO

=  YCTaHOBMTb 3HAYeHMA ANA NapaMeTpoB contact, location. YcTaHOBWTb AOCTYN Ha YTeHMe A
CTPOKM coobuiecTsa public. YcTaHoBMTb gocTyn Ha yTeHuMe u 3anmMcb SNMP-cepBepy ¢ agpe-
com 192.168.16.3 B coobuiecTse private.

console#configure

console (config) #snmp-server enable

console (config) #snmp-server contact support@eltex.nsk.ru
console (config) #snmp-server location Objedineniya-street, 9
console (config) #snmp-server community public ro

console (config) #snmp-server community private rw 192.168.16.3

5.19.5 NMpoTokon yaaneHHOro moHuTopuHra cetu (RMON)

MpoTokon moHuTopuHra cetn (RMON) sBnsetca pacwmpeHvem npoTtokosa SNMP, nossonss
npenocTaBuTb 60/see WUPOKNE BO3MOXKHOCTU KOHTpons ceTeBoro Tpaduka. Otanume RMON ot SNMP
COCTOMT B XapakTepe cobupaemoit MHPopmauum — paHHble cobupaemble RMON B nepsyto oyepesb
XapaKTepusylT Tpaduk mexay ysnamu cetn. WHPopmauma, cobpaHHas areHTom, nepenaeTrca B
NPUIOXKEHNe yNpaBAeHUA CeTbIO.

KomaHObI pexcuma 2106as16H020 KOHU2YpUPOBAHUSA

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma rnobanbHOro KOHPUrypmpoBaHumsa:
console (config) #

Tabnuua 5.154 — KomaHab! pexxknma rnobanbHoro KoOHGUrypupoBaHus

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
rmon event index type HactpaunBaet cobbiTuaA, UCNoNb3yemble B cUCTEME YAaeHHOro
[community text] [descrip- MOHUTOpPUHra.
tion text] - index — nHaeKc cobbiTuA;
[owner name] - type — TMN yBEAOM/IEHUSA, FTEHePUPYEMOTO YCTPOUCTBOM NO
index: (1..65535); sTOMY coBbiTHiO:
none — He reHepMpoBaTb YBEAOM/IEHUS,
community text: log — reHepupoBaTh 3anuch B TabauLe,
(0..127) cumonos; trap — otcbinate SNMP trap,
description text: log-trap — reHepupoBaTb 3anuchb B Tabaunue n otcbinatb SNMP
(0..127) cumBonos; trap;
- community — cTpoka coobuwectBa SNMP ansa nepecbinkum
owner name: CTPOKa trap;
- description — onucaHue cobbiTus;
- name — “ma cosaatens cobbiTusa.
no rmon event index Ypansaet cobbiTve, UCNonb3yemoe B cucTeMe yaaeHHOro Mmo-
HUTOPWUHrA.
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rmon alarm index mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direction]
[owner name]

no rmon alarm index

index: (1..65535);

mib_object_id: KoppekT-
HbIli OID;

interval:
(1..4294967295) cek;

rthreshold:
(0..4294967295);

fthreshold:
(0..4294967295);

revent: (0..65535);

fevent: (0..65535);
owner name: CTPOKa;

type: (absolute, delta)/ab-
solute;

startup: (rising, falling, ris-
ing-falling)/rising-falling

HacTpaunBaet ycnosus Bblaayuv aBapuiiHbIX CUTHANOB.

- index — HZEKC aBapuIMHOTo cobbITUA;

- mib_object_id — naeHTUdUKaTOp NepemMeHHOM YacTn 06b-
eKkra OID;

- interval — nHTepBan, B Te4eHMe KOTOPOro AaHHble 0Tbupa-
I0TCA M CPaBHMBAKOTCA C BOCXOAALLEN U HUCXOAALLEN FPaHU-
uamm;

- rthreshold — Bocxoaslas rpaHnLa;

- fthreshold — HucxopAWana rpaHMLa;

- revent — nHAeKc cobbITMA, KOTOPOE NCNOIb3yeTcA Npu nepe-
CeYeHUN BoCXoaALLEel rpaHnLLbl;

- fevent — nHpeKc cobbITUA, KOTOPOE MCNONb3YETCA NpuU nepe-
CeYEeHUN HUCXOAALLEN FPaHuLbl;

- type — meTog, 0T6opa yKa3aHHbIX NepeMeHHbIX M noacyeTta
3HaYeHuA ANA CPaBHEHMA C rpaHULaAMK:

MeTog absolute — abcontoTHOe 3HaueHWe BbIbpaHHOM nepe-
MEHHOW byAeT CpaBHEHO C rPaHULLEeN HA KOHLLE nccaesyemoro
WHTEpBana;

MeTtog delta — 3HaueHue BbIGPaHHOW NepemeHHON Npu no-
cnefHem otbope ByAeT BbIMTEHO M3 TEKYLLETO 3HAYEHUA U
pasHuLa byaeT cpaBHEHa € rpaHuLaMu (pasHULa mexay 3Ha-
YEHUAMM NEPEMEHHON B KOHLLE U B HaYaie KOHTPOIbHOTO UH-
Tepsana);

- startup — WHCTPYKLUMA ANA reHepaumm cobbITUl Ha NepBoOM
KOHTPO/IbHOM MHTepBane. OnpeaenseT Npasuia reHepaLmm
aBapUMHbIX COBBLITUI ANA NEepPBOro KOHTPONLHOIO UHTEPBANA
nyTem cpaBHeHUA 0TobpaHHOW NepeMeHHOM ¢ 04HOW, MMb0o
obenmu rpaHuLamu:

- rising — reHep1poBaTb eANHNYHOE aBapuinHoe cobbiTue no
BOCXOAALLEN rpaHuLLe, eCM 3HaYeHe 0TObpaHHOW NepemeH-
HOW Ha NepBOM KOHTPOJIbHOM UHTepBasie bonblue 60 paBHO
3TOW rpaHuLE;

- falling — reHepupoBaTtb egMHMYHOE aBapuiiHOe cobbiThe No
HUCXOAALLEN FPaHULE, eCiM 3HaYeHUe oTobpaHHOM nepemeH-
HOW Ha NepBOM KOHTPOJIbHOM UHTepBasie MeHbLe NMH0
paBHO 3TOM rpaHuLe;

- rising-falling — reHepupoBaTtb egMHMYHOE aBapuiiHoe cobbl-
TUE MO BOCXOAALLEN U/UNN HUCXOAALLEN FPaHMLLE, eCIN 3HaYe-
HWe oTo6paHHOI NepemeHHO’ Ha NeEPBOM KOHTPO/IbHOM UH-
Tepsase 60blue NMB6O PaBHO BOCXOAALLEN rpaHULLe, U/Man
MeHbLUe IM60 paBHO HUCXOAALLEN TPAHULLE;

- owner — UMs c034aTesIA aBapuIiHOro cobbITuA.

Ypansaer ycnosue BblAaun aBapuinHbIX COBbITUNA.

rmon table-size {history en-
tries | log entries}

no rmon table-size
{history | log}

history: (20..32767)/270
log: (20..32767)/100

3apaeT MakcMmanbHbli pasamep RMON-Tabaumu,.
- history — makcMmanbHOe KONMYecTBO CTPOK B Tabsmue UcTo-
pun;
- log — MakcMManbHOe KONNYecTBO CTPOK B Tabauue 3anucen.
3HauyeHue BCTYNUT B CUJIY TONbKO Noc/e nepesa-
H rpy3Ku yCTPOMCTBA.

YcTaHaBAMBaeT 3HAYEHUE MO YMOIYAHUIO.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
uHmepaelica 2pynmnsl MOPMos

Bupa, 3anpoca KOMaHAHOM CTPOKK B pexkmme KoHPUrypmposaHusa uHtepoeiica Ethernet, nnrepdeitca
rpynnbl NOPTOB:

console (config-if) #
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Tabnnua 5.155 — KomaHapl pexknuma KoHdurypupoBaHua nHtepdenca Ethernet, rpynnbl nHTepoeicos

KomaHoa 3HayeHue

Aeiicmeue

rmon collection stats index
[owner name | buckets
bucket_num]

[interval interval]

index: (1..65535);
name:
KOPPEKTHas CTPOKa;
bucket_num: (1..50)/50;
interval:
(1..3600)/1800 cek

no rmon collection stats in-
dex

BkntoyaeT GopmmpoBaHME UCTOPUM MO FPynnam CTaTUCTUKM
ona 6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPWUHTa.

- index — nHpEKc Tpebyemol rpynnbl CTaTUCTUKMK;

- name — Bnagenew, rpynnbl CTAaTUCTUKK;

- bucket_num — 3Ha4yeHwWe, accoLUMpPyEMOE C KOIMYECTBOM
Aveek Ana cbopa UCTOPUM MO rpynne CTaTUCTUKK;

- interval — nepvog onpoca ana GopmMmnpoBaHNA UCTOPUN.

BbIKNOUaeT GopMMpoBaHMEe UCTOPUM MO FPynnam CTaTUCTUKM
ana 6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPWHTA.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console>

Tabanua 5.156 — KomaHapl pexkuma EXEC

KomaHoa 3HayeHue

Aelicmeue

show rmon statistics

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group }

show rmon collection stats
[ gigabitethernet gi port |
fastethernet fa_port |
port-channel group ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasbiBaeT cTaTUCTUKY MHTepdeiica Ethernet, anbo rpynnbi
NopTOB, UCMOJIb3YEMYIO A/1A YAAJIEHHOIO MOHUTOPWH .

OTobparkaeT MHOpMaLMIO NO 3anpalMBaeMbiM Fpynnam cra-
TUCTUKM.

show rmon history index
{throughput | errors | other}
[period period] index: (1..65535);
period:
(1..2147483647) cek

MNokasbieaeT uctoputo Ethernet cratuctnkn RMON.

- index — 3anpolueHHan rpynna cTaTUCTUKK;

- throughput — nokasblBaeT cyeTYMKM NPOU3BOANTENBHOCTU
(nponyckHoW cnocobHocTK);

- errors — nOKa3bIBAET CHETYMUKUN OUJVI6OK;

- other — noKasbIBaeT cCYETYNKM OOPBLIBOB U KONU3UIA;

- period — NoKasbIiBaeT MCTOPUIO 33 3aMNPOLLEHHbIV Nepuog,
BpEMEHM.

show rmon alarm-table —

MoKasbiBaeT CBOAHYIO Tabanuy aBapuinHbIX COBbITUI.

show rmon alarm number number: (1..65535)

Moka3blBaeT KOHOUIrypaLMIO HACTPONKMN aBapPUMHBIX COBLITUIA.
- number — VHAEKC aBapUMHOro cobbITus.

show rmon events

MoKasbiBaeT TabanLy cobbITUiA yAaNEHHOrO MOHUTOPUHTA
RMON.

show rmon log [event]
number: (0..65535)

MokasbiBaeT Tabanuy 3anvcei yaaneHHOro MOHUTOPUHTa
RMON.
- event — nHAEKC cobbITUA.

[pumepsi 8biM0AHEHUS KOMAHO

= [lokasaTb cTaTucTuKy 10 uHTepdeica Ethernet nepsoro ycTpolicTea B cTeKe:

consolef#show rmon statistics gigabitethernet 1/0/10

Port gil/0/10

Dropped: 0

Octets: 3876
Broadcast: O

CRC Align Errors: 0
Undersize Pkts: O

Packets: 57
Multicast: 57
Collisions: 0
Oversize Pkts: O
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Fragments: 0 Jabbers: 0

64 Octets: 0 65 to 127 Octets: 57
128 to 255 Octets: O 256 to 511 Octets: 0
512 to 1023 Octets: O 1024 to max Octets: O

Tabnunuya 5.157 — OnucaHuMe pe3ynbTaTos

Mapamemp OnucaHue
Dropped KonnuecTBo 3a4eTEKTUPOBaHHbIX COBbITUIM, KOraa NnakeTbl 6b1AM OTOPOLLEHDI.
Octets Konnuectso 6aiT gaHHbIX (BKAOUYan 6aliTbl NIOXMX NAKETOB), NPUHATLIX U3 CETU (KC-
Kntoyas GpperimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOJILHOW CyMMbl).
Packets Ko/iMyecTBo NpMHATLIX MAKeTOB (BKAOYAA NJOXME, LUMPOKOBELaTeIbHbIe U MHOTO-
afipecHble nakeTbl).
Ko/iMuecTBO NPUHATLIX WMPOKOBELLLATE/IbHbIX NAKETOB (TO/IbKO KOPPEKTHbIE Na-
Broadcast
KeTbl).
Multicast Ko/IMyecTBO NpMHATLIX MHOTOA4PECHbIX MaKeTOB (TONbKO KOPPEKTHbIe NaKeTbl).

CRC Align Errors

Konnuyectso NpUHATLIX NAaKETOB A/IMHOM OT 64 A0 1518 6alT BKAOUYMTENBHO, UMEID-
LW MX HEBEPHYIO KOHTPOJIbHYIO CYMMY /IMBO C LLenbim Ynucnom 6aiT (owmbKu npo-
BEPKM KOHTPOJIbHOWM cymmbl — FCS), nMb0o ¢ HeuenbiMm Ynciom 6ainT (owWn6KM Bbli-
paBHMBaHUA — Alignment).

Collisions

OugeHKa KonmyecTsa KONAM3ni Ha gaHHom Ethernet-cermenTe.

Undersize Pkts

KonnyecTBo NPUHATLIX NAKeTOB ANMHON MeHbLue 64 6alT (McKAouan dpeiimoBsble
6UTbI, HO BKNHOYAA BUTbI KOHTPOIbHOW CYMMbI), HO B OCTa/IbHOM NPaBuIbHO chop-
MMPOBaHHbIX.

Oversize Pkts

Ko/iMyecTBo NpMHATLIX MaKeToB ANMHON 6onblue 1518 6aiT (McKkNtovan dpeirnmoBble
6UTbI, HO BKtOYAsA BUTbI KOHTPOIbHOW CYMMbI), HO B OCTa/IbHOM NpPaBu/IbHO chop-
MWPOBaHHbIX.

Fragments

KonnuecTBo NpUHATLIX NAaKETOB AAMHOW MeHble 64 6aiT (Mckntovas dpeiimosble
61 Tbl, HO BKNOYAsA BUTbI KOHTPOIbLHOM CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJ/IbHYHO
cymmy nnbo ¢ uenbim yucnom 6ainT (oWMOKM NPOBEPKN KOHTPONBHON CyMMbl —
FCS), nmb6o ¢ Heuenbim Ynciom 6aiT (owmbKM BbipaBHMBaHUA — Alignment).

Jabbers

Ko/iMyecTBo NpMHATLIX MaKeToB ANMHON 6onblue 1518 6aiT (McKkNtovan dpeirnmoBble
6UTbI, HO BKNHOYAA BUTbI KOHTPOILHOW CYMMbI), UMEIOLLUX HEBEPHYH KOHTPObHYIO
cyMmy 60 C LeNbIM YUCAOM HaNT (OLWMBKM NPOBEPKN KOHTPOABHOM CYMMbl —
FCS), nnbo c HeuenbiMm yncnom 6anT (owmnbkM BbipaBHUBaHMA — Alignment).

64 Octet

Ko/iMyecTBo NpMHATLIX MaKeToB (BKAKOYAA NJOXMe NakeTbl) AAnMHONM 64 6aitTa (Mc-
KNtoyas pperimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPObLHOM CyMMbl).

65 to 127 Octets

KonunyecTso NpUHATLIX NaKeToB (BK/IOYaA NAOXMe NakeTbl) A4AUHOMN OT 65 fo 127
6aiT BKAOUMTENbHO (MCKAoYan dperimoBble 6UTbI, HO BKAKOYaA 6UTbl KOHTPOAbHOM
CYMMbl).

128 to 255 Octets

KonnuyecTBo NpUHATLIX NaKeTOB (BK/toYan Naoxue nakeTbl) ganHon ot 128 ao 255
6anT BKNOUNTENIBHO (MCKNtOYasA dpeirmoBble 6UTbI, HO BK/ItOYAA BUTbl KOHTPOJIbHOM
CYMMBbl).

256 to 511 Octets

Konnuyectso NpuHATLIX NaKeToB (BKAKOYan Naoxue nakeTbl) AAnHol ot 256 oo 511
6aT BKAOUNTENBHO (UCKtoYasa dpeimoBble 6UTbI, HO BKIOYaA 6UTbl KOHTPOIbHOM
CYMMBbl).

512 to 1023 Octets

KonnyecTso NpUHATLIX MAaKeTOB (BKtoYan Naoxue nakeTbl) ganHon ot 512 o 1023
6anT BKAOUNTENIBHO (MCKAtOYasa dpeirmoBble 6UTbI, HO BK/ItOYAs BUTbl KOHTPOJIbHOM
CYMMbl).
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1024 to 1518 Octets

KonnuectBo NpuHATLIX NAaKeTOB (BKAOYaa Naoxue nakeTbl) aavHon ot 1024 go 1518
6aT BKNOUUTENBHO (UCKNOYasA dpeirmoBble 6UTbI, HO BKIOYAA B6UTbl KOHTPOJIbHOM
CYMMBbl).

= [lokasaTb MHPOPMaALMIO MO rPYyNnam CTaTUCTUKKM gns nopTa 8:

consolef#show rmon collection stats gigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 1/0/8 300 50 50 Eltex
Tabnunuya 5.158 — OnucaHuMe pe3ynbLTaToB
Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO MAEHTUOMLMPYIOLWLMIA 3aNnChb.
Interface Ethernet-uHtepdeiic, Ha KOTOpPOM 3anylLLUEH ONpoC.
Interval MHTepBan B CEKYHAAX MeXKAy Onpocamu.

Requested Samples

3anpoleHHoe KOJIMYeCTBO OTCYHETOB, KOTOPOE MOXKeT 6bITb COXpPaHeHOo.

Granted Samples

Pa3peweHHoe (OCTaBLIJEECﬂ) KONn4eCTBO OTCHETOB, KOTOPOE MOXET 6bITb coxpa-
HEHO.

Owner

Bnageneu, AaHHOM 3anucu.

- lMoKa3aTb cHeTUMKHN HpOHYCKHOﬁ CﬂOCO6HOCTM,ﬂﬂﬂprnﬂbICTaTMCTMKM 1

console#show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: gil/0/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnunua 5.159 — OnucaHuMe pe3ynbLTaToB
Mapamemp OnucaHue
Time [aTta v Bpema co3gaHma 3anmcu.
Octets Kosnnuectso 6aiT gaHHbIX (BKAOYas 6aiTbl NAOXMX NAKETOB) NPUHATLIX U3 CETU (MCKAtOYas
dperimosble 6UTLI, HO BKNHOYAA BUTbI KOHTPONLHOM CYMMbI).
Packets KonnyecTBo NpMHATLIX MAKeTOB (BKAOYAA NJOXMeE NaKeTbl) B TeueHne nepmona bopmmpo-
BaHMA 3anucw.
Broadcast Konnuyectso NpUHATLIX XOPOLLMX NAaKETOB B TeYeHMe nepmoa GpopmmpoBaHma 3anuncu
HanpaB/ieHHbIX Ha LUIMPOKOBeLLATeIbHbIE agpeca.
Multicast KonnyecTBO NPUHATLIX XOPOLLMX NAKETOB B Te4eHMe nepmoaa GopMMUPOBaHUA 3aMmCK
HanpaB/IeHHbIX Ha MHOrOaApecHble agpeca.
OueHKa cpeaHelt NponycKHON cnocobHOCTM GU3NYECKOro YPOBHA Ha AaHHOM UHTepdelice
Utilization B Te4yeHne nepunoaa GopmmnpoBaHua 3anmcu. NponyckHaa cnocobHOCTb OLEHNBAETCA BENU-
YMHOWM A0 TbICAYHOM NPOLLEHTA.
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KonunyecTso NpUHATLIX B Te4eHWe nepmnosa GopmMrMpoBaHUA 3anNncK NakeTos AAMHONM OT 64
40 1518 6alT BKAOYUTENBHO, MMEIOLMX HEBEPHYIO KOHTPO/IbHYO CyMMY AN6O0 C Lebim

CRC Align . .
yncsom 6ainT (OWMBKM NPOBEPKU KOHTPOIbHOM cymmbl — FCS), 1Mbo ¢ Heuenbim YNcIom
6ainT (oWmMbKK BbipaBHMBaHUA — Alignment).
Collisi OueHKa KoanyecTsa KonM3uii Ha gaHHom Ethernet-cermeHTe B TeueHue nepuoga ¢opmu-
ollisions

pOBaHMA 3anucu.

Undersize Pkts

Ko/iMyecTBo NpMHATLIX B TeYeHue neprmosa GpopmrmpoBaHMA 3anncy NakeTos AANHOM
MeHbLUe 64 6ainT (McKkaoYana dpelrimoBble 6UTbI, HO BKOYAnA GUTbI KOHTPO/IbHOM CyMMbl),
HO B OCTa/IbHOM NPaBUIbHO CHOPMMPOBAHHBIX.

Oversize Pkts

KosnnyecTBo NpuHATLIX B Te4eHUe neprmoga GpopmmpoBaHMA 3anncy NakeTos AJAMHOM
6osble 1518 6aliT (McKkAtoYan ppeimoBblie BUTLI, HO BKIOYAA BUTbI KOHTPOILHOM
CYMMbI), HO B OCTa/IbHOM NpPaBUIbHO CHOPMUPOBAHHDIX.

Fragments

KonunyecTso NpUHATLIX B Te4eHne nepmosa GopmMupoBaHma 3anmncu NaketTos A4ANHOM
MeHbLle 64 6alnT (McKAoYana dpelrimoBble 6UTbI, HO BKOYAnA BUTbI KOHTPO/IbHOM CYMMblI),
NMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY NGO C LeabiM Yncaom 6ainT (ownbku npo-
BEPKM KOHTPOJIbHOW cymMbl — FCS), ninbo ¢ HeuenbiMm ynciom 6anT (oWwWmnbKM BbipaBHUBA-
Hua — Alignment).

Jabbers

Ko/iMyecTBo NpMHATLIX B TeYeHne neprmoga GpopmrpoBaHMA 3anncy NakeTos AANHOM
6onblie 1518 6anT (Mckaoyana dperimoBble 6UTbI, HO BKAOYaA BUTbI KOHTPOIbHOM
CYMMbI), UMEIOLLMX HEBEPHYH KOHTPOJIbHYIO CyMMY B0 C LienbiM YMCAOM 6aiT (oWmnBKK
NPOBEPKU KOHTPOJIbHOW cymMbl — FCS), ninbo ¢ Heuenbim ynciom 6ainT (owWmnbKM Bblpas-
HuBaHuA — Alignment).

Dropped

KonunyecTBo 3aeTEKTUPOBAHHbIX COBLITUI, KOraa nakeTbl BblM OT6POLLEHbI B TEYEHUE Me-
puoga GopMUPOBAHUA 3aNUCH.

= [loka3aTb CBOAHYIO TabanLy CUIrHaN0B TPEBOTK:

console#show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnunuya 5.160 — OnucaHuMe pe3ynbLTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3aNnChb.
oID OID KOHTpOAMpYyeMOI NnepeMeHHON.
Owner Monb3oBaTtenb, CO34aBLUNM 3aMUCh.

console#show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

Interval: 30
Sample Type:
Startup Alarm:
Rising Threshold:

delta
rising

8700000

Falling Threshold: 78
Rising Event: 1
Falling Event: 1
Owner: CLI
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Tabnunua 5.161 — OnucaHuMe pe3ynbLTaToB

Mapamemp

OnucaHue

OID

OID KOHTPO/IMpYEMOI NEPEMEHHOMN.

Last Sample Value

3HayeHMe NnepeMeHHON Ha nociegHeM KOHTPOAbHOM UHTepBane. Ecan metog otbopa ne-
pemeHHbIx absolute — 1o 310 abcontoTHOE 3HaYeHWe NnepemeHHoN, ecnn delta — 1o pas-
HUUa meXay 3Ha4YeHnaAmu nepemeHHon B KOHUE U B Ha4a/1ie KOHTPOJIbHOTo MHTepBaa.

Interval

MHTepBan B CEKYHAAX, B TEUEHME KOTOPOrO AaHHble OTOMPAIOTCA U CPaBHUBAKOTCA C BEPX-
Hel U HUXKHEN rpaHnLamu.

Sample Type

MeTopg, 0T60pa YKa3aHHbIX NepeMeHHbIX U NoAcyYeTa 3HaYEHUA ANA CPAaBHEHUA C rPaHK-
uamu. Metop absolute — abcontoTHoe 3HaueHUe BbIOpaHHOM NepeMeHHOM byaeT cpas-
HEHO C FPaHNLLEN Ha KOHUE uccaeayemoro nHTepeana. Metoz delta — 3HaueHue BbibpaH-
HOW nepemeHHOM Npu nocneagHem otbope 6yAeT BbIYTEHO M3 TEKYLLEFO 3HAYEHWUSA, U pas-
HULa ByAeT cpaBHEHa € rpaHMLUaMM (pasHULA MeXay 3HaYEHUAMMU NEPEMEHHOW B KOHLE U
B Hayane KOHTPOJIbHOrO NHTEPBana).

Startup Alarm

MHCTpYKUmA anA reHepaumm cobbiTUn Ha NEPBOM KOHTPONbHOM MHTepBane. Onpeaenset
npasu/ia reHepaLMm aBapunHbIX COOLITUI ANA NepPBOro KOHTPOIbHOTO UHTEPBaaa NyTem
CpaBHEHWst OTOBPAHHOMN NepeMeHHOM ¢ 04HOWN, IM60 0benmm rpaHULLAMMN.

rising — reHep1poBaTb eAMHUYHOE aBapuiiHOe CObbITME MO BOCXOAALLEN rPaHMULE, eCn
3HayeHMe oTobpaHHOW NepemMeHHOl Ha NepBOM KOHTPO/IbHOM UHTepBane 6bonbwem nnbo
paBHOM 3TOI rpaHuLLe.

falling — reHepupoBaTb eaAnHUYHOE aBapuiiHOe COObITUE MO HUCXOAALLEN FPaHULE, ecn
3HayeHne oTobpaHHON NepeMeHHOW Ha NePBOM KOHTPO/IbHOM UHTEpPBasie MeHblue nbo
paBHO 3TOM rpaHuLe.

rising-falling — reHepupoBaTb egMHMYHOE aBapuitHOe cobbiTve MO BOCXOAALLEN M/ nan
HUCXoAALWeN FpaHuLLe, ecan 3HaYeHne oTobpaHHOM NepeMeHHOM Ha NepBOM KOHTPO/Ib-
HOM MHTepBase 6onblue NMBo paBHO BOCXOAALLEN PaHULE, U/UAU MeHbLUe IM60 paBHO
HUCXoAALWLEN FpaHuLLe.

Rising Threshold

3HauyeHue BocxoaALLelt rpaHnLbl. Koraa sHauyeHne oTobpaHHOW nepemMeHHOoM Ha npeblay-
LeM KOHTPONbHOM MHTepBane 6bin10 MeHblUe JaHHOM rpaHULLbl, @ Ha TEKYLLEM KOHTPO/b-
HOM MHTepBane 6onblem AM6O PaBHOM 3HAYEHUIO FPaAHWLLbI, TOTAA eAUHUYHOE cobbITHE
reHepupyertcs.

Falling Threshold

3HauyeHue HUCxodalLel rpaHuLbl. Korga 3HaveHne oTobpaHHOM NnepemeHHOoM Ha npeablay-
LLEM KOHTPOIbHOM MHTepBasie 6b110 6oblue AAaHHOW FPaHMLbl, @ Ha TEKYLLLEM KOHTPO/Ib-
HOM MHTEpBa/ie MeHblie NM60 PaBHO 3HAYEHMIO rPaHuLbl, TOF4a eAMHUYHOe cobbiTue re-
HepupyeTcs.

Rising Event NHAeKc cobbITUA NCNONb3YIOLLEroCs, KOrAa BOCXoAALLasA rpaHnLIa nepeceyeHa.
Falling Event NHAeKC cobbITUA NCMONb3YIOLLErocs, KOoraa HACX0AAllan rpaHnLLa nepeceYeHa.
Owner Monb3oBaTesib, CO34aBLUMIA 3aMNUCh.

= [lokasaTb Tabsmuy cobbITnin yaaneHHoro MoHuTopuHra RMON:

console#show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
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Tabnunuya 5.162 — OnucaHuMe pe3ynbTaToB

Mapamemp OnucaHue

Index NHAEKC, YHUKANbHO MAEHTUOMLMPYIOLWMIA COBbITUE.

Description KommeHTapuit, onucbiBaloLWmin cobbiTue.
Tun yBefoOMIEHUA, TEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepMpoOBaTb YBELOM/IEHUA,

Type - log — reHepupoBaTb 3anuch B Tabauue,
- trap — otcbinatb SNMP trap,
- log-trap — reHepupoBaTb 3anuck B Tabanue u otcbinate SNMP trap.

Community Ctpoka coobuwectsa SNMP ana nepecbinku trap.

Owner Monb3oBaTenb, CO34aBLLUMI COObITUE.

Last time sent Bpemsa 1 gaTta reHepupoBaHua nocaegHero cobbitna. Ecnm He Bbla10 creHepMpoBaHo cobbl-
TWI, TO 3TO 3HAYEeHUe ByaeT PaBHO HyAHO.

= [lokasaTb Tabauuy 3anmceit yaganeHHoro moHutTopuHra RMON

consolef#show rmon log

Maximum table size: 100
Event Description Time
1 Errors Nov 10 2009 18:48:33

Tabnunuya 5.163 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Description KommeHTapuit, onvcbiBaowWmin cobbiTue.
Time Bpemsa co3zpgaHuna 3anucu.

5.19.6 Cnucku goctyna ACL gna ynpaBneHua ycTpoimcTtBom

MporpammHoe obecneyeHMe KOMMYTAaTOPOB MO3BO/AET paspewnTb AnBO OorpaHuuMTb AOCTYN K
ynpaB/eHNIO YCTPOMCTBOM Yepes onpegeneHHble nHTepdelicbl. s 3Tol Lenm co3faroTca CMCKM A40CTyna

(Access Control List, ACL) ons ynpasieHus.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnunua 5.164 — KomaHapl pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HayeHue Aelicmeue

Co3aaert CNUCoK AocTyna Anda ynpasneHus. Bxoa B
buUrypmMpoBaHusa cnvcka goctyna ansa ynpasaeHus.

management access-list

name: (1..32) cumBona
name

PeXnM KOH-
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no management access-list
name

YpanaeT cnncok AocTyna s ynpasaeHus.

management access-class
{console-only | name}

no management access-
class

name: (1..32) cumBona

gocTyna.

C KOHCON.

OrpaHuyMBaeT ynpasieHue yCTPOMCTBOM MO onpeaeneHHoMy
CnUcKy goctyna (access list). AKTUBMPYET yKa3aHHbIM CMMCOK

- console-only — ynpaBssieHune ycTpoMCcTBOM AOCTYMHO TOJ/IbKO

OTMeHsEeT orpaHnYeHue Ha ynpas/eHue yCTPoMCTBOM No
onpeaeneHHOMy CnUcKy gocTyna (access list).

KomaHObI pexcuma KoHgu2ypuposaHUsa criucka docmyna 044 ynpasaeHus

Bug, 3anpoca KOMaHAHOW CTPOKM B peXMme KOHPUIypupoBaHUA CNCKa A0CTyNa A5 ynpaBaeHus:

console (config) #management access-list eltex manag

console (config-macl) #

Tabnuua 5.165 — KomaHap! pexknuma KoHGUIyprpoBaHUA CriMcKa AoCTyna A4 ynpasBiaeHus

KomaHda

3Ha4yeHue

Aelicmeue

permit

[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id] [service service]

permit ip-source {ipv4_address | ipv6_address
|prefix_length}

[mask {mask | prefix_length}] [gigabitethernet
gi_port |

fastethernet fa_port |

port-channel group |

vlan vian_id] [service service]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
service: (telnet, ssh, snmp,
http, https)

3apaeT paspeluatollee ycnosue ann ynpas-
NAOLLEero cnMcKa gocTyna.

B napameTpax ycnosua MoKeT 6biTb yKasaH
MHTepdenc M NPOTOKOA A0CTYNa K YCTPOM-
cTBy.

deny

[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id] [service service]

deny ip-source {ipv4_address | ipv6_address /
prefix_length}

[mask {mask | prefix_length}]
[gigabitethernet gi_port |

fastethernet fa_port |

port-channel group |

vlan vian_id] [service service]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094);
service: (telnet, ssh, snmp,
http, https)

3afaerT 3anpeLlaioLiee yc0BUE A5 Yrpas-
NAOLWEro cnucka gocTyna.

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnnua 5.166 — KomaHapl pexuma Privileged EXEC

KomaHda

Aelicmeue

show management access-list [name]

MoKa3biBaeT cnMCKM JOCTYyNa ANA ypasBaeHua.

show management access-class

Moka3sbiBaeT MHd)OpMaLI,MIO 06 aKTUBHbIX CNUCKaX AO0CTyna Ana ynpasneHuUA.
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5.19.7 Hactpoiika aoctyna

5.19.7.1 Telnet, SSH, HTTP u FTP

[JaHHble KOomaHAabl npeaHasHa4yeHbl

ana

HaCTPOMKM

cepBepoB AocCTyna Aas  ynpaBiaeHus

KommyTaTtopom. NogaepKka cepsepos TELNET n SSH kommyTaTtopom no3soasaeT yaaneHHO NOAKAKYATLCA K

HeMy AN MOHUTOPMHIA U KOHOUIYPUPOBAHMS.

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOo8aHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabnnuya 5.167 — KomaHapl pexxknuma rnobanbHOro KOHPUrypmposaHus

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

ip telnet server

- -/BKNIOYEHO
no ip telnet server

PaspelsaeT yaaneHHoe KOHPUIyprpoBaHMe yCTPOMUCTBA Yepes
Telnet.

3anpewaeT yaaneHHoe KOHOUrypMpoBaHuMe yCTPOMCTBa Yepes
Telnet.

ip ssh server

-/BbIK/OYEHO

no ip ssh server

PaspeluaeT yaaneHHoe KOHUryprMpoBaHue yCTpoicTBa yepes
SSH.
[o Tex nop, NoKa Kntou AN WndpoBaHUA He CreHe-
V pupoBsaH, SSH-cepeep 6yaeT Haxo4aUTbCA B pe3epse.
Mocne reHepauun Kntoya (Mcnonb3yemble KOMaHAbI
crypto key generate rsa u crypto key generate dsa)

cepBep nepeiger B pabouee coctoaHue.

3anpelyaeT yaaneHHoe KOHOUIYpUpPOBaHMe YCTpolicTBa Yepes
SSH.

ip ssh port
port-number
no ip ssh port

port-number:
(1..65535)/22

TCP-nopT, ucnonb3yemsbiii SSH-cepsepom.

YcTaHaBAMBaeT 3HAYEHWe no YMONYaHULO.

ip ssh pubkey-auth
-/vcnonb3oBaHme ny6any-
HOTrO K/toYa 3anpeLLeHo

no ip ssh pubkey-auth

PaspelwaeT ncnonb3oBaHWe Ny6ANYHOrO KAoYa ANA BXOAALLMX
SSH-ceccuit.

3anpeLyaeT MCNob30BaHMe Ny6AMYHOTO KNtoYa 418 BXOAALWMX
SSH-ceccuit.

ip ssh password-auth
no ip ssh password-auth

-/BbIK/OYEHO

BktoyeHue pexmma ayTeHTUdMKaLnm no naponto.

OTKAtoYeHne pexunma ayTeHTMCbVIKaLI‘MVI no naponto.

ip ssh cipher algorithms algorithms: (3des, aes128,
aes192, aes256, arcfour,
none)/paspeLueHbl Bce

aAITOPUTMbI, KpOMe nhone

no ip ssh cipher

3afiaeT CNUCOK paspeLleHHbIX aaropuTMoB WnudposaHUsa A
cepsepa.

BoccTaHaBNMBAET CMUCOK Pa3peLleHHbIX aIf0PUTMOB WKPo-
BaHMA N0 YMONYAHUIO.

ip ssh kex methods methods: (dh-group-ex-
change-shal,
dh-group1-shal)/

pa3pelweHbl BCe MeToabl

no ip ssh kex

3a/1aeT CNMUCOK paspeLleHHbIX MEeTOA0B 0bMeHa KatoYamu ans
cepsepa.

BoccTaHaBnmBaeT cnucok pa3pelweHHbIX anropuTmos obmeHa
KNKYamMmu nNo yMO/THaHUIO.

crypto key pubkey-chain

-/KNtoy He co3gaH
ssh / A

BxoZ, B pexum KoHourypaumum ny6aMyHoro knoua.

crypto key generate dsa

leHepupyeT napy Katoyert DSA — YacTHbIM M NyBAMYHBIN ann
SSH-cepsuca.
V Ecnam xota 6bl 0ANH U3 Napbl K/OUYEN YIKe CO3AaH, TO

crypto key generate rsa

cUCTeMa NPeasIoKUT Nnepesanmncatb KoY.
FeHepupyeT napy Katodel RSA — YacTHbIN U Ny6ANYHBIN ans
SSH-cepsuca.
V Ecnu xota 6bl 04UH U3 Napbl KAKOYEN yKe CO34aH, TO
cUCTeMa NpeasIoKUT Nnepesanncatb K.

ip ftp server
no ip ftp server

-/FTP-cepBep BK/OUEH

Bkntouaet FTP-cepBep.

OTtkntoyaet FTP-cepsep.
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ip http port port

no ip http port

port: (1..65535)/80

3agaet nopt HTTP-cepBepa.

BoccTaHaBnMBaeT 3HauYeHMe No YMOIYAHUIO.

ip http secure-port port

no ip http secure-port

port: (1..65535)/443

3agaet nopt HTTPS-cepBepa.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

ip http secure-server

no ip http secure-server

-/HTTPS-cepBep BbIK/IOYEH

Bkntouaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.

ip http server

no ip http server

-/HTTP-cepBep BK/IOYEH

Bkntouaet HTTP-cepsep.

V OTKNIOYEH B peXXuUme CTeKa.

Bbikntoyaet HTTP-cepsep.

ip http timeout-policy sec-
onds

no ip http timeout-policy

seconds: (0..86400)/600

3agaeTt TarimayT HTTP-ceccum.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

Ip https certificate

number: (1, 2)/1

Onpegenset akTnBHbIN HTTPS-cepTudmKar.
- number — Homep HTTPS-cepTndmkara.

crypto certificate number
generate

number: (1, 2)

leHepupyeT SSL-cepTudmkar.
- number — Homep HTTPS-cepTudmkaTa.

MmnopTtupyet SSL-cepTudurKaT, Ha3HAUYEHHbIN LLEHTPOM CepTU-
duKaumm.
- number — Homep HTTPS-cepTndmkara.

crypto certificate number
import

Y

KomaHObI pexcuma KoHgpu2ypuposaHua nybau4HO20 Ka4a

number: (1, 2)

Knioum, creHepupoBaHHble KomaHaamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM AN Nosib3oBaTtens daiine KoHduUrypaumu.

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHOUrypmposaHms nybaNYHOTo Karoya:

console#configure
console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 5.168 — KomaHabl pexknma KoHdUrypmposaHua nybaMyHOro Karoua

KomaHoa 3HaueHue Aeiicmeue

Bxof, B peXxnm co3gaHua MHAMBKUAYaNbHOTo Ny6aMYHOro
KNtoya.

- rsa — co3aaTb RSA-Kntou;

- dsa — co3gatb DSA-Kntou.

user-key username {rsa|dsa}

username: (1..48)
CYMBO/I0B

YaanaeT ny6MuHbIiA KNtoY 418 onpeaesieHHOro noJjib30Ba-
Tensa.

no user-key username

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXXnume co3gaHna nHanBmaAyasbHOIro I'Iy6I'IVILIHOI'O KAto4a:

consolef#configure

console (config) #crypto key pubkey-chain ssh
console (config-pubkey-chain) #user-key eltex rsa
console (config-pubkey-key) #

Tabnnuya 5.169 — KomaHapl pexxnuma co3gaHns MHANBMAYaAbHOro ny6anYHOro Katoua

KomaHoa Aelicmeue

key-string Co3zzaet Ny6ANYHBIV KAOY ANS onpeseneHHOro No/ib3oBaTtens.

Co3paet ny6AnuHbIN KNKOY ANA onpeseneHHoro nonb3osatens. BBoa katoua ocyuectensercs
NOCTPOYHO.
- key-string — 4acTb K/toYa.
[ina Toro 4To6bI CUCTEMA NOHANA, YTO KNIOY BBEAEH NOIHOCTbIO, Heo6xoAnMMO BBe-
ct1 KomaHay key-string row 6e3 cumBonos.

key-string row key-string
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KomaHOb! pexcuma EXEC

KomaHabl JaHHOro pa3aena 4OoCTynHbl TONbKO ANA NPpUBUNETMPOBAHHbBIX nosb3oBaTenen.

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnuua 5.170 — KomaHabl pexkuma EXEC

KomaHoa 3HayeHue

Aelicmeue

show ip ssh

MNokasbiBaeT KoHbUrypauuio SSH-cepsepa, a TakKe aKTUBHbIE
Bxoaawme SSH-ceccum.

username: (1..48) cumso-
nos.

show crypto key pubkey-
chain ssh [username
username] [fingerprint {bub-
ble-babble | hex}] Mo yMon4aHUIO OTNeYaToK
K/l0Ya B LWeCTHaguaTepuy-

Hom dpopmare.

MokasbiBaeT Nyb6anyHble SSH-KoUM, COXPaHEeHHbIe Ha KOMMY-
TaTope.

- username — UM YA3NEHHOTO K/WEHTa;
- bubble-babble — oTneuaTok kntoua B Koge Bubble Babble;
- hex — oTneyaToK Kato4a B WecTHaguaTepuyHOM Koge.

show crypto key mypubkey
[rsa | dsa]

MoKasbiBaeT Nyb6anyHble Kouu SSH-kommyTaTopa.

show crypto certificate my-
certificate [1]2]

OTobparkaet SSL-ceptudmKaTtbl ana HTTPS-cesepa.

show ip http

Otobparkaet coctoaHune HTTP-cepsepa.

show ip https

OTobparkaeT coctosiHue HTTPS-cepBepa.

[pumepbl 8b1M0AHEHUS KOMAHO

BkntounTtb cepsep SSH Ha KommyTaTo
Cospgatb RSA-KkAtOY ANna nonb3osaTena

consolet#configure
console (config) #ip ssh server
console (config) #ip ssh pubkey-auth

pe. Pa3pewntb Ucnosib3oBaHne Nyb6/IMUYHBIX KOYEN.
eltex:

console (config) #crypto key pubkey-chain ssh

console (config-pubkey-chain) #user-key eltex rsa

console (config-pubkey-key) #tkey-string AAAAB3NzaClyc2EAAAADAQABAAA-
BAQCVTNRwWPW1AL4kpqIw9GBRoNZQZxjHKCGKL6rM1Q+ZNXfZS~
kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GRE-
PSwoQUVV35LgqJJk67I0U/zfw0l11gkTwml75QROgHUTS6KWGN2QWXgh3ub8gDjTSamuSn/WA051D

X2IEx-

QWu081icglk02LYciz+Z4TrEU/9FIxwPiVQOjc+KBXuR0jJuNg5nFYsY0ZCkON/W9a/tnkmlshRE
7D171+w3fNiOA6wO044t6+AINEICBCCA4YcF6zMzaTlwef -
WwX6f+Rmt5nhhgdAtN/40Jfcel66DgVX1gWmNzNR4DYDvSzg01DnwCAC8Qh

Fingerprint:

ad:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOHGhu2ypupoeaHuUa mepmuHana

KomaHZbl KOHOUIypMpoBaHMA TepMWMHana CAyXKaT 418 HACTPOMKM NAapameTpoB JIOKa/NbHOU U

yﬂ,al'IEHHOVI KOHCO/U.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Ethernet-kommymamopsi MES1000, MES2000

177



HELTEX

Tabnnuya 5.171 — KomaHapl pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa Aelicmeue

line {console|telnet|ssh} BXoZ, B peXMm COOTBETCTBYHOLLENO TEPMUHANG (1OKa/IbHAA KOHCO/b, YAaeHHAnA KOHCOb —
Telnet unun ypaneHHas 3awmweHHas KoHconb — SSH).

KomaHObI pexuma KOHgU2ypupos8aHus mepmuHana

Bua, 3anpoca KOMaHAHOW CTPOKM B PeXMMe KOHPUTYPMpoBaHMA TEpMUHANA
console#configure

console (config) #line {console|telnet|ssh}
console (config-line) #

Tabnnua 5.172 — KomaHapl pexxnma KoHOUrypmrpoBaHUA TepmMmMHana

KomaHoa 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO
speed bps YcTaHaBAMBaET CKOPOCTb AOCTYNa NO JIOKa/IbHOM KOHCOMM (KO-
bps: (2400, 9600, 19200, | wauaa gocTyNHa TONBKO B PEKIME KOHGUIYPUPOBaHNA N0~
38400, 57600, Ka/IbHOW KOHCOMMN).
115200)/115200 60p4,
no speed YcTaHaBAMBaeT 3HaYEHUE N0 YMOHAHUIO.
autobaud BK/touaeT aBTOMaTUYECKOE onpeaeneHne CKOpoCTM JOCTyna
Mo JI0KaNbHOM KOHCO/IM (KOMaHAa LOCTYNHA TO/IbKO B pexxume
-/BbIKAOYEHO KOHPUIYpMPOBaHUA IOKANbHOW KOHCOM).
no autobaud BbikntoYaeT aBToMaTUYECKOE OnpeaeieHne CKOpoCcTn A0CTyna
Mo JIOKaNIbHOM KOHCONU.
exec-timeout minutes [sec- 3afaeT MHTepBas, B Te4EHNE KOTOPOro CUCTEeMA OXKuaaeT
onds] minutes: (0..65535) MuH; | Beoga nosb3osaTens. ECM B TeUeHWE AAaHHOTO MHTEPBaNa
seconds: (0..59) cek/ No/b30BaTeNb HUYEro He BBOAWUT, TO KOHCO/1b OTKAKOYAETCA.
10 muHyT
no exec-timeout YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.173 — KomaHabl pexknma EXEC

KomaHoa Aelicmeue

show line [con-

Moka3sblBaeT NapameTpbl TepMUHaANA.
sole|telnet|ssh] P P P

5.20 XypHan aBapui, npotokon SYSLOG

CuctemHble XYpPHa/sibl NO3BONAKOT BECTU UCTOPUIO CO6bITVIl7|, npounsoweauwnx Ha yCTpOl\;ICTBe, a TaKXe
KOHTPO/IMPOBATb npousowlealine cobbiTnA B peanbHOM BpemeHu. B KypHan 3aHocATcA cobbITMA cemm
TUNOB: l-I|:)e3BbI‘-Ial7|Hbl(z_‘, CUrHanbl TpeBorn, Kputnyeckne n He Kputnyeckume OLUM6KM, npeagynpexaeHuA,
yBeaomneHwums, VIHd)OpMaLJ,MOHHbIe M OTNnago4Hble.
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KomaHObI pexcuma 2106asa6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUme r106anbHON KoHPUrypaumm:

console (confiqg) #

Tabnnuya 5.174 — KomaHapl pexxnuma rnobanbHom KoHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

logging on

no logging on

- /perncrpauma BKAOYEHa

BK/tOYaeT perncTpaunto oTaagouHbIX coobLeHniA 1 cooblye-
HWI 06 OLIMBKaX.

BbIKNtOYaET perncTpaumio oTnagouHbIX coobLeHuii n coobuye-

HWUI 06 oLWMBKaX.

V MNpu BbIKNIOYEHHOI perncTpaumm oTnagouHble coo6-
weHna u coobuweHua ob owubKax 6yayt nepepa-
BaTbCA Ha KOHCOb.

logging host {ip_ad-
dress[host}

[port port] [severity level]
[facility facility] [descrip-
tion text]

no logging host {ip_ad-
dress[host}

host (1..158) cumBonOB;
port: (1..65535)/514;
level: (cm. Tabn. 6.101);

facility: (local0..local7)/ lo-
cal7;

text: (1..64) cumBona

BkAtoyaeT nepesavy aBapunHbIX U OTNAL0YHbIX COOBLEHMI Ha
yaaneHHbii SYSLOG-cepeep.

- ip_address — 1Pv4- unu IPv6-agpec SYSLOG-cepBepa;

- host — ceTeBoe umsa SYSLOG-cepBepa;

- port — HOMep nopTa 4NA nepesayn coobLLeHUt No nNpoTo-
Kkony SYSLOG;

- level — ypoBeHb BaXXHOCTU COOBLWEHNI, NepeaaBaemblX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepefaBaemas B COOOLEHUSAX;

- text — onucaHume SYSLOG-cepsepa.

Ypanser BblOpaHHbIM CcepBep W3 CMAMCKA MCMNOJIb3yeMbIX
SYSLOG-cepsepos.

logging console /evel

no logging console

level (cm. Tabn. 5.175)/ in-
formational

Bk/itoyaeT nepegayy aBapuintHbIX UAM OTNAL0UHBIX COOBLLEHMI
BbIBPAHHOTO YPOBHA BaXKHOCTU HA KOHCO/b.

BbIKntoyaeT nepenady aBapuiHbIX WMAM OTNaA0UYHbIX cooble-
HUI Ha KOHCO/Ib.

logging buffered [sever-
ity-level]

no logging buffered

level (cm. Tabn. 5.175)/ in-
formational

BKntouaeT nepenayvy aBapunHbIX MAW OTNAL0YHbIX COOBLWEHNI
BblIOPAHHOTO YPOBHA Ba*XHOCTU BO BHYTPEHHUI bydep.

Bbik/louaeT nepesady aBapuiiHbIX MM OTNAA04HbIX coobLue-
HWI BO BHYTpPeHHUI bydep.

logging buffered size size

no logging buffered size

size: (20..400)/200

M3MeHAeT KOMYecTBO COOBLLEHMI, 3aNOMMHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHWe pasmepa bydepa npume-
HWUTCA Nocne nepesarpysku yCTponcTsa.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

logging file level

no logging file

level (cm. Tabn.
5.175)/errors

BkAtouaeT nepesavy aBapunHbIX UM OTNAA0UHBIX COOBLLEHMI
BblIOPAHHOIO YPOBHA BaXXHOCTU B dalin xypHana.

BbIkntouaeT nepesayy aBapuiiHbIX WIW OTNAA0UHbIX coobLe-
HWI B daiin KypHana.

aaa logging login

3aHOCUTb B KypHasbl cObbITUA ayTeHTUdMKaL MM, aBTOPU3aLUK
n yueTa (AAA).

-/BKAKOYEHO
. . He 3aHOCUTb B KypHanbl cOBbITUA ayTeHTUdUKALNM, aBTOPU3a-
no aaa logging login
umnn 1 yyeta (AAA).

logging events span- BK/IlOYaeT perncTpaumio M3MeHeHus craTyca uHTepdeicos B
ning-tree STP.
port-state-change

-/BKAOYEHO

no logging events span-
ning-tree
port-state-change

OTKAOYaeT PerncTpaLmio U3MeHeHuUs cTaTyca uHTepdeicos B
STP.

logging events span-
ning-tree topol-
ogy-change

logging events span-
ning-tree topol-
ogy-change

-/BbIK/IIOYEHO

BKAtoYaeT perncTpaumio smeHeHnn Tononorum B STP.

OTKAOYaeT perncTpaunio MsmeHeHunn Tonosorum B STP.
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BKAtoyaeT pernctpaumio cobbiTmit Gpainnosoit cuctemsl.

- COpy — pernctpauma coobLueHmni, CBA3aHHbIX C onepaunamm
KONMpoBaHuUs Gpalinos;

-/perncTpaums BKOYEHa - delete-rename — perunctpauua coobLEeHNI, CBA3AHHbIX C
yaaneHnem ¢ainos n nepeMmeHoBaHMEM ONepaLnii.

file-system logging {copy
| delete-rename}

no file-system logging BbIK/NtOYaEeT permcrpaunio cobbiTuii palinoBol cucTemsl.
{copy | delete-rename}
management logging Bk/itoYaeT perncrpaumto cobbiTmii 4ocTyna ynpasaeHus.
deny
- -/perncTpaums BKaYEHa —

no management logging BbIKNtoYaeT perncrpaumio cobbiTuii 4oCTyna ynpasaeHus.
deny
logging aggregation on BK/toYaeT KOHTPO/Ib arperamm syslog-coobLueHnii.
no logging aggregation on OTKANOYaeT arperaymio syslog-coobuieHmii.
logging aggregation ag- YcTaHaBAMBaeT BpeMA XpaHeHUA CrpynnupoBaHHbIx syslog-co-
ing-time sec obLeHn.

& - - sec: (15..3600) =
no logging aggregation YcTaHaBAMBaeT 3HaYeHMe NO YMOIYaHUIO.
aging-time

PaspellaeT BeaeHue yyeTa (akkayHTa) a1 BBegeHHbIX B CLI Ko-

logging cli-commands Mo ymonuaHuio BeaeHne Makz

y4yeTa 3anpeLeHo

no logging cli-commands YcTaHaBAMBaeT 3Ha4YeHMe No YMOAYaHUIo.

logging service cpu-rate- traffic: (http, telnet, ssh, BK/tOY@EeT KOHTPO/Ib OrpaHUYEHMA CKOPOCTU BXOAALLMX dpen-
limits traffic snmp, ip, link-local, MOB A1 onpeAenieHHoro Tuna Tpaduka.
arp-switch-mode, arp-in- | Orkniouaer norvposatme.

spection, stp-bpdu, other-
bpdu, dhcp-snooping,
dhcpvb-snooping,
igmp-snooping, mld-snoop-
ing, sflow, log-deny-aces,
vrrp)/-

logging service watchdog BkntoyaeT normposaHue cobbituin o1 watchdog.

no logging service -/BKNtOYEHO OTKAtoYaeT normposaHune cobbiTuii oT watchdog.

watchdog

no logging service cpu-
rate-limits traffic

Karkgoe cooblieHne nmeeT CBOM YPOBEHb BaXKHOCTH, B Tabanue 5.171 npmuBeneHbl TUNbl COOOLLEHN
B nopsake ybbiBaHWUA X BaXKHOCTM.

Tabnuua 5.175 — Tunbl Ba*KHOCTU COOBLLLEHWUI

Tun eaxcHocmu coob6- OnucaHue
weHuli
YpesebiyaliHbie B cucTeme npousoluna Kputuyeckan owmnbKka, cuctema MoXeT paboTaTtb Henpa-
(emergencies) BU/IbHO.

CuzaHansl mpesoau
HeO6XOAMMO Hemeg/eHHOe BMeLaTe/IbCTBO B CUCTEMY.

(alerts)
Kpumudyeckue (critical) | B cucteme npounsoLia KpuTMdeckas onbKa.
OwubouyHele (errors) B cucteme npowmsoluna owmnbKa.
Npedynpexderus MpepynpexaeHve, HeaBapuinHoe cooblueHne
(warnings) A A ! ’
YsedomneHus .

—— YBefoMAeHUe CUCTEMBI, HeaBapUMHoe coobLLeHwe.

(notifications)
UHpopmayuoHHbIe

. ¢op .u NHbOopMaLMOHHbIe coobLLEHNA cUCTEMDI.
(informational)

OmsadoyHsie OTna04Hble cOObLWEeHMA, NPeAOCTaBAAIOT MN0/1b30BaTeNt0 MHOOPMALMIO ANS KOp-
(debugging) PEKTHOM HAaCTPOMKU CUCTEMBbI.
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KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 5.176 — KomaHgaa pexxknma Privileged EXEC gnsa npocmoTpa daina xypHana

KomaHoa Aelicmeue
clear logging Ypanset Bce coobLieHuUn U3 BHyTpeHHero bydepa.
clear logging file Ypansaet Bce coobuieHns us ¢aina xKypHana.
show logging file OTObparkaeT COCTOAHME }KypHana, aBapuiiHble U OTNIa0YHblE COOBLLEHMSA, 3aNWCaHHbIe B

daine KypHana.

show logging OTOobparkaeT COCTOAHME }KypHana, aBapuiiHble U OTNaL04HblE COOBLLEHUA, 3aNNCaHHbIe BO
BHyTpeHHem bydepe.

show syslog-servers OTobparkaeT HaCTPOWKKN ANA yaanéHHbIX syslog-cepBepos.

[pumepbl UC016308AHUA KOMAHO

= BK/HOYUTb PETUCTPALINIO OLUMBOYHBIX COOBLLEHM HAa KOHCONU:
console#configure

console (config) #logging on
console (config) #logging console errors

= OuunctuTb dalin KypHana:
consolef#clear logging file

Clear Logging File [y/nly
5.21 Cepsuc watchdog

[aHHbIN cepBUC NO3BOISIET MNOYYaTb MHGOPMALMIO O 3aBUCAHUU CUCTEMHbIX MPOLLECCOB KOMMY-
TaToOpa 1/Wan aBTOMaTUYECKMN NepesarpyaTb YCTPOMUCTBO B TaKMX CUTyaLMSAX.

KomaHObI pexcuma 210banbHol KOHuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume rnobasibHoi KoHUrypaumm:

console (confiqg) #

Tabnunua 5.177 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

3Ha4yeHue/3Ha4veHue no "
KomaHoa / Aeilicmeue
YMOMYAHUIO

service watchdog BkntoyaeT cepsuc watchdog.

" -/BbIKNOYEHO
no service watchdog Bbikntouaet cepsuc watchdog.
service watchdog hw-timer BkAtoyaeT annapaTHbIi pexxnm paboTbl cepsuca. B gaHHOM
pexunme cepsuc watchdog pearmpyeT To/bKO Ha NOAHOE 3aBU-
caHue agpa OC KommyTaTopa v nepesarpyaeT ycTpoicTBo.

Mcnonb3oBaHne AaHHOTO peXkMma paboTbl He peKo-
-/BKniovero V meHAyetca 6e3 npeaBapUTeNbHON KOHCYbTaLUM C
TeXHUYECKOWU NOAAEPHKKON.
no service watchdog hw- BbIKNtoYaeT annapaTHbIN pexxum paboTbl cepBuca.

timer
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service watchdog sw-timer BK/toYaeT NporpaMmHbIi pexmMm paboTbl cepauca.

{reload | logging-only } - reload — B cnyyae obHapy»KeHMA 3aBUCaHUSA KaKoro-a1mbo
CUCTEMHOrO NpoLecca KOMMyTaTopa nepesarpykaeT ycTpow-
CTBO C KPaTKUM BbIBOAOM MHbOPMALLMM O 3aBUCLIEM NPO-
uecce.

Ucnonb3oBaHue napametpa reload He pekomeHay-
V erca 6e3 npeABapUTENbHOM KOHCYNbTAaLMK C TEXHU-
-/reload YeCKoii NoaaepKKON.
- logging-only — B ciy4ae o6Hapy»eHMsA 3aBMCaHUA KaKoro-
NMBO CUCTEMHOIO NPOLLECCa KOMMYTATOPa COXPaHAET B 3Hep-
roHe3aBUCUMYIO NaMATb CBeAEHMA O 3aBKCLLIEeM MpoLiecce.
KommyTaTop He nepesarpyaercs.

no service watchdog sw- OTKANOYaeT NporpaMmHbIi pexxmum cepsuca watchdog.
timer {reload | logging-
only}

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KOMaHAHOM CTPOKM UMEET BUL,:

console#

Tabnunua 5.178 — KomaHgb! pexuma privileged EXEC

3HaveHue/3HayeHue "
KomaHoa / Aelicmeue
110 yMOAYAHUIO

show watchdog — OTobpaxkaeT cocTosHue cepeuca watchdog.

5.22 3epKanuposaHue (MOHUTOPUHT) NOPTOB

dyHKUMA 3epKaNMpoBaHUSA MOPTOB MNpefHasHayeHa [A/1A KOHTpoAns ceTeBoro Tpaduka nyTem
MepecbINKN KOMUA BXOAALLMX WU/UAN NUCXOAALIMX NAKETOB C OAHOMO WMAM HECKOIbKMX KOHTPOAMPYEMbIX
NOPTOB Ha OAMH KOHTPOJIMPYIOLLNI MOPT.

Mpu 3epkanuposaHumn 6onee ogHoro ¢pusmueckoro MHTepdeiica BO3MOXKHbI notepu Tpaduka.
OTCyTCTBME NOTEepb rapaHTUPYETCA TONAbKO MPU 3epKaNMpoBaHUU OOHOro (M3NYECKoro
. uHTepdeiica.

K KOHTpoaupyloLemMy NopTy NPUMEHSAIOTCA CleayoWwmne orpaHuYeHns:

— TopT He MoKeT BbITb KOHTPOIMPYHOLLUM U KOHTPOIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— TopT He MoKeT 6bITb YIEeHOM rpPynnbl NOPTOB;

— IP-unTepdelic gonxKeH oTCcyTCTBOBATL 415 3TOrO NOPTa;

— MpoTtokon GVRP gonkeH 6bITb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTPO/INpyEMbIM NOPTAM NPUMEHAIOTCA cheayowmne orpaHn4YeHnaA:

MopT HE MOXKET BbITb KOHTPOJIMPYIOWMM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;

KomaHObI pexcuma 2a06asnab6Hol KoOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume rnobanbHOM KOHGUrypaLmm:

console (config) #
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Tabnnuya 5.179 — KomaHabl pexxknuma rnobanbHom KoHbUrypaumm
3HayeHue/3HavyeHue no

KomaHoa

YMOAYAHUIO

Aelicmeue

port monitor mode {moni-
tor-only | network}

-/monitor-only

3agaet pexkum paboTbl nopTa

- monitor-only — ¢peiimbl, NocTynatoLme Ha NopT, oTbpachbl-
BatoTCH;

- network — nosBonset Bectn o6meH AaHHbIMU.

port monitor remote vlan
vlan_id [tx]|rx]

no port monitor remote
vlan [tx]|rx]

vlan_id: (1..4094)

OnpegenexHne VLAN ana yaaneHHOro MOHUTOPUHTrA.

YpaneHune VLAN gna yaaneHHoOro MOHUTOPUHrA.

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

Buza 3anpoca KoMaHAHOM CTPOKM B pexnume KoHPUrypuposaHma nntepoeiica Ethernet:

console (config-if) #

JaHHble KOMaHAb! He/lb3A BbINOJHATL B peXKMme KOHGUrypupoBaHUA uanasoHa UHTep-
e deiicos Ethernet.

Tabnuua 5.180 — KomaHapl, AOCTYMHbIe B peXnme KoHPUrypmpoaHusa uHtepoerica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

port monitor {gigabitether-

net gi_port |
fastethernet fa_port}
[rx|tx]

no port monitor {giga-
bitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

BKAtoYaeT GpYHKLMIO MOHUTOPMHIA HA HAaCTPaMBAEMOM UHTEP-
delice. [LaHHbI UHTepdelic byaeT KOHTPONUPYIOWMM MOPTOM
017 YKa3aHHOTO B KOMaHAe KOHTPO/IMPYeMOoro nopra.

- gi_port/fa_port — KOHTPO/IMpPYEMbIi1 NOPT;

- X — KONMPOBaTb MAKEeTbl, NPUHATbIE KOHTPOAUPYEMbBIM MOP-
TOoM;

- tX — KONMpoBaTb MaKeTbl, NepeaaHHble KOHTPOANPYEMbIM
nopTom;

Mpu OTCYTCTBMM NapameTpa rx/tx c KOHTPOAMPYEMOro nopTa
KOMMPYIOTCA BCE MaKeTbI.

BbIKtoYaeT GYHKLMIO MOHUTOPMHIA Ha HAaCTPaMBaEMOM UH-
Tepoelice. aHHbl nHTEpdelic 6onblie He byaeT KOHTPOAU-
PYIOLMM NOPTOM 4/19 YKa3aHHOrO B KOMaHAe KOHTpompye-
MOro nopTa.

port monitor vlan vian_id

no port monitor vian
vlan_id

vlan_id: (1..4094)

BKAtoYaeT GpYHKLMIO MOHUTOPMHIA HA HAaCTPaMBAEMOM UHTEP-
deiice. [laHHbIV UHTEpdENC ByAeT KOHTPOANPYIOLLMM NOPTOM
04 yKasaHHoi VLAN.

/ MopT MOHMTOPUHIA HEe AO/MKEH NPUHAANENKATb K
HacTpauBaemoi VLAN.

MoHuTopuHr VLAN mo3KeT 6bITb BKNIOYEH AULLb B
V TOM C/ly4yae, ecM B CUCTEME HACTPoeHO He 6onee
O0ZHOTO KOHTPO/ZIMPYIOLLLEro nopTa.

/ Ecnu KOHTpOAMpyIoLWMiA NOPT HaCcTPOEH paHee, TO
TO/IbKO 3TOT NOPT MOXKeT 6bITb UCNONb30BaH ANA MO-
HutopuHra VLAN.

Ypaanaet ykaszaHHyto VLAN U3 MOHUTOPUHra.

port monitor remote

no port monitor remote

BKAtoyaeT GpyHKLMIO yAaNeHHOTrO MOHUTOPMHIA Ha HacTpausea-
eMoMm uHTepdelice.

Bbikntouvaet d)yHKLI‘MIO YAaNeHHOro MOHUTOPUHIa Ha HaCTpaun-

BaeMOM UHTepdelice.
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KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cneaytowmii Bua;

console>

Tabnnua 5.181 — KomaHapl, AocTynHble B pexxknme EXEC

KomaHoa Aelicmeue

show ports monitor BbIBOAWUT MHPOPMALMIO NO KOHTPOJIMPYIOWMM U KOHTPO/IMPYEMbIM NOPTaM.

[pumepbl 8b1M0MHEHUS KOMAHO

= YcraHosuTb 13 Ethernet-uHTtepdelic KoHTponmpyowmm ana 18 nHrepodeiica Ethernet. Becb
Tpaduk c 18 nHtepdeica nepesasaTb Ha 13.

consolef#configure
console (config) #interface gigabitethernet 1/0/13
console (config-if) #port monitor gigabitethernet 1/0/18

= BbiBECTU MHGOPMALMIO MO KOHTPOJIMPYIOLWMM U KOHTPOAMPYEMBIM NOPTaM.

console#show ports monitor

Source Port Destination Port Type Status

gil/0/18 gil/0/13 RX, TX notReady

5.23 ®dyHKuyma sFlow

sFlow — TEXHO/1I0TNA, N03BONAKOWAA CheanTb 3a Tpad)MKOM B MaKeTHbIX CETAX Nepeadn AaHHbIX NyTeM
YacTUYHOM Bbl60pKM TpachKa AanAa nocne,a,ylow,eﬁ MHKancynauunnm B cneumnanbHbie COO6UJ,eHMF|, nepegasae-
Mble Ha cepBep c6opa CTaTUCTUKWN.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnunua 5.182 — KomaHab! pexuma rnobanbHo KoHOUrypaumm

3HaveHue/3Ha4yeHue no »
KomaHoa / Aeiicmeue
YMOAYAHUIO
id: (1.. 8); 3apaeT agpec cepsepa cbopa cratmucTmkm sflow.
o port: (1..65535)/ 6343; - id — Homep sflow-cepsepa;
sflow receiver id {IPv4| byte: nonoxutensHoe ue- | - IPv4, IPv6, IPv6z — IP-appec;
IPv6|IPv6z|url} [Port port] noe uncno /1400; - url — [OMEHHOEe NMA XOCTa;
[max-datagram-size byte] dopmart - port — Homep nopTa;
IPv4: A.B.C.D - byte — MaKcmanbHOe KonnyecTso 6aiiT, KOTOPOe MOXKeT

IPV6: X:X:X:X::X 6bITb OTNPABAEHO B OAMH MaKeT AaHHbIX.

no sflow receiver id IPv6z: X:X:X:X::X%<ID> Ypanset agpec cepsepa cbopa cTaTUcTUKM sflow

184 Ethernet-kommymamopsi MES1000, MES2000



HELTEX

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM B pexkmme KoHoUrypuposaHua nHtepdeliica Ethernet:
console#configure

console (config) #interface {gigabitethernet gi port| fastethernet fa port}
console (config-if)#

Tabnunuya 5.183 — KomaHapl pexknuma KoHdurypuposaHua nHtepdeica Ethernet

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAMYAHUIO
sflow flow-sampling[max- 3azaeT cpeaHIoo CKOPOCTh BbIOOPKM NakeToB. MToroeas cKo-
header-size bytes]rate id pocTb BbI6OPKM cumTaeTca Kak 1/rate*current_spped
(current_speed — TeKylLan cpesHAa CKOPOCTb).
bytes:(20..256)/128; - rate — cpefiHAs CKOPOCTb BbIGOPKM NaKeToB;
rate: (0, 1024..107374823) | _;q — Homep sflow-cepsepa;
id: (0..8) - bytes — makcMmanibHoe KonnyecTso 6aiT, KoTopoe byaet
CKOMMPOBaHO 13 06pasLa naketa.
no sflow flow-sampling OTKAKOYAET CYETUYMKM BbIBOPKM Ha NOPTY.
sflow counters-sampling OnpeaenaeT MakCMManbHbIM MHTEPBAN MEXKAY YCNELHbIMU
secid BbIBOPKaMK NaKeToB.
- Sec — MaKCUMa/bHbIA MHTEPBAN MeXAY BblbopKkamu, ce-
sec: (0, 15 .. 86400); KYHZAbl. 3HauyeHue «0» OTKoYaeT BbIOOpPKY;
id: (0..8) - id — Homep sflow-cepBepa (3agaeTca komaHaown sflow
receiver B rnobanbHOM pexknume KoHUrypaumm).
no sflow counters-sam- OTKNIOYAET CYETYMKM BbIBOPKM Ha NopTy.
pling

KomaHOb! pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeeT cnepytowmii Bua;
console>

Tabnuua 5.184 — KomaHapbl, focTtynHble B pexkume EXEC

3HavyeHue/3Ha4yeHue no o
KomaHoa / Aelicmeue
YMOAYAHUIO

show sflow configuration BbiBOAMT HacTpoiiku sflow.
[gigabitethernet gi_port |
fastethernet fa_port]

clear sflow statistics [giga-
bitethernet gi_port |
fastethernet fa_port]

Ounwaet ctatUcTuKy sFlow. Ecam nHTepdelic He ykasaH, Ko-

gi_port: (1..3/0/1.28); MaH/la OuYMLLaeT BCe CYETUYMKM CTaTUCTUKM SFlow.

fa_port: (1..3/0/1..24)

show sflow statistics [giga- OTobparkaeT cTatUCcTUKY sFlow.
bitethernet gi_port |
fastethernet fa_port]

[Mpumepbl 8bINOAHEHUA KOMAHO

=  YcrtaHoBuTb IP-agpec 10.0.80.1 cepsepa 1 ansa cbopa cratuctukm sflow. Ana ethernet-
nHTepodericos gil/0/1 —gil/0/24 ycTaHOBUTL CPeAHIO CKOPOCTb BbIGOPKM NakeTos — 10240
KBUT/C U MaKCcMMasbHbI MHTEPBAN MeXAyY ycnewHbiMmu Bbibopkamu naketos — 240 c.

console#configure

console (config) #sflow receiver 1 10.0.80.1

console (config) #interface range gigabitethernet 1/0/1-24
console (config-if-range) #sflow flow-sampling 10240 1
console (config-if) #sflow counters-sampling 240 1

Ethernet-kommymamopsi MES1000, MES2000 185



HELTEX

5.24 ®yHKUUKN ANArHOCTUKUN PU3NUYECKOro YPOBHA

CeTeBble KOMMYTATOPbI AOCTYMNa COAEPKAT annapaTHble U NPOrpaMMHble CPeACTBa AN AMArHOCTUKM
M ynpaBneHus OU3NYECKUMU UHTepdercamm U AMHUMAMMU CBA3M. B nepeyeHb TecTMpyembiX MapameTpoB
BXOAAT Cneaytowme:

[ns aneKkTpuyecknx nHTepdencos:

—  AJIMHa Kabens;

— pPacCtoAaHMeE A0 MeCTa HENCNPABHOCTU — O6prBa NN 3aMblKaHUA.

[ns onTnyecknx nHtepdencos:

— nNapameTpbl NTUTAaHNA — HaNpPAXEeHNE U TOK;
— BbIXOAHaA onNTU4YeCKaa MOLLHOCTb,

— ONTU4eCKaAa MOLWHOCTb Ha npueme.

5.24.1 OmarHocTuKa megHoro Kabens

V OueHKa AnuMHbI Kabensa npu MCcNonb3oBaHUM KOMaHAbl 'show cable-diagnostics
cable-length' BbINO/NIHAETCA NO Be/MUMHE 3aTyXaHMA curHana. PyHKuua green-ethernet,
noaaep)uBaemas KOMMYTaTOPOM, YMeHbLUaeT ypPOBEHb NepefaBaemMoro CUrHana npwm
OTCYTCTBUM aKTMBHOCTU Ha /IMHUM U NOITOMY KOPPEKTHOE M3MepeHue AJUHbI Kabens
CTaHOBUTCA HEBO3MOXHbIM Ha YCTPOICTBE, NPUHMMalOLLEM ocNabneHHbll curHan. B cBasu ¢
3TUM HeobX0AMMO Ha BpeMsA U3MepeHuii AAnHbI Kabena oTKAlouaTb pexxum green-ethernet

Ha yAaneHHOM yCTpoucTBe.

Mo ymonuaHuio pexum green-ethernet BkaloueH. [lonycTtMmas NoOrpewiHoCcTb U3mepeHus
onpeaensaerca pa3bpocom napameTpos IMHUUN U COCTABAAET 6M.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnuua 5.185 — KomaHAabl ANarHOCTUKM MeaHoro kabens

KomaHda 3HaueHue Aeiicmeue
test cable-diagnostics tdr BbINONHAET BUPTya/ibHOE TECTUPOBaHMe Kabensa A1a yKa3aHHOro
{all | interface {giga- gi_port: (1..3/0/1..28); nHTepdeiica;
bitethernet gi_port | fa_port: (1..3/0/1..24). - all — gna Bcex uHTepdeiicos.
fastethernet fa_port}}
test cable-diagnostics BbINONHAET YCKOPEHHOE BUPTya/NbHOE TeCTMpoBaHMe Kabens c
tdr-fast {all |interface {gi- gi_port: (1..3/0/1..28); HU3KOW TOYHOCTbIO ANA YKa3aHHOro nHTepdeica;
gabitethernet gi_port | fa_port: (1..3/0/1..24). - all — gna Bcex uHTepdeiicos.

fastethernet fa_port}}

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexxkmnme EXEC nmeet cneayowmin Bua;

console>
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Tabnuua 5.186 — KomaHAabl ANarHOCTUKM meaHoro kabens

KomaHoa

3Ha4yeHue

Aeiicmeue

show cable-diagnostics
tdr [interface
gigabitethernet gi_port |
interface

fastethernet fa_port]

show cable-diagnostics
cable-length

[interface
gigabitethernet gi_port ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

OTobparkaeT pe3ynbTaTbl NOCNEAHEr0 BUPTYabHOMO TECTUPO-
BaHMA Kabena ana ykasaHHoro nHtepdeiica (ecnm Homep
nopTa He 3aflaH, TO KOMaHAA BbINOJHAETCA A/ BCEX NOPTOB).

OTobparkaeT NpeAnooXKUTENIbHYIO A/IMHY Kabens, NogKAto-
YEHHOTO0 K YKazaHHOMY UHTepdelicy (ecnn Homep NopTa He 3a-
[aH, TO KOMaHAA BbIMNONHAETCA A/1A BCEX MOPTOB).

UHTepdodeiic ponxkeH 6biTb aKTUBHbIM M paboTaTb B
pexume 100M6uTt/c unm 1000M6ut/c. AuarHo-
CTUKa NoaAepKUBaAeTcA TONIbKO Ha uHTepdepcax

v

GigabitEthernet.

/’ MakcMmanbHana AanHa Kabens npu TeCTUPOBaHUM He A0NXKHA COCTaBAATb 6onee 120 mert-
N

0B.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lpoTecTupoBaTb NOPT 24 NEpPBOro YCTPOICTBA B CTEKE:

consolef#test cable-diagnostics tdr interface gigabitethernet 1/0/24

Port Pair

gil/0/24

Result

Length

Huke npuBeaeHbl BOSMOMKHbIE 3HaYeHNA Pe3ynbTaToB TecTa Nno napam:

— Test failed — pu3smueckan HemcnpaBHOCTb;

— OK — napa B nopagke;

— Open — paspbls;

— Short — KOHTaKTbl Napbl 3aMKHYTbI;
— Impedance-mismatch — pa3sHuua B conpoTuBaeHUn (canKkom 6onblioe 3aTyXxaHue B IMHUK);
— Short-with-pair — 3amblkaHne mexxay napamu;
— Not tested — TectTupoBaHuMe He NPOBOANNOCD.

. NMoKa3aTb pe3ynbTaTbl NOCAeAHEro TeCTUPOBAHUA:

consolef#show cable-diagnostics tdr

gil/o0/1
gil/0/2
gil/0/3
gil/0/4
gil/0/5
gil/o0/6

gil/0/18
gil/0/19
gil/0/20
gil/0/21
gi1l/0/22
gil/0/23
gi1l/0/24
tel/0/1
tel/0/2
tel/0/3
tel/0/4

Result Length
Not tested
Not tested
Not tested
Not tested
Not tested
Not tested

Not tested
Not tested
Not tested
Not tested
Not tested
Not tested
OK
Fiber
Fiber
Fiber
Fiber

[meters]

24-Mar-2014 11:52:31
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5.24.2 lnarHOCTUKa ONTUYECKOro TpaHcuBepa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKmUme r106anbHOro KoHGUrypuposaHus:

console (config) #

Tabnnua 5.187 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmposaHus

3HayeHue/3HayeHue no

interval

no optical-transceiver
threshold notify-interval

(30..3600)/600 cek

KomaHoa Aeiicmeue
YMOAYAHUIO
optical-transceiver YCTaHOBKa NPOMEIKYTKa BPeMeHM 10 NOBTOPHOM reHepauuu
threshold notify-interval . P Y P A P pau
interval: npeaynpexaeHvs/asapum no npoTtokony syslog/snmp.

YCTaHOBKa 3HAY€HUA NO YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console#configure

console (config) #interface {fastethernet fa port| gigabitethernet gi port}

console (config-if) #

Tabnunua 5.188 — KomaHapl pexknuma KoHduUrypnpoBaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

optical-transceiver thresh-
old action { parameter | all
}{ none | syslog | snmp-
trap }

parameter: (current, input-
power, output-power, tem-
perature, voltage)

HasHavyaemoe geiicTeume (He BbINONHATb A4EUCTBUIA, reHepaLma
syslog-coobLieHns, reHepaLma snmp-Tpana), KOTOPoe LO/IKHO
6bITb BbINOJIHEHO NPU NPEBbIWEHWUM YKa3aHHbIX MOPOros AN
3a4,aHHOro napameTpa:

- current — cuna Toka;

- input-power — MOLLHOCTb BXOAALLETO CUTHANA;

- output-power — MOLLHOCTb UCXOAALLETO CUTHANg;
- temperature — Temnepatypa;

- voltage — HanpsxeHwe.

optical-transceiver thresh-
old values parameter high-
alarm high-warning low-
warning low-alarm

optical-transceiver thresh-
old values parameter

parameter: (current, input-
power, output-power, tem-
perature, voltage)

YKaszaHue 3HaYeHWi Moporos, Npu NPeBbILEHNN KOTOPbIX BY-
[AeT NPOMCXoaUTb reHepauma syslog/snmp-trap cooblieHms
[N1A YKa3aHHOro napameTpa:

- current — cuna Toka;
- input-power — MOLLHOCTb BXOAALLEIO CUrHaNa;
- output-power — MOLLHOCTb UCXOAALLErO CUTHANA;
- temperature — Temnepatypa;
- voltage — HanpaeHue;
- high-warning, low-warning — BepXHWIN 1 HUKHWI Npeaensbl
418 GopmMUPOBaHUA NpeaynpPeAAOLLMX COOOLLEHNI;
- high-alarm, low-alarm — BepxHWIA U HUKHWIA Npeaensl ANa
bopMMpPOBAHUA aBAPUIHbIX COOBLLEHWIA.
JonycTMmMblii AnanasoH 3HaYeHUI AnA NapameTpos:
- current: 0...131000MKA

- input-power: -40000...8200 mdBm
- output-power: -40000...8200 mdBm

-temperature: -127...127 °c
- voltage: 0...6550 000 mkB
MoporoBble 3HaYeHMA 3343a0TCA B YKa3aHHbIX e AMHULAX.

YaaneHune 3agaHHbIX noporos 4NA4 YKasaHHOro napametpa.
3HayeHunA no YMONYAaHUIO HE YCTaHOBJ/IEHDI.
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3anpoc KomaHAHOM CTPoKM B pexkume EXEC nmeet cneaytowmin ua;

console>

Tabnunuya 5.189 — KomaHaa AMarHoCTMKM ONTUYECKOTO TPaHCMBEPa

KomaHoa 3HaueHue Aeiicmeue

show fiber-ports optical-

- . . OTobparkaeT pe3ynbTaTthl ANMArHOCTUKM ONTUYECKOTO TPAHCU-
transceiver [interface {gi-

. . gi_port: (1..3/0/1..28); Bepa.
gabitetheret gi_port | fa_port: (1..3/0/1..24) - detailed — noapo6Han AnarHocTMKa, eeprom-napameTpbl
fastethernet fa_port}] —port: {L.. - ap A , eep p p
TpaHcuBepa.

[detailed]

[pumep 8b1M10AHEHUS KOMAHObI

consolef#show fiber-ports optical-transceiver interface gil/0/24 detailed

Port Temp Voltage Current Output Input LOS Transceiver
[C] [V] [mA] Power Power Type
[mW / dBm] [mW / dBm]
gil/0/24 58 3.25 20.09 0.58 / -2.30 0.00 / -40.00 Yes Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts
Input Power - Measured RX received power in milliWatts
LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
Vendor name: OEM
Serial number: S$SX31221300026
Connector type: LC
Type: SFP/SFP+
Compliance code: 10GBASE-LR
Laser wavelength: 1310 nm
Transfer distance: 10000 m
Diagnostic: supported

Tabnnuya 5.190 — MapameTpbl AMArHOCTUKM ONTUYECKOTO TPaHCMBEPA

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsxeHue nuTaHWA TpaHcKBepa.
Current OTKNOHEHWe TOKa Ha nepejaye.
Output Power BbixogHaA MOLWHOCTb Ha nepegaye (MBT).
Input Power BxoaHas MOLWHOCTb Ha npueme (MBT).
LOS MoTtepa curHana.

Mpu noapobHoI AmarHocTuke Ana napametrpos Temp, Voltage, Current, Power unamepeHHble
3Ha4YeHuWA BbIBOAATCA Ha aAncnaei. Mpu 06bIMHON AMArHOCTUKE U3MEPEHHbIE 3HAYEHUA ANA 3TUX NAaPaMeTpPoB

CPaBHUBAIOTCA C AOMYCTUMbIMM, U Ha AMCIIeN BbIBOAUTCA pe3ybTaT cpaBHeHus (W, E, OK).
3HayeHuUA pe3ybTaToB ANATHOCTUKM U CPaBHEHWA NapaMeTPosB:

N/A — HepocTynHoO,
N/S — He noaaepskusaetcs,
W — npeaynpexaeHue,
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E — ownbKa,
OK — 3HaueHue B nopsake.

5.25 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHus o6 ypoBHe obcny:knBaHus B IP-ceTax) — TEXHOOMMA aKTUBHOIO MOHUTOPUHTA,
NCNOb3YOWAACA ANA M3MEPEHUA MNapamMeTpoB ObICTPOAENCTBMA KOMMbIOTEPHbLIX CETEM W KayecTsa
nepefaynm fAaHHbIX. AKTUBHbI MOHUTOPUHI NpeAacTaBaseT coboM NPOAO/MKUTENBbHYIO LIMKANYECKYIO
reHepaumio TpaduKa, coop MHPopmaLUum O ero NPOXOXKAEHUM MO CETU N BedeHNe CTaTUCTUKN.

MN3mepeHne NapamMeTpoB CETU MOMKET OCYLLLECTBAATLCA MPU NOMOLLU PA3/IMYHbIX TUNOB onepauuii IP
SLA. Tunbl onepaymii pa3inyaroTca NPOTOKOIaMU reHeEPUPYEMOTo TpaduKa, a TaKKe MeToAaMU NpoBeaeHNA
N3MEepPEeHUn 1 n3MmepsieMbiIMN NapameTpamun. TUnbl NoAAePKUBAEMbIX Ha AaHHbIN MOMEHT onepaumit IP SLA:

— ICMP Echo;
— UDP lJitter.

[ns ucnonbsosaHumaA onepaunii IP SLA HeobxoanMo BbINOAHUTDL Caeaytowme AencTBuA:
— Co3paTb onepaumio HY»KHOFO TUMNA U CKOHPUTYPUpPOBaTL eé.

—  3anycTuTb UMKAMYECKOE BbINOJIHEHWE Onepaumu 1 Mo3BONTb el BbIMOAHATLCA B TedeHue
HEKOTOPOro BpemeHMu.

— [pocmoTpeTb CTaTUCTUKY, COBPaHHYIO 338 BPEMSA U3HWN onepaLmu.

— pmn HEO6XOAMMOCTM NPeKpaTnuTb UMKANYeCKOoeE BbiNO/IHEHWE ONepaLnn.

KomaHObI pexcuma 2a06anb6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkmnme rnobanbHon KoHGUrypaumm:

console (config) #

Tabnunua 5.191 — KomaHab! pexxknma rnobanbHoin KoHdurypaumm

KomaHoa 3HayeHue Aelicmeue
ip sla operation index index: (1..20) MepelT B KOHTEKCT KOHOUIYPUPOBAHMUA ONepaLmu.
no ip sla operation index T Ypanutb cywectsytowyto onepauumto IP SLA.

KomaHOwbI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxnma privileged EXEC:

console#

Tabnnua 5.192 — KomaHapl pexuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue
set ip sla start index index: (1..20) 3anycTuTb LMKAUYECKOE BbINONHEHUE OnepaLuu.
set ip sla stop index T OCTaHOBUTb LIMKAMYECKOE BbINONHEHWE onepaLum.
show ip sla statistics index index: (1..20) OT06pa3nTb CTAaTUCTUKY ana onepaumm IP SLA.
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CratuctuKa onepaumit IP SLA umeeT o6Wwuii Ans BCceX TUNOB OnepaLmnii 3aroI0BOK:

IP SLA Statistics for Index 8

Operational state of entry: Active
Type of operation: udp-jitter

roe
— IP SLA Statistics for Index — Homep onepauuu, ANA KOTOPOK OTobparkaeTca CTaTUCTMKA;

— Operational state of entry — cTaTyc BbINOAHEHUA ONepaunun:

= Active — onepaums aKTMBHA U B AaHHbIA MOMEHT HAaX0AMUTCA B NpoLecce LMKANYECKOIO Bbl-
NONHEHUSA;
= |nactive —onepauna He akTMBHA, HAXOANTCA B PEXMME OXKUOAHUA U AOCTYNHA AN1A KOHPUry-
pupoBaHmA.
— Type of operation — Tnn onepauuun [P SLA. MpuvHMMaeT oAgHO 3HA4YeHWe M3 Ccrnucka
noaaeprKMBaemMblx onepauui.

Mpu nepesBoge onepaunm B COCTOAHMUE «Active» cTaTUCTUKaA onepaunn o4ulaeTcAa. Cratmuctumka
HaKaMn/1IMBaeTCA 3a TO BPeEMA, NMNOKa onepauna HaxoanTca B 3TOM COCTOAHUN. Cratmuctmka COXpaHAeTCA nocne
npexKkpaweHna UMKIn4YeCcKkoro BbiMnoJIHEHNA onepaunn U nepexonga B COCToAHUE «Inactive» go tex nop, NokKa
onepauunAa CHoBa He 6yp,eT nepesegeHa B akTUBHOE COCTOAHME.

bonee noapobHaa wHPopmaumMAa O coaepKaHWUM CTAaTUCTUKKM NpeacTaBNeHa B pasgenax,
OMMCbIBAIOLLMX TUNbI onepaumin IP SLA.

5.25.1 Onepauusa ICMP Echo

Mpu KaxKaom BbinosHeHUn onepauumn ICMP Echo ycTpolictBo otnpasnsiet ICMP Echo request-cooblue-
HWe Ha agpec Ha3HaAYeHMA, OXKUAAET NoAyYeHUn coobienuns ICMP Echo reply v nusmepseT Bpems ABYCTOPOH-
Hero npoxoxaeHus ICMP-naketa. Onepauma ICMP Echo Takke npegocTtaBasaet MHGOPMALUIO O MUHUMaANb-
HOM, CpefiHEM M MAKCUMA/IbHOM BPEMEHHbIX 3HAYEHUAX U KOMYECTBE U3MEPEHUI, 3aBEPLUMBLUNXCA He-
YAA4YHO MO TOW MAU MHOW NpUYMHE.

KomaHObI pexcuma co3daHus onepayuli IP SLA

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume co3aaHua onepaumii IP SLA:
console (config-ip-sla) #

Tabnnuya 5.193 — KomaHapl pexxnuma cosganHus onepaumii IP SLA

KomaHda 3HaueHue HAeilicmeue

Coszaatb onepauunto ICMP Echo.
- target-address — IPv4-agpec, Ha KOTopbIi ByayT oTnpas-

icmp-echo target-address source-interface:

. nateea ICMP Echo request cooblueHus;
[source-address source- gi_port: (1..3/0/1..28); - source-address — |Pv4-aapec, NoACTaBAAOLMICA B 3ar0-
address] [source-interface fa_port: (1..3/0/1..24) APEC, NOA W

nosok ICMP-nakeTa, onuMoHaIbHbIV NapameTp;
- source-interface — NopT, C KOTOPOTrO OCYLLECTBAAETCA OT-
npaBKa NaKeToB, OMLUMOHaAbHbIM NapameTp.

source-interface]

NapameTpbl target-address, source-address v source-interface moryT 6biTb onpeaeneHbl
TO/IbKO NPU CO34aHMUU ONepaLumn U HeAOCTYMHbI A4N1A Aad/ibHellero peAakTUpPoBaHUA.
DnA 3apaHuA Apyrux napameTpoB He06X0AMMO yAaNUTb CYLLECTBYIOLLYIO Onepauuio u
€034aTb HOBYIO.

.-
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KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu ICMP Echo

Buna 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypmposaHus onepaumm ICMP Echo:

console (config-ip-sla-icmp-echo) #

Tabnunua 5.194 — KomaHapl pexknuma KoHdurypuposaHua onepauum ICMP Echo

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO

YcTaHOBUTb YacToTy BbinoaHeHua ICMP Echo-onepauuit B cekyHAaax.

frequency sec .
sec: (1..128)/60 cek - sec — YacToTa BblnosHeHusA ICMP Echo-onepauuii B cekyHaax.

no frequency YCTaHOBWTb 3Ha4YeHWe YacToTbl MO YMONYAHMIO.

YcTaHOBUTL TaimayT onepaumm ICMP Echo B munancekyHaax.
timeout msec msec: (1..3600000)/1000 - msec — d4actoTa BbinonHeHna ICMP Echo-onepauuit B

Mmc MUAINCEKYHAAX.

no timeout YCTaHOBWTb 3HaYeHWe TalMayTa Mo YMONYAHWUIO.

request-data-size bytes

YcTaHOBUTL Kou4yecTBO 6aiiT, nepegaBaembix B ICMP-nakete B
KauecTBe JaHHbIX (payload).

bytes: (1..1432)/56 Gaiir - bytes — KonmyecTBo 6alT.

no request-data-size YCTaHOBWTb 3Ha4YeHWe KonnyecTsa 6aT No yMoaYaHuIo.

YcTaHOBUTL 3HayeHue 6Gaiita Type of Service, nepepatoweroca B
3arosioBke IP-naketa B none Differentiated Services Field.

tos byte o . . .
y byte: (1..255)/0 - byte — 3HauyeHue banta Type of Service B none Differentiated
Services Field.
no tos YcTaHOBUTL 3HaueHue b6aiTa Type of Service no ymonyaHuto.
tag strin 3a/aTb TEKCTOBLINM Ter A8 onepauuu.
g g string: (1..63) cumBonos A o & Pt
no tag Y6paTb TEKCTOBbIN Ter.

[na HopmanbHoOro BbinonHeHus onepauumn ICMP Echo pekomeHAayeTcA ycTaHAaBAUBATD 3Ha-
yeHue YacToTbl BbINOJIHEHUA onepaunmn 601bwKMM, Yem 3HAUEHUE TallMayTa onepauuu.

Mpumep BbIBOAA CTaTUCTMKKU ans onepaumm ICMP Echo:

IP SLA Statistics for Index 12
Operational state of entry: Active
Type of operation: icmp-echo
Latest operation return code: OK
Latest latency value: 7 ms
Latency values:
Number of operations: 2182
Latency Min/Avg/Max: 1/6/18 ms
Number of successes: 2178
Number of failures: 4
Failed operations due to TimeOut/Unable Send/Bad Reply: 4/0/0
Failed operations due to Unreachable Net/Host/Protocol: 0/0/0
Failed operations due to Exceeded TTL/Time of reassembly: 0/0

roe:
— Latest operation return code — Ko 3aBepLleHUs nocnegHel BbINOJIHEHHOW onepauun:

= OK — ycneuwHoe 3aBepLieHne NpeablayLel onepaunm;
"  Fagiled — HeyaayHoe 3aBeplUEHME NoceaHel NONbITKA U3MEPEHWS.

— Latest latency value — 3HayeHWe nociefHero ycnewHo M3MepeHHOro nepuoaa BpeMeHU
npoxoxaeHua ICMP-nakeTa.

—  Number of operations — Konn4ecTBoO NPOBeAEHHbIX 3aMyCKOB ONepauun.

192
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— Latency Min/Avg/Max — MWHMMa/bHOE, CPeAHEe M MaKCMMa/ibHOE 3HaYyeHWUA BPemeHM
NPOX0XAEHMWA NaKkeTa, NOACYNTAHHbIE 33 BPEMSA XKU3HU onepaumu.

— Number of successes — KONNMYECTBO YCMELIHO 3aKOHYEHHbIX onepauuin.
—  Number of failures — KonnyecTBo HeyAauYHO 3aKOHUYEHHbIX ONepayuii.

— Failed operations — CcY€TYMKM, OTOOpaXKaloLWMe KOANYECTBO U3MEPUTE/IbHbIX onepauui,
3aKOHYMBLUMUXCA C COOTBETCTBYHOLWMM KOAOM OLLINBKMN.

5.25.2 Onepauyusa UDP litter

Kaxpas onepauma UDP Jitter HMUMMpPYeET OTNpPaBKY MNOCNeA0BaTE/IbHOCTU M3 HecKosbKkux UDP-
naketos. [locnefoBaTenbHOCTb XapaKTepu3yeTcA TaKMMM nNapameTpamu, KaK KOAMYEeCTBO MNAKETOB B
nocnefoBaTe/IbHOCTU U BPEMEHHOM MPOMEXKYTOK MexKay oTnpasBaeHuMaMU. OCHOBHOM M3mepsemMon
XapaKTEPUCTUKOM ABNAETCA OKUTTEP — USMEHEHUE MEXKNAKETHOIO BpEMEHHOro MHTepBana. Onepauns UDP
Jitter Tak)Ke no3BonAeTr MImMepATb OBYCTOPOHHEE W OOHOCTOPOHHEEe BPEeMA MPOXOXAEHMA MaKeToB OT
OTNpaBUTENA K NoJlydaTento u obpaTtHo.

' Onepauusa UDP litter TpebyeT noanepKKn Ha yaanéHHom ycTpoiictee ¢pyHKUMOHana IP SLA
° M He COBMeCTMMa C YyCTPOCTBaMM APYrux NnpousBoguTenei.

' Dna nsmepeHusa spemeHun npoxoxxkaeHna UDP-nakeToB B 04HY CTOPOHY Heobxoauma Tou-
° HasA CUHXPOHM3ALMA YAacoB HA OTNPABAAIOLLEM M NPUHMMAIOLLEM YCTPOMCTBAX.

MNepen co3gaHuem onepauum UDP Jitter Heobxoanmo BbinoIHUTL HacTpoiKky UDP-noptoB gns IP SLA
Responder Ha yaanéHHOM yCTpPOMCTBE, C KOTOPbIM NpoucxoamuT obmeH naketamu. 3tot UDP-nopt cneayet
yKasaTb Npu co3gaHum onepaumm UDP Jitter B KauecTBe nopTta HasHayeHus.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOW CTPOKMK pexxunma rnobanbHon KoHbUrypaumm:
console (config) #

Tabnunua 5.195 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

KomaHoa 3HaveHue HAelicmeue

Bkntountb IP SLA Resonder v ycTaHOBWTb MpPOCAYLIMBAEMbI
nopt ana onepaumu UDP litter.
port: (1..65535) - port — HOMep nopTa.

ip sla responder udp_jitter
port

no ip sla responder

.. OTkAtoumnTs IP SLA Responder.
udp_jitter

KomaHObI pexcuma co30aHusa onepayuli IP SLA

Bunpa 3anpoca KOMaHAHOM CTPOKU B penume co3gaHua onepaumit IP SLA:

console (config-ip-sla) #
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Tabnumua 5.196 — KomaHabl pexxmma co3gaHua onepaunii IP SLA

KomaHoa

3HavyeHue/3Ha4yeHue no
YMOAYAHUIO

Aeilicmeue

udp-jitter target-address
target-port [source-address
source-address] [source-
port source-port] [num-
packets num-packets]
[interval interval]

target-port: (1..65535);
source-port:
(1..65535)/61040;
num-packets: (1-1000)/10
nakeTos;
interval: (1-60000)/20 mc

Co3patb onepauuto UDP litter.

- target-address — |Pv4-agpec, Ha KoTopbiit 6yayT
otnpasnatbca UDP-nakeTbl;

- target-port — UDP-nopT Ha3HayeHWs, AOKEH cOoBNagaTtb C
UDP-nopTom, HacTpOeHHbIM Ha pecnoHaepe;

- source-address — |Pv4-agpec, noAcTaBAsfWMACA B
3aronoBoKk UDP-nakeTa;

- num-packets — konnyectso UDP-nakeToB B KaxaoM
nocnefoBaTeIbHOCTH;

- interval — BpeMeHHOM NPOMEXKYTOK MeXay NakeTamun B

nocneanoBaTesibHOCTH.
’ NapameTpbl KOMaHAbl «udp-jitter» moryT 6biTb ONpegeneHbl TONbKO NPU CO34aHUMN onepa-
e LMW U He[OCTYNHbI ANA Aa/ibHENALEero pegakTMpoBaHua. Ana 3a4aHuA Apyrux napameTpos

Heo6X04MMO YAa/INTb CYLLLECTBYIOLLLYIO ONEPALUIO U CO34aTb HOBYIO.

KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu UDP Jitter

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypnposaHua onepaumm UDP lJitter:

console (config-ip-sla-udp-jitter) #

Tabnunua 5.197 — KomaHapl pexknuma KoHdurypmposaHua onepaumnmn UDP Jitter

KomaHoa

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

frequency sec

no frequency

sec: (1..128)/60 cek

YCTaHOBWUTb 4acTOTy BbiMosHeHWMA onepauun UDP litter B
CeKyHAaax.
- Sec — 4yacToTa BbiNosHeHus onepaunn UDP Jitter B cekyHaax.

YCTaHOBWUTb 3HaYeHMe YacToTbl NO YMO4aHUIO.

timeout msec

no timeout

msec: (1..3600000)/1000
mc

YcTaHoBUTL TaliMayT onepaumu UDP Jitter B mMuanncekyHaax.
- msecs — 4acToTa BbinosHeHuAa onepauun UDP litter B
MWUAIMCEKYHAAX.

YCTaHOBUTb 3HAYEHME TaliMayTa No YMONYAHUIO.

request-data-size bytes

no request-data-size

bytes: (20..1432)/30 6aint

YcTaHOBUTbL Konn4yecTso 6aiT, nepegasaembix B UDP-nakete B
KayecTtse AaHHbIX (payload).
- bytes — KonuyecTso 6alT.

YCTaHOBUTb 3HaYeHUe Koanyectsa 6anT no YMON4YaHUIO.

YcTaHOBUTL 3HaYeHue bavita Type of Service, nepegatoLerocs
B 3aronoske IP-naketa B none Differentiated Services Field.

tos byte . . . .
y byte: (1..255)/0 - byte — 3HaueHue baiite Type of Service B none Differentiated
Services Field.
no tos YcTaHOBUTL 3HaYeHue baliTa Type of Service No yMoN4YaHuio.
: 3a/aTb TEKCTOBbIV Ter AN onepaLuu.
tag string X p,' . A pau
string: (1..63) cumBonoB - string — TEKCTOBbIV Ter.
no tag Y6paTb TEKCTOBbIN Ter.
l Ana HopmanbHOro BbinosnHeHuA onepaumu UDP Jitter pekomeHayetca ycTaHaBAMBaTb
e BpeéMeHHbIle napameTpbl onepauuu, uncxoagna un3 caepyiwouiero COOTHOWEeHUA:

frequency > (interval * (num-packets — 1)) + timeout

Mpumep BbIBOAA CTAaTUCTMKM anAa onepaummn UDP Jitter:

IP SLA Statistics for Index 2

Operational state of entry: Active
Type of operation: udp-jitter
Latest operation return code: OK
Latest latency value: 7 ms
Latest lost packets count: 0
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Latency two-way values:
Number of Latency two-way samples: 455
Latency Min/Avg/Max: 5/7/24 ms
Latency one-way values:
Number of SD Latency samples: O
Number of DS Latency samples: 0
Source to Destination Latency one way Min/Avg/Max: 0/0/0 ms
Source to Destination Latency one way Sum: 0 ms
Destination to Source Latency one way Min/Avg/Max: 0/0/0 ms
Destination to Source Latency one way Sum: 0 ms
Jitter values:
Source to Destination positive jitter Min/Avg/Max: 1/2/20 ms
Source to Destination positive jitter Num/Sum: 272/706 ms
Source to Destination negative jitter Min/Avg/Max: 2/3/6 ms
Source to Destination negative jitter Num/Sum: 91/311 ms
Destination to Source positive jitter Min/Avg/Max: 1/2/17 ms
Destination to Source positive jitter Num/Sum: 96/241 ms
Destination to Source negative jitter Min/Avg/Max: 1/1/6 ms
Destination to Source negative jitter Num/Sum: 29/46 ms
Packet Loss values:
Out Of Sequence: 0
Number of successes: 91
Number of failures: 0
Operations failed due to TimeOut/Unable Send/Bad Reply: 0/0/0
Operations failed due to Unreachable Net/Host/Port/Prot: 0/0/0/0
Operations failed due to Exceeded TTL/Time of reassembly: 0/0

Cratuctuka OAHOCTOPOHHEroO NPpoxXoXxaeHnA NakeTtoB MoXKeT 6bITb nycTta n3s-3a oTCcyTcrBuA

e ‘ CUHXPOHU3aLU N BpeMeHU Ha yCTpOﬁCTBaX U BO3HUKHOBEHUNA HEKOPPEKTHbIX 3HAYEeHUA.

roe:

Latest operation return code — Kop, 3aBepLlUeHMA nocaegHen BbINOJHEHHON onepaymm:

=  OK — ycnewHee 3aBeplleHMe NpeabiayLien onepaunu;

"  failed — HeypgayHoe 3aBepLlUEHME NocAeaHeN NONbITKU U3MEPEHMUS.
— Latest latency value — 3HayeHuWe nocnefAHelN YCNEWHO W3MepPeHHOW ABYCTOPOHHEN
3a4EPKKMN.

— Latest lost packets count — 3Ha4YeHWe cyeTYMKa NOTEPb B Npesenax o4HOM Npobbl.

— Latency two-way values — cTaTUCTUKa U3MEPEHUS ABYCTOPOHHENO BPEMEHMU MPOXOXKAEHUA
nakeTos.

— Latency one-way values — cTaTUCTUKa n3mepeHna ogHOCTOPOHHEro BpeMeHU NpPoXoxXaeHnA
NaKeToB:

= SD — oT oTnpaBuTens K nosyvatento (source-to-destination);
= DS — oT nony4yatens K otnpasutento (destination-to-source).

— Jitter values — cTaTUCTMKa namepeHna OAHOCTOPOHHEro OXXUtrtepa. OTpenbHoO Y4YUTbIBALOTCA
NONOXUTENIbHbIE U OTPUUATENIbHbIE 3HAYEHUA OXUTTEPA B KaXK40M U3 HaI'IpaBJ'IeHMf/‘I.

— Out Of Sequence — KONMYECTBO NAKETOB, BEPHYBLLMXCA BHE oYepeaMm.
—  Number of successes — KOANYECTBO yCNELWHO 3aKOHYEHHbIX Onepaumii.
—  Number of failures — KonnyecTBo HeyAauYHO 3aKOHUYEHHbIX ONepauuii.

— Failed operations — Cc4Y€TYMKK, OTOBpaXKalOWME KOAMYECTBO M3MEPUTE/bHBIX Onepauuit,
3aKOHUMBLUMXCA HEYAauyHO C COOTBETCTBYHOLLMM KOLOM OLUMBKM.
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5.26 Hactpoiika Green Ethernet

Green Ethernet — TexHosnorva, nNo3sonAwLLAaA CHM3UTbL 3HepronoTpebsieHne ycTpoicTBa 3a cyer
OTK/IIOYEHUA MUTAHMA O/19 HEAKTUBHbIX 3/1EKTPMYECKMX MOPTOB U M3MEHEHMA YPOBHA MepenasBaemoro
CUrHana B 3aBUCMMOCTM OT A/IMHbI Kabens.

KomaHObI pexcuma 2106asa6H020 KOHU2YypUpOo8aHUS

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106a1bHOro KOHGUrypuposaHus:
console (confiqg) #

Tabanuya 5.198 — KomaHapl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HayeHue Aelicmeue
green-ethernet energy-detect BkAtovaeT saHeprocbeperatowmii peskum ANs HeaKTUBHbIX Nop-
TOB
-/BKOYEH —
no green-ethernet OTKAtOYaET aHeprocbeperaowmii PeXKUM ANA HEAKTUBHDBIX
energy-detect noptos
green-ethernet short-reach BKntoyaeT sHeprocbeperatowmii pexxmm a8 nopToB., K KOTo-

pbIM NOAK/IIOYAIOTCA YCTPOMCTBA C A4/IMHOW Kabena nogkatoue-
HWA MeHbLLE NOPOroBOro 3Ha4eHMs, ycTaHaBIMBAaEMOro C no-

-/BKnioveH MolLLbio KomaHapl green-ethernet short-reach threshold
no green-ethernet short-reach OTKAoYaeT aHeprocbeperaoLwmii peKMm Ha OCHOBaHUM
O/MHbI Kabens
green-ethernet short-reach value: (0..70 meT- YcTaHaBAVWBaeT NOPOroBoe 3HauyeHue 419 sHeprocbeperato-
threshold value pos)/40 wero pexvma short-reach.
no green-ethernet short-reach Bo3BpaluaeT HaCTPOMKM NO YMONYAHUIO

threshold

KomaHObI pexcuma KoHgu2ypuposaHuUsa UHmepagelica

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHPUrypmposaHua nHtepoeliica Ethernet:
console (config-if) #

Tabnunua 5.199 — KomaHapl pexknuma KoHdurypuposaHua nHtepdeica Ethernet

KomaHoa 3HayeHue Aelicmeue
green-ethernet energy-detect BkntoyaeT sHeprocbeperatowmii pexxum ana nHtepoeiica.
no green-ethernet energy-de- -/BKAtOYEH OTKAtoYaeT sHeprocbeperaowmnin pexxum ana nHtepdeiica.
tect
green-ethernet short-reach BKntoyaeT sHeprocbeperaowmii pexxMum Ha OCHOBaHWKN AJ/IUHbI
Kabens.
-/BKAtOYEH —
no green-ethernet short-reach OTKAtoYaeT sHeprocbeperamwmii peKMm Ha OCHOBaHUM
ONWHbI Kabens.
green-ethernet short-reach force MepmaHeHTHO BK/tOYaeT sHeprocbeperamowmii pexxum ans
nopra.
-/BbIK/IOYEH —
no green-ethernet short-reach MepmaHeHTHO BK/tOYaeT aHeprocbeperatowmii pexxum ana
force nopra.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnunua 5.200 — KomaHapl pexuma Privileged EXEC

KomaHoa 3HaveHue

Aeilicmeue

show green-ethernet [giga-
bitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OTob6parkaeT cTaTUCTUKY green-ethernet.

green-ethernet power-me-
ter reset

C6paCbIBaeT CYHETYHUK U3MEPUTENA MOLLLHOCTU.

[pumepbl 8b1M0MAHEHUA KOMAHO

=  OT06pasuTb CTaTUCTUKY green-ethernet:

console#show green-ethernet

Energy-Detect mode: Enabled
Short-Reach mode: Enabled
Power Consumption: 91% (12.14W out of maximum 13.33W)
Cumulative Energy Saved: 1 [Watt*Hour]
Short-Reach cable length threshold: 10m
Port Energy-Detect Short-Reach
Admin Oper Reason Admin Force Oper Reason
gil/0/1 on off LU on off on
gil/0/2 on off LU on off on
gil/0/3 on off LU on off on
gil/0/4 on off LU on off on
gil/0/5 on off LU on off on
gil/0/6 on off LU on off on
gil/0/7 on off LU on off on
gil/0/8 on off LU on off on
gil/0/9 on off LU on off on
gil/0/10 on off LU on off on
gil/0/11 on off LU on off on
gil/0/12 on off LU on off on
gil/0/13 on on on off off LD
gil/0/14 on off LU on off off LL
gil/0/15 on off LU on off off LL
gil/0/16 on off LU on off off LL
gil/0/17 on off LU on off off LL
gil/0/18 on off LU on off off LL
gil/0/19 on off LU on off off LL
gil/0/20 on off LU on off off LL
gil/0/21 on off LU on off off LL
gil/0/22 on off LU on off off LL
gil/0/23 on off LU on off off LL
gil/0/24 on off LU on off off LL
gil/0/25 on off LT on off off LT
gil/0/26 on off LT on off off LT
gil/0/27 on off LT on off off LT
gil/0/28 on off LT on off off LT

VCT Cable
Length (m)

O O DD DD D O

60
60
59
60
59
59
61
60
59
60
11
12
11
11

LU — nHTepdelic Haxoantcsa B coctoaHmm UP.
LD — nHTepdeiic Haxoantca B coctoaHMm DOWN.

LL — pnvHa Kabens, NOAKNOYEHHOTO K MHTepdelicy NpeBbIWaeT NOPOroBoe 3HaYeHume.

LT — nHTepdeic ABnseTca ONTUYECKUM.
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5.27 dnektponutaHue no amHuam Ethernet (PoE)

Mogenun KommyTaTopoB ¢ cybdurKcom ‘P’ B 0603HaYEHUN NOAAEPHKUBAIOT SNEKTPONUTAHUE YCTPOMNCTB
no nnHum Ethernet B cootseTcTBMM € pekomeHaaumamm IEEE 802.3af (PoE) n IEEE 802.3at (PoE+). Konnuyectso
nopToB, NoAAepKuBatoLwmnx POE n makcumanbHas cyMmapHasa MOLLHOCTb 31EKTPONUTaHUA BapbUPYOTCA ANA
pasHbix mogenen. MNoapobHble cBEAEHUA MO KaxKA0 MOAe I KOMMYTaTopa MOMHO HaWTU B noAapasaene
2.3.

KomaHObI pexcuma 2106016H020 KOHU2YPUPOBAHUSA

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume rnobanbHOro KOHGUrypmpoBaHUs:
console (confiqg) #

Tabnnua 5.201 — KomaHapl pexxknuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/ 3HayeHue no

KomaHoa Aelicmeue
yMOAYaHUO
power inline limit-mode Bblbop perKrMma orpaHMUYEHMA MOLLHOCTM 3NEKTPONUTAHMUA.
{port | class} - port — orpaHuYeHue ycTaHaB/MBAETCA Ha OCHOBaHMM agMu-
-/class HUCTPATUBHbIX NAPaMeTpPOB NopTa;

- class — orpaHuyeHmne ycTaHaBAMBaETCA HAa OCHOBAHMM Kiacca
NOAKAOYEHHOTO YCTPOMCTBA.

power inline us-
age-threshold percent

YcTaHaBAMBaeT nopor noTpebaaemoit MOLHOCTH, NPU KOTOPOM
dopmupyeTcs MHGopmaumoHHoe coobueHme (snmp trap) o

percent: (1..99)/95 npeBbIWeHUn nopora.

no power inline us-

BoccTaHaB/IMBaET 3HaYeHWe NOPora Nno YMONYaHUIo.
age-threshold p y

PaspeweHne dopmupoBaHmne MHPOPMaLNOHHbIX CO0bLLEHMI
ana noacuctemol PoE.

power inline traps enable

no power inline traps ena- — Bo3BpalyaeT HaCTPOMKM K NapameTpam Mo YMOAYaHUIo
ble Mo ymonyaHuto oTnpaBka MHGOPMALMOHHBIX COOBLLLEHWI 3a-
npeweHa.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPurypmposaHua nHtepoeliica Ethernet:

consolet#configure
console (config) #interface {fastethernet fa port| gigabitethernet gi port}
console (config-if) #

Tabanua 5.202 — KomaHapl pexxuma koHdurypuposaHua nHtepoeica Ethernet

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

KomaHZa ycTaHaBAMBaeT peXkum paboTbl CUCTEMBI 3N1EKTPONU-
TaHWA Ha MHTepdeiice.

- auto — paspewaetr paboTy MNpPOTOKONa OBHapyKeHus
PoE-ycTpoicTB Ha MHTepdeiice 1 BKAOYAET NOAAYY 31EKTPONMU-
TaHWA Ha HTepdelic;

- never — 3anpewgaeT paboTy NPOTOKONa OBHapy:KeHus
POE-ycTpoOMCTB Ha MHTepdeiice U OTKAOYAET Nogavy 31eKTpo-
nUTaHuA.

power inline {auto | never} -/auto

power inline powered-de-
vice pd_type

no power inline pow-
ered-device

pd_type:(1..24 cumBso-
noB)/He 3agaHo

[ob6aBnseT npomsBosbHOe onucaHue PoE-ycTpolicTea Ans no-
MOLLM B aAMUHUCTPUPOBAHUN YCTPOMCTBA.

Ypansaert paHee 3agaHHoe onncaHue PoE -ycTpolicTea .
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power inline priority {criti-

cal | high | low} -/low

no power inline priority

3apaéT npuopuTeT HTepdeinca PoE npu ynpasneHnn snekTpo-
nuTaHuem.

- critical — ycTaHaBAMBaeT HaMBbICLLIMI NPUOPUTET I1IEKTPONU-
TaHWA. DNeKTponMTaHue NOPTOB C TaKUM npuoputeTom byaer
npeKpawaTbca B NOC/eAHIO0 ovepeb Npu neperpyske cu-
ctembl PoE;

- high — ycTaHaBiMBaeT BbICOKUI NPUOPUTET 3/1EKTPONUTAHMSA;
- low — ycTaHaBAWBaeT HU3KUI NPUOPUTET INEKTPONUTAHUA.

BoccTaHaBnMBaeT NPMOPUTET MO YMOIYAHUIO.

power inline limit power

power: (0..30000)/30000

- A MBT
no power inline limit

HasHauyaeT npegen MOLWHOCTU 3N1EKTPONUTaHUA AN Bbl6paH-
Horo noprta.

BoccTaHaBnMBaeT npegen MOLWHOCTM MO ymoa4aHuto ( no
YMO/IYQHUIO YCTaHABIMBAETCA MAaKCUMa/bHbIV Npeaen MOLHO-
CTM 3/1EKTPONUTAHWUA).

KomaHOb1 pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 5.203 — KomaHapl pexuma Privileged EXEC

KomaHoa 3HaveHue

Aelicmeue

show power inline [giga-
bitethernet gi port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OTOb6parkaeT COCTOAHME INEKTPOMMUTAHUA BCEX MHTEPdENCOoB,
NOAAEPHKMBAIOLLMX NUTaHME NO NMHWUM POE, MM TONBKO Bbi-
6paHHOro uHTepdeliica.

show power inline con-
sumption [gigabitethernet
gi_port | fastethernet
fa_port]

OTOb6parkaeT XapaKTepUCTUKN NOTpebeHNA MOLHOCTU BCeX
PoE-nHTepdelicoB ycTpoicTBa UM TONBKO BbIBPAHHOTO UH-
Tepdelica.

show power inline version

OTob6parkaeT BEpCHIO MPOrpaMmMHOro obecneyeHna KOHTPOI-
nepa nogecucrtemsl PoE.

[pumepbl 8b1M0MAHEHUS KOMAHO

= [loKas3aTb COCTOAHME 3/IEKTPONUTAHUA BCEX MHTEPPENCOB YCTPOCTBA

consolef#show power inline

Port based power-limit mode
Unit Power Nominal Consumed
Power Power
1 On 300 Watts 50 Watts (17%)
2 Off 1 Watts 0 Watts (0%)
3 Off 1 Watts 0 Watts (0%)
4 Off 1 Watts 0 Watts (0%)
Port Powered Device State
gil/0/1 IP Phone Model A Auto
gil/0/2 Wireless AP Model A Auto
gil/o0/3 Auto

Usage Traps Temp (C)
Threshold
95 Disable 0
95 Disable 0
95 Disable 0
95 Disable 0
Status Priority Class
On High Class0
On Low Classl
Off Low N/A
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" [OKa3aTb COCTOAHME 3/1EKTPONMUTAHNA BbIBPAaHHOrO MHTEpPdElica

consolef#show power inline gil/0/1

gil/0/1 IP Phone Model A Auto On High ClassO

Time range:

Power limit (for port power-limit mode): 30W

Port Status: Port is on - valid capacitor/resistor detected
Overload Counter: 0

Short Counter: 0

Denied Counter: 0

Absent Counter: 0

Invalid Signature Counter: 0

OnucaHne otobpaXkaemMbix NapaMeTpPoB 3/1EKTPONUTAHMA NPUBEAEHO B TabanLe.

Tabnunua 5.204 — MapameTpbl CTaTyca 3/IEKTPONUTAHUSA

Power CraTyc nogcuctembl anekTponutaHma PoE.

Nominal Power HomunHanbHaA MOLWHOCTb UCTOYHMKA NUTaHUA noacuctemol PoE.

Consumed Power N3mepeHHoe 3HaYeHWe NoTpebaaemMolt MOLLHOCTH.

Usage Threshold MoporoBoe 3HayeHMe NoTpebAAeMol MOWHOCTH, NPU KoTopom dopmupyeTca MHoOpMaLU-
OHHOEe cooblueHune (snmp trap) o NnpesblLEHUN Nopora.

Traps OTobparkaeT paspelueHne popmmuposaHme MHGOPMALIMOHHBIX COOBLLLEHWA.

Port 0O603HauveHne UHTepdeica KommyTaTopa.

Powered device OnwucaHwue PoE-ycTpoitctsa.

State AOMWHUCTPATUBHOE COCTOSIHUE 3NEeKTPONUTaHWA NopTa. Bo3moKHble 3HaYeHMAa — auto u
never.

Priority MpuopuTeT ynpaBaeHUs 31eKTPONMTaHMEM NopTa. Bo3amoxkHble 3HayeHua — critical, high,
low.

Status OnepaTnBHOE COCTOAAHUE 3/IEKTPONUTAHUA NopTa. Bo3mMoXKHble 3HaveHus:

Off — nuTaHMe NopTa BbIKAOYEHO aAMUHUCTPATUBHO;

Searching — nuTaHWe NopTa BKAOYEHO, OXKNAAHME NOAKNOYEeHNA POE-yCTPOMNCTBa;

On — nuTaHMe NopTa BKAKOYEHO M eCcTb NpucoeamHeHHHoe POE-ycTpoicTBo;

Fault — aBapus nuTaHua nopTa. POE-yCcTPOMCTBO 3aNpoCKI0 MOLLHOCTL BOAbLLYIO, YeM A0-
CTYNHO UK notpebaseman POE-yCTPOCTBOM MOLLHOCTb NPeBbICKAA 3a4aHHbIN Npegen.

Classification Knaccudukauma noaKaoUyeHHOro ycTpoinctea B cooTeetcTeum ¢ IEEE 802.3af, IEEE 802.3at.
Overload Counter CyeTuynK KoNNYecTBa C/ydaeB Neperpyskn no 3NEeKTPONUTaHuUIo.

Short Counter CYeTumK cly4aeB KOPOTKOTO 3aMblKaHUA.

Denied Counter CyeTumk cnyyaes OTKasa B NOAaYe 3/1€KTPONUTAHUA.

Absent Counter CYeTUMK CnyyaeB NpPeKpaLLeHUs 3NEKTPONUTAHUA N3-3a OTKOYEHUA MMTAEMOrO YCTPOMUCTBA.

Invalid  Signature | CyeTuymk oWMBOK KnaccudmrKaLmm NoaKAoYeHHbIX POE-ycTpolicTs.
Counter

5.28 dyHKuuK obecneyeHns 6esonacHocTH

5.28.1 PyHKUMM 0becneyeHnA 3aWUTbI NOPTOB

C uenbto NoBblleHUA 6e30MacHOCTM B KOMMYTATOpe CyL,eCTBYeT BO3MOMKHOCTb HAaCTPOUTb KaKoM-
nMbo MopT TakK, YToBbl AOCTYN K KOMMYTATOpy 4yepe3 3TOT MOPT NPeaoCTaBAAACA TO/IbKO 3a4aHHbIM
ycTpoiictBam. PyHKLMA 3alLMTbl MOPTOB OCHOBaHa Ha onpeaeneHmn MAC-aapecos, KOTOPbIM paspellaeTcs
poctyn. MAC-agpeca mMoryT 6biTb HacTPOEHbl BPYYHYHO WAM MU3yYeHbl KOMMyTaTopoMm. llocne m3ydeHus
HeobXoAMMbIX aApecoB MoOpT caeayeT 3abAOKMPOBaTb, 3alMTMB €ro OT MNOCTYNAeHMA NaKeToB C
HeunsydeHHbIMK MAC-agpecamu. Taknm obpasom, Koraa 3ab10KMPOBaHHbIM NOPT Noay4Yaer naket, u MAC-
aflpec UCTOYHMKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3UPYETCA MEXaHWU3M 3aLLMTbI, B 3aBUCMMOCTM OT
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KOTOPOro MoryT ObiTb MPUHATbI CAeaytowme Mepbl: HECAHKLMOHUMPOBAHHbIE MAKeTbl, NMOCTynatowme Ha
3a0/10KMPOBAHHbIM NOPT, NepecbiNatoTcs, 0TOpacbkIiBatoTCA, MO0 Ke NOPT, MPUHABLLMIA NAKET, OTKAKYaeTCA.
dyHKUMA 6e3onacHocTn Locked Port nosBondeT coxpaHuTb CAMCOK M3ydeHHbIx MAC-agpecoB B ¢daine
KoHduUrypaummn. Takum ob6pasom, STOT CMMCOK MOXKHO BOCCTaHOBUTb NOCAE Nepe3arpy3Kn yCTPOMncTBa.

CywectByeTt orpaHMyeHue Ha Koaunyecrso MAC-aapecoB, KOTOpOe MOKET U3yUUTb NOPT, UC-
nonb3yowmii GyHKLMIO 3aWmTbl. Ana KommyTaTtopa MES1024/MES1124/MES2124 370 orpa-
HU4YeHue paBHo 128 agpecam Ha noprT.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
uHmepdgelica 2pynmnsl MOPMos

BuAa 3anpoca KOMaHAHOM CTPOKM B pPexKMMe KOHPUrypmposaHua nHtepoeica Ethernet, nntepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.205 — KomaHabl pexxuma KoHpurypmposaHus nHtepdeiica Ethernet, rpynnbl nHTepdeiicos

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmesue

port security max num
num: (0...1024)/1

no port security max

3agaeT MakcumanbHoe KonmyectBo MAC-agpecos, KoTopoe
MOXET U3y4YnTb NOpPT.

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

port security routed se-

cure-address MAC ®opmar MAC agpeca:
no port security routed se- H.H.H, H:H:H:H:H:H,
P v H-H-H-H-H-H

cure-address

YcTaHaBAMBaeT 3aWmLLeHHbIi MAC-agpec.

Ypansaet sawmweHHbii MAC-agpec.

port security

port security forward
[trap trap]

port security discard

[trap trap] trap: (1..1000000) cek

port security discard-shut-
down [trap trap]

port security trap trap

no port security

BKAtoyaeT pyHKLMIO 3aLLMTbI Ha MHTepdelice. BroKupyeT PpyHK-
LMIO M3yYeHUs HOBbIX afpecoB ana uHtepdelica. MakeTobl € He-
nsyyeHHbiMn MAC-agpecamm UCTOYHMKA oTOpacbiBatoTca. Ko-
MaHAa aHasorMyHa komaHgae port security discard.

BktoyaeT PpyHKUMIO 3aWwnThl Ha UHTepdelice. Bnoknpyet dyHK-
LMIO M3yYeHUs HOBbIX afpecoB ana uHtepdelica. MakeTobl € He-
nsyyeHHbIMM MAC-agpecamm UCTOYHWMKA NepechbiNatoTca.

BktoyaeT PpyHKUMIO 3aWwnThl Ha UHTEpdelice. Bnoknpyet dyHK-
LMIO M3yYeHUs HOBbIX afpecoB a/a uHTepderica. MakeTbl ¢ He-
nsyyeHHbIMUM MAC-agpecammn UCTOYHMKA OTOPACHIBALOTCA.

BrkntoyaeT GyHKUMIO 3aWmMTbl Ha MHTepdelice. BbikatoyaeT nopT
npu NOCTYN/JEHUN NaKeToB C HensyyeHHbIMM MAC-agpecamu.
MakeTbl ¢ HeusyyeHHbiMn  MAC-agpecamm  UCTOYHMKA
oTbpacbiBatoTCA.

3afaeT 4acToTy reHepupyembix coobuieHuin npotokona SNMP
NPy NOCTYNAEHUN HECAHKLIMOHUPOBAHHbIX MAKETOB.

BbiktoyaeT GpyHKLUMIO 3alUmTbl Ha UHTepdelice.

port security mode
[max-addresses | lock | se-
cure]

-/lock

no port security mode

3agaeT peum orpaHuyeHua wusydyeHua MAC-agpecos AnA
HacTpanBaemoro nHTepdeica.

- max-addresses — yzanfeT Tekylue AUMHAMUYECKU U3YyYeH-
Hble aApeca, cBA3aHHbIe C UHTepdeicom. PaspelueHo nlyyeHume
MaKCMManbHOro Ko/iMyecTBa agpecoB Ha nopTy. MosTopHoe
M3yYeHne U CTapeHne paspeLleHbl.

-lock — coxpaHfAeT B KOHPUrypaLMIO TeKkylime AUHAMUYECKU
M3yYeHHble afpeca, CBA3aHHble C MHTepdeincom 1 3anpeLiaeT
obyyeHue HOBbIM apecam U CTapeHMne yxKe U3yYeHHbIX agpe-
coB.

- secure — HacTpamBaeT CTaTUYECKOEe OrpaHUYeHne U3ydyeHus
MAC-agpecoB Ha nopTy.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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port security mode secure
{permanent | delete-on-re-
set}

no port security mode se-
cure

- permanent — yaanseT TeKywue AMHAMUYECKU U3ydeHHble
afpeca, cBsA3aHHble ¢ uHTepdelicom. PaspeleHo wu3yyeHue
MaKCMManbHOrO KOJIMYecTBa afpecoB Ha nopty. MoBTopHoe
u3yyeHue 1 cTapeHme 3anpeleHbl. MAC-aapeca He yaanatoTtcs
nocse nepesarpysku.

- delete-on-reset — ypanaet Tekywme AMHAMUYECKN U3YYeH-
Hble afpeca, CBA3aHHble c uHTepdeiicom. PaspelueHo nsydexHve
MaKCMManbHOrO KO/JMYecTBa aApecoB Ha nopty. MoBTopHoe
u3yyeHue U cTapeHue 3anpelieHbl. MAC-agpeca ygansatoTrca
nocse nepesarpysku.

-/lock

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanua 5.206 — KomaHabl pexknuma EXEC

KomaHda

3HauyeHue Aeiicmeue

show ports security {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}

MoKasbiBaeT HacTPoWKkn GyHKUMKM 6e3onacHOCTU Ha BblbpaH-

gi_port: (1..3/0/1..28); HOM NHTEpbeiice.

fa_port: (1..3/0/1..24);
group: (1..16)

show ports security addresses
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

MoKasbiBaeT TeKyLMe AMHaMUYecKMe agpeca Ana 3ab610KNpo-

gi_port: (1..3/0/1..28); BaHHbIX NOPTOB

fa_port: (1..3/0/1..24);
group: (1..16)

set interface active
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

AKTUBU3NpPYET UHTEPENC, OTKNIOYEHHDbIN PYHKLMEN 3aLWmnThl
nopta (KOMaHAa AOCTyNHa TO/IbKO ANA NPUBUNETMPOBAHHOIO
nosb3oBaTens).

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

[pumepbl 8b1M0MHEHUS KOMAHO

= Bratountb GyHKUMIO 3aWwmMTbl HA 15 nHTepdeiice Ethernet. YcTaHOBUTL orpaHnyeHune Ha nsy-
yeHue noptoB — 1 nopt. NMocne nsyyeHns MAC-agpeca 3a610KMpPoOBaTb GYHKUMIO U3yYeHUA
HOBbIX agpecoB Ana uHTepdelica c uenbio oT6POCUTb NaKeTbl ¢ HensyyeHHbIMmKM MAC-agpe-
CaMM UCTOYHMKA. CoxpaHuTb B $paina U3yyYeHHbIN agpec.

consolet#configure

console (config) #interface gigabitethernet 1/0/15
console (config-if) #port security mode secure permanent
console (config-if) #port security max 1

console (config-if) #port security

= [loaKNtouYUTb KAMEHTa K nopTy 1 usyuntb MAC-agpec.

console (config-if) #port security discard
console (config-if) #port security mode lock

202

Ethernet-kommymamopsi MES1000, MES2000



HELTEX

5.28.2 MNpoBepKa NOANMHHOCTU KIMEHTA Ha OCHOBe nopTa (craHgapT 802.1x)

5.28.2.1 basoesas nposepKa nodauHHocMu

AyTeHTUdUKaumMa Ha ocHoBe cTaHaapTa 802.1x obecneymBaeT NpoBepKy NOAJANHHOCTM NOb30BaTeNEN
KOMMYyTaTOpa 4epe3 BHELWHWA cepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKAOYEH KAMEHT. TOonbKo
ayTeHTUPULMPOBAHHbIE WU aBTOPU3OBAHHbIE MOb30BATENM CMOTYT NepefasBatb M NMPUHUMATb OaAHHbIE.
MpoBepKa NOASIMHHOCTU NONb30BaTeel NOPTOB BbiNoHsAeTcA cepepom RADIUS nocpeactsom npoToKona
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPO8aHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnuya 5.207 — KomaHapl pexxuma rnobanbHOro KOHPUrypmposaHus

KomaHoa

3HayeHue/
3HayeHue o ymonya-
Huro

Aelicmesue

dotlx system-auth-control

no dotlx
system-auth-control

-/force-authorized

BkntoyaeT pexunm ayteHTuduMKaumm 802.1X Ha KommyTaTope.

BbIKk/toUYaeT pexxum ayteHTudUKaumm 802.1X Ha KommyTaTope.

aaa authentication dotlx de-
fault {none | radius} [none |
radius]

no aaa authentication dotlx
default

-/radius

3aaeT 04MH UK ABa METOAA NPOBEPKM NOAJMHHOCTU — aB-
Topusaumu 1 yyeta (AAA), ana ncnonb3oBaHuUa Ha UHTepdeit-
cax IEEE 802.1X.
- none — He BbINOHATb ayTEHTUDUKALMIO;
- radius — ncnonb3osaTb cnmMcok RADIUS-cepBepoB ans ayTeH-
TMdMKaLMKM Nonb3oBaTens.
BTopoii MmeToa, ayTeHTUPUKaLUU Ucnonb3lyeTca
V TO/IbKO B C/ly4ae, ec/lv No nepBomMy ayTeHTUdMKauua
6blna HeycneLwHoMn.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Buza 3anpoca KoMaHAHOM CTPOKM B pexume KoHPurypmposaHua nHtepdeliica Ethernet:

console (config-if) #

y

MNpoTtokon EAP (Extensible Authentication Protocol) BbinonHAeT 3agaumn gna ayreHTUPUKa-
UMM YyAANEHHOTO K/IMEHTA, NPU 3TOM Onpeaenaa MeXxaHU3mM ayTeHTUGUKaLUK.

Tabnunua 5.208 — KomaHabl pexxuma KoHpuUrypuposaHua nHTepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

dotlx port-control

{auto | force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized
range_name: (1..32) cum-
BoAa

Hactpaunsaet ayteHTUdmKaumio 802.1X Ha uHTepdelice. Paspe-
LUAeT PyYHOMN KOHTPO/Ib 3@ COCTOAHMEM aBTOPM3ALMU MOPTA.

- auto — ncnonb3oBatb 802.1X AN UISMEHEHUA COCTOSHUA
K/MEHTA MeXy aBTOPM30BaHHbIM U HEAaBTOPU30BaHHbIM;

- force-authorized — BbikntoyaeT ayTeHTUdMKaumio 802.1X Ha
nHTepoerice. MopT NepexoamuT B aBTOPU30BAHHOE COCTOSHUE
6e3 ayTeHTUPMKaLuuu;

- force-unauthorized — nepesoguT NOPT B HEABTOPM30BaHHOE
cocToAHMe. UrHopupytoTca Bce NONbITKM ayTeHTUdUKaumum
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no dotlx port-control

K/MeHTa, KOMMYTaTop He NPeaoCTaBAAET CEPBUC ayTeHTUOU-
Kauuu g/1a 3TOro nopra;

- time — uHTepBan BpemeHu. Ecav gaHHbI NnapameTp He
onpegfeneH, To NOPT He aBTOPU30BaH.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

dotlx reauthentication

no dotlx reauthentication

-/nepuoanyeckme nosTop-
Hble NPOBEPKM NOAANHHO-
CTM BbIK/HOYEHDI

BKAtOYaEeT nepuoanyeckme NoBTOPHbIE NPOBEPKU NOAINHHO-
CT1 (NepeayTeHTUOMKALMIO) KAMEHTA.

BbIK/tOYaEeT Nepuoamyeckne NoBTOPHbIE MPOBEPKU NOAANHHO-
CTU (NepeayTeHTUOMKALMUIO) KIMEHTa.

dotlx timeout reauth-period
period

no dotlx timeout reauth-pe-
riod

period:
(300..4294967295)/
3600 cek

YcTaHaBMBaeT Nepuoa Mexay NoBTOPHbIMU NPOBEPKaMM
NoA/IMHHOCTK.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (0..65535)/60 cek

YcTaHaBMBaeT Nepuoa, B Te4eHne KOTOPOro KOMMyTaTop
OCTaeTca B COCTOAHMM MOIYaHMA NOCAe HeyAauHON NPOBEpPKM
NOA/IMHHOCTHK.

B TeyeHue nepmnoaa MoYaHMA KOMMYTATOP He NMPUHUMAET U
He MHULMMPYET HUKAKUX ayTEHTUOUKALMOHHBIX COOBLLEHWA.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

dotlx timeout tx-period pe-
riod

no dotlx timeout tx-period

period: (30..65535)/30 cek

YcTaHaBAMBAET NeEpPUOL, B TEHEHWE KOTOPOTro KOMMYTATOP
OXKMZaeT OTBET Ha 3anpoc Mbo ngeHTMdUKaLmMo No NpoTo-
Koy EAP oT KnneHTa nepes NOBTOPHOW OTNPaBKOM 3anpoca.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

dotlx max-req count

no dotlx max-req

period: (1..10)/2

YcTaHaBAMBaeT MaKCMManbHOE YUCN0 MOMbITOK NepeAayu 3a-
npocoB NpoToKosa EAP-knneHTy nepes HOBbIM 3aMyCKOM Npo-
Liecca NpoBepKU NOAJIMHHOCTHU.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout supp-
timeout

period: (1..65535)/30 cek

YcTaHaBAMBaeT Nepmnos mexay NoBTOPHbIMKU Nepegavyamu 3a-
NpocoB NpoToKona EAP-knuneHTy.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30 cek

YcTaHaBAMBaeT Nepuog, B Te4eHUe KOTOPOoro KoMmyTaTop
OXMIaeT OTBETA OT cepBepa ayTeHTUdUKaLmu.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnuya 5.209 — KomaHapl pexkuma Privileged EXEC

KomaHda

3HayeHue

Aelicmeue

dotlx re-authenticate [giga-
bitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

BpyuHyto ocyLLecTBAAET NOBTOPHYIO NPOBEPKY NOAAMHHOCTU
YyKa3aHHOro nopTa B KOMaHAe, 1Mbo Bcex NoOpPTOB, NOALEPHKM-
Batowmnx 802.1X.

show dot1x interface {giga-
bitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

Moka3sbiBaeT coctoaHne 802.1X gna kommyTatopa mbo ana
yKasaHHoro nHtepdeiica.

show dotlx users [username
username]

(1..160) cumsonos

[MoKa3blBaeT aKTUBHbIX ayTEHTUPULIMPOBAHHbBIX MOSb30BaTE-
nein 802.1X KommyTaTopa.

show dot1x statistics inter-
face

{gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MoKa3sblBaeT cTaTUCTUKY No 802.1X ans BbI6paHHOro UHTEp-
deica.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= BKAKOUYUTb pernm ayTeHTUdMKaumm 802.1X Ha kommyTaTope. Mcnonb3zoBate RADIUS-cepBep
ONA NMPOBEPKU NOAJMHHOCTM KANEHTOB Ha MHTepdencax |IEEE 802.1X. Ona 18 uHTtepodeliica
Ethernet ncnonb3oBatb perkum ayTeHTUPUKaumm 802.1x.

console#configure

console (config) #dotlx system-auth-control

console (config) #aaa authentication dotlx default radius
console (config) #interface gigabitethernet 1/0/18
console (config-if) #dotlx port-control auto

= [lokasaTb coctoaHue 802.1X ana KommyTaTopa.

console#show dotlx

802.1x is disabled

Admin Oper Reauth Reauth Username

Port Mode Mode Control Period
gi0/1 Force Authorized Authorized* Disabled 3600 n/a
gi0/2 Force Authorized Authorized* Disabled 3600 n/a
gi0/3 Force Authorized Authorized* Disabled 3600 n/a
gi0/4 Force Authorized Authorized* Enabled 3600 n/a
gi0/5 Force Authorized Authorized* Disabled 3600 n/a
gil/6 Force Authorized Authorized* Disabled 3600 n/a
gi0/7 Force Authorized Authorized* Disabled 3600 n/a
gi0/8 Force Authorized Authorized* Disabled 3600 n/a
gi0/9 Force Authorized Authorized* Disabled 3600 n/a
gi0/10 Force Authorized Authorized* Disabled 3600 n/a
gi0/11 Force Authorized Authorized Disabled 3600 n/a
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
gi0/13 Force Authorized Authorized* Disabled 3600 n/a
gi0/14 Force Authorized Authorized* Disabled 3600 n/a
gi0/15 Force Authorized Authorized* Disabled 3600 n/a
gi0/16 Force Authorized Authorized* Disabled 3600 n/a
More: <space>, Quit: g, One line: <return>

= [lokasaTtb cocTonaHuMe 802.1X ana 12 untepdelica Ethernet.
consolef#show dotlx interface gigabitethernet 1/0/12
802.1x is disabled

Admin Oper Reauth Reauth Username

Port Mode Mode Control Period
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
* Port is down or not present
Quiet period: 60 Seconds
Tx period: 30 Seconds
Max req: 2
Supplicant timeout: 30 Seconds
Server timeout: 30 Seconds
Session Time (HH:MM:SS): 00:00:00
MAC Address:
Authentication Method: Remote

Termination Cause:

Authenticator State Machi
State:

Backend State Machine

Port re-initialize

ne
INITIALIZE
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State: INITIALIZE
Authentication success: 0
Authentication fails: 0

Tabnnuya 5.210 — OnucaHuMe pe3ynbTaToB BbIMNONHEHUA KOMaHA,

Mapamemp

OnucaHue

Port

Homep noprta.

Admin mode

Pexxum ayteHTuduraumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepauynoHHbIM PeXXMM NopTa: aBTOPU30BaHHbIN, HEAaBTOPU30BAHHbLIMI, NM6O Bbl-
KntoveHHbIn (Authorized, Unauthorized, Down).

Reauth Control

KoHTpo/ib nepeayTeHTUdUKALUM.

Reauth Period

Mepuoa mexkay NOBTOPHbLIMU NPOBEPKAMU NOAJAUHHOCTU.

Mmsa nonb3oBaTensa npu ncnosibsosaHum 802.1X. Ecam nopT aBTOpmM30BaH, TO 0TO6-

Username pakaeTca MmsA TeKYLEero nosb3osaTtens. Ecav nopT He aBTOpPU30BaH, TO 0Tobpaa-
eTcA UMA NocaefHero ycnewHo aBTopM30BaHHOrO NONb30BaTeNA HA MOPTY.
Quiet period MNepuoga, B Te4eHMe KOTOPOro KOMMYTAaTOP OCTAeTCA B COCTOAHUU MOIYAHUA nocne
P Heya4YHON NPOBEPKMN NOAJIMHHOCTH.
Tx period Mepunopa, B TeUEHWE KOTOPOrO KOMMYTaTOP OXMAAET OTBET Ha 3anpoc Mbo naeHTU-
¢durKaumto no npotokony EAP oT KiveHTa, nepes, NOBTOPHOM OTNPABKOWM 3anpoca.
Max req MaKcnumanbHoOe YMCno NOMbITOK Nepeaayn 3anpocos NpoTtokona EAP knveHTy ne-

pen HoBbIM 3anNyCKOM npoLecca NpoBepKn NOA/IMHHOCTU.

Supplicant timeout

Mepuog mexay NOBTOPHLIMW NepeaadyaMm 3anpocoB NpoTokona EAP KaneHTy.

Server timeout

Mepuog, B Te4EHNE KOTOPOro KOMMYTATOP OXMAAET OTBETA OT cepBepa ayTeHTUDU-
Kauuu.

Session Time

Bpems NoAK/IoYeHns Nonb30BaTeNA K YCTPOMCTBY.

Mac address

MAC-agpec nonb3oarens.

Authentication Method

MeTog ayTeHTUdUKALMM YCTAHOBNEHHOM Ceccum.

Termination Cause

MpuynHa 3aKpbITUA ceccum.

State

TekyLwee 3HayeHNe aBTomaTa COCTOSIHWUM onpeaenntena NnOAIMHHOCTU U BbIXOAHOIO
aBTOMATa COCTOSHUN.

Authentication success

Koanyectso nosy4yeHHbIX coobLLeHnit 06 ycrnewHon ayTeHTMdMKaLMm OT cepeepa.

Authentication fails KoiimyecTBo nonyyeHHbIX COOBLLEHMI O HeyCNeLHOW ayTeHTUGUKaLMM OT cepBepa.
VLAN Ipynna VLAN Ha3HayeHHaa nonb3osaTento.
Filter ID NaoeHTudumkaTop rpynnbl duabTpaumn.

= [lokasaTtb cTaTUCTUKY no 802.1X ana nHtepdeiica Ethernet 13.

console#show dotlx statistics interface gigabitethernet 1/0/13

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38
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Tabnnuya 5.211 — OnucaHuMe pe3ynbTaToB BbIMNONHEHMA KOMaHA,

Mapamemp OnucaHue

KonunuecTso KOppeKTHbIX NakeTos ntoboro Tvna npotokona EAPOL (Extensible

EapolFramesRx Authentication Protocol over LAN), NpuHATLIX AaHHbIM OnNpeaennTenem noa/vH-

HOCTH.

KonnuecTBo KOppeKTHbIX NakeToB stoboro Tuna npoTokona EAPOL, nepegaHHbIxX
EapolFramesTx

OAHHbIM onpeaennTenem NogAMHHOCTU.

KonunuectBo naketos Start npotokona EAPOL, NnpUHATbLIX AaHHbIM ONpeaeanTenem
EapolStartFramesRx P » NP A PeA

NOA/IMHHOCTHU.

Konunyectso naketoB Logoff npoTtokona EAPOL, NpuHATbLIX AaHHbIM onpeaenuTe-
EapolLogoffFramesRx & P /P A pea

nem NoA/IMHHOCTY.

Konunuyectso nakeTtos Resp/ld npotokona EAPOL, NPUHATLIX AaHHbIM onpeaenuTe-
EapolRespldFramesRx p/id np » 1P A PeA

nem NOAIMHHOCTW.

Konunyectso naketoB oTBeToB (Kpome Resp/Id) npotokona EAPOL, NnpuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » P A

HbIM onpeaennTenem NoAANHHOCTU.

Konunyectso naketoB Resp/ld npoTokona EAPOL, nepegaHHbIX AaHHbIM ONpeaenn-
EapolReqldFramesTx p/id np » NEpeA A pea

Tenem nogAMHHOCTU.

Konnuyectso nakeTos 3anpocos (Kpome Resp/Id) npotokona EAPOL, nepeaaHHbIX
EapolReqFramesTx P (kp p/id) np » NEPEA

[OaHHbIM onpeaennTenem NogAMHHOCTY.

. Konunyectso naketos npoTokosia EAPOL ¢ Hepacno3HaHHbIM TUNOM, NPUHATbIX

InvalidEapolFramesRx P P » NP

AaHHbIM onpeaenntenem NnoANMHHOCTU.

Konunyectso nakeToB npoTokosa EAPOL ¢ HEKOPPEKTHOM ANAMHOM, NPUHATbLIX AaH-

EaplLengthErrorFramesRx
HbIM onpeaennTenem NOAANHHOCTU.

Bepcua npotokona EAPOL, npuHATas B cCaMoMm noc/iegHEM Ha AaHHbIN MOMEHT na-

LastEapolFrameVersion
KeTe.

MAC-afapec UCTOYHUKA, NPUHATbLIA B CAMOM MoCAeAHEM Ha AaHHbIA MOMEHT na-

LastEapolFrameSource
KeTe.

5.28.2.2 PacwupeHHasa nposepKa no0auHHocmu.

PaclwmpeHHble HacTpoiiku dotlx Mo3BOAAOT MNPOBOAMTL NPOBEPKY MOAJAMHHOCTM O/1A HECKONbKUX
K/IMEHTOB, NOAKAOUYEHHbIX K NopTy. CyliecTsyeT ABa BapuaHTa ayTeHTUdUKaLmnn:

1. MNpoBepka NOANMHHOCTU Ha OCHOBE NopTa TpebyeT ayTeHTUMKALMMN TObKO OAHOTMO KNNEHT],
yTObbI ZOCTYN K CUCTEME UMESIU BCE KNMEHTbI (pexkum multiple hosts).

2. [lpoBepKa NoAAMHHOCTM TpebyeT ayTeHTUOUKaALUKN BCEX MOAKAOYEHHbIX K NOPTY KAMEHTOB
(pexkum multiple sessions).

Ecnv nopT B pexknme multiple hosts He npoxoanT ayTeHTUOMKALMIO, TO BCEM NOAKAOYEHHBIM XOCTaM
byneT OTKasaHO B JOCTyne K pecypcam ceTW. TaKKe K pacClIMpPeHHbIM HACcTpoMKamM OTHOCUTCA
aAMUHUCTpUpOoBaHMe rocTeBbix VLAN, K KOTOpbIM WMMEIT AOCTYyN He npoleawne ayTeHTUOUKaLMIo
No/b30BaTeNu.

V' MopTt pgoctyna (Access) He MoXKeT 6biTb UnieHOM HeayTeHTUdMUMpoBaHHOM VLAN. Native
VLAN TpaHKosoro nopta (Trunk) He moxeT 6biTb HeayTeHTUdULMpPOoBaHHbIM VLAN. Ho ana
noprta B pexxume General PVID moeT 6biTb HeayTeHTUdULMpOoBaHHbIM VLAN (B 3TOM cnyyae

TO/IbKO TErMPOBaHHbIE NAKETbl MOTYT 6bITb NPUHATLI B HEABTOPM3OBAHHOM COCTOAHUM).
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KomaHObI pexcuma 21060s6H020 KOHU2YpUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHOro KoHGUrypupoBaHus:

console (config) #

Tabnnua 5.212 — KomaHapl pexxuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
dotlx bpdu {filtering | 3afaet 06paboTKy 3awwmuTbl nopTos 802.1x BPDU, Korga 802.1x rno-
bridging} 6a71bHO BbIK/IOYEH.
- filtering — dunbTpoBaTL Naketbl 802.1x BPDU;
- bridging — nepepgaeatb nakeTbl 802.1x BPDU KaK 06bl4HbIe Na-
Jfiltering KeTbl AaHHbIX.

no dotlx bpdu

DyHKUMA paboTaeT TONbKO KOrAa peXKum ayTeHTuduKa-

V uum 802.1x Ha KOMMyTaTope BbiKAOYEH. [inA BbiKAoue-
HUA ayTeHTUPUKauum 802.1x ucnonb3yertca KOMaHAA: ho
dotlx system-auth-control.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

dotlx guest-vlan timeout
timeout

no dotlx guest-vian
timeout

timeout: (30 .. 180) /

YcTaHaBAMBaET BPpeMS 3a4EPKKU MEKIY BKNOYEHMEM PEXKMMA
ayTeHTMdUuKaumm 802.1x (Mam BKAOYEeHWEeM NopTa) u gobasneHvem
nopta B guest VLAN.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

dotlx traps mac-authen-
tication success

no dotlx traps mac-au-
thentication success

-/BbIK/OYEHO

Pa3pelwaeT oTnpaBKy trap-coobLeHnI, Koraa KAMEHT ycnewHo npo-
XoAnT ayTeHTudmKaumo no MAC-aapecy, OCHOBaHHYH Ha CTaH-
papte 802.1x.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

dotlx traps mac-authen-
tication failure

PaspeluaeT oTnpaBKy trap-coobLieHuni, Koraa KAMeHT He npoLuen
ayTeHTUdUKaumio no MAC-agpecy, OCHOBAHHYIO Ha CTaHaapTe

-/BKAOYEHO 802.1x.
no dotlx traps mac-au- YcTaHaBAMBaeT 3HaYeHMEe N0 YMOYAHUIO.
thentication failure
dotlx radius-attributes YcTtaHaBavBaeT 06paboTKy owmnboK ana atpnbytos RADIUS:
errors filter-id resource - accept — nosb3osaTesib NPUHAT, ecan dunbTpaums no ID He mo-
{accept | reject} »KeT 6bITb NpoM3BeaeHa NO NPUYNHAM pacnpeseseHns pecypcos.
Ecnu dunbTpaums no ID He MOXKeT 6biTb NPoM3BELEHA NO APYTUM
. NPUYMHAM, NONb30BaTENb BYAET OTK/IOHEH;
/reject - reject — Ecnum dunbTpauma no ID He moKeT BbITb 33aHa, TO No/b-
30BaTeslb byAEeT OTKNOHEH.
no dotlx radius-attrib- YcTaHaBAMBaEeT 3HaYEHME N0 YMONYAHUIO.
utes errors filter-id re-
sources
dotlx radius-attributes YcTaHasaunBaeT popmat HymepaLmm noptos B aTpnbyte NAS-Port
nas-port format-type {de- npv aytTeHTMduKaumm no 802.1x:
fault | human} - deafult — 3HayeHMe No ymonyaHuio, HymepaLuusa COOTBETCTBYET
/default BHYTpeHHUM ifiIndex'am;

no dotlx radius-attrib-
utes nas-port format-type

- human — Hymepauwma nopToB HauMHaeTca ¢ 1 (Kak Ha nepegHei
naHenu).

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdUrypmposaHma nHtepoeliica Ethernet:

console (config-if) #
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Tabnnua 5.213 — KomaHapl pexkuma KoHOUrypupoBaHua nHtepdeica Ethernet

3HayeHue/3HavyeHue no

no dotlx
single-host-violation

KomaHoa Aelicmeue
ymon4yaHuro
dotlx host-mode Pa3speluaeT HasMume 0fHOro/HECKONbKNX KNMEHTOB HA aBTOPM30-
{multi-host | single-host BaHHOM nopTty 802.1X.
| multi-sessions} -/multi-host - multi-host — HeCKONbKO KANEHTOB;
- single-host — oauH kKnneHT;
- multi-sessions — HecKo/IbKo ceccui.
dotlx violation-mode 3apaeT Aencteme, KOTopoe HEOHBXOAMMO BbINONHWUTL, KOTAA YCTPOW-
{restrict | protect | shut- ctBo, MAC-agpec koToporo otim4yaetca ot MAC-agpeca KAneHTa,
down } OCYLLLECTB/IAET NOMNbITKY AOCTyNa K UHTepdeiicy.
- restrict — naketbl ¢ MAC-agpecom, oTamyHbiM oT MAC-agpeca
K/MEHTA, NepecbINaloTca, NPy 3TOM afpec UCTOYHMKA He U3yYaeTcs;
- protect — nakeTbl c MAC-agpecom, oTanyHbiMm oT MAC-agpeca
K/WeHTa, oTbpacbiBatoTCs;
-/protect - shutdown — nopT BbikntoYaeTca, naketol ¢ MAC-agpecom, oTIny-

HbIM oT MAC-agpeca KimeHTa, oTbpacbiBatoTca;
YacToTa reHepupyembix coobueHuii npotokona SNMP trap npu no-
CTYNIEHNUN HECAHKLMOHNPOBAHHbIX NAaKeTOB cocTaBnAeT 1 cekyHay.

V KomaHga urHopupyertca B pexxume multiple hosts.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan ena-
ble

-/pocTyn 3anpeueH

Pa3speluaeT HeaBTOPM30BaHHbIM NO/b30BATENAM LAHHOIO UHTEP-
delica goctyn K roctesoit VLAN.
Ha yctpoiictee fonKeH 6bITb HAacCTpoeH XoTa 6bl 0AUH
! rocresoit VLAN (KomaHaa dotlx guest-vlan B HacTpoiikax
nHTepdeiica VLAN).

3anpeLLaeT HEaBTOPU30BaHHbIM NOJIb30BATENAM AAHHOTO UHTEP-
delica goctyn K roctesoit VLAN.

dotlx mac-authentica-
tion {mac-only | mac-
and-802.1x}

no dotlx mac-
authentication

-/BbIK/IOYEHa

BKkntouaeT ayTeHTUdMKaLMIO, OCHOBaHHYO Ha MAC-agpecax nosib3o-
BaTenen.
- mac-only — BKAtOYaeT ayTeHTUOUKALMIO, OCHOBAHHYIO TO/IbKO Ha
MAC-agpecax, naketbl 802.1X UTHOPUPYIOTCA;
- mac-and-802.1x — BK/t0OYAET ayTEHTUDMKALMIO, OCHOBAHHYIO Ha
802.1x 1 MAC-apgpecax.
' - Foctesasa VLAN gonxHa 6biTb BK/lOUEHA, KOr4a UCMOo/b-
M 3yeTca ayTeHTMdUKauua no MAC-agpecy.
- He ponkHo 6bITb cTaTMUecKux npusasok MAC-agpeca.
- ®YHKLMA NOBTOPHOI ayTeHTUUKaALMM A0NKHA 6bITb
BK/IlOYEHa.

BbIKkntoyaeT ayTeHTUdMKaLNIO, OCHOBAHHYIO Ha MAC-agpecax nonb-
3oBaTenen.

dotlx mac-authentica-
tion format username {
lowercase | uppercase } [
separator{- | : | .}1[
groupsize{1]|2]|4}]

-/lowercase 6e3 pasaenu-
Tenen u AeneHns Ha
rpynnbl (alb2c3d4e5e6)

KomaHgaa 3apaét popmart ctpoku ¢ MAC agpecom KnneHTa, nepesa-
Baemoli B aTpnbyte User-Name.

-lowercase, uppercase - onpeaenstoT pernctp 6yKBeHHbIX CUMBO-
nos;

- separator - 334aéT pa3gennTenb mexay rpynnamu CMMBO/I0B;

- groupsize - KOANYECTBO CUMBOJIOB B KaXK4oW rpynne. 3agaHue na-
pameTpoB separator 1 groupsize He 0bA3aTtenbHo (T.e., ecau Tpeby-
€TCAA, MOXKHO YKa3aTb TO/IbKO PEerncTp), Ho as Toro, ytobsl MAC-aa-
pec oTobpakanca pasfenéHHbIM Ha rpynnbl, HEO6Xo0ANMO 3a4aTb
o0ba 3TuX NnapameTpa.

Mpumep KoHPUrypauum:
dotlx mac-authentication format username uppercase separator :
groupsize 4

dopmart cTpoku B aTpmbyTe:
A1B2:C3D4:E5F6

no dotlx mac-authenti-
cation format username

YcTaHaBAMBaeT 3Ha4YeHue no YMON4aHUKO
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dotlx mac-authentica-
tion format password

CTpoka password_string nepegaétca 8 RADIUS aTpubyTte User-Pass-
word. Mo ymonuyaxuio B atpnbyTe nepesaétca MAC-aapec KAneHTa

no dotlx radius-attrib-
utes vlan

-/User-Name N .
{password_string} B popmarte, 3agaHHOM KomaHgon dotlx mac-authentication format
username. MakcMmanbHasa ANWHa nepesaBaeMol CTpokM — 128
CMMBOJIOB.
no dotlx mac-authenti- YcTaHaBMBaET 3HaYEHME NO YMOIYAHUIO.
cation format password
dotlx radius-attributes BKOUUTbL NPOBEPKY NOAJMHHOCTM, OCHOBaHHY Ha ACL/ Ha3HauuTb
filter-id QOS-Policy.
- - -/BbIK/IIOYEH
no dotlx radius-attrib- YcTaHaBAMBaeT 3HaYeHMe MO YMONYAHWUIO.
utes filter-id
dotlx radius-attributes BkntoyaeT 06paboTky onumm Tunnel-Private-Group-ID (81) B coob6-
vlan weHunax RADIUS-cepsepa.
-/BbIKNIOYEH

BbikntoyaeT 06paboTky onumm Tunnel-Private-Group-ID (81) B coob-
weHuax RADIUS-cepsepa.

KomaHObI pexcuma KoHgpuaypuposaHusa VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxnume KOHPUrypuposaHma nHtepoeica VLAN:

console (config-if) #

Tabanua 5.214 — KomaHapl pexxuma KoHduUrypuposaHua nHtepdeica VLAN

KomaHoa

3HayeHue

Aeiicmeue

dotlx auth-not-req

no dotlx auth-not-req

-/BoCTYN HeaBTOPU30BaH-
HbIM MO/b30BaTENAM 3a-
npetLeH

PaspewaeT goctyn K gaHHoi VLAN HeaBTOpPM30BaHHbIM MO/b-
30BaTeNAM.

3anpewaeT AocTyn K AaHHol VLAN HeaBTOpM30BaHHbIM NOJb-
30BaTeNAM.

dotlx guest-vlan

no dotlx guest-vian

-/VLAN He onpeaeneHa Kak
rocresas

Onpegenset roctesyto VLAN.

OTKpbIBAeT HEaBTOPM30BAHHbIM NO/Ib30BATENAM UHTEpPDEliCa
poctyn K roctesoit VLAN. Ecau rocteBas VLAN onpegeneHa u
pa3pelleHa, nopT byaeT aBTOMaTUYECKM NPUCOeAUHATLCA K
HeW, KorJa He aBTOpM30BaH, U NOKMAATb, KOrga NPoOnaeT aBTo-
pusaumio. YTobbl MCNONb30BaATbL AAHHbIN GYHKLMOHA, NOPT He
OOMKEH BbITb CTaTUYECKUM YneHom rocteson VLAN.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 5.215 — KomaHab! pexkunma Privileged EXEC

KomaHoa

3HauyeHue

Aelicmeue

show dotlx advanced [gi-
gabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MoKasbiBaeT 4OMNOAHMUTENbHbIE CBEAEHMNA O HACTPOIMKaX NPOTO-
Kona 802.1x (KomMaHAa AOCTYNHA TONbKO A4 NPUBUAErMPO-
BaHHOro Nonb3oBaTens).

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnua 5.216 — KomaHapl pexxkuma Privileged EXEC

KomaHoa 3HaveHue Aelicmeue

show dotlx bpdu MokasbiBaeT 06paboTKy 3awuTbl noptoB 802.1x BPDU Korga
802.1x rno6anbHO BbIKNHOYEH.

5.28.3 KoHTponb npotokona DHCP 1 onuun 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoli MPOTOKOA, MO3BOAAKOWMIA KANEHTY MO
3anpocy nony4atb IP-aapec u apyrve Tpebyemble napameTpbl, Heobxoammble ana pabotbl B cetn TCP/IP.

MpoTokon DHCP moeT Mcnonb30BaThCA 310yMblWIAEHHUKAMW A5 COBEPLUEHUA aTaK Ha YCTPOMCTBO
KaK CO CTOPOHbI KIMeHTa, 3actanaa DHCP-cepsep BblaaTh BCe AOCTYMNHbIE aApeca, Tak 1 CO CTOPOHbI cepBepa
nyTem ero nogmetbl. MporpammHoe obecneyeHme KOMMyTaTopa NO3BOAAET 06ecneUnTb 3aLWMTy YCTPOMCTBA
OT aTaK C Ucnonb3oBaHuem npotokona DHCP, ans yero npumeHAeTca GyHKLMA KOHTPOAA NpoTokosia DHCP
— DHCP snooping.

YcTpoiictBo cnocobHo oTcnexneaTb noasneHne DHCP-cepBepoB B CETU, pa3peLlan UX UCNO/b30BaHNe
TOJ/IbKO Ha «J0BEPEHHbIX» MHTepdelicax, a TaKKe KOHTPOMPOBaTb AOCTyN KaveHToB K DHCP-cepBepam no
TabauLe COOTBETCTBUIA.

Onuus 82 npotoKkona DHCP (option 82) ncnonbsyetca gnsa Toro, 4ytobbl NnponHbopmuposaTs DHCP-
cepsep o ToM, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) 1 uepes Kakoi ero nopT 6b11 NOAyYeH 3anpoc.
MpumeHaeTca gNA YyCTaHOBMEHWNA COOTBETCTBUI IP-aapecoB M NOPTOB KOMMYTATOPA, a TaKKe ANA 3aluTbl OT
aTak c Mcnonb3oBaHMem npoTtoKkosia DHCP. Onuma 82 npeacraBnseT cobol A0NONHUTENbHYIO MHDOPMALIMIO
(vmaA ycTpolictBa, HoMep nopTa), AoHaBASEMYI0 KOMMYTaTOPOM, KOTOpbIN paboTtaeT B pexxkume DHCP Relay
areHta, B Buae DHCP-3anpoca, MpuMHATOrO OT KaueHTa. Ha ocHoBaHuu gaHHoi onuun, DHCP-cepBep
Bblaenser |P-agpec (ananasoH IP-agpecoB) ¥ Apyrve napameTpbl NopTy KommyTaTtopa. [onyuus
HeobxoaMmblie AaHHble OT cepBepa, DHCP Relay areHT BbigenseT IP-agpec KANEHTY, a TaKXKe nepeaaer emy
Apyrve HeobxoaMmble NapamMeTpsbl.

Onuua dopmupyetca c ydyeTom npuoputeta (B MopALKe YMEHbLUEHWA): HACTPOWKWM UHTepdeiica
Ethernet -> HacTpolikm uHTepderica VLAN -> HacTpoWKku pexmnma rnobanbHoro KoOHGUrypupoBaHUs.

Tabnnuya 5.217 — ®opmat nonen onumnm 82
MMone Mepedasaemasn uHopmayusa

Mms xocTa ycTpoicTea.

< id/i id>:< >
Circuit ID Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan

MNocnepgHuii 6aT — HOMep NOPTa, K KOTOPOMY MOAK/IIOYEHO YCTPOMCTBO, OTNpaBasAtoLee
dhcp-3anpoc.

Enterprise number — 0089c1
Remote agent ID

MAC-agpec ycTpoiicTsa.

’ ' [Ana ucnonb3oBaHua onumu 82 Ha YCTPOICTBE A,0XKHA ObiTb BKAOYeHA PpyHKuunAa DHCP relay

H areHTa. Ana skaroueHua DHCP relay-areHta ucnonb3syerca KomaHga ip dhcp relay enable B
pexume rnobanbHoro KoHpurypuposaHua (cm. pasgen 5.29 dyHKkumumn DHCP Relay-nocpeg-
HUKa).

[Ona KoppekTHo paboTbl dyHKuumn DHCP Snooping Bce ncnonbsyemoie DHCP-cepBepbl
BONXKHbI 6bITb NOAKAIOUEHDbI K «40BEepeHHbIM» NOpTam KommyTaTopa. Ana aobaBneHuns
nopTa B CMUCOK «A0BEpPEHHbIX» Ucnonablyetca KomaHaa ip dhcp snooping trust B pexkume
KOoHdUrypupoBaHua uHtepdeinca. Ana obecneyeHns 6e3onacHOCTU BCe OCTa/IbHbIE NOPTbI
KOMMYTaTOpa A0/KHbI 6bITb «Heg0BEePEHHbIMU Y.

.‘
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KomaHObI pexcuma 27106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobaibHoro KOHGUryprupoBaHus:

console (config) #

Tabanua 5.218 — KomaHap! pexxknuma rnobanbHOro KOHPUrypmposaHma

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIK/IOYEHO

BK/toYaeT KOHTPO/Ib NpoTokona DHCP nytem BegeHua Tab-
nnubl DHCP snooping 1 0TNPaBKKU KAMEHTCKUX LWWMPOKOBELLLa-
TenbHblx DHCP-3anpocoB Ha «40BepeHHble» NopThl.

BbikntoyaeT KOHTpOIb NpoTokoaa DHCP.

ip dhcp snooping vian
vlan_id

no ip dhcp snooping vian
vlan_id

vlan_id: (1..4094)/Bbiknto0-
YyeHo

BKAtoyaeT KoHTPosb NpoToKosia DHCP B npepenax ykasaHHoOM
VLAN.

BbikntoyaeT KOHTpoAb NpoTokona DHCP B npeaenax ykasaH-
HoW VLAN.

ip dhcp snooping infor-
mation option allowed-
untrusted

no ip dhcp snooping in-
formation option al-
lowed-untrusted

-/npuem DHCP-naKkeToB C
onuue 82 oT «HeHaaeX-
HbIX» NOPTOB 3anpeLyeH

Paspewaet npuHumate DHCP-nakeTbl ¢ onumei 82 oT «HeHa-
OEXKHbIX» NOPTOB.

3anpewgaeT npuHumaTe DHCP-nakeTbl ¢ onupeli 82 oT «HeHa-
OEXKHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping ver-
ify

-/BepudmrKaLma BKAOYEHA

BkntoyaeT Bepudumkaumio MAC-agpeca kameHTa u MAC-aa-
peca UcTouyHunKa, npmHAaToro 8 DHCP-nakeTe Ha «Hepo0BepEH-
HbIX» MopTax.

BobikntovaeT Bepudmkaumuio MAC-agpeca knmeHTa 1 MAC-ag-
peca UcTouyHunKa, npmHAaToro 8 DHCP-nakeTe Ha «HepoBepeH-
HbIX» MopTax.

ip dhcp snooping data- PaspeluaeT ucnonbsoBaHue pesepBHoro dalina (6asbl) KOH-

base -/pe3epBHblit paitn He uc- | Tpoaa npotokona DHCP.

no ip dhcp snooping data- nonb3yetca 3anpeLyaeT Ucnonb3oBaHWe pesepBHoro dakina (6asbl) KOH-

base Tponsa npoTokona DHCP.

ip dhcp snooping data- 3apaeT YactoTy 06HOoBEeHUA dalina (6a3bl) KOHTPOAA NPOTO-
base update-freq seconds seconds: Kona DHCP.

no ip dhcp snooping data-
base update-freq seconds

(600..86400)/1200

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

-/BbIKNIOYEHO

Mo3BonseT ounctutb Tabnuuy DCHP snooping npu nage-
HUU nHTepdelica

3anpewaeTt ounctky Tabaunubl DCHP snooping npu naae-
HWUU nHTepdelica

ip dhcp information op-
tion

no ip dhcp information
option

-/BbIK/IIOYEHO

PaspewaeT ycTpounctey fobasneHue onumm 82 npu pabote
npoTtokona DHCP.

3anpeuaeT ycTponctey gobasneHuve onumm 82 npu pabote
npoTokona DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32) cumso-
nos/-

YcTaHoBKa naeHTMounkaTopa access-node_id onuum 82.

YcTaHOBKa 3Ha4YeHuna no YMO4aHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32) cumso-
nos/-

YcTaHoBKa naeHTMdmKaTopa remote_id onuum 82.

YcTaHOBKa 3Ha4YeHuna no YMO4aHUIO.

ip dhcp information op-
tion format-type option

format: (sp, sv, pv, spv, bin,
user-defined);

Hactpoiika ¢opmata DHCP onumm 82.
dopmar:
- Sp — HOMep C/10Ta M NOpPTa;
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format [delimiter delim-
iter]

no ip dhcp information
option format-type op-
tion

delimiter: (.,;#)/npo6en

- sV — Homep cnota u VLAN;
- pv — Homep nopta u VLAN;
- Spv — HOomMep cnoTa, nopta n VLAN;
- bin — 6uHapHbIl popmar: VLAN, cnoT, nopt;
- user-defined — dpopmat onpenenserca nonbaosatesnem. Mpu
onpeaeneHnm NCNonb3yoTca cneaytowme WwabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: ANMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HaueHue nons ifTable::ifType B wecTHaaua-
TEPUYHOM BUAE);
%m: mac-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mac-agpec cuctemol B popmate H-H-H-H-H-H-H;
%Uu: HOMep KHUTA;
%S: HOMep CNoTa;
%n: Homep nopTa (KaK Ha ML,EeBOM NaHenn);
%i: ifiIndex nopTa;
%V: naeHtTnduratop VLAN;
%cC: mac-agpec knneHTa B popmare H-H-H-H-H-H;
%a: IP-appec cuctemol B dopmate A.B.C.D.

YCTaHOBKA 3HAY€HUA NO YMONIYAHUIO.

ip dhcp information op-
tion suboption-type
{tr101 | custom}

no ip dhcp information
option suboption-type

-/tr101

HacTpoiika popmata onumm 82.

- tr101 — ycraHasauBaeT ¢opmat onumm 82 COrnacHO CUHTaK-
cucy, NpUHATOMY B pekomeHaaumax TR-101 B cooTBeTCTBUM C
dopmaTom, NpmBeaeHHbIM B Tabamue 5.219;

- custom — ycTaHasavBaeT dopmaT onumm 82 B COOTBETCTBUM
¢ popmatom, npmuseaeHHbIM B Tabamue 5.220.

Bo3BpalaeT 3Ha4yeHne No YyMOIYaHMUIO.

_|

abanuya 5.219 — ®dopmat nonen onummn 82 cornacHo pekomeHgaumam TR-101
Mone lMepedaesaemas uHgpopmayus
hostname ycTpoiictea
Circuit ID cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuit 6aiT —HOMEp NOPTa, K KOTOPOMY MOAK/OYEHO YCTPOMCTBO, OTNpaBAsAtoLLee

dhcp-3anpoc.

Remote agent ID

Enterprise number — 0089c1
MAC-agpec ycTpoiicTea

_‘

abanua 5.220 — ®dopmat nonen onumnm 82 pexknma custom

llone

lMepedaeaemas uHghopmayus

Circuit ID

Onuna (1 6ainT)

Twn Circuit ID

OnvHa (1 6anT)

VLAN (2 6aitTa)

Homep mogynsa (1 6aiT)
Homep nopta (1 6aiiT)

Remote agent ID

Onnna (1 6ainT)
Tun Remote ID (1 6aiT)
OnvHa (1 6anT)

MAC-agpec KommyTaTopa
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KomaHObI pexcuma KoHgpuaypuposaHusa uHmepdgelica (duanasoHa uHmepgelicos) Ethernet,
UHmMepgelica 2pynnel Nopmos

Bupg, 3anpoca KOMaHAHOW CTPOKM B pexunme KoHdUrypuposaHua uHtepoeica Ethernet, uHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.221 — KomaHapl pexkuma KoHPuUrypuposaHua nHtepoeica Ethernet, rpynnbl uHtepdeiicos

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIK/IIOYEHO

BkntoyaeTt KOHTponb npoTokona DHCP B npeaenax nHtep-
deiica.

BkntouaeT KoHTpoab npoTtokona DHCP B npegenax nHtep-
deiica.

ip dhcp snooping trust

no ip dhcp snooping trust

-/nHTepdeiic He aBnaeTcA
LLOBEPEHHbIM

[ob6asnaeT uHTepdeic B CNUCOK «L0BEPEHHbIX» NPU UCMO/b-
30BaHMKU KOHTpona npotokona DHCP. DHCP-Tpaduk «pose-
peHHOro» uHTepdeica cumTaetca 6e3onacHbIM U He KOHTPO-
nmpyeTca.

Ypanset uHtepdeic us cnucka « 40BEPEHHbIX» NPU UCNO/b30-
BaHWM KOHTponA npoTtokona DHCP.

ip dhcp snooping limit
rate rate

no ip dhcp snooping limit
rate

rate:
(1..2048) pps/BbikNtO4EHO

YcTaHaBAMBaET OrpaHMYeHne As1A AaHHOTo NopTa Ha Koaude-
cTBO NpuHMmaembix DHCP-nakeToB B CEKYHAY.

CHMMmaeT orpaHuyeHune Ha npuém DHCP-nakeToB ¢ AaHHOro
nopTa.

ip dhcp information op-
tion [global]

no ip dhcp information
option

-/global

PaspewwaeT ycTponctey gobasneHue onumm 82 Ha nHTepdelice
npu pabote npotokona DHCP.

- global — gob6asnenune onumm 82 onpegenseTca HaCTPONKaMM
Ha uHTepoderice VLAN.

3anpewaeT ycTpoicTay fAobasneHue onuun 82 gna AaHHOIO
MHTepdeiica npu pabote npoTokosa DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

node_id: (1..32) cumBo-

YcTaHOBKa uaeHTUdMKaTopa access-node_id onuum 82 Ha UH-
Tepoelice.

no ip dhcp information nos/- YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
option format-type ac-
cess-node-id
ip dhcp information op- YcTaHasnuaet cneunduyHbli Circuit-id Ha nHtepdeiice.
tion format-type circuit- o
L circuit_id:

id circuit_id

no ip dhcp information
option format-type cir-
cuit-id

(1..63) cumBonos/-

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip dhcp information op-
tion format-type remote-
id remote_id

no ip dhcp information
option format-type re-
mote-id

remote_id:
(1..63) cumonos/-

YcTaHaBauBaeT cneunduyHblit Remote-id Ha nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npoben

HacTtpoiika ¢opmata DHCP onumm 82 Ha uHTepdelice.
dopmar:

- Sp — HOMep C/I0Ta U NopTa;

- sv — Homep cnoTta u VLAN;

- pv — Homep nopta u VLAN;

- Spv — Homep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN dpopmaT: VLAN, cnoT, nopr;

- user-defined — dopmat onpegensercs nonb3osatenem. Mpu
onpegeneHum NCnonb3yoTca cneaytolme WabnoHbl:

%h: hostname;

%p: KOPOTKOE MMA NnopTa, Hanpumep gil/0/1;

%P: aAHHOE MMsA NopTa, Hanpumep, gigabitethernet 1/0/1;
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no ip dhcp information
option format-type op-
tion

%t: Tun nopta (3HaueHune nons ifTable::ifType B wecTHaaLaTe-
pU4HOM BUAE);

%m: mac-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mac-agpec cuctemol B popmate H-H-H-H-H-H-H;
%u: HOMep IHUT];

%S: HOMep CNoTa;

%n: Homep nopTa (KaK Ha IMLEBOM NaHenw);

%i: ifindex nopTa;

%v: naeHtnduratop VLAN;

%c: mac-agpec kaneHTta B popmate H-H-H-H-H-H;
%a: IP-agpec cuctemnl B popmate A.B.C.D.

YCcTaHOBKa 3HAY€HUA NO YMONIYAHUIO.

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

-/global

HacTpoiika popmata onumm 82 Ha uHTepdelice.

- global — popmat onummn onpesenaerca HacTpoiKamu onuum
Ha uHTepoderice VLAN;

- tr101 — ycTtaHasavBaeT dopmaTt onumm 82 COrnacHoO CUHTaK-
cucy, NpUHATOMY B pekomeHgaumax TR-101 B cooTseTcTBUM C

dopmaTom, NpmBeseHHbIM B Tabnmue 5.219;

- custom — yctaHasauBaeT popmaT onuum 82 B COOTBETCTBUM
¢ popmatom, npmuseaeHHbIM B Tabamue 5.220.

Bo3BpawaeT 3Ha4yeHMe No YMOHaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagetica VLAN

BuA 3anpoca KoOMaHAHOWM CTPOKM B pexxume KoHPuUrypuposaHma nHtepoeiica VLAN:

console (config-if) #

Tabnnuya 5.222 — KomaHapl pexxuma KoHpurypuposaHua nHtepoeica VLAN

3Ha4yeHue/3HayeHue no

no ip dhcp information
option

KomaHoa Aeiicmeue
YMOAYAHUIO
ip dhcp information op- PaspewaeT ycTponctey gobasneHume onumu 82 ans JaHHOrO
tion [global] VLAN npu paboTe npoTtokona DHCP.
- global — pob6aBneHue onunn 82 onpepensaerca rnobanb-
-/global

HbIMU HaCTpOVIKaMM.

3anpewaeT ycTpoicTay AobasneHve onuun 82 gna AaHHOIO
VLAN npwu paboTe npotokona DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32) cumso-
nos/-

YcTaHOBKa ngeHtTuounKatopa access-node_id onumm 82 ana
paHHoro VLAN.

YcTaHOBKa 3Ha4YeHuns no YMOI4aHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32) cumso-
nos/-

YcTaHOBKa ngeHtuouKkatopa remote_id onuum 82 gns aaH-
Horo VLAN.

YcTaHOBKa 3HaY€HUA N0 YMONYAHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

HacTpoiika popmata DHCP onuun 82 ana aaHHoro VLAN.
dopmar:
- Sp — HOMep c/oTa M NopTa;
- sV — Homep cnota u VLAN;
- pv — Homep nopta n VLAN;
- Spv — HOoMep cnoTa, nopta u VLAN;
- bin — 6uHapHbIl popmart: VLAN, cnort, nopT;
- user-defined — popmat onpepgenserca nonbvosatenem. Mpu
onpeaeneHnm NCNob3yTcA cneaytowme WabnoHbl:
%h: hostname;
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no ip dhcp information
option format-type op-
tion

%p: KOPOTKOE UMA nopTa, Hanpumep gil/0/1;

%P: pavHHOE MMsA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn nopta (3HayeHue nonsa ifTable::ifType B wecTHaaua-
TePUYHOM BUAE);

%m: mac-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mac-agpec cuctembl B popmate H-H-H-H-H-H-H;

%Uu: HOMep OHUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (Kak Ha MLEeBOl NaHenun);

%i: ifindex nopTa;

%v: ngentnodukatop VLAN;

%c: mac-agpec KaneHTta B popmate H-H-H-H-H-H;

%a: IP-agpec cuctembl B popmate A.B.C.D.

YcTaHOBKA 3Ha4YeHuMA no YMO4aHUIO

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

-/global

HacTpolika popmata onumm 82 ansa paHHoro VLAN.

- global — ¢dopmat onumm onpeaensetca rnobanbHbIMK
HacTporkamu;

-trl01 — ycraHaBnmBaeT popmaT onuumn 82 cornacHoO CUHTaK-
cucy, NpMHATOMY B pekomeHgaumax TR-101 B cooTseTCTBUM C
dopmaTom, NpmBeseHHbIM B Tabnmue 5.219;

- custom — ycTaHaBauBaeT dopmat onuun 82 B COOTBETCTBUM
¢ popmatom, npmueeaeHHbIM B Tabaumue 5.220.

Bo3BpalyaeT 3HaueHMe No yMO4YaHMIO

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxunma Privileged EXEC:

console#

Tabnnua 5.223 — KomaHapl pexuma Privileged EXEC

KomaHoa

3HauyeHue

Aelicmeue

ip dhcp snooping binding
mac_address

vlan_id ip_address {giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group}
expiry {seconds|infinity}

no ip dhcp snooping bind-
ing mac_address
vlan_id

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..16);
seconds: (10..4294967295)

[ob6asnseT B paiin (6asy) KoHTpons npotokona DHCP cooTsert-
cteue MAC-agpeca knueHTa, rpynne VLAN u IP-agpecy ana
yKasaHHoro nHTepdeiica.

[aHHas 3anucb byaeT aencTBUTE/IbHA B TEYEHME YKA3aHHOTO B
KOMaHZe BPeMEeHM XU3HW 3aMncu, eciv KIMEHT He OTNPaBuT
3anpoc Ha DHCP-cepsep Ha o6HoBNeHWe. Tailmep obHynseTcA
B C/ly4ae NoNy4eHUA OT KNMEHTa 3anpoca Ha 06HoBeHMe (Ko-
MaHAa AOCTYMHA TONIbKO A8 NPUBUAETMPOBAHHOIO NO/b30Ba-
Tens).

- seconds — BPeMs KU3HU 3anucy;

- infinity — Bpemsa }X13HM 3an1cKn He orpaHMYeHo.

Yaansaet us ¢paina (6asbl) KOHTpona npotokona DHCP cooTeeT-
ctBue MAC-agpeca kaneHTa u rpynnol VLAN.

clear ip dhcp snooping
database [mac-address
mac_address ]

[vlan vian_id] [giga-
bitethernet gi_port |
fastethernet fa_port |
port-channel group]

dopmat mac_address :
H.H.H

H:H:H:H:H:H
H-H-H-H-H-H;

gi_port: (1..3/0/1..28);

fa_port: (1..3/0/1..24);
group: (1..16);

vlan_id (1..4094)

Ounwaet 3anucu B paine (6ase) KoHTpona npoTtokosa DHCP.
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KomaHOb! pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.224 — KomaHabl pexkmma EXEC

KomaHoa 3HavyeHue Aelicmeue

show ip dhcp information MokasbiBaeT nHdopmaumio 06 Mcnoab3oBaHUM onumm 82 Npo-
option ToKona DHCP.

MoKasbiBaeT KOHUTYpaL MO GYHKLMN KOHTPOAA NPOTOKOAA
DHCP.

show ip dhcp snooping
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

show ip dhcp snooping MNokasbiBaeT cooTBeTCcTBUA U3 daitna (6a3bl) KOHTPOAA NPOTO-
binding kona DHCP.

[mac-address mac_ad-
dress ]

[ip-address ip_address ]
[vlan vlan_id] [giga-
bitethernet gi port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16);
vlan_id: (1..4094).

[pumepbl 8b1M0AHEHUS KOMAHO

= PaspewunTtb ucnonbzosaHne DHCP onuun 82 B 10 VLAN:

consolef#configure

console (config) #ip dhcp snooping

console (config) #ip dhcp snooping vlan 10

console (config) #ip dhcp information option
console (config) #interface gigabitethernet 1/0/24
console (config) #ip dhcp snooping trust

= [lokasaTb BCe COOTBETCTBUA U3 TabanLpbl KOHTPOAA NpoTokoaa DHCP:

consolef#show ip dhcp snooping binding

5.28.4 3awumTa IP-agpeca KnueHTa (IP Source Guard)

®yHKuMA 3awmTbl IP-agpeca (IP Source Guard) npegHasHadeHa ans GpunbTpauumn Tpaduka, NPUHATOro
C MHTepdeinca, Ha ocHoBaHMK Tabauubl cootBeTcTBMI DHCP snooping 1 ctaTnyeckux cootsetcTamuii IP Source
Guard. Takum obpasom, IP Source Guard no3sosnet 6opoTbca ¢ noameHol IP-agpecos B NakeTax.

V' MocKonbKy GYHKLMA KOHTpoANA 3awuThl IP-agpeca ucnonbsyer tabaunyy coorsercrsuii DHCP
snooping, MMeeT CMbIC/1 UCNO/Ib30BaTb AAHHYIO YHKLMIO, NpeaBapuUTe/IbHO HACTPOUB U
sKkatouns DHCP snooping.

V dyHKumio 3awuThbl IP-agpeca (IP Source Guard) Heo6xoaMMO BKAKOUUTL rN06anbHO U anA
uHTepdeiica.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (confiqg) #
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Tabnnua 5.225 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3Ha4yeHue

Aeiicmeue

ip source-guard

no ip source-guard

-/BblK/IOYEHA

BkntouaeT dyHKUMIO 3awwmThl IP-agpeca KaMeHTa A1 Bcero
KOMMyTaTopa.

BbikntouaeT pyHKLMIO 3aWwmThl IP-aapeca KnnMeHTa ans Bcero
KOMMyTaTopa.

ip source-guard binding
mac_address vlan_id
ip_address
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..16)

CospaHue cTaTUyeckow 3anucu B TabanLe cooTBeTCTBUA
mexay IP-agpecom KnveHTa, ero MAC-agpecom v rpynnom
VLAN ans yKasaHHOro B KomaHgae nHtepdelica.

no ip source-guard bind- YpaaneHue cTaTUYecKow 3anucu B Tabaunue cooTBeTCTBUA.

ing mac_address vlan_id

3afaeT YacToTy 06paLLeHUA YCTPOWCTBA K BHYTPEHHUM pecyp-
CaM C Le/Iblo 3aMncKn B NaMATb HEAKTUBHbIX 3alLMLLLEHHbIX IP-
afpecos.

- never — 3anpeLyaeT 3an1cb B NaMATb HEAKTUBHbIX 3alLy-
LeHHbIX IP-aapecos.

ip source-guard tcam re-
tries-freq {seconds |

never
} seconds: (10..600,

never)/60 cek

no ip source-guard tcam YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

retries-freq

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica (duanaszoHa uHmepgelicos) Ethernet,
UHMepgelica 2pynmnsl N1opmos

BuAa 3anpoca KOMaHOHOM CTPOKM B pPexKMMe KOHPUrypmposaHua nHtepoeica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.226 — KomaHapl pexknuma KoHduUrypmpoBaHua nHTepdeica Ethernet, rpynnbl uHTepoeicos

KomaHoa 3HavyeHue Aelicmeue

BkntouaeT dyHKUMIO 3awwmThl IP-agpeca KAneHTa Ana HacTpaum-
Baemoro nHtepdeiica.

ip source-guard

-/BbIK/IIOYEHO
BbikntouaeT GpyHKLMIO 3aWmnThbl IP-agpeca KaneHTa Ana HacTpa-

nBaemoro nHtepoeiica.

no ip source-guard

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 5.227 — KomaHapl pexuma Privileged EXEC

KomaHoa 3HaueHue Aeiicmeue

ip source-guard tcam lo- BpyuHyto 3anyckaeT npouecc obpaLeHus yCTPOUCTBA K BHYT-
cate PEHHWMM Pecypcam C Le/bio 3anncy B NamaTb HEAaKTUBHbIX 3a-
WMLLEHHDBIX IP-aapecoB. KomaHaa fOCTYNHa TONBKO A/1s Npu-
BUIETMPOBAHHOTO MO/b30BaTEA.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 5.228 — KomaHabl pexxknuma EXEC

KomaHoa

3HavyeHue

Aeiicmeue

show ip source-guard con-
figuration [gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16).

KomaHaa oTobpaskaeT HacTpolKy GyHKLMK 3awmTel IP-agpeca
Ha 3aZ.aHHOM, TM60 Ha BCcex MHTepdencax yCTPoUCTBa.

show ip source-guard sta-
tus

[mac-address mac_address]
[ip-address ip_address]
[vlan vian_id] [gigabitether-
net gi_port |

fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..16)

KomaHgaa oTobpaskaeT ctaTyc GyHKLMM 3awmThl IP-agpeca ans
yKa3aHHoro uHtepdelica, IP-agpeca, MAC-agpeca nauv rpynnbl
VLAN.

show ip source-guard inac-
tive

KomaHgza oTobpaskaeT He akTMBHbIe IP-agpeca oTnpasuTens.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTb HACTPOMKY GYHKUMM 3awwmTbl IP-agpeca gna scex MHTepdencos:

consolef#show ip source-guard configuration

Interface State
gil/o/1 Enabled
gil/0/22 Enabled
gil/0/23 Enabled

IP Source Guard is Enabled

= BKAOYAUTb GYHKUMIO 3aWwmTbl IP-aapeca ana ¢unbTpauumn Tpadmka Ha OCHOBAHWUM TabaMLbI
cootBeTcTBMI DHCP snooping u ctatnyeckmnx cootsetctanit IP Source Guard. Co3gaTb cTatu-
YecKyto 3anuchb B TabaunLe cooTBETCTBUA AN1A MHTepdelica Ethernet 12 nepBoro ycTpoiicTea B
cTeke: IP-agpec kKnneHta — 192.168.16.14, ero MAC-agpec — 00:60:70:4A:AB:AF. UHTep-
demc B 3- rpynne VLAN:

console#configure
console (config) #ip dhcp snooping

console (config) #ip source-guard
console (config) #ip source-guard binding 0060.704A.ABAF 3 192.168.16.14 gi-
gabitethernet 1/0/12

5.28.5 KoHTponb npotoKkona ARP (ARP Inspection)

®dyHKUMA KoHTpons npotokona ARP (ARP Inspection) npeaHasHauyeHa Ans 3aWmTbl OT aTaK C
nucnosnb3oBaHMem npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTponb
npoTtoKona ARP ocyLLecTBASETCS HAa OCHOBE CTaTU4YeCcKnx cooteeTcTeui IP- 1 MAC-agpecoB, 3afaHHbIX 4nA

rpynnbl VLAN.

’ NopT, ckoHpUrypupoBaHHbI «HegoBepeHHbIM» aaa ¢yHKuMmn ARP Inspection, gonxkeH

N TaK}e 6bITb «HegoBepeHHbIM» anAa ¢yHKuun DHCP snooping nnmu coorserctene MAC-aa-
peca u IP-aapeca g8 3TOro NoprTa A0/XKHO 6biTb CKOHPUIYPUPOBAHO CTaTUYECKU. MHaue
OAHHbIN NOPT He ByaeT oTBeyaTb Ha 3anpocbl ARP.

V Ona HeHaAEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.
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KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnua 5.229 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip arp inspection

no ip arp inspection

-/BbIKNOYEHO

BKntoyaeT KoHTposib npoToKosa ARP (dyHkumto ARP Inspec-
tion).

BbIKNtoYaeT KOHTPob NpoTokona ARP (dyHKumio ARP Inspec-
tion).

ip arp inspection vlan
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/TKOYEHO

PaspewaeT nposepKy NpoTokosia ARP, oCHOBaHHyto Ha 6ase
cooTseTcTBuit DHCP snooping, B BbibpaHHOM rpynne VLAN.

3anpelaeT npoBepKy npoTtokona ARP, ocHoBaHHYto Ha 6ase
cooTseTcTBuit DHCP snooping, B BbibpaHHoM rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-
date

MpepocTtaBnseT cneymouyHble NPOBEPKU AN KOHTPOAA NPo-
TOKona ARP.

MAC-agpec ncrouyHuka: Ana ARP-3anpocos 1 0TBETOB nNpose-
psieTcs cootseTcTBne MAC-agpeca B 3aronoske Ethernet MAC-
aZpecy UCTOYHMKA B coAepKMMOM npoTokona ARP.
MAC-agpec HasHavyeHunAa: Jna ARP-oTBeTOB NpoBepAeTca CooT-
BeTcTBMe MAC-agpeca B 3aronioBke Ethernet MAC-agpecy
Ha3HayYeHWsA B COAEPXKMMOM nNpoTokoaa ARP.

IP-agpec: NMposepaeTca coaepxmmoe ARP-nakeTa Ha Hannyme
HEKOppPeKTHbIX IP-agpecos.

3anpeuaeT cneunduryHble NPOBEPKU A1 KOHTPOA NPOTO-
Kona ARP.

ip arp inspection list cre-
ate name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3gaHue cnucka ctatuyecknx ARP cooTBeTCTBUN.
2. Bxoga, B pexum KoHourypmposaHma ARP-cnnckos.

YpaneHue cnvcka ctatudeckux ARP cOOTBETCTBUN.

ip arp inspection list as-
sign
vlan_id name

no ip arp inspection list
assign vian_id

name: (1..32) cumBona
vlan_id: (1..4094)

HasHauaeT cnucok ctatuyeckmx ARP cooTBeTCTBUIA oA YKa-
3aHHoOM VLAN.

OTMeHsAeT Ha3Ha4YeHMe CNmncKa ctaTuyecknx ARP cooTBeTcTBUi
ANnA ykasaHHol VLAN.

ip arp inspection logging
interval {seconds | infi-
nite}

no ip arp inspection log-
ging interval

seconds: (0..86400, infi-
nite)/5 cek

3a43eT MUHMMaNbHbIN MHTEPBaAN MeXay COObLLEHNAMM, CO-
aepxawmmn nHdopmaumio npotokona ARP, nepegasaembiMu
B KYpHan.

- 3HayeHwue 0 yKasblBaeT Ha To, YTO coobLueHua byayT reHepu-
poBaTbCA HE3aMeaINTENbHO;

infinite — He reHep1poBaTb COOBLLEHNI B }KypHan.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHguaypuposaHua uHmepdgelica (QuanaszoHa uHmepgelicos) Ethernet,
UHMepdaelica 2pynnbl N1opmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexMme KOHPUrypmuposaHua nHtepdeica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if)#
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Tabnuua 5.230 — KomaHabl pexuma KoHpurypmpoaHus nHtepoeiica Ethernet, rpynnol nHTepdeiicos

KomaHoa

3HauyeHue rno ymonya-
HuUK

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

-/nHTepdeiic He aBnseTcA
[0BepeHHbIM

[obasnaeT nHTepdelic B CNUCOK «A0BEPEHHbIX» MPU UCMO/b-
30BaHUWN KOHTPOA npoTokosia ARP. ARP-Tpaduk «aosepeH-
Horo» nHTepdeica cumtaerca 6e30nacHbIM U HE KOHTPOIMPY-
eTcA.

Yaoanaet uHtepgeic n3 cnucka «40BepeHHbIX» Npu UCNosb3o-
BaHMW KOHTPOA NpoToKona ARP.

KomaHObI pexcuma KoHgu2ypuposaHusa ARP-criuckos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua ARP-cnvcKos:

console#configure
console (config) #ip arp inspection list create spisok
console (config-arp-list)#

Tabnnuya 5.231 — KomaHapl pexknuma KoHpurypuposaHma ARP-cnnckos

KomaHoa

Aelicmeue

ip ip_address
mac mac_address

[Oobasnsaet ctatnyeckoe cootsetcTaune IP- 1 MAC-agpecos.

no ip ip_address mac
mac_address

Ypanaet ctatuyeckoe cootsetcreme IP- u MAC-agpecos.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.232 — KomaHapl pexknuma EXEC

KomaHoa

3HayeHue

Aeiicmeue

show ip arp inspection
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

MoKasbiBaeT KOHPUIypaL Mo GYHKLMN KOHTPOAA MPOTOKOA
ARP Inspection Ha BbiGpaHHOM MHTepdeiice/Bcex MHTepdeit-
cax.

show ip arp inspection
list

MoKasblBaeT CNUCKKU CTaTUYecKMx cooTBeTcTBui IP- u MAC-aa-
pecos (KomaHAa AOCTyMNHa TOAbKO AN NPUBUAETMPOBAHHOMO
nonb3osaTens).

show ip arp inspection
statistics [gigabitether-
net gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)
vlan_id: (1..4094)

MOKasbIBaeT CTaTUCTUKY A1 CNeAYIOLMX TUMOB NaKeToB, KOTO-
pble bbin 06paboTaHbl Npy NnomoLum GyHKuMmM ARP:

- nepefaHHble naketbl (forwarded);

- noTepsiHHble nakeTbl (Dropped);

- owmnbkn B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [gigabitether-
net gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)
vlan_id: (1..4094)

OuunLaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= BK/JOYUTb KOHTPOJIb NpoTokona ARP 1 06aBKTb B CIMCOK Spisok cTaTU4YecKoe COOTBETCTBUE:
MAC-agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHauMTb cn1COK spisok cTatu-
yeckunx ARP-cooTBeTcTBUIA ana VLAN 11:

console#configure
console (config) #ip arp inspection list create spisok
console (config-ARP-list)#ip 192.168.16.98 mac 0060.70AB.CCCD

(
console (config-ARP-1list) #exit
(

console (config) #ip arp inspection list assign 11 spisok

= [loKasaTb CNMCKM CTaTUYeCKuX cooteeTcTeumi IP- 1 MAC-agpecos:

console#show ip arp inspection list

IP

192.168.16.98

List name: servers
Assigned to VLANs: 11

ARP

0060.70AB.CCCD

5.28.6 Hactpoitka ¢pyHKuumn MAC Address Notification

®dyHkuma MAC Address Notification nossonseT oTcnexKmMBaTb NOABNEHUE U UCYE3HOBEHUE aKTUBHOTO
0bopyoBaHMA HA CeTW, MyTeM COXPaHeHUA ucTopuu usydeHna MAC-agpecos. lNpu 06HapyKeHUU
M3MEHEHU B cocTaBe M3yvyeHHbIx MAC-agpecoB KOMMYTATOP COXpaHAeT WHPopmauuio B Tabauue u
n3BeLaeT 06 3TOM € NOMOLLLBIO CO0bLWEeHNIN NpoToKoNAa SNMP. OyHKUMA MMEET HacTpamMBaemble NAPAMETpPbI:
rnybuHa UcTopmm 0 COBbITUAX U MUHUMANbHBLIN MHTEpPBan OTNpPaBKkM coobuweHui. Cepeuc MAC Address
Notification no ymonyaHuio OTKAOYEH M MOXKeT ObiTb HACTPOEeH BbIBOPOYHO ANA OTAENbHbIX NOPTOB

KomMmyTaTopa.

KomaHObI pexcuma 2106a016H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM CTPOKU B pexknme rnobanbHOro KOHGUIypupoBaHua:

console (config) #

Tabnuua 5.233 — KomaHap! pexxunma rnobanbHoro KoHGUrypnuposaHua

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

[no] mac address-table
notification change

-/BbIKNIOYEHO

KomaHgza npegHasHavyeHa ans rnobanbHoro ynpasnexnusa oyHkumeit MAC
notification. KomaHga paspelwaeT pernctpaumio cobbiTnit fobasneHnsa u
yaanenus MAC-agpecos B/13 Tab/iMu, KOMMYTaTopa U OTNPABKY yBegomie-
HWA 0 cOBbITUAX.

OTpuuatenbHaa popma KomaHabl (C NpedrKcom no) BbiKNtOYAET GYHKLMIO
rnobanbHO M OTMEHAET COOTBETCTBYHOLLME HAaCTPOMKM Ha BCex MHTepdeicax.
Ona paboTbl PyHKLUM HEOOXOAMMO LONONHUTENBHO Pa3peLlaTh reHepaLuuio
yBeAOMIEHUIA Ha MHTepdelcax (CM. HUKe).

mac address-table noti-
fication change interval
value

value:
(0..4294967295)/1

MaKcrMManbHbI MPOMENKYTOK BpEMEHU mexay oTnpaBkamu SNMP-yBegom-
neHuni. Ecnun 3HaveHne nHTepsana BpemeHu paBHo 0, To reHepauua yse-
[OMNEHUI N coxpaHeHne cobbITUiM B UCTOpuio ByaeT ocyLLecTBAATLCA He-
MeAJ/IEHHO NO Mepe BO3HUKHOBEHUA cOObITUI 06 USMEHEHUWN COCTOAHMUSA
Tabanusl MAC-agpecos. Ecnm 3HaueHMe MHTepBana BpemeHu bonble 0, To
YCTPOICTBO ByAeT HaKan/MBaTb CObbITUA 06 USMEHEHUW COCTOAHMUA Tab-
nnubl MAC-agpecos B TeueHue 3TOro BpemeHu, a 3aTem OTrnpaBAATb yBe-
Aomnenuna npotokona SNMP 1 coxpaHATb cobbITUA B UCTOPUMN.
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KomaHaa 3agaeT makcMmanbHOe KOIM4ecTso cobbITUM 06 3MEHEHUU CO-

mac address-table noti- cTosAHuA Tabamubl MAC-agpecoB, KOTopoe coxpaHaeTcs B uctopun. Ecam
fication change history value: (0..500)/1 YCTaHOB/IEH pa3mep UCTopuun paBHbili 0, To cobbiTMA He coxpaHsatoTca. Mpu
value nepenonHeHumn bydpepa MCTopUn HOBOE COBLITME MOMELLLAETCA HAa MecTo ca-

MOTO CTaporo.

KomaHpa npegHa3HayeHa ANA BKAOYEHUA UM OTKIOYEHUA OTNPaBKM
SNMP-yBegomMieHn 06 M3MEHEHUU coCToAHUA Tabamubl MAC-agpecos.

[no] snmp-server ena- [na oTKNoYeHMA ncnonblyeTca oTpuLaTesbHaa Gopma KOMaHabI.
ble traps mac-notifica- -/BbIKNOYEHO Ecnv oTnpaBka yBeAOM/IEHWI BKIKOYEHA, TO YCTPOMCTBO ByaeT MHpopmupo-
tion change BaTb 0 CObbITUAX COO6LWEHUAMM NpoToKoNa SNMP 1 coxpaHATb COOTBET-

cTBytOLWME CObbITUA B UCcTOpMK. Ecnm oTnpaBka SNMP-yBegoMaeHuUi Bbl-
KNKOYEHA, TO YCTPOMCTBO BYAET TONIbKO COXPaHATL COOLITUA B UCTOPUM.

[no] snmp-server ena- BK/1OUMTL/BLIKNOYMTL OTNPaBKY Tpanos o pnannuHre MAC-agpecos
ble traps mac-notifica- -/BKAtOYEHO (eltMnFlappingNotification).
tion flapping

KomaHObI pexcuma KoHguaypuposaHue uHmepgpelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-if) #

Tabnuua 5.234 — KomaHabl pexxuma KoHpurypmposaHus nHtepdeiica Ethernet

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOAYAHUIO

BK/tOYEHME reHepaLun yBeLOMAEHWUI Ha KaXKA0M UHTep-
snmp trap mac-notification deiice 0 cobbITUAX 3MeHeHnA cocToaHnA MAC-agpecos. OT-
change [added | removed] /BbiKniodeHo OENbHO MOXHO pPa3peLLmnTb reHepaLmio yBeA0OMAEHN TONbKO
06 nsyyeHnn MAC-agpecos MM60 TONbKO 06 UX yaaneHum.

KomaHOwbI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 5.235 — KomaHapl pexxkuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue
show mac address-table OTobparkeHne BCEX yBEAOM/IEHUIM 06 U3SMEHEHUM COCTOAHUSA
notification change history — MAC-afpecoB, COXPaHEHHbIX B UCTOPUU. BO3MOKHa duabTpa-
[interfaces] uma cobbITMIA No nopTam, rpynnam noptos (LAG) n VLAN.

OTobpakeHne CTaTUCTUKM cepBurca: 0bLLee KONMYeCTBO Cobbl-
Ui 06 nsyyeHnn MAC-agpecos, obLLee KoNnM4ecTso cobbITUi
06 ypaneHnn MAC-agpecos, obLiee KOANMYECTBO OTNPABAEH-
HbIXx SNMP-coobLeHuni.

show mac address-table
notification change statis- —
tics

[pumepbl UCI016308AHUS KOMAHO

= [lpumep NoKasbiBaeT. Kak HacTpouTb nepeaady coobweHnit SNMP MAC Notification Ha cep-
Bep ¢ agpecom 172.16.1.5. Npn HacTponKke 3adaeTca obuee paspelweHme paboTol cep-
BMCA, HAaCTPaMBaeTCA MUHUMANbHbIN MHTEPBaa OTNPABKM COOBLLEHMIA, 3a4aETCA pa3mep UC-
TOPUKN COBBITUIN N HACTPanBAETCA CEPBUC HA 3a4aHHOM MOPTY.

Console (config) #snmp-server host 172.16.1.5 traps private
console (config) #snmp-server enable traps mac-notification change
console (config) #mac address-table notification change
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console (config) #mac address-table notification change interval 60
console (config) #fmac address-table notification change history 100
console (config) #interface gigabitethernet 0/7

console (config-if) #snmp trap mac-notification change

console (config-if) fexit

console (config) #

5.29 dyHKuuu DHCP Relay-nocpegHuka

3apaueit DHCP Relay-areHTa aBnsetcs nepegadya DHCP-nakeToB OT KAMEHTa K cepBepy M 0b6paTHo, B
cnyvae ecnm DHCP-cepBep Haxogutcs B OOHOM CETWU, a KAMEHT B Apyroi. [pyroit ¢yHKumel asnaetca
nobasneHne gononHUTeNbHbIX onunii 8 DHCP-3anpock! KnveHTa (Hanpumep, onuumu 82).

MpuHumn pabotbl DHCP Relay-areHTa Ha KommyTaTope:

KommyTtatop npuHumaet ot kaveHta DHCP-3anpocbkl, nepegaeTt 3TU 3anpocbl CepBepy OT MMEHMU
KAneHTa (ocTaBnsAa B 3anpoce onuum c TpebyembiMW KAMEHTOM NapameTpamu W, B 3aBUCMMOCTM OT
KOHUrypaumu, obasnas ceoun onumm). NMoayuns OTBET OT CepBepa, KOMMYTATOP NEePeaET ero KANEHTY.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypupoBaHms:

console (config) #

Tabnunua 5.236 — KomaHapl pexxknuma rnobanbHOro KOHPUrypmpoBaHus

no ip dhcp relay enable

KomaHda 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO
ip dhcp relay enable BkntoueHune ¢pyHKumnit DHCP Relay-areHTa Ha KommyTaTope.
-/BbIKAOYEH

BbikntoueHne pyHkumit DHCP Relay-areHTa Ha KommyTaTope.

ip dhcp relay address
ip_addr

no ip dhcp relay address
[ip_addr]

MosKeT 6bITb 3a4aH0 40 8-
MW cepBepoB

3apaért IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay-
areHTa.

Ypanset IP-agpec n3 cnucka DHCP-cepsepos ana DHCP Relay-
areHTa.

ip dhcp relay broadcast en-
able

no ip dhcp relay broadcast
enable

-/BbIK/OYEHO

Bk/itoYaeT pexxmm LIMpoKoBeLLaTeNbHOM PacCbIIKM OTBETOB
DHCP-cepsepa.

YcTtaHaBauBaeT pexXmum no ymonyaHuio

ip dhcp relay information
policy {keep | replace |
drop}

no ip dhcp relay infor-
mation policy

-/keep

OnpeaenseT pexxnm obpaboTkn DHCP-nakeTos c onuueit 82:
- keep — nponyckaeT nakeTbl 6€3 U3MeHeHUN;

- replace — 3ameluaeT cogepknumoe onumm 82;

- drop — oT6pacbiBaeT nakeTbl C onuuein 82.

YCTaHaBAMBAET PEKUM MO YMONYAHUIO.

ip dhcp relay information
option format-type option
format [delimiter delimiter]

format: (sp, sv, pv, spv, bin,
user-defined);
delimiter: (.,;#)/npo6en

Hactpoiika ¢opmata DHCP onumm 82:
- Sp — HOMep C/I0Ta U NopTa;
- sv — Homep cnoTta u VLAN;
- pv — Homep nopta u VLAN;
- Spv — HoMep cnoTa, nopta u VLAN;
- bin — 6uHapHbI dopmat: VLAN, cnoT, nopr;
- user-defined — dopmat onpeagenserca nonb3osartenem. Mpu
onpeaeneHnm UCNob3yoTca cneaytolime WabnoHbl:
%h: hostname;
%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
%P: ovHHOE MMsA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn nopta (3HauyeHune nona ifTable::ifType B wectHagua-
TEPUYHOM BUAE);
%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
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no ip dhcp relay infor-
mation option format-type
option

%Uu: HOMep HOHUTA;

%S: HOMep €NoTa;

%n: HoMmep nopTa (KaKk Ha NMLEeBOI NaHenn);
%i: ifiIndex nopTa;

%v: ngentnodukatop VLAN.

YCTaHOBKa 3HAY€HUA NO YMONIYAHUIO.

ip dhcp relay information
option suboption-type
{tr101 | custom}

no ip dhcp relay infor-
mation option suboption-
type

-/tr101

HacTpoiika popmata onumm 82:

- tr101 — ycraHaBavBaeT Gopmat onummn 82 cornacHo CUHTaK-
cucy, NpuHATOMY B pekomeHaaumax TR-101 B cooTBeTcTBUM C
dopmaTtom, npuseseHHbIM B Tabamue 5.219;

- custom — ycTaHasamBaeT dpopmaT onumm 82 B COOTBETCTBUM
¢ dopmaTtom, npusBegeHHbIM B Tabanue 5.220.

Bo3BpallaeT 3HaYeHme No yMONYaHUIO

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHPUrypuposaHma nHtepoeica VLAN:

console#configure
console (config) #interface vlan {vlan id}
console (config-if)#

Tabnunua 5.237 — KomaHapl pexkuma KoHdurypupoBaHua nHtepdeica VLAN

KomaHoa

3HayeHue/3HayeHue rno
YMOAYAHUIO

Aeiicmeue

ip dhcp relay enable

no ip dhcp relay enable

-/BbIKNIOYEHO

BkatoueHune ¢pyHKumnit DHCP Relay areHTa Ha HacTpanBaemom
nHTepoelice.

BbikntoueHue ¢yHKumin DHCP Relay areHTa Ha HacTpavMBaemom
MHTepodeiice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 5.238 — KomaHabl pexnma KoHdurypmupoBaHusa uHtepoderica Ethernet

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
ip dhcp relay information Onpegaenset pexxnm obpaboTkm DHCP-nakeTos ¢ onuuel 82.
policy {keep | replace | - keep — nponyckaeT nakeTbl 6€3 M3MEeHeHUN;
drop | global} Jglobal - replace — 3ameulaeT coaepkumoe onuun 82;

- drop — oTbpacbiBaeT nakeTbl C onumen 82.
3HayeHue Ha nopTax umeeT 6osee BbICOKUI NPUOPUTET, Yem
rnobanbHas HacTpoiKa.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnumua 5.239 — KomaHabl pexmma EXEC

KomaHoa Aelicmeue

show ip dhcp relay OTobparkaeT KoHOUrypauuto HacTpoeHHo dyHKumMmM DHCP Relay areHTa gns KommyTaTopa v
OTAEeNbHO A48 UHTepdENCoB, a TaKXKe CNUCOK JOCTYMNHbIX CEPBEPOB.

[pumepbl 8b1M0AHEHUA KOMAHO

= [lokasaTtb cocToaHue pyHKumMmn DHCP Relay areHTa:

console#show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.30 dyHKuuum Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP ans npotokona IPv4 KoMMyTaTOp MOMeT BbINOJHATL GYHKLMM NocpeaHuKa (relay
agent) ana DHCPv6. flaHHbln dyHKUMOHAN peannsosaH B Buae Lightweight DHCPv6 Relay Agent cornacHo
RFC6221.

B pamKax BbINosHEHMA GYHKLUMM NOCPEAHUKA KOMMYTATOpP BCTaBAsET B KAMeHTckne DHCPv6-nakeTbl
onumn 18 un 37. ina BrkAOYeHUA GYHKUMM TpebyeTca BbINOAHUTL Ceaytowme npeasapuTesbHbie WwarM no
HacTpoiKe:

e BKaouutb pyHKUMoHan DHCP snooping (ana IPv4) — rnobanbHo U Ha uenesom VLAN;

e  Bkatountb ¢oyHKUMoHan DHCPv6 guard — rnobanbHo 1 Ha uenesom VLAN;

e Ha «aoBepeHHbIX» NHTepdeincax KommyTaTopa («trusted» no TepmuHonornn RFC3046) BbINONHUTL
DHCPv4-HacTpoMKy «ip dhcp snooping trusty;

e Ha «aoBepeHHbIX» WHTepdencax KOMMYTaTopa BbIMOJIHUTb HACTPOMKY «ipvée dhcp guard
trusted-port»

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KoOHGUIrypnpoBaHmsa:

console (config) #

Tabnunua 5.240 — KomaHapl pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HayeHue/3HayeHue Aelicmeue
110 yMOAYAHUIO

ipv6 dhcp-ldra enable BkntoyaeT dpyHKumio Lightweight DHCPv6 Relay Agent (LDRA).

-/BbIK/IOYEHO

no ipv6 dhcp-Ildra enable OTkntoyaeT dpyHKumio LDRA.

ipv6 dhcp-ldra information op- 3apaeT naeHTuoukaTop remote-id (onumsa 37).
tion format-type remote-id

word word: (1..63) cumsonos

no ipv6 dhcp-Ildra information Ypanaet ugeHtndukatop remote-id.

option format-type remote-id
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KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaetica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM:
console (config-if) #

Tabnunua 5.241 — KomaHapl pexknuma KoHdurypupoBaHua nHtepdeica Ethernet

3HavyeHue/3Ha4yeHue no Aelicmeue

YMOAYAHUIO

KomaHoa

ipv6 dhcp-Idra infor- 3agaet naeHTUdUKaTop nopta (onums 18).
mation option format-

type interface-id word

- - word: (1..63) cumBonos
no ipv6 dhcp-ldra infor- BoccTaHaBAMBaET 3HaYEHME MO YMONYAHMIO.
mation option format-

type interface-id

ipv6 dhcp-Idra infor- 3agaet naeHtTuouKaTop remote-id (onymsa 37).
mation option format-

type remote-id word

- - word: (1..63) cumBonos
no ipv6 dhcp-ldra infor- BoccTaHaBAMBaET 3HaYEHME N0 YMONYAHMIO.
mation option format-

type remote-id

5.31 KoHndurypuposaHue PPPOE Intermediate Agent

®yHKuma PPPOE IA peanv3oBaHa B COOTBETCTBUM C TpeboBaHUAMKM gokymeHTa DSL Forum TR-101 un
npegHasHavyeHa 41a UCNOIb30BAHUA Ha KOMMyTaTopax, paboTatowmx Ha ypoBHe 40CTyna.

PyHKUMA NO3BOAAET AONOAHATL NakeTbl PPPOE Discovery nHbopmaumen, xapakTepusytoLe nHtep-
deinc poctyna. 3To Heobxoammo ans naeHTMduKaLMm Nosib3oBaTebCKOro MHTepdenca Ha cepBepe AoCTyna
(BRAS, Broadband Remote Access Server). YnpaBneHue nepexsatom 1 o6paboTkoli naketoB PPPoE Active
Discovery ocyLiecTsaneTcs rnobasbHO 418 BCEro YCTPOMCTBA M BbIBOPOYHO A/1A KaxKA0oro nHTepdeica.

Peanunsaums pyHKummn PPPOE IA npenocTaBnseT A4ONOSHUTENbHbIE BO3MOXHOCTM KOHTPOAS coobule-
HMM NPOTOKONA NYyTEM Ha3HaUYeHUA AOBEPEHHbIX MHTepdencos.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoro KoHGUrypnuposaHusa:

console (confiqg) #

Tabnuua 5.242 — KomaHab! pexxnma rnobanbHoro KoHGUrypupoBaHus

3HayeHue/3HayeHue no

KomaHoa

YMOAYAHUIO

Aelicmeue

[no] pppoe intermediate-
agent

-/BbIKOYEHO

PaspelweHne/3anpet pabotbl PPPOE Intermediate Agent.

[no] pppoe intermediate-
agent format-type access-
node-id word

word: (1..32) cumso-
nos/maeHTuduKaTop
YCTPOMCTBA He HasHayeH

YcTaHOBKa CTPOKM MAeHTUOUKaLMM YCTPOMCTBA AOCTYNa.
OTpuuaTtensHaa dopma KomaHabl (no) BoccTaHaBAMBaeT
HaCTPOWMKM MO YMONYAHMIO.

[no] pppoe intermediate-
agent format-type generic-
error-message word

word: (1..128) cumBo-
N0B/Ha3HaYeHo coobuie-
Hue «PPPoE Discover
packet is too large to pro-
cess.»

YcTaHOBKa TeKCTa cooblueHna 06 owmnbKe npesbllLeHMA pasmepa
naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO uau PADS nake-
Tax. OTpuuaTenbHaa Gopma KOMaHAbl BOCCTAaHaB/AMBAET 3HAYeHMe
napameTpa no yMo4aHuIo.

NpumeyaHue: ecnun coobuieHne cogepKMT cMmBobl Npobena, ero
Heob6X0AMMO 3aKNOUYNTD B KaBbIYKU.
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[no] pppoe intermediate-
agent format-type option
{splsv]pv]|spvl|
user-defined} delimeter

[.,:#/]

-/yctaHoBneH GopmarT B Co-
otseTcTBumM ¢ TR-101:
slot / port : vlan;

HacTpoiika Habopa napameTpoB U Pa3fennTens Mexay HUMM, Ko-
TOpble Ucnob3ytoTca ana GOPMUPOBaAHUA NOZONLMM circuit -id.
B KOomaHAge Ucnonb3ytoTca cneaytolime ycaoBHble 0603HaueHun:
- sp — slot + port
-sv —slot + vlan
- pv — port + vlan
- spv — slot + port + vlan
- user-defined — ¢opmart onpegenserca nonbsoBatenem. MNpwu
onpeaeneHnn UCNoNb3yoTCA creaytowme WaboHbl:
%h: hostname;
%p: KOPOTKOE UMsA NopTa, Hanpumep gil/0/1;
%P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn nopta (3HaueHune nons ifTable::ifType B wecTHaaLaTe-
pU4HOM BUAE);
%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;
%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep HHUTA;
%S: HOMep CNoTa;
%n: Homep NopTa (KaK Ha IMLEBOM NaHenw);
%i: ifindex nopTa;
%v: naeHtndukatop VLAN;
%c: MAC-agpec abOHEHTCKOro YCTPOMCTBA;
%alvlan_id]: IP-appec nHtepdeica VLAN. Ecam vlan_id He yKa-
3aH, To noactasnaetca IP-agpec nntepdelica default vian. Ecan
IP-agpec He HaliaeH, noacTtasnaetca agpec 0.0.0.0.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KOHPUrypnuposaHua nHtepoeiica:

console (config-if) #

Tabnuua 5.243 — KomaHabl pexxuma KoHdpurypmposaHus uHtepoeiica Ethernet, rpynnbi noptos

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

[no] pppoe intermediate-
agent

PaspeweHune/3anpet pabotbl PPPOE Intermediate Agent Ha
nHTepoelice.

[no] pppoe intermediate-
agent format-type circuit-
id [word]

word: (1..63) cumBonos

HasHayeHue naeHtMduKaTopa circuit-id, sobasnsemoro Kom-
MyTaTopoMm. MaeHTUOUKATOP, 3aA4aHHbIM B KOMAHAE, MOJTHO-
CTblo NepeonpegenseT naeHTUGUKaTop, BbIYUCAAEMbIN Ha OC-
HoBe rn1o6anbHbIX NapameTpoB access-node-id n
option/delimeter. OTpuuaTensHas Gopma KOMaHAbl BOCCTa-
HaB/IMBAeT HACTPOMKY Ha OCHOBeE rN106abHbIX NapamMeTpoB
access-node-id u option/delimeter.

[no] pppoe intermediate-
agent format-type remote-
id [word]

word: (1..63) cumsonos/

B KayecTtBe remote-id uc-

nonb3yetca MAC-agpec
KOMMyTaTopa

HasHaueHue ngeHtTndukaTopa remote-id, gobasnsemoro Kom-
MyTaToOpOM. MaeHTUGMKaTOp A0NKeH BbITb CKOHOUTYPUPOBaH
Ha Bcex MHTepdeincax KommyTaTopa, rae pabotaet PPPoE IA.
OTpuuaTencHan Gopma KOMaHAbl BOCCTaHABNMBAET HACTPOWKY
MO YMONYAHMIO.

[no] pppoe intermediate-
agent timeout [timeout]

timeout : (0..600)/600 cek

3aaHue BpeMeHM KU3HU KAneHTCKon ceccuu. Mpu BBoae Na-
pameTpa timeout paBHbIM HYNtO, TaliMAyT HOBbIX ceccuii byaeT
paBeH 6€CKOHEeYHOCTH.

OTpuuaTencHan Gopma KOMaHAbl BOCCTaHABNMBAET HACTPOWKY
M0 YMONYAHMIO.

[no] pppoe intermediate-
agent trust

-/vHTepdeic He aBnaeTca
L0BEpeHHbIM.

YnpasneHve pexxumom gosepusa K nHtepdeiicy. KomaHaa
nobasnaeT v yaanset nHTepdenc us cnmcka JoBePEHHbIX.
NHTepdericbl, K KoTopbiM NnogKkntoueHsl PPPoE-cepsepbl,
HACTPanBatoTCA KaK foBepeHHble. MHTepdelichl, K KOTOPbIM
NOAK/OYEHbI NO/1b30BATE/M, HACTPAMBAOTCA KaK HEOBEPEH-
Hble. OTpuuaTenbHaa ¢opma KOMaHAbl BOCCTAaHABAWBAET 3Ha-
YeHue Mo YMOJIYAHUIO.
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[no] pppoe intermediate-
agent vendor-tag strip

-/peKnUMm yaaneHus sbl-
K/HOUEH.

PaspelweHune uau 3anpet yganenua vendor-speciifc onumm us
naketos PADO, PADS, PADT nepeg OTNpaBKOM UX B CTOPOHY
nonb3osatena. OyHKUUA yaaNeHUA MOXKET bblTb UCNO/b30-
BaHa TO/IbKO Ha UHTepdelice, Ha KOTOPOM pa3spelleHa paboTta
PPPOE |A 1 KOTOpbIV ABAAETCA AOBEPEHHbIM UHTEpPdelicom.
O6bI4yHO PYyHKLMA yaaNeHUsa HacTpanBaeTca Ha nHTepdelice,
obpaleHHom B cTopoHy PPPOE cepsepa.

OTpuuatenbHas popma KOMaHAab! BbIKNHOYAET PEXUM yaane-
HUA.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.244 — KomaHapl pexknuma EXEC

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show pppoe intermedi-
ate-agent info [interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1...8)

OTobpaxkeHne HacTpoek PPPoE Intermediate Agent. Ecau B Ko-
MaHAe ABHO He 33faH uHTepdelic, TO KOMaHAa BbINOHAETCA
Ons Bcex nHTepdelicos, rae paspeweHa pabota PPPoE IA v Bcex
[,0BEepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent statistics [inter-
face {gigabitethernet
gi_port | fastethernet
fa_port | port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1..8)

OTobpakeHne cTaTUCTUKM paboTbl PPPOE Intermediate Agent.
Ecnv B KOMaHAe He 33faH ABHO MHTepdelc, TO KOMaHAa Bbl-
nosHAeTCcA ANA Bcex MHTepdeicoB ¢ paspeweHHbiMm PPPoE IA 1
BCEX A0BEPEHHbIX MOPTOB.

clear pppoe intermedi-
ate-agent statistics [inter-
face {gigabitethernet
gi_port | fastethernet
fa_port | port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1...8)

OumncTKa cTaTucTUKM paboTbl PPPOE Intermediate Agent. Eciv B
KOMaHZe He 33/1aH ABHO MHTepdeiic, TO KOMaHAa BbINONHAETCA
ONs Bcex MHTepdelicos ¢ paspeweHHbIM PPPOE IA 1 Bcex goBe-
PEeHHbIX NOPTOB).

show pppoe intermedi-
ate-agent sessions [inter-
face {gigabitethernet
gi_port | fastethernet
fa_port | port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1...8)

OTobparkeHne BCex 3aperncTPUpPOBAHHbIX KIMEHTCKUX CECCUA.
Ecnu B KomaHAe He 3afaH ABHO UHTepdeiic, To oTobpakatoTca
BCE CeCCMU C COPTUPOBKOWM NO UHTEpdelicam.

clear pppoe intermedi-
ate-agent sessions
[mac_address]

mac_address:(H.H.H nan
H:H:H:H:H:H nan H-H-H-H-
H-H)

YpaneHue knneHTckon ceccun. Ecam mac_address He 3apaH,
YAANATCA BCE CECCUM.

5.32 KoHdurypuposaHue DHCP-cepsepa

DHCP-cepBep ocyLecTBAAET LeHTPaAn30BaHHOE ynpasaeHue ceTeBbiMM aapecamm U COOTBETCTBYIO-
LLMMU KOHOUTYPALMOHHBbIMM NapameTpaMm, aBTOMATUYECKM NPEAOCTABAAA UX KAMEeHTaM. ITO NO3BOAET U3-
6eXKaTb PyYHOM HACTPOMKM YCTPOMCTB CETU M YMEHbLUAET KOJIMYECTBO OLLMOOK.

KomaHObI pexcuma 21060s6H020 KOHU2YpUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobasnbHOro KoOHOUIrypmpoBaHusa:

console (config) #
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Tabnunua 5.245 — KomaHapl pexknuma rnobanbHOro KOHPUrypmposaHus

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ip dhcp server

no ip dhcp server

-/BblKNIOYEHA

BkntoueHune ¢oyHKUmMn DHCP-cepBepa Ha KommyTaTope.
V MNepep, BkntoueHnem DHCP-cepsepa npeasapu-
TeNbHO A0/IXKHbI 6bITb OTKAOUeHbl DHCP-KAneHTbl
Bo Bcex VLAN. B Tom uncne BKAOYEHHDbIM N0 yMOAYAHUIO
DHCP-knueHT B VLAN 1.

BbikntoueHue pyHkumm DHCP-cepBepa Ha KOMMyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32) cumBonos

Bxog, B pexMm KOHOUIYPUPOBaHMA CTaTUHECKUX aApecoB
DHCP-cepsepa.

Ypansaet koHourypauno DHCP-kAmMeHTa ¢ 3a4aHHbIM UMEHEM.

ip dhcp pool network name

no ip dhcp pool network
name

name: (1..32) cumBosios

Bxopg, B pexxum KoHourypuposaHus DHCP-nyna agpecos
DHCP-cepBepa.
- name — nma DHCP-nyna agpecos.

Yaanaet DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-ad-
dress low_address
[high_address]

YkasbiBaeT IP-aapeca, kotopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low_address — HavanbHbIN IP-agpec AMana3oHa;

- high_address — kKoHeuHbIl IP-agpec ananasoHa.

Ypanenue IP-agpeca 13 cCnncka UCKAOYEHUI AN1A Ha3HAYeHUA
ero DHCP-knuneHTam.

ip dhcp ping enable

no ip dhcp ping enable

-/BbIK/IIOYEHa

BkntounTb nepesayvy ICMP-3anpocoB Ha HazHavaemMblli agpec
015 NpoBepKU, uTo IP-aapec aBnaetca cBO6OAHbIM, Npexae
yem oH byaeTt HaszHayeH DHCP-KnueHTy.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

Onpepgenaet Konnvectso oTnpasaaemoix ICMP-3anpocos.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ip dhcp ping timeout time

no ip dhcp ping timeout

time: (300 .. 1000)/500 mc

Onpegenset TalimayT, B TeueHUe Kotoporo DHCP-cepeep 0xu-
[aeT OTBET C agpeca, Ha KoTopbli oTnpasneH ICMP-3anpoc.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHguzypuposaHua cmamu4veckux adpecos DHCP-cepsepa

Bua 3anpoca KOMaHAHOW CTPOKU B pexXnme KOHOUIypupoBaHUa ctatudecknx agpecos DHCP-cepsepa:
console#configure

console (config) #ip dhcp pool host name
console (config-dhcp) #

Tabnunua 5.246 — KomaHapl pexknuma KoHOUrypupoBaHus

KomaHoa 3HaveHue Aelicmeue

address ip_address

{mask | prefix_length} {cli-
ent-identifier id| hard-
ware-address —
mac_address}

PyyHoe pe3epsuposaHue IP-agpecos ana DHCP-knumeHTa.

- ip_address — |P-agpec, KoTopblii byaeT conoctaBneH ¢ pusu-
YeCKMM afpecoM KINEHTa;

- mask/ prefix_length — macka noacet/ anvHa npedukca;

- id — du3nyeckmnin agpec (MaeHTMPUKATOpP) ceTeBoM KapTbl;

- mac_address — MAC-agpec.

no address Ypaanaet 3ape3epBupoBaHHble IP-agpeca.

Onpegenaet uma DHCP-kauneHTa.

client-name name

name: (1..32) cumBosioB

no client-name Ypaanaetr uma DHCP-knueHTa.
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KomaHObI pexcuma KoHgu2ypuposaHusa nyaa DHCP-cepsepa

BunAa 3anpoca KOMaHAHOM CTPOKMK B pexxume KoHpurypuposaHua nyna DHCP-cepsepa:
console#configure

console (config) #ip dhcp pool network name
console (config-dhcp) #

Tabnnuya 5.247 — KomaHapl pexxuma KoHOUrypupoBaHus

3HayeHue/3HayeHue no

KomaHoa Aeilicmeue
YMOAYAHUIO
address {network_number YcTaHaBAMBaeT HOMep NOACETU U MACKy NOACETU ANA Nyna aa-
| low low_address pecos DHCP-cepBepa.
high high_address} - network_number — IP-appec Homepa noaceTy;
{mask | prefix_length} — - low_address — HavyanbHbIN IP-agpec grMana3oHa a4pecos;

- high_address — kKoHeuHbIl IP-agpec Anana3oHa aapecos.
- mask/ prefix_length — macka noacetn/ anvHa npedukca.

no address YpanaeT koHdurypaumto DHCP-nyna agpecos.
lease {days [{hours} Bpems apeHabl IP-agpeca, KOTopbili HasHayeH ot DHCP.
[minutes]] | infinite} - infinite — Bpemsa apeHAbl He orpaHUYeHo;

- days — Konn4yecTBo gHew;

/1 pexib - hours — KonM4YecTBO Yacos;

- minutes — KOANYECTBO MUHYT.
no lease YCTaHOBWUTb 3HAYEHME MO YMOYAHMIO.
ping enable Bkntountb nepeaavy ICMP-3anpocos ans nposepku, yto IP-aa-

pec siBnsetcs cBO60AHbIM, Npexae Yem oH ByaeT HasHaueH

-/BbiknK0HEHO DHCP-kAneHTy.

no ping enable YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.

KomaHObI pexcuma KoHguaypuposaHusa nyana DHCP-cepsepa u cmamu4yeckux adpecos DHCP-
cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #

Tabnunua 5.248 — KomaHapl pexknuma KoHGUrypupoBaHus

3HavyeHue/3Ha4yeHue o
KomaHoa / Aelicmeue
no ymon4arHuro

default-router ip_address_list Onpefenaer CNMCOK MapLIpPyTU3aTOPOB MO YMONYAHUIO A1A

DHCP-knueHTa:

- ip_address_list — cnucok IP-aapecoB MapLupyTM3aTOPOB,

MOKET COAePKaTb A0 8 3anuceli, pasaenieHHbIx npobenom.
IP-agpec maplupyTu3aTopa A0NXKeH 6bITb B TOM e

-/CNUCOK mMapLpyTM3aTo-
poB He onpeaenex

. NoACETH, YTO U KINEHT.

no default-router YcTaHaBAMBAET 3HAYEHME MO YMOTYAHUIO.

dns-server ip_address_list Onpegensaet cnnucok DNS-cepBepoB, AOCTYMHbIX ANA KANEHTOB
DHCP:

-/cnucok DNS-cepsepos

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, moxeT
He onpegaeneH

cofiepaTb 10 8 3anuceit, pasaeneHHbix npobenom.

no dns-server YcTaHaBAMBaET 3Ha4YeHMEe N0 YMONYAHMIO.

domain-name domain domain: (1..32) Onpegenaet gomeHHoe uma ana DHCP-kaneHToB.

no domain-name CMMBO/I0B YcTaHaBAMBaET 3Ha4YeHMEe N0 YMONYAHMIO.
netbios-name-server Onpegensaet cnucok WINS-cepBepoB, AOCTYNHbIX ANA KANEH-
ib_address_list ToB DHCP:

-/cnucok WINS-

- ip_address_list — cnucok IP-agpecos WINS-cepsepos, mo-
CepBepoB He onpeaeneH

YET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.
no netbios-name-server YCTaHaBAMBAET 3HaYEHME NO YMONYAHMIO.
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netbios-node-type
{b-node | p-node | m-node |
h-node}

-/Tun y3na NetBIOS He
onpegenex

no netbios-node-type

Onpeaenset Tvn y3na NetBIOS Microsoft gns knmerHtos DHCP:
- b-node — wupokoBewaTeNbHbI;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIN;

- h-node — rmbpuaHblii.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

next-server ip_address

no next-server

Mcnonb3yetca anAa ykasaHua DHCP-kaneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro A0/XKEH BbITb NONY-
YeH 3arpy3oydHbli ¢ana.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

next-server-name name

name: (1..64) cumBonoB

no next-server-name

Mcnonb3yeTtca ana ykasaHma DHCP-knneHTy nma cepsepa, €
KOTOPOrO A0/KEH ObITb MONYYEH 3arpy304HbIi daiin.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

bootfile filename

filename: (1..128) cum-

no bootfile

BOJ10B

YKa3biBaeT uma daina, UCNnosb3yemoro AA HayanbHOM 3a-
rpy3ku DHCP-knneHTa.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

time-server ip_address_list

-/CNNCOK cepBepoB He
onpeaeneH

no time-server

OnpeaenseT CNUCOK CepBEPOB BPeMEHU, AOCTYMHbIX A8 KAK-
eHTos DHCP:

- ip_address_list — cnucok IP-aapecoB cepBepoB BpeMeHH,
MOXKET COAeprKaTb A0 8 3anucem, pasgeneHHblx npobenom.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [descrip-
tion desc]

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CUMBO/IOB;
desc: (1..160)
CUMBO/IOB;

no option code

Hactpansaet onuuun DHCP-cepBepa.

- code — Kog, onuuu DHCP-cepBepa;

- bool_val — noruyeckoe 3HayeHMue;

- integer — uenoe NONOKUTENbHOE YNCIO;

- ascii_string — cTpoka B popmate ASCII;

- hex_string — cTpoKa B WwWecTHaaLaTMpnyHom bopmare;
- ip_address_list — cnucok IP-agpecos;

Yaanset onumn gna DHCP-cepsepa.

tftp-server ip_address_list

-/cNNCOK cepBepoB He

no tftp-server ip_address_list

onpegeneH

HacTpolika onumun 150 — agpeca TFTP-cepBepa:
- ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MoOXKeT
cofep:KaTb 0 8 3anucen, pasgeneHHbIX npobenom.

Ypanaer HacTpolKky onuum 150:
- ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MOXKeT
cofep:KaTb 0 8 3anucei, pasaeneHHbIx npobenom.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnnuya 5.249 — KomaHapl pexuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YpaneHue 3anucei U3 Tabanubl COOTBETCTBUSA PUINYECKUX af-
pecoB M aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — |P-appec, Ha3HayeHHbI DHCP-cepsepom;

* - yAanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepBepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-aapecos, koTopbie DHCP-cepsep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

show ip dhcp pool host
lip_address | name]

name: (1..32) cumBonos

MpocmoTp KoHOUrypaumm ana ctatudeckux agpecos DHCP-cep-
Bepa:

- ip_address — |P-apgpec KAneHTa;

- name — uma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHoUrypaumm DHCP-nyna agpecos DHCP-cepBepa:
- name — wmsa DHCP-nyna agpecos.
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show ip dhcp binding MpocmoTp IP-appecos, KOTopble cONOCTaB/EHbI C PUIUYECKUMU

[ip_address ] — aflpecaMu K/IMEHTOB, a TaKKe BpPems apeHbl, cnocob HasHave-
HUA 1 cocToAHue IP-agpecos.

show ip dhcp server statis- . MpocmoTp cTatuctukn DHCP-cepsepa.

tics

[pumepbl 8b1N0AHEHUS KOMAHO

=  Hactpoutb DHCP-nyn c umeHem test n ykasatb ana DHCP-knneHToB: nma gomeHa - test.ru, wntos
no ymon4vaHuto - 192.168.45.1 v DNS-cepsep - 192.168.45.112.

console#

console#configure

console (config) #ip dhcp pool network test

console (config-dhcp) #address 192.168.45.0 255.255.255.0
console (config-dhcp) #domain-name test.ru

console (config-dhcp) #dns-server 192.168.45.112

console (config-dhcp) #default-router 192.168.45.1

5.33 KoHdurypuposaHue ACL (cnuckn KOHTponsa aoctyna)

ACL (Access Control List — cnucoKk KoHTpona gocTyna) — Tabauua, Kotopasa onpeaensieT npasuna
duNbTPauMmM BXogaLlero Tpadpuka Ha OCHOBaHUM NepegaBaembiX B NakeTax Nnpotokonos, TCP/UDP-nopTos,
IP-agpecos nnn MAC-agpecos.

Ons peanusaunmn GyHKUMM ACL KOMmyTaTOp UCNONb3yeT cucteMHble pecypcbl TCAM (Ternary Content
Addressable Memory). 3ToT pecypc WCnonb3yeTcs ANA peanusauumm U Apyrux QGYHKUWIA yCTpOMCTBa,
Hanpumep, oyHKUMKM Selective Q-in-Q. MMockonbKy pecypc TCAM ABAAeTcs OrpaHUYEHHbIM, AAA
OMTUMM3ALUN €r0 UCNONAb30BAHMA B PA3/IMYHBIX YCAOBUAX NPEAYCMOTPEHO ABA peXMma. ITU perumbl
Ha3BaHbl ACL-only 1 ACL & SQinQ.

B pexxume ACL-only Becb pecypc TCAM oTgaeTca Ana ncnosb3osBaHus cepsncom ACL. 3To nossonser
NnosIb30BaTeN0 YCTPOMCTBA CO34aTb MaKCMMasibHOE KOJIMYECTBO MPaBWA Ss CMMCKOB KOHTPOAA AO0CTyna.
Kpome TOro, B 3TOM pexXMme BO3MOXKHA FPynnMPOBKA MAEHTUYHbIX NPABWUI, €CIU OHU MPUMEHSAIOTCA ONA
BCeX MOPTOB KOMMYyTaTOpa — 3TO AAET BO3SMOXHOCTb CyLLEeCTBEHHO COKOHOMUTL pecypcbl TCAM.

Ona ynpasnenna npasunammu ACL B pexkume ACL-only vcnonb3ayeTca AOMNOAHUTENbHBIN NapameTp
npodunb (profile). Ona Kaxkaporo nopta goctynHo 3 npoouns — 0, 1 n 2, K KOTOPbIM MOYKHO NPUBA3bLIBATDL
cnuckm goctyna. MNpu aHanm3e Tpaduk NnocnesoBaTelbHO NPOBEPAETCA HA COOTBETCTBME NPABMIAM CMUCKOB
KOHTPONA [O0CTyMa B MoOpAAKe, onpeaendembiM Homepom npodunda. CHavana npoBepAloTcA MpaBuAa
npoduna 0, 3atem npodwmaa 1 n B NnocneHo0 ovepeas — npoduna 2.

Ona Toro, utobbl caKOHOMUTb pecypcbl TCAM obuwue pna Bcex NopToB npasuna Tpebyetca
rpynnupoBaTb B 04HOM M3 npodunen.

OrpaHunyeHune pexkuma ACL-only cocTouT B HEBO3MOXKHOCTM UCMO/b30BaTh GyHKUUK Selctive Q-in-Q u
MAC-based VLAN.

Pexxum ACL & SQinQ npegycmatpuvBaeT OAHOBPEMEHHOE WCNONb30BaHMe pecypca TCAM
HecKo/ibKMmm cepsrcamu. PacnpegenenHne TCAM mexxay cepBucamm NponCXoamT aBTOMATUYECKM.

OueHuTb ncnosbzoBaHne TCAM MOXKHO € NOMOLLbIO KOMaHAbl «show system resources tcam».

V‘ ACL-cnucku Ha 6ase IPv6-, IPv4- 1 MAC-agpecoB He A,0NKHbI MMETb OA4WHAKOBbIe HAa3Ba-
HuUA.

IPv6- u IPv4-cnuckn moryTt pabotatb BMmecTe Ha ogHOM ¢usndeckom uHtepdeice. Cnucok
V ACL Ha 6a3e MAC-agpecauum He MOXKeT COBMELLATbCA CO cnucKamu ana IPv6. [iBa cnucKa
OAWHAKOBOro TUNA He MOryT paboTaTb BMmecTe Ha uHTepdeiice.

KomaHabl Ans co3gaHusa U pedakTUpoBaHuA cnunckoB ACL AOCTynHbl B pexume rnobanbHoro
KOHUrypupoBaHums.
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KomaHObI pexcuma 27106as16H020 KOHpU2YPUPOBAHUSA

KomaHaHana cTpoka B pexkume rnobasibHOro KOHGUrypmMpoBaHMa MMeeT BMA,:
console (config) #

Tabnnua 5.250 — KomaHapl A4na co3gaHua U KoHpurypuposaHma cnnckos ACL

KomaHoa 3HavyeHue Aelicmeue
ip access-list extended ac- Co3paaHue HOBOro paclumMpeHHoro cnucka ACL ana agpecauuu
cess_list IPv4 1 BXOZ, B PeXUM ero KoHGUryprpoBaHUa (ecam Cnmcok ¢

OaHHBIM UMEHEM eLlle He co34aH) B0 BXOZ B PeXUM KOHOU-
rypMpoBaHMA paHee CO34aHHOro CMUCKa.

no ip access-list extended YpaneHne cnucka ACL ana agpecauum IPv4.

access_list

ipv6 access-list ac- Co3paHune HOBOro pacwmpeHHoro cnucka ACL ana agpecaunn

cess_list IPV6 1 BXO4, B PEXUM €ro KOHPUrypupoBaHUa (ecam Crmcok C
access_list: (1..32) cum- AaHHBIM MMEHEM eLLLe He CO34aH) MO0 BXOA, B PEXKUM KOHU-

BO/a rypMpoBaHUA paHee CO34aHHOrO CNUCKa.

no ipv6 access-list ac- Ypanenue cnvcka ACL ansa agpecaumm IPv6.

cess_list

mac access-list extended Co3pgaHue HoBoro cnvcka ACL Ha 6a3e MAC-agpecaumu 1 BXoA,

access_list B PEXUM €ro KOHPUrypUpoBaHUA (€CIM CMICOK C AaHHbIM

MMEHEM eLLe He Co34aH) B0 BXOA, B PEKUM KOHPUTYpUpPO-
BaHMA paHee CO3aHHOro CnucKa.

no mac access-list ex- Yaanerue cnucka ACL Ha 6a3e MAC-agpecaumm.
tended access_list
time-range range_name BXog, B pemMm KoHOUrypupoBaHua time-range n onpegene-

HUe BpeMeHHbIX UHTepPBas10B AN1A CNUCKa A0CTyna.

range_name: (1..32) cum- .
- range_name — uma Npodunna HacTpoeK time-range.

- BoAa " -
no time-range YpaneHue 3agaHHoM KOHdUrypaumm time-range.

range_name

Ona Toro u4tob6bI aKTMBM3MPOBaTb cnucok ACL, HeobxoAMMO cCBA3aTb €ro C WHTepdelrcom.
NHTepdelicom, NCNONb3YHOLMM CMUCOK, MOXKeT bbiTb Inbo nHTepdeic Ethernet, anbo rpynna noptos.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, Vian , epynnsl nopmos.

KomaHgHan cTpoKa B pexkume KoHPUrypmposaHua nHtepdelica Ethernet, rpynnsl noptos nmeet Bua;

console (config-if)#

Tabnnuya 5.251 — KomaHaa HasHaveHua cnucka ACL uHtepdelicy.

KomaHoa 3HavyeHue Aelicmeue
service-acl input ac- B HacTpolikax onpeaenéHHoro ¢pusnyeckoro nHTepdeiica Ko-
cess_list [profile pro- MaH4a NPMBA3bIBAET YKa3aHHbIM CMUCOK K 4aHHOMY UHTep-
file_id] deiicy.
V Napamertp profile gocryneH TonbKo B pexxume
- acl-only.
access_list: (1..32) cum- V B pexxkume acl-only koHdpurypuposaHue ACL Ha
,80{13; VLAN HepocCTymnHO.
profile_id: (0..2) Npun ogHoBpemeHoit npusaske ACL K pusnyeckomy
V uHTepdeiicy u interface vlan npuopurer otgaérca
HAcTpoiiKe Ha Ppusnyeckom uHtepdoeiice.
no service-acl input YpaneHue cnucka ¢ nHTepdeiica.

[profile profile_id]
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KomaHObi pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;

console#

Tabnnua 5.252 — KomaHapl ana npocmoTpa cnmckos ACL

KomaHoa 3HavyeHue Aelicmeue
show access-lists [ac- MokasbiBaeT cnucku ACL, co3gaHHble Ha KOMMyTaTope.
cess_list] access_list: (1..32) cum-
show access-lists time- BO/1a MokasbisaeT cnnckun ACL, cosaaHHble Ha KOMMyTaTope, KOoTopble B
range-active [access_list] HacTosLLee BpeMA ABNAIOTCA aKTUBHbIMMU.
show interfaces access- Moka3sbiBaeT cnucku ACL Ha3HauyeHHble nHTepdeicam.
lists [gigabitethernet gi_port: (1..3/0/1..28);
gi_port | fa_port: (1..3/0/1..24);
fastethernet fa_port | vlan_id: (1..4094);
port-channel group| group (1..8)

vlan vian_id]

clear access-lists counters . OB6HYNUTb BCe cYeTUMKM cnnckos ACL, 160 CHETUMKM AR CMIUCKOB
L. . gi_port: (1..3/0/1..28); .

[gigabitethernet gi_port | fa_port: (1..3/0/1..24); ACL 3apaHHoOro nHtepdelica.

fastethernet fa_port | _port: {2.. e

port-channel group] group (1.8)

show interfaces access- MOKa3bIBAET CYETYMKM CMMCKOB AOCTYNa.
lists counters gi_port: (1..3/0/1..28);

[gigabitethernet gi_port | fa_port: (1..3/0/1..24);

fastethernet fa_port | group (1..8)

port-channel group]

KomaHOwbl pexcuma EXEC

KomaHaHasa cTpoka B pexkume EXEC nmeet sua;

console#

Tabnnuya 5.253 — KomaHapl ana npocmoTpa cnmckos ACL

KomaHoa 3HavyeHue Aelicmeue
show time-range range_name: (1..32) Moka3biBaeT KOHGUIypaLUIo BpeMeHHOro MHTepBana.
range_name cumBona

5.33.1 KoHdurypuposaHue ACL Ha 6a3se IPv4

B maHHOM pasgene npuBeAeHbl 3HAYEHMA M OMUCAHUA OCHOBHbIX NMAapPamMeTPoB, UCMOJIb3yeMbIX B
COCTaBe KoMaHA, HacTpoliku cnmckoB ACL, ocHOBaHHbIX Ha agpecauun IPv4.,

CosgaHue U BXOA4 B pexum pepaktmposaHua cnmckoB ACL, OoCHOBaHHbIX Ha agpecauuu [Pv4,
OCYyLLEeCTBAAETCA MO KOMaHAe: ip access-list extended access-1ist. Hanpumep, ona cosgaHusa
cnucka ACL nog HasBaHueMm EltexAL Heob6x0AMMO BbINONHUTL C/ieAyHoLMEe KOMAHAbI:

console#

console#configure

console (config) #ip access-list extended EltexAL
console (config-ip-al)#

Tabnunua 5.254 — OcHOBHble NapaMeTpbl, UCNOb3yeMble B KOMaHAaX

Mapamemp 3HayeHue Aelicmeue
permit [ewncTteue ‘paspewmnTs’ Co3paet paspewatouiee npasuao ¢puabTpaymm B cnmcke ACL.
deny [Jeticteue ‘3anpetuts’ Co3paet 3anpeuwatowee npasuno ¢uabtpaumm B cnmncke ACL.
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protocol

MpoTokon

Mone npegHa3Ha4yeHo A/ YKa3aHUA NPOTOKoNa (MM BCEX MPOTOKO-
N10B), Ha OCHOBE KOTOpOro ByaeT ocyliecTsaneTca dpunbTpaumsa. Mpu
BblbOpE NPOTOKO/1a BOSMOKHbI CIeflytoLLue BapuaHTbl: arp, icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipv6:frag,
idrp, rsvp, gre, esp, ah, ipvb:icmp, eigrp, ospf, ipinip, pim, 12tp, isis,
ipip, MM60 YMCNOBOE 3HAYEHME NPOTOKOAA, B gManasoHe (0-255).
[na cootBeTCTBUA N0OO6OMY NPOTOKONY UCMO/b3YETCA 3HaYeHue ip.

source_mac

MAC-agpec nCTouHUKa

Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mac_wildcard

Macka MAC-agpeca
MCTOYHMKA

Macka onpegenset 6utbl MAC-agpeca MCTOYHMKA NaKeTa, KoTopble
HEeobXxoAMMO UTHOPUPOBATL. B 3HaUeHMa UrHopupyembix 6UTOB
O0/1XKHbI BbITb 3anMcaHbl eauMHULbI. Hanpumep, NCNOb3yA MAcKy,
MOHO onpeaennTb gaa npasuna GunbTpaumm gnanasoHa MAC-aa-
pecos. YTobbl o6aBUTL B NpaBuio puabtpaumnmn sce MAC-agpec
HaunHaowueca Ha 00:00:02:AA.xx.xx, HeObX0AMMO 3a4aTb 3HaYeHne
mackm 0.0.0.0.FF.FF, To ecTb, corsiacHoO gaHHOM Macke, nocnegHue 16
6uT MAC-agpeca byayT He BaXKHbl 414 aHaM3a.

destination_mac

MAC-agpec Ha3HayeHus

Onpegenser MAC-agpec HazHavyeHMA NaKkeTa.

destination_mac_wildcard

Macka MAC-agpeca
Ha3Ha4vyeHunAqa

butoBasa macka, npumeHaemas K MAC-agpecy Ha3HaYeHMA nakeTa.
Macka onpegenset 6utbl MAC-agpeca, KoTopble He06X0ANMMO UTHO-
pupoBaTb. B 3HaYeHMa UrHopupyembix BUTOB J0/1KHbI ObITb 3aNMCcaHbI
eanHuUbl. Macka ncnonb3yeTtca aHalorM4yHO Macke source_mac-
wildcard.

source_ip

IP-appec ncTouHnka

Onpegenset IP-agpec UCTOYHMKaA NaKeTa.

source_ip_wildcard

Macka IP-agpeca
MNCTOYHUKA

buToBasa macka, npumeHaemas K IP-agpecy NCTOYHUKa nakeTa. Macka
onpegensaet 6utol IP-agpeca, KOTopble HEOBXOAUMO UTHOPUPOBATL. B
3HAYEHUA UTHOPUPYEMBbIX BUTOB A,0/IKHbI ObITb 3aMMCaHbl €AUHULbI.
Hanpumep, ncnonb3ya macky, MOXKHO onpeaenvTb 414 Npasuaa
dunbTpaumm IP-cetb. YT06bI £06aBUTL B NpaBuao ¢punbTpauum IP-cetb
195.165.0.0, Heobxoaumo 3aaaTb 3Ha4YeHMe macku 0.0.255.255, To
€CTb COr/lacHO AaHHOW MacKe nociegHue 16 6ut IP-agpeca byayT ur-
HOPMPOBATbLCA.

destination_ip

IP-agpec Ha3HavyeHnA

Onpegenset IP-agpec Ha3HaYeHMA NakeTa.

destination_ip_wildcard

Macka IP-agpeca Ha3Ha-
yeHusa

butoBasa macka, npumeHaemas K IP-agpecy Ha3HayeHUA nakera.
Macka onpegenset 6utbl IP-agpeca, KoTopble HEO6X0AMMO UTHOPU-
poBaTb. B 3HaueHMA UrHopupyembix BUTOB AOMKHbI ObITb 3aNMCcaHbI
eauHuUbl. MacKa ncnonb3yeTtca aHalormM4yHO Mmacke
source_ip_wildcard.

MpuoputeT IP

vlan M,CI,eHTMdJMKaTOp Vlan Onpe,ﬂ'eﬂﬂeT Vlan, AnAa KoToporo 6yp,ET NPUMEHATLCA NPaBnNo.

dscp Mone DSCP B 3aronoske | Onpegenset 3HayeHne DSCP-nons diffserv. BosamoxHbie Koabl coob-
L3 weHmi nona dscp: (0 — 63).

precedence OnpeaenseT npuoputeTt IP-Tpaduka: (0-7).

range_name

Nmsa npoduna KoHoury-
pauuu time-range

Onpe,u,enﬂeT KOHC'JMpraLI,VIIO BPpeMEeHHbIX MHTEepPBAOB.

icmp_type

Tun coobuieHnin npotokona ICMP, ncnonbsyemblit 418 puabTpaumm
ICMP-nakeToB. BOo3moKHble TUMbl coobLLeHnid nons icmp_type: echo-
reply, destination-unreachable, source-quench, redirect, alternate-
host-address, echo-request, router-advertisement, router-solicitation,
time-exceeded, parameter-problem, timestamp, timestamp-reply, in-
formation-request, information-reply, address-mask-request, address-
mask-reply, traceroute, datagram-conversion-error, mobile-host-redi-
rect, mobile-registration-request, mobile-registration-reply, domain-
name-request, domain-name-reply, skip, photuris, nm6o uncnosoe
3HavyeHue Tuna coobuieHus, B agnanasoHe (0-255).

icmp_code

Kopg, coobuieHna npoTo-
kona ICMP

Kopg, coobuweHunii npotokona ICMP, ncnonbsyemblit ana GunbTpaumm
ICMP-nakeToB. BO3MOHble KoAbl cooblieHnit nons icmp_code: (0 —
255).

igmp_type

Tun coobuweHnsa npoTo-
kosa IGMP

Tun coobweHuit npotokona IGMP, ncnonbsyembiit gns GuabTpaumm
nakeTos IGMP. BO3MOHble TUMbl CO0OLLEHNI Noas igmp-type: host-
query, host-report, dvmrp, pim, cisco-trace, host-report-v2, host-leave-
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v2, host-report-v3, (b0 YMCNOBOE 3HaYeHMe TMMNa COObLLEHNS, B Ana-
nasoHe (0-255).

destination_port

UDP/TCP-nopt Ha3Haye-
HUA

source_port

UDP/TCP-nopT nctou-
HUKa

Bo3moKHble 3HaueHunA nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo
(7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109),
pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);

pons UDP-nopra biff (512), bootpc (68), bootps (67), discard (9), dnsix
(90), domain (53), echo (7 ), mobile-ip (434), nameserver (42), netbios-
dgm (138), netbios-ns (137), on500-isakmp (4500), ntp (123), rip (520),
snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs-ds (49),
talk (517), tftp (69), time (37), who (513), xdmcp (177).

Nn6o uncnosoe 3HauyeHne (0-65535).

list_of flags

®dnarn npotokona TCP

Ecnun ans ycnosua dunbTpaumm daar 4oKeH 6biTb YCTaHOB/EH, TO
nepes H1M CTaBMTCA 3HaK «+», €C/IN He AOJ/IXKeH bblTb YCTaHOB/IEH, TO
«-». Bo3mMoKHble BapuaHTbl pnaros: +urg, +ack, +psh, +rst, +syn, +fin,
-urg, -ack, -psh, -rst, -syn u -fin. Mpu UcNob30BaHMM HECKONIbKUX dNa-
ros B ycioBun ¢punbTpaumm, aarv ob6veguHATCA B OAHY CTPOKY b6e3
npobenos, Hanpumep: +fin-ack.

OTnpaBKa coobuweHni

disable-port BbIK/IlOYaEeT NOPT, C KOTOPOTO Bbl/1 NPUHAT NaKeT, yA40BAeTBOPAOLWMIA
OTK/toYeHMe nopTa yciosusm ntoboit ns KomaHg 3anpeta deny, B cocTase KOTOpPOU, H6b110
onucaHo none.
log-input BKAtoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLLEHMI B CUCTEMHDbIN KYp-

Ha/1 Npn NoAy4eHUn nakeTa, KOTOprVI COOTBETCTBYET 3anncu.

offset_list_name

HanmeHoBaHMe cnucka
wabnoHoB Nonb3osaTens

3afaeT Mcnosib3oBaHMeE CNUCKa WabioHOB Nosb3oBaTens Aja pacno-
3HaBaHMA NaKkeToB. [ Kaxgoro cnvcka ACL MosKeT 6biTb onpeaeneH
CBOM CNUCOK Wab/I0HOB.

index

MHpekc npasuaa

MHAOEKC 3a4aeT NoNoXKeHWe NpaBuaa B CNUCKE U ero npuoputet. Yem
MeHblle UHAEKC, TeM NpUopuTeTHee nNpasuio. [lnanasoH A0NYCTUMbIX
3HavyeHun 1-2147483647.

< X

oaHoro u3 npasun IP ACL).

Dns Bbi6opa Bcero guanasoHa napameTpos, Kpome dscp u ip-precedence ucnonbsyerca na-
pameTp «any».

Ecnu nakeTt nonagaet nog Kputepui npasuna 8 ACL, To Hag, HAM BbINOAHAETCA AeAcTBUE
aToro npasuna (permit/deny). lanbHeliwan nposepKa He NPOU3BOAUTCA.

Ecnu Ha nHtepdeiic HasHaueHb! IP 1 MAC ACL, To nepBoHa4asibHO NakeT 6yaeT npoBepeH Ha
cooTtBeTcTBUE Npasunam ACL, notom MAC ACL (B cnyuyae, ecam He nonager noa, AeicTeue H1

_ Ecnu nocne npoBepKu Ha cootBeTcTBMe npasunam IP unm MAC ACL (Korga 1 ACL HasHaueH
V Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha MHTepdeiic) NakeT He nonan
nog AeicTBMe HU OAHOro U3 NPaBUJ, TO HaZ AaHHbIM NakeTom ByaeT npumeHeHo aeiicTBue

«deny any any».

Tabnnuya 5.255 — KomaHabl, ucnonbsyemble gns HactTpoikm ACL cnmcKkoBs Ha ocHoBe IP-agpecaumm

KomaHoa

Aelicmeue

permit protocol

[offset-list offset_list_name]

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard} TOpOM.
[dscp dscp | precedence precedence]

[time-range range_name] [index index]

[ob6aBnset pa3peLuatoLLyto 3anncb GuUabTpaLMu Ans npoTokona. MNa-
KeTbl, OTBeYaloLMe yCA0BMAM 3anucK, byayT 06pabaTbiBaTbcad KOMMYTa-
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permit arp

{any/source-mac source-mac-wildcard }
{any/ destination mac destination mac wild-
card}

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard}

[vlan vian_id] [index index]

[obasnsaeT paspeLatowyto 3anmcs GuUabTpaLmm ana npotokona ARP. Ma-
KeTbl, OTBEYAlOLLME YC0BUAM 3anucK, byayt o6pabaTbiBaTbcqd KOMMYTa-
TOpOM

permit ip

{any|source_mac source-mac-wildcard}

{any| destination_mac destination_mac_wild-
card}

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnsaeT paspelatowyto 3anmcs GuabTpaLmm a4na npotokona IP. Ma-
KeTbl, OTBEYAtOLWME YCNOBUAM 3anucK, byayT 06pabaTtbiBaTbCa KOMMYyTa-
TOpPOM.

permit icmp

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | ip-precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[OobasnsaeT paspelatowyto 3anmncb GuUabTpaumm ans npotokona ICMP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmcK, byayT obpabaTbiBaTbCA KOMMY-
TaTOPOM.

permit igmp

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
ligmp-type]

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[OobasnaeT paspeLlatowyto 3anncek duabTpaumm ans npotokona IGMP.
MakeTbl, OTBEYatOLLME ycnoBUAM 3anucK, byayT obpabatbiBaTbca KOMMY-
TaTOPOM.

permit tcp

{any|source_ip source_ip_wildcard}
{any|source_port}

{any|destination_ip destination_ip_wildcard}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnsneT paspelatoLyto 3anmce GuabTpaumm ana npotokona TCP. Ma-
KeTbl, OTBEYAtOLWME YCNOBUAM 3anucK, byayT 06pabaTtbiBaTbca KOMMYyTa-
TOPOM.

permit udp

{any| source_ip source_ip_wildcard}

{any| source_port}

{any| destination_ip destination_ip_wildcard}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnsaeT paspeLaroLyto 3anmce GuabTpaLmm ana npotokona UDP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT obpabaTtbiBaTbca KOMMY-
TaToOpOM.

deny protocol

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[obasnaer 3anpeLyatoLLyto 3anuce GUAbTPaLMK Ana npoTokona. MNa-
KeTbl, OTBEYAIOLLME YCNOBUAM 3anucu, byayT 6/10KMpPOBaTLCA KOMMYTa-
Topom. Mpu cnonb3oBaHWUK KAto4eBoro cno.a disable-port dusnyeckuit
UHTepdec, NPUHABLUMI TaKoM NaKeT, byaeT BbikAtoYeH. Mpu ncnonb3o-
BaHWM KoueBOro cosa log-input 6yaeT oTnpas/iieHo cooblueHne B CU-
CTEMHbIV KypHa.
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deny arp {any/source-mac source-mac-wild-
card '}

{any/ destination mac destination mac wild-
card }

{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard }
[{log-input} {disable-port}]

[vlan vian_id]

[obasnsaeT 3anpewatoLLyto 3anmcb GunbTpaumm gna npotokona ARP. Ma-
KeTbl, OTBEYAlOLME YCNOBUAM 3anucK, byayT 610KMpPoBaTbCA KOMMYTa-
TopoM. MNpun ncnonb3oBaHWUM KNOYEeBOro cioBa disable-port dpusnyeckunit
MHTepdenc, NPUHABLINIM TaKoW NaKeT, byaeT BbikAoYeH. Mpu ncnonbso-
BaHWM KOYEBOTro cnoBa log-input 6yaeT oTnpaBaeHo coobuieHune B cu-
CTEMHbIM }KypHan

deny ip

{any|source_mac source-mac-wildcard}
{any|destination_mac destination_mac_wild-
card}

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [disable-port|log-in-
put] [index index] [offset-list offset_list_name]
[vlan vian_id]

[LobaensaeT 3anpewatoLyto 3anmcb GuUabTpaLmm aaa npotokona IP. MNa-

KeTbl, OTBEYAIOLME YCNOBUAM 3anucK, byayT 610KMpPOBaTbCA KOMMYTa-

TopoM. Mpun ncnonb3oBaHWUM KNOYEBOro cioBa disable-port dpusnyecknit
MHTepdenc, NPUHABLININ TaKoW NaKeT, byaeT BbikAoYeH. Mpu ncnonbso-
BaHWM KNtOYEBOrO Cn0Ba log-input 6yaeT oTnpaBaeHo coobuieHune B cu-

CTEMHbIM ¥KypHan.

deny icmp {any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
{any|icmp_type} {any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[obasnaeT 3anpewatoulyto 3anncsk puabTpaumm ana npotokona ICMP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT 61OKMPOBaTLCA KOMMY-
TaTopom. Mpun ncnonb3osBaHMKM KaoueBoro cnosa disable-port dpusnye-
CKUW MHTepdENC, NPUHABLUNIN TaKoM NaKeT, byAeT BbIK/IOYEH.

Mpu UCnoNb30BaHWM KAOUYEBOTO C/10Ba log-input 6yaeT oTnpasaeHo co-
obueHne B CUCTEMHBIN KypHai.

deny igmp {any|source ip source_ip_wild-
card}

{any|destination_ip destination_ip_wildcard}
[igmp_typel

[dscp dscp | precedence precedence]
[time-range range_name]

[disable-port | log-input] [index index]
[offset-list offset_list_name] [vlan vian_id]

[obasnaeT 3anpewyatoulyto 3annck puabTpaumm ana npotokona IGMP.
MakeTbl, OTBEYalOLLME YCNOBUAM 3anucK, ByayT 61OKMPOBATLCA KOMMY-
TaTopoMm. Mpun ncnonb3osBaHMKM KaoueBoro cnosa disable-port dpusnye-
CKMI nHTepdeiic, NPUHABLIWIA TaKol nakeT, byaeT BbikatoyeH. Mpu mc-
Nonb30BaHUM K/O4eBOro ciosa log-input byaeT oTnpasaeHo cooblue-
HWe B CUCTEMHbIN XKypHa.

deny tcp {any| source_ip source_ip_wildcard}
{any|source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]

[disable-port | log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

JobasnaeT 3anpewatoulyto 3anncsk GuabTpaumm ana npotokona TCP. Ma-
KeTbl, OTBEYatoLMe ycnosuam 3anucu, byayT 610KkMpoBaTbCcd KOMMYTa-
TopoM. Mpun ncnonb3oBaHWUM KNtoYeBOro cioBa disable-port dpusnyeckuin
UHTepdec, NPUHABLLMI TaKoM NaKeT, byaeT BbiKAtoYeH. Mpu ncnonb3o-
BaHWM KNtOYEBOTO C10Ba log-input 6yaeT oTnpasaeHo coobuieHune B cu-
CTEMHbIV KypHan.

deny udp {any| source_ip source_ip_wildcard}
{any| source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnsaet 3anpewjarowyro 3anmcb GUAbTPaLMKM A58 npoTokona UDP.
MaKeTbl, OTBEYaIOLLME YCNOBUAM 3anucK, ByayT 61OKMPOBATLCA KOMMY-
TaTopoMm. MpK NCcNob30BaHMM KAOYEBOro cnoBsa disable-port dpusnye-
CKUI nHTepdeic, NPUHABLIWIA TaKoM NakeT, byaeT BbIKNOYEH.

offset-list name { offset_base offset mask value}

Co34aéT cn1coK WabnoHOB No/b30BaTENs C UMeHeM name. ms moxeT
BK/ItOYaTb OT 1 A0 32 cMMBONOB.
B 04HOIM KOMaHAE MOXKET coAepKaTbCA 40 NATU LWAabNOHOB, COCTOALLMX
13 CcaepyroLmx napameTpos:
offset_base — 6a3oBoe cmelLeHne. BO3MOXKHble 3HaYeHUs:

L3 — Hayano 3aronosKa IPv4;

L4 — KoHew, 3aronoBKa IPv4;
offset — cmeuLeHune 6aiTa gaHHbIX B Npegenax naketa. basosoe cmelle-
HWe NPMHUMMAETCA 33 HaYaNo OTcYeTa;
mask — MacKa. B aHanu3e nakeTa NPUHUMALOT y4acTMe TONbKO Te pas-
paabl 6aiTa, ANA KOTOPbLIX B COOTBETCTBYIOLWMX pa3pAgax Macku 3agaHa
s
value — nckomoe 3HaueHue.
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no offset-list name Ypanaer co3faHHbIN paHee CrUCOoK.

remove index index YpanaeT co3faHHyo paHee 3anuch.

- index — vHAeKc npasuna.

5.33.2 KoHdurypuposaHue ACL Ha 6a3e IPv6

B paHHOM pasgene npuBeaeHbl 3HAYEHUA M OMUCAHMA OCHOBHbLIX MAPaMETPOB, UCMNOJIb3yeMbIX B
cocTaBe KOMaHA HacTpoiKkm cnnckoB ACL, ocHOoBaHHbIX Ha aapecaunn IPve6.

CospgaHne n BXo4 B peXum pefaktnposaHma cnmckoB ACL, OCHOBaHHbIX Ha agpecauun IPv6,
OCyLLeCTBAAETCA NO KOMAHAe: ipvé access-list access-1ist. Hanpumep, ana cosgaHuna cnucka ACL
nog HazeaHnem MESipv6 Heo6xoaMMO BbINOMHUTL CAeayowme KOMaHabl:

console#

consolef#configure

console (config) #ipv6 access-list MESipv6
console (config-ipv6-al) #

Tabnnua 5.256 — OcHOBHble NapameTpbl, UCMOb3yeMble B KOMaHAaX

MpoTokon

MNapamemp 3HauyeHue Aelicmesue
permit [eWcTtBre paspewmnTb Co3gaeT paspellatowee npasuno puabtpaumm B cnucke ACL.
deny [Jevicteue 3anpeTuTb Co3gaeT 3anpeltatolee npasmao puabtpaumm B cnucke ACL.
protocol Mone npegHasHayeHo A1A YKa3aHMA NPOTOKoNa (MM Bcex Npo-

TOKOJ/10B), Ha OCHOBE KOTOpOro byaeT ocywecTaneTca GunbTpa-
ums. Mpu BbIGOPE NPOTOKO/1A BO3MOXKHbI C/ieayloLme BapuaHTbl:
icmp, tcp, udp, 1Mb0o UMcnoBOE 3HaUYEHME NPOTOKOIA — icmp
(58), tcp (6), udp (17).

[na cootBeTcTBUA NH0OBOMY NPOTOKOAY UCNONb3YyeTCA 3HAaYEHNe
ipv6.

source_prefix/
length

Aapec oTnpasuTensa u ero
ANMHa

OnpegenseT IPv6-agpec 1 ganHy npedpukca cetn (0-128) (koam-
4ecTBO CTapLUMX BUT agpeca) MCTOYHMKA NakeTa.

destination_prefix/

Appec HasHayeHuA u ero

Onpepenset IPve-aapec v annHy npedukca cetn (0-128) (konau-

length O/IMHa 4ecTBO CTapLmMx BUT afpeca) Ha3HaYeHua nakeTa.

dscp Mone DSCP & 3aronoske L3 Onpe,u,enﬂevT 3HayeHne DSCP-nonsa diffserv. BoamoxkHbie Koabl
coobueHuit nons dscp: (0-63).

precedence Mpuoputert IP Onpegaensnet npuoputet IP-Tpaduka: (0-7).

range_name

Nma npoduna KoHouUrypa-
uumu time-range

Onpegaenser KOHOUrYPaLWIO BPEMEHHbBIX MHTEPBaNOB.

icmp_type

Tun coobueHna npoTo-
Kkona ICMP

Ncnonbayetca ana punbtpaumm ICMP-naketoB. Bo3moKHble
TUMbl U YUCNOBbIE 3HAYEHMA coobLLeHMI nonsa icmp-type: desti-
nation-unreachable (1), packet-too-big (2), time-exceeded (3),
parameter-problem (4), echo-request (128), echo-reply (129),
mld-query (130), mld-report (131), mldv2-report (143), mld-done
(132), router-solicitation (133), router-advertisement (134), nd-
ns (135), nd-na (136).

icmp_code

Kopg, coobuweHunii npoTo-
kona ICMP

Ucnonbayetca ana ¢ounovrpaunn ICMP-naketoB. Bo3moKHble 3Ha-
yeHus nona 0-255.

destination_port

UDP/TCP-nopT Ha3Ha4yeHun

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morKkHble 3HaueHuA nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip (3949),
echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),
hostname (42), irc (194), klogin (543), kshell (544), Ipd (515),
nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110,
syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37),
uucp (117), whois (43), www (80);

ana UDP-noprta biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
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(513), xdmcp (177).
Nnbo uncnosoe 3HaveHne (0-65535).

list_of flags Ecaun ana ycnosua ¢unbTpaumm enar 4oaKeH 6biTb YCTaHOB/EH,
TO Nepez, HUM CTaBUTCA 3HAK «+», eCIN He AO/IKEH BbITb yCTa-
HOBJEH, TO «-». BO3MOXKHble BapuaHTbl dnaros: +urg, +ack, +psh,
+rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

®naru npotokona TCP

disable-port BbIK/IOYAET MOPT, C KOTOPOTO BblN NPUHAT NAKET, YA0BNETBOPAIO-
OTKNtoYeHMe nopTa WKt ycnosusam ntoboi U3 KomaHg, 3anpeTa deny, B cocTaBe KOTO-
po#, 6bl10 onNucaHo none.

log-input Bk/ito4aeT oTNpaBKy MHOOPMALMOHHbBIX COOBLLEHUI B CUCTEMHBIV

OTnpaBKa coobueHuni N
KYPHan Npu NosyYeHnn naketa, KOTOPbI COOTBETCTBYET 3anucu.

3apaeT Mcnonb3oBaHWe cnucka WabnoHoB nosb3osaTensa AnA
pacno3HaBaHuWA NakeTos. [ns Kaxaoro cnucka ACL moxeT 6biTb
onpegeneH CBOM CNUCOK WaboHOB.

offset_list_name
ffset_list_ Mms cnmcka 6UTOBbIX No-

nen

index MHaeKC NoaBWAa MHAaeKe npasuna B Tabaunue, Yem MeHblue MHAEKC, TeM NPUopH-
AeKcnp TeTHee npasuno 1-2147483647

/' Ona sbibopa Bcero ananasoHa napameTpos, Kpome dscp u ip-precedence ucnonbsyerca na-
pameTtp «any».

/' Mocne Toro, KaK xoTAa 6bl 0gHa 3anucb gobasneHa B cnucok ACL, B cnucok ao6asnatorca 3a-
nucu:

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBble U3 HUX Pa3peLLaT NOUCK cocegHUX IPV6 yCTPOACTB C NOMOLLbIO NPOTOKONA
ICMPv6, a nocheaHAA 03Ha4YaeT UTHOPUPOBAHME BCEX NAKETOB, HE YA,0B1EeTBOPAIOLUX YCNO-

suam ACL.

Tabnuua 5.257 — KomaHabl, ucnosibayemole ana Hactpohkm ACL-cnnckoBs Ha ocHoBe IPv6-aapecaunm

KomaHoa Aelicmeue
permit protocol [lob6asnaeT paspeluatoLLyto 3anucb GpUAbTPaLMM AnA NpoToKkona. NakeTbl,
{any|source_prefix/length} oTBevaloLLme ycnosuam 3anucu, byayt obpabatbiBaTbca KOMMYTaTOPOM.

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

permit icmp [ob6asnaeT paspelatoLuyto 3anmcb GuUnbTpaumm gaa npotokona ICMP. Na-
{any|source_prefix/length} KeTbl, OTBEYAlOLLME YCA0BUAM 3anmcK, byayT 06pabaTtbiBaTbCa KOMMYTa-
{ any|destination_prefix/length} TOpOM.

{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

permit tcp [obasnaeT paspeluatolLyto 3anucb ¢punbTpaLmum ana npotokona TCP. Ma-
{any|source_prefix/length} KeTbl, OTBeYatoLLMe ycnosuam sannck, byayt obpabatbisaTbca KoMmyTa-
{any | source_port} TOpOM.

{ any| destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]

[match-all list_of flags]

[offset-list offset_list_name]

permit udp [JobasnaeT paspeluatoLLyto 3anucb puabTpaLmm ana npotokona UDP. MNa-
{any|source_prefix/length} KeTbl, OTBeYaloLLMe ycnosuam sanunck, byayt obpabatbisaTbca KOMmyTa-
{any | source_port} TOpPOM.
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{ any|destination_prefix/length}
{any| destination_port}
[dscp dscp | precedence precedence]

[time-range range_name]
[offset-list offset_list_name]

deny protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[JobanaeT 3anpeLyatoLLyto 3anncb GUAbTPALMM ANA NPOToKoAa. MNaKeTbl,
oTBeYaloLLMe ycnoBmuam 3anucu, byayt 6,10KMpPoBaTbCA KOMMYTAaTOPOM.
Mpu ncnonbsoBaHUK KaoyeBoro cnosa disable-port Gusnyecknit UHTep-
deiic, NPUHABLLMIA TaKOM NaKeT, byaeT BbIKAtoYeH. Mpu UCNoNb30BaHUK
KntoyeBoro cnosa log-input 6yaeT oTnpasieHo COObLEHNE B CUCTEMHbIN
KypHan.

deny icmp
{any|source_prefix/length}

{ any|destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6asnseT 3anpeLatoLLyto 3anucb puabTpaumm gna npotokona ICMP. Ma-
KeTbl, OTBEYAIOLLME YC0BUAM 3anmcK, byayT 610KMPOBaTbCA KOMMYTATO-
pom. Mpun ncnonb3oBaHUK KAOYEBOTO c/ioBa disable-port Gu3nyeckmnin nH-
Tepdeiic, NPUHABLLMIA TaKOM NaKeT, byaeT BbiKAOYEH. Mpun ncnonb3osa-
HWW KNtoYeBoro cnosa log-input byaeT oTnpaBneHO coobLieHme B CUCTEM-
HbIW XKypHan.

deny tcp

{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6aBnaeT 3anpeLLatoLLyto 3anucb puabTpaunmn ana npotokona TCP. MNa-
KeTbl, OTBEYAOLLME YCOBUAM 3anmcu, ByayT 610KMPOBATLCA KOMMYTATO-
pom. Mpu ncnonb3oBaHUK KNtoueBoro cnosa disable-port pusnuecknii nH-
Tepdelic, NPUHABLLMIA TaKOM NakeT, byaeT BbiKAtoYeH. MMpy ncnonb3osa-
HUK KNtoYeBoro cnosa log-input 6yaeTt oTNpaBNeHO coobLeHMe B CUCTEM-
HbIW XKypHan.

deny udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6asnaeT 3anpeLLatoLyto 3anuce GuabTpaummn ana npotokona UDP. MNa-
KeTbl, OTBEYAlOLLME YCIOBUAM 3anmcK, byayT 610KMPOBaTbCA KOMMYTATO-
pom. Mpu ncnonb3oBaHUK KNtoueBoro cnosa disable-port dusnyecknii nH-
Tepdelic, NpUHABLLMIA TaKoM NakeT, byaeT BbiKAtoYeH. Mpy ucnosib3osa-
HUM KNKOYEBOTO cNoBa log-input byaet oTnpaBieHo cOObLLEeHME B CUCTEM-
HbI KypHa.

offset-list name { offset_base offset mask

value} ...

Co34aéT cnNncoK WabnoHOB N0b30BaTENA C UMeHeM name. Uma moKeT
BK/tOYaTb OT 1 A0 32 CMMBOJIOB.
B 0HOM KOMaHAEe MOXKET CoAeprKaTbCA 40 TPUHAALATH WaboHOB, COCTO-
AWMX U3 CeAyHoLWMX NAapaMeTPOoB:
offset_base — 6a3oBoe cmelLeHne. BO3MOXKHbIe 3HaUYeHUA:

L3 — Hayano 3aronoskKa IPv4;

L4 — KoHeLl, 3arosioBKa IPv4;
offset — cmeleHne 6aiTa AaHHbIX B Npeaenax naketa. basosoe cmeue-
HWe NPUHUMAETCA 33 HaYaNo OTCYeTa;
mask — macka. B aHanM3e nakeTa NpMHMMAIOT y4acTue TONbKO Te paspsaabl
6aiTa, AN KOTOPbIX B COOTBETCTBYIOLLMX pa3paax Macku 3agaHa ‘1’;
value — ncKkomoe 3HayeHue.

no offset-list name

Ypanaet CO3,EI,aHHbI171 PaHee CNUCOK.

remove index index

Ypanser cosgaHHyo paHee 3amnuch.
- index — vHaeKc npasuna.
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5.33.3 KoHdurypuposaHue ACL Ha 6a3e MAC

B OgaHHOM pa3gene NpuBeAeHbl 3HAYEHMA U OMUCAHMA OCHOBHbLIX MAPaMETPOB, MCMNONb3YEMbIX B
cocTaBe KoMaHA, HacTpoliku cnmckoB ACL, ocHoBaHHbIXx Ha MAC-agpecauuu.

CosgaHue M BXO4 B pexum pegaktmpoBaHua cnmckos ACL, ocHoBaHHbIx Ha MAC-agpecauumn,
OCYLLECTBNIAETCA MO KOMAHAE: mac access-list extended access-1ist. Hanpumep, AnA co34aHMA CNUCKa
ACL nog HasBaHMem MESmac Heob6xoAnMMO BbINOJIHUTL C/ieAytowme KoMaHab!:

console#

console#configure
console (config) #mac access-list extended MESmac
console (config-mac-al) #

Tabnnuya 5.258 — OcHOBHble NapaMeTpbl, UCNO/Ib3yemMble B KOMaHAaX.

Mapamemp 3HayeHue Aelicmeue
permit [eWncTtBre paspewwmnTb Co3paet paspewatouiee npasuno ¢punbTpaymm B cnmcke ACL.
deny [Oevicteue 3anpeTuTb Co3paet 3anpewatouee npasuno ¢uabtpaumm B cnncke ACL.
source Appec otTnpasutena Onpepensetr MAC-agpec NCTOYHWKA NaKeTa.

source_wildcard

BuTtoBasa macka, npumeHs-
emas K MAC-agpecy mnctou-
HMKa nakeTa

Macka onpegenset 6utol MAC-agpeca, KoTopble HeobxoaMMo ur-
HOPMpPOBATb. B 3HAaUYeHWNA UTHOPUPYyEMbIX BUTOB A0/IKHbI ObITb 3a-
nucaHbl eauHuLbl. Hanpumep, ncnonb3ysa Macky, MOXKHO onpege-
NUTb gN8 npaBuna opunbTpaunmn ananasoHa MAC-agpecos. YTobbl
£,06aBuUTb B NpaBuao ¢unbtpauumn sce MAC-agpeca, HauMHaOLWK-
ecs Ha 00:00:02:AA.xx.xx, He0H6X0AMMO 3a4aTb 3HAYEHUE MACKM
0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOM Macke, nocnegHue 16 6ut
MAC-agpeca byayT He BaxKHbI 419 aHaAn3a.

destination

Appec HasHayeHuA

Onpegensetr MAC-agpec Ha3zHaYeHuA nakera.

destination_wildcard

BbutoBasa macka, npumeHs-
emas K MAC-agpecy HasHa-
YeHUA nakeTta

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heob6XoaMMO UT-
HOpPMpPOBaTb. B 3HaUYeHWNA THopUpyeMbix BUTOB A0KHbI ObITb 3a-
nncaHbl eauHMLbl. MacKa MCnosib3yeTca aHa/lorTMYyHO Macke
source_wildcard.

vlan_id [OnanasoH 3HayeHui MNoaceto VLAN ¢dunbTpyembix NakeTos.
(0..4095)
cos [nanasoH 3HayeHuin Knacc obcnykmsaHusa (CoS) duabTpyemMbix NaKeToB.
(0..7)

cos_wildcard

BuToBas macka, NpUMeHs-
emas K Knaccy obcnykmBa-
HuAa (CoS) dunbTpyembix
naketos

Macka onpegenset 6utbl CoS, KoTopble Heo6X0AMMO UTHOPUPO-
BaTb. B 3HaUeHUA UrHopmpyembix BUTOB AOMKHbI BbITb 3aNMcaHbI
egnHUUbl. Hanpumep, 4Tobbl MCNob30BaTh B Npasuae GpuabTpa-
umnm CoS 6 n 7, Heobxoaumo B nose CoS yKasaTb 3Ha4yeHue 6, 1mbo
7, a B No/ie Macku 3HadyeHue 1 (7 B 4BOMYHOM NpeacTaBieHUU —
111, 1-001, nony4aeTca, 4To NocneaHun 6uT, byaet UrHopupo-
BaTbCA, TO ecTb CoS moseT bbiTb b0 110 (6), AMb0 111 (7)).

eth_type

[manasoH 3Ha4yeHuit
(0.. OXFFFF)

Ethernet-tun C')MﬂpryeMbIX NaKkeToB B LLIECTHaALI,aTepMLIHOVI 3a-
nncu.

disable-port

BbIK/tOYAET MOPT, C KOTOPOTO 6bi MPUHAT NaKeT, YA0BAEeTBOPAIO-
Wuit ycnoBmam KomaHabl 3anpeTa deny.

ummn time-range

log-input . BK/to4aeT oTnpaBKy MHPOPMALMOHHBIX COOBLLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobuieHuni PasKky vHGOp N
YKYPHaN Npy NoAy4eHMM NaKkeTa, KOTOPbIN COOTBETCTBYET 3aNucHu.
range_name Nmsa npoduna KoHourypa- | Onpegenset KOHOUIypaLmio BpeMeHHbIX MHTEPBAOB.

offset_list_name

MNobaliToBoe cMmelleHMe oT
K/IHOYEeBOM TOYKM

3agaer Ucnosb3oBaHMe CnMckKa WaboHOB Nosib3oBaTeNs ANA pac-
no3HaBaHWA nakeTos. s Kaxaoro cnucka ACL moskeT 6biTb onpe-
[LEeNeH CBOW CNUCOK WaboHOoB.

index

MHAaekc npasuna

MNHAaeKc npasuna B Tabavue, Yem mMeHblle UHAEKC — TeM NpUopK-
TeTHee npasuno 1-2147483647.

v

MeTp «any».

Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u ip-precedence ucnosb3yerca napa-
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Ecnu nakeT nonagaet noa Kputepuii npasuna B ACL, To Hag HUM BbINOAHAECTCA AeliCcTBME 3TOro
npasuna (permit/deny). JanbHelwana npoBepKa He NPOU3BOAUTCA.

¥
Y
y

Ecnn Ha uHTepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauanbHO NakeT byaeT NnpBoepeH Ha
cootBeTtcTtBue npasuaam IP ACL, norom MAC ACL (B cnyyae, ecam He nonaaeT noa AencTBue Hu
oaHoro u3 npasua IP ACL).

Ecnn nocne nposepku Ha cooTseTcTeue npasunam IP nuam MAC ACL (korga 1 ACL HasHaueH Ha
uHTepdeiic) uam IP n MAC ACL (Korga 2 ACL Ha3HauyeHbl Ha UHTepdeic) NakeT He nonan noa
AelcTBUE HU 04HOro U3 NpaBuA, TO Ha4 AaHHbIM NaKeTom 6yaeT npumeHeHo aeicteue «deny
any any».

Tabnnua 5.259 — KomaHapl, ucnonb3yemble gns HacTpoikm ACL-cnmckos Ha ocHoBe MAC-aapecauum

KomaHoa

Aeiicmeue

permit

{any|{source source_wildcard }

{any| destination destination_wildcard}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range range_name] [index index]
[offset-list offset_list_name]

[obasnseT paspeluatoulyto 3anucb GuabTpaumm. MNakeTbl, OTBEYatOLWME YCIO-
BMAM 3anucu, 6yayT 06pabaTbiBaTbCA KOMMYTAaTOPOM.

deny

{any|{source source_wildcard }

{any|{ destination destination_wildcard}}
[vlan vian_id]

[cos cos cos_wildcard] [eth_type]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[ob6asnaeT 3anpewatolLyto 3anucb punbTpaumu. MakeTbl, OTBEYAIOLWME YCIO-
BMAM 3anucu, 6yayt 610KMpoBaTbca KOMMyTaTopom. Mpu Mcnonb3oBaHUM
Kntoyesoro csosa disable-port, dpusmueckunint nHTepdeiic, NPUHABLLMI TaKoM
naket, 6y4eT BbIK/IOYEH.

Mpw Mcnonb3oBaHWM KNOYEBOTO CN0Ba log-input byaeT oTnpaBneHo coobue-
HWE B CUCTEMHBIN XKypHan.

offset-list name {offset_base offset mask
value} ...

Co34aéT cnNUCoK WaboHOB N0Nb30BaTeNA C UMeHeM name. ms moxKeT
BK/tOYaTb OT 1 A0 32 CMMBOJIOB.

B ofHOM KOMaHAEe MOXKET cofepKaTbhCA A0 TPUHAALATH WabaoHOoB, coCcToA-
LLMX U3 CNeayloLmMX NapameTpoB:

offset_base — 6a3zoBoe cmelleHne. Bo3MOXKHble 3HaYeHUs:

L2 — Hayano cmelleHus ot Ethertype;

outer-tag — Hauyano cmeleHusa ot STAG;

inner-tag — Hayano cmeleHus ot CTAG;

src-mac — Ha4vano cmeueHma ¢ MAC-agpeca UCTOYHUKA;

dst-mac — Havano cmeweHua c MAC-agpeca Ha3HayeHus;

offset.offset — cmelLeHne 6aiTa faHHbIX B Npegenax naketa. basosoe cme-
LeHe NPUHUMAETCA 33 HaYano OTCYeTa;

mask — macKa. B aHanu3e nakeTa NPUHUMALOT y4acTMe TONbKO Te paspasabl
6aliTa, ANA KOTOPbIX B COOTBETCTBYHOLMX Pa3pasax Macku 3agaHa ‘1’;
value — nckomoe 3HayeHue.

no offset-list name Yaanser co3faHHbIV paHee CNUCOK.

remove index index Ypanaet co3gaHHYO paHee 3anuchb.

- index — uHaekc npasuna.

5.33.4 HacTpoiika BpeMeHHbIX MHTEPBaJIOB «time-range» ANA CNUCKOB A0CTynNa

B AaHHOM pasgene NPUBOAATCA KOMaHAbl HaCTPOMKM BpPeMeHHbIX WMHTepBasioB Ansa cnuckos ACL.
Co3faHue U BXO4 B PeXUM pefaKTUpoBaHMA Npoduns KoHpurypauum «time-range», ocyw,ectsasaeTcs no
KOMaHAe: time-range range_name. Hanpumep, ana cosgaHua nNpoduns BPeMeHHbIX MHTepPBasioB Mnoj,
Ha3BaHWem http-allowed Heo6Xx04MMO BbINOJHUTL C/leAyoLWMe KOMAHAbI:

console#

console#configure

console (config) #time-range http-allowed
console (config-time-range) #
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Tabnnua 5.260 — KomaHabl pexxnma

KOHQUIypupoBaHUA BPEMEHHbIX MHTEPBaIOB

apamemp

3HaveHue

Aeiicmeue

absolute start hh:mm day month year

no absolute start

absolute end hh:mm day month year

no absolute end

hh:mm: (0..23):(0..5);
day: (1..31);
month: (Jan .. Dec);
year: (2000..2097)

YcTaHaBAMBaeT abcoNtoTHbIE BPEMA U AaTy, KOr4a CUCOK
A0CTyna BCTYMNaeT B CUAY.

Ypanser orpaHuyeHme no BpemeHu

YcTaHaBvBaeT abcontoTHbIE BpeMA U AaTy 3aBeplueHus
AeNcTBMA CNUCKa JoCTyna.

Ypanaer orpaHuyeHue no BpemeHn. Ecav Bpems u gata
3aBepLlleHns AeNCTBMA CNUCKA AOCTYNA He YCTAaHOB/IEHDI,
TO CNWUCOK JocCTyna byaeT AencTBoBaTb HeonpeaeneHHbIn
CPOK.

periodic day _of the week hh:mm to
day_of the_week hh:mm

periodic list hh:mm to hh:mm
day_of the_weekl1
[day_of the week2...day_of the week7]

periodic list hh:mm to hh:mm all

no periodic day_of the_week hh:mm to
day_of the_week hh:mm

no periodic list hh:mm to hh:mm
day_of the_week1

[day_of the week2...day _of the week7]

no periodic list all hh:mm to hh:mm all

day_of_the_week:
(Monday,
Tuesday, Wednesday,
Thursday, Friday, Satur-
day, Sunday);
hh:mm: (0..23):(0..5)

YcTaHaBAVBAET BPEMA U AeHb HeleNn, Koraa CrucokK fo-
cTyna byaeT aKTMBEH.

Ypanaert orpaHu4eHue no BpemeHu.

5.34 KoHdurypuposaHue 3awutbl ot DoS-atak

[aHHbIV KNacc KomaHg no3sosAeT 610KMPOBaTb HEKOTOPbIE PAacNPOCTPaHeHHble Knaccbl DoS-aTak.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

KomaHaHana cTpoka B pexkume rnobasibHOro KoOHGUrypmMpoBaHUa MMeeT BUA,:

console (confiqg) #

Tabnunua 5.261 — KomaHapl Ana HaCTPOMKK 3awwmTbl oT DoS-aTak

Mapamemp

3HayeHue

HAelicmeue

security-suite deny mar-
tian-addresses {reserved |
add ip_address | remove
ip_address}

3anpewaeT npoxoxaeHue ¢pperimos ¢ HegoNyCTUMbIMU
(«mapcmaHckMmmn») IP-agpecamu nctodHmKa (loopback,
broadcast, multicast).

- ip_address — BanngHbin IP-agpec.

security-suite dos protect
{add | remove} {stachel-
draht | invasor-trojan |
back-orifice-trojan}

3anpelyaeTt/paspellaeT NPOXoKAeHMe onpeaeneHHbIX TUNoB
TpaduKa, XapaKTEPHbIX ANA BPELOHOCHbIX MPOrpamm:

- stacheldraht — ot6pacbiBaeT TCP-nakeTbl C NOPTOM UCTOY-
HUKa 16660;

- invasor-trojan — ot6pacbiBaeT TCP-nakeTbl C NOPTOM Ha3Ha-
yeHuna 2140 n nopTom UCTOYHMKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl ¢ nopTom
Ha3HayeHuA 31337 n NoOpTOM NCTOYHUKA 1024,

security-suite enable

[global-rules-only]

-/BbIKNIOYEHO

BkatouaeT Knacc KomaHg, security-suite.
- global-rules-only — oTknto4yaeT Knacc KomaHg, security-suite
Ha UHTepdericax.
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KomaHabl pexxuma KoHdurypmuposaHua nHtepdeinca Ethernet, rpynnbl noptos

KomaHZHas CTpoKa B perkume KoHOUTypupoBaHua nHTepdeiica Ethernet, rpynnbl NOpTOB MMEET BUA,:

console (config-if) #

Tabnnua 5.262 — KomaHaa KoHPUrypuposaHua 3awwmTbl oT DoS-aTak gna uHtepdelicos

KomaHoa 3HayeHue Aelicmeue
security-suite deny {frag- Co3paet/yaanset npasuio, 3anpeLiatoLlee NPoxXoKaeHue Tpa-
mented | icmp | syn} {add dV1Ka, COOTBETCTBYIOLLLETO KPUTEPUAM:
| remove} {any | ip_ad- - fragmented — ¢pparmeHTUpPOBaHHbIE NAKeTbI;
dress} [mask]} - icmp — ICMP-TpaduK;

- syn — syn-nakeTbl;
— - ip_address — BanngHbiIn IP-agpec;
- mask — macka B popmare IP-agpeca nnm npedpukca.

no security-suite deny BoccTaHaBAMBaeT 3Ha4YeHMeE NO YMOAYAHMIO.
{fragmented | icmp | syn
{add | remove} {any|
ip_address} [mask]

security-suite dos syn-at- 3afaerT nopor syn-3anpocoBs Ha onpegeneHHbli IP-aapec/ceTs,
tack rate {any | ip_address} Npwv NPeBbILWEHNN KOTOPOTO IMLHKE Pppeimbl ByayT oTbpachl-
[mask] BaTbCA.

- rate — CKOPOCTb;
- ip_address — BanngHbin IP-agpec;
CeKyHAy - mask — macka 8 dopmarte IP-agpeca uau npedukca.

rate: (5..1000) nakeToB B

no security-suite dos BoccTaHaB/IMBaET 3HaYEHWE N0 YMOYAHMUIO.
syn-attack {any | ip_ad-
dress} [mask]

5.35 KauectBo 06cnyuBaHusa — QoS

Mo ymon4aHMIO Ha BCEX NOPTAXx KOMMYTaToOpa WMCMNOJb3yeTcs OpraHuW3aums odepenm MNaKeTos Mo
meTtoay FIFO: nepsbit npuwen — nepsbii ywén (First In — First Out). Bo Bpems MHTEHCUMBHOW Nepeaayn
TpadmMKa NpmM UCNONb30BAHUW AAHHOTO METOAA MOFYT BO3HWMKHYTb NPo6aembl, MOCKO/IbKY YCTPOWCTBOM
WUFHOPUPYIOTCA BCE MakKeTbl, He Bolwepwmne B bydpep ovepean FIFO, M, cOOTBETCTBEHHO, TepsAtoTCA
6e3B03BpaTHO. PelwaeT AaHHylo npobnemy MmeTos, OpPraHM3YIOWMI odepegn Mo NpuoputeTy TpaduKa.
MexaHuam QOS (Quality of service — KauecTBo 0b6cnyXuMBaHMA), peann3oBaHHbIM B KomMyTaTope MES2124,
No3BOJIAET OPraHN30BaTb YETbIPe oYepean NPUOPUTETA NAKETOB B 3aBUCMMOCTM OT TUNA MepenaBaemblxX
OaHHbIX.

06cny:KuBaHue ouepeaei

Anroputmbl 06CnyKMBaHWUA oYepeaeit NO3BOAAIOT NPeAOCTaBAATb PasHblid ypoBeHb QOS-Tpaduky
pasHbIX Knaccos. Kakaas ouyepedb 3aHMMAETCA MakeTaMu C onpeaeneHHbIM npuoputetom. Tpebyetcs,
yTOObl BbICOKOMPUOPUTETHLIN TpaduK 06pabaTbiBancs C MMHMMAJbHOM 3a4epPKKOM, HO MpU 3TOM He
3aHMMan BCHO MOJIOCY MPOMYCKaHMA, U 4Tobbl TPadUK KaxKLOro M3 ocTasibHbiX TMNOB ObpabaTbiBanca B
COOTBETCTBUM C €0 NMPUOPUTETOM. ITO Peann3yeTca Npy NOMOLLM MEXaHM3MA «OTcevyeHus xBocTa» (tail-
drop), UICNoab30BaHMA BUPTYasIbHbIX NaKeTHbIX OydepoB U HACTPOIMKM PasMepoB ouepesen.

B KOMMyTaTope MMeeTCcA HacTpoiMKa MO YMOJIYaHWIO 4/1A pa3sMepoB oyepedein U napameTpoB
BMPTYaNbHbIX MAaKeTHbIX bydepos. Mpn HeOOXOAMMOCTM AaHHYIO HACTPOMKY MOMKHO U3MEHUTL MPU MOMOLLU
mexaHu3ma «qos tail-drop profile».
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5.35.1 Hactpoitka QoS

KomaHObI pexcuma 2106asa6H020 KOHU2YpUPOBAHUS

BunAa 3anpoca KOMaHAHOWM CTPOKM peXxmnma ri1ob6anbHoro KOHPUrypmpoBaHums:
console (config) #

Tabnunuya 5.263 — KomaHapl pexxnuma rnobanbHOro KOHPUrypmpoBaHus

Komanda 3HayeHue/3HayeHue no Neiicmeue
YyMOMYAHUO
gos [basic | advanced PaspeluaeT KommyTaTopy Mcnonb3oBaTb QOS.
[ports-trusted | - basic — 6a308Bbili pexxum QoS;
ports-not-trusted]] - advanced — paclwmpeHHbIN pexum KoHdurypmuposaHusa QoS,
BKJIOYAIOLLMIA NONHbIN NepevyeHb KOMaHA, HacTpoiku QoS;
- ports-trusted — B faHHOM nogpexxnme nNakeTbl HANpPaBAA-
tOTCA B BbIXOZHYIO OYepesb Ha OCHOBAHMM MO/EN B 3TUX NaKe-
Tax;
-/basic - ports-not-trusted — B faHHOM NoapeXxume BCe NAKETbI
HanpaBAAOTCA B HY/IEBYIO BbIXOZAHYIO O4epedb N0 yMOIYa-
HWIO, ANA OTNPABKM B Apyrue odepeamn TpebyeTca Ha3HavaTb
Ha BXO4HOW UHTepdelic cTpaTernto Knaccupmurkaumm Tpadpuka
(policy-map).
no qos YCTaHOBUTb MexaHM3M nepeaayn gaHHbix FIFO.
V HacTpoiiku QOS npu atom 6yayT yaaneHbl.
gos advanced-mode trust YCTaHOBWUTbL METOZ, [0BEPUA Ha MOPTax Npu paboTe B pexnme
{cos | dscp | cos-dscp} pacwupeHHoro KoHourypmposaHusa QoS n nogpexmme ports-
trusted.
- €0s — nopT gosepseT 3HaveHuto 802.1p User priority;
-/BbIKNIOYEHO - dscp — nopt gosepseT 3HayeHunto DSCP B IPv4/IPv6-nakeTtax;
- cos-dscp — nopT AosepsAeT 060MM ypoBHAM, ogHako DSCP
nmeet npuopuTteT Hag 802.1p.
no qos advanced-mode YcTaHaBANBAET METOZ N0 YMOSYAHMIO.
trust
class-map class_map_name 1. Co3paeT cnucoK Kputepues KnaccuduKkaumm Tpaduka.
[match-all | match-any] 2. BXoAWT B peXXum pesakTMpOBaHMA CNUCKA KpUTEPUEB Knac-
cuouKaummn Tpadmka.
- match-all — Bce KpuUTEpPUMN AAHHOTO CNUCKA AOMKHbI ObITb
BbINOJIHEHbI;
- match-any — oauH, nt1060i KpUTEepUin LaHHOTO CNUCKA A0N-
YKeH ObITb BbINOHEH.
class_map_name: (1..32) B cnucKe KpUTEepUEB MOXET 6bITb O4HO WUAK ABa
cumBonos/ V npaeuna. Echm npasuna aga, u 06a OHM yKasbiBaloT
match-all Ha pasHble Tunbl ACL (IP, MAC), To Knaccudmkaums
6yAeT ocyLecTBAATLCA MO NepBOMY B CMUCKe Bep-
HOMY npaBuny.
V DeiicTByeT TONbKO ANA pexxnuma qos advanced.
no class-map YaanaeT cnvcok KpuTepues Knaccudurkaumm Tpaduka.
class_map_name
gos tail-drop profile pro- Co3patb npodunb gos tail-drop.
file_id - - profile_id: (1..4)/- -
no qos tail-drop profile Yaanute npodunb qos tail-drop.
profile_id
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policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name: (1..32)
CMMBO/I0B

1. Co3paert cTpaterunto knaccudurkaumm Tpaduka.
2. BXOAWT B peXxunm pefakTMpoBaHMA CTPaTermm Knaccudumka-
uMu Tpadumka.
V B oaHOM HanpaBaeHUM NoaAepPKMBaeTCA TO/IbKO
o/ Ha cTpaTerusa Knaccupukauum tpadmka.
Mo ymonuanuio policy-map ycraHasansaet DSCP=0
ana IP-naketos 1 CoS=0 AnA TerMpoBaHHbIX NAKeTOB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanseT npaBuao Knaccuounkaumm Tpaduka.

qos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps ex-
cess-burst-byte [exceed-ac-
tion {drop | policed-dscp-
transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumeona;

committed_rate_kbps:
(3..57982058);

committed_burst-byte:
(3000..19173960)

OnpegaenseT WabnoH HAaCTPOeK, KOTOPbIV NO3BONAET OrpaHu-
YWUTb NOJIOCY NPONYCKAHMA KaHana v B TO e BPeMA rapaHTu-
poBaTb onpeaeseHHYo CKOPOCTb Nepesayn AaHHbIX.

Mpu paboTe c NON0COM NPONYCKAHMA UCMONb3YETCA aNroPUTM

MApPKMPOBAHHOM «KOP3UHbI». 3aga4elt anropuTma sBaseTca

NPUHATUE pelleHmns: NnepeaaTb NaKkeT nam otbpocuTo. Mapa-

MeTpamu anropmuTma ABAAKTCA — CKOpoCcTb noctynaeHus (CIR)

MapKepoB B «KKOP3MHY» U 06BbEM (CBS) «KOP3MHbI».

- committed_rate_kbps — cpeaHee 3HaYeHME CKOPOCTU Tpa-

duKa, K6UT/C. [laHHaA CKOPOCTb rapaHTUpPyeTca Npu nepegaye

nHbopmaumu;

- excess-burst-byte — pasmep caeprkuBatoLLero nopora B 6au-

Tax;

- drop — naket byaeT oTOpOLLEH, KOT4a KKOP3UHA» Nepenon-

HUTCA;

- policed-dscp-transmit — npu nepenoNHeHUM «KOP3UHbI»

3HayeHue DSCP 6ypeT nepeonpeaeneHo.

V Henb3s yaanutb WwWabnoH HAaCTPOEK, €C/IM OH UCNO/Ib-
3yetca B cTpaterum policy map, nepepg yganeHmem
cnepyeTt yaanuTb HasHaueHue wabaoHa cTpaternum:
no police aggregate aggregate_policer_name

V DeiictByeT TONbKO AnA pexxuma qos advanced.

YpanseT wabnoH HacTPOeK PeryiMpoBaHMA CKOPOCTH KaHana.

wrr-queue cos-map
queue_id cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..4);
cosl...cos8: (0..7);
3HayeHunAa CoS no ymonuva-
HUIO oNs ovepesent:
CoS=1-ou4epeap 1
CoS =2 —oyvepeap 1
CoS =0 —ouepeap 2
CoS =3 —ouepegap 2
CoS =4 —ouepeap 3
CoS =5—ou4epeap 3
CoS =6 —ouepeap 4
CoS =7 —ouepeap 4

Onpegenset 3Ha4yeHua CoS ana ouepeaeit ucxogallero Tpa-
duKa.

YcTaHaBAMBaeT 3HAYeHUA No YMOANYaHUIO.

wrr-queue bandwidth
weightl weight2 weight3
weight4

no wrr-queue bandwidth

weightl, weight2, weight3,
weight4: (0..255)/1

MpucBanBaeT BEC UCXOAALLMM OYepeaaM, UCMNOb3yeMbli me-
xaHnamom WRR (Weighted Round Robin — Becosoit mexa-
HU3M pacnpeseneHus HarpysKku).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

priority-queue out
num-of-queues num-
ber_of _queues

no priority-queue out
num-of-queues

number_of_queues: (0..4)

Mo ymonuaHuio, Bce oye-
peau obpabaTbiBatoTCs No

anroputmy «strict priority».

3a4aeT KONMYECTBO NPUOPUTETHBIX OYepesent.
Ana npuoputetHoit ouepeau sec WRR byaeT urHopm-
poBaTtbca. Ecnm 3apgaertca otanuHoe ot «0» 3HaueHue
N, 1o ctapwue N ouepegeii 6yayT npuoputeTHbIMU
(He 6yayT yuactBoBatb B WRR).
Mpumep:
0: Bce ouepeaun paBHOMNPABHbI;
1: Tpu mnapwmx ouepeau yyacrsytotr B WRR, 4-1 He yyacT-
ByerT;
2: ase mnaawmx oyepepm yyacreyiotr B WRR, 3-4 He yvacr-
BYIOT.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.
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gos wrr-queue threshold
gigabitethernet queue_id
threshold-percentage

no qos wrr-queue thresh-
old gigabitethernet
queue_id

queue_id: (1..4);
threshold-percentage:
(0..100)/3HayeHune noporo-
BbIX HAaCTpOeK A/1A oTbpa-
CbIBaHMA U3ObITOYHOrO Tpa-
¢duKa paBHO 80%

YcTaHaBAMBaET MOPOroBble 3HaYeHUA A4/1A 0TOPAChbIBaHUA U3-

6bITOYHOrO TpaduKa ouepeam.

V 0O6bem TpaduKa B 3aBUCMMOCTU OT ero npuopurteTa
CpaBHMBAETCA C COOTBETCTBYIOWMM noporom. Ecnm

nopor npesblLeH, NaKeTbl C COOTBETCTBYIOWMM NpU-

oputeTom cbpoca 6yayT oTbpacbiBaThCA B TeUEHUe

BCEro BpemeHM, NoKa nopor npesbilleH.

[eiicTByeT TONbKO AN pexxuma qos advanced.

YcTaHaBAMBaeT 3HaAYeHuA noporos No ymon4aHuUo

gos wrr-queue wrtd

no qos wrr-queue wrtd

-/BbIKNOYEHO

BkntoyaeT WRTD (Weighted Random Tail Drop — BecoBoit me-
V XaHM3M yAaneHus nakeToB U3 oyepesen).

U3meHeHUsa BCTYNAT B CUNYy Mocae nepesarpysku
yCTpOMCTBa.

Mocne nepesarpy3kn KOMMyTaTopa yaanaoTca

V HacTpoiiKK ouepegeii, B KOTOPbIX 6b11M HaCTPOIKK
Y-sharing, a Tak)Ke Bce HAcTpoiKu port-limit. TaK ke
3anpeLuaroTca HacTpoiku Y-sharing u HacTpoiiku
port-limit.

Bbikntoyaetr WRTD.

gos map enable
{cos-dscp | dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

Mcnonb30BaTh 334aHHYI0 TabauLy NepeMapKUpPOBKM ANsA f0Be-
PEHHbIX MOPTOB KOMMYTaTOPA.

He ncnonb3osaTtb TabanLy nepemapKMpoBKu.

gos map policed-dscp
dscp_list to
dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63);
dscp-mark-down: (0..63)/
TabMua NOBTOPHOMN map-
KWMPOBKM ABNAETCA NYCTOW,

TO ecTb 3HayeHunA DSCP gna
BCEX BXOAALUMX MAKETOB
OCTaloTCA HEM3MEHHbIMMU

3anonHseT Tabauuy nepemapkupoBku DSCP. Ona Bxoaawmx
NakeToB C yKa3aHHbIMKU 3HayeHnaMM DSCP 3agaeT HoBOe 3Ha-
yeHune DSCP.

- dscp_list — onpepenset ao 8 3Ha4yeHui DSCP, 3HaueHun pas-
OenatoTcsa 3HaKom npobena.

- dscp-mark-down — onpepenser HoBoe 3HavyeHue dscp.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

gos map dscp-queue
dscp_list to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63);
queue_id: (1..4);
3HaYeHUA Mo YMONYAHMIO:
DSCP: 0-15, ouepeapb 1
DSCP: 16-23, ouepeap 2
DSCP: 24-39, oyepegap 3
DSCP: 40-47, ouepeap 4
DSCP: 48-63,
oyepeapb 3

YcTaHaBAMBaeT cOOTBETCTBUE Mexay 3HaYeHnamu DSCP Bxoaa-
LLMX MAKETOB M oYepesamm.

- dscp_list — onpepenser go 8 3HayeHuit DSCP, 3HauyeHus
pasgenarTca 3Hakom npobena.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHUIO

gos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)/BCe nakeTbl
UMmetoT npuopuTeT cbpoca
dp=0

CraBuT B cooTBeTcTBMEe 3HayeHuto DSCP npuoputeT otbpoca

(4em BbilLE YMCNOBOE 3HAUYEHME NPUOPUTETA, TEM HUXKE BEPO-

ATHOCTb TOrO, YTO NaKeT byaeT OTOPOLLEH; B NEPBYIO OYepesb

oTbpacbiBalOTCA NaKeTbl ¢ NpuopuTeTom cbpoca 0, 3aTem 1, 3a-

Tem 2)

- dscp_list — onpepenset go 8 3Ha4yeHui DSCP, 3HaueHun pas-
OenatoTca 3HakKom npobena.

[eicTByeT TONIbKO ANA pexxuma gos advanced.

YcTaHaBAMBaeT 3HaYeHUA MO YMOAYAHUIO.

gos map dscp-cos dscp_list
to cos

no gqos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHseT Tabnnuy nepemapkuposkm CoS B 3aBUCMMOCTU OT
3HayeHua DHCP naketa.

BepHyTbCﬂ K 3Ha4YeHNAM NO YMOTHaHUIO.

gos map cos-dscp cos to
dscp_list

no gos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHseT Tabamuy nepemapkmposku CoS. 3ameHseT 3Have-
Hue CoS Ha DSCP.

BepHyTbCA K 3HaYEHUAM NO YMONYAHMUIO.
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gos trust {cos | dscp}

no qos trust

-/cos

YcTaHaBAMBaET peXuUm A0BepUa KommyTatopa B 6a3oBom pe-
»unme QoS (CoS nnm DSCP).

- COS — YCTaHaBAMBAET KNAcCUPUKALMIO BXOSALLMX NAKETOB NO
3HayeHmnAm CoS. [1nA HeTerMpoBaHHbIX NAKeTOB MCMONb3yeTcA
3HaveHue CoS No ymonyaHuio;

- dscp — ycTaHaBAMBAET KaaccudUKaLMIO BXOAALLMX NAKETOB
no 3HayeHunam DSCP.

V [elicTBYeT TONbKO ANA pexuma qos basic.

YcTaHaBAMBaeT 3HaYeHUA N0 YMONHYAHMUIO.

gos dscp-mutation

no qos dscp-mutation

Mo3BonseT NPUMeHUTb TabaunLy M3MeHeHU dscp K COBOKyN-
HOCTM dscp-AoBepeHHbIX NOpPTOB. Mcnonb3oBaHWe TabanLbl
M3MeHeHW No3BonAeT nepesanuncaTb 3Ha4yeHuma dscp B IP-na-
KeTax Ha HOBble 3HaYeHuA.

MNpumeHUTb Ta6AMLY U3MmeHeHui DSCP BO3MOXHO
V TOJ/IbKO ANA BXOAALLEro TpaduKa A0BEPEeHHbIX Nop-
TOB.

7] [eiicteyeT ToNbKO ANA pexkuma qos basic.

OTMeHAeT UCNonb3oBaHME KapTbl N3MEHEeHWU dscp.

gos map dscp-mutation
in_dscp to out_dscp

in-dscp: (0..63);
out-dscp: (0..63)/kapTa 13-
MeHEeHWI ABNAETCA NYCTOW,
TO ecTb 3HayeHuA DSCP ana

BCEX BXOAALMX NAKETOB
OCTAOTCA HEM3MEHHbIMU

3anonHseT Tabanuy nepemapkuposku DSCP. [Ona BxomsAwmx
NakKeToB C YKa3aHHbIMK 3HavyeHuAMKN DSCP 3apaeT HOBble 3Ha-
yeHua DSCP.

- in_dscp — onpegensaeT go 8 3HayeHunn DSCP, 3HayeHuA pas-
OenatoTca 3Hakom npobena.

- out_dscp — onpepensaeT Ao 8 HOBbIX 3Ha4yeHul DSCP, 3Haue-
HUA pasgenstoTca 3Hakom npobena.

V [elicTBYeT TONbKO ANA pexuma qos basic.

[in_dscp]

no qos map dscp-mutation

YcTaHaBAWBaeT 3HaYeHUA NO YMOMYAHMUIO.

rate-limit vian_id rate
burst

no rate-limit

vlan_id: (1..4094);
rate: (3..57982058) k6uT/c
burst: (3000..19173960)
6anT /128k6ant

YCcTaHaBAMBaAET OrpaHNUYEHME CKOPOCTU ANA BXOAALLErO TPa-
duka gns 3agaHHoi VLAN.

-vlan_id — Homep VLAN;

- rate — cpegHaAs ckopocTtb Tpaduka (CIR), K6uT/c;

- burst — pasmep caepKuBatoLLero nopora (orpaH1MYeHue cKo-
pocTtu) B baiTax.

CHUMaeT orpaHuYeHne CKOpOCTH BXxogsaLLero Tpaduka.

KomaHObI pexcuma pedaKkmupo8aHUs CUCKA Kpumepues Kadccugukayuu mpaguka

Bug, 3anpoca KOMaHAHOVI CTPOKN pexXunma penakTmpoBaHnA CNUCKa KpUTepUeB K/'IaCCM(bMI-(aLI,MM

Tpaduka:

console#configure
console (config) #class-map class map name[match-all |match-any]
console (config-cmap) #

Tabnuua 5.264 — KomaHAp! peknma peaakTMpoBaHNUA CNICKa Kputepues Knaccudukaumm Tpaduka

KomaHoa

3HaveHue

Aelicmeue

match access-group
acl_name

no match access-group
acl_name

acl_name: (1..32) cumBo-
nos

[obasnsaeT Kputepuii KnaccuouKkaumm Tpaduka. Onpegenser
npasuna ¢puabTpauumn TpaduKka no cnucky ACL ana Knaccudu-
Kauuu.

V [eiicTByeT TONbKO AN pexuma qos advanced.

Ypanaer Kputepuii kKnaccudmkaumm Tpaduka.
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KomaHObI pexcuma pedakmuposaHua cmpameauu Kaaccugukauyuu mpaguxka

Bua 3anpoca KoOMaHAHOW CTPOKM peXMMa peflakTMPOBaHUA cTpaTernu knaccudukaumm tpadumka:
console#configure

console (config) #policy-map policy map name
console (config-pmap) #

Tabnunua 5.265 — KomaHabl pexknuma pegakTMpoBaHua cTpaTernm knaccudumkaumm tpaduka

KomaHoa 3HauyeHue Aeiicmeue
class class_map_name OnpegenseTt NpaBuao KnaccuduKaumm Tpaduka U BXoauT B
[access-group acl_name] PEXMM KOHPUTYPUPOBaHUA NpaBuAa Knaccupmurkaumm —

policy-map class.
- access-group — onpeaenseT npasuna duabTpaumm Tpaduka
no cnucky ACL ana knaccudurkauymu. Mpm co3gaHmMm HOBOro
npasuaa KnaccuduKaumm onuMOoHaAbHbIIM NapameTp access-
class_map_name: (1..32) group obszarteneH.

CMMBOOB [ns Toro uto6bl MCNONBL30BaTb HACTPOIKYU CTpaTerumn
policy-map ans untepdeiica, ucnonbsyite KomaHay
service-policy B pexxume KoHouUrypauum uHtepdeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

no class class_map_name Ypanset npasuao Knaccudmrkaumm Tpaduka class-map us crpa-
Terum policy-map.

KomaHObI pexcuma KoHgpu2ypupo8aHUs npasusaad Kaaccugpuxkayuu

Bug, 3anpoca KOMaHAHOMW CTPOKM peXnma KOHPUIypupoBaHUA NPaBmnaa KnaccuouKkaumm:

console#configure

console (config) #policy-map policy map name

console (config-pmap) #class class map name[access-group acl- name]
console (config-pmap-c) #

Tabnuua 5.266 — KomaHAp! pexknma KOHGUryprpoBaHUa NpaBuaa Knaccupmnkaumm

KomaHoa 3HaueHue Aeiicmeue
trust Onpegenser pexunm 40Bepus K onpegeneHHoOMy TURy Tpa-
[cos | dscp | cos-dscp] ¢duKa. JaHHOW KOMaHAOM BbIGMpaeTcA 3HaYeHue, KoTopoe

QoS byaeT Mcnonb3oBaThb B KayecTse BHyTpeHHero DSCP.
- €c0s — B KayecTtBe BHyTpeHHero DSCP ucnonb3yetca CoS;
- dscp — B KauyecTBe BHyTpeHHero DSCP ucnonbayetcs DSCP

-/pexum aosepus He ycTa-
BXOAALLMX NAKETOB (3HaYeHMe Mo YMONYAHMIO);

HOB/EH
- cos-dscp — B KayecTBe BHyTpeHHero DSCP ncnonbsyetca
DSCP BxopgAwmx naketos, ecau 370 IP-nakeTsbl, nHaue CoS.
V [eiicTByeT TONbKO AN pexuma qos advanced.
no trust YcTaHaBAMBaAET 3Ha4YeHUE N0 YMONYAHMIO.
set {dscp new_dscp | YcTaHaB/AMBaeT HOBble 3HAYEHUA ANA NaKeTa.
queue queue_id | cos KomaHpa set sBnseTcA B3aMMOUCK/IIOHAIOLWWEei € Ko-
new_cos | vlan vian_id} V MaHgoi4 trust AnA oAHOM u Toit XKe cTpaTterum policy-
new_dscp: (0..63); map.
queue_id: (1..8); Crpaterum policy-map, ucnonbsylowme KomaHabl set,
new_cos: (0..7); v trust namn umetrownii kKnaccudpukaumio ACL, HasHaua-
vlan_id: (1..4094) I0TCA TONIbKO A/1A UCXOAALMUX MHTepdelicoB.

V JeicTByeT TONbKO ANA pexxuma gos advanced.

no set {dscp | cos | vlan} Yaanser HoBble 3HaYeHUs A8 NakeTa.
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police commit-
ted_rate_kbps commit-
ted_burst_byte [exceed-
action {drop | policed-
dscp-transmit }]

no police

committed_rate:
(3..12582912) k6but/c

committed_burst:
(3000..19173960) 6aiT

Mo3BoNSAET OrPaHNYUTb NOAOCY NPONYCKAHMUA KaHANa U B TO XKe
BPEMA rapaHTUPOBATbL ONpeaesieHHY0 CKOpOCTb nepesaymn
AaHHbIX.

Mpwn paboTe c NoNOCOM NPONYCKaHWUA UCMONb3YETCA arOPUTM
MapKUPOBaHHOM «KOP3UHbI». 3a4a4elt anroputma ABAAETCA
NPUHATUE pelleHuns: nepesaTb NakeT Uan otbépocuts. Mapa-
MEeTPamMu aNropuTMa ABNAIOTCA — CKOpoCTb noctynaeHus (CIR)
MapKepoB B «KOP3MHY» U 06bEM (CBS) «KOp3uHbI».

- committed_rate_kbps — cpegHee 3HaYeHWE CKOPOCTU Tpa-
duKa, KBUT/C. [laHHan CKOPOCTb rapaHTMpyeTca Npu nepegaye
MHbopmaLmu;

- committed_burst_byte — pa3mep caepK1BatoLLEro Nopora B
baiiTax;

- drop — naket bygeT oTOpOLLEH, KOoraa «Kop3nHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenosHeHUM «KOP3UHbBI»,
3HayeHue DSCP byaeT nepeonpegeneHo.

V [eiicTByeT TONbKO AN pexxuma qos advanced.

OTKAIOYAET PeryimpoBaHmne CKOPOCTM KaHaa.

police agregate aggre-
gate_policer_name

no police agregate aggre-
gate_policer_name

aggregate_policer_name:
(1..32) cumBonos

HasHauaeT npasuay KnaccudurKkaumm TpadmKka WwabaoH
HaCTPOEK, KOTOPbIM NO3BO/IAET OrPaHMYUTbL NOJIOCY MPOMyCKa-
HWA KaHa/ia 1 B TO e BpemMs rapaHTMpOoBaTh ONpeae/ieHHY0
CKOPOCTb Nepesayn AaHHbIX.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.

YpanseT wabnoH HaCTPOEK PeryiMpoBaHMA CKOPOCTU KaHana
13 npaBuaa Knaccudurkaumm Tpaduka.

KomaHObI pexcuma KoHgu2ypuposaHUsa npogung qgos tail-drop

Bug 3anpoca KOMaHAHOM CTPOKU pPeXnMa KOHOUTrypupoBaHua npodunana qos tail-drop:

console#configure
console (config) #gqos tail-drop profile profile id
console (config-tdprofile) #

Tabnunua 5.267 — KomaHapl pexknma KoHdurypmposaHua npoduna qos tail-drop

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

port-limit /imit

no port-limit

limit: (0..3854)/64

3afaTb pa3mep NaKeTHOro pasAensieMoro nyaa aas nopra.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

queue queue_id [limit limit]
[without-sharing |
with-sharing]

no queue queue_id

queue_id: (1..8);
limit: (0..3854)/64

MN3meHUTb Napamepbl ouepesu.

- queue_id — HoMep ovepeau;

- limit — Konn4YecTBO NaKeToB B oYepeau;

- without-sharing — 3anpetuTb gocTyn K obwemy nyny;
- with-sharing — paspewuTb foctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, 2pynnel nopmos

Bug 3anpoca KOMaHAHOM CTPOKM pexknuma KoHdUrypuposaHua nHtTepdeiica Ethernet, rpynnbl nopTos:

console (config-if)#
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Tabnunua 5.268 — KomaHapl pexknuma KoHdUrypuposaHua nHtepdeica Ethernet, rpynnbl noptos

KomaHoa

3Ha4yeHue

Aeiicmeue

service-policy input pol-
icy_map_name

no service-policy input

policy_map_name: (1..32)
C“MBO/I0B

HasHauaeT uHTepdelicy cTpaTernto knaccudmkaumm Tpaduka.
B oAHOM HanpaBaeHUU uHTepdeiicom noaaepkusa-

V eTcA TONbKO 04 Ha cTpaTerns Knaccupukauum Tpa-
duKa.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanset ctpaTernto knaccudurkaumm tpaduka ¢ nHtepdeica.

traffic-shape commit-
ted_rate [commit-
ted_burst]

no traffic-shape

committed_rate:
(36..1000000) k6UT/C

committed_burst:
(4096..16769020) 6aiiT

YcTaHaBAMBaET OrPaHNYEHNE CKOPOCTU ANA UCXOAALLEro Tpa-
durKa yepes nHTEpPDENC.

- committed_rate — cpefHAA CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pa3mep caeprkuBatoLero nopora (orpa-
HUYEHMe CKOpPOCTK) B barTax.

CHMMaEeT orpaHu14eHne CKOPOCTM UCXoaALLEero TpaduKa yepes
MHTepoenc.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue

committed_rate:
(36..1000000) kbUT/C;

committed_burst:
(4096..16769020) 6aiiT;

YcTaHaBMBaET OrpaHNYeHME CKOPOCTU TpadurKa Yepes UHTep-
deiic ana ucxopaen oyepeam.

- committed_rate — cpefHAA CKOPOCTb TpaduKa, KOUT/C;

- committed_burst — pa3mep caepuBatoLLero nopora (orpa-
HUYEeHMe CKopOoCTK) B balTax.

CHMMAET orpaHMYeHne CKOpocTK TpadurKa Yepes HTepdeic

no qos trust

queue_id queue_id: (0..8) ANA McxoaAuLel ouepean.
qos trust BkntoyaeT 6a30BbIi MexaHW3M qos AN UHTepdelica.
-/BKNIOYEHO V JeiicTByeT TONbKO ANA pexuma qos basic.

BbikntoyaeT 6a30BbI MexaHU3M qos A1a nHTepdeiica.

rate-limit rate [burst]

rate: (3..1000000) k6ut/c
burst: (3000..19173960)

YcTaHaBAMBaeT orpaHMYeHue CKOPOCTH 414 BXOAALLEro Tpa-
duka.

- rate — cKopoCTb TpaduKa, KbuT/c;

- burst — pasmep caepuBatoLLero nopora (orpaHuyeHme cko-
pocTu) B baiTax.

no qos tail-drop profile

Gaitt /128k6aitt [aHHaA KOMaHAA AOCTYMHA TO/IbKO B PeXXMMe KOH-
V ¢urypuposaHua nntepodeiica Ethernet.
no rate-limit CHMMaEeT orpaHunyeHne CKOPOCTM BXoaALLero TpadumKa.
gos tail-drop profile pro- Ucnonb3oBaTh 3a4aHHbIN Npodunb Ha nHTepdelice.
file_id profile_id: (1..4)

3HayYeHne No ymonyaHuio.

qos cos
default-cos

Nno qos cos

default-cos: (0..7)/0

YcTaHaBAuBaeT 3HayeHue CoS no ymonyaHuio ans nopra (CosS,
NpUMeHsAeMbIi A1A BCEro HeTerMpoBaHHOTo TpadurKa, NPoxo-
Asuiero yepes uHTepdeiic)
JlaHHaA KOMmaHAa AOCTYNHA TO/IbKO B peXXMMe KOH-
¢urypuposaHua untepdeiica Ethernet.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHdUrypmpoBaHus nHtepdeica Vlan:

console (config-if)#

Tabnunua 5.269 — KomaHapl pexknma KoHduUrypuposaHua nHtepdeica Vian

NO qOs Cos egress

KomaHoa 3HaueHue Aeilicmeue
0OS COS egress cos YcTaHaBAuBaeT 3HaYeHWe napameTpa nonsa npuoputeta 802.1p
cos: (0..7)/0 ANA UCXoAALLero TermpoBaHHOro Tpadumka.

YcTaHaBAMBaeT 3HaYeHUe No YyMOIYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.270 — KomaHapl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymonyaHuro

Aelicmeue

show qos

MokasbiBaeT pexxmm QOS HacTpoeHHbIN Ha ycTpoicTee. B 6a3oBom pe-
YKMMe MOKa3bIBaeT «40BEPEHHbIN» pexkum (trust mode).

show class-map
[class_map_name]

class_map_name:
(1..32) cumBonos

MoKasblBaeT CNUCKKN KpuUTepUEB Knaccupukaumm tpadpuka.

V [eiicTByeT TONbKO ANA pexuma qos advanced.

show policy-map [pol-
icy_map_name]

policy_map_name:
(1..32) cumBonos

MokasbiBaeT NnpaBuia KnaccuduKkaumm Tpaduka.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

show gos aggregate-
policer
[aggregate_policer_name]

aggregate_po-
licer_name: (1..32)
CMMBO/10B

MoKa3sblBaeT HAaCTPOIMKM CpeaHEN CKOPOCTU, U OFPaHUYEHMA NOJIOCHI NPO-
NyCcKaHWA AnA NpaBua Knaccupukaumm Tpaduka.

V JeiicTByeT TONbKO ana pexxmma gos advanced.

show qos interface [buff-
ers | queueing | policers
| shapers | rate-limit] [gi-
gabitethernet gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..8);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpbl 4na MHTepdeiica.

-vlan_id — Homep VLAN;

- gi_port — Homep nHTepdelicos Gigabit Ethernet;

- fa_port — Homep nHTepdelicos Fast Ethernet;

- group — HOMep rpynnbl NOPTOB;

- buffers — HacTpoiiku 6ydepa ana ouepeselt uHTepdelica;

- queueing — anroputm o6paboTkm ouepegent (WRR unm EF), Bec gaa WRR
oyepenen, Knaccbl 06CnyKMBaHUA gns ovepeaeit n npuoputet gas EF;

- policers — ckoHbUrypupoBaHHble cTpaTernn Knaccudukaumm Tpadumka
ana nHtepdelica;

- shapers — orpaHuyeHne ckopocTu ona ucxoasawero Tpaduka;

- rate-limit — orpaHuyeHune ckopoctu ans BxoaaLwero Tpaduka.

show qos map
[dscp-queue | dscp-dp |
policed-dscp | dscp-mu-
tation | dscp-cos]

MoKasbiBaeT MHPOPMALMIO O 3aMeHe Moei B NakeTax, MCMOo/b3yemblX
Qos.

- dscp-queue — Tabsanua cootsetcTtBua DSCP n oyepeneit;

- dscp-dp — Tabaunua cootsetcTBus metok DSCP u npuoputeTta cbpoca
(DP);

- policed-dscp — Tabanua nepemapkmposku DSCP;

- dscp-mutation — Ta6amua nsmerneHma DSCP-to-DSCP;

- dscp-cos — Tabnumua coorsetcTBMA meTok DSCP 1 3HaueHus CoS.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop [giga-
bitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MpocmorTp tail-drop nHbopmaLMmn no KOHKpETHOMY NOpPTY (BCcem nopTam)

show qos tail-drop unit
unit_id

unit_id: (1..8)

MpocmoTp tail-drop MHPOpmaLMM NO KOHKPETHOMY YCTPOMCTBY B CTEKe
(AocTynHO TONLKO B pexunme cTeka).

[Tpumepbl 8b1NOAHEHUA KOMAHO.

= BkAwuuntb pexkum QoS advanced. Pacnpegenuts TpadpuK no ovepeaam, naketbl ¢ DSCP 12 B
nepsyto ovyepeab, naketbl ¢ DSCP 16 Bo BTOpYl0. BocbMas oyepeab — npuoputetHas. Co-
34aTb CTpaTernto Knaccudpukaumm tpaduka no cnmcky ACL, paspelsatowemy nepegady TCP-
naketos ¢ DSCP 12 n 16 1 orpaHU4YMBalolLYy0 CKOPOCTb — cpeaHsaa ckopocTb 1000 Kéut/c,
nopor orpaHnyeHma 200000 6anT. Mcnonb3oBaTb JaHHYHO CTpaTermto Ha uHTepdelicax Ether-
net 14 n 16.

console#

console#configure
console (config) #ip access-list extended tcp ena
console (config-ip-al) #permit tcp any any dscp 12
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console (config-ip-al) #permit tcp any any dscp 16
console (config-ip-al) #fexit

console (config) #qos advanced

console (config) #gos map dscp-queue 12 to I

console (config) #gos map dscp-queue 16 to 2

console (config) #priority-queue out num-of-queues I
console (config) #policy-map traffic

console (config-pmap) #class classl access-group tcp ena
console (config-pmap-c) #police 1000 200000 exceed-action drop
console (config-pmap-c) #exit

console (config-pmap) #fexit

console (config) #interface gigabitethernet 1/0/14
console (config-if) #service-policy input traffic
console (config-if) fexit

console (config) #interface gigabitethernet 1/0/16
console (config-if) #service-policy input traffic
console (config-if) #fexit

console (config) #

5.35.2 Cratuctnka QoS

KomaHObI pexcuma 2106016H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnMa rnobanbHOro KOHPUrypupoBaHus:
console (config) #

Tabnuua 5.271 — KomaHabl pexxmma r106as1bHOro KoHGUrypmposaHus

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
qos statistics aggregate-po- BkatoyaeT QOS-CTaTUCTUKY NO OrpaHUYEHMIO NOIOC NPONYCKa-
licer aggregate_po- . HUSA.
licer name aggregate_policer_name:

(1..32) cumBonos/BbIkAIO-

no qos statistics aggre- YeHo

OTkntovaer QOS-CTaTMCTMKy no orpaHM4eHno Noa0C nponyc-

gate-policer aggregate_po- KaHuA.

licer_name

qos statistics queues set set: (1..2); BkatoyaeT QOS -CTaTUCTMKY 1A BbIXOAHbIX ovepeaei.
{queue | all}{dp | all} {giga- queue: (1..4); - set — onpepenset Habop cYeTYMKOB

bitethernet gi_port | dp: (high, low); - dp — onpeaenset npuopuTeT cbpoca.

fastethernet fa_port | all} gi_port: (1..3/0/1..24);

no qos statistics queues set fa_port: (1..3/0/1..24) OTK/lo4aeT QOS-CTaTUCTUKY A8 BLIXOAHBIX O4epeseii.

3HayeHune No yMONYaHUIO:

Set 1: Bce npuopuTteTsl, BCE

ouyepeam, BbICOKMI Npuo-
puTeT cbpoca.

Set 2: Bce npuopuTeTsl, BCE

ouepeam, HU3KUIM Npuopu-
TeT cbpoca.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica Ethernet, 2pynnsl nopmos

Bug 3anpoca KOMaHAHOM CTPOKK pexknuma KoHdUrypuposaHua nHtepdeiica Ethernet, rpynnbl nopTos:

console (config-if) #
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Tabnunua 5.272 — KomaHapl pexknuma KoHdurypuposaHua nHtepdeica Ethernet

KomaHoa

3Ha4yeHue

Aeiicmeue

gos statistics policer
policy_map_name
class_map_name

no qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name:
(1..32) cumBo10B/BbIKAIO-
YyeHo

BKntouaeT cbop QoS-cTaTUCTUKM Ha nHTepdelice.

- policy_map_name — ctpaTerna Knaccuduraumm Tpaduka;

- class_map_name — CNUCOK KpUTepMeEB KnaccudurKauum Tpa-
oduKa.

OTKkAtoyaeT cbop QOS-cTaTUCTUKM Ha UHTepdeiice.

KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 5.273 — KomaHabl pexkmma EXEC

KomaHoa

Aelicmeue

clear qos statistics

Ounwaet ctatuctnky QoS.

show qos statistics

lNMokasbiBaeT cTaTUCTUKY QOS.

5.36 CratuuecKkaa mapupyTtmsauma

CTaTnyeckaa mapluipyTMsaums — BWA, MapLIpyTM3aLuMK, NpyM KOTOPOM MapLUpyTbl YKasblBaloTcsa B
ABHOM BUAE NPU KOHOUTYpaUMKM MapLipyTU3aTopa. Bca mapLipytmsauma npu asTom npomcxoant 6es yyactus
KaKMX-1MBO NPOTOKON0B MapLUPYTU3aLMN.

Ob6opynoBaHWe NOAAEPKUBAET:

— 128 IPv4 static routes;

— 10 IPv6 static routes.

MoaaepKnBaeTcA TONbKO MapLUPYTM3aLUma NakeTos, GoPMUPYEMbIX CAMUM KOMMYTaTopom (Tpaduka

c CPU).

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnob6anbHoro KoOHPUrypmpoBaHumsa:

console (config) #

Tabnnua 5.274 — KomaHgabl pexxnuma rnobanbHoro KoHpurypmposaHuma

KomaHda

3HaueHue

Aelicmeue

ip route prefix {mask |
prefix_length} gateway
[metric distance] [reject]

no ip route prefix {mask |
prefix_length} [gateway]

distance: (1..255)/1

Co3gaeT cTaTUYECKUA MapLUpyT.

- prefix — ceTb HasHayeHus (Hanpumep 172.16.0.0);

- mask — macka ceTu (B popmate AECATUYHON CUCTEMbI UCUUCTEHWS);
- prefix_length — npeduKc macku ceTu (KoNMYecTBo eauHUL, B Macke
-0..32);

- gateway — W03 ANA AOCTYNA K CETU HAa3HaYeHus;

- distance — Bec mapLipyTa;

- reject — 3anpeLuaeT MapLIPyTU3aLLMIO K CETU HAa3HAaYeHUA Yepes BCe
LUIHO3bI.

YpanaeT cTaTUyeckuin MapLupyT.
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ipv6 route ipv6_prefix/len
gateway [metric dis-
tance]

no ipvé6 route ipv6_pre-
fix/len [gateway]

Co3paet cTaTuyeckuin IPvbmapLupyT.
- ipv6_prefix/len — npeduKc cetm HasHadeHus;
- gateway — W03 ANA JOCTYNA K CETU HAa3HaYeHus;

distance: (1..65535)/1 - distance — sec mapLipyTa.

Ypanset ctatuyeckut IPv6-mappyT

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.275 — KomaHapl pexkuma EXEC

KomaHoa

Aelicmeue

show ip route [con-
nected | static | address
ip_address [mask | pre-
fix_length]

MoKasbiBaeT TabavLy MapLIpyTU3aLMK, YAOBNETBOPAIOLLYHO 3alaHHBIM KPUTEPUAM.
—connected — NOAKNIOYEHHbIV MAPLLPYT, TO €CTb MAPLIPYT, B3ATbIA C HENOCPEACTBEHHO
NOAK/OYEHHOTO N GYHKUMOHUPYIOLWErO MHTepdeiica;

— static — cTaTuyecknin mapLpyT, NPONUCAHHbIN B TabanLe MapLIpyTU3aLNUK.

show ipv6 route

MokasaTtb Tabamuy maplpyTnsaumm IPv6.

[pumep 8bIM0AHEHUS KOMAHObI

= [loKas3aTb TabanLy MapwpyTU3aLmm:

consolef#show ip route

Maximum Parallel Paths: 2

(4 after reset)

Codes: C - connected, S - static
C 10.0.1.0/24 is directly connected, Vlan 1
S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12
Tabnnuya 5.276 — OnucaHuMe pe3ynbTaTa BbINONHEHUA KOMaHAbI
Mone OnucaHue
MoKa3biBaeT NPOUCXOKAEHNE MapLIpyTa:
c C - Connected (MapLpyT B3AT U3 HENOCPEeACTBEHHO MOAKAYEHHOTO U GYHKLUNOHU-
pytoliero nHtepdeiica),
S — Static (cTaTuyecKuMii MapLwpyT, NPOMNMCaHHbIN B TabanLe MapLipyTusaumn).
10.9.1.0/24 Agpec cetu
MepBoe 3HayeHne B CKOBKax — aAMUHUCTPATMBHAA AUCTaHLMA (CTeneHb goBepua
[5/2] MapLIpyTU3aTOPY, YEM YMC/O BbilE, TEM MEHbLUE AOBEPUE K UCTOUYHUKY), BTOpOE
3HaYeHWe — MeTpMKa MapLupyTa.
via 10.0.1.2 OnpepenseT IP-agpec cnefyowWwero MapLpyTn3aTopa, Yepes KoTopbli NpoxoanT
o MapLupyT 40 CEeTU.
00:39:08 Onpeaenset Bpema nocnegHero 06HOBAEHMA MapLpyTa (4acbl, MUHYTbI, CEKYHAbI).
Vlan 1 Onpepenset nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MAPLIPYT A0 CETU.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHto Startup ucnonb3yeTcs 415 BbINOJHEHWUA CneumanbHbixX Npoueayp: o6HoBNEHMEe NPOrPaMmmMHOro
obecneyeHunsn, yaaneHne coAepKMMoro ¢a3W-namMaTh, BOCCTAHOB/JIEHME NApoAA, AMArHOCTUKA, 3adaHue
CKOPOCTM paboTbl TEpMMHANA, paboTa c NapameTpamm CTEKA YCTPOICTBA.

[nsa Bxoaa B MeHIo Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxKaTuem Kaasuwm <Esc> unu <Enter> B
TeYeHWe NepBbIX ABYX CEKYHZ Moc/ie NoABAEHUA COOBLLIeHUA aBTO3arpy3ku (MO OKOHYaHMWM BbIMNOJAHEHUSA
npoueaypbl POST).

Startup Menu

] Download Software

] Erase Flash File

] Password Recovery Procedure
] Set Terminal Baud-Rate

] Stack menu

] Back

o U W N

Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KKM YCTPOMCTBA HAXKMUTE KNaBuLLY <6>, 1Mbo <esc>.
’ Ecnu B TeueHue 15 ceKyHA, (3HauyeHMe No YyMONYaHUIO) He Bbi6paH HYU OAWH U3 NYHKTOB

e MEHI0, TO 3arpy3kKa ycrpoﬁcrsa NpPoAOMKUTCA. Bpema 0XKnaaHnA MOXKHO YBE/IMYUTb C NO-
MOLWbIO KOMAHA KOHCO/N.

Tabnuua 6.1 — OnucaHune meHo Startup

Ne Ha3zeaHue OnucaHue

[nA 3arpysku nporpamMmHoro obecrnedyeHmns ncnonb3yerca npotokon X-Modem. Mpu Haxa-
TUK KNaBuLWwKM <1> Ha KOHCo/b ByAeT BbiBeAEHO cneaytollee cooblieHume:
Download Software

<1> O6HoBneHMe npo- Downloading code using XMODEM.
rpammHoro obecneye-
HUA Tenepb, Korga ycTponcTBO roToBO K npuemy daiina, HeobxoaAnmo nepenatb €ro npu no-
Mol npotokosna X-Modem. Mocne npuema daiina ycTpoiMcTBO nepesarpy3mntca aBTomaTtu-
Yecku.

[aHHasa npoueaypa MCNoNb3yeTca ANA yaaneHua KoHourypaumm yctpoicTea. Ana yaane-
HUA dalina HaXKaTb KNaBuLy <2>, NOABUTCA NpepynpexaeHne (noatsepauTe HaxaTvem
KNaBULLK <y>):

Warning! About to erase a Flash file.
Are you sure (Y/N) ?y

Bsectu uma daina KoHPUrypaumm:
Erase Flash File
Write Flash file name (Up to 8 characters, Enter for none.): CDB

Write Flash file name (Up to 8 characters, Enter for none.): CDB
File CDB (if present) will be erased after system initialization.

<2> | YaaneHue coaepu-
Moro GAsLw-namaTn

==== Press Enter To Continue ====/1na so3spara 8 meHio Startup HaxaTb Kna-
BULLY <enter>.
==== Press Enter To Continue ====
V Ona Hosoro daiina KOHOUrypaLMUmu NMA AOMKHO 6bITb OTIMUHO OT UMEHU KOHY-
rypaLmm 3anucaHHol Ha AaHHbIi MOMEHT.
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[aHHaa npoueaypa Ucnonb3yerca AN BOCCTaHOBAEHWUA YTPAaYeHHOro Napons, oHa No3Bo-
NAeT NOAKNI0YNTLCA K yCTpoMncTBy 6€3 napons.
Password Recovery [N BOCCTaHOB/MEHMA MNaPONA HaXaTb KNasuLly <3>, NpU NOCAeAYIOLWEM MOAKNOYEHUN K
<3> | Procedure BoccraHog- YCTPOWCTBY Naponb 6yAeT NpOUrHOPMPOBaH.
NleHne napona
Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
Mpoueaypa UCNonb3yeTca Aaa YCTaHOBKM CKOPOCTU paboTbl TepmMMHana (Mo ymonYaHuio
Set Terminal Baud- 115200 Boa). .
Rate [na 3afaHnA HOBOM cKOpoCTU paboTbl TEPMUHANA HaXKaTb KNaBuwy <5> 1 BBeanTe 3Have-
<4> 3agaHune CKoOpoCTU pa- Hne:
Set new device Baud rate: 115200
60Tbl TEpMUHaANA
[na Bo3BpaTa B MeHto Startup HaxaTb Knasuwy <enter>.
==== Press Enter To Continue ====
[NnA yBeAnYeHUs KoAn4ecTsa nopToB KOMMYTATOPa, CyL,ECTBYET BOSMOYXKHOCTb 06beauHe-
HUWA YCTPOMCTB B CTEK. YCTPOWMCTBO C naeHTudukatopom 1 byaer BeayLumm, ocTaibHble —
BegoMbimu. KommyTatopbl MES1024/MES1124/MES2124 moryT paboTaTb Kak aBTOHOMHO,
TaK M B COCTaBe CTeKa.
[na naeHTMdUKaLMM M yCTaHOBKMU pexnma paboTbl yCTPOMCTBA B CTEKE UCMO/Nb3YeTCA MEHIO
Stack menu cTeKa (Stack menu).
<5> Pabota c napamer- [ Bx0 )
pamu cTeKa yCTpoii- 03 B MEHIO CTeKa HaaTb Kiasuwy <5>:
cTBa Stack menu
[1] Show unit stack id
[2] Set unit stack id
[3] Set unit working mode
[4] Back
Enter your choice or press 'ESC' to exit:
OnucaHue Stack menu ykasaHo B Tabauue 4.3
Back o
<6> [nAa BbIXO4a@ U3 MEHIO M 3arpy3Kun YCTPOMCTBA HarkMUTe KnasuLy <6>, inbo <esc>.
Bbixog 13 meHto

Tabnuua 6.2 — OnucaHue meHto Stack menu, paboTa c napameTpamu cTeka yCTpoMCTBa

Ne HaseaHue meHto OnucaHue
Show unit stack id [na npocmoTpa MAaeHTUPUKATOPa YCTPOMCTBA B CTEKE HAXKMUTE KNaBuLy <1>:
MPOCMOTP MaeHTUdH- Current working mode is stacking.
<1> . Unit stack id set to 1.
KaTopa yCTpoKCTBa B
cTeke
[nA HasHayeHuA naeHTUPMKATOPa YCTPOMCTBA B CTEKE HAKMUTE KNABULLY <2>:
Enter unit stack id [0-8]: 1
Set unit stack id Unit stack id updated to 1.
<2> HasHayeHne naeHTu- rae 3
¢|4Ka'ropa yCTpOﬁCTBa 3HayeHue oT «1» Ao «8» — HOMep YCTPOUCTBA B CTEKE,
B CTeKe 3HayeHue «0» — aBTOHOMHbIN peXxMM paboTbl KOMMyTaTopa.
[ns BO3BpaTa B MEHIO CTEKA HaXXKMUTE KnaBuLy <enter>.
==== Press Enter To Continue ====
[NnA ycTaHOBKM pexmnma paboTbl YCTPOMCTBA HAXKMUTE KNaBULLY <3>:
Enter unit working mode [1- standalone, 2- stacking]:1
Set unit working mode Unit working mode changed to standalone.
rae
<3> | Veraroska Eemwma P3~ | 3auenne 1 — aBTOHOMHBI pexunm,
Gotbl yeTpoiicrea 3HayeHue 2 — PeXUM CTEeKMPOBaHMA.
[ns BO3BpaTa B MEHIO CTEKA HaXXMUTE KnaBuLy <enter>.
==== Press Enter To Continue ====
Back [nA BbIXOAa U3 MEHIO HAXKMUTE KNasuwy <4>
<4>
Bbixoa, U3 meHto
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6.2 O6HOoBNEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonkeH 6biTb 3anyLUEH U HaCTPOEH Ha KOMNbIOTEpE, C KoToporo 6ypaer 3arpy-
»KaTbCA NporpammHoe obecneueHune. Cepsep [0MKEH MMETb pa3peLleHne Ha uteHue ¢ain-
N10B HA4YaNbHOrO 3arpysunKka u/mam cuctemuoro NO. KomnbloTtep ¢ 3anyueHHbim TFTP-cep-
BEPOM A0/1)KeH 6biTb AOCTYNeH AnA KomMmyTaTopa (MOXHO NPOKOHTPO/IMPOBATb, BbINOJI-
HUB Ha KommyTaTope KomaHay ping {A.B.C.D}, rae A.B.C.D — IP-agpec KomnbtoTepa).

.-

O6HoBNEHME NPOrPaMMHOro obecneyeHUss MOXKET OCYLLEeCTBAATLCA TOJIbKO NPUBUIETUPO-
BaHHbIM NoOJb30BaTeNeM.

.‘

6.2.1 O6HOBNEHME CUCTEMHOro NporpammHoro obecneueHus

3arpysKa yCcTpOMCTBa ocyliecTBaseTcAa U3 ¢alina cucTeMHoro nporpammHoro obecneuverusa (MO),
KOTOPbIN XpaHUTCA BO GA3w-namatu. Mpu ob6HOBAEHUKM, HOBLIA ¢aitn cuctemHoro MO coxpaHseTca B
CneuManbHo BblaeneHHoW ob6nact namatu. [pu 3arpyske YCTPOMCTBO 3aMyCKaeT aKTWMBHbIN daitn
cuctemHoro MO. Bbibop akTMBHOrO ¢aitna 3a4aeTca KomaHaoM:

boot system {image-1 | image-2 } [unit unit_id]

roe unit_id — Homep yCTpOMCTBa B CTeKe (A1a ycTpolicTBa, paboTalowero B aBTOHOMHOM PeXUME,
HOMep YCTPOMCTBaA He 3adaeTcA), image-1, image-2 — daiin cuctemuoro MO.

Mpwu paboTe B cTEKe, €C/I HOMEP YCTPOMCTBA He 3a4aH, AaHHAA KOMaHAA NPUMEHAeTCA K
o BeAyLemy yCTPOUCTBY.

[na npocmoTpa TeKyllei BepcuM CUCTEMHOro nporpammHoro obecrnedyeHus, paboTatowero Ha
ycTpolicTse, BBeauTe KomaHgy show version:

console#show version

SW version 1.1.44[e9%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03

Mpoueaypa ob6HoBNeHMA MO:

KomaHaol copy ckonuMpoBaTb HOBbIM ¢ai nporpammHoro obecneyeHuMa Ha YCTPOUCTBO B
BblaeNeHHyto obnactb namatu (image2). Popmat KomaHgpl:

copy tftp:// tftp_ip_address/[directory/]filename image
Mpumep BbINOAHEHUA KOMaHAbI:

consolef#copy tftp://192.168.16.34/filel image

Accessing file “filel’ on 192.168.16.34
Loading filel from 192.168.16.34:
| T L L L L I I A

Copy took 00:01:11 [hh:mm:ss]
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' 3HaK BOCK/IMLLAHUA YKa3bIBaeT Ha TO, YTO UAeT npouecc KonMpoBaHua. Kaxablit BOCKAMLA-
V TeNbHbIA 3HAK COOTBETCTBYET ycnewHoi nepeaaye 10 naketos no 512 6aiit uHpopmaumnmn
Kakabli. TOUKa yKasbiBaeT Ha TO, YUTO B NpoL,ecce KONMPOBaHUA NPOU3OLLE/ TAAMaYT OXKU-
haHuAa naketoB oT TFTP-cepBepa. HecKoNbKO TOUEK B CTPOKE MOXKET 03Ha4yaTb, YTO BO3-
HUKANA oWMbKa B npoLiecce KONUPOBaHUA.

KomaHgoit boot Bbibepute akTuBHbIN dainn cuctemHoro MO ana nocneaytowen 3arpysKku:

console#boot system image-2

' Ecnu He BbI6paH HOBbII 3arpyKeHHblii paitn cuctemHoro MO aKTUBHBIM, TO YCTPOMUCTBO Bbli-
. NOJIHUT 3arpy3Ky ¢ UCNONb30BAaHUEM TEKYLLLEro aKTUBHOro o6pasa.

Yb6eanutecb, 4To NpaBuIbHO BblIOpPaH akTUBHbLIN ¢dain cuctemHoro MO. Ona npocmoTpa AaHHbIX O
BEPCUAX NPOrpaMmMHOro obecrneyeHma 1 UX akTUBHOCTM BBeAMTE KOMaHAY show bootvar:

console#show bootvar

Unit Image Filename Version Date Status

1 1 image-1 1.1.44[0b70e656] 24-Nov-2015 17:28:25 Active

1 2 image-2 1.1.44[1537¢93f] 12-Nov-2015 15:45:10 Not active*

/' CumBosiom «*» oTmeuaetca ¢aiin nporpammHoro obecneueHus, Kotopbiit 6yaeT ucnon-
HATbCA NPU NocaeayloLuel 3arpyskKe.

Mepesarpysnte KOMMYTaTOP KOMaHAOM reload.

consolef#reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe NepesarpysKy BBOAOM ‘y’.

6.2.2 O6HOBneHMue 3arpy3ouHoro ¢aiina yctpoiicrea (HayanbHOro 3arpysumka)

HauyanbHbIA 3arpy3yunk 3anyckaeTca cpasy Nocie BKAKYEHMA NUTaHUA yCTpoicTea. MocpencTBom
3arpysoyHoro ¢aina ocywecTBAsfeTca npoueaypa «TeCTUPOBaHMA CUCTEMbl Npu BKAoYeHMM» (POST),
pacnakoBka M 3anyck ¢anna cuctemHoro MO. Mpu obHOBAEHUM HOBbIM aiil HAYa/bHOIO 3arpysymKa
coxpaHsaeTcsa Ha flash Ha mecTe cTaporo.

[na npocmoTpa TeKywel Bepcuu 3arpysouvHoro ¢aina, paboTatollero Ha yCTPOWMCTBE, BBeAuUTe
KomaHgy show version:

console#show version

SW version 1.1.44[e%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03
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Mpoueaypa obHoBAeHMA MO:

1. KomaHaoit copy CKONMMPOBATb HOBbIM 3arpy304HbIi daiin Ha ycTpoicTBo. PopmaTt KOMaHAbI:

copy
tftp://tftp_ip_address/[directory/]filename boot.

consolefcopy tftp://192.168.16.34/332448-10018.rfb boot

Erasing file..done.
| T L L L I O O O A

Copy: 2739187 bytes copied in 00:01:18 [hh:mm:ss]

i 3HaK BOCKAML,aHMA yYKa3blBaeT HA TO, YTO UAET NpoLecc KonupoBaHusa. Kaxabii Bockauya-
V TeNbHbIA 3HAK COOTBETCTBYET ycnewHoi nepeaaye 10 naketos no 512 6aiit uHpopmaumnmu
Kakabli. TOUKa yKasblBaeT Ha TO, YTO B NpoL,ecce KONMPOBaHUA NPOU3OLLE/ TAUMaYT OXKHU-
haHuA naketoB oT TFTP-cepBepa. HeCKONbKO TOUYEK B CTPOKE MOXKET O3Ha4yaTb, YTO BO3-
HUKANA oWwnbKa B npoLecce KONUPOBAHMUA.

2. TlepesarpysnTe KOMMYTaTOp KOMaHAOM reload.

consolefreload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe NepesarpysKy BBOAOM ‘y’.
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NPUNOXEHWUE A. MPUMEPbI TPUMEHEHUA N KOHOUTYPUPOBAHUA YCTPOW-

CTBA

HacTpoiiKa npoToKo/a MHOXeCTBa cBA3yowWwmMx gepesbes (MSTP)

MpoTtokon MSTP no3sonseT CTPOUTb MHOXKECTBO CBA3YIOLWMX AepeBbeB ANA oTaenbHbix rpynn VLAN
Ha KOMMYyTaTOpax JIOKa/IbHOM CETU, YTO NO3BONAET BanaHCcMpoBaTb HarpysKy. a8 NPocToTbl PAacCMOTPUM

cnyqaﬁ C TpeEMA KOMMYTATOpPaMMy, 06'be,CI,MHEHHbIMM B KOJ1bLUEBYH TOMO/IOTUIO.

MycTb vilan 10, 20, 30 o6beaumHaOTCA B nepBom 3k3emnaspe MSTP, vlan 40, 50, 60 o6beanHAKTCA BO
BTOpoM 3K3emnasape. Heobxogumo, utobbl Tpadumk VLAN-os 10, 20, 30 mexay nepsBbiM M BTOPbIM
KOMMYyTaTOpaMn nepefasanca Hanpamyto, a Tpaduk VLAN-os 40, 50, 60 nepenasancsa TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMM KOPHEBbLIM 418 BHYTPEHHero ceasyouero gepesa (IST — Internal
Spanning Tree) B KoTopom nepegaetca cnyxebHas nHdopmauma. Kommyratopbl 06begMHAIOTCA B KOMbLO,
ncnonb3ysa noptbl g1 1 g2. Huke npuBeseHa cxema, n3obparkatowwas Normyeckyro Tonosormo CeTu.

VLAN 10,20,30 HaaHaueHs! Ha axzemnap 1
VLAN 40,50,60 HazHavyeHb! Ha axsemMnnsap 2

xommyTarop 1 KoMmmyTrarop 3

3TOT NOPT nepechbInaeT Tpadmk
Ans sxaemnnapa 1 u Gnokupyer
Tpaduk ana akzemnnapa 2

KOoMMmyTarTop 2

PucyHok 31— Hacmpolika npomoKoaa MHOXecmea cesa3youjux depessbes

3TO0T NOPT nepeckinaer Tpacpmk
AnA akaemnnapa 2 u Gnokupyer
Tpacmk ana axkzemnnapa 1

Korga oAuH M3 KOMMYTATOPOB BbIXOAUT U3 CTPoA, Mbo obpbiBaeTcA KaHan, MHOMXECTBO AepeBbeB
MSTP nepecTtpauBaeTca, 4TO NO3BOAAET MMHUMU3NPOBATL NOCNEACTBMA aBapun. Huxe npmseaeH npouecc
KOHUrypaumm kommytaTopos. s 601ee 6bICTpolt HACTPOMKKM co34aeTcA 06Kt KOHOUTYPALMOHHbIM LWab-
JIOH, KOTOPbIN 3arpyaeTca Ha TFTP-cepsep 1 ncnoab3yeTca BNOCAEACTBUM A1 HACTPOMKM BCEX KOMMYTATO-

poB.

1. CosgaHve wabnoHa v KOHPUIrypaLma NePBOro KOMMyTaTopa

console#configure

console (config) #vlan database

console (config-vlan) #vlan 10,20,30,40,50,60

console (config-vlan) #exit

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #fexit

console (config) #spanning-tree mode mstp

console (config) #finterface range gigabitethernet 1/0/1-2
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console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) #fexit

console (config) #spanning-tree mst configuration

console (config-mst) #name sandbox

console (config-mst) #instance 1 add vlan 10,20,30

console (config-mst) #instance 2 add vlan 40,50, 60

console (config-mst) #fexit

console (config) #do copy running-config startup-config

01-0ct-2006 01:09:34 SCOPY-I-FILECPY: Files Copy - source URL running-
config destination URL flash://startup-config

01-0ct-2006 01:09:44 %COPY-N-TRAP: The copy operation was completed
successfully

Copy succeeded

console (config) #do copy startup-config tftp://192.168.16.2/mstp.conf

01-0ct-2006 01:10:44 %COPY-I-FILECPY: Files Copy - source URL
flash://startup-config destination URL tftp://192.168.16.2/mstp.conf
01-0ct-2006 01:10:44 %COPY-N-TRAP: The copy operation was completed
successfully

|

Copy: 726 bytes copied in 00:00:01 [hh:mm:ss]

console (config) #spanning-tree mst 1 priority O
console (config) #end

KoHdurypaumsa BTOporo KommyTaTopa

consolef#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-Oct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 %COPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N) [N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.100 /24
console (config-if) #exit

console (config) #spanning-tree priority 0

console (config) #end
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3. KoHdurypaums TpeTbero KommyTaTopa

console#configure

console (config) #interface vlan 1

console (config-if) #ip address 192.168.16.1 /24

console (config-if) #do copy tftp://192.168.16.2/mstp.conf startup-config

01-0Oct-2006 02:17:14 %COPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 $COPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if) #do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N) [N] Y

Shutting down

console#configure

console (config) #interface vlan 1

console (config-if) #no ip address

console (config-if) #ip address 192.168.16.101 /24
console (config-if) #exit

console (config) #spanning-tree mst 2 priority O
console (config) #end

Hacrtpoiika selective-qinqg

[Do6asneHue SVLAN

JaHHbI Npumep onucbiBaeT, Kak gob6asnatb meTky SVLAN 20 Ko Bcem VLAN 3a UCKAOYEHUEM
VLAN 27.

consolef#configure

console (config) #vlan database

console (config-vlan) #vlan 20,27

console (config-vlan) #exit

console (config) #interface GigabitEthernet 1/0/24

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 20,27

console (config-if) #selective-qing list ingress add vlan 27

console (config-if) #selective-ging list ingress permit ingress vlan 20

MopameHa CVLAN

B ceTax nepefaun faHHbIX 4OBO/IbHO YAaCcTO BO3HMKAIOT 3a4a4K, cBsi3aHHble ¢ nogmeHon VLAN (Hanpu-
Mep, 418 KOMMYTATOPOB YPOBHA A0CTYMa CyLLeCTBYET TMNOBAA KOHPUTYpaLUmaA, HO NOAb30BaTENbCKUIA Tpa-
duK, VolP n Tpaduk ans ynpasneHus Tpebyerca nepenasatb B pasHbix VLAN Ha pasnMyHbIX HanpasieHunax).
B aTom cnyyae 6bia10 6bl ya06HO BOCNoAb30BaThCA GyHKLMeN nogmeHbl CVLAN a8 3aMeHbl TUNU3NPOBaH-
HbIX VLAN Ha VLAN ana Tpebyemoro HanpasneHua. PaccmoTpm KOHOUIypaL Mo KOMMYyTaTopa, B KOTOPOM
ocywecrtsnaerca nogmeHa VLAN 100, 101 v 102 Ha 200, 201 n 202:

console#configure
console (config) #vlan database
console (config-vlan) #vlan 200-202
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console
console

config-vlan) fexit

config) #interface GigabitEthernet 1/0/24

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 200-202

console (config-if) #selective-ging list ingress override vlan 200 in-
gress_vlan 100

console (config-if) #selective-ging list ingress override vlan 201 in-
gress_vlan 101

console (config-if) #selective-ging list ingress override vlan 202 in-
gress_vlan 102

—~ o~ o~ —~

Hacrpoitka Multicast-TV VLAN.

®dyHkuusa «Multicast-TV VLAN» paet BO3MOXHOCTb MCMO/b30BaTh ANs Nepeaadym MHOroaapecHoro
Tpadumka ogHy VLAN B ceT onepaTopa M A0CTaBAATb 3TOT TPAadMK NONb30BATENAM AaXKE B TOM C/ly4ae, ecu
OHW He sABnatoTca YneHamm aton VLAN. 3a cueT PpyHKumMM «Multicast-TV VLAN» MoKeT 6bITb COKpalleHa
Harpyska Ha ceTb OnepaTopa 3a cyYeT OTCYTCTBUA Ay6/MPOBAHUA MHOTOAAPECHbIX AaHHbIX, Hanpumep, Npu
npegocrasaeHumn ycnyrm IPTV.

Cxema npumeHeHua OyHKUMW npeanosiaraeT, 4To MopTbl MoJib30BaTesielt paboTaloT B pexume
«access» UM «customery» K NpuHaanexar K noboi VLAN 3a ncknoueHnem multicast-tv VLAN. Monb3oBa-
TEIM UMEIOT BO3MOMKHOCTb TO/IbKO MOJIly4aTb MHOroaApecHbli Tpaduk n3 multicast-tv VLAN u He moryT ne-
pefasaTtb AaHHble B 3Toi VLAN. Kpome TOro, B KOMMyTaTope f0/KeH BbiTb HaCTPOEH NOPT-UCTOYHMK mul-
ticast-tpaduKa, KoTopbIit A0/IKEH BbITb Y4acTHMKOM multicast-tv VLAN.

V dyHKuua «Multicast-tv VLAN» paboTaet Tonbko coBmecTHo ¢ IGMP Bepcwmii 1 1 2.

Mpumep HacTPOIKK ANA NopTa B pexume paboTbl access

1. BrAounTb GMABTPALMIO MHOTOAAPECHbIX AAHHDIX.

console (config) #bridge multicast filtering

2. Hactpoutb VLAN nonb3osatesneit (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasieHus
(VID 1200).

console (config) #vlan database
console (config-vlan) #vlan 100-124,1000,1200
console (config-vlan) #exit

3. HacTtpoutb nopTbl Nonb30BaTENEN.

console (config) #interface range fal/0/1-24

console (config-if) #switchport mode access

console (config-if) #switchport access vlan 100

console (config-if) #switchport access multicast-tv wvlan 1000
console (config-if) #bridge multicast unregistered filtering
console (config-if) #exit

~— ~— ~— ~—

4. HactpouTb uplink-nopT, paspewmns nepeaady mHoroaapecHoro TpaduKa, Tpadmka nonb3osaTesen u
ynpasneHue.

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100-124,1000,1200
console (config-if) #exit
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5. Hactpoutb igmp snooping rnobanbHo 1 Ha MHTepdeiicax.

console (config) #ip igmp snooping

console (config) #ip igmp snooping wvlan 1000

console (config) #ip igmp snooping vlan 1000 querier
console (config) #ip igmp snooping wvlan 100

console (config) #ip igmp snooping vlan 101

console (config) #ip igmp snooping vlan 102

console (config) #ip igmp snooping vlan 103

console (config) #ip igmp snooping vlan 124
6. HactpouTb MHTepdeic ynpasaeHus.

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) #fexit

Mpumep HaCTPOIKM ANA NOpTa B pexxume «customer»

[aHHbIN TN NOAKIOYEHUA MOXKET BbITb UCMONBb30BaH AJ1A TOro, YTOObI MOMEYaTb NOJIb30BaTE/IbCKUE
IGMP-report’bl onpegeneHHbix VLAN (CVLAN) oTaenbHbIMM BHELWWHUMW meTKamu (SVLAN).

1. BkAOUUTb GUNLTPALMIO MHOTOAAPECHbIX AaHHbIX.

console (config) #bridge multicast filtering

2. Hactpoutb VLAN nonb3osateneii (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpasneHus
(VID 1200).

console (config) #vlan database
console (config-vlan) #vlan 100,1000-1001,1200
console (config-vlan) #exit

3. HacTpouTb NopT nonb3oBaTens.

console (config) #interface fal/0/1

console (config-if) #switchport mode customer

console (config-if) #switchport customer vlan 100

console (config-if) #switchport customer multicast-tv vlan add 1000,1001
console (config-if) #exit

4. Hactpoutb uplink-nopT, paspelwmns nepesady MHoroagpecHoro Tpaduka, Tpaduka nonb3oBaTenen u

console

ynpasneHue.

console (config) #interface gil/0/1

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 100,1000-1001,1200
(

config-if) #exit

5. HactpouTtb igmp snooping rno6anbHoO u Ha MHTepdeicax, [ob6aBUTb NPaBUaAa MapPKUMPOBKK MNONb30-
BaTenbCKmx IGMP-report’os.

console (config

( #ip igmp snooping
console (config

(

(

#ip igmp snooping vlan 100
#ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
#ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

console (config
console (config

~— ~— ~— ~—
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6. HacTpouTb MHTepdelic ynpaBneHus.

console (config) #interface vlan 1200
console (config-if) #ip address 192.168.33.100 255.255.255.0
console (config-if) fexit

Hactpoiika aBTopusauum IGMP-3anpocoB yepe3 RADIUS

B gaHHOM npumepe onucbiBaeTcA NPoLEcc HAacTPOMKKM aBTopu3aunn IGMP-3anpocos yepes Radius-
cepsep. IP-agpec KommyTtaTopa — 10.113.113.2, IP-agpec Radius-cepsepa — 10.113.113.1, MAC-agpec Knu-
eHTa — 00:1B:21:4F:F8:1F, amana3oH paspetueHHbix Multicast-rpynn: 233.7.0.0/16, nopT KaueHta —
FastEthernet 1/0/1

HacTtpoitku Radius-cepsepa (freeRadius)

1. Copepxunmoe daina ”/etc/freeradius/clients.conf”

client 10.113.113.0/24 {

secret = mestest
nastype = cisco
shortname = private

}
2. Copepxumoe daitna “/etc/freeradius/users”

001B214FF81F Cleartext—-Password := "001B214FF81F", NAS-PORT == 1, Framed-
IP-Address =~ "233.7.*.*", NAS-IP-Address == "10.113.113.2"

Hactpoiiku KommyTaTopa

console (config) #bridge multicast filtering

console (config) #vlan database

console (config) #vlan 30

console (config) #exit

console (config) #ip igmp snooping

console (config) #ip igmp snooping vlan 30

console (config) #radius-server host 10.113.113.1 usage igmp-auth key mestest
console (config) #interface range fastethernet 1/0/1-10
console (config) #switchport access vlan 30

console (config) #bridge multicast unregistered filtering
console (config) #multicast snooping authorization radius
console (config) #fexit

console (config) #interface gigabitethernet 1/0/4

console (config) #switchport mode trunk

console (config) #switchport trunk allowed vlan add 30
console (config) #exit

console (config) #interface vlan 1

console (config) #ip address 10.113.113.2 255.255.255.0
console (config) #no ip address dhcp

console (config) #exit
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NPUNOMEHUE B. TUMOBbLIE CXEMbl NOCTPOEHMA CETEM HA BA3E MPOTO-
KOJ1A EAPS

1. Tononorna Nnpocroe «KonbLo»

[ SWITCH 1

SWITCH2

o

B Tonosorum cetm ToNbKo 0A4HO KO/bLO. B 3TOM c/iydyae HeobxoaMmo onpeaenuTb ASiA HEero ToNbKo
EAPS domain.

2. Tononorua oauH AOMEH C HECKOJIbKUMU «KOJIbLLaMM»

SWITCH 2 | RING 2
5

B Tononoruu cetu 3 Konbla (MoXeT bbiTb 2 1 6onee) 1 2 0bWMX y3na mexay HUMU. B aTom cnydae
Heobxogmmo onpegenntb EAPS-domain 1 ycTaHOBUTb O4HO KO/bLO B KAYecTBe OCHOBHOFO, a Apyrne Kak
BTOPUYHbIE.
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3. Tononoruna HeCKO/IbKO AOMEHOB CO CMEXHbIMU «KOMbLLAMU»

B Tonmosiormm cetn 2 Konbla (MoXKeT 6biTb 6osiee AByX) ¢ ogHMM obWUM y3nom. B atom cnydae
Heobxogmmo onpeaenntb EAPS-domain ana Kaxaoro Konbua.
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NMPUNOXKEHUE B. ONMUCAHUE NPOLECCOB KOMMYTATOPA

Tabnmua — OnucaHWe NPoLEccoB KOMMyTaTopa

Nma OnucaHue npouecca
npo-
yecca
3SWF MNepenaya nakeToB MeXAay YPOBHEM 2 1 CETEBbIM YPOBHEM
3SWQ MporpammHas obpaboTtka ACL nepexBayeHHbIX NaKeTos
AAAT YnpasneHue n obpaboTtka metozos AAA
AATT Cumynatop AAA ona nposepkn metogos AAA
ARPG Peanusaumna npotokona ARP
B_RS YnpasneHue nepesarpy3Kon YCTPONCTB B CTEKE
BOXM JononHuTtenbHble AENCTBUA B CTEKe (NoayvyeHue CBeAeHNI 0 cTeKe, MHAMKauuA, obmeH coob-
LLLEHUAMMK, CMeHa unit id)
BOXS O6paboTKa KOMaHA, COCTOAHMA CTeKa: gobasieHne mactepa/cneisa, nsydyeHme TONoA0rMu,
obHoBneHune Bepcuun MO cneiBa
BRGS Brige security - arp inspection, dhcp snooping, dhcp relay agent, ip source guard, pppoe inter-
mediate agent
BRMN Bridge Management: EAPS, STP, onepauuu c FDB (no6asneHue, yaaneHue 3anucei), 3epkanu-
poBaHue, KoHdurypuposaHue noptos/VLAN, GVRP, GARP, LLDP, IGMP snooping, IP multicast,
OAM
BSNC ABTOMAT CMHXPOHM3ALIMK MacTepa 1 CneiBa B CTeke
BTPC Knnent BOOTP
CDB KonnpoBaHue KoHOUIypaumMoHHbIX ¢pannos
CFM Peanusauus Ethernet CFM
CNLD 3arpysKka/Bbirpyska KoHourypaumm
COoPY YnpasneHue KonnposaHuem $paiiios
D LM Link Manager — noToK, KOTOPbI CNeAnT 3a COCTOSHUE CTEeK-/IMHKOB
D-SP Stacking Protocol
DACT Diacnostic ACTive tests. NoToK, B KoTopom BbinonHaAtoTca VCT-TecTbl.
DDFG PaboTa c ¢paitnoBoi cuctemor
DHCP Cepsep 1 Relay Agent DHCP
DMNG Dinstant Manager — nony4yeHvie nHbopmMaunn ¢ yaaneHHbix oHUTOB (Bepcus MO, uptime,
YyCTaHOBKa aKTMBHOro obpasa MN0O)
DNSC Knunent DNS
DSND Data Set Delays Report
DSPT Dispatcher — 06paboTka cobbITUIA OT yAaNeHHbIX OHUTOB 06 U3MEHEHWWN COCTOAHMUA BEHTU-
NATOPOB, UCTOYHMKOB NUTAHUA, TEPMOLATYNKOB, SFP-TpaHcmBepoB. MoayyeHne coobLeHn
OT yAa/leHHbIX toHUTOB 06 Mx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.
DSYN Stack application
DTSA Stack application
ESTC JlornpoBaHue cobbITUin 0 NpeBbileHnn noporos TpadmKa Ha CPU (cpu input-rate detailed)
EVAU Ob6paboTKa cobbiTnin Address Update, HUKHWI ypoBeEHb, Nepeaya Bbille
EVLC O6paboTKa COOLITUIN O CMEHE COCTOAHWUSA NOPTa, HUKHUI YPOBEHDb, Nepeaaya Bbille
EVRX O6paboTKa cobbITMIA NpMEéMa NaKeTa U3 KommyTtaTtopa B CPU, HUXKHUIA ypoBeHb, Nepeaaya na-
KeTa Ha ypoBeHb 2
EVTX O6paboTKa cobbITUN OKOHYAHUA OTNPaBKKU NakeTa n3 CPU B KOMMYTATOP, HUKHWNIM YPOBEHb
exRX O6paboTKa BbIX04a NAKETOB C HUMKHETO YPOBHA 2
FFTT YnpasneHue Tabanuein mapLupyTU3aLmm n mapLupyTnsaLma naketos
FLNK dyHKuma FlexLink
FTPD Peanunsaumna npotokona FTP
FTPM YnpasneHue FTP-cepBepom (06paboTka KOHPUrypaLmoHHbIX 3anpocos u3 CLI/SNMP)
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GOAH Peanunsauma web-cepsepa GoAhead

GRN_ Peanunsaumnsn Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMaHA HaCTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HDEB Cbop cTaTUCTUKK paboTbl 33434 cUCTEMDBI

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHoBHOM host-NOTOK, XONOCTOM X0z,

HSCS Stack Config — HacTpoiKa GyHKLMIA CBUYA Ha YAA/IEHHOM IOHUTE

HSES Stack Events — obpaboTtka cobbitTuit link changed, address update ¢ yaaneHHbIX OHUTOB Ha
macTtepe

ICMP Peanunsauma npotokona ICMP

IDLE BespelictBne cncrtemsl

IGMP Peanunsauma npotokona IGMP (xocToBoi Yactu)

I0D |0 Debug task

I0TG YnpasneHve TepMmMHaNamMun BBOAa-BbIBOAA

I0OTM YnpasneHue TepMmMHaNaMun BBOAa-BbIBOAA

IOUR YnpasneHne TepMmnHanamm BBoAa-BbIBOAA

IP6C CyéTunkm ipvd u ipve

IP6M MapuwpyTtrsaumsa ipv4 n ipve

IPAT YnpasneHue 6330 gaHHbIX ip-agpecos

IPG O6paboTKa nepexBavyeHHbIX GparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoraTtenbHana 3agaya ana ARP, RIP, OSPF

IPSL Peanusaumnsa IP SLA

KEYM YnpaBnieHue Knto4yamm ayTeHTUdMKaumm

L2HU MNepenaya nakeTos Ha ypoBeEHb 3

L2PS O6paboTKa cobbITUIN CMEHbI COCTOAHMA/HACTPOEK MHTepdencos n nepeaaya cooblueHmni 3a-
PErNCTPUPOBAHHbBIM CAy»KBam

L2SC NoruposaHue storm-control

L2UT Ytunusaums noptos (show interfaces utilization)

LACP Peanusauma npotokona LACP (IEEE 802.1AX)

LBDR Peanunsauma ¢pyHKummn Loopback Detection

MACT O6paboTKa cobbiTnA 06 oKoHYaHUK aelicteus B FDB (ageing MAC-aapecos)

MLDP Link Layer Reliable Datagram Protocol, stack transport

MRDP Reliable Datagram Protocol, stack transport

MROR Pe3epBnpoBaHne KOHPUTypaunMoHHOro dainaa B SHEProHe3aBUCMMON NAMATH

MSCm MeHegKep ana paboTbl C TEPMUHANbHBIMU CECCUAMMU

NSCT HacTpoiKa orpaHnyeHmA cKopocTn nepexsaTta NnakeTos Ha CPU, BegeHne cTaTUCTUKM NO nepe-
XBa4YeHHbIM NaKkeTam

NTPL Mepunoamyeckas reHepauma curHana ana onpoca Tabamy MAC, VLAN, nopToB, My/nbTMKacTa,
MapLIpyTU3aL MK, NPUOPUTUIALNN

NTST JobaBneHne n yganeHune loHUTOB B CTeKe, COPOC Ha AedONT COCTOAHUS IOHUTA, HA CETEBOM
ypoBHe

OAM Peanusauus Ethernet OAM

OUls O6paboTKa KomaHabl Ha BoccTaHoBneHMe OUI ana Voice VLAN

PLCR O6paboTKa cOOLITUIN CMEHbI COCTOSHWUA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cObbITUIN CMEHbI COCTOAHUS NOPTOB

PNGA Peanusaumns ping

POLI Policy Management

PTPT Precise Time Protocol

ROOT PoauTtenbcKkuit Tack anAa Bcex 3aaad

RPTS Routing protocol

SCPT ABTOOBHOB/IEHWNE M aBTOKOHPUTYPUPOBaHUE

SEAU MonyuyeHune cobbiTnit Address Update, HUKHWI ypoBEHb
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SELC MonyyeHue cobbITUIM O CMEHE COCTOAHUA NOPTA, HUMKHUIM YPOBEHb

SERX MonyyeHue cobbiTUiM NpUéma nakeTa U3 KommytaTtopa B CPU, HUKHWUI ypoBEHb

SETX MonyyeHne cobbITUIM OKOHYAHMA OTNPaBKM NakeTa n3 CPU B KOMMYTATOP, HUKHWUIM YPOBEHD

SFMG sFlow Manager — 06paboTka cobbiTuit UsmeHeHus IP agpeca, CLI/SNMP 3anpocos, Talimepos

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNMP Peanunsauma npotokona SNMP

SNPR 3agaya, KoTopan pasbusaet 6onbwmne SNMP 3anpockl Ha bonee menkune (MPoKcUpyeT)

SNTP Peanusaumna npotokona SNTP

SOCK YnpaBneHue paboToi coKeToB

SQIN HacTpoitka selective qing

SS2M Slave To Master — nepepgaya coobLLEHNI CO CneliBa Ha macTep

SSHP Cepsep ssh - HacTpoWKa, 06paboTka KomaHz, Talimep

SSHU Cepsep ssh - npotokon

SSLP Peanunsaumna SSL

SSTC NornpoBsaHue cobbiTuii 0 npesbllleHun noporos Tpadumka Ha CPU (cpu input-rate detailed)

STSA CLI-ceccna yepes COM-nopt

STSB CLI-ceccusa yepes VLAN

STSC CLI-ceccusa yepes VLAN

STSD CLI-ceccusa yepes VLAN

STSE CLI-ceccusa yepes VLAN

STSF CLI-ceccusa yepes VLAN

STSG CLI-ceccusa yepes VLAN

STSH CLI-ceccusa yepes VLAN

STSI CLI-ceccusa yepes VLAN

SW2M Ob6paboTKa cobbiTnin Adress update ot FDB, 6/10KkMpoBKa nopTa Npyv BO3HUKHOBEHMW OLIMOOK
Ha nopTty

SWTR PaspeweHue npoxoxkaeHua TpadduKa Yepes KackagHble MHTepPenco!

SYLG BbiBOA COObLLEHNMI B Syslog

TBI_ Tabaunua BpemeHHbIX NnpomeKyTkos gns ACL

TCPP Peanunsauma npotokona TCP

TFTP Peanunsauma npotokona TFTP

TMNG YnpasneHue npuopmuteTtamn 3agay

TMON Monitor Task — oTcnexuBaeT COCTOSHUE 3aKObLOBKM BydepoB 1, B cydae obHapyKeHus,
nepesarpyKaet oHUT (apyroro cnocoba pelueHus npobaembl HanAeHO He 6b1s10)

TNSL KnneHt telnet

TNSR Cepsep telnet

TRCE Peanusauua trace route

TRIG 3anyck gelicteua B FDB (ageing MAC-agpecoB)

TRMT YnpasneHWe tOHUTaMM B CTEKE C NOAAEPKKOM TPaH3aKLUMMn

TRNS File Transfer — KonupoBaHue dainos mexay oHUTamm cteka (MO)

TUNT Peanunsauma TyHHenen: KoHoUrypuposaHue, 0b6paboTka NakeTos

UDPR UDP relay

VRRP Peanunsauna npotokona VRRP

WBSR YnpasneHue un Taimepbl web-cepsepa

WDHI He ncnonb3yeTtca (paHblue 6bina cBAsaHa ¢ watchdog Talimepom).

WDLO Cbpoc watchdog Tamepa. MNpu cpabaTtbiBaHWM TaliMmepa (3TO NPOUCXOAUT NPU 3aBUCAHWUK)
KOMMYTaTOp nepesarpyaerca.

XMOD Peanusaums npotokona X-modem
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TEXHUYECKAA NOAAEPKKA

Onsa  nonydyeHMs TeXHWYECKOM KOHCy/AbTauuMM MO BOMpOCam 3KchayaTtauum obopypoBaHuA
000 «Mpeanpusatne «3JITEKC» Bbl MoxkeTe 06patnTbcs B CepBUCHbIN LEHTP KOMNAHWUWK:

dopma obpaTHOI cBA3M Ha caiiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha opunumnanbHom cainTe KomnaHUM Bbl MOXKeETe HAUTU TEXHUYECKYHO ALOKYMEHTALMIO U NPOrpaMmMHOe
obecneuyeHne ana npoaykumm 00O «Mpeanpusatne «I/ITEKC», obpatuTbca K 6ase 3HAHWM, OCTaBUTbL
WHTEePaKTUBHYIO 3aABKY WUIN MPOKOHCYNbTUPOBATLCA Y UHXKeHepoB CepBMCHOMO LEHTPa Ha TeXHUYECKOM

dopyme.

OdunumanbHbIi cant KomnaHuu: https://eltex-co.ru/

TexHuueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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