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PykoBoacTBO no akcnyatauun WEP-200L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-200L — ycTaHOBKa BHYTPW 34aHWil B Ka4eCcTBe TOYKM AOCTYyna K pas/iMyHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBoacTBO no akcnyatauun WEP-200L

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTtaHa 6ecnpoBogHas Touka goctyna WEP-200L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbike ¢ nposogHol ceTbio. WEP-200L nogknitovaeTcs kK nposogHoin cetn yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTpOIACTBO COAEPXKMUT ABa paanovHTepdeiica ans opraHMsauum aByx onsnyecknx 6ecnpoBOHbIX CETENA.

WEP-200L nogaepxvBaeT coBpeMeHHble TpeboBaHNS K Ka4eCTBY CEPBMCOB U NO3BO/ISET NepeaaBaTb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIAiCTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHMLBI 1 Ap.). BO3MOXHOCTbL CO34aHNsA BUPTYaUlbHbIX TOUEK AOCTYNa C Pa3/IMYHbIMK TUNamu LIMPOBaHMS
nossonset yctaHasnueatb WEP-200L B opraHu3aumsx, rae TpebyeTcs pasrpaHuyeHne npas focTyna Mexay
06bIYHBIMU MONBb30BATENSAMU U BbIAE/IEHHBIMUY TPynnaMu nosib3oBaresein.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 10/100/1000BASE-T(RJ-45) c nogaepxkoii PoE;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;
* Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauus AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);

* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;

* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;
aBTOBbIOOP KaHana,;

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK AOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsaTop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* nogaepxka APSD.

Cemesbie (hyHKYUU:

+ aBTOMAaTMYeCcKOoe COor/lacoBaHMeE CKOPOCTU, AYMN/IEKCHOTO PEXMMA U NEPEKNIOUEHNST MEXIY PEXUMAMM
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nogaepxka GRE;



PyKoBO/ICTBO Mo aKcnyatauum WEP-200L

* BO3MOXHOCTb Nnepefaym aboHEeHTCKOro Tpaduka BHe TYHHene;
+ nogpepxka ACL,;

* nogaepxka NTP;

* nopaepxka Syslog;

* nogaepxka IPvo;

* noggepxka LLDP.

®dyHkyuu QoS:

* NPYOPUTET 1 NNaHMPOBaHNE NAaKeTOB HA OCHOBe Npodunnel;

* OrpaHu4YeHue NpPonyckHOW cNoCco6HOCTM Ans kaxaoro VAP,

* OrpaHMyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHT],;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauusi yepe3 RADIUS-cepeep (802.1X WPA/WPA?2 Enterprise);
* WwundpoBaHue gaHHbIx WPA/WPA2;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepe3 RADIUS-cepBep npu BXoAe Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopygosaHna WEP-200L.

ﬁﬁ APM /

% onepatopa e Wnio3

§

CepBep

DHCP, RADIUS

PucyHok 1 — ®yHKUMoHasibHas cxema ncnosb3osaHusa WEP-200L
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl MHTEpdelica Ethernet

KonmuecTtBo nopToB
DneKTpuYeckunii pasbem
CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH
Mogynauua

Paboune kaHasbl

CKopoCTb nepefayun AaHHbIX

MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA

MakcrMMasibHas MOLHOCTb nepegarynka
KoathpuuuneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHocTb

RJ-45
10/100/1000 M6uT/c, aBToONpeaeneHne

BASE-T

802.11a/b/g/n/ac
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 Mr
- 149-165 (5735-5835 My

802.11n: go 300 Méut/c
802.11ac: go 1733 Moéut/c

24T1Tuy: 127
5Mu: 127

2.41Tu: 18 abm
51Tu: 20 pbm

2.4TTu: ~3 obu
50Tu: ~3 gbun

2.4TTu: po-92 pbm
51Tu: go-92 pbm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPAZ2 Enterprise)

wmndpoBaHne gaHHbix WPA/WPA2

nopnepxka Captive Portal

Mopnepxka MIMO 2x2 nna 2.4 Ty, MIMO 4x4 nna STTy,
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YnpaBneHune
YpaaneHHoe ynpasfieHne web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHuyeHune gocTtyna no naposnto, ayteHTudgukaumnsa yepes RADIUS-cepsep

OGLwume napamMeTpbl

Flash-namaTtb 128 MB SPI-NAND Flash

RAM 256 Mb DDR3 RAM

MuTtaHwe PoE 48 B/56 B (IEEE 802.3af-2003)
MoTpebnsemast MOLLHOCTb He 6onee 12,95 Bt

Pabounin gnanasoH Temneparyp oT+5 00 +40 °C

OTHOocuTeNbHasA BNaxHoOCTb npu 25 °C 0o 80 %

ra6apwuThl (quameTp x BbicOTa) 230 x 56 MM

Macca 0,46 kr

CpokK cnyx6bl He meHee 15 net
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2.4 [OuarpamMmbl HanpasneHHOCTU

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.
MonoxeHue nNpu nsmepeHum

AZIMUTH (X2) ELEVATION (YZ)

®

{}GE (POE)

AvanasoH 2.4 I'Ty,

ahz Y

25 2
60
135 45 133 45
150 30 150 30

165 15 165 15
X z
3
>

3
0 =25 -0 -5 -0 -] o ¢ 025 =20 15 o 5 f 0
345 345
330 330
315
300 300
255 Py 25 e 285
Az Ny
105 7 105 75
120 60 120 0
135 15 135 15
150 30 150 30
165 15 165 15
X z
180 > 180 >
B i L BT R T A 025 20 -15 -0 o v
185 35 195
210 330 210
25 315 25
240 300 240
255 770 285 255 o 285
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporicteo WEP-200L BbINO/IHEHO B N/1aCTUKOBOM Kopryce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwHWI BuA naHenu yctpoictea WEP-200L nprBefeH Ha pUCyHke 2.

= == 1 =
Z i Z W) 1 e 774
/

" GE (PoE) =
5T | 7 <)

FO 56

— .l

e Kl 1= R

T ——F——

2 3 4

PrcyHoK 2 — BHeluHWIA BUA, ocHOBHOW naHesin WEP-200L

Ha ocHoBHoli naHenun yctpoiictea WEP-200L pacnonoxeHb! cnegytouime CBETOBbIE UHANKATOPSI, Pa3beMbl U
opraHbl ynpaenenus (Tabnuua 2).

Tabnuua 2 — OnncaHve VHAMKATOPOoB, NOPTOB Y OPraHoB ynpas/ieHns

AnemMeHT naHenu OnucaHue

1 LAN CseToBasi MHAMKaUmMsi cocTosiHusA nopTa GE (PoE)
2  GE(PoE) Mopt GE ans noakntoueHusi nutaHms PoE

3 F KHonka cbpoca K 3aBOACKMM HacTpoikam

4 Wi-Fi

VHavkaTopbl akTMBHOCTM cooTBeTcTBYOLWMX Wi-Fi mogynei

11
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2.5.2 BepxHsasa naHenb yCTpoicTBa

BHewHunin Bug, BepxHeli naHenu yctpoinictea WEP-200L npvBefieH Ha pUcyHke 3.

1

PucyHok 3 — BHewwHWin BUA BepxHel naHenn WEP-200L

Ta6nuua 3 — OnucaHve MHAVKATOPOB BEPXHEN naHenu

AneMeHT naHenun OnucaHue

1 Power WHaykaTop cTatyca paboTbl ycTpoiicTea

12



2.6 CpetoBas nHgukauus

PykoBoacTBO no akcnyatauun WEP-200L

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb

COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuue 4.

Tabnuua 4 — CeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA
NHpukatop CocTosiHMe nHamkaropa

Wi-Fi 3e/1eHbIiA, FTOPUT NOCTOSAHHO

3e/1eHblii, Muraet

LAN ropuT 3eneHblit ceetoamog (10, 100 M6ut/c)/ roput
opaHxeBblin ceeToanos (1000 M6éut/c)
MUTaeT 3eMeHblii cBeToamnos,

Power 3e/1eHbI, FOPUT NOCTOSAHHO

OpaH)KEBbIﬁ, roput NOCTOAHHO

KpacH bIlA, ropuTt NOCTOAHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHMe ycTpoucTBa

cetb Wi-Fi-akTnBHa

npoLecc nepeaadyn AaHHbIX Mo
6ecnpoBoHOI CeTu

YCTaHOB/IEHO COeAVHEHNE C
NOAK/MOYEHHbIM CETEBbIM YCTPOACTBOM

npoLecc NakeTHoO nepegayn gaHHbIX No
LAN-uHTepdoeiicy

BK/IIOYEHO NUTaHWe yCTPOICTBa,
HOopMaUsibHas paboTa

YCTPOICTBO 3arpy>eHo, HO He NosyYeH
IP-appec no DHCP

3arpyska ycTpoiicTa

[nsa c6poca yCcTpoiicTBa K 3aBOACKMM HAaCTpOiKaM HEOBX0AMMO B 3arpy)X€HHOM COCTOSIHAM YCTPOICTBa
HakaTb 1 yepXmnBaTb KHOMKY «F» Ha npoTsbkeHnn 10—-15 cekyHa, noka nHavkaTop Power He HAYHET MuraTb
OpaHXeBbIM LBETOM. MNpon30AAeT aBTOMaTMYECKAs Nepesarpy3ka ycTpoicTea.

Mpwn 3aBOACKMX yCcTaHOBKax byaeT 3anyweH DHCP-knueHT. B cniydae, ecnn agpec He 6yaet nonydveH no DHCP,
TO y ycTpoiicTBa byaeT agpec — 192.168.1.10, macka nogcetn — 255.255.255.0, ums nonb3oBaTens/naposb

ANs goctyna yepes web-nHtepdeic: admin/password.

2.8 KomnnekT nocTaBKu
B komMnekT nocTtaBku BXOOAT:

+ obopynosaHue paguogoctyna WEP-200L;

* KOMMJIEKT Kpenexa,

* PYKOBOACTBO Mo 3kcnayatauum Ha CD-aucke (OnuuoHasnbHo);
* cepTudpmkart cCooTBETCTBUS,

* namsTka o JOoKyMeHTauuu;

* nacnopr.

13
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTtaHaB/vBaiiTe yCTPOIACTBO PSAOM C UCTOYHMKaMM Tenaa v B NOMELLEHUSAX C TeMNepaTypoin Hxe
5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1.
2.

YCTPOWCTBO pekoMeHAyeTCs yCTaHaB/IMBaTb HA NOTO/IKE B TOPU30OHTA/IbHOM MOJTOXKEHUMN.

Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.

Ecnu ycTpoincTBO ANnTenibHOE BPEMS HaxX0A4uN0Ch NPY HU3KOIM TeMnepaTtype, nepes Had4asiom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

* [penAaTcTBUSA B BUAE CTEK/ISIHHbIX NOBEPXHOCTEN, META/I/IMYECKNX KOHCTPYKLMIA, KWPMUYHBIX U
OGETOHHbIX CTEH, a TaKkke Nneperopoakn n3 6pyca 60/bLIOro gnameTpa, EMKOCT C BOAOIN U 3epKaJ
3HauMTEeNbHO yMeHbLato paguyc geinctems cetn Wi-Fi. He pekomeHayeTcs pasmelleHune ¢
BHYTPEHHEWN CTOPOHbI (DasbLUMNOTO/Ka, TaK Kak MeTa/l/IMYeCcKuii Kapkac Bbi3bIBAET MHOIO/Ty4eBoe
pacnpocTpaHeHVe curHasna n 3atyxaHve npu npoxoxaeHun yepes peLleTKy kapkaca

a

thanbLlunotosnka. Mo 37O Xe NpUUMHE HE PEKOMEH/YETCS YCTaHOBKA 3a AePEBSAHHbIM NOTONIKOM 1

B Yrnyo6neHusx.

Mpy pasmeLLeHNI HECKOMBKIX TOUEK PaaMyc COTbl JO/MKEH NepecekaTbCs C COCeHel CoToii Ha ypoBHE

0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ec/iv He
npegnonaraetcs ncnosib3osaHve VolP, N0TOKOBOro BUAeOBeLLaHNsS U APYroro YyBCTBUTETbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHus. MpubnusantenbHbIN paguyc oxeata yBepeHHoro npuema toukm goctyna WEP-200L npy MoHTaxe
Ha NoToJIKe B TUMNOBbIX OPUCHBbIX NomMeweHusax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 m. Mpy NOHOM OTCYTCTBUM
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B tabnvue 5 npuBeneHbl NpubM3nTeNbHble 3HaYEHUS 3aTyXaHus.

Tabnmua 5 — 3HayeHus 3artyxaHus

Matepuan N3meHeHNne ypoBHA curHana, gb
24T1Ty 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
mncokapToH -0,5 -0,8
Jilely 1,6 1,9
daHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannnueckan pewleTka (suelika 13x6 M, -21 -13

MeTan1 2 Mm)

3.4 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty |<7 22 MIy, H 2,483y,

PucyHok 4 — O6was guarpaMmMa nepekpbITUA YacTOTHbIX KaHauioB B 2.4 [T

15
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Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y, npuBefeH Ha pucyHke 5.

PucyHok 5 — Cxema pacrnpefesnieHus KaHasioB MeXxay cocefHMMM ToukamMu AoCTyna B guanasoHe 2.4 'y npu
LvpuHe kaHauia B 20 My,

AHaJI0TMYHO PEKOMEHYETCA COXPaHSATh AaHHbIVi MexaHu3M pacrnpeesieHnsi KaHasioB Npy PacrosiIoKeHUN
TOUEK MeXAay aTaxamu (PUCYHOK 6).

1 e A
+ ‘-r
<&
PucyHok 6 — Cxema pacnpefeneHms KaHasoB Mexay CoceHUMMN TOYKaMm A0CTyna, pacnonoXeHHbIMU MeXay
STaKaMin

Mpwn ncnonb3oBaHUK WMPKHBI KaHasna 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKpbIBaloLLMXCA KaHasoB. B
Takux criyvasix CTOUT BblGMpaTb MakCUMasIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
EEEChamel# (SSSSNsSy SIBNSRIBNBII 2BGES
] I I

ZUMHZIHIU\IUV\/V'@ VVVVVVVVVVVY SV VY
somiz iV VN LV VY VY
auMHz:J \/ \ \ \ \

e
—
— —

160 Mz ([

Examples of [T [
non-contiguous
VHTB0+80 MHz 0\ [

setup
R T

PucyHok 7 — KaHauibl, ucnonb3yemble B gnanasoHe 5 'L npu wupuHe kaHana 20, 40, 80 MIy,
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4 YcTaHOBKa yCTpoOMcTBa

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 YcTaHOBKa YyCTPOWCTBaA Ha CTEHY

1. 3akpenuTe NNacTUKOBbI KPOHLLTENH (BXOAWT B KOMMIEKT NOCTaBKM) HA CTEHE:

MNacTUKOBLIA KPOHLITEAH

'WEP-200L

PucyHok 8 — KpenneHne KpoHLTeliHa Ha CTeHe

a. MpuMep pacnonoXeHns NIacTMKOBOIO KPOHLUTEHA NoKa3aH Ha pUcyHke 8.

6. Mpu yCcTaHOBKE KPOHLLTEHA HY)XHO NPOMyCTMTb NPOBOAA B COOTBETCTBYIOLLME Nasbl HA
KPOHLLTENHE, PUCYHOK 8.

B. COBMeCTUTEe OTBEpPCTMA 4J/19 BUHTOB Ha KpOHUJTef/'IHe C TakKnMu xe OTBepCTUAMUN Ha NMOBEPXHOCTW.
C NoMOLLbI0 OTBEPTKM NPUKpennTe KpOHUJTef/'IH BMHTaAMW K MOBEPXHOCTW.

2. YCTaHOBUTE YCTPOICTBO:

a. MoakniounTe Kabenm K COOTBETCTBYIOLLMM pa3bemam YCTPOCTBa, ONMcaHne pa3bemMoB NprBeaeHO
B pasgene KOHCTPYKTUBHOE UCTOMHEHNE.,

6. COBMECTUTE YCTPOICTBO C KPOHLITENHOM U 3aMKCUPYIATE NOSTOXEHWNE, NOTAHYB Ero BHI3.
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4.2 YcTaHOBKa yCTpPOWCTBa Ha (dasibLUNOTONOK

@ He pexomeHgyeTcs pasMmelLieHne CO BHYTPEHHell CTOPOHbI (haslbLUMOTOSKA, TaK Kak MeTaninyeckuii
KapKac Bbl3blBaeT MHOr0/ly4eBOE PacnpOCTPaHEeHME CUTHasIa 1 ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

1 — MeTaNINNYECKNI KPOHLUTENH; 2 — naHeslb APMCTPOHT; 3 — NNACTUKOBbIA KPOHLUTENH; 4 — BUHTbI.
PucyHOK 9 — MOHTaX yCTpoicTBa Ha (hasibLUnoTO/I0K
1. 3akpenuTe META/I/IMYECKWI Y NTACTUKOBbI KPOHLUTEWHbI Ha NOTOosKe (PUCYHOK 9):

a. CoeIHNTE NNAaCcTMKOBbI/ KPOHLLUTENH (3) Ha (hasibLunoToske ¢ MeTanimyeckum (1) B cnepytoLlem
nopsiike: META/I/TMYECKUI KPOHLUTEH -> NaHeb APMCTPOHT -> N1ACTUKOBbIV KPOHLLTEH.

6. B naHenn ApMCTPOHT NpopexbsTe 0TBEPCTVE Pa3MepoM C OTBEPCTUE META/I/TNYECKOrO
KpOHLUTeHa. Yepes fJaHHOe OTBEPCTME 3aBOASATCS NPOBOAA.

B. CoBmMecCTuTE 0oTBEpPCTNA Ha METaAJ/IJTTUHECKOM KpOHLIJTEVIHG, naHesmn ApMCTpOHF N NNaCcTnKkoBOM
KpOHLIJTel\/JIHe. [anee coBmecTtute oTBepCTunA Asid BAHTOB Ha MN/1aCTUKOBOM KpOHUJTeVIHe C TakKnMu e
OTBEPCTUAMU HA METAJIJTMHECKOM KpOHUJTeVIHe. C NOMOLLBI OTBEPTKN CoeqnHUTE KpOHLIJTGI7IHbI
BUHTaMW.

2. YCTaHOBUTE YCTPOICTBO:

a. Mopgxnounte kabenu K COOTBETCTBYHOLMM pasbeMam yCTDOVICTBa. OnncaHne pa3bLemMoB
npuBeAeHo B pasaene KOHCTPYKTUBHOE UCMOJTHEHNE.

6. CoBMeCTUTE YCTPOMCTBO C NIACTUKOBLIM KPOHLUTEHOM ¥ 3athuKCUpyiTe NonoxeHue,
noBopaynBas YCTPONCTBO MO YacoBOV CTPESIKe.

4.3 TlopsAAoK CHATUA YCTPOMCTBA C KPOHLWITENHA
[Na cHATMA yCTPOMCTBA C KPOHLLUTENHA:

1. ToTsSHWUTE YCTPOICTBO BBEPX (PUCYHOK 8).
2. CHuUMUTE YCTPOICTBO.
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5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl

[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BeeauTte B agpecHoli cTpoke bpaysepa IP-agpec ycTpoiicTea.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio

YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXeHnn yCTPOoIiCTBa B OKHE Gpay3epa 0To6pasuTCs CTpaHuLa ¢ 3anpocoM VMEHN

nosib3oBaresia 1 naposis.

PykoBoacTso no akcnayatauun WEP-200L

WEP-200L

3. BBeanTe umsi nonb3oBatesisi B CTpoke «BBeanTe NOrvH» U Naposib B CTPOKe «BBeanTe naposib».

© 3aBopckue ycTaHoBKU: orMH — admin, naponb — password.

4. HaxxmnTe KHOMKy «BoliTu». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIa COCTOSIHUSA YCTPOCTBA.

WELTEX

MOHHTOPUHT Radio VAP

WI-Fi KnHeHTbl

WD

155}

CTaTHCTUKA N0 TPADHKY
CKaHUpoBaHKe 3upa
JKypHan coBsITHit
CeTeBan WHOpMaLMA

MHthopmaLma o
panuonHTEpEicax

WHpopMauuna of ycTpoicTee >

WEP-200L

WDS CeTesble HaCTPoRKKH

V3nenue
AnnaparHan sepcus

3aBoAckoi MAC-
anpec

CepuitHbli HoMep
Bepcua N0

PesepeHan sepcus
no

Bepcua 3arpy3uuka
CHCTEMHOE BPEMA
Bpems padoThb!
3arpysxa LMY

Mcnoneayemas
NamaTh

2 OOHOBUTDL

BHellH1e cepBMChl Cuctema

WEP-200L
1vi1

638:13:E2:0F:94:E0

WP4B008059

23.11.2023 05:29:35
0 aH, 00:16:32
1%

%

35% ) 85 MOaaT / 237 MoaiT

(BbIxO)
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PykoBoacTBO no akcnyatauun WEP-200L

5. Tpn HeoBXOANMOCTU MOXHO MEPEKNIOUNTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WEP-200L gocTynHbI
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

MOHMTOPUHT

Wi-Fi KNHEHTBI

WD

w

CTaTUCTHKE NO Tpadmrky
CKaHnposaHue 3thipa
JKypHan coBbiThit
CeTeBan WHDopMaLma

WHopMaLmua o
paguonHTEpdeicax

WHepopmaLpa of yeTpolicTae >

eLTeX WEP-200L

Radio VAP WDS CeTeBble HACTPORKH

Magenue
AnnapaTHaA BepCcuA

3aBoackon MAC-
afpec

CepWiHeIR Homep
Bepcua MO

PesepeHas sepcua
no

Bepcua sarpysumka
CMCTEMHOE Spema
Bpema padoTs
3arpyaka LNy

Mcnonk3syeman
namaTs

< OOHOBHTb

BrewHue CEepBNCHI

WEP-200L
w1

66:13:E2:0F:94:E0

WP4B008059

23.11.2023 05:29:35
0 gH. 00:16:32

1%

Cuctema

35% 85 MBaiT / 237 MGaiT

5.2 lMpuMeHeHne KoHurypauum n oTMeHa U3MeHeHui

1. MNpumeHeHre KoHurypauuu.

Mpn HaXXaTUK KHOMKN 3anyckaeTcsi NPoLecc coxpaHeHns koHdurypaumm Bo flash-
namsaTb YCTPOCTBA M NPMMEHEHME HOBbIX HACTPOekK. Bce HacTpoliku BCTynatoT B cuy 6e3

nepesarpyskun ycTponcTaa.

B web-uHTepdpeiice Touku AocTyna peannsoBaHa BulyasibHasi MHAMKALMS TEKYLLErO COCTOSIHUSA npoLiecca

npYMeHeHust HacTpoek (Tabnuua 6).

Ta6nuua 6 — BusyanbHas VHAMKALMS TEKYLLLETO COCTOSIHUSA NpoLiecca NPYMEHEHNs] HAacTPoeK

BHewwHw®ii BUpg,

OonucaHue coCTosiHUA

Mocne HaxaTus Ha KHOMKY «MPUMEHNTL» MPOUCXOANT NPOLIECC NMPUMEHEHNS U

3anuncy HacTpoek B NamMsThb ycTpolicTBa. O6 3TOM MHDOPMUPYET 3HAUOK il B
Ha3BaHMM BKIAAKN U Ha KHOMKe «MPUMEHUTb.

2. OTMeHa N3MEHEHWIA.

Oa

B HasBaHMN BKaaKW.

crnewHom coxpaHeHnn n npuMeHeHnn HaCTpoekK I/IHdJOpMI/IpyeT 3Ha4yoK

© OTMeHa n3MeHeHui NPOM3BOANTCS TOMBKO [0 HAXATUA Ha KHOMKY «[pUMeHUTB». MpU HaXKaTUM Ha
KHOMKY «[pUMEHUTb» M3MEHEHHbIE HA CTPaHWLE NapameTpbl 6yayT 06HOB/MEHbI HA TEKYLLME 3HAYEHUS,
3anvcaHHble B NamsiTy ycTpoicTea. Mocne Haxkatusi Ha KHOMKy «[pMMeHWTb» BO3BpAT K NpeablayLLmm

HacTpoiikam 6yAeT HEBO3MOXEH.

KHOMKa oTMeHbl U3MEHEHWI UMeEeT CneayroLnii BUA,

X OTmena
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5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBoacTBO no akcnyatauun WEP-200L

elTex

Radio VAP

IMOHUTOPHHT

Wi-Fi KnueHTb

WD

w

CTaTUCTHKA NO TPAMHUEKY

CraHupoBaHue 3gupa

HypHan coGbiTHi

CeTesan WHpopMmaumMa

MHopmauma o
pagnonHTEPMERCAX

MHthopmaLms o yCTpoicTee »

© 000 “fMpednpuAmue "Snmexc", 2022

WEP-200L

WDS CeTeBblE HACTPOUKK

W3nenue
AnnapaTtHaA BEpCHs

3aeoackon MAC-
anpec

CepuiHLIA HOMEp
Bepcua MO

PesepBHan BepcuA
no

Bepcua sarpy3unka
CHCTEMHOE BpeMA
Bpema padoTb
3arpyska LMy

Micnone3yeman
NamsATe

Z OGHOBUTB

BHELLIH1E CEpPBMCHI Cuctema

WEP-200L
v

68:13:E2:0F94:E0

WP4B008059

23.11.2023 05:29:35
0 aH, 00:16:32

1%

353 85 MGaiT / 237 MOainT

Bepcur 10

n - (BbIXOAO)

(Bepcus WES: )

OKHO No/b30BaTENIbCKOTO HTEpdielica pasaeseHo Ha NsATb 06/1acTeil:

1.

oW

Bknagky MeHio — ons rpynnyMpoBKy NoAMEHI0 No kateropusim: MoHuTopuHr, Radio, VAP, WDS,
CeTeBble HacTpoWiku, BHelwHue cepBuckl, Cuctema.
Bbi6op s3blka MHTepdpelica 1 KHomnka «(BbIxoa)», NpegHasHauYeHHas A1 3aBePLLEHUSI ceaHca paboTbl B
web-nHTepdelice nog gaHHLIM NONb30BaTENEM.
Bknagkv nogmeHo — 415 ynpas/ieHns NoJsieM HacTpoek.
Mone HacTpoek ycTpoincTBa — A1 NPOCMOTPaA AaHHbIX 1 KOHUrypawumu.
NHdopmauvoHHoe norne, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYIO HA YCTPOWCTBE.
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PykoBoacTBO no akcnyatauun WEP-200L

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

LTEX  WEP-200L

MoHuTopUHr  Radio VAP WDS  CeTeble HacTpoiikM  BHEUMMe CepBuCHl  CACTeMa -~ (sbixon)

Wi-Fi KnueHTE! > i OOHOBHTL

wDs

Ne Wwsixoeta IP-agpec  MAC-agpec WuTepegeiic  Link Capacity Link Quality Link Quality Common  RSSI, 4EM  SNR, B  TxRate RxRate TXBW, Mry RXBW, MMy  Bpems pasoTel

CratueTKa flo Tpapiky v 1 XigomH12T 10248045 761231:9805:03 wianiva0 20 66 14 90 7 VHT NSS2-MCS239  VHT NSS1-MCS219.5 20 20 04:51:05

CkaHMpOBaHHe 3Qnpa .
Mepenano / MpuHaTo Bcero, Galit 2 058 102/ 824 031 Mepenatio ¢ owwdkann, nakeros 0

KypHan coObiTwi Mepenano / NpUKATO BCErO, NaKkeTos 6 565 /11243 MOBTOpLI NEPEAAYH 32 IOCAEAHH NEPUOA, NAKETOE 1
Ceresan uhbopuawa Mepenano / MPUKATO fakeix, Gait 1916 777/ 532 653 OBLUee YHCNo NOBTOPOB Nepefau, nakeTos 2 393
Mepenano / NPUHATO aHKbIX, NAKETOB 6 558 / 2 380 CKopocTb nepefash / npuema, Koutic 010
WrchopmaLus o
paanoHHTEpericax Mogynauna Mepeaano nakeTos FIpNHATO NakeTos

OFDMS 9 8996 80%

VIHGOpMaLUA 66 yCTpoficTae

NSS1-MCS0 0 779
NSS1-MCS1 447
NSS1-MCS2 234
NSS1-MCS3 0
NSS1-MCS4 19
NSS1-MCS5 61

NSS1-MCS8 58

4w 2 2o o s 4 o o
o
4

NS§S1-MCS7 36
NS$2-MCS0 1222 19% 526
NSs2-MCs1 1523 23% 231
NS§S52-MCS2 1676 26% 26

NSS2-MCS3 923 14%
NSS2-MCS4 302

NS§S2-MCS5 22 0%

333833233383 32823 23

NSS2-MCS8 32 0%

* Ne — HOMep NOAK/MHOYEHHOTO YCTPOMCTBA B CMUCKE;

* WIMsi xocma — ceTeBOe Ms YCTPOICTBa;

* IP-adpec — |P-agpec NoAKHYEHHOTO YCTPOICTBA;

* MAC-adpec — MAC-agpec noak/4YeHHOro yCTPOCTBa;

* MIHmepdpelic — nHtepgoeic Bzammogeinctens WEP-200L ¢ nogknto4eHHbIM YCTPOIACTBOM;

* Link Capacity — napameTp, KOTOpPbIli 0TO6paxaeT 3hEeKTUBHOCTb NCMONb30BaHNA TOUKON AOCTyna
MoAynsauMn Ha nepegady. PaccumTbiBaeTcsi UICX04S U3 KONMYECTBA NAKETOB, NepefaHHbIX Ha KaxKaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3dhhmLUmeHToB. MakcumaribHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 419 MakCMMa/ibHOTO Tuna nss,
noazepXX1MBaemMoro KfMeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Korga naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ noaaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHve 10 cekyHz,

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbIA Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOi NOMNbITKKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakeT A0 K/MeHTa He 6blN yCNeLIHOo oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality Common — napameTp, KOTOpbIi 0TO6paXKaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONNYeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUANCL C NEPBOIA NOMNbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccymTbiBaeTcs 3a Bce
BPEMS NOAK/TIOYEHUS KNTNEHTE,;
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PykoBoacTBO no akcnyatauun WEP-200L

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY KMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cnepytoLme napameTpbl:

5.4.2

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/TIYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepejayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.

MoameHo «WDS»

B nogmeHto « WDS» BbiBOAUTCA MHpOPMALUA O COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WEP-200L.

(TEX

MOHUTOPHHr ~ Radio VAP

Wi-Fi KNHEHTE!

WDS >

CTatucTika no Tpadpuky

CKaHWpoBaHHe apupa

3KypHan coBbITHi

WDS  CeTesble HACTPOMKH

WEP-200L

i O6HoBMTL

Ne  MMm xocTa  IP-aapec

~ 1

Mepearo / NpuHSTo BCero, GaT

BHELIHNE CEPBHCEI

MAC-aapec

WEP-200L 10248081 e828cidach05

Cuctema

WHTeppeiic  Link Capacity
wian1 90 (not changed)

53934 606 /4 938 701

158 090/ 21 493

Link Quality ~ Link Quality Common  RSSL.AEM SNR.AB TxRate  RxRate

100 99 63/-61 19/19

Mepenanc ¢ OLIHOKaMH, NakeTos

VIHOPMALMA 06 YCTPoiicTBe

Mepenana / NPHHATO BCET0, NakeTos
CeTeBas MH(OPMALMA Mepenano / NPHHATO AAHHBIX, GART

Mepenatio / NpUHATO fakHsix, naketos 150 161 /13 564

VIHDOpMALKA 0
pannonHTEpEiicax

Mogynauns
Dsss2
OFDMé
OFDM24
OFDM36
OFDM48
OFDM54
NSS1-McS4
NSS$1-MCS7
NSS52-MCS0
NSS2:MCS1
NSs2Mcs2
NSS2-MCS3

NSS52-MCS4

48384 767/ 2 366 142

Mepenaro nakeTos
2

7929

5

14

2311

146710

o o o o o o o

s v 2 2 9 g

S 8 8|8 8 8 8

MoBTOPLI NEPEAAYYM 33 NOCNEAHHI NEPHOA, NAKETOR
OBluee $HCRo MOBTOPOS Nepenatn, nakeTos
CropocTs nepenayn / npiena, KOuT/c
MpHATO NakeTos
0 0%
7936 37%

0
[
o
0
15 0%
0
0
1
1
[}
1

OFDM 54 VHTNSS2-MCS6 117 20 20

o

o

2881

3/0

TXBW, MMy RXBW, MMy Bpems pa6oTel

11:03:15

Ne — HOMep NOAKNHOUYEHHOTO YCTPOIACTBA B CMUCKE;

VIMsi xocma — ceTeBoe UMS YCTPOICTBa;

IP-adpec — IP-agpec noAk1to4eHHOro yCTPONCTBa;

MAC-adpec — MAC-agpec NoaKnt4YEeHHOro YCTPOICTBa,;

Viumepgpelic — nHtepdpeiic B3anmogeiictemna WEP-200L ¢ nogxk/104eHHbIM YCTPONCTBOM,;
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PykoBoacTBO no akcnyatauun WEP-200L

Link Capacity — napameTp, KOTOPbIi 0TO6paxaeT ap(PeKTUBHOCTb NCMOMb30BaHMA TOUKON JAOoCTyna
MOAyNAauMn Ha nepegady. PaccumTbiBaeTcs UCX04s U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhMLUmMeHTOB. MakcumasibHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 01 MakCMMa/lbHOTO Tuna nss,
noALePXXMBAEMOro KIMEHTOM). MUHUManbHOe 3HaueHne — 2% (B Cnyyae, Korga naketbl nepeaatoTcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHve 10 cekyHz,

Link Quality — napameTp, KOTOPbI OTOOPaxXaeT COCTOSAHME JINHKA A0 KNIMEHTA, pacCumTaHHbI Ha
OCHOBaHMW KO/IMYeCTBa PETPAHCMUTOB MaKeToB, OTMNPaBNEHHbIX K/IMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (BCe nepepaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbLITKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfMH NakeT A0 KNMEHTA He 6blN YCNELIHO OTnpaB/ieH). 3Ha4YeHe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOAHME NINHKA A0 K/IMEHTa, pacCyUTaHHbI
Ha OCHOBaHWM KONNYeCTBa PETPAHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HayeHne
— 100% (Bce nepefaHHble NaKeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO OTnpaBsieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS NOAK/TIOYEHUS KNTNEHTE,;

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanibHasa CKOpPOCTb nepegayv, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

TX BW — nonoca nponyckaHvus Ha nepegade, MIu;

RX BW — nonoca nponyckaHus Ha npueme, My,

Bpems pabombsl — BpeMs COEANHEHUSA.

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/UYEHUIO BbIGEPUTE €0 B CTINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytoLime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX Ha NOAK/IIYEHHOe
YCTPOWCTBO NaKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepeaHHbIX C OLMbKamn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsb! nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/HOYEHNS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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PykoBoacTBO no akcnyatauun WEP-200L

5.4.3 ToameHto «CTatnUcTuKa no Tpaduky»

B pasgene «CTtaTtucTuka no Tpacmky» oto6paxkatoTcs rpaduky CKOpocTy nepeaaHHoro/noy4YeHHoro
Tpadvka 3a nocregHve 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpaguka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYynNa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes nHTepelicol Radio 2.4 'y, n Radio 5 'y, 3a nocnegHne 3 MUHYTLI. padink aBToMaTn4ecku
06HOBNSAETCA KaxXable 6 CEeKyHA.

=L TEX  WEP-200L

Mormrop: DS Cereete nactpoin  Brewnwe cepances

CratucTika no Tpaguky >

CraHmpoBae 3hupa

epdei

Vhchopmauun o6 yeTpaiicTee

3

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgelic — nmsa nHTepdeiica,

* Bcea2o nakemos — KO/IM4eCcTBO YCNeLIHO OTMNpaB/IeHHbIX NakeToBs;

* Bcezo 6alim — KoM4ecTBO YCMeLHOo OTNpaB/eHHbIX 6aiT;

* OmO6pOoWeEHO nakemos — KOJIMYECTBO NAKETOB, OTOPOLLUEHHbIX NMPY OTMNPAaBKe;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MMepenaHo v
WHTepchec Bcero nakeToB Bcero 6ant OTGpPOLEHO NaKeToOB OwunbKn
LAN 3674 3645943 0 0
WLANO 0 0 1048 0
WLAN1 1031 410275 2153 0
wlan0-va0 0 0 1048 0
wlan0-va1 0 0 0 0
wlan0-va2 0 0 0 0
wlan0-va3 0 0 0 0
wlan0-wds0 0 0 0 0
wlan0-wds1 0 0 0 0
wlan0-wds2 0 0 0 0
wlan0-wds3 0 0 0 0
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bceao nakemos — KO/M4ecTBO YCNeLHO NPUHATLIX NaKeToB;

* Bcezo 6alim — KOM4eCcTBO YCMEeLHO NPUHATLIX 6aiT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOSTyYEHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.

PykoBoacTBO no akcnyatauun WEP-200L

MpWHATO
WHTepdenc
LAN
WLANO
WLAN1
wlan0-va0
wlan0-va1
wlan0-va2
wlan0-va3
wlan0-wds0
wlan0-wds1
wlan0-wds2

wlan0-wds3

Bcero naketoB

11179

0

527

Bcero Gant

1771394

1]

146015

1]

1]

OTOpoweHo NakeToB
0

0

Ownbku

0
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5.4.4 TogmeHwo «CkaHMpoBaHue adompar

PykoBoacTBO no akcnyatauun WEP-200L

B noameHio «CKaHMpoBaHue 3achupar OCyLLECTBNSAETCA CKaHUPOBaHWE OKPYXXatoLLEero paanoadupa v

o6HapyXeHne coceiHUX ToUek AocTyna.

MOHUTOPHHT

Radio VAP

WIi-Fi KnueHTbI

WD!

%]

CTATHCTMKA N0 TPAUKY
CraHHpoBaHHe 3dnpa >
KypHar coBbITHit
CeTeBan HHOopMaLWa

WHthopmaums o
panuonHTepeiicax

VHopmalua 0b ycTpoiicTee

=L TEX  WEP-200L

WDS  CeTeBble HAaCTPOHKKM

BHeLWHWE CEpBUCHI

Cucrema

rMocnegHee ckaHnposaHue Gbino 07.08.2023 06:33:04

241y | 5y
OnanazoH sSID
24Ty
241y
24Ty
241y
241y
24Ty
24Ty
241y
24Ty
241y
241y
24Ty

241y

PexuM 6€30NacHOCTH
QOpen
WPAZ_1X
WPAZ_1X
WPA3
Open
Open
QOpen
Open
Open
Open
Open
Open

Open

MAC-agpec
E0:D9:E3:49:D5:00
68:13:E2:0D:3C:F1
6813.E2:200A2:72
CC9D:AZ.DE4D:B1
68:13:E2:02:4D:61
E4:5A:D4:F7:04:21
CC:9D:AZFFBZA1
EQ:D9E3:4F:2D:50
6813 E2Z:0F.A375
68:13:E2:0F AZT3
CC9D:AZF64E:11
CC:9D:A2:C2:96:C0

68.13.E2:35:18:F4

Kanan / WupnHa

1120

1120
1120
11420
1720

120

11/20

11420

RSSI, AEM

-22

a7

-62

-62

-62

s 3anycka npoLiecca CKaHMPOBaHMs ahupa HAXMUTE Ha KHOMKY «CKaHMpOoBaTb.

Mocne 3aBepLueHns

npolecca Ha CTpaHuLe NOSIBUTCS CNIMCOK 0GHAPYXXEHHbIX B paano3adhmpe ToUuek A0CTyna U MHhopMaLust 0 HUX:

[MocnedHee ckaHuposaHue 6b1/10... — AaTa U BPeMs NOC/IeAHEr0 CKaHMPOBaHUS,

Juana3oH — yka3blBaeTcst AnanasoH 2.4 'y wam 5 U, B KOTOPOM 6bl1a 0GHapy)XeHa Touka A0CTyna;

SSID — SSID o6Hapy»XeHHOIh TOYKM A0CTYNa;
Pexxum 6e3ornacHocmu — pexum 6e30nacHOCT 06HAPY>XEHHOR TOYKN A0CTYNa;

MAC-adpec — MAC-aapec 06HapyXeHHOW TOYKM A0CTYNa;

KaHan/lllupuHa — pagyokaHars, Ha KOTOPOM paboTaeT 06HapYyXeHHas ToUKa JoCTyna;

RSS! — ypoBeHb, C KOTOPbIM YCTPOMCTBO NPUHMMAET CUTHAN OGHaPY)XEHHOW TOUYKM A0CTyna, AbMm.

Bo Bpemsi ocyLLeCTBIEHUSI CKaHMPOBaHWA achmpa paamonHTepdeiic ycTpolicTBa 6yaeT OTK/IOUEH, YTO

npueeneT K HEBO3MOXHOCTM nepefadn gaHHblx Ao Wi-Fi KnneHToB BO BpeMsi CKAHMPOBaHWS.
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5.4.5 MoameHto «KypHan cobbITU»

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,

cofepxaluii cneaytoLLyo MHOPMaLH:

PykoBoacTBO no akcnyatauun WEP-200L

=LTEX

MOHHTOPHHT Radio VAP

Wi-Fi KnHeHTB!

CrarucTika no Tpaduky
CKaHWpOBaHHe 3(pupa
KypHan cobbITui »
CeTesan uH(popMaUmMa

WHgpopmayma o
paavouHTepdeicax

Wrdopmauua of ycTpoicTse

WEP-200L

WDS CeTeBbie HACTPOIiKK

BHELHHE CepBUChl

< OGHOBMTL @ O4mcTUTL

Data u Bpems

Tun

Jul 28 12:41:11 daemon.info
Jul2g 12:41:11 daemon.info
Jul 28 12:40:43 daemon.info
Jul 2% 12:40:43 daemon.info
Jan 1 03:00:28 daemon.info
Jan 1 03:00:28 daemon.info
Jan 1 03:00:27 auth.info
Jan 1 03:00:27 auth.info
Jan 1 03:00:27 auth.info
Jan 1 03:00:27 auth.info
Jan 1 03:00:27 daemon.info

cuctema

Mpouecc
scanwlan[1094]
scanwlan[1094]
scanwlan[1094]
scanwlan[1094]
networkd[320]
networkd[320]
sshd[600]
sshd[600]
sshd[600]
sshd[600]

syslogd[604]

CoobweHne

scan on interface ‘wiant' finished

scan on interface 'wian0' finished

start scan on interface 'wian1'

start scan on interface 'wian0'

DHCP-client: Interface br0 obtained lease on 10.24.80.69

Networkd started

Server listening on 0.0.0.0 port 22
Server listening on - port 22
Server listening on 0.0.0.0 port 830
Server listening on - port 830,

started: BusyBox v1.21.1

Jama u spemsi — garta n Bpems, Korga cobbITHEe 6blNo CreHepupoBaHo,

Tun — KaTeropus 1 ypoBeHb BaXKHOCTU COObITUS;
lpoyecc — vms npouecca, CreHepupoBaBLLEro COOOLLEHNE;
CoobweHue — onncaHue cobbITus.

Tabnuua 7 — OnucaHve Kateropuii BaXKHOCTU COObITUIA

YpoBeHb

0

UpesBblyaiiHble (emergency)

Tun BAXXHOCTU COOGLLEHWNIA

CurHanbl Tpesoru (alert)

Kputnueckue (critical)

Own6ouHble (error)

MpegynpexaeHns (warning)

YBegomneHus (notice)

MHdopmaumoHHble (informational)

OtnapgouHble (debug)

OonucaHue

B cucteme npou3zolusnia Kputmuueckas owmneka,
cucTema MOXET paboTaTb HenpaBu/ibHO

Heo6xoanmMo HeMea/leHHOe BMeLLaTe/IbCTBO B

cncremy

B cucteme npounsowna Kputndeckad owmnbKa

B cucteme npousowisnia owmbka

MpenynpexaeHve, HeaBapuintHOe coobLLeHne

YBefoMieHne CUCTEMBbI, HeaBapMﬁHoe coobueHne

HdpopMaLoHHble COOBLLEHUSI CUCTEMBI

OTnafo4Hble COObLLEHMS NPeOCTaB/IAT
nonb30BaTesio MHpopMaL o 4515 KOPPEKTHO
HACTPOWKN CUCTEMbI

[n15 nonyyYyeHns HOBbIX COOOLLEHUIA B XXypHasie COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBHOBUTbLY.

Mpy HEOGXOANMOCTI BCE CTapble COOBLLEHUS U3 XXYPHaIa MOXHO YAauTb, HaXKaB Ha KHOMKY «OUMCTUTb».
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5.4.6 lMogmeHto «CeTeBas MHGopMaLns»

PykoBoacTBO no akcnyatauun WEP-200L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

MOHUTOPUHT Radio VAP

Wi-Fi KneHTbI

wDS

CratucTvka no Tpaduky
CraHuposane agupa
ypran cofbITHi
CeteBas MHGOPMaLHA >

MHpopmayma o
paguoutTepgelicax

WHdopMauma o ycTpoicTee

"L TEX  WEP-200L

wDs

CeTeBble HACTPOAKH BHELUHHE CepBMChI cuctema

Craryc WAN
WHTepdenc
MpoTokon
IP-appec
MpuHATO
MNepefaHo

Ethernet

COCTORHNE NopTa
CKOpoCTh
Aynnekc

ARP ~

Ne IP-appec

MapupyTsbl v
Ne WHTepdeic
0 br0

1 bro

bro

DHCP

656.5 KGaiT (672 211 GanT)

1.4 MBaiT (1 519 136 BaiiT)

1000

Full

MAC-agpec

E0:D9E3ESETA40

HazHavenue LWnes Macka
0000 1024 801 0000

10.24.80.0 0.0.0.0 255.255.255.0

@naru

uG

Cratyc WAN:

* MIhmepgbetic — nms bridge-nHtepdeliica;

+ [pomokos1 — NPOTOKO/, MCNonb3yeMblli ansa goctyna k cetn WAN;
+ IP-adpec — IP-agpec yCTpoiicTBa BO BHELLHEN CETY;

+ lNpuHssMo — KonNn4ecTBOo NpuHATLIX HA WAN 6aiT;

+ lNepedaHo — KoNnUecTBO nepeaaHHbIx ¢ WAN 6alirt.

Ethernet:

+ CocmosiHue nopma — cocTosiHve Ethernet-nopta;
+ CKopoCmb — CKOPOCTb MOAK/YEHUS no nopty Ethernet;
« dynnekc — pexvum nepegaqn faHHbIX:
* Full — nonHbIi aynnekc;
+ Half — nonyaynnekc.

ARP:

B ARP-Tabnuue cogepxntcsa nipopmanms o cootrsetctemm IP- 1 MAC-aapecoB coceiHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCcTpoicTBa;

+ MAC-adpec — MAC-aapec ycTpoiicTBa.

MapLupyThbl:

* MIhmepghelic — nms bridge-nHtepdeiica;
+ HasHavyeHue — IP-agpec xocTa uiv NoACceTN Ha3HAUYEHNS, 10 KOTOPbIX YCTAHOB/EH MapLLpPYT;
 Umo3 — IP-agpec wno3a, Yyepes KOTOpbIi OCYLLLECTBSETCA BbIX0OA Ha afapecara;

* Macka — macka nogcetu.
* @s1a2u — onpefeneHHble xapakTepuCcTUKN JAHHOIO MapLupyTa.
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PykoBoacTBO no akcnyatauun WEP-200L

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/SAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOAAT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3auum, paboTaroLymM Ha NIOKasTbHO cucTeme, nocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obl/1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHns
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunn, YTobbl UCKHOYNTD
nepeHanpasneHve a5 nocnefywmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yka3blBaeT Ha 6ydhepun3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBSeTcs OAMH U3 apecoB AaHHOIo
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUsaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBMSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbLeBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTm3aLmn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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5.4.7 TMoameHo «MHGopmauusa o pagmonHTepgencax»

PykoBoacTBO no akcnyatauun WEP-200L

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos

-
-LTEX  WEP-200L
MOHWTOPMHT Radio VAP WDS CeTeBble HacTpoikn BHELIHWE CEpBHChI Cuctema -~ (BbIxoa)
Wi-Fi knuexTs! Radio 2.4 'y,
WDSs Craryc BKno4eHo
CTaTUCTHEA NO TPAGUKY MAC-anpec CCODAZEIT4D0
Pexnm IEEE 802.11big/n
CkaHupoBaHue 3thupa
Kanan 1 (2412 M)
HypHan coOsitii
‘ LnpuHa KaHana, Mry 20
CeTeBas MHMOPMaLMA Radio 5Ty

MHOPMaLKUA 0
pafMouHTEpdecax >

WHopmaLua o yCTpoicTse

Cratyc
MAC-aapec
PerumM
Kanan

LWKpuHa kadana, My

BKMHO4EHO
CCODrAZES14:D5
IEEE 802.11a/n/ac
161 (5805 MIy)

80

PaauonHTepdeiickbl TOUKU AOCTyNa MOryT HAXOAUTLCS B ABYX COCTOSIHUSX: «BKMIOUEHO» U «BbIKMOUEHO.

CTaTyC Kaxaoro U3 paavovHTepdeincos oTpaxaeTcs B ofHOMMeHHOM napameTpe «CTaTyc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /I Ha AaHHOM paguovHTepdelice BKIHOYEHHbIE BUPTYa/IbHbIE TOYUKM
poctyna (VAP) nnn WDS. B cniyyae ecnu Ha paguounHTtepdeiice nmeetcs xota 6bl oaHa akTeHasi VAP, Radio
Oy4eT HaxoanTbCs B cTatyce «BKMOYEHO», MHavye — «BbIK/Io4YeHOo».

B 3aBucMMOCTM OT cTaTyca Radio ansi MOHMTOpUHIA A0CTyNHA cneaytoLas MHOPMAaLIMS:

«BbIKNHOYEHOY:

+ Cmamyc — COCTOsiHUe pagnonHTepdelica;
+ MAC-adpec — MAC-agpec pagnouHTepdeiica;
+ Pexum — pexum paboTbl pagnonHtepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — COCTOsiHUe pagnonHTepdelica;

+ MAC-adpec — MAC-agpec pagnonHTepdeiica;
+ Pexum — pexum paboTbl pagnonHtepdelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — Homep 6ecnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeic;

* LllupuHa KaHa/sia — WMprHa NoJsIoCbl YacTOT KaHas1a, Ha KOTOPOM paboTaeT paanonHTepdeic.
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PykoBoacTBO no akcnyatauun WEP-200L

5.4.8 MoameHto «MHdopmaumsa 06 ycTpoincTee»

B nogmeHto «MHchopmauma 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukn WEP-200L.

ELTEX  WEP-200L

MoHUTOpHHT Radio VAP WDS CeTeBkle HaCTPOMKK Brewunne cepBucel Cucrema n - (ebxon)
Wi-Fi knueHTs! WMagenue WEP-200L
WDS AnnapaTHanA BspcuA 1wl
vy "

Jaeogcrod MAC-agpec 68:13:E2:0F:94:E0
CramucTuka no Tpadmry

CapWilHEIR HoMep WP4B008059
CraHuposanue acmpa Bepcua M0
HypHan coBuimui Peaepexan sepcna MO

Bepcua sarpyauuka

CucTeMHoe BpemMA 23.11.2023 05:44:50
WMhcbopmauma o

paguonHTephelicax Bpema pabotsl 0 gx, 00:31:47
Wrdroprawma od yoTpoicTee » 3arpyaka LMY 1%
Menonezyemas namaTs 359 | 85 MBaiiT / 237 MBaiir
£ OBbHOBMTL

* MI130esiue — HaMMeHoBaHMe MOAENN YCTPOCTBA;

« AninapammHdasi Bepcusi — Bepcusl annaparHoro obecneyeHnst yCTpoicTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
N3roToBUTENEM,

+ CepuliHbili HOMEpP — CEePWIiHbIA HOMEp YCTPOICTBA, yCTAHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,;

* Bepcusi O — Bepcusi nporpamMHOro obecnevyeHnss yCTponcTea;

* PesepsHas sepcus O — npefbiaywias yctaHoB/eHHasa sepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTpoincTsa;

« CucmeMHoe BpeMsi — TeKyLLMe BPeEMS 1 Aata, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUYEHMS NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepyska LIy — cpegHuii NpoLEeHT 3arpy3ku npoLeccopa 3a nocnegHue 5 cekyHz;

* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMs onepaTMBHON NaMsTh YCTPOCTBA.
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PykoBoacTBO no akcnyatauun WEP-200L

5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

“LTEX  wEP-200L

MOHMTOPWHI Radio VAP WDS CeTeBble HAaCTPOWVKN BHelwHWe cepBuchl Cwuetema ru v (BbIXOO)

Radio 2.4 'y > Obuwwe

Radio 5Ty, Pexnm IEEE 802.11b/g/n v
[ononHnTensHo ABTOMaTU4eCkWii Bbibop kaHana

OfpaHl/I‘-'IVITb CNUCOK KaHanos

LvpuHa kanana, My 20 v

MolwyHocTs curHana, abm 16 v

[ononHWTeNbHO v

* Pexum — pexum paboTbl MHTepdelica cornacHo cregyroLlwmmM cTaHaapTam:
+ |IEEE 802.11n;
+ IEEE 802.11b/g;
+ |EEE 802.11b/g/n.

+ ABmomamuyeckul B8bI60p KaHasia — Npu yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToMaTuyeckm
BblOMpaTb HAMEHee 3arpy>eHHblii pagnokaHan ans pa6otbl Wi-Fi-uHtepdpeiica. MNpu cHaToM donare
OTKpbIBaETCA AOCTYN A1 YCTaHOBKM CTaTUYeCKOro paboyero kaHana;

* Kanas1 — BbI6Op KaHana nepegayvn faHHbIX;

+ O2paHuyump CrucoK KaHasi08 — Npu yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UCrnosib30BaThb
OrpaHNYeHHbI Nob30BaTeNeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHNYnTb CNUCOK KaHaU10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4YKa gocTyna 6yaet BblompaTtb pabounii KaHan U3 BceX JOCTYMHbIX KaHa10B JaHHOro
AmanasoHa yYacToT. KaHasbl gnanasoHa 2.4 'y 1-13;

* lupuHa kaHasa, MMy — WwnpurHa Nonockl YacToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuH1UMaeT 3HaveHnsa 20 n 40 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb N3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYECKU
3a/laHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHasl MCNOMb3YeTCs KNNeHTamu, KOTopble NOAAEPXKMBAIOT TObKO
nosnocy nponyckaHnsa kaHana 20 Mru;

* Upper — nepBnYHbIM KaHaoM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly;
* Lower — nepBnYHbIM KaHa/I0M 6yAeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 MIu,

* MowHocmb cu2Hana, 0bm — perynvposka MowHocTu curHana nepegaryunka Wi-Fi 8 gbm. NpuHnvaet

3HayeHue ot 4 o 16 gbm.
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© B cnyuae, ecn B ciivicke «OrpaHUUNTb CIMCOK KAHAIOB» YKa3aH HejoCTYMHbIN AN BbI6opa kaHas, To

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4ToObl HOBasi KOHMUrypauus obls1a NnpUMeHeHa Ha ToUke
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPoM3BOANIIOCH HUKAKMX HAaCTPoek, No yMonyaHuio Ha Radio 2.4
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 1,6, 11.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

yMosnyaHuio «Lower»,
+ kaHas1 11 B cnucke «OrpaHnYmTb CMUCOK KaHaU10B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnun namenntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb cepble KaHaslbl U3 CNUCKa, TO
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. 3TO MPOUCXOAMT MO NPUYMHE TOro, YTO KaHasibl, Bbl4e/IEHHbIE CEPbIM LIBETOM B
cnucke «OrpaHnynTb CNMCOK KaHasI0B», HEe NOAXOAAT nof onpegeneHme «OCHOBHOM KaHasn» = Lower.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

OONoOMHATENBHO v

OBSS Coexistence

KaHanbHan CKopocTe Nepeaaqu Auto v
KOpOTKWIA 33LWLMTHEIA WHTEpSan
STBC O

Mepuop oTnpaskK chyKeOHbIX 100
COOOLWEHHH, MC

Mopar parMesTaLui 2346
Mopor RTS 2347
Arperayus

KopoTkas npeamtyna

Wennep Broadcast/Multicast, nak/'c O

Wi-Fi Multimedia (WM}
Pestum padotel DHCP Snooping ignore v

BrnioyuTh Q0S O

+ OBSS Coexistence — pexnm aBTOMaTNYeCKOro yMmeHbLUEHWS WWWPUHBLI KaHasa npu 3arpy>XeHHom
paanoadhmpe. MNMpn ycTaHOBIEHHOM (lare pexmnm BKITHOYEH;

* KaHa/ibHasi CKopocmb repedaqu — (PUKCMpoBaHHaA CKOPOCTb 6eCNpPOBOAHON Nnepeaayn AaHHbIX,
onpegensiemas cneundgukaumsamm ctaHaaptos IEEE 802.11b/g/n;

* Kopomkul 3awjumHbil uHmMepsasa — nogaepkKa yKopoueHHOoro 3almuTHoOro nHtepsasna. Touka goctyna
nepeaaeT AaHHbIe, MCNosb3ys 3alunTHbIA nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTamMu, KOTopble Takke NoaaepX1BatT KOPOTKMIA 3allMTHbLIA NHTepBaUT,

+ STBC — meTof NpoCTPaHCTBEHHO-BPEMEHHOIO G/1I04YHOIr0 KOAVMPOBAHWS, HAaNPaB/IEHHbI Ha NOBbILLIEHWE
HaAEeXHOCTU nepefayun AaHHbIX. MNone [OCTYNHO, TONbKO eCc/iv BblIGpaHHbI pexum padoThbl
paanounHTepdieiica BktodaeT B cebs 802.11n. MNpu yctaHoBNEHHOM chiiare yCTPOMCTBO NepeaaeT oAuH
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NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coO0bweHUl — Nnepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHnumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepegayv LMpPOKoBELaTe/IbHOro/MyNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéotkv DHCP onuumn 82. JocTynHble 3Ha4YeHuA
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIO;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsaA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TUEHT;
*+ custom — 3ameHa 3HauveHuns napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyaduio — APMAC-SSID;

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTh
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec K/IMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiHaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAuTCs TouKa
[oCTyna;

* custom — n3meHaTb cogepxnmoe RID Ha 3HaueHmne, ykazaHHoe B napametpe «Onums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
* AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenuTens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNiA obecnevyeHunss kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepene AIFS cwMin cwMax TXOP Limit
Data 3 (®oH) - 15 . 1023 v 0

Data 2 (Best Effort) N

Data 1 (Buaeo) 1 -

Data 0 (Fonoc)

Station EDCA Parameters
Ovepege AIFS cwMin cwMax TXOP Limit

Data 3 (DoH)

Data 2 (Best Effort) q

Data 1 (Buaeo) 2 5 B

Data 0 (Fonoc) 2

w
-
~
-

47

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadvk nepefaeTcs oT TOUKM
A0CTYna K KNMeHTy):

+ Ouepedb — npeponpeseneHHble ovepean 418 pas/iMyHoro poga Tpaduka:

+ Data 3 (PoH) — HU3KONpPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpefiHenpropuTeTHas oYepe/b, CPeaHss NPornyckHas Croco6HOCTb U
3aZepxka. B faHHylo ovepepb oTnpaBnseTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepefb, MUHMMasIbHbIE 3aepXKn. B AaHHo
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'osoc) — BbICOKONPUOPUTETHANA ouepeb, MUHUMa/IbHblE 3aePXKN. B faHHOl
ouepean aBTomMaTMyecky obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (nproputetbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dppeliMoB)
AaHHbIX, U3MepPSETCs B cnoTax, NpUHUMAaEeT 3HavyeHns 1-255;

* cwMin — Hayas/IbHOE 3HaYeHne BpeMEeHN OXngaHus nepes noBTOPHOW OTNpaBKoW Kaapa,
3a4aeTcs B MUIINCEKYHAax, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKoi kaapa,
3a4aeTcs B MUIINCEKYHAax, NpuHMmMaeT 3Havenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/MKHO ObITb 60/1bLUe 3HaYeHUss cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUM K/IMeHTa
[10 TOYKM JocTyna. Bo3MOXHOCTb Nepefayn — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-cTaHUMst MMeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K To4ke A0CTyna, MakcumasibHOe 3HavyeHne 65535 munnncekyHa.

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMM KnneHTa (Tpadvk nepeaaercst ot
CTaHUMK KNMeHTa Ao Touku AocTyna). OnucaHve nonei Tabnuubl NPUBEAEHO BbilLE.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBCUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHA».
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

"I TEX  WEP-200L

MoRnTopUHr Radio VAP WDS CeTeBble HacCTPOMKK BHellHWe cepBuChI Cucrema ru v (BbIXOA)

Radio 2.4 Ty Oﬁu_w]e

Radio 5 'Tu > Pexum IEEE 802.11a/n/ac v
[ononHutensHo ABTOMaTU4eCKUin BoIbOp kaHana

OfpaHl/I‘-'IVITb CMNUCOK KaHanos

WvpwHa kaHana, My 20 v

MolHocTb curHana, obm 19 v

[ononHnTensHo v

* Pexxum — pexuMm paboTbl MHTepdelica cornacHo ctaHgapTam:
+ |[EEE 802.115;
+ |IEEE 802.11a/n;
+ IEEE 802.11a/n/ac.

+ ABmomamuyeckul B8bI60p KaHasia — NpyY yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToMaTuyeckm
BblOMpaTb HaVMeHee 3arpy>eHHblii pagnokaHan ans pa6otbl Wi-Fi nitepdpelica. Mpu cHaTom chnare
OTKpbIBaETCA AOCTYN A1 YCTaHOBKM CTaTUYeCKoro paboyero kaHana;

* KaHas1 — BbI6Op KaHana nepefayvn faHHbIX;

+ O2paHuyumsp CrucoK KaHasi08 — NpPW yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UCnosib30BaTh
OrpaHNYeHHbI Nob3oBaTeNeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHaU10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TO4YKa gocTyna 6yaet BbloupaTtb pabounii KaHan 13 BceX JOCTYMHbIX KaHa10B JaHHOro
AnanasoHa yacToT. KaHasbl gnanasoHa 5 'y 36—-64, 132—-144, 149-165;

* lupuHa kaHasna, MMy — WwnprHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuH1UMaeT 3HaveHuns 20, 40 n 80 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYECKU
3aflaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cyMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbIA KaHasl MCNOMb3yeTCs KNMeHTamu, KOTopble NOAAEPXKMBAIOT TObKO
nosnocy nponyckaHnsa kaHana 20 My,

* Upper — nepBnYHbIM KaHaioM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly;
* Lower — nepBnYHbIM KaHa/I0M 6yAeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 MIu,

* MowHocmb cu2Hana, 0bm — perynvposka MowHocTu curHana nepegaryunka Wi-Fi 8 gbm. NpuHnvaet

3HadeHue ot 8 no 19 abwm.

37



PykoBoacTBO no akcnyatauun WEP-200L

© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonyaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHne «OCHOBHOM kaHas» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

[ONONHATENBHO v
OBSS Coexistence
KaHanbHas CKopocTb Nepefaqn Auto v
Mopoepxka DFS BrnioseHo v
KOpOTKWil 3aLUMTHBIR UHTEpsan
STBC O

MepHoa oTnpask cny#eGHbIX 100
COODLUEHHI, MC

Mopor dparMeHTaLuml 2346
Mopor RTS 2347
Arperaumna

KopoTkas npeamtyna

LLleiinep Broadcast/Multicast, nak/c O
WIi-Fi Multimedia (WMM)
Pesun padoTel DHCP Snooping ignore v

BKM4UTE Q0S O

+ OBSS Coexistence — pexum aBTOMaTtn4eCKoro yMeHbLUEeHUS WNPUHBLI KaHana Npu 3arpyXeHHOM
pagnoadmpe. MNMpu ycTaHOB/IEHHOM dh1are pexxnm BK/IHOYEH;

+ KaHa/lbHasi CKopocmb repedaqu — (PUKCMpoBaHHaa CKOPOCTb 6eCnpoBOAHOM nepefayn gaHHbIX,
onpegensiemasn crneundumkaumsammn ctaHgaptos IEEE 802.11a/n/ac;

+ lNoddoepxxka DFS — mexaHn3m AMHaMNU4YeCKOro Bblibopa YacToTbl. TpebYeT OT 6eCnpOBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp 1 nsberartb UCMNOIb30BaHNS KaHa10B, COBNaatoLmx ¢ KaHasiaMu, Ha KOTOPbIX
paboTaloT paamonokaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/Il04EHO — MexaHn3M Bblk/itodeH. DFS-kaHasibl He JOCTYNHbI 415 BbIO6Opa;
* BK/1l04EHO — MexaHU3M BK/IHOYEH;
* [MpuHyoumesibHO — MexaH13M BbiktoveH. DFS-kaHanbl 4OCTYNHbI /19 BblGopa.
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Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbiX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpwn ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBMEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coo0bweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaBGoTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHnyeHmne
nepefayv LMpOoKoBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMAUT
AN LUMPOKOBELLATENbHOTO Tpadgvka B NosIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — BbI6op nonmTtukm o6pa6otkm DHCP onuun 82. loCcTynHbIE 3HAYeHNsS
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIo;
* remove — To4Ka A0CTyna yaasiset 3HavyeHue onuum 82;
* replace — Touka focTyna NoACTaBASET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha uMs SSID, K KOTOPOMY NMOAK/THOHEH K/TNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HayeHue no ymonyaxuio — APMAC-SSID;

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxunmoe RID Ha AOMEeH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATb cogepxmmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cCMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHsTb RID Ha 3Ha4yeHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;
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* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouyepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®OH) S 15 . 1025 v N

Data 2 (Best Effort)

Data 1 (Buaeo) 1 7 15 v 94

Data 0 (Tonoc) 1

Station EDCA Parameters

Ouepens AIFS cwMin cwMax TXOP Limit
Data 3 (QoH) - 15 v 1023 * 0
Data 2 (Best Effort)

Data 1 (Buneo) 2 7

Data 0 (Fonoc) 2 3 v 7 - 47

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB Touku gocTyna (Tpaduk nepegaeTcsa OT TOUKU
[0CTYNa K KNUEeHTY):

* Oyepedb — nNpeponpefeneHHble ovepeamn 418 pas3/IMyHoro poga Tpaduka:

+ Data 3 (POH) — HU3KOMPUOPUTETHAS OYEPEAD, BbICOKAsi MPOMNYCKHAsi CMOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHAs OYepPe/lb, CPeAHSA NPOMNYCKHasA CNOCOBHOCTb U
3agepxka. B gaHHyto ouepep otrnpasnseTcs 60MbWUNHCTBO TPAAULMOHHBIX |P-AaHHbIX
(npropuTeTbl 802.1p: cs0, cs3);

« Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepeb, MUHMMasIbHbIE 3aePXKW. B AaHHO
ouyepem aBTOMaTnyeckM obpabarbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHU
(npropuTeTbl 802.1p: cs4, cs5);

+ Data 0 (los10c) — BbICOKONPUOPUTETHAS 0Yepesb, MAHMMa/IbHbIE 3a4epXK1. B aaHHO
oyepemn aBToMaTnyeckm o6pabartbiBalOTCA AaHHbIE, HYBCTBUTE/IbHbIE K BpEMEHW, Takmne Kak
VolP, notokoBoe Buaeo (npuoputetbl 802.1p: cs6, cs7);

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpems oxugaHus kKaapos (dppeliMoB)
[aHHbIX, U3MepAeTCcs B c/1oTax, npuHMMaeT 3HadeHns 1-255;

* cwMin — HavaNlbHOE 3HaYeHVe BpeMeHu OXUAaHusa nepes noBTOPHONM OTNPaBKol Kaapa,
3aflaeTca B MuanncekyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXET npeBbilaTh 3HaYeHne cwMax;

* cwMax — MakCc/MasibHOe 3HavYeHne BPeEMEHN OXNAaHWUA nepes NoBTOPHOWK OTNPaBKoi kaapa,
3aZlaeTca B MuanncekyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHune cwMax A0/MKHO ObITb 60/bLUEe 3Ha4YeHMs cwMin;

* TXOP Limit — napameTp UCNo/b3yeTCcA TOMbKO ANA AaHHbIX, NepefaBaeMbiX OT CTaHUUN KNneHTa
[10 TOYKKM gocTyna. Bo3aMoXHOCTb nepegayn — nHTepBas BpeMeHU, B MUIJIMCEKYHAAX, Korga
knueHTckas WME-cTaHums numeeT npasa MHMLMNPOBATL Nepegady AaHHbIX N0 6ecnpoBOAHOM
cpefie K Touke J0CTyrna, MakcumMasibHoe 3HavyeHne 65535 MUnIncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMK KineHTa (Tpadvk nepegaercs ot
CTaHUMM KNMEeHTa 0 TOYKM AocTyna). OnvcaHve nonei Tabnuubl NprBeAeHO Bbille.

[ns BCTyNneHust B C1ly HOBOW KOHMUIypauuu 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». [19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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5.5.3 MoameHto «onoNHUTENBHO»

PykoBoacTBO no akcnyatauun WEP-200L

B noameHo «[Llono/IHUTENIbHO» OCYLLECTB/ISIETCS HACTPOKA AOMO/THATENbHBLIX NapamMeTpoB

paavonHTepencos ycTpocTea.

[OononHUTENBHG »

el TEX WEP-200L

MOHWTOPHHT Radio VAP WDS CeTeBble HACTPOMKA BHelHWe cepBHChl Cuctema - (BbIXOA,
Radio 2.4 Ty [ononHutensHo
Radio 3Ty CTpaHa Poccua v [ PasBnoknposaTh

rMoGantHas U3onALua O

+ CmpaHa — Ha3BaHve CTpaHbl, B KOTOPOW paboTaeT Touka goctyna. 11 Bbibopa CTpaHbl HY)XXHO
BbICTaBUTb (piar «Pas6noknpoBarby. B 3aBUCMMOCTU OT yKa3aHHOIO 3HaYeHus ByayT NpYMeHeHbI
OrpaHMyeHnst K Nos10ce YacToT U MOLLHOCTY Nepeaarynka, Kotopble AeCTBYHOT B aHHOW cTpaHe. OT
YCTaHOB/IEHHON CTPaHbl 3aBUCUT CNNCOK AOCTYMNHbIX YACTOTHbIX KAHA/10B, YTO B/IMSIET HA
aBTOMaTU4YeCcKuin BbIbop kaHana B pexume Channel = Auto. Ecnv knneHTckoe o6opygoBaHue
NNLEH3MPOBAHO 4J19 UCNO/b30BaHUA B APYrOM pPerroHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKOM AOCTyna

B TAKOM C/lyyae He ygacTcs.

€ Hactpoiika nokanbHbIx (PErMOHaNbHBIX) OrpaHUYeHNii, BKltouas paboTy Ha paspeLLeHHbIX
4aCTOTHbIX KaHanax U BbIXOA4HON MOLLHOCTU, ABMSAETCSA OTBETCTBEHHOCTHH UHCTa/INIATOPOB.

© BLI6Op HeNpaBMILHOTO PErMOHa MOXET NPUBECTM K NPo6/ieMaM COBMECTUMOCTM C PasHbIMU

K/IMEHTCKMMU YCTPOCTBAMMU.

* [106asibHas u3o/15a4yusi — Npu yCTaHOB/IEHHOM dofiare BK/toHaeTCs n3onaumns Tpadonka Mexay
KnveHTamu pasHbix VAP 1 pasHbIX paanonHTepdeincos.

[N BCTYNNEeHWs1 B CUNY HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXKMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.6 MeHo «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUkM B pasgenax VAPO-VAPG.

LTEX WEP-200L

MoHuTOpUHT  Radio VAP WDS  CeTeBbie HACTPOWKM  BHEWHME CEPBMCE  CHCTEMA U~ (ewixod)

CymmapHo > 24TTy 5Ty
241y Pexum
Pexum TpaHcnupoBaTe Band  VLAN General Wsonsumus

5Ty VAP  BknwueHo GeszonacHoctd VLANID §SID SSID Steer Trunk Mode General VLANID  aSoHeHTOB

vARPO (O BhIKNO4EHD WEP-200L 2.4GHz

VARP1T (O BuiknioueHo WEP-200L 2.4GHz-1

VAP2 (] BbIKNi4EHD

WEP-200L_2 4GHz-2

VvAP3 O BbIKMIO4eHa WEP-200L 2.4GHz-3

Mokasark Bce

+ VAPO-VAP6 — NopsiiKOBbIn HOMEP BUPTYasIbHOM TOUKN AOCTYN3;

* BK/1l04eHO — NMpu YCTaHOB/IEHHOM dh/iare BUpPTyasibHasi Touka [OCTyna BK/IOYEHA, MHAaYe — BbIK/THOYEHS;

* Pexxum 6e3ornacHocmu — TUN LWNPPOBaHNS AaHHbIX, UCMOMb3YeMbIii HA BUPTYyaslbHOM TOUYKEe A0CTYNa;

+ VLAN ID — Homep VLAN, c koToporo 6yaeT cHumaTbcs MeTka npu nepegade tpadmka Wi-Fi knneHTtam,
NoAKNHYEeHHbIM K AaHHol VAP. INpu npoxoxaeHnn Tpadvka B 06paTHYH0 CTOPOHY Ha HETETMPOBaHHbI
TpaduK oT KNMeHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nms BUPTYasibHOI 6ECNPOBOAHON CETY;

+ TpaHcnuposame SSID — npun ycTaHOBNEHHOM do/iare BK/IYeHO BelwlaHne B achmp SSID, nHave —
BbIK/THOYEHO;

* Pexum Band Steer — npu ycTaHOBNEHHOM donare akTUBHO NPUOPUTETHOE NOAK/YEHMe KnneHTa Kk 5 Ty,
ceTtun. na paboTbl hyHKUMN HYXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxaom pagnovHTepdeince n
aKTMBMPOBaTb Ha HUX NapameTp «Pexum Band Steer,

« VLAN Trunk — npu ycTaHoBNeHHOM chniare aboHeHTy nepeaaetcs TermpoBaHHbIl Tpaduk;

+ General Mode — npu ycTaHoBNeHHOM chnare paspeluaetcs nepegadva HeETErMPOBaHHOIO Tpadmka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAoueHHoM pexume VLAN Trunk);

« General VLAN ID — c ykasaHHoro VLAN ID 6yaet cHumaTbes MmeTka 1 Tpadmnk atoro VLAN npoiiget Ha
KnueHTa 6e3 Tera. Npu npoxoxaeHun Tpadrka B 06paTHy0 CTOPOHY Ha HETErMpPOBaHHbIN Tpadvk OyaeT
HaBeLwmBaTbca meTka General VLAN ID;

* M3on154yuss abOHEHMOB — NMPU YCTaHOB/IEHHOM (hiare BK/IO4YEHa M30M15uuMa Tpadmka Mexay KnmeHTamu
B Npeaenax ogHoi VAP.

[nsa BCTynneHms B CUy HOBOWM KOHQIUIypaumum 1 3aHeCEHUSA HaCTPOEK B AHEProHEe3aBMUCUMYIO NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 1151 OTMEHbI UBMEHEHUIA HAXKMUTE KHOMKY «OTMEHa».
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5.6.2 lMoameHto «VAP»

PykoBoacTBO no akcnyatauun WEP-200L

(TEX WEP-200L

MoHUTOpMHT Radio VAP WDS CeTeBble HAaCTPOMKK

CymmapHo VAPO VAP1

24Ty OBLMe HacTPORKK

50y BrntousHo
VLAN 1D

SSID

TpaHcnupoeats SSID
Pesxuma Band Steer
VLAN Trunk

General Mode
WMaonAunA aboxexTos
Mogpepxxa 802.11kiv
Pennuxauma Multicast
Mpwoputet

Pexaan Minimal Signal
MakcumansHos

KOMWYECTBO KNWEHTOB

Pexum GezonacHocv

BHelWHWe cepemcsl

VAP2

VAP3  VAP4

WEP-200L_2.4GHz

DSCP

0

BelkntoueHo

Cucrema

VAPS  VAPG

O6uine HaCTPONKK:

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTyaUibHasA TouKa JOCTyNa BK/IOYEHA, MHAYe — BbIK/THOUEHE;

* VLAN ID — Homep VLAN, c koToporo 6yaeTt cHumartbcs MeTka npu nepegade tpadpuka Wi-Fi knveHtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKHOYEHO BelaHue B adoup SSID, nHave —

BbIK/TO4EHO;

* Pexum Band Steer — npv ycTaHOBNIEHHOM ¢onare akTMBHO NPUOPUTETHOE NOAK/IOUEHME KNneHTa K 5 Ty,
ceTn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHoB/NIeHHOM dhriare aboHeHTY nepegaeTcs TerMpoBaHHbIn Tpaduk;

+ General Mode — npu ycTaHOBNEHHOM (hriare paspeluaercs nepegadya HeTErMpoBaHHOIo Tpadnka
COBMECTHO C TErMpPOBaHHbIM (4OCTYNHO Npu BkItoueHHOM pexume VLAN Trunk);

* General VLAN ID — c ykasaHHoro VLAN ID 6ygeT cHumaTbea meTtka v Tpadmk atoro VLAN npoiiget Ha
KnneHTa 6e3 Tera. Mpu npoxoxaeHun Tpacrka B 06paTHyI0 CTOPOHY Ha HETErMPOBaHHbIV Tpaduk 6yaeT

HaBelwumBaTbcs meTka General VLAN ID;

* V3on15yusi aboHEHMOB — NPW YCTaHOBIEHHOM donare BK/IloUEeHa U30N1Auusa Tpadmka mexay KnneHTamm

B npefenax ogHoit VAP;

* [Mooddeprka 802.11k/v — BkNoUUTb nogaepxky ctaHaaptos 802.11k/v Ha BUpTyasibHON TOUKe [OCTYyNa;
* Pennukayusi Multicast — npu yctaHosneHHom hnare Multicast Tpaduk B CTOPOHY k/iMeHToB ByaeT
npeo6pasoBbiBaTbCA B Unicast 40 kaXaoro KAneHTa, Npu OTK/IIOYEHHOM NPOXoAnNTbL 6e3 MoandInKauuii;
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* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpepenser nosne, Ha OCHOBaHMM KOTOPOTO Tpaguk,
nepeparowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:

+ DSCP — 6ypet aHanunsnposatbcsa npuoputeT 13 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeTt aHanu3npoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

* Pexum Minimal Signal — npv yctaHOBNeHHOM chnare pyHKUNS OTKNIOYEHU kaneHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobXx04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/Xe KOTOPOro NPOUCXOANT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYaslbHON CeTu;

* [lopoe yposHs cueHasia npu poyMuHae — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp JO/MKEH 6bITh Bbile, YeM «MUHUMa/IbHbIU YPOBEHb cu2Hasa»: ecnv «MuHuUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymMuHae» OOMKEH ObiTb
paseH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTEYEHNN KOTOPOro NPYHUMAETCA peLleHne 06
OTK/THOUEHUM KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — HEe UCMNO/Mb30BaTh WNpoBaHve 418 nepejadn AaHHbIX. Touka JocTynHa ans
MOAK/TIOYEHMA NHOOOTO K/TMEHTS,;

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Npy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLLas HacTponka:

+ Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe
foctyna. [yivHa kntoya coctas/seT ot 8 40 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexxum Wwn1dpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3U, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [ HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod ans RADIUS-cepeepa.

Mpwu BbIGOpE onpeaeneHHoro pexrMa 6e3onacHocT OyayT A4OCTYMNHbI Cneayowme HacTPOKM:

Pexum BezonacHocTu WPA2 b

Kooy WPA S——. @

MFP OTrnioueno -
Moanepska 802.11r
Bpyunyio

FT-over-DS O
Kntou moBuneHoro goctyna RO root
Kntoy moBuneHoro goctyna R1
MaenmudmrkaTop mMobuneHoro aomeHa 0

Betpeunsnit MAC-appec

MAC- YoaneHHbIA knod mobuneHoro YoaneHHbid KN4 MobDUNbHOro RRB knto4 RRB knro4
MNe appec poctyna RO noctyna R1 RO R1

+ [lobaeum CeepHyTb
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+ MFP — 3awuta management-kagpos (gocTynHo npu pexume 6esonacHoctn WPA2, WPA2-Enterprise,
npv Bblbope Apyrmux pexumos 6esonacHocTy MFP nepeBogmnTca B cocTossHue OmK/Io4eHo, nNpu Bblbope
pexunma 6e3onacHocT WPA2, WPA2-Enterprise, MFP nepeBoauTtcs B COCTOSIHUE BK/IHOYEHO):

* Omk/iro4eHo — 3aWwmTa management-kaZpoB OTK/IIOYEHS;

+ OnyuoHa/lbHO — 3almTa paboTaeT, ecnn KNueHT nogaepxmsaet MFP. KnueHTbl 63 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;

* BksioyeHO — 3amTa BKIKYEHa, K/IMEHTbI, He nogaepxusatowwme MFP, nogknountbca He MoryT.

* PMKSA kawuposaHue — thnar ynpas/isieT BK/IIOYEHNEM KILLVMPOBaHMA NHPOPMALMN O MOAK/THOYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLMM TOUKa AOCTYNa 3anoMUHaeT K/IMEHTCKOe
YCTPOMCTBO NOc/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHON ayTeHTudunkaumm Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEYEHKEe 3TOro BpemMeHu. BkioueHre gaHHoN yHKLUMM coKpallaeT Bpems
POYMUHIra npv BO3BpaLLeHUN KimeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika JOCTynHa TONbKO
npu pexumax 6e3onacHocTtu Enterprise;

+ 802.17r — chyHKUMOHAN BbLICTPOro POyMUHra, paboTaeT TObKO C KNIMeHTaMK, KOTopble NogaepKuBatoT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r BO3MOXeH Tonbko Mexay VAP ¢ pexumom 6e30nacHOCTH
WPA2 1 Bblwwe:

*+ [Moddeprkka 802.11r — BKNIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOW TOUYKe AOCTYNa;
* BpyyHyro — npu ycTaHOBIEHHOM (hiare nosiB/ISIETCA BO3MOXHOCTb PYyYHOW HACTPOIKK
napaMeTpoB POYMUHTE,;
* FT-over-DS — BktoveHue pexnma «Over the DS»;
*+ Koy MobusibHo20 docmyna RO — yHUKanbHbI KoY Ans gaHHoin VAP, Hanpyvep, CepuiiHbIi
HoMep;
* Kntoy mobusibHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAb!
ifconfig);
* MloeHmucghukamop MobusIbHO20 dOMeHa — HOMEp TPyMbl, B paMkax KOTOPOI MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;
* BcmpeuHbiti MAC-adpec:
* MAC-adpec — MAC-agpec VAP-uHTepdieiica BCTPEYHOIN TOUKM gocTyna. MakcumanbHoe
KonnyectBo — 256;
* Y0asieHHbIU K104 Mo6U/IbHO20 docmyrna RO — yHUKasbHBIN K104, O/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BcTpeuHoi T/,
* YOasieHHbIU K104 Mobu/ibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHoi T/,
* RRB ksto4 RO — cnyyaliHblii kntoy. He gomkeH coBnagathb ¢ «RRB ktod R1», HO 06513aTe/1bHO
fomkeH coBnagatb ¢ «<RRB kntoy R1» BcTpeyuHoi TA. AnvHa knoda — 16 CMMBOSOB;
* RRB ko4 R1 — cnyyaliHblii kntod. He gomkeH cosnagathb ¢ «RRB kitod RO», HO 06513aTe/1bHO
fonmxeH conagatb ¢ «RRB kntou RO» BcTpeuHon T, AnvHa knova — 16 CMMBO/OB.
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RADIUS:

RADIUS

[oweH enterprise.service root

IP-agpec RADIUS cepsepa 192.168.0.1

MopT RADIUS cepsepa 1812

Mapone RADIUS cepeepa awaas @

Mcnonk30BaTe AKKAYHTUHT Yepes RADIUS

Mcnonb308aTh APYIME HACTPORKK ANA AKKAYHTWUHIA

|IP-agpec RADIUS cepeepa AnA akkayHTUHrA 192.168.0.1

MopT RADIUS cepeepa ANA akkayHTUHA 1813

Mapone RADIUS cepeepa OnsA akkayHTUHMA senne @

MepyoaWyeckan OTNPABKA aKKaYHTUHME

VIHTEpBaN OTNPABKK aKKayHTUHIA 60

+ [JomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa,;
+ lNopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbIi UCNOMb3yeTcs A5 ayTEHTMdMKALMMN 1
asTopusauuu;
* Maposib RADIUS-cepsepa — naponb ansa RADIUS-cepsepa, Mcnonb3yemoro ana ayteHtudmkaymm u
asTopusauuu;
* Vlcnonb3oBamb akkayHmuHe Yepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBnsiTbCs
coobleHns «Accounting» Ha RADIUS-cepsep;
* Vlcnonb3oB8ams Opyaue HacmpoUlku 0711 akkayHmuHaa:
+ IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepsepa, ncnonb3yemoro assi
aKKayHTUHra;
* [Maposib RADIUS-cepsepa 0151 akkayHmuHaa — naposnbs ana RADIUS-cepBepa, ncnonb3yemoro assi
aKKayHTUHra;
+ lNopm RADIUS-cepsepa 07151 akkayHmuHaa — nopT, KOTopbIi 6yAeT ncnosb3oBaH A5 cbopa akkayHTUHra
Ha RADIUS-cepsepe;
* [Mepuoduyeckasi omrpaska akkayHmuHaa — BK/IIOUNTb NEePUOLAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBaUT OTNPaBKM COOBLLIEHNIA MOXHO B Nosne «MHmepsar
omnpasku akKkayHmuHaan.
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[NopTanbHaa aBTOpU3aLINA:

Mpu pexumax 6e3onacHocT: BoikitoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika nopTasibHOW
aBTopusaluu.

|_|D|:IITEJ'II:-H df aBTOpHU3aUKnA
BrmoquTe

HaseaHwe BMpTyansHoOr NopTana default

Afpec OnA NepeHanpPaEneHinA hitpui192.168.0.1:5080/eltex_portal/

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBaresiein B ceTn 6yaeT Npon3BoanTbLCA
nocpeacTBOM BUPTYasIbHOTO NnopTasna;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo noprasa, Ha KoTopblii 6yAeT nepeHanpas/eH
nosb30BaTesb NPu NOAKIYEHUM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — apec BHELLHEro BUPTYasIbHOroO nopTasa, Ha KoTopblid byaeT
nepeHanpasfieH nosib3oBarteslb NPU NOAK/IYEHNN K CETU.

OrpaHnyeHve cCKopocTu:

CrpaHWHEHHA CHOPOCTH

BrmcusuTe

VAP Limit Down 0 KOUTIC
AP Limit Up 0 KOWTIC
STA Limit Down 0 KOUTIC
STA Limit Up 0 KBWTIC

*+ [Mokazamb — aKTVBMPOBAaTb NOJIE HACTPOEK;

+ VAP Limit Down — orpaHu4eHue nNponyckKHom CnocoBHOCTM B HanpaBeHUN OT TOUKM AocTyna Ao
KMEHTOB (B CyMME), NOAK/THUYEHHbIX K AaHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHvie NponyckHOW CNoCOBHOCTM B HAnpaB/eHUN OT K/IMEHTOB (B CyMMe),
NoAKNHYEHHbIX K AaHHol VAP, 0o Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHMyeHne NponyckHOM CnoCO6HOCTX B HaNpaB/ieHMU OT TOUKK AoCcTyna Ao
KTMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKNOUEHHbIX K AaHHON VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (Kaxaoro B
0TAENbHOCTM), NOAKNOYEHHbIX K AaHHOI VAP, 1o Toukn aoctyna, K6ut/c.
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KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KonTpons goctyna no MAC

BEnio4eHo

Monutuka 3anpetntb v

Cnucok MAC-agpecos

&)
@
I
a
B
m
@
oo
[
Q
©w
9]
x

+ TIPUMEHHTL ® OTMeHa

* BK/1t04eHO — Npu yCTaHOBMEHHOM (hriare 6yaeT pabotarb BblopaHHas NoNnTKa A0CTyna,;
*+ lMosnumuka — nonuTuka Joctyna. Bo3moXHble 3HaYeHus:
« 3anpemums — K gaHHoi VAP Gyaet 3anpeLleHo nogknitovaTbes knveHTam, MAC-agpeca KoTopbIx
cofepxartcs B cnucke. Bcem ocTasibHbIM JOCTYN ByAeT paspeLlen;
« Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogknoyarbes TobKo TeM kimeHTam, MAC-
ajZipeca KOTopbIX cogepxarcs B cnucke. Bcem octasibHbIM AOCTYN GyAeT 3anpeLleH.
+ Cnucok MAC-adpecos — cnvcok MAC-aapecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLleH A4oCcTyn K
AaHHoi VAP. MoxeT cogepxaTb A0 128 agpecos.

+

[nsa Toro 4To6bl 406aBUTL afpPec B CNCOK, HAXKMUTE KHOMKY . 1 B nosiBuBLLeMcs none seeante MAC-
agpec. Utobbl yaanuTb agpec U3 Crncka, HOKMUTE KHOMKY E] B COOTBETCTBYHOLLEN CTPOKE.

Ecnun Bo3HMKNA HEO6XOAMMOCTb A06aBUTb B cNcok MAC-aapec KNneHTa, KOTOpbI B AaHHbIi MOMEHT

MOJK/HOUEH K 6a30BOI CTAHLIMK, HAXKMUTE B KOHLIE CTPOKM KHOMKY E] 1 BbIGEPUTE HYXHbIA apec U3 Cnmucka,
OH aBTOMAaTMYEeCKMN 106aBMTCS B MoJe.

Mo ymonyaHuio B cnncke otobpaxaetcsa Ao 10 agpecos. [18 TOro 4to6bl yBUAETb NOJHbIV CMCOK B CNy4vae,
ecnun oH cogepxunt 6onee 10 agpecos, HAXXMUTE KHOMKY «[loka3aTb BCE».

10 E0:D9E3:7A:BE:CO - x

Mokasatb BCE

[N BCTYNNeHns1 B CUy HOBOI KOHChUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». [1Ns OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.7 MeHw «<WDS»

B meHo «WDS» BbINOHAETCA HacTpoiika 6ecnpoBofHbIx MocToB Mmexay WEP-200L.

© npu koHdurypuposaH WDS-coeiMHeHNs HE06X0AMMO, YTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

5.7.1 MoameHto «WDS»
CILTEX  WEP-200L

MonATOpUHT Radio VAP WDS CeTesbie HacTpoiiM BHewwHve cepaucs Cucrema

WDS > 24Ty 5y
BrnkousHo
Pesim GesonacHocTH WPA2 ~
Kriios WPA @
MAC-agpec pag1onHTepderica CC:9D:AZ:F2:5A50
WHTepdeicel WDS

HuTepdenc Betpeunsii MAC-anpec KaHansHas ckOpoCcTb NepefayH

wlan0-wds0 [ Auto v

wlan0-wds1 O Auto v

wlan0-wds2 Auto v

wlan0-wds3

Auto v

Bo Bknagkax «2.4 I'Tu» n «5 I'u» BbIGMpaeTcs pagmonHTepdgienc ycTponcTea, Ha KOTOPOM HeEO6X0ANMO
nocTpouTbL 6ecnpPoBOAHON MOCT.

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM dofiare pexunm 6ecnpoBogHOro MOCTa BK/THOUYEH, MHAaYe — BbIK/THOYEH;
* Pexum 6e3onacHocmu — pexum 6e3onacHocTy gocTtyna K 6ecnpoBogHOl ceTu:
* BbIK/Il04UMb — HE NCMNO/b30BaTh WWU(POBaHUE 1A nepesayn AaHHbIX;
+ WPA2 — cnocob wudppoBaHus, npu Bbibope KOTOpOro 6yAeT AOCTynHa criedytoLlas HacTpolika:
+ Koy WPA — kntou/naponb, He06Xxo0auMbIl 419 NOAKI0YEHUS K BCTPEYHOM TOUKe AocTyna.
[nunHa knoya coctasnset oT 8 0o 63 cMMBO/IOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagnonHTepdieinca gaHHOro yCTponcTBa;
* MlHmepgpelic — Bbl6OP 1 BKNtoveHne WDS-uHTepdpeiica, Ha KOTOpoMm GyaeT NOCTPOeH 6eCcrnpoBOAHONA
MOCT;
* BcmpeuHbili MAC-adpec — MAC-agpec paavonHTepdieica BCTPEUYHOro yCTPOMCTBA, 40 KOTOPOro
HacTpanBaeTcsa 6ecnpoBOAHON MOCT;
* KaHasibHasi ckopocmb repedaqu — (OUKCUPOBaHHas CKOPOCTb 6eCNpOBOAHON Nepefayn AaHHbIX,
onpeaensiemas cneundukaumsamm ctaHgaptoB IEEE 802.11. ns kaxaoro nHTepdeiica BbibnpaeTcs
NHONBUAYa/IbHO.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHWIA HaXXMUTE KHOMKY «OTMEHA».
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5.8 MeHo «CeTeBble HACTPONKN»

5.8.1 MoameHo «CnucTemMHas KoHdurypaums»

\TE WEP-200L

MonuTopuHr  Radio VAP WDS  CeTeBbie HAaCcTpOilku

CucTemHan KoH(Urypauus > Mma xocTa

Ooctyn leorpaduyeckuit
AOMEH

VLAN ynpasneHus

VLAN ID

TpoTokon

CTaT4eckui IP

Cetesad macka

BHeLwHHe CepBuCEl cucrema -

WEP-200L

root

Forwarding v

Static ~

192.168.1.10

255.255.255.0

Wnws3
MepBHyHbI DNS

BTopuuHbIi DNS

* WIMsi xocma — ceTeBoe 1MS YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CMMBONOB: TaTUHCKUE 3ar1aBHble U
CTPOYHbIe BYKBbI, LMPpbI, 3HAK AednC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBOJIOM B UMEHM);

+ leoepachuyeckuli doMeH — [OMEH Yy3/1a fepeBa YCTPONCTB cMcTeMbl ynpasneHmsa EMS, B koTopom
pacnonaraeTcs Touka 4OCTyna;

* VLAN ynpas/neHus:.

* BbiksitoyeHo — VLAN ynpasneHus He NCnosib3yeTcs;

+ Terminating — pexum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCS Ha Touke AocTyna (B 3Tom
c/yyae y K/IMeHTOB, NOAK/MIOYEHHbIX Yepe3 pagmonHTepdeiic, HeT gocTtyna fo gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS gaHHbIli pexxum VLAN ynpaBneHus He AoCTyneH ans
BblGOpa);

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paganonHTepdeiic
(npun cooTBeTcTBYtOLLEN HacTpoiike VAP).

* VLAN ID — ngeHtudpmkatop VLAN, ncnonb3yemblii Ansa Aoctyna K yCTpoiRCTBY, NPUHUMAET 3Ha4YeHnsa 1-
4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogkntodeHune no Ethernet-
NHTepdency yCTPOCTBa K CETU NpeaocTaBIeHns ycayr nposagepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJIYaHWUIO 1 Apyrie napameTpbl, Heobxoaumble Ans paboTtbl B ceTu, byayT nony4veHsl ot DHCP-
cepBepa aBTOMaTU4ecky;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoanMble napameTpbl Ha WAN-
nHTEepdenc HazHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[OCTYNHbI CreayoLme napameTpsbl:

« Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoicTea B ceTv npoBaiigepa;

+ Cemesasi Macka — Macka BHeLUHel noaceTy;

* Lmo3 — afgpec, Ha KOTOPbI OTNPaBAsETCA NakeT, ec/v A/18 HEro He HalijleH MapLipyT B
Tabnvue mappyTnsaumm.

* lMepsu4yHbil DNS, BmopuuHbili DNS — IP-appeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
HasHavaloTca aBTomartmyecku no npotokony DHCP, 3aaalite nx Bpy4Hylo.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNsI HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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5.8.2 TMoameHto «JocTyn»

PykoBoacTBO no akcnyatauun WEP-200L

B nogmeHto «4ocTyn» Npon3BoaUTCA HaCcTpoiika JoCTyna K yCTpOKCTBY nocpeactsom web-nHtepdelica,

Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCS] OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535

BK/TIOUYNTE/IBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C

1025 no 65535 BknUMTENBLHO.

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet».
+ [insa BKIOYEHNA foCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe chnar Hanpotms «SSH».
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

LTEX

MoHUTOpUHI Radio VAP WDs

CucTemnan koHdwrypayma

[ocryn >

WEP-200L

CeTeEkle HacTpolikM

WEB

HTTP-nopt
WEB-HTTPS
HTTPS-nopt
Telnet

SSH

NETCONF

SNMP

Mapons Ha uTeHue
Maponk Ha san1ce
Agpec AnA npuema

Tpanoe v1

Anpec AnA npuéma
Tpanos v2

Agnpec AnA npuema
coofwenuit Inform
CucTemuoe uma
YCTpORCTBa
KoHTaKTHaA MHOPMALKA
nponasoauTenA
MecTononoxenme
YCTpOHCTBa

Mapons e Tpanax

BHe

LLIHWE CepEMCEl

public

private

WEP-200L

Contact

Russia

trap

Cuctema

MporpammHoe o6ecneveHne WEP-200L no3sonsieT n3MeHsATb KOHhUrypaLmio yCcTpoicTea, NpoBOANTb
MOHUTOPWHI COCTOSIHUS TOYKM AOCTYNa 1 e€ AaTUMKOB, a Takxke yrnpas/ifTbh YCTPONCTBOM, UCNO/b3YS MPOTOKO/

SNMP.
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[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

+ Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparos vl — IP-agpec nnn goMeHHoe nMs NpuemHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm fOMeHHoe Nms npuemMHuka coobuueHmnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHuli Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — NMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTONO/IOXKEHNUN YCTPOICTBE;

* Maposib 8 mparnax — Naposb, Cogepxallumiica B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPUHT NapamMeTPOB TOYKM AOCTYNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
+ eltexLtd.1.127.3 — ynpaBneHne TO4KON AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Moppo6Hoe onucaHne OID WEP-200L gocTtynHo no cneaytoulei cebinke: Onncanne OID na WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.9 MeHo «BHellHMe cepBUCHI»

5.9.1 NMoameHto «[opTasibHass aBTopm3aumnsa»

MoameHto «MopTanbHasA aBTOpU3aUUsa» NpeaHasHaueHo /1 BK/KUYEHMS! U HAaCTpolikn cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

L TEX WEP-200L

MOHUTOPKWHT Radio VAP WDS CeTeBble HAaCTPOMKKA BHELUHME CEPBUCHI Cucrema n - (BbIXOO)

MopTankHan aBTopU3aLIMA > BKIIONUTD

Allpec cepeuca APB ws://192.168.1.1:8090/apb/broadcast

* Bk/iouums — Npy yCTaHOBMEHHOM dhlare Touka 6yaeTt nogknoyarses K cepsucy APB, agpec kotoporo
yKkasaH B none «Agpec cepsuca APB», ana obecneyeHns noptasibHOro POyMuHra K/imeHToB.

+ Adpec cepsuca APB — apgpec cepsuca APB a5 nogaepXkun poymuHra B pexmme noptasibHoM
aBTopusaumn. 3agaetcs B popmare: «ws://<host>:<port>/apb/broadcast».

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBUCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.9.2 lMoameHto «AirTune»
MoameHto «AirTune» NnpegHa3HaYeHo A/19 BKIIOYEHUSA U HACTPOMKK cepsurca AirTune Ha Touke goctyna.

Cepsuc AirTune ncnonb3yeTtcs g/1a ontummnsauum paamo-pecypcos (Radio Resource Management) u
aBTOMaTn4ecKon HacTpoiku 6ecloBHoro poymurra 802.11 k/r.

el TeX WEP-200L

AirTune >

IMOHHTOPHHT Radio VAP WDS CeTeBblE HACTPOHKK BHeLUH1E CEPBHCHI Cucrema - (BbIXOA,
MoprantHan asTopusauma BiNIO4MTL
Anpec cepeuca AirTune Ws://192.168.1.1:809%/apb/mm

* Bk/iro4ums — npu yCcTaHOB/IEHHOM donare Touka byzeT nogkodarbes K cepsucy AirTune, agpec
KOTOPOro ykasaH B none «Agpec cepsuca AirTune», ansa obecnevenuns pyHkumin Radio Resource
Management n/wnun poymunra 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmo.

[N BCTYNNeHWs1 B CUYy HOBO KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHNTL». [INs OTMEHbI U3MEHEHUI HAXKMUTE KHOMKY «OTMEeHay.
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5.10 MeHto «Cucrtema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.10.1 MoameHo «O6HOBNEHME MO ycTpolicTBar

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

=l TEX WEP-200L

MOHMTOPMHT Radio VAP WDS CeTeBble HAacTPOiKM  BHeluHWe cepsicel  CucTema - BLIXO[,

OBHoBneHue MO ycTpoicTsa > AxTHBHaR BepcuA M0

PesepsHas sepcua MO
KoHurypauma

Axmyanstas eepcus [10 docmynHa ne adpecy: hitp:/eltex-co.russupport/downloads/
Mepe3sarpyska
®aiin oGHoenexuA Mo | BoiBepuTe aiin | ®aiin He sbiGpaH
Maponb

KypHan

[ata U Bpema

+ AkmusHasi sepcusi 10 — Bepcusl NporpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOWNCTBE,
paboTatoLlasi B 4aHHbI MOMEHT;
+ Pe3sepsHas sepcusi 10 — Bepcusa NporpaMMHOro obecnevyeHus, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPY0 MOXHO Nnepekntountbes 6e3 3arpysku taiina Mo,
+ Cdesnlamb akmusHoU — KHOMKa, N03BONAIOLWANA caenaTb pe3epBHyto Bepcuto MO akTUBHON, ANs
aToro noTpebyeTcs nepesarpyska ycTporictsa. AKTBHas Bepcus MO B 3TOM C/iyyae cTaHeT
pe3epBHOIA.

O6HoBEHME MPOrpaMmMHOro obecnevyeHms

3arpysute chainn MO c caita htip.//eltex-co.ru/support/downloads/, Bbiopas WEP-200L B cniucke
060pyA0BaHNS, 1 COXpaHUTE ero Ha KomnbtoTepe. MNocsie aToro HaxXmMuTe KHOMNKy «BbibepuTe haiin» B none
dalisn o6HosneHust MO n ykaxuTe nyTb K doainny MO B chopmaTe .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNSE HEOBXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOB/EHME. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykasaHo Ha CTpaHuLE), NOC/e Yero
YCTPOMNCTBO aBTOMaTUYECKM Nepesarpy3nTcs.

@ He otknlouaiiTe NUTaHWe YCTPOICTBA M He BbINOMHAITE ero nepesarpysky B NpoLecce 0GHOBEHNS
no.
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5.10.2 MopgmeHto «KoHdurypaumus»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

= TEX WEP-200L

IMOHMTOPKHT Radio VAP WDS CeTeBble HACTPORKK BHeLLHWe cepBHChI Cuctema - (BbIXOM)

OfHoBneHne MO yeTpoAcTBa MonyuuTe apxus r* CrayaTb
KOHIDHIYPELMK C YCTPORCTES

KoHtbMrypaima »
3arpyauTe apxue | Buibepute cpaiin | @aiin He Buiopar
Mepesarpyska KOHMHIYpaLMK1 Ha YCTPORCTEO

Mapons

COpOC Ha 33B0ACKME COXpaHWTL NapaMeTpel A0CTYNA

JKypHan y
HACTPOITKKM % COpoc

Nara u spema

[NonyyeHne KoHduUrypaumm

UT0O6bl COXpaHUTb TEKYLLYIO KOHDUTYpaLMIO YCTPOCTBA Ha TOKas/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBNEHME KOHdMIYpaLmn

[ns 3arpy3ky cOXpaHeHHOro Ha /IoKaJ/lbHOM KOMMbloTepe dainna KoHUrypauum Ncnonb3yeTcsa NyHKT
«3azgpy3ums apxus KoHguaypayuu Ha ycmpolcmaso». Ans 06HOBNEHUS KOH(IUIypauumn yCTPOMNCTBa HaXXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B popmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumusa npuMmeHseTca aBToMaTuyeckn 6e3 nepesarpysku ycTpoicTsa.

C6QOC yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu akTnempoBaH donar «CoxpaHuTb NapameTpbl A0CTyNay, TO 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHDMrypaLmm, KOTopble OTBEYAKOT 3a AOCTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiiku focTyna no
Telnet/SSH/SNMP/Netconf/Web).
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5.10.3 MopgmeHto «MMepe3arpyska»

PykoBoacTso no akcnayatauun WEP-200L

[na nepesarpyskn yCTpocTBa HaXKMUTE Ha KHOMKY «lMepe3arpy3skar. MNpouecc nepesanycka ycTpoinctea
3aHUMaEeT NPUMEPHO 1 MUHYTY.

WELTEX

MOHWTOPHHT Radio VAP

OOHoBneHwe NO ycTpoicTea
KoHurypayma
Mepesarpyaka >

Maponb

HypHan

[ata u BpemMA

WDS CEeTeBbIE HACTPOMKH BHELIHWE CEPBMCHI Cucrema
lMepesarpyska ycTpoRcTEa i MNepesarpyaka

-

(Bbix0a)

5.10.4 TMogmeHio «Maponb»

Mpw BXoae Yepe3 web-uHTepdeiic agMmHucTpaTop (Naponb No yMmonyaHuio: password) MMeeT NOoJHbIA focTyn
K YCTPOICTBY: YTEHUE N 3aMNUCb /TH0ObLIX HACTPOEK, NMOMHbIA MOHUTOPUHI COCTOSIHMS YCTPOICTBA.
[lna cmeHbl Napons BBeAuUTe HOBbLIV Naposb cHavasa B nose «Maponby, 3aTem B none «foaresepxaeHne

napossi» N HAKMUTE KHOMKY «MPUMEHUTbY» A5 COXPAHEHWS HOBOTO Naponsi.

WELTEX

IMOHWUTOPHHT Radio VAP

OBHoBneHue MO ycTpoAcTBa
KoHgurypauma
Mepesarpyska

Mapons >

JKypHan

Nata u spemsa

WEP-200L

WDS CeTeBble HACTPOUKK BHELIHWE CEPBMCHI Cucrema

Mapons

MoaTeepwaeHe Napons

(BbIXOA)
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5.10.5 TlogmeHo «KypHan»

MoameHo «KypHan» npefHa3HavyeHo A1 HACTPOMKM BbIBOAA Pa3HOro poga OTn1af0uHbIX COOOLEeHW
CUCTEMbI B LIeNsAX 06HapyXeHus npuyunH npobnem B paboTe yCTponcTaa.

ELTEX  WEP-200L

MOHHUTOPHHT Radio VAP WDS CeTeBble HACTPOHKM BHELLHWE CEpPBMCHI Cuctema n - (BbIxon)
OGHoBNEeHHe MO yCTpOACTES Pexui CepBep 1 thaiin v
KoHurypauua Anpec Syslog-cepeepa syslog.server
Mepesarpyaka Mopt Syslog-cepsepa 514
Mapons PasmMep aina, kb 1000

HypHan »

Nara u Bpems

+ Pexum — pexum paboTsl Syslog-areHTa:
+ Jloka/ibHbIl ¢halisn — iHdopMauns XypHana CoxpaHseTcsl B /lokanibHOM dpaiifie n AoCTyrnHa B
web-nHTepdelice ycTpoiictBa Ha BKknagke «MoHNTOPUHI/XKypHan cobbITuiiy;
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasseTcsa Ha yaaneHHblli Syslog-cepsep n
COXpaHSIeTCS B /IOKasIbHOM (haine.
+ Aodpec Syslog-cepsepa — IP-agpec nnun gomeHHoe nms Syslog-cepeepa;
« Mopm Syslog-cepsepa — NopT ANns BXoAswWmx cooblieHmnii Syslog-cepsepa (no ymonuanuio 514,
[0MyCTUMble 3HaueHust 1-65535);
* Pasmep ¢halina, kb — MakcuMasbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

[na BCTynneHms B CUy HOBOWM KOHGUIypaumum 1 3aHeCEeHNss HaCTPOEK B AHEProHe3aBUCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 1151 OTMEHbI U3BMEHEHUIA HAXXMUTE KHOMKY «OTMEHa».
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5.10.6 MogmeHto «[ata n Bpems»

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN
BpemeHn (NTP).

5.10.6.1 BpyuHyro

= TEX WEP-200L

MOHWTOPHHT Radio VAP wDs CeTeBble HACTPOAKK BHELHWE CEPBUCEI Cuctema - (BBIXOM)
OfHoenexwe MO yCTpoicTBa Pexum @® Bpyutylo O NTP cepsep
KoHDHrypaLma [ata v Bpema yCTpoAacTea 29.07.2022 13:32:03 | # PenakTuposats
ypa

YacoBoi nNoAc Mockea, Poccua v
Mepesarpyska

BKNIOYMTE NEPEXO] HA NETHEE

Mapons BpEMSA
HKypran Mepexof, Ha NETHEE BpEMA (He swifpaHo) (He enifpaso) (4e esifipaqo) B
y
[ara u Bpema > Mepexof Ha 3UMHEE BPEMA (He swifpaHo) (He enifpaso) (4e esifipaqo) B
CABMI BpEMEHH (MMH.) 60

+ [Jama u spemsi ycmpolicmsa — fgata u BpeMsi Ha yCTPONCTBE B AaHHbI MOMEHT. Ecnv TpebyeTcs
KOpPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTb:
+ [ama, spemsi — 3afiainTe TeKyLLYI0 AaTy U BPEMS U HAXXMUTE KHOMKY «Tekyllas gata u Bpems»
[ANs ycTaHOBKM BpemeHu MK Ha ycTpoIicTBO;
+ Yacosol rosic — No3BONSET YCTAaHOBUTb YaCcOBOM NOAC B COOTBETCTBUM C 6vKaiLLMM ropogom B
BalLeM pervoHe 13 3afaHHOro crnmcka.
* Bkiro4ums rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM do/1are nepexop Ha fieTHee/31MHee
Bpems OyAeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
* [Nepexod Ha /iemHee BpeMsi — AeHb U BpeMs, Korga 6yaeT BbINOHATLCA Nepexos, Ha eTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — LeHb N BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemeHuU (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumMaTh 3HavyeHune ot 0 o 720 MuH.

,ﬂ.flﬂ BCTYMJ/ieHna B cuny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBoacTBO no akcnyatauun WEP-200L

=(TEX

MOHHUTOPHHT Radi

I
s

=

=)

WDS CETeBbIE HACTPOMKN

OBHoeneHue MO ycTpoiicTea
KoHurypauus
Mepesarpyska

Maponk

JypHan

Narta v Bpema >

WEP-200L

Perum

[NaTa v Bpema ycTpoicTsa
NTP cepeep

YacoBOM NOAC

BENHYUTE NEPEXOL HA NETHEE
BpEMA

Mepexof Ha NeTHee BpeMA

Mepexon Ha SUMHEE BPEMA

CABWI BPEMEHM (MHH.)

BHELUHUE CepBUCEI

Cuctema

() BpyyHylo @ NTP cepsep
29.07.2022 13:31:33

pool.ntp.org

Mockea, Poccka

(He ebifpaHo) (He ebiGpaHo)
(He snifpaHo)

(He esiGpaHo)

60

(He abibparo)

(He abibpano)

B

B

(BbIXOO)

+ [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;

* NTP cepsep — IP-agpec/goMeHHOe MMA cepBepa CMHXPOoHM3aunn BpeMmeHn. Bo3MOXHO 3aartb agpec

WM BbIGPATb M3 CYLLLECTBYIOLLETO CMNCKA,
* Yacosoli nosic — No3BO/NSIET YCTAHOBUTL YACOBOI NOSIC B COOTBETCTBUM C BAMKAIALLIMM rOpOLOM B

BalleM permoHe ns 3agaHHOro Crncka,
* Bkiroyums nepexoa Ha /iemHee spemMsi — npn yctaHOB/1IEHHOM qonare nepexos Ha fetHee/3nmMHee

BpemMA 6y,qu BbIMOJ/THATLCA aBTOMAaTU4e€CKN B 3a,ﬂ,aHHbIl7I nepunog spemMeHun:

* I"Iepexoa Ha J/iemHee BpeMsi — AeHb U BPeM4, Korga 6y,£l|eT BbIMOJTIHATBLCA Mepexod Ha JIeTHee

Bpewms;

* [Mepexod Ha 3umHee BpeMsi — [ileHb 1 BpeMsi, Koraa 6yaeT BbINOMHATLCS Nepexoq Ha 3uMHee

Bpewms;

« COBU2 BpeMeHU (MUH.) — Nepuof, BpeMeHn B MUHYTaX, Ha KOTOPbI BbINOMHAETCS CABUM BPEMEHW.
MoxeT npuHumathb 3HadyeHume oT 0 4o 720 MuH.

Ansa BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOoHE3aBNCMYKO NMaMATb
HaXXMNTE KHOIMKY «rlpI/IMeHI/ITb». [Ona oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMmeHa».
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiicteBo WEP-200L HacTpoeHo Ha nony4veHune agpeca no DHCP. Ecnn aTtoro He
MPOM30LLII0, NOAKIOUNTLCS K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WEP-200L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# bro

WEP-200L(config):/interface/br0# common

WEP-200L(config):/interface/br0/commont static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-200L)
WEP-200L(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka noacetn)
WEP-200L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Nol)
WEP-200L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa No2)
WEP-200L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexnma pabotsl ¢ DHCP Ha Static-
IP)

WEP-200L(config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WEP-200L
WEP-200L
WEP-200L
WEP-200L

config):/interface/br0/commont# exit

config):/interface/bro# exit

config):/interface# exit

config):/# route

WEP-200L(config):/route# add default (rae default — HaszsaHve maplipyTta)

WEP-200L(config):/routet# default

WEP-200L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetv v y3na HasHauyeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WEP-200L(config):/route/default# netmask X.X.X.X (rze X.X.X.X — macka ceTv HazHa4yeHus, 4/19 MapLupyTa rno
ymo4aHumo — 0.0.0.0)

WEP-200L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — |P-agpec wnt3a)
WEP-200L(config):/route/default# save (coxpaHeHve HacTpoek)

—_— e~~~ —~ —

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common
config):/interface/br0/commont protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

PN NN SN

© Hauunnas c Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaasat MTU yepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NPUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6oMbLUE, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdeiicax,
KOTOpble HaxoasaTcA B aToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WEP-200L
WEP-200L

root):/# configure

config):/# interface

WEP-200L(config):/interface# bro

WEP-200L(config):/interface/br0# common

WEP-200L(config):/interface/br0/common# mtu X (rge X — pasvep MTU B 6ainTax. BOo3MOxHble 3Ha4YeHuns: 1-
2490. No ymonyaHuto: 1500)

WEP-200L(config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

—_ e~ —~ —

6.2.1 HacTpoiika ceTeBbIX NapameTpoB C MOMOLLbIO YTUNTbI Set-management-vlan-mode

HeTernpoBaHHbIN gocTyn

[MonyyeHne ceTeBbIX HACTPOEK No DHCP:
WEP-200L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpOWKK:

WEP-200L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z2.Z.Z.Z (rge X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Mmacka nogcetwu, Z.Z.Z.Z — LU/03)

AocTtyn uepes VLAN ynpaBneHus B pexxume Terminating

[NonyyeHne ceTeBbIX HACTPoekK nNo DHCP:

WEP-200L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMbIi ANS AOCTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPONKu:

WEP-200L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii Ans A0CTyna K YyCTPONCTBY,
BO3MOXHbIE 3HAUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Li1t03)

DocTtyn uepes VLAN ynpaBsneHusi B pexxume Forwarding

nOﬂyl—IeHl/le ceTeBblX HacTpoek nNo DHCP:

WEP-200L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMbI AN AOCTyNa K YyCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckue HaCTpOVIKM:

WEP-200L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A5 AOCTYyna K YyCTPOUCTBY,
BO3MOXHbIe 3HaueHus: 1-4094; X.X.X.X — cTartnyeckuin IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — LJo3)

3aBepLueHne N coxpaHeHne HacTpoeK

WEP-200L(root):/# save (CoxpaHeHne HacTpoek)

62



PykoBoacTso no akcnayatauun WEP-200L

6.2.2 HacTpolika yaasEéHHoro yrnpas/eHus

HacTtpoiika SSH

WEP-200L(root):/# configure

WEP-200L(config):/# ssh

WEP-200L(config):/ssh# enable true (ynpaBneHve ygasiéHHbIM JOCTYNoM no SSH. 1A OTK/Ilo4YeHnsA BBeAnUTe
false. 1o ymon4yaHuto: true)

WEP-200L(config):/ssh# port X (rae X — nopt SSH-cepsepa. Mo ymonyaHuio: 22)

WEP-200L(config):/ssh# session-limit X (rae X — makcumasibHoe KonnyecTBo SSH-ceccuin. Mo ymonyaHuio: 5)
WEP-200L(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WEP-200L(root):/# configure

WEP-200L(config):/# telnet

WEP-200L(config):/telnet# enable true (ynpasneHue yganéHHbiM 4OCTynom no Telnet. AN OTKIOYEHNUS
BeeauTe false. 1o ymonyaHuto: false)

WEP-200L(config):/telnet# port X (rae X — nopt. o ymonyaHmio: 23)

WEP-200L(config):/telnet# session-limit X (rne X — makcumansHoe konmyecTso Telnet-ceccuid. 1o
YMOJ/14aHUI0: 5)

WEP-200L(config):/telnet# save (coxpaHeHVe HACTPOEK)

6.2.3 HacTpoiika ceTeBbix napameTpos IPv6

@ o ymonuanunio 4ocTyn K YCTPOICTBY MO NPOTOKony IPV6 Ha Touke 0CTyna OTK/TOUEH.

BK/loueHue goctyna K yCTpoiicTBy o npoTokony IPv6

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
DHCP)
WEP-200L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHNE AOCTYNA K YCTPOWCTBY MO
npoTokosny IPv6. [ns oTktodueHnsa seeanTe false)

WEP-200L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/common# ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyyeHne ceTeBbix napameTpos IPv6 o

O e e e s
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HacTpoiika cTaTMuecKux ceTeBbIX NapameTpoB IPV6 TOUKU focTyna

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# br0

WEP-200L(config):/interface/br0# common

WEP-200L(config):/interface/br0/commont# ipvé

WEP-200L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rze
XXXXXXKXXXXKXXXXXXXK:XXXXXXXXXXXX — cTaTruyeckuin IPve-aapec ycTpoictea WEP-200L)
WEP-200L(config):/interface/br0/common/ipv6# address-prefix-length X (e X — npecpukc cratnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o ymoi4aHuto: 64)
WEP-200L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (ykasbiBaeTcs IPv6-
npedorkc, Hanpumep 3211:0:0:1234::/64)

WEP-200L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX: XXXX:XXXX: XXXX:XXXX:XXXX/
Y (rge XXXX:XXXX:XXXXXXXX:XXXXXXXXXXXX:XXXX/Y — IPve-agpec DNS-cepBepa Nel ¢ npedynkcom)
WEP-200L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX: XXXX:XXXX: XXXX:XXXX:XXXX/
Y (rge XXXX:XXXX:XXXXXXXX:XXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa Ne2 ¢ npedinkcom)
WEP-200L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t04eHNE 1CNOMIL30BaHNsS CTaTNYECKNX
ceTeBbIX IPv6 napameTpoB. [/15 noslydeHus ceTeBbix napaMeTpoB IPve no DHCP BeeauTe dhep)
WEP-200L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne J0OCTyNa K YCTPOMCTBY M0
npotokony IPv6. s otkntoveHnsa seeante false)

WEP-200L(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTpoiikn pexmnma 6e3onacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpouKn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA?2 mode WPA2

WPA/WPA2 mode WPA_WPA2

WPA-Enterprise mode WPA_1X

WPA2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).
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6.3.1 HacTtpoliika VAP 6e3 wndposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoinn oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlanl-va0

WEP-200L(config):/interface/wlanl-va0# vap

WEP-200L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-200L_open' (13veHeHne nveHn SSID)
WEP-200L(config):/interface/wlanl-va0/vap# ap-security
WEP-200L(config):/interface/wlanl-va0/vap/ap-security# mode off (pexnm LwncpposaHms off — 6e3 naposis)
WEP-200L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-200L(config):/interface/wlanl-va0/vap# radius

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1l04eHVEe OTNpaBky COOBLLEHNIN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrnosb3yemMoro 4J/151 akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposb 15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04EHVE NEPUOANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (vHTepBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-200L(config):/interface/wlanl-va0/vap/radius# exit

WEP-200L(config):/interface/wlanl-va0/vap# exit

WEP-200L(config):/interface/wlanl-va0# common

WEP-200L(config):/interface/wlanl-va0/common# enabled true (Bk/il0ueHe BUPTYasIbHOM TOYKN AOCTYNA)
WEP-200L(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

,\,\,\,\
_ == =
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6.3.2 HacTtpoiika VAP ¢ pexnmom 6e3onacHoctn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlanl-va0

WEP-200L(config):/interface/wlanl-va0# vap

WEP-200L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-200L_Wpa2' (n3meHeHve nveHn SSID)
WEP-200L(config):/interface/wlanl-va0/vap# ap-security
WEP-200L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexxnm LuncpposaHms — WPA/
WPA2)

WEP-200L(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1104/naposis,
HEeOoO6XoANMbIN A5 NOAKUYEHUS K BUPTYaslbHOM TOUKe AocTyna. [AMHa Kda Ao/mKHa CoOCTaBNATb OT 8
[0 63 CUMBOJIOB)

WEP-200L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-200L(config):/interface/wlanl-va0/vap# radius

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVEe OTNpaBky COOBLLEHNIN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposnb 15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04EHVE NEPUOANYECKONA
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-200L(config):/interface/wlanl-va0/vap/radius# exit

WEP-200L(config):/interface/wlanl-va0/vap# exit

WEP-200L(config):/interface/wlanl-va0# common

WEP-200L(config):/interface/wlanl-va0/common# enabled true (Bk/il0ueHne BUPTYasIbHOM TOYKNA AOCTYNA)
WEP-200L(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

,\,\,\,\
_ == =
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6.3.3 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure
config):/# interface
config):/interface# wlan1-va0
config):/interface/wlanl-va0# vap
WEP-200L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-200L_enterprise' (n3vieHeHve nveHn SSID)
WEP-200L(config):/interface/wlanl-va0/vap# ap-security
WEP-200L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2_1X (pexvm wuchposaHns — WPA/
)
)
)
)
)

—_— e~~~ —~ —

WPA2-Enterprise
WEP-200L(config):/interface/wlanl-va0/vap/ap-security# exit

interface/wlanl-va0O/vap# radius

interface/wlanl-va0/vap/radius# domain root (re root — IOMEH Nosb30BaTesis)

interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-

WEP-200L(config
WEP-200L(config
WEP-200L(config
cepsepa)
WEP-200L(config):/interface/wlanl-va0/vap/radius# auth-port X (rne X — nopt RADIUS-cepBepa, KOTOpbIi
NCMosb3yeTcs A/is ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaxmio: 1812)
WEP-200L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rje secret — naposns a1s RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1l04eHVEe OTNpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposnb 15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (BKk/1t04EHVE NEPUOANYECKONA
oTnpaBkM coobLeHnii «<Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (/HTepBas OTNPasky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-200L(config):/interface/wlanl-va0/vap/radius# exit

WEP-200L(config):/interface/wlanl-va0/vap# exit

WEP-200L(config):/interface/wlanl-va0# common

WEP-200L(config):/interface/wlanl-va0/common# enabled true (Bk/il0ueHne BUPTYasILHOM TOYKN AOCTYNA)
WEP-200L(config):/interface/wlanl-va0/common# save (coxpaHeHne HacTpoek)

e i
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6.3.4 HacTtpoliika VAP c nopTtanbHOi aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxviv wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap/ap-security# ssid 'Portal_WEP-200L' (n3veHeHve nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# apb-mac-auth true (Bx/it0unTE MAC-aBTOpPM3ALNIO
NopTaU/ibHbIX NONb30BaTenein Yepes APB cepBuC (A0CTYMHO TO/bKO € SoftWLC 1.34.1 u Bbiwwe). Mo
ymo/4aHuto: false)

WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# exit
WEP-200L(config):/interface/wlanl-va0/vap# radius

WEP-200L(config):/interface/wlanl-va0/vap/radius# domain root (rze root — gomeH rnosnb3osaresns)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1l04eHMEe OTNpaBky COOBLLEHNIN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposb A5 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04EHVE NEPUOANYECKON
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (/HTepBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-200L(config):/interface/wlanl-va0/vap/radius# exit

WEP-200L(config):/interface/wlanl-va0/vap# exit

WEP-200L(config):/interface/wlanl-va0# common

WEP-200L(config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVe BUPTYasIbHOM TOYKN JOCTYNA)
WEP-200L(config):/interface/wlanl-va0/common# save (CoxpaHeHne HacTpoek)

AAAAAAAAAAAA
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6.3.5 HacTtpolika VAP c BHelUHel nopTasibHOM aBTopu3auueit

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxwviv wnchposarns off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WEP-200L(config):/interface/wlanl-va0/vap# ssid 'Portal_WEP-200L' (n3veHeHve nveHn SSID)
WEP-200L(config):/interface/wlanl-va0/vap# captive-portal
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (B 110ueHne
NoAAEPXKN BHELLHEN nopTasibHOM aBTopm3aunn. Mo ymonyaHuio: portal)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-ip=<NAS_IP>" (ykazarb URL BHELLUHEIO BUPTYa/IbHOro
nopTasia B COOTBETCTBMM C Tabnuuen 9)
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WEP-200L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-200L(config):/interface/wlanl-va0/vap# radius

WEP-200L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopusanunn)

WEP-200L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rje secret — napons gn1s RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopm3anun)

WEP-200L(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepesasarts MAC-azpec
KnMeHTa B kayecTBe naposis B RADIUS 3anpocax. Mo ymonyaHutio: false)
WEP-200L(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (chopmat MAC-
aZipeca KnneHTa, KoTopblin 6yaeTt domurypmpoBaTb B RADIUS 3anpocax. PyHKLUMOHaN paboTaeT TONbKO Mpu
ycnosum use-macaddr-as-password = true. 10 YMOMYAHMID: XXXXXXXXXXXX)
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

AAAAAAAAAA
—_— ==

AAAA
_ == =

© /15 nonyyenns nHcopmauun 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.
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Tabnuua 9 — HacTtpoliika URL wa6noHa an1a BHELWHel NopTasibHOM aBTopu3auum

MapameTtp

<NAS_ID>

<NAS_IP>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>

<ORIGINAL_URL>

OonucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3afaH HY OQUH
13 aTux napameTpos, To B kayecTtse NAS ID B RADIUS- n HTTP'%S)-
naketax éyaet ncnonb3osarbca MAC-aapec T/,

IP-agpec T[,

[IOMEHHOE MMSI, KOTOPOE MOKa3blBAETCS KIMEHTY Npu
nepeHanpaeeHnm

MAC-agpec Toukn goctyna
MAC-agpec kKnueHTta
SSID

URL, KOTOpbI M3HaYaIbHO 3anpalunBasl KIMeHT
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6.3.6 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0# vap

WEP-200L(config):/interface/wlanl-va0/vap# radius (HacTpoiika ocHoBHOro RADIUS-cepeepa)
WEP-200L(config):/interface/wlanl-va0/vap/radius# backup (HacTpoiika gonosiHuTesisHoro RADIUS-cepsepa)
WEP-200L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONM4YeCcTBO: 1)

WEP-200L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rae X.X.X.X — [P-agpec A0No/IHATENBHOIO
RADIUS-cepBepa B KOHurypauuu)

WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — |P-
agpec RADIUS-cepBepa)

WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rge X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (re secret —
naposb ans RADIUS-cepBepa, NCNosb3yemMoro Anst ayTeHTudukaumm n aBTopusawm)
WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X — |P-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI NCMNOMb3YyeTCcs A1 akkayHTUHra. Mo ymonyaHuio: 1813)
WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (/e secret —
naposnb Ans RADIUS-cepBepa, NCMNOosb3yeMoro A5 akkayHTUHra)
WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (rge order — nproputet RADIUS-
cepBepa. Ecnv npuopuTteT He 6biN yKaszaH sIBHO, TO CYMTAETCS UTO OH paBeH 0. B aTom cniyyae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHdourypaumto )

WEP-200L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHne HacTpoek)

—_— e~~~ —~ —

6.3.7 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknioueHue pexuma Band Steer

WEP-200L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bk/1t0ueHne pexxumva Band Steer. 11
oTKNtoveHns seeaute false)
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BkntoueHue VLAN trunk Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# vlan-trunk true (BxtoueHvie VLAN Trunk Ha VAP. 15
oTK/Io4YeHns Beeaute false)

BkntoueHue General VLAN Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bk/itoueHne General VLAN Ha SSID. [115
oTK/o4eHns Beeaunte false)
WEP-200L (config):/interface/wlanl-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WEP-200L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHan13 nprvoputeTta ns nonsg CoS (Class
of Service) TerMpoBaHHbIX NAKETOB. 3HAYEHME NO YMOMYaHUIO: true. B aTOM cnyyae aHanM3upyeTcs
npuopuTeT 13 nons DSCP 3aronoBka IP-nakeTta)

BkntoueHue pexuma MFP (802.11W)

WEP-200L(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/1l0uNTL 3alUMTY management-
KaapoB. (opeiimoB). required — TpebyeTcs nogaepxka MFP OT KNneHTa, KNMeHTbl 6e3 MFP He cMmoryT
noakaunTbes. capable — coBmecTumMo ¢ MFP, KNMeHTbI 6e3 nogaepXku MFP MoryT nogkitounTtbes. Ans
oTKNtoveHns seeanTe off)

BknioyeHue ncnosnb3oBaHua TLS npun aBTopusaumu

WEP-200L(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crosnb3osare TLS npy asToprsaLun.
[nsa otknoyeHns seegute false)

BknioueHue cKkpbiToro SSID

WEP-200L(config):/interface/wlanl-va0/vap# hidden true (Bk/1t0ueHvie ckpbITOro SSID. 17151 OTK/IHYEHNSA
BBeauTe false)

BK/lOU€HME U30NALUN KNTMEHTOB Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# station-isolation true (Bk/1t0ueH e N30NALMY TpahuKa MeEXIy
KnneHTamu B npegenax ogHou VAP. nsa oTknoveHns seegute false)

OrpaHuuyeHne KonuyecTsa K/iMeHToB Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# sta-limit X (rze X — MakcmasibHO L0NyCTUMOE YACTIO
NoAKNHYaEMbIX K BUPTYasIbHOW CETU K/INEHTOB)
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Bk/loueHWe penivkauun MynbTukactoBoro Tpadgmka Ha VAP

WEP-200L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (B/1t0ueHne penvkaumn
MYNbTUKacToBOro Tpadnka Ha VAP. [1nsa oTkaoueHus seegute false)

BknroueHue Minimal Signal u Roaming Signal

WEP-200L(config):/interface/wlan1l-va0/vap# check-signal-enable true (Bx/1l04EHNE MCNOL30BAHUA
doyHKumMoHana Minimal Signal. 19 oTkntoveHus Beegute false)
WEP-200L(config):/interface/wlanl-va0/vap# min-signal X (re X — noporosoe 3HaueHve RSSI, npu
[OCTXXEHMN KOTOPOro Touka OyAeT oTk/IouaThb kaveHTa ot VAP. MapaMeTp MOXET NPUHMMATb 3Ha4YeHus
0T -100 A0 -1)

WEP-200L(config):/interface/wlanl-va0/vap# check-signal-timeout X (rae X — neprioz BpemeHu B cekyHaax,

MO UCTEYEHUN KOTOPOro NPUHUMAETCA peLleHne 06 OTK/IIUYEHNN KITMEHTCKOro 060pyAoBaHns OT
BUPTYasIbHOW CETN)

WEP-200L(config):/interface/wlan1-va0/vap# roaming-signal X (rae X — noporosoe 3Ha4yeHve RSSI, npu
[OCTVXXEHMN KOTOPOTro NPOUCXOANT NepekItodeHne KITIMEHTCKOro 060pyA0BaHNS Ha APYTYHO TOUKY
poctyna. NapameTp MOXeT NpUHMMaTh 3HadeHus oT -100 Ao -1. MapameTp roaming-signal fo/MKeH ObITb
BblLLle, YeM min-signal: ecnim min-signal =-75 gbM, TO roaming-signal JO/MKeH ObITb paBeH, Hanpumep, -70
ABM)

WEP-200L(config):/interface/wlanl-va0/vap# save (COxpaHeHve HacTpoek)

BkitoueHve nepegaym aboHeHCKoro Tpaduka BHe GRE-TyHHe s

WEP-200L(config):/interface/wlanl-va0/vap# local-switching true (Bx/t0ueHve nepegayuy aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. s oTknoveHust BeeanTe false. 10 yMO/IYaHUIO BbIK/THOUYEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM[, NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-200L(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rze X — makcymasibHas cKopocTb B
KOUT/C U NakeTbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bi/1t0ueHne weinepa. Moxet
npuHUMaThb 3HadveHune: kbps — KOuT/c, pps — NakeTbl/c, off — BbIK/THOYEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-rxi# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WEP-200L(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — makc/masnibHas cKopocTb B
KOUT/C U NakeTbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# mode kbps (Bk/1t04eHve weinepa. Moxet
npuHMMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-200L(config):/interface/wlanl-va0O/vap/shaper-per-sta-txi# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-200L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rge X — MakcvmasibHast CKOpoCThb B
KOUT/C U NakeTbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bx/1t0ueHve weiinepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-rxi# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-200L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rge X — MakcvmasibHast CKOpoCcThb B
KOUT/C U NakeTbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/1t0ueHve werinepa. Moxet
npuHUMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-200L(config):/interface/wlanl-va0/vap# shaper-bcast-rx

WEP-200L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rze X — MakcrmasibHas CKOPOCThL B
KOUT/C N nakeThbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# mode kbps (Bk/1t0ueHve welinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTpolika weiinepa B HanpaBAe€HUN OT TOYKM AOCTYyNA A0 KJNEeHTa:
WEP-200L(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WEP-200L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rae X — makcymasibHas CKOpoCThb B
KOUT/C N nakeThbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# mode kbps (Bk/itoueHve werinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoOxpaHeHVe HacTpPOek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaB/€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-200L(config):/interface/wlanl-va0/vap# shaper-mcast-rx

WEP-200L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rge X — MakcrumMasibHas CKOpoCTh B
KOUT/C NI NakeThbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/1t0ueHve wernepa. MoxeT
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

HacTpoliika weiinepa B HanpaBa€HUN OT TOYKM AOCTYyNa A0 KJNEeHTa:
WEP-200L(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WEP-200L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rge X — mMakcumasibHasi CKOPoCTh B
KOUT/C NI NakeThbl/c)

WEP-200L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bx/1t0ueHve wernnepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WEP-200L(config):/interface/wlanl-va0/vap/shaper-mcast-txi# exit
WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)
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HacTpolika KoHTpona goctyna no MAC

WEP-200L(config):/interface/wlanl-va0/vap# acl

WEP-200L(config):/interface/wlanl-va0/vap/acl# mac

WEP-200L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXX XEXKXX — MAC-
ajpec yCcTpoiicTBa, KOTOPOMY HEOBX0AMMO paspeLunTb/3anpeTuTb A0CTyN. ANsa yaaneHus agpeca us
crnucka ncnonb3yinte komaHay del)

WEP-200L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-200L(config):/interface/wlanl-va0/vap/acl# policy allow (BbI60p nonmTukn. Bo3mMoxHbIE 3HAYEHNS:
allow — paspeluaTb NoAkIOHEHNE TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX CoAepXaTcs B CMMCKE;
deny — 3anpellatb NoakueHme KnneHtTam, MAC-agpeca KOTOpbIX coAepXarcs B cnucke. 3HavyeHune no
yMO/14aHuto: deny)

WEP-200L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/ioueHve kKoHTpoNa gocTyna no MAC. Ana
oTK/Io4YeHns Beeaute false)

WEP-200L(config):/interface/wlanl-va0/vap/acl# exit

WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)

HacTpoiika 6510KMpPOBKM NOAK/IOHEHUSA NoNb3oBaTeneil, nogMmeHsaWwmx MAC-agpec ycTpoicTBa
NPOBOAHON ceTu

B cnyuyae ecnn Heo6xoaumo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKNHYEHNIA
nonb3oBatenei ayonvpyowmx MAC-agpec NpoBOAHOIO YCTpoKcTBa (w3, MK 1 npoyee), To HeO6X0ANMO
Bocnonb3oBatbcs HacTpolikoit fdb-filtering, koTopasi UMeeT cnegyrowme pexmmMbl paboThbl:

on-connect — pexum 6/10KMpyeT BCe NOMNbITKA NOAK/IHYEHNS YCTPOCTB Yepes Wi-Fi, B cnyyae ecnv MAC-
aZpec yxe n3yyeH Ha Ethernet-nopTty To4kun [OCTYnNa;

by-eth-event — pexvm OTKNHOYAET NOAKNHOYEHHOIO KNneHTa no Wi-Fi, B ciiydae ecsiv ero MAC-agpec ctasl
n3yyeH Ha Ethernet-nopTy TOUkM AocTyna (peXxmnm noMoraeT ounwaTb CTapyto 3anucb O KIMEHTE Nnpu
pPOyMUHre);

full — pexvm coBmeLLaeT B cebe BCe npeablayLime, To eCTb 6/10KMpyeT NoAKNHYEeHNE HOBOMO
nosnb3oBaresnisa no Wi-Fi, a Takke OTK/Ii0HaEeT paHee NoAKI0YEeHHOro B c/iyyae coBnageHuns ero MAC-
agpeca c ycTpoiicTBom 3a Ethernet-uHtepcpeiicom.

Q Mpu BbicTaBneHnn pexxnmos full 1 on-connect poymMuHr Wi-Fi KMTMEHTOB MOXET yXyALnTLCA. Tak B
xope paboTbl BCe broadcast-nakeTbl OT K/MEHTa nonagatoT Ha OCTaslbHbIE TOUKU A0CTYNa CeTU U
ero MAC nsyyaetcs Ha BCexX Toukax AOCTyna CeTu, No3aToMy Npu POYMUHTE KIMEeHTa, B cnyyae ecnuv
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoak/itoyeHne MOXeT NPOUCXOANTb
AnnTenibHoe Bpems.

WEP-200L(config):/interface/wlanl-va0/vap# fdb-filtering
WEP-200L(config):/interface/wlanl-va0/vap/fdb-filtering # enabled true (Bx/itoueHne yHkuorana. [Ans
oTk/o4veHns Beegute false. 3HauyeHve no ymonyaxuto: false)
WEP-200L(config):/interface/wlanl-va0/vap/fdb-filtering # mode full (Bb160p pexunma padboTsl. 3HaveHne rno
yMO/14aHuto: by-eth-event)

WEP-200L(config):/interface/wlanl-va0/vap/fdb-filtering # exit

WEP-200L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHoctn WPA2 v Bbiwwe.
C vHcTpyKumeit no HacTpoiike VAP ¢ pexnmom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHyiKa/IbHbIV KITHOY 415
[aHHOI VAP)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBnagarh Ha
BCTpeYHbIX VAP)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0

WEP-200L (config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa/IbHbIN
KoY BCTPeYHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-azpec BCTpeuHoi VAP Ha T/[2)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarth cC rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kiod. He gomkeH coBnaaarthb ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bi/it0ueHVe paboThl TOUKM AOCTYMNA MO
NPOTOKO/Yy 802.11r)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHViKa/IbHbLIV KITHOY /15
AaHHoro VAP)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBnagars Ha
BCTPEeYHbIX VAP)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yH/Ka/IbHbIA
KN4y BCTpeyHoi VAP Toukn goctyna TA1 — r0-key-holder-id)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-200L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVIe paboTLI TOUKM AOCTYNA M0
npoTokosny 802.11r)

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# mac
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r1e
E8:28:C1:FC:D6:90 — MAC-aApec «apYy>KECTBEHHOW» TOUKM AOCTYyNa)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r1e
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (r1e 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHE PabOThI TOUKM
[0CTyna no NnpoTokosy 802.11Kk)

WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHEe pabOThl TOUKM
[ocTyna no npotokosy 802.11k/v)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)

6.4 Hactpolika AirTune

HacTpolika AirTune

WEP-200L(config):/# airtune

WEP-200L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — IP-
agpec cepBepa, Ha KOTOPOM yCTaHOBMEH cepBuc AirTune)

WEP-200L(config):/airtune# dca true (Bk/110ueHVe oyHKLMOHaNA SUHAMWUYECKOTO pacrnpeneneHns KaHaslos.
[na otknoveHus seegute false)

WEP-200L(config):/airtune# tpc true (BKNHOUEHNE PYHKLMOHAIA aBTOMATUYECKOro

ynpas/ieHUss MOLLHOCTbLI. [1nsa oTkoveHus seegute false)

WEP-200L(config):/airtunet# load-balance-80211v true (Bk/1t0ueHVe (DYHKLUVOHAA BaNaHCUPOBKA KITEHTOB.
[na otknoveHus seegute false)

WEP-200L(config):/airtune# enabled true (Bk/l0ueHne B3anmoaencTems ¢ cepsucom AirTune. s
oTkNtoveHns seeaute false)

WEP-200L(config):/airtune# save (coxpaHeHne HacTpoek)

[nsa aBTomatmyeckoi HacTpoikm 802.11r yepes cepsuc AirTune Ha Touke AOCTyna HEOOX0AMMO BKIHOUNTb
doyHKkumoHan 802.11r, AN 3TOro BbINONHUTE CeayoLmMe HaCTPONKM:

HacTtpoiika 802.11r yepes AirTune

WEP-200L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t04eHVIe pabOTLI TOUKM AOCTYNA M0
NpPOTOKO/y 802.11r)
WEP-200L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v uepe3s AirTune

WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/10ueHE NOALEPXKKN
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WEP-200L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHVe HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMeHTaumn koHTponnepa SoftWLC.

6.5 Hactpoliku Radio

Ha Radio no ymonuaHuo ncnosnb3yeTcsi aBToMaTUYeckuii BbIGop pabouyero kaHana. 1 Toro 4tobbl
YCTaHOBUTb KaHas BPYUHYIO UM CMEHUTbL MOLLIHOCTb, UCMNO/b3YiTe cneaytoLue KoMaHapi:

CMeHa pa6oyero KaHasia ¥ MOLHOCTU paguouHTepdelica

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan0

WEP-200L(config):/interface/wlan0# wlan

WEP-200L(config):/interface/wlan0/wlan# radio

WEP-200L(config):/interface/wlan0/wlan/radio# channel X (rie X — Homep cTatnyeckoro kaHasa, Ha KOTOPoMm
OyneT paboTarb ToUKa)

WEP-200L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t0ueHne asToBLIOOPa KaHana. [ns
BK/IOYEHMS BBeAUTE true)

WEP-200L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1t04eHNEe YCnoO/Ib30BaHNSA
OrpaHMYeHHOro cnmncka kaHasos. [N BKNOYEHUS BBeanTe true)
WEP-200L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wvpuHa kaHana. lNapamverp moxet
npuHUMaTb 3HadyeHue: ansa Radio 1: 20, 40; Radio 2: 20, 40, 80)

WEP-200L(config):/interface/wlan0/wlan/radio# tx-power X (rae X — ypoBeHb MowHOCT B ABM. [NapaveTtp
MOXET NPUHUMAaTL 3HayYeHune: a8 Radio 1: 4-16 gbm; o9 Radio 2: 8-19 Abm)
WEP-200L(config):/interface/wlan0/wlan/radio# tx-power-min X (r1e X — MUHVMa/IbHBIA YPOBEHL MOLLHOCTK
B AbM. MNapamMeTp MOXeT NpUHUMaThb 3HadeHune: o1 Radio 1: 4-16 Abm; o9 Radio 2: 8-19 obm)
WEP-200L(config):/interface/wlan0/wlan/radio# tx-power-max X (rz1e X — Makc/mMmasibHbIn YPOBEHb
MOLLHOCTM B ABM. MapameTp MOXeT npuHuMaTh 3HavyeHue: and Radio 1: 4-16 obm; anda Radio 2: 8-19 abm)
WEP-200L(config):/interface/wlan0/wlan/radio# save (CoxpaHeHne HacTpoek)

—_— i
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© Cnucku BOCTYNHBIX KaHANOB

Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI C/ieAylOLWne KaHaJbl:
* Npwv WwupuHe KaHana20Mru;: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv WwupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty anAa BbiGopa AOCTYNHbI caieAylolne KaHabl:
* npu wrpuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,

165.
* Npwv wupuHe kaHana 40 MIru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MrI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

o MapameTpsbl tx-power-min n tx-power-max NPUMEHSIOTCS TOMIbKO B peXume padboTbl C CEPBUCOM
AirTune.

6.5.1 [JononHutenbHble HacTpoiikn Radio

HaCTpOﬁKa OrpaHN4YeHHOro CnUMcCKa kaHanoB

WEP-200L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bx/110ueHve ncnons3osaHna
OorpaHNYeHHOro crnMcka kaHanoB B paboTe aBToBbIOOpa kaHa/10B. [ANnda oTkoyeHnsa seeuTte false)
WEP-200L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1,6, 11 — kaHasibl AvanasoHa, B
KOTOPOM MOXET paboTarb HacTpanBaeMblil pagmMonHTepdeinc)

N3meHeHne OCHOBHOIoO KaHasna

WEP-200L(config):/interface/wlan0/wlan/radio# control-sideband lower (napametp MOXeT NpuHUMaTH
3HauyeHue: lower, upper. 1o ymonuaHuo: ans Radio 1: lower; as1s Radio 2: upper)

BknroyeHue ncnosib3oBaHus KOPOTKOro 3aluTHOIoO UHTEpBaJ1a

WEP-200L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1H0HuEHVIE NCMONB30BAHMSA YKOPOUYEHHOTO
3alMTHOrO NHTepBasia 4s1s nepefaqn gaHHbIX — 400 HC, BMecTo 800 He. [Ansa oTkoveHus Beeaute false)

BknroueHue STBC

WEP-200L(config):/interface/wlan0/wlan/radio# stbc true (Bk/1l0ueHne MeTofa NPOCTPaHCTBEHHO-
BPEMEHHOro 6/104HOro KoanpoBaHus (STBC), HanpaBNeHHOro Ha MOBbILLEHNE HAAEXHOCTN nepeaaym
AaHHbIX. s oTknoveHns seeante false)
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BknioueHue arperauumn

WEP-200L(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1toueHne arperaunm Ha Radio —
nogaep>xkn AMPDU/AMSDU. ina oTkntodeHns seeauTte false)

BkntoueHue Mcnosb3oBaHNA KOPOTKOI npeamMoy bl

WEP-200L(config):/interface/wlan0/wlan/radio# short-preamble true (Bx/104EHVIE UCMONB30BAHMA KOPOTKO
npeamoysibl naketa. [Ana otkaoyeHnsa seeuTe false)

BknroueHue Wi-Fi Multimedia (WMM)

WEP-200L(config):/interface/wlan0/wlan/radio# wmm true (Bktouenve nogaepxky WMM (Wi-Fi Multimedia)
[na otknoveHus seegute false)

HacTpoiika mexaHuama DFS

HacTpoiika npon3BoanTca To/1bKO Ha Radio 5 Tl (wlanl)

WEP-200L(config):/interface/wlanl/wlan/radio# dfs X (rne X — pexxum pabotsl mexaHusva DFS. MoxeT
npuHUMaThb 3HadeHus: forced — MexaH3M BbIK/IHOUYEH, DFS-KaHanbl AOCTYMNHbI A5 BbIOOpa; auto —
MexaHn3M BkoYeH; disabled — mexaHn3Mm BbIkOYeH, DFS-KaHasbl He AOCTYNHbI A4/15 BblI6opa)

BknroueHue pexnva aBTOMaTUUYECKOI CMEHbI LMPUHBbI KaHaa

WEP-200L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1t04eHNE peXIMa aBTOMaTNYECKOM
CMEHbI LLUMPUHBbI KaHana ¢ 40 My Ha 20 Ml npu 3arpyXeHHoM paauoadompe. nsa OTKNHYeHUs BBeAUTE
false)

BkntoueHue wevinepa Broadcast/Multicast

WEP-200L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (e X — orpannyenve nepegaqun
LLIMPOKOBELLLATENIbHOIO/MY/NLTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3biBAETCA NUMUT A/1s
LLIMPOKOBELLLATENBHOIO Tpadinka B nak/c)
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BkntovyeHue QoS U usMeHeHne napaMmeTpos

WEP-200L(config):/interface/wlan0/wlan/radio# qos

WEP-200L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1t04eHVE NCMNOBL30BaHNS (DYHKLNN,
obecneunBarLLMxX Ka4ecTBo 06¢cnyxmBaHus (Quality of Service). ns oTkntoueHnsi BBeauTe false)
WEP-200L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpolika napameTpos QoS TOUKM [0CTyna,
Tpaduk nepenaeTcs OT TOYKN AOCTYNa K KNIMEHTY)
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS ans
HU3KOMPUOPUTETHON ovepeamn C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, NpUopuTeThl 802.1p: csl, cs2)
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxugaHms kagpos
(dpeinmoB) AaHHbIX, U3mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauasibHOe 3HaYeHne
BPEMEHM OXuaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHumaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHue cwMin He MOXET MpPeBbILAaTb 3Ha4YeHne cwMax)
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rge X — MakcumasibHOe 3HavyeHne
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHuvaet
3HauveHus: 1, 3,7, 15, 31, 63, 127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO 6bITb 60/1bLUIE 3HAYEHUS cwMin)
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepBas BpemeHu B
MUNUCEKYHAAX, Koraa KnmeHTckas WME-CTaHuma MMeeT npasa UHULMMPOBATb Nepedady AaHHbIX No
6ecnpoBoAHON cpefe K ToUKe AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNNCEKYHA)
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-200L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-200L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpos QoS cTaHumm
KnueHTa: Tpadiuk nepefaeTca oT CTaHUMN KNMeHTa A0 TOYKM A0CTyna)
WEP-200L(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHve HacTpoek)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.

6.6 Hactpoiika DHCP onuumu 82

© Hactpoiika DHCP onuumn 82 nponssoauTcs OTAENLHO ANS KaX/40ro paanonHTepdeiica. B gaHHOM
pasgene NpMBoAsATCS NpPUMeEpPbI HAacTpoky onuun 82 ana Radio 2.4 'y, — wlan0.

Pexunmbl pabotel DHCP snooping:

+ ignore — 06paboTka onuun 82 oTk/I0HEHA. 3HAYEHME MO YMOHAHMIO;
* replace — Touka focTyna NoACTaBASET WX 3aMEHSAET 3HaYeHne onuun 82;
* remove — To4YKa A0CTyna yganser 3HadyeHme onuum 82.

N3meHeHue pexuma pa6oTbl DHCP onuum 82

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan0 (HacTpoiika 6yaeT nponssBoanTbes A1 Radio 2.4 'y, Ecnu
HeobXxoauMMOo HacTpouTb 82 onuuto Ha Radio 5 'y, — BBeanTe wlanl)

WEP-200L(config):/interface/wlan0# common

WEP-200L(config):/interface/wlan0/common# dhcp-snooping
WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BL160p paboTel
DHCP snooping B peXume 3ameHbl Ui NoACTaBNEHNS OnNuun 82)
WEP-200L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)
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Ecnu Ha paguonHTepdeiice HacTpoeHa nonutruka obpaboTtku onuumn 82 replace, To Ans KOHUrypupoBaHus
CTaHOBATCA AOCTYMHbI CNeyoLme napameTpsbl:

HacTpoiika napameTpoB onuum 82

WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3aveHa coaepxmnmoro CID Ha 3HaveHune, ykazaHHoe B napamvetpe dhcp-option-82-custom-
CID. [MapaMeTp MOXET NpuUHMUMaTh 3Ha4eHus: APMAC-SSID — 3ameHa cogepxunmoro CID Ha <MAC-aapec
TOUKM AocTyna>-<ums SSID>. SSID — 3ameHa cogepXmmMmoro CID Ha uMms SSID, K KOTOPOMY MOAK/THUYEH
KnueHT. Mo ymonyaHunio: APMAC-SSID)

WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (re
custom — 3aMeHa coaePKMMoro RID Ha 3HaveHne, ykazaHHoe B napamMeTpe dhcp-option-82-custom-RID.
MapameTp MOXET NpMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXnmoro RID Ha MAC-aapec
KNIMEHTCKOrO ycTpolictBa. APMAC — 3aMeHa coaepXmnmoro RID Ha MAC-agpec Touku aocTtyna. APdomain —
3aMeHa coaepX1mMoro RID Ha IOMEH, B KOTOPOM HaxoAMTCS Touka gocTtyna. Mo ymonyanuto: ClientMAC)
WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (rae
longstring — 3Ha4eHne oT 1 40 52 CMMBO/10B, KOTOpOe byaeT nepegasatbes B CID. Ecnv 3HaveHue
napametpa dhcp-option-82-custom-CID He 3a1aHO0, TOUKa 6yAeT n3MeHsATb CID Ha 3HAYeHMe No
ymMonyaHuo: <MAC-agpec TOUKM AocTyna>-<ums SSID>)
WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rae
longstring — 3HaueHne oT 1 40 63 CMMBOJI0B, KOTOPOe ByaeT nepegasaTtbcA B RID. ECv 3HaveHue
napavetpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByAeT N3MEeHATL RID Ha 3HAYeHue no
ymonyaHuo: MAC-agpec K/IMEHTCKOro YCTPONCTBA)
WEP-200L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bbi60p
pasgenntenst oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID 1 CID. radius — B KQUecTBe pasaenntens
BbICTyNaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kKauecTBe pa3aenntensi BbICTyNaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WEP-200L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)

6.7 Hactpolika pennukaumm DHCP

© Hacrpoiika akTBMpYeT (hyHKLMOHAN npeo6pasoBaHns broadcast DHCP-0TBETOB OT cepBepa B unicast
npwv nx nepegaye 6ecnpoBOAHOMY K/INEHTY.
370 NO3BONSIET NOBLICUTL CTAbWNLHOCTL 06MeHa DHCP mexy KMeHTOM 1 CEPBEPOM B pamMocpese.
HacTpolika rno6anbHasi, npumeHsieTcsl Ha Bce VAP paavonHTepdeiica.

Huxe npeacTaBneHa HacTpoiika pennvkauun DHCP ana Radio 5 'y, (wlan1).

HacTtpoiika pennnkauun DHCP

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlanl

WEP-200L(config):/interface/wlanl# common

WEP-200L(config):/interface/wlanl/common# dhcp-snooping
WEP-200L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bk/itoueHne
pennvkaumy DHCP. To ymoniyaHuio BbIK/THOYEHO, false)
WEP-200L(config):/interface/wlanl/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)
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6.8 HacTtpolika pennukaumm ARP

© Hacrpoiika arp-suppression NPonM3BOAUTCA OTAENLHO ANA KaX/A0r0 pagvouHTepdeiica. B gaHHOM
pasgene NnpuMBOASATCA NPUMepPbI HACTPOWKKM arp-suppression gna Radio 2.4 'y, — wlan0.

Mocne BK/KOUYEHWs arp-suppression npoucxoauTt nogmeHa MAC-agpeca nosyyatens.

HacTpoliika pennukauyum ARP

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlan0

WEP-200L(config):/interface/wlan0# common

WEP-200L(config):/interface/wlan0/common# arp-suppression
WEP-200L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/1t0ueHne arp-suppression. 10
YMOJ/I4aHMIO BbIKHOYEHO: false)

WEP-200L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (ynpaeneHve
pennukaumeii ARP. Ecnv napamMeTp BK/IHOYEH true, TO MPOMCXOANT OTOPAChIBAHNE MAKETOB C HENM3BECTHbLIM
IP-agpecom Ha3Ha4vyeHus. Ecnn napameTp Bbik/oUeH false, TO nakeTbl 6yayT nepegaBaTbCs
LUMpOKoBeLLaTesibHO. M0 yMO4aHnio BK/IKOUYEHO: true. PAboTaeT TO/TbKO C BK/THOUEHHbIM arp-suppression)
WEP-200L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHne HacTpoek)
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6.9 Hactpoiika WDS

© pu koHUryprposaHum WDS-coeAMHEHUS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHyo MHoOPMaLIMIO O HACTPOliKe pagnonHTepdieca Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# wlanl-wdsO0 (Bb160p ninHKa WDS. Bo3amoxHble 3HaveHnsa and Radio 2.4 [Tw;:
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WEP-200L(config):/interface/wlanl-wds0# wds

WEP-200L(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-unrepcpeiica
BCTPEUHOI TOUKN AOCTYNA, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU HA BCTPEYHOI TOUKE A0CTyna KoMaHay
monitoring radio-interface)

WEP-200L(config):/interface/wlanl-wds0/wds# exit

WEP-200L(config):/interface/wlan1-wdsO# common

WEP-200L(config):/interface/wlanl-wdsO0/common# enabled true (Bk/toueHve nuHka WDS. 719 OTKHOUEHWSA

BeeauTe false)

WEP-200L(config):/interface/wlanl-wdsO/commont# exit
WEP-200L(config):/interface/wlan1-wdsO# exit

WEP-200L(config):/interface# wlanl (npu Hactpoiike WDS Ha Radio 2.4 ', BBeguTe wlan0)
WEP-200L(config):/interface/wlanl# wlan

WEP-200L(config):/interface/wlanl/wlan# wds

WEP-200L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BLI60p pexvma 6ezonacHocTn WPA2.
Bo3MoXHble 3HauYeHus: WPA2, off — 6e3 naposisi)

WEP-200L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1t04/Naposib, He0OXo0ANMbIN A5
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WEP-200L(config):/interface/wlanl/wlan/wds# enabled true (Bk/toueHne WDS. [1/19 OTK/IHOUEHNS BBEAUTE
false)

WEP-200L(config):/interface/wlanl/wlan/wds# save (coxpaHeHvie HaCTpOekK)

HacTpoiika BCTPeUYHO TOYKU AoCTyna BbINOMHAETCA aHA/IOTMYHO.
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6.10 CuctemHble HaCTPOWKM

6.10.1 O6HoBneHue MO ycTpoincTea

OGHoBneHue MO Touku goctyna no TFTP

WEP-200L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue caiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WEP-200L-2.7.0_build_X.tar.gz)
WEP-200L(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WEP-200L(root):/# firmware upload http <URL ans ckaumBaHus pavina MO> (npumep: firmware upload
http http://192.168.1.100:8080/files/WEP-200L-2.7.0_build_X.tar.gz)
WEP-200L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-200L(root):/# firmware switch

6.10.2 YnpaBneHue KoHGUrypaumei ycTpoicTaa

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-200L(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WEP-200L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-200L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WEP-200L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpaiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-200L(root):/# manage-config apply (nprmMeHeHne KoHurypawmm Ha ToUKy A0CTyna)
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6.10.3 MNepe3arpy3ka ycTpoicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-200L(root):/# reboot

6.10.4 HacTpolika pexuma ayTeHTudnkaumm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WEP-200L(root):/# configure

WEP-200L(config):/# authentication

WEP-200L(config):/authentication# admin-password <HOBbIi naponb AN yyeTHOI 3anucu admin> (0T 1
[0 64 CUMBOJI0B, BK/1HO4AA NTaTUHCKME BYKBbI U LNpbI)

WEP-200L(config):/authentication# save (coxpaHeHVe HacTpoek)

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM nonb3oBaTENAM JOMKHA BbITh HA3HAYEHA OfHA U3 ABYX poneil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WEP-200L(root):/# configure

WEP-200L(config):/# authentication

WEP-200L(config):/authentication# user

WEP-200L(config):/authentication/user# add userX (rzae userX — ¥Ms HOBOWM Y4eTHOW 3anucu. [Ans yaaneHms
ncnonb3ynte komaHay del)

WEP-200L(config):/authentication/user# userX

WEP-200L(config):/authentication/user/userX# login userX (rae userX — VMsi HOBOV YHETHOW 3anmcu)
WEP-200L(config):/authentication/user/userX# password <Maponb Ana y4yeTHoi 3anucu userX> (0T 1 10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WEP-200L(config):/authentication/user/userX# role admin (nosiL30BaTes0 BbIAAKTCA NpaBa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WEP-200L(config):/authentication/user/userX# save (CoxpaHeHVe HacTpoek)
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Ansa ayteHTudmkauyum yepes RADIUS-cepBep HEO6X04MMO HACTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WEP-200L
WEP-200L

root):/# configure

config):/# authentication

WEP-200L(config):/authentication# radius

WEP-200L(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepsepa)
WEP-200L(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTOpbIiA
MCNOMb3YeTCA A18 ayTEHTUdINKaLMK 1 asTopusaumun. Mo ymonyaHuio: 1812)
WEP-200L(config):/authentication/radius# auth-password secret (rge secret — kntou 19 RADIUS-cepeepa,
MCNO/b3yEMOr0 ANS ayTeHTUmKauumn n astopmsauunn)

WEP-200L(config):/authentication/radius# exit

WEP-200L(config):/authentication# radius-auth true (Bk/toueHne pexvva ayteHTurkaum yepes RADIUS-
cepsep. Ana otkioyeHnsa seeguTe false)

WEP-200L(config):/authentication# save (coxpaHeHvie HacTpoekK)

e e e

o Mpu ayteHTUdmkaumm yepes RADIUS-cepBep He06X0AMMO 0643aTeNbHO Co34aThb JIOKa/IbHYHO YHETHYHO
3anucb, kotopas byaeT aHasiornMyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpy 3TOM B /I0Ka/IbHOW YYETHOW 3anucy 06513aTefibHO Ao/MKHA ObITh YKasaHa posb, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyuae ecnn RADIUS-cepBep okaxXeTcsa HeAOCTYNEH, ayTEHTUdINKALMS NPOAAET NO SIOKasIbHOW
YYETHOI 3anuncu.

6.10.5 HacTtpolika gatbl 1 BpeMeHu

KoMaHAbl AN HACTPOIiKM CUXPOHU3aL MU BpeMeHu ¢ cepBepom NTP

WEP-200L
WEP-200L
WEP-200L
WEP-200L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/10UeHVEe pexmva paboTtsl ¢ NTP)

config):/date-time# ntp

WEP-200L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepsepa)
WEP-200L(config):/date-time/ntp# alt-servers (ycTaHoBKa fonosHUTEbHBIX NTP-cepBepos)
WEP-200L(config):/date-time/ntp/alt-servers# add <fLlomeHHOe nms/IP-agpec NTP-cepBepa B
KOHdrypauumn> (cosgaHme pasgena KoHgurypaunum gononHutensHoro NTP-cepeepa. MakcumasibHoe
KonunyecTBo: 8. [1nsa yaaneHnst ucnosbayiite komaHay del)

WEP-200L(config):/date-time/ntp/alt-servers# exit

WEP-200L(config):/date-time/ntp#exit

WEP-200L(config):/date-time# common

WEP-200L (config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa BpemeHHo
30HbI)

WEP-200L(config):/date-time/common# save (coxpaHeHne HacTPOeK)

O e e e e
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6.10.6 [ononHuTesbHble HACTPOWKN CUCTEMBI

BkntoueHue rno6asibHOW n3onaumm

WEP-200L(root):/# configure

WEP-200L(config):/# system

WEP-200L(config):/system# global-station-isolation true (Bx/1t0ueHVe 1106a16HON N30ALUN TPpadnKa
Mexay KnmeHTamu pasHbix VAP 1 pasHbIX paanonHTepdieincos. na oTkaoueHns seeauTte false)
WEP-200Lconfig):/system# save (coxpaHeHve HacTpoek)

M3meHeHMe nMeHU ycTpoiicTBa

WEP-200L(root):/# configure

WEP-200L(config):/# system

WEP-200L (config):/system# hostname WEP-200L_room2 (r1e WEP-200L_room2 — HOBOE 1M YCTPOUCTBA.
MapameTp MOXET cogepXartb OT 1 40 63 CUMBOJIOB: IATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, Lndpbl,
3HaK geduc «-» (aedmnc He MOXET ObITb NOC/IEeAHNM CUMBOJIOM B MMeHu). Mo ymonyaHuto: WEP-200L)
WEP-200L(config):/system# save (coxpaHeHve HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WEP-200L(root):/# configure

WEP-200L(config):/# system

WEP-200L(config):/systemi ap-location ap.test.root (i/1e ap.test.root — foMeH y3na gepesa yCTPOUCTB
cucTeMbl ynpasiieHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WEP-200L(config):/system# save (coxpaHeHVe HacTpoek)

N3meHeHue Radius NAS-ID

WEP-200L(root):/# configure

WEP-200L(config):/# system

WEP-200L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rge Lenina_1.Novovsibirsk.root —
ngeHTudukarop gaHHol TA. MapameTp npeaHasHayveH ansa ngeHtudmkaumm yctpoiictea Ha RADIUS-
cepBepe, B cnyyae ecnm RADIUS oxumaaeTt 3HaveHune, oTinyHoe ot MAC-agpeca. Mo ymonyaHmto: MAC-

appec T/)
WEP-200L(config):/system# save (CoxpaHeHve HacTpoek)
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HacTtpoiika LLDP

WEP-200L(root):/# configure

WEP-200L(config):/# lldp

WEP-200L(config):/lldp# enabled true (Bk/t0ueHve doyHKUMOHaa LLDP. Ana oTkntoveHuns seegute false. o
YMO/14aHuIo: true)

WEP-200L(config):/lldp# tx-interval X (rge X — n3meHeHune nepuoga otnpasku LLDP-coo6LLeHWIA.
Bo3moXHble 3Ha4YeHus: 1-86400. Mo ymonyaHumto: 30)

WEP-200L(config):/lldp# system-name WEP-200L_reserv (rae WEP-200L_reserv — HOBOe 1Ms ycTporicTea. o
ymMmoi4aHmo: WEP-200L)

WEP-200L(config):/lldp# save (coxpaHeHVe HacTpoek)

6.11 HacTpolika napameTpoB NOpPTasibHOM aBTOpM3aLmm

HacTpolika napaMeTpoB NnopTanbHOIi aBTOpU3aLun

WEP-200L(root):/# configure

WEP-200L(config):/# captive-portal

WEP-200L(config):/captive-portal# ap-ip-alias <JoMeHHOe UMA> ([0MEHHOE 1M, Ha KOTopoe byaeT
coBepLUaTbCcs nepeHanpas/ieHne KIMEHTOB. Mo ymonyaHuto: redirect.loc)
WEP-200L(config):/captive-portal# tinyproxy-https true (Bk/iloueHne nepeHanpasnenns KIIMeHTOB Mo
npotokony HTTPS. s nepeHanpasneHns no npotokony HTTP BeeauTe false. Mo ymonyaHuto: false)
WEP-200L(config):/captive-portal# save (coxpaHeHve HacTpoek)

© DNS-3anpoc JOMEHHOr0 MeHM, ykasaHHOro B ap-ip-alias, GyeT nepexsayeH TO4Kol A0CTyna. Ha aToT
3anpoc 6yaeT oTnpas/eH OTBET, U B 0TBeTe byaeT IP-agpec Toukun goctyna.

HacTpolika UMeH NnapaMeTpoB, NepegaBaeMbiX Be6-CcepBepoM aBTopusauum

WEP-200L
WEP-200L

root):/# configure

config):/# captive-portal

WEP-200L(config):/captive-portal# web-redirector

WEP-200L(config):/captive-portal/web-redirector# param-names
WEP-200L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nmeHn
napameTpa, CoZlepXalllero UCXoAHbIi URL, 3anpoLUeHHbIi KNMeHTOM. KnueHT 6yaeT nepeaapecoBaH Ha
laHHbIA URL B Clyyae ycnewHoi aBTopum3aLuin)
WEP-200L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nveHu
napameTpa, cogepxatlero URL, kyaa byaeT nepeagpecoBaH K/IMEeHT B C/lyyae oLInbKM aBTopusaLmm)
WEP-200L(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nveHu
napameTpa, CoZlepXallero /I0rvH ANs KAneHTa)
WEP-200L(config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika nmeHu
napameTpa, CoZiepXallero naposb A8 KNNeHTa)
WEP-200L(config):/captive-portal/web-redirector/param-names# save (coxpaHeHne HacTpoek)

e e e

o HacTpoiika Hy>Ha, ecnvm nmeHa napameTpos B oTBeTe http ¢ kogom 302 otAnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLIMXCA TOYKOIN gocTyna.
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6.11.1 ¥YnpaBneHue noptasibHbIM CepTUIMKATOM

3arpyska cepTudukara gna pegupekta no HTTPS no tftp

WEP-200L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <Ha3sBaHue canna>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudpmkata ans pegupekta no HTTPS no http

WEP-200L(root):/# manage-certificates portal upload http <URL gnsa ckaumBaHua daiina MNO> (npuvep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTupaHue ceptucpmkaTta

WEP-200L(root):/# manage-certificates portal erase

6.12 HacTpolika cepuca APB

Cepsuc APB ucnonbayetcs An1s o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX/y TOYKaMm [0CTyna,
MOAK/THOUYEHHbIMU K CEPBUCY.

KomaHgb! Ans HacTpoiiku cepBuca APB

WEP-200L(root):/# configure

WEP-200L(config):/# captive-portal

WEP-200L(config):/captive-portal# apbd

WEP-200L(config):/captive-portal/apbd# roam_service_url <Aapec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-200L(config):/captive-portal/apbd# enabled true (Bx/1t0ueHvie cepeuca APB. [1na OTKIIOYEeHNs BBEAUTE
false)

WEP-200L(config):/captive-portal/apbd# save (coxpaHeHve HacTpoek)

6.13 HacTpoiika MeHeakepa NacCyBHOrO CKAHMPOBAHUSI PAANOOKPYKEHMS

[na ocywecTBNeHns NOCTOSHHOIO CKaHNPOBaHUS HA TOUKe A0CTyNa, HE06X0AMMO HACTPOUTbL MEHemXep
naccuBHOro ckaHnpoBaHus "scand".

KomaHpgb! gna HacTpoiiku scand

WEP-200L(root):/# configure

WEP-200L(config):/# scand

WEP-200L(config):/scand# neighbor-scan

WEP-200L(config):/scand/neighbor-scan# neighbor-scan-enabled true (true — Br/toueHve. [119 OTK/IHOUEHNSA
BeeauTe false)

WEP-200L(config):/scand/neighbor-scan# save (coxpaHeHne HacTpoek)
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6.14 MOHUTOPUHT

6.14.1 Wi-Fi knneHTbl

WEP-200L(root):/# monitoring associated-clients

index | ©

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | 32:5b:60:62:e0:a4
interface | wlan6-vao

rfid | ©

wid | ©

band | 2.4

ssid | WEP-200L_2.4GHz-test
ip-addr | 192.168.1.15
authorized | false
captive-portal-vap | true
enterprise-vap | false

mfp | false
rx-retry-count | 27

tx-fails | ©
tx-period-retry | 11
tx-retry-count | ©

rssi-1 | -40

rssi-2 | -40

rssi | -40

snr-1 | ©

snr-2 | ©

tx-rate | MCS6 NO SGI 58.5
rx-rate | MCS7 NO SGI 65
rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:00:13
multicast-groups-count | 4
wireless-mode | n
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
perftest-capable | false
dhcp-request-status | obtained
dhcp-start-packet-type | request
dhcp-start-delay | 310
dhcp-start-duration | ©
dhcp-end-duration | 1
link-capacity | 100
link-quality | 100
link-quality-common | 100
actual-tx-rate | 17
actual-rx-rate | 13
shaped-rx-rate | 14
actual-tx-pps | 6
actual-rx-pps | 7
shaped-rx-pps | 7

name | ©
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Counter Transmitted
Total Packets: 80

TX success: 100
Total Bytes: 25744
Data Packets: 75

Data Bytes: 23513
Mgmt Packets: 5

Mgmt Bytes: 281
Dropped Packets: 0
Dropped Bytes: 0

Lost Packets: 0

Rate Transmitted
dsssi1 0 |
ofdmé 6 |
ofdm24 0 |
mcs4 0 |
mcs6 2 |
mcs7 85 |

Multicast groups:

MAC IP
33:33:00:00:00:FB XXX.0.0.251
33:33:FF:1A:92:E3 XXX .26.146.227
33:33:FF:95:B9:3A XXX .149.185.58
01:00:5E:00:00:FB XXX.0.0.251

PykoBoacTso no akcnayatauun WEP-200L

Received
165
23656
98
19343
67
277
0]
0]

Received

7

7

63

4

0]
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6.14.2 WDS

WEP-200L(root):/# monitoring wds-entries

index | ©

interface | wlanl

state | WIFI_WDS

hw-addr | cc:9d:a2:dd:00:b5

ip-addr | 100.110.0.227

hostname | WEP-260L

authorized | false

captive-portal-vap | false

enterprise-vap | false

rx-retry-count | 10304

tx-fails | ©

tx-period-retry | 38

tx-retry-count | 86

rssi-1 | -29

rssi-2 | -36

rssi-3 | -40

rssi-4 | -36

snr-1 | 38

snr-2 | 37

snr-3 | 36

snr-4 | 36

wds-interface | wlanl-wdso

tx-rate | VHT NSS2-MCS8 SGI 173.3

rx-rate | VHT NSS2-MCS8 NO SGI 156

rx-bw | 26M

rx-bw-all | 26M

tx-bw | 26M

uptime | 00:00:16

multicast-groups-count | ©

wireless-mode | ac

eltex-firmware-version | 1.5.0 build X

eltex-board-type | WEP-260L

perftest-capable | false

snr-rssi-capable | false

link-capacity | 33

link-quality | 97

link-quality-common | 97

actual-tx-rate | 281

actual-rx-rate | 12437

shaped-rx-rate | ©

actual-tx-pps | 116

actual-rx-pps | 16846

shaped-rx-pps | ©

name | ©

Rate Transmitted Received

Total Packets: | 1799 | 299260 |
TX success: | 100 | |
Total Bytes: | 514926 | 37828573 |
Data Packets: | 1796 | 299256 |
Data Bytes: | 457310 | 28251999 |
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Mgmt Packets: | 3 | 4 |
Mgmt Bytes: | 144 | 408 |
Rate Transmitted Received

ofdmé | 3 | 0% 3484 | 1%
ofdms4 | 151 | 8% 0| 0%
nssl-mcsl | 30 | 1% 0 | 0%
nssl-mcs2 | © | 0% 176 | 0%
nssl-mcs3 | © | 0% 132 | 0%
nssl-mcs4 | © | 0% 223 | 0%
nssl-mcs7 | © | 0% 87 | 0%
nss2-mcso | © | 0% 64 | 0%
nss2-mcsl | 66 | 3% 123 | 0%
nss2-mcs2 | 177 | 9% 183 | 0%
nss2-mcs3 | © | 0% 310 | 0%
nss2-mcs4 | © | 0% 665 | 0%
nss2-mcs5 | 447 | 24% 1318 | 0%
nss2-mcsé6 | © | 0% 4837 | 1%
nss2-mcs7 | 292 | 16% 31002 | 10%
nss2-mcs8 | 633 | 35% 256655 | 85%

6.14.3 WHbopmaLmsa 06 ycTpoincTee

WEP-200L(root):/# monitoring information

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

08:16:34 24.04.2025

8 d 21:29:58
WEP-200L

2.7.0 build X
2.7.0 build X
2.7.0 build X

memory-usage 73
memory-free 28
memory-used 79
memory-total 108
cpu-load 2.0
cpu—-average 1.33
is-default-config false
vendor Eltex
device-type Access Point
board-type WEP-200L
hw-platform WEP-200L

factory-wan-mac
factory-lan-mac

E8:28:ClixX:iXX:XX
E8:28:ClixX:iXX:XX

factory-serial-number WP3C00O555
hw-revision 1v3
session-password-initialized false
ott-mode false

last-reboot-reason
test-changes—-mode

firmware update

false
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6.14.4 ViHpopmaLmsa o cepTudankarax

WEP-200L(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E201D050
subject: /CN=68:13:E2:01:D0:50
not-before: Jan 1 00:00:00 1970 GMT
not-after: Mar 31 14:28:02 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true

PykoBoacTBO no akcnyatauun WEP-200L

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: AD4C597BEGD04958

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:44 1970 GMT
not-after: Jan 18 00:00:44 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: DDDDOOB627AEO3BC
subject: /CN=redirect.loc/O=Eltex Ent
not-before: Apr 24 07:46:06 2025 GMT
not-after: Mar 31 07:46:06 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: 8737D51F860832B2
subject: /CN=x.*x/0=Eltex Ent
not-before: Jul 9 13:26:36 2024 GMT
not-after: Jun 15 13:26:36 2124 GMT
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6.14.5 CeteBas UHpopmaums

WEP-200L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | ec:bl:e®:xx:xx:xx
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-200L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-200L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WEP-200L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WEP-200L(root):/# monitoring lldp

Port Device ID Port ID System Name Capabilities TTL

6.14.6 becnpoBoAHble NHTEpPOENCHI

WEP-200L(root):/# monitoring radio-interface

name | wlanoe
rfid | ©

status | on

band | 2.4 GHz
hwaddr | CC:9D:A2:xx:xX:XX
tx-power | 4 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 1
frequency | 2412 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 41

mode | b/g/n
name | wlani
rfid | 1

status | on

band | 5 GHz
hwaddr | CC:9D:A2:xx:xX:XX
tx-power | 19 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
noise-3 | -100 dBm
noise-4 | -100 dBm
channel | 48
frequency | 5240 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 33

mode | a/n/ac

101



6.14.7 XXypHan cobbITuii

WEP-200L(root):/# monitoring events

Jan 23 00:00:

Jan 23 00:00:
successfully.

Jan 1 03:00:

Jan 1 03:01

Jan 23 07:17

E4:0E:EE:BD:AE:6B ssid:

07 WEP-200L daemon

09 WEP-200L daemon

14 WEP-200L daemon

:17 WEP-200L daemon
lease on 192.

168.1.15.

.info

.info

.info

.info

PykoBoacTBO no akcnyatauun WEP-200L

syslogd[925]: started: BusyBox v1.21.1

configd[955]: The AP startup configuration was loaded

networkd[987]: Networkd started

networkd[987]: DHCP-client: Interface br0 obtained

:14 WEP-200L daemon.info monitord[1055]: event: 'associated' mac:
'"WEP-200L_2.4GHz' int0
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6.14.8 CkaHupoBaHue admpa

PykoBoacTBO no akcnyatauun WEP-200L

€@ Bo Bpems ocylLECTBNEHNS aKTUBHOTO CKaHMPOBaHUs acupa paavouHTepdeiic ycTpoiicTea GyaeT
OTK/IFOYEH, UTO NMPUBELET K HEBO3MOXHOCTY nepefayun gaHHbix Ao Wi-Fi knneHToB BO Bpems

CKaHMpOBaHWs1.

AKTUBHOE CKaHUpoBaHue 3chupa

WEP-200L(root):/# monitoring scan-wifi

SSID Mode Security BSSID
AP wpa/wpa2-1x
AP wpa2-1x
AP wpa2
AP wpa2
AP wpa2/wpa3-1x  68:13:
AP off
AP off
AP off
AP wpa2-1x :
AP wpa2/wpa3-1x  68:13:
AP off EC:B1:
AP wpa2 68:13:
AP wpa,/wpa2 63:13:
AP off 68:13:
AP wpa2-1x EC:B1:
AP wpa/wpa2-1x 68:13:
AP wpa2 68:13:
AP off EC:B1:
AP wpa2 E@:DO:
AP off CC:9D:

MaccuBHoOe ckaHUpoBaHue ahupa

Channel RSSI, dBm Bandwidth, MHz

11 -45
6 -46
1 -47
6 -48
6 -49
1 -50
11 51
1 53
6 -53
44 -38
48 -38
36 -39
48 -40
36 41
44 41
a8 41
40 a2
44 42
44 -43
40 -50

[MpeaBapuTensHO HEO6XO,£I,I/IMO BKHOUYNTb MeHEKEP NacCUBHOINO CKaHMPOBaHNA PaaNOOKPYXEHUA.

WEP-200L(root),/# monitoring neighbor-ap

SSID Privacy BSSID

8 EC:B1:EG:8B:82:
1 EC:B1:E@:209:A9:
1 B4:B@:24:F@:1C:
1 68:13:E2:13:9C:
1 E2:D9:E3:98:36:
8 E2:DO:E3:0F:51:
1 EC:B1:E@:16:3A:
1 68:13:E2:28:8B1:
3] EC:B1:E@:16:61:
1 68:13:E2:02:EA:
1 68:13:E2:35:21:
1 E4:5A:D4:DE:56:
1 68:13:E2:28:0D:
1 EC:B1:E@:16:3A:
1 68:13:E2:03:40:
1 EC:B1:EG:21:78:
8 E8:28:C1:FC:D6:
1 EC:B1:E0©:09:2D:
3] EC:Bl:E@:0C:88:
8 EC:B1:EB:0C:88:
1 EC:B1:E@:16:3A:
1 68:13:E2:0F:48:
2] E8:28:C1:DA:CA:
1 ES:28:C1:ED:47:
8 ee:E@:4C:86:70:
1 68:13:E2:0D:DE:
1 68:13:E2:13:A8:
1 68:13:E2:209:A3:

Channel

WO R R W W

[E—
Sy

13

RSST, dBm
-30
-65
-61
-58
-62
53
-63
-65
-64
-34
58
-65
-56
-68
-8
-46
-34
-63
-48
-ag
-63
-4z
-56
-57
54
59
a0
-3g

Bandwidth, MHz Last seen time
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6.14.9 CnekTpoaHanusaTop

CnekTpoaHanM3aTop npefocTaBnaeT MHpopmMaLmio 0 3arpy>eHHOCTM KaHau10B B AnanasoHax 2.4 n 51w,
Pe3ynstar BbIBOAMTCA B NPOLEHTAX.

@ Bo Bpems pa6oTbl cnekTpoaHanMaaTopa NPOUCXOAUT OTK/IIOUEHNE BCEX KIMEHTOB OT TOUKM JOocTyna.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.
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© CnexrpoaHanusatop paboTaeT ToNbKO Ha TeX kaHanax, KoTopble yKasaHbl B napameTpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO A4S
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4To6b! 6611 NPOU3BEAEH aHa/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
pagnovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbTaTtoB paboTbl CNEKTpOaHaM3aTopa BepHUTe
3Ha4yeHune use-limit-channels o6paTHO K UCXoQHOMY 3HaYEHMO true.
C 6o0nee noapo6HOI MHdhopMaLmeil 0 HacTpoike pagnonHTepdeiica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-200L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136| 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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6.14.10 Mony4yeHune OTNALOYHON UHhOpMaLMK

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WEP-200L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii oT1aflouHble AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.
MonyunTb apxuB troubleshooting.tar.gz ¢ ycTpoiicTBa MoXHO no npotokosy TFTP Ha cepsep.

KomaHga ans nonyyeHus oTn1afouHol MHgopmaumm

WEP-200L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |*xxkkxkkkxkkkxkkkxkkkxkkkxkkkx**| 62755 0:00:00 ETA
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7 BcnomoratenbHble YyTUANTBI

7.1 YTunuta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccCupoBKu

WEP-200L(root):/# traceroute <TecTUpyeMblii XOCT>

Mpumep ncnonb3oBaHUA

WEP-200L(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms x

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4 b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

7.2 Ytnnuta tcpdump
YTunuta tcpdump no3eosseT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM UHTepdelice.

MonyunTb NOACKa3Ky No paboTe C YTUIUTON MOXHO KOMaHoi:

WEP-200L(config):/# tcpdump --help

7.2.1 3axsart Tpachmka c /11060ro akTMBHOro nHTepderica

Hanpumep, Moxem BKIHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WEP-200L(root):/# tcpdump -i ethO

7.2.2 CHudpep adhupa

© Ha T/ gonxeH 6bITb BKOYEH Mto6oii VAP B TOM AnanasoHe, oTKyga cobrpaeMcs 3axBaTbiBarh
Tpaduik.

Heobxoanmo BKNKUYUTL crieumasbHblil UHTEPMEIC, KOTOPbIR yiaBnmMBaeT Bce nakeTbl U3 achupa, Ha paboyem
KaHase T/A.
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KomaHAab!

WEP-200L(root):/# configure

WEP-200L(config):/# interface

WEP-200L(config):/interface# radioX (21715 avanasoHa 2.4 [Ty, — radio0, 115 5 [T, — radiol)
WEP-200L(config):/interface/radioX# common

WEP-200L(config):/interface/radioX/common# enabled true

Mpumep KOMaHAbI

WEP-200L(root):/# tcpdump -i radiol

7.2.3 HacTpolika yaaneHHol 3anucy gamna Tpadmka

B pa3pgene remote-capture BbINONHAETCA YAasIeHHasa 3anvchb fgamna Tpaduka.
YcTpoiicTBo nogaepxusaeT npotokon RPCAP, no3sonstowmii Npom3soamnTb 3annck gamna Tpaduka ¢
nHTepdenca ycTpoincTea Ha yaaneHHON MallnHe B peXnme OHNawH.

© /115 ypanéHHoro 3axeara NakeToB ¢ pagvonHTepdeiicoB HE0GXOAMMO NOAHATL MHTepdelickl radiol 1/
nnu radio1 13 npeabigyLLero nyHkTa.

KomaHgb! ANnA HacTPOIiku remote-capture

WEP-200L(root):/# configure

WEP-200L(config):/# remote-capture

WEP-200L(config):/remote-capture# enabled true (true — Bk/oueHune. 19 oTkNoveHns seeguTe false)
WEP-200L(config):/remote-capture# disable-authentication true (onys no3eBongeT oTKNHUNUTE TpeboBaHue
ayTeHTuduKalmm npu go6aBNeHUN yaasrieHHOro nHTepdieica Ha yaaneHHom xocTe. o ymonuyaHuio: false
— ayTeHTUdmKaums 3anpalivBaeTcs)

WEP-200L(config):/remote-capture# port 2002 (2002 — HOMep NopTa, KOTOPbIA CAYXUT A1 NOAKNHOYEHUS
yAQNIEHHON MallUWHbI. MapaMeTp NpUHMMAET 3HavyeHus oT 1025 Ao 65530. Mo ymonuaHuio: 2002)
WEP-200L(config):/remote-capture# save (COXpaHeHne HaCTPOeK)

[na ypanénHoro nogknoveHus ncnosb3osats RPCAP-npoTokon, ykasatb IP-agpec ycTpoiictsa v nopt. Ans
3TOro, HanprMep, MOXHO 1cnonb3osatb nporpammy Wireshark. 3atem Heo6xo4MMO NOYUYUTb CNUCOK
NHTepdencoB A18 CHUGIMHIa OT YCTPONCTBA, BblOGpaTb OA4MH U3 HUX U 3anyCTUTb CHATME famna C
yAaIeHHOro nHTepdelica.
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7.3 Ytunuta iperf

[JaHHas yTunmTa ncnonb3yetcs AJis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpaensiowas CTopoHa Ha3bIBAETCS K/IMEHTOM, MPUHUMAtOLLAst — CePBEPOM.

Monyuntb NoAackasky no paborte ¢ yTUIMTON MOXHO KOMaHAOIA:
WEP-200L(root):/# iperf --help

Mpumep 3anycka notoka Tpadomka ¢ T Ha cepBep:

HacTtpoiika cepBepa Ha npuém Tpadmka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOpOHY cepBepa

WEP-200L(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-afpec cepBepa)

7.4 HacTtpolika pexvuma Radar

®YHKUMOHaN NpeAHasHaveH ans cbopa MHopMaLmmn 0 KIIMEHTCKMX YCTPOMCTBAX B 30HE AeCTBUS TOUKM
JocTyna u nepefayn faHHbIX Ha CepBeEP-KOMIEKTOP.

7.4.1 HacTpoiika pagapa ¢ oTnpaBKol AaHHbIX No npotokony HTTP

KomaHab! AnAa HacTpoiiku cpyHkumoHana Radar (HTTP/HTTPS)

WEP-200L(root):/# configure

WEP-200L(config):/#radar

WEP-200L(config):/radar# enabled true (Bk/itoueHve yHkuoHana radar. Ans otknoveHns seeaute false)
WEP-200L(config):/radar# url http://host:port/service (ykasbiBaeTca URL-CcCbI/Ika Ha cepBuc, KOTOPLIN ByaeT
npuHMMaThb JaHHble OT TOYKM gocTyna B JSON-thopmare. Nepenayvya Bo3moxkHa no HTTP/HTTPS)
WEP-200L(config):/radar# scan-interface all (nHTepdeiic, Ha koTopom ByaeT paboTarb ckaHVpoBaHye.
Bo3moXxHble 3HaYeHus: wlan0 — nHtepdeiic 2.4 I'u, wlanl — nHtepdoeic 5 I'u, all — oAHOBPEMEHHO
24TTyn5ITw)

WEP-200L(config):/radar# send-interval 1 (nHTepBas1 OTNPaBKY AaHHbIX Ha KOIJIEKTOP. 3HaYeHne 1o
YMOJ/I4aHWIO: 5 CEKYHA)

WEP-200L(config):/radar# mac-source "probe data" (8b160p Tvna gaHHbIX cobupaembix B achrpe.
Bo3MoXHble 3HaueHus: probe — To/bKO probe request, assoc — TO/bKO Assoc, data — TonbKo data, all — Bce
TUMbI NAKETOB)

WEP-200L(config):/radar# scan-channel-timeout 1000 (Bpenvs, BbiAe/IeHHOe Ha CKaHpoBaHue 0f4HOro
KaHana. 3HauyeHue no ymonyaHuto: 200 Mc)

WEP-200L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 A/15 CKaHMpPOBaHNA B AvanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYIMHbIE KaHasbl)

WEP-200L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (kaHa/ /15 CKaHNPOBaHWS B AManasoHe 5
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe AO0CTYMNHbIE KaHaslbl)

WEP-200L(config):/radar# save (coxpaHeHne HacTpoek)
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7.4.2 HacTtpoiika pafapa c OTnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WEP-200L(root):/# configure

WEP-200L(config):/# radar

WEP-200L(config):/radar# url mqtt://host:port/service (ykazbiBaetca URL-cCbI/ika Ha cepBuc, KOTOPLIN
6yaeT NpuHMMaTh AaHHbIe OT TOYKU AOCTYna no NpoTokony MQTT. Mpumep: mqatt://rtls.eltex.nsk.ru:1883/)
WEP-200L(config):/radar# mqtt-username eltex (Vs nosb30BaTeNA: HEOOXOANMO [J15 aBTOPU3aLMN Ha
cepBuce-KosekTope)

WEP-200L(config):/radar# mqtt-password Password (naposib: HeobxoAnm [J/15 aBTopr3aLmmn Ha cepsurce-
KoniekTope)

WEP-200L(config):/radar# mqtt-topic input_mqtt_topic (ykassiBaercs URL-naeHTUnKaTop cyLHoCcTen B
obmeHe mexay T/, 1 KoniektopomM no MQTT-NpoToKoy)

WEP-200L(config):/radar# scan-mode passive (pexxvm paboTsl pagapa, rae active — Touka [0cTyna T0/1bKO
CKaHupyeT ahmp 1 He NpefocTaB/IeT CEPBUC KNIMEHTaM; passive — TOUKa JoCTyna npegocrasniser
CepBuC KNneHTam, aoup He CKaHupyeT, nepesaeT faHHbIe MO NOAKNHYEHHbIM K/IMeHTam)
WEP-200L(config):/radar# scan-interface all (nHTepdeiic, Ha koTopom ByaeT paboTarb ckaHVpoBaHue.
Bo3moXxHble 3HaveHus: wlan0 — nHtepdelic 2.4 ', wlanl — nHtepdoeic 5 INu, all — ogAHOBPEMEHHO
24TTyn5ITw)

WEP-200L(config):/radar# send-interval 1 (nHTepBas1 OTNPaBKY AaHHbIX Ha KOIJIEKTOP. 3Ha4YeHne rno
YMOJ/IHaHWIO: 5 CEKYHA)

WEP-200L(config):/radar# mac-source "probe data" (8b160p T1na gaHHbIX, cobupaembix B achmpe.
Bo3MoXHble 3HaueHus: probe — To/1bKO probe request, assoc — T0O/1bKO Assoc, data — To/bKO data, all — Bce
TUMbI NAKETOB)

WEP-200L(config):/radar# scan-channel-timeout 1000 (Bpenvs, Bbige/IeHHOe Ha CKaHpoBaHue 04HOro
KaHana. 3Ha4yeHue no ymonyaHuto: 200 Mc)

WEP-200L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 415 CKaHMpPOBaHNA B AvanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYIMHbIE KaHasbl)

WEP-200L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (kaHaU1 [1/151 CKaHMPOBaHNS B AnanasoHe 5
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe AO0CTYMNHbIE KaHaslbl)

WEP-200L(config):/radar# scan-min-signal -80 (nopor ypoBHs curHasia. Eciiv Touka gocTyna BUANT KIneHTa
C YPOBHEM HWXe yKkaszaHHOro, MAC-apec K/iMeHTa He nepefaeTcs Ha KOIJIEKTOP, U KIIMEHT He cuuTaeTcs
0GHapyXeHHbIM. Mo ymonyaHuio: 0, PYHKLMOHAN OTK/IHOYEH)

WEP-200L(config):/radar# enabled true (Br/itoueHve yHkuoHana radar. Ans otknoveHns seeaute false)
WEP-200L(config):/radar# save (coxpaHeHne HacTpoek)
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8 Cnncok nameHeHun

Bepcus gokymeHTa J[lata Bbinycka

Bepcusa 1.7

Bepcua 1.6

05.2025

12.2024

PykoBoacTBO no akcnyatauun WEP-200L

CopepxaHne n3MeHeHwui

CuHxpoHu3auus ¢ Bepcueii MO 2.7.0

[obaBneHo:

6.2.2 HacTpoiika yaanéHHoro ynpaesneHus

6.8 HacTpoiika pennavkaunm ARP

6.13 HacTpoiika MeHemkepa naccnMBHOIO CKaHUPOBaHWST PafanOOKPYKEHNS

Vi3meHeHo:

6.3.4 HacTpoiika VAP c nopTasibHoi aBTOpm3aumeli

6.3.5 HacTpoiika VAP c BHellHel nopTasibHOWM aBTOpU3aLuer
6.3.6 Hactpoiika gononHutensHoro RADIUS-cepsepa Ha VAP
6.14 MOHUTOPUHT

6.14.8 CkaHnpoBaHve athmpa

CuHxpoHu3aums ¢ Bepcuein MO 2.6.2

[ob6aBneHo:

6.7 Hactpoiika pennvkaumm DHCP

6.13.10 MonyyeHne oTNaA04HON nHGOPMaL MK

7.4 HacTtpoiika pexuma Radar

7.4.1 HacTpoiika pagapa c oTnpaBKoi AaHHbIX No npotokony HTTP
7.4.2 HacTpoiika pagapa ¢ oTnpaBKoit AaHHbIX No npoTtokony MQTT

Vi3meHeHo:

5.6.2 NMoagmeHio «VAP»

6.3.7 JononHuTenbHble HacTpoikn VAP

6.4 HacTpoiika AirTune

6.12 HacTpoiika yganeHHoli 3anucu gamna Tpaduka
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Bepcua 1.5

Bepcua 1.4

06.2024

01.2024

PykoBoacTBO no akcnyatauun WEP-200L

CuHxpoHu3auus ¢ Bepcueii MO 2.5.2

[obaBneHo:

6.3.5 HacTpoiika VAP ¢ BHeluHeli nopTasibHOW aBTopu3almeri
6.8 HacTtpoiika napameTpoB nopTasibHOI aBTopr3aLmm
6.8.1 YnpaBneHue noptasibHbIM cepTudmKaTom

7 BcnomoraresbHble YTUANTSI

7.1 YTunurta traceroute

7.2 Ytnnuta tcpdump

7.2.1 3axsart Tpaduka c N1060ro akTMBHOIO MHTEpdelica
7.2.2 CHudppep achupa

7.3 Ytnnurta iperf

Vi3meHeHo:

2.4 InarpaMmbl Hanpas/IeHHOCTU

6.3.6 [lononHuTenbHble HacTpoiikn VAP
6.4 HacTtpoiikn Radio

6.7.5 HacTpoiika gatbl 1 BpeMeHu
6.11.4 VIHchopmaums o cepTudpmkaTax
6.11.6 BecnpoBogHble MHTEPIENCHI

CuHxpoHu3saums ¢ sepcuein MO 2.3.2
[o6aBneHo:
6.9.4 NIHhbopmaums o cepTudpmkaTax

Vi3meHeHo:

5.4.8 NogmeHto «NHbopmaunsi 06 ycTpoiicTBe»

5.6.2 MNMogmeHio «VAP»

6.3 HacTpoiika BUpTYyasibHbIX Touek goctyna Wi-Fi (VAP)
6.3.1 HacTpoiika VAP 6e3 ungpoBaHus

6.3.2 HacTpoiika VAP c pexnmom 6e3zonacHoctn WPA-Personal
6.3.3 Hactpoiika VAP c Enterprise-aBTopusauueii

6.3.4 Hactpoiika VAP c noptasibHOl aBTOpr3auneii
6.3.5 [lononHuTenbHble HacTpoiikn VAP

6.4 HacTpoiikn Radio

6.4.1 JononHuTtenbHble HacTpoiikn Radio

6.6 HacTtpoiika WDS

6.9.3 NHdhopmauust 06 ycTpoiicTBe

6.9.6 BecnpoBofHble NHTEpPIECHI
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Bepcua 1.3

Bepcua 1.2

Bepcua 1.1

Bepcua 1.0

09.2023

04.2023

03.2023

10.2022

PykoBoacTBO no akcnyatauun WEP-200L

CuHxpoHu3auus ¢ Bepcumeit MO 2.2.0
[obaBneHo:
5.9.2 MoameHto «AirTune»

Vi3meHeHo:

5.4.4 NMoameHto «CKkaHnpoBaHue acupar
5.5.3 NoameHto «1onoNHUTENBHO»

5.6.2 NMoameHo «VAP»

6.2 HacTpoiika ceTeBbIX NapaMeTpoB

6.3.5 lononHuTeneHble HacTpoiikn VAP
6.7.6 lonoNHWTENbHbIE HACTPOINKN CUCTEMBI
6.9.1 Wi-Fi knneHTbl

6.9.4 CeTteBas nHgopmaums

CuHxpoHusaums ¢ sepcuein MO 1.7.1
Vi3meHeHo:
6.7 CCTEMHbIE HACTPOIKK

CuHxpoHu3auus ¢ Bepcueii MO 1.6.2
[Jo6asneHo:

6.5 Hactpoiika DHCP onuun 82
VicnpasneHo:

5.5 MeHto «Radio»

5.6.2 NoameHio «VAP»

CuHxpoHu3auusa ¢ Bepcmeli MO 1.5.1
MepBas nyb6nvkaums

Bepcusa nporpammHoro obecneyexus 2.7.0
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads
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