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1 AHHOTaUMSA

KpaTtkoe pykoBOACTBO Mo HacTpoiike WOP-12ac

B HacTosiLeM PYKOBOACTBE NpMBOAUTCS creaytowast MHopmaums:

* yCTaHOBKa ¥ NoAKNHOYEHNE YCTPOICTBA;
* nopgkntoyeHune K web-nHtepcpeiicy WOP-12ac;
* HacTpoiika ceTeBbIx NnapameTrpoB WOP-12ac;

* 06HOBNEHME NporpammHoro obecneveHus WOP-12ac;

+ HacTtpoiika SNMP;

* HacTpoiika 6ecnpoBOAHbIX NHTePIelicoB (pexnm paboThbl, Nonoca);

* HaCTDOIZKa BUPTYaU/TIbHbIX TOHEK O0CTYNa,

* MOHUTOPUHI OCHOBHbIX NapameTpoB GECMNPOBOAHON CETU.

B pyKkoBOACTBE ONUCLIBAETCA BapvaHT HACTPOIiKM TOYKM AocTyna 6e3 ncnonb3oBaHms SoftWLC.

B kayecTBe npumepa 6y,qu paccMoTpeHa cxema, npeacras/ieHHas Ha pucyHke 1.

2.4 My 40MFy

FreeNetwork

Ge3 noponA u wuhposaHu

Toyka gocTyna

locreBas (ﬁ WOP-12ac
cetb 1

¢

ID: work PoE switch
WPA/WPA2

Pabouas
cetb 1

192.168.100.3

FreeNetwork - 1VLAN
WorkNetwork - 100 VLAN
Management VLAN - 10 VLAN

5y 80MIy

55ID: Fre

work
bes napona u wudposaHua

locTeBan
cetb 2

.

Pabouan
cetb 2

PucyHok 1 — MpuMep KoHdUrypaumm cetu

Tabnuua 1 — MNpumep KoHgUrypauum 6ecnpoBOHOR ceTn

Tun cetn Ncnonb3yemasn

VLAN

BHYTpeHHsIst KoprnopaTuBHas 6ecnpoBogHas cetb, 100
ncnonb3syowas amanasorbl 2.4 n 5w,

Vi3onnpoBaHa OT Apyrnx rocTeBbIx ceTei. s
NOAKNIOYEHNS TpebyeTca aBTopu3aums

nosib3oBaTesnia no naponto. CeTb CAYXAUT ANA
6e30nacHoro o6mMeHa JaHHbIMU Mexay

BHYTPEHHMUM NepcoHasIoM KOMMaHuu.

locTeBas 6ecnpoBofHas CeTb, UCMONb3YyoLLasn 1 (6e3 VLAN)

AmanasoHbl 2.4 n 5 Ty, He TpebyeT aBTOpU3aumm
no naponto. CNyxuT AN NOAKIHEHNS NH0ObIX
nonb3oBareneil Co CTaHAAPTHLIMY
6€ecnpoBOAHbIMY rafpKeTamm K 06LLeRn ceTu, oTKyaa
MOXHO BbIATW, Hanpumep, B VIHTepHeT.

Ucnonb3yembii  Micnonb3oBaHue

SSID wuncppoBaHus/
aBTopusauum no
naposnto

WorkNetwork WPA/WPA2

FreeNetwork OrtcyTtcTByeT
wndpoBaHme u
aBTopu3auus

[ns BbINO/THEHUA HACTPOKK noTpebyeTtcs MK, umerowwmii AoCTyn K ycTpoiicTBy no Ethernet u no6oi

yCTaHOB/EHHbIN 6pay3ep, Hanpumep, Firefox, Opera, Chrome.
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2 lMpaBuna 1 pekoMeHaaumm no ycTaHoBKe yCTpPOncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

2.1 VIHCTpYKUMM NO TEXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. HesapgeicTBOBaHHbIE aHTEHHbIE pa3beMbl TpebyeTcs 3akpbITb 3aMTHONM KPLILLKOW, KOTOpas BXOAUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

3. He npoussoauTe ycTaHOBKY JAHHOIO YCTPOCTBA BO BpeMs rpo3bl. MOXeT cyLecTBOBaTb PUCK yaapa
MOJTHUEN.

4. Heobxogmmo cobntogate TpeboBaHms N0 HAMPSHXKEHUIO, TOKY U YacToTe, yKa3aHHble B faHHOM
NHCTPYKUNN.

5. TMNepepn nogxntoyeHneM K YCTPOCTBY M3MEPUTENbHBIX MPUGOPOB U KOMMbIOTEPa, UX HE06X0AUMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
N3MepUTeNbHbIX MPUOPOB He A0/HKHA npesbiwaTh 1B.

6. Mepep BKIOYEHMEM YCTPOICTBA yOeanTbLCA B LLe/IOCTHOCTU Kabesnei n nx HageXHoM KpenaeHun K
pasbemam.

7. He yctaHaBnmBaiiTe yCTPONCTBO PALAOM C MCTOYHUKAMU Tern/ia 1 B NOMELLEHUAX C TeEMNepaTypoi Huxe
-40 °C wnu Bbiwe 60 °C.

8. B0 Bpems MOHTaxa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLMAX CriefyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

9. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

10. Mopxntoyatb K yCTPOMCTBY TOSbKO rofHOE K NPYMEHEHWIO BCoMoraTe/ibHoe 06opyfoBaHue.

2.2 PekomeHAauuu No ycTaHOBKe

1. PekomeHAyemoe ycTaHaBIMBaeMoe NosioKeHue: KpenseHne Ha Tpy6oCTolKy/CToNG Nnn CTeHy.
Mepepn ycTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO Ha Haslnune
BUAVMbIX MEXAHUYECKMX NOBPeXAeHUA. B cnyyae Hamumns noBpexaeHnin cnegyeT npekparuTb
yCTaHOBKY YCTPOWNCTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCA K NOCTaBLUNKY.
3. Mpu pa3meLLeHnn ycTpoinctea Ans obecneveHns 30Hbl NOKpbITUA cetn Wi-Fi ¢ Hannyuwmmm
XapakTepucTvkamMu yuntbiBaTe cneayolme npasuna:
a. YctaHaBnuBaiTe yCTPOICTBO B LEHTPE 6GECNPOBOAHON CETY;
b. MuHummanpyiite uncno nperpag (CTeHbl, NOToNkK, Mebenb 1 apyroe) mexay WOP-12ac n gpyrumu
6ecnpoBoAHbIMY CETEBLIMU YCTPOCTBaMU;
c. He ycTtaHaBnuBaliTe ycTpoiicTBO B6/IM3M (NOpsaaKa 2 M.) 3/1eKTPUYECKMX 1 PaanoyCTPOIACTB;
d. He pekomeHayeTcsi 1CNONb30BaThb pagnoTenedoHbl U Apyroe 060pyaoBaHne, paboTarLlee Ha
yacTtote 2.4 'y, 5 'y, B pagnyce aelicteus 6ecnposogHoii cetn Wi-Fi;
e. MpenAatcTBusA B BUAE CTEK/ISAHHbIX/METaIINYECKUX KOHCTPYKLMI, KUPNUYHBLIX/OGETOHHbIX CTEH, a
Takke eMKOCTM C BOAOW 1 3epKasia MOryT 3HaumMTeNlbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.
4. Tpy pa3mMeLLeHn HECKOIbKNX TOYEK pagunyc COTbl LO/DKEH NepeceKkaTbcs ¢ COCeHel COTO Ha YPOBHe
0T -65 0 -70 abMm. lonyckaeTca yMeHbLUEHNEe YPOBHSA curHana fo -75 Abm Ha rpaHuuax cot, ec/in He
npegnonaraetcs ucnosib3osaHve VolP, N0TOKOBOro BUAeoBeLLaHs U OPYroro YyBCTBUTETbHOIO K
notepsam Tpadmka B 6eCcrnpoBOAHON CETH.
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2.3 YcTaHoBKa yCcTpoucTBa

YCTPOWCTBO KpPenuTcs Ha Tpy6OoCTONKY/CTONG UK CTEHY C COB/I0AEHNEM UHCTPYKLMM NO TEXHMKE
6e30MacHOCTV U pekoMeHAaLmK, NPUBEAEHHbIX BbILLe.

B koMnNiekT nocTaBku YCTPOMNCTBA BXOAUT HEOOXOAMMbI KOMIM/IEKT Kpenexa yCcTpoicTBa Ha TpyboCTonKy/
CTONG U CTEHY.

MopsApoK ycTaHOBKM yCTpoOiicTBa:

1. KpenneHne KpOHLUTENHOB K YCTPOICTBY;,

2. KpenneHue ycTpoiicTBa Ha Tpy6OCTONKY/CTONG UK CTEHY;,
3. 3asemneHvie yCTpOICTBa,;

4. MopknoyeHue kabenen K pa3bemMaM YCTPONCTBa,

5. YcTaHOoBKa aHTEeHH.

2.3.1 Tlopsaaok KpenneHnsi KPOHLLITEHOB K YCTPOMCTBY

Mepen Hauya/IOM MOHTaXa YCTPOCTBa Ha TPY6OCTOIKY/CTONG UM CTEHY HYXXHO NPUKPENUTb KPOHLITENHbI
(BXOAAT B KOMNIEKT NOCTaBKM) K YCTPOIACTBY.

© Mpu MoHTaXe YCTPOIACTBA Ha Pa3beMbl aHTEHH 06A3aTe/NbHO A0/MKHbI BbITh YCTAHOB/EHbI
MblNe3alnTHble (repMEeTUYHbIE) KO/TNaYKK1, KOTOPbIE BXOAAT B KOMMN/IEKT NOCTaBKM YCTPOCTBA.
CHMMaTb KOMMavky HY)XXHO HENOCPEACTBEHHO Nepes, NoAKIIOUYEHNEM K aHTEHHbLIM pa3beMam.

PucyHok 2 — KpenneHne KpoHLITEHOB K YyCTPOCTBY

1. CoBMecCTUTE YeTblpe OTBEPCTUS A/151 BAHTOB HA KPOHLUTENHAX C TakKMMU Xe OTBepPCTUAMU Ha
yCTpOICTBE.

2. C nomoLLbio OTBEPTKN NPUKPENNTE KPOHLUTENHbI BUHTAMU K YCTPOCTBY. PacnonoXxeHne KpoHLITEeNHOB
nokasaHo Ha pUCYHke 2.



2.3.2 TMopsfaok KpenseHnsa yCcTpoicTBa Ha Tpy6oCToliKy/cToNn6

1. CobepuTe KPOHLUTENH A5 KpenneHns Ha TPyOOoCTONKY:

KpaTtkoe pykoBOACTBO Mo HacTpoiike WOP-12ac

PucyHok 3 — KpoHLWTEH A5 KpENIeHUs Ha Tpy6OCTOoKy

a. CoenHMTE KPOHLUTEH, KOTOPbIN ByAeT KPENUTLCS Ha TPYBOCTOIKY, C KPOHLITERHOM, KOTOPbIl

OYy[1eT KPenuTbCs K YCTPOWCTBY, KAk MOKa3aHo Ha pUCyHke 3.

b. CoBmecTtute ABa 0TBepCTuda And BUHTOB Ha obounx KpOHLIJTGI7IH&X. C NMOMOLLBLIO OTBEPTKN

MPUKPENUTE KPOHLLITEHbLI APYT K APYTY.

2. 3akpenute KpOHLUTEH Ha TPy6OoCTOlKe:

N

PucyHok 4 — KpenneHune KpoHLITenHa Ha TPy6OCTONKY

a. Mpy noMoLM XOMYTOB 3aKpenuTe KPOHLUTENH Ha TPYy6OCTONKY, PUCYHOK 4.
b. B BepxHue oTBepcTusl yctaHoBute BUHTbI DIN7985 M6. BUHTbI HE HY)XHO 3aKpyumBaTb A0 KOHL,

OCTaBbTE 3a30P MUHUMYM 3 MM, PUCYHOK 4.
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3. 3akpenuTe yCTPOIACTBO Ha TPYGOCTOKE:

S

PucyHok 5 — KpenneHwue ycTpolicTBa Ha TpybocTolike

a. YCTaHOoBWTE YCTPOCTBO HA HE3aKPyUYEHHbIE BEPXHNE BUHTbI KPOHLLTENHA, KOTOPbIV NPUKPEnsieH K
TPy6OCTOIKE, PUCYHOK 5.

b. B HMWKHME 0TBEPCTUS KPENIEHNS! YCTAHOBUTE BUHTbI, PUCYHOK 5.

c. C NOMOLLbI0 OTBEPTKM 3aTAHUTE BEPXHUE N HUXKHIE BUHTBI.

2.3.3 TopsfokK KpensieHns yCTpoicTBa Ha CTeHy

1. 3aKpenuTe KPOHLUTENH (BXOAMT B KOMMN/IEKT NOCTaBKM) HA CTEHE:

" DIN 968 4,2x38

PrcyHok 6 — KpenneHune KpoHLITeRHa Ha CTeHe
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90MMm
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PucyHok 7 — PacctosiHus Mexay 0TBepCTUsSIMU KpenieHust

a. PacnonoxeHune KpOHUJTeVIHa Ha CTeHe NnokKasaHO Ha PUCYHKe 6, pacCTOSAHME MeXay OTBEPCTUAMM

nokasaHo Ha pucyHke 7.

b. CoBmecTuTe YeTbipe OTBEPCTUSA ANS BUHTOB Ha KPOHLUTENHE C TaKUMW XXe OTBEPCTUMAMN Ha
noBepxHoCTU. C NOMOLLbIO OTBEPTKN NPUKPENUTE KPOHLUTEMH BUHTAMM K NOBEPXHOCTMU.

c. B BepxHue otBepcTus yctaHoBuTe BUHTbI DIN7985 M6. BUHTbI HE HY)XXHO 3aKpyunBaTthb A0 KOHLA,
OCTaBbTe 3a30P MUHUMYM 3 MM, PUCYHOK 6.

2. 3aKkpenuTe YCTPOCTBO Ha CTEHE:

PucyHok 8 — KpenneHune ycTpoicTBa Ha CTeHe

a. YcTaHoBMWTE YCTPOMCTBO Ha He3aKpy4YeHHbIe BEPXHNE BUHTbI KDOHLUTENHA, KOTOPbIA NPUKPEnsieH K
CTeHe, PUCYHOK 8.

b. B HWXHME OTBEPCTUA KpensieHUst yCTaHOBUTE BUHTbI, PUCYHOK 8.

c. C NnoMoLLblo OTBEPTKM 3aTAHUTE BEPXHUE U HUXKHWE BUHTbI.
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2.3.4 TMopkntoyeHne ceTeBoro kabens

© Vcnonb3oBaTth NIACTUKOBYH OTBETHYH YACTb C META/IIMYECKVM Pa3beMOM Hesb3si! 3TO MOXeT
NPVYBECTY K HAPYLUEHNIO rePMETUYHOCTM ycTpolicTBa!

,ﬂ.ﬂﬂ 3allThbl OT KOPPO31K B KOMIMNJIEKT NMOCTaBKN yCTpOﬁCTBa BXOAUT OTBETHaA YaCTb repMeTn4yHOro pasbemMa
RJ-45.

Y - A

¥ Port O (POE) \ Port 1
10/100/10008ASE-T 10/100/100085¢ 1

PuCyHOK 9 — MepMeTnyHbIin pasbem RJ-45 Ha ycTpolicTBe 1 OTBETHAs YacTb B pa3o6paHHOM BUAE

PucyHok 10 — OTBeTHas YacTb repMeTUYHOro pasbema

© YcTaHOBKY OTBETHOIA YacTK pasbema Ha Kabenb CrieflyeT NpoBOAUTL [0 0GXUMKM Kabens.
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MowaroBana ycTtaHOBKa:

1. BcTaBbTe Kabesnb B KOPNyC Yepes BHELUHIOW (OUKCUPYIOLLLYIO raliky, Kak nokasaHo Ha pucyHke 11. Ans
dovkcauum kopryca Ha kabesne 3aTAHUTE BHELLHIOW (OUKCUPYIOLLYIO raliky.

PucyHok 11 — KpenneHve oTBETHOM YacTu Ha Kabene
2. BbInonHuTe 06XXMMKY Kabens npu nomoLLUu cTaHAapTHOro KoHHekTopa RJ-45.

[Npu coegmMHeHnn NCNob3yeTca CXema, NpeAcTaB/ieHHas Ha PUCYHKe HXKe.

+ 6eno-opaHXeBblii;

y
* OpPaHXEeBbIiA;
* 6e/10-3eMEHbI;
* CUHWIA;
+ 0eno-CuHui;
* 3e/1EHbli;
* 6eno-KOpUNYHEBbIA;
2

* KOpPWYHEBBIA.

]

PucyHok 17 — Pazbem RJ-45

3. Mocne 06X1MKM ocnabbTe BHELLHIOK OMKCUPYIOLLYIO raliky, 1 BCTaBbTe A0 yrnopa KOHHEKTOp B nas3
OTBETHO YacTu pasbeMa. [1py 3TOM «A3bI4OK» KOHHEKTOPA AO/MKEH ObITb NMPUXKaT. 3aTAHUTE BHELLHIOK
dhrkcmpytoLLyto raliky A8 HafexXxHol mkcaumy pabema u repMeTuYHOCTH.

10
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PrcyHok 12 — Bug 3akpenneHHoin Ha kabene 0TBETHOWN YacTu

4. BcTaBbTe OTBETHYHO HaCTb B pa3beM M XOPOLLUO 3aTdHUTe Fal7|Ky KpenneHus. OT aToro 3aBUCUT
HaOeXHOCTb KOHTaKTa 1 repMeTn4YHOCTb pa3bemMa.

A6
=

PucyHok 13 — Bug nofx/to4eHHOro kabensi kK CeTeBOMY MHTepdpeiicy ycTpoiicTea

11
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3 MNoakntoueHne K web-nHtepdency

MoaxntoumTe ceTeBol kKabenb K POE-uHTepdheiicy Toukn goctyna un k POE-kommyTaTopy/uHxektopy. danee K
WHXEKTOPY Uan KommyTtartopy nogkiwoumte MMK.

1. Ha MK oTkpoiite web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.
2. BBeguTe B agpecHoii cTpoke 6paysepa IP-agpec ycTpoicTtsa.

© 3asopckoli IP-agpec yctpolictsa: 192.168.1.10, macka nogceTu: 255.255.255.0.
Mo yMOn4YaHmMIo YCTPOIMCTBO MOXET nonyunTb agpec no DHCP. o 3Toro OHO AOCTYMHO NO
3aBogckomy IP-agpecy.

Mpu ycnewwHoM 06HapyXeHUM YCTPOICTBa B OKHE Gpay3epa 0To6pasuTCsl CTpaHuLa ¢ 3anpocoM UMEHN

nosib3oBaresia 1 naposns.
D ELTEX

User Name

Password

Logon

3. BeeauTe nms nonb3osatens B cTpoke «User Name» 1 naponb B cTpoke «Password».

© 3aBopckue yctaHosku: User Name — admin, Password — password.

4. Haxmute KHoMKy «Logon».

B okHe 6pay3epa OTKpoeTcsa HavyasibHasA cTpaHuLua web-nHtepdelica yctpoiictea

© Ecnu nocne BeegeHus IP-agpeca B CTpoke 6pay3epa He NosiBM/Iach CTpaHuLa aBTopusaLmy,
HeobxoamMo npoBepuTthb IP-agpec Ha MK/HacTporiku kKommyTatopa.
Ecnu Ha ycTpoiicTBe paHee Oblsia U3MeHeHa 3aBofcKas KOHuUrypaums, To HyXXHO COpocuTb TekyLume
HacTpoliku. [1Ns 3TOro HXXMUTE U yaepXxnsainTe KHoMKy «F» Ha GOKOBOW NaHenun yCcTpocTBa B TeHeHue

20 cekyHa.

12
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4 HacTtpoika ceteBbIx napametpoB WOP-12ac

[ns ynaneHHoro ynpaenexus yctpoiicteom WOP-12ac TpebyeTcs yCTaHOBUTb CETEBbIE NapameTpbl
060pyA0BaHNS B COOTBETCTBUM C CYLLEECTBYHOLLMMY HACTPOKaMu CETH, B KOTOPOIA OHO ByAET UCMO/b30BaThCS.
B web-uHTepdpeiice ycTpolictBa oTKpoliTe B MeHo «Manage» Bknazaky «Ethernet Settings» v BbinosHute
crefytoLie HacTPONKu:

Modify Ethernet (Wired) settings
Hostname | WOP-12ac (Range : 1 - 63 characters)
Internal Interface Settings
MAC Address AB:F9:4B:B5:52:80
Management VLAN ID |:l[.'| |{Range: 1 - 4094, Default: 1)
Untagged VLAN * Enabled Disabled
Untagged VLAN ID |1 |{Range: 1 - 4054, Default: 1)
Connection Type Static IP v
Static IP Address |192 |.|168 | . |].EIEI ||3 |
Subnet Mask |255 |.|255 |.|255 ||IJ |
Default Gateway | 192 | . | 168 | . | 100 | | 1 |
DNS Nameservers ':j::'D'ynarnic (%) Manual
|192 |.|168 |.|100 |.|253 |
s Jls )& J[s ]
Click "Update" to save the new settings.
Update

+ Management VLAN ID — ykaxute Homep VLAN, KOTOpbIil 6yaeT ncnonb3oBaTbCs A8 ynpaBneHus
TOUKOW goctyna. B gaHHOM npumepe ucnonb3yetcd VLAN 10;

+ Connection Type — BblbepuTe «Static IP» onsa 3agaHus IP-agpeca Toukam goctyna BpyyHyto. Ecnv
HeobxoauMo pa3gaBath IP-agpeca n apyrne ceteBble napamMeTpbl TOUKam AocTyna no npotokony DHCP,
TO B none «Connection Type» yctaHoBuTe 3HadyeHne «DHCP» 1 Ha 3aTOM HacTpolika ceTeBoi YacTu byaet
3aKOHYeH3;

« Static IP Address — ykaxute IP-agpec WOP-12ac. B gaHHom npumepe IP-agpec yctpoiictea Bo VLAN 10
-192.168.100.3;

+ Subnet Mask — ykaxute macky noacetn. B gaHHoOM npumepe macka noacetn — 255.255.255.0;

+ Default Gateway — ykaxuTte IP-agpec gedonTtHoro wrt3a. B gaHHom npumepe IP-agpec aedontHoro
wno3a — 192.168.100.1.

[na BCTyNneHnsa B CUly HOBOW KOHCOUIypaLum N 3aHECEHNSI HACTPOEK B 3HEProHe3aBMCUMYH MaMsiTb TOUKM
focTyna Haxmute kHonky «Update».

Mocne npou3BeaeHHbIX CETEBbLIX HACTPOEK Touka aoctyna WOP-12ac 6yaet goctynHa Bo VLAN 10 no agpecy
192.168.100.3.

© nNepep BHECEHMEM U3MEHEHUI B CETEBbIE HACTPOIKM TOUKW [OCTYNa y6eamTeCh, 4TO YNpasisioLmii
KOMMNbIOTEP UMEET AOCTYN K CETU, B KOTOPOI ByAeT HaXoAUTbCSA TOUYKa A0CTyna, McXoas 13
HaCTPOEHHbIX CETEBbIX MapamMeTpPOB.
B cnyyae BBeAEHNS U MPUMEHEHUS OLUMGOYHBIX AaHHbIX B HACTPOIKax CETEBbLIX NapamMeTPOB TOUKM
[0CTyna, KOHhMrypaumio yCTpoicTBa MOXHO BEPHYTb B MEPBOHAYa/IbHOE COCTOSIHUE, COPOCUB TOUKY
[0CTyna K 3aBOACKMM HacTpolikam.
[nsi Toro, 4To6bl BEPHYTb KOH(UIYpaL M0 YCTPONCTBA K 3aBOACKAM HACTpOiKam, HaXXMUTE U
yaepxmBainTe 3axartoli B TedyeHune 20 cekyH KHOMNKY «F», pacnonoXeHHyto Ha 60KOBOW NaHenu
YCTpOIiCTBa.
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5 O6HoBNeHne nporpammHoro obecneveHns WOP-12ac

s KoppekTHoit pa6oTbl ycTpoiictBa WOP-12ac pekoMeHAyeTcst BbINO/IHATL 0GHOB/IEHME NPOrPaMMHOro
o6ecneuenus (MO) go nocnefHein Bepcun.

© AKTya/IbHOCTb YCTAHOB/IEHHOI Ha YCTPOMCTBE BEPCUM MOXHO YTOUHUTL Ha OOULMAIbHOM caiiTe
npou3soauTens B pasaene «LIeHTp 3arpy3ku» Ui CBA3aBLUMCh C MPOM3BOANUTENEM HANPSMY!IO.
KOHTaKTHbIE AaHHble Pacno/IokKeHbl Ha NOC/eAHEl CTpaHuULEe AaHHOMO PyKOBOACTBA.

Mocne nonyyeHus akTyasibHOI Bepcuy NporpaMMHoro obecneveHusi, B web-nHTepdeiice Toukn goctyna
OTKpoiiTe MeHio «Maintenance», Bknaaky «Upgrade» 11 BLINOMHUTE CReaytoLne HacTPOKK:

Manage firmware

Model Eltex WOP-12ac DC
Firmware Version
Primary Image: (Texywaa gepcua Moy
Secondary Image: (Bepcualld pezepeHore odpaza)

Switch

Upload Method @ HTTE © TFTP
Mew Firmware Image ®aiin He BoibpaH.
Upgrade

*+ Upload Method - yctaHoBute dpnar «<HTTP»,
* New Firmware Image — HaXXMuTe KHONKy «OG30p» 1 B OTKPbLIBLLEMCS OKHE MoucKa Bbibepute ain ¢
aKTyaslbHOI Bepcueli NPorpaMMHOro obecneyeHus.

[nsa 3anycka npouecca 06HOBNEHNS HaXXMUTE KHOMNKY «Upgrade».

Mpouecc 06HOBNEHNS 3aiIMET HECKO/IbKO MUHYT (O ero Tekylem ctaTtyce 6yeT ykasaHo Ha CTpaHuLe), nocrie
YEero yCTPOICTBO aBTOMATUYECKN Nepe3arpy3nTcs.

© He oTkntovaiiTe NUTaHMe yCTPOCTBA M He BbIMOMHANTE ero nepesarpysky B NpoLecce 06HOB/EHNS]
Mno.

MocMOTPETb TEKYLLYI BEPCUIO MPOrPaMMHOI0 06ecrneyeHns], yCTaHOB/IEHHOIO Ha YCTPOCTBE, MOXHO B MEHHO
«Basic Settings». Tekyllasi Bepcus nporpaMMHOro obecneyeHns ykasaHa B nosne «Firmware Version».

Provide basic settings

» Review Description of this Access Point ...

These fields show information specific to this access point.

IP Address: 192.168.15.64

MAC Address: AB:FI:4B:B0:B5:40
Firmware Version: {Texywan sepcua MO}
Uptime: 0 days, 0 hours, 7 minutes
CPU Usage: 0.40%

Memory Usage: 112MB/248MB (45%)

Refresh
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6 HacTtpolika cepsuca SNMP

HacTpoiika cepsmca SNMP nponssoantcs B MeHio «Services» BO Bkiagke «SNMP».

SNMP Configuration

SNMP (2 Enabled Disabled

Read-only Community Mame (for Permitted SNMP Get Operations) | public | (Range: 1 - 256 characters)

Port number the SNMP agent will listen to | 161 |(Range: 1025 - 65535, Default: 161)

Allow SNMP set requests ®* | Enabled Disabled

Read-write Community Name (for Permitted SNMP Set Operations) private (Range: 1 - 256 characters)

Restrict the source of SNMP requests to only the designated hosts or subnets ' ®) gqapled Disabled

Hostname, Address, or Subnet of Network Management System | 192.168.100.253 | (ax.200000x. XX /Hostname max 255 Characters)

IPw6 Hostname, Address, or Subnet of Network Management System | | {3000 M T MO0 DO M0 TN NN D 0e/ Hostname max 255 Characters)

Trap Destinations

Enabled Host Type SNMP version Community Name Hostname or IP or IPvE Address
P {Range: 1 - 256 characters) {0030 000 B0 MO0 B0 D IO OO M0 T 0000 00 o i/ Hostname max 255 Characters)
v | 1Pva || snmpvz ¥ [public | [192.168.100.253 |
| 1Pv4 V|| snmpv2 V| | | | |

| IPv4 V|| snmpV2 V| | | | |

* Restrict the source of SNMP requests to only the designated hosts or subnets — npnem SNMP-3anpocos
TO/IbKO OT YCTPOMCTB € onpegeneHHbiM IP-agpecom. YctaHoBuTe donar «Enabled»;

+ Hostname, Address, or Subnet of Network Management System — ykaxute IP-agpec SNMP-cepBepa, oT
KoToporo 6yaeT paspelueHo npuHumars SNMP-3anpocel. B gaHHoOM npumepe IP-agpec cepeepa —
192.168.100.253.

B pasgene «Trap Destinations» BbINONHUTE CneaytoLMe HaCTPOKN:

« YcTtaHoBuTe donar B cTon6ue ¢ 3arosioBkom «Enabledy»;

+ Host Type — ykaxuTe, ABNSAETCS /11 BKOUYEHHbIN y3en y3nom IPv4 nnu yanom IPv6. B gaHHOM npumepe
Bbl6paHo IPv4;

+ SNMP version — Bbl6op Bepcumn npotokosia SNMP. B gaHHOM nprmepe BbiGpaH NpoToKo shmpV2,

« Community Name — ykaxute nms coobuiectsa «public»;

« Hostname or IP or IPv6 Address — BBegute DNS-ums nnu IP-agpec cepBepa, Ha KOTOpbIi TOYka gocTyna
6yaet otnpaenaTe SNMP-Tpanbl. B gaHHOM npumepe IP-agpec cepepa ansa npnema SNMP-Tpanos —
192.168.100.253.
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7 HacTpolika 6ecnpoBoHbIX MHTEPdIECOoB

YctpolictBo WOP-12ac umeet 2 pagmonHtepdeiica (Radio 1 n Radio 2), cnoco6HbIx paboTaTb 04HOBPEMEHHO.
Radio 1 pa6oTaeT B gnanasoHe 2.4 I'Tu, Radio 2 paboTaeT B gnanasoHe 5 'Tu,

[anee npuBeaeH NpUMep HaACTPOIKM GECNPOBOAHbLIX MHTEPHECOB CO CNEAYOLNMI XapaKTePUCTUKaMMU:
Radio 1:

+ OnanasoH: 2.4 I,
+ cTaHgapTbl: 802.11b/g/n;
* wupwuHa nonocsbl: 20 Mlu.

Radio 2:

+ avanasoH: 5Ty,
+ cTaHgapTtbl: 802.11a/n/ac;
* wupwuHa nonocsbl: 80 MIu.

B meHio «Manage» oTkpoiiTe Bknaaky «Wireless Settings» 1 BbinoniHUTE criefytoLime HacTPOMKU:

Modify wireless settings
Country Russia i
Transmit Power Control On v
TSPEC Viclation Interval | 300 |{Sec, Range: 0 - 900, O Disables)
Global Isolation W
Radio Interface * on Off
MAC Address AB:F9:4B:B5:52:80
Mode IEEE 802.11b/g/n W
Channel Auto i
Airtime Fairness * On OFf
Radio Interface 2 ®* on OFf
MAC Address AB:F9:4B:B5:52:90
Mode IEEE 802.11a/nfac v
Channel Auto b
Airtime Fairness * on Off
FEWA on ' oOff
Extended Channels on ' oOff
AeroScout™ Engine Protocol Support Disabled
Click "Update™ to save the new settings.
Update

+ Country — BbIOOp HacTpoek pagnovHTepderica, COOTBETCTBYHOLMNX 3aKOHOAATE/bCTBY BbIOPAHHOA
CTpaHbl. BbibepuTte B crniucke «Russiax;

+ Transmit Power Control — HacTpolika pexuma orpaHuyeHus napameTpa «Transmit Power Limit».
BbibepuTte B cnucke «On».

HacTpoiika Radio 1:

* Radio Interface — BkNOUYeHUE pagnonHTepeiica. YcTtaHoBMTE 3HaYeHne «Onv,
* Mode - pexum paboTbl paguovHTepdelica. BoibepuTe 3HaueHne «IEEE 802.11 b/g/n».
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HacTpoiika Radio 2:

* Radio Interface 2 — BkntoueHne pagnonHTepdelica. YcTaHOBUTE 3HaueHne «Ony;
+ Mode - pexum paboTbl pagnovHTepdelica. Boibepute 3HadeHne «IEEE 802.11 a/n/ac».

[lna BCTyNNeHns B cUly HOBOW KOHUIypaLun 1 3aHeCEHNs1 HACTPOEK B SHEProHEe3aBNCUMYH MNaMsiTb TOUKU
[l0CTyna Haxmute kHonky «Update».

B meHio «Manage» oTkpoiiTe Bknaaky «Radio» 1 BbiNnosiHUTE criefytoLime HacTPOKK:

Modify radio settings
Radic |1 ¥
Status @ op Off
Mode |IEEE 802.11bfg/n A

Channel Auto v

Channel Update Period Off v

Limit Channels

Channell 1 |2 |3 |4 | 5|6 |7 | 8|9 [10|11]12(13]aAl
Use

Channel Bandwidth 20 MHz ¥

Primary Channe Lower ¥

Transmit Power Limit 16 (dBm, Range: 10 - 16)
Transmit Chain ¢ o1 oAz Woaz
Advanced Settings

TSPEC Settings
Click "Update” to save the new settings.

Update

HacTpoiika Radio 1:

* Radio — BbIGOp HACTpaMBaeMoro pagmonHtTepgeinca. Boibepute 3HaYeHne «1»,
+ Channel Bandwidth — wmnpuHa kaHana. YcraHoBuTe 3HadeHune «20 MHz».

[lna BCTynneHns B cusly HOBOW KOHAMIypaLum 1 3aHECEHNSI HACTPOEK B SHEPrOHE3aBMCUMYH MaMsTb TOUKU
focTtyna HaxmuTe KHonky «Update».
HacTpoiika Radio 2:

* Radio — BbIGOp HACTpaMBaeMoro pagmonHtTepgieinca. Boibeprte 3HaYeHNE «2,
+ Channel Bandwidth — wmnpuHa kaHana. YcraHoBuTe 3HadeHune «80 MHz».

[lna BCTynneHns B cusly HOBOW KOHAMIypaLum 1 3aHECEHNSI HACTPOEK B SHEPrOHE3aBMCUMYH MaMsiTb TOUKA
focTtyna HaxmuTe KHonky «Update».
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8 HacTpoiika BMpTyasibHbIX TOYEK AOCTyna

Ha kaxxgom 6ecnpoBogHOM MHTepgIeiice MOXHO HAacTpouTb A0 16 BUpTYyasibHbIX Touek goctyna (VAP). Kaxaas
13 TaKMX TOYEK A0CTyNna MOXET UMETb UHAMBUAYa/IbHOE UMS 6ecnpoBogHoii ceTu (SSID) n Tun aBTopu3aumm/
ayTeHTudukaummn. CoriacHo cxeme CeTu, NPUBEAEHHON Ha pricyHke 1, He0BX0AMMO HACTPOUTb 2 BUPTYasibHble
TOukMn gocTyna Ha Radio 1 n Ha Radio 2.

CneumanbHas yHKUMs ToUkn goctyna Band Steer no3sonsiet yctaHaBnmBaTth 4151 KNIMEHTOB, UMEIOLLUX
BO3MOXHOCTb pabortarb B gnanasoHax 2.4 'y v 5 Ty, npnoputeT nogk/iodeHns K 5 Iy, BUpTyasibHbIM
TOYKam goctyna.

[ns pa6oTbl oyHKUMKM Band Steer Heob6xoanmo:
— C03[4aTb Ha Kaxa0M paanonHTepdpeice BUpTYyasibHble TOUKM AOCTyna ¢ oanHakoBbiM SSID;
— NPV NCMNO/b30BaHNN WNpoBaHns yoeamTbCs, UTO Naposv Ha co3gaHHbix VAP coBnagaloT;
- akTMBuMpoBaTb napameTtp Band Steer Ha VAP.

B meHio «Manage» oTkpoliTe Bknaaky «VAP» 1 BbINONHUTE CriedytoLme HacTPOMKN:

Modify Virtual Access Point settings

Giobal RADIUS Server Settings

RADIUS Domain:

RADIUS IP Address Type: &) pys () pug

RADIUS IP Address: 192.168.1.1

RADIUS IP Address-1:

RADIUS IP Address-2:

RADIUS IP Address-3:

RADIUS Key: sessnses

RADIUS Key-1:

RADIUS Key-2:

RADIUS Key-3:

Enable RADIUS Accounting

Radio | 1

VAP Enabled VLAN ID SSID Broadcast SSID  Station Isolation  Band Steer 802.11k DSCP Priority  VLAN Trunk General Mode General VLAN ID VLAN Priority Security MAC Auth Type

o ~ | 100 Work Network w 4 o w 1 0 v WPA Personal Disabled v | (2]
WPA Versions: ™ wrA-TKIP WPAZ-AES
Key: sssssasss
Broadcast Key Refresh Rate |0 (Range:0-86400)

1 v o1 Free Network v v v W 1 0 v None ~ Disabled

2 2600 Enterprise 1 0~ WFA Enterprise v Disabled v

HacTpoiika Radio 1:

* Radio - BbI6Op pagnovHTepdelica, Ha KOTOPOM Heobxoaumo HacTpouTb VAP. Bbibepute 3HaueHune «1»;

*+ Enabled - BkntoyeHune VAP. YctaHosute donar gns VAP 0 n VAP T,

* VLAN ID - Homep VLAN, c koToporo 6yaeT cHumatbca MeTka npu nepepade tTpadvka Wi-Fi kiveHTam,
NOAKNOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npw oTkntodeHHoM pexume VLAN Trunk):

+ ona VAP 0 yctaHosuTe 3HavyeHue napametpa VLAN ID — «100x;
+ ona VAP 1 yctaHosuTe 3HaveHune napameTtpa VLAN ID — «1».

+ SSID — nms 6ecnpoBOAHON ceTw:

+ ana VAP 0 yctaHoBuTe 3HadeHune napametpa SSID — «Work Network»;
+ ana VAP 1 yctaHoBuTe 3HadeHune napametpa SSID — «Free Network».

« Station Isolation — 3anpeT nepeaayn NakeToB Mexay KMeHTaMmy TOYKM AocTyna. YCTaHoBUTb hnar;

*+ Band Steer — ycTaHOBKa npuopuTeTa nogxka4eHns nonb3osarenei k SSID, HacTpoeHHoMy Ha 5 T,
YctaHoBUTb (hnar;

+ Security — pexxum 6e30nacHOCTU CETU:

+ ana VAP 0 yctaHoBuTe 3HayeHne «WPA Personal»:
+ Key — ykaxuTe naposib 415 NOAKIHYEHNA K JaHHOM 6ecnpoBogHol ceTu. MNaponb fomKeH
cogepxatb OT 8 10 63 CMMBO/OB;
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« ans VAP 1 ycTaHoBuTe 3HauyeHne «None» - 3T0 03HAYaEeT, UTo K/IMEHTCKOE YCTPOCTBO MOXET
NOAKMOYNTLCS K AaHHOW 6eCnpOBOAHOl CETV 6e3 yKasaHUsi Napossi.

[lna BCTynneHns B cUly HOBOW KOHOUIypaLun 1 3aHECEHNS1 HACTPOEK B SHEProHe3aBNCUMYH MNaMsiTb TOUKU
[l0CTyna Haxmute kHonky «Update».

HacTpolika VAP Ha Radio 2 ocyLuecTensercs aHasiormyHbiM 06pasom. B nyHkTe «Radio» Bbibepute 3HaueHue
«2», 1 BbINOMHWTE HACTPOVKK, NprBeaeHHble Bbiwe ansa Radio 1. Maponb ansa SSID «Work Network» gomkeH
6bITb 0AMHaKoBbIM, Kak Ha VAP Radio 1, Tak n Ha VAP Radio 2.

Mocne HacTpoiikn VAP Ha Radio 2 HaxkmuTe kHomnky «Update».

© Mpu ucnonb3osaHnmn pexxuma 6esonacHocTn WPA Enterprise aBTopusalms aboHeHTa NpONCXOAuT C
ncnonb3osaHnem RADIUS-cepsepa. Npu nogkntoveHun knneHta k SSID ¢ pexxumom 6e3onacHocTu
«WPA Enterprise» Ha RADIUS-cepBep oTnpasnseTcs 3anpoc Ha NoAK/I4YeHne aboHeHTa.
MapameTpsbl a8 noakatodeHms K RADIUS-cepBepy ykaxute B Tabnuue «Global RADIUS Server
Settings»:

* RADIUS Domain — fOMeH nosb3oBaTess;

* RADIUS IP Address — IP-agpec Bawero RADIUS-cepBepa;

* RADIUS Key — naponb ansa goctyna k RADIUS-cepsepy;

+ Enable RADIUS Accounting — npu ycTaHOB/IEHHOM dh/iare 6yayT OTNPaBAsTLCA COOOLLEHUS
«Accounting» Ha RADIUS-cepBep.

B HacTpolikax VAP B none Security Bbioepute «WPA Enterprise», B NosiBUBLLEMCSI OKHE (€CNN OKHO He
NOSIBUNOCH HAXKMUTE 3HaK «+» C/ieBa B CTPOKe HacTpoliku VAP) yctaHoBUTE onar Hanpotue «Use
Global RADIUS Setver Settings».

Ecnn Heobxogumo mcnonb3oBatb Ans kaxgoro VAP ceoin RADIUS-cepBep, TO cCHUMUTE doiar HanpoTus
«Use Global RADIUS Setver Settings» n yctaHoBuTe napameTpsbl g1 RADIUS-cepBepa, nepeyncieHHble
BbllLE, B OKHE HAcTpolikn VAP.

Modify Virtual Access Point settings
Global RADIUS Server Settings

RADIUS Domain: ‘enterpnse service.root |
RADIUS IP Address Type: () 1pyq () 1pys
RADIUS IP Address: | 192.168.100.253

RADIUS P Address-1: |

RADIUS IP Address-2: |

RADIUS IP Address-3: |

RADIUS Key-1: \

|
|
|
|
RADIUS Key: ‘ ..... |
|
RADIUS Key-2: \ |

|

RADIUS Key-3: ‘

v Enable RADIUS Accounting
Radio |1 w

VAP Enabled VLAN ID SSID Broadcast SSID Station Isolation Band Steer B802.11k DSCP Priority VLAN Trunk General Mode General VLAN ID VLAN Priority Security MAC Auth Type
o + ‘100 ||W:|rk Network v + + + |-_ ‘ 0w WPA Enterprise il | Disabled v | 5

WPA Versions: || weaTkip [ weaz-ses
¥ Enable Pre-authentication
MFP ¥ Not Required Capable

| Use Global RADIUS Server Settings
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9 MOHUTOPWHI OCHOBHbIX NapaMeTpoB 6eCnpoBOAHON CETU

CnncoK NoAKMHUYEHHbIX K TOUKe A0CTyMNa K/IMEHTOB MOXHO NMPOCMOTPETL B MeHHo «Status», Bo Bknagke «Client

Associations».

Mpwn HaxkaTun Ha MAC-agpec KneHTa packpblBaeTcs Nogpo6Has MHdopMauys 0 paboTe K/IMeHTa 1

CTaTUCTUKa Nno nepepavye nakeTtos.

[N 06HOBNEHMA MH(POPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

SSID

Eltex-Local {wlanOvapl)
Eltex-Local (wlanOvapl)

Eltex-Local (wlanlvapl)

Eltex-Loca
Eltex-Local {wlanivapl)

Eltex-Local (wlanivapl)

Eltex-Local {wlanlvapl)

(
(
(
(wlanivapl)
(
(
(
Eltex-Local {wlanivapl)
Eltex-Local (wlanivapl)
Eltex-Guest (wlanivap2)
BRAS-Guest (wlanlvapd)

BRAS-Guest (wlanlvapd)

Click "Refresh” button to refresh the page.

Total Number of Associated Clients 12

Station

5c:e2:f4:52:35:f4

84:55:a5:56:18:2d
00:28:53:34:49:31

24.df:6a:69:d1:b4

6C:72:e7:7d:38:39

de:f0:30:8b:e3:20

94:53:30:05:6¢:dS

9c:4f:da:80:8c:44

0c:h3:19:19:2h:2b

d0:17:c2:0d:c6:ea
78:02:f8:fa: 8f:f4
64:76:ba:as:8f:de

View list of currently associated client stations

Hostname

android-703f77361a424899

android-f5188aa6e18667%e
iPhone6S-Den
android-c73eaZec51920ecd
LAFTOP-UDGPM1AS
iPhone-Leonid
android-6eafc287effadgs5c
android-e0cf7606a6c051f3
Redmi4-Redmi

Air-tester

Uptime RSSI

00:00:07 -

android-64b6ec2b4e700d5b 00:00:02 -
android-3025657d07a%a40c 00:01:18 -

00:00:41 -
00:00:50 -
00:00:54 -
00:02:46 -
00:03:09 -
00:00:23 -
00:00:05 -
00:00:01 -

00:01:05 -

75 dBm
78 dBm
33 dBm
73 dBm
64 dBm
63 dBm
61 dBm
67 dBm
55 dBm
68 dBm
60 dBm

53 dBm

SNR Noise

14 dB
11 dB
6 dB
19 dB
28 dB
23dB
31dB
25dB
37 dB
24 dB
32dB
33dB

-89 dBm
-89 dBm
-89 dBm
-92 dBm
-92 dBm
-92 dBm
-92 dBm
-92 dBm
-92 dBm
-92 dBm
-92 dBm

-32 dBm

Link Quality Rate Quality Link Capasity

44%,
31%
0%

70%
59%
61%
87%
45%
73%
89%
80%

81%

100%
100%
100%
75%
100%
4%
100%
100%
100%
100%
100%

91%

59%
54%
100% (not changed)
68%
80%
75%
79%
90%

Not supported
75%

Not supported

72%

Status
Authorizs

Yes

Yes

CnuncoK CTOPOHHMX TOYEK AOCTyNa C yka3zaHMem HoMmepa 6eCHDOBO,qHOFO KaHaJ/la 1 YPOBHA CUrHasna,

HaxogAwmxcs B 30He ugumoctn WOP-12ac, MOXXHO NOCMOTpPETb B MeHIo «Status», Bo Bknagke «Rogue AP

Detection».
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View Rogue AP Detection
Click "Aefresh™ button to refresh the page.

Refresh
&P Detection for Radie 1 * Enabled Cizabled
AP Detection for Radic 2 ® Enabled Disabled

Chck "Update™ to save the new seitings.

Update

Detected Rogue AP List

Chek "Dalate old” o dalete old antries frarm Detected Rogus AP List

Aates

1.2,5.5,11,18,24,36,54,5,5,12,48
Mon Mar 30 16:04:54 2015 1,2,5.5,11,18,24,36,54,6,5,12 48
Tue Mar 24 02:32:34 2015 1.2,5.5,11,13,24,36,54,5.5,12,48
1,2,5.5,11,18,.24 36 54 8.5,12 48
Mgn Mar 23 14:35:39 2015 1.2,5.5,11,18,24,36,54,6,9,12,43
1,2,5.511,18,24,36,54 6.5,12 48
1,2,5.5,11,18,24,36,54,6,%,12,48
1,2,5.511,18,24,36,54,6.5,12 48
1,2,5.5,11,18,24,36,54,6,%,12,48
Thu Mar 26 00:40:5% 2015 1.2,5.5,11,18,24,36,54,6,5,12 48
Thu Mar 26 04:32:36 2015 1,2,5.5,11,18,24,36,54,6,5,12,43
1,2,5.5,11,18,24,36,54,6,5,12,43
1,2,5.5,11,148,24,36,54,6,9,12,48

Dalabe Od
Action  MAC Radio Beacon Int. Type S5ID Privacy WPA Band Channel Rate Signal Beacons Last Beacon
Grant | 00:aciac:07icc:00 wlank 109 AP  try an on 24 6 1 all 110091 Men Apr 6 15:39:28 2015
| Grant | s8:f9:4b:63:55:e3 wianl 100 AP ELTEX-SS5E2 On On 24 B 1 ,,;{l 20
| Grant | a8:f3:4b:5a:bd:e3 wland 100 AP ELTEX-BDEZ On Oon 24 6 1 all 10
| Grant | mc:81:123:7:94:04 wiand 1040 AP BELTEX-232E On On 24 1 1 ,ﬂl 28 Wed Apr 1 13:13:09 20158
| Grant | a8:f3:4b:5b:19:53 wianD 100 AP ELTEX-195Z On on 24 6 1 il 4
| Grant | a8:f9:4b:5b:1%:8b wianl 100 AP ELTEX-198A On On 24 1 1 il 725 Thu Apr 2 0%:04:20 2015
| Grant | a8:f3:4b:70:c7:df wianl 100 AP ELTEX-CTDE On on 24 1 1 all 1300 Wed Apr 1 11:00:43 2015
| Grant | a8:f9:4b:b0:03:80 wlanD 1040 AP Elex-local On On 24 1 1 all 44 Mon Apr & 11:41:01 2015
_Grant | a8:f9:4b:64:5e:dl wlanD 100 AP ELTEX-S5EDE On on 24 1 1 all 16 Fri Apr 3 03:49:21 2015
| Grant | a8:f9:4b:64:3a:ff wlanD 100 AP ELTEX-IAFE On On 24 B 1 al 25
| Grant | 88:19:4b:64:07:23 wianl 100 AP ELTEX-O07EZ On on 24 6 1 all 12
| Gran_l: i a8:f3:4b2c0:27:81 wlanh 100 AP ELTEX-27A0 On On 24 B 1 .-j:l 27 Fri Apr 3 07:34:57 2015
Grant | 20:10:7a:af:65:8a wianD 100 AP ELTEX-AC1S On on 2.4 11 1 all 79 Mon Apr 6 11:51:03 2015
| Grant | 20:10:72:c3:70:36 wian0 100 AP ELTEX-7962 On on 24 11 1 ll 7 Mon Apr 6 07:26:21 2015

1,2,5.511,18,34,36,54,5,5,12,48

B meHIo «Status» Bo Bknaake «Events» MOXHO NPOCMOTPETb CMNUCOK COBbITUIA, NPOUCXOASILLMX C YCTPONCTBOM,

a Takxe HaCTpPOWTb NepeHanpaBneHne cobbITuii Ha CTOpoHHUI SYSLOG-cepBep.

View events generated by this access point

Relay Port 514 (Ramnge: 1 - 65535, Default: 514)
Click "Update™ to save the new

settings.

Update |

Click "Update™ to save the new setbings.
| Update

Events

Chick "Refresh™ button to refresh the page.
Refresh

Time Settings (NTP) Type Service

Apr & 2015 16:22:14 info

Apr 6 2015 16:21:33 debug hostapd[1667] station: 00:1d:07:bl:Bec:ee deauthenticated
Apr 6 2015 16:21:38 info

Description

Apr 6 2015 16:13:24 debug hostapd[1667] station: ec:f3:5b:87:94:8f deauthenticated
Apr 6 2015 16:13:24 info
Apr 6 2015 16:13:22 info
Apr 6 2015 16:13:22 info
Apr & 2015 16:13:13 info
Apr 6 2015 16:12:13 info
Apr 6§ 2015 16:11:55 info
Apr 6 2015 16:11:55 info
Apr & 2015 16:11:55 amr
Apr 6 2015 16:11:55 err

hostapd[1667] STA ec:f3:5b:87:94:8f associated with BSSID a8:f5:4b:b0:05:41

cportald[1617] Captive Portal B4:38:35:50:20:88 client logged owt.

hostapd[1667] STA 58:1f:a8:44:ab:ad associated with BSSID a8:f5:4b:b0:05:40

hostapd[1667] trying to deauthenticate to station 58:1f:aa:44:ab:ad, but not authenticated
hostapd[1667] trying to update accouwnting statistics, station 58:1f:aa:44:ab:ad not found

Optians Relay Options
Fersistence @ Enahled Dizabled | |Relay Log @ Epaplad Dizabled
'l
= {3030 X0 0K DN
Seventy Relay Host 172.16.0.22 ORI NN £ NN B W0, R M 3
o 512 | (Range : 1 - 512) Hostname max 253 Characters)

cportald[1617] Captive Portal 90:a4:de:5d:08:32 session is disconnected because of cp authentication timeout.

hostapd[1667] STA 00:1d:07:bl:8c:ee deauthed from BSSID a8:f9:4b:b0:05:40 reason 4i Disassociated due to inactivity
Apr & 2015 18:17:14 info  cportald[1617] Captive Portal 50:24:de:5d:08:32 session is disconnected because of op authentication timeout.

hostapd[1667] STA ec:f3:5b:87:94:8f disassociated from BSSID a8:f9:4b:b0:05:41 reason 1: Unspecified Reasaon

hostapd[1667] Assoc request from ec:f3:5b:87:94;8f BSSID a8:f9:4b:b0:05:41 SSID Elbex-Guest

cportald[1617] Captive Portal 90:a4:de:5d:08:32 session is disconnected because of cp authentication timeout.

hostapd[1667] Assoc request from 58:1f:aa:44:ab:ad BSSID a8:f9:4b:b0:05:40 SS1D Eltex-Local

[ns nonyyeHns 6onee NoAgpo6HOI MHPOPMALIMIN PEKOMEHIYETCA 03HAKOMUTLCS C NOMHbLIM PYKOBOCTBOM

aKcnayatauum.

no
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10 Pexum pabotbl Cluster

10.1 OnucaHune

Pexum paboTbl «Cluster» no3BonseT 04HOBPEMEHHO yNpaBAsaTh YCTPONCTBAMM, BXOAALLMMN B OAUH KNacTep,
4TO NO3BOJISET CYLLECTBEHHO NOBLICUTL 3PEEKTUBHOCTL PABOThI C YCTPOCTBAMM NPV pasBepTbiBaHNN,
HacTpolike 1 akcnnyataumm 6ecnpoBOfHON CETU.

Mpu pa6boTe B pexumme «Cluster» gocTtatoyHO BbINOMHUTL HACTPOIKY OA4HOMO YCTPOMCTBA, OCTa/IbHbIe
YCTPOMCTBA AAHHOI0 KnacTepa aBToMaTuyeckn CKONUPYT KOHUrypaumio HaCTPOeHHOro ycTpoicTea. Ecnu B
KOHpMrypaumo o4HOro U3 yCTpomucTB ByayT BHECEHbl U3MEHEHNS, U3MEHEHNSA aBTOMAaTUYECKN NPUMEHSIETCS KO
BCEM BXOASALMM B K/lacTep ycTpoincTeam. [JaHHoe pelleHne gelicTByeT 1 npy o6HoBneHumn MO ycTpoincTs.
Pab6oTta B pexunme «Cluster» No3BoNsAeT BbINOMHUTL NOCAeA0BaTelbHOe KOHTpoMpyemoe ob6HoBneHne MO
YCTPOWCTB.

Knactepom HasbIBaeTCs rpynna ycTpoicTB, 06beAUHEHHBIX B paMKaxX OAHOTO LUMPOKOBELLLATE/TbHOMO JOMEHa, C
CUHXPOHM3UPYEMOIA KOHpUrypaLumein n nporpaMmMHbIM obecnedyeHnem. Mo ymonyaHmio pexum «Cluster» Ha
TOYKe JOCTyNa BK/IOYUEH.

OnpeaensioLwmm napamMeTpoM pexrmMa sIBASETCH UMS KiacTepa, No KOTOPOMY MPOUCXOANUT NAEHTUGMKALUS
NPUHAANEXHOCTUN YCTPOICTBA K AaHHOMY KnacTepy. Mo yMonuaHuio ums knactepa «default».

O[ZHOBPEMEHHO B CETV MOXET NPUCYTCTBOBATL HECKO/BKO K/1ACTEPOB C pas/IMYHbIMK MMeHamu. OgHa Touka
[0CTYNa MOXET NpUHaANEXaTb TONIbKO K O4HOMY 13 KNlacTepOB.

Mocne BKNHOYEHMSA B CETb YCTPOMCTBO ONpesesniseT, Haxo4ATCA /1N B CETU YCTPOWCTBAE, BXOASALLME B KnacTep
TEM Xe MMEeHeM, YTO 1 B ero KoHdurypauuum. Ecnv ycTpoilcTBa € 3aZlaHHbIMU NapameTpaMy He HailgeHsl, To
TOYKa focTyna cumtaer cebs «macTepom» knnactepa. Ecnv npyHagnexalime K JaHHOMY Knactepy ycTporicTea
HalifleHbl, TO TOYKa A0CTyna Ha4YMHaeT NPoLLecc KoNMpoBaHUs KOHMUrypauuy ¢ Mactepa faHHoro kiacrepa.
MacTep-To4KOl B K/lacTepe CTaHOBUTCA NGO ToUka ¢ HanbonbLlmnm 3HaveHem napametpa Cluster-Priority,
nn6o Touka ¢ HaumeHbwnm MAC-agpecom.

YCTpONCTBO 06BABNAET 0 CBOEM NPUHAANEXHOCTU K KnacTepy ¢ noMowbio oTnpaskn B LAN-ceTb
LunpokoBeLaTenbHbix UDP-nakeToB € yka3aHMeM CBOEeW NpMHaANeXHOCTV K onpeaesieHHoOMY kiiacTtepy. Takum
o6pa3om, Bce TOUKM A0CTYNa, BXoAswme B kractep, 0bMeHmBatoTCs UHhopmaumei Mexay coboi, y3HatoT 0
Ha/MuumM MacTepa B CETV 1 ero KoHdurypauum, a MacTep, B CBOK ovepeb, NPOBOAUT MHBEHTapU3auuo
YCTPOWCTB 1 B K&X/bl/i MOMEHT BPEMEHW KOHTPOIMPYET KOIMYECTBO YCTPOWCTB, BXOAALLMX B KlacTep, 1 nxX

agpeca.

© B knactep MOXHO 06bEANHNTL TO/BLKO TOUKM AOCTYMNA U3 OAHOI rpynmbl:

1rpynna WEP-12ac WOP-12ac
2 rpynna WEP-2ac WEP-2ac Smart WOP-2ac WOP-2ac SFP WOP-2ac GPON

10.2 WNHcTannauyms

Mpun pasBepTbiBaHUN CETU AOCTATOYHO HACTPOMUTL ONpeaesieHHbIM 06pa3oM TO/IbKO OAHY TOYKY AocTyna. s
TOro, YTOObI YCTPOMCTBA MOINN 0GMEHMBATLCS MeXay co60i nHdopMaunen, He06XoaANMO YCTaHOBUTb B CETU
DHCP-cepBep a5 pasgaym ceTeBbIX aZlpecos.

MopsaoK MHCTaNNALUN CETU:

1. YctaHoBka DHCP-cepBepa.
2. KoHthurypmpoBaHue 1 gonusnyeckoe NoaknveHne 0aHoM ToUkM gocTyna.
3. ®usnyeckoe NOAKMOYEHNE OCTASIbHbIX TOYEK AOCTYyNa.
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[Mocne ycTaHOBKM B CETb nep30|7| TOUKM JOCTyna KOHPUIrypmpoBaTb OCTaslbHble yCTp0I7|CTBa He HYXXHO,

[0CTaTO4YHO TOMBKO (PM3NYECKM BK/IHOUNTL UX B CETb. YCTPOWCTBA NoJlyyaT CETEBbIE afpeca, Onpeaesisit B CETU
macTepa knactepa «default» 1 aBTomaTnueckn 6yayT CKOHPUIypUpoBaHbl No Nogo6uio MacTepa.

10.3 HacTpoiika Cluster

o 1. YcTpoiicTBO MOXET paboTaTh B knacTepe, Tosibko ecnuv oTkatodeHsl WDS (Wireless Distribution
System) n WGB (Work Group Bridge).
2. Ons pa6otbl B knactepe Management Ethernet-nHtepcpeiic Bcex Touek AO/MKEH HAXOAUTLCA
BHYTPW O4HOM CETU.
3. Pexum paboTbl B knactepe BK/IIOUEH Ha YCTPOWCTBE MO YMOTUAHNIO.

B meHio «Cluster» oTkpoiiTe Bknaaky «Access Points» 1 BbINO/HUTE criefyoLme HacTPOMKN:

Manage access points in the cluster

Mot
This access point is transitioning to cluster mode.. Refresh the page to see the cluster enabled pages. | Clustered

Clustering: | Off ~ 0

— Access
( Update | Points

Click "Refresh" button to refresh the page.
Refresh

Clustering Options...

Enter the location of this AR

Lacation: | Eltex |

Enter the name of the cluster for this AP to join,

Cluster Name: |default |

Clustering IF Version: Pve 2 Ipva

Cluster-Priority: [255  |(Range: 0-255, Default: 0)

Click "Update™ to save the new settings.
Update

Single IP Management...

Cluster Management Address: | 192.168.100.250 (XXX

Click "Update™ to save the new settings.
Update

[ns pepaktnpoBaHus pasgena «Clustering Options» nepeBeanTe pexum knactepa B cocTosiHne «Off».
B paspgene «Clustering Options» BbinonHWTe cnegyowme HacTPOKN:

+ Location — ykaxute gousnyeckoe pacnosioxeHme To4km goctyna. Micnonb3yetcsa osia ygobcrsa aHannsa
N ynpasneHnst CETbIO B Pas/IMyHbIX Tabnnuax MOHUTOpPUHra. B npumepe ncnonblyerca «Eltex»;

* Cluster Name — ykaxunTte nms knactepa. Touka goctyna 6yaeT noaxnoyaTbCs TOMbKO K KacTepy, UMs
KoToporo nponucaHo B «Cluster Name». B npumepe ncnonb3yetcs «default»,

* Clustering IP Version — BbiGepuTe UCMNOMb3yeMyH0 Bepcuto npoTtokona IP ans obmeHa ynpasnsioLlei
nHopmMaLmein mexay ycTpoinctesamm knactepa. B npumepe ncnonb3yetcs «IPvéy,

* Cluster-Priority — ykaxxuTe NpMopuTET YCTPONCTBA B kKNnacTtepe. Touka AOCTyna ¢ MakCUMaslbHbIM
3Ha4YeHMeM [aHHOro napamertpa ctaHoBuTCA Master-Toukoid. Ecnv napameTtp He yctaHoB/eH, Master-
TOYKOW B KNlacTepe CTaHOBUTCA TOYKa AOCTyNa ¢ HaumMmeHbwnm 3HadeHnem MAC-agpeca. Bo nsbexaHve

23




KpaTtkoe pykoBOACTBO Mo HacTpoiike WOP-12ac

cuTyauun, B KOTopoii Master-Touka knactepa 6yaet nepen3bpaHa, Tak Kak B CETb 6blsia BK/IlOUEHa ToukKa
foctyna ¢ meHbwnm MAC-agpecom, 4YeM y HacTpamBaeMo TOUKW, yCTaHaBIMBaeM 3HaYeHne
napameTpa — «255».

[lna BCTyNNeHns B cUly HOBOW KOHUIypaLun 1 3aHeCEHNs1 HACTPOEK B SHEProHEe3aBNCUMYH MNaMsiTb TOUKU
[l0CTyna Haxmute kHonky «Update».

B pasgene «Single IP Management» BbINnoNHUTE cneaytoume HacTPOMKK:

* Cluster Management Address — ykaxnTte yHuKanbHbIii IPv4-agpec, no kotopoMy 6yaeT goctynHa Master-
Touka knacTtepa. [JaHHblii agpec A0/MKEH HaXo0AMTbCSA B NOACETM KnacTepa 1 He coBnaaarb ¢ IP-agpecom
APYIMX YCTPOWCTB, Haxoasawmxcsi B ceTu. B npumepe ucnonbayetcs IP-agpec — 192.168.100.250.

[lna BCTynneHns B cUly HOBOW KOHUIypaLun 1 3aHECEHNS1 HACTPOEK B SHEProHe3aBMCUMYH NaMsiTb TOUKU
[0CcTyna Haxmute kHonky «Update».

[nsa BknoveHus pexmma knactepa B none «Clustering» Bbibepute 3HaueHme «Ony».

[ns BKIOYEHNss aBTOMATUYeCKOro Bbibopa KaHana TOYKol AocTyna Ha OCHOBaHMN HOMEPOB KaHau10B, Ha
KOTOPbIX paboTatoT Apyrue 6nmsnexatyme ToUkn 4OCTyna B 3TOM Xe KacTepe, a Takke CnekTpasbHoro
aHasM3a 3allyMIeHHOCTY (poHa CTOPOHHMMY TOYKaMu AOCTyna, nepeingute Ha Bknaaky «Radio Resource
Management» 1 HaxxmuTe KHOMNKy «Start» B pasgene «Channel Planner».

[ns BKIOYEHNss aBTOMATUYECKOro pacnpeeneHns MOLWHOCTY U3NyYeHUss TOYKM AOCTyna Ha OCHOBaHUN
YPOBHS B/IMSHWA COCEAHMX TOYEK [OCTYNa, KOTOopble paboTatoT B TOM Xe KfiacTepe, neperiavTe Ha BKNagky
«Radio Resource Management» 1 HaxmuTe KHOMKy «Start» B pasgene «Transmit Power Control».

B none «Locked» MoXxHO 3a6110kMpoBaTh CMEHY KaHasia /15 paguonHTepdelica Touku goctyna. Mpu
yCTaHOB/IEHHOM ch/lare B MOMEHT Bbl6opa ONTUMa/IbHOIO KaHasia BCEMMW TOYKamu AOCTYNa AaHHbI
pagnounHTepdelic 6yaeT Cnosib30oBaTh NPEXHWIA KaHas Npu II060M UCXOA€e BbiIGopa ONTUMasIbHOTO KaHasa.

Automatically manage radio resource assignments

Channel Planner ...
Clustered s

stop | automatically re-assigning channels

Current Channel Assignments 1

. Access
IP Address Radio Band Channel Status Locked Points
192.168.100.3 EB:28:C1:C1:27:70 B/G/N 1 up
192.168.100.3 EB:28:C1:C1:27:60 A/N/AC 36 up

Refresh Apply

Proposed Channel Assignments { 3 seconds ago )

IP Address Radio Proposed Channel
192.168.100.3 EB:28:C1:C1:27:70 i1
192.168.100.3 EB:28:C1:C1:27:60 40

Advanced

Change channels if interference is reduced by at least 5% W
Refresh when access point is added to the cluster | €nable v
Determine if there is better set of channel settings every | 1 Day g

Click "Update” to save the new settings.
Update

B pasgene «Advanced» BbinosiHMTe cnefyroLme HaCcTPOMKK:

+ Change channels if interference is reduced by at least — ycTaHOB/TE MPOLEHT BbINrpbILLA B YMEHbLLEHUN
YPOBHSI LUyMa A/151 NPUHATUA peLLeHnsl nepexoaa Ha Apyroli kaHan. B npumepe ncnosnb3yercs «75%;
+ Refresh when access point is added to the cluster — BkntounTe nepecyeT 06LLel cnekTpasbHO

CTPYKTYpPbI Cpefibl 1 BbIGOP ONTMMA/ILHOIO KaHasna Ans Todek goctyna (3HadeHne «enabler), ecnu k
KnacTepy npucoegmnHsieTcsl HoBasi TOUKa AOCTyna;
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+ Determine if there is better set of channel settings every — ycTaHOBUTE UHTEPBa BPEMEHW, Yepe3
KOTOpbIA NPOMCXOAMNT NEepPecUET 06LLEN CNEKTPasIbHON CTPYKTYpPbI Cpeabl U BbI6GOP ONTMMasIbHOro
KaHana gnda toyek goctyna. B npumepe vcnonb3yercs «1 Day».

[lna BCTyNNeHns B cUly HOBOW KOHUIypaLun 1 3aHeCEHNs1 HACTPOEK B SHEProHEe3aBNCUMYH MNaMsiTb TOUKU
[l0CTyna Haxmute kHonky «Update».

10.4 MOHUTOPWUHT

[ns npocmoTpa napaMeTpoB CECCUIA KNTMEHTOB, MOAK/THOYEHHbIX K TOYKaM A0CTyna 3afjaHHOro Knacrepa,
neperiguTe Ha BKNagky «Sessions».

Kaxablin knneHT onpegensietca MAC-aapecoM 1 TOYKOIM A0CTYyna, K KOTOPOM OCYLLECTB/SETCA ero Tekyllee
MOAK/THOYEHME.

[na npocmoTpa ctatucTukun B pasgene «Display» BbiGepute Hy)kXHOe 3HaYeHNE U HaXXMUTE KHOMKY «Go».
MpOCMOTP CTATUCTMKN JOCTYMNEH MO CNeAYOLWMM napamMeTpam:

Manage sessions associated with the cluster

Sesslons...

You may sort the following table by clicking on any of the column names.

Display | All w Go
AP Location User MAC Rate (Mbps) Signal Rx Total Tx Total Error Rate
Eltex B2:8C:D6:C2:95:F6 156 47 34 23 o

You may restrict the number of columns displayed by selecting a field other than "all
in the choice box above, By seleting a specific field, the table will show only "Usar”,
“AP Location®, "User MAC™ and the selected field for each session. Click the “Go"
button to apply the new selection.

+ AP Location — douanyeckoe MeCTOMOo/I0XeHNE TOUKM A0CTyna. 3HayeHne nosyyeHo 13 onmcaHuns
MEeCTOMOJIOXKEHNS, YKa3aHHOro BO Bkiafke «Access Pointsy,

+ User MAC — MAC-agpec ycTpoincTBa K/IMeHTa;

* Rate — CKOpOCTb Nepegaym AaHHbIX MeXay TOUKOW AoCTyna v onpeaeneHHbIM KnneHTtom, Mout/c;

+ Signal — ypoBeHb curHana, NpUHMMaeMsblii OT TOUKK AOCTYNa, Abwm;

* Rx Total — obLiee KOMYeCcTBO NAKETOB, NO/TYYEHHbIX KTMEHTOM B TeHYEeHUe AaHHON ceccuw,

+ Tx Total — 06Liee KONNMYECTBO NaKeToB, NepefaHHbIX KTMEHTOM B TEYEHME AaHHON ceccuy;

* Error Rate — obuiee KO/IM4YeCTBO NaKeToB, OTOPOLLUEHHbIX TOYKOM A0CTyNa B TeYeHMe JaHHOW Ceccum.

[na npocmoTpa cOOTBETCTBMSA TOUEK AOCTYNa, HAXOAALLMXCS B KnacTepe, 1 6eCnpoBOfHbIX CETEW,
[eTekTrpyeMbIX 3TUMK ycTpolicTBamu, nepeingnte Ha Bkiaaky «Wireless Neighborhood».

Ha Bknagke «Wireless Neighborhood» pacnonaraercsa tabnuua, AeMOHCTpMpYOLWasa kakne 6ecnpoBogHble
CETM 1 C KaKUM YPOBHEM CUTHaa AETEKTUPYET KavkAasi TOUKa AoCTyna knacrepa.
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View neighboring access points

Wireless Neighborhood...
Clustered =y

The Wireless Neighberhood table shows all access points within range of any AP in the cluster. Cluster members who are also "neighbors" are
shown at the top of Neighbors list and identified by a heavy bar above the Network Name. The colored bars and numbers to the right of each AP

in the Neighbors list indicate signal strength for each neighboring AP. This signal strength is detected by the custer member whose IP address is 1 pre
at the top of the column. Access
Points
Display Meighboring APs: Im cluster Mot in cluster * Both
Cluster
192.168.100.3 192.168.100.3
EB:2B:CL:iC1:27:60 EB:28:CL:CL:27:70
Neighbors (21} ( Eltex ) { Eltex )
WGE
Eltex VAP
guest
IVIP
Eltex_BS
RT-5WiFi-e953 5
(Mon Broadcasting) 1
Eltex-5C-5-412
(Mon Broadcasting)
RT-5WiFi-6b8c
[{Mon Broadcasting) ]

Ha ocHoBaHUM TabnuLbl MOXHO NPON3BECTU CMEKTPa/IbHbIV aHaNN3 BCE CETU U OLEHUTb BAUSIHNE NOMEeX Ha
KaXXayt TOUKY A0CTyna. TO NO3BO/IUT OLLEHUTb NPaBWU/IbHOCTb PACTONOXEHNS TOYEK AOCTYrNa Mo TeppuTopum
NOKPLITUS N YKAXET Ha NPo6/eMHbIE MECTa, B KOTOPbIX YPOBEHb MOMEX MOXET NoMeLlaTb KaueCTBEHHOMY
NpPeaoCcTaB/IEHNIO YCAYT.

B BepxHei cTpoke Tabnmubl 0To6pakeHa nHgopmMauus No KaxaoMy pagnovHTepdeincy Touek gocTtyna,
HaxopgALwmxea B Knactepe. B kpainHem nesom ctonbue «Neighbors» pacnonoxeHa nHpopmaums no
6ecrnpoBOAHbIM CETAM, KOTOPbIE BUAHbI YCTPONCTBAM B KnacTepe.

YpoBeHb CUrHasia OT Kaxkoi 6ecnpoBOHOI CETU yKa3aH B NPaBOM BEPXHEM Y1y suelikn Tabnuupbl.

Tabnvua chopmMmpoBaHa Tak, UTO B NEePBbLIX ee CTpoKax oTobpaxatTcs 6ecnpoBofHble CeTU, 06pa3oBaHHble
camMuM Knactepom, fasiee nayT MMeHa CTOPOHHUX CETEN.

[ns npocmoTpa TekyLlero cnncka Tovek AocTyna B kacTepe 1 ux napameTpoB nepengnte Ha Bkiaaky «Radio
Resource Management». B Tabnuue «Current Channel Assignments» npusogsatcsa cnegyowmye napameTpbi:

* IP Address — IP-agpec Toukn AocTyna B KnacTepe;

* Radio — MAC-agpec pagnovnHTepderica ToUkM fOCTyna B KNacTepe;

* Band - Habop cTaHAapTOB, NOAAEPKMBAEMbIX PaANONHTEPMECOM TOUKM A40OCTYNa B KNnacTepe Ha
[OaHHbIA MOMEHT;

+ Channel — Homep KaHana, Ha KOTOPOM paboTaeT Touka A0CTyNa;

+ Status — cocTosiHume paboTbl pagnovHTepderica Toukn AocTyna B KfacTepe.

Haxmute kHonky «Refresh» ansi o6HoBNeHUs MHpopMaLuy Ha CTpaHuLE.
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Automatically manage radio resource assignments

Channel Planner ...
Clustered &

stop | automatically re-assigning channels

Current Channel Assignments 1

. Access
IP Address Radio Band Channel Status Locked Points
192.168.100.3 EB:28:C1:C1:27:70 B/G/N 1 up
192.168.100.3 EB:28:C1:C1:27:60 A/N/AC 36 up

Refresh Apply

Proposed Channel Assignments { 3 seconds ago )

IP Address Radio Proposed Channel
192.168.100.3 EB:28:C1:C1:27:70 i1
192.168.100.3 EB:28:C1:C1:27:60 40

Advanced

Change channels if interference is reduced by at least 5% W
Refresh when access point is added to the cluster | €nable v
Determine if there is better set of channel settings every | 1 Day g
Click "Update” to save the new settings.

Update

B Tabnuue «Proposed Channel Assignments» npusoautcs nHgopmanmsa 0 BO3MOXHbIX 3HAUEHUSIX KaHana, Ha
KOTOPbI NnepenageT pagnonHTepgenc ToUkn 4ocTyna, ecnv 6yaeT 3anyLlleH nepecyeT oNnTMMasibHOCTH Bbibopa
KaHana:

« IP Address — IP-agpec Toukn gocTyna B KnacTepe;

* Radio — MAC-agpec pagnovHTepdelica To4ku AoCTyna B KnacTepe;

« Proposed Channel — Homep KaHana, Ha KOTopbIii NepeiigeT paanoHTepdeiic To4kn AocTyna, ecnm
6yaeT 3anyLleH nepecyeT oNTUMasibHOCTY Bblbopa KaHana.

10.5 OO6HOBMEHME NPOrpaMMHOro obecrneyeHus

Pa6oTa B pexume «Cluster» No3Bo/iSieT BbINO/HATL aBTOMATUYECKOE 06HOB/EHVE NPOrPaAMMHOI0
o6ecneueHus (MO) Bcex yCTPOICTB, BXOAALLMX B KlacTep, 6e3 NPUMEHEHNS BHELLHWX CUCTEM YNpaBeHus 1
KOHTPOJ/INIEPOB.

Oo6HoBNeHne MO MOXHO BbINO/HUTD:

* yepes web-nHTepdeiic;
+ yepes3 DHCP Autoprovisioning (opt 66, opt 67).

10.5.1 O6HoBneHune MO yepes3 web-uHTepdeinc

[nsa o6HoBneHns MO Ha ycTpolicTBax 3afaHHOro knactepa yepes web-uHrepdpeiic otkpointe Bknagky «Cluster
Firmware Upgrade» Touku goctyna.

Mpwn o6HOBMEHUN MO yCTPOICTB KNacTepa gain NpoLNBKN BYAET 3arpy>XeH Ha Kaxgoe yCTPOMNCTBO 1
yCTaHOBMEH Ha no3uuuto «Primary Image». ABTOMaTu4eckun BbINOHAETCA nepesarpy3ka yCTPONCTB C
3arpy3koii N0, kKoTopoe COOTBETCTBYET HOBOMY 06pasy. YCTaHOB/IEHHOE paHee Ha ycTpoicTBax knactepa No
OyAeT CoOXpaHeHo U NepeMeLLeHO Ha no3uuuto «Secondary Image» (pe3epBHast Bepcus M0O).

Ckavarite chaiin ¢ akTyasibHOI Bepcuei nporpaMMmHoro obecneveHuns Ha MK.
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Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members [P Address MAC Address Device Firmware Version Firmware-transfer-status Firmware-transfer-progress-bar
O 1 192.168.100.3 EB:28:C1:C1:27:60 (Tum (Texyimasn None
[] 2  192.168.100.2 AB:F9:4B:B7:8B:C0  YCTpoiicTea)  mepeua I10) Downloaded
Upload Method: * HTTP TFTP
Mew Firmware Image: 0630p... Pain He BnIDpaH.

Owverall Upgrade Status: In progress

t-Upgrade Stop

Caution: Uploading the new firmware may take several minutes. Please do not refresh the page or navigate to another page while uploading the new
firmware, or the firmware upload will be aborted. When the process is complete the access point will restart and resume normal operation.

3arpyska paiina NO Ha yCcTpPoOMCTBO MOXET npoussoguTbes nocpeactsom HTTP nnn TFTP-npoTokonos.

3arpyska uepes HTTP. YctaHosuTe chnar «Upload Method» B 3HauyeHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS AMaNOroBOM OKHe BblbepuTe nyThb K chainy MO Ha MK. B kpaiiHem fieBOM cToN6LEe Tabnuubl
ycTaHoBUTe onar HanpoTMB TOYEK AOCTYNa, Ha KOTOPbIX HEO6XOANMMO 0OHOBUTL NPOrpaMMHOe obecneyeHume.
HaxmunTe kHonky «Start-Upgrade» gnsa Hadana 3arpy3ku aina Ha yCcTpoicTBa.

3arpyska uepe3 TFTP. YctaHosuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKkaxxuTe ums thanna MO, koTopblli ByAeT 3arpyeH Ha yCcTpoincTso. Mima daiina 06s3atenibHO AO/HKHO
cofepxartb paclumpeHue .tar. B none «Server IP» ykaxuTte |IP-agpec TFTP-cepeepa, Ha KOTOPOM COXpaHeH
dhaiin MO. B kpaiiHeM fieBOM cTON6LE Tabnuubl ycTaHOBUTE dhniar HanpoTUB TOYEK AO0CTYNa, Ha KOTOPbIX
HeobxoaMMo 06HOBUTL NporpaMMHoe obecneveHne. Haxmute kKHonky «Start-Upgrade» an1a Havasnia 3arpysku
harina.

Haxxmute Ha kHonky «Stop» A/1a npepbiBaHUsS npoLecca 06HOBEHUS YCTPONCTBA.

B none «Overall Upgrade Status» oTobpaxaeTcs 0606LLEeHHbIV cTaTyc npouecca 06HOB/IEHUSA MPOrPamMMHOro
obecneyeHns Ha ToYKax gocTyna.

© B npouecce 06HOBMEHMS MO YCTPOWCTB HE OTK/IOUATE NUTaHKE YCTPOICTB, @ Takke He 0GHOB/SANTE
N He MeHANTe TekyLLyl web-cTpaHuly ¢ nporpecc-6apom 06HOBNEHNS.
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10.5.2 O6HoBneHune MO yepe3 DHCP Autoprovisioning

[na o6HoBneHns MO noHago6utca TFTP-cepep, a Takke DHCP-cepBep ¢ onpeaeneHHon KoHgurypaumen.
Mpoueaypa o6HoBNeHMs MO Toyek focTyna BbIrAAMT criefyowmumM o6pasom:

1. Touka gocTtyna 3arpyxaetcsa u nonyyaet agpec no DHCP. B DHCP-ceccum Touka focTyna nosyyaet ot
cepsepa B onuusx 2 napameTtpa: tftp-server u filename, rae tftp-server — IP-agpec TFTP-cepsepa, a
filename — nms haitna ¢ pacwmpeHnem .manifest, cogepxatiero nigpopmauuto o MoO.

2. MacTtep knacTtepa Ha OCHOBE MPUHATLIX AaHHbIX KaXAble HECKONIbKO CEKYH[, HAYMHAET NPON3BOANTb
nonbITKy 3arpy3kn manifest-cpaiina ¢ TFTP-cepsepa. Mocne 3arpy3ku aiina mactep cpaBHUMBaeT
Bepcuio MO, ykasaHHyto B haiine, co cBoei Bepcuein MO. Ecnin Bepcus MO macTepa He akTyanbHa, TO
macTep 3arpyxaet chaiin NO ¢ TFTP-cepeepa (Mms chaiina MO ykasbiBaeTcs B manifest-gpaiine) un
aBTOMarnyeckn 06HoOBNAETCS.

3. OcTtasibHblEe YCTPOICTBA B KnacTepe onpeaensoT, YTO MacTep He akTuBeH. B knactepe npovcxogut
BbIGOpKa HOBOro Mactepa. YCTPOCTBO C 60/bLUNM 3Ha4YeHneM «uptime» cTaHOBUTCS MacTepoM. HoBbIl
MacTep Takke NOBTOPSIET NYHKT 2: ckaymBaeT manifest-cpaiin, cpaBHmBaeT Bepcum MO, o6HoBAsET MO.

4. Lmkn noBTOpsieTCs, NokKa Bce YCTPOCTBA B KflacTepe He 06HOBATCA [0 akTyaslbHOW BEPCUM MPOLLMBKMN.

Mopapok HacTpoiiku o6HoBNeHUA yepe3 DHCP Autoprovisioning:
1. Pasamectutb Ha TFTP-cepBepe chaiin "wop12.manifest", cogepxalymii CTpoky:
VERSION="1.25.X.X" WOP-12ac-1.25.X.X.tar.gz,

rae WOP-12ac-1.25.X.X.tar.gz — umsa apxmBa, cogepxatero No ana WOP-12ac;
1.25.X.X — Bepcus MO, cogepxaterocs B apxuse. Bepcuto MO MOXHO NOCMOTPETL B dhaline
«version» B apxuse c MO.

2. PasmecTtutb Ha TFTP-cepBepe apxus ¢ NO ana WOP-12ac.
3. B koHdhurypaumoHHslii dpaiin DHCP-cepeepa (dhcpd.conf) no6aButh CTpokm:

option tftp-server-name "192.168.100.253";
option bootfile-name "wop12.manifest",

roe 192.168.100.253 - agpec TFTP-cepsepa;
wop12.manifest — nms manifest-chainna.
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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