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PykoBoacTso no akcnayatauum WEP-1L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHOBHbIM MpegHasHavyeHnem yctpoiictea WEP-1L siBnsieTca co3gaHve 6ecnpoBOfHO ceTy nepegayu
AaHHbIX L2-ypoBHS Ha CTblke ¢ npoBogHon ceTbio. WEP-1L nogkntovaeTcs K NpOBOAHOMN CeTu yepes
10/100/1000M Ethernet-uHTepdieiic 1 ¢ NOMOLLBI0 CBOMX paguorHTepdeicoB co3taet 6ecnpoBOfHOM
BbICOKOCKOPOCTHOW A0CTYN 419 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

B HacToslLLeM pyKOBOACTBE MO 3KCM/yaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPOCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeyaHns n npegynpexaeHus

© MpumedaHus cogepxar BakHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMONb30BAHMIO 1
HaCTpoiike yCTpOWCTBA.

© nNpepynpexaeHns MHPOPMUPYIOT MO/b30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOIiCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHOM 6e30nacHoi cetu
paspaboTtaHa 6ecnpoBogHas Touka goctyna WEP-1L. YCTpoCTBO cogepxuT ABa pagnonHtepdeiica ans
opraHmsauun asyx phmsmyeckmnx 6ecnpoBOHbIX CETEN.

WEP-1L noggepxunsaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/ISET NepefasaTb Hanbonee
BaXXHbI Tpadvk B 6011€ee NPUOPUTETHBIX 0Yepesax No CPaBHEHMUIO C 0ObIYHbIM. MpuopuTnsaLmus
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). ®yHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B N0/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4EeCTBOM CEPBUCOB M OrpPaHUYEHUSIMN KaK A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

Yctpoiicteso WEP-1L npegHasHavyeHo 418 NCNO/b30BaHNS B Ma/lOHarpy>eHHbIX CETAX C HE60bLLIMM
KO/IM4EeCTBOM K/IMEHTOB U OPUEHTMPOBAHO Ha YCTAaHOBKY B 0puce WU/in HEBGO/bLLIOM hnvasie opraHu3aunu.
BO3MOXHOCTb CO3aHMsA BUPTYasibHbIX TOYEK AOCTYNa C pas/IMyHbIMU TUNnamu LWngpoBaHus no3Bonser
pasrpaHuumBaTh npasa AocTyna Mexay 006bl4HbIMU N0/1b30BaTeIAMN U BblAeNEeHHbIMY rpynnamu
nonb3oBaTenei.

2.2 XapaKTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 10/100/1000BASE-T (RJ-45);
« Wi-Fi 2.4 Ty IEEE 802.11b/g/n;
* Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperayusi AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* aBTOBbIOOP KaHana;

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* nogaepxka ckpoitoro SSID;

* 14 BUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHamsaTop.

Cemesbie (hyHKYUU:

* aBTOMarmyeckoe cornacoBaHne CKOPOCTH, AYNJIEKCHOIO pexnma n nepekntovenms mexay MDI v MDI-X;
* nogaepxka IPve6;

* nogaepxka VLAN;

* DHCP-knueHT;

* nogaepxka GRE;

* nogaepxka GRE over IPsec;

* BO3MOXHOCTb Nnepefayv aboHeHTCKOro Tpadnka BHe TYHHenew;

* nogaepxka ACL;

* nogaepxka NTP;

* nogaepxka Syslog.
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®dyHkyuu QoS:

* NPYOpUTET 1 NNaHMPOBaHNE NAaKeTOB HA OCHOBE Npodunnel;

* OrpaHu4YeHue NPonyckHOW cNOoCO6HOCTM Ans kaxagoro VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHTa,;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauusi yepe3 RADIUS-cepeep (802.1X WPA/WPA?2 Enterprise);
* WwundpoBaHue gaHHbIXx WPA/WPA2;
+ nopaepxka Captive Portal.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyaosaHua WEP-TL.

’ﬁﬁ APM /

? onepaTopa e LWnio3

§

DHCP, RADIUS

PucyHok 1 — @yHKUMOHaNbHaA cxema ncnosb3osaHms WEP-1L

2.3 TexHunyeckme napameTpbl yCTPOMCTBa

Ta6numua 1 — OCHOBHbIE TEXHMYECKIE NapaMeTpbl

MapameTpbl WAN-uHTepceiica Ethernet

Konuyectso noptos 1

Tun pasbema RJ-45

CKopocTb nepegaun 10/100/1000 M6uT/c, aBTOONpEeaeneHne
MNoanepxka ctTaH4apTOB BASE-T

MapameTpbl 6ecnpoBogHOro nHTepdeiica

CraHgapTbl 802.11a/b/g/n/ac

YacToTHbIn Anana3oH 2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'L,
Mogynsauus BPSK, QPSK, 16QAM, 64QAM, 256QAM



Pabouune kaHasbl

CKopocTb nepeaqn AaHHbIX

MakcumasibHOe Konm4yecTBo
OAHOBPEMEHHbIX ceccuii

MakcmmasibHast MOLLHOCTb nepeaarymka

KoadhpuumneHT ycuneHns BCTPOEHHbIX

aHTEeHH

UyBCTBUTENBHOCTb NPUEMHIKA

Be3onacHocTb

Moppepxka 2x2 MIMO
YnpaBneHue

YpaneHHoe ynpasneHue
OrpaHuuyeHue goctyna

O6Lwume napamMmeTpbl
Flash-namatb

RAM

MutaHne

MoTpebnsemasn MOLLHOCTb
Pabounin gnanasoH Temneparyp

OTHOCUTENbHAA BNAXHOCTb Npu
Temnepartype 25 °C

ra6apuTbl (qUuameTp x BbICOTA)
Macca

CpoK cnyx06bl

PykoBoacTso no akcnayatauum WEP-1L

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac:

+ 36-64 (5170-5330 MI'u)
+ 100-144 55490—5730 qug
+ 149-165 (5735-5835 MI'yy
802.11a: go 54 Mé6ut/c
802.11b: po 11 M6éuT/C
802.11g: go 54 MéuTt/c

802.11n: go 300 M6ut/c
802.11ac: no 867 M6uT/C

Fu, 127
1127

U: oo 18 npbm
80 20 nbm

u: ~5 nbun

r
T
T
u: ~5abu

Mu: go-94 pbm

2.
5
2.
5
2.
5
2.
5TTu; no-92 gbm

4
rry
AT
T
AT
r
4
r

LieHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/
WPAZ2 Enterprise)

wndpoBaHne aaHHbIx WPA/WPA?2

nogaepxka Captive Portal

web-nHTepgeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naposnto, ayTeHTudukaunsa yepes RADIUS-cepsep

32 MB SPI-NOR Flash

128 Mb DDR2 RAM

BHELWHWA aganTtep nutaHuns 53 B DC, 2 A
He 6onee 7 BT

oT +5 go +40 °C

0o 80 %

100 x 23 Mmm
0,085 kr

He meHee 15 net



PyKoBOZACTBO No akcnyatauum WEP-1L

2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctporicteo WEP-1L BbINOSIHEHO B N/1aCTUKOBOM KOpMyce.

2.4.1 TlepegHsasa naHenb ycTpolicTBa

BHelwwHWIA BUA nepeaHeli naHenu yctponictea WEP-1L npuBeaeH Ha pucyHke 2.

1

PucyHok 2 — BHeluHwuii BuA nepeaHeii naHenun WEP-1L

Tabnuua 2 — OnucaHne nHAnKaTopoB nepegHen naHenn WEP-1L

AneMeHT naHenun OnucaHue

1 Power MHpgukaTtop ctatyca paboThl ycTpoicTBa

2.4.2 3apaHAsa naHesnb YyCTPoUCcTBa

BHeluHWIA BUA 3aaHel naHenu yctpoictesa WEP-1L npuBefeH Ha pucyHke 3.

PucyHok 3 — BHewHwuiA Bug, 3agHein naHenn WEP-1L

Ha 3agHei naHenn yctpoiictea WEP-1L pacnonoxeHb! criegytolmne CBeTOBble NHAMKATOPbI, pasbeMbl 1
opraHbl ynpasnexust (Taénuua 3).

Tabnuua 3 — OnuncaHne MHAMKATOPOB, MOPTOB 1 OpPraHoOB ynpasnieHus 3aaHel naHesnn WEP-1L
AnemMmeHT naHenu OnucaHue
1 WAN MopT 10/100/1000BASE-T (pazbem RJ-45) ana nogkntoueHns K cetu
2 CseTtoamoabl MHgukaTopbl pasbema WAN

3 5vDC PasbeM 715 NoAKUEHNS afanTepa NUTaHns



2.4.3 HwxHAS naHenb yCTpoicTBa

PyKoBOZACTBO No akcnyatauum WEP-1L

BHewwHuin Bug, HxHe naHenu yctpoictea WEP-1L npuBeseH Ha pucyHke 4.

Passwof

huplli‘-" 168.4.10

I\\\\\\\I\\l\\l\\

L \\\jﬁl\})j}!ﬁ\\!\\\\
hid

PucyHok 4 — BHewwHWiA BuA HWxHen naHenn WEP-1L

Tabnuua 4 — OnncaHne opraHoB ynpasfieHns HmxHen naHenn WEP-1L

AnemMeHT naHenn

OonucaHue

KHonka cbpoca K 3aBOACKUM HacTpoikam

2.5 CaetoBas nHgukauus

Tekyllee COCTosIHME YCTPOICTBA OTOGPaXKAETCs NPU NMOMOLLM MHANKATOPOB, PACMONOXEHHbIX HA NepeaHeli 1
3aaHeii naHensx. MepeyeHb COCTOAHMIA UHAVMKATOPOB NPUBEAEH B TabnuLe 5.

Ta6nuua 5 — CBeToBast UHAVKALMS COCTOSIHMSI YCTPOIACTBA

NHpgukaTop

WAN

Power

CocTosiHue nHankaropa
[opuUT TO/MbKO 3€M1eHbI CBETOAMNOL,
FopAT 3eneHblli U OpaHXeBbIi
CBETOoAMO bl

Muraet 3eneHblii CBeToaMos

3eneHbliA, ropuT NOCTOSIHHO
OpaHXeBblii, rOpUT NOCTOSIHHO

KpacHblii, ropuT NOCTOSIHHO

CocTosiHMe ycTpoiicTBa

CoefvHeHne ¢ NOAK/YEHHbIM CETEBLIM YCTPONCTBOM
yCTaHoB/1eHO Ha ckopocTu 10/100 MéuTt/c

CoefvHeHne ¢ NOAK/YEHHbIM CETEBLIM YCTPONCTBOM
yCTaHOoB/IEHO Ha ckopocTu 1000 M6uT/c

Mpouecc nakeTHoW nepegaun gaHHbIx No WAN-
nHTepgelicy

BkntoueHo nutaHue ycTpoiicTBa, HopManbHas pabota
YCTpOWCTBO 3arpy>eHo, Ho He nosnyyeH IP-agpec no DHCP

3arpyska ycTpoiicTea

10



PykoBoacTso no akcnayatauum WEP-1L

2.6 CO6poc ycTpoicTBa K 3aBOACKMM HACTpOIiKam

[na copoca ycTpoicTBa K 3aBOACKMM HACTPOKaM HaXXMUTE N yaepXnBanTe KHOMKy «F», noka nHankaTop
Power, pacnosioxeHHbIn Ha nepeaHei naHeny ycTponcTBa, He HAYHET MUraTb OPaHXeBbIM LiBETOM.
MNpoun3oingeT aBTomaTnyeckas nepesarpyska ycTponcTBa, UHAMKATOP 3aroputcs NOCTOAHHLIM KPacHbIM
LIBETOM.

Mpun 3aBOACKUX ycTaHOBKax byaet 3anyweH DHCP-knueHT. B cniyyae, ecnun agpec He 6yaet nosyyeH no DHCP,
TO y ycTpoiicTBa byaet agpec — 192.168.1.10, macka nogcetn — 255.255.255.0, umsa nonb3oBartens/naposib
ANns goctyna yepes web-mHtepdeic: admin/password.

2.7 KomnnekT nocTaBKu
B KOMNMEKT NOCTaBKN BXOAAT:

+ 0bopypnoBaHue pagunogoctyna WEP-1L;

« apantep nutaHus 230/5,3 B, 2,0 A;

* PYKOBOACTBO M0 3Kcnyataumm Ha CD-aucke (onuuoHasnbHo);
* cepTMdmnKar COOTBETCTBUS;

* MamsTKa 0 AOKYMeHTaLmu;

* racnopr.

11



PykoBoacTtso no akcnnyatauui WEP-

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

1L

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTaHaBnuBaliTe yCTpOCTBO PSAAOM C UCTOUHUKAMM TEM/a U B MOMELLEHUSIX C TEMNepaTypoli Huxe

5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
pa3smeLlaTtb NpeAMeTbl Ha MOBEPXHOCTM 060pyA0BaHNS.

3.2 PekomeHpaumun no yctaHoBke

1.

YCTpOWCTBO pekoOMeHAyeTCs yCTaHaB/IMBaTb Ha CTO/E B TOPU30HTa/TbHOM MOJSIOKEHUN.
Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MeXaHU4ecKnx nospexaeHuii. B cnyyae o6HapyXeHnst NoBpexXaeHnin cneafyet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCA K MOCTaBLLUKY.
Ecnu ycTpoincTBO ANnTenibHOEe BPEMS HaXOA4UN0Ch NPY HU3KOIM TeMnepatype, nepes Hadyasiom paboThbl
cnepyeT BblepXaTb ero B Te4eHue AByX YacoB Npv KOMHaTHOM TeMnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPOMCTBA B YC/TOBUSAX MOBbLILLEHHONM BNXXKHOCTY nepes BKIYeHneM Heo6xoammo
BblEpXaTb ero B HOPMasibHbIX YC/I0BUSIX HE MeHee 12 4acos.
Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyywmmm
XapakTepucTMkamy yunTbiBanTe cregyrowime npasunia:
* YcTaHaBnmBaiTe YCTPOUCTBO B LIEHTpPe 6eCnpoBOAHONM CET.
* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGenb 1 Ap.) MEXAY TOUKON AocTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.
* He ycTaHaBnvBaiite yCTpoicTBO B6NM3U (NOpsigka 2 M) a/1EKTPUYECKUX U PaanoyCTPOIACTB.
* He pekomeHayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctems 6ecnposogHoii cetn Wi-Fi.
+ [penAaTcTBuA B BUAE CTEKNSAHHbIX/METIINYECKUX KOHCTPYKLWIA, KUPNUYHBIX/GETOHHBIX CTEH, a

TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLUUTb paguyc aericteusa Wi-Fi ceTtn.
Mpy pa3meLLeHnn HECKONBbKNX TOYeK paguyc coTbl AO/MKEH NepecekaTbCs C coceHel COTO Ha ypoBHe

0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUEeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ec/iv He
npegnonaraercs ncnosib3osaHne VolP, NOTOKOBOro BUAeOBeLLaHNS U APYroro YyBCTBUTEbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.

3.3 PacueT Heo6xoAUMOro 4ncna Touek goctyna

Mpun BbIGOPE KOMMYecTBa HEOOXOAMMbBIX TOUEK AOCTYNa AJ/19 NOKPbITUA NOMELLEHUA HE06X0AMMO NPOM3BECTHU
OUEeHKY TpebyemMoil 30Hbl oxBara. /151 60n1ee TOYHOM OLEeHKM HeobXoAMMO NPOU3BeCTM paguonccnesoBaHme
nomeLLeHuns. MpubnuantesbHbIN paguyc oxeara yBepeHHOoro npuema Toukm goctyna WEP-1L npu pasmeweHum
B TUMNOBbIX OGUCHBIX NoMmelleHnsx: 2.4 'y — 40-50 m, 5 'y, — 20—-30 m. Mpr NONHOM OTCYTCTBUN
npensatcTBuiA pagnyc oxeata: 2.4 'y — o 100 m, 51y, — go 60 m.

B tabnuue 6 npuseaeHbl NPUGIN3UTE/bHbIE 3HAYEHUS 3aTyXaHUs.
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PyKoBOZACTBO No akcnyatauum WEP-1L

Tabnmua 6 — 3Ha4eHus 3aTyxaHums

Martepuan N3meHeHNe ypOBHA curHana, gb
24T1Ty 51Ty
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Creksio -0,5 -1,7
mncokapToH -0,5 -0,8
acn -1,6 -1,9
®aHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IM4ECKON CETKOW -14,8 -13,2
LLinako6nok -7 -11
MeTtannnyeckas peLuetka -21 -13

(Auelika 13x6 MM, MeTasI/1 2 MM)

34 Bb|60p KaHa/10B CcOoCeACTBYHOLNX TOYEK
Bo nsbexaHne MmexxkaHasibHOM I/IHTepCbep9HLI|I/IVI Mexgay coceacTByroIMMN TOUYKaMW OOCTYNa pekoMeHayeTCcA
YCTaHOBUTb HenepeKkpbiBawLlmecsa KaHasbl.

KaHnanb!

1 2 3 4 5 6 7 8 9 10 11 12 13 14

2.402 TTy, |<7 22 MI'I.L—){ 2.483 Iy,

PucyHok 5 — O6uasn gmarpaMmma nepekpbITUA YacTOTHbIX KaHanos B 2.4 Ty,

Mpumep cxeMbl pacnpeaeneHnsa KaHaioB Mexay coceHMu ToukaMu B AvanasoHe 2.4 Ty, npu wuprHe
kaHana B 20 MI'y, npuBeAeH Ha pUCYHKe 6.

PucyHok 6 — Cxema pacrnpefesieHus KaHasioB MeXxay cocefHMMM ToukamMu AoCcTyna B guanasoHe 2.4 'y npu
LMpuHe kaHauia B 20 My,

13



PyKoBOZACTBO No akcnyatauum WEP-1L

AHa/I0TMYHO PeKOMEeHyeTCs COXpaHSATh AaHHbIVi MeEXaHU3M pacrnpeaesneHvsi KaHasioB Npy PacrosIoKeHUN
TOUEK Mexay aTaxamu (PUCYHOK 7).

D L,
D <
PucyHok 7 — CxemMa pacnpefeneHusi KaHa/loB Mexay COCeAHUMM ToUKaMu AOCTyna, PacrosIOKEHHbIMU MeXay

ATaKamun

Mpwn ncnonb3oBaHUK WMPKHBI KaHasna 40 My, B gnanasoHe 2.4 [Ty, HeT HenepeKkpbIBaloLWMXCA KaHasoB. B
Takux criyyasix CTOUT BblGUpaTb MakCUMasIbHO OTA&/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 H835
MHz MHz MHz Radar MHz MHz MHz

I I E I I

149
153
157
161
165

IEEE Channel # 1SS IS N8 2S I
NS AAAATAAAA
soMHz |\ VY
80 MHz |/ V
160 MHz /IR
Examplesof [0\ A
non-contiguous
VHTS0+80MHz ) [T

setup
R B

PucyHok 8 — KaHasbl, ucnonb3yemble B gnanasoHe 5 'y npu wupuHe kaHana 20, 40, 80 MI'y,

100
104
108
112
116
120
124
128
132
136
140

%

é

—
e
I

g © gl &
I T

—— e L=
e

14



4 YnpaB/ieHne yCTPOMCTBOM Yepe3 web-nHtepdeiic

4.1 Hauyano pa6oThl

PykoBoacTso no akcnayatauum WEP-1L

[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio

YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN

nosib3oBaresia 1 naposis.

WEP-1L

3. Beeante nmsa nosb3oBartesia B CTpoke «BBeaute /10rvH» 1 naposb B CTPOKE «BBeaguTe naponb».

© 3aBopckue ycTaHOBKW: NOTMH — admin, naposnk — password.

4. HaxxmnTe KHOMKy «BoliTu». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIa COCTOSIHUSA YCTPOCTBA.

HWELTEX

MoHuTOpMHr ~ Radio VAP

Wi-Fi KNHEHTE!
CTaTMCTHKa No TpadHky
CKaHWpOBaHUe a(npa
Hypran cobeimuin
CeTeBan MHopMaLma

MHopmanma o
pafnouHTEpMelicax

Hcpopmauma of ycTpoicTee »

WEP-1L

CETEBbIE HACTPOIKH BHELLHWE CEPBHCHI CucTema

Wanenue

AnnapaTHas sepcua
3aeoackoil MAC-anpec
CepUiAHBIA HoMep
Bepcus MO

PesepeHas Bepcks MO
BepcuA 3arpyHmka
CMCTEMHOE BpEMA
Bpems padoThl

3arpyaka LMy

MCI'IUJ'IbSyEM ad NamATb

= OOHOBUTH

WEP-1L
v3
E8:28:C1:E7:FB60

WP3C000555

09.01.2025 06:38:23
8 [H, 22:51:19

2%

@ 83 MGanT / 108 MoaiT

- (BLIXOM)
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PykoBoacTso no akcnayatauum WEP-1L

5. INpy HeoBXOANMOCTU MOXHO MEPEKNIOUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WEP-1L gocTtynHbl
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

WELTEX  WEP-IL

MoHuTOpUHr ~ Radio VAP CeTeBhle HAaCTPOMKK BHEILIHME CEPBMChI CucTema - (BLIXOM)

Wi-Fi KNHEHTE! Wsnenue WEP-1L

AnnapaTHas Bepcua w3
CTATUCTHKA MO Tpauky

3aBoackoi MAC-anpec E8:28:C1:E7:FB:60
CkaHWpoBaHue a(npa
CepuitHbIA HoMep WP3C000555

JKypHan coBeITHi Bepcws 110
CeTesan MHopMaLmMa PesepeHas eepcus M0

WicbopuaLa o Bepcua sarpy3dnka

panuouHTEpelicax CHcTEMHOE BpeMa  09.01 2025 063823

Whepopmauma of ycTpoicTee > Bpema paboTl 8 4H, 225119

3arpyaka LMy 2%

Mcnenb3yemas naMaTh @ 83 MOaiT / 108 MbaiT

= OOHOBUTH

4.2 TpyMeHeHNe KOHGUrypaumm 1 oTMeHa U3MeHeHN

1. MpUMeEHeHNe KOHUrypawumm

Mpn HaXkaTUM KHOMKM 3anyckaeTcsa npouecc coxpaHeHust KoHdurypauum Bo flash-namsits

YCTPOICTBA N NPUMEHEHNE HOBbIX HACTPOEK. BCce HACTPOIKM BCTynaloT B cuy 6e3 nepesarpysku
yCTpOIicTBa.

B web-uHTepgeiice Toukn AocTyna peasimaoBaHa BudyasibHasi MHAMKALMS TEKYLLENO COCTOSIHUSA npoliecca
npuMeHeHus HacTpoek (Tabnuua 7).

Tabnvua 7 — BusyasibHas MHAVKALMS TEKYLLLEro COCTOSIHMSA NpoLiecca NPUMEHEHNS HACTPOEK

BHewHuii BUA OnucaHue COCTOSIHUSA

Nocne HaxkaTusa Ha KHONKY «[MpUMeHUTL» NPOUCXOANT NPOLLECC NPUMEHEHNA U

3an1cm HacTpPoeK B NamMsiTb yCTpoiicTBa. O6 3TOM UHGOPMUPYET 3HAUYOK il B
Ha3BaHWV BKNAAKW U Ha KHOMKE «[PUMEHNUTb.
O6 yCrnewHoM COXPaHEHNUN 1 NPUMEHEHUN HACTPOEK MHKPOPMUPYET 3HAUOK

B HA3BaHWV BKNAAKM.

2. OTMeHa U3MeHeHuM

© OtmMeHa n3MeHeHW NPON3BOANTCS TOMBKO 10 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpu HaxaTum Ha
KHOMKY «[TPUMEHNTBL» N3MEHEHHbIE Ha CTPaHULLE NapamMeTpbl OyayT 06HOBNEHbI HA TEKYLLME 3HAYEHUS,
3anuncaHHble B NaMaTh yCTPoCcTBa. MNocne HaxaTus Ha KHOMNKY «MpuMeHnTb» BO3BpaT K NpeablayLimm
HacTpoiikaMm 6yAeT HEBO3MOXEH.

. . X Otmena
KHOMKa OTMeHbI U3MEHEHUI UMeeT CriefyoLWwuii Bua;
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PykoBoacTso no akcnayatauum WEP-1L

4.3 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

eLTeX  WEP-L

IMOHUTOPUHT Radio VAP CeTeBble HACTPOWRKKH BHelLUHME CEPBUCHI CucTema - (BbIXOO)

Wi-Fi KNUeHTBI WM3nenue WEP-1L
AnnapatHan BepcuA 13
CTaTMCTHKA NO TpaguKy
3apoackoi MAC- E8:28:C1:E7:FB.60
CraHMpoBaHue aupa afnpec
CepUiHbIiA HoMep WP3C000555
ARypHan cobbimhit
Bepcua Mo

CeTesan MHGopMaLns
PesepeHan BEpCUA

no
H(popMALIMA O

panguonHTEppercax BepcuA sarpysynka
_ . CHUCTEMHOE BpeMa 06.12.2023 07:02:53
MHdopmauua of ycTpoiRcTee »

Bpewms padoTel 8 oH, 21:38:30

Jarpyska Ly 1%
Mcnonk3yeman \.35-,9 71 MGaiT / 108 MGanT
NamaTh
Z OGHOBMTBL
@ 000 "Mpednpusmue "Samexc”, 2019 Bepcur (10, {Bepcus WEB: |

OKHO NMOo/b30BaTeNIbCKOro nHTepdelica pasgeneHo Ha nNsaTb obnacTei:

1. Bkiagku MeHI0 — Ans rpynnupoBK/ NOAMEHIO MO cneayowmm kateropuam: MoHutopuHr, Radio, VAP,
CeTteBble HacTpoiiku, BHewHue cepBucsbl, Cucrema.

2. Bbl6op A3blka MHTEpdeica 1 kHomka «(BbIXo)», NpeAHa3HaueHHas A1si 3aBeplieHnsl ceaHca paboThbl B

web-nHTepdelice nog gaHHbIM Nosb30BaTENEM.

Bknagkv nogMeHto — 418 ynpas/ieHnst NosIeM HacTpOeK.

Mone HacTpoek ycTpoincTea — A48 NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.

WHdhopmaumoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO HA YCTPONCTBE.

aprw
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PykoBoacTso no akcnayatauum WEP-1L

4.4 MeH «MOHUTOPUHT»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

4.41 NopmeHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

L TEX  WEP-IL

MoHUTOpUHT ~ Radio VAP CeTeBble HACTPOWKN  BHEIHUE CepeucH  CucTema - (8xon)

Wi-Fi KnuenTbl > & OGHOBMTD

CTaTUETHKA N0 TPACIHKY
Ne WumsxocTa IP-agpec  MAC-agpec MHTepepeiic  Link Capacity Link Quality Link Quality Common  RSSI,AEM SNR, AE  TxRate RxRate TXBW, Mru  RXBW, Mru  Bpems paoTul

CraHpoBatKe Spupa _ _ _ o
v 1 Xaomi-12T 1024.8045 T767231:9805ba wianiva0 30 66 I -90 7 VHT NSS2-MCS239  VHT NSS1-MCS2195 20 20 04:51:05

KypHan coeITit B
Mepenaxo / MPUHATO BCero, OaiT 2 058 102/ 624 031 Mepenaro C OLMGKaMN, nakeTos 0

Ceresan MHQOpMAYA Mlepenao / MPUKATO BCET0, NakeTos 6565/ 11243 TOBTOpEI NepeAaUit 3a NOCNEAHHiA NepHoa, nakeTos 1

WHcpopuanus o Mepenaro / MpuksTo fakHbix, OaiT 1 916 777/ 532 653 Ofluee “iCno NOETOpOB Nepenasi, naketos 2 393
IERETR he lMepenaHo / NPUMHATO OaHHbIX, NAKETOB 6558/2380 CkopocTe Nepeaayu f npuema, KOuT/c 0/0
VHOPMaLHA 06 YCTpOiiCTEE Moaynsauua Nepenao naketos MpUKSTO NakeToR

OFDM8 s 8996 80%

NSS1-MCS0 0 779
NSS1-MCS1 447
NSS1-MCS2 234
NSS1-MCS3 0
NSS1-MCS4 19
NSS1-MCS5 61

NSS1-MCS6 58

Sl=]=lalalslv|l2la
o
4

NS§S1-MCS7 36
NSS2-MCS0 1222 19% 526
NSS2-MCS1 1523 23% 231
NSS2-MCS2 1676 26% 26
NSS2-MCS3 923 14%

NS§S2-MCS4 303

2338352323338 3 233

2
0
NSS2-MCS5 22 0% 0
0

NSs2-MCs9 32 0%

* Ne — HOMep NOAK/HOYEHHOTO YCTPOWCTBA B CMUCKE;

* VIMs1 Xocma — ceTeBOe UMS YCTPONCTBa;

*+ IP-adpec — IP-agpec NOAK/IYEHHOTO YCTPOICTBE,

* MAC-adpec — MAC-agpec noak/1l04eHHOro YyCTpOMCTBa;

* MIHmepcpelic — nHTeppeinc B3anmopenctans WEP-1L ¢ nogxknto4eHHbIM YCTPOACTBOM;

* Link Capacity — napameTp, KOTOpbIli 0TO6paxaeT 3EeKTUBHOCTb NCMONb30BaHNA TOUKON JoCTyna
MOAYyNALMN Ha nepegady. PaccumTbiBaeTCcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAY/NSUMKN [0 KWEHTA, U MOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHne — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMEHTa Ha MakCUMasibHOM MOAYNALMN 01 MakCMMa/lbHOTo TuMna nss,
noAAepXMBaeMoro KnneHTom). MuHuMasibHoe 3HaueHne — 2% (B c/iyyae, korga nakeTbl nepefatoTcs Ha
mMoaynsiumm nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHne napameTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHpn,

* Link Quality — napameTp, KOTOpPbIA 0TOOPaXKaeT COCTOAHME /IMHKA A0 KNIMEHTA, pacCUuUTaHHbI Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHoe 3HaveHve —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCL C NEPBOI NOMbITKM), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLHo OTnpaB/ieH). 3HaYeHVe napamMeTpa paccumTbiBaeTcs 3a
nocnegHue 10 cekyHp,

* Link Quality Common — napameTp, KOTOpPbIi 0TO6PaxaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbIN
Ha OCHOBaHWMW KO/IMYeCTBa PETPAHCMUTOB NaKeTOB, OTMNPAaB/IeHHbIX KMEHTY. MakcMasibHoe 3HavYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLIHO OTNpaB/ieH). 3HaYeHre napameTpa paccuMTbiBaeTcs 3a Bce
BpeMs MOAK/TIOYEHUS KNNEHT],
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PykoBoacTso no akcnayatauum WEP-1L

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY KMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cnepytoLme napameTpbl:

442

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/TIYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepejayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.

MoameHto «CTaTnucTrka no Tpagouky»

B pasgene «CtaTtucTuka no Tpacuky» oto6paxkatoTcs rpadrky CKOpoCcTU nepefaHHoro/nosy4eHHoro
Tpadmka 3a nocregHe 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpagmka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYynNa.

MosTopuir

TEX  WEP-L

Radia VAP Temuie HacTpoiKN  BrewHue cepeucs  Cucteua

e WLANO Tx/Rx kbps WLANL T/Rx kbps

R 0.0 kbps (max: 2.6 kbps) Rx: 0 kbps (max: 114 kbps)
® Tx0.8 kops (max: 10.1 kbps) @ T 0 knps (max: 102 kops)

03— v
165323 165341 165359 165417 165435 165453 165501 165520 165547 165605 165623 s 165323 165341 165359 1eSe17 165435 165453 165511 165529 165547 165605 165623 s
LAN Tw/Rx kbps
Rx: 10 kbps {max: 10.2 kbps)
@ Tx: 13 kbps (max: 30.1 kops)

=

1
165323 165341 165359 165407 165435 165453 165511 16:5520 165547  1656:05 165623 ts

Mpacmk LAN Tx/Rx nokasblBaeT CKOPOCTb NepefaHHOro/nonyyYyeHHoro tpadmka yepes Ethernet-nHtepdcpeiic
TOYUKM AOCTyna 3a nocnegHue 3 MUHYTbI. padivk aBTOMaTUyeckn 0OHOBNAETCA Kaxable 6 CekyHA,

Mpadmkn WLANO n WLANT Tx/Rx nokasbiBaloT CKOPOCTb NepefaHHoro/nosy4yeHHoro Tpadmka yepes Radio 1 u
Radio 2 nHtepdelicbl TOUkM goctyna 3a nocsegHue 3 MuHyTbl. Mpadmk aBTomaTnyeckn 06HOBNSAETCA Kaxable
6 CekyH.
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PykoBoacTso no akcnayatauum WEP-1L

MepenaHo v
WHTepdpeiic Bcero nakeToB Bcero Gaiit OTEpPOLWEHD NAKETOR Ownskm
LAN 202871 161316150 0 1]
WLANO 41298 49220375 0 o
WLAN1 286650 308024624 0 0
wanoa0 o - 20 )
wilan0-val 0 0 0 1]
wlan0-va2 a 0 0 o
wlan0-va3 a 0 0 o
wlan1-va0 371 39720 924 0
vt — — 2 )
wilan1-va2 0 0 0 1]
wlan1-va3 [} 0 0 o
Onucanne Tabnuupl «lepedaHo»:
* ViIHmepdpelic — nmsa nHtepelica;
* Bceao nakemos — KO/IMYeCTBO YCMEeLHO OTnpaB/ieHHbIX NakeToB.;
+ Bceeo 6alim — KONMYeCTBO YCMNELLHO OTNPaB/IEHHbIX 6aliT;
* OMO6pPOWEHO rNakemos — KOJIMYeCTBO NaKeToB, OTOPOLLUEHHbIX NPY OTMNPaBKe;
* OWUbKU — KO/IMYECTBO OLLMOOK.
MpuHsaTO v
WhTepcheiic BCero nakeTos Bcero 6aiT OTGPOWEHD NAKETOE OWnGKH
LAN 400993 463402409 96 0
WLANOQ 20383 2789738 0 0
WLAN1 136468 160132228 0 0
wian0-va0 20383 2789738 0 0
wian0-va1 0 0 0 0
wian0-va2 0 0 0 0
wian0-va3 0 0 0 0
wlan1-val 20 2698 0 0
wlan1-val 136448 160129530 0 0
wian1-va2 0 0 0 0
wian1-va3 0 0 0 0

Onwucaxune Tabnuupl «[TpUHSMO»:

* MlHmepgpelic — nmsa nHTepdelica;

* Bceao nakemos — KOSIMYeCTBO YCMNELIHO NPUHATLIX NaKeToB;

* Bceao 6alim — KOIMYeCcTBO YCMeLHO NPUHSTBLIX 6aiT;

* Om6poweHo rnakemos — KO/MIM4eCTBO NakKeTos, OT6pOLL|eHHbIX npu noayvyeHnn,;

* OWUubKU — KONNYECTBO OLLUNOOK.
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4.4.3

PykoBoacTso no akcnayatauum WEP-1L

MoameHo «CkaHvpoBaHve adhmpar»

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

MOHWTOPHHT Radio VAP CeTeBble HACTPONKK BHewHWe cepBuchl Cucrema - (BbIXOA,

clTEX  WEP-L

Wi-Fi KNHeHTH! rocnenHes CKaHMPOEaHKE GbiNo 10.08.2023 06:20:59

CTaTtMCTHEA No _pﬁquK'j
241Ty | 51Ty

CKaHupoBaHue athupa »
P bip KaHan /

i OwanazoH SSID Pexum GesonacHocth MAC-agpec LnpnHa RSSI, gbm
ypHan cobbimui
24Ty Open E0:D9:E3:49:D5:00 1/20 -20
CeTeBan UHMopMaLMa
24Ty Open 6813 E2.0E:8A 11 6/20 -36
WHdopmalma o
pamHOMHTEpMERCaX 24Ty Open 68:13:E2:20:A2:D1 6/20 -36
) I 24Ty Open 68:13.E2.18.66.41 1/20 -38
WHdopmaumna of ycTpoicTee
24Ty Open E8:28:C1.DACFAT 11/20 -40
24TTyY WPAZ_1X 6813 E2:200A3:01 6/20 -40
24Ty Open 6613 E2:20.A2:A1 11/20 -42
24TTy Open CC:OD:AZ:CT:DF:DO 11/20 -46
24Ty WPAZ_1X 66:13:E2:0D:3C:F1 1/20 -50

[na 3anycka npouecca ckaHMpoBaHUA adompa HaxXMmnTe Ha KHonky «CkaHnpoBaTb». [ocrie 3aBepLueHns
npovwecca Ha CTpaHuue NoSABUTCS CMMCOK 0OHApPY)XEHHbIX B paanoadmpe Tovek AocTyna v MHhopmaumust 0 HUX:

lMocniedHee ckaHUposBaHue bbi/10... — AaTta 1 Bpems NocnefHero CKaHMpoBaHus;

Juana3oH — yka3blBaeTcs ananas3oH 2.4 'y unam 5 U, B KOTOPOM 6bl1a 0GHapyXXeHa Touka AoCTyna;
SSID — SSID o6Hapy»XeHHOIh TOYKM A0CTYNa;

Pexxum 6e3onacHocmu — pexxnum 6e30nacHOCT 0O6HAPYXEHHOM TOYKN A0CTYNa;

MAC-adpec — MAC-aapec o06HapyXeHHOW TOYKM A0CTYNa,;

KaHas/lLlupuHa — pagnoKaHasl, Ha KOTOpoM paboTaeT 0bHapyXeHHasa Touka 4OCTyna,;

RSS! — ypOBEeHb, C KOTOPbIM YCTPONCTBO NPUHUMAET CUTHa OGHaPYXEHHOW TOUKM AOCTyna, AbMm.

Bo Bpems ocyLecTB/IeHMA cKaHpoBaHusa adhmpa pagnonHTepdeiic ycTporcTea 6yaeT OTK/IOUEH, UTO
npueeneT K HEBO3MOXHOCTM nepepadn gaHHblx Ao Wi-Fi KnneHToB BO BpeMsi CKAHMPOBaHWS.
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PykoBoacTso no akcnayatauum WEP-1L

4.4.4 TogMeHto «KypHasn cobbITuii»

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

LTEX  WEP-1L
MoHUTOPHHM Radio VAP CeTeBkle HaCTPOHKH BHeluHue cepauce! Cuctema u - BbIX0A)
WWi-Fi KMHeHTs i cunctuTe
CratneTika na Tpadmky
fata n BpemA Tun Npouecc CoobuieHne
CKaHHPOB3AIE 3cppa Jun 15 12:53:31 daemon.info monitord[1069] event: 'associated' mac: 6E:4B:3E:17:D5:09 ssid: Testd' interface: wian1-va3 channel: 64 rssi: -73 location: 'ap.natasha.root’ reason: 0
Hypran cobuiTit > Jun 15 12:53:24 daemon.info monitord[1069] event: 'associated' mac: E0:D9:E3:49:C1:80 ssid: 'Test2' interface: wian0-va3 channel: 11 rssi: -55 location: 'ap.natasha.root reason: 0
CeTesan WHQOPMaUKA Jun 15 12:52:46 daemon.info monitord[1069] event: 'associated' mac: 74:61:14:3A:BD:60 ssid: 'Testd' interface: wian1-va3 channel: 64 rssi: -77 location: "ap.natasha.root’ reason: 0
Jun 15 12:52:33 «daemon.info monitord[1089] event: "associated' mac: 10:62:EB:2F:FD:58 ssid: Test2' interface: wian0-va3 channel: 11 rssi: -85 location: "ap.natasha.root' reason: 0
Jun 15 12:52:27 «daemon.info monitord[1069] event: ‘deauthenticated by STA' mac: 10:62:EB:2F:FD:58 ssid: 'Test2' interface: wian0-va3 channel: 11 rssi: -83 location: 'ap.natasha.root' reason: 3 description: 'Deauth at STA leave BSS'
Jun 15 12:52:12 «daemon.info monitord[1089] event: "associated' mac: 10:62:EB:2F:FD:58 ssid: Test2' interface: wian0-va3 channel: 11 rssi: -67 location: "ap.natasha.root' reason: 0
Jun 15 12:51:13 daemon infa configd[957] The AP startup configuration was updated successfully.
Jun 15 11:56:23 «daemon.info networkd[889] DHCP-client: Interface br0 renew lease on 100.110.0.208.
Jun 15 10:56:23 «daemon.info networkd[989] DHCP-client: Interface br0 renew lease on 100.110.0.208.
Jun 15 09:56:22 «daemon.info networkd[889] DHCP-client: Interface br0 renew lease on 100.110.0.208.

B pasgene cogepxutcs cneaytoLas MHopMaLms:

+ [ama u spemsi — pata n Bpems, Korga cobbiTvie 6b1/10 CreHepupoBaHo;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

+ [poyecc — nms npouecca, CreHepMpoBaBLIEro CoobLeHne;

+ CoobuwjeHue — onucaHmne coobITus.

Tabnuua 8 — OnncaHne KaTeropuin BaXXHOCTU COObITUIA

YpoBeHb Tun BaXXHOCTU COOGLLEHUIA OnucaHue

0 Upe3BblyaliHble (emergency) B cucteme npomsoLuna kputuyeckas owmoka,
cucTeMa MoxeT pabotaTb HenpasuibHO

1 CurHansl Tpesoru (alert) HeobxoamMmo HemMe/1leHHOe BMeLlaTesibCTBO B
cuctemy

2 Kputnueckue (critical) B cucteme npomnsoLna Kkputnyeckasn ownbka

3 Own6ouHble (error) B cucteme npousolunia owmoka

4 MpeaynpexaeHus (warning) MpeaynpexaeHue, HeaBapuiiHoe coobLLEeHNe

5 YBepomneHus (notice) YBeOM/IEHNE CUCTEMDI, HEaBapuiiHOe CoobLLeHNe

6 MHdopmaumoHHble (informational) VHdhopMaLuoHHbIe COOBLLEHMS CUCTEMBI

7 OtnagouHble (debug) OTnafo4Hble COObLLEHNA NPefoCTaB/ AT

nosib30BaTesto UHQOPMaUWIO 4151 KOPPEKTHOM
HACTPOWKN CUCTEMbI

[nsa nonyyeHnst HOBbIX COOBLLEHNIA B XXypHaU1e COObITUIA HEOBXOANUMO HaxKaTb Ha KHOMKY «OGHOBUTb».

Mpn HeOBXOAMMOCTM BCE CTapble COOBLLEHNS U3 XypHaIa MOXHO YAa/INTb, HAXXaB Ha KHOMKY «OUMCTUTb.

22



4.4.5 MopmeHo «CeTeBas UHopMaLms»

PykoBoacTso no akcnayatauum WEP-1L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

WMHchopmauma o Ethernet

paguouHTepge fcax

ELTEX  WEP-L

br0

DHCP

100.110.0.208

17.8 MBanT (18 622 100 GanT)

MoHUTOpMHT Radio VAP CeTesble HAaCTPOHKM BrewHwe cepancel
Wi-Fi knneHTs Cratyc WAN
CratucTuka no TpaciuKy WuTepdeinc
CraHwpoBaHue achmpa Mporokon
IP-agpec
HypHan cobbITHR
MNpuHATo
CeTepan wHgopmauma >
Mepenaxo

4.3 MBanT (4 542 177 GanT)

CocToAHWe nopra uUp
WHdopmauns of ycTpoicTee
CropocTs 1000
Oynnekc Full
ARP ~
Ne IP-appec
0 100.110.0.233
1 100.110.0.58
2 100.110.1.252
MapwpyTel ~
Ne WHTepdhenc HazHaveHune
0 brd 0.0.0.0
1 brd 100.110.0.0

MAC-aapec
2C:FD:AT:5C:EEBE
9C:5C:8E:83.E3:5D

9C:5C:6E:83.E3:5D

LWnoz Macka
100.110.0.1 0.0.0.0
0.0.0.0 255.255.254.0

(seixod)

@naru

UG

Cratyc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;

* [Mpomoko/s1 — NPOTOKO/, UCNob3yeMblid ansa goctyna k cetn WAN;

* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* [MpuHAMO — KonnyecTBo NpPUHATLIX Ha WAN 6ailT;

*+ [NepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue nopma — coctosiHme Ethernet-nopra;
+ CKopocmb — CKOPOCTb NogkntoyeHus no nopty Ethernet;

+ [lynnekc — pexvum nepefayun gaHHbIX:
* Full — nonHbIi gynnekxc;
* Half — nonygynnekc.

ARP:

B ARP-Tabnuvue cogepxuTcsa nHopmaums o cootseTcteun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.
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MapLipyThbl:

PykoBoacTso no akcnayatauum WEP-1L

* Mlhmepdpetic — nms bridge-nHtepgeiica;

* HasHaueHue — IP-agpec xocTa nav NoACceT HasHaYeHus, A0 KOTOPbIX YCTAHOB/IEH MapLLPYT,;

 Umo3 — IP-agpec wno3a, Yyepes KOTopbIiA OCYLLIECTBSETCSA BbIXOA, HA agpecara;

+ Macka — macka noaceTy;

* ®azu — onpefenieHHble XapakTepUCTMKM AaHHOro MapLupyTa. CyLlecTByHOT criedytowme 3Ha4YeHmns
donaros:

U — yKkasbIBaeT, UTO MapLUpyT CO3aH W AB/SETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3ny;

G — ykasbIBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHWI W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOASaT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLUpyTOB B CETU C
NpPsIMbIM NOAK/TIOYEHNEM,

R — ykasbIBaeT, UTO MapLUpyT, CKopee Bcero, 6bl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTm3aumm, paboTalolymM Ha NoKaslbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — ykasbIBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLupyTe 13
coobuweHnst ICMP Redirect, mapLupyT Bko4aeTcsa B Tabavuly MapLupyTm3aunm, YTobbl UCKIHOYNTD
nepeHanpasneHne 415 nocnefywmnx NnakeTos, npegHasHaueHHbIX TOMY Xe aapecary,

M — ykasbIBaeT, YTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThbl
AVHaMUYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha I0KaslbHON cucTeMe 1 NpUMeHeHUs napamMerpa
mod;

A — yka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnvue ARP;
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusaunm aapa;

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHus MapLupyTa SBASeTcs OAuH U3 afpecoB AaHHOro
KomnbloTepa. Takue «/10KasibHble MapLUpyTbi» CYLLECTBYIOT TO/IbKO B Byddepe mMapLupyTusaumy;

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa ABNSETCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LLUMpOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONbKO B Oydhepe MmapLupyTm3auuu;

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbleBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenun obpatlleHne K KosbLEBOW CETU. Takme «BHYTPEHHME MapLUPYThI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTmsaumu;

I — yka3bIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbcs
CUCTEMOM.
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4.4.6 TMopmeHto «MHopmaums o paguonHTepgericax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WEP-1L.

=LTEX  WEP-1L

MoHUTOpUHT Radio VAP CeTeBble HACTPOWKU BHellHWe cepBHCH Cuctema ru - (BbIXOO)

Wi-Fi KNMeHTBI Radio 2.4 'y,

CratucTuka no Tpaduky Crartyc BkntoueHo

CKaHupoBaHUe acmpa MAC-anpec E8:28:C1:E1:10:60

Pexum IEEE 802.11b/g/n
JKypHan cobbiTuia

Kanan 1(2412 Mlru)

CeTeBas UHbopMaLms
chopmaly lWupuHa kaHana, My 20

Wrichopmaums o Radio 5 'y

pagvouHTepdeiicax >
Cratyc BknroueHo
WHchbopmauma ob ycTpoicTee
MAC-agpec E8:28:C1:E1:10:65
Pexum IEEE 802.11a/nfac
Kanan 40 (5200 MIu)

LWvpuHa kanana, My 20

PagunovHTepdelicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/THOUYEHO.
Crartyc Kaxaoro u3 pagmonHtepdencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «Cratyc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /1M Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP). B cnyyae, ecnu Ha pagnoviHTepderice umeetcst XoTsi 6bl ogHa aktuBHasa VAP, Radio 6yaet
HaxoamuTbCA B cTaTtyce «BkyeHo», nHavye — «BbIKNo4eHo».

B 3aBucmMmMocTu ot cTaryca Radio Ans MoHUTOpMHra AocTynHa cnegyowas nHpopmaums:
«BbIK/H0YEHO:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepderica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas1 — HoMmep 6ecrnpoBOAHOMO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* LlupuHa KaHaz1ia — WMpUHa NooCkl YacToT KaHas1a, Ha KOTOPOM paboTaeT paavonHTepdeiic.
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4.4.7 TMopgmeHto «MHdopMauus 06 ycTporcTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOPaXKeHbl OCHOBHbIE XapakTtepucTunkm WEP-1L.

clTEX  WEP-L

MoHuTOpuHr  Rad

%]
=)

VAP CeTeBble HACTPOWKM BHELUHWE CepBUCH Cuctema n - (BbIXOO)

Wi-Fi KNHeHTb M3penue WEP-1L
AnnapaTHans Bepcua 13
CTaTMCTHKa No Tpacuky
3aeoackoil MAC- ES§:28:C1:ET:FB:6O
CKaHupoBaHue atnpa anpec
CepwiiHbii Homep  WP3C000555
MypHan cofbITHiA
Bepcua MO

CeTeBan HHOOPMALMA
Pe3epBHas BepcuA

A no
MHhopmaLma o
paguouHTEpdecax Bepcus sarpysumka
CHCTEMHOE BpEMA 06.12.2023 09:46:53

WMHbopmaums of ycTpoiicTee >
Bpems paboTsl 9 OH, 00:22:30

3arpyska LMY 204
Mcnonbayeman @ 72 MBaiT / 108 MGaiT
namaTs
2 OGHOBHTB

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOCTBA;

+ Annapammdasi Bepcusi — BepCus annaparHoro o6ecneyeHnst yCTpoicTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3rotoBuTENeEMm;

+ CepuliHbili HOMEP — CEePUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbI 3aBOA0M-U3rOTOBUTENEM,;

* Bepcusi MO — Bepcus nporpamMHOro obecrnevyeHns yCTponcTea;

* PesepsHas sepcus O — npefbigyuias yctaHoBsieHHasa sepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe speMs — TekyluMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUEHMSA NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepy3ska LI[1Y — cpefgHuin NpoLEeHT 3arpy3kun npoueccopa 3a nocnegHune 5 cekyHsa;

* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMA onepaTMBHON NaMsATh YCTPOICTBA.
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4.5 MeHo «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

4.5.1 MopameHto «Radio 2.4 I'uy»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

L TEX  WEP-L

MOHHTOPUHT Radio VAP CeTesble HACTPOIKHN BHELLHME CEPBUCHI Cucrema - (BBIXO],

Radio 2.4 Ty > Obwue
Radio 5y Pexmm IEEE 802 11b/gin ~
[ononHATENEHO ABTOMATMUECKH BEIGOD KaHaNa

OTPEHNYKTE CNMCOK K&HANO0B

LUnpuHa kanana, My 20 v

MOLLHOCTb cHrHana, A5M 18 ~

LOononHWTENsHo v

* Pexxum — pexum paboTbl nHTepderica cornacHo cneayrowmm ctaHaapram:
+ |IEEE 802.11n;
+ IEEE 802.11b/g;
+ |EEE 802.11b/g/n.

« ABmomamuyeckull 8bI60p KaHasia — nNpy yCTaHOB/IEHHOM donare Touka byaeT aBToMaTnyecku
BblOMpaTb HAMMeHee 3arpyXeHHblli paanokaHan ans pabotbl Wi-Fi-nHtepdieiica. Mpu cHATOM dhnare
OTKpbIBaAETCHA AO0CTYN A1 YCTAHOBKM CTaTUYeCcKoro paboyero kaHana;

* KaHas1 — BbIOOp KaHana nepegaymn faHHbIXx;

+ O2paHuyumsb CrucoK KaHasio8 — Npu yCTaHOBNEHHOM chiiare Touka focTtyna 6yaeT UCnosib30BaThb
OrpaHWyeHHbIN Nosib3oBaTeIeM CMCOK KaHas10B /15 paboTbl B aBTOMAaTrn4yeckoM pexume Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KAHa/10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounii KaHan U3 BCeEX AOCTYMNHbIX KAHA/I0B AaHHOro
AnanasoHa 4YacTtoT. KaHasnbl gnanaszoHa 2.4 I'u; 1-13;

+ WupuHa kaHana, MMy — wmnpmnHa Noaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT ToUKa AOCTyna,
npuHmMmaet 3HaveHnsa 20 n 40 MIru;

+ OCHOBHOU KaHa/1 — NnapameTp MOXET ObITb M3MEHEH TO/IbKO MPY MPOMYCKHOW CNOCOBHOCTN CTaTU4eCKn
3a/1laHHOro KaHasna, pasHoin 40 MI'y. KaHan 40 MIM, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanoB no 20
M U, KOTOpble rpaHMyaT B YaCTOTHOM o6nactu. 3Tn ABa kaHana 20 MU, Ha3bIBaOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa UCNOJb3YeTCH KIIMeHTaMu, KOTOpble NOAAEPXMBAIOT TO/TbKO
nosiocy nponyckaHunsa kaHana 20 Mrru;

+ Upper — nepBun4YHbIM KaHasloMm OyaeT BepxHuin kaHan 20 MMy, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHas/10M OyaeT HMKHWUI KaHan 20 MMy B nonoce 40 M,

+ MowHocmsb cueHasia, 0bm — perynmpoBka MOLWHOCTK curHana nepegaryunka Wi-Fi B gbm. MpuHnumaet

3Ha4eHune ot 3 4o 16 abm.
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© B cnyuae, ecn B cnivcke «OrpaHNunTL CMIMCOK KaHA0B» YKasaH HefloCTYMHbINA [15 Bbi6opa KaHaul, To

OH OyJeT OTMeYeH cepbIM LBETOM. [111A TOro 4To6bl HOBas KOHMUrypauus 6bisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHuio «Lower»;
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CNCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOAMT MO NPUYMHE TOrO, YTO KaHasTbl, BbIAENEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

[ononHuTensHo v
OBSS Coexistence
KaHarnkHaA CKOpPOCTE Nepenaqm Auto v
KOPOTKHH 3aLMTHBIA MHTEPBaN
STBC O

Mepuod oTnpasky Cry#eOHbIX 100
CcooGLEeHHA, MC

Mopor @parmeHTaunmn 2346
Mopor RTS 2347
Arperayma
KopoTkan npeambyna
Lleiinep Broadcast/Multicast, nak/c O
WI-F1 Multimedia {(WMM)
Pexum padotel DHCP Snooping ignore ~

BENHOUKTE Q0S O

+ OBSS Coexistence — pexum aBTOMaTNYeCKOro yMmeHbLUEHWS WWWPUHBLI KaHasa npu 3arpy>XeHHom
paanoadhmpe. MNMpn ycTaHOBNEHHOM (are pexmnm BKITHOYEH;

* KaHa/lbHasi CKopocmb repedaqu — (PUKCMpoBaHHasa CKOPOCTb 6eCnpoBOAHON nepefayn AaHHbIX,
onpegensemMas cneundukaumsammn ctaHgaptos IEEE 802.11;

* Kopomkul 3awjumHbil uHmepsasa — nogaepkka yKopoueHHoro 3almnTHoro nHtepsasia. Touka goctyna
nepeaaeT AaHHbIe, MCNOosb3ys 3aluUTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LLEHUN C
KNMeHTaMu, KOTopble Takke NoaaepXnBarT KOPOTKMIA 3allMTHBIA NHTepBaUT,

+ STBC — meTof NpoCTPaHCTBEHHO-BPEMEHHOIO G/1I04YHON0 KOANMPOBAHWS, HAaNpPaB/ieHHbI Ha NOBbILLIEHWE
HaAEeXHOCTU nepefayn AaHHbIX. MNone [OCTYNHO, TONbKO ec/iv BblIGpaHHbI pexum padoThbl
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pagunovHTepdelica Bknoyaet B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBMEH, yCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiXx coobweHUl — nepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsA TOUKM gocTyna B achupe. MNapameTp npuHumaet 3HadeHnsa 20-2000 mc,
no ymonyaHuo — 100 mc;
lNopoz chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM fOCTyna npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0-2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hrare BbINOHAETCS OrpaHnyeHmne
nepegayv LMpPOKoBELaTe/IbHOro/MynNbTUKACTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéoTtkm DHCP onuuun 82. JocTynHble 3Ha4YeHuA
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne o yMOI4aHuio;
* remove — ToYKa [OCTyna yganset 3HadyeHve onuun 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu Bbibope AaHHOTO
3HaYeHus AN pefakTpoBaHUs OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHns napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HaueHuns napameTtpa Ha nmsa SSID, K KOTOPOMY NOAK/IOYEH KITUEHT,;
*+ custom — 3ameHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpokKa A0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaueHne no ymonyasuio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHusa napameTpa RID, MoXeT npuHumartb
crnefyroume 3HaYeHns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTponcTaa.
3Ha4veHue No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku octyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

*+ custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HaveHMe napameTpa He 3ajaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bblbop pasgenuteneli oktetoB MAC-agpeca, KoTopblil nepefaercs
8 CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiHaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Brksmroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHunss kauecTsa

o6cnyxunsanua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeab AIFS cwMin cwMax TXOP Limit

Data 3 (GoH) 7

Data 2 (Best Effort)

Data 1 (Buneo) 1 7

Data 0 (Tenoc) 1

Station EDCA Parameters

Ouepeab AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) B 5. 1023 v 0

Data 2 (Best Effort) 3 15 v 1023 v 0

Data 1 (Buneo) 2 7

Data 0 (Tenoc) 2

« AP EDCA parameters — Tabnmua HacTpOeK napaMeTpoB Touku aoctyna (Tpaduk nepefaetcs oT TOUKU
[0CTyna K KNMEHTY):

* Ouepedb — NpefonpeseneHHble ovepean 418 pas/iMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONPUOPUTETHASA OYepesb, BbICOKasi NPOMNYyCckHasi CNOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELDb, CPEAHSA NPOMNYCKHas COCOBHOCTb U
3afiepxka. B gaHHyto oyepesb OTNpasisgeTca 60/bWNHCTBO TPAAULNOHHBIX IP-A4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS 04EPEb, MUHMMasTbHbIE 3aePXKN. B AaHHO
oyepean aBToMaTuyeckn obpabdartbiBaloTCA BUAEOAHHbIE, YYBCTBUTESbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (lF'os10c) — BbICOKONPUOPUTETHASA oYepeb, MUHUMa/IbHbIE 3afePXKN. B faHHO
oyepean aBToMaTuyeckn obpabdaTbiBalOTCA faHHble, YYBCTBUTE/IbHbIE K BDEMEHU, TaKMe Kak
VolIP n notokoBoe Bnaeo (npuoputetbl 802.1p: cs6, €s7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi kagpos (dpeliMos)
[AaHHbIX, N3MEPSAETCS B C/I0Tax, NPUHUMAET 3HaveHns 1-255;

* cwMin — Haya/lbHOE 3Ha4YeHne BPEMEHN OXnaaHus nepes NoOBTOPHONM OTNpPaBKoW Kaapa,
3afaeTcd B MUINUCEKYHAAX, NPUHUMAaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHme cwMin He MOXET npeBbIWaTh 3HavyeHne cwMax;

* cwMax — MakCcMMasibHOE 3HavYeHne BpeMEHN OXnaaHns nepes noBTOPHOW OTNPaBKoOW Kaapa,
3afaeTcd B MUNUCEKYHAAX, NPUHUMAET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0MKHO ObITb 60/bLUE 3HAUYeHU cwMin;

* TXOP Limit — napameTp UCNosb3yeTcsa TONbKO ANA faHHbIX, NepefaBaeMbiX OT CTaHUUN KNneHTa
[0 TOYKM aocTyna. Bo3MOXHOCTb nepegayun — nHTepeasl BpeMeHW B MUAINCEKYHAAX, Korga
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX N0 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnuncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMK KineHTa (Tpadvk nepegaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBELEHO BbILLE.

Ansa BCTYMJ/ieHna B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». [na oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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4.5.2 MopmeHto «Radio 5 IMu»

B nogmeHto «Radio 5 Ny ocyLecTBASTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHtTepdeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

LTEX  WEP-IL

MoHHTOpMHT ~ Radio VAP CeTeBbie HACTPOWKH  BHELUHME CEpBMCH CHcTeMa i~ (BbiXoA)

Radio 2.4 Ty OfLne

Radio 5T > Pexum IEEE 802.11a/n/ac ~
[ononHuTENsLHO ABTOMaTH4ECKUA BBISOD KaHana

OrpaHu4KTL CNWCOK KaHanos

LLIMpiHa kaHana, My 20 v

MowHoCTs curHana, Abm 19 v

LononHuTeneHo v

* Pexum — pexuMm paboTbl MHTepdelica cornacHo ctaHgapTam:
+ |[EEE 802.115;
« |EEE 802.11a/n;
+ |EEE 802.11a/n/ac.

* ABmomamuyeckul 8bI60p KaHasia — Npy yCTaHOBNEHHOM ch/iare Touka 6yaeT aBTOMaTu4eckm
BblOMpaTh HaMMeHee 3arpy)XeHHblin pagmokaHan gnsa pabotbl Wi-Fi-uHtepdpeiica. Mpu cHaTom chnare
OTKpbIBaEeTCH A0CTYN A1 YCTaHOBKM CTAaTUYECKOro paboyero kaHana;

* Kanas1 — BbI6Op KaHana nepefayvn faHHbIX;

+ O2paHuyumsp CrucoK KaHasi08 — NpPW yCTaHOBNIEHHOM ch/iare Touka focTyna 6yAeT UCMnosib30BaThb
OrpaHnYeHHbI Nob3oBaTenieM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnyYnTb CNMCOK KAHaU10B» HE YCTaHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO ToYKa gocTyna 6yaet BbloupaTtb pabounii KaHan U3 BceX JOCTYMHbIX KaHa0B JaHHOro
AnanasoHa yacToT. KaHasbl gnanasoHa 5 'y 36-64, 132-144, 149-165;

* lupuHa kaHasa, My — WwnpurHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka J0CTyna,
npuHuMaet 3HaveHus 20, 40 n 80 MIy;

* OCHOBHOU KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TOJIbKO NpPW NPONYCKHON CNOCOBHOCTN CTaTUYeCKM
3aflaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cyMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW 06nacTu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBIM U
BTOPWYHbIM KaHanamu. MepBuYHbI KaHa MCNOob3yeTCs KNMeHTamu, KOTopble NOAAEPXKMBAIOT TO/IbKO
nonocy nponyckaHusa kaHana 20 Mry;

+ Upper — nepBunYHbIM KaHasioM 6yaeT BepxHuii kaHan 20 MITy, B nonoce 40 MIy;
+ Lower — nepBuWYHbIM KaHas1oM ByAeT HWXHUIA kaHan 20 MMy B nonoce 40 My,

* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HayeHune ot 11 go 19 gbm.
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© B cnyuae, ecriv B cnivcke «OrpaHnUnNTb CYCOK KAHAI0B» YKa3aH HeloCTYMHbIV 415 BbIGopa KaHau, TO
OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4To6bl HOBasi KOHUrypauus 6bisia NnpUMeHeHa Ha TOUKY
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPOM3BOANIOCH HUKAKMX HACTPOeK, Mo yMonyaHuio Ha Radio 5
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl

KaHanbl: 36, 40, 44, 48.

Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:
« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no
ymorndaHuto «Upper»;
+ KaHanbl 36 1 44 B cnncke «OrpaHNYmMTb CMUCOK KaHa/TI0B» MEHSIKOT CBOW LIBET C CMHETO Ha CEepblil.

Ecnn namenuntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb «cepble» KaHasbl U3 CNNcKa, To
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. DTO NPOUCXOAUT MO NPUYMHE TOro, YTO KaHaslbl, BblAe/IeHHblE CEPbIM LIBETOM B
cnucke «OrpaHnMYnTb CNMCOK KaHaI0B», He NOAXOAAT nofg onpegenexHme «OCHOBHOM kaHas» = Upper.

B pasgene «[ononHMTeNbHO» OCYLLECTBISETCS HACcTPolika ONONHUTENbHbIX NapamMeTpoB paanonHTepdeiica

YyCTpOWCTBA.

LOnNonHUTENBHO v

OBSS Coexistence

KaHankHas CHOpOCTh Nepegaym
Mopnepsxka DFS

KOpOTKHMH 3aLyHTHLIA MHTEpBan
STBC

Mepwon oTnpaskyu Cny#etHbIxX
COOBLLEHMA, MC

Mopor parMeHTaLuK

Moper RTS

Arperayus

Kopotkas npeambyna

LUeRnep BroadcastMulticast, nak/c
Wi-Fi Multimedia (WMD)

Pexum paGotel DHCP Snooping

BrNH4YuTE Q0S5

Auto v

BKMoYEHO v

2348

2347

ignore v

* OBSS Coexistence — pexvmM aBTOMaTM4YECKOro YMEHbLUEHNS LUMPUHBI KaHaut1a Npu 3arpy>XeHHoM
paanoadmpe. MNMpu ycTaHOB/IEHHOM (h1are Pexxnm BK/THOYEH;

+ KaHa/lbHasi CKopocmb riepedaqu — (PUKCMpoBaHHas CKOPOCTb 6eCNPOBOAHON Nepeaayn AaHHbIX,
onpegensemas crneundukaunammn ctaHgaptos IEEE 802.11;

* Moddepxxka DFS — mexaHn3M AMHaMnyeckoro Bbibopa YacToTbl. TpebyeT OT 6ecnpoBOAHbIX YCTPOWCTB
CKaHupoBaTb pagnoadunp v nsberartb UCMosIb30BaHNA KaHa10B, COBNaatoLwwmx ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaunoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/Il04EHO — MeXaHn3M Bblk/toueH. DFS-kaHasibl He JoCTynHbI 415 BbI6OpPa;
* BK/1l04EeHO — MexaHn3M BK/HOYEH;
* [MpuHyoumesibHO — MexaHun3M BbiktoveH. DFS-kaHanbl 4oCTynHbI /19 BbiGopa.
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Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbiX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpwn ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBMEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coo0bweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaBGoTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHnyeHmne
nepegayv LIMpPOKOBELaTE/IbHOro/MyNbTUKACTOBOro Tpadmka no 6ecnpoBoOAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO TPadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabombsi DHCP Snooping — BbI6op nonuTtnku o6pa6otkm DHCP onuun 82. loCTynNHbIE 3HAYEHNS
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No yMOIYaHuio;
* remove — TOYKa [OCTyna yganset 3HayeHne onuuu 82;
* replace — Touka JocTyna NOACTaBNAET UK 3amMeHseT 3HadyeHue onuun 82. Mpu BbiGope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHns napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HaueHuns napametpa Ha nmsa SSID, K KOTOPOMY NOAK/TOYEH KITUEHT,;
*+ custom — 3aMeHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuns 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpokKa A0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HavyeHusa napameTpa RID, MOXeT npuHumartb
crnefyroume 3HaYeHns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTponcTaa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCS TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyauuio — ClientMAC.

+ opmam MAC-adpeca — BblboOp pasgenuteneli oktetoB MAC-agpeca, KOTopblil nepefaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pas3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
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* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fenntens BbICTynaeT 3Hak Tupe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouyepegs AIFS cwMin cwMax TXOP Limit
Data 3 (®oH) - 5. 103 v o

Data 2 (Best Effort)

Data 1 (Buneo) 1 7

Data 0 (Tonoc) 1 3 v 7 v 47

Station EDCA Parameters
Ouepege AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7

Data 2 (Best Effort)

Data 1 (Buaeo) 2 7 v 15 v 94

Data 0 (Tenoc) 2 3 v 7 v a7

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepesaeTcs oT TOUKM
A0CTYna K KNMeHTy):

+ Ouepedb — npeponpeseneHHble ovepean 418 pasfiMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyCckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpefHenpropuTeTHas o4epe/b, CPeaHsa NPoryckHas Croco6HOCTb U
3aZepxka. B faHHylo ovepepb oTnpaBnsAeTca 60/1bLUNMHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepefb, MUHMMasIbHbIE 3aepPXKn. B AaHHo
ouyepean aBTomaTMyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npnoputeTbl 802.1p: cs4, csb);

+ Data 0 (l'os0oc) — BbICOKOMNPUOPUTETHANA oYepeb, MUHUMa/IbHblE 3aepPXKn. B faHHOl
ouyepean aBTomMaTMyecky obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP n notokoBoe Bnaeo (npuoputetbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpems oxugaHusi Kaapos (dppeliMoB)
AaHHbIX, U3MepPSETCs B cnoTax, NpUHUMAaET 3HavyeHns 1-255;

* cwMin — Hayas/IbHOE 3HaYeHne BpeMEeHN OXngaHus nepes noBTOPHOW OTNpaBKou Kaapa,
3a4aeTcs B MUIINCEKYHAax, NpUHMMaeT 3Havenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKon kaapa,
3a4aeTcs B MUIINCEKYHAax, NpUHMMaeT 3Havenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/MKHO ObITb 60/bLIE 3HaYeHUss cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMblX OT CTaHUUM K/IMeHTa
[10 TOYKMN AocTyna. Bo3MOXHOCTb Nepefayun — UHTepBasl BPEMEHU B MUIIMCEKYHAAX, Koraa
knneHtckasa WME-cTaHUMs UMeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K To4ke A0CTyna, MakcumasibHOe 3HaveHne 65535 MunnncekyHa.

« Station EDCA parameters — Tabnuua HacTpoek napamMeTpoB CTaHUMM KnneHTa (Tpadvk nepeaaercst ot
CTaHUMW KNMeHTa Ao Touku AocTyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbilLE.

[Nsi BCTYN/IeHUSI B Uy HOBOI KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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4.5.3 lMoameHto «[oNo/THUTENBHOY»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

=LTEX  WEP-IL

IMOHMTOPUHT Radio VAP CeTeBble HACTPOWKM BHELUHWE CEPBUCH! Cuctema

- (BbIXOO)

Radio 2.4 Ty LononHuTensHo

Radio 5Ty CTpasa Poccua v [ Pa3onokuposats

MmodaneHas U3oNALMA O

+ CmpaHa — Ha3BaHWe CTpaHbl, B KOTOPOW paboTaeT Touka goctyna. [1a Bbibopa CTpaHbl Hy)XXHO
BbICTaBUTb (piar «Pas6noknpoBarby. B 3aBUCMMOCTU OT yKa3aHHOIO 3HaYeHus 6yayT NpYMeHeHbI
OrpaHMyeHnst K NosI0Ce YacToT U MOLLHOCTU NepeAarynka, Kotopble AeCTBYHOT B aHHOW cTpaHe. OT
YCTaHOB/IEHHON CTPaHbl 3aBUCUT CNNCOK AOCTYMHbIX YACTOTHbIX KAHa/10B, YTO B/IMSIET Ha
aBTOMaTU4ecKuin BbiIbop kaHana B pexmme Channel = Auto. Ecnv knneHTckoe o6opygoBaHue
NNLEH3MPOBAHO 4J19 UCNO/b30BaHUA B APYrOM PernoHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKON AOCTyna
B TaKOM C/lyyae He yaacTcs.

[onNonNHUTENBHO »

© Hacrtpolika nokanbHbIX (PErMOHabHBIX) OTPAHUYEHNI, BKOYas paboTy Ha paspeLleHHbIX
YaCTOTHbIX KaHanax v BbIXOAHO/ MOLLHOCTU, ABNSIETCA OTBETCTBEHHOCTbIO MHCTa/IISSTOPOB.

© BLIGOP HENPaBWU/ILHOTO PErMOHa MOXET MPUBECTU K NPO6/1IEMaM COBMECTUMOCTU C PasHbIMY
K/IMEHTCKMMU YCTPOCTBAMM.

+ [nobasibHas u30/1s4usi — NPU YCTAHOB/IEHHOM dpiare BKOYAETCS U30/1LMS Tpadinka Mexay
KneHTamu pasHbix VAP 1 pasHbix pagnovHTepdeiicos.

Ansa BCTYMNJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOoHEe3aBNCMYO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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4.6 MeHo «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

4.6.1 TogmeHto «CymmMapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTyasibHOW ToUKM B pasgenax VAPO-VAPG.

L TEX  WEP-IL

Mowutopunr ~ Radio ~ VAP CeTeBble HacTpoiikn  BHelukue cepeucsl  CucTema v (ebixom)

CymMmapHO > 24T1Ty 5My
24y Pexum Band

VAP  BxnioveHo Pewwum Gesonacsocty VLANID ssiD TpaHcnuposaTte SSID  Steer VLAN Trunk General Mode General VLANID  UWsonsuwns aGoHeHToB

5y

VAPO O Brinioerio WEP-1L_2 4GHz

VAP O BeiknoueHo ERAIL D@

VAP2 O BrIkntoyeHo WEP-1L_2.4GHz-2

VAP3 O Beikioseno WEPAL 24GH3

VAP4 O BriknioueHo WEP-IL_2 4GHz-4

VAR5 O Beikioseno WEPAL 24GH5

vAPE O BuikioueHo WEP-IL_24GHz6

CeepryTo

* VAPO-VAP6 — nopsiikoBbIi HOMEP BUPTYasIbHOWN TOYKM AOCTYNa;

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTyaUibHasA TouKa AOCTYNa BK/IOYEHA, MHAaYe — BbIK/THOUEHE;

* Pexum 6e3onacHocmu — TUN WNPOBaHNS AaHHbIX, UCMONb3yeMbIii Ha BUPTYa/lbHOW TOUKe J0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumMaTbcs MeTka npu nepegadve tpaduka Wi-Fi knvenTtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHun Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — ums BUpTYyasibHON 6ecnpoBOAHON CeTY;

* TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKHOYEHO BelaHue B adomp SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h/1are akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetu. Ans paboTbl hyHKUUN HYXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kKaxaoM pagnonHTepderice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM ¢hiare aboHeHTY nepefaeTcsa TermpoBaHHbIn Tpaduk;

*+ General Mode — npu ycTaHOB/IEHHOM hnare paspeLuaercs nepegadya HeTermpoBaHHoro Tpaduka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BkAtoueHHOM pexxume VLAN Trunk);

* General VLAN ID — c yka3zaHHoro VLAN ID 6yaet cHumatbcs MeTka 1 Tpadmk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrika B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBewwmBaTbcs meTka General VLAN ID;

* U3on1syus aboOHEHMOB — NPV YCTaHOB/IEHHOM (p/1are BK/THOUYEeHa U30/15UuMa Tpadimka Mexany KnmeHTamu
B npefenax ogHoi VAP.

Ansa BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOoHE3aBNCMYKO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».

36



PykoBoacTso no akcnayatauum WEP-1L

4.6.2 MopgmeHo «VAP»

MoHMTOpHHD Radio VAP CeTesnie HACTPOHKN EHelwHNe cepEvchl Cuctema - {EbIXOE)
CymmapHo VAPD WAP1 VAP2 VAP3 VAP4 VAPS VAPG
24TTy> OOLWKe HACTPORKK
5y BrnioueHo
VLAM ID
SSID WEP-1L_2 4GHz
Tpaxcnuposats SSID
Pesxmm Band Steer
WVLAN Trunk
General Mode
M3onsumA aGoxeHTos
Moggepxka 302.11kiv
Pennukayus Multicast
MpuopwTeT DSCP ~
Pesmum Minimal Signal
MWHMMaNEHBIA YPOBEHD -100
curiana, abm
Mopor ypoBHA cHrHana npu -100
poymutre, AEm
WuTepsan Minimal Signal, ¢ 10
MakcHMansHoe KonW4ecTeo 1]
KMHEHTOB
Pestm GesonacHoCTH BbiknioseHo w

O6u1me HaCTPOIKU:

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM doyiare BUpPTyaUibHas Touka JOCTyna BK/IOYEHa, MHayYe — BbIK/THYEHa;

* VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumaTbca MeTka npu nepegade tpadmka Wi-Fi knneHTtam,
NOAKMOYEHHBIM K gaHHoin VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKAKOYEHO BelaHne B admp SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npu ycTaHOBNEHHOM ¢hlare akTMBHO MPUOPUTETHOE NOAK/IOYEHME KNneHTa K 5 Ty,
cetn. Ans paboTbl PYHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha Kaxaom pagnonHTepderice un
aKTMBMpOBaTb Ha HUX NnapameTp «Pexum Band Steer»;

« VLAN Trunk — npu yctaHoBNeHHOM chniare aboHeHTy nepefaeTcs TermpoBaHHbIl Tpaduk;

*+ General Mode — npu ycTaHOB/IEHHOM chnlare paspellaercs nepegada HeTermpoBaHHoro Tpadmka
COBMECTHO C TermpoBaHHbIM (A0CTYNHO Npu BKtoueHHoM pexume VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHMmatbcsa meTka 1 Tpadmnk atoro VLAN npoiiget Ha
KnueHTa 6e3 Tera. [Npu npoxoxaeHun Tpadrka B 06paTHy0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBelwmBaTbca meTka General VLAN ID;

* U3on15yus aboOHEHMOB — NPW YyCTaHOBNEHHOM ch/iare BK/IIOYEHa N301aumMa Tpadouka Mexay KnneHtamu
B npegenax oaHoii VAP;

*+ lModdepxka 802.17k/v — BKNOUNTb Noaaepxky ctaHaaptToB 802.11k/v Ha BUpTyasibHOW TOUKe A0CTYnNa;

* Pennukayusi Multicast — npu yctaHoBneHHoM conare Multicast-Tpachmk B CTOPOHY KMEHTOB ByaeT
npeobpasoBbiBaTbCA B Unicast 40 KaXA0ro KAMeHTa, npu OTKIIYEHHOM NPOXoAnTbL 6e3 Mogudmkaunis;

37



PykoBoacTso no akcnayatauum WEP-1L

* lMpuopumem — BbIGOP crnocoba npuopuTusaunn. OnpeaenseT nose, Ha OCHOBaHMN KOTOPOTO Tpaguk,
nepeparowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:

DSCP — 6ypeT aHanusupoBaTtbea npuoputeT n3 nonsd DSCP 3aronoska IP-nakeTa;
802.1p — 6ynet aHanuaupoBatbcs NpuoputeT 13 nonst CoS (Class of Service) TernpoBaHHbIX
naxkeToB.

+ Pexum Minimal Signal — npy yctaHOBNeHHOM hniare doyHKUUSA OTKIo4eHns knnenTtckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
Heo6XoAMMO HACTPOUTL CrefytoLme napameTpb:

MuHuMasibHbIU YpPOBEHb Cu2Ha/la — YPOBEHb CUTHasIA B BM, HUXE KOTOPOro NpoucxoauT
OTK/I0YEHUNE K/IMEeHTCKOro 060py0BaHNsl OT BUPTYaslbHO CeTy;

Mopoe yposHs cuzHaia Npu PoyMuHae — yPOBEHb YyBCTBUTE/TbHOCTM POYMUHTA B ABM, HUXeE
KOTOPOTro NMPOUCXOAMT NEePEKOUEHNE KNMEHTCKOTO 060PYA0BaHMS Ha ApYryto TOUKy AocTyna.
MapameTp A0/MKEH 6bITb Bbille, YeM «MUHUMAa/IbHBIG ypoBeHb cugHasa»: ecnu «MUHUMa/IbHbIU
YPOBEHb CUu2Ha/1a» PaBeH -75 ABM, To «[1opoe ypoBHS cuaHasia npu POyMUH2e» [OMKEH ObITb
paBeH, Hanpumep, -70 obwm;

ViHmepsan Minimal Signal — nepviog, BpeMeHu, No UCTEYEHNM KOTOPOro NPUHUMAETCS pelleHne 06
OTK/II0YEHUM KITMEHTCKOro 060pyA0BaHNS OT BUPTYasIbHOM CETU.

+ Makcuma/ibHoe Ko/lu4ecmBao K/IUeHMOoB — MaKCUMasibHO A0NYCTUMOE YINC/I0 NOAKoYaEeMbIX K
BUPTYa/IbHOI CETU K/TMEHTOB;
* Pexxum 6e3onacHocmu — pPexumM 6e30nacHoCTV A0CTyna K 6ecrnpoBOHON ceTu:

Bbik/1104eHO — He UCMo/1b30BaTh WWdPoBaHNe 4N nepesayn faHHbIX. Touka AoCTynHa Ans
MOAK/TIOYEHMA NHOOOTO K/TMEHTS,;
WPA, WPA2, WPA/WPA2 — cnocobbl g poBaHus, npu Bblibope 04HOIo U3 cnocobos dyaet
[OCTyNHa cnefyloLLas HacTponka:

+ Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe

foctyna. [yivHa kntoya coctas/seT ot 8 40 63 CMMBOJIOB.

WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise — pexxum WwugpoBaHUsa kaHasia
6ecrnpoBOAHOl CBA3U, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [ HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod ans RADIUS-cepeepa.
Mpwu BbIGOpE onpeaeneHHoro pexrMa 6e3onacHocT OyayT A4OCTYMNHbI Cneayowme HacTPOKM:

Pestum BesonacHocTy WPA2-Enterprise v
MFP OmknkoueHo v
PMKSA k3wmposaHie
Mopnepsia 802.11r
BpyuHyio
FT-over-DS M
Knou moBunsHoro goctyna RO root
Knou moBunsHoro goctyna R1
MaeHmudmkaTop MoBUNEHOM J0MEeHa 0

Berpewnsid MAC-anpec

MAC- YoaneuHsi kniod mobuneHoro YoaneHHbIA Koy MobUnbHoOro RRB knto4 RRB knroy
Ne agpec acctyna RO goctyna R1 RO R1
+ [Jo6asuTh CeepHyTh
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* MFP — 3awmta management-kagpos (goctynHo npu Pexume 6e3onacHocT WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexmnmoB 6e3onacHocTv MFP nepeBogutcs B cocTosiHME OMK/IYEHO):
* Omk/iro4eHo — 3aWwmTa management-kaZpoB OTK/IIOYEH3;
+ OnyuoHa/lbHO — 3aluTa paboTaeT, ecnn KNueHT nogaepxmsaet MFP. KnueHTbl 6€3 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;
* BksioyeHO — 3amTa BKIKYEHa, K/IMEHThI, He nogaepxusatowme MFP, nogknountbca He MoryT.

* PMKSA kawuposaHue — hnar ynpas/isieT BK/IIOYEHNEM KILLVMPOBaHMA NHpOPMALMN O MOAK/THOYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLMM TOUKA AOCTYNa 3anoMUHaeT K/IMEHTCKOe
YCTPOMCTBO NOc/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHOI ayTeHTudmnkaumm Ha RADIUS-
cepsepe npu NOAKIYEHNN B TEYEHKEe 3TOro BpemMeHu. BkioueHre gaHHoN yHKLUMK coKpallaeT BpeMms
POYMUHIra Npv BO3BpaLLeHUN KimeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika JOCTynHa TONbKO
npu pexumax 6e3onacHocTtu Enterprise;

* 802.17r — chyHKUMOHAN BbICTPOro POyMUHra, paboTaeT TOIbKO C KIIMEeHTaMK, KOTOpbIe NoAAEPXKUBAOT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r Bo3MOXeH Tonbko Mexay VAP ¢ pexumom 6e30nacHOCTH
WPA2 1 Bblwwe:

+ [Moddeprxka 802.11r — BKNIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOW TOUYKe AOCTYNa;
* BpyyHyro — npv ycTaHOBIEHHOM (hiare NosiB/ISIETCA BO3MOXHOCTb PYYHOW HACTPOIKM
napaMeTpoB POYMUHTE,;
* FT-over-DS — BktoueHue pexnma «Over the DS»;
*+ Koy MobusibHo20 docmyna RO — yHUKanbHbI KoY Ans gaHHoin VAP, HanpyMep, CepuiiHbIi
HoMep;
* Kntoy mobusibHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);
* MldeHmucghukamop MobusIbHO20 OOMeHa — HOMEP TPyMbl, B paMkax KOTOPO MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;
* BcmpeuHbiti MAC-adpec:
+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHOM ToUkK gocTyna. MakcumasnbHoe
KonnyectBo — 256;
* YOasieHHbIU K/1o4 Mo6U/IbHO20 docmyna RO — yHUKasbHBIN KoY, O/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BcTpeuHoi T/,
* YOasieHHbIU K104 Mobu/ibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHoi T/,
* RRB ko4 RO — cnyyaliHblii kntoy. He gomkeH coBnagath ¢ «RRB ktod R1», HO 06513aTe/1bHO
fomkeH coBnagatb ¢ «<RRB kntoy R1» BcTpeyuHoi TA. AnvHa knoda — 16 CMMBOSOB;
* RRB ko4 R1T — cnyyaliHblii kntoy. He gomkeH cosnagathb ¢ «RRB kntoy RO», HO 06513aTe/1bHO
fomxkeH conagatb ¢ «RRB kntou RO» BcTpeuHon TA. AnvHa knova — 16 CMMBO/OB.
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RADIUS

Horex

IP-agpec RADIUS cepeepa

Mopt RADIUS cepeepa

MNapone RADIUS cepeepa

cnonszoeats aKkayHTUHN uapes
RADIUS

WMcnoneaoeats gpyrie HacTpoRx AnA
aKEaYHTHHrA

IP-agpec RADIUS cepeepa gna
aKEaYHTHHrA

Mopt RADIUS cepeepa ans
aKEaYHTHHrA

Mapone RADIUS cepeepa ans
BKKAYHTMHrA

M epyogHYeCcEan OTNpaskKka
AKEayHTHHTa

WHTepean oTnpaBkW akkayHTUHIE

root

192.168.0.1

1812

192.168.0.1

1813

600

+ [lomeH — JOMeH nonb3oBarens;

+ IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa;

* Mopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOPbIA NCNO/Mb3YeTCA 418 ayTEHTUAINKALMA 1
aBTopu3aLnu;

+ lNaposb RADIUS-cepsepa — naponb s RADIUS-cepBepa, UCnonb3yemoro 4/1s ayTeHTugukaumm um
aBTopu3aLnu;

* Vicnosnib308amb akkayHmuHe Yepe3 RADIUS — npu ycTaHOB/EHHOM donare 6yayT oTnpasisaTbCA
coobuweHuns «Accounting» Ha RADIUS-cepBep;

* Ucrnonb3o8ame Opyaue HacmpoUlKu 07151 akkayHMuUH2a:

+ IP-adpec RADIUS-cepsepa 0511 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro g/is
aKKayHTUHr 3,
IMopm RADIUS-cepsepa 0719 akkayHmuHa2a — NopT, KOTopbIi ByAeT ncnosib3oBaH ansa coopa
akkayHTuHra Ha RADIUS-cepsepe;
lMaposib RADIUS-cepsepa 019 akkayHmuHaa — naposnb ansa RADIUS-cepeepa, ucnosnbsyemoro gns
aKKayHTUHra,;
lNepuoduveckas omnpaska akkayHmuHaa — BK/IHOUUTb NEPUOAMYECKYH0 OTNPaBKy COOBLLEHWI
«Accounting» Ha RADIUS-cepsep. 3agaTb nHTEpBaU1 OTNPaBKM COOOLLEHWIT MOXHO B nose
«MIHTepBas1 OTNpaBKN akKkayHTUHray.
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[NopTanbHaa aBTopU3aLInA:

Mpu pexumax 6e3onacHocT: BoikitoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika nopTasibHOW
aBTopusaluu.

|_|D|:IITEJ'II:-H df aBTOpHU3aUKnA
BrmoquTe

HaseaHwe BMpTyansHoOr NopTana default

Afpec OnA NepeHanpPaEneHinA hitpui192.168.0.1:5080/eltex_portal/

* Bks1to4umb — Npu yCcTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBareniein B ceTn 6yaeT Npon3BoanTbLCA
nocpeacTBOM BUPTYasIbHOMO noptasna;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo noprasa, Ha KoTopblii 6yAeT nepeHanpas/eH
nosb30BaTesb NPu NOAKIYEHUM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — apec BHELLHEro BUPTYasIbHOroO nopTasa, Ha KoTopblid byaeT
nepeHanpasfieH Nosib3oBarteslb NPU NOAK/IYEHNN K CETU.

OrpaHnyeHve cCKopocTu:

CrpaHWHEHHA CHOPOCTH

BrmcusuTe

VAP Limit Down 0 KOUTIC
AP Limit Up 0 KOWTIC
STA Limit Down 0 KOUTIC
STA Limit Up 0 KOWTIC

* Br/1o4umb — aKTMBUPOBAaTh NOJIe HaCTpoek;

+ VAP Limit Down — orpaHu4eHue nNponyckKHom CnocoBHOCTM B HanpaBeHUN OT TOUKM AocTyna Ao
KMEHTOB (B CyMME), NOAK/THUYEHHbIX K AaHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHvie NponyckHOW CNoCOBHOCTM B HAnpaB/eHUN OT K/IMEHTOB (B CyMMe),
NoAKNHYEHHbIX K AaHHol VAP, 0o Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHMyeHne NponyckHOM CnoCO6HOCTX B HaNpaB/ieHMU OT TOUKK AoCcTyna Ao
KTMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKNOUEHHbIX K AaHHON VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (Kaxaoro B
0TAEeNbHOCTM), NOAKNOYEHHbIX K AaHHOI VAP, 1o Toukn aocTyna, K6ut/c.
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B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KonTponb goctyna no MAC

Brnto4eHo

MonuTHka

66:

D

D.

&

ol

+ [pUMEHNTH

M

3anpeTHThL

Cnucok MAC-agpecoe

4:86:83.C2:9

‘cz

4 2.C1

w

B6.8 C

X OTmena

* Bk/ito4eHO — Npu yCTaHOB/IEHHOM coriare GyaeT pa

6oTaTb BblbpaHHasa NonunTMKa AoCTyna;

* [Monumuka — NoNuTUKa Jgoctyna. Bo3amoXHble 3HaYeHUs:
+ 3anpemums — K gaHHoin VAP Gyaet 3anpeLyeHo nogkitovarbes knaveHtam, MAC-agpeca KoTopbixX
cofepxartcs B cnucke. Bcem ocTasibHbIM JOCTYN 6yAeT paspeLlen;

* Paspewums — K faHHoin VAP 6ygeT pa3peL

€HO NnoakNyaTbCs ToMbKo TeM knueHtam, MAC-

afpeca KoTopbIx cofepxarcs B cnucke. Bcem ocTasibHbIM LOCTYN GyAeT 3anpeLleH.
* Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1N 3anpeLueH 4oCTyn K

faHHol VAP. MoxeT cofepxatb 10 128 agpecos.

+
[N Toro 4To6bI 406ABUTL aApPEc B CNNCOK, HAXXMUTE KHOMKY . 1 B nosiBuBLUEMCS none BeeanTe MAC-

aapec. YTob6bl yaanuTb aapec 13 crmcka, HOKMUTE KHOMKY

x

B COOTBETCTBYIOLLIEIT CTPOKE.

Ecnv Bo3HMKNA HE06X0AMMOCTb [06aBUTb B CNCOK MAC-apec K/IMEHTA, KOTOPbIV B A@HHbIA MOMEHT

NOAKMHYEH K 6a30Bo0ii CTaHUUn, HaAXXKMNUTE B KOHLE CTPOKN KHOIMKY

OH aBTOMaTtn4yeckmn ,EI,O68.BVITCF| B nosne.

Mo ymonuaHuio B cnncke otobpaxaercs ao 10 aapecos.

1 BbIGEPUTE HYXHbIV aipec 13 Cnmcka,

[nsi TOro YTo6bI YBUAETH NOJHbIA CNUCOK B Cly4ae,

€C/n OH coaepxmnT 6onee 10 aapecoB, HAXXMUTE KHOMKY «[okazaTb BCE».

10 EO:D9:E3:TABECO

MokasaTb BCE

,ﬂ.ﬂﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb

HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA

HaXKMUTE KHOIMKY «OTMeHa».
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4.7 MeHto «CeTeBble HACTPOMKM»

4.7.1 NoameHo «CuctemMHasa KoHdurypaums»

LTEX  WEP-IL

MoHuTopuHr  Radio VAP CeTeBbie HacTpoiivm BHELLHWE CEPBHCH CucTema U~  (BbXon

CHCTEMHAR KOHCDUYpaUMA Mma xocTa WEP-1L
Ooctyn Teorpacuyeckuii root
) noMeH
VLAN ynpaBneHus Forwarding v
VLAN ID
Mpotokon Static A
Cratudeckuii IP 192.168.1.10
Cetesan Macka 255.255.255.0
Lino3

MepenyHbIA DNS

Bropuu4Hbiit DNS

+ [MpuMeHUTL X OTmena

* WIMsi xocma — ceTeBOe 1MS YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CUMBONOB: TaTUHCKUE 3ar1aBHble U
CTPOYHbIe BYKBbI, LMPpbI, 3HAK AEGUC «-» (Aednc He MOXET GbITb NOC/IEAHUM CUMBOJIOM B UMEHMN);

+ leoepachuyeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTemMbl ynpasneHus EMS, B koTopom
pacnonaraetcs Touka SOCTyna,

* VLAN ynpasneHus:.

* BebikroyeHo — VLAN ynpaBneHus He Ncnonb3yeTcs,;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCS Ha Touke AocTyna (B 3Tom
cnyyae y K/IMEHTOB, NOAK/UYEHHBIX Yepes paanonHTepdeiic, HeT goctyna ao gaHHoro VLAN);

+ Forwarding — pexwuwm, npun kotopom VLAN ynpasneHus nepefaercs Takke B pagnonHTepdeic
(npun cooTBeTcTBYtOLLEN HAacTpoiike VAP).

* VLAN ID — vpeHTudmkatop VLAN, ncnonb3yemsblil on1sa AocTyna K yCTPOWCTBY, NPUHUMAET 3Ha4YeHus 1-
4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogknoyeHune no Ethernet-
NHTepdpency yCTPOICTBa K CETU NpeaoCcTaB/IeHns ycnyr nposagepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOIYaHWUIO 1 Apyrie napameTpbl, Heobxoanmble Ans paboTtbl B ceTu, byayT nony4veHsl ot DHCP-
cepBepa aBTOMaTU4ecKy;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoanMble napameTpbl Ha WAN-
nHTepdeinc HaszHavarTcs ctatmyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[OCTYMHbI CeaytoLme napameTpsbl:

« Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoiicTea B ceTv npoBaiigepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* Lmo3 — agpec, Ha KOTOpbI OTNPaBAseTca NakeT, ecv A/19 Hero He HalijleH MapLipyT B
Tabnvue mappyTusaumu.
* [epsuYyHbIli DNS, Bmopu4Hbili DNS — |P-agpeca DNS-cepsepos. Ecnv agpeca DNS-cepsepoB He
HasHaualoTcsa aBTomartmyecku no npotokony DHCP, 3aaalite nx Bpy4HyHo.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.7.2 TlogmeHto «[ocTyn»

B nogmeHto «40CcTyn» NPpon3BoOAUTCA HaCcTpoiika JocTyna K ycTpoicTBy nocpeactsom Web-uHrepdeiica,
Telnet, SSH, NETCONF n SNMP.

ILTEX  WEP-IL

R

VAP CeTeBele HACTPOAKA BHeluHue cepeuck! Cucrema - BLIXO/]

WEB &

HTTP-nopt 80

WEB-HTTPS v

HTTPS-nopT 443

Telnet ’

S8H s

NETCONF v

SNMP v

Mapons Ha uTexue public

Maponk Ha 3ankcs private

Anpec anA npuéua
Tpanos v1
Agpec ana npréma
Tpanos v2

Anpec anA npuéua
cooBuwe Inform

CucremHoe uMA WEP-1L
ycTpoicTea
KOHTaKTHanA Contact
MHDOPMALNA
npoU3EoAMTENA
MecTononoxenme Russia
YCTpOiiCcTBa

Napons 8 Tpanax trap

« [Ona BkNoYeHUsA gocTyna K yCTporcTBy Yepes web-nHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanas3oH 4onycTMMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535
BKJ/THOUUTEIBHO;

+ [na BkNoYeHUA gocTyna K ycTpoicTey yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
HanpoTtne «WEB-HTTPS». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NoMeHsiTb HTTPS-nopT (no
yMonyaHuio 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWIo, C
1025 no 65535 BKIHOUNTENBLHO;

© noptbl ans npotokonos HTTP 1 HTTPS He J0/KHbI UMETb O1HAKOBOE 3HAYEHMe.

+ [ins BKOYEHNs [ocTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhonar Hanpotus «Telnety,
+ [nsa BkNOYeHUs gocTyna K ycTpoiicTBy yepes SSH yctaHoBuTe thnar HanpoTus «SSH»;
+ [nsa BkoueHns goctyna K yctpoiictey yepe3 NETCONF yctaHosute dpnar Hanpotns «NETCONF».

MporpammMHoe o6ecneveHne WEP-1L no3BoNSiET U3MEHsSITb KOHhUrypawLumio yCTpocTBa, NpoBOANTb
MOHUTOPWHI COCTOSIHUSI TOUKM AOCTYNa 1 €€ AaTUMKOB, a Takke yrnpas/isiTb YCTPOCTBOM, UCMO/b3Ys NPOTOKO/
SNMP.

© KoHdurypuposaHue ycTpoiictsa no npotokonly SNMP goCTYNHO HauMHas ¢ Bepcum NporpaMMHOro
obecneyeHuna 1.2.5.
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[na nameHeHnst Hactpoek SNMP yctaHoBuTe chnar Hanpotue «SNMP», nocne 4yero ans pegaktnpoBaHms
CTaHyT AOCTynHbI cnepyowme napametpbl SNMP-areHTa:n

Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSTLI: public);

Maposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSTLIN: private);

Adpec ons npuéma mparnos vl — IP-agpec nnn ooMeHHoe UMs NnpueMHuka coobuleHmii SNMPv1-trap B
topmarte HOST [COMMUNITY [PORT]];

Adpec 0715 npuéma mparnos v2 — IP-agpec nnn AOMeHHOe NMs NpuemMHuka coobuleHmii SNMPv2-trap B
topmarte HOST [COMMUNITY [PORT]];

Aodpec 0ns npuéma coobuwjeHuli Inform — IP-agpec nnm gOMeHHoe NMS NpueMHuKa coobeHunin Inform B
topmarte HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMS YCTPONCTBa,;

KoHmakmmHasi uHghopmayusi npou3sooumesisi — KOHTakTHast MHpopmaLunsi NPon3BoaNTeNA YCTPONCTB,;
MecmononoxeHue ycmpolicmsa — NHopmMauus 0 MeCTOMONOXEHUN YCTPOMCTBa;

Maposib 8 mMpanax — Naposb, coaepxallmiics B Tpanax (no ymonyaHuto: trap).

Hwxe npuBefeH CNcok 06bEKTOB, NOAAEPXKMBAEMbIX OJ/19 YUTEHUS U KOH(PUTyprMpoBaHUs NocpeaCcTBOM
npotokona SNMP:

eltexLtd.1.127.1 — MOHUTOPVHI NapamMeTPOB TOYKN AOCTyNa 1 NOAKMHOYEHHbIX KIMEHTCKUX YCTPONCTB;
eltexLtd.1.127.3 — ynpaBneHune TOUKOI A0CTYN3;
eltexLtd.1.127.5 — koHhurypupoBaHue ToUkM AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — naeHtudmnkarop npeanpusatmsa «JTTEKC».

Moapo6Hoe onucanne OID WEP-1L goctynHo no cnepytouleii ceobinke: Onvcanne OID Ha WEP/WOP-xL.

[Nsi BCTYN/IEHUSI B WY HOBOM KOHQOUIypaLumn 1 3aHECEHNS1 HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHA».
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4.8 MeHo «BHellHMe cepBUCHI»

4.8.1 TogmeHto «lopTasibHas aBTopu3aunsa»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS] U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

=LTEX  WEP-IL

IMOHUTOPHHT Radio VAP CeTeBble HACTPOWKH BHeLLHWE CEPBUCHI Cuctema - (BbIXOA)

MopTankHas asTopusaLs > BKIIOHUT

Appec cepeuca APB ws2//192.168.1.1:8090/apb/broadcast

* Bk/iouums — Npy yCTaHOBMEHHOM dhiare Touka 6yaeTt nogknoyarsea K cepsucy APB, agpec kotoporo
yKasaH B nose «Agpec cepsuca APB», ona obecnevyeHnsi NOPTa/IbHOro POYMUHTra KIMEHTOB.

+ Adpec cepsuca APB — agpec cepsuca APB on1s nogaepXkun poymuHra B pexxmme noptasibHoM
aBTopu3auuun. 3agaetcsa B oopmare: «ws://<host>:<port>/apb/broadcast».

AirTune

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.8.2 TMopmeHto «AirTune»
MoameHto «AirTune» NnpegHa3HaYeHo A/19 BKIIOYEHUSA U HACTPOIKK cepsurca AirTune Ha Touke gocTyna.

Cepsuc AirTune ncnosnb3yeTtcs g/1a onTummnsauum pagmopecypcos (Radio Resource Management) u
aBTOMaTn4ecKoln HacTpoikm 6ecloBHoro poymudra 802.11 k/r.

=LTEX  WEP-1L

MOHHUTOPHHT Radio VAP CeTeBble HACTPOWKKH BHELLHWE CEPBUCHI Cuctema - (BbIX0a,

MopTankHas aeTopu3auma BIO4NTE

Anpec cepeuca AirTune Ws/192.168.1.1:8099/apb/rrm

* Brsmo4umb — Npu yCcTaHOBNEHHOM hiare Touka dyaet nogknouarses K cepsucy AirTune, agpec
KOTOPOro ykasaH B none «Agpec cepsuca AirTune», ans obecneveHuns oyHkumin Radio Resource
Management n/wnm poymuira 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmpy.

AirTune >

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHA».
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4.9 MeHto «Cucrtemay

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

4.9.1 NopameHo «O6HOBNEHME MO ycTpoiicTBa»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

=LTEX  WEP-L

MOHMTOPHHT Radio VAP CeTeBble HACTPOWKK BHelIHKE CepBuMCH! Cucrema - (BbIXOM)

OGHoBneHue MO ycTpoicTea » AKTUBHAR BepcuA MO
PesepeHar sepcua MO  Cenats aKTHEHON
KoHurypauma
AxmyanbHas eepeus 10 docmynHa no adpecy: hitp/eltex-co.ru/support/downloads/
Mepesarpyaka
®ain oGHoenenna Mo BribepuTe aiin | ®ain He BuiGpaH
Maponb

»KypHan

Nara n speMa

+ AkmusHasi sepcusi 10 — Bepcuss NporpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOWNCTBE,
paboTalollasi B 4aHHbI MOMEHT;
* Pe3sepsHas sepcusi 10 — Bepcusa NporpaMMHOro obecneyvyeHus, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYH0 MOXHO nepekntiountbesa 6e3 3arpysku caina Mo.
+ Cdesnnamb akmusHoU — KHOIMKa, N03BONAIOLLANA caenaTh pe3epBHyto Bepcuto MO akTUBHOW, ANs
3TOro NoTpebyeTtca nepesarpyska ycTporictsa. AKTuBHas Bepcus MO B 3TOM c/iyyae cTaHeT
pe3epBHOIA.

OG6HoBNEHME MPOrpaMmMHOro obecnevyeHms

3arpysute chaiin MO c caiita http://eltex-co.ru/support/downloads/, Bbiopas WEP-1L B cnu1cke o6opyaoBaHus,
N cCoOXpaHUTe ero Ha KomnbtoTepe. Mocne 3aToro HaXXMUTe KHomnky «BblbepuTe thalin» B none ®adsn 06HOB/IEHUSs
10O v ykaxunTe nyTb K chaiiny MO B dhopmare .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNS HEOBXOAMMO HaxkaTb KHOMKY «3anycTntb 06HOB/EHME. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykazaHo Ha CTpaHULE), NOC/e Yero
YCTPOMNCTBO aBTOMaTUYeCKM Nnepesarpy3nTcs.

© He otkniovaiite nuTaHNe YCTPOIICTBA M He BLINO/HANTE ero nepesarpy3ky B NpoLecce 06HOBNEHMS
no.
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4.9.2 TMopmeHto «KoHdurypauuns»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

eLTeX  WEP-L

IMOHUTODHHT Radio VAP CeTeBble HACTPOWKK BHELUHWE CEpBUCH Cucrema - (BbIXOL)
OBHoBNeHWe MO ycTpoiicTea Mony4nTh apxue * Ckavats
KOH(Urypauuu c
KoHdurypaums > yCTpoicTsa
Mepesarpyaka 3arpysuTh apxue BuiOepuTe (hain | @ain He BLIOpaH
KOHUIypaLmuK Ha
Maponk YCTPOWCTBO
JKypwan

CBpoc Ha 3a30ackHe ¥ CoxpaHuTb NapameTpel 4ocTyna

N HaCTPOAKK
Nara 1 Bpema

[NonyyeHne KoHduUrypaumm

UTOO6bl COXpaHUTb TEKYLLYIO KOH(DUTYpaLMIo YCTPOCTBA Ha TOKa/IbHbIA KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBAEHME KOHdIMIYpaLmn

[ns 3arpy3ky COXpaHEHHOro Ha JI0Kas/lbHOM KOMMbloTepe dhaina KoHUrypauum Ncnonb3yeTcs NyHKT
«3azpy3umsb apxus KoHguaypayuu Ha ycmpolcmaso». Ans 06HOBNEHNS KOH(IUIYpauum yCTPONCTBa HXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumusa npUMeHseTCa aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

UT06bI cenaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbLIE 3aBOACKMNE YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu aktnBmpoBaH dhnar «CoxpaHuTb NapameTpbl A0CTyNay, TO 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHDMrypaLmm, KoTopble OTBEYAKOT 3a AOCTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiikm focTyna no
Telnet/SSH/SNMP/Netconf/Web).

4.9.3 TMopgMmeHto «Nepe3arpyska»

[nsi nepesarpy3ku yCTpoiicTBa HaXMKTe Ha KHOMKY «[epesarpy3kar. [Mpouecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

elTeX  WEP-L
MOHUTOPHHT Radio VAP CeTeBble HACTPOIKH BHELIHUE CEPBHCHI Cuctema - (BbiX0m)
OBHosneHue MO ycTpoiicTBa Mepesarpyaka
yCTpoMHCTBa

KoHdpurypauma

Mepesarpyska »

Maponk

Hyphan

[arta v Bpema
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PykoBoacTso no akcnayatauum WEP-1L

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[na cMeHbl Naponsi BBeAWTE HOBbIV Naposib cCHavasia B nose «Maposby, 3aTeM B none «foaTeepxaeHve

napossi» N HAKMUTE KHOMKY «MPUMEHUTbY AN1S1 COXPaHEHWS1 HOBOTO Naponsi.

eLrex

MOHHTOPHUHT Radio VAP

OBHoenenue MO ycTpoiicTea
KoHurypauma
MNepesarpyska

Mapons »

ypran

[ara u spems

WEP-1L

CeTeBble HACTPOHKH

Mapone

MooTeepXoeHWe napona

BHelHWE CEPBHCH

CHcTeMa

- (BbIXOM)

®

4.9.5 lMogmeHto «KypHan»

MoameHto «KypHas» npefiHazHa4eHo A1 HACTPOKN BbIBOA Pa3HOro poaa OT/af0uHbIX COOBLLEHWI
CUCTEMBI B LIENSIX 06HAPYXEHNSA NpUUMH Npo6iem B paboTe yCTpoiicTBa.

eLrTex

MoOHWUTOPUHT Radio VAP

O6HoBnenue MO ycTpolicTea
Kondburypauma
Mepeaarpyaka

Mapons

Kypran >

Nata v Bpema

WEP-1L

CeTeBble HACTPOKK

Pexum
Apnpec Syslog-cepeepa
MopT Syslog-cepeepa

Paamep dhaiina, kb

BHeluHWe cepBuUchI

Cuctema

Cepeep u thawn

syslog.server

514

1000

- (BbIX0A)

+ Pexum — pexum paboTbl Syslog-areHTa:
« Jloka/ibHbIl ¢halin — HhopMaUms XXypHasia COXpaHaeTCsl B IOKa/IbHOM doainie n AoCTynHa B
web-nHTepdelice yctpolictea Ha Bknagke «MoHnTopuHr/XKypHasn cobbITuiny,
« Cepsep u ¢halin — nHgopmauus XypHana oTnpaBnsieTcs Ha yaaneHHbln Syslog-cepeep n
COXpaHsieTcs B JIOKaIbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnu gomeHHoe nms Syslog-cepsepa;
+ Mopm Syslog-cepsepa — NopT ANns BXoAsawmx coobueHmnii Syslog-cepeepa (no ymonyanuto 514,
AonycTUMble 3HaueHust 1-65535);
+ Pasmep ¢palina, kb — makcuMasnbHbIi pasmep gpaiina xypHana (gonyctumMble 3HadeHus 1-1000 kB).

,ﬂ.ﬂﬂ BCTYyN/1€HNA B CUNY HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». p,}'lﬂ OTMEHbI U3MEHEHWIT HAXXMUTE KHOMKY «OTMmeHa».
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4.9.6 lMopgmeHio «[ata n Bpems»

B nogmeHto «[jata n Bpemsi» MOXHO HaCTPOUTb BPEMS BPYUHYH WU/ C MOMOLLbHO MPOTOKO/1A CUHXPOHMU3aLMK
BpemeHn (NTP).

4.9.6.1 BpyuyHyto

=LTEX  WEP-L

MoHUTOpPWHT Radio VAP CeTeBble HACTPORKK BHelHue cepBUCHI Cuctema - (BbIXOA)

O6roenenue MO ycTpoicTea Peixim @® Bpyudyilo O NTP cepeep

[ara v Bpema 02.11.2021 07:41:26
ycTporcTBa # PepakTupogars

KoHdurypauua

Mepezarpyzka Yacosoii nosc Mocksa, Poccus v

MNapone
p BKrkounTs Nepexon Ha

neTHee BpemMsa
JKypHan
Mepexon Ha NeTHee (He enibpaHo) (He eribpaHo) (He enibpaHo) B

BpEMA
[ata v epema » P

Mepexoa Ha aMHee (He ewibparo) (He eribpaHo) (He ebibpaHo) B
BpeMA

CABWI BPEMEHM (MUH.) 60

+ [ama u spemsi ycmpolicmsa — fata U BPeEMS Ha YCTPOICTBE B A@HHbIn MOMeHT. Ecnv TpebyeTcs
KOPPEKLUS, HAXKMUTE KHOMKY «PelakTpoBaThy;
- [ama, sBpems — 3aaaiiTe TEKYLLYIO AaTy U BPEMS UM HAXXMUTE KHOMKY «Tekyllasa aata u BpemMsi»
ANt yCTAHOBKM BpeMeHu MK Ha ycTpoiicTBo.
+ Yacosoli nosic — No3BO/ISIET yCTAHOBUTb YacOBOIA NOSIC B COOTBETCTBUM C GVXKANLLIMM ropoAoM B
Ballem pernoHe 13 3ajaHHOrO CMMCKa;
* Bk/to4umsb nepexod Ha iemHee BpeMsi — Npw YCTAHOB/IEHHOM dhniare nepexof, Ha eTHee/3uMHee
Bpemsi 6y1eT BbINOHATLCS aBTOMATUYECKN B 3a/iaHHbIi Nepuog, BpeMeHMU:
« [Mepexod Ha iemHee BpeMsi — [IeHb U BPEMS, Kora 6y1eT BbiNO/HATLCA NEPEXOA HA NeTHee
BpeMmS;
+ [Mepexod Ha 3uMHee BpeMsi — AEHb 1 BPeMs, Koraa GyaeT BbiNOMHATLCS Nepexo/ Ha 3uMHee
BpeMmS;
+ Cdsuz BpemMeHU (MUH.) — Nepvoj, BpeMeHN B MUHYTaX, Ha KOTOPbIV BbINOMHSAETCS CABUT BPEMEHM.

[Nsi BCTYN/IeHUSI B CW/Ty HOBO KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHUTb». [151 OTMEHbI U3MEHEHWNI HAXXMUTE KHOMKY «OTMEHa».
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4.9.6.2 NTP-cepsep

_LTEX  WEP-IL

MOHUTOPUHT Radio VAP CeTeBble HacTPONKM BHellHWe cepBuUch! Cuctema - (BbIXOA)

O6Hoenenve MO ycTpoiicTea Pekum O BpyuHylo ® NTP cepeep
Komdburypaus [ara v Bpema 02.11.2021 07:42:04
ycTporcTBa
Mepesarpyaka NTP cepeep pool.ntp.org -
Mapone Yacosol noAc Mocksa, Poceua v
HKyphnan BrnounTs nepexon Ha
NETHEE BPEMA
Rara u spems > Mepexop Ha neTHee (He eblibpaHo) (He 8bIbpaHo) (He abibpaHo) B
BPEMA
Mepexoa Ha auMHee (He enibpaHo) (He eribpaHo) (He enibpaHo) B

BpemMA

Caeur BpemeHn (MUH.) 60

+ [lama u spemsi ycmpolicmsa — fata ¥ BpeMsi Ha YCTPONCTBE B faHHbIA MOMEHT;
* NTP cepsep — |P-agpec/noMeHHOe nMA cepBepa CUHXPOHM3aUn BpeMeHn. Bo3amoxHO 3aaartb agpec
NN BbIGpaTb U3 CYLLECTBYIOLLENO CMNUCKa,;
+ Yacosol rnosic — N03BONSET YCTAHOBUTb YaCcOBOI NOAC B COOTBETCTBUM C GAvKaALLIMM ropogom B
Balem pernoHe 13 3agaHHOro Cnmcka;
* Br/mo4ums rnepexod Ha /iemHee speMsi — Mpu yCTaHOB/IEHHOM dp/1are nepexop, Ha neTHee/3nMHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepros BpEMEHMU:
* [Nepexod Ha silemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
BpewmS;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BpeMs, Korga 6yaeT BbINO/IHATLCA Nepexos Ha 3uMHee
BpewmS;
+ CoBue BpemeHu (MUH.) — Nepuog, BpeMeHN B MUHYTaXx, Ha KOTOPbII BbINOMHAETCA CABUT BPEMEHM.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHNTb». [151 OTMEHbI U3MEHEHWI HaXXMUTE KHOMKY «OTMEHa».

51



PykoBoacTso no akcnayatauum WEP-1L

5 YnpaBneHue ycTponcTBOM C NOMOLLbK KOMaHAHOW CTPOKU

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHve Knasuil (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

5.1 MopgkntoyeHne K ycTponcTay

Mo ymonyanuto yctpoiictBo WEP-1L HacTpoeHo Ha nony4veHme agpeca no DHCP. Ecnn 3Toro He Npon3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WEP-1L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-agpec ycTpoiicTBa>, anee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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5.2 HacTtpoiika ceTeBbIX NapameTpoB

HaCTpOﬁKa CTaTUu4yeCKux ceTeBbiX NapaMeTpoB TOUKU AOoCTyna

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interfacet# bro

WEP-1L(config):/interface/br0# common

WEP-1L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-1L)
WEP-1L(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nogcetu)
WEP-1L(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa Neol)
WEP-1L(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa No2)
WEP-1L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexrmva paboTel ¢ DHCP Ha Static-IP)
WEP-1L(config):/interface/br0/common# save (CoxpaHeHne HacTpoek)

AOGaBﬂeHMe CTaTU4YeCKOoro mapupyrta

WEP-1L(config):/interface/br0/common# exit

WEP-1L(config):/interface/br0# exit

WEP-1L(config):/interface# exit

WEP-1L(config):/# route

WEP-1L(config):/route# add default (rje default — HazBaHne maplupyra)

WEP-1L(config):/route# default

WEP-1L(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afpec cetn nnn y3na HasHavyeHns, /15
MapLupyTa no ymosyaHuto — 0.0.0.0)

WEP-1L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — mMacka cetn HazHavyeHus, 715 MapLupyTa rno
ymon4yaHuo — 0.0.0.0)

WEP-1L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec ww03a)
WEP-1L(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpoiika nony4yeHus ceteBbiX NapameTpoB no DHCP

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common
config):/interface/br0/commont# protocol dhcp
config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

—~ o~ o~~~ —~

© HauvHas ¢ Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaaBaTb MTU uepes DHCP (option 26).
3HauyeHne MTU, nonyyeHHoe no DHCP, nmeet 60NbLUMIA NPUOPUTET, YEM NapamMeTp, 3afaHHbI B
KOHcpurypauumn.

© Pasvep MTU ans bridge fonmkeH 6biTh He 60/bLIE, YeM HauMeHbLni pasmep MTU Ha uHTepdelicax,
KOTOpble HaxoAATcst B 3ToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# bro

WEP-1L(config):/interface/br0# common

WEP-1L(config):/interface/br0/common# mtu X (rae X — pasmep MTU B 6aritax. Bo3amoxHble 3Ha4eHus: 1-
2490)

WEP-1L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

5.2.1 HacTpoiika ceTeBbIx NapaMeTpoB C NMOMOLLbIO YTUANTLI set-management-vlan-mode

HeTternpoBaHHbIii goctyn

[MonyyeHne ceTeBbIX HACTPoeK Mo DHCP:

WEP-1L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpPONKu:

WEP-1L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y gateway
Z.Z2.Z.Z (rae X.X.X.X — cTatmyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetu, Z.Z.Z.Z — Wo3)

AocTtyn yepes VLAN ynpaBneHus B pexume Terminating

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-1L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rqe X — VLAN ID,
MCNOMb3yeMbI AN AOCTyNa K YCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckue HaCTQOVIKMZ

WEP-1L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, crnosib3yemblii A5 A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmyeckui IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — LiJ3)

Aoctyn yepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-1L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTYNa K YyCTPOMUCTBY. BO3MOXHble 3HAYUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WEP-1L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — LiJ3)

3aBeplueHNe U COXpaHeHMe HaCTPOoEK

WEP-1L(root):/# save (coxpaHeHne HacTpPOeK)
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5.2.2 Hacrtpoiika ceTeBbIx napameTpos IPv6

© Mo ymonuaHuio AOCTYN K YCTPOWCTBY MO NPOTOKOY IPV6 Ha TOUke AOCTYna OTK/IHOUEH.
JocTyn K yCcTpoincTBy No npoTokosy IPv6 BO3MOXHO HACTPOUTL TO/IbKO B TOM C/lyyae, eCin Ha ToUke
poctyna He ucnons3yetca VLAN-ynpasneHue.

BKNtoueHue goctyna K ycTpoicTBy o npoTokony IPv6e

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
DHCP)
WEP-1L(config):/interface/br0/common/ipv6# enabled true (Bk/i0ueHve f0CTyNa K YCTPOUCTBY MO
npotokony IPve. Ana oTkoveHns seegute false)

WEP-1L(config):/interface/br0/common/ipv6# save (coxpaHeHve HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyueHvie ceteBsix IPv6 napameTpos rno

—~ o~~~ o~ —~
_ = = =

HacTpolika cTaTudueckux cetTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# bro

WEP-1L(config):/interface/br0# common

WEP-1L(config):/interface/br0/commont ipv6

WEP-1L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXXXXXXXXXXK:XXXX XXX XXXXXXXX — cTaTuuecknia IPve-aapec ycTpoinctea WEP-1L)
WEP-1L(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npedukc crarnyeckoro IPvé-
agpeca. lNMpnHnmaeT 3HadveHne ot 0 A0 128. 1o ymon4aHuio: 64)
WEP-1L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTcs |Pv6-
npedounke, Hanpumep 3211:0:0:1234::/64)

WEP-1L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXXXXXXXXXXXXXXXXXX:XXXX/Y — IPv6-aapec dns-cepBepa Nel ¢ npedorkcom)
WEP-1L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXXXXXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec dns-cepBepa Ne2 ¢ npedorkcom)
WEP-1L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/10ueHVIe NCNONB30BaHNA CTATUYECKMX
ceTeBbIX IPv6 napameTpoB. [15 nosyyYeHus ceteBbix IPv6 napameTpoB no DHCP BeeauTe dhep)
WEP-1L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHve f0CTYNa K YCTPOUCTBY MO
npotokony IPv6. Ana oTkoveHns seegute false)

WEP-1L(config):/interface/br0/common/ipv6# save (coxpaHeHve HacTpoek)
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5.3 HacTtpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 9 — KomaHgp! 4N HAaCTpoikn pexmnma 6esonacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpoukn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA?2 mode WPA2

WPA/WPA2 mode WPA_WPA2

WPA-Enterprise mode WPA_1X

WPA2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).

5.3.1 Hactpolika VAP 6e3 wndpoBaHus

CospgaHue VAP 6e3 wuncpoBaHusa

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_open' (n3veHeHvie nveHn SSID)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlan1-va0/vap/ap-security# mode off (pexxum wnposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# exit

config):/interface/wlanl-va0# common

config):/interface/wlanl-va0/common# enabled true (Bk/1t04EHVIE BUPTYa/IbHON TOUKM AOCTYNA)
config):/interface/wlanl-va0/common# save (COxpaHeHVe HacTpoek)

o~~~ o~~~ o~ o~ o~ —~ —~
DA T T ST R
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5.3.2 Hacrtpoiika VAP c pexvumom 6e3onacHoctn WPA-Personal

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA-Personal

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan1-va0

WEP-1L(config):/interface/wlan1-va0# vap

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_Wpa2' (n3veHeHne nveHn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# ap-security

WEP-1L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexvimv wudposaHns — WPA/WPA2)
WEP-1L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1t04/M1apo/ib, He0OXOANMbIN
0N NOAKNIYEHMS K BUPTYasibHOM TOUKe AocTyna. [nnHa Kn4va Ao/MKHa CoCTaBAsATb OT 8 10 63
CUMBOJIOB)

WEP-1L(config):/interface/wlanl-va0/vap/ap-security# exit

):/
):/
config):/interface/wlanl-va0# common
):/
):/

WEP-1L

WEP-1L(config):/interface/wlan1-va0/vap# exit

WEP-1L(

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
(

config):/interface/wlanl-va0/common# save (COxpaHeHVe HacTpoek)
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5.3.3 Hactpolika VAP c Enterprise-aBTopusauueli

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA2-Enterprise C NeprMoguuecKoii oTnpaBKoii
akkayHTMHra Ha RADIUS-cepBep

WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_enterprise' (n3veHeHvie nveHn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# ap-security
WEP-1L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexum wngposanus — WPA/
WPA2-Enterprise)

WEP-1L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-1L(config):/interface/wlanl-va0/vap# radius

WEP-1L(config):/interface/wlanl-va0/vap/radius# domain root (/e root — fl0MeH NosbL30BaTesIs)
WEP-1L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-1L(config):/interface/wlanl-va0/vap/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIi
NCnosib3yeTcs Asis ayTeHTudmkaumm n astopmsaumn. Mo ymonyaxmio: 1812)
WEP-1L(config):/interface/wlanl-va0/vap/radius# auth-password secret (ize secret — naposib /19 RADIUS-
cepBepa, UCNonb3yeMoro Ans ayTeHTudgmkalmm n asTopmsaimm)
WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10ueHVIE OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t0ueHVIe NeprOAMYECKON OTNPaBK/
coobueHni «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTrpPaBky COOBLLEHNN
«Accounting» Ha RADIUS-cepBep)

WEP-1L(config):/interface/wlanl-va0/vap/radius# exit

WEP-1L(config):/interface/wlan1-va0/vap# exit

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM AOCTYNa)
WEP-1L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—~ o~ o~~~ —~
== = =

—_— e~ o~ —
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5.3.4 Hactpoiika VAP c nopTtasibHOM aBTopu3auuei

KomaHgb! AN HACTPOIiKM NOpTanibHOI aBTOpPU3aLuMmu C OTNPaBKOI akkayHTUHra Ha RADIUS-cepBep

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlan1-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-1L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazars URL BUpTYyasibHOro noprana)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal# exit
)
)

o~~~ o~~~ o~ o~ o~ o~ —~ —~
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WEP-1L(config):/interface/wlanl-va0/vap# radius

WEP-1L(config):/interface/wlanl-va0/vap/radius# domain root (/e root — l0MeH NossL3oBaTess)
WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/10ueHVIE OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — |P-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — Maposnb 15 RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t0ueHVIe NeproANYECKON OTNPaBK/
coo6LLeHM «Accounting» Ha RADIUS-cepBep. Mo ymonyaHutio: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTrpPaBky COOBLLEHN
«Accounting» Ha RADIUS-cepBep)

WEP-1L(config):/interface/wlanl-va0/vap/radius# exit

WEP-1L(config):/interface/wlan1-va0/vap# exit

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVE BUPTYa/IbHON TOUKM A0CTYNa)
WEP-1L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—~ o~~~ —~ —

—_ e~ o~ —
== = =
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5.3.5 Hactpolika VAP ¢ BHelLHel nopTa/ibHON aBTOpM3aLmeit

KomaHAb! AN HACTPOIiKM BHELLHEN NopTa/ibHOI aBTOpU3aLmum

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlan1-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-1L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>" (yka3arb URL BHELLUHEro BUPTYasIbHOro noprasaa B
COOTBETCTBUN C Tabnuueii 10)
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
)
)

o~~~ o~~~ o~ o~ o~ o~ —~ —~

WEP-1L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-1L(config):/interface/wlanl-va0/vap# radius

WEP-1L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopmsanun)

WEP-1L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rze secret — naposs /19 RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopmsanunn)

WEP-1L(config):/interface/wlanl-va0/vap# save (coxpaHeHne HacTpoek)

—_ e~ o~ —

© /[ns nonyyeHns nHdopmMaumm 06 anropuTMe B3aMMOAENCTBUS C BHELHUM MOPTasIoM CM. CXENMY.

Ta6nuua 10 — Hactpoiika URL wabnoHa 418 BHELHe nopTasibHOW aBTopm3aumnm

MapameTp OonucaHue

<NAS_ID> NAS ID, 3aaaHHbIn Ha VAP nnu B system. Ecnv He 3agaH HU OguH
13 3TUX napameTtpos, To B kauectBe NAS ID B RADIUS- n HTTP(S)-
naketax é6yget ncnonb3oBartbcs MAC-agpec T/

<SWITCH_URL> [OMEHHOE VIMsl, KOTOPOE MOKa3bliBAETCA KNEHTY Npu
nepeHanpasneHnu

<AP_MAC> MAC-agpec Toukn goctyna

<CLIENT_MAC> MAC-agpec knneHTa

<SSID> SSID

<ORIGINAL_URL> URL, KOoTOpbIli M3Ha4YasIbHO 3anpaluvBan KNneHT
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PykoBoacTso no akcnayatauum WEP-1L

5.3.6 Hacrtpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

© [aHHblii (PYHKUMOHAN JOCTYNEH TOMLKO A8 PeXuMa NopTasibHOl aBTopu3aLmu.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-1L(config):/interface/wlan1-va0/vap# radius (HacTpolika ocHoBHOro RADIUS-cepBepa)
WEP-1L(config):/interface/wlan1-va0/vap/radius# backup (HacTporika gononHutensHoro RADIUS-cepsepa)
WEP-1L(config):/interface/wlan1-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHurypaymm> (cozgaHue pasgena KoHdurypauum gonosHmtensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WEP-1L(config):/interface/wlan1-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — |IP-agpec A0MO/HUTESTLHOIO
RADIUS-cepBepa B KOHurypauuu)

WEP-1L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — IP-agpec
RADIUS-cepBepa)

WEP-1L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-port X (r1e X — nopt RADIUS-cepBepa,
KOTOpPbI MCnonb3yeTcsa Ansa ayteHTudmkaymm n astopmsayun. Mo ymonyaxumio: 1812)
WEP-1L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (1€ secret — naposis
Anst RADIUS-cepBepa, MCnonb3yemMoro As1s ayTeHTMdnKaumm 1 aBTopusaumm)
WEP-1L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rze X.X.X.X — IP-agpec
RADIUS-cepBepa, NCMnosib3yemMoro A5 akkayHTUHra)
WEP-1L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (raie X — nopt RADIUS-cepsepa,
KOTOpPbIV MCnonb3yeTcs ANs akkayHTuUHra. Mo ymonyaHumto: 1813)
WEP-1L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-password secret (r/e secret — naposis
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WEP-1L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# order 1 (e order — npnoputet RADIUS-
cepBepa. Ecnv npuoputeT He Bbin YKa3aH sIBHO, TO CUMTAETCS, UTO OH paBeH 0. B aTom cniyyae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WEP-1L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHve HacTpoek)

—~ o~~~ o~ —~

5.3.7 [ononHuTesnbHble HacTpoliku VAP

Ha3HaueHune VLAN-ID Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknroueHue pexuma Band Steer

WEP-1L(config):/interface/wlan1-va0/vap# band-steer-mode true (Bx/1t0ueHve pexxuma Band Steer. [1ns
oTK/o4eHns Beeaute false)
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BkntoueHue VLAN trunk Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# vlan-trunk true (sritoueHne VLAN Trunk Ha VAP. 1151 OTK/IHOHEHNS
BBeauTe false)

BkntoueHune General VLAN Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# general-vlan-mode true (Bk/1t0ueHve General VLAN Ha SSID. [Ins
oTK/o4eHns BeeauTe false)
WEP-1L(config):/interface/wlan1-va0/vap# general-vlan-id X (rze X — Hovep General VLAN)

BbiGop cnoco6a npuoputmusaumu

WEP-1L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHasni3 npnoputera 13 nons CoS (Class of
Service) TErMPOBaHHbIX NakeToB. 3HaYEHWe No yMo4aHuio: true. B aTom cryyae aHanmampyeTtcs
npuopuTtet U3 nona DSCP 3aronoBka IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WEP-1L(config):/interface/wlan1-va0/vap/ap-security# mfp required (Bk/1104MTL 32Ty management-kagpoB
(dpeimoB). required — TpebyeTca nogaepxka MFP OT K/IMEHTa, KIMeHTbl 6e3 MFP He cmoryT
noakounThCA. capable — coBmecTuMo ¢ MFP, KNMeHTbl 6e3 nogaepkv MFP MoryT nogkitoumTbes. Ans
oTK/o4YeHns BeeauTe off)

Bk/oueHue UCnosib3oBaHus TLS npu aBTopusauum

WEP-1L(config):/interface/wlanl-va0/vap/radiust tls-enable true (1crionb3osats TLS npu asTopusanmn. s
oTK/o4YeHns BeeaunTe false)

BknrouyeHue cKkpbiToro SSID

WEP-1L(config):/interface/wlan1-va0/vap# hidden true (sxntoueHne ckpbiToro SSID. N5 OTKH0YeHNs
BeeauTe false)

BK/lOU€HME U30NALUN KNTMEHTOB Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# station-isolation true (Bk/l0ueHne n30ALUN TPpaUKa MeXay
KnneHTamu B npegenax ogHou VAP. nsa oTknoveHns seegute false)

OrpaHuuyeHne KonmyecTBa K/iMeHToB Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# sta-limit X (r1e X — makcumasibHO A0MyCTUMOE YNCTI0
NOAK/IYAEMbIX K BAPTYasIbHOW CETU K/IMEHTOB)
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Bk/loueHWe penivkauun MynbTukactoBoro Tpadgmka Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bk/10ueHVIe pennkauy MynsTUKacToBOrO
Tpadmka Ha VAP. nsa oTkntoveHns seeaute false)

BknroueHue Minimal Signal u Roaming Signal

WEP-1L(config):/interface/wlan1-va0/vap# check-signal-enable true (Bk/110ueHVe UcnonsL30BaHNA
doyHKuMoHana Minimal Signal. 18 oTkntoveHus seeuTe false)

WEP-1L(config):/interface/wlan1-va0/vap# min-signal X (r1e X — noporosoe 3HavyeHune RSSI, npu A0CTKEHNN
KOTOPOro Touka byaeT oTk/IouaThb kveHTa ot VAP. MapaMeTp MOXET NpUHMMAaTh 3Ha4yeHus ot -100 Jo -1)
WEP-1L(config):/interface/wlan1-va0/vap# check-signal-timeout X (rz1e X — nepunoz BpemeHn B cekyHaax, rno
NCTEYEHNM KOTOPOTO NPUHNUMAETCS peLleHne 06 OTKNHYEHUN KIMEHTCKOro 060pya0BaHus OT
BUPTYaslbHOW CeTn)

WEP-1L(config):/interface/wlan1-va0/vap# roaming-signal X (rze X — noporosoe 3HaveHue RSSI, npu
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepektodeHne KITIMEHTCKOro 060pyA0BaHNs Ha APYTYHO TOUKY
poctyna. NapameTp MOXeT NpUHMUMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/mKeH 6bITb
BblLLe, YeM min-signal: ecnu min-signal =-75 gBMm, TO roaming-signal LO/MXeH 6bITb paBeH, Hanpumep, -70
ABM)

WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM[, NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-1L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rge X — mMakcumMasibHast CKOpoCTh B
KOUT/C U NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bx/1t0ueHve Wwernepa. Moxet
npuHUMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit
WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K AaHHOﬁ VAP:

WEP-1L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (r4e X — mMakcumasibHasi CKOPOCTh B
KOUT/C U NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/itoueHne wennepa. Moxet
npuHMMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-txi# exit
WEP-1L(config):/interface/wlan1-va0/vap# save (COxpaHeHne HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-1L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rge X — maxkcumasibHas cKkopocTb B
KOUT/C U NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bk/1toueHne wennepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit
WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-1L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rge X — maxkcumasibHas cKkopocTb B
KOUT/C U NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/toueHne wennepa. Moxer
npuHUMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTpoiika orpaHnyeHns LWMPOKOBeELATEeIbHOIO Tpaduka

HacTpoliika wevinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM gocTyna:
WEP-1L(config):/interface/wlan1-va0/vap# shaper-bcast-rx

WEP-1L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# value X (rae X — makcumasnibHas ckopocTb B KOUT/
C UM NakKeThbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# mode kbps (Bk/1t0ueH e weiinepa. Moxet
npuHUMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-bcast-rxi# exit

WEP-1L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpoliika wevinepa B HanpaBae€HUU OT TOYKM AOCTyNa A0 KJNeHTa:
WEP-1L(config):/interface/wlan1-va0/vap# shaper-bcast-tx

WEP-1L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# value X (rze X — makcvmasibHas cKopocTb B KOUT/
C UM NakeThbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve weinepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# exit

WEP-1L(config):/interface/wlan1-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpoiika orpaHuyeHnst MHOroaapecHoro Tpaguka

HacTpoliika weiinepa B HanpaB/a€HUU OT K/INEHTa A0 TOYKM gocTtyna:
WEP-1L(config):/interface/wlan1-va0/vap# shaper-mcast-rx

WEP-1L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# value X (rz1e X — makcumasibHas ckopocTb B KOUT/
C WU NakeThbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# mode kbps (Bx/1t0ueHve welinepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlanl-va0/vap/shaper-mcast-rxi# exit

WEP-1L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpoiika wevinepa B HanpaBa€HUU OT TOYKM AOCTyNa A0 KJNeHTa:
WEP-1L(config):/interface/wlan1-va0/vap# shaper-mcast-tx

WEP-1L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# value X (rzge X — makcrumasnibHas cKopocTb B KOUT/
C WU NakeThbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# mode kbps (Bk/1t04eHve weinepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit

WEP-1L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)
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HacTpolika KoHTpona goctyna no MAC

WEP-1L(config):/interface/wlan1-va0/vap# acl

WEP-1L(config):/interface/wlanl-va0/vap/acl# mac

WEP-1L(config):/interface/wlan1-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (re XXX XXX — MAC-
ajpec yCcTpoiicTBa, KOTOPOMY HEOBX0AMMO paspeLunTb/3anpeTuTb A0CTyN. ANsa yaaneHus agpeca us
crnucka ncnonb3yinte komaHay del)

WEP-1L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-1L(config):/interface/wlan1-va0/vap/acl# policy allow (BbI60p NovMTnKM. BO3MOXHbBIE 3HAYEHNS:
allow — paspeluaTb NoAkIOHEHNE TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX CoAepXaTcs B CMMCKE;
deny — 3anpellatb NoakueHme KnneHtTam, MAC-agpeca KOTOpbIX coAepXarcs B cnucke. 3HavyeHune no
yMO/14aHuto: deny)

WEP-1L(config):/interface/wlan1-va0/vap/acl# enable true (Bk/1t04eHVe kKOHTPOA gocTyna no MAC. 115
oTK/Io4YeHns Beeaute false)

HacTtpoiika 6nNOKMpoBKU NOAK/IOHEHUSA NOMb3oBaTesne, nogmMmeHaOWuxX MAC-agpec ycTpoiicTeBa
NPOBOAHOW ceTU

B cnyuyae ecnv Heo6xoaumo no TpeboBaHNsAM 6e30MacHOCTY peain3oBaTh 3alWuTy OT NOAKNHUEHW
nonb3oBarenei ayonupyowmx MAC-aapec NpoBOAHOro yCTponcTea (L3, MK 1 npoyee), To HeO6Xx0AUMO
BOCNO/b30BaTbCsi HacTpoiikoii fdb-filtering, koTopas nmeeT cnepylowme pexmmMbl paboThbl:

on-connect — pexxum 6/10KMpyeT BCe NOMNbITKA NOAK/IHYEHNS YCTPOICTB Yepe3 Wi-Fi, B cnyyae ecnm MAC-
agpec yxe nlyyeH Ha Ethernet-nopTy TOUKM [OCTYNa,;

by-eth-event — pexum OTK/OYAET NOAKIYEHHOrO KmeHTa no Wi-Fi, B criyyae ecnm ero MAC-agpec ctan
n3yyeH Ha Ethernet-nopTy ToukM AOCTyna (PEXMM NOMOraeT ounLaTh CTapyto 3anucb O KNMeHTe npu
pOyMUHre);

full — pexxum coBmeLLaeT B cebe Bce npeplaylime, To ecTb 6/10KMpyeT NOAKNHYEHME HOBOIO
nonb3oBatens no Wi-Fi, a Takke OTK/IO4aET paHee NOAKIUYEHHOIO B C/lyvae coBnageHust ero MAC-
ajzipeca c yCTpoincTeom 3a Ethernet-uHtepdhelicom.

© nNpu BbicTaBneHnn pexumos full 1 on-connect POyMUHT Wi-Fi KTMEHTOB MOXET YXYAWUTLCA. Tak B
xofie paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NonajatT Ha OCTaslbHble TOYKM JOCTyna ceTu, 1
ero MAC nsyyaetcs Ha BCex Toukax AoCTyna CeTu, No3aTomMy npu POYMUHIe KIMeHTa, B cnyyae ecnu
ero MAC-afpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoak/toyeHne MOXeT NPOUCXOANTb
OnvTenbHoe BpeMs.

WEP-1L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-1L(config):/interface/wlanl-va0/vap/fdb-filtering # enabled true (Bk/itoueHve hyHkUoHana. 44
oTkNtoveHns seegute false. 3HaueHne nNo ymonyaHuto: false)
WEP-1L(config):/interface/wlanl-va0/vap/fdb-filtering #mode full (BbI60p pexrma paboTel. 3Ha4eHne no
yMO/14aHuio: by-eth-event)
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HacTtpoliika 802.11r
[aHHbIin BUA poyMyHra AOCTYNEH TOMbKO ANS TEX KNIMEHTCKUX YCTPOICTB, KOTopble nogaepxmsatot 802.11r.

PoymuHr 802.11r Bo3MOXeH Tonbko mexay VAP ¢ pexumom 6e3onacHocT WPA2 v Bbiwwe.
C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO O3HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvmom 6esonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA1(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) - TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpoikm 802.11r Ha aByX Toukax goctyna: TA1 v TA2.

HacTtpoiika 802.11r Ha T11

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-1L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
Mo)XHO NocMOTpeTh B BbiBOAe KoMaHbl ifconfig)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH1KaIbHLIA KIKOY /15 AaHHON
VAP)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (10oveH fo/mxeH coBnagartb Ha
BCTpeYHbIX VAP)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
NHTEepdherica BCTPEUYHON Toukn goctyna — T/A2)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# r0-kh-id 23456 (yHVKa/IbHbLIN
KN4y BCTpeyHoi VAP Toukn goctyna TA2 — r0-key-holder-id)
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
aZipec BCTpeyHon VAP Ha T/[2)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kiod. He gomkeH coBnagarthb ¢ rl-kh-key T[11, HO 065a3aTeNbHO AO/MKEH coBnaaarth C rl-kh-key
BCTpeuHon T[2)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIv kY. He gomkeH coBnagarthb ¢ r0-kh-key T11, HO 065a3aTeNbHO A0/MKEH coBnaaarth ¢ r0-kh-key
BCTpeuHon T[2)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/itoueHne paboTsl TOUKM AOCTYNA MO
NpoToKosy 802.11r)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-1L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yHVKa/IbHbIA K104 415 AaHHOTO
VAP)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (s1oveH fo/mkeH coBnagarb Ha
BCTPEeYHbIX VAP)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHVKa/IbHbLIN K/THOY
BCTpeuHo VAP Toukn goctyna T[1 — r0-key-holder-id)
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[11)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/itoueHne paboTkl TOUKM AOCTYNA MO
npoTokosny 802.11r)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWNppoBaHHbIe). EC/in Ha Touke focTyna HacTpoeHa pabota no npotokosy 802.11k, To npu nogknoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpolika 802.11k

WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (11
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (11
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-1Lx(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rge 36 —
KaHaJsl, Ha KOTOpOM paboTaeT Touvka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHe PabOTLI TOUKY
[0CTyna no NnpoTokosny 802.11Kk)

WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM3oBaH MexXay NoobIMu ceTsiMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npoLuecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT NN KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYNa WY HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOObLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUIN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XeHHOCTU KaHauia, KOHpUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHe PabOTLI TOUKM
[ocTyna no npotokosy 802.11k/v)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHVe HacTpoek)

5.4 HacTtpoiika AirTune

© AirTune 6nokupyeT py4Hoe ynpaBneHue pagyuonapamMeTpamMmy ToUKM JOCTyna.

HacTtpoliika AirTune

WEP-1L(config):/# airtune

WEP-1L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (r1e 192.168.1.20 — IP-agpec
cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuC AirTune)

WEP-1L(config):/airtune# dca true (BkNtoUeHNe PyHKUMOHANA ANHAMUYECKOTO pacnpesesieHns KaHasioB.
[na otknoueHus seeaute false)

WEP-1L(config):/airtune# tpc true (Bk/1t04eHME PYyHKLMOHAIA aBTOMATUYECKOTO YNpaB/ieHNA MOLLHOCTLH.
[na otknoueHus seeaute false)

WEP-1L(config):/airtune# load-balance-80211v true (BK/1t04eHne DyHKLMOHANA Ba/laHCUPOBKM KITMEHTOB.
[na otknoueHus seeaute false)

WEP-1L(config):/airtune# enabled true (Bk/t0UeHME B3anMOAeiCcTBUA C cepBUCOM AirTune. 151 OTK/IHOYEHNS
BeesuTe false)

WEP-1L(config):/airtune# save (coxpaHeHve HacTpoek)

[ns aBTomartuyeckoii HacTpoiiku 802.11r yepes cepsuc AirTune Ha Touke J4OCTyna HeEO6X0AMMO BK/IHOUNTb
doyHKumoHan 802.11r, ANs 3TOro BbINONHUTE CreayoLLe HaCTPOWNKM:

HacTtpoiika 802.11r yepe3s AirTune

WEP-1L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/10UeHNe paboThl TOUKM AOCTYNa Mo
NPOTOKO/Y 802.11r)
WEP-1L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHVe HacTpoek)
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[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v yepes AirTune

WEP-1L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t0HeHNE MOAAEPKKN
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHVe HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMmeHTaumn koHTponnepa SoftWLC.

5.5 HacTtpoiikn Radio

Ha Radio no ymonuyaHuio ncnonb3yeTcsi aBToMaTn4eckuin BbiIbop paboyero kaHana. a1 1oro 4toobsbl
YCTaHOBUTb KaHa1 BPYYHYH N CMEHUTb MOLLHOCTb, UCNONb3YITe criegyowme KoMmaHabi:

CMeHa pa6ouero kaHasia 1 MOLWHOCTU paauouHTepdgeiica

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan0

WEP-1L(config):/interface/wlan0# wlan

WEP-1L(config):/interface/wlan0/wlan# radio

WEP-1L(config):/interface/wlan0/wlan/radio# channel X (r1e X — HOMep cTaTnyeckoro kaHana, Ha KOTOpoM
6yaeT pabotarb TOUKa)

WEP-1L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t0ueHVe aBTOBLIGOPA KaHasa. /15
BK/IOYEHMA BBeaAUTE true)

WEP-1L(config):/interface/wlan0/wlan/radio# use-limit-channels false (0Tk/1104eHVE UCNONB30BAHNA
OrpaHNYeHHOro cnmcka KaHanos. [15 BKNH4YeHns1 BBeAUTeE true)
WEP-1L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wnprHa kaHana. MNapamerp MoxeT
npuHMmaTth 3HaveHue: o Radio 1: 20, 40; Radio 2: 20, 40, 80)

WEP-1L(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MoLLUHOCTY B ABM. MapamveTp
MOXeT NpuHUMaTh 3HadeHue: s Radio 1: 3-16 obm; ans Radio 2: 11-19 abm)
WEP-1L(config):/interface/wlan0/wlan/radio# tx-power-min X (e X — MUHV/MaSIbHBIA YPOBEHL MOLLHOCTA B
ABbM. MapamMeTp MOXeT NpuHuMaThb 3HaveHue: aad Radio 1: 3-16 obm; Anda Radio 2: 11-19 abm)
WEP-1L(config):/interface/wlan0/wlan/radio# tx-power-max X (e X — MakCumMasibHbIA YPOBEHL MOLLHOCTY
B AbM. NapameTp MOXET NpuHUMaTh 3HadeHue: ansa Radio 1: 3-16 aobm; ana Radio 2: 11-19 gbm)
WEP-1L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)
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© Cnucku fOCTYMNHLIX KAHAIOB
Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI C/ieAYIOLWNe KaHaJbl:
* Npwv WwupuHe KaHana20Mru: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv wupuHe kaHana 40 MIru;
- ecnu «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty ansa BbiGopa AOCTYNHbI caeAylolne KaHabl:
* npu wnpuHe kadana 20 Mlu; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MrI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

5.5.1 [ononHutenbHble HacTpolikn Radio

HaCTpOﬁKa OrpaHN4YeHHOro CnUMcCKa kaHanoB

WEP-1L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t04eHVE CNO/IL30BAHNSA
OorpaHNYeHHOro crnMcka kaHanoB B pabote aBToBbIOOpa kaHa/oB. [And oTkoveHnsa seeauTte false)
WEP-1L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (r1e 1, 6, 11 — kaHa/lbl AnanasoHa, B
KOTOPOM MOXET paboTarb HacTpanBaeMblil pagmMonHTepdieinc)

N3meHeHUe OCHOBHOrO KaHasa

WEP-1L(config):/interface/wlan0/wlan/radio# control-sideband lower (napamveTp MoXeT npuH1MaTs
3HauveHue: lower, upper. o ymonyaHuio: Ang Radio 1: lower; ansa Radio 2: upper)

BkniouyeHue ncnosib3oBaHUA KOPOTKOro 3awWmMTHOro UHTepBana

WEP-1L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t04EeHME NCMNOMIL30BAHNA YKOPOYEHHOTO
3alUTHOrO MHTEpBasia ANnd nepegayn gaHHbIX — 400 HC BMecTo 800 He. [Ansa oTktoveHus seegute false)

BkntoueHune STBC

WEP-1L(config):/interface/wlan0/wlan/radio# stbc true (Bk/10ueHVIE METOAA NPOCTPAHCTBEHHO-BPEMEHHOIO
6104HOr0 KoanpoBaHus (STBC), HanpaBNEHHOIO Ha NOBbILLEHME HAAEXHOCTW Nepeaayn gaHHbIX. 4ns
oTK/o4YeHus BeeaunTe false)

Bk/iloueHue arperauum

WEP-1L(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1t0ueHve arperalym Ha Radio —
nogaepxkn AMPDU/AMSDU. s otkntodeHna seeanTe false)
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BkntoueHue MCnosb30BaHNA KOPOTKOM npeaMoy bl

WEP-1L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1104eHNE NCNO/L30BaHNSA KOPOTKOMN
npeamoybl naketa. [na oTkayeHnsa seeguTte false)

BkntoueHue Wi-Fi Multimedia (WMM)

WEP-1L(config):/interface/wlan0/wlan/radio# wmm true (Bx/itoueHne noggepxkn WMM (Wi-Fi Multimedia)
[ns otknoyeHns seeaute false)

HacTtpoiika mexaHusma DFS

HacTtpoiika npon3BoanTcs ToabKo Ha Radio 5 T (wlanl)

WEP-1L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexumv paboTel MexaHn3ma DFS. MoxeT
npvHMMaTh 3HavyeHus: forced — MexaHU3M BbIK/HOYEH, DFS-kaHabl AOCTYNHbI 4151 Bblbopa; auto —
MexaHu3M BktoveH; disabled — mexaHn3m BbIk/IO4EH, DFS-KaHa bl HEAOCTYMHbI A1 BbIOOPA)

BknroueHue pexnva aBTOMATUUYECKOIA CMEHbI LUMPUHBbI KaHa1a

WEP-1L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/10HeHVIE peXMMAa aBTOMATUYECKON CMEHbI
LWMPWHBI KaHana ¢ 40 MMy, Ha 20 MIMy, npu 3arpy>keHHoM paanoadoupe. s oTknoveHns seegute false)

BknioueHue wevinepa Broadcast/Multicast

WEP-1L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (r1e X — orpaHnyeHne nepegaqv
LLIMPOKOBELLATE/TbHOIO/MY/IETUKACTOBOrO Tpadrka no 6ecnpoBOAHON CETU, yKa3bIBAETCSA IMMUT A5
LUMpOoKOoBeLaTeNbHOro Tpadmka B nak/c)
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BkntovyeHue QoS U usMeHeHne napaMmeTpos

WEP-1L(config):/interface/wlan0/wlan/radio# qos

WEP-1L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/it04eHVe NCNONL30BAHNSA (DYHKLNIA,
obecneunBarLLMxX Ka4ecTBo 06¢cnyxmBaHus (Quality of Service). ns oTkntoueHnsi BBeauTe false)
WEP-1L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS ToYkn JOCTYna,
Tpaduk nepenaeTcs OT TOYKN AOCTYNa K KNIMEHTY)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1
HU3KOMPUOPUTETHON ovepeamn C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, NpUopuTeThl 802.1p: csl, cs2)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxunagaHns kagpos
(dpeinmoB) AaHHbIX, U3mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haya/ibHOe 3Ha4YeHVe BpeMeH!
oXugaHusi nepea NOBTOPHOW OTNPABKOWN Kaapa, 3afgaeTcs B MuUnancekyHaax. lMpuHumaet 3HadeHus: 1, 3,
7,15,31,63,127,255,511, 1023. 3Ha4yeHne cwMin He MOXET MnpeBbllaTb 3HayeHne cwMax)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (re X — makc/masibHoe 3HaqyeHve
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHuvaet
3HauveHus: 1, 3,7, 15, 31, 63, 127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO 6bITb 60/1bLUIE 3HAYEHUS cwMin)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepBas BpemMenn B
MUNUCEKYHAAX, Koraa KnmeHTckas WME-CTaHuma MMeeT npasa UHULMMPOBATb Nepedady AaHHbIX No
6ecnpoBoAHON cpefe K ToUKe AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNNCEKYHA)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-1L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpos QoS CTaHUUN KIMeHTa:
Tpadhvk nepeaaeTcs OT CTaHLUMUM KIMeHTa A0 TOYKM A0CTyna)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpolika napameTpoB ans odepegeii be, vi, vo aHanornuHa HacTpolike napameTpos ans odyepeam bk.

5.6 HacTtpoiika DHCP onuun 82

© Hacrpoiika DHCP onuumn 82 Nnpou3BoauUTcs OTAELHO A1 KaXKA0ro paguonHTepdeiica. B gaHHoOM
pasgene NpuMBOAATCS NpMMepbl HacTpolikmn onumn 82 ansa Radio 2.4 Iy, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumun 82 oTk/oUYeHa. 3HaYeHVEe N0 YMOYaHWIo;
* replace — Touka gocTyna noAcTaBAseT WU 3aMeHSeT 3HaYeHne onuuun 82;
* remove — Touka AOCTyna yganser 3HayeHne onuum 82.

N3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan0 (HacTpoiika 6yaeT nponssoanTbcsa ans Radio 2.4 Iy, Ecniv Heo6xoammo
HacTpouTb 82 onunto Ha Radio 5T, — BBeauTe wlanl)

WEP-1L(config):/interface/wlan0# common

WEP-1L(config):/interface/wlan0/common# dhcp-snooping
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (B160p paboTh!
DHCP snooping B pexume 3ameHbl Uin NoAcTaBNeHns onuun 82)

—_
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Ecnu Ha paguonHTepdeiice HacTpoeHa nonutruka obpaboTtku onuumn 82 replace, To Ans KOHUrypupoBaHus
CTaHOBATCA AOCTYMHbI CNeyoLme napameTpsbl:

HacTtpoiika napameTpoB onuun 82

WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze

custom — 3anveHa coaepxumoro CID Ha 3HaveHune, ykazaHHoe B rnapaveTpe dhcp-option-82-custom-

CID. [NapameTp MOXeT npuHMMaTtb 3HadeHnsa: APMAC-SSID — 3ameHa cogepxkmmoro CID Ha <MAC-agpec
TOYKWM gocTyna>-<numsa SSID>. SSID — 3ameHa cogepxmnmoro CID Ha nma SSID, K KOTOpOMY NOAK/THOYEH
KNMeHT. Mo ymonyaHuo: APMAC-SSID)

WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1€ custom
— 3aMeHa cogepXxunmoro RID Ha 3HadeHune, ykazaHHoe B napameTpe dhcp-option-82-custom-RID.
MapameTp MOXET npuHuMaTb 3HadeHus: ClientMAC — 3ameHa cogepxmmoro RID Ha MAC-agpec
KNMEHTCKOro yctpolictBa. APMAC — 3aMeHa coaepXmnmoro RID Ha MAC-aapec Touku aocTtyna. APdomain —
3amMeHa cogepXXnmoro RID Ha IOMEH, B KOTOPOM HaxoamMTcst Todka goctyna. Mo ymondanuto: ClientMAC)
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHve OT 1 40 52 CMMBOJIOB, KOTOpOe 6yaeT nepenasartbes B CID. Ecniv 3HaueHve
napametpa dhcp-option-82-custom-CID He 3a4aH0, To4Ka ByaeT nameHsTb CID Ha 3HavYeHue no
yMo/14aHuo: <MAC-agpec To4kn goctyna>-<nums SSID>)
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rze
longstring — 3HaueHve OT 1 40 63 CMMBOJIOB, KOTOpPOe ByaeT nepenasartbcs B RID. Eciiv 3HaveHne
napametpa dhcp-option-82-custom-RID He 3a7aH0, Touka 6yaeT n3mMeHATb RID Ha 3Ha4YeHne No
ymonuaHuo: MAC-agpec KIMEHTCKOro YCTPONCTBA)
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (BL100p
pasgenntenst oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID 1 CID. radius — B KauecTBe pasaenntens
BbICTynaet 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B KauecTBe pa3genntens BbICTynaeT 3HaK [4BOETO4US:
AA:BB:CC:DD:EE:FF)

5.7 Hactpoiika pennukauvuvm DHCP

© Hacrtpolika akTuBMpyeT dhyHKLMOHa npeobpasosaHus broadcast DHCP-0TBeTOB OT cepsepa B unicast
npu nx nepegaye 6eCnpoBOAHOMY K/IUEHTY.
OT0 NO3BOJIAET MOBLICUTL CTAbU/ILHOCTL 06MeHa DHCP mexay KnMeHToOM 1 cepBepoM B paguocpese.
HacTpoiika rnobasnbHas, npumeHsieTcsa Ha Bce VAP pagnounHTepdieiica.

Huxe npeacTaeneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika pennukayum DHCP

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlanl

WEP-1L(config):/interface/wlan1# common

WEP-1L(config):/interface/wlanl/common# dhcp-snooping
WEP-1L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bx/1t04eHVE
pennavkaumn DHCP. o ymonyaHuio BbIK/IHOYEHO, false)
WEP-1L(config):/interface/wlanl/common/dhcp-snooping# save
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5.8 CucrtemMHble HaCTPOIiKK

5.8.1 O6HoeneHue MO ycTponcTea

OGHoBneHue MO Toukun goctyna no TFTP

WEP-1L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3sBaHue chaitna NO> (nprvep:
firmware upload tftp 192.168.1.15 WEP-1L-2.6.4_build_X.tar.gz)
WEP-1L(root):/# firmware upgrade

O6GHoBneHue MO Touku goctyna no HTTP

WEP-1L(root):/# firmware upload http <URL gnsa ckaunBaHusa daiina MNO> (npuvep: firmware upload http
http://192.168.1.100:8080/files/WEP-1L-2.6.4_build_X.tar.gz)
WEP-1L(root):/# firmware upgrade

MNepekntoueHne Ha pe3epBHYO Bepcuto MO Touku gocTyna

WEP-1L(root):/# firmware switch

5.8.2 YnpaBneHwue KoHdurypaumein yctpolictea

C6poc KOHhurypaumm ycTpoiicTea B Aecpo/ITHOEe COCTOsiHME 6e3 CoOXpaHeHUsi NapaMeTpoB
Joctyna

WEP-1L(root):/# manage-config reset-to-default
C6poc koHurypauyum yctpoiictBa B Aetho/nTHOe COCTOSHUE C COXpPaHeHUeM napameTpoB goctyna

WEP-1L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hpUrypaLMoHHbIii chaiin ycTpoiicTea Ha TFTP-cepBep

WEP-1L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (nprvep: manage-config
download tftp 192.168.1.15)

3arpysuTb KOH(UrypaLuuoHHblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WEP-1L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue chaiina
KOHdurypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-1L(root):/# manage-config apply (NnpumeHeHne KoHurypaymm Ha ToUky 4oCTyna)
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5.8.3 TMepesarpyska ycTpoiicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-1L(root):/# reboot

5.8.4 HacTtpoiika pexunma ayTeHTmdmnkarmm

YCTPOICTBO MMEET 3aBO/ICKYH YUETHYI0 3anncb admin ¢ naponem password. YaanuTb JaHHYH YUETHYHO
3an1ch Henb3s. I3MEHUTbL Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUKE KOMaH/,

N3meHeHue napons AnsA yyeTHoM 3anucu admin

WEP-1L(root):/# configure

WEP-1L(config):/# authentication

WEP-1L(config):/authentication# admin-password <HOBbIVi naponb Ans yyeTHow 3anucu admin> (0T 1 /10
64 CMBOJIOB, BK/1HO4asA NlaTHCKME ByKBbl U LnpbI)

WEP-1L(config):/authentication# save

—_

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesNeNn 419 NOKaIbHOM ayTEHTUGIMKALMNY, a TakkKe
ayteHTugukaumm yepes RADIUS.

© HosbIM Nonb3oBaTeNAM A0/MKHA 6bITb HA3HAUYEHA OfHA U3 ABYX POJIEi:
admin — nonb3oBaresib C Takoi posblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTYpUpOBaHUIO U
MOHUTOPWHIY 6a30BOi CTaHuuK;
viewer — nonb3oBaTesib C Takol Posnbto ByAeT MMETb AOCTYN TO/IbKO K MOHUTOPUHIY 6a30BOW CTaHLMK.

JAo6aBneHne HOBbIX Nonb3oBarenei

WEP-1L(root):/# configure

WEP-1L(config):/# authentication

WEP-1L(config):/authentication# user

WEP-1L(config):/authentication/user# add userX (r4e userX — nms HOBOW yYeTHOW 3anucu. s yaaneHus
ncnonb3ynte komaHay del)

WEP-1L(config):/authentication/user# userX

WEP-1L(config):/authentication/user/userX# login userX (r4e userX — UM HOBOW YYETHOW 3anuncu)
WEP-1L(config):/authentication/user/userX# password <[Maponb AnA y4eTHOW 3anucu userX> (0T 1 /10 64
CVYMBOJ10B, BK/1lo4as natuHckmne 6ykBbl U LMUdopbI)

WEP-1L(config):/authentication/user/userX# role admin (nosib30BaTeNt0 BLIAAOTCSH NpasBa Ha
KOH(purypuposaHme. Bo3MOXXHOe 3HaYeHne viewer — yUETHOWM 3annucu 6yaeT A0CTYyNeH TONbKO
MOHUTOPWHT)

WEP-1L(config):/authentication/user/userX# save

Ans ayTeHTUdmKaumm yepe3 RADIUS-cepBep HEOGXOAMMO HACTPOUTb NapamMeTpbl AOCTYNa K HEMy.
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HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WEP-1L
WEP-1L

root):/# configure

config):/# authentication

WEP-1L(config):/authentication# radius

WEP-1L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepsepa)
WEP-1L(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTOPbLIV UCMOosb3yeTcs
ANs ayTeHTudmkauumn n astopmsayun. Mo ymonyaxumio: 1812)

WEP-1L(config):/authentication/radius# auth-password secret (rge secret — oy 15 RADIUS-cepsepa,
NCMosb3yeMOro ansa ayteHTudnkaumm n aBtopusawnmm)

WEP-1L(config):/authentication/radiust# exit

WEP-1L(config):/authentication# radius-auth true (Bk/itoueHne pexrmva ayteHTnprkaummn yepes RADIUS-
cepsep. Ana oTkntodeHns seeguTte false)

WEP-1L(config):/authentication# save

—_— e~ o~ —

© nNpu ayteHTudmkaumm yepes RADIUS-cepBep HEO6XOAMMO 06A3aTeNbHO CO3/aTh /IOKA/IbHYIO YUETHYHO
3anuncb, KoTopasi OyaeT aHasiorMyHa yyetHol 3anmcn Ha RADIUS-cepBepe.
Mpn 3TOM B NOKa/IbHOW YYETHON 3anucy 06si3aTenibHO A0/HKHA ObITh YKasaHa posib, onpeaenstoulas
npasa goctyna (admin unm viewer).
B cnyuae, ecnu RADIUS-cepBep OKaXXeTCSl HEAOCTYNEH, ayTEHTU(UKALNSA NPOAAET MO /IOKasIbHOM
YUETHOI 3anuncu.

5.8.5 HacTtpoiika gatbl 1 BpeMeHU

KomaHgb! AN HACTPOIIKM CUXPOHU3aLMKN BPEMeHU ¢ cepBepom NTP

WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/10ueHVe pexxuma paboTsl ¢ NTP)

config):/date-time# ntp

WEP-1L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBka NTP-cepsepa)
WEP-1L(config):/date-time/ntp# alt-servers (ycTaHOBKa [0MN0O/IHUTENBHBIX NTP-CcepBepoB)
WEP-1L(config):/date-time/ntp/alt-servers# add <[lomeHHOe nmsa/IP-agpec NTP-cepBepa B
KOHdrypauumn> (cosgaHme pasgena KoHdurypauum aononHutensHoro NTP-cepBepa. MakcnmanibHoe
Konun4yecTBo: 8. nA yaaneHns ucnosnbyrite komaHay del)

WEP-1L(config):/date-time/ntp/alt-serverst# exit

WEP-1L(config):/date-time/ntp#exit

WEP-1L(config):/date-time# common

WEP-1L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO
30HblI)

WEP-1L(config):/date-time/common# save (CoxpaHeHVe HacTpoekK)

—~ o~~~ —~ —

DA -
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5.8.6 [ononHuTesbHble HACTPOVKN CUCTEMBI

BknoueHue rno6anbHoii nsonauum

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# global-station-isolation true (Bk/1t0ueHNe r106a/1bHOM N30NAUMY Tparka Mexay
KnneHTamu pasHbix VAP 1 pa3Hbix pagvovHTepdeicos. Ana otknoveHusa seeaute false)
WEP-1Lconfig):/system# save (COxpaHeHne HacTpoek)

N3meHeHUe UMeHN yCTpoiicTBa

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# hostname WEP-1L_room2 (re WEP-1L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 0 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LNMpbI,
3HaK geduc «-» (oedmc He MOXeT ObITb NOCNEeAHVM CUMBO/IOM B UMeHM). Mo ymonyaHuio: WEP-1L)
WEP-1L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacpuqecxoro AOMeHa

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# ap-location ap.test.root (rze ap.test.root — f0MeH y3/1a fepeBa yCTPONCTB
cUCTeMbI yripaBneHus EMS, B KOTOPOM pacnonaraeTcst Touka goctyna. o ymonyaHuio: root)
WEP-1L(config):/system# save (coxpaHeHne HacTpoek)

MN3meHeHune Radius NAS-ID

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# nas-id Lenina_1.Novovsibirsk.root (e Lenina_1.Novovsibirsk.root —
noeHTudmkarop gaHHon TA. MNapameTp npeaHasHayveH ansa ngeHtudukaumm yctpomcraea Ha RADIUS-
cepsepe, B cnyvae ecnm RADIUS oxngaet 3HayeHue, oTinyHoe ot MAC-agpeca. o ymonyaHuo: MAC-

appec T/)
WEP-1L(config):/system# save (coxpaHeHne HacTpoek)

HacTpoliika LLDP

WEP-1L(root):/# configure

WEP-1L(config):/# lldp

WEP-1L(config):/Ildp# enabled true (BkntoueHne yHkumoHana LLDP. Ans oTknoyeHns seeguTe false. Mo
YMO/14aHuIo: true)

WEP-1L(config):/Ildp# tx-interval 60 (n3meHeHVe nepuoga oTnpaBky LLDP-coobLeHuit. Mo ymonyaHumio: 30)
WEP-1L(config):/Ildp# system-name WEP-1L_reserv (rge WEP-1L_reserv — HOBOe Ms ycTporcTea. o
ymonyanuo: WEP-1L)

WEP-1L(config):/Ildp# save (coxpaHeHne HacTpoek)
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5.9 HacTpoiika napameTpoB NopTa/ibHOIt aBTopu3aL

HacTtpoiika napameTpoB NopTasibHOIi aBTOpU3aLmm

WEP-1L(root):/# configure

WEP-1L(config):/# captive-portal

WEP-1L(config):/captive-portal# ap-ip-alias <J,oMeHHO€e UMSA> (JOMEHHOE 1MS, Ha KOTopoe byaeT
coBepLuaTbCs NepeHanpasfieHne KAMeHToB. o ymonyaHuto: redirect.loc)
WEP-1L(config):/captive-portal# tinyproxy-https true (Bx/1t04eHVIe NepeHanpaseHns KINEHTOB M0
npotokony HTTPS. 1nsa nepeHanpaBneHuns no npotokony HTTP BeeauTe false. o ymonyaHutio: false)

© DNS-3anpoc JOMEHHOTO MEHW, yKasaHHOro B ap-ip-alias, 6yaeT nepexsayeH TOUKOIi JocTyna. Ha aTot
3anpoc 6yaeT OTNpaB/ieH OTBET, U B 0TBETe OyAeT IP-aapec ToUku gocTyna.

HacTtpoiika uMeH NapaMeTpoB, NepegaBaeMbiX Be6-cepBepoM aBTopu3aLun

WEP-1L(root):/# configure

WEP-1L(config):/# captive-portal

WEP-1L(config):/captive-portal# web-redirector

WEP-1L(config):/captive-portal/web-redirector# param-names
WEP-1L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nveHu
napamMmeTpa, CoaepXXallero NCXoaHblin URL, 3anpoLLeHHbI KMeHTOM. KNneHT ByaeT nepeagpecoBaH Ha
AaHHbIA URL B cnyyae ycnewHon aBTopusaunn)
WEP-1L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTporika nmeHn
napameTpa, cogepxawero URL, Kyga 6yaeT nepeagpecoBaH KMEHT B ClyYae OLNOKM aBToOpu3aLnm)
WEP-1L(config):/captive-portal/web-redirector/param-names# username login (HacTporika nveHu
napameTpa, CoaepXXallero I0rMH A8 KNnNeHTa)
WEP-1L(config):/captive-portal/web-redirector/param-names# password pass (HaCTpolika UMeHn napaveTpa,
coZepallero naposb Ans KAneHTa)

© Hacrpoiika HyxHa, ecnu MeHa napameTpos B oTeeTe http ¢ kogom 302 oTMYATCA OT AedONTHbIX
VIMEH, NPUHUMAIOLLIMXCSA TOUKOW AocTyna.
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5.9.1 YnpaBneHue nopTasibHbIM CEePTUdIMKATOM

3arpyska ceptucpmkata ans pegupekta no HTTPS no tftp

WEP-1L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa>
<HasBaHue chatina> (npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudimkara gns pegupekrta no HTTPS no http

WEP-1L(root):/# manage-certificates portal upload http <URL ansa ckaumBaHus cpavina MNO> (npumep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CtupaHue ceptudmkara

WEP-1L(root):/# manage-certificates portal erase

5.10 HacTtpoiika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 o6ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
NOAK/OYEHHBIMU K CEPBUCY.

KomaHgb! AN HacTpoiiku cepBuca APB

WEP-1L(root):/# configure

WEP-1L(config):/# captive-portal

WEP-1L(config):/captive-portal# apbd

WEP-1L(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-1L(config):/captive-portal/apbd# enabled true (sxtoueHne cepsuca APB. 17151 OTK/IHOYEHNS BBEAUTE
false)

WEP-1L(config):captive-portal/apbd# save (coxpaHeHve HacTpoek)
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5.11 HacTtpolika yganeHHon 3anncu gamna Tpadmka

B pasgene remote-capture BbINosHAETCA yAa/IeHHAn 3anuck gamna tpaduka.
YcTtpoiicteo nogaepxusaet npotokon RPCAP, No3BoNsoWMiA NponM3BOAMTL 3annchb Aamna Tpaduka ¢
nHTepdeica ycTponcTea Ha yaaneHHON MallnHe B peXxnme OHNawH.

© [na ynanéHHoro 3axsara NakeToB C PaAnoMHTEP(ENCOB HEOBXOANMO MNOAHATL UHTEpPEiCHI
radio0 v radio1
WEP-1L(root):/# ifconfig radio0 up (radio0 — nHTepcpeiic cootBeTcTBYET AnanasoHy 2.4 Ity (wlan0));
WEP-1L(root):/# ifconfig radio1 up (radio1 — nHTepdeiic cootBeTcTBYET AnanasoHy 5 Iy (wlant)).

© /s ycnewHoro yaanéHHoro saxsara NakeToB [0/MKHbI 6bITb BK/IOUEHbI M0 ogHOMY VAP B
COOTBETCTBYHOLWMX AnanasoHax 2.4 My un STy,

KomaHgb! AN HAaCTPOIiKu remote-capture

WEP-1L(root):/# configure

WEP-1L(config):/# remote-capture

WEP-1L(config):/remote-capture# enabled true (true — BktoueHve. 115 oTknoueHns eeente false)
WEP-1L(config):/remote-capture# disable-authentication true (onuus nossonser oTkIUNTL TpeboBaHve
ayTeHTudukaumm npu gobaeBneHnn yaaneHHoro nHtepdieinca Ha yaaneHHom xocTe. o ymonyaHuio: false
— ayTeHTurKaLlmsa 3anpalliBaeTcs)

WEP-1L(config):/remote-capture# port 2002 (2002 — HOMep NopTa, KOTOPbIA CNYXUT 4715 NOAK/HOYEHNS
yOQIEHHON MalluHbI. MapaMeTp NpMHMMaeT 3HavyeHus oT 1025 A0 65530. Mo ymonyaHuio: 2002)
WEP-1L(config):/remote-capture# save (CoxpaHeH/e HacTpPoekK)

[nsa ypanénHoro nogknoveHuns ncnonb3osarbs RPCAP-npoTokon, ykasatb IP-agpec ycTpoiictsa n nopt. Ans
3TOro, HanprMep, MOXHO 1cnonb3osatb nporpammy Wireshark. 3atem Heo6xo4AMMO NOYUYUTb CNUCOK
NHTepdencoB 419 CHUGIMHIA OT YCTPONCTBA, BblbpaTb OA4MH N3 HUX U 3aMnyCTUTb CHATME gamna C
yAaneHHOro nHTepdelica.
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5.12 MOHUTOPWUHT

5.12.1 Wi-Fi KnneHTbl

[nsi BbIBOZla MOHUTOPUHTa NoAkMoueHHbIX Wi-Fi KNMeHToB Ucnonb3yeTcs criefytollas KomaHa:

monitoring associated-clients <mac-agpec knueHTa 1> ... <mac-agpec knnenta N> filter <napametp 1> ...
<napametp N>,

rae <mac-agpec kKmeHTa 1> ... <mac-agpec kimeHta N> — mac-agpeca KNMeHTCKUX YCTPONCTB,
MOAK/TIOYEHHbIX K TOYKe focTyna. 1A Toro 4tobbl BbIBECTM MHpOPMaLMIO N0 BCEM K/IMEHTaMm, BBeauUTe
BMECTO <mac-ajpeca kineHta> all;

ﬂ“er——CﬂeuMaﬂbHoeCﬂOBO,ﬂOCﬂeKOTOpOH)yKa3HBamTCHﬂapaMeprIMOHMTOpMHELHGOﬁXOAMMbE
[0J15 BbIBOAA MO K/IMEHTY/KNNeHTam;

<napametp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPVHIa, HEOGX0AMMbIE A1 BbiBOAA MO
KITMEHTY/KIEHTaM.

[nsa BbIBOAA cnucka NOAK/IYEHHbIX K TOYKe AOCTYNa KIMEHTOB HAXXMUTE nocsie monitoring associated-
clients knasuwy Tab.

WEP-1L(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all

[Nsi nonyyeHus cnincka napameTpoB MoHUTopuHra nocre filter HaxmuTe knasuuy Tab.

WEP-1L(root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
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BbiBog MHhopMaLMm No BCeM NOAK/MUYEHHbIM K/IMeHTaMm

WEP-1L(root):/# monitoring associated-clients (1711 monitoring associated-clients all)

index | ©

interface | wlan6-vao

state | ASSOC AUTH_SUCCESS

hw-addr | 26:af:0a:30:ef:29

ssid | !!!DOC_test

ip-addr | 169.254.68.250

authorized | true

captive-portal-vap | false

enterprise-vap | false

rx-retry-count | 76

tx-fails | ©

tx-period-retry | ©

tx-retry-count | ©

rssi-1 | -75

rssi-2 | -75

rssi | -75

snr-1 | 17

snr | 17

snr-2 | 16

tx-rate | MCS7 SGI 72.2

rx-rate | MCS7 NO SGI 65

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

mfp | false

uptime | 00:00:27
multicast-groups-count | ©

wireless-mode | n

using-802.11v | yes

802.11v-timeout | 364

perftest-capable | false

link-capacity | ©

link-quality | ©

link-quality-common | ©

actual-tx-rate | ©

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | ©

actual-rx-pps | 1

shaped-rx-pps | ©

name | ©
Rate Transmitted Received
Total Packets: 2 176
TX success: 100
Total Bytes: 173 8877
Data Packets: 0 31
Data Bytes: 0 4488
Mgmt Packets: 2 145
Mgmt Bytes: 173 127
Dropped Packets: 0 0
Dropped Bytes: 0 0
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Lost Packets: 0

Rate Transmitted Received

dsss1 2 | 100% 37 | 21%
ofdmé 0 | 0% 19 | 10%
ofdm24 0 | 0% 88 | 50%
mcs3 0 | 0% 2 | 1%
mcs4 0 | 0% 15 | 8%
mcs7 0 | 0% 14 | 8%

Multicast groups: none
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BbiBog MHhopMaLn NO KOHKPETHOMY/KOHKPETHbIM K/IMEeHTY/KIneHTam

WEP-1L(root):/# monitoring associated-clients bc:2e:f6:¢c:85:46 (€CTb BO3MOXHOCTb YKa3aTb HECKOSTLKO
MAC-agpecoB, Hanpumvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index | 1

interface | wlanl-va2

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | bc:2e:f6:cc:85:46

ssid | 2ac-enter

ip-addr | 10.24.80.90

hostname | HUAWEI_P40_Pro-8lafe9c34a
username | tutu

domain | enterprise.service.root
authorized | true

captive-portal-vap | false

enterprise-vap | true

rx-retry-count | 9

tx-fails | ©

tx-period-retry | ©

tx-retry-count | 1

rssi-1 | -39

rssi-2 | -57

snr-1 | 14

snr-2 | 13

tx-rate | MCS15 NO SGI 130

rx-rate | MCS15 NO SGI 130

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:01:12
multicast-groups-count | ©

wireless-mode | ac

using-802.11v | yes

802.11v-timeout | 364

perftest-capable | false

snr-rssi-capable | false

link-capacity | 100

link-quality | 100

link-quality-common | 99

actual-tx-rate | 1

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | 1

actual-rx-pps | ©

shaped-rx-pps | ©

name | 1

Rate Transmitted Received
Total Packets: 312 483
TX success: 100
Total Bytes: 112678 55795
Data Packets: 308 295
Data Bytes: 104438 43445
Mgmt Packets: 4 188
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Mgmt Bytes: 232 240

Rate Transmitted Received

ofdmé 21 | 6% 103 | 21%
ofdm24 0 | 0% 105 | 21%
mcs7 15 | 4% 0 | 0%
mcs12 41 | 13% 0 | 0%
mcs13 43 | 13% 0 | 0%
mcs14 0 | 0% 4 | 0%
mcsl5 192 | 61% 270 | 56%

Multicast groups: none

dunbTpaymsa napameTpPoB MOHUTOPUHIA

WEP-1L(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOZ OrpaHMyYeHHOro KosimyecTsa napameTpoB MOHUTOPUHIA NO onpeaeneHHOMY KUEHTY, eCTb
BO3MOXHOCTb YKa3aTb HeCKosibko MAC-aapecoB)

hw-addr | 32:5b:60:62:e0:a4
ip-addr | 10.24.80.58
tx-rate | MCS15 NO SGI 270
rx-rate | MCS14 NO SGI 117
uptime | 00:07:57

WEP-1L(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OFPAHNYEHHOIO KONMYECTBA NapaMeTpoB MOHUTOPMHIA NO BCEM K/TIMEHTaM)

hw-addr | 32:5b:60:62:e0:a4
rssi-1 | -24

rssi-2 | -24

wireless-mode | n

interface | wlanl-va0

hw-addr | bc:2e:f6:cc:85:46
rssi-1 | -38

rssi-2 | -53

wireless-mode | ac

interface | wlanl-va2
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5.12.2 WHdopmaumsa 06 ycTpoiicTee

WEP-1L(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes—-mode

12:50:37 27.09.2023
00:04:25

WEP-1L

2.6.4 build X
2.6.4 build X
2.1.0 build X

43

137

104

241

9.5

6.70

false

WEP-1L

WEP-1L
68:13:E2:35:C3:90
68:13:E2:35:C3:90
WP52000345

1v2

false

false

firmware update
false
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5.12.3 ViHdopmauus o ceptudpmkaTax

WEP-1L(root):/# monitoring certificate

ott:

status: present
url:

file 'cert.pem':

correctness: true

PykoBoacTso no akcnayatauum WEP-1L

issuer: /CN=OTT Certification Root/O=Eltex Enterprise Ltd./OU=Wi-Fi/C=RU/
L=Novosibirsk

serial: 6813E201D050DO5FC2D0332908COF9FF
subject: /CN=68:13:E2:01:D0:50/0=eltex

not-before: Jan 1 00:00:00 1999 GMT
not-after: Jan 1 00:00:00 2100 GMT

file 'key.pem':

wlc:

correctness: false

status: not present

web:

status: present
file 'host.pem':

portal:

correctness: true

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

serial: CO10F45A63AC10E2

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:58 1999 GMT
not-after: Jan 18 00:00:58 2038 GMT

status: not present
redirector:

status: present

file 'redirector.pem':

correctness: true

issuer: /CN=x.*x/0=Eltex Ent

serial: B36922FCDE841612

subject: /CN=x.%/0=Eltex Ent
not-before: Jan 1 00:00:21 1999 GMT
not-after: Jan 1 00:00:21 2000 GMT
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5.12.4 CeteBas nHcopmaLma

WEP-1L(root):/# monitoring wan-status

Common +information:

interface | bro
mac | cc:9d:a2:e9:14:70
rx-bytes | 456875
rx-packets | 5835
tx-bytes | 24328
tx-packets | 241
IPv4 dinformation:
protocol | dhcp
ip-address | 100.111.66.29
netmask | 255.255.255.0
gateway | 160.111.66.1
DNS-1 | 100.111.66.15
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ced9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-1L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-1L(root):/# monitoring arp

# IP MAC

0] 10.24.80.65 14:dd:a9:el:xx:xx
1 10.24.80.98 18:c0:4d:dd:xx:xx
2 10.24.80.1 e0:d9:e3:e8:xx:xxX
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WEP-1L(root):/# monitoring route
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Destination Gateway Mask Flags Interface
0.0.0.0 10.24.80.1 0.0.0.0 UG bro
10.24.80.0 0.0.0.0 255.255,255.0 U bro
WEP-1L(root):/# monitoring lldp
Port Device ID Port ID System Name Capabilities TTL
etho e0:d9:e3:eb:66:80 gil/0/16 120
5.12.5 BecnpoBogHble MHTEPIENCHI
WEP-1L(root):/# monitoring radio-interface

name | wlanoe

rfid | ©

status | on

band | 2.4 GHz

hwaddr | E8:28:CL:ixx:xx:XX

tx-power | 16 dBm

noise-1 | -160 dBm

noise-2 | -160 dBm

channel | 11

frequency | 2462 MHz

bandwidth | 20 MHz

utilization | 0%

thermal | 33

mode | b/g/n

name | wlanl

rfid | 1

status | on

band | 5 GHz

hwaddr | E8:28:CL:ixx:xx:XX

tx-power | 19 dBm

noise-1 | -100 dBm

noise-2 | -100 dBm

channel | 60

frequency | 5300 MHz

bandwidth | 20 MHz

utilization | 0%

thermal | 38

mode | a/n/ac
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5.12.6 XXypHan cobbITuin

WEP-1L(root):/# monitoring events

Jan 23 00:00:07 WEP-1L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WEP-1L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WEP-1L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WEP-1L daemon.info networkd[987]: DHCP-client: Interface br0® obtained lease
on 192.168.1.15.

Jan 23 07:17:14 WEP-1L daemon.info monitord[1055]: event: 'associated' mac: E4:0E:EE:BD:AE:
6B ssid: '"WEP-1L_2.4GHz' 1into0

5.12.7 CkaHupoBaHue agupa

© Bo Bpems OCyLECTBNEHNS CKAHUPOBaHKA 3thupa paguonHTepdeiic ycTpolicTea 6yAeT OTK/IHUEH, YTo
npuBeaEeT K HEBO3MOXHOCTY Nnepeaayn aaHHbIX A0 Wi-Fi KTMEHTOB BO BpeMsi CKaHWPOBaHUSI.

WEP-1L(root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth, MHz
I111Esh_testl111 AP wpa CC:9D:A2:C7:A2:EQ 1 -39 20
EltexWiFi AP off EQ:D9:E3:49:D5:00 1 -50 20
Eltex-WLC-Local AP wpa CC:9D:A2:FF:B2:03 6 -68 20
TEst_Ent AP wpa CC:9D:A2:C7:DF:DO 11 =75 20
sdd_wlc_enterprise AP wpa E8:28:C1:FC:D6:41 1 =77 20
WLC30_sdd1l AP wpa E8:28:C1:FC:D6:40 1 =77 20
WLC AP off EQ:D9:E3:49:79:01 1 =77 20
Rostelecom AP off E8:28:C1:EC:DE:21 11 -78 20
VIP_test AP off EQO:D9:E3:73:06:F2 6 =79 20
i-cisco-ent AP wpa 7C:21:0E:E2:76:C0O 1 -80 20
Test_Astra_Ted AP off E4:5A:D4:E4:D3:F3 1 -80 20
Karandashev_Enterprise AP wpa EO:D9:E3:73:06:F3 6 -80 20
i-cis—-MAB AP off 7C:21:0E:E2:76:C2 1 -80 20

5.12.8 CnekTtpoaHanm3arop

CnekTpoaHasM3aTop npefocTasnaeT MHpopMaLmio 0 3arpy>eHHOCTM KaHau10B B AnanasoHax 2.4 n 51w,
Pe3ynstar BbIBOAMTCA B NPOLEHTAX.

© Bo Bpemst paboTbl CiekTpoaHamsaTopa nPoOMCXOANT OTK/IHUEHNE BCEX K/IMEHTOB OT TOUKM AOCTYynNa.
KnneHTbl nogxntoyaTcst CHoBa TOJIbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHann3a Bcex paaviokaHaIoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.
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© CnektpoaHanusartop paboTaeT TOMLKO Ha Tex KaHasax, KoTopble ykasaHbl B napametpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO A4S
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4To6b! 6611 NPOU3BEAEH aHa/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
pagnovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbTaTtoB paboTbl CNEKTpOaHaM3aTopa BepHUTe
3Ha4yeHune use-limit-channels o6paTHO K UCXoQHOMY 3HaYEHMO true.
C 6o0nee noapo6HOI MHdhopMaLmeil 0 HacTpoike pagnonHTepdeiica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-1L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136| 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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5.12.9 MonyyeHne oTNag04HON MHDopMaL MK

KomaHpa ana c6opa otnagouyHon nHcopmaumm

WEP-1L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNS KOMaHAb! ByAeT co3aaH apxus troubleshooting.tar.gz, cogepxalymii 0T1af0uHbIe faHHbIe
N CBEAEHUSA O COCTOSIHMM YCTPONCTBA.
Monyuntb apxus troubleshooting.tar.gz ¢ ycTpoiicTBa MOXHO no npotokony TFTP Ha cepsep.

KomaHga ans nonyveHus oTnafouHoii nHpopmaumm

WEP-1L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |**xkxkxkxkxkxkxkxkxkxkxkxkxkkxkx% | 62755 0:00:00 ETA

94



PykoBoacTso no akcnayatauum WEP-1L

6 BcnomoraTtenbHble YyTUANTBI

6.1 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccupoBKu

WEP-1L(root):/# traceroute <TecTUpyemMblii XOCT>

Mpumep ncnonb3oBaHuA

WEP-1L(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms *

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4  b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

6.2 Ytnnuta tcpdump
Y1tunuta tcpdump no3BonsieT 3axBaTbiBaTb NAaKeTbl HA YKa3aHHOM MHTepdielice.

MonyunTb NoAckasky no padoTe ¢ yTUAUTO MOXHO KOMaHAOM:

WEP-1L(config):/# tcpdump --help

6.2.1 3axsaTt Tpaduka c Noboro aKTMBHOro NHTepgelica

Hanpumep, Moxem BK/IHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WEP-1L(root):/# tcpdump -i eth0
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6.2.2 CHudppep adupa

© Ha T gomxeH 6bITh BKIOYEH 110601 VAP B TOM guana3oHe, 0TKyAa cobupaemMcs 3axBaTbiBaTb
Tpadvk.

Heob6xoAnmo BK/IUNTL CneunanbHbli MHTepdeiic, KOTopbI yiaBnnBaeT Bce NakeTbl U3 adimpa, Ha paboyem
KaHase TA.

KomaHabl

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# radioX (115 ananasona 2.4 Ty, — radio0, 115 5 T, — radiol)
WEP-1L(config):/interface/radioX# common

WEP-1L(config):/interface/radioX/common# enabled true

Mpumep KOMaHAbI

WEP-1L(root):/# tcpdump -i radiol

6.3 Ytunuta iperf

[JaHHas yTunmTa ncnosb3yetcs Asis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpaBnsoLLas CTOPOHA Ha3bIBAETCS KIMEHTOM, MPUHMMALOLLLAS — CEPBEPOM.

Monyuntb NoAackasky no paboTte C yTUIMTON MOXHO KOMaHAOIA:
WEP-1L(root):/# iperf --help

Mpumep 3anycka notoka Tpadmka ¢ T Ha cepBep:
HacTtpoiika cepBepa Ha npuém Tpadumka

root@server:/# iperf -s

3anyck Tpaduka ¢ TA-client B CTOPOHY cepBepa

WEP-1L(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepgepa)
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6.4 HacTpolika pexuma Radar

OYHKLUMOHaA NpefHa3HadeH An1s cbopa MHopMaLum 0 KNIMEHTCKMX YCTPOMCTBaxX B 30He AENCTBUSA TOUKM
JocTyna u nepefayn faHHbIX Ha CEPBEP-KOIEKTOP.

6.4.1 HacTpoiika pagapa ¢ OTNpaBKoi AaHHbIX No npoTtokony HTTP

KomaHpb! Ansa HacTpoiiku cpyHkumoHana Radar (HTTP/HTTPS)

WEP-1L(root):/# configure

WEP-1L(config):/#radar

WEP-1L(config):/radar# enabled true (Bk/toueHve doyHkumoHana radar. 18 oTkaoveHns seeaute false)
WEP-1L(config):/radar# url http://host:port/service (ykasbiBaeTca URL-CCbI/IKa Ha CepBuUC, KOTOPLIA ByaeTt
npUHUMaTb AaHHble OT Toukn goctyna B JSON-cpopmare. MNepenadya Bo3moxkHa no HTTP/HTTPS)
WEP-1L(config):/radar# scan-interface all (nHTepdheiic, Ha kKoTopom ByaeT paboTaTk CKaHMpoBaHe.
BoamoxHble 3HaveHus: wlan0 — nHtepdpeiic 2.4 'y, wlanl — nHtepdeiic 5 ', all — ogHOBpPEMEHHO
24TTuns5ITw)

WEP-1L(config):/radar# send-interval 1 (MHTepBan OTNPaBKN AAHHBLIX HA KO/IIEKTOP. 3HAYEHWE MO
yMO4YaHuto: 5 cekyHn)

WEP-1L(config):/radar# mac-source "probe data" (s5100p Tvna gaHHbIX cobrpaembix B ahnpe. BO3MOXHbIE
3HayeHus: probe — TO/IbKO probe request, assoc — TO/IbKO Assoc, data — To/ibko data, all — Bce Tunbl
NakeToB)

WEP-1L(config):/radar# scan-channel-timeout 1000 (Bpems, BbIAe/IeHHOE Ha CKaHWpOBaH/e OfHOro KaHasa.
3HayeHne No ymosyaHuto: 200 Mc)

WEP-1L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 /15 CKaHNMPOBaHNA B AnanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYMHbIE KaHasbl)

WEP-1L(config):/radar# scan-limit-channels-5g "'36 40 44 48" (kaHas1 /19 CKaHVPOBaHWA B AvanasoHe 5
Iy, MycToe 3HaYeHne — CKaHMPYHTCA BCe AOCTYMHbIE KaHasbl)

WEP-1L(config):/radar# save (coxpaHeHvie HacTpoek)
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6.4.2 HacTtpolika pagapa c 0TnpaBKoi AaHHbIX No npotokosy MQTT

KomaHpbl Ansa HacTpoiiku cpyHKunoHana Radar (MQTT)

WEP-1L(root):/# configure

WEP-1L(config):/# radar

WEP-1L(config):/radar# url mqtt://host:port/service (yka3biBaeTcs URL-CChI/IKa Ha cepBuC, KOTOPLIN ByaeT
NPUHUMAaTb AaHHbIE OT TOYKK AOCTyna no npotokosy MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WEP-1L(config):/radar# mqtt-username eltex (Vs nosb3oBatesns: HEOOX0AMMO A1 aBTopU3aLum Ha
cepBuce-KoNekTope)

WEP-1L(config):/radar# mqtt-password Password (naposib: He0Ox0AMM [/15 aBTOpU3aLny Ha cepeuce-
KonnekTope)

WEP-1L(config):/radar# mqtt-topic input_mgqtt_topic (ykasbiBaetca URL-vaeHTuurkaTop cyLHocTen B
obmeHe mexay T/, 1 KonsiektopoM no MQTT-NpoToKoy)

WEP-1L(config):/radar# scan-mode passive (pexvv pabotel pagapa, rae active — Touka 40CTyna To/bKO
CKaHupyeT adhmp 1 He NpeaoCcTaB/ISIET CEPBUC KNIMEHTaM; passive — ToUKa A0CTyna npegocTaBnsier
CepBuC KNneHTam, aomp He cKaHupyeT, nepeaaeT AaHHbIe N0 NOAKNHYEHHbLIM K/IMeHTaMm)
WEP-1L(config):/radar# scan-interface all (nHTepcpelic, Ha koTopom ByAeT paboTaTk CKaHMpoBaHNE.
Bo3moxHble 3HaveHus: wlan0 — nHtepdelic 2.4 'y, wlanl — nHTepdieic 5 IN'u, all — ogHOBpEMEHHO
24Ty n50Tw)

WEP-1L(config):/radar# send-interval 1 (nHTepBan OTNpasBkn faHHbLIX Ha KOJIIEKTOP. 3Ha4YeHVe no
YMOJIHaHWI0: 5 CekyHA)

WEP-1L(config):/radar# mac-source "probe data" (BL100p Tvna faHHbIX, cObrpaemMbIx B achmpe.
Bo3MoXHble 3HauyeHus: probe — ToO/IbKO probe request, assoc — T0O/1bKO Assoc, data — To/bKO data, all — Bce
TUMbl MAKETOB)

WEP-1L(config):/radar# scan-channel-timeout 1000 (Bpevs, BblAe/IeHHOE Ha CKaHMpOBaH/e OfHOr0 KaHasa.
3HayeHne nNo ymoa4aHuto: 200 Mc)

WEP-1L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 /15 CKaHNPOBaHNA B AnanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHMPYHTCS BCe AOCTYMHbIE KaHasbl)

WEP-1L(config):/radar# scan-limit-channels-5g "'36 40 44 48" (kaHas /19 CKaHMpPOBaHVA B AnanasoHe 5
ITu. MycToe 3HaYeHne — CKaHUPYHTCS BCe AOCTYIMHbIE KaHasbl)

WEP-1L(config):/radar# scan-min-signal -80 (nopor ypoBHsA curHana. Ecnm tTouka Aoctyna BUANT KVeHTa ¢
YPOBHEM HMXe yKasaHHOro, MAC-agpec KaMeHTa He nepeaaeTcs Ha KONMEKTop, U KIIMEHT He cYMTaeTCs
0OHapy>XXeHHbIM. Mo ymonyaHuio: 0, PyHKLMOHAN OTK/IHOYEH)

WEP-1L(config):/radar# enabled true (BkntoueHve doyHkumoHana radar. 418 otkaodeHusa seeaute false)
WEP-1L(config):/radar# save (coxpaHeHve HacTpoek)
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Bepcusa gokymeHTa

Bepcna 1.9

Jarta Bbinycka

01.2025

PykoBoacTso no akcnayatauum WEP-1L

CopepXaHne N3MEeHEHNIA

CuHXpoHu3auus ¢ Bepcueit MO 2.6.4
[ob6aBneHo:

5.7 Hactpoliika pennvkauum DHCP

5.12.9 Mony4yeHune oTnagouHol MHhopmaLun
6.4 HacTpoiika pexuma Radar

6.4.1 HacTpoiika pagapa C 0TnpaBKoli faHHbIX N0
npotokony HTTP

6.4.2 HacTpoiika pagapa c oTnpaBKoli AaHHbIX N0
npotokony MQTT

5.11 HacTpoiika yaasneHHoii 3anicu gamna tTpadmka

M3meHeHo:
4.6.2 TogmeHo «VAP»
5.3.7 OononHutenbsHble HacTpolikn VAP

5.4 Hactpoiika AirTune
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CuHxpoHusauus c Bepcumein MO 2.5.2
[Jo6aBneHo:

5.3.5 HacTtpolika VAP ¢ BHeLLHeR NopTasibHO
aBTopusauueli

5.7 HacTpoiika napameTpoB NOpTa/IbHOW aBTOpMU3aLmn
5.7.1 ¥YnpaBneHue nopTasibHbiM CEPTUINKATOM

6 BcnomorarenbHble yTUNUTLI

6.1 YTnnurta traceroute

6.2 Ytunuta tcpdump

6.2.1 3axsaT Tpacmka c 160ro aKTMBHOIO
uHTepcpeiica

6.2.2 CHuchbep admpa

6.3 Ytunurta iperf

M3meHeHo:

4.5.1 NogmeHto «Radio 2.4 Mu»

5.3.6 [lononHuTeNbHbIE HAacTpoikn VAP
5.4 Hactpoliku Radio

5.6.5 HacTtpoiika gatbl u BpeMeHu

5.9.3 ViHdhopmaLmsa o cepTucpmkaTax

5.9.5 becnpoBofHble NHTEPMENCHI

100



Bepcus gokymeHTa

Bepcua 1.7
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01.2024

09.2023

04.2023
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CopaepxxaHne UsmeHeHui

CuHxpoHusauus c Bepcuein MO 2.3.2
[Jo6aBneHo:

* NHhopmaums o cepTudpmkaTax

3meHeHo:

4.4.7 MoameHto «MHdopmaLmsa 06 ycTponcTee»

4.6.2 NMogmeHo «VAP»

5.3 HacTpoliika BUpTyasibHbix Touek goctyna Wi-Fi (VAP)
5.3.1 HacTtpolika VAP 6e3 wngpoBaHns

5.3.2 Hactpoiika VAP ¢ pexumom 6e3onacHoctn WPA-
Personal

5.3.3 Hactpolika VAP c Enterprise-aBTopu3aumeii
5.3.4 HacTtpoiika VAP c nopTtasnbHoil aBTopur3aymei
5.3.5 [lononHuTenbHble HacTpoikn VAP

5.4 Hactpoliku Radio

5.4.1 lononHutenbHble HacTpoiiku Radio

5.8.2 NHchopmauwms 06 ycTpoiictee

5.8.5 becnpoBofHble NHTEPMENCHI

CuHxpoHusauus ¢ sepcuein MO 2.2.0
[obasneHo:

+ 4.6.2 NogmeHto «AirTune»

MN3MeHeHo:

4.4.3 MNopmeHto «CkaHmpoBaHue adompar
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4.6.2 MNMogmeHio «VAP»

5.2 HacTpoiika ceTeBbIx NapaMeTpoB
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VI3meHeHo:

+ 5.6 CCTEMHbIE HACTPOKK
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Bepcus gokymeHTa Jarta Bbinycka CopaepxxaHne UsmeHeHui
Bepcua 1.4 03.2023 CuHxpoHusaums ¢ Bepcueii MO 1.6.2
[Jo6aBneHo:

+ 5.5 HacTpoiika DHCP onuumn 82

MN3MeHeHo:

« 4.5 MeHio «Radio»
+ 4.6.2 NogmeHto «VAP»

Bepcusa 1.3 06.2022 CuHxpoHu3aums ¢ Bepcuein MO 1.2.5
M3meHeHo:

+ 2.3 TexHuyeckue napameTpbl yCTpoicTBa
+ 5.8.2 MogmeHto «flocTyn»

Bepcusa 1.2 01.2022 CuHxpoHusauus ¢ Bepcumein M0 1.2.2
[obaBneHo:

* 4.8 MeHI0 «BHelLHMe cepBUCHI»
+ 5.2.1 HacTpoiika ceTeBbIX NapaMeTpoB ¢
nomoLlbo yTunutel set-management-vlan-mode

+ 5.2.2 HacTpoiika ceTeBbIx napameTpoB IPv6
+ 5.5.5 lononHuTENbHbIE HACTPOWKU CUCTEMBI

+ 5.7.6 CkaHunpoBaHue admpa

MN3MeHeHo:

+ 2.2 XapakTepucTuka ycTpoicTaea
4.4.1 Wi-Fi knneHTb!
* 4.6.1 NogmeHto «CymmapHo»

* 4.6.2 NogmeHo «VAP»
+ 5.3.5 JlononHuTenbHble HacTpolikn VAP

+ 5.7.2 NHchopmauusi 06 ycTpoiicTBe

Bepcus 1.1 06.2020 CuHxpoHu3auus ¢ sepcuein 1.1.0
Bepcua 1.0 02.2020 MepBas ny6nvkaumsa

Bepcusa nporpaMmHoro obecneveHuns 2.6.4
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«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads
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