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PykoBogacTBo no akcnayatauum WOP-30L

1 BBeaeHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTYMasIbHbIX TEXHOMOTUIA, NO3BONSAOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCThL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAbUparoT
060pOThI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOU/IbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteid LM/, conocTaBiMbIX MO CKOPOCTM C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEeAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-30L siBnsieTcs Toukoin goctyna Wi-Fi. KOHCTpyKkumsa ycTpoiicTBa npeaycmaTpvsBaeT
repMeTUYHbIA KOpPryc, KOTOPbIA NO3BO/ISET UCMNO/b30BaTh TOUKY [0OCTYyrNa BHE NMOMeLLEeHWU B pa3nyHbIX
KNnumMaTtunyeckux ycrioBumax npu temneparypax ot -45 go +65 °C.

B HacToslLLeM pyKOBOACTBE MO 3KCM/lyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPOCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHns n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHyH MHOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BAHUIO 1
HaCTpoiike yCTpONCTBA.

@ nMpepynpexaernsa MHDOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHecTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBogacTBo no akcnayatauum WOP-30L

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTtaHa 6ecnpoBogHas Touka goctyna WOP-30L (ganee — ycTpoiicTBO, Touka gocTyna, TA).

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CcTbike ¢ npoBogHol ceTbio. WOP-30L nogkntoyaetcs K nposoaHoi cetn yepes 10/100/1000/2500M
Ethernet-uHtepdieiic n ¢ nomoLbio CBOMX paanonHTepdencos co3gaeT 6ecnpoBoAHON BbICOKOCKOPOCTHOA
[OCTYN ANsA yCTPOWUCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WOP-30L nogaepxunsaeT coBpeMeHHbIe TpeboBaHUA K KaueCTBY CEpBUCOB M NO3BOJISAET Nnepeaasarb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTku B none IP-naketa). Mogaepxka welinvHra Tpacuka Ha kaxaom VAP no3BonsieT B NosHOW Mepe
ynpas/iATb AOCTYMNOM, KQ4ECTBOM CEPBUCOB U OrpaHUYEHUAMN Kak A/151 BCeX aBOHEHTOB, Tak U AJ/19 KaXA0ro B
4acTHOCTMW.

YCTpOIACTBO ABNAETCS HE3AMEHNMbIM PELLUEHNEM AJ151 OpraHM3aLuy 6ecnpoBOAHON CETU B pa3/IMUHbIX
KIMMaTMYECKMX YCI0BUSIX, B LUMPOKOM AMana3oHe paboumx Temnepartyp 1 BbICOKOW B1aKHOCTU (napku,
3aBOfbl, CTAAUOHBI, T. .), & TaKKe SABNAETCA naeasbHol nnaTtopMoii A5t opraHM3aumum CBA3N B KOTTEAXKHbIX
nocesnkax v yAaseHHbIX HaCeIeHHbIX NMyHKTaXx.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 nopt 10/100/1000/2500BASE-T (RJ-45) ¢ noaaepxkoii POE+;

* WIi-Fi 2.4 Ty IEEE 802.11b/g/n/ax;

« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax;

+ 4 pazbema SMA-Tuna (female) ana nogknoueHUst BHeLWHNX aHTeHH (Omni, cekTopHasi, naHenbHas u

T.0.).
PyHKYyUUu:
BosmoxHocmu WLAN:

+ nopgaepxka ctaHaaptoB IEEE 802.11a/b/g/n/ac/ax;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

« arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* aBTOBbIOOP KaHana;

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsarop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* nogaepxka APSD.

Cemesbie (hyHKYUU:

* aBTOMAaTMYECKOE COr/TacoOBaHNe CKOPOCTK, AyN/IEKCHOMO PEXUMA 1 NEePEKIIUEHNS MEXAY PeXumamm
MDI n MDI-X;
+ nopaepxka VLAN (Access, Trunk, General);
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* DHCP-knueHT;

* nogpepxka GRE;

* nepegaya aboOHEHTCKOro Tpadmka BHe TyHHene;
+ nogpepxka ACL,;

* nogaepxka NTP;

* nogaepxka Syslog;

* nognepxka IPvo;

* noggepxka LLDP.

®dyHkyuu QoS:

* NPYOPUTET 1 NNaHMPOBaHNE NAKeTOB HA OCHOBE Npodunnel;

* OrpaHu4eHne NpPonyckHO cnocobHoCTH ANns kaxaol VAP;

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTU A1 KaXKA0T0 KIINEHT],;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wudposaHne WPA/WPA2/WPA3/0OWE;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepe3 RADIUS-cepBep npu BXoAe Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHusa o6opygosaHna WOP-30L.

~
e - '\]
\_ WuTepHer |
’§ / N~ / I
T
APM
oneparopa & winios

Vi

Cepeep
DHCP, RADIUS

PucyHok 1 — ®yHKUMOHasIbHas cxema mcnosib3osaHns WOP-30L
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl nHTepeiica Ethernet
KonnuyecTtBo nopToB

DneKTpuYeckunii pasbem

CkopocTb nepefayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro uHTEepdelica
CraHpapTsl

YacToTHbI gnanasoH

Mogynauua

Paboune kaHasbl

CKopoCTb nepefayun AaHHbIX

MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA
MakcumasibHast MOLLHOCTbL nepefaTyvka

quCTBMTEﬂbHOCTb npnemMHnkKa

Be3onacHocTb

RJ-45
10/100/1000/2500 M6uT/c, aBTOONpPEAENEHNE

BASE-T

802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n/ax: 1-13 (2401-2483 MI'L)
802.11a/n/ac/ax:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 Mr
- 149-165 (5735-5835 My

2.4TTy, 802.11ax: 574 Méut/c
51Ty, 802.11ax: 1201 Méut/c

2.471Tuy: 120
50y 120

2.4T1Tu: 20 abm
51Tu: 20 pbm

2.4TTu: po-92 pbm
51Tu: go-94 pbm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepeep (802.1X WPA/
WPA2/WPA3 Enterprise)

wundpposaHne WPA/WPA2/WPA3/0WE

nopnepxka Captive Portal

Bbl60p MOZe/IM aHTeHH 3aBMCUT OT UCMOJIb30BaHUSI TOUKM AOCTyna

PagvounHTepdeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2



YnpaBneHune

YpaneHHoe ynpas/eHue
OrpaHnyeHve goctyna

OGLwume napamMeTpbl
Flash-namaTb

RAM

MutaHne

MoTpebnsemast MOLLHOCTb
CreneHb 3alnThI

Pa6ounin gnanasoH Temneparyp

OTHOCUTENbHAasA BNXHOCTb NP
Temneparype 25 °C

ra6aputhbl (L x B x )
Macca

CpokK cnyx6bl

PykoBogacTBo no akcnayatauum WOP-30L

web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naponto, ayteHTudgukaumnsa yepes RADIUS-cepsep

128 MB SPI-NAND Flash

256 Mb DDR3 RAM

PoE+ 48 B/56 B (IEEE 802.3at-2009)
He 6onee 15 BT

IP55

oT-45 go +65 °C

00 95 %

125 % 236,5 x 50,4 mm
0,8 kr

He MmeHee 15 net
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2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE
Yctporicteo WOP-30L BbINOSIHEHO B N1aCTUKOBOM kopnyce. BHelwHuin Bug, yctporictea WOP-30L npuBefeH Ha
pUcyHke 2.

A B & &

46

goidoot

Cil))

PucyHok 2 — BHelwHuiA Bug, nepegHein naHenn WOP-30L
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PykoBoacTBO Mo akcnayatauum WOP-30L

Mopa, KPbILLKOW B HWXHE YacTu ycTpoiicTea pacnonoxeH LAN-nopt 10/100/1000/2500 BASE-T (pasbem RJ-45)
ONS NOAKNIYEHUS K BHYTPEHHER ceTn 1 nuTtaHuio POE, a Takke KHonka «F» ans cépoca K 3aBOACKMM

HacTpoiikam (pUcyHok 3).

|

PucyHok 3 — BHeLWHWIA BUA, HWXHE naHenmn
WOP-30L

""W“' ;uq
9 @ @
|

(\

2.4-A1 5-A2  2.4-A2
4 5 6

PUCyHOK 4 — BHELLHWIA BUA, BEPXHE NaHenu
WOP-30L

R | —
®
®
®
¢ ®
e ®

PucyHok 5 — BHeluHwuii Bua 3agHein naHenn WOP-30L

Ha naHensix ycTpoicTBa pacnosioxeHbl cnefytolye pasbeMbl U OpraHbl ynpasneHus, Tabnuua 2.

Ta6nuua 2 — OnucaHne NOpPTOB 1 OPraHoB ynpaB/eHus

AneMeHT naHenu

1 F

2 LAN-nopt

3,5 5-A1, 5-A2
4,6 2.4-A1,2.4-A2

’ @

OonucaHue

(PyHKLMOHa/IbHas KHOMkKa copoca K 3aBOACKAM
HacTpolikam

10/100/1000/2500 BASE-T (pasbem RJ-45) ¢
nopaepxkori PoE

pasbemMbl A1 NOAKIOYEHUSA BHELLHUX aHTEHH
AnanasoHa STy,

pasbembl 415 NOAK/OYEHNA BHELUHUX aHTEHH
AvanasoHa 2.4 T

3a3eM/ieHne ycTpoiicTea

11



2.5 CaetoBas nHgukauus

PykoBogacTBo no akcnayatauum WOP-30L

CocCTosiHMe yCcTpoiicTBa 0TOGpaxaeTcs Npy NOMOLLM UHAMKATOPOB, PACTNONOXEHHbIX HA NepeHel naHem
ycTpoiicTBa. [epeyeHb COCTOSIHWI MHAMKATOPOB NPUBEAEH B Tabnuue 3.

Tabnuua 3 — OnucaHne NHANKaTopoB

NHpukatop

Power — nHgukatop

[ nuTaHus n ctatyca
( ) paboTbl yCTpolicTBa

T

LAN — uHgukartop
nopta Ethernet-

nHTepdeiica
Y~ Wi-Fi 2.4 Ty,

- — nHAuKartop craryca
2 4G paboTbl 6eCcnpoOBOAHOW
- CeTu B AnanasoHe 2.4

Mu
) Wi-Fi 5
’-? My — nHgmkarop
cTaTtyca paboTbl
5G 6ecnpoBOgHOI CETU B

AnanasoHe STy,

CocTosiHne nHgmkaropa
rOpuT NOCTOSAHHO
Muraet

4acTo MUraeT B TeyeHune
3 cekyHA, panee roput
NMOCTOSIHHO

ropuT NOCTOSAHHO

MUraeTt

rOpUT NOCTOAHHO

roput NOoCTOAHHO

2.6 C6poc K 3aBOACKMM HacTpolikam

OnucaHue
nuTaHme NoAakIYeHo, HopMasbHasa paboTa
YCTPOWCTBO He nony4mnno agpec no DHCP

nepesarpyska/copoc k 3aBOACKMM HacTpolikam

kaHan mexgy Ethernet-uHtepdpeiicom WOP-30L n
NOAK/MIOYEHHbIM YCTPOCTBOM aKTUBEH

npoLecc NakeTHOl nepefayun AaHHbIX MexXay
Ethernet-uHtepdeiicom WOP-30L n
NOAKMOYEHHbIM YCTPONCTBOM

cetb Wi-Fi B gnanasoHe 2.4 Ty akTnBHAa

ceTb Wi-Fi B guanasoHe 5 T, akTuBHa

[na cépoca K 3aBOACKMM HAcTpoikam HeOBX0A4MMO B 3arpy>XEHHOM COCTOSHUM YCTPOMCTBA HaXKaTb U
yaepxmBartb KHONKY «F» Ha npoTshkeHun 10—15 cekyHpg, noka nHaukatopbl Wi-Fi 2.4 n S T'TY He Ha4YHYT Murathb.
Mpou3orgeT aBTomaTMyeckas nepesarpyska yctponcrsa. MNpu 3aBoackux yctaHoskax oyaet 3anyweH DHCP-
KNueHT. B cnyJae, ecnn agpec He 6yaet nonyyeH no DHCP, To y ycTpoiicTea 6yaeTt 3aBofckoi IP-agpec —
192.168.1.10, macka noacetn — 255.255.255.0, nms nonb3oBartens/naposnb ansa goctyna vyepes web-
nHTepdoeic: admin/password.

2.7

KoMN/IEKT NOCTAaBKU

B KOMNeKT NocTaBKN BXOAAT:

obopygoBaHune pagunogoctyna WOP-30L;

KOMNJIEKT Kpenexa,

PYKOBOACTBO MO 3Kcnayataummn Ha CD-ancke (onuyoHasbHo);

cepTudnkaT CooTBETCTBUS,
namsitka 0 AOKyMeHTauuuy;
nacrnopr.

12



PykoBogacTBo no akcnayatauum WOP-30L

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

10.

11.

He BckpbiBaliTe KOpryc yCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX AN
06CNyX1MBaHUS NOSIb30BaTE/EM.

He3aaeicTBOBaHHbIE @aHTEHHbIE pa3beMbl TPEOYEeTCS 3aKpbITh 3aLUUTHOM KPbILIKOM, KOTOpasi BXOANUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBa BO BpeMs rpo3bl. MOXeT cyLLecTBOBaTb PUCK yaapa
MOJTHUEN.

Heobxoanmo cobnoaarb TpeboBaHmsA No HANPSHKEHWUIO, TOKY M 4acToTe, yKa3aHHble B AaHHO
NHCTPYKUNN.

Mepes NOAKNHOYEHNEM K YCTPONCTBY U3MEPUTE/bHBIX NMPUOOPOB 1 KOMMbIOTEPA UX He0BX0AMMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTbCsA B LLe/IOCTHOCTU Kabenei n nx HageXxHoM KpenaeHun K
pasbemam.

He ycTaHaBnmBaliTe yCTPOMNCTBO PALAOM C UCTOYHUKAMU Tern/ia v B NOMELLEHMAX C TEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

Bo BpemMs MOHTaXa yCTPOMCTBA Ha BbICOTHBLIX KOHCTPYKLUMAX CriefyeT BbINO/HATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpocTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

MoakoyaTb K YCTPONCTBY paspeLlaeTcsa TONbKO rogHoe K NPYMEeHEeHWIo BCroMoraTesibHoe
obopygoBaHue.

He Bk/itovaiTe nutaHme 6e3 NoAKNHYEHHbIX aHTEHH.

3.2 PekomeHpaumu rno ycTaHOBKe

(X

Mpn yNNYHOI YyCTaHOBKE MO0 B MECTax BbICOKOW BIAXXHOCTWN YCTPOMCTBO 06a3aTe/bHO A0/MKHO ObITh
YCTaHOB/IEHO TakMM 06pa3om, 4To6bl Ethernet-nopT 6611 HanNpaBIeH BHUS.

N —

PekomeHayemMoe NosioXeHne yCcTpoincTea Ansl YCTaHOBKM — KpensieHne Ha TPy6OoCTONKY/CTeHy.
Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MexXaHU4ecKnx nospexaeHuii. B cryyae o6HapyXeHnsi NoBpexXaeHnin cnefyet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT 1 06PaTUTLCH K MOCTaBLLUKY.
Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyywmmm
XapakTepucTMkamy yunTbiBainTe cregyrowime npasunia:
* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.
« MUHMMU3UPYIITE uncio nperpag (CTeHbI, NOTONKK, Mebenb 1 ap.) mexay WOP-30L n gpyrumu
6ecnpoBoAHbLIMY CETEBLIMU YCTPOCTBaAMM.
* He ycTaHaBnvBaiiTe yCTpOcTBO B6NM3M (NOpsigka 2 M) a/1eKTPUYECKUX U PaanoyCTPOIACTB.
* He pekomeHayeTcs ucnonb3oBaTb pagunoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctems 6ecnposogHoii cetn Wi-Fi.
+ [penAaATcTBusA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLUNTb paguyc aericteua Wi-Fi ceTtn.
Mpy pa3meLLeHn HECKONBbKNX TOYeK paguyc coTbl AO/HKEH NepecekaTbCs C coceHel COTON Ha ypoBHe
0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ec/iv He
npegnonaraetcs ucnosb3osaHne VolP, NOTOKOBOro BMAeOBELLaHNS 1 APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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PykoBogacTBo no akcnayatauum WOP-30L

3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOPE KONMUYECTBA HEOOXOAMMbIX TOUEK AOCTYNa cneayeT npesBapuTeisHO MPOM3BECTY OLLEHKY
Tpebyemoii 30Hbl 0XBaTa, yunTbiBast [JH aHTeHH B rOPU30HTa/IbHOW U BEPTUKA/IbHOW NOCKOCTSIX.

[nsa 6onee TOYHOI OLEHKN HEOGXOAMMO NPOU3BECTM paanonccneoBaHne TeppuTopun. JanbHOCTL OxBaTa
YBEPEHHOTO NMprema TOUKM AO0CTyNna 3aBUCUT OT YCTAHOB/IEHHbLIX @aHTEHH 1 HAIMUKA NPenaTCTBUiA. B Tabnuue 4
npuBeAeHb! NPUGAN3NTENbHBIE 3HAYEHNS 3aTyXaHUS.

Tabnuua 4 — 3HayeHus 3artyxaHus

Martepuan N3veHeHNe ypoOBHA curHana, gb
2410Ty 5Ty
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crekno -0,5 -1,7
mncokapToH -0,5 -0,8
Jilely 1,6 1,9
daHepa -1,9 -1,8
LLITykaTypka C MeTa/I/IN4eCKON CETKOW -14,8 -13,2
LLInako6n0ok -7 -11
MeTannmueckas pelieTka (aueiika 13 x 6 MM, MeTas1/1 2 MM) -21 -13

3.4 BbIGOp KaHaOB COCEACTBYHLLNX TOUEK

Bo n3bexaHne MexkaHaslbHOW HTephepeHLUM MexXay COCEeACTBYHOLLMMMU TOYKaMy AOCTyNa peKoMeHayeTcs
YCTaHOBWTb HEMepPeKPbIBAOLLMECS KaHaTb.

KaHansi

2.402 Iy |<7 22 Mly, 4% 2.483 Ty,

PucyHok 6 — ObLwan guarpamma nepekpbITUa YacTOTHbIX KaHanoB B 2.4 Ty,
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PyKoBO/CTBO Mo aKcnayatauym WOP-30L

Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y npBefeH Ha pUCYHKe 7.

PucyHok 7 — Cxema pacnpefenieHus kKaHasioB Mexay CocelHMMU Toukamun ocTyna B AvanasoHe 2.4 Ty npu
WwnpuHe kaHana B 20 MI'y,

AHa/IOrMYHO PEKOMEH/IYETCS COXPaHSThb AaHHbIA MexaHU3M pacnpeaesieHns KaHas1I0B NPy PacnonoXeHum
TOUeK Mexay aTaxamu (PUCyHok 8).

NEEPSSVG L
%ﬂﬁ
EDapE

P Y,

PucyHok 8 — Cxema pacnpefiefieHnsl KaHa/1I0B MeXAy COCeAHUMYN TOUKaMU AOCTYNa, PacrofIOKEHHbIMU MeX Iy
aTaxamu

Mpwn ncnonb3oBaHUK WKUPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [Ty, HET HenepekpbiBalLWMXCa KaHasoB. B
Taknx criydasix CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MH:z MHz MHz Radar MHz MHz MHz
IEEEChannel # | S I FHBS D) ISESESccEEeR =TT 12222
| I I

g

A ARATRAAAAAA
aovHz N\ VY
80 MHz |/ \/

160 Mz [

Examplesof [0 ) A
non-contiguous
VHT80+80 MHz [

setup
RS

PucyHok 9 — KaHauibl, ncnosb3yemble B gnanasoHe S Ty npu wupuHe kaHana 20, 40, 80 My,
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PyKoBO/CTBO Mo aKcnayatauym WOP-30L

4 YcTaHOBKa yCTpoucTBa

[nsa Toukm goctyna WOP-30L npefycMoTpeHbl ABa BapuaHTa MOHTaXa: yCTaHOBKa YCTPOCTBa Ha
TPy6OCTOIiKYy 1 yCTaHOBKa YCTPOMCTBA Ha CTEHY.

4.1 YcTaHOBKa yCTPOWCTBa Ha TpybOCTONKY/CTONO

1. MprkpenuTe KPOHLWTEH K KOpNycy YCTPOMCTBA C NOMOLLbIO BUHTOB, MAYLLMX B KOMMJIEKTE, KaK
nokasaHo Ha pucyHke 10.

PucyHok 10 — KpenneHue KpoHLuTeliHa K YCTPOCTBY

2. YcTaHOBUTE yCTPOicTBO Ethernet-nopTom BHM3 Ha TPY6OCTOIIKY, KAk NOKa3aHO Ha PUCYHKE HUXE, 1
3aKpenuTe ero XomyTamu, MayLimmy B KOMMNJIeKTe ¢ ycTpoiicTeom. CobntogaiiTe MHCTPYKLMM MO TEXHUKE
6e30MacHOCTV 1 peKoMeHJaLuy, NPUBEAEHHbIE B pasfenax «/IHCTPYKLMN N0 TEXHVKE 6e30NacHoCT» U
«PeKoMeHaLmn No yCTaHOBKe».

PucyHok 11 — KpenneHue ycTpoicTea K Tpyb0oCcTolike

3. BbINonHMTE 3a3eM/eHne YCTPOIACTBA Yepes CneLnasibHy KNemMMy Ha paguaTope ycTpoiicTea (CM.
PUCYHOK 5).
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PyKoBO/CTBO Mo aKcnayatauym WOP-30L

4.2 YcTaHOBKa YyCTPOWCTBa Ha CTEHY

© [anHbiit BapuaHT ycTaHOBKM YCTPOICTBA ABNAETCA [JONOMHUTENLHBIM — KPENn/ieHne NpoAaeTcs
OTAE/IbHO U HEe BXOAMUT B KOMIM/IEKT MOCTaBKM.

1. CoBMecCTUTE YeTbIpe OTBEPCTUA A/19 BUHTOB Ha KpOHLUTeVIHe C TakKMMK XXe OTBEPCTUAMUN Ha

ycTpoicTee. C NOMOLLbIO OTBEPTKN NPUKPENUTE KPOHLUTENH BUHTAMK K YCTPOMCTBY, Kak Noka3aHo Ha
pucyHke 12.

PucyHok 12— KpenneHue KpoHLLUTeiHa K yCTpoicTBy

2. BbiGeprTe MecTo A5t pa3MeLLIeHUst TOUKM A0CTyna B COOTBETCTBUN C PEKOMEHAAUUAMMN U3 pa3fesioB
PYKOBOACTBA «/IHCTPYKLMM M0 TEXHUKE GE30MacHOCTI» U «PekoMeHaaLn Nno yeTaHoBKe». MpunoxuTe
OCHOBaHMWEe KPOHLUTEHA K CTEHE 11 OTMepbTe PacrosiokeHne oTBEPCTUIA 415 BUHTOB (pUCYHOK 13).
MpoCBeP/IUTE OTBEPCTUSI U 3aKPENUTE B HUX BUHTLI, HE 3aTAMMBas A0 KOHLA.

PucyHok 13 — Pa3melligHre YCTPOIACTBa Ha CTEHE
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3. BbINonHWTe 3a3eM/IEHNE YCTPOCTBA Yepes cneuyasibHyo KeEMMY Ha paguatope ycTpoiicTea (cMm.
PUCYHOK 5).

4. COBMeCTUTE OTBEPCTUSI KPOHLLUTENHA C BUHTaMUM Ha CTeHe. MNMepeaBrHbTE KPOHLUTENH BBEPX U BHU3
[10 yropa 1 3aKpenuTe BUHTbI (PUCYHOK 14).

PucyHok 14 — dukcrpoBaHue yCTpoinCcTBa Ha CTeHe

18
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5 MopgknoveHne ycTponcTea

PoE
‘ 10/100/1000/2500 BASE-T

|-l |

PucyHok 15 — MopgkntoveHne Ethernet-kabens k POE-nopty

1. CHUMUTE KpbILLKY, 3akpbiBatowwyto Ethernet-nopT Ha HWXHen naHenun ycTpoicTsa, nogkaounTte Ethernet-
Kabenb Kk POE-nopty (pncyHok 15).

3akpoiTe KpbILWKY HXKHEN naHesnn.

MoAkuMTE aHTEHHY K YCTPONCTBY, CNneays UHCTPYKUMAM 13 pasgena «/IHCTPyKLUys No repMmeTusanmnm
aHTEHHbIX Pa3beMOB»:

* Mpun ncnonb3oBaHun OmMni-aHTEHH: NPUCOeAUHNTE aHTeHHbI K SMA-pa3bemMam yCTPONCTBa;

* [py NCNo/Ib30BaHNN NaHe bHbIX/CEKTOPHbIX aHTEHH: NMPUCcoeAnHUTE aHTeHHbl K SMA-pasbemam
YCTPOWCTBA C NOMOLLbIO KabesibHbIX CO0POK. OTperyvpyiTe nosioXXeHne aHTeHHbI Tak, YToObI
aboHEeHTCKMe yCTpoCcTBa nonagasiv B 30HY MOKPLITUSA YCTAHOBIEHHOW aHTEHHbI.

4. MogkntounTe Ethernet-kabens, naywmii ot WOP-30L, kK POE-nopTy MHXeKTopa uin nopty kKoMMmyTaropa
(IEEE 802.3at-2009).
5. Ecnu Bbl ucnonb3dyete POE-MHXeKTOp, nogxknounTe ero K poseTtke 220 B ¢ NOMOLLBI0 CETEBOTO LLHYpA.

wN

[ @ Bo nsbexaHue BbIxoga YCTPOICTBA U3 CTPOS PEKOMEHYETCA UCNOMb30BaTh FPO303aLLMTY. ’

{ € He BrouaiiTe NUTaHNe 6e3 NOAKIIUEHHBIX aHTEHH. ’

19
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5.1 VHCTpyKUMA No repMeTnsanmnm aHTeHHbIX pa3beMOB

@ Trepmetnzaumio HeO6X0AMMO NPOBOAUTL C 06EeNX CTOPOH Kabens.

1. Mepep nogkntoyYeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPexXAeHNi, a Takke
MpoBepLTE HaMuMe YNI0THUTENBHOTO KOMblia B ralike pasbemMa, pacnosioxeHne nokasaHo Ha pucyHke 16 (a,
6).

PucyHok 16a PucyHok 166

2. MogknounTe Kabenb K pasbemMy yCTpoiicTBa (aHTEHHBI) 1 3aTSIHWUTE raiiky, Kak nokasaHo Ha pucyHke 17 (a,
6).

PucyHok 17a PucyHok 176

3. OTpexbTe PE3VHOBYHO FEPMETU3NPYHOLLYIO SIEHTY COOTBETCTBYHOLLEN AJIMHBI: HA FEPMETU3aLMI0 O4HOT0
pasbema SMA (pucyHok 17a) Tpebyetcsa 0,15 M ruaponsonupytoLLein neHTsl, Ans pasbema N-type (prcyHok
176) Tpebyetcs 0,3 M rMapoM30NMNPYIOLLLEN NTEHTbI, Kak NoKkasaHo Ha pucyHke 18 (a, 6).

PucyHok 186

PucyHok 18a
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4. Ypanute ¢ pe3nHOBOI NEHTbI 3alLMTHbIA CMON, Kak NoKa3aHo Ha pucyHke 19.

N

PucyHok 19

5. HauyHuTe 06MOTKY CO CTOPOHbI Kabens, npeaBapuTesibHO OTCTYNMUB OT 06XMMHOWK YyacTu Ha 10—-15 mm.
3adkempyinTe KOHUKK NIEHTbI Ha onieTke kabens nog yrnom 15-25 rpagycoB kK ocu kabens, u, cnerka
pactarveas /IeHTy, HauHUTe obMaTbiBaTh Kabesb U pa3beM, NPOABUIasiCb B CTOPOHY Kopnyca ycTpoicTsa.
BuTkn HeobxoamMmo yknaabiBatb ApYr HA Apyra ¢ Hax/1eCToM, CK1aZkM Ha BUTKax He gonyckatotcs. O6moTka
kabens nokasaHa Ha pucyHke 20 (a, 6).

PucyHok 20a PucyHok 206

6. LOCTUrHYB Kopryca yCTpoiCcTBa (AaHTEHHbI) KpaeM NeEHTI, caenalite 060poT BOKPYr pasbeMa, MakCUMasibHO
NpXMMasi Kpav NeHTbl K Kopnycy, gasee NpoAo/MKMTE HAMOTKY /IEHTbI Nog, APYTUM YINIOM, yAasssiCb OT
kopnyca. NMpn HamaTbiBaHWM He 3abbiBaiiTe pacTArMBaTb IEHTY U NIOTHO NPWXXMMATb €€ K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUYMKE NIEHTbI PACTSHXKY HEOOXOAMMO YMEHbLUNTL U NAOTHO NPWXKaTb €ro K BUTKam,
pacnosioXXeHHbIM Ha onneTke kabens, kak nokaszaHo Ha pucyHke 21 (a, 6).

v

P.I/IcyHOK 21a PucyHok 216
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7. OTpexsTe MBX-NeHTy (M30/1EHTY) COOTBETCTBYIOLLEN A/IMHbI: HA repMETU3aLMI0 0AHOro pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTsl, ANa pasbema N-type Tpebyetca 0,6 M n30/eHThI. 130n1eHTa Tpebyetca a/is
3aLUMTbl PE3VHOBOI 1IEHTbI OT Y/ILTPadMONETOBLIX Nyyeli. MI30neHTa nokasaHa Ha pucyHke 22.

PucyHok 22

8. HauHuTe 06MOTKY C OnneTkn kabens, npegsaputesisHO OTCTYNMB OT NEPBOrO BUTKA PE3UHOBOM JIEHTbI Ha
5-10 Mmm. 3admKcmpyinTe KOHUMK U30/1EHTLI Ha OnJieTke kabens nog yrnom 15—25 rpafycos kK ocu kabens, u,
cnerka pactsarmsas NieHTy, HauHMTe obmatbiBaTb kabesnb 1 pa3bem, NPoABUrasiCb B CTOPOHY Kopryca
yCcTpoicTBa. BUTkM HE06X0AMMO yKnaabiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNagKkM Ha BUTKaxX He
ponyckatotca. ObmoTka kabesia nokasaHa Ha pucyHke 23.

PucyHok 23

9. locTUrHyB KOpnyca Kpaem feHTbl, caenalite 060poT BOKPYr pa3bemMa, MakCMMasibHO NpuKumas Kpa
N30NEHTbI K KOPMNYyCy YCTPOWCTBA, fanee NPOAO/HKMTE HAMOTKY NIeHTbl NO4 APYTUM YI/1I0M, YOANssach OT
kopnyca. Mpn HamaTbIBaHUK M/I0THO HakKablBaiTe BUTKW NIEHTLI, HEe Aornyckas cknafok. Ha nocnegHnx
BUTKaxX U30/1EHTbI PACTSHKKY HEOOXOAMMO YMEHbLUUTb 0 HYNS U NOCNeHWUIA BUTOK Y/IOXUTbL 6e3 pacTarnBaHus,
Kak nokasaHo Ha pucyHke 24 (a, 6).

PucyHok 24a PucyHok 246

10. MpoBepbTe 3arepMeTU3NPOBaHHbI pa3beM Ha OTCYTCTBME BUAMMbIX YHACTKOB PE3MHOBOM NIEHTBI.
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6 YnpaBneHue ycTponcTBoM vyepe3 web-nHtepdeic

6.1 Hauyano pa6oTsl
[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asogckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTty: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WOP-30L

3. BBeauTe umsa nonb3oBarens B CTPOKe «BBeauTe NorvH» 1 Naposb B CTPOKE «BBeauTe naposib».

© 3asogckue ycTaHoBKM: NOrMH — admin, naposnb — password.

4. Haxkmute KHOMKy «BoliTu». B OkHe 6pay3epa OTKPOeTCs MeHI0 MOHUTOPMHIa COCTOSHWSA YCTPOMCTBA.

CramcTiea no Tpadwiky
CraHvposaHue sdmpa
HypHan cobsmiin
CeTesan uHpopMaLyMa

Wudbopmalms o
pamuoHTepheicax

WHthopmalpa of yeTpolicTee >

Jaeonckoi MAC-agpec
CepuiiHeiil Homep
Bepcua MO

Pezepexas eepcua [0
Bepcwa sarpyaumka
CucTemHos Bpems
Bpenma paboTw

Sarpyaka LMY

Wcnon b3yemMan NamATe

0

OBbHOBUTE:

yELTEX  WOP-30L
MoHUTOpHHN Radie VAP WDS CeTeBkle HACTPOVKK BHelwHWe cepeucs| Cuctema -~ BLOA)
Wi-Fi knMeHTEl Wzpenne WOP-30L
WDS AnnapaTHan BepcrA 1v1

6&:13:E2:35:119:50

WP4EDD0045

15.05.2024 09:46:58
0 gH, 00:47:21
3%

449 108 MBaitt / 241 MbaiT
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5. Mpy HeoBXOANMOCTN MOXHO MEPEeKIoUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WOP-30L gocTynHbl
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

ELTEX

MoHUTOpUHT Radio VAP

Wi-Fi knnenmel

WwDSs

CramicTika no Tpadmky
CraHnposande ampa
Hypran cobermai
CeTesan MHOpMAaLUA

WNuchoprauma o
papuouHTepdheiicax

Hudpoprauwn of yerpoiicTae »

WDSs CeTesbie HacTpoiikK

WOP-30L

Wanenue

AnnapaTHaA BepcuA
3aeogckon MAC-anpec
CepuitHeli HoMep
Bepcua MO

Pezepexan eepoua M0
Bepcua sarpyaqnka
CucTemHoe Bpema
Bpema paboTtb

Zarpyzxa LMY

Wenon b3yemMan NaMATe

Bhewnue cepeucel Cuctema

WOP-30L
w1
68:13:E2:35:19:50

WP4E000045

17.05.2024 07:42.:01
14K, 22:42:25

5%

459 112 MBaitr / 241 MGaiit

& O6HoBMT:

6.2 TMprMeHeHne KoHUrypaLmm n oTMeHa N3MeHeHUin

1. MNpumeHeHre KoHurypawmm

Mpn HaXXaTUK KHOMKN 3anycKaeTcsi NPoLecc coxpaHeHns koHdurypaumm Bo flash-
NamMsaTb YCTPOCTBA M NPUMEHEHME HOBbIX HACTPOeK. Bce HacTpoliku BCTynatoT B culy 6e3
nepesarpysku ycTpoicTBa.

B web-nHTepdpeiice Toukn AocTyna peannsoBaHa BusyasibHasi MHAMKALMS TEKYLLErO COCTOSIHUSA npoLiecca
npyMeHeHust HacTpoek (Tabnuua 5).

Tabnmua 5 — BuayasibHas MHAMKaLMS TEKYLLEro COCTOSIHMSA npouecca NpUMEHEHUS HaCTPoekK
BHewHw®ii Bupg, OnucaHue coCcTosiHUA

Mocne Haxatus Ha KHOMKY «MPUMEHNTL» MPOUCXOANT NPOLLECC NMPUMEHEHNS U

3anvcy HacTpoek B NamMsiThb ycTpoiicTBa. O6 aTOM MHhopMMpPYeT 3Hauok il B
Ha3BaHUM BKMAJKN U Ha KHOMKE «MPUMEHUTb.

2. OTMeHa n3MeHeHui

O6 yCneLHOM COXpaHEHUN 1 MPUMEHEHUN HACTPOEK MHADOPMMPYET 3HAYOK
d B Ha3BaHUW BKIAKN.

. . X OTmeHa
KHoMKa 0TMeHbI U3MEeHeHUIA UMeeT crieayoLnii BUa;

© OTmeHa n3MeHeHui NPOM3BOANTCS TOMBKO 40 HAXATUSA Ha KHOMKY «MpUMeHUTL». MpU HaXKaTUK Ha
KHOMKY «[pUMEHUTb» N3MEHEHHbIE Ha CTpaHuLe napameTpbl OyayT 06HOB/EHbI HA TEKYLLME 3HAYEHUS,
3anvcaHHble B NaMsATU yCTpoicTea. locne Haxatusa Ha KHOMKY «[puMeHUTb» BO3BPAT K NpeablayLumum
HacTpoikam 6yaeT HEBO3MOXEH.
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6.3 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke Hmxe npeacTaB/eHbl 3/1IeMeHTbl HaBurauum web-nHtepdeliica.

PykoBogacTBo no akcnayatauum WOP-30L

eLTeX

MoHUTOpHHT Radio VAP

Wi-Fi knmeHTsl

WDS

CratvcTika no Tpadmey
CrasvpoEanue acmpa
HypHan cobsmii
CeTesan MHOpMAaLMA

Wudboprauma o
paguouHTepdelicax

Whdropiawuma of yeTpolictes »

8 000 Mpednpusmue "Smmexc”, 2023

WOP-30L

WDS CeTeEble HACTPOHKM

WManenue

AnnapaTtHas BepcuA
Jaeoncxoin MAC-appec
CepuiiHLIi Homep
Bepcua MO

Pesepsnan eepcua 10
BepcuA zarpyaumka
CucTemHoe Bpema
Bpema paboTsl

3arpyaka LMY
Micnoneayeman naMaTb

£ OBbHOBHTL

BHewHWe cepeucsl Cucrema

WOP-30L
vl
68:13:E2:35:19:50

WP4E000045

15.05 2024 09:46:58
0 an, 00:47-21

3%

44> 108 M6aiiT / 241 MGaiir

Bepcur MO

(Bepcur WEE:

OKHO nonb30oBaTebCKOro MHTepdieica pa3neneHo Ha NATb obnacTeii:

1. BKnagku MeH — ans rpynnupoBKy NoaMeHI0 no kateropusm: MoHuTopuHr, Radio, VAP, WDS,
CeTteBble HAacCTpoOIiku, BHewHue cepBucbl, Cuctema.
2. Bbl6op A3blka MHTEpdeica 1 kHomka «(BbIXo)», NpeHa3HaueHHas A1si 3aBeplieHnst ceaHca paboThbl B
web-nHTepdelice Nog AaHHbIM NONb30BaTENEM.

arw

Bknagku nogMeHo — AN ynpassieHus NonemM HacTpoek.
Mone HacCTpOeK yCcTponcTea — A/19 NPOCMOTPA AaHHbIX Y KOHUrypaumm.
MHdopmalmnoHHoe none, otobpaxatoulee sepcuto MO, ycTaHOBMEHHYO Ha YCTPOICTBE.
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6.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

6.4.1 TMogmeHto «Wi-Fi KnueHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

MownTopurr ~ Radio VAP WDS  CeTesbie HacTpOKM  BHelUHue Ceppuchl  CHCTema v (sbixon
wDs B
Ne Mmaxocta IP-agpec  MAC-agpec VnTepcpeiic  Link Capacity Link Quality Link Quality Common RSSI, aBM  SNR,aE  TxRate RxRate TXBW, MMy RXBW, My  Bpemn paGoTsl
Cramvervka no Tpaciey vo1 Xiaomi-12T  10.24.80.45 76:2:31:98:05:ba wlan1-va0 30 66 77 -90 7 VHT NSS2-MC82 33 VHT NSS1-MCS2 195 20 20 04:51:05
CranvpoBatiie supa .
Mepeaaro / MpwHzTo BCero, Gaiir 2 058 102/ 824 031 Mepenaro ¢ ownkBkamn, nakeros 0
KypHan coobITHil MepenaHo / NpHHATO BCEro, NakeTos 6 565/ 11243 TMoBTOPLI NEpeaadu 3a NocneaHmi nepuon, naxetos 1
CeTesan MHpOpMALMS MepenaHo / NPHHATO Aakbix, BaT 1916 777 / 532 653 ©BLUee YUCMO NOBTOPOB NEPEAAYH, NaKeToB 2 393
MNepeaato / NPHHATO AaHHLIX, NAKETOB 6558/2 380 CKOpOCTL Nepeaayy / npuema, KouT/c 0/0
WHcpopmalys o
pajnouHTEpDelicax Moaynauns MepeAano nakeTos MpUHATO nakeTos
. - P OFDM& 9 8996 80%
UHpopmaLms o6 yCTpolicTee

NSS1-MCS0 0 779
NSS1-MCS1 247

NSS1-MCS2 234

0
o
7
4
NSS1-MCS3 0 0%
NSS1-MCS4 13 o
NSS1-MCS5 61 1
NSS$1-MCS6 58 1
NSS1-MCS7 36 1
NSS2-MCS0 1222 19% 526
NSS2-MCS1 1523 2% 231
NSS2-MCS2 1676 26% 26
NSS2-MCS3 923 14%
NSS$2-MCS4 303

NSS2-MCSS 22 0%

SRR

NSS$2-MCS8 32 0%

* Ne — HOMep NOAK/TIFYEHHOIO YCTPONCTBA B CMNUCKE;

* VIMsi Xocma — ceTeBOe UMS YCTPONCTBa,;

+ IP-adpec — IP-agpec noak/oUYeHHOr0 YCTPOMCTBa;

+ MAC-adpec — MAC-aapec NoaK/IH4EHHOrO YCTPOICTBA,;

* ViIHmepdpelic — nutepdpelic B3ammogenctana WOP-30L ¢ noaxntoUYeHHbIM YCTPONCTBOM,;

+ Link Capacity — napameTp, KOTOPbIli 0TObpaxaeT 3PPEKTUBHOCTb NCMONb30BaHMSA TOUKON AOoCTyna
MOLY/IAUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KOMMYECTBa NakeToB, NepefaHHbIX Ha Kavkaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAIOLLMX KO3hmLUmMeHToB. MakcumaribHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs 40 KIMeHTa Ha MakCMMasibHOW MoAyNAunn AN MakCUMa/ibHOro Tuna nss,
noAepXX1MBaemMoro kKfiMeHToM). MuHuMmanbHoe 3HaueHne — 2% (B ciydyae, Koraa naketbl nepegatoTcs Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHune 10 cekyHp,

* Link Quality — napameTp, KOTOpPbIi 0TOGPaXaeT COCTOSAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PeTPaHCMUTOB NakeToB, OTNPaBEHHbIX K/TIMEHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
O[INH NakKeT A0 KNMeHTa He 6blN YCNeLIHO OTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp;

* Link Quality Common — napameTp, KOTOpbI/i 0TOGPaXKaeT COCTOSAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YeCcTBa peTPaHCMUTOB NaKeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUNCL C NEPBOi NOMbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
O[INH MakeT A0 KNMeHTa He 6blN YCNeLIHOo OTnpaB/ieH). 3HaueHre napaMeTpa paccunTbiBaeTcsl 3a Bce
BPeMs NOAK/THOUYEHUS KITNEHTE,;

26



PykoBogacTBo no akcnayatauum WOP-30L

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY KMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cnepytoLme napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHsAMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAK/IH0YEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepejayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.
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6.4.2 lMoameHto «WDS»

PykoBogacTBo no akcnayatauum WOP-30L

B nogmeHto «WDS» BbiBOAUTCA MHbOpMaLUUA 0 COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WOP-30L.

(TEX

MOHHTODHHT ~ Radio VAP

Wi-Fi KnUeHTbI

WDS >

CraTucrika no Tpachitky
‘CKaHWpoBaHWe adupa
2KypHan co0biTui
CeTesas wHpopmaLms

ViHopmaLa o
panvouHTeppelicax

VIH(OPMALWA 06 YCTpOiiCTEE

WDS  CeTesbie HaCTPOWKA

WOP-30L

BHelIHWE Cepanctl  CHcTema

i OCHOBHTL

Ne Mmsxocta IP-agpec  MAC-ampec

v o1 ‘WOP-30L 10.24.80.81 e8:28:c1.dacbi05 wlan1

MepenaHo / NPHHATO BCEro, GaiT
MEPEAAHO / NPUHATO BCer0, NakeTos
Nepenato / IPUHATO AaHHbIX, BaiT

MepEAaHO / IDUHATO AaHHLIX, MZKETOB

Mogynsums

Dsss2
OFDM&
OFDM24
OFDM36

VuTepeperic  Link Capacity

90 (not changed) 100

53934 606/4938701

158090 / 21 493

48 384 767/ 2 366 142

150 161 / 13 564

TMepeaaHo nakeToR
2

7929

5

114

99

Link Quality ~ Link Quality Common  RSSI, ABM SNR,4B  TxRate

RxRate

63761 19/19

MNepenaHo ¢ oLNGKaMH, NAKETOB
TOBTOPS! Nepeaa‘H 3a nocnenHmii Nepof, NakeTos
Oflliee YMCro NOBTOPOB NEPENAYH, NAKETOB
CKOpOCTB Nepenaun / npuena, Koutic
MPHHATO NaKeToR
0 0%
7936 37%

OFDM 54 VHT NSS2-MCSe 117 20 20

o

o

2681

3/0

TXBW, My RXBW, MMy Bpeus pagoTul

11:03:15

OFDM48

NEEEE
B

3311
OFDM54 146710 93% 0
NSS1-MCS4
NSS1-MCS7
NSS2-MCS0
NSS2-MCS1
NS§S2-MCS2

NSS2-MCS3

[
[
[
[
15 0%
[
[
1
1
[
1

o ol o o o o o
22 2 2 232
~
=

NS§S2-MCS4

Ne — HOMep MOAK/TIOYEHHOIO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMS YyCTPONCTBa;

IP-adpec — IP-afpec NoaKt0HEHHOro YCTPOICTBE;

MAC-adpec — MAC-agpec NoAK/H4EHHOIO YCTPONCTBa,

Viumepgpelic — nHtepdpeiic B3anmogenctama WOP-30L ¢ nogknto4eHHbIM YCTPONCTBOM;

Link Capacity — napameTp, KOTOPbIi1 0OTOO6paxaeT aPPEKTUBHOCTb UCMONb30BaHWA TOUKOWN JocTyna
MOAyNALMN Ha nepegady. PaccumTbiBaeTCcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOZAY/SILUMKN [0 KMEHTA, N MOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMN 019 MakCMMa/lbHOTO TuMna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMaIbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepesatoTcs Ha
moaynsiummn nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHne napameTpa paccUnTbiBaeTcs
3a nocnegHve 10 cekyHz,

Link Quality — napameTp, KOTOPbIi OTOOPaxaeT COCTOSAHUE JIMHKA [0 KNIMEHTA, pacCUmTaHHbIA Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMa/ibHOoe 3HaYeHre —
100% (Bce nepepaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbLITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OZVH NakeT A0 KMEHTA He Obl YCNeLIHO OTnpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp,

Link Quality Common — napamMeTp, KOTOPbIi 0TOGpaXkaeT COCTOSHNE SINHKA 40 K/IMEHTa, pacCUMTaHHbI
Ha OCHOBaHWW KO/IMYeCTBa PETPaHCMUTOB NaKeToB, OTMPAaB/IEHHbIX KMEHTY. MakcMasibHoe 3HavyeHne
— 100% (Bce nepefaHHbIe NaKeTbI OTNPABUNCH C NEPBOIA NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfMH NakeT A0 KMEHTA He Obl YCNeLIHO OTNpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BpeMs MOAK/TOYEHUS KNNEHT],

RSS!/ — ypoBeHb NpyHMMaeMoro curHana, abwm;

SNR — oTHOLWeHne curHan/wym, gb;

TxRate — kaHa/IbHas CKOPOCTb nNepegayn, MouT/c;

RxRate — kaHa/iIbHasA CKOPOCTb npuema, MouT/c;

TX BW — nonoca nponyckaHus Ha nepegadve, My,

RX BW — nonoca nponyckaHus Ha npueme, MI'u;

Bpewmsi pabomsbl — BPeMS COEANHEHNS.
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PykoBogacTBo no akcnayatauum WOP-30L

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IYEHHOe
YCTPOWCTBO NaKETOB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepeaHHbIX C OLMbKamMn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsb! nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — Kosim4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALNIA
MOMEHT BPEMEHW.
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PykoBogacTBo no akcnayatauum WOP-30L

6.4.3 TogmeHo «CTatnucTmka no Tpaduky»

B pasgene «CtatucTtuka no tpadymky» 0To6paxarorcs rpadoukm CKoOpocTu nepesaHHoro/nosly4eHHoro
Tpadvka 3a nocnegHvie 3 MUHYTHI, & TaKKe CTaTUCTMKa O KOJIMYeCcTBe nepesaHHoro/nosy4yeHHoro tpaduka c
MOMEHTAa BK/THOYEHUSA TOUKN AOCTYMa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM A0CTyna 3a nocnegHne 3 MUHyTbl. Fpadvk aBTOMaTnyeckm 06HOBNSETCA Kakable 6 CEKYHA.

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes uHtepdpeicol Radio 2.4 'y, 1 Radio 5 I'Ty 3a nocnegHne 3 MUHYTbI. Fpadink aBToMaTnyecku
06HOBNAETCA Kaxable 6 CEKYH/,.

ELTEX  WOP-30L

MosmnToprHr Radic AP WDS CeTessie HACTROMKN BrewHre cepencs Cuctema

TN —p— WLAND T/Rx bps

R 0 bps (max: 0 bpe)
@ T 0 bips (max: 0 bos)

5053 185105 1651017 165129 1651471 165153 165205 16:5217 165229 165241 165253 165305 185317 16:5320 155341 16:5353 s
WLAN1 Tx/Rx kbps

P B.5 kbps (max 12.5 kops
@ T 7.7 kbos (max: 2005 kbps)

T LI S B S e S S S S S S L — T T
5053 165105 165117 165129 1651471 165153 16:52:05 16:5217 165229 165241 165253 16:5305 165317

I T
165329 165341 16:5353 Ls
LAM Tx/Rx kbps

P 8.2 kbps (max 23.6 kbps
® T 24.6 kbps (mexc 28.4 kbps

T

3
1 gy L e L B e e e U T T T
65053 165105 165117 165129 165141 165153 165205 16:5217 165229 165241 165253 16:5305 165317 165320 165341 165353 Ls
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PykoBogacTBo no akcnayatauum WOP-30L

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

+ Bcez2o nakemos — KO/M4eCcTBO YCNeLIHO OTNpaB/IeHHbIX NakeToB;

* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MepenaHo ~
WHTepdenc Beero naketos Bcero Gant OTOpoweHo NakeTos Owwnbrn
LAMN 6363 3559276 0 0
WLAMD 0 0 0 0
WLAN1 4215 1376473 0 0
wlan0-val 0 0 0 0
wlanD-val 0 0 0 0
wlanD-va2 0 0 0 0
wlanD-val 0 0 0 0
wilan0-vad 0 0 0 0
wlanD-vas 0 0 0 0

OnucaHune Tabnuupl «[IpUHAMO»:

* MiHmepdgelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/M4ecTBO YCNeLHO NPUHATLIX NaKeToB;

* Bcezo 6alim — KOM4eCcTBO YCMeLHO NPUHATLIX 6aiT,;

+ Om6powWeHo nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPY NOSTyYEHUY;
* OWubKuU — KOJIMYECTBO OLLMOOK.

MpUHATO ~
WuTepdenc Bcero naketos Beero Gaat OTDpoweHo NakeToE Owwnbrm
LAN 316067 39969142 0 0
WLAND il ] 0 0
WLAN1 61508 5975329 0 0
wlan0-val il ] 0 0
wianl-val 0 0 0 0
wlan0-va2 0 0 0 0
wlanl-va3 0 0 0 0
wlanl-va4 0 0 0 0
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PykoBogacTBo no akcnayatauum WOP-30L

6.4.4 TlogmeHto «CkaHmpoBaHue admnpa»

B noameHio «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

7~
clLTEX  WOP-30L
MoHWTOpHHD Radio VAP WDS CeTeBble HACTROAKM BHelHWe cepeucsl CucTema ru - (BbIXOO)
Wi-Fi knmerTs % CraHupoBath MocnegHee cranupoeaque Beno 15.05.2024 10:22:24
WDS
241y 51Ty
CraTmcTika no Tpadmey Pesam Kasan / RSSI
Iwuanazon SSID BesonacHoOCTK MAC-agpec LWinpuHa nbm
CraHvposaHue 3dmpa »
241y Open E8:28:C1:EV:FB:61 11720 -28
Hypran cobsmi
24101y Open CC:9D:A2:CT-A2:EQ 1720 -33
CeTagan wHdopmaumua
Wrcbopmaus o 24101y Open E0:D9:E3:49:D5:00 120 -35
PapnouHTEpgpEncax 2.41Ty Open E8:23:C1:FT-80:76 120 36
VincpopaLs o6 ycTpoiictee 24Ty Open 68:13:E20F-94.E7 6/20 36
241y Open ES:28:C1.FT7:80:77 120 -37
241y Open 68:13:E2:0F:94:E1 6/20 -38
241y Open ES:28:C1.FC:D9:.04 120 -43
24T1Ty WPAZ_1X 68:13:E2:35:EB:92 1120 -54

[ns 3anycka npouecca ckaHMpoBaHus ampa HaXXMUTE Ha KHOMKY «CkaHMpoBaTb». Mocne 3aBepLUeHust
npouecca Ha cTpaHuLe NoSBUTCSA CNMCOK 06HAPYXXEHHbIX B paano3adinpe ToUek AoCcTyna 1 MHhopMaums 0 HUX:

[NocnedHee ckaHupoBaHue 6b1/10... — fata u Bpemsi NoCNefHero CKaHpoBaHus;

Juana3oH — ykasblBaeTcs gnanasoH 2.4 'y unam 5 U, B KOTOPOM 6blla 06Hapy)XXeHa Touka focTyna;
SSID — SSID o6Hapy>XeHHOW TOYKN A0CTYNa;

Pexxum 6e3onacHocmu — pexumM 6e30MacHOCTM 06HaPY>XEHHOM TOYKN AOCTYNa;

MAC-adpec — MAC-agpec 06Hapy>XeHHOW TOYKN AOCTyna;

KaHas/LLlupuHa — pagnokaHas, Ha KOTOpOM paboTaeT 0OHapyXeHHas Touka AOCTyna;

RSSI — ypoBeHb, C KOTOPbIM YCTPOCTBO NPMHUMAET CUTHaUT 0GHaPYXXEHHOW TOYKM A0CTyna, ABMm.

Bo BpeMmsi OCYyLLECTB/IEHUSI CKAHUPOBaHWA 3chupa paamonHTepdeiic ycTpolicTBa 6yaeT OTK/IOUEH, YTO
npuBEaET K HEBO3MOXHOCTY Nepeaayn AaHHbIX A0 Wi-Fi KTMeHTOB BO BpeMsi CKaHWpPOBaHUSI.
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6.4.5 MoameHo «KypHasn cobbIThii»

PykoBogacTBo no akcnayatauum WOP-30L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,

cofepxaluii cnegyoLLyo NHhopMaLmio:

b o~
=LTEX  woP-30L
MoHUTOpHHT Radio VAP WDSs CeTeBble HacTpolika
Wi-Fi knueHTsl 2 DBHOBMTL: & CumcTuTs
WDS
Narta v epema  Tun
CramvcTuka no Tpadmky May 15 daemon.info
~ 10:22:24
CraHupoeaHue achupa
May 15 daemon.info
HypHan cobermai 10:22:24
Ceresan uHhopmauma May 15 dasmon.info
10:21:58
Whdhoprauwma o _ )
paguonHTEpdelicax May 1:: LB
10:21:59
WMHdropraauma ob yeTpolicTee May 15 dasmon.info
09:57:06

BHelHue CepeUCsl

Mpouecc

scanwlan[3085]

scanwlan[3085]

scanwlan[3085]

scanwlan[3085]

neteorkd[513]

Cuctema TR

CoobweHune

=can on interface "wlan1' finished

=can on interface "wlan0' finished

start scan on interface 'wlan’

start scan on interface ‘wilan0'

DHCP-clisnt: Interface brD renaw lease on 10.24.80.120.

+ Jama u Bpemsi — gata 1 BpeMsi, korga cobbiTue Obl/1I0 CTEHEPUPOBAHO;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;
+ [poyecc — nms npouecca, CreHepMpoBaBLIEro COOOLEHNE;

+ CoobuweHue — onucaHmne coobITus.

Tabnmua 6 — OnucaHne KaTeropuin BaXkHOCTU cobbITulA

YpoBeHb Tun BaXXHOCTU COOGLLEHUIA

0 UpesBbluaiiHble (emergency)

1 CurHans! Tpesoru (alert)

2 KpuTnueckue (critical)

3 Owwn6ouHbIe (error)

4 MpeaynpexaeHns (warning)

5 YsepomneHnus (notice)

6 NHdhopmaumoHHsle (informational)
7 OTtnagouHble (debug)

OonucaHue

B cucteme npou3zolusia Kputuyeckas owmneka,
cucTema MOXeT paboTaTb HenpaBu/ibHO

Heo6xoayMo HeMeaieHHoe BMellaTelbCTBO B
cuctemy

B cucteme npomsoLuna Kputnyeckas omnoka

B cucteme npomsoLusia ownbka

MpeaynpexaeHue, HeaBapuiiHoe coobLLEeHNe
YBeoM/IEHNE CMCTEMbI, HeaBapuinHoe CoobLLEeHnE
NHbopmaLoHHble cO06LLEHMS CUCTEMBI

OTnagouHble coobLLIEeHUs NPeoCTaBsA0T
No/ib30BaTeNto MHPOPMAaLMIO A5 KOPPEKTHOIA
HaCTPOIKN CUCTEMBI

[ns nonyyeHnsa HOBbIX COOBLLEHNIA B XXypHaUsie COObITUIA HEOOXOAUMO HaxaTb Ha KHOMKY «OGHOBUTb.

Mpy HEOGXOAMMOCTM BCe CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAa/IUTb, HAXaB Ha KHOMKY «OUNCTUTb».
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PykoBogacTBo no akcnayatauum WOP-30L

6.4.6 TlNogmeHto «CeTeBas nHopmaunsa»

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

MoruTOpMHE Radio VAP WDS CeTeBble HacTpoiiku BHelHWe cepamcel Cuctema ru - (BEon)
Wi-Fi knnenTel Craryc WAN
WDSs HTEpdefic brl

P _ Mpotokon DHCP
CTamicTHka no Tpadmxy

IP-agpec 10.24.80.120
CraHvposaHue admpa
MpwHATo 2.5 MbanT (2 651 554 Ganr)
Kypran coBermit Mepemano 3.5 MBaiir (3 619 904 Bair)

CeTesan MHdropMaLMA » Ethemet

Wrchopuaums o CocToAHMe nopTa Up
pagnouHTepdelicax
CropocTe 100
MHdopmauma ob ycTpolicTee

Oynnekc Full
ARP ~
Ne IP-agpec MAC-agpec
0 10.24.80.25 D&:5E:03:60:AD:F4
1 10.24.80.1 E0:D9:E3:ES:E1:40
2 10.24.80.45 D&:5E:03:60:AD:F2

MapwpyTsl v

Nz WuTepdieic HazHaqeHnwne W0z Macka Dnaru
0 br 0.0.0.0 10.24.80.1 0.00.0 UG
1 brQ 10.24.80.0 0.0.0.0 255.255.255.0 u

Cratyc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;

*+ [Mpomoko/s1 — NPOTOKON, UCNOob3yeMblin ansa goctyna k cet WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* [MpuHsIMO — KONNMYecTBO NPUHATLIX Ha WAN 6air;

+ lNepedaHo — KonmyecTBO nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue nopma — cocTosiHve Ethernet-nopta;
+ CKopocmb — CKOpPOCTb MOAK/IHYEHUS No nopty Ethernet;
« dynnekc — pexvum nepegayn faHHbIX:

* Full — nonHbIi gynnekxc;

+ Half — nonygynnekc.

ARP:
B ARP-Tabnuue cogepxutca nHpopmaumsa o coorsetcteum IP- n MAC-agpecoB coceHNX CETEBbIX YCTPONCTB:

* IP-adpec — IP-agpec ycTpoiicTBa,;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.
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PykoBogacTBo no akcnayatauum WOP-30L

MapLipyThbl:

Wumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa Uin NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIi OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka noaceTty;

®1azu — onpefeneHHbIe XapaKTePUCTUKN AaHHOTO MapLupyTa.

CyLLEeCTBYIOT Clieaytole 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/SETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3ny;

G — ykasbIBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHW W3, CeTeBol MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/HOYEHEM. Bce npoyvie mapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyvaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLyM Ha NoKasIbHO cucTeme, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obl/1 06aBNeH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHunsi ICMP Redirect,
MapLUpPyT BK/OYaETCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx NakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary;

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/a MapLUpyTU3auun Ha NTOKasIbHOM cCUCTEME M NPUMEeHeHMs napameTpa mod;

A — yKka3blBaeT Ha 6ydhepun3oBaHHbIli MapLLpPyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP;

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa;

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBAsSeTcs O4WH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/bHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm;

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLLpPyTbI» CYLLECTBYIOT TO/IbKO B Bychepe MapLupyTusauuy;

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbLeBbiM (loopback) nHtepdpeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHUE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aunu;

I — ykasbIBaeT, UTO AeTarpammbl, HaNpaBnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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6.4.7 TMoameHto «VHopMaLmsa o pagnovHTepdencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WOP-30L.

elTeEX  woP-30L

MoHuTopuHT Radio VAP WDs CeTeekle HACTpoOAKM BHewwHue cepancel Cucrema - (ebcom)
Wi-Fi knuenTs! Radio 2.4 Ty
WDS Cratyc BelxnioueHo

— ) T MAC-agpec B8 13E2:35:19:50
CTatucTuia no Tpadmky

Pestam IEEE 802 11b/g/n/ax
CranwpoeaHue schupa
Radio 5Tu
HypHan cobeImii
Cratyc BrimiocueHo
Cetesan uHgopmaLmA o
MAC-agpec 68:13E2:35:19:58

WHdpopraums o Pesaan IEEE 802.11a/n/ac/ax
paguouHTepdeicax »

WMhcpopmauma ob yeTpoiicTes

PagnovHTepdelicbl TOUKM AOCTYNa MOryT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/TIOYEHOY.
Crartyc Kaxaoro u3 pagmonHtepdencos oTpaxaeTcs B OAHOUMEHHOM napameTpe «Cratyc».

Crartyc Radio 3aBMCUT OT TOrO, €CTb /11 Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasibHbIE TOUKU
poctyna (VAP). B cnyyae, ecnm Ha paanouHTepdeiice nmeetcst Xxots 6bl ogHa aktuBHan VAP, Radio 6yaet
HaxoAnTbLCA B cTatyce «BknoyeHo», nHaye — «BbIKNioYeHo».

B 3aBucmMmocTu oT ctaryca Radio Ana MOHUTOpPUHra A4OCTynHa cneayowas nHpopmayms:
«BbIK/HOYEHO:

+ Cmamyc — cOCTOsiHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec paguovHTepdieiica;
* Pexxum — pexum paboTbl pagnonHTepdpelica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — COCTOsIHUe paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnovHTepdieiica;

* Pexxum — pexum paboTbl pagnonHTepdpelica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas1 — HoMmep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeic;

* llupuHa kaHasna, MMy — WwupmnHa NoNockbl HacToT KaHasia, Ha KOTOpoM paboTaeT pagnonHTepdeiic.
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6.4.8 MogmeHto «MHopmaums 06 ycTpoincTee»

B nogmeHto «MHchopmauma 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukn WOP-30L.

ELTEX  woP-30L

MoHuTopuHR Radio VAP WDS CeTeBbie HaCTpPOIKH BrewHwe cepeucsl Cucrema TR (BbXOm)
Wi-Fi knueHTs! Wznenue WOP-30L
. AnnapaTtHan eepcuA vl
WDS

3asoackon MAC-agpec 68:13:E2:35:19:50
CramwcTuka no Tpadmry
' CepriHbIA HoMep WP4EQDDD45

Cranvpoeanue admpa Bepcua M0

HypHan cobsimii Pesepexan sepena MO
Bepcwa sarpyauuka
Cetazan uHbopMaLnaA PR 28mpy

CucTtemHoe Bpema 15.05.2024 09:46:58
MHchopmalma o
pagvouHTepdelicax Bpema paboTe 0 an, 00:47:21

Whipopuauwa ob yeTpoiicTee » 3arpyaka LY %

WMenonezyeman naMaTs 449 108 MGaiit / 241 MbaiT

£ 0bHOBUTL

* MI30esiue — HaMMeHoBaHMe MOAENN YCTPOCTBA;

« AninapammHdasi Bepcusi — Bepcusl annaparHoro o6ecneyeHns yCTpoicTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-unHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
N3roToBUTENEM,

+ CepuliHbili HOMEP — CEePWIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,;

* Bepcusi MO — Bepcusi nporpamMHOro obecnevyeHnst yCTponcTea;

* PesepsHas sepcus O — npegbiaywias yctaHoBieHHaa sepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysymka ycTponcTaa;

« CucmeMHoe BpeMsi — TeKyLLMe BPeMS 1 Aata, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUYEHMS NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepyska LIy — cpegHuii NpOoLEeHT 3arpy3ku npoLeccopa 3a nocnegHue 5 cekyHs;

* Yicrnonb3yemasi naMmsimb — NPOLEHT MCNONb30BaHMs onepaTMBHON NaMsTh YCTPOCTBA.
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6.5 MeH «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

6.5.1 MNoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

EILTEX  woP-30L

MoHHTOpHHT Radio VAP WDS CeTeBbie HAaCTpOiikM BHelUHKe cepBmcEl Cuctema - BbLX0M,

Radio 2.4 Ty > OBwme
Radio 5 My Pexam IEEE 802.11b/g/n/ax b

JononHutensHo ApTOMaTUUSCKMA BrIBOp
KaHana

OI'pEIHH‘-MTk: CNYCOK KaHanoe

LnpuHa kasana, My 40 ~
OcHoBHOR kaHan Lower b

MouHocTs curkana, a6 16 ~

[ononHUTENkLHO v

* Pexxum — pexum paboTbl MHTepdelica cornacHo cneayrowmm ctaHaapram:

IEEE 802.11ax;

IEEE 802.11n/ax;

IEEE 802.11b/g;

IEEE 802.11b/g/n;

IEEE 802.11b/g/n/ax.

+ Asmomamuuyeckull 8bI60p KaHasa — Npu yCTaHOBIEHHOM donare Touka byaet aBToMaTnyecku
BblGMpaTb HAaMMeHee 3arpyXeHHblli paanokaHan ans pabotbl Wi-Fi-nHtepdieiica. Mpu cHATOM dhnare
OTKpbIBaAETCH AO0CTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;

* KaHas1 — BbIOOp KaHana nepegayun faHHblx;

+ O2paHuyums CrucoK KaHasio8 — Npu yCTaHOBIEHHOM chiare Touka focTyna OyaeT UCnosib30BaThb
OrpaHMyeHHbIN Nosib3oBaTesieM CrMCoK KaHas10B /15 paboTbl B aBTOMAarn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa/10B» HE YCTaHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounini KaHan u3 BCEX AOCTYMNHbIX KAHA/I0B AaHHOro
AnanasoHa 4YacTtoT. KaHasnbl gnanaszoHa 2.4 'u; 1-13;

+ WupuHa kaHana, MMy — wmpmnHa Noaockl YacToT KaHasla, Ha KOTOPOM paboTaeT ToUKa AOCTyna,
npuHmumaet 3HaveHnsa 20 n 40 MIru;

* OCHOBHOU KaHa/1 — NnapameTp MOXET ObITb M3MEHEH TO/IbKO MPY MNPOMYCKHOW CNOCOGHOCTN CTaTU4eCKn
3aflaHHOro KaHana, pasHoin 40 MI'y. KaHan 40 MIM, MOXHO cuMTatb COCTOALLMM U3 ABYX KaHanoB no 20
Ml u, KOTOpble rpaHnyaT B YaCTOTHOM o6nactu. 3Tn ABa kaHana 20 MU, Ha3bIBaOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa UCNOJb3YeTCH KIIMEeHTaMu, KOTOpble MOAAEPXMBAIOT TO/TbKO
nosiocy nponyckaHunsa kaHana 20 Mrru;

« Upper — nepBun4YHbIM KaHasloM OyaeT BepxHuin kaHan 20 MI'y, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHas/10M ByaeT HMKHWUI KaHan 20 MMy B nonoce 40 My,

* MowHocmsb cueHasia, 0bm — perynmpoBka MOLWHOCTM curHana nepegarynka Wi-Fi B gbm. MpnHnumaet

3HayeHune ot 0 go 16 abm.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

LNononHUTENBHO v
OBSS Coexistence
KaHankHan cKopocTb nepenadu Auto v
KOpOTKHIA 3alUMTHBIA MHTEpBan
§TBC O
Mepu1op, oTNPABKK CNYKeGHbIX COOBLLIEHUIA, MC 100
TMopor parmexTayu 2346
Mopor RTS 2347
Arperauua
KopoTkan npeambyna
LWefinep Broadcast/Multicast, nak/c O
Wi-Fi Multimedia (WMM)
PexkuM paGoTsl DHCP Snooping ignore v

BKNOYMTE QOS O

* OBSS Coexistence — pexvM aBTOMaTM4YeCKOro YMeHbLUEHNS LUMPUHBI KaHasta Npu 3arpy>XeHHoM
paavoadgupe. MNpy ycTaHOBNEHHOM hriare pexuM BK/IOYEH;

* KaHasibHasi ckopocmb nepedaqu — OUKCpPOBaHHas CKOPOCTb 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensemas cneumdukaumsamm ctaHgapTos IEEE 802.11;

+ Kopomkul 3awyumHbIl uHmMepsas — NoAAEPXKKa YKOPOUEHHOro 3alMTHOrO HTepBasia. Touka gocTyna
nepeAaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHbIN NHTepBaUT,

+ STBC — meTOoZ NpPOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBAaHUS, HanpaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTU nepegayn AaHHbIX. MNose 4OCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagvouHTepdpeiica BkntoyaeT B cebs 802.11n. MNpu ycTaHOBNEHHOM dhriare yCTPOMNCTBO nepefaet oauH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT )€ MOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH,;
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lMepuod omnpasku c/yxebHbIX coOo0bweHUl, MC — Nepuog Nocbikn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHnsa ToUKM gocTtyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ynC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepegayv LMpOKoBELWaTe/IbHOro/MynbTUKACTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumMnt ans
LUMPOKOBELLLATE/IbHOTO TPadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkn WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépadéoTtkm DHCP onuuun 82. JocTynHble 3Ha4YeHuA
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIo;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusi napameTpa Ha uMs SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa 0 52 CMMBOJIOB, KOTopas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEeH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHasa CTpoka A0 63 CMMBOJIOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napameTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.
Bksroyums QoS — npu yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyeHnst kKayectTsa
o6cnyxusanua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeds AIFS cwMin cwMax TXOP Limit

Data 3 (®on) 5 15 . 1003 v 0

Data 2 (Best Effort)

&)
o
-
=2}
@
-
o

Data 1 (Bugeo) 1 - B

Data 0 (Tenoc) 4 3 v 7 v 47

Station EDCA Parameters
Ouepege AIFS cwMin cwMax TXOP Limit

Data 3 (©oH)

Data 2 (Best Effort)

w
o
“
o
=]
o
“
=]

Data 1 (Buneo) 2 7 v

Data 0 (fonoc) 2

w
-
~
-
IS
a1

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepefaeTcs OT TOUKM
A0CTYyNa K KNMeHTy):

+ Ouepedb — NpeponpeseneHHble ovepean 48 pasiMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/ib, BbiCOKas NPOMyckHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHenpropuTeTHas o4epe/b, CPeAHsA NPornyckHas Croco6HOCTb U
3aZepxka. B faHHyt0 ovepepb oTnpaBnsAeTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepeb, MUHMMasbHbIE 3aepXKn. B AaHHo
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, UYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

« Data 0 (l'osoc) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHblE 3aepPXKN. B faHHO
oyepeam aBTomMaTMyeckn obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpeaensier Bpema oxugaHusi Kaapos (dpeliMoB)
OaHHbIX, U3MepAEeTCcs B cnoTax, NpUHUMaEeT 3HavyeHns 1-255;

* cWMin — Hayas/IbHOE 3HaYeHne BpeMEeHN OXunaaHus nepes NoBTOPHOW OTNpaBKoW Kaapa,
3ajaeTcs B MUIINCEKYHAAX, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHue BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKon kaapa,
3ajaeTcs B MUIINCEKYHAAX, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/mMKHO 6bITb 60/1bLIE 3HaYeHUss cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUK K/IMeHTa
[10 TOYKM AocTyna. Bo3MOXHOCTb Nepefayun — nHTepsas BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-cTaHUMs MeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K To4ke A0cCTyna, MakcMmasibHOe 3HavyeHne 65535 MnnancekyHp,

« Station EDCA parameters — Tabnumua HacTpoek napamMeTpoB CTaHLUMM KnneHTa (Tpadmk nepeaaercst ot
CTaHUMW KNMeHTa Ao Touku aocTyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbiLLE.

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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6.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

ELTEX  WOP-30L

MaoruTopuHr Radio VAP WDS CeTesbie HacTpoiikn BhewHue cepauncel Cuctema - BbIX0/,

Radio 2.4 [Ty 0bume
Radio 5 MTu> Pexam IEEE 802 1a/niac/ax v

JlononHMTENEHO ABToMETUUSCKMA BRISOD
KaHana

OI'paHMLMTI: CMNUCOK KaHanoe

n 36 (5170 — 5210 MIy) X
44 (5210 — 5250 Mri) X

LWnpuHa kanana, MMy 40 ~
OcHoBHOM kaHan Upper ~

MowHocTs curHana, Abu 19 v

[OnNONHUTENEHO v

* Pexxum — pexum paboTbl nHTepdelica cornacHo ctaHgapTam:
+ |IEEE 802.11ax;
+ IEEE 802.11a/n/ac;
+ IEEE 802.11a/n/ac/ax.

« ABmomamuyeckul 8bI60P KaHasa — Npu yCTaHOBNEHHOM chiiare Touka 6yaeT aBToMaTnuyeckm
BblGMpaTb HaVMeHee 3arpy>KeHHblil pagnokaHan ans paéotbl Wi-Fi nitepdpelica. Mpu cHaTom chnare
OTKpbIBAETCH AOCTYN A1 YCTAHOBKM CTaTM4yeckoro paboyero kaHana;

* KaHas — BblIGOp KaHasa nepefayun faHHbIX;

+ O2gpaHuyums CrucoK KaHasi08 — Npu yCTaHOBNEHHOM ch/iare Touka AocTyna 6yAeT UCnosib30Barb
OrpaHnYeHHbI Nosib3oBaresieM CNUCOK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtne «OrpaHnYnTbL CNMCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO ToYKa gocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCcex AOCTYMHbIX KAHa/I0B AaHHOro
AnanasoHa 4YacTtoT. KaHanbl gnanasoHa 5 'u; 36-64, 132-144, 149-165;

+ WupuHa kaHana, MMy — wmnpmnHa nosaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT Touka AOCTyna,
npuHumaeT 3HaveHus 20, 40 n 80 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb N3MEHEH TOJIbKO NPW NPOMYCKHOM CNOCOGHOCTU CTaTUYeCcKu
3aZlaHHOro KaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cyMTaTb COCTOALLMM U3 ABYX kaHanos no 20
MT U, KOTOpble rpaHuyaT B YaCcTOTHOW o6nactu. 3Tu ABa KaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPWUYHbIM KaHasiaMu. MepBUYHbIA KaHa UCNOJb3YETCH KITMeHTaMu, KOTOpble NOAAEPXMBAIOT TO/IbKO
nosiocy nponyckaHusa kaHana 20 Mru;

* Upper — nepBnYHbIM KaHaloM ByaeT BepxHuii kaHan 20 My, B nonoce 40 MIy;
* Lower — nepBUYHbIM KaHa/10M 6yAeT HMKHWUIA kaHan 20 MIy, B nonoce 40 MIu.

* MowHocmb cueHasna, 0bm — perynnposka MoLHoOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HadeHue ot 0 go 19 gbwm.

42



PykoBogacTBo no akcnayatauum WOP-30L

© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonvaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

[ONONHUTENBHO ~
OBSS Coexistence
KaHanbHaa CKopocTb Nepeaasn Auto v
Monnepxka DFS BrnioyeHo v
KOpOTKMiA 3aLMTHEIA MHTepBEan
STBC O
Mepuos oTNpaski cnyeBHbIX COOBLUEHMI, MC 100
Topor dparmeHTalun 2346
Mopor RTS 2347

Arperauus

<]

<]

KopoTkas npeambyna

LWeiinep Broadcast/Multicast, nak/c

WIi-Fi Multimedia (WhM)

a

Pexxum padotsl DHCP Snooping gnore v

BKMOYMTE QOS O

* OBSS Coexistence — pexvmM aBTOMaTM4YECKOro YMEHbLUEHNS LUMPUHBI KaHaut1a Npu 3arpy>XeHHoM
paanoadmpe. MNMpu ycTaHOB/IEHHOM dhf1are Pexxnm BK/THOYEH;

+ KaHa/lbHasi CKopocmb riepedaqu — (PUKCMpoBaHHas CKOPOCTb 6eCNPOBOAHON nNepeaayn AaHHbIX,
onpegensemas crneundukaunammn ctaHgaptos IEEE 802.11;

* [Moddepxxka DFS — mexaHn3M AMHaMnyeckoro Bbibopa YacToTbl. TpebyeT OT 6ecrnpoBOAHbIX YCTPOWCTB
CKaHupoBaTb pagnoadup v nsberartb UCMosIb30BaHNA KaHa10B, COBNaAatoLmX ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/Il04EHO — MeXaHn3M Bblk/toueH. DFS-kaHasibl He JOoCTynHbI 415 BbI6Opa;
* BK/1l04EHO — MexaHn3M BK/IHOYEH;
* [MpuHyoumesibHO — MexaHun3M BbiktoveH. DFS-kaHanbl 4OCTynHbI /19 BbIGOPa;

* Kopomkul 3awjumHbil uHmMepsasa — NogaepKka yKOpoUyeHHOro 3aluTHOro nHtepsasia. Touka goctyna
nepefaeT AaHHble, UICNO/b3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
K/IMeHTaMu, KOTopble Takke NoAAepXMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
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+ STBC — meTOoZ NpPOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHUS, HanpaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTM nepegayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs1 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;

* [Mepuod omnpasKu c/yXebHbix coobuwjeHuli — nepuoa nocbisikn Beacon-thpeiimoBs. ®peimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHms 20—2000 mc, no
ymonyaHuo — 100 mc;

* Mopoe chpaemeHmayuu — nopor parmeHTaummn ppeinma B 6alitax. MpuHMaeT 3HaveHusa 256-2346, no
yMoO/4aHuio — 2346;

* [Mopoe RTS — ykasbIBaeT 4unC/0 GaiiT, Yepes KOTOpPOe NnocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;

+ Agpezayusi — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNosib30BaHNe KOPOTKOM npeamby bl NakeTa;

* Llelinep Broadcast/Multicast, nak/c — npy ycTaHOBNEHHOM ¢onare BbIMOSIHAETCA OrpaHMyeHne
nepefayv LWMpPOKoBeLLaTeIbHOro/My/IbTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NUMAUT
ANS LUMPOKOBELLATENBHOTO Tpadgvka B NOsIBUBLLEMCS OKHe (nak/c);

* Wi-Fi Multimedia (WMM) — BkntoueHue nogaepxxkn WMM (Wi-Fi Multimedia);

* Pexxum pabomsl DHCP Snooping — BbI6op nonntrkn o6pabotkn DHCP onunu 82. locTynHble 3HaYeHus
Ana Bolbopa:

* ignore — obpaboTka onuuu 82 oTkNoYeHa. 3HauyeHne Mo YMOHaHNIo;
* remove — To4YKa AOCTyna yaasiset 3HavyeHue onuum 82;
* replace — Touka focTyna NOACTaBMAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HaueHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha uMs SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
* custom — 3ameHa 3Ha4yeHus napametpa CID Ha 3HavyeHue, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HayeHne no ymonyaxduio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHuns kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
qupe,qh AIFS cwMin cwMax TXOP Limit

Data 3 (@oH) 7 15 . 1023 v 0

Data 2 (Best Effort)

Data 1 (Buaeo) 1 -

Data 0 (Tonoc) 1 3 v 7 v 47

Station EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit
Data 3 (®oH) -

15 v 1023 v 0

Data 2 (Best Effort) 3 15 v 1023 v o

Data 1 (Buaeo) 2 7

Data 0 (Tonoc) 2

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpaduk nepeaaeTcs oT TOUKM
[0CTYNa K KNMeHTy):

+ Ouepedb — NpeponpeseneHHble ovepean 418 passiMyHoro poga Tpaduka:

+ Data 3 (PoH) — HU3KONPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyCckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeHenpropuTeTHas o4epe/b, CPeaHss NPornyckHas Croco6HOCTb U
3agepxka. B gaHHyt0 ovepeb oTrnpasniseTcs 60/bWMHCTBO TPaAMLMOHHBIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS ouepefb, MUHMMasIbHbIE 3a4epPXKn. B AaHHO
ouepean aBTomaTMyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHbIE 3aePXKN. B faHHOl
ouepean aBTomaTMyecky obpabartbiBalOTCA faHHbIE, HYBCTBUTE/IbHbIE K BPEMEHW, Takne Kak
VolIP, notokoBoe Buaeo (npuoputetsbl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpemsa oxugaHusi Kagpos (dppeliMoB)
AaHHbIX, U3MepseTcs B cnotax, NpUHUMaEeT 3HaveHns 1-255;

* cwMin — Hayas/lbHOE 3HaYeHne BpeMeHN oXngaHus nepes noBTOPHOM OTNpaBKoW Kaapa,
3afjaercsa B MWIINCEKYHAAX, NpuHUMaeT 3HaveHnna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHU OXngaHus nepes noBTOPHOW OTNPaBKoW kaapa,
3afjaercsa B MUWIINCEKYHAAX, NpuHUMaeT 3HaveHnna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HavyeHne cwMax fo/mKHO 6bITb 60/bLIe 3HaYeHUss cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUK K/IMeHTa
[10 TOYKM gocTyna. Bo3MOXHOCTb nepefayun — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-cTaHUMS MMeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K To4ke 4oCTyna, MakcumasibHOe 3HavyeHne 65535 MnunancekyHp,

« Station EDCA parameters — Tabnmua HacTpoeK napamMeTpoB CTaHUMM KnneHTa (Tpadmk nepeaaercst ot
CTaHUMK KNMeHTa Ao Touku AocTtyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbilLE.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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6.5.3 ToameHto «[onoNHUTENbHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

ELTEX  WwWoOP-30L

Radio 2.4 Ty [ononHUTENEHO

Radio 5 Ty Crpana Poccua v [ PasBnokuposaTs

ImobansHan M3onALMA O

JononHuTensHo »

MoHUTORMHT Radic VAP WDs CeTeBke HACTRORKK BHewWwHWe CepEMCE Cucrema - (BBIXOO)

+ CmpaHa — Ha3BaHVe CTpaHbl, B KOTOPOI paboTaeT Touka gocTyna. a5 Bbibopa CTpaHbl HY>XHO
BbICTaBUTb (piar «PasbnoknpoBaTby. B 3aBUCMMOCTU OT yKa3aHHOIO 3HaYeHus 6yayT NpYMeHeHbI
OrpaHuYeHns K Noioce 4acToT M MOLLHOCTU NepefaTymnka, KoTopble AelCTBYIOT B JaHHON cTpaHe. OT
YCTaHOB/IEHHOI CTPaHbl 3aBUCUT CNUCOK AOCTYMHbIX YACTOTHbIX KAHa/10B, YTO B/IMSIET Ha
aBToMaruyeckuii BbiIbop kaHana B pexume Channel = Auto. Ecnu knueHTckoe o6opynoBaHune

MyeH3npoBaHoO Ana ncnosib3oBaHnAa B ApPyroMm pernoHe, BO3MOXXHO, YCTaHOBUTL CBA3b C TOUKOI AocCTyna

B TAKOM C/ly4yae He yjgacTcs.

€@ Hactpoiika nokanbHbIx (PErMOHasIbHBIX) OFPaHNYEHIiA, BKToUas paGoTy Ha paspeLleHHbIX
4aCTOTHBIX KaHas1axX 1 BbIXOAHOW MOLLHOCTM, ABNSIETCS OTBETCTBEHHOCTbLIO NHCTa/ISITOPOB.

© BuLIGop HeNpaBUILHOMO PETMOHA MOXET NPUBECTU K MPO6G/1eMaM COBMECTUMOCTM C PasHbIMY
K/TMEHTCKMMU YCTPOCTBaMM.

« [7106a/1bHasi u3o/1siyusi — NPV YCTAHOB/IEHHOM doiare BK/TOUYAETCA M30M1ALUMS Tpadmka Mexay
KnneHTamy pasHbix VAP 1 pasHbIx pagnovHTepdeiicos.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOI KOHQOUIypaLumy 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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6.6 MeH «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

6.6.1 TMogmeHo «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUkM B pasgenax VAPO-VAPG.

-LTEX  wopP-30L

MoHHTOPHHT Radio VAP WDS CeTesbie HacTPOWRN BHewHHe cepenchl CHcrema - (ebix0m)

CymmapHo > 24Ty | 5MMu
240y Pesum
Pekum Tpawcnuposate  Band VLAN  General Msonauusa

50Ty VAP  Brnwueno OesonacHocTw VLANID SSID SSID Steer Trunk Mode General VLANID  aboneHToB

VAPD Buirniouero () O D a

WOP-30L_2.46Hz
VART D Baifnioseno WOP-30L_2.4GHz-1
VAPZ O EnlknigueHo WOP-30L_2 4GHz-2
vap3 [ Baitniosero

WOP-30L_2 4GHz-3

Mokasark Boe

* VAPO-VAP6 — nopsifikoBbIi HOMEP BUPTYasIbHOWN TOYKM AOCTYNa;

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTyaUibHasA TouKa JOCTynNa BK/IOYEHA, MHAYe — BbIK/THOUYEHE;

* Pexum 6e3onacHocmu — TUN WNPOBaHNS AaHHbIX, UCMONb3yeMbIii Ha BUPTYa/lbHOW TOUYKe J0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumaTbcs MeTka npu nepegadve tpaduka Wi-Fi knvenTtam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTy;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKHOYEHO BelaHue B adomp SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1are akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM ¢biare aboHeHTY nepefaeTcsa TermpoBaHHbIn Tpadvk;

*+ General Mode — npu ycTaHOB/IEHHOM (hfiare paspeLlaercs nepegadya HeTermpoBaHHoro Tpadguka
COBMECTHO C TErMpPOBaHHbIM (4OCTYNHO Npu BktoueHHOM pexume VLAN Trunk);

*+ General VLAN ID — c ykasaHHoro VLAN ID 6ygeT cHumaTbea meTtka u Tpadmk atoro VLAN npoiiget Ha
kKnneHTa 6e3 Tera. Mpu npoxoxaeHun Tpacrka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbIV Tpaduk 6yaeT
HaBewwmBaTbcsa meTka General VLAN ID;

* U3on1syus aboOHEHMOB — NPV YCTaHOB/IEHHOM (p/iare BK/THOUEeHa U30/15UuMa Tpadimka Mexay KnmeHTamu
B npegenax ogHoii VAP.

[N BCTYNNEeHMs1 B CUYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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6.6.2 lMoameHto «VAP»

LTEX woP-30L

MoHUTOPHHT Radio VAP WwDs CEeTEELIE HACTPOHEW BHelwHne cepancl Cucrema - (Bbx0A)

CymmapHo VAPO | VAP MAP2  WAP3  VAP4  VAPS VARG
24Ty OfLMe HACTPOHEM

5y BenkoueHo

VLAN ID
SSID WOP-30L_2 4GHz

Tpaxcruposate SSID
Pewam Band Steer
WLAN Trunk
General Mode
Wzonaumn aSoHeHToB
Mopaepxa 802 11kl
Pennukaumn Mulicast

Mpwopurer DSCP ~
Peskima Minimal Signal
MuHrMansHLIA ypoeeHsb curHana, gbm -100

Mopor yposHA CHIHANA MPK POYMKHIE -100
ABm

Wurepean Minimal Signal, ¢ 10
MaKCHMENEHDE KOMMHECTED KITMEHTOE 0
Pesxm DesonacHocTi Bulknioqeto ~
Mopaemxa 802.11r

Pexuim OWE Transifion none il

O6uine HaCTPOKKK:

Bk/iroyeHO — npu yCTaHOBIEHHOM ch/iare BUPTyasibHas TOYKa AOCTYyna BKNHYEHA, MHavye — BbIK/IIOYEHa,
VLAN ID — Homep VLAN, ¢ koToporo 6yzeT cHuMaTbeca MeTka npu nepegade tpaduvka Wi-Fi knveHTam,
NOAKMOYEHHBIM K faHHoin VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);
SSID — nms BupTyanbHON 6ecnpoBOLHON ceTy;
TpaHcuposames SSID — npu ycTaHOBNEHHOM ¢h/iare BKIKOYEHO BelaHue B adoup SSID, nHave —
BbIK/1HOYEHO;
Pexxum Band Steer — npu ycTaHOB/IEHHOM dh/iare akTMBHO MPUOPUTETHOE NMOAK/NIOYEHNE KaneHTa Kk 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;
VLAN Trunk — npu ycTaHOB/IEHHOM ¢oniare aboHEHTY nepefaeTcsa TermpoBaHHbIin Tpaduk;
General Mode — npu ycTaHOB/IEHHOM dh/iare paspellaeTcsa nepegada HeTermpoBaHHoro Tpaduvka
COBMECTHO C TErMpPOBaHHbIM (4OCTYNHO Npu BkItoueHHOM pexume VLAN Trunk);
General VLAN ID — c yka3aHHoro VLAN ID 6yaeTt cHumatbcs MeTka 1 Tpadvk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBelwumBaTbcs meTka General VLAN ID;
U3onsayuss aboHeHmos — Npu ycTaHOB/IEHHOM ch/iare BKKOUeHa U301auuMa Tpadiuka Mexay KnmeHtamu
B npegenax ogHoi VAP;
lodoepxka 802.11k/v — BkIOUUTL Nnoaaepxky ctaHgaptos 802.11k/v Ha BUPTyasibHOW TOUYKe AOCTYNa;
Pennukayusi Multicast — npu yctaHoB/ieHHOM conare Multicast-Tpadonk B CTOPOHY K/IMEHTOB ByaeT
npeo6bpaszoBbiBaTbCA B Unicast 40 KaXX4oro KNneHTa, Npy OTK/IIOYEHHOM — NpoxoanTs 6e3
MoaudrKaLmii;
lpuopumem — BbIGOP cnocoba npuopuTUsaumn. Onpegenser nose, Ha OCHOBAHUW KOTOPOro Tpaduk,
nepegawoLuiica B paguovHTepdelic, byaeT pacnpenensatbca no oyepeasim WMM:

+ DSCP — 6ypet aHanuauposarbcs npuoputeT 13 nonsa DSCP 3aronoeka IP-naketa;
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+ 802.1p — 6yaeTt aHanu3unpoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

+ Pexum Minimal Signal — npy yctaHOBNeHHOM hriare doyHKUUSA OTKIo4eHns knnenTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl (oyHKUMOHaNa
HeobX04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaUs1a B ABM, H/Xe KOTOPOro NPOUCXOANT
OTK/IHOYEHVE KIMEHTCKOro 060pyA0BaHNsA OT BUPTYasIbHON CeTK;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOANT NepektoyeHne K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp J0/MKeH ObITb Bbile, YeM «MUHUMa/IbHbIU ypoBeHb cu2Hasia». ecnu «MuHUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHS cugHasa npu poymuHae» [OMKEH ObiTb
paBseH, Hanpuwvep, -70 gbm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTEYEHMN KOTOPOro NPYHUMAETCS peLleHne 06
OTKJ/THOUEHUM KNIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MakKCUMa/IbHO AOMYyCTUMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHOW CETU KIIMEHTOB;

* MFP — 3awuta management-kagpos (gocTynHo npu pexmme 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexrimos
6e3onacHocTn MFP nepesoautca B coctosiHue OmkJ/1io4eHo, Npuy Bbibope pexnma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOSIHVE BK/IHOHYEHO):

* OmkJ/1o4eHo — 3almMTa management-kagpoB OTK/IIOYEHS,;

+ OnyuoHa/ibHO — 3almnTa paboTaeT, ecnv KNMeHT nogaepxmeaet MFP. KnneHTbl 6e3 nogaepxkm
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/1r04eHO — 3awmTa BK/IKYEHa, KNNeHTbI, He nogaepxusatoLime MFP, NogkIto4nMTbCa He MOTyT.

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/Il04EHO — HEe UCMNO/b30BaTh WNpoBaHve 414 nepegadn AaHHbIX. Touka JocTynHa ans
NOAKN0YEHMA NOOro KNneHTa. 1A ceTell OTKPbITOro TMMNa MOXHO AOMONHUTENIbHO HACTPOUTL
«Pexum OWE Transition'». B 3TOM nosie He06X0AMMO yKa3aTb MHTepdelic ¢ TUMOM WNMpPOoBaHUS
OWE, c KoTOpbIM 6yAeT yCTaHOB/IEHA CBS3b;

« OWE (Opportunistic Wireless Encryption) — meTop, LuMpoBaHus, 06ecneyrBaroLLmii 6e30nacHOCTb
[AaHHbIX, NepegaBaeMbiX N0 He3alNLLEHHOW CeTU.

Mpwn 3TOM OT No/b30BAaTENEN HE TPEOYETCA KaKNX-TO AOMNONHUTENbHbIX AEACTBUIA 1 BBOAA Napons
ANs nogkntoyeHns K cetu. Mpu Bbibope faHHOro pexnma 0TobpaxaeTcs HepegakTupyemoe

none «Pexum OWE Transition'», yka3blBatoLLiee MHTEPEIC C OTKPbITLIM TUMOM LIMGIPOBAHNS, C
KOTOPbIM HaCTpOEeHa CBA3HOCTb B TEKYLUWI MOMEHT;

© «Pexum OWE transition» o6ecneunsaet obpatHyto coBmecTumocTb ¢ WiFi-knneHtamp,
HenoaaepXmeawLLnMm ayteHTudmkaumo OWE. Mpu nonbITKE NOAKAOUYEHUS K OTKPLITOM CETH, rae
HacTpoeH «Pexxnm OWE transition», knneHT, nogaepxusatowwimii OWE, nogkniountcs K uindpoBaHHOM
CETU, HACTPOEHHOI Ha YKazaHHOM MHTepdieiice, a KNMeHT, Henogaepxmsatowmin OWE, nogknoumnTes K
TekyLlel OTKpbITOM CeTn 6e3 WnpoBaHus.

+ WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LuindpposaHus, Npu Bel6ope 04HOro 13
crnoco6oB 6yAeT AOCTYyMHa creayowasn HacTpolika:

* Koy WPA — kntoy/naporsib, HE06X0A4MMbIA 418 NOAKIYEHNSA K BUPTYaslbHOWN TOUKe
poctyna. [yivHa kntoya coctasnser ot 8 o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WndpoBaHUA kKaHa1a 6eCcnpoBOAHON CBA3U, NPU KOTOPOM K/TUEHT
aBTOPU3YyeTCA Ha LeHTpannsoBaHHoOM RADIUS-cepsepe. [1/19 HACTPOVKN fAaHHOIo pexnma
6e3onacHocTn TpebyeTtcsa ykasatb napameTpbl RADIUS-cepBepa. Takxe TpebyeTca ykasarb K/ou
ona RADIUS-cepsepa.
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Mpu BbIGOpE OnpeAenieHHoro pexuva 6e3onacHocT 6yayT AOCTYNHbI C/IeAyoLMe HAaCTPOK:

Pesxun BesonacHocTv WPA2MWVPA3-Enterprise ~

MFP OnuMoHansHo v

PMKSA k3luvposaHie
Mopnepsxka 802 1r
Bpyuyio
FT-over-DS ]

Kntou moBunsxore goctyna RO root

Kntou moBunexore goctyna R1

WnenTudbukatop mobunsHoro 0
Aomena

Berpeunbia MAC-agpec

MAC- YnaneHHbIW KNy YnaneHHbid knioy RRB RRB
Ne anpec mofuneHoro noctyna RO moBuneHoro goctyna R1 kmo4 RO kmiow R1

« MFP — 3aumta management-kagpoB (gocTynHo npu pexume 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise u WPA3-Enterprise, npu Bbi6ope Apyrnx pexxMmos
6e3onacHocT MFP nepeBoaunTcsi B cocTosiHne OmK/1I0HEHO, MPY Bblbope pexnma 6e30nacHocTr
WPA3, WPA3-Enterprise, MFP nepeBoanTcsi B COCTOsIHVE BK/IHOHYEHO):

+ Omk/1o4eHOo — 3aWmTa management-kaZpoB OTK/IIOYEH3,

+ OnyuoHa/lbHO — 3alluTa paboTaeT, ecnu KNueHT nogaepxmsaet MFP. KnueHTbl 6€3 nogaepxku
MFP moryT noakntountbes K gaHHoii VAP,

* Bk/1o4eHO — 3almTa BKIKYEHa, KIMeHTbl, He nogaepxmsatowme MFP, nogknountbca He MoryT.

* PMKSA kawuposaHue — pnar ynpasnsaeT BK/HOYEHNEM KILUMPOBaHUS MHhopMaunmn o NoAKIHYEHNN
Enterprise-knueHTa. Mpun BKAOYEHUM AaHHOW (DYHKUMKN TOYKa AOCTyNna 3anoMUHAET KIIMEHTCKOe
YCTPOWCTBO Nocse aBTopusaLumn Ha 12 yacoB 1 He TpebyeT NOBTOPHOW ayTeHTUmkaummn Ha RADIUS-
cepBepe Npu NOAKIYEHUN B TEYEHNE 3TOr0 BpeMeHu. BkitoueHne gaHHOW (OyHKUUM CoKpallaeT Bpems
poyMUMHra Npu BO3BpaLLEHNN KNMeHTa Ha Touky B pexume WPA Enterprise. HacTpoiika gocTynHa ToNbKO
npu pexunmax 6esonacHocTu Enterprise;

+ 802.77r — doyHKUMOHaN BbICTPOro POYMUHra, paboTaeT TOMIbKO C KIMeHTaMu, KOTopble NoAAepXNBatoT
ctaHaapt IEEE 802.11r. PoymuHr 802.11r BO3MOXEH TOMbKO Mexay VAP ¢ peXrMMom 6e30MacHOCTM
WPA2 1 BbILwe:

+ lNodoepxka 802.71r — BKNIOUNTb NOAAEPXKY cTaHAapTa 802.11r Ha BUPTYasibHOM TOUKe A0CTyna,;
* Bpy4Hyr0 — Nnpun yCTaHOB/IEHHOM cp/1are nosiBNSeTCA BO3MOXHOCTb PYUYHOW HACTPOMK/
napameTpoB POYMUHIa;
« FT-over-DS — BkntoveHue pexnma «Over the DS»;
* Knrou MobusibHo20 docmyrna RO — yHUKasbHbIA KN4 Ans gaHHoi VAP, Hanpumep, cepuiiHbIi
HOMep;
* Koy mo6usibHozo docmyna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHApbI
ifconfig);
* VlodeHmughukamop Mob6uU/IbHO20 OOMEHA — HOMEP TPYNMbl, B paMKax KOTOPOIi MOXET ObITb
COBEpPLUEH POYMUHT. MpuHUMaeT 3HavyeHna ot 0 go 65535;
* BcmpeuyHbiti MAC-adpec:
+ MAC-adpec — MAC-aapec VAP-uHtepdelica BCTPEUYHOR ToUkn gocTyna. MakcumasnbHoe
KonmyecTBo — 256;
* YOasieHHbIli K/1o4 MO6U/IbHO20 docmyra RO — yHUKanbHbI K104, AO/MKEH coBnajaTh C
«Kntoy mo6unbHoro aoctyna RO» Ha VAP BcTpeuHoii T[;
+ YOasieHHbIl K4 Mobu/ibHo20 docmyna R1T — MAC-agpec VAP Ha BcTpeyHoii T/,
* RRB ko4 RO — cnyyaliHblin knod. He gomkeH coBnagath ¢ «RRB kntoy R1», HO 06a3atenbHo
[omkeH cosnagatb ¢ «RRB kntou R1» BcTpeuHoid TA. AnnHa knova — 16 CMMBO/IOB;
* RRB k104 RT — cnyyaiiHblin knod. He gomkeH coBnagath ¢ «RRB kntoy RO», HO 06a3atenbHo
[omkeH cosnagatb ¢ «RRB kitou RO» BcTpeuHoit TA. AnvHa knoda — 16 CMMBOJIOB.
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RADIUS:

RADIUS

Homewn root
|IP-agpec RADIUS cepespa 192 168.0.1

Mopt RADIUS cepeepa 1812

®

Mapone RADIUS cepeepa
Mcnoneaoeate akkayHTHHN yepes RADIUS

Mcnons2oBate gpyrue HacTpoiky anA
aKKayHTUHra

IP-agpec RADIUS cepeepa gnA 192.168.0.1
aKKayHTHHIA

Mopt RADIUS cepeepa AnA akkayHTWHMa 1813

Mapone RADIUS cepeepa anA akkayHTHHIa

®

I'Iepmo,cl,w-lecr{aﬂ OTNpaBra arkayHTHHIa

VHTEpEAN OTNPAEKM aKKaYHTHUHIA 600

+ [lomeH — flOMeH nonb3oBaTtens;
+ IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa;
* Mopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOPbIA NCNOMb3YeTCsA A8 ayTEHTUANKALMA 1
asTopusauuu;
* laposb RADIUS-cepsepa — naposnb s RADIUS-cepBepa, nCnonb3yemoro 4J/1s ayTeHTugukaumm um
asTopusauuu;
* Vlcnosnib308ameb akkayHmuHe Yepe3 RADIUS — npu ycTaHOB/eHHOM donare 6yayT oTnpas/isaTbCcA
coobuweHuns «Accounting» Ha RADIUS-cepBep;
* Mcnonb3os8amb Opyaue HacmpoUliku 0719 akkayHmuHaa:
+ IP-adpec RADIUS-cepsepa 0511 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro a/is
aKKayHTUHa,;
*+ lNaposnb RADIUS-cepsepa /151 akkayHmuHa2a — naponb s RADIUS-cepBepa, ncnonb3yemoro ass
aKKayHTUHra,;
+ Mopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTOPbI 6yAEeT UCNOMb30BaH A/151 cbopa akkayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IOUYUTb NEPUOANYECKYIO OTMPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBas 0TNpaBky COOOLLEHNA MOXHO B none «/HTepBan
OTMPaBKM akKayHTUHIa».
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[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika nopTasibHOM aBTOpPU3aLNK:

|_|D|:IITEJ'II:-H df aBTOpHU3aUKnA
BrmoquTe

HaseaHwe BMpTyansHoOr NopTana default

Afpec OnA NepeHanpPaEneHinA hitpui192.168.0.1:5080/eltex_portal/

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBaresiein B ceTn 6yaeT Npon3BoanTbLCA
nocpeacTBOM BUPTYasIbHOTO NnopTasna;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo noprasa, Ha KoTopblii 6yAeT nepeHanpas/eH
nosb30BaTesb NPu NOAKIYEHUM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — apec BHELLHEro BUPTYasIbHOroO nopTasa, Ha KoTopblid byaeT
nepeHanpasfieH nosib3oBarteslb NPU NOAK/IYEHNN K CETU.

OrpaHnyeHnsa CKOPOCTU:

CrpaHWHEHHA CHOPOCTH

BrmcusuTe

VAP Limit Down 0 KOUTIC
AP Limit Up 0 KOWTIC
STA Limit Down 0 KOUTIC
STA Limit Up 0 KBWTIC

* Br/1o4umb — aKTMBUPOBAaTh NOJIe HaCTpoek;

+ VAP Limit Down — orpaHu4eHue nNponyckKHom CnocoBHOCTM B HanpaBeHUN OT TOUKM AocTyna Ao
KMEHTOB (B CyMME), NOAK/THUYEHHbIX K AaHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHvie NponyckHOW CNoCOBHOCTM B HAnpaB/eHUN OT K/IMEHTOB (B CyMMe),
NoAKNHYEHHbIX K AaHHol VAP, 0o Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHMyeHne NponyckHOM CnoCO6HOCTX B HaNpaB/ieHMU OT TOUKK AoCcTyna Ao
KTMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKNOUEHHbIX K AaHHON VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (Kaxaoro B
0TAENbHOCTM), NOAKNOYEHHbIX K AaHHOI VAP, 1o Toukn aoctyna, K6ut/c.
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KoHTponb goctyna no MAC:

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KonTpons goctyna no MAC

BEnio4eHo

Monutuka 3anpetntb v

Cnucok MAC-agpecos

&)
@
I
a
B
m
@
oo
[
Q
©w
9]
x

+ TIPUMEHHTL ® OTMeHa

* Bk/1o4eHO — Npu yCcTaHOBMEHHOM hriare 6yaeT pabotarb BblbpaHHasA NonTka AoCTyna,;
* lMosnumuka — nonuTuKa Joctyna. Bo3moXxHble 3HaYeHus:
« 3anpemums — K gaHHoi VAP Gyaet 3anpeLeHo nogknitovarbes knmeHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTtasibHbIM [OCTYN ByAeT paspeLlen;
« Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogkntoyarbes TobKo TeM kimeHTam, MAC-
ajZipeca KOTOpbIX COAepXarcs B Cnucke. BceM octasibHbIM AOCTYN OGyAeT 3anpeLleH.
+ Cnucok MAC-adpecos — cnvcok MAC-aapecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLleH A4oCcTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

[N Toro 4To6bl 106aBUTL aAPEC B CMINCOK, HAXKMUTE KHOMKY B /i & nossuBwemcs none BBeauTe MAC-
aapec. YTobbl yaanuTb aapec 13 Crmcka, HAKMUTE KHOMKY E] B COOTBETCTBYHOLLEW CTPOKE.

Ecnv Bo3HMKNA HE06X0AMMOCTb f06aBUTb B CNCOK MAC-apec K/IMEHTA, KOTOPbIV B A@HHbIA MOMEHT

MOAK/HOUYEH K 6a30BOI CTAHLIMK, HOKMIUTE B KOHLIE CTPOKM KHOMKY (v BbIGEpUTE HYXHbI afpec 13 cnuncka,
OH aBTOMAaTMuYecKn A06GaBUTCS B MOJe.

Mo ymonyaHuio B cnucke otobpaxaetcsa Ao 10 agpecos. 18 TOro 4tobbl yBUAETH NOJHbIN CMIUCOK B Cyyae,
€Cnn oH coaepxnTt 6onee 10 aapecoB, HAXXMUTE KHOMKY «[loka3aTb BCEY.

10 E0:D9:E3:TA:BE:CO - x

Mokasatb BCE

[nsa BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHUS HaCTPOEK B AHEProHEe3aBMUCUMYH0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 1151 OTMEHbI UBMEHEHUIA HAXKMUTE KHOMKY «OTMEHa».
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6.7 MeHw «WDS»

B meHo «WDS» BbINo/HAETCA HacTpoiika 6ecnpoBogHbIX MocToB Mmexay WOP-30L.

© npu koHdurypuposaH WDS-coeiMHeHNs HE06X0AMMO, YTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

6.7.1 TogmeHto «WDS»

=L TEX  WwWOP-30L

MoruTopuHr Radio VAP WDS

ETEBhIE HACTPONKA BHelHue cepemcsl Cuctema - Bhbix0)

WDS > 24y 50y
Brniouero M
Pexan GezonacHocTu BriknwueHo v

MAC-agpec 6813 E2:35:19:50
pagvouHTepdeica

MHTepdeiicsl WDS

WUnTepdeic Berpeunbil MAC-agpec KaHankHaa copocTe Nepenayu

wlanQ-wds0 Auto v

wian0-wds1 Auto hd

wlan(-wds2 Auto v

wlan0-wds3 Auto ~

Bo Bknagkax «2.4 I'u» n «5 I'u» BbIGMpaeTcs pagmonHTepdgienc ycTponcTea, Ha KOTOPOM HEOBX0ANMO
nocTpouTb 6ecnpoBOAHON MOCT.

* BK/Il04EHO — NPU YCTAHOB/IEHHOM dhnare pexuM 6ecnpoBOAHOI0 MOCTa BK/IHOUEH, MHAYe — BbIK/THOYEH;

* Pexum 6e3onacHocmu — pexumM 6e30nacHoCTV AoCcTyna K 6ecnpoBOHON ceTw:
* BbIK/IlO4UMb — HE UCMNO/b30BaTh LUNGPOBAHNE A5t Nepefayn faHHbIX;

+ WPA2 — cnocob wundpoBaHus, npy Bbibope KOTOPOro 6yaet AOCTyNHa cneayroLlast HacTponka:
* Koy WPA — knio4/naponb, HE06X0AMMbI AN151 NOAKYEHMS K BCTPEYHOW ToUke AocTyna.

[nvHa knoya coctasnseT oT 8 o 63 CMMBOSIOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepdgeinca gaHHOro yCTponcTea;

* MlHmepgpetic — Bbi6OP 1 BKNtoUeHne WDS-uHTepdieiica, Ha KOTOpoMm GyaeT NOCTPOEH 6eCnpoOBOAHONA

MOCT;

* BcmpeuHbil MAC-adpec — MAC-agpec paavonHTepdeica BCTPEUHOro yCTPOMCTBA, 40 KOTOPOro
HacTpansaeTcsa 6ecnpoBOAHON MOCT;

* KaHasibHasi ckopocmb repedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,

onpegensiemas cneundukaumamm ctaHgapTos IEEE 802.11. ns kaxaoro nHtepcpeica Bbibrpaetcs

VHAMBUAYASTBHO.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.8 MeHto «CeTeBble HaCTPONKN»

6.8.1 MogmeHto «CucTtemMHas KoOHUrypauus»

=LTEX  woP-30L

MoruTopuHr Radio VAP WDS CeTegble HacTpoiikA BHewwHWe cepemcsl Cucrema - (ebixon)

CucTeMHaR koHGMIypaLma » Wwn xocTa WOP-30L
Joctyn l'eorpachrieckni JomeH root
VLAN ynpaensqua Terminating w
VLAN ID
MpoToren DHCP w
Mepemubeit DNS

Bropuuneii DNS

* VIMsi xocma — ceTeBoe 1MS YCTPOWCTBa, 3agaeTcs cTpoka 1-63 CMMBOOB: TaTUHCKUE 3ar/1aBHble U
CTPOUHble BYKBbI, LMPbI, 3HAK Aeduc «-» (Aednc He MOXET ObITb NOC/IEAHUM CYUMBOJ/IOM B UMEHN);

+ leoepachuyeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTemsl ynpasneHms EMS, B koTopom
pacnonaraetcs Toyka JOCTyna,

* VLAN ynpasneHus:.

* BebikroyeHo — VLAN ynpaBneHus He ncnonb3yeTcs,;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHUPYETCS Ha Touke AocTyna (B 3ToM
cryyae y K/IMEeHTOB, NOAK/IOUEHHbIX Yepe3 paanovHTepdeiic, HeT aocTtyna ao aaHHoro VLAN);

* Forwarding — pexwuwm, npu kotopom VLAN ynpasneHus nepefaercs Takke B pagnonHTepdeic
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

* VLAN ID — vpeHTudmkatop VLAN, ncnonb3yemsblin on1s AOCTyna K yCTPOWCTBY, NPUHUMAET 3HaYeHus 1-
4094,

+ [Mpomokos1 — BbIGOP NPOTOKOA, N0 KOTOPOMY ByAeT OCyLLecTBIATLCA nogknoyeHune no Ethernet-
NHTepdeicy yCTPOICTBa K CETU NpefoCcTaB/IeHNs ycayr nposariepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJTHaHWIO 1 gpyrve napameTpbl, Heobxoanmble s pabdoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBTOMaTUYECKY;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl Ha WAN-
nHTepdeinc HazHavarTcs ctatuyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[AOCTYMHbI CefytoLme napameTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepgoeiica ycTpoicTea B ceTv npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLIHel NOACETH;

* Lmo3 — afpec, Ha KOTOPbIA OTNPaBsAeTCA NakeT, ec/v [/19 HEro He HalileH MapLupyT B
Tabnvue mapLpyTusaumm.

* lMepsuyHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepepoB. Ecnv agpeca DNS-cepsepoB He
HasHaualoTca aBTomarmyecku no npotokosly DHCP, 3aaaiite nx Bpy4Hyo.

[N BCTYNNeHns1 B CUy HOBOI KOHChUIypaummn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». [1Ns OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.8.2 MoameHto «[ocTyn»

B nogmeHto «4ocTyn» Npon3BoaUTCA HaCcTpoiika JoCTyna K yCTpOKCTBY nocpeactsom web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMo/YaHuio, ¢ 1025 no
65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH fonyCTUMbIX 3HA4YEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJTYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI MMETb OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [insa BKIIOYEHMA JoCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

ELTEX  woP-30L

MoHUTOpUHT Radio VAP WDS CeTeBbie HacTpoliku BHelHue cepamcel Cucrema - (eL0com)

Cuctemuan koHdmrypauwa WEB
Docryn> HTTP-nopt a0
WEB-HTTPS
HTTPS-nopt 443
Telnet
SSH
NETCONF
SNMP
Maponk Ha YTeHHe public
Maponk Ha 3anmck private
Anpec onA npuéma Tpanoce vi
Anpec onA npuéma Tpanoe v2
Agpec AnA npuéma
coobLyeHuit Inform
CHCTEMHOE MIMA YCTPONCTEE WOP-30L
KonTaktHan uHcopmalma Contact
nNpovzB0QMTEnA

MacTononoseHus yeTpoicTea Russia

Mapons & Tpanax trap

MporpammHoe o6ecnedyeHne WOP-30L no3BosisieT N3MeHATb KOHGMrypaLuio yCTpoiicTBa, NpoBoANTb
MOHWTOPUHI COCTOSIHMS TOUYKM AOCTyNa 1 eé AATUIKOB, a Takke YNpaBnsTb YCTPOCTBOM, UCNOMb3Ys MPOTOKO/
SNMP.
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PykoBogacTBo no akcnayatauum WOP-30L

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

+ Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparos vl — IP-agpec nnn goMeHHoe nMs NpuemHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm OMeHHOe NMs npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHul Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — NMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTONO/IOXKEHNUN YCTPOICTBE;

+ lMaposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHI NapamMeTPOB TOYKM AOCTYyNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
* eltexLtd.1.127.3 — ynpaBneHune TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHue OID WOP-30L gocTynHo no cnegytowleii cebinke: Onvcadme OID Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.9 MeHio «BHellHne cepBUCbI»

6.9.1 TMogmeHto «MopTasibHasa aBTopuaums»

MoameHto «MopTanbHasA aBTOpU3aUUsa» NpeaHasHaueHo /1 BK/KUYEHMS! U HAaCTpolikn cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

clLTEX  woP-30L

MoHUTOPHHT Radio VAP WDs CeTeEkle HACTPOKK BHelUHWe cepeucel Cuctema - (BbXOO)

I'Iop—aanaF asTopyzauma » BrmounTe

Agapec cepewca APB ws:f1192.168.1.1:8090/apb/broadcast

* Bks1o4umb — Npu ycTaHOBMEHHOM (hriare Touka byaet nogkniyarbes K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», oia obecneyeHns nopTasibHOro POyMUHra K/IMeHTOB;

+ Adpec cepsuca APB — apgpec cepsuca APB a9 nogaepXxkun poymuHra B pexmme noptasibHOM
asTopusauun. 3agaetcsa B popmare: «ws://<host>:<port>/apb/broadcast».

AirTune

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmMmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHUTb». [INs OTMEHbI M3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.9.2 TMogmeHto «AirTune»
MoameHto «AirTune» NnpegHa3HaYeHo A/19 BKIIOYEHUSA U HACTPOMKK cepsurca AirTune Ha Touke goctyna.

Cepsuc AirTune ncnonb3yeTtcs g/1a ontummnsauum paamo-pecypcos (Radio Resource Management) u
aBTOMaTn4ecKon HacTpoiku 6ecloBHoro poymurra 802.11 k/r.

ELTEX  woP-30L

MoHWTOPKHHT Radio VAP WDS CeTeBble HACTPOKK BHelwHWe cepeucsl Cucrema n - (BbXoO)
MopTansHan aeTopuaaLma Brniounte
Agpec cepeuca AirTune ws:/192.168.1.1:809%/apb/rrm

AirTune »

* Bksirouums — Npy yCTaHOBNEHHOM donare Touka byaeT noaknovaTbes K cepsucy AirTune, agpec
KOTOPOro ykasaH B none «Agpec cepsuca AirTune», ans obecneveHuns doyHkumin Radio Resource
Management n/wnm poymuira 802.11 k/r.

« Adpec cepsuca AirTune — aapec cepsuca AirTune. 3aaaetcs B oopmare: «ws://<host>:<port>/apb/
rrmp».

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [11 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa.
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6.10 MeHto «Cuctema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

6.10.1 MogmeHto «O6HOBNEHME O ycTponcTea»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

ELTEX woP-30L

MoHUTOpHHI Radio VAP WDS CeTeBkie HaCTpOIKM BrewHue cepeucel Cuctema - (BblxOn)

OGroeneHue MO yeTpoiicTea ArTVEHERA BEpcuA M0

, Pasepasen sspn 110
Kondwirypauma
Axmyanexas eepcud M0 docmynHa no adpecy: hitp:feltex-co.ru/support/downloads/
Mepezarpyaka
Caiin obHoenenua MO BribepuTte dain | ©aiin He esibpan
Maponk

HypHan

Nata v epema

« AkmusHas sepcusi 10 — Bepcus NporpamMmmMHOro o6ecrnevyeHuns], ycTaHOB/IEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ Pe3sepsHasi sepcusi 1O — Bepcusi NporpaMmMHOro o6ecneyeHns, yCTaHOB/IEHHOTO Ha YCTPOWNCTBE, Ha
KOTOPYI MOXHO Nepekntountbes 6e3 3arpy3ku gainna MNo;
+ Coennamb akmusHoU — KHOMKa, NO3BONAOLLIAA cAenaTh pe3epBHyto Bepcuto NO akTMBHON, AN
3TOro NOTpebyeTcd nepesarpyska yctponctea. AKTMBHas Bepcua MO B 3TOM c/iyyae CTaHeT
pe3epBHOIA.

O6HoBAEHME NPOrpaMMHOIo 06ecneyeHmns

3arpysuTte chaiin MO c caiita http.//eltex-co.ru/support/downloads/, Bbl6paB n3 cnucka o6opynosaHus
WOP-30L, n coxpaHuTe ero Ha KomnbtoTepe. Nocne aToro HaxXMmUTe KHOMKy «Bblbepute dhalin» B none dalin
06HOoB/eHUs 10 n ykaxuTte nyTb K hanny MO B dpopmare .tar.gz.

[na 3anycka npowuecca 06HOBMEHNSA HEOOXOANMO HaxaTb KHOMKY «3anycTuTb 06HOBEeHMEe. Npouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykasaHo Ha CTpaHuLIe), NOc/e Yero
YyCTPOMCTBO aBTOMATUYECKM Nepesarpy3nTcs.

€ He oTkntouaiiTe NUTaHMe ycTpoOicTBA U He BbINOMHSTE ero nepesarpysky B NpoLecce 0GHOBIEHNS
no.
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6.10.2 TMoameHto «KoHurypaums»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

wELTEX  wopr-30L

MoHUTOpUHT Radio VAP WDs CeTeBkie HacTpoikl BHelwHWe cepeucel Cucrema - (BLxXOm)
OtHoenenue MO yetpodicTea MonyunTe apxme 7 Crauats

KOHCPMIYpaLuK © YCTPOACTER

KoHdwirypawga »
JarpysiTe apxve BribepuTe daiin | Dain He exbpad

Mepezarpyaka KOHCPMIYPaLML Ha YCTPOACTED

Maponb
) C6poc Ha aaecackue CoxpaHuTs napaMeTpsl JocTyna
Hypran HacTpoikm CE

Dara u epema

[NonyyeHne KoHdUrypauumm

UT0O6bl COXpaHUTb TEKYLLYIO KOHQIUTYpaLMIO YCTPOCTBA Ha TOKasIbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBNEHME KOHdIMIYpaLmn

[N 3arpy3ky COXpaHeHHOTo Ha JIOKa/IbHOM KOMIbloTepe goaiinia KoHUrypawum UCnosib3yeTcs NyHKT

«3aepy3umsb apxus KoOHghu2ypayuu Ha ycmpolicmgo». [Insi 06HOBNEHNS KOH(UIypaLyK YCTPOCTBA HAXXMUTE

KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMuUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(UrypaLmusa npuMeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc yCTQOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu akTnempoBaH donar «CoxpaHuTb NapameTpbl A0CTyNay, TO 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHDMrypaLmm, KOTopble OTBEYAKOT 3a AOCTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiiku focTyna no
Telnet/SSH/SNMP/Netconf/Web).

6.10.3 TMogmeHto «lMepesarpyska»

s nepesarpysku yCTpoincTBa HAXMUTE Ha KHOMKY «[epesarpyskar. [Mpouecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

welTeEX  woP-30L

O6Hoenenue MO yerpoiicTea Mepesarpyska ycTpoiicTaa < Mepesarpyaka
Kondmrypauma
MNepazarpyaka »
MNaponk
HypHan

[ara v epemA

MoHUTOpUHT Radio VAP WDS CeTeBbie HACTpOIikKM BHewHWe cepencsl Cuctema ru - (Bbixon)
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6.10.4 TMoameHto «Maponb»

PykoBogacTBo no akcnayatauum WOP-30L

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[na cmeHbl Nnaponsa BBeAMTE HOBbLIV Naposb cHavana B nose «lMaponby, 3aTem B none «MoaresepxaeHne
napons» N HaXXMUTe KHOMKY «IMpUMeHUTb» 19 COXpaHeHUA HOBOIO Naposis.

wELTEX

MoHHTOpHHT Radio VAP WDSs

WOP-30L

CeTeBble HACTROMKM BHelwHWe cepenckl Cuctema

OBHoenerwe MO yoTpoiicTea Mapont

Kondmrypauma lMNoaTeepwaeHue napona

Mepezarpyaka
Mapone »
HypHan

DNara v epema

ru - (Ebm0g)

®

@

6.10.5 lMogmeHo «KypHas»

MoameHto «XKypHan» npeaHasHayeHo A5 HaCTPOViKM BbiBOJA PA3HOrO PoAa OT/1afl0UHbIX COO6LLEHWI
CUCTEMbI B LIENISAX 06HAPYXEHNA NpUUKH Npo6iem B paboTe yCTpoiicTBa.

WELTEX  woP-30L

MoHUTOpUHT Radio VAP WDSs CeTeBbie HAaCTPOWEM BrewHwe cepencsl Cucrema

O6HoeneHwe MO yerpoiicTea Pestn Cepeep u dain

KoHdwrypauma Agpec Syslog-cepespa syslog.server

Mepezarpyaka Mopt Syslog-cepeepa 514
Mapone Pazmep dhaiina, kb 1000
ypHan »
[ara v epema

ru - (BEDOO)

Ar

« Pexum — pexum paboTbl Syslog-areHTa:

« Jloka/ibHbIl chali/l — HhopMaLms XXypHasia COXpaHaeTCsl B IOKa/IbHOM doainie n AoCcTynHa B
web-nHTepdelice yctpoiictBa Ha Bknagke «MoHNTOpuHI/XKypHan cobbITuiiy;
« Cepsep u ¢halin — nHgopmauus XypHana oTnpaBnsieTcs Ha yaaneHHblin Syslog-cepeep n

COXpaHsieTcs B /IOKa/IbHOM chaiine.

- Adpec Syslog-cepsepa — IP-agpec nnu gomeHHoe ums Syslog-cepeepa;
« Mopm Syslog-cepsepa — nopT Ansi BXoASALWMX coobLieHnii Syslog-cepeepa (no ymonyanuio 514,

AonycTuMble 3HaueHust 1-65535);

+ Pasmep ¢palina, kb — makcuMasnbHbIi pasmep goaiina xypHana (gonyctumMble 3HadeHus 1-1000 kB).

,ﬂ.ﬂﬂ BCTYyN/1€HNA B CUNY HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBUCMYIO NMaMATb
HaXXMNTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.10.6 TMogmeHto «[aTta n Bpems»

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN
BpemeHn (NTP).

6.10.6.1 Bpyu4Hyro

EILTEX  WoP-30L

MoHUTOPMHT Radio VAP WDS CeTeBkle HaCTpOKK BHewHWe cepeucel Cuctema - (BemMoa)
OBHoanenue MO yerpoiicTea Pexam @® Bpyunyw ) NTP cepaep
Kondbmrypauya [lata u BpemA ycTponcTea 15.05.2024 10:46:50 | # Penarmvposats
Mepesarpyaka Yacoeoi noAc Mocxea, Poccus w
cresdl .:r'-\.
Mapone BrniounTe Nepexo Ha NeTHee
: Epema

HWypHan MNepexog Ha netHee BpemA (we euibpara) | (ve seibpano) || (e ewibpana) | B

Mara v EpemA » Mepexog Ha auMHes BREMA (He exibpaHo) (He esiGpaHs) (He ewibpano) | B

CoBMr EpEMaHiA (MHH.) 60

+ [Jama u spemsi ycmpolicmsa — aata u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnn TpebyeTcs
KOPPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTby;
+ [ama, spemsi — 3afainTe TeKyLLY0 AaTy U BPEMS U HAXXMUTE KHOMKY «Tekyllas gata u Bpems»
AN ycTaHOBKM BpemeHu MK Ha yCcTpoIicTBO;
+ Yacosol rosic — nN03BONSET YCTAHOBUTb YaCOBOM NOAC B COOTBETCTBUM C GAvKaiLLIMM ropogom B
BalLEeM pervoHe 13 3afaHHOro Crmcka;
* Bk/iro4umsb rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM doiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
+ [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga OyaeT BbINOMHATLCA Nepexos, Ha neTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — feHb N BpeMs, Koraa OyaeT BbiNO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemeHu (MUH.) — Nepuog, BpEMEHN B MUHYTAX, Ha KOTOPbIN BbINOMHAETCA CABUT BPEMEHW.
MoxeT npuHumMaTh 3HavyeHune ot 0 o 720 MuH.

,ﬂ.ﬂﬂ BCTYMJ1iEHNA B CUNYy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «|_|pVIMeHI/ITb». p,l'lﬂ OTMEHbI U3MEHEHWNIA HAXXMUTE KHOMKY «OTmeHa».
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6.10.6.2 NTP-cepsep

eLTeX

MoHUTOpUHT Radio VAP

OBHoenenue MO yeTpoiicTea
Koxdmrypauma
Mepezarpyaka

Maponk

ypHan

WDS CeTeEble HACTPOWNKY

WOP-30L

Pestana
[ata v pema ycTpoicTeEa

MNTP cepeep
Yacoeol noAc

BrrroumnTs Nepexof Ha NeTHae

BHelwHWe cepamncsl

Cucrema

O Bpyunyw @ NTP cepeep
15.05.2024 10:48:11

pool.ntp.org

Mocsea, Poccun

PykoBogacTBo no akcnayatauum WOP-30L

Bpema

Nara 1 epema > Mepexoq Ha neTHas BpeMA (ne exibpara) (He esiBpaHc) (He exibpana) B

Mepexog Ha 3UMHES BpeMA (He exibpana) (He esibpaHo) (He enibpanc) | B

Cpeur BpemeHy (MUH. ) 60

m x O_‘.‘ era

« [lama u spemsi ycmpolicmsa — fata n BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;
* NTP cepsep — IP-agpec/[OMeHHOE MMA cepBepa CMHXPOoHM3aunn BpeMeHn. Bo3MOXHO 3agartb agpec
nNn BbIGpaTh N3 CYLLECTBYHOLLErO CrNCKa,
+ Yacosol rnosic — No3BONSET YCTAaHOBUTb YaCOBOM NOAC B COOTBETCTBUM C 6vKaiLLmMM ropogom B
BalLeM pervoHe 13 3aZlaHHOro Crmcka;
* Bk/iro4ums rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dhfiare nepexop Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuo BpEMEHMU:
* [Mepexod Ha /ilemHee BpeMsi — AeHb U BpeMs, Korga O6yaeT BbINOHATLCA Nepexos, Ha eTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — LeHb U BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, Ha KOTOPbIN BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMEHI/ITb». ,U,!'IFI OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OTmeHa».
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7 YnpaBrieHne yCTPOMCTBOM C NOMOLLIbIO KOMaHAHOW CTPOKM

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoIicTBa, HaXXMITe codeTaHue Knasui (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

7.1 TlogkioyeHne K yCTPOUCTBY

Mo ymonyanuto yctpoiicteo WOP-30L HacTpoeHo Ha nonydeHve agpeca no DHCP. Ecnn 31oro He Npoun3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WOP-30L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-agpec ycTpoiicTBa>, anee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib

64



PykoBogacTBo no akcnayatauum WOP-30L

7.2 HacTpoiika ceTeBbIX NapaMeTpoB

HaCTpOﬁKa CTaTUu4yeCKux ceTeBbiX NapaMeTpoB TOUKU AOoCTyna

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# bro

WOP-30L(config):/interface/br0# common

WOP-30L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WOP-30L)
WOP-30L(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WOP-30L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa Nol)
WOP-30L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa No2)
WOP-30L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexunma paboTsl ¢ DHCP Ha Static-
IP)

WOP-30L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AO6aBﬂeHMe cTarnvyeckoro MapiipyTra.

WOP-30L(config
WOP-30L(config
WOP-30L(config
WOP-30L(config
(
(

:/interface/br0/common# exit

:/interface/brO# exit

:/interface# exit

:/# route

WOP-30L(config):/route# add default (rae default — HazBaHve mapipyTa)

WOP-30L(config):/route# default

WOP-30L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetn nnm y3na HasHadyeHus,
ona gedpontHoro mapupyta — 0.0.0.0)

WOP-30L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — mMacka cetn HaszHavyeHus, A715 4edoNTHOro
mMapLipyTa — 0.0.0.0)

WOP-30L(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-agpec wio3a)
WOP-30L(config):/route/default# save (coxpaHeHve HacTpoek)

P e T

HacTpoiika nony4yeHus ceteBbiX NapameTpoB no DHCP

WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/common# protocol dhcp
config):/interface/br0/common# save (coxpaHeHve HacTpoek)

—_— e~ o~~~ —~ —~
== = =

© HauuHas c Bepcun MO 2.2.0 ecTb BO3MOXHOCTb 3aAaBaTb MTU uepes DHCP (option 26).
3HauyeHne MTU, nonyyeHHoe no DHCP, nmeet 60NbLUMIA NPUOPUTET, YEM NapamMeTp, 3afaHHblin B
KOHcpurypauumn.

€ Pasmep MTU ans bridge gomkeH 6bITb He 6oblUE, YeM HaUMeHbLLKIA pasmep MTU Ha uHTepdbeiicax,
KOTOpble HaxoAATcst B 3ToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpelice

WOP-30L
WOP-30L

root):/# configure

config):/# interface

WOP-30L(config):/interface# br0

WOP-30L(config):/interface/br0# common

WOP-30L(config):/interface/br0/common# mtu X (rae X — pasvep MTU B 6aritax. Bo3amoxHble 3Ha4eHus: 1-
2490. No ymonyaHuto: 1500)

WOP-30L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

—_— e~ —~ —

7.2.1 HacTpolika ceTeBbIX NapamMeTpoB C NOMOLLbI0 YTUANTLI set-management-vlan-mode
HeTerupoBaHHbIA gocTyn

MonyyeHne ceTeBbix HACTPOEK No DHCP:
WOP-30L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WOP-30L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — LL/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MosiyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
NCNONb3YEMbIA 4151 A0CTyNa K YCTPOMUCTBY. BO3MOXHblE 3HAUEHUS: 1-4094)

Cratnyeckme HacTpOWKK:

WOP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii 4515 A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTartnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Lu103)

Aoctyn uepes VLAN ynpaBneHus B pexume Forwarding

[MoniyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
NCNONb3YEMbIA 47151 A0CTyMNa K YCTPOMUCTBY. BO3MOXHble 3HAUeHUS: 1-4094)

Cratnyeckme HacTpOiKK:

WOP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii 415 A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaUeHust: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — Lu103)

3aBeplUeHMe U COXPaHEHME HaCTPoeK

WOP-30L(root):/# save (COXpaHeHne HacTPOoeKk)
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7.2.2 HacTtpoiika yganéHHoro ynpasieHus

Hactpoiika SSH

WOP-30L(root):/# configure

WOP-30L(config):/# ssh

WOP-30L(config):/ssh# enable true (ynpasneHve yaanéHHbIM fOCTYNOM No SSH. 1719 OTK/I04eHVsA BBeANTE
false. [lo ymonuaHuto: true)

WOP-30L(config):/ssh# port X (rae X — nopt SSH-cepBepa. Mo ymonyaHuio: 22)

WOP-30L(config):/ssh# session-limit X (rae X — MmakcumasibHoe KosimyecTBo SSH-ceccuid. Mo ymonyaHuio: 5)
WOP-30L(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WOP-30L(root):/# configure

WOP-30L(config):/# telnet

WOP-30L(config):/telnet# enable true (ynpasneHve yganéHHbiM gocTtynom no Telnet. N8 OTKNHOYEHUSA
BBepure false. o ymonyaHuto: false)

WOP-30L(config):/telnet# port X (rae X — nopt. o ymonyaHumio: 23)

WOP-30L(config):/telnet# session-limit X (rge X — makcumansHoe konuyecTtso Telnet-ceccnia. o
YMOJ/14aHMI0: 5)

WOP-30L(config):/telnet# save (coxpaHeHve HacTpoek)

7.2.3 HacTtpolika ceTeBbIx napameTpoB IPv6

& Mo ymonuaHmio foCTyn K YCTPOCTBY MO NPOTOKONY IPV6 Ha Touke AOCTyna OTK/OUEH.

BKnloueHue goctyna K ycTpoicTBy No npoTokony IPv6

WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
DHCP)
WOP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne fOCTyNa K YCTPOUCTBY M0
npotokony IPv6. ns oTkntodeHns seeanTe false)

WOP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/common# ipvé

config):/interface/br0/common/ipvé# protocol dhcp (nosnyueHve cetesbix napameTpos IPv6 no

—_— e~~~ —~ —~
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HacTpolika cTaTuiueckux cetTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# bro

WOP-30L(config):/interface/br0# common

WOP-30L(config):/interface/br0/common# ipvé

WOP-30L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX: XXXX:XXXX:XXXX (rze
XXXXXXXX XXX XXXX XXX XXXXXXXXXXXX — cTaTruyeckuin IPve-aapec ycTpoictea WOP-30L)
WOP-30L(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npedhukc crarmyeckoro IPv6-
agpeca. MNMpuHnumMaet 3HayveHne ot 0 Ao 128. 1o ymon4aHuio: 64)
WOP-30L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yKazbiBaeTcs [Pv6-
npedomkc, Hanpumep, 3211:0:0:1234::/64)

WOP-30L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX:XXXX/
Y (re XXXXXXXXXXXXXXXX XXX XXX XXXXXXXX /Y — IPv6-aapec DNS-cepeepa Nel ¢ npechukcom)
WOP-30L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX: XXXX: XXXX:XXXX:XXXX:XXXX:XXXX/
Y (re XXXXXXXXXXXXXXXX XXX XXX XXXXXXXX Y — IPv6-aapec DNS-cepeepa Ne2 ¢ npechukcom)
WOP-30L(config):/interface/br0/common/ipvé# protocol static-ip (Bk/il0ueHne ncnosbL30BaHns cTaTnyeckmnx
ceTeBbIX IPv6-napameTpoB. 15 nonyvyeHnsi CeTeBbIX napameTpoB IPve no DHCP seeanTte dhcep)
WOP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/1l04eHne JOCTYNa K YCTPOUCTBY MO
npotokony IPv6. Ans oTknoveHnsa seeante false)

WOP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)
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7.3 HacTpolika BupTyasnbHbIx Todek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 7 — KomaHgp! 4N HaCcTpoiikn pexmnma 6esonacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpouKn pexuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPA2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPA3-Enterprise mode WPA3_1X

Hwxe npeactaBneHbl npumepbl HAacTpoikn VAP ¢ pasnnuHbiMn pexnMmamu 6esonacHocty anst Radio 51Ty,
(wlan1).
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7.3.1 HacTtpoliika VAP 6e3 wugpoBaHus

Co3spgaHue VAP 6e3 WnMd)poBaHUs C NePUOAUUYECKOi OTNPaBKOii akkayHTUHra Ha RADIUS-cepBep

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan1-va0

WOP-30L(config):/interface/wlan1-va0# vap

WOP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30L_open' (13veHeHne nmenn SSID)
WOP-30L(config):/interface/wlan1-va0/vap# ap-security
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# mode off (pexviv wndposanus off — 6e3 napons)
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne oTrpaBky COOBLLEHNN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons gn1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bx/1104eHEe NepruoanYeckoin OTrpaBKy
coobueHuii «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTEpBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlanl-va0/vap/radiust# exit

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlanl-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/110ueHVIEe BUPTYa/IbHOM TOYKN AOCTYMA)
WOP-30L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)

—_ e~ o~ —
== ==
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7.3.2 Hactpoiika VAP c wndposaHnem OWE

Co3spgaHue VAP ¢ wnudposaHnem OWE

WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

WOP-30L(config):/interface/wlan1-va0# vap

WOP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-30L_owe' (13veHeHne nmenn SSID)
)
)

—_—~ o~~~ — —

WOP-30L(config):/interface/wlan1-va0/vap# ap-security
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# mode OWE (pexum LucpposaHma OWE —
LUMdopoBaHHOE coeanHeHne 6e3 BBoAa Naposis. B Takom pexunme cMOryT NOAKAKUUTLCA TONbKO KUEHTbI
Wi-Fi 6)

WOP-30L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne oTrpaBky COOBLLEHNN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons gn1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bx/1104eHEe NepruoanYeckoin OTrpaBKy
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTEpBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlanl-va0/vap/radiust# exit

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlanl-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIe BUPTYa/IbHOM TOUKN AOCTYMA)
WOP-30L(config):/interface/wlan1-va0/common# save (CoxpaHeHne HacTpoek)
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7.3.3 Hactpoiika VAP c wudposaHnem OWE n OWE Transition Mode

© KVAPC pexnmom 6e3onacHocT OWE cmMoryT NnoakIounTbLCSA TOMbKO KneHTbl Wi-Fi 6. UTo6b!
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHUNTLCA K Takomy VAP, Heobxoanmo HacTpouTs OWE
Transition Mode. B Takom pexume kneHTbl Wi-Fi 6 6yayT nogkitodeHsl B pexunme 6esonacHoctn OWE,
a BCe OCTaUIbHbl€ K/IMEHTbI B OTKPLITOM peXunme.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlanl-va0 (HacTpoiika ckpbIToro VAP ¢ wudgposaHnem OWE. K Hemy 6yayT
HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)

WOP-30L(config):/interface/wlan1l-va0O# vap

WOP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-30L_owe' (13veHeHne nmeHnn SSID)
WOP-30L(config):/interface/wlan1-va0/vap# hidden true (ckpbiTs VAP)
WOP-30L(config):/interface/wlan1-va0/vap# ap-security
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# mode OWE (pexxum LudposaHms OWE —
LUMdOpoBaHHOE coeAMHeHMe 6e3 BBoAa Naposis. B Takom pexumme CMOryT NOAKAUUTLCSA TOIbKO K/TUEHTDI
Wi-Fi 6)

WOP-30L(config):/interface/wlanl-va0/vap/ap-security# owe-transition-interface wlanl-val (ykazaHve
OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoantb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTartb C
Tekywwmm VAP ¢ uncpposaHmem OWE, a npoyne KimeHTbl ByayT pabotaTb C OTKPbITbIM VAP)
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlan1-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIEe BUPTYas/IbHOM TOYKN [OCTYMA)
WOP-30L(config):/interface/wlanl-va0/commont# exit

WOP-30L(config):/interface/wlan1-vaO# exit
( )
( )
( )
( )

=

WOP-30L(config):/interface# wlanl-val (HacTpoiika VAP 6e3 wngposaHus)
WOP-30L(config):/interface/wlanl-val# vap

WOP-30L(config):/interface/wlanl-val/vap# ssid 'SSID_WOP-30L_open' (13veHeHne nmenn SSID)
WOP-30L(config):/interface/wlanl-val/vap# ap-security (nepexo/ B 6510k HacTpoek pexrmva 6e30nacHocTy
Ha VAP)

WOP-30L(config):/interface/wlanl-val/vap/ap-security# mode off (pexumv wngposarus off — 6e3 naposs)
WOP-30L(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlanl-vao0 (ykasaHve VAP c
pexxumom wndposaHne OWE, K KOTOPOMY HEABHO ByAyT nofk/itodeHbl knveHTbl Wi-Fi 6, ocTasibHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WOP-30L(config):/interface/wlanl-val/vap/ap-security# exit

WOP-30L(config):/interface/wlanl-val/vap# exit

WOP-30L(config):/interface/wlanl-val# common

WOP-30L(config):/interface/wlanl-val/common# enabled true (Bk/1t0ueHVIe BUPTYa/IbHOM TOUKN [OCTYMA)
WOP-30L(config):/interface/wlanl-val/common#exit

WOP-30L(config):/interface/wlanl-val# save (COxpaHeHne HacTpoek)

—_— o~~~ —~ —
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7.3.4 Hactpoliika VAP c pexumom 6e3onacHoct WPA-Personal

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA-Personal c neprmoamnueckoii oTNpaBKoii akkayHTUHra
Ha RADIUS-cepBep

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan1-va0

WOP-30L(config):/interface/wlan1l-va0# vap

WOP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-30L_Wpa2' (n3veHeHve nmeHn SSID)
WOP-30L(config):/interface/wlan1-va0/vap# ap-security
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexum wnposarHmns — WPA/
WPA2)

WOP-30L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1104/naposib, HeoOXo4NMbIiA
0N NOAKNIYEHMS K BUPTYasIbHOM TOUKe AocTyna. AnnHa Kn4va Ao/MKHa CoCTaBAsATb OT 8 10 63
CUMBOJIOB)

WOP-30L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBky COOBLLEHN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons g1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bx/1104eHE NepUoaNYECKO OTIPaBKM
coobueHuii «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTEpBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlanl-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/110ueHVIEe BUPTYa/IbHOM TOYKN AOCTYMA)
WOP-30L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)
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7.3.5 HacTtpoiika VAP c Enterprise-aBTopusauuneii

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA2-Enterprise C NeprMoguuecKoii oTnpaBKoii
akkayHTMHra Ha RADIUS-cepBep

WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

WOP-30L(config):/interface/wlan1l-va0# vap

WOP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-30L_enterprise' (13vieHeHne nmenn SSID)
)
)

—_—~ o~~~ —~ —

WOP-30L(config):/interface/wlan1-va0/vap# ap-security
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexunm uncposaHms — WPA/
WPA2-Enterprise)
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# exit
WOP-30L(config):/interface/wlanl-va0/vap# radius
WOP-30L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — fomMeH nosb30BaTess)

(

)

== = =

WOP-30L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa

WOP-30L(config):/interface/wlanl-va0/vap/radius# auth-port X (rae X — nopt RADIUS-cepBepa, KOTopbIi
NCnosib3yeTcs Asis ayTeHTudmkaumm n astopmsaumn. Mo ymonyaxmio: 1812)
WOP-30L(config):/interface/wlanl-va0/vap/radius# auth-password secret (r7e secret — naposi 15 RADIUS-
cepBepa, UCNonb3yeMoro Ans ayTeHTudgmkalmm n asTopmsaimm)
WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne oTrpaBky COOBLLEHNN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons gn1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bx/1104eHNEe NepuoaNYecKon OTIPaBKy
coobueHni «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTEpBas OTNPasky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlanl-va0/vap/radiust# exit

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlan1l-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIEe BUPTYa/IbHOM TOYKN [OCTYMA)
WOP-30L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)
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7.3.6 HacTtpoiika VAP c noptasibHOIn aBTOpU3aLmeit

KomaHgb! AN HACTPOIiKM NOpTanibHOI aBTOpPU3aLuMmu C OTNPaBKOI akkayHTUHra Ha RADIUS-cepBep

WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndposaHus off — 6e3 naponsn)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WOP-30L' (13veHeHne nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WOP-30L(config):/interface/wlan1l-va0/vap/captive-portal# scenarios
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirecti# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazars URL BUpTYyasibHOro noprana)
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-30L(config):/interface/wlan1l-va0/vap/captive-portal/scenarios/scenario-redirecti# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-30L(config):/interface/wlan1l-va0/vap/captive-portal/scenarios# exit
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal# apb-mac-auth true (Bxtounte MAC-aBTOpU3aLI0O
NopTasibHbIX NOMb30BaTenein Yepes APB cepBuC (A0OCTYMHO TO/bKO € SoftWLC 1.34.1 n Bbiwwe). Mo
ymonuyaHutio: false)

WOP-30L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WOP-30L(config):/interface/wlan1l-va0/vap/captive-portal# exit

WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — fomMeH nosbL30BaTess)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/it0ueHne oTrpaBky COOBLLEHN
«Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons g1 RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1104eHNE NepUOANYECKON OTIPaBKM
coo6LLeHM «Accounting» Ha RADIUS-cepBep. Mo ymonyaHutio: false)
WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBKky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlan1l-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/10ueHVIE BUPTYas/IbHOWN TOUKN AOCTYMA)
WOP-30L(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)
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7.3.7 HacTtpolika VAP ¢ BHeLUHe NnopTasibHON aBTopM3aLmnei

KomaHab! AN HACTPOIiKM BHELLHEN NopTaibHOI aBTOpU3aLmUm

WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndgpposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WOP-30L(config):/interface/wlan1-va0/vap# ssid 'Portal_WOP-30L' (n3veHeHve nveHun SSID)
WOP-30L(config):/interface/wlan1l-va0/vap# captive-portal
WOP-30L(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (Bk/itoueHne
noAAepXXKN BHELLHEN nopTanbHOW aBTopu3aymu. Mo ymonyaHuto: portal)
WOP-30L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-ip=<NAS_IP>" (yka3aTb URL BHELLUHEr0 BUPTYasIbHOrO
nopTtasia B COOTBETCTBUM C Tabnuuei 8)
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-30L(config):/interface/wlan1l-va0/vap/captive-portal/scenarios# exit
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
( )
( )

e~~~ o~~~ o~~~ —~ —
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WOP-30L(config):/interface/wlan1l-va0/vap/captive-portal# exit

WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopmsauunn)

WOP-30L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rze secret — naposib 15 RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopm3anunn)

WOP-30L(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepegasats MAC-azpec
KfiMeHTa B kayecTBe naposis B RADIUS 3anpocax. Mo ymonyaHuto: false)
WOP-30L(config):/interface/wlan1l-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (hopmar MAC-
aZipeca KnneHTa, KoTopblil 6yaeT courypmpoBaTb B RADIUS 3anpocax. PyHKLUMOHaN paboTaeT TOMNbKO Mpu
ycnosun use-macaddr-as-password = true. 10 YMOMYAHMID: XXXXXXXXXXXX)
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

© /15 nonyyenns nHdopmauun 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTASIOM CM. CXEMY.
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Tabnuua 8 — HacTtpoliika URL wa6noHa an1a BHELWHel NopTasibHOW aBTopu3aunm

MapameTtp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>

<NAS_IP>

OnucaHue

NAS ID, 3agaHHbIli Ha VAP nnu B system. Ecnv He 3agaH HU 0auH
13 3TUX NapameTpoB, To B kadecTBe NAS ID B RADIUS- n HTTP(S)-
naketax éyget ucnonb3osarbca MAC-aapec T/,

LlOMEHHOE MMSI, KOTOPOE MOKa3bIBAETCS KNEHTY npu
nepeHanpasneHnm

MAC-agpec T4
MAC-agpec knuneHTta
SSID

URL, koTOpbIi U3Ha4Yas1bHO 3anpatunBast KIIMEHT

IP-agpec T,
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7.3.8 HacTtpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

WOP-30L(config):/interface/wlan1-va0/vap# radius (HacTpoiika ocHoBHOro RADIUS-cepBepa)
WOP-30L(config):/interface/wlan1-va0/vap/radius# backup (HacTpoiika fonosHuTesnsHoro RADIUS-cepeepa)
WOP-30L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec aononHuTenbHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WOP-30L(config):/interface/wlan1-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — |P-agpec A0NONHATE/IbHOIO
RADIUS-cepBepa B KOHurypauuu)

WOP-30L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X. X.X.X — |P-
agpec RADIUS-cepBepa)

WOP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WOP-30L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-password secret (rje secret —
naposb ans RADIUS-cepBepa, NCNosb3yemMoro Anst ayTeHTudukaumm n aBTopusawm)
WOP-30L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X — |P-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WOP-30L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI NCMNOMb3YyeTCcs A1 akkayHTUHra. Mo ymonyaHuio: 1813)
WOP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (rje secret — naposib
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WOP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (rge order — nproputet RADIUS-
cepBepa. Ecnv npuoputeT He Bbin YKa3aH sIBHO, TO CUMTAETCS, UTO OH paBeH 0. B aTom cniyyae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WOP-30L(config):/interface/wlan1l-va0/vap/radius/backup/X.X.X.X# save (COxpaHeHne HacTpoek)

—_— e~~~ —~ —~

7.3.9 [ononHutencHble HacTpoikn VAP

Ha3HaueHune VLAN-ID Ha VAP

WOP-30L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknroueHue pexuma Band Steer

WOP-30L(config):/interface/wlan1-va0/vap# band-steer-mode true (BxitoueHne pexvma Band Steer. [1715
oTK/o4eHns Beeaute false)
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BkntoueHue VLAN trunk Ha VAP

WOP-30L(config):/interface/wlan1-va0/vap# vlan-trunk true (sktoueHne VLAN Trunk Ha VAP. 15
oTK/o4YeHns BeeaunTe false)

BkntoueHue General VLAN Ha VAP

WOP-30L(config):/interface/wlan1-va0/vap# general-vlan-mode true (sxitoueHne General VLAN Ha SSID. [1715
oTkKNtoveHus seeaute false)
WOP-30L(config):/interface/wlan1-va0/vap# general-vlan-id X (rze X — Homep General VLAN)

Bbi60op cnocob6a npuopuTusaymum

WOP-30L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHasn3 nprvoputeta ns nons CoS (Class of
Service) TErMpPOBaHHbIX NaKeToB. 10 ymMonuaHuto: true. B aTom criyyae aHanmManpyeTcst NpuopuTeT 13 nosns
DSCP 3arosioBka IP-naketa)

BknroueHue pexuma MFP (802.11W)

WOP-30L(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/10unTL 3aLLMTy management-
Kaapos. (thpeiimoB). required — TpebyeTcs nogaepka MFP OT KNMeHTa, KNneHTbl 6e3 MFP He cMmoryT
noAkunThCA. capable — coBMecTMMO ¢ MFP, KNMeHTbI 6e3 nogaepku MFP MoryT nogkatounTbes. Ans
oTKNoYeHns seeauTe off)

BkoueHue Ucnosib3oBaHus TLS npu aBTopusauum

WOP-30L(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crionib3oBats TLS npu asTopusaummn. [Ans
oTKNtoveHns seeaute false)

BKNoYeHUue CKpbITOro SSID

WOP-30L(config):/interface/wlanl-va0/vap# hidden true (Bk/itoueHve ckpbiToro SSID. 1715 OTK/IHOUEHNS
BeeauTe false)

Bk/lo4eHMe U30NALUN KNTMEHTOB Ha VAP

WOP-30L(config):/interface/wlanl-va0/vap# station-isolation true (Bi/il0ueHVe n3o0a9UMK Tpadrka Mmexany
KnneHTamu B npegenax ogHol VAP. Ansa oTknoueHns seegue false)

OrpaHuuyeHne KonuyecTsa K/iMeHToB Ha VAP

WOP-30L(config):/interface/wlanl-va0/vap# sta-limit X (r1e X — makcumasibHO A0MyCTUMOe YNCTI0
NOAKNOYAEMbIX K BUPTYa/IbHOW CETU K/TMEHTOB)
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BkloueHue penivkauun MyibTUKacToBoro Tpacgmka Ha VAP

WOP-30L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bx/t0ueHve pennkalmm
MynbTUKacToBoro Tpaduka Ha VAP. [ina oTkaoyeHus seegute false)

BknroueHue Minimal Signal u Roaming Signal

WOP-30L(config):/interface/wlan1-va0O/vap# check-signal-enable true (Bk/1t04eHNE NCNOIL30BAHNS
doyHKumMoHana Minimal Signal. 18 oTkntoveHus Beegute false)
WOP-30L(config):/interface/wlan1-va0/vap# min-signal X (rge X — noporosoe 3HaueHve RSSI, npn
[OCTXXEHMN KOTOPOro Touka OyAeT oTk/IouaThb kaveHTa ot VAP. MapaMeTp MOXET NPUHMMATb 3Ha4YeHus
0T -100 A0 -1)

WOP-30L(config):/interface/wlan1-va0/vap# check-signal-timeout X (r1e X — nepunoz BpemeHn B cekyHaax,
MO UCTEYEHUN KOTOPOro NPUHUMAETCA peLleHne 06 OTK/IIUYEHNN KITMEHTCKOro 060pyAoBaHns OT
BUPTYasIbHOW CETN)

WOP-30L(config):/interface/wlan1-va0/vap# roaming-signal X (rze X — noporosoe 3HadyeHune RSSI, npu
[OCTVXXEHMN KOTOPOTro NPOUCXOANT NepekItodeHne KITIMEHTCKOro 060pyA0BaHNS Ha APYTYHO TOUKY
poctyna. NapameTp MOXeT NpUHMMaTh 3HadeHus oT -100 Ao -1. MapameTp roaming-signal fo/MKeH ObITb
BblLLle, YeM min-signal: ecnim min-signal =-75 gbM, TO roaming-signal JO/MKeH ObITb paBeH, Hanpumep, -70
ABM)

WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

BknioueHue nepepaum aboHeHcKoro Tpacmka BHe GRE-TyHHens

WOP-30L(config):/interface/wlan1-va0/vap# local-switching true (Bk/10ueHVIe nepegaqn aboHeHTCKoro
Tpadhvka BHe GRE-TyHHens. [ns oTknoyeHns seeguTe false. M0 yMOI4aHWIO BbIK/THOYEHO)
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PykoBogacTBo no akcnayatauum WOP-30L

HacTtpoiika orpaHM4eHnUsi CKOPpOCTH

HacTpoiika weiinepa B HanpaBJ€HUN OT K/INEHTOB (KaXA0ro B OTAe/IbHOCTU), MOAK/IOYEHHbIX K
[aHHoIA VAP, 1O TOUYKW AocTyna:

WOP-30L(config):/interface/wlan1-va0O/vap# shaper-per-sta-rx
WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rge X — makcumasibHasi CKOpoCTh B
KOUT/C N nakeTbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bk/1toueHne weinepa. Moxet
npuHUMaThb 3HadveHune: kbps — KouT/c, pps — NakeTbl/c, off — BbIK/THOYEHO)
WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

HacTtpoiika wWeiinepa B HanpaB/AeHUN OT TOYKU AO0CTYNa A0 KINEHTOB (K Oro B OTAe/1IbHOCTU
NOAKNIOYEHHbIX K AaHHOIA VAP:

WOP-30L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (e X — makcumasibHas cKopocTb B
KOUT/C N nakeTbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/1toueHne weinepa. Moxet
npuHUMaThb 3HadyeHue: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/HOUEHO)
WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

HacrTpoiika weiinepa B HanpaBaeHUU OT K/IMEHTOB (B CYMMeE), NOAK/IOMEHHbIX K AaHHOI VAP, oo
TOYKM gocTtyna:

WOP-30L(config):/interface/wlan1-va0O/vap# shaper-per-vap-rx
WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (r1e X — makcrumasibHas CKopocThb B
KOUT/C N nakeTbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bk/1toueHve weinepa. Moxet
npuHUMarThb 3HadyeHue: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/HOUEHO)
WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-rxi# exit
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

HacTtpoiika wWelinepa B HanpaB/AeHUN OT TOYKU AO0CTyNa A0 KINEHTOB (B cyMMe), NOAKTYEHHbIX K
[aHHoA VAP:

WOP-30L(config):/interface/wlan1-va0/vap# shaper-per-vap-tx
WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rge X — makcrumasnibHas cKopocThb B
KOUT/C N nakeTbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bk/1t0ueHve weiinepa. Moxet
npuHUMaThb 3HadyeHue: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUEHO)
WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)
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PykoBogacTBo no akcnayatauum WOP-30L

HacTpoiika orpaHuyeHuns LMPOKOBELLATENIbHOIO Tpaduka

HacTpoiika weiinepa B HanpaBaeHUW OT K/IMEHTA A0 TOYKU AoCcTyna:
WOP-30L(config):/interface/wlan1-va0/vap# shaper-bcast-rx

WOP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# value X (rge X — makcumasnibHas cKopocTsb B
KOUT/C N nakeTbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# mode kbps (Bx/1t0ueHve weiinepa. Moxet
npuHUMarThb 3HadeHue: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUYEHO)
WOP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# exit
WOP-30L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaBAeHUU OT TOYKU AOCTYNA A0 KJNEHTa:
WOP-30L(config):/interface/wlan1-va0/vap# shaper-bcast-tx

WOP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# value X (rge X — MakcumasibHas CKOpoCTh B
KOUT/C N nakeTbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve Wwelinepa. MoxeT
npuHUMarThb 3HadyeHue: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/HOUYEHO)
WOP-30L(config):/interface/wlan1l-va0/vap/shaper-bcast-tx# exit
WOP-30L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

HacTpolika orpaHu4yeHUst MHOroagpecHoro Tpadmka

Hactpoiika weiinepa B HanpaB/E€HUW OT K/IMEHTA A0 TOYKU AOoCcTyna:
WOP-30L(config):/interface/wlanl-va0/vap# shaper-mcast-rx

WOP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rae X — MakcumasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# mode kbps (Bx/1t0ueHve welinepa. Moxet
npuHUMaThb 3HadeHune: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUYEHO)
WOP-30L(config):/interface/wlan1-va0/vap/shaper-mcast-rxi# exit
WOP-30L(config):/interface/wlanl-va0/vap# save (COxpaHeHVe HacTpOoek)

Hactpoiika weiinepa B HanpaB/€HUN OT TOYKU AOCTYNA A0 KJNEHTa:
WOP-30L(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WOP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rae X — MakcymasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# mode kbps (Bk/1t0ueHve werinepa. Moxet
npuHUMaThb 3HadeHune: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUYEHO)
WOP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpOoek)
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HacTpolika KOHTpona goctyna no MAC

WOP-30L(config):/interface/wlan1-va0/vap# acl

WOP-30L(config):/interface/wlan1-va0/vap/acl# mac

WOP-30L(config):/interface/wlan1-va0/vap/acl/mac# add XX:XX:XX:XX:XX: XX (re XXCXXOEKXEXK — MAC-
ajZipec ycTpolicTBa, KOTOPOMY HEOOXOAMMO paspeLLnTb/3anpeTuTb AOCTYyN. ANa yaaneHust agpeca us
crnucka ncnonb3yinte komaHay del)

WOP-30L(config):/interface/wlanl-va0/vap/acl/mac# exit

WOP-30L(config):/interface/wlan1-va0/vap/acl# policy allow (BL160p NoNnTUKK. BO3MOXHBLIE 3HAYEHNS:
allow — paspeluarb NOAKYEHNE TOBKO TEM KiMeHTaM, MAC-aapeca KOTOPbIX COAEPXaTCsi B CMUCKE;
deny — 3anpeullaTb NOAKIOHYEHME KIMeHTaM, MAC-aapeca KOTOpbIX COAEepXaTtcsl B CnMcKe. o yMon4aHuio:
deny)

WOP-30L(config):/interface/wlan1-va0/vap/acl# enable true (Bk/t0ueHvie KOHTPOIA focTyna no MAC. s
oTK/o4YeHns BeeaunTe false)

WOP-30L(config):/interface/wlan1-va0/vap/acl# exit

WOP-30L(config):/interface/wlan1l-va0/vap# save (CoxpaHeHve HacTpoek)

HacTpoiika 6nNOKMpoOBKU NOAK/IOHEHUSA NOMb30oBaTesnieil, nogmMmeHsaWmux MAC-agpec ycTpoiicTBa
NPOBOAHON ceTu

B cnyyae ecnun Heo6xogumo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKHOYEHNIA
nonb3oBartesnen gybnmpyrowmx MAC-agpec NpoBoAHOro ycTpoicTea (w3, MK 1 npoyee), TO HEO6X0ANMO
Bocnonb3oBatbcsa HacTpolikoi fdb-filtering, koTopas MeeT cnegyrowme pexmmMbl paboTbl:

on-connect — peXum 610KMpyeT BCe NONbITKA NOAKIIOYEHNS YCTPOCTB Yepes Wi-Fi, B ciyvae ecniv MAC-
agpec yxe n3yyeH Ha Ethernet-nopTy TOYkM [OCTYNa;

by-eth-event — pexum oTk/I04aET NOAKIHYEHHOTO KnveHTa no Wi-Fi, B crniyyae ecnu ero MAC-agpec ctasi
n3y4yeH Ha Ethernet-nopTy TOUKM AoCTyna (PeXrM NOMOraeT oumLaTb CTapyto 3anncb O K/IMEHTE Mpu
pOyMUHre);

full — pexxum coBmelLaeT B cebe Bce npeplayLimne, To ecTb 6/10KMpyeT NOAKNHYEHME HOBOIO
nonb3osatens no Wi-Fi, a Takxe OTk/Il04aeT paHee NoAK/H0YEHHOTO B C/lyvae coBnageHus ero MAC-
azpeca c ycTpoiicTBom 3a Ethernet-nHtepcpeiicom.

o Mpw BbicTaBneHun pexnmos full v on-connect poyMuHTr Wi-Fi KTMEHTOB MOXET yXyALWNTLCA. Tak B
xofe paboTbl Bce broadcast-nakeTbl OT K/IMEHTa NoNajatoT Ha OCTallbHble TOUYKM AOCTYyna CeTU 1
ero MAC nsyyaetcsa Ha BCexX Toukax AOCTyna CeTu, No3aToMy Npu POYMUHIE KIMeHTa, B cnyyae ecnuv
ero MAC-agpec HaxoguTca B crnimcke Ha Ethernet-nopTty, nepenok/ioyeHe MOXEeT MPOUCXOANTL
AnnTesibHoe Bpems.

WOP-30L(config):/interface/wlan1l-va0/vap# fdb-filtering
WOP-30L(config):/interface/wlan1-va0/vap/fdb-filtering# enabled true (Bx/it0ueHve dyHkuoHana. Ana
oTkntoveHns seeaute false. Mo ymonyaHuto: false)
WOP-30L(config):/interface/wlan1-va0/vap/fdb-filtering#mode full (c160p pexuma pabdoTsl. o ymonyaHmio:
by-eth-event)

WOP-30L(config):/interface/wlanl-va0/vap/fdb-filtering# exit

WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)
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PykoBogacTBo no akcnayatauum WOP-30L

HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHoctn WPA2 v Bbiwwe.
C vHcTpyKumeit no HacTpoiike VAP ¢ pexnmom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.
HacTtpoiika 802.11r Ha TA1

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WOP-30L(config):/interface/wlan1-va0/vap/ft-config# ri-key-holder-id E8:28:C1:FC:D6:80 (MAC-aapec VAP.
MOoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH/Ka/IbHbLIV K/THOY 715 aHHOIA
VAP)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBnazaTk Ha
BCTpe4HbIX VAP)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# mac
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVIKa/IbHBIN
KN4y BCTpeyHo VAP Toukn aoctyna TA2 — r0-key-holder-id)
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BCcTpeuHoi VAP Ha T/[2)
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaarh C rl-kh-key
BCTpeuHon TA2)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA2)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WOP-30L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/1t04eHne paboThl TOYKK JOCTYNA M0
NpoTOoKo/y 802.11r)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpolika 802.11r Ha T2

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WOP-30L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-aapec VAP.
MOoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yH/KaIbHbIV KITHOY 4115
AaHHoro VAP)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1 oveH fo/mkeH coBnazaTk Ha
BCTPEYHbIX VAP)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# mac
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTeppelica BCTPEYHO Toukn goctyna — T/A1)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yH Ka IbHLIN
KN4y BCTpeyHoi VAP Toukn aoctyna TA1 — r0-key-holder-id)
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeuHon TA1)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WOP-30L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/1t04eHne paboThl TOYKK JOCTYNA M0
npoTokosny 802.11r)

WOP-30L(config):/interface/wlan1-va0O/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpolika 802.11k

WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r/1e
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rze 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:904# exit
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (1.1
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJsl, Ha KOTOpOM paboTaeT Touvka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:704# exit
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/itoueHne paboThbl TOUKM
[0CTyna no NnpoTokosny 802.11Kk)

WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHne HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/itoueHne paboThbl TOUKM
[ocTyna no npotokosy 802.11k/v)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHne HacTpoek)

7.4 Hactpolika AirTune

HacTtpoiika AirTune

WOP-30L(config):/# airtune

WOP-30L(config):/airtunet airtune_service_url ws://192.168.1.20:8099/apb/rrm (e 192.168.1.20 — |P-
aZipec cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuc AirTune)

WOP-30L(config):/airtune# dca true (Bk/1l0ueHME (DYHKLMOHAIA AMHAMUYECKOro pacnpeaeneHns KaHaoB.
[na otknoueHus seeaute false)

WOP-30L(config):/airtunet tpc true (BKNOUEHNE (PYHKLMOHANA aBTOMATMYECKOro ynpas/ieHUs MOLLHOCTbHO.
[na otknoueHus seeaute false)

WOP-30L(config):/airtune# load-balance-80211v true (Bk/10ueHVIe (DYHKLOHAIA BalaHCUPOBKIA KIMEHTOB.
[na otknoueHus seeaute false)

WOP-30L(config):/airtune# enabled true (Bk/1tl04eHVEe B3aMMOAENCTBUSA C cepBMCOM AirTune. /15
oTK/o4YeHns BeeauTe false)

WOP-30L(config):/airtune# save (coxpaHeHve HacTpoek)

[ns aBTomartunyeckoi HacTpoiiku 802.11r yepes cepsuc AirTune Ha Touke J4OCTyna HeEO6X0AMMO BK/THOUUTb
dyHkumnoHan 802.11r, 4n1a 3TOrO BbINOAHUTE CNEeAYOLME HACTPONKK:

HacTtpoiika 802.11r yepe3s AirTune

WOP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVe paboThl TOUKM AOCTYNA MO
NPOTOKO/y 802.11r)
WOP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v yepes AirTune

WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHVIe NOALEPKKY
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHVe HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMmeHTaumn koHTponnepa SoftWLC.

7.5 HacTtpoiiku Radio

Ha Radio no ymonuyaHuio ncnonb3yeTcsi aBToMaTn4eckuin BbiIbop paboyero kaHana. a1 1oro 4toobsbl
YCTaHOBUTb KaHa1 BPYYHYH N CMEHUTb MOLLHOCTb, UCNONb3YITe criegyowme KoMmaHabi:

CMeHa pa6ouero kaHasia 1 MOLWHOCTU paauouHTepdgeiica

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan0

WOP-30L(config):/interface/wlan0# wlan

WOP-30L(config):/interface/wlan0/wlan# radio

WOP-30L(config):/interface/wlan0/wlan/radio# channel X (rge X — HomMep cTatnyeckoro kaHasna, Ha KOTopom
6yaeT pabotarb TOUKa)

WOP-30L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1l04eHne aBTOBLIOOPa KaHana. s
BK/IOYEHMA BBeaAUTE true)

WOP-30L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1l04eHNE YCNOIL30BaHNS
OrpaHNYeHHOro cnmcka KaHanos. [15 BKNH4YeHns1 BBeAUTeE true)
WOP-30L(config):/interface/wlan0/wlan/radio# bandwidth X (rge X — wypuHa kaHana. MNapaveTtp MoxeT
npuHMmaTth 3HaveHue: o Radio 1: 20, 40; Radio 2: 20, 40, 80)

WOP-30L(config):/interface/wlan0/wlan/radio# tx-power X (r4e X — ypoBeHb MoLHOCTM B ABM. MapameTp
MOXET NpuHUMaTh 3HadveHue: ans Radio 1: 0-16 obm; as1s Radio 2: 0-19 aobm)
WOP-30L(config):/interface/wlan0/wlan/radio# tx-power-min X (rae X — MYHVMMa/IbHbIA YPOBEHL MOLLHOCTY
B AbM. NapameTp MOXET NpUHUMaTh 3HadeHune: ansa Radio 1: 0-16 abm; ansa Radio 2: 0-19 abm)
WOP-30L(config):/interface/wlan0/wlan/radio# tx-power-max X (rz1e X — Makc/masibHbIA YPOBEHbL MOLLHOCTN
B AbM. NapameTp MOXET NpuHUMaTh 3HadeHune: ans Radio 1: 0-16 abm; ansa Radio 2: 0-19 abm)
WOP-30L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)
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© Cnucku BOCTYNHBIX KaHANOB

Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI ClieAYyloLWne KaHaJbl:
* Npwv WwupuHe KaHana20Mru;: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv WwupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty anAa BbiGopa AOCTYNHbI caieAylolne KaHabl:
* npu wrpuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,

165.
* Npwv wupuHe kaHana 40 MIru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

o MapameTpsbl tx-power-min n tx-power-max NpUMEHSIOTCS TOMIbKO B peXume padboTbl C CEPBUCOM
AirTune.

7.5.1 [ononHuTtenbHbie HacTpoiikn Radio

HacTpoiika orpaHM4eHHOro CNUcKa KaHasl0B

WOP-30L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/10ueH e nCnoNb30BaHNA
OrpaHNYeHHOro cnMcka KaHasioB B paboTe aBTOBbIOOpa KaHaoB. ns oTkoueHns BBeauTe false)
WOP-30L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1, 6, 11 — kaHasbl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanmBaeMblii pagnonHTepdelic)

N3mMeHeHUe OCHOBHOrO KaHana

WOP-30L(config):/interface/wlan0/wlan/radio# control-sideband lower (napaveTp MOXeT npuHUMAaTH
3HaueHue: lower, upper. Mo ymonyaHuto: 4nd Radio 1: lower; ons Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWmMTHOro UHTepBana

WOP-30L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t04EHVIE NCMONL30BAHNA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasIa ANs nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [1ns oTkntoueHus BBeauTe false)

BkntoueHune STBC

WOP-30L(config):/interface/wlan0/wlan/radio# sthc true (Bk/il0ueHne mMeToga NpPoCcTpPaHCTBEHHO-
BPEMEHHOro 6/104HOr0 KoanpoBaHus (STBC), HanpaBNEHHOIO Ha MOBbILWEHNE HAAEXHOCTN Nepeaaym
AaHHbIX. s oTkntoveHns seBeaute false)
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BknioueHue arperauumn

WOP-30L(config):/interface/wlan0/wlan/radio# aggregation true (Bk/itoueHve arperaymmn Ha Radio —
nognepxxkn AMPDU/AMSDU. [ina oTkioyeHnsa seeguTe false)

BkntoueHue Mcnosb3oBaHNA KOPOTKOI npeamMoy bl

WOP-30L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1t04EHVE CMOL30BAHNA KOPOTKOWA
npeamoysibl naketa. [Ana otkaoyeHnsa seeuTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WOP-30L(config):/interface/wlan0/wlan/radio# wmm true (BktoueHne nogaepxkn WMM (Wi-Fi Multimedia)
[na otknoveHus seeaute false)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoamnTca T0/1bKO Ha Radio 5 Ty (wlanl)

WOP-30L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum paboTtsl MexaHnsma DFS. Moxet
npuHUMaTh 3HadyeHns: forced — MexaHn3M BbIK/THOUYEH, DFS-KaHas bl AOCTYMHbI A5 BbIOOPa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3Mm BbIKOYEH, DFS-KaHa bl HEAOCTYMHbI A1 BbIGopa)

BknroyeHue pexuma aBTOMaTUYEeCKOW CMEHbI LWNPUHDbI KaHana

WOP-30L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1l0HEHNE PEXMMA aBTOMATNYECKON CMEHbI
LUVMPWHBI KaHana ¢ 40 MMy, Ha 20 MI'y, npu 3arpyeHHom paguoadmpe. insa otknoyeHns seeguTe false)

BknioueHue welinepa Broadcast/Multicast

WOP-30L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rae X — orpannyenne nepegayn
LLIMPOKOBELLLATENTbHOIO/MY/ILTUKACTOBOrO Tpadinka no 6ecnpoBOAHON CETH, yKa3blBAETCA NMUMUT A1
LLUMPOKOBeELLLATENBbHOIO Tpadurka B nak/c)
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BkitoueHue QoS U U3SMeHeHne napameTpos

WOP-30L(config):/interface/wlan0/wlan/radio# qos

WOP-30L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1l04eHNE NCNOMBL30BAHNS (DYHKLNIA,
obecneunBaroLLMx Ka4yecTBO 0b6cnyxusaHus (Quality of Service). Ans oTknoyeHns seeauTe false)
WOP-30L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTporika napameTpoB QoS TOUKM A0CTYNa,
Tpauk nepenaeTcs OT TOYKN AOCTYyNa K KNIMEHTY)
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1s
HU3KOMPUOPUTETHON ouepeamn C BbICOKOM MPOMYCKHOM CNOCOBHOCTLI0, NpruopuTeThl 802.1p: ¢sl, cs2)
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bki# aifs X (rae X — Bpemsa oxungaHus kagpos
(dbpeitmoB) AaHHbIX, U3Mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauasibHOe 3Ha4YeHne BpeMeHM
oXuaaHus nepes NOBTOPHOW OTNPABKOW Kaapa, 3afgaeTcs B MUNanMcekyHaax. lNpuHumaet 3HadeHus: 1, 3,
7,15,31,63,127,255,511, 1023. 3Ha4yeHne cwMin He MOXET NpeBbIlaTb 3HavyeHne cwMax)
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — MakcumvasibHoe 3HavyeHmne
BPEMEHM OXUAaHNS nepe/ NOBTOPHOW OTNPAaBKOW Kaapa, 3afaeTcst B MunancekyHaax. MpuHumaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HayeHne cwMax [0/DKHO ObITb 60/1bLLE 3HAYEHNA cwMin)
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (e X — vHTepBasi BpemeH B
MUNIUCEKYHAAX, Koraa KnveHTckas WME-CTaHUmsa MMEeeT npasa UHULMMPOBATbL Nepefady AaHHbIX No
6ecnpoBoAHON cpefie K ToUKe A0ocTyna. MakcumasibHoe 3HaYeHne 65535 MUINCEKYH)
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bki exit
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-30L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpoB QoS CTaHLUN KVeHTa:
Tpadhvk nepeaaeTcs OT CTaHLUUM KMeHTa A0 TOYKM A0CTyna)
WOP-30L(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHne HacTpoek)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.
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7.6 Hactpoika DHCP onuun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoAATCS NpUMepbl HAacTpoku onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumu 82 oTk/YeHa. 3HaYeHVe No YMOTYaHUIo;
+ replace — Touka focTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

N3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan0 (HacTpoiika 6yaet nponsBoguTbcs Ans Radio 2.4 'y, Ecnn Heobxognumo
HacTpouTb 82 onumto Ha Radio 5 'Ty, — BBeanTe wlanl)

WOP-30L(config):/interface/wlan0# common

WOP-30L(config):/interface/wlan0/common# dhcp-snooping
WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BL100p paboThl
DHCP snooping B pexume 3ameHbl Uin NoacTaBneHns onuun 82)
WOP-30L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)

92



PyKoBO/CTBO Mo aKcnayatauym WOP-30L

Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTuka obpaboTkun onummn 82 replace, To 4N8 KOHUTYppPOBaHKS
CTaHOBATCA AOCTYMHbI CNeayoLne napameTpbi:

HacTtpoiika napameTpoB onuun 82

WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (/e custom
— 3amMeHa cogepxxumoro CID Ha 3HaveHure, ykaszaHHoe B napameTtpe dhcp-option-82-custom-

CID. [TapamMeTp MOXET NpuHUMaTh 3HadeHus: APMAC-SSID — 3ameHa cogepxumoro CID Ha <MAC-agpec
TOYKM gocTtyna>-<umsa SSID>. SSID — 3ameHa cogepxxumoro CID Ha umsa SSID, K KOTOPOMY NOAK/THYEH
KNMeHT. Mo ymonyaHuo: APMAC-SSID)

WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (/1€ custom
— 3amMeHa cogepxumoro RID Ha 3HaveHune, ykasaHHoe B napamveTtpe dhcp-option-82-custom-RID.
MapameTp MOXeT npuHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepxunmoro RID Ha MAC-azpec
KNMeHTCcKoro yctporictea. APMAC — 3ameHa cogepxumoro RID Ha MAC-agpec Toukun gocTtyna. APdomain —
3amMeHa cofepXXnmoro RID Ha IOMEeH, B KOTOPOM HaxoAmMTcst Todka goctyna. Mo ymondanuto: ClientMAC)
WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (re
longstring — 3HauyeHve oT 1 4,0 52 CMMBO/10B, KOTOpOe byaeT nepegasatbes B CID. Ecv 3HavyeHue
napametpa dhcp-option-82-custom-CID He 3a4aH0, Touka 6yaeT n3MeHaTb CID Ha 3HaYeHue no
yMo/14aHuo: <MAC-agpec To4kn goctyna>-<nums SSID>)
WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r1e
longstring — 3HaueHve oT 1 4,0 63 CMMBOJI0B, KOTOPOe ByaeT nepegasaTtbes B RID. Ecv 3HaveHue
napavetpa dhcp-option-82-custom-RID He 3a1aH0, ToUuka byaeT n3meHATs RID Ha 3HaveHve no
ymosyaHuo: MAC-agpec K/IMEHTCKOrO YCTPOWCTBA)
WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenutens okteTtoB MAC-agpeca, koTopsblii nepegaetcs B RID v CID. radius — B kayecTBe pasgenutesns
BbICTynaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasfenntesns BbICTyNaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WOP-30L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)
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7.7 Hactpoiika pennvkaunn DHCP

© Hactpoiika akTBMpyeT thyHKLMOHaN npeobpasosanuna broadcast DHCP-0TBeTOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/SAET NOBbLICUTL CTA6U/ILHOCTL 06MeHa DHCP mexay KNMeHTOM 1 cepBepoM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeactasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlanl

WOP-30L(config):/interface/wlan1# common

WOP-30L(config):/interface/wlanl/common# dhcp-snooping
WOP-30L(config):/interface/wlan1l/common/dhcp-snooping# dhcp-replication-mode true (Bk/itoueHne
pennukaumm DHCP. o yMOn4aHUIO BbIK/IOYEHO, false)
WOP-30L(config):/interface/wlanl/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

7.8 Hactpolika pennvkauun ARP

© Hacrpoiika arp-suppression NPon3BOAUTCA OTAENLHO ANA KaXAO0ro pagvonHTepdeiica. B gaHHOM
pasgene NpMBOASTCA NPUMEpPbI HACTPOWKK arp-suppression ans Radio 2.4 'y, — wlan0.

Mocne BKAOUYEHWs arp-suppression npoucxoauTt nogmeHa MAC-agpeca nosyyarens.

HacTpoliika pennukayum ARP

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan0

WOP-30L(config):/interface/wlan0# common

WOP-30L(config):/interface/wlan0/common# arp-suppression
WOP-30L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/toueHne arp-suppression. o
YMOJ/I4aHM1IO BbIKHOYEHO: false)

WOP-30L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (ynpasneHve
pennukaumeii ARP. Ecnv napamMeTp BK/IHOYEH true, TO MPOMCXOANT OTOPAChIBAHNE MAKETOB C HENM3BECTHbLIM
IP-agpecom Ha3Ha4vyeHus. Ecnn napameTp BbiK/OUeH false, TO makeTbl 6yayT nepegaBaTbCs
LLIVPOKOBELLLATE/bHO. 10 YMOMYaHMIO BK/THOUYEHO: true. PAG0OTAET TOMBKO C BK/IKOYEHHBIM arp-suppression)
WOP-30L(config):/interface/wlan0/common/arp-suppression# save (CoOxpaHeHne HacTpoek)
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7.9 Hactpoika WDS

© pu koHUryprposaHum WDS-coeAMHEHUS HEOBXOAMMO, YTOBbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHyo MHoOPMaLIMIO O HACTPOliKe pagnonHTepdieca Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan1l-wds0 (Bb160p /iHka WDS. Bo3aMoxHble 3HavyeHns ans Radio 2.4 ITw;
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WOP-30L(config):/interface/wlan1l-wds0# wds

WOP-30L(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-nHrepderica
BCTPEUHOI TOUKMN AOCTYNA, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU Ha BCTPEYHOI TOYKE A0CTyna KoMaHay
monitoring radio-interface)

WOP-30L(config):/interface/wlan1-wds0/wds# exit

WOP-30L(config):/interface/wlan1-wds0# common

WOP-30L(config):/interface/wlan1-wds0/common# enabled true (sxtoueHne nuHka WDS. 15 oTKH0YeHNs

BeeauTe false)

WOP-30L(config):/interface/wlan1-wds0/common# exit
WOP-30L(config):/interface/wlan1-wds0# exit

WOP-30L(config):/interface# wlanl (npun HacTporike WDS Ha Radio 2.4 [T, BBeguTe wlan0)
WOP-30L(config):/interface/wlan1# wlan

WOP-30L(config):/interface/wlanl/wlan# wds

WOP-30L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BLI60p pexunma 6e3zonacHocti WPA2.
Bo3MoXHble 3HaueHus: WPA2, off — 6e3 naposisi)

WOP-30L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1104/naposib, He0BXoANMbIA A5
NOAK/OYEHMS K BCTPEUHOM ToUke AocTyna. J/iMHa K/ioda Ao/MKHAa COCTaBNATb OT 8 A0 63 CMMBO/IOB)
WOP-30L(config):/interface/wlanl/wlan/wds# enabled true (sxtoueHne WDS. 119 OTK/IHOHEHNSA BBEAUTE
false)

WOP-30L(config):/interface/wlanl/wlan/wds# save (coxpaHeHne HacTpoek)

HaCTpOVIKa BCTpeLIHOﬁ TOYKM pgocTtyna BbINOJ/IHAETCA aHa/TOTNYHO.
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7.10 CucTeMHble HaCTPOWKU

7.10.1 O6HoBneHue MO ycTpoiicTBa

O6HoBneHue MO Touku goctyna no tftp

WOP-30L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue dpaiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WOP-30L-2.7.1_build_X.tar.gz)
WOP-30L(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WOP-30L(root):/# firmware upload http <URL gnsa ckaumBaHua caiina MO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WOP-30L-2.7.1_build_X.tar.gz)
WOP-30L(root):/# firmware upgrade

MNepekntoueHne Ha pe3epBHYO Bepcuto MO Touku gocTyna

WOP-30L(root):/# firmware switch

7.10.2 YnpaBneHue KoHdUrypaumeii ycTponcrea

C6poc KOHhurypaumm ycTpoiicTea B Aecpo/ITHOEe COCTOsiHME 6e3 CoOXpaHeHUsi NapaMeTpoB
Joctyna

WOP-30L(root):/# manage-config reset-to-default
C6poc koHurypauyum yctpoiictBa B Aetho/nTHOe COCTOSHUE C COXpPaHeHUeM napameTpoB goctyna

WOP-30L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hpUrypaLMoHHbIii chaiin ycTpoiicTea Ha TFTP-cepBep

WOP-30L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (nprvep: manage-config
download tftp 192.168.1.15)

3arpysuTb KOH(UrypaLuuoHHblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-30L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue haiina
KoHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-30L(root):/# manage-config apply (nprvimeHeHne KoHhurypaumum Ha To4Ky 40oCTyrna)
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7.10.3 MMepe3arpy3ka ycTpoincrea

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-30L(root):/# reboot

7.10.4 HacTtpoliika pexuma ayTeHTuumkaumm

YCTPOICTBO MMEET 3aBO/ICKYH YUETHYI0 3anncb admin ¢ naponem password. YaanuTb JaHHYH YUETHYHO
3an1ch Henb3s. I3MEHUTbL Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUKE KOMaH/,

N3meHeHue napons AnsA yyeTHoM 3anucu admin

WOP-30L(root):/# configure

WOP-30L(config):/# authentication

WOP-30L(config):/authentication# admin-password <HoBbIi naponb AN yyeTHoi 3anucu admin> (0T 1
[10 64 CMBO/0B, BK/tOYasA NaTtuHCKne BykBbl U LMAIPbI)

WOP-30L(config):/authentication# save (coxpaHeHne HacTpoek)

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesNeNn 419 NOKaIbHOM ayTEHTUGIMKALMNY, a TakkKe
ayteHTugukaumm yepes RADIUS.

© HosbiM nonb3oBaTenaM AoMKHA GbITh HA3HAYEHA OfHA U3 BYX POneii:
admin — nonb3oBaresib C Takoi posblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTYpUpOBaHUIO U
MOHUTOPWHIY 6a30BOi CTaHuuK;
viewer — nonb3oBaTesib C Takol Posnbto ByAeT MMETb AOCTYN TO/IbKO K MOHUTOPUHIY 6a30BOW CTaHLMK.

Jo6aBneHne HOBbIX No/b3oBaTenei

WOP-30L(root):/# configure

WOP-30L(config):/# authentication

WOP-30L(config):/authentication# user

WOP-30L(config):/authentication/user# add userX (rze userX — vimsi HOBOW y4eTHOM 3anvcn. [Ans yaaneHms
ncnonb3ynte komaHay del)

WOP-30L(config):/authentication/user# userX

WOP-30L(config):/authentication/user/userX# login userX (rze userX — 1ms HOBOW Y4eTHOM 3anucn)
WOP-30L(config):/authentication/user/userX# password <[aponb Ana yyeTHOI 3anmucu userX> (0T 1 /10 64
CVYMBOJ10B, BK/1lo4as natuHckmne 6ykBbl U LMUdopbI)

WOP-30L(config):/authentication/user/userX# role admin (nosiL30BaTe/N0 BbIAAKTCA Npasa Ha
KOH(purypuposaHme. Bo3MOXXHOe 3HaYeHne viewer — yUETHOWM 3annucu 6yaeT A0CTYyNeH TONbKO
MOHUTOPWHT)

WOP-30L(config):/authentication/user/userX# save (CoxpaHeHne HacTpoek)
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Ansa ayteHTudmkauyum yepes RADIUS-cepBep HEO6X04MMO HACTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTtpoiika napameTpoB gocTyna K RADIUS-cepBepy

WOP-30L
WOP-30L

root):/# configure

config):/# authentication

WOP-30L(config):/authentication# radius

WOP-30L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-30L(config):/authentication/radius# auth-port X (re X — nopt RADIUS-cepBepa, KOTopbIi
NCNOMb3YeTCA A4/18 ayTEHTUdINKaLMM 1 asTopusaumun. Mo ymonyaHuto: 1812)
WOP-30L(config):/authentication/radius# auth-password secret (r21e secret — ko4 4715 RADIUS-cepBepa,
MCNOJb3yEMOro A5 ayTeHTUmKauumn n astopmsaumnn)

WOP-30L(config):/authentication/radius# exit

WOP-30L(config):/authentication# radius-auth true (Bk/1t04eHVe pexxuma ayTeHTUdnKaumm Yepes RADIUS-
cepsep. Ana oTknodeHns seeauTe false)

WOP-30L(config):/authentication# save (coxpaHeHne HacTpoek)

—_— e~ —~ —

o Mpun ayTeHTMdunkaumm yepes RADIUS-cepBep He06X0AMMO 06a3aTe/lbHO CO34aTh NIOKa/IbHYIO YHETHYHO
3anuce, kotopas byaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpwn 3TOM B /IOK&/IbHOW YYETHOI 3anncu obs3atesibHO A0/MKHA O6bITb YKa3aHa posb, onpegenstoLas
npasa goctyna (admin unm viewer).
B cnyuyae ecnn RADIUS-cepBep okaxXeTca HeAOoCTYNeH, ayTEHTUdINKaLMS NPOAAET NO SIOKasIbHOW
YUYETHOM 3anuncu.

7.10.5 HacTpoiika gaTbl 1 BpeMeHU

KomaHAbl ANs HACTPOIKA CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Br/itoueHve pexvima pabotsl ¢ NTP)

config):/date-time# ntp

WOP-30L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepeepa)
WOP-30L(config):/date-time/ntp# alt-servers (ycTaHOBKa A0MoNHUTE LHLIX NTP-cepsepos)
WOP-30L(config):/date-time/ntp/alt-servers# add <AlomeHHOe ums/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosgaHue pasaena KoHdurypaumm aononHutensHoro NTP-cepepa. MakcumanbHoe
Konun4yecTBo: 8. ns yaaneHnsi ucnosnbayrte komaHay del)

WOP-30L(config):/date-time/ntp/alt-servers# exit

WOP-30L(config):/date-time/ntp# exit

WOP-30L(config):/date-time# common

WOP-30L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHOI
30Hbl)

WOP-30L(config):/date-time/common# save (CoxpaHeHne HacTpoek)

—_— o~ o~~~ —~ —~
== = =
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7.10.6 [ononHuTenbHble H&CTpOI7IKI/I CUCTEMbI

BkntoueHue rno6anbHoii nsonauum

WOP-30L(root):/# configure

WOP-30L(config):/# system

WOP-30L(config):/system# global-station-isolation true (Bx/10ueHVIe 1106a/1bHON N30AALMN TPpadrKa
MeXAay KimeHTamm pasHbix VAP 1 pasHbIX pagmonHtTepdgeincos. Ansa oTknoveHns seeguTte false)
WOP-30L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHne UMeHN yCTpoiicTBa

WOP-30L(root):/# configure

WOP-30L(config):/# system

WOP-30L(config):/system# hostname WOP-30L_room2 (re WOP-30L_room2 — HOBOe 1MSA YCTPOUCTBA.
MapameTp MOXET cogepxaTb OT 1 10 63 CUMBOJIOB: TATUHCKME 3ar/iaBHble 1 CTPOUHbIEe OYKBbI, LIMMpbI,
3HaK gedmc «-» (aeduc He MOXET ObITb NOCNeAHUM CUMBOIOM B MMeHN). Mo ymonyaHuo: WOP-30L)
WOP-30L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacpuqecxoro AOMeHa

WOP-30L(root):/# configure

WOP-30L(config):/# system

WOP-30L(config):/system# ap-location ap.test.root (r/e ap.test.root — foMeH y3na fepesa yCTPOUCTB
CUCTEMbI yripaBneHus EMS, B KOTOpPOM pacnonaraeTcsi Touka goctyna. o ymonyaHuio: root)
WOP-30L(config):/system# save (coxpaHeHne HacTpoek)

MN3meHeHune Radius NAS-ID

WOP-30L(root):/# configure

WOP-30L(config):/# system

WOP-30L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
noeHTudukarop gaHHon TA. MNapameTp npeaHasHayveH ansa ngeHtudukaumm yctpoictaea Ha RADIUS-
cepsepe, B cny4vae ecnm RADIUS oxngaet 3HayeHue, oTimyHoe ot MAC-agpeca. o ymonyaHuo: MAC-

appec T/)
WOP-30L(config):/system# save (coxpaHeHne HacTpoek)
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HacTpoliika LLDP

WOP-30L(root):/# configure

WOP-30L(config):/# lldp

WOP-30L(config):/lldp# enabled true (BktoueHve doyHkumoHana LLDP. 1A oTkioveHus Beeaute false. Mo
YMO/I4aHuIo: true)

WOP-30L(config):/lldp# tx-interval X (rge X — nsmeHeHune nepuoga otnpasku LLDP-cO06LEeHNIA.
Bo3MOXHble 3HauYeHus: 1-86400. o ymonyaHuto: 30)

WOP-30L(config):/lldp# system-name WOP-30L_reserv (e WOP-30L_reserv — HOBOE UMs ycTpoicTea. 1o
ymMmo4aHuo: WOP-30L)

WOP-30L(config):/lldp# save (coxpaHeHVe HacTpoek)

N3meHeHue napond

WOP-30L(root):/# configure

WOP-30L(config):/# authentication

WOP-30L(config):/authentication# admin-password newpassword (rze newpassword — HOBbIV Naposib 15
BXOa B CUCTEMY TOYKM AocTyna. o ymosiyaHuio: password)

WOP-30L(config):/authentication# save (coxpaHeHne HacTpoek)

7.11 HacTtpolika napaMmeTpoB NopTasibHO aBTopM3aLmm

HacTpolika napaMeTpoB nopTa/ibHOIi aBTOpU3aLumn

WOP-30L(root):/# configure

WOP-30L(config):/# captive-portal

WOP-30L(config):/captive-portal# ap-ip-alias <JoMeHHOEe UMSA> (JOMEHHOE VM, Ha KOTOpoe ByaeT
coBepLUaTbCcAa nepeHanpas/ieHne KIMEHTOB. Mo ymonyaHuio: redirect.loc)
WOP-30L(config):/captive-portal# tinyproxy-https true (Bx/10ueHVIe nepeHanpas/ieHns KVEeHTOB Mo
npotokony HTTPS. nA nepeHanpassieHnsa no npotokony HTTP BBeauTe false. Mo ymonyaHuto: false)
WOP-30L(config):/captive-portal# save (coxpaHeHne HacTpoek)

© DNS-3anpoc JOMEHHOTo NMeHH, ykasaHHoro B ap-ip-alias, Gy4eT nepexBayeH TOUKOI AocTyna. Ha atoT
3anpoc 6yaeT oTnpaseH OTBET, U B OTBeTe byaeT IP-agpec Toukm goctyna.
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HacTpolika uMeH NnapaMeTpoB, NepegaBaeMbiX Be6-CepBepoM aBTopusauum

WOP-30L
WOP-30L

root):/# configure

config):/# captive-portal

WOP-30L(config):/captive-portal# web-redirector

WOP-30L(config):/captive-portal/web-redirector# param-names
WOP-30L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nvieHu
napameTpa, coaepXxaLlero UCXogHbI URL, 3anpoLUeHHbI KNMeHTOM. KneHT 6yaeT nepeagpecoBaH Ha
[AaHHbIA URL B cnyvae ycnewHow aBTopumsannn)
WOP-30L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nmeHu
napameTpa, cogepxatlero URL, kyaa byaeT nepeazpecoBaH K/IMEHT B C/lydae oLnbkn agTopmusaLmm)
WOP-30L(config):/captive-portal/web-redirector/param-names# username login (HacTpolika nmeHu
napameTpa, CoAepXaLlero /IorMH 415 KAUeHTa)
WOP-30L(config):/captive-portal/web-redirector/param-names# password pass (HacTporika nMeHn
napameTpa, CoAepXaLlero naposib 418 KINeHTa)
WOP-30L(config):/captive-portal/web-redirector/param-names# save (coxpaHeHVe HaCTPOeK)

—_— o~ o~ —

o HacTpoiika Hy>Ha, ecnvm nveHa napameTtpos B oTBeTe http ¢ kogom 302 otnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLMXCA TOYKOIN focTyna.

7.11.1 YnpasneHve noptasibHbIM CEPTUUKATOM

3arpyska ceptudmkara gnsa pegupekra no HTTPS no tftp

WOP-30L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpaiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudmkara gns pegupekrta no HTTPS no http

WOP-30L(root):/# manage-certificates portal upload http <URL gnsa ckaunBaHus cpaitna No>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CrtupaHue ceptudmkara

WOP-30L(root):/# manage-certificates portal erase
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7.12 HacTtpoliika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 06ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
MOAK/OYEHHBIMU K CEPBUCY.

KomaHgb! AN HacTpoiiku cepBuca APB

WOP-30L
WOP-30L

root):/# configure

config):/# captive-portal

WOP-30L(config):/captive-portal# apbd

WOP-30L(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-30L(config):/captive-portal/apbd# enabled true (Bx/1t0ueHVe cepsuca APB. [1/19 OTK/IHUEHNA BBEANUTE
false)

WOP-30L(config):captive-portal/apbd# save (coxpaHeHne HacTpoek)

—_ e~~~ —

7.13 HacTtpoiika DAS-cepsepa

dyHkumMoHan DAS-cepBepa obecneymBaeT 06paboTKy 3anpocoB AUHamMMyeckoi asTopmsaumm RADIUS Toukamum
goctyna.

KomaHgb! Ansa HacTpoiiku DAS-cepBepa

WOP-30L(root):/# configure

WOP-30L(config):/# das-server

WOP-30L(config):/das-server# enabled true (Bx/toueHve DAS-cepeepa. [nsa otknoveHns seeante false)
WOP-30L(config):/das-server# auth-password secret (/e secret — naposs 4715 DAS-cepsepa, Ncnosib3yercs
npuv wndposaHum RADIUS-3anpocos)

WOP-30L(config):/das-server# save (CoxpaHeHVe HacTpoek)

7.14 HacTpoiika MeHeakepa NacCUBHOIO CKAHMPOBAHMUS PAANOOKPYXEHNS

[lna ocywecTBNeHns NOCTOSHHOIO CKaHNPOBaHUS HA TOUKe A0CTyNa, He06X0AMMO HACTPOUTbL MEHeIXEP
naccuBHOro ckaHnpoBaHus "scand".

KomaHgb! AN HacTpoiiku scand

WOP-30L(root):/# configure

WOP-30L(config):/# scand

WOP-30L(config):/scand# neighbor-scan

WOP-30L(config):/scand/neighbor-scan# neighbor-scan-enabled true (Bk/1104eHVE NOCTOAHHOTO
CKaHupoBaHwus. s oTknoveHust BeeanTe false)

WOP-30L(config):/scand/neighbor-scan# save (CoxpaHeHne HacTpoek)
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7.15 MOHUTOPUHT

7.15.1 Wi-Fi knnentnbl

WOP-30L(root):/# monitoring associated-clients

index
interface
state
hw-addr
rfid

wid

band
ssid
ip-addr
username
domain

dhcp-request-status

authorized

captive-portal-vap

enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi
max-rssi-1
max-rssi-2
max-rss-i

snr—-1

snr-2

snr

noise-1
noise-2

noise

tx-rate
rx-rate

rx—bw
rx-bw-all
tx-bw

uptime

mfp
wireless-mode

perftest-capable

link-quality

link-quality-common

actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps

0

wlanl-va@

ASSOC SLEEP AUTH_SUCCESS
0a:03:42:63:73:f5
1

0

5
WOP-30L_5GHz-test
192.168.1.15

user
enterprise.service.root
obtained

true

false

true

903

2

1887

13063

-30

=37

=37

=27

=37

=27

29

29

29

-59

-66

-59

HE NSS2 MCS9 SGI 229.4
HE NSS2 MCS3 LGI 58.5
20M

20M

20M

00:01:04

false

ax

false

97

96

1736

1014

70075

2625

89

6020

PykoBogacTBo no akcnayatauum WOP-30L
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link-capacity | 90

multicast-groups-count | 1

using-802.11r | yes

using-802.11k | yes

using-802.11v | yes

twt-support | broadcast

name | ©

Counter Transmitted Received

Total Packets: | 174133 | 136050 |
TX success: | 99 | |
Total Bytes: | 211056771 | 113905486 |
Data Packets: | 174126 | 2857 |
Data Bytes: | 211055846 | 1689787 |
Mgmt Packets: | 7 | 133193 |
Mgmt Bytes: | 353 | 112652138 |
Rate Transmitted Received

ofdmé | 26 | 0% 33 | 0%
ofdm24 | © | 0% 324 | 0%
nss2-mcs4 | © | 0% 1| 0%
nss2-mcs5 | © | 0% 44 | 0%
nss2-mcsé6 | © | 0% 1205 | 0%
nss2-mcs8 | 174107 | 99% 134442 | 98%

Multicast groups:

MAC IP
33:33:ff:1e:66:bb XXX.30.102.187
33:33:00:00:00:fb XXX.0.0.251
01:00:5€:00:00:fb XXX.0.0.251
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7.15.2 WDS

WOP-30L(root):/# monitoring wds-entries

index 0

hw-addr 68:13:€2:35:19:50

interface wlanl

rfid -1

wid -1

band 5

state WIFI_WDS WIFI_WDS_RX_BEACON
ip-addr 192.168.1.15

dhcp-request-status

not requested

|
|
|
|
|
|
|
|
|
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 134
rssi-1 | -42
rssi-2 | -26
rssi | -26
snr-1 | 33
snr-2 | 33
snr | 33
noise-1 | -9
noise-2 | 7
noise | 7
tx-rate | HE NSS2 MCS9 SGI 229.4
rx-rate | HE NSS1 MCS4 SGI 51.6
rx—bw | 26M
rx-bw-all | 26M
tx—bw | 26M
uptime | 00:06:08
mfp | false
wireless-mode | ax
perftest-capable | false
link-quality | 97
link-quality-common | 97
actual-tx-rate | 2
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 14
actual-rx-pps | ©
shaped-rx-pps | ©
link-capacity | 1 (not changed)
multicast-groups-count | ©
twt-support | none
name | ©
Rate Transmitted Received
Total Packets: 5006 3412
TX success: 100
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Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

nssl-mcsoO
nssl-mcs4
nss2-mcso
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9
nss2-mcslo
nss2-mcsll

Multicast groups: none

327521
4964
322095
42
5426

0

0

0

Transmitted

278
2128
1967
141

778532
5

998
3407
777534
0

0

Received

ool ool ol oMoMoMoMoMON IO RG]
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7.15.3 WHdopmauus 06 ycTpoiictee

WOP-30L(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes—-mode

12:50:37 27.09.2023
00:04:25

WOP-30L

2.7.1 build X
2.7.1 build X
2.1.0 build X

43

137

104

241

9.5

6.70

false

Eltex

Access Point
WOP-30L

WOP-30L
68:13:E2 XX XX XX
68:13:E2 XX XX XX
WP52000345

1v2

false

false

firmware update
false
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7.15.4 WNHopmaums o ceptudmkarax

WOP-30L(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E2XXXXXX
subject: /CN=68:13:€2:xX:XX:XX
not-before: Jan 1 00:00:00 1970 GMT
not-after: Jun 1 01:11:37 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true

PykoBogacTBo no akcnayatauum WOP-30L

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

serial: F801C0OA554A38A16

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:27 1999 GMT
not-after: Jan 18 00:00:27 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: A1D68F94A6178E83
subject: /CN=redirect.loc/0O=Eltex Ent
not-before: Jun 25 08:28:08 2025 GMT
not-after: Jun 1 08:28:08 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: ATF95936FCF48CD2
subject: /CN=x.%/0=Eltex Ent
not-before: May 6 16:14:59 2024 GMT
not-after: Apr 12 16:14:59 2124 GMT
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7.15.5 CeteBas nHopmaums

WOP-30L(root):/# monitoring wan-status

Common +information:

interface | bro
mac | cc:9d:a2:xx:xx:xx
rx-bytes | 456875
rx-packets | 5835
tx-bytes | 24328
tx-packets | 241
IPv4 dinformation:
protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ced9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WOP-30L(root):/# monitoring ethernet

link: up

speed: 2500
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WOP-30L(root):/# monitoring arp

# ip mac
(0] 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WOP-30L(root):/# monitoring route

Destination Gateway

PykoBogacTBo no akcnayatauum WOP-30L

Interface

0.0.0.0
192.168.1.0

192.168.1.1
0.0.0.0

WOP-30L(root):/# monitoring lldp

7.15.6 becnpoBoHble UHTEPENCHI

255.255.255.0

Port ID

System Name

WOP-30L(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power
connection status
operation mode
noise-1

noise-2

channel

frequency
bandwidth
utilization

mode

thermal

name
rfid

status

band

hwaddr

tx-power
connection status
operation mode
noise-1

noise-2

channel

frequency
bandwidth
utilization

mode

thermal

wlano

(0]

on

2.4 GHz
68:13:E2:XX XX XX
16 dBm
AP mode
vap

-64 dBm
-64 dBm
11

2462 MHz
20 MHz
T7%
b/g/n/ax
43

wlanl

1

on

5 GHz
68:13:E2:XX XX XX
19 dBm

AP mode
vap

-87 dBm
-87 dBm
40

5200 MHz
20 MHz
35%
a/n/ac/ax
40

Capabilities TTL
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7.15.7 XypHan cobbITuii

WOP-30L(root):/# monitoring events

Jan 23 00:00:07 WOP-30L daemon

Jan 23 00:00:09 WOP-30L daemon

successfully.

Jan 1 03:00:14 WOP-30L daemon

Jan 1 03:01:17 WOP-30L daemon

lease on 192.168.1.15.

Jan 23 07:17:14 WOP-30L daemon
E4:0E:EE:BD:AE:6B ssid: 'WOP-3

7.15.8 CkaHupoBaHue atpupa

PykoBogacTBo no akcnayatauum WOP-30L

.info syslogd[925]: started: BusyBox v1.21.1

.info configd[955]: The AP startup configuration was loaded

.info networkd[987]: Networkd started

.info networkd[987]: DHCP-client: Interface br0® obtained

.info monitord[1055]: event: 'associated' mac:
OL_2.4GHz' 1into

© Bo Bpems ocyLLECTBNEHUS aKTUBHOMO CKaHUPOBaHWA achupa paguonHTepdelic yctpoiicTea 6yget
OTK/II0YEH, UTO NPUBEAET K HEBO3MOXHOCTM nepegaqn AaHHbIx Ao Wi-Fi knneHToB Bo Bpemsi

CKaHMpoBaHUA.

AKTMBHOE CKaHMpoBaHue achupa

‘WOP-30L(root);/# monitoring scan-wifi

Security
wpa/wpa2-1x
wpa2-1x
wpa2

wpa2
wpa2/wpa3-1x
off

off

off

wpa2-1x
wpa2/wpa3-1ix
off

wpa2
wpa/wpa2
off

wpa2-1x
wpa/wpa2-1x
wpa2

off

wpa2

off

BSSID Channel RSSI, dBm Bandwidth, MHz
68:13:E2:1D:0@A:33 11 -45 20
68:13:E2:20:43:31 6 -46 20
68:13:E2:1D:@A:31 11 -47 20
68:13:E2:35:C3:91 6 -48 20
68:13:E2:C3:92:D1 6 -49 20
68:13:E2:35:E9:D2 1 -50 20
EC:Bl:E@:eC:e8:31 11 -51 20
E3:28:C1:DA:C9:B1 1 -53 20
EC:B1:E@:21:44:81 & -53 20
68:13:E2:20:A3:0A 44 -38 20
EC:B1:E@:0@A:3E:99 48 -38 20
68:13:E2:03:1A:72 EL) -39 20
68:13:E2:20:A2:DB 48 -4 20
68:13:E2:@3:1A:71 EL) -41 20
EC:B1:EB:@B:82:11 44 -41 20
©68:13:E2:20:A2:D9 48 -41 20
68:13:E2:0F:49:EB 40 -42 86
EC:B1:EG:eB:82:18 44 -42 20
E@:D9:E3:73:06:E@ 44 -43 88
CC:9D:A2:C2:96:D8 40 -50 20
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MaccrBHOE cKkaHMpoBaHue ahupa

I‘Ipe,qBapl/lTeano HeO6XO,C|,|/IMO BKNKYUTb MEHEPKEP MAaCCUBHOIO CKaHNPOBaHUA paanOOKPYXXEHUA.

WOP-30L(roct):/# monitering neighbor-ap

SSID Privacy BSSID
EC:B1:E@:0B
EC:Bl:E@:20
B4:B@:24:Fa
68:13:E2:13
E2:D9:E3:98
E2:D9:E3:9F
EC:Bl:E@:16
68:13:E2:28
EC:Bl:E@:16

68:13:E2:02:
68:13:E2:35:
E4:5A:D4:DE:
68:13:E2:28:
EC:Bl:E@:16:
i13:E2:83:
EC:B1:E@:21:
E8:28:C1:FC:
EC:Bl:E@:09:
EC:B1:E@:8C:
EC:Bl:E@:8C:

EC:B1:E@:16
68:13:E2:8F
E8:28:C1:DA
E8:28:C1:ED
@B:E@:4C:86
68:13:E2:8D
68:13:E2:13
68:13:E2:2@

B R R OROREEORORRRRRBRRRORREGRRRR @
@
&

7.15.9 CnekTpoaHanusarop

CnekTpoaHanusaTop NpeaocTaBnsieT MHGOPMALMIO O 3arpy>XeHHOCTM KaHa10B B AvanasoHax 2.4 u 5 My,

Pe3ynsTaT BbIBOAMTCS B NMPOLEHTAX.

182:81
tAS:53
:1C:9B
19C:e9
136:BD
:51:8A
13A:8B
:B1:8D
161:7F
EA:20
21:71
56:2E
DD:61
3A:8B
4D: A0
7B:00
D6:48
oD:F4
og:39
08:3A
13AI8A
148:E9
tCAz2C
147:60
178:81
:DE:29
1AB:CE
tA3:8A

Channel

[ L R e N N N

PR R E B R R W W W RS R D
EREREOOO0O N W WP P

RSSI, dBm

-42

-57

-58

-a9
-38

20
20
20
28
20
28
48
49
20
20
20
20
48
40
28
20
28
48
20
20
80
20
20
20
80
28
80
20

Bandwidth, MHz

Last seen time

2025.01.18 87:
2925.81.10 &7:
2025.81.18 83:
2925.81.10 &7:
2025.81.18 83:
2025.81.10 &7:
2025.81.10 @7:
2025.01.18 87:
2825.81.10 &7:
2025.01.18 87:
2825.81.10 &7:
2025.01.18 87:
2925.81.10 &7:
2025.81.18 87:
2025.81.10 &7:
2825.81.18 87:
2025.81.10 @8:
2025.81.10 @7:
2025.01.18 87:
2825.81.10 &7:
2025.01.18 87:
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5e:
58:
el:
51:
el:
56:
47:
47:
47:
52:
57:
53:
59:
59:
59:;
59:
[:[:H
55:
59:
59:
59:

54
54
35
35
56
46
26
a7
a7
37
27
18
1@
1@
51
51
54
23
121
58
50

2925.81.10 @8:@8:11
2025.01.18 83:88:11
2925.81.10 @8:@8:11
2025.81.18 83:88:32
2025.81.10 @8:@08:32
2025.81.10 @8:08:32
2025.01.10 88:08:32

€ Bo Bpems paboThl CekTpoaHaM3aTopa NPOUCXOAUT OTK/IIOUYEHUE BCEX KIMEHTOB OT TOUYKM JOCTYNa.
KnueHTbl NoAKHouaTCs CHOBA TO/IbKO TOrAQ, KOrfa CreKTpoaHa/IM3aTop 3aKoHUYMT CBO paboTy.
Bpemsi aHann3a BCcex paAvoKaHasioB [ABYX AMANa30HOB COCTABMSET NPUMEPHO 5 MUHYT.
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© CnekrpoaHanusaTop pa6oTaeT TOMbKO Ha TeX kaHasax, KoTopble ykasaHbl B napameTtpe limit-channels
B HacTpoiikax pagnovnHTepdgeiicos. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasibl ‘1 6
11', a Ha wlan1 yka3aHbl kaHasbl '36 40 44 48', T0 aHanIM3 cnekTpa 6yaeT NPon3BeAEH TONbKO A/
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[ns Toro uTo6bI 6bIST NPOM3BEAEH aHA/IM3 BCEX KAHaUI0B Anana3oHa, Ha KOTOPoM paboTaeT
paavouHTepdeiic, nsmeHnTe 3HavYeHre napameTtpa use-limit-channels B HacTpoiikax kaxaoro
pagunovHTepdelica Ha false. Mocne nonyyeHnss pesynsTatoB paboThl CNEKTpoaHaIn3aTopa BepHUTe
3HayeHune use-limit-channels 06paTHO K nCXOQHOMY 3HaYEHMO true.
C 6onee noapobHoli MHhopMaumeli o HacTpolike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «HacTtpoliku Radio».

WOP-30L(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 81%

2| 40%

3] 14%

4] 10%

5| 36%

6] 60%

7| 40%

8| 8%

9| 14%
10| 38%
11|  75%
12| 37%
13| 18%
36| 14%
40| 12%
44| 10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132 0%
136 0%
140| 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165 1%
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7.16 Tony4yeHne oTnagovHON NHopMaLnn

KomaHpa ana c6opa otnagoyHon nHcopmaumm

WOP-30L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNST KOMaHAb! ByAeT co3aaH apxums troubleshooting.tar.gz, cogepxalymii 0T1af0uHbIe faHHbIe
N CBEAEHUSA O COCTOSIHMM YCTPONCTBA.
Monyuntb apxus troubleshooting.tar.gz ¢ ycTpoiicTBa MOXHO no npotokony TFTP Ha cepsep.

KomaHga ans nonyveHus oTnafouHoii nHpopmauymm

WOP-30L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |**xkxkxkxkxkxkxkxkxkxkxkxkxkkxkx% | 62755 0:00:00 ETA
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8 BcrnomoraTesnbHble YTUANTBI

8.1 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccupoBKu

WOP-30L(root):/# traceroute <TeCTUpyeMblii XOCT>

Mpumep ncnonb3oBaHuA

WOP-30L(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms *

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4  b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

8.2 Ytnnuta tcpdump
Y1tunuta tcpdump no3BonsieT 3axBaTbiBaTb NAaKeTbl HA YKa3aHHOM MHTepdielice.

MonyunTb NoAckasky no padoTe ¢ yTUAUTO MOXHO KOMaHAOM:

WOP-30L(config):/# tcpdump --help

8.2.1 3axsar Tpachuka c No60ro aKTMBHOIo NHTepgielica

Hanpumep, Moxem BK/IHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WOP-30L(root):/# tcpdump -i eth0
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8.2.2 CHudppep adupa

© Ha T/ gonxeH 6biTb BK/IIOYEH N0601 VAP B TOM AvanasoHe, 0Tky4a cobupaemcs 3axsaTbiBaTb
Tpadvk.

Heob6xoAnmo BK/IUNTL CneunanbHbli MHTepdeiic, KOTopbI yiaBnnBaeT Bce NakeTbl U3 adimpa, Ha paboyem
KaHase TA.

KomaHabl

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# radioX (o115 granaszoHa 2.4 [Ty, — radio0, 115 5 [T, — radiol)
WOP-30L(config):/interface/radioX# common

WOP-30L(config):/interface/radioX/common# enabled true

Mpumep KOMaHAbI

WOP-30L(root):/# tcpdump -i radiol

8.2.3 HacTpoiika yganeHHoi 3anucy gamna Tpacmka

B pasgene remote-capture BbINo/HAETCA yAa/IeHHasn 3anuck gamna Tpaduka.
YcTtpoiicTeo nogaepxusaet npotokon RPCAP, no3Bonsitowmnin nponM3soAanTb 3anncb gamna Tpadumka ¢
NHTEepdieica yCcTponcTBa Ha yAa/leHHOM MallnHe B PeXnme OHAaliH.

© /15 ynanéHHoro 3axeara nakeToB ¢ pavonHTepdeiicoB He0GX0AMMO NOAHATL MHTepdelickl radiol 1/
nnu radio1 13 npeabigyLLero nyHkTa.

KomMaHAabl Ans HacTpoiikvu remote-capture

WOP-30L(root):/# configure

WOP-30L(config):/# remote-capture

WOP-30L(config):/remote-capture# enabled true (true — Bk/toueHve. 114 oTkioueHns seeaute false)
WOP-30L(config):/remote-capture# disable-authentication true (orusa no3songeT OTKIUNTE TpeboBaHe
ayTeHTudunkKaumm npm go6aBneHnn yaasneHHoro niTepdierica Ha yaasieHHoM xocTe. o ymonyanuto: false
— ayTeHTumKaums 3anpalinBaeTcs)

WOP-30L(config):/remote-capture# port 2002 (2002 — HOMep NopTa, KOTOPbLIV CAYXUT AJ18 NOAKTHYEHNA
yAaNIeHHON MalunHbI. MapaMeTp NpUHUMAET 3HaueHnst ot 1025 40 65530. Mo ymonyaHuto: 2002)
WOP-30L(config):/remote-capture# save (CoOxpaHeH1e HacTpPOoeKk)

[na yaanéHHoro nogkntodeHnsa ncnonb3oears RPCAP-npoTokon, yka3aTb IP-agpec ycTpoiictBa 1 nopt. Ans
3TOro, HanpyUMep, MOXHO 1CNonb3oBaTb Nporpammy Wireshark. 3atem He06Xxo0AMMO NOAYUYUTL CAUCOK
NHTepencos A/1s1 CHUpMHra OT YCTPOIACTBA, BbIGpaTb OAUH U3 HUX M 3aNyCTUTb CHATME Aamna Cc
yAaneHHoro nHrepdelica.
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8.3 Ytunuraiperf

[JaHHas yTunmTa ncnonb3yetcs AJis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpaBnsoLas CTOPOHA Ha3bIBAETCH KIMEHTOM, NPUHMMALOLLLAS — CEPBEPOM.

Monyuntb Nofackasky no paborte ¢ yTUIMTON MOXHO KOMaHAOIA:
WOP-30L(root):/# iperf --help

Mprmep 3anycka noToka Tpadmka ¢ T/, Ha cepBep:
HacTpoliika cepBepa Ha npuém Tpacumka

root@server:/# iperf -s

3anyck Tpaduka ¢ TA-client B CTOPOHY cepBepa

WOP-30L(root):/# iperf -c X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)

8.4 HacTtpolika pexuma Radar

®YHKUMOHa/ NpeAHa3HadyeH ans c6opa MHGopMaLUK O KTMEHTCKUX YCTPOICTBAX B 30HE ACTBUS TOUKM
[lOCTyna v nepefaymn AaHHbIX Ha CepPBEpP-KONIEKTOp.

8.4.1 HacTpoiika pagapa C OTnpaBKOli faHHbIX N0 npotokony HTTP

KomaHab! AnAa HacTpoiiku cpyHkumoHana Radar (HTTP/HTTPS)

WOP-30L(root):/# configure

WOP-30L(config):/#radar

WOP-30L(config):/radar# enabled true (Bk/1toueHve dyHKUMOHaNa radar. Ana oTknoveHns seeaute false)
WOP-30L(config):/radar# url http://host:port/service (yka3biBaeTcs URL-CChbiIKa Ha cepBuc, KOTopbIn Byaet
npuHMMaThb AaHHble OT TOYKM gocTyna B JSON-thopmare. Nepenayvya Bo3moxkHa no HTTP/HTTPS)
WOP-30L(config):/radar# scan-interface all (rje all — nHTepdeiic, Ha koTopom byaeT paboTarb
CKaHupoBaHue. BoaMoxHble 3HaveHus: wlan0 — uHTepdeiic 2.4 INu, wlanl — nHtepdoeinic 5 'L, all —
OAHOBPEMEHHO0 2.4 Ty 5Ty, No ymonyanutio: all)

WOP-30L(config):/radar# send-interval X (rae X — nHTepBas1 oTnpaBKkX faHHbIX Ha KO1eKTop. Bo3MOXHbIe
3HayeHus:: 1-3600. o yMoNn4aHuio: 5 cekyHp)

WOP-30L(config):/radar# mac-source "probe data" (/e probe data — BbIGOp TUNa AaHHbIX, cCOBMpaembIx B
adupe. Bo3amoxHble 3Ha4YeHUs: probe — TO/IbKO probe request, assoc — TO/IbKO Assoc, data — TO/IbKO

data, all — Bce Tunbl nakeTos. Mo ymonyaHuto: all)

WOP-30L(config):/radar# scan-channel-timeout X (r1e X — Bpewms, Bbife/leHHOe Ha CKaHupoBaHve 0[HOro
KaHana. BoamoxHble 3HauyeHus: 100-60000. Mo ymonyaHuio: 200 Mc)

WOP-30L(config):/radar# scan-limit-channels-2g "1 6 11" (r1e 1,6, 11 — kaHasibl [/151 CKAHNPOBaHNS B
AnanasoHe 2.4 I'Tu. [ycToe 3Ha4yeHne — CKaHUPYHTCHA BCe AOCTYMHblE KaHasbl)

WOP-30L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (r/1e 36, 40, 44, 48 — KaHa/bl A5
CKaHMpoBaHuA B gnanasoHe 5 T, MNycToe 3HayeHne — CKaHUPYKTCA BCe AOCTYMHbIE KaHaslbl)
WOP-30L(config):/radar# save (coxpaHeHne HacTpoek)
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8.4.2 HacTtpoiika pafapa c OTnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHpbl Ansa HacTpoiiku cpyHKunoHana Radar (MQTT)

WOP-30L(root):/# configure

WOP-30L(config):/# radar

WOP-30L(config):/radar# url mqtt://host:port/service (ykasbiBaeTca URL-CChI/IKa Ha CepBuC, KOTOPbIN ByaeT
NPUHUMAaTb AaHHbIE OT TOYKK AOCTyna no npotokosy MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WOP-30L(config):/radar# mqtt-username eltex (/e eltex — nms noss3osaresis. Heobxoanmo s
aBTOpU3aLMM Ha cepBuCe-KONIEKTOPE)

WOP-30L(config):/radar# mqtt-password password (rze password — naposs. Heobxoaum a5 asropmsaLmm
Ha cepBu1Ce-KoNIeKTope)

WOP-30L(config):/radar# mqtt-topic input_mqtt_topic (ykassisaerca URL-ngeHTcmkarop cyuHocTen B
obmeHe mexay T/, 1 KonsiektopoM no MQTT-NpoToKoy)

WOP-30L(config):/radar# scan-mode passive (r/e passive — pexum paboTsl pagapa. BosmoxHble

3HaueHus:: active — Touka AOCTyNa TO/IbKO CKaHUPYeT adinp 1 He NpeaocTaBNsAeT CepBuc

KNneHTam; passive — TOUKa A0CTyna npeAocTaB/sieT CEPBUC KNNEHTaM, 3Mp He CKaHMpyeT, nepeaaeT
[aHHble N0 NOAKAYEHHbIM KNneHTam. o ymonyaHuto: active)

WOP-30L(config):/radar# scan-interface all (rie all — nHTepdeiic, Ha koTopom byaeT pabotarb
CKaHupoBaHue. BoaMoxHble 3HavyeHus: wlan0 — uHTepdeiic 2.4 IN'u, wlanl — nHtepdoeiic 5 'y, all —
OAHOBPEMEHHO 2.4 Ty, n 5. Mo ymonyaHuto: all)

WOP-30L(config):/radar# send-interval X (rae X — nHTepBan oTrnpasBkn faHHbIX Ha KONNeKTop. Bo3MOXHbIe
3HaueHust: 1-3600. Mo yMon4aHuio: 5 ceKyHAa)

WOP-30L(config):/radar# mac-source "probe data" (e probe data — BbIGOp TUNa AaHHbIX, cCOBUpaembIx B
achmpe. Bo3amoxHble 3HaueHus: probe — TO/bKO probe request, assoc — To/bKO Assoc, data — TO/IbKO

data, all — Bce Tunbl nakeTos. Mo ymonuyaHuto: all)

WOP-30L(config):/radar# scan-channel-timeout X (e X — Bpewms, Bbie/leHHoe Ha CKkaHpoBaHve 0[HOro
KaHana. BoamoxHble 3Hau4eHust: 100-60000. Mo ymonyaHumto: 200 Mc)

WOP-30L(config):/radar# scan-limit-channels-2g "1 6 11" (r1e 1,6, 11 — kaHa/ibl [/1 CKAHNPOBaHNS B
AvanasoHe 2.4 [Ty, MycToe 3HaYeHne — CKaHMPYHTCA BCe AOCTYMHbIE KaHasbl)

WOP-30L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (/e 36, 40, 44, 48 — KaHa/bl A1
CKaHMpoBaHuS B agnanasoHe 5 . MNycToe 3HaYeHne — CKaHUPYTCS BCe AOCTYMNHbIE KaHasbl)
WOP-30L(config):/radar# scan-min-signal -80 (re -80 — rnopor ypoBHA curHasna. Ecnv Touka goctyna BuanT
KNMeHTa C YPOBHEM HMXE YKasaHHOro, To MAC-agpec KiMeHTa He nepefaeTcs Ha KONMEKTop, U KITMEHT He
cunTaeTcs o6HapyXXeHHbIM. Mo yMonyaHuio: 0, hyHKLMOHAN OTK/THOYEH)

WOP-30L(config):/radar# enabled true (Bk/1t0ueHve dyHkUMOHana radar. Ansa otknoveHns seeante false)
WOP-30L(config):/radar# save (coxpaHeHve HacTpoek)
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