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MES14xx, MES24xx, MES3400-xx, MES37XxX. PykOBOACTBO No cO06LEeHNSIM Syslog

AHHOTauUuA

B gaHHOM pyKOBOACTBE MpriBeAEHbI BO3MOXHbIE COOOLLEHUS, FTEHEPUPYEMbIE MOoAyneM Syslog, Ans
KOMMYTaTOpPOB cepuii MES14xx, MES24xx, MES3400-xx, MES37XX C yKa3aHMeM BO3MOXHbIX
napameTpoB COOBLLEHUIA U NPUYUH TaKOrO NOBEAEHUSI.

LleneBas aygmutopusa

[laHHoe pyKoBOACTBO Nosib3oBaTesnis NpefHasHavyeHo 419 TeEXHMYECKOro nepcoHana,
BbINOJIHAIOLLEN0 YCTAHOBKY, HACTPOWNKY Y1 MOHUTOPWUHT YCTPOMCTB NOCPeACTBOM MHTepdhelica
KOMaHHOW cTpoku (CLI), a Takke npoueaypbl N0 06CYXMBAHNIO CMCTEMbI 1 06HOBEHMIO MO.
KBasimgoukaums TeEXHNYECKoro nepcoHana npegnonaraet 3HaHne OCHOB paboTbl CTEKOB
npoTokosioB TCP/IP, NpyHLMNOB NOCTPOeHUs Ethernet-ceTeid, onbIT paboTbl C KOMMyTaTopamu
cepuii MES14xx, MES24xx, MES3400-xx, MES37XX.

@ YkasaHHble pekoMeHyeMble AeiicTBUS NpefHa3HaueHb! 415 NOMOLLM
KBa/IMpMLMpoBaHHOMY MepcoHasly B OnpeaesieHnn BO3MOXHbIX NPUYMH HencrnpaBHOCTEN 1
BbIMOJIHSAOTCS HA CBOI CTpax 1 pUCK.

B cnyyae 3aTpygHeHuid npu nokanusaumm, yctpaHeHun npobnem u/unm oTcyTcTBumA
Heob6xoAMMOi KBanndukaLmm TEXHUYECKOro NepcoHasia pekoMeHayeTcsl Bo3fepXaTbes oT
BbIMO/IHEHMS YKa3aHHbIX B JAHHOM PYKOBOACTBE AEeCTBUIA 1 06PaTUTLCA B TEXHUYECKYHO

noaaepXxKy.
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OnuncaHne coobuleHnii Syslog
1.L1

1.1 Errdisable

Failed to restart recovery timer for interface {%s}

CTteneHb BaXXHOCTHU:

Alert

MapameTpsbl:
MapameTp 3HauyeHue
%s nHTepdeiic

MpuMep CooBLLEHNS:

ERRD-1-Failed to restart recovery timer for interface gi 0/1

OnucaHne 1 NPUYnHBLI:

Oww6Ka nepeycTaHOBKM TaliMepa BOCCTaHOB/EHUS MHTepdpelica ana moayns errdisable.

PekomeHayemble AeiCcTBUS:

O6paTUTLCA B TEXNOAAEPXKKY.

Failed to {%s1} recovery timer for interface {%s2}

CTeneHb BaXXHOCTU:
Alert
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MapameTpsbl:
MapameTp 3HaueHue
%s1 start
stop
%s2 nHTEepdenc

MpumMep coobLeHus:

ERRD-1-Failed to start recovery timer for interface gi 0/1

OnucaHne 1 NPUYnHBbI:

Owwn6Ka cTapTa UM OCTaHOBKU TaiiMepa BOCCTaHOBNEHUs HTepdpelica ana moayns errdisable.

PekomeHayemble AeiicTBUS:

O6paTUTLCA B TEXMOAAEPXKKY.

Failed to {%s1} interface {%s2}

CTeneHb BaXXHOCTU:

Alert
MapameTpsbl:
MapameTtp 3HaueHue
%s1 enable
disable
%s2 nHTEepdeinc

MpuMep CooBLLEHNS:

ERRD-1-Failed to start recovery timer for interface gi 0/1
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OnucaHne 1 NPUYMHBbI:

Mogaynb errdisable He MOXET BOCCTaHOBUTb MHTEPAIENC M3 COCTOSAHUSA errdisable.

PekomeHayemble AelicTBUS:

BoccTaHoBUTbL MHTepdheiic BpyUHyto koMaHaamu "set interface active" nnm "shutdown/no shutdown".

Interface {%s1} is suspended by {%s2}

CTteneHb BaXXHOCTHU:

Alert

MapameTpsbl:
MapameTp 3Ha4yeHue
%s1 nHTEepdelic
%s2 storm-control

udld

loopback-detection

MpuMep COoBLLEHNS:

ERRD-1-Interface gi 0/24 is suspended by storm-control

OnucaHne 1 NPUYnHBbI:

MomelleHne nHtepdoelica B coctosiHne errdisabled No ykazaHHOW NpUUnHe.

PekomeHayemble AeicTBUS:

Paszobparbcs ¢ yKazaHHbIMU NPUYUHAMW 1 BOCCTAHOBUTbL MHTEPEliC BpyYHY0 KOMaHaamu "set
interface active" nnu "shutdown/no shutdown", ecnim aBTomarnyeckoe BOCCTaHOB/IEHME
NHTepdeica He BKIHOYEHO.

Interface {%s1} is recovered by {%s2}
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CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3HaueHune
%s1 nHTepdelic
%s2 storm-control

udld

loopback-detection

Mpumep coobLEHNS:

ERRD-1-Interface gi 0/24 is recovered by storm-control

OnucaHne 1 NPUYNHBLI:

BoccTaHoBneHVe UHTEpeiica n3 cocTosiHus errdisable B HOpMasibHOE.

PekomeHayemble AelicTBUS:

He TpebytoTcs.

Interface {%s1} is recovered by {%s2} but still blocked by other applications

CTeneHb BaXXHOCTU:
Alert
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MapameTpsbl:
MapameTp 3Ha4yeHue
%s1 nHTEepdelic
%s2 storm-control

udld

loopback-detection

MpumMep coobLeHns:
ERRD-1-Interface gi 0/1 is recovered by storm-control but still blocked by other applications

OnucaHne 1 NPUYnHBbI:

Talimep errdisable recovery uctek st 04HOro U3 MoAynein, Ho HTepgeiic He pasdnokupoBascs.

PekomeHayemble AeiicTBUS:

BoccTtaHoBUTL UHTEphenc BpyUHyo KomaHgamm "set interface active" nnm "shutdown/no shutdown".

1.2 PoE

Initialization failed. PoE will be shutdown

CTeneHb BaXHOCTU:

Critical

MpumMep coobLeHns:

PoeT-2-Initialization failed. PoE will be shutdown

OnucaHne 1 NPUYnHBbI:

OwwubKa nanumanmsaunm Mmogyns PokE. BeposiTHee Bcero, npobnema HOCUT annapartHbIii XxapakTep.

PekomeHyemble AelicTBUS:

O6paTnTbCA B TEXMOAAEPXKKY.
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PoE shutdown due to {%s} fault

CTeneHb BaXXHOCTU:

Critical

MapameTpsbl:
MapameTp 3HauyeHue
%s aBapuu:

« OVLO (Bx0AHOE HanpshkeHne Ha NopTy 6onbLue 60);

« MPS absent ("Maintain Power Signature" — 0co6bIin curHan,
NOCbINIaeMbIN HAarpy3Koii, 4TO OHa BCE eLwé nogxayeHa u
noTpebnseT MowHocTb. OwnbKa BblgaéTcs, korga aToT
CUrHan nepecTtaéT nocblnaTbes, HanpruMep, NPU BHe3anHon
nepesarpyske Harpysku);

« short (KOpOTKOE 3aMblKaHKe);

« overload (neperpy3ska), power denied (0Tka3 B 06CyXnBaHNN);

« startup failure (oWNMGKM NPV NepBOHaYa/ILHOM OGHAPYXEHWM
Knaccudpmkauum ycTponcTea);

+ UVLO (BXOoAHOE HanpshkeHne Ha NopTy MeHbLue 42 BonbT).

Mpumep coobLEeHNS:

PoeT-2-startup failure fault - PoE will be shutdown

OnucaHne v NPUYNHBLI:

ABapwus PoE.

PekomeHyemble AelicTBUS:

Pazobparbcsa B NpuyMHax aBapum 1 ycTpaHntb eé. Nepesarpy3ntb Moaysib PoE. Mpu
HEeo6XxoAMMOCTN 06PaTUTLCA B TEXNOAAEPXKKY.

PoE failed on interface {%s1} due to {%s2}

CTeneHb BaXXHOCTU:

Critical
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MapameTpsbl:
MapameTp 3Ha4yeHue
%s1 nHTepderic
%s2 asapuu:

+ OVLO (BxogHOE HanpshkeHne Ha NopTy 6onbLue 60);

« MPS absent ("Maintain Power Signature" — 0co6blli curHan,
nocblIaeMblii Harpy3Koi, YUTO OHa BCE eLUé nogknoyeHa u
noTpe6nser MowHocTb. OwnbKa Bblgaétcs, koraa aToT
CUrHas1 nepecTaéT nocbliaTbes, HanpuMep, Npu BHe3arnHom
nepesarpyske Harpysku);

+ short (KOpOTKOE 3aMblKaHKe);

+ power denied (0TKa3 B 06CNyXnBaHum);

+ overload (neperpyska), power denied (0Tka3 B 06C1y>XMBaHUN);

+ startup failure (owmn6kM NpN NepeoHavYasIbHOM 06HaPY>XeHUN
knaccudukaumm ycTporicTsea);

+ UVLO (BXOoAHOE HanpshkeHue Ha nopty MeHbLue 42 BosibT).

Mprmep coobLeHns:
PoeT-2-PoE failed on interface gi 1/0/23 due to overload

OnucaHne 1 NPUYnHBLI:

OVLO, MPS absent, short, overload, power denied, startup failure, UVLO.

PekomeHayemble AeiCcTBUS:

Pa3o6paTtbCs B NpUUMHAX aBapun 1 ycTpaHuTb eé. Mepesarpy3ntb Mogdy/b PoE. Mpu
Heo6XoANMOCTI 06PaATUTLCA B TEXTOAAEPXKKY.

Interface {%s} is not delivering power

CTeneHb BaXXHOCTU:

Warning

10
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MapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdenc

Mpumep CooBLLEHNS:

PoeT-4-Interface gi 0/1 is not delivering power

OnucaHne 1 NPUYnHBLI:

YBeAOM/IEHVE O TOM, UTO POE HA UHTepdeiice He NPeaoCTaBMSETCS.

PekomeHayemble AeiCcTBUS:

Ecnn gaHHoe noeefeHne ans uHtepdpeica He ABNAETCA OXugaeMblM, cnesyeT pasobparbes C
NPUYNHONM aBapun. ns nokanmsaunm npobaembl peKOMEeHAYETCA UCMO/b30BaTb 6/10K KOMaHA,
"show power inline". B HOM criyyae geincTteuii He TpebyeTcs.

Total power limit is exceeded. Interface {%s} is not delivering power

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdelic

Mpumep coobLEeHNS:

PoeT-4-Interface gi 1/0/1 is not delivering power to the PD \ cause total power limit is exceeded

OnucaHne n NPUYNHBLI:

YBeflOM/IEHVE O TOM, UTO POE Ha MHTepeiice He NPefOCTaBASIETCS NO NPUUYMHE NPEBbILLEHUS
6to4pkeTa MOLLHOCTY KOMMyTaTopa.

11
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PekomeHyemble AelicTBUS:

Y6eauTbCcs, UTo cymMapHasi noTpebssiemas MOLWHOCTb YCTPOWCTB He MPeBbILLIAET GroaxXeTa
MOLLHOCTW AaHHOW MO4enn KoMMmyTaTopa.

Interface {%s} is delivering power

CTeneHb BaXXHOCTU:

Informational

MNapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdeiic

Mpumep coobLleHuns:
PoeT-4-Interface gi 1/0/1 is delivering power

OnucaHne 1 NPUYMHBbI:

YBefoM/eHve o ToM, YTo PoE npegocTaBnsieTcs Ha UHTepdeiice.

PekomeHayemble AelicTBUS:

[elicTBnsi He TpebyroTcs.

1.3CFA

CPU RX rate limit ({%ul} packets) exceeded for queue {%u2}, current rate is {%ul} packets

CTeneHb BaXXHOCTU:
Alert

12
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MapameTpsbl:
MapameTp 3HaueHue
%ul orpaHuyeHvne gns ovyepean Ha CPU
%u2 HOMep o4yepean

MpuMep coobLeHNs:
NPAPI-1-CPU RX rate limit (128 packets) exceeded for queue 5, current rate is 159 packets

OnucaHne 1 NPUYnHBbI:

YBeoMm/1IeHVe O NPEeBbILWEHUM OrpaHNYeHns no KosIM4YecTBy NakeToB B yKa3aHHOI‘/’I oyepean Ha CPU.

PekomeHayemble AeicTBUS:

Xapaktep fasibHellunx AeincTBriA 3aBUCUT OT OYepeU, B KOTOPOI 0GHapPYXEHO MPEBbILLEHNE.
O3HaKOMUTbCS C MHopMaLMeli MO oYepeasm MOXHO B PyKOBOACTBE MO 3Kcn/lyatauuv s
COOTBETCTBYHOLLEI MOAENN KOMMYyTaTOpa.

Interface {%s} link status DOWN

CTeneHb BaXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdelic

Mpumep coobLLEHNS:
CFA-4-Interface gi 1/0/1 link status DOWN

13
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OnucaHne 1 NPUYMHBbI:

NHTepdpeiic nepetuen B cocTosiHne DOWN.

PekomeHayemble AelicTBUS:

Ecnu cobbiTre He ABseTcs oxunagaemMbiM, MPOBEPUTL (Pr3nyeckoe cCoeMHEeHNS AaHHOoro
nHTepdeica n ero KoHguUrypauuto. 45 L3-mHTepdelicoB NpoBepuTb KOPPEKTHOCTb
KOHpurypaumun. B nHom cniyyae geincteums He TpebyroTcs. PekoMeHayemble KOMaHAbl ANs

show interfaces switchport",

nokanusaumm npobnemsl: "show interfaces status", "show interfaces

"show running-config".

Interface {%s }link status UP

CTteneHb BaXXHOCTHU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s nHTEpdenc

Mpumep coobLLEHUS:
CFA-6-Interface vlan 1 link status UP

OnucaHne 1 NPUYnHBLI:

NHTepdpeiic nepeluen B cocTosiHue UP.

PekomeHayemble AeiCcTBUS:

Ecnu cobbiTre He ABAeTCs oXuagaeMbiM, MPOBEPUTL (Pr3NYECKOe COeAVHEHNS AaHHOro
nHTepdeica n ero KoHgurypauuto. 415 L3-mHTepdelicoB NpoBepuTb KOPPEKTHOCTb
KOHurypauuun. B nHom criyyae feincteusa He TpebytoTcs. PekoMeHayemble KOMaHbl AN

show interfaces switchport",

nokanusaumm npobrnemsl: "show interfaces status", "show interfaces

"show running-config".

14
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1.4 Box

Failed to init copper transceiver on interface {%s}

CTeneHb BaXXHOCTU:

Error

MNapameTpsbl:
MapameTp 3HauyeHue
%s nHTEepdeiic

Mpumep coobLueHuns:
BOX-3-Failed to init copper transceiver on interface gi 1/0/25

OnucaHne 1 NPUYnHBbI:

Owmnbka nHmumanusauumn SFP-T TpaHcuBepa Ha nHTepdeiice.

PekomeHayemble AelicTBUS:

MpoBepuTb paboTy TpaHCMBEpPA B APYrOM MHTepdieiice koMmMmyTaTopa. NpoBepnThL paboTy

TpaHcuBepa Ha Apyrom koMmyTaTope. MNpu BbisIBNEHNM NPO6/EM C TpAHCUBEPOM 3aMEHUTDL €ro. B

VHOM c/lyyae 06paTuTbCS B TEXMOAAEPXKKY.

Failed to get media type on interface {%s}

CTteneHb BaXXHOCTHU:

Error

15
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MapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdenc

Mpumep coobLLeHNs:
BOX-3-Failed to get media type on interface gi 1/0/25

OnucaHne 1 NPUYnHBLI:

Oww6Ka onpeaeneHust Tuna cpebl nepeaadyn Ha KoMbo-nHTepdeiice.

PekomeHayemble AeiCcTBUS:

MpoBepuTb KOHUIypaLmio cpefbl nepegayn Ha nHtepdelice. MNpoBepntb paboTOCNOCOOHOCTb
TpaHcuBepa Npv UCMNOo/Ib30BaHNM ONTUYECKON YacT KOMOO-UHTEpdencoB. PekomeHayemble

nn

KoMaHApl: "show running", "show interfaces combo".

Failed to set 10G media

CTeneHb BaXXHOCTU:

Error

Mpumep coobLLEHUS:
BOX-3-Failed to set 10G media

OnucaHne v NPUYNHBLI:

Own6Ka onpeeneHns ckopocTn 10G SFP-TpaHcmeepa.

PekomeHyemble AelicTBUS:

3Bneyb U cHOBa BCTaBUTb TpaHcMBep B MHTepdelic. KomaHgamn "speed" BbICTaBUTb Ha 06enx
CTOpPOHAax NIMHKa OAUHAaKOBYH CKOPOCTb. [Mpn HEOBX0AMMOCTM NPOBEPUTL PAabOTOCMOCOOBHOCTb
TpaHcuBepa B ApYyrux nHrepdericax n/munvm kommytaropax. NMpu o6Hapy>XeHU HemcnpasHOCTY
TpaHcuBepa 3aMeHUThb ero.

16
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SFP poll event not handled: Failed to configure SFP media on interface {%s}

CTeneHb BaXXHOCTU:

Error

MapameTpsbl:
MapameTp 3HauyeHue
%s nHTepdelic

Mpumep coobLLEHUS:
BOX-3-SFP poll event not handled: Failed to configure SFP media on interface gi 1/0/25

OnucaHne v NPUYNHBLI:

OwnbkKa KoHUrypaumm Tuna cpeabl nepegadm Ha Komoo-nHtepdeiice.

PekomMeHyemble AelicTBUS:

MpoBepuTb hrsnyeckoe coeguHeHne KOM6o-nHTepdenca. NpoBepuTb KOHUIypaLmno cpeabl
nepegayn Ha nHTepdeiice. NpoBepnTb Pab0TOCNOCOBHOCTL TPaHCMBEpa NpPu UCMNo/b30BaHU

ONTUYECKOW YacTn KOMOO-UHTEpdencoB. PekoMmeHayeMble KoMaHApl: "show running", "show
interfaces combo".

Failed to get tx disable for SFP interface {%s}

CTeneHb BaXXHOCTU:

Error

17
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MapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdenc

Mpumep CooBLLEHNS:

BOX-3-Failed to get tx disable for SFP interface gi 1/0/25

OnucaHne 1 NPUYnHBLI:

OLwnGKa OTK/THUEHMS tx CTOPOHbI Ha MHTepdieiice.

PekomeHayemble AeiCcTBUS:

MpoBepuTb paboTOCNOCOGHOCTL TPAHCKBEPA B APYIUX MHTEPIeiicax/Ha ApyrMx KOMMyTaTopax.
Mpn HeOBXOAMMOCTM 3aMEHUTL TPaHCUBEP.

Failed to read compliance from {%s} SFP interface

CTeneHb BaXXHOCTU:

Error

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdelic

Mpumep coobLEeHNS:

BOX-3-Failed to read compliance from gi 1/0/25 SFP interface

OnucaHne v NPUYNHBLI:

OwnbkKa uTeHms complience ¢ TpaHCUBEpa Ha yKazaHHOM UHTepdieiice.
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PekomeHyemble AelicTBUS:

MpoBepuTb paboTy TpaHCMBeEpPa B APYrom nHTepdieiice kommyTtaTopa. lNpoBepuTb paboTty
TpaHcMBepa Ha Apyrom kommyTtatope. [Npuv BbiSiB/IEHUM NPO6GEM C TPAHCUBEPOM 3aMEHUTL €ro. B
NHOM C/lyqae 06paTuTbCs B TEXNOALEPXKKY.

Failed to reinit copper transceiver on {%u} SFP interface

CTeneHb BaXXHOCTU:

Error

MNapameTpsbl:
MapameTp 3HaueHue
%u nHTepdenc

MpumMep coobLEeHNS:
BOX-3-Failed to reinit copper transceiver on gi 1.0/25 SFP interface

OnucaHne 1 NPUYnHBbI:

OwmnbKa NOBTOPHOW MHMUManu3auun SFP-T-TpaHcuMBepa Ha nHtepdelice.

PekomeHayemble AelicTBUS:

MpoBepuTb paboTy TpaHCMBEpPA B APYrOM MHTepdpeiice koMmMmyTaTopa. MNpoBepuTsL paboTy
TpaHcuBepa Ha Apyrom koMmyTaTope. MNpu BbisIBNEHNM NPO6/1EM C TpAHCUBEPOM 3aMEHUTDL €ro. B
VHOM c/lyyae 06paTnTbCs B TEXMOAAEPXKKY.

UART data transfer for PoE failed: Can't receive reply from PoE controller

CTteneHb BaXXHOCTHU:

Error
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MpuMep CooBLLEHNS:

BOXS-3-UART data transfer for PoE failed: Can't receive reply from PoE controller

OnucaHne 1 NPUYNHBLI:

Owwn6Ka 06MeHa AaHHBIMU C KOHTPO/INEPOM PoE. C HanborblLel BEPOSITHOCTBLIO BO3HMKAET Npu
aBapuisix PoE nnv annapaTHoii HEMCNPaBHOCTMW.

PekomeHayemble AeCTBUS:

Mepe3arpy3utb Mofynb PoE. VIckNounTb BAUSIHWE aBapuii PoE.

MCU device {%s1} detected SW Version:{%s2}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s1 naeHTUdUKaTop yCTpoicTea
%s2 Bepcua MO

Mpumep coobLLEHNS:
BOXS-6-MCU device Nuvoton M0516(0x1) detected, SW Version: 1.8.2.2; PSE(s) ID: BCM59121 (0xE121)

OnucaHne 1 NPUYNHBLI:

VHdhopmaumsa o ncnonb3lyemom Ha kKommyTtartope PoE-KOHTposnepe.

PekomeHyemble AelicTBUS:

[elicTBuA He TpebyloTcs.
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UART data transfer for PoE failed: {%s}

CTeneHb BaXXHOCTU:

Error

MapameTpsbl:
MapameTp 3HauyeHue
%s OLUNGKN:

« Incomplete Request Frame received,
« Checksum Error in Request,
+ Not Ready to Respond

Mpumep coobLLEeHNSN:
BOX-3-UART data transfer for PoE failed: Not Ready to Respond

OnucaHne n NPUYNHBLI:

OwWwwn6KM Npn 06MeEHE AaHHBLIMU C KOHTPO/INEPOM PoE. C HambonbLUel BEPOSITHOCTbIO BO3HUKAOT
npu aBapusix PoE nnu annapaTHoi HEMCNPABHOCTM.

PekomeHyemble AelicTBUS:

Mepesarpy3nTb MOAY/b POE. VICKounTb BAUSIHWME aBapuii PoE.

SFP removed from interface {%s}

CTeneHb BaXXHOCTU:

Informational
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MapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdenc

Mpumep coobLLeHNs:
BOX-6-SFP removed from interface gi 1/0/25

OnucaHne 1 NPUYnHBLI:

SFP-TpaHcmBep 6bl/ U3BMEYEH U3 UHTepdeiica.

PekomeHayemble AeiCcTBUS:

Ecnv noBegeHve He ABNSAETCA XenaeMbiM, MPOBEPUTL KOHTAKT TpaHcKBepa 1 nHTepdelica
KommyTaTopa. lNposepuTb paboTocnocobHOCTL TpaHcMBepa. B MHOM cnyyvae feicTBuii He

TpebyeTcs.

SFP detected on interface {%s}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHune
%s nHTEepdelic

Mpumep coobLLEHUS:
BOX-6-SFP detected on interface gi 1/0/25

OnucaHne n NPUYNHBLI:

SFP-TpaHcuBep OblN NOACOEANHEH K MHTEpPDEliCy.
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PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.

Fan's speed level changed from {%d1} to {%d2}

CTeneHb BaXXHOCTU:

Informational

MNapameTpsbl:
MapameTp 3HaueHue
%d1, %d2 YPOBHW BpaLleHNs BEHTUIATOPOB

Mpumep coobLleHuns:
BOX-6-Fan's speed level changed from 0 to 1

OnucaHne 1 NPUYnHBbI:

3meHeHne CKOpOCTY BpalLeHWs BEHTUIATOPOB.

PekomeHayemble AelicTBUS:

B 06bI4HOM cnyyae fganbHelwnx TpeboBaHuin He TpebyeTcs. MNpu Heo6Xo04MMOCTH NPOBEPUTL
Temneparypy koMMmyTaTtopa KomMmaHaol "show env temp". YacTblii BbIBOA AaHHbIX COOOLLEHNI

BO3HUMKAET B C/lydae, eC/i TeMrnepartypa Kommyrtartopa HaxoguTcA 6/IM3KO0 K nopory nepexknryeHnd

YPOBHEM.
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1.5 Fault Manager

RAM usage: %u%% exceeded the threshold limit: %u%%

CTeneHb BaXXHOCTU:

Alert

MNapameTpsbl:
MapameTp 3HaueHue
%ul Tekywas ytunumsauns B %
%u2 nopor B %

MpumMep coobLueHns:
FM-1-RAM usage: 64% exceeded the threshold limit: 63%

OnucaHne 1 NPUYnHBbI:

YTunusauma RAM npesbicu/ia yKasaHHbIn nopor. MoxeT ykasbiBaTb Ha 60/1bL10e KO/IMYeCcTBO
BK/IHOYEHHbIX Mogyneli MO, yTeukn namsaTtun, 60nbLIoe KoimyecTBo VTY-ceccuid.

PekomeHyemble AelicTBUS:

MpoBepuUTb KOPPEKTHOCTb HACTPOIKM Nopora yTunnsaumm RAM. HekoTopblie MOAy/u, Hanpumep
GARP, 6yyun BKNHOYEHHbIMY 6€3 HE0OX04MMOCTU, MOTYT NOTPE6ATL 3HaUYUTEIbHOE KOSIMYECTBO
RAM 1 npuBecTu K nepeceyvyeHunto nopora. Nposeputs KonnyecTtso VTY-ceccuii komaHgamm "show
users", "dump sockets". [pn HEOBXOAUMOCTN NULLHME NOAKIHOYEHNA MOXHO 3aKpblBaTb KOMaH0M
"clear line vty {Ne | all}". Takxe k cpabaTbiBaH1O NOpPOra MOXET NPUBOAUTL 3arpy3ka 06beMHbIX
(oaiinoB uepes tftp/sftp. B nocnegHem cnyyae gencTeuii He TpebyeTcs.
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'FanStatus : Fan {%u} status changed to NORMAL

CTeneHb BaXXHOCTU:

Alert
MapameTpsbl:
MapameTp 3HaueHune
%u HOMep BeHTUNATopa

Mpumep coobLLEHUS:
FM-1- FanStatus : Fan 2 status changed to NORMAL

OnucaHne 1 NPUYNHBLI:

CocTosiHMe BEHTUNATOPA BEPHYNOCh K HOPMaJ/IbHOMY.

PekomeHyemble AelicTBUS:

[encteus He TpebytoTcs.

'FanStatus : Fan {%u} status changed to FAULTY: speed {%d1} is {%s} threshold of {%d2} RPM

CTeneHb BaXXHOCTU:

Alert
MapameTpsbl:
MapameTp 3HaueHue
%u HOMep BeEHTUATOpa
%s TekyLlaa CKOpOCTb BpalleHns
%d1 below min, above max
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MapameTp 3HaueHue

%d2 NopOroBasi CKOPOCTb BpaLLEeHVs A8 TeKYLLEro YPOBHS

MpumMep coobLueHns:

FM-1- FanStatus : Fan 2 status changed to FAULTY: speed 2338 is below min threshold of 2600 RPM

OnucaHne 1 NPUYnHBbI:

CKOpOCTb BpaLLeHUsi BEHTUNSITOpA Bbll/Ia 3a A0MNYCTUMbIA NOPOr ANS AAHHOTO YPOBHS BpaLleHMsI.

PekomeHyemble AelicTBUS:

MpoBepuTb (M3NYECKOe COCTOSIHUE BEHTUMISATOPA, YCTPaHUTL Mellatollee Bo3aeicteme. Mpu

HEOo6X0AMMOCTM 06PATUTLCS B TEXMNOAAEPXKKY.

'FanStatus : Fan {%u} status changed to CRITICAL

CTteneHb BaXXHOCTHU:

Alert
MapameTpsbl:
MapameTp 3HaueHue
%u HOMep BeHTundaTopa

Mpumep coobLLeHNs:
FM-1- FanStatus : Fan 2 status changed to CRITICAL

OnucaHne 1 NPUYnHBbI:

BeHTUnAatop nepewen B Hepa60Tocnoco6Hoe COCTOsAHNKE.
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PekomeHyemble AelicTBUS:

MpoBepuUTb I3MYECKoe COCTOSIHNE BEHTUNATOPA M ero NOAK/IYEHME K niate KommyTaTopa.

O6paTUTLCA C TEXNOAAEPXKKY.

CPU usage: %u%% exceeded the threshold limit: %u%%

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3HaueHue
%ul Tekywasa ytuamsauma B %
%u2 nopor B %

MpumMep coobLeHns:
FM-1-CPU usage: 20% exceeded the threshold limit: 10%

OnucaHne 1 NPUYnHBbI:

MpeBbiweHre nopora ytunmsauum CPU.

PekomeHyemble AelicTBUS:

MpoBepUTb KOPPEKTHOCTb HACTPOEHHOro nopora. AnarHocTMpoBaTb NPUYMHbI NOBbLILLEHHOM
Harpysku. NMpoBepuUTb KOPPEKTHOCTb CKOH(IUIYPUPOBAHHOIO nopora ytunnsauuu. NonesHole
KOMaHAbl ANna agnarHocTuku: "show env cpu”, "show env tasks". O6paTtuTbCs B TEXNOAAEPXKKY.
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'"Temperature: {%d1} celsius crosses the threshold limit. Min Temperature threshold is {%d2}
celsius and Max Temperature threshold is {%d3} celsius

CTeneHb BaXXHOCTU:

Alert
MapameTpsbl:
MapameTp 3HaueHue
%d1 Tekyllas Temneparypa
%d2 Nnopor MUHUMasIbHOIM TemnepaTypbl
%d3 nopor MakCcumasibHOW Temneparypbl

MpuMep CooBLLEHNS:

FM-1-Temperature: 36 celsius crosses the threshold limit. Min Temperature threshold is 30 celsius and
Max Temperature threshold is 35 celsius

OnuncaHne u NPUYNHBI:

[NokasaHua TepMogaTymKa BbIXOOAT 38 HACTPOEHHbIe Npeaensl.

PekomeHayemble AeCTBUS:

MpoBEpPUTb KOPPEKTHOCTL HACTPOEHHOTO Nopora. MPoBepUTL COCTOSIHME KOMMYyTaTopa U
NOMELLEHMS1, B KOTOPOM OH HaxoauTcst. [Npu He0BXOAMMOCTM 06PaTUTLCS B TEXTIOAAEPXKKY.

'"PowerSupply: {%ul} volts exceeds the the limit. Max power supply is {%u2} volts and Min power
supply is {%u3} volts

CTeneHb BaXXHOCTWU:
Alert
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MapameTpsbl:
MapameTp 3Ha4yeHue
%ul Tekyliee HanpskeHue
%u2 nopor MakCMMasibHOro HanpskeHna
%u3 nopor MMHUMaJsIbHOTO HanpsXKeHns

Mpumep coobLeHuns:

FM-1-PowerSupply: 150 volts exceeds the the limit. Max power supply is 235 volts and Min power supply

is 180 volts

OnucaHne 1 NPUYnHBbI:

HanpsykeHne nutaHna OCHOBHOIO MCTOYHMKA BbILLJIO 3a HACTPOEHHbIE npeaesibl.

PekomeHayeMble [eicTBUS:

[MpoBepuTL KOPPEKTHOCTL HACTPOEHHOTO nopora. NpoBepuTb NUTaHne kommyTaropa. Npu
HeobXoAMMOCTN 06pPaTUTLCA B TEXNoAAePXKKY. MNMonesHble KomaHAabl: "show env power".

Flash usage: %u%% exceeded the threshold limit: %u%%

CTeneHb BaXXHOCTHU:

Alert

MapameTpsbl:
MapameTp 3Ha4yeHue
%ul Tekywasa ytunmsauuns B %
%u2 nopor B
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Mpumep coobLLEHMS:
FM-1-Flash usage: 68% exceeded the threshold limit: 10%

OnucaHne 1 NPUYNHBLI:

Ytnnusaums M3Y BbllAa 3a HACTPOEHHbIA NOPOT.

PekomeHayemble AeiCcTBUS:

lMpoBepuTbL KOPPEKTHOCTb HACTPOEHHOTO nopora. NposepuTb 3anosiHeHHOCTL MN3Y, yaannts
HEeHY>XHble doaiinbl. Mpy BbICTPOI 3anonHAemMocTn halinos ¢ debug-noramu oTkNOUUTL debug. Mpwn

HeOobX04MMOCTHM CBA3ATLCA C TEXMOAAEPXKKON. [one3Hble komaHAb!: "dir", "more", "erase flash",

"cd", "show env flash", "show debugging", "no debug all", "clear logs debug file".

'DryContacts: Dry contact {%ul} from group {%u2} changed state to {%s}

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3Ha4yeHue
%ul HOMEpP CyXOro KOHTakTa
%u2 rpynmna cyxmx KOHTakToB
%s COCTOSAIHUA:

+ opened (Pa3oMKHYThbl),
+ closed (3aMKHyTbI)

Mpumep Coo6LLEHNS:

FM-1-DryContacts: Dry contact 2 from group 1 changed state to "closed"

OnucaHne 1 NPUYNHBLI:

M3meHeHne cocTosaHusA CYyXNX KOHTaKTOB.
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PekomeHyemble AelicTBUS:

MpoBepUTb COCTOAHME CYXUX KOHTAKTOB. [Mo/1e3Hble KoMaHap!l: "show env dry-contacts".

FM-6-Internal power supply status changed to {%s}

CTeneHb BaXXHOCTU:

Informational

MNapameTpsbl:
MapameTp 3HaueHue
%s COCTOSIHME BCTPOEHHOIo NCTOYHUKA NNTaHUA:

« operational,
+ not present

Mpumep coobLeHuns:

FM-6-Internal power supply status changed to "operational”

OnucaHne 1 NPUYnHBbI:

VI3MeHeHne COCTOAHNA BHYTPEHHErO UCTOYHUKA NNTaHUA.

PekomeHayemble AelicTBUS:

Ecnu coctosHue He oxuaaemoe, NpoBepuTbL NUTaHne KommyTtaTopa. lNosesHble KomaHabl: "show
env power",

FM-6-Battery status changed to {%s}

CTteneHb BaXXHOCTHU:

Informational
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MapameTpsbl:
MapameTp 3HaueHue
%s coctosiHne AKB:

+ operational (paboTtocnoco6Ha),

+ recharge (nogzapsagka),

« discharge (pa3spsagka),

« low (HM3KUI 3apag, 6atapen),

+ not operational (Hepa6oTocrnoco6Ha),
+ not present (He nogxnoYeHa)

MpuMep CooBLLEHNS:

FM-6-Battery status changed to "not present"

OnucaHne 1 NPUYnHBLI:

M3meHeHne cTtaTtyca AKB.

PekomeHayemble AeCTBUS:

Ecnu cocTogHne He ABMSEeTCA oxXungaeMblM, NPOBEPUTL NUTaHNE KOMMYyTaTopa, nogkiveHve AKb

K KommyTaropy. lNonesHble kKomaHgb!: "show env power".

1.6 Dying Gasp

Dying Gasp event detected

CTeneHb BaXXHOCTU:

Emergency

Mpumep coobLeHuns:
SUPP-0-Dying Gasp event detected

OnucaHne 1 NPUYnHBbI:

MpekpalleHve nogayun NMTaHust Ha KOMMyTaTop.
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PekomeHyemble AelicTBUS:

MpoBepuUTb NUTaHWe kKommyTaTopa. Mpu HeobXxoAMMOCTM 06PaTUTLCS B TEXMOAAEPXKKY.

2.L2

2.1 VLAN

MAC {%m} in VLAN {%d} is flapping between {%s1} and {%s2}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3Ha4yeHue
%m MAC-agpec
%d VLAN-ID
%s1, %s2 nHTEepdeichbl

Mpumep coo6LLEHUS:
VLAN-4-MAC e8:28:¢1:48:4b:c0 in VLAN 1 is flapping between gi 1/0/1 and gi 1/0/2

OnucaHne 1 NPUYNHBLI:

®pelimbl ¢ oguHaKoBbIM MAC-aapecom UCTOYHMKA B 04HOM VLAN NPUHUMAKOTCS Ha pasHbIX
nHTepdelicax. Hanbonee yactasi NpUUMHa — LUMPOKOBELLATE bHbIN LUTOPM.

PekomeHayeMmble OeiCcTBUS:

Ecnu noBegeHve He 0XngaeMoe, N10Ka/IM30BaTh NPUUMHY LUTOPMA, Ay6/IMPOBaHUS NMAKETOB Ha
pasHbIX UHTepdpelicax. Ecv noBefgHne 0XnaaemMoe, MOXXHO OTK/THUNTL SIOTMPOBAHNE AAHHO

cutyaumm. NonesHble KoMaHAbl: "show mac-address-table", "mac-address-table notification flapping".
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MAC learning limit exceeded on interface {%s} for MAC address {%om}

CTeneHb BaXXHOCTU:

Notice

MapameTpsbl:
MapameTp 3HaueHune
%s nHTepdelic
%m MAC-agpec

Mpumep coobLLEHUS:
VLAN-5-MAC learning limit exceeded on interface gigabitethernet 1/0/1 for MAC address e4:5a:d4:25:8¢:19

OnucaHne 1 NPUYNHBLI:

MpeBbilLeHre KonnyecTBa 06yuyeHHbIX MAC-aflpecoB Ha UHTepdeiice.

PekomeHayemble AelicTBUS:

MpoBepuTb KOPPEKTHOCTb HACTPOEK port-security. Pa3obparbcs B NpuunMHax cpabarbiBaHus
orpaHuyeHus.

Interface {%s1} has detected MAC address {%m} that is {%s2} on the interface {%s3} (VLAN {%d})

CTeneHb BaXXHOCTU:

Notice
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MapameTpsbl:

MapameTp
%s1
%s2

%s3

%d

MpumMep coobLeHns:

VLAN-5-Interface gi 1/0/1 has detected MAC address e4:5a:d4:25:8¢:19 that is secure on the interface gi

1/0/2 (VLAN 1)
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3HaueHue
nHTEepdeinc
COCTOsIHNE agpeca Ha uHTepdeice
nHTEepdeic:
+ locked,

e Secure

VLAN-ID

OnucaHne 1 NPUYnHBbI:

MosiBneHne Ha nHTepelice opeinmos ¢ MAC-apecoM UCTOUHMKA, KOTOPbIW YXKe NPUCYTCTBYET B

MAC-Tabnuue Ha apyrom nHtepdeiice.

PekomeHyemble AelicTBUS:

MpoBepnTb KOPPEKTHOCTL HACTPOEK port-security, Dotlx, cTaTuyecknx MAC-3anvceii. Pazobparbcs ¢

npUYMHaMM NOSIBNEHUs U3BECTHOro MAC-aapeca Ha Apyrom nHtepdeiice. MonesHble KoMaHbl:

nn

"show mac-address-table", "show running-config".

{%s1} event detected for MAC {%m} on {%s2}

CTteneHb BaXXHOCTHU:

Informational
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MapameTpsbl:
MapameTp 3Ha4yeHue
%s1 cobbITne:
« Learnt,
+ Removed
%m MAC-agpec
%s2 nHTEepdelic

Mpumep coobLleHuns:
VLAN-6-Learnt event detected for MAC e4:5a:d4:25:8¢:00 on gi 1/0/1

OnucaHne 1 NPUYnHBbI:

VHdhopmupoBaHme 06 obyveHnn/yaaneHnn MAC-agpeca Ha nHtepdelice.

PekomeHayeMble [eCcTBUS:

I‘Ipvl H606XO,D|I/IMOCTI/I npoBepuUTb KOPPEKTHOCTb NOAKMHOYEHNA yCTpOI7ICTB K KOMMYTaTtopy.

2.2 xSTP

Setting of port state in hardware failed for port {%u} instance {%d}

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3HauyeHue
%u NHTepeiicol
%d mstp instance-id
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MpuMep CooBLLEHNS:

AST-1-Setting of port state in hardware failed for port gi 1/0/1 instance 1

OnucaHne 1 NPUYNHBLI:

OWnBKN HULMaNU3aumm nHTepdeiica B onpeaeneHHoM MHCTaHCe. YKa3biBaeT Ha olun6km B MO
WK annapaTtHoii YacTi KoMmyTaTopa.

PekomeHayemble AeCTBUS:

MepenHnumannsmposaTb MHTepdeiice komaHgamm "shutdown/no shutdown". MepesanycTntb
npouecc MSTP komaHaamu "no spanning-tree / spanning-tree". O6paTnTbLCA B TEXNOALEPKKY.

Setting of port state as {%s1} in hardware failed for port {%s2} instance {%d}

CTeneHb BaXXHOCTU:

Alert
MapameTpsbl:
MapameTp 3HaueHue
%s1 COCTOSIHME:
+ Forwarding,
+ Learning,
+ Discarding
%s2 NHTepdeic
%s3 mstp instance-id

Mpumep Coo6LLEHNS:

AST-1-Setting of port state as Forwarding in hardware failed for port gi 1/0/1 instance 5
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OnucaHne 1 NPUYMHBbI:

OWnBKN MHULMaM3aLMM COCTOSTHUS HTepdelica B ONpeaeneHHOM MHCTaHCe. YKa3biBaeT Ha
own6kn B MO nnmn annaparHoi YacTu KoMMyTaTopa.

PekomeHyemble AelicTBUS:

MepenHnumann3mpoBaTb MHTepdeiice komaHgamu "shutdown/no shutdown". Mepe3anycTutb
npouecc MSTP komaHaamu "no spanning-tree / spanning-tree". O6paTnTbCA B TEXNOALEPKKY.

BPDU received on BpduGuard enabled edge {%s} interface

CTteneHb BaXXHOCTHU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdenc

Mpumep coobLLEHUS:
AST-6-BPDU received on Bpdu Guard enabled edge gi 1/0/1 interface

OnucaHne 1 NPUYNHBLI:

MonyyeHve BPDU Ha nHTepdpelice ¢ BKIoUYeHHbIM BPDU guard.

PekomeHayemble AeiCcTBUS:

MpoBEPUTb KOPPEKTHOCTb KOHpUrypaLmm n onsnyeckmx coemHeHnli B cxeme. MonesHble

nmn

KomMaHzbl: "show interfaces status", "show spanning-tree".
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Spanning-tree is enabled on interface {%s}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HauyeHue
%s NHTepdeic

Mpumep coobLEeHNS:

AST-6-Spanning-tree is enabled on interface gi 1/0/1

OnucaHne 1 NPUYNHBLI:

STP agMVHUCTPATMBHO BK/IHOUYEH Ha UHTepdpelice.

PekomeHyemble AelicTBUS:

LencTteuin He TpebyeTcs.

Spanning-tree is disabled on interface {%s}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc

MpumMep coobLueHns:
AST-6-Spanning-tree is disabled on interface gi 1/0/1
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OnucaHne 1 NPUYMHBbI:

STP aAMMHUCTPATUBHO BbIK/TOYEH HA MHTepdielice.

PekomeHayemble AelicTBUS:

[lelicTBuin He TpebyeTcs.

Interface %s is selected as root port, bridge: %s1

CTteneHb BaXXHOCTHU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdenc
%s1 MAC-agpec KOpPHEBOrO yCTPOCTBa

Mpumep CooBLLEHNS:

AST-6-Interface gi 1/0/25 is selected as root port, bridge: cc:9d:a2:7¢:d8:00

OnucaHne 1 NPUYnHBLI:

Ponb nHTepdeiica nameHnnachb Ha Root.

PekomeHayemble AeicTBUS:

Ecnv noBefeHne He Oxugaemoe, pasobpatbcs B NpuUMHax noBeaeHus. MonesHblie KomaHapl:

"show spanning-tree", "show running-config", "show interfaces status".

Interface {%s} is blocked by Root Guard
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CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdelic

Mpumep coobLLEHUS:
AST-6-Interface gi 1/0/1 is blocked by Root Guard

OnucaHne n NPUYNHBLI:

BnoknposaHue nHTepderica yHkumeli Root guard npu nonyveHnn superior BPDU (C MeHbLUMM

Bridge-ID).

PekomeHyemble AelicTBUS:

Ecnv noBeaeHne He oxugaemoe, pasobpatbCsi B NpuyMHax noBeaeHus. MonesHblie KomaHapl:

"show spanning-tree", "show running-config", "show interfaces status".

Interface {%s} is unblocked by Root Guard

CTeneHb BaXXHOCTU:

Informational

MNapameTpsbl:
MapameTp 3HaueHue
%s nHTEpdeiic

MpumMep coobLueHns:
AST-6-Interface gi 1/0/2 is unblocked by Root Guard
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OnucaHne 1 NPUYMHBbI:

Pa3bnokmpoBaHue nHtepderica pyHkumen Root guard nocrie npekpaLieHns nosyvyeHns superior

BPDU (c meHbLunM Bridge-1D) Ha nHTepdelice.

PekomeHyemble AelicTBUS:

[lelicTBuin He TpebyeTcs.

Interface %s is blocked by Loop Guard

CTteneHb BaXXHOCTHU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc

Mpumep coobLLEHMS:
AST-6-Interface gi 1/0/2 is blocked by Loop Guard

OnucaHne 1 NPUYnHBLI:

BnokunposaHue nHTepdelica dpyHkumeli Loop guard npy nponagaHum superior BPDU Ha non-

designated nHTepdelicax (c ponbto Root/Alternate).

PekomeHayemble AeiCcTBUS:

Ecnv noBeAeHne He OXngaeMoe, pa3obpaTtbecs B NpUuMHax noBeaeHust. MNosesHble KoMaHapi:

"show spanning-tree", "show running-config", "show interfaces status".

Interface {%s} is unblocked by Loop Guard
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CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdelic

Mpumep coobLLEHUS:
AST-6-Interface gi 1/0/2 is unblocked by Loop Guard

OnucaHne n NPUYNHBLI:

PasbnokvpoBaHue nHTepeiica yHkumen Loop guard npu nosiBneHum superior BPDU Ha non-
designated nHTepdelicax (c ponbto Root/Alternate).

PekomeHyemble AelicTBUS:

LencTteuin He TpebyeTcs.

[Instance {%d}] Interface {%s} is blocked by Root Guard

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%d mstp instance id
%s NHTEpdeiic
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Mpumep coobLLEHMS:
AST-6-[Instance 5] Interface gi 1/0/1 is blocked by Root Guard

OnucaHne 1 NPUYNHBLI:

BnokvpoBaHue nHTepdelica dyHkLmMel Root guard Npu nonyyeHun superior BPDU (C MEHbLIMM
Bridge-ID) B yKazaHHOM MHCTaHce.

PekomeHayemble AeCTBUS:

Ecnu noBeAeHne He OXngaeMoe, pa3obpaTtbecs B NpUYMHax noBeaeHust. MNosesHble KoMaHapi:

"show spanning-tree", "show running-config", "show interfaces status".

[Instance {%d}] Interface {%s} is unblocked by Root Guard

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%d mstp instance id
%s NHTepdeinc

Mpumep coobLLEHUS:
AST-6-[Instance 5] Interface gi 1/0/1 is unblocked by Root Guard

OnucaHne 1 NPUYNHBLI:

Pas6nokmpoBaHvie nHtepdeiica yHkumeii Root guard nocne npekpaLleHrst nosyyYeHns superior

BPDU (c MeHbLUMM Bridge-ID) Ha nHTepdielice B ykazaHHOM UHCTaHCe.

PekomeHlyemble AelicTBUS:

[elicTBuin He TpebyeTcs.
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[Instance {%d}] Interface %s is selected as root port, bridge: %s1

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%d mstp instance id
%s nHTepdelic
%s1 MAC-afjpec KOpHeBOro ycTpomncraea

Mpumep coo6LLEHUS:
AST-6-[Instance 1] Interface gi 1/0/25 is selected as root port, bridge: cc:9d:a2:7¢:d8:00

OnucaHne 1 NPUYNHBLI:

Ponb nHTepdeiica usmeHnnack Ha Root B ykazaHHOM VHCTaHCe.

PekoMeHayeMmble AeiCTBUS:

Ecnu noBeAeHne He OXngaeMoe, pa3obpaTtbecs B NpUYMHax noBeaeHust. MNonesHble KoMaHapi:

"show spanning-tree", "show running-config", "show interfaces status".

[Instance {%d}] This is the root bridge

CTeneHb BaXXHOCTU:

Informational
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MapameTpsbl:
MapameTp 3HauyeHue
%d mstp instance id

Mpumep coobLLeHNs:
AST-6-[Instance 1] This is the root bridge

OnucaHne 1 NPUYnHBLI:

KommyTaTop 6bi/1 BbIGpaH B KauecTBe Root Bridge.

PekomeHayemble AeiCcTBUS:

Ecnv noBefeHne He oxugaemoe, pasobpatbcsi B NpUUMHax noBeaeHus. MonesHblie KomaHapl:

"show spanning-tree", "show running-config", "show interfaces status".

[Instance {%d}] Interface {%s1} is moved to state {%s2}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HauyeHue
%d mstp instance id
%s1 NHTepdeic
%s2 COCTOSAAHUA:
+ Discarding,
+ Learning,

+ Forwarding
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MpuMep CooBLLEHNS:

AST-6-[Instance 1] Interface gi 1/0/25 is moved to state Learning

OnucaHne 1 NPUYNHBLI:

CocTosiH1e nHTepdelica KOMMyTaTopa U3MEHUIOCh Ha yKa3aHHoe.

PekomeHayemble AeiCcTBUS:

Ecnu noBeAeHne He OXngaeMoe, pa3obpaTtbecs B NpUYMHax noBeaeHust. MNosesHble KoMaHapi:

"show spanning-tree", "show running-config", "show interfaces status".

2.3LLDP

LIdpTxUtlAddProtoVlanEntry: Memory allocation failed

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:
LLDP-1-LIdpTxUtlIAddProtoVlanEntry: Memory allocation failed

OnucaHne 1 NPUYnHBbI:

MepenonHeHue protocol-vlan TLVs.

PekomeHayeMble [eicTBUS:

MpoBepuTb KoHdMrypauuto LLDP. Mpu Heo6XxoaMMOCTV 06paTUTLCS B TEXMOAAEPXKKY.

Enter overloading state on interface {%s}

CTeneHb BaXXHOCTHU:

Notice
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MapameTpsbl:
MapameTp 3HauyeHue
%s nHTEepdelic

Mpumep CooBLLEHNS:

LLDP-1-Enter overloading state on interface gi 1/0/1

OnucaHne 1 NPUYnHBLI:

MpeBbilleHre pasmepa LLDPDU 13-3a 60/1bL0ro KonunyecTsa TLV.

PekomeHayemble fencTBus:
MpoBepuTb KOHUrypaumio LLDP.

Exit overloading state on interface {%s}

CTeneHb BaXXHOCTU:

Notice

MapameTpsbl:
MapameTp 3HaueHune
%s nHTepdelic

Mpumep coobLEeHNS:

LLDP-1-Exiting overload state on interface gi 1/0/1

OnucaHne n NPUYNHBLI:

BosBpalyeHne B HopMasibHOEe COCTOSHME.
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PekomeHyemble AelicTBUS:

[encteusa He TpebyeTcs.

Remote Table Changed

CTeneHb BaXXHOCTU:

informational

Mpumep coobLeHuns:
FM-6-Remote table changed

OnucaHne 1 NPUYnHBbI:

3meHeHne Tabnuupl LLDP neighbors.

PekomeHayeMble [eicTBUS:

Ecnv noseneHne He oxngaemoe, pa306paTbCF| B NpuyMHax noseneHuns. NonesHsle KOMaHAabl:

nn nmn

"show lldp neighbors", "show running-config", "show interfaces status".

2.4 Storm-control

{9551} storm event {%s2} on interface {%s3}"

CTeneHb BaXXHOCTU:
Alert
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MapameTpsbl:

MapameTp

%s1

%s2

%s3

Mpumep coobLeHuns:

3HaueHue

TMn Tpaduka:

» Unicast,
» Broadcast,
« Multicast

COCTOSIHUSA:
» Detected,

+ Cleared

nHTepdeinc

NPAPI-1-Unicast storm detected on interface gi 1/0/1

OnucaHne 1 NPUYnHBbI:

CpabartbiBaHune hyHKUMn storm-control 4519 COOTBETCTBYIOLLEro TUna Tpaduka.

PekomeHayeMble [eicTBUS:

Pa3obpartbCs B NpuyMHax WTopMa n ycTpaHutb nx. Ecnm BrkauveHo gelicteue shutdown n Het
aBTOMaTU4YeCcKoro BOCCTaHOB/EHUSA HTepdelica, BOCCTaAHOBUTb MHTEPAIEiC BPYYHYHO KOMaHA0w
"set interface active". lMonesHble KomaHAbl: "show errdisable interface

2.5 Link Aggregation

Hardware call for LAG {%]}s failed

CTeneHb BaXXHOCTU:
Alert

show interfaces utilization".
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MapameTpsbl:
MapameTp 3HaueHue
%u LAG

Mpumep coobLLeHNs:
LA-1-Hardware call for LAG po 1 failed

OnucaHne 1 NPUYnHBLI:

Ownbka cos3gaHusa nHtepderica LAG.

PekomeHayemble AeiCcTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts moay/ib LA
KomaHZamu "set port-channel disable/set port-channel enable". O6patnTbCs B TEXNOALEPXKKY.

Hardware call for interface %s in LAG %u failed

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3HaueHune
%s nHTEepdelic
%u LAG

Mpumep coobLLEHNS:
LA-1-Hardware call for interface gi 1/0/2 in LAG po 1 failed
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OnucaHne 1 NPUYMHBbI:

Owmnbka nobasneHns nHTepdeinca B LAG.

PekomeHayemble AelicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3sanyctnts Mogy/ib LA
KomaHgamu "set port-channel disable/set port-channel enable". O6paTtnTbCs B TEXNOAAEPXKKY.

Hardware call for LAG %u failed

CTteneHb BaXXHOCTHU:

Alert

MapameTpsbl:
MapameTp 3HaueHue
%u LAG

Mpumep coobLLEHMS:
LA-1-Hardware call for LAG po 1 failed

OnucaHne 1 NPUYnHBLI:

Ownbka yaaneHumsa nHrepdeiica LAG.

PekomeHayemble AeiCcTBUS:

MepecobpaTb LAG komaHgamu "no channel-group/chanel-group”. Mepesanyctuts Mmoaysb LA
KomaHzamu "set port-channel disable/set port-channel enable". O6patnTbCcs B TEXNOALEPXKKY.

Hardware call for interface {%s} in LAG {%u} failed
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CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3HaueHune
%s nHTEepdelic
%u LAG

Mpumep coobLLEHNS:
LA-1-Hardware call for interface gi 1/0/1 in LAG po 1 failed

OnucaHne 1 NPUYNHBLI:

Owwnbka yaaneHuns nHtepcpeica ns LAG.

PekomeHayemble AelicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mmoaysib LA

KomaHgamm "set port-channel disable/set port-channel enable". O6paTUTLCSA B TEXNOALAEPXKKY.

Hardware call for LAG {%u1l}, while applying policy {%u2} failed

CTeneHb BaXHOCTU:

Alert

MapameTpsbl:
MNapametp 3HaueHue
%ul LAG
%u2 policy-id
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MpuMep CooBLLEHNS:

LA-1-Hardware call for LAG po 1, while applying policy 5 failed

OnucaHne 1 NPUYNHBLI:

Owwn6Ka NPUMEeHeHUs NONUTUKK Ha LAG.

PekomeHayemble AeiCcTBUS:

MepecobpaTb LAG komaHgamu "no channel-group/chanel-group”. Mepesanyctnts Mmoaysb LA
KomaHzamu "set port-channel disable/set port-channel enable". O6patnTbCs B TEXNOALEPXKKY.

[NP-FAULT - LA] FsLaHwEnableCollection operation has failed for the agg {%u1} in the port {%u2}

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3Ha4yeHue
%ul LAG
%u2 nHTepdelic

Mpumep coobLLEHUS:
LA-1-[NP-FAULT - LA] FsLaHwEnableCollection operation has failed for the agg po 1 in the port gi 1/0/1

OnucaHne 1 NPUYNHBLI:

Ownbka numymanusaunm onepauum Collection Ha nHTepdelice B LAG.

PekomeHyemble AelicTBUS:

Mepecobpatb LAG KomaHgamu "no channel-group/chanel-group". MNepe3anyctute Moy b LA
KomaHgamm "set port-channel disable/set port-channel enable". O6paTUTLCA B TEXMNOALEPXKKY.
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[NP-FAULT - LA] FsLaHwEnableDistribution operation has failed for the agg {%u1} in the port {%u2}

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3HaueHune
%ul LAG
%u2 nHTepdelic

Mpumep coobLLEHUS:
LA-1-[NP-FAULT - LA] FsLaHwEnableDistribution operation has failed for the agg po 1 in the port gi 1/0/1

OnucaHne 1 NPUYNHBLI:

Owwnbka nanumanmsaumm onepauum Distribution Ha nHTepdelice B LAG.

PekomeHayemble AelicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mmoaysib LA
KomaHaamu "set port-channel disable/set port-channel enable". O6paTUTbCS B TEXNOAAEPXKKY.

[NP-FAULT - LA] FsLaHwDisableCollection operation has failed for the agg {%u1l} in the port {%u2}

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3Ha4yeHue
%ul LAG
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MapameTp 3HauyeHue

%u2 nHTEepdeic

MpumMep coobLueHns:
LA-1-[NP-FAULT - LA] FsLaHwEnableDistribution operation has failed for the agg po 1 in the port gi 1/0/1

OnucaHne 1 NPUYnHBbI:

Owmnbka octaHoBKkM onepauun Collection Ha HTepdpeiice B LAG.

PekomeHyemble AelicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mmogy/sib LA
KomaHgamu "set port-channel disable/set port-channel enable". O6paTtnTbCs B TEXNOAAEPXKKY.

[NP-FAULT - LA] FsLaHwSetPortChannelStatus operation has failed for the agg {%ul} in the
instance: {%u2} for state {%u3}

CTteneHb BaXXHOCTHU:

Alert
MapameTpsbl:
MapameTp 3HauyeHue
%ul LAG
%u2 mstp instance-id
%u3 nHTEpdelic

Mpumep coobLieHuns:

LA-1-[NP-FAULT - LA] FsLaHwSetPortChannelStatus operation has failed for the agg po 1 in the instance:
4 for state Forwarding
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OnucaHne 1 NPUYMHBbI:

Owmnbka nepeBofa LAG B ykazaHHOE COCTOsiHME STP B ykazaHHOM mstp instance.

PekomeHayemble AelicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3sanyctnts Mogy/ib LA
KomaHgamu "set port-channel disable/set port-channel enable". O6paTtnTbCs B TEXNOAAEPXKKY.

Failed to allocate memory for control message

CTteneHb BaXXHOCTHU:

Critical

MpuMep CooBLLEHNS:

LA-2-Failed to allocate memory for control message

OnuncaHue u NPUYNHBI:

Oww6Ka Npu ansokaummn NamsTv nog, cnyxe6Hblii naket LACP.

PekomeHayemble AeiCcTBUS:

MepecobpaTb LAG komaHgamu "no channel-group/chanel-group”. Mepesanyctnts Moaysb LA
KomaHzamu "set port-channel disable/set port-channel enable". O6patnTbCcs B TEXNOALEPXKKY.

Starting error recovery timer for interface {%s}. Reason: Threshold Exceed

CTeneHb BaXXHOCTU:

Critical
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MapameTpsbl:
MapameTp 3HauyeHue
%u nHTEepdelic

Mpumep CooBLLEHNS:

LA-2-Starting error recovery timer for interface gi 1/0/1 Reason: Threshold Exceed

OnucaHne 1 NPUYnHBLI:

MpeBbILLEHO OrpaHNYEHE HA NePEXO B OAHO 1 TO Xe COCTosiHMe SM. Mo ymonyaHuio — 5 pas
noapsa.

PekomeHayemble AeiCTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mmoaysib LA
KomaHzamu "set port-channel disable/set port-channel enable". O6patnTbCs B TEXNOALEPXKKY.

Reason for Error Recovery timer Start is Port Defaulted for Port= {%u}

CTeneHb BaXXHOCTU:

Critical

MapameTpsbl:
MapameTp 3HaueHune
%u nHTepdelic

Mpumep coobLEeHNS:

LA-2-Reason for Error Recovery timer Start is Port Defaulted for Port=gi 1/0/1

OnucaHne n NPUYNHBLI:

Mepexog nopTa B cocTosiHNe defaulted. BeposiTHee Bcero, korga uHTepgoeiic nepectaéTr nosnyyarb
LAPDU.
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PekomeHyemble AelicTBUS:

Mepecobpatb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mogysib LA
KomaHaamm "set port-channel disable/set port-channel enable". O6paTtnTbCs B TEXNOAAEPXKKY.

Reason for Error Recovery timer Start is H/w Failure for Port= {%u}

CTeneHb BaXXHOCTU:

Critical

MNapameTpsbl:
MapameTp 3HauyeHue
%u nHTEepdeiic

Mpumep coobLleHuns:

LA-2-Reason for Error Recovery timer Start is H/w Failure for Port=gi 1/0/1

OnucaHne 1 NPUYMHBbI:

AnnaparHas owmnbka npu gobasneHnn nopta B LA.

PekomeHayemble AelicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mmogy/ib LA
KomaHgamu "set port-channel disable/set port-channel enable". O6paTuTbCs B TEXNOAAEPXKKY.

Failed to allocate memory for create port message

CTteneHb BaXXHOCTHU:

Critical
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MpuMep CooBLLEHNS:

LA-2-Failed to allocate memory for create port message

OnucaHne 1 NPUYNHBLI:

Oww6Ka annokaumn NnamsaTh Ass nepegaqy coobLieHnid B moayrb LA.

PekomeHayemble AeiCcTBUS:

MepecobpaTb LAG komaHgamu "no channel-group/chanel-group”. Mepesanyctnts Mmoaysb LA
KomaHzamu "set port-channel disable/set port-channel enable". O6patnTbCs B TEXNOALEPXKKY.

Failed to allocate memory for interface message

CTeneHb BaXXHOCTU:

Critical

Mpumep coobueHmns:

LA-2-Failed to allocate memory for interface message

OnucaHne v NPUYNHBLI:

OLwwmnBKa annokaummn namstn aAna nepegadv coobLeHnii B Moay b LA.

PekomeHyemble AelicTBUS:

Mepecobpatb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mogysib LA
KomaHaamm "set port-channel disable/set port-channel enable". O6paTtnTbCsi B TEXNOAAEPXKKY.

Failed to allocate memory for delete port message

CTteneHb BaXXHOCTHU:

Critical
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MpuMep CooBLLEHNS:

LA-2-Failed to allocate memory for delete port message

OnucaHne 1 NPUYNHBLI:

Oww6Ka annokaumn NnamsaTh Ass nepegaqy coobLieHnid B moayrb LA.

PekomeHayemble AeiCcTBUS:

MepecobpaTb LAG komaHgamu "no channel-group/chanel-group”. Mepesanyctnts Mmoaysb LA

KomaHzamu "set port-channel disable/set port-channel enable". O6patnTbCs B TEXNOALEPXKKY.

Failed to allocate memory for unmapping port message

CTeneHb BaXXHOCTU:

Critical

Mpumep coobueHmns:

LA-2-Failed to allocate memory for unmapping port message

OnucaHne v NPUYNHBLI:

OLwwmnBKa annokaummn namstn aAna nepegadv coobLeHnii B Moay b LA.

PekomeHyemble AelicTBUS:

Mepecobpatb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mogysib LA

KomaHaamm "set port-channel disable/set port-channel enable". O6paTtnTbCsi B TEXNOAAEPXKKY.

Failed to allocate memory forupdate port status message

CTteneHb BaXXHOCTHU:

Critical
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MpuMep CooBLLEHNS:

LA-2-Failed to allocate memory forupdate port status message

OnucaHne 1 NPUYNHBLI:

Oww6Ka annokaumn NnamsaTh Ass nepegaqy coobLieHnid B moayrb LA.

PekomeHayemble AeiCcTBUS:

MepecobpaTb LAG komaHgamu "no channel-group/chanel-group”. Mepesanyctnts Mmoaysb LA
KomaHzamu "set port-channel disable/set port-channel enable". O6patnTbCs B TEXNOALEPXKKY.

Failed to allocate memory for hardware operation status message

CTeneHb BaXXHOCTU:

Critical

Mpumep coobueHmns:

LA-2-Failed to allocate memory for hardware operation status message

OnucaHne v NPUYNHBLI:

OLwwmnBKa annokaummn namstn aAna nepegadv coobLeHnii B Moay b LA.

PekomeHyemble AelicTBUS:

Mepecobpatb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mogysib LA
KomaHaamm "set port-channel disable/set port-channel enable". O6paTtnTbCsi B TEXNOAAEPXKKY.

Interface {%u} recovered. Reason: threshold exceed

CTteneHb BaXXHOCTHU:

Critical
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MapameTpsbl:
MapameTp 3HauyeHue
%u nHTEepdelic

Mpumep CooBLLEHNS:

LA-2-Interface gi 1/0/1 recovered. Reason: threshold exceed

OnucaHne 1 NPUYnHBLI:

VicteueHne LACP Recovery Timer.

PekomeHayemble AeiCcTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts moay/ib LA

KomaHZamu "set port-channel disable/set port-channel enable". O6patnTbCs B TEXNOALEPXKKY.

Interface %u recovered. Reason: port defaulted

CTeneHb BaXXHOCTU:

Critical

MapameTpsbl:
MapameTp 3HaueHune
%u nHTEepdelic

Mpumep coobLEeHNS:

LA-2-Interface gi 1/0/1 recovered. Reason: port defaulted

OnucaHne v NPUYNHBLI:

VicteueHne LACP Recovery Timer.
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PekomeHyemble AelicTBUS:

Mepecobpatb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mogysib LA
KomaHaamm "set port-channel disable/set port-channel enable". O6paTtnTbCs B TEXNOAAEPXKKY.

Interface {%s} recovered. Reason: hardware failure

CTeneHb BaXXHOCTU:

Critical

MNapameTpsbl:
MapameTp 3HauyeHue
%u nHTEepdeiic

Mpumep coobLleHuns:

LA-2-Interface gi 1/0/1 recovered. Reason: hardware failure

OnucaHne 1 NPUYMHBbI:

VicteueHne LACP Recovery Timer.

PekomeHayemble AelicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mmogy/ib LA
KomaHgamu "set port-channel disable/set port-channel enable". O6paTuTbCs B TEXNOAAEPXKKY.

Recovery trigger for interface {%u} has exceeded the threshold. Performing admin down action

CTteneHb BaXXHOCTHU:

Critical
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MapameTpsbl:
MapameTp 3HauyeHue
%u nHTEepdelic

Mpumep CooBLLEHNS:

LA-2-Recovery trigger for interface gi 1/0/1 has exceeded the threshold. Performing admin down action

OnucaHne 1 NPUYnHBLI:

CoobueHne 0 YacTom nepesanycke Recovery Timer (6onee 5 pas) No 0AHON 1 TOW Xe NpuynHe.
BbinonHsaeTcsa geincteme oTKNoYeHNe nHTepgeiica.

PekomeHayemble AeiCTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mmoaysib LA
KomaHzamu "set port-channel disable/set port-channel enable". O6patnTbCs B TEXNOALEPXKKY.

Recovery trigger for Port : {%u} has exceeded the threshold.Performing no action

CTeneHb BaXXHOCTU:

Critical

MapameTpsbl:
MapameTp 3HaueHune
%u nHTepdelic

Mpumep coobLEeHNS:

LA-2-Recovery trigger for Port : gi 1/0/1 has exceeded the threshold.Performing admin down action

OnucaHne n NPUYNHBLI:

CoobueHne 0 YacTom nepesanycke Recovery Timer (6osee 5 pas) No 04HONM M TOW Xe NpuyrHe.
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PekomeHyemble AelicTBUS:

Jencteusa He TpebytoTcA (paboTaeT No ymonyaHuio). iHaue nepecobpatb LAG komaHgamm "no
channel-group/chanel-group". Nepe3anyctutb moay/b LA komaHaamu "set port-channel disable/set
port-channel enable". O6paTUTLCA B TEXNOAAEPXKKY.

3.L3

3.11P

"IP address changed on default VLAN interface"

CTeneHb BaXXHOCTU:

Notice

Mpumep coobueHns:
CFA-5-1P address changed on default VLAN interface

OnucaHne v NPUYNHBLI:

N3meHeHne IP-afpeca Ha nHTepdoeiice VLAN 1.

PekomeHyemble AelicTBUS:

[encTteuin He TpebyeTcs.
4. Multicast

4.1 IGMP snooping

{%s1} NPAPI failed for Group: {%s2} Source: {%s3}

CTeneHb BaXXHOCTU:
Alert
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MapameTp

%s1

%s2

%s3
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3HaueHue

OencTeus:
« Hardware Create,
+ Hardware Delete

agpec multicast-rpynnbl

afpec UCTOYHMKA TpadmKa

Mpumep coobLleHuns:

SnpT-1-Hardware Create NPAPI failed for Group: 233.3.2.1 Source: 10.10.10.1

OnucaHne 1 NPUYnHBbI:

Konnusnsa B Tabnuue igmp snooping groups.

PekomeHayeMble [eCcTBUS:

MpoBepuTb Tabnuupbl multicast-rpynn. Mpn He06Xo04MMOCTM OrpaHUyYnBaTb COOOLLEeHNs igmp A1
Heuncnosib3yemblx rpynn. NonesHole koMaHapl: "show ip igmp snoping groups
snooping forward", "ip mcast-profile", "ip igmp snooping limit groups".

Memory allocation for group entry failed

CTeneHb BaXXHOCTHU:

Critical

MpuMep CooBLLEHNS:

SnpT-2-Memory allocation for group entry failed

OnucaHne 1 NPUYNHBLI:

MepenonHeHne Tabnuupl rpynn.

show ip igmp
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PekomeHyemble AelicTBUS:

MpoBepuTb Tabnuupbl multicast-rpynn. Mpu HeEO6X04MMOCTM OrpaHMyYnBaTh COOOLLEHNs igmp A5

Heuncnosiblyemblx rpynn. NonesHole koMaHapl: "show ip igmp snoping groups", "show ip igmp

snooping forward", "ip mcast-profile", "ip igmp snooping limit groups".

Memory allocation for authentication cache entry failed

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:

SnpT-2-Memory allocation for authentication cache entry failed

OnucaHne 1 NPUYnHBbI:

Ownbka BblgeneHmsa namsaTtn 4aa Tabavuybl igmp radius authorization.

PekomeHayeMble [eicTBUS:

O6paTnTbCs B TEXMOALEPXKKY.

Memory allocation for port entry for group failed

CTteneHb BaXXHOCTHU:

Critical

Mpumep CooBLLEHNS:

SnpT-2-Memory allocation for port entry for group failed

OnucaHne 1 NPUYNHBLI:

MpeBbILLIEHO KONMMYECTBO NOAMNMCOK HA KOMMYyTaTope.

68



MES14xx, MES24xx, MES3400-xx, MES37XxX. PykOBOACTBO No cO06LEeHNSIM Syslog

PekomeHyemble AelicTBUS:

MpoBepuTb Tabnuupbl multicast-rpynn. Mpu HeEO6X04MMOCTM OrpaHMyYnBaTh COOOLLEHNs igmp A5

Heuncnosiblyemblx rpynn. NonesHole koMaHapl: "show ip igmp snoping groups", "show ip igmp

snooping forward", "ip mcast-profile", "ip igmp snooping limit groups".

Memory alloc for Host entry for group failed

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:
SnpT-2-Memory alloc for Host entry for group failed

OnucaHne 1 NPUYnHBbI:

MpeBbILLEHO KONMMYECTBO NOAMNMCOK HA KOMMYyTaTope.

PekomeHayeMble [eicTBUS:

MpoBepuTb TabnuLbl multicast-rpynn. NMpu HEOGXOANMOCTU OFrpaHNYMBaTL COOBLLEHNS igmp A1S

Heuncnosib3yemblx rpynn. NonesHole komaHapl: "show ip igmp snoping groups", "show ip igmp

snooping forward", "ip mcast-profile", "ip igmp snooping limit groups".

4.2 IGMP

Membership report for group {%s} is ignored as Global Limit Reached

CTeneHb BaXXHOCTU:

Error
MapameTpsbl:
MapameTp 3Ha4yeHue
%s agpec multicast-rpynnebl
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MpuMep CooBLLEHNS:

IGMP-3-Membership report for group 233.1.1.1 is ignored as Global Limit Reached

OnucaHne 1 NPUYNHBLI:

MpeBbiLLEHVE T106abHOMO NMMUTa multicast-rpynn Ha KOMMyTaTope.

PekomeHayemble AeiCcTBUS:

MposepuTb Tabnuupbl multicast-rpynn. Npn He06Xo04MMOCTM OrpaHUyYnBaTb COOOLLEHNS igmp A1
Hencnosib3yemblIxX rpynr.

Membership report for group {%s} is ignored as Interface Limit Reached

CTeneHb BaXXHOCTU:

Error
MapameTpsbl:
MapameTp 3Ha4yeHue
%s agpec multicast-rpynnebl

Mpumep coobLEeHNS:

IGMP-3-Membership report for group 233.1.1.1 is ignored as Interface Limit Reached

OnucaHne v NPUYNHBLI:

MpeBbilWeHre nmUTa multicast-rpynn Ha uHTepdelice.

PekomeHyemble AelicTBUS:

MpoBepuTb Tabnuupbl multicast-rpynn. Mpu HeEO6X04MMOCTM OrpaHMyYnBaTh COOBLLEHNS igmp A5
Hencnosb3yeMbIX rpymnn.
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5. YHpaBneHme N MOHUTOPWHI
5.1 AAA
Password expired for user {%s}

CTteneHb BaXXHOCTHU:
Alert

MapameTpsbl:

MapameTp 3Ha4yeHue

%s M4 nosib3oBarens

MpuMep CooBLLEHNS:

CLI-1-Password expired for user admin

OnucaHne 1 NPUYnHBLI:

VcTeueHune cpoka Xn3Hu naporns, 3aaaHHoro komaHao "password max-life-time".

PekomeHayeMmble AeiCcTBUS:

CMeHUTb Naposib Npu criefyoLLein ayTeHTUdrKkauum nog ykasaHHon y4eTHON 3annchbio.

Attempt to login as {%s1} via {%s2} failed from {%s3}

CTeneHb BaXXHOCTU:
Alert
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MapameTpsbl:

MapameTp 3HauyeHue

%s1 nM4 nosib3oBarens
%s2 NpOTOKON:
« Telnet,
+ SSH,
« Console
%s3 IP-agpec nctovHuka (4N Telnet/SSH)

Mpumep coobLeHuns:
CLI-1-Attempt to login as test via telnet failed from 1.1.1.2

OnucaHne 1 NPUYnHBbI:

MpeBbIWEHO MakCuMasibHOe KO/IMYeCTBO MNOMbITOK ayTeHTUdmkauum yepes Telnet/SSH.

PekomeHayeMble [eicTBUS:

MpoBepuTb KOPPEKTHOCTb HACTPOeK pyHKLMKN authorized-manager. MNonesHble komaHabl: "show
authorized-managers".

Attempt to login as {%s} via console failed

CTeneHb BaXXHOCTHU:
Alert

MapameTpsbl:

MapameTp 3HauyeHue

%s MMS Nosib30BaTeNs
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MpuMep CooBLLEHNS:

CLI-1-Attempt to login as test via console failed

OnucaHne 1 NPUYNHBLI:

MpeBbileHO0 MakCUMasibHOe KO/IMYEeCTBO MOMbITOK ayTeHTVId)I/IKaLI,VII/I yepes KOHCO/b.

PekomeHayemble AeiCcTBUS:

Mpn Heo6XoANMOCTM NMPOBEPUTL NMOMELLIEHME ¢ 060pyAOBaHEM Ha NpeaMeT
HeCaHKLMOHNPOBAHHOTO A0CTyNa.

Attempt to login with wrong credentials

CTeneHb BaXXHOCTU:

Notice

Mpumep coobueHmns:
WEBNM-5-Failed to login: wrong credentials

OnucaHne v NPUYNHBLI:

MonbITKa ayTeHTU(MKALMIN Ha YCTPOCTBE Yepe3 web-MHTepdeiic ¢ HenpaBW/IbHBIMU YUYETHBIMU
[aHHbIMU.

PekomeHlyemble AelicTBUS:

[encteunsa He TpebytoTcs.

User {%s1} logged in via web from {%s2}

CTteneHb BaXXHOCTHU:

Informational
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MapameTpsbl:

MapameTp 3HauyeHue
%s1 MM Nosb3oBartesns

%s2 IP-apec NCTOYHMKA

MpuMep coobLeHNs:
WEBNM-6-User admin logged in via web from 1.1.1.2

OnucaHne 1 NPUYnHBbI:

YcneliHas ayTeHTMdvkaLys nonb3oBarens ¢ ykasaHHOro agpeca.

PekomeHayemble AeicTBUS:

[lelicTBus He TpebyoTcs.

User {%s1} logged out via web from {%s2}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:

MapameTp 3HaueHune
%s1 MMSA Nosib30BaTesns

%s2 IP-afpec nCToYHUKa

Mpumep coobLLEHUS:
WEBNM-6-User admin logged out via web from 1.1.1.1
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OnucaHne 1 NPUYMHBbI:

Monb3oBaTtesb C yka3aHHOro agpeca BbINOHW BbIXOZ, U3 YYETHO 3anucu.

PekomeHayemble AelicTBUS:

[elicTBusi He TpebyroTcs.

Attempt to login with wrong password

CTteneHb BaXXHOCTHU:

Informational

MpuMep CooBLLEHNS:

WEBNM-5-Failed to login: wrong password

OnuncaHne u NPUYNHLI:

MonbITKa ayTeHTUdMKaLMI Ha YCTPOICTBE Yyepes web-uHTepdieiic ¢ HeENpPaBU/IbHLIM NaposieM.

PekomeHayemble AeiCcTBUS:

[elicTBuA He TpebyroTcs.

Web session Idle timer expired for user {%s}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:

MapameTp 3HaueHue

%s1 MM4A Nosib3oBaresis
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MpuMep CooBLLEHNS:

WEBNM-6-Web session Idle timer expired for user admin

OnucaHne 1 NPUYNHBLI:

McTeueHne ycTaHOBNEHHOI Yepes web-uHTepdieiic ceccum Ans nonb3oBarensi.

PekomeHayemble AeiCcTBUS:

[lelicTBuA He TpebyroTcs.

Web session Idle timer expired

CTeneHb BaXHOCTU:

Informational

Mpumep coobueHns:
WEBNM-6-Web session Idle timer expired

OnucaHne v NPUYNHBLI:

VcTeueHune ycTaHOBEHHOW Yepes web-nHTepdheic ceccun.

PekomeHyemble AelicTBUS:

[encteus He TpebytoTcs.

User {%s1} logged in via telnet from {%s2}

CTteneHb BaXXHOCTHU:

Informational

76



MES14xx, MES24xx, MES3400-xx, MES37XxX. PykOBOACTBO No cO06LEeHNSIM Syslog

MapameTpsbl:

MapameTp 3HaueHue
%s1 1MS nosb3oBaTtens

%s2 IP-agpec NcTouHmka

Mpumep coobuleHuns:
CLI-6-User admin logged in via telnet from 1.1.1.1

OnucaHne 1 NPUYnHBbI:

YcneliHast ayTeHTMdvkaLys nonb3oBaTens Ha ycTpoicTee yepes Telnet.

PekomeHayemble AeicTBUS:

[lelicTBus He TpebyoTcs.

User {%s} logged in via console

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:

MapameTp 3HaueHue

%s MMS nosib3oBaTens

Mpumep coobLEHNS:

CLI-6-User admin logged in via console

OnucaHne 1 NPUYNHBLI:

YcnelwHas ayTeHTUdUKaLys Nosib30BaTesisi Ha YCTPOWCTBE Yepes KOHCO/b.
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PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.

HTTPS session established from {%s}

CTeneHb BaXXHOCTU:

Informational

MNapameTpsbl:

MapameTp 3HaueHue

%s IP-agpec NcTouyHmka

Mpumep coobLleHuns:
WEBNM-6-HTTPS session established from 1.1.1.1

OnucaHne 1 NPUYnHBbI:

YctaHoBneHne HTTPS-ceccum ¢ ykazaHHOIo ajpeca.

PekomeHayemble AelicTBUS:

[elicTBnsl He TpebyroTcs.

Password credentials updated for user %s

CTteneHb BaXXHOCTHU:

Informational
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MapameTpsbl:

MapameTp 3HaueHue

%s M4 nosib3oBarend

Mpumep CooBLLEHNS:

CLI-6-Password credentials updated for user admin

OnucaHne 1 NPUYnHBLI:

O6HoBNEHNE naposia nocse ero nctevyeHmna ansd COOTBETCTBYHLWIETO MoJsib30BaTeNA.

PekomeHayemble AeiCcTBUS:

[lelicTBus He TpebyroTcs.

User {%s1} logged in via {%s2} from {%s3}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:

MapameTp 3HauyeHue

%s1 UMS nonb3oBaTens
%s2 NPOTOKOJ:
+ Telnet,
+ SSH,
« Console
%s3 IP-agpec nctovHuka (ona Telnet/SSH)
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MpuMep CooBLLEHNS:

CLI-1-User admin logged in via telnet from 1.1.1.1

OnucaHne 1 NPUYNHBLI:

YcnelHas ayTeHTMdvKaLys Nnonb3oBaTesis Ha yCTPOMCTBE A5t yKa3aHHOro NpoToKo/a.

PekomeHayemble AeiCcTBUS:

[lelicTBuA He TpebyroTcs.

User {%s1} {%s2} logged out from {%s3}

CTeneHb BaXHOCTU:

Informational

MapameTpsbl:

MapameTp 3Ha4yeHue

%s1 UMSA nonb3oBarens
%s2 IP-agpec ncto4yHuka (ans telnet/SSH)
%s3 NPOTOKO:

« Telnet,

+ SSH,

+ Console

MpuMep CooBLLEHNS:

CLI-6-User admin from 1.1.1.1 is logged out from telnet

OnucaHne 1 NPUYNHBLI:

BbINnonHeH BbIXoA 13-nog, yquH0|7| 3anuncu.
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PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.

Login failed : login incorrect {%s1} via {%s2} {%s3}

CTeneHb BaXXHOCTU:

Informational

MNapameTpsbl:

MapameTp 3HauyeHue

%s1 “Ms nonb3oBaTens
%s2 MPOTOKO/T:
+ Telnet,
« SSH,
« Console
%s3 IP-agpec ncTouHuka (ans Telnet/SSH)

Mpumep coobuieHus:

CLI-6-Login failed: Incorrect login test entered via telnet from 1.1.1.1

OnucaHne v NPUYNHBLI:

Coo6LLeHNEe 0 HeyaauHOl ayTeHTUMMKALMM NO/Ib30BaTe s B C/y4yae, eC/ii MakCUMasibHoe
KO/IMYECTBO MOMbITOK HE MPEBbILLEHO.

PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.

5.2 Moaynb ynpaBrieHus dpainamm

Starting with default configuration.
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CTeneHb BaXXHOCTU:
Alert

Mpumep coobLEeHNS:

FM-1-Starting with default configuration.

OnucaHne v NPUYNHBLI:

YCTPONCTBO 3arpy3nnochb C KOHGUrypaumer no yMon4aHuio.

PekomeHyemble AelicTBUS:

Lencteus He TpebytoTcA. ECniv noBeAeHne He 0XnaaemMo, 06paTnuTbCs B TEXMOAAEPXKKY.

Configuration restored successfully.

CTeneHb BaXXHOCTU:
Alert

Mpumep coobLeHuns:

FM-1-Configuration restored successfully.

OnucaHne 1 NPUYnHBbI:

KoHdpurypaums ycTpoiicTBa ycnewHo BOCCTaHOB/EHA.

PekomeHayeMble [eicTBUS:

[elicTBusl He TpebyroTcs.

Reload was scheduled in {%d1} hour(s) and {%d2} minute(s) from now

CTeneHb BaXXHOCTHU:
Alert
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MapameTpsbl:

MapameTp 3HauyeHue
%d1 yacsl

%d2 MUWHYTbI

MpuMep coobLeHNs:

MSR-1-Reload was scheduled in 1 hour and 1 minute from now

OnucaHne 1 NPUYnHBbI:

Mepesarpyska KOMMyTaTopa Npou30iaeT Yepes ykazaHHOe BPEMSI.

PekomeHayemble AeicTBUS:

[eiicTeuii He TpebyeTcs. MNpy HEOGXOANMOCTU U3MEHUTL BPEMS Nepe3arpy3k OTMEHUTb

Ha3HauYeHHOe BpeMs KoMaHzoi "reload cancel", nocne yero HasHauMTb HOBOE BPEMSs Nepesarpy3Ku.

Mone3Hble KomaHgbl: "show reload".

Delayed reload was cancelled

CTeneHb BaXXHOCTWU:
Alert

Mpumep coobLEHNS:

MSR-1-Delayed reload was cancelled

OnucaHne 1 NPUYNHBLI:

OTMeHa OT/IOKEHHOI nepe3arpy3kn agMUHUCTPATUBHO.

PekomeHyemble AelicTBUS:

Mpn HeOBXOAMMOCTM 3aHOBO 3arnyCTUTb OT/IOKEHHYH Nepesarpysky yCTpoicTsa.
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Failed to save configuration to file

CTeneHb BaXXHOCTU:
Alert

Mpumep coobLEeHNS:

MSR-1-Failed to save configuration to file

OnucaHne v NPUYNHBLI:

OwnbkKa coxpaHeHmsa KoHdurypauum B dpain.

PekomeHyemble AelicTBUS:

MpoBepuTb Hanumne cBoboaHOro mecta B MNM3Y. O6paTnTLCA B TEXNOAAEPXKKY.

Failed to save configuration to remote

CTeneHb BaXXHOCTU:
Alert

Mpumep coobLleHuns:

MSR-1-Failed to save configuration to remote

OnucaHne 1 NPUYnHBbI:

OwmnbKa coxpaHeHus KOHpUrypauumn Ha yaareHHoe YyCTPOICTBO.

PekomeHayeMble [eiCcTBUS:

MpoBepuUTb coeArvHEHME Mexay yCTpoicTBamu. [poBepyTh NpaBa AOCTyNa Ha 3anucb 1
nepesanuck Ha yAa/ieHHOM yCcTpoiicTBe. NpoBepUTb COCTOsIHME CNyXO tftp/sshd Ha yaaneHHOM
YCTpOIiCTBE.
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Failed to save configuration to remote TFTP: {%s}

CTeneHb BaXXHOCTU:
Alert

MapameTpsbl:

MapameTp 3HauyeHue

%s oLwunoka:

« INTERNAL ERROR,

+ No SuchFile,

+ Access Violation,

« No Memory Left,

+ File Exists, Unable to Reach Host,
« Invalid Argument(s),

+ Error In reading file,

+ Error In writing file,

+ Errorin Creating file,

+ Fileis too big for TFTP,

+ Given Bufferis too small,
+ Server Returned Error Pkt

Mpumep coobLEeHNS:

MSR-1-Failed to save configuration to remote TFTP: File Exists

OnucaHne n NPUYNHBLI:

OLLMBKa CoXpaHeHUst KOHUrypauum Ha yaaneHHoe YCTPOCTBO MO yKa3aHHON npuunHe.

PekomeHyemble AelicTBUS:

YCTpaHWTb yKasaHHyH HeNCNpPaBHOCTb. MNpy HEOGXOANUMOCTN 06PATUTLCS B TEXMOAAEPXKKY.

Flash is empty or not set to restore configurations

CTeneHb BaXXHOCTU:
Alert

85



MES14xx, MES24xx, MES3400-xx, MES37XxX. PykOBOACTBO No cO06LEeHNSIM Syslog

MpuMep CooBLLEHNS:

MSR-1-Flash is empty or not set to restore configurations

OnucaHne 1 NPUYNHBLI:

Owwn6Ka BOCCTAHOB/IEHUSI KOHDUTYpaLmi. BeposiTHee BCero HOCUT annapaTHblii XapakTep.

PekomeHayemble AeiCcTBUS:

O6paTUTLCA B TEXNOAAEPXKKY.

Failed to restore from remote file

CTeneHb BaXXHOCTU:
Alert

Mpumep coobueHns:

MSR-1-Failed to restore from remote file

OnucaHne v NPUYNHBLI:

OwnbKa BOCCTAHOB/IEHUSA KOHpUTypaumm 1n3 halina Ha yganeHHOM cepBsepe.

PekomeHyemble AelicTBUS:

MpoBepuTb agpecaunio N CoearHeHE Mexay ycTpoiicTBamu. MpoBepuTb NpaBa A0CTyna Ha
noslyyeHne pannos 1 Hanuune anna KoHdurypauum Ha yaaneHHoM ycTpolicTee. NpoBepuTtb
cocTosiHne cnyxo6 tftp/sshd Ha yaaneHHOM ycTpolicTBe.

Configuration upgrade failed

CTteneHb BaXXHOCTHU:
Alert
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MpuMep CooBLLEHNS:

MSR-1-Configuration upgrade failed

OnucaHne 1 NPUYNHBLI:

Ownbka paboTbl MOAyNsa Moandukaummy startup-config.

PekomeHayemble AeiCcTBUS:

MpoBepUTL KOPPEKTHOCTL BOCCTAHOB/IEHMA KOHUrypauuu. Npn HeobxoanMmMoCTU BOCCTAHOBUTb
KOHpurypauumio 13 pesepsHbIX (hainnos. O6paTtnuTbCa B TEXNOALEPXKKY.

Failed to save configuration to flash

CTeneHb BaXXHOCTU:
Alert

Mpumep coobueHmns:

MSR-1-Failed to save configuration to flash

OnucaHne v NPUYNHBLI:

Owmrbka coxpaHeHusa KoHdurypauum B M3Y.

PekomeHyemble AelicTBUS:

MpoBepuTb HaNnumne cBo6oaHOro Mmecta B MNM3Y. O6paTnTLCA B TEXNOAAEPXKKY.

Failed to close startup-config file

CTteneHb BaXXHOCTHU:

Critical
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MpuMep CooBLLEHNS:

MSR-2-Failed to close startup-config file

OnucaHne 1 NPUYNHBLI:

Owwnbka 3aKkpbITsa halina startup-config.

PekomeHayemble AeiCcTBUS:

O6paTUTLCA B TEXNOAAEPXKKY.

Failed to create warmstart file

CTeneHb BaXHOCTU:

Critical

Mpumep coobueHns:

MSR-2-Failed to create warmstart file

OnucaHne v NPUYNHBLI:

Ownbka cosgaHusa haiina warmstart.

PekomeHyemble AelicTBUS:

MpoBepuTb Hannumne cBob6oaHOro mecta B MN3Y. O6paTnTLCA B TEXNOAAEPXKKY.

Failed to close warmstart file

CTteneHb BaXXHOCTHU:

Critical

Mpumep coobLueHuns:

MSR-2-Failed to close warmstart file
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OnucaHne 1 NPUYMHBbI:

Owmnbka 3akpbITna thaina warmstart.

PekomeHayemble AelicTBUS:

O6paTnTbCs B TEXMOAAEPXKKY.

Failed to delete startup-config file

CTteneHb BaXXHOCTHU:

Critical

Mpumep coo6LLEHUS:
MSR-2-Failed to delete startup-config file

OnuncaHne u NPUYNHLI:

Owwnbka yganeHus startup-config paiina.

PekomeHayemble AeiCcTBUS:

Mpy Heo6xoAMMOCTY yaannTb haiin ¢ UCNosib30BaHNEM KOMaHbl "erase". O6paTtuTbCA B

TeXNoaAepPxKKy.

Failed to create startup-config file

CTeneHb BaXXHOCTU:

Critical

Mpvmep coobLeHns:
MSR-2-Failed to create startup-config file
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OnucaHne 1 NPUYMHBbI:

Ownbka cosgaHua harina startup-config.

PekomeHayemble AelicTBUS:

O6paTnTbCs B TEXMOAAEPXKKY.

Failed to read startup-config file

CTteneHb BaXXHOCTHU:

Critical

MpuMep CooBLLEHNS:

Failed to read startup-config file

OnuncaHne u NPUYNHLI:

Owwnbka uTeHuns gaiina startup-config.

PekomeHayemble AeiCcTBUS:

O6paTUTLCA B TEXNOAAEPXKKY.

System is rebooting...

CTeneHb BaXXHOCTU:

Critical

Mpvmep coobLeHns:
MSR-2-System is rebooting...

OnucaHne v NPUYNHBLI:

Cuctema Havyana npouecc nepesarpysku no komaHzge "reload".
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PekomeHyemble AelicTBUS:

Lencteus He TpebytoTcA. ECniv noBeaeHne He 0XnaaemMo, 06paTuTbCs B TEXMOAAEPXKKY.

Failed to delete warmstart file

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:
MSR-2-Failed to delete warmstart file

OnucaHne 1 NPUYnHBbI:

Owmnbka ynaneHus anna warmstart.

PekomeHayeMble [eicTBUS:

O6paTnTbCs B TEXMOALEPXKKY.

Error: Invalid Boot file length {%u}

CTeneHb BaXXHOCTHU:

Error

MapameTpsbl:

MapameTp 3HaueHue

%u Ha3BaHue haiina

Mpumep coobLLEHUS:
MSR-3-Error: Invalid Boot file length test.conf
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OnucaHne 1 NPUYMHBbI:

[MHa nonyyeHHoro nveHu boot-haiina 6onblue 127 CMMBOMOB BO BpeMs npouecca ZTP.

PekomeHayemble OencTBus:
MpoBepuTb KoHdUrypauuo DHCP-cepBepa.

Error: Invalid Config file length {%u}

CTteneHb BaXXHOCTHU:

Error

MapameTpsbl:

MapameTp 3HaueHue

%u Ha3BaHue haina

MpuMep CooBLLEHNS:

MSR-3-Error: Invalid Config file length test.conf

OnucaHne 1 NPUYnHBLI:

[vHa nosyyeHHoro nmeHu conf-cpaiina 6onblue 127 CMMBO/OB BO Bpemsi npoliecca ZTP.

PekomeHayemble fencTBus:
MpoeepuTb KOHGUrypaumo DHCP-cepeepa.

Error: Invalid TFTP IP length {%u}

CTeneHb BaXXHOCTU:

Error
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MapameTpsbl:

MapameTp 3HaueHue

%u IP-ampec

Mpumep coobLLeHNs:
MSR-3-Error: Invalid TFTP IP length 0

OnucaHne 1 NPUYnHBLI:

[nvHa nonyyeHHoro Bo Bpems npotiecca ZTP IP-agpeca TFTP-cepBepa paBHa Hy/io.

PekomeHayemble fencTBus:
MpoeepuTb KOHGUrypaumo DHCP-cepeepa.

No TFTP IP Address Received

CTeneHb BaXXHOCTU:

Error

Mpumep coobLLEHUS:
MSR-3-No TFTP IP Address Received

OnucaHne v NPUYNHBLI:

Onuus DHCP ¢ agpecom TFTP-cepBepa He nosyyeHa.

PekomeHyemble AelicTBUS:

MpoBepuTb KoHurypaumo DHCP-cepBepa. MpoBepuTb HanmMume 3anpoca /18 COOTBETCTBYOLLEN
onuum B coobLeHnsx DHCP discover 0T KOMMyTaTopa.

Image installation failed
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CTeneHb BaXXHOCTU:

Error

Mpumep coobLEeHNS:

MSR-3-Image installation failed

OnucaHne v NPUYNHBLI:

Owmnbka yctaHoBkM obpasa MO Bo Bpemsa npouecca ZTP.

PekomeHyemble AelicTBUS:

MpoBepuTb KOPPEKTHOCTb Ha3BaHWst 0bpasa N0, ero UenocTHOCTbL U COOTBETCTBME AN MOAEM
KommyTaTopa. O6paTnTbCa B TEXNOALEPXKKY.

Config file installation Failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-Config file installation Failed

OnucaHne 1 NPUYnHBbI:

Owmnbka ycTaHOBKM oaiina KoHdmrypaumm Bo Bpemsi npouecca ZTP.

PekomeHayeMble [eicTBUS:

MpoBepVTb KOPPEKTHOCTbL HA3BaHUSA W LIE/TOCTHOCTb dpaiina KoHdurypauum. O6paTuTbes B
TEXMOAAEPXKKY.
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Boot file installation failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLLEeHNS:
MSR-3-Boot file installation failed

OnucaHne v NPUYNHBLI:

Ownbka yctaHoBKM boot-thalina Bo Bpems npouecca ZTP.

PekomeHyemble AelicTBUS:

MpoBepUTb KOPPEKTHOCTL Ha3BaHWs boot-thaiina, ero LeNOCTHOCTb U COOTBETCTBUE A1 MOAENN
KoMMmyTaTopa. O6paTUTbCS B TEXNOAAEPXKKY.

Incorrect type file: {%d}

CTeneHb BaXXHOCTU:

Error

MNapameTpsbl:
MapameTp 3HauyeHue
%d dhaiin

MpumMep coobLEeHNS:
MSR-3-Incorrect type file: test.conf

OnucaHne 1 NPUYnHBbI:

HekoppekTHbI TUn haiina B npouecce ZTP. Bo3aMoxHble 3Ha4yeHus Tuna daina: 0 — image, 1 —
confn 2 — boot.
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PekomeHyemble AelicTBUS:

MpoBepuTb KoHdUrypauuio DHCP-cepBeepa.

TFTP Download failed with Error: {%s}

CTeneHb BaXXHOCTU:

Error

MNapameTpsbl:

MapameTp 3HaueHue

%s oLumnoka:

« INTERNAL ERROR,

« No SuchFile,

+ Access Violation,

+ No Memory Left,

« File Exists,

« Unable to Reach Host,

+ Invalid Argument(s),

+ ErrorIn readingfile,

+ Error In writing file,

+ Errorin Creating file,

+ Fileistoo big for TFTP,

« Given Buffer is too small,
« Server Returned Error Pkt

Mpvmep coobLyeHns:
MSR-3-TFTP Download failed with Error: No Such File

OnucaHne 1 NPUYMHBbI:

Owmnbka npm 3arpyske goaina yepes TFTP.
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PekomeHyemble AelicTBUS:

MpoBepuTb agpecaunio 1 CoeanHeHE Mexay ycTpoiicTBaMu. MpoBepuTb NpaBa A0CTyna Ha
noslyyeHne pannos n Hanuune panna KoHdurypauumn Ha yaaneHHoMm ycTpolicTee. NpoBepuTtb
COCTOSIHMNE CcnyXo6 tftp Ha yaaneHHOM YCTPONCTBE.

ZTP failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-ZTP failed

OnucaHne 1 NPUYnHBbI:

Coo6LiieHne 0 HeylauHOM 3aBepLUeHNM npolecca ZTP.

PekomeHayeMble [eicTBUS:

MpoaHanu3vpoBaTh ApyrMe coobLLIEeHs, Kacatolmecs npolecca ZTP, yCTpaHnTh OLLUNGKM 1
MOBTOPUTL MPOLIECC 3aHOBO.

Image validation failed

CTeneHb BaXXHOCTHU:

Error

MpuMep CooBLLEHNS:

MSR-3-Image validation failed

OnucaHne 1 NPUYNHBLI:

Owmrbka NpoBepKM KOppekTHOCTM 0bpasa IMO.
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PekomeHyemble AelicTBUS:

MpoBepuTb COOTBETCTBUE 06pa3a MO mogenu kommyTaropa.

DHCP Bound failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-DHCP Bound failed

OnucaHne 1 NPUYnHBbI:

DHCP-KNMEHT He Nosyynn aapec Bo Bpems npouecca ZTP.

PekomeHayeMble [eicTBUS:

MpoBepuTb HACTPOIiKK 1 Nnorv DHCP-cepBepa. YCTpaHuTb NPo6ieMb! 1 MOBTOPUTL npoLecc ZTP.

Failed to create ZTP timer

CTeneHb BaXXHOCTHU:

Error

Mpumep coo6LLEHUS:
MSR-3-Failed to create ZTP timer

OnucaHne 1 NPUYNHBLI:

OwwnbKa HacTpolikn Tainmepa ZTP.
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PekomeHyemble AelicTBUS:

C6pocuTb YCTPOMCTBO K 3aBOACKMM HACTPOKam 1 NoBTOPUTL Npolecc ZTP. O6patuTbCs B
TEXNOOLEPXKKY.

ZTP start timer failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-ZTP start timer failed

OnucaHne 1 NPUYnHBbI:

Owmnbka HacTpoWkn Talimepa ZTP.

PekomeHayeMble [eicTBUS:

C6pocuTb YCTPOCTBO K 3aBOACKNM HACTPOIKaM 1 MOBTOPUTL npouecc ZTP. O6patutbes B
TEXMOAAEPXKKY.

ZTP stop timer failed

CTteneHb BaXXHOCTHU:

Error

Mpumep coo6LLEHMS:
MSR-3-ZTP stop timer failed

OnucaHne 1 NPUYNHBLI:

Owwnbka HacTpolikn Tainmepa ZTP.
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PekomeHyemble AelicTBUS:

C6pocuTb YCTPOMCTBO K 3aBOACKMM HACTPOKam 1 NoBTOPUTL Npolecc ZTP. O6patuTbCs B
TEXNOOLEPXKKY.

ZTP delete timer list failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-ZTP delete timer list failed

OnucaHne 1 NPUYnHBbI:

Owmnbka HacTpoWkn Talimepa ZTP.

PekomeHayeMble [eicTBUS:

C6pocuTb YCTPOCTBO K 3aBOACKNM HACTPOIKaM 1 MOBTOPUTL npouecc ZTP. O6patutbes B
TEXMOAAEPXKKY.

Only *.conf file can be copied as startup configuration

CTteneHb BaXXHOCTHU:

Error

Mpumep CooBLLEHNS:

MSR-3-Only *.conf file can be copied as startup-config

OnucaHne 1 NPUYNHBLI:

MpenynpexaeHne 06 ncnonb3yeMom chopmate paclumpeHns daiina KoHurypaumm.
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PekomeHyemble AelicTBUS:

M3meHnTb paclumpeHmne haiina Ha cepBepe Ha .conf i NOBTOPUTL OnepaLyio KoNMpoBaHus.

Selected firmware is not valid

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:

MSR-3-Selected firmware is not valid

OnucaHne 1 NPUYnHBbI:

Owmnbka npoBepkn obpasa MO Bo Bpems npouecca ZTP.

PekomeHayeMble [eicTBUS:

MpoBepuTb HacTpoiikn DHCP-cepBepa. MpoBepuTb COOTBETCTBIE 06pa3a MO Mogenu
KoMMyTaTopa. MpoBepuTh LIe/IOCTHOCTb (haiisia Ha cepBepe 1 NoBTOPUTL npouecc ZTP.

Image CRC verification failed

CTeneHb BaXXHOCTHU:

Error

Mpumep coo6LLEHUS:
MSR-3-Image CRC verification failed

OnucaHne 1 NPUYNHBLI:

Oww6Ka NpoBepKu LienocTHocTy thaiina MO Bo Bpems npouecca ZTP.
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PekomeHyemble AelicTBUS:

Y6eauTbCa B LIE/IOCTHOCTKM dhaiinia Ha cepBepe. [Npn Heo6XoANMOCTM 3aHOBO 3arpy3nTb Ha cepBep
06pa3 MO 1 NOBTOPUTL NPOLECC KOMMPOBaHUS.

Failed to open .conf file

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-Failed to open .conf file

OnucaHne 1 NPUYnHBbI:

Owmnbka OTKpbITUS doaiina kKoHdmrypaumm Bo Bpems npouecca ZTP.

PekomeHayeMble [eicTBUS:

MoBTOpMTb KOMMpOBaHKe gpaina KoHdurypaumum. O6paTuTbCs B TEXMNOAAEPXKKY.

Copying config file failed.

CTeneHb BaXXHOCTHU:

Error

MpuMep CooBLLEHNS:

MSR-3-Copying config file failed.

OnucaHne 1 NPUYNHBLI:

Owwnbka npu konupoBaHuK goarina KoHUrypauuu.

102



MES14xx, MES24xx, MES3400-xx, MES37XxX. PykOBOACTBO No cO06LEeHNSIM Syslog

PekomeHyemble AelicTBUS:

MoBTOPUTL KONUpPOBaHWe thalina.

Restore option failed.

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-Restore option failed.

OnucaHne 1 NPUYnHBbI:

OLwmnbKa yCcTaHOBKM ONUuM BOCCTAHOBNEHUS U3 chalina Bo Bpemsi npouecca ZTP.

PekomeHayeMble [eicTBUS:

MOBTOPHO COXPaHWTb KOHUTypaLMio N CKONMMPOBATb eé ¢ cepeepa. O6paTUThLCS B
TEXMOAAEPXKKY.

Bootloader CRC verification failed

CTeneHb BaXXHOCTHU:

Error

Mpumep coo6LLEHUS:
MSR-3-Bootloader CRC verification failed

OnucaHne 1 NPUYNHBLI:

Owwnbka npoBepka LenocTHocTu boot-harina.
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PekomeHyemble AelicTBUS:

Y6eauTbCa B LIE/IOCTHOCTKM dhaiinia Ha cepBepe. [Npn Heo6XoANMOCTM 3aHOBO 3arpy3nTb Ha cepBep

boot-thalin n NoBTOPUTL NPOLIECC KONMMPOBAHMS.

Failed to get the number of bootloaders

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-Failed to get the number of bootloaders

OnucaHne 1 NPUYnHBbI:

Owmnbka nony4yeHms konnyectsa boot-gpaiios.

PekomeHayeMble [eicTBUS:

O6paTnTbCs B TEXMOALEPXKKY.

Failed to validate bootloader

CTeneHb BaXXHOCTHU:

Error

Mpumep coo6LLEHUS:
MSR-3-Failed to validate bootloader

OnucaHne 1 NPUYNHBLI:

Ownbka npoBepkn boot-chaiina.
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PekomeHyemble AelicTBUS:

Y6eauTbcsa B COOTBETCTBUN boot-thalina moagenn kommyTtaTopa. NMoBTOpPHO cKkonnpoBaTk boot-
Goaiin.

Image CRC verification failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
XFTP-3-Image CRC verification failed

OnucaHne 1 NPUYnHBbI:

OwmnbKka NpoBePKM LLeNoCTHOCTK doainia MO Bo Bpems KoNnpoBaHus c tftp/sftp.

PekomeHayeMble [eicTBUS:

MpoBepuTb COOTBETCTBUE 06pasa MO mMoaenn kommyTatopa. MpoBepuTb LENOCTHOCTL dhaiina Ha
cepBepe 1 NoBTopuTb 06HOBNEHNME 0.

Failed to move temporary bootloader file

CTteneHb BaXXHOCTHU:

Error

Mpumep CooBLLEHNS:

XFTP-3-Failed to move temporary bootloader file

OnucaHne 1 NPUYNHBLI:

Ownbka 06paboTkm boot-chainnos.
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PekomeHyemble AelicTBUS:

MoBTOpUTL 06HOB/EHME boot-haiiia. ObpaTUTbCs B TEXNOAAEPXKKY.

Image is empty

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
XFTP-3-Image is empty

OnucaHne 1 NPUYnHBbI:

CkonupoBaH nycTtoli o6pas MOo.

PekomeHayeMble [eicTBUS:

MpoBepuTb KOPPEKTHOCTL Ha3BaHUA o6pasa MO 1 ero LeoCTHOCTL Ha cepeepe. Mpu
HEeo6X0AMMOCTM 3arpy3unTb 06pas MO Ha cepBep 1 NOBTOPUTL MOMbITKY 0GHOB/IEHNUS.

Unable to copy remote file

CTeneHb BaXXHOCTHU:

Error

MpuMep CooBLLEHNS:

XFTP-3-Unable to copy remote file

OnucaHne 1 NPUYNHBLI:

Owwnbka nNpu KonuposaHum chaiina.
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PekomeHyemble AelicTBUS:

MpoBepuTb agpecaunio 1 CoeanHeHE Mexay ycTpoiicTBaMu. MpoBepuTb NpaBa A0CTyna Ha
noslyyeHne pannos n Hanuune panna KoHdurypauumn Ha yaaneHHoMm ycTpolicTee. NpoBepuTtb
COCTOSIHMNE CcnyXo6 tftp Ha yaaneHHOM YCTPONCTBE.

Reload requested administratively by {%s1} over {%s2} {%s3}

CTeneHb BaXXHOCTU:

Notice

MNapameTpsbl:

MapameTp 3HauyeHue

%s1 “Ms nonb3oBaTens
%s2 MPOTOKO/T:
+ Telnet,
« SSH,
« Console
%s3 IP-agpec ncTouHuka (ans Telnet/SSH)

Mpvmep coobLeHns:

MSR-5-Reload requested administratively by user admin over telnet source 1.1.1.1

OnucaHne v NPUYNHBLI:

YBefomneHve o nosb3oBaTesie, KOTopbI BB KomaHay "reload".

PekomeHyemble AelicTBUS:

B 60MbLUMHCTBE CNyYaeB AENCTBUI He TpebyeTcs.
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Received Boot file Name {%s}

CTeneHb BaXXHOCTU:

Notice

MapameTpsbl:

MapameTp 3HaueHue

%s Ha3BaHue boot-haiina

Mpumep coobLLEHUS:
MSR-5-Received Boot file Name mes2400-1043-R3.boot

OnucaHne 1 NPUYNHBLI:

MonyyeHHoe Ha3BaHue boot-thaiisia Bo Bpems ZTP.

PekomeHyemble AelicTBUS:

B 60MbLUMHCTBE CNy4YaeB AENCTBUI He TpebyeTcs.

Received Config File Name {%s}

CTeneHb BaXXHOCTU:

Notice

MapameTpsbl:
MapameTp 3HaueHue
%s Ha3BaHue haiina KoHgurypauum

MpumMep coobLueHns:
MSR-5-Received Config File Name test.conf
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OnucaHne 1 NPUYMHBbI:

MonyyeHHoe Ha3BaHMe config-thaiina Bo Bpems ZTP.

PekomeHayemble AelicTBUS:

B 60/bLUMHCTBE CNy4YaeB AeiicTBuii He TpebyeTcs.

Received TFTP IP {%s}

CTteneHb BaXXHOCTHU:

Notice

MapameTpsbl:

MapameTp 3HaueHue

%s IP-ampec

Mpumep coobLLEHUS:
MSR-5-Received TFTP IP 1.1.1.1

OnucaHne 1 NPUYnHBLI:

MonyyeHHbIi IP-agpec TFTP-cepBepa Bo Bpemsi ZTP.

PekomeHayemble AeiCcTBUS:

B 60/blIMHCTBE CrlyyaeB AeCTBUIA He TpebyeTcs.

Registering with DHCP Client

CTeneHb BaXXHOCTU:

Notice
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Mpumep coobLLEHMS:
MSR-5-Registering with DHCP Client

OnucaHne 1 NPUYNHBLI:

3anyLieH npouecc nonyyeHusi agpeca DHCP-kMeHToM Bo Bpemsi ZTP.

PekomeHayemble AeiCcTBUS:

B 60/blWIMHCTBE CrlyvaeB AelCTBUIA He TpebyeTcs.

Awaiting DHCP Option Info from DHCP Server

CTeneHb BaXHOCTU:

Notice

Mpumep coobueHns:
MSR-5-Awaiting DHCP Option Info from DHCP Server

OnucaHne v NPUYNHBLI:

OxunpgaHne DHCP-onuumii gns npouecca ZTP.

PekomeHyemble AelicTBUS:

B 60MbLUMHCTBE CNyYaeB AENCTBUI He TpebyeTcs.

Unregistering with DHCP Client

CTteneHb BaXXHOCTHU:

Notice

Mpumep coobLueHuns:
MSR-5-Unregistering with DHCP Client
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OnucaHne 1 NPUYMHBbI:

3anyLeH npoLecc 0cBo6oXaeHns agpeca DHCP-knneHToM Bo Bpemsi ZTP.

PekomeHayemble AelicTBUS:

B 60/bLUMHCTBE CNy4YaeB AeiicTBuii He TpebyeTcs.

Received Image Name {%s}

CTteneHb BaXXHOCTHU:

Notice

MapameTpsbl:

MapameTp 3HaueHue

%s HasBaHue (painna obpasa MO

Mpumep coobLLEHUS:
MSR-5-Received Boot file Name mes2400-1043-R3.iss

OnucaHne 1 NPUYnHBLI:

Mony4yeHHoe Ha3BaHue paiina obpasa MO Bo Bpems ZTP.

PekomeHayemble AeiCcTBUS:

B 60/blIMHCTBE CrlyyaeB AeCTBUIA He TpebyeTcs.

Startup configuration upgrade is in progress

CTeneHb BaXXHOCTU:

Notice
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MpuMep CooBLLEHNS:

MSR-5-Startup configuration upgrade is in progress

OnucaHne 1 NPUYNHBLI:

3anyLieH npouecc moaudmKaLmmy KoHdurypauum. Ecnm B HoBoii Bepcum MO Gbinv 3MeHeHMs]
CUHTaKcKca, Npon30iiaeT aBTOMaTMYeCKoe NpUBEeAEHE KOMaH/ B KOH(MIypaLym K HOBOMY
CUHTaKcucy.

PekomeHayeMmble AeiCcTBUS:

[eicTBua He TpebytoTcs. ECiv noBeAeHne He 0XMAaeMo, 06paTUTLCS B TEXNOAAEPXKKY.

Startup configuration upgrade is complete

CTeneHb BaXXHOCTU:

Notice

Mpumep coobueHns:
MSR-5-Startup configuration upgrade is complete

OnucaHne v NPUYNHBLI:

Mpouecc MmoaudUKaLMn YCTeLHO 3aBepLLUEeH.

PekomeHlyemble AelicTBUS:

[encteunsa He TpebytoTcs.

Image file installation in progress...

CTteneHb BaXXHOCTHU:

Notice
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MpuMep CooBLLEHNS:

MSR-5-Image file installation in progress...

OnucaHne 1 NPUYNHBLI:

aeT npouecc 06HoBNeHUs o6pasa MO Bo Bpemsi ZTP.

PekomeHayemble AeiCcTBUS:

[lelicTBuA He TpebyroTcs.

Config file installation in progress...

CTeneHb BaXHOCTU:

Notice

Mpumep coobueHns:

MSR-5-Config file installation in progress...

OnucaHne v NPUYNHBLI:

neT npouecc KonmpoBaHUsi KOHGUIypawumm B startup Bo BpeMsi ZTP.

PekomeHyemble AelicTBUS:

[encteus He TpebytoTcs.

Boot file installation in progress...

CTteneHb BaXXHOCTHU:

Notice

Mpumep coobLueHuns:

MSR-5-Boot file installation in progress...
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OnucaHne 1 NPUYMHBbI:

MpoeT npouecc o6HoBNeHNUS boot-thalina Bo Bpemsi ZTP.

PekomeHayemble AelicTBUS:

[elicTBusi He TpebyroTcs.

Downloading {%s}...

CTteneHb BaXXHOCTHU:

Notice

MapameTpsbl:

MapameTp 3HaueHue

%s Ha3BaHue haina

MpuMep CooBLLEHNS:

MSR-5-Downloading test.conf...

OnucaHne 1 NPUYnHBLI:

3arpyska gpaiina Bo Bpemsi ZTP.

PekomeHayemble AeiCcTBUS:

[elicTBuA He TpebyroTcs.

ZTP completed

CTeneHb BaXXHOCTU:

Notice
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Mpumep coobLLEHMS:
MSR-5-ZTP completed

OnucaHne 1 NPUYNHBLI:

Mpouecc ZTP ycrneLiHo 3aBepLLeH.

PekomeHayemble AeiCcTBUS:

[lelicTBuA He TpebyroTcs.

ZTP disabled. Resuming normal bootup

CTeneHb BaXHOCTU:

Notice

Mpumep coobueHns:

MSR-5-ZTP disabled. Resuming normal bootup

OnucaHne v NPUYNHBLI:

Mpouecc ZTP BbikAO4YeH nnv DHCP-onunn He nosiyyeHsbl.

PekomeHyemble AelicTBUS:

Ecnv noBeaeHne He oxugaemoe, NPOBEPUTb HACTPOIiKN cepBepoB DHCP n TFTP. MoBTOpUTb

npouecc ZTP.

Initiating ZTP...

CTteneHb BaXXHOCTHU:

Notice
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Mpumep coobuleHuns:
MSR-5-Initiating ZTP...

OnucaHme 1 NPUYMHBLI:
3anyuieH npouecc ZTP.

PekomeHayemble AeiCcTBUS:

[lelicTBuA He TpebyroTcs.

Initiating image download...

CTeneHb BaXHOCTU:

Notice

Mpumep coobueHns:

MSR-5-Initiating image download...

OnucaHne v NPUYNHBLI:

3anyck 06HoB/ieHuA MO BoO Bpemsa ZTP.

PekomeHyemble AelicTBUS:

[encteus He TpebytoTcs.

Initiating boot file download...

CTteneHb BaXXHOCTHU:

Notice

Mpumep coobLueHuns:
MSR-5-Initiating boot file download...
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OnucaHne 1 NPUYMHBbI:

3anyck o6HoBNeHNns boot-thalina Bo Bpemsi ZTP.

PekomeHayemble AelicTBUS:

[elicTBusi He TpebyroTcs.

Initiating config file download...

CTteneHb BaXXHOCTHU:

Notice

MpuMep CooBLLEHNS:

MSR-5-Initiating config file download...

OnuncaHne u NPUYNHBI:

3anyck 06HoBneHus config-halina Bo Bpems ZTP.

PekomeHayemble AeiCcTBUS:

[elicTBuA He TpebyroTcs.

No options received

CTeneHb BaXXHOCTU:

Notice

Mpvmep coobLeHns:
MSR-5-No options received

OnucaHne v NPUYNHBLI:

DHCP-onumn He nosly4YeHbl Bo Bpemsi ZTP.
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PekomeHyemble AelicTBUS:

Ecnv noBeaeHne He oxugaemoe, NPOBEPUTb HACTPOViK1 cepBepoB DHCP u TFTP. MoBTOpUTb

npouecc ZTP.

Firmware upgraded

CTeneHb BaXXHOCTU:

Informational

Mpumep coobLeHuns:
XFTP-6-Firmware upgraded

OnucaHne 1 NPUYnHBbI:

MO ycnewHo 06HOBMEHO.

PekomeHayeMble [eicTBUS:

[elicTBmsl He TpebyroTcs.

Bootloader upgraded

CTteneHb BaXXHOCTHU:

Informational

Mpumep CooBLLEHNS:

XxFTP-6-Bootloader upgraded

OnucaHne 1 NPUYNHBLI:

Boot-thaiin ycnewHo o6HOBMEH.

PekomeHayeMmble OeiCcTBUS:

[elicTBuA He TpebyoTcs.
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Image validation succeeded

CTeneHb BaXXHOCTU:

Informational

Mpumep coobLEeHNS:

MSR-6-Image validation succeeded

OnucaHne v NPUYNHBLI:

MpoBepka KOPPEKTHOCTM 06pasa YCreLHO 3aBeplueHal.

PekomeHyemble AelicTBUS:

[enctens He TpebytoTcs.

Restored configuration from flash

CTeneHb BaXXHOCTU:

Informational

Mpumep coobLeHuns:

MSR-6-Image validation succeeded

OnucaHne 1 NPUYnHBbI:

KoHthurypaums sBocctaHoB/ieHa 13 M3Y.

PekomeHayeMble [eicTBUS:

[elicTBusl He TpebyroTcs.

Image validation succeeded

CTeneHb BaXXHOCTHU:

Informational
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MpuMep CooBLLEHNS:

MSR-6-Image validation succeeded

OnucaHne 1 NPUYNHBLI:

KoHdourypaums socctaHoBneHa us May.

PekomeHayemble AeiCcTBUS:

[lelicTBuA He TpebyroTcs.

Configuration saved to flash

CTeneHb BaXXHOCTU:

Informational

Mpumep coobueHns:

MSR-6-Configuration saved to flash

OnucaHne v NPUYNHBLI:

KoHdpurypauusa coxpaHeHa B MN3Y.

PekomeHlyemble AelicTBUS:

[encteunsa He TpebytoTcs.

Successfully restored configurations from remote host

CTteneHb BaXXHOCTHU:

Informational

Mpumep coobLueHuns:

MSR-6-Successfully restored configurations from remote host
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OnucaHne 1 NPUYMHBbI:

KoHdourypauus ycnewHo BocCTaHOB/EHA U3 chaiina Ha yaaneHHOM cepBepe.

PekomeHayemble AelicTBUS:

[elicTBusi He TpebyroTcs.

Configuration saved to TFTP server

CTteneHb BaXXHOCTHU:

Informational

MpuMep CooBLLEHNS:

MSR-6-Configuration saved to TFTP server

OnuncaHne u NPUYNHBI:

KoHdourypauus coxpaHeHa Ha tftp-cepsep.

PekomeHayemble AeiCcTBUS:

[elicTBuA He TpebyroTcs.

Configuration saved to SFTP Server

CTeneHb BaXXHOCTU:

Informational

Mpvmep coobLeHns:
MSR-6-Configuration saved to SFTP Server

OnucaHne v NPUYNHBLI:

KoHdourypaumsa coxpaHeHa Ha sftp-cepsep.
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PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.

Configuration saved to local storage

CTeneHb BaXXHOCTU:

Informational

Mpumep coobLeHuns:

MSR-6-Configuration saved to local storage

OnucaHne 1 NPUYnHBbI:

KoHthurypaums coxpaHeHa B MN3Y.

PekomeHayeMble [eicTBUS:

[elicTBusl He TpebyroTcs.

Configuration saved to remote server

CTeneHb BaXXHOCTHU:

Informational

Mpumep coobLEeHNS:

MSR-6-Configuration saved to remote server

OnucaHne 1 NPUYNHBLI:

KoHdurypaums coxpaHeHa Ha yaasneHHblii cepBep.

PekomeHayeMmble OeiCcTBUS:

[elicTBuA He TpebyoTcs.
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Successfully restored configuration from remote file

CTeneHb BaXXHOCTU:

Informational

Mpumep coobLEeHNS:

MSR-6-Successfully restored configuration from remote file

OnucaHne v NPUYNHBLI:

KoHdpurypauys ycnewHo BocCTaHOB/IeHa U3 chaiinia Ha yAaieHHOM CepBepe.

PekomeHyemble AelicTBUS:

[enctens He TpebytoTcs.

5.3 SSH

Bad protocol version identification from {%s}

CTteneHb BaXXHOCTHU:

Alert

MapameTpsbl:
MapameTp 3Ha4yeHue
%s IP-agpec

MpuMep CooBLLEHNS:

SSH-1-Bad protocol version identification from 1.1.1.1

OnucaHne 1 NPUYnHBLI:

HekoppekTHbIli oopmat SSH NpuHAT OT kKnneHTa. Oxuagaemsbiin popmart "SSH-{%d}.{%d}-{%s}"

PekomeHayemble AeiCcTBUS:

MpoBepUTb HACTPOIKN KAneHTa SSH.
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Failed to accept connection from %s: max sessions limit exceeded.

CTeneHb BaXXHOCTU:

Notice

MapameTpsbl:
MapameTp 3HaueHue
%s IP-agpec

Mpumep coobLEeHNS:

SSH-1-Failed to accept connection from 1.1.1.1: max sessions limit exceeded.

OnucaHne v NPUYNHBLI:

MpeBbIWEHO MaKCMMasIbHO KO/IMYECTBO YCTAHOB/IEHHbIX CECCUIA SSH.

PekomeHyemble AelicTBUS:

OuNCTUTb NIMLLIHNE CECCMM Ha KOMMYyTaTope KomaHao "clear line vty <line>". MpoBepuTb HACTPOKN
6e30nacHOCTK, B 4aCTHOCTU authorized-manager.

5.4 Ethernet OAM

Interface {%s1} UDLD status changed to {%s2}

CTteneHb BaXXHOCTHU:

Warning
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MapameTpsbl:
MapameTp 3HaueHue
%s1 nHTEepdenc
%s2 craryc:

+ UDLD-UNKNOWN,
UNIDIRECTIONAL,
BIDIRECTIONAL,
RXTXLOOP,
NEIGHBOR MISMATCH

MprmMep coobLeHns:
EMFM-4-Interface gi 1/0/1 UDLD status changed to BIDIRECTIONAL

OnucaHne 1 NPUYnHBbI:

i3ameHeHune ctatyca UDLD Ha uHTepdeiice.

PekomeHayemble AeicTBUS:

Ecnn noeeaeHne He COOTBETCTBYET OXngaeMomy, NPoBepPUTb (*)I/I3I/ILIeCKOG coeanHeHne
YKa3aHHOro VIHTep(*)el\/‘lca. npOBepI/ITb KOPPEKTHOCTb qJI/ISI/ILIeCKOFO coeanNHEHNA Ha BTOPOM KOHLEe
JINHNN.

EOAM Errored Symbol event occurred at local end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:

MapameTp 3HaueHune

%s nHTepdelic
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Mpumep coobLLEHMS:
EMFM-4-EOAM Errored Symbol event occurred at local end of interface gi 1/0/1

OnucaHne 1 NPUYNHBLI:

Ha ykazaHHOM MHTepdieiice NpeBbILLEHO KOMMYECTBO OLUMGOYHLIX CUMBOJIOB 32 YCTAHOB/EHHbII
nepuoga.

PekomeHayemble AeCTBUS:

MpoBepUTb (hM3NYECKOE COEANHEHME MeXy YCTpolicTBaMu. [POBEPUTL COCTOSIHNE TPAHCUBEPOB
n MHTepdhelicoB yCTPoCTB. Mpn HEOBXOAMMOCTM 3aMEHNUTL NaTy-KOPA, 1 TpaHcuBepbl. O6paTUTLCS
B TEXMOAAEPXKKY.

EOAM Errored Symbol event occurred at remote end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HaueHue
%s NHTepdeic

Mpumep coobLLEHUS:
EMFM-4-EOAM Errored Symbol event occurred at remote end of interface gi 1/0/1

OnucaHne v NPUYNHBLI:

Ha ykasaHHOM VMHTepdieiice Nony4YeH curHan oT COCEHEro yCTPOCTBA O NPEBbILLEHNN
KO/IMYecTBa OLMGOYHbIX CUMBO/IOB 3@ YCTAHOB/IEHHbIT Nepuop,

PekomeHyemble AelicTBUS:

MpoBepuTb hU3NYECKOE COEAMHEHME MEXAY YCTpolicTBaMu. MpoBepUTb COCTOSHME TPaHCMBEPOB
N UHTepPENCcoB YyCTPOCTB. MNpn HEOOBXOAMMOCTN 3aMEHNTb NaTy-KopA, U TpaHcuBepbl. O6paTUTbLCA
B TEXMOAOLEPXKKY.
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EOAM Errored Frame event occurred at local end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HaueHue
%s NHTepdeic

Mpumep coobLLEHUS:
EMFM-4-EOAM Errored Frame event occurred at local end of interface gi 1/0/1

OnucaHne v NPUYNHBLI:

Ha ykasaHHOM nHTepelice NpeBbILLEHO KOMYECTBO (DPENMOB € owmnbKamm 3a nepuog 100 mc.

PekomeHyemble AelicTBUS:

MpoBepuTb IU3NYECKOE COEAMHEHME MEXAY yCTpolicTBaMu. MpoBepUTb COCTOSHME TPaHCMBEPOB
N UHTepPENCcoB YyCTPOICTB. MNpn HEOBXOAMMOCTN 3aMEHNTb NaTy-KopA, U TpaHcuBepbl. O6paTnTbLCA
B TEXMOAOLEPXKKY.

EOAM Errored Frame event occurred at remote end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MNapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdeinc
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MpuMep CooBLLEHNS:

EMFM-4-EOAM Errored Frame event occurred at remote end of interface gi 1/0/1

OnucaHne 1 NPUYNHBLI:

Ha ykasaHHOM MHTepdieiice NoslyyeH curHasa oT COCEAHEro YCTPOICTBA O NPEBbILLIEHUN
KO/M4yecTBa hpeiiMoB ¢ olwmbkamm 3a neprog, 100 Mc.

PekomeHayemble AeCTBUS:

MpoBepUTb (hM3NYECKOE COEANHEHME MeXy YCTpolicTBaMu. [POBEPUTL COCTOSIHNE TPAHCUBEPOB
n MHTepdhelicoB yCTPoCTB. Mpn HEOBXOAMMOCTM 3aMEHNUTL NaTy-KOPA, 1 TpaHcuBepbl. O6paTUTLCS
B TEXMOAAEPXKKY.

EOAM Errored Frame Period event occurred at local end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdelic

Mpumep coobLLEHUS:
EMFM-4-EOAM Errored Frame Period event occurred at local end of interface gi 1/0/1

OnucaHne v NPUYNHBLI:

Ha ykazaHHOM nHTepdeiice NpeBbILLEeHO KONMMYECTBO (PpeiiMoB C OLLIMGKaMu 3a Nopor, paBHbIi
yCTaHOB/IEHHOMY KO/IMYeCTBY (hpeiiMOoB.

PekomeHyemble AelicTBUS:

MpoBepuTb hU3NYECKOE COEAMHEHME MEXAY YCTpolicTBaMu. MpoBepUTb COCTOSHME TPaHCMBEPOB
N UHTepPENCcoB YyCTPOCTB. MNpn HEOOBXOAMMOCTN 3aMEHNTb NaTy-KopA, U TpaHcuBepbl. O6paTUTbLCA
B TEXMOAOLEPXKKY.
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EOAM Errored Frame Seconds event occurred at local end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HauyeHue
%s nHTepdelic

Mpumep coobLLEHUS:
EMFM-4-EOAM Errored Frame Seconds event occurred at local end of interface gi 1/0/1

OnucaHne v NPUYNHBLI:

Ha ykasaHHOM uHTepdeiice 06HapyXeHO NpeBbILLEHNe Nopora CekyHs, ¢ OLLNOOUYHbIMU
hperimamu.

PekomMeHyemble AelicTBUS:

MpoBepuTb hU3NYECKOE COEAMHEHME MEXAY YCTpolicTBaMu. MpoBepUTb COCTOSHME TPaHCMBEPOB
N UHTepPEeNCcoB yCTPOCTB. MNpn HEOBXOAMMOCTN 3aMEHNTb NaTy-KopA, U TpaHcuBepbl. O6paTUTbLCA
B TEXMOAOLEPXKKY.

EOAM Errored Frame Seconds event occurred at remote end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MNapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc
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MpuMep CooBLLEHNS:

EMFM-4-EOAM Errored Frame Seconds event occurred at remote end of interface gi 1/0/1

OnucaHne 1 NPUYNHBLI:

Ha ykaszaHHOM nHTepdeiice NonyyYeH CUrHaa OT COCeAHEero ycTpoicTBa 0 NpeBbILeHUn nopora
CeKyH/, C OINBOYHbIMK chpeiimamum.

PekomeHayemble AeCTBUS:

MpoBepUTb (hM3NYECKOE COEANHEHME MeXy YCTpolicTBaMu. [POBEPUTL COCTOSIHNE TPAHCUBEPOB
n MHTepdhelicoB yCTPoCTB. Mpn HEOBXOAMMOCTM 3aMEHNUTL NaTy-KOPA, 1 TpaHcuBepbl. O6paTUTLCS
B TEXMOAAEPXKKY.

EOAM Organization Specific Link event occurred at local end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3Ha4yeHue
%s nHTepdelic

Mpumep coobLEeHNS:

EMFM-4-EOAM Organization Specific Link event occurred at local end of interface gi 1/0/1

OnucaHne v NPUYNHBLI:

O6HapyxeHo cobbiTue Vendor-specific Link event gns gaHHOro uHTepgeinca Ha 4aHHOM
ycTporicTee. B Tekywux Bepcusix MO He nogaepxmBaeTcsa Ha nnHelike MES24xx.

PekomeHyemble AelicTBUS:

O6paTnUTLCA B TEXNOAAEPXKKY.

EOAM Organization Specific Link event occurred at remote end of interface {%s}
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CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdelic

Mpumep coobLEeHNS:

EMFM-4-EOAM Organization Specific Link event occurred at remote end of interface gi 1/0/1

OnucaHne n NPUYNHBLI:

Ha ykasaHHOM vHTepdeiice NoyyYeH curHan ot cocefHero ycTpoiictea 06 obHapyxeHunm Vendor-
specific Link event gna gaHHoro ycTpoiicTsa.

PekomeHyemble AelicTBUS:

O6paTnTbLCA B TEXNOAAEPXKKY.

Loopback acknowledgement not received from peer before timer expiry on interface {%s}

CTeneHb BaXXHOCTU:

Warning

MNapameTpsbl:
MapameTp 3Ha4yeHue
%s nHTEepgeiic

MpumMep coobLueHns:

EMFM-4-Loopback acknowledgement not received from peer before timer expiry on interface gi 1/0/1
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OnucaHne 1 NPUYMHBbI:

OT cocefHero ycTpoicTBa Ha yka3aHHOM UHTepdieince He MnoslydyeHo noaTBepXxaeHue
ycTaHoB/1eHnsa ceccum EOAM Remote-loopback.

PekomeHyemble AelicTBUS:

MpoBepuTb KOHUIypaL Mo coceaHero ycTpoincTaa. MNonesHble koMmaHabl: "show running-config",
"show port ethernet-oam loopback-capabilities".

EOAM organization specific PDU received on interface {%s}

CTteneHb BaXXHOCTHU:

Warning

MapameTpsbl:
MapameTp 3HauyeHue
%s nHTEepdeiic

MpuMep CooBLLEHNS:

EMFM-4-EOAM organization specific PDU received on interface gi 1/0/1

OnucaHne 1 NPUYnHBLI:

Ha ykasaHHbIin nHTepdpeiic nonyvyeHa OAMPDU c¢ vendor-specific napameTpom.

PekomeHayemble AeiCcTBUS:

[lelicTBuA He TpebyroTcs.

EOAM Link Fault event occurred at remote end on interface {%s}

CTeneHb BaXXHOCTU:

Warning
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MapameTpsbl:
MapameTp 3Ha4yeHue
%s nHTEepdelic

Mpumep coobLLeHNs:
EMFM-4-EOAM Link Fault event occurred at remote end on interface gi 1/0/1

OnucaHne 1 NPUYnHBLI:

MponagaHne CoeUHEHNS C COCEIHM YCTPOCTBOM Ha yKasaHHOM UHTepdelice.

PekomeHayemble AeiCcTBUS:

MpoBepnTb KOHUTypaLMio AaHHOTO YCTPOICTBA M ero coceaa Ha ykasaHHOM UHTepdeiice.
MpoBepuTb PU3NYECKOE COEIMHEHNE 1 COCTOSIHME JIMHUK Nepeaaqn Mexay aTUMK yCTpoicTBaMMm.,

MonesHble komaHabl: "show running-config", "show interfaces", "test cable-diagnostics".

EOAM Link Fault rectified notification received from remote end on interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdelic

Mpumep coobLEeHNS:

EMFM-4-EOAM Link Fault rectified notification received from remote end on interface gi 1/0/1

OnucaHne n NPUYNHBLI:

BoccTaHOBMEHO coeiMHEHME MeX/y YCTPOMCTBaMM Ha yKa3aHHOM MHTepdelice.
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PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.

EOAM Dying Gasp event from remote end received on interface {%s}

CTeneHb BaXXHOCTU:

Warning

MNapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc

Mpumep coobLeHuns:
EMFM-4-EOAM Dying Gasp event from remote end received on interface gi 1/0/1

OnucaHne 1 NPUYnHBbI:

CurHasn Dying Gasp noslydyeH Ha ykazaHHOM UHTepdieiice OT cocefHero yctpoictea. Hambornee
BEPOSITHAs NpuyMHa — OTCYTCTBUE 31EKTPONUTAHNS YCTPOCTBA.

PekomeHayemble AelicTBUS:

MpoBepUTbL COCTOSIHWME COCEAHETD YCTPOCTBA.

EOAM Dying Gasp rectified notification from remote end received on interface {%s}

CTteneHb BaXXHOCTHU:

Warning
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MapameTpsbl:
MapameTp 3HaueHue
%s NHTEpdenc

Mpumep CooBLLEHNS:

EMFM-4-EOAM Dying Gasp rectified notification from remote end received on interface gi 1/0/1

OnucaHne 1 NPUYnHBLI:

Ha ykasaHHbIn nHTepdelic 0T coceaHero yCTpoiicTBa nosly4yeH CUrHas BOCCTaHOB/IEHMS MOC/ie
cobbITnA Dying Gasp.

PekomeHayemble AeiCTBUS:

[lelicTBus He TpebyroTcs.

EOAM Critical event from remote end received on interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HauyeHue
%s nHTepdelic

Mpumep coobLEeHNS:

EMFM-4-EOAM Critical event from remote end received on interface gi 1/0/1

OnucaHne v NPUYNHBLI:

CUrHan KpUTUYECKOl HEMCNPaABHOCTU NPUHAT HAa YKa3aHHOM MHTepdieiice OT coceHero
yCTpoiicTBa. KpUTUYECKMMU COBLITUAMM MOTYT GbITh OTKIHOUEHE EOAM Ha ycTpoiicTBe Unn
nepesarpyska.
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PekomeHyemble AelicTBUS:

MpoBepuTbL COCTOSIHWME COCEAHErD YCTPOCTBA.

EOAM Critical event rectified notification from remote end received on interface {%s}

CTeneHb BaXXHOCTU:

Warning

MNapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc

Mpumep coobLleHuns:

EMFM-4-EOAM Critical event rectified notification from remote end received on interface gi 1/0/1

OnucaHne 1 NPUYnHBbI:

CuvrHan ucnpasneHus KpUTUYECKON HEMCNPABHOCTM NPUHAT Ha YyKa3aHHOM nHTepdieiice oT
coceflHero ycTporcTea. Kputnyeckmmm coobITUAMM MOTYT GbITb OTK/HOUEHE EOAM Ha yCTpocTBe
NN nepesarpyska.

PekomeHayemble AelicTBUS:

[elicTBnsl He TpebyroTcs.

6. be3sonacHoCTb

6.1 Dot1X

PnacHwSetAuthStatus; Port No: {%s1}; Ctrl Dir: {%s2}; Mode: {%s3}; {%s4}

CTeneHb BaXXHOCTU:
Alert
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MapameTpsbl:

MapameTp 3HaueHue

%s1 nHTEepdeinc

%s2 control-direction:
<IN,
« BOTH

%s3 host control mode:

» Port Based,
« MAC Based

%s4 COCTOsAHNE:

+ AUTHORIZED,
+ UNAUTHORIZED,
+ SESSION DELETION

MpumMep coobLeHns:
PNAC-1-PnacHwSetAuthStatus; Port No: gi 1/0/1 ; Ctrl Dir: BOTH; Mode: Port Based; AUTHORIZED

OnucaHne 1 NPUYnHBbI:

Owmnbka ycTaHOB/EHME CTaTyca aBTopmsaunn st nHTepdeica.

PekomeHyemble AelicTBUS:

Mepesarpy3nTb MHTepdeic komaHgamm "shutdown/no shutdown", nepesarpy3ntb mogysib PNAC
KomaHgamn "no dotlx system-auth-control/ dotlx system-auth-control ". O6patuTbCs B
TEXNOALEPXKKY.

Hardware call failed: {%s1}; Port No: {%s2}; Supp MAC Addr: {%s3}; Mode: {%s4}; {%s5}

CTteneHb BaXXHOCTHU:
Alert
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%s1

%s2

%s3

%s4

%s5
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3HauyeHune

coobITHE:

« PnacHwSetAuthStatus,
+ PnacHwAddOrDelSessStatus

nHTEepdeiic

MAC-agpec knveHTa (supplicant)

host control mode:

« Port Based,
« MAC Based

CocTosHue:

« AUTHORIZED,
« UNAUTHORIZED,
« SESSION DELETION

Mprmep coobLeHns:

PNAC-1-Hardware call failed: Pnac hardware set authentication status; Port No: gi 1/0/1; Supp MAC Addr:

€4:56:23:51:24:0

4; Mode: MAC Based; AUTHORIZED

OnuncaHne 1 NpUYnHBbI:

OwnbKa N3MEHEHUSI COCTOSIHWA MHTepdieiica ans kneHTa moayns PNAC.

PekomeHyemble AelicTBUS:

Mepe3arpy3nTtb NHTEpheic komaHaamm "shutdown/no shutdown", nepesarpy3ntb moaysib PNAC
KomaHgamm "no dotlx system-auth-control/ dotlx system-auth-control ". O6patuTbCs B

TeXNoaaepxKKy.

Failed to alloca

te memory for interface message
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CTeneHb BaXXHOCTU:

Critical

Mpumep coobLEeHNS:

PNAC-2-Failed to allocate memory forinterface message

OnucaHne v NPUYNHBLI:

BonbLoli notok obpaweHnii Kk mogysnto PNAC(Dotlx). MakcumanibHOe KOIMYeCTBO O4HOBPEMEHHbIX
ob6palleHnin — 4*KonmyecTBo MHTepdeincos kommyTaTtopa. Hanbonee BepositHas npuynHa —
LUTOPM C 60/1bLUNM KONNUYECTBOM pasHbIX MAC-apecos.

PekomeHyemble AelicTBUS:

Y6eanTbcsa B OTCYTCTBUM LUTOPMA WU/IN MOTOKA Tpadhmka ¢ 60/1bLUMM KOSIMYECTBOM pas/iMyHbiX MAC-
aapecoB. O6paTUTbCA B TEXNOAAEPXKKY.

Allocate mem block for Pnac Configuration Message failed

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLieHuns:

PNAC-2-Allocate mem block for Pnac Configuration Message failed

OnucaHne 1 NPUYnHBbI:

BonbLuoii noTok obpatleHnii K moaynto PNAC(Dotlx). MakcMMasnibHOe KOMIMYeCcTBO OJHOBPEMEHHbIX
obpalleHunin — 4*KonmuectBo nHTepdelicoB KommyTaTtopa. Hanbonee BeposATHas npuunHa —
LUTOPM C 60MbLUNM KONMYECTBOM pa3Hbix MAC-aapecos.

PekomeHayeMble [eicTBUS:

Y6eauTbCs B OTCYTCTBUM LUTOPMA WM NOTOKa Tpaduka ¢ 60/1bLLIMM KONMYECTBOM Pas/inyHbiX MAC-
afpecoB. O6paTUTbLCS B TEXMOAAEPXKKY.
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PAE: PnacSetPnacPortAuthMode Allocate mem block for Pnac Interface Message failed

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLLEHUS:
PNAC-2-PAE: PnacSetPnacPortAuthMode Allocate mem block for Pnac Interface Message failed

OnucaHne v NPUYNHBLI:

BonbLwoli notok obpaweHnii kK mogysto PNAC(Dotlx). MakcumanibHOe KOIMYeCTBO O4HOBPEMEHHbIX
ob6palleHnin — 4*KonmyecTBo MHTepdIeincos koMMmyTaTtopa. Hanbonee BepositHas npuynHa —
LUTOPM C 60/1bLUNM KONNYECTBOM pa3HbIX MAC-apecos.

PekomeHyemble AelicTBUS:

Y6eanTbesa B OTCYTCTBUM LUTOPMA WUIN NOTOKa Tpadhmka ¢ 60/bLUMM KOSIMYECTBOM pas/iMyHbiX MAC-
aapecoB. O6paTUTbCA B TEXNOAAEPXKKY.

Failed to allocate memory for event message

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:

PNAC-2-Failed to allocate memory for event message

OnucaHne 1 NPUYnHBbI:

BonbLuoii noTok obpatleHunii K moaynto PNAC(Dotlx). MakcuManibHOe KOMIMYeCcTBO OJHOBPEMEHHbIX
obpalleHunin — 4*KonmuecTBo nHTepdelricoB KommyTaTtopa. Hanbonee BeposATHast NpuunHa —
LUTOPM C 60MbLUNM KONMYECTBOM pa3Hbix MAC-afpecos.

PekomeHayeMble [eicTBUS:

Y6eauTbCs B OTCYTCTBUM LUTOPMA WM NOTOKa Tpadyka ¢ 60/1bLIMM KOMMYECTBOM Pas/inyHbiX MAC-
afpecoB. O6paTUTbLCS B TEXMOAAEPXKKY.
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6.2 DHCP snooping

Dynamic IPv4 binding entry limit (%d) exceeded on interface {%s}, VLAN {%v}.

CTeneHb BaXXHOCTU:

Warning
MapameTpsbl:
MapameTp 3HaueHue
%n NIMMUT Ha uHTepdelice
%s nHTEepdeinc
%v VLAN-ID

MpuMep coobLeHns:
IPDB-4-Dynamic IPv4 binding entry limit (2) exceeded on interface gi 1/0/1, VLAN 1.

OnucaHne v NPUYNHBLI:

MpeBbiweH MMUT DHCP-K/IMEHTOB Ha nHTepdielice B ykazaHHOM VLAN.

PekomeHyemble AelicTBUS:

MpoBepUTb KOPPEKTHOCTb HACTPOIMKN NMMMUTOB U cTatuyecknx DHCP-3anucei. Pazobparbcs ¢
NMwHUMM DHCP-kNneHTamMu 3a faHHbIM HTepdbeiicom. NonesHble koMaHabl: "show running-config",
"show ip binding".

6.3 Firewall

TCP SYN limit exceeded. Possible SYN attack on interface {%s}: limit {%d} PPS exceeded
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CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3HaueHune
%s nHTEepdelic
%d orpaHuyeHune

Mpumep coobLLEHUS:
FWL-1-TCP SYN limit exceeded Possible SYN attack on interface gi 1/0/1: limit 100 PPS exceeded

OnucaHne 1 NPUYNHBLI:

MpeBbilWeHe orpaHnyeHnst No NpuHATLIM TCP-nakeTam ¢ donaroM syn Ha nHtepderice (TCP syn
flood attack).

PekomeHayemble AelicTBUS:

MpoBepPUTb KOPPEKTHOCTb HACTPOEHHbIX OrPaHNYEHU. YCTPaHUTb UCTOUYHMK NOTOKA COOOLLEHNA.
MonesHble kKomaHab!: "show firewall tcp-syn-limit".

Potentially Bad Traffic: TCP Non SYN only Pkt (Attack Prevented) on interface {%s1} from {%s2}

CTeneHb BaXXHOCTU:

Critical
MapameTpsbl:
Mapametp 3HaueHue
%s NHTEpdenc
%d agpec NCTOYHUKA
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MpuMep CooBLLEHNS:

FWL-2-Potentially Bad Traffic: TCP Non SYN only Pkt (Attack Prevented) on interface vlan 1 from
1.1.1.1:35732

OnucaHne 1 NPUYNHBLI:

MonyyeHve TCP-nakeTa 6e3 cpnara SYN npy HeYyCTAHOBMIEHHOW CECCUN.

PekomeHayemble AeCTBUS:

YCTpaHUTb UCTOYHUK MNOTOKA CO0OLEHMIA. BONbLIOW NOTOK COOOLLEHNI MOXHO OFPaHNUYNTb
KomaHAou "ip tcp inspection timeout <timeout>".

Potentially Bad Traffic: TCP SYN and FIN Flags Set on interface {%s1} from {%s2}

CTeneHb BaXXHOCTU:

Critical
MapameTpsbl:
MapameTp 3HaueHue
%s NHTepdeinc
%d ajpec UCTOYHMKA

Mpumep coobLLEHNS:
FWL-2-Potentially Bad Traffic: TCP SYN and FIN Flags Set on interface gi 1/0/1 from 1.1.1.1:35335

OnucaHne 1 NPUYNHBLI:

Mony4yeHne Ha nHTepdelice TCP-nakeToB € BbiCTaB/IeHHbIMU syn U fin donaramu (TCP syn-fin attack).

PekomeHyemble AelicTBUS:

YCTpaHuTb UCTOYHMK MOTOKa COOOLLEHNI. BONbLIOK NOTOK COOBLLEHN MOXHO OrPaHNYUTb
KoMaHAou "ip tcp inspection timeout <timeout>".
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