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1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTKS CBA3M AVKTYHOT oneparopam HeO6X0AMMOCTb NOUCKA ONTUMASbHbIX
peLLEeHNIA, NO3BONAOLLMX YAOBNETBOPUTL CTPEMUTENBHO BO3pacTalLLme NnoTPpe6HOCT aBOHEHTOB, COXPaHSIS
npy 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb Pa3BUTUSA M COKpaLLeHMe 3aTpar Ha
npeaocTaB/ieHre pasnyHbIX CEPBUCOB. BeCcnpoBOHbIE TEXHOMOMMK B KOPOTKOE BPEMSI MPOLLI/IN OTPOMHBbIiA
NyTb OT HECTAOU/IbHBIX HU3KOCKOPOCTHbIX CETEl CBA3M Masioro paguyca go ceteii WM, conoctaBUMbIX MO
CKOPOCTY C NPOBOAHBLIMU CETSAIMU C BbICOKMMU TPEOOBaHMSIMUN K KQYeCTBY NPeoCTaB/IEHNS YCYT.

WOP-3ax-LR6 — ycTpoiictBo HoBOro nokonexus Wi-Fi 6E, npegHasHavyeHHoe ans opradvsauun bLUMNA-cetn B
MaccuBax YacTHol 3acTpoitkn. WOP-3ax-LR6 no3sonseT o6ecneunts LWMPOKONOOCHbIA focTyn B IHTepHET
KNMeHTam Ha 60/bLINX PACCTOAHMAX U NpefocTaBuTb cepsucel Triple Play. YcTpolicTBo AiBnsieTcs
He3amMeHUMbIM peLleHneM A1 opraHn3auumn 6ecnpoBOAHON CETU B PA3/IMYHbIX K/IMMATUYECKUX YC/TOBUAX — B
LUMPOKOM AmanasoHe pabounx Temneparyp v BbICOKOW BNaXKHOCTU, C BO3MOXHOCTbLIO NOAK/THOUYEHNS Pa3/IMYHbIX
TUMNOB CEKTOPHbIX aHTEHH.

B HacTosiLLeM pyKOBOACTBE MO 3KCrayaTauuy N3/I0KeHbl Ha3Ha4YeHre, OCHOBHbIE TEXHUYECKME
XapakTepuCcTUKKM, KOHCTPYKTUBHOE NCMOSTHEHME, NOPSAA0K YCTaHOBKN, Npasuia KOHUryprpoBaHus,
MOHUTOPUHIA 1 CMEeHbI NPOrpaMMHOro obecneyeHns 6a3oBoli ctaHumn WOP-3ax-LR6.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHns n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTpOWCTBA.

@ nMpepynpexaernsa MHDOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHecTH Bpes,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

Baszosas ctaHunss WOP-3ax-LR6 — HoBeiilwee rmbkoe pelueHune, obecneymsatoee 60/bLUYyI0 30HY MNOKPbITUA
CETW 3a CYET MOLLHOCTM Nnepefartumka (0o 26 ABM) 1 UCMO/Ib30BaHNS CEKTOPHBIX aHTEHH. Barofaps BbICOKOW
NPOV3BOANTENLHOCTY annaparHoi N1aTopPMbl, BO3MOXHOCTSAM MacLUTabupoBaHNS N MHTYUTUBHO NOHATHOMY
NHTEpdIeCy MOXHO NErko 1 6bICTPO pasBopadynBaTb 6ecnpoBogHyto I T-MHGPaCcTPyKTypy.

Bnarogaps nognepxke ctaHgapta IEEE 802.11ax 6a3oBas ctaHunsa WOP-3ax-LR6 o6ecneuvBaeT CKOpOCTb
nepeaayn gaHHbix go 2402 Méut/c.

VMcnonb3oBaHue texHonornm MU-MIMO n cekTopHbIX aHTeHH no3sondaet caenars WOP-3ax-
LR6 yHVBepcanbHbIM pelleHnem Ans opraHmsauun bLUMNO-ceTel.

2.2 XapakTepuCTUKM YCTPOCTBa
Nnmepabelicbi:

+ 1 Combo-nopt 10/100/1000BASE-T (RJ-45) 100/1000BASE-X (SFP);

+ 2 pazbema SMA-Tuna (female) ana nogknoueHUst BHeLWHNX aHTeHH (Omni, cekTopHasi, naHenbHas u
T.A);

« Wi-Fi 6 I'Ty IEEE 802.11ax.

Cemesblie ¢hyHKYyuU:
Bo3moxxHoctnn WLAN:

* nogaepxka ctaHgaprta IEEE 802.11ax;

« arperauusi aaHHbIx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;

* noggepxka ckpoitoro SSID;

* nogaepxka MAC ACL;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* nogaepxka APSD;

* CrnekTpoaHanmsarop;

* IOCTUPOBKY,

* MeXCeKTopHasi cuHxpoHuzauus (PTP).

CeTeBble YHKLUN:

* aBTOMarumyeckoe corsiacoBaHne CKOPOCTM U AYMNJIEKCHOTO PeXUMA;
+ nopaepxka VLAN (Access, Trunk, General);

* noggepxka Management VLAN,;

* DHCP-knueHT;

* nogaepxka NTP;

* nogaepxka Syslog;

* nogaepxka DHCP snooping;

+ nopaepxka IGMP snooping (C BO3MOXHOCTbIO OrpaHUYEHNs KO/IMYecTBa rpynn);
* (punerpauunsa BPDU;

* nogaepxka IPve6;

* nopaepxka LLDP;

+ nopgaepxka Ping Watchdog.
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®yHkuMn QoS:

* OrpaHu4YeHne NPonyckHOn cnocobHocTn ans kaxagoro SSID;
* n3meHeHue napametpos WMM ans pagmonHtepgeiica;
* noggepxka npuoputunsaymm no 802.1p, DSCP n VLAN ID.

Bbe3onacHoCTh:

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA3 Enterprise);
* wundpoBaHmne gaHHbIx WPA3/OWE.

KoHdourypuposaHue:

+ YpaneHHoe ynpasrnieHue no Telnet, SSH;
+ Web-nHTepdeiic;

+ CLlI;

* NETCONF;

+ SNMP.

Ha pucyHke 1 npuBegeHa cxema npumeHeHusa o6opygosaHna WOP-3ax-LR6.

@
WOP-3ax-LR6

WE-3P-LR&

TV-npuata

PucyHok 1 — Cxema npumeHeHns WOP-3ax-LR6
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2.3 TexHunuyeckme napameTpbl yCTpPOMCTBa
OCHOBHbIe TEXHUYECKME NapaMeTpbl YCTPOWCTBa NpuBeaeHbl B Tabnvue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTtpbl Ethernet-uHtepdpeiica

KonnuyectBo nopTtos 1

ONeKTPUNYECKUNA pasbem RJ-45/SFP

CKopocTb nepegaun 10/100/1000 M6uT/c, aBTOONpPEaeneHne
Mopaepxka cTaHaapToB BASE-T/BASE-X

OcobeHHOCTHM nopTa Combo-nopt

MapameTpbl 6ecnpoBOAHOrO MHTepdelica

CraHgapTsl 802.171ax

YacToTHbI gnanasoH 5945-7125 Ml'y,

Mogaynauus BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM
CKopocTb nepegayn gaHHbIX 802.11ax: 2402 MéuT/c

MakcrmasibHasa BbIXogHaaA MOLLHOCTL Nepeaaryuvka 6 'Tu: 26 nbm

YyBCTBUTE/IbHOCTb NPUEMHMKA 6Ty fo-96 obm

Be3onacHocTb WPA3/0OWE

Bbl60op MOAEe/IM aHTeHH 3aBMCUT OT UCMOJIb30BaHUSI TOUKM AOCTyna

PagnouHTtepdpeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

YnpaBneHue
YpaneHHoe ynpasfieHune web-nHTepdeiic, CLI, Telnet, SSH, SNMP, NETCONF
OrpaHunyeHne goctyna no naposto, ayTeHTudukaumnsa yepes RADIUS-cepsep

OGLwume napamMmeTpbl
Flash-namsaTtb 128 MB SPI-NAND Flash
RAM 256 M6 DDR3 RAM

MuTtaHne PoE+ 48 B/56 B (IEEE 802.3at-2009)



PykoBoacTtso no akcnayatauum WOP-3ax-LR6

MoTpebnsemast MOLLHOCTb He 6onee 14 Bt

CTeneHb 3anThl IP55

Pa6ounin gnanasoH Temneparyp oT-45 po +65 °C

OTHOCUTENbHAA BIaXXKHOCTL Npu Temnepartype 25 °C 00 95%, 6e3 06pa3oBaHNA KOHAEHCaTa
raGaputsl (LU x B x T) 125 x 236,5 x 50,4 Mmm

Macca 0,8 kr

Cpok cny6bl He meHee 15 net

2.4 KOHCTPYKTUBHOE MCMOJSIHEHNE

Yctpoiicteo WOP-3ax-LR6 BbINO/HEHO B N1aCTUKOBOM Kopnyce. BHelwHnii Bua yctpoiictea WOP-3ax-LR6
npueeneH Ha PUCYHKe 2.

PucyHok 2 — BHewHuin BuA, nepeaHeit naHenn WOP-3ax-LR6



PyKOBOZACTBO No akcniyaTtaumy WOP-3ax-LR6

Mog, KPbILLKOW B HUXHE YacTu ycTpoiicTBa pacnonoxeHsl combo-nopt 10/100/1000BASE-T (Ethernet)
100/1000BASE-X (SFP) gnst noakntoueHust K BHyTpeHHel ceTu n nutaHnto PoE, a Takxe kHonka «F» ans
c6poca K 3aBOACKMM HacTpoiikam (pUCYHOK 3).

e

PucyHok 3 — BHeLHWIA BUA, HKHEN
naHenn WOP-3ax-LR6

PucyHok 5 — BHewHWiA BUA, 3agHei naHenm
WOP-3ax-LR6

®—4

PrcyHOK 4 — BHeLUHWIA BU, BEPXHEN NaHesnu
WOP-3ax-LR6

Ha naHensix ycTpoiicTBa pacnosioxXeHbl CriefytoLme pa3beMbl U OpraHbl ynpasneHus, Tabnuua 2.

Tabnuua 2 — OnucaHve NopToOB 1 OPraHoB ynpas/eHus

dnemMeHT naHenu OnucaHue
1 F oyHKLUMOHa/IbHasA KHOMKa cbpoca K 3aBOACKMM HACTPOMKam
2 Combo-nopt 10/100/1000 BASE-T (pasbem RJ-45) ¢ noanepxkoii PoE

100/1000 BASE-X
3,4 A1, A2 pa3bembl 4714 MOAKIHYEHNA BHELIHNX aHTEHH

5 @ 3a3em/ieHne ycTpoincTea
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

2.5 CaetoBas nHgukauus

CocCTosiHMe yCcTpoiicTBa 0TOGpaxaeTcs Npy NOMOLLM UHAMKATOPOB, PACTNONOXEHHbIX HA NepeHel naHem
ycTpoiicTBa. [epeyeHb COCTOSIHWI MHAMKATOPOB NPUBEAEH B Tabnuue 3.

Tabnuua 3 — OnucaHne NHANKaTopoB

Nupunkarop CocTtosiHne uHagukatopa OnucaHue
WLAN — nHaukartopsbl ropuT NOCTOAHHO YCTPOIACTBO MOAK/IIOYEHO K 6a30BOIi CTaHUuK,
YPOBHSA CUrHasia oT YPOBEHb CUrHas1a OT BCTPEYHOIO YCTPONCTBa
BCTPEYHOro 6onbLe -60 gbm
ycTpoiicTea (RSSI)
rOpUT NOCTOSIHHO YCTPOICTBO NOAK/THYEHO K 6a30BOI CTaHLMW,

YPOBEHb CUrHana oT BCTPEYHOro YCTpoicTBa
60sbLwe -70 gbm

rOpWT NOCTOSIHHO YCTPOICTBO NOAK/MOUEHO K 6a30BOIi CTaHLuK,
YPOBEHb CUrHana oT BCTPEYHOro YCTpoicTBa
60sbLwe -80 gbm

rOpUT NOCTOSIHHO YCTPOICTBO NOAKMHYEHO K 6Aa30BOW CTaHLMW,
YPOBEHb CUrHas1a OT BCTPEYHOIO YCTPOCTBA
6onbLle -100 gbm

HW OfVH MHAMKATOP He YCTPOWCTBO He NOAK/OYEHO K 6a30BOI CTaHL MK
roput
LAN — nHaukatop nopta ropuT NOCTOSAHHO kaHan mexay Ethernet-uHtepdeiicom WOP-3ax-
N Ethernet-nHTepdelica LR6 1 noaxnNto4YeHHbIM YCTPONCTBOM aKTUBEH
Muraet npoLecc NakeTHON nepeaayn AaHHbIX Mexay

Ethernet-uHtepdeiicom WOP-3ax-LR6 n
NOAK/MOYEHHBIM YCTPONCTBOM

[ Power — uHgukatop rOpUT NOCTOSIHHO nMTaHe NOAKIHYEHO, HOpMasibHas paboTa
( ) nUTaHusa 1 ctatyca
aboTbl yCTpolicTBa o
P yerp Muraet YCTPOWCTBO He nony4unno agpec no DHCP
4acTo MUTaEeT B TEYEHNE nepesarpyska/cobpoc K 3aBOACKMM HaCTpoOiiKam
3 cekyHp, fanee roput
NOCTOSIHHO

11



PykoBoacTtso no akcnayatauum WOP-3ax-LR6

2.6 C6pocC K 3aBOACKMM HacTpoiikam

[na cépoca K 3aBOACKMM HAcTpoikam HeOBX0A4MMO B 3arpy)XEHHOM COCTOSIHUKN YCTPOMCTBA HavKaTb U
yaepxumBatb KHOMKY «F» Ha npoTskeHun 10—15 cekyHa, noka Bce nHaukatopbl WLAN He 3amurator.
MpousogeT aBToMaTyeckas nepesarpyska yctponcrsa. MNpu 3aBogckux yctaHoBkax byaet 3anyweH DHCP-
KnuneHT. B cnyyae, ecnu agpec He 6yaet nonyyeH no DHCP, To y ycTpoiicTBa 6yaeT 3aBogckoit IP-agpec —
192.168.1.10, macka nogcetn — 255.255.255.0.

2.7 KomnnekT nocTaBKu
B KOMNMEKT NOCTaBKN BXOAAT:

+ 6a3oBas ctaHumss WOP-3ax-LR6;

* KOMMNJIEKT Kpenexa;

* PYKOBOACTBO Mo 3kcnyataumm Ha CD-gucke (onuyoHasnbHo);
+ cepTudpmkaTt CoOoTBETCTBUS,

* namsTKa 0 JOKyMeHTauuu;

* nacnopr.

3 MpaBuna 1 pekoMmeHgaLum No ycTtaHoBKe YCTPOoCcTBa

B AaHHOM pasgesne onvcaHbl MHCTPYKLUK M0 TEXHUKE 6e30MacHOCTY, PEKOMEHAALMM MO yCTaHOBKeE, MpoLeaypa
YCTaHOBKM 1 MOPSIA0K BK/OUEHNS YCTPOIACTBA.

3.1 VHCTpyKUMM No TexXHMKe 6e30nacHOCTU

1. He BCKpblBaiiTe Kopnyc yCTpolicTBa. BHyTpKn yCcTpoicTBa HET 3/1IEMEHTOB, NpeAHa3Ha4YeHHbIX AN
06CNYXNBaHUSA NONb30BATENEM.

2. HesapgeicTBOBaHHbIE aHTEHHbIE pa3beMbl TPeOyeTCS 3aKpbITb 3aWMTHOM KPbILLKOW, KOTOpas BXOAUT B
KOMM/IEKT NOCTaBKN YCTPOCTBA.

3. He npousBogute ycTaHOBKY AAaHHOrO yCTPONCTBA BO BPEMS rpo3bl. MOXET CyLecTBOBaTb pUCK yaapa
MOJTHUNEN.

4. Heobxogmmo cobntogatb TpeboBaHMNS NO HAMPSHKEHWMIO, TOKY U YacToTe, yKa3aHHble B faHHOW
NHCTPYKUMN.

5. Mepepn NOAKAYEHNEM K YCTPONCTBY M3MEPUTENbHbIX MPMOOPOB 1 KOMMNbIOTEPA MX HEOOXOANMO
npeaBapuTenbHO 3a3eMNnTb. Pa3HOCTb NOTEHUMANOB MeXay Kopnycamy 060pya0oBaHms n
N3mMepuTeNbHbIX NPUOOPOB HE A0/HKHA NpeBbiwaTb 1 B.

6. Mepepq BKIOYEHMEM YCTPOICTBA yOEeANTLCA B LLE/TOCTHOCTM Kabesnei n nx HagexXHoM KpenneHun K
pasbemam.

7. He yctaHaBnmBaiiTe yCTPOMCTBO PSIAOM C UCTOYHUKaMM Tenna 1 B NOMELLLEHMAX C TeEMNepPaTypoii HuKe
-45 °C wnu Bblwe 65 °C.

8. Bo BpeMsi MOHTaxa YCTPOMCTBA Ha BbICOTHbLIX KOHCTPYKLUMSIX CNeayeT BbIMNOMHATL YCTAHOB/IEHHbIE
HOpPMbI 1 TPEGOBaHNS NPU BbICOTHLIX paboTax.

9. 2kcnnyartauus yCcTpoiicTBa A0/MKHA MPON3BOANTLCS MHXEHEPHO-TEXHNYECKUM NEPCOHAIOM,
npoweaLwmnmM cneymasnbHy NoAroToBKY.

10. MopgxntoyaTtb K YCTPOWCTBY paspeLlaeTcs To/bKO rogHOe K NPUMEHEHMIO BCNIOMOraTe/ibHoe
obopyaoBaHue.

12



PykoBoacTtso no akcnayatauum WOP-3ax-LR6

3.2 PekomeHpaummn no yctaHoBke

€ Mpu ynuuHoii ycTaHOBKE G0 B MECTaX BbICOKOI BAAXHOCTH YCTPOMCTBO 06A3aTeNbHO JO/MKHO GbiTh
YCTaHOB/EHO TaknM 06pa3om, 4Tob6bl Ethernet-nopt 6b1s1 HAaNpaBneH BHUS.

PekomeHayemoe NosioXeHne ycTpoincTBa 4151 YCTaHOBKM — KpensieHne Ha Tpy6OoCTOlKy/CTEHY.
Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOICTBA HEOOXOAMMO NPOBEPUTL €r0 HA HaNInYMe BUAUMbIX
MexXaHN4ecKknx noBpexaeHuii. B cnyyae o6HapyXeHust NoBpexaeHuin cneyet npekpaTuTb YCTaHOBKY
YCTPOICTBA, COCTaBUTb COOTBETCTBYIOLLMIA aKT 1 06PaTUTLCA K NOCTaBLLMKY.
3. Mpwu pa3meLyeHnmn ycTpolicTea Ana obecneyveHuns 30Hbl NOKpbITUA cetr Wi-Fi ¢ Hannyywimmm
XapakTepucTMkamy yunTblBainTe cnegyrowime npasuna:
*+ YcTaHaBnvBawiTe yCTPOICTBO B LieHTpe 6ecrnpoBOAHOl CeTu.
* MUHUMM3NPYIATE Ynicno nperpag (CTeHbI, NOTONKK, Mebenb n ap.) mexay WOP-3ax-LR6 n gpyrumm
6ecnpoBOAHbIMU CETEBLIMU YCTPONCTBAMMU.
*+ He ycTaHaBnvBaiiTe ycTpoiicTBO B6NM3N (Nopsigka 2 M) 3/1eKTPUYECKUX U PaanoyCTPOIACTB.
* He pekomeHayeTca Ucnonb3oBaTb pagmotesiedoHbl U Apyroe obopyaosaHve, paboTatollee Ha
yacTtoTe 6 Ty, B pagnyce aelictemsa 6ecnposogHoli cetn Wi-Fi.
+ [penAaTcTBus B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUWIA, KUPNNYHBIX/ GETOHHBIX CTEH, a
Takke eMKOCTU C BOAOW M 3epKasia MOryT 3HauMTeslbHO YMeHbLNTb paaunyc aelicteus Wi-Fi cetu.
4. Mpu pa3meLLeHNn HECKOTbKUX TOYEK paaunyc COTbl LO/DKEH NepeceKkaTbCs ¢ CocefHel COTOM Ha ypOBHE
0T -65 00 -70 gbm. [lonyckaeTca yMeHbLUeHe YPOBHSA curHasia Ao -75 AbM Ha rpaHuuax cot, ecnv He
npegnonaraeTtca ucrnosb3osaHve VolP, NOTOKOBOro BuaeoBeLLaHns U ApYyroro YyBCTBUTENBHOIO K
noTepsm Tpadvka B 6eCnpoBOAHON CETH.

N —

3.3 YacTtoTHble nosockl 1 KaHasbl B gManasoHe 6 'y ana Wi-Fi

Mepepaya gaHHbLIX B gnanasoHe 6 'y ncnonb3yetca ana ctaHpapta IEEE 802.11ax.

Baszosas ctaHuns WOP-3ax-LR6 nogaepxvBaeT 4acTOTHbIe KaHasbl B guanasoHe 6 'y, ¢ wupuHoin 20, 40, 80
1n 160 Mly,. 4nsa BbluMCNEHNA LEHTPasbHON YacToTbl kaHana Wi-Fi f, ML, ncnonb3yetcs coopmyna:
f=5955+(5*N), rae N — Homep kaHana Wi-Fi.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

3.4 PekomeHaaLuy No o6ecneyeHmnio rpo3o3allnThbl

1.

2.

No ok

Kormyp sasemnerus

3a3zemsieHne Heo6x04MMO BbIMOMHATL U30/IMPOBAHHBIM MHOTOXW/IbHBIM NMPOBOAOM. YCTPOWCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.
MepBylo YNNYHYIO FPO303aLLnTy HE06X0AMMO yCTaHaBIMBaTb MakCuMasibHO 6/1M3K0 K 6a30BOM CTaHLmMW,
coeanHASA UX KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ skpaHMpPOBaHHbLIMW KOHHEKTOpaMW.

BTopyto y/iMyHyto rpo3o3almTty Heobxoanmo ycTaHaBNnBaTb MakCMMasibHO 65113K0 K POE-kommyTaTopy
(POE-nHxeKTopy), coeanHsia nx KOPOTKAM ynuHbIM FTP-kabenem ¢ akpaH1poBaHHbIMU KOHHEKTOPaMW.
CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gavHoin go 100 m.
CeKTopHast aHTeHHa [o/hKHa 3a3eM/IATbCA Yepe3 MadTy /19 KPen/ieHNss aHTEeHHbI.

Heo6xoayMo 3a3emMnnTb 6a30Byto CTaHUMIO (MoApo6GHee B MyHKTe YCTaHOBKa YCTPOVCTBA).
PoE-kommyTaTop (POE-VHXeKTOop) A0/MKEH GbITb MOAK/OYEH B 3/1EKTPUYECKY0 po3eTky 220 B ¢

3a3eM/IeHMEM IMB0 3a3eM/IEH Yepes Kopryc.

basosasa
cTaHuus

 30zemnenue uepes
maymy aHmenHb!

CeKTopHas
aHTEeHHa

-

CoedeHumensHbiii kabens FTP
He 6onee 60 cm. + IKPAHUPOBAHHBI
KOHHEKMop

]
]
r
]
1
1
1 FTP kabens ynu4yHo20 PoE
! ucnonmenun. fnuna do 100 m. Komwyrarop "
YnnuHaa T "~
! rpososamra
1
1
'
'
1
1
'
1

.
-
s

4 Ynuunas

Kowmyp sasemaenus By W—

]
/ [}

e L U
4
1 4 Konmyp 3azemnenun
1 .
e —
A}
4 Konmyp sasemnerus

|
PucyHok 6 — CxemMa nogkntoueHns 6a3oBoii CTaHUMK /15t 06ecneyeHnst rpo303almThbl
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PyKoBOACTBO Mo akcnyatauum WOP-3ax-LR6

4 YcTaHOBKa yCTpoucTBa

4.1 YcTaHOBKa yCTPOWCTBa Ha TpybOCTONKY/CTONO

1. MpukpenuTe KPOHLITENH K KOpMNyCcy YCTPOMCTBA C NOMOLLbIO BUHTOB, UAYLLIMX B KOMIN/IEKTE, Kak NoKa3aHo Ha
pucyHke 7.

PucyHok 7— KpenneHve KpoHLLTeliHa K YCTPOCTBy

2. YcTaHOBUTE YCTPOiicTBO Ethernet-nopTtom BHM3 Ha TPY6OCTOIKY, KAk NOKA3aHO Ha PUCYHKE HUXKE, 1
3aKpenuTe ero XomyTamu, ayLIMmy B KOMIJIeKTe ¢ ycTpoiicTeoM. CobntofaiiTe NHCTPYKLMI N0 TEXHUKE
6e30nacHOCTM 1 pekoMeHaaLuKW, NPUBEAEHHbIE B pazaenax «/IHCTPYKLMY M0 TEXHUKE 6E30MacHOCT» U
«PeKkomeHaLmy No yCTaHOBKe».

>
’

04

4

g

PucyHok 8 — KpenneHue ycTpoicTea K TpybocTolike

3. BbINOMHMTE 3a3eM/IeHME YCTPOCTBA Yepes CreLmasibHyto KnemMmy Ha paavaTtope yCTpoicTea (CM. pucyHok
5).
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PyKOBOZACTBO No akcniyaTtaumy WOP-3ax-LR6

4.2 YcTaHOBKa YyCTPOWCTBa Ha CTEHY

© [anHbiit BapuaHT ycTaHOBKM YCTPOICTBA ABNAETCA [JONOMHUTENLHBIM — KPENn/ieHne NpoAaeTcs
OTAE/IbHO U HEe BXOAMUT B KOMIM/IEKT MOCTaBKM.

1. CoBmecTuTe YeTblpe OTBEPCTUA OJ1A BUHTOB Ha KpOHUJTeVIHe C TakKnMun XXe OTBEepPCTUAMU Ha yCTpOVICTBe. C
NOMOLLBK OTBEPTKU MNMPUKpennte KpOHLIJTEI7IH BUHTaAMM K yCTpOVICTBy, KaK NMnoKa3aHO Ha pUCYyHKe 9.

T 1

PucyHoK 9 — KpenneHue KpoHLITeliHa K yCTPOACTBY

2. BbiGepuTe MeCTO /151 pa3MeLleHNsi 6a30BOli CTaHLMM B COOTBETCTBMMN C peKOMeHJaLusMn 13 pasaesios
PYKOBO/CTBA «/IHCTPYKLMY MO TEXHNKE Be30MacHOCTM» U «PekoMeHaaLun no yctaHosker. MpunoxuTe
OCHOBaHWEe KPOHLUTeHa K CTEHE N OTMEpPLTE PacrofioKeHNe OTBEPCTUI ANA BUHTOB (pUCyHOK 10).
MpocBepnuTe OTBEPCTUS U 3aKPENUTE B HUX BUHTI, HE 3aTArMBast A0 KOHLA.

PucyHok 10 — Pa3melleHne yCcTpoiicTBa Ha CTeHe

3. BbINosHKTE 3a3eM/ieHNe YCTPOICTBA Yepes creLyasibHyo KeMMy Ha paguatope ycTpoiicTea (CM. pycyHOK
5).

4. COBMECTUTE OTBEPCTUSI KPOHLLUTENHA C BUHTaMK Ha cTeHe. MNMepeaBrHLTE KPOHLLTENH BBEPX UM BHU3 A0
ynopa u 3akpenuTe BUHTbI (pUCyHOK 11).
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PykoBoacTBo no akcnayatauum WOP-3ax-LR6

PucyHok 11 — ®dukcmpoBaHue ycTpoiicTBa Ha CTeHe

[nsa 6aszosoii ctaHunn WOP-3ax-LR6 npeaycMoTpeHbl ABa BapyiaHTa MOHTaxa: yCTaHOBKa YCTPOMCTBa Ha
TPy6OCTOIKY M yCTaHOBKA YCTPONCTBA HA CTEHY.

5 MNMopgkntoveHne ycTponcTea

PucyHok 12 — MopgxntoveHne Ethernet-kabenst k POE-nopty

+ CH/MMUTE KpbILWKY, 3aKkpbiBatoLyto Ethernet-nopt Ha HWXHe naHenn ycTpolicTea, nogkntounte Ethernet-
Kabenb k POE-nopTy (prcyHok 12).
*+ 3aKkpoliTe KpbILWKY HUKHEN naHenu.
* Mopxnioumnte Ethernet-kabenb, naywmin ot WOP-3ax-LR6, k POE-nopTy uHxektopa nnn nopty
kommyTartopa (IEEE 802.3at-2009).
+ Ecnu Bbl ucnonb3yete PoE-nHxeKTOp, Nogkaounte ero K poseTtke 220 B ¢ noMOLLbi0 CETEBOTO LLHYpa.
+ [oakounTe aHTEHHY K YCTPOWCTBY, Ceays UHCTPYKUMAM U3 pasgena «/IHCTpyKUMs No repMeTmsatim
aHTEHHbIX pa3beMoBy:
* Mpwn ncnonb3zoBaHun Omni-aHTEHH: NpUcoeauHUTE aHTeHHbl K SMA-pazbemaM yCTPOCTBa;
* [pwn ncnosnb3o0BaHUN NaHeNbHbIX/CEKTOPHbIX aHTEHH: MPUCOeAMHUTE aHTeHHbl K SMA-pasbemam
YCTPOMCTBA C NOMOLLBIO KabenbHbIX C60poK. OTperynnpyiTe NoNoOXeHNe aHTEHHbI Tak, YTOObI
aboHeHTCKMe yCcTpoicTBa nonagasiv B 30Hy NOKPbITUS YCTAHOBIEHHOW aHTEHHbI.

@ Bo nsbexaHue BbIxoga yCTPOICTBA U3 CTPOS PEKOMEHYETCA UCNOMb30BaTb FPO303aLLMTY.
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PyKoBOACTBO Mo akcnyatauum WOP-3ax-LR6

5.1 VHCTpyKUMA No repMeTnsanmnm aHTeHHbIX pa3beMOB

@ Trepmetnzaumio HeO6X0AMMO NPOBOAUTL C 06EeNX CTOPOH Kabens.

1. Mepep nogkntoyYeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPeXaeHNi, a Takke
MPOBEepLTE Ha/IMuMe YNIOTHUTENBHOTO KO/bLia B ralike pasbema, pacnosioxeHve nokasaHo Ha pucyHke 13 (a,
6).

PucyHok 13a PucyHok 136

2. MopgkntounTe Kabesnb K pasbemy YCTPOACTBA (aHTEHHbI) 1 3aTSIHUTE raiiky, Kak nokasaHo Ha pucyHke 14 (a,
6).

PucyHok 14a PucyHok 146

3. OTpexbTe Pe3MHOBYHO repMETM3NPYIOLLYIO IEHTY COOTBETCTBYIOLLEN A/INHbI: HA TEPMETU3aLMio OAHOMO
pazbema SMA (pucyHok 14a) Tpebyetcsi 0,15 M ruaponsonvpytoLleli neHTsl, ans pasbema N-type (prcyHok
146) Tpebyetcs 0,3 M rMapon30NMpPYIOLLEN NTEHTLI, Kak NokaszaHo Ha pucyHke 15 (a, 6).

PucyHok 15a PucyHok 156

4. Ypanute ¢ pe3viHOBOI NIEHTbI 3aLLMTHbIN COMA, Kak NOKa3aHo Ha puUcyHke 16.

PucyHok 16
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PyKOBOZACTBO No akcniyaTtaumy WOP-3ax-LR6

5. HauHnTe 06MOTKY CO CTOPOHbI Kabensi, NpeaBapuTeNlbHO OTCTYNUB OT 0GXMMHOI YacTi Ha 10—15 Mm.
3adhuKcrpyiTe KOHUKK NEHTBLI Ha ONseTKe kabens nog yriom 15—25 rpagycoB K ocv kabens, 1, crnerka
pacTsaruBasl IeHTY, HAYHKUTE 06MaTbIBaTb Kabesib U pasbem, NPoaBUrasicb B CTOPOHY Kopryca yCTpoiicTBa.
BUTKM HEOGX0AMMO YKNaablBaTb APYr HA Apyra C HAX/IECTOM, CK/1afK/ Ha BUTKaxX He JonyckaroTcs. O6MoTKa
Kabensi nokasaHa Ha pucyHke 17 (a, 6).

o o
o’

PucyHok 17a PucyHok 176

6. [LOCTUrHYB KOprnyca ycTpoicTBa (aHTEHHbI) KpaeM NIeHTbI, CAenaiiTe 060poT BOKPYr pasbema, MakCUMasibHO
npwXMMas Kpaii NeHTbl K Koprycy, Aasiee NPOA0/HKUTE HAMOTKY IeHTbI NoA, APYrUM YI/TOM, YAAssSsCb OT
kopnyca. MNpu HaMaTbIBaHUM He 3a6blBaiiTe PpacTArMBaTh SIEHTY U MIOTHO NPUXUMaTb e K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUMKe NTeHTbl PacTshKKy HEOGXOAMMO YMEHbLLUUTL 1 MJIOTHO NPUXKaTb Ero K BUTKaM,
pacnosioXeHHbIM Ha ON/IeTKe Kabens, Kak nokasaHo Ha pucyHke 18 (a, 6).

v

PucyHok 18a PucyHok 186

7. OTpexsTe MBX-NeHTy (M30/1eHTY) COOTBETCTBYIOLLEN A/IMHBI: HA repMEeTMU3aL Mo 04HOro pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTol, ANsa pasbema N-type Tpedyetca 0,6 M n30neHThI. 130n1eHTa Tpebyetca s
3aLUMTbl PE3VHOBOW NEHTbI OT Y/ILTPAMONETOBBIX STydeli. 30n1eHTa nokasaHa Ha pucyHke 19.

PucyHok 19
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PyKOBOZACTBO No akcniyaTtaumy WOP-3ax-LR6

8. HauHuTe 06MOTKY C OM/IeTKN Kabens, npeaBapuTesibHO OTCTYNWB OT NEPBOrO BUTKA PE3NHOBOW SIEHTbI Ha 5—
10 mMm. 3adnkenpyiiTe KOHYMK N30/1EHTBI Ha onneTke kabensa nog yrninom 15-25 rpagycos K ocu kabens, u,
cnerka pactsarmsas NieHTy, HauHMTe obmartbiBaTb kabesb 1 pa3bem, NPoABUrasicCb B CTOPOHY Kopryca
ycTpoincTBa. BUTkn Heo6xoamMmMo yknapiBaTtb ApYr Ha Apyra ¢ Hax/1ecToM, CKNagkuM Ha BUTKax He
ponyckatotcsi. O6MoTKa Kabens nokasaHa Ha pucyHke 20.

PucyHok 20

9. locTWrHyB Kopnyca Kpaem NieHTbl, cienaiite 060poT BOKPYr pasbema, MakCMMasibHO NpukuMas Kpaii
130M1EHTbI K KOPMYCY YCTPOICTBA, Aasiee NPOAOSIKITE HAMOTKY JIEHTbI NOA APYTVM YITIOM, YAANSASICh OT
koprnyca. Mpu HamaTbIBaHUM NJIOTHO HaKNaAbIBaiTeE BUTKM NIEHTLI, HE AONyCcKasi CKNaAokK. Ha nocneaHux
BUTKaX U30/1EHTbI PACTSKKY HEOBXOANMO YMEHbLUNTL [0 HYJIS U NOC/EAHUI BUTOK Y/IOXUTb 63 pacTarnBaHus,
Kak nokasaHo Ha pucyHke 21 (a, 6).

PucyHok 21a PucyHok 216
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PykoBoacTBo no akcnayatauum WOP-3ax-LR6

6 YnpaBneHue ycTponcTBoM vyepe3 web-nHtepdeic

6.1 Hauyano pa6oTsl
[ns Hayana paboTbl HYXXHO MOAK/TIYNUTLCA K YCTPOMCTBY No nHTepdielicy Ethernet uepes web-6paysep:

1. OTkpoiiTe web-6paysep (nporpaMmy A58 NPOCMOTpa rMNepTEKCTOBbIX JOKYMeHTOB), Hanpumep Firefox,
Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec yctpoiicTea: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo yMmonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN
nosib30BaTens v naposs.

WOP-3ax-LR6

3. BBeguTe ums nonb3oBaresnisi B CTPOKe «BBeAUTe NOrMH» U Naposib B CTPOKe «BBeAUTE Naposib».

© 3aBopckue yctaHoBky: 1orvK: admin, naposnb: password.

4. HaxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIa COCTOSIHUSA YCTPOICTBA.

ELTEX  WOP-3ax-LR6

MoHUTOPHHT Radio AP CeTeBrle HacTpoiiku Cucrema - (BuIxon)
BecnposogHLIe KITMeHT! Waperwe  WOP-3ax-LR6
AnnapatHas eepcuA vl

Crammctika no Tpadpey
3aeopcroit MAC-anpec EC:B1:E0:2B:DF:00
Cranupoeanue 3dvpa
CepuiiHEI Homep WP5B000022

HypHan cobemin Bepewa M0

Cetesan uHdopmauma

Whdpopmauma o
paguonHTepdeicax

WHdpopmaupa ob yeTpoiicTee »

Pesepexan eepcua M0
BepcuA zarpysunka
CurcremHoe BpemAa
Bpems pabotsl

3arpyaka LMY

HCI'IOJ'IbJYE.‘Maﬂ namaTb

£ OBHORMTL

20.11.2024 07:23.03
6 aH, 00:03:12
%

439 115 Maitr / 237 Maiir
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

5. Tpy HeoBXOANMOCTU MOXHO MEPEKNIOUNTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WOP-3ax-LR6
[OCTYMHbI pycckas v aHrnMinckas sepcumn web-uHtepdpeiica.

YELTEX  WOP-3ax-LR6
MoHuTOpUHT Radio AP CeTeBkie HacTpoiki Cuctema T
BecrposoaHbie KMeHTE Wagenve  WOP-3ax-LR6

CramvcThka no Tpadmey
Cranmposanue scmpa
HypHan cobbimii
Ceresan uxdopmaLya

Wrchopmauma o
paguouHTEpdelicax

WrHdpopmauma of yeTpoiicTee »

AnnapatHan BepcuA
3aeopcron MAC-aapec
CepuiiHeIil Homep
Bepcua M0

Peaspenan sepcwa M0
Bepcua zarpyaunka
CucTenHoE EpeMA
Bpema pabotsl

Sarpyzka LMY

w0
EC:B1:E0:2B:DF:00
WP5B000022

20.11.2024 07:23:03
6 an, 00:03:12

3%

Mecnonsayemas namaTs 439 115 MBair [ 237 MBaiiT

2 OBHoBMTS

6.2 CmeHa nonb3oBaresiei
Ha ycTpoiicTBe cywlecTByeT ABa Tuna nonb3osareneii: admin v viewer:

+ admin (naponb nNo ymonyaHuto: password) MMeeT NosHbIM AOCTYN K YCTPOCTBY: YTEHNE U 3aNUCb
N0ObIX HACTPOEK, NOHbLIE MOHUTOPUHI COCTOSAHUS YCTPONCTBA.

*+ viewer VmeeT NpaBo TOMIbKO NPOCMaTpyBaTh BCHO KOHIUIypaLmio YCTpoiicTBa 6€3 BO3MOXHOCTUN YTO-
nnbo pefakTMpoBaTtb, MOHUTOPUHT COCTOSIHUA YCTPOMCTBA AOCTYMNEH B MO/THOM 06beMe.

ELTEX WOP-3ax-LR6

MOHHTOPHHT Radio AP CeTeBkIe HACTPOHKN Cuetema -

(BBIXOQ)

Mpy HaxkaT Ha KHOMKY «Bbixod» TekyLlas ceccusi nonb3oBatens GyaeT 3aBepLueHa, 0To6pasuTcst OKHO
aBTOpU3aALNM:

WOP-3ax-LR6

,ﬂ,ﬂﬂ CMeEHbI A0oCTyna HeO6XO,U|V|MO YKa3aTb COOTBETCTBYHOLNE NMA NOJIb30BaTE/IA U NMapo/ib, HaKaTb KHOMKY
«BonTu».
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

6.3 lMpumeHeHne KoHurypaumm n oTMeHa M3MeHEHN

1. MNpumeHeHre KoHurypaLmm

o v [IpumeHnTs
Mpy HAXaTUN KHOMKM 3anyckaeTcs npoLecc cCoxpaHeHust KoHurypauum Bo

flash-namsTb ycTpoiicTBa M NpUMEHEHME HOBbIX HACTPOEK. Bce HAcCTpolikvu BCTynatoT B cuy 6e3
nepesarpysku yCTpoKcTBa.

B web-uHTepeiice peannsoBaHa BuU3yasibHasi MHAMKALMS TEKYLLETo COCTOSIHKS npoLecca NPUMEHEHWS]
HacTpoek (Tabnuua 4).

Tabnvua 4 — BusyasibHast MHAMKaLMS TEKYLLEro COCTOSIHMS npouecca NpUMeHeHUs HacTpoekK
BHewwHwMii Bupg, OnucaHue coCcTosiHUA

Mocne HaxaTust Ha KHOMKY «[pUMeHNUTb» NPOUCXOAUT NPOLIECC
NPYMEHEeHWs 1 3anncK HaCTPOeK B NaMaATb ycTpoicTea. O6 3ToM

NHAPOPMUPYET 3HAYOK i B Ha3BaHUM BKIAKM U HA KHOMKE

«IPUMEHNTB>.

06 ycrnewHoM COXpaHeHUn 1 NPUMEHEHNN HacTPoeK MHAopMUpYyeT
+ [1pumMeHnTs y P P P thopmmpy

3HauOoK B Ha3BaHWUW BKIAJKN.

2. OTMeHa U3MeHEHWIA

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUS Ha KHOMKY «TTpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[TPUMEHNTbL» N3MEHEHHbIE Ha CTPaHuLLEe NapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEeHNS
N COXpaHeHbl B NaMsiTb YCTPOCTBa. [ocne HaxaTnsi Ha KHOMKY «MpMeHUTb» BO3BpaT K NpeablayLmm
HacTpoiikam 6yaeT HEBO3MOXEH.

v X 0
KHOMka oTMeHbI N3MEHEHUI UMeeT BUS; THENS
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

6.4 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

= TEX WOP-3ax-LR6

MoHUTOpUHT Radio AP

CeTesrle HacTpoikm Cucrema ru - BLIXO

EIECI'IPGEE,'J'-ik & KNWeHThl
CTaticTika no Tpadmey
CraHwpoeaHie schupa
KypHan cobemait
CeTeBan MHOpMaLMA

Whcbopmauma o
paguouHTepdelicax

Whdbopmauya ob yetpoiictee >

Mapenue

AnnapatHan BepcUA
3asopacroin MAC-agpec
CepuitHE HomMep
Bepcua MO

Peaepenan sepcua M0
BepcwA zarpyzunka
CucTeMHoe BpeMA
Bpems paboTel

3arpyaka LMY

WOP-3ax-LR6
w0
EC:B1:E0:2B:DF:00

WP5B000022

20.11.2024 07:23:.03
6 gn, 00:03:12

3%

Mcnoneayeman naMATe 439 115 MbaT / 237 Moaiit

& OBHORMTE

B 000 Tipednpuamus "Jmmexc”, 2024 Bepeur MO, (Bepecun |

OKHO No/b30BaTeNIbCKOTO HTepdielica pasfaesieHo Ha NsATb 06/1acTeld:

1. BKknagku MeHo — a5 rpynnupoBKU NOAMEHIO No KaTeropusiM: MoHUTopuHr, Radio, AP (MeHto «<AP»
[OCTYINHO TOJILKO B peXume ycTpoiictBa «Touka goctyna PMP») unu STA (MeHto «STA» AOCTYNHO
TO/NIbKO B peXxume ycTpoiicTBa «KnneHT»), CeTeBble HacTpoiiku, Cuctema.

2. Bbl6op A3blka MHTEpdeiica 1 kHomka (Bbixoa), NpegHasHauYeHHas A1 3aBEPLUEHUSI ceaHca paboTbl B

web-nHTepdelice nog aHHbIM NoNb30BaTENEM.

Bknaakv nogmeHo — 4715 ynpas/ieHNA MOJIEM HaCTPOeK.

Mone HacTpoek ycTpoincTBa — A4/ NPOCMOTPa AaHHbIX 1 KOHUrypawumu.

NHdopmauvoHHoe norse, otobpaxaroLlee sepcuio MO, yCTaHOB/IEHHYIO Ha YCTPOWCTBE.

arw
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

6.5 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMBI.

6.5.1 TMogmeHo «becnpoBogHbIE KNWUEHTbI»

B nogmeHto «becnpoBogHble KNTMEHTbI» 0TOOpaxaeTcs MHhopmaumsi 0 COCTOAHUM NOAKNHUYEHHbIX Wi-Fi
KNMEHTOB. MIHdhopMaLms No NOAKIUEHHbIM KNIMEHTAM HE 0TOBPaxXaeTcs B peasilbHOM BpeMeHu. [41s Toro
yT06bl 06HOBUTbL MHPOPMALMIO HA CTPaHKULLE, HEOOXOAMMO HaxKaTb Ha KHOMKY «OBGHOBUTbY.

LTEX WOP-3ax-LR6

F CeTeBsie HAacTpo#H CucTenma u-

MosuTopsHr

28 OBHoRMTL
EEE.I'IDDBDJI—HE KNUEHTHI > -~
CTaTkeTWEa no Tpadguky Link L RX
Hmn Link Link Quality RSSI,  SNR, BW, BW, Bpemn
Ne xcera IPagpec  MAC-agpec Murepdpeiic  Capacity Quality Common  aBm a6 TxRate RxRate MMy MMy paBore

CraHWpoBaHke 3(upa
1 WOP- 10248075 ecbl-e0:2T-edcld wiand a3 88 91 45 30 HE NSS2 HENSS2 20 20 29:28:36

HypHan cobeimuid Jax- MCST MCS5

LRE 1721 1376

CeTesan MHGOPMaLMA
MNepagaxo | npuHATe BCero, BaiT 18 912 254 / 169 506 Mepegano ¢ oLUMGKaMI, NAKETOR

WHdopMauws o
pagnokHTEpdeRCaX

MNepenako ! NPMHATO BCErD, NBKETOB 18081272 063 MoeTops! Nepena4i 3a NOCNEARMA NEpHO,
nakeros

Mepenaro /| npuHATO AanHb, BarT 18 910 &: - -
Ofwjee UMCNo NOSTOPOB NEpagauw, NEKEToR 17 451
Mrtbopuaums of yetpoiicTes Mepenano / npusATe gamiso, nakeTos 180 769/ 2 041 =
CropocTs nepegaud | npuesa, Kbut/e ora

Mogynauua MNepegato nakeros NpuHATO nakeToR

OFDM& 0% 7 0%

oo

OFDMS 0% 16 1%

OFDM12 0% 14 1%

OFDM18 0% B 0%

o oo

MCS0
NSS1.MCS0 ] 0% 25 1%

0% a7 4%

* Ne — HOMep MOAK/TIIOYEHHOIO YCTPOICTBA B CMUCKE,

* VIMs1 xocma — ceTeBOoe MMs YCTPOWCTBa,;

* IP-adpec — IP-agpec NoAKMHYEHHOIO YCTPONCTBE,

* MAC-adpec — MAC-agpec noak/to4eHHOro YCTPONCTBa,

* MiHmepdgpelic — nHTepdelic B3ammogelictensa WOP-3ax-LR6 ¢ noak/1t04eHHbIM YCTPOCTBOM,

* Link Capacity — napameTp, KOTOpbIli 0To6paxaeT 3PPeKTUBHOCTb NCMONb30BaHNA 6a30B0O CTaHUMel
MOAyNALMKN Ha nepegady. PaccumTbiBaeTcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAYNALMN A0 BCTPEYHOTO YCTPOMCTBA, U MOHMKAKLLNX KO3 PMUMeHToB. MakcumasibHoe 3HaYeHne —
100% (03HauaeT, 4TO BCE NakeTbl NepeaatoTcs [0 BCTPEUYHOIO YCTPOCTBA HA MAaKCUMasTIbHO
MOAYNALMM ANS MaKCMMa/IbHOTO Tna Nss, NoAAEePXXMBAEMOro BCTPEYHbIM YCTPONCTBOM).
MuHUManbHoe 3HaueHne — 2% (B cnyyae, Korga naketbl nepegatoTcsa Ha Moy nsumm nssTmes0
[U1s1 BCTPEUHOro ycTpoiicTBa ¢ nogaepxkoii MIMO 3x3). 3HaueHne napameTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality — napameTp, KOTOPbIi OTOGpaXaeT COCTOSHUE /IMHKA 10 BCTPEYHOro YCTPOICTBAa,
paccunTaHHbI Ha OCHOBaHWUW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMPaB/IEHHbIX BCTPEYHOMY
yCTpoiicTBy. MakcumasnbHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCL C NepBOl
MOMbITKW), MUHUMaJIbHOE 3HaveHne — 0% (HW OAMH NakeT A0 BCTPEYHOrO YCTPOICTBA He 6biN1 yCNeLHo
oTnpaB/eH). 3HaueHne napaMeTpa paccuntbiBaeTcs 3a nocnegHue 10 cekyHa;

* Link Quality Common — napameTp, KOTOpbIi 0TO6paXkaeT COCTOAHME NINHKA 40 BCTPEYHOro YCTPOWCTBA,
paccunTaHHbI Ha OCHOBaHWUW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMPAaB/IEHHbIX BCTPEYHOMY
yCTpoiicTBy. MakcumasibHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUNCL C NEepBOl
MOMbITKW), MUHUMaJIbHOE 3HaveHne — 0% (HW OAMH NakeT A0 BCTPEYHOrO YCTPOICTBA He 6biN1 yCNeLHo
oTnpaB/eH). 3HauUeHne napaMeTpa paccunTbIBAETCS 3a BCE BPEMSI NOAK/HOUYEHNS BCTPEYHOTO
YCTPOWCTBa;
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabombl — BpeMs COeANHEHUS,

lNepedaHo/npuHsimo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

[NepedaHo/npuHAMo Bce2o, nakemos — KOJIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/HYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIHYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNMepedaHo/npuHAMo OaHHbIX, Nakemos — KOJIMYECTBO NnepefaHHbIX/NPUHATBIX Ha NOAK/HYEHHOe
YCTPONCTBO NaKeTOB AaHHbIX;

lMepedaHo ¢ owubkamu, nakemos — KOJINYeCTBO NaKeToB, NepefaHHbIX C OlWrbKaMu Ha NOAK/IHYEHHOoe
YCTPOWCTB;

[Mosmopsb! nepedayu 3a rnoc/siedHul nepuood, nakemos — KONIMYeCTBO NMOBTOPOB Nnepejayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

Obuwee yuc/10 MOBMOPOB nepedayu, nakemos — KONIMYeCTBO NMOBTOPOB Nepesayn Ha NoAKNHYEeHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHNUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HaCTOALLMIA
MOMEHT BPEMEHM.
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6.5.2 MoameHto «CTatnucTNKa Nno Tpacuky»

B nogmeHto «Ctatuctuka no tpacuky» otobpaxarorcs rpaddukm CKopocTn npuema/nepegayum Tpacurka 3a
nocnegHvie 3 MMHyTbI, a Takke MHpopMaLmsa 0 KO/IMYecTBe nepesaHHoro/nosry4eHHoro Tpadmka ¢ MOMeHTa
BK/IHOUMEHMS 6a30BOI CTaHUUN.

“LTEX  WOP-3ax-LR6
MoHHTOpUHT Radio AP CeTeBble HaCTPOAKH Cucrema - (ebixoa)

WLANO Tx/Rx bps
BeCnpoBORHBIE KNHEHTL
Rx: 0 bps (max- 0 bps)
@ T 00ps (ma: 0 bps)
CTaTHCTHKE N6 TPAThUKY > bp:

CraHupoBEaHke 3thnpa
HypHan cobemmit
Cetesan nHopMaums

WHhopmalms o
PaAHOMHTEPDEACaX

s
0
0
o
o
0
0
0
0
0
0
L]
Wrchopuauus 06 ycTpoiicTee 0
o
0
0

0 T T T T T T T T T T T T T —T
3T9 13731 113743 1103755 1103807 113819 103831 113843 113855 11:39:07 11:39019 11:3%31 11:39:43 113955 1140007 1140019 ts
LAN TxiRx kbps

Rox: 6.1 kbps (max_ 8.1 kbps)
® T 0 kops (max: 3.1 kbps)

22
18
11
05
04— T T T 1 T T

T T T t T T T T T T T T
113719 113731 113743 113755 1123807 113819 13831 113843 113855 113907 113919 113931 11:3943 113955 114007 114019 s

Mpadmk LAN Tx/Rx noka3sbiBaeT CKOPOCTb NprvemMa/nepegayun tpaduka vyepes Ethernet-unrepcpeiic 6asosoii
CTaHuum 3a nocnegHve 3 MUHyThI. [padik aBToMaTnyeckn 06HOBNSETCS Kaxable 6 CEKYHA,

Mpadpmk WLANO Tx/Rx nokasblBaeT CKOPOCTb Npuema/nepepayv Tpaduka yepes Radio-nHrepderic 6a3osoi
cTaHuum 3a nocnegHve 3 MUHyThl. [padik aBToMaTnyeckn 06HOBNSETCS Kaxable 6 CEKYHA,

OnucaHue Tabnuupl «MNepedaHo»:

* MlHmepcpelic — nma nHTepdelica;

+ Bcezo nakemos — KONIMYEeCTBO YCNELUHO OTNpaB/ieHHbIX NaKeTOB;

* Bcezo 6alim — KO/IMYeCTBO YCMeLHO OTnpaB/ieHHbIX 6aiT,

* Om6poweHo nakemos — KONNYeCTBO NakeToB, OTOPOLUEHHbIX MPU OTMNPABKE;
* OWUbKU — KONNYeCTBO OLUNBOK.

MNepenaHo v
Wutepdeic Bcero nakeToB Bcero banT OtbpoweHo nakeToR Owndru
LAM 27640 14125619 0 0
WLAND 396229 39008319 0 0
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/M4eCcTBO YCNEeLHO NPUHATBLIX NaKeToB.;

* Bcezo 6alim — KOIM4eCcTBO YCMeLHO NPUHATLIX 6aliT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOSTyYEHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MpUHATO ~

Wutepdpeic Bcero naketor Bcero 6aT OTbpoweHo nakeToR Owmnbrm

LAN 647429 96201249 0 0

WLANO 8638 5140680 0 0

6.5.3 TMogmeHo «CkaHupoBaHue admpar

B nogmeHo «CkaHupoBaHue adpupa» OCyLLECTB/ISETCS CKAHMPOBaHME OKpPYXXaroLero paanoadgupa u
06HapyXXeHne coceHNX TOYeK AocTyna.

(ebr¢on)

AypHan cobeimii 6My

eTesan MHhopmaLA 6Ty

9]

Whchopmauma o 6Ty
paguouHTepdeicax 6y
Mrdbopmauma o ycTpolicTee 6y
6Ty

6Ty

Open
Open
WPA3
WPA3_1X
Open
Open

WPA3_1X

EC:B1:E0:0A3E:9A

EC:B1:E0:0A3E:99

68:13.E2.02.EA

66:13:E2:02:EA:30

66:13:E2:02:EA:32

68:13:E2:20:A3:0A

CC:9D:A2:FF:B2:29

===
-l TEX  WOP-3ax-LR6
MonuTopUHN Radio AP CeTeekle HACTPORKM Cuctema -
BecnposoaHsIe KNHEeHTL! e =TT LSl [TocneaHee craHupoBatie Guino 15.11.2024 04:25:11
CratvcTuka no Tpadmey
6Ty
CraHupoeanue scupa »
INuanazoM SSID Peum DezonacHoCTH MAC-agpec Kanan / Lnpuxa RSSI, nbm

38

37

36

36

36

36

36

[ns 3anycka npoLiecca CKaHMpoBaHWs achupa HaXMMTe Ha KHOMKy «CKaHMpoBaTb». [oc/e 3aBepLueHnst
npoLecca Ha CTpaHuLe NOSBUTCS CMMCOK 06HaPYXEHHbIX B paanoadmpe Touek AocTyna u MHopMaums o HUX:

locnedHee CKaHuposaHue 6bl/10... — Aarta n BpemMsd nocsiegHero CKaHMpoBaHus,;

Juana3oH — ykasblBaeTcsl AvanasoH 6 L, B KOTOPOM 6blna 06HapyXXeHa TouKa JoCTyna;

SSID — SSID o6Hapy)XeHHOW TOYKN AOCTYNa;
Pexxum 6e3onacHocmu — pexumMm 6e30nacHOCT 06HaPYXXEHHOM TOYKN JOCTYNa;

MAC-adpec — MAC-agpec 06Hapy>XeHHOW TOYKN AOCTYNa;
Kawnasn/lWupuHa — paguokaHaJs, Ha KOTOpom paboTaeT o6HapyXeHHas Touka [OCTyna;
RSSI — ypoBeHb, C KOTOpPbIM YCTPOCTBO NPUHUMAET CUrHaT 06HaPYXXEHHOIN TOYKN AoCcTyna, ABM.

Bo BpeMsi OCYLLECTB/IEHNS CKaHNPOBaHUs adipa pagnovHTepdeiic ycTpoiicTBa 6yAeT OTK/OUYEH, YTO
NpVBEAET K HEBO3MOXHOCTM Nepeaayun JaHHbIX A0 BCTPEYHOTO YCTPOWCTBA BO BPEMSI CKaHMPOBaHUS.

28
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6.5.4 MoameHo «KypHas cobbIThii»

B noameHo «XXypHas coBbITUIA» MOXHO MPOCMOTPETb CMCOK MHC(DOPMALMOHHbLIX COOBLLEHUNI B peaslbHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

—
“LTEX  WOP-3ax-LR6
MoHuTOpHHT Radio AP CeTeBkie HacTpoliM Cuctema - (ebDoq)
BecnpoBogHkIe KITWEHTEI £ OBHOBMTE & Ounctie
CramcTika no Tpadmky
! Naran
CraHupoBaH1e atvpa Bpema I Npouecc Coobuienne
. Nov 20 daemon.info networkd[482] DHCP-client: Interface brl renew lease on 10.24.80.189.
HypHan cobeimai » 0.
11:20:28
Ceresan nHipopmaLina Nov 20 daemon.info networkd[482] DHCP-client: Interface brl renew lease on 10.24.80.189.
10:20:28
Whdhopmauma o
pagnonnTepdeiicax Nowv 20 authpriv.info sshd[10020] pam_unix{sshd:session): session closed for user admin
10:09:13
WMhdopmawma ob ycTpoiicTee i . .
Nov 20 auth.info sshd[10020] Disconnected from user admin 10.24.80.130 port 60586
10:09:13
Nov 20 auth.info sshd[10020] Received disconnect from 10.24.80.130 port 60586:11: disconnected by user
10:09:13

+ [ama u spemsi — Bpems, Korga cobbiTue 6b110 CreHepMpPOBaHo;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

+ [poyecc — nms npouecca, CreHepMpoBaBLIEro CoobLeHne;

+ CoobuwjeHue — onucaHmne coobITus.

Ta6nuua 5 — OnucaHne KaTeropuii BAXHOCTN COBbITUI

YpoBeHb Tun BaXXHOCTU OnucaHue
CoO00LeHnN
0 UpesBblyaiiHble B cucteme npousoLnia Kputuyeckas owmnoka, cuctema MOXeT paboTtatb
(emergency) HenpaBu/IbHO
1 CurHansl TpeBoru (alert)  Heob6xoauMo HeMeA/IeHHOe BMeLLaTelbCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npousoLuna Kputnyeckas owmnoka
3 OwnbouHble (error) B cucteme npomsoLuna ownbka
4 MpeaynpexaeHus MpenynpexaeHne, HeaBapuiiHoe coobLleHne
(warning)
5 YBegomneHus (notice) YBeAomMeHne cuctembl, HeaBapuiiHoe coobLueHne
6 ViHdhopMaLMOHHbIE VIHdhopMaLMOHHbIE COOBLLIEHMS CUCTEMBI

(informational)

7 OTtnagouHble (debug) OTnagoyHble COOGLLEHMS NPeaoCTaBSOT NO/Ib30BaTeNto NHhopMaLMIO A/1s
KOPPEKTHOW HACTPOWKM CUCTEMBI

L5 nonyyYyeHns HOBbIX COOOLLEHUI B XXypHae COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.
Mpyn HEO6XOAMMOCTH BCE CTapble COOBLLEHNS U3 XXypHaIa MOXHO YAA/IUTb, HAXXaB Ha KHOMKY «OUnNCTUTbY.
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6.5.5 TlNogmeHto «CeTteBas nHopmauns»

B noameHio «CeTeBasi UHpOpMaLUA» OCYLLECTBSIETCS NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

LTEX  woP-3ax-LR6

MoHuTopsnr € HACTPOI Cucrewa
BecnpoBoaHLIE KNWEHTE Cratyc WAN
CratmeTRa no Tpatbuy WWTepdeic  bro

Mporoken  DHCP

IP-agpec

Mprate  309.9 MGaT (324 952 301 Gair)

SeTeRaR nmopuaE Mepegawo  18.2 Maiir (19 123 971 Gaiir

Ethernet

Cocrosnswe nopra Up
CrOpOCTE 1000

Oynnecc  Ful

SFP-module Status Off

he IP-agpec MAC-agpec
0 AB63 7D 41 DB 6A
18:C0 4D:CE0A DB

24.CC20.05A9TE

MapLpyTol ~
Ne HuTepdenc Hasnauexme Wmtos Macka ©nam
[ b 0.00.0 1024801 0000 uG

bl 10.2430.0 0000 255255.255.0 u

Cratyc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;

* [Mpomoko/s1 — NPOTOKO/, UCNob3yeMblid ansa aoctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHENW CETY;

* [MpuHAMO — KonnyecTBo NpUHATLIX Ha WAN 6ailT;

+ [NepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

CocmosiHue nopma — coctosiHne Ethernet-nopta;
CKopocmb — CKOPOCTb NoAk/toveHns no nopty Ethernet;

* [dynnekc — pexum nepegaymn AaHHbIX:

SFEP:

* Full — nonHeIi gynnekxc;
* Half — nonygynnekc.

SFP-module Status — otobpaxaeT Hanuume/otcytcTeue SFP-moayns;
CocmosiHue nopma — COCTOsiHMe paboTbl ONTUYECKOro MHTepdeiica;
Tx Fault — nHouKaumMs HemcnpaBHOCTU NepeaaTymKa;

LOS — notepsa curHana;

CKopocmb — CKOPOCTb Nnepefayn gaHHbIX;

Temnepamypa — Tekywaa temneparypa SFP-mopyns;

HanpshkeHue — HanpskeHne nutaHua SFP-mopyns;

Tok — TOK cmelleHna nasepa SFP-moayns;

MowHocmb U3/ly4eHUS — MOLLHOCTb Ha BbIXO4e nepeaaTunka,;
MowHocmb Ha rnpueme — MOLLHOCTb Ha BXOAe NpueMHUKa.
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ARP:

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

B ARP-Tabnuue cogepxumTcsa nHopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

IP-adpec — IP-agpec ycTpoincTBa;
MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyTbl:

Mumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa uim NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIii OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka nogaceTty;

®1azu — onpefeneHHbIe XapaKTePUCTUKN AaHHOTO MapLupyTa.

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns goaros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/ISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLIpyT Nposieraet Yepes BHELWHWI W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IIOYEHEM. Bce npoyvie MapLupyTbl NPOXOAAT vyepes
BHeLUHWe wto3bl. dnarom G oTMeyvaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH AMHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLyM Ha NIOKasTbHO cucTeme, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obls1 06aBNeEH B pe3ysibTare noyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpPyT BK/OYaETCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCcs U3MEHEHWIO, BEPOSITHO, B pe3ysibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SB/IseTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSEeTCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Oydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHTepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykasbIBaeT, UTO AeTarpammbl, HaNpaBnsemMble N0 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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6.5.6 TMoameHto «VHhopmMaLmsa o paguonHTepdeince»

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

B nogmeHto «MHhopMaums o paguouHTepdeiice» 0TOOpaXeEHO TeKyLLee COCTOSHNE paanonHTepdenca

6a30B0i1 CTaHLUMW.

(TEX

MoHUTOPKHT Radio AP

EecnposogHEIS KNMEHTE
CramicTuka no Tpadmry
CraHmposaHue s(upa
HypHan cobmai
Ceresan unopmauma

Whdbopmauma o
panuouHTepdeiicax >

HpopuaLma o yeTpoiicTee
W y

WOP-3ax-LR6

CeTteeble HacTpoiku Cncrema

Radio 6 Ty,
Cratyc
MAC-agpec
Pexam
Kanan

LupuHa kanana, My

BrnioueHo
EC:B1:E0:2B:DF:00
IEEE 802.11ax

1 (5955 MIy)

20

PaguonHTepdeiic 6a30B0i CTaHLMM MOXET HAXOANTLCS B [1BYX COCTOSIHUSIX: «BK/Il0UEHO» Un

«BbIkntoueHo». CTaTyc uHTeppeica 3aBUCUT OT TOTO, €CTb /1N BK/IKOYEHHbIE BUPTYasIbHbIE TOUKMN AOCTyna
(VAP). B cnyuae, ecnv nmeetca xoTa 6bl oaHa akTuBHast VAP, uHTepdeiic 6yaeT HaxoauTbes B cTaTyce

«BKntoyeHo», MHauYe — «BbIK/1HOYEHOY.

B 3aBMCMMOCTM OT cTaTyca MHTepdieiica A5l MOHUTOPVHra AOCTYNHa creayollas uHdopmauus:

«BbIKAOYEHO»

+ Cmamyc — COCTOsiHUe pagunovHTepgeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
« Pexxum — pexum paboTbl pagnovHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BkntoyeHo»

+ Cmamyc — COCTOsiHUe pagunovHTepgeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecrnpoBOAHOrO KaHana, Ha KOTOPOM paboTaeT paavonHTepdec;

* LlupuHa kaHa/1a — WMpUHa NO0Ckl YacToT KaHasa, Ha KOTOPOM paboTaeT paavouHTepdeiic.
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6.5.7 MogmeHto «MHpopmaums 06 ycTpoincTee»

B nogmeHto «MHhopmauusa 06 ycTpoicTBe» 0TOOpaXKeHbl OCHOBHbIE xapakTtepucTukn WOP-3ax-LR6.

eLTeX

MoHUTOpUHT Radio AP

BecnpoBogHLe KNMEHTE
CraticTika no Tpadmky
Cranwpoeanue adwpa
HypHan cobeimai
CeTesan uHpopmaLma

Whdbopmauma o
paguonHTepdelicax

WHdopmauma ob ycTpoiictee >

WOP-3ax-LR6

CeTeskle HACTPOIKM Cuctema

WManenue

AnnapaTHaA BepcuA
3aeopncroit MAC-agpec
CepuitHei Homep
Bepcua MO
Pezepenan sepcus M0
Bepcun zarpyaunka
CucTemHoe Bpema
Bpems pabotsl

3arpyaka LMY
Mcnonkayeman naMATs

£ OBroBMTL

- (BtIx0A)

WOP-3ax-LR6
10
EC:B1:E0:2B:DF:00

WP5B000022

20.11.2024 07:23:03
6 an, 00:03:12
3%

4> 115 MBaiit / 237 Miaiir

* MI30es1ue — HaMeHOBaHWe MOAENN YCTPOCTBa;
+ AnnapammHdasi Bepcusi — Bepcus annaparHoro obecneyeHns yCcTpoicTsa;
+ 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-

N3roTtoBUTENIEM,

« CepuliHblli HOMEP — CEepWiiHbI HOMEP YCTPOIACTBA, YCTaHOB/IEHHbIV 3aBOJOM-U3rOTOBUTENEM,;

* Bepcus 1O — Bepcys NporpaMmMHOro o6ecneyeHnst ycTpoicTBa;

* PesepsHasi gepcusi 10 — npefplaylwas ycTaHoBneHHas Bepcusi MNO;

* Bepcus 3azpy3quka — Bepcusi NporpamMMHOro o6ecrneyeHmns 3arpysumnka ycTpoicTBa;

+ CucmeMHoe BpeMsi — TeKyLLMe BPeMsi 1 Aata, yCTaHOB/IEHHbIE B CUCTEME;

* Bpemsi pabombl — Bpemsi paboTbl C MOMEHTa NOC/IEHEr0 BK/IIOUEHUS UM Nepe3arpy3ku yCTpoicTBa;
* 3aepy3ka 1Y — cpefHWii NPOLEHT 3arpy3ku NpoLeccopa 3a nocregHve 5 cekyHs;

* Ylcrionb3yemasi naMsimb — NPOLIEHT UCMO/Mb30BaHNSA (PM3MYECKOI NaMSATI YCTPOCTBA.
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6.6 MeH «Radio»

B meHto «Radio» npounsBoguTca HacTpoiika 6ecnpoBoAHOro nHTepdeiica.

6.6.1 MogmeHto «Radio»

B nogmeHto «Radio» ocylllecTBNSIOTCS HACTPOIAKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

LTEX  WOP-3ax-LR6

MoruTopuHr Radio AP CeTesrle HacTpoitki Cucrema - (esrxog)

Radio » OB6uwwe

[ononHuTensHo Pexaim ycrpoiicTaa Touka goctyna PMP v
Pesama 802.11 IEEE 802.11ax v
AeTomaruuecrnii exibop KaHana O
Kanan 1 (5955 MTu) ~
LnpuHa kanana, My 20 hd
MowHocTe curhana, abu 26 v
KaHankHas copocTe Nepefaum Auto hd

PaccTosnue, 1 0

[ ONONHAUTENLHO v

* Pexxum ycmpolicmsa — pexum paboTbl pagnonHtepderica yctporictaa. JoCTynHb:
+ Touka docmyna PMP,
* KnueHm — 6ecnpoBogHoi knneHT (STA).

* Pexxum 802.17 — pexxum paboTbl MHTepdieica cornacHo ctaHgapTam:
+ IEEE 802.11ax;

+ Asmomamuyeckuli 8bI60p KaHasia — Npu ycTaHOBNEHHOM donare Touka 6yaeT aBToMarnyeckn Belonparb
HaVMeHee 3arpy>XeHHblii pagnokaHan ans pa6otsl Wi-Fi-uHtepdoeiica. MNpu cHATOM donare oTKpbiBaeTCs
[OCTYN AN YCTaHOBKN CcTaTnyeckoro paboyero kaHana,

* KaHas — BbI6Op KaHana nepefayn gaHHbIx;

+ OzpaHuyums CriucoK KaHas108 — Npu yCTaHOBMEHHOM donare Touka focTtyna 6yget ncnonb3oBatb
OrpaHMYeHHbIN NO/Ib30BaTeNIeM CMNCOK KaHaoB A4/1s1 paboTbl B aBTOMAaTU4eCcKoM pexunme Bbibopa
kaHana. Ecnv donar HanpoTne «OrpaHnynTb CNIMCOK KaHas10B» He YCTaHOB/IEH U/IM B CMIMCKE OTCYTCTBYIOT
KaHasibl, TO ToYka AocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCeX AOCTYMHbIX KAHA/I0B AaHHOro
AnanasoHa 4YacTtoT. KaHanbl gnanasoHa 6 'u; 1-233;

+ UupuHa kaHana, MINy — wmpmnHa nosaocbl 4YacToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHnumaeT 3HadveHus 20, 40, 80 n 160 My,

* OcHoBHOU KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NPY NPOMYCKHOM CMNOCOBHOCTM CTaTUYECKN
3afjaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSALLMM U3 ABYX KaHanos no 20
MI L, KOTOpbIe rpaHnyaT B 4aCTOTHOW o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3bIiBalOT NEPBUYHBIM U
BTOPWUYHbIM KaHasiaMu. MepBUYHbIA KaHa UCNOb3YETCH KITMeHTaMn, KOTOpble NOAAEPXMBAOT TO/IbKO
nosaocy nponyckaHusa kaHana 20 Mruy;

+ Upper — nepBrYHbIM KaHasioM 6yaeT BepxHuin kaHaun 20 MI'y, B nonoce 40 MIy;
« Lower — nepB1YHbIM KaHanoM ByaeT HMKHUI kaHan 20 MI'y, B nonoce 40 MIy,

* MowHocme cucHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegatunka Wi-Fi B abwm;

+ KaHa/ibHasi CKopocmb riepedaqu — (PKCMpoBaHHas CKOPOCTb 6ECNPOBOAHON Nepeaayn AaHHbIX,
onpegensemas crneyudumkaumsammn ctaHgaptos IEEE 802.11ax;
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« PaccmosiHue, KM — paccTosiHue Mexy YCTpolicTBaMu B KUIOMETpax. ViaMeHeHne 3HaueHus
PacCTOsIHNA U3MEHUT 3HauYeHne Taiim-ayta ACK. PaccTosiHMe cneayeT oKpyr/isiTb B 60/bLLUYH CTOPOHY.
Hanpumep, ecnun paccTosiHue Mexay ycTpoiicTBaMmm 3,2 KM, TO HE0GXOAUMO yKaszaTb 4 KM.

© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH OyeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBasi KOHMUrypauus 6bisia NpUMeHeHa Ha ToUke
JocTyna, B cnucke «OrpaHnynTb CNCOK KaHaN0B» A0/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTyna ewe He NPOU3BOAW/IOCH HUKAKMX HACTPOEK, N0 yMonyaHuio Ha Radio 6
My, yctaHoBneHa «LWupuHa kaHana» 20 My, a B cnncke «OrpaHnymTb CMMCOK KaHaI0B» KaHaUs bl He
yKasaHbl.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NapameTp «LuprHa kaHanax, pasHbiii 40 MIy,. MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas », MPUHUMAtOLLMIA 3HAYeHne Nno

yMon4yaHmio «Lower»,
+ kaHan 13 B cnucke «OrpaHnynTb CMMCOK KaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaauTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cofepxar
OLNGKMN. I3BMEHEHNSA HE Gbl/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMYnTb CNMCOK KaHauI0B», HE NOAXOAST Nog, onpeaeneHve «OCHOBHO kaHas» = Lower.

B pasgene «[JoNoHUTENbHO» OCYLLECTBASATCA HACTPOIKM AONO/THUTENbHBIX MapamMeTpoB paanonHTepdenca
yCTpOWCTBa.

[HononHuTensHo ~
OBSS Coexistence O
KOpOTKMIl 3aLMTHBIA MHTEpEAN
sTBC [

MepHoa oTNpaBkK Cy*eSHbIX 100
COODWEHWA, MC

Mopor dparMeHTalymn 2346
Mopor RTS 2347
Arperauus
KopoTkan npeambyna
Wi-Fi Multimedia (W)
Pesxum pabotsl DHCP Snooping ignore v

Bxniounte Q0S O

* OBSS Coexistence — pexvMm aBTOMaTMYECKOro YMEHbLUEHNS LUNPUHBI KaHauta Npu 3arpy>XeHHoM
paamnoachmpe. MNpun yctaHOBNEHHOM ¢h/iare peXxxum BK/THOUEH,;

+ Kopomkul 3awyumHbIl uHMepsas — NoAAepXKa YKOPOUEHHOro 3allUTHOro nHTepsana. basosas
CTaHUMs NnepefaeT AaHHble, ncnonb3ys 400 He 3awwuTHbIR MHTepBan (BMecTo 800 He) Npu 06LLEHUN CO
BCTPEYHbIM YCTPOMCTBaMU, KOTOPbIE Takke NoAAepXMBatOT KOPOTKUIA 3alLMTHBIA MHTepBaUT,

+ STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HaNpPaB/ieHHbIM Ha NOBbILLEHNE
HaZeXHOCTU nepesayn AaHHbiX. MNpu ycTaHOBIEHHOM dhyiare yCTPOMCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKO/bKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, yCTPOMCTBO He NepefaeT OfAWH U TOT Xe NOTOK
[laHHbIX Yepe3 HECKO/IbKO aHTEHH;
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lMepuod omnpasku c/yxebHbIX coOo0bweHUl, MC — Nepuog Nocbikn Beacon-gopeiimoB. ®pelimbl
nepeparoTcsa Ans o6HapyXXeHns BCTPEYHOro YCTpolicTBa B achmpe, npuHumaeT 3HavyeHnsa 20—2000 mc, no
ymonyaHuo — 100 mc;

lMopoe ¢hpacmeHmayuu — nopor oparmeHTaummn gpelima, B 6alitax. NMpuHUMaeT 3Ha4eHns 256-2346,
no ymonyaHuoo — 2346;

lMopoe RTS — ykasblBaeT 4ynC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAYEHMS MOXET Y/yULNTb PaboTy 6a30B0i CTaHLMW NPY GOMbLLIOM
KO/IM4ecTBe NOAKMHUYEHHbIX BCTPEUHbIX YCTPOMCTB, O4HAKO 3TO YMEHbLUAET 06LLYI0 MPOMYCKHYHO
cnoco6HocTb 6ecnpoBogHoli ceTu. MpuHMMaeT 3HaveHmnsa 0—-2347, no ymonyanuio — 2347,

Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;

Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,

Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);

Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéoTtkm DHCP onuumn 82. JocTynHble 3Ha4YeHnA

Ana Bolbopa:

* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIO;
* remove — To4Ka JOCTyna yaanseTt 3HadeHue onuun 82,
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu Bbibope faHHOro
3HaYeHNA ONS pefakTpoBaHUS OTKPLIBAKOTCA CeayloLie napameTpbl:
* Onyus 82 gpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:

APMAC-SSID — 3ameHa 3HauyeHuns napametpa CID Ha <MAC-agpec Touku goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
SSID — 3ameHa 3HaueHuns napameTtpa Ha nmsa SSID, K KOTOPOMY NOAK/IOYEH KITUEHT;
custom — 3aMeHa 3HadyeHus napametpa CID Ha 3HayeHue, ykazaHHOe B napameTpe
«Onumsa 82 yHukanbHblli CIDy»;
* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaueHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MmoXeT npuHumMaTh
cnefyoume 3HaYeHus:

ClientMAC — n3meHsATb cogepxumoe RID Ha MAC-agpec KIMEHTCKOro yCTpoliCcTBa.
3Ha4veHune No ymosiyaHuio;
APMAC — nameHsaTb cogepxnmoe RID Ha MAC-agpec ToUkn AoCcTyna,;
APdomain — nameHATb cogepxmmoe RID Ha fJOMeH, B KOTOPOM HaxoguTcs Touka
AoCTyna,
custom — n3MeHaTb cogepxunmoe RID Ha 3HavyeHune, ykaszaHHoe B napameTtpe «Onuns
82 yHuKasbHbI RID;
* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3ajaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyauuio — ClientMAC;

+ ®opmam MAC-adpeca — Bblbop pasgenutenein oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:

AA:BB:CC:DD:EE:FF — B kauecTBe pa3fenimrens BbICTynaeT 3HaK ABOETOUNS.
3Ha4yeHue No ymosiyaHuio;
AA-BB-CC-DD-EE-FF — B kauecTBe pa3fesiMTens BbICTyNnaeT 3HaK TUpe.

* Bksoyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHunss kauecTsa
o6cnyxunsaHua (Quality of Service).
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AP EDCA Parameters
Ouyepegk AIFS cwMin cwMax TXOP Limit

Data 3 (@oH) 7

15 v 1023 ~

Data 2 (Best Effort)

%)
@
<

83 v
Data 1 (Buaeo) 1 <

Data 0 (Fenoc) 1

Station EDCA Parameters
Ou4epenb AIFS cwMin cwMax TXOP Limit

Data 3 (©oH) —

15 v 1023 ~
Data 2 (Best Effort) 3 15 v 1023 ~

Data 1 (Bugeo) 2 =

Data 0 (Fonoc) 2 ~ - 47

+ AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB 6a30Boii cTaHUumu (Tpaduk nepegaetcs
OT 6a30BOIi CTaHL MK K BCTPEYHOMY YCTPOIACTBY):

* Ouepedb — NpeponpeseneHHble ovepean 418 passiMyHoro poga Tpaduka:

+ Data 3 (®oH) — H13KOMPUOPUTETHASA OYepesb, BbICOKasi NPOMNYCKHasi CNOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpegHenpuopuTeTHasi oMepeab, CpeaHsIsi NPonyCckHas Cnoco6HOCTb U
3afepxka. B gaHHyto odyepesb oTnpasiseTca 60/bWINHCTBO TPaAUUNOHHLIX [P-4aHHbIX
(npuoputeTsl 802.1p: cs0, cs3);

+ Data 7 (Budeo) — BbICOKONPUOPUTETHASA ouepesb, MUHUMasIbHbIE 3aiepPXKWN. B AaHHOIA
ouyepeamn aBTOMaTnyeckm o6pabartbiBaOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHU
(npuoputeTsl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASH oYepeib, MUHMMasIbHble 3aAepPXKW. B AaHHO
ouyepeamn aBTOMaTnyeckM o6pabatbiBalOTCA AaHHbIe, YYBCTBUTE/bHbIE K BDEMEHN, Takne Kak:
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi kagpos (dpeliMoB)
[aHHbIX, U3MepsIeTCs B cioTax, NpUHUMAaeT 3HadveHus (1-255);

* cwMin — Hava/lbHOE 3HaYeHVe BpeMeHV OXUAaHusa nepes noBTOPHONM OTNPaBKol Kaapa,
3afaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXET npeBbiaTh 3HadYeHne cwMax;

* cwMax — MakCc/MasibHOe 3HavYeHne BpeMEeHN OXNAaHUA nepes NoBTOPHOW OTNPaBKo kaapa,
3afiaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4veHne cwMax A0MKHO ObITb 60/1bLUE 3HAYeHUA cwMin;

* TXOP Limit — napamMmeTp UCNosib3yeTcs TO/bKO A5 AaHHbIX, NepefaBaeMblX OT BCTPEYHOro
ycTpoiicTBa fo 6a30B0M CTaHUMW. BO3MOXHOCTb nepesayn — nHTepsas BpeEMeEHU, B
MUNAncekyHaax, korga scrpedyHas WME-cTaHLMA MeeT npasa MHULMMPOoBaTh nepefady AaHHbIX
no 6ecrnpoBOAHOI cpefe K ToUKe AOCTyna, MakCumaibHoe 3HaYeHne 65535 mnnnncekyHg;

+ Station EDCA parameters — Tabnumua HacTpoek napaMeTpoB BCTPEYHOM cTaHumm (Tpadmk nepesaetcs
OT BCTPEYHOI cTaHuuM Ao 6a30Boii cTaHuuK). OnucaHne noneli Tabnmupbl NPMBEAEHO BbiLLE.

[N BCTYNNeHWs1 B CUYy HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.6.2 ToameHto «[onoNHUTENbHO»

B nogmeH1o «[LoNnosIHUTENIbHO» OCYLLIECTB/IAETCA HAaCTPOWKa AOMONHUTEbHbIX NapaMeTpoB
pafavouHTepdpeiica ycTpoiicTsa.

= TEX  WOP-3ax-LR6

MoHATOpHT Radio AP CeTeskle HACTPOKKA Cucrema - (eexon)

Radio JoNonHUTENEHO

[ononHuTensHo » Crpana Poccua v [ PasBnomposats

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOii paboTaeT Touka gocTyna. [ns Bbibopa CTpaHbl HY)XHO
BbICTaBUTL chnar «Pa36rokMpoBaTb». B 3aBUCUMMOCTM OT yKa3aHHOTO 3HaYeHWs1 GyayT NPYIMEHEHbI
OrpaHNuYeHNs K NoM0Ce YacToT M MOLLHOCTM NepeaaTyka, KoTopble AeiCTBYIOT B AaHHOl cTpaHe. OT
YCTaHOB/IEHHOI CTPaHbl 3aBUCUT CMIUCOK JOCTYMHbIX YACTOTHbIX KAHA/I0B, UYTO B/IMSIET HA
aBTOMaTUYecKuii BbIGOP kaHana B pexume Channel = Auto. Ecnin knmeHTckoe o60pyaoBaHue
JMLIEH3MPOBAHO A5 UCMNO/b30BaHUs B PYrOM PervioHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKOI AOCTyna
B TAKOM C/ly4Yae He ygacTcs.

€@ Hactpoiika nokanbHbIX (PErMoHaNbHLIX) OrpaHUYeHNii, BKTouas paboTy Ha paspeLleHHbIX YaCTOTHbIX
KaHa/iax 1 BbIXOAHOV MOLLHOCTW, IBNSIETCA OTBETCTBEHHOCTbLIO MHCTA/ISITOPOB.

© BuLIGop HeNpaBUILHOMO PETMOHA MOXET NPUBECTU K MPO6G/1eMaM COBMECTUMOCTM C PasHbIMY
K/TMEHTCKMMU YCTPOICTBaMM.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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6.7 MeHwo AP

B meHio0 «AP» BbINOMHSAETCA HAcTpoiika Toukn goctyna AP — Access Point (aanee AP).

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

© MeHio «<AP» JOCTYNHO TOMLKO B pexume ycTpoiicTsa «Touka aocTyna PMP».

6.7.1

MoameHto «Access Point»

LTEX  WOP-3ax-LR6

MoHuToprHr Radio AP CeTesble HACTPOIikX Cuctema

Access Point » OBLYME HACTPORKA

Brmouero

VLAN ID

SSID

Tpaucnuposate SSID

VLAN Trunk

General Mode

Pennukauyus Multicast
MpuoputeTt

Pesaam Minimal Signal
MyHMMansHEIi ypoBeHs carHana

a6

[Mopor ypoeHA curHana npu
poymMuHre, ABmM

WMHTepean Minimal Signal, ¢
Pestwm GesonacrocTy

Koy WPA

MFP

WOP-3ax-LR6

-100

-100

10

WPA3

BrrmioueHo

O6LLMe HAaCTPOKK:

Bk/1o4eHO — npu yCTaHOBIEHHOM chiare Tovka AOCTyna BK/IH0YEHa, MHaYe — BbIK/TOYEHa,;

VLAN ID — Homep VLAN, c KkoToporo 6yaeT cHUMaTbCsl MeTka npu nepegadve tpadmka Wi-Fi knmenTam,
NOAK/TOYEHHbIM K AaHHOoN AP. Mpu npoxoxaeHun Tpadmka B 06paTHyt0 CTOPOHY Ha HETENMPOBAaHHbIi

Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

SSID — nimsa BnpTyanbHOWM 6ecnpoBOaHON CeTH;
TpaHciuposams SSID — npu ycTaHOB/IEHHOM pnare BK/oYeHOo BewaHue B agomp SSID, nHave —

BbIK/TO4EHO;

VLAN Trunk — npun yctaHoBNneHHoOM chriare aboHeHTy nepeaaeTcs TermpoBaHHbIl Tpaduk;

General Mode — npu ycTaHOB/IEHHOM dh/lare paspellaeTcs nepegada HeTermpoBaHHoOro Tpaduka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHoM pexume VLAN Trunk);

General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHumatbcs MmeTka, 1 Tpadmk atoro VLAN npoiget Ha
KNueHTa 6e3 Tera. Mpu npoxoxaeHun Tpadrka B 06paTHy0 CTOPOHY Ha HETErMpOBaHHbIN Tpadmk byaeT

HaBelwmBaTbca meTka General VLAN ID;

Pennukayus Multicast — npn yctaHoBneHHoMm chnare Multicast-Tpadmk B CTOPOHY KNMEHTOB 6yaeT
npeo6pasoBbiBaTbCs B Unicast 40 kax4oro kaveHTa, Npu OTK/II0YEHHOM — NPOX0o4uTh 6e3

mMoandomkaumii;

lMpuopumem — BbIGOP cnocoba npuopuTraumn. Onpegenser nose, Ha OCHOBaHUM KOTOPOro Tpadvk,
nepegarwoLLninca B pagnonHTepdeiic, byaet pacnpegensarbcs no odepeasam WMM:
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+ DSCP — 6ynet aHanmauposartbes npuoputet n3 nonsg DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeT aHanu3uposatbcs npuopuTeT 13 nonst CoS (Class of Service) TermpoBaHHbIX
MakeToB.

+ Pexum Minimal Signal — npy ycTaHOBNeHHOM hnare dyHKUUSA OTKIo4eHns knnenTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
Heob6X04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/Xe KOTOPOro NPOUCXOANT
OTK/IHOYEHVE KIMEHTCKOro 060pyA0BaHNsA OT BUPTYasibHON CeTu;

* [lopoe yposHs cuaHasia npu poyMuHae — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp A0/MKEH ObITb Bbile, YeM «MUHUMaUTbHBIV YPOBEHb CUTHaANa»: eCNn «MUHUMaSTbHbI
YPOBEHb CUrHana» paBeH -75 AbMm, To «opor ypoBHA cUrHana npu poymMuHre» Oo/mKeH ObiTb
paseH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTEYEHNN KOTOPOro NPUHUMAETCA peLleHne 06
OTK/THOYEHUM KIIMEHTCKOro 060pyA0BaHNs OT BUPTYasibHON ceTu. MakcMasibHOe KO/IM4ecTBO
K/IMEHTOB — MaKCUMasibHO AONYyCTUMOE YMC/I0 NOAK/IYAEMbIX K BUPTYasIbHOM CETU KIIMEHTOB;

* MFP — 3awuta management-kagpos (gocTynHo npu pexume 6e3onacHoct WPA3 n WPA3-Enterprise,
npv Bblbope Apyrux pexumos 6esonacHocT MFP nepesogutca B coctosHne OTK/IOYEHO, Npy Bbibope
pexnma 6e3onacHocTn WPA3, WPA3-Enterprise, MFP nepeBoanTcsi B COCTOSIHME BK/IHOYEHO):

* Omk/iro4eHOo — 3aWwmTa management-kagpoB OTK/IIOYEHS,

+ OnyuoHa/ibHO — 3almTa paboTaeT, ecnin KNueHT nogaepxmsaet MFP. KnveHTbl 6€3 noanepxku
MFP MoryT nogkniounTbCs K gaHHon AP;

* Bks1oyeHO — 3almTa BK/IKYEHa, K/IMEHTbI, He nogaepxusatowme MFP, nogknountbca He MoryT.

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTtyna K 6ecnpoBogHOl ceTu:

« OWE (Opportunistic Wireless Encryption) — meTopa, LuMbpoBaHusi, obecneunBatoLLmii 6e30nacHoCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLeHHOW ceTu. Mpu 3TOM OT nosb3oBatenei He TpebyeTtcs
Kaknx-To AONONHUTENbHbIX AeNCTBUI 1 BBOAA Napoia 415 NOAKIYEHNS K CeTH;

+ WPA3 — cnocob wudppoBaHus, npu BbIbope KOTOPOro 6yaeT fOCTyNHa criedytoLiasn HacTpolika:

+ Koy WPA — kno4d/naposib, Heo6xoaumbli 418 NOAKIYEHUS K BUPTYaUTbHON TOUKe
foctyna. [yivHa kntoya coctasnser ot 8 4o 63 CMMBOJIOB.

+ WPA3-Enterprise — pexum LWMdpoBaHNA kaHana 6ecnpoBOAHON CBA3M, MPU KOTOPOM K/IUEHT
aBTopu3yeTcs Ha ueHTpannsoBaHHOM RADIUS-cepBepe. /19 HACTPOKN AAaHHOTO pexrmMa
6e3onacHoCcTK TpebyeTca ykazaTb napameTpbl RADIUS-cepBepa. Takke TpebyeTcs ykasaTb K/iou
ans RADIUS-cepsepa. NMpu BbIGOpe 04HOro 13 cnocoboB 6yaeT AOCTYMNHA cneayollast HacTpoka
Radius (cm. Huxe).
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Radius:

RADIUS
NomeH root
|IP-agpec RADIUS cepeepa 192.168.0.1
MopT RADIUS cepeepa 1812

®

Maponk RADIUS cepeepa serens

Mcnonb30BaTh aKKayHTUHT YEpes
RADIUS

Mcnonb30BaTe APYTUE HACTPORKKM O
[UNA aKKaYHTHHIA

MopT RADIUS cepeepa AnA 1813
aKKAYHTHHTa

Mepuoguyeckan oTnpaeka
aKKayHTHHIa

MHTEpEAN OTNPABKM aKKayHTHHra 600

+ [lJomeH — nomMeH nosib3oBarens;

IP-adpec RADIUS cepsepa — appec RADIUS-cepBepa;
Mopm RADIUS cepsepa — nopt RADIUS-cepBepa, KOTOpbI UCNoAb3yeTcs ANs ayTeHTUdMKaunm n
aBTopu3auuu;
lMaposib RADIUS cepsepa — naponb ansa RADIUS-cepeepa, ncnosnb3yemMoro ans ayteHtudmkaumm un
aBTopu3auuu;
Vcnonb3osameb akkayHmuHe 4epe3 RADIUS — npu ycTaHOB/EHHOM dhnare 6yayT oTnpaBnsTbCcA
coobuweHns «Accounting» Ha RADIUS-cepsep;
Vicnonb3osame opyaue HacmpoUKu 0/151 akkayHmMuH2a:
+ IP-adpec RADIUS cepsepa 0151 akkayHmuHza — agpec RADIUS-cepBepa, ncnonb3yemoro n/is
aKKayHTUHrg;
+ lNaposnb RADIUS cepsepa 0151 akkayHmuHaa — naponb ana RADIUS-cepsepa, ncnosb3yemoro ans
aKKayHTUHra;
Mopm RADIUS cepsepa 07151 akkayHmuHa2a — NopT, KOTOpbIii 6yAeT UCnonb3oBaH Ans cbopa akkayHTUHra
Ha RADIUS-cepBepe;
lNepuoduveckas omnpaska akkayHmuHaa — BK/II04YNTb NEPUOANYECKYIO OTMPAaBKY COOOLLEHNI
«Accounting» Ha RADIUS-cepsep. 3azaTb UHTEpBas OTNPaBKM COOOLLEHWI MOXHO B nose «HTepsan
OTNpaBKy akkayHTUHra».

OrpaHnyeHnsa CKOPOCTU:

OrpaHWYeHna CKopocTH

BrnoumTs
OrpaHuuenme cropoct & Dow O 0 KbuT/c

Orpanuuenmne cxopocTy B Up oo kbutlc

Bk/iroyumb — aKTMBMPOBATL MOJIe HACTPOEK;

OepaHuyveHue ckopocmu 8 Down — orpaHuyeHne NponyckHON CNOCOBHOCTY B HanpaB/fieHUN OT TOUKN
A0CcTyna Ao KNveHToB (B CyMME), MOAK/OYEHHBIX K AaHHOW AP, KGUT/C;

OepaHuyeHue ckopocmu 8 Up — orpaHnyeHne nponyckHoli Cnoco6HOCTY B HanpaBieHn OT K/IMEHTOB (B
CYMMe), NOAK/THUYEHHbIX K faHHOM AP, 10 Toukn gocTyna, K6uTt/c.
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KoHTponb goctyna no MAC:

B AJaHHOM noapasgesie BblINOJIHAETCA HaCTpOI7IKa CNnCcKOB MAC-aApeCOB KNMNEHTOB, KOTOPbIM, B 3aBUCUMOCTHA
oT Bbl6paHHOI7I NoOJZINTUKN AOCTYNa, paspeLeHo nnn 3arnpeweHo noaknrnvarbCca K ,anH0|7| AP.

KoHTponk goctyna no MAC
BKMHYEHD

MonuTuka 3aNpeTUTL b

Cnucok MAC-agpecoe

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM doniare 6yaeT paboTaTb BblbpaHHasa nosmTuka 4ocTyna;
* [Mosrumuka — nonvTuka goctyna. Bo3MoXHble 3Ha4eHNs:
« 3anpemums — K gaHHoi VAP 6yaeT 3anpelleHo nogkatdarbes knmeHtam, MAC-agpeca KoTopbixX
cofepxarcs B cnucke. Bcem ocTtasibHbIM [OCTYN ByAeT paspeLlen;
« Paspewumsb — K gaHHoi VAP 6yaeT paspeLueHo NoaknvaTbCsl ToNbKo TeM kaneHTam, MAC-
ajZipeca KOTOpbIX COAepXartcs B Cnucke. BceM ocTasibHbIM A0OCTYN GyAeT 3anpeLleH.
+ Cnucok MAC-adpecos — cnucok MAC-afpecoB K/IMEHTOB, KOTOPbIM paspeLUeH 1Uimn 3anpeLyeH AoCTyn K
AaHHoi VAP. MoxeT cogepxaTb Ao 128 agpecos.

[nsa Toro 4TO6bI 4O6aBUTL aApec B CNUCOK, HAXXMUTE KHOMKY @ 1 B nosiBuBLUEMCS none seegnTe MAC-
agpec. YTo6bl yaanuTb agpec 13 Cnmcka, HOXMUTE KHOMKY E] B COOTBETCTBYHOLLEW CTPOKE.
Ecnv Bo3HMKNa HEO6X0AMMOCTb A06aBuTb B cnMcok MAC-agpec KNneHTa, KOTOpbIid B AaHHbIA MOMEHT

NOAK/MOYEH K 6Aa30BOI CTAHLMKN, HAXKMUTE B KOHLLE CTPOKW KHOMKY E] 1 BblGEpUTE HYXHbIA afpec 13 CNncka,
OH aBTOMaTMYeCKN [06aBMTCA B NoJe.

Mo ymonyaHuio B cnncke otobpaxaetcsa Ao 10 agpecos. [18 TOro 4to6bl yBUAETb NOJHbIV CMCOK B CNy4yae,
€C/In OH coaepxuT 6onee 10 aapecoB, HAXXMUTE KHOMKY «[Moka3aTb BCE».

10 EQ:D9:E3:VTABE:CO - x

Mokasarb BeE

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

© nocne nsmeHenus «SSID» Ha Touke 4OCTyNa B MeHI0 «AP» BO3MOXHA NOTeps JOCTYNa K KNEHTY.
Heobxoanmo cHavana nomeHsTb «SSID» Ha kveHTe B MeHIo «STAy, a 3aTemM Ha Touke JocTyna.
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6.8 MeHio STA

B meHio «STA» BbINO/HSAIETCS HACTPOiiKa knneHTa STA — Station (nanee STA).

© MeHio «STA» [OCTYIMHO TOMBbKO B peXmme yCTporcTBa «KnneHT».

6.8.1

MoameHo «KnneHT»

=L TEX WOP-3ax-LR6

MoruTopIHr Radio STA CeTeBkle HacTpoikn Cucrema - BLX0[]

Krenr > OBLLHe HACTPOiiKN

SSID WOP-3ax-LR6

VLAN ID

WVLAN Trunk
General Mode

General VLAN ID

Mpuoputer
Pexnm DeaonacHoc#

A nonsaoeatena

DSCP v

WPA3-Enterprise v

user

Mapons ®

O6LIne HaCTPOKK:

Bk/104eHO — Npy yCTaHOBNIEHHOM dhiare K/IMeHT BK/THOYEH, MHaYe — BbIK/THOYEH;
SSID — vimsa BUpTyanbHO 6ecnpoBOHON CeTH;
VLAN ID — Homep VLAN, c KoToporo 6yaeT cHUMaTbCsl MeTka npu nepegadve tpadmka Wi-Fi knmeHTam,
NOAK/TOYEHHbIM K AaHHOoN AP. Mpu npoxoxaeHun Tpadmka B 06paTHyt0 CTOPOHY Ha HETENMPOBaHHbIi
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);
VLAN Trunk — npu yctaHoBneHHOM chnare aboHeHTy nepeaaeTcs TermpoBaHHbIl Tpaduk;
General Mode — npu ycTaHOBIEHHOM chnare paspeLuaeTcs nepegada HeTerMpoBaHHOro Tpadgnka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKtoueHHoM pexume VLAN Trunk);
General VLAN ID — c ykazaHHoro VLAN ID 6yaeTt cHumatbcs meTka, 1 Tpadmk atoro VLAN npoiget Ha
KnueHTa 6e3 Tera. MNpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN Tpadvk byaeT
HaBelwmBaTbca meTka General VLAN ID;
lMpuopumem — BbIGOP cnocoba npuopuTnsaumn. OnpeaenseT nose, Ha OCHOBaHUN KOTOPOro Tpaduk,
nepegarowmiica B paguonHtepdelic, byaet pacnpegensartbca no ovepegam WMM:

+ DSCP — 6ynet aHanumanpoBartbes npuoputet n3 nons DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeT aHanu3upoBatbcs NnpuoputeT 13 nosns CoS (Class of Service) TernpoBaHHbIX

nakeToB.
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* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna Kk 6ecnpoBogHOl ceTu:

« OWE (Opportunistic Wireless Encryption) — meTopa, LuMbpoBaHusi, obecneunBatoLLmii 6e30nacHoCTb
[aHHbIX, NepefaBaeMblX N0 He3alMLEHHON ceTy;

+ WPA3 — cnocob wudppoBaHus, npu BbIbope KOTOPoro 6yaeT fOCTynHa criedytoLiasn HacTpolika:

+ Koy WPA — kno4d/naposib, Heo6xoaumbli 418 NOAKIYEHUS K BUPTYaUlbHON TOUKe
foctyna. [/ivHa kntoya coctasnser ot 8 4o 63 CMMBOJIOB.

+ WPA3-Enterprise — pexum LWMpoBaHNA kaHana 6ecnpoBOAHON CBA3M, MPU KOTOPOM K/IUEHT
aBTopusyeTca Ha ueHTpanu3osaHHOM RADIUS-cepsepe. 15 MCNonb30BaHMA AHHOTO pexnma
6e3onacHoCTH TpebyeTca ykasaTb napameTpbl NOAKNHYEHNS:

* VIMsi nosib30B8amesist — NOTWH, HeobBXoAuMbIA Ansa asTopu3auun Ha RADIUS-cepsepe;
* lMaposib — KNy/naponb, Heobxoaumblid Ansa asTopmsauun Ha RADIUS-cepBepe.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.9 MeHto «CeTeBble HaCTPONKN»

6.9.1 MogmeHto «CncTtemMHas KOHUrypauus»

LTEX  WOP-3ax-LR6

MoHUTOpHHT Radio AP CeTeerle HACTPOIKA CucTema - (Bbxom)

CucTemMHan koHdmrypauma > Mua xocta WOP-3ax-LR6
Loctyn leorpachuuecknii gomex root
VLAN ynpaenexna BrikntoueHo v
MpoToken Static A
Cratnueckuii [P 192.168.1.10
CeTesas Macka 255.255.255.0
W0z
Mepauuneit DNS

Bropuuneii DNS

* VIMsi xocma — ceTeBoe 1MS YCTPOWCTBa, 3agaeTcs cTpoka 1-63 cCMMBOMOB: TaTUHCKUE 3ar/1aBHble U
CTPOUHble BYKBbI, LMPbI, 3HAK Aeduc «-» (Aednc He MOXET ObITb NOC/IEAHUM CUMBOJIOM B UMEHN);

+ eoepaghudeckuli OOMEH — [OMEH, B KOTOPOM pacnonaraeTcs Touka AocTyna;

* VLAN ynpasneHus:.

* BebikroyeHo — VLAN ynpaBneHus He ncnonb3yeTcs,;

+ Terminating — pexwm, npu kotopoM VLAN ynpaBneHust TepMrHupyeTcs Ha 6a30BOiA CTaHLWK; B
3TOM C/lyyae y BCTPEUHbIX YCTPOWNCTB, MOAK/TIOUYEHHbIX Yepe3 paguorHTepdielic, HeT focTyna o
AaHHoro VLAN;

* Forwarding — pexwuwm, npu kotopom VLAN ynpasneHus nepefaercs Takxe B pagnonHTepdeic
(npun cooTBeTcTBYtOLLEN HAcTpoiike AP).

* VLAN ID — vpeHTudmkatop VLAN, ncnonb3yemblin on1s AOCTyna K yCTPOUCTBY, NPUHUMAET 3HaYeHus 1-
4094,

* [Mpomokos1 — BbIGOP NPOTOKOA, N0 KOTOPOMY ByAeT OCyLLecTBIATLCA nogknoyeHune no Ethernet-
NHTepdeicy yCTPOICTBa K CETU NpefoCcTaB/IeHNs ycayr nposarigepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJTHaHWIO 1 gpyrve napamMmeTpbl, Heobxoanmble s padoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBTOMaTUYeCKy;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl Ha WAN-
NHTEepdenc HazHavarTcA ctatuyecku. MNpu Boibope Tuna «Static» ANs pegakTMpoBaHnsa CTaHyT
[AOCTYMHbI CefytoLme napameTpsbl:

+ Cmamuyeckuli IP — IP-agpec WAN-uHTepdpeiica ycTpoicTea B CeTy nposaiifepa;
« Cemesasi Macka — Macka BHeLLIHel NoACETH;
* Lmo3 — afpec, Ha KOTOPbIA OTNPaB/seTca NakeT, ec/v /19 Hero He HalileH MapLupyT B
Tabnvue mapLpyTusaumm.
* lMepsuyHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepepoB. Ecnv agpeca DNS-cepsepoB He
HasHaualoTca aBTomarmyecku no npotokosly DHCP, 3aaalite nx Bpy4Hyo.

© nocne HacTpoiiku «VLAN ynpasneHvsi» BO3MOXHA NOTeps OCTyna K YCTPOICTBY.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHUTb». [151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».

R6
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6.9.2 MoameHto «[locTyn»

B nogmeHto «4ocTyn» Npon3BoOAUTCA HacTpoiiKa [ocTyna K yCTPOUCTBY nocpeacTtBoMm web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

L TEX  WOP-3ax-LR6

MoHuTOpHHT Radio AP CeTeerle HACTpoiikM Cuctema - (ebxom)

CucTemHan koHdurypayma WEB
Hdoctyn > HTTP-nopt a0
WEB-HTTPS
HTTPS-nopt 443

Telnet

<]

SSH
NETCONF

SNMP

+ [lna BKIKOYEHMA [OCTyNa K yCTPOMCTBY Yepe3 web-uHtepcpeic no npotokony HTTP yctaHoBuTe dhnar
HanpoTue «WEB». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomMeHsiTb HTTP-nopT (no ymonuyaxuto 80).
[nanasoH AonycTMMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOrO No ymonyaHuto, ¢ 1025 no 65535
BKJ/TIOUNTENBHO;

+ [ina BKOYEHMA [OCTyNa K yCTpoCcTBY Yepes web-uHtepdpeiic no npotokony HTTPS yctaHoBuTe donar
HanpoTtne «WEB-HTTPS». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomMeHsiTb HTTPS-nopt (no
yMonuyaHuio 443). jnanasoH JonycTUMbIX 3HaYEHWI MOPTOB, MOMMMO YCTAHOB/IEHHOTO MO YMOMYaHUIo, C
1025 no 65535 BKMHOUNTENBHO;

© noptbl ansa npotokonos HTTP u HTTPS He Ao/mkHbl UMETb OMHAKOBOE 3HaYeHMe.

« [lnsa BkNroveHus aocTyna K ycTpoiicTBy yepes Telnet yctaHoBuTe donar Hanpotus «Telnet». B
NOsIBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsIThb Telnet-nopT (Mo ymonuaHuio 23). AvanasoH
[0MNYCTUMbIX 3HAYEHWUI NOPTOB, MOMMMO YCTAHOBIEHHOTO MO YMon4yaHuto, ¢ 1025 no 65535
BK/IIOUUTENBHO;

+ [1ns1 BKNHOUEHMS AOCTyNa K YCTPOUCTBY Yepe3 SSH yctaHoBuTe cpnar HanpoTtue «SSH». B nosismsLLeMcs
OKHe eCTb BO3MOXXHOCTb NMOMeHsITb SSH-nopT (No ymonuaHuio 22). nanasoH AonyCTUMbIX 3HAUYEeHWi
NopToB, MOMMMO YCTaHOBJ/IEHHOIO N0 yMon4yaHuto, ¢ 1025 no 65535 BKNHOUNTENBHO;

+ [1ns BkNtoUeHns goctyna K yctponctey uepe3d NETCONF yctaHoBuTe dpnar Hanpotme «NETCONF».
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MporpammHoe o6ecneveHne WOP-3ax-LR6 no3sonset n3meHsaTb KOHQUrypauuio yCTponCcTBa, NPOBOAUTL
MOHUTOPVWHI COCTOSIHUSA 6a30BOI CTaHUMW 1 ee AaTUMKOB, a Takke yrnpaB/ifaTbh YCTPOWCTBOM UCNO/b3YS
npotokosn SNMP.

SNMP
Maponk Ha YTeHWe public
[Mapont Ha 3anuck private

AQpec ANA NPUEMA Tpanoe v1

Alpec 4nA npMéaMa Tpanos v2

AJpec ANA NpUEMa
coofLeHWi Inform

CMCTEMHOE WMA YCTPORCTES WOP-3ax-LR6
KOHTaKTHaRA MHOPMAaLMA Contact
NPOW3B0AMTENA
IMECTONONOHEHWE YCTPORCTES Russia
Maponk B Tpanax trap

YcTponcTBO noaaepxueaeT NpoTokosbl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[na nameHeHns napameTtpoB SNMP-areHTa yctaHoBuTe donar Hanpotme «SNMP», nocrne 3Toro ctaHyT
[OCTYMHbI CriefyoLlme HacTPOMKN:

Maposib Ha YmeHue — Naposb Ha YTeHne napameTpoB (06LLEeNpPUHSATLINA: public);

Maposib Ha 3anuck — Naposib Ha 3anMchb NapameTpoB (06LLEeNPUHATLIN: private);

Adpec ons npuéma mparnos vl — IP-agpec nnn ooMeHHoe UMsA NnpueMHuka coobuleHmii SNMPv1-trap B
topmarte HOST [COMMUNITY [PORT]];

Adpec 07151 npuéma mparos v2 — IP-agpec nnn ooOMeHHoe UMs NnpuemMHuka coobuleHmii SNMPv2-trap B
topmate HOST [COMMUNITY [PORT]];

Adpec 0515 npuéma coobweHuli Inform — IP-agpec nnvm OMeHHOe NMSA NpueMHuKa coobueHunin Inform B
topmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMS YCTPONCTBa,;

KoHmakmmHasi uHghopmayusi npou3sooume/isi — KOHTakTHast MHpopMaunsi NPon3BoanTeNA YCTPONCTBE;
MecmornonoxeHue ycmpolicmsa — nHopmMauusa 0 MeCTOMONOXEHUN YCTPOCTBa;

Maposib 8 mMpanax — naposb, coaepxallmiics B Tpanax (no ymonuyaxuto: trap).

Hwxe nprvBefeH CNcok 06bEKTOB, NOAAEPXKMBAEMbIX OJ/19 YUTEHUS U KOH(PUTypMpoBaHUS NOCPeACTBOM
npotokona SNMP:

eltexLtd.1.127.1 — MOHUTOPMHI NapamMeTpoB 6a30BOI CTaHLMK;
eltexLtd.1.127.3 — ynpaBneHue 6a30B0Ol CTaHLUMeR;
eltexLtd.1.127.5 — koHchurypupoBaHue 6a30B0I CTaHLUN.

eltexLtd — 1.3.6.1.4.1.35265 — naeHtudmnkarop npeanpusatmsa «NTTEKC».

[Nsi BCTYN/IeHUSI B Uy HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».

47



PykoBoacTtso no akcnayatauum WOP-3ax-LR6

6.10 MeHto «Cuctema»

B mMeHi0 «CrcTeMa» BbINOHAKTCA HACTPONKM CUCTEMBI, BPEMEHMU, XypHaUia syslog, Npon3BoanTca cMeHa
naposs, BbIrpy3ka/3arpyska KoHdurypawmmn, 06HOBMNEHME NPOrpaMMHOro obecnevyeHns u nepesarpyska
ycTpoicTBa.

6.10.1 MogmeHto «O6HOBNEHME O ycTponcTear»

MoameHo «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Hav4eHo 418 0GHOBMEHNS NPOrPaMMHOI0 0becnevyeHuns
yCTpOWCTBa.

~I TEX  WOP-3ax-LR6

MoHuTOpUHF Radio AP Ceteskle HacTpoiikm Cuctema - (ebrom)

OBHoenenue M0 yetpoitctaa » Axtueran eepcua 10

Koscpurypauyes Peseperan sepcua 10

Axmyanstan eepcus (10 docmynHa no adpecy: hitp:/eltex-co. nu'support/downloads/

Mepezarpyzka
®aiin obHoeneHuA MO Buibepute dhaiin | daiin He siGpan
Maponk

HypHan

[ara v epeMA

+ AkmusHasi sepcusi 10 — Bepcus NPorpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOWNCTBE,
paboTaloLlias B aHHbI MOMEHT;
* Pe3epsHas sepcus 10 — Bepcusa NporpaMMHOro obecneyvyeHuns, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYH MOXHO nepekntounTbes 6e3 3arpysku taina MNo;
+ Cdeslamb akmusHoU — KHOIMKa, N03BONIAIOLWANA caenaTh pe3epBHyto Bepcuto MO akTUBHOW, ANs
3TOro noTpebyeTcsa nepesarpyska ycTpoinctea. AKTBHas Bepcus MO B 3TOM criyvae CTaHeT
pe3epBHOIA.

OG6HoBEHWE NPOrpaMmMHOro obecnevyeHms

3arpysute cpaiin MO c caiita hitp://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha KomnbtoTepe. Nocne
3TOr0 HAXMUTE KHOMKY «BblbepuTe haiiny» B none ®ads 06HosneHus N0 n ykaxuTe nyTb K chainny MO B
dhopmare .tar.gz.

[nsa 3anycka npotecca 06HOBIEHNS HEOOXOAVMO HaxKaTb KHOMKY «3anycTuTb 06HOBNEHUE. [pouecc
06HOB/EHNSA 3aliMET HECKONbKO MUHYT (0O ero TekyLlem ctaTtyce ByAeT ykasaHOo Ha CTpaHuLe), mocse Yero
YCTPOICTBO aBTOMATUYECKM Nepe3arpy3nTcs.

© 06HoBnATL MO cnepyeT cHavyana Ha knueHTe STA, a 3aTeM Ha Touke goctyna AP.

€ He oTkntouaiiTe NUTaHMe YCTPOICTBA, He BbINOMHSANTE ero nepesarpysky B npolecce o6HosneHus MO.
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6.10.2 TMoameHto «KoHurypaums»

B noameHto «KoHpurypaums» BbINOMHSAETCA COXPaHEHMe TeKYLLE KOHUrypaLumum n BOCCTaHOB/EHUE.

CITEX  WOP-3ax-LR6

MoHUTOpPUHT Radio AP CeTeBkle HacTpoikK Cuctema - (esxon)

OBHoenenwe M0 yerpoiictaa Monyunte apxue koHcMrypawpm c r* Crauate
yCTpoicTEa

Kondwrypauma »

3arpy3MTh apXME KOHDMTYPaLMKM Ha ®aiin He BbiBpan

Mepezarpyaka YCTPOHCTED

Mapone

CBpoc Ha 2ae0/CKMe HACTPORKM CoxpaHuTs napameTps AocTyna

HypHan

[ata v epemA

MNonyyeHne KoHduUrypaumm

UT06bI COXPaHWUTb TEKYLLYHO KOHGIUIYpaLMo YCTPOACTBA Ha JIOKa/IbHbI KOMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBAEHME KOHdIMIYpaLMn

[lns 3arpy3ky COXpaHEHHOro Ha JI0Kas/lbHOM KOMMbIoTEepe dhaina KoHUrypauum Ncnonb3yeTcs NyHKT
«3arpysuTb apxuB KOHUrypauum Ha yCcTpoincTeo». 19 06HOBNEHUST KOH(IUIYpauum yCTPONCTBA HAXXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumusa npUMeHSeTCA aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc yCTpoiicTBa K 3aBOACKMM HACTPOKaM

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbLIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu aktnempoBaH donar «CoxpaHuTb NapameTpbl A0CTyNay, T ByAyT COXpaHeHb! Te napaMeTpsbl
KOHDMrypaLmm, KoTopble OTBEYAKT 3a A0CTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiiku focTyna no
Telnet/SSH/SNMP/NETCONF/Web).

6.10.3 TMogmeHto «lMepesarpyska»

[nsi nepesarpy3ku yCTpoiicTBa HaXMKTe Ha KHOMKY «[epesarpy3kar. [Mpouecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

CITEX  WOP-3ax-LR6

MoHUTOpUHT Radio AP CeTeskle HACTPOMKK Cuctema - (eexon)

~ ~ i ~
OBroenenue MO yeTpoiicTea Mepesarpy3ka ycTpoicTea

Kondwrypayua
Mepezarpyaka »
Mapons
AypHan

[ara n epema
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6.10.4 TMoameHto «Maponb»

Mpw BXoge yepes web-uHtepdeiic agMmHucTpaTop (Naponb No yMonyaHuio: password) MMeeT NosHbIA 4ocTyn
K YCTPOWCTBY: YTEHME U 3aMunCb NIHOObIX HACTPOEK, MOJTHbIA MOHUTOPUHT COCTOSIHUA YCTPOCTBA. N1 CMEHbI
naposisi BBeAMTE HOBbI Naposib cHavYasia B none «Maposb», 3aTeM B nose «MoaTeepxaeHve napons» u
HaXXMUTE KHOMKY «[IpUMEHUTb» AN1s1 COXPaHEHUSI HOBOTO Naponsi.

"I TEX  WOP-3ax-LR6

OtHoenexwe MO ycTpolicTea
KoHdmrypauna
Mepeszarpyaka

Mapone »

Mapone

n oATeESpHOeHUE NaponA

MoHUTopUHT Radio AP CeTeble HAacTpoiik1 Cucrema -

(Bbxon)

HypHan

[ata 1 epema

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.10.5 TMoameHto «KypHan»

MNMoameHto «KypHan» npefHa3Ha4yeHo A/18 HaCTPOWKN BbIBOA4A Pa3HOro poja O0TN1af0uHbIX COOOLLEeHNIA
CUCTEMbI B Le/IAX 06HapYyXXeHnst NpuymH npobnem B paboTe ycTpoincTaa.

- TEX  WOP-3ax-LR6

MoHUTOpMHT Radie AP CeTeBble HacTpOAKK Cucrema - (Bbixoq)

Kondmrypauua
Mepeszarpyaka

Mapone

O6Hoenenve MO ycTpoicTea Pexam

Appec Syslog-cepsepa
MopT Syslog-cepeepa

Pazmep daina, kb

Cepeep 1 daiin ~
syslog.server
514

1000

HypHan »

[ara 1 epema

+ Pexum — pexum paboTbl Syslog-areHTa:
« Jloka/ibHbIl ¢halin — HhopMaLUs XypHasia COXpaHaeTcsl B IOKa/ibHOM doaiinie 1 AoCcTynHa B
web-nHTepdelice ycTpoiictBa Ha Bkiagke «MOHUTOPUHI/XKypHan coObITUiAx,
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasBiseTca Ha yaaneHHblli Syslog-cepsep u
COXpaHsieTcs B /IOKa/IbHOM chaiine.
+ Aodpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepeepa;
« Mopm Syslog-cepsepa — NopT Ans BXoAswmx coobleHunii Syslog-cepeepa (no ymonuanuto 514,
[onycTUMble 3HaueHust 1-65535);
* Pasmep ¢palina, kb — MakcuMasbHbIi pasmep gpaiina xypHana (gonyctumMble 3HadeHust 1-1000 kB).

[Nsi BCTYN/IeHUSI B CU/y HOBOM KOHQOUIypaLumn 1 3aHECEHNS1 HACTPOEK B SHEPTOHE3aBCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI NU3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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6.10.6 TMogmeHto «[aTta n Bpems»

B nogMeHto «jata u BpeMsi» MOXXHO HACTPOWUTb BPEMs BPYUHYH MM C MOMOLLbIO MPOTOKO/Ia CUHXPOHM3aLMN
BpemeHn (NTP).

6.10.6.1 Bpyu4Hyro

= TEX  WOP-3ax-LR6

MoruTopiHr Radio AP CeTeskle HACTPOMKK Cuctema - (ewixog)

OBHoeneque MO ycrpoiictea Pexam @ Bpyunyw ) NTP cepeep

Kondpmrypawya [ara u Bpema yctpoiictea  20.11.2024 12:36:19 | # Penaxmposan
Yacoeoit noAc Mockea, Poccun A
Mepezarpyaka
BrrounTe nepexoq Ha netHee epema

Mapons

WayoHan Nepexoq Ha NeTHee BpeMA (He exibpaHo) (He esibpano) (He ewibpako] B - 1 -
ypHa.
Data 1 pena > Mepexon Ha suMHes BpeMA (He ewibparo) (He anibpano) (He smbpano) (B — |1 —

Copur BpeMeHy (MUH.) 60

+ [ama u spemsi ycmpolicmsa — farta v BpeMs Ha YCTPOCTBE B faHHbI MOMeHT. Ecnn TpebyeTca
KOppeKuus, HaXMuTe KHOMKY «PefakTmpoBaTby,
+ [ama, spemsi — 3afiaiiTe TEKyLLYI0 AaTy U BPEMS U HAXXMUTE KHOMKY «Tekyllas gara u Bpems»
[Ns ycTaHOBKM BpemeHu MK Ha ycTpoIiCcTBO;
+ Yacosol rnosic — no3BOMIAET YCTAHOBUTb YaCOBOW MOSC B COOTBETCTBUMN C GAMKAALLMM FOPOAOM B
BalLeM pervoHe 13 3aZlaHHOro Crmcka;
* Bk/iouums nepexod Ha siemHee speMsi — Npu YCTaHOB/IEHHOM piare nepexof Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3af,aHHbIV NEPUOL BPEMEHN:
* [Nepexod Ha /ilemHee BpeMsi — [ieHb 1 BpeMs, Korga 6yeT BbINOHATLCA NePexXos, Ha leTHee
BpewmS;
* [Nepexod Ha 3uMHee BpeMsi — [eHb 1 BPeMs, Koraa 6yAeT BbINOMHATLCA NePexos Ha 3VMHee
BpewmS;
+ CoBue spemeHu (MUH.) — Nepuog, BpPEMEHN B MUHYTAX, Ha KOTOPbIN BbINOHAETCA CABUT BPEMEHW.
MoxeT npuHumarthb 3HavyeHue oT 0 go 720 MuH.

[N BCTYNNeHWs1 B CUYy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.10.6.2 NTP-cepsep

CITEX  WOP-3ax-LR6

MoHUTOpUHT Radio AP CeTeskle HACTPOIKKM Cuctema - (eexon)

O6Hoanenne NO yeTpoiicTea Peztam ) Bpyunyio @ NTP cepeep
Kordnryparus [ata v BpemMA ycTporcTEa 20.11.2024 12:37:08

NTP cepeep pool.ntp.org
MNepesarpyaka

Yacoeoii nosc Mockea, Poccua hd
Mapons

P BireounTe Nnepexoq Ha NeTHee Bpema
Hypran

[lava u Bpews > Mepexoa Ha neTHee BpeMA (He exibpaHo) (He ewibpaHo) (He enibpano) B -

Mepexog Ha auMHes BpeMA (He exibpaHo) (He enibpaHo) (He eoibpano) B -

Coeur BpeMeHd (MyH.) 60

+ [NpumeHTs *® OTmeHa

+ [lama u spemsi ycmpolicmsa — fata U BPeMsi Ha YCTPONCTBE B faHHbIi MOMEHT;
* NTP cepsep — |IP-agpec/noMeHHOe NMA cepBepa CUHXPOHMU3aLUn BpeMeHn. Bo3aMoxHO 3aaatb agpec
NN BblIGpaTb U3 CYLLECTBYIOLLENO CMUCKa,;
+ Yacosol rnosic — no3BOMSET YCTAHOBUTb YaCOBO MOAC B COOTBETCTBUUN C 6vKaiLLMM rOpoLoM B
BalleM pervoHe u3 3alaHHoro Crucka,;
* Bk/mo4umsb rnepexod Ha /iemHee speMsi — Mpu yCTaHOB/IEHHOM dp/iare nepexop, Ha neTHee/3nMHee
BpeMs OyAeT BbINO/IHATLCA aBTOMaTUYeCKN B 3a[jaHHbI NepuoL, BpeMEHN:
+ [Nepexod Ha silemHee BpeMsi — leHb U BpeMs, Koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
*+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMS, Korga 6yAeT BbINONHATLCA Nepexos Ha 3uMHee
Bpewms;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTAX, Ha KOTOPbII BbINOMHSAETCA CABUT BPEMEHM.
MoxeT npuHmaTb 3HaveHune oT 0 o 720 MUH.

[Nsi BCTYN/IEHUSI B Uy HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBUCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHMNI HAXXMUTE KHOMKY «OTMEHA».
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7 Tpumep HacTpoiikM 6a30BO CTaHLU MK

B gaHHOM pasgene npusefeH NnpuMep nepBoHavasibHOW HACTPONKM YCTPONCTB A/18 OpraHm3alm COBMECTHOro
dhyHKUMOHMpoBaHusA 6a3oBoii ctaHumm WOP-3ax-LR6 n aboHeHTckmnx ctaHumii WB-3P-LR6.

@

WOP-3ax-LR6

WB-3P-LRe

CHHXpOoHM3aLMA

"

=@
s Paytep

=
- =LA
TV r|pv||:1.|

PucyHok 22 — Cxema npumeHeHns WOP-3ax-LR6

© B agpecHoii cTpoke 6pay3epa BeeauTe IP-agpec yctpoiictsa (no ymonuaHmio 192.168.1.10, ecnu
YCTPOICTBO He nosnyunno agpec no DHCP). Mpwu ycnewHomM NoAKAYeHnn K YCTPOCTBY NOSIBATCS
OKHO C 3anpoCcoM JI0TuHa 1 napons. 3anofiHUTE NOAS U HAXKMUTE KHOMKY «BoiTu». Mo ymonyaHuo —

norvH: admin, naposnb: password.

WOP-3ax-LR6

BeegwTe napons

Ecnu 310 OKHO He nosiBUIOCh, ybeauTech, uto MK HaxoanTcsi B O4HOM CETU C yCTPONCTBOM.

HacTpoiika To4km goctyna AP:
1. Mo ymonuyanuio yctpoiicteo WOP-3ax-LR6 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnun agpec He
Obl/1 MOTyYEH, NOAKNIOUNTBLCS K YCTPONCTBY MOXHO No 3aBoackomy IP-agpecy: 192.168.1.10, macka

noacetun: 255.255.255.0.
2. Heobxogumo 06HOBMTL MO yCcTpoiicTBa Ha akTyanbHOEe corfiacHo pasgeny «O6HosaeHne 10

yCTpOliCcTBa».
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3. B meHio Radio BbINO/MHUTE NpeaBapuTenibHy0 HacTpPovKy pagnovHTepdelica. BolibpaTb KaHau nepegayun
[aHHbIX 1 yKa3aTb pacCTosiHMe Mexay YyCTPONCTBaMu B KUJIOMETpax.

4. CoxpaHuTe HaCTPOWKN HaXKaB Ha KHOMKY «[IpUMEHUTb».

5. B meHto AP B none «SSID» ykaxunte naeHtudmkatop 6ecnpoBOfHOR CETH, K KOTOpOMY byaeT
MOAK/THYATLCA K/TUEHT.

6. B none «Pexum 6e3onacHoCTn» BbIbepuTe pexmnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLIECTB/IAETCA
ayTeHTUMKaumsa B JaHHON CETU 1 3a[aiTe KoY, eC/IM UCNOMb3YETCA CeTb C LWNpoBaHNEM.

7. CoxpaHuTe HaCTPOIKW, HaXaB Ha KHOMKY «[TpUMeHUTbY.

HacTpoiika knvenTa STA ansa nogknwoyeHuns K AP:

1. Mo ymonuyanuio yctpoiicteo WOP-3ax-LR6 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnun agpec He

6b1/1 NONTyYeH, NOAKMHUNTLCA K YCTPOMCTBY MOXHO MO 3aBoAackoMy IP-agpecy: 192.168.1.10, macka

noacetun: 255.255.255.0.

Heobxoanmo o6HOBUTL O ycTpoiicTBa Ha akTyasibHoe cornacHo pasgeny «O6Hosnenne Mo

yCTpOWCTBay.

Ecnv ana nogknioyeHus K cety nposalifepa Ucnosb3yloTcs cTaTnyeckne nnmn AedoNnTHbIe HACTPONKK, TO

B MeHI0 «CeTeBble HACTPOMKM» B nosie «[pOTOKOM» HYXXHO BblObpaTb 3HaYeHue «Staticy, 3ano/HUTbL Noss

«CTaTtndeckuii IP», «CeTeBasi Mackar, «LLinto3».

B meHto STA B none «SSID» ykaxunte ngeHtndmkatop 6ecnpoBofHOR CETU, K KOTOPOIA HE06X0AMMO

NPOU3BECTU NOAK/THOUEHNE.

5. B none «Pexum 6e3onacHoOCTn» BbIbepUTE pexmnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTB/IAETCA
ayTeHTUmKaumsa B JaHHON CETU 1 3a[aiTe K1Y, eC/IM UCNONb3YEeTCA CeTb C LWNpoBaHNEM.

6. lMocne HaxaTunst Ha KHONKY «MpUMEHUTb», KIIMEHT BbINOAHUT Nouck ykazaHHoro SSID B achupe n npu
O06HapPY>XEeHUN BbINOSTHUT NOMNbITKY NOAKNHOYEHUS K TOYKE A0CTyNna C yKa3aHHbIMU napaMeTpamu.

7. lMpoBepbTe, 4TO B MEH0 «MOHMTOPUHI» B pasaene «becnpoBogHbIe KNNMEHTbI» MOSBMAACL TOYKa AoCTyna
AP. MNpoBepbTe A4OCTYNHOCTb TOUKM gocTyna AP nepelias B agpecHol cTpoke 6paysepa no IP-agpecy
yCTpOWCTBa.

N

w

>

Ecnu BCce NyHKTbl ONUCaHHbIE BbIWE BbINO/IHEHbI YCMNELLHO, TO 6€CNPOBOAHOE COEANHEHNE MEXAY
YCTPOWMCTBaMM HAaCTPOEHO.
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8 YnpaBneHue ycTpoOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

[na nepexofa B peXum KOHUIyprpoBaHus BBeanTe koMaHay configure.

[na oTobpaxeHns MMEKLLMXCA HaCTPOEK OnpeaeneHHoro pasgena KoHdurypaum BBegmTte KoMaHay
show-config.

[ns nonyyeHusa noackaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnagke) [Shift + ?].

[na nonyyeHns cnucka napameTpoB, 4OCTYMHLIX 419 pefakTMpoBaHUA B JaHHOM pasaerne
KOHpurypaumm, HaxmuTe knasuwy Tab.

[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.

[ns nepexofa B npeablayLUnii pasgen KoHurypaumm BeeguTe kKomaHay exit.

[ns BbIxoAa 3 pexumma KoHpurypnpoBaHus BBeagnte komaHay end.

)

HacTpoliky Heo6X0AMMO HauYMHaTb CO BCTPEYHOMN CTaHUuUM BO U3bexaHne notepu CBA3MU C
YCTPONCTBOM.

8.1 TMopakoyeHne K yCTponcTBy

Mo ymon4yanuto yctpoiictBo WOP-3ax-LR6 HacTpoeHo Ha nonyyeHune agpeca no DHCP. Ecnn agpec He 6bin
nosy4eH, NOAKMHYNTLCA K YCTPOIMCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

3aBsogackoii IP-agpec yctpoiictea WOP-3ax-LR6: 192.168.1.10, macka nogcetn: 255.255.255.0.

MoakntoueHne K yCTPOCTBY OCYLLLECTB/ISIETCS C MOMOLLb0 SSH:

ssh admin@<IP-agpec ycTpoiicTBa>, Aanee BBOAUM Napo/ib
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8.2 HacTtpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTUYeCcKUX ceTeBbIX NapameTpoB

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# bro

WOP-3ax-LR6(config):/interface/br0# common

WOP-3ax-LR6(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |P-agpec WOP-3ax-LR6)
WOP-3ax-LR6(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WOP-3ax-LR6(config):/interface/br0/commont# dns-server-1 X.X.X.X (rge X.X.X.X — |[P-agpec dns-cepeepa Neol)
WOP-3ax-LR6(config):/interface/br0/commont# dns-server-2 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa No2)
WOP-3ax-LR6(config):/interface/br0/commont# protocol static-ip (13veHeHne pexvva paboTel ¢ DHCP Ha
Static-IP)

WOP-3ax-LR6(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WOP-3ax-LR6(config):/interface/br0/commont exit

WOP-3ax-LR6(config):/interface/br0# exit

WOP-3ax-LR6(config):/interface# exit

WOP-3ax-LR6(config):/# route

WOP-3ax-LR6(config):/route# default

WOP-3ax-LR6(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afpec cetn nnn y3na HazHadyeHns,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WOP-3ax-LR6(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetn HazHavyeHus, a5
MapLupyTa no ymosdaHuto — 0.0.0.0)

WOP-3ax-LR6(config):/route/default# gateway X.X.X.X (rae X.X.X.X — |[P-agpec wio3a)
WOP-3ax-LR6(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# bro

WOP-3ax-LR6(config):/interface/br0# common

WOP-3ax-LR6(config):/interface/br0/commont# protocol dhcp (13veHeHre pexxuma paboTsl ¢ Static-IP Ha
DHCP)

WOP-3ax-LR6(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)
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8.2.1 HacTpolika ceTeBbIX NapameTpoB C NOMOLLbIO YTUINUTLI Set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-3ax-LR6(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WOP-3ax-LR6(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTarnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — Lu/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-3ax-LR6(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (e X — VLAN ID,
NCNoNb3yeMblli 4118 AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAUYEHMS: 1-4094)

Cratnyeckme HacTpoOKu

WOP-3ax-LR6(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHne ceTeBbIX HACTPoeK no DHCP

WOP-3ax-LR6(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCMNONb3yeMbIli AN1A AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMSA: 1-4094)

Cratnyeckme HaCTPOKK

WOP-3ax-LR6(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HaUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WOP-3ax-LR6(root):/# save (coxpaHeHve HacTpoek)
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8.2.2 HacTpolika ceTeBbIx napameTpos IPv6

@ Mo ymonuanunio 4oCTYN K YCTPOICTBY Mo NpoTokony IPV6 Ha Touke J0CTyna OTK/IOUEH.

BK/loueHue goctyna K yCTpoicTByY No NpoTokosny IPv6e

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# bro

WOP-3ax-LR6(config):/interface/br0# common

WOP-3ax-LR6(config):/interface/br0/commont# ipvé

WOP-3ax-LR6(config):/interface/br0/common/ipv6# protocol dhcp (nonyueHvie ceteBbix napameTpos IPv6 no
DHCP)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# enabled true (Bk/it0ueHve f0CTyNa K YCTPOUCTBY M0
npotokony IPve. Ana oTkoveHns seegute false)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)

HacTtpoiika cTaTuyeckux ceTeBbixX napameTpoB IPv6

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# bro

WOP-3ax-LR6(config):/interface/br0# common

WOP-3ax-LR6(config):/interface/br0/commont ipvé

WOP-3ax-LR6(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX: XXXX: XXXX:XXXX:XXXX:XXXX
(rae XXXX:XXXX:XXXXXXXX XXX XXXX XXX X:XXXX — cTaTndeckuii IPve-aapec yctporictBa WOP-3ax-LR6)
WOP-3ax-LR6(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npechuke crarnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o yMo14aHuo: 64)
WOP-3ax-LR6(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTtcs |Pv6-
npedounke, Hanpumep, 3211:0:0:1234::/64)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# dns-server-1

XOOOCE XXX XXEXX XX XXX EXXXXTY (rae XXXXXXXXXXXX XXX XXX XXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepsepa Nel ¢ npedorkcom)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# dns-server-2

XOOOKEXOOOK XXX XXXEXXXX XXX EXXXXTY (roe XXXX:XXXXXXXX: XXX XXXXEXXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepBepa Ne2 ¢ npedonkcom)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t04eHVE 1CMO/b30BaHNSA
cTaTnyecknx ceTeBblx IPv6 MapameTpoB. s Nosly4yeHmns CeTEBbIX NapameTpoB IPv6 no DHCP BBeanTe
dhcp)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# enabled true (Bk/1l0ueHVe 4OCTYNa K YCTPOUCTBY M0
npotokony IPv6. 18 oTkntoveHus seeaute false)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# save (COXpaHeHne HacTpoek)

_= = =
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8.3 HacTtpoliku Radio

[na Toro 4To6bl M3MEHUTL PaAMoKaHaUl, LUMPKHY NOMNOCLI KaHaa UM MOLHOCTL, UCMO/b3YliTe cneaytoLime
KOMaH/bl:

CMeHa paguoKaHasa, WWMPUHbI NOJIOChI U MOLHOCTU paauouHTepdelica

WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WOP-3ax-LR6(config):/interface/wlan0/wlan# radio

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MOLLHOCTY B ABM)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# channel X (rze X — HOmep cTaTnyeckoro kaHana, Ha
KOoTopoM 6yaeT paboTaTb YCTPONCTBO)

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wunpuHa kaHana)

—_ e~~~ —~
===

© cCnucku AOCTYNHbIX KAHAN0B
Ana Radio 6 Ty ansa BbIGOpaA AOCTYNHbI cneayloume kaHanbl (Poccus (RU)):
* npu wupuHe kaHana 20 Mlry;: 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77,
81, 85, 89, 93.
* Mpu wupuHe kaHana 40 MIy;
« ecnun «control-sideband» = lower: 1, 9, 17, 25, 33, 41, 49, 57, 65, 73, 81, 89.
+ ecnun «control-sideband» = upper: 5, 13, 21, 29, 37, 45, 53, 61, 69, 77, 85, 93.
* npu wupuHe kaHana 80 Mlry;: 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77,
81, 85, 89, 93.
* npu wupuHe kadHana 160 Mlry; 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73,
77,81, 85, 89, 93.

Ana Radio 6 Ty anA BbIGOpaA AOCTYNHbI cneayloume kaHanbl (bes orpaHunuenuii (ALL)):

* npv wnpuHe kaHana 20 Mry;: 1, 5,9, 13, 17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77,
81, 85, 89, 93,97,101, 105,109, 113,117,121, 125, 129, 133, 137, 141, 145, 149, 153, 157, 161,
165,169, 173,177,181, 185, 189, 193, 197, 201, 205, 209, 213, 217, 221, 225, 229, 233.

* npv wnpuHe kaHana 40 Mry;: 1, 5,9, 13, 17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77,
81, 85, 89, 93,97,101, 105,109, 113,117,121, 125, 129, 133, 137, 141, 145, 149, 153, 157, 161,
165,169, 173,177,181, 185, 189, 193, 197, 201, 205, 209, 213, 217, 221, 225, 229.

* npv wnpuHe kaHana 80 Mrruy;: 1, 5,9, 13, 17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77,
81, 85, 89, 93,97,101, 105,109, 113,117,121, 125, 129, 133, 137, 141, 145, 149, 153, 157, 161,
165,169, 173,177,181, 185,189, 193, 197, 201, 205, 209, 213, 217, 221.

* npv wWnpuHe kaHana 160 Mry;: 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73,
77,81, 85, 89,93,97,101, 105,109, 113,117,121, 125,129, 133, 137, 141, 145, 149, 153, 157,
161,165,169, 173,177,181, 185, 189, 193, 197, 201, 205, 209, 213, 217, 221.

8.3.1 [JononHutenbHble HacTpoiikn Radio

N3meHeHUue cTpaHbl

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# country X (napametp X MOXeT npuHumMmarh 3HaveHne: RU,
ALL)
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N3meHeHne pexnma paboTbl paguonHTepdeiica

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# work-mode X (rae X — pexuvm paboThbl
paanouHTepdeica cornacHo ctaHaapTy IEEE 802.11. BO3MOXHbIe 3HAUYEHNS: ax)

N3mMeHeHUe OCHOBHOrO KaHaa

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# control-sideband lower (napaverp MoXeT npuHuMaTh
3Ha4yeHue: lower, upper. 10 ymonyaHuto: lower)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3awWmMTHOro UHTepBana

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# sgi true (Bk/110ueHME NCNOBL30BaHNSA YKOPOYEHHOTO
3alUMTHOrO MHTepBasia ANs nepegayn AaHHbIX — 400 He, BMecTo 800 H. [11a oTktoueHmns BeeauTe false)

BknoueHune STBC

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# stbc true (Bk/10ueHVe MeTOAa NPOCTPAHCTBEHHO-
BPEMEHHOro 6/104HOro KoaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAAEXHOCTM nepeaaydn
AaHHbIX. Ana oTknoveHnsa seeaute false)

BknioueHue arperauumn

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1t0ueHve arperalmm Ha Radio —
nognepxxkn AMPDU/AMSDU. ina oTkioyeHnsa seeguTe false)

BK/1lOUEHME UCNO/Ib30BaHUA KOPOTKOIi NpeamMGy bl

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# short-preamble true (Bx/110ueHVEe NCNOIL30BaHNSA
KOPOTKON npeambynbl naketa. s oTknoveHns seeaute false)

BkitoueHne (oMKCUPOBaHHOW KaHa/IbHOI CKOPOCTU Nepegayun

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# fixed-rate X (rae X — HassaHve MOAYALNN 3ar/1aBHBIMY
6ykBamun 6e3 npobenos, Hanpumep, OFDM54, MCS15. Pa3pelueHHble 3Ha4YeH1s onpesensatTca peXxmmom
paboTbl pagnonHTepderica 1 LUMPUHOIN NOAOCHI KaHana)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# enable-fixed-rate true (Bk/110unTL (hrikcrpoBaHHyO
KaHa/IbHYH0 CKOPOCTb nepegayn. ns oTknoyveHns seeguTe false)

HacTpolika Distance

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# max-distance X (r7e X —paccTtosHve mexay
yCTpolicTBamu B KusioMeTpax. BoamoxHble 3HaueHus: 0-36. Mo ymonyaHuto: 0)
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HacTtpoiika uHtepsana DTIM

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# dtim-interval X (rge X — nHtepsasi DTIM. BO3MOXHbIe
3HauYeHust: 1-255. Mo ymonyaHuio: 64)

BkitoueHve QoS 1 M3MeHeHue NnapaMeTpoB

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# qos
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos# enable true (Npv BK/IOUYEHHOW 0NN NPUMEHSOTCS
napameTpbl EDCA, 3agaHHble B KOHUrypaumu. s otkaodeHms seeaute false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS 6a30B0/
CTaHuuu (Tpadmk nepegaeTcsa oT 6a30BON CTaHLUMN K BCTPEYHOMY YCTPOICTBY))
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napametpos EDCA ans
HW3KONPUOPUTETHOIN ovepean (NpropuTeTbl 802.1p: csl, cs2))
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxvaaHnsa kagpos
[AaHHbIX, U3MepsieMoe B cnotax. MNpuHMMaeT 3HadeHus: 1-255)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauasibHOe 3HaveHve
BPEMEHM OXUAaHNs nepes NOBTOPHOWN OTNPAaBKON Kaapa, 3afaeTcs B MunancekyHgax. MpuHuvaet
3HaueHus: 1, 3,7, 15,31, 63, 127, 255,511, 1023. 3Ha4yeHne cwMin He MOXET NpeBbIlLaTh 3HaYeHne cwMax)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — maxkcumansHoe
3Ha4YeHVe BPEMEHN OXMAaHMA nepes NoBTOPHOM OTNPaBKOol Kagpa, 3a4aeTcs B MUI/IUCEKYHAAX.
MpuHUMaeT 3HaveHns: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax A0/HKHO ObiTb 60NbLUe
3HayeHust cwMin)

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHtepsasn BpemeHn, B
MUIIMCEKYHAAX, Koraa BcTpeuHass WME-CTaHLmMa MMEET NpaBo UHULMMPOBATbL Nepegady AaHHbIX No
6ecnpoBoHOl cpeae K 6a30B0N CTaHUMN. MakcMMasibHOe 3HavYeHne 65535 MUNNNCEKYHA)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpolika napameTpos QoS BCTPeYHO
CTaHuun (Tpadmk nepegaeTcsi OT BCTPEYHON CTaHUMK 40 6a30BOWA CTaHLmMK))

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiiku edca-ap.
HacTpoiika napameTpoB 4/1a ouepegeii be, vi, vo aHanornyHa HacTporike napameTpoB ans ovyepegn bk.
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8.4 HacTtporika DHCP onuwnn 82
Pexumbl paboTtbl DHCP snooping:

* ignore — o6paboTka onuun 82 oTkNKOYEeHa. 3Ha4YeHMe N0 YMOTHaHNIO,
+ replace — Touka gocTtyna noAcTaBAseT UanM 3aMeHsIeT 3HaYeHne onuumn 82;
* remove — To4YKa [0CTyna yaasifaeT 3HavyeHne onummn 82.

N3MmeHeHue pexuma pa6oTbl DHCP onuuu 82

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# wlan0

WOP-3ax-LR6(config):/interface/wlan0# common

WOP-3ax-LR6(config):/interface/wlan0/common# dhcp-snooping
WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bb160p
paboTbl DHCP snooping B peXxvnmMe 3ameHbl U NOACTaBIEHNS onummn 82)

Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTka obpaboTku onummn 82 replace, To ANA KOHUIYppPOBaHUS
CTaHOBSATCA AOCTYMHbI CAeAyoLe napameTpbl:

HacTtpoiika napameTpoB onuuu 82

WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3aveHa cogepxnmoro CID Ha 3HaveHne, ykazaHHoe B napametpe dhcp-option-82-customcCID.
MapameTp MOXeT NpMHUMaTh 3HaveHusi: APMAC-SSID — 3ameHa cogepxmumoro CID Ha <MAC-agpec TOUKU
Aoctyna>-<mms SSID>. SSID — 3ameHa cogepxumoro CID Ha nms SSID, K KOTOPOMY MOAK/IYEH KIMEHT. 1o
ymosnyaHuo: APMAC-SSID)

WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze
custom — 3amveHa cogepxnmoro RID Ha 3HaveHne, ykazaHHoe B napametpe dhcp-option-82-custom-RID.
MapameTp MOXeT npMHUMaTh 3HaveHus: ClientMAC — 3ameHa cogepxmmoro RID Ha MAC-agpec
KNMeHTCKOro ycTpolictBa. APMAC — 3ameHa cogepxmmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3ameHa cogepXmmoro RID Ha AOMEH, B KOTOPOM HaxoauTcsa Touka goctyna. Mo ymonyanuto: ClientMAC)
WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHne oT 1 40 52 CMMBO/10B, KOTOPOe byaeT nepegasatbes B CID. Ecnv 3HavyeHune
napameTpa dhcp-option-82-custom-CID He 3agaH0, Touka 6yaeT n3MeHsATb CID Ha 3HaYeHne no
ymMo4aHuto: <MAC-agpec TouYkun AocTyna>-<ums SSID>)
WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rz1e
longstring — 3HaueHne oT 1 40 63 CMMBO/I10B, KOTOPOe ByaeT nepegasaTtbcs B RID. Ecv 3HaveHune
napameTpa dhcp-option-82-custom-RID He 3aaH0, TOUKa OyaeT n3MeHATb RID Ha 3Ha4YeHne no
ymosiyaHuto: MAC-agpec KNIMEHTCKOrO YCTPOCTBA)
WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B160p
pasgenutens oktetoB MAC-agpeca, koTopblii nepegaetcs B RID u CID. radius — B kauecTBe pasgenuntesns
BbICTyNnaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgennTens BbICTynaeT 3HaK ABOETOUNS:
AA:BB:CC:DD:EE:FF)
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8.5 HacTtpolika 6ecnpoBogHoii ceTn

Tabnuua 6 — KomaHgpb! 418 HACTPOKM pexnmMa paboTbl yCTponcTBa

YcTpoiicTBO Pexum yctpoiictBa KomaHaa ans HacTpoiiku pexunma pagoTbl
AP Touka goctyna PMP mode ap-pmp
STA KnueHt mode sta

Tabnuua 7 — KomaHgpl 4N HACTPOKM pexnma 6e30nacHoOCTU

Pexum 6e3onacHOCTH KomaHga Ans HacTpoliku pexumMa 6e3onacHocTy
WPA3 mode WPA3

OWE mode OWE

WPA3-Enterprise mode WPA3_1X

8.5.1 HacTtpoiikn cetn gns AP

HacTtpoiika Touku goctyna AP c OWE

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# wlan0

WOP-3ax-LR6(config):/interface/wlan0# wlan

WOP-3ax-LR6(config):/interface/wlan0/wlan# mode ap-pmp (BL160p pexvva paboTsl yCTPOUCTBA)
WOP-3ax-LR6(config):/interface/wlan0/wlan# ap

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR6 (13veHeHne nmenn SSID)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# ap-security (nepexo/ B 6510k HaCTpoek pexvva
6e3onacHocTN)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/ap-security# mode OWE (pexxum wndgposaHmns OWE —
LUMdpoBaHHOE coeanHeHne 6e3 BBoAa Napons. B Takom pexmnme CMOryT NOAKAUUTLCA TOMbKO K/TUEHTbI
Wi-Fi 6)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/ap-security# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

PR A R

HacTpolika Touku goctyna AP ¢ pexumom 6esonacHoctu WPA-Personal

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# wlan0

WOP-3ax-LR6(config):/interface/wlan0# wlan

WOP-3ax-LR6(config):/interface/wlan0/wlan# mode ap-pmp (BL160p pexrmva paboTel yCTPOMCTBA)
WOP-3ax-LR6(config):/interface/wlan0/wlan# ap

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR6 (13veHeHve nmveHn SSID)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# ap-security (nepexop B 6710k HACTPOeK pexrmva
6e3onacHocTn)

—_— oo =
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WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3 (pexxkum LundposaHmns — WPA3)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# key-wpa password123 (r/e password123 — k/1t04/naposib,
HeobXx0AMMbI AN1S1 NOAKYEHMS K 6a30BOI cTaHUMK. [/IMHA KNtoda Ao/HKHA COCTaBAThL OT 8 710 63
CUMBOJIOB)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

HacTpoiika Touku goctyna AP c Enterprise-aBTopu3avueii

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# wlan0

WOP-3ax-LR6(config):/interface/wlan0# wlan

WOP-3ax-LR6(config):/interface/wlan0/wlan# mode ap-pmp (BLI60p pexrmva paboTkl yCTPONCTBA)
WOP-3ax-LR6(config):/interface/wlan0/wlan# ap

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR6 (13veHeHve nveHn SSID)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 6710k HACTPOEK pexnma
6e3onacHocTn)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3_1X (pexum LindpposaHus — WPA3-
Enterprise)
WOP-3ax-LR6(config
WOP-3ax-LR6(config
WOP-3ax-LR6(config
WOP-3ax-LR6(config
RADIUS-cepBepa)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# auth-port X (rae X — nopt RADIUS-cepBepa,
KOTOPbIA MCMOMb3yeTCs A/151 ayTeHTMdmKaLmM1 1 aBTopmsauun. Mo ymonuaHumio: 1812)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# auth-password secret (e secret — naposib /15
RADIUS-cepBepa, UCMosIb3yeMOro Ans ayTeHTUKaumm n asTopusawmm)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-enable true (Bk/10HeHNE OTNIPaBKK
coobueHuii «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCMosIb3yeEMOr0 /19 aKKayHTUHra)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-password secret (rze secret — napons g4
RADIUS-cepBepa, UCMO/Ib3yeEMOr0 /19 akKayHTUHra)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-periodic true (Bk/1l04eHne Neprnognyeckon
OTNpaBKM cO0bLWEeHNI «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-interval 600 (nHTepBas OTNPaBkN COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# save (coxpaHeHne HacTpoek)

— T D

:/interface/wlan0/wlan0/ap/ap-security# exit
interface/wlan0/wlan0/ap# radius
interface/wlan0/wlan0/ap/radius# domain root (r1e root — fOMeH nosib3oBaresns)

interface/wlan0/wlan0/ap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec

_— = =
~ T T T
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8.5.2 [ononHutenbHble HacTpoiku ans AP

Ha3HaueHue VLAN-ID

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# vlan-id X (rge X — Homep VLAN-ID )

BkntoueHune VLAN trunk

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# vlan-trunk true (BktoueHne VLAN Trunk. 18 oTk/IO4EHNSA
BeeauTe false)

BknroueHune General VLAN

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# general-vlan-mode true (Bx/1toueHne General VLAN Ha SSID.
[na otknoveHus seegute false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# priority-by-dscp false (aHann3 nprnoputera 13 nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3HAaYeHNe No yMOosIHaHuto: true. B aTOM criyvyae aHa/msnpyeTcs
npuopuTeT u3 nosia DSCP 3aronoska IP-naketa)

BkntoueHune cKpbITOro SSID

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# hidden true (Bk/1t0ueHve ckpbITOro SSID. 17151 OTK/IHEHNA
BeeauTe false)

BknroueHue Minimal Signal u Roaming Signal

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# check-signal-enable true (Bx/1t04eHVIE MCMONL30BAHNA
doyHKUMOHana Minimal Signal. 15 oTkitoveHns seegute false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# min-signal X (rze X — noporosoe 3HaueHve RSSI, npu
[OCTVXXEHMN KOTOPOro Touka OyaeT oTk/IouaTb kaveHTa ot VAP. MapaMeTp MOXET NPUHMMATb 3Ha4YeHus
0T -100 A0 -1)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# check-signal-timeout X (re X — nepvopg, BpemeHu B
cekyHAax, No UCTEeYEeHUM KOTOPOro NPUHNUMAETCA pelueHne 06 OTKNHYEHUN KIMEHTCKOrO 060pya0BaHnA
OT BUPTYasIbHOW CETU)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# roaming-signal X (rie X — noporosoe 3HauyeHve RSSI, npn
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepektodeHne KITIMEHTCKOro 060pyA0BaHNs Ha APYTYHO TOUKY
poctyna. NapameTp MOXeT NpUHMUMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/mKeH 6bITb
BblLLe, YeM min-signal: ecnu min-signal =-75 gBM, TO roaming-signal LO/MXeH 6bITb paBeH, Hanpumep, -70
ABM)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (CoxpaHeH/e HACTPOEK)
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBaeHUWN OT KAneHTa STA A0 TOUKM aocTtyna AP:
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-per-vap-rx

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# value X (rge X — makcumasnibHasi CKOpOCThb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# mode kbps (Bx/1t0ueHve welinepa. Moxet
npuHUMaTth 3HadeHue: kbps — kK6uT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBae€HUU OT TOYKM aoctyna AP o0 kKnueHTta STA:
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-per-vap-tx

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# value X (rge X — makcumasibHas CKOpOoCTb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# mode kbps (Bx/1t0ueHve werinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMuYeHns LULMPOKOBeLLaTeIbHOro Tpadmka

HacTpoliika wevinepa B HanpaBaeHUU OT KAneHTa STA A0 TOUKM gocTtyna AP:
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-bcast-rx

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# value X (rge X — mMakcumvasibHas CKOpoCTh B
KOUT/C NI NakeThbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# mode kbps (Bx/itoueHne wennepa. Moxet
npuHUMaTth 3HavyeHue: kbps — kK6UT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTpoliika wevinepa B HanpaBa€HUU OT TOUKM AocTyna AP A0 KnueHTta STA:
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-bcast-tx

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# value X (rae X — makcumasibHas CKopocTb B
KOUT/C NI NakeThbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# mode kbps (Bk/toueHne wennepa. Moxet
npuHUMaTth 3HavyeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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HacTpoiika orpaHnyeHusi MHOroagpecHoro Tpacguka

HacTpolika weiinepa B HanpaBaeHUWN OT KAneHTa STA A0 TOUKM aocTtyna AP:
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-mcast-rx

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-mcast-rx# value X (rze X — Makc/masibHas CKOPOCThL B
KOUT/C N nakeThbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-mcast-rx# mode kbps (Bx/itoueHve werinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-mcast-rx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBae€HUU OT TOYKM aoctyna AP o0 kKnueHTta STA:
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-mcast-tx

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# value X (rae X — MakcumasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# mode kbps (BxtoueHne weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMuYeHNsi HeU3BEeCTHOro TpadmKa

HacTpolika wevinepa B HanpaBae€HUN OT TOUKM AocTyna AP A0 KnueHTta STA:
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-tx

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# value X (rge X — makcvuvasnbHas
CKOPOCTb B KOUT/C UM NakKeTbl/C)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# mode kbps (Bx/1t0ueHve
Wwerinepa. MoxeT npuHumaTth 3HadeHue: kbps — k6UT/c, pps — nakeTbl/c, off — BbIK/1HOYEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTtpoiika KOHTpons gocTyna no MAC

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# acl

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl# mac
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXX —
MAC-agpec yCcTpoiicTBa, KOTOPOMY HEOOXOAMMO pas3peLLnTb/3anpeTnTb 4oCTyn. 19 yaganeHns agpeca 13
crnucka ncnonb3yinte komaHay del)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl/mac# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl# policy allow (BbI60p nonuTrkn. Bo3moxHbIe 3HaUYeHNs:
allow — paspeluaTb NOAKIOYEHME TONBKO TEM KAneHTam, MAC-agpeca KOTOpbIX COAepXaTcs B CMNCKE;
deny — 3anpewiarb nogktoueHne knneHtTam, MAC-agpeca KOTOpbIX CoAepXXaTcs B CnMcke. 3HavyeHue no
ymosnyaHuio: deny)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl# enable true (Bk/itoueHne koHTponsa goctyna no MAC. [ns
oTK/Io4YeHns BeeauTe false)
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8.5.3 Hactpolikun cetn ansa STA

HacTtpolika Touku goctyna STA c OWE

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# wlan0

WOP-3ax-LR6(config):/interface/wlan0# wlan

WOP-3ax-LR6(config):/interface/wlan0/wlan# mode sta (BLI00p pexvva paboTsl yCTPONCTBA)
WOP-3ax-LR6(config):/interface/wlan0/wlan# sta

WOP-3ax-LR6(config):/interface/wlan0/wlan0/sta# ssid WOP-3ax-LR6 (13veHeHve nmveHn SSID)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/sta# security-mode OWE (pexumv wndgposarHns OWE —
LUMdpoBaHHOE coearHeHne 6e3 BBoAa Napons. B Takom pexmnme cMOryT NOAKAUUTLCSA TOMbKO KTUEHTbI
Wi-Fi 6)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

HacTtpoiika knueHTa STA ¢ pexxumom 6e3onacHocTu WPA-Personal

WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WOP-3ax-LR6(config):/interface/wlan0/wlan# mode sta (BL100p pexrmva paboTskl ycTponCTBa)
WOP-3ax-LR6(config):/interface/wlan0/wlan# sta

WOP-3ax-LR6(config):/interface/wlan0/wlan0/sta# ssid WOP-3ax-LR6 (13veHeHve nveHn SSID ans
NOAK/HOYEHMS K 6A30BOI CTaHLMW)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/sta# security-mode WPA3 (pexum wncphposaHms — WPA3)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/sta# key-wpa password123 (rie password123 — k/1k4/naposis,
HeobXxoauMbIA AN NOAKNKYEHUS K ToUKe aocTyna. AnvHa Kni4va A0/mKHa COCTaBNsATb OT 8 10 63
CVIMBOJ/0B)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/sta# save (coxpaHeHne HacTpoek)

—~ e~~~ —~
_= = =
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HacTpolika knmeHTa STA ¢ Enterprise-aBTopusauueii

WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WOP-3ax-LR6(config):/interface/wlan0/wlan# mode sta (BL100p pexrmva paboTsbl yCTpoONCTBa)
WOP-3ax-LR6(config):/interface/wlan0/wlan# sta

WOP-3ax-LR6(config):/interface/wlan0/wlan0/sta# ssid WOP-3ax-LR6 (13veHeHve nveHn SSID ans
NoAKNHYEHNsT K 6a30BOIi CTaHLIMN)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/sta# security-mode WPA3_1X (pexxum LindpposaHnsg — WPA3-
Enterprise)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/sta# radius
WOP-3ax-LR6(config):/interface/wlan0/wlan0/sta/radius# username user (r4e user — JI0MNH, HEOOXOANMbIIA
ONns aBTopu3aumm Ha RADIUS-cepBepe)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/sta/radius# password password (rge password — k/1t04/naposib,
HeobxoauMbI AN aBTopu3aumn Ha RADIUS-cepBepe)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/sta/radius# save (CoxpaHeHne HacTpoeKk)

—~ e~~~ ~
_ = = =
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8.5.4 [ononHutesnbHble HacTpolikn cetn STA

Ha3HaueHue VLAN-ID

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# vlan-id X (rge X — Homep VLAN-ID )

BkntoueHune VLAN trunk

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# vlan-trunk true (BktoueHne VLAN Trunk. 19 oTk/IO4EHNA
BeeguTe false)

BkntoueHune General VLAN

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# general-vlan-mode true (Bk/itoueHve General VLAN Ha SSID.
[na otknoveHus seegute false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# priority-by-dscp false (aHann3 nproputera ns nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3Ha4YEHME N0 YMOYaHuto: true. B 3TOM criyyae aHannsunpyetcs
npuoputeT n3 nons DSCP 3aronoBka IP-naketa)

HacTtpoiika orpaHMuYeHus LUMPOKOBeLLaTeNbHOro Tpadmka

HacTpoliika wevinepa B HanpaBAeHUU OT TOYKM gocTyna AP A0 KnueHTa STA:
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# shaper-bcast-rx

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — makcumvasibHas CKOpoCcThb B
KOUT/C NI NakeTbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bx/itoueHne wennepa. Moxet
npuHUMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpoiika weiinepa B HanpaBaeHUU OT KAneHTa STA 40 TOYKM gocTtyna AP:
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# shaper-bcast-tx

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — MakcumvasibHas CKOpoCThb B
KOUT/C NI NakeTbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bk/itoueHne wennepa. Moxet
npuHMMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)
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HacTpoiika orpaHnyeHusi MHOroagpecHoro Tpacguka

HacTpolika weiinepa B HanpaBae€HUN OT TOYKM aocTyna AP o0 kKnueHTta STA:
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# shaper-mcast-rx

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rge X — maxkcumasibHasi CKOpOCThb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (Bx/itoueHne weiinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-mcast-rxi# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTpoliika weiinepa B HanpaBaeHUU OT KAneHTa STA A0 TOUKM aocTtyna AP:
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# shaper-mcast-tx

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rge X — maxkcumasibHas CKOpoCThb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (Bi/itoueHne weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-mcast-rxi# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMuYeHNsi HeU3BEeCTHOro TpadmKa

HacTpoliika wevinepa B HanpaBaeHUU OT KAneHTa STA A0 TOUKM gocTtyna AP:
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-tx

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# value X (rge X — makcumvasibHas
CKOpPOCTb B KOUT/C)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# mode kbps (Bx/1t0ueHve
Wwerinepa. Ana otktodeHnsa seegute off)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HaCTDOVIKa BCTPEYHOro yCTDOVICTBa BbIMNMOJ/THAETCA aHa/TIOTN4YHO.

YBenunueHue MTU Ha uHtepdpeiicax

WOP-3ax-LR6(config):/interface# eth0

WOP-3ax-LR6(config):/interface/eth0# common

WOP-3ax-LR6(config):/interface/eth0/common# mtu X (rge X — 3HayeHne MTU. MakcumvaribHoe 3HavyeHne
2400)

WOP-3ax-LR6(config):/interface/eth0/commont exit

WOP-3ax-LR6(config):/interface/eth0# exit

WOP-3ax-LR6(config):/interface# wlan0

WOP-3ax-LR6(config):/interface/wlan0# common

WOP-3ax-LR6(config):/interface/wlan0/common# mtu X (rae X — 3HaveHve MTU. MakcumasisHoe 3HavyeHne
2400)

WOP-3ax-LR6(config):/interface/wlan0/common# save
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8.6 OrpaHnyeHue konnyecTtea nlyyeHHolx MAC-agpecoB

OrpaHuyeHne KonuyecTBa U3yyeHHbIx MAC-agpecoB

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# mac-learning

WOP-3ax-LR6(config):/mac-learning# enabled true (true — Bk/IOUEHVE OrpaHUYEHNST KONMYECTBa U3YHEeHHbIX
MAC agpecos. [lo ymonyaHuto: false)

WOP-3ax-LR6(config):/mac-learning# mac-learning-limit 100 (100 — rio6ansHoe orpaHuyeHve uncnia MAC-
azpecoB (Wi-Fi + Ethernet). Bo3MOXHble 3Ha4eHUs: 1-2048. Mo ymonyaHuio: 2048, He pekoMeHayeTcs
MEHATb)

WOP-3ax-LR6(config):/mac-learning# wifi-mac-learning-limit 100 (100 — orpaHnyeHne yncria MACagpecos
CO CTOPOHBbI Wi-Fi. BO3MOXHble 3HauYeHuns: 1-2048)

WOP-3ax-LR6(config):/mac-learning# eth-mac-learning-limit 100 (100 — orpaHvyenve yncria MAC-agpecos
CO CTOPOHbI Ethernet. Bo3MOXHble 3HauYeHuns: 1-2048)

WOP-3ax-LR6(config):/mac-learning# drop-unknown-unicast-src true (true — Bk/Il0UeHVe 3anpeTa nepesayn
Tpadmka oT ycTpoincTB, MAC-agpeca KOTOpbIX Obl/IM HEe N3y4YeHbl 13-3a NPEBbILEHUSA Kakoro-moo
orpaHn4eHnsa nlyyeHHbix MAC-agpecos. 1A oTknodeHns seeguTte false)
WOP-3ax-LR6(config):/mac-learning# drop-unknown-unicast true (true — Br/IlOUeHVe 3anpera nepegaqn
Tpaduka Ha HensydeHHble MAC-agpeca (ToNbKO unicast). [na oTkntodeHus seegute false)
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8.7 CuctemHble HacTPOMKK

8.7.1 O6HoBneHune MO ycTpoicTea

OGHoBneHue MO Touku goctyna no TFTP

WOP-3ax-LR6(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa><Ha3BaHue haina MO> (nprvep:
firmware upload tftp 192.168.1.15 WOP-3ax-LR6-2.2.0_build_358.tar.gz)
WOP-3ax-LR6(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WOP-3ax-LR6(root):/# firmware upload http <URL gnsa ckaunBaHus cpainna NO> (npumvep: firmware
upload https://eltex-co.ru/upload/iblock/c41/WOP-3ax-LR6-2.3.0_build_358.tar.gz)
WOP-3ax-LR6(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WOP-3ax-LR6(root):/# firmware switch

8.7.2 YnpasneHue KoHdurypaumein ycTporicTea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WOP-3ax-LR6(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WOP-3ax-LR6(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WOP-3ax-LR6(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npvvep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WOP-3ax-LR6(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue aiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-3ax-LR6(root):/# manage-config apply (nprmveHeHre koHdurypaumy Ha 6a3oBoii CTaHLK)
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8.7.3 KOHTpPO/ib AOCTYNHOCTM

KoHTponb gocTtynHocTu (ping watchdog) nossonsieT onpegenvts OTCYTCTBUE CBSIBHOCTU U Nepesarpy3untb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npoucxoaut nepesanyck DHCP-kiveHTa Ha Tekywem WAN-uHTepdelice.

HacTpoliika ping watchdog

WOP-3ax-LR6(config):/ping-watchdog# enable true (true — Bk/IlOUEHVE KOHTPO/IA AOCTYNHOCTU. 10
ymosnuaHuio: false)

WOP-3ax-LR6(config):/ping-watchdog# host X.X.X.X (X.X.X.X — |P-azpec, kyga oyayT otnpasasatscs ICMP-
3anpochl)

WOP-3ax-LR6(config):/ping-watchdog# ping-interval 100 (Bpems B cekyHax, Yepes KoTopoe byaet
otnpasneH ICMP-3anpoc nocne nosnyyeHus ICMP-oTBeTa Uiy NPUHATUA pPeLLeHNst O TOM, YTO NpeablayLnii
ICMP-3anpoc oka3sasicsl HeygayuHbIM. JonycTuMble 3Ha4eHNs: 60-86400 BKIHOUNTESTbHO)
WOP-3ax-LR6(config):/ping-watchdog# startup-delay 100 (Bpenvs B cekyHaax rocse BKIYeHns yCTporcTBa
N npeAblayLero cpabarbiBaHWsA, B TEHEHNE KOTOPOro KOHTPO/1b AOCTYNHOCTM He OyAeT paboTtaTb.
[lonycTmble 3HaYeHust: 60-86400 BK/IHOUNTENBHO)

WOP-3ax-LR6(config):/ping-watchdog# ping-timeout 1 (8pevs B cekyHaax, B TeYeHne KOTOporo oxnaaercs
ICMP-OTBET Ha oTnpaB/ieHHbIn ICMP-3anpoc. Ecnu no nctevyeHmn sBpeMmeHn ICMP-0TBET He NO/yYeH, TO
ICMP-3anpoc cuntaeTcs HeygayHbIM. onycTuMble 3Ha4eHUst: 1-10 BK/IKOUNTESbHO)
WOP-3ax-LR6(config):/ping-watchdog# max-retry 3 (vakc/masibHoe KOIMYecTBO HeyaadHblx ICMP-3anpocos.
Ecnu konnyecTBo HeygauHblx ICMP-3anpocoB JOCTUTAET yKa3aHHOro Y1C/ia, TO BbIMOMIHAETCA 3a4aHHoe
Aericteue. lonycTnmble 3Ha4eHNs: 1-86400 BK/THOUNTENBHO)

WOP-3ax-LR6(config):/ping-watchdog# action (feiicTBre. Bo3amoxHble 3HaveHns: device-restart —
nepesarpyska yCTpoicTBa — B C/lydae HeJOCTYNHOCTU 3aZlaHHOro Ping-cepBepa nponsonget
nepesarpyska ycTpoiicTBa,; ethernet-restart — nepesanyck ethernet uHTEphelica — B criyvae
HeLOCTYMNHOCTY 3aZjaHHOro Ping-cepBepa npousongeT nepesanyck Ethernet-uHtepdpeiica ycTpoiicTea;
wireless-restart — nepesanyck 6ecnpoBogHoOro nHTepgeica — B caiydae HefoCTYNHOCTU 3a4aHHOr0 Ping-
cepBepa npoulonaet nepesanyck 6ecnpoBoAHOro MHTepdenca yCcTponcTea)

8.7.4 TMepesarpyska ycTpoincTtea

KomaHga ans nepesarpysku ycTpoiictea

WOP-3ax-LR6(root):/# reboot
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8.7.5 HacTpoiika pexuma ayTeHTUdukaumm

YCTPONCTBO MMEET 3aBOACKYH YYETHYIO 3anncb admin ¢ naponem password. YoannTb AaHHYH0 YHETHYIO
3anucb Henb3s. I3MeHnTb Naposib MOXHO C MOMOLLbIO YKa3aHHbIX HXE KOMaH,

N3meHeHWe napons ans yuyeTHoh 3anmcu admin

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# authentication

WOP-3ax-LR6(config):/authentication# admin-password <HOBbIii Naponb ANA yyeTHoW 3anucu admin>
(0T 1 1O 64 CMMBO/IOB, BK/1HOYAA NTAaTUHCKUE BYKBbI U LINGpbI)

WOP-3ax-LR6(config):/authentication# save

imeeTca BO3MOXHOCTb CO34aTb AONOMHUTENbHbIX NOMb30BaTeNel A1 N0Ka/lbHON ayTeHTUdMKauUm, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM nonb3oBaTENAM JOMKHA BbITh HA3HAYEHA OfHA U3 ABYX poneil:
admin — nonb3oBaTe/lb C TAKOI POsbio BYAET UMETH MOJHbIV AOCTYN K KOHUIYPUPOBAHWIO U
MOHWTOPUHTY YCTPOICTBA;
viewer — no/ib30BaTesb C Takoli Posblo ByAeT UMETb AOCTYN TO/IbKO K MOHUTOPUHIY YCTPOIACTBA.

Co3sfaHne Aono/THUTENbHbIX No/Ib30BaTe el BbINO/THAETCA CNeAyoWmMMM KOMaHaaMu:

JoGaBneHne HOBbIX NONb30BaTeNei

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# authentication

WOP-3ax-LR6(config):/authentication# user

WOP-3ax-LR6(config):/authentication/user# add userX (rae userX — nmMa HOBOW YYETHOW 3anucu. 1
yaaneHusa ncnonb3yinte komaHay del)

WOP-3ax-LR6(config):/authentication/user# userX

WOP-3ax-LR6(config):/authentication/user/userX# login userX (rae userX — nMs HOBOW YYETHOW 3anuncu)
WOP-3ax-LR6(config):/authentication/user/userX# password <[laponb Ana yueTHoW 3anucu userX> (0T 1 10
64 CMBOJI0B, BK/1HO4asA NlaTHCKMe 6yKBbl U LndpbI)

WOP-3ax-LR6(config):/authentication/user/userX# role admin (nosib30BaTeNt0 BLIAAIOTCA NpaBa Ha
KOHoUrypmpoBaHune. Bo3MOXHOe 3HaYeHune: viewer — y4eTHOIN 3anvcy OyaeT AOCTYNeH TOMbKO
MOHWUTOPWHT)

WOP-3ax-LR6(config):/authentication/user/userX# save
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Ansa ayteHTudmkauyum yepes RADIUS-cepBep HEO6X04MMO HACTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WOP-3ax-LR6
WOP-3ax-LR6

root):/# configure

config):/# authentication

WOP-3ax-LR6(config):/authentication# radius

WOP-3ax-LR6(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-3ax-LR6(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIl
MCNOMb3YeTCA A18 ayTEHTUdINKaLMK 1 asTopusaumun. Mo ymonyaHuio: 1812)
WOP-3ax-LR6(config):/authentication/radius# auth-password secret (rge secret — kntou ana RADIUS-cepsepa,
MCNO/b3yEMOr0 ANS ayTeHTUmKauumn n astopmsauunn)

WOP-3ax-LR6(config):/authentication/radius# exit

WOP-3ax-LR6(config):/authentication# radius-auth true (Bk/oueHve pexvmva ayTeHTuhrkaumn yepes
RADIUS-cepBep. Ana otkntoyeHnsa seeguTe false)

WOP-3ax-LR6(config):/authentication# save

—~ e~~~

o Mpwn ayteHTUbmkaumm yepes RADIUS-cepBep HEOOX0AMMO CO34aTb STIOKasIbHYHO YYETHYHO 3amnuch,
KoTopasi 6yaet aHasiormyHa yyetHoi 3anmcu Ha RADIUS-cepBsepe.
Mpy 3TOM B /I0Ka/IbHOW YYETHOW 3anucy 06513aTefibHO Ao/MKHA ObITh YKasaHa posb, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecniv RADIUS-cepBep okaxeTcs HefoCTyneH, ayTeHTUgMnKaLmsa npoiaeT no SI0KasibHOM
YYETHOI 3anuncu.

8.7.6 Hactpoliika DCHP-snooping

KomaHpabl ansa HacTpoiiku DHCP-snooping

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# dhcp-snooping

WOP-3ax-LR6(config):/dhcp-snooping# enable true (Bk/1toueHne DHCP-snooping. 118 OTK/IKOYEeHUA
BeeguTe false)

WOP-3ax-LR6(config):/dhcp-snooping# vlan (HacTporika DHCP-snooping Ans TermpoBaHHoro Tpaduka)
WOP-3ax-LR6(config):/dhcp-snooping/vlan# add vlan-group (rae vlan-group — ums rpynnst VLAN, on1a
KoTopow 6yaeT pabotarb DHCP-snooping)

WOP-3ax-LR6(config):/dhcp-snooping/vlan# vlan-group
WOP-3ax-LR6(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rge X — Homep VLAN, Y-Z — ananasoH
VLAN, KoTOpble 6yayT BXOAWTb B rpynny vlan-group 1 Ans Kotopbix 6yaet padotatb DHCP-snooping.
Mpumep KoHurypauum nepeynsa VLAN: vid '10;100-110')
WOP-3ax-LR6(config):/dhcp-snooping/vlan/vlan-group# exit
WOP-3ax-LR6(config):/dhcp-snooping/vlan# exit

WOP-3ax-LR6(config):/dhcp-snooping# untag true (Bk/1toueHne DHCP-snooping /19 HETervMpoBaHHOro
Tpadomka. Ans oTktodueHns seeguTe false)

—

© Mo ymonuaHuio AoBEPEHHBIM NOPTOM CUMTaeTCs ToNbKO ethO.
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8.7.7 HacTtpolika aarbl 1 BpeMeHU

KomaHabl ANsi HACTPOIKA CUHXPOHU3ALUK BPpEMEHU C cepBepom NTP

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# date-time

WOP-3ax-LR6(config):/date-time# mode ntp (Bk/10ueHVe pexxuma padboTsl ¢ NTP. Bo3MOXHOe 3HaqeHuve:
manual — ycTaHOBKa BPEMEHW BPYUHYH))

WOP-3ax-LR6(config):/date-time# ntp

WOP-3ax-LR6(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBka NTP-cepsepa)
WOP-3ax-LR6(config):/date-time/ntp# alt-servers (ycTaHoBKa [0MN0O/HUTENLHBIX NTP-cepBepoB)
WOP-3ax-LR6(config):/date-time/ntp/alt-servers# add <lomeHHOe nmsa/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosgaHve pasaena KoHgurypaumm oononHntTenbHoro NTP-cepeepa. MakcumasibHoe
KonnyecTBo: 8. [N yaaneHnsi ucnosnbayrite komaHay del)
WOP-3ax-LR6(config):/date-time/ntp/alt-serverst exit

WOP-3ax-LR6(config):/date-time/ntp# exit

WOP-3ax-LR6(config):/date-time# common

WOP-3ax-LR6(config):/date-time/commoni# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa
BPEMEHHOW 30HbI)

WOP-3ax-LR6(config):/date-time/common# save (CoxpaHeHVe HacTpoek)

—_ ===

8.7.8 [ononHuTtenbHble HACTPONKN CUCTEMBI

M3meHeHMe nMeHu ycTpoiicTBa

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# system

WOP-3ax-LR6(config):/system# hostname WOP-3ax-LR6_2 (e WOP-3ax-LR6_2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXET cogepxartb OT 1 40 63 CUMBOJIOB: IATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, Lnpbl,
3HaK geduc «-» (aedmnc He MOXET ObITb NOC/IEeAHNM CUMBO/IOM B UMeHu). Mo ymonyaHuto: WOP-3ax-LR6)
WOP-3ax-LR6(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacmueckoro gomeHa

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# system

WOP-3ax-LR6(config):/system# ap-location ap.test.root (/e ap.test.root — 0MeH y3/1a gepesa yCTpocTB
cucTeMbl ynpasneHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WOP-3ax-LR6(config):/system# save (coxpaHeHVe HacTpoekK)
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N3meHeHune Radius NAS-ID

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# system

WOP-3ax-LR6(config):/system# nas-id Lenina_1.Novovsibirsk.root (r1e Lenina_1.Novovsibirsk.root —
naeHTudmkatop gaHHoi T/, MNapameTp npeaHa3HayveH ansa naeHtTudukaumm yctpoiictea Ha RADIUS-
cepBepe, B cnyyae ecnm RADIUS oxuaaeT 3HauyeHue, oTimyHoe ot MAC-aapeca. Mo ymonyaHuo: MAC-

appec T/)
WOP-3ax-LR6(config):/system# save (coxpaHeHVe HacTpoekK)

HacTpoliika LLDP

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# lldp

WOP-3ax-LR6(config):/Ildp# enabled true (sxntoueHne pyHkumonana LLDP. [1ns oTknouenns eseguTe false.
Mo ymonuyaHutio: true)

WOP-3ax-LR6(config):/lldp# tx-interval 60 (v3veHeHne neproga oTnpaeky LLDP-coobeHuii. Mo
ymosyaHuio: 30)

WOP-3ax-LR6(config):/Ildp# system-name WOP-3ax-LR6_reserv (re WOP-3ax-LR6_reserv — HOBOE 1M
ycTpolictea. Mo ymonyaHuio: WOP-3ax-LR6)

WOP-3ax-LR6(config):/|ldp# save (coxpaHeHne HacTpoek)
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8.8 MOHUTOPUHT

8.8.1 becnpoBogHble KNTMEHTbI

WOP-3ax-LR6(root):/# monitoring clients

index | ©

hw-addr | ec:bl:e0:0c:07:b0
interface | wlan@

rfid | -1

wid | -1

band | 6

state | ASSOC AUTH_SUCCESS
fbwa-mode | pmp-sta

ssid | WOP-3ax-LR6
ip-addr | 192.168.1.127
hostname | WOP-3ax-LR6
domain | root
dhcp-request-status | not requested
rx-retry-count | 1269

tx-fails | 5
tx-period-retry | 1
tx-retry-count | 26

rssi-1 | -76

rssi-2 | -81

rssi | -81
max-rssi-1 | -64
max-rssi-2 | -67

max-rssi | -64

snr-1 | 17

snr-2 | 17

snr | 17

noise-1 | -93

noise-2 | -98

noise | -93
rssi-remote-1 | -77
rssi-remote-2 | -80
rssi-remote | -80
snr-remote-1 | 13
snr-remote-2 | 13

snr-remote | 13

tx-rate | HE NSS2 MCS3 SGI 68.8
rx-rate | HE NSS2 MCS2 SGI 51.6
rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:02:04

mfp | true
wireless-mode | ax
perftest-capable | true
snr-rssi-capable | true
link-quality | 78
link-quality-common | 70
tx-retry-ratio | 20
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actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11v
twt-support
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

Rate Transmitted

mcso

nssl-mcsoO
nssl-mcsl
nssl-mcs2
nssl-mcs3
nssl-mcs7
nss2-mcso
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7 47

0O 00O NOOOOO oo

o R b
N ©

R RO R

none

Transmitted

Received

206238

21036385
206217
21035645
21

740

0

0

Received
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8.8.2 WHdpopmauwms 06 ycTpoiictee

WOP-3ax-LR6(root):/# monitoring information

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

06:06:26 01.01.1999
00:06:33
WOP-3ax-LR6

2.3.0 build 472
2.1.3 build 20
2.1.3 build 20

memory-usage 43
memory-free 133
memory-used 103
memory-total 237
cpu-load 0.0
cpu-average 0.71
is-default-config false
vendor Eltex
device-type Base Station
board-type WOP-3ax-LR6
hw-platform WOP-3ax-LR6

factory-wan-mac
factory-lan-mac

EC:B1:E0:2B:DF:40
EC:B1:E0:2B:DF:40

factory-serial-number WP5C000022
hw-revision 1vo
session-password-initialized false
ott-mode false
last-reboot-reason unknown
test-changes-mode false
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8.8.3 CerteBas UHpopmaums

WOP-3ax-LR6(root):/# monitoring wan-status

Common 1information:

interface | bro.1000

mac | ec:bl:e@:2b:df:40
vlan | 1000

rx-bytes | 667443
rx-packets | 7210

tx-bytes | 1903365
tx-packets | 1514
IPv4 information:

protocol | dhcp
ip-address | 100.111.66.29
netmask | 255.255.255.0
gateway | 100.111.66.1
DNS-1 | 100.111.66.15
DNS-2 | 8.8.8.8

WOP-3ax-LR6(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 61196
rx-packets: 726
tx-bytes: 51382
tx-packets: 463

WOP-3ax-LR6(root):/# monitoring sfp

SFP:
name: SFP
status: exist
link: down
tx-fault: 0
los: 1
type: SFP
vendor: FANG HANG
model: FH-SB5312IDS20
revision: AQ
connector: SC
speed: 1000
i2c-data: yes
volt: 3.3228 V
temperature: 32.218
current: 24.138 mA
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-5.956795
0.000000

ptx:
prx:

WOP-3ax-LR6(root):/# monitoring arp

192.168.1.5

WOP-3ax-LR6(root):/# monitoring route

Destination
0.0.0.0
192.168.1.0

Gateway

192.168.1.1
0.0.0.0

8.8.4 bBecnpoBogHble MHTepdelChI

d8:5e:d3:99:75:08

0.0.0.0
255.255.255.0

WOP-3ax-LR6(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

connection status
tx-power

noise-1

noise-2

channel

frequency
bandwidth
utilization
thermal

mode

wlano
(0]
on
6 GHz

AP mode
24 dBm
-93 dBm
-93 dBm
1

5955 MHz
20 MHz
0%

51

ax

EC:B1:E0:2B:DF:40

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

Flags Interface
UG bro
U bro
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8.8.5 J>KypHan cobbITuii

WOP-3ax-LR6(root):/# monitoring events

Jan 1 03:04:28 WOP-3ax-LR6 daemon.info configd[171]: The AP running configuration was
updated successfully by admin
Jan 1 06:04:31 WOP-3ax-LR6 daemon.info configd[171]: The AP startup configuration was
updated successfully by admin
Jan 1 06:04:50 WOP-3ax-LR6 daemon.info configd[171]: The AP running configuration was
updated successfully by admin

8.8.6 CkaHupoBaHue achupa

€ Bo Bpems ocylecTBNEHUS CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTBa 6yAeT OTK/IOUEH, UTO
NpVBEAET K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi knneHTa Bo BpEMSI CKaHMPOBaHNS.

WOP-3ax-LR6(root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm
andr-201-bsteer-6 AP owe 68:13:E2:0E:FF:Al 1 -37
!wep3ax_portal511 AP owe E4:5A:D4:E2:C4:A0 5 -41
lesh_300_pmksa AP owe EO:D9:E3:52:B7:81 13 -44
testSSID10 AP wpa3-1x E4:5A:D4:E2:C4:A1 5 -42
test_WPA AP wpa3 68:13:E2:03:4C:61 9 -42
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8.8.7 CnekrtpoaHanunsartop

CnekTpoaHanun3aTop npeaocTaBnsieT MHopMaLMio O 3arpy>XeHHOCTM KaHas10B. Bpemsi aHasim3a Beex
pavoKaHa/IoB AManasoHa CoCTaB/IseT NPUMEPHO 5 MUHYT.

€@ Bo Bpems pa6oTbl cnekTpoaHanusaTopa NPoOUCXOAUT OTKoUeHNe kaneHTa STA. KAneHT noaxoumTes
CHOBa TOJIbKO TOrAa, Korga CneKkTpoaHam3aTop 3aKOHUMT CBOK PaboTy.

B pesynbrate paboThbl CeKTpoaHanM3aTopa B KOHCO/b 6yeT BblAaHa MH(OPMALIMS O 3arpy3Ke Kaaoro
KaHana (B npoueHTax):

WOP-3ax-LR6(root):/# monitoring spectrum-analyzer

Channel| CCA

1]
5]
9]
13|
17|
21|
25|
29|
33|
37|
41|
45|
49|
53]
57|
61|
65|
69|
73|
77|
81|
85|
89|
93|
97|
101]
105|
109
113
117|
121
125]
129
133
137|
141
145|
149 |
153
157|

0%
0%
0%
0%
0%
0%
0%
0%
0%
1%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
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161|
165|
169
173
177|
181
185
189
193]
197|
201 |
205 |
209 |
213
217|
221
225
229
233

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
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PykoBoacTBo no akcnayatauum WOP-3ax-LR6
9 Ytunursl

9.1 Ytunnura perftest

Ytunuta perftest BbINoNHAET BCTPOEHHYO NPOBEPKY CKOPOCTU pagnokaHasa.

HacTpoliika perftest

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# perftest

WOP-3ax-LR6(config):/perftest# server-ip X.X.X.X (rge X.X.X.X — |P-agpec, KOTopbIi OyaeT HazHayvyeH
NHTEepdecy knueHTa STA Ha BpeMs BbIMOSIHEHNUs TecTa. o ymondaHuio: 192.0.4.1. PekomeHayeTcs
HacTpavBaTtb NOACETb, KOTOPas He UCMOJb3YeTCA Ha AeCTBYIOLLEN CETN)
WOP-3ax-LR6(config):/perftesttclient-ip X.X.X.X (rae X. XXX — IP-agpec, koTopbIi 6yaet

Ha3HayeH uHTepgieincy Toukn AocTyna AP Ha Bpems BbINO/IHEHUA TecTa. Mo ymonyaHuio: 192.0.4.2.
PekomeHayeTcsl HacTpanBaTb NOACETb, KOTOPAasi He UCMNOJb3YEeTCH Ha LEeNCTBYIOLLEN ceTn)
WOP-3ax-LR6(config):/perftestinetmask X.X.X.X (rze X.X.X.X — macka nofcetn, KoTopas UCNosb3yTca 419
TecTa. o ymonyaHuto 255.255.255.0)

WOP-3ax-LR6(config):/perftest#vlan-id X (rge X — VLAN ID, cnosib3yemsin 475 Tecta. 10 ymonyaHuio: 7.
PekomeHgyeTcsa HacTpamBaTth VLAN ID, KOTOPbI HE UCMNO/b3YETCSA Ha AECTBYIOLLEN CETH)
WOP-3ax-LR6(config):/date-time/common# save (CoxpaHeHVe HacTpoek)

3anyctuThb perftest MOXHO C MOMOLLbI0 KOMaHA;:
KomaHgb! Ans 3anycka perftest

perf-test -a <MAC-agpec knueHTa> -m forward — TecTupoBaHue B CTOPOHY knneHTa (Downlink)
perf-test -a <MAC-aZipec KNimeHTa> -m reverse — TeCTUPOBaHME B CTOPOHY OT knneHTa (Uplink)

perf-test -a <MAC-agpec knueHTa> -m bidirectional — TecTupoBaHue B 06e cTopoHbl (Downlink + Uplink)

© Yrtunura perftest sanyckaeTcsi TofIbKO CO CTOPOHLI TOUKM AocTyna AP, Ha knveHTe STA eé 3anycTuTb
HEBO3MOXHO.

9.2 YTtunuta manage-remote

YTunuta manage-remote no3BonsieT BbINOMHATL KOMaHAbl ¢ AP Ha yaanieHHoM ycTpoiicTee (STA).

© [aHHble komMaHAbl MOTYT 6bITh BLIMOHEHbI NPY OTCYTCBUM AoCcTyna no IP-agpecy Ao knnenTa (STA).

9.2.1 TMepe3arpy3ka yaaseHHOoro ycTpoiicTea

Ona pexuma Touka goctyna PTP:

KomaHga ansa nepesarpy3ku yaaieHHOro ycTpoiicTea

WOP-3ax-LR6(root):/# manage-remote reboot
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Ona pexuma Touka goctyna PMP:

KomaHga ans nepesarpy3ku yaaieHHOro ycTpoiicTea

WOP-3ax-LR6(root):/# manage-remote reboot station XX:XX:XX:XX:XX:XX (XXX XX XXX — MAC-anpec
YCTPOWCTBa, KOTOPOE ByAET Nepesarpy>XeHo)

9.2.2 CkaHupoBaHue achmpa Cc yaasieHHoro ycTpoicTea

Ona pexuma Touka goctyna PTP:

KomaHga ans ckaHMpoBaHUsA 3dhupa C yAa/IeHHOro ycTpoiicTBa

WOP-3ax-LR6(root):/# manage-remote scan-wifi

[na pexvma Touka goctyna PMP:

KomaHpa ans ckaHMpoBaHuA adpmpa ¢ yaasieHHOro ycTpoiictea

WOP-3ax-LR6(root):/# manage-remote scan-wifi station XX:XX:XX:XX:XX:XX ( XOCXXXNXXXXKXX — MAC-appec
YCTPOWCTBa, HA KOTOPOM OYAET BbINO/IHEHO CKaHMPOBaHMe adnpa)

9.2.3 CnektpoaHanusarop

Ona pexuma Touka goctyna PTP:

KomaHaa Ans BbINO/IHEHUA HAa YAa/IEHHOM YCTpoiicTBe

WOP-3ax-LR6(root):/# manage-remote spectrum-analyzer

Ons pexuma Touyka goctyna PMP:

KomaHga Ans BbINOMIHEHUS HA yAaJIeHHOM YCTpoiicTBe

WOP-3ax-LR6(root):/# manage-remote spectrum-analyzer station XX:XX:XX:XX:XX:XX ( DXOCXXXXXXXHKEXK —
MAC-agpec yCTpolicTBa, Ha KOTOPOM OyAET BbINO/THEH aHa/IM3 CNekTpa)
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9.3 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXOAUT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KagoMm ya3rne.

KomaHga 3anycka TpaccupoBKu

WOP-3ax-LR6(root):/# traceroute <TeCcTUpyeMblii XOCT>

Mpumep ncnonb3oBaHUA

WOP-3ax-LR6(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms x

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4  b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

9.4 YTtunuta tcpdump
YTunuta tcpdump no3eosseT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM UHTepdelice.

MonyunTb NOACKa3Ky No paboTe C YTUIUTON MOXHO KOMaHol:

WOP-3ax-LR6(config):/# tcpdump --help

9.4.1 3axsar Tpachuka c /1060ro akTMBHOro NHTEpderica

Hanpumep, Moxem BK/IHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WOP-3ax-LR6(root):/# tcpdump -i eth0
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9.4.2 CHudpep adupa

© Ha T/ gonxeH 6biTb BK/IIOYEH N0601 VAP B TOM AvanasoHe, 0Tky4a cobupaemcs 3axsaTbiBaTb
Tpadvk.

Heob6xoAnmo BK/IUNTL CneunanbHbli MHTepdeiic, KOTopbI yiaBnnBaeT Bce NakeTbl U3 adimpa, Ha paboyem
KaHase TA.

KomaHAbI

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface
WOP-3ax-LR6(config):/interface# radio0
WOP-3ax-LR6(config):/interface/radioX# common
WOP-3ax-LR6(config):/interface/radioX/common# enabled true

Mpumep KoMaHAbI

WOP-3ax-LR6(root):/# tcpdump -i radio0

9.5 Ytunuraiperf

[aHHas yTunmTa Ucnonb3yetcs A/s 3anycka notoka Tpaduka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpasnsiioLas CTOpoHa Ha3biBAETCSA K/TIMEHTOM, MPUHUMAOLLLAS — CePBEPOM.

MonyunTb NOACKa3Ky No paboTe C yTUANTON MOXHO KOMaHA0M:
WOP-3ax-LR6(root):/# iperf --help

Mprmep 3anycka noToka Tpadmka ¢ T/, Ha cepBep:
HacTtpoiika cepBepa Ha npuém Tpadumka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOPOHY cepBepa

WOP-3ax-LR6(root):/# iperf -c X.X.X.X (rge X.X.X.X — |IP-agpec cepsepa)
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9.6 HKOcTtupoBka

Mog, FoCTUPOBKO NOHMMAETCA BblpaBHUBAHWE MOMOXEHNUSA aHTEHHbI YCTPOICTBA B NPOCTPAHCTBE A1
NoTyYeHNs1 MaKCUMaJ/IbHOTO CUrHana.

WOP-3ax-LR6(root):/# antenna-align

ssid | WOP-3ax-LR6
channel | 1

frequency | 5955

rssi-1 | -77

rssi-2 | -71
rssi-remote-1 | -47
rssi-remote-2 | -47
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads
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https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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