BupTtyanbHbiM cepBUCHBIM MapLipyTusaTtop VESR ’
TexHuueckoe onucaHue \e LTe X
o

— BupTtyanbHoe ucnonHeHue
— MapuwpyTusauma gaHHbIX

— MHOronpoToKo/ibHas KOMMyTauua no metkam (MPLS) V E S R

— MocTtpoeHue 3awmuieHHoro nepumetpa cet (NAT, Firewall)

— MoOHUTOpPUHT 1 NpegoTBpaLleHue cetesbix atak (IPS/IDS)!
LTGX
HE

— ®unbTpauma ceTeBbiX AaHHbIX MO PA3/IYHbIM KPUTEPUAM,
BK/ItOYaA GUAbTPALMIO NO NPUNOKEHUAM

— OpraHusauma 3alULLLEHHbIX CETEBbIX TYHHENEN MeKay
dunnanammu komnaHui

—YaaneHHoe nogKAo4eHMe COTPYAHUKOB K odpucy

— YnpasneHue pacnpegeneHmMem nosocbl NPONycKaHuA
UHTepHeT-KaHana B odpuce nocpeacrsom QoS

— OpraHusauua pesepsHOro coeguHeHusn

— TepMmuHupoBaHue L2-nogKNOUYEHUN KIMEHTOB, OrpaHUYeHue
NOAKNIOYEHMIA No nosoce nponyckaHusa, GyHKuumn BRAS!

CepBucCHbIM MapLpyTr3aTop VESR npegHasHaveH 419 UCNOb30BaHMA B KOPMOPATUBHbIX CETAX CBA3U A8 NOAKAOYEHUA HEBONbLINX U
cpeaHnx opucoB KOMNaHU. PYHKLUMOHANbHOCTb MEKCETEBOIO 3KPaHa M MapLLPYTM3aTopa No3BoseT obecneynTb 6€30nacHOCTb Npu
pPasIMYHbIX BapuaHTax NogKAoueHnn yepes cetb MHTepHeT. VESR nogaepykmnsaeT paclumMpeHHble GyHKLUN MapLipyTru3aummn, GyHKLMK
opraHu1saLmm TeppuUTopUanbHo-pacnpeseneHHbix ceter n yHKLMM obecneyeHuns ceTeBoi 6e3onacHocTL.

MWHMMaNbHbIE CUCTEMHble Tpe6oBaHUuA'

ApxuTeKkTypa x86-64, TakToBasA Yyactota He meHee 1,8 My,
Mpoueccop Moaaepskka Habopa UHCTpyKumii MMX, SSE, SSE2, SSE3, SSSE3, SSE4.1, SSE4.2
(nokoneHue npoueccopos Intel Nehalem nan AMD Barcelona CPU nnu Bbilue)

OnepaTuBHaA NamATb He meHee 3Tb

JncKkoBoe NpocTpaHCTBO He meHnee 375 Mb

VirtualBox Bepcuu He HuKe 6.0,

Xen B pexxmume HVM Bepcum He HuxKe 4.16,
Proxmox Bepcuu He Huxe 8.1.4,

QEMU 2 Bepcun He Huxke 2.6.2,

VMWare Workstation/ESXi Bepcun He HUXe 6.7.0,
GNS 3 Bepcun He HMKe 2.2.5,

EVE-NG Bepcum He HMXKe 6.2.0,

PNETLab Bepcuu He Huxe 4.2.10

[Mnepsusopsbl

dMynauma:
Intel E1000, Intel E1000E,
VMXNET2, VMXNET3

MapasupTyanusaums:
VirtlO

PCI Pass-through:

Mopaepxusaembie 1/0 Intel XL710 Ethernet Controller (2x40/1x40/4x10/2x20/2x10/1x10),

Intel X722 Ethernet Controller (2x10/4x10)
RTL8169 PCI Gigabit Ethernet Controller
RTL810xE PCI Express Fast Ethernet controller
RTL-8110SC/8169SC Gigabit Ethernet
RTL8111/8168/8411 PCl Express Gigabit Ethernet Controller
RTL-8100/8101L/8139 PCI Fast Ethernet Adapter

Habop ¢yHKLMI cooTBeTcTBYET Bepcum MO 1.37.
MpvBeaeHHble Tpe60BaHWA NO3BONAIOT MPOU3BECTM YCTAHOBKY VESR 1 nepBuyHbIi 3anyck ¢ 6a30Boii HaCTPOIKON.
eltex-co.ru
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MpoussogutensHocTb (04HO A[P0)

Pesynbrat Mbit/s Pe3ynbtat PPS

74B 1518B m 748 1518B

Moaenb
apanTtepa

Mogpenb npoueccopa

TR FC! 171,621 4146,848 1846,154 289898 341440 335211
4208CPU @ 2.10GHz \\iyNET3 130,678 2962,065 1456,598 220744 243906 264670
e pCI 147,289 2502,180 1360,824 248810 206043 246887
E5°2620Wa.@ 2.10GHZH ByusNFTa 82,682 1677,985 804,037 139761 138173 146370

TexHUYeCcKMne XapaKTepUCTUKU

Konunuectso CPU no ponsam

Ynpasastowumii CPU* 0 0

BanaHcupytowmii CPU’ 0 1
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CepBUCHbIN CPU® 0 1

Kommyrauusa

interfaces port policies — 8

LLDP network policies — 64

Tabnvua MAC-agpecoB 128k

KommyTtauma no metkam

LDP neighbors — 1024
pseudowires — 1024
pseudowire classes — 64
Ethernet over MPLS — 256

MPLS

CucteMHble XapaKTepUCTUKHU

MaKcrmanbHoe KonnyecTso

KOHKYPEHTHbIX Ceccuin 8,5M

Noppepka VLAN 00 4094 aktneHbIX VLAN B cooTtBeTcTBmn ¢ 802.1Q
Pasmep 6a3bl FIB 3M

VRF 32

instances — 50

PER rules for all instances — 512

Habop ¢pyHKumit cooTBeTcTBYET Bepcum MO 1.37.

"Aapo npoueccopa, Ha KOTopom paboTaeT onepaUUoHHas cuctema 1 obpabaTbiBaetca Tpaduk controle-plane.
20tgenbHoe A4po, BblaeneHHoe Ana 6anaHCUPOBKM TPAH3UTHBIX CECCUI Mexay cepBucHbiMM CPU.

3Apnpa, obpabatbiBatoume data-plane.
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TexHU4YecKue XxapaKkTepucTuku (npoaonkeHue)

bject-groups

instances — 1024
Object-group network ip prefixes in group — 1024
ip ranges in group — 1024

instances — 500

Object-group address:port address:port in group — 64

instances — 500

Ol ports ranges in group — 64

instances — 50

Object-group application apps in group — 128

instances — 64

Object- tent filt
Ject-group content filter categories per vendor — 500

instances — 128
Object-group URL plain URL in group — 128
regex URL in group — 128

instances — 500

Object-group MAC macs in group — 64

Mapuwpytusauyma

CraTnyeckue mapLupyTbl 11k

instances — 64

networks in instance — 512
neighbors — 1k

RIB — B COOTBETCTBUM C ANLEH3MEN

BGP

instance, neigbors in interface — 64
summaries in instance — 128

areas — 256

networks in area — 64

virtual links — 1024

RIB — B COOTBETCTBUM C ANLEH3MEN

OSPFv3

instances, circuits — 64

IS-IS .
RIB — B COOTBETCTBUM C NNLLEH3NEN

neighbors — 16
summaries — 8
networks — 128
RIB — B COOTBETCTBMU C NNLEH3NEN

RIP(ng)

KauectBo o6cnykuBaHua QoS

class-maps — 1024
OrpaHuyeHna QoS policy-maps — 1024
classes in policy-map — 3072

TyHHenupoBaHue

IPIP — 500

GRE - 3200

Ethernet over GRE — 500
KonunyecTtBo KOHOUTYpUpyembix GRE SUB - 500
VPN-TyHHenemn SoftGRE — 8161

L2TPv3 - 500

LT-128

IPsec VTI =500

KonnyecTtBo KoHOUrypupyembIx

IPsec VPN-TyHHene 3200

Habop ¢yHKLMI cooTBeTcTBYET Bepcum MO 1.37.
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TexHU4YecKue XxapaKkTepucTuku (npoaonkeHue)

YaaneHHbli goctyn

L2TP tunnels (client) — 10
PPTP tunnels (client) — 10
Remote Access OpenVPN tunnels (client) — 10
OpenVPN remote addresses per tunnel — 8
OpenVPN concurrent users — 64

instance — 16

peers per instance — 128

local addresses — 1

addresses per peer (address-range & obj-group) — 10k

WireGuard tunnel, RA

CepBuCbI

ruleset — 1024
Source NAT rules in ruleset — 1024
pool — 1024

ruleset — 1024
Destination NAT rules in ruleset — 1024
pool — 1024

pools — 100
DHCP Server pool size — 10k
static address in pool — 128

be3onacHocTb

instances — 1533
rules — 1533
zone — 128

Firewall zone-pair — 512
rules — 10k

ACL

user update servers — 32
IPS ips-categories — 20
rules — 500

Ha6opbl wunopos IKE (v1/v2), IPsec (esp/ah)
Authentication md5, shal, sha2-256, sha2-384, sha2-512

des, blowfish128, aes128, camellial28, aes128ctr (IKEv2 only), blowfish192, aes192, camellial92, 3des,
Encryption aes192ctr (IKEv2 only), blowfish256, aes256, camellia256,
aes256¢tr (IKEv2 only)

Regular Groups: 1,2,5,14-18.

Modulo Prime Groups with Prime Order Subgroup: 22-24.
Diffie Hellman NIST Elliptic Curve Groups: 19-21, 25-26.

Brainpool Elliptic Curve Groups: 27-30.

Elliptic Curve 25519: 31

Habop ¢pyHKumMit cooTBeTcTBYET Bepcum MO 1.37.
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¢yHKLI,MOHaI1 bHbl€ BO3MOXXHOCTU

KommyTtauua —lMNopaepxka npotokona BFD
— [o 4094 VLAN (802.1Q) — MexaHu3am Auto cost calculation
— Voice-VLAN —lMNopaepKa mapLwpyTmsaLmm Ha OCHOBE MOJUTUK

—Q-in-Q (802.1ad)

— MAC-based VLAN

— Bridge-gomeH

— LAG/LACP (802.3ad)
—Jumbo-kaapbl

IS-1S:

— PaboTa B pas/iMyHbIX TUNax ceTeli: Broadcast,
Point-to-point

— YctaHoBKa coceactsa L1-/L2-ypoBHei

— Metric style: narrow, wide, transition

KommyTtaums no metkam (MPLS) — AyteHTudumKaLma
—Mopaeprkka npotokona LDP — ®unbTpaLma mapLpyTHON MHOPMALLUK
— MNogaepkka L2VPN VPWS — [MbKana peauctpubbiouma ns/s npouecc IS-1S
—Mopapaeprkka L2VPN VPLS Martini Mode, Kompella Mode MapLLPYTOB APYrMX NPOTOKO/0B
— Noaaeprkka L3VPN MP-BGP (Option A, B, C) — BO3MOXKHOCTb 3anycka Ao 64 npoueccos
— L2VPN/L3VPN over GRE, DMVPN O4HOBpPEMEHHO
—Mpo3payHan nepegaya cnyebHbIX NPOTOKONOB —MNopaeprkka MapLUpyTU3aLLMM Ha OCHOBE MOJIUTUK
MapuwpyTusaumsa RIP(ng):
BGP: — Pabora B pexkumax (RIP only): Broadcast, Multicast,
— CemelictBo agpecos: IPv4, IPv6, VPNv4, L2VPN, Unicast
IPv4 label-unicast, Flow-spec — Cymmapusauma n GuabTpaLma MapLLipyTHOM
— BO3MOXKHOCTb rMBKOro ynpaBneHnsa mapLupyTHOM nHbopmaLmun
nHopmaumert no atpmbytam. Mogaep>KKka MexaHM3MOoB — YnpasneHne MeTpPUKoOM mapLupyTa
Conditional Advertisement, Route Aggregation n Local-AS  — AyteHTuduKayma
— BblcOKaa MaclTabupyemocTb U TMOKOCTb HAaCTPOMKMU: — MaccuBHbIN MHTepdelic
noazep»ka peer-group, dynamic neighbor, as-range, — nbKan peanctpmbbloums ns/e npouecc RIP maplupytos
Route-reflector n Confederation OpYyrvx NPoTOKONOB
— Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer — lMNopaepKka mapwpyTmsaLmm Ha OCHOBE MOJUTUK
Detection .
— Graceful restart Static:
— AyTeHTUMKALUA — MNopaepka npotokona BFD

— PeKypCUBHbIN NOUCK

— YnpaBieHne METPUKOI MapLupyTa

— Bo3MOXKHOCTb BbI6Opa BapmnaHTa yBeLOMAEHUSA
OTNPaBMTENIO NPKU BIOKMPOBKE TPadPUKa

— [MbKana peanctpubslouma ns/s npouecc BGP mapLupyTos
OpYyrnx NpoTOKO/108
— BO3MOXKHOCTb 3anycka A0 64 npoLeccos 04HOBPEMEHHO

—ECMP
— MNoaaeprkKka MapLupyTU3aLUmM Ha OCHOBE MOUTUK Kauectso o6cnyxusanma (QoS)
OSPF (v3): —f,spéi NPUOPUTETHbIX W B3BELLEHHbIX oYepenei Ha

— 30Hbl pa3nmyHbix TMNos: Normal, Stub, Totally stub,
NSSA, Totally NSS

— PaboTa B pasnmuHbIX TUNax ceTeli: Broadcast, NBMA,
Point-to-point, Point-to-multipoint,
Point-to-multipoint non-broadcast

— Cymmapusayma u GuabTpaLma MapLipyTHOM
nHdopmaumnm

— AyteHTndMKaums

— ECMP

— MNaccmBHbIN NHTEPdEC

— mbkana peauctpubblouma ns/s npouecc OSPF mapLupytos
APYrnx NpoTOKO/108B

— B03MOXXHOCTb 3anycka 4o 64 npoueccos 04HOBPEMEHHO

— L2- n L3-npuoputunsaums tpadmka (802.1p (CoS), DSCP,
IP Precedence (ToS))

— Uepapxnueckunii QoS

—YnpasneHue ovepegamu: RED, GRED, SFQ, CBQ, WFQ,
WRR

— MapKU1poBKa Ha BXOAge M BbIXoAe

— YnpasneHue nosiocoi nponyckanus (policing, shaping)

Habop ¢yHKLMI cooTBeTcTBYeT Bepcum MO 1.37.
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®DYyHKUMOHa/IbHble BO3MOXKHOCTU (NpoaosKeHue)

IPsec — YpaneHHoe ynpasneHue, npotokonbl Telnet, SSH
— Pexxumbl «policy-based» n «route-based» (IPv4/1Pv6)
— Pexxumbl nHKancynaumum: tunnel n transport — LLDP, LLDP MED
— Buabl ayteHTUdUMKaumm: pre-shared key, public key, xauth — JlokanbHOE U yaaneHHoe CoXpaHeHMe KOHPUrypauni
(ikev1 only), eap (ikev2) MmapLipyTmMsaTopa
— Noaaeprkka mobike (ikev2 only) SLA!
—MNopaeprkka HabopoB Katouyel ayTeHTUdUKaLUUK ike .
keyring — SLA-responder gns Cisco-SLA-agent
— Eltex SLA:
YpaneHHbi goctyn (Remote Access) — 3a4eprKKa (0AHOCTOPOHHAA/ABYCTOPOHHSASA)
— BO3MOXKHOCTb yaaseHHOro focTyna — Jitter (npAmoit/obpaTHbIit)
K KopnopaTtueHon cetu no PPTP, L2TP over IPsec, — Motepa naketos (Npamas/obpaTtHan/nByCTOPOHHARA)
OpenVPN, WireGuard — Ob6HapyrKeHne aybnmpyroLmMXca NakeTos
—MNoaaepskka PPPOE-/PPTP-/L2TP-knneHTa — Ob6HapyrKeHue HapyLleHMa nocaen0BaTe/IbHOCTH
— AyteHTnduMKaLma nonb3oBaTenei [0CTaBKK naketos (Npamoe/obpaTHoe/
— lLndpoBaHme coeanHEHW [ABYCTOPOHHee)
be3onacHocTb Pe3sepBupoBaHue 1 Knacrepmsauusa
— MNoaaepskka cnnckos KoHTpona aoctyna (ACL) Ha 6a3e —VRRP v2, v3
L2-/L3-/L4-nonen — Tracking Ha ocHoBaHuUK VRRP- nnu SLA-TecTa
— Zone-based Firewall B gByx pexumax: stateful n stateless.  — YnpasneHue napametpamm VRRP
JlormpoBaHue cpabaTbiBaHUA NPABUA, CYETYMKM —YnpasneHue napametpamu PBR
— ®unbTpaLMA MO NPUNOKEHNAM — YnpaBieHne aAMUHUCTPATUBHbBIM CTAaTYCOM
— 3awumTa ot DoS-/DDoS-/Spoof-aTak 1 UX 1orMpoBaHue nHTepdelica
— Cuctema ob6HapyKeHUa U NPeLoTBPALLEHUA BTOPKEHWUN — AKTMBAUMSA M AEaKTMBALLMA CTAaTUYECKOrO MapLipyTa
(IPS/IDS) 1 ux nornposaHue’ —YnpasneHue atpnoytom AS-PATH u preference
— CurHaTypHbIv aHanm3 nocpeactsom IPS B AByx pexumax: B route-map
aHa/In3 TPaH3UTHOTO M 3ePKaNMPOBaHHOTO TpaduKa' — DHCP failover gns pesepsuposaHua 6asbl IP-agpecos,
— B3aumogpencteue c Eltex Distribution Manager ans BblgaHbix DCHP-cepsepom
NoJly4eHUs NNLEH3UPYEMOTrO KOHTEHTA — Habopbl — Firewall failover ans pesepsupoBaHus ceccui Firewall
npasun, npegoctaBnaemble Kaspersky SafeStream II° n NAT
— MultiwAN

MOHUTOPUHT N ynpaBneHue

— Dual-Homing
— MNopaepKa cTaHAAPTHbIX U pacwmrpeHHbix SNMP MIB,

RMONv1 OmkKaszoycmolivuenliii Knacmep:

— Zabbix agent/proxy — MpocToTa aAMUHUCTPUPOBAHUA U UHTErPaLMK:

— AyteHTMdMKaLMA Nonb30oBaTeNEeN MO /IOKa/IbHOM base CUHXPOHM3aLMA KOHDUTYpaLKUiA, BPEMEHU, BEPCUN,
cpeactsamum npoTtokonos RADIUS, TACACS+, LDAP nnueHsnin; Zero Touch Provisioning (ZTP)

— 3aWwmTa oT OLWMBOK KOHPUTYPUPOBAHMA, aBTOMATUYECKOe  — Pe3epBUpOBaHME BCEX COEAMHEHUI B KnacTepe
BOCCTAHOB/IEHME KOHbUIypaLmm — Pe3epBupoBaHMe MapLIpyTM3aTOPOB (B TERYLLEN

— UHTtepdericol ynpasnexua CLI BEpCUM NoaaepKMBaeTCA pe3epBMpoBaHuMe No Cxeme

— Noaaeprkka Syslog «1+1»)

— MOHMWTOpP MCMONb30BAHWUA CUCTEMHBbIX PECYPCOB

— Ping, monitor, traceroute (IPv4/IPv6), BbiBOA,
MHPOPMALLMM O MaKeTax B KOHCONU

— O6HoBneHue MO, 3arpy3Ka 1 BbIrpy3Ka KOHPUrypauum
no TFTP, SCP, FTP, SFTP, HTTP(S)

— MNopaepxka NTP

— Netflow v5/v9/v10 (akcnopt ctatnctuku URL ans HTTP,
host gns HTTPS)

1—|a6op dyHKUM cooTBeTcTByeT Bepcum M0 1.37.
2AKTMBMpyeTcn NMLEeH3neNn.
Habopbl npaBua npeaocTaBastoTca No noanucke. MUHUMaNbHbIV CPOK AelcTBUs noanucku — 1 roa.
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®PyHKUMOHaNbHbIe BO3MOXHOCTU (NpoaonKeHue)

CepBuchbl — YnpasneHuMe nosocoin nponyckaHma no opmucam
— DHCP-knuneHT, cepsep n SSID, ceccnam nosb3oBaTenei
— DHCP Relay Option 82 — AyTeHTndMKauma nonb3osatenen no MAC-
— DNS resolver nnu IP-agpecam
—NTP
— TFTP-cepBep DMVPN
— MNoaaepKka npotokona NHRP

BRAS' — DMVPN phase 1,2,3
— TepMnHaUKA nonb3oBaTenem — Per-Tunnel QoS
— benble/uepHble cnncku URL — MNoppeprKKa IPsec
— KBoTupoBaHue no o6bémy Tpaduka, No BpemeHu ceccum,

Mo CeTeBbIM NPUIOKEHUAM Tynnenuposanue
— HTTP/HTTPS Proxy B :g?PGRE' FOGRE
— HTTP/HTTPS Redirect _L5TPv3

— AKKayHTUHT ceccuin no npotokony Netflow

— B3anmoaelicteue c cepsepamm AAA, PCRF ~ LT (inter VRF routing)

MHdopmauma gna 3akasa

OnuyA NporpaMmMHbIi CepBUCHbIN MappyTusaTtop VESR FREE, 1 Mbit/s, 1024 RIB BGP,

VESR FREE 1000 RIB OSPF, 1000 RIB IS-IS, 1000 RIB RIP, 2 VPN

VESR BASIC OnumaA NporpammHbIin cepBUCHbIN MaplupyTmsaTop VESR BASIC, 100 Mbit/s, 512k RIB BGP,
500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 6 VPN, 1 roa

VESR BASIC+ Onuma NPorpamMmMHbIii cepBUCHbIM MmapLipyTusatop VESR BASIC+, 500 Mbit/s, 512k RIB BGP,
500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 12 VPN, 1 rog,

VESR STANDARD Onuua NporpaMmHbIi cepBuCHbIA Maplupytusatop VESR STANDARD, 1 Gbit/s, 768k RIB BGP,
500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 24 VPN, 1 rog,
OnumAa NPorpammHbIii cepBUCHbI mapLupyTu3aTop VESR STANDARD+, 5 Gbit/s, 1024k RIB BGP,

VESR STANDARD+ 500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 64 VPN, 1 rog,

VESR ADVANCED Onuua NporpaMmmHbIit cepBuCHbI Maplupytusatop VESR ADVANCED, 10 Gbit/s, 2048k RIB BGP,
500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 64 VPN, 1 rog,

VESR ADVANCED+ Onuma NPorpammHbIi CepBUCHbIN MappyTrsaTtop VESR ADVANCED+, 25 Gbit/s, 4096k RIB BGP,

500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 64 VPN, 1 ropg,

Onumsa NporpammHbIin cepBUCHbIN maplupyTmsaTop VESR PREMIUM, 50 Gbit/s, 5000k RIB BGP,

VESR PREMIUM 500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 256 VPN, 1 rog,

OnuwmA NporpaMMHbIi CepPBUCHBIN MapLipyTusaTop VESR PREMIUM+, 100 Gbit/s, 5000k RIB BGP,

VESR PREMIUM~ 500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 256 VPN, 1 rog,

Habop ¢yHKuMIA cooTBeTcTBYET Bepcum MO 1.37.
"AKTUBMPYETCA NNLIEH3NEN.

Cpenatb 3aka3s 0 kKomnaHuu Eltex

Mpegnpusatue «/ITEKC» — BeayLwmin pOCCUNCKUA pa3paboTunK MU Npous-

‘ @ {é;:: BOAWUTE/Ib KOMMYHUKaLMOHHOro obopynosaHua ¢ 30-neTHei ucTtopwmein.
+7 (383) 274 10 01 eltex@eltex-co.ru eltex-co.ru KomnneKkcHOCTb pelleHMit U BO3MOMHOCTb UX 6ecLIOBHOM MHTerpauum
+7 (383) 274 48 48 B MHOPACTPYKTYpYy 3aKasuvka — NpUOPUTETHOE HamnpaB/JeHWe PasBUTMA

KoMnaHuu.
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