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PykoBoacTBo no akcnyarauun WOP-20L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-20L siBnsieTcs Toukoin goctyna Wi-Fi. KOHCTpykumusa ycTpoiicTBa npeaycmaTpvBaeT
repMeTUYHbIA KOpryc, KOTOPbIA NO3BO/ISET UCMNO/b30BaTh TOUKY A0OCTYyrNa BHE NMOMeLLEeHWU B pa3nyHbIX
KNnumMaTtunyeckux ycrioBumax npu temneparypax ot -45 go +65 °C.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTtaHa 6ecnposogHas Touka goctyna WOP-20L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbike ¢ npoBogHol ceTbio. WOP-20L nogkntoyaetcs K nposogHoin cetn yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WOP-20L nogaepxunsaeT coBpeMeHHbIe TpeboBaHUA K kKaueCcTBY CEpBUCOB M NO3BOJISAET Nnepeaasarb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIACTBO ABNAETCS HE3AMEHNMbIM PELLUEHNEM AJ151 OpraHM3aLuy 6ecnpoBOAHON CETU B pa3/IMUHbIX
KIMMaTMYECKMX YCI0BUSIX, B LUMPOKOM AMana3oHe paboumx Temnepartyp 1 BbICOKOW B1aKHOCTU (napku,
3aBOApbl, CTaZMOHBI, T.A.), & TAKKe SABMIAETCA AeasbHON NnaTopMoli 415 opraHv3almmn CBsA3U B KOTTEAXKHbIX
nocesnkax v yAaseHHbIX HaCeIeHHbIX NMyHKTaXx.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 nopt Ethernet 10/100/1000BASE-T (RJ-45) ¢ noaaepxkoii PoE;

« Wi-Fi 2.4 Ty IEEE 802.11b/g/n;

* Wi-Fi 5Ty IEEE 802.11a/n/ac;

+ 4 pazbema SMA-Tuna (female) ana nogknoueHUst BHeLWHNX aHTeHH (Omni, cekTopHasi, naHenbHas u

T.0.).
PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauusi AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHNPOBaHME NakeToB Ha ocHose WMM,;
* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* nogaepxka ckpoitoro SSID;

* 14 BUpTyanbHbIX TOYEK OOCTYNE,;

+ 06HapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* CMeKTpoaHamM3arop;

* aBTOBbLIOOP KaHana.

Cemesbie (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, AYN/IEKCHOTO peXxumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nogaepxka IPve6;

* nogaepxka VLAN;

* DHCP-knueHT;
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* nogpepxka ACL,;

* nogaepxka NTP;

* nopaepxka Syslog;

* nogpepxka GRE;

* BO3MOXHOCTb Nnepefayn aboOHEeHTCKOro Tpadinka BHe TyHHeNe.

®dyHkyuu QoS:

* NpUOpUTET 1 NNaHMPOBaHNE NAKeTOB HA OCHOBE Npodunnel;

* OrpaHu4eHue NpPonyckHOW cNOoCO6HOCTM Ans kaxaoro VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHT],;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA/WPA?2 Enterprise);
* WwundpoBaHue gaHHbIXx WPA/WPA2;
+ nopaepxka Captive Portal.

Ha pucyHke 1 npuBegeHa cxema npumeHeHusa obopygosaHna WOP-20L.

’ﬁﬁ/ APM eﬁ

__~ oneparopa

§

CepBep

DHCP, RADIUS

PucyHok 1 — ®yHKUMOHanbHasa cxema ncnosisdoBaHna WOP-20L



PykoBoacTBo no akcnyarauun WOP-20L

2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl WAN-uHTeppelica Ethernet
KonmuecTtBo nopToB

DneKTpuYeckunii pasbem

CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBOAgHOrO uHTEpdhelica
CraHgapTsl

YacToTHbI gnanasoH

Mogynauua

Paboune kaHasbl

CKopocCTb nepefayun AaHHbIX

MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA
MakcumasibHast MOLLHOCTbL nepefaTyvka

quCTBMTEﬂbHOCTb npnemMHnkKa

Be3onacHocTb

1

RJ-45

10/100/1000 M6uT/c, aBToONpeaeneHne
BASE-T

802.11a/b/g/n/ac

2400-2483.5 MI'y, 5150-5350 MI'uy, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2402-2482 MI'L)

802.11a/n/ac:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 My
- 149-165 (5735-5835 Mry

802.11a: go 54 MéuT/c
802.11b: gpo 11 MéuT/C
802.11g: go 54 MéuTt/c
802.11n: go 300 Méut/c
802.11ac: go 867 Méut/c

IMu: no-91 abm
ly: 0o -93 abm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPA2 Enterprise)

wmndpoBaHne gaHHbix WPA/WPA2

nopnepxka Captive Portal

Bbl60p MOZe/ I aHTeHH 3aBMCUT OT UCMOJIb30BaHUSI TOUKM A0CTyna

Moppepxka 2x2 MIMO
YnpaBsneHue
YpaneHHoe ynpas/seHue
OrpaHnyeHne goctyna
O6Lwume napamMeTpbl
Flash-namatb

RAM

web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naposnto, ayteHTudgukaunsa yepes RADIUS-cepsep

128 MB SPI-NAND Flash
256 Mb DDR3 RAM



MutaHne

MoTpebnsiemast MOLWHOCTb
CreneHb 3alunThl

Pabounin gnanasoH Temneparyp

OTHOCUTENbHAs BNXHOCTb Npu
Temneparype 25 °C

lra6aputhbl (LU x B x )
Macca

Cpok cnyx6bl

PykoBoacTBo no akcnyarauun WOP-20L

PoE 48 B/56 B (IEEE 802.3af-2003)
He 6onee 12 Bt

IP55

oT -45 po +65 °C

0o 95 %

125 x 227 x 49 mm
0,77 kr

He meHee 15 net



2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

PykoBoacTBo no akcnyarauun WOP-20L

Yctpoiicteo WOP-20L BbINO/IHEHO B N1aCTUKOBOM Kopryce. BHelwHnii BuA naHenei yctporictea WOP-20L

npuBeAeH Ha PUCYHKax 2 n 3.

i 4 &

gogoot

Gl))

&

PucyHok 2 — BHewwHWin BuA nepeaHein naHenin WOP-20L

CocTosiHMe ycTpolicTBa 0TOGPaKaeTcsi Npy NOMOLLM MHANKATOPOB, PACMNOOXEHHbIX Ha NepegHel naHenu
yCTpoiicTBa. NepeyeHb COCTOAHUI NHANKATOPOB NPUBEAEH B Tabnuue 2.

Tabnmua 2 — OnucaHne NHANKaTopoB

NHgukaTop CocTosiHue uHauKaropa

Power — nHaukarop rOPUT MOCTOSHHO
[ nUTaHus 1 ctatyca
( ) pa6oTbl ycTpoiicTBa

mMuraet

YyacToe MUraeT B TEYEHUM
3 cekyHp, fanee roput

NMOCTOSIHHO
LAN — uHgukartop rOpUT NOCTOSAHHO
nopta Ethernet-
nHTepdeiica
muraet
o~ Wi-Fi2.4'Ty ropuT NOCTOSIHHO
- — MHAMKaTop cTaryca

paboTbl 6eCNPOBOAHOIA
24G ceTu B AnanasoHe 2.4
My,

OnucaHue

nuTaHve NoAK/IYEHO, HopMasibHas paboTa

YCTPOWCTBO He nony4nno agpec no DHCP

nepesarpyska/c6poc K 3aBOACK/M HACTPOikam

kaHan mexgy Ethernet-uHtepdeiicom WOP-20L n
NOAKMNIOYEHHbIM YCTPOCTBOM aKTUBEH

npoLecc NakeTHOV nepefayun AaHHbIX MexXay
Ethernet-uHtepdeiicom WOP-20L n
NOAKMOYEHHBIM YCTPOACTBOM

cetb Wi-Fi B gnanasoHe 2.4 Ty akTnBHa
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PykoBoacTBo no akcnyarauun WOP-20L

Nupunkarop CocTtosiHne nHaukartopa OnucaHne
/;\\ Wi-Fi 5 'y, rOpuT NOCTOAHHO ceTb Wi-Fi B gnanasoHe 5 Ty, akTBHa
= — MHAMKaTop cTaryca
e paboTbl 6eCnpoBOAHOIA
5G CeTu B AnanasoHe 5
My

Ha HmxHel naHenn yctpoiictea WOP-20L pacnonoxeHbl LAN-nopt 10/100/1000BASE-T (pasbem RJ-45) ans
MOAK/HOUEHNS K BHYTPEeHHe ceTu 1 nutaHuio POE 1 kHonka c6poca K 3aBOfICKMM HAcTpoiikam («F»).

PucyHok 3 — BHeluHuiA BUA HXHen naHen WOP-20L

2.5 CO6pocC K 3aBOACKMM HacTpoiikam

[ns cépoca K 3aBOACKMM HACTPOKaM He06Xx04UMO B 3arpy>XeHHOM COCTOSIHUM YCTPOIMCTBA HaXaTb U
yAepXuBaTtb KHOMKY «F» Ha npoTshkeHun 10—15 cekyHg, noka nHamkatopbl Wi-Fi 2.4 n 5 TTL He HAYHYT Murathb.
Mpou3oiigeT aBToMaTyeckas nepesarpyska yctpoincTtsa. MNMpu 3aBoACKUX ycTaHOBKax byaet 3anyweH DHCP-
KnueHT. B cnyyae, ecnu agpec He 6yaeT nonyyeH no DHCP, To y ycTpoiicTBa 6yaet 3aBogckoli IP-agpec

— 192.168.1.10, macka nogcetn — 255.255.255.0.

2.6 KomMnaekT nocTaBKu
B komMnnekT nocTtaBku BXOOAT:

+ 06opyposaHue paguogoctyna WOP-20L;

* KOMMJIEKT Kpenexa;

* PYKOBOACTBO No aKcnayaTauun Ha CD-gucke (onuuoHasibHO);
* cepTudpmkart cCooTBETCTBUS,

* namsitka 0 AoKyMeHTauuu;

* nacnopr.

11



PykoBoacTBo no akcnyarauun WOP-20L

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. HesapgeicTBOBaHHbIE aHTEHHbIE pa3beMbl TpebyeTcs 3akpbITb 3aMTHONM KPLILLKOW, KOTOpas BXOAUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

3. He npoussoauTe ycTaHOBKY JAHHOIO YCTPOCTBA BO BpeMs rpo3bl. MOXeT cyLecTBOBaTb PUCK yaapa
MOJTHUEN.

4. Heobxogmmo cobntogate TpeboBaHms N0 HAMPSHXKEHUIO, TOKY U YacToTe, yKa3aHHble B faHHOM
NHCTPYKUNN.

5. TMNepep nogxNtoYeHNeM K YCTPONCTBY M3MEPUTENbHBIX MPUGOPOB M KOMMbOTEPa UX HEOBX0ANMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

6. Mepep BKIOYEHMEM YCTPOICTBA yOeanTbLCA B LLe/IOCTHOCTU Kabesnei n nx HageXHoM KpenaeHun K
pasbemam.

7. He yctaHaBnmBaiiTe yCTPONCTBO PALAOM C MCTOYHUKAMU Tern/ia 1 B NOMELLEHUAX C TeEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

8. B0 Bpems MOHTaxa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLMAX CriefyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

9. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

10. Mopxntoyatb K yCTPOMCTBY paspeLuaeTcs TO/IbKO ro4HOe K MPUMEHEHUIO BCrioMoraresibHoe
obopygoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

© NMpu ynnuHoii ycTaHoBKE NGO B MECTax BbICOKOI BIQXKHOCTN YCTPOMCTBO 0653aTE/NbHO [O/MKHO 6bITh
YCTaHOB/IEHO TakMM 06pa3om, 4To6bl Ethernet-nopt 6611 HanpaBieH BHUS.

PekomeHayemoe NnosioXeHne ycTpoincTea Ans yCTaHOBKM — KpensieHne Ha TPy6oCToiKy/cTono.
Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInyme BUAUMbIX
MexaHU4ecKnx nospexaeHuii. B cnyyae o6HapyXeHUsi NoBpexXaeHnin cneafyet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT 1 06paTUTLCA K MOCTaBLLUKY.
3. Mpu pa3meLlleHnn ycTpoincTea Ans obecneveHns 30Hbl NoKpbITUA cetn Wi-Fi ¢ Hannyywmmn
XapakTepucTMkamy yuntblBainTe cregyrowime npasunia:
* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHON CET.
« MUHMMK3UNPYIITE uncio nperpag (CTeHbI, NOTOMKK, Mebenb n ap.) mexay WOP-20L n gpyrumu
6ecnpoBoAHbLIMY CETEBLIMU YCTPOCTBaAMM.
* He ycTaHaBnvBaiite yCTpoicTBO B6NM3M (NOpsiaka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.
+ He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtaollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctems 6ecnposogHoii cetn Wi-Fi.
+ [penAaATcTBUA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLUUTb paguyc aericteua Wi-Fi ceTtn.
4. Mpu pa3meLLeHN HECKOTbKUX TOYEK paaunyc COTbl JO/DKEH NepeceKkaTbCs C COCefHel COTOM Ha ypoBHe
0T -65 f0 -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 gbm Ha rpaHuLax coT, ec/fiv He
npegnonaraetcs ucnosb3osaHne VolP, NOTOKOBOro BMAeOBELLaHNS 1 APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6eCcnpoBOAHON CETU.

N —
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PykoBoacTBo no akcnyarauun WOP-20L

3.3 YacToTHble nosockl 1 KaHasbl B guanasoHe 5 'y ana Wi-Fi

Mepegaya gaHHbIX B gnanasoHe 5 My ncnonb3yetca ansa ctaHgapTtos IEEE 802.11a/n/ac. YcTpoilcTBo
WOP-20L nogaepxuBaeT 4acToTHble KaHasbl B AnanasoHe 5 Ty, ¢ wupuHoii 20, 40 n 80 MIy,

[LNs1 BblUMCIEHMS! LeHTpasIbHOW YacToTkl kaHana Wi-Fi (f, B ML) ncnonb3yetcs cneayrowas opmyna:
f=5000+(5*N), rae N — Homep kaHana Wi-Fi.

3.4 PacueT Heo6XxoAMMOro Uncsa Touek goctyna

Mpu BbIGOpE KONMYecTBa HEOBXOAUMbIX TOUEK AOCTYNa CreayeT NnpeaBapuTeibHO NPOV3BECTM OLEHKY
TpebyeMoli 30Hbl 0XBaTa, yunTbiBas [JH aHTEHH B rOPU30HTaIbHOI 1 BEPTUKasIbHON nnockocTax. [Ans 6onee
TOYHOIA OLEHKM HEOBXOAMMO NPOV3BECTYM paanoncc/ieloBaHne TeppuTopun. JanbHOCTb 0XBaTa YyBEPEeHHOro
npvemMa ToYKM [0CTyna 3aBUCUT OT YCTAHOB/EHHbIX AHTEHH W HANNUMS NPENSTCTBUIA. B Tabnuue 3 npuBeeHsbl
NPUGN3UTENbHBIE 3HAYEHNS 3aTyXaHUs.

Tabnmua 3 — 3Ha4eHus 3aTyxaHus

MaTtepuan N3meHeHue ypoBHA curHana, ob
24T1Ty 5Ty,
OprcTekno -0,3 -0,9
Kupnny -4,5 -14,6
Crekno -0,5 -1,7
MncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLITykaTypka ¢ MEeTas1/IM4ECKON CETKOW -14,8 -13,2
LLInako6nok -7 -11
MeTannuueckas pelueTka (sueiika 13 x 6 MM, METaUTN 2 MM) -21 -13

3.5 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty I‘i 22 MIy, H 2.483 Ty,

PucyHok 4 — O6las guarpamma nepekpbITs YacTOTHbLIX KaHanoB B 2.4 Ty,
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PyKoBOACTBO Mo aKcnayaTaum WOP-20L

Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y nprBefeH Ha pUCyHke 5.

PucyHok 5 — Cxema pacnpefeneHus kaHasioB Mexay CocelHUMU Toukamun 4ocTyna B AvanasoHe 2.4 Ty npu
WwnpuHe kaHana B 20 MI'y,

AHa/IOrMYHO PEKOMEH/YETCS COXPaHSTh AaHHbIA MexaHU3M pacnpeaesieHns KaHas1I0B NPy PacnonoXeHum
TOUeK Mexay aTaxamu (PUCYHOK 6).

SRR,
S ==
ED eSS

P Y,

PucyHok 6 — Cxema pacnpefiefieH’sl KaHa/1I0B MeXAy COCeAHUMYN TOUKaMU AOCTYNa, PAcrofIOKEHHbIMU MeX 1y
aTaxamu

Mpwn ncnonb3oBaHUK WKUPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [Ty, HET HenepekpbiBalLWMXCa KaHasoB. B
Taknx criydasix CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MH:z MHz MHz Radar MHz MHz MHz
1

149
153
157
161
165

IEEE Channel # (S S IR N S22

100
104
108
112
116
120
124
128
132
136
140
] 144

L A A A A A A AR A A A A A A A A A A A AT A AT AR
somiz NV VN NV VY VY LV
80 MHz |/ \/ y ! \/ Vv \ i
160 vz [ A | i

Examplesof [0 ) A
non-contiguous
VHT80+80 MHz [

setup

PucyHok 7 — KaHauibl, ncnosb3yemble B guanasoHe 5 Ty npu wupuHe kaHana 20, 40, 80 My,
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4 YcTaHOBKa yCTpoucTBa

[Ansa Toukm goctyna WOP-20L npefycMOTpeHbl ABa BapuaHTa MOHTaXa: yCTaHOBKa YCTPOCTBa Ha
TPy6OCTOIiKYy 1 yCTaHOBKa YCTPOMCTBA Ha CTEHY.

4.1 YcTaHOBKa yCTPOWCTBa Ha TpybOCTONKY/CTONG

1. MpuKpenuTe KPOHLUTENH K KOPMyCY YCTPOCTBA C MOMOLLbIO BUHTOB, UAYLLMX B KOMIM/IEKTE, Kak
MOKa3aHO Ha PUCYHKE HIXE.

PuUcyHok 8 — KpenneHne KpoHLWTeiHa K ycTpoiicTBy

2. YcTaHOBUTE yCTpOiicTBO Ethernet-nopTom BHM3 Ha TPY6OCTOIIKY, KAk NOKa3aHO Ha PUCYHKE HUXE, 1
3aKpenuTe ero XomyTamu, MayLimMmy B KOMMNJIeKTe ¢ ycTpoiicTeoMm. CobntogaiiTe MHCTPYKLMM MO TEXHUKE
6e30MacHOCTV 1 peKoMeHJaLuy, NPUBEAEHHbIE B pasfenax «/IHCTPYKLMN N0 TEXHVKE 6e30NacHoCT» 1
«PeKoMeHaLmn No yCTaHOBKe».

b etk el o S S

PucyHok 9 — KpensieHue ycTpoicTea K TpyboCTolke
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4.2 YcTaHOBKa YyCTPOWCTBa Ha CTEHY

© [aHHbIii BapuaHT YCTaHOBKM YCTPOICTBA ABMSETCA AOMNOMHUTENbHLIM — KPEMN/IeHne NpogaeTcs
OTAE/IbHO U HEe BXOAMUT B KOMIM/IEKT MOCTaBKM.

1. CoBMecCTUTE YeTbIpe OTBEPCTUA A/19 BUHTOB Ha KpOHLUTeVIHe C TakKMMK XXe OTBEPCTUAMUN Ha

ycTpoicTee. C NOMOLLbIO OTBEPTKN NPUKPENUTE KPOHLUTENH BUHTAMK K YCTPOMCTBY, Kak Noka3aHo Ha
pucyHke 10.

PucyHok 10 — KpenneHune KpoHLITeHa K yCTPOIACTBY

2. BblbepuTe MecTo A/151 pa3MeLLEHNS TOYKM JOCTyna B COOTBETCTBUM C PEKOMEHAALMAMY U3 Pa3fenioB
PYKOBOACTBA «/IHCTPYKLMM MO TEXHUKE BE30MACHOCTU» U «PeKoOMEHALIN N0 YCTaHoBKe». pUnoxmTe
OCHOBaHWE KPOHLUTEHa K CTEHE U OTMEpPLTE PacnosioKeHNe OTBEPCTUI ANA BUHTOB (PUCYHOK 11).
MpocBepnuTe OTBEPCTUSI U 3aKPENUTE B HUX BUHTbI, HE 3aTArBas 40 KOHUA.

PucyHok 11 — Pa3mellgHne yCTpoiCTBa Ha CTEHE
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3. CoBMeCTWTE OTBEPCTUS KPOHLUTEHA C BUHTAMM Ha CTeHe. MNepeaBrHLTE KPOHLUTEH BBEPX UN BHU3
[10 yropa 1 3aKpenuTe BUHTbI (PUCYHOK 12).

PucyHok 12 — dukcrpoBaHue yCTpoincTBa Ha cTeHe
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5 MopgknoveHne ycTponcTea

PucyHok 13 — MopgxntoveHne Ethernet-kabens k PoE-nopty

1. CHUMUTE KPbILLKY, 3aKpbliBatoLLyto Ethernet-nopt Ha HXHel naHenn ycTpoiicTBa, BbINOMHUTE

3a3eM/IeHne YCTPOoIACTBa Yepes cneuuanbHyo KNemMMy Ha paauaTtope YCTPOoCTBa, 3aTem NoAKIiounTe
Ethernet-kabenb k PoE-nopty (pucyHok 13).

. 3aKpoiiTe KpbILWKY HKHEN naHenu.

MoaxntoumTe Ethernet-kabenns, naywmin ot WOP-20L, k POE-nopTy nHXekTopa nnv nopty KoMmyTtartopa
(IEEE 802.3af-2003).
Ecnu Bbl ncnonbsyete POE-nHXeKTOp, nogkntounTe ero K posetke 220 B ¢ nomoLlb0 CETEBOIO LWHYpa.

MoakNtouMTe aHTEHHY K YCTPOICTBY, Cieays MHCTPYKUMSAM M3 pasaena «/IHCTPYKLMS Mo repMeTy3aLimn
AHTEHHbIX PA3beEMOBY:

w N

o s

a. Mpwn ncnonb3osaHnn OMni-aHTEHH: NpUcoeAnHUTE aHTeHHbI K SMA-pasbemaM yCTPOICTBa;

6. Mpu NCNoNb30BaHUA NaHesIbHbIX/CEKTOPHbIX aHTEHH: NPUCoeaUHNTE aHTeHHbl K SMA-pazbemam
YCTPOIiCTBA C MOMOLLIbH KabesribHbIX CO0POK. OTPErynmpymnTe nosoXeHne aHTEHHbI Tak, UTObbI
abOHEHTCKMe YCTPOoNCTBa Nonaaanun B 30HY NOKPbITUS YCTAHOBIEHHON aHTEHHbI.

© Bo usbexaHue BbIXxoaa yCTPONCTBA U3 CTPOS PEKOMEH/IYETCA UCMO/b30BaTh rPO303alLuTy.

18
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5.1 VHCTpyKUMA No repMeTnsanmnm aHTeHHbIX pa3beMOB

© TepmetnsaLmio HEOBXOAMMO NPOBOAUTL C 06EMX CTOPOH Kabesns.

1. Mepep nogkntoyYeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPeXaeHNi, a Takke
MpoBepLTE HaMUMe YNI0THUTENBHOTO KOMblia B ralike pasbema, pacnosioxeHne nokasaHo Ha pucyHke 14 (a,
6).

PucyHok 14a PucyHok 146

2. MogknounTe Kabenb K pasbemMy yCTpoiicTBa (aHTEHHBI) 1 3aTSIHWUTE raiiky, Kak nokasaHo Ha pucyHke 15 (a,
6).

PucyHok 15a PucyHok 156

3. OTpexbTe PE3VHOBYHO FEPMETU3NPYHOLLYIO SIEHTY COOTBETCTBYHOLLEN AJIMHBI: HA FEPMETU3aLMI0 O4HOT0
pasbema SMA (pucyHok 15a) Tpebyetcsa 0,15 M ruaponsonupytoLLein neHTsl, Ans pasbema N-type (pucyHok
156) Tpebyetcs 0,3 M rMapon30NMNPYIOLLLEN NTEHTbI, Kak NoKasaHo Ha pucyHke 16 (a,6).

PucyHok 166

PucyHok 16a
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4. Ypanute ¢ pe3vHOBO NEHTbI 3aLLMTHBI C/OM, Kak MoKa3aHo Ha pucyHke 17.

e R

PucyHok 17

5. HauHMTe 06MOTKY CO CTOPOHbI Kabensi, NpeaBapuTelbHO OTCTYNMUB OT 0GXMMHOI YacTi Ha 10—15 MM.
3ahuKcHpyiiTe KOHUKK NEHTLI Ha oneTke kabens nog yrinom 15—25 rpagycoB k ocv kabens, 1, crerka
pacTsarMBas IeHTy, HauHUTe 06MaTbIBaTh kKabesb U pasbem, NPoABUrasiCb B CTOPOHY Kopryca yCTpoicTBa.
BUTKM HEOGX0AMMO YKNaablBaTb APYr HA Apyra C HAX/IECTOM, CK/IafKM Ha BUTKaxX He JonyckaroTcs. O6MoTKa
Kabensi nokasaHa Ha pucyHke 18 (a, 6).

PucyHok 18a PucyHok 186

6. [loCTUrHYB Kopryca yCcTPoiicTBa (AHTEHHbI) KpaeM NeHTbl, caenalite 060poT BOKPYr pasbeMa, MakCUMasibHO
NpXMMas Kpav NeHTbl K Kopnycy, ganee NpoAo/mHKMTe HaMOTKY SIeHTbI Nog, APYTUM YIIOM, YAAAsCb OT
kopnyca. NMpu HamaTbIBaHWM He 3abbiBaiiTe pacTArnBaTb JIEHTY U NI0THO NPWXXMMATb ee K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUYMKe NIEeHTbI PaCTSXKY HEOOX0ANMO YMEHbLINTL U NAOTHO NPWXKaTb €ro K BUTKam,
pacnosioXeHHbIM Ha OnIeTKe Kabens, Kak nokasaHo Ha pucyHke 19 (a, 6).

v

P-VlcyHOK 19a PucyHok 196
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PykoBOZACTBO No akcniyatauyum WOP-20L

7. OTpexbTe MBX-NneHTy (M30/1eHTY) COOTBETCTBYHOLLEN A/IMHBI: HA repMEeTMU3aL Mo 0HOTo pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTol, ANa pasbema N-type Tpebyetca 0,6 M n30neHThI. 130n1eHTa Tpebdyetca s
3alLUMTbl PE3MHOBOW NTIEHTbI OT Y/IbTPadMONEeToBbIX Nyyeli. I3oneHTa nokasaHa Ha pucyHke 20.

PucyHok 20

8. HauHnTe 06MOTKY C onneTkn kabens, npeasaputesibHO OTCTYNUB OT NEPBOro BUTKA PE3NHOBOIA NIEHTbI HA 5—
10 mMm. 3admKenpynTe KOHUMK N30/1EHTBI HA ONieTke kabens nog yrnom 15—-25 rpagycoB K ocu kabens, u,
cnerka pactsarmsas /IeHTy, Ha4HUTe obmMaTbiBaTb Kabesib 1 pasbeMm, NPoABUrasiCb B CTOPOHY Kopnyca
yCcTpoicTBa. BUTKM He06X04MMO yKaabiBaTb APYr Ha Apyra C Hax/1ecToM, CKNagkn Ha BUTKax He
ponyckatorca. ObmoTka kabesns nokasaHa Ha pucyHke 21.

PucyHok 21

9. locTWrHyB Kopnyca Kpaem /ieHTbl, cienaiite 060poT BOKPYr pasbema, MakCMMasibHO NpukuMas kpaii
130M1EHTbI K KOPMYCY YCTPOICTBA, Aasiee NPOAOIKUTE HAMOTKY JIEHTbI NOA APYTVM YITIOM, YAANSASICh OT
koprnyca. MNpu HamaTbIBaHUM NJIOTHO HaKNaAbIBaTE BUTKM NIEHTLI, HE JONYCKasi CKNaAoK. Ha nocneaHux
BUTKAX U30/1EHTbI PACTSKKY HEOBXOANMO YMEHbLUNTL [0 HYJIS U NOC/EAHUI BUTOK YIOXWUTb 63 pacTsarmBaHus,
Kak nokasaHo Ha pucyHke 22 (a, 6).

PucyHok 22a PucyHok 226

10. MNpoBepkTe 3arepMeTU3MPOBaHHbIN Pa3bem Ha OTCYTCTBME BUAVMbIX YYACTKOB PE3NHOBOI NTEHTHI.
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PykoBoacTBo no akcnyarauun WOP-20L

6 YnpaBneHue ycTponcTBoM vyepe3 web-nHtepdeic

6.1 Hauyano pa6oTsl

[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.
2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WOP-20L

3. BBegute ums nonb3oBaresnsi B CTpoke «BBeauTe NOrMH» 1 naposib B CTPOKe «BBeanTe naposb».

© 3aBopckue ycTaHOBKU: OTMH — admin, naposnb — password.

4. HaxmunTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHH0 MOHUTOPUHIA COCTOSIHUSA YCTPOICTBA.

ELTEX wopr-20L

MoHHUTOpPUHT Radio VAP wDs CETEBbIE HACTPOHKN BHewHue cepBuchl Cucrema - (BbIXOO,
Wi-Fi KNMeHTEl Wagenue  WOP-20L
AnnapaTHas BepCHs vt
WDS
3asoackon MAC- 6813:E2.1B:6B:40
CTarucTuka no Tpaguky agpec

CepHiHEIN HoMep WP4AQ00050
CKaHHpOBaHHe 3Hpa

Bepcua M0
JKypHan coGbITHi
PesepBHan sepcns

~ no
CeTesan UHDOpMaUKa

Bepcua 3arpyadnka

v H-:‘popmau\w ° CucTemHoe BpemMs 28 112023 12:52°18
pagnouHTEpPMENCax
Bpews paBoTsl 1 AH. 03:26:44
WHopmauma of yeTpoiicTse > .
3arpyaka LNy

Vcnonesyeman 37% 89 MGairT / 238 MoaiT
namaATs

i OOHOBHTD
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BHelwwHwii BupA,

PykoBoacTBo no akcnyarauun WOP-20L

5. Mpy HeoBXOANMOCTN MOXHO MEPEKNIOUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WOP-20L gocTynHbl

pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

I TEX  woP-20L

MoHuTopuHr  Radio VAP WDS

Wi-Fi KNueHTbl Mzpenue

o ANnapaTHas BepCUA

@

3aeoackoi MAC-
CTaTUCTUKa NO TpaHKY anpec
CepHiHEIA HoMep

CkaHMpoBaHHe 3upa
Bepeur MO

JKypHan codbITHA
PesepBHan sepcks

. no
CeTeBan UHPopMaLU1a

Bepcun 3arpysunka
WHdopMauma o
bop L CUCTEMHOE BPEMSA
panvouHTepheiicax
Bpewa paboTh:
WUHthopMaLmn ob yCTPoRCTBRE >
3arpyaka Ly

Mcnonssyemas
namaTe

& OGHOBUTD

CeTenble HACTPOAKK

BHELLIHWE CEPBUCHI Cuctema

WOP-20L
2v1

68:13.E2:1B:6B:40

WP4A000050

28.11.2023 12:52:18

104, 03:26:44

37) 89 MOaT / 238 MGaiT

1. MprvmeHeHne KoHurypaumm

6.2 lMpumeHeHne KOHurypaumm n oTMeHa M3MeHEHN

+ [IPHMEHUTD
Mpn HaXXaTUK KHOMKN 3anyckaeTcsi NpoLecc coxpaHeHust KoHdurypauum Bo flash-namsatb
YCTPOICTBA N NPUMEHEHNE HOBbIX HACTPOEK. BCe HACTPOIKM BCTyNatoT B CUy 6e3 nepesarpysku

yCTpolicTBa.

B web-uHTepdpeiice Toukn AocTyna peannsoBaHa BulyasibHasi MHAMKALMS TEKYLLErO COCTOSIHUSA npoLiecca

nprMeHeHust HacTpoek (Tabnuua 4).

OonucaHue coCcTosiHUA

Ta6nuua 4 — BusyanbHas VHAMKALMS TEKYLLLErO COCTOSIHUSA NpoLiecca NPMMEHEHNS] HacTPoeK

Mocne HaxaTus Ha KHOMKY «MPUMEHNTL» MPOUCXOANT NPOLIECC NMPUMEHEHNS U

3anuncK HacTpoek B NamMsiThb ycTpoiicTBa. O6 3TOM MHDOPMUPYET 3HAUOK il B
Ha3BaHMM BKIAAKN U Ha KHOMKe «MPUMEHUTb .

2. OTMeHa n3MeHeHuM

B Ha3BaHNWN BKNaaKn.

X OTmeHa

KHoMKa OTMeHbI U3MEeHeHUIA UMeeT crieayoLwnii BUa;

06 i/CI'IeLIJHOM COXpaHeHNN 1 NPUMEHEHUN HACTPOEK MHPOPMUPYET 3HAYOK

© OtmMeHa n3MeHeHW NPOV3BOANTCS TOMBKO 10 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpu HaxkaTum Ha

KHOMKY «MPUMEHUTb» M3MEHEHHbIE HA CTPAHULE NapamMeTpbl 6yayT 06HOB/MEHbI HA TEKYLLIME 3HAYEHUS,
3anucaHHble B NamsiTy ycTpoiicTea. Mocne HaxaTusi Ha KHOMKY «MpUMeHNUTb» BO3BpaT K NpeablayLimm

HacTpoiikam 6yaeT HEBO3MOXEH.
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6.3 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBoacTBo no akcnyarauun WOP-20L

elTex

Radio VAP

IMOHWTOPHHT

WIi-Fi KNHEeHTBI

'\;’-\.'[):

CTaTHCTHEE No TPagUKY
CKaHMpoBaHue apupa
HypHan cobbimni
CeTesan MHQopMaLnA

MHbopMaLKMa 0
paguoMHTEPMERCaX

MHbopmauua of ycTpoicTee »

@

000 'Mpednpuamue "3nmekc"”, 2022

WOP-20L
WwDS CeTeBble HACTPOUKK
M3nenue

ANnapaTHas Bepcua

3aBoacKon MAC-
agpec
CepuiiHeIi HoMep

Bepcua MO

Pe3epBHas BepcuA
rno

Bepcua sarpys4uka
CHCTEMHOE BpeMA
Bpemna patoTb
3arpyaka LNy

Mcnone3yeman
NamATL

Z OGHOBHTB

BHelHWe cepBnChl Cucrema

WOP-20L
2v1

68:13:E2:1B:6B:40

WP4AQ00050

28.11.2023 04:03:33
0 gH, 18:37:59
-

9%

37) 89 MGaiT / 238 MaiT

Bepcur 10!

{Bepcusa WEB:

(Bbixon,

OKHO NMOo/b30BaTeNIbCKOro nHTepdelica pasgeneHo Ha nNsaTb obnacTei:

1.

aprw

Bknagkn MeHo — NS rpynnupoBKn NOAMEHIO No kaTeropusm: MoHuTopuHr, Radio, VAP, WDS,
CeTteBble HacTpoiiku, BHewHue cepBucsbl, Cucrema.
Bbi60p sA3blka MHTepdpelica 1 KHomnka «(Bbixof)», NpeAHa3HauYeHHas A1 3aBepLUEHUsI ceaHca paboTbl B
web-nHTepdelice nog gaHHbIM Nosb30BaTENEM.
Bknagkv nogMeHto — 418 ynpas/ieHnst NosIeM HacTpOeK.
Mone HacTpoek ycTpoincTea — A48 NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.
WHdhopmaumoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO HA YCTPONCTBE.
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PykoBoacTBo no akcnyarauun WOP-20L

6.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

6.4.1 TMogmeHto «Wi-Fi KnueHTbI»

B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKAUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcsl B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

“LTEX  woP-20L
MoHUTOpWHr  Radio VAP WDS  CeTeBble HaCTpOWkM  BHelHMe cepeucel  CucTema -
Wi
WDS ; 3
Ne MMA xocTa IP-agpec MAC-agpec WHTepcperic  Link Capacity Link Quality LinK Quality Common RSSI, AEM SNR.AE TxRate RxRate TXBW,Mry RXBW,MIy Bpema paGoTel
CraTheTK fio TpacpHy v 1 Xiaomi12T 10.24.80.45 76:72:31:9805ba wanlvad 30 66 77 -30 7 VHT NSS2-MCS2 39 VHT NSS1-MCS2 195 20 20 04:5105
Cranposatie spupa Mepenano / NpUHATO BOEMO, G2l 2 056 102/ 624 031 MepenaHo ¢ OKGKaly, nakeTos 0
ypHan coGLITHi MepeaaHo / NPUHAT BCEro, MakeToB 6 565 / 11 243 MoBTOpLI Nepeaaykt 3a NOCNEAHNi nepros, nakeTos 1
Cetesan mHpopuaLs MepesaHo / NPUHATO fakHbix, GaiT 1916 777/ 532 653 OBlLiee SHCTO NOBTOPOB Nepena|i, naketos 2 393
WepopmaLyta o MNepeaao / NPUHATO AaHHbIX, NAKETOB 6558/2380 ‘CKOPOCTE Nepeaay / nprema, Koutic 070
panvouHTEpDElicaX Moaynsuus Mepenano nakeros TIPUKATO NaKeToR
VH(OPMALHA 06 YCTpOlicTEE OFDMs 9 o 8o%8 8o%
NSS$1-MCS0 0 0 779 7%
NSS$1-MCS$1 447 7 623 6%
NSS$1-MCS2 234 4% 54 0%
NSS$1-MCS3 0 0 5 0%
NSS1-MCS4 19 0 0 0%
NSS$1-MCS5 61 1 0 0%
NSS$1-MCS6 58 1 0 0%
NS$1-MCST7 36 1 0 0%
NS$2-MCS0 1222 19% 526 5%
NSSs2-MC$1 1523 2% 21 2%
NSS2-MCS2 1676 26% 2% 0%
NSS2-MCS3 923 14% 2 0%
NS52-MC34 303 0 0%
NSS$2-MCS5 22 0% 0 0%
NSS2-MC$9 32 0% 0 0%

Ne — HOMep NMOAK/TIOYEHHOrO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe MMS YCTPOWCTBa,;

IP-adpec — IP-agpec NOAKMOYEHHOTO YCTPOICTBE,

MAC-adpec — MAC-agpec noak/104eHHOro yCTponcTBa;

Wumepgpelic — nHteppelic Bzanmogenctama WOP-20L ¢ noak1toYeHHbIM YCTPOCTBOM;

Link Capacity — napameTp, KOTOPbIi 0TO6paxaeT 3EKTUBHOCTb NCMONb30BaHNA TOYKON AOoCTyna
MOAYyNALMN Ha nepegady. PaccumTbiBaeTCcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAY/NSUMKN [0 KWEHTA, U MOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHne — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMEHTa Ha MakCUMasibHOM MOAYNALMN 01 MakCMMa/lbHOTo TuMna nss,
noAAepXMBaeMoro KnneHTom). MuHuMasibHoe 3HaueHne — 2% (B c/iyyae, korga nakeTbl nepefatoTcs Ha
mMoaynsiumm nss1mes0 ans knveHTa ¢ noaaepxkon MIMO 3x3). 3HaueHne napameTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHpn,

Link Quality — napameTp, KOTOPbIi OTOGpaxaeT COCTOSAHME JIMHKA A0 K/IMEHTa, pacCUMTaHHbIN Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NAaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHoe 3HaveHve —
100% (BCe nepepaHHble NakeTbl OTNPABUIUCH C NEPBOWA NOMbITKN), MUHUMasIbHOE 3HadYeHve — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLHo oTnpaB/ieH). 3HaYeHre napamMeTpa paccumTbiBaeTcs 3a
nocnegHue 10 cekyHp,
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PykoBoacTBo no akcnyarauun WOP-20L

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOAHME NINHKA A0 K/IMEHTa, pacCyYUTaHHbI
Ha OCHOBaHWW KOINYECTBa PETPaHCMUTOB NakKeToB, OTMNPAaBNEHHbIX KNWEHTY. MakcMManbHOe 3HayeHne
— 100% (Bce nepefaHHble NaKeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO oTnpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS MOAKNIOYEHUA KITUEHTA;

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abwm;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBoga 60/1ee pa3BepHYTOW MHGhOPMaLMK Mo ONpeaeeHHOMY KIMEHTY BbIGEPUTE €ro B CMIUCKE.
Moapo6Hoe onucaHue BKKYAET B cebs cneaytoLie napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHsAMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAK/IH0YEHHOe
YCTPOWCTBO 6alT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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6.4.2 TlogmeHto «WDS»

B nogmeHto «WDS» BbiBOAUTCA MHpOpMAaLUUA 0 COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WOP-20L.

PykoBoacTBo no akcnyarauun WOP-20L

(TEX

MOHUTOPHHr ~ Radio VAP

Wi-Fi KnHeHTbI

WDS >

CTartucTika no Tpadnky
CraHmuposanie supa
KypHan coosITHi
CeTesan uHpopMaLma

Wcpopuauys o
panuouHTeppeiicax

MHpopMaLya o6 ycTpoiicTee

WDS  CeTesble HACTPOMKH

WOP-20L

i O6HoBHTL

Ne MMmxocTa  IP-ajpec

BHELIHNE CEPBHChI

MAC-aapec

Cuctema

WHTepcpeiic  Link Capacity

Link Quality ~ Link Quality Common  RSSI,AEM SNR,AB TxRate  RxRate

v 1  WOP20L 10248081 e8:28.cl.dach:05 wianl

Mepenao / NPUHATO Beero, GaAT
Mepenano / NpUHSTO BCEro, NakeTos
Mepeaaxo / NPUHATO AaHHbIX, GalT

Mepeaano / NPUHATO AaHHBIX, NakeToB

90 (not changed) 100

53934 606/ 4 938 701
158 090 /21 433
48 384 767 / 2 366 142

150 161/ 13 564

Mogynsuus
Dsss2
OFDM8
OFDM24
OFDM36
OFDM48
OFDM54

Mepenako naketos
]

7929

5

114

3311

146710

99

I

53/-61 19/19

Mepenaro ¢ ownGKamH, nakeTos
MoBTOpbI Nepenayu 3a NOCNEAHHI NepHoa, NakeTos
OBLijee 4HCNO NOBTOPOB NEPEAAHH, NaKeTos
CKOpOCTS Nepefiaun / npena, Koutic
TIpUHATO NakeToR
0 0%
7936 37%

OFDM 54 VHT NSS2-MCS6 117 20 20

1]

o

2681

3/0

TXBW, MMy RXBW,MIy Bpems pagortsl

11:03:15

NSS1-MCS4
NSS1-MCS7
NS§52-MCS0
NSS2-MCS1
NSS2-MCS2

[

[}

[}

[

15 0%

0

[

1

1

NS52-MCS3 0
4

© o o © o o
SR IZIGIE B
r
=

NSS52-MCS4

* Ne — HOMep NOAK/HOYEHHOTO YCTPOWCTBA B CMUCKE;

* VIMs1 xocma — ceTeBoe MMS YCTPOICTBa,;

* IP-adpec — IP-agpec NoAKIHYEHHOIO YCTPONCTBE,

* MAC-adpec — MAC-agpec noak/1t04eHHOro yCTponCcTBa;

* MiHmepdpelic — nHTepdelic B3aumogerictens WOP-20L ¢ noak/1to4eHHbIM YCTPOCTBOM,;

* Link Capacity — napameTp, KOTOpPbIli 0TO6paxaeT 3PeKTUBHOCTb NCMOMb30BaHNA TOUKON JOCTyna
MOAyNALMN Ha nepegady. PaccumTbiBaeTCcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAY/SILUMKN [0 KMEHTA, N NMOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMN 019 MakCMMa/lbHOTO TuMna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMaIbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepefatoTcs Ha
moaynsiumm nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHre napameTpa paccUnTbiBaeTcs
3a nocnegHve 10 cekyHz,

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMTaHHbIA Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHOoe 3HaveHve —
100% (BCe nepepaHHble NakeTbl OTNPABUINCH C MEPBO NOMNbLITKM), MUHUMasIbHOE 3HadYeHre — 0% (Hu
OZVH NakeT A0 KMEHTA He Obl YCNELIHO OTnpaB/ieH). 3Ha4YeHWe napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality Common — napameTp, KOTOPbIi 0TOGpaxaeT COCTOSAHME JIMHKA A0 KMEHTa, pacCUMTaHHbIN
Ha OCHOBaHWW KO/IMYeCTBa PETPaHCMUTOB NaKeToB, OTMNPAaB/IEHHbIX KIMEHTY. MakcMasibHoe 3HavYeHne
— 100% (Bce nepefaHHbIe NaKeTbI OTNPABUINCH C NEPBOI NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OZMH NakeT A0 KNMEHTA He Obl YCNeLIHO OTNpaB/ieH). 3Ha4YeHVe napaMeTpa paccunTbiBaeTcs 3a BCe
BpeMs MOAK/TOYEHUS KNNEHT],

* RSSI — ypoBeHb NpuUHUMaEeMOoro curHana, obm;

* SNR — oTHOWeHWe curHan/wym, ab;

* TxRate — kaHa/lbHas CKOPOCTb Nepegayn, MouT/c;

* RxRate — kaHanbHas CKOpOCTb npuema, MéuT/c;

+ TX BW — nonoca nponyckaHus Ha nepegadye, My,

* RX BW — nonoca nponyckaHus Ha npueme, MI'u;

* Bpemsi pabomsi — BpeMs coeMHEHMS.
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[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

* [MepedaHo/npuHamo sceao, 6alim — KONNYECTBO NepefaHHbIX/MPUHATLIX Ha NOAKHOYEHHOE YCTPONCTBO
oaiT;

* [NepedaHo/nMpuHsMOo BCe20, nakemos — KONIMYECTBO nepefaHHbIX/MPUHATLIX Ha NOAK/IH0YEHHOe
YCTPOWCTBO NaKETOB;

* [NepedaHo/npuHsIMOo daHHbIX, 6alim — KONMYECTBO NepefaHHbIX/MPUHATBLIX Ha NMOAK/THYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

* [NepedaHo/npuHsMOo O0aHHbIX, MaKkemos — KOIMYEeCTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPONCTBO NaKeTOB AaHHbIX;

* [MepedaHo ¢ owubkamu, Nakemos — KONNYeCTBO NakeToB, NepefaHHbIX C OMbKamn Ha NOAKNIOYEHHOE
YCTPOWCTB;

+ [Mosmopkbl nepedaqu 3a rnoc/edHull nepuod, nakemos — KONMYeCcTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

+ Obuwee Yucsio MoBmMopos rnepedayu, nakemos — KOIMYeCcTBO NOBTOPOB Nepesayn Ha NoAK/IHYEeHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

+ Ckopocmb nepedayu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayun Tpaumka B HACTOALLMIA
MOMEHT BPEMEHW.

6.4.3 MoameHto «CTaTtuCTNKa Nno Tpaguky»

B pasgene «CTtaTtucTuka no Tpacpmky» oto6paxkatoTcs rpaduky CKOpocTU nepesaHHoro/nosy4eHHoro
Tpadvka 3a nocregHve 3 MUHYTbI, & TakKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpadgvka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYyNa.

padmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagumka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMmaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes nHTepelicol Radio 2.4 'y, 1 Radio 5 'y, 3a nocnegHne 3 MUHYTLI. padink aBToMaTn4ecku
00HOBNAETCA Kaxable 6 CekyHn,

(TE WOP-20L

Mowwmopwsr — Redio VAP WDS  CeTeswieHacTpoita  BHewswe cepaucs  Cuciewa u- (a0

WLANO TWRx bps WLAN1 TR Kbps
R 0 bps (max: 0 bps

WiFi ke
Rx Dkbps (max 28 kops:

- ops @ T 0 bps (max 0 bps; o @ Tx Okbps (max 28 kops)

NDS ps
DS 28

CramucTika no Tpadky >

CraHiposaKHe 3DUpa

120334 120348 120358 120410 120422 120434 120445 120458 120510 120522
LANTxRx

0545 120558 120810 120622 12063 ts 120334 120346 120358 120410 120422 120434 120445 120458 12050

120334 120346 120358 120410 120422 120434 120440 120458 120510 120522 120534 120546 120556 1206710 120622 120634 ts
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

PykoBoacTBo no akcnyarauun WOP-20L

* Bceao nakemos — KO/IM4YeCcTBO YCNeLLIHO OTnpaB/IeHHbIX NaKeToB;

* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;
+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MepegaHo v
WHTepdeiic
LAN
WLANO
WLAN1
wlan0-va0
wian0-va1
wlan0-va2
wlan0-va3
wlan0-va4
wlan0-vab
wlan0-va6
wlan0-wds0
wlan0-wds1
wlan0-wds2
wlan0-wds3

wlan1-va0

Bcero naketoB

2996

0

1479

1479

Bcero 6ant

2504795

0

352261

352261

QTOpolIeHO NaKeToOB
0
0

222445

222445

Qunbkun
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bceao nakemos — KO/M4ecTBO YCNeLHO NPUHATLIX NaKeToB;

* Bcezo 6alim — KOM4eCcTBO YCMEeLHO NPUHATLIX 6aiT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOSTyYEHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.

PykoBoacTBo no akcnyarauun WOP-20L

MpuHATO ™
WHTepdhenc
LAN
WLANO
WLAN1
wilan0-va0
wlan0-val
wilan0-va2
wlan0-va3
wlan0-va4
wlan0-va5
wlan0-va6
wlan0-wds0
wlan0-wds1
wlan0-wds2
wlan0-wds3

wlan1-va0

Bcero naketoB

235329

0

555

555

Bcero Gant

338827956

0

107889

0

107889

QT16poweHo nakeToB
0
0

0

Qunbku

0

8459
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6.4.4 TlogmeHto «CkaHmpoBaHue admnpa»

B noameHo «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

ﬁ
clTEX  wopP-20L
MOHMTOPHHT Radio VAP WDS CeTeBble HACTPOHKM BrelHWe cepBuchl Cucrema - (BbIXOA)
Wi-Fi KNUeHTB! MocnegHee ckaHupoeaHue Obino 08.08.2023 06:32:20
WDS
24Ty 51Ty
CTaTUCTHKa NO TPAMmUKY e
OwanaszoH 55ID Pexum GesonacHocTH MAC-agpec WrpnHa RSSI, gEm
CKaHWpoBaHue aupa »
24TTY Open EC0:D9E3:49:D5:00 1/20 -42
KypHan coObiTHA
24TTY WRAZ_1X E0:D9E3:70:94:10 1/20 -76
CeTesan MHpOpMaLMA
24TTY WRAZ_1X CCODAZFFB2:AZ 1/20 -76
MHopMauma o
. ¢ p‘ v 2471y Open E8:28:C1:DAET:21 1/20 77
paguouHTepdencax
24TTy WRAZ_1X EO0:D9E3:70:94:13 1/20 -78
MHpopmaums of ycTpoiicTee
247Ty Open E4:2AD4FT:04:21 1720 -81
247Ty WPAZ_1X 68:13:E2:35:C1:89 1720 -82
247Ty Open EO:D9ES70:94:11 1720 -82
247Ty WPA_TXMWPAZ_1X EO0:D9E3:70:94:12 1720 -82
247Ty Open 68:13:E2:02:50:E0 1720 -83
24TTy Open 68:13:E2:1B:6B:D3 1/20 -86
24T1Ty WPA2 E8:28:C1:E5:33:19 1/20 50

[nsi 3anycka npoLiecca CKaHMpoBaHWs achupa HaXMMTe Ha KHOMKy «CKaHMpoBaTb». [oc/e 3aBepLueHnst
npoLecca Ha CTpaHuLe NOSIBUTCS CMMCOK 06HaPYXEHHbIX B paanoadmpe Touek AocTyna u MHopMaums 0 HUX:

* [locsiedHee ckaHUposaHue 6blI/10... — AaTa u Bpems Noc/ieHero CKaHMpoBaHus;

+ [uana3oH — yka3biBaeTcs gmanasoH 2.4 'y nnn 5 Iy, B KOTOPOM 6blsia 06Hapy)XeHa Touka A0CTyna;
+ SSID — SSID o6Hapy)XeHHOI TOYKM A0CTYyNa;

* Pexum 6e3onacHocmu — pexumM 6e30nacHOCTV 06HapY>XXeHHOM TOUKN 4OCTYNa;

* MAC-adpec — MAC-agpec o6Hapy>XeHHOI TOUYKM A0CTYyNa,;

* Kanasi/LLlupuHa — paguokaHasl, Ha KOTOpoM paboTaeT 06Hapy)XeHHas Touka JOCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHaUT 0BHAPYXXEHHOM TOUKM A0CTYyna, ABM.

© Bo Bpemst OCYLLECTB/IEHNSI CKAHMPOBaHWS 3dmpa paaronHTEPGIENiC YCTPOCTBA BY/AET OTK/IHOUEH, YTO
NpvBEAET K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KnMeHToB BO BPEMSI CKaHMPOBaHWS.
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6.4.5 MoameHo «KypHasn cobbIThii»

PykoBoacTBo no akcnyarauun WOP-20L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,

cofepxaluii cnegyoLLyo NHhopMaLmio:

clTEX  woP-20L
MoHuTOpMHI Radio VAP WDS CeTeBble HACTPOIiku BHelLHM1e cepBUChH! Cucrema -~ (BbIxOA)
Wi-Fi knueHTb! @ OumcTuTs
WDS
HOatav spema  Tun Mpouecc CoobleHune
Crammcuia no Tpacpiey Feb808:12:47 daemon.info scanwlan[1771] scan on interface 'wianT finished
CranupoBanie acupa Feb 808:12:47 daemon.info scanwlan[1771] scan on interface 'wian0' finished
YypHan coBbITuil > Feb808:12:21 daemon.info scanwlan[1771]  start scan on interface 'wian1'
Ceresan nHdopmaLys Feb 808:12:21 daemon.info scanwlan[1771] start scan on interface 'wlan0"
WicbopmaLs o Feb 8 07:40:23 daemon.info  monitord[449] event: 'authenticated' mac: 76:F2:31:98:05:BA ssid: "WOP-20L_5GHz" interface: wlan1-va0 channel: 48 rssi-1: -80 rssi-2: -77 location: 'root'
papuonHTeptericax Feb 807:38:12 daemon.info  configd[172] The AP startup configuration was updated successfully by admin
MHcpopmaums ob ycTpoiicTee Feb 8 07:38:11 daemon.info  configd[172] The AP running configuration was updated successfully by admin
Feb 8 07:38:06 daemon.info configd[172] The AP startup configuration was updated successfully by admin
Feb 8 07:38:06 daemon.info configd[172] The AP running configuration was updated successfully by admin
Feb 8 07:24:20 daemon.info  configd[172] The AP startup configuration was updated successfully by admin
Feb 8 07:24:19 daemon.info  configd[172] The AP running configuration was updated successfully by admin
Jan 103:02:24 daemon.info  networkd[313] DHCP-client: Interface br0 obtained lease on 10.24.80.73.
Jan 103:00:22 daemon.info  networkd[313] Networkd started
Jan 103:00:21  auth.info sshd[625] Server listening on 0.0.0.0 port 22.
Jan 103:00:21  auth.info sshd[625] Server listening on :: port 22.
Jan 103:00:21  auth.info sshd[625] Server listening on 0.0.0.0 port 830.
Jan 103:00:21  auth.info sshd[625] Server listening on :: port 830.

+ [ama u Bpemsi — pata v Bpems, korga cobbiTe 6bI/10 CTeHepuMpoBaHo;

« Tun — KaTeropusi 1 ypoBeHb BaXXHOCTN COBbITUS;

+ Mpoyecc — UMs NPoLecca, CreHeprpoBaBLLIEro COOBLIEHNE,;

+ CoobujeHue — onucaHne coobITuS.

Tabnuua 5 — OnucaHve Kateropuii BaXKHOCTU CObbITUIA

YpoBeHb Tun BAXXHOCTUN COOGLLEHUNIA

0 UpesBblyaiiHble (emergency)

1 CurHans! Tpesoru (alert)

Kputnueckue (critical)
Owwu6ouHble (error)
MpeaynpexaeHns (warning)
YBefomneHus (notice)

MHdpopmaumoHHble (informational)

N o o g~ N

OTnapouHble (debug)

OnucaHue

B cucteme npouv3soLusia Kputmyeckas owmnoka,
cucTema MOXeT paboTaTb HeNpaBU/IbHO

Heob6xoanmMo HeMealeHHoe BMeLIaTe/IbCTBO B
cuctemy

B cucteme npomsoLuna Kputuyeckas oLimbka

B cucteme npousoLunia owmbka

MpeaynpexaeHue, HeaBapuiiHoe coobLLEeHne
YBenomMseHne cucteMsl, HeaBapuiiHoe coobLLeHne
VHghopMaLMOHHbIE COOBLLEHNS CUCTEMDI
OTnafgoyHble COO6LLEHNS NPefoCcTaBNSAT

nosib3oBatesto NHopMaLmio Ansi KOPPEKTHOA
HaCTPOWKN CUCTEMBI
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[ns nonyyeHnsa HOBbIX COOBLLEHNIA B XXypHaU1e COObITUIA HEOOXOAUMO HaxaTb Ha KHOMKY «OGHOBUTb.

Mpy HEOGXOAMMOCTM BCe CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAa/IUTh, HAXaB Ha KHOMKY «OUNCTUTb».

6.4.6 TlNogmeHto «CeTeBas nHopmaunsa»

B noameHio «CeTeBast UH(hOopMaLUSA» OCYLLECTBSIETCS NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

LTEX  wopr-20L
MoHuTOpHHI Radio VAP WDS CeTeBble HAaGTPOilkn BHeluHne cepBMGH Cucrema - BbIXOf],
Wi-Fi KnueHTLl Cratyc WAN
wDs VHTepgenc bro
CTatucTiKa no Tpaghnky fpototon DHCP
IP-agpec 10.24.80.73
CkaHMpoBaHie advpa
MpuHaTto 323.9 Mvib (339 673 922 GanT)
KypHan coCkImuit Mepenaro 3.2 MyB (3 373 019 Gairr)
CeTesan WH(OPMALKA > Ethernet
MiHdpopmaums o CocrosHne nopra  Up
paavonHTepgeicax
CKOpocTh 100
WHdopmaLms o6 ycTporicTee Rynnexc Ful
ARP ~
Ne IP-agpec MAC-agpec
0 10.24.80.1 E0:D9:E3:E8:E1:40
1 10.24.80.26 D8:5E:D3:60:AD:F4
2 10.24.80.28 F4:F2:6D:02:F7:8A
MapuwpyTbl v
Ne WnTepdenic Ha3HaueHue W03 Macka $narn
0 br0 0.0.0.0 10.24.80.1 0.0.00 uG
1 br0 10.24.80.0 0.0.0.0 255.255.255.0 U
Craryc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;

* [Mpomoko/s1 — NPOTOKO/, UCNob3yemblin ansa goctyna k cetn WAN;

* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;
* [MpuHAMO — KonnyecTBo NpUHATLIX Ha WAN 6ailT;
+ [NepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet:

+ CocmosiHue nopma — coctosiime Ethernet-nopra;

+ CKopocmb — CKOPOCTb NoAKMoUeHus no nopty Ethernet;

+ [lynnekc — pexvm nepefayun gaHHbIX:
* Full — nonHbIi gynnekc;
* Half — nonygynnekc.

ARP:

B ARP-Tabnuue cogepxuTcsa nHopmaums o cootseTcteun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.
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MapLipyThbl:

Wumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa Uin NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIi OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka nogceTw.

®/1azu — onpefeneHHble XapakTePUCTVKM AaHHOTo MapLipyTa. CyLIecTBYHT criefytolime 3HaueHust doiaros:

U — yKkasbIBaeT, UTO MapLUpyT CO3aH W AB/ISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHWI W3, CeTeBoW MHTepdelic cuctembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IOYEHEM. Bce npoyvie mapLupyThl NPOXoASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/IOYEHNEM.

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH AMHAMUYECKUM MPOTOKO/IOM MapLUpyTusauum,
paboTalLLyM Ha NOoKasIbHOM cucTeme, NocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obls1 06aBNeH B pe3yibTare NoyvyeHnss Coo6LLEeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHunsi ICMP Redirect,
MapLUpPyT BK/OYaETCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPICs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMNYEeCKOro
NPOTOKO/1a MapLUpyTU3auUn Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydhepun3oBaHHbIli MapLLpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, 4TO NyHKTOM Ha3HauyeHuss MapLupyTa SBAsSeTcs O4uH U3 afpecoB AaHHOIO KOMMboTepa.
Takne «/10KabHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLipyTa SBNSEeTCS LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Oydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLUpyT CBA3aH C KosbleBbiM (loopback) nHTepdeiicom ¢ Lenbio MHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykasbIBaeT, UTO AeTarpammbl, HaNpaBnsemMble N0 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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6.4.7 TMoameHto «VHopMaLmsa o pagnovHTepdencax»

PykoBoacTBo no akcnyarauun WOP-20L

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos

WOP-20L.

LTEX

MoHWUTOPUHT Radio VAP

Wi-Fi KneHTbl

WDS

Craructuka no Tpadmky
CkaHupoBaHue agupa
XypHan cobbiTuit
CeteBas MHhopmMaums

WHbopmaLums o
paavouHTepdheiicax >

MHdopmauuns o6 yctporicTee

WOP-20L

WDS CeTeBble HACTPOWKK BHellHWe cepBuChl

Radio 2.4 My
Craryc
MAC-agpec

Pexum

Radio 5Ty,

Cratyc
MAC-agpec
Pexum
Kanan

LWLnpuHa kanana, My,

BhiknoyeHo
68:13:E2:1B:6B:40

IEEE 802.11b/g/n

BrnoyeHo
68:13:E2:1B:6B:48
|IEEE 802.11a/n/ac
48 (5240 MIu)

20

Cuctema

-~ (bIx0m)

PagunovHTepdelicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/THOYEHOY.
Craryc Kaxaoro nu3 paamovHTepeincos oTpaxxaeTcs B O4HOMMEHHOM napameTpe «CTtaryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb JI1 Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasibHbIE TOUKM
poctyna (VAP) unu WDS. B cnyyae ecnu Ha paguounHTtepdpeiice nmeetcs xotsa 6bl ogHa aktueHast VAP, Radio

OyAEeT HaxoAuTbCS B CTaTyce «BK/IHOUYEHO», HaYe — «BbIK/THOYEHO.

B 3aBncumocTu oT cTatyca Radio on1s MOHUTOpUHIra AOCTYNHA cneayrowas nHopmauus:

«BbIKNHOYEHOY:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKAOYEHO»:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexxunm paboTbl pagnonHTepderica cornacHo ctaHgaptam IEEE 802.11;

+ Kanas1 — Homep 6ecnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* WupuHa kaHana, MMy — wrpuHa Nonockl 4acToT KaHasia, Ha KOTOpoM paboTaeT paguonHTepdeiic.
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6.4.8 MogmeHto «MHopmaums 06 ycTpoincTee»

B nogmeHto «MHchopmauma 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukn WOP-20L.

ELTEX  woP-20L

MOHWTOPUHI Radio VAP WDS CeTeBble HACTPOHKK BHeLHWe cepeuchl Cuctema - (BbIXOA)
Wi-Fi KHeHTs! Wsgenve  WOP-20L
) AnnapaTHas sepcns 2v1
WDS
3aeoackoi MAC- 68:13:E2:1B:6B:40
CTaTUCTHKA NO TPagUKy aapec
CepuitHbIi HoMep WP4A000050
CKaHupoBaHue 3(upa
Bepcwa MO

JKypHan coBbITHit
Pe3epBHan BEpCUA

- no
CeTesan MHOpMaLWA
Bepcua 3arpy3auka
WHdhopMaLmsa o R o
dopu LA CHCTEMHOE BpeMS 28.11.2023 04:03:33
paaMouHTEppeicax

Bpema padoTb 0 OH, 18:37:59

WMHhopMauua ob ycTpoiicTee > -~
3arpyska Limy 9%
WMcnonbsyemas 3_7% 89 MGanT / 238 MGaiT
NamaTe
Z OGHOBMTL

* MI30es1ue — HaMeHOBaHWe Mofenv YCTPONCTBa,

*+ AnnapammHdasi sepcusi — Bepcus annaparHoro obecneyeHus yCTponcTea;

+ 3asodckol MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpoicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
N3roToBUTENEM;

+ CepuliHbili HOMEP — CepUiiHbIA HOMEpP YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,

* Bepcusi MO — Bepcus nporpammMHOro obecrnevyeHns yCTponcTea;

* PesepsHas sepcus 10 — npefbiayluias yctaHoBeHHasa sepcud M0O;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe 8peMsi — TekyLune BpeMs 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — BpeMsi paboTbl C MOMEHTa NOC/NIeAHEr0 BK/IOUYEHMSA NN Nepe3arpy3kn yCTPoOnCcTea;

+ 3aepy3ska LMY — cpefHuin NpoLeHT 3arpy3kun npoweccopa 3a nocnegHuve 5 cekyHa,

* Vcrnionib3yemasi namMsimb — MPOLEHT UCMONb30BaHNA OrNepaTuBHON NamMATH YCTPOUCTBA.
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6.5 MeH «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

6.5.1 MNoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

MOHUTOPUHI Radio VAP WDS CeTeBble HAaCTPOWKK BHeluHWe cepBUChHI Cucrema - (BbIXOM)

LTEX  woP-20L

Radio 2.4 I'Tu > Ob6uwwne
Radio 5Ty Pexum IEEE 802.11b/g/n v
[LononHutensHo AsTOMaTUYecKmnil BIOOP KaHana
OrpaHW4uTb CNUCOK KaHanos
LUvpuHa kaHana, My 20 v
MoLHocTb curHana, ABm 16 v

[ononHMUTeNbHO v

Pexxum — pexxum paboTbl MHTepheica cornacHo cneyowmum ctaHaapTam:

+ IEEE 802.11n;

+ |IEEE 802.11b/g;

+ |EEE 802.11b/g/n.
Asmomamuyeckuli 8bI160p KaHa/1a — MNPV YCTaHOB/IEHHOM dp/iare Touka OyaeT aBTomMmaTtuyecku
BblOMpaTh HaMMeHee 3arpyXXeHHblin paavnokaHan onsa pabotbl Wi-Fi-uHtepdpeiica. Mpu cHaTom chnare
OTKpbIBAETCH AOCTYN A1 YCTAHOBKM CTAaTUYECKOro paboyero kaHana;
KaHnas — BbIGOp KaHana nepefayn gaHHbIX;
OepaHuyums CrnucoK KaHas108 — Mpu YCTaHOB/IEHHOM dp/iare Touka foctyna 6yaeT ncnosb3oBarb
OrpaHnYeHHbI Nonb3oBaTesieM CNUCOK KaHa10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtue «OrpaHnYnTbL CNMCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4Ka focTyna 6yaeTt Bblbuparb pabounii KaHasl U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4YacToT. KaHasnbl gnanasoHa 2.4 I'u; 1-13;
WupuHa kaHana, My — wvprHa Nnonockl YacToT KaHaa, Ha KOToOpoM paboTaeT Touka 4OCTyna,
npuH1UMaet 3HaveHus 20 n 40 My,
OCHOBHOUI kKaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NPU NPOMYCKHON CNOCOBHOCTY CTaTUYEeCKM
3aZjaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cumTaTb COCTOALLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHuyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPWYHbIM KaHanamu. MNepBuYHbIA KaHas MCNO/b3YeTCs KNNeHTamu, KOTopble NoAAEPXMBAIOT TObKO
nosiocy nponyckaHusa kaHana 20 Mruy;

* Upper — nepBnYHbIM KaHa1oM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly;

* Lower — nepBUYHbIM KaHa/10M 6yAeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 MIu,
MowHocmb cuzHasia, 0bm — perynuposka MoLHOCTK curHana nepegaryuka Wi-Fi 8 gbm. MpuHnmaet
3HayeHue ot 8 no 16 abm.
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© B cnyuae, ecn B cnivcke «OrpaHNunUTL CMIMCOK KaHA0B» YKasaH HefloCTYMHbINA 15 Bbi6opa KaHaul, To

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

[ononHuTensHo v

OBSS Coexistence

KaHanbHan CKopocTe Nepenayu Auto v
KOPOTKWIt 3aLUHTHBIR WHTEPSaN
STBC O

Mepuod oTnpaBkn cnyxebHbIX 100
COOBLUEHHA, MC

Mopor gparmeHTauun 2346
Mopor RTS 2347
Arperauus

KopoTkaa npeamdyna

Wennep Broadcast/Multicast, naw/'c (B
Wi-Fi Multimedia (WMM)
Pexum padotel DHCP Snooping ignore w

Brnio4nTh QoS O

* OBSS Coexistence — pexvM aBTOMaTM4YeCKOro YMEHbLUEHNS LUMPUHBI KaHau1a Npu 3arpy>XeHHoM
pagnoachmpe. MNpun yctaHOBNEHHOM ¢h/iare peXxum BK/THOUEH,;

+ KaHa/lbHasi CKopocmb riepedaqu — (PUKCMpoBaHHas CKOPOCTb 6eCNpPOBOAHON nepeaayn AaHHbIX,
onpegensemas cneundukaumsamm ctaHgaptos IEEE 802.11b/g/n;

* Kopomkul 3awyumHbIl uHmMepsass — NoAAEePXKKa YKOPOUEHHOro 3aLlMTHOrO HTepBasia. Touka gocTyna
nepefaeT AaHHbIe, UICNO/b3ys 3alnTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
K/IMeHTaMu, KOTopble Takke NoAAepXMBatoT KOPOTKUIA 3alLMTHBIN NHTepBaUT,

+ STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOMO 6/104HOI0 KOAMPOBaHUSA, HaNpPaB/ieHHbIM Ha NOBbILLEHNE
HaeXHOCTU nepefayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
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pagunovHTepdelica Bknoyaet B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBMEH, yCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiXx coobweHUl — nepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—2000 mc,
no ymonyaHuo — 100 mc;
lNopoz chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM fOCTyna npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0-2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hrare BbINOHAETCS OrpaHnyeHmne
nepegayv LMpPOKoBELaTe/IbHOro/MynNbTUKACTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabombsi DHCP Snooping — BbI6op nonuTtnkmn o6pa6otkm DHCP onuun 82. loCTynNHbIE 3HAYEHNS
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIo;
* remove — To4Ka AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka focTyna NOACTaBAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHUs OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HayeHue no ymonyaxuio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

+ ClientMAC — nameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4veHue No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cCMMBO/IOB, KoTopas
6yneT nepegasatbes B RID. Ecnun 3HaveHMe napameTpa He 3ajaHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ ®opmam MAC-adpeca — Bblb6op pasgenutenein oktetoB MAC-agpeca, kotopsblii nepegaetca B CID
n RID:
+ AA:BB:CC:DD:EE:FF — B Ka4ecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUNA. 3HAaYeHne no
YMOTYaHUIO;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.

* Brksoyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKUnMiA obecnevyeHunss kauecTsa

o6cnyxunsanua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ovepege AIFS cwMin cwMax TXOP Limit
Data 3 (DoH) 7 15 . 1023 v 0

Data 2 (Best Effort) q

Data 1 (Buaeo) ] 5 B

Data 0 (Fonoc) 1

w
-
~
-

47

Station EDCA Parameters
Ovepege AIFS cwMin cwMax TXOP Limit

Data 3 (@oH)

Data 2 (Best Effort)

@
o
“
=}
5]
x}
“
=}

Data 1 (Buaeo) 5 5

Data 0 (Fonoc)

« AP EDCA parameters — Tabnmua HacTpOeK napaMeTpoB Touku goctyna (Tpaduk nepefaeTcs oT TOUKU
[0CTYyNa K KNMEHTY):

* Ouepedb — NpeponpeseneHHble ovepean 418 pasfiMyHoro poga Tpaduka:

+ Data 3 (®oH) — H13KONPUOPUTETHASA OYepesb, BbICOKas NPOMNYyCkHasi CNOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3afiepxka. B gaHHyto oyepesb OTNpasisgeTca 60/bWNHCTBO TPAAULNOHHBIX IP-A4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS 04EPEb, MUHMMasTbHbIE 3aePXKN. B AaHHO
oyepean aBToMaTuyeckn obpabdartbiBaloTCA BUAEOAHHbIE, YYBCTBUTESbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASA ovepeb, MUHUMa/IbHbIE 3afePXKN. B faHHOl
oyepean aBToMaTuyeckn oobpabaTbiBalOTCA faHHble, YYBCTBUTE/IbHbIE K BDEMEHU, TaKMe Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi kagpos (dhpeliMoB)
[AaHHbIX, N3MEPSAETCS B C/I0Tax, NPUHUMAET 3HaveHns 1-255;

* cwMin — Haya/lbHOE 3Ha4YeHne BPEMEHN OXnaaHus nepes NoOBTOPHONM OTNpPaBKoW Kaapa,
3afaeTcd B MUINUCEKYHAAX, NPUHUMAaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHme cwMin He MOXET npeBbIWaTh 3HavyeHne cwMax;

* cwMax — MakCcMMasibHOE 3HavYeHne BpeMEHN OXnaaHns nepes noBTOPHOW OTNPaBKoOW Kaapa,
3afaeTcd B MUNUCEKYHAAX, NPUHUMAET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0MKHO ObITb 60/bLUE 3HAYeHU cwWMin;

* TXOP Limit — napameTp UCnosb3yeTcsa TONbKO ANA faHHbIX, NepefaBaeMbiX OT CTaHUUN KNneHTa
[0 TOYKM aocTtyna. Bo3MOXHOCTb nepefadun — nHTepeasl BpeMeHU, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX N0 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnuncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMKN KineHTa (Tpadvk nepegaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbILLE.

Ansa BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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PykoBoacTBo no akcnyarauun WOP-20L

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

LTEX

MoHuTopuHr Radio VAP

Radio 2.4 Ty
Radio 5 Tu »

LononHurensHo

WOP-20L

WDS CeTeBble HAacTpOikK BHewHue cepBuchl Cuctema

Obwue

Pexum IEEE 802.11a/n/ac

ABTOMaTHYeCKUi BoIBOp KaHana

-

(BbIXOA)

OrpaHu4unTL CNMCOK KaHanos

LwvpwHa kaHana, My 20 ~

MoLWHOGTb cHrHana, obm 19 ~

[ononHWTensHo v

Pexxum — pexxum paboTbl MHTepdelica cornacHo ctaHgapTam:

+ |[EEE 802.115;

+ |IEEE 802.11a/n;

+ IEEE 802.11a/n/ac.
Asmomamudyeckuli BbI60p KaHasia — Npu ycTaHOBNEHHOM dhniare Touka OyaeT aBTOMaTUUYECKM
BblOMpaTb HAMMeHee 3arpyXeHHblli pagnokaHan ans pabotel Wi-Fi nntepdeiica. Mpu cHsatom donare
OTKpbIBaETCH A0CTYN A1 YCTaHOBKM CTaTU4eckoro paboyero kaHana;
KaHasn — BbIGOp KaHana nepefayn gaHHbIX;
OepaHuyums CrucoK KaHas108 — Mpu yCTaHOB/IEHHOM dh/iare Touka goctyna 6yaeT ncnosb3oBatb
OrpaHMyeHHbIN Nosib3oBaTenieM CUCOK KaHas10B /15 paboTbl B aBTOMAarn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa/10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYHOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounii KaHan U3 BCeEX AOCTYNHbIX KAHA/I0B AaHHOro
AnanasoHa 4yacTtoT. KaHanbl gnanasoHa 5 'u;: 36-64, 132-144, 149-165;
LlupuHa kaHana, MMy — wvprHa Nonockl YacToT KaHana, Ha KOTOpOM paboTaeT Touka A0CTyna,
npuHumaet 3HadeHnsa 20, 40 n 80 MI'y;
OcCHoBHOLU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO MPY MPOMYCKHOW CNOCOBHOCTN CTaTU4eCcKn
3aflaHHOro KaHana, pasHoi 40 MI'y. KaHan 40 MI', MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanoB no 20
Ml U, KOTOpble rpaHMyaT B YaCTOTHOIM o6nactu. 3Tn ABa kaHana 20 MU, Ha3bIBaOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa UCNOJb3YETCH KIIMeHTaMu, KOTOpble MOAAEPXMBAIOT TO/TbKO
nosiocy nponyckaHunsa kaHana 20 MIru;

« Upper — nepBu4YHbIM KaHasloM OyaeT BepxHuin kaHan 20 MI'y, B nonoce 40 MIu;

+ Lower — nepBNYHbIM KaHas10M ByaeT HMKHWUI KaHan 20 MMy B nonoce 40 My,
MowHocmsb cueHasia, 0bm — perynupoBka MOLLHOCTK curHana nepepgaryuka Wi-Fi B gbm. MpuHnumaet
3HayeHue ot 11 go 19 gbm.
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© B cnyuae, ecn B cnivcke «OrpaHNunUTL CMIMCOK KaHA0B» YKasaH HefloCTYMHbINA 15 Bbi6opa KaHaul, To

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonvaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

LONOMHUTENBHO v
OBSS Coexistence
KaHaneHas CKopocTh NEpefadn Auto v
Monaepxka DFS BKMO4EHD v
KOpOTKKI1 3aLUMTHEIA MHTEpBAN
STBC O

Mepuoa oTNpaBKu ChyxeOHbIX 100
COOOLLEHHA, MC

Mopor gparmeHTaluu 2346
Mopor RTS 2347
Arperauma
KopoTkas npeamdyna
Leinep Broadcast/Multicast, naw/'c (]
WIi-Fi Multimedia (WIMM)
Pesum paSoTel DHCP Snooping ignore v

BkniounTe QoS O

+ OBSS Coexistence — peX1um aBTOMaTU4eCKOro yMeHbLUEHUS LWNPUHBI KaHaa Npy 3arpy>XeHHOM
paanoadgupe. MNpu ycTaHOBNEHHOM hriare peXxuM BKOYEH;

+ KaHasibHasi ckopocmb repedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnpOBOAHON Nepefayn AaHHbIX,
onpegensemas crneundukaumsammn ctaHgaptos IEEE 802.11a/n/ac;

* [MNoddepxxka DFS — MmexaHn3Mm AnMHaMMUYecKoro Bblbopa 4acToTbl. TpebyeT OT 6eCnpoBOAHbIX YCTPOCTB
CKaHMpoBaTb paanoadmp 1 nsberaTb UCNOIb30BaHUS KaHas10B, COBNaZaloLLMX C KaHaslaMu, Ha KOTOPbIX
paboTaloT pagnonokaumoHHble cuctemsl B 5 ML AvanasoHe:

* BbIK/1IO4EHO — MEXaHU3M BbIk/Ito4eH. DFS-kaHanbl He AOCTYMHbI 4119 BbI6OPa;
* BK/1O4EHO — MeXaHW3M BKJ/THOYEH,;
* [puHyoumesibHO — MexaHu3M BblktoveH. DFS-kaHanbl 4OCTYNHbI 415 BblGopa.
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Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbiX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpwn ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBMEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coo0bweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaBGoTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHnyeHmne
nepefayv LMpOoKoBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMAUT
AN LUMPOKOBELLATENbHOTO Tpadgvka B NosIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabombsi DHCP Snooping — BbI6op nonuTtnku o6pa6otkm DHCP onuun 82. loCTynNHbIE 3HAYEHNS
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIo;
* remove — To4Ka A0CTyna yaasiset 3HavyeHue onuum 82;
* replace — Touka focTyna NoACTaBASET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha uMs SSID, K KOTOPOMY NMOAK/THOHEH K/TNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxunmoe RID Ha AOMEeH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATb cogepxmmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cCMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;
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* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit
Data 3 (@oH) . 15 . 1023 v 0

Data 2 (Best Effort)

Data 1 (Buneo) 1 7

Data 0 (Fonoc) 4

Station EDCA Parameters
Ouyepenk AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7

Data 2 (Best Effort)

Data 1 (Buaeo) 2 7

Data 0 (Fonoc) 2

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB TouYkM gocTyna (Tpaduk nepefaeTcs oT TOUKU
[0CTYNa K KNNEeHTYy):

+ Ouepedsb — NpeponpeaeneHHbie ovepean 48 pasfiMyHoro poga Tpaduka:

« Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMNyCckHasi CNOCOBHOCTb
(npuoputeTsbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHeENpropUTETHAs OYepe/lb, CPeAHsA NPOMnyckHas CroCO6HOCTb U
3a4epxka. B gaHHyto ovepeb oTrnpasnseTcs 60/bWMHCTBO TPaAMLMOHHBIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS 0UYepeb, MUHMMasIbHbIE 3aePXKN. B AaHHO
ouepean aBTomaTMyeckn obpabartbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

« Data 0 (lF'osoc) — BbICOKONPUOPUTETHASA ouepeib, MUHUMa/IbHbIE 3a[1ePXKN. B faHHOl
ouepean aBTomaTMyeckn obpabartbiBalOTCA faHHbIE, HyBCTBUTE/IbHbIE K BPEMEHW, TaKMe Kak
VolP, notokoBoe Buaeo (npvoputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpems oxugaHusi Kaapos (dpeliMoB)
[aHHbIX, U3MepSeTCcs B cnoTax, NPUHUMAET 3HavyeHnst 1-255;

* cwMin — Ha4ya/lbHOE 3HaYeHne BpeMEHN OXnaaHus nepes noBTOPHOM OTNPaBKoW Kaapa,
3afjaetcsa B MUIINCEKYHAAX, NpUHUMaeET 3HadveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4veHne cwMin He MOXET NpeBbIWaThL 3Ha4YeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHU OXngaHus nepes noBTOPHOW OTNPaBKoi kaapa,
3afjaetcsa B MUIINCEKYHAAX, NpUHUMAaeET 3HadveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax A0/MKHO ObITb 60/bLUe 3HAaYeHMA cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO ANA AaHHbIX, NepefaBaeMblX OT CTaHUUM K/IMEHTa
[0 TOYKKN aocTyna. Bo3MOXHOCTb nepefayun — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-CTaHUMS MeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX No 6ecnpoBogHON
cpefe K To4ke AoCTyna, MakcumasibHOe 3HavyeHne 65535 munnncekyHa.

+ Station EDCA parameters — Tabnmua HacTpoek napaMeTpoB CTaHUMKN KineHTa (Tpadvk nepegaercs ot
CTaHUMK KNMeHTa Ao Touku AocTyna). OnucaHve noneli Tabnulbl NPUBEAEHO BbilLIE.

[nsa BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHNS HaCTPOEK B AHEProHEe3aBMCUMYH0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 151 OTMEHbI UBMEHEHUIA HAXKMUTE KHOMKY «OTMEHa».
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6.5.3 ToameHto «[onoNHUTENbHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

MOHHTOPHHT Radio VAP WDS CeTeBbIE HACTPOMKN BHeLLHWe CepBUChl Cuctema - (BbIXOM)

I TEX  woP-20L

Radio 2.4 Ty OononHWTensHO

Radio 5y CTpaHa Poccua v [ pastnokuposats

rmodankHaA W3onAuMA O

NoNonNHUTENBHO >

+ CmpaHa — Ha3BaHve CTpaHbl, B KOTOPOW paboTaeT Touka fgoctyna. /19 Bbloopa CTpaHbl HYXXHO
BbICTaBUTb hnar «Pa36noknpoBatby. B 3aBUCMMOCTM OT yKa3aHHOro 3Ha4eHns 6yayT NpUMeEHEHbI
OrpaHuy4eHns K Noaoce YacToT 1 MOLLHOCTM Nepefarymka, KoTopble AeCTBYIOT B faHHOl cTpaHe. OT
YCTaHOB/IEHHOW CTPaHbl 3aBUCUT CMMCOK AOCTYMHbIX YaCTOTHBIX KAHa/10B, YTO B/IMSIET Ha
aBToMaTn4ecKuin BbiIbop kaHasna B pexmme Channel = Auto. Ecniv knueHTCckoe o6opygoBaHue
JNIMLEH3NPOBAHO 4J151 UICNONb30BaHNS B APYrOM pernoHe, BO3MOXHO, yCTAHOBUTb CBA3b C TOYKOIN AOCTyna
B T@KOM C/lyyae He yaacTcs.

HacTpoiika nokanbHbIX (PervMoHasibHbIX) OrpaHUYeHWiA, BKIUYas paboTy Ha paspeLleHHbIX YaCcTOTHbIX
KaHanax 1 BbIXO4HON MOLLHOCTH, IB/IIETCA OTBETCTBEHHOCTHI0 MHCTA/IIATOPOB.

Bbi60p HenpaBuLHOTO PervMoHa MOXeT NPMBECTH K NPo6/ieMamM COBMECTUMOCTM C Pa3HbIMM
K/IMEHTCKMMU YCTPOCTBAMM.

[nobasibHas u3o/1ayusi — NPN YCTaHOBNEHHOM piare BK/IOYaAETCA U30NAUMA Tpadmka mexay
KnreHTamu pasHbix VAP 1 pasHbIX paavonHTepencos.

[N BCTYNNEeHWs B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMeEHUTb». NS OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.6 MeH «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

6.6.1 TMogmeH «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTyasibHOW ToUKM B pasgenax VAPO-VAPG.

\TE WOP-20L

MOHMTOpMHT  Radio VAP WDS  CeTeBble HacTpOiikM  BHelHie Cepeuckl  CuCTeMa R4

Cymmapto > 24Ty 5y
241y VAP  BKMIOYeHO  PexuMm 5e30nacHocTH VLAN ID ssID TpaHenupoeatk SSID Pexum Band Steer  VLAN Trunk  General Mode  General VLAN ID W30nALnsA a60HEHTOR

5y VARO Boiknioero [m) WOP-20L_2.4GHz [} m] (m]

vapt O BLIKTIYEHO WOP_20L 2.4GHz1

vaP2 (O Bbiknioveto

WOP-20L_2 4GHz-2

VAP3

BLIKTIOYEHO WOP-20L_2 4GHZ-3

VAP4

BiKnI04EH0 WOP-20L_2.4GHz-4

VAPS

Boiknioero WOP-20L_2.4GHz-5

VAPE

U BLIKTIONEHO WOP-20L_2 AGHZ-6

Minimize

+ VAPO-VAP6 — nopsifikoBbIii HOMEP BMPTyasibHOM TOUYKM AOCTYNa;

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM dofiare BUPTyaUibHasA TouKa AOCTyna BK/IOYEHA, MHayYe — BbIK/THYEHE;

+ Pexum 6e3onacHocmu — TN WNPoBaHNS AaHHbIX, UCMONb3yEMbI HAa BUPTYa/lbHOW TOYKe A0CTyna;

* VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumaTbca MeTka npu nepepade tpadmka Wi-Fi knneHTtam,
NOAKNOYEHHBIM K gaHHoin VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB 6yaeT HaBelwumBaTbes MeTka VLAN ID (npu otkntoueHHoMm pexume VLAN Trunk);

+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;

+ TpaHcnuposams SSID — npu ycTaHOBMEHHOM chriare BKAKOYEHO BellaHune B adimp SSID, nHave —
BbIK/IHOYEHO;

+ Pexum Band Steer — npu ycTaHOBEHHOM ¢hiare akTMBHO MPUOPUTETHOE NOAK/MIOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl YYHKUUN HYXXHO co3faTb VAP ¢ ognHakoBbiM SSID Ha KaxaoMm pagnonHTepdelice un
aKTMBMpOBaTb Ha HUX NnapameTp «Pexum Band Steer»;

« VLAN Trunk — npu ycTaHoBNeHHOM chniare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;

+ General Mode — npu ycTaHOB/IEHHOM chnare paspeLlaercs nepegadya HeTermpoBaHHoro Tpaduvka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKNtoueHHoM pexume VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaeTt cHMmatbcs meTka 1 Tpadmnk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Mpu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBelwmBaTbca meTka General VLAN ID;

* U3on154yus abOHEHMOB — NP YCTaHOB/IEHHOM (priare BK/IOYEeHa U30/14LuMa Tpadmka Mexany KnmeHTamu
B npegenax ogHoli VAP.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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6.6.2 TogmeHto «VAP»

LTEX WOP-20L

MoHMTOpHMHD Radio VAP NDS CeTeEble HACTPOWEN BHewHWe cepench Cuctema n - {BbIXOE)

CymuapHo VAPO | VAP1  VAP2  VAP3  VAP4  VAPS VAP
240y OBLWKe HACTPORKK

50y BrntoueHo

VLAN ID
531D WOP-20L_2.4GHz

Tpaxcnuposats SSID
Pexum Band Steer
WVLAM Trunk
General Mode
W3onauwns adoHenTos
Moggepsxra 802.11k/v
Pennukauus Multicast

MpuopuTeT DSCP w
Pesum Minimal Signal

MWHWMENEHBIA ¥ POBEHD -100
curiana, abm

Mopor ypoEHA cKrHana npu -100
poymunre, A6m

WuTepsan Minimal Signal, ¢ 10

MakcHmansHoe KonW4ecTeo ']
KNHEHTOB

Pestm GesonacHoCTH EbiKno4eH0 v

O6ume HaCTPONKK:

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM do/iare BUPTyaUibHas ToYKa JOCTynNa BK/IOYEHA, MHAYe — BbIK/THOUYEHE;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumaTbcs MeTka npu nepegadve tpaduka Wi-Fi knnenTtam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETErMpPOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKHOYEHO BelaHune B adomp SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1are akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. ns paboTbl PyHKLMM HY>XXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice un
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/NIEHHOM (hriare aboHeHTY nepegaeTcs TerMpoBaHHbIn Tpaduk;

*+ General Mode — npu ycTaHOB/IEHHOM ch/iare paspeLuaercs nepegadya HeTermpoBaHHoro Tpadgvka
COBMECTHO C TErMpPOoBaHHbIM (AOCTYNHO Npu BkAtoueHHOM pexxume VLAN Trunk);

*+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTtka u Tpadmk atoro VLAN npoiiget Ha
KnuneHTa 6e3 Tera. Mpu npoxoxaeHun Tpacrka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbIV Tpaduk 6yaeT
HaBewwmBaTbcsa meTka General VLAN ID;

* U3on1syusa aboHEHMOB — NPV YyCTaHOBNEHHOM ch/iare BK/IHOYEHA N30/1AumMa Tpadouka Mexay KnneHtamu
B npegenax ogHoi VAP;

* [Mooddeprka 802.11k/v — BKNOUUTb Noaaepxky ctaHaaptos 802.11k/v Ha BUpTyasibHON TOUKe AOCTYNa;

* Pennukayusi Multicast — npu yctaHoBnieHHoM ¢pnare Multicast-Tpadpvik B CTOPOHY K/IMEHTOB 6yaeT
npeob6pasoBbiBaTbCs B Unicast 40 KaX4oro KAveHTa, Npu OTK/IHOUYEHHOM NPOX0ANTb 6€3 MoagndmKaLlmii.
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* [Mpuopumem — BbIGOP crocoba npuopuTusaunn. Onpeaenser nose, Ha 0CHOBaHMN KOTOPOTo Tpaguk,
nepeparowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:

+ DSCP — 6ypeT aHanuauposatbcs npuoputeT 13 nons DSCP 3aronoeka IP-naketa;

+ 802.1p — 6yaeTt aHanu3npoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

* Pexum Minimal Signal — npv yctaHOBNeHHOM hriare yHKUUS OTKItOYeHNs KnneHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobXx04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaUs1a B ABM, H/Xe KOTOPOro NPOUCXOoAunT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYaslbHON CeTu;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp JO/MKEH 6bITh Bbile, YeM «MUHUMa/IbHbIU YPOBEHb cu2Hasa»: ecnv «MuHuUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymMuHae» OOMKEH ObiTb
paseH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTeYEHMN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOUEHUM KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* MFP — 3awuta management-kagpos (4ocTynHo npu pexume 6esonacHoctn WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexmnmoB 6e3onacHocTv MFP nepeBogutcs B cocTosiHue OMK/IYEHO):

* Omk/1o4eHOo — 3almMTa management-kagpoB OTK/IIOYEHS,;

+ OnyuoHa/ibHO — 3almnTa paboTaeT, ecnv KNMeHT nogaepxmeaet MFP. KnneHTbl 6e3 nogaepxkm
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/1o4eHOo — 3almTa BK/IH0UYEHa, KNMeHTbl, He nogaepxusatrowme MFP, nogkioumMtsCca He MOryT.

* Pexum 6e3onacHocmu — pexum 6e3onacHoCTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — HEe UCMNO/Mb30BaTh WNpoBaHve 414 nepegadn AaHHbIxX. Touka focTynHa ans
MOAK/TIOYEHMA NHOOOTO K/TNEHTS,;

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnhpoBaHus, Npy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa crnefyloLas HacTpoka:

* Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe
foctyna. [/ivHa kntoya coctasnser ot 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexum WwnudpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3K, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [1n15 HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod gnsgd RADIUS-cepeepa. MNpu BbiGOpe 04HOMO U3
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoika:
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RADIUS
OomeH enterprise.service.root
IP-aapec RADIUS cepsepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapone RADIUS cepeepa wanen -

MCNoNE30BaTE AKKAYHTHHT Yepes RADIUS

MCNonk308aTe APYTHE HACTPOMKM ANA 3KKAYHTUHIA

IP-anpec RADIUS cepeepa ANA aKKayHTUHA 192.168.0.1
MopT RADIUS cepBepa 4N akkayHTUHA 1813
Mapone RADIUS cepeepa ONA akkayHTUHTA wanen &

MepyoaMYeckan OTNPABKA AKKaYHTHHMA

MHTEpBAN OTNPABKW AKKAYHTHHIA 60

JlomeH — floMeH nosnb3oBaTtesns;
IP-adpec RADIUS-cepsepa — agpec RADIUS-cepepa;
Mopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTopbIii UCNonb3yeTcs Ans ayTeHTudmkauum n
asTopusauuu;
Maposib RADIUS-cepsepa — naponb ana RADIUS-cepBepa, UcnosibayemMoro Ansa ayteHtudumkaumm n
asTopusauuu;
Wcrnonb3osame akkayHmMuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTnpaBnATbCs
coobueHns «Accounting» Ha RADIUS-cepBep;
Vicnonb3osame opyaue HacmpoUku 0/151 akkayHmMuHaa:
+ IP-adpec RADIUS-cepsepa 05151 akkayHmuHaa — agpec RADIUS-cepBepa, Ncnonb3yemoro aJis
aKKayHTUHra;
+ lNaposb RADIUS-cepsepa /151 akkayHmuHa2a — naposnb g5 RADIUS-cepBepa, ncnonb3yemoro ass
aKkayHTUHra.
Mopm RADIUS-cepsepa 07151 akkayHmuHa2a — NopT, KOTOPbI 6yAeT NCNoNb30BaH 415 cOopa akkayHTUHra
Ha RADIUS-cepBepe;
lMepuoduyveckas omnpaska akkayHmuHaa — BK/IHUUTb NEPUOAMYECKY0 OTNPaBKy COOBLLEHWI
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBas 0TNpaBkn COOOLLEHNA MOXHO B none «/HTepBas
OTMpPaBKM akkayHTUHIa».
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MopTanbHas aBTopu3aums
BrNIO4NTL i
HaseaHwe BMpTyansHOro noprana default
Adpec Ana nepeHanpasneHna http://192.168.0.1:8080/eltex_portal/
RADIUS

Kcnons3oBatk akkayHTMHT Yepes RADIUS i

[omeH root
|P-appec RADIUS cepeepa AnA akkayHTWHA 192.168.0.1
MopT RADIUS cepsepa ANA aKKaYHTHHIA 1813
Mapons RADIUS cepsepa ANA KKAYHTUHIA | sseees @

Mepuoan4Eckan 0TNPaBKa aKKayHTHHIA

OrpaH14eHus CKOpocTH

BrniounTh "

VAP Limit Down 0 KouT/C
VAP Limit Up 0 KOuTiC
STA Limit Down 0 KOuT/C
STA Limit Up 0 KOuT/C

[NopTanibHaa aBTopU3aLInA:

Mpu pexumax 6e3onacHocT: BoikatoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika nopTasibHOW
aBTopuM3auum.

Bk/1o4yums — Npy yCTaHOB/IEHHOM do/iare aBTopu3auus nonb3oBareneii B ceTv 6yaeT Npon3BoanTLCs
NnocpeAcTBOM BUPTYaslbHOMo NopTana;

HasgaHue supmya/sibHo20 nopmasa — UMs BUPTyas/lbHOTO NopTasa, Ha KoTopblii 6yAeT nepeHanpasneH
Mo/sib30BaTes b NPU NOAKMOUEHUN K CETY;

Adpec 0719 nepeHanpas/ieHusl — afpec BHELLIHEro BUPTyaslbHOTO NopTasna, Ha KoTopblii 6yaeTt
nepeHanpae/ieH No/b30BaTe b NPV NOAK/IHOUYEHUN K CETU.

RADIUS:

Ucnonb3osame akkayHmMuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTNpaBnATbCs
coobueHns «Accounting» Ha RADIUS-cepBep;

JomMeH — floMeH nosnb3oBaTtesns;

IP-adpec RADIUS-cepsepa 07151 akkayHmuHea — agpec RADIUS-cepBepa, Mcnosb3yemoro ans
aKKayHTUHra;

IMopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTOPbI 6yAeT NCNoNb30BaH 4151 cOopa akkayHTUHra
Ha RADIUS-cepBepe;

Maposib RADIUS-cepsepa 018 akkayHmuHaa — naponb ans RADIUS-cepBepa, ucnosnb3yemoro ans
aKKayHTUHra;

lMepuoduyveckas omnpaska akkayHmuHaa — BK/IHUUTb NEPUOAMYECKYH0 OTNPaBKy COOBLLEHWI
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBas 0TNpaBKn COO6LLEHNA MOXHO B none «/iHTepBan
OTMpPaBKM akkayHTUHIa».

OrpaHuyeHne CKOpPOCTU:

Bk/1oyums — akTUBMPOBATL M0J1e HACTPOEK;
VAP Limit Down — orpaHnyeHe NponyckHO CNOCOBHOCTM B HanpaB/1eHUN OT TOYKM AoCcTyna Ao
KTMEHTOB (B CyMMe), NOAK/THUYEHHbIX K AaHHoli VAP, K6nT/c;
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+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBHOCTM B HAnpaB/IEHUN OT K/IMEHTOB (B CyMME),
NOAK/MOYEHHbIX K gaHHon VAP, oo Toukn goctyna, K6ut/c;

+ STA Limit Down — orpaHuyeHune nponyckHOW CNOCO6HOCTM B Hanpas/eHn OT TOUKM AocTyna Ao
K/TMEHTOB (KaXXA0ro B OTAE/NbHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, 1o Toukn goctyna, Kout/c.

KoHTponb goctyna no MAC

B AJaHHOM noapasgesie BbINOJIHAETCA HaCTpOMKa CNncKoB MAC-a,EI,peCOB KNMNEHTOB, KOTOPbIM, B 3aBUCUMOCTHU

OT BbIGPAHHOW NONIMTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIyaTbes K gaHHol VAP.

KonTponb goctyna no MAC
BKNK4EHD

MonuTHka 3anpeTHThL v

Cnucok MAC-agpecoe

66:04:B6:83:C2:9

m
x

D4.B6.82.C1:

w

C x

&

ol

+ [IpUMEHNTL *® Otmena

M

* BK/1t04eHO — Npun yCcTaHOBMEHHOM (hnare 6yaeT pabotaTtb BblbpaHHas NonnTuka A4ocTyna;
* [Monumuka — NoNuTUKa Jgoctyna. Bo3amoXxHble 3HaYeHUs:

+ 3anpemums — K faHHoin VAP Gyaet 3anpeLeHo nogkatovarbes knaveHtam, MAC-agpeca KoTopbixX

cofepxartcs B cnucke. Bcem ocTasibHbIM JOCTYN 6yAeT paspeLlen;
* Paspewums — K gaHHol VAP 6yaeT paspelleHo nogknoyarbes TobKo TeM kimeHTam, MAC-
aZpeca KOTopbIX cogepxarcs B cnucke. BceM octasibHbIM AOCTYN OyAeT 3anpeLleH.

* Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLueH 4oCTyn K

faHHol VAP. MoxeT cogepxatb [0 128 agpecos.

+
[nsa Toro, 4To6bl 4O06aBUTL aApPEeC B CNMUCOK, HAXXMUTE KHOMKY . 1 B nosiBuBLUEMCS none BeeamTe MAC-
x

aapec. YTob6bl yaanuTb aapec 13 crmcka, HAKMUTE KHOMKY B COOTBETCTBYHOLLEW CTPOKE.

Ecnv Bo3HMKNA HEO06X0AMMOCTb [06aBUTb B CNCOK MAC-aipec K/IMEHTA, KOTOPbIV B A@HHbIA MOMEHT

NOAKMHYEH K 6a30Boii CTaHUun, HaAXXMNUTE B KOHLLE CTPOKN KHOIMKY n BblﬁepI/ITe Hy)KHbII\/’I agpec n3 Crnncka,

OH aBTOMaTn4yeckmn ,EI,O68.BVITCF| B nosne.

Mo ymonuaHuio B cnncke otobpaxaercs Ao 10 agpecos. [Ans Toro 4To6bl yBUAETb NOJHbIV CIUCOK B Cyvae,

€C/In OH coaepxmnT 6onee 10 aapecoB, HAXXMUTE KHOMKY «[okazaTb BCE».

10 EO:D9:E3:TABECO - E

MokasaTb BCE

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.7 MeHw «WDS»

B meHo «WDS» BbINO/HAETCA HacTpoiika 6ecnpoBoHbIX MocToB Mexay WOP-20L.

© Mpu koHduryprposaHu WDS-coeuHeHNsi HeO6X0AMMO, YTOBbI Ha YCTPOMCTBAXx, KOTopble ByayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

6.7.1 TogmeHto «WDS»
“ILTEX  woP-20L

MoHUTOPUHI Ra

VAP WDS  CereBbie HacTpoiiku  BHelwrve cepaucsl  Cuctema v (Bbixc

wDS > 24Ty 5Ty
Bkniouero
Pexum GesonacHocTi WPA2 v
Kniod WPA | sewsenee ®

MAC-aapec paavionrTepcerica  68:13:E2:1B:6B:40

Wntepdencel WDS

WHTepdenc BceTpeyHblit MAC-agpec KaHanbHas cKOpocTb nepeaayn

wlan0-wds0 (O Auto v

wian0-wds1

Auto v

wian0-wds2 Auto v

Auto

O
<

wlan0-wds3

Bo Bknagkax «2.4 I'u» n «5 I'u» BbIGMpaeTcs pagmonHTepgienc ycTponcTea, Ha KOTOPOM HeEOBX04MMO
nocTponTb 6eCnpoBOAHO MOCT.

* Bk/1104eHO — Npy YCTaHOB/IEHHOM (hiare pexvmM 6ecrnpoBOAHOr0 MOCTa BK/IOYEH, MHAaYe — BbIK/TIOYEH;
* Pexxum 6e3ornacHocmu — pexmnm 6e3onacHoCcT AocTtyna Kk 6ecnpoBOfHON ceTu:
* Bbik/104UMB — HE UCNONb30BaTh LWNPOBaHNE ANS nepesayn AaHHbIX;
+ WPA2 — cnocob wundppoBaHus, npu Bbibope KOTOPOro ByaeT AOCTyNHa cneayollas HacTpoka:
* Koy WPA — knio4/naposnb, HE0O6X0AMMBIN /15 NOAKIYEHUS K BCTPEYHOW ToUke AocTyna.
[OnnHa knoya coctasnsieT ot 8 Ao 63 cMMBOSIOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepgeinca gaHHOro ycTpomncTea,;
* MlHmepcpelic — BbI6OP 1 BKNoYeHne WDS-uHTepdeiica, Ha KOTopom 6yaeT NoCTPoeH 6ecrnpoBOLHON
MOCT;
* BcmpeuHbil MAC-adpec — MAC-agpec pagnovHTepdelica BCTPEYHOro yCTPOMNCTBa, 0 KOTOPOro
HacTpavBaeTcs 6ecnpoBOAHON MOCT;,
* KaHasibHasi ckopocmb nepedaqu — OUKCUPOBaHHAaA CKOPOCTb 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensemas cneundpukaumsamm ctaHgaptos IEEE 802.11. Ans kaxporo nHTepdpeiica Bbibrpaetcs
NHAMBUAYAIbHO.

[ns BCTynneHust B C1ly HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCcMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». [19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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6.8 MeHto «CeTeBble HaCTPONKN»

6.8.1 MogmeHto «CucTtemMHas KoOHUrypauus»

-LTEX  woP-20L

MOHUTOPUHI Radio VAP WDS CeTeBble HacTpoKn BHellHue cepBuchl Cucrema -~ BbIxoa)

CucTeMHas KoHdurypauns > Wms xocta WOP-20L
Oocrtyn [eorpachnyecknii fomeH root
VLAN ynpaBnexus Forwarding v
VLAN ID
Mpotokon Static v
Cratuueckuit IP 192.168.1.10
CereBas Macka 255.255.255.0
LWnios
MepBuyHbI DNS

BropuyHblii DNS

* VIMsi Xxocma — ceTeBoe UMS YCTPONCTBa, 3a4aeTca cTpoka 1-63 CMMBOJIOB: JTaTUHCKME 3arnaBHble U
CTPOUYHble BYKBbI, LMPPbI, 3HAK AednC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBOJSIOM B UMEHM);

+ leocpachudeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTemsl yrnpasneHua EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;

* VLAN ynpas/neHus:.

* BbiksmoyeHo — VLAN ynpaBneHusi He NCnosb3yeTcs;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCSt Ha Touke aocTyna (B 3Tom
C/lydae y K/IMeHTOB, MOAK/THUYEHHbIX Yepes3 paavonHTepdienc, HeT goctyna Ao gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke pgoctyna WDS gaHHbIn pexxum VLAN ynpasneHusa He AoCTyneH ans
BblGOpa);

+ Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeliic
(npun cooTBeTcTBYtOLLEN HacTpoiike VAP).

+ VLAN ID — ngentudonkatop VLAN, ncnonb3yemsblii ansa goctyna K yCTPoncTBy, NPUHUMAET 3HaYeHus 1—
4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogkntodeHune no Ethernet-
NHTEepdecy yCTPOINCTBA K CETU NpefoCcTaB/ieHns yCcyr nposaingepa:

+ DHCP — pexum pab6oTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3 no
YMOJIHaHMIo U Apyrve napameTpbl, Heobxoanmble 18 paboTbl B ceTun, byayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napaMmeTpbl Ha WAN-
NHTEpdenc HazHavarTcA cTatuyecku. MNpu Bolbope Tuna «Static» ANns pefakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

+ Cmamuvyeckuli IP — IP-agpec WAN-nHTepdoelica ycTpoiicTBa B CeTU npoBaiaepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* L1103 — afpec, Ha KOTopbI OTNpaBAsAeTCa NakeT, ec/v A5 Hero He HalgeH MapLupyT B
Tabnuue mappyTnsaumm.

+ lMepsu4yHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCca aBTOMaTMyeckn no npotokony DHCP, 3agaiTe nx Bpy4yHy!o.

[Nsi BCTYN/IeHUSI B Uy HOBOI KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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B nogmeHto «4oCcTyn» NPpon3BoOAUTCA HaCcTpoiika JoCTyna K yCTPOKCTBY nocpeacTtsoMm web-nHtepdelica,

Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535

BK/TIOUYNTE/IBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C

1025 no 65535 BknUMTENBLHO.

© nMoptbl ans npotokonos HTTP 1 HTTPS He J0/KHbI UMETb O1HAKOBOE 3HAYEHMe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet».
« [lnsa BKNOYEHUSA AocTyna K ycTpoiicTBy yepe3 SSH yctaHoBuTe chnar HanpoTtus «SSH».
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

LTEX  woP-20L

MOHUTOPHHT Radio VAP WDS CeTeBble HACTPOMKN BHelLHe cepBUCH

CucTemHas KoHdurypauus WEB
Hoctyn > HTTP-nopr
WEB-HTTPS

HTTPS-nopt

Telnet

SsH

NETCONF

SNMP

Mapons Ha uTeHue

Maporis Ha 3amuce

Anpec anA npuéma Tpanos v1

Adpec 4nA npuema Tpanoe v2

Apnpec ana npuéma coobiuennit Inform

CHCTEMHOE UMA YCTPOACTBA

KoHTakTHaA WHopMaLia Npou3ecauTens

MecTononoxexue ycTpoiicTea

Maponkb B Tpanax

Cuctema

4]

4]

4]

<]

public

private

WOP-20L

Contact

Russia

trap

-~ (Bbixom)

MporpammHoe o6ecnedeHne WOP-20L no3BoNSET M3MEHSTb KOH(UIypaLuio YCTPONCTBa, MpoBOANTb
MOHUTOPWHI COCTOSAHUS 6a30BOI CTaHUMM 1 €€ AaTYMKOB, a Takke ynpas/isaTb YCTPOWCTBOM, UCMNO/b3YS

npotokos SNMP.

[na nameHeHnst Hactpoek SNMP yctaHoBuTe hnar HanpoTue «SNMP», nocne Yero ans pegaktmpoBaHums

CTaHyT JOCTYNHbI crieaytolime napametpbl SNMP-areHTa:

* Maposib Ha YmeHue — Naposib Ha YTeHue napameTpoB (06LLENPUHSTBI: public);

« [Maposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSTLIN: private);

« Adpec 0515 npuéma mparos vl — IP-agpec nnn goMeHHoe UMsi NpUemMHnka coobuieHnin SNMPv1-trap B
topmate HOST [COMMUNITY [PORT]];

+ Adpec 071 npuéma mparios v2 — IP-agpec nnm gOMeHHoe Nms npuemMHuka coobuieHnin SNMPv2-trap B
topmate HOST [COMMUNITY [PORT]];
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« Aodpec 0515 npuéma coobwjeHuli Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTOMNO/IOKEHNN YCTPOICTBE;

+ Maposib 8 mparnax — Naposb, Coaepxallmiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/18 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHT NapamMeTPOB TOYKM AOCTYNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
* eltexLtd.1.127.3 — ynpaBneHune TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4YKn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Moppo6Hoe onucaHune OID WOP-20L gocTynHo no cnegytouleii cebinke: Onvcadme OID Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.9 MeHio «BHellHne cepBUCbI»

6.9.1 TMogmeHto «MopTasibHasa aBTopuaums»

MoameHto «MopTanbHasA aBTOpU3aUUsa» NpeaHasHaueHo /1 BK/UYEHMS! U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

L TEX  woP-20L

MOHUTOPUHI Radio VAP WDS CeTeBble HAaCTPOWKK BHelwHe cepBuChI Cuctema - (BbIXOA)

MopTanbHas asTopU3aLUs > BrntounTs

Anpec cepsuca APB ws://192.168.1.1:8090/apb/broadcast

* Bksmo4umb — Npu ycTaHOBNEHHOM hriare Touka dyaet nogxnioyarscs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrnevyeHuns nopTasibHOro poyMuHra KIMeHToB.

+ Adpec cepsuca APB — aapec cepsuca APB ans noaaepXkm poymMmuHra B pexmme noptasibHoM
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUSI B Uy HOBOI KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHWIA HaXXMUTE KHOMKY «OTMEHA».
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6.9.2 TMogmeHto «AirTune»
MoameHto «AirTune» NnpegHa3HaYeHo A/19 BKIIOYEHUSA U HACTPOMKK cepsurca AirTune Ha Touke goctyna.

Cepsuc AirTune ncnosnb3yeTtcs g/1a onTummnsauum pagmopecypcos (Radio Resource Management) u
aBTOMaTn4ecKol HacTpoiiku 6ecloBHoro poymudra 802.11 k/r.

CILTEX  woP-20L

MOHUTOPUHT Radio VAP WDS CeTesble HAaCTPOR KK BHELHWE CEPBHCHI Cuctema - (BbIXOA)
MopTanbHaA asTopu3IaLna BEMHO4HTE
Adpec cepsuca Airtune ws./(192.168.1.1:809%apb/rrm

AirTune »

* Brsmo4umb — Npu yCcTaHOBNEHHOM hiare Touka dyaet nogknouarses K cepsucy AirTune, agpec
KOTOPOro ykasaH B none «Agpec cepsuca AirTune», ans obecneveHuns doyHkumin Radio Resource
Management n/wnm poymuira 802.11 k/r.

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmpy.

[Nsi BCTYN/IEHUSI B CW/y HOBOM KOHQOUIypaLumn 1 3aHeCEHNS1 HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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6.10 MeHto «Cuctema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

6.10.1 MogmeHto «O6HOBNEHME O ycTponcTea»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

EILTEX  woP-20L

MoHUTOPUHI Radio VAP WDS CeTeBble HacTPOWKW BHeluHve cepBuchl Cucrema -~ (BbIXOA)

O6HoBneHue MO ycTpolicTea > AkTUBHas Bepens M0

PezepsHas Bepcuga MO
KoHdburypauus

AxkmyanbHasd sepcus MO docmyrnHa o adpecy: http:/feltex-co.ru/support/downloads/

@aiin o6HoBneHwns MO Beibepute charin | daiin He BbiOpaH

Mepesarpyska

Mapons

KypHan

[Oata n Bpemsa

« AKmusHasi sepcusi 10 — Bepcus NporpaMmMHOro o6ecneyeHmns, ycTaHOB/IEHHOTO Ha YCTPOMCTBE,
pa6oTatoLias B AaHHbIA MOMEHT;
+ PesepsHas sepcus 1O — Bepcusa NporpaMMHOro 0b6ecneyvyeHunsi, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYH0 MOXHO nepekntountbesa 6e3 3arpyskun taina MNo:
+ Cdennamb akmusHoU — KHOMKa, N03BONAOLWANA caenaTb pe3epBHyto Bepcuto MO akTUBHOM, ANs
3TOro nNoTpebyeTtcs nepesarpyska ycTporictea. AKTuBHas Bepcus MO B 3TOM ciyyae cTaHeT
pe3epBHO.

O6HoBNeHKE nporpaMmmMmHoro obecneyeHus

3arpysuTte cpaiin MO c caiita htip://eltex-co.ru/support/downloads/ , Boiopas WOP-20L B cnucke
060pyA0BaHNS, 1 COXpaHUTE ero Ha KomnbtoTepe. MNocsie 3Toro HaxXmMuTe KHOMKy «BbibepuTe thaiin» B none
®alin o6HosneHus MO n ykaxuTe nyTb K chaiiny MO B hopmarte .tar.gz.

[ns 3anycka npouecca 06HOBMEHNST HEOOXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOB/EHME. [Npouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekylleM cTtatyce 6yAeT ykasaHo Ha CTpaHuLie), Noc/e Yero
YyCTPOMCTBO aBTOMATUYECKM Nepesarpy3nTcs.

© He otkniovaiite nuTaHMe yCTPOICTBA 1 He BLINOMHANTE ero nepesarpy3sky B npoLecce 06HOBNEHUS
rno.
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6.10.2 TMoameHto «KoHurypaums»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

ELTEX  woP-20L

MOHUTOPWHT Radio VAP WDS CeTeBble HaCTpOWKu BHelLHWe cepBuChHI Cuctema -~ (BbIXOO)

06HoBReHWe MO ycTpolcTRa MonyunTb apxuB KoHUrypaLmu * Ckauatb
C yCTpOWCTBa

3arpysnTb apxuB KOHUrypauum Beibepute darin | ®arin He BbibpaH

Mepesarpyska Ha YCTPOMCTBO

KoHdburypauus >

Maponb

CHpOC Ha 3aBOACKE HACTPOMKM CoxpaHWTb NapamMeTpsl A0CTyNa

Xypran
% Cbpoc

Hara n Bpems

MNonyyeHne koHdbUrypaumm

UTO6bI COXPaHUTL TEKYLLYH KOH(MIypauuo YCTPOCTBa Ha JIOKasIbHbIA KOMMbIOTEP, HXKMUTE KHOMKY
«CKavaTb».

O6HoBNEHME KOHUIYpauun

[ns 3arpy3ky cOXxpaHeHHOro Ha JI0KaJlbHOM KOMMbloTepe dhaiina KoHUrypauum NCnosb3yeTcsa MyHKT
«3agpy3umsb apxus KoHguaypayuu Ha ycmpolcmso». Jnsi 06HOBIEHUSA KOHUIypaLmm YCTPOCTBA HAXXMUTE
KHOMKY «BblGepuTe chaiiny, ykakute dhaiin (B hopmarte .tar.gz) n HaOXmMuUTe KHOMKY «3arpy3unTb chaiini».
3arpyxeHHas KoHurypauusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoitcTBa Ha 3aBOACKME HACTPONKM

UTo6bl caenatb CHpOC BCEX HACTPOEK YCTPOMCTBA HA CTaHAAPTHbIE 3aBOACKNE YCTAHOBKM, HKMUTE KHOMKY
«C6poc». Ecnu aktuBmpoBaH tnar «CoxpaHuTb napaMeTpbl 40CTynar, To 6yAyT COXpaHeHbl Te napameTpbl
KOHdUrypaumm, KoTopble OTBeYatoT 3a A0CTYN K YCTPOICTBY (HacTpolika IP-aapeca, HacTpolikvi gocTyna no
Telnet/SSH/SNMP/Netconf/Web).

6.10.3 TMogmeHto «Mepe3arpyska»

[nsi nepesarpy3ku yCTpoiicTBa HAXMKUTE Ha KHOMKY «[epesarpy3kar. Mpolecc nepesanycka ycTpoiicTea
3aHMMAaET NPUMEPHO 1 MUHYTY.

ELTEX  woP-20L

MoHUTOPUHI Radio VAP WDS CeTeBble HaCTpOWKK BHewwHne cepBuChI Cuctema -~ (BbIXOA)

O6HoBneHue MO ycTpoiicTea lMepesarpyska ycTponcTsa £ MNepesarpyaka

KoHdurypauus

Mepeszarpyska >

Maponb

HKypran

[ata n Bpemsa
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6.10.4 TMoameHto «Maponb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[na cmeHbl Nnaponsa BBeAMTE HOBbLIV Naposb cHavana B nose «lMaponby, 3aTem B none «MoaresepxaeHne
napons» N HaXXMUTe KHOMKY «IMpUMeHUTb» 19 COXpaHeHUA HOBOIO Naposis.

ELTEX woP-20L

MoHUTOpPUHP Radio VAP WDS CeTeBble HaCTpOWKK BHeluHuWe cepBuChI Cucrema - (BbIXOO)

OGHoenexne MO ycTpoiicTea Mapons @
KoHdowurypaunsa MoaTteepaeHne napons @
Mepesarpyska
Mapone »

HKypran

[ara n Bpemsa

6.10.5 MogmeHto «KypHas»

MoameHto «XKypHan» npegHasHayeHo A5 HaCTPOViKM BbIBOJA PA3HOIrO poAa OT/1af0UHbIX COO6LLEHWI
CUCTEMBI B LIENISAX 06HAPYXEHNSA NpUYKH Npo6iem B paboTe yCTpoiicTBa.

ELTEX  woP-20L

MoHUTOPWHT Radio VAP WDS CeTeBble HaCTpOWKU BHeluHue cepBuchl Cuctema -~ (BbIXOO)

OGHosneHue MO ycTpolicTea Pexum Cepsep u charin v
KoHdurypauus Appec Syslog-cepeepa syslog.server
Mepesarpyaka MopT Syslog-cepeepa 514

Maponb Paamep daiina, Kub 1000

« Pexum — pexum paboTsl Syslog-areHTa:
+ JloKka/ibHbIl ¢halisn — HdopMaLuns XypHana CoxpaHsaeTcs B 1oKanibHOM dpaiifie n A0CTyrnHa B
web-nHTepdelice ycTpoiictBa Ha BKknagke «MoHNTOPUHI/XKypHan cobbITuiiy;
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasBaseTca Ha yaaneHHblii Syslog-cepsep n
COXpaHsIeTCS B /IOKasibHOM (haiine.
+ Aodpec Syslog-cepsepa — IP-agpec unu gomeHHoe nms Syslog-cepeepa;
« IMopm Syslog-cepsepa — NopT ANnst BXoAswmx coobleHmnii Syslog-cepsepa (no ymonyanuto 514,
[0MyCTUMble 3HaueHust 1-65535);
* Pasmep ¢palina, kb — MakcuMasbHbIi pasmep gpaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

Kypran »

Hara n Bpems

[Nsi BCTYN/IEHUSI B Uy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHA».
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6.10.6 TMogmeHto «[aTta n Bpems»

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN
BpemeHn (NTP).

6.10.6.1 Bpyu4Hyro

=L TEX woP-20L

MOHUTOPUHI Radio VAP WDS CeTeBble HaCTPOKN BHelUHWe cepBuUChl Cucrema - (BbIXOM)

O6HoeneHue MO ycTpoicTa Pexum @ Bpyuyio O NTP cepsep

KoHcburypauvs ata n Bpems ycTpoincTea 08.02.2023 12:10:38 ¢ Pepaxtuposars

Yacosoit nosc Mocksa, Poccus v
Mepesarpyaka

BknounTb nepexop Ha neTHee

Maponb Bpews

YypHan [Mepexoa Ha neTHee Bpems (He sbibpaHo) (He sbibpaHo) (He sbibpaHo) B -

[ata v Bpemst > Mepexod Ha 3uMHee Bpems (He sbIbpaHo) (He sbI6paHo) (He sbibpaHo) B -

Casur BpeMeHU (MUH.) 60

+ [ama u spemsi ycmpolicmsa — Aarta v BpeMs Ha YCTPOCTBE B AaHHbIA MOMeHT. Ecnun TpebyeTcs
KOpPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTby:
+ [ama, spemsi — 3afainTe TEKyLLYI0 AaTy U BPEMS U HaXXMUTE KHOMKY «Tekyllas gata u Bpems»
AN ycTaHOBKM BpemeHu MK Ha ycTpolicTBO.
+ Yacosol rnosic — N03BONSET YCTAHOBUTb YaCcOBOI NOAC B COOTBETCTBUM C GAvKaALLIMM ropogom B
BalLEeM pervoHe 13 3afaHHOro Crmcka;
* Bk/io4umb rnepexoo Ha siemHee speMsi — Npu yCTaHOB/IEHHOM doiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepros BpEMEHMU:
+ [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga 6yaeT BbINOMHATLCA Nepexos, Ha neTHee
Bpems;
* [Mepexod Ha 3uMHee BpeMsi — LeHb U BpeMs, Korga OyaeT BbiNO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemeHu (MUH.) — Nepuog, BpeMeHN B MUHYTaXx, Ha KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHmMmathb 3HavyeHme oT 0 4o 720 MuH.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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6.10.6.2 NTP-cepsep

—“I TEX  woP-20L

MoHUTOpUHr Radio VAP WDS CeTeBble HaCTPOKH BHeluHWe cepBUchl Cucrema -~ (BbIXOO)

O6HoBneHue MO ycTpoiicTBa Peskum O BpydHylo @ NTP cepsep

KodwrypaLms [ata v Bpems ycTporcTsa 08.02.2023 12:11:16

NTP cepsep pool.ntp.org v
Mepesarpyska

Yacosoit nosc Mockea, Poccusa v
Mapone

BkntounTb nepexo Ha neTHee

XKypHan Bpews

NlaTa v Bpems > Mepexof Ha NeTHee Bpems (He 8bibpaHo) (He 8bibpaHo) (He ébl6paHo) B --

Mepexon Ha 3uMHee Bpems (He ebIbpaHo) (He 8bibpaHo) (He eblbpaHo) B --

CaBur BpeMeHn (MuH.) 60

+ [lama u spemsi ycmpolicmsa — fata U BPeEMS Ha YCTPONCTBE B faHHbIi MOMEHT;
* NTP cepsep — IP-agpec/noMeHHOe NMSA cepBepa CUHXPOHMU3aLUMn BpeMeHn. Bo3aMOXHO 3a4aTtb agpec
NN BblIGpaTb U3 CYLLECTBYIOLENO CMUCKa,;
+ Yacosol rnosic — no3BOMSET YCTAHOBUTb YaCOBOW MOSC B COOTBETCTBUMN C GAVKAALLMM FOPOAOM B
BalleM pervoHe u3 3aaHHoro Crnucka,;
* Bk/rouums nepexod Ha siemHee speMsi — Mpu YCTaHOB/IEHHOM piare nepexos Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCSA aBTOMAaTUYECKN B 3a,aHHbIV NepUOL BPEMEHN:
*+ [Nepexod Ha iemHee BpeMsi — AeHb 1 BpeMs, koraa OyaeT BbINOHATLCA Nepexos Ha fieTHee
BpewmS;
+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMS, Korga OyaeT BbINOSHATLCS NEPEXOL, Ha 3MHee
BpewmS;
« COBuU2 BpeMeHU (MUH.) — Nepuof, BpeMeHn B MUHYTaX, Ha KOTOPbI BbINOMHAETCS CABUTM BPEMEHW.
MoxeT npuHumartb 3HavyeHue oT 0 go 720 muH.

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmMmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[IpuMeHUMb». O OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OmmeHa».
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7 YnpaBrieHne yCTPOMCTBOM C NOMOLLIbIO KOMaHAHOW CTPOKM

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoiCTBa, HaXXMIUTE codeTaHve Knasuil (B aHrnuiickoii packnagke) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLUnii pasgen KoHurypaummn BeegmTe kKomaHay — exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

7.1 TlogkioyeHne K yCTPOUCTBY

Mo ymonyanuto yctpoiictBo WOP-20L HacTpoeHo Ha nonydeHve agpeca no DHCP. Ecnn 3Toro He Npoun3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WOP-20L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-agpec ycTpoiicTBa>, anee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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7.2 HacTpoiika ceTeBbIX NapaMeTpoB

HaCTpOﬁKa CTaTUu4yeCKux ceTeBbiX NapaMeTpoB TOUKU AOoCTyna

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# bro

WOP-20L(config):/interface/br0# common

WOP-20L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WOP-20L)
WOP-20L(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WOP-20L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa Nol)
WOP-20L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa No2)
WOP-20L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexunma paboTsl ¢ DHCP Ha Static-
IP)

WOP-20L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AOGaBﬂeHMe CTaTU4YeCKOoro mapupyrta

WOP-20L(config):/interface/br0/commont# exit

WOP-20L(config):/interface/br0# exit

WOP-20L(config):/interface# exit

WOP-20L(config):/# route

WOP-20L(config):/route# add default (rae default — HazBaHve mapipyTa)

WOP-20L(config):/route# default

WOP-20L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetn nnm y3na HasHadyeHus,
AN MappyTa no ymonyaxumio — 0.0.0.0)

WOP-20L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka ceTv HasHa4yeHus, 4/19 MapLupyTa no
ymon4aHuo — 0.0.0.0)

WOP-20L(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-agpec wo3a)
WOP-20L(config):/route/default# save (coxpaHeHve HacTpoek)

HacTpoiika nony4yeHus ceteBbiX NapameTpoB no DHCP

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/common# protocol dhcp
config):/interface/br0/common# save (coxpaHeHve HacTpoek)

—_— e~ o~~~ —~ —~
== = =

© HauvHas ¢ Bepcum MO 2.2.0 ecTb BO3MOXHOCTL 3aaaBaTb MTU uepes DHCP (option 26).
3HauyeHne MTU, nonyyeHHoe no DHCP, nmeet 60NbLUMIA NPUOPUTET, YEM NapamMeTp, 3afaHHblin B
KOHcpurypauumn.

© Pasvep MTU ans bridge fomkeH 6biTh He 60/bLIE, YeM HauMeHbLni pasmep MTU Ha uHTepdelicax,
KOTOpble HaxoAATcsl B aTOM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpelice

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# bro

WOP-20L(config):/interface/br0# common

WOP-20L(config):/interface/br0/common# mtu X (rae X — pasvep MTU B 6aritax. Bo3amMoXHbIe 3HaYeHus: 1-
2490)

WOP-20L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

7.2.1 HacTpolika ceTeBbIX NapamMeTpoB C NOMOLLbI0 YTUANTLI set-management-vlan-mode

HeTerupoBaHHbIA gocTyn

MonyyeHne ceTeBbix HACTPOEK No DHCP:
WOP-20L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WOP-20L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — LL/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MosiyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-20L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
NCNONb3YEMbIA 4151 A0CTyNa K YCTPOMUCTBY. BO3MOXHblE 3HAUEHUS: 1-4094)
Cratnyeckme HacTpOWKK:

WOP-20L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, ncnoss3syemsblii 415 JOCTyNa K yCTPONCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTartnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Lu103)

Aoctyn uepes VLAN ynpaBneHus B pexume Forwarding

MonyyeHne ceTeBbiX HACTPOEK No DHCP:

WOP-20L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
NCNONb3YEMbIA 47151 A0CTyMNa K YCTPOMUCTBY. BO3MOXHble 3HAUeHUS: 1-4094)

Cratnyeckme HacTpOiKK:

WOP-20L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii 415 A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaUeHust: 1-4094; X.X.X.X — cTatmyeckuin IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — LuH03)
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3aBeplUeHMe U COXPaHEHME HAaCTPoeK

WOP-20L(root):/# save (COXpaHeHne HaCTpPoeKk)

7.2.2 HacTtpoiika ceTeBbIx napameTpoB IPv6

© Mo ymonuaHuio AOCTYN K YCTPOICTBY MO NMPOTOKOY IPV6 Ha TOUKe 4OCTYmNa OTK/THOUEH.

BKNloueHue goctyna K yCTpoicTBy No npoTokony IPv6

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
DHCP)
WOP-20L(config):/interface/br0/common/ipv6# enabled true (Bk/1l04eHne JOCTyNa K YCTPOUCTBY M0
npotokony IPv6. 18 BblkNtoueHnsa seeaute false)

WOP-20L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common

config):/interface/br0/commont ipv6

config):/interface/br0/common/ipv6# protocol dhcp (nonyueHve ceteBkIx napameTpos IPv6 rno

—~ o~ o~~~ —~ —~
= ==

HacTpolika cTaTudueckux cetTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# br0

WOP-20L(config):/interface/br0# common

WOP-20L(config):/interface/br0/commont# ipvé

WOP-20L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXEXXXX XXX XXXX XXX XXXXXXXXXXXX — cTaTruyeckuin IPve-aapec ycTpoictea WOP-20L)
WOP-20L(config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npecdouke crarnyeckoro IPv6-
aapeca. lNprHMmaeT 3HadeHne ot 0 40 128. 1o yMo4aHuio — 64)
WOP-20L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTc |Pv6-
npedonke, Hanpumep 3211:0:0:1234::/64)

WOP-20L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/
Y (re XXXXXXXXXXXXXXXX XXX XXX XXXXXXXX/Y — IPv6-aapec DNS-cepeepa Nel ¢ npechukcom)
WOP-20L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX:XXXX/
Y (re XXXXXXXX:XXXXXXXX XXX XXXXXXXXXXXX /Y — IPv6-aapec DNS-cepeepa Ne2 ¢ npechukcom)
WOP-20L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t0ueHe NCnonbL30BaHNA CTaTUYECKNX
ceTeBbIX IPv6 MapaMeTpoB. [/1s1 NoNy4eHns ceTeBbIX NapameTpoB IPv6 no DHCP BBeanTe dhcp)
WOP-20L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne JOCTYNaA K YCTPOUCTBY M0
npotokony IPv6. 15 BbikNtoueHus sBeaute false)

WOP-20L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

DA R P
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HacTtpoiika napameTpoB AocTyna no npoTtokony IPvé

WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common

WOP-20L(config):/interface/br0/commont ipvé

WOP-20L(config):/interface/br0/common/ipv6# access-rules (nepexos B pasaes HacTpoek A0CTyna)
WOP-20L(config):/interface/br0/common/ipv6/access-rules# telnet false (r/e false — orpaHnyenne gocrtyna
no npoTtokony TELNET K yCTPOWCTBY No ero IPve-agpecy. laHHasa HacTpoiKa pacnpocTpaHseTcs TO/IbKo Ha
NOAK/OYEHME K YCTPOMCTBY MO IPv6, 4OCTYN MO IPv4 OCTaHETCs, ec/n He 6blNI0 NPON3BEeAEHO
COOTBETCTBYIOLLIEV HACTPOWKM MO 3anpeTy B pasgene ans IPv4. na cCHATUA orpaHnYeHns BBeanTe true)
WOP-20L(config):/interface/br0/common/ipv6/access-rules# save (CoxpaHeHne HacTpoek)

—~ o~ o~~~ —~ —

AHa/I0rMYHO OrpaHMyeHnto AocTyna K yctpoinctey no npotokony TELNET MOXHO orpaHnMynTb BO3MOXHOCTb
NOAK/YEHMSA K YCTpOKcTBY no ero IPvée-agpecy no npotokonam: SSH, SNMP, NETCONF, web, web-HTTPS.

7.3 HacTpolika BupTyasbHbIx Touek gocTtyna Wi-Fi (VAP)

Mpw HacTpolike VAP cnefyeT NOMHUTB, YTO Ha3BaHue nHTepdeincos B AvanasoHe 2.4 'y HauMHaeTcs ¢
wlan0, B gnanasoHe 5 My, — wlanT.

Tabnuua 6 — KomaHgpl 4N HaCcTpoiikn pexmnma 6esonacHoctn Ha VAP

Pexxum 6e3onacHoCcTU KomaHga pnsi HAaCTPOVKM peXxuma 6e30nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2

WPA/WPA2 mode WPA_WPA2

WPA-Enterprise mode WPA_1X

WPA2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeacTaBneHbl NprMepbl HAacTpolikn VAP ¢ pa3/inyHbIMK pexmmammn 6e3onacHocTu ais Radio 51Ty
(wlan1).
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7.3.1 HacTtpoliika VAP 6e3 wugpoBaHus

CospgaHue VAP 6e3 wncpoBaHusa

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlanl-va0O# vap

config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-20L_open' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexviv wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# exit

config):/interface/wlanl-va0# common

config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVIE BUPTYa/IbHOW TOYKN AOCTYMA)
config):/interface/wlanl-va0/common# save (CoxpaHeHvie HacTpoek)

o~~~ o~~~ o~~~ o~~~ —~
PSP A T A ST G R P

7.3.2 Hactpoiika VAP ¢ pexnmom 6e3onacHocTn WPA-Personal

Co3zpgaHue VAP ¢ pexumom 6e3onacHocT WPA-Personal

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan1-va0

WOP-20L(config):/interface/wlanl-va0# vap

WOP-20L(config):/interface/wlan1l-va0/vap# ssid 'SSID_WOP-20L_Wpa2' (n3veHeHve nmeHn SSID)
WOP-20L(config):/interface/wlan1-va0/vap# ap-security
WOP-20L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexumv wngposanus — WPA/
WPA2)

WOP-20L(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1104/naposib, He0OX04NMbIIA
ONA NOAKNIYEHMS K BUPTYasibHOM TOUKe AocTyna. AnnHa Knva Ao/MKHa CoCTaBAsaATb OT 8 10 63
CUMBOJIOB)

WOP-20L(config):/interface/wlanl-va0/vap/ap-security# exit

WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIE BUPTYa/IbHOM TOYKN AOCTYNA)
WOP-20L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)
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7.3.3 HacTtpoiika VAP c Enterprise-aBTopusauuneii

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA2-Enterprise C NeprMoguuecKoii oTnpaBKoii
akkayHTMHra Ha RADIUS-cepBep

WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

WOP-20L(config):/interface/wlan1l-va0# vap

WOP-20L(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-20L_enterprise' (13vieHeHne nvenn SSID)
)
)

—_—~ o~~~ —~ —

WOP-20L(config):/interface/wlan1-va0/vap# ap-security
WOP-20L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2_1X (pexunm LuncposaHms — WPA/
WPA2-Enterprise)
WOP-20L(config):/interface/wlan1-va0/vap/ap-security# exit
WOP-20L(config):/interface/wlanl-va0/vap# radius
WOP-20L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — fomMeH nosbL30BaTess)

(

)

== = =

WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa

WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-port X (rae X — nopt RADIUS-cepBepa, KOTopbIi
NCnosib3yeTcs Asis ayTeHTudmkaumm n astopmsaumn. Mo ymonyaxmio: 1812)
WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-password secret (r7e secret — naposi 15 RADIUS-
cepBepa, UCNonb3yeMoro Ans ayTeHTudgmkalmm n asTopmsaimm)
WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne oTrpaBky COOBLLEHN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons g1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bx/1104eHe NepruoanYecKkoin OTrpaBKy
coobueHnii «Accounting» Ha RADIUS-cepBep. No ymonyanuio: false)
WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTepBas OTNPasky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-20L(config):/interface/wlanl-va0/vap/radiust# exit

WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1l-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIEe BUPTYa/IbHOM TOYKN [,OCTYMA)
WOP-20L(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)

—_ e~ o~ —
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7.3.4 HacTtpoiika VAP c noptasibHOI aBTOpU3aLmei

KomaHgb! AN HACTPOIiKM NOpTanibHOI aBTOpPU3aLuMmu C OTNPaBKOI akkayHTUHra Ha RADIUS-cepBep

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlanl-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexuviv wnposanns off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-20L' (n3veHeHne nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WOP-20L(config):/interface/wlan1l-va0/vap/captive-portal# scenarios
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazars URL BUpTYyasibHOro noprana)
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirecti# virtual-portal-name
default (ykazaTtb nmsa noptana. Mo ymonyaxuio: default)
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WOP-20L(config):/interface/wlan1l-va0/vap/captive-portal# exit
( )
( )

o~~~ o~~~ o~~~ o~~~ —~
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WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlanl-va0/vap/radius# domain root (rze root — fomMeH nosbL30BaTess)
WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne oTrnpasky COOBLLEHN
«Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons a1 RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-20L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bx/1104eHE NepPUOANYECKON OTIPAaBKM
coo06LLeHMI «Accounting» Ha RADIUS-cepBep. Mo ymonyanuio: false)
WOP-20L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBKky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-20L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-20L(config):/interface/wlanl-va0/vap# exit

WOP-20L(config):/interface/wlan1-va0# common

WOP-20L(config):/interface/wlan1-va0/common# enabled true (Bk/104ueHVIE BUPTYa/IbHOW TOUKN AOCTYMA)
WOP-20L(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)

—_ e~ o~ —
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7.3.5 HacTtpoiika VAP c BHeLlHel nopTasibHOW aBTopu3auueit

KomaHAb! AN HACTPOIiKM BHELLHEN NopTa/ibHOI aBTOpU3aLmum

WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlanl-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-20L' (n3veHeHne nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WOP-20L(config):/interface/wlan1l-va0/vap/captive-portal# scenarios
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>" (yka3arb URL BHELLUHEro BUPTYasIbHOro noprasaa B
COOTBETCTBUN C TabnuLen 7)
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-20L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-20L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WOP-20L(config):/interface/wlan1l-va0/vap/captive-portal# exit

WOP-20L(config):/interface/wlanl-va0/vap# radius

WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopmsanun)

WOP-20L(config):/interface/wlanl-va0/vap/radius# auth-password secret (r7e secret — naposib 15 RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopmsanunn)

WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

o~~~ o~~~ o~~~ o~~~ —~
PSP A T A ST G R P

—_ e~ o~ —
== ==

Tabnuua 7 — HacTtpoiika URL wa6noHa an1a BHELWHel NopTasibHOM aBTopu3aunm

MapamveTp OnucaHue

<NAS_ID> NAS ID, 3agaHHbIii Ha VAP nnn B system. Ecnu He 3agaH HYM OQuH
3 3TUX NapameTpoB, To B kadecTBe NAS ID B RADIUS- u HTTP(S)-
naketax 6ygeT ncnonb3osareca MAC-agpec T[4

<SWITCH_URL> [OMEHHOE NMS, KOTOPOE NOoKasbIiBAETCA KNNEHTY Npu
nepeHanpaeneHnu

<AP_MAC> MAC-agpec Toukn gocTtyna

<CLIENT_MAC> MAC-agpec knueHTta

<SSID> SSID

<ORIGINAL_URL> URL, KOTOpbIii U3Ha4Ya/IbHO 3anpalunBast KIMeHT
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7.3.6 [ononHutenoHble HacTpoiku VAP

Ha3HaueHune VLAN-ID Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknroueHue pexuma Band Steer

WOP-20L(config):/interface/wlan1-va0/vap# band-steer-mode true (Bx/itoueHne pexvva Band Steer. [1715
oTK/o4YeHns Beegute false)

BkntoueHune VLAN trunk Ha VAP

WOP-20L(config):/interface/wlanl-va0/vap# vlan-trunk true (sitoueHne VLAN Trunk Ha VAP. 1515
oTK/o4eHns Beeaute false)

BkntoueHune General VLAN Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# general-vlan-mode true (sxitoueHne General VLAN Ha SSID. [1/15
oTK/o4eHns Beeaute false)
WOP-20L(config):/interface/wlan1-va0/vap# general-vlan-id X (rze X — Homep General VLAN)

BbiGop cnocob6a npuopuTusauum

WOP-20L(config):/interface/wlan1-va0O/vap# priority-by-dscp false (aHasi13 nproputeta nz nons CoS (Class of
Service) TerMpoBaHHbIX NakeToB. 3Ha4YeHne No ymonyaHuto: true. B aTom criyyae aHanmsmpyetcs
npuopuTtet U3 nona DSCP 3aronoBka IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WOP-20L(config):/interface/wlanl-va0O/vap/ap-security# mfp required (Bk/1104NTL 3aLLUMTY management-
Kaapos (dopelimoB). required — TpebyeTcs nogaepxka MFP OT KNneHTa, KNneHTbl 6e3 MFP He cMoryT
noAkounThCA. capable — coBmecTuMo ¢ MFP, KNneHTbl 6e3 nogaepkku MFP MoryT nogkitoumTbes. Ans
oTK/Io4YeHns BeeaunTe off)

BkoueHue Ucnosb3oBaHus TLS npy aBTopusauum

WOP-20L(config):/interface/wlanl-va0O/vap/radius# tls-enable true (1crnons3osars TLS npy asTopusauun. [Ans
oTK/o4YeHns BeeauTe false)
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BksitovueHue ckpbITOro SSID

WOP-20L(config):/interface/wlan1-va0O/vap# hidden true (Bk/toueHne ckpbIToro SSID. N5 OTKH0YeHNs
BeeauTe false)

BK/1lOU€HME U30NALUN KITMEHTOB Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# station-isolation true (Bi/1t0ueHne 130NALMSA TpaduKa Mexay
KnneHTamu B npegenax ogHou VAP. nsa oTknoveHns seegute false)

OrpaHuuyeHne KonnyecTBa KJiMeHToB Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# sta-limit X (rge X — makcumansHo fonycTumMoe Y1csio
NOAK/0YAEMbIX K BUPTYa/IbHOM CETU K/IMEHTOB)

Bk/loueHue peninkauun MyibTUKacToBoro Tpacgumka Ha VAP

WOP-20L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bk/1toueHve pensivkaLmm
MyNbTUKacToBoro Tpadnka Ha VAP. [ins oTkaoueHus eeeaunte false)

BkntroueHue Minimal Signal u Roaming Signal

WOP-20L(config):/interface/wlanl-va0/vap# check-signal-enable true (Bk/1l0HeHME UCMO/L30BAHMSA
doyHKumMoHana Minimal Signal. 19 oTkntoveHus seegute false)
WOP-20L(config):/interface/wlanl-va0/vap# min-signal X (rge X — noporosoe 3HayeHune RSSI, npu
OOCTUKEHMM KOTOPOro TOUKa byAeT OTK/IHoUaTh KnneHTa oT VAP. [NapamMeTp MOXET NpUHNMAaTh 3HaUYEHUS
0T -100 A0 -1)

WOP-20L(config):/interface/wlanl-va0/vap# check-signal-timeout X (rze X — nepunog BpemeHun B cekyHaax,
MO UCTEYEHMM KOTOPOr0o NPMHUMAETCS PELLEHNE 06 OTK/IKOYEHMM KITMEHTCKOrO 060PYyA0BaHUS OT
BUPTYasIbHOW CETN)

WOP-20L(config):/interface/wlanl-va0/vap# roaming-signal X (rge X — noporosoe 3HayeHune RSSI, npu
[OCTUDKEHMM KOTOPOIrO MPOMCXOAUT NEPEKIIOYEHME KITMEHTCKOrO 060PYA0BaHUS HA APYTYH0 TOUKY
poctyna. NapameTp MOXET NpUHMMaTh 3Ha4eHus oT -100 Ao -1. MapameTp roaming-signal fo/MKEH ObITb
BblLLle, YeM min-signal: ecnim min-signal = -75 gbMm, TO roaming-signal Jo/mKeH ObITb paBeH, Hanpumep, -70
ABMm)

WOP-20L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)

BknioueHue nepepaum aboHeHcKoro Tpacmka BHe GRE-TyHHens

WOP-20L(config):/interface/wlan1-va0/vap# local-switching true (Bx/10ueHVe nepegayun aboHeHTCKoro
Tpadomka BHe GRE-TyHHens. [1a oTkntoveHust BeeanTe false. [0 yMOIYaHUIO BbIK/THOUYEHO)
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HacTtpoiika orpaHM4eHnUsi CKOPpOCTH

HacTpoiika weiinepa B HanpaBJ€HUN OT K/INEHTOB (KaXA0ro B OTAe/IbHOCTU), MOAK/IOYEHHbIX K
[aHHoIA VAP, 1O TOUYKW AocTyna:

WOP-20L(config):/interface/wlan1-va0O/vap# shaper-per-sta-rx
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rge X — maxkcumasibHas cKkopocTh
B K6ut/c)

WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bk/1t04eHne weinepa. /15
oTK/o4YeHns BeeaunTe off)

WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WOP-20L(config):/interface/wlan1l-va0/vap# save (CoxpaHeHve HacTpoek)

HacTtpoiika wWeiinepa B HanpaB/AeHUN OT TOYKU AO0CTYNa A0 KINEHTOB (K Oro B OTAe/1IbHOCTU
NOAKNIOYEHHbIX K AaHHOIA VAP:

WOP-20L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — maxkcumasibHas cKkopocTb
B K6ut/c)

WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# mode kbps (Bk/1t0ueHne weinepa. 15
oTK/o4YeHns BeeaunTe off)

WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WOP-20L(config):/interface/wlan1l-va0/vap# save (CoxpaHeHve HacTpoek)

HacrTpoiika weiinepa B HanpaBaeHUU OT K/IMEHTOB (B CYMMeE), NOAK/IOMEHHbIX K AaHHOI VAP, oo
TOYKM gocTtyna:

WOP-20L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rae X — maxkcumasibHas ckopocTb
B K6ut/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bk/1t0ueHve weinepa. A1s
oTK/o4YeHns BeeaunTe off)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-rxi# exit
WOP-20L(config):/interface/wlan1l-va0/vap# save (CoxpaHeHve HacTpoek)

HacTtpoiika wWelinepa B HanpaB/AeHUN OT TOYKU AO0CTyNa A0 KINEHTOB (B cyMMe), NOAKTYEHHbIX K
[aHHoA VAP:

WOP-20L(config):/interface/wlan1-va0/vap# shaper-per-vap-tx
WOP-20L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rze X — makcymasibHas cKopocTb
B K6ut/c)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/1t0ueHve weiinepa. s
oTK/o4YeHns BeeaunTe off)

WOP-20L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WOP-20L(config):/interface/wlan1l-va0/vap# save (CoxpaHeHve HacTpoek)
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HacTpolika KOHTpona goctyna no MAC

WOP-20L(config):/interface/wlan1-va0/vap# acl

WOP-20L(config):/interface/wlan1-va0/vap/acl# mac

WOP-20L(config):/interface/wlan1-va0/vap/acl/mac# add XX:XX:XX:XX:XX: XX (re XXCXXOCHKXEXK — MAC-
ajZipec ycTpolicTBa, KOTOPOMY HEOOXOAMMO paspeLLnTb/3anpeTuTb AOCTYyN. ANa yaaneHust agpeca us
crnucka ncnonb3yinte komaHay del)

WOP-20L(config):/interface/wlanl-va0/vap/acl/mac# exit

WOP-20L(config):/interface/wlan1-va0/vap/acl# policy allow (BL160p NonnTNKK. BO3MOXHBLIE 3HAYEHNS:
allow — paspeluarb NOAKYEHNE TOBKO TEM KiMeHTaM, MAC-aapeca KOTOPbIX COAEPXaTCsi B CMUCKE;
deny — 3anpeulatb NOAKIOHEHNE KNIMeHTaM, MAC-aapeca KOTOPbIX COAEPXaTcsi B CMCKe. 3HaYeHne no
yMo/14aHuio: deny)

WOP-20L(config):/interface/wlan1-va0/vap/acl# enable true (Bk/t0ueHvie KOHTPOIA focTyna no MAC. 5
oTK/o4YeHns BeeaunTe false)

HacTtpoiika 6nNOKMpoOBKU NOAK/IOHEHUSA NOMb3oBaTesnieil, nogmMmeHaoWmux MAC-agpec ycTpoiicTBa
NPOBOAHON ceTu

B cnyuae ecnm Heo6xoaMmo no TpeboBaHMaAM 6e30NacHOCTY peasin3oBaTb 3alMTy OT NOAKIOHEHWNIA
nonb3oBartenen gybnupyrowmx MAC-agpec NpoBOAHOro ycTpoincTaa (w3, MK 1 npoyee), TO HEO6X0ANMO
Bocnonb3oBatbcsa HacTpolikoit fdb-filtering, koTopas MeeT cnepyrowme pexmmMbl paboThbl:

on-connect — peXum 6/10KMpyeT BCe NONbITKA NOAKIIOYEHNS YCTPOCTB Yepes Wi-Fi, B ciydae ecniv MAC-
aZpec yxe nsyyeH Ha Ethernet-nopTy To4kn [OCTYNa;

by-eth-event — pexum oTk/l04aeT nogkIHYeHHoro knueHTa no Wi-Fi, B criydyae ecnu ero MAC-agpec crtan
n3y4yeH Ha Ethernet-nopTy TOUkM AoOCTyna (PeXrMM NOMOoraeT oumLaTb CTapyto 3anucb O K/IMEHTE Mpu
poyMUHre);

full — pexum coBmeLLaeT B cebe Bce npeablayLime, To eCTb 6/10KMpyeT NoAKNHYEeHNne HOBOrO
nonb3oBartesis no Wi-Fi, a Takke OTK/IloHaeT paHee NoAKII0YEHHOro B c/lydae coBnageHuns ero MAC-
ajzpeca c ycTpoiicTBom 3a Ethernet-uHtepcpericom.

© Npu BbicTaBneHnn pexumos full 1 on-connect PoyMUHT Wi-Fi KTMEHTOB MOXET YXYAWUTLCA. Tak B
xofe paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NoNagatoT Ha OCTaslbHble TOYKM JOCTYNa CeTu U
ero MAC n3yvyaeTcs Ha BCex ToUkax 4OCTyna CeTu, Mo3ToMy Mpu POyMUHIE KSIMEeHTa, B Clyvae ecsu
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoak/toueHne MOXeT NPOUCXOANTb
L/INTENbHOE BpeMS.

WOP-20L(config):/interface/wlan1-va0/vap# fdb-filtering
WOP-20L(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (Bx/1t0ueHve dyHkUOHana. Ana
oTkNtoveHns seeauTe false. 3HaueHne no ymonyaHutio: false)
WOP-20L(config):/interface/wlan1-va0/vap/fdb-filtering #mode full (8L160p pexunma paboTsl. 3HaveHne no
ymonyanuio: by-eth-event)

74



PykoBoacTBo no akcnyarauun WOP-20L

HacTtpoliika 802.11r
[aHHbIin BUA poyMyHra AOCTYNEH TOMbKO ANS TEX KNIMEHTCKUX YCTPOICTB, KOTopble nogaepxmsatot 802.11r.

PoymuHr 802.11r Bo3MoxeH Tonbko mexagy VAP ¢ pexumom 6e3onacHocTn WPA2-Personal n WPA2-
Enterprise.

C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm

MOXHO O3HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvmom 6esonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOCTyna Hy)XHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA1(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) - TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpoikm 802.11r Ha aByX Toukax goctyna: TA1 v TA2.
HacTtpoiika 802.11r Ha T11

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WOP-20L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-aspec VAP.
Mo)XHO NocMOTpeTh B BbiBOAe KoMaHbl ifconfig)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH/Ka/IbHbIV KITHOY 715 AaHHOWA
VAP)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBnagaTk Ha
BCTpeYHbIX VAP)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# mac
WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
NHTEepdherica BCTPEUHOIN Toukn goctyna — T/A2)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVIKa/IbHBIN
KN4y BCTpeyHoi VAP Toukn goctyna TA2 — r0-key-holder-id)
WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-agpec BcTpeyHon VAP Ha T/[22)
WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kY. He gomkeH coBnagarthb ¢ rl-kh-key T[11, HO 065A3aTeNbHO AO/MKEH coBnaaarth ¢ rl-kh-key
BCTpeuHon T[2)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIv kY. He gomkeH coBnagarthb ¢ r0-kh-key T11, HO 065a3aTeNbHO A0/MKEH coBnaaarth ¢ r0-kh-key
BCTpeuHon T[2)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO0# exit
WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WOP-20L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/1t04eHne paboThl TOYKK JOCTYNA M0
NpoToKosy 802.11r)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpolika 802.11r Ha T2

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WOP-20L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-aapec VAP.
MOoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yH/KaIbHLIV KITHOY 4115
AaHHoro VAP)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (oveH fo/mkeH coBnazaTk Ha
BCTPEYHbIX VAP)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config# mac
WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTeppelica BCTPEYHO Toukn goctyna — T/A1)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHKa IbHbIN
KN4y BCTpeyHoi VAP Toukn aoctyna TA1 — r0-key-holder-id)
WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeuHon TA1)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WOP-20L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WOP-20L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/1t04eHne paboThl TOYKK JOCTYNA M0
npoTokosny 802.11r)

WOP-20L(config):/interface/wlan1-va0O/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWNppoBaHHbIe). EC/in Ha Touke focTyna HacTpoeHa pabota no npotokosy 802.11k, To npu nogknoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpolika 802.11k

WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r/1e
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rze 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:904# exit
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (1.1
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJsl, Ha KOTOpOM paboTaeT Touvka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:704# exit
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/itoueHne paboThbl TOUKM
[0CTyna no NnpoTokosny 802.11Kk)

WOP-20L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHne HacTpoek)

i



PykoBoacTBo no akcnyarauun WOP-20L

7.4 Hactpoiikm Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CMeHa pa6ouero KaHasa ¥ MOLWHOCTU paguouHTepdeiica

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan0

WOP-20L(config):/interface/wlan0# wlan

WOP-20L(config):/interface/wlan0/wlan# radio

WOP-20L(config):/interface/wlan0/wlan/radio# channel X (rge X — HoOmMep cTartnyeckoro kaHasa, Ha KOTopom
6yaeT paboTarb TOUKa)

WOP-20L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1l04eHne aBTOBLIOOPa KaHana. s
BK/HOUEHUS BBEAUTE true)

WOP-20L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1104eHNE YCNOIL30BaHNSA
OrpaHMyYeHHOro cnmncka kaHasnos. [Ans BKNOYEHUS BBeanTe true)
WOP-20L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wupvHa kaHana. MNapaveTtp moxet
npuHUMaTh 3HadveHune: ana Radio 1: 20, 40; Radio 2: 20, 40, 80)

WOP-20L(config):/interface/wlan0/wlan/radio# tx-power X (rae X — ypoBeHb MoLHOCTL B ABM. [NapameTp
MOXET MpUHUMaTh 3HadyeHune: ansa Radio 1: 8-16 abm; ona Radio 2: 11-19 gbwm)
WOP-20L(config):/interface/wlan0/wlan/radio#tx-power-min X (rge X — MYHUMa/IbHbLIM YPOBEHL MOLLHOCTY B
ABM. MapamMeTp MOXET NpuHuMaThb 3HaveHue: g4 Radio 1: 8-16 gbm; ana Radio 2: 11-19 abm)
WOP-20L(config):/interface/wlan0/wlan/radio#tx-power-max X (re X — MakcrmasibHbIA YpPOBEHb MOLLHOCTN
B AbM. MapamMeTp MOXET NpuHUMaTb 3HadeHne: anda Radio 1: 8-16 gbm; ana Radio 2: 11-19 abm)
WOP-20L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

© Cnucku fOCTYNHLIX KAHAI0OB
Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI ClieAyloLWne KaHaslbl:
npuv wupuHe kaHana 20 Mru: 1,2, 3,4,5,6,7,8,9,10, 11,12, 13.
npw wrpuHe kaHana 40 Mlru;
« ecnun «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio S 'y AnA BbiI6opa AOCTYNHLI cneayioune KaHanbl:
npu wrpuHe kaHana 20 MIru;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153,157,161, 165.

npu wrpuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.

npu wupuHe kadana 80 MI'u: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149,153, 157, 161.
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7.4.1 [ononHutenbHble HacTpoiikn Radio

HaCTDOﬁKa OrpaHN4YeHHOro CnUcKa kaHanoB

WOP-20L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t04ueHVIEe nCnoNb30BaHMSA
OrpaHMYeHHOro cnmncka kaHasi0B B paboTe aBTOBbIGOpa KaHanoB. 1 BbikNtoveHus Beeante false)
WOP-20L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1, 6, 11 — kaHa/bl AvanasoHa, B
KOTOPOM MOXET paboTarb HacTpamBaeMblil pagmnonHTepdenc)

N3meHeHUe OCHOBHOrO KaHasna

WOP-20L(config):/interface/wlan0/wlan/radio# control-sideband lower (napaveTp MOXeT NpuHUMAaTH
3HaueHue: lower, upper. Mo ymonyaHuio: Ang Radio 1: lower; ans Radio 2: upper)

BkntovyeHue UCNosib30BaHUA KOPOTKOro 3alUTHOro MHTepsaia

WOP-20L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t04EHVIE CMONL30BAHNSA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasia ANnd nepeaayn gaHHbIX — 400 HC, BMeCTo 800 He. [Ans oTkAouveHus seeaute false)

BknoueHune STBC

WOP-20L(config):/interface/wlan0/wlan/radio# sthc true (Bk/1t0ueHve MeToga NPoCTPaHCTBEHHO-
BPEMEHHOro 6/104HOro KoaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAAEXHOCTM Nnepeaayn
faHHbIX. Ana oTknoveHnsa seeaute false)

BknroueHue arperauumn

WOP-20L(config):/interface/wlan0/wlan/radio# aggregation true (Bk/itoueHve arperaynn Ha Radio —
nogaep>xkn AMPDU/AMSDU. ina oTkntodeHns seeauTte false)

BkntoueHue MCnonb30BaHNA KOPOTKOW npeamMoy bl

WOP-20L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1t04EHVE CMOL30BAHNSA KOPOTKOW
npeamoybl naketa. [nsa oTkaoyeHns seeauTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WOP-20L(config):/interface/wlan0/wlan/radio# wmm true (BktoueHne nogaepxkn WMM (Wi-Fi Multimedia)
[na otknoueHus seeaute false)
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HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoamnTca T0/1bKO Ha Radio 5 Ty (wlanl)

WOP-20L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexxum paboTtsl MexaHnsma DFS. Moxet
npuHUMaThb 3HayeHus: forced — MexaH3M Bblk/IOUYeH, DFS-kaHanbl 4OCTYMNHbI 418 Bbi6opa; auto —
MexaHu3M Bk/oYeH; disabled — mexaHn3M BbIktoveH, DFS-KaHas bl He AOCTYNHbI /19 BblI6opa)

BknroueHue pexnva aBTOMaTUUYECKOI CMEHbI LMPUHBbI KaHaa

WOP-20L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/il0ueHne pexrma aBTOMaTn4ecKor CMeHbI
LWMPWHBI KaHana ¢ 40 MMy, Ha 20 MIMy, npy 3arpy>keHHoM paganoadoupe. s oTknoveHns seegute false)

BkntoueHue wevinepa Broadcast/Multicast

WOP-20L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (e X — orpannyenne nepegaqn
LLIMPOKOBELLLATENIbHOT0/MY/NILTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3biBAETCA NUMUT A1
LUMpOoKOoBeLLaTeNbHOro Tpadmka B nak/c)

BKkntoueHue QoS 1 U3MeHeHne napaMmeTpoB

WOP-20L(config):/interface/wlan0/wlan/radio# qos

WOP-20L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1l04EeHNE NCTNOMBL30BAHNSA (DYHKLNIA,
obecneunBaroLLMX kKa4yecTBo 06cnyxmBaHuA (Quality of Service). Ans oTkntoyeHns seeauTe false)
WOP-20L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTporika napameTpoB QoS TOUKM A0CTyNa,
Tpadmk nepegaeTca OT TOUKM AO0CTyNa K KNIMEHTY)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS ans
HU3KOMPUOPUTETHON ouepeamn C BbICOKOW MPOMYCKHOM CNOCOBHOCTLI0, NpruopuTeThl 802.1p: ¢csl, ¢s2)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (roe X — Bpemsa oxungaHusa kagpos
(dbpeitmoB) AaHHbIX, U3MepsiemMoe B crioTax. [IpuHMMaeT 3HavyeHms 1-255)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haua/ibHOe 3HayYeHne BpemMeHn
OXMaaHus nepea NOBTOPHON OTNPaBKOW Kaapa, 3a4aeTcsl B MuanucekyHaax. MpuHnMaeT 3HaveHus: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4eHne cwMin He MOXET NpeBbILLIAaTh 3Ha4YeHne cwMax)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rge X — makcumanbHoe 3HaueHve
BPEMEHU OXMAaHWs nepes NOBTOPHOI OTNPAaBKON Kaapa, 3a4aeTcsl B MuanucekyHaax. NpuHnmaet
3HauveHus: 1, 3,7, 15,31, 63,127, 255,511, 1023. 3Ha4yeHMe cwMax A0/HKHO ObITb 60/1bLUE 3HAYEHUS cwMin)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsas BpemMeHu B
MUANNCeKyHAaxX, Koraa KnneHtckas WME-CTaHUMS UMEET npaBa UHULMMPOBATh nepedadvy AaHHbIX MO
6ecrnpoBOAHO cpeae K Touke goctyna. MakcumanibHOe 3HadeHue 65535 MUAINCeKyH)
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-20L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-20L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpoB QoS CTaHLUN KVeHTa:
Tpadomk nepegaeTcsa OT CTaHLUMM KNMEHTa A0 TOYKM A0CTYNna)

MeToanka HacTpoiiki edca-sta aHanornyHa metognke HacTpoiikn edca-ap.
HacTpoiika napameTpoB ans oyepeneii be, vi, vo aHanornyHa HacTpolike napameTpoB anst ouepean bk.
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7.5 Hactpoika DHCP onuun 82

© Hacrpoiika DHCP onuun 82 Nnpou3BoauTCs OTAENLHO A1 KaXKA0ro paguonHTepdeiica. B gaHHOM
pasgene NnpMBoAATCS NpUMepbl HAacTpoku onuun 82 ana Radio 2.4 'y, — wlanO.

Pexumbl pabotbl DHCP snooping:
ignore — o6pab6oTka onuun 82 oTK/IOYEeHa. 3HaYeHMe N0 YMONMYaHWIo;
replace — Touka focTyna noAcTaBNsAET WK 3aMeHSIET 3HauYeHne onuum 82;

remove — Touka A0OCTyna yaansieT 3HaueHve onuum 82.

N3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan0 (HacTpoiika 6yaet npon3BoguTbcs Ans Radio 2.4 'y, Ecnn Heobxognumo
HacTpouTb 82 onuuto Ha Radio 5 'y, — BBeguTe wlanl)

WOP-20L(config):/interface/wlan0# common

WOP-20L(config):/interface/wlan0/common# dhcp-snooping
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BL100p paboThl
DHCP snooping B pexume 3ameHbl Uin NoacTaBneHns onuun 82)

Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHKS
CTaAHOBATCA AOCTYMHbI CAeAyoLe napaMmeTpbl:

HacTpoiika napameTpoB onuum 82

WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze custom
— 3amMeHa cogepxummoro CID Ha 3HayeHue, ykasaHHoe B napameTpe dhcp-option-82-custom-CID.
MapameTp MOXET NpMHMMaTh 3Ha4YeHns: APMAC-SSID — 3ameHa coaepxumoro CID Ha <MAC-aapec TOUKM
aocTtyna>-<ums SSID>. SSID — 3ameHa coaepxmMmoro CID Ha uMs SSID, K KOTOPOMY MOAKAYEH KMEHT. Mo
ymonyaHuo: APMAC-SSID)

WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze custom
— 3aMeHa cogepxmmoro RID Ha 3HayeHue, ykasaHHoe B napameTpe dhcp-option-82-custom-RID.
MapameTp MOXET NprMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXunmoro RID Ha MAC-aapec
KNIMEHTCKOro ycTpolicTtBa. APMAC — 3aMeHa coaepXXmnmoro RID Ha MAC-aapec ToYku AocTtyna. APdomain —
3aMeHa coAepXMmMoro RID Ha IOMEH, B KOTOPOM HaxoAMTCA Touka gocTtyna. Mo ymonyanuio: ClientMAC)
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHne oT 1 40 52 CMMBO/10B, KOTOpOe byaeT nepegasatbes B CID. Ecnv 3HaveHune
napameTpa dhcp-option-82-custom-CID He 3agaH0, Touka 6yaeT n3MeHATb CID Ha 3HaYeHne no
ymMoniyaHuo: <MAC-agpec TOUKM AocTyna>-<ums SSID>)
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rze
longstring — 3HaueHne oT 1 40 63 CMMBOJ/I0B, KOTOPOe ByaeT nepegasaTtbca B RID. ECv 3HaveHue
napameTpa dhcp-option-82-custom-RID He 3aaH0, TOUKa OyaeT n3MeHATb RID Ha 3Ha4YeHne no
ymonyaHuo: MAC-agpec K/IMEHTCKOro YCTPONCTBA)
WOP-20L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenntenst oktetoB MAC-apeca, KoTopblii nepegaetcs B RID 1 CID. radius — B KQUecTBe pa3aenntens

BbICTyNnaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pa3aenntens BbICTynaeT 3HaK [ABOETOUUS:

AA:BB:CC:DD:EE:FF)
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7.6 Hactpoika WDS

© Mpu koHdurypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coeanHATbCA Mo WDS, B HacTpoiikax paavonHTepderica 6bl/1M BblopaH 04MHAKOBbIM KaHa 1 lnprHa
kaHana. bonee nogpobHy MHhoOPMAaLIMIO O HACTPOliKe pagnonHTepdieica Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan).

HacTtpoiika WDS

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# wlan1l-wds0 (Bb160p /HKa WDS. Bo3MOxHble 3HavyeHns ans Radio 2.4 [T
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WOP-20L(config):/interface/wlan1l-wds0# wds

WOP-20L(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-aapec Radio-nHtepceiica
BCTPEUHOI TOUKMN AOCTYNA, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU Ha BCTPEYHOI TOYKE A0CTyna KoMaHay
monitoring radio-interface)

WOP-20L(config):/interface/wlan1-wds0/wds# exit

WOP-20L(config):/interface/wlan1-wds0# common

WOP-20L(config):/interface/wlan1-wds0/common# enabled true (BxtoueHne nuHka WDS. 15 OTKIHYeHNs

BeeauTe false)

WOP-20L(config):/interface/wlan1-wds0/common# exit
WOP-20L(config):/interface/wlan1-wds0# exit

WOP-20L(config):/interface# wlanl (npun HacTporike WDS Ha Radio 2.4 [T, BBeguTe wlan0)
WOP-20L(config):/interface/wlan1# wlan

WOP-20L(config):/interface/wlanl/wlan# wds

WOP-20L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BL160p pexxuma 6e3onacHocTn WPA2.
Bo3MoXHble 3HaueHus: WPA2, off — 6e3 naposisi)

WOP-20L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1104/naposib, He0BXoANMbIA A5
NOAK/OYEHMS K BCTPEUHOM ToUke AocTyna. J/iMHa K/ioda Ao/MKHAa COCTaBNATb OT 8 A0 63 CMMBO/IOB)
WOP-20L(config):/interface/wlanl/wlan/wds# enabled true (BktoueHne WDS. 119 OTK/IHOHEHNSA BBEAUTE
false)

WOP-20L(config):/interface/wlanl/wlan/wds# save

HaCTpOVIKa BCTpeLIHOﬁ TOYKM pgocTtyna BbINOJ/IHAETCA aHa/TOTNYHO.
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7.7 CUCTEMHble HACTPOWKK

7.7.1 O6HoBneHue MO ycTpoiicTea

OGHoBneHue MO Toukun goctyna no TFTP

WOP-20L(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HasBaHue cpavina NO> (npnmep:
firmware upload tftp 192.168.1.15 WOP-20L-2.5.2_build_X.tar.gz)
WOP-20L(root):/# firmware upgrade

O6GHoBneHue MO Touku goctyna no HTTP

WOP-20L(root):/# firmware upload http <URL gnsa ckaumBaHua caiina MO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WOP-20L-2.5.2_build_X.tar.gz)
WOP-20L(root):/# firmware upgrade

MNepekntoueHne Ha pe3epBHYO Bepcuto MO Touku gocTyna

WOP-20L(root):/# firmware switch

7.7.2 YnpaBneHue KoOHuUrypaumen yctponcrea

C6poc KOHhurypaumm ycTpoiicTea B Aecpo/ITHOEe COCTOsiHME 6e3 CoOXpaHeHUsi NapaMeTpoB
Joctyna

WOP-20L(root):/# manage-config reset-to-default
C6poc koHurypauyum yctpoiictBa B Aetho/nTHOe COCTOSHUE C COXpPaHeHUeM napameTpoB goctyna

WOP-20L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hpUrypaLMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WOP-20L(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (npumep: manage-config
download tftp 192.168.1.15)

3arpysuTb KOH(UrypaLuuoHHblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-20L(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <HasBaHue cpaiina
KOHdurypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-20L(root):/# manage-config apply (nprvimeHeHne KoHhurypaumm Ha To4Ky 40CTyrna)
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7.7.3 TMepesarpyska ycTpoincTtea

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-20L(root):/# reboot

7.7.4 HacTpolika pexuma ayTeHTugunkaumnmn

YCTPOICTBO MMEET 3aBO/ICKYH YUETHYI0 3anncb admin ¢ naponem password. YaanuTb JaHHYH YUETHYHO
3an1ch Henb3s. I3MEHUTbL Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUKE KOMaH/,

N3meHeHue napons AnsA yyeTHoM 3anucu admin

WOP-20L(root):/# configure

WOP-20L(config):/# authentication

WOP-20L(config):/authentication# admin-password <HOBbIi naponb AN yyeTHoi 3anucu admin> (0T 1
[10 64 CMBO/0B, BK/tOYasA NaTtuHCKne BykBbl U LMAIPbI)

WOP-20L(config):/authentication# save

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesNeNn 419 NOKaIbHOM ayTEHTUGIMKALMNY, a TakkKe
ayteHTugukaumm yepes RADIUS.

© HosbIM Nonb3oBaTeNAM A0/MKHA 6bITb HA3HAUYEHA OfHA U3 ABYX POJIEi:
admin — nonb3oBaresib C Takoi posblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTYpUpOBaHUIO U
MOHUTOPWHIY 6a30BOi CTaHuuK;
viewer — nonb3oBaTesib C Takol Posnbto ByAeT MMETb AOCTYN TO/IbKO K MOHUTOPUHIY 6a30BOW CTaHLMK.

JoGaBneHne HOBbIX NOJ/Ib30OBaTesNEei

WOP-20L(root):/# configure

WOP-20L(config):/# authentication

WOP-20L(config):/authentication# user

WOP-20L(config):/authentication/user# add userX (rze userX — vimsi HOBOW y4eTHOM 3anvcn. Ans yaaneHms
ncnonb3ynte komaHay del)

WOP-20L(config):/authentication/user# userX

WOP-20L(config):/authentication/user/userX# login userX (rze userX — 1ms HOBOW Y4eTHOM 3anucn)
WOP-20L(config):/authentication/user/userX# password <[aponb Ana yyeTHO 3anmucu userX> (0T 1 /10 64
CVYMBOJ10B, BK/1lo4as natuHckmne 6ykBbl U LMUdopbI)

WOP-20L(config):/authentication/user/userX# role admin (nosiL30BaTe/N0 BbIAAKTCA Npasa Ha
KOH(purypuposaHme. Bo3MOXXHOe 3HaYeHne viewer — yUETHOWM 3annucu 6yaeT A0CTYyNeH TONbKO
MOHUTOPWHT)

WOP-20L(config):/authentication/user/userX# save
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Ansa ayteHTudmkauum yepes RADIUS-cepBep HEO6X04MMO HAaCTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTtpoiika napameTpoB gocTyna K RADIUS-cepBepy

WOP-20L
WOP-20L

root):/# configure

config):/# authentication

WOP-20L(config):/authentication# radius

WOP-20L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-20L(config):/authentication/radius# auth-port X (re X — nopt RADIUS-cepBepa, KOTopbIi
NCNOMb3YeTCA A4/18 ayTEHTUdINKaLMM 1 asTopusaumun. Mo ymonyaHuto: 1812)
WOP-20L(config):/authentication/radius# auth-password secret (r21e secret — ko4 4715 RADIUS-cepBepa,
MCNOJb3yEMOro A5 ayTeHTUmKauumn n astopmsaumnn)

WOP-20L(config):/authentication/radius# exit

WOP-20L(config):/authentication# radius-auth true (Bk/1t04eHVEe pexma ayTeHTUdnKaum Yepes RADIUS-
cepsep. Ana oTknodeHns seeauTe false)

WOP-20L(config):/authentication# save

—_— e~ —~ —

© nNpu ayteHTudpmkaumm yepes RADIUS-cepBep HEO6XOAMMO 06A3aTe/bHO CO3/aTh JIOKA/IbHYIO YUETHYHO
3anuce, kotopas byaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpwn 3TOM B /IOK&/IbHOW YYETHOI 3anncu obs3atesibHO A0/MKHA O6bITb YKazaHa posb, onpegenstoLas
npasa goctyna (admin unm viewer).
B cnyuae, ecnn RADIUS-cepBep okaxeTcs HefoCTyNeH, ayTeHTUrKaLma NnpoigeT no /I0KasibHOM
YUYETHOM 3anuncu.

7.7.5 HacTpoiika gatbl 1 BpeMeHU

KomaHAbl A4S HACTPOIKM CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WOP-20L
WOP-20L
WOP-20L
WOP-20L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Br/it0oueHve pexvima pabotsl ¢ NTP)

config):/date-time# ntp

WOP-20L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepeepa)
WOP-20L(config):/date-time/ntp# alt-servers (ycTaHOBKa A0M0NHUTE LHLIX NTP-cepsepos)
WOP-20L(config):/date-time/ntp/alt-servers# add <lomeHHOe ums/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosgaHue pasaena koHdurypaumm gononHutensHoro NTP-cepepa. MakcumanbHoe
Konn4yecTBo: 8. [1115 yaaneHnsa ncnonb3yinte komaHay del)

WOP-20L(config):/date-time/ntp/alt-servers# exit

WOP-20L(config):/date-time/ntp#exit

WOP-20L(config):/date-time# common

WOP-20L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHOI
30Hbl)

WOP-20L(config):/date-time/common# save (CoxpaHeHne HacTpoek)

—_— e~ o~ o~~~ —~
== = =
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7.7.6 [ononHuTenbHble HACTPONKN CUCTEMBI

BknoueHue rno6anbHoii nsonauum

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# global-station-isolation true (Bx/10ueHVIe T106a/1bHON N30AALMN TpadrKa
MeXAay KimeHTamm pasHbix VAP 1 pasHbIX pagnonHtTepdgeincos. ns oTknoveHns seeguTe false)
WOP-20Lconfig):/system# save (coxpaHeHVe HacTpoek)

N3meHeHUe UMeHN yCTpoiicTBa

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# hostname WOP-20L_room2 (rz1e WOP-20L_room2 — HOBOE 1M YCTPOUCTBA.
MapameTp MOXeT cogepartb OT 1 40 63 CUMBO/IOB: NIATUHCKNE 3ar/iaBHble U CTPOYHbIE BYKBbI, LNApPbI,
3HaK gednc «-» (aeduc He MOXET BbITb NOCNeAHUM CUMBOIOM B MMeHN). Mo ymonyaHuo: WOP-20L)
WOP-20L(config):/system# save (CoxpaHeHne HacTpoek)

N3meHeHue reorpacpuqecxoro AOMeHa

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# ap-location ap.test.root (r/e ap.test.root — foMeH y3na fepesa yCTPoOUCTB
cUCTeMbI yripaBneHus EMS, B KOTOPOM pacnonaraeTcst Touka goctyna. o ymonyaHuio: root)
WOP-20L(config):/system# save (coxpaHeHne HacTpoek)

MN3meHeHune Radius NAS-ID

WOP-20L(root):/# configure

WOP-20L(config):/# system

WOP-20L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
noeHTudmkarop gaHHon TA. MNapameTp npeaHasHayveH ansa ngeHtudukaumm yctpomcraea Ha RADIUS-
cepsepe, B cnyvae ecnm RADIUS oxngaet 3HayeHue, oTinyHoe ot MAC-agpeca. o ymonyaHuo: MAC-

appec T/)
WOP-20L(config):/system# save (coxpaHeHne HacTpoek)
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HacTpoliika LLDP

WOP-20L(root):/# configure

WOP-20L(config):/# ldp

WOP-20L(config):/lldp# enabled true (BktoueHve doyHkumMoHana LLDP. A5 BbikntoueHus seegute false. Mo
yMO/14aHuto: true)

WOP-20L(config):/lldp# tx-interval 60 (n3meHeHMe nepuoga oTrnpasku LLDP-coobLeHwuid. o ymonyaHuio:
30)

WOP-20L(config):/lldp# system-name WOP-20L_reserv (e WOP-20L_reserv — HOBOE UMs ycTpoicTea. 1o
ymo4aHuo: WOP-20L)

WOP-20L(config):/lldp# save (coxpaHeHVe HacTpoek)

7.8 HacTtpolika napaMeTpoB NopTasibHON aBTopM3auun

HacTtpoliika napameTpoB NOpPTa/ibHOI aBTOpU3aLUmn

WOP-20L(root):/# configure

WOP-20L(config):/# captive-portal

WOP-20L(config):/captive-portal# ap-ip-alias <JoMeHHOEe UMSA> (,OMEHHOE VM, Ha KOTOpoe ByaeT
coBepLUaTbCcAa nepeHanpas/ieHne KIMEHTOB. Mo ymonyaHuto: redirect.loc)
WOP-20L(config):/captive-portal# tinyproxy-https true (Bx/10ueHVIe nepeHanpas/ieHns KIVEeHTOB Mo
npotokony HTTPS. nA nepeHanpassieHnsa no npotokony HTTP BBeauTe false. Mo ymonyaHuto: false)

© DNS-3anpoc JoMEHHOro UMeHH, ykasaHHoro B ap-ip-alias, 6yeTt nepexsayeH TOUKo gocTyna. Ha atoT
3anpoc 6ygeT oTrnpas/ieH OTBET, U B 0TBeTe byaeT IP-agpec Toukm goctyna.

HacTtpoiika umeH napaMeTpoB, NepegaBaeMbiX Be6-CepBepoOM aBTOpM3aLun

WOP-20L
WOP-20L

root):/# configure

config):/# captive-portal

WOP-20L(config):/captive-portal# web-redirector

WOP-20L(config):/captive-portal/web-redirector# param-names
WOP-20L(config):/captive-portal/web-redirector/param-namest redirect_url original_url (HacTpoiika nvieHu
napameTpa, cogepxawlero ncxoaHblii URL, 3anpoLleHHbI KNneHToM. KnneHT ByaeT nepeagpecoBaH Ha
[AaHHbIA URL B cnyyae ycnewHom aBTopu3annn)
WOP-20L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nmeHu
napameTpa, cogepxauiero URL, Kkyaa OyaeT nepeafpecoBaH K/IMEHT B C/lyyae OLMOKM aBTopm3aLmmn)
WOP-20L(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nmeHu
napameTpa, CoaepXallero 0rMH AN KNneHTa)
WOP-20L(config):/captive-portal/web-redirector/param-names# password pass (HacTporika nMeHn
napameTpa, CoaepXallero naponb A8 KNneHTa)

—_ e~ o~ —

© Hacrpolika HyxHa, ecnu MeHa napameTpos B oTeeTe http ¢ kogom 302 oTIMYaoTCA OT AedONTHBIX
NMEH, NPUHNMAIOLLMXCA TOYKON focTyna.
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7.8.1 ¥YnpaBneHue noptasnibHbIM cepPTUNKATOM

3arpyska ceptucpmkata ans pegupekta no HTTPS no tftp

WOP-20L(root):/# manage-certificates portal upload tftp <ip-agpec tftp-cepBepa> <HasBaHue caiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudimkara gns pegupekrta no HTTPS no http

WOP-20L(root):/# manage-certificates portal upload http <URL gna ckaunBaHus cpaiina No>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CtupaHue ceptudmkara

WOP-20L(root):/# manage-certificates portal erase

7.9 HacTtpoliika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 o6ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
NOAK/OYEHHBIMU K CEPBUCY.

KomaHgb! AN HacTpoiiku cepBuca APB

WOP-20L
WOP-20L

root):/# configure

config):/# captive-portal

WOP-20L(config):/captive-portal# apbd

WOP-20L(config):/captive-portal/apbd# roam_service_url <Appec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-20L(config):/captive-portal/apbd# enabled true (Bx/1t0ueHVe cepsuca APB. [1/19 OTK/IHUEHNS BBEANUTE
false)

WOP-20L(config):captive-portal/apbd# save (coxpaHeHne HacTpoek)

—_ e~ o~ —
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7.10 HacTpoiika yaaneHHoin 3anucy gamna Tpaduka

B pasgene remote-capture BbINosHAETCA yAa/IeHHAn 3anuck gamna tpaduka.
YcTporicTeo nogaepxusaet npotokon RPCAP, no3sonstoLwmii Npon3soamnTb 3annch gamna Tpaduka ¢
nHTepdeica ycTponcTea Ha yaaneHHON MallnHe B peXxnme OHNawH.

© [na ynanéHHoro 3axsara NakeToB C paJMonHTepdencoB Heo6xoAMMO NoAHATL UHTepdelick! radio 1
radio1
WOP-20L(root):/# ifconfig radio0 up (radio0 — nHTepdpeiic cooTBetcTByeT AnanasoHy 2.4 Iy (wlan0));
WOP-20L(root):/# ifconfig radio1 up (radio1 — nHTepdpeiic coorBetcTByeT AnanasoHy 5 Iy (wlan1)).

© /s ycnewHoro yaanéHHoro saxsara NakeToB [0/MKHbI 6bITb BK/IOUEHbI M0 ogHOMY VAP B
COOTBETCTBYHOLWMX AnanasoHax 2.4 My un STy,

KomaHgb! AN HAaCTPOIiKu remote-capture

WOP-20L(root):/# configure

WOP-20L(config):/# remote-capture

WOP-20L(config):/remote-capture# enabled true (true — BritoueHne. s otkioveHns seeaute false)
WOP-20L(config):/remote-capture# port 2002 (2002 — HOMep NopTa, KOTOPbLIV CNYXUT OJ/19 NOAK/THUEHUA
yOQIEHHON MalluHbI. MapaMeTp NpuHMMaEeT 3HavyeHus oT 1025 A0 65530. Mo ymonyaHuio: 2002)
WOP-20L(config):/remote-capture# save (coxpaHeHVe HacTpoek)

[ns ypanénHoro nogknioyeHus ncnons3osarbs RPCAP-npoTokon, ykasats IP-agpec yctpoiictsa 1 nopt. Ans
3TOro, HanprMep, MOXHO 1cnonb3osatb nporpammy Wireshark. 3atem Heo6xo4AMMO NOYUYUTb CNUCOK

NHTepdencoB 418 CHUGIMHIA OT YCTPONCTBA, BblOpaTb OA4MH U3 HUX U 3anyCTUTb CHATME gamna C
yAanIeHHOro nHTepdelica.
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7.117 MOHUTOPUHT

7.11.1 Wi-Fi knnentnbl

WOP-20L(root):/# monitoring associated-clients

index
interface
state

hw-addr

ssid

ip-addr
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi

snr—-1

snr

snr-2

tx-rate
rx-rate

rx—bw
rx-bw-all
tx-bw

mfp

uptime

multicast-groups-count

wireless-mode
perftest-capable
link-capacity
link-quality

link-quality-common

actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

0

wlan0-va0
ASSOC AUTH_SUCCESS
26:af:0a:30:ef:29
I'11DOC_test
169.254.68.250
true

false

false

76

0

0

0

-75

-75

-75

17

17

16

MCS7 SGI 72.2
MCS7 NO SGI 65
20M

20M

20M

false

00:00:27

0

= 5
1
=l
(%]
(]

[ol ol oM oMol oM oMol

Transmitted

PykoBoacTBo no akcnyarauun WOP-20L

Received

8877
31
4488
145
127
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Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

dsss1 2 | 100% 37 | 21%
ofdmé 0 | 0% 19 | 10%
ofdm24 0 | 0% 88 | 50%
mcs3 0 | 0% 2 | 1%
mcs4 0 | 0% 15 | 8%
mcs7 0 | 0% 14 | 8%

Multicast groups: none
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7.11.2 WDS

WOP-20L(root):/# monitoring wds-entries

link-capacity
link-quality

90 (not changed)
100 (not changed)

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35
hostname | wopP-20L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx—bw | 26M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.6.0 build X
eltex-board-type | woP-20L
perftest-capable | false
snr-rssi-capable | false
|
|
link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | 5
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 8
shaped-rx-pps | ©
name | ©
Rate Transmitted Received
Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
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Rate Transmitted Received

ofdmé | | 13% 12
ofdm54 | | 1%
nss2-mcso | | 7%
nss2-mcsl | | 7%
nss2-mcs2 | | 7%
nss2-mcs3 | | 7%

I I

I I

I I

I I

I I

nss2-mcs4 7%
nss2-mcs5 7%
nss2-mcs6 7%
nss2-mcs7 16%
nss2-mcs8 15%

~N DDA N0 O 0O O

Multicast groups: none

7.11.3 WNHdopmaums 06 ycTpoincTee

WOP-20L(root):/# monitoring information

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

12:50:37 27.09.2023
00:04:25

WOP-20L

2.5.2 build X

2.5.2 build X

2.1.0 build X

memory-usage 43
memory-free 137
memory-used 104
memory-total 241
cpu-load 9.5
cpu-average 6.70
is-default-config false
board-type WOP-20L
hw-platform WOP-20L

factory-wan-mac
factory-lan-mac

68:13:E2:35:C3:90
68:13:E2:35:C3:90

factory-serial-number WP52000345
hw-revision 1v2
session-password-initialized false

ott-mode false
last-reboot-reason firmware update
test-changes—-mode false
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7.11.4 WNHopmaums o ceptudmkarax

WOP-20L(root):/# monitoring certificate

ott:

status: present
url:

file 'cert.pem':

correctness: true

PykoBoacTBo no akcnyarauun WOP-20L

issuer: /CN=OTT Certification Root/O=Eltex Enterprise Ltd./OU=Wi-Fi/C=RU/
L=Novosibirsk

serial: 6813E201D050DO5FC2D0332908COF9FF
subject: /CN=68:13:E2:01:D0:50/0=eltex

not-before: Jan 1 00:00:00 1999 GMT
not-after: Jan 1 00:00:00 2100 GMT

file 'key.pem':

wlc:

correctness: false

status: not present

web:

status: present
file 'host.pem':

portal:

correctness: true

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

serial: CO10F45A63AC10E2

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:58 1999 GMT
not-after: Jan 18 00:00:58 2038 GMT

status: not present
redirector:

status: present

file 'redirector.pem':

correctness: true

issuer: /CN=x.*x/0=Eltex Ent

serial: B36922FCDE841612

subject: /CN=x.%/0=Eltex Ent
not-before: Jan 1 00:00:21 1999 GMT
not-after: Jan 1 00:00:21 2000 GMT
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7.11.5 CeteBas nHopmaums

WOP-20L(root):/# monitoring wan-status

Common +information:

interface | bro
mac | cc:9d:a2:e9:14:70
rx-bytes | 456875
rx-packets | 5835
tx-bytes | 24328
tx-packets | 241
IPv4 dinformation:
protocol | dhcp
ip-address | 100.111.66.29
netmask | 255.255.255.0
gateway | 160.111.66.1
DNS-1 | 100.111.66.15
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ced9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WOP-20L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WOP-20L(root):/# monitoring arp

# IP MAC

0] 10.24.80.65 14:dd:a9:el:xx:xx
1 10.24.80.98 18:c0:4d:dd:xx:xx
2 10.24.80.1 e0:d9:e3:e8:xx:xxX
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WOP-20L(root):/# monitoring route

Destination Gateway Mask Flags
0.0.0.0 10.24.80.1 0.0.0.0 UG
10.24.80.0 0.0.0.0 255.255.255.0 u

WOP-20L(root):/# monitoring lldp

System Name

etho e0:d9:e3:eb:66:80

gil/0/16

7.11.6 becnpoBoHble UHTEPENCHI

WOP-20L(root):/# monitoring radio-interface

name | wlanoe
rfid | ©

status | on

band | 2.4 GHz
hwaddr | 68:13:E2:xx:XX:XX
tx-power | 16 dBm
noise-1 | -160 dBm
noise-2 | -160 dBm
channel | 6
frequency | 2437 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 39

mode | b/g/n
name | wlanl
rfid | 1

status | on

band | 5 GHz
hwaddr | 68:13:E2:xx:XX:XX
tx-power | 19 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 40
frequency | 5200 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 35

mode | a/n/ac

Interface

Capabilities TTL

PykoBoacTBo no akcnyarauun WOP-20L
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7.11.7 >KypHan cobbITuii

WOP-20L(root):/# monitoring events

Jan 23 00:00:07 WOP-20L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WOP-20L daemon.info configd[955]: The AP startup configuration was loaded

successfully.
Jan 1 03:00:

Jan 1 03:01:
lease on 192.

Jan 23 07:17:

14 WOP-20L daemon.info networkd[987]: Networkd started

17 WOP-20L daemon.info networkd[987]: DHCP-client: Interface br® obtained
168.1.15.

14 WOP-20L daemon.info monitord[1055]: event: 'associated' mac:

E4:0E:EE:BD:AE:6B ssid: 'WOP-20L_2.4GHz' 1intoO

7.11.8 CkaHupoBaHue atpupa

© Bo Bpems OCyLECTBNEHNS CKAHUPOBaHKA 3thupa paguonHTepdeiic ycTpolicTea 6yAeT OTK/IHUEH, YTo
npuBeaEeT K HEBO3MOXHOCTY Nnepeaayn aaHHbIX A0 Wi-Fi KTMEHTOB BO BpeMsi CKaHWPOBaHUSI.

WOP-20L(root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth, MHz
I111Esh_testl111 AP wpa CC:9D:A2:C7:A2:EQ 1 -39 20
EltexWiFi AP off EQ:D9:E3:49:D5:00 1 -50 20
Eltex-WLC-Local AP wpa CC:9D:A2:FF:B2:03 6 -68 20
TEst_Ent AP wpa CC:9D:A2:C7:DF:DO 11 =75 20
sdd_wlc_enterprise AP wpa E8:28:C1:FC:D6:41 1 =77 20
WLC30_sdd1l AP wpa E8:28:C1:FC:D6:40 1 =77 20
WLC AP off EQ:D9:E3:49:79:01 1 =77 20
Rostelecom AP off E8:28:C1l:EC:DE:21 11 -78 20
VIP_test AP off EQO:D9:E3:73:06:F2 6 =79 20
i-cisco-ent AP wpa 7C:21:0E:E2:76:C0 1 -80 20
Test_Astra_Ted AP off E4:5A:D4:E4:D3:F3 1 -80 20
Karandashev_Enterprise AP wpa EO:D9:E3:73:06:F3 6 -80 20
i-cis-MAB AP off 7C:21:0E:E2:76:C2 1 -80 20

7.11.9 CnekrtpoaHannsarop

CnekTpoaHasM3aTop npefocTasnaeT MHpopMaLmio 0 3arpy>eHHOCTM KaHau10B B AnanasoHax 2.4 n 51w,
Pe3ynstar BbIBOAMTCA B NPOLEHTAX.

© Bo Bpemst paboTbl CiekTpoaHamsaTopa nPoOMCXOANT OTK/IHUEHNE BCEX K/IMEHTOB OT TOUKM AOCTYynNa.
KnneHTbl nogxntoyaTcst CHoBa TOJIbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHann3a Bcex paaviokaHaIoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.
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© CnektpoaHanusartop paboTaeT TO/ILKO Ha Tex KaHasax, KOTopble ykasaHbl B napametpe limit-channels
B HacTpoiikax pagnovnHTepdgeiicos. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasibl ‘1 6
11', a Ha wlan1 yka3aHbl kaHasbl '36 40 44 48', To aHanM3 crnekTpa 6yaeT Npon3BeAeH TOMbKO Ans
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[ns Toro uTo6bI 6bIST NPOM3BEAEH aHA/IM3 BCEX KAHaUI0B Anana3oHa, Ha KOTOPoM paboTaeT
paavouHTepdeiic, nsmeHnTe 3HavYeHre napameTtpa use-limit-channels B HacTpoiikax kaxaoro
pagunovHTepdelica Ha false. Mocne nonyyeHnss pesynsTatoB paboThl CNEKTpoaHaIn3aTopa BepHUTe
3HayeHune use-limit-channels 06paTHO K nCXOQHOMY 3HaYEHMO true.
C 6onee noapobHoli MHhopMaumeli o HacTpolike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «HacTtpoliku Radio».

WOP-20L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6] 60%

7| 40%

8| 8%

9| 14%
10| 38%
11|  75%
12| 37%
13| 18%
36| 14%
40| 12%
44| 10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132 0%
136 0%
140| 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165 1%
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8 BcrnomoraTesnbHble YTUANTBI

8.1 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccupoBKu

WOP-20L(root):/# traceroute <TeCTUpyeMblii XOCT>

Mpumep ncnonb3oBaHuA

WOP-20L(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms *

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4  b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

8.2 Ytnnuta tcpdump
Y1tunuta tcpdump no3BonsieT 3axBaTbiBaTb NAaKeTbl HA YKa3aHHOM MHTepdielice.

MonyunTb NoAckasky no padoTe ¢ yTUAUTO MOXHO KOMaHAOM:

WOP-20L(config):/# tcpdump --help

8.2.1 3axsar Tpachuka c No60ro aKTMBHOIo NHTepgielica

Hanpumep, Moxem BK/IHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WOP-20L(root):/# tcpdump -i eth0

8.2.2 CHudpchep admpa

© Ha T[ gomkeH 6bITh BKIOUEH N0601 VAP B TOM AnanasoHe, 0TKyaa cobupaeMcs 3axBaTbiBaTb
Tpaguk.

Heob6xoaumo BKNOUNTL cneunasibHbli MHTePenc, KOTopbI ynaBiMBaeT BCe NakeTbl U3 achupa, Ha paboyem
KaHase T/A.
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KomaHabl

WOP-20L(root):/# configure

WOP-20L(config):/# interface

WOP-20L(config):/interface# radioX (o115 gnanaszoHa 2.4 [Ty, — radio0, 119 5 [T, — radiol)
WOP-20L(config):/interface/radioX# common

WOP-20L(config):/interface/radioX/common# enabled true

Mpumep KOMaHAbI

WOP-20L(root):/# tcpdump -i radiol

8.3 Ytunura iperf

[JaHHas yTunmTa ncnosb3yetcs Asis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.

OTI'IpaB]'IFHOLLl,aFI CTOPOHa Ha3blBaeTCA K/IMEHTOM, NMPUHMMaKLas — CepBepoM.

Monyuntb Noackasky no paboTte C yTUIMTON MOXHO KOMaHAOiA:
WOP-20L(root):/# iperf --help

Mpumep 3anycka notoka Tpadomka ¢ T Ha cepsep:
HacTtpoiika cepBepa Ha npuém Tpadumka

root@server:/# iperf -s

3anyck Tpaduka ¢ TA-client B CTOPOHY cepBepa

WOP-20L(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepBepa)
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9 CnncokK M3MeHeHUI

Bepcusa gokymeHTa

Bepcua 1.5

Jarta Bbinycka

06.2024

PykoBoacTBo no akcnyarauun WOP-20L

CopepxaHne N3MEHEHNIA

CuHxpoHu3aums ¢ sepcuein MO 2.5.2

Job6aBneHo:

5.3.5 Hactpoiika VAP c BHeLLHe nopTasibHOM aBTopusaumei
5.8 HacTpoiika napameTpoB nopTasibHOW aBTopm3aLmm

5.8.1 ¥YnpaBneHve noptasibHbIM CEPTUUKATOM

6 BcrniomoratesibHble YTUANTI

6.1 YTunuTa traceroute

6.2 YTunuta tcpdump

6.2.1 3axsaT Tpadmka c N60ro akTMBHOTO UHTEpdelica
6.2.2 CHudhchep achupa

6.3 Ytunura iperf

3meHeHo:

5.3.6 flononHutensHble HacTpoiikn VAP
5.4 Hactpoliku Radio

5.7.5 HacTpolika gatbl 1 BpeMEHU
5.11.4 NHdhopmaumsa o ceptndmkarax

5.11.6 becnpoBogHble MHTEpAENChHI
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Bepcua 1.4

Jarta Bbinycka

19.12.2023

PykoBoacTBo no akcnyarauun WOP-20L

CopgepxxaHne usmeHeHui

CuHxpoHu3auums c sepcuein N0 2.3.2
Jo6asneHo:

5.9.4 ViHchopmaums o cepTudhmkaTax

M3meHeHo:

4.4.8 NogmeHto «/Hdhopmauus 06 ycTponcTee»

4.6.2 MopmeHo «VAP»

5.3 HacTtpoiika BUpTyasibHbIX Touek goctyna Wi-Fi (VAP)
5.3.1 Hactpoiika VAP 6e3 wundpoBaHus

5.3.2 HacTtpoiika VAP c pexnmom 6e3onacHoct WPA-Personal
5.3.3 HacTtpoiika VAP c Enterprise-aBTopu3auueii

5.3.4 HacTtpolika VAP ¢ nopTa/ibHO aBTopu3almei
5.3.5 lononHutensHble HacTpoiikn VAP

5.4 Hactpoiiku Radio

5.4.1 JononHuTenbHble HacTpoliku Radio

5.6 Hactpoiika WDS

5.9.3 NHchopmauwms 06 ycTpoiicTee

5.9.6 becnpoBogHble NHTEPIENCHI
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Bepcus gokymeHTa Jarta Bbinycka

Bepcua 1.3 16.08.2023
Bepcusa 1.2 28.04.2023
Bepcua 1.1 17.03.2023
Bepcusa 1.0 17.02.2023

Bepcusa nporpaMmmHoro obecneveHus 2.5.2

PykoBoacTBo no akcnyarauun WOP-20L

CopgepxxaHne usmeHeHui

CuHxpoHu3auums c Bepcueid M0 2.2.0
Jo6asneHo:

4.9.2 TogmeHto «AirTune»

M3meHeHo:

4.4.4 NogmeHio «CkaHMpoBaHue agoupar
4.5.3 NogmeHo «onoHNTENBHO»

4.6.2 «[MogmeHo VAP»

5.2 HacTpoiika ceTeBbix NapameTpoB

5.3.5 JononHutenbHble HacTpoliku VAP
5.7.6 [lononHWTe NbHbIE HACTPOWKN CUCTEMBI
5.9.1 Wi-Fi knveHThb!

5.9.4 CeteBas nHdopmarms

CuHxpoHu3aums ¢ sepcuein MO 1.7.1
[ob6aBneHo:

3.6.2 YcTaHOBKa yCTPOIiCTBA HA CTEHY

M3MeHeHo:

5.7 CucTemHble HACTPOWKK

CuHxpoHu3saums ¢ sepcuein MO 1.6.2

MepBas ny6nvkaums
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/

	Введение
	Аннотация
	Условные обозначения

	Описание изделия
	Назначение
	Характеристики устройства
	Технические параметры устройства
	Конструктивное исполнение 
	Сброс к заводским настройкам
	Комплект поставки

	Правила и рекомендации по установке устройства
	Инструкции по технике безопасности 
	Рекомендации по установке 
	Частотные полосы и каналы в диапазоне 5 ГГц для Wi-Fi
	Расчет необходимого числа точек доступа
	Выбор каналов соседствующих точек

	Установка устройства
	Установка устройства на трубостойку/столб
	Установка устройства на стену

	Подключение устройства
	Инструкция по герметизации антенных разъемов 

	Управление устройством через web-интерфейс
	Начало работы
	Применение конфигурации и отмена изменений
	Основные элементы web-интерфейса
	Меню «Мониторинг»
	Подменю «Wi-Fi клиенты»
	Подменю «WDS»
	Подменю «Статистика по трафику»
	Подменю «Сканирование эфира»
	Подменю «Журнал событий»
	Подменю «Сетевая информация»
	Подменю «Информация о радиоинтерфейсах»
	Подменю «Информация об устройстве»

	Меню «Radio»
	Подменю «Radio 2.4 ГГц»
	Подменю «Radio 5 ГГц»
	Подменю «Дополнительно»

	Меню «VAP»
	Подменю «Суммарно»
	Подменю «VAP»

	Меню «WDS»
	Подменю «WDS»

	Меню «Сетевые настройки»
	Подменю «Системная конфигурация»
	Подменю «Доступ»

	Меню «Внешние сервисы»
	Подменю «Портальная авторизация»
	Подменю «AirTune»

	Меню «Система»
	Подменю «Обновление ПО устройства»
	Подменю «Конфигурация»
	Подменю «Перезагрузка»
	Подменю «Пароль»
	Подменю «Журнал»
	Подменю «Дата и время»


	Управление устройством с помощью командной строки
	Подключение к устройству
	Настройка сетевых параметров
	Настройка сетевых параметров с помощью утилиты set-management-vlan-mode
	Настройка сетевых параметров IPv6

	Настройка виртуальных точек доступа Wi-Fi (VAP)
	Настройка VAP без шифрования
	Настройка VAP с режимом безопасности WPA-Personal
	Настройка VAP с Enterprise-авторизацией
	Настройка VAP с портальной авторизацией
	Настройка VAP с внешней портальной авторизацией
	Дополнительные настройки VAP

	Настройки Radio  
	Дополнительные настройки Radio

	Настройка DHCP опции 82
	Настройка WDS
	Системные настройки
	Обновление ПО устройства
	Управление конфигурацией устройства
	Перезагрузка устройства
	Настройка режима аутентификации
	Настройка даты и времени
	Дополнительные настройки системы

	Настройка параметров портальной авторизации    
	Управление портальным сертификатом 

	Настройкa сервиса APB 
	Настройка удаленной записи дампа трафика 
	Мониторинг
	Wi-Fi клиенты
	WDS
	Информация об устройстве
	Информация о сертификатах
	Сетевая информация
	Беспроводные интерфейсы
	Журнал событий
	Сканирование эфира
	Спектроанализатор 


	Вспомогательные утилиты 
	Утилита traceroute
	Утилита tcpdump
	Захват трафика с любого активного интерфейса
	Сниффер эфира

	Утилита iperf

	Список изменений

