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Bepcua AOKYMeHTa

[ara Bbinycka

CogeprKaHne U3MEHEHMA

Bepcua 7.7

12.2024

CuHxpoHM3aumsa ¢ sepcumeli MO 10.3.6.6

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKM

- 4.15 HactpoWika npotokosna OAM

- 4.28 KoHourypaums npoToKoI0B MapLupyTUsaLumm

Bepcna 7.6

09.2024

CuHXpoHM3auma c sepcueii M0 10.3.6.3
[ob6aeneHa nHdopmauma 06 yctponcteax MES3400-48F, MES2420B-24D

M3meHeHusA B pasgenax:

- 1.2.4 ®yHKLMM TpeTbero ypoBHs ceTeBol mogenu OSI
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 1.4 KOHCTPYKTMBHOE UCNOAHEHNE

- 2.2 YcTaHoBKa ycTpoictea MES3710P Ha DIN-peliky

Bepcua 7.5

06.2024

CuHXpoHM3aumsa ¢ sepcueli N0 10.3.6
[ob6asneHa nHdopmauma ob yctponcteax MES2410-08DP, MES2410-08DU,
MES34001-24

Bepcna 7.4

03.2024

CuHxpoHM3auma c sepcueit MO 10.3.5

MN3meHeHus B pasgenax:

- 1.2.4 ®yHKLMYM TpeTbero ypoBHA ceTeBolt mogenu OSI
- 1.3 OCHOBHble TeXHUYECKNE XapaKTepUCTUKM

- 2.2 YcTaHoBKa ycTpoictea MES3710P Ha DIN-peiiky

[ob6asneHbl pasaenoi:
- 4.14.3.3 HacTtpoWka npotokona Rapid-PVST+

Bepcna 7.3

11.2023

CuHXpoHM3auma c sepcuelt MO 10.3.4
[ob6asneHa nHdopmauma o6 yctponctee MES2420-48P

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepUCTUKM

- 1.4 KOHCTPYKTMBHOE UCMNO/IHEHWE

- 4.25 KoHdurypaumsa ACL (cnUcKM KOHTpoAs focTyna)

Bepcua 7.2

06.2023

CuHXpoHM3auma c sepcueli MO 10.3.3.1
[ob6asneHa nHdopmauma o6 yctporicteax MES3400-24, MES3400-24F,
MES3400-48.

M3meHeHusA B pasgenax:
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN
- 1.4 KOHCTPYKTMBHOE UCMNOIHEHWE

Bepcua 7.1

06.2023

CuHxpoHu3aumn ¢ sepcuel MO 10.3.3
[ob6asneHa nHdopmauma 06 yctponcteax MES2424FB, MES3710P.

M3meHeHusA B pasgenax:
- 1.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM
- 4.28.2 Hactpolika Virtual Router Redundancy Protocol (VRRP)

[obasneHbl pasgensi:

- 4.28.3 HacTpolika npotokona OSPFv2
- 4.28.4 HacTpolika npotokona OSPFv3
-4.28.5 Hactpolika npoTtokona RIP

Bepcua 7.0

12.2022

CuHXxpoHM3aumsa ¢ sepcueit MO 10.3.1

N3meHeHwuA B pasgenax:
- 1.2.4 ®yHKUMM TpeTbero ypoBHs ceteBoi mogenm OSI
- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKM

[JobaBneHbl pasgensbl:
- 4.28 KoHourypauma npoToKoI0B MapLupyTUsaumm

Bepcusa 6.5

11.2022

CuHxpoHu3auma ¢ sepcumeit M0 10.2.10
[ob6asneHa nHdopmauma 06 yctporictee MES2448P

M3meHeHus B pasgenax:
- 1.2.6 dyHKUMKM 0becneveHna 6e3onacHOCTH
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- 1.3 OCHOBHblEe TEXHUYECKME XapaKTEPUCTUKN
- 4.22 dyHKummn DHCP Relay nocpegHuKa

[o6asneHbl pasgensi:
- 4.30.6 KomaHgpb! ana otnagkm npotokona DHCP

Bepcua 6.4

10.2022

CuHXpoHM3auma ¢ Bepcueit M0 10.2.9.4

Bepcus 6.3

08.2022

CuHXpoHM3aumsa ¢ Bepcueit MO 10.2.9

M3meHeHUsA B pasgenax:

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.14.6 Hactpolika npoTtokona G.8032v2 (ERPS)
-4.17.5.1 Telnet, SSH

- 4.30.8 OTtnaaka ¢yHKumm DCS

Bepcus 6.2

06.2022

CuHXpoHM3auma c sepcueti MO 10.2.8.2
[o6asneHa nHdopmauma o6 yctporictee MES2424P.

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

-4.17.1 MexaHusm AAA

-4.21.6 Hactpolika ¢yHkummn MAC Address Notification

[ob6asneHbl pasaensi:
- 4.14.6 HacTpoiika npotokona G.8032v2 (ERPS)
-4.16.5 KoHdurypaumsa IGMP proxy

Bepcua 6.1

11.2021

CuHXpoHM3auma c Bepcueli MO 10.2.7.2

MN3meHeHusa B pasgenax:

- 4.13 HactpoWika IPv6-agpecaumm

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG
-4.21.8 HacTtpolika ¢oyHKumm IPv6 RA Guard
-4.21.9 Hactpolika ¢yHKumm IPv6 ND Inspection

Bepcua 6.0

10.2021

[o6asneHa nHpopmauma 06 ycrponctee MES2411X

Bepcna 5.9

10.2021

CuHxpoHuM3auun c sepcueli MO 10.2.7

M3meHeHusA B pasgenax:

- 4.3 HacTpolika MakpoKoMaHz,

- 4.4 KomaHzabl ynpasaeHus cuctemom

- 4.16.1dPyHKUMA nocpeaHnKa npotokona IGMP (IGMP Snooping)
-4.30.8 OTtnaaka ¢yHKumm DCS

- 4.30 Pexxum oTnagKkun

[obaBneHbl pasaensbl:
-4.21.7 NpoBepKa NOAANHHOCTU KNWMEHTA Ha ocHoBe nopTa (cTaHaapT 802.1x)

Bepcua 5.8

07.2021

CuHXpoHM3auma c sepcuei M0 10.2.6.3

Bepcua 5.7

05.2021

CuHxpoHM3aumsa ¢ sepcueit M0 10.2.6

N3meHeHun B pasgenax:

-4.11 Fpynnbl arperauumm KaHanos — Link Aggregation Group (LAG)
- 4.12 HactpoWika IPv4-agpecaumm

-4.21.8 Hactpoiika ¢yHKumm IPv6 RA Guard

-4.17.4 Cnucku pgoctyna ACL gna ynpaBaeHuMs yCTPOMCTBOM
-4.21.6 HacTpolika ¢yHKkummn MAC Address Notification

- 4.14.2 MexaHu3m obHapyxeHus netenb (loopback-detection)

- 4.25 KoHourypauma ACL (cnnckun KoHTponsa goctyna)

-4.27.1 Hactpoiika QoS

[ob6asneHbl pasaenbl:
-4.21.9 Hactpoliika ¢yHKumm IPv6 ND Inspection

Bepcusa 5.6

03.2021

CuHxpoHM3auma c sepcueti MO 10.2.5.2

Bepcua 5.5

11.2020

CuHxpoHM3auma ¢ sepcumeit MO 10.2.5
[ob6asneHa nHdopmauma o6 yctporicteax MES2448 DC, MES2448B.

M3meHeHus B pa3genax:
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- 1.1 HasHayeHue

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKM

- 1.4.1 BHeWHNt BUA M ONMcaHWe NepeaHel NaHeu yCcTpoicTe

- 1.4.2 3agHAA 1 BepXHAS NaHeM yCTPOUCTB

- 1.5 KomnnekT nocTaBku

- 4.4 KomaHapl ynpaB/iieHUs cuctemom

- 4.8.1 Napametpbl Ethernet-nntepdeliicos, Port-Channel n Loopback-uHrep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMyTaumMn nHTepdencos

- 4.21.8 Hactpoiika ¢yHKumm IPv6 RA Guard

- 4.15 HactpoWika npotokosa OAM

-4.16.1 ®yHKUMA NnocpegHMKa npoTtokona IGMP (IGMP Snooping)
-4.27.1 Hactpoiika QoS

- MpwunoxeHwue B. Ouepean ana npuHumaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 NapameTpsbl Ethernet-untepdeliicos, Port-Channel n Loopback-uxrep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexxMmoB KoMmmyTaLmm nHTepdericos

- 4.11 F'pynnbl arperaumnn kaHanos — Link Aggregation Group (LAG)
-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

-4.14.3.1 Hactpowka npoTtokona STP, RSTP

- 4.15 Hactpoiika npotokosna OAM

-4.16.1 ®yHKUMA NnocpegHMKa npoTtokona IGMP (IGMP Snooping)
- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

-4.21.6 Hactpolika ¢yHKkummn MAC Address Notification

-4.27.1 Hactpoiika QoS

Bepcua 5.3

08.2020

[ob6asneHa nHpopmauma o6 ycrporictee MES3708P.

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepUCTUKM

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa gocrtyna K ycTpoicTey
- 4.4 KomaHabl ynpasaeHUsa cuctemon

- 4.8.1 Napametpbl Ethernet-untepdeiicos, Port-Channel u Loopback-uHtep-
deiicos

- 4.8.2 HacTpolika VLAN 1 pexxnmoB KOMMyTaumMn nHTepdencos

-4.17.1 MexaHusm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP n onumna 82

-4.21.4 3awmTa IP-agpeca kaneHTa (IP Source Guard)

[ob6asneHbl pasaensi:
- 4.3 HacTpolika MakpOKOMaHz,

Bepcua 5.2

07.2020

MN3meHeHus B pasgenax:

- 3.5.2.2 HacTtpoiika ctatuyeckoro IP-agpeca, Macku NOACETM U WJI03a No YMO-
YaHUIo

- 3.5.2.3 HacTtpotika napameTtpos npotokona SNMP ansa gocryna K ycTpoicTey
- 4.6.2 KomaHabl ans pabotsl ¢ pannamm

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLMK MHTepdelicos

-4.21.8 Hactpoiika ¢pyHKumm IPv6 RA Guard

- 4.15 HacTpoiika npotokosa OAM

-4.16.1 ®yHKLMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)

- 4.18 ypHan aBapuii, npotokon SYSLOG

- 4.20.2 dneKkTponuTaHue no AMHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awmTa IP-agpeca KanenTa (IP Source Guard)

-4.27.1 Hactpolika QoS

[ob6asneHbl pasgensi:
- MpwunoxeHue . PaclwmdpoBKa CnmcKa NpoL,eccos

Bepcua 5.1

06.2020

Job6asneHa nHdpopmauma o6 yctpoicteax MES2424, MES2424B.

MN3meHeHuA B pasaenax:
- 1.3 OCcHOBHble TeEXHUYeCKne XaPaKTEPUCTUKU
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- 1.4.1 BHeWHW BUA M ONMcaHne nepeaHel NnaHeum ycTpoicTs
- 4.6.3 KomaHAabl A4N1A pe3epBMpPOBaHMA KOHOUIypaumm

Bepcua 5.0

03.2020

M3meHeHusA B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKMU

-3.5.2.1 3agaHue napons gns nosb3osatens «admin» U co3gaHMe HOBbIX NOJb-
3oBaTenein

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa agoctyna K ycTpoincTey

- 4.4 KomaHapl ynpaB/ieHUs cucTemon

- 4.6.2 KomaHabl ans pabotsl ¢ pannamm

- 4.8.2 HacTpoiika VLAN 1 peXXxmmoB KOMMYyTaumMn nHTeppencos

-4.17.1 MexaHusm AAA

- 4.30.4 ypHannpoBaHWe O0T1aA04HbIX COOBLLEHMI

[ob6asneHbl pasgensi:
- 3.4 3arpy304Hoe MeHto
- MpwnoxeHue B. Ouepean ana npuHumaemoro Ha CPU Tpaduka

Bepcua 4.5

12.2019

MN3meHeHus B pasgenax:

- 3.5.2 ba3oBas HacTpoiika KommyTaTopa

- 4.8.2 HacTpoiika VLAN 1 peXxnmoB KoMMyTaummn nHTepdencos
- 4.9 Selective Q-in-Q

-4.20.1 AnarHocTMKa megHoro Kabens

-4.21.2 KoHTponb npoTokona DHCP v onuua 82

Bepcua 4.4

11.2019

MN3meHeHus B pasgenax:
-4.17.5.2 HacTtpoWka napameTpoB npoTokona SNMP gns goctyna K yCTpOMcTBy
-4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)

Bepcna 4.3

10.2019

MN3meHeHusa B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 4.4 KomaHabl ynpasaeHna cuctemon

-4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

[ob6asneHbl pasaensi:

- 4.2 dunbTpaumsa coobLeHNn KomaHAHON CTPOKM

- 4.5 KomaHZabl Ana HAacTPOMKM NapameTpoB A4 3a4aHuA naponei
- 4.6.3 KomaHap!l Ans pesepBuMpoBaHusa KoHdUrypaumum

- 4.30 Pexxnum oTnagku

Bepcua 4.2

08.2019

M3meHeHusA B pasaenax:

- 3.5.2.3 HacTpoliika napameTpos npotokona SNMP ans goctyna K ycTpoincray
- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLMu MHTepdelicos

- 4.16.1 ®yHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP n onumna 82

Bepcna 4.1

06.2019

M3meHeHus B pasgenax:
— Storm Control gna pasanyHoro Tpadumka (broadcast, multicast, unknown
unicast)

Bepcusa 4.0

06.2019

N3meHeHuA B pasgenax:

— HavanbHas HacTpolika KommyTaTopa

— Hactpoitka napameTpos npotokona SNMP ans gocTtyna K ycTponctay
— dneKkTponutaHue no anHuam Ethernet (PoE)

Bepcus 3.0

03.2019

[ob6asneHa nHdopmauma 06 yctponcteax cepum MES2408x n MES2428P

[ob6asneHbl pasgens:

— ABTOMaTM4YeCcKas HacTpoliKa NapameTpoB KOMMyTaTopa
(zero Touch Provisioning)

— Selective Q-in-Q

— Hactpolika IPv6-agpecauun

— HacTpolika npotokona OAM

—MpoTtokon TACACS+

— D/ieKTponuTaHue no AMHuam Ethernet (PoE)
—MpoTtokon UDLD

— 3awwmTa IP-agpeca knuneHTa (IP Source Guard)

Bepcusa 2.0

01.2019

Bropas nybaunkauus.

Bepcusa 1.0

12.2018

Mepsana nybavKkaums.

Bepcua nporpammHoro obecneveHus 10.3.6.6
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D ELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HauyeHue

OnucaHue

[]

B KBaapaTHbIX CKOBKax B KOMaHAHOMN CTPOKe YKa3blBaloTCA HeobasaTenbHble
nmapameTpbl, HO MX BBOJ, NpeAoCTaBaAeT onpeaeneHHble A0MNOHUTENbHbIE
onumu.

B purypHbix ckobKax B KOMaHAHOM CTPOKE YKa3blBalOTCA BO3MOKHble 0653a-

{ TeNlbHble napameTpbl. Heobxoanmo BbIbpaTb 0ANH U3 NapaMeTPoB.

«,» [aHHble 3HAaKM B ONUCAHUM KOMaHAbl UCMOb3YIOTCA A/1A YKa3aHUA auanaso-
«-» HOB.

«|» [aHHbI 3HAK B ONUCAHUM KOMaHAbI 0603HAYAET KUANY.

«/» [aHHbI 3HAK B ONMCaHMe KOMaHAbl YKa3blBaeT Ha 3HaYEHME MO YMOYAHUIO.
kypcue Calibri Kypcusom Calibri ykasbiBatoTca nepemeHHble UM napameTpbl, KOTopble HEO6-

XO04ANMMO 3aMEeHUTb COOTBETCTBYHOLWMM CIOBOM UNIN CTpOKOVI.

Mony»XupHbI Kypcus

MonyXunpHbIM WPUDTOM BblgeNeHbI MPUMEYAHUA U NPeayNpeKaeHNs.

<lMonyxcupHoiii
Kypcue>

MoNyXMPHbIM KYPCUBOM B YI/I0BbIX CKOBKaX yKa3blBalOTCA Ha3BaHUA KAaBuLL
Ha KnaBuarype.

Courier New

MonyxupHbim Wpndtom Courier New 3anuncaHbl Nprumepbl BBOAA KOMaHA,

Courier New|

Wpuoptom Courier New B pamKe C TEHbHO yKasaHbl pe3y/ibTaTbl BbIMOJAHEHUA
KOMaHz,

NMPUMEYAHUA U NPEOYNPEXRAEHUA

" [pumeyaHusa cogeprKaT BaXKHYI0 MHGOpMaL U0, COBETbI /I PEKOMEeHAaLMu No UCNOJIb-
30BaHMIO U HACTPOiiKe YCTPOMUCTBA.

1 MpepynpexaeHna nHGOPMUPYIOT NOb30BATENA O CUTYALUAX, KOTOPble MOTYT HaHeCTU
’ Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-
Tepe AaHHbIX.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 9



HELTEX

BBEAEHUE

B nocnegHue rogbl HabnwogaeTcAa TEeHAEHUMA K OCYLLECTBAIEHMIO MaclWwTabHbIX MPOEKTOB Mo
NOCTPOEHMIO ceTei CBA3M B COOTBETCTBUK ¢ KoHuenumeir NGN. OaHOoM U3 OCHOBHbIX 3a4a4 NpU peannsauuu
KPYNHbIX MY/IbTUCEPBUCHBIX CETEN ABNAETCA CO34aHMe HaAeXKHbIX U  BbICOKOMPOM3BOAUTE/bHbIX
TPAHCNOPTHbIX CeTel, KOTopble ABAAIOTCA ONOPHLIMU B MHOFOC/NOMHOMN apXUTEKType ceTell caeayoLlero
MOKONEHMA.

ONna [OCTUKEHMA BbICOKMX CKOPOCTEN LIMPOKO NMPUMEHSOTCA TEXHO0MMK nepegayun nHdopmaumm
Gigabit Ethernet (GE). MNepegaya uHPoOpMaUMKM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYMHOro
macwTaba, nogpasymesBaeT BbIOOpP TaKoOW TOMONOrMWU CETWU, KOTOpas MO3BOJIAET MMOKO OCyWecTBAATb
pacnpegeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopb! cepuin MES14xx, MES24xx, MES34xx n MES3708P moryT ncnonb3oBaTbCA Ha CeTAX
KPYMHbIX NPeAnpUATUI U NPeanpUATUIA Manoro u cpegHero busHeca (SMB), B onepaTtopckux cetax. OHK
obecneymBaloT BbICOKYHO MNPOU3BOAUTENBHOCTb, MMOKOCTb, 6€30MacHOCTb, MHOIOYPOBHEBOE KayecTBo
obcnykmnaHua (QoS).

MpombiwneHHble KommyTaTopbl MESS34001-24, MES3708P, MES3710P npegHasHavyeHbl A
OpPraH13aLMn 3aLLM-LLEHHbBIX OTKA30yCTOMUYMBBIX CETENM Nepesayn AaHHbIX Ha 06beKTax, rge Heobxoanmo
BbINONHEHWE TpeboBaHWII No obecrnevyeHUto YCTOMYMBOCTM K BO3LENCTBUAM PasNMYHOIO BUAA:
TEMNEePaTypPHbIM, MEXaHUYECKUM U APYTUM.

B HacToAWweM pyKOBOACTBE M3/0XKEHbI HAa3HAYEHNE, TEXHUYECKNE XapPaKTePUCTUKN, peKOMeH4auMUn
No HayanbHOW HACTPOMKE, CUHTAKCUC KOMaHA AN KOHOUrypauuw, MOHUTOPUHra M 0B6HOBAEHUSA
nporpammHoro obecrneyeHns KOMMyTaTopa.
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HELTEX

1 OMNUCAHUE U3JENUA

1.1 HasHaueHue

YctpoiictBa cepuit MES14xx n MES24xx ABNAOTCA ynpaBAAeMbIMM KOMMYTaTOpPamu, BbINOAHAO-
LLMMM CBOM KOMMYTALMOHHbIE GYHKLUUM HA KaHaJIbHOM U ceTEBOM ypoBHAX moaenm OSI.

CeteBble kKommyTaTopbl MES1428 nmetoT B cBOEM cocTase 24 aneKkTpuyeckmx nopta Fast Ethernet u
4 ontnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcuBepos (Combo-nopThbl).

CeteBble KOMmMyTaTopbl MES2408x MMetoT B CBOEM COCTaBe 8 aneKTpmnyecknx noptos Gigabit Ethernet
n 2 ontuyeckmx nopta Gigabit Ethernet gns yctaHoBKK SFP-TpaHcuBepOB.

CeteBble KOomMmyTaTOpbl MES2411X mMmeloT B CBOEM COCTaBe 8 3neKkTpuyeckux noptos Gigabit
Ethernet n 11 onTnyeckunx noptos TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHCcKMBEPOB.

CeteBble KommyTaTopbl MES2420B-24D nmetoT B cBoem cocTaBe 24 aneKTpudyeckux nopra 2,5 Gigabit
Ethernet 1 4 onTnyecknx nopta TenGigabit Ethernet ans yctaHoBku SFP+-TpaHcnBepoOB.

CeTteBble KOMMyTaTOpPbl MES2428x nmetoT B cBOEM cocTaBe 24 afieKTpmyeckunx nopta Gigabit Ethernet
n 4 onTnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcueepos (Combo-nopTsi).

CeteBble kKommyTaTopbl MES2424x, MES3400-24, MES3400I-24 wvmeloT B CBOEM cocTaBe 24
aNeKTpuyeckmx nopta Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet gnsa yctaHoBKM SFP+-
TPaHCMBEPOB.

CeTeBble KommyTaTtopbl MES2410-08DU, MES2410-08DP nmetoT B cBoOeM cOCTaBe 8 3NEKTPUYECKUX
noptos 2,5 Gigabit Ethernet n 2 ontuyeckmx noprta TenGigabit Ethernet gns ycraHoBKKu SFP+-TpaHcMBepoOB.

CeteBble KommyTaTopbl MES2424FB umetoT B cBOEMm cocTaBe 24 onTuyeckux nopta Gigabit Ethernet
Ans yctaHoBKu SFP-TpaHcuBepoB M 4 onTuyeckux nopta TenGigabit Ethernet ans yctaHoBKM SFP+-
TPaHCUBEPOB.

CeTeBble KommyTaTopbl MES2420-48P, MES2448 DC, MES2448B, MES2448P nmetoT B CBOEM COCTaBe
48 anekTpmyeckux nopTtoB Gigabit Ethernet n 4 ontuyeckmx nopta TenGigabit Ethernet ana yctaHoBku SFP+-
TpaHCMBEPOB.

CeTeBble KommyTaTopbl MES3400-24F nmetoT B cBOEM cocTase 24 onTuyeckmx nopta Gigabit Ethernet
Ana yctaHoBKM SFP-TpaHcuBepoB M 4 onTtuyeckux nopTta TenGigabit Ethernet ans yctaHoBKM SFP+-
TPaHCUBEPOB.

CeteBble KommyTaTopbl MES3400-48 umetoT B CBOEM cocTaBe 48 aneKTpuuyeckux noptosB Gigabit
Ethernet u 4 onTnuecknx nopta TenGigabit Ethernet ans yctaHoBKku SFP+-TpaHcnBepos.

CeteBble KommyTaTopbl MES3400-48F nmetoT B CBOEM cocTase 48 onTnyeckunx nopta Gigabit Ethernet
Ans yctaHoBku SFP-TpaHcuBepoB M 4 onTuyeckux nopta TenGigabit Ethernet gns yctaHoBku SFP+-
TPaHCUBEPOB.

CeTeBble KommyTaTopbl MES3708P umeloT B CBOEM cocTaBe 8 aneKTpuyeckux noptoB Gigabit
Ethernet u 2 onTnyeckmx nopta Gigabit Ethernet gns ycraHoBKkK SFP-TpaHcuBeposB.

CeteBble KommyTaTopbl MES3710P mMmeloT B CBOEM COCTaBe 8 3neKTpuyeckux noptoB Gigabit
Ethernet 1 4 onTnyecknx nopta Gigabit Ethernet gnsa yctaHoBku SFP-TpaHcuBepos.
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1.2 ®yHKUMM KOMMmyTaTOpa

1.2.1 ba3soevie hyHKYuUU

B Tabanue 1 npuseseH cnncok 6a3oBbix GyHKUWUIA YCTPOMUCTB, OCTYMNHbIX ANA aAMUHUCTPUPOBAHUA.

Tabnunua 1 — basosble GyHKUUM yCTPOMCTBA

3awyuma om
6710KUposKuU oyepedu
(HOL)

B/OKMPOBKa BO3HUKAET B C/Iy4anx Neperpyskun BbIXOAHbIX MOPTOB yCTPOMCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. 9TO NPMBOAMT K 334€P*KKaM nepesaym AaHHbIX
W NoTepe NakeToB.

Mooddeprcka
ce8epx0aAUHHbIX Kadpoe
(Jumbo frames)

CnocobHoCTb NoAAEPKMBATL Nepesady CBEPXAAMHHbIX Kagpos, YTo NO3BOASET ne-
penaBaTh AaHHblE MEHbLIMM YMCIOM NAKETOB. ITO CHUMKAET 06BEM CNYKeBHOMN UH-
dopmauun, Bpema 06paboTKM 1 NepepbIBbI.

ynpaeneHue MOMOKOM
(IEEE 802.3X)

YnpasneHne NoTOKOM MO3BONAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. s npeaoTBpaleHua nepenonHeHns b6ydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHPopMUpya
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOHX0AMMOCTU cAenaTb Nay3y npu nepegave na-
KeToB.

1.2.2 ®yHKyuu npu pabome ¢ MAC-adpecamu

B Tabnmue 2 npuseaeHbl GyHKLUMM yCTpOKMCTB Npu paboTte ¢ MAC-aapecamu.

Tabnumua 2 — PyHKunm paboTbl ¢ MAC-agpecamu

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B NamaTi Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
ctBre mexay MAC-agpecamu 1 y3namum NopToB KOMMYTaTopa.

Pexcum obyveHus

B otcyTtcTBMe 06y4eHUsA, AaHHbIe, MOCTyMNalWwmne Ha Kakon-1mbo nopTt, nepeaatoTcs
Ha BCe OCTa/ibHble NOPTbl KOMMYyTaTOPa. B pexxnme obydeHMss KOMMYTaToOp aHaAN3K-
pyeT Kaapbl 1, onpegenns MAC-agpec oTnpasuTeNs, 3aHOCUT ero B Tabimuy mapliu-
pytv3sauuun. Bnocneacteum kaap Ethernet, npeaHasHaueHHbI ans xocta, MAC-aapec
KOTOPOTO yXe ecTb B Tab/nue, Nnepesaerca TO/IbKO Yepes yKasaHHbIi B Tabauue nopr.

lMooddepxcka nepedayu
Ha Heckosbko MAC-
adpecos (MAC

[aHHaa ¢yHKUMA NO3BONAET YCTaHaB/AMBaTb COEAMHEHUA «OAMH KO MHOTMM» U
«MHOrMe KO MHOrMm». Takum o6pasom, Kagp, afpecoBaHHbIA MHOroagpecHom
rpynne, nepeaaeTca Ha KaXKablil NOpT, BXOAALLMI B rpynny.

Multicast Support)
Asmomamuyeckoe
epemsa xpaHeHusa MAC- | Ecav ot ycTpoiictea c onpeseneHHbiM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-
adpecos MEHW He MOCTYNalT NakeTbl, TO 3anuUcb ANA AaHHOro agpeca yctapesaeT U yganaeTtca.
(Automatic Aging for 3TO NO3BOAIAET NOAAEPKMBATL TAbANLY KOMMYTaLMM B aKTYa/IbHOM COCTOAHUM.
MAC Addresses)
CmamuyecKue 3anucu .
MAC CeTeBOoW KOMMYTATOp MO3BOJAET MO/b30BaTENO OMNpeaennTb CTaTUYecKkue 3anucu
. 3 cooTtBeTcTBMIA MAC-apecoB, KOTopble COXpaHATCA B Tabavue mapLupyTmaLmm.

(Static MAC Entries)
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1.2.3 ®yHKyuu emopozo yposHa cemesoli modenu OSI

B Tabnnue 3 npuseaeHbl PyHKUMN M 0cOBEHHOCTU BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnunua 3 — OnncaHme GpyHKLUNIM BTOPOro ypoBHSA (yposeHb 2 OSI)

Peanuszauua npotokona IGMP nossonsetr Ha ocHOBe WMHGOPMaLMK, NOAYYEHHOM
npv aHanuse cogepxumoro IGMP-nakeToB, onpeaennTb, Kakue yCTPOMCTBA B CETU

®yHkyua IGMP Snooping .

Y4acTBYIOT B Fpynnax MHOroaApecHoOm paccbl/ikM, U agpecoBaTb TpadumK Ha cooTeeT-

CTBYylOLLME NOPTHI.

. Peanusauus npoTtokona MLD no3BosseT ycTpoicTBY MUHUMU3NPOBATbL MHOMoa-

@®yHkyusa MLD Snooping al P yere y P A

pecHblli IPv6-Tpadumk.

dyHKUMA, No3BONAIOLLAA MepeHanpaBaaTb MHOFOagpecHbl TpaduK M3 OA4HOro
®yHKyusa MVR VLAN B pgpyryto Ha ocHoBaHuW IGMP-coobueHunit, 4To MO3BOJIAET YMEHbLNTb

Harpysky Ha uplink-nopTty. MpumeHsaeTca B peweHusax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LWTopm» — 3TO pasamHoKeHuMe broadcast-, multicast-, unknown unicast-naketos B
KaXXZOM y3/1e, KOTOpOe NPUBOAUT K TaBUHOOBPA3HOMY POCTY MX YMCIa U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GpYHKLMIO, MO3BONAIOLLYIO OrPaHUYUTL CKO-
pocCTb Nepegaym MHOr0aAPECHbIX U LIMPOKOBELLATENbHbIX KaAPOB, NPUHATbIX U ne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKanupoBaHue NOPTOB NO3BOAAET Ayb6AnpPoBaTh TPaduK HaboAaeMbIX NOPTOB,
nepecbiias BXogalwme n/Mam ucxoaawme nakeTbl Ha KOHTPOAMPYIOLWMIA nopT. Y
no/sib30BaTeNA KOMMYTaTopa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLNIA U KOH-
TpOAMpyemble MopPTbl M BbIbpaTh TMM TpaduKa (BXOAAWMI N/UAN NCXOAALLMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

Uzonayusa nopmos
(Protected ports)

[aHHaa yHKUMA NO3BOASET Ha3HauMTb NopTy ero uplink-nopT, Ha KoTopbiit 6es-
YCN0BHO ByZeT nepeHanpasasaTbCa BeCb TPAadUK, obecneunsas TeM CambiM U305~
LMIO C APYrMMM nopTamu (B npedenax o4HOro KOMMyTaTopa), HaXxoAALWMNXCA B 3TOM
e WwupokoselyatenbHom gomeHe (VLAN) B npegenax og4HOro KOMMyTaTopa.

Moddepxka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoli NPOTOKOA, OCHOBHOW 3a4auyeit KOTOPOro ABASA-
eTca npuseaeHune cetn Ethernet ¢ M3BbITOUHLIMU COEANHEHUAMMN K APEBOBUAHOM
TOMOJIOrMK, UCKKoYatoLWEel netin. KommyTaTopbl 06MeHMBaIOTCA KOHOUIYPaLMOH-
HbIMW COOBLLEHNAMM, UCMOMb3YA Kadpbl creumansHoro ¢opmara, U BbIGOPOYHO
BKJ/IIOYAIOT M OTK/IKOYAIOT Nepeaady Ha nopTbl.

Moddepxcka npomokKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABAAeTCA ycoBepLUEHCTBOBaHMEM NpoTokona STP, xa-
paKTepU3yeTca MeHbLUMM BPEMEHEM NMPUBEAEHMA CETU K APEBOBUAHOM TONOAOTUN
1 nmeeT 60/1ee BbICOKYH YCTOMYMBOCTD.

Moddepxcka npomoKona
ERPS (Ethernet Ring
Protection Switch)

MpoToKON NpefHa3HayYeH A/19 NOBbILWEHUA YCTOMYMBOCTM U HALEKHOCTU CEeTU Ne-
pefauv AaHHbIX, UMELOLLER KO/bLLEBYIO TOMOJOTUIO, 32 CYET CHUMKEHUS BPeMeHU

BOCCTaHOBJ/IEHWA CETU B C/lydae aBapuu. Bpema BoccTaHOBAEHUA He npesblwaeT 1
CEKYHAbl, YTO CYLLECTBEHHO MeHbLUe BPeMeHM NepecTPoitKM ceT Npu NCNoab3o-

BaHMM NPOTOKO/IOB CeMeifcTBa spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMYyTaTopa, 06pasyoLLmX O4HY LUIMPOKOBELLATENbHYHO
obnacTtb (aomeH). KommyTaTop noaaepmnBaeT pasindHble cpeacTsa Kaaccuduka-
LMK NAKEeTOB ANA onpeAeneHna ux NPMHAANEXKHOCTU K onpegeneHHoro VLAN.

Moddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢pyHK-
LMW YPOBHA KaHafa nepefayn AaHHbIX, NpeacTasaatowme coboit NPoToKoA MOHU-
TOPWHra COCTOAHMA KaHana. B aTom npoTokone ansa nepefayn MHGopmalmm o co-
CTOSIHUM KaHana MexXay HenocpeacTBeHHO MNOAKAIOYEHHBIMU YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoli-
CTBa A0/IKHbI Nogaep*mnsaTb cTaHaapT IEEE 802.3ah.

Moddepxka VLAN Ha
6asze nopmos
(Port-Based VLAN)

Pacnpepenenne no rpynnam VLAN BbInonHAETCA NO BXOAAWMM noptam. JaHHoe
pelleHre No3BOAET UCNOAb30BAThb Ha KaXA0M MOpPTy TONbKO oaHy rpynny VLAN.
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IModdepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIV CTaHAAPT, KOTOPbIV ONMUCbIBAET NpoLeaypy TerMpoBaHus
Tpaduka anA nepedayn nHbopmaumm o npuHaanexHoctn Kk VLAN. MossonseT uc-
Nonb30BaTb HeckobKo rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHuUe KaHas08 €
ucnone3zoeaHuem LACP

MpoToKkon LACP obecneynBaeTt aBTomaTuyeckoe ob6beANHEHNE OTAE/bHbIX CBA3EN
MEXAY ABYMA YCTPOMCTBAMK (KOMMYTAaTOp—KOMMYTAToOp WM KOMMyTaTop—cep-
BEp) B eANHbIN KaHai nepeaayun AaHHbIX.

B npoToKo/ie NOCTOSIHHO onpesenaeTcs BO3MOXHOCTb 0O beANHEHNA KaHANOB, U B
CNy4Yae OTKasa CoegMHEHUA, BXOAALLEro B 06begMHEHHbI KaHan, ero Tpaduk aBTo-
MaTUYECKU NepepacnpesenseTcs No He OTKA3aBLWMM KOMMNOHEeHTaM obbeanHEH-
HOro KaHasa.

Co3zdaHue 2pynn LAG

B ycTpoicTBax noanep:kmsaetca GyHKLMA CO34aHMA rPYNn KaHanos. Arperaums Ka-
Hanos (Link aggregation, trunking) nnam IEEE 802.3ad — TexHoNOrNA 06bEAUHEHMUSA
HECKOJIbKMX GU3NYECKMX KaHANO0B B OANH NOTMYECKUIA. ITO CNocobCTBYET HE TO/IbKO
YBE/IMYEHUIO MPOMYCKHOM CMOCOBHOCTM MarucTpasibHbIX KaHa/loB KOMMyTaTop—
KOMMYTaToOp MW KOMMyTaTOp—cCepBep, HO MU NOBbILWEHUID UX HAAEXKHOCTU. Bo3-
MOKHbI TpM TUMa 6anaHCMPOBKM — Ha ocHoBaHMM MAC-aapecoB, Ha OcCHOBaHuM |P-
apecoB 1 Ha 0OCHOBaHWM nopTa (socket) HazHayeHus.

Mpynna LAG cocTouT U3 NOpPTOB € OA4MHAKOBOW CKOPOCTbIO, paboTatowmx B AynaeKc-
HOM perKnme.

Selective Q-in-Q

Mo3BonseT Ha3Ha4aTb BHewHMn VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBAHHbBIX Npasun GuUAbTPaALMM NO HomMepam BHyTpeHHux VLAN
(Customer VLAN). MpumeHeHue Selective Q-in-Q nossonser pas3obpaTb Tpaduk
aboHeHTa Ha Heckonbko VLAN, nsameHuts meTky SPVLAN y naketa B oT4e/bHOM
y4yacTke ceTu.

1.2.4 ®yHKyuu mpemoezo ypoeHa cemesoii modenu OSI|

B Tabanue 4 npmseaeHbl GyHKUUN TPETbEro YpoBHSA (ypoBeHb 3 OSI).

Tabnuua 4 — OnucaHve GyHKUMI TpeTbero ypoBsHs (Layer 3)

CmamuyecKue IP-

AQMUHUCTPATOP KOMMYTaTOPa MMEET BO3MOMKHOCTb A06aBAATb U yAaNATb CTaTUye-
CKMe 3anucy B TabanLy MapLIpyTU3aLnu.

(Address Resolution
Protocol)

mapuwpymbsi
Kaueumei BootP u v . 6 P
. CTPOMCTBA CNOCOBHbLI  aBTOMATUYECKW MOAyYaTb -afipec no MpOTOKON
DHCP (Dynamic Host P 4 AP P y
. . BootP/DHCP.
Configuration Protocol)
lTpomokon ARP ARP — npoToKkon conoctasneHua IP-agpeca u dusmnyeckoro agpeca ycrpoicrea. Coot-

BeTCTBME YCTaHAaB/IMBAETCA Ha OCHOBE aHa/1IM3a OTBETA OT y3/1a CETU, aApeC y3/1a 3a-
npalwnBaeTCA B LULMPOKOBELLATE/IbHOM NaKeTe.

®yHkyusa IGMP proxy

IGMP Proxy — ¢yHKUMA YNpOLWEHHOW MaplpyTU3aumm MHOroaapecHbIX AaHHbIX
mexay cetamu. Jnn ynpaBaeHus mapLlpytusaumein ncnonbsyetca npotokon IGMP.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH Ana pes3epBnpoBaHMA MapLLpyTU3aTOPOB, BbINOAHA-
IOLLMX POAb LWO3A NO YMOIYaHMI0. ITO AOCTUraeTcA NyTém obbeamHeHus IP-uHtep-
deicoB rpynnbl MapLUpPyTU3aTOPOB B OAMH BUPTYa/bHbIA, KOTOPbIA ByaeT Ucnonb3o-
BaTbCA KaK LUAKO3 MO YMOMYAHMIO A1 KOMMbIOTEPOB B CETHU.

lpomokon OSPFv2

OSPF (Open Shortest Path First) — npoTokon AMHaMUYECKOM MapLIPYTM3aLLMKN, OCHO-
BaHHbIA Ha TEXHONOTUU OTCAEXMUBaAHUA COCTOAHUA KaHana (link-state technology) u
NCMONb3YIOWMIACA ANA HAXOXKAEHWA KpaTyalLwero Nyt anroputm enkcrpsl. Mpoto-
kon OSPF npeactasnsetr coboit NpoTOKoN BHyTpeHHero wato3a (IGP). MpoTtokon
OSPFv2 pacnpocTpaHsieT MHGOopMaLmio 0 AOCTYNHbIX IPv4-MmaplupyTax mexay mapLu-
pyTM3aToOpamun 0LHON aBTOHOMHOW CUCTEMBI.

Mpomokon OSPFv3

MpoToKon gMHaMmuyecKkon mappytmsaummn OSPFv3 pacnpocTpaHaeT MHbopmaLmio o
[OCTYNHbIX IPV6-MaplupyTax Mexay MaplipyTusaTopamu OLHON aBTOHOMHOM cwu-
cTembl.
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lpomokon RIP

RIP (Routing Information Protocol) — npoTokon mapwpyTHOM UHbOpPMaLMKU, OTHOCA-
WMIACA K BHYTPEHHUMM MNPOTOKOMAM MapLpyTM3aLMM AUCTAHLMOHHO-BEKTOPHOTO
™na.

1.2.5 ®yHKkyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GyHKLMM KadecTBa obcny:kmnsaHua (Quality of Service).

Tabnnua 5 — OcHoBHble QYHKLMM KayecTBa 06CyKUBAHMUSA

Moddepxka
npuopumemHeoix
oyepedeii

YCTPOWCTBO NoAAepNBaeT NpUopmTe3aLmMio CXO4ALLEro TpadMKa No ovyepeasam Ha
Kaxaom nopTty. PacnpegeneHune nakeToB No o4epesam MOXKET NPON3BOAUTLCA B pe-
3y/bTaTe KnaccudurKaLmMm NakeToB Mo PasMYHbLIM NOMAM B 3aro/I0BKax NakeToB.

ModdepxKa Knacca
obcnyrcueaHus 802.1p

CraHgapT 802.1p cneumduumpyeT meToa, yKasaHUa NpMopuTeTa Kagpa M airoputm
MCMNO/Ib30BaHMA NpUOpUTETa B LeIAX CBOEBPEMEHHOW AO0CTaBKU YyBCTBUTENBHOTO K
BPEMEHHbIM 3agaep*KKam Tpaduka. CtaHgapT 802.1p onpeaensetr BOCEMb YPOBHEMN
npuopuTeToB. KOMMyTaTOpbl MOTyT MCNONb30BaTb 3HAYeHUe npuoputeta 802.1p gna
pacnpeaenieHna KagpoBs No NPUOPUTETHLIM ovepeaam.

1.2.6 ®PyHKYyuu obecneyeHus 6ezonacHocmu

Tabnvua 6 — PyHKUMKM obecneyeHns 6e3onacHOCTU

DHCP snooping

PyHKUMA KOMMYTaTOpPa, NpeLHa3Ha4YeHHan 4J1A 3alunTbl OT aTak C UCMO/Ib30BAHNEM
npotokona DHCP. Ob6ecneunsaet ¢puabrpaunto DHCP-coobuieHMiA, NnocTynuBLINX C
HeHaAeXHblX NOPTOB MyTEM MOCTPOEHUA U NOALEPNKAHWUA Hasbl JAHHbBIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT AencTeua
6paHaMayspa MeKay HeHaAeKHbIMKW NopTamu 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwus, KoTopas nossonsetr npouHbopmuposatb DHCP-cepBep 0 TOm, C KaKoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi nopT npuLien 3anpoc.

Mo ymonyaHuio KOMMYTATOp, UCNonb3yowmii dyHKLMo DHCP snooping, 06HapyKu-
BaeT u otbpacbiBaeT Ntob6oin DHCP-3anpoc coaepkalumnii onuuio 82, KOTOPbIN OH MNo-
Ny4ynn yepes HeHagEéxHbIM (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

dyHKUMA KOMMYyTaTOpa, NpeAHasHaveHHasa AS 3alWunTbl OT aTak C UCMO/Ib30BaHUEM
npoTtokosia ARP. CoobLieHne, KOTOPOe NOCTYNaeT C HEeHAAEKHOro NopTa, Nnoasepra-
eTcsA NpoBepKe — cooTBeTcTBYeT v IP-agpec B Tene npuHaToro ARP-nakeTa IP-agpecy
oTnpasuTens.

Ecnv agpeca He coBNagaloT, TO KOMMYTaTOP OTOPAachbIBaeT NaKer.

L2 - 13— L4 ACL (Access
Control List)

Ha ocHoBe MHpOpMaLMK, coaepsKaLleica B 3arosioBKax ypoBHei 2, 3 u 4, y agMUHK-
CTpaTopa ecTb BO3MOMKHOCTb HacTpouTb 40 100 npasu, COrnacHo KOTOPbIM NakeT by-
net obpaboTtaH, NMbo oTbpoLleH.

IP Source address
Guard

®yHKUMA KOMMYTaTOpa, KOTopas orpaHuumBaeT IP-Tpaduk, PuabTpya ero Ha ocHoBa-
HUK TabMLbl cCOOTBETCTBUI 6a3bl 4aHHbIX NpuBA3kn DHCP — DHCP snooping u ctaTn-
Yecku cKoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTca Ana 6opbbbl ¢ noa-
meHoit IP-agpecos.

1.2.7 ®yHKyuu ynpaeseHUs KOMMymamopom

Tabanua 7 — OcHOBHble GYHKLMM YNPaBAEHNA KOMMYTaTOPamMM

3azpy3ka u ebi2py3Ka
¢aiina Hacmpoliiku

MapameTpbl YCTPONCTB cOoXpaHAtoTCA B daiiie HaCTPOIMKKN, KOTOPbINA COAEPKUT AaH-
Hble KOHPUrypaL MM KaK BCEN CUCTEMbI B LLE/IOM, TaK U onpeaesieHHOro nopTa ycTpom-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yerca Ana onepauumii 3anmcu u yteHma dainos. NpoTokoa oc-
HOBaH Ha TpaHcNopTHOM npoTokone UDP.

YcTpoicTBa nNoanepKMBatoT 3arpysky 1 nepegadyy no gaHHomy npoTokony ¢daiiios
HACTPOMKK U 06pa30B NpPorpaMmHoOro obecneyeHus.
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Mpotokon SNMP ucnosb3yeTca 4158 MOHUTOPUHIA U YNPaBAEeHUs CETEBbIM YCTPOM-
lpomokon SNMP cTBOM. [1nA ynpaBaeHMa AOCTYNOM K CUCTEME OnpeaenaeTca CrUCOK 3anmcen coob-
LLLeCTBa, KarkAan U3 KOTOPbIX COAEPKUT NPUBUAETUM AOCTyNA.
YnpasneHue kommyTtaTopamu nocpeactsom CLI ocywectBnaeTca NOKanbHO Yepes no-
Uumepdpeiic cnenoBatesibHbIA NopT RS-232, inbo yganeHHo yepes Telnet. MHTepdeinc KomaHa-
KOMAHOHOU cmpoKu HOW CTPOKK KoHconu (CLI) sBafeTca NpomMbllWaAEHHbIM CTaHAapToM. MHTepnpeTaTop
(CLI) CLI npenocTaBnsieT CMMCOK KOMAHA U KAKOYEBbIX C/10B A1 MOMOLLM NO/Ib30BATENIO U
COKpaLLeHNto 06 bema BBOAMMbIX AaHHbIX.
syslog Syslog — npoTokon, obecneynBatowmii nepegady coobLeHnit 0 NPOUCXOAALLNX B CU-
cTeme cobbITUAX, a TaKXKe yBefOMNEHUI 06 OlWIMBKax yaaNeHHbIM cepBepam.
SNTP Mpotokon SNTP — NPOTOKON CUHXPOHM3ALMMN BPEMEHU CETU, rapaHTMpPYyeT TOYHOCTb
(Simple Network Time CUHXPOHM3aLMKN BpEMEHWN CETEBOrO YCTPOMCTBA C CEPBEPOM A0 MUTUCEKYHAbI.
Protocol)
Traceroute Traceroute — cny»ebHan GyHKLMA, NpegHa3HauYeHHan 41A onpeseeHns MapLlpyTos
nepeaayun AaHHbIx B IP-ceTax.
YnpasneHue .
KOHMPOAUPYeMbIM A/J,EAMHMCTE)aTop MOXeT onpeaennTb ypOBHU NpUBUAETUA JOCTYNA p,n? nonb3oBsare-
el yCTPOMCTBA U XapaKTEPUCTUKN AN1A KaXKAOr0 YPOBHA NpUBUAETrNI (TONbKO Ann
docmynom — ypoeHu o
. yTeHuA — 1 ypoBeHb, NOAHbIN AocTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop crnocobeH ycTaHaBAMBaTb 3amnpeT AOCTYyMa K KaxKAoMy WHTepodelcy
Brokupoexa ynpasnenus (SNMP, CLI). 3anpeT Mo¥eT 6bITb YCTAaHOB/MEH OTAENbHO A/A KaXKA0ro
- TMNa gocTyna:
unmepdpeiica e Telnet (CLI over Telnet Session);
ynpasneHus o SNMP;
e SSH.
JlokanbHas [ns nokanbHOM ayTeHTUOUKALMM NOAAEPKMBAETCA XPaHeHWe naposielt B 6ase aaH-
aymeHmuguKayus HbIX KOMMYTaTOpa.
bunempayus IP- Joctyn no SNMP paspelwaeTca ana onpegeneHHbix IP-agpecos, ABnAKOLWMXCA Yne-
adpecos 314 SNMP Hamn SNMP-coobuiecTsa.
DHCP-cepBep ocyLiecTBAAET LeHTPaM30BaHHOE yNpaB/ieHe CeTeBbIMN agpecamu
M COOTBETCTBYHOLWMMMN KOHOUTYPALMOHHBIMW MapameTpamm, aBTOMATUYECKUN Npeao-
CTaBAAA UX KNNEHTaM.
®yHkyuu DHCP-
cepsepa ’ |  PyHKUMA noapeprKuBaeTca ToNbKo Ha moaenax MES2424, MES2424B,
. MES2424FB, MES2424P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
MpoTtokon RADIUS ucnonbsyetca ana ayteHTMdUKaUmm, aBTopusaumnm u yyerta. Cep-
Knuenm RADIUS Bep RADIUS ncnonb3yeT 6a3y AaHHbIX NOAb30BaTeNEN, KOTOPaA COAEPKUT AaHHble
NpPOBEPKM NOAJMHHOCTU ANA KAXKAO0ro nosb3osaTtena. KommyTtatopbl cogepar Kaum-
E€HTCKYo YacTb npoTokona RADIUS.
TACACS+ YCTpOMNCTBO NpesocTaBAAeT NOAAEPKKY NPOBEPKM MOAJMHHOCTU KNMEHTOB Nocpes-
. ctBom npoTtokona TACACS+. MpoTtokon TACACS+ obecneymBaeT LEeHTPAIM30BaHHYIO
(Terminal Access .
Controller Access CVICTel\:Iy 6e30nacHOCTU A8 NPOBEPKM NONb30BaTesIel, NOAyYaloWMx AO0CTyn K
YCTPOMCTBY, @ TaK)Ke LEHTPA/NIM30BaHHYO CUCTEMY ynpaB/ieHUA npu cobaoaeHum
Control System) cosmectumocTtu ¢ RADIUS n gpyrumun npoueccamm nposepKu NOAJANHHOCTU.
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D ELTEX

1.2.8 [onoaHumenvHbie hyHKYuUU

B Tabmue 8 npuBeaeHbl 4ONONHUTENbHbIE QYHKLMU YCTPOMCTBA.

Tabnunua 8 — [lononHuTeNbHbIE GYHKUUKM YCTPOMCTBA

BupmyansHoe CeTeBble KOMMYTATOPbl UMEIOT B CBOEM COCTaBe NPOrpaMMHble M annapaTHble cpes-
mecmupoeaHue Kabens | cTBa, NO3BOAAIOLME BbINONHATL GYHKLMM BUPTYyanbHOro Tectepa kabena — VCT. Te-
(VCT) CTep No3BOJIAET ONpeae/InTb COCTOHNUE MEAHOTO Kabens cBA3M.
JAuazHocmuka YCTPOMCTBO NO3BOIAET TECTMPOBATb ONTUYECKMIA TPaHcuBep. Mpu TeCTUPOBAHUKN OT-
onmuyYyecKoz20 CNEXUBAIOTCA TAKMe MapamMeTpbl, KaK TOK M HanpsaXeHue nuTaHuA, TemnepaTypa
mpaHcusepa TpaHcuBepa. [na peanmsaumnn TpebyeTtcs nogaepikka sTux GyHKUUI B TpaHCcMBeEpE.
UDLD (Unidirectional MpPOTOKO/1 BTOPOro YPOBHSA, CO34aHHbIN A1 aBTOMATUYECKOro 06HapyKeHUs noTepu
Link Detection) [OBYXCTOPOHHEN KOMMYHUKALMM Ha ONTUYECKUX JIMHUAX CBA3W.
KommyTaTop 06/1343aeT BCeMU HEOOXOAMMbIMU XapaKTEPUCTUKAMU A5 paboTbl ¢
npotokonamu MMS, GOOSE, SV:
Coomeemcmeue e  Manas BennumHa 3agep*Kkn GOOSE-coobuieHua npu nepeaade;
e  YmeHue pacnosHaeatb Ethertype GOOSE-coobuieHus;
cmaHdapmy M3K P yp 9 . ’
61850 e  YmeHue paboTaTb C TErOM BUPTYasibHOM CETU U Terom npuopuTeTa IEEE
802.1Q GOOSE-coobuieHus;
e [lopaep:kka nepeaaym multicast-coobuieHunii U BO3MOMXKHOCTb paboThbl €
onpeaeneHHbIM cTaHaapTom M3K 61850 anana3oHOM rpynn BelLaHuA.

1.3 OcHOBHbIe TEXHUYECKNE XapaKTepPUCTUKHU

OCHOBHble TEXHUYECKME NapamMeTpbl KOMMYTaTOPOB NpuBeaeHbl B Tabaumue 9.

Tabnunua 9 — OCHOBHblE TEXHUYECKUE XapPaKTEPUCTUKMU

0O6wme napameTpbl

24 x 10/100BASE-TX (RJ-45)

MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2408 8 x 10/100/1000BASE-T (RJ-45)

MES24088B 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

VHTepdeicel mgging DCL | g x 10/100/1000BASE-T (PoE/PoE+)

2 x 100BASE-FX/1000BASE-X (SFP)

MES2408PL 1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3708P
8 x 10/100/1000BASE-T (PoE/PoE+)

MES3710P 4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2428 24 x 10/100/1000BASE-T (RJ-45)

MES24288 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)

MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
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24 x 10/100/1000BASE-T (RJ-45)

mizgiifm 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
24 x 100BASE-FX/1000BASE-X (SFP)
MES2424FB 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424pP 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbI nopt RS-232 (RJ-45)

MES2410-08DP

8 x 10/100/1000/2500BASE-T (PoE/PoE+)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2410-08DU

8 x 10/100/1000/2500BASE-T (PoE++)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2420B-24D

24 x 10/100/1000/2500BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2448 DC
MES2448B

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2420-48P
MES2448P

48 x 10/100/1000BASE-T (PoE/PoE+)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2411X

8 x 10/100/1000BASE-T (RJ-45)
11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopt RS-232 (RJ-45)

MES3400-24

24 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES34001-24

24 x 10/100/1000BASE-T (RJ-45)

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
1xUSB2.0

MES3400-24F

24 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3400-48

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3400-48F

48 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MponycKkHas cnocob-
HOCTb

MES1428

12,8 reut/c

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

20 réut/c

MES3710P

24 Téut/c
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MES2428
MES2428P
MES2428B

56 réut/c

MES2410-08DP
MES2410-08DU

79,8 I6ut/c

MES2424
MES24248B
MES2424FB
MES2424pP
MES3400-24
MES3400I-24
MES3400-24F

128 T6ut/c

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

176 reut/c

MES2420B-24D

200 réut/c

MES2411X

236 6ut/c

Mpoussogutens-
HOCTb Ha NaKeTax
ONMHoM 64 6aiital

MES1428

9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES3710P

17,8 MPPS

MES2428
MES2428P
MES2428B

41,658 MPPS

MES2410-08DP
MES2410-08DU

59,5 MPPS

MES2424
MES2424B
MES2424FB
MES2424p
MES3400-24
MES3400I-24
MES3400-24F

95,2 MPPS

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

130,95 MPPS

MES2420B-24D

148,8 MPPS

1 3HaueHna yKasaHbl A8 0AHOCTOPOHHEN nepeaaymn
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MES2411X

175,5 MPPS

O6bem bydepHoi
namaTum

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

512 K6aut

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU

1,5 M6aiit

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F

2 Mbaut

O6bem 0O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

256 M6aunt

MES2424
MES2424B
MES2424FB
MES2424P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

512 M6ant
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MES2410-08DP
MES2410-08DU
MES2420-48P
MES24208B-24D
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

1 réamr

O6bem M3y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

32 Mbaut

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES24208B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

64 M6ant

Tabnmua MAC-
aapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

8192
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MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

16384

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32768

Konnyectso ARP-3anucen

1000

Noppeprkka VLAN

cornacHo 802.1Q go 4094 aktueHbix VLAN

Konnyectso rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

509

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1023

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

4094
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KonmuecTBo rpynn
L3 Multicast
(IGMP proxy)

MES2424
MES24248B
MES2424pP
MES2410-08DP
MES2410-08DU

512

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048

KonnuecTso npasun
MAC-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

128 Ha noboe Kon4yecTso uHTepdelicos

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

10241

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048!

! lobaBneHne NpaBuaa Ha Kaxablli MOPT pacxogyeT annapaTHble pecypcbl obLLero nyna.
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

100!

MES2424
MES2424B
Konnuyectso npasmn | MES2424FB
Protocol-based VLAN | MES2424P
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

8 Ha ntoboe KonnyecTso MHTepdencos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
Konnuectso npasun | MES2428
SQinQ MES2428P
MES2428B
MES3708P

128 (ingress)/256 (egress)

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU

1024 (ingress?)/512 (egress)

! Mac-based vlan 1 SQinQ ncnonb3sytoT obLwme annapaTHble Pecypcbl.
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MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048 (ingress')/1024 (egress)

Konunyectso npasun
ACL

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

MAC-381
IPv4/IPv6 — 219/128

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

MAC — 509
IPv4/IPv6 — 384/192

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MAC - 766
IPv4/IPv6 — 640/320

Konunyectso npasun ACL B ogHom ACL

KonunyectBo mapLu-
pytos L3 IPv4
Unicast

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

496
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MES2420-48P
MES24208B-24D
MES2448 DC
MES2448B
MES2448pP
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

124

MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

Konunyectso
mapupyTtos L3 IPve
Unicast

512

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
Konunyectso VRRP- MES2448 DC
MapLIpyTU3aTOPOB MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32
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KonunyectBo L3-uH-
Tepodelicos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

20 vlan, oo 5 IPv4-agpecos B Kaxgom vlan, go 300 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

20 vlan, oo 5 IPv4-agpecos B Kaxagom vlan, go 124 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2420-48P
MES24208B-24D
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

20 vlan, po 5 IPv4-agpecos B Kaxkgom vlan, go 512 IPv6 GUA cym-
MapHo ana Bcex vlan

KonnuecTtso BupTyanb
Tepdelicos

HbIX Loopback-uH-

10

Arperau,Mﬂ KaHa/1oB
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

8 rpynn, o 8 nopTtos B ogHOM LAG
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

24 rpynnbl, 40 8 nopTtos B ogHOM LAG

Konunuyectso akszemnnapos MSTP

64

Konunuectso sksemnnapos RPVST+!

64

Konnuectso DHCP pool?

5

Konnyectso aapecos, BblgaBaemMbIxX

DHCP-cepsepom?

4096

Konnyectso cratnueckmx 3anmncet DHCP-

cepsepa’

512, BK/toYan Bce CTaTUYECKME 3aMMCKU AN O4HOrOo
naeHTndumKatopa

KauectBo ob6cnyxuBaHma QoS

npuopuTusaLma Tpaduka, 8 yposHen
8 BbIXOAHbIX ouyepeael C pasHbIMM MPUOPUTETAMU AJIA KAXKAOMo
noprta

CBepxa/IHHble

Kagpbl
(jumboframes)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

MaKCUMManbHbI pasmep naketos 10000 6ait

1 ®dyHKuMA noaaepuBaeTca ToNbKo Ha modenax MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24,
MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MaKCMMasbHbl pasmep naketos 12288 6aunt

CooTBeTCTBME CTAHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonibko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2410-
08DP, MES2410-08DU, MES2428P, MES2420-48P, MES2448P,
MES3708P, MES3710P)

M3K 61850

YnpasneHue

JNlokanbHoe ynpasneHune

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web

du3smnyecKme XapaKTePUCTUKU U YCI0BUA OKPY KatoLuei cpeabl

MES2408C
MES2408CP CeTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES2408PL
MES2411X
MES2410-08DP CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,
NCTOUYHMKM MES3708P
nUTaHUA MES2410-08DU CeTb nepemeHHoro Toka: 200-240 B, 50-60 I'y,
MES1428 CeTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408
MES2428 CeTb NOCTOAHHOrO TOKa: 18-72 B
MES2424 CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 18-72 B
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MES2408IP DC1
MES2448 DC

CeTb NOCTOAHHOTIO TOKa: 36—72 B

MES2424pP

CeTb NepemMeHHOro Toka: 176—264 B, 50-60 Iy,

MES2420-48P

ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,

CeTb NOCTOAHHOrO TOKa: 36-72 B

BapMaHTbl NUTAHUA:

- OAMH UCTOYHMK MUTAHMA NOCTOAHHOIO UM NEPEMEHHOIO TOKa;

- ABA UCTOYHMKA NUTAHWMA MOCTOAHHOIO WM MEPEMEHHOrO TOKa C
BO3MOXHOCTbIO ropaYyeit 3aMmeHbl

CeTb NepemMeHHOro Toka: 176—264 B, 50-60 Iy,
BapMaHTbl NUTAHUA:

MES2448P - OANH UCTOYHUK MUTAHUA NOCTOAHHOIO MU NEPEMEHHOrO TOKQ;
- ABA UCTOYHMKA NUTAHUA NOCTOAHHOIO UM NEPEMEHHOrO TOKa C
BO3MOKHOCTbIO ropaYeit 3ameHbl

MES2408P ceTb nepemeHHOoro Toka: 176—-250 B, 50-60 Iy,
CceTb NOCTOAHHOrO TOKa: 36—72 B

MES2428P ceTb NnepemMeHHOoro Toka: 176-264 B, 50-60 Iy,
CceTb NOCTOAHHOrO TOKa: 36—72 B

MES3400-24

MES3400I-24
ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

MES3400-24F CceTb NOCTOAHHOrO TOKa: 36—72 B

MES3400-48 )

MES3400-48F

CeTb NOCTOAHHOTIO TOKa:

MES3710P C BK/ItOYEHHOM dyHKumnen PoE: 48-57 B
C BbIKAtOYeHHOM dyHKLUMel PoE: 18-57 B
ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
aKKymynaTopHasa 6atapen: 12 B DC
XapaKTepuUCTUKM 3apsagHOro YyCTPOMCTBA:
- TOK 3apsaga:
MES24088 1,6£0.1 A — MES2408B, MES2424B, MES2428B;
MES24248 1+0.1 A — MES2424FB, MES2420B-24D, MES2448B.
MES2424FB 1gi;gﬂs>«;we cpabaTbiBaHUA pacLennuTensa Harpysku
MES2428B T
- MOPOroBOe HanpAXKeHMe NHAMKaLMN HU3Koro 3apaga — 11 B
MES2420B-24D -
MES24488 V CeueHune nposopga ana noakntoueHna AKb He me-
Hee 1,5 mm. [Ona MES2408B, MES2424B,
MES2428B pekomeHayetca ucnonb3osatb AKb
eMKoCTblo He meHee 12 Ah, ana MES2424FB,
MES2420B-24D, MES2448B pekomeHAayeTca UC-
nonb3oBatb AKb emKoCTbiO He meHee 9 Ah.
MES1428 AC
MES2408C 10 B
MES1428 DC 11 Bt
MES2408 AC 7 Bt
MakcumansHas | MES2408 DC 8,6 BT
notpebnaeman  yircr 1088 3387
MotyHocTe MES3708P 150 BT (c yueTom Harpysku PoE)
MES2408CP 150 BT (c yueTom Harpysku PoE)
MES2408IP DC1 135 BT (c yueTom Harpysku PoE)
mgz;gggg AC 275 BT (c y4yeTom Harpysku PoE)
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MES2408P DC

280 BT (c yueTom Harpysku PoE)

MES2408PL 80 BT (c yueTom Harpysku PoE)
MES2428 18 B

MES2428B 45 Bt

MES2428P AC 420 BT (c yueTom Harpysku PoE)
MES2428P DC 450 BT (c yueTom Harpysku PoE)
MES2424 AC 25 BTt

MES2424 DC 26 Bt

MES24248B 49 Bt

MES2424FB 75 Bt

MES2424P 420 BT (c yueTom Harpysku PoE)

MES2420-48P

1600 BT (c yueTom Harpysku PoE)

MES2420B-24D

60 Bt

MES2448 DC 48 Bt
MES2448B 66 BT
MES2448P 820 BT (c yueTom Harpysku PoE)

MES2410-08DP

275 BT (c yyueTom Harpysku PoE)

MES2410-08DU

810 BT (c yueTom Harpysku PoE)

MES2411X 35 BT
MES3400-24 37 Bt
MES3400I-24 32 Bt
MES3400-24F 55 BT
MES3400-48 52 Bt
MES3400-48F 105 Bt
MakcnmanbHasn
nortpebnsemas
MoLulHoCTb 6e3 MES3710P 20 Bt
yuyeTa Harpysku
PoE
MES2408B 7 BT
MES2424B 25 BTt
Makcamanshas | yec)goarp 47 Br
nortpebnsemas
MOWHOCTb 683 | (oo 1oeg 20 Br
y4éTa 3apana AKb
MES2420B-24D 45 Bt
MES2448B 48 Bt
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
MES2408P
MES3710P 240 Br
MES2408PL 65 BT
Broaxet PoE MES2424p 0
MES2428P
MES2420-48P 1450 Bt
MES2448P 720 Bt
MES2410-08DP 240 Bt
MES2410-08DU 720 Bt
MES1428 AC 10 Bt
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MES1428 DC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MES2408B 11 Bt
MES2408C 10 Bt
MES2408CP 30 BT
MES2408IP DC1 15 Bt
MES2408P AC 35 Bt
MES2408P ACW 30 Bt
MES2408P DC
MES3710P 40 Bt
MES2408PL 15 Bt
MES2411X 35 BT
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 27 Bt
MES2424FB 62 BT

TennosblAe- MES2424P 50 BT

nenne MES2428 18 BT
MES2428B 23 Bt
MES2428P AC 50 Bt
MES2428P DC 80 Bt
MES2420-48P 160 Bt
MES24208B-24D 48 Bt
MES2448 DC 48 Bt
MES2448B 53 BT
MES2448P 100 Bt
MES2410-08DP 35BT
MES2410-08DU 90 BT
MES3708P 30 BT
MES3400-24 37 BT
MES3400I-24 32BT1
MES3400-24F 55 BT
MES3400-48 52 BT
MES3400-48F 105 Bt
MES1428 AC
MES2408C
MES2408CP

AnnapaTtHas MES2428 AC

noaneprKa MES2428P AC ecTb

Dying Gasp MES2424
MES2424P
MES2410-08DP
MES24208B-24D
MES2448B
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MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428B
MES2428P DC
MES24248B
MES2424FB
MES2420-48P
MES2448 DC
MES2448P
MES2411X
MES3708P
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES2410-08DU

HET

MHTepBan
paboumnx
Temnepartyp

MES2420-48P
MES2448P

ot -10 go +50 °C

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2424pP
MES2428
MES2428B
MES2428P
MES2448 DC
MES2448B
MES2411X

oT1-20 po +50 °C

MES2424
MES24248B
MES2424FB

oT1-20 po +50 °C
Mpu 3KkcnayaTauum ycTpocTB NpU TemnepaTtype Bbilue
45 °C Heo6Xx0AMMO UCNOb30BaTb UHAYCTPUANbHble SFP+
TPaHCUBEPbI.

MES2408CP
MES2408P DC

ot -20 go +50 °C
Mpwu aKkcnayaTauum ycTpoidcTB NpU TemnepaTtype Bbille
45 °C He0o6Xx04MMO MUCNOAb30BaTb UHAYCTPUANbHbIE SFP
TPaHCUBeEPbI.

MES2408 AC o1 -20 go +60 °C
MES2408IP DC1

MES3400I-24 oT -40 po +60 °C
MES3708P
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MES3400-24

MES3400-24F o
MES3400-48 o1 -10 po +45 °C
MES3400-48F

MES3710P ot -40 po +70 °C

MES2410-08DP
MES2410-08DU
MES2420B-24D

oT-15 go +50 °C

WHTepBan TemnepaTypbl XpaHeHUS

oT-40 po +70°C
(ot -50 po +85 °C — ansa MES3708P, MES3710P)

OTHOCUTENIbHAA BNAXKHOCTb Npw
aKcnayaTaumm (6e3 obpasoBaHuA

KOHAeHcaTa)

He bonee 80 %
(He 6onee 90 % — ana MES3708P, ana MES3710P)

OTHOCUTE/IbHAA BNAXKHOCTb NpU
XpaHeHuun (6e3 obpasosaHuA

KOHAeHcaTa)

o110 % 0o 95 %
(o1 5% 0o 95 % — ansa MES3710P)

MES1428
MES2408IP DC1
MES2408P 430 x 44 x 178 mm
MES2428
MES2428B
MES2408
MES2408B
MES2408C 310 x 44 x 177 mm
MES2408CP
MES2408PL
MES2428P AC 430 x 44 x 204 mm
MES2428P DC 430 x 44 x 305 mm
MES2424
MES2424B 430 x 44 x 203 mm
MES2411X

FabapuTHble

pasmepbi MES2424FB 430 x 44 x 243 mm
MES2424pP

(L xBxT) MES24208.24D 430 x 44 x 225 mm
MES2420-48P 440 x 44 x 490 mm
MES3708P 152 x 550 x 85 mm
MES3710P 85x 175 x 115 mm
MES2448 DC
MES24488 440 x 44 x 280 mm
MES2448P 440 x 44 x 447 mm
MES2410-08DP
MES2410-08DU 430 x 44 x 243 mm
MES3400-24
MES3400-24F 430 x 44 x 275 mm
MES3400I-24 430 x 44 x 278 MM
MES3400-48
MES3400-48F 440 x 44 x 330 mm
MES1428 2,26 Kkr
MES2424 AC 2,44 xr

Macca MES2424 DC 2,42 kr
MES2424B 2,54 kr
MES2424FB 2,69 kr
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MES2424P 3,36 Kr
MES2408 1,72 kr
MES2408B 1,78 kr
MES2408C
MES3710P 177 wr
MES2408CP 2,16 kr
MES2408IP DC1 2,38 kr
MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 kr
MES2428
MES2428B 2,35 kr
MES2420-48P 9,55 Kr
MES3708P 4,2 kr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kr
MES2410-08DP 3,48 Kkr
MES2410-08DU 3,74 kr
MES2420B-24D 3,16 Kr
MES2411X 2,57 Kkr
MES3400-24 4,63 Kr
MES34001-24 5,2 kr
MES3400-24F 4,69 Kr
MES3400-48 5,6 Kr
MES3400-48F 5,53 Kr
CpOK cnyx6bl He meHee 15 net
V TN NUTaHWA YCTPOICTBa onNpeaenaeTca Npu 3akase.

1.4 KOHCTPYKTUBHOE UCNOJ/IHEHUEe

B gaHHOM pasaene onnCaHo KOHCTPYKTUBHOE UCMOJTHEHUE YCTpOVICTB. npeﬂ,CTaBl'IEHbl I/I306pa)KeHI/IFI
nepep,Heﬁ, 3aLI,Heﬁ 1 BOKOBbIX NaHeneMn YCTpOﬁCTBa, OnncaHbl pa3bembl, CBETOANOOHbIE MHOUKATOPbI U Op-
raHbl ynpaBneHuA.

Ethernet-kommyTaTopbl cepmuint MES14xx, MES24xx, MES34xx BbINO/IHEHbI B METAN/IMYECKOM KOp-
nyce ¢ BO3MOXKHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbIM Ethernet-kommyTtatop MES3708P BbiNO/IHEH B METAN/IMY4ECKOM KOPMYCE C BO3-
MOXHOCTbIO MOABELIMBAHUSA HA WUTAHTY TOAWMHON He 6onee 8 mm. CTeneHb 3awmTbl Kopnyca IP55.

Ethernet-kommyTtaTop MES3710P BbiNo/IHEH B METAN/IMYECKOM KOpnyce gas KpenaeHus Ha DIN-
pemnky.
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1.4.1 BHewHuii sud u onucaHue nepedHeli naHeau ycmpoliicme

BHewHW BUA nepeaHen naHenn ycTponcTs cepum MES1428 nokasaH Ha pucyHke 1-2.

110-250 VA 60/S0Hz max 1A £ uS8L, N 5 s B N n - 15 . 10 n - - . AELTexX Mesiazs
T e ﬁﬁﬁﬁﬁnﬂngﬁﬁ'ﬁﬁﬂﬁﬁﬁﬂﬂgfﬁﬁﬁmﬁﬁnaﬁﬁ :
I S T TR
i | |
1 2 3 4 5 6 7
PucyHok 1 —NepeaHas naHenb MES1428 AC
W’"_Wimu £\ uSinc 1 3 5 7 9 1 13 15 17 19 21 23 25 27 Aeltex Mes1a8
- ﬁﬁnﬁﬁnﬂngﬁnmﬁﬁﬂagﬁﬁmﬁnﬁnaﬁﬁ
(— : ¢ : . R Y
| |
11 2 3 4 5 6 7

PucyHok 2 — lNMepeaHasa naHenb MES1428 DC

B Ta6nv1u,e 10 npueeaeH nepevyeHb pa3bemoB, CBETOANOOHbBIX UHAWUKATOPOB U OPraHOB ynpas/eHUA,
PacnoN10XXeHHbIX Ha nepep,Heﬁ NnaHe/In KOMMYTATOpPOB.

Tabaunuya 10 — OnucaHme pasbemoB, MHAMKATOPOB M OPraHOB yNpaBAeHUA nepegHel NaHean KoOMMyTaTo-
pos cepun MES1428

~110-250VAC, 60/50Hz max

Pazbem ANnA NOAKAOYEHMA K UCTOYHUKY S1EKTPONUTAHUA MepemeHHOro

1 1A TOKa.
1.1 | ~18-72VAC, max 1A Paszbem ana nogKNOUYEHNA K UCTOYHWUKY 31IEKTPONMUTAHMA NOCTOAHHOIO TOKA.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
2 Alarm UHOuKaTop neperpesa.

KoHCO/IbHbIV NOPT AN IOKANBHOTO YNPaBAEHUA YCTPOMCTBOM.
PacnnHoBKa pasbema cneayroLLan:

He ucnosb3yeTcaA

He ucnosb3yeTcaA

RX

GND

GND

TX

He Ucnonb3yeTca

He ucnonb3yeTca

He ucnosb3yeTcaA

Pacnalika KoHconbHOro Kabensa npueeneHa B MpunoxkeHme A. KOHCO/bHbIN
Kabenb.

3 Console

OCoOoNOOULLDWNER
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PyHKLMOHaNbHAA KHOMKa AN1A Nepe3arpysku yCTpoicTBa 1 cbpoca K 3aBoa-
CKMM HaCTpOMKam:
- MPU HaXKaTUKM HA KHOMKY ANUTENIbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCTpOWMCTBa;
- MPM Ha)KaTUM Ha KHOMKY AautenbHocTbio 6osee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOWM KOHOUIypauuu.

[1-24]

MopTbl 10/100BASE-TX (RJ-45).

25, 26, 27, 28

Combo-noptbl: noptbl 10/100/1000BASE-T (RJ-45).

25, 26, 27, 28

Combo-nopTbl: cnoTbl ANA ycTaHOBKM TpaHcuepoB 1000BASE-X Combo.
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKUX UHTepdeincoB.

BHewHW BUA nepegHen naHenn ycTponcts cepnm MES2408 nokasaH Ha pucyHKax 3—11.

110-250 VAC 60/50Hz max 0.5A A e 1 3 s 7 AELTEX MES2408
[ P s P M |
@ [] eme(Cann] G ] (]
F
L2 4 6 8 |
1 2 3 4 5 6 7

PucyHok 3 —lMepeaHaa naHenb MES2408 AC

18:72VDC max 1A A\ vl 1 3 s v AELTex MEes2408

® B gl s
o = EmmEmE g
L2 3 C s 1 ]

1 241 3 4 5 5 )

PucyHok 4 — NepeaHAasa naHenb MES2408 DC

110-250 VAC 60/50Hz max

LELTEX MES24088

1 3 5 7
Tm] G o) ]

BASE-FX/1000BASEX

PucyHok 5 — NepeaHas naHeno MES2408B

@ |- s oo .
1| 2 2!3 3 4 5| 6 7

PucyHok 6 — MNepeaHasa naHenb MES2408C

110-250 VAC 60/50Hz max 0.5 A\ v, 1 3 5 7 SELTEX MES2408C
o ]
] Cansole N )
. : E].mt',".'] Eilll\]:ﬂ\l'ﬂ:l] EME",ME E!;nlﬂ mﬂﬂ qugl° O =T o
@ Iﬁ'ﬂl o o I s 1 e 5} [—1JolLl_i]osm
[ 4 5 21 IL 1]
1 2 3 4 5 6 6.1 71
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110-250 VAC 60/50Hz max 2A A 1 3 5 7
® (o
' i e A LA A L) )|
[©) [ o oy o oy o ) e s o |
6 2 4 & 8 1

1
5
@ LAamO ?
| S

B AELTEX Mes2408cP
T -

@00~
@

ool
12§

1 2 3 31 4 5 6 6.1 7.1

PucyHok 7 — lMepeaHaa naHeno MES2408CP

AELTEX MES24081P
w2 smrate

oe 1 3 s 7
3672 VDC max 18
372 :D(.ma 108 =] =] D3| 5,10 300sase-ex/so00mase-x
% 3 Console

Power

o]
Aarm O,

il

[
i

2.2 1|’: 31 4 l

PucyHok 8 — NepeaHAa naHenb MES2408IP DC1

176-250 VAC 60/S0Hz max 24 B us, N 3 s 2 AELTEX MES2408P
[==" = o= ] = =] s,
n v e |lmn] Cum] (] L]
fi i 1357 ‘ )
=5, 452 [0 T =
Lo N eToYoT o] Osm
I_"“_I i ‘D = - = o ] = 0 = DI )
- | |

A\ wsivoence 1 3 5 7
3672 VOC max 104 = [P o e N ] el
-+ .
v o |[amn] ] D] L]
1357 E
=5, 233 [0 7 [
Alarm Q) [ejeloje] T = |55, S S, o S o ] 5
2 46 8 2 a4 3 8 _
[ L 1 L ]
2.2 3 31 4 5 6 7

PucyHok 10 — MNepeaHaa naHens MES2408P DC

110-250 VAC 60/50Hz max 1A A s AELTEX MES2408PL

© () o o [T E
o DE0E  prpss

0™

Power O
Alarm O
| IN—

[:35:
|

O0Qw

™
=200~

1 2 3 3.1 4 5 6 7

PucyHok 11 — NepeaHas naHenb MES2408PL

B Tabanue 11 npueeaeH nepeyeHb pasbeMoB, CBETOAMOAHbIX MHAMKATOPOB M OPraHoOB yrnpaBaeHus,
pPacnonoXeHHbIX Ha NepeaHer naHeaAn KommyTtaTopos cepun MES2408.

Tabnvua 11 — OnucaHune pa3bemoB, UHAMKATOPOB U OPraHOB YNpaBAeHWUA NepeaHel NnaHeAn KOMMyTaTo-
pos cepmun MES2408

Ne | dnemeHT nepeaHel NnaHenu OnucaHue

—re o
1 Knemma 3azemnenua = Knemma gna 3asemneHuna ycTpomcrea.

~110-250VAC, 60/50Hz max | Pa3sbem AnsA MOAKMIOYEHUA K UCTOYHWUKY 3N1EKTPOMUTaHUA NepemMeHHOoro
1A TOKa.
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21 | 18-72 VDC max 10A Pasbem AnA NOAKNIOYEHUA K WUCTOYHMKY 3/IEKTPOMUTAHWA MNOCTOAHHOIO
TOKa.
2.2 | 36-72 VDC max 1A/10A Pasbem AN NOAKNOYEHUA K WMCTOYHUKY SNEKTPONUTAHWA MOCTOAHHOrO
TOKa.
2.3 | 12VDC max 2A Pasbem g5 NOAKNIOYEHMA K aKKYMYNATOPHON BaTapeu.
Power NHAmMKaTOp NUTaHMA YCTPOMCTBA.
3 Alarm NHaunKaTop neperpesa.
Battery (ana MES2408B) NHanKaTop paboTbl akKymynsTopHon baTapeu.
3.1 | PoE1-8 NHauKaTopbl cocToAHuA PoE-nopToB.
KoHCO/IbHbIM NOPT 415 IOKAIbHOTO YNPaBAeHNA YCTPONCTBOM.
PacnnHoBKa pa3bema cneayroLasn:
1 He ucnonbsyetca
2 He wucnosb3yeTcA
3 RX
4 GND
4 Console 5 GND
6 TX
7 He ucnonb3yeTcA
8 He ucnonb3yeTcA
Pacnalika KoHCoNbHOTO Kabens npuseaeHa B MpunoxkeHue A. KOHCONbHbIN
Kabenb.
dyHKUMOHANbHAA KHOMKa A/15 nepesarpysKku ycTpomncTea 1 cbpoca K 3aBog-
CKMM HacTpoMKam:
5 . - MPW HaXKaTUM Ha KHOMKY AMTEeNbHOCTbIO MeHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCTpOWCTBa;
- NPW HA*KaTUKM Ha KHOMKY AAnTeNnbHOCTbio 6onee 10 ¢ npoucxoauT cobpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIypauuu.
6 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).
6.1 |9, 10 Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).
Cnotbl ANA YCTaHOBKM oNTUYecKux TpaHcusepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX UHTEPDENCOB.
7.1 | 9,10, LNK/SPD Combo-nopTbl: CAOTbI AR YCTAHOBKWU TPAHCMBEPOB 1000BASE-)§ Combo.
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPEICOB.

BHewHWMn Bug, nepeaHelt naHenn yctponcte cepun MES2428 nokasaH Ha pucyHKax 12—Owwubka!l
MCTOYHMK CCbINKKU He HAalgeH..

110-250 VAC60/50Hz max 1A A s
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5 & o AelTex mesaas
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PucyHok 12 — MepeaHaa naHenb MES2428 AC
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PucyHok 16 — NepeaHAsa naHenb MES2428P DC

B Tabanue 12 npmBeaeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB M OPraHoOB ynpaBaeHus,
pacnosoXKeHHbIX Ha nepeaHel NnaHenu KOMMYTaTopoB cepun MES2428.

Tabnvua 12 — OnucaHune pasbemoB, MHAMKATOPOB U OPraHoB yNpaBaeHUA NepeaHen naHe M KoMmyTaTo-
pos cepun MES2428

~110-250VAC, 60/50Hz max
1 1A Pasbem AnA NOAKMOYEHUA K UCTOYHWKY 3/1EKTPOMUTAHUA NepemMeHHOro

(170-264 VAC 60/50 Hz max | ToKa.
3A ons MES2428P)

1.1 | 12VvDC max 2A Pasbem AN NOAKAOUEHNA K aKKYMYNATOPHOM HBaTapen.
18-72 VDC max 2A

1.2 | (36-72 VDC max 15A ana Pasbem ana noaKNtoYeHNA K UCTOYHUKY 31EKTPONUTAaHNA NOCTOAHHOIO TOKaA.
MES2428P DC)
Power MNHAMKaTOp NUTAHMA YCTPOMCTBA.

2 Alarm MHankaTtop neperpesa.
PoE NHankaTtop pabotbl PoE.
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Battery (gns MES2428B) NHAanKaTop paboTbl aKKYMynATOpHOM 6aTapen.

KOHCO/IbHbIV NOPT AN1A NOKANBbHOIO YNPaBAEHUS YCTPOMUCTBOM.
PacnuHoBKa pa3bema cnegytowan:

1 Hewucnonb3yeTtca

2 He ucnonb3syeTca

3 RX

4 GND
3 Console 5 GND
6 TX
7  He ncnosb3yeTcA
8 He ucnonblyetca
Pacnalika KoHconbHOro Kabena npuseneHa B MNpunoxkeHne A. KOHCONbHbIN
Kabenb.

dyHKLMOHaNbHasA KHOMKa ANA nepesarpysKku ycTpoicTaa u cbpoca K 3aBos-
CKMM HacTpoiKam:
- MPW HaXKaTUKM HA KHOMKY AAUTEeNIbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-

4 |F
rpy3Ka yCTpOWCTBa;
- NPU HaKaTUKM Ha KHOMKY A/snTesbHOCTbIo 6onee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOICTBA [0 3aBOACKON KOHUIrypaLmn.

5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).

6 25, 26, 27, 28 Combo-noptbl: noptbl 10/100/1000BASE-T (RJ-45).

Combo-nopTbl: cNOTbl AN yCTaHOBKM TpaHcueepos 1000BASE-X Combo.

7 25, 26, 27, 28, LNK, SPD
> 26,27, 28, S LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX NHTepdencoB.

8 T1 4 napbl BXOAHbIX CyXMX KOHTAKTOB.

BHewHW BMA nepeaHel naHenu yctponcts MES2424 AC, MES2424 DC, MES2424B, MES2424P,
MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-241, MES3400-48
NOKa3aH Ha pUCYHKax 17-28.

110-250 VAC 60/SOHz max 1A 1.24- 10/100/10008ASE-Y 1 3 5 7 9 11 13
Y6164 - J00ORASEX/L0GRASER (it |

18-72VDC max 1A 1.24.10/100/10008ASE-T T
G164 - 10008ASH
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PucyHok 18 — NepeaHaa naHenb MES2424 DC

1.24. 10/100/100084;
¥G1.¥64.- OOGRASEX/I0GBASER ()it |
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23 45 6 7
PucyHok 19 — lNepeaHaa naHenb MES2424B
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PucyHok 20 — MNepeaHaa naHenb MES2424P
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PucyHok 22 — NepeaHaa naHenb MES2448B

“““““ reTEx OO M e u"v‘rﬂr‘\.‘n‘am: vﬁrﬂrﬂ‘n‘am'vﬁ( (= nﬁrma \ﬁ}-ﬂﬁé:..amm()f«r‘m‘«tmﬁrhwﬁmdha(z@ﬁ‘ﬂomﬁmﬂﬁﬁqm.mm
o 00 X618 DG O o

@a{mﬁmmmﬂnm A A iy 1 i A =
228 [0 e e | e e | e

Master ©), Corfol] z 1 % & M 1 T i m 20 ) ) TR TR % 5 3 % 8,0 X626 863 0,0
= ST —ver =T = — ST YT e

rbEkTEX

WIES2420-459 ﬁm_uﬁ mﬁmmmm ST
iy

“ 110-250 V AC 50-80 Hz 1.8 - 10/100/ 1000BASE-T 3 5 7 J
s 0 [ i e m v 1 s e 0L
|
@ o008 sG] Com] L] Lapm]|
Master QO O o O] Owx
| = moge [ ¢ @@Qﬂﬂﬂﬂ o-r-ﬁm
|

wsieoende L%

Hetmaade | S

1 2 3 4 5 6 7

Aelrex T SETEa5E
unitn O -
ﬂﬂgﬂ.ﬂ Q“S.EQL'"E.QL“E.QE& C J
il - : - R

A

PucyHok 26 — lNepeaHas naHenb MES3400-24
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PucyHok 28 — lNepeaHAasa naHenb MES3400-48

B Tabnvue 13 npuseaeH nepeyeHb PasbeMoB, CBETOAMOAHbIX MHAMKATOPOB M OPraHoOB YrpaB/eHus,

pPacnonoXeHHbIX Ha NepeaHel NaHenn kKommyTtatopos MES2424 AC, MES2424 DC, MES2424B, MES2424P,
MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400I-24, MES3400-48.

Tabanua 13 — OnncaHMe pasbemoB, MHAMKATOPOB U OPraHOB YNpaB/ieHUA nepegHei NaHean KOMMYTaTo-
pos MES2424 AC, MES2424 DC, MES2424B, MES2424P, MES2420-48P, MES2448 DC, MES2448B,
MES2448P, MES2411X, MES3400-24, MES3400I-24, MES3400-48

Ne dnemeHT nepeaHen Onncanme
naHenu

1 ~110-250VAC, 60/50Hz max | Pasbem Ana MNOAKNIOYEHUA K WUCTOYHMKY S/EKTPOMUTaHUA MNepemMeHHOoro
1A TOKa.

1.1 | ~18-72 VDC max 2A Pasbem a4na NoAKN0YEHNA K UCTOYHUKY 3/IEKTPONUTAHMA NOCTOAHHOIO TOKa.

1.2 | 12VvDC max 2A Pasbem Ansa NogKNtoUYeHUA aKKyMyATOpPHOM HGaTapen.
Power MNHAMKATOp NUTAHMA YCTPOMCTBA.
PS1 (ana MES2448P) MNHAMKATOp COCTOAHUS nepBoro 6/10Ka NUTaHuA.
PS2 (pna MES2448P) MHAMKATOP COCTOAHWUS BTOPOro 6710Ka NUTaHuA.
Status (ans MES2420-48P) MHAMKaTop cTaTyca yCcTpoKcTea.

2 Alarm MHauKaTop neperpesa.
Master NHauKaTop pexxuma paboTbl ycTpoiicTea (BeayLumii/seaomoiit).
Fan NHAavKaTop paboTbl BEHTUNATOPOB.
RPS MHAMKATOp pe3epBHOro 3NEeKTPONUTAHUA.
Battery (ana MES2424B, NHAanKaTop paboTbl aKKYMynAaTopHOM HaTapen.
MES2448B)

3 Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
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KOHCONbHbIN NOPT 4/1A IOKA/IbHOTO YNpPaB/ieHUA YCTPONCTBOM.
PacnnHoBKa pa3bema cnegytowlas:
1 Hewucnonb3yetca
2 He ucnosb3syeTca
3 RX
4 GND
4 Console 5 GND
6 TX
7  He ucnosb3yeTcA
8 He ucnonbsyetca
Pacnalika KoHconbHOro Kabensa npueegeHa B MpunoskeHne A. KOHCO/bHbIN
Kabenb.
PyHKUMOHANbHAA KHOMKa ANA nepes3arpyskun yCcTpoicTea 1 cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
5 r - MPU HaXKaTUM Ha KHOMKY AAUTeNbHOCTbIo MeHee 10 c npoucxoanT nepesa-
rpy3Ka yCTpOWMCTBa;
- NPW Ha)KaTUKW Ha KHOMKY A/auTenbHocTblo 6osee 10 ¢ nponcxoant cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIrypaumu.
6 [1-8], [1-24], [1-48] MopTtbl 10/100/1000BASE-T (RJ-45).
7 [XG1 — XG4], [XG1 — XG11] Cnotbl gna yctaHoBKM TpaHcnsepos 1000BASE-X (SFP)/10GBASE-R (SFP+).
8 USB USB-nopr.

BHewHM BUA nepegHein naHenn yctpoiicte MES2424FB, MES3400-24F, MES3400-48F nokasaH Ha

pucyHkax 29-31.
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PucyHok 31 — NepeaHas naHenb MES3400-48F
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Tabanua 14 — OnuncaHMe pasbemoB, MHAMKATOPOB W OPraHOB yNpaB/ieHna nepeaHelt NnaHean KOMMYTaTo-
pos MES2424FB, MES3400-24F, MES3400-48F

dnemeHT nepepHei
naHenu

OnucaHue

~110-250V AC, 50-60 Hz

Pasbem gna nogkntoveHma K UCTOYHUKY INEKTPONUTAaHMNA NepemeHHOro
TOKa.

12v DC

Pazbem ons NoAKAUYEHNA aKKYMYyIATOpPHOM H6aTapen 12V.

Power

MNHAMKaTOp NUTaHMA YCTPOKCTBA.

Alarm

NHankaTop aBapuu.

Master

NHauKaTop pexuma paboTbl ycTpoiicTBa (BeayLimii/seaombiit).

Battery (ona MES2424FB)

NHAanKaTop paboTbl akKymMynsaTopHoM baTapen.

Fan

NHauKaTop paboTbl BEHTUAATOPOB.

RPS

MHAMKATOP pe3epBHOro 3/1eKTPONUTaHUA.

UnitID

MHAMKaTOp HOMepa YCTPOWCTBA B CTEKe.

Console

KOHCONbHbIV NOPT AN5 IOKANbHOrO YNpaBAeHUs YCTPOUCTBOM.
PacnvHoBKa pasbema cieaytoLian:

He ncnosb3yeTca

He ncnosb3yeTca

RX

GND

GND

TX

He ucnonb3syeTtcs

He ncnonb3syerca

Pacnaitka KoHconbHOro Kabensa npuseaeHa B MNpunoxeHue A. KOHCONbHbIN
Kabensb.

OO UL A WN B

®YHKLMOHabHAsA KHOMKa A8 nepesarpysKku ycTpoincTea u cbpoca K 3aBo-
[ACKMM HacTpOMKam:

- NPV HaXKaTUW Ha KHOMKY A/IUTEIbHOCTbIO MeHee 10 ¢ nponcxoaut nepe-
3arpysKa ycTpoicTBa;

- NPV HaXXaTUKM Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ npoucxoamT cbpoc
HaCTPOEK YCTPOICTBA 40 3aBOACKOMN KOHdUrypaLmu.,

[1-24], [1-48]

CnoTbl A/1A YCTaHOBKM ONTUYECKUX TpaHcmeepoB 100BASE-FX/1000BASE-X
(SFP).

[XG1-XG4]

CnoTbl AnA yctaHoBKK TpaHcusepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHW BMA nepegHux naHenen ycrponcts MES2410-08DP, MES2410-08DU noKasaH Ha pUCYHKax
32-33.

= S [=)
HELTEX MES2410-080P
o

2 34 5 6 7

PucyHok 32 — lNepeaHasa naHens MES2410-08DP
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PucyHok 33 — lNepeaHasa naHenb MES2410-08DU

Tabnmua 15 — OnucaHuMe pa3bemMoB, MHAMKATOPOB U OPraHOB ynpas/eHUs nepegHen naHem KoMMmyTaTo-
pos MES2410-08DP 1 MES2410-08DU

dnemeHT nepegHei
Ne NIEMEHT NepeaHen OnucaHue
naHenu
100-240 V AC, 50-60 Hz
1 (ans MES2410-08DP) Pazbem AnA NOAKAOYEHMA K UCTOYHWUKY S/EKTPONUTAHUA MepemeHHOro
200-240 V AC, 50-60 Hz TOKa.
(ans MES2410-08DU)
2 UnitID NHANKaTOp HOMEpPaA YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA YCTPOWMCTBA.
Alarm NHankaTop asapuu.
3
Master MHAMKaTop pexkrMma paboTbl ycTpoicTea (BeayLumit/segombiii).
PoE NHaukaTop paboTbl PoE.
PyHKLMOHabHAA KHOMKa 1A Nepe3arpyskn ycTpoictea u cbpoca K 3aBos-
CKMM HacTpoMKam:
4 r - MPW HAXaTUM Ha KHOMKY ANUTeNbHOCTbIo MeHee 10 ¢ npoucxoauT nepe-
3arpysKa ycTpouncTBa;
- NPW HaXKaTUKW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxogut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUrypaLuuu.
KoHCO/bHbIM NOPT AR NOKANBbHOIO YNPaB/AeHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:
9 He ucnonb3yetca
10 He ucnonb3yetca
11 RX
12 GND
5 Console 13 GND
14 TX
15 He ucnonbsyetca
16 He ucnonb3yetca
17 He ucnonb3yetca
Pacnaiika KoHcoNbHOroO Kabena npueeAeHa B NPUIOKEHUM A,
6 [1-8] MopTbl 10/100/1000/2500BASE-T (RJ-45).
7 [XG1, XG2] CnoTbl aNa ycTaHoBKM TpaHcneepos 1000BASE-X (SFP)/10GBASE-R (SFP+).
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PucyHok 34 — NepeaHas naHenb MES2420B-24D

Tabnunua 16 — OnucaHMe pa3beMoB, MHAMKATOPOB M OPraHOB yrNpaB/JeHUs nepeaHen naHean KoMmyTa-
Topa MES24208B-24D

dnemeHT nepepHei
naHenu

OnucaHue

100-240 V AC, 50-60 Hz

Paszbem ANnAa NOAKNKYEHUA K UCTOYHUKY I1EKTPOMUTAHMNA NepemeHHOro
TOKa.

1.1

12VDC max 2A

Pasbem Ana NogKAUYEeHNA aKKyMyNaTOpHoM BaTapeu.

Power

MNHAMKATOp NUTaHMA YCTPOMCTBA.

Alarm

MHAMKaTop neperpesa.

Master

NHAanKaTop pexxrnma paboTbl ycTpoicTea (BeayLmii/seaombiii).

Battery

NHAanKaTop paboTbl akKyMynaTopHoi b6aTapen.

Unit ID

MHAMKaTOp HOMEepa YCTPOWCTBA B CTEKE.

Console

KOHCONbHbIN NOPT ANA NOKANbHOrO YNpaBeHNa YCTPOUCTBOM.
PacnvHOBKa pasbema cieaytoLiasn:

He MCnosb3yeTcs

He Mcnosb3yeTcs

RX

GND

GND

TX

He Mcnob3yeTcs

He Mcnosb3yeTcs

Pacnaiika KOHCO/IbHOTO Kabensa npueeaeHa B NPUIOKeHUN A,

ONOOU D WN R

dYHKUMOHabHAA KHOMNKA ANA Nepes3arpysKku yCcTpomncTea U cbpoca K 3aBoa-
CKMM HacCTpoMKam:

- NPW HA*KaTUK Ha KHOMKY AAuTeNbHOCTbio MeHee 10 ¢ nponcxoguT nepesa-
rpy3Ka yCcTpoICTBa;

- NPWU HaXXaTUKU Ha KHOMKY AauTenbHocTblo 6onee 10 ¢ npoucxoamTt cbpoc
HaCTPOEK yCTPOWCTBa A0 3aBOACKOM KOHGUrypauuu.

[1-24]

MopTbl 10/100/1000/2500BASE-T (RI-45).

[XG1 - XG4]

CnoTbl AnA yctaHoBKK TpaHcusepos 1000BASE-X (SFP)/10GBASE-R (SFP+).
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BHewHW BUA nepeaHen naHenn yctponctea cepum MES3710P nokasaH Ha pucyHKe 35.

=

SELTEX
MES3710P

Cﬁ
C@:
[

O PwrL
Qrwr2 4
O Alarm

Q Temp |

o 3

Console

1..8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 35 — lNepeaHAas naHenb MES3710P

Tabnunua 17 — OnucaHne pasbeMoB, MHANKATOPOB M OPraHoB ynpaBaeHuns nepeaHen naHenn MES3710P

Ne AnemeHT nepeaHen Onncanme
naHenu

1 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBaa nHAMKauma PoE.

CnoTbl ANA YCTaHOBKM ONTUYECKUX TPAHCMBEPOB
3 9,10, 11, 12, LNK/SPD 100BASE-FX/1000BASE-X (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHNA ONTUYECKMX UHTEpdEICOoB.

PWR1, PWR2 NHAMKaTOpbl NUTAHWUA YCTPOICTBA.
4 Alarm NHOnKaTop aBapuu.
Temp MHAnKaTop Temnepartypbl.

PyHKLMOHaNbHaA KHOMKa A1A Nepe3arpy3Kku ycTponcTea u copoca K 3a-
BOACKMM HaCTpOMKam:

- NPW HAXKaTUM HA KHOMKY A/MTeNbHOCTbIO MeHee 10 c. npoucxoamT ne-
pe3arpyska ycTpoucTBa;

- NPW HA)KaTUW Ha KHOMKY AAuTenbHocTbio 6onee 10 c. npoucxoguT
cbpocC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHDUTYypaLnu.
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HELTEX

KOHCONbHbIM NOPT ANA NOKANbHOTO yNpaB/ieHNA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:

He ncnonb3yeTca

He ncnonb3yeTca

RX

GND

GND

X

He ncnonb3yeTca

He ncnonb3ayeTca

Pacnaiika KoHconbHOro Kabensa npuseaeHa B MpunoxkeHune A. KoHconb-
Hbll Kabenb.

6 Console
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1.4.2 3adHAA u sepxHAA naHenu ycmpoiicme

BHewHWN BUA, 3agHel naHenn kommytatopoB MES14xx, MES24x, MES34xx (BepxHei ana 3710P)
npuBeAEeH Ha PUCYHKAX HUKe.
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PucyHok 36 —3aaHAaa naHenb MES1428, MES2428, MES2428B, MES2408IP DC1, MES2408P, MES2424 1
MES2424B
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PucyHok 38 —3aaHAa naHenb MES2424P, MES2428P, MES2420B-24D
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PucyHok 39 — 3aagHaa naHenb MES2448 DC
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PucyHok 40 —3agHAaa naHenb MES2448B

100-240 V AC 50-60 Hz
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PucyHok 45 — 3agHaa naHenb MES3400-24, MES34001-24, MES3400-48, MES3400-48F
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PucyHok 47 — 3agHaa naHenb MES2410-08DP, MES2410-08DU

TaTOPOB.

B Tabanuax 18 n 19 npuBeaeH nepeyeHb Pa3sbemMoB, PACMOJIOMKEHHbIX HA 3aZlHEN NMAHENN KOMMY-

Tabnmua 18 — OnucaHuMe pasbemoB 3afHel naHenu kommyTtatopos MES1428, MES2428, MES2428B,
MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne

dnemeHT 3agHeii naHenu

OnucaHue

1

[ .
Knemma 3asemnenuva =

Knemma g/1a 3a3emneHuns ycTpomncTea.

Tabnnua 19 — OnucaHne pa3beMoB 3agHen naHenu KommyTtatopa MES2424FB, MES2424P, MES2428P,
MES2448 DC, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P, MES2420B-24D,
MES2411X, MES3400-24, MES3400I1-24, MES3400-24F, MES3400-48, MES3400-48F

Ne dnemMeHT 3agHeil naHenun OnucaHue
1 BeHTMNATOPbI ANA OXNaXAEHUA YCTPOMCTBA.
2 Knemma 3azemnerns = Knemma gna 3a3emneHus ycTpomncraa.
3 36-72 V DC Pasbem gnA NOAKNOYEHMA K MCTOUYHUKY 3MEKTPOMUTAHMA MOCTOAHHOrO
TOKa.
4 ~110-250VAC, 60/50Hz max Pasbem ana NoAKNOYEHUA K UCTOYHWUKY SNEKTPOMNUTAHMA MEPEeMEHHOro
1A TOKa.
4.1 12VDC max 5A Pasbem gnsa NogKAoUYeHNs akKKyMynaToOpHOM baTapee.
5 CNOTbI ANA yCTaHOBKM 6710- CnotT ans ycTaHOBKM pe3epBHOro 61oKa nutaHma AC nnm DC.
6 KOB NUTaHNA CnoT ANnA ycTaHOBKM OCHOBHOTO 610Ka nutaHua AC uam DC.
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HELTEX

BHewHMI BUA BepxHel naHenn kommyTtatopa MES3710P npuBeaeH Ha pucyHKe 48.
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PucyHok 48 — BepxHaa naHenb MES3710P

B Tabnunue 20 npuBeaeH nepeyeHb PasbeMoB, PACNoIOKEHHbIX Ha BePXHEeW NaHenn KommyTatopa
MES3710P.

Tabnunuya 20 — OnucaHne pasbeMOB BEpPXHEN NaHenn Kommytatopa MES3710P

Ne dnemeHT 3agHel naHenu OnucaHue
[ — )
1 Knemma 3asemnenHuns = Knemma pns 3a3emneHuns ycTponcTea.
PaszbemMbl g1a NOAKAOYEHMA K UCTOYHMKAM 3N1EKTPOMUTAHUA NOCTO-
2 48 (45~ 57) VDC AJIA noA P
AHHOTO TOKa.
3 12VDC max 5A PeneiHbiN BbIxO4 aBapuUiiHOM curHanmnsaumm: 1 A 24 V DC.

1.4.3 bokoevle naHesau ycmpolicmea
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PucyHok 49 — NpaBasa 6okosas naHenb MES1428
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PucyHok 50 — JleBaa 6okoBan naHenb MES1428

Ha 60KOBbIX MAaHENAX YCTPOMCTBA PACMNONOMKEHbl BEHTUAALMOHHbIE PELIeTKU, KOTOpble CAYXKaT AN
oTBoAa Tenna. He 3akpbiBaiiTe BEHTUAALMOHHbIE OTBEPCTUA MOCTOPOHHMMW MpeameTamu. ITO MOXKeT
NPUBECTU K NeperpeBy KOMMOHEHTOB YCTPOICTBA M Bbi3BaTb HapylleHusA B ero paboTe. PekomeHgaumm no
YCTaHOBKE YCTPOICTBA Pacno/IoXKeHbl B pasgene «YCTaHOBKa U NOAK/OUEHNEY.
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1.4.4 KoHcmpykmueHoe ucrosHeHue kommymamopa MES3708P

B gaHHOM pasgenie onnMcaHo KOHCTPYKTUBHOE ucnonHeHue Ethernet-kommytatopa MES3708P.

YCTpOIACTBO COCTOUT M3 OCHOBHOM N1aThl, NaaTbl 610Ka NUTaHUA U Moaynen 3awmTbl nopTtos Ethernet
10/100/1000BASE-T oT nepeHanpsxeHuiA. MnaTbl pacnonoKeHbl B MeTaNINYECKOM Kopryce.

Ons KpenneHuAa yCTPOMCTBA Ha Kopnyce npeaycMOTPEH MeTa/Indeckuii KproK. KpenneHue
NnoABEeCHOE, Ha LWTAHry TO/WMHOM He 6osnee 8 mm. MMoaKAKUYEHUE NMUTAHMA U CeTeBbIX MHTepdencos
NpPOM3BOAMUTCA K pasbemam, PacrnooXKeHHbIM BHYTPU Kopnyca. BbiBoa NpoBOAOB HapyKy BbIMOJIHAETCA
yepes npeaHasHayeHHble 418 3TOro OTBEPCTUA B Kopnyce.

Ha pucyHKe 51 noKasaHbl OCHOBHbIE KOMMNOHEHTbI U pazbembl MES3708P.

9 i

PucyHoOK 51 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P
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B Tabaunue 20 npuBeaeHO onvcaHne OCHOBHbIX KOMMOHEHTOB M pa3bemoB MES3708P.

Tabnmua 21 — OnucaHne OCHOBHbIX KOMMOHEHTOB U pa3bemos MES3708P

OnucaHue

Pasbembl 415 YCTaHOBKM ONTUYECKUX TpaHcuBepos 100BASE-FX/1000BASE-X (SFP).

OcHoBHa#A niaTa yCTPOMCTBa.

MnaTa 610Ka NUTaHUA.

Pasbem gna NoaKnoYeHUA K UCTOYHUKY 31IEKTPONUTAHMA NEPEMEHHOrO TOKa.

Pasbembl 415 NOAKAOYEHNA MOoAy el 3awmTbl nopTos Ethernet 10/100/1000BASE-T oT nepeHanpsasKeHui.

Moaynu 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpaKeHni.

Knemma gna 3azemneHus yCTpOﬁCTBa.

Pasbembl 415 NOAK/IIOYEHNA YCTPOWCTB /IoKasibHOM ceTu Ethernet.

O | (I NV | W|IN|RFP

FepmosBoA ana Kabens 31EeKTPpONUTaHUA.

[
o

fepmoBBOA 418 MeAHbIX U ONTUYECKUX Kabenelt nokanbHon cetu Ethernet.

[y
=

Paszbem gna NOAKAOYEHUA K KOHCO/IM YCTPOMCTBA Yepes nHTepderic RS-232.

1.4.5 Ceemosasn uHoukayusa

CocrosiHue nHTepdeincos Ethernet nuHguumMpyeTca AByma cBeTOAMOAHBIMU MHANKATOpamu, LINK/ACT

3eneHoro useta n SPEED aHTapHOro ugeTa. PacnonoeHue cBeToAN0A0B NOKAa3aHO Ha PUCYHKax 52-54.

(O LNK

ey | (O) SPD

PucyHOK 52 — BHellHK1IA BUA ogMHapHoro pasbema SFP/SFP+

LINK/ACT  SPEED

PucyHoOK 53 — BHewHWI B1A, cABOEHHOro pasbema SFP/SFP+

LINK/ACT SPEED

)
000000 7

PucyHoK 54 — BHewwHuit Bug, pasbema RJ-45

54
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Tabnuua 22 — CsetoBas nHAnKauma coctoaHna Ethernet-noptos 10/100/1000BASE-T

CBeyeHMe MHAMKaTOpaA

CBeyeHMe MHAMKaTOpaA

CoctosiHne nHtepdeica Ethernet

100 M6wuT/c.

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.
YcTaHoBeHO coeanHeHMe Ha ckopocti 10 M6uT/c uam
BbikntoyeH lopuT nocToAHHO

fopuT NOCTOAHHO

lopuT nocToAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopocTy 1000 M6uT/c.

X

MwuraHune

MpoeT nepepaya gaHHbIX.

_|

abnnua 23 — CBeTtoBas MH

AnKauma coctoaHna XG-nopTos

CBeyeHMe MHAMKaTopa

CBeyeHUe MHAMKaTopa

CocrosaHue uHtepdeiica Ethernet

SPEED LINK/ACT
BbikntoyeH BbikntoueH MopT BbIKAIOYEH NN COEAUHEHNE He YCTaHOBJIEHO.
BbikntoueH FopuT nocToAHHO YcTaHoBEHO coeAnHeHue Ha ckopocTu 1 Iéeut/c.

[opuT NOCTOAHHO

FopnT nocToAHHO

YcTaHoBEHO coeanHeHne Ha ckopocTu 10 Féut/c.

X

Mwuranue

NaeT nepenaya AaHHbIX.

CuctemHble MHauKaTopbl (Power, Alarm) cnyxaT pasa onpeaeneHua coctoaHusa paboTbl y3noB
KommyTaTtopos cepun MES14xx, MES24xx, MES34xx.

Tabnuua 24 — CeeToBaa UHAMKALMA CUCTEMHbIX MHAMKATOPOB

Ha3saHue DyHKUMA o
CocTosiHMe MHaMKaTopa CocTosiHMe ycTpoicTBa
MHAUKaTopa UHAWKaTopa
BbikntoyeH MMUTaHMe BbIK/IOYEHO.
. MNuTaHWe BKAOYEHO, HOPMabHanA
3eneHbln, rOpUT NOCTOAHHO .
paboTa ycTpoicTaa.
. CamoTecTnpoBaHue ycTporcTea npu
CocrosHue 3eneHblit, mepuaeT
Power ctapte (POST).
WUCTOYHMKOB NUTAHUA
OTcyTCTBME NEPBUYHOIO NUTAHUA
o OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
KpacHbIn, roput NOCTOAHHO .
YCTPOWCTBA OT pe3epBHOI0 MCTOYHMKA)
MU aBapuA BTOPUYHOTO MCTOYHUKA.
Al CoctoaHue BbikntoyeH HopmanbHasa paboTa ycTpoicTea.
arm . ”
yCTpOMCTBA KpacHbin, roput noctoaHHo | lMeperpes naun aBapma BEHTUNATOPOB.
. MoakntoyeH notpebutens PoE (roput
NHankaTop 3eneHbln, ropuUT NOCTOAHHO N
WMHOMKATOP, COOTBETCTBYIOLWMI NOPTY).
PoE coctoAaHua PoE- >
ROpTOB KpacHbI, roput noctoaHHo | Owwnbka PoE Ha nopTy.
BbikntoveH MNoTpebutenb POE He noaKAtOYEH.
Mpu3HakK BeayLLero
Master yCTpOICTBa Npu BbikntoyeH PeXXnm cTeKMpoBaHUA He NoadepKaH.
paboTe B cTeke
WHAMKaTOP 3eneHslit, roput noctoaHHo! | AKB noaknoyeHa.
Battery COCTOAHUA KpacHbIi1, ropuT noctosiHHO | HU3KMit yposeHb 3apaga AKB.
AKKYMYNATOPHOM
6aTtapeu BblkntoueH?! AKB oTKnto4eHa.
o Pe3epBHbIi ICTOYHUK NOAKAIOYEH U
3eneHbli, FOPUT NOCTOAHHO
Pexxunm paboTol paboTaeT HopmanbHoO.
RPS pe3epBHOro mnc- OTcyTCTBME NEPBUYHOIO NUTAHMA
TOYHMKA NUTaHMA KpacHbIi, ropuT NOCTOAHHO | pe3epBHOro UCTOYHWMKA UK ero
HEeNCnpaBHOCTb.

! Mpu nogknoueHnn AKB BO3MOXHA 3a4epKa CMeHbl MHAMKaLUUN A0 5 MUHYT

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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BbikntoueH Pe3epBHbIl7I MUCTOYHUK HE NOAKNIOYEH.

FAN

NeHbIN, T UT NOCTOAHH BeHTunAT bl pa TAKOT H Ma/1IbHO.
WHauKaTop paBoTb 3es1eHbli, FOPUT NOCTOAHHO e opbl paboTatoT HOp o)

BEHTUNIATOPOB o
KpacHbIN, ropuT NOCTOAHHO HeuncnpaBHOCTb BEHTUAATOPA.

v/

Ecamn nuaukatop Alarm u uHaukatop PoE 0g4HOBpeMEHHO ropAT KPacHbIM LLBETOM, — 3TO
CUrHaNU3MpyeT 0 KpUTUUECcKoi owmnbke PoE.

1.5 KomnnekTt noctaBKu

B 6a30BbIli KOMNAEKT NOCTABKM BXO4AT:

Ethernet-kommyTaTop;

KomnnekT Kpenerka B cTonKy (Kpome MES3708P, MES3710P);

WHyp nutaHma EBpoBunka-C13, 1.8m (Tonbko gns MES2408C, MES2408CP, MES2408PL,
MES2428B, MES2408B, MES2420B-24D, MES1428 AC, MES2408 AC, MES2428 AC, MES2408P
AC, MES2428P AC, MES2410-08DP, MES2410-08DU, MES2424 AC, MES2424P, MES24248B,
MES2424FB, MES2448B, MES2411X);

LWHyp nuTaHua NBC 2x1.5, 2m (Tonbko ana mogeneit MES24081P DC1, MES1428 DC, MES2408
DC, MES2424B, MES2424FB, MES2428 DC, MES2408P DC, MES2428P DC, MES2424 DC,
MES2448 DC, MES3710P);

CbemHble KnemmHble Konogku (1 Pos. — 1 wrT., 2 Pos. — 2 wr.) (Tonbko ans MES3710P)
MamATKa 0 AOKYMEHTaLMK;

CepTuduKat/aeKknapauma cooTBETCTBUS;

Macnoprt.

Mo 3aKa3y NoKkynatena B KOMNNAEKT MNOCTaBKN ONUMOHA/IbHO MOTYT ObITb BKAIOYEHDI:

PykoBoactso no akcnayataumm Ha CD-gucke;

Moaynb nutaHua PM160-220/12 (ana MES3400-24, MES34001-24, MES3400-24F, MES3400-
48, MES3400-48F) nan PM380-220/56 (pna MES2448P);

LWHyp nutaHua Esposuika-Cl3, 1.8m (B cayyae KOmNaeKkTauum moaysnem nutaHua PM160-
220/12 nan PM380-220/56);

Mogaynb nutaHna PM100-48/12 (ana MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F);

Mogaynb nutaHna PM950-48/56 (ana MES2420-48P)

Moaynb nutaHns PM950-220/56 (ana MES2420-48P)

LHyp nuTaHma MBC 2x1.5, 2m (B cnydae KomnaektaumMm moaynem nutaHusa PM100-48/12);
KoHconbHbIN Kabenb;

SFP/SFP+ TpaHcuBepbl.

56
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasgene onucaHbl NpoLeaypbl YCTaHOBKM 060pyA0BaHMA B CTOMKY M NOAKAOUYEHUS K NK-
Talowen cetu.

2.1 YcTaHOBKa YCTPOMCTB B CTOMKY

B KOMMN/IEKT NOCTAaBKU YCTPOWCTB BXOAAT KPOHLUTEMHbI /1 YCTAHOBKW B CTOMKY U BUHTbI 418 Kpene-
HUA KPOHLITENHOB K KOPNYCY YCTPOMCTB. Ha KPOHLWITENHAX PACNONOMKEHbI LIECTb KpeNeXKHbIX 0TBEPCTUI 1A
pa3HbIX BAPUAHTOB KPEMJEHMA, YTO NO3BOIAET PErYANPOBATb PAaCCTOAHUE MeXAy nepenHein naHenbto u
OBepuei cepsepHoro WwKada (pucyHkn 55-56). [lna ycTaHOBKM KPOHLWTENHOB BbibepuTe 04AMH U3 BapuaH-
TOB KpenneHus:

PucyHoK 56 — BapuaHT KpenaeHua KpoHWwTenHoB No2
1. BblbepuTte HeobXoaMMble MONOXKEHMA KPOHLWTEWHA, NOKa3aHHble Ha pUCyHKax Bbiwe. Cos-
MecCTUTe BbIbpaHHbIE YeTblpe OTBEPCTUA A1 BUHTOB HA KPOHLUTEMHE C TAKUMMU }Ke OTBEPCTU-
AMKM Ha BOKOBOM NaHenn yctponcTea. C NOMOLLbIO OTBEPTKU MPUKPENNTE KPOHLLUTENH BUH-

TaMu K Kopnycy.
2. ToBTopuTe War 1 A4na BTOPOro KPOHLWTenHa.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 57
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3. CoBMeCTUTe OTBEPCTUA KPOHLUTENHOB C OTBEPCTUAMM Ha NepesHUX BePTUKaIbHbIX HanpaB-
NAWMX CTOVMKM (pUCYHOK 57). Mcnonb3yiiTe 0TBEPCTUS B HAMPABAAIOLWMX HA OAHOM YPOBHE
€ 06enx CTOPOH CTOMKM, AN5 TOTO YTO6bI YCTPOMCTBO pacnosiaraiocb ropusoHTanbHo. C no-
MOLLbIO OTBEPTKM MPUKPENUTE YCTPOMCTBO K CTOMKE BUHTAMM.

PucyHoK 57 — YcTaHOBKa yCTPOICTBA B CTOMKY

Ha pucyHke 58 npusegeH npumep pasmeweHna Kommytatopos MES14xx, MES24xx n MES34xx B
CTOWKe.

o MES14xx/MES24xx N1 o]
o KabenbHbIn opraHainsep (o]
o|  MES14xxMES24xx N2 o
o KabenbHbIn opraHainsep o
o|  MES14xxMES24xx N3 o
o KabenbHbIin opraHainsep o
o|  MES14x<MES24xx N4 o
o KabenbHblin opraHainaep o
o|  MES14x<MES24xx N5 o
o KabenbHblin opraHainaep o

PucyHok 58 — PaameleHne KommyTtaTopoB MES14xx, MES24xx n MES34xx B cTOlKe

58 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



D ELTEX

.‘

.‘

.‘

He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaKKe BEHTUNATOPbI, PACNO/IO}KEHHbIE HA
3aAHeli naHean, NOCTOPOHHUMU NpeameTamu Bo M3berKaHue neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLeHuA ero paboTbl.

2.2 YcTtaHoBKa ycTpoictea MES3710P Ha DIN-peiiky

YcrpoiictBo MES3710P ycTraHaBAMBaeTcA BepTUKa/IbHO, TaK Kak 60KoBble naHenu obecne-
4YMBaIOT TENNIOOTBOA,

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HaK/NoHWUTb KOpNyC YCTPOMCTBA BEPXHEM YacTbio OT cebsi M NPUIOKUTL KPeneHue Ha 3a4-
Hei naHenu K DIN-peiKe Tak, 4Tobbl €€ BepPXHAA KPOMKa OKa3asacb 3a NPOBOJIOYHOM Npy-
KUHOM.

2. HagaBuTb Ha KOPMyC YCTPOMCTBA CBEPXY.

3. He cHMMasA gaBneHus, NpuUXKaTb HUMKHIOK YacTb Kopnyca ycTpoiictea K DIN-pelike go 3a-
LLLeNKUBAHNSA.

Ona pemoHTaxka yctponctea ¢ DIN-peiiku:

1. HapaBuTb Ha KOpMyC YCTPOMCTBA CBEPXY.
2. He cHMMasA faBneHun, NOTAHYTb HUMKHIOK YacTb YCTPOMCTBA Ha cebs.
3. [lpunoaHaB KOpNyc, CHATbL ycTpoiicTBo ¢ DIN-peliku.

2.3 MopakntoueHue NUTalOLWEN CETU

1. TMpexae, 4eM K ycTpoincTey OyaeT NoAk/IoYeHa NUTaloLWan ceTb, HEOOXOAMMO 3a3eMAUTb
KOPMyC YCTPOMCTBa. 3a3emneHne HeobXxoAMMO BbINOHATb U30/IMPOBAHHLIM MHOTOXW/Ib-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eM/IEHUA U CeYEeHME 3a3eM/IAIOLLErO NPOBOAA AOJIKHbI CO-
OTBEeTCTBOBaTb TpeboBaHuamM MY3.

MopKnoyeHne J01KHO OCYLLECTBNATLCA KBAMMPULMPOBAHHBIM CNELUANIUCTOM.

2. Ecau npepnonaraetcs NOAKAOYEHME KOMMbOTEpa MAM MHOro 060pyaoBaHMA K KOHCO/b-
HOMY NOPTY KOMMYTaTOPa, 3TO 060pYyA0BaHNE TaKKe AOKHO 6bIThb HaAEKHO 3a3eMeHO.

3. ToaxntounTe K ycTpoicTey Kabenb NMTaHMA. B 3aBUCMMOCTM OT KOMMNEKTALMMU YCTPOMCTBA,
NUTaHNE MOKET OCYLLECTBAATLCA OT CETU NepemeHHOro ToKa, AMbo OT CeTU MOCTOAHHOMO
TOKa. Mpv NOAKNIOYEHMUM CETU NEPEMEHHOTO TOKA C/1IeAYEeT UCMO0/1b30BaTb Kabenb, BXOAALLMA
B KOMMJEKT YCTPOMCTBA. 1 NOAK/IOYEHUS K CETU NMOCTOSHHOIO TOKa MCMO/b3yiTe NPOBOA,
ceyeHMem He MeHee 1 Mm?,

Bo usberkaHue BO3HUKHOBEHUA KOPOTKOro 3amMblKaHUA nNpu noagxKal4YeHUn K Ccetu
NMOCTOAHHOIO TOKa peKomeHAyeTCA Npon3secTtu 3a4nUCTKy Nnposoaa Ha AJIUHY 9 mm.
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' ' Lienb NUTaHMUA NOCTOAHHBbIM TOKOM [,0/1)KHA COAEPKaTb YCTPOUCTBO OTKAKOUEHUA NMUTAHUA C
el | Ppusnyeckum pasbeguHeHnem coeguHeHUn (BbiKaOUaTe b, pa3bem, KOHTAaKTOp, aBTOMaTH-
YecKuii BbiKAoYaTeNb U T. N.).

4. BKAOYMTE NUTaHME yCTpoKcTBa U ybeanTecb B OTCYTCTBUM aBapuii NO COCTOAHUIO MHAMKATO-
POB Ha nepeaHen NaHesnun.

/";j‘ DOna noaknoueHna K MES3708P nuTatoweit ceTu Heo6Xo0AMMO CHATb KPbILLKY YCTPOICTBA,
' OTKPYTUB OTBEPTKOI 18 BUHTOB, PacNONOXEHHbIX NO KpaaM.

2.4 YcraHoBKa U yganeHue SFP-tpaHcuBepoB

/";;‘ YcTaHOBKa ONTUUYECKMX MOAYNE MOXKET NPOU3BOAUTLCA KaK NP BbIKJIOYEHHOM, TaK U Npu
BKJIIOYEHHOM YCTpOlCTBE.

/\ PekomeHayeTtcAa paspgenibHOe NOAKAIOYEeHue SFP-TpaHCMBepa U onTu4ecCcKoro naty-Kopaa B
h & cnort.

1. BcTaBbTe BepXxHMi1 SFP-Mmoaynb B CNOT OTKPLITOM YaCTbo pasbema BHM3, @ HUXHM SFP-mo-
OYyNb OTKPbLITOM YacTblo pa3bema BBepX.

PucyHok 59 — YcraHoBKa SFP-TpaHcmBepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT HAa MeCTOo, Bbl YC/bIlWNTE xapaKTeprlﬁ LeN4YoK.

PucyHok 60 — YctaHoBneHHble SFP-TpaHcuBepbl
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[na yaaneHus TpaHcueepa:

1. OTKpoiiTe 3aLenKky moayns.

PucyHok 61 — OTKpbITHe 3awenkn SFP-TpaHcmBepos

2. WU3Bnekute moaynb U3 cnoTa.

PucyHok 62 — N3BneyeHune SFP-TpaHcmBepos
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3 HAYA/IbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CouyeTaHue KnasuLl OnucaHue
Ctrl+A BepHYTbCA K Hayany CTPOKM.
Ctrl+E BepHyTbCA K KOHLY CTPOKM.
Ctri+F MpoaBnHyTbCA BNnepea Ha 0 ANH CUMBO.
Ctrl+B MpoaBWHYTLCA Ha3ad Ha OAUH CUMBO.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X Y4anutb Ha4ano CTPOKKU A0 CMMBOAA.
Ctrl+K YAanntb KOHeL, CTPOKM nocae CMMBOAA.
Ctrl+wW Ypaannte npegblayuiee cnoso.
Ctrl+T MNepemecTuTb NpeablayLIni CUMBOA.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UICTOPUN KOMaHA,
Ctrl+N MepenTu K cneaytoLLelt CTPOKe B UCTOPUN KOMaHA,
Ctrl+z Bo3spat K KopHesomy pexumy CLI.

3.2 Hactpoiika TepmuHana

Ha KomnbloTepe 3anyCcTUTb NPOrpammy smynsauumn tepmunana (HyperTerminal, TeraTerm, Minicom)

1 NPOMU3BECTU CeAYIOLLIME HACTPONKMN:

— BblbpaTb COOTBETCTBYIOLWMI NOCAEA0BaTENbHbIN NOPT;

—  YCTaHOBWTb CKOPOCTb Nepeaayn aaHHbix — 115200 604,

— 3a34aTtb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN 6UT, 6€3 KOHTPOIA YETHOCTY;

—  OTKNKYUTb annapaTHOE U NporpamMmmHoe ynpasaneHne NOTOKOM AaHHbIX;

— 330aTb PeXUM 3sMynauuMu TepmuHana VT100 (MHOrMe TepmMMHaNAbHble MPOrPaMMbl
NCMOb3YIOT AAaHHbIN PEXUM IMYAALUN TEPMUHANA B KAYECTBE PEKMMA NO YMOJIYAHUIO).

3.3 BkaoueHue ycTpoiicTBa

YCTaHOBUTb CoOeANHEHNE KOHCOM KoMmmyTaTopa (nopT «console») ¢ pasbemMom nocnesoBaTe/IbHOro
nHTepdeiica KoOMNbloTepa, Ha KOTOPOM YCTaHOBAEHO NPOrpammMmHoe obecneyeHne amynaLUM TepMUHaNa.

BKkAlounTb  ycTponcTBo. [lpM  KaxkKAOM  BKAKOYEHMM  KOMMyTaTopa

3anyCKaeTca npouecc

WHUUMANM3ALMM YCTPOICTBA, MOC/AE KOTOpPOM HeobxoAMmMO MpOMTM npouedypy asTopusauuu ANs

AanbHelwwe paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: *x*x* (admin)
console#

62 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

3.4 3arpy3o4yHoe MeHIo

Ona BXxoda B 3arpy3oyHoe MeHlo ciedyeT NOAKAOUYUTLCA K YCTpoMcTBy Yepes uHtepdeinc RS-232,

nepesarpysutb YCTPOMCTBO M BBECTM Maposib A/ 3arPy304HOro MEHI0 B TeyeHue 3-X CeKyHZA, nocse
MOABNEHUA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

KA A K A AR AR A AR A AR AR A AR A AR AR A AR A AR AR AR AR A A AR A A A kA Ak ok k

Now External 8218B

KA A KA AR AR A IR A AR AR A AR AR A AR A AR AR A AR AR AR A A AR AR A AR A X kK

Now Internal PHY

KA KA K A AR AR A IR A AR AR A AR A A A AR A AR A A A AR AR AR A A AR A A hA Ak Ak kK

Now External 8218B
khkkhkkhkhkhkhkkhkkhkhkhkhhkkhkhkhkhkkhkkhhkhhhkhkhkhrhhkkhhhkhrhkkhhkhrhkhkkhkhkhrrhkkhkhhxhhkh*k
Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

’ I'Iaponb OT 3arpy3o4yHoOro meH no ymos4aHuUio anAa scex yCTpOFICTB «eltex».
7 8

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnunua 25 — dyHKUMK MHTepdelica 3arpy304HOro MEHIO

DyHKYUA OnucaHue

Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password MN3meHeHne napona Ha 3arpy3oyHOe MeHHo.

Password Pecovery Procedure BoccTaHoBeHWe yTpayeHHoOro napons. Mpu cnepytowen 3a-

rpyske ocHosHoro MO nonb3oBaTenb Cpasy NoOMageT B PEKUM
Privileged EXEC 6e3 BBOAa napons.

Image menu Bbi6paTb aKTMBHbIV 06pa3 cuctemHoro MO. Ecan HOBbIN 3arpy-

JKeHHbI ¢dain cuctemHoro MO He BbIGpaH aKTUBHbLIM, TO
YCTPOWCTBO BbINOAHUT 3arpy3Ky C UCMO/b30BaHMEM TEKYLLEro
aKTMBHOro obpasa.

Image menu
[1] Show current image — npocmoTp akKTUBHOTIO cnoTa c obpasom
Mno;
[2] Set current image —BbI6Op aKTUBHOTO c/10Ta cnucTemHoro MO;
[3] Back.

Serial bandwidth BbI6Op CKOPOCTU NocneaoBaTeNIbHOro MHTepdeiica.

[na sbixoga us 3arpy3o4HOro MeHw " nNpoaoIKeHnA 3arpyakim oCHOBHOIo o6pa3a no HGO6XOAMMO

HaXaTb <Esc>.

’ | Ecnm B TedeHUne 1 MUHYTbI He BbiIGPaH HM OAWH U3 NYHKTOB MEHI0, 3arpy3Ka ycTpoiictea npo-

vadRCl)

BONXKUTCA.
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3.5 HacTtpoika pyHKUMIA KOMMyTaTOpa

®YHKUMM NO HAYaNIbHOMY KOHGUIYPMPOBAHMIO YCTPOMCTBA MOXKHO Pa3genunTb Ha ABa TUna:

— ba3oBas HacTpoiiKka — BK/toYaeT B ceba onpegenerHne 6a30BbIx GyHKUUI KOHOUIYpaLmm U
HACTPOMKY AnHammyeckumx IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30NacHOCTM — BK/AOYAET YMpaB/ieHUEe CUCTEMOM
6e3onacHOCTM Ha ocHoBe mexaHn3ma AAA (Authentication, Authorization, Accounting).

/’ ] Mpu nepesarpysKe yCTPOICTBA Bce HECOXPaHEHHble AaHHble ByayT yTepaHbl. Ans coxpaHe-
HUA NO6bIX BHECEHHDbIX U3MEHEHWUIA B HAaCTPOIMKY KOMMYTaToOpa UCNONb3yeTca C/ieayioLas

KOMaHAa:

console# write startup-config

3.5.1 Asmomamuyeckasa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)

B LenAx aBTOMAaTM3aLMM YNpaBAeHUA KOMMYTaTOPOM Ha YCTpoMcTBe noaaepykaHa ¢yHKumsa ZTP

(Zero Touch Provisioning). [lJaHHaa ¢yHKLUMA NO3BOAAET NOMAYYUTb HACTPOMKY HEKOTOPbIX onumin o DHCP-
cepBepa Ha 3Tane NoAKAYeHNA ycTpoicTBa. o ymonyaHuto ZTP BKAKOUYEH aBTOMATUYECKW.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua 3anpoca KoMaHZAHOW CTPOKM pexknma rnobanbHo KoOHPUrypauuu:
console (confiqg) #

Tabnunua 26 — KomaHabl perknma rnobanbHo KoHPUrypaumm

3HavyeHue/3Ha4yeHue no "

KomaHoa / Aelicmeue

YMOAYAHUIO

ztp enable BKAtounTb paboTty dyHKumm ZTP.

V Mo ymonuaHuio ZTP nogpepiKusaer nepegady on-
uui1 43, 66, 67. Nogonuuun ana 43 onuuu:

-/BKAOYEHO, 3anycKaeTca -1-image
BHayane ctapTa NPOLWMBKU - 2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKNOYUTL paboTy pyHKuUMM ZTP.

3.5.2 basoeas Hacmpolika Kommymamopa

[na Hayana KoHPUrypauum ycTpomncTea HEOBX0AMMO NOAKAOUUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnenoBaTeibHbI NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOrPaMMy SMYAALMM TEPMUHANG COTNACHO MYHKTY
3.2 «HacTtpoika TepMmuHana».

Bo Bpema HayaNbHOM HACTPOWMKM MOXKHO ONpeaennTb MHTepdeiic, KoTopblii ByaeT MCNoNb30BaTbCA
AN1A NOAKNIOYEHUSA K YCTPOWUCTBY yAa/IeHHO.

basoBas HaCTPOﬁKa BK/IIOYHAET cheayouwee:

1. 3apgaHue naponsa ana nosbsosartena «admin» (c ypoBHem npusunernin — 15).
2. Co3spgaHue HOBbIX NOJib30BaTENEN.

3. Hactpoika ctatuyeckoro IP-aapeca, Mackv NoACETU M LWIKO3a MO YMOYAHUIO.
4. HacTtpolika napameTpoB npoTtokoaa SNMP.
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3.5.2.1 3adaHue naponsa 0aa nonvzoeamena «admin» u co30aHue HOBbIX Nosb3oeameseli

Ona obecneyeHunA 3aWMLLEHHOrO BXOAa B CUCTEMY He06X0AMMO HA3HAUMTb NAPO/b NPUBU-
e NlerpoBaHHOMY noJsb3oBaTento «adminy».

MmAa nonb3oBatena WM naponb BBOAUTCA MNpPU  BXOoZe B CUCTEMYy BO BpPema CeaHCoB
AAMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na co3gaHnA HOBOro Nosib30BaTeNA CUCTEMbI UK HaCTpOl\/‘IKM noboro
M3 NapameTpoB — UMEHU NOS1Ib30BaTeENA, MAaPO0/1Ad, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure terminal
console (config)# username name password password privilege {1-15}

V YposeHb npusuaerunii ¢ 1 no 14 paspeluaer 4octyn K yCTPOMUCTBY, HO 3anpeLl,aeT HaCTPoiiKy.
YpoBeHb npuBuaeruii 15 paspeluaer Kak A0CTyN, TaK M HACTPOWKY YCTPOICTBa.

Mpumep KoMaHa, 4N 3a4aHua nosb3osaTento «admin» napons «Eltex_1» 1 cosgaHua nonb3osaTens
«operator» c naposiem «Pass_2» 1 ypoBHem npusuaernii 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/’ MHdopmaumna 0 NOKanbHbIX YYETHbIX 3aNUCAX XPaHUTCA B JHEProHe3aBUCUMOI NamATU U
MoOXeT 6bITb oumLLeHa KomaHaoi 'delete startup-config'.
’ ‘ Heobxoanmo 6paTb B KaBbIYKM MMEHA YUYETHbIX 3anuceii U Napoam, coaepiKallue cneLcum-
- BOJIbl.

3.5.2.2 Hacmpolika cmamu4ecKkozo IP-adpeca, macku nodcemu u wisno3d o yMmoa4YaHuto

[na BO3MOXHOCTU yrNpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXoAMMO HasHauuTb ycTponctsy IP-
agpec, MacKy NoACeTU U, B C/llyvyae ynpasiaeHUs M3 APYroi cetu, W3 No ymondaHuto. IP-agpec MoXKHO
Ha3HaunTb nHTepdelicy VLAN (no ymonyaHuio Ha uHTepoeice VLAN 1 HasHaveH IP-agpec 192.168.1.239,
Macka 255.255.255.0). IP-agpec wto3a o/KEH NpUHaAaexaTb K TOW Ke MOACeTH, YTO U oguH u3 IP-
MHTepdelncoB yCTPoOKCTBa.

V’ IP-agpec 192.168.1.239 cyuwiecTByeT A0 TeX Nop, NOKa Ha Atobom uHTepdeiice cTaTUuecKn
unm no DHCP He co3gaH gpyroii IP-agpec. Mpu 3tom Ha interface vian 1 gonkeH 6bITb BKAIO-
yeH dhcp-knmeHr.

V Mpu yganeHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTenaTbca no IP-

appecy 192.168.1.239/24. Npu 3tom Ha interface vlan 1 gonxeH 6biTb BKAoueH dhcp-knu-
€HT.

[Mpumep KomaHO HacmpolKu IP-adpeca 018 uHmepgelica VLAN 1

MapameTpbl MHTepdeica:

IP-adpec, Ha3Ha4yaemblli 0nsa uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no-ymonyarHuro —192.168.1.1

console# configure terminal
console (config) # interface vlan !
console (config-if)# ip address 192.168.16.144 255.255.255.0
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console (config-if)# exit
console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[na Toro ytobbl yoeauTbea, 4to agpec bbia HazHavyeH MHTepdeiicy, BBeAMTE KOMaHAy:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpolika napamempos npomokosaa SNMP 0aa docmyna K ycmpoiicmeay

KommyTaTopbl NO3BOAAKT HAcTpoUTb paboTy npoTokosa SNMP ans yaaneHHOro MOHUTOPUHIA U
ynpaB/eHMA yCTPOMCTBOM. YCTPOICTBO NoAAepKMBaeT NpoToKobl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[Na BO3MOMKHOCTM agAMUHUCTPUPOBAHMA YCTPOMCTBA NOCpeAcTBOM npoTokona SNMP, Heobxoanmo
€o34aTb XOTs 6bl OAHY CTPOKY coobLlecTBa.

B KayectBe npumepa byaem mcnosnb3osBaTtb Bepcuto snmpv2c. Cosgagmm nonb3osatens USER,
npuHagnexauwero rpynne GROUP. [aHHbIli Nosb3oBaTeNb AOMKEH MMETb BO3MOMXKHOCTb MCNONb30BaTb
community NETMAN, kotopon npucsoum wuHaekc 1. Fpynne GROUP 6yper paspeweH AocTtyn Ha
yTeHue/3anncb/noaydeHme snmp-trap no o6bekTam, NpMHaaAreXawmm viewiso. O6beKTbl, 414 KOTOPbIX
paspelleHa oTnpaBKa TPANoB, AO/KHbI NPUHAAIEeKaTb Ter-nucty TAG, oTNpaBAATbLCA HA Fpynny agpecos
ADDR, B koTopyto BxoguT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKM yKa3sbiBatoTcA B targetparam TRAPS,
onpeaensemom gna noabsosatena USER.

#snmp user USER

#snmp community index I name NETMAN security USER

#snmp group GROUP user USER security-model v2c

#snmp access GROUP vZ2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZ2c
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

console
console
console
console

config
config
config
config

~ o~ o~~~ —~
—_— — — — — —

3.5.3 Hacmpoiika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHns 6e30MaCHOCTU CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTMOUKauMS,
aBTopu3aums, ydet). Ana wndpoBaHMUA AaHHbIX UCNOb3YeTCa MexaHu3m SSH.

— Authentication (ayTeHTudMKaumMa) — conocTaB/eHMe 3anpoca CyLEeCcTBYIOWEN YUYETHOM
3anucu B cucteme 6e30nacHoCTU.

— Authorization (aBTop13aLms, NPOBEPKa YPOBHA A0OCTyMNa) — CONOCTaBAeHMNEe YYETHOM 3anncu
B cMcTeme (npoweawei ayTeHTUOMKALMIO) U onpeaenEHHbIX MOJTHOMOUYNNA.

— Accounting (y4éT) — cnexeHue 3a noTpebneHMem pecypcoB No/b30BaTeNeM.

HpM VICIIOJIE3OBAHUM HACTPOEK yCTpOIZCTBa 10 YMOJIUaHMIO MMA II0JIB30BaATEJId — admin,
napojyir — admin.
/ Monb3osaTtenb no ymonuaHuio (admin/admin) cywecteyeT A0 Tex nop, NOKa He CO34aH /io-
60i ppyroii nonb3oBatenb C ypoBHEM Npusunerui 15.
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V Bcerpa A0MKeH cylecTBOBaTb N0Nb30BaTe b C ypOBHEM npusunernii 15.

3.5.3.1 Hacmpoliika docmyna Ao cepeepos RADIUS u TACACS+

Ons ncnonb3osaHma Radius u TACACS+ cepBepoB HEOOXOAMMO BbINOHUTb CAeaytoLmne HaCTPOMKM
Ha KOMMyTaTOpeE:

— Hactpourtb IP-agpec cepsepa;

— HacTpouTb KAtoY A0CTyna, 3a4aHHblil ANA HacTpanBaemoro cepsepa (Mpu Haamumm).

[pumep KomaHO 0s1a Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config)# radius-server host 192.168.16.3 key KEY
console (config)# tacacs-server host 192.168.16.3 key KEY

3.5.3.2 Hacmpoiika AAA 011 pa3HbiX NPOMOKO0s08 ynpaeneHus
HacTtpouTtb cnucok AAA no ymonyanuio. Cnncok AAA No yMONYaHUIO NPUMEHAETCA KO BCEM JIMHUAM

(console, telnet, SSH), ecnu ana ykasaHHOW IMHUM He YKa3aHO MHOTO. B NpMBeaeHHOM Npumepe 418 AMHUN
console gocTyn 6yAeT ocyLecTBAATLCA TO/IbKO Yepes JIOKabHYo 6a3y AaHHbIX.

[Mpumep KoMaHO 018 Hacmpoliku AAA:

console (config)# aaa authentication default radius tacacs local
console (config) # aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons
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4 YNPABNEHUE YCTPOMUCTBOM. MUHTEP®EMUC KOMAHAHON CTPOKU

[NA KOHPUrypaLMM HacTPOeK KOMMYTaTOpa UCMO/Ib3YETC HECKOJIbKO PEXKMMOB. B KaxKaom pexume
[AOCTyrneH onpeaeseHHbl CMUMCOK KoMaH4,. BBog cMMBOMa «?» CAYKUT ANA NpocmoTpa Habopa KomaHa,
OOCTYMHbIX B KaXXA0M M3 PEKMMOB.

[na nepexoda U3 OA4HOrO pe)KMma B APYrol UCMONb3YIOTCA cneumanbHble KomaHabl. MepevyeHb
CYLLECTBYIOLMX PEXMMOB M KOMaH/, BXO4A B PEXKMUM:

KomaHOdHbiii pexcum (EXEC), naHHbIA peXMMm AOCTyNeH cpasy noc/se ycnewHom 3arpysku KommyTa-
TOpa M BBOAA MMEHM NONb30BaATENA U NAPOAs (41a HENPUBMAETMPOBAHHOTO NoAb30BaTens). MpurnaweHue
CUCTEMBI B 3TOM PEXMME COCTOUT U3 UMEHM ycTpoicTea (host name) u cumsona “>”.

console>

Mpusune2upoeaHHbIii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN peXMm AOCTyneH cpasy no-
C/le yCNeLwHoM 3arpy3kM KOMMyTaTopa, BBOAa MMeHW Nob3oBaTena U naponsd. MpurnaweHne cucTemMbl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanbHoli KoHgpuypayuu (global configuration), naHHbIN peXxum npeaHasHayeH aaa 3a-
AaHuA 06LWKMX HacTpoek KommyTaTtopa. KomaHabl pexmma rnobanbHon KOHGUIypauum A0CTYMHbI U3 Jio-
6oro nogpexunma KoHpuUrypaumun. Bxoa B pexknmm ocyLlecTBaseTca KoMaHaon configure terminal.

console# configure terminal
console (confiqg) #

Pexcum KoHguaypayuu mepmunHanda (line configuration), naHHbIN pexXnm NpegHasHavyeH ANA KOH-
burypaumm, cBasaHHoM ¢ paboTon TepmMuHana. Bxos B pexMm OCyLLeCTBAAETCA U3 perrMma rnobanbHOM
KOHOUIypaumm KomaHaoM line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOwbi pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC nmeet cnegyowmin BuA:

console>

Tabnunua 27 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoan4YaHuto
enable [priv] priv: (1..15)/15 MepekntounTbCA B NPUBUNETMPOBAHHBIN PEXUM (€C/IU 3HAYEHUe
He YKa3aHo — To ypoBeHb npusunernii 15).
logout - 3aBeplLueHMe TEKYLLE CECCUM U CMEHa NO/Ib30BaTeN .
exit - 3aKpbITb aKTUBHYIO TEPMUHAJbHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW WMHPopmaumm o paboTe uHTepdelica Ko-
) MaHZHOW CTPOKMU
show privilege - MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NONb30BATENS.
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KomaHObi pexcuma Privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT caeayowmii BUa;:

console#

Tabnunua 28 — basoBble KOMaHAbI, AOCTYNHbIe B pexkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMAbHbIW PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeiTn B pexxum KoHPUrypawumm.

KomaHOb1, docmyrniHbie 80 8cex perumMmax KoOHgu2ypauuu

3anpoc KOMaHLI,HOf;I CTPOKU UMEET OANH U3 cnegyrowmnx sBsngos:

console#

console (config) #

console (config-line)#

Tabanua 29 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX peXUMax KOHUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit ) BbIliT1 M3 ntoboro pexmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmm Komang CLI.

end BbIiTn U3 noboro perkmuma KoOHOUTypaLum B KOMaHAHbIN pexrum

i (Privileged EXEC).

do ) BbINONHUTL KOMaHAY KomaHgHoro ypoBHa (EXEC) 3 noboro pe-
KUMa KOHOUTypaLmm.

help - BbiBECTM cnNpaBKy MO MCNOJIb3yeMbIM KOMaHAAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOMN CTPOKMU

®dunbTpaums coobLeHni N03BOAAET YMEHbLINTL 06BeM 0TOBpakaemMblx AaHHbIX B OTBET Ha 3anpochl
nosib3oBaTens U 06aerynTb NOUCK Heobxoanmon nHpopmaumu. Ana dunbTpaumm Tpebyerca nob6asuTh B
KOHeLl, KOMaHAHOW CTPOKU CMMBOA « |» U UCNOJIb30BaTb OAHY M3 ONUMIA GUALTPALUK, NEPEYNCIEHHDBIX B
Tabanue 30. PunbTpauua paboTaeT ToNbKO AnA show-KomaHa,

KomaHOwbi pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 30 — ba3oBble KOMaHAbl, AOCTYMHble B pexume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, cogepKaiue WabnoH.

grep-v

BbiBECTW BCe CTPOKM, He copepxalime WabnoH.

grep -c "regexp"

BbIBECTM BCe CTPOKM, CoAeprKallme perynspHbie BblpaxKeHus:

. — COOTBETCTBYET Nt060MY OTAEbHOMY CUMBOAY;

* — npeaplAyLmMii cumBon cooTseTcTyeT O Mnu bonee pas;

A — cooTBETCTBYET Npobeny B Hayane CTPOKMU;

\b — cooTBercTByeT npobeny B KOHLE CNOBa;

[l — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBObI U3
KBagpaTHbIX CKOBOK;

\ — UrHopUpyeT CMMBOA, CNEAYIOLWMIA 33 PErynsapHbIM BbipaKe-
HUEM.
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4.3 HacTpoiiKa MaKpOKOMaHp,

[aHHas QyHKLMA NO3BONSET CO34aBaTb YHUPUUMPOBaAHHbIE HabOPbl KOMaHA — MaKpPOChI, KOTOpble
MOXHO BMOC/eACTBUM NPUMEHATb B NpoLecce KoHOUrypaunm. MakcMmanbHOE KoNMYecTBO MaKpoCoB —
15.

KomaHObI pexcuma 2a06aa6HolU KOHu2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHoM KoOHPUrypaumu:
console (confiqg) #

Tabnnuya 31 — KomaHabl pexkmma rnobanbHol KoHurypaumm

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
yMOAYaHUIO
macro name word Co34aTb HOBbIM Habop KOMaHA, ecnn Habop ¢ TaKUM UMeHeM
cylLecTByeT —nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOMKHO C MOMOLLbIO CMMBO/A
word: (1..32) “
@”. MakcuMmanbHaa aamnHa makpoca — 510 cumBonios. B Tene
cMmBonoB MaKpoca MOXHO MCNO/Ib30BaTb 40 TPEX NEPEMEHHbIX B KOH-
durypauum.
no macro name word YAanuTb YKasaHHbIA Makpoc.
macro apply word MpUMeHNTb YKa3aHHbIA MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabnoH, COCTOALMA U3 0OBABNEHUA, HAaNpUMepP
value2] [pattern3 value3] CMMBOIOB cumBona "%", n nepemMeHHON, HanMcaHHbIX CIMTHO;
- value — nepeMeHHasn KoHdUrypaumuu.
macro trace word OTo6pa3unTb NpoLecc BbINOJHEHWUA MaKpOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabaoOH, coCTOAWMIN N3 06BABNEHNA, HAaNpUMep
value2] [pattern3 value3] CMMBOIOB cumBona "%", u nepemeHHoM, HanUCaHHbIX CIMTHO;
- value — nepemeHHasn KoHdUrypaumuu.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:
console#

Tabnuua 32 — KomaHab! pexxknma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wab0oH, cocTOAWMI U3 06BABNEHUS, HANPUMEP
value2] [pattern3 value3] CMMBO/IOB cumBsona "%", u nepemeHHoM, HanUcaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
macro trace word OTo6pasnTb NpoLLecC BbINOJHEHMA MaKpoOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabA0OH, COCTOALMIN U3 06BABNAEHUA, HaNpUMepP
value2] [pattern3 value3] CUMBOJI0B cumeona "%", U nepemeHHOM, HanMUCaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
show macro OTo6pasnTb MNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

i ycTpoiicTse.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Buza 3anpoca KOMaHZAHOW CTPOKM peXxmnma KoHbUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 33 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MprUMeHNTb YKa3aHHbIA MaKpoc.
[pattern1 valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 06BABNEHMSA, HANPUMEP
value2] [pattern3 value3] CMMBOJI0B cumBona "%", n nepemMeHHOM, HanNMCcaHHbIX CIMTHO;

- value — nepemeHHas KoHoUrypauuu.
macro trace word OT06pasnTb NPOLLECC BbIMOJHEHUA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOAWMMN U3 06BbABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBONOB cumBona "%", v nepemeHHOM, HaMUCaHHbBIX CAUTHO;

- value — nepemeHHas KoHoUrypauuu.

[pumep UCNoaAb308AHUA MAKPOKOMAHO:

console (config) #fmacro name 1234

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gi0/%1

switchport mode access

switchport access vlan %2

description %3

@

consolefmacro apply 1234 %1 6 %2 10 %3 "giO0/6"

4.4 KomaHAapbl ynpaBaeHUa cUCTeMmomn

KomaHOwbI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console>

Tabnnuya 34 — KomaHAabl ynpasaeHna cuctemon B pexkume EXEC

3Ha4yeHue/3Ha4veHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO
ping {A.B.C.D | host | ipv6 KomaHgza cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
AAAA::BBBB} [size size] npotokona ICMP yKkasaHHOMY y3/ly CETU, a TaKKe AN KOHTPoAA
count count] [timeout noctynatowumx oteetos (ICMP Echo-Reply).
[. I host: (1..158) cumBoNOB; Y W ( pIY)
timeout] . N - A.B.C.D — IPv4-agpec y3na cetu;
size: (36..2080)/64 6aiT;
- AAAA::BBBB — IPv6-agpec y3na cetu;
count: (0..10)/3; host — nomeHHOE MMA y31a ceTu;
timeout: (1..100) ) A y ’ .
- size — pa3mep NakeTa 419 OTNPaBKK, KONMYECTBO HalT B NakeTe;
- count — KONIMYECTBO NaKeToB ANA Nepesayu;
- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc.
traceroute {A.B.C.D | host | OnpepeneHve maplupyTa TpaduKa 0 y31a Ha3HaYeHus.
ipvé AAAA::BBBB} [size size] - A.B.C.D — IPv4-apapec y3na cetu;
[ttl tt/] [count count] - AAAA::BBBB — IPv6-aapec y3na cetu;
[timeout timeout] host: (1..63) cumBONOB; - host — pomeHHOEe UMA y31a ceTu;
size: (64..1518)/64 6aiit; | - Size — pa3mep nNakeTa ANA OTNPABKM, KONMYECTBO 6alT B NakeTe;
ttl: (1..255)/30; - tt/ — MaKcMManbHOE KONMYECTBO Y4acTKOB B MapLUpYyTe;
count: (1..10)/3; - count — KOAMYECTBO MOMbITOK Nepegayn MakeTa Ha KaxKaom
timeout: (1..60)/3 c y4acTke;
- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc.
OnucaHue oWU60K NPU BbINOIHEHUW KOMAHA U pe3yb-
V TaToB NpUBEAEHO B Tabanue 36.
show users OT106pasnTb MHOOPMALMIO O NOAb30BATENAX, UCNONb3YIOWMUX pe-
CypCbl YCTPOMCTBA.
show system information - BbIiBOA, CUCTEMHOWN MHPOPMALUN.
show nvram OT106pasnTb MHPOopMaLMio 06 yCTPOICTBE B SHEProHe3aBUCMMOIA
namaTu.
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show tech-support

BbiBOA KOMaHAbI NpeacTaBafeT coboi KoMOMHALMIO BbIBOAOB
NnepeyYncaeHHbIX HUXKE KOMaHA:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ip route

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTPokK B pexxkmnme Privileged EXEC umeeT cneaytowmin Bua;

console#

Tabnuua 35 — KomaHabl ynpasneHusa cuctemoli B pexkume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

reload

KomaHga cayxuT 4ns nepesanycka ycTpoicTsa.

reload at hh:mm:ss [day month]

hh: (0..23);
mm:(0..59);

ss: (0..59);
day: (1...31);
month: (1..12)

YcTaHOBKa BpemeHu nepesarpysku ycTpoiicTaa.

reload in {hours minutes}

hours: (0..168);
minutes: (0..59)

YcTaHOBKa BpeMeHMU, yepes KoTopoe NPon3onaeT nepesarpyska
yCTpOWMCTBa.

reload cancel

OTMeHa OT/I0KEHHOI Nepesarpysku.

show reload - MpocMOTp BpeMeHU, Ha KOTOpOoe HasHaYeHa nepesa-rpyska.
show env {CPU} - MOHUTOPUHT yTUAK3aLmm CPU.

show env {tasks} - MoHuTOopUHr yTnansaumm CPU no npoueccam.

show env {RAM} - MOHUTOPUHT yTUAM3aLmn RAM.

show env {temperature}

MOHUTOPUHT TePMOATYMKA.

show env {flash}

MoHuTopuHr flash-namaTu.

show env {power}

MoHUTOpUHr NuTaHnAa n AKB.

show env {all}

MOHUWTOPMHT BCEX NAPAMETPOB OKPYKEHUA.
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show env {dry-contacts} -

MOHMTOpMHF TeKyulero CoOCToAHNA CyXnUX KOHTAKTOB.

show env {fan} R

MOHUTOPUHT COCTOAHWS BEHTUAATOPOB.

show env {fan thresholds}

0OT06pasunTb TabanLy ¢ AONYCTUMbIMKU CKOPOCTAMM BpaLLeHUn
BEHTUIATOPOB.

telnet {A.B.C.D | host |
AAAA::BBBB |

AAAA::BBBB%interface} [-| name] host: (1..63) cumsonos

OTkpbiTve TELNET-ceccumn ans ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface - nHTepdelic;

- name — UMA NoNb30BaTeNA.

show telnet-client -

OTo6pasunTb cTaTyc KAneHTa Telnet n KoAIMYECTBO aKTUBHbIX cec-
CUNA.

ssh [@] {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name] -
[-1]-2] [-C] [-v] [command]

OTKpbITMe SSH-ceccun ana ysna cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface — nHTepdeic;

- name — UMA NONb30BaTENA;

- 1 —wucnonb3osaTb ToNbKO SSH Bepcuu 1;

- 2 —1cnonb3oBaTb ToNbKO SSH Bepcuu 2;

- C—3anpocuTb CKaTue AaHHbIX;

-V —nogpobHo oTobpakaTb NPOLECC NOAKNOYEHNS;

- command — KomaHZa, BbinosiHAemas Ha SSH-cepsepe.

show ssh-client -

OTo6pa3unTb cTaTyc KAneHTa SSH 1 Ko/IMYeCcTBO aKTUMBHbIX Cec-
cun.

create ssl crypto key rsa [1024 |

CreHepupoBaTb NPMBATHbIV KoY ana SSL-cepBepa Ha KOmMMy-

2048] TaTope.
create ssl cert-req algo rsa sn
[string] - CreHepupoBaTb 3anpoc Ha cepTUdMKaT OT KOMMyTaTopa.

create ssl server-cert -

BkAtounTb perkmm BBoAa cepTudmKaTta.

Mpw BbINOAHEHUN KOMAHAbI traceroute MOTYT NPOU30MTH OINMGKM, onucaHme olWnboK NpMBeaeHO

B Tabanue 36.

Tabanua 36 — OWKMOKKM NpU BbINOJHEHUWN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TaimayT Npu NonbITKe Nepesayun nakera.
? HewnsBecTHbIV TUM NaKeTa.
A AZMUHUCTPATUBHO HegocTyneH. O6bIYHO NponcXxoamuT Npy 610KMPOBAHUMN UCXOAALLETO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTcs pparmeHTaums n yctaHoBka 6utos DF.
H Y3en cetn HeJgoOCTyneH.
N CeTb HegOCTYNHa.
P MpoTOKON HeaoCTyneH.
Q NCTOYHMK NnoaaBneH.
R NcTekno Bpema nosTopHoM cbopkn pparmeHTa.
S OwnbKa ncxoaalero mapLupyTa.
U MopT HepoCTyneH.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pexkmnme rnobanbHoi KOHOUTypaumm MMeeT cieayowmnii Bua;

console (config) #

Tabnunua 37 — KomaHAabl ynpaBieHUa CUCTEMOW B pexxume rnobanbHol KoHpUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

hostname name

KomaHaa cny»KuT o1 3aaHuA CeTeBoro MMeHM yCTpoicTea.
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no hostname name: (1..128) .
BepHyTb ceTeBOe MMA YCTPOCTBA B 3HAYEHWNE MO YMOHYAHMIO.
CMMBONOB/-
system location name name:(1..255) .
3apaTb MHOOPMALMIO O MECTONOIOKEHUMN YCTPOMUCTBA.
CMMBOIOB
system contact name name:(1..255) .
3a4aTb KOHTAKTHYIO MHPOPMaLMIO YCTPOMCTBA.
CMMBONOB
system description name name:(1..255) N
3agaTtb onMcaHue ycTpomcTea
CMMBO/10B
cpu rate limit queue queue YCTaHOBWUTb OrPaHNYEHME CKOPOCTU BXOAALLMX Kagpos (frame) gna
maxrate pps onpeaeneHHol oyepeam
- ppS — NAKeToB B CEKYHAY.
V Peanusyet ¢pyHKumio CoPP (Control plane protection).
queue: (1-8)

cpu-rate limit queue gueue
maxrate 128

-pps: 1..2000/128

V PacnpegeneHue ouepegeii ana npuHuMmaemoro Tpadpuka
Ha CPU npusepeHo B MpunoxxeHue B. Ouepeau ana npu-
HMUMmaemoro Ha CPU tpaduka.

BOCCTaHOBUTL 3Ha4YeHWe pps MO YMOIYAHUIO /1A ONpesesieHHOM
ouepeam.

reset-button {enable | disable
| reset-only}

- enable — Npu HaxKaTum KHoNKK F anntenbHocTbio meHee 10 ce-
KYHA, NPOUCXOAMT nepesarpy3Ka yCTPOMCTBA; NPY HaXaTumn Ha
KHOMKy 6onee 10 cekyHA, NponcxoauT cbpoc ycTpolicTBa A0 3a-

-/enable .
BOZCKOM KOHOUrypaumm;
- disable — kHonKa F oTKAlOYEHA (He pearMpyert Ha Ha)KaTue);
- reset-only — TONbKO Nepesarpyska.
set telnet-client enable BkntounTb paboty TELNET-knneHTa.
- - -/BKNtOYEHO
set telnet-client disable Bbikntountb paboty TELNET-knneHTa.
set ip http enable .
Bkatountb HTTP-cepBep Ha ycTpoMCTBE.
-/BKAKOYEHO
set ip http disable Bbikntountb HTTP-cepBep Ha ycTpoiicTse.
HasHauuTb nopt, npocnywmsaembli HTTP-cepBepom.
ip http port port 80 , |  Tpebyetca nepe3anyck HTTP-cepBepa gna npumeHeHUs
we  Hacrpoiiku.
set ssh-client enable BkatounTb paboTy SSH-KAMeHTa.
-/BKAKOYEHO

set ssh-client disable

BbIkntounTb paboty SSH-KnmerTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IIOYEHO

BKAtouUMTb OTNPaBKy cooblueHuii dying gasp.
V‘ TonbKo gna ycrpoiictea MES2448B.

V Mpwu BKAOYEHUUN OTNPaBKKU cooblieHuit dying-gasp BbiK-
noyvaetca moHutopuHr AKB.

BbIKNOUNTb OTNPaBKy coobuweHuii dying gasp.

env battery monitor enable

env battery monitor disable

-/BKNIOYEHO

BkntounTb MOHUTOPUHT AKB.
V Tonbko ana yctpoiictea MES2448B.

Mpwu BkAoueHUn moHutopuHra AKB BbikatouyaeTtca otn-
V paBKa coobuieHuit dying-gasp.

BbikntounTb MOHUTOPUHT AKB.

env maximum CPU threshold

percentage:1-100/100

HacTpouTb normposaHue o NpesbllleHNnn 3a4aHHOTO B NPOLEeHTax

percentage nopora ytuamsaumm CPU.

env maximum RAM threshold HacTpouTb florMpoBaHue o0 NpeBbIlEHNN 334aHHOTO B MPOLEHTax
percentage:1-100/100 P P P A pow

percentage nopora ytunmsaunun RAM.

env maximum flash threshold
percentage

percentage:1-100/100

HacTpouTb siorMpoBaHne O NPEeBbILEHNN 334aHHOMO B NPOLEHTax
nopora ytunusaumu flash.

banner exec [string]

no banner exec

-/BbIKOYEHO

HacTpouTb npuBeTcTBMe ANs HeaBTOPU3OBaHHbIX MOJib30BaTeNen
Npv NOAKAOYEHUN K KOMMYTaTOPY.

string — TEKCT NPUBETCTBUA OJIMHON A0 256 CMMBO/IOB.

Mpu BBOAE KOMaHAbl 6e3 mapameTpa string NpuBeTCTBUE MOXKET
umeTb aavHy o 1023 cumBonoB. BBog npuBeTCTBUA NpepbiBaeTca
C NOMOLLbIO cMmBona "@".

Yaanutb npuseTcTBMeE 414 HEaBTOPU3O0BaAHHbIX nosb3osaTesnei.
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banner login [string]

no banner login

-/BbIK/IIOYEHO

HacTpouTb npuBeTCcTBME A4 NOAb30BATENEN NOC/E aBTOPU3AL MM,

string — TEKCT NPUBETCTBUSA ANHOM A0 256 cumBO/IOB.

Mpu BBOAE KOMaHAbl 6e3 napameTpa string NpUBETCTBUE MOKET
mmeTtb annHy ao 1023 cumsonos. BBog npuBeTcTBUA NpepbiBaeTca
C NomolLbio cumeona "@".

Ypanutb npuBeTcTBME AN1A aBTOPU3OBAHHbIX nonb3osaTesniei.

logging events reload

no logging events reload

-/BKAOYEHO

BKAtOUUTL OTNPaBKY snmp Tpanos 1 syslog coobuieHnit npu nepe-
3arpysKe ycTpoicTea no KomaHge «reload» nnm yepes SNMP.

BbIKNHOUYMTL OTNPABKY SNMp TpanoB U syslog coobLueHnii npu nepe-
3arpysKe ycTponctea no KomaHge «reload» nnm yepes SNMP.

ip http secure server

no ip http secure server

-/BbIK/IIOYEHO

Bkntounts HTTPS-cepBep Ha ycTpoicTse.

OTKkAtounTb HTTPS-cepBep Ha ycTpoiicTBe.

Tabnnuya 38 — KomaHabl pexkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o ymMon4aHuto

Aelicmeue

clear cpu rate limit counters

Ou4mnCTUTL cYeTUMKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHne cyeTymKos rate limit Ha CPU.

set cli pagination on

BK/IIOUMTb NOCTPAHUYHDIN BbIBOA KOHOUTYpaLmu.

set cli prompt off

— -/on ,
set cli pagination off OTKNOUYNUTL NOCTPAHUYHBIN BbIBOA, KOHbUTYpauuu.
. BKAOUMTL NoATBEpPXKAEHWE nepes BbINOJHEHUEM HEKOTOPbIX KO-
set cli prompt on ATBEPHA PeA P
MaHa,.
-/on

OTKNOUYNUTL NOATBEPNKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX KO-
MaHz.

4.5 KomaHabl ANA HAaCTPOMKKU NapameTpoB ANA 3a4aHUA naponei

[aHHbIN pa3gen npegHasHayeH Ana HaCTPOMKM 3a4aHnA Naponei ANsA Nonb3oBaTenei.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexume rnobasbHON KOHOUTypaLMmM MMEET CieayoWmin BUA,:

console (config) #

Tabnuua 39 — KomaHabl ynpaBieHUsA CUCTEMON B pexxnme rnobanbHo KoHOUrypaLumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

password validate char
[lowercase | numbers |
symbols | uppercase]

no password validate

-/BbIK/IOYEHO

BKNIIOYUTL MeXaHW3M NPOBEPKM Naponei.

- lowercase — naponb AOMKEH COAEPHKATb CUMBOJIbI HUKHETO peru-
cTpa;

- numbers — Naponb AOMKEH COAEPKATb XOTA 6bl 0AHY UMPY;

- symbols — naponb AOMKEH COXKEPHKATb XOTA Obl OAUH CUMBO;

- Uppercase — Napo/ib AO/MKEH COAEPHKATb CUMBOJIbI BEPXHETO pe-
rucrpa.

OTKNOYUTE MEXaHU3M NPOBEPKM Naponei.

password validate length
length

no password validate

length: (0..20)/0

3apaTb MWHUMA/IbHYIO AIMHY NapOoaA.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

login block-for timer attempts
value

no login block-for

timer: (30-600)/30 cek
value: (1-10)/3

YCTaHOBUTb:

- timer — Bpema 610KMPOBKM JIOKANIbHOMN YYETHOM 3anncK Nonb3o-

BaTens;

- value — KonnuyecTBo MAyWMUX NOAPAL NOMbITOK BBOAA MApOAA C
owmnbKoN A0 BNOKMPOBKM IOKANbHOM YY4ETHOM 3anncK Mob30Ba-
Tens.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.
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3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cneaytowmim BuA;:

console#

Tabaunuya 40 — KomaHabl gns paboTbl ¢ pannamm B pexkmme Privileged EXEC

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHoa Aeiicmeue

show password validate rules - MpocMoTp TeKkyLel HacTPOMKM MexaHM3mMa NPOBEPKN Naposiei.

4.6 Paborta c paitnamu

4.6.1 OnucaHue ap2ymeHmMo8 KOMAaHO

Mpu ocyuwecTBaeHnn onepaumin Hag dannamm, B Ka4ecTBe apryMeHTOB KOMaH/, BbICTYNatoT ajpeca
URL — onpegenuteny MecTOHaxoXaeHua pecypca. OnucaHuve K/YEBbIX CNOB, WCMOJ/b3yeMbIX B
onepauusx, npueeaeHo B Tabaunue 41.

Tabnnua 41 — CnncoK KAtoyeBbiX CN0B U UX ONUCaHKUe

Knrouyesoe cnoeo OnucaHue

McxoaHbli agpec uam agpec Mecta HasHauyeHus ANs SHEeProHe3aBMCMMON NamATh. DHEeProHe3asu-
flash:// CUMasn NamATb UCMOJb3YETCA Mo ymonyaHuio, ecnm agpec URL onpegener 6e3 npedukca (npeduk-
camu asnstotca: flash:, tftp:, scp:...).

running-config Paiin TekyLen KOHPUrypaumm.
startup-config daiin nepsBoHaYanbHOM KOHOUTypauuu.
active-image ®aiin c akTMBHbIM 06pasom.
inactive-image ®daiin c HeaKTMBHbIM 0b6pasom.

McxoaHblvi agpec nav agpec mecra HasHadeHua gna TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-appec unu ceteBoe Mms yCTPOMCTBA;

- directory — kartanor;

- filename — vms daiina.

McxopHbI agpec nnv agpec mecta HasHadeHusa ana USB-Hakonutens.
CunTtakcmc: usb://[directory]/ filename.

ush: .
/" - directory — kaTanor;
- filename — vms daina.
logging ®daiin c uctopmein KomaHg,

4.6.2 KomaHObI 0ns pabomei ¢ halinamu

3anpoc KomaHaHoM cTpoku B pexkmme Privileged EXEC nmeeT cneaytowmin sua;

console#

Tabnunua 42 — KomaHabl ans paboTbl ¢ pannamm B pexkmume Privileged EXEC

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no yMmon4aHuio
copy source_url KonupoBaHue daiina ns MectononoKeHnsa UCTOYHMKA B MEeCTOMNo-
destination_url image NOXeHue Ha3HavyeHuA.

- source_url — mecTononoxeHve konupyemoro daiina;

source_url: (1..160) - destination_url — appec mecTa HasHayeHus, Kyaa ¢ain byaeT cko-

) C@MBOHOB' NMPOBaH.
" destination_url: (1..160) 2
copy startup-config CAMBONOB CoxpaHeHwue nepBoHaYanbHOM KOHGUIypaLumm Ha cepsepe.
L MBON
destination_url
copy source_url boot KonupoBsaHue daitna HauanbHOro 3arpy3ymKka 13 MecTomnonoxeHus
MCTOYHMKA B CUCTEMY.
dir [flash:path | dir_name] - OT06pa3nTb CNMCOK palinos B yKasaHHOM KaTasore.
more [flash:path | file_name] - OT06pasunTb coaepkmmoe daina.
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pwd - OT06pasnTb NYTb 40 TEKYLLEN AUPEKTOPUMN.

cd [flash:path | dir_name] - N3meHWTb AMPEKTOPUIO Ha YKa3aHHYIo.

mkdir [flash:path | dir_name] - Co34aTb AMPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

rmdir [flash:path | dir_name] - YAanuTb AUPEKTOPUIO C YKa3aHHbIM Ha3BaHMEM.

erase [flash_url] - Ypanute dpaiin

erase startup-config - Yaanutb dain nepBoHayvanbHOM KoH$Urypaumu.

erase nvram: - C6pocuTb A0 AedONTHON IHEProHe3aBUCUMYIO NAMATD.

erase flash:/LogDir/filename - Yaanute $ain 3anucy aBapuiiHbIX U OTAAL04YHbIX COOBLLEHWNA.

boot system inactive - 3arpysuTbca ¢ HeakTUBHOro 06pasa Mo.

boot system active - 3arpysuTbca ¢ akTUBHOTO 0bpasa MO.

delete startup-config ) Yaanutb Gainn nepBoHavyanbHOM KOHPUIYpaLLMM BMECTE C O4MCTKOM
rnobasibHbIX HACTPOEK NVram 1 yaaneHnem nosib3osartesnei

show running-config OT06pasnTb cogepknumoe ana Tekywehn KoHdMrypauum

[interface {fastethernet fa_port: (0/1..24); (running-config).

fa_port | gigabitethernet gi_port: (0/1..48); - interface — KoHUrypauusa nHTepdeiicos KommyTaTopa - pusmnye-

gi_port | two_port: (0/1..8); CKux MHTepdeicos, rpynn uHtepdericos (port-channel), VLAN-uH-

twopointfivegigabitethernet te_port: (0/1..11); Tepdelicos, MHTepdelica 3amblkaHUA Ha cebs;

two_port | group: (1..24); - igs — IGMP snooping;

tengigabitethernet te_port | vlan: (2..4094); - la —link-aggregation;

port-channel group | vlan module: (igs, la, stp..) - stp — spanning-tree.

vlan_id][module]

show startup-config ) OT06pa3uTb copep:knumoe ¢aina nepBoHaYasibHOW KOHUrypa-
TIZR

show bootvar ) MoKas3aTb aKTUBHbIN ¢ain cuctemHoro MO, KOTopbIA YCTPONCTBO
3arpy)kaeTt npu 3anycke.

write {startup-config | url} i CoXpaHWTb TEKYLLYIO KOHUrypaLmio B Gaini nepBoHayYaNbHOM KOH-
durypauum.

replace running-config ) 3ameHuTb running-config KoHpUrypaumein s darina.

[flash:path]

clear running-config - OuYnCTUTL TeKyLLyto KoHOUrypaumto (running-config).

diff [flash:path] [flash:path] - CpaBHUTb ABe KOHbUTypauuu.

Cepsep TFTP He moxeT 6bITb aAPECOM UCTOUHUKOM U aAPECOM Ha3HAYEHUA ANA OAHOIA
e KOMaHAbl KONUPOBaHUA.

MpocMoTp aKTUBHOTO M HEAaKTUBHOro 0b6pasa AocTyneH U3 u-boot. a5 3Toro B KOMaHAHOM CTPOKe U-
boot Heobxoamumo BBecTH:
MES2428+# bootimg print
KomaHaa ans cmeHbl akTMBHOTo obpasa 13 u-boot:

MES24284# bootimg inactive

KomaHga «bootimg inactive» npumeHseTtca 6e3 oxKngaHua NoATBEpXKAeHUA.

L

Mpu 3arpyske ¢aiina KoHpUrypauum c yaaneHHoro cepsepa B «startup-config» B Hauane
daitna Heobxogumo [06aBUTL CTPOKY C CUMBOIOM « I»,
®aitn KoHpUrypaumm aonKeH umeTtb paclumpeHue «.conf».

L

4.6.3 KomaHObI 0ns pe3epsupoeaHusa KOHgu2ypayuu

B AaHHOM pasaesne onucaHbl KOMaHAbl, NO3BOJIAOLLIME PE3EePBUPOBATL KOHOUIYPALMIO Ha cepBep.
[na pesepBrupoBaHUA KOHPUIypaLMM HeOBX0AMMO YKas3aTb agpec cepsepa.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobasibHon KoHdUrypaumm:

console (config) #
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Tabnunuya 43 — KomaHabl perkuma rnobanbHo KoHpUrypaumm

3HayeHue/3HavyeHue .
KomaHoa / Aelicmeue
o ymon4YaHuro

backup server dest_url YKasaTb agpec cepBepa, Ha KOTopbl byaeT Npon3BOAUTLCS pe-
3epBUpoOBaHMe KoHPUrypaummu. CTpoKa B bopmare
«tftp:// XXX XXX XXX XXX ».

no backup server YoanuTb agpec cepsepa.

backup path path YKasaTb NyTb pacnonoxeHusa daina Ha cepBepe C NpepurKcom
nmeHu daiina. NMpu coxpaHeHUU K npeduKcy byaet nobasneHa Te-
KyLlan AaTta v Bpems B popmate rrrrmmagyummec.

no backup path Y8anvTb NnyTb ANA pe3epBMpoBaHmUA.
backup auto BKNIIOYUTb aBTOMATMYECKOE Pe3epBUPOBaHME KOHOUTYpaLUU.
no backup auto BbIKNIOYUTL aBTOMATUYECKOE Pe3epBUPOBaHME KOHOUIYpaLUu.
backup history enable BKNOUNTL COXPaHEHWE NCTOPUU pPe3epPBHbIX KOMUN.
no backup history enable BbIKNHOYMTb COXPAaHEHWE UCTOPUM Pe3EPBHbIX KONWUA.
backup time-period timer ) YKa3aTb NPOMEXKYTOK BPEeMeHM, Mo UCTeYeHUn KoToporo byaer
timer: OCYLLEeCTBNATLCA aBTOMATUUYECKOe pe3epBUpoBaHME KOHdUrypa-
(1..35791394)/720 mu-
uun.
- . HYT
no backup time-period YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.
backup write-memory BKAloueHWe pe3epBMPOBaHWUA KOHOUIypaLuMu npu coxpaHeHum
-/BbIKNIOYEHO nonb3osaTenem KoHdurypaumum Ha flash-HakonuTens.
no backup write-memory YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cneayowmin Bua;

console#

Tabnunua 44 — KomaHabl pexkmuma Privileged EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4aHuwo

backup running-config - Co3paaTb pe3epBHYIO KOMUIO KOHOUIypaLuuio Ha cepeepe.

4.7 HacTpoiiKa CUCTEMHOro BpeMeHMU
/ Mo ymonuyaHuio aBTOMaTUYECKUI Nepexoa Ha JieTHee Bpems OCYLUEeCTBAAETCA B COOTBET-
cTBMM co cTaHgapTamu CLLUA n Esponbi. B KOHGUrypauum moryTt 6biTb 3agaHbl ntobble gata

1 Bpemsa ANA nepexoaa Ha ieTHee BpemMa u obpaTHo.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHAHoOM cTpoKkK B pexkmme Privileged EXEC umeeT cneaytowmin Bua;:

console#

Tabnunua 45 — KomaHabl HaCTPOMKM CUCTEMHOTO BpemeHu B pexknume Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
clock set hh:mm:ss day month hh: (0..23); PyyHana ycTaHOBKa CMCTEMHOrO BpeMeHM (KomaHAaa [AOCTynHa
year mm: (0..59); TO/IbKO A1A NPUBUIETMPOBAHHOIO NO/b30BaTENA).
ss: (0..59); - hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecsu; year — rog.
month: (Jan..Dec);
year: (2000..2037)
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KomaHOobl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmin Bua;

console#

Tabnunua 46 — KomaHabl pexkmma Privileged EXEC

KomaHoa 3Ha4yeHue/3HayeHue Aelicmeue
no ymon4aHuwo
show clock - MoKas3aTb cucTeEMHOE BpemMsa 1 aary.
show clock properties - OTo6pasunTb CBONCTBA.

KomaHObI pexcuma 2a06an6Hol KoOHpu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peKmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 47 — CNUCOK KOMaHA A4/1A HacTPOMKM CUCTEMHOIO BPeMEHU B peXKMMe rnobanbHOM KoHOUrypa-

Lum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock time source ntp

no clock time source

YctaHoBuUTb SNTP-cepBep MCTOYHMKOM CMHXPOHWU3ALUU BPEMEHMU
L8 YCTPOKCTBa.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBUTb YacoBOE CMeLLleHMe OTHOCUTENbHO HYNeBOro Mepuam-
aHa.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

KomaHObI pexcuma kKoHguaypauuu SNTP

[na nepexona B pexxmm KoHdurypaumm SNTP HeobxoaMMO MCNOIb30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKM B pexxume KOHPUrypaumnm nHtepdelica MMeeT ciesyowmn BUA,:

console (config-sntp) #

Tabanua 48 — CNMCOK KOMaHA AR HAaCTPOMKM CUCTEMHOTO BPEMEHM B perKMMme KoHbUrypauum sntp

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKNtounTb aBTOMaTMYecKuii nonck SNTP-cepBepa B pexkume
unicast.

BbIKNtOUMTb aBTOMATUYECKMi nouck SNTP-cepeepa B pexxume
unicast.

ipv6 | host} ip_addr [priority

udp_port]

set sntp unicast-server {ipv4 |

priority] [version version] [port

no sntp unicast-server {ipv4 |
ipv6} ip_addr

MosKeT 6bITb 334aHO A0
4 cepsepoB
priority: (1..15);
port: (1025..36564);
version: (3..4);
host: (1..63) cumBonios

YKasaTb ip-agpec SNTP-cepsepa.

Ypanntb ip-agpec SNTP-cepBepa.

set sntp client enable

set sntp client disable

-/disabled

BkntounTb paboty SNTP-knuneHTa.

BbIkntounTb paboty SNTP-kAneHTa.

set sntp client addressing-
mode unicast

-/unicast

YKasatb pexum pabotbl SNTP-knneHTa.

key key md5 parametrs

set sntp client authentication-

key: (0..65535)

YCTaHOBUTb KAtoY ayTeHTUdMKaumm gns SNTP-KnneHTa.
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set sntp client clock-format _/hours YcTaHOBUTL popmart yacos gnst SNTP.
{ampm | hours}
set sntp client port port_num port_num: (123, 1025- | YctaHoBuTb UDP-nopt ana SNTP-kAneHTa.
65535)
set sntp client time-zone zone zone: (+00:00 to 3a4aTtb 3HaYeHUe YacoBOro nosca.
+14:00)
set sntp client version version version: (v1,,v4) 3afaTb Bepcuio NPoToKona ansa pabotbl SNTP-kaMeHTa.

Tabaunuya 49 — KomaHabl perkmma Privileged EXEC

KomaHoa 3HayeHue/3HavyeHue Aeiicmeue
no yMmoa4YaHuro
show sntp statistics - MokasaTtb cTaTUCTUKY npoTokona SNTP.
show sntp status - Mokasatb cTaTyc npoTtokona SNTP.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM cTPOKM B pexxkume Privileged EXEC:

console#

Mpumep Hacmpoliku SNTP-knueHma 014 cepsepa 192.168.1.1:

console (config)# sntp

console (config-sntp) # set sntp client enabled

console (config-sntp)# set sntp client addressing-mode unicast
console (config-sntp)# set sntp unicast-server ipv4 192.168.1.1
console (config-sntp) # exit

console (config) #clock time source ntp

4.8 KoHdurypauua nntepoeiicos u VLAN

4.8.1 Mapamempeol Ethernet-uHimepdeiicos, Port-Channel u Loopback-uHnmepdelicos

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica (QuanaszoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port | port-channel group | range {..} | loopback Ioopback id }
console (config-if) #

[aHHbI peXXnm A0CTyNeH U3 perkMma KOHOUIypauumn v npegHasHavyeH Ans 3aJaHus NapameTpos
KOHUrypaumm uHTepdeiica (nopTa KoMmyTaTtopa WAM Tpynnbl MOPTOB, paboTalowux B pexMme
pasaeneHus Harpysku) iMbo gruanasoHa MHTepdeincos.

Bbibop MHTepdeiica ocywecTBaseTcA NPy NOMOLLM KOMaHA, NpuBeaAEHHbIX B Tabauue 50:

Tabnunua 50 — KomaHabl Bbibopa nHTepdeiica ans MES14xx, MES24xx, MES37xx

Komanoa HasHavyeHue
interface fastethernet fa_port [ns HacTpolikn uHtepdelicos Fast Ethernet.
interface gigabitethernet gi_port [ns HacTpolikn 1G-nHTepdecos.
interface twopointfivegigabitethernet two_port [na HacTpoiku 2,5G-uHTepdeiicos.
Interface tengigabitethernet te_port [na HacTpoiku 10G-uHTepdericos.
interface port-channel group [NA HaCTPOMKM rpynn KaHanos..
interface loopback /oopback_id [ns HaCTPOMKM BUPTYabHbIX MHTEPhENCOB.
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roe:

— fa_port — nopaaxosbin Homep 100MB-uHTepdeiica, 3apaetca 8 suge: 0/1;

— gi_port — nopaaKkosblit Homep 1G-uHTepdeiica, 3agaetca B suae: 0/1;

— two_port — nopsaakosbii Homep 2,5G-nHtepdeliica, 3agaerca 8 suae: 0/1;

— te_port — nopsaakosbit Homep 10G-uHTepdelica, 3agaetca B suae 0/1;

— group — nopsaAKoBbIA HOMep rpynnbl, obLwee KOANYECTBO cornacHo Tabamue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— loopback_id — nopsakoBbIi HOMep BUPTyanbHoro uHTepdelica, obuiee KOANMYECTBO COrTacHoO Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

KomaHZbl, BBeAeHHble B peMme KOHdUrypauunm wHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepdelicy.

Tabnuua 51 — KomaHabl pexkuma koHpurypaumm uHtepoericos Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown

no shutdown

-/BKIOYEHO

BbIKNHOUYNTD
channel).

KoHbUrypupyembiit  uHtepderic (Ethernet, port-

BKNOUUTL KOHOUTYPUPYEMbBIA MHTEpPDENC.

description description

description: (1..128)

[o6aeutb onucaHue nHtepdelica (Ethernet, port-channel).

— cumBoNOB/HET
no description onUcaHns YaanuTb onmcaHune uHTepoeica.
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepegayuun gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME N0 YMONYAHMIO.
duplex mode 3afaTtb pexum aynaekca uHtepoelica (nonHoaynAeKcHoe coeau-
mode: (full, half)/full HeHuWe, NnonyaynaekcHoe coeguHenune, Ethernet).
no duplex YCTaHOBWTb 3HaYEHMeE N0 YMOYAHUIO.

negotiation [capl
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f)

BK/iloyaeT aBTOCOrnacoBaHMe Aa CKOPOCTM M AynieKkca Ha HacT-
panBaemom nHTepdeiice. MOXHO yKasaTb onpeaeneHHble COBMe-
CTMMOCTM MapameTpa aBTocornacoBaHua. Ecam napametpsl He 3a-
AaHbl, TO NOAAEPNKMBAKOTCA BCE COBMECTUMOCTY.

7 ABTOCOrnacoBaHMe HacTPaMBaETCA TO/IbKO Ha UHTepdeid-
V cax Ethernet.

BbIK/lOYaeT aBTOCOr/acoBaHWe ANA CKOPOCTM M Aynaekca Ha
HacTpanBaemom MHTepodeiice.

flowcontrol on

flowcontrol off

mode: (on, off)/off

3apaTb pexmm ynpasnaeHua notokom flowcontrol (BkatounTs, OT-
KNOYUTb UM aBTOCOrNacoBaHue). ABTocornacosaHue flowcontrol
paboTaeT TONbKO B CAyYyae, €CM PEeXMM aBTOCOrNacoBaHUA
negotiation BKk/iOYeH Ha HacTpavBaemom MHTepodeiice (Ethernet,
port-channel).

OTKAOYUTD pexXum ynpasieHnAa NOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bblbop TMNa KOM60-NopTa B KaUecTBe OCHOBHOIO HOCUTENA.

- force-fiber — paspelweHa akKTMBHOCTb TONLKO OMNTUYECKOMW YacTu
KOMb0-nopTa;

- force-cooper — paspelueHa aKTUBHOCTb TO/IbKO MeAHOW 4YacTu
KOoMb0-nopTa;

- prefer-fiber — npenmyLLeCTBO ONTUYECKOTO NNHKA.
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mtu size YcTaHOBUTL 3HaYeHMe maximum transmission unit (MTU) ans uH-
Tepdelica
- size — pasmep nakema (Koauyecmeo 6alim e nakeme)

' KomaHga goctynHa TonbKo gns ycrpoiicte MES2424,

H MES2424B, MES2424FB, MES2424P, MES2448, MES2448B,

MES2448P, MES2410-08DP, MES2410-08DU, MES2420-
size: (128..12288)/ 48P, MES2420B-24D, MES2411X, MES3400-24, MES3400-
12288 Gaiit 24F, MES3400-48, MES3400-48F, MES3710P.

Ecnu Ethernet-untepdeiic Bxogur B coctas Port-Channel,
TO Ha HeM Henb3Aa U3MEeHATb 3HayeHne MTU.

® —y

' AedonTtHoe 3HaueHne MTU pgna Ethernet u Port-Channel
H UHTepdeiicoB paBHO 3HAYEHUIO 3af4aHHOMY KOMaH-
B0l system mtu B pexxume rnobanbHoii KOHGUrypauuu.

no mtu YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.
MapameTp HaCTPOMKM 1A NAPAMETPOB rX-4acTu ONTUYECKUX UH-
Tepdelicos.
hardware serdes rx leq value
value: 0-31/8 ! KomaHaa focTynHa ToNbKO ana ycrpoiicts MES2424.

BepHyTb HAaCTPOMKKM NO YMOJIYAHUIO NAPAMETPOB rX-4acTu onTuye-

no hardware serdes rx leq CKIX MHTEPGeiicoB

KomaHObI pexcuma 2a0banabHol KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXnume rnobanbHoN KoHOUrypaumm:
console (config) #

Tabnuua 52 — KomaHabl pexknma rnobanbHoN KoHPUrypaumm

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
errdisable recovery interval YCTaHOBUTb BPEMEHHOW WHTepBaa ANA aBTOMAaTUYECKOro
interval NOBTOPHOIO BK/tOYEHUA UHTepdelica. Mpu cmeHe MHTep-
Basia Tallmep obHoBAnAeTcA ANA BCeX 3abJOKMPOBAHHbIX
interval: (30..86400)/300 NOPTOB, Ha KOTOPbIX BKAKOUEHO aBTOCOrNacoBaHue.
no errdisable recovery YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.
interval
errdisable recovery cause BKOUYMNTL aBTOMATUYECKYIO aKTUMBALMIO UHTEpdelica nocne
{storm-control | loopback- €ro OTK/IIOYEHUSA B CAEAYIOLLMX CyYanX:
detection | udid | port-se- - loopback-detection — 06Hapy:KeHue netensb;
curity} - udld — akTmBauus 3awmtol UDLD;
- storm-control — WrpoKoBeLWaTeNbHbIN LTOPM;
/3anpetueHo - port.-security — HapyweHue 6e3onacHoOCTU Ans port
security.
no errdisable recovery YCTaHOBWTb 3HaYE€HWE NO YMOIYAHUIO.
cause {storm-control|loop-
back-detection | udid
| port-security}
system mtu size size: (128..10000)/10000 6aiT YCTaHOBUTb 3Ha4YeHMe CUCTEMHOro maximum transmission
size: (128..12288)/12288 6aitt | unit (MTU)
(Tonbko ana MES2424, - size — pa3mep nakeTa (KonmyecTBo 6alT B makeTe).
no system mtu MES2424B, MES2424FB, YCTaHOBUTb 3HaYEHUE NO YMOAYAHUIO.
MES2424P, MES2448,
MES2448B, MES2448P,
MES2410-08DP, MES2410-
08DU, MES2420-48P,
MES2420B-24D, MES2411X,
MES3400-24, MES3400-24F,
MES3400-48, MES3400-48F,
MES3710P)
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default interface [range]
{fastethernet fa_port | giga-
bitethernet gi port | two-

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);

Cbpoc HacTpoek uHTepdelica am rpynnsl MHTEPPENCcoB Ha
3HaYeHuA, YCTaHOB/IEHHbIE MO YMONYAHMUIO.
, Bo Bpems BbINO/HEHUA KOMaHAbI UHTepdeiic by-

no ymosn4aHuro

pointfivegigabitethernet te_port: (0/1..11); - AeT OTKNIOYEeH.
two_port | tengigabitether- _r")ou i (1 24) !
net te port | port-channel vlagn idp'.(l "409;”_
group | vlan vian_id | loop- — ’
back loopback id } loopback_id: (1..10)
KomaHds! pexcuma EXEC
BuAa 3anpoca KomaHAHOW CTPOKM B pexknume EXEC:
console#
Tabanuya 53 — KomaHab! pexkmma EXEC
3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue

clear counters

Cbpoc cTaTUCTUKKM ANA BCex NHTepdelcos.

clear counters { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

Cbpoc cTaTUCTUKKM ana uHTepdelica.

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

MoKa3aTb CBOAHYI MHOPMALUIO O COCTOSIHUM, HACTPOMKE U CTATU-
CTWKe nopTa.

show interfaces status

loKasaTb cocToAHMe BCex MHTepd)el‘;ICOB.

show interfaces description

MokasaTb onncaHus BCcex UHTepdeicos.

show interfaces counters

MoKasaTb CTaTUCTUKY 414 BCeX MHTepdeincoB.

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group |
vlan vian_id }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);
vlan: (1..4094)

Moka3aTb CTaTUCTUKY A4NA UHTepdeiica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MoKasaTb NPUYMHY OTK/IOYEHUS NOPTa, FPYNNbl NOPTOB, 3ab6N0KK-
pOBaHHble MOPTbI.

show errdisable recovery

MoKasaTb HACTPOMKN AN aBTOMATUUYECKOM NOBTOPHOM aKTUBALUK
nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

AKTMBMpPOBaTL MHTEpdelic nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } finterval interval}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
interval: (5, 60, 300) ceK

MoKa3aTb CTaTUCTUKY MO Harpyske ana uHtepderica.
- Interval — nHTepBan B cekyHaax.
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4.8.2 Hacmpoiika VLAN u pex}cumos kommymauyuu uHmepdgeiicoe

KomaHObI pexcuma 2n10basabHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rN06anbHOM KOHPUIypaLmm:

console (config) #

Tabnunuya 54 — KomaHabl perkuma rnobanbHoM KoHPUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymon4yaHuro
vlan vian_id vlan_id: (2..4094) MepeiTn B pexxnm KoHOUrypupoBaHma ykasaHHoro VLAN

map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HactpouTb rpynny npoTokoJsioB, MO KOTOpbiM 6yaeT npou3so-
AnTbCA KnaccnduKauma Kagpos. B ogHy rpynny MoxHo obbean-
HUTb HECKOJ/IbKO MPOTOKOJIOB, YKa3biBasA ANA HUX OOAUH U TOT e
Group ID. Homep nNpoToKona MOXKHO BblbpaTb M3 CNMCKa npea-
YCTaHOB/IEHHbIX 3HAYEHWUI UM 334aTb BPYUHYIO Yepe3 napamerp
other B popmate XX:XX. PacnonokeHvue nons ¢ HOMepPOM NPoTo-
KONa 3aBUCUT OT TUNa L2-3aronoBKa 1 MHKaNcynaumm:

- enet-v2 — Kaap c 3aronoeskom Ethernet I, npoTokon onpegens-
etca no nonto EtherType. Mpu Hannumm VLAN-Teros Bbibupaetca
cambit nocnegHui EtherType, ¢ Hanbonbwmm odpdcetTom.

- licOther — kagp dopmarta RFC1042 (IEEE 802). AByx6aiTHbIN HO-
mep npoTokona cootsetcTByeT nonAam DSAP:SSAP B LLC-3aro-
NOBKe.

- snap — Kaap ¢ LLC/SNAP-nHkancynaumeir. Homep npoTtokona co-
oTseTcTByeT noato Protocol ID 8 SNAP-3aronoBke.

Ypansert protocol-group ¢ KommyTaTtopa.

map mac {host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HactpowuTb granaszoH MAC-agpecos, No KOTopbim byaeT nponsso-
ANTbCA Knaccuoukauma. Ona pasHbix MAC-afpecoB MOXHO Bbl-
6paTb OAHY M Ty XKe rpynny.

no map mac {host | mac-ad-
dress}

YpanuTb yKkasaHHbIi MAC-agpec 13 macs-group.

shutdown garp

no shutdown garp

-/BbIK/IIOYEHO

OTKNtouUTL paboTy moayna GARP Ha ycTpoicTse.
' [aHHaa KomaHga oTKatouvaeT paboty mogyna GARP c
H 6e3B03BpaTHbIM yAaneHUem BCeX HacTpoeK 6n0ka
GARP.

BkatounTtb moaynb npoTtokoaa GARP.
Ana pa6otbl moayna GARP pesepsupyerca 15 M6aiit
. onepaTtMBHOM NamATy.

gvrp enable

gvrp disable

BKkatounTtb npotokon GVRP rnobansHo.

-/BbIK/IOYEHO

BbikntounTb npoTtokon GVRP rnobanbHo.

voice vlan id vian_id

no voice vlan id

YctaHoBUTb ngeHtuoukatop VLAN gns Voice VLAN

vlan_id:(1..4094)

Yaanutb ngentndukatop VLAN ana Voice VLAN

voice vlan oui-table {add
oui | remove oui}
[descriprion word]

word:(1..32)
CUMBOJI0B

PaspewunTb pegakTnposatb Tabamuy OUL.
- oui — neps.ble 3 b6aitTa MAC-agpeca;
- word — onucaHue oui.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN os)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnnuya 55 — KomaHabl pexkmuma KoHourypaumm VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymoan4aHuro

Aeiicmeue

vlan active

AKTMBMpOBaTb vlan uam rpynny vlan’os.
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set unicast-mac learning
{enable | disable}

BK/110UNTb/BbIKNOUUTL U3yuyeHne MAC-agpecos gaa VLAN.

set unicast-mac learning
default

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgeticos) Ethernet, uHmep-

¢helica 2pynnel nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port | port-channel group}

console (config-if) #

[aHHbIN peXxnm OCTYNeH U3 pexkMuma KOHOUrypaumm M npeaHasHavyeH Aaa 3a4aHuA NapamMeTpos
KoHdUrypaummn nutepodeica.

MopT MoXKeT paboTaTb B YETbIPEX PEKMMAX:

— access — MHTepdelnc A0CTyna — HeTerMpoBaHHbI MHTepdelic ana ogHoro VLAN;

—  trunk — nHTepdeic, NPUHUMaAIOWMIA TONbKO TErMPOBaHHbIM TPadUK, 338 UCKAOYEHMEM 04 -
Horo VLAN, KoTopblit MoXeT 6bITb f06aBNEH C MOMOLLbIO KOMaHAbl switchport trunk
native vlan,

— general —uHTepdeiic c nonHol noaaeprkkoi 802.1q, NPUHMMAET KaK TerMPOBaHHbIN, TaK U
HeTerMpoBaHHbIN TpadUK;

Tabnnua 56 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

switchport mode {access
|trunk | general}

3apaTtb pexkum paboTbl nopta B8 VLAN.
mode: (access, trunk,

general)/general

no switchport mode YCTaHOBWTb 3HaY€HMeE N0 YMOYAHUIO.

switchport access vlan vian_id [o6asutb VLAN ana nHtepdeiica goctyna.

vlan_id: (1..4094)/1 - vlan_id — wnaeHTuduKaumoHHbIt Homep VLAN.

no switchport access vlan YCTaHOBWTb 3HaYeHMeE N0 YMOYAHUIO.

switchport dotlq tunnel MepeBectn NopT B pexxum pabotbl ¢ BHewHUM VLAN-terom. Ko-

MaHZa UCMOoNb3yeTcs s HAaCTPOMKM dyHKLUMK Q-in-Q.

switchport trunk native vlan
vlan_id

[o6asutb Homep VLAN B Kayectse Default VLAN ans gaHHOro uH-
Tepdelica. Becb HeTermpoBaHHbIl TpaduK, NOCTyNaOWMIA Ha AaH-
HbIV NOPT, onpeagenseTca B AaHHbIN VLAN.

vian_id: (1..4094)/1 -vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

no switchport trunk native
vlan

YCTaHOBUTb 3HaYeHMe MO YMOJTHaHWUIO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnmcok VLAN gna nHtepdeiica.

- vlan_list — cnucok VLAN ID. Ouana3oH VLAN moHO 3aaaTb nepe-
yucneHMem yepes 3anATy0 WA yKasaTb HayasbHOE U KOHeyHoe
3HayeHuA gmanasoHa Yepes gedpuc "-".

Yaanutb cnucok VLAN pgns nHtepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu ycraHosneH VLAN
Nno YMONYaHWUIo

[o6asutb naeHtmoukatop VLAN nopta (PVID) 4na OCHOBHOrO MH-
Tepdelica.
-vlan_id — naeHTMdUKauMoHHbI Homep VLAN nopra.

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

switchport ingress-filter

-/dunbTpauma
BK/lOUEHA

BktounTb GUABTPALMIO BXOAALLMX NAKETOB HAa OCHOBE MPUCBOEH-
Horo um 3HayeHua VLAN ID. Ecam punbTpaums BkAOYEH], U NaKeT
He BxoauT B rpynny VLAN ¢ npucBoeHHbIM nakeTy 3HayeHnem VLAN
ID, To nakeT oTbpacbiBaeTcs.
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no switchport ingress-filter

BbIKMOUNTD GUNBTPALMIO BXOAALLMX MAKETOB HAa OCHOBE NMPUCBOEH-
HOro um 3Ha4veHma VLAN ID.

switchport acceptable-frame-
type {tagged | all
|untaggedAndPrioritytagged}

-/all

- untaggedAndPrioritytagged — Ha nopTy pa3peluaercsa npuem
TONIbKO HETETMPOBaHHbIX Kaapos (frame);

- tagged — TONIbKO TErMPOBAHHbIX;

- all — nobbix Kagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vlan
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetutb gobaBneHne yKasaHHbix VLAN-nopTy.

- vlan_list — cnucok VLAN ID. inanasoH VLAN mMoKHO 3afaTb nepe-
YMC/IeHUEM Yepes3 3anATYI0 UAW YKasaTb Haya/lbHOE U KOHEeYHoe
3HayeHua ananasoHa yepes geduc "-".

PaspewwnTb AobasneHne ykasaHHbix VLAN-nopty.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonyanuo
YNeHCTBO B AedoNTHOM
VLAN paspelieHo

3anpetutb gobasneHne gedponTtHoro VLAN-nopra.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

switchport protected

no switchport protected

MepeBecTv NOPT B PEXKMM U30AALMMN BHYTPU TPYNMbl NOPTOB.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

Co3aaTb MM NepesanncaTh CyLLECTBYOLWMNIN CMMCOK NOPTOB Ha YKa-
3aHHbI HOBbIN.

fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet

port-isolation {add | remove} {

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);

[06aBUTb yKa3aHHbIe MNOPTbI K Y¥Ke CYLLECTBYHOLEMY CMUCKY MU
YAANUTb CMINCOK.

group group-id vlan vian-id

no switchport map protocols-
group group-id

(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BKJIIOYEH Ha BCEX
noprax

te_port | port-channel group} group: (1..24)

switchport default-vlan tagged YCTaHOBWUTb NOPT Kak Ternpytowmii B aedontHom VLAN.

no switchport default-vlan - YCTaHOBUTb 3HaYeHUe No YMOAYaHUIO.

tagged

switchport map protocols- group_id: HasHauutb VLAN ID nakeTam, nonasatoLmm B yKasaHHyo Group ID

Ha 3TOM NopTy. PasHble NOPTbI OLHOM M TOM »Ke rpynmnbl MOryT COOT-
BeTCTBOBATbL pasHbim VLAN.

Bbikntountb PBV Ha nopry.

switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcywecTBuTb HasHadyeHue vlan-id gna macs-group.

OTMeHUTb HaszHadeHue vlan-id gns macs-group.

gvrp enable

gvrp disable

-/BbIKAOYEHO

BkntoumTb npoTokon GVRP Ha nHTepdelice.

BbIkntounTb NpoTokon GVRP Ha nHTepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IIOYEHO

BKAOUNTb 3anpeT Ha u3ydyeHue vlan-aTpubyToB, MO/YYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

BbIK/MIOUNTL 3anpeT Ha usydeHue vlan-aTpnbyToB, NONAYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTL 3HayeHus Tainmepos GVRP Ha nHtepdelice.

switchport unicast-mac
learning enable

BkntoumTb n3yyeHne MAC-agpecoB Ha UHTepdeiice.

- - -/BK/IIOYEHO
switchport unicast-mac .
. . BbIkMtounTb M3yyeHne MAC-agpecoB Ha nHTepdeiice.
learning disable
switchport egress-filter BkatoyaeT ¢unbTpaumio mcxoaawmx kagpos (frame) Ha ocHose
npuceoeHHoro um 3HadeHua VLAN ID. Ecav dunbTpauma BKAOYEH],
-/BKIOYEHO

M MaKeT He BXOOMT B rpynny paspeLLeHHbIX Ha uHTepdelice VLAN ID,
TO nakeT oTbpacbiBaeTcA.
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no switchport egress-filter
BbIkNtouUTL GUAbTpaumio ncxoaawmx Kagpos (frame) Ha ocHose

NPUCBOEHHOro MM 3HaveHua VLAN ID.

switchport egress TPID-type

{portbased | vlanbased} - 3apatb TPID anda ncxopAawmx Kagpos.

switchport voice vlan [vian_id] BkAtounTsb Voice VLAN ans nopra.
- vlan_id — ycTtaHoBUTb ngeHtTuouKkatop VLAN ans nopra.

vlan_id: (1..4094)

no switchport voice vlan OTkntoumTb Voice VLAN gna nopta.

voice vlan authentication PaspewunTtb Tpaduky Voice VLAN MrHopmpoBaTtb ayTeHTUDUKALUIO
bypass 802.1x.
- A -/BbIKAOYEHO .
no voice vlan authentication 3anpeTtutb Tpaduky Voice VLAN uUrHopupoBaTb ayTEHTUPUKALMIO
bypass 802.1x.
’ Mpu cosmecTHOI paboTe port-isolation u port-protected aonxkHo cobaogartbca npasuno:
= ANA 3aWMWEHHOrO ingress NopTa, B CNUCKe paspeLléHHbIX, KOMaHAbl port-

isolation, He MoKeT 6bITb APYroro 3awMWEHHOro nopTa. 3To nogpasymesaer
BO3MOXHOCTb AeNaTb 3alMLLEHHLIMU egress NOPTbl B M30/IALUN UAK ingress NopT, HO He
ingress u egress NopTbl 04HOBPEMEHHO.

Mpumep HacTpolikun Q-in-Q ¢ gobasneHnem meTtkm 99 VLAN:

consolef#fconfigure terminal

console (config) # interface gi 0/1

console (config-if)# switchport mode access
console (config-if)# switchport access vlan 99
console (config-if)# switchport dotlqg tunnel
console (config)# interface gi 0/2
console (config-if)# switchport mode trunk

' KnueHTcKuii nopt gna pa6otbl Q-in-Q 06a3aTenbHO A0MKEH ObiTb B peXKume access.
L

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUME rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 57 — KomaHabl pexkuma rnobanbHo KoHPUrypaumum

3Ha4yeHue/3HayeHue ”
KomaHda / Aeilicmeue
o yMmoA4YaHuo
mac-address-table static [Oob6asutb ucxogHbii MAC-agpec B Tabanuy.
unicast mac_add vlan vian_id - Permanent — gaHHbI MAC-aapec octaeTca B Tabauue agpeca-

interface [fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] status [deleteOnRe-
set | deleteOnTimeout | per-
manent | secure]

no mac-address-table static Ypanute MAC-agpec 13 1abauupi.
unicast mac_add vlan vian_id

LK Nocsie nepekoyeHnsn cTatyca nHtepdeica;

- Deleteonreset — AaHHbIV agpec yAanuTcsa nocsie nepesarpysku
YCTPOMCTBA;

- Deleteontimeout — faHHbIV agpec yaanmTca no Takm-ayTy.

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxunma Privileged EXEC:

console#

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 87



HELTEX

Tabnunua 58 — KomaHabl perkuma Privileged EXEC

3HayeHue/3Ha4yeHue "
Komanda / Aelicmesue
no ymoa4aHuro
show mac-address-table MpocmoTp Bce Tabanupl MAC-agpecos.
address mac_addr [interface fa_port: (0/1..24);
{fastethernet fa_port | .
L ] gi_port: (0/1..48);
gigabitethernet gi_port |
twopointfivegigabitethernet two_port: (0/1..8);
P g8 te_port: (0/1..11)
two_port |
tengigabitethernet te_port }]
show mac-address-table count - MokasaTb KoanyecTso 3anucelt B Tabauue MAC-agpecos.
show mac-address-table count ) MoKasaTb CyMMapHyto CTaTUCTMKY no Tabavue MAC-agpecos.
summary
show mac-address-table Mokasatb Tabanuy ¢ anHammnyeckumm MAC-agpecamu.
dynamic unicast [vla.n vlan_id] vian,_ id: (1..4094);
[address mac_add] [interface
fa_port: (0/1..24);
{fastethernet fa_port | .
R . gi_port: (0/1..48);
gigabitethernet gi_port |
twopointfivegigabitethernet two_port: (0/1..8);
P B8 te_port: (0/1..11)
two_port |
tengigabitethernet te_port }]
clear mac-address-table YpanuTe AMHamuuyeckune sanucu s tabamubl MAC-agpecos.
romicliietacs || v
aste P fa_port: (0/1..24);
gigabitethernet gi_port | .
g . . gi_port: (0/1..48);
twopointfivegigabitethernet
two_port: (0/1..8);
two_port | te_port: (0/1..11)
tengigabitethernet te_port }] —port: v
[vlan vian_id]
show mac-address-table ) MokasaTtb Tabsmuy ¢ 3awmieHHbimn MAC-agpecamu.
secure
show mac-address-table i MokasaTtb Tabanuy ¢ 3awmueHHbiMn MAC-agpecamu, KoTopble co-
secure recovery-file XPaHATCA NpPU NepesarpyskKe.
show mac-address-table MoKasaTb Tabauuy ¢ 3awmiieHHbiMM MAC-agpecamu Ans yKasaH-
secure [vlar:n vlan_id] [address vian_ id: (1..4094); Horo uHTepdelica.
mac_add] [interface
fa_port: (0/1..24);
{fastethernet fa_port | i port: (0/1..48);
gigabitethernet gi_port | gl_port: e
P two_port: (0/1..8);
twopointfivegigabitethernet
I te_port: (0/1..11)
two_port | tengigabitethernet
te_port}]
show mac-address-table ad- Moka3saTtb Tabanuy MAC-agpecoB A4/1A YKa3aHHOTo UHTepdelica.
dress mac_add [|nterface_ fa_port: (0/1..24);
{fastethernet fa_port | giga- i port: (0/1..48);
bitethernet gi_port | two- gl_port: e
P two_port: (0/1..8);
pointfivegigabitethernet
L. te_port: (0/1..11
two_port | tengigabitether-
net te_port}]
clear mac-address-table secure Yaanutb 3awmueHHble MAC-agpeca us Tabaunupl Ha MHTepdeiice.
[interface
:(0/1..24);
{fastethernet fa_port | fail_pg:' ((8;1 42))’
gigabitethernet gi_port | gl_port: e
twopointfivegigabitethernet two_port: (0/1..8);
P B8 te_port: (0/1..11)
two_port |
tengigabitethernet te_port} ]
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show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

Moka3saTb Tabauuy co ctatyeckumn MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MNokasaTtb Tabanuy MAC-agpecoB ana ykasaHHoro VLAN.

show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)
group: (1..24)

OT06pa3unTb 3HaYeHua TalimepoB GVRP Ha nHTepdeiicax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)
group: (1..24)

OT106pa3unTb CTaTUCTUKY NpoToKoia GVRP.

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)
group: (1..24)

OunCTUTL CTaTUCTUKY NpoTOoKoNa GARP.

show vlan

Moka3saTb Hpopmaumto o Bcex VLAN.

show vlan id vian_id

vlan_id: (1..4094)

Moka3aTb nHPopMaLmio No KoHKpeTHomy VLAN.

show vlan protocols-group

MNokasaTtb Mchopmau,mo O HAaCTPOEHHbIX rpynnax n NpoTOKOaX.

show protocol-vlan

MokasaTb nHdopmaumio o VLAN, cOOTBETCTBYHOLLMX FPynnam npo-
TOKOJ/IOB Ha Pa3HbIX MOPTax.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 59 — KomaHabl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue

no ymos14yaHurw

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

Moka3aTb KOHdUrypaLmio NopTa, Fpynnbi NOPTOB.

4.9 Selective Q-in-Q

[aHHaa ¢yHKUMA NO3BONAET Ha OCHOBE CKOHOUIYPMPOBAHHbLIX NPaBua GUAbTPALLUK NO HOMEepam
BHyTpeHHMX VLAN (Customer VLAN) npoussoauTb aobasneHune sHeliHero SPVLAN (Service Provider’s

VLAN), noameHsaTb Customer VLAN.
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[nAa ycTponcTBa co34aeTcs CNUCOK NpaBu, HA OCHOBAHMM KOTOPbIX byaeT o6pabaTtbiBaTbcA TPAaPUK.

Bua 3anpoca KOMaHAHOM CTPOKM pexknma KoHdUrypauumn nHTepdeiica KoHourypauum:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi

tengigabitethernet te port| port-channel group|range{..}}
console (config-if) #

Tabnunua 60 — KomaHabl pexkuma KoHourypaumm nHtepdelica (ananasoHa nHtepdeiicos) Ethernet

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

selective-qinq list ingress
override-vlan vian_id [ingress-
vlan ingress_vlan_id]

no selective-ginq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3zaTb NPaBWIO, HA OCHOBAHMM KOTOPOTO BHELLHASA MeTKa
ingress_vlan_id Bxopauiero nakeTta byaet 3ameHATbCA Ha vlan_id.

YpanuTb yKasaHHoe npasBwuso selective ging ana sxoaAawmx nake-
TOB.

selective-qinq list egress
override-vlan vian_id ingress-
vlan ingress_vlan_id

no selective-qinq list egress
[ingress-vlan vian_id]

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Co3aaTb NPaBK/IO, Ha OCHOBAHWM KOTOPOTO BHELIHAA METKa
ingress_vlan_id ncxopaulero nakeTta byget 3ameHsATbea Ha vlan_id.

Yoanutb cnucok npasumn selective ging gaa UCXoAAWMX NAKETOB.

selective-qinq list ingress add-
vlan vlan_id [ingress-vlan
ingress_vlan_id]

no selective-qginq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094);

ingress_vlan_id:
(1..4094)

CosfaTtb NpaBWaO, HA OCHOBaHMM KOTOPOro ANs TpaduKa C BHeL-
HeWn meTKol ingress_vlan_id byaet pobasnaTbca meTKa ¢ vian_id.

Yoanutb yKkasaHHoe npasuno selective ging ans Bxoadawmx nake-
TOB.

selective-qinq list ingress
{deny | permit} [ingress-vlan
ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan ingress_vian_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co3aaTb NPaBuI0, Ha OCHOBAHMM KOTOPOTO TPAadUK C BHELLUHEN MeT-
Kol ingress_vlan_id nponyckaetcsa 6e3 nsameHeHu uan otopachl-
BaetcA. Ecaum ingress_vlan_id He yKkasaH, To nponycKaTtbca UAn oT-
bpacbiBaTbCs byaeT Becb TpaduK.

- deny — 3anpelLLaeT NPoOXoXAeHNe NAKETOB C YKa3aHOM BHELLHEN
METKOW;

- permit — paspellaeT NPOX0XKAeHME NAKETOB C YKa3aHHOW BHeL-
Hel MeTKOM.

Yoanutb yKasaHHoe npasuno selective gqing ana BxogAawmx nake-
TOB.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 61 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show selective-qing
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

OT06pa3unTb cnncok npasun selective sging.

4.10 Storm Control ana pasnnuyHoro Tpaduka (broadcast, multicast, unknown

unicast)

«lTopm» BO3HMKAET BCAeACTBME 4pe3MepHOro Koamdectsa broadcast-, multicast-, unknown
unicast-coobLeHunin, oAHOBPEMEHHO NepeaaBaeMbIX N0 CETU Yepes OAMH NOPT, YTO NPUBOAUT K Neperpyske
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pecypcoB ceTu U NOABAEHMUIO 3a4epKeK. «LLITopm» MOXKeT BO3HUKHYTb MPU HAaANYUKN «3aKObLOBAHHbIX»
cermeHToB B ceTu Ethernet.

KommyTaTop n3mepAeT CKOPOCTb MNPUHMMaAeEMOro wnpoKoBewaTebHOro, MHOroagpecHoro wu
HEen3BeCTHOro oaHoaapecHoro Tpacbm(a Ana nopTtoB C BKAKOYEHHbIM KOHTPOJIEM LLMPOKOBELLATE/IBHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpPeBbIWAET 3a4aHHOE MAaKCUMa/IbHOE 3HAYEHUE.

KomaHObI pexcuma 2a06an6Hol KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:
console (config) #

Tabnnuya 62 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4yaHuro
storm-control mode {kbps | YCTaHOBUTL IN106aNbHO Kakne eguHNLLbl M3MmepeHns Heobxoanumo
pps} / MCnonb3oBaThb.
/pps - pps — 06bem TpaduKa NaKeToB B CEKYHAY;
- kbps — 06bem Tpadurka KOUT B cekyHAy.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdelica Ethernet, nntepdeliica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 63 — KomaHapl pexnma KoHdpurypaumm nHtepdelica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMoAYaHUIO
storm-control multicast level BKNHOYMTb KOHTPO/Ib MHOTO3APECHOTO TpaduKa:
ol 0 o 12621y | RO e s oy
- kbps: (16..4194272)
no storm-control multicast BbIKNOUNTL KOHTPOIb MHOFOAAPECHOro TpaduKa.
level {pps | kbps}
storm-control dif level {pps | BKNHOUMTb KOHTPO/Ib HEM3BECTHOIO OAHOAAPECHOIO TpaduKa.
kbps} ops: (1..262142); - E:s - 0616>eM TpadmKa NaKeToOB B CEKYHAY;
kbps: (16..4194272) - kbps — obbem TpaduKka KOUT B cekyHAy.
no storm-control dif level BbIKNHOUNTD KOHTPOAbL OAHOAAPECHOTO TpaduKa.
{pps | kbps}
storm-control broadcast level BK/OUYNTBL KOHTPO/Ib LMPOKOBELLLATENLHOTO TpaduKa.
{pps | kbps} ops: (1.262142); - E:s — 0616:EM Tpaduka I'Ia;ETOB B CEKYHAY;
kbps: (16..4194272) - kbps — o6bem Tpaduka KOUT B cekyHAy.
no storm-control broadcast BbIKNOUNTL KOHTPO/Ib LIMPOKOBELLATENbHOTO TpadUKa.
level {pps | kbps}
storm-control {multicast | dlf | HasHauunTb gelicTeme, BbINOAHAEMOE NPU NPEBbILWEHWN 334aHHOIO
broadcast} action {shutdown | IMMUTa 06bEMA MHOTOaAPECHOr0, HEU3BECTHOMO 0OA4HOAAPECHOTO
trap | trap-and-shutdown} VAW WWpOKoBeLLaTeibHoro Tpaduka. Mpu obHapyKeHUn npesbilwe-
HUWA 334aHHOIO IMMUTa MHTepdenc MOXKeT BbITb OTKAOYEH
) (shutdown), otnpasneH SNMP-trap (trap) nam moryT 6bITb BbINoA-
HeHbl 06a gecteus (trap-and-shutdown).
no storm-control {multicast | OTMeHUTb gencTeme Npy obHapyKeHU MHOTOaA4pPecHoro, Hems-
dlf | broadcast} action BECTHOr0 04HOAAPECHOTO MW LUIMPOKOBELLATENBHOTO TpadumKa.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunuya 64 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]
storm-control

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

MoKasaTb KOHPUIypaLMIO GYHKLMU KOHTPOAA LMPOKOBELLATE b-
HOrO «LWITOPMa» ANA YKa3saHHOro nopTa, AMbo Bcex NoOpToB.

show storm-control

OTObparKaeT TEKYLLYIO HAaCTPOMKY eANHUL, USMEPEHWUA.

4.11 Tpynnbi arperaummn KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneunBaloT NoALEPKKY rpynn arperaumm KaHanos LAG B KoanyecTBe COMacHo
Tabamue 9 (cTpoka «Arperaums KaHanos (LAG)»). Kaskgana rpynna nopTos A0NKHA COCTOATb U3 MHTepdeiicos
Ethernet c oanHaKkoBoOW CKOPOCTbIO, paboTaloWwmx B AynieKCHOM pexume. O6beanHeHMe NOPTOB B rpynny
YBEANUYMBAET MPOMYCKHYID CNOCOBHOCTb KaHana MeXKay B3aMMOAENCTBYIOWMMMU YCTPOMCTBAMKU U
NOBbILLAET OTKA30yCTOMYMBOCTb. [Pynna NOpToB ABAAETCA A8 KOMMYTATOPa O4HUM SIOTMYECKMM NOPTOM.

YCTpOKCTBO NoaaepKMBaeT [Ba pexXuma paboTbl rpynnbl MOPTOB — CTAaTMYECKas rpynna v rpynna,
paboTatowas no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYIOLLEM pa3aese
KOHUrypauuu.

v/

JobasneHune nHTepdencos B rpynny arperaLmm KaHaioB AOCTYNHO TO/IbKO B PEXMME KOHPUTypauum
uHTepodeiica Ethernet.

Ecnu gna uHtepdeiica nponsseaeHbl HACTPOIKK, TO ana aobaBneHuns ero B rpynny cneayet
BEPHYTb HaCTPOMKM N0 YMONUYAHUIO.

Bua 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypaumm nHtepdelica Ethernet:

console (config-if) #

Tabnunua 65 — KomaHabl pexkruma KoHourypaumm nHtepdelica Ethernet

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

channel-group group mode {on
| active | passive}

[Oob6asutb Ethernet-uHtepdeiic B rpynny nopTos.

- On — no6aBuTb UHTEPDENC B CTAaTUYECKYIO rPYNny NOPTOB;

- Active — no6aBuTb MHTepdeic B rpynny NopTos, paboTatoLmx
no npotokony LACP, npu aTom otnpaska PDU ocywiecteanetca
BCeraa;

no channel-group

group: (1..24); - Passive — g,06aBuTb MHTEepdeENic B rpynny NopToB, paboTatowmx
mode: (on, active, no npotokony LACP, npu stom otnpaska PDU ocyluecTenaeTca
passive) TO/IbKO B TOM C/ly4ae, ecnu ycTponcteo nonyyaet PDU ot coces-

Hero ycTpoWcTBa.

' Ecnu 3HaueHne MTU gnsa Ethernet u Port-Channel un-
M TepdeiicoB oTanYalOTCA, TO A06aBUTbL AaHHbIN
Ethernet-uHtepdeiic B rpynny nopToB HeNb3s.

Ypanutb Ethernet-untepdeiic s rpynnbli NOpToB.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM penma riobanbHoM KoHbUrypauum:

console# configure terminal

console (config) #
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Tabnmua 66 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

shutdown port-channel

no shutdown port-channel

-/BKIOYEHO

OTKAOYUTL paboTy mogyna port-channel Ha ycTpolicTse.
[laHHasa KomaHAa oTKAo4aeT paboTy moayna port-
.’ channel c 6e3Bo3BpaTHbIM yaaneHUem Bcex HacTpoeK
6noka LAG.

BKntounTb paboty moayna port-channel Ha ycTpolicTBe.

port-channel load-balance
{src-dest-mac-ip | src-dest-mac
| src-dest-ip |
src-dest-mac-ip-port |
dest-mac | dest-ip | src-mac |
src-ip}

-/src-dest-mac

3apaTb MexaHu3m 6anaHCMPOBKM HArpysku ans ctpaterun ECMP
W ONA TPYNnbl arpermpoBaHHbIX MOPTOB.

- src-dest-mac-ip — mexaHn3m 6anaHCMPOBKM OCHOBBIBAETCA HA
MAC-agpece u IP-agpece UCTOUYHUKA U NONyYaTens;

- src-dest-mac — mexaH13m 6anaHCUMPOBKM OCHOBbIBAETCA HA
MAC-agpece UCTOYHUKA M Nony4vaTens;

- src-dest-ip — mexaHM3M H6anaHCMpPOBKM OCHOBbIBaeTcA Ha IP-aa-
pece UCTOYHMKA U NONyYaTens;

- src-dest-mac-ip-port — mexaHn3m 6anaHCMPOBKN OCHOBbIBA-
etcAa Ha MAC-agpece, IP-agpece UCTOYHMKA M Nnony4vaTens, a
Takxe TCP-nopTe HasHayeHusA;

- dest-mac — mexaH13m H6anaHCMpPOBKM OcHOBbIBaeTcsA Ha MAC-
agpece nonydyarens;

- dest-ip — mexaHU3M 6anaHCMpPOBKM OCHOBbIBaeTCA Ha IP-aa-
pece nony4yartens;

- Src-mac — MexaHn3m 6anaHCUMpPoOBKKM ocHoBbIBaeTcAa Ha MAC-
afipece UCTOYHUKA;

- src-ip — mexaHu3m HanaHcMpoBKM OcHOBbIBaeTcA Ha IP-agpece
MUCTOYHUKa.

set port-channel enable

set port-channel disable

set port-channel independent-
mode enable

set port-channel independent-
mode disable

-/OTKNIO4EHO

BkntounTb paboty LAG rnobasbHO Ha KOMMyTaTope.

BbIKNtoUnTb paboTy LAG rnobanbHO Ha KOMMyTaTope.

BKNOUNTL @aBTOHOMHbIN pexxnum paboTbl LAG.

BbIKNtOUMTb aBTOHOMHbIV pexkmMm paboTbl LAG.

’ Ha ycrpoicresax MES2424 n MES2448 Bbl6paHHbIN anroputm 6anaHCUPOBKU

= 6ypert paboTaTb TONbKO ANa TpaduKa c obyyeHHbIM agpecom B MAC-Tabnuue.
Ecnu MAC-aapec Ha3HauyeHusa TpaduKa oTcyTcTBYeT B Tabauue, 6anaHcupoBKa
6yAeT NpousBoAUTLCA NO MEeToAAM:
— L2-TpadukK — src-dest-mac;

— L3-tpaduk(IPv4/IPv6) — src-dest-ip.

4.11.1 Cmamuyeckue 2pynnsl azpe2ayuu KaHan1086

(DYHKLI,MEI‘;I CTaTnyecrux rpynn LAG asnaetca 06be,EI,VIHEHME HECKOJIbKUX d)VIBW-IECKI/IX KaHa/108 B O4UH,

4YTO NO3BOJIAET YBE/IMYNTDb NPONYCKHYIO CNOCOBHOCTb KaHana W NOBbLICUTb €ro 0TKa3OYCTOﬁ‘-IMBOCTb. Ana
CTaTU4ECKUX rpynn npnopuTeT NCNOJ1b30BaHNA KaHa/10B B O6'beLI,MHEHHOM nyyke He 3a4a€eTcA.

DOna BknoueHua paboTbl HTepdeiica B cocTaBe CTaTUUECKOW rpynnbl UCMONb3YATE KOMAHAY
channel-group {group} mode on B pexxume KOHGUrypauumn cooTBeTCTBYIOLLErO UHTepdeiica.

4.11.2 lpomokon azpezayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) siBnsietca o6beanHeHNE HECKObKUX
dM3NYECKMX KaHaNoB B OAMH. ArperMpoBaHWe KaHafoB MCMONb3yeTcA ANA YBe/UYEHMA MNPONYCKHOM
CNOCOBHOCTM KaHana M MOBbIWEHUA ero oTkasoyctoumsoctn. LACP nossonseT nepeaasaTtb TpaduK no
06beaMHEHHbIM KaHanaM B COOTBETCTBMM C 3a4aHHbIMU NPUOPUTETAMMU.
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Dna BKAloyeHua paboTbl MHTepdeiica no npotokony LACP wucnonbsyiite KomaHpy
channel-group {group} mode active/passive B pexume KOHPUrypaumm cOOTBETCTBYIOLLErO
uHTepdeiica.

KomaHObI pexcuma 2106aabHOU KOHGPU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypauum:
console (confiqg) #

Tabaunuya 67 — KomaHabl perkuma rnobanbHo KoOHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YCTaHOBWUTb NPUOPUTET CUCTEMBI.

YCTaHOBUTb 3Ha4YeHMe NO YMOHAHMUIO.

lacp system-identifier
mac_addr

no lacp system-identifier

YcTaHoBuWTb id yyacTHUMKa lacp.

Ypanuts id yyacTHuKa lacp.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaetica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypaummn nHtepdelica Ethernet:

console (config-if) #

Tabnanua 68 — KomaHgpl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YCTaHOBWUTb aAMUHUCTPATMBHbIW TalimayT npoTokona LACP:
- long — gavTtenbHoe Bpems TarimayTa;
- short — manoe Bpema TaiimayTa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHOBUTL NpuopuTeT nHTepdeiica Ethernet.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnya 69 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

show lacp {port_chanel_id}
{neighbor [detail]| counters}

MNMokaszaTb MHopmauuto o npotokone LACP.

show etherchannel summary

MpocmoTp nHbopmaumm o LAG.

show etherchannel detail

MNMpocmoTp nogpobHoMn nHPopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcnpoBku LAG.

show etherchannel protocol

MpocmoTp npoTokona LAG.

show etherchannel port

MpocmoTp MHPOpPMauum o nopTax B cocTase LAG.

show etherchannel port-
channel

MpocmoTp MHbopmaumm o LAG.
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Mprmep HACTPOMNKMU:

console (config) # set port-channel enable

console (config) # interface port-channel I

console (config-if)# no shutdown

console (config-if) # exit

console (config) # interface range gi 0/1-2

console (config-if-range)# no shutdown

console (config-if-range) # channel-group 1 mode active

4.12 Hacrpoiika IPv4-agpecaumm

B gaHHOM pasgene onucaHbl KOMaHAblI A5 HAaCTPOMKWM CTaTUYECKUX napameTtpos IP-agpecauun,
TaKuX Kak IP-agpec, macka nogcetu, WAK3 N0 YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxnme KoHpurypaunm nHtepoeiica VLAN:
console (config-if) #

Tabanuya 70 — KomaHabl pexkMma KoHourypauum nHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
ip address ip_address HasHauyeHue 3agaHHOMY UHTepdelicy IP-aapeca n macku nogcetw.
{in_mask - secondary — no3Bo/IAET HAaCTPOUTb JONONHUTENbHbIE |PV4-
|prefix_length} [secondary afpeca Ha Tekywmit interface vlan. na HacTpoliku TpebyeTca
{ip_address {ip_mask - HanuMume ocHoBHoro IPv4-aapeca Ha uHTepdelice.
|prefix_length} }]
no ip address [ip_address] Ynanexue IP-agpeca nHtepdelica.
ip management outer-vian BkntoueHune 06paboTtkm QinQ-Tpadumka ynpasneHus Ha CPU. Napa-
vlan_id meTp vlan-id HasHauvaeT BHewHKi Ter 802.1Q.
I Ana KoppeKTHO paboTbl PyHKLUN HEO6XOAMMO Hanu-
. - yune aktuBHoro vlan_id Ha KommyTaTtope. Mpu aTom one-
vlan_id: (1...4094) X
paTuBHOe cocTosiHue interface vlan, Ha KoTopom HacTpauBaeTca
$yHKUMA, AONKHO 6bITb Up.
I [aHHble HAcTPOMKM BbINONHAIOTCA Ha WHTepdeiice C-
. VLAN.
no ip management outer-vlan BbikntoueHne 06paboTkn QinQ-Tpaduka ynpasneHmsa Ha CPU.
ip address dhcp [client-id MNonyyeHwne IP-aapeca ot DHCP-cepsepa. YcTaHOBKa onumii 12 n
{fastethernet fa_port | 61.
gigabitethernet gi_port | vlan_id: (1-4094);
twopointfivegigabitethernet fa_port: (0/1..24);
two_port gi_port: (0/1..48);
| tengigabitethernet te_port | two_port: (0/1..8);
vlan vian_id}] [hostname te_port: (0/1..11);
name]) name: (1..32) cumBona
no ip address dhcp 3anpeT ucnoab3oBaHMsa npoTokona DHCP ana nonyyeHus IP-
agpeca ot DHCP-cepsepa.
ip dhcp client vendor- YcTaHOBWTb 3HaYeHue onuun 60.
specific string string:(1..256)/mogenb
no ip dhcp client vendor- KOMMyTaTopa YCTaHOBWTb 3HAYEHME MO YMOHAHUIO.
specific
I'Io-ymonanmo, MHTepd)eﬁCbl Vian HaXoA4ATCA B COCTOAHUU Admin down. anBECTM B CO-
. crosHue Admin Up nx moxXHo KomaHgoi no shutdown.
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Mpumep HacTpoiikn 06paboTku TpaduKa c S-vlan 10, C-vlan 20 Ha CPU:

console# !
console (config) # interface vlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW cTPOKM B pexxkume Privileged EXEC:
console#

Tabnunua 71 — KomaHabl perkmuma Privileged EXEC
3HayeHue/3HayeHue
10 YyMOAYAHUIO

KomaHoa Aelicmeue

renew dhcp vlan vian_id OTtnpasuTtb 3anpoc K DHCP-cepsepy Ha obHoBNeHMe IP-agpeca.

vlan_id: (1..4094)

MokaszaTtb KoHUrypaumto IP-agpecaumm aas ykasaHHOro UHTep-
deiica.

show ip interface vlan vian_id vian_id: (1..4094)

4.13 Hacrpoiika IPv6-agpecauum

4.13.1 lMpomokoan IPv6

KommyTtaTopbl noaaepueatoT paboTy no npotokony IPv6, uto asnseTca 601blMM NPEUMYLLLECTBOM,
T.K. npoToko IPv6 paspaboTaH gns Toro, 4tobbl B ByayLiem NOHOCTbIO 3aMEHUTb agpecaunio NPoToKoaa
IPv4. Mo cpaBHeHuto ¢ IPv4 npoTokon IPv6 nmeeT pacluMpeHHOe agpecHoe NpocTpaHCTBO — 128 6MT BMecTo
32. Agpec IPv6 npeacTtaBnset cobolt 8 6/10K0B, pasAefieHHbIX ABOETOYMEM, B Kaxkaom 6soke 16 6uT,
3anuCcaHHbIX B BUAE YeTbipex WecTHaAuaTepPUUHbIX Ymcen.

MOMMMO YyBEAMYEHMSA aAAPECHOrO MPOCTPAHCTBA MNPOTOKOA IPV6 MMeEeT MepapXUUecKyro cxemy
agpecaumn, obecneuymBaeT arperauMio MapLipyToB, ynpolwaer Tabauuy maplpytmsaumm, npyv 3TOM
3dPEKTUBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbILAETCA 33 CYET MEXAHM3MA 0BHAPYKEHUA COCEQHUX Y3/10B.

V Ecnu 3HayeHue rpynnbl UM HECKO/IbKUX FPYNN Noapaa B agpece npoTokona IPvé paBHO Hy o
— 0000, TO paHHble Trpynnbl  MOryT ObiTb onyweHbl. Hanpumep, aapec
FE40:0000:0000:0000:0000:0000:AD21:FE43 mo3xkeT 6biTb cOKpaLieH go FE40::AD21:FE43. Co-
KpaLeHUto He MoryT 6biTb NOABEPrHYTbl 2 pa3aesieHHble HyaeBble rpynnbl U3-3a BOSHUKHO-

BeHUA HeoAHO3HAYHOCTU. CoKpawaeTca caman 6osbluas Hynesasa rpynna.

V EUI-64 — 310 naeHtuduKartop, cospgaHHbli Ha 6ase MAC-agpeca uHTepdeica, asnalowmiica
64 mnagwummn 6utamm IPve-agpeca. MAC-agpec pasbusaerca Ha ABe yacTu no 24 6ura,
MerXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpoiiku npomokona IPv6

KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHGUrypaumm:

console (config) #
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Tabnnua 72 — KomaHabl pexkuma rnobanbHo KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ipv6 unicast-routing

no ipv6 unicast-routing

-/BKAIOYEHO

BKNOUMTL MapLipyTM3aLmio MexXay ipvb-npedurKkcamm.

OTKNOYUTL MapLIPYTM3aLMIO MeXAY ipvb-npedurKcamm.

ipv6 neighbor ipv6_address
vlan vian_id MAC-address

no ipv6 neighbor ipv6_address
vlan vlan_id MAC-address

ipv6_address:
XXXX:: XXXX;
vlan_id: (0...4094);
MAC-address:

Co3paTb cTaTMYecKyto 3anuchb ipve neighbor.

Y4anuTb CTaTMYecKyto 3anuch ipv6 neighbor.

next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] | next-
hop-ipv6-address}

no ipv6 route jpv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

prefix-length: (0-128);
vlan_id: (1..4094);
next_hop_ipv6_address:
XXXX:: XXXX:

administrative_distance:

(1-255)

XXXX XX XX XX XX/ -
ipv6 route ipv6_address prefix- ipv6_address: HacTpouTb cTaTUYecknin mapLupyT A0 YKasaHHoro ipv6-npedukca.
length {vlan vian_id | XXXX:XXXX;

Y4anuTb CTaTUYECKMIA MapLIPYT A0 YKa3aHHoro npeduKca.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B perxnume KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnnua 73 — KomaHabl pexkMma KoHourypauum uHtepdelica

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

ipv6 enable

no ipvé enable

-/BbIKNtOYEHO

BkntounTtb paboTy npoTokona IPv6 Ha nHTepdeiice. leHepupyeT
ipv6 link-local agpec Ha saHHOM UHTEpdelice.

OTKAtounTL paboTy npoTokona IPv6 Ha nHTepdelice.

ipv6 address ipv6_address
prefix-length link-local cga

no ipv6 address ipv6_address
prefix-length link-loca

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)

YcTaHoBuTb ipv6 link-local agpec Ha gaHHOM MHTepdeiice.

Ypanuts ipv6 link-local agpec Ha saHHOM UHTepdelice.

ipv6 address ipv6_address
prefix-length [unicast |
anycast | eui64]

no ipv6 address ipv6_address
prefix-length [unicast | anycast
| eui64]

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)/-

HacTpowuTb yKasaHHbIV ipv6-aapec Ha nHTepdeiice.
- eui64 — ncnonbsosatb anroputm EUI-64 ansa reHepaumm agpeca.

YaanuTb yKasaHHbI agpec ¢ uHTepdelica.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 74 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4YaHuro

Aelicmeue

show ipv6 interface [vlan
vlan]

OTO6pPa3nTb COCTOAHME U HAaCTPOWKK IPV6-nHTEpdelicos.

show ipv6 route
[connected | static |
summary | ipv6-prefix]

OT06pasunTb Tabanuy mapwpytusaumm gna IPve.
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show ipv6 traffic [interface OT06pPasnTb CTAaTUCTUKY MO NPUHATBIM U OTNPaBAEHHbIM
vlan {vian-id/vfi-id}] [hc] IPv6-nakeTam.

4.14 Hactpoiika NpOTOKON0B

4.14.1 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoTokon paspelieHua afpecoB) — MPOTOKOA KaHa/lbHOro
YPOBHA, BbINOAHAWWMIA PyHKUMIO onpeaeneHmna MAC-agpeca Ha OCHOBaHMM COAEpPXKALLErocs B 3anpoce
IP-apgpeca.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B peXnme robasibHol KoHbuUrypaumm:
console (config) #

Tabaunua 75 — KomaHzabl perknma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
Mo ymMoa4YaHuto
arp ip_addr hw_addr [vlan [0o6aBuTb cTaTUUeckyto 3anmcb cootseTcTeus IP- 1 MAC-agpecos
| j ARP “ VLAN.
vlan_id] bopmar ip_addr: B.Ta61w|u,y ONA yKa3aHHOM
- ip_address — IP-agpec;
AB.CD; - hw_address — MAC-agpec
¢dopmat hw_address: - Apec.
- H.H.H
no arp ip_addr H:H:H:H:H:H YaanuTb cTaTMYecKkyto 3anucb cootsetcTeua IP- n MAC-agpecos
HoH-H-H-H-H: 13 Tabaunubl ARP a1 yKasaHHOrO B KomaHae IP-agpeca.

vlan_id: (1..4094)

arp gratuitous interval seconds YcTaHOBUTb MHTEPBAN MeXKAay OTNpaBKoM gratuitous arp coobuue-
seconds: HUNA.
no arp gratuitous interval (15..86400)/150 cekyHA | ycranosuTh 3HaueHMe no YMOHaHMIO.
arp timeout seconds HacTpouTb Bpems *KMU3HM AMHAMUYECKUX 3anuceit B Tabamue ARP
seconds: (30..86400)
(cek).
- ceK
no arp timeout YCTaHOBUTb 3HaUEHME MO YMONYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Buza 3anpoca KOMaHZAHOW CTPOKM B pexnme KoHdUrypaumm nHtepoeica VLAN:
console (config-if) #

Tabnunua 76 — KomaHabl pexknuma KoHourypaumm nHtepdelica

3HaveHue/3Ha4yeHue "
KomaHoa / Aeilicmeue
no ymoa4YaHuro
ip arp gratuitous periodic / BKAtOUNTL OTNPaBKy gratuitous arp-coobuieHmit.
-/BKNOYEHO
no ip arp gratuitous periodic BbIKNtOUMTb OTNPABKY gratuitous arp-coobuieHni.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPOKK B pexkume Privileged EXEC:

console#
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Tabnuua 77 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H vnn H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

Moka3saTb 3anucn ARP-Tabamubl: Bce 3anucu, duabTp no IP-agpecy;
dunbTp no MAC-agpecy; dpunbTp no HTEpdeicy.

- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKasaTb TEKYLLYI CTaTUCTMKY NPOTOKOA arp.

clearip arp

YaanuTb Bce guHamuuyeckue 3anmcu ns ARP-Tabanupl.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[JaHHbIV MeXaHNU3M NO3BO/IAET YCTOMCTBY OTCNEXKMBATb 3aK0/IbLLOBaHHbIE NOPTLI. [1eTa4 Ha NopTy 06-
HapPY>KMBAETCA NYTEM OTCbIIKM KOMMyTaTopom Kaapa (frame) c MAC-agpecom nopTa KommyTaTopa B nosne
Source MAC u WwnpoKoBellaTenbHbiM (Mo ymodyaHuio) aapecom B none Destination MAC.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume ri1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabanuya 78 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/BKNIOYEHO

OTKAtounTb paboty moayns loopback-detection Ha ycTpoiicTse.

' JaHHaA KomaHAa oTKAlovaeT paboty moaynsa loopback-

L detection c 6e3B03BpaTHbIM yAaNeHMEM BCeX HAaCTPoOeK
6nokKa LBD.

BkntounTb paboty moayns loopback-detection Ha ycTpoiicTse.

loopback-detection enable

loopback-detection disable

-/BbIK/OYEHO

BKAOUMTb mexaHn3m OGHapy)KEHI/IFI netenb ANA KOMMYTaTopa.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHOBUTb MHTepBan mexay loopback-kagpamu.
- seconds — WHTepBan BpemeHn mexay LBD-kaapamu.

mac_address

CEeKYH
no loopback-detection interval YyHA BoccTaHOBWTL 3HAYEHWE MO YMONYAHMIO.
loopback-detection Onpeaennte MAC-aapec Ha3zHayeHusn, yKasaHHbIM B LDB-Kkaape.
destination-address iininininiRii Mo ymonuaHuio MAC-agpec HasHaYeHUA LWMPOKOBELLA-

Y

TeNbHbIN.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdelica Ethernet, nntepdeliica

rpynnbl NOPTOB:

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet

gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port | port-channel group}
console (config-if) #
Tabnmua 79 — KomaHabl pexkmma KoHpurypaumm nHtepodeiica Ethernet
Komanda 3Ha4yeHue/3HayeHue Leiicmeue

no ymosn4aHuro

loopback-detection enable

-/BbIK/IIOYEHO

BKIOUUTL MexaHW3M 06HapyKeHUs netesib Ha NOPTYy.
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| loopback-detection disable | BoCCTaHOBUTbL 3HaYEeHME MO YMONYAHUIO.

KomaHOobi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:
console#

Tabnnua 80 — KomaHapl pexkuma EXEC

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHoa

show loopback-detection OT06pasunTb cocTosiHMe mexaHu3ma loopback-detection.
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet

te_port | statistics]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

debug loopback-detection [all BKkntouMTb OTNpaBKy cooblueHunit no cobbitmam loopback-detec-
| buffer-alloc | control | -/oTKAtO4EHO tion.
critical | pkt-dump | pkt-flow ]

4.14.3 Cemeliicmeo npomokonoe STP (STP, RSTP, MSTP, RPVST+)

OcHoBHOW 3aaaveit npotokona STP (Spanning Tree Protocol) asnsetca npuseaeHue cetn Ethernet ¢
MHOXeCTBEHHbIMUN CBA3AMU K ,EI,DEBOBM,CI,HO[;I TOnosaornu, VICKﬂIOLIaI-OLLI,el‘/JI LUWKNbl NaKeToB. KOMMyTaTopr
0bMeHMBalOTCA KOHPUIYPaUMOHHbIMU COOBLEHMAMM, UCMNOAb3YA Kaapbl creunanbHoro dopmara, U
BbIBOPOYHO BK/IKOYAIOT M OTKHOYAIOT Nepeaaydy Ha noprbl.

Rapid (6bicTpblit) STP (RSTP) ABnseTca ycoBepleHCTBOBAHMEM MpPOTOKosa STP, xapakTepusyeTca
MEeHbWMUM BpPeMeHeM npuBeaeHUs CeTU K APEeBOBMAHOW TOMOMOTMM U MMeeT 6onee BbICOKYIO
YCTOMYMBOCTD.

Mpotokon Multiple STP (MSTP) naBnAaetca Haubonee coBpemMeHHON peanusauueit STP,
noagaep:ueatolleir mucnonb3osaHne VLAN. MSTP npeanonaraeT KoHourypauuioo HeobxoamMmoro
KO/IMYECTBA IK3EeMNNSPOB CBA3YOLWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT uncaa rpynn VLAN Ha
KoMMmyTaTope. Kaxabl aK3eMnasp MOXKeT cogepaTb Heckonbko rpynn VLAN. HegoctaTkom npoTokona
MSTP siBnsieTcA To, UTO Ha BCEX KOMMYyTaTopax, B3aumogencraytowmx no MSTP, onKHbl BbITb 04MHAKOBO
cKoHoUrypuposaHsbl rpynnbl VLAN.

V MakcumanbHO aonyctumoe Konmyectso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaumm:

console (config) #

1 ®dyHKUMA noppep>kuBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P, MES2420-48P,
MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-48, MES3400-
48F, MES3710P.
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Tabnmua 81 — KomaHAabl pexkmma rnobanbHom KoHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

shutdown spanning-tree

OTKAUNTb paboTy mogyns STP Ha ycTpoMcTse.
JaHHaA KomaHAa oTKAtovaeT paboty moayns STP c 6e3-

. BO3BPaTHbIM yAa/NeHUem Bcex HacTpoeK 6aoka STP.
-/BKIOYEHO " .
' Moaynb STP BKAlOYaeTca KOMaHAO0 spanning-tree.
.
spanning-tree JBKAIO4EHO PaspewunTb ncnonb3oBaHME KOMMYTAaTOPOM NpoToKoa STP.
no spanning-tree 3anpeTuTb UCNO/b30BaHME KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode { rst | YCcTaHOBUTb pexkum paboTbl npoTokona STP:
mst | rapid-pvst} - rst — |EEE 802.1W Rapid Spanning Tree Protocol;
-/MSTP - mst — |EEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHMUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBUTb MHTEPBAN BPEMEHM, 3aTPauMBaEMbIil Ha NPOCYLWIMBa-
HUe n nlyyeHue COCTOAHUM nepen nepeknryeHmem B COCToAHUE
nepesaum.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBWUTb MHTEPBA/ BPEMEHU MEXKAY NepesadyaMu WMpPOKoBeLa-
TeNIbHbIX coobuieHunit «Hello» K B3aMmoaencTByOWMM KOMMYTaTO-
pam.

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BPeEMA }KU3HU cBA3ytowero aepesa STP.

YCTaHOBWUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT ycTpoiicTBa B cBA3ytoLLeM aepese STP.
3HayeHue npuopuTeTa A0KHO ObITb KpaTHO 4096.

YCTaHOBWUTb 3HaYeHMe No YMONYaHULO.

spanning-tree pathcost
dynamic [lag-speed]

no spanning-tree pathcost

-/BbIK/IIOYEHO

BkAounTb AMHamMyeckoe onpegeneHune LeHHOCTU NyTy.
- lag-speed — onpepeneHve LEHHOCTM NYTU ByAeT BbIYMCNATLCA
npu nsmeHeHumn ckopoctu LAG.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

spanning-tree pathcost
method {long|short}

YCTaHOBUTb METOZ ONpeaeneHns LEHHOCTU NyTH.
- long — 3HayeHue LeHHoCTU B AnanasoHe 1..200000000;

-llong - short — 3HauyeHue LeHHOCTHM B AnanasoHe 1..65535.
no spanning-tree pathcost YCTaHOBWTb 3HaYEHUE NO YMOAYAHUIO.
method
spanning-tree compatibility Bepcua coBmectumoctu STP.
mst | rst | st
{ I | stp} -/BKAtOYEHO

no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

Moporosoe Konnyectso TCN BPDU, npu KoTopom 3anyckaeTca Tan-
mep, KOTopbIi paBeH 3HadeHwuto flush-interval.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBWUTb 3HaYeHWe WHTepBasa, MOC/ie KOTOPOro NPOU3OUAET
ouncTka MAC-Tabnuupl nocne nonydeHnsa TCN BPDU.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)/6

9TO 3HAYeHMe YKa3blBaeT MaKCMMasibHOE KO/IMYECTBO MaKeToB, KO-
TOopble MOryT 6biTb OTNPaB/eHbl B 3a4aHHbIN MHTEpBan BpemeHu
hello-time.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

Mpu 3agaHum STP napametpos forward-time, hello-time, max-age Heo6xogumo BbinonHeHUe
el ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).
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KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet, uHmepagbelica 2pynnsl IOpMos

Bua 3anpoca KOMaHAHOM CTPOKWM B pexume KoHourypauum uHtepdeiica Ethernet, nHTepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabaunuya 82 — KomaHabl pexkmma KoHourypaumm nHtepderica Ethernet, rpynnel noptos

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmeue
no yMoaAYaHuro
spanning-tree disable 3anpetTutb paboTy npotokona STP Ha KOHPUIypUpyemMom MHTep-
deiice.
. - -/paspeleHo
no spanning-tree disable Paspewntb paboTy npoTtokona STP Ha KOHPUIrypupyeMom UHTep-
delice.
spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTW Yepes AaHHbIN MHTepdeic.
: - cOSt — LLeHHOCTb NyTW.
. (1..200000000)/cm. . y
no spanning-tree cost Ta6nuLLy 83 YCTaHOBWUTb 3HaYeHWe, onpeaessemMoe Ha OCHOBAHUWM CKOPOCTU

nopTa U MeToAa onpeseeHuns LeHHOCTU NyTn, cM.Tabauuy 83

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTL NpropuUTeT MHTepdelica B ceasytolem aepese STP.

V 3HaueHMe NpuopuTeTa A,0/MKHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

spanning-tree portfast

no spanning-tree portfast

BKAOUNTD peXKMM, B KOTOPOM MOPT MPU NOAHATUM HA HEM NIMHKA
Cpasy CTaHOBUTCA B COCTOAHME Nepesayu, He AOXKNAAACL UcTeye-
HUWA Talimepa.

BbikntounTb pexXnm MmomeHTa/ZIbHOro nepexoda B COCTOoAHME nepe-
Aa4vyn No NOAHATUIO KJIUHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeweHo

PaspewnTb Ha MHTepdeiice O0NONAHUTENbHYIO 3aLLMTY OT neTesb. B
cnyyae, ecim nHTepdeinc HaxoaMTCA B COCTOAHWUM, OTMYHOM OT
Designated 1 npu aTom nepecTaet nonyyatb BPDU, nHTtepdeic 610-
KupyeTcs.

3anpeTnTb AONONHUTENbHYIO 3aLLMUTY OT BOSHUKHOBEHUA NeTeNb.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vcnonb3oBaHue
rnobanbHOM HACTPOMNKM

BKAOUMTDL 3aLLUTY KKOPHA» ANA BCEX CBA3YOLWMX Aepesbes STP Bbl-
6paHHOro nopra.

- root — 3anpewaer MHTepdency bbiTb KOPHEBLIM NMOPTOM KOMMY-
TaTopa;

- loop — BK/lOYaeT Ha UHTepdeice AONONHUTENBbHYIO 3aLLUTY OT
netenb. B cnyyae, ecnmn nHTepdeic HAXOAMTCA B COCTOAHUM, OTANY-
Hom oT Designated 1 npu sTom nepecrtaet nonyyato BPDU, uHTep-
delic bnokupyetcs;

- none — oTKAto4YaeT Bce Guard-dyHKLMM Ha HTepdeiice.

Mcnonb3oBaTb r106anbHY0 HACTPOMKY.

spanning-tree bpduguard
{enable [admin-down |
disable-discarding] | disable |
none}

no spanning-tree bpduguard

-/BbIKNIOYEHO

PaspewunTb 3alLmMTy, BbIK/OYAKOLWYHO MHTepdEc Npu Npuéme nake-
ToB BPDU.

3anpeTuTb 3alLMTy, BbIK/IOYAIOLLYO MHTepdeic Npyu npuéme nake-
ToB BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/Bna AynnekcHoro
nopTa «TOYKa-TOYKa»,
AN NONYAYNAEeKCHOro

— «Pa3BETBEHHbIN»

YcTtaHoBUTb NpoToKon RSTP B nepepatolee coctosHMe n onpeae-
JIUTb TUN CBA3U AN1A BblIOpaHHOro nopra:

- point-to-point — To4Ka-TOuKa;

- shared — pa3BeTBNEHHDIN.

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IOYEHO

3anpetutb npuem BPDU c pnarom TCN.

PaspewwnTtb npuem BPDU c ¢narom TCN.

spanning-tree bpdufilter

3anpetutb/paspewnTts Npuém u nepegady STP BDPU Ha uHTep-

{disable | enable } -/disabled deiice.

no spanning-tree bpdufilter YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.

spanning-tree auto-edge /BKioueHo BK/OUNTb aBTOMATUYECKOE OnpeaeneHne KAMEHTCKMX NopToB..
no spanning-tree auto-edge BbIK/IIOYMTb aBTOMATHHECKOE ONpeaeneHne KANEHTCKUX MOpToB..
spanning-tree {bpdu-receive | /BKto4EHO BK/OUUTD peXum nNpuéma u/mnam nepeaayun Ha nHtepoenice.

bpdu-transmit} enable
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spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIKNOUNTL pexnm Nnpuéma u/unv nepesauv Ha uHTepdeiice.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTtpoutb npuoputet ana pseudoRoot Ha MHTepdeiice.

YCTaHOBWTb 3HaYeHMe N0 YMOJHaHUIO.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BkntounTb Ha nHTepdelice GyHKUMIO 3aLMTbl OT aTak.

OTKNOUUTL Ha UHTepdelice GYHKUMIO 3aLMTbI OT aTak.

Tabnunua 83 — CTOMMOCTb NMyTU, YCTaHOBIEHHAA MO YMONYaHUIo (spanning-tree cost)

Unmepaeiic Me:g:;i onpeodeneHusa yeHHocmu ;;,yz:

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

LAG 10M 999900 56

LAG 100M 99900 12

LAG 1G 9900 3

LAG 10G 900 2

Y

CToMmocCTb NYTK A4NA rpynnbl KaHanose No meTtoay long no ymonuaHuio onpeaenserca
AeNeHnem CTOMMOCTU UHTepdeiica Ha KOANYECTBO JIMHKOB B rpynne -100. 3HayeHue

cost ana LAG npuBefeHo C yY4ETOM Y1eHCTBa B HEM 2 PpU3nuecKnx uHtepdeiicos.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 84 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show spanning-tree interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast |
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

MNMokasaTtb cocTosiHMe NpoToKona STP Ha MHTepodeiice.

show spanning-tree detail

Moka3aTtb NnoApo6Hyto MHGOPMALMIO O HACTPOMKAxX NPOTOKOAA
STP.

show spanning-tree active
[detail]

MoKaszaTb MHGOPMALLMIO O COCTOAHWUM O HAcTPOIKax STP Ha aKTuB-
HbIX MopTax.
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show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OTo6pasunTb HacTpokn STP Ha bridge.

show spanning-tree pathcost
method

OT06pasnTb MHGOPMALMIO O MeTo4e onpeaeeHUs CTOMMOCTH
nyTu.

show spanning-tree root
[address| cost | detail |
forward-time | id | max-ege |
port | priority]

OT06pasnTb MHPOpPMaLmio o root B Tononorum STP.

show spanning-tree summary

OTo6pasunTb cocTosiHME NPOTOKoNa STP OTHOCUTENbHO UHTEPdE-
COB.

4.14.3.2 Hacmpoiika npomokonaa MSTP

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM PeXkMma rnobasibHON KOHGUrypaumm:

console (config) #

Tabanua 85 — KomaHgbl pexknuma rnobanbHoi KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCTaHOBWUTbL NPUOPUTET A4 AHHOTO KOMMYyTaTopa nepes ocTab-
HbIMM, UCMONb3YIOWMMK 06LWLMIA 3K3emnaap MSTP.

- instance_id — sk3emnnap MST;

- priority — npnoputeT KOMMyTaTopa.

V 3HaueHuMe NnpuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

YctaHoBuTb noporosoe 3HadeHne TCN BPDU gnsa sk3emnnapa MST,
npv KOTOPOM 3anycKaeTcs Tarmep.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBUTb MaKCMMasibHOE KOJIMYECTBO TPAH3UTHbIX Y4acTKOB ANA
naketa BPDU, Heobxogumbix ans GopmnMpoBaHua aepesa U yaep-
YKaHUA MHOOPMaLMK O ero CTPoeHUK. ECiv NaKkeT yxKe npoLuen mak-
CMMaNibHOE KOJIMYECTBO TPAH3UTHbIX YH4aCTKOB, TO Ha ceaylowem
yyacTke oH oTbpacbiBaeTcs.

- hop_count — maKcMManbHOE KOMYECTBO TPAH3UTHbIX Y4aCTKOB
ana naketa BPDU.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

spanning-tree mst
configuration

Bxog, B pexxum KoHdurypauum npoTokosia MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokoaa MSTP

Buza 3anpoca KoMaHAHOWM CTPOKM B penume KOHPUrypaumnm npotokona MSTP:

console# configure terminal

console
console

(config)# spanning-tree mst configuration
(config-mst) #

Tabnnua 86 — KomaHapl pexxmuma KoHoUrypaumum npotokona MSTP

KomaHoa

3HayeHue/3Ha4yeHue
Mo ymoa4YaHuo

Aeiicmeue

instance instance_id vlan
vlan_range

instance_id:(1..63);
vlan_range: (1..4094)

Co3paTb COOTBETCTBME MEXAY 3K3eMNnAAapom npotokosna MSTP u
rpynnamu VLAN.

- instance-id — noeHTMdUKaTOpP 3K3emnnapa npoTokona MSTP;

- vlan-range — Homep rpynnbl VLAN.
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no instance instance_id vlan
vlan_range

Ypanutb COOTBETCTBME MEXKAY 3K3eMNAApom npotokona MSTP un
rpynnamu VLAN.

name string

Nno hame

string: (1..32) cumBona

3apaTb UMA KoHdurypauum MST.
- string — vmsa KoHpurypaumm MST.

Yaanutb ums KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaTb HOMep peBu3nU KoHoUrypaumm MST.
- value — Homep peBusnn KoHdurypauum MST.

YCTaHOBWTb 3HaYeHne No ymondauuto (value).

exit

Bbixoa, 13 pexmma KoHdurypauum npotokona MSTP ¢ coxpaHe-
HUEeM KOHOUTypauuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnuua 87 — KomaHabl pexxmuma KoHourypaumm nHtepoelica Ethernet, rpynnbsi noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard

-/33 LWWNTa BblK/IKOYEHA

BKAOUYMTD 3aLLNTY KKOPHA» ANA BCEX CBA3YOWMNX AepeBbes STP Bbl-
6paHHOro noprta. [aHHaa 3aluTa 3anpewaer uHTepdeicy bbiTb
KOPHEBbIM NOPTOM KOMMYyTaTopa.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHOBUTb NpUopuTeT nHTEpdeiica B ak3emnaape MSTP.
- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;
- priority — npuopuTeT MHTepdeiica.

V 3HaueHue NnpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUTb LLEHHOCTb NyTW Yepe3 BblbpaHHbI WHTepdelnc ana
onpeaeneHHOro sk3emnaspa npotokona MSTP.

- instance-id — naeHTMdUKaTOP 3K3emnaapa npotokona MSTP.

- COSt — LLeHHOCTb NyTU.

YCTaHOBWUTb 3HayeHWe, onpeaesniemoe Ha OCHOBAHWW CKOPOCTU
nopTta M MeTo4a onpeaesieHns LeHHOCTU NyTH, CM. Tabaunuy 83.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCTaHOBUTbL NpUOPUTET UHTEpdEca B KOPHEBOM CBA3YIOLWEM Ae-
pese MSTP.

V 3HauyeHue NpuopuTeTa A0MKHO BbITb KpaTHO 16.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOYAHWIO.

spanning-tree mst instance_id
pseudoRootid priority priority
mac-address mac_add

no spanning-tree mst
instance_id pseudoRootid

instance_id: (1..63);
priority: (0..240)/128

YcTaHOBUTb NpuopuTeT pseudoroot B aksemnnspe MSTP.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

spanning-tree mst instance_id
guard {root/none}

instance_id: (1..63);
-/none

BKAOUUTL UM OTKNOUMTD Spanning-tree Root Guard B yKaszaHHOM
aKksemnnape MST.

KomaHOwbl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#
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Tabnnua 88 — KomaHabl perkmuma Privileged EXEC

KomaHoa 3HayeHue/3HavyeHue no Aelicmeue
YMOAYAHUIO

show spanning-tree MokasaTb KoHUrypauuio npotokona STP.
interface {fastethernet fa_port |
gigabitethernet gi_port |

twopointfivegigabitethernet fa_port: (0/1..24);
two_port | gi_port: (0/1..48);
tengigabitethernet te_port two_port: (0/1..8);
| port-channel group} te_port: (0/1..11);
[bpduguard | cost | detail | group: (1..24)

inconsistency | portfast | priority
| restricted-role | restricted-tcn |
rootcost | state | stats]

show spanning-tree mst
instance_id [detail]

MokasaTtb NoapobHy MHPOopMaLMIO O

instance_id: (1..63) HacTpolike npoTokona STP.

show spanning-tree mst MoKasaTb MHPOPMALMIO O CKOHPUTYPUPOBAHHbIX
configuration ak3emnaapax MSTP.
clear spanning-tree mst Ouunctka cyetymkos STP.

Instance_id: (1..63);
fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

instance_id counters {interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}}

4.14.3.3 Hacmpoiika npomokona Rapid-PVST+ !

Bcero noggeprkaHo 64 RPVST-uHctaHca. Mpu 3Tom HyneBo Ucnonb3yeTca ANA BCex
VLAN, B KoTopbix oTKAtoueH RPVST. Kaxxaomy VLAN c BkntoueHHbIMm RPVST
cootBetcTeyeT oguH RPVST-UHCTaAHC.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu
Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypaumm:

console (confiqg) #

Tabanua 89 — KomaHabl pexknma rnobanbHoi KoHoUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro
spanning-tree vlan vian BkntounTb STP B BbIGpaHHOM vian.
vlan: (1..4094) - vlan — Homep VLAN.
no spanning-tree vlan vian i BbIkntounTb STP B BbIGpaHHOM Vlan.

KomaHObI pexcuma KoHgpuaypayuu VLAN (OduanasoH VLAN os)

console# configure terminal
console (config)# wvlan 1,3,7
console (config-vlan-range)#

1 dyHKUMA noaaepkuBaeTca TONbKO Ha moaenax MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24,
MES34001-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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Tabnmua 90 — KomaHabl pexkmma KoHourypaumm VLAN

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

spanning-tree forward-time

d:
seconds seconds: (4..30)/15 cek

no spanning-tree forward-time

YCTaHOBWTb UHTEPBa/ BPEMEHW, 3aTPauMBaeMblii Ha NPOC/YLIMNBA-
HME U U3yYeHWe COCTOAHMI nepes nepektoyeHnem B COCTOAHME
nepegayu.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

spanning-tree hello-time sec-

onds seconds: (1..10)/2 cek

no spanning-tree hello-time

YCTaHOBWUTb MHTEPBAN BPEMEHW MeXAy nepefadamu LUMPOKOBe-
LaTeNbHbIX coobuweHnit «Hello» K B3aMmogencTByoWwMM KOMMY-
TaTopam.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

spanning-tree max-age sec-
onds seconds: (6..40)/20 cek
no spanning-tree max-age

YCTaHOBUTbL BpemsA M3HW cBA3yloLwero aepesa STP.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

spanning-tree priority prior_val
P & P ¥ priof_ prior_val:

(0..61440)/32768

no spanning-tree priority

HacTpouTb NpuopuUTET YCTPOICTBA B CBA3YyHOLLEM AepeBe STP.
3HayeHne NpuopuTeTa A0KHO ObITb KpaTHO 4096.

YCTaHOBUTb 3HAYEHUE Mo YMOI4YaHUIO.

spanning-tree hold-count
count

count: (1..10)/6

no spanning-tree hold-count

3T0 3HaYeHMe yKa3biBaeT MaKCMMaslbHOE KOJIMYECTBO NAKEeTOB, KO-
TOopble MOTyT 6bITb OTNPaBAEHbl B 3aAaHHbIA MHTEpPBas BPeMeHU
hello-time.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

! Mpun 3apaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbinoNHeHue
' ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, uHmepdaelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumum uHtepdelica Ethernet, untepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabanuya 91 — KomaHabl pexkmma KoHourypauum nHtepderica Ethernet, rpynnel noptos

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

spanning-tree vlan vi/an cost

cost:
cost
(1..200000000)/cm.
o I " " Tabnuuy 83;
no spanning-tree vlan vian cos vlan: (1..4094)

YCTaHOBUTb LIEHHOCTb NYTU Yepes AaHHbI UHTepdeliC.
- €OSt — UEeHHOCTb NnyTy;
- vlan — Homep VLAN.

YCTaHOBWTb 3HauyeHue, onpefensiemoe Ha OCHOBAHUM CKOPOCTU
nopTa 1 MeToAa onpeaeneHns LeHHOCTU NyTu, cM.Tabauuy 83.

spanning-tree vlan vian port-

riority priorit
P vp Y priority: (0..240)/128;

vlan: (1..4094)

no spanning-tree vlan vian
port--priority

YcTaHOBUTL NpUOpUTET MHTEpdelica B cBAytowem aepese STP.
- vlan — Homep VLAN.

V 3HaueHue NpMopuUTeTa [0/KHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxknma Privileged EXEC:

console#
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Tabnnua 92 — KomaHabl perkuma Privileged EXEC

KomaHoa 3Haquue/3Haquue no ymonya- ,[leﬁcmeue
HUL
show spanning-tree vlan vian MokaszaTtb KoHOUrypaumto npotokona RPVST B
[{active | blockedports}] [detail] KOHKPETHOM BaHe.
- vlan — Homep VLAN;
- active — oTobpaeHne aKTUBHbIE UHTEP-
vlan: (1..4094) demcbl;
- blockedports — oTobparkeHune 3abnokmposa-
Hble UHTepdeichl;
- detail — nogpo6Han Hpopmauua.
show spanning-tree inter- MokasaTb KoHdurypauuio npotokona RPVST B
face {fastethernet fa_port | giga- vlan: (1..4094); KOHKPETHOM B/laHe Ha uHTepdeiice.

bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port

| port-channel group}

[{active | blockedports}] [detail]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

- vlan — Homep VLAN;

- active — oTobpakeHne aKTUBHbIE UHTEP-
delicol;

- blockedports — oTobparkeHune 3abnokmpoBsa-
Hble UHTepdelchbl;

- detail — nogpobHas nHpopmaums.

show spanning-tree vlan vian
pathcost-method

vlan: (1..4094)

MokasaTtb KoHbUrypaumto pathcost.

show spanning-tree vlan vian
bridge

vlan: (1..4094)

Moka3aTb KOHGUIYPaLMIO TEKYLLErO KOMMYTa-
Topa.

show spanning-tree vlan vian
root

vlan: (1..4094)

MoKasaTb KOHGUIYPaLMIO KOPHEBOFO KOMMYTa-
Topa.

4.14.4 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuma Layer 2 Protocol Tunneling (L2PT) no3BonseT nponyckaTb C/y»ebHble NaKeTbl pa3/INyHbIX

L2-npoTokosios (PDU) yepes ceTb NpoBaigepa, 4TO NO3BOSAET KNPO3PaYHO» CBA3ATb KJIMEHTCKME CErMEHTbI
cetu.

L2PT uHkancynupyet PDU Ha rpaHM4HOM KOMMyTaToOpe, nepegaeTr MX Ha APYron rpaHU4YHbIN
KOMMYTaTOp, KOTOPbIA OXKMAAET CneunanbHble MHKANCYIMPOBaHHbIe Kaapbl, @ 3aTeM AeKancyanpyeT ux,
4YTO NO3BO/IAET NO/Ib30BaTENAM NepesaBaTb MHPOPMALMIO 2-F0 YPOBHA Yepes ceTb NpoBaraepa.

KomaHObI pexcuma 2106anab6HoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxnma riobanbHoM KoOHGUrypauum:

console (config) #

Tabanua 93 — KomaHabl pexknma rnobanbHoin KoHourypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBWUTb afpec Ha3HayYeHUsa ANA MHKaNCY/IMPOBaHHbIX KaApoB
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YCTaHOBUTb a4pec HasHayYeHUa A4/1A MHKaMNCYy/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

lidp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YCTaHOBUTb af4pec HasHayYeHUa A4/1A MHKaMNCYy/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLErO NPOTOKOAA.

isis-11-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dc

YCTaHOBWUTb afpec HasHaYeHWsa ANA MHKaNCY/IMPOBaHHbIX KagpoB
(frame) cooTBeTCTBYIOLLErO NPOTOKOAA.

isis-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dd

YCTaHOBUTb a4pec HasHayYeHua 4/1A MHKaMNCYy/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLWErO NPOTOKONA.

vtp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e0

YCTaHOBUTb a4pec HasHayYeHua 4/1A MHKaMNCYy/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLErO NPOTOKOAA.
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ospf-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:el

YCTaHOBWTb afpec HasHauYeHWUs A9 MHKaNCyIMPOBaHHbIX KaLpoB
(frame) cooTBeTCTBYIOWErO NPOTOKOAA.

rip-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e2

YCTaHOBUTb afgpec HasHaYeHUs A1 UHKanCyIMPOBaHHbIX Kaapos
(frame) cooTBeTcTBYIOLLErO NPOTOKONA.

fctl-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:de

YCTaHOBUTb afgpec HasHaYeHUs A1 UHKanCy/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLWErO NPOTOKOAA.

igmp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:db

YCTaHOBUTb afpec HasHauyeHUs 419 UHKaNCYMPOBAHHbIX KaLpoB
(frame) cooTBeTCTBYIOWErO NPOTOKOAA.

vrrp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e3

YCTaHOBWTb afpec HasHauyeHUs 419 UHKaNCy/IMPOBaHHbIX KaLpoB
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdelicos Ethernet:

console (config-if)#

Tabnvua 94 — KomaHabl pexxmma KoHourypaumm nHtepoeiicos Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-11 | isis-12 | fctl |
ospf | rip | vtp | igmp | vrrp}

no I2protocol-tunnel {stp |
lacp | lidp | isis-I1 | isis-12 |
fctl | ospf | rip | vtp | igmp |
vrrp}

-/BbIK/IIOYEHO

BkntounTb pexkum nHkancynauum PDU.

BbIKNHOUNTL peXXmm nHKkancynaumm PDU.

Mpu BKAOYEHUU UHKancyasauum ana VTP MHKancynmMpoBatbca 6yaer BCa rpynna npoToKo-
. nos ¢ MAC-agpecamu HasHayeHma 01:00:0C:CC:CC:CC.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 95 — KomaHab! pexxkmma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}] |
[summary] | [vlan vian_id]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
vlan_id: (1..4094);
group: (1..24)

OT06pa3unTb KoHbUrypaumio L2PT cyMMapHO M No OTAENbHbIM UH-
Tepdericam.

show I2protocol tunnel-mac-
address

OT06pa3sunTb agpeca Ha3HaYeHWA 418 MHKaNCYAMPOBaHHbIX KaapoB
(frame).

4.14.5 Hacmpoliika npomokosa LLDP

OcHoBHoW ¢yHKUMe npoTokona Link Layer Discovery Protocol (LLDP) saBnsetca obmeH mexay

CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM M XapaKTepucTMKax. MHpopmauma, cobpaHHaa nocpeacTeom
npoTokona LLDP, HakanAuBaeTca B yCTPOMCTBAX M MOKET BbITb 3anpoLleHa ynpasaatoLMmM KOMMNbIOTEPOM
no npotokony SNMP. Takmm o06pa3som, Ha OCHOBaHMM cobpaHHON MHPOpPMaUMKM, HA YNpPaBAAIOLLEM
KOMMNbloTepe MoKeT 6bITb CMOAENNPOBaHa TOMO/OMMSA CETH.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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KOMMyTaTOpr noaaepXuMBarT nepenadvyy Kak CTaHAaPTHbIX napamMeTpoB, Tak U ONULMOHANbHDbIX,

TAaKUX KaK:

—  WMA YCTPOICTBA U €ro onucaHue;
—  WMA NopTa 1 ero onuncaHue;
—  unHpopmaums o MAC/PHY;

- uUT.A.

KomaHObI pexcuma 2106aabHOU KOHPU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHGUrypauum:

console (config) #

Tabnunua 96 — KomaHabl perknma rnobanbHoM KoHPUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

shutdown lidp

no shutdown lidp

-/BKAOYEHO

OTkAtounTL paboTy moayna LLDP Ha ycTpolicTse.
[aHHasa KomaHAa oTKAtovaeT paboty moaynsa LLDP ¢
e 6e3803BpaTHbLIM yAaneHMem Bcex HacTpoek 610ka
LLDP.

BkntoumTb paboty moayna LLDP Ha ycTpolicTBe.

set lidp enable

set lidp disable

-/BbIK/IOYEHO

Pa3spelwmnTb KOMMyTaTOPY MCNONb30BaHWE NPOoTOKoa LLDP.

3anpeTnTb KOMMYTATOPY UCMOJIb30BaHWE NPoTOoKoAa LLDP.

set lldp-med enable

set lldp-med disable

-/BbIK/IIOYEHO

BkntounTb otnpasky LLDP-MED.

OTKAOYNTL OTNpaBKy LLDP-MED.

lidp lidpdu filtering

set lldp version {v1 | v2} /vl 3agaTb Bepcuio npoTokoa LLDP.
lldp mac_address YKasaTb MAC-agpec, Ha KoTopblii byayT otcbinatbes lldp-kagpsl.
- lldp-Kazpbl Tak e 6yayT Ay61MpoBaTLCA Ha CTaHAAPTHLI MAC-aa-
pec.
lidp lidpdu flooding Jfiltering YCcTaHOBUTL pexkum dpunbTpaumm naketos LLDP BPDU.

YCTaHOBWUTb 3HAYeHMe No YMONYaHUIO.

lidp chassis-id-subtype
{chassis-comp string | if-alias |
if-name | local string | nw-
addr | port-comp string}

lidp chassis-id-subtype mac-
addr

string: (1..255)
CMMBO0B;
-/mac-address

3agatb chassis-id-subtype ana lldp-kaapa.

BepHyTb K 3HaYEHMIO N0 YMONYaHMIO.

lidp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTbL 3a4ep)KKy NOBTOPHOW WHMLMANM3auuu (Bpems 3a-
OEPKKK, BbinoNHAeMoe LLDP ans noBTOPHOM MHUUMANMU3ALMMU HA
nobom nHTepoderice).
V YT1o6bI OTMEHUTb HACTPOIKY Heob6XxoAUMO BbICTaBUTb
3Ha4YeHue No YMONYaHMIO.

lidp transmit-interval interval

interval: (5-32768)/30

YcTaHoBUTL MHTEpBan nepeaaun lldp-kagpos.
/1 YT06bl OTMEHWUTL HaCTPOlKYy Heo6X0AMMO BbICTaBUTbL
3HauYeHne No YMOJIYQHMUIO.

lidp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBWUTb MaKCUMabHYHO CKOpOCTb Nepesaun lldp-kaapos.
Seconds — Nepvog, BpeMeHn B TE4EHWUM KOTOPOTO YCTPOWCTBO MO-
YKEeT oTnpaBuTb He Bonee ogHoro Kagpa (frame).
V Y106bl OTMEHUTb HACTPOIKY HEeo6XO0AMMO BbICTAaBUTb
3HaYeHUe Mo YMONHAHUIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MMHUMAJIbHYO OAUTENbHOCTb 3aZlePXKKNU, MeXay no-
cnepoBaTenbHbIMU Kagpamu LLDP.
Y106bl OTMEHUTb HACTPOIiKY HEeo6X0AMMO BbICTAaBUTb
V 3HauyeHue No yMmoN4YaHulio.

lidp txCreditMax value

YcTaHoBUTL 3HaYeHue Credit Max (Machmaanoe KO/INYecTBo No-

value: (1..10) cnepoBatenbHbix LLDPDU, KoTopble moryT 6biTb nepegaHbl B io-
6oe Bpems).
lidp txFastInit value value: (1.8) YCTaHOBWUTb YMCNO MAKETOB, KOTopoe byayT OTNpaBaATbLCA B ne-

puog, fast init.
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KomaHObI pexcuma KoHguaypayuu uHmepagelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if)#

Tabnnua 97 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

lldp dest-mac mac_address

no lidp dest-mac
mac_address

-/BbIKNOYEHO

3apatb MAC-agpec, Ha KoTopbiii 6yayT oTcbinatbea lldp-Kagpbl.

Ypanute MAC-agpec, Ha KoTopblit byayT oTcbinatees lldp-kaapsi.

lidp transmit [mac-address
mac_addr]

no lldp transmit [mac-
address mac_addr]

-/BKAIOYEHO

Paspelwaet nepegayvy naketos no npoTtokony LLDP Ha wuHTep-
deiice.

3anpetTuTtb nepegavy naketos no npotokony LLDP Ha wuHTep-
delice.

lidp med-app-type type
{none | vlan {untagged |
vlan-id vian_id}} {priority
priority | dscp dscp}

no lidp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HasHauutb npasuno network-policy gaHHOMY UHTepdeiicy.

Yoanute npasuno.

lidp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lldp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIK/IIOYEHO

3a4aTb MECTONOOMKEHME YCTPOUCTBA AN NpoToKona LLDP (3Ha-
yeHue napameTpa location npotokona LLDP MED).

- coordinate — agpec B cucTeme KOOpANHAT;

- civic_address_data — agmMMHUCTPaTUBHBIN afpec YCTPOMCTBa;

- elin_data — agpec 8 popmarte, onpeaenerHHom ANSI/TIA 1057.

YaanuTb MectononoxKeHue.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/IIOYEHO

CrkoHdpurypmposatb TLV LLDP-MED Ha gaHHOM uHTepdelice.

Yaanutb HacTpoiky TLV LLDP-MED Ha nHTepdeiice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lidp notification

BKAOUMTb OTNpaBKy Tpanos no cobbitnsam LLDP.

OTK/IOYNUTb OTNPABKY TPANoB no cobbitusm LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,

string: (1..255);

3agatb ID Port Subtype ans kagpa LLDP.

no lldp receive [mac-address
mac_addr]

local string} -/ if-name
no lldp port-id-subtype YCTaHOBWUTb 3HaYEHME MO YMOYAHUIO.
lidp receive [mac-address PaspewunTb MHTepdeicy npuHMmaTb Kagpbl LLDP.
mac_addr]
-/BKNIOYEHO

3anpeTuTb UHTepdency NPUHMMaTb Kagpbl LLDP.

lidp tlv-select basic-tlv t/v_list

no lldp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

OnpepennTb Kakue 6asoBble onuuoHanbHble TLV-nona 6yayt
BK/IIOYEHbI YCTPOWCTBOM B Nepesasaemblii LLDP-naker.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpeaennTtb Kakne cneupyanbHble onuuoHanbHble TLV-nonsa 6y-
OYT BK/IIOYEHbI YCTPOUCTBOM B nepegasaemblit LLDP-naker.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.
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Y/
Y/

nopT rpynnbl.

MakeTtbl LLDP, npuHATble Yyepe3 rpynny nNopTos, 3anOMMUHAIOTCA UHAMBUAYANIbBHO NOpPTaMU
rpynnbl, NPUHABLWIMMMK coobweHun. LLDP oTtnpaenaeT pasninuHble cOO6LWEHUA HA KaXKAblA

Pabota npotoKona LLDP He 3aBUCUT OT cOCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NPaBAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPoToKonom STP-nopTax.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 98 — KomaHabl pexkmuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show lidp local
[gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] [mgmt-addr]

MokasaTtb LLDP-nH$popmaLmio, KOTOPY aHOHCUPYIOT NOPTbI.

show lidp neighbors [detail]

MokaszaTb MHPOPMALMIO O COCeaHUX YCTPOMCTBAX, HA KOTOPbIX pa-
6oTaeT npoTtoko LLDP.

show lldp statistics

- MokasaTtb cTaTUCTMKY LLDP.

Tabnnua 99 — OnucaHue pesynbLTaTos
Mone OnucaHue
Timer OnpegenseT, Kak 4acTo ycTpolicTBo waeT LLDP-o6HOBAEHMA.
Onpegaenset BennunHy spemenu (TTL, Time-To-Live) Ana npuHMMatOLLEro YCTPOICTBa,
Hold Multiplier B TEYEHME KOTOPOTO HYXKHO yAepKMBaTb NPUHMMaeMble NakeTbl LLDP nepeg, nx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela Onpegenser MMHMMaAbHOE BPEMSA, B TEYEHME KOTOPOro NopT ByAeT oXKuaaTb nepes,
4 nocblnkol cnegytouwero LLDP-coobueHus.
Tx dela OnpegzenseT 3afepXKKy Mexay nocneayowmnmm nepegadamu LLDP-kagpos, MHMumnu-
4 POBaHHbIX U3MEHEHUSAMW 3HAYEHWUI NMbBOo cTaTyca.
Port Homep nopTa.
State Pexum paboTbl nopTa gas npotokona LLDP.

Optional TLVs

TLV-onuumn, KoTopble nepegatorca
BO3MOKHble 3HaYeHUA:

PD — OnuncaHue noprta;

SN — CucrtemHoe ums;

SD — OnucaHune cuctemsi;

SC — BO3MOXKHOCTM CUCTEMDbI.

Address

Afpec ycTpoicTBa, KoTopbii nepeaaetca B LLDP-coobuweHunx.

Notifications

YKasblBaeT, paspeLeHbl uam 3anpeLLeHbl ygegomneHua LLDP.

Tabnunuya 100 — OnucaHune pesynbTaTos
Mone OnucaHue
Port Homep nopra.
Device ID Nms nnm MAC-agpec cocegHero ycTpoicTaa.
Port ID NpeHTMdMKaTOp NopTa coceaHero ycTpomncTaa.

System name

CucTeMHOoe MMs YCTPOMCTBA.
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Capabilities [aHHoe noJsie onucbIBaeT TUN YCTPOMCTBA:

B — MocrT (Bridge);

R — MapuwpyTtusaTop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T—TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — MosTopuTenb (Repeater);

O — Tun HeunsBecteH (Other).

System description OnuncaHne coceaHero ycTpomcTaa.

Port description OnwncaHne nopTa coceaHero ycTpomucTaa.

Management address AZpec ynpaBneHus yCcTponicTBoM.

Auto-negotiation support | OnpegenseT, NOALEPKMUBAETCA I aBTOMATUYECKOE ONpeaeseHne pexxuma nopTa.

Auto-negotiation status OnpegenseT, BKAOYEHA M NOAAEPKKA aBTOMATUYECKOrO ONpeaesieHna pexnma

nopTa.

Auto-negotiation
Advertised Capabilities

OnpefenseT pekumbl, Nogaepkmeaemole GyHKLMEN aBTOMATUYECKOrO OnpeaeneHus
nopra.

Operational MAU type Pabounin MAU-TUN ycTpoicTaa.

Mpumep HacTponku TLV-onumin Ha nHTepdeiice Gigabitethernet 0/1:

console (config) # set 1lldp enable
console (config) # interface gigabitethernet 0/1

(

(
console (config-if)# 1lldp tlv-select basic-tlv port-descr
console (config-if)# 11ldp tlv-select basic-tlv sys-name
console (config-if)# 11ldp tlv-select basic-tlv sys-descr
console (config-if) # 1lldp tlv-select basic-tlv sys-capab
console (config-if) # 1lldp tlv-select basic-tlv mgmt-addr ipv4 10.0.0.1
console (config-if)# 1lldp tlv-select dotltlv port-vlan-id
console (config-if)# 11ldp tlv-select dotltlv protocol-vlan-id all
console (config-if) # 1lldp tlv-select dot3tlv macphy-config
console (config-if) # 1lldp tlv-select dot3tlv link-aggregation
console (config-if) # 1lldp tlv-select dot3tlv max-framesize

4.14.6 Hacmpolika npomokKona G.8032v2 (ERPS)

MpoTtokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH Ana NoBbILLEHMA YCTOMYMBOCTU
N HAOEXHOCTM CeTU nepenayun AaHHbIX, UMeoLWen KONbLEBYO TOMOMOTMUIO, 33 CHET CHUMKEHUA BPEMEHM
BOCCTAQHOBJ/IEHMA CETU B CAydyae aBapuun. Bpemsa BOCCTaHOBEHMA He npeBbllwaeT 1 ceKyHAbl, YTO Cylle-
CTBEHHO MEHbLLE BPEMEHW NEPECTPONKM CETU NPU UCMNOAb30BAHUM NPOTOKON0B CEMEICTBA Spanning tree.

Y

MES2448, MES2448B,

ERPS noppepykaH TonbKo Ha mopenax MES2424, MES2424B, MES2424FB, MES2424P,
MES2448P, MES2410-08DP,

MES2410-08DU, MES2420-48P,

MES2420B-24D, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

Buza 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHoM KoOHPUrypaumu:

console (config) #
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Tabnnuya 101 — KomaHabl pexmma

rno6anbHoOn KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

shutdown aps ring

no shutdown aps ring

-/BbIK/IIOYEHO

OTkAounTb paboty moaynsa ERPS Ha ycTpoit-
cTBe.
[aHHaa KomaHAa oTKkAloYaeT paboty
.’ moayna ERPS c 6e3Bo3BpaTHbIM yaa-
NleHueMm Bcex HacTpoek 6noka ERPS.

PaspewunTtb paboty moayna ERPS Ha ycTpoir-
cTBE.

aps ring enable

no aps ring enable

-/BbIK/IIOYEHO

PaspewunTb paboTy npoTtokona ERPS.

3anpetutb paboTy npoTokona ERPS.

aps ring vlan-group-manager {erps |
mstp}

-/mstp

Bbibop MeHeaKepa rpynnupoBKu vian.

aps ring group ring_id

no aps ring group ring_id

ring_id: (1..4294967295)

Co3paTb ERPS-KonbLO.

Ypanutb ERPS-konbLO.

aps group name name ring group
ring_id

name: (1..35) cumBosioB
ring_id: (1..4294967295)

3aaTb MMA KOAbLy.

aps ring notification enable

no aps ring notification enable

-/BKIOYEHO

BKkntounTb cobbITMA paboTbl Konbua ERPS.

OTKAOUYMTb cobbITMA paboTbl Konbua ERPS.

aps ring map vlan-group vian-group-id
{add | remove} vian_list

no aps ring vlan-group vian-group-id

vlan-group-id: (0..64)
vlan_list: (1..4094)

Co3gatb vlan-rpynny c¢ gobasneHve uau

yaaneHunem vian.

Yaanutb vlan-rpynny.

aps ring proprietaryClearFS {enable |
disable}

-/BKOYEHO

MN3MeHWTb peskmnm BOCCTaHOB/IEHWA KOJbLLa MpK
ounctke forced switch.

KomaHObI pexcuma KoHguaypauuu npomokona ERPS

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHdurypaumm konbua ERPS:

console# configure terminal

console
console

(config) # aps ring group 1
(config-ring) #

Tabnvua 102 — KomaHapl pexkmma KoHpurypaumm konbua ERPS:

3HayeHue/3HayeHue no

KomaHda Aeiicmeue
yMOAYaHUIo
aps clear Ypanutb HacTpoitku force/manual switch.
! Tonbko ans sepcum v2.
aps compatible version {v1 | v2} 2 BbibOp peskMma COBMECTMMOCTM C APYrMmMu

BepcMAMM NpoToKona G.8032.

aps force {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps force

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
po: (1..24);
-/BblKNIOYEH

BKkntountb perkmum force switch ¢ 6/10KMpoBKoW
yKasaHHoro nopra.

OTKAtounTb pexxkum force switch.

! Tonbko ana sepcum v1.

aps manual {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
po: (1..24);
/BbIKNIOYEH

BkatounTb pexkum manual switch ¢ 610kmMposKoit
YKa3aHHOro nopra.

BbIKNtounTb pexkum manual switch ¢ 6nokupos-
KOW YKa3zaHHOro nopra.

! TonbKo ana sepcum vl.
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aps main ring id ring-id

ring-id: (1..4294967295)

YKasaTb OCHOBHOE KO/bLO A4/ AAHHOro noa-
Ko/bLa.

aps map vlan-group vian-group-id

vlan-group-id: (0..64)

MpuBasaTb vlan-rpynny K KonbLy.

’ TonbKo gnsa pexkuma service-based.
o

aps neighbor {gigabitethernet gi_port
| twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po}

no aps neighbor

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
po: (1..24);
/OTKNOYEHO

Hactpouts posb coceaa ana rpl-nopra.

Cbpocutb ponsb rpl-nopra.

aps owner {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps owner

gi_port: (0/1..48);

two_port: (0/1..8);

te_port: (0/1..11);
po: (1..24);
/OTKNOYEHO

Hactpouts posb Bnagenbua rpl-nopra.

CbpocuTtb ponsb rpl-nopra.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/OTKNOYEHO

Bkntountb oTnNpaBKy curHana oumctkn MAC-
TabMLpbl B OCHOBHOE KOJIbLLO NPY NepecTpoeHnm
noAKosnbLa.

OTKNOYUTL OTNPABKY CUrHana ouuctkm MAC-
TabAunupbl B OCHOBHOE KOJbLLO MPU NepecTpoeHnmn
noAKo/bLa.

aps protection-type {port-based |
service-based}

-/port-based

N3MeHUTb TUN 3alWKnTbl KONbUa

- port-based — PaboTaeT TonbKO C HyneBow
vlan-rpynnoi;

- service-based — Mcnonb3yeTca ¢ KOHKPETHbIMM
vlan-rpynnamu.

aps revert Bbibop pexknma paboTbl KosbLaA.
-/BKAOYEHO
no aps revert
aps subring-without-virtualchannel . OTkAtounTh virtualchannel 8 paboTe ¢ sub-ring.
g -/disable
{enable | disable}
aps group active AKTUBAUMA KObLA.
no aps group active -/oTKkNOYEHO OTKNtOYEHME KONbLA.

aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHa, /500 mc

YcTaHoBKa Taimepa 610KMpyloLLero ycTapesLlumne
R-APS coobuieHus.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cexkyHz, /0 mc

YcTaHOBKa TallMepa 3afiepXKKM peakuun Kom-
MYTaTopa Ha U3MEHeHWe B COCTORHUMN.

aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHz /5000 mc

YcTaHOBKa MHTepBana nepegaum RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHz /5500 mc

YcTaHOBKa TaliMepa 3a4epiKKM Moc/ie OYUCTKU
coctoAHua force/manual switch.

aps timers wtr value {hours |
milliseconds | minutes | seconds}

Value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHg /300 ¢

YcTaHOBKa Talimepa, KOTOPbIM 3anycKaercs Ha
RPL Owner kommyTaTope B revertive-pexxmme.
Ucnonb3yetca panAa  npepoTBpaALLEHUA  4acTbixX
3aLUMTHBIX MEepeKItoYeHU U3-3a CUrHaNoB O
HEWCMNPABHOCTAX.

aps working level Jeve/

no aps working level

level: (0..7)/0

HacTtpoiika yposHs Maintenance domain (MD).

Yaanutb gomeH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po} east
{gigabitethernet gi_port |
twopointfivegigabitethernet two_port

gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
po: (1..24);
vlan-id: (1..4094)

HacTpoitka west, east MOpTOB C yKasaHuem
cnyebHoro vlan (R-APS VLAN). B nepsyto
oyepenb 3agaeTca west-nopt, 3aTem east-nopr.
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| tengigabitethernet te_port | port-
channel po} vlan vian-id

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:
console#

Tabaunuya 103 — KomaHgb! pexknma Privileged EXEC

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
show aps ring BbiBog, MHOpMaLmm 06 obuem coctosHun ERPS
) N COCTOAHWUM BCEX HAaCTPOEHHbIX KOJeLL,.
show aps ring configuration - BbiBoa MHGOPMaUUKM O KOHOUIYpPaLUK KObLA.
show aps ring global info - BbiBoa MHGOpMauum o coctosHuM moaynsa ERPS.
show aps ring group ring id id: (1..4294967295) BbiBoA MHGOPMALMM O COCTOAHUU KOHKPETHOTO
KO/bLA.
show aps ring statistics - BbIBOZA, CTAaTUCTMKM A/1A BCEX KOMbLEBbLIX MOPTOB.
show aps ring timers - BbiBoa MHbOpMauum o Bcex Taimepax ERPS.
show aps ring vlan-group {vian-group- vlan-group-id: (0..64) BbiBoa MHPOpmauuum o vlan B vlan-rpynne.
id}

[Mpumep Hacmpoliku ERPS

HactpouTb Ko/bLO € naeHTUdMKaTopom 1. 1ns npoxoaeHus cay>kebHoro erps-tTpaduka B KOAbLE UCMNOJb-
3yetca vlan 1000 (r-aps vlan), vlan 1-999 3awmuieHHble (protected) go6asneHsi 8 1 vlan-rpynny. Moptte0/1
AsnAeTcsa west-noprtom, east-nopt te0/2, rpl-owner te0/1.

console (config) #vlan 2-1000

console (config-vlan) #vlan active

console (config-vlan) #fexit

console (config) #no shutdown aps ring

console (config) #aps ring enable

console (config) #aps ring vlan-group-manager erps
console (config) #aps ring map vlan-group 1 add 1-1000
console (config) #aps ring group 1

console (config-ring) #aps working level 1

console (config-ring) #aps working west tengigabitethernet 0/1 east
tengigabitethernet 0/2 vlan 1000

console (config-ring) #aps owner tengigabitethernet 0/1
console (config-ring) #aps protection-type service-based
console (config-ring) #aps map vlan-group 1

console (config-ring) #aps group active

4.15 Hacrtpoiika npotokona OAM

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢yHKUUM ypPOBHA
KaHana nepefayy OaHHbIX NPeacTaBAAlOT cob0li MPOTOKO/A MOHUTOPWMHIA COCTOSAHMA KaHana. B atom
npoToKoie ANA nepeaadn MHGOPMaLUKN O COCTOSHUM KaHaNa MeXKay HenocpeaCcTBEHHO NOAKAOYEHHbIMM
ycTpoiicteamm Ethernet ucnonwsyiotca 610KM AaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoiicTtea
OOMKHbI noaaepKnsatb ctaHaapT IEEE 802.3ah.
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KomaHObI pexcuma KoHgu2ypayuu uHmepageticos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nHtepdelicos Ethernet:

console (config-if)#

Y

HacTtpoitka Ethernet OAM TpebyeTca ana oTnpaBkuM snmp-trap no cobbiTuio Dying Gasp.

Tabnnua 104 — KomaHgb! pexkuma KoHdurypaumm nntepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

shutdown ethernet-oam

OTkntountb paboty moayna Ethernet OAM Ha ycTpoWcTBe.
[aHHasa KomaHAaa oTkAlouyaeT paboty moayna Ethernet

-/BKRAtOYEHO OAM c 6e3B0O3BpaTHbIM yAaneHMEM BCEX HACTPOEK
6noka OAM.
no shutdown ethernet-oam Bkntountb paboty mogynsa Ethernet OAM Ha ycTpolicTse.
shutdown fault-management OTkntounTb paboty moaynsa Fault-management Ha ycTpoiicTse.
[aHHaa KomaHAa oTKAouyaer pabory moayns Fault-
I management c 6e3B03BpaTHbIM yAaneHUuem Bcex Hac-
-/BKAOYEHO -

no shutdown fault-
management

TpoekK 6nokKa Fault-management.

Bkatountb paboTty moayns Fault-management Ha ycTpoiicTse.

ethernet-oam enable

ethernet-oam disable

-/BbIK/OYEHO

PaspewunTtb paboty OAM.

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBWUTbL MOPOr KOAMYECTBA OLMBOK 3a YKa3aHHbIM nepuog,
(nepunopg, yctaHaBanBaeTca KomaHgol ethernet oam link-monitor
frame window).

BoccTaHOBUTb 3HaYeHMEe N0 YMONYAHUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBWUTbL BPEMEHHOW MPOMENKYTOK A/1A MOACYETa KOMYecTBa
ownboK.

BoccTaHOBUTL 3HaYeHMe N0 YMOHAHMUIO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHoBUTbL nopor ans cobbitna «frame-period» (nepuog ycra-
HasauMBaeTca KomaHgoi ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHMe NO YMOYAHMUIO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(Oxffff../123456..)

YCTaHOBUTb BPEMEHHOW MNPOMEXKYTOK paas cobbitna «frame-
period».

BoccTaHOBUTL 3HaYeHWe NO YMOHAHMUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHoBUTb Mopor ans cobbitua «frame-sec-summary» (nepuog,
ycTaHaBAuBaeTca KomaHgol Ethernet-oam link-monitor frame-
sec-summary window), B cekyHaax.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBUTb BPEMeHHOW NPOMeXyToK ansa cobbitua «frame-sec-
summary».

no ethernet-oam link-monitor me BocCCcTaHOBUTbL 3HaUYEHME MO YMOYAHUIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTb peXKum paboTbl NpoTokona OAM:
{active|passive} Jactive - active — KOMMyTaTOp NOCTOAHHO oTnpasaseTr OAM PDU;

- passive — KOMMyTaTop HaunHaeT otnpasnATb OAM PDU TonbKo
npu Haanumm OAM PDU co BCTpeYHOW CTOPOHBI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/IIOYEHO

KomaHgaa ana ynpasneHus noggepkon GyHKLMKU 3aBOpoTa Tpa-
duka.

- deny — urHopupyet KomaHgp! loopback;

- disable — 6nokupyet loopback;

- enable — BKkntouaeT KoHTpob Ana loopback;

- permit — Bk/touaeT 06paboTKy loopback.
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ethernet-oam uni-directional
detection

no ethernet-oam -/BbIKAOYEHO

uni-directional detection

BKAOUNTL PYHKLMIO OBHapPYKeHWA O4HOHANPaB/EHHbIX CBA3EN
Ha 6a3e npoTokona Ethernet OAM.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

ethernet-oam uni-directional
detection action
{log|errdisable}

-/log

no ethernet-oam
uni-directional detection
action

OnpegennTb peakuMilo KOMMYyTaTopa Ha OZJHOHanpaB/eHHYHo
cBA3b:

- log — 3anucb B XypHan;

- errdisable — nepesog nopta B coctosiHue «error-disable», 3a-
NUCb B }KypHan u otnpaska SNMP trap.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

ethernet-oam uni-directional
detection agressive

-/BbIK/IIOYEHO

no ethernet-oam
uni-directional detection
aggressive

BKNOUMTDL arpeccuBHbI pexum onpeaeneHna ogHOHanpaBieH-
HOWM cBA3u. Ecn OT coceiHero ycTpoicTBa NepecTatoT NpUxoauTb
Ethernet OAM-co0bLEeHNA — IMHK NOMeYaeTcs Kak 04HOHanpas-
JIEHHBIN.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

ethernet oam uni-directional
detection discovery-time time
no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOW UHTEPBa ANA onpeaeseHna TUNa ceAsn
Ha nopry.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

KomaHObI pexcuma 2a0banbHol KoHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHGUrypaumu:

console (confiqg) #

Tabnuvua 105 — KomaHabl pexkmuma rnobanbHom KoHdUrypaumum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aeiicmeue

set ethernet-oam

{enable|disable} -/disable

BkAounTb/BbIKAOYMTL OAM B cucTeme.

set ethernet-oam oui oui oui: (aa:aa:aa)

3apatb OUI gna OAM.

KomaHObI pexcuma Privileged EXEC

Bce KomaHAabl AO0CTYnNHbI ANA NPUBUNETNMPOBAHHOIO NoJsib30BaTeNA. Bua 3anpoca KOMaH,D,HOl)'I CTPOKU

pexuma Privileged EXEC:

console#

Tabnunua 106 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show port ethernet-oam -

OT06pa3nTb MHGOPMALIMIO O TEKYLLLEM COCTOSHUM 0am.

show port ethernet-oam
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11).

OT06pasuTb MHOOPMALMIO O TEKYLLEeM COCTOAHWU 0am AN KOH-
KpeTHoro uHTepodeiica.
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show port ethernet-oam
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] neighbor

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11).

OT06pasnTb COCTOAHME COCEACTBYIOLEN KOHUTYpaLMK.

show port ethernet-oam
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
twopointfivegigabitethernet
two_port |tengigabitethernet
te_port] statistics

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11).

OT106pasunTb ctatucTuky OAM A1 MHTEepdheincoB/KOHKPETHOrO UH-
Tepdelica.

show port ethernet-oam({
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } event-notifications

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11).

OT06pa3nutb OAM HacTpoliKM nopTa.

show ethernet-oam global
information

OT06pa3unTb rnobasnbHblie HAacTpPoku 61o0ka OAM.

Mpumep HacTpoliku Ethernet OAM:

console (config) # set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.16 Npynnosasa agpecaums

4.16.1 dyHKYus nocpedHuka npomokona IGMP (IGMP Snooping)

®yHKuUMA IGMP Snooping ucnonb3yetcsa B ceTAX rPynnoBoW paccbinku. OcHoBHOM 3aaadveit IGMP
Snooping ABnAeTCA NpeAoCTaBNeHUMEe MHoroafpecHoro TpaduKa TOMbKO AnA Tex MOpTOB, KOTOpble

3anpocunu ero.

« NMoapeprkusatotca sBepcuun npotokona IGMP —IGMPv1, IGMPv2, IGMPv3.

’ ®dyHKuma rpynnosoii punbtpauum «bridge multicast filtering» BknoueHa no ymonuaHuio.

-

PacnosHaBaHue NOPTOB, K KOTOPbIM NOAK/THOYEHDBbI MHOTOaA4pPeCHbIE MapLWPYyTU3aTOPbl, OCHOBAHO Ha

cneayoumx cobbITUaAX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— naketbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOpPTY;

— NakeTbl NPOTOKO/1a MHOroaapecHon mapuwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NopTy;

— nakKeTbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHaTbI Ha NOpPTY.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOm KoOHOUIypaumm:

console (config) #
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Tabnunua 107 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

shutdown snooping

no shutdown snooping

-/BKAOYEHO

OTKAtouNTbL paboTy moayns IGMP/MLD Snooping Ha ycTpoicTse.
' ,  [laHHaAa KomaHga oOTKA4YaeT paboty moayna
b IGMP/MLD Snooping c 6e3B03BpaTHbIM yAaneHuem

Bcex HacTpoek 610ka IGMP/MLD Snooping.

BkatounTb paboty moayns IGMP/MLD Snooping Ha ycTpoicTse.

ip igmp snooping

no ip igmp snooping

-/BbIKOYEHO

PaspewunTtb ucnonbsosaHme dyHkuun IGMP Snooping kKommyTa-
TOpOM.

3anpeTuTb Ucnosb3osaHue ¢oyHKUMM IGMP Snooping KommyTaTo-
pom.

ip igmp snooping vlan vian_id

no ip igmp snooping vlian
vlan_id

vlan_id: (1..4094)/Bbi-
K/II0O4EHO

PaspewunTtb ucnonb3oBaHme ¢pyHkuun IGMP Snooping KommyTa-
TOpPOM ANA AaHHOro uHtepderica VLAN.
- vlan_id — wpeHTndMKaunoHHbIi Homep VLAN.

3anpeTuTb Ucnosib3oBaHue ¢oyHKUMM IGMP Snooping KommyTaTo-
pom ans gaHHoro uHTepdeinca VLAN.

snooping authentication

no snooping authentication

-/BbIK/IIOYEHO

BKkntoumTb aBTOpM3aumto IGMP join rnobansHo.

BbIkntounTb aBTopmsaumto IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

timeout: (20-10000)
/600

HacTpouTb TalimayT ana cache-tabanupl IGMP-aBTopusaymm.

BepHyTb 3HaYeHMe Mo YMOAYaHMIO.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24);

OnpegenuTb NOPT, K KOTOPOMY MOAKAOYEH MapLlpyTU3aTop
MHOroaZpecHou paccblikn Ans 3agaHHoro VLAN.
- vlan_id — vaeHTUdUKauMOHHbI Homep VLAN.

YKa3aTb, YTO K MOPTY HE MOAK/IYEH MapLWpPyTU3aTOP MHOI0a4-
PECHOM PacCbINKK.

ip igmp snooping vlan vian_id
fast-leave

no ip igmp snooping vlan
vlan_id fast-leave

vlan_id: (1..4094);
-/BbIKOYEHO

BknatounTb npouecc IGMP Snooping Immediate-Leave Ha Terywiel
VLAN. O3HayaeT, 4To NopT A0JIKEH ObITb HEMEA/IEHHO yAaNeH uU3
rpynnbl IGMP nocne nonyyeHus coobuernusa IGMP leave.

OTkntounTb Npouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/8bI-

BKAOYUTL NOAMEHY KOMMYTAaTOPOM aApeca UCTOYHMKA Ha 3a4aH-
HbIl IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN.
- ip_addr — IP-apgpec, KoTopbli byaeT Ncnonb3oBaTbCa ANA No4-
MEeHbI.

MoameHa Ha 3aAaHHbIM agpec ANA TPAaH3UTHOro Tpa-

! ¢pMKa NPOMCXOAUT NPU BKAKYEHHOM ip igmp snooping.

ip igmp snooping group-query-
interval

K/IIOHEHO MoameHa Ha 3agaHHbIA agpec ana Tpaduka, ucxoan-
wero ¢ CPU kommyTaTopa, — Npu BKJIIOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vlan BbIKNHOUNTE NOAMEHY KOMMYTAaTOPOM afpeca UCTOYHMKA Ha 3a-
vlan_id replace source-ip OaHHbIN IP-agpec B nakeTax IGMP-report.
ip igmp snooping group-query- YCTaHOBWUTb MHTEPBan BPemMeHW B CEeKyHZaX, Nnocne KOToporo
interval value YCTPOMCTBO OTNPABAAET group-query Ha mrouter.

value: (2..5)

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBWTb MHTEPBAN BPEeMeHU B CEKYHAAX, MO UCTEYEHUU KOTO-
poro mrouter yganaetca, ecan He nony4vaet IGMP reports.

OTKNOUYUTb HACTPOMKY.

ip igmp snooping query-
forward all-ports

-/non-router

BK/OUMTL OTMPABKY query BO BCE NOPTbI.
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ip igmp snooping query-
forward non-router

BKAlOUMTL OTNPaBKy query B non-router-noptbl.

ip igmp snooping report-
suppression-interval value

no ip igmp snooping report-
suppression-interval

3apaTb UHTEpBan (B cekyHAaax), ana kotoporo IGMPv2 report gns
OZHOW M TOM Xe rpynnbl He 6yayT NnepeHanpaBaeHbl.

value: (1..25)/5

YCTaHOBWUTb 3HAYeHME NOo YMOI4aHUIO.

value

ip igmp snooping retry-count

count

no ip igmp snooping retry-

value: (1..5)

MaKkcumanbHoe KoAM4ecTBo query, OTHOCALLMXCA K rpynne, oT-
npasJieHHbIX Ha mrouter.

OTKNHOUUTL HACTPOMKY.

enable

ip igmp snooping send-query

disable

ip igmp snooping send-query

Pa3pelwunTtb Nepesayy query-nakeTos Ha yCTPOMCTBE.

3anpeTnTb Nepeaayy query-nakeTos Ha yCTPOICTBE.

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

YcTaHOBWTb MHTEPBaA (B ceKyHAax), nocie KOTOPOro NopT yaana-
etca, ecnn IGMP reports He nony4eHbl.

interval: (130..1225)

OTKAOUUTL TaliMmep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIK/OYEHO

PaspewnTtb ncnosnb3osaHme oyHKUMA dunbtpaumum IGMP Ha nH-
Tepdelicax.

3anpetTuTb Ucnonb3oBaHue GyHKUUn dunbtpaumm IGMP Ha nH-
Tepdelicax.

ing

ip igmp snooping proxy-report-

porting

no ip igmp snooping proxy-re-

-/BbIK/OYEHO

BkntounTb NnpokcnposaHue kaneHTckmnx IGMP-3anpocos, a Takxke
camocTonATe/IbHoe pOPMMPOBAHME 3aMPOCOB B C/Ty4ae HaCTPOMKM
ctatnyeckmx IGMP-rpynn.

OTKNIOYUTb NPOKCUpPOBaHME KaneHTcknx IGMP-3anpocos, a Tak-
e camocTonaTeslbHoe GopMMpPOBaHME 3aNpoOCOB B C/y4ae HacT-
pOWiKM cTaTnyecknx IGMP-rpynn.

KomaHObI pexcuma KoHguaypauuu VLAN (duanasoH VLAN’08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabnuua 108 — KomaHapl pexkuma KoHpurypaumm VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuio

Aeiicmeue

ip igmp snooping replace
source-ip ip_addr

BK/OYUMTL NOAMEHY KOMMYTAaTOPOM ajpeca UCTOYHWMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr — IP-agpec, KoTopblit byaeT Mcnonb3oBaTbCa AN NOA-
MeHbI
MoameHa Ha 3aAaHHbIN agpec ANA TPaH3UTHOrO Tpa-
! ¢MKa npoucxoauT nNpU BKAKOYEHHOM ip igmp
snooping. MoameHa Ha 3ajaHHbIA appec Ana Tpa-
¢uKa, ucxogawero c CPU kommyraTtopa, — npu BK/IO-
YeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

source-ip

no ip igmp snooping replace

BbIKNOYMTE MOAMEHY KOMMYTAaTOPOM aZipeca MCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.

ip igmp snooping cos cos

YcTaHOBUTL 3HaueHue 802.1p gns IGMP-nakeToB, KoTopble by-
AYT MCNo/b30BaTbCA KOMMYTAaTOPOM Ha MHTepdeice VLAN.

ip igmp snooping

no ip igmp snooping cos cos: (0..7)/- Yaansaet 3HaueHne metkn 802.1p gna IGMP-nakeToB Ha UHTEp-
device VLAN.

ip igmp snooping version {v1 | YcTaHoBUTb Bepcuto npoTokoaa IGMP B VLAN.

v2 | v3} -/v3

YCTaHOBWTb 3HaY€HME N0 YMOJIHAHMUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IOYEHO

BkntoyaeT pyHKumto fast-leave ans VLAN.

Bbikntovaet dpyHKumio fast-leave gna VLAN.

ip igmp snooping max-
response-code value

value: (0..255)

YCTaHOBUTb MaKCMMasibHOE BPeMs OTBETa Ha 3anpoc, 3ajatolue-
ecs B KoZe, r4e o4Ha eAVHULA KoAa paBHa OLHOW pecaToi ce-
KYHZAbI.
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no ip igmp snooping max-
response-code

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
time: (60..600)

CTaTU4ecKM HacTpouTb NOPTbI MapwpyTusaTopa gna VLAN.
- time-out — HTEpBan OXKMAAHMA 40 OYUCTKU MOPTa MapLIPYTU-
3atopa gna uHtepderica VLAN.

YaanuTb yKasaHHble NOpTbl mapLpytusatopa ana VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } version {v1 | v2 | v3}

no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port} version

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

HacTtpoutb Bepcuio IGMP ana nopta mapwpytmsatopa ana VLAN.
-vl — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YCTaHOBUTb BEPCUIO MO YMOJTHAHWIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpueAsaTb multicast-npodunb ¢ 3agaHHbIM MHAEKCOM K VLAN.

Ypanutb npusasky K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIK/IIOYEHO

BKAOUMTL NOAAEPXKKY BblAauM 3aMpoCcoB igmp-gquery KOMmyTa-
Topom 8O VLAN.

BbIKNOUNTL NOAAEPKKY BblAaUYM 3aNPOCOB igMp-query KommyTa-
Topom BO VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKNtO4EHO

YCTaHOBUTb TaliMayT, N0 KOTOPOMY CMCTEMA OTMPaB/IAET OCHOB-
Hble 3anpoCcbl BCEM yYaCTHMKAM rpynmnbl MHOroaApecHown nepe-
Aa4n AnA NPOBEPKM UX aKTUBHOCTHU.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIK/AOYEHO

BKAIOUNTE pexMm GUAbTPaLUKM He3aperucTpMpoBaHHOTO Tpa-
¢duka B VLAN.

OTKAIOUUTDL peUM GUABTPALMU He3aperncTpMpPoBaHHOMO Tpa-
¢duka B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Cos3patb CTaTUYECKYHO 3anNUCb B Taﬁnmu,e prnl‘lOBOﬁ agpecauun.

Y[anuTb cTaTMyeckyto 3anucb U3 Tabauubl rpynnoBoli agpeca-
Lun.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
group: (1..24)

Bkatountb oTbpacbiBaHne Query Ha uHTepbelice.

BbIkntountb oT6pacbiBaHne Query Ha nHTepdeiice.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica:

console (config-if)#

Tabanuya 109 — KomaHgb! pexkuma KoHpurypaumnm nHtepoetiica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

switchport multicast-tv vlan Bkntountb nepeHanpasneHne |IGMP-3anpocoB M3 KANMEHTCKMX

vlan_id [tagged] Vlan B Multicast Vlan n mynbTKactoBoro tpaduka B KIMEHTCKUe
Vlan B HeTerMpoBaHHOM BUAe.
- tagged — BkntounTb nepeHanpasneHme IGMP-3anpocoB 13 Kau-

vlan_id: (1..4094) eHTckmnx Vlan 8 Multicast Vlan n myabTukactoBoro Tpaduka B Kim-

eHTcKkue Vlan ana nHTepdeica B TerMpoBaHHOM BUAE.

no switchport multicast-tv vlan BbikntounTb nepeHanpasneHne |IGMP-3anpocoB C KAMEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactoBoro TpadmKka B KIMEHTCKUNE
Vlan gna nutepdeiica B pexxmme «access».

ip igmp snooping limit groups YCTaHOBWTb OrpaHMYeHne No KOAWYecTBY rpynn Ha uHTepdeiice.

limit DOna pabotbl TpebyeTca KomaHaa ip igmp snooping

-/BbIKNOYEHO L filter.

no ip igmp snooping limit CHATb OrpaHUYeHne Ha KOIMYeCcTBO rpynn.

ip igmp snooping filter- BKkatounTb punbTpaumto no filter-id Ha nHtepdelice.

profileld filter-id

— — -/BbIK/IlOYEHO - -

no ip igmp snooping filter- OTkntounTb dunbTpaumto no filter-id Ha nHTepderice.

profileld

ip igmp snooping leavemode YcTaHOBUTL pexkum leave Ha nHTepdeiice.

{exp-hosttrack | fastleave | - exp-hosttrack — c oTcnexkmBaHMeM X0CTOB;

normalleave} - fastleave — ynaneHue cpasy nocne nonyyeHue leave;
- normalleave — peXXum no ymonyaHuio.

[na paboTtbl TpebyeTca KomaHaa snooping leave-process config-

-/normalleave

level port.
ip igmp snooping trusted BkntounTb perkum gosepua IGMP Snooping Ha uHTepdeiice.
Ha poBepeHHbIn MHTepdeic He pacnpocTpaHaeTca AencTeue Ko-
-/BbIKNOYEHO MaHZ ip igmp snooping proxy-reporting v ip igmp snooping
replace source-ip.
no ip igmp snooping trusted BbIKNOUMTL pexnm foBepus Ha nHTepdeice.
ip igmp snooping authentica- BkntounTb IGMP-aBTOpU3aumio Ha nHTepdeiice.
tion radius [required] - required — 3anpeTuTb 06paboTKy IGMP join npu HegoCTyNHO-
-/BbIKNOYEHO ctn RADIUS-cepsepa.
no ip igmp snooping BepHyTb 3HaueHne No ymonyaHuio.
authentication
ip igmp snooping Bkatountb onumto forward-first, npu kotopoii IGMP join 6yayT 06-
authentication forward-first pabaTbiBaTbCA Nepes UX aBTopusaLmen Ha cepeepe.
— - -/BbIKIOYEHO
no ip igmp snooping BepHyTb 3HaYeHWe No yMONYaHUIO.
authentication forward-first
ip igmp sn authentication MpwueasaTb multicast-npodunb ana IGMP-agTopusaumnm Ha WH-
exception mcast profile profile Tepoeiic.
no ip igmp sn authentication i BepHyTb 3HAYEHNE MO YMOYAHUIO.

exception mcast profile

[Mpumep HaCMpPOUKU NOGMNUCKU Ha cmamu4eckue 2pynbl

console# configure terminal
console (config) # vlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config)# ip igmp snooping

console (config) # ip igmp snooping proxy-reporting
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pumep Hacmpoliku MVR

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KaneHTcknit NopT

config)# vlan 10,100

config-vlan) # vlan active

config-vlan) # exit

config)# ip mcast profile 1

config-profile)# permit

config-profile)# range 232.0.0.1 232.0.0.5
config-profile) # profile active
config-profile)# exit

config)# snooping multicast-forwarding-mode ip
config)# ip igmp snooping

config)# ip igmp snooping vlan 100

config)# ip igmp snooping multicast-vlan enable
config)# wvlan 100

config-vlan)# ip igmp snooping multicast-vlan profile I
config)# interface gigabitethernet 0/1I
config-if)# switchport mode trunk

config-if)# exit

config)# interface fastethernet 0/1

config-if)# switchport mode access

console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console

. o o e ~ —  ~ ~ —~ —~

console (config-if) # switchport access vlan 10
console (config-if)# switchport multicast-tv vlan 100
console (config-if) # exit

KomaHOwb! pexcuma EXEC

Bce KOMaHAb!l AOCTYMHbI TO/ILKO 419 NPUBUAETMPOBAHHOMO NOJib30BaTenA.
Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:
console#

Tabnunua 110 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

KomaHda Aelicmeue
no ymoa4YaHuro
show ip igmp snooping mrouter MNokasaTtb nHpopmaumto 06 nsyyer-
- HbIX MHOTOAAPeCcHbIX MapLpyTH3a-
Topax B yKasaHHo# rpynne VLAN.
show ip igmp snooping groups MNokasaTtb nHpopmaLmto 06 n3yyeH-

HbIX ~ MHOrOaApecHbIX  rpynnax,
yyacTBylOWMX B rPynnoBoW pac-
CblNIKe.

Ounctute Tabauuy rpynn nosHo-
CTblO MK B YKa3zaHHOM VLAN.

clear ip igmp snooping groups [vlan vian-id] vian_id: (1..4094)

show ip igmp snooping authentication cache fa_port: (0/1..24); MNpocmotp cache-tabaunupl IGMP-
[interface {fastethernet_fa_port_| gigabitethernet gi_port | gi_port: (0/1..48); aBTOPM3aLMUM.
twopointfivegigabitethernet two_port | two_port: (0/1..8);
tengigabitethernet te_port | port-channel group}] te_port: (0/1..11);

group: (1..24)

4.16.2 lNpasuna 2pynnoseoii adpecayuu (multicast addressing)

[aHHbIN Knacc KomaHa, npefHasHayeH AaAa 3afaHuA NpasuA FPynnoBol ajpecauuu B CeTU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenun OSI.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnua 111 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIKNOYEHO

BkntounTb GyHKLMIO rpynnoBon GuabTpaumm.

BbIK/MOUNTb GYHKLMIO FPYNNOBOM GUAbTpaLUN.

snooping multicast-
forwarding-mode ip

HacTtpausaeT pexkum 06paboTkmn multicast-tpadumka no IP-agpecy.
’ B AaHHOM pexxume yacTb multicast-tpaduka nepexsarbl-

snooping leave-process config-
level vlan

-/mac H BaeTca ycTpoicTBom Ha CPU.
snooping multicast- HacTpaunBaeT pexum obpaboTkn multicast-tpadmka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- OnpegenseTt ypoBeHb KOHPUTypaLMm mexaHM3MoB 06paboTKuM OT-
level port _Man nycka (KoHourypauum Ha ocHose VLAN nam Ha OCHOBE nopTa).

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

snooping report-process
config-level all-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKa3blBaeT Ha Kakux noptax obpabatbiBaloTca nosyyeHHble IGMP
report oT xocta. IGMP report moryT o6pabaTbiBaTbCcA Ha BCeX Nop-
Tax UM Ha NOPTaX, KOTOPble He ABAAKOTCA mrouter-nopTamu.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

4.16.3 MLD snooping — npomoKos1 KOHMPOoAa MHO20a0pecHo20 mpaguka 8 IPvé

MLD snooping — MexaHM3M MHOroafpecHON pPaccbiIKM COODLLEHWNI, NO3BONAOWMIA MUHUMU-
3MpOBaTb MHOroaApecHbI TpadukK B IPv6-ceTax.

%

KomaHObI pexcuma 2a06anab6Hol KoOHguU2ypayuu

B TeKyweii Bepcum NO He nogaepusaerca Ha moaenax MES2448B, MES2411X, MES3710P.

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnuya 112 — KomaHgbl rnobanbHOro permma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipvé mld snooping

no ipv6 mid snooping

-/BbIK/IOYEHO

BkatounTtb MLD snooping.

OTkAtoumTb MLD snooping.

ipvé mld snooping group-
query-interval interval

no ipv6 mid snooping group-
query-interval

interval: (2..5)/2

YCTaHOBWTb TaliMayT, MO KOTOPOMY CMCTEMA OTMNPaB/IAET OCHOBHbIE
query-3anpochi.

YCTaHOBUTb 3HaYeHue no YMO/IHaHUIO.

ipvé mld snooping mrouter-
time-out time

YCTaHOBUTb BpPeMA OXWAAHMA OYMCTKM MOpPTa OTC/EXMBAlOLLEro
mapuwpyTtusatopa MLD, nocne KOTOporo nopT yaanaerca, ecan He

interval interval

(130..1225)/260

time: (60..600) nony4eHbl controlpackets mapwpyrtmsatopom MLD.
no ipvé mid snooping mrouter- YCTaHOBWTb 3Ha4YE€HNe NO YMOAYaHUIO.
time-out
ipvé mid snooping port-purge- interval: 3aaaTb MHTEepBaa BpeMeHMN O4YUCTKM NopTa oTcnexunsanma MLD, no-

c/le KoToporo NopT yaansaetcs, ecan MLD-reports He nosyyeHbl.
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no ipvé mld snooping port-
purge-interval

YCTaHOBUTb 3Ha4YeHME N0 YMOIHYAHMUIO.

ipvé mld snooping proxy-
reporting

no ipvé mld snooping proxy-
reporting

-/BbIK/IIOYEHO

BKAOUNTL GYHKLMIO proxy-report Ha ycTpoiicTae.

BbIKNOUNTL GYHKLMIO proxy-report Ha ycTpoicTBe.

ipvé mid snooping report-
forward {all-ports | router-
ports}

no ipv6 mld snooping report-
forward

-/router-ports

YKasaTb HanpasneHue IGMP report: Bo Bce noptbl VLAN wau
TO/IbKO Ha MOPTbI poyTepa.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ipvé mid snooping report-
suppression-interval interval

no ipvé mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBUTbL BpEMEHHOW MHTepBas 3anpeTa nepegayn MLDvSnoop-
ing-reports, B TeueHne KoToporo coobueHma otyetos MLDv1 He 6y-
AYT NepeHanpaBAATbCA Ha MOPTbI MapLIpyTU3aTopa ANA TOW ke
rpynnel.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 mld snooping retry-count
interval

no ipvé mld snooping retry-
count

interval: (1..5)/2

YCTaHOBUTb MaKCMMaibHOE KOJIMYECTBO rPYMnnoBbIX 3aMpocos, OT-
npaB/iAeMbIX Ha NOPT NpU NosydeHumn coobuweHns MLDv.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ipvé mld snooping send-query
enable

ipv6 mld snooping send-query
disable

-/disable

BKAOUMTb PYHKLMIO Nepeaayn 3anpocos MLD npu M3ameHeHUn To-
nonorunu.

Bbikntountb dyHKUMIO nepesayun 3anpocos MLD npu nameHeHuu
TOMONOTUW.

KomaHOb! pexcuma koHguaypauuu VLAN (duanasoH VLAN os)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnvua 113 — KomaHapl pexkuma KoHourypaumm VLAN

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port }

No ipv6 mld snooping mrouter
{ fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MpunBA3aTb NOPT OTCAEKMBAKOLWLEro MmappyTusatopa MLD k VLAN.

YaanuTb NopT oTchexusatowero mapwpytnsatopa MLD us VLAN.

ipvé mid snooping version {v1
| v2}

ipv6 mld snooping version

-/v2

HacTtpoutb Bepcuto otcnexknsanuna MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

KomaHOb! pexcuma EXEC

Bce KOmaHAbl AOCTYMNHbI TOALKO 419 NPUBUAETMPOBAHHOIO NO/Ib30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#
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Tabnuua 114 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show ipv6 mid snooping global - OT06pasunTb rnobanbHble HAaCTPOMKKU MLD.
show ipv6 mld snooping vlan i OT06pasnTb MHPOpMaLMIO O KOHOUTypaumm MLD-snooping ann
vlan_id AaHHoW VLAN.

4.16.4 ®yHKyuu o2paHu4eHusa multicast-mpaduka

®yHKUMKM orpaHunyeHms multicast-tpadmka ncnonbaytoTca Ana yaobHOM HACTPOMKM OrpaHUYeHUs
NpPoOCMOTpPa onpeaeneHHbIX rPynn MHOrOa4pPeCcHOM PacChbiIKu.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnnua 115 — KomaHab! pexuma rnobanbHoi KoHdurypaumm

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
ip mcast profile index index: (1..4294967295); Co3pgatb multicast-npodunb U NnepenTn B pexKMm ero KoHoU-
[description] description: (1..128) rypupoBaHus.
no ip mcast profile index cMmBo108B YpanuTb multicast-npodunb.

KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

Bua 3anpoca KOMaHAHOWM CTPOKM B pexume KoHpurypauum multicast-npoduns:
console (config-profile) #

Tabnunua 116 — KomaHabl pexkuma KoHdurypaumm multicast-npodunsa

3HayeHue/3HavyeHue
Komanoa / OnucaHue
10 yMOA4YaHUIO
range first_group_ip 3apaTb AMANa30H afpecoB-UCcTOYHMKOB multicast-Tpaduka.
Iast_group_ip Ecnn 3a4aTb TONbKO O4AMH agpec, OH CTaHeT eAUHCTBEHHbIM UC-
- TOYHUKOM MY/NIbTUKACTa.

no range first_group_ip YaanuTb AnanasoH agpecoB-MCcTOYHUKOB Mmulticast-TpaduKa.

last_group_ip

permit B cny4yae HeCoOoTBeTCTBMA OAHOMY U3 3aadHHbIX AMana3oHOoB,

-/deny IGMP-report 6yayT nponyckaTbcs.
deny B CcNy4ae HeCoOoTBeTCTBMA OAHOMY M3 3a4dHHbIX AMana3oHOoB,
IGMP-report 6yayT oTbpacbiBaTbCA.

profile active AKTMBMpPOBATL pPaboTy npoduns.

no profile active [eaktnempoBaTtb paboTy npodpuns.
KomaHObI pexcuma KoHguaypauuu VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm VLAN:
console (config-vlan) #
Tabnuua 117 — KomaHabl pexuma KoHdpurypaumm VLAN
3HavyeHue/3Ha4yeHue
KomaHoa / OnucaHue

no ymosn4aHuro

ip igmp snooping multicast- MpuBA3aTh YKaszaHHbIM npoduab K VLAN.

vlan profile profile index: (1.. 4294967295)
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4.16.5 KoHgpuzypayus IGMP proxy

dyHKUMA MHoroagpecHoi mapwpytusaumm IGMP Proxy npegHasHauyeHa Ana peanunsaumu
YMNPOLLEHHOM MapLPYTM3aLMM MHOTOALPECHBIX AaHHbIX MEXAY CETAMMU, yNpPaBAseMoOn Ha OCHOBAHWUM
npotokona IGMP. C nomouwpto IGMP Proxy ycTpoicTBa, He Haxogswmeca B 04HOW CETU C CepBEPOM
MHOTF0a4peCHOM PACChIIKK, MMEIOT BO3MOXKHOCTb MOAKAOYATLCA K MHOTOaApeCHbIM rpymnmnam.

MapLlpyT13aums OCyLLEeCTBAsSIeTCA MeXKay WHTepdeicom Bblwectosawen cetn (uplink) u
nHTepdericamm Huxkectosawmx ceten (downlink). Mpu atom Ha uplink-MHTEepdeice KommyTaTop BegeT
cebs Kak 0bbluHbIM Nony4YaTeslb MHOroagpecHoro Tpaduka (multicast client) u popmupyet cobcTBeHHbIE
coobueHuns npotokona IGMP. Ha untepdeiicax downlink kKommyTaTop BbiCTynaeT B KayecTBe cepBepa
MHOroaApecHoOM paccblikn 1 obpabaTtbiBaeT cooblieHna npoTokoa IGMP oT ycTpoincTs, NoAKAOYEHHbIX
K 3TUM uHTepdelicam.

l DYHKUMA noafepXKUBAETCA TONbKO Ha moaenax MES2424, MES2424B, MES2424FB,

o MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:

console (config) #

Tabnunua 118 — KomaHabl pexkmma rnobanbHol KoHduUrypaumm

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

set ip igmp enable BkatounTtb moaynb IGMP rnobansHo.

-/BbIKNIOYEHO

set ip igmp disable Bbikntountb moayns IGMP rnobansHo.

ip igmp proxy-service Bkntountb dyHKLMIO IGMP proxy rnobanbHo.

-/BbIKNIOYEHO

no ip igmp proxy-service BbIkntounTb GpyHKUMIO IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHgpuaypayuu uHmepgeticos VLAN

Buz 3anpoca KoMaHAHOM CTPOKM B pexnme KoHdurypaumm nutepoeicos VLAN:

console (config-if) #

Tabnunua 119 — KomaHabl pexkmma KoHpurypauum nHtepdericos VLAN

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

set ip igmp enable

-/BbIK/OYEHO

set ip igmp disable

Bkatounte moaynb IGMP Ha mHTepdeiice. UHTepdeiic
nony4yaet ponb Downstream ana ¢yHKkuumn IGMP proxy.

Bbikntountb moaynb IGMP Ha nHTepdeiice.

ip igmp-proxy mrouter

-/BbIK/IIOYEHO

no ip igmp-proxy mrouter

Onpegenntb ponb Upstream ana uHtepdeiica IGMP
proxy.

Y6patb posnb Upstream ¢ nHtepdelica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YcTaHoBUTb Bepcuto IGMP Ha Upstream-untepdelice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YcTaHOBUTL Taimep mrouter purge, Nocne UCTedeHus
KoToporo Bepcusa IGMP Ha Upstream-nHtepdelice cme-
HUTCA Ha CKOHOUIYpPUPOBaHHYID KOMAHZOM ip igmp-
proxy mrouter-version. Tailmep nepesanyckaeTcsa Kax-
Obli pa3 nocne nonydvenma Query Ha Upstream-
UHTepdeiic.

ip igmp immediate-leave

-/BbIK/IIOYEHO

Bkatountb PpyHKuMto IGMP fast-leave Ha Downstream-
uHTepdelice.
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no Ip igmp immediate-leave

BbIKkntounTb PyHKuMto IGMP fast-leave Ha Downstream-
MHTepodeiice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BblKOYEHO

BKkNtoUNTL  YHKLMIO OTCNEKMBAHUA KAMEHTOB AnA
6bICTPOro yaaneHus NoAnuCcKM npu nonydeHunn IGMP
leave Ha Downstream-uHTepodeiice.

BbIKNOUMTE PYHKUMIO OTCNEKMBAHMA KAWEHTOB ANA
6bICTPOro yaaneHus NoAnucKM npu nonydeHunn IGMP
leave Ha Downstream-uHTepodeiice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125c

YcTaHOBUTL MHTepBan otnpasku IGMP General Query
Ha Downstream-uHTepodeiice.

BepHyTb nHTepBan otnpasku IGMP General Query Ha
Downstream-uHTepdeice No ymoayaHuio.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255 )mc/10 mc

YcTaHOBUTb 3HayeHue B mc last-member-query-interval
B coobueHuax IGMP group specific query.

BepHyTb 3HauyeHue last-member-query-interval B coob-
weHuax IGMP group specific query no ymonvanuto.

ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255) mc/100 mc

YCcTaHOBUTbL 3HauYeHMe max-response-time B coob0Le-
Huax IGMP general query.

BepHyTb 3HauyeHWe max-response-time B coobLieHNAX
IGMP general query no ymon4anuio.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCTaHOBWTb 3HaYeHWe napameTpa yctoumsoctn IGMP.

BepHyTb 3HaueHwme yctonumsocti IGMP no ymonyaHuio.

KomaHOwbI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 120 — KomaHgb! pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ip igmp-proxy mrouter [vlan
vlan-id ]

vlan-id: (1..4094)/-

MNpocmoTp nHpopmaumm 06 Uplink-nHtepdeicax.

show ip igmp-proxy forwarding-
database [vlanvian-id | group

vlan-id: (1..4094)
group-ip: multicast ip-

MpocmoTp MHPOpPMaUMKM O MONyY4aeMbiX rpynnax u
Ha/IMYNM NOAMMUCOK A5 HUX.

group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config MpocmoTp MHPOpMaLUK 0 rNobanbHOM COCTOSHUU MO-
i ayna IGMP un dyHkumnm IGMP proxy.
show ip igmp groups - MpocmoTp MHPopmauum 06 aKTUBHBIX MOAMMCKAX Ha

rpynnbl.

show ip igmp interface [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp MHopmaLmm o cocToaHnn moaynsa IGMP Ha
MHTepdercax.

show ip igmp statistics [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp cTatnuctukm moayna IGMP Ha nHtepdeliicax.

4.17 ®yHKUMM ynpaBneHUA

4.17.1 MexaHu3m AAA

[na obecneyeHna 6e30MaCHOCTU CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTUdMKaLMS,

aBTopu3aums, yder).

— Authentication (ayTeHTUdUKaLMA) — conocTaBneHne 3anpoca CyL,ecTByoLeln yYETHON 3a-
nucu B cucteme 6e30MacHoCTM.
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Authorization (aBTopu3auma, NpoBepKa YPoBHA A0CTyNa) — CONOCTaBAeHMNe YYETHOMN 3anmncu

B cucteme (npotluealiel ayTeHTUGUKaLUIO) U onpeaenéHHbIX NOJHOMOUYMUNA.

Accounting (y4éT) — cnekeHue 3a noTpebieHnem pecypcoB NoAb30BaTe/IEM.

Ona wnudpoBaHMA AaHHbIX UCMOb3yeTCcA MexaHu3m SSH.

KomaHObI pexcuma 2106as1bHOU KOHGuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (confiqg) #

Tabanua 121 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue o

KomaHda Aeiicmeue
YMOAYAHUIO
enable password [level YCTaHOBWTbL Napo/ib 417 KOHTPOAA U3MEHEHMUA NPUBUAETUI A0-
level] password CTyna nonb3oBaTenen.
- level — ypoBeHb npusunernis;
level: (1..15)/1;
- password — naposb.
password: (5..20) .
BKntouatowmii B ce6a cneucMmeonbl Nnaponb Tpebyetca
CUMBO/I0B

L YKa3blBaTb B KaBbl4KaXxX.

no enable [level /evel]
password

Y4anuTb Naposb A8 COOTBETCTBYHOLLETO YPOBHA NPUBUAETUIA.

username name password
password [privilege level]
[algorithm {des | sha512}] name: (1..20) cumB0ONOB;
password: (5..20)
CUMBO/IOB;
level: (1..15);

algorithm/des

[06aB1Tb N0sIb30BaTENA B /IOKA/IbHYIO 633y AaHHbIX.
- level — ypoBeHb npusunernis;
- password — naposnb;
BKntouatowmii B ceba cneucMmBosbl naponab Tpebyerca
. YKa3biBaTb B KaBblYKax.
- name — ¥MA NoNb30BaTeNs.
- algorithm — HacTpoiika wudposaHuA naponeit nosb3osaTtenei
8 CLI.

no username name

Ypanutb nonb3osatens us NIoKanbHOM 6a3bl AaHHDbIX.

aaa authorization
command /evel tacacs
[local]

level: (1..15)/Bbiknto4eHO

Paspewntb aBTOpU3aLMI0 KOMAHZ, NOIb30BaTeNeN.
- level — ypoBeHb NpuBuieruii nonb3osateneu.
/ B TeKyuwei Bepcum MO npm noKanbHoI aBTOpU3aLUm
paspelueHbl Bce KOMaHAbl.

no aaa authorization
command /eve/

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

aaa authentication mode
{chain | break}

-/break

YCTaHOBMWTb a/IFOPUTM ONPOCa METOL0B ayTEHTUDUKALUMN.

- chain — nocne HeyZauYHOM NOMbITKM ayTEHTUMKALMM NO
nepBoMy METOAY B CMIMCKe C/edyeT NonbiTKa ayTeHTUMKa-

LMW NO CNeaytollemy MeToay B LEEMNOYKE;

- break — nocne HeypayHoOW ayTeHTUOUKaLUKM MO NePBOMY Me-
ToAy npouecc ayTeHTUdUKauUmM ocTaHaBAnBaeTCA. AyTeHTUdU-
Kauma no cnegyrolemy meToay A40MNYCTMMA TONbKO B C/lyyae He-
BO3MOXHOCTV ayTEHTUGMKALLMM NO Npeablayliemy MeToay.

aaa authentication default
{[local | radius | tacacs |
none]}

-/local

HacTtpoutb uenesble cepsepbl AAA ans cnncka ayTeHTuduKaLmm
No YMOAYaHUIO.

aaa authentication user-
defined /ist {[local | radius
| default | none]}

HacTpouTb NoNb30BaTENbCKUIA CMNCOK CEPBEPOB A/1A ayTEHTU-
duKaumm.

——— list: (3..32) cumsonos/-
no aaa authentication list

list

Y4anunTb N0Nb30BaTENIbCKUIA CMINCOK CEPBEPOB A1 ayTEHTUDHU-
Kauun. CNnCoK Henb3s yaannTb, eCav OH NPUBA3aH K TepMU-
Hany.

ip http authentication

login list
ogin lis list: (3..32)

3afaTh CMMCOK C MeTogamMm ayTeHTUdMKaLUM Npu Bxoae yepes
web.

- — cumsonos/default
no ip http authentication

login

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.
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aaa authentication dotlx
default {group radius |
local}

no aaa authentication
dotlx default

-/local

YcTaHOBUTb 6a3y AaHHbIX, K KOTOPOI HY}KHO 06palLaTbcs npu
ayTeHTMdMKaLMK KnneHTa dotlx.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

Tabnunuya 122 — AtpumbyTbl coobuieHnii BeaeHua yyeta npotokona RADIUS ana ceccmnin ynpasaeHuma

Haau4ue Hanau4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTMdMKaLMa nosb3osaTens.
IP-agpec KommyTaTopa, KOTOPbIA MCNonb3yeTca
NAS-IP-Address (4) Ectb EcTb APEC KOMMYTATOP b y
ana ceccuin ¢ Radius-cepsepom.
Mpoun3BoAbHOE 3HaYeHWNE, BK/OYEHHOE BO BCe CO-
Class (25) EcTb Ectb P o
obLLeHnn yyeTa ceccui.
. IP-agpec KOMMYyTaTOpa, UCNO/b3yemMblil ANA cec-
Called-Station-ID (30) EcTb EcTb “p,p Y P ¥ A
CUI ynpaBneHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOMKATOP yyeTa.
. YKasblBaeT MeToa, N0 KOTOPOMY KAMEHT A0JIKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUOULMPOBAH.
. . MoKa3blBaeT, KaK A0Aro nosb3osaTtent 6ol Noa-
Acct-Session-Time (46) Het EcTb A A
KJIOYEH K cucTeMe.
Acct-Terminate-Cause (49) | Het EcTb MpuYMHa 3aKPbITUA Ceccum.

Tabnuua 123 — ATpubyThI

coobueHnit BegeHuaA yyeta npotokona RADIUS gns ceccuin 802.1x

Haau4ue Hanau4ue
ampubyma e | ampubyma e
Ampubym PUoY POy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NpeHTMdMKaums nosb3osaTens.
IP-agpec KomMmyTaTopa, KOTOPbIM MCNonb3yeTca
NAS-IP-Address (4) EcTb EcTb AP o y' P P y
ana ceccnin ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM NOAKAHUMACA
NAS-Port (5) EcTb EcTb P Y P P A
nosb3oBaTeNb.
Mpoun3BoNAbHOE 3HaYeHWNEe, BKOYEHHOE BO BCE CO-
Class (25) Ectb Ectb P .
obLLeHnn yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN naeHTUGMKaATOp yyeTa.
. YKasblBaeT MeTos, N0 KOTOPOMY KJMEHT AO0/KEH
Acct-Authentic (45) EcTb EcTb A poMY A
6bITb ayTEHTUDULMPOBAH.
. . MoKa3bIBaeT, KaKk A0Aro nosb3osBaTtenb Hbia Noa-
Acct-Session-Time (46) Het Ectb A A
KNIOYEH K cucTeMe.
Acct-Terminate-Cause (49) | Het Ectb MpuymMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) EcTb EcTb Moka3sbiBaeT TMN NoOpTa KAUEHTA.
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Tabnnua 124 — AtpubyTbl coobueHunii Radius-cepsepa ana ceccunit dotlx

Ampubym

OnucaHue

Session-Timeout

ATpubYT ycTaHaBNMBAET 3HaYeHMe Talmepa ANA peayTeHTUdMKaLMKM, ecam
Ha UHTepdeice NpPUCYTCTBYET HacTpolika dotlx reauthentication.
MpuHumatoTca 3HaveHunsa ot 1 go 65535:

- Npu nonyyeHnn aTpnbyTta session-timeout, pasHoe 0, AelcTBYOWME 3HA-
YyeHuA Talimepa He U3MeHATCS, aTpubyT ByaeT NPOUrHOPUPOBAH;

- Npu noflyYeHnmn 3HayeHnA bonbwe 65535, Taimep peayteHTUdMKaLmm by-
AeT U3MeHéH o 65535.

Termination-Action

Onpepenset aeicTBne, BbINOJHAEMOE KOMMYTAaTOPOM MPU UCTEYEHWUU
Session-Timeout:

- npu nonyyeHuun aTpmbyTa Termination-Action pasHoe 0, akTuBHble dotlx
ceccun ByayT OTKAOYEHDI;

- NPV Noay4YeHUn aTpnbyTa co 3HaveHnem 1, byaeT 3anpolleHa NoBTOPHanA
aBTOpM3auma nocpeactsom radius-request.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Buz 3anpoca KOMaHAHOM CTPOKM B peXnme KOHOUrypaLmm TepMmmHana:

console# configure terminal
console (config)# line {console | telnet | ssh}

console (config-line) #

Tabnunuya 125 — KomaHAabl pexxmma KoHPUrypauum tTepMmmnHana

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

aaa authentication login /ist

no aaa authentication login

list: (3..32)
cumsonos/default

3afaTb CMMCOK C MeTO4aMM ayTeHTUMKaLMW NPU BXoae AN
KoHconu, Telnet, SSH.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

aaa authentication enable /ist

no aaa authentication enable

list: (3..32)
cumsonos/default

3a4aTb CNMCOK C METOAaMM ayTEHTUDMKALMM NPU NOBbILEHUN
YPOBHSA NpuBunernii ans koHconu, Telnet, SSH.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

aaa authorization command
{tacacs | local}

no aaa authorization
command

-/BbIK/IIOYEHO

Pa3spewnTb aBTOPU3aLMIO KOMaHA ons KoHconu, Telnet, SSH.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

4.17.2 pomokon RADIUS

Mpotokon RADIUS ucnonb3yeTtca gns ayTeHTMPUMKaumm, aBTopusaumm u ydeta. Cepsep RADIUS
ucnonb3yetr 6asy AaHHbIX NOMb30BATeNEN, KOTOpaA COLAEPKWUT AaHHble MPOBEPKUM MOAJIMHHOCTU ANA
KaXkgoro nosb3oBatens. Takum o06pasom, ucnonb3oBaHMe npoTokona RADIUS obecneumBaet
[ONONHUTENbHYHO 3aLlMUTY NPU AOCTYMNE K pecypcam CEeTH, a TaKKe Npu AOCTyNe K CaMoOMy KOMMyTaTopy.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KOHPUrypaLmm:

console (config) #
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Tabnnua 126 — KomaHapl pexkmma rnobanbHom KoHpurypaumm

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4aHuio

[06aBUTb yKasaHHbIA cepBep B CNMUCOK Mcnonbdyembix RADIUS-
cepBepos.

- ip_address — IPv4 unun IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

- timeout — MHTepBan oxxnMAaHNA OTBETA OT CepBepa;

- retries — KonnyecTBo NonbITOK Noncka RADIUS-cepsepa;

- secret_key — kntoy ana ayteHTMdMKaumm u wndposaHuMa BCero
obmeHa aaHHbimK RADIUS;

- primary — onpegenset gaHHbiit RADIUS-cepBep Kak Hanbonee
NPUOPUTETHbLIN;

hostname: (1..158)
CUMBO/IOB;
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
secret_key: (0..128)

radius-server host
{ipv4-address | ipv6-address |
hostname} [timeout timeout]
[retransmit retries] [key
secret_key] [primary] [usage
typel

CMMBONOB;
- usage — T1n ncnosab3osaHna RADIUS-cepsepa.
type: (dotlx, enable, . .
: - B cnyyae oTcyTcTBMA B KOMaHAe NapameTpos timeout u retries gna
igmp, login)

paHHoro RADIUS-cepBepa MCNONb3YHOTCA 3HAYE€HMA MO ymoOJya-
HUI0.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

YpanuTb yKasaHHbIN cepBep M3 CnucKa ucnoab3yembix RADIUS-
cepBepoB.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOWM CTPOKK B pexxume Privileged EXEC:

console#

Tabnunua 127 — KomaHab! pexunma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show radius server ) OTobpasnTb napameTpbl HacTpoliku RADIUS-cepsepoB (KomaHAaa
[AOCTyMHa TONbKO A/1A NPUBUAETMPOBaHHbIX NOAb30BaTeNei).
show radius statistics OT06pa3nTb CTaTUCTUKY NpoToKona Radius, HGopmauuto o nosb-

30BaTtenax, KoHourypauuto RADIUS-cepsepa.

4.17.3 lpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT LEHTPA/IM30BAHHYIO CUCTEMY 0Oe30MacHOCTM A/1A MPOBEPKMU
nosib30BaTeNeN, NOAYHAOLMX AOCTYN K YCTPOUCTBY, NPM 3TOM Noanepusasa coemectumoctb ¢ RADIUS n
ApyrMmum npoueccamun nposepku noanmHHoctu. TACACS+ npeaocTaBaneT cieaylolme CayKobl:

— Authentication (nposepka nodauHHocmu). ObecneunBaeTca BO BpeMs BXO4a B CMCTEMY MO
MMeHaM Nob3oBaTesel U onpeaeneHHbIM NOb30BaTENAMM NAPOIAM.

— Authorization (asmopuszayus). ObecneumsBaeTca BO Bpems Bxoda B cucTemy. [locne
3aBepleHMA ceaHCa MNPOBEPKM MOAJIMHHOCTM 3aMyCKAaeTcA CeaHC aBTopuM3auum ¢
NCNOJIb30BaHMEM MNPOBEPEHHOr0 MMEHW MOJ/b30BAaTENA, TAKXKe CepBEepOM MNpPOBEPAOTCA
nNpMBMAErMN NONb30BaTENS.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHo KoHoUrypaumm:

console (config) #
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Tabnnua 128 — KomaHgbl pexuma rnobanbHoin KoHduUrypaumm

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection] [port port]
[timeout timeout] [key

secret_key]
—& hostname: (1..63)

CMMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)

[06aBnTb yKasaHHbIN cepBep B CNWUCOK Mcnonbdyembix TACACS
cepBepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe nma TACACS-cepBepa;

- single-connection — B KaXAbll MOMEHT BpemMeHU UMeTb He
60/1ble 0gHOro coeamHeHnsa ana obmeHa gaHHbimu ¢ TACACS-cep-
BEpOM;

- port — Homep nopTa gns obmeHa gaHHbiMK ¢ TACACS-cepBepom;
- timeout — HTEepPBaN OXMAAHUA OTBETA OT CepBepa;

- secret_key — kntoy ana ayteHTUdMKaumm n wndposaHms Bcero ob-

{ascii | pap }

cumsonos meHa gaHHbimu TACACS;

Mpu HacTponke cepBepa: «tacacs-serverhost ip_address key se-

cret_key» aBTOMaTUYECKM BKAKOYaeTcsa accounting.
no tacacs-server host YOanuTb yKasaHHbIA cepBep M3 cnMcka ucnosibdyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKa3aTb KonnyectBo akTMBHbIX TACACS-cepBepoB, K KOTOpbIM by-
number number: (1..5)/2 OET MooYepesHO NOAKYATLCA KMEHT, B Ciayvyae HeyaavyHoMU

ayTeHTUDUKALMK.
no tacacs-server retransmit YAanuTb HaCTPOMKY.
tacacs use-server address BbibpaTb cepsep 13 Tabamubl cepeepos ana Tacacs-KaMeHTa
{ip_address | hostname} - '
no tacacs use-server OTMEHUTb UCNO/Ib30BaHME 334aHHOTO cepBepa.
tacacs authentication type

-/pap OnpeaennTb MeToa ayTeHTUdUKaL MM ¢ NoMoLLbio tacacs.

tacacs attributes port {console
| ssh | telnet} identifer
identifer (1..255)
CMMB0/10B/11a6/10HbI
%n %%

no tacacs attributes port
{console | ssh | telnet}

YcTaHOBUTL aTpubyTa port B dopmaTte cBoH60AHOMN CTPOKM onpeae-
NIEHHOW Nonb3oBaTesnem. BO3MOXKHO Mcnonb3oBaHWe WabaoHOB.
- %N — HOMEpP /IMHMU, COOTBETCTBYHOLMIA BbIBOAY KOMaHAbl show
users;

-%% — cumBon %.

YCTaHOBUTb 3HaYeHuA No YMOANYaHULO.

KomaHOwb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexkume Privileged EXEC:

console#

Tabnunua 129 — KomaHab! pexuma Privileged EXEC

3HayeHue/3Ha4yeHue
KomaHoa
110 yMOAYAHUIO

Aelicmeue

show tacacs

OTobpasnTb napameTpbl HacTpolikm TACACS-cepBepoB, MeToS,
ayTEeHTUOUKALMM U CTATUCTUKY NPOTOKONA (KOMaHAa AOCTynHa
TONIbKO ANA MPUBUAETMPOBAHHbIX NO/b30BaTENEN).

4.17.4 Cnucku docmyna ACL dna ynpaeneHusa ycmpolicmeom

B ISS nogaeprkmBaetca dpunbTpaumus ynpasastoLlero Tpadmka ¢ NOMOLLbIO CMIUCKA aBTOPMU30BAHHbIX
IP-meHenkepoB (IP Authorized Managers). B ¢unbTpe MOXHO 3a4aTb aapec MAM NoaceTb MCTOUYHMKA,
VLAN, nHTepdeic 1 cnyxby, c KoTopbix ByAeT paspelleHo ynpaB/ieHne YCTPOUCTBOM.

KomaHObI pexcuma 2106aabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxnma riobanbHoM KoHbUrypauum:

console (config) #
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Tabnnua 130 — KomaHapl pexkmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmeue
no ymMoa4YaHuro
authorized-manager ip- OrpaHnMynTb ynpaBfieHue ycTpoMCcTBOM NO 3aJaHHOMYy Guib-
source {ipv4_addr [mask | / Tpy AocTyna.

ipv4_prefix] | ipv6_addr
[ipv6_prefix]} [interface
interface_list] [vlan vian_list]
[ service snmp | telnet | http
| https | ssh]

no authorized-manager ip- OTMEeHUTb OrpaHuYeHne Ha ynpasieHne yCTPOMNCTBOM.
source {ipv4_addr [mask] /
ipv4_prefix] | ipv6_addr
[ipv6_prefix]}

ipv4_prefix: (0..32);
ipv6_prefix: (1..128)
vlan_id: (1..4094)

Ha ycTpoiicTBe MOXKHO CKOHGUrypuposaTtb He 6osblie 100 npasua. Mo ymonuaHuio, ecam
He 33Z,aHO HU O4HO NPaBW/O, yNpaB/eHUe YCTPOICTBOM AOCTYNHO C 11060ro UCTOYHMKA.

’ Mocne ykasaHua xoTa 6bl ogHOro npasuna authorized-manager gns Bcex ycTpPoIicTB,
= KOTopble UCK/IloUYEeHbl NpaBuiom, byaer peilctBoBaTb Nnpaswuiao deny any any.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 131 — KomaHab! pexunma Privileged EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro
show authorized-managers [ip- MoKasaTb CNMCKM AOCTYNa 414 YPaBAeHUs.
source ip_addr]

4.17.5 Hacmpoliika npomoKosos ynpassneHusn

4.17.5.1 Telnet, SSH

[aHHble KOMaHAbl npeAHa3HayeHbl A8 HACTPOMKWM CcepBepoB AOCTyna AnA  ynpaBaeHuA
KommyTaTtopom. lNMoaaeprkka cepsepos TELNET n SSH kKommyTaTopom No3BONAET yAANEHHO NOAK/IHYATLCA
K HEMY A8 MOHUTOPUHIA U KoHOUrypaumm. KoHourypmposaHue ycTponctea Yepes Telnet Ha ycTpolictee
pa3peLeHo No YyMONYaHUIO.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:

console (config) #

Tabnnua 132 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHuUe .
KomaHda / Aelicmeue
no ymoa4aHuro

ssh enable Paspewntb yaaneHHoe KOHPUIrypupoBaHMe yCTPOICTBa Yepes

SSH.
- -/BKNIOYEHO —

ssh disable 3anpeTntb yaaneHHoe KOHUrypupoBaHUe yCTpoWcTBa 4vepes

SSH.
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ssh server-address ip_addr port port: (1..65535) 3agatb IP-agpec SSH-cepsepa u TCP-nopT, ucnosibdyemsiit SSH-
port cepsepom.

ip ssh mac [hmac-md5 | hmac-
shai]

ip ssh cipher [3des-cbc | aes128- Bbi6paTh wWudp ayTeHTUdUKaLUM NO NpoToKoy SSH.
cbc | aes128-ctr | aes192-cbc |

aes192-ctr | aes256-cbc | -/3des-cbe
aes256-ctr | des-chc | all]
ip ssh kex [all | dh-group- BbibpaTb anropntm obmeHa Kaodamm nNo npoTokoay SSH.
exchange-shal | dh-group- Jall
exchange-sha256 | dh-group1l-
shal | dh-group14-shal]
crypto key generate rsa CreHepupoBaTb Napy Kawouein RSA —y4acTHbIN U Ny6AUYHbIN gns
SSH-cepsuca.

-/hmac-shal BbibpaTb TMN ayTeHTUdMKALMM No NpoTokoay SSH.

feature telnet PaspewunTb KOHOUTYpUpPOBaHKUe ycTpoiicTBa Yepes Telnet.

no feature telnet /BKnioseno 3anpetTnTb KOHPUrypupoBaHue ycTpolicTea yepes Telnet.

ip ssh authorized-key 3agaTb KAtoy ssh-aBTopM3aumm, Npu NOMOLLM KOTOPOro MOXKHO
YCTaHOBWTb 3aLUMLLEHHOE COEUHEHME.

no ip ssh authorized-key i YpanuTb Ktod ssh-aBTopusaunn.

ip ssh auth-type {password | 3afgaTb nocnefoBaTe/IbHOCTb METOAO0B ayTEHTUPUKAUMKM MO

publickey} - /password ssh.

no ip ssh auth-type YCTaHOBUTbL 3HAaYEHWE NO YMOHAHUIO.

KomaHOowb! pexcuma EXEC

KomaHgabl faHHOro pa3gena AOoCTynHbl TO/IbKO AN1A NPUBUAETMPOBAHHbIX MO/Ib30BaTENEN.
Buza 3anpoca KomaHAHOM cTPOKKM pexunma EXEC:
console#

Tabnuua 133 — KomaHapl pexkmma EXEC

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymon4arHuro

MokasaTtb KoHdUrypauuto SSH-cepBepa, a TakKe aKTUBHbIE BXO-

show ip ssh -
P pAawme SSH-ceccuu.
show telnet server - OTo6pasunTb cTaTyc cepBepa Telnet.
sh ip ssh authorized-keys - OT106pa3nTb CKOHOUTYPUPOBAHHbBIE KNHOUMU.

4.17.5.2 Hacmpoiika napamempoe npomokoaa SNMP dasa docmyna K ycmpolicmey

SNMP — TexHonorvs, NpusBaHHasa obecneuynTb ynpasBiaeHME W KOHTPO/b Hag, YCTPOWCTBaMMK U
NPUNOKEHNAMM B CETU CBA3M NyTEM obmeHa ynpasaawowei WHPopMaumen Mexay areHTamm,
PacnoNOMKeHHbIMM Ha CEeTeBbIX YCTPOWCTBAX, M MEHeAKepamM, HaxoOAWMMMUCA Ha CTaHUMAX
ynpasneHua. SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLWMNX CTAHUMIA U 31eMEHTOB
ceTu (rnaBHble MaLMHbI, W3bl U MapLIPYTU3aTOPbI, TEPMUHANbHbIE CEPBEPbI), KOTOPbIE COBMECTHO
obecneymBaloT agMUHUCTPATMBHbIE CBA3M MENKIY CeTEBbIMU YNPaBAAIOWMMM CTaHUMAMM U CETEBLIMM
areHTamu.

KommyTaTopbl N03BOAAOT HAacTpouTb paboTy npotokona SNMP gns yaaneHHOro MOHUTOPUHIA U
ynpas/eHMa yCTPOMCTBOM. YCTPOICTBO NoaaepKMBaeT NpoToKo bl Bepcuit SNMPv1, SNMPv2, SNMPv3.

[NnA BO3MOKHOCTU agMUHUCTPUPOBAHKNA YCTPOMCTBA NOCPEACTBOM NpoToKona SNMP, Heobxoanmo
€034aTb X0TA 6bl 0A4HY CTPOKY co0bLLecTBa.
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KomaHObI pexcuma 2106aabHol KOHuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 134 — KomaHab! pexuma rnobanbHomn KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

no snmp notify notify_name

notify_name: (1..32)
CUMBONA;
tag_name: (1..32) cumBona
-/BbIKNOYEHO

AKTMBMPOBATL OTNPaBKY Tpanos no cobbituio login/logout.

OTKANOUUTL OTNPABKY TPanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTVMBMPOBaTbL OTNPABKY TPANoB No cobbITUIO 3amblKaHusa/ pas-
MbIKaHWUA CyXMX KOHTAKTOB.

OTKAIOYMUTL OTNPaABKY TPanos Mo cobbITHIO 3aMbIKaHVIﬂ/
Pa3MblKaHUA CYXUX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMpPOBaTb OTNPABKY TPANoB No cobbiTUio “*KecTkoi' nepe-
3arpysku.

no snmp enable traps /BrniodeHO OTKNOYUTL OTNPABKY TPanos No cobbITUIO ‘}KecTKoin’ nepesa-
coldstart rPYy3KMU.
snmp enable traps warmstart AKTMBMPOBATb OTNPaBKY TPanos No cobbITMIO Nepe3arpysku
no KomaHae ‘reload’.
-/BKAKOYEHO

no snmp enable traps
warmstart

OTKNOYUTL OTMNPABKY TPANoB Mo cobbITMIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

no snmp user name

user_name: (1..32)
CYMBO/10B

Cospatb SNMP-nonb3oBartens.
- auth — HacTpoiika anropuTma ayTeHTMdUKaumK;
- priv — HacTpolika wndposaHus;
- EnginelD — ngeHtnduratop SNMP-ycTpoiicTea
Bkntoualouyee B ceba cneucMmsonbl user_name
H TpebyeTca yKasbiBaTb B KaBblYKax.

Ypanntb SNMP-nonb3osaTensa.

snmp community index

index name

[encrypted] name security
user_name [context

name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD] [ip_address]

no snmp community index
index

index: (1..32) cumBonoB;
user_name: (1..32) cumso-
nos;
TransportTagldentifier:
(1..255) cumsonos
ip_address A.B.C.D

MpuBA3aTb COOBLLECTBO C 3aaHHbIM MHAEKCOM K paHee co-
34aHHOMY M0/1b30BaTeN!O.
YT106bl paspewnTb MCMoAb3oBaHWE MHOro cneunanbHoro
CMMBO/IA B Ha3BaHWM U MHAEKCe cOObLLEeCTBa, YKaXKUTE ero B
[BOVHbIX KaBbl4Kax. Ecnn HasBaHWe M MHAEKC coobluecTsa co-
OepXKaT TONIbKO OYKBbI U UMPbI, TOrAa ABOVHbIE KAaBblYKW He
HYKHbI.
l BKatoualouiee B ceba cneu,cMmeonbl community Tpe-
° 6yeTcA yKa3bIBaThb B KaBbIYKaX.

Yaanute SNMP-coo6LecTBO ¢ yKazaHHbIM MHIAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CUMBO/IOB;
group_name: (1..32)
CUMBOJI0B

Co3pgatb SNMP-rpynny uam tTabnaunuy cootsetctenin SNMP-
nosib3oBaTenew 1 npasua obo3peHnin SNMP.

Yaanutb SNMP-rpynny.

snmp access group_name {vl
| v2c |v3} {auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

no snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BO/IOB;
view: (1..32) cumB010B;
context: (1..32) cumBonos

Paspewuntb SNMP-rpynne A4ocTyn Ha YTeHWe, 3anuncb 1 oT-
NpPaBKy SNMp-TPanos No 06beKkTamM, NPUHAAAENKALLMM
read/write/notify-view.

3anpetntb SNMP-rpynne 4ocTyn Ha YTeHue, 3anucb 1 oT-
NpPaBKy SNMP-TPanoB No 06beKkTaM, NPUHAANENKALLUM
read/write/notify-view.
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snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask OIDMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBOJI0B

Co3gaTb MM pefaKkTUpoBaTb Npasuio 06o3penHna gaa SNMP-
paspeluatoLee NpaBuao 160 orpaHUYMBalOLLEE CepBEpPY-
obo3spesaTento goctyn K OID.

- OID — vaeHTndukatopa obekta MIB, npencTaBneHHbIN B
Buae gepesa ASN.1

- included — OID BKato4eHa B npaBu/o 418 0603peBaHus;

- excluded — OID uckntoyeHa 13 npasuna ansa obospesaHus.

YpanuTe npasuno obospenua ana SNMP.

snmp targetaddr targetAddr
param targetParamlP_addr
taglist taglList

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumso-
Nos;

param_name: (1..32) cum-
BOJIOB;

taglist: (1..255) cumBonos
seconds:

(1..1500) cumBonosB;
retry_count:

(1..3) cumBonos;
port_number:
(1..65535) cumBonoB;
tag_ldentifier: (1..255)
CUMBOJI0B

Co3zatb rpynny agpecos, Ha KOTopble byAyT OTNPaBAATLCA
Tpanbl COrNacHO NapameTpam Ter-aucTa.

YaanuTb rpynny agpecos, Ha KoTopble 6yayT OTNPaBAATLCA
Tparbl COrNAcHO NapameTpam Ter-aucra.

snmp targetparams tar-
get_param user user_name
param security-model {v1 |
v2c | v3 {auth | noauth |
priv}} message-processing
{v1 | v2c | v3} [filterprofile-
name profile_name]

no snmp targetparams
target_param

user_name: (1..32)
CUMBOJIOB;
target_param: (1..32)
CMMBOJIOB;
profile_name: (1..32)

YKasaTb NapameTpbl OTNPaBKM TpPanos, onpegenaemble NoAb-
30BaTesiemM.

Ypaanutb napameTpbl OTNPaBKKU Tpanos, onpeaenaemblie NoONb-
30BaTesiemM.

4.17.5.3 KomaHObl KOHpU2ypayuu mepmuHana

KomaHabl KOHGUrypaLmm TepMUHANa CYXKaT AN HAacTPOMKM NapameTpos paboTbl TEPMUHAMOB.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHoOM KOHPUrypaumm:

console (config) #

Tabnunua 135 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aeilicmeue
no ymon4aHuo
line console - Bxopa B pexkvm COOTBETCTBYIOLLEro TepMUHANA.
line telnet - Bxopa, B peXXnum cooTBETCTBYIOLWEro TepMmnHana.

line ssh

Bxoga B pexXnm COOTBETCTBYHOLLENO TEPMUHANA.

KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peKMMe KOHdUrypaumm TepMmmHana:

console# configure terminal

console (config)# line {console |

console (config-line) #

telnet |

ssh}
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Tabnmua 136 — KomaHabl pexruma KoHpurypaumm tTepmumHana

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

exec-timeout seconds

no exec-timeout

seconds:
(1..18000)/1800 cek

3apatb MHTepBana, B Te4eHMe KOTOPOro CMCTeMa OXXnaaetT BBoAa
OT nonb3osaTtensa. Ecam B TedeHne gaHHOro WUHTEepBana NONAb30-
BaTe/Nb HUYEro He BBOAUT, TO KOHCOJ/1b OTKNKOYaeTCA.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/
115200 6uT/c

YCTaHOBWUTb CKOPOCTb Mepefayv Ana NocnefoBaTe/IbHOrO UH-
Tepdelica.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 137 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show line exec-timeout

loKa3aTb 3HaYeHUA napameTpa exec-timeout gna scex Tepmu-
Hanos.

show line exec-timeout
current

MoKasaTb 3HaYeHUs NapameTpa exec-timeout ans TekyLlel cec-
cuu.

4.18 YXypHan aBapwii, npotokon SYSLOG

CnuctemHble KYpPHa/sibl NO3BONIAOT BECTU UCTOPUIO CO6bITMl‘;1, npounsouwealwunx Ha yCTpOﬁCTBe, a TaKXXe
KOHTpPOMPOBAaTb nponsowealine cobbITMA B peanbHOM BpemeHW. B XypHan 3aHocATCA cob6bITMA BOCbMMU
TUNOB: LIpe3B|:>ILIZ-]l7IHbIe, CUrHanNnbl TpeBorn, KpUTN4eCkne U He Kputndeckme OUJM6KM, npeagynpexaeHua,
yBeaomneHwums, VIHd)OpMaLl,MOHHbIe M OTNnago4Hble.

KomaHObI pexcuma 2a06anab6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUME rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 138 — KomaHabl pexkruma rnobanbHol KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

-/perMCTpa LUnA BKNKOYEHa

BKOUYNTbL PerMcTpaLmio 0TAa40uHbIX CO0bLEHMI U cooblue-
HUI 06 olmbKax.

BbIKNHOUYNTL PErMCTPALMIO OTAAA0UHbIX COOBLLEHMI U co0bLLe-
HWUI 06 olwmbKax.
72 Tpu BbIKNIOYEHHOW perncTpauum oTaafouHble coo6-

logging-server facility
{facility} severity {severity}
{ipva | ipv6 | host}
ip_address

host: (1..63) cumsonos,
facility:(localO...local7),
severity:(0...7),
ipv4_address A.B.C.D,
ipv6_address:
XX XXX Xe XX/ -

weHMa U cooblieHna o6 ownbkax 6yayTr nepepa-
BaTbCA HA KOHCONb.
BKAOUYMUTL Nepesady aBapuHbIX U OTNALOYHbIX COOBLLEHMIM
Ha yaaneHHblli SYSLOG-cepsep.
- ip_address — IPv4- unu IPv6-appec SYSLOG-cepBepa;
Ecnn KomaHaa BBegeHa 6e3 ykasaHnus facility, To
6yAeT MCN0Nb30BaH TEKYLUNI HACTPOEHHDbI
facility.
Ecam KomaHpa BBeaeHa 6e3 ykasaHusA severity, TO
6yayT yKasaHbl Bce severity, Kpome debugging.
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no logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

Y8anuTb BbIGpaHHbIV cepBep U3 CNMCKa MCNOb3yeMblX
SYSLOG-cepsepos.
Ecnn KomaHga BBeaeHa 6e3 yKasaHua facility, To
6yper ykasaH Tekywmii facility.
Ecnn KomaHpa BBeaeHa 6e3 ykasaHusA severity, TO
6yayT Mcnonb3oBaHbl BCe severity, BKAOYas
debugging.

logging console

no logging console

-/BKAOYEHO

BK/IlOUMTL Nepesady aBapuiiHbIX UM OTAALOUHBIX COOBLLEHUI
Ha KOHCO/Ib.

BbIKNOUMTb Nepeaady aBapuintHbIX UM OTAaA0UHbIX cooblue-
HUWI Ha KOHCO/Ib.

logging buffered size

no logging buffered

size: (1..200)50

M3MeHNTb KONMYecTBO coobLLEHMI, 3aNOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HayeHMe pasmepa bydpepa npume-
HWUTCA Mocne nepesarpysku ycTpoucTBa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

syslog file {1 | 2 | 3} filename

filename: (1..32)/-

Co3patb ¢aiin 3anncy aBapuHbIX M OTNAL04HbIX COOBLEHWUN.

no logging-file [facility]
[severity] file {1 | 2 | 3}

logging-file [facility] [severity]
file{1]2]3}

facility:(localO...local7),
severity:(0...7)

BbIK/NOUMTL Nepenayvy aBapuiiHbIX UK OTNAL0UHbIX CoobLe-
HUI B Galin KypHana.
Ecnn KomaHaa BBegeHa 6e3 ykasanusa facility, To 6y-
AeT yKasaH Tekywuii facility.
Ecnu KomaHaa BBegeHa 6e3 ykasaHuA severity, To
6yAyT ncnonb3oBaHbl Bee severity, Bkalouaa debugging.

BKAtOUNTL Nepesady aBapuiiHbIX UAN OTAAL0UHbIX COOBLLEHUI
BbIOPaHHOIo YPOBHSA BAa*KHOCTM B YKA3aHHbIM dalin KypHana.
Ecnn KomaHaa BBegeHa 6e3 ykasanusa facility, To 6y-
OeT yKasaH Tekywmi facility.
Ecnn KomaHpa BBeaeHa 6e3 ykasaHuA severity, TO
6yAyT cnonb3oBaHbl Bce severity, kpome debugging.

logging severity severity

no logging severity

severity:(0...7)/6

3a4aTb YPOBEHb JIOTMPOBAHUA.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

logging facility facility

no logging facility

facility:(localO...local7)/local0

3a4aTb KaTeropuio IOTMPOBaHKA.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

syslog localstorage

no syslog localstorage

-/BKNOYEHO

AKTVMBMPOBaTb OTNPABKY aBapuUHbIX AU COOBLLEHMUI Ha CKOH-
durypmposaHHble dainibl 3anucu.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

logging hostname-format [
hostname | ip | ipv6 | string
string ]

no logging hostname-format

string: (1..128)
-/Het

3a4aTb NapameTp, KOTopbiv ByAeT MCNoNb30BaTbCA B KayecTse
naeHTudmkaTopa xocta B SYSLOG-coobueHuax.

Mcnonb3oBaTb 3Ha4YeHME N0 YMOJTYaHUIO.

Kaxpoe cooblieHre MMeeT CBOM ypoBeHb BarKHOCTU. B Tabanue 139 npmseaeHbl TUMbI COOBLLEHNI
B nopaakKe ybbIBaHNA NUX BaXKHOCTU.

Tabnnua 139 — Tunbl BaskHOCTU COOBLEHUI

BaxtHocmeo Tun eaxtHocmu OnucaHue
coobuweHuli coobuwjeHuli
0 YpesBblyaliHble B cucteme npomsoLwnia KpUtUYeckaa owmnbKa, cuctema moskeT paboTaTb He-
(emergencies) nNpasuAbHO.
CurHanbl TpeBorun
1 (alerts) HeobxoAnmo HemeaneHHOe BMeLLaTeIbcTBO B CUCTEMY.
Kputnueckue
2 - B cucteme npousoluna KpuTuyeckas owmbKa.
(critical)
3 OwmnbouHble (errors) B cucteme npomsoluna owmnbKa.
MpepynpexaeHus .
4 . MpeaynpexaeHvne, HeaBapuiiHoe coobuieHme.
(warnings) peaynpexs, p wy
YBegomneHua .
5 e YBefomeHne cUCTeMbI, HeaBapuitHoe coobLieHune.
(notifications)
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NHPopmaLMOHHbIe

6 . bop _u, NHpopmaLmoHHble cOOBLEHMA CUCTEMDI.
(informational)

7 OTnafouyHble OTnagoyHble coobLeHnA, NPeaoCcTaBaAT N0b30BaTENO MHbOPMALMIO ANA
(debugging) KOPPEKTHOM HAaCTPOMKU CUCTEMDI.

Mpumep HacTpoliku logging-file:

Co3gaamMm noKanbHbln panin ¢ umeHem sll, kyga 6yayTt 3anmcbiBaTbCca cObbITUA C Ba*KHOCTbHO OT
ypesBblYaliHbIX 40 UHGOPMALMNOHHbIX.

console (config)# syslog file 1 slI
console (config) # logging-file file 1
Mpumep HacTpoliku logging-server:

Ykaxem agpec syslog-cepBepa, Kyaa byayT oTnpaBaaTbCA COOOLEHMA O COBbITUAX C BAaXKHOCTbIO OT
ypesBblYaliHbIX 40 MHGOPMALMOHHDbIX.

console (config)# logging-server ipv4 192.168.1.1

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnunua 140 — KomaHaa pexuma Privileged EXEC ana npocmoTpa dalina KypHana

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmsue
no ymon4aHuro
clear logs - YaanuTb Bce co0bLLEeHNA U3 BHYTPeHHero bydepa.
show logging-file - OT06Pa3nTb HACTPOMKMN NOTMPOBAHUSA B TOKANbHbIe halibl.

show logging file file_name OT06Pa3UTL COCTOAHME KYPHANA, aBapuiiHble U OTNaA04HbIe CO0b-

file_name: (1..3) ,
LEeHMA, 3anmcaHHble B daiine.

show logging-servers - OT06pa3nTb HAaCTPOMKM o5 yaaNEHHbIX logging-cepBepos.

4.19 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3EepKaNMpoBaHMA MOPTOB MpeAHasHayeHa ANA KOHTPOAs ceTeBoro TpaduKka nytem
NepecbINKKU KOMUI BXOAALWMX M/UAN UCXOOALMX MAKETOB C OAHOMO WAM HECKO/bKUX KOHTPOJIMPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWMI NOPT.

B0o3MOXHO 3epKanupoBaHue n6oOro KonuvectBa uHTepdeiicoB. OTCyTCTBMEe noTepb
' rapaHTUpyeTcsa, ecm NPonNycKHas cnocobHOCTb MHTepdeiica HasHaYeHUA He npeBbilweHa. Mpu
MCNoNb30BaHUM PU3NUECKUX NeTesib HA KOMMYTaTope 3epPKasIMpoBaTbcA byaeT ToNbKO oAHa
KonuAa Kagpa (frame), ecnn samkHyTble MHTepdeiicbl npuHagnexat ogHomy VLAN.

K KOHTpoAMpyloLeMy NopTy NPUMEHSAIOTCA CAeaytowmne orpaHuYeHns:

— TopT He MOXKET 6bITb KOHTPOIMPYIOWMM WU KOHTPOIMPYEMbIM NOPTOM OAHOBPEMEHHO;
—  IP-uHTepdeic A0NKEH OTCYTCTBOBATL A/14 3TOro NopTa;

K KOHTPO/ZINpyeEMbIM NOPTaM NPUMEHAIOTCA cheaylowmne orpaHn4YeHnA:

— TopT He MOXKEeT HbITb KOHTPOMPYIOWMUM N KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO.
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KomaHObI pexcuma 2106asa6HolU KOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHoN KoHdUrypaumm:

console (config) #

Tabnunuya 141 — KomaHabl pexkmma rnobanbHoi KoHurypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aeiicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

no monitor session session_id
destination

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
session_id: (1..4)

YKas3aTb 3epKanvpyoLmii NopT Ansa BbIBpaHHOM ceccm MOHUTO-
puvHra.

®DYHKLMA MOHUTOPUHIA MOXKET 6bITb HACTPOEHA Ha YeTbl-
PEX NopTax o AHOBPEMEHHO.

BbIKNOUNTL QYHKUMIO MOHUTOPUHIA Ha HACTPavBaeMOM WHTep-
deiice.

monitor session session_id
destination remote vian
vlan_id

no monitor session session_id
destination remote vian
vlan_id

vlan_id: (1..4094);
session_id: (1..4)

YKazaTb caykebHbiit vlan gna 3epkannpoBaHua TpaduKa C 3aaaH-
HOro pedaeKTop-nopTa ANA BbibpaHHOM ceccum.
- remote vlan — cnyebHbif vlan ana 3epkannpoBaHma Tpaduka

BbIKNOUNTL QYHKLUMIO MOHUTOPMHIA Ha HAaCTPanBaeMoM UHTep-
deiice.

monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] [rx | tx | both]

no monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11);
session_id: (1..4)

[06aBUTb YKa3aHHbI 3epKannpyemblii NopT A8 BbIBpaHHOM ceccum
MOHUTOPUHra.

- X — KOMMPOBATb NAKETbl NPUHATbIE KOHTPOAMPYEMbIM NOPTOM;

- tX — KonMpoBaTb NaKeTbl, NepeaaHHble KOHTPOIMPYEMbIM NMOPTOM;
- both — KonupoBaTb Bce NakeTbl C KOHTPOAMPYEMOrO NopTa.

BbIKNOUNTL QYHKLUMIO MOHUTOPMHIA Ha HAaCcTPanBaeMoM UHTep-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..4)

YKasaTb vlan, ¢ KoToporo 6yaeT 3epkannpoBaTtbcs TpaduK € 3a4aH-
Horo pedaekTop-nopTa Ana BbibpaHHOM ceccuu. Mpum 3Tom cam vian
byaeT cHAT.

BbIKNOUUTL GYHKLMIO MOHUTOPUHIA HA HAaCTPanBaemMoM UHTEp-
deiice.

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeeT cnepytowmii Bua;

console>

Tabnunua 142 — KomaHabl, 4ocTynHble B pexmme EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 YyMOAYAHUIO

Aeiicmeue

show monitor session
session_id

session_id: (1..4)

BbIBECTU MHPOPMALMIO MO CKOHPUIYPUPOBAHHOM CECCUN MOHUTO-
puvHra.

[pumepbl 8bINOAHEHUA KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet

0/1
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BbIiBECTU MHOOPMALMIO MO KOHTPOAUPYIOWMM Y KOHTPOIMPYEMbIM NOPTaM.

console# show monitor session 2

Mirroring is globally Enabled.
Session H

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gi0/1
Session Status : Inactive

4.20 ®YyHKUUU AUArHOCTUKU GU3NUYECKOro YPOBHA

CeTeBble KOMMYTaTopbl COAEPaT annapaTtHble M NporpammHble CPeacTBa ANA AMAarHOCTMKM
dU3NYECKMX MHTePdENCOB M IMHUI CBA3M. B NnepeyeHb TECTMPYEMBIX NapamMeTPOB BXOAAT Cleaytowme:

OnAa anekTpuyecknx nHtepdencos:
—  A/vHa Kabens;
— paccTosiHue A0 MecCTa HEMCMNPABHOCTM — 06PbIBA UM 3aMbIKAHWMA.

Ona ontnyeckmx nutepdencos 1G:
—  napameTpbl NUTaHWUA — HAaNpPAXKEHNE U TOK;
—  BbIXOAHaA ONTUYECKAs MOLLHOCTb;
—  ONTUYecKas MOLLHOCTb Ha NpUeMe.

4.20.1 fljuazHocmuka medHoz0 Kabensa

KomaHObI pexcuma EXEC

3anpoc KomaHgHOW CTPOKM B pexknme EXEC numeet cneayowmin Bua;

console#

Tabnuua 143 — KomaHabl ANarHOCTUKM meaHoro Kabens

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
Mo yMOMYaHUIo
test cable-diagnostics BbINONHWTL BMPTYyasibHOE TeCTUpoBaHWe Kabens AnA yKa3saHHOro WH-
fastethernet fa_port | fa_port: (0/1..24); Tepdeiica
gigabitethernet gi_port | gi_port: (0/1..48);
twopointfivegigabitethernet two_port: (0/1..8);
two_port | tengigabitethernet te_port: (0/1..11)
te_port]

/ Mpu nonyuyeHumn coobuwenunsa 'Fail to get cable test result for port GiO/X. Status: 3'

peKomeHayetca npoBepuTb media-type wuHTepdeiica u coctoAHMe uHTepdeiica Ha
yOaneHHol cTopoHe.
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4.20.2 3nekmponumaHue no auHuam Ethernet (PoE)

Mogenn KommyTtatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P,
MES2428P, MES2448P, MES2410-08DP, MES2410-08DU, MES3708P, MES3710P noaaeps<unsatoT 31eKTpo-
nuTaHMe ycTpoicTB no anMHum Ethernet B cootBeTctBUM c pekomeHaaumammn IEEE 802.3af (PoE) n IEEE
802.3at (PoE+). Tun pacnnHoBKK A.

KommyTtatopbl MES2408PL xapakTepusytoTca MeHbLMM B104KEeTOM MOLLHOCTM, OTHOCUTE/NIbHO ApY-
rUX.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rn1obanbHOM KOHPUrypaLmm:

console (config) #

Tabnvua 144 — KomaHabl pexkmma rnobanbHon KoHpurypaumm

3HayeHue/ 3HayeHue .
KomaHoa Aelicmeue
no ymoa4YaHuro
set poe enable BkAtounTb anekTponutaHme no anHuam Ethernet.
set poe disable BbIK/OUNTL 3N1EKTpoNUTaHMe no AnHuam Ethernet.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (OQuanasoHa uHmepgelicos) Ethernet

Buz 3anpoca KOMaHAHOWM CTPOKM peXxnma KoHourypaumm nHtepdeica:

console (config-if) #

Tabnunua 145 —KomaHgabl pexkuma KoHourypaumm nHtepdeiica Ethernet

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o YyMOAYAHUIO
power inline auto PaspewunTb paboTy npoToKkona obHapyKeHus PoE-ycTpoicTB Ha
y nHTepdeice 1 BKAOYAET NOAaYY INEKTPONUTAHMA Ha UHTEpdeliC.
power inline never +/auto 3anpetTutb paboTy nNpoToKona obHapyKeHua POE-ycTpoiCTB Ha
MHTepdeice 1 OTKAOYAET NoAady SNEKTPONUTAHUA
power inline priority {critical | 3apatb npuoputeT nHTepdelica PoE npu ynpasneHum anektponu-
high | low} TaHMeMm.
- critical — ycTaHaBAMBaeT HauBbICLIMI NPUOPUTET INEKTPONUTA-
Jlow HUWA. DNEeKTPONUTaHWe NOPTOB C TaKUM NpuopuTeTom ByaeT npe-
KpallaTbCA B MOCNEAHION ouvepedb MpU Neperpyske CUCTEMbI
PoE;
- high — ycTaHaBnMBaeT BbICOKMIA NPUOPUTET 31EKTPONUTAHNSA;
- low — ycTaHaBAMBaeT HU3KUI NPUOPUTET INEKTPONUTAHUA.
power inline limit-mode {class BbIOpaTb pexkMm OrpaHMyYeHns MOLLHOCTY.
| user-defined wattage} - class — NMMUT MmaKkcMmanbHoM NoTpebasemon MoLHOCTM onpe-
wattage: (200..31200) | AenseTtca Knaccom NOAKNIOHAEMOro YCTPONCTBa;
munamnsaTt/ class - user-defined — AMMUT MaKkcMManbHOM NoTpebaAeMolr MOLLHO-
CTW BbICTABNIAETCA BPYYHYHO, € warom 200 mBrT.
no power inline limit-mode Bbl6paTb pexxmMm No yMmoYaHuLo.

KomaHOwbl pexcuma EXEC

3anpoc KomaHAHOM cTPOoKK B pexxmume EXEC nmeet cneayrowmin BUA;

console#
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Tabnuua 146 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OT06pPa3nTb COCTOAHNE INEKTPONUTAHUA UHTEPDENCOB, NOALEPHKN-
BaOLWMX NUTaHMeE No AnHun PoE.

show power detail

OT06pasnTb 06wy MHPOPMaLMIO NO COCTOAHMIO POE M coCToAHMIO
MNCTOYHMKA.

show power inline
consumption

OT06pasnTb XapaKTEPUCTUKM NOTPebaeHWA MOLLHOCTM, TOKa M
HanpsXeHus.

4.20.3 lMpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NPOTOKOA BTOPOro YPOBHA CO34aHHbIN A5 aBTOMaTUYe-
CKOro 06HapyXeHUs NOTEPU ABYXCTOPOHHEN KOMMYHMKALMMN Ha ONTUYECKUX NIMHUAX CBA3M.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BunA 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHdurypaumm nHtepdeica:

console (config-if) #

Tabanua 147 — KomaHapl perkuma KoHourypaumm nntepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet-oam uni-directional
detection

no ethernet-oam uni-
directional detection

-/BbIKNIOYEHO

BKAOUMTbL AMArHOCTUKY COCTOAHMUA ONTUYECKUI IUHUIA.

BbIKNOYNTb AMATHOCTUKY COCTOAHUA ONTUYECKUIA IMHUIA.

ethernet-oam uni-directional
detection aggressive

no ethernet-oam uni-
directional detection
aggressive

-/BbIKNIOYEHO

BKNtOUNTL arpeccuBHbIv pexkmm, npu kotopom TLV oTnpasnsetca
B 06OM Cnyyae, faxKe eciv OHa He 6bl1a NosyYeHa oT yaaneH-
HOro ycTpoicTsa.

BbIKNOUMTb arpeccuBHbIN pexxum, npu Kotopom TLV otnpasnsa-
eTca B 1t06OM c/lyyae, faxke ecnmn oHa He Bblia NoayeHa oT yaa-
NEHHOTO YCTPOWCTBA.

ethernet-oam uni-directional
detection discovery-time time

no ethernet-oam uni-
directional detection
discovery-time

time: (5..300)/5

BbicTaBUTb TaliMep, MO KOTOpoMy ByAeT NPoMCXoANTb onpeaene-
HMe TeKYLLLero COCTOAHMA NNHKa.

YCTaHOBWTb 3HaYeHMe Mo YMOJIHaHUIO.

ethernet-oam uni-directional
detection action {errdisable |
log}

no ethernet-oam uni-
directional detection action

-/log

BbibpaTtb perkmMm paboTbl npoTokona UDLD.

- errdisable — nepepgaya Tpaduka 610KMpPyETCA MPU OTCYTCTBUU
npvema B 04HOM M3 HaNpaBNEeHWI B KaHane;

- log — coobuieHre o0 610KMPOBKE NOABNAETCA B KYpHane.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOM CTpoKKM B pexkume EXEC umeet cnegytowmii Bua;

console>
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Tabnuua 148 — KomaHapbl

pexknuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

show port ethernet-oam uni-
directional detection

OTO6pa3l4Tb COCTOAHME ONTUYECKOTO JINHKA.

4.20.4 [lJuaecHocMuKa onmu4yecKkoz20 mpaHcusepa

(DYHKLI,MFI ANArHoOCTMKMN nNno3BOJsIAET OUEHUTb TeKyuwee COCToAHME ONTUYeCKOro TpaHCuBEpPa U

ONTUYECKOM JINHUU CBA3M.

Bo3MoOXKeH aBTOMATUYECKUIA KOHTPOAb COCTOAHMA JIMHUIA  CBA3M.

Ona storo KommyTaTop

nepuoamMyeckn onpalivMBaeT MapameTpbl ONTUYECKUX UMHTepdeicoB M CpaBHMBAET UX C MOPOroBbIMMU
3HaYeHMAMM, 3aZaHHbIMW NPOU3BOAUTENAMU TPaHcMBepoB. MNpu BbIxoAe NapameTpoB 3a AOMyCTUMble
npeaenbl KOMMyTaTop GopMUpPYET NpeaynpeXKaatoLme U aBapuinHble coobLeHuA.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmin BuA:

console#

Tabnunuya 149 — KomaHAabl AMArHOCTUKM ONTUYECKOro TpaHCcMBepa

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show fiber-ports
optical-transceiver [ {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

OTO6pa3MTb pPe3ynbTaTbl ANArHOCTUKM ONTUYECKOTO TPpaHCHUBEpPa.

Tabanua 150 — MNapameTpbl AMArHOCTUKM ONTUYECKOTO TpaHcMBepa

Mapamemp 3HaveHue
Temp Temnepatypa TpaHcmsepa.
Voltage HanpsaxkeHne nutaHuA TpaHcKBepa.
Current OTKNOHEHME TOKa Ha nNepegaye.
Output Power BbIxoZHas MOLHOCTb Ha nepegaye (MBT).
Input Power BxogHan molHOCTb Ha npueme (MBT).
LOS MoTepa curHana.

3Ha4yeHuA pe3ynbtatoB ANAarHOCTUKU:

N/A — HepocCTynHO,

N/S — He noaaepKnBaercs.

4.21 ®dyHKuun obecneyeHna 6e3onacHoCTU

4.21.1 ®yHKkyuu obecneyeHus 3aujumel Nopmoe

C uenbto nNosblWeHUA 6esonacHoCTM B KOMMYTaTOpeE CyLectByeT BOSMOXXHOCTb HAaCTpOUTb KaKoW-
nmbo nopT Tak, YTOObI AOCTYyNn K KOMMYTATOPY 4epe3 3TOT NOopPT npenoctaBaAancAa TONIbKO 3aAdHHbIM

146

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

ycTponcTeam. PyHKLMSA 3alMTbl NOPTOB OCHOBaHa Ha onpeaeneHmn MAC-agpecoB, KOTOPbIM pa3pellaeTca
poctyn. MAC-agpeca moryT 6biTb HaCTPOEHbl BPYYHYIO WM M3y4YeHbl KOMMyTaTopoMm. ocne msyveHus
HeobxoaMMbIX afpecoB MOPT creayeT 3abNOKMPOBATb, 3aWMTUB €ro OT MOCTYNaeHMA MNaKeToB C
HeunsyyeHHbIMM MAC-aapecamun. Takum obpasom, Koraa 3ab610KMPoBaHHbIN NOPT NoJsiydaeT naket, u MAC-
agpec UCTOYHUKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3NPYETCA MeXaHU3M 3aLLNTbl, B 3aBUCMMOCTU OT
KOTOPOro MOryT ObiTb MPUHATLI CAeAyHOWME Mepbl: HECAHKLMOHUPOBAHHbIE MaKeTbl, NOCTynatowme Ha
3a6/10KMpPOBaHHbIM NOPT, NepecbliatoTca, oTbpackIBatoTcs, MO0 Ke NOPT, NPUHABLUUI NaKeT, OTKAKYaEeTCs.
®dyHKuua 6esonacHoctn Locked Port no3BonseT COXpaHWUTb CMMCOK M3ydeHHbix MAC-agpecos B ¢daine
KOHdUrypaummn, Takmm o6pasom, aTOT CMMCOK MOXKHO BOCCTAaHOBUTbL NOC/Ie Nepe3arpysku ycTponcTaa.

/ CyuiectByeT orpaHuyeHue Ha Konmyecrso MAC-agpecoB, KOTOpoe MOXeT U3y4YUTb NOPT, UC-
NoNb3yWMi GYHKLUMIO 3aLUTDI.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanasoHa uHmepgelicos) Ethernet, uHmep-
elica epynnbl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypauum uHtepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 151 — KomaHabl pexkuma KoHpurypaumm nHtepodeiica Ethernet, rpynnbl nHtepdeiicos

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
switchport port-security ena- BKOUMTB PYHKLMIO 3alLMTbl HAa UHTepdelice. BnokupyeT GpyHK-
ble LMIO U3y4eHMA HOBbIX agpecos ans nHtepdeiica. MakeTbl ¢ He-
-/BbIK/IOYEHO n3yyeHHbIMM MAC-agpecamm UCTOYHMKA OTOpackIBatoTCA.
no switchport port-security en- OTKNOUNTL GYHKLMIO 3aWMTbI Ha MHTepdeiice.
able
switchport port-security mac- 3afaTb MaKCMMaibHOE KOJIMYECTBO afipecoB, KOTOPOE MOKET
limit MU3Y4YnTb NOPT.
limit: (0..8192)/1
no switchport port-security YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
mac-limit
switchport port-security mode 3a4aTb peXMM orpaHmyeHus nsyyeHna MAC-agpecos gna HacTpa-
{max-addresses | lock | se- nBaemoro nHTepdeiica.
cure-delete-on-reset | secure- - max-addresses — yaanaer Tekywue ANHAMMYECKU U3YYEHHble
permanent} afpeca, cBA3aHHble C UHTepdelicom. PaspelleHo U3ydeHne mak-
CMMa/IbHOTO KO/IMYecTBa aApecoB Ha NopTy. MoBTOpHOE U3yyeHne
U CTapeHue paspeLleHbl.
- lock — coxpaHseT B ¢palin TekyLme AMHAMUYECKM U3YYeHHbIe aa-
peca, cBA3aHHble ¢ UHTepdelicom u 3anpelLaet obyyeHne HOBbIM
afipecam U CTapeHue yxKe U3y4YeHHbIX aLpecos.
- secure-delete-on-reset — yaansaer Tekylme AMHAMUYECKU U3Y-
-/lock YeHHble agpeca, cBA3aHHble ¢ uHTepdelicom. PaspelleHo nsyye-
HWE MaKCMMasIbHOrO KOAMYEeCTBa afpecoB Ha nopTy. NoBTopHoe
M3y4YeHue 1 CTapeHue 3anpeLeHbl. Aapeca COXpaHAaTCa 40 nepe-
3arpysku.
- secure-permanent — yzanfer TekyliMe AUHAMUYECKM U3YYeH-
Hble agpeca, CBA3aHHble ¢ UHTepdelicom. PaspeleHo nsyyeHune
MaKCMMaNbHOTO Ko/MYecTBa apecoB Ha nopTy. [NoBTOpHOe 13y-
YeHWe W cTapeHue 3anpelleHbl. Aapeca COXPaHAKTCA Npu nepe-
3arpyske.
no switchport port-security YCTaHOBWUTb 3HA4YEeHUE NO YMOJTHAHMUIO.
mode
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switchport port-security viola- 3afaTb PeXMM pearnpoBaHuA Npu HapyweHnn 6esonacHoCTy.
tion [restrict | protect | dis- - restrict — B JaHHOM pexuMme npu HapyleHn 6e3onacHoOCcTH oT-
card-shutdown] npasaserca SYSLOG-coobuweHune Ha SYSLOG-cepsep.
- protect — B AaHHOM peXMMe OMOBEeLLEHNA O HapylleHun bes-
-/protect onacHocTM HeT. Bkntoyaetr nepexsaT MAC-agpecoB, KOTopble

OOKHbI 6bITb 0T6pOLWeHbl, Ha CPU, nocne yero MAC-agpeca no-
MeYatoTcA Kak 3ab/soKMpoBaHHble U OTOPACbIBAOTCA B TeYeHUU
aging-time;

- discard-shutdown — B gaHHOM pexxnme Kagpbl C HEM3yYeHHbI-
mn MAC-agpecamm UCTOYHMKA OTOPACbIBAOTCA, MOPT OTK/OYa-
eTca.

4.21.2 KoHmposab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoOli MPOTOKOJ, MNO3BONAKOLWINIA KANEHTY NO
3anpocy nony4ats IP-agpec v gpyrue Tpebyemble napameTpbl, Heobxoaumslie ana paboTsl 8 cetn TCP/IP.

MpoTtokon DHCP MmoKeT MCno1b30BaTbCs 3/I0YMblLWIEHHUKAMW /1 COBEPLUEHUS aTaK Ha YCTPOMCTBO,
KaK CO CTOpPOHbl KAueHTa, 3actasnaa DHCP-cepsep BblaaTh BCE AOCTYMHbIE aapeca, TaKk U CO CTOPOHDI
cepsepa, nytem ero nogmeHsbl. lNporpammHoe obecneyeHrMe KOMMYTaTOPa NO3BOAAET 06ecneyYnTb 3aLLnTy
YCTPOICTBA OT aTak C UCMnosb3oBaHMeM npoTokosa DHCP, ana yero npumeHseTca GyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoicTBO  cnocobHo oTcnexusatb nossneHne DHCP-cepBepoB B ceTM, paspewas WX
MCMNO/Ib30BaHNE TONbKO HA «A0BEPEHHbIX» MHTEpPdENCaX, a TaKKe KOHTPO/IMPOBaTb AOCTYN KAMEHTOB K
DHCP-cepsepam no Tabaunue cooTBETCTBUMN.

Onuusa 82 npotoKkona DHCP (option 82) ncnonbsyetca ana Toro, 4Tobbl NponHbopmuposaTs DHCP-
cepsep 0 ToM, OT Kakoro DHCP-peTpaHcnsTopa (Relay Agent) 1 yepes Kakow ero nopT 6611 NOyYeH 3anpoc.
MpumeHaeTca gna ycTaHOBAEHUA COOTBETCTBMI IP-aapecoB M NOPTOB KOMMYTATOPa, a TaKXe ANA 3aLUUTbI
OT aTaK C ucnosb3oBaHMem npoTokosa DHCP. Onuma 82 npeactaBnseT coboit AONONAHUTENbHYIO
MHbOPMaUMIo (MMs yCTpoicTBa, HOMep MopTa), AobaBnsemMytd KOMMYTAaTOPOM, KOTOpbli paboTaeT B
pexknme DHCP Relay areHTa, B Buge DHCP-3anpoca, NpMHATOro OT KnnMeHTa. Ha OCHOBaHUM JaHHOM onuuy,
DHCP-cepBep Bblaensiet IP-agpec (ananasoH IP-agpecoB) u apyrve napameTpbl MOPTY KOMMyTaTopa.
Monyume Heobxogumble gaHHble oT cepsepa, DHCP Relay areHT BbiaenseT IP-agpec KAMEHTY, a TaKxkKe
nepeaaer emy Apyrue Heobxoanmble NnapameTpbl.

Tabnuua 152 — dopmat noneti onuun 82

Mone Mepedasaemas uHghopmayus

Mms xocTa yCTponcTaa.

cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnepHuii 6aitT — HOMep NOpPTa, K KOTOPOMY MOAK/IHOYEHO YCTPOMCTBO, OTNPaBAstoLLEE
dhcp-3anpoc.

Circuit ID

Enterprise number — 0089c1

R t tID
emote agen MAC-agpec ycTpoicTsa.

’ | Ana KoppekTHoi paboTtbl ¢PpyHKuunM DHCP Snooping Bce ucnonbsyembie DHCP-cepBepbl

N AO/MKHbI 6bITb MOAKAIOYEHDbl K «A0BEepeHHbIM» MOpTam KommyTaTtopa. [Ana pobasneHun
nopTa B CNUCOK «A0BEPEHHbIX» UCNO/Ib3YIOTCA KOMaHAbl port-security-state trusted, set port-
role uplink B pexxume KoHdurypauum uHtepdeiica. Ana obecneyeHna 6esonacHocTn Bce
OCTa/ibHble NOPTbl KOMMYTATOPa A,0/XHbl 6bITb «HEA0BEPEHHbBIMMUY.

KomaHObI pexcuma 2106aabHol KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxnma riobanbHoM KoHbUrypauum:

console (config) #
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Tabnuua 153 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIKOYEHO

Pa3spelwmnTs KOMMyTaTOPYy KOHTPOAMpPOBaHWe npoTokosia DHCP.

3anpeTnuTb KOMMYTATOpPYy KOHTPOAMpPOBaHMe npoTtokona DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

no ip {dhcp| dhcpv6}
snooping vlan vian_id

vlan_id:
(1..4094)/BbIKNtO4EHO

Pa3spewunTtb KOHTpOAMpOBaHWe npoTtokona DHCP B npegenax yka-
3aHHoro VLAN.

3anpeTnTb KOHTpPOAMpoBaHWe npoTokona DHCP B npegenax yka-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

BkntounTb Bepuopunkaumto MAC-apgpeca knmeHta u MAC-agpeca mc-
TOYHUKA, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBEPEHHbIX» NOPTax.

no ip dhcp snooping verify -/BKAIOUEHO Bbikntountb Bepudmkaumo MAC-agpeca kameHTa 1 MAC-agpeca

mac-address UCTOYHMKa, NpuHATOro B DHCP-nakeTe Ha «HeAO0BEPEHHbIX» Mop-
Tax.

ip binding port-down action Onpeaenntb peakLMio KOMMyTaTopa Ha nageHune uHtepdelica:

{clear|retain} Jretain - retain — coxpaHseT 3anucu B Tabaunue Npu nageHuu.

- clear — ypanseT Bce AMHAMMUYECKME 3anucK, CO34aHHble AR
ynasLiero nHtepdeiica.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexunma Privileged EXEC:

console#

Tabnunua 154 — KomaHgb! pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip {dhcp | dhcpv6}
snooping

OTobpasnTb cooTBeTcTBUA U3 daiina (6asbl) KOHTPOAA NPOTOKONA
DHCP.

show ip dhcp snooping global

OTo6pasunTb rnobanbHyto HacTpoiky DHCP Snooping.

show {ip | ipv6} binding

MoKa3aTb Bce COOTBETCTBUA U3 paina (ba3bl) KOHTPOIA MPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding
[mac_addr vian_id]

vlan_id: (1..4094)

Ounctutb cooTBeTcTBuA M3 daina (6asbl) KOHTPONSA NPOTOKONA
DHCP.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnel nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdelica Ethernet, nntepdeliica

rpynnbl NOPTOB:

console (config-if)#

Tabnunua 155 — KomaHabl pexkuma KoHpurypauum nntepdeliica Ethernet, rpynnbl uHtepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ip binding limit /imit

no ip binding limit

limit (0..1024)

BKAtouMTb orpaHuyeHne Koamyectsa DHCP-knmMeHTOB Ha nopTy.

BbIKkntounTb orpaHnyeHme konmdectsa DHCP-kaneHToB Ha
nopTy.

YcTaHOBNEeHHOe orpaHuMyeHne no Koaudectsy DHCP-kaneHTOB 6yaeT pacnpocTpaHATbeA
TO/IbKO Ha HOBble 3anucu. PeKomeHayeTcs nepep, HAaCTPOMKOW OrpaHUYEHUA OYUCTUTD
Tabaunuy Knnentos DHCP snooping.
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4.21.3 DSLAM Controller Solution (DCS)

C nomowplo AaHHOW QYHKLUMM HACTPaMBAOTCA 3HAYEeHMA WAEHTUOUKATOPOB WHTepdelica u
peTpaHcaaTopa npu KoHourypuposaHmm DHCP snooping, DHCPv6 snooping u PPPoE Intermediate Agent.
Circuit-id — naeHTMdmKaTop MHTepdeiica, C KOTOpOro npuwien 3anpoc, remote-id — naeHTUPUKaTop
peTpaHcaATOpa, C KOTOPOro npuLen 3anpoc.

Mpw BrAtoUYeHUN GYHKLMM HA UHTepdelice circuit-id n remote-id 6yayT BcTaBnaTbea Bo Bcex VLAN, Ha
KoTopbix BKAtoueH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu BkatoveHumn B VLAN circuit-id u remote-
id 6yayT BcTaBNATbCA TONbKO B AaHHOM VLAN Ha Bcex nHtepdeiicax.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabnnua 156 — KomaHabl pexkmma rnobanbHom KoHdUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

dcs information option [dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpv6 | pppoe-ia] disable

-/BbIK/OYEHO

BkatounTb fobasneHue circuit-id + remote-id ans Bcex onuwmii (T.e.
dhcp | dhcpv6 | pppoe-ia | dhcp-relay) nMbo 3aaaTb KOHKPETHbI
NPOTOKOA ANA BCTaBKK remote-id u circuit-id.

BbikntounTb fobasneHune remote-id u circuit-id.

dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifier

no dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifier (1..63)
CMMB0/108B/11a6/10H
%h%i%v

YcTaHoBUTb circuit-id B dopmaTe cBOBOAHOM CTPOKM, onpesener-
HOM Nosib3oBaTesieM. BO3MOXKHO Mcnoib30BaHKe WabioHOB.

YCTaHOBUTb 3HAYEHUe Mo YMOI4aHUIO.

dcs agent-circuit-id format-
type {dhcp | dhcpvé | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

no dcs agent-circuit-id format-
type {dhcp | dhcpvé | pppoe-
ia | dhcp-relay}

identifier (1..48)
cumeonos/dopmar spv,
pasgenutens std,
identifier NULL

HacTpowuTs circuit-id cornacHo pekomeHaaumam TR-101.
NaoeHTndumkatop:

- identifier — npon3BosibHan cTpoka 6e3 WabaoHOoB.
dopmar:

- pv —Homep nopta n VLAN;

- Sp — HOMep CN0Ta U NOPTa;

- SV — Homep cnoTta un VLAN;

- SpV — HOoMmep cnoTa, nopta n VLAN.

Pasgenuntenu:
-comma-"“";
-dot—"“.";

- hash — “#”;

- semi-colon —
-slash—“/”;
-space—“";

- std — “slot:port/vlan”.

“w.n,
’

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.
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dcs agent-circuit-id suboption-
type {dhcpva | dhcpvé |
pppoe-ia | dhcpd-relay} {tr-
101 | user-defined} [binary]
[add-subtypes]

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay}

-/tr-101

YcTaHOBUTbL popmar circuit-id.

dopmaTbl:

- tr-101 — nobasneHue circuit-id B popmate cornacHo pekomeHaa-
unam TR-101

- user-defined — nob6asnenue circuit-id B dopmarte csoboaHoM
CTPOKM C BO3MOKHOCTbIO MCMO/Ib30BaHMA WabNOHOB.
JononHuTtenbHble NapameTpsbl:

- binary — gaHHbI NapameTp yKasbiBaeT, YTO YNCIOBbIE LABIOHDI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIV NapameTp yKa3bIBaeT, YTO B UAEHTUPHU-
KaTop byaer nobaBneH JONOAHUTENbHBIM NoaTUN (2Xx-6aMTOBbIN
ons DHCPv4 n PPPoE u 4x-6alitoBbii gnsa DHCPv6), B KoTopom
onpegensaerca ¢opmat ctpoku (ASCII-0x01, HEX-0x00) u ganHa
naeHTudukaTopa.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHMUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifer

no dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifer (1..63)
CcMMB0/10B/1Wab0H %m

YcTaHoBUTbL remote-id B popmaTe cBOOOAHOM CTPOKM, onpesenéx-
HOM nosib3oBaTesieM. BO3MOXKHO UCNo/ib30BaHMe WabaoHoB.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcp4-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay}

-/user-defined

YcTaHOBUTL popmat remote-id

dopmaTbl:

- user-defined — go6asneHne remote-id B popmate cBobogHOM
CTPOKM C BO3MOKHOCTbIO UCMO/Ib30BaHWA WabNoOHOB.
[ononHuUTeNbHbIe NapameTpbl:

- binary — gaHHbIV napameTp yKa3blBaeT, YTO YMCAoBble WABAOHbI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIV NapameTp yKasbIBaeT, YTO B UAEHTUDHU-
KaTop byaeTt gobaBneH AONONHUTENbHbIA NoaTMN (2X-6alNTOBbIN
ona DHCPv4 n PPPoE w 4x-6aiTtoBbii ana DHCPv6), B KoTopom
onpegpensaerca dopmat ctpokm (ASCII-0x01, HEX-0x00) u pgauHa
naeHTndmKatopa.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

Tabnunua 157 — LWabnoHbl, 4OCTYNHbIe AN HacTpoiku user-defined naeHtTudumkaTopos

Llla6aoH OnucaHue
%a IP-agpec. [laHHbIM WabsoH moxKeT bbiTb NpeobpasoBaH B popmat HEX. ECTb BO3MOXKHOCTb YKa3aTb HOmep
VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).
%h Mma ycTpolicTaa.
%p KopoTkoe uma noprta, Hanpumep, gil/0/1.
%P [nvHHoe nma nopTa, Hanpumep, gigabitethernet 1/0/1.
%t Tun nopTta, Hanpumep, gigabitethernet.
%m MAC-agpec nopta 8 dopmate H-H-H-H-H-H-H. JaHHbIi wabnoH moxKeT 6biTb NpeobpasosaH B dopmat HEX.
%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. OaHHbIl wabaoH moxHo npeobpasosatb B popmat HEX.
%u Homep toHuTa. JaHHbINM WabnoH moxKeT 6biTb NpeobpasosaH B popmat HEX.
%s Homep cnota. [laHHbIl WwWabnoH moxeT 6biTb NpeobpasoBaH B dopmaT HEX.
%i ifindex nopTa. [laHHbIN Wab10H MOXKeT 6bITb NpeobpasoBaH B popmat HEX.
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%cC MAC-agpec aboHeHTcKoro yctpovictea B popmate H-H-H-H-H-H-H. laHHbI WwabnoH moxkeT 6biTb Npeobpa-
30BaH B popmat HEX.

%V NaeHtndukatop VLAN. JaHHbIi WwWabnoH moxKeT bbiTb NpeobpasosaH B popmat HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdurypaumm nutepdeica Ethernet:

console (config-if) #

Tabaunuya 158 — KomaHabl pexkmma KoHpurypauum nHtepoelrica Ethernet

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

dcs agent-circuit-identifer
circuit_id

no dcs agent-circuit-identifer

circuit_id: (1..63)
CMMBO0B/WwaboH
%h%i%Vv

YcTaHoBUTb circuit-id B popmaTte cBobOAHOM CTPOKM, onpese-
NéHHOM nonb3oBaTtenem. BoamoxkHo ncnonb3oBaHue WabaoHOB.
[aHHana HacTporika MMeeT NpuopuTeT nepes, aHaNoTMYHOW r10-
6anbHOM HacTpoiKoi popmara circuit-id.

YCTaHOBUTb 3HAYEHUA MO YMOI4aHUIO.

dcs remote-agent-identifier
remote_id

no dcs remote-agent-identifier

remote_id: (1..63)
CMMBO0B/WABA0H %M

YcTaHoBUTbL remote-id B dopmaTte cBo6OAHONM CTPOKM, onpese-
NéHHOM nonb3oBaTenem. BoamoxkHo ncnonb3oBaHue WabnoHOB.
[aHHasa HacTporiKka MMeeT NpuopuTeT nepes, aHaNorMYHOW r1o-
6anbHOM HacTponkoi popmata remote-id.

YCTaHOBUTb 3HAYEHMe Nno YMO4aHUIO.

dcs information option {dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay} enable

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

-/BbIKNIOYEHO

BKkntounTb gobasneHue circuit-id + remote-id A8 KOHKpPETHOro
npoToKona.

V BcraBka circuit-id/remote-id aonykHa 6bITb OTKAIOYEHA
rnobanbHo.

BbIkntounTb f06aBNEHUE remote-id 1 circuit-id 41 KOHKpPETHOro
npoToKona.

KomaHObI pexcuma KoHguaypauuu uHmepagpetica L2Vlan

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnunua 159 — KomaHabl pexkmma KoHpurypauum nHtepdeliica L2Vian

KomaHda

3HayeHue/3HayeHue no

YMOAYAHUIO

Aeiicmeue

dcs information option {dhcp |
dhcpvé | pppoe-ia | dhcp-
relay} enable

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

-/BbIKNIOYEHO

BkntounTb AobasneHume circuit-id + remote-id gna KoHKpeT-
HOro NpoToKoAa.

V BcraBka circuit-id/remote-id pgonHa 6biTb OT-
K/loueHa rnobanbHo.

BbikntounTb aobasneHune remote-id u circuit-id ana KoH-
KPeTHOro NpoToKoAa.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPpoKM pexkmma Privileged EXEC:

console#
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Tabnuua 160 — KomaHabl pexkmma Privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
0 yMOAYaHUIO
show dcs-port-config OT06pasnTb TekyLLyto KOHUTypaLmio naeHTUdUKaTopoB remote-
[interface fastethernet fa_port fa_port: (0/1..24); id u circuit-id gna natepdeiicos.
| gigabitethernet gi_port | gi_port: (0/1..48);
twopointfivegigabitethernet two_port: (0/1..8);
two_port | tengigabitethernet te_port: (0/1..11);
te_port] vlan_id: (1..4094)
[vlan vian_id]
show dcs-global-config OT06pasunTb rnobanbHyo KOHOUIYpaLUnto MaeHTUdMKaTopa Circuit-
id.

Mpumep HacTpolikm DHCP Snooping Bo VLAN10 c HacTpoikoi DCS-onumit Ha wuHTepodeice
Gigabitethernet 0/13.

console
console
console
console
console
console
console
console
console
console
console
console
console
console

config)# interface gigabitethernet 0/10

config-if)# port-security-state trusted

config-if)# set port-role uplink

config-if)# switchport mode trunk

config-if)# exit

config)# ip dhcp snooping

config) # wvlan 10

config-vlan)# ip dhcp snooping

config)# interface gigabitethernet 0/13

config-if)# switchport general allowed vlan add 10 untagged
config-if)# switchport general pvid 10

config-if)# dcs remote-agent-identifier enable
config-if)# dcs agent-circuit-identifier "$v $p Sh"
config-if)# dcs remote-agent-identifier "3M"

o

Mpumep Hactpolikn DHCP Snooping Bo VLAN1O ¢ HacTpolikon DCS-onumit ansa Bcex MHTepdeiicos B
dopmarte HEX.

console
console
console
console

config) # !

config) # interface gigabitethernet 0/10
config-if)# port-security-state trusted
config-if)# set port-role uplink

console

(
(
(
(
console (config-if)# switchport mode trunk
console (config-if)# exit
console (config) # ip dhcp snooping
console (config)# dcs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id user-defined "3idv"
console (config)# dcs remote-agent-id user-defined "3M"
console (config)# !
console (config)# wvlan 10
console (config-vlan)# ip dhcp snooping
console (config-vlan)# !
console (config) # interface gigabitethernet 0/13
console (config-if)# switchport general allowed vlan add 10 untagged
(

config-if)# switchport general pvid 10

4.21.4 3awuma IP-adpeca Knuedma (IP Source Guard)

®yHKUMA 3awmThl IP-agpeca (IP Source Guard) npegHasHauveHa gns dunbTpauumn Tpaduka, NPUHATOro
C MHTepdeica, Ha OCHOBaHMU Tabaumupl cooTBeTcTBUit DHCP snooping u cTaTMYyeckux cooTtseTcTBuin IP
Source Guard. Takum o6pasom, IP Source Guard nossonseT 6opoTbca ¢ NnogmeHon IP-aapecoB B NakeTax.
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/' MocKkonbKy PpyHKLMA KOHTPOAA 3awwuTbl IP-agpeca ucnonbayet Tabanubl COOTBETCTBUIA
DHCP snooping, meeT CMbIC/1 UICNO/1Ib30BaTb AaHHYI0 PYHKLMUIO, NpeaBapUTebHO

HacTtpous u BKAtouns DHCP snooping.

KomaHObI pexcuma KoHguaypayuu uHmepgetica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunuya 161 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BbIKNOYEHO

BKAounTb OyHKUMIO 3awmTbl IP-uHTepdeica pns
nopTa. Mocne BKAOYEHMA Ha UHTEpdelice Bce 3anucu
B Tabnuue IP Binding yctanasnmBatotca B TCAM B Ka-
YecTBe paspeLLatoLLEero Npasuna.

KomaHga yganaet 3anncu ns TCAM n oTKAtovaeT oT-
6pacbiBaHue IP-nakeToB Ha NOPTY.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica L2Vian

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnunua 162 — KomaHAabl pexxmma KoHpurypauum nntepdeliica L2Vian

KomaHda

3HayeHue/3HayeHue no

yMOMYaHUO

Aeilicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BbIKNIOYEHO

Bkatountb dyHKUMIO 3awmTbl IP/IPv6-uHTepdeiica ann
VLAN. Mocne BKAOYEHWA Ha MHTepdelice Bce 3anncu B Tab-
nuue IP Binding yctaHasauatotca 8 TCAM B KauecTBe pas-
pelatoLLero npasuna.

KomaHga yaansaet 3anvcn n3 TCAM u oTKAtOYaeT oTopachl-
BaHue IP/IPv6-naketos 8o VLAN.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOW CTPOKM pexxnma Privileged EXEC:

console#

Tabnnua 163 — KomaHgbl pexkmma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show { ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
twopointfivegigabitethernet |
tengigabitethernet} interface |
vlan [vlan-id]]

OT06pa3snTb HacTpolikm IP/IPv6 source Guard Ha nHTepdericax.

show running-config ip-source-
guard

OT06pasunTb KOHPUrypaumto moaynsa IP source Guard.
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4.21.5 Konmponaob npomokona ARP (ARP Inspection)

®yHKUMA KoHTpons npotokona ARP (ARP Inspection) npepgHasHayeHa g/s 3aWmTbl OT aTaKk C
ncnonb3oBaHuem npotokona ARP (Hanpumep, ARP-spoofing — nepexsar ARP-Tpaduka). KoHTponb
npoTtoKosia ARP ocyliecTBaseTca Ha OCHOBe CTaTUYeckux cootsetcTeuit IP- u MAC-agpecoB, 3aaHHbIX Ans

rpynnbl VLAN.

’ | NopT, cCKoHPUrypMUpoBaHHbIN «HepzoBepeHHbIM» ana pyHKuum ARP Inspection, gonkeH
! TaK)e 6bITb «HegoBepeHHbIM» Ana ¢pyHKUun DHCP snooping unm coorserctsue MAC-agpeca
u IP-agpeca gnAa 3TOro NopTa J0MXKHO 6bITb CKOHOUIYPUPOBAHO CTaTUYECKU. UHaue faHHbIN
nopTt He 6yper oTBevaTb Ha 3anpocbl ARP.

[Ona HeHageKHbIX NOPTOB BbINOJIHAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHo KOHPUrypaLmm:

console (config) #

Tabnnua 164 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIK/IIOYEHO

BK/1t0UMTb KOHTPOb NpoTokona ARP (pyHKumio ARP Inspection).

BbIKNOUMTb KOHTPOJIb NpoToKona ARP (dyHKumio ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/OYEHO

Paspewntb nposepky npoTokona ARP, ocHOBaHHytO Ha H6ase cooT-
BetcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.

3anpeTutb NpoBepKy NpoTokona ARP, ocHoBaHHyto Ha 6a3e cooTseT-
cteuii DHCP snooping, B BbibpaHHo rpynne VLAN.

ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepoctaBuTb cneumduyHbie NPOBEPKU AN KOHTPOAS NPOTOKOAA
ARP.

- srcmac: Jna ARP-3anpocoB 1 OTBETOB NPOBEPAETCA COOTBETCTBUE
MAC-agpeca B 3aronoske Ethernet MAC-agpecy UCTOYHUMKA B CO-
Aepnmom npotokona ARP.

- dstmac: [na ARP-otBeTOB npoBepseTtcs cootsercTBe MAC-aa-
peca B 3aronoBke Ethernet MAC-aapecy HasHauYeHUA B COAEPKU-
mom npoTtokona ARP.

- ipaddr: MNposepnaeTtca cogepkumoe ARP-nakeTa Ha Haauuue He-
KOppeKTHbIX IP-agpecos.

3anpetutb cneunduryHbie NPOBEPKU A8 KOHTPOASA NpoToKona ARP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 165 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip arp inspection globals

OT06pasnTb cUCTEMHYIO KOHUIypaumio GyHKLMKM KoHTpona ARP
npoToKona.

show ip arp inspection vlan
[vian_id]

vlan_id: (1..4094)

OTob6pasunTb cnncok VLAN, Ha KoTopbix akTuBeH ARP Inspection.
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show ip arp inspection
statistics [global | interface

{ fastethernet | gigabitethernet
| twopointfivegigabitethernet

| tengigabitethernet} interface

| vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTAaTUCTUKY ANA CNefylowmx TUMOB MAKeToB, KOTopble
6b1nn 06paboTaHbl Npy NnoMmowm GyHKuMmM ARP:

- nepefaHHble nakeTbl (forwarded);

- noTepsAHHble nakeTbl (dropped);

- owmn6ku B IP/MAC (IP/MAC Failures).

clear ip arp inspection statistics
[global | vlan vian_id]

vlan_id: (1..4094)

OUnNCTUTD CTAaTUCTUKY KOHTPOAA NpoTokosa ARP Inspection.

4.21.6 Hacmpolika ¢pyHkyuu MAC Address Notification

dyHKuma MAC Address Notification no3sosnseT oTcnekmMBaTb NOABAEHME N UCYUE3HOBEHME aKTUBHOTO
obopynoBaHMA Ha CeTM NyTeM CoxpaHeHuAa uctopumn wmsydeHna MAC-agpecos. Mpu obHapyKeHUun
M3MeHeHWN B cocTaBe M3y4vyeHHbIx MAC-agpecoB KOMMYTAaToOp COXpaHAeT MHPopmauuio B Tabauvue u
m3selaer o6 sTom c nomoubio coobuieHuin npotokona SNMP. ®PyHKUMA MMEeT HacTpauBaemble
napameTpbl — rAybrMHa UCTOPUK O COBBLITUAX U MUHUMAMBbHBIN MHTEPBAN OTNPABKM coobuieHnin. Cepeuc
MAC Address Notification oTK/t0YEH NO YMOJTHAHUIO N MOXKET BbITb HAaCTPOEH BbIBOPOYHO A1 OTAENbHbIX

NMopToB KOMMYyTaTOpa.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B peXnme r1obasibHoM KoHbUrypaumm:

console (config) #

Tabnuua 166 — KomaHapl pexkmma rnobanbHom KoHbUrypaumm

KomaHda

3HayeHue/ 3HayeHue
no ymon4aHuwo

Aelicmeue

mac-address-table notification
change

no mac-address-table
notification change

-/BbIKNIOYEHO

KomaHgza npegHasHayeHa a4na rnobanbHoOro ynpasneHua GpyHK-
umeit MAC notification. KomaHga pa3peluaeT perucrpaumio co-
6bITUI fob6aBneHuns n yaaneHna MAC-aapecoB U3 Tabanu, Kom-
MyTaTopa 1 OTNPABKY YBEAOMIEHWA O COOLITUAX.

Ona pabotbl GyHKUMM HEOBXOAMMO [OMNONHUTENBHO paspe-
LWaTb reHepaunio yBegoMAeHUI Ha HTepdeiicax (CMm. HUXKe).
Bbikntountb PpyHKumMo MAC notification rno6anbHo M oTMeHUTb
COOTBETCTBYHOLLME HACTPOMKN Ha BCex MHTepdencax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcManbHbI NPOMENKYTOK BPEMEHU MeXay OTnpaBKamu
SNMP-yBegomneHnn. Ecnv 3HayeHue WHTepBaia BPEMEHM
paBHo 0, TO reHepauma yBeAOMAEHUA U COXPAHEHME COObITUI
B MCTOPUIO ByAeT OCyLWecTBAATLCA HEMeA/IeHHO NO mMepe BO3-
HUKHOBEHMA COBbLITMI 06 WM3MEHEHUM COCTOAHUA Tabauubl
MAC-agpecos. Ecnu 3HaueHWe nHTepsana spemeHn 6onblue 0,
TO YCTPOMCTBO ByAeT HakanAnBaTb cObbITUA 06 U3IMEHEHUN co-
cToAHMA Tabamubl MAC-agpecoB B TedeHWe 3TOro BpeMeHM, a
3aTeM OTNpaBAATb yBegomaeHua npoTtokona SNMP u coxpa-
HATb COBbITUA B UCTOPUM.

BoccTaHOBUTL 3HaYeHMe NO YMOHYAHWUIO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHza 3afaeT MmaKcMmasibHOE KOIMYecTBO cobbITuii 06 us-
MeHEHUW cocToAaHMA Tabaunubl MAC-agpecoB, KOTOpOe coxpa-
HAeTcA B UCTOpUU. ECM ycTaHOBNEH pasmep UCTOPUMU PaBHbIN
0, To cobbiTA He coxpaHsatoTca. MNpu nepenonHeHun bybepa
MCTOPUKU HOBOE COBbLITME MOMELLAeTcA Ha MecTo Camoro CTa-
poro.

BocctaHOBUTL 3HaYeHMe no YMONYaHUIO.

logging events mac-address-
table change

table change

no logging events mac-address-

-/BbIKOYEHO

BK/IIOUNTb OTMPABKY TPanos B syslog 0 coBbITUAX U3yHeHUs UK
yaaneHna MAC-agpecos.

BbIK/NIOUMTL OTMPABKY TpanoB B syslog o cobbiTMAX U3yveHunA
vnnn yaaneHma MAC-agpecos.
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mac-address-table notification BkntounTb oTcnexunsaHme MAC Flapping.
flapping
-/BK/IIOYEHO -
no mac-address-table Bobikntountb otcnexkmeanne MAC Flapping.
notification flapping
logging events mac-address- Bkntountb nornposaHne MAC Flapping.
table flapping
- -/BK/IIOYEHO -
no logging events mac-address- Bbikntountb nornposarHne MAC Flapping.
table flapping
snmp-server enable traps BKNIOUUTL reHepauuio yBefOMIeHUI Npu 6NOKMpPOBKe NopTa
errdisable {storm- no cobbITnAM:
control | loopback-detection| - loopback-detection — o6HapyKeHue neTenb;
udld} - udld — aktnBauus sawmtsl UDLD;
-/BK/IIOYEHO - storm-control — WrpoKoBeLaTenbHbII WTOPM.
no snmp-server enable traps OTKNIOYUTb reHepaLuio yBegoMaeHNn Ha nHTepdeiice.
errdisable { storm-
control | loopback-
detection | udld}

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-if) #

Tabnvua 167 — KomaHabl pexkmuma KoHpurypaumm uHtepoeliica Ethernet

3HayeHue/3HayeHue no .
KomaHoa Aelicmeue
yMoA4YaHuro
snmp trap mac-address-table BKAOUNTL reHepauumio yBEAOMIEHUA HA KaxKAOM UHTep-
change [learnt | removed] device o cobbITUAX N3MeHeHUs cocToaHnA MAC-agpecos.
- learnt — ysegomneHus 06 nsyuennn MAC-agpecos;
-/BbIKNOYEHO
- removed — yBegomnexua o6 yaaneHum MAC-agpecos.
no snmp trap mac-address-table OTKNIOYNTL reHepaLMio yBeJoMIEHUI Ha nHTepdelice.
change [learnt | removed]

KomaHOwbI pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM cTpoKuK B pexume Privileged EXEC:

console#

Tabnunua 168 — KomaHabl pexkmma Privileged EXEC

Komanda 3HayeHue/3HayeHue no Neiicmeue
yMon4YaHuio
show mac-address-table i OtobparkeHue Bcex yBegomneHuii ob usmeHeHMmn cocton-
notification change history HUA MAC-agpecoB, COXpPaHEHHbIX B UCTOPUW.
show snmp-server traps - MpocmoTp cobbITUiA, NPU KOTOPbLIX FTeHEPUPYIOTCA TPanbI.

4.21.7 lMpoeepka nodaAuUHHOCMU KaueHma Ha ocHose nopma (cmaHdapm 802.1x)

AyTeHTUdMKaumMa Ha ocHoBe cTaHgapta 802.1x obecrneymMBaeT MPOBEPKY MNOAJANHHOCTU
Nnosib30BaTeNEN KOMMYTATOPA Yepes3 BHELIHUI CEpBEP HAa OCHOBE NOPTa, K KOTOPOMY NOAK/OYEH KANEHT.
Tonbko ayTeHTMOUMUMPOBAHHbIE M aBTOPM3OBaHHblE MOJ/Ib30BATE/IM CMOFYT NepefasaTb M MPUHUMATb
AaHHble. poBepKa NOAAMHHOCTM NOJib30BaTeIe NOPTOB BbiNosHAETCA cepBepom RADIUS nocpeactsom
npotokona EAP (Extensible Authentication Protocol).
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabanuya 169 — KomaHabl pexkmma rnobanbHoM KoHurypaumm

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

shutdown dot1x

BbIkNtounTbL Mogynb dotlx.

-/BKIOYEHO
no shutdown dotl1x

BKkntoumTtb moaynb dotlx.

dotlx system-auth-control

BKkntounTb pexkum ayteHTUdMKaumm 802.1x Ha KOmmyTaTope.

no dotlx system-auth- -/BbIKNIOYEHO

control

BbIKNOUNTb perkum ayTeHTudumKaumm 802.1x Ha KOMMmyTaTope.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexMme KoHduUrypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabanua 170 — KomaHapl perkuma KoHourypauum nHtepdeiica Ethernet

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
dotlx host-mode {multi-host PaspewnTb HaMumMe HECKONIbKUX KIMEHTOB Ha aBTOPU3NPOBAH-
multi-session . Hom nopTy dotlx:
| } -/multi-host pTy

- multi-host — HECKO/IbKO K/IMEHTOB;
- multi-session — HeCcKo/1IbKO ceccuit.

dotlx max-req number

number: (1..10)/2

no dotlx max-req

YCTaHOBUTb MaKCMMasibHOE YMC/I0 MOMbITOK Nepeaaym 3anpo-
COB NpoToKosa EAP-KAMeHTy nepes HOBbIM 3amyCcKOM npoLiecca
NPOBEPKMN MOANMHHOCTH.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHUIO.

dotlx port-control {auto |
force-authorized | force-
unauthorized}

-/force-authorized

no dotlx port-control

HactpouTb ayteHTUdUKaumio 802.1X Ha nHTepdeiice.
Pa3pewwnTb py4HOl KOHTPOb 33 COCTOSAHMEM aBTOPU3aALLUM
nopra.

- auto — nucnonb3osatb 802.1X gnA U3MEHEHUNS COCTOAHMUA KAn-
€HTa MeXAay aBTOPU30BaHHbIM M HEABTOPU30BAHHbIM;

- force-authorized — BbikntoyaTb ayTeHTUOUKaumMIo 802.1X Ha
nHTepoelice. Mepexos NopTa B aBTOPU30BaHHOE COCToAHME be3
ayTeHTUdUKaLMK;

- force-unauthorized — nepesog nopTa B HeaBTOPU30BaHHOE
cocToAHue. UrHopupyoTca Bce NOMbITKM ayTeHTUPUKALUK KAn-
eHTa, KOMMYTaTOp He NPeaoCTaBAAET CePBUC ayTEHTUDMKALMUM
AN1A 3TOro nopTa.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

dotlx auth-method {802.1x |
mac}

-/802.1x + mac

no dotlx auth-method

Bbibop meToaa ayTeHTUPUKALMM:

- mac — BK/oYaeT ayTeHTUdMKaLMio, OCHOBaHHYIO Ha MAC-aa-
pecax;

- 802.1x — BK/tOYaET ayTeEHTUPUKALMIO, OCHOBAHHYIO Ha 802.1x.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

dotlx reauth-max number
number: (1..10)/2

no dotlx reauth-max

3apaTb MakCMMaibHOE KOIMYECTBO MOMbITOK aBTOpU3auumn ana
KNWneHTa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

dotlx reauthentication
-/BbIK/IIOYEHO

no dotlx reauthentication

BKAIOUUTL NeproanyecKkue NoBTOPHbIE MPOBEPKU
NoA/IMHHOCTU (NepeayTeHTUdUKALMIO) KAMEHTa.

YCTaHOBUTb 3HaYeHMEe N0 YMOHYAHWUIO.
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dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBWUTb NEpMoA, B TEUEHME KOTOPOro KOMMYTATOP OCTaeTcA
B COCTOAHUM MONIYAHWUA NOC/E HeYAAYHOW NPOBEPKU NOA/UH-
HOCTW.

B TeyeHue Neproaa MONYAHUA KOMMYTATOP HE MPUHUMAET U
He MHULMMPYET HUKAKMX ayTEHTUDUKALLMOHHBIX COOBLLEHWIA.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKaszaTb NPOMEXKYTOK BPEMEHMU, MO UCTEYEHUMN KOTOPOTO KOM-
MyTaTop nonpobyeT peayTeHTUPULMPOBATL KAMEHTa.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCTaHOBWUTb NEPUOA, B TEUEHME KOTOPOrO KOMMYTATOP OXKMU-
[JaeT 0TBeTa OT cepBepa ayTeHTUDUKALMM.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCTaHOBUTbL NepMos MexXAay NOBTOPHbIMM Nepegayamu 3anpo-
coB npoTtokona EAP-knneHTy.

YCTaHOBUTb 3HaYeHMe NO YMOIHYAHMUIO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKaszaTb NPOMEKYTOK BPEMEHMU, B TEYEHNE KOTOPOro KOMMYTa-
Top oXuaaet oTBeTa Ha EAP-3anpoc/Kagp uaeHTMdmKaumm ot
K/neHTa.

YCTaHOBUTb 3Ha4YeHMe No YMOIYAHMUIO.

dotlx guest-vlan vian_id

no dotlx guest-vian

vlan_id: (1..4094)/
BbIK/IKOYEHO

Onpegenntb roctesyto VLAN.
OTKpbIBaeT HeaBTOPM30BaHHbIM NOb30BaTeNAM UHTepdelica
poctyn K roctesolt VLAN.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

dotlx unauthenticated-vian
vlan

no dotlx unauthenticated-
vian

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpeaenutb He3apernctpmposaHHyo VLAN.
OTKpbIBaeT Nonb3oBaTensim uHTepoeiica goctyn K VLAN, ecam
cepBep ayTeHTUOUKALMM HeJOCTYMEH.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

dotlx radius-attributes vlan
[optional]

no dotlx radius-attributes
vlan

-/BbIKNIOYEHO

BkAtounTtb 06paboTKy onumm Tunnel-Private-Group-ID (81) B co-
obuweHnax RADIUS-cepeepa.

- optional — paspeLwunTb ayTeHTUPUKALMIO KIMEHTA, €CNN B CO0B-
weHnAx RADIUS-cepsepa otcytctByeT onuma Tunnel-Private-
Group-ID (81).

BbIKntounTb 06paboTKy onumm Tunnel-Private-Group-ID (81) B
coobueHmnax RADIUS-cepsepa.

dotlx local-database
username password password
permission {allow | deny}
[auth-timeout] [interface in-
terface-type]

no dotlx local-database
username

username: (1..20)
CUMBO/IOB;
password: (1..20)
CUMBO/IOB;
auth-timeout: (1-7200)

[06aBuUTb B TOKaNbHYIO 633y AaHHbIX MHPOPMaLMIO O
nosb3osartene.

Ypanutb VIH(I)OpMaLI,I/HO 0 No/b30BaTenNe U3 I0KaNbHOM 6asbl
AaHHbIX.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnnuya 171 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue

no ymosn4aHuro

Aeiicmeue

dotlx re-authenticate
interface {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

OcCyLWecTBUTb BPYYHYIO NOBTOPHYO NPOBEPKY NOAIMHHOCTU YKa-
3aHHOrO NopTa B KOMaHAe.

show dotlx

MokaszaTtb KoHUrypaumto dotlx.

show dot1x all

MNMokaszaTtb KoHoUrypaumto dotlx gns Bcex MHTepdencos.

show dotlx interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

Moka3aTb HacTpoliku npoTokona 802.1x Ha uHTepdelice.

show dotlx mac-info [address
mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MokasaTb napameTpbl ceccumn dotlx no Bcem mac-agpecam uau
Mo KOHKPETHOMY mac-aapecy.

show dotlx mac-statistics
[address mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MokasaTb NapameTpbl ceccun dotlx No NopTam MAKM NO KOHKpeT-
HOMY mac-agpecy.

show dot1x statistics interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
two_port: (0/1..8);
te_port: (0/1..11)

MokasaTb cTaTUCTUKY 06MeHa nakeTamu dotlx Ha uHTepdelice.

[Mpumep 8KAYeHUA pexrcuma aymeHmugukauuu 802.1x Ha Kommymamope

Ucnonb3zoBaTb RADIUS-cepBep 41a NpoBepKM NOAJANMHHOCTM KAMEHTOB Ha MHTepdencax |IEEE 802.1X. [na 8
uHTepdelica Ethernet ucnonbzosatb pexum aytreHTUbMKaumMm 802.1x.

console# configure terminal
console (config) # dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 0/8

console (config-if)# dotlx port-control auto

4.21.8 Hacmpolika ¢pyHkyuu IPv6 RA Guard

®yHKuMA IPv6 RA Guard npegocTaBaseT 3alWmTy OT aTaK, OCHOBAHHbIX Ha pPaccbl/iKe NoAAeNbHbIX na-
KetoB Router Advertisement, paspeLuasn OTCbIIKY COOBLLLEHNI TONBKO C AOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rn1obaabHoro KoHGUrypupoBaHus:

console (config) #
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Tabnunua 172 — KomaHabl pexkuma rnobasbHOro KOHGUrypmposaHus

3HayeHue/3HavyeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTKNtouNTb paboty moayna IPv6 RA Guard Ha ycTpolicTse.
l [aHHasa KomaHAaa oTKAtouYaeT paboty moayns IPv6
H RA Guard c 6e3B03BpaTHbIM yAaneHMem BceX
-/BKAKOYEHO

no shutdown ipv6 snooping

HacTpoek 6,10kKa IPv6 RA Guard.

BKntounTb paboty moayna IPv6 RA Guard Ha ycTpolicTse.

ipv6 nd ra-guard enable

no ipv6 nd ra-guard enable

-/BbIK/IOYEHO

PaspelwnTb KOMMYTaTopy KOHTPO/IMPOBaHWE MNOCPEACTBOM
dyHKuum IPv6 RA Guard.

BbikntoueHne pyHKummM IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3paTtb U ckoHdurypmposaTb policy IPv6 RA Guard.

Yaanutb policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

no ipvé6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

access_list_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna RA Guard Ha ocHose link
layer agpeca.

YaanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq [prefix]

prefix: (2000::1/64)

Co3patb 3anucb B cnucke goctyna RA Guard Ha ocHose |IPv6-
npedukca.

YaanuTb 3anucb B cnmucke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipv6_link-local_address

no ipvé6 rag-src-ipvé6-list ac-
cess_list_num [seq seq]
src_ipv6_link-local_address

access_list_num:
(1..65535);
seq: (1..100)

Co3pgatb 3anucb B cnucke aoctyna RA Guard Ha ocHose link-
local IPv6-agpeca.

YanuTb 3anucb B cnucke goctyna RA Guard.

KomaHObI pexcuma 2106aa6Ho020 KOHu2ypuposaHus policy IPv6 RA Guard

Bua 3anpoca KOMaHAHOM CTPOKK pexunma KoHdurypmuposaHusa policy IPv6 RA Guard:

console (config-rag) #

Tabnunua 173 — KomaHgbl pexkuma KoHdurypuposaHuma policy IPv6 RA Guard

3Ha4yeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
device-role {host | router} Bbi6op pexknuma paboTbl nopTa.
Jhost - host — 6n10KkMpoBKa Bcex BxoaALmx RA-coobueHni;

- router — punbTpauma RA-coobLieHnit B COOTBETCTBUM C

HaCTPOEHHbIMW NPaBUNAMM.
other-config flag {on | off | /none YnpasnaTb O-6utom B RA-COOB6LLEHMAX.
none}
managed-config flag{on | off YnpasnaTb M-6utom B RA-cO0bLLEHUAX.

-/none

| none}
router-preference {low | me- _/none YnpasnaTe nonem router-preference 8 RA-coobuieHumnx.

dium | high | none}

match rag-acl-list ac/_num

no match rag-acl-list

acl_num: (1..100)

OcyLectBuTb NpmBA3Ky acl K policy IPv6 RA Guard.

Yaanutb npusasky acl K policy IPv6 RA Guard.

match rag-prefix-list pre-
fix_id

no match rag-prefix-list

prefix_id: (1..100)

OcywectBuTb dpunbTpaumio coobuweHuii IPvé RA Guard no
npedwukcy.

Yaanutb ¢punbtpaymio no npedukcy IPvé RA Guard.

match rag-src-ipvé6-list
ipv6_prefix_id

ipv6_prefix_id: (1..100)

OcywectButb dunbTpaumio coobuwieHmii IPvé RA Guard no
IPv6-npeduKcey.
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no match rag-src-ipv6-list Ypanute ¢unbvTpaumto coobuieHunit IPv6 RA Guard no IPv6-
npedukcy.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexxnma KoHOUTypupoBaHua nHTepdeiica:

console (config-if) #

Tabnnua 174 — KomaHgbl pexkmma KoHpurypmposaHua nHtepoeiica Ethernet

3HayeHue/3Ha4yeHue no »
KomaHda / Aeiicmeue
YyMOAYAHUIO
ipv6 nd ra-guard Paspewntb KoMMmyTaTOpy KOHTPOANPOBaHWE GyHKUUK IPv6 RA
-/BbIKNIOYEHO Guard Ha uHTepodeiice.
no ipvé6 nd ra-guard Bbikntountb pyHKUMo IPv6 RA Guard Ha nHTepodeiice.
ipv6 nd ra-guard trust- [06aB1Tb NOPT B CNMCOK J0BEPEHHbIX.
state trusted Mo ymonyaHuio Bce NopTbl
ipv6 nd ra-guard trust- ABnATCA untrusted Ypanutb nopt 13 trusted-list.
state untrusted
ipv6 nd ra-guard attach- MpwuBasaTb ckoHbUrypuposaHHbIv policy IPv6 RA Guard K uH-
policy policy_id vlan {add | policy_id: (1..65535); Tepoeiicy.
remove | none} vian_list] vlan_list: (1..4094)
no ipv6 nd ra-guard attach- Yaanutb policy IPv6 RA Guard Ha nHtepdelice.
policy policy_id
KomaHOb! pexcuma Privileged EXEC
Bua 3anpoca KomaHAHOM CTPOKM B pexkume Privileged EXEC:
console#
Tabnunua 175 — KomaHab! pexuma Privileged EXEC
3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymMoaA4YaHuto
show ipv6 nd ra-guard Moka3saTb HacTpoliku IPv6 RA Guard Ha nHtepdeiicax.

[interface fastethernet
fa_port | gigabitethernet
gi_port | -
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

show ipv6 nd ra-guard policy
[policy_id]

policy_id: (1..65535) MoKas3aTb HAacTpOlKM NnoanTuK IPv6 RA Guard.

show ipv6 nd ra-guard global - MokasaTtb rnobanbHbie HacTponku IPv6 RA Guard.

4.21.9 Hacmpoiika ¢pyHKkyuu IPv6 ND Inspection

®dyHKumA IPv6 ND Inspection npeaocTaBAaeT 3aMTy OT aTaK, OCHOBAHHbIX Ha PacCbl/iKe NoAAe NbHbIX
Neighbor Advertisement, paspeluas oTcbiNKy COOBLLEHMIA TONBKO C AOBEPEHHbIX MOPTOB WA NPU COOTBET-
CTBMM NAKeTa HAaCTPOEHHOM MNONNTUKE.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoro KoHGUrypnposaHusa:

console (config) #
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Tabnuua 176 — KomaHabl pexkmma rnobanbHoro KoHGUrypmpoBaHus

3HayeHue/3HavyeHue no

KomaHoa Aelicmeue
YyMOA4YaHuro
shutdown ipv6 snooping OTKNtouNTb paboty moaynsa IPv6 ND inspection Ha ycTpoi-
cTBE.
JaHHaA KomaHAa oTKAoYaeT paboty moaynsa IPve
-/BKAIOYEHO I RA Guard u IPv6 ND Inspection ¢ 6e3803BpaTHbIM

no shutdown ipv6 snooping

o yAaneHuem Bcex Hactpoek 610Ka IPv6 RA Guard n
IPv6 ND Inspection.

BKkatounTb paboty moayns IPv6 ND Guard Ha ycTpoiicTBe.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKIOYEHO

Bkntountb PpyHKUMIo IPv6 ND Inspection.

BbikntoueHne pyHKumio IPv6 ND Inspection.

ipvé nd inspection policy
policy_id

no ipv6 nd inspection policy
policy_id

policy_id: (1..65535)

Co3paTtb 1 ckoHdurypuposaTb policy IPv6 ND Inspection.

Yaanutb policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num
[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huw src ipv6-prefix B 3aronoske IPv6.

Ypanutb 3anucek B cnucke goctyna ND Inspection Ha ocHoBa-
Huw src ipv6-prefix B 3aronoske IPv6.

ipv6 nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
HuK target ipv6-addr B 3aronoske ICMPv6.

Ypanutb 3anuce B cnucke goctyna ND Inspection Ha ocHoBa-
HuK target ipv6-addr B 3aronoske ICMPv6.

ipv6 nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr 8 3aronoske ICMPV6.

Yaanutb 3anuck B cnmucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr 8 3aronoske ICMPv6.

KomaHObI pexcuma KoHguaypuposaHus policy IPv6 ND Inspection

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHPUrypuposaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabnunua 177 — KomaHabl pexkuma KoHdurypuposaHua policy IPv6 ND Inspection

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
override-flag {on | off | Onpegaenntb 3HaveHue dnara override 8 NA-coobLieHUnX.
none} -/none
router-flag {on | off | none} -/none Onpeaenntb 3HayeHue dnara router B NA-coobLieHUnAX.
solicited-flag {on | off | _/none OnpeaennTb 3HayeHue dnara solicited 8 NA-coobuieHunx.

none}

match src-addr-acl src-addr-
acl_num

no match src-addr-acl src-
addr-acl_num

src-addr-acl_num:
(1..65535)

OcyuwecTteuTb NpmesasKy src-addr-acl k policy IPv6 ND Inspec-
tion.

Yaanutb npusasky src-addr-acl k policy IPv6 ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num

no match tgt-addr-acl tgt-
addr-acl_num

tgt-addr-acl_num:
(1..65535)

OcyuwectBuTb Npueasky tgt-addr-acl k policy IPv6 ND Inspec-
tion.

Yaanutb npuesasky tgt-addr-acl k policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num

tgt-mac-acl_num:
(1..65535)

OcyuwectBuTb NpuBA3Ky tgt-mac-acl Kk policy IPv6 ND Inspec-
tion.
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no match tgt-mac-acl tgt-
mac-list_num

YpanuTe npueasky tgt-mac-acl k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexxnma KoHGUrypupoBaHua nHTepdeiica:

console

(config-if) #

Tabnnuya 178 — KomaHabl pexkmma KoHpurypmposaHua nHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKNOYEHO

Bkntountb PyHKUMIo IPv6 ND Inspection Ha uHtepdelice.

Bbikntountb pyHKUMio IPv6 ND Inspection Ha uHTepdeiice.

ipv6 nd inspection trust-
state trusted

ipv6 nd inspection trust-
state untrusted

Mo ymonyaHuio Bce NopThbl
AsnAaoTCcA untrusted

[06aBWTb NOPT B CMIUCOK AOBEPEHHDIX.

YAanuTb NOpT U3 CNMCKa AOBEPEHHbDIX.

ipv6 nd inspection attach-
policy policy_id

no ipv6 nd inspection at-
tach-policy policy_id

policy_id: (1..65535)

MpwnBasaTb ckoHPUrypupoBaHHbIN policy IPv6 ND Inspection k
nHTepoency.

MonutuKa He moxKeT 6bITb NPUBA3aHa K HTEpdeiAcy,
. HaxoAALEeMYCA B CNUCKe AOBEPEHHbIX NOPTOB.

Ypanutb policy IPv6 ND Inspection ¢ nHTepdeiica.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxume Privileged EXEC:

console#

Tabnuua 179 — KomaHgpbl perkmuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 nd inspection
[interface fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group ]

MokasaTb HacTpoliku IPv6 ND Inspection Ha uHTepdelicax.

show ipv6 nd inspection policy
[policy_id]

policy_id: (1..65535)

Moka3aTb HacTpolku noantuk IPvé ND Inspection.

show ipv6 nd inspection src-

src-addr-acl_num:

MokasaTtb HacTpolikm IPv6 ND Inspection src-addr-acl.

addr-acl [src-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-addr-acl_num: MokasaTtb HacTpolikm IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-mac-acl_num: MokasaTb HacTpoliku IPv6 ND Inspection tgt-mac-acl.
mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global

MokasaTtb rnobanbHble HacTpoiku IPv6 ND Inspection.

4.22 ®dyHKuum DHCP Relay nocpegHuka

KommyTatopbl nogaepmeatot ¢yHKumMn DHCP Relay areHTa. 3agadveit DHCP Relay areHTa aBnsetcs
nepegavya DHCP-nakeToB OT KAMeHTa K cepBepy M obpaTHo B cnyyae, ecnm DHCP-cepBep HaxoauMTca B 04HOM

CeTWN, a KAWeHT B Apyroi. [pyron ¢yHKUMeN sBnseTca aobasneHue A0NONHUTENbHbIX onuuin B DHCP-
3anpockl KAneHTa (Hanpumep, onuuu 82).
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MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaTOP NPUHUMAET OT KamneHTa DHCP-
3anpochbl, NepenaeT 3TM 3anpockl CEPBEPY OT UMEHU KMeHTa (0CTaBnAsA B 3anpoce onuuu ¢ TpedbyembiMmu
KIMEHTOM MapameTpamMm W, B 3aBUCUMOCTM OT KOHUrypaumm, aobasnsaa ceoun onuuu). Monyyms oTeeT oT
cepBepa, KOMMYTaToOp NepefaeT ero KANeHTY.

KomaHOb! pexcuma 2n06aa6HoU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 180 — KomaHab! pexuma rnobanbHoM KoHdUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4yaHuro

ip dhcp relay BKkatounTb PpyHKUM0 DHCP Relay areHTa Ha KommyTaTope.

7 Ecnn DHCP Relay BkatouyeH rno6anbHo, HO He BKAIOYEH Ha

-/BbIK/OYEHO otaenbHbix VLAN, To Relay 6ygeTt paboTtaTb Ha BCcex aKTUB-

Hbix VLAN.
no ip dhcp relay BbikntounTb dyHKuno DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay server ip_add 3apatb IP-agpec aoctynHoro DHCP-cepsepa ana DHCP Relay
src_port: (1..65535);

[source-port src_port] areHTa.

. dst_port: (1..65535);
[destination-port dst_port]

- - MoskeT 6bITb 334aHO 40

no ip dhcp relay server ip_add Yaanutb IP-agpec us cnucka DHCP-cepsepos ans DHCP Relay

nATW cepBepoB
areHTa.

KomaHObI pexcuma KoHgu2ypayuu VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnuua 181 — KomaHapl pexkuma KoHpurypaumm VLAN

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmsue
no ymoa4YaHuro
ip dhcp relay Bkntountb PyHKumto DHCP Relay areHTa ana KoHburypupyemoro
VLAN.
-/BbIKNOYEHO
no ip dhcp relay Bbikntountb dpyHKkumto DHCP Relay areHTa ans KoHGUrypupyemoro
VLAN.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 182 — KomaHgb! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymon4aHuio
show ip dhcp relay information OT06pasnTb KoHOUrypaumio HacTpoeHHon ¢yHKumMm DHCP Relay
{fastethernet fa_port | giga- fa_port: (0/1..24); areHTa A8 KOMMYTaToOpa W OTAENbHO ANA MHTepdeincoB, a TakxKe
bitethernet gi_port | two- gi_port: (0/1..28); CMUCOK AOCTYMHbIX CEPBEPOB.
pointfivegigabitethernet te_port: (0/1..6);
two_port | tengigabitethernet vlan: (1..4094)
te_port | vlan vian}
show dhcp server - OT06pa3nTb CNUCOK AOCTYMNHbIX CEPBEPOB.
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4.23 KoHdurypauua DHCP-cepBepa

’ DYHKUMA noppep:KuBaeTcs TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,
— MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-
48P, MES2420B-24D, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48,

MES3400-48F, MES3710P.

DHCP-cepBep ocyLLEeCTBASET LEeHTPa/IM30BaHHOE yMpaB/ieHMe CeTeBbIMM aApecamMn U COOTBET-
CTBYIOWMMM KOHPUTYPALMOHHBIMU NMapameTpamu, aBTOMaTUYECKM MPeaocTaBaAas UX KaueHTam. ITo
no3BonseT n3bexkatb Py4HOM HACTPOMKKN YCTPOMCTB CETU U YMEHbLLIAET KOJINYECTBO OLINOOK.

Ethernet-kommyTaTopbl moryT pabotatb Kak DHCP-kaneHT (nonyyeHne cobecreeHHoro IP-agpeca ot
cepsepa DHCP), Tak n kak DHCP-cepBep. B cnyyae ecam DHCP-cepBep OTK/OUYEH, TO KOMMYTaTOP MOMET

pabotatb c DHCP Relay.

KoHdurypmuposaHue onumnit DHCP-cepBepa BO3MOMXKHO KaK U3 pexxuma rnobanbHol KoHurypaumu,
TaK U U3 pexkmma KoHourypmposaHus DHCP-nyna agpecos. B perknme koHdurypuposaHma DHCP-nyna aa-
pecoB eCTb BO3MOXHOCTb HaCTpanBeaTb CTaTUYECKKUe 3anucu.

V Mpu ogHOBpemMeHHO HacTpoiike 3HaueHui onuuit DHCP-cepBepa B pexkume rnobanbHom
KoHdurypauum, pexkume KoHourypuposaHmua DHCP-nyna agpecos u HacTpoitke host-
3anuceit Bblaaya onuuii 6yaeT ocyLLecTBAATLCA B COOTBETCTBUU CO C/IeAYIOWMUM Npuopure-

TOM:

1. Hactpoiika ctatuyecKoii 3anucm.
2. Hactpoiika gna pool.
3. FnobanbHaA HacTpoiika.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnuua 183 — KomaHapl pexkmma rnobanbHom KoHbUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip dhcp server

no ip dhcp server

-/BbIK/IOYEHO

BkntoueHune ¢pyHKunn DHCP-cepBepa Ha KommyTaTope.

BbikntoueHne dpyHkumm DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool {number}
[name]

no ip dhcp pool {number}

number: (1..2147483647)
name: (1..64) cumBonos

BoliTn B pexxum KoHdurypaumm DHCP-nyna agpecos DHCP-
cepsepa.

- number — Homep DHCP-nyna agpecos;

- name — vnma DHCP-nyna agpecos.

MakcumanbHo gonyctumoe Konmdectso DHCP pool
= YKa3aHo B TabauueTabavua 9 9.

Ypanute DHCP-nyn ¢ 3afaHHbIM UMEHEM.

ip dhcp server excluded-
address low_address
[high_address]

no ip dhcp server
excluded-address low_ad-
dress [high_address]

YKasartb IP-agpec, koTopble DHCP-cepBep He byaeT HasHavaTb
ona DHCP-knueHTOB.

- low-address — HayanbHbIM IP-agpec AnanasoHa;

- high-address — KoHeuHbI# |IP-agpec granasoHa.

Yaanutb IP-aapec 13 cnncka UCKNOYEeHUI ANA Ha3HAYeHUA ero
DHCP-knueHTam.

ip dhcp server bootfile name

filename: (1..64)
CUMBOJI0B

YKasaTtb umsa daiia, MCNosib3yeMoro A HavyabHOM 3arpy3Kku
DHCP-knuenTa.
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no ip dhcp server bootfile

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ip dhcp server default-router
ip_address_list

no ip dhcp server default-
router

Mo yMONYaHMIO CNUCOK
MapLIPyTU3aTOPOB He
onpegesneH

OnpeaennTb CNUCOK MapLIpyTU3aTOPOB MO YMOYAHWUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecos mapLpyTM3aTopos, mMo-
KeT cogepraTb Ao 8 3anucei, pasgeneHHbix npobenom.
IP-agpec mapLupyT1M3aTopa f0MKeH 6biTb B TOW Xe
. NOACETH, YTO U KIUEHT.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHWUIO.

ip dhcp server dns-server
ip_address_list

no ip dhcp server dns-server

Mo ymonyaHuio cnncok
DNS-cepBepoB He
onpeaeneH

OnpepgennTb cnncok DNS-cepBepoB, fOCTYMHbIX 418 KNMEHTOB
DHCP.

- ip_address_list — cnucok IP-appecos DNS-cepsepoB, moxkeT
cofepKaTb A0 8 3anucel, pasaeneHHbix Npobesom.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHWUIO.

ip dhcp server domain-name
domain

no ip dhcp server domain-
name

domain: (1..128)
CMMBO/IOB

Onpegenutb gomeHHoe nma gna DHCP-kaneHToB.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ip dhcp server netbios-name-
server ip_address_list

no ip dhcp server netbios-
name-server

Mo ymonuyaHuio cnmucok
WINS-cepsepos He
onpeaeneH

Onpegenutb cnncok WINS-cepBepoB, AOCTYNHbIX ANA KANEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, MoKeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

ip dhcp server netbios-node-
type {b-node | p-node | m-
node | h-node}

no ip dhcp server netbios-
node-type

Mo ymonyaHuto TMn y3na
NetBIOS He onpeaeneH

Onpegenntb TvnN y3na NetBIOS Microsoft ana knnerntos DHCP:
- b-node — lWMpOKoBELATENbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHMPOBaHHbIW;

- h-node — rnbpuaHbIi.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip dhcp server next-server
ib_address

no ip dhcp server next-server

Mcnonb3osatb ana ykasaHua DHCP-knuneHTy agpeca cepsepa
(Kak npaBuno, TFTP-cepBepa), C KOTOPOro A0/XKEH ObITb NONY-
YeH 3arpy3ouHblii dpaiin.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

ip dhcp server ntp-server
ip_address_list

no ip dhcp server ntp-server

Mo ymon4aHMIo CUCOK
CepBepoB He onpeaeneH

OnpeaennTb CNUCOK CEPBEPOB BPEMEHU, AOCTYMHbIX ANA KNK-
eHToB DHCP.

- ip_address_list — cnncok IP-agpecos cepBepoB BpeMeHU, Mo-
YKET coaepKaTtb A0 8 3anucei, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHMe No YMONYaHULO.

ip dhcp server sip-server
{domain domain_name_list |
ip ip_address_list}

no ip dhcp server sip-server

Mo yMONYaHWUIO CNUCOK
SIP-cepBepoB He
onpegeneH

Onpegenutb cnncok SIP-cepBepoB, AOCTYMHbIX ANA KANEHTOB
DHCP.

- domain_name_list — cnUCOK AOMEHHbIX MMmeH SIP-cepBepos,
MOMeT cofepaTb 40 2 3anucei, pasgenieHHbIXx npobenom.
MaKcnmanbHasa AanHa CTPOKU — 125 cumBoON0B.
-ip_address_list—cnucok IP-aapecos SIP-cepBepoB, MOXeT co-
AepKaTtb A0 8 3anuceit, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp server vendor-specific
ascii_string

no ip dhcp server vendor-
specific

ascii_string: (1..128)
CMMBOJIOB

Onpefenntb COOTBETCTBUE MEXAY OnpeaeneHHbIMN ONuMAMU
DHCP ¢ KOHKpeTHbIM BEHA0POM.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ip dhcp server option code
{boolean bool_val | ascii
ascii_string | ip ip_address_list
| hex hex_string | none}

no ip dhcp server option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOJI0B

Hactpoutb onumm DHCP-cepsepa.

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HauYeHue;

- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX Cly4Yasnx
MOXKET coaeprKaTb A0 8 3anuceit);

- hex_string — cTpoka B WwWecTHaauaTepuyHom popmare.

Yaanutb onuuun ana DHCP-cepsepa.
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ip dhcp server offer-reuse

time .
time: (1..120) cekyHp,

no ip dhcp server offer-reuse

3apaTb Bpems, B TedyeHne koToporo DHCP-cepsep oxupgaet
DHCP REQUEST oT kaneHTa, npexae Yem NOBTOPHO OTNPaBUTb
OFFER.

YCTaHOBWTb 3HaYeHMe N0 YMOJYaHUIO.

ip dhcp server ping-packets

-/BbIK/IIOYEHO

no ip dhcp server ping-packets

Bkntounts nepepady ICMP-3anpocoB Ha HasHavaembllt |P-
afpec, 4To6bl MPOBEPUTL 3aHATOCTb agpeca, NPeXxae Yem OH
byaeT HazHayeH DHCP-knneHTy.

YCTaHOBWUTb 3HAYeHME No YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bua 3anpoca KomaHAHOW CTPOKM B pexnume KoHdurypaummn nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnnuya 184 — KomaHabl pexkmma KoHpUrypaumum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

network low_address {ip_mask
|prefix_length} high_address |
network_number

3afaTb AMana3oH BblAaBaEMbIX a4pPECcOB A1 YKa3aHHOTo
DHCP-nyna.

- network_number — |P-agpec Homepa noaceTu;

- low_address — HayanbHbIl IP-agpec AnanasoHa aApecos;
- high_address — KoHeuHbIW |IP-agpec grMana3oHa aapecos;
- mask — macKa nogcetu.

no network Ypanutb guanasoH agpecos DHCP-nyna.
lease {days [hours [minutes]] | Bpemsa apeHabl IP-aapeca, KoTopoe HazHayeHo oT DHCP.
infinite} - infinite — Bpems apeHgbl He OrpaHNYeHo;
- days — KONN4ecTBo AHel;
-/1 peHb - hours — KonMYecTBO Yacos;
- minutes — KOIMYECTBO MUHYT.
no lease YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

YKasaTb IP-agpeca, koTopble DHCP-cepBep He byaeT HasHa-
yatb gnAa DHCP-knueHTOB.

- low-address — HavanbHbIN IP-agpec AnanasoHa;

- high-address — KoHeuHbIV IP-agpec gManasoHa.

Yaanutb IP-agpeca M3 cnucka UCKAOYEHUI ANA Ha3HavyeHuA
ero DHCP-knueHTtam.

bootfile filename .
filename: (1..64)

CMMBOJ1I0B

no bootfile

YKa3aTb umaA ¢paitna, MCnonb3yemoro ona HavanbHOW 3arpysKu
DHCP-knueHTa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

default-router ip_address_list

Mo ymonYaHuto cnncok
MapLLpPyTU3aTOPOB He
onpegaeneH

no default-router

OnpeaennTb CNMCOK MapLIPYTM3aTOPOB MO YMONYAHWUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLpyTM3aTopos,
MOXET coepKaTb A0 8 3anuceit, pasaeneHHbix npobenom.
IP-apgpec mapLupyTU3aTopa AOMKEH 6bITb B TOM XKe
e NOACETH, YTO U KUEHT.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

dns-server ip_address_list
Mo ymon4yaHuio Crncok
DNS-cepsepoB He
onpepeneH

no dns-server

Onpepenutb cnnucok DNS-cepBepoB, AOCTYMHbIX ANA KAWEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXeT
cofepKaTb A0 8 3anucel, pasfaeneHHblx npobesom.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

ip name-server {ipv4 | ipv6}
ipv4_server_address

no ip name-server {ipv4 |
ipv6} ipv4_server_address

Onpegenntb IPv4/IPv6-agpeca ans goctynHbix DNS-cepse-
pos.

Yaanutb IP-agpec DNS-cepBepa 13 cnmcka A4OCTynHbIX.

domain-name domain domain: (1..128)

CMMBOJIOB

no domain-name

Onpegenutb gomeHHoe uma gna DHCP-knneHToB.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonuyaHuto cnmucok
WINS-cepBepoB He
onpeaeneH

Onpegenntb cnucok WINS-cepsepoB, AOCTYMHbIX ANA KANEH-
ToB DHCP.

- ip_address_list — cnvcok IP-agpecos WINS-cepBepoB, MoXKeT
cogepKaTtb 0 8 3anucei, pasaeneHHbix npobenom.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

netbios-node-type {b-node | p-
node [ m-node | h-node}

no netbios-node-type

Mo ymonyaHuto TMn y3na
NetBIOS He onpegeneH

Onpegaenntb TMN y3na NetBIOS Microsoft ans knaneHTos DHCP:
- b-node — wWwnpoKoBeLLaTe/bHbIN;

- p-node — TOYKa-TOYKa;

- m-node — KOMBVMHMPOBaHHbLIN;

- h-node — rMbpuaHbIN.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

next-server ip_address

no next-server

Mcnonb3osaTtb Ana ykasaHua DHCP-knueHTy agpeca cepsepa
(kak npasuno, TFTP-cepBepa), C KOTOPOTro AO/KEH BbITb NONY-
YeH 3arpy3odHbIi dann.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ntp-server ip_address_list

no ntp-server

Mo yMmOA4YaHMIO CNNCOK
cepBepoB He onpeaeneH

OnpeaenvTb CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX ANS KNK-
eHToB DHCP.

- ip_address_list —cnucok IP-appecos cepBepoB BpeMeEHU, MO-
JKET coaep:KaTb A0 8 3anuceit, pasaeneHHbix npobenom.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

sip-server {domain
domain_name_list | ip
ip_address_list}

no sip-server

Mo yMONYaHWUIO CNUCOK
SIP-cepBepoB He
onpegeneH

Onpegenutb cnncok SIP-cepsepos, AOCTYNHbIX ANA KANEHTOB
DHCP.

-domain_name_list — cnucoK fomeHHbIX UMeH SIP-cepBe-pos,
MOXET cofep:KaTb 40 2 3anucen, pasgeneHHbix npobenom.
MakcumanbHaa aavHa cTpokn — 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

vendor-specific ascii_string

vendor-specific

ascii_string: (1..128)
CMMBO/I0B

Onpefenvtb COOTBETCTBUE MEXAY ONpefeneHHbIMU Onuu-
AMU DHCP ¢ KOHKpPETHbIM BEHAOPOM.
- ascii_string — cTpoka B ¢opmate ASCII.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

option code {boolean

bool_val | ascii ascii_string | ip
ip_address_list | hex
hex_string | none}

no option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/I0B

Hactpoutb onumn DHCP-cepsepa.

- code — kog, onuun DHCP-cepBepa