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PykoBozacTBo no akcnyarauun WOP-30L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-30L siBnsieTcs Toukoin goctyna Wi-Fi. KOHCTpykumusa ycTpoiicTBa npegycmaTpvBaeT
repMeTUYHbIA KOpryc, KOTOPbIA NO3BO/ISET UCMNO/b30BaTh TOUKY A0OCTYyrNa BHE NMOMeLLEeHWU B pa3nyHbIX
KNnumMaTtunyeckux ycrioBumax npu temneparypax ot -45 go +65 °C.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBozacTBo no akcnyarauun WOP-30L

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTtaHa 6ecnposogHas Touka goctyna WOP-30L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CcTbike ¢ npoBogHol ceTbio. WOP-30L nogkntoyaetcs K nposoaHoi cetn yepes 10/100/1000/2500M
Ethernet-uHtepdieiic n ¢ nomoLbio CBOMX paanonHTepdencos co3gaeT 6ecnpoBoAHON BbICOKOCKOPOCTHOA
[OCTYN ANsA yCTPOWUCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WOP-30L nogaepxunsaeT coBpeMeHHbIe TpeboBaHUA K KaueCTBY CEpBUCOB M NO3BOJISAET Nnepeaasarb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTku B none IP-naketa). Mogaepxka welinvHra Tpacuka Ha kaxaom VAP no3BonsieT B NosHOW Mepe
ynpas/iATb AOCTYMNOM, KQ4ECTBOM CEPBUCOB U OrpaHUYEHUAMN Kak A/151 BCeX aBOHEHTOB, Tak U AJ/19 KaXA0ro B
4acTHOCTMW.

YCTpOIACTBO ABNAETCS HE3AMEHNMbIM PELLUEHNEM AJ151 OpraHM3aLuy 6ecnpoBOAHON CETU B pa3/IMUHbIX
KIMMaTMYECKMX YCI0BUSIX, B LUMPOKOM AMana3oHe paboumx Temnepartyp 1 BbICOKOW B1aKHOCTU (napku,
3aBOfbl, CTAAUOHBI, T. .), & TaKKe SABNAETCA naeasbHol nnaTtopMoii A5t opraHM3aumum CBA3N B KOTTEAXKHbIX
nocesnkax v yAaseHHbIX HaCeIeHHbIX NMyHKTaXx.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 nopt 10/100/1000/2500BASE-T (RJ-45) ¢ noaaepxkoii POE+;

* WIi-Fi 2.4 Ty IEEE 802.11b/g/n/ax;

« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax;

+ 4 pazbema SMA-Tuna (female) ana nogknoueHUst BHeLWHNX aHTeHH (Omni, cekTopHasi, naHenbHas u

T.0.).
PyHKYyUUu:
BosmoxHocmu WLAN:

+ nopgaepxka ctaHaaptoB IEEE 802.11a/b/g/n/ac/ax;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

« arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* nogaepxka ckpoitoro SSID;

* 14 BUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsarop;

* nogaepxka APSD.

Cemesbie (hyHKYUU:

+ aBTOMAaTMYeCcKOoe COor/lacoBaHMeE CKOPOCTU, AYMN/IEKCHOTO PEXMMA U NEPEKNIOUEHNST MEXIY PEXUMAMM
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nogaepxka GRE;



PykoBoacTBo no akcnnyatauum WOP-30L

* nepegayva aboOHEHTCKOro Tpadmka BHe TyHHenen;
+ nogpepxka ACL,;

+ noggepxka NTP;

* nopaepxka Syslog;

* nogpepxka IPvé.

®dyHkyuu QoS:

* NpUOpUTET 1 NNaHMPOBaHNE NAKeTOB HA OCHOBE Npodunnel;
* OrpaHu4YeHue NpPonyckHoOW cnocobHocTM ansa kaxaoro SSID.

BesonacHocmab:

* LeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wudposaHne WPA/WPA2/WPA3/OWE;
+ nopaepxka Captive Portal.

Ha pucyHke 1 npuBegeHa cxema npumeHeHusa obopygosaHna WOP-30L.

R

WHTEepHeT /

P
5. reﬁ

Cepeep
DHCP, RADIUS

PucyHok 1 — ®dyHKUMOHas/IbHas cxema ucnosnb3oBaHns WOP-30L



PykoBozacTBo no akcnyarauun WOP-30L

2.3 TexHu4yeckune napameTpbl yCTPoicTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl WAN-uHTeppelica Ethernet

Konnyectso nopTos

DNeKTpuYeckunii pasbem

CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl

YacToTHbI gnanasoH

Mogynauua

Paboune kaHasbl

CKopocCTb nepefayun AaHHbIX

MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA

MakcumasibHas MOLLHOCTb nepeaarvymka

quCTBMTEﬂbHOCTb npnemMHnkKa

RJ-45

10/100/1000/2500 M6uT/c, aBTOONpEAENeHne

BASE-T

802.11a/b/g/n/ac/ax

2400-2483.5 MI'y, 5150—-5350 MrI'u, 5470-5850 MI'y

BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n/ax: 1-13 (2401-2483 MI'L)
802.11a/n/ac/ax:

- 36-64 (5170-5330 MrL)
- 100-144 (54905730 Mrw)
- 149-165 (5735-5835 MI'Ly)

2.4TTy, 802.11ax: 574 Méut/c
51Ty, 802.11ax: 1201 Méut/c

2471Tuy: 120

57Ty: 120

2.4T1Tu: 20 abm

51Tu: 20 pbm

2.4TTu: po-92 pbm

51Tu: go-94 pbm



Be3onacHoCTb

PykoBozacTBo no akcnyarauun WOP-30L

+ LleHTpanunsoBaHHas aBTopusauunsa yepes RADIUS-cepsep
(802.1X WPA/WPA2/WPA3 Enterprise)

+ WndpposarHne WPA/WPA2/WPA3/0WE
+ Moppepxka Captive Portal

Bbl6op MOAe/IM aHTeHH 3aBMCUT OT UCMOJSIb30BaHUSI TOUKM AOCTYyna

PagnouHTtepdpeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

YnpaBsneHune

YpaneHHoe ynpas/sieHue

OrpaHnyeHne goctyna

OGLwume napamMmeTpbl

Flash-namsaTtb

RAM

Mntanue

MoTpebnsemast MOLLLHOCTb

CTteneHb 3anThl

Pa6ounii ganasoH Temneparyp

OTHOCUTENbHAsA BNAXHOCTb Npw
Temneparype 25 °C

ra6aputhbl (LU x B x )

Macca

CpokK cnyx6bl

web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naposnto, ayteHTudukaumnsa yepes RADIUS-cepsep

128 MB SPI-NAND Flash

256 Mb DDR3 RAM

PoE+ 48 B/56 B (IEEE 802.3at-2009)

He 6onee 15 BT

IP55

oT -45 o +65 °C

0o 95 %

125 x 236,5 x 50,4 Mmm

0,8 kr

He meHee 15 net



PykoBozacTBo no akcnyarauun WOP-30L

2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE
Yctporicteo WOP-30L BbINOSIHEHO B N1aCTUKOBOM kopnyce. BHelwHuin Bug, yctporictea WOP-30L npuBefeH Ha

pUcyHke 2.
i & i &

guogat

G

PucyHok 2 — BHewHuin Bug nepeaHein naHenn WOP-30L
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PykoBoacTBO no akcnnyaraumm WOP-30L

oA, KPbILLKOW B HWXHE YacTu ycTpoiicTea pacnonoxeH LAN-nopt 10/100/1000/2500 BASE-T (pasbem RJ-45)
ONS NOAKNIYEHUS K BHYTPEHHER ceTn 1 nuTtaHuio POE, a Takke KHonka «F» ans cépoca K 3aBOACKMM
HacTpoiikam (pUcyHok 3).

N
l

PucyHok 3 — BHewHuiA Bug, HWxHe naHenn WOP-30L

"““V ;a-l ¢ - ®
2@ ©9

5-A1 5-A2  2.4-A2 e P
1 ' ' 1 PucyHok 5 — BHewHwuiA Bug, 3agHeii naHenn WOP-30L
3 4 5

PrcyHOK 4 — BHeLUHWIA BU, BEPXHEN naHesnu
WOP-30L

Ha naHensix ycTpoiicTBa pacnosioxeHbl CriefytoLmue pa3beMbl U OpraHbl ynpasneHus, Tabnuua 2.

Tabnuua 2 — OnvcaHve NopPToB 1 OPraHoB ynpaBieHns

AnemeHT naHenu OnucaHue

1 F oyHKLMOHa/IbHas KHOMKa cbpoca K 3aBOACKNM
HacTpoiikam

2 LAN-nopt 10/100/1000/2500 BASE-T (pasbem RJ-45) ¢
noaaepxkon PoE

3,5 5-A1, 5-A2 pasbeMbl A/15 NOAKIHOUYEHNS BHELLHMX aHTEHH
AwanasoHa 5 Ty

4,6 2.4-A1,2.4-A2 pasbeMbl A/19 NOAKIOYEHNS BHELLIHMX aHTEHH
AnanasoHa 2.4 I'Ty,

7 @ 3a3eM/IeHNE yCTpoiicTBa

11



2.5 CaetoBas nHgukauus

PykoBozacTBo no akcnyarauun WOP-30L

CocCTosiHMe yCcTpoiicTBa 0TOGpaxaeTcs Npy NOMOLLM UHAMKATOPOB, PACTNONOXEHHbIX HA NepeHel naHem
ycTpoiicTBa. [epeyeHb COCTOSIHWI MHAMKATOPOB NPUBEAEH B Tabnuue 3.

Tabnuua 3 — OnucaHne NHANKaTopoB

NHpukatop

Power — nHgukatop

[ nuTaHus n ctatyca
( ) paboTbl yCTpolicTBa

T

.,))

N
14
@®

&)

LAN — uHgukartop
nopta Ethernet-
nHTepdeiica

Wi-Fi 2.4 Ty

— MHAyKaTop craryca
paboTbl 6eCcnpoOBOAHOW
CeTu B AnanasoHe 2.4
Mu

Wi-Fi 5Ty,

— MHAWKaTop cTaryca
paboTbl 6eCnpOBOAHO
CeTM B AnanasoHe 5
Mu

CocTosiHne nHgmkaropa

ropuTt NOCTOAHHO

mMuraet

4acTo MUraeT B TeyeHune
3 cekyHA, panee roput
NMOCTOSIHHO

roput NOCTOAHHO

MUraeTt

rOpUT NOCTOAHHO

roput NOoCTOAHHO

2.6 CO6pocC K 3aBOACKMM HacTpoiikam

OnucaHue

nuTaHve NoAK/IYeHo, HopMasibHas paboTa

YCTPOWCTBO He nony4mnno agpec no DHCP

nepesarpyska/copoc k 3aBOACKMM HacTpolikam

kaHan mexgy Ethernet-uHtepdpeiicom WOP-30L n
NOAK/MIOYEHHbIM YCTPOCTBOM aKTUBEH

npoLecc NakeTHOl nepefayun AaHHbIX MexXay
Ethernet-uHtepdeiicom WOP-30L n
NOAKMOYEHHbIM YCTPONCTBOM

cetb Wi-Fi B gnanasoHe 2.4 Ty akTnBHAa

ceTb Wi-Fi B guanasoHe 5 T, akTuBHa

[ns cépoca K 3aBOACKMM HACTPOKaM Heo6Xx04MMO B 3arpy>XeHHOM COCTOSSHUM YCTPOIMCTBA HaXaTb U
yAepxuBartb KHOMKY «F» Ha npotsxeHun 10—15 cekyHg, noka nHaukatopbsl Wi-Fi 2.4 n 5 T'TL, He HAYHYT Murarb.
Mpoun3oiigeT aBTomMaTyeckas nepesarpyska yctpoincTsa. Mpu 3aBoACcKuX yctaHoBKax byaet 3anyweH DHCP-
KnueHT. B cnyyae, ecnu agpec He 6yaet nonyyeH no DHCP, To y ycTpoiicTBa 6yaert 3aBogckoli IP-agpec —
192.168.1.710, macka nogcetn — 255.255.255.0.

2.7

KomnnekT nocTtaBku

B KoMnnekT noctaBkn BXOAAT:

o6opyaoBaHue pagunogoctyna WOP-30L;

KOMMIEKT Kpenexa,

PYKOBOACTBO Mo 3Kkcnayatauuy Ha CD-ancke (onuuoHasibHo);

cepTudmKaT COOTBETCTBUS,
namsiTka 0 AOKyMeHTaumy;
nacrnopr.

12



PykoBozacTBo no akcnyarauun WOP-30L

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. HesapgeicTBOBaHHbIE aHTEHHbIE pa3beMbl TpebyeTcs 3akpbITb 3aMTHONM KPLILLKOW, KOTOpas BXOAUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

3. He npoussoauTe ycTaHOBKY JAHHOIO YCTPOCTBA BO BpeMs rpo3bl. MOXeT cyLecTBOBaTb PUCK yaapa
MOJTHUEN.

4. Heobxogmmo cobntogate TpeboBaHms N0 HAMPSHXKEHUIO, TOKY U YacToTe, yKa3aHHble B faHHOM
NHCTPYKUNN.

5. TMNepep nogxNtoYeHNeM K YCTPONCTBY M3MEPUTENbHBIX MPUGOPOB M KOMMbOTEPa UX HEOBX0ANMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

6. Mepep BKIOYEHMEM YCTPOICTBA yOeanTbLCA B LLe/IOCTHOCTU Kabesnei n nx HageXHoM KpenaeHun K
pasbemam.

7. He yctaHaBnmBaiiTe yCTPONCTBO PALAOM C MCTOYHUKAMU Tern/ia 1 B NOMELLEHUAX C TeEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

8. B0 Bpems MOHTaxa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLMAX CriefyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

9. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

10. Mopxntoyatb K yCTPOMCTBY paspeLuaeTcs TO/IbKO ro4HOe K MPUMEHEHUIO BCrioMoraresibHoe
obopygoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

© NMpu ynnuHoii ycTaHoBKE NGO B MECTax BbICOKOI BIQXKHOCTN YCTPOMCTBO 0653aTE/NbHO [O/MKHO 6bITh
YCTaHOB/IEHO TakMM 06pa3om, 4To6bl Ethernet-nopt 6611 HanpaBieH BHUS.

PekomeHayemMoe NosioXeHne yCcTpoincTea 415l YCTaHOBKM — KpensieHne Ha TPy6OoCTONKY/CTeHy.
Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInyme BUAUMbIX
MexaHU4ecKnx nospexaeHuii. B cnyyae o6HapyXeHUsi NoBpexXaeHnin cneafyet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT 1 06paTUTLCA K MOCTaBLLUKY.
3. Mpu pa3meLlleHnn ycTpoincTea Ans obecneveHns 30Hbl NoKpbITUA cetn Wi-Fi ¢ Hannyywmmn
XapakTepucTMkamy yuntblBainTe cregyrowime npasunia:
* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHON CET.
« MUHUMK3UPYIITE uncio nperpag (CTeHbI, NOTOMKK, Mebenb 1 ap.) mexay WOP-30L n gpyrumu
6ecnpoBoAHbLIMY CETEBLIMU YCTPOCTBaAMM.
* He ycTaHaBnvBaiite yCTpoicTBO B6NM3M (NOpsiaka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.
+ He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtaollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctems 6ecnposogHoii cetn Wi-Fi.
+ [penAaATcTBUA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLUUTb paguyc aericteua Wi-Fi ceTtn.
4. Mpu pa3meLLeHN HECKOTbKUX TOYEK paaunyc COTbl JO/DKEH NepeceKkaTbCs C COCefHel COTOM Ha ypoBHe
0T -65 f0 -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 gbm Ha rpaHuLax coT, ec/fiv He
npegnonaraetcs ucnosb3osaHne VolP, NOTOKOBOro BMAeOBELLaHNS 1 APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6eCcnpoBOAHON CETU.

N —
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PykoBozacTBo no akcnyarauun WOP-30L

3.3 YacToTHble nosockl 1 KaHasbl B guanasoHe 5 'y ana Wi-Fi

Mepegaya gaHHbIX B gnanasoHe 5 My, ncnonb3yetca ansa ctaHgaptos IEEE 802.11a/n/ac/ax. YcTpoincTso
WOP-30L nogaepxuBaeT 4acToTHble KaHasbl B AnanasoHe 5 Ty, ¢ wupuHoii 20, 40 n 80 MIy,

[LNs1 BblUMCIEHMS! LeHTpasIbHOW YacToTkl kaHana Wi-Fi (f, B ML) ncnonb3yetcs cneayrowas opmyna:
f=5000+(5*N), rae N — Homep kaHana Wi-Fi.

3.4 PacueT Heo6XxoAMMOro Uncsa Touek goctyna

Mpu BbIGOpE KONMYecTBa HEOBXOAUMbIX TOUEK AOCTYNa CreayeT NnpeaBapuTeibHO NPOV3BECTM OLEHKY
TpebyeMoli 30Hbl 0XBaTa, yunTbiBast [JH aHTEHH B rOPU30HTasIbHO 1 BEPTUKAIbHOI MI0CKOCTSX.

[nsi 6onee TOYHOW OLEHKM HEOBXOAMMO NPOM3BECTM paamoncc/eioBaHe TeppuTopun. JanbHOCTb oxBaTa
YBEPEHHOro NpMeMa TOUKM [OCTyna 3aBUCUT OT YCTAHOB/IEHHbIX aHTEHH U HANMYMSi NPenaTcTBuiA. B Tabnuue 4
npviBefieHbl NPUGIN3UTENbHBIE 3HAYEHNS 3aTyXaHUS.

Tabnmua 4 — 3Ha4eHus 3aTtyxaHums

MaTtepuan N3meHeHue ypoBHA curHana, ob
24T1Ty 5Ty,
OprcTekno -0,3 -0,9
Kupnny -4,5 -14,6
Crekno -0,5 -1,7
MncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLITykaTypka ¢ MEeTas1/IM4ECKON CETKOW -14,8 -13,2
LLInako6nok -7 -11
MeTannuueckas pelueTka (sueiika 13 x 6 MM, METaUTN 2 MM) -21 -13

3.5 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty I‘i 22 MIy, H 2.483 Ty,

PucyHok 6 — O6Las gyarpamma nepekpbITs YacTOTHbLIX KaHanoB B 2.4 T,
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PyKoBOZICTBO Mo aKcnayatauum WOP-30L

Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y npBefeH Ha pUCYHKe 7.

PucyHok 7 — Cxema pacnpefenieHus kKaHasioB Mexay CocelHMMU Toukamun ocTyna B AvanasoHe 2.4 Ty npu
WwnpuHe kaHana B 20 MI'y,

AHa/IOrMYHO PEKOMEH/YETCS COXPaHSTh AaHHbIA MexaHU3M pacnpeaesieHns KaHas1I0B NPy PacnonoXeHum
TOUeK Mexay aTaxamu (PUCyHok 8).

SRR,
S ==
ED eSS

P Y,

PucyHok 8 — Cxema pacnpefiefieHnsl KaHa/1I0B MeXAy COCeAHUMM TOUKaMU AOCTYNa, PacrofIOKEHHbIMU MeX Iy
aTaxamu

Mpwn ncnonb3oBaHUK WKUPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [Ty, HET HenepekpbiBalLWMXCa KaHasoB. B
Taknx criydasix CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MH:z MHz MHz Radar MHz MHz MHz
1

149
153
157
161
165

IEEE Channel # (S S IR N S22

100
104
108
112
116
120
124
128
132
136
140
] 144

L A A A A A A AR A A A A A A A A A A A AT A AT AR
somiz NV VN NV VY VY LV
80 MHz |/ \/ y ! \/ Vv \ i
160 vz [ A | i

Examplesof [0 ) A
non-contiguous
VHT80+80 MHz [

setup

PucyHok 9 — KaHauibl, ncnosb3yemble B gnanasoHe S Ty npu wupuHe kaHana 20, 40, 80 My,
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PyKoBOZICTBO Mo aKcnayatauum WOP-30L

4 YcTaHOBKa yCTpoucTBa

[nsa Toukm goctyna WOP-30L npefycMoTpeHbl ABa BapuaHTa MOHTaXa: yCTaHOBKa YCTPOCTBa Ha
TPy6OCTOIiKYy 1 yCTaHOBKa YCTPOMCTBA Ha CTEHY.

4.1 YcTaHOBKa yCTPOWCTBa Ha TpybOCTONKY/CTONO

1. MprkpenuTe KPOHLWTEH K KOpNycy YCTPOMCTBA C NOMOLLbIO BUHTOB, MAYLLMX B KOMMJIEKTE, KaK
nokasaHo Ha pucyHke 10.

PucyHok 10 — KpenneHue KpoHLuTeliHa K YCTPOCTBY

2. YcTaHOBUTE yCTPOicTBO Ethernet-nopTom BHM3 Ha TPY6OCTOIIKY, KAk NOKa3aHO Ha PUCYHKE HUXE, 1
3aKpenuTe ero XomyTamu, MayLimmy B KOMMNJIeKTe ¢ ycTpoiicTeom. CobntogaiiTe MHCTPYKLMM MO TEXHUKE
6e30MacHOCTV 1 peKoMeHJaLuy, NPUBEAEHHbIE B pasfenax «/IHCTPYKLMN N0 TEXHVKE 6e30NacHoCT» U
«PeKoMeHaLmn No yCTaHOBKe».

PucyHok 11 — KpenneHue ycTpoicTea K Tpyb0oCcTolike

3. BbINonHMTE 3a3eM/eHne YCTPOIACTBA Yepes CneLnasibHy KNemMMy Ha paguaTope ycTpoiicTea (CM.
PUCYHOK 5).

16



PyKoBOACTBO Mo aKcnyatauym WOP-30L

4.2 YcTaHOBKa YyCTPOWCTBa Ha CTEHY

© [aHHbIii BapuaHT YCTaHOBKM YCTPOICTBA ABMSETCA AOMNOMHUTENbHLIM — KPEMN/IeHne NpogaeTcs
OTAE/IbHO U HEe BXOAMUT B KOMIM/IEKT MOCTaBKM.

1. CoBMecCTUTE YeTbIpe OTBEPCTUA A/19 BUHTOB Ha KpOHLUTeVIHe C TakKMMK XXe OTBEPCTUAMUN Ha

ycTpoicTee. C NOMOLLbIO OTBEPTKN NPUKPENUTE KPOHLUTENH BUHTAMK K YCTPOMCTBY, Kak Noka3aHo Ha
pucyHke 12.

PucyHok 12— KpenneHue KpoHLUTeliHa K YCTPOWCTBY

2. BblbepuTe MecTo A/151 pa3MeLLEHNS TOYKM JOCTyna B COOTBETCTBUM C PEKOMEHAALMAMY U3 Pa3fenioB
PYKOBOACTBA «/IHCTPYKLMM MO TEXHUKE BE30MACHOCTU» U «PeKoOMEHALIN N0 YCTaHoBKe». pUnoxmTe
OCHOBaHWE KPOHLUTEHA K CTEHE U OTMEpPLTE PacnosioKeHNE OTBEPCTUI ANA BUHTOB (PUCYHOK 13).
MpocBepnuTe OTBEPCTUSI U 3aKPENUTE B HUX BUHTbI, HE 3aTArBas 40 KOHUA.

PucyHok 13 — Pa3mellgHne yCTpoicTBa Ha CTEHE
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PykoBoacTBO no akcnnyaraumm WOP-30L

3. BbINonHWTe 3a3eM/IEHNE YCTPOCTBA Yepes cneuyasibHyo KeEMMY Ha paguatope ycTpoiicTea (cMm.
PUCYHOK 5).

4. COBMeCTUTE OTBEPCTUSI KPOHLLUTENHA C BUHTaMUM Ha CTeHe. MNMepeaBrHbTE KPOHLUTENH BBEPX U BHU3
[10 yropa 1 3aKpenuTe BUHTbI (PUCYHOK 14).

PucyHok 14 — dukcrpoBaHue yCTpoinCcTBa Ha CTeHe
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PykoBoacTBO no akcnnyaraumm WOP-30L

5 MopgknoveHne ycTponcTea

PoE
‘ 10/100/1000/2500 BASE-T

|- ) ‘

PucyHok 15 — MopgkntoueHne Ethernet-kabens k POE-nopty

1. CHUMUTE KpbILLKY, 3aKpbiBatoLLlyto Ethernet-nopT Ha HWXHEI NaHenu ycTpoiicTea, nogknounTe Ethernet-
Ka6enb k POE-nopTty (pncyHok 15).

. 3aKpoiiTe KpbILKY HDKHEN naHenu.

MoaxntounTe Ethernet-kabenns, nayuwmin ot WOP-30L, k POE-nopTy nHXekTopa nnv nopty KoMmmyTtaTtopa
(IEEE 802.3at-2009).
Ecnu Bbl ucnonbsyete POE-HXeKTOp, NogkntounTe ero K posetke 220 B ¢ nomoLlbo CETEBOIO LLHYpa.
MoakniuMTe aHTEHHY K YCTPOWCTBY, Criefys UHCTPYKUMAM U3 pasgena «/IHCTpyKuus rno repmeTtmsaim
AaHTEHHbIX Pa3beMOBY:
* Mpwu ncnonbsoBaHun OMni-aHTEHH: NPUCOeAMHNTE aHTeHHbI K SMA-pasbemMam yCTPOICTBa;
* [pu ncnonb30BaHUN NaHeIbHbIX/CEKTOPHbLIX aHTEHH: MpUcoeaMHUTE aHTeHHbl K SMA-pasbemam
YCTPOIACTBA C MOMOLLIbIO KabesibHbIX CO0POK. OTperynmpymnTe nosoXeHne aHTEHHbI Tak, YTOObI
abOHEHTCKME YCTPOCTBa nonaganu B 30Hy NOKPbITUS YCTAHOB/IEHHO aHTEHHBI.

w N

o s

© Bo usbexaHue BbIXo4a yCTPONCTBA U3 CTPOS PEKOMEH/IYETCA UCMO/b30BaTh rPO303alLuTy.
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5.1 VHCTpyKUMA No repMeTnsanmnm aHTeHHbIX pa3beMOB

© TepmetnsaLmio HEOBXOAMMO NPOBOAUTL C 06EMX CTOPOH Kabesns.

1. Mepep nogkntoyYeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPeXaeHNi, a Takke
MpoBepLTE HaMuMe YNI0THUTENBHOTO KOMblia B ralike pasbemMa, pacnosioxeHne nokasaHo Ha pucyHke 16 (a,
6).

PucyHok 16a PucyHok 166

2. MogknounTe Kabenb K pasbemMy yCTpoiicTBa (aHTEHHBI) 1 3aTSIHWUTE raiiky, Kak nokasaHo Ha pucyHke 17 (a,
6).

PucyHok 17a PucyHok 176

3. OTpexbTe PE3VHOBYHO FEPMETU3NPYHOLLYIO SIEHTY COOTBETCTBYHOLLEN AJIMHBI: HA FEPMETU3aLMI0 O4HOT0
pasbema SMA (pucyHok 17a) Tpebyetcsa 0,15 M ruaponsonupytoLLein neHTsl, Ans pasbema N-type (prcyHok
176) Tpebyetcs 0,3 M rMapoM30NMNPYIOLLLEN NTEHTbI, Kak NoKkasaHo Ha pucyHke 18 (a, 6).

PucyHok 186

PucyHok 18a
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4. Ypanute ¢ pe3nHOBOI NEHTbI 3alLMTHbIA CMON, Kak NoKa3aHo Ha pucyHke 19.

o T

PucyHok 19

5. HauyHuTe 06MOTKY CO CTOPOHbI Kabens, npeaBapuTesibHO OTCTYNMUB OT 06XMMHOWK YacTu Ha 10—-15 mm.
3adkempyinTe KOHUKK NIEHTbI Ha onieTke kabens nog yrnom 15-25 rpagycoB kK ocu kabens, u, cnerka
pactarveas /IeHTy, HauHUTe obMaTbiBaTh Kabesb U pa3beM, NPOABUIasiCb B CTOPOHY Kopnyca ycTpoicTsa.
BuTkn HeobxoamMmo ykniaabiBatb ApYr HA Apyra ¢ Hax/1eCToM, CK1afKkM Ha BUTKax He gonyckatotcs. O6moTka
kabens nokasaHa Ha pucyHke 20 (a, 6).

PucyHok 20a PucyHok 206

6. LOCTUrHYB Kopryca yCTpoiCcTBa (AaHTEHHbI) KpaeM NeEHTI, caenalite 060poT BOKPYr pasbeMa, MakCUMasibHO
NpXMMasi Kpav NeHTbl K Kopnycy, gasee NpoAo/MKMTE HAMOTKY /IEHTbI Nog, APYTUM YINIOM, yAasssiCb OT
kopnyca. NMpn HamaTbiBaHWM He 3abbiBaiiTe pacTArMBaTb IEHTY U NIOTHO NPWXXMMATb €€ K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUYMKE NIEHTbI PACTSHXKY HEOOXOAMMO YMEHbLUNTL U NAOTHO NPWXKaTb €ro K BUTKam,
pacnosioXXeHHbIM Ha onneTke kabens, kak nokaszaHo Ha pucyHke 21 (a, 6).

v

P-VlcyHOK 21a PucyHok 216

21



PyKoBOACTBO Mo aKcnyatauym WOP-30L

7. OTpexsTe MBX-NeHTy (M30/1EHTY) COOTBETCTBYIOLLEN A/IMHbI: HA repMETU3aLMI0 0AHOro pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTsl, ANa pasbema N-type Tpebyetca 0,6 M n30/eHThI. 130n1eHTa Tpebyetca a/is
3aLUMTbl PE3VHOBOI 1IEHTbI OT Y/ILTPadMONETOBLIX Nyyeli. MI30neHTa nokasaHa Ha pucyHke 22.

PucyHok 22

8. HauHuTe 06MOTKY C OnneTkn kabens, npeaBapuTesibHO OTCTYNMB OT NEPBOro BUTKA PE3UHOBOM STIEHTbI Ha
5-10 mm. 3adhmKcmpyinTe KOHUMK N30/1EHTLI HA ON/ieTKe kabens nog yrnom 15—25 rpagycoB K ocu kabens, u,
cnerka pacTsarmeas fieHTy, HauHMTe 0bmaTbiBaTb Kabenb 1 pa3bem, NPoABUrasiCb B CTOPOHY Kopryca
yCTpOWCTBa. BUTkM HEO6X04MMO yKNaabiBaTb APYT HA Apyra C HaxX/1eCTOM, CKNadKM Ha BUTKax He
ponyckatotcsi. O6MOoTKa Kabens nokasaHa Ha pucyHke 23.

PucyHok 23

9. locTWrHyB Kopnyca Kpaem fieHTbl, cenaiite 060poT BOKPYr pasbema, MakCMMasibHO Npuxk1uMast kpaii
M30/1EHTbI K KOPMYCY YCTPOWCTBA, Aasiee NPOAOIKUTE HAMOTKY JIEHTbI NOA APYTVM YI/IOM, YAASASICh OT
koprnyca. MNpu HamaTbIBaHUM NJIOTHO HaKNaAbIBaiTe BUTKW NIEHTLI, HE AOMNycKasi CKNadok. Ha nocnegHux
BUTKAX U30/1EHTbI PACTSKKY HEOBXOAMMO YMEHBLUNTL [0 HYJIS U NOC/EAHUI BUTOK Y/IOXWUTb 6€3 pacTsarmBaHus,
Kak nokasaHo Ha pucyHke 24 (a, 6).

PucyHok 24a PucyHok 246

10. MNpoBepbTe 3arepMeTU3MPOBaHHbIN Pa3bem Ha OTCYTCTBME BUAVMbIX YYACTKOB PE3NHOBOI NIEHTHI.
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6 YnpaBneHue ycTponcTBoM vyepe3 web-nHtepdeic

6.1 Hauyano pa6oTsl
[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeHun YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
rnosib30oBaTesns v naposs.

WOP-30L

3. BBeaute nmsa nosb3osartesia B CTpoke «BBeaute 10rvH» 1 naposb B CTPOKE «BBeauTe naponb».

© 3aBopckue ycTaHOBKU: NOTMH — admin, naposnb — password.

4. HaxmnTe KHOMKy «BoliTu». B okHe Gpay3epa OTKPOETCS MEH0 MOHUTOPWHIa COCTOSIHUSA YCTPOCTBA.

WELTEX  WOP-30L

M OHUTOPKHT Radio VAP WDS CeTeskle HACTPOIKN BHelwHre cepencel Cucrema TR (Bblxom)

Wi-Fi kmmens! Wzaenue WOP-30L
WDS AnnapatHana eepcua vl
3aeopcroit MAC-agpec 68:13:E2:35:19:50

CramucTuea no Tpadwiky
’ CepuiHeIi HoMep WP4E000045

CranuposaH4e smpa Bepona N0
WypHan coBemwit Pesepenan sepeua MO
Bepcus sarpyaumka

CeTesan MHopmaLma peun 3arpy

Cuctemros Epema 15.05.2024 09:46:58
Whdpopmauwa o

paguovHTepdelicax Bpems paGoTs: 0 an, 00:47-21
WHdpopmaupa of ycTpoiicTee > 3arpyzka LMY 3%
Wenonbayeman namate 449 108 Mbaitr / 241 MBarir
& OBHOEHTL.
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PykoBozacTBo no akcnyarauun WOP-30L

5. Mpy HeoBXOANMOCTN MOXHO MEPEeKIoUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WOP-30L gocTynHbl
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

LELTEX  WoP-30L

MoHUTOpUHT Radio VAP WDS CeTeBbie HacTpolikW BHelHMe cepemcs! Cucrema

Wi-Fi knmenTel Wznenne WOP-30L /

AnnapaThaA BepcHA 11

wDs
3aeogckon MAC-anpec 68:13:E2:35:19:50
Cratuctura no TpamWry

CepwitHsi Homep WPAEDD0D45

Cranvposanue acvpa Bepeun MO

HypHan coBsmai Pezeperan sepcun N0
Bepcua sarpyauumka
CeTesan MHbOpMAaLMA P P

CuctemHoe spema 17.05.2024 07:42:01
Nudpoprauma o
pagvonHTepdericax Bpemn paBotel  1u, 22:42:35

WMudboprauya o yetpoicTae » 3arpysxa LT %

Wenons3yeman namats 459 112 MBaitt / 241 MGair

2 ObHoBMTL

6.2 TMpyMeHeHne KoHUrypauum n oTMeHa N3MeHeHwit

1. MpuMeHeHne KoHUrypaumm

Mpu HAXaTUKN KHOTKM 3anycKaeTcs NPoLIecC CoxXpaHeHus KoHgurypauum Bo flash-namats

YCTPOMCTBA N NPUMEHEHNE HOBbIX HACTPOEK. BCce HACTPOIKM BCTyNalT B cuy 6e3 nepesarpysku
yCTpONCTBA.

B web-uHTepdeiice Touku AocTyna peannsoBaHa BusyasibHasi MHAMKALMS TEKYLLErO COCTOSIHUS npoLiecca
npyMeHeHust HacTpoek (Tabnuua 5).

Ta6n|/|u,a 5-— B|/|3yaanas=| NHONKaUnA TeKylero CoOCToAaHunA npouecca npuMeHeHna HaCTpoek

BHeluHNi1 BUg, OnucaHue COCTOSAHUA

Mocne HakaTus Ha KHOMKY «[TPUMEHUTB» NMPOUCXOAUT MPOLLECC MPUMEHEHUS U

3anncy HacTpoek B NamsiTb ycTpoicTea. O6 3ToM MHDOPMUPYET 3HAYOK il B
Ha3BaHUW BK/1TaKn N Ha KHOMKe «|_|pI/IMeHI/ITb».
O6 ycneLwwHoOM COXpPaHeHNN N NMPUMEHEHNN HACTPOEK MHPOPMUPYET 3HAYOK
B Ha3BaHWW BKAAOKWN.
2. OTMeHa U3MeHeHuM
X OTmeHa

KHomMKa oTMeHbl U3MEHEHWI UMeEeT CneayroLnii BUA,

© OtmMeHa n3MeHeHW NPOV3BOANTCS TOMBKO 10 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpn HaxkaTum Ha
KHOMKY «MpUMEHUTb» M3MEHEHHbIE HA CTPAHULE NapameTpbl 6yayT 06HOB/MEHbI HA TEKYLLME 3HAYEHUS,
3anvcaHHble B NamsiTy ycTpoiicTea. Mocne Haxatusi Ha KHOMKy «[pMMeHNTb» BO3BpaT K NpeablayLmm
HacTpoiikam 6yAeT HEBO3MOXEH.
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6.3 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

ELTEX  WoP-30L

MoHuTopUHr Radio VAP WDS CeTeBble HaCTpOoMKK BHewHWe cepeucsl Cuncrema - (BLD(OO)
Wi-Fi knveHTs! WMznanme WOP-30L
WDS AnnapaTHas BepcuA v
vy d

3asopcxoit MAC-appac 68:13E2:35:19:50
CramucTura no Tpadmiy

CepuiHeii Homep WP4E000045
Cp BaHME 3
CraHvpoEaHue acmpa Bepcua M0
HypHan coBemii PeaspeHan sepown M0

BepcuA zarpyaunka
CeTezan MHdopMaLmA PeAA 3aIpy

CuctemHoe Bpema 15.05.2024 09:46:58
Hdpopmauma o
|JEI,CI,I.-IDI.-IH_8|J'CZ)EI:ICEX BpEMH pEI5D_3I 0 AOH, 00:47:21

_ ; 3arpyaka LMY %

WHdoprawms ob yeTpoiicTee » P H e
WMcnonsayeman namaTs 44:9 108 Mbast / 241 Mbaiit
£ OBHoeUTL
8 000 TMpednpusmue "3mmexc”, 2023 Bepeur MO {Bepcur WEB:

OKHO No/b30BaTeNIbCKOTO UHTepdielica pasaeseHo Ha NsATb 06/1acTel:

1. Bknagku MeHo — Ans rpynnupoBKK NOAMEHI0 Nno kateropusm: MoHutopuHr, Radio, VAP, WDS,
CeTeBble HacTpoWiku, BHelwHue cepBuckl, Cuctema.

2. Bbl6op A3blka MHTEpMeica 1 kHomka «(BbIXo4)», NpefHa3HaYeHHas 415l 3aBepLUeHnsl ceaHca paboThbl B

web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

Bknagku nogMeHto — Ans yrnpasfieHus NonemMm HacTpoek.

Mone HacTpoek ycTpoincTBa — 415 NPOCMOTPA AaHHbIX 1 KOHUrypawmu.

NHdopmaLuvoHHoe norse, otobpaxatoLlee sepcuio MO, yCTaHOB/IEHHYIO HA YCTPOWCTBE.

aprw
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6.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

6.4.1 TMogmeHto «Wi-Fi KnueHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKAUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcsl B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

MownTopurr ~ Radio VAP WDS  CeTesbie HacTpoiiki  BHelUHMe CepBuch  CHCTema v (8bixoa
WI-Fi KNHeHTbI >
WDS B
Ne Mmaxocta IP-agpec  MAC-agpec VnTepcpeiic  Link Capacity Link Quality Link Quality Common RSSI, aBM  SNR,aS  TxRate RxRate TXBW, MMy RXBW, My  Bpemn paGoTsl
CramueTvia no Tpaciey vo1 Xiaomi-12T  10.24.80.45 76:2:31:98:05:ba wlan1-va0 30 66 77 -90 7 VHT NSS2-MC82 33 VHT NSS1-MCS2 195 20 20 04:51:05
CKaHWpoBaHue 3(upa .
Mepeaaro / npuraTo Bcero, Gaiir 2 058 102/ 824 031 Mepenaro ¢ owwbkamm, naketos 0
KypHan coobITHil MepenaHo / NpMHATO BCero, nakeTos 6 565/ 11 243 TMoBTOpLI Nepeaadyu 3a nocneaHmi nepuon, naxetos 1
CeTesan ukpopuaLua Mepenaro / MPMHATO fakbix, GaiT 1916 777 / 532 653 Ofluee WICNo MOBTOPOB Nepenasy, nakeTos 2 393
Mepenao / MpHHATO AakHbiX, NakeTos 6558 / 2 380 CropocTs nepenas / npuewa, Kontic 010
WHpopmauua o
paanouHTepgenicax Moaynauua MepeaaHo nakeTos TPHHATO NaKETOR
. . L OFDMé& 9 8996 80%
Wrchopwauun 06 ycTpoiicTee

NSS1-MCS0 0 779
NSS1-MCS1 247

NSS$1-MGS2 234

0
0
7
4
NSS1-MCS3 0 0%
NSS1-MCS4 19 0
NSS1-MCSS 61 1
NSS1-MCS6 58 1
NSS1-MCS7 36 1
NS$2-MCS0 1222 19% 526
NSS§2-MCS1 1523 23% 231
NSS$2-MCS2 1676 26% 26
NS$2-MGS3 923 14%
NSS2-MCS4 303

NS$2-MCS5 22 0%

s s g g slresess e gy

NSSs2-MCse 32 0%

* Ne — HOMep NOAK/HOYEHHOTO YCTPOMCTBA B CMUCKE;

* VIMsi xocma — ceTeBOoe VMs YCTPOICTBa,;

* IP-adpec — IP-agpec NoAKMHYEHHOIO YCTPONCTBE,

* MAC-adpec — MAC-agpec noak/I4eHHOro yCTpOnCTBa;

* MiHmepdpelic — nHTepdelic B3aumogerictens WOP-30L ¢ nogk/1to4eHHbIM YCTPOCTBOM;

* Link Capacity — napameTp, KOTOpbIli 0TO6paxaeT aPPeKTUBHOCTb NCMONb30BaHNA TOUKON AOoCTyna
MOAyNAaLMKN Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaXa0i
MOAYNALMMN [0 KITMEHTA, U NOHUXKAOLLMX KO3hhMLUMeHTOB. MakcumasibHoe 3HauyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMN 019 MakCMMa/lbHOTO Tuna nss,
NnoALEPXXMBAEMOrO KIMEHTOM). MUHUMaNbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepeaatoTcs Ha
moaynaumm nssTmes0 ans knnenTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHpn;

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMTaHHbIA Ha
OCHOBaHMW KO/IMYeCTBa PETPAHCMUTOB MaKeTOB, OTMNPAaB/EHHbIX K/IMEHTY. MakCMMasibHOE 3HavYeHne —
100% (BCe nepepaHHble NakeTbl OTNPABUINCH C NEPBOI NOMNbLITKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfMH NakeT A0 KMEHTA He 6bl1 YCNELIHO OTrNpaB/ieH). 3Ha4YeHe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality Common — napameTp, KOTOpbI/i 0TO6paXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONNYEeCTBa PETPAHCMUTOB NMakeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepefaHHble NaKeTbI OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMEHTA He 6blN YCNELIHO OTNpaB/ieH). 3Ha4YeHe NapaMeTpa paccunTbiBaeTcs 3a BCe
BPEMS NOAK/TIOYEHUS KNTNEHTE,;
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RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY KMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cnepytoLme napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHsAMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAK/IH0YEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepejayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.
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6.4.2 MNMoameHto «WDS»

PykoBozacTBo no akcnyarauun WOP-30L

B nogmeHto «WDS» BbiBOAUTCA MHpOpMAaLUUA 0 COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WOP-30L.

(TEX

MOHHTOpHHT ~ Radio VAP

Wi-Fi KnUeHTbI

WDS >

CraTucryka no Tpachiky
‘CKaHWpoBaHWe adupa
2KypHan co0biTui
CeTesas wHpopmaLs

ViHopmaLa o
panvouHTeppelicax

MHOPMALWA 06 yCTpOiicTEE

WDS  CeTeBble HaCTPONKA

WOP-30L

i OCHOBHTL

Ne Mmsxocta IP-agpec

v 1 WOP-30L

MepenaHo / NPHHATO BCero, GaiT
MEPEAAHO / NPUHATO BCer0, NakeTOos
MepenaHo / IPUHATO AaHHbIX, BaiT

MEpEAaHO / IDUHATO AaHHLIX, MZKETOB

BHEIHKE CEPBHCHI

MAC-anpec

10.24.80.81 e8:28:c1.dachi05

Cuctema

VHTepepelic

wian1

Mogynsums
Dsss2
OFDM&
OFDM24
OFDM3e
OFDM48
OFDM54

Link Capacity

90 (not changed) 100

53934 606/4938701

158090 / 21 493

48 384 767/ 2 366 142

150 161/ 13 564

TMepeaaHo nakeToR
2

7929

5

114

3311

146710

99

2% 28 92

53/-61

Link Quality ~ Link Quality Common  RSSI, ABM SNR,4B  TxRate

19/19

RxRate

OFDM 54 VHT NSS2-MCSe 117 20 20

MepenaHo ¢ owndKamw, naketos 0

MOETOPS! NEPeAaYH 33 NOCNEHNi NEpHOR, NakeTos 0

OBLLEe YHENO NOBTOPOB NEPEAA4H, NAKETOB

2681

CKOpOCTB Nepefaun / npuena, Koutic  3/0

TPHHATO NakeToR
0
7936

0%

37%

TXBW, MMy RXBW, MMy Bpeus pagoTul

11:03:15
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NSS2-MCS3

[
[
[
[
15 0%
[
[
1
1
[
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22 2 2 232
ro
=

NS§S2-MCS4

* Ne — HOMep NOAK/HOYEHHOTO YCTPOWCTBA B CMNUCKE;

* VIMs1 xocma — ceTeBoe MMS YCTPOICTBa,;

* IP-adpec — IP-agpec NoAKH04EHHOIO YCTPOCTBE,

* MAC-adpec — MAC-agpec noak/1t04eHHOro yCTpOMCTBa;

* MiHmepdgpelic — vHTepdelic B3aumogerictens WOP-30L ¢ noak/1to4eHHbIM YyCTPOCTBOM,;

* Link Capacity — napameTp, KOTOpPbIi 0TO6paxaeT aPEeKTUBHOCTb NCMONb30BaHNA TOUKON AOCTyna
MOAyNALMN Ha nepegady. PaccumTbiBaeTCcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAY/SILUMKN [0 KIMEHTA, N MOHMKatoLWMX KoaddmumeHToB. MakcMansHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMN 019 MakCMMa/lbHOTO TuMna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMaIbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepesatoTcs Ha
moaynsiummn nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHne napameTpa paccUnTbiBaeTcs
3a nocnegHve 10 cekyHz,

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMUTaHHbIA Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMa/ibHoe 3HaveHve —
100% (Bce nepepaHHble NakeTbl OTNPABUINCH C NEPBOI NOMNbLITKM), MUHUMasIbHOE 3HadYeHre — 0% (Hu
OZVH NakeT A0 KMEHTA He Obl YCNeLIHO OTnpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality Common — napameTp, KOTOPbIi 0TOGpaxaeT COCTOSAHME JIMHKA A0 KIMEHTa, pacCUMTaHHbIN
Ha OCHOBaHWW KO/IMYeCTBa PETPaHCMUTOB NaKeTOB, OTMPAaB/IEHHbIX KMEHTY. MakcMasibHoe 3HavyeHne
— 100% (BCe nepefaHHbIe NaKeTbl OTNPABUNCH C NEPBO NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfMH NakeT A0 KMEHTA He Obl YCNeLIHO OTNpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BpeMs MOAK/TOYEHUS KNNEHT],

* RSSI — ypoBeHb NpyUHUMaEMOoro curHana, obm;

* SNR — oTHOWeHWe curHan/wym, ab;

* TxRate — kaHa/lbHas CKOPOCTb nNepegayn, MouT/c;

* RxRate — kaHanbHas CKOpoCTb npuema, MéuT/c;

+ TX BW — nonoca nponyckaHus Ha nepegadye, My,

* RX BW — nonoca nponyckaHus Ha npueme, MI'u;

* Bpemsi pabomsi — BpeMs coeMHEHMS.
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[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKETOB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepeaHHbIX C OLMbKamMn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsbI nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — Kosim4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALNIA
MOMEHT BPEMEHW.
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6.4.3 MoameHto «CTatUCTNKa No Tpaguky»

B pasgene «CtatucTtuka no tpadymky» 0To6paxarorcs rpadoukm CKoOpocTu nepesaHHoro/nosly4eHHoro
Tpadvka 3a nocnegHvie 3 MUHYTHI, & TaKKe CTaTUCTMKa O KOJIMYeCcTBe nepesaHHoro/nosy4yeHHoro tpaduka c
MOMEHTAa BK/THOYEHUSA TOUKN AOCTYMa.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM A0CTyna 3a nocnegHne 3 MUHyTbl. Fpadvk aBTOMaTnyeckm 06HOBNSETCA Kakable 6 CEKYHA.

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes uHtepdpeicol Radio 2.4 'y, 1 Radio 5 I'Ty 3a nocnegHne 3 MUHYTbI. Fpadink aBToMaTnyecku
06HOBNAETCA Kaxable 6 CEKYH/,.

ELTEX  WOP-30L

MaowwTopunr Radic AP WDS CeTessie HACTROMKN BrewHre cepencs Cuctema K|
Wi-Fi KnMeHTL WWLAND Tx/Rx bps
R 0 bps (max: 0 bpe)
@ T 0 bps (max: 0 bos)
DS by

T L S e e e e e L S T —r—Tr—r—Tr T T
5053 185105 1651017 165129 1651471 165153 165205 16:52117 165229 165241 165253 165305 185317 16:5320 1655341 16:5353 s
WLANT Tw/Rx kbps

P B.5 kbps (max 12.5 kbps
@ T 7.7 kbps (max: 2005 kbps)

T T T L R B S . S L — T T
5053 165105 165117 165129 1651471 165153 16:52:05 16:5217 165229 165241 165253 16:5305 165317

L T
165329 165341 16:5353 Ls
LAN Tw/Rx kbps

P 8.2 kbps (max 23.6 kbpe
@ T 246 W0ps (MEx 23.4 kops

T

3
14— L e L B e N e S B s T T — T
65053 185105 1651717 165129 185141 165153 165205 16:52117 165229 165241 165253 165305 185317 165320 155341 165353 s
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Onucanne Tabnuupl «lepedaHo»:
* MiHmepgelic — nma nHtepdeinca,
* Bcea2o nakemos — KO/IM4eCcTBO YCMNeLLIHO OTrNpaB/IeHHbIX NakeToBs;
* Bceao 6alim — Ko/IM4ecTBO YCMeLHO OTNpaB/eHHbIX 6aiT;
* Om6powWeHOo nakemos — KO/IMYeCTBO NakeToB, OTOPOLLUEHHbIX NPV OTMPAaBKE;
* OWUubKU — KONNYeCTBO OLINBOK.

MepenaHo ~
WHTEp(EedC Brero nakeTos Bcero GauT OTOpOWEHD NAKETOE Owudkn
LAN G868 3589276 0 0
VLAMO 0 1] 0 0
VWLAM1 4215 1376473 U 0
wlan0-val 0 0 0 0
wlan0-val 0 0 0 0
wlan0-va2 0 0 0 0
wlan0-vald 0 0 0 0
wilan0-vad 0 0 0 0
wland-vas 0 L] U 0

OnucaHne Tabnuubl «[TpUHAMO»:

* MlHmepcpelic — nma nHTepdelica;

* Bcea2o nakemos — KO/IM4ecTBO YCNeLHO NPUHATLIX NaKeTos;

* Bcezo 6alim — KO/IM4eCcTBO YCMeLHO NPUHATBIX 6aiT,;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPY NOSTyYEHUY;
* OWUbKU — KONNYeCTBO OLUNBOK.

I PHHATO ~
HHTepdenc Bcero nakeTos Bcero GalT OTOpOoWeHD NAKETOE OwrorH
LARN 316067 38969142 0 0
WLAND 0 1] 0 0
WLANAT 61508 3975329 0 0
wiland-val 0 0 0 0
wlan-val 0 /] 0 0
wian0-va2 0 0 0 0
wilan0-va3 0 0 0 0
wlan(-va4 0 0 0 0
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6.4.4 TlogmeHto «CkaHnpoBaHue achrpar

B noameHio «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

MoHWTOpHHD Radio VAP WDS CeTeBble HACTROAKM BHelHWe cepeucsl CucTema ru - (BbXOO)
Wi-Fi knnerTs! F CraHWpoBaTh MocnegHee craHvpoeaqve Bene 15.05.2024 10:22:24
WDS
24Ty 5y
CratucTika no Tpadmey Pesam Kasan / RSSI
Iwanazon SSID BesonacHocTk MAC-appec Linpuua nbm
CranvposaHue 3dmpa »
24Ty Open E8:28:C1:ET:FB:61 11/20 -28
HypHan cobsmi
241y Open CC:9D:A2:CT-AZ:ED 1720 -33
CeTegan uHdopmaumua
Wrthopraus o 241y Open E0:D9:E3:49:05:00 120 -35
PapuonHTEpGENcax 241y Open E8:28:C1-FT-80:76 120 36
Wricpopmaun o6 ycrpoiictae 24Ty Open 68:13:E2:0F:94:E7 6120 36
24Ty Open ES:28:C1:F7-80:77 1720 -37
24101y Open 6813 E2:0F:94:E1 620 -38
241y Open ES:28:C1:FC:D9:04 1720 -43
241y WPAZ_1X 68:13:E2:35:EB:92 1120 -54

[ns 3anycka npoLiecca CKaHMPOBaHWsA aghupa HaXMMTE Ha KHOMKY «CKaHMpoBaTb». [oc/e 3aBepLueHnst
npoLecca Ha CTpaHuLe NOSBUTCS CMIMCOK 06HaPYXEHHbIX B paanoadmpe Touek AocTyna U MHpopMaLus 0 HUX:

* [locnedHee ckaHUpoBaHue 6blI/10... — AaTa u Bpems Noc/eHero CKaHMpoBaHus;

+ [uana3oH — ykasbiBaeTcs gmanasoH 2.4 'y, nnn 5 ', B KOTOPOM 6bls1a 06Hapy)XeHa Touka A0CTyna;
+ SSID — SSID 06Hapy>XeHHOW TOUKN AOCTYNa;

+ Pexum 6e3onacHocmu — pexunm 6e30nacHOCTV 06HaPY>XXEHHOM TOUKN AOCTYNa;

+ MAC-adpec — MAC-agpec o6Hapy>X€HHON TOYKN A0CTYNa;

* Kanasi/lLlupuHa — pagnokaHas, Ha KOTOpoM paboTaeT 06Hapy)XeHHasi Touka JOCTyna;

* RSSI — ypoBEHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHaT OGHAPY)XXEHHOM TOUKM AOCTYna, ABM.

© Bo Bpems OCYyLLECTB/IEHNS CKAHMPOBaHWSA 3dmpa paanonHTEpPdeiic yCTpoiicTBa ByAeT OTK/IHUEH, UTO
NpvBEAET K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.
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6.4.5 MoameHo «KypHasn cobbIThii»

PykoBozacTBo no akcnyarauun WOP-30L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

LELTEX  wop-30L

MoHUTOPHHD Radio VAP WDS CeTeBtle HACTPOMKM
Wi-Fi knneHTs! 2 OBHOBMTE @ OumcTuTs
WDS
Nata u epema  Tun
CramucTika no Tpadey May 15 dasmon.infa
10:22:24
CranvposaHue schupa
May 15 daemon.info
AypHan cobaima » 10:22:24
Certesan MHDOPMaLMA May 15 daemon.info
10:21:59
Whchoprmauma o May 15 p inf
aguonHTepdeiicax ay 1o aemon.inio
pe i’ 10:21:59
WHdopuauma ob yoTpoicTee May 15 daemon.infa
09:57:06
May 15 authpriv.info
09:46:57
May 15 auth.warn
09:46:54

BHelwHWe cepaucel

Mpouecc

scanwlan[3085]

scanwlan[3085]

scanwlan[3085]

scanwlan[3085]

networkd[513]

weblogin[2251]

weblogin[2248]

CucTema - (Bbixoa)

Coobuwenme

scan on interface wilan1' finished

scan on interface ‘wlan{' finished

start scan on interface 'wlan1'

start scan on interface "wlan('

DHCP-client: Interface br0 ranaw lease on 10.24.80.120.

pam_unix(weblogin:session): session opened for user admin

pam_authenticate call failed: User not known to the underlying
authentication module {10}

+ [lama u spemMsi — pata n Bpems, Korga cobbiTre 6b1s10 CreHepypoBaHo;
+ Tun — KaTeropvs 1 ypoBeHb BaXXHOCTUN COOLITUS;
+ [Npoyecc — vmsA npoLecca, creHepupoBaBLLIEro COO6LLEHME,;
+ CoobuwjeHue — onucaHne coobITus.

Tabnuua 6 — OnncaHne KaTeropuin BaXXHOCTU COObITUI

YpoBeHb Tun BaXHOCTX COOGLLEHNI

0 UpesBblualiHble (emergency)

1 CurHans! Tpesoru (alert)

N o g b~ o w0woN

Kputnueckue (critical)
Owwn6ouHbIe (error)
MpeaynpexaeHus (warning)

YBepomneHnus (notice)

OTtnagouHble (debug)

MHdhopmaumoHHble (informational)

OnucaHue

B cucteme npousolsia kputndeckasi owmnéka,
cucteMa MOXeT paboTaTth HeNpaBUIbHO

Heo6xoayMo HeMeaIeHHOoe BMellaTelbCTBO B
cuctemy

B cucteme npomsoLuna Kputmyeckas owmoka
B cucteme npomsoLusia ownbka

MpeaynpexaeHne, HeaBapuiiHoe coobLieHne

YBeLOM/IEHNE CUCTEMbI, HEaBapuiiHoe CoobLLEeHME

NHdpopMaLyoHHble COOBLLEHUSI CUCTEMBI

OTnagouHble coobLeHUs NpefoCcTaBAoT
No/b30BaTeNto MHPOPMALIMIO A5 KOPPEKTHOIA
HaCTPOKN CUCTEMBI

[ns nonyyYeHnsa HOBbIX COOBLLEHNIA B XXypHaUs1e COObITUIn HEOOXOAMMO HaXxaTb Ha KHOMKY «OGHOBUTbY.

Mpy HEOGXOAMMOCTM BCE CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAa/IUTb, HAXKaB Ha KHOMKY «OUNCTUTb».
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6.4.6 TlNogmeHto «CeTeBas nHopmaunsa»

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

LELTEX  WoP-30L

MoHuTOpHHT Radio VAP WDSs CeTeBble HACTDOWKM BHewHWe cepeMcel Cucrema TR (BExon)
Wi-Fi knneHTel Craryc WAN
WDS WMHTepdefic brl

- MpoTtokon DOHCP
CramicTuka no Tpadmey

IP-agpec 10.24.80.120
CraHvposaHue adwpa
MpyHATo 2.5 Mban (2 651 554 GaiT)
Hyprian cobermuii Mepenado 3.5 M6aitr (3 619 904 Bairr)

Cetesan MHOPMALMA > Ethernet

Wrchoprau o CocTommme nopta  Up
paauorHTepdelicax

CropocTe 100

MHdopmauma ob ycTpolicTee

Oynnekc Full
ARP ~
Ne IP-agpec MAC-agpec
0 10.24.80.25 D&:5E:03:60:AD:F4
1 10.24.80.1 E0:D9:E3:ES:E1:40
2 10.24.80.45 D&:5E:D3:60:AD:F2

MaplwpyTsl ~

Ne WuTepdeic HazHaueunwne im0z Macka Dnaru
0 br 0.0.0.0 10.24.80.1 0.0.0.0 UG
1 br 10.24.80.0 0.0.0.0 255.255255.0 U

Craryc WAN:

* MlHmepdpelic — nms bridge-nHtepdelica;

* [Mpomoko/1 — NPOTOKO/, UCNoAb3yeMblid ansa goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpolicTBa BO BHELLHEN CETY;

* [IpuHSIMO — KONNYecTBO NPUHATLIX Ha WAN 6airT;

*+ [NepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6aiT.

Ethernet:

+ CocmosiHue rnopma — coctosiHue Ethernet-nopra;
+ CKopocmb — CKOPOCTb NoAKNtoYeHus no nopty Ethernet;
*+ Jynnekc — pexvm nepegayv gaHHbIX:

* Full — nonHbIi gynnekxc;

* Half — nonygynnekc.

ARP:
B ARP-Tabnuue cogepxuTcsa nHopmaums o cootseTcTeun IP- n MAC-afpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoicTsa.
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MapLipyThbl:

Wumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa Uin NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIi OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka noaceTty;

®1azu — onpefeneHHbIe XapaKTePUCTUKN AaHHOTO MapLupyTa.

CyLLEeCTBYIOT Clieaytole 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/SETCA NPOXOANMbIM;

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3ny;

G — ykasbIBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHW W3, CeTeBol MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/HOYEHEM. Bce npoyvie mapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyvaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLyM Ha NoKasIbHO cucTeme, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obl/1 06aBNeH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHunsi ICMP Redirect,
MapLUpPyT BK/OYaETCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx NakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary;

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/a MapLUpyTU3auun Ha NTOKasIbHOM cCUCTEME M NPUMEeHeHMs napameTpa mod;

A — yKka3blBaeT Ha 6ydhepun3oBaHHbIli MapLLpPyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP;

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa;

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBAsSeTcs O4WH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/bHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm;

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLLpPyTbI» CYLLECTBYIOT TO/IbKO B Bychepe MapLupyTusauuy;

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbLeBbiM (loopback) nHtepdpeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHUE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aunu;

I — ykasbIBaeT, UTO AeTarpammbl, HaNpaBnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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6.4.7 TMoameHto «VHopMaLmsa o pagnovHTepdencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WOP-30L.

elTeX  wor-30L

MoHuTopuHT Radio VAP WDs CeTeBkle HACTpoAkm BHewHue cepauncel Cucrema - (ebcom)
Wi-Fi knmeHTel Radio 2.4 Ty
WDS Cratyc BelxnioueHo

— ) T MAC-agpec B8 13E2:35:19:50
CTatucTvia no Tpadmky

Pestam IEEE 802 11b/g/n/ax
CranwpoeaHue schupa
Radio 5Tu
HypHan cobeImii
Cratyc BrimiocueHo
Cetesan uHgopmaLmA o
MAC-agpec 68:13E2:35:19:58

WHdpopraums o Pesaan IEEE 802.11a/n/ac/ax
paguouHTepdeicax »

WMhdpopmauma ob yeTpoiictes

PagnovHTepdelicbl TOUKM AOCTYNa MOryT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/TIOYEHOY.
Crartyc Kaxaoro u3 pagmonHtepdencos oTpaxaeTcs B OAHOUMEHHOM napameTpe «Cratyc».

Crartyc Radio 3aBMCUT OT TOrO, €CTb /11 Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasibHbIE TOUKU
poctyna (VAP). B cnyyae, ecnm Ha paanonHTepdeiice nmeetcst xots 6bl ogHa aktuBHan VAP, Radio 6yaet
HaxoAnTbLCA B cTatyce «BknoyeHo», nHaye — «BbIKNioYeHo».

B 3aBucmMmocTu oT ctaryca Radio Ana MOHUTOpPUHra A4OCTynHa cneayowas nHpopmayms:
«BbIK/HOYEHO:

+ Cmamyc — cOCTOsiHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec paguovHTepdieiica;
* Pexxum — pexum paboTbl pagnonHTepdpelica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — COCTOsIHUe paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnovHTepdieiica;

* Pexxum — pexum paboTbl pagnonHTepdpelica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas1 — HoMmep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeic;

* llupuHa kaHasna, MMy — WwupmnHa NoNockbl HacToT KaHasia, Ha KOTOpoM paboTaeT pagnonHTepdeiic.
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6.4.8 MogmeHto «MHopmaums 06 ycTpoincTee»

B nogmeHto «MHchopmauma 06 ycTpoiicTBe» 0TOOpaXKeHbl OCHOBHbIE XapakTtepuctukn WOP-30L.

ELTEX  woP-30L

MoHuTopuHR Radio VAP WDS CeTeBbie HaCTpPOIKH BrewHwe cepeucsl Cucrema TR (BbXOA)
Wi-Fi knueHTs! Wznenue WOP-30L
. AnnapatHan eepcuA vl
WDS

3asoackon MAC-agpec 68:13:E2:35:19:50
CrammcTika no Tpadmry
' CepriHbIA HoMep WP4EQDDD45

Cranvpoeanue admpa Bepcua M0

HypHan cobsimii Pesepexan sepcna MO
Bepcwa sarpyauuka
Cetazan uHbopMaLna PR 28mpy

CuctemHoe Bpema 15.05.2024 09:46:58
WHchopmalma o
pagvouHTepdelicax Bpema paboTs: 0 an, 00:47:21

Whdbopuawwa ob yeTpoiicTee » 3arpyaka LY %

WMenonezyeman naMATs 449 108 MGaiit / 241 MbaiT

£ 0bHOBUTL

* MI30esiue — HaMMeHoBaHMe MOAENN YCTPOCTBA;

« AninapammHdasi Bepcusi — Bepcusl annaparHoro o6ecneyeHns yCTpoicTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-unHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
N3roToBUTENEM,

+ CepuliHbili HOMEP — CEePWIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,;

* Bepcusi MO — Bepcusi nporpamMHOro obecnevyeHnst yCTponcTea;

* PesepsHas sepcus O — npegbiaywias yctaHoBieHHaa sepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysymka ycTponcTaa;

« CucmeMHoe BpeMsi — TeKyLLMe BPeMS 1 Aata, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUYEHMS NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepyska LIy — cpegHuii NpOoLEeHT 3arpy3ku npoLeccopa 3a nocnegHue 5 cekyHs;

* Yicrnonb3yemasi naMmsimb — NPOLEHT MCNONb30BaHMs onepaTMBHON NaMsTh YCTPOCTBA.
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6.5 MeH «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

6.5.1 MNoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

ELTEX WOP-30L

MoHHTOpUHT Radio VAP WDS CeTeBbie HAacTpOiik1 BHelUHKe cepBMcEl Cuctema - BLIXO,

Radio 2.4 Ty > OBwme
Radio 5 My Pexam IEEE 802.11b/g/n/ax b

JononHutensHo ABTOMaTUUSCKMA BrIBOp
KaHana

OI'pEIHH‘-MTk: CNYCOK KaHanoe /]

Lvpuna kasana, My 40 ~
OcHoeHolR kaHan Lower b

MouHocTs curdana, a6 16 ~

[ononHUTENkLHO v

* Pexum — pexum paboTbl MHTepdelica cornacHo cregyrowmmM cTaHaapTam:
+ |EEE 802.11ax;
+ |[EEE 802.11n/ax;
+ IEEE 802.11b/g;
+ |EEE 802.11b/g/n;
+ |EEE 802.11b/g/n/ax.

* ABmomamuyeckul B8bI60p KaHasia — Npu yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToMaTuyeckm
BblOMpaTb HAMEHee 3arpy>eHHblii pagnokaHan ans pa6otbl Wi-Fi-uHtepdpeiica. MNpu cHaTom donare
OTKpbIBaAETCA AO0CTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;

* Kanas1 — BbIGOp KaHana nepegayvn faHHbIX;

+ O2paHuyumsb CrucoK KaHasi08 — NpW yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UCnosib30BaThb
OrpaHNYeHHbI Nob30BaTeNeM CMUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TO4YKa gocTyna 6yaet BbiompaTtb pabounii KaHan 13 BceX JOCTYMHbIX KaHa10B AaHHOro
AmanasoHa yacToT. KaHanbl gnanasoHa 2.4 'uy: 1-13;

* llupuHa kaHasa, MMy — WnpunHa NoNockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuH1UMaeT 3HaveHusa 20 n 40 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb N3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTN CTaTUYECKN
3a/laHHOro kaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cyMTaTb COCTOSILLIMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW 06nacTu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHal UCNOb3YeTCs KNNEHTaMM, KOTOpble MNOAAEPXKMBAIOT TO/bKO
nosaocy nponyckaHusa kaHana 20 My,

« Upper — nepBnYHbIM KaHanoMm ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mlu;
* Lower — nepBUYHbIM KaHaI0M 6yAeT HMWKHUIA kaHan 20 MI'y, B nonoce 40 Mru,
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* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet
3HadeHue ot 0 go 16 abwm.

© B cnyuae, ecn B cnivicke «OrpaHnyunTL CMIMCOK KAHA0B» YKasaH HefloCTYMHbINA [15 Bbi6opa KaHaul, To

OH OyJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBast KOHMUrypauus 6bisia NpUMeHeHa Ha ToUke
JocTyna, B cnucke «OrpaHnymTb CNMCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CNMCOK KaHaU10B» yKasaHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoauT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcsl napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNUCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMOKa «BBefeHHbIe AaHHble cogepxar
OLWNGKN. I3MEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByAeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHauI0B», HE NOAXOAST Nog, onpeaeneHvne «OCHOBHO kaHas» = Lower.

B pasgene «[JoNo/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NO/HUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOWCTBa.

LNononHUTENBHO v

OBSS Coexistence
KaHankHan cKopocTb nepenaqu Auto v
KOpOTKMIA 33K THEIA MHTEpBan
STBC O
Mepuos oTNPasKK Cy#e0HbIX COOBLIEHHI, MC 100
Mopor parmexTaLuu 2346
Mopor RTS 2347
Arperauua
KopoTkas npeamdyna
LLlefinep Broadcast/Multicast, nak'c O
Wi-Fi Multimedia (WhM)
Pesxum paGoTsl DHCP Snooping ignore v

BKNOYMTE QOS O

* OBSS Coexistence — pexvmM aBTOMaTMYECKOro YMEHbLUEHWNS LUMPUHBI KaHau1a Npu 3arpyXeHHoM
pagmnoachmpe. MNpun yctaHOBNEHHOM ¢h/iare peXxxum BK/THOUEH,;

+ KaHa/lbHasi CKopocmb riepedaqu — (PUKCMpoBaHHas CKOPOCTb 6eCnNpPOBOAHON nepeaayn AaHHbIX,
onpenensiemas crneundukaunammn ctaHgaptos IEEE 802.11;

* Kopomkul 3awyumHbIl uHmMepsass — NoAAEePXKKa YKOPOUYEHHOro 3aLllMTHOrO HTepBasia. Touka gocTyna
nepeAaeT AaHHble, UICNO/b3ys 3alnTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
K/IMeHTaMu, KOTopble Takke NoAAepXMBatOT KOPOTKUIA 3alLMTHbIN NHTepBaUT,

+ STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HanNpPaB/IeHHbIM Ha NOBbILLEHNE
HaeXHOCTU nepefayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica BknoyaeT B cebs 802.11n. Mpun ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH

39



PykoBozacTBo no akcnyarauun WOP-30L

NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbIX coobweHUl, MC — Nepuog Nocbikn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHnumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepegayv LMpPOKoBELaTe/IbHOro/MyNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéotkv DHCP onuumn 82. JocTynHble 3Ha4YeHuA
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIO;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsaA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TUEHT;
*+ custom — 3ameHa 3HauveHuns napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa [0 52 CMMBOJIOB, KOTopas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTh
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec K/IMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiHaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAuTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHasa CTpoka Ao 63 CMMBOJIOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD.EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNiA obecnevyeHunss kauecTsa

o6cnyxusaHua (Quality of Service).

40



PykoBozacTBo no akcnyarauun WOP-30L

[na HacTpolikn obecnedeHnst KadecTsa 06CyXMBaHUS AOCTYMHbI cneayouwme QyHKUMK:
AP EDCA Parameters

Ouepeab AIFS cwMin cwMax TXOP Limit

Data 3 (®on) 5 15 . 1003 v 0

Data 2 (Best Effort)

&)
o
-
o
@
-
o

Data 1 (Bugeo) 1 - B

Data 0 (fonoc) 1

w
-
-~
-
IS

a1

Station EDCA Parameters
Oyepeae AIFS cwMin cwMax TXOP Limit

Data 3 (®on) ;

Data 2 (Best Effort)

w
3
-
o
=]
o
-
o

Data 1 (Bugeo) 2 - B

Data 0 (Tenoc) 2 3 v 7 v 47

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpadmk nepefaeTcs oT TOUKM
A0CTYyNa K KNMeHTy):

+ Oyepedb — npefonpeaeneHHble ovepean AN pasIMyHOro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/b, BbicOKas NPOMNyckHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHeENPMOPUTETHAs OYepPeb, CPeAHSA NPOMNyCcKHas COCOBHOCTb U
3a4epxkKa. B gaHHyo ovepeb oTnpasiseTcs 60/bWUNHCTBO TPaAULUMOHHBIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS 04epeb, MUHMMasIbHbIE 3aepPXXKn. B AaHHO
ouyepeamn aBTOMaTnyeckn obpabatbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHM
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHble 3aePXKn. B faHHOl
oyepeam aBTOMaTnyeckn obpabatbiBalOTCA AaHHbIe, YYBCTBUTE/bHbIE K BPEMEHW, Takne Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsa oxugaHusi kagpos (dppeliMoB)
[aHHbIX, N3MepseTcs B cnotax, npuHUMaeT 3HadeHmsa 1-255;

* cwMin — HavyaNlbHOE 3HaYeHVe BpEMEHM OXMUAAHUSA nepes NOBTOPHON OTNPaBKol Kaapa,
3aflaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHre cwMin He MOXET npeBbIWwaTb 3Ha4YeHne cwMax;

+ cwMax — MakCMasibHOe 3HaYeHne BpeMEeHN OXnaaHua nepes NoOBTOPHOW OTNPaBKOW kaapa,
3aflaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHve cwMax J0/MKHO ObITb 60/1bLLEe 3HaYeHNUs cwMin;

+ TXOP Limit — napameTp MCNO/b3yeTCA TONbKO ANS AaHHbIX, NepefaBaeMbIX OT CTaHLMN KIMeHTa
[0 TOYKKM gocTyna. Bo3aMOXHOCTb Nnepegayn — UHTepBa BpEMEHW, B MUIJIMCEKYHAAX, Koraa
knueHTckasa WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegavy AaHHbIX N0 6eCnpoBOAHON
cpefie K Touke A0CTyna, MakCumMasibHoe 3HavyeHne 65535 MunnncekyHa;

« Station EDCA parameters — Tabnumua HacTpoek napamMeTpoB CTaHUMK KnneHTa (Tpadmk nepeaaertcs ot
CTaHUMW KNMeHTa Ao Touku aocTyna). OnucaHwe noneli Tabnuubl NPUBEAEHO BbiLLE.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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6.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

ELTEX  WOP-30L

MaoruTopuHr Radio VAP WDS CeTesbie HacTpoiikn BhewHue cepancel Cuctema - BbIX0J],

Radio 2.4 [Ty 0bume
Radio 5 MTu> Pexam IEEE 802 11a/niac/ax v

JLononHMTENEHO ABToMETUUSCKMA BRIGOD
KaHana

OI'paHHLMTI: CMNMCOK KaHanoe

n 36 (5170 — 5210 MIy) X
44 (5210 — 5250 Mri) X

LWnpuHa kanana, MMy 40 ~
OcHoBHOM kaHan Upper ~

MowHocTs curHana, Abu 19 v

[ onNONHUTENEHO v

* Pexxum — pexum paboTbl nHTepdelica cornacHo ctaHgapTam:
+ |IEEE 802.11ax;
+ IEEE 802.11a/n/ac;
+ IEEE 802.11a/n/ac/ax.

« ABmomamuyeckul 8bI60P KaHasa — Npu yCTaHOBNEHHOM chiiare Touka 6yaeT aBToMaTnuyeckm
BblGMpaTb HaVMeHee 3arpy>KeHHblil pagnokaHan ans paéotbl Wi-Fi nitepdpelica. Mpu cHaTom chnare
OTKpbIBAETCH AOCTYN A1 YCTAHOBKM CTaTM4yeckoro paboyero kaHana;

* KaHas — BblIGOp KaHasa nepefayun faHHbIX;

+ O2gpaHuyums CrucoK KaHasi08 — Npu yCTaHOBNEHHOM ch/iare Touka AocTyna 6yAeT UCnosib30Barb
OrpaHnYeHHbI Nosib3oBaresieM CNUCOK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtne «OrpaHnYnTbL CNMCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO ToYKa gocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCcex AOCTYMHbIX KAHa/I0B AaHHOro
AnanasoHa 4YacTtoT. KaHanbl gnanasoHa 5 'u; 36-64, 132-144, 149-165;

+ WupuHa kaHana, MMy — wmnpmnHa nosaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT Touka AOCTyna,
npuHumaeT 3HaveHus 20, 40 n 80 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb N3MEHEH TOJIbKO NPW NPOMYCKHOM CNOCOGHOCTU CTaTUYeCcKu
3aZlaHHOro KaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cyMTaTb COCTOALLMM U3 ABYX kaHanos no 20
MT U, KOTOpble rpaHuyaT B YaCcTOTHOW o6nactu. 3Tu ABa KaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPWUYHbIM KaHasiaMu. MepBUYHbIA KaHa UCNOJb3YETCH KITMeHTaMu, KOTOpble NOAAEPXMBAIOT TO/IbKO
nosiocy nponyckaHusa kaHana 20 Mru;

* Upper — nepBnYHbIM KaHaloM ByaeT BepxHuii kaHan 20 My, B nonoce 40 MIy;
* Lower — nepBUYHbIM KaHa/10M 6yAeT HMKHWUIA kaHan 20 MIy, B nonoce 40 MIu.

* MowHocmb cueHasna, 0bm — perynnposka MoLHoOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HadeHue ot 0 go 19 gbwm.
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© B cnyuae, ecn B cnivcke «OrpaHNunUTL CMIMCOK KaHA0B» YKasaH HefloCTYMHbINA 15 Bbi6opa KaHaul, To

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonvaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

[ONONHUTENBHO ~

0OBSS Coexistence
KaHanbHaa cKopocTb Nepeaasn Auto v
Monnepxka DFS Brnio4eHo v

KOpOTKMit 3aLLMTHBIA MHTEpBan

STBC ]

Mepuog oTNpaskn cryxebHbiX COOOLEHHI, MC 100
ropor dparmeHTalun 2346

Mopor RTS 2347

<]

Arperauus

<]

KopoTkas npeambyna

LWeiinep Broadcast/Multicast, nak/c
Wi-Fi Multimedia (WMM)
Pexxum padotsl DHCP Snooping gnore v

BKnioMUTL QOS O

+ OBSS Coexistence — pexum aBTOMaTn4eCckoro yMmeHbLIeHWs WWPWHbI KaHasa npu 3arpy>XeHHoMm
pagnoadupe. MNMpu ycTaHOB/IEHHOM dhlare pexxnm BK/IHOYEH;

* KaHa/lbHasi CKopocmb repedaqu — (PUKCMpoBaHHasa CKOPOCTb 6eCnpoBOAHON nepeaayn gaHHbIX,
onpepensiemas crneundmkaumsammn ctaHgaptos IEEE 802.11;

+ lNoddepxxka DFS — mexaHn3m AMHaMU4YeCKOro Bblibopa YacToTbl. TpebyeT OT 6eCnpOoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp 1 nsberartb UCMOb30BaHNS KaHa10B, COBNaatoLmx ¢ KaHasiaMu, Ha KOTOPbIX
paboTaloT paamonokaunmoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/Il04EHO — MeXaHn3M Bblk/itodeH. DFS-kaHasibl He JOCTYNHbI 415 BbIO6OPa;
* BK/1l04EHO — MeXaHU3M BK/IHOYEH;
* [IpuHyoumesibHO — MexaH13M Bblk/toveH. DFS-kaHanbl 4OCTYNHbI 419 BbI6OPa;
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Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbiX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs 802.11n. Mpwn ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBMEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coo0bweHUl — Nnepuog nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ync/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaBGoTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKOIN npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINOHAETCS OrpaHnyeHmne
nepefayv LMpOoKoBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NMMAUT
AN LUMPOKOBELLATENbHOTO Tpadgvka B NosIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéotkm DHCP onuuun 82. JocTynHble 3Ha4YeHnA
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne No YMOHaHNIo;
* remove — To4YKa AOCTyna yaasiseTt 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha uMs SSID, K KOTOPOMY NMOAK/THOHEH K/TNEHT;
* custom — 3aMeHa 3Ha4yeHus napametpa CID Ha 3HayeHue, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEeH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cCMMBO/IOB, KoTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD.EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;
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* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.
* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKLUNiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
qupe,qh AIFS cwMin cwMax TXOP Limit

Data 3 (Q@oH) 7 15 . 1023 v 0

Data 2 (Best Effort)

Data 1 (Buaeo) 1 5 .

Data 0 (Tonoc) 1

Station EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit

Data 3 (®ox) 7 5 v 1023 ¥ 0

Data 2 (Best Effort) 3 15 v 1023 v 0

Data 1 (Buaeo) 2 7

Data 0 (Tonoc) 2

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepenaeTcs OT TOUKU
L0CTYNa K KNINEHTY):

+ Ouepedb — NpeponpeseneHHble ovepean 418 passiMyHoro poga Tpaduka:

+ Data 3 (®0OH) — HU3KOMPUOPUTETHAS OYEPEAD, BbICOKAsH MPOMNYCKHAsi CMOCOBHOCTb
(npuoputeTsl 802.1p: cs1, cs2);

+ Data 2 (Best Effort) — cpegHenproputeTHasi ouepespb, CPeaHss NPonyckHasi CMOCOGHOCTb U
3azepxka. B gaHHyto ovepeb oTnpaBnsAeTca 60/bLUMHCTBO TPAAULMOHHbIX IP-gaHHbIX
(npuoputeTsl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKOMPUOPUTETHAS OYEPEb, MUHUMASIbHbIE 3a4EPXKKN. B faHHO
ouyepeam aBTOMaTnyeckm obpabatbiBaOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHU
(npuoputeTsl 802.1p: cs4, cs5);

+ Data 0 (lo/10c) — BbICOKONPUOPUTETHAS 0Yepesb, MHUMa/TbHbIE 3aAePXK1. B aaHHoO
ouyepean aBTOMaTnyeckm o6pabartbiBaOTCA AaHHbIE, HYBCTBUTE/IbHbIE K BpEMEHW, Takmne Kak
VolP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi kagpos (dpeliMos)
[aHHbIX, U3MepAETCs B c/1oTax, npuHMMaeT 3HadeHns 1-255;

* cwMin — HavaNlbHOE 3HaYeHVe BpeMeHV OXUAaHusa nepes noBTOPHONM OTNPaBKol Kaapa,
3afiaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXET npeBbilaTh 3HadYeHne cwMax;

* cwMax — MakCc/MasibHOe 3HavYeHne BpeMEHN OXNAaHUA nepes NoBTOPHOWK OTNPaBKoi kaapa,
3afiaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HaueHune cwMax Ao/MKHO ObITb 60/bLUE 3HAYeHMS cwMin;

* TXOP Limit — napameTp NCMNOJb3yEeTCH TOMbKO A/19 AAaHHBIX, NepefaBaeMbiX OT CTaHUUN KTMeHTa
[10 TOYKM gocTyna. Bo3MOXHOCTbL nepefayn — MHTepBasl BDEMEHM, B MUIIMCEKYHAAX, Koraa
knueHTckas WME-cTaHums numeeT npasa MHMLMNPOBATL Nepegady AaHHbIX N0 6ecnpoBOAHOM
cpefie K Touke A0CTyna, MakCuMasibHoe 3HavyeHne 65535 munnuncekyHs,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMK KineHTa (Tpadvk nepegaercs ot
CTaHUMM KNVEeHTa [0 TOYkM AocTyna). OnvcaHue nonei Tabnuubl NprBeAeHo Bbille.

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmMmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHUTb». [INs OTMEHbI M3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.5.3 ToameHto «[onoNHUTENbHO»

B nogmeH10 «L,oNOMHUTENbHO» OCYLLECTB/AETCA HACTPOIKa AONOHUTE/bHBIX NapamMeTpoB
paavonHTepencos ycTpocTea.

ELTEX woP-30L

MoHuTopUHr Radic VAP WDSs CeTeBtie HACTPOMKM BHelwHwe cepemcel Cucrema - (BeXOA)

Radio 2.4 Ty [ONonHUTENEHO

Radio 5 Ty Crpana Poccua v [ PasBnokupoeaTe

ImoBansHan uzonALMA O

L ononHuTensHo >

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOI paboTaeT Touka goctyna. [nsa Bblbopa CTpaHbl HYXXHO
BbICTaBUTb hiar «PasbnoknpoBarby». B 3aBUCMMOCTI OT yKa3aHHOIO 3Ha4YeHus 6yayT NpYMEHEHbI
OrpaHNYeHns K No10Ce YacToT M MOLLHOCTU NepeaaTymnka, KoTopble AeCTBYIOT B faHHO cTpaHe. OT
YCTaHOB/IEHHOW CTPaHbl 3aBUCUT CMMCOK AOCTYMHbIX YACTOTHbLIX KAHA/I0B, YTO BAINSIET HA
aBTOMaTU4YeCKuUin BbIGoOp KaHana B pexnme Channel = Auto. Ecnv knueHTckoe o6opyaoBaHue
NILEH3MPOBAaHO AN151 UICNO/Mb30BaHNS B APYroM pPermoHe, BO3MOXHO, YCTAaHOBUTb CBA3b C TOUKOM A0CTyna
B TAKOM C/lyyae He yaacTcs.

© Hactpoiika nokasibHbIX (perMoHasibHbIX) orpaHUYeHuii, BKIouas paboTy Ha paspeLleHHbIX
YaCTOTHbIX KaHaax 1 BbIXOAHON MOLLHOCTH, ABNSETCA OTBETCTBEHHOCTLIO MHCTA/IISITOPOB.

° Bbl60p HEMNnpaBW/1IbHOIO pernoHa MOXeT NMPuUBECTN K npo6nemaM COBMECTUMOCTHU C pa3HbIMU
KNMNEHTCKNMMN yCTpOVICTBaMI/I.

* [7106a/1bHas u30/154usi — Npu yCTaHOB/IEHHOM dofiare BK/toHaeTCs U30M1aums Tpadouka Mexay
KnneHtamm pasHbix VAP 1 pasHbix pagnovHTepdelicos.

[ns BCTyNneHus B Cuy HOBOW KOHAMIypauun 1 3aHeceHnss HaCTPoeK B 3HEProHe3aBnCMyo nNamMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».

46



PykoBozacTBo no akcnyarauun WOP-30L

6.6 MeH «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

6.6.1 TMogmeH «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTyasibHOW ToUKM B pasgenax VAPO-VAPG.

=LTEX  wop-30L

MoHHTOPHHT Radio VAP WDS CeTesbie HacTPOWRN BHeWwHHE cepenchl CHcrema - (ebix0m)

CymmapHo > 24Ty 5Ty
241y Pexun
Peskim Tpancnuposats  Band VLAN  General Msonauus
50y VAP  Brnwueso GesonacoctW  VLANID SSID SSID Steer Trunk  Mede General VLANID ~ aBoHeHTOB
VAPD Bitniosero Is) WOR-30L_2 45Hz O s O
VARPT O Baliniseso WOP-30L_2 4GHz-1
VAPZ DO Esiiniosetio WOP_30L_2.4GHz 2

VAP3 [ Buiinioserio WOP30L_3 4GHz 3

MokasaTe Boe

* VAPO-VAP6 — nopsifikoBbIi HOMeP BUPTYa/IbHOWN TOYUKM AOCTYNa;

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM dofiare BUPTYyaUibHas TouKa AOCTyNa BK/IOYEHA, MHAaYe — BbIK/THOYEHE;

* Pexum 6e3onacHocmu — TN WNPOBaHNS AaHHbIX, UCMONb3yeMbIii Ha BUPTYa/IbHOW TOUKe A0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHuMaTbes MeTka npu nepegadve tpaduka Wi-Fi knnenTtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbI
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHoBMEHHOM chiare BKKOYEHO BellaHue B adonp SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1iare akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl PYyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kKaxaoM pagvonHTepderice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM ¢hiare aboHEeHTY nepefaeTcs TermpoBaHHbIn Tpaduk;

+ General Mode — npu ycTaHOB/IEHHOM (hflare paspeLuaercs nepegadya HeTermpoBaHHoro Tpadgvka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

*+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka 1 Tpadmk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [pu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewmBaTbcs meTka General VLAN ID;

* U3on1syus aboOHEHMOB — NPV YCTaHOB/IEHHOM (piare BK/THOUYeHa U30/14LuMa Tpadimka Mexany KnmeHTamu
B npefenax ogHoi VAP.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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(TE

MonmTopuHr Radio

X

VAP

CymmapHo
24MMy>

5My

WOP-30L

WDSs CeTEBLIE HACTPOMEM BHewrwre cepancel

VAPO | VAP1  VAP2  VAP3
OfLMe HAcTpoik1

BrnioueHo

WLAN 1D

SSID

Tpancnuposats SSID

Pexum Band Steer

WLAN Trunk

General Mode

WzonAums aSoHeHTos

Mogpepsxa 50211k

Pennukaums Mulicast

Mpwopurer

Peskima Minimal Signal

MurnMansHbii yposeHs curiana, ABm

Topor ypOEHA CHIHANA NPW POYRMKKTE
ABm

WHTepean Minimal Signal, ¢
MarCcHMansHoe KOnMYeCTEO KITHMEHTOS
Pesxmie BesonacHocT

Mogaepsxa 802.11r

Pestan OWE Transition

VAP4  VAP5  VAPS

WOP-30L_2 4GHz

DSCP

-100

-100

10

0

Buiknioueno

none v

O6u1me HaCTPOIKU:

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM doyiare BUPTyaUibHas Touka JOCTyna BK/IOYEHa, MHayYe — BbIK/THYEHa;

+ VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumaTbca MeTka npu nepegade tpadmka Wi-Fi knneHTtam,
NOAKNOYEHHBIM K gaHHoi VAP. MNpy npoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETETMPOBAHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETK;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKAKOYEHO BellaHne B adinp SSID, nHave —

BbIK/TIO4HEHO;

* Pexum Band Steer — npun ycTaHOBEHHOM ¢hlare akTMBHO MPUOPUTETHOE NOAK/IOYEHME KNneHTa K 5 Ty,
ceTun. Ans paboTbl PyHKLMM HYXXHO co3aaTb VAP ¢ oanHakoBbiM SSID Ha kaxaom paanonHTepdieiice un

aKTMBMPOBAaTb Ha HUX napameTp «Pexum Band Steer»;

« VLAN Trunk — npu yctaHoBNneHHOM chniare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;

+ General Mode — npu ycTaHOB/IEHHOM chflare paspeLlaercs nepegadya HeTermpoBaHHoro Tpadvka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHoM pexumve VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHMmatbcsa meTka 1 Tpadmnk atoro VLAN npoiiget Ha
KnueHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBelwmBaTbca meTka General VLAN ID;

* U3on15yus aboHEHMOB — NPW YyCTaHOBNEHHOM ch/iare BK/IKOYEHa N301auua Tpadouka Mexay KnneHtamm
B npegenax oaHoii VAP;

*+ lModdepxka 802.17k/v — BKNOUNTb Noaaepxky ctaHagaptToB 802.11k/v Ha BUpTyasibHOW TOUKe A0CTYnNa;

* Pennukayusi Multicast — npu yctaHoBneHHom chnare Multicast-Tpachmk B CTOPOHY KMEeHTOB ByaeT
npeo6pa3oBbiBaTbCA B Unicast 40 kax4oro kaveHTa, Npu OTK/II0YEHHOM — NPOXo4uTh 6e3

Moandmkaum

7;

« Mpuopumem — BbI6GOP crocoba npuopuTHU3aLmn. OnpeaensieT nosne, Ha OCHOBAHMM KOTOPOro Tpadivik,
nepegatwoLuiics B pagvnovHTepdeiic, byaet pacnpenenatbes no ouepeasm WMM:
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+ DSCP — 6ypeT aHanuauposatbcs npuoputeT 13 nons DSCP 3aronoeka IP-naketa;

+ 802.1p — 6yneT aHanu3uposaTtbcst NpuopuTeT 13 nons CoS (Class of Service) TermpoBaHHbIX
MakeToB.

+ Pexum Minimal Signal — npy ycTaHOBNeHHOM hnare dyHKUUSA OTKIo4eHns knnenTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
Heob6X04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/Xe KOTOPOro NPOUCXOANT
OTK/IHOYEHVE KIMEHTCKOro 060pyA0BaHNsA OT BUPTYasibHON CeTu;

* [lopoe yposHs cuaHasia npu poyMuHae — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp JO/MKEH ObITh Bbile, YeM «MUHUMa/IbHbIU YPOBEHb cu2Hasa». ecnv «MuHuUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymMuHae» OOMKEH ObiTb
paBseH, Hanpuwvep, -70 gbm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTEYEHNN KOTOPOro NPUHUMAETCA peLleHne 06
OTK/THOYEHUM KNIMEHTCKOro 060pyA0BaHns OT BUPTYasIbHOM CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/IbHO AOMYyCTUMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHOW CEeTU KIIMEHTOB;

* MFP — 3awuta management-kagpos (gocTynHo npu pexmme 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexrimos
6e3onacHocTn MFP nepesoautca B coctosiHue OmkJ/1io4eHo, Npuy Bbibope pexnma 6e3onacHocT
WPA3, WPA3-Enterprise, MFP nepeBoguTcsi B COCTOSIHVE BK/IHOYEHO):

* Omk/1o4eHOo — 3almMTa management-kagpoB OTK/IIOYEHS,;

+ OnyuoHa/ibHO — 3almnTa paboTaeT, ecnv KNMeHT nogaepxmeaet MFP. KnneHTbl 6e3 nogaepxkm
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/1o4eHOo — 3almTa BK/IH0UYEHa, KNMeHTbl, He nogaepxusatrowme MFP, nogkioumMtsCca He MOryT.

* Pexum 6e3onacHocmu — pexum 6e3onacHocTy focTyna Kk 6ecnpoBOAHON CeTu:

* BbIK/IlO4EHO — HEe UCMNO/Mb30BaTh WNpoBaHve 414 nepegadn AaHHbIxX. Touka focTynHa ans
NOAKM0YEHMA NOOro KNneHTa. 1A ceTell OTKPbITOro TMMNa MOXHO AOMONHUTENIbHO HACTPOUTL
«Pexum OWE Transition'». B 3TOM rno/ne Heo6xoA1MO yKasaTk MHTEPEEC C TUMOM WNGPOBaHMS
OWE, ¢ koTopbIM 6yAeT ycTaHOB/IEHA CBA3b;

« OWE (Opportunistic Wireless Encryption) — meTop, LUMPpOBaHKs, 06ecneyrBaroLLmii 6e30nNacHOCTb
[laHHbIX, NepefaBaeMblX N0 He3alUMLLEeHHOW CEeTH.

Mpwn aTOM OT nosb3oBaresnel He TpebyeTca KakMX-To AONOSTHUTENbHbIX AENCTBUIA U BBOAA Napons
[ANA NoAKNoYeHNA K ceTu. MNpy BbIGope AaHHOro pexuma oTobpaxaeTcsa HepefakTpyemoe

none «Pexum OWE Transition'», yka3blsatoLee MHTepelic ¢ OTKPbITLIM TUMOM LUNGIPOBAHNS, C
KOTOPbIM HAaCTPOeHa CBA3HOCTb B TEKYLLMIA MOMEHT;

© T«Pexum OWE transition» o6ecneunsaet obpatHyto coBmecTumocTb ¢ WiFi-knneHtamn,
HenoaaepXxmBawLnmMm ayteHTudmkaumo OWE. Mpu nonbITKE NOAKAOUYEHUS K OTKPLITOM CETH, rae
HacTpoeH «Pexnm OWE transition», knneHT, nogaepxusatowimii OWE, nogkniountcs K indpoBaHHOM
CETU, HACTPOEHHOI Ha YKasdaHHOM MHTepdieiice, a KNMeHT, Henogaepxusarowmin OWE, nogknoumnTcs K
TekyLlel OTKPbITOM CeTK 6e3 LN poBaHUs.

+ WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LundppoBaHus, npun Bel6ope 04HOro 13
cnoco6oB 6yaeT AOCTyMHa cneayoLwas HacTponka:

* Koy WPA — kntoy/naposib, HE06X0AMMbIA 4118 NOAKIYEHUSA K BUPTYaslbHOWN TOUKe
goctyna. [yivHa kntoya coctasiser ot 8 o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WMdpoBaHUSA kaHana 6ecnpoBOAHON CBA3N, NPU KOTOPOM K/MEHT
aBTOPU3YyeTCA Ha LeHTpannsoBaHHOM RADIUS-cepsepe. [1/19 HACTPOVKN fAaHHOIo pexnma
6e3onacHocTn TpebyeTca ykazaTb napameTpbl RADIUS-cepBepa. Takxke TpebyeTcs ykasaTb K/iou
ana RADIUS-cepsepa.

Mpw BbIGOpE onpeaeneHHoro pexrMa 6e3onacHocT 6yayT AOCTYMNHbLI Cneayowme HacTPOVKM:
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Pexa BeaonacHocTn WPA2/WPA3-Enterprise v
MFP OnuMoHaneHo A
PMKSA k3wuposanue 0
Mopaepxka 802.11r
Bpyunyio
FT-over-DS O
Kniou moBunsHoro goctyna RO root
Knroy moSuneHore goctyna R1
Wpenmudbmkatop mobunsHoro 0
AoMeHa
Berpeunbid MAC-appec
MAC- YoaneHHbIA KMoy YoaneHHbIA KMoy RRB RRB
Ne appec mobunsHoro goctyna RO mobunsHoro goctyna R1 wmod RO knioy R1
+ [lobaguts CeephyTe

« MFP — 3awmuta management-kagpoB (gocTynHo npu pexmme 6esonacHoct WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexrMmos
6e3onacHocTn MFP nepeBoauTca B cocTosiHue OmkJ/1o4eHo, Npuy Bblbope pexnma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoanTcsi B COCTOSIHVE BK/IHOHYEHO):

+ Omk/1o4eHo — 3amTa management-kaZpoB OTK/IIOYEH3,

+ OnyuoHa/sibHoO — 3awmuTa paboTaeT, ecnu KNNMeHT nogaepxunsaet MFP. KnveHTbl 6e3 noaaepxku
MFP moryT nogkniountbes K gaHHoi VAP,

* Bk/1oyeHO — 3almTa BKIKYEHa, KIIMEeHTbI, He nogaepxmsatowme MFP, nogknountbca He MoryT.

* PMKSA kawuposaHue — thnar ynpas/isieT BK/IIOYEHNEM KILLIMPOBaHMA NHOpMaLMN O NOAK/THOYEHNN
Enterprise-knueHTa. Mpun BKIOYEHUM AaHHOWN (DYHKLUUKN TOYKa AO0CTYyna 3anoMUHaET K/IMEHTCKoe
YCTPOWCTBO Noc/fe aBTopmusauumn Ha 12 yacoB 1 He TpebyeT NOBTOPHON ayTeHTUmkaumm Ha RADIUS-
cepBepe Npu NOAKIYEHUN B TEYEHNE 3TOr0 BpeMeHu. Bk/ioueHre faHHOW oyHKUMN coKpallaeT Bpems
pOYyMUHra npv BO3BpaLLeHun KNueHTa Ha Touky B pexume WPA Enterprise. HacTpolika focTynHa TO/1bKO
npu pexumax 6e3zonacHocTtu Enterprise;

+ 802.17r — pyHKLMOHaN BbICTPOro POyMUHra, paboTaeT TOIbKO C KNIMeHTaMu, KOTopble NoAAepPXUBaKT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r BO3MOXEH TOMbKO Mexay VAP ¢ peXMMom 6e30MacHOCTM
WPA2 u Bblwe:

+ lModdepxka 802.71r — BKNIOUNTb NogaepXKy cTaHgapTa 802.11r Ha BUPTYasibHOM TOUKE A0CTYNa,;
* Bpy4Hyr0 — Nnpun yCTaHOB/IEHHOM dp/1are nosiBNSAeTCA BO3MOXHOCTb PYUYHOW HACTPONKK
napameTpoB POYMUHTa;
* FT-over-DS — BkntoveHue pexnma «Over the DS»;
* Koy MobusibHo20 docmyrna RO — yHUKasbHbIR KN4 ans gaHHoi VAP, Hanpumep, cepuidHbIi
HOMep;
* Kntoy mo6busibHo2o docmyna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAPbI
ifconfig);
* VloeHmuchukamop MobuU/IbHO20 OOMEHA — HOMEP TPYNMbl, B paMKax KOTOPOI MOXET ObITb
COoBepLUEeH PoyMUHT. MpuHumaeT 3HavyeHns ot 0 go 65535;
+ BcmpeuHbili MAC-adpec:
+ MAC-adpec — MAC-agpec VAP-uHtepcelica BCTPEUYHON ToUkn gocTyna. MakcumasibHoe
KonmyecTBo — 256;
* YOasieHHbIl K14 MO6U/IbHO20 docmyrna RO — yHUKanbHbIA KoY, A0/MKEH coBnajaTb C
«Kntoy mobunbHoro aoctyna RO» Ha VAP BcTpeuHol TA;
* YOasieHHbIl K4 Mobu/ibHo20 docmyna R1T — MAC-agpec VAP Ha BcTpeyHoii T/,
* RRB ko4 RO — cnyvaiiHblii kntod. He gomkeH cosnagath ¢ «RRB kou R1», HO 0653aTesibHO
[o/mKeH coBnagatb ¢ «RRB knod R1» BcTpeyHoid TA. AnuHa knova — 16 CMMBO/IOB;
* RRB ko4 R1 — cnyvaiiHblii kntod. He pomkeH cosnagatb ¢ «RRB ktou RO», HO 0653aTesibHO
[omkeH cosnagatb ¢ «RRB ktou RO» BcTpeyHon TA. AnvnHa knova — 16 CMMBOSIOB.
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RADIUS:

RADIUS

Homewn root
|IP-agpec RADIUS cepespa 192 168.0.1

Mopt RADIUS cepeepa 1812

®

Mapone RADIUS cepeepa
Mcnoneaoeate akkayHTHHN yepes RADIUS

Mcnons2oBate gpyrue HacTpolik anA
aKKayHTUHIA

IP-agpec RADIUS cepeepa anA 192.168.0.1
AKKAYHTHHA

Mopt RADIUS cepeepa AnA akkayHTWHMa 1813

Mapone RADIUS cepeepa onA akkayHTUHIE

®

I'Iepmop,w-lecr{aﬂ OTNpaBra arkayHTHHIa

MHTepEan OTNpPaEKM aKKayHTHHIA 600

+ [lomeH — flOMeH nonb3oBaTtens;
+ IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa;
* Mopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOPbIA NCNOMb3YeTCsA A8 ayTEHTUANKALMA 1
asTopusauuu;
* laposb RADIUS-cepsepa — naposnb s RADIUS-cepBepa, nCnonb3yemoro 4J/1s ayTeHTugukaumm um
asTopusauuu;
* Vlcnosnib308ameb akkayHmuHe Yepe3 RADIUS — npu ycTaHOB/eHHOM donare 6yayT oTnpas/isaTbCcA
coobuweHuns «Accounting» Ha RADIUS-cepBep;
* Mcnonb3os8amb Opyaue HacmpoUliku 0719 akkayHmuHaa:
+ IP-adpec RADIUS-cepsepa 0511 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro a/is
aKKayHTUHa,;
*+ lNaposnb RADIUS-cepsepa /151 akkayHmuHa2a — naponb s RADIUS-cepBepa, ncnonb3yemoro ass
aKKayHTUHra,;
+ Mopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTOPbI 6yAEeT UCNOMb30BaH A/151 cbopa akkayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IOUYUTb NEPUOANYECKYIO OTMPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBas 0TNpaBky COOOLLEHNA MOXHO B none «/HTepBan
OTMPaBKM akKayHTUHIa».
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[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika nopTasibHOM aBTOpPU3aLNK:

|_|D|:IITEJ'II:-H df aBTOpHU3aUKnA
BrmoquTe

HaseaHwe BMpTyansHoOr NopTana default

Afpec OnA NepeHanpPaEneHinA hitpui192.168.0.1:5080/eltex_portal/

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBaresiein B ceTn 6yaeT Npon3BoanTbLCA
nocpeacTBOM BUPTYasIbHOTO NnopTasna;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo noprasa, Ha KoTopblii 6yAeT nepeHanpas/eH
nosb30BaTesb NPu NOAKIYEHUM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — apec BHELLHEro BUPTYasIbHOroO nopTasa, Ha KoTopblid byaeT
nepeHanpasfieH nosib3oBarteslb NPU NOAK/IYEHNN K CETU.

OrpaHnyeHnsa CKOPOCTU:

CrpaHWHEHHA CHOPOCTH

BrmcusuTe

VAP Limit Down 0 KOUTIC
AP Limit Up 0 KOWTIC
STA Limit Down 0 KOUTIC
STA Limit Up 0 KOWTIC

* Br/1o4umb — aKTMBUPOBAaTh NOJIe HaCTpoek;

+ VAP Limit Down — orpaHu4eHue nNponyckKHom CnocoBHOCTM B HanpaBeHUN OT TOUKM AocTyna Ao
KMEHTOB (B CyMME), NOAK/THUYEHHbIX K AaHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHvie NponyckHOW CNoCOBHOCTM B HAnpaB/eHUN OT K/IMEHTOB (B CyMMe),
NoAKNHYEHHbIX K AaHHol VAP, 0o Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHMyeHne NponyckHOM CnoCO6HOCTX B HaNpaB/ieHMU OT TOUKK AoCcTyna Ao
KTMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKNOUEHHbIX K AaHHON VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (Kaxaoro B
0TAENbHOCTM), NOAKNOYEHHbIX K AaHHOI VAP, 1o Toukn aoctyna, K6ut/c.
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KoHTponb goctyna no MAC:

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KoHTponk goctyna no MAC

BrneoweHo
MonumiEa JanpetHTe e

Cnucox MAC-adpecos mycm

* Bk/1to4eHO — Npun yCcTaHOBNEHHOM (hriare 6yaeT pabotarb BblbpaHHasA NoNnTKa A0CTyna,;
* lMosnumuka — nNonuTnKa Joctyna. Bo3moXxHble 3HaYeHus:
« 3anpemums — K gaHHoi VAP GyaeT 3anpeLeHo nogkitovatbes knmeHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTasibHbIM [OCTYN ByAeT paspeLlen;
* Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogkntoyarbes TobKo TeM kimeHTam, MAC-
ajZipeca KOTOpbIX COAepXarcs B Cnucke. BceM octasibHbIM AOCTYN GyAeT 3anpeLleH.
+ Cniucok MAC-adpecos — cnvcok MAC-aapecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1an 3anpeLueH A4oCTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

[na Toro 4To6bl 106aBUTL aAPEC B CMINCOK, HAXKMUTE KHOMKY 1 B nosiBuBLUEMCS none BeeanTe MAC-aapec.
UTo6bl yaanuTb agpec U3 Cnucka, HKMUTE KHOMKY E B COOTBETCTBYHOLLEW CTPOKE.

Ecnu BO3HMKNA HEo6XoAMMOCTb A06aBnTb B cnMcok MAC-aapec KaneHTa, KOTOpbI B AaHHbIA MOMEHT
NOAK/IYEH K 6a30BOI CTAHUUKN, HAKMUTE B KOHLLE CTPOKM KHOMKY |:| N BbIOEPUTE HYXHbI agpec 13 C1cKa,
OH aBTOMaTM4eckn AobasuTCA B Nose.

Mo ymonuaHuio B cnncke oTtobpaxaercs Ao 10 agpecos. [ Toro 4to6bl yBUAETb NOJHbIV CIUCOK B Cyvae,
€C/n OH coaepxmnT 6onee 10 aapecoB, HAXXMUTE KHOMKY «IokazaTb BCE».

10 E0:D9:E3:7A:BE:CO A x

Mokasatb BCE

[Nsi BCTYN/IeHUSI B CW/Ty HOBO KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHWIA HaXXMUTE KHOMKY «OTMEHA».
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6.7 MeHw «WDS»

B meHo «WDS» BbINo/HAETCA HacTpoiika 6ecnpoBogHbIX MocToB Mmexay WOP-30L.

© Mpu koHduryprposaHu WDS-coeuHeHNsi HeO6X0AMMO, YTOBbI Ha YCTPOMCTBAXx, KOTopble ByayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

6.7.1 TogmeHto «WDS»

clTeX

MoruTopuHr Radio VAP WDS

WOP-30L

ETEBhIE HACTPONKM BHewHve cepaucsl Cucrema - BbIX0,

WDS > 241y 50y,
BrnioueHo m

Pexon GesonacHocTi BoikntoueHo v

MAC-aapec 6813 E2:35:19:50
paguouHTepdelica

MHTepdencsl WDS

WHTepcpeiic

wlan0-wds0

wlan(-wds1

wilan0-wds2

wlan0-wds3

Berpeunsit MAC-appec

Kananshas CKOpOCTE nepea4u

Auto

Auto

Auto

Auto

Bo Bknagkax «2.4 I'Tu» n «5 I'u» BbIGMpaeTcs pagmonHTepdgienc ycTponcTea, Ha KOTOPOM HeEOBX0AMMO
nocTpouTbL 6eCcnpPoBOAHON MOCT.

* Bk/1o4eHO — Npu yCTaHOB/IEHHOM (pnare pPeXxnm 6GCI'IpOBOﬂ,HOF0 MOCTa BK/1lO4EH, UHa4Y€ — BbIK/TIOYEH,

* Pexxum 6e3onacHocmu — pexuM 6e30nacHoOCTV A0CTyna K 6ecrnpoBOHON ceTu:
* BbIK/O4YUMB — He UCMO0/b30BaTh LUNGPOBaHME ANs Nepeaayn gaHHbIX;

« WPA2 — cnoco6 LungpoBaHus, Npu BbiGope KOTOporo 6yaeT A0CTyMNHa creaytoLas HacTpoiika:

* Knrou WPA — knitou/naposb, Heo6XoaAnMbIii 415 NOAKMIOUEHUS K BCTPEUHOI TOUKe A0CTyna.

[nvHa kntoya coctasnisieT oT 8 o 63 CMMBO/IOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagnonHTepdieinca gaHHOro yCTponcTea;

* MIHmepgpelic — Bbl6OP 1 BKNtoveHne WDS-uHTepdpeiica, Ha KOTOpoM GyaeT NOCTPOEH 6eCcnpoBOAHONA

MOCT;

* BcmpeuHbili MAC-adpec — MAC-aapec paavonHTepdieica BCTPEUHOro yCTPOMCTBA, 40 KOTOPOro
HacTpanBaeTcsa 6ecnpoBOAHON MOCT;

+ KaHasibHasi ckopocmb repedaqu — OUKCUPOBaHHas CKOPOCTb 6eCNpOBOAHON Nepefayn AaHHbIX,

onpeaensiemas cneundukaunsamm ctaHgaptoB IEEE 802.11. ns kaxaoro nHTepdeiica BbibnpaeTcs

VHAVBUAYaSIbHO.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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PykoBozacTBo no akcnyarauun WOP-30L

6.8 MeHto «CeTeBble HaCTPONKN»

6.8.1 MogmeHto «CncTtemMHas KoOHUrypauus»

=LTEX  woP-30L

MoruTopuHr Radio VAP WDS CeTeBble HacTpolikA BHeWHWe cepBmcsl CucTema - (ebixon)

CucTemsan KoHdmrypauwa » MmA xocTa WOP-30L
Joctyn Feorpadiueckuii goMeH root
VLAN ynpaenssua Terminating ~
VLAN ID
MpoToron DHCP ~
Mepemubeid DNS

Bropuuneii DNS

* VIMs1 xocma — ceTeBoe 1MS YCTPOWCTBa, 3agaeTcs cTpoka 1-63 CMMBONOB: TaTUHCKUE 3araBHble U
CTPOUHble BYKBbI, LMPbI, 3HAK Aedurc «-» (Aednc He MOXET ObITb NOC/IEAHUM CYUMBOJ/IOM B UMEHN);

+ leoepachuyeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTembl ynpasneHms EMS, B koTopom
pacnonaraetcs Toyka fOCTyna,

+ VLAN ynpasneHus:.

* BebikoyeHo — VLAN ynpaBneHus He Ncnonb3yeTcs,;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHMPYETCS Ha Touke AocTyna (B 3Tom
crlyyae y K/IMEHTOB, NOAK/IOUEHHbIX Yepe3 paanovHTepdeiic, HeT aocTtyna Ao aaHHoro VLAN);

* Forwarding — pexwum, npu kotopom VLAN ynpasneHus nepefaercs Takke B paguonHTepdeic
(npv cooTBeTcTBYHOLLEN HAacTpoiike VAP).

* VLAN ID — vpeHTudmkatop VLAN, ncnonb3dyemsblil on1s AoCTyna K yCTPOUCTBY, NPUHUMAET 3HaYeHus 1-
4094,

+ [Mpomokos1 — BbIGOP NPOTOKOA, N0 KOTOPOMY ByAeT OCyLLecTBIATLCA nogknoyeHune no Ethernet-
NHTepdpecy yCTPOICTBa K CETU NpeAoCcTaB/IeHns ycayr nposargepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJIYaHWNIO 1 ApYyre napameTpbl, Heobxoaumble Ans paboTtbl B ceTu, byayT nosy4veHsl ot DHCP-
cepsepa aBTOMaTUYECKMY;

+ Static — pexxum paboTbl, npu KoTopom IP-agpec n Bce HeobxognMble napameTpbl Ha WAN-
nHTepdenc HazHavarTcs ctatmyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
AOCTYMHLI cnegyrowme napamMmeTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepgoeiica ycTpoicTea B ceTv npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* Lmo3 — afpec, Ha KOTOPbI OTNPaB/seTca NakeT, ec/v /19 Hero He HalijleH MapLipyT B
Tabnvue mapLpyTusaumm.

* lMepsuyHbIli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-cepBepoB He
HasHavalTCcsa aBTomMartmyecky no npotokony DHCP, 3apaiite nx Bpy4Hyto.

Ansa BCTYMNJ/ieHNAa B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIroHEe3aBNCMYO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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PykoBozacTBo no akcnyarauun WOP-30L

6.8.2 MoameHto «[ocTyn»

B nogmeHto «4oCcTyn» NPpon3BoOAUTCA HaCcTpoiika JoCTyna K yCTPOKCTBY nocpeacTtsoMm web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYyCTUMbIX 3HAYEHWIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMo/YaHuio, ¢ 1025 no
65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH JonyCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJ/TYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

© noptbl ans npotokonos HTTP 1 HTTPS He J0/KHbI UMETb O1HAKOBOE 3HAYEHMe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [lnsa BkNOYeHUs gocTyna K ycTpolicTBy yepes SSH yctaHoBuTe thnar HanpoTus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

ELTEX  woP-30L

MoHuTOpUHT Radio VAP WDS CeTeBbie HacTpolikM BHelHue cepamcel Cucrema - (eL0com)

CucTemuan koHdmrypauma WEE m
Doctyn> HTTP-nopt a0
WEB-HTTPS
HTTPS-nopt 443

Telnet

<]

SSH

e o

NETCONF

SNMP

4]

Mapons Ha uTeHus public

Mapens Ha 2amuck private
Anpec onA npuéma Tpanoe v
Anpec onA npuéma Tpanoe v2
Appec anr npuénma
cooGLeHuit Inform

CUCTEMHOS UMA YCTPOACTE] WOP-30L
KoHTaxTHaA uHchopmauma Contact

nNpoM3s0aMTana

MecTononoxexne ycTpoicTea Russia

Maponk & Tpanax trap

0

MporpammHoe o6ecneveHne WOP-30L no3BonseT n3mMeHATb KOHQUrypaumio yCTpoincTea, NPoBOAUTb
MOHUTOPWHI COCTOSIHUS TOYKM OCTYNa 1 e€ AaT4MKOB, a Takxke Yrnpas/ifaTb YCTPONCTBOM, UCMO/b3YS NMPOTOKO/
SNMP.
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PykoBozacTBo no akcnyarauun WOP-30L

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

+ Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparos vl — IP-agpec nnn goMeHHoe nMs NpuemHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm OMeHHOe NMs npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHul Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — NMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTONO/IOXKEHNUN YCTPOICTBE;

+ lMaposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHI NapamMeTPOB TOYKM AOCTYyNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
* eltexLtd.1.127.3 — ynpaBneHune TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHue OID WOP-30L gocTynHo no cnegytowleii cebinke: Onvcadme OID Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.9 MeHio «BHellHne cepBUCbI»

6.9.1 TMogmeHto «MopTasibHasa aBTopuaums»

MoameHto «MopTanbHasA aBTOpU3aUUsa» NpeaHasHaueHo /1 BK/KUYEHMS! U HAaCTpolikn cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

clLTEX  WwoP-30L

MoHHTOpHHT Radio VAP WDSs CeTeeble HACTPOMKKA BHewHWe cepemcel Cuctema - (ebixon)

Mopranexas asTopuzauya » BrrounTe

Appec cepewca APB ws:/192.168.1.1:8090/apb/broadcast

* Bk/siro4ums — npu ycTaHOB/IEHHOM doniare Touka byaert nogkitodarbcs k cepsucy APB, agpec koToporo
ykasaH B none «Agpec cepsuca APB», ans obecneyeHns NopTasibHOr0 POyMUHra K/IMEHTOB;

+ Adpec cepsuca APB — afpec cepsuca APB o1 nogaepxky poymuHra B pexvmMe nopTasibHOM
aBTopu3auun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

AirTune

[ns BCTyNneHns B cuy HOBOW KOHAUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCcMyo namMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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PykoBozacTBo no akcnyarauun WOP-30L

6.9.2 TMogmeHto «AirTune»
MoameHto «AirTune» NnpegHa3HaYeHo A/19 BKIIOYEHUSA U HACTPOMKK cepsurca AirTune Ha Touke goctyna.

Cepsuc AirTune ncnonb3yeTtcs g/1a onTummnsauum paamo-pecypcos (Radio Resource Management) u
aBTOMaTn4ecKol HacTpoiiku 6ecloBHoro poymudra 802.11 k/r.

ELTEX  woP-30L

MoHUTOpIHT Radio VAP WDSs CeTeBkle HACTPOMKK BHelHWe capaucsl Cuctema - (BIXOm)
lNopTans+an asTopuzauns BrniounTe
Agpec cepeurca AirTune ws:/192.168.1.1:809%/apb/rm

AirTune »

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare Touka Oyaet nogknoyarses K cepucy AirTune, agpec
KOTOpPOro ykasaH B none «Agpec cepsuca AirTune», gna obecneyeHms yHkumii Radio Resource
Management n/wnmn poymunra 802.11 k/r.

+ Aodpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B oopmare: «ws://<host>:<port>/apb/
rrmo.

[ns BCTyNneHns B Cuy HOBOW KOHMUIypauuu 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». [19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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PykoBozacTBo no akcnyarauun WOP-30L

6.10 MeHto «Cuctema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

6.10.1 MogmeHto «O6HOBNEHME O ycTponcTea»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

ELTEX woP-30L

O6roenewue MO yeTpoiicTea » AyTueHan sepeun MO

. Pescpavan epons 10
Kondmrypauyma
Axmyanekan espoun IO docmynna no adpecy: Attp:Veltex-co.ru/support'downloads’
Mepezarpyaka
®aiin obHoenexnAa MO BuibepuTe dain | ©aiin He ssifpan
Mapone

HypHan

Nata v epema

MoHUTOpWHE Radio VAP WDS CeTeBbie HACTPORKM BHewHue cepeucel Cuctema - (BbxOA)

+ AkmusHas sepcusi 10 — Bepcusi NporpammMHOro obecrneyvyeHuns], ycTaHOB/IEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ Pe3sepsHasi sepcusi 1O — Bepcusi NporpaMMHOro obecneyeHns, yCTaHOB/IEHHOIO Ha YCTPOWCTBE, Ha
KOTOPYI0 MOXHO Nepekntountbest 6e3 3arpy3ku gaina MNo;
+ Coennamb akmusHoU — KHOMKa, NO3BONSAOLLLAA cAenaTh pe3epBHyto Bepcuto NO akTUBHON, AN
3TOro NOTpebyeTcd nepesarpyska ycTponctea. AKTMBHas Bepcua MO B 3TOM c/iyyae cTaHeT
pe3epBHOIA.

O6HoBAEHME NPOrpaMMHOI0 o6ecneyeHmns

3arpysuTte chaiin MO c calita http.//eltex-co.ru/support/downloads/, BblbpaB n3 cnucka o6opynosaHns
WOP-30L, n coxpaHuTe ero Ha KomnbtoTepe. Nocne aToro HaxxMmUTe KHOMKy «Bblbepute dhalin» B none dalin
06HOoB/eHuUs 10 n ykaxuTte nyThb K hanny NO B dpopmare .tar.gz.

[na 3anycka npouecca 06HOBMEHNS HEOOXOANMO HaxaTb KHOMKY «3anycTuTb 06HOBNEHME. MNpouecc
06HOB/NEHMS 3aliMET HECKO/IbKO MUHYT (0 ero Tekylem ctatyce 6yaeT ykazaHo Ha CTpaHuLe), Nocne Yero
YCTPOWCTBO aBTOMAaTUYECKN Nepe3arpy3unTcs.

© He otkniovaiite nuTaHMe yCTPOICTBA 1 He BLINOMHANTE ero nepesarpysky B npoLecce 06HOBIEHUA
no.
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6.10.2 TMoameHto «KoHurypaums»

PykoBozacTBo no akcnyarauun WOP-30L

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

BibepuTe dhain | ®ann He BeibpaH

CoxpaHuTs napaMeTpsl 4ocTyna

ELTEX  woP-30L
i
MOHUTOPHHT Radio VAP WDS CeTeBbie HACTPOMKM BHellHWe cepeucel
Obnoenenue MO yetpoiicTea MonyunTe apxue * Crauate
KOHTDUIYpaLMK ¢ yeTpoicTEa
KoHdwrypaugA »
3arpyauTe apxus
Mepeszarpyska KOHChUrypaLMy Ha yCTPoiCcTED
MNaponk
. CBpoc Ha 2aBoackme
HypHan P A ,
! HacTpoiikm
i
[ara w epema

Cwcrema

- (Bbxom)

[Nony4yeHmne KoHMUrypaumm

UTO6bl COXPaHUTb TEKYLLYH KOH(UIypaLmio YCTPOKCTBA Ha JIOKa/IbHBIV KOMMNbIOTEP, HAXKMUTE KHOMKY

«CKauaTtb».

OG6HoBNeHMEe KOHdMIypaumm

[ns 3arpy3ky cOXpaHeHHOro Ha JI0KaslbHOM KOMMbloTepe dhaina KoHUrypauum Ncnonb3yeTcsa MyHKT
«3azgpy3ums apxus KOHgu2ypayuu Ha ycmpolicmso». Ans 06HOBNEHNSI KOHhMrypaLummn ycTpoincTea HaxXMmTe
KHOMNKY «BblGepuTe chaiin», ykakute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KoOH(Urypauusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoiicTBa Ha 3aBOACKNE HACTPOWNKM

UT0o6bI caenaTth COPOC BCeEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HXKMUTE KHOMKY
«C6poc». Ecnu akTBMpoBaH chnar «CoxpaHnTb NnapameTpbl 40CTynar, TO 6y4yT COXPaHeHbI Te napameTpsbl
KOHGpMIypaLmm, KoTopble 0TBEYAKT 3a A0CTYN K YCTPOCTBY (HacTpoiika IP-agpeca, HacTpoiiku foctyna no

Telnet/SSH/SNMP/Netconf/Web).

6.10.3 TMoameHto «lMepesarpyska»

s nepesarpysku ycTpolicTBa HaXMIUTE Ha KHOMKY «[epesarpyskar. Mpouecc nepesanycka ycTpoiicTsa

3aHMMaeT NPMMEPHO 1 MUHYTY.

Kondmrypauua
MNepazarpyaka »
Maponk
HypHan

[ara v epemA

WOP-30L
ELTEX
MoHUTOpUHT Radio VAP WDS CeTeEble HACTPOWKK BHeluHWe cepEMcEl
- « L TR 1] Frl o
ObHoeneHre MO yetpolicTea Mepesarpyzka yeTpoicTea & lNepezarpyaxa

Cucrema

ru - (BEDOO)
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PykoBozacTBo no akcnyarauun WOP-30L

6.10.4 TMoameHto «Maponb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXMUTE KHOMKY «[pUMEHUTbL» A1 COXPaHEHMS HOBOIO Naposisi.

LELTEX  wop-30L

MoHHTOopK lad WA WDs Cer acTpoik1 BrewwHwe cepenck ¥ n - (Bbixon)
lOHUTOPMHT Radio VAP DS CeTeBble HACTPOMK HELLHWe CepBUCEl Cuctema u (BbiX
OBHoeneHwe MO ycTpoiicTea Mapone -
Kondmrypauwma MoaTeep#asHWe napona @
MNepezarpyaka
+ MNpymeHATE ¥ OmneHa
Mapone »
HypHan
Narta w epema

6.10.5 MoameHto «KypHas»

MoameHo «KypHan» npefHasHavyeHo 4715 HACTPOKM BbIBOAA Pa3HOro poga OTN1af0uHbIX COOBLEeHW
CUCTEMbI B LIeNsAX 06HapyXeHus npuyunH npobnem B paboTe yCTpoincTaa.

MoHUTOpUHT Radio VAP WDs CeTeBhie HacTpokM BrewHme cepencel Cucrema - (BLXOM)
O6HoenenHue MO yeTpoiicTea Pestam Cepeep 1 drain v
Kondwrypauma Agpec Syslog-cepeepa syslog.server
MNepezarpyaka Mopt Syslog-cepeepa 514
Mapone Pazmep doaiina, kb 1000 s
HypHan »
Dara v Epema

+ Pexum — pexum paboTbl Syslog-areHTa:
« Jloka/ibHbIU ¢halin — HpopMaLms XypHasia COXpaHaeTcsl B IOKa/IbHOM doaiinie n AoCTynHa B
web-nHTepdelice ycTpoiictBa Ha Bknagke «MoHuTopuHr/XKypHas cobbITnin,
« Cepsep u ¢halin — nHdopmauus XypHasia oTnpaBnsieTca Ha yaasieHHblin Syslog-cepsep u
COXpaHsieTcs B JIOKa/IbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec unu gomeHHoe nms Syslog-cepsepa;
* Mopm Syslog-cepsepa — NopT aNs BXoAsAwmx coobueHmnii Syslog-cepeepa (no ymonyanuto 514,
AonycTuMble 3HaueHust 1-65535);
+ Pasmep ¢palina, kb — MakcuMasnbHbIi pasmep gpaiina xypHana (aonyctumMble 3HadeHus 1-1000 kB).

,ﬂ.flﬂ BCTYyN/1€HNA B CUNY HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.10.6 TMogmeHto «[aTta n Bpems»

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN
BpemeHn (NTP).

6.10.6.1 Bpyu4Hyro

LELTEX  wop-30L

MoHUTOpUHT Radio VAP WDSs CeTeBkle HAaCTpoiM BHeluHWe cepeMcsl Cuctema n - (BLxXOm)
OtHoenenwe MO ycTpoiicTea Pesan @ Bpyusyw ) NTP cepaep
Komdbwirypauya [llata u BpemA ycTpoicTea 15.05.2024 10:46:50 | # Penaxmuposars
n Yacosod noAc Mocrea, Poccun v
epesarpyaka
Mapons BrMHUUTE Nepaxon Ha NeTHas
: BpemA

Wypaan Mepexog Ha neTHes BpemMA (He anibpanc) (He ewibpaHo) (He epiGpana) | B

Nara v epema > MNepexon Ha 3MMHee BpeMA (He exibpaHa) (He ewiBparo) (He embpano) | B

Coeur EpemeHi (MuH.) 60

+ Jama u spemsi ycmpoticmsa — naTta v BpeMsl Ha YCTPOCTBE B flaHHbIil MOMEHT. Ecnn TpebyeTcs
KOppeKuus, HaXMUTe KHOMKY «PefakTmpoBaTby;
+ [lama, spemsi — 3afjaiiTe TeKyLLyo AaTy U BPEMS WM HaXXMUTE KHOMKY «Tekyllasa aara v Bpemsi»
ANs ycTaHOBKM BpemeHn MK Ha ycTpoIicTBO;
+ Yacogol nosic — no3BOASIET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUM C GAMXaiLLIMM ropoaomM B
BalleM pervoHe u3 3aaHHoro Crucka;
* Br/1o4umb rnepexod Ha /iemdee speMsi — Nnpu yCTaHOB/IEHHOM dh/iare nepexop, Ha neTHee/3nMHee
BpeMs OyAeT BbINO/HATLCSA aBTOMAaTUYECKN B 3ajaHHbIN NepuoL, BpeEMEHN:
* [Nepexod Ha siemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
BpewMS;
*+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMs, Korga 6yaeT BbINOSHATLCS Nepexos Ha 3uMHee
BpewMS;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTAX, HA KOTOPbII BbINOMHAETCSA CABUT BPEMEHM.
MoxeT npuHMmaTb 3HaveHune oT 0 o 720 MUH.
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PykoBozacTBo no akcnyarauun WOP-30L

wELTEX

MoHUTOpMHT Radio VAP

OBHoenexue MO yeTpoiicTea
KoHdgmrypauma
MNepezarpyaka

Mapone

HypHan

Oata w epema »

WDs CeTeBble HACTPONKM BrewHwe cepemcel Cucrema
Pes (O Bpywyro @ NTP cepsep
[ata v BpemA ycTpoRcTES 15.05.2024 10:48:11
MNTP cepeep pool.ntp.org
Yacoeoi noAc Mocsea, PoccuA

BrnkoumTe nepexomn Ha NeTHee

BpEMA

Mepexog Ha NeTHas BpemMA (ne exibpara) (He enibpano)

MNepexod Ha 3UMHEE BpeMA (He exibpaHa) (He exibpaHo)
Coeur BpeMeri (MuH.) 60

(He exibpana)

(He ewibparo)

=]

B

-

(ewxon)

- [ama u spemsi ycmpolicmsa — faTta 1 BPeEMS Ha YCTPOWCTBE B AaHHbI MOMEHT;

« NTP cepsep — IP-agpec/[oMeHHOEe UMS cepBepa CUHXPOHM3aLMM BpeMeHn. Bo3MOoXHO 3aaTh agpec
UMK BblBpaTh U3 CYLLECTBYIOLLETO CMNCKA;

+ Yacoegol nosic — no3BonsieT YCTaHOBUTb 4acoBOW MOSIC B COOTBETCTBUN C BNMKaALLIUM ropogom B

BalEeM PervioHe 13 3afjaHHOro CM1CKa;
* Bk/todums nepexod Ha iemHee spemMsi — Npw YyCTaHOB/IEHHOM dhniare nepexof, Ha eTHee/3umHee

Bpemsi 6y1eT BbINOMHATLCS aBTOMATUYECKM B 3aiaHHbIi Nepuog, BpeMeHMu:

« [Mepexod Ha iemHee BpeMsi — [iIeHb U BPeMS, Koraa 6yeT BbiNO/HATLCA NEPEXo[ Ha NeTHee

Bpems;

+ [Mepexod Ha 3uMHee BpeMsi — AeHb 1 BPeMms, Koraa 6yaeT BbiNOMHATLCSA Nepexo/ Ha 3uMHee

Bpems;

+ CoBue BpemMeHu (MUH.) — nepuog, BpeMeHN B MUHYTAX, Ha KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHmaTb 3HadeHune oT 0 o 720 MUH.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHNUTb». 151 OTMEHbI U3MEHEHWNI HaXXMUTE KHOMKY «OTMEHay.
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PykoBozacTBo no akcnyarauun WOP-30L

7 YnpaBrieHne yCTPOMCTBOM C NOMOLLIbIO KOMaHAHOW CTPOKM

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoIicTBa, HaXXMITe codeTaHue Knasui (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

7.1 TlogkioyeHne K yCTPOUCTBY

Mo ymonyanuto yctpoiicteo WOP-30L HacTpoeHo Ha nonydeHve agpeca no DHCP. Ecnn 31oro He Npoun3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WOP-30L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-agpec ycTpoiicTBa>, anee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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7.2 HacTpoiika ceTeBbIX NapaMeTpoB

HaCTpOﬁKa CTaTUu4yeCKux ceTeBbiX NapaMeTpoB TOUKU AOoCTyna

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# bro

WOP-30L(config):/interface/br0# common

WOP-30L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WOP-30L)
WOP-30L(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WOP-30L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa Nol)
WOP-30L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa No2)
WOP-30L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexunma paboTsl ¢ DHCP Ha Static-
IP)

WOP-30L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AO6aBﬂeHMe cTarnvyeckoro MapiipyTra.

WOP-30L(config
WOP-30L(config
WOP-30L(config
WOP-30L(config
(
(

:/interface/br0/common# exit

:/interface/brO# exit

:/interface# exit

:/# route

WOP-30L(config):/route# add default (rae default — HazBaHve mapipyTa)

WOP-30L(config):/route# default

WOP-30L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetn nnm y3na HasHadyeHus,
ona gedpontHoro mapupyta — 0.0.0.0)

WOP-30L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — mMacka cetn HaszHavyeHus, A715 4edoNTHOro
mMapLipyTa — 0.0.0.0)

WOP-30L(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-agpec wio3a)
WOP-30L(config):/route/default# save (coxpaHeHve HacTpoek)

P e T

HacTpoiika nony4yeHus ceteBbiX NapameTpoB no DHCP

WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/common# protocol dhcp
config):/interface/br0/common# save (coxpaHeHve HacTpoek)

—_— e~ o~~~ —~ —~
== = =
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PykoBozacTBo no akcnyarauun WOP-30L

HacTtpoiika napameTpoB AocTyna no npoTtokony IPv4

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# bro

WOP-30L(config):/interface/br0# common

WOP-30L(config):/interface/br0/common# access-rules (nepexoy, B pasfen HacTpoek AoCTyna no npoTokony
IPv4)

WOP-30L(config):/interface/br0/common/access-rulest telnet false (/e false — orpaHnyenve goctyna rno
npotokony TELNET K yCTPOICTBY no ero IPv4-agpecy. aHHas HacTpoiKa pacnpocTpaHseTcs TO/IbKO Ha
NOAK/OYEHME K YCTPOMCTBY MO IPv4, 4OCTYN MO IPv6 OCTaHETCS, ec/v He GblNI0 NPON3BEeAEeHO
COOTBETCTBYIOLLIEV HACTPOWKM MO 3anpeTy B pasaene ans IPve. Ans cHATUA orpaHnYeHns BBeanTe true)
WOP-30L(config):/interface/br0/common/access-rulest save (CoxpaHeHVe HacTpoek)

© HauuHas ¢ Bepcum MO 2.2.0 ecTb BO3MOXHOCTb 3aaasate MTU uepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NpUOpUTET, YeM napameTp, 3aZlaHHbIn B
KOHoUrypaumu.

© Pasvep MTU ans bridge fonmkeH 6biTb He 60/1bLIE, YeM HauMeHbLnl pasmep MTU Ha uHTepdelicax,
KOTOpble HaxoAATcsl B 3ToM bridge.

HacTtpoiika pasmepa MTU Ha uHTepdeiice

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# bro

WOP-30L(config):/interface/br0# common

WOP-30L(config):/interface/br0/common# mtu X (rae X — pasmvep MTU B 6aritax. Bo3amMoXHble 3Ha4eHus: 1-
2490)

WOP-30L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

7.2.1 HacTpoiika ceTeBbIX NapaMeTPOB C NOMOLLbI YTUANTBI Set-management-vlan-mode
HeTernpoBaHHbIVW gocTyn

[MonyyeHune ceTeBblXx HACTPOEK N0 DHCP:
WOP-30L(root):/# set-management-vlan-mode off protocol dhcp

Cratunyeckue HaCTQOVIKl/IZ

WOP-30L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetn, Z.Z.Z.Z — LU/103)
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Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
NCNONb3YEMbIA 47151 A0CTyMNa K YCTPOMUCTBY. BO3MOXHble 3HAUeHUS: 1-4094)

Cratnyeckme HacTpOiKK:

WOP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTartnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — Lu03)

Aoctyn uepes VLAN ynpaBneHus B pexume Forwarding

MNonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
MCNO/b3yeMblil ANs AOCTyna K yCTPOCTBY. BO3MOXHbIe 3HaYeHUst: 1-4094)

Cratnyeckme HacTpOWKK:

WOP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — Lu103)

3aBeplueHMe U COXpaHEHMe HacTPoeK

WOP-30L(root):/# save (COXpaHeHne HacTPOoeK)

7.2.2 HacTtpoiika ceteBbix napameTpos IPv6

© Mo ymonuaHuio AOCTYN K YCTPOWCTBY MO NMPOTOKOY IPV6 Ha TOUKe 4OCTYmNa OTK/THOUEH.

BKNoueHue goctyna K ycTpoiicTBy o npoTtokony IPvée

WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
DHCP)
WOP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/1l04eHne JOCTYNa K YCTPOUCTBY MO
npoTokony IPv6. Ans oTknoyeHns seeguTe false)

WOP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common

config):/interface/br0/commont ipv6

config):/interface/br0/common/ipv6# protocol dhcp (nonyueHve ceTeBbIx napameTpos IPv6 rno

—~ o~~~ — —
= = =
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HacTpolika cTaTuiueckux cetTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# bro

WOP-30L(config):/interface/br0# common

WOP-30L(config):/interface/br0/common# ipvé

WOP-30L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX: XXXX:XXXX:XXXX (rze
XXXXXXXX XXX XXXX XXX XXXXXXXXXXXX — cTaTruyeckuin IPve-aapec ycTpoictea WOP-30L)
WOP-30L(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npedhukc crarmyeckoro IPv6-
agpeca. MNMpuHnumMaet 3HayveHne ot 0 Ao 128. 1o ymon4aHuio: 64)
WOP-30L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yKazbiBaeTcs [Pv6-
npedomkc, Hanpumep, 3211:0:0:1234::/64)

WOP-30L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX:XXXX/
Y (re XXXXXXXXXXXXXXXX XXX XXX XXXXXXXX /Y — IPv6-aapec DNS-cepeepa Nel ¢ npechukcom)
WOP-30L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX: XXXX: XXXX:XXXX:XXXX:XXXX:XXXX/
Y (re XXXXXXXXXXXXXXXX XXX XXX XXXXXXXX Y — IPv6-aapec DNS-cepeepa Ne2 ¢ npechukcom)
WOP-30L(config):/interface/br0/common/ipvé# protocol static-ip (Bk/il0ueHne ncnosbL30BaHns cTaTnyeckmnx
ceTeBbIX IPv6-napameTpoB. 15 nonyvyeHnsi CeTeBbIX napameTpoB IPve no DHCP seeanTte dhcep)
WOP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/1l04eHne JOCTYNa K YCTPOUCTBY MO
npotokony IPv6. Ans oTknoveHnsa seeante false)

WOP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

HacTtpoiika napameTpoB AocTyna no npoTtokony IPvé

WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common

WOP-30L(config):/interface/br0/commont# ipvé

WOP-30L(config):/interface/br0/common/ipv6# access-rules (nepexos B pasaes HacTpoek A0CTyna)
WOP-30L(config):/interface/br0/common/ipv6/access-rules# telnet false (r/e false — orpaHnyenne gocrtyna
no npotokony TELNET K ycTpoiAcTBY No ero IPv6-aapecy. laHHas HacTpolika pacnpoCcTpaHseTcs TONIbKO Ha
NOAK/IYEHME K YCTPOMCTBY No IPv6, 4OCTYN No IPv4 ocTaHeTcs, ecnn He Obl/1o NPOon3BeAEHO
COOTBETCTBYIOLLIEV HACTPOWKM MO 3anpeTy B pasgene s IPv4. ns cCHATUA orpaHnYeHns BBeanTe true)
WOP-30L(config):/interface/br0/common/ipv6/access-rules# save (CoxpaHeHne HacTpoek)

—~ o~ o~~~ —~ —~

AHa/I0rMyHO orpaHNYeHnto AocTyna K ycTpoiicTBy no npotokony TELNET MOXHO orpaHnynTb BO3MOXHOCTb
NOAK/YEHMSA K YCTpoIicTBY no ero IPvé-agpecy no npotokonam: SSH, SNMP, NETCONF, web, web-HTTPS.
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7.3 HacTpolika BupTyasnbHbIx Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢

wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 7 — KomaHgp! 4N HaCcTpoiikn pexmnma 6e3onacHoctn Ha VAP

Pexxum 6e3onacHocTun
Be3 napons

WPA

WPA2

WPA/WPA2

WPA3

WPA2/WPA3

OWE

WPA-Enterprise
WPA2-Enterprise
WPA/WPA2-Enterprise
WPA2/WPA3-Enterprise
WPAS3-Enterprise

KomaHpga pns HacTpovikn pexuma 6e30nacHoCTu

mode off

mode WPA

mode WPA2

mode WPA_WPA2
mode WPA3

mode WPA2_WPA3
mode OWE

mode WPA_1X

mode WPA2_1X
mode WPA_WPA2_1X
mode WPA2_WPA3_1X
mode WPA3_1X

Hwxe npeactasneHbl Npumepbl HAacTpoikn VAP ¢ pasnnyHbiMn pexnMamu 6esonacHocty anst Radio 51Ty,

(wlan1).
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7.3.1 HacTtpoliika VAP 6e3 wugpoBaHus

Co3spgaHue VAP 6e3 WnMd)poBaHUs C NePUOAUUYECKOi OTNPaBKOii akkayHTUHra Ha RADIUS-cepBep

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan1-va0

WOP-30L(config):/interface/wlan1-va0# vap

WOP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-30L_open' (13veHeHne nmenn SSID)
WOP-30L(config):/interface/wlan1-va0/vap# ap-security
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# mode off (pexviv wndposanus off — 6e3 napons)
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne oTrpaBky COOBLLEHNN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons gn1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bx/1104eHEe NepuoaNYeCcKOn OTIPaBKY
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTEpBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlanl-va0/vap/radiust# exit

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlanl-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIEe BUPTYa/IbHOW TOYKN AOCTYMA)
WOP-30L(config):/interface/wlan1-va0/common# save (CoxpaHeHne HacTpoek)

—_ e~ o~ —
== ==
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7.3.2 Hactpoiika VAP c wndposaHnem OWE

Co3spgaHue VAP ¢ wnudposaHnem OWE

WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

WOP-30L(config):/interface/wlan1-va0# vap

WOP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-30L_owe' (13veHeHne nmenn SSID)
)
)

—_—~ o~~~ — —

WOP-30L(config):/interface/wlan1-va0/vap# ap-security
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# mode OWE (pexum LucpposaHma OWE —
LUMdopoBaHHOE coeanHeHne 6e3 BBoAa Naposis. B Takom pexunme cMOryT NOAKAKUUTLCA TONbKO KUEHTbI
Wi-Fi 6)

WOP-30L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne oTrpaBky COOBLLEHNN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons gn1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bx/1104eHEe NepruoanYeckoin OTrpaBKy
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTEpBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlanl-va0/vap/radiust# exit

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlanl-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIe BUPTYa/IbHOM TOUKN AOCTYMA)
WOP-30L(config):/interface/wlan1-va0/common# save (CoxpaHeHne HacTpoek)

—_ e~ o~ —
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7.3.3 Hactpoiika VAP c wudposaHnem OWE n OWE Transition Mode

© K VAP c pexxumom 6e3onacHocTn OWE cMOryT NogxmiounTLCS TOMBKO KnneHTbl Wi-Fi 6. UToOb
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHUNTLCA K Takomy VAP, Heobxoanmo HacTpouTs OWE
Transition Mode. B Takom pexume kneHTbl Wi-Fi 6 6yayT nogkitodeHsl B pexunme 6esonacHoctn OWE,
a BCe OCTaUIbHblE K/IMEHTbI B OTKPLITOM peXunme.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlanl-va0 (HacTpoiika ckpbIToro VAP ¢ wudgposaHnem OWE. K Hemy 6yayT
HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)

WOP-30L(config):/interface/wlan1l-va0O# vap

WOP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-30L_owe' (13veHeHne nmeHnn SSID)
WOP-30L(config):/interface/wlan1-va0/vap# hidden true (ckpbiTs VAP)
WOP-30L(config):/interface/wlan1-va0/vap# ap-security
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# mode OWE (pexxum LudposaHms OWE —
LUMdOpoBaHHOE coeAMHeHMe 6e3 BBoAa Naposis. B Takom pexumme CMOryT NOAKAUUTLCSA TOIbKO K/TUEHTDI
Wi-Fi 6)

WOP-30L(config):/interface/wlanl-va0/vap/ap-security# owe-transition-interface wlanl-val (ykazaHve
OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoantb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTartb C
Tekywwmm VAP ¢ uncpposaHmem OWE, a npoyne KimeHTbl ByayT pabotaTb C OTKPbITbIM VAP)
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlan1-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIEe BUPTYas/IbHOM TOYKN [OCTYMA)
WOP-30L(config):/interface/wlan1-va0/common#exit

WOP-30L(config):/interface/wlan1-vaO# exit
( )
( )
( )
( )

=

WOP-30L(config):/interface# wlanl-val (HacTpoiika VAP 6e3 wngposaHus)
WOP-30L(config):/interface/wlanl-val# vap

WOP-30L(config):/interface/wlanl-val/vap# ssid 'SSID_WOP-30L_open' (13veHeHne nmenn SSID)
WOP-30L(config):/interface/wlanl-val/vap# ap-security (nepexo/ B 6510k HacTpoek pexrmva 6e30nacHocTy
Ha VAP)

WOP-30L(config):/interface/wlanl-val/vap/ap-security# mode off (pexumv wngposarus off — 6e3 naposs)
WOP-30L(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlanl-vao0 (ykasaHve VAP c
pexxumom wndposaHne OWE, K KOTOPOMY HEABHO ByAyT nofk/itodeHbl knveHTbl Wi-Fi 6, ocTasibHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WOP-30L(config):/interface/wlanl-val/vap/ap-security# exit

WOP-30L(config):/interface/wlanl-val/vap# exit

WOP-30L(config):/interface/wlanl-val# common

WOP-30L(config):/interface/wlanl-val/common# enabled true (Bk/1t0ueHVIe BUPTYa/IbHOM TOUKN [OCTYMA)
WOP-30L(config):/interface/wlanl-val/common#exit

WOP-30L(config):/interface/wlanl-val# save (COxpaHeHne HacTpoek)

—_— o~~~ —~ —
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7.3.4 Hactpoliika VAP c pexumom 6e3onacHoct WPA-Personal

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA-Personal c neprmoamnueckoii oTNpaBKoii akkayHTUHra
Ha RADIUS-cepBep

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan1-va0

WOP-30L(config):/interface/wlan1l-va0# vap

WOP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-30L_Wpa2' (n3veHeHve nmeHn SSID)
WOP-30L(config):/interface/wlan1-va0/vap# ap-security
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexum wnposarHmns — WPA/
WPA2)

WOP-30L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1104/naposib, HeoOXo4NMbIiA
0N NOAKNIYEHMS K BUPTYasIbHOM TOUKe AocTyna. AnnHa Kn4va Ao/MKHa CoCTaBAsATb OT 8 10 63
CUMBOJIOB)

WOP-30L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBky COOBLLEHN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons g1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bx/1104eHE NepUoaNYECKO OTIPaBKM
coobueHuii «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTEpBas OTNPaBky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlanl-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/110ueHVIEe BUPTYa/IbHOM TOYKN AOCTYMA)
WOP-30L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)

—_ e~ o~ —
== = =

73



PykoBoacTBO no akcnnyaraumm WOP-30L

7.3.5 HacTtpoiika VAP c Enterprise-aBTopusauuneii

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA2-Enterprise C NeprMoguuecKoii oTnpaBKoii
akkayHTMHra Ha RADIUS-cepBep

WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

WOP-30L(config):/interface/wlan1l-va0# vap

WOP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-30L_enterprise' (13vieHeHne nmenn SSID)
)
)

—_—~ o~~~ —~ —

WOP-30L(config):/interface/wlan1-va0/vap# ap-security
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexunm uncposaHms — WPA/
WPA2-Enterprise)
WOP-30L(config):/interface/wlan1-va0/vap/ap-security# exit
WOP-30L(config):/interface/wlanl-va0/vap# radius
WOP-30L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — fomMeH nosb30BaTess)

(

)

== = =

WOP-30L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa

WOP-30L(config):/interface/wlanl-va0/vap/radius# auth-port X (rae X — nopt RADIUS-cepBepa, KOTopbIi
NCnosib3yeTcs Asis ayTeHTudmkaumm n astopmsaumn. Mo ymonyaxmio: 1812)
WOP-30L(config):/interface/wlanl-va0/vap/radius# auth-password secret (r7e secret — naposi 15 RADIUS-
cepBepa, UCNonb3yeMoro Ans ayTeHTudgmkalmm n asTopmsaimm)
WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne oTrpaBky COOBLLEHNN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons gn1s RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bx/1104eHNEe NepuoaNYecKon OTIPaBKy
coobueHni «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-30L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTEpBas OTNPasky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlanl-va0/vap/radiust# exit

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlan1l-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIEe BUPTYa/IbHOM TOYKN [OCTYMA)
WOP-30L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)
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7.3.6 HacTtpoiika VAP c noptasibHOIn aBTOpU3aLmeit

KomaHgb! AN HACTPOIiKM NOpTanibHOI aBTOpPU3aLuMmu C OTNPaBKOI akkayHTUHra Ha RADIUS-cepBep

WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlanl-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxvim wudposaHus off — 6e3 napons)/
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-30L' (13veHeHne nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WOP-30L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirecti# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazars URL BUpTYyasibHOro noprana)
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirecti# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-30L(config):/interface/wlan1l-va0/vap/captive-portal/scenarios# exit
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WOP-30L(config):/interface/wlan1l-va0/vap/captive-portal# exit
( )
( )
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WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — fomMeH nosbL30BaTess)
WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne oTrpasky COOOLLEHNN
«Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposns a1 RADIUS-
cepsepa, UCMnosb3yemMoro 4/ akkayHTUHra)

WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bx/1104eHEe NepruoanYecKkoin OTrpaBKy
coo6LLeHM «Accounting» Ha RADIUS-cepBep. Mo ymonyaHutio: false)
WOP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-30L(config):/interface/wlanl-va0/vap/radiust# exit

WOP-30L(config):/interface/wlanl-va0/vap# exit

WOP-30L(config):/interface/wlanl-va0# common

WOP-30L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIE BUPTYas/IbHOWN TOUKN 4OCTYMA)
WOP-30L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)
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7.3.7 HacTtpolika VAP ¢ BHeLUHe NnopTasibHON aBTopM3aLmnei

KomaHab! AN HACTPOIiKM BHELLHEN NopTaibHOI aBTOpU3aLmUm

WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlanl-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexviv wndposanus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-30L' (13veHeHne nveHu SSID)
config):/interface/wlanl-va0/vap# captive-portal
WOP-30L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirecti# redirect-url
"https://X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>" (ykasarb URL BHELLUHEro BUPTYasIbHOro noprasaa B
COOTBETCTBUN C Tabnuue 8)
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-30L(config):/interface/wlan1l-va0/vap/captive-portal/scenarios# exit
WOP-30L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
)
)
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WOP-30L(config):/interface/wlan1l-va0/vap/captive-portal# exit

WOP-30L(config):/interface/wlanl-va0/vap# radius

WOP-30L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (ra1e X. X.X.X — IP-agpec RADIUS-
cepBepa, UICNosib3yeMoro Ans aBTopmsanunn)

WOP-30L(config):/interface/wlanl-va0/vap/radius# auth-password secret (r7e secret — naposi 15 RADIUS-
cepBepa, UICNosib3yeMoro Ans aBTopm3anunn)

WOP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHne HacTpoek)

—_ e~ o~ —

© /[ns nonyyenns nHdopmalmm 06 anropuTMe B3aMMOAENCTBUS C BHELHUM MOPTasIoM CM. CXENMY.

Tabnuua 8 — Hactporika URL wabnoHa ans BHeLHel NopTanbHON aBTopmnsauum

MapameTp OonucaHue

<NAS_ID> NAS ID, 3aaaHHbIn Ha VAP nnu B system. Ecnv He 3agaH HU 0guH
13 aTnX napameTpos, To B kayecTse NAS ID B RADIUS- HTTP%S)-
naketax é6yget ncnonb3oBartbcst MAC-agpec T/

<SWITCH_URL> [OMEHHOE VMsl, KOTOPOE MOKa3blIBAETCA KNEHTY Npu
nepeHanpasneHum

<AP_MAC> MAC-agpec Toukn goctyna

<CLIENT_MAC> MAC-agpec knneHTa

<SSID> SSID

<ORIGINAL_URL> URL, KOoTOpbIli M3Ha4YasIbHO 3anpaluvBan KNneHT
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7.3.8 HacTtpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

© [aHHblii (PYHKUMOHAN JOCTYNEH TOMLKO A8 PeXuMa NopTasibHOl aBTopu3aLmu.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

WOP-30L(config):/interface/wlan1-va0/vap# radius (HacTpoiika ocHoBHOro RADIUS-cepBepa)
WOP-30L(config):/interface/wlan1-va0/vap/radius# backup (HacTpoiika fonosHuTesnsHoro RADIUS-cepeepa)
WOP-30L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec aononHuTenbHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WOP-30L(config):/interface/wlan1-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — |P-agpec A0NONHATE/IbHOIO
RADIUS-cepBepa B KOHurypauuu)

WOP-30L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X. X.X.X — |P-
agpec RADIUS-cepBepa)

WOP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WOP-30L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-password secret (rje secret —
naposb ans RADIUS-cepBepa, NCNosb3yemMoro Anst ayTeHTudukaumm n aBTopusawm)
WOP-30L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X — |P-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WOP-30L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI NCMNOMb3YyeTCcs A1 akkayHTUHra. Mo ymonyaHuio: 1813)
WOP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (rje secret — naposib
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WOP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (rge order — nproputet RADIUS-
cepBepa. Ecnv npuoputeT He Bbin YKa3aH sIBHO, TO CUMTAETCS, UTO OH paBeH 0. B aTom cniyyae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WOP-30L(config):/interface/wlan1l-va0/vap/radius/backup/X.X.X.X# save (COxpaHeHne HacTpoek)

—_— e~~~ —~ —~

7.3.9 [ononHutencHble HacTpoikn VAP

Ha3HaueHune VLAN-ID Ha VAP

WOP-30L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknroueHue pexuma Band Steer

WOP-30L(config):/interface/wlan1-va0/vap# band-steer-mode true (BxitoueHne pexvma Band Steer. [1715
oTK/o4eHns Beeaute false)

i



PykoBoacTBO no akcnnyaraumm WOP-30L

BkntoueHue VLAN trunk Ha VAP

WOP-30L(config):/interface/wlan1-va0/vap# vlan-trunk true (sktoueHne VLAN Trunk Ha VAP. 15
oTK/o4YeHns BeeaunTe false)

BkntoueHue General VLAN Ha VAP

WOP-30L(config):/interface/wlan1-va0/vap# general-vlan-mode true (sxitoueHne General VLAN Ha SSID. [1715
oTkKNtoveHus seeaute false)
WOP-30L(config):/interface/wlan1-va0/vap# general-vlan-id X (rze X — Homep General VLAN)

Bbi60op cnocob6a npuopuTusaymum

WOP-30L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHasn3 nprvoputeta ns nons CoS (Class of
Service) TEIMPOBaHHbIX NAKETOB. 3HAYEHME N0 YMOYaHuto: true. B aTom criyyae aHanmaunpyetcs
npuopuTeT 13 nons DSCP 3aronoBka IP-nakeTa)

BknroueHue pexuma MFP (802.11W)

WOP-30L(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/10unTL 3aLLMTy management-
Kaapos. (thpeiimoB). required — TpebyeTcs nogaepka MFP OT KNMeHTa, KNneHTbl 6e3 MFP He cMmoryT
noAkunThCA. capable — coBMecTMMO ¢ MFP, KNMeHTbI 6e3 nogaepku MFP MoryT nogkatounTbes. Ans
oTKNoYeHns seeauTe off)

BkoueHue Ucnosib3oBaHus TLS npu aBTopusauum

WOP-30L(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crionib3oBats TLS npu asTopusaummn. [Ans
oTKNtoveHns seeaute false)

BKNoYeHUue CKpbITOro SSID

WOP-30L(config):/interface/wlanl-va0/vap# hidden true (Bk/itoueHve ckpbiToro SSID. 1715 OTK/IHOUEHNS
BeeauTe false)

Bk/lo4eHMe U30NALUN KNTMEHTOB Ha VAP

WOP-30L(config):/interface/wlanl-va0/vap# station-isolation true (Bi/il0ueHVe n3o0a9UMK Tpadrka Mmexany
KnneHTamu B npegenax ogHol VAP. Ansa oTknoueHns seegue false)

OrpaHuuyeHne KonuyecTsa K/iMeHToB Ha VAP

WOP-30L(config):/interface/wlanl-va0/vap# sta-limit X (r1e X — makcumasibHO A0MyCTUMOe YNCTI0
NOAKNOYAEMbIX K BUPTYa/IbHOW CETU K/TMEHTOB)
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BkloueHue penivkauun MyibTUKacToBoro Tpacgmka Ha VAP

WOP-30L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bx/t0ueHve pennkalmm
MynbTUKacToBoro Tpaduka Ha VAP. [ina oTkaoyeHus seegute false)

BknroueHue Minimal Signal u Roaming Signal

WOP-30L(config):/interface/wlan1-va0O/vap# check-signal-enable true (Bk/1t04eHNE NCNOIL30BAHNS
doyHKumMoHana Minimal Signal. 18 oTkntoveHus Beegute false)
WOP-30L(config):/interface/wlan1-va0/vap# min-signal X (rge X — noporosoe 3HaueHve RSSI, npn
[OCTXXEHMN KOTOPOro Touka OyAeT oTk/IouaThb kaveHTa ot VAP. MapaMeTp MOXET NPUHMMATb 3Ha4YeHus
0T -100 A0 -1)

WOP-30L(config):/interface/wlan1-va0/vap# check-signal-timeout X (r1e X — nepunoz BpemeHn B cekyHaax,
MO UCTEYEHUN KOTOPOro NPUHUMAETCA peLleHne 06 OTK/IIUYEHNN KITMEHTCKOro 060pyAoBaHns OT
BUPTYasIbHOW CETN)

WOP-30L(config):/interface/wlan1-va0/vap# roaming-signal X (rze X — noporosoe 3HadyeHune RSSI, npu
[OCTVXXEHMN KOTOPOTro NPOUCXOANT NepekItodeHne KITIMEHTCKOro 060pyA0BaHNS Ha APYTYHO TOUKY
poctyna. NapameTp MOXeT NpUHMMaTh 3HadeHus oT -100 Ao -1. MapameTp roaming-signal fo/MKeH ObITb
BblLLle, YeM min-signal: ecnim min-signal =-75 gbM, TO roaming-signal JO/MKeH ObITb paBeH, Hanpumep, -70
ABM)

WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

BknioueHue nepepaum aboHeHcKoro Tpacmka BHe GRE-TyHHens

WOP-30L(config):/interface/wlan1-va0/vap# local-switching true (Bk/10ueHVIe nepegaqn aboHeHTCKoro
Tpadhvka BHe GRE-TyHHens. [ns oTknoyeHns seeguTe false. M0 yMOI4aHWIO BbIK/THOYEHO)
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HacTtpoiika orpaHM4eHnUsi CKOPpOCTH

HacTpoiika weiinepa B HanpaBJ€HUN OT K/INEHTOB (KaXA0ro B OTAe/IbHOCTU), MOAK/IOYEHHbIX K
[aHHoIA VAP, 1O TOUYKW AocTyna:

WOP-30L(config):/interface/wlan1-va0O/vap# shaper-per-sta-rx
WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rge X — makcumasibHasi CKOpoCTh B
KOUT/C N nakeTbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bk/1toueHne weinepa. Moxet
npuHUMaThb 3HadveHune: kbps — KouT/c, pps — NakeTbl/c, off — BbIK/THOYEHO)
WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

HacTtpoiika wWeiinepa B HanpaB/AeHUN OT TOYKU AO0CTYNa A0 KINEHTOB (K Oro B OTAe/1IbHOCTU
NOAKNIOYEHHbIX K AaHHOIA VAP:

WOP-30L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (e X — makcumasibHas cKopocTb B
KOUT/C N nakeTbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/1toueHne weinepa. Moxet
npuHUMaThb 3HadyeHue: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/HOUEHO)
WOP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

HacrTpoiika weiinepa B HanpaBaeHUU OT K/IMEHTOB (B CYMMeE), NOAK/IOMEHHbIX K AaHHOI VAP, oo
TOYKM gocTtyna:

WOP-30L(config):/interface/wlan1-va0O/vap# shaper-per-vap-rx
WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (r1e X — makcrumasibHas CKopocThb B
KOUT/C N nakeTbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bk/1toueHve weinepa. Moxet
npuHUMarThb 3HadyeHue: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/HOUEHO)
WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-rxi# exit
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

HacTtpoiika wWelinepa B HanpaB/AeHUN OT TOYKU AO0CTyNa A0 KINEHTOB (B cyMMe), NOAKTYEHHbIX K
[aHHoA VAP:

WOP-30L(config):/interface/wlan1-va0/vap# shaper-per-vap-tx
WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rge X — makcrumasnibHas cKopocThb B
KOUT/C N nakeTbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bk/1t0ueHve weiinepa. Moxet
npuHUMaThb 3HadyeHue: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUEHO)
WOP-30L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WOP-30L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)
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HacTpoiika orpaHuyeHuns LMPOKOBELLATENIbHOIO Tpaduka

HacTpoiika weiinepa B HanpaBaeHUW OT K/IMEHTA A0 TOYKU AoCcTyna:
WOP-30L(config):/interface/wlan1-va0/vap# shaper-bcast-rx

WOP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# value X (rge X — makcumasnibHas cKopocTsb B
KOUT/C N nakeTbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# mode kbps (Bx/1t0ueHve weiinepa. Moxet
npuHUMarThb 3HadeHue: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUYEHO)
WOP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# exit
WOP-30L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaBAeHUU OT TOYKU AOCTYNA A0 KJNEHTa:
WOP-30L(config):/interface/wlan1-va0/vap# shaper-bcast-tx

WOP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# value X (rge X — MakcumasibHas CKOpoCTh B
KOUT/C N nakeTbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve Wwelinepa. MoxeT
npuHUMarThb 3HadyeHue: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/HOUYEHO)
WOP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit
WOP-30L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

HacTpolika orpaHu4yeHUst MHOroagpecHoro Tpadmka

Hactpoiika weiinepa B HanpaB/E€HUW OT K/IMEHTA A0 TOYKU AOoCcTyna:
WOP-30L(config):/interface/wlanl-va0/vap# shaper-mcast-rx

WOP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rae X — MakcumasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# mode kbps (Bx/1t0ueHve welinepa. Moxet
npuHUMaThb 3HadeHune: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUYEHO)
WOP-30L(config):/interface/wlan1-va0/vap/shaper-mcast-rxi# exit
WOP-30L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaBA€HUW OT TOYKU AOCTYNA A0 KJNEHTa:
WOP-30L(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WOP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rae X — MakcymasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-30L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# mode kbps (Bk/1t0ueHve werinepa. Moxet
npuHUMaThb 3HadeHune: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUYEHO)
WOP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit
WOP-30L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)
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HacTpolika KOHTpona goctyna no MAC

WOP-30L(config):/interface/wlan1-va0/vap# acl

WOP-30L(config):/interface/wlan1-va0/vap/acl# mac

WOP-30L(config):/interface/wlan1-va0/vap/acl/mac# add XX:XX:XX:XX:XX: XX (re XXCXXOEKXEXK — MAC-
ajZipec ycTpolicTBa, KOTOPOMY HEOOXOAMMO paspeLLnTb/3anpeTuTb AOCTYyN. ANa yaaneHust agpeca us
crnucka ncnonb3yinte komaHay del)

WOP-30L(config):/interface/wlanl-va0/vap/acl/mac# exit

WOP-30L(config):/interface/wlan1-va0/vap/acl# policy allow (BL160p NoNnTUKK. BO3MOXHBLIE 3HAYEHNS:
allow — paspeluarb NOAKYEHNE TOBKO TEM KiMeHTaM, MAC-aapeca KOTOPbIX COAEPXaTCsi B CMUCKE;
deny — 3anpeulatb NOAKIOHEHNE KNIMeHTaM, MAC-aapeca KOTOPbIX COAEPXaTcsi B CMCKe. 3HaYeHne no
yMO/14aHuto: deny)

WOP-30L(config):/interface/wlan1-va0/vap/acl# enable true (Bk/t0ueHvie KOHTPOIA focTyna no MAC. s
oTK/o4YeHns BeeaunTe false)

HacTpoiika 6nNOKMpoOBKU NOAK/IOHEHUSA NOMb30oBaTesnieil, nogmMmeHsaWmux MAC-agpec ycTpoiicTBa
NPOBOAHON ceTu

B cnyuyae ecnun Heo6xogumo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKHOYEHNIA
nonb3oBartesnen gybnupyrowmx MAC-agpec NpoBoAHOro ycTpoicTea (w3, MK 1 npoyee), TO HEO6X0ANMO
Bocnonb3oBatbcsa HacTpolikoi fdb-filtering, koTopas MeeT cnegyrowme pexmmMbl paboTbl:

on-connect — peXum 6710KMpyeT BCe NONbITKA NOAKIOYEHNS YCTPOCTB Yepes Wi-Fi, B ciyvae ecniv MAC-
agpec yxe n3yyeH Ha Ethernet-nopTy TOYkn [OCTYNa;

by-eth-event — pexum oTk/I04aeT NOAKIHYEHHOTO KnveHTa no Wi-Fi, B cniyyae ecnu ero MAC-agpec ctasi
n3y4yeH Ha Ethernet-nopTy TOUkM AoCTyna (PeXMM NOMOraeT oumLaTb CTapyto 3anucb O K/IMEHTE Mpu
pPOyMUHre);

full — pexxum coBmelLaeT B cebe Bce npefplayLimne, To ecTb 6/10KMpyeT NOAKNHYEHME HOBOIO
nonb3osartens no Wi-Fi, a Takxe OTk/Il04aeT paHee NoAK/H0YEHHOTO B C/lyvae coBnageHus ero MAC-
azpeca c ycTpoiicTBom 3a Ethernet-uHtepcpeiicom.

© Mpu BbicTaBneHun pexumos full u on-connect POyMUHT Wi-Fi KIIMEHTOB MOXET YXYALWNTLCSA. Tak B
xofe paboTbl Bce broadcast-nakeTbl OT K/IMEHTa NoNajatoT Ha OCTa/lbHble TOYKM AOCTYNna CeTU 1
ero MAC nsyyaetcsa Ha BCexX Toukax AOoCTyna CeTu, No3aToMy Npu POYMUHIE KNNeHTa, B cnyvyae ecnuv
ero MAC-agpec HaxoguTca B crnmcke Ha Ethernet-nopTty, nepenok/ioyeHe MOXET MPOUCXOANTL
AnnTesibHoe Bpems.

WOP-30L(config):/interface/wlan1l-va0/vap# fdb-filtering
WOP-30L(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (Bx/1t0ueHve dyHkUOHana. na
oTkoyveHns Beegute false. 3HayeHve no ymonyaHuto: false)
WOP-30L(config):/interface/wlan1-va0/vap/fdb-filtering #mode full (8L160p pexnmva paboTsl. 3HaveHne rno
yMo/14aHuio: by-eth-event)
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PykoBozacTBo no akcnyarauun WOP-30L

HacTtpoliika 802.11r
[aHHbIin BUA poyMyHra AOCTYNEH TOMbKO ANS TEX KNIMEHTCKUX YCTPOICTB, KOTopble nogaepxmsatot 802.11r.

PoymuHr 802.11r Bo3MOXeH Tonbko mexay VAP ¢ pexumom 6e3onacHocT WPA2 v Bbiwwe.
C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO O3HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvmom 6esonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA1(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) - TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpoikm 802.11r Ha aByX Toukax goctyna: TA1 v TA2.

HacTtpoiika 802.11r Ha T11

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WOP-30L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-aspec VAP.
Mo)XHO NocMOTpeTh B BbiBOAe KoMaHbl ifconfig)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH/Ka/IbHbIV KITHOY 715 JaHHOWA
VAP)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBnazaTk Ha
BCTpeYHbIX VAP)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# mac
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
NHTEepdherica BCTPEUHOIN Toukn goctyna — T/A2)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVIKa/IbHBIN
KN4y BCTpeyHoi VAP Toukn goctyna TA2 — r0-key-holder-id)
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-agpec BcTpeyHoi VAP Ha T/[.22)
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kiod. He gomkeH coBnagarthb ¢ rl-kh-key T[11, HO 065a3aTeNbHO AO/MKEH coBnaaarth C rl-kh-key
BCTpeuHon T[2)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIv kY. He gomkeH coBnagarthb ¢ r0-kh-key T11, HO 065a3aTeNbHO A0/MKEH coBnaaarth ¢ r0-kh-key
BCTpeuHon T[2)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WOP-30L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/1t04eHne paboThl TOYKK JOCTYNA M0
NpoToKosy 802.11r)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpolika 802.11r Ha T2

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WOP-30L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-aapec VAP.
MOoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yH/KaIbHbIV KITHOY 4115
AaHHoro VAP)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1 oveH fo/mkeH coBnazaTk Ha
BCTPEYHbIX VAP)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config# mac
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTeppelica BCTPEYHO Toukn goctyna — T/A1)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yH Ka IbHLIN
KN4y BCTpeyHoi VAP Toukn aoctyna TA1 — r0-key-holder-id)
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeuHon TA1)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WOP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WOP-30L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/1t04eHne paboThl TOYKK JOCTYNA M0
npoTokosny 802.11r)

WOP-30L(config):/interface/wlan1-va0O/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWNppoBaHHbIe). EC/in Ha Touke focTyna HacTpoeHa pabota no npotokosy 802.11k, To npu nogknoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpolika 802.11k

WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r/1e
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rze 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:904# exit
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (1.1
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJsl, Ha KOTOpOM paboTaeT Touvka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:704# exit
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/itoueHne paboThbl TOUKM
[0CTyna no NnpoTokosny 802.11Kk)

WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHne HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM3oBaH MexXay NoobIMu ceTsiMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npoLuecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT NN KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYNa WY HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOObLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUIN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XeHHOCTU KaHauia, KOHpUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/itoueHne paboThbl TOUKM
[ocTyna no npotokosy 802.11k/v)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHne HacTpoek)

7.4 Hactpolika AirTune

© AirTune 6nokupyeT py4Hoe ynpaBneHue pagyuonapamMeTpamMmy ToUKM JOCTyna.

HacTtpoliika AirTune

WOP-30L(config):/# airtune

WOP-30L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rae 192.168.1.20 — IP-agpec
cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuC AirTune)

WOP-30L(config):/airtune# dca true (Bk/1t0UeHME (PyHKLMOHaNA 4MHAMUYECKOro pacrnpesesieHus KaHasloB.
[na otknoueHus seeaute false)

WOP-30L(config):/airtune# tpc true (Bk/1t0ueHNEe PyHKLMOHaIAa aBTOMATUYECKOr0 yrnpaB/ieHUs MOLLHOCTLHO.
[na otknoueHus seeaute false)

WOP-30L(config):/airtune# load-balance-80211v true (Bk/toueHve (yHKLOHa a 6a1aHCUPOBKY KIMEHTOB.
[na otknoueHus seeaute false)

WOP-30L(config):/airtune# enabled true (Bk/1l04eHVE B3aMMOAENCTBUSA C cepBMCOM AirTune. /15
oTKNtoveHus seeaute false)

WOP-30L(config):/airtune# save (CoxpaHeHVe HacTPOeK)

[ns aBTomartuyeckoii HacTpoiiku 802.11r yepes cepsuc AirTune Ha Touke J4OCTyna HeEO6X0AMMO BK/IHOUNTb
doyHKumoHan 802.11r, ANs 3TOro BbINONHUTE CreayoLLe HaCTPOWNKM:

HacTtpoiika 802.11r yepe3s AirTune

WOP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVE paboThl TOUKM AOCTYNA MO
NPOTOKO/Y 802.11r)
WOP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v yepes AirTune

WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHVIe NOALEPKKY
npoTtokosia 802.11k/v Ha BUPTyasibHOM TOUKe A0CTYNa)
WOP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHVe HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMmeHTaumn koHTponnepa SoftWLC.

7.5 HacTtpoiiku Radio

Ha Radio no ymonuyaHuio ncnonb3yeTcsi aBToMaTn4eckuin BbiIbop paboyero kaHana. a1 1oro 4toobsbl
YCTaHOBUTb KaHa1 BPYYHYH N CMEHUTb MOLLHOCTb, UCNONb3YITe criegyowme KoMmaHabi:

CMeHa pa6ouero kaHasia 1 MOLWHOCTU paauouHTepdgeiica

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan0

WOP-30L(config):/interface/wlan0# wlan

WOP-30L(config):/interface/wlan0/wlan# radio

WOP-30L(config):/interface/wlan0/wlan/radio# channel X (rge X — HomMep cTatnyeckoro kaHasna, Ha KOTopom
6yaeT pabotarb TOUKa)

WOP-30L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1l04eHne aBTOBLIOOPa KaHana. s
BK/IOYEHMA BBeaAUTE true)

WOP-30L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1l04eHNE YCNOIL30BaHNS
OrpaHNYeHHOro cnmcka KaHanos. [15 BKNH4YeHns1 BBeAUTeE true)
WOP-30L(config):/interface/wlan0/wlan/radio# bandwidth X (rge X — wyprHa kaHana. MNapaveTtp MoxeT
npuHMmaTth 3HaveHue: o Radio 1: 20, 40; Radio 2: 20, 40, 80)

WOP-30L(config):/interface/wlan0/wlan/radio# tx-power X (r4e X — ypoBeHb MoLHOCTM B ABM. MapameTp
MOXET NpuHUMaTh 3HadveHue: ans Radio 1: 0-16 obm; as1s Radio 2: 0-19 aobm)
WOP-30L(config):/interface/wlan0/wlan/radio# tx-power-min X (rae X — MYHVMMa/IbHbIA YPOBEHL MOLLHOCTY
B AbM. NapameTp MOXET NpUHUMaTh 3HadeHune: ansa Radio 1: 0-16 abm; ansa Radio 2: 0-19 abm)
WOP-30L(config):/interface/wlan0/wlan/radio# tx-power-max X (rz1e X — Makc/masibHbIA YPOBEHbL MOLLHOCTN
B AbM. NapameTp MOXET NpuHUMaTh 3HadeHune: ans Radio 1: 0-16 abm; ansa Radio 2: 0-19 abm)
WOP-30L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)
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© Cnucku AOCTYNHBLIX KAHANIOB
Ana Radio 2.4 [Ty gnsa BbIGOpA AOCTYMHbI CQIeAYIOWMNE KaHAJbI:
* Npu WwupuHe kaHana 20 Mru; 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu WwupuHe kaHana 40 MIy;
« ecnun «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 'y anAa BbiGOpa AOCTYNHbI cAeAyloWne KaHabl:
* npwu wupuHe KkaHana 20 Mrry; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,

165.
* Mpu wupuHe kaHana 40 Mly;
« ecnu «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npwu wupuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

7.5.1 fononHutenbHble HacTpoiiku Radio

HacTpolika orpaHU4YeHHOro CNUCKa KaHas/loB

WOP-30L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bx/104ueHVIe UCNONB30BAHMSA
OrpaHNYeHHOro cnMcka KaHanoB B paboTe aBToBbIOOpa kaHanoB. nd oTkoueHns seeauTe false)
WOP-30L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1, 6, 11 — kaHa/bl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMblili pagmonHTepdeiic)

N3meHeHne OCHOBHOIO KaHasa

WOP-30L(config):/interface/wlan0/wlan/radio# control-sideband lower (napameTp MOXeT NpuHUMAaTH
3HayeHwue: lower, upper. Mo ymonyaHuo: and Radio 1: lower; anda Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBania

WOP-30L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1l0UEHVIE NCNONB30BAHUSA YKOPOUEHHOTO
3alUUTHOrO MHTEpBasIa ANnd nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [Ans oTknouveHus eeeauTe false)

BknroueHue STBC

WOP-30L(config):/interface/wlan0/wlan/radio# stbc true (Bk/1toueHVe MeTofa NPOCTPaHCTBEHHO-
BPEMEHHOro 6/104HOro KoanpoBaHus (STBC), HanpaBNeHHOro Ha MOBbILLEHNE HAAEXHOCTN nepeaaym
AaHHbIX. s oTknoveHns seeante false)

BknioyeHue arperauun

WOP-30L(config):/interface/wlan0/wlan/radio# aggregation true (Bx/t0ueHne arperauyy Ha Radio —
noaaepxkn AMPDU/AMSDU. 1na oTkoueHns BeeauTe false)
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BkntoueHue Mcnosb30BaHNA KOPOTKOI npeaMoy bl

WOP-30L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1t04EHVE CMOL30BAHNA KOPOTKOW
npeamoysibl naketa. Ana otkaoyeHnsa seeguTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WOP-30L(config):/interface/wlan0/wlan/radio# wmm true (BxtoueHne nogaepxkn WMM (Wi-Fi Multimedia)
[na otknoueHus seeaute false)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTca T0/1bKO Ha Radio 5 T (wlanl)

WOP-30L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexxum paboTtsl MexaHnsma DFS. Moxet
npuHUMaThb 3HadeHns: forced — MexaHn3M BbIK/THOUYEH, DFS-KaHasbl AOCTYMHbI A1 BbIOOpa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3Mm BbIKNOYEH, DFS-KaHa bl HEAOCTYMHbI A1 BbiGopa)

BkniouyeHue pexuma aBTOMaTUYEeCKOW CMEHbI LMPUHBbI KaHaa

WOP-30L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1l0HEHNE PEXMMA aBTOMATNYECKON CMEHbI
LWMPUHBI KaHasa ¢ 40 MMy, Ha 20 MITy, npy 3arpy>keHHoM paanoadupe. s oTknoveHns seegute false)

BkntoueHue welinepa Broadcast/Multicast

WOP-30L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rae X — orpannyenne nepegayn
LLIMPOKOBELLLATENTbHOIO/MY/ILTUKACTOBOrO Tpadinka no 6ecnpoBOAHON CETH, yKa3blBAETCA NMMMUT A1
LLUMPOKOBeELLLATENBbHOIO Tpadumka B nak/c)
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BkitoueHue QoS U U3SMeHeHne napameTpos

WOP-30L(config):/interface/wlan0/wlan/radio# qos

WOP-30L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1l04eHNE NCNOMBL30BAHNS (DYHKLNIA,
obecneunBaroLLMx Ka4yecTBO 0b6cnyxusaHus (Quality of Service). Ans oTknoyeHns seeauTe false)
WOP-30L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTporika napameTpoB QoS TOUKM A0CTYNa,
Tpauk nepenaeTcs OT TOYKN AOCTYyNa K KNIMEHTY)
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1s
HU3KOMPUOPUTETHON ouepeamn C BbICOKOM MPOMYCKHOM CNOCOBHOCTLI0, NpruopuTeThl 802.1p: ¢sl, cs2)
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bki# aifs X (rae X — Bpemsa oxungaHus kagpos
(dbpeitmoB) AaHHbIX, U3Mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauasibHOe 3Ha4YeHne BpeMeHM
oXuaaHus nepes NOBTOPHOW OTNPABKOW Kaapa, 3afgaeTcs B MUNanMcekyHaax. lNpuHumaet 3HadeHus: 1, 3,
7,15,31,63,127,255,511, 1023. 3Ha4yeHne cwMin He MOXET NpeBbIlaTb 3HavyeHne cwMax)
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — MakcumvasibHoe 3HavyeHmne
BPEMEHM OXUAaHNS nepe/ NOBTOPHOW OTNPAaBKOW Kaapa, 3afaeTcst B MunancekyHaax. MpuHumaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HayeHne cwMax [0/DKHO ObITb 60/1bLLE 3HAYEHNA cwMin)
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (e X — vHTepBasi BpemeH B
MUNIUCEKYHAAX, Koraa KnveHTckas WME-CTaHUmsa MMEeeT npasa UHULMMPOBATbL Nepefady AaHHbIX No
6ecnpoBoAHON cpefie K ToUKe A0ocTyna. MakcumasibHoe 3HaYeHne 65535 MUINCEKYH)
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bki exit
WOP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-30L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpoB QoS CTaHLUN KVeHTa:
Tpadhvk nepeaaeTcs OT CTaHLUUM KMeHTa A0 TOYKM A0CTyna)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB a5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB ansi ouepean bk.
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7.6 Hactpoika DHCP onuun 82

© Hacrpoiika DHCP onuun 82 Nnpou3BoauTCs OTAENLHO A1 KaXKA0ro paguonHTepdeiica. B gaHHOM
pasgene NnpMBoAATCS NpUMepbl HAacTpoku onuun 82 ana Radio 2.4 'y, — wlanO.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumu 82 oTk/YeHa. 3HaYeHVe No YMOTYaHUIo;
+ replace — Touka focTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

N3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan0 (HacTpoiika 6yaet nponsBoguTbcs Ans Radio 2.4 'y, Ecnn Heobxognumo
HacTpouTb 82 onumto Ha Radio 5 'Ty, — BBeanTe wlanl)

WOP-30L(config):/interface/wlan0# common

WOP-30L(config):/interface/wlan0/common# dhcp-snooping
WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BL100p paboThl
DHCP snooping B pexume 3ameHbl Uin NoacTaBneHns onuun 82)
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Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTka obpaboTku onumm 82 replace, To ANA KOHUIYpUpPOBaHUS
CTaAHOBATCA AOCTYMHbI CAeayoLe napaMmeTpbl:

HacTtpoiika napameTpoB onuuu 82

WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (r/e custom
— 3amMeHa cogepxxumoro CID Ha 3HaveHue, ykazaHHoe B napameTtpe dhcp-option-82-custom-

CID. MapameTp MOXET NpuHUMaTh 3HayeHusa: APMAC-SSID — 3ameHa cogepxumoro CID Ha <MAC-apgpec
TOYKK gocTyna>-<ums SSID>. SSID — 3ameHa cogepxmmoro CID Ha ums SSID, K KOTOPOMY MOAK/HOYEH
KNneHT. Mo ymonyaHuto: APMAC-SSID)

WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1€ custom
— 3amMeHa cogepxumoro RID Ha 3HaveHune, ykasaHHoe B napametpe dhcp-option-82-custom-RID.
MapameTp MOXeT npuHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepxunmoro RID Ha MAC-agpec
KNMeHTCKOro ycTporictBa. APMAC — 3ameHa cogepxumoro RID Ha MAC-agpec Toukun gocTyna. APdomain —
3amMeHa cogepXxmmoro RID Ha IOMeH, B KOTOPOM HaxoAMUTCA Touka goctyna. Mo ymonyanuto: ClientMAC)

WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHne OT 1 40 52 CMMBOJIOB, KOTOpOoe 6yaeT nepepasatbes B CID. Ec/iv 3HaueHne
napameTpa dhcp-option-82-custom-CID He 3a4aH0, Touka 6yaeT n3MeHsaTb CID Ha 3HaYeHne no
ymosnyaHuo: <MAC-agpec ToUKM focTtyna>-<ums SSID>)

WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r1e
longstring — 3HaueHne oT 1 40 63 CMMBO/I10B, KOTOPOe byaeT nepegasaTtbcs B RID. Ecv 3HaveHue
napavetpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa OyaeT n3MeHATh RID Ha 3HaveHve no
ymosyaHuto: MAC-agpec KNIMEHTCKOro YyCTPOCTBA)

WOP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenutens oktetoB MAC-agpeca, KoTopblii nepegaetcs B RID u CID. radius — B kayecTBe pasgenutesns
BbICTyNnaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgennTens BbICTynaeT 3HaK ABOETOUNS:
AA:BB:CC:DD:EE:FF)
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7.7 Hactpoiika pennvkaunn DHCP

© HacTpoiika aKkTUBMPYET oyHKLIMOHAN npeobpa3oBaHus broadcast DHCP-0TBETOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/SAET NOBbLICUTL CTabU/ILHOCTL 06MeHa DHCP mexay k/iMeHTOM 1 cepBepoM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeacTasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlanl

WOP-30L(config):/interface/wlan1# common

WOP-30L(config):/interface/wlanl/common# dhcp-snooping
WOP-30L(config):/interface/wlan1l/common/dhcp-snooping# dhcp-replication-mode true (Bx/itoueHve
pennukaumm DHCP. o yMOn4aHUIO BbIK/OYEHO, false)
WOP-30L(config):/interface/wlanl/common/dhcp-snooping# save
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7.8 HacTtpoiika WDS

© Mpu koHdurypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHy MHhoOPMAaLIMIO O HACTPOliKe pagnonHTepdieica Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan).

HacTtpoiika WDS

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# wlan1l-wds0 (Bb160p /iHka WDS. Bo3aMoxHble 3HavyeHns ans Radio 2.4 ITw;
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WOP-30L(config):/interface/wlan1l-wds0# wds

WOP-30L(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-nHrepderica
BCTPEUHOI TOUKMN AOCTYNA, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU Ha BCTPEYHOI TOYKE A0CTyna KoMaHay
monitoring radio-interface)

WOP-30L(config):/interface/wlan1-wds0/wds# exit

WOP-30L(config):/interface/wlan1-wds0# common

WOP-30L(config):/interface/wlan1-wds0/commont# enabled true (sxtoueHne nuHka WDS. 15 oTKIH0YeHNs

BeeauTe false)

WOP-30L(config):/interface/wlan1-wds0/common# exit
WOP-30L(config):/interface/wlan1-wds0# exit

WOP-30L(config):/interface# wlanl (npun HacTporike WDS Ha Radio 2.4 [T, BBeguTe wlan0)
WOP-30L(config):/interface/wlan1# wlan

WOP-30L(config):/interface/wlanl/wlan# wds

WOP-30L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BLI60p pexunma 6e3zonacHocTi WPA2.
Bo3MoXHble 3HaueHus: WPA2, off — 6e3 naposisi)

WOP-30L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1104/naposib, He0BXoANMbIA A5
NOAK/OYEHMS K BCTPEUHOM ToUke AocTyna. J/iMHa K/ioda Ao/MKHAa COCTaBNATb OT 8 A0 63 CMMBO/IOB)
WOP-30L(config):/interface/wlanl/wlan/wds# enabled true (sxtoueHne WDS. 119 OTK/IHOHEHNSA BBEAUTE
false)

WOP-30L(config):/interface/wlanl/wlan/wds# save

HaCTpOVIKa BCTpeLIHOﬁ TOYKM pgocTtyna BbINOJ/IHAETCA aHa/TOTNYHO.
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7.9 CuCTEMHble HACTPOWKK

7.9.1 OG6HoBneHue MO ycTpoiicTea

O6HoBneHue MO Touku goctyna no tftp

WOP-30L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue dpaiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WOP-30L-2.6.2_build_X.tar.gz)
WOP-30L(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WOP-30L(root):/# firmware upload http <URL gnsa ckaumBaHua caiina MO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WOP-30L-2.6.2_build_X.tar.gz)
WOP-30L(root):/# firmware upgrade

MNepekntoueHne Ha pe3epBHYO Bepcuto MO Touku gocTyna

WOP-30L(root):/# firmware switch

7.9.2 YnpaBneHue KOHuUrypaumen yctponcrea

C6poc KOHhurypaumm ycTpoiicTea B Aecpo/ITHOEe COCTOsiHME 6e3 CoOXpaHeHUsi NapaMeTpoB
Joctyna

WOP-30L(root):/# manage-config reset-to-default
C6poc koHurypauyum yctpoiictBa B Aetho/nTHOe COCTOSHUE C COXpPaHeHUeM napameTpoB goctyna

WOP-30L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hpUrypaLMoHHbIii chaiin ycTpoiicTea Ha TFTP-cepBep

WOP-30L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (nprvep: manage-config
download tftp 192.168.1.15)

3arpysuTb KOH(UrypaLuuoHHblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-30L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue haiina
KoHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-30L(root):/# manage-config apply (nprvimeHeHne KoHhurypaumum Ha To4Ky 40oCTyrna)
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7.9.3 Mepesarpyska ycTpoincTtea

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-30L(root):/# reboot

7.9.4 HacTpolika pexuma ayTeHTugukaumnmn

YCTPOICTBO MMEET 3aBO/ICKYH YUETHYI0 3anncb admin ¢ naponem password. YaanuTb JaHHYH YUETHYHO
3an1ch Henb3s. I3MEHUTbL Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUKE KOMaH/,

N3meHeHue napons AnsA yyeTHoM 3anucu admin

WOP-30L(root):/# configure

WOP-30L(config):/# authentication

WOP-30L(config):/authentication# admin-password <HoBbIi naponb AN yyeTHoi 3anucu admin> (0T 1
[10 64 CMBO/0B, BK/tOYasA NaTtuHCKne BykBbl U LMAIPbI)

WOP-30L(config):/authentication# save

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesNeNn 419 NOKaIbHOM ayTEHTUGIMKALMNY, a TakkKe
ayteHTugukaumm yepes RADIUS.

© HosbIM Nonb3oBaTeNAM A0/MKHA 6bITb HA3HAUYEHA OfHA U3 ABYX POJIEi:
admin — nonb3oBaresib C Takoi posblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTYpUpOBaHUIO U
MOHUTOPWHIY 6a30BOi CTaHuuK;
viewer — nonb3oBaTesib C Takol Posnbto ByAeT MMETb AOCTYN TO/IbKO K MOHUTOPUHIY 6a30BOW CTaHLMK.

JoGaBneHne HOBbIX NOJ/Ib30OBaTesNEei

WOP-30L(root):/# configure

WOP-30L(config):/# authentication

WOP-30L(config):/authentication# user

WOP-30L(config):/authentication/user# add userX (rze userX — vimsi HOBOW y4eTHOM 3anvcn. [Ans yaaneHms
ncnonb3ynte komaHay del)

WOP-30L(config):/authentication/user# userX

WOP-30L(config):/authentication/user/userX# login userX (rze userX — 1ms HOBOW Y4eTHOM 3anucn)
WOP-30L(config):/authentication/user/userX# password <[aponb Ana yyeTHOI 3anmucu userX> (0T 1 /10 64
CVYMBOJ10B, BK/1lo4as natuHckmne 6ykBbl U LMUdopbI)

WOP-30L(config):/authentication/user/userX# role admin (nosiL30BaTe/N0 BbIAAKTCA Npasa Ha
KOH(purypuposaHme. Bo3MOXXHOe 3HaYeHne viewer — yUETHOWM 3annucu 6yaeT A0CTYyNeH TONbKO
MOHUTOPWHT)

WOP-30L(config):/authentication/user/userX# save
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Ansa ayteHTudmkauum yepes RADIUS-cepBep HEO6X04MMO HAaCTPOUTL NapamMeTpbl 4OCTyNa K HEMY.

HacTtpoiika napameTpoB gocTyna K RADIUS-cepBepy

WOP-30L
WOP-30L

root):/# configure

config):/# authentication

WOP-30L(config):/authentication# radius

WOP-30L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-30L(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTopbIi
NCNOMb3YeTCA A4/18 ayTEHTUdINKaLMM 1 asTopusaumun. Mo ymonyaHuto: 1812)
WOP-30L(config):/authentication/radius# auth-password secret (r21e secret — ko4 4715 RADIUS-cepBepa,
MCNOJb3yEMOro A5 ayTeHTUmKauumn n astopmsaumnn)

WOP-30L(config):/authentication/radius# exit

WOP-30L(config):/authentication# radius-auth true (Bk/1t04eHVe pexxuma ayTeHTUdnKaumm Yepes RADIUS-
cepsep. Ana oTknodeHns seeauTe false)

WOP-30L(config):/authentication# save

—_— e~ —~ —

© nNpu ayteHTudpmkaumm yepes RADIUS-cepBep HEO6XOAMMO 06A3aTe/bHO CO3/aTh JIOKA/IbHYIO YUETHYHO
3anuce, kotopas byaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpwn 3TOM B /IOK&/IbHOW YYETHOI 3anncu obs3atesibHO A0/MKHA O6bITb YKazaHa posb, onpegenstoLas
npasa goctyna (admin unm viewer).
B cnyuyae ecnn RADIUS-cepBep okaxXeTca HeAOoCTyNeH, ayTEHTUdINKaLMS NPOAAET NO SIOKasIbHOW
YUYETHOM 3anuncu.

7.9.5 HacTpoiika gatbl 1 BpeMeH!

KomaHAbl ANs HACTPOIKA CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WOP-30L
WOP-30L
WOP-30L
WOP-30L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Br/itoueHve pexvima pabotsl ¢ NTP)

config):/date-time# ntp

WOP-30L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepeepa)
WOP-30L(config):/date-time/ntp# alt-servers (ycTaHOBKa f0MoNHUTE bHLIX NTP-cepsepos)
WOP-30L(config):/date-time/ntp/alt-servers# add <AlomeHHOe ums/IP-agpec NTP-cepBepa B
KOHdrypauumn> (cosgaHme pasaena KoHdurypauum aononHutensHoro NTP-cepBepa. MakcumanbHoe
Konun4yecTBo: 8. ns yaaneHnsi ucnosnbayrte komaHay del)

WOP-30L(config):/date-time/ntp/alt-servers# exit

WOP-30L(config):/date-time/ntp#exit

WOP-30L(config):/date-time# common

WOP-30L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHOI
30Hbl)

WOP-30L(config):/date-time/common# save (CoxpaHeHne HacTpoek)

—_— o~ o~~~ —~ —~
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7.9.6 [lonONHUTENbHbIE HaCTpOﬁKM CUCTEMBI

BkntoueHue rno6anbHoii nsonauum

WOP-30L(root):/# configure

WOP-30L(config):/# system

WOP-30L(config):/system# global-station-isolation true (Bx/10ueHVIe 1106a/1bHON N30AALMN TPpadrKa
MeXAay KimeHTamm pasHbix VAP 1 pasHbIX pagmonHtTepdgeincos. Ansa oTknoveHns seeguTte false)
WOP-30L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHne UMeHN yCTpoiicTBa

WOP-30L(root):/# configure

WOP-30L(config):/# system

WOP-30L(config):/system# hostname WOP-30L_room2 (re WOP-30L_room2 — HOBOe 1MSA YCTPOUCTBA.
MapameTp MOXET cogepxaTb OT 1 10 63 CUMBOJIOB: TATUHCKME 3ar/iaBHble 1 CTPOUHbIEe OYKBbI, LIMMpbI,
3HaK gedmc «-» (aeduc He MOXET ObITb NOCNeAHUM CUMBOIOM B MMeHN). Mo ymonyaHuo: WOP-30L)
WOP-30L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacpuqecxoro AOMeHa

WOP-30L(root):/# configure

WOP-30L(config):/# system

WOP-30L(config):/system# ap-location ap.test.root (r/e ap.test.root — foMeH y3na fepesa yCTPOUCTB
CUCTEMbI yripaBneHus EMS, B KOTOpPOM pacnonaraeTcsi Touka goctyna. o ymonyaHuio: root)
WOP-30L(config):/system# save (coxpaHeHne HacTpoek)

MN3meHeHune Radius NAS-ID

WOP-30L(root):/# configure

WOP-30L(config):/# system

WOP-30L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
noeHTudukarop gaHHon TA. MNapameTp npeaHasHayveH ansa ngeHtudukaumm yctpoictaea Ha RADIUS-
cepsepe, B cny4vae ecnm RADIUS oxngaet 3HayeHue, oTimyHoe ot MAC-agpeca. o ymonyaHuo: MAC-

appec T/)
WOP-30L(config):/system# save (coxpaHeHne HacTpoek)
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HacTpoliika LLDP

WOP-30L(root):/# configure

WOP-30L(config):/# lldp

WOP-30L(config):/lldp# enabled true (BktoueHve doyHkumoHana LLDP. 1A oTkioveHus Beeaute false. Mo
YMO/I4aHuIo: true)

WOP-30L(config):/lldp# tx-interval 60 (n3mMeHeHMe nepuoga oTrnpasku LLDP-coobLeHwuid. o ymonyaHuio:
30)

WOP-30L(config):/lldp# system-name WOP-30L_reserv (e WOP-30L_reserv — HOBOE UMs ycTpoicTea. 1o
ymMmo4aHuo: WOP-30L)

WOP-30L(config):/lldp# save (coxpaHeHVe HacTpoek)

N3meHeHue napond

WOP-30L(root):/# configure

WOP-30L(config):/# authentication

WOP-30L(config):/authentication# admin-password newpassword (rze newpassword — HOBbIV Naposib 15
BXOa B CUCTEMY TOYKM AocTyna. o ymosiyaHuio: password)

WOP-30L(config):/authentication# save (coxpaHeHne HacTpoek)

7.10 HacTpolika napameTpoB NopTasibHO aBTOpM3aLmm

HacTpolika napaMeTpoB nopTa/ibHOIi aBTOpU3aLumn

WOP-30L(root):/# configure

WOP-30L(config):/# captive-portal

WOP-30L(config):/captive-portal# ap-ip-alias <JoMeHHOEe UMSA> (JOMEHHOE VM, Ha KOTOpoe ByaeT
coBepLUaTbCcAa nepeHanpas/ieHne KIMEHTOB. Mo ymonyaHuio: redirect.loc)
WOP-30L(config):/captive-portal# tinyproxy-https true (Bx/10ueHVIe nepeHanpas/ieHns KVEeHTOB Mo
npotokony HTTPS. nA nepeHanpassieHnsa no npotokony HTTP BBeauTe false. Mo ymonyaHuto: false)

© DNS-3anpoc JOMEHHOTO UMEHW, yKa3aHHOro B ap-ip-alias, 6yaeT nepexsayeH TOUKOIA JocTyna. Ha aTot
3anpoc 6yaeT oTnpasfeH OTBET, U B OTBeTe byaeT IP-agpec Toukm goctyna.
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HacTpolika uMeH NnapaMeTpoB, NepegaBaeMbiX Be6-CepBepoM aBTopusauum

WOP-30L
WOP-30L

root):/# configure

config):/# captive-portal

WOP-30L(config):/captive-portal# web-redirector

WOP-30L(config):/captive-portal/web-redirector# param-names
WOP-30L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nvieHu
napameTpa, coaepXxaLlero UCXogHbI URL, 3anpoLUeHHbI KNMeHTOM. KneHT 6yaeT nepeagpecoBaH Ha
[AaHHbIA URL B cnyvae ycnewHow aBTopumsannn)
WOP-30L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nmeHu
napameTpa, cogepxatlero URL, kyaa byaeT nepeazpecoBaH K/IMEHT B C/lydae oLnbkn agTopmusaLmm)
WOP-30L(config):/captive-portal/web-redirector/param-names# username login (HacTpolika nmeHu
napameTpa, CoAepXaLlero /IorMH 415 KAUeHTa)
WOP-30L(config):/captive-portal/web-redirector/param-names# password pass (HacTporika nMeHn
napameTpa, CoAepXaLlero naposib 418 KINeHTa)

—_— o~ o~ —

© Hacrtpolika HyxHa, ecnu MeHa napameTpos B oTeeTe http ¢ kogom 302 oTIMUaTCA OT AedONTHBLIX
NMEH, NPUHNMAIOLLMXCA TOYKOIN gocTyna.

.10.1 ¥YnpasreHue nopTasibHbIM CEPTUMKATOM

3arpyska ceptudmkara gnsa pegupekra no HTTPS no tftp

WOP-30L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpaiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudimkara gns pegupekrta no HTTPS no http

WOP-30L(root):/# manage-certificates portal upload http <URL gna ckaunBaHus cpaiitna No>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CrtupaHue ceptudmkara

WOP-30L(root):/# manage-certificates portal erase
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7.11 HacTtpoliika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 06ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
MOAK/OYEHHBIMU K CEPBUCY.

KomaHgb! AN HacTpoiiku cepBuca APB

WOP-30L
WOP-30L

root):/# configure

config):/# captive-portal

WOP-30L(config):/captive-portal# apbd

WOP-30L(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-30L(config):/captive-portal/apbd# enabled true (Bx/1t0ueHVe cepsuca APB. [1/19 OTK/IHUEHNA BBEANUTE
false)

WOP-30L(config):captive-portal/apbd# save (coxpaHeHne HacTpoek)

—_ e~~~ —

7.12 HacTpoiika yaaneHHoin 3anucy gamna tpaduka

B paspgene remote-capture BbINOMHAETCA yAasieHHasa 3anucb gamna tpaguka.
YctpoiicTteo noaaepxusaet npotokon RPCAP, no3sonsitowmii npomM3soAnTb 3anmcb gamna Tpadmka ¢
NHTepdelica yCTPoNCTBa Ha yAa/IEHHOI MallMHE B PEXUME OHAalH.

© [ns ynanénHoro 3axsara NakeToB C PaAmo-MHTEPdEcoB HE06X0AUMO MNOAHATL
nHtepdeiicol radio0 u radio1
WOP-30L(root):/# ifconfig radio0 up (radio0 — nHTepdpeiic cooTBeTcTBYeT AManasoHy 2.4 Ty, (wlan0));
WOP-30L(root):/# ifconfig radio1 up (radio1 — uHTepdbeiic cooTBeTcTBYET AManasoHy 5 Ty (wlant)).

© /s ycnewHoro yaanéHHoro saxsara NakeToB A0/MKHbI 6bITb BK/IOUEHbI M0 ogHOMY VAP B
COOTBETCTBYHOLWMX AnanasoHax 2.4 My un 5Ty,

KomaHgb! AN HAaCTPOIiKu remote-capture

WOP-30L(root):/# configure

WOP-30L(config):/# remote-capture

WOP-30L(config):/remote-capture# enabled true (true — BrioueHve. 19 oTkioueHns seegute false)
WOP-30L(config):/remote-capturet# disable-authentication true (onuys nossonsaer otkIUNTL TpeboBaHme
ayTeHTudukaumm npu gobaeneHnn yaaneHHoro nHtepdieinca Ha yaaneHHom xocTe. o ymonyaHuio: false
— ayTeHTUdmkKauus 3anpallmBaercs)

WOP-30L(config):/remote-capture# port 2002 (2002 — HOMep NopTa, KOTOPbIV CNYXUT OJ/19 NOAK/THYEHUSA
yA&/IEHHOWN MalUVHbL. MNapameTp npuHUMaeT 3HadeHusa ot 1025 o 65530. Mo ymonyaHuio: 2002)
WOP-30L(config):/remote-capture# save (CoxpaHeHVe HaCcTPOeK)

[nsa ypanénHoro nogknoveHuns ncnonb3osats RPCAP-npoTokon, ykasatb IP-agpec ycTpoiictsa u nopt. Ans
3TOro, HaNpMMep, MOXHO ncnonb3oBaTb nporpammy Wireshark. 3atem He06X0AMMO NONYUUTL CINCOK
NHTEpdencoB AN CHUAUHra OT YCTPOICTBA, BbIOPATb OAMH U3 HUX 1 3anyCTUTb CHATME gamna c
yAaIeHHOro nHTepdelica.
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7.13 MOHUTOPUHT

7.13.1 Wi-Fi knnentnbl

WOP-30L(root):/# monitoring associated-clients

link-quality

link-quality-common

100 (not changed)
83

index | ©
interface | wlanl-va0
state | ASSOC SLEEP
hw-addr | e2:f1:04:a4:bc:2a
ssid | WOP-30L_5GHz
ip-addr | 10.24.80.75
hostname | Xiaomi-12T
authorized | true
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 20879
tx-fails | 32
tx-period-retry | ©
tx-retry-count | 14302
rssi-1 | -45
rssi-2 | -48
rssi | -45
snr-1 | 36
snr | 36
snr-2 | 36
tx-rate | HE NSS2 MCS8 SGI 864.7
rx-rate | HE NSS2 MCS7 SGI 720.6
rx-bw | 86M
rx-bw-all | 86M
tx-bw | 86M
uptime | 15:48:50
wireless-mode | ax
using-802.11v | yes
802.11v-timeout | 364
perftest-capable | false

|

|

|

|

|

|

|

|

|

actual-tx-rate 0

actual-rx-rate 0

shaped-rx-rate 0

actual-tx-pps 0

actual-rx-pps 0

shaped-rx-pps 0

name (0]

Rate Transmitted Received
Total Packets: 71978 65595
TX success: 99
Total Bytes: 9366733 9437792
Data Packets: 71894 65394
Data Bytes: 9348348 9425315
Mgmt Packets: 84 201
Mgmt Bytes: 18385 12477
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Dropped Packets:
Dropped Bytes:
Lost Packets:

ofdmé
nssl-mcs7
nssl-mcs8
nssl-mcs9
nssl-mcsl0
nssl-mcsll
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9
nss2-mcslo
nss2-mcsll

Multicast groups: none

(o)

Transmitted

1666
7880
26677
33420
2090

Received

PykoBoacTBO no akcnnyaraumm WOP-30L
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7.13.2 WDS

WOP-30L(root):/# monitoring wds-entries

index 0

hw-addr 68:13:€2:35:19:50

interface wlanl

rfid -1

wid -1

band 5

state WIFI_WDS WIFI_WDS_RX_BEACON
ip-addr 100.109.1.207

dhcp-request-status

not requested

|
|
|
|
|
|
|
|
|
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 134
rssi-1 | -42
rssi-2 | -26
rssi | -26
snr-1 | 33
snr-2 | 33
snr | 33
noise-1 | -9
noise-2 | 7
noise | 7
tx-rate | HE NSS2 MCS9 SGI 229.4
rx-rate | HE NSS1 MCS4 SGI 51.6
rx—bw | 26M
rx-bw-all | 26M
tx—bw | 26M
uptime | 00:06:08
mfp | false
wireless-mode | ax
perftest-capable | false
link-quality | 97
link-quality-common | 97
actual-tx-rate | 2
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 14
actual-rx-pps | ©
shaped-rx-pps | ©
link-capacity | 1 (not changed)
multicast-groups-count | ©
twt-support | none
name | ©
Rate Transmitted Received
Total Packets: 5006 3412
TX success: 100
Total Bytes: 327521 778532
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Data Packets: 4964 5

Data Bytes: 322095 998

Mgmt Packets: 42 3407

Mgmt Bytes: 5426 777534

Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

cckl 59 | 1% 0 | 0%
ofdmé 0 | 0% 4 | 80%
nssl-mcsoO 45 | 0% 0 | 0%
nssl-mcs4 0 | 0% 1 | 20%
nss2-mcso 52 | 1% 0 | 0%
nss2-mcsl 49 | 0% 0 | 0%
nss2-mcs2 41 | 0% 0 | 0%
nss2-mcs3 43 | 0% 0 | 0%
nss2-mcs4 41 | 0% 0 | 0%
nss2-mcs5 36 | 0% 0 | 0%
nss2-mcs6 51 | 1% 0 | 0%
nss2-mcs7 33 | 0% 0 | 0%
nss2-mcs8 278 | 5% 0 | 0%
nss2-mcs9 2128 | 42% 0 | 0%
nss2-mcslo 1967 |  39% 0 | 0%
nss2-mcsll 141 | 2% 0 | 0%

Multicast groups: none
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7.13.3 NHpopmaums o6 ycTpoinctee

WOP-30L(root):/# monitoring information

12:50:37 27.09.2023
00:04:25

WOP-30L

2.6.2 build X

2.6.2 build X

2.1.0 build X

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

memory-usage 43
memory-free 137
memory-used 104
memory-total 241
cpu-load 9.5
Ccpu-average 6.70
is-default-config false
board-type WOP-30L
hw-platform WOP-30L

68:13:E2:35:C3:90
68:13:E2:35:C3:90

factory-wan-mac
factory-lan-mac

factory-serial-number WP52000345
hw-revision 1v2
session-password-initialized false

ott-mode false
last-reboot-reason firmware update
test-changes—-mode false
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7.13.4 WNHopmaums o ceptudmkarax

WOP-30L(root):/# monitoring certificate

ott:

status: present
url:

file 'cert.pem':

correctness: true

PykoBozacTBo no akcnyarauun WOP-30L

issuer: /CN=OTT Certification Root/O=Eltex Enterprise Ltd./OU=Wi-Fi/C=RU/
L=Novosibirsk

serial: 6813E201D050DO5FC2D0332908COF9FF
subject: /CN=68:13:E2:01:D0:50/0=eltex

not-before: Jan 1 00:00:00 1999 GMT
not-after: Jan 1 00:00:00 2100 GMT

file 'key.pem':

wlc:

correctness: false

status: not present

web:

status: present
file 'host.pem':

portal:

correctness: true

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

serial: CO10F45A63AC10E2

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:58 1999 GMT
not-after: Jan 18 00:00:58 2038 GMT

status: not present
redirector:

status: present

file 'redirector.pem':

correctness: true

issuer: /CN=x.*x/0=Eltex Ent

serial: B36922FCDE841612

subject: /CN=x.%/0=Eltex Ent
not-before: Jan 1 00:00:21 1999 GMT
not-after: Jan 1 00:00:21 2000 GMT
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7.13.5 CeteBas nHopmaums

WOP-30L(root):/# monitoring wan-status

Common +information:

interface | bro

mac | cc:9d:a2:e9:14:70
rx-bytes | 456875
rx-packets | 5835

tx-bytes | 24328
tx-packets | 241
IPv4 dinformation:

protocol | dhcp
ip-address | 100.111.66.29
netmask | 255.255.255.0
gateway | 160.111.66.1
DNS-1 | 100.111.66.15
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ced9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WOP-30L(root):/# monitoring ethernet

link: up

speed: 2500
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WOP-30L(root):/# monitoring arp

# ip mac
(0] 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WOP-30L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WOP-30L(root):/# monitoring lldp

Port Device ID Port ID System Name Capabilities TTL

7.13.6 becnpoBoHble UHTEPENCHI

WOP-30L(root):/# monitoring radio-interface

name | wlanoe
rfid | ©

status | on

band | 2.4 GHz
hwaddr | 68:13:E2:xx:XX:XX
tx-power | 16 dBm
noise-1 | -160 dBm
noise-2 | -160 dBm
channel | 11
frequency | 2462 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 31
thermalA | 31
thermalB | 30

name | wlanl
rfid | 1

status | on

band | 5 GHz
hwaddr | 68:13:E2:xx:XX:XX
tx-power | 19 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 48
frequency | 5240 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 35
thermalA | 35
thermalB | 35
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7.13.7 >KypHan cobbITuii

WOP-30L(root):/# monitoring events

Jan 23 00:00:07 WOP-30L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WOP-30L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WOP-30L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WOP-30L daemon.info networkd[987]: DHCP-client: Interface br0® obtained
lease on 192.168.1.15.

Jan 23 07:17:14 WOP-30L daemon.info monitord[1055]: event: 'associated' mac:
E4:0E:EE:BD:AE:6B ssid: 'WOP-30L_2.4GHz' int@

7.13.8 CkaHupoBaHue atpupa

© Bo Bpems OCyLECTBNEHNS CKAHUPOBaHWA 3thupa paguonHTepdeiic ycTpolicTea 6yAeT OTK/IHOUEH, YTo
npuBEAET K HEBO3MOXHOCTY Nepeaaun AaHHbIX Ao Wi-Fi KTMEHTOB BO BpeMsi CKaHMpPOBaHUSI.

WOP-30L(root):/# monitoring scan-wifi

SSID |Mode |Security]|MAC |Channel|RSSI, dBm|Bandwidth, MHz
——————————————————————— e Bl [ B
ESRAP1_of30_smart | AP |off |A8:F9:4B:B0:2C:C7 |6 |-65 [20
litv_hots_2 |AP  |off |E@:D9:E3:8A:38:52 |1 |-65 |20
test_001 |AP  |off |E@:D9:E3:4B:FB:30 |11 |-67 |20
2G-COVID_TOWER |AP  |off |[E@:D9:E3:98:12:72 |11 |-71 |20
Tam2.4G | AP |wpa |E@:D9:E3:98:1F:7A |1 |-73 [20
litv_hots_1 |AP  |off |E@:D9:E3:8A:38:51 |1 |-77 |20
WOP-30L_ZN_Personal | AP |wpa |EO:D9:E3:49:79:06 |44 |-16 [20
WOP-36L_ZN_Open |AP  |off |E@:D9:E3:49:79:07 |44 |-17 |20
WOP-30L_ZN_OWE | AP | owe |EO:D9:E3:49:79:08 |44 [-17 |20
Eltex—-Guest | AP |off |CC:9D:A2:C7:D9:21 |36 |-38 [20
Eltex-Local | AP |wpa |CC:9D:A2:C7:D9:22 |36 |-38 [20
BRAS-Guest |AP  |off |CC:9D:A2:C7:D9:20 |36 |-38 |20
2L_301_nsk |AP  |off |E8:28:C1:DA:(C8:16 |56 |-41 |20

7.13.9 CnekrtpoaHannsarop

CnekTpoaHasM3aTop npefocTasnaeT MHpopMaLmio 0 3arpy>eHHOCTM KaHau10B B AnanasoHax 2.4 n 51w,
Pe3ynbTar BbIBOAUTCA B NPOLIEHTax.

© Bo Bpemst paboTbl CiekTpoaHamsaTopa nPoOMCXOANT OTK/IHUEHNE BCEX K/IMEHTOB OT TOUKM AOCTYynNa.
KnneHTbl nogxntoyaTcst CHoBa TOJIbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHann3a Bcex paaviokaHaIoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.
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© CnektpoaHanusartop paboTaeT TO/ILKO Ha Tex KaHasax, KOTopble ykasaHbl B napametpe limit-channels
B HacTpoiikax pagnovnHTepdgeiicos. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasibl ‘1 6
11', a Ha wlan1 yka3aHbl kaHasbl '36 40 44 48', T0 aHanIM3 cnekTpa 6yaeT NPon3BeAEH TONbKO A/
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[ns Toro uTo6bI 6bIST NPOM3BEAEH aHA/IM3 BCEX KAHaUI0B Anana3oHa, Ha KOTOPoM paboTaeT
paavouHTepdeiic, nsmeHnTe 3HavYeHre napameTtpa use-limit-channels B HacTpoiikax kaxaoro
pagunovHTepdelica Ha false. Mocne nonyyeHnss pesynsTatoB paboThl CNEKTpoaHaIn3aTopa BepHUTe
3HayeHune use-limit-channels 06paTHO K nCXOQHOMY 3HaYEHMO true.
C 6onee noapobHoli MHhopMaumeli o HacTpolike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «HacTtpoliku Radio».

WOP-30L(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 81%

2| 40%

3] 14%

4] 10%

5| 36%

6] 60%

7| 40%

8| 8%

9| 14%
10| 38%
11|  75%
12| 37%
13| 18%
36| 14%
40| 12%
44| 10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132 0%
136 0%
140| 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165 1%
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7.13.10 TMony4eHne oTNaA0UHON MHOpMaLUK

KomaHpa ana c6opa otnagouyHon nHcopmaumm

WOP-30L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNS KOMaHAb! ByAeT co3aaH apxus troubleshooting.tar.gz, cogepxalymii 0T1af0uHbIe faHHbIe
N CBEAEHUSA O COCTOSIHMM YCTPONCTBA.
Monyuntb apxus troubleshooting.tar.gz ¢ ycTpoiicTBa MOXHO no npotokony TFTP Ha cepsep.

KomaHga ans nonyveHus oTnafouHoii nHpopmaumm

WOP-30L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |**xkxkxkxkxkxkxkxkxkxkxkxkxkkxkx% | 62755 0:00:00 ETA
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8 BcrnomoraTesnbHble YTUANTBI

8.1 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccupoBKu

WOP-30L(root):/# traceroute <TeCTUpyeMblii XOCT>

Mpumep ncnonb3oBaHuA

WOP-30L(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms *

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4  b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

8.2 Ytnnuta tcpdump
Y1tunuta tcpdump no3BonsieT 3axBaTbiBaTb NAaKeTbl HA YKa3aHHOM MHTepdielice.

MonyunTb NoAckasky no padoTe ¢ yTUAUTO MOXHO KOMaHAOM:

WOP-30L(config):/# tcpdump --help

8.2.1 3axsar Tpachuka c No60ro aKTMBHOIo NHTepgielica

Hanpumep, Moxem BK/IHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WOP-30L(root):/# tcpdump -i eth0
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8.2.2 CHudppep adupa

© Ha T gomxeH 6bITh BKIOYEH 110601 VAP B TOM guana3oHe, 0TKyAa cobupaemMcs 3axBaTbiBaTb
Tpadvk.

Heob6xoAnmo BK/IUNTL CneunanbHbli MHTepdeiic, KOTopbI yiaBnnBaeT Bce NakeTbl U3 adimpa, Ha paboyem
KaHase TA.

KomaHabl

WOP-30L(root):/# configure

WOP-30L(config):/# interface

WOP-30L(config):/interface# radioX (o115 granaszoHa 2.4 [Ty, — radio0, 115 5 [T, — radiol)
WOP-30L(config):/interface/radioX# common

WOP-30L(config):/interface/radioX/common# enabled true

Mpumep KOMaHAbI
WOP-30L(root):/# tcpdump -i radiol

8.3 Ytunura iperf

[JaHHas yTunmTa ncnosb3yetcs Asis 3anycka notoka Tpadiyka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpaBnsoLLas CTOPOHA Ha3bIBAETCS KIMEHTOM, MPUHMMALOLLLAS — CEPBEPOM.

Monyuntb NoAackasky no paboTte C yTUIMTON MOXHO KOMaHAOIA:
WOP-30L(root):/# iperf --help

Mpumep 3anycka notoka Tpadmka ¢ T Ha cepBep:
HacTtpoiika cepBepa Ha npuém Tpadumka

root@server:/# iperf -s

3anyck Tpaduka ¢ TA-client B CTOPOHY cepBepa

WOP-30L(root):/# iperf -c X.X.X.X (rge X.X.X.X — IP-agpec cepBepa)
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8.4 HacTtpolika pexuma Radar

OYHKLUMOHaA NpefHa3HadeH An1s cbopa MHopMaLum 0 KNIMEHTCKMX YCTPOMCTBaxX B 30He AENCTBUSA TOUKM
JocTyna u nepefayn faHHbIX Ha CEPBEP-KOIEKTOP.

8.4.1 HacTpoiika pagapa c OTNpaBKoi AaHHbIX No npoTtokony HTTP

KomaHpb! Ansa HacTpoiiku cpyHkumoHana Radar (HTTP/HTTPS)

WOP-30L(root):/# configure

WOP-30L(config):/#radar

WOP-30L(config):/radar# enabled true (Bk/1t0ueHvie dyHkuvoHana radar. nsa otknoveHns seeante false)
WOP-30L(config):/radar# url http://host:port/service (ykasbiBaeTcsa URL-cCbl/ika Ha cepBuc, KOTOPLIA ByaeT
NPUHUMATL aHHble OT To4kun aoctyna B JSON-cpopmarte. MNepegayva BO3MoxHa no HTTP/HTTPS)
WOP-30L(config):/radar# scan-interface all (nHTepdelic, Ha koTopom OyaeT paboTars CKaHMpoBaHue.
BoamoxHble 3HaveHus: wlan0 — nHtepdpeiic 2.4 'y, wlanl — nHtepdeiic 5 ', all — ogHOBpPEMEHHO
24TTuns5ITw)

WOP-30L(config):/radar# send-interval 1 (nHTepBaU1 OTNPaBKN AaHHbIX HA KOJIJIEKTOP. 3Ha4YeHne Mno
YMOJIYaHMI0: 5 CEKyHA)

WOP-30L(config):/radar# mac-source "probe data" (eci60p TunNa gaHHbIX, cobrupaemsix B achrpe.
Bo3mOXHble 3HaveHus: probe — TONBbKO probe request, assoc — TO/IbKO Assoc, data — To/ibko data, all — Bce
TUNbI MAKETOB)

WOP-30L(config):/radar# scan-channel-timeout 1000 (Bpenvs, BblAe/IeHHOe Ha CKaHpoBaHve 0fHOro
KaHana. 3Ha4yeHune no ymosyaHuio: 200 mc)

WOP-30L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas /19 CKaHVpoBaHusa B AnanasoHe 2.4 L.
MycToe 3HaYeHne — CKaHUPYHTCA BCe AOCTYMHbIe KaHasbl)

WOP-30L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (kaHaJ1 [1/151 CKAHNPOBaHNS B AnanasoHe 5
Ty, MycToe 3HaYeHne — CKaHNPYTCH BCe AOCTYMHbIE KaHaulbl)

WOP-30L(config):/radar# save (coxpaHeHve HacTpoek)
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8.4.2 HacTtpoiika pagapa c OTnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHpbl Ansa HacTpoiiku cpyHKunoHana Radar (MQTT)

WOP-30L(root):/# configure

WOP-30L(config):/# radar

WOP-30L(config):/radar# url mqtt://host:port/service (ykasbiBaeTca URL-CChIIKa Ha CepBUC, KOTOPLIN ByaeT
NPUHUMAaTb AaHHbIE OT TOYKK AOCTyna no npotokosy MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WOP-30L(config):/radar# mqtt-username eltex (Vs nosb30BaTesisa: HEOOXOAMMO A5 aBTopU3aLmmy Ha
cepBuce-KoNekTope)

WOP-30L(config):/radar# mqtt-password Password (naposi: Heooxoanm A/15 aBTopusaLy Ha cepsrce-
KonnekTope)

WOP-30L(config):/radar# mqtt-topic input_mqtt_topic (ykassisaerca URL-ngeHTcmkarop cyuHocTen B
obmeHe mexay T/, 1 KonsiektopoM no MQTT-NpoToKoy)

WOP-30L(config):/radar# scan-mode passive (pexnv paboTsl pagapa, rae active — touka J0CTyna TO/IbKO
CKaHupyeT adhmp 1 He NpeaoCcTaB/ISIET CEPBUC KNIMEHTaM; passive — ToUKa A0CTyna npegocTaBnsier
CepBuC KNneHTam, aomp He cKaHupyeT, nepeaaeT AaHHbIe N0 NOAKNHYEHHbLIM K/IMeHTaMm)
WOP-30L(config):/radar# scan-interface all (nHTepdheiic, Ha koTopom ByaeT paboTars CkaHnpoBaHue.
Bo3moxHble 3HaveHus: wlan0 — nHtepdelic 2.4 'y, wlanl — nHTepdieic 5 IN'u, all — ogHOBpEMEHHO
24Ty n50Tw)

WOP-30L(config):/radar# send-interval 1 (nHTepBas1 OTNPaBkn AaHHbIX HA KOI/IEKTOP. 3Ha4yeHne no
YMOJIHaHWI0: 5 CekyHA)

WOP-30L(config):/radar# mac-source "probe data" (sbI00p TuNa gaHHbIX, cobrupaembix B achrpe.
Bo3MoXHble 3HauyeHus: probe — ToO/IbKO probe request, assoc — T0O/1bKO Assoc, data — To/bKO data, all — Bce
TUMbl MAKETOB)

WOP-30L(config):/radar# scan-channel-timeout 1000 (Bpenvs, BblAe/IeHHOE Ha CKaHpoBaHve 0fHOro
KaHana. 3HauyeHune no ymonyaHuto: 200 Mc)

WOP-30L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHan /19 ckaHMpoBaHuA B AvanasoHe 2.4 [Ty,
MycToe 3HaYeHne — CKaHMPYHTCS BCe AOCTYMHbIE KaHasbl)

WOP-30L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (kaHaJ1 [1/15 CKAHNPOBaHWUSA B AnanasoHe 5
ITu. MycToe 3HaYeHne — CKaHUPYHTCS BCe AOCTYIMHbIE KaHasbl)

WOP-30L(config):/radar# scan-min-signal -80 (nopor ypoBHs curHasa. Eciv Touka foctyna BUANUT KneHTa
C YPOBHEM HWXe yKaszaHHOro, MAC-aapec KMeHTa He nepeaaeTcs Ha KOMIeKTop, U KNIMEHT He cunTaeTcs
0OHapy>XXeHHbIM. Mo ymonyaHuio: 0, PyHKLMOHAN OTK/IHOYEH)

WOP-30L(config):/radar# enabled true (Bk/1t0ueHve dyHkUMOHana radar. nsa otknoveHns seeaute false)
WOP-30L(config):/radar# save (coxpaHeHve HacTpoek)

116



9 CnncokK M3MeHeHUI

Bepcusa gokymeHTa

Bepcua 1.4

Jarta Bbinycka

12.2024

PykoBozacTBo no akcnyarauun WOP-30L

CopgepxaHue namMeHeHuii

CuHxpoHusauusi ¢ sepcuein MO 2.6.2

Jo6asneHo:

7.7 Hactpoiika pennvkauun DHCP

7.13.10 NonyyeHne oTnagouHon nHgopmaLmm

8.4 HacTpoiika pexuma Radar

8.4.1 HacTpolika pagapa ¢ oTnpaBKoii gaHHbIX No npotokosy HTTP

8.4.2 HacTpoiika pagapa ¢ 0TnpaBKoi AaHHbIX Mo npotokony MQTT

i3meHeHo:

6.6.2 NMoameHto «VAP»

7.3.9 jononHuTenbHble HacTpoiikm VAP
7.4 HacTtpoiika AirTune

7.12 HacTpoiika yganeHHon 3anucu gamna Tpaduka
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Bepcus gokymeHTa

Bepcua 1.3

Jarta Bbinycka

06.2024

PykoBozacTBo no akcnyarauun WOP-30L

CopaepxaHne nsmeHeHui

CuHxpoHusauusa ¢ Bepcumeid MO 2.5.2

Job6aBneHo:

5.4.2 MoameHto «WDS»

5.7 MeHio «WDS»

5.7.1 MoameHto «WDS»

6.3.7 HacTpoiika VAP c BHelLHelt nopTasibHOW aBTopm3aLmei
6.6 HacTtpoiika WDS

6.8 HacTpoiika napaMeTpoB NopTasibHOI aBTopU3aLLmu
6.8.1 YnpaBneHue noptasibHbIM CEPTUGINKATOM

6.10 HacTpoiika cHudhgepa

6.11.2 WDS

7 BcnomoraTtesibHble YyTUANTI

7.1 YTunuta traceroute

7.2 Ytnnuta tcpdump

7.2.1 3axsart Tpadmka c 1boro akTMBHOrO MHTEpdelica
7.2.2 CHudpbdhep achupa

7.3 Ymunuta iperf

VI3meHeHo:

2.2 XapakTepuCTuK/ yCTpoicTBa

6.3.8 [lononHutesnbHble HacTpoiikn VAP
6.4 HacTtpoiikn Radio

6.7.5 HacTpoliika aatbl 1 BpEMEHU
6.11.4 VIHchbopMaums o cepTudmkaTax

6.11.6 BecnpoBogHble MHTEpPAIENCHI
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Bepcus gokymeHTa

Bepcusa 1.2

Jarta Bbinycka

12.2023

PykoBozacTBo no akcnyarauun WOP-30L

CopaepxaHne nsmeHeHui

CuHxpoHusauus ¢ Bepcuein MO 2.3.0
Job6aBneHo:
6.3.2 Hactpoiika VAP ¢ wndposaHnem OWE

6.3.3 HacTpoiika VAP c wundposaHmem OWE n OWE Transition
Mode

6.8.3 ViHthopMaums o cepTudmkatTax

Vi3meHeHo:

2.2 XapakTepuCcTukn ycTpolicTea

2.3 TexHM4eckne napameTpbl ycTpoiicTea

5.4.7 NogmeHto «Hopmauusi 06 ycTpoiicTBe»

5.5.1 NoameHto «Radio 2.4 [ u»

5.6.2 NogmeHto «VAP»

6.3 HacTpoiika BUpTyasibHbIX Touek gocTtyna Wi-Fi (VAP)
6.3.1 HacTpoiika VAP 6e3 wmndpoBaHus

6.3.4 Hactpoiika VAP c pexumom 6e3onacHoctn WPA-Personal
6.3.5 Hactpoliika VAP c Enterprise-aBTopmnsauueii

6.3.6 HacTpoiika VAP c nopTanibHO aBTOpm3aLmeri
6.3.7 [JlononHuTenbHble HacTpoiku VAP

6.8.2 NHhbopmauusi 06 ycTpoiicTee

6.11.9 CnekTpoaHanusatop

119



Bepcus gokymeHTa Jarta Bbinycka
Bepcusa 1.1 09.2023
Bepcua 1.0 06.2023

Bepcusa nporpaMmHoro obecneyeHns 2.6.2

PykoBozacTBo no akcnyarauun WOP-30L

CopaepxaHne nsmeHeHui

CuHxpoHusauus ¢ Bepcuein MO 2.2.0
Job6aBneHo:

5.8.2 MoameHto «AirTune»

i3meHeHo:

2.3 TexHnyeckne napameTpbl yCTpolicTBa

5.4.3 MogmeHto «CkaHMpoBaHue adompar

5.5 MeHto «Radio»

5.6.2 MNMoameHto «VAP»

6.2 HacTpoiika ceTeBbIx NapamMeTpoB

6.3 HacTpoiika BupTyasibHbIX Touek gocTtyna Wi-Fi (VAP)
6.3.5 [lononHutenbHble HacTpoiikn VAP

6.6.4 HacTpoiika pexuma ayTeHTudmKaLmm

6.6.6 [lonoNHWUTENbHbIE HACTPOINKM CUCTEMBI

6.8.3 CeTeBasi MHpopmauus

MepBas ny6nukaums
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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