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KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

1 AHHOTaUMSA

B HacTosiLeM PYKOBOACTBE NpMBOAUTCS creaytowast MHopmaums:

* yCTaHOBKa M NOAK/HYEHME YCTPOKCTBa

* nogkntoyeHune K web-nHtepdpeiicy WEP-12ac;

* HacTpolika ceTeBbIx napameTpos WEP-12ac;

* 006HOBNEHWe NporpammHoro obecneveHns WEP-12ac;

*+ HacTpolika SNMP;

* HacTpoiika 6ecnpoBOAHbIX NHTePIelicoB (pexnm paboThbl, Nonoca);
* HacTpoliKka BUPTYasibHbIX TOYEK AOCTYNa;

* MOHUTOPWUHI OCHOBHbIX NapaMeTpoB 6ecnpoBOAHON CETU.

B pyKkoBOACTBE ONUCLIBAETCA BapvaHT HACTPOIiKM TOYKM AocTyna 6e3 ncnonb3oBaHms SoftWLC.
B kauecTBe npvmepa OyAeT paccMOTpeHa CXxema, NpefcTaB/ieHHas Ha pyUcyHke 1.

work

[

wupposaHua
Touka gocTyna

locresan fe Weelc locresas
cetb 1 192.168.100.3 cetb 2

¢

2,41y 40N "
SSID: W PoE switch
WPA/WPA2

Pabouasn
cetb 1

FreeNetwork - 1VLAN
WorkNetwork - 100 VLAN
Management VLAN - 10 VLAN

Pabouan
cetb 2

PucyHok 1 — Mpumep KoHdurypauum 6ecnpoBoaHON ceTn

Tabnmua 1 — Mpumep KoHurypauum 6ecnpoBoHON ceTn

Tun cetn Ncnonb3yemas Wcnonb3yembii Wcnonb3oBaHue
VLAN SSID wundpoBaHus/
asTOopU3aLumn no
naposnto
BHYTpeHHsAA KopnopaTBHas 6ecnpoBofHas CeTb, 100 WorkNetwork WPA/WPA?2

ncnonbaywas gnanasoHbsl 2.4 n STy,
V30n1MpoBaHa OT Apyrux rocTeBbIx ceTei. Ans
NoAK/IYEeHNs TpebyeTcs aBTopu3auus
nosb3oBatesns no naponto. CeTb CAYXAT ANA
6e30nacHoro o6mMeHa AaHHbIMU MeXay BHYTPEHHUM
nepcoHasioM KoMNaHUw.

[ocTeBasi 6ecnpoBogHas CeTb, UCNOJb3ytoLwas 1 (6e3 VLAN) FreeNetwork OrtcytcTBYET
AnanasoHbl 2.4 n 5 'y, He TpebyeT aBTOpU3auum WwngpoBaHue 1
no naposnto. CAyxuT AN NOAKTHYEHNS NTHOObIX aBTopu3auus

nosb3oBaTesnell Co CTaHAAPTHbIMU 6ECNPOBOAHBLIMN
rajpyketamm K obLueii ceTu, 0TKyAa MOXHO BbIATHY,
Hanpumep, B VIHTepHeT.

[nsa BbINO/THEHUA HACTpoikn noTpebyetca MK, umerowmii 4ocTyn K ycTpoiicTsy no Ethernet u nio6oi
yCTaHOB/EHHbI Gpay3ep, Hanpumep, Firefox, Opera, Chrome.
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2 lMpaBuna 1 pekoMeHaaumm no ycTaHoBKe yCTpPOncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

2.1 VIHCTpYKUMM NO TEXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5 °C wnn Bbiwe 40 °C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

2.2 PekomeHpaumu no yctaHoBke

1. PekomeHAyemoe ycTaHaB/IMBaeMoe MonoXeHne: ropu3oHTasIbHOe, Ha NOTOJIKe.

2. Mepep ycTaHOBKOW N BK/IOYEHMEM YCTPOICTBA HEOOXOAUMO NPOBEPUTL YCTPOMNCTBO HA HaInYme
BUAMMbIX MEXaHNYECKMX NOBPEXAEHWN. B criyyae Hannuns NoBpexaeHnin cnefyer npekpartuTb
YCTaHOBKY YCTPOMCTBa, COCTaBUTb COOTBETCTBYHOLLMI aKkT U 06paTUTLCA K MOCTaBLLKKY.

3. Ecnu ycTpoicTBO Haxoamnoch A/iMTeNbHOE BPEMS NPY HU3KON Temnepartype, nepes Ha4anom paboThbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

4. Tpwn pa3meLleHnmn ycTpoiicTa ansa obecrneveHuns 30Hbl NokpbITua cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

a. YcTtaHaBnuBaiiTe YyCTPOWCTBO B LIEeHTpe 6eCnpoBOAHOMN ceTy,

b. MuHummanpyiite uncno nperpag (CTeHbI, NOTOMKK, MEGE/b U APYrOE) MEXY TOUKOW AocTyna u
Apyrummn 6ecnpoBOAHbIMI CETEBLIMU YCTPONCTBaMY;

c. He ycTaHaBnuBaliTe ycTpoiicTBO B6/IM3M (NopsaaKa 2 M.) 3M1eKTPUUECKMX, pafIMoyCTPOCTB;

d. He pekomeHayeTcs ncnonb3oBartb paavoTenedoHsl 1 gpyroe obopyaosaHve, paboTatoLlee Ha
yactoTe 2.4 Ty, 5 I'Ty, B paguyce peictens 6ecnposogHoin cetn Wi-Fi;

e. MNpenAaATcTBusa B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUWIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/I/INYecKnii Kapkac Bbl3blBaeT MHOIO/ly4eBOe pacnpocTpaHeHne curHana u 3aryxaHue npu
NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUnoTosKa.

5. Tpu pa3meLleHnn HECKObKUX TOYEK, panycC COTbl O/MKEH NepeceKkaTbCs C COCefHeil COTOW Ha ypOBHe
0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraeTcs ucnosb3osaHne VolP, N0TOKOBOro BMAeOBELLaHNS U APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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2.3 YctaHoBka WEP-12ac

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA N/I0CKOI NOBEPXHOCTYM (CTeHa, NOTO/0K), cobntogas MHCTPYKLMK NO
TEXHUKe 6e30MacHOCTM 1 peKkoOMeHAaLUNK, NPYBEAEHHbIE BbILLE.

B KOMNIEKT NOCTaBKM YCTPONCTBA BXOAMT KPENEX AJ151 YCTAHOBKM YCTPOCTBA Ha N/IOCKYH MOBEPXHOCTb.

2.3.1 Tlopanok KpensaeHnsa Ha CTeHy

1. 3akpenuTe NNacTUKOBbIN KpOHLUTeVIH (BXO,EI,I/IT B KOMMAEKT I'IOCTaBKl/I) Ha CTEeHe:

KPOHLUTENH

B

nasbl Ans
npoknanku kabenem

A — 3allenka; B — na3bl An15 Npoknaakn Kkabenei
PucyHok 2 — KpenneHune KpoHLUTENHA Ha CTEHE

a. KpoHLLUTelH ycTaHaBNMBaeTCcsl TakuM 06pa3om, UTobbl 3alliesika 6blria cBepxy (Bbipe3 BHU3Y),
PUCYHOK 2;

b. Mpu ycTaHOBKE KPOHLUTEHA HY)XHO NPOMNYCTUTb NPOBOAA B COOTBETCTBYHOLLME Na3bl HA
KPOHLUTENHE, PUCYHOK 2;

c. CoBMecTuTe YeTbipe OTBEPCTUS AN1S1 BUHTOB Ha KPOHLUTENHE C TaKUMU XXe OTBEPCTUSMU Ha
noBepxHOCTU. C NOMOLLI0 OTBEPTKM NPUKPENUTE KPOHLITEH BUHTAMU K MOBEPXHOCTW.

2. YcTaHOBUTE YCTPOIICTBO.

YCTPOWCTBO

KPOHLUTENH

Bud c3adu Bud cniepedu
PucyHok 3 — YcTaHOBKa yCTpoiicTBa

a. MopgxnounTe Kabenu K COOTBETCTBYHOLMM pa3beMaM YCTPOCTBA, ONMCaHNe pa3beMOB NPUBEAEHO
B pasgene KoHCTPyKTVBHOE UCNO/HEHVE PYKOBOACTBA NO SKCnyaTauuuy;

b. YcTaHoBMTE OTBEPCTUS HA KOpMyce YCTPOCTBA Ha HanpaBAsloLWMe KPOHLUTERHA, U CMecTuTe
YCTPOIACTBO BHW3 A0 dhnKcaLmm 3aLlenkn, HaxoasLWwencs CBepxy.
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2.3.2 Tlopsapok kpenseHns Ha oasibLUNOTONOoK

© He pekomeHyeTcsi pasMellieHne CO BHYTPEHHEH CTOPOHbI (hasibLUIMNOTO/IKA, TaK Kak MeTas/Iuyeckuii
KapKac BbI3blBAET MHOr0/ly4eBOE PacrnpoCcTpaHeHne curHana v 3atyxaHue npv NPoxXoxaeHuu yepes
peLLeTKy KapKaca asibLUnoTosiKa.

EN

1 — MeTaN/IMYeCKNn KPOHLWITENH; 2 — NaHeNb apMCTPOHT; 3 — NNACTUKOBbIA KPOHLUTENH; 4 — YCTPOWCTBO.
PrcyHoK 4 — MOHTaX yCcTpoiicTBa Ha (0asibLLUNOTONOK

1. 3akpenute MeTasl/IMYeckuii U NNaCTUKOBBIA KPOHLLTERHbI HA NOTOsIKE, pUCyHOK 4. CoeanHumTe
N1aCTMKOBbIV KPOHWTEH (3) Ha hanblunoTosike ¢ MeTannyeckum (1) B cnegytoLlem nopsigke:
MeTaIINYECKNIA KPOHLUTENH -> NaHeb apMCTPOHT -> MNNACTUKOBbIA KPOHLUITENH.

2. B naHenu apMCTPOHT NPOpPEeXbTe OTBEPCTME, Pa3MEPOM C OTBEPCTME META/I/TMYECKOTO KPOHLLUTENHA.
Uepes gaHHOEe OTBEPCTME 3aBOASTCS MPOBOAA.

3. CoBMEeCTUTE OTBEPCTUSI HA METAIINYECKOM KPOHLUTEHE, NaHe I apMCTPOHT U N1aCTUKOBOM
KPOHLUTEelHe. [lanee COBMECTUTE YeTbIPe OTBEPCTUA A5 BUHTOB Ha N/1aCTUKOBOM KPOHLLUTEHE C
TakVMU e OTBEPCTUSIMU Ha METaUI/IMYECKOM KPOHLUTEiHe. C MOMOLLbI0 OTBEPTKM COeANHUTE
KPOHLUTENHbI BUHTAMM.

4. YcTaHOBMWTE YCTPOICTBO.

a. MoakntounTe kabenum K COOTBETCTBYIOLMM pasbemMam YCTPOICTBa, ONcaHne pasbeMoB NpUBEAEHO
B pasgene KOHCTPYKTMBHOE MCMOoMIHEHE PYKOBOACTBA MO aKCn/yaTauum.

b. YcTaHoBMTE OTBEPCTUSA HA KOPMYyCce YCTPONCTBA Ha HanpaBAioLLMe KPOHLITEHA, U CMECTUTE
YCTPOIACTBO [0 (vKCaLMM 3aLLESKN.

2.3.3 TopsfoK CHATUS YCTPOWCTBA C KPOHLUTENHA
[ns cHATWA yCTpOICTBA C KPOHLUTEHA:

1. HaxmuTe Ha 3aLesky, pycyHoK 2.
2. CmecTuTe yCTPOWCTBO B CTOPOHY 3aLlesiku.
3. CHumMUTE YCTPOICTBO.
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2.3.4 Pacnaiika pasbema RJ-45

Mpu coeguHeHUM BUTOI Napoii UCNonb3yeTcs criegytolas cxema.

CTopoHa A:

1
6e/10-0paHXeBbIii;
OpaHXeBblif;

2

6eno-3eMeHbli;

CUHWIA;

06en0-CUHWIA;

3€MEHbI;
6€e/10-KOPUNYHEBBII;

KOPWUYHEBBIN.

Pasbem RJ-45
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3 MNoakntoueHne K web-nHtepdency
MoaxnounTb MK K yCTPOMCTBY MOXHO HECKO/IbKMMWU CNOCO6aMM:

+ MopxntoumnTe ceTeBoli kKabenb K PoE-nHtepdeiicy WEP-12ac 1 k POE-kommyTaTopy/uHxektopy. danee

noaktounTe MK K MHXEKTOpY WM KOMMYTaTopy.
+ WEP-12ac MOXHO BK/HOUMTbL MO NUTaH1Io ¢ nomoLlsto 220B/AC-12B/DC 6510ka nuTaHus, nocTaBAsieMoro

C YCTPOICTBOM, Yepes3 COOTBETCTBYOLWMI pasbeM nutaHma WEP-12ac 1 nogkntounts MK Hanpsamyto K
ogHomy u3 Ethernet-nntepdeiicos WEP-12ac.

[nsa nogknioveHns K web-mHTepgeincy Toukn AocTyna BbINOAHUTE criegytowmne AeincTBus:
1. Ha MK oTkpoiite web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.
2. BBeguTe B agpecHoii cTpoke 6paysepa IP-agpec ycTpoicTsa.

© 3asopckoli IP-agpec yctpolictsa: 192.168.1.10, macka nogceTu: 255.255.255.0.
Mo yMOn4aHm1Io YCTPOIMCTBO MOXET nonyunTb agpec no DHCP. [Jo 3Toro 0HO AOCTYMHO No
3aBogckomy IP-agpecy.

Mpu ycnewwHoM 06HapyXeHUM YCTPOICTBA B OKHE Gpay3epa 0To6pasuTCsl CTpaHuLa ¢ 3anpocoM UMEHN

nosib3oBaresia 1 naposns.
o ELTEX

User Name

Password

Logon

3. BeeauTe nms nonb3osatens B cTpoke «User Name» 1 naponb B cTpoke «Password».

© 3aBopckue yctaHosku: User Name — admin, Password — password.

4. Haxmute KHoMKy «Logon».
B okHe Gpay3epa OTKpoeTCcs HavasibHas cTpaHuua web-nHTepdelica yctporicTaa.

© Ecnu nocne BeeaeHus IP-agpeca B CTpoke 6pay3epa He NosiBM/Iach CTpaHuLLa aBTopusaLmy,
HeobxoamMo npoBepuTthb IP-agpec Ha MK/HacTporiku kKommyTatopa.
Ecnu Ha ycTpoiicTBe paHee Oblfia U3MeHeHa 3aBofcKas KOHuUrypauums, To HyXXHO COpoCcUTb TekyLume
HacCTpOWKu. [1Ns1 3TOr0 HXXMUTE U yaepXnBamnTe KHOMKy «F» Ha OCHOBHOU NaHesin yCTpoiicTea B
TeyeHune 20 cekyHA,. JoxamTech, Moka MHANKATOP Ha BEPXHEN naHesvm yCTPOUCTBa HauYHET Muratb, U
TO/IbKO NOC/1e 3TOr0 OTNycKanTe KHOMKy «F». LIBET nHamkartopa [0o/mKeH CMEHUTBLCA Ha KPacHbI — 3TO
03HA4aerT, YTO BbINOJIHAETCA 3arpy3ka.
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4 HacTtpoiika ceteBbIx napametpoB WEP-12ac

[ns ynaneHHoro ynpaeneHust yctpoiicteom WEP-12ac TpebyeTcsi ycTaHOBUTb CETEBbIE NapaMeTpbl
060pyA0BaHNS B COOTBETCTBUM C CYLLEECTBYHOLLMMY HACTPOKaMu CETH, B KOTOPOIA OHO ByAET UCMO/b30BaThCS.
B web-uHTepdpeiice ycTpolictBa oTKpoliTe B MeHo «Manage» Bknazaky «Ethernet Settings» v BbinosHute
crefytoLie HacTPONKu:

Modlify Ethernet (Wired) settings

Hostname WEP-12ac (Range : 1 - 3 characters)

Internal Interface Settings

MAC Address AB:F9:48:B0:43:61
Management YLAMN ID 10 (Range: 1 - 4094, Default: 1)
Untagged VLAN % Enzbled Disabled
Untagged WLAN ID 1 (Range: 1 - 4054, Default: 1)
Connection Type StaticIP ¥
Static IF Addrass 192 - (168 +|100 (3
Subnet Maszk 255 « |255 «|255 (D
Default Gataway 192 - |188 . 1100 -1
DMS Mameservers Dy namic Manual
172 - |16 - (O |1
172 - |16 - (O Nk

Click "Update™ to save the new sattings.
Update

* Management VLAN ID — ykaxunte Homep VLAN, KoTopblli 6yAeT NCNo/b30BaTbCs A1 ynpaBieHns
TouKkol gocTyna. B gaHHom npumepe ncnonb3yetcs VLAN 10;

+ Connection Type — BblbepuTe «Static IP» ansa 3agaHus IP-agpeca Toukam gocTtyna Bpy4Hyto. Ecnn
HeobxoaMMo pasgasarth IP-agpeca n gpyrne cetesble napaMeTpbl ToUKkam AocTyna no npotokosy DHCP,
TO B nosne «Connection Type» yctaHoBUTE 3Ha4eHne «DHCP» n Ha 3TOM HacTpolika ceTeBoOi YacTu byaeT
3aKOHYeHa,;

« Static IP Address — ykaxute IP-agpec WEP-12ac. B gaHHom npumepe IP-agpec yctpoiictea Bo VLAN 10
-192.168.100.3;

« Subnet Mask — ykaxute macky nogcetn. B gaHHoM npumepe macka nogcetn — 255.255.255.0;

+ Default Gateway — ykaxuTe IP-agpec geconTtHoro wnt3a. B gaHHom npumepe IP-agpec wnio3a no
ymonuyaHuio — 192.168.100.1.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOW KOHQOUIypaLum 1 3aHECEHNSI HACTPOEK B 3HEPTOHE3aBHCUMYIO NaMSATh TOUKM
A0CTyna HaxmuTe KHoMKy «Update».

Mocne npousBeAeHHbIX CETEBbLIX HACTPOEK Touka goctyna WEP-12ac 6yaet goctynHa Bo VLAN 10 no agpecy
192.168.100.3.

© nNepep BHECEHMEM U3MEHEHUI B CETEBbIE HACTPOIKM TOUKM [0CTYNa y6eaMTeCh, YTO YNpaBsioLLnii
KOMMNbOTEP UMEET AO0CTYMN K CETU, B KOTOPOI ByeT HAXOAMTLCSA TOUKa A0CTYNa, UCX0As U3
HACTPOEHHbIX CETEBbIX NAPaMETPOB.
B cnyyae BBeieHUSI I NPYMEHEHNS OLUIMGOYHBIX AAHHbIX B HACTPOMKAX CETEBbIX NApaMeTPOB TOUKM
[l0CTyNa, KOHMrypaLuuio yCTpoicTBa MOXHO BEPHYThb B NEpBOHAYa/IbHOE COCTOSIHIE, COPOCUB TOUKY
[lOCTyNa K 3aBOACKNM HACTPOMKam.
[nsi TOro, UTo6bI BEPHYTh KOHIMIYpaLMio YCTPONCTBA K 3aBOACKAM HACTPOMKaM, HAXXMUTE U
yAepxuBaiTe 3axaroi B TedeHne 20 ceKkyH/ KHOMKY «F», pacnoio)XeHHYH Ha OCHOBHOM naHenm
YCTPOIACTBa, 10 TEX NOP MOKA CBETOBOV NHAMKATOP COCTOSHNS, KOTOPbI HAXOANUTCS HA BepXHei
MaHeny TO4YKN JOCTyna, He HaYHET MUraTb.




KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

5 O6HoBNeHMe nporpammHoro obecneveHns WEP-12ac

[N KoppekTHoit pa6oTbl ycTpoiictea WEP-12ac pekoMeHAyeTCst BbINO/IHUTL 0GHOB/IEHNE NPOrPaMMHOIo
o6ecneuenus (MO) go nocnesHein Bepcuu.

© AKTya/IbHOCTb YCTAHOB/IEHHOI Ha YCTPOMCTBE BEPCUM MOXHO YTOUHUTL Ha OOULMAIbHOM caiiTe
npou3soauTens B pasaene «LIeHTp 3arpy3ku» Ui CBA3aBLUMCh C MPOM3BOANUTENEM HANPSMY!IO.
KOHTaKTHbIE AaHHble Pacno/IokKeHbl Ha NOC/eAHEl CTpaHuULEe AaHHOMO PyKOBOACTBA.

Mocne nonyyeHus akTyasibHOI Bepcui NporpaMMHoro obecnedeHnsi B web-uHtepdpeiice Touku goctyna
OTKpoiiTe MeHio «Maintenance», Bknaaky «Upgrade» 11 BLINOMHUTE CReaytoLne HacTPOKK:

Manage firmware

Model Eltex WEP-12AC
Firmware WVersion
Primary Image: (Tekywana gepcua M0O)
Secondary Image: {(Bepcua MO pezepeHoro oopasal

Upload Method @ HTTP O TFTP
Mew Firmware Image t®ain He soiBpaH.
Upgrade

+ Upload Method — yctaHoBuTe donar «<HTTP»;
« New Firmware Image — HaXmuTe KHOMNKY «O630p» 1 B OTKPbIBLLEMCS OKHE NoucKa BbiGepuTte daiin ¢
aKTyasibHOI Bepcreil NporpaMMHOro o6ecneyeHust.

[ns 3anycka npoliecca 06HOBMEHUsI HaXXMUTE KHorKy «Upgrade».

Mpouecc 06HOBNEHNMS 3aiIMET HECKO/IbKO MUHYT (O ero TekyLleM cTaTyce 6y/leT yka3aHo Ha CTpaHuLe), nocre
Yero yCTPOICTBO aBTOMATUYECKM Nepesarpy3nTcs.

© He oTkntoualite nUTaHMe yCTPOMCTBa M HE BbIMNOHATE ero nepesarpysky B npoLecce 06HOBEHMS
no.

MocMOTpeTb TeKYLLYI BEPCUIO NPOrPaMMHOro o6ecneyeHns], yCTaHOB/IEHHOIO Ha YCTPOWCTBE, MOXHO B MEHIO
«Basic Settings». TekyLas Bepcusa nporpaMMHOro obecneyeHns ykasaHa B none «Firmware Version».

Provide basic settings

» Review Description of this Access Point ...

These fields show information specific to this access point.

IP Address: 192.168.100.3

MAC Address: E8:28:C1:C1:27:60
Firmware Version: (Texywaa pepcnsa 110)
Uptime: 1 days, 2 hours, 2 minutes
CPU Usage: 100.00%

Memory Usage: 112MB/248MB (45%)

Refresh

10



KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

6 HacTtpolika cepsuca SNMP

HacTpoiika cepsmuca SNMP nponsBoantcs B MeHi0 «Services», Bo Bkiagke «SNMP».

SNMP Configuration

SNMP (2 Enabled Disabled

Read-only Community Mame (for Permitted SNMP Get Operations) | public | (Range: 1 - 256 characters)

Port number the SNMP agent will listen to | 161 |(Range: 1025 - 65535, Default: 161)

Allow SNMP set requests ®* | Enabled Disabled

Read-write Community Name (for Permitted SNMP Set Operations) private (Range: 1 - 256 characters)

Restrict the source of SNMP requests to only the designated hosts or subnets ' ®) gqapled Disabled

Hostname, Address, or Subnet of Network Management System | 192.168.100.253 | (ax.200000x. XX /Hostname max 255 Characters)

IPw6 Hostname, Address, or Subnet of Network Management System | | {3000 M T MO0 DO M0 TN NN D 0e/ Hostname max 255 Characters)

Trap Destinations

Enabled Host Type SNMP version Community Name Hostname or IP or IPvE Address
P {Range: 1 - 256 characters) {0030 000 B0 MO0 B0 D IO OO M0 T 0000 00 o i/ Hostname max 255 Characters)
v | 1Pva || snmpvz ¥ [public | [192.168.100.253 |
| 1Pv4 V|| snmpv2 V| | | | |

| IPv4 V|| snmpV2 V| | | | |

* Restrict the source of SNMP requests to only the designated hosts or subnets — npnem SNMP-3anpocos
TO/IbKO OT YCTPOMCTB € onpegeneHHbiM IP-agpecom. YctaHoBuTe donar «Enabled»;

+ Hostname, Address, or Subnet of Network Management System — ykaxute IP-agpec SNMP-cepBepa, oT
KoToporo 6yaeT paspelueHo npuHumars SNMP-3anpocel. B gaHHoOM npumepe IP-agpec cepeepa —
192.168.100.253.

B pasgene «Trap Destinations» BbINONHUTE CneaytoLMe HaCTPOKN:

« YcTtaHoBuTe donar B cTon6ue ¢ 3arosioBkom «Enabledy»;

+ Host Type — ykaxuTe, ABNSAETCS /11 BKOUYEHHbIN y3en y3nom IPv4 nnu yanom IPv6. B gaHHOM npumepe
Bbl6paHo — IPv4;

+ SNMP version — Bbl6op Bepcumn npotokosia SNMP. B gaHHOM nprmepe BbiGpaH NpoToKo shmpV2,

« Community Name — ykaxute nms coobuiectsa «public»;

« Hostname or IP or IPv6 Address — BBegute DNS-ums nnu IP-agpec cepBepa, Ha KOTOpbIi TOYka gocTyna
6yaet otnpaenaTe SNMP-Tpanbl. B gaHHOM npumepe IP-agpec cepepa ansa npnema SNMP-Tpanos —
192.168.100.253.
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7 HacTpolika 6ecnpoBoHbIX MHTEPdIECOoB

KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

YcTpoiictBo WEP-12ac nveet 2 paguonHtepdoeiica (Radio1 n Radio2), cnoco6HbIX paboTaTb 0JHOBPEMEHHO.
Radio1 pa6oTtaet B gnanasoHe 2.4 'y, Radio2 paboTtaet B gnanasoHe 5 .
[anee npuBeaeH npyMmep HaCTPOKM 6eCcnpoBOAHbIX MHTEPGIENCOB CO C/IeAYOWUMIN XapaKTepUCTMKaMu:

Radio1:

+ OnanasoH: 2.4 I,
+ cTaHgapTbl: 802.11b/g/n;
* wupwuHa nonocsbl: 20 Mlu.

Radio2:

+ avanasoH: 5Ty,
+ cTaHgapTtbl: 802.11a/n/ac;
* wupwuHa nonocsbl: 20 Mlu.

B meHio «Manage» oTkpoiiTe Bknaaky «Wireless Settings» 1 BbinoniHUTE criefytoLime HacTPOMKU:

Country

[Transmit Power Contro
ITSPEC Violation Interval

Global isolation

Radio Interface
MAC Address
Made

Channe

Airtime Faimess

Radio Interface 2
MAT Address

Mode

Channe

Airtime Faimess

AeroScout™ Engine Protocol Support

Click " Update™ to save the new settings.
Update

Modify wireless settings

Russia T
On ¥

300 [Sec, Range: 0 - 900, 0 Disables)
% On o
AB:F9:4B:B0:43:60

IEEE 802.11b/g/n v

Auto T

= On QF

[ ] D" ':I:

ABiF9:4B:B0:43: 70
IEEE 802.11a/nfac ¥

Auto
* On

Dizabled ¥

L

G:

+ Country — BbIOOp HacTpoek pagnovHTepdeiica, COOTBETCTBYHOLMX 3aKOHOAATE/bCTBY BbIOPAHHOA

CTpaHbl. BbibepuTte B crniucke «Russiax;

+ Transmit Power Control — HacTpolika pexuma orpaHuyeHus napameTpa «Transmit Power Limit».

BbibepuTte B cnucke «Ony.

HacTpoiika Radio1:

* Radio Interface — BkNoUYeHUE pagnonHTepgeiica. YcTtaHoBMTE 3HaYeHne «Onv,
* Mode - pexum paboTbl paguovHTepdelica. BoibepuTe 3HaueHne «IEEE 802.11 b/g/n».

HacTpoiika Radio2:

* Radio Interface 2 — Bk/toueHne pagrouHTepdeica. YctaHoB/TE 3HaUeHre «Ony;
* Mode — pexum paboTbl pagnonHTepdeiica. Boibepute 3HaveHune «IEEE 802.11 a/n/ac».

[lna BCTynneHns B cUly HOBOW KOHOUIypaLun N 3aHeCEHNs1 HAaCTPOEK B 3HEProHe3aBMCUMYH NaMsiTb TOUKU

focTtyna HaxmuTe KHonky «Update».

12



KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

B meHio «Manage» oTkpoiiTe Bknaaky «Radio» 1 BbinosiHUTE criegyoLime HacTPOKK:

Modify radio settings
Radio l_v
Status * on off
Mode | IEEE 802.11b/g/n ~
Channel Auto A
Channel Update Pericd 1Day W
Limit Channels
Channel| 1 |2 |3 | 4 |5 |& |7 |8 | % |10[11]12 |13 | Al
Use v + L
Channel Bandwidth 20 MHz v
Primary Channel | Lower v|
Transmit Power Limit | 16 |[dBm, Range: 1 - 16)
Advanced Settings =
TSPEC Settings =
Click "Update" to save the new settings.
Update

HacTpoiika Radio1:

* Radio — BbIGOp HACTpaMBaeMoro pagmonHtTepdeica. Boibepute 3HaueHne «1»,
+ Channel Bandwidth — wimpuHa kaHana. YctaHoBuTe 3HayeHne «20 MHz».

[lna BCTynneHnsa B CUly HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHEe3aBMCUMYH MaMsiTb TOUKM
focTyna Haxmute kHonky «Update».
HacTpoiika Radio2:

* Radio — BbIGOp HACTpaMBaeMoro pagmonHtTepdeica. Boibepnte 3HaYEHNE «2,
+ Channel Bandwidth — wumpuHa kaHana. YctaHoBuTe 3HayeHne «20 MHz».

[na BCTyNneHnsa B CUly HOBOW KOHCOUIypaLum N 3aHECEHNSI HACTPOEK B 3HEProHe3aBMCUMYH MaMsiTb TOUKM
focTyna Haxmute kHonky «Update».



KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

8 HacTpoiika BMpTyasibHbIX TOYEK AOCTyna

Ha kaxxgom 6ecnpoBogHOM MHTepgIeiice MOXHO HAacTpouTb A0 16 BUpTYyasibHbIX Touek goctyna (VAP). Kaxaas
13 TaKMX TOYEK A0CTyNna MOXET UMETb UHAMBUAYa/IbHOE UMS 6ecnpoBogHoii ceTu (SSID) n Tun aBTopu3aumm/
ayTeHTudukaummn. CoriacHo cxeme CeTu, NPUBEAEHHON Ha pricyHke 1, He0BX0AMMO HACTPOUTb 2 BUPTYasibHble
TOukMn gocTyna Ha Radio 1 n Ha Radio 2.

CneumanbHas yHKUMs ToUkn goctyna Band Steer no3sonsiet yctaHaBnmBaTth 4151 KNIMEHTOB, UMEIOLLUX
BO3MOXHOCTb pabortarb B gnanasoHax 2.4 'y v 5 Ty, npnoputeT nogk/iodeHns K 5 Iy, BUpTyasibHbIM
TOYKam goctyna.

[ns pa6oTbl oyHKUMKM Band Steer Heob6xoanmo:

* €03[4aTb Ha Kax4oM pagnonHTepdelice BUPTyasibHble TOUKU AOCTYyNa ¢ ognHakoBbiM SSID;
* MPW UCNOMBb30BaHUN LWMJIPOBAHUA YOeANTLCA, YTO Naponn Ha co3daHHbIx VAP coBnagaror,
*+ akTMBuposaTb napametp Band Steer Ha VAP.

B meHio «Manage» oTkpoliTe Bknaaky «VAP» 1 BbINONHUTE CriedytoLme HacTPOMKN:

Modify Virtual Access Point settings

Giobal RADIUS Server Settings

RADIUS Domain:

RADIUS IP Address Type: &) pys () pug

RADIUS IP Address: 192.168.1.1

RADIUS IP Address-1:

RADIUS IP Address-2:

RADIUS IP Address-3:

RADIUS Key: sessnses

RADIUS Key-1:

RADIUS Key-2:

RADIUS Key-3:

Enable RADIUS Accounting

Radio | 1 v

VAP Enabled VLAN ID SSID Broadcast SSID  Station Isolation  Band Steer 802.11k DSCP Priority  VLAN Trunk General Mode General VLAN ID VLAN Priority Security MAC Auth Type

o ~ | 100 Work Network w 4 o w 1 0 v WPA Personal Disabled v | (2]
WPA Versions: ™ wrA-TKIP WPAZ-AES
Key: sssssasss
Broadcast Key Refresh Rate |0 (Range:0-86400)

1 v o1 Free Network v v v W 1 0 v None ~ Disabled

2 2600 Enterprise 1 0~ WFA Enterprise v Disabled v

HacTpoiika Radio1:

* Radio - BbI6Op pagnovHTepdelica, Ha KOTOPOM Heobxoaumo HacTpouTb VAP. Bbibepute 3HaueHune «1»;

+ Enabled - BkntoueHune VAP. YctaHoBute donar gns VAP 0 n VAP T,

* VLAN ID - Homep VLAN, c koToporo 6yaeT cHumatbca MeTka npu nepepade tTpadvka Wi-Fi kiveHTam,
NOAKNOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npw oTkntoueHHoM pexume VLAN Trunk):

+ ona VAP 0 yctaHosuTe 3HadyeHue napametpa VLAN ID — «100x;
+ ona VAP 1 yctaHosuTe 3HaveHune napameTtpa VLAN ID — «1».

+ SSID — nms 6ecnpoBOAHON ceTw:

+ ana VAP 0 yctaHoBuTe 3HadeHune napametpa SSID — «Work Network»;
+ ana VAP 1 yctaHoBuTe 3HadeHune napametpa SSID — «Free Network».

« Station Isolation — 3anpeT nepeaayn NakeToB Mexay KMeHTaMmy TOYKM AocTyna. YCTaHoBUTb hnar;

* Band Steer — ycTaHOBKa npuopuTeTa nogxka4eHns nonb3osarenei Kk SSID, HacTpoeHHoMy Ha 5 T,
YctaHoBUTb (hnar;

+ Security — pexxum 6e30nacHOCTU CETU:

+ ana VAP 0 yctaHoBuTe 3HayeHne «WPA Personal»:
+ Key — ykaxuTe naposib 415 NOAKIHYEHNA K JaHHOM 6ecnpoBogHol ceTu. MNaponb fomKeH
cogepxatb OT 8 10 63 CMMBO/IOB.
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KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

« ans VAP 1 ycTaHoBuTe 3HauYeHne «None» — 3TO 03HAYaeT, YTo K/IMEHTCKOE YCTPOCTBO MOXET
NOAKMOYNTLCS K AaHHOW 6eCnpOBOAHOl CETV 6e3 yKasaHUsi Napossi.

[lna BCTynneHns B cUly HOBOW KOHOUIypaLun 1 3aHECEHNS1 HACTPOEK B SHEProHe3aBNCUMYH MNaMsiTb TOUKU
[l0CTyna Haxmute kHonky «Update».

HacTpolika VAP Ha Radio 2 ocyLuecTensercs aHasiormyHbiM 06pasom. B nyHkTe «Radio» Bbibepute 3HaueHue
«2», 1 BbINOMHWTE HACTPOVKK, NprBeaeHHble Bbiwe ansa Radio 1. Maponb ansa SSID «Work Network» gomkeH
6bITb 0AMHaKoBbIM, Kak Ha VAP Radio 1, Tak n Ha VAP Radio 2.

Mocne HacTpoiikn VAP Ha Radio 2 HaxkmuTe kHomnky «Update».

© Mpu ucnonb3osaHnmn pexxuma 6esonacHocTn WPA Enterprise aBTopusalms aboHeHTa NpONCXOAuT C
ncnonb3osaHnem RADIUS-cepsepa. Npu nogkntoveHun knneHta k SSID ¢ pexxumom 6e3onacHocTu
«WPA Enterprise» Ha RADIUS-cepBep oTnpasnseTcs 3anpoc Ha NoAK/I4YeHne aboHeHTa.
MapameTpsbl a8 noakatodeHms K RADIUS-cepBepy ykaxute B Tabnuue «Global RADIUS Server
Settings»:

* RADIUS Domain — fOMeH nosb3oBaTess;

* RADIUS IP Address — IP-agpec Bawero RADIUS-cepBepa;

* RADIUS Key — naponb ansa goctyna k RADIUS-cepsepy;

+ Enable RADIUS Accounting — npu ycTaHOB/IEHHOM dh/iare 6yayT OTNPaBAsTLCA COOOLLEHUS
«Accounting» Ha RADIUS-cepBep.

B HacTpolikax VAP B none Security Bbioepute «WPA Enterprise», B NosiBUBLLEMCSI OKHE (€CNN OKHO He
NOSIBUNOCH HAXKMUTE 3HaK «+» C/ieBa B CTPOKe HacTpoliku VAP) yctaHoBUTE onar Hanpotue «Use
Global RADIUS Setver Settings».

Ecnn Heobxogumo mcnonb3oBatb Ans kaxgoro VAP ceoin RADIUS-cepBep, TO cCHUMUTE doiar HanpoTus
«Use Global RADIUS Setver Settings» n yctaHoBuTe napameTpsbl g1 RADIUS-cepBepa, nepeyncieHHble
BbllLE, B OKHE HAcTpolikn VAP.

Modify Virtual Access Point settings
Global RADIUS Server Settings

RADIUS Domain: ‘enterpnse service.root |
RADIUS IP Address Type: () 1pyq () 1pys
RADIUS IP Address: | 192.168.100.253

RADIUS P Address-1: |

RADIUS IP Address-2: |

RADIUS IP Address-3: |

RADIUS Key-1: \

|
|
|
|
RADIUS Key: ‘ ..... |
|
RADIUS Key-2: \ |

|

RADIUS Key-3: ‘

v Enable RADIUS Accounting
Radio |1 w

VAP Enabled VLAN ID SSID Broadcast SSID Station Isolation Band Steer B802.11k DSCP Priority VLAN Trunk General Mode General VLAN ID VLAN Priority Security MAC Auth Type
o + ‘100 ||W:|rk Network v + + + |-_ ‘ 0w WPA Enterprise il | Disabled v | 5

WPA Versions: || weaTkip [ weaz-ses
¥ Enable Pre-authentication
MFP ¥ Not Required Capable

| Use Global RADIUS Server Settings
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9 MOHUTOPWHI OCHOBHbIX NapaMeTpoB 6eCnpoBOAHON CETU

KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

CnncoK NoAKMHUYEHHbIX K TOUKe A0CTyMNa K/IMEHTOB MOXHO NMPOCMOTPETL B MeHHo «Status», Bo Bknagke «Client

Associations».

Mpwn HaxkaTun Ha MAC-agpec KneHTa packpblBaeTcs Nogpo6Has MHdopMauys 0 paboTe K/IMeHTa 1
cTaTucTvKa no nepegaye nakeTos.

[N 06HOBNEHMA MH(POPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

Ss5ID

Eltex-Local (wlan0vapl)
Eltex-Local (wlan0vapl)
Eltex-Local (wlan0vapl)
Eltex-Local (wlanivapl)
Eltex-Local (wlanlvapl)
Eltex-Local (wlanlvapl)
Eltex-Local (wlanlvapl)
Eltex-Local (wlanlvapl)

Eltex-Local (wlanlvapl)

Eltex-Guest (wlanlvap2)
BRAS-Guest (wlanlvap4d)
BRAS-Guest (wlanlvap4d)

Total Number of Associated Clients

Station

Sc:e2:f4:52:35:f4
84:55:85:56:18:2d
00:28:53:34:49:31
24:df:6a:69:d1:b4
6c:72:e7:7d:38:39
dc:f0:90:8b:e3:20
94:53:30:05:6¢c:d5
9c:4f:da:80:8c:44
0c:b3:19:19:2b:2b

iz

Click "Refresh™ button to refresh the page.

IP Address

192.168.40.99
192.168.40.122
192.168.40.138
192.168.40.179

192.168.40.83

192.168.40.73
192.168.40.127
192.168.40.112

192.168.40.159

d0:17:¢c2:0d:c6:ea

78:02:f8:fa:5f:f4
64:76:ba:a5:8f:de

192.168.53.198

View list of currently associated client stations

Hostname

android-703f77361a424899
android-64b6ec2b4e700d5hb
android-3025657d07a%a40c
android-fS188aa6e186679e
iPhone6S-Den
android-c73eaZec51920ecd
LAPTOP-UDGPM1AS
iPhone-Leonid
android-6eafc287effa485c
android-e0cf7606a6c051f3
Redmi4-Redmi

Air-tester

Uptime

00:

:00:
:00:
:01:
:00:
:00:
:00:
102
103
:00:
:00:
:00:
01:

o7
0z

41
50
54
46
09
23
05
01
05

RSSI

-75 dBm
-78 dBm
-83 dBm
-73 dBm
-64 dBm
-69 dBm
-61 dBm
-67 dBm
-55 dBm
-68 dBm
-60 dBm
-59 dBm

SNR

14 dB
11 dB
6 dB
15 dB
28 dB
23 dB
31dB
25 dB
37 dB
24 dB
32 dB
33 dB

Noise

-89 dBm
-89 dBm
-89 dBm
-2 dBm
-2 dBm
-2 dBm
-2 dBm
-2 dBm
-2 dBm
-2 dBm
-2 dBm
-2 dBm

Link Quality Rate Quality Link Capasity

447
31%
0%
70%
59%
61%
87%
45
73%
89%
80%
81%

100%
100%
100%
75%
100%
T74%
100%
100%
100%
100%
100%
91%

Status

Authorizg
59% Yes
54% Yes
100% (not changed) Yes
68% Yes
80% Yes
75% Yes
79% Yes
S0% Yes
Mot supported Yes
75% Yes
Mot supported Yes
72% Yes

CnnCOK CTOPOHHMX TOYEK AOCTYyrMa € ykazaHnem Homepa 6ecrnpoBOAHOIO KaHana 1 ypoBHA CUrHana,
HaxogdAwmxeca B 30He sugmnmoctn WEP-12ac, MOXXHO NOCMOTpPeTh B MeHIo «Status», BO Bknagke «Rogue AP

Detection».

AP Detection for Radio 1
AP Detection for Radio 2

Detected Rogue AP List
Action MAC
88:f9:4b:b5:fb:31
88:f9:4b:b0:43:67
a8:f9:4bicfia8:d9
a8:f9:4h:b0:42:40
86:f9:4b:b0:2d:a0
88:f9:4b:b6:45:66
88:f9:4b:b0:31:80
a8:f9:4b:b4:af:d0
a8:f9:4h:b4:afid1
a8:fg:4b:h4:af:d2
88:f9:4b:b0:31:681
88:f9:4b:b4:af:d3
88:f9:4b:b0:00:e2
88:f9:4b:b0:00:e3
a8:fg:4b:1fifc:01
a8:f9:4b:b0:33:20
88:f9:4b:b0:33:21
88:f9:4b:b0:00:e0
88:f9:4b:b0:33:22

Grant | 28:f9:4b:b0:31:82

Click "Update™ to save the new settings.

View Rogue AP Detection

Click "Refresh™ button to refresh the page.

@ Enabled
@ Enabled

Disabled
Disabled

Click "Delete old" to delete old entries from Detected Rogue AP List

Radio Beacon Int. Type SS1D

wlan0
wlan0
wlang
wlano
wlan0
wlan0
wlan0
wlan0
wlano
wlano
wlan0
wlan0
wlan0
wlan0
wlano
wlano
wlan0
wlan0
wlan0

wlang

100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100

AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP

Privacy WPA Band Channel [BandWidth] Channel Blocks Signal Beacons Last Beacon

23 Off off 2.4
_Test24 31 Off Off 2.4
ELTX-2.4GHz_WiFi_~8D8 on on 2.4
SBER_test off off 2.4
Eltex VAP off off 2.4
EltexwiFi off off 2.4

2_4_vap0_fitotest

000111 test01

off off 2.4

Cn On 24

000111_test_enterprise on on 2.4

000111_scenarii
2_4_vapl_fitotest_ent
FBT-SSID

ssid05

ssid04

wpa_test

0000000000
0000000002

=sid02

0000000001

2_4_vap2_open

off off 2.4
on On 2.4
On On 24
off off 2.4
off Off 2.4
on on 2.4
off off 2.4
on On 2.4
off Ooff 2.4
Cn On 24
off off 2.4
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1 [20]
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1[20]
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1[20]

1[20]

1[20]

1[20]

1 [20]

1[20]

1[20]

1[20]

1 [20]

1-3

1
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all
all
all
all
all
all
all
all
all
all
all
all
all
all
all
all
all
all
all
all

1
2
1

Wed Jun 28 16:42

137 2017

Rates

1,2,5.5,6,9,11,12,18,24,36,48,54

Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,43,54

Wed Jun 28 16:42

137 2017

1,2,5.5,6,9,11,12,18,24,36,48,54

Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,43,54

Wed Jun 28 16:42

137 2017

1,2,5.5,6,9,11,12,18,24,36,48,54

Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54

Wed Jun 28 16:42

137 2017

6,9,12,18,24,36,48,54

Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,43,54

Wed Jun 28 16:42

137 2017

1,2,5.5,6,9,11,12,18,24,36,43,54

Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,43,54

Wed Jun 28 16:42

137 2017

6,9,12,18,24,35,48,54

Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54

Wed Jun 28 16:42

137 2017

1,2,5.5,6,9,11,12,18,24,36,48,54

Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,43,54

Wed Jun 28 16:42

137 2017

1,2,5.5,6,9,11,12,18,24,36,43,54

Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,43,54

Wed Jun 28 16:42

137 2017

1,2,5.5,6,9,11,12,18,24,36,48,54

Wed Jun 28 16:42:37 2017 1,2,5.5,6,9,11,12,18,24,36,48,54

Wed Jun 28 16:42

137 2017

1,2,5.5,6,9,11,12,18,24,36,48,54

Wed Jun 28 16:42:37 2017 6,9,12,18,24,36,48,54
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KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

B meHio «Status» Bo Bknagke «Events» MOXHO NpOCMOTPETb CNUCOK COOLITUIA, NMPOUCXOAALLNX C YCTPONCTBOM,
a TaKke HaCTPoWUTb NepeHanpasneHne cobbITHin Ha CTOPOHHKUIA SYSLOG-cepsep.

View events generated by this access point

Options Relay Options

Persistence % Enabled Disablad Relay Log @ Enabled Disabled

Severit v (33020, 000,200 3000 200K MO0 NR00K 000X o a0y
everity Relay Hest|172.16.0.22 Hostname max 253 Characters)

Depth 512 |(Rangs:1-512) Relzy Port (514 (Ranga: 1 - 65525, Default: 514)

Click "Update" to save the new sattings. Click "Update" to save the new settings.

| Update | | Update |

Events

Click "Refrash” button to refresh the pags.

| Refrash |

Time Settings (NTPF)  Type Service Description

Sap 11 2017 15:10:56 debug hostzpd[12236] station: 38:a4:ed:14:72:8a associated rssi -71(-71)

Sep 11 2017 15:10:56 info  hostapd[12236] STA 38:a4:ed:14:7e:8a reassociated with BSSID a8:f9:4b:b0:43:71

Sep 11 2017 15:10:536 info  hostzpd[12236] ReAssoc request from 28:24:ed:14:72:8z BSSID 28:f5:14b:b0:43:71 551D Eltex-Local
Sep 11 2017 15:10:56 debug hostapd[12236] station: 24:52:0s:cf:7a:02 deauthenticated rssi -68 reason 8 init 1

Sep 11 2017 15:10:56 info  hostapd[12238] STA 24:52:0e:cf:72:02 disassociated from BSSID a8:f5:4b:b0:42:72 reason 8: Sending STA is leaving BSS
Sep 11 2017 15:10:54 debug hostapd[12236] station: 24:92:0e:cf:72:02 associated rssi -80(-80)

Sep 11 2017 15:10:54 info  hostapd[12236] STA 24:92:0e:cf:72:02 reassociated with BSSID 28:f3:4b:b0:43:72

Sep 11 2017 15:10:54 info  hostapd[12236] ReAssoc request from 24:92:0e:cf:72:02 BSSID 25:f9:4b:00:43:72 551D Eltex-Guest

[na nonyyeHns 6onee NoApo6HOI MHhopMaLM PEKOMEHAYETCA 03HAKOMUTLCS C MOJHLIM PYKOBOACTBOM M0
aKcnayatauum.
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KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

10 Pexum pabotbl Cluster

10.1 OnucaHune

Pexum paboTbl «Cluster» no3BonseT 04HOBPEMEHHO yNpaBAsaTh YCTPONCTBAMM, BXOAALLMMN B OAUH KNacTep,
4TO NO3BOJISET CYLLECTBEHHO NOBLICUTL 3PEEKTUBHOCTL PABOThI C YCTPOCTBAMM NPV pasBepTbiBaHNN,
HacTpolike 1 akcnnyataumm 6ecnpoBOfHON CETU.

Mpu pa6boTe B pexumme «Cluster» gocTtatoyHO BbINOMHUTL HACTPOIKY OA4HOMO YCTPOMCTBA, OCTa/IbHbIe
YCTPOMCTBA AAHHOI0 KnacTepa aBToMaTuyeckn CKONUPYT KOHUrypaumio HaCTPOeHHOro ycTpoicTea. Ecnu B
KOHpMrypaumo o4HOro U3 yCTpomucTB ByayT BHECEHbl U3MEHEHNS, U3MEHEHNSA aBTOMAaTUYECKN NPUMEHSIETCS KO
BCEM BXOASALMM B K/lacTep ycTpoincTeam. [JaHHoe pelleHne gelicTByeT 1 npy o6HoBneHumn MO ycTpoincTs.
Pab6oTta B pexunme «Cluster» No3BoNsAeT BbINOMHUTL NOCAeA0BaTelbHOe KOHTpoMpyemoe ob6HoBneHne MO
YCTPOWCTB.

Knactepom HasbIBaeTCs rpynna ycTpoicTB, 06beAUHEHHBIX B paMKaxX OAHOTO LUMPOKOBELLLATE/TbHOMO JOMEHa, C
CUHXPOHM3UPYEMOIA KOHpUrypaLumein n nporpaMmMHbIM obecnedyeHnem. Mo ymonyaHmio pexum «Cluster» Ha
TOYKe JOCTyNa BK/IOYUEH.

OnpeaensioLwmm napamMeTpoM pexrmMa sIBASETCH UMS KiacTepa, No KOTOPOMY MPOUCXOANUT NAEHTUGMKALUS
NPUHAANEXHOCTUN YCTPOICTBA K AaHHOMY KnacTepy. Mo yMonuaHuio ums knactepa «default».

O[ZHOBPEMEHHO B CETV MOXET NPUCYTCTBOBATL HECKO/BKO K/1ACTEPOB C pas/IMYHbIMK MMeHamu. OgHa Touka
[0CTYNa MOXET NpUHaANEXaTb TONIbKO K O4HOMY 13 KNlacTepOB.

Mocne BKNHOYEHMSA B CETb YCTPOMCTBO ONpesesniseT, Haxo4ATCA /1N B CETU YCTPOWCTBAE, BXOASALLME B KnacTep
TEM Xe MMEeHeM, YTO 1 B ero KoHdurypauuum. Ecnv ycTpoilcTBa € 3aZlaHHbIMU NapameTpaMy He HailgeHsl, To
TOYKa focTyna cumtaer cebs «macTepom» knnactepa. Ecnv npyHagnexalime K JaHHOMY Knactepy ycTporicTea
HalifleHbl, TO TOYKa A0CTyna Ha4YMHaeT NPoLLecc KoNMpoBaHUs KOHMUrypauuy ¢ Mactepa faHHoro kiacrepa.
MacTep-To4KOl B K/lacTepe CTaHOBUTCA NGO ToUka ¢ HanbonbLlmnm 3HaveHem napametpa Cluster-Priority,
nn6o Touka ¢ HaumeHbwnm MAC-agpecom.

YCTpONCTBO 06BABNAET 0 CBOEM NPUHAANEXHOCTU K KnacTepy ¢ noMowbio oTnpaskn B LAN-ceTb
LunpokoBeLaTenbHbix UDP-nakeToB € yka3aHMeM CBOEeW NpMHaANeXHOCTV K onpeaesieHHoOMY kiiacTtepy. Takum
o6pa3om, Bce TOUKM A0CTYNa, BXoAswme B kractep, 0bMeHmBatoTCs UHhopmaumei Mexay coboi, y3HatoT 0
Ha/MuumM MacTepa B CETV 1 ero KoHdurypauum, a MacTep, B CBOK ovepeb, NPOBOAUT MHBEHTapU3auuo
YCTPOWCTB 1 B K&X/bl/i MOMEHT BPEMEHW KOHTPOIMPYET KOIMYECTBO YCTPOWCTB, BXOAALLMX B KlacTep, 1 nxX

agpeca.

© B knactep MOXHO 06bEANHNTL TO/BLKO TOUKM AOCTYMNA U3 OAHOI rpynmbl:

1rpynna WEP-12ac WOP-12ac
2 rpynna WEP-2ac WEP-2ac Smart WOP-2ac WOP-2ac SFP WOP-2ac GPON
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KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

10.2 WNHcTannayms

Mpu pa3BepTbiBaHWM CETU AOCTATOYHO HACTPOUTL OnpeAesieHHbIM 06pa3oM TOMbKO OAHY TOUKY AocTyna. Ans
TOrO, YTOObI YCTPONCTBA MOI/IM 06MEHNBATLCA MeXay Co60i nHdopmaumnen, Heo6xoANMO YyCTaHOBUTL B CETU
DHCP-cepBep ana pasgayun ceTeBblX aapecos.

MopsfoK MHCTaNNALUN CETU:

1. YctaHoska DHCP-cepBepa;

2. KoHtpurypupoBaHue 1 hrusmyeckoe NnogxkItoyeHne 04HON TOUKM JOCTyna,;
3. ®dusnyeckoe NOAKMOYEHNE OCTASIbHbIX TOYEK AOCTYnNa.

Mocne ycTaHOBKM B CETb NEPBO TOUKM AOCTYNa KOHUIYpUpoBaTb OCTasIbHble YCTPONCTBA HE HYXHO,
[LOCTATOYHO TOJIbKO (PU3MNYECKM BK/IHOUNTbL UX B CETb. YCTPOICTBA MO/yYaT CETEBbIE afpeca, OnpeaensT B ceTu
mMacTepa knactepa «default» n aBTomatuyeckn 6yayT CKOHUIyprMpoBaHbl N0 No406U0 MacTepa.

10.3 HacTtpoiika Cluster

o 1. YcTpoiicTBO MOXET paboTaTh B kflacTepe, Tofibko ecnv oTktodeHbl WDS (Wireless Distribution
System) n WGB (Work Group Bridge).

2. [ns pa6oTbl B knactepe Management Ethernet-uHtepdoeiic Bcex ToUek AO/MKEH HAXOANUTLCS
BHYTPW OfHOI CETM.
3. PexuM pa6oThbl B KacTepe BK/IHOUYEH Ha YCTPOWCTBE N0 YMO/YAHNIO.

B meHio «Cluster» oTkpoiiTe Bknaaky «Access Points» 1 BbINonHUTE criefyoLLme HacTPOKU:

Manage access points in the cluster

Mot
This access point is transitioning to cluster mode...Refresh the page to see the cluster enabled pages. | Clustered

Clustering: | Off ~ o

I Access
| updats | Paints

Click "Refresh" button to refresh the page.
Refresh

Clustering Options...

Enter the location of this AR

Location: | Eltex |
Enter the name of the cluster for this AP to join.

Cluster Name: |default |
Clustering IP Version: 1Pve 2 Ipyd

Cluster-Priority:  |255 | (Range: 0-255, Default; 0)

Click "Update" to save the new settings.
Update

Single IP Management...

Cluster Management Address: | 192.168.100.250 (XXKX)

Click "Update" to save the new settings.
Update

[ns pepakTypoBaHus pasgena «Clustering Options» nepeseante pexum knactepa B cocTosiHe «Off».
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KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

B pasgene «Clustering Options» BbinonHWTe cnegyowme HacTPOKK:

+ Location — ykaxuTe onsmyeckoe pacnosioxeHne Toukm goctyna. Vicnonb3yetcsa ans ynobcrsa aHannsa
1 yNpaB/ieHNs CETb0 B pas3INyHbIX Tabsmuax MoHUTOpUHra. B npumepe ncnonbyetcs «Eltex»;

* Cluster Name — ykaxunTe nms knactepa. Touka goctyna 6yaeT noaxkIoyaTbCs TOMbKO K KacTepy, UMs
KoToporo nponucaHo B «Cluster Name». B npumepe ncnonb3yetcs «default»,

* Clustering IP Version — BblbepuTe Ucnosb3yemyto Bepcuto npotokona IP gns obmeHa ynpasnstoweii
nHdopMaLmein mexay ycTpoinctsamu knactepa. B npumepe ncnonbsyetcs «IPv4x»;

* Cluster-Priority — ykaxxuTe NpyopuTeT YCTPONCTBa B Knactepe. Touka foCTyna ¢ MakCUMasibHbIM
3Ha4YeHMeM [aHHOro napameTpa ctaHoBuTCcA Master-Toukoid. Ecnv napameTtp He yctaHoB/ieH, Master-
TOYKOI B K/lacTepe CTaHOBUTCA TOYKa AOCTyNa ¢ HaMMeHbLlMM 3HadeHnem MAC-agpeca. [ins
n3bexaHusa cutyaunm, B KOTopo Master-Touka knactepa 6ygeTt nepensdpaHa, Tak kak B CETb Oblnia

BK/IlOYEHA ToYKa AocTyna ¢ MeHbwum MAC-agpecom, YeM y HacTpanBaeMoi TOUKK, ycTaHaBNIMBaeM
3HadeHne napameTtpa — «255».

[lna BCTyNnNeHns B cUly HOBOW KOHUIypaLun N 3aHECEHNS1 HACTPOEK B SHEProHEe3aBMCUMYH MNaMsiTb TOUKU
[l0CTyna Haxmute kHonky «Update».

B pasgene «Single IP Management» BbINONHNUTE cneayowme HacTPOMKK:

* Cluster Management Address — ykaxunTte yHukanbHbIin IPv4-agpec, no koTopoMy 6yaeT goctynHa Master-
Touka knactepa. [JaHHblil agpec AO/MKEH HaXo0AMTbCSA B NOACETM KnacTepa v He coBnaaarb ¢ IP-agpecom
APYrMX YCTPOWCTB, Haxoasawmxcsi B ceTu. B npumepe ucnonbayetcs IP-agpec — 192.168.100.250.

[lna BCTyNnNeHns B cUly HOBOW KOHUIypaLun N 3aHECEHNS1 HACTPOEK B SHEProHe3aBMCUMYH MNaMsiTb TOUKU
[l0cTyna Haxmute kHonky «Update».

[nsa BknoveHus pexmma knactepa B none «Clustering» BbibepuTe 3HaueHme «Ony».

Automatically manage radio resource assignments

Channel Planner ...
Clustered |

stop automatically re-assigning channels

Current Channel Assignments ; m
CCESS

IP Address Radio Band Channel Status Locked Paints

192.168.100.3 E8:2B:C1:C1:27:70 B/G/N 1 up

192.168.100.3 EB:2B:C1:C1:27:60 A/NJAC 36 up

Refresh Apply

Proposed Channel Assignments | 3 seconds ago )

IP Address Radio Proposed Channel
192.168.100.3 EB:28:C1:C1:27:70 i1
192.168.100.3 EB:28:C1:C1:27:60 40

Advanced

Change channels if interference is reduced by at least 75% w
Refresh when access point is added to the cluster | @nable
Determine if there is better set of channel settings every | 1 Day b

Click "Update” to save the new settings.
Update

[N BK/OYEHNS aBTOMATUYECKOro Bbibopa KaHaia TOUKOW JOCTyna Ha OCHOBaHMM HOMEPOB KaHas10B, Ha
KOTOPbIX paboTatoT Apyrue 6msnexatyme ToUKM 4OCTyna B 3TOM Xe K/lacTepe, a Takke CnekTpasibHOro
aHann3a 3allyM/IeHHOCTY hoHa CTOPOHHUMM TOYKaMK JOCTyna, nepeinante Ha BkNnagky «Radio Resource
Management» 1 HaxxmuTe KHOMNKy «Start» B pasgene «Channel Planner».
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[ns BKIOYEHNss aBTOMATUYECKOro pacnpeeneHns MOLWHOCTY U3NyYeHUs TOYKM A0CTyna Ha OCHOBaHUK
YPOBHS B/IMSHWA COCEAHMX TOYEK [OCTYNa, KOTOopble paboTatoT B TOM Xe kfiacTepe, neperavTe Ha BKNagKy
«Radio Resource Management» 1 HaxmuTe KHOMKy «Start» B pasgene «Transmit Power Control».

B none «Locked» MoXxHO 3a6110kMpoBaTh CMEHY KaHasia /15 pagunonHTepdelica Touku goctyna. Mpu
yCTaHOB/IEHHOM ch/lare B MOMEHT Bbl6opa ONTUMa/IbHOIO KaHasia BCEMM TOYKaMu A0CTYNa AaHHbI
paguonHTepdelic GyaeT Cnosib30oBaTh NPEXHWIA KaHas Npu Il060M UCX0A€e BbiIGopa ONTUMasIbHOTO KaHasa.

B pasgene «Advanced» BbinosiHUTE cneayroLime HacTPONKu:

+ Change channels if interference is reduced by at least — ycTaHOBWTE NPOLEHT BbINTPbILLA B YMEHbLUEHUN
YPOBHS LWUyMa A1 NPUHATUA peLleHns nepexofa Ha Aapyroii kaHasn. B npumepe ucnonbayercs «75%»,

* Refresh when access point is added to the cluster — BkntounTe nepecyeT obLeli cnekTpasibHoM
CTPYKTYpbI Cpefbl U BbIGOP ONTUMa/ILHOTO KaHasna Ansa Touek goctyna (3HadeHne «enabler), ecnu k
KnacTepy nNpucoegunHAeTCsl HoBas TOYKa JOCTyna;

+ Determine if there is better set of channel settings every — ycTaHOBUTE UHTEPBaN BPEMEHW, Yepe3
KOTOPbI MPOMCXOANT NepecyeT 06LLei CNEKTPasIbHOW CTPYKTYPbI CpeAbl U BbIGOP ONTUMasIbHOTO
KaHana gnda toyek goctyna. B npumepe vcnonb3yercsa «1Day».

[lna BCTynneHns B cUly HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B SHEProHEe3aBMCUMYH MNaMsiTb TOUKU
[0CcTyna Haxmute kHonky «Update».

10.4 MOHUTOPWUHT

[ns npocmoTpa napaMeTpoB CECCUIA KNTMEHTOB, NOAK/HOUYEHHbIX K TOUKaM A0CTyna 3afaHHOoro knacrepa,
neperiguTe Ha BKNagky «Sessions».

Kaxaplii knmeHT onpeaensietcss MAC-apecom 1 TouYkoli AoCTyna, K KOTOPOI OCYLLECTB/ISIETCS ero Tekyliee
NoAK/THYEHME.

[na npocmoTpa ctatucTukun B pasgene «Display» BbiGepute Hy)kHOe 3HaYeHNE N HaXXMUTE KHOMKY «Go».

MpOCMOTpP CTaTUCTVKM AOCTYNEH NO CeayLWwyM napameTpam:

Manage sessions associated with the cluster

Sesslons...

You may sort the following table by clicking on any of the column names.

Display | All w Go
AP Location User MAC Rate (Mbps) Signal Rx Total Tx Total Error Rate
Eltex B2:8C:D6:C2:95:F6 156 47 34 23 o

You may restrict the number of columns displayed by selecting a field other than "all
in the choice box above, By seleting a specific field, the table will show only "Usar”,
“AP Location®, "User MAC™ and the selected field for each session. Click the “Go"
button to apply the new selection.

+ AP Location — douanyeckoe MeCTOrMosI0XeHNe TOUKM A0CTyna. 3HayeHne nosyyeHo 13 onmcaHuns
MEeCTOMOJIOXKEHNS, YKa3aHHOro BO Bkiiafke «Access Pointsy,

+ User MAC — MAC-agpec ycTpoincTBa K/IMeHTa;

* Rate — CKOpOCTb Nepegayun AaHHbIX MeXay TOUKOW AoCTyna v onpeaeneHHbIM KnneHTtom, Méut/c;

+ Signal — ypoBeHb curHana, NpUHMMaeMsblii OT TOUKK AOCTYNa, Abwm;

* Rx Total — obLee KOMYeCcTBO NaKeTOB, NO/TYYEHHbIX KTMEHTOM B TEeHYEHUe AaHHON ceccuw,

+ Tx Total — 06Liee KONNMYECTBO NakeToB, NepefaHHbIX KTMEHTOM B TEYEHME AaHHON ceccuy;

* Error Rate — obuee KO/IMYeCTBO NakeToB, OTOPOLLUEHHbIX TOYKOM A40CTyNa B TeYeHMe JaHHOW Ceccum.

[nsi npocMoTpa COOTBETCTBUSA TOUEK AOCTYNA, HAXOAALWMXCS B KNacTepe, U 6ecnpoBOAHbIX CETEN,
AeTEKTMpyeMbIX aTUMKM yCTpoiicTBamu, nepeinante Ha Bknagky «Wireless Neighborhood».
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Ha Bknagke «Wireless Neighborhood» pacnonaraerca tabnvua, 4eMOHCTpUpYyoLLas Kakme 6ecnpoBogHble
CETU 1 C KaK1M YPOBHEM CUrHaa AEeTEKTUPYET Kaxgas Touka AOocTyna knacrepa.

View neighboring access points

Wireless Neighborhood... p——
Clustered =y

The Wireless Neighberhood table shows all access points within range of any AP in the cluster. Cluster members who are also "neighbors" are
shown at the top of Neighbors list and identified by a heavy bar above the Network Name. The colored bars and numbers to the right of each AP

in the Neighbors list indicate signal strength for each neighboring AP. This signal strength is detected by the custer member whose IP address is 1 pre
at the top of the column. Access
Points
Display Meighboring APs: Im cluster Mot in cluster * Both
Cluster
192.168.100.3 192.168.100.3
EB:2B:CL:iC1:27:60 EB:28:CL:CL:27:70
Neighbors (21} ( Eltex ) { Eltex )
WGE
Eltex VAP
guest
IVIP
Eltex_BS
RT-5WiFi-e953 5
(Mon Broadcasting) 1
Eltex-5C-5-412
(Mon Broadcasting)
RT-5WiFi-6b8c
[{Mon Broadcasting) ]

Ha ocHoBaHUM TabnuLbl MOXHO NPOU3BECTU CMEKTPa/IbHbIV aHaNN3 BCei CETU 1 OLEHUTb BAUSIHUE NOMeX Ha
KaXXayt TOUKY A0CTyna. TO NO3BO/IUT OLEHUTb NPaBWU/IbHOCTb PACTONOXEHNS TOYEK AOCTYrNa Mo TeppuUTopum
NOKPLITUS N YKAXET Ha NPo6/1eMHbIE MECTa, B KOTOPbIX YPOBEHb MOMEX MOXET NoMeLlaTb KaueCTBEHHOMY
NpeaoCcTaB/IEHNIO YCIYT.

B BepxHei cTpoke Tabnmubl oTo6pakeHa nHgopmMauus no KaxaoMy pagnovHTepdency Touek gocTtyna,
HaxopgALwmxea B kKnactepe. B kpainHem nesom ctonbue «Neighbors» pacnonoxeHa nHpopmauus no
6ecrnpoBOAHbIM CETAM, KOTOPbIE BUAHbI YCTPONCTBAM B KnacTepe.

YpoBeHb CUrHasia OT Kaxkoi 6ecnpoBOHOI CETU yKa3aH B NPaBOM BEPXHEM YI/1y Suelikn Tabnuupbl.

Tabnvua chopmMmpoBaHa Tak, UTO B NEPBbLIX ee CTpoKax oTobpaxatTcs 6ecnpoBofHble CeTU, 06pa3oBaHHbIe
camMuM Kniactepom, Jasiee nayT MMeHa CTOPOHHUX CETEN.

[ns npocmoTpa TekyLLero cnncka Tovek AocTyna B kiacTepe 1 ux napameTpoB nepengnte Ha Bkiaaky «Radio
Resource Management». B Tabnuue «Current Channel Assignments» npusogsatca cnegyowme napaMmeTpbi:

+ IP Address — IP-agpec Toukn gocTyna B KnacTepe;

* Radio — MAC-agpec pagnovnHTepderica To4kn foCTyna B KnacTepe;

* Band - Habop cTaHAapTOB, NOAAEPKMBAEMbIX PaANONHTEPMECOM TOUKM A40OCTYNa B KNnacTepe Ha
[OaHHbIA MOMEHT;

+ Channel — Homep KaHana, Ha KOTOPOM paboTaeT Touka A0CTyna;

+ Status — cocTosiHue paboTbl pagnovHTepderica Toukn AoCTyna B KfacTepe.

Haxmute kHonky «Refresh» ansi o6HoBNeHUs MHpopMaLuy Ha CTpaHuLE.
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B tabnuue «Proposed Channel Assignments» npusogutcs

KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

Automatically manage radio resource assignments

Channel Planner ...
stop | automatically re-assigning channels

Current Channel Assignments

IP Address Radio Band Channel Status Locked
192.168.100.3 EB:28:C1:C1:27:70 B/G/N 1 up
192.168.100.3 EB:28:C1:C1:27:60 A/N/AC 36 up

Refresh Apply

Proposed Channel Assignments { 3 seconds ago )

IP Address Radio Proposed Channel
192.168.100.3 EB:28:C1:C1:27:70 i1
192.168.100.3 EB:28:C1:C1:27:60 40
Advancad

Change channels if interference is reduced by at least 5% W
Refresh when access point is added to the cluster | €nable v
Determine if there is better set of channel settings every | 1 Day
Click "Update” to save the new settings.
Update

b

MHhopMaLmMsa 0 BOSMOXHbIX 3HAYEHUSIX KaHasa, Ha

KOTOPbI NnepenageT pagnonHTepgenc ToUkn 4ocTyna, ecnv 6yaeT 3anyLlleH nepecyeT oNnTMMasibHOCTH Bbibopa

KaHau1a:

« IP Address — IP-agpec Toukn gocTyna B KnacTepe;

* Radio — MAC-agpec pagnovHTepdelica To4ku AoCTyna B KnacTepe;

« Proposed Channel — Homep KaHana, Ha KOTopbIii NepeiigeT paanoHTepdeiic To4kn AocTyna, ecnm
6yaeT 3anyLleH nepecyeT oNTUMasibHOCTY Bblbopa KaHana.

10.5 OO6HOBMEHME NPOrpaMMHOro obecrneyeHus

Pa6oTa B pexume «Cluster» No3Bo/iSieT BbINO/HATL aBTOMATUYECKOE 06HOB/EHVE NPOrPaAMMHOI0
o6ecneueHus (MO) Bcex yCTPOICTB, BXOAALLMX B KlacTep, 6e3 NPUMEHEHNS BHELLHWX CUCTEM YNpaBeHus 1

KOHTPOJ/INIEPOB.

Oo6HoBNeHne MO MOXHO BbINO/HUTD:

* yepes web-nHTepdeiic;
+ yepes3 DHCP Autoprovisioning (opt 66, opt 67).
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KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

10.5.1 O6HoBneHune MO yepes web-uHTepdeinc

[nsa o6HoBneHns MO Ha ycTpolicTBax 3afaHHOro knactepa yepes web-uHrepgpeiic otkpointe Bknagky «Cluster
Firmware Upgrade» Toukn goctyna.

Mpun o6HOBMEHUN MO yCTPOICTB KNacTepa ghainn NpoLLNBKN BYAET 3arpy>XeH Ha Kaxgoe yCTPOMCTBO 1
yCTaHOB/EH Ha No3uumio «Primary Image». ABTOMaTn4eckun BbINOHAETCA nepesarpy3ka yCTPONCTB C
3arpyskori N0, KoTopoe COOTBETCTBYET HOBOMY 06pasy. YCTaHOB/IEHHOE paHee Ha ycTpoicTeax knactepa MO
6yaeT COXpaHeHO 1 NepeMelLeHo Ha no3uuumto «Secondary Image» (pesepBHas Bepcusi M10).

Ckavarite haiin ¢ akTyasibHOI Bepcuei nporpaMmHoro obecneveHuns Ha MK.

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Address Device Firmware Version Firmware-transfer-status Firmware-transfer-progress-bar

EB:28:C1:C1:27:60 (Tun (Texvuas Mone

"l

1 192.168.100.3

2 193.168.100.2 AB:F9:4B:B7:8B:C0  YCTpodcTea)  Bepeun [10) Downloaded
Upload Method: ®) HTTP TFTP
Mew Firmware Image: 0630p... Pain He BnIBpaH.

Overall Upgrade Status: In progress

e Stop

Caution: Uploading the new firmware may take several minutes. Please do not refresh the page or navigate to another page while uploading the new
firmware, or the firmware uplead will be aborted. When the process is complete the access point will restart and resume normal operation.

3arpyska panna NO Ha yCTPOMCTBO MOXET nNponsBoanTbes nocpeactsom HTTP nnn TFTP-npoTokonos.

3arpyska uepe3 HTTP. YctaHoBuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANANOrOBOM OKHE BblbepuTe NyThb K Goainy MO Ha MNMK. B kpaitHeM neBOM cTon6ue Tabnuubl
ycTaHoBUTE oiar HanpPoTMB TOYEK AOCTYNa, Ha KOTOPbIX HE06X0AMMO OOGHOBUTL NPOrpaMMHOe obecrneyeHune.
Haxxmute kHonky «Start-Upgrade» gna Havana 3arpysku cpaiina Ha ycTpoicTea.

3arpys3ka uepe3 TFTP. YctaHoBuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKakute nmsa dpaina Mo, KkoTopbiii 6yAeT 3arpyXeH Ha ycTpoicTeo. Mmsa chalina 06s3atenibHO A0/HKHO
cogepxarb pacwupeHue .tar. B none «Server IP» ykaxute IP-agpec TFTP-cepBepa, Ha KOTOPOM COXpaHeH
Goaiin NO. B kpaitHeM NeBOM CTON6LE TabNuLpl ycTaHOBUTE (har HaNnpoOTMB TOYEK AOCTYNA, Ha KOTOPbIX
Heo6xoaMMOo 06HOBUTL NpPorpaMMHoe obecneveHne. Haxmute kHonky «Start-Upgrade» gns Havana 3arpy3ku
Goaina.

HaxmunTe Ha KHOMKY «Stop» Ans npepbiBaHus npolecca 06HOBNEHNS YCTPOCTBA.

B none «Overall Upgrade Status» oTo6paxaeTcs 0606LLEeHHbI CTaTyc npoLecca 06HOBMNEHMS NPOrPaMMHOI0
obecneyeHns Ha Toukax gocTyna.

© B npouecce 06HOBMEHNs MO YCTPOWCTB HE OTK/IIOYATe NUTaHNE YCTPOICTB, @ TakkKe He 06HOBNANTE
N HEe MeHsNTe TekyLyo web-cTpaHnuy ¢ nporpecc-6apom 06HOBNEHMS.
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KpaTtkoe pykoBOACTBO No HacTpoiike WEP-12ac

10.5.2 O6HoBneHune MO yepe3 DHCP Autoprovisioning

[na o6HoBneHns MO noHago6utca TFTP-cepep, a Takke DHCP-cepBep ¢ onpeaeneHHon KoHgurypaumen.
Mpoueaypa o6HoBNeHMs MO Toyek focTyna BbIrAAMT criefyowmumM o6pasom:

1. Touka gocTtyna 3arpyxaetcsa u nonyyaet agpec no DHCP. B DHCP-ceccum Touka focTyna nosyyaet ot
cepsepa B onuusx 2 napameTtpa: tftp-server u filename, rae tftp-server — IP-agpec TFTP-cepsepa, a
filename — nms haitna ¢ pacwmpeHnem .manifest, cogepxatiero nigpopmauuto o MoO.

2. MacTtep knacTtepa Ha OCHOBE MPUHATLIX AaHHbIX KaXAble HECKONIbKO CEKYH[, HAYMHAET NPON3BOANTb
nonbITKy 3arpy3kn manifest-cpaiina ¢ TFTP-cepsepa. Mocne 3arpy3ku aiina mactep cpaBHUMBaeT
Bepcuio MO, ykasaHHyto B haiine, co cBoei Bepcuein MO. Ecnin Bepcus MO macTepa He akTyanbHa, TO
macTep 3arpyxaet chaiin NO ¢ TFTP-cepeepa (Mms chaiina MO ykasbiBaeTcs B manifest-gpaiine) un
aBTOMarnyeckn 06HoOBNAETCS.

3. OcTtasibHblEe YCTPOICTBA B KnacTepe onpeaensoT, YTO MacTep He akTuBeH. B knactepe npovcxogut
BbIGOpKa HOBOro Mactepa. YCTPOCTBO C 60/bLUNM 3Ha4YeHneM «uptime» cTaHOBUTCS MacTepoM. HoBbIl
MacTep Takke NOBTOPSIET NYHKT 2: ckaymBaeT manifest-cpaiin, cpaBHmBaeT Bepcum MO, o6HoBAsET MO.

4. Lmkn noBTOpsieTCs, NokKa Bce YCTPOCTBA B KflacTepe He 06HOBATCA [0 akTyaslbHOW BEPCUM MPOLLMBKMN.

Mopapok HacTpoiiku o6HoBNeHUA yepe3 DHCP Autoprovisioning:
1. Pasamectutb Ha TFTP-cepBepe chaiin "wep12.manifest", cogepxawuii CTpoky:
VERSION="1.25.X.X" WEP-12ac-1.24.X.X.tar.gz,

roe WEP-12ac-1.25.X.X.tar.gz — umsa apxuBa, cogepxatiero No ana WEP-12ac;
1.25.X.X — Bepcus MO, cogepxaterocs B apxuse. Bepcuto MO MOXHO NOCMOTPETL B dhaline
«version» B apxuse c MO.

2. PaamecTtutb Ha TFTP-cepBepe apxus c N0 ana WEP-12ac.
3. B koHdhurypaumoHHslii dpaiin DHCP-cepeepa (dhcpd.conf) no6aButh CTpokm:

option tftp-server-name "192.168.100.253";
option bootfile-name "wep12.manifest",;

roe 192.168.100.253 - agpec TFTP-cepsepa;
wep12.manifest — nma manifest-cpaiina.
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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