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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTKS CBA3M AVKTYHOT oneparopam HeO6X0AMMOCTb NOUCKA ONTUMASbHbIX
peLLEeHNIA, NO3BONAOLLMX YAOBNETBOPUTL CTPEMUTENBHO BO3pacTalLLme NnoTPpe6HOCT aBOHEHTOB, COXPaHSIS
npy 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb Pa3BUTUSA M COKpaLLeHMe 3aTpar Ha
npeaocTaB/ieHre pasnyHbIX CEPBUCOB. BeCcnpoBOHbIE TEXHOMOMMK B KOPOTKOE BPEMSI MPOLLI/IN OTPOMHBbIiA
NyTb OT HECTAOU/IbHBIX HU3KOCKOPOCTHbIX CETEl CBA3M Masioro paguyca go ceteii WM, conoctaBUMbIX MO
CKOPOCTY C NPOBOAHBLIMU CETSAIMU C BbICOKMMU TPEOOBaHMSIMUN K KQYeCTBY NPeoCTaB/IEHNS YCYT.

WB-3P-PTP5 — 370 yCTpOIiCTBO, NpeAHa3HavYeHHoe A1 opraHnsaumm paguoMocToB Ha fasibHe pacCTOSAHUS.
PaanoMOCT CTpOMTCA C UCNOIb30BaHMeM ABYX Takux yCTPoMcTB. KoHcTpykums WB-3P-PTPS5 nmeet
repMeTUYHbI KOpryc, YTo npeanonaraeTt yCTaHOBKY YCTPOMCTBA NPEUMYLLECTBEHHO Ha OTKPbLITOW TeppuTOpUn
B Pa3/IMYHbIX KIMMaTUYECKMX YCIOBUSIX.

B HacTosLEeM pyKOBOACTBE MO 3KCM/yaTaunm U3noxeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUe
XapaKTepuCTUKN, KOHCTPYKTUBHOE UCMONHEHWe, NOPAA0K YCTaHOBKM, Npasusia KOHUIypupoBaHus,
MOHUTOPUHIA 1 CMeHbI NPOrpaMMHOro obecneyeHus 6ecnposogHoro mocta WB-3P-PTPS.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBogacTBo no akcnayatauuu WB-3P-PTP5

2 OnucaHne n3genus

2.1 Ha3HaueHue

BecnpoBogaHoii MmocT WB-3P-PTP5 (ganee «ycTpoiicTBo») paspaboTtaH A/1s opraHm3auum paanomMmocToB Ha
[lanbHNe pacCTosHUS.

WB-3P-PTP5 nogkntovaetcs k gpyromy 6ecnposogHomy mocty WB-3P-PTP5 no texHonorun Wi-Fi n pabotaet B
ananasoHe 5 ML (4acToTHbIN AManasoH 5150-5975 MIu).

WB-3P-PTP5 nogaepxvsaeT coBpeMeHHble TpeboBaHWs K Ka4eCcTBY CEPBUCOB U NO3BOJIAET NepeaaBaTb
Hanbonee BaxHblli Tpadnk B NPUOPUTETHBIX ovepeaax. ObecneyeHne npruopuTu3aumm NPOUCXOAUT HA OCHOBE
TexHonoruii QoS: CoS (cneunansHble meTkn B none VLAN-naketa) n ToS (MeTku B none IP-naketa).

YCTpONCTBO MOXET paboTatb B LUMPOKOM AnanasoHe paboumx Temneparyp 1 BbICOKO BNaXHOCTU.

2.2 XapakTepuCTUKM YCTPOCTBa
Unmepagpelicbi:

+ 1 noprt Ethernet 10/100/1000BASE-T (RJ-45);
* Wi-Fi 51Ty IEEE 802.11a/n/ac/ax.

MuTaHme ycTpoicTBa ocyllecTBnsieTcs uepes PoE-uHxekTop 24 B ot cetn 220 B.

€ YcTpoiicTBo BbIiAET U3 CTPOSA NPY NUTAHUM Yepe3 POE-UHXEKTOP C HANPSXXEHUEM OTIMYHBIM OT 24 B.

Cemesble hyHKyuu:
BosmoxHocmu WLAN:

* nogaepxka ctaHgapta IEEE 802.11a/n/ac/ax;

« arperauusi aaHHbIx, Bknovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETLI N NNaHUpOBaHNe NakeToB Ha ocHose WMM,;
* AMHaMuueckuii BbiI6op yactoTkl (DFS);

* nognepxka ckpbitoro SSID;

+ nognepxka MAC ACL,

* 06HapyXeHne CTOPOHHUX TOYEK A0CTYnNa;

* nopnepxka APSD;

* OrpaHnyeHune crmckKa KkaHasos;

* nogAepxka (pMKCMpoBaHHON LEHTPasIbHOM YacTOTbl

* CMeKkTpoaHam3arop;

* HOCTUPOBKA.

Cemesble hyHKyuU:

* aBTOMaTM4ecKoe corsiacoBaHne CKOPOCTU U AYNSIEKCHOTO pexvmMa
+ nopaepxka VLAN (Access, Trunk, General);

* nognepxka Management VLAN,;

* DHCP-knueHT;

+ nogaepxka NTP;

* nopaepxka Syslog;

+ nopnepxka DHCP snooping;

+ nopaepxka IGMP snooping (C BO3MOXHOCTbIO OFrpaHUYEHNS KO/TMYECTBa rpynn);
* (punerpauuna BPDU;

* nogaepxka IPv6,

* nognepxka LLDP;

+ nogaepxka Ping Watchdog.



PykoBogacTBo no akcnnyatauum WB-3P-PTP5

®dyHkyuu QoS:

* OrpaHuyeHune nNPornyckHol cnoco6HOCTY;

* n3meHeHue napametpos WMM ans pagmonHtepgeiica;

* nopaepxka npuoputnsaumm no 802.1p, DSCP n VLAN ID;
* npuoputnsaumsa Tpaduka Ha ocHosaHum MAC/IP-agpeca.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wundposaHne gaHHbIx WPA/WPA2/WPA3/0WE.

KoHcpueypuposaHue:

+ YpaneHHoe ynpasrnieHue no Telnet, SSH;
+ Web-nHTepdeiic;

« CLI;

* NETCONF;

+ SNMP.

Ha pucyHke 1 npuBegeHa cxema npvMmeHeHunsa obopyanosaHus WB-3P-PTPS.

BecnpoBogHoit moct PV oV Y W W BecnposogHoi mocT
we-3p-pps @) EVAVAVAVAVA (( ®  WB-3P-PTPS
Wi-Fi 802.11ax
50Ty

UTP Cat 5e, UTP Cat 5e,
PoE 24B PoE 24B
220 B Qm==={1] Uimexrtop PoE 220B WusekTop PoE
Kommyratop Kommyrarop
Ethernet Ethernet

PucyHok 1 — Cxema npumeHexnua WB-3P-PTPS



2.3 TexHuyeckue napameTpbl yCTPOCTBa

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTpbl uHTepdeiica Ethernet
Konunyectso nopTos

DnekTpuyecknii pasbem

CkopocTb nepegaun

Mopoepxka cTaH4APTOB

MapameTpbl 6GecnpoBoAHOro nHTepdeiica
CraHpapTsl

YacToTHbIN Anana3oH

Mogaynsuua

Pabouune kaHanbl

CKopoCTb Nepefayun AaHHbIX

MakcuMasibHas BbIXoAHasA MOLHOCTb nepejarymka
YUyBCTBMTENBHOCTb NPUEMHMKA

BesonacHocTb

MapaveTpbl aHTEHHbI

KoadhdomumeHT ycuneHms

Monapusayma

KCB

Yron nsnyyexus (ropusoHTasibHas NonspusaLms)
Yron nanydeHust (BepTuKasibHas nonspusaLmns)
YnpaBsneHue

YaaneHHoe ynpasseHne

OrpaHunyeHne goctyna

RJ-45
10/100/1000 M6uT/c, aBTOONpPEaeneHne

BASE-T

802.11a/n/ac/ax

5150-5975 Mry,

BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM
802.11a/n/ac/ax: 32—-193 (5150-5975 MIL)
802.11ax: 2402 M6éut/c

5TTu: 27 pbm

5TTu: go-96 gbm

WPA/WPA2/WPA3/OWE

9 nbun
Nuneiinan, H/V
He 6onee 2
65°

65°

web-nHTepdeliic, CLI, Telnet, SSH, SNMP, NETCONF

no naporsto, ayteHTudgukaumnsa yepes RADIUS-cepsep



O6Lwume napamMmeTpbl

Flash-namstb

RAM

MutaHne

MoTpebnsemasn MOLLHOCTb

CreneHb 3aWuTbl

Pa6ounin guanasoH Temneparyp

OTHOCUTENbHAA BIaXXHOCTb Npu Temnepatype 25 °C

ra6apuTbl (LU x B x T)

Macca

CpoK cnyx6bl

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

128 MB SPI-NAND Flash
256 Mb DDR3 RAM
Passive PoE 24 B

He 6onee 11,5 Bt

IP67

o1 -45 go +65 °C

[095 %

120 % 110 x 89 mm
120 x 110 x 144 MM (C repMOBBOAOM)

0,31 kr

He meHee 15 net

2.4 TexHunyeckme napamMeTpbl 0pCeTHOI NapaboMyeckoi aHTEHHbI

OCHOBHbIE TEXHUYECKME NapaMeTpbl 0PCETHOI Napabo/IMYecKoil aHTeHHbI NPUMBEAEHLI B TabnuLe 2.

Ta6nuua 2 — OCHOBHblE TEXHUYECKME NapameTpbl

MapameTpsbl

KoadhdpmumeHT ycuneHms

OdbceTHbIl yron

Monapusauusa

LLvpuHa gruarpaMmbl Hanpasn1eHHOCTU
PoKycHOe paccTosHue

BeTpoBas Harpyska

FabapuTtbl pedpiektopa
ra6apuTbl (LU x B x T)
Macca

MaTtepuan

AHTeHHa 450 x 495 mm
25 pbu

24°

Nuneiinan, H/V

70

270 Mm

130 km/4 — pabouyas
185 km/4 — npegenbHas

450 x 495 mm
450 x 570 x 492 mm
1,6 kr

Crasb



PykoBogacTBo no akcnayatauuu WB-3P-PTP5

2.5 [OuarpamMmmbl HanpasneHHOCTU

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.

Avarpammbl HanpaBneHHocTn WB-3P-PTP5

MonoxeHune Npu nsmepeHun

Cm——

PoE/ETH
F
[
b i G q
AZIMUTH (XY) ELEVATION (Y2)
50
s 0 ” 105 75
120 o
120 &
135 45
135 45
- " 150 0
143 s 165 15
Z
180 >X 130 B s oo 5 0
\k/b[n 5o A5 -0 -5 0 \\_ﬂ T PR PR
195 Lr‘\r/ 345 195 345

210 330 210 330

225 3135 215 315

253 \gY 285 235 Z\'U/Y 285

r
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

Anarpammbl HanpaBneHHocTu WB-3P-PTPS

AZIMUTH (XY)

MonoxeHne Npu uamepeHnn

105 Y s
12 0
135 45
10 30
165 15
1% =» 0
25 - 15 -0 5 -0
195 5
10 330
™ 315
240 300
255 270 ]

S
T

ELEVATION (YZ)

105 Y s
120 60
135 45
150 30
165 15
S
150 ]
25 -2 -15 -8 5 B
195 345
210 330
bl 315
240 300
255 m 285
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

2.6 KOHCTPYKTUBHOE MCMNOJSIHEHNE

BecnpoBogHoii MocT WB-3P-PTP5 nmeeT nnacTukoBbIi KOPNYC B MPOMbILWIEHHOM UCMONHEHUW. BHELWHNIA BUA,

ycTpoiictea WB-3P-PTP5 npuBefeH Ha pucyHke 2.

PucyHok 2 — BHewHwuii Bug, yctpoiictesa WB-3P-PTP5S

BHewHwuin Bug 3agHen naHenn WB-3P-PTP5 npuBeaeH Ha pucyHke 3.

PucyHok 3 — BHewWwHWin BUA, 3aQHeR naHenn ycTpoicTea

12



PykoBogacTBo no akcnayatauuu WB-3P-PTP5

Ha 3agHeit naHenn WB-3P-PTP5 nog repmoBBogom pacnosioxeHbl Ethernet-nopt 10/100/1000BASE-T (pazbem
RJ-45) ansi noakntoueHnst K BHyTPeHHel ceTu u nutaHuto PoE, a Takxe KHomka copoca K 3aBOACKUM
HacTpoiikam «F» (CM. pucyHok 4).

PucyHok 4 — PaszbeM RJ-45 1 doyHKUMOHaIbHas KHomkKa «F»
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2.7 CetoBas nHgukauus

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

BHewHwuiA Bug, naHenn nHgukaumm WB-3P-PTP5 npuBefeH Ha pucyHke 5.

PucyHok 5 — BHewHwuid Bug, naHenu nHankaumm WB-3P-PTP5

TekyLLee COCTOsIHME YCTPOMCTBA OTOGpaXaeTcs Npy NOMOLLM NHAMKATOPOB, Pacno/IOKeHHbIX Ha 60KOBOW
naHenn WB-3P-PTPS. MNMepeyeHb MHAMKATOPOB 1 MX COCTOSAHVE NpuBeaeHbl B Tabnuue 3.

Tabnuua 3 — OnncaHne NHAMKATOPOB 3a4Hel NnaHesnm

O O O O

Nuankartop

WLAN — nHaukaTtopbl
YPOBHS CUrHasna ot

BCTpPEeYHOro

ycTpoiicTea (RSSI)

LAN — nHgukartop
nopta Ethernet-

nHTepdeiica

Power — nHgukatop
nMTaHus n ctaryca
paboTbl yCTpoicTBa

CocTosiHue
nHAMKaTopa

roput
NOCTOSIHHO

roput
MOCTOSIHHO

roput
MOCTOSIHHO

roput
MOCTOSIHHO

HW OfINH
VHAMKATOp He
roput

roput
MOCTOSIHHO

Muraet

roput
MOCTOSIHHO

Muraet

OonucaHue

YCTPOICTBO NOAKMOUEHO K 6eCnpoBOAHOMY MOCTY, YPOBEHb
CUrHasia OT BCTPEYHOro ycTpoiicTea 6onbLwe -60 gbm

YCTPOICTBO NOAK/MOUEHO K 6eCnpOBOAHOMY MOCTY, YPOBEHb
CWrHasia OT BCTPEYHOrO ycTpoiicTea 6onbLwe -70 gbm

YCTPOICTBO NOAK/TOHEHO K 6ECMPOBOSHOMY MOCTY, YPOBEHb
CurHasia OT BCTPEYHOro ycTpoicTtea 6onblue -80 aobm

YCTPOWCTBO NOAK/IYEHO K 6ECMPOBOAHOMY MOCTY, YPOBEHb
CurHasia oT BCTPeYHOoro yctpoicTtea 6osbLie -100 gbm

YCTPOICTBO HE NOAK/MOYEHO K 6ECNPOBOAHOMY MOCTY

kaHan mexay Ethernet-untepdpeiicom WB-3P-PTP5 n
NOAK/THYEHHBIM YCTPOACTBOM aKTUBEH

npouecc nakeTHoOW nepefayn AaHHbIx mexay Ethernet-
nutepdeiicom WB-3P-PTP5 1 nogknoueHHbIM YCTPOCTBOM

nuTaHWe NoAK/IYEHO, HopMasibHas paboTa

YCTPOWCTBO He nonyunno agpec no DHCP

14



PykoBogacTBo no akcnayatauuu WB-3P-PTP5

2.8 C6pocC K 3aBOACKMM HacTpoiikam

CyuwiecTtByeT ABa cnocoba cépoca yCTponcTBa K 3aBOACKUM HACTPOMKaM.

1.

Yepes kHONKy «F» Ha ycTpoicTBe. Heo6xoAnMo B 3arpy>KeHHOM COCTOSIHUM YCTPOIMCTBA HaXaTb U
yaepXxunBatb KHOMKy «F» (okos1o 10—15 cekyH/1), KoTopasi HaXoAMTCA Ha 3aHeli NaHenn ycTpolicTBa,
noka sce nHaukatopbsl WLAN He 3amurator.

Yepes POE-MHXeKTOp, NocTaBNsieMsblii ¢ yCTPOMCTBOM. He06Xx0AMMO B 3arpy>eEHHOM COCTOSHUM
YCTPOICTBA HaXaTb U yAepXunBaTh KHOMKY «<RST» Ha MHXekTope (okosno 10-15 cekyHa), noka Bce
nHamkaTopbl WLAN He 3amuraior.

MpousorgeT aBTomaTnyeckas nepesarpyska yctponcrtsa. MNpu 3aBOACKUX YCTaHOBKax OyaeT 3anyLeH
DHCP-knueHT. B cny4ae, ecnv agpec He 6yaet nony4deH no DHCP, To y ycTpoiicTBa 6yaeT agpec
—192.168.1.10, macka nogcetu — 255.255.255.0; umsa nosib3oBarensd/naponb 418 gocrtyna yepes
web-nHTepdgeiic — admin/password.

2.9 KomnnekT nocTaBKu

B 6a30BbIi1 KOMNAEeKT noctaekn yctpoictea WB-3P-PTP5 BxogAT:

BecnpoBogHoii mocT WB-3P-PTPS5;

lepmoBBOf;

WHxekTop nutaHusa Passive PoE 24 B;

Kabenb nutaHus;

Matu-kopg RJ-45, Se kar., 1.5m;

PyKoBOACTBO MO aKcnyaTaumn Ha CD-ancke (onuyoHansHo);
CepTudmkar cooTBETCTBUIS;

MamsaTka 0 AOKyMeHTauuu;

Macnoprt.

15



PykoBogacTBo no akcnayatauuu WB-3P-PTP5

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKUUK MO TEXHWKE 6e30MacHOCTK, pekoMeHAaLmmn no yCTaHoBKe, npoueaypa
YCTaHOBKW 1 NOPALOK BKItOYeHNs ycTpolictea WB-3P-PTPS.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

He npoussoauTe yCTaHOBKY AAHHOIO YCTPOCTBA BO BpeMS rpo3bl. ECTb pycK yaapa MOMHUEN.
Heobxoanmo cobnoaarb TpeboBaHmsa No HANPSHKEHWUIO, TOKY M YacToTe, yKa3aHHble B AaHHO
NHCTPYKUNN.

Mepes NoAKNHYEHNEM K YCTPONCTBY U3MEPUTE/bHBLIX MPMOOPOB 1 KOMMbIOTEPA, UX HEOBX0AMMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTech B LLe/IOCTHOCTM Kabenel N nx HagexXHoOM KpenaeHun K
pasbemam.

Bo BpemMs MOHTaXa yCTpOMCTBA Ha BbICOTHBLIX KOHCTPYKLUMAX CriefyeT BbINOMHATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHbLIX paboTax.

Akcnnyarauns ycTpocTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnmM cnewrasibHyo NoAroToBKY.

MoaknovaTb K YCTPONCTBY TO/IbKO FOAHOE K MPUMEHEHUNIO BCNOMOrartesibHoe 060pyaoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

1.

YCTPONCTBO MOXET ObITb YCTAHOB/IEHO Ha TPYOOCTOIKY/CTOMO, CTEHY MO0 B AepxaTesib 0pCeTHO
napabosimyeckor aHTeHHbI. BbicoTa yCTaHOBKM O/KHA ObITb HE MeHee T MeTpa OT NoAcTuIatoLLei
NMOBEPXHOCTN, PaCCTOAHNE YCTaHOBKN — He 60/1ee 5 METPOB OT Kpas NoBepXHOCTU. Npy HEBO3MOXHOCTM
cobnogeHns nocnegHero yCnoBus — yBesimysTe BbICOTY nogseca.

Mepen ycTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO Ha Haslnune
BUAVMbIX MEXAHUYECKMX NOBPeEXAeHUA. B cnyyae Haimumnsa nospexaeHnin cnefgyeT npekparnuTb
yCTaHOBKY YCTPOWNCTBA, COCTaBNTb COOTBETCTBYHOLUMIA aKT N 06PaTUTLCA K NOCTaBLUNKY.

OueHuTe ypoBeHb CUrHa1a B TOUKe npuemMa, Ucnosb3ysa popMysbl pacyeta pacnpocTpaHeHns curHasna B
CBOOOAHOM MPOCTPaHCTBE.

[ns obecneyeHnss Hamydllero YpoBHS CUrHasa pasmMellarite yCTPonCcTBO Ha TpybocTolike/cTon6e
TakyMm 06pas3om, YTOObI ero aHTeHHa 6bls1a MakCMMasibHO Harnpas/ieHa Ha aHTEHHY BCTPEYHOro
ycTpoiicTea. [Npn aToM 065a3aTenibHO Ao/MKHaA ObITb 06ecneveHa npsaMas BUANMOCTb, a 30Ha PpeHens
cB0OOAHA OT NPenATCTBMI. HanbonbLnii ypoBEHb CUrHa1a MOXHO MOTYyYUTb FOCTUPOBKON aHTEHHbI C
nomoLlbto nHankatopoB RSSI, web-nHTepdeiica (nogpobHee B NogMeHto «HOCTNPOBKA») UM KOMaH/bl B
CLI.

Mocne CTUPOBKM YbeamTech, YTO CUrHaUsT OT BCTPEYHOIO YCTPOMCTBA MakCUMasibHO NPUG/INXEH K
pacyeTHOMY 3HAYEHUI0 U HE HWXKEe AOMYCTUMOro YPOBHA -65 + -70 agbm.

Mpwn ycTaHOBKE OOCETHLIX NapaboMYecKnx aHTEHH YUnUTbIBANTE OCDCETHbIN Yrosl aHTEHHbI: YTOObI
Harnpas/ieHe MakCMMaslbHOTro U31yyYeHns 6b110 napasi/iesibHO 3eMJ1e, Yrosl Hak/ioHa napabonnyeckon
aHTEeHHbI 0/DKeH OblTb paBeH 0qICETHOMY Yry.
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PykoBogacTBo no akcnnyatauum WB-3P-PTP5

X

OdceTHan OdceTHan
napabonuyeckas napabonuyeckas
aHTeHHa aHTeHHa

PUCyHOK 6 — HekoppekTHast ycTaHOBKA O(PCETHbIX Napabo/IMYeckmx aHTEHH

\"‘\n ﬁ/’l

PucyHok 7 — KoppekTHas ycTaHOBKa OCHCETHbIX Napabonmnyeckmx aHTEHH Ha OAHOI BbiCOTe nogseca
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

OdhceTHaqa
napabonuyeckas
aHTEHHa

PucyHok 8 — KoppekTHas ycTaHOBKa 0oCETHbIX Napabo/IMYeckmx aHTEHH Ha pas3HbIX BbICOTAxX Nojseca
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PykoBogacTBo no akcnnyatauum WB-3P-PTP5

3.3 PekomeHaaLuy No o6ecneyeHmnio rpo3o3alnThbl

1. 3asemsneHne Heo6X0AMMO BbIMOMHATL U30/IMPOBAHHBLIM MHOTOXW/IbHBIM MPOBOAOM. YCTPONCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.

2.

MepByo YNNYHYIO rP0303aLuTy HE06X0ANMO YCTaHaBNMBATb MaKCMMasibHO G/1IM3KO K 6ECNPOBOAHOMY

MOCTY, COELIMHASE UX KOPOTKUM Y/IMUYHbIM FTP-kabenem ¢ akpaHMpoBaHHbIMU KOHHEKTOpPaMMU.

BTOpyto yIMuHy0 rpo3o3aluty Heo6XoAUMO ycTaHaBNMBaTb MakCMMasibHO 6/1M3Ko K POE-

VHXXEKTOPY, COEANHSAS UX KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ akpaHMpOoBaHHbIMU KOHHEKTOpaMMU.

oA

CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gavHoin go 100 m.
POE-MHXeKTOp AO/MKeH ObITb MOAK/IOYEH B 3N1EKTPMYECKY0 po3eTky 220 B ¢ 3a3emsieHneMm.

4 Coedurumenuriviil kabenw FTP

ne Gonee 60 cm, + sxpamuposonmend

XOHHEKMOP

Yauunana

rpo3osauura
POE-uxexTop

Yawunan
rpososawumTa

Koumyp 3azemnenun p 4
'
'

\ V4 Howmyp sasemnenus

;4 Koumyp sa3emnenus ——

Romawnwii poytep

PucyHok 9 — CxemMa nogkntoueHns 6ecnpoBogHOro MocTa /18 06ecneyeHns rpo3o3allyTbl
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

4 MoaroTtoBka yCTpPoncTBa
1. \3BNEKNTE M3 YNaKOBKW YCTPOWCTBO.

2. Nogkntounte Ethernet-kabens Kk POE/ETH-nopty.

PucyHok 10 — PaszbeM RJ-45 1 chyHKUMOHabHasA KHonka «F»
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

5 MopaxnoueHne ycTpolicTea

1. Mogxntounte naywmin ot WB-3P-PTPS Ethernet-kabesnb k POE-nopTy nHxXekTopa.

%

e

2. Nogkntounte Ethernet-kabens Baweli cet K LAN-nopty PoE-nHxekTopa.

3. Mogkntounte POE-nHXekTop K po3eTtke 220 B ¢ noMoLbio ceTeBoro LWHypa. Nocne BkIYeHUA NMTaHns
ycTpoiicteo WB-3P-PTPS5 3arpy3ntcst B TedeHne MUHYTbI.

4. MNoaknounTech C NOMOLLLI0 6pay3epa K web-koHdurypatopy WB-3P-PTPS, cnenysa MHCTPYKUMAM B
pasgene YnpasneHve ycTpoicTBom vyepes web-nHtepdelic.

5. Ecnv 370 nepBbIii 3anyck YCTPOICTBA, TO nepeiianTe K pasaeny lNpeasaputesibHas HacTpolika.
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PykoBogacTBo no akcnnyatauum WB-3P-PTP5

6 MNpeaBapuTenibHasi HACTPOKa

Mepen MOHTaXXOM NpoBeAuTe NpeaBapuTesbHY0 HACTPOIKY YCTpolicTBa.

1.
2.

Y6eauTech, UTo NUTaHNE NOAK/OUEHO.
Cnepyiite anroputmy 13 pasgena lNprmep HacTpoliky 6ecrnpoBogHOro MocTa.

Y[0CTOBEpPbLTECH, YTO 6ECNPOBOAHOE COEAMHEHNE YCTaHABNMBAETCS MEXAY YCTPONCTBAMU: [O/KHbI FTOPETH
VHAMKATOPbI YPOBHSI CUrHaa. 3HaYeHNa MHAMKaLUM NpUBeAEHb! B pasgene CBeToBas NHAMKALYSA.

7 YcTaHOBKa yCTpoucTBa

[nsa 6ecnposogHoro mocta WB-3P-PTP5 npegycmoTpeHbl Tpy BapyaHTa MOHTaXa: yCTaHOBKa YCTPOMCTBa Ha
TPYy6O0CTOliKY, yCTaHOBKa YCTPONCTBA HA CTEHY M yCTaHOBKA YCTPOICTBA B cOCTaBe 0(DCETHONM Nnapabonmnyeckol
aHTEHHbI.

7.1 YcTaHOBKa yCTpoOWCTBa Ha TpybOCTOWNKY/CTONG/CTERY

1.

wnN

BbinonHMTE NOAKIOYEHME YCTPOICTBA K CETU 1 NPOBEAMTE NpeABapuUTeNibHY0 HACTPOIAKY, cneays
NHCTPYKUMAM 13 pasgena lNpeasapuTesibHas HacTpoiika. 3aTem OTK/IUMUTE YCTPONCTBO OT CETU U
NPUCTYNNTE K MOHTAXY.

3BneknTe 13 ynakoBKU KPOHLUTElH, MAaKeT C KPenexoMm, XOMyTbl.

3akpenunTe Ha TpybOCTOlKe KPOHLUTENH ¢ nomoLbio xomyTa @60—-80 13 komnnekta. OkoHYaTenbHas
3aTshkka xomyTa @60—80 BbINOHAETCA B NYyHKTE FOCTMPOBKA YCTPOMCTB, 3aKpen/ieHHbIX

Ha TpybocTolke/cTonbe/crTeHe. 3akpyTUTe Ha KPOHLUTEMH BUHT C LLENOYKOW, 3aTeM HaZleHbTe XOMYT
@32-50 Ha cTarnsaroLme namenu KpoHwTeiHa. Cobnogante MHCTPYKUMM MO TEXHMKE 6e30nacHOCTU U
pekoMeHaaumu, NpUBeAEHHbIE B pasfenax VIHCTPYKLUMY No TexHuKe 6e3onacHocT n Pekomerpaumnn no

YCTaHOBKE.

PucyHok 11 — YcTaHOBKa KpOHLUTeHa Ha Tpy60oCTOliKy
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PykoBogacTBo no akcnnyatauum WB-3P-PTP5

4. Pa36epuTe KabesbHbIil BBOA — OTKPYTUTE raliky 1 BbiTalMTe U3HYTPU CasTbHUK.

PucyHok 12 — [leMoHTax KabenbHoro BBoaa

5. MpoTaHuTE Kabenb Yepes KPOHLITENH U Yepe3 KaberbHbIii BBOJ, COrNacHo pUcyHky 13.

PucyHok 13 — MNpoTskka kabens yepes kabenbHbI BBOA,

6. Mpun ycTaHOBKE yCTPOICTBA C OTK/I0OHEHMEM 110 rpaslycoB pyKOBOACTBYATECH PUCYHKOM 14 (a). Mpu
yCTaHOBKE YCTPOICTBa C OTKNoHeHMeM +10—70 rpaaycoB pykoBOACTBYTECH pUcyHKOM 14 (6).

PucyHok 14 (a) PucyHok 14 (6)
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

7. O60XMUTE KOHHEKTOP RJ-45 Ha Kabene n NOAK/UNTE ero B OTBETHYH YacTb Ha KOpnyce yCTpolicTBa.

PucyHok 15 — PasbeM RJ-45 Ha kopnyce ycTpoicTea

8. MN0oTHO 3aKpyTuTe KabesbHbIVi BBOJ, HaZleHbTE pa3pe3Holi caslbHUK Ha Kabenb 1 BCTaBbTe ero BHYTPb
namesnu ka6enbHOro BBoAa. 3akpyTuTe raiiky Ao yrnopa.

PucyHok 16 — MoHTax KabenbHOro BBoaa

€ HexoppekTHas ycTaHOBKa Ka6enbHOTO BBOAA MOXET NPUBECTM K HAPYLLEHUIO FePMETUYHOCTY
yCTpOlicTBa.
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

9. BcTaBbTe YCTPOICTBO B /laMefnin KpoHwTeliHa. OTperynmpyiite yCTPOMNCTBO, COBMECTUB CTPENOYKY Ha
Kopnyce yCTpolicTBa C OTBEPCTUEM B KPOHLUTEHE, N 3aTAaHUTe XxoMyT @32-50.

o 5
,@ @,

PucyHok 17 — YcTaHOBKa YCTPOICTBA B KPOHLUTEIH

10. Mocne MoHTaxa NnoBepHUTE YCTPOCTBO HA HEOBXOAMMbINA Yro/ NoBOPOTa, OPMEHTUPYSICh Ha LKAy,
PaCMOMOXEHHYH HA KPOHLUTEHE. YToN Hak/oHa nameHsietcst ot -70 go 70 rpaaycos.

PucyHok 18 — HacTtpoiika Heo6xoanmMoro yrsia nosoporta
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

11. Mpu HeO6XOAVMOCTI BO3MOXEH BapuaHT YCTAHOBKW KPOHLUTEHA HA CTEeHy, HanpumMep, ¢
MOMOLLIbIO @aHKepPHbIX 601ToB M6 (pucyHok 19).

PucyHok 19 — MOHTaX yCTPOCTBA Ha CTEHY

12. BbInoNHUTE NOAKOYEHME YCTPOMCTBA K CETU, CNneaysa aroputMmam U3 pasgenos [oarotoska
ycTporcTea u MNMoakiveHne yeTpoicTea. 3aTteM NPUCTYnUTe K OCTUPOBKE YCTPONCTBA.

€ Bo usbexaHme BbIXxoAa YCTPOICTBA U3 CTPOS PeKOMEH/IyeTCs UCMO/Mb30BaTh rPO303aLLyTY.

7.2 YcTaHOBKa yCTpPOWCTBa B cocTaBe 0pCETHOMN NapabosiMyecko aHTEHHbI
CocTaB KomnnekTa:

+ Ba3soBbliii komnnekT yctpoictea WB-3P-PTPS;
+ OdpceTHas napabonmyeckas aHTeHHa C KOMM/IEKTOM Kpenexa.

[nsa ycTaHOBKM YCTPOKCTBaA B cOCTaBe O(PCETHOIN NapaboIMyeckoin aHTEHHbI BbINOSTHUTE CReayowme waru:

1. BbINONHUTE NOAK/IOYEHNE YCTPOMCTBA K CETU 1 NPOBEAUTE NPeABapuTe/bHY0 HACTPOiKY, cneays
VHCTPYKUMAM 13 pasgena lNpeasaputesibHas HacTpolika. 3aTem OTK/IIUUTE YCTPOCTBO OT CETU 1
MPUCTYNNTE K MOHTaXY.

2. Cobepute gepxartesib yCTPOUCTBA, BCTABMB OCb BEPXHEN YacTu B Nasbl HMXHel. C NnpaBoil CTOPOHBI
Aepxarens yctaHoBute BUHT M4x20 ¢ raikomn.

PucyHok 20 — Cbopka aepxarens ycTpoiicrea
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

3. MNpukpenute aepxatesnb N NOABWKHYIO YacTb KPOHLUTENHA K Ayre ¢ NoMoLLblo 60n1ToB M6x30, CKOObI 1
raek n3 KOMMNJeKTa Kpenexa. YCTaHoBUTE 3arfyLKy Ha BEPXHUIA TOpeL, Ayrn.

PucyHok 21 — KpenneHue gepxatesnst U NoABWXHON YacTy KPOHLITeHa Ha ayre

4. CoeguHMNTE NOABWKHYHO YaCTb KPOHLUTEVHA 1 pedp/1IekTop aHTEHHbI C NOMOLLLI 601TOB M6%12 1 raexk.

PucyHok 22 — KpenneHue pedieKTopa aHTEHHbI Ha MOABUXHOI YacTh KPOHLLTeHa
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

5. Pa36epuTe kabesnbHblii BBOA — OTKPYTUTE raliky U BbITalLMTe N3HYTPY CaslbHUK.

PucyHok 23 — [leMoHTaxX kabesibHOro Beoga

6. MpoTaHMTE Kabenb Yepes Aepxatenb U KabenbHblii BBOA,

PucyHok 24 — TMpoTsxka kabens yepes Aepxaresb 1 kKabenbHblii BBOA,

7. O60XmMuUTEe KOHHEKTOP RJ-45 Ha Kabene 1 NOAKUMNTE ero B OTBETHYH YacTb Ha KOopnyce yCTpolicTBa.

PucyHok 25 — PazbeM RJ-45 Ha kopnyce ycTpoicTea
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

8. MN0oTHO 3aKpyTuTe KabesbHbIVi BBOJ, HaZleHbTE pa3pe3Holi caslbHUK Ha Ka6enb 1 BCTaBLTE €ro BHYTPb
namesnu ka6enbHoro BBoAa. 3akpyTuTe raiiky Ao yrnopa.

PucyHok 26 — MoHTaxX KabenbHOro BBoga

€@ HekoppekTHas ycTaHOBKa kaGeibHOro BBOZA MOXET NPUBECTU K HAPYLLEHWIO FTePMETUYHOCTY
yCTpOWcTBa.

9. YcTaHOBUTE YCTPOIACTBO B AepXaTesib v OTPerynnpyiTe ycTpoiicTBo Ha 0°, NCnosb3ys LWKasly Ha
aepxarene. Mocne perynnpoBkn 3aTsHUTE BUHT Ha Aepxartene.

PucyHok 27 — YCTaHOBKa YCTPOIACTBA B AepXaTeslb
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

10. YcTaHOBUTE HENOABMKHYH YacTb KPOHLITEHA Ha TPYGOCTOliKY, Kak NokasaHo Ha puUCyHke 28, 1
3aKpenuTe ee XoMyTamu, UAyLLMMU B KOMMNJIEKTE C YCTPOCTBOM. OKOHYATEbHAA 3aTshKKa XOMYTOB
BbINOMHAETCA B MyHKTe KOCTMPOBKA YCTPOWCTB, 3aKPEN/IEHHbIX HA 0CETHOW Napabo/IMYECKOl aHTEHHE.
YCTaHOBUTE LIENOYKM; BUHTbI LLEENOYEK NI0THO He 3aKpyuumBaliTe, OCTaBMB LE/b /151 YCTaHOBKM
NOABWXHOI YacTu KpoHLWTelHa. Cobntogalite MHCTPYKLUM N0 TEXHUKE 6e30MaCHOCTU U PEKOMEHAALMN,
npuvBeAEHHbIE B pasfenax VIHCTPYKLMY N0 TEXHUKe BGE30MACHOCTI U PEKOMEHAALMY M0 YCTaHOBKE,

PucyHok 28 — YcTaHoBKa HEMOABUKHOI YacTyh KPOHLLTeHa

11. YcTaHoBUTE pedhNekTop Ha 3apMKCUPOBaHHBIV KPOHLITENH. [MMpy yCTaHOBKE HeA0KpYUYEHHbIE paHee
BUHTbI A0/MKHbI MONACTb B Nasbl NOABVXHOI YaCTV KPOHLUITEHA.

PucyHok 29 — YctaHoBKa pediektopa Ha 3addMKCUPOBaHHbIN KPOHLLTENH
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PykoBOZACTBO No akcnyaTtauum WB-3P-PTP5

12. Mpy HEO6XOANMOCTN BO3MOXEH BapuaHT YCTAHOBKM NapabosiMyecKkolr aHTEHHbI Ha CTEHY, HanpuMep ¢
nomoLypo 601T0B M6.

PucyHok 30 — MoHTax napa6o/iMyeckoil aHTEHHbI Ha CTEHY

13. BbINOMHUTE MOAK/OUYEHNE YCTPOIACTBA K CETU, CNedys anroputmam 13 pasaenos [1oroToeka
yCTpoiicTBa W [ofK/HYEeHVE YCTPONCTBA. 3aTeM NPUCTYNUTE K FOCTVPOBKE YCTPOMCTRAL.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

8 KOcTupoBKa ycTpoiicTea

° B NnepByro ovepeb BbINO/IHAETCA TOPU30OHTa/IbHaA KOCTUPOBKa yCTpOIZCTBa, 3arteM — BepTuKasibHas.

8.1 HOcTMpoBKa YCTPOWCTB, 3aKpen/IEHHbIX Ha TpybocToike/cTon6e/cTeHe

1. O6s13aTe/IbHO NPOBOAWTE CTUPOBKY OAHOBPEMEHHO C BYX CTOPOH, ONMPAasiCh Ha pacyeTHoe 3HaUYeHne
YPOBHSI CUrHasia, noslydeHHoe B pasfesnie PekoMeHaalyin no yecTaHoBke (HYy)KHO MosTyYnTb MakCUMaslibHO
NPUGAMKEHHOE 3HAYEHUE).

2. OTperynl/lpyVlTe nonoxexune yCTpOI7ICTB, HanpaBnB aHTEHHbI I'IpI/I6J'II/I3I/ITeI'IbHO B Hanpas/1eHUn gpyr
Apyra, NUCnosib3ysa KapTbl, ONTUYECKYH BUANMOCTb Ha BCTPEYHYHO CTOPOHY.

3. B cnyyae ycTaHOBKM CBA3W MeX/y YCTpoiicTBamy NPOBECTU CBEAEHME YCTPOINCTB NOOYEPELHO,
[1061Basicb NOCTENEHHOTO YBENMYEHNSA 3HAUYEHMIA Ha LWKasie RSSI (3HaueHWss MHAMKaLMN NpBEAEHbI
B pasgene CBeToBas MHAMKaLMA) B ABYX MIOCKOCTAX — BEPTUKaSIbHOW U FOPU30OHTasTbHOA.

4. B rop130HTa/1IbHOM NI0OCKOCTM 04HA CTOPOHa NpoxoauT cektop 45-60 rpagycoB — chukcupyet
MakC/MMyM, BTOpasi CTOpOHa — NOBTOPSIET aHas/10rMyHoe AelicTBue.

5. lanee BbINOMHSETCS BTOPOI NPOX0/, N0 YKa3aHHOI Bbllle cxeme. OKoHUYaTeNIbHO 3aTAHUTE XOMYT Ha
KpoHLITEeliHE. HE06X0AMMO YUNTLIBATb, YTO NPKU IOCTUPOBKE NonagaHne B 60KOBOI 1eENeCToK gnarpaMmbl
Hanpas/IeHHOCTM MOXET ObITb PACLEeHEHO, Kak BbIX0/ HA MakKCUMaslbHbIli ypOBEeHb curHasna. Yto6bl
n36exarb laHHOW cUTyauMmn Heo6XxoaAMMO NPOBOANTL MOJIHLIV NPOX0A, B CEKTOPE U 0TMeYaTb HesMHeliHoe
N3MEHEeHNe YPOBHSI.

6. B BEpPTVKa/IbHOI N/IOCKOCTW MOBTOPUTL NYHKTbI 4—5. 3addUKCUPYITE NOMYYEHHBI YToN Hak/IoHa ¢
MOMOLLbIO BUHTOB Ha LiENouYKe.

PucyHok 31 — HacTpoiika Heo6xo4mMmoro yrna Hak/ioHa

7. ins 6onee TOYHOI IOCTUPOBKM UCNONb3yliTe komaHay B CLI (cm. HWxe) nnm web-nHtepdeiic
(nopgpobHee B NogMeHto «HOCTPOBKA»), AOBUBAACH MaKCUMasIbHbIX 3HAYEHWI YPOBHS CUrHana.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

KomaHnpa B CLI ans 10CTMPOBKM YyCTPOICTB
WB-3P-PTP5(root) :/# antenna-align

ssid | WB-3P-PTP5
channel | 104
frequency | 5520
rssi-1 | -77

rssi-2 | -71
rssi-remote-1 | -47
rssi-remote-2 | -47

8.2 KOcTnpoBKa YCTPOWCTB, 3aKpensieHHbIX Ha OPCETHON Napabonnyeckon aHTeHHe

1. KOCTUPOBKY 0683aTE/IbHO NPOBOAUTL OAHOBPEMEHHO C [IBYX CTOPOH, OMMPAasiCb Ha PacyYeTHOe 3HaYeHue
YPOBHS CUrHas1a, NosTly4YeHHOE B pasfene PekomMeHaaluy no ycraHoske (HyXKHO NOMyYnTb MakCUMaslbHO
NPUGAMKEHHOE 3HAYEHUE).

2. OTperynupyiiTe NofOXeHNe YyCTPOICTB, HaNpaBUB aHTEHHbI NPUGN3UTENBHO B HaNpaBieHUn apyr
[pyra, Ucrnosb3ysi KapTbl, ONTUYECKYH BUAUMOCTb HA BCTPEYHYIO CTOPOHY.

3. B cnyyae ycTaHOBKM CBA3M MeX/y YCTpoiicTBamMy NPOBECTU CBEEHME YCTPONCTB NOOYEPELHO,
[1061Basicb NOCTENEHHOTO YBENIMUYEHNS 3HAUEHMIA Ha LWKasie RSSI (3HaueHWs MHAMKaLMN NpUBEAEHbI
B pasgene CBeToBas MHAMKALYA) B ABYX MIOCKOCTAX — BEPTUKASIbHOW 1 FOPU3OHTa/TbHOMA.

4. B rop130HTas1IbHOM NI0CKOCTM 0fHA CTOPOHa npoxoauT cektop 45-60 rpagycos — hukcupyet
MakC/MMyM, BTOpasi CTOpOHa — NOBTOPSIET aHa/10rMyHoe AelicTBueE.

5. llanee BbINOHSAETCA BTOPOW NPOXO0Z NO YKa3aHHOMW Bbille cxeme. OKOHYATEsIbHO 3aTAHUTE XOMYTbI Ha
HEMNOABWXHOIM YacTu KPOHLUTeHa. Heo6XxoAMMO yunTbIBaTL, YTO NPY KOCTUPOBKE NonagaHne B 60KOBOWA
NEeNecToK AnarpamMmMbl HANPaBIEHHOCTY MOXET ObITb PACLEHEHO, KaK BbIX0O[, HA MAKCUMaJTbHbIA YPOBEHb
curHana. Ytobbl n3bexarb AaHHOW cMTyaumm Heo6xoAMMO NPOBOANTL MNOJIHbIA NPOX04, B CEKTOPE U
OTMeyaTb HeMHEHOEe 3MEHEHNE YPOBHSI.

6. B BEpTUKa/IbHOIM NI0OCKOCTN MOBTOPUTE MYHKTbI 4—5: NnoBOpaymBalite yCTPOMCTBO HA HEOBXOAMMbIN
yrosi N0OBOPOTa, OPUEHTMPYACH Ha LWKasbl A 1 B, pacnonoxeHHble Ha KpoHwTenHe. Lkana A — yron
HaknoHa napabonnyeckol aHTeHHbI, Wkasia B — yron mecta. 3atem 3adykcmpyinTe nosyYeHHbli yron
Hak/I0Ha C NOMOLLbIO BUHTA Ha LIEMOYKe.

e m

PucyHok 32 — Wkasnbl A n B Ha nogBuXHOI YacTy KPOHLUTENHA
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

7. Mpwu ycTaHoBKe yrna no wkane A ot -10 g0 5 rpagycoB pekoMeHayeTcst AON0/THUTENIbHO (hMKCUpOoBaTb
NOABWXKHYIO YaCTb KPOHLLTEiHA BTOPbLIM BUHTOM M3 KOMM/IEKTA.

;Awwwwww

PucyHok 33 — [lonosiHuTeNbHas govKcaLmsi MOABUKHOI YacTh KPOHLLTeHa

8. [ina 6onee TOYHOI IOCTUPOBKM MUCTONb3YyiiTe komaHay B CLI unn web-nHtepdeiic (nogpobHee B
noAMeHo «HOCTVpoBKa»), A0BMBASICb MAKCUMa/IbHbIX 3HAUEHMWIA YPOBHS CUrHana:

KomaHga B CLI Ansi OCTUPOBKU YCTPOICTB
WB-3P-PTP5(root):/# antenna-align

ssid | WB-3P-PTP5
channel | 104
frequency | 5520
rssi-1 | -77

rssi-2 | -71
rssi-remote-1 | -47
rssi-remote-2 | -47
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

9 NToroeasi HACTpPOWKa yCTpoMCTBa

1. PekomeHayeTca nogobparb M BbICTaBUTb CTATUYECKYH MOAY/IALMIO Ha Touke gocTtyna AP n knneHTe
STA. [ins BbI6Opa cTaTMyeckon Moaynaumm Heobxoanumo 3anyCTuTb HenpepbIBHbIA NUHT 40 AP/STA,
MOCMOTPETL Kakas MOAYyNALUMA BbICTaBUACb aBTOMaTUYeCckn BO BKnaake «MOHUTOPUHT» U YCTAHOBUTb
ee cTaTuyecku B HacCTpolikax, YTo6bl OHa He u3MeHsNack. N HaAEeXHOCTN MOXHO BbICTaBUTb Ha napy
MYHKTOB HVXXE TOW, YTO BbICTAB/ISIETCA aBTOMaTUYECKM.

2. MNpockaHupoBatb 3hup CNeKTpoaHa/IM3aTopoM 1 BbiGpaTb HaMMeHee 3arpy>XeHHbI KaHaul.

3. YcTaHOBUTb UTOrOBbLIV KaHaul BO Bkagke «Radio».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10 YnpaBneHue ycTponcTBoM vepes web-nHtepdoeinc

10.1 Hauano pa6oTbl
[ns Hayana paboTbl HYXXHO MOAK/TIYNUTLCA K YCTPOMCTBY No nHTepdielicy Ethernet uepes web-6paysep:

1. OTkpoiiTe web-6paysep (nporpaMmy A58 NPOCMOTpa rMNepTEKCTOBbIX JOKYMeHTOB), Hanpumep Firefox,
Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec ycTpoiicTea: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo yMmonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN
nosib30BaTens v naposs.

WB-3P-PTP5

3. BBeauTe umsa nonb3oBarens B CTPOKe «BBeauTe NorvH» 1 Naposb B CTPOKE «BBeauTe naposib».

© 3asopckue yctaHoBku: norvH: admin, napons: password.

4. HaxxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHIO MOHWUTOPUHIA COCTOSIHUSI yCTPOCTBA.

ELTEX  WB-3P-PTP5

BLICTpaA HAacTpoika MOHWTOPMHT Radio AP CeTeBble HACTPOMKM CucteMa HCTPYMEHTBI - (Bbixon)

BecnposoaHoi KaHan WMapenwe  WB-3P-PTPS
AnnaparHan sepcua 1v0
CTaTHCTHKA No TpaguKy
3asoackon MAC-agpec EC:B1:E0:2E 65850

CkaHupoBaHue 3dnpa
CepUAHLIA HoMEp WP5C000030

CnekTpoaHanusatop Bepcua MO

ypHan coObiThit PesepsHan sepcua MO
Bepcua zarpyaqmnka
CeTesan MHhopMaLMA s vy

CuCcTeMHoe Bpema 05.05.2025 10:24:39

MHDOpMALIMA O
pagMOoMHTEPMERCaX Bpema patoTtsl 0 ax, 00:14:20
3arpyska LNy "
MHdopmauus ob yeTpoicTee » pyska L 3%
Vicnonbayemas NaMaTs 45@ 111 MBaiT / 237 MBaiT

i OGHOBHTb
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

5. TNpy HeoBXOANMOCTU MOXHO MEPEKIOUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WB-3P-PTPS
[OCTYMHbI pycckas v aHrnMinckas sepcumn web-uHtepdpeiica.

ELTEX  WB-3P-PTP5

BbICTpasA HAacTporKa MOHUTOPHHT Radio AP CeTesble HaCTPONKM Cucrema NHCTpYMEHT!

2

- (BbIXOA)

BecnposogHoi KaHan WM3penwe  WB-3P-PTP5
AnnapaTHas sepcua 1v0
CTaTUCTHKa N TpaduKy

3asofckoit MAC-agpec EC:B1:E0:2E:68:50

CKaHWpoBaHWe a(upa
CEepHAHBIA HoMep WP5C000030

CI'IEh"[DCaHEU' W3atop Bepcuﬂ no

ypHan coObITHi Pesepetan sepcua NO
- Bepcus 3arpy3unka
CeTesan MHOopMaLMA

CHCTEMHOE BpEMA 05.05.2025 10:24:39

MHopmama o
panuouHTepelicax BpemAa paGdoTsl 0 ax, 00:14:20
3arpyska LMY
WHdbopmauua ob ycTpoicTee > pyaka L 3%
Mcnonb3yeman NaMATh 45@ 111 MGaiT / 237 MGaiT

i OOHOBHTL

10.2 CwmeHa nosnb3oBaTesnien
Ha ycTpoiicTBe cyllecTByeT ABa Tuna nonb3osaresneii: admin n viewer:

+ admin (naposb No yMmonuyaHuto: password) MMEeeT NosHbIN AOCTYMN K YCTPOWCTBY: UTEHKE 1 3anuChb
N06bIX HACTPOEK, NMOJTHbIA MOHUTOPVHT COCTOSIHISA YCTPOICTBA.

+ viewer MMeeT NpaBo TO/IbKO MPOCMATPUBATh BCHO KOH(IUIypaLuio yCTPoicTBa 6e3 BO3MOXHOCTH YTo-
nM60 peaakTMpoBaTb, MOHUTOPUHI COCTOSIHWS YCTPOICTBA JOCTYNEH B MO/IHOM 06bEME.

ELTEX  WB-3P-PTP5

BhbICTpan HACTpPorKa MOHUTOPUHT Radio AP CeTeBble HaCTPONKK Cucrema MHCTPYMEHTbI -~ (BbIXOA)

Mpwn HaXkaTMK Ha KHOMKY «BbIxod» TeKylllas ceccus nosb3oBarens 6yAeT 3aBepLueHa, 0To6pa3nTCst OKHO
aBTOPU3ALN:

WB-3P-PTP5

,ﬂ,ﬂﬂ CMeEHbI AoCTyna H806XO,EIII/IMO YKa3aTb COOTBETCTBYHOLLNE NMA NOJIb30BaTE/IA U NMapo/ib, HaKaTb KHOMKY
«BoliTn».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.3 MpumeHeHne KoHdurypaumm n 0TMeHa U3MEHEHNI

1. MNpumeHeHre KoHurypaLmm

o v [IpumeHnTs
Mpy HAXaTUN KHOMKM 3anyckaeTcs npoLecc cCoxpaHeHust KoHurypauum Bo

flash-namsTb ycTpoiicTBa M NpUMEHEHME HOBbIX HACTPOEK. Bce HAcCTpolikvu BCTynatoT B cuy 6e3
nepesarpysku yCTpoKcTBa.

B web-uHTepeiice peannsoBaHa BuU3yasibHasi MHAMKALMS TEKYLLETo COCTOSIHKS npoLecca NPUMEHEHWS]
HacTpoek (Tabnuua 4).

Tabnvua 4 — BusyasibHast MHAMKaLMS TEKYLLEro COCTOSIHMS npouecca NpUMeHeHUs HacTpoekK
BHewwHwMii Bupg, OnucaHue coCcTosiHUA

Mocne HaxaTust Ha KHOMKY «[pUMeHNUTb» NPOUCXOAUT NPOLIECC
NPYMEHEeHWs 1 3anncK HaCTPOeK B NaMaATb ycTpoicTea. O6 3ToM

NHAPOPMUPYET 3HAYOK i B Ha3BaHUM BKIAKM U HA KHOMKE

«IPUMEHNTB>.

06 ycrnewHoM COXpaHeHUn 1 NPUMEHEHNN HacTPoeK MHAopMUpYyeT
+ [1pumMeHnTs y P P P thopmmpy

3HauOoK B Ha3BaHWUW BKIAJKN.

2. OTMeHa U3MeHEHWIA

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUS Ha KHOMKY «TTpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[TPUMEHNTbL» N3MEHEHHbIE Ha CTPaHuLLEe NapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEeHNS
N COXpaHeHbl B NaMsiTb YCTPOCTBa. [ocne HaxaTnsi Ha KHOMKY «MpMeHUTb» BO3BpaT K NpeablayLmm
HacTpoiikam 6yaeT HEBO3MOXEH.

v X 0
KHOMka oTMeHbI N3MEHEHUI UMeeT BUS; THENS
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.4 OcHoBHble 31eMeHTbI web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

“LTEX  WB-3P-PTP5

BbICTpaA HacTpoika MOHWTOPWHT Radio AP CeTeBble HACTPOHKH Cucrema MHCTPYMEHTD

BeCcnpoBoLHON KaHan Mznenne WB-3P-PTP5
AnnapartHas BepcuA v0
CTaTUCTHKA MO TpaMKY
3aeofckol MAC-aapec EC:B1:E0:2E:68:50
CKaHWPOBAHWE 3(hvpa
CepHiiHblil Homep WPS5C000030

C'IEKTi}CaFHJ'HSETCZ

Bepcua MO

FKypHan coGbITHi PesepsHan sepcua MO

. S BepcuA 3arpyaynka
CeTesan MHMopMaLMA

CHCTEMHOE BpEMA 05.05.2025 10:24:39
VK opMaLMa o
paguonHTepgencax Bpema paboTul 0 an, 00:14:20
_ . 3arpyaka LMY 3%
WHpopmauua of ycTpoiicTse » pysa L
Mcnonesyemas namate 459 111 MGaiT / 237 MGanT
< OBHOBMTE
@ 000 "pednpusmue "3nmexc", 2024 Bepcur M0: (Bepcur WEB:

OKHO No/b30BaTeNIbCKOTO HTepdielica pasaeseHo Ha NsATb 06/1acTel:

1. Bknagku MeHo — Ans rpynnupoBKM NOAMEHI0 Mo KaTeropusm: BeicTpas Hactpoiika, MOHUTOPUHT,
Radio, AP (MeHI0 «<AP» OCTYNHO TONbLKO B peXume ycTpoiicTBa «Touka goctyna PTP») unu STA

(meHto «STA» fOCTYNHO TO/ILKO B peXxumMe ycTpoicTBa «KnueHTt»), CeTeBble HacTpoliku, Cuctema,

MHCTPYMEHTbI.

2. Bbl6op A3blka MHTEpPdeiica 1 kHomnka (Bbixoa), NpegHasHauYeHHas 411 3aBePLLEHUSI ceaHca paboTbl B

web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

Bknagkv nogMeHIo — 4118 ynpaBieHUst NoieM HacTpOoeK.

Mone HacTpoek ycTpoincTBa — A1 NPOCMOTPA AaHHbIX 1 KOHUrypaLmu.
NHdopmaLuroHHoe norse, otobpaxatoLlee sepcuio MO, yCTaHOB/IEHHYIO HA YCTPOWCTBE.

aprw
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10.5 MeHto «bbICcTpasi HacTpoinka»

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

B meHi0 «BbICTpas HacTpoika» BbINoHAETCA 6a30Bas HacTpoiika 6ecnpoBoAHOI0 MoCTa.

10.5.1 MoameHto «bBbicTpas HacTponKa»

ELTEX  WB-3P-PTP5
BriCTpan HacTpokka MoHHTOPMHI Radio AP CeTeEbie HACTPORKK Cucrema MHCTpYMeHTH - (Bbixag)
BeicTpan HacTpoiika » Radio CREKTPOaHANHM3aTop
Pesrana yoTpoiicTea Touka gocryna PTP v CxaHuposaHue 3aiimer He Honee 67 ¢
Kawan 36 (5170 — 5210 M) w
Nocnegxee crannpoeanwe Beino 05.05.2025 11:01:45
Wupmta kasana, MMy 40 v A
(OCHOBHOW KaKan Upper v 55
. 50
LS
DUECHPOBAHHAR = 45
LEHTPANbHER YacToTa = 40 grE—r1
FERECE Yactora: 5240 My,
MOLHOCTS cHrHana, AEM 27 ~ = 30 Yunuzaupn: 44%
= 25
PaccTosnuMe, oA 1] § 20
g 15
- e 10
HacTpoikn NomEniodeHma > 5 m ‘ I ‘“ I | \ I ‘ ‘
550 [ — [ | 1 I || k.. .hu[l M.nh “ JIL
S 5200 5300 5500 5600 5700 5800 5500
Pejoiu G230NacHOCTIA OWE v YacTota, My
MFP BrnioeHD hd MoaknioyeHus
CeTesble HACTPOIKN Wmn YpoBeHe cMrHana YnanewHeni RSSI, Bpema
No xocra IP-agpec MAC-agpec (RSSI), nbm abm paboret
Mnes xocTa \WE-3P-PTPS
1 WB-3P- ecb1:e0:2e:68:e0 -36 -16 00:37:06
MpoToson Siatic v PTPS
Cramuecki IP 192.168.1.10
CeTeBan Macka 255.255.255.0
Linos
[ocTyn K ycTpolcTsy
Mapone @&
MogTeepkaenve napona &
Radio:

B pa3pgene «Radio» ocylLecTBNSIOTCA HACTPOIKM OCHOBHBIX NapaMeTpoB paanovHTepdeiica ycTpoiicTea.

* Pexxum ycmpolicmsa — pexuM paboTbl pagvonHTepdeiica ycTpoiicTea. [LoCTynHbI criefytolime

pexXumbl:
+ Touyka docmyna PTP;

* KnueHm — 6ecnpoBogHoi knneHT (STA).

* KaHas — BbIGOp KaHana nepegaun AaHHbIX. Mpu ycTaHOBMEHHOM chriare «ABTOMATUYECKMNIA BbIGOP»

kaHana B MeHto Radio, gaHHasi HacTpoiika 6yaeT 3a6/10K1MpoBaHa;

+ UupuHa kaHana, MINy — wmpmnHa nosaocbl 4acToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHUMaeT 3HadveHus 5, 10, 20, 40, 80 n 160 MI'y;
* OCcHOBHOU kaHa/1 — napaMeTp MOXET ObITb U3MEHEH TOIbKO NPY NPOMYCKHOM CMNOCOBHOCTM CTaTUYECKN
3afjaHHOro kaHana, pasHoli 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSALLMM U3 ABYX KaHanos no 20
MI L, KOTOpble rpaHnyaT B 4aCTOTHOW o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBalOT NEPBUYHBLIM 1
BTOPWUYHbIM KaHaniaMu. MepBUYHbIA KaHa UCNOb3YETCH KIIMeHTaMn, KOTOpble NOAAEPXMBAIOT TO/IbKO
nosaocy nponyckaHusa kaHana 20 MIruy;
+ Upper — nepBrYHbIM KaHasioM 6yaeT BepxHuin kaHau 20 MI'y, B nonoce 40 MIy;
« Lower — nepBWYHbIM KaHanoM ByaeT HMKHUI kaHan 20 MI'y, B nonoce 40 MIy,
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

+ @uKcupoBaHHasi yeHmpasibHasi Yacmoma — npu aktueauuu cpnara Becb Tpagvk (NakeTbl AaHHbIX 1
ynpasneHus) 6yaeT nepefaBaTbCs HA YKa3aHHOW LEHTpasIbHOW YacToTe KaHasa ¢ 3a4aHHOW LMPUHOWA
nonocsl (40/80/160 MI'L). ®YHKLMS SABNSIETCA NPONPUETAPHOiA, Nepeada BeAeTcs He Mo cTaHaapTam
IEEE 802.11, rae npegnonaraeTcs UCMNoNb30BaHVe pasHbIX LEeHTPasIbHbIX 4acToT A1A Tpadouka AaHHbIX 1
ynpasneHus npu wupunHe kaHana 40/80/160 My,

* MowHocmb cu2Hana, 0bm — perynvpoBka MoWwHOCTN curHana nepegarynka Wi-Fi B abwm;

+ PaccmosiHue, KM — pacCcTOsiHMe MeXay YCTpolicTBaMy B KusiomeTpax. MisameHeHve 3HaueHus
paccTosHMA N3MEeHUT 3HaveHne Taim-ayta ACK. PaccTtosHne criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv pacctosiHe Mexay ycTporictBamu 3,2 KM, TO HE0O6X0AMMO yKa3aTtb 4 KM.

© WupuHa kaHana 5 v 10 MIL, 4OCTYNHbI Tobko B pexumax IEEE 802.11a/n/ac. [jns usmeHeHns
pexuma 802.11 Heob6xoaMMO nepeinTy B MeHto Radio.

© napametpsi «KaHany, «LLinpuHa kaHana», <OCHOBHOW KaHauT» 1 «PacCTOsHUE» AOCTYMHbI TObKO B
pexuMe ycTpoiicTea «Touka gocTyna PTP».

HaCTpOVIKl/I noaKNKyeHmnA:

« SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTtyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — HEe UCNO/b30BaThb WNpoBaHre 415 nepefadv AaHHbIX;

« OWE (Opportunistic Wireless Encryption) — meTop, lungppoBaHus, ob6ecnedvBatoLmii 6e30nacHOCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLEeHHOW ceTu. Mpu 3TOM OT nosb3oBateneit He TpebyeTcs
BbINO/IHEHME KaKNX-TO AOMOMHUTENbHbLIX AEACTBUIA 1 BBOAA Napos 415 NOAKIYEHNS K CETH;

« WPA2, WPA3 — cnoco6bl LungpoBaHms, Npu Bbl6ope 04HOro U3 cnocoboB 6yaeT AoCTynHa
cnepytoLlan HacTpoika:

* Koy WPA — kntod/naponb, He06xoaumblli 419 NOAKYEHUS K 6ecnpoBogHoi ceTu. nvHa
Kntoya coctasnseT oT 8 0 63 CMMBOJIOB.

« MFP — 3awmta management-kagpoB (4ocTynHo npu pexume 6esonacHoctn WPA2, WPA3, WPA2-
Enterprise, WPA3-Enterprise n OWE, npu Bbibope apyrmx pexmmos 6esonacHoctn MFP
nepeBoanTCH B COCTOsAAHME OTK/IOUEHO, NpK Bblbope pexnma 6ezonacHocT WPA3, WPA3-
Enterprise, OWE, MFP nepeBoamnTCsa B COCTOSIHME BK/HOUYEHO):

* Omk/o4eHo — 3aWmTa management-kaZpoB OTK/IIOUEHS,

+ OnyuoHasibHO — 3awmTa paboTaeT, ecnu 6ecnposogHas ceTb nogaepxvsaet MFP.
YCTPOICTBO MOXET NOAKNIOUNTLCS K CETU, KOTOpas He nogaepxmeaetr MFP;

* Bk/1104eHO — 3alymTa BK/IoYeHa. YCTPOMCTBO HE MOXET NOAK/IYMTLCA K
6ecnpoBoAHOl ceTun, He nogaepxunsatoLleii MFP.

CeteBble HaCTQOVIKMZ

* MIMsi xocma — ceTeBOe 1MS YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CMMBONOB: TaTUHCKUE 3araBHble U
CTPOYHbIe BYKBbI, LMPpbI, 3HAK AedIUC «-» (Aednc He MOXET GbiTb NOC/IEAHUM CUMBOJSIOM B UMEHM);

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogkntodeHune no Ethernet-
NHTepdpency yCTPoICTBa K CETU NpeaocTaBieHns ycnyr nposagepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3 no
YMOJIYaHWUIO 1 Apyrie napameTpbl, Heobxoanmble Ansa paboTtbl B ceTu, byayT nony4veHsl ot DHCP-
cepBepa aBToMaTNU4ecky;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoanMble napameTpbl Ha WAN-
NHTepdenc HazHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pefakTMpoBaHns cTaHyT
[OCTYMNHbI cneayoLme napameTpsbl:

« Cmamuyeckul IP — IP-appec WAN-uHTepdoeiica ycTpoiicTea B ceTv npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* L3 — afgpec, Ha KOTOpbIA OTNPaBAsETCA NakeT, eCv A48 Hero He HalijleH MapLipyT B
Tabnuue mappyTmnsaumu.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

[ocTyn K YyCTPOICTBY:

Mpw BXoge Yepe3 web-uHTepdeiic agMmHucTpaTop (Naponb No yMonyaHuio: password) MMeeT NosHbIA focTyn
K YCTPOICTBY: YTEHME W 3annCb N0GLIX HACTPOEK, MOSIHLIA MOHUTOPUHT COCTOSIHUA YCTPOICTBA. 151 CMEHBI
naposisi BBeAMTE HOBbIi Naposib CHavYana B none «Maposiby, 3aTeM B nose «MoaTeepxaeHne naponsi» u
HaXKMUTE KHOMKY «[TpUMEHUTb» /151 COXpaHEHUSI HOBOTO Naposisi.

CnekTpoaHanumsarop:
B pasgene «CnekTpoaHannsaTop» OCYLLECTBAAETCA 3anyCck U MOHUTOPWUHT paboThkl CNeKTpoaHamsaropa.

Ha ycTtpoiictBax WB-3P-PTPS5 ecTb BO3MOXHOCTL 3anycka cnekTpoaHanm3aTopa Ha pagnovHTepdelice Radio
5MTu,.

@ npu 3anycke cnekTpoaHanusaTopa paguonHTepdelic 6yaeT nepeBeeH B PEXMM CKAHMPOBAHUS, UTO
npuBegeT K npepbiBaHuto Bcex Wi-Fi coeguHeHmnii Ha gaHHOM paavionHTepgieiice.

[ns 3anycka pa6oTbl CNEKTpoaHa/IM3aTopa HaXKMUTE Ha KHomky «CKaHMpoBaTb». B MH(OpMAaLMOHHOM OKHE,
pacnofoXeHHOM CrpaBa OT KHOTKW, 0TOBpaxXaeTcsl BpeMsi B CEKYHAAX, NpoLLe/LIee C Hauyana 3anycka
CKaHMpoBaHusl. Bpemsi pa6oThbl cnekTpoaHanmsatopa Ha Radio 5 'L, 3aHMMaeT He 6ornee 1,5 MUHYTbI.

+ [MocnedHee ckaHuposaHue 6bI/10... — AaTa U BPeMs NOCNeAHEr0 CKaHMPOBaHNS;

* Ymunusayus kaHasia — NHhopmaLys 0 3arpyXXeHHOCTU pajuoKaHasa, BblpaXXeHHasi B MPOLEHTAX;
+ Yacmoma — 4acToTa kKaHana B MI'u, Ha KOTOPOM NMPOU3BOANIOCH CKAHPOBAHUE;

* KaHan — Homep KaHana, CoOTBETCTBYIOLLMIA A@HHOI YacToTe.

© CnexTpoaHannsaTop NPOU3BOANT aHANN3 BCEX KaHA/I0B Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEeK Ha
pagnouHTepdeiice.

[MoaknwoyeHuns:
B paspgene «MogknoyeHns» oTobpaxkaeTcs nHhopmMaLmsa 0 CoCTossHMM nogkntodeHHbIX Wi-Fi knineHToB.

* Ne — HOMep MOAK/TIFOYEHHOIO YCTPOICTBA B CMUCKE,

* VIMs1 Xocma — ceTeBOoe MMs YCTPOWCTBa,;

* IP-adpec — IP-agpec noakItoHeHHOro YCTPONCTBa,;

* MAC-adopec — MAC-agpec noak/1to4eHHOro YyCTPONCTBa;

* YposeHb cuzHana (RSSI) — ypoBeHb NPUHUMAEMOrO CUrHanNa, AbM;

* Y0asieHHbIlU RSSI — ypoBeHb NPUHMMAEMOro CUrHasia yAasIeHHoro ycTpoicTea, 4bwm;
* Bpewmsi pabombl — BpeMs COeUHEHNS.

[ns BCTynneHns B Cuy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTPpoeK B 3HEProHe3aBnCMyo nNamMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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10.6 MeH0 «MOHUTOPUHI»

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMBI.

10.6.1 MoameHto «<becnpoBoAHON KaHas»

B noameHto «becnpoBOgHOIA KaHan» 0To6paxaeTcs NHopMauus 0 COCTOSTHUM NoAKYeHHbIX Wi-Fi
KNMEHTOB. MIHdhopMaLms No NOAKIUEHHbIM KNIMEHTAM HE 0TOBPaxXaeTcs B peasilbHOM BpeMeHu. [41s Toro
yT06bl 06HOBUTbL MHPOPMALMIO HA CTPaHKULLE, HEOOXOAMMO HaxKaTb Ha KHOMKY «OBGHOBUTbY.

Cnextpoaranuzarop 1 WB ech1e02e68el  wand

= TEX WB-3P-PTP5
- - -
Buictpan HacTpoitka MotuTopusr Radio AP CeTesble HacTpoikm Cuctema UncTpymerTe
BecnpoeogHoi kanan > & OBHOBMTL
CramucTika no Tpadmry
CraHnposaHue supa Cr
Ne xocra IP-appec MAC-agpec

Wntepdeiic  Capacity

Link
Link Quality RSSI, SNR, BW, Bepcua
Quality Common nbm ob TxRate RxRate My MO

Bpema
paboTbl
00:00:30

a7 92 -45 40 HENSS2 HENSS2 20 222

HypHan coBeimuii

CeTesan MHDOPMaLMA

3p-
PTP5

Mepepasio / npunATe Bcero, BaiT 604971271

MCS9LGI MCS8 LG
195 1755

Mepenaro ¢ owmbkamn, naketos 0

build 121

Mepenaso / NPUHATO BCEMO, NEKETOR 91/26 MoETopEI Nepefaqm 2a NocneHuii nepuoa, 0

nakeToB

Wuchopmauma o
paauouHTEpdeiicax
Mepegato / npusATo ganHbn, BaiT 4 080/ 440
~ . OBLee uicno NOETOPOE NEPEfauM, NaKeTos 6
Wrdbopuata o6 yerpoiicTas MepenaHo { NPWHATO faHHbX, NakeToB 63/ 4
CropocTe nepegaqv / nprema, Kbutic 070
Moaynsuma

I'IepenaHo NakeToB anHﬂTD NakeToB

MCS0 0 0% 1 25%
NS52.MCS8 33 48% 2 50%
N552-MCS9 36 52% 1 25%

Neo — HOMep NOAK/THYEHHOIO YCTPONCTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMs yCTPOINCTBa;

IP-adpec — IP-apgpec NoAKMOYEHHOT0 YCTPOICTBA,

MAC-adpec — MAC-agpec nogkIto4eHHOro yCTPONCTBa;

Mumepabelic — nHTepdelic Bzanmopaeiictemua WB-3P-PTP5 ¢ noakntoueHHbIM YCTPOIACTBOM;

Link Capacity — napameTp, KOTOpbIii oToGpaXkaeT 3heKTUBHOCTb MCMONb30BaHMA 6eCNPOBOAHbLIM
MOCTOM MOAY/NALMKN Ha nepefady. PaccumTbiBaeTCs MCXOAA U3 KOSIMYeCcTBa NakeTos, nepesaHHbIX Ha
Kax4oin Moaynsummn Ao BCTPEYHOTo YCTPOMCTBA, U MOHMKALWMX KO3dhnuneHToB. MakcumasibHoe
3HaueHne — 100% (o3HauaeT, 4To BCe NakeTbl NepeaatoTcsi 40 BCTPEUYHOro YCTPOICTBa Ha
MaKCUMaJsIbHOM MOAYNSALMN AN MaKCUMas/IbHOTO Tuna nNss, NoAAEPXMBAEMOrO BCTPEUHbIM
yCTpOCcTBOM). MMHMMasibHOE 3HadeHne — 2% (B c/lyyae, Korga nakeTbl nepefarTcs Ha MoayNsumum
nssTmcs0 455 BCTpeyHoro ycTpoiicTBa ¢ noaaepxkoit MIMO 3x3). 3HaueHne napameTpa
paccunTbiBaeTcA 3a nocsiegHue 10 cekyHn;

Link Quality — napameTp, KOTOPbI 0OTOOGPaXaeT COCTOSTHNE /IMHKA [0 BCTPEYHOro YCTPOICTBa,
paccunTaHHbI Ha OCHOBaHWM KO/IMYECTBA PETPAHCMUTOB NaKEeTOB, OTMNPAaB/IEHHbLIX BCTPEYHOMY
ycTpoiicTBy. MakcumasibHoe 3HadeHne — 100% (Bce nepegaHHble NakeTbl OTNPaBUINCH C NEPBO
NonMbITKM), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakeT A0 BCTPEUYHOro YCTPOICTBA He 6bi/1 yCrelHo
oTnpas/ieH). 3HaueHne napameTpa paccumntbiBaeTcs 3a nocnegHve 10 cekyHa;

Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOSAHME /IHKA A0 BCTPEYHOro YCTPOICTBa,
paccunTaHHbI Ha OCHOBaHWM KO/IMYECTBA PETPAHCMUTOB NaKeTOB, OTMPAaB/IEHHbLIX BCTPEYHOMY
ycTpoiicTBy. MakcmMasibHoe 3HadeHne — 100% (Bce nepegaHHble NakeTbl OTNPaBUINCH C NEePBO
NonbITKM), MUHUMa/IbHOE 3HaueHne — 0% (HW OAMH NakeT A0 BCTPEUYHOro YCTPOICTBa He 6bin yCrnellHo
oTnpae/ieH). 3HaueHne napaMeTpa paccunTbIBaeTCcs 3a BCe BPeMsi NOAK/MOUYEHMS BCTPEYHOTo
YCTPOICTBa;
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abm;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

BW — nonoca nponyckaHus 6ecnpoBogHOro kaHana, Mrru;

Bepcus O — Bepcusi nporpammHoro oéecneyeHns NoAKIHUYEHHOro YyCTPONCTBa;

Bpewmsi pabombi — BpeMSi COeQUHEHUS;

lNepedaHo/npuHsimo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIHYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KO/IM4eCTBO nepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NakeToB, NepefaHHbIX C OLMbKamn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KONMYeCTBO NMOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KoIMYeCcTBO NOBTOPOB Nepefayn Ha NoAK/IHYeHHoe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHNUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HaCTOALLMIA
MOMEHT BPEMEHW.
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10.6.2 MogmeHto «CTtaTnUCTUKa No TpaguKy»

B nogmeHto «CtaTucTuka no Tpadpuky» otobpaxaroTcs rpauky ckopocTy npuema/nepegayn Tpaguka sa
nocnegHvie 3 MMHyTbI, a Takke MHpopMaLmsa 0 KO/IMYecTBe nepesaHHoro/nosry4eHHoro Tpadmka ¢ MOMeHTa
BK/1HOYEHMA 6ecrnpoBOfHOro Mocra.

EILTEX  WB-3P-PTP5

BuicTpan HacTpomka MoHuTOpUHT Radio AP CeTeBkIe HACTPOHKN Cuctema WMHCTpyMeHTEI - (etxon)

WLANO Tx/Rx kbps

Rux: 0.1 kbps (max: 0.6 kbps)
@ T 0.6 kbps (max: 5.6 kbps)

BecnposogHoii kaxan

Cramnctuka no Tpadhmey > Img)g
~ 53
CrannposaHie s(upa 40

45
CnekTpoaHanu3atop 41 ]
38 4
JHypHran cobemait 34 1
34
CeTesan uHbopMaLnA 26 1
23
Whpopmauma o 19 4
paauouHTepdericax 15 4
1.1 4
Wripopmarpa of yeTpolictee 0.8 4
04 J

U T —-—rrTTrTT T T ) T T T T

T T T T T L] L T T T LI E—
1520024 152036 152048 15:30:00 1530112 1530:24 15:30:36 153048 153100 153112 153124 1531:36 153148 153200 153212 153224 ts
LAN TxiRx kbps
Rx: 4.2 kbps (max 13 kbps)
@ T 5.1 kbps (max: 5.3 kbps)
kbps
13
121
1.3 4
10.4 J
95 4
8.7 4
78 ]
6.9
61 4
52 4
43
35 4
26 4
17 ]
09 J
0 T T Y T T T T T T T T T T T T T T T T T T T T T T T T T T
1520024 152036 152048 1530:00 1530:12 1530:24 1530:36 153048 153100 153112 153124 1531:36 153148 153200 153212 153224 ts

Mpadpmk LAN Tx/Rx nokasbiBaeT CKOpoCTb npuema/nepegayn tpadmka yepes Ethernet-uHtepdeiic
6ecnpoBogHOro MocTa 3a nocnegHve 3 MUHyThl. Fpadiuk aBToMaTtnyeckm 06GHOBISETCH Kaxble 6 CeKyHA,

Mpadmk WLANO Tx/Rx nokasbiBaeT CKOPOCTb NprvemMa/nepegayun tpaduka yepes Radio-
nHTEepdeinc 6ecnpoBogHOro MocTa 3a nocnegHme 3 MUHyThI. Fpadiuk aBToMaTtnyeckm 06HOBISAETCS Kaxble 6
CEKYHA,.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

+ Bcez2o nakemos — KO/M4eCcTBO YCNeLIHO OTNpaB/IeHHbIX NakeToB;

* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MNepenaHo ~
Wntepdeiic Bcero naketoR Bcero badt OtbpoweHo nakeTos Ownbrn
LAN 6595 6264981 0 0

WLANO 4818 466342 0 5

OnucaHue Tabnuupl «[PUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeiica,

* Bcez2o nakemos — KOMM4ecTBO YCNeLHO NPUHATBLIX NaKeToB;

* Bcezo 6alim — KOM4eCcTBO YCMeLHO NPUHATLIX 6aliT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOYYEHUY;
* OwWubKuU — KOJIMYECTBO OLLMOOK.

[MpuHATO v
WuTepdpenc Bcero nakeToe Beero bant OTbpolweHo nakeTos Ouwnbrn
LAM 24521 3899524 0 0
WLAND 186 18449 0 0
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.6.3 TMoameHto «CkaHMpoBaHue achmpar

B noameHo «CkaHupoBaHue 3achmpa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKPYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

= TEX  WB-3P-PTP5
BricTpan HacTpomka MoHUTOpMHT Radio AP CeTeBkle HacTpoiik Cuctema WHCTpyMeHTE! - (BumXon)
BecnposoaHoil kaxan L e TRV MocnegHes craHuposanne Geno 05.05.2025 11:37:40
CramcTuka no Tpadmiy 5y
Crarmposarue spupa > [u1anazoH SSID Pexum bezonacHOCTH MAC-appec Kanan / Lnpuna RSSI, nbm
CrexTpoananusatop 5MMy WPAZ 1X 68:13:E2:0E:79:49 40120 -7
HypHan cobermii 50Ty WPA2 E8:28:C1:FC:D6:51 1327401 -32
Ceresan uHbopmaLya 5MMy Open E8:28:C1:FC:D6:50 132/40L 32
Wichopmaiy o 5y Open E8:28:C1:F7:9C:CB 64420 -36
paawomtTepcdeiicax 51Ty Open E8:28:C1:F7:9C:CC 64120 -36
Wuchopmaups of yepolicTee 51Ty Open E8:28:C1-F7-9C:CE 64120 36
50Ty Open E8:28:C1.F7:9C:CD 64120 -38
5MMu Open E8:28:C1:F7:9C:CF 64420 -38

[ns 3anycka npoLiecca CKaHMPOoBaHWs aghupa HaXMMTe Ha KHOMKY «CKaHMpoBaTb». [oc/e 3aBepLueHnst
npoLecca Ha CTpaHuLe NOSIBUTCS CMMCOK 06HaPYXEHHbIX B paavoadmpe Touek A0ocTyna U MHpopMaLys 0 HUX:

[MocnedHee ckaHupoBaHue 6bi1/10... — AaTa U Bpems Noc/ieqHero CKaHMpoBaHus;

Juana3oH — ykasbiBaeTcsa AnanasoH 5 T, B KOTOPOM 6blsia 06HapyXXeHa Touka 4oCcTyna;

SSID — SSID o6Hapy»XeHHOI TOYKM A0CTYNa;

Pexxum 6e3onacHocmu — pexvmMm 6e30nacHOCT 0O6HaPYXXEHHON TOYKN AOCTYNa;

MAC-adpec — MAC-aapec o06HapyXeHHOW TOUKM A0CTYNa,;

KaHnas/lLlupuHa — pagmokaHaJs, Ha KOTOpoM paboTaeT 06HapyXeHHas Touka [OCTyna;

RSSI — ypoBeHb, C KOTOpPbIM YCTPOICTBO NPMHUMAET CUrHa 06HAaPYXXEHHOM TOYKM A0CTyna, ABM.

Bo BpeMsi OCYLLECTB/IEHUS CKAHUPOBaHUs adipa paavovHTepdeiic ycTpoiicTea 6yAeT OTK/OUEH, YTO
NpvBeAEeT K HEBO3MOXHOCTMN Nepeaayun JaHHbIX A0 BCTPEYHOTo YCTPOCTBA BO BPEMSI CKaHMPOBaHUS.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.6.4 TMoameHo «CnekTpoaHamMsaTop»
B nogmeHto «CneKkTpoaHann3aTop» OCYLLECTB/ISETCA 3anyCcK 1 MOHUTOPUHT paboTbl CekTpoaHasm3aropa.

Ha ycTpotictBax WB-3P-PTP5 ecTb BO3MOXHOCTb 3anycka crnekrpoaHasimsaropa Ha paguovHTepdelice Radio
5ITu,.

3anyck cnekrpoaHasmsaropa Ha nounHTepdelice

€ npwu 3anycke cnekTpoaHanusaropa paguonHTepdelic 6ygeT nepeseeH B PEXUM CKaHUPOBAHWS, YTO
npvBeaeT K npepbiBaHuio Bcex Wi-Fi coeanHeHnin Ha 4aHHOM paguounHTepgeince.

ELTEX  WB-3P-PTP5

Buictpan HacTpoiika Monutopusr Radio AP CeTeBbie HacTponM Cucrema WHctpymenTs -~ (BbDXog)

Becnposoakoii kanan % CkaHWpORATL Cranvpoeanue zaiimet He Bonee 67 ¢
CramvcTura no Tpadwiky
MocnenHes ckannporadye Geino 05.05.2025 11:39:18

CraHupoEaHue agmpa %0

- 3am 85
Cnextpoananuzarop » ot G - 44

Yacrora: 5220 My
HypHan coBermai FERE Y inzawp: 86%

CeTesan MHDOPMaLMA 65

Whdhopmayma o
paavonHTepcheiicax

Wndbopuanpa ob yetpolictes
¥

Yrunusayua kavana, %
fa
o

wn

m i l'lll, u | ‘.‘.’.\\\{l.\..‘|‘|.‘|‘..\.|||‘1.M||u |

5200 5300 5400 5500 5600 5700 5800 5900
Yacrora, My

[na 3anycka paboTbl cnekTpoaHansaropa HaxXMmnTe Ha KHOMKy «CkaHMpoBaTb». B MH(hopMaLoOHHOM OKHe,
pacnosioXeHHOM cripaBa OT KHOMKKW, 0TO6paXaeTcsl BpeMs B CekyHAax, npoLlejllee ¢ Havyasa 3anycka
CKaHMpoBaHus. Bpems paboTbl cnekTpoaHanu3aTopa Ha Radio 5 Ty, 3aHumaeT He 6onee 1,5 MUHYTHI

* [locniedHee ckaHuposaHue 6bl1/10... — fata U Bpems NocnefHero CKaHMpoBaHus;

* Ymusu3ayusi kaHasia — HhopMaLns 0 3arpyeHHOCTU paZokaHasa, BbipaXeHHas B nNpoLueHTax;
* Yacmoma — yacTtoTta KaHasia B ML, Ha KOTOPOM MPOM3BOAMMIOCH CKaHMPOBaHWE,

+ KaHas — Homep KaHasia, COOTBETCTBYIOLLMIA AAHHOWN YacToTe.

© CnexTpoaHannsaTop NPoU3BOAMT aHANN3 BCEX KAHA/IOB Ananas3oHa BHe 3aBMCUMOCTMW OT HACTPOEeK Ha
paanounHTepdeiice.

48



PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.6.5 TMogmeHo «)KypHan cobbITUiA»

B noameHo «XXypHas coBbITUIA» MOXHO MPOCMOTPETb CMCOK MHC(DOPMALMOHHbLIX COOBLLEHUNI B peaslbHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

o=
=LTEX  WB-3P-PTP5
BricTpan HacTpoiika MoHuTopsHT Radio AP CeTesbie HacTpofiu Cuctema WHeTpymenTe! - (Bb1xXOA)
becnposoaHoii kaHan & Obroer: [ EEE T TN
Cratucmura no TpagmKy
! HNatan
Crarvposasue schnpa EpEMA Tun Mpouecc CoobweHne
_ May 5 daemon.info monitord[595] event 'authenticated’ mac: EC:B1:E0:2E-68:E0 ssid: "WB-3P-PTP5' interface: wlan0 channel: 36 rssi-1- 2 rssi-2: 2 location: root'
CrexTpoakanusaTop 11:40:57 auth-method: 'Open’ captive-portal: "disabled’
Ayptan cobermn » May 5 daemon.info monitord[595] spectrum analyzer on interface 'wlan0' finished
11:39:18
CeTesan MHOPMALWA
May 5 daemen.info monitord[595]  start spectrum analyzer on interface ‘wlan{'
Wrchopualws o 3323
pagvonHTepdedcax ) ) . . : ) . )
May 5 daemon.info monitord[595] event: 'deauthenticated by AP ip: 10.24.80.98 mac: EC:B1:E0-2E:68:E0 ssid: "WB-3P-PTP5' interface: wian0 channel: 36 rssi-1
" N - - 11:38:22 -21 rssi-2: -48 location: ‘root reason: 28 description: ‘Reconfiguring the AP’
HhopmaLpA ob ycTpoiicTee
May 5 daemon.info scanwlan[3059] scan on interface ‘wlan0' finished
11:37:40

+ [ama u spemsi — Bpemsi, Korga cobbiTue 6b110 CreHepUPOBaHO;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

* poyecc — nms nNpouecca, CreHepMpoBaBLUEro CoobLeHe;

+ CoobuweHue — onucaHne coobITus.

Tabnmua 5 — OnucaHne Kateropuin BaXxHOCTU cobbITuiA

YpoBeHb Tun BaXXHOCTU OnucaHue
COO00LeHnN
0 UpesBblyaiiHble B cucTteme npousoLunia Kputuyeckas owmnoka, cuctema MOXeT paboTtatb
(emergency) HenpaBu/IbHO
1 CurHansl TpeBoru (alert)  Heob6xoauMo HeMeA/IeHHOe BMeLLaTelbCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npousoLuna KpuTnyeckas owmnoka
3 OwnbouHble (error) B cucteme npousoLuna ownbka
4 MpeaynpexaeHus MpenynpexaeHne, HeaBapuiiHoe coobLleHne
(warning)
5 YBegomneHus (notice) YBeAomMeHne cuctembl, HeaBapuiiHoe coobLueHne
6 ViHdhopMaLMOHHbIE VIHdhopMaLMOHHbIE COOBLLIEHMS CUCTEMBI

(informational)

7 OTtnagouHble (debug) OTnagouHble COOBLLEHMS NPEOCTaBSAT NO/b30BaTE/0 UHADOPMALLMIO A1s
KOPPEKTHOWN HACTPOKN CUCTEMBI

L5 nonyyYyeHns HOBbIX COOOLLEHUI B XXypHaie COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.
Mpy1 HEO6XOAMMOCTM BCE CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAA/IUTb, HAXXaB Ha KHOMKY «OUNCTUTb».
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10.6.6 MoameHio «CeTeBas MHGOpPMaLUS»

B noameHio «CeTeBasi UHpOpMaLUA» OCYLLECTBSIETCS NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

=L TEX  WB-3P-PTP5
Brictpan HacTpoiika MotmTopuHr Radio AP CeTesbie HaCTPOHEM Cucrema VHCTpymeHTLl - (Bbixom)
Becnposoaroii kanan Cratyc WAN
Cratucika no Tpadmky WHepdeic br
- . MpoTokon DHCP
Cranuposanie stupa
IP-aapec
CnexTpoaHanuaaTop
MpuHATO 4.2 MBair (4 423 751 bar)
HKyprian courmuii Mepenano 6.2 MBaii (6 531 775 Gairr)
Ceregan uHdopmauma > Ethernet
Wrchopmauns o Cocrosume nopra Up
paavonrTepdeiicax
Cropocs 1000
Wrchopmaus 06 ycTpaiicTee fynerc Ful
ARP ~
Ne IP-anpec MAC-agpec
0 D&:5E:D3:60:AD:F2
1 EC:B1.E0:2E68.EQ
2 E0-DS:E3:EB:ET:40
MapLupyTsl ~
Ne Wurepdieiic Hasnayenve UWintos Macka Dnarn
0 br0 0000 10.24.80.1 0000 uG
1 br0 1024.80.0 0.00.0 2552552550 u

Cratyc WAN:

* MIhmepgpelic — nms bridge-nHtepdeiica;

+ [pomoko/s1 — NPOTOKO/, MCNoMb3yeMbIl ansa agoctyna k cetn WAN;
+ IP-adpec — IP-aapec yCTpoiicTBa BO BHELLUHEN CETY;

+ [NpuHsIMo — KoNn4ecTBO NpUHATLIX HAa WAN 6anT;

+ lNepedaHo — KoNn4ecTBO NepeaaHHbIx ¢ WAN 6alirt.

Ethernet:

« CocmosiHue nopma — cocTosiHue Ethernet-nopta;
+ CKOpoCcmb — CKOPOCTb NOAK/UEHMS No nopTy Ethernet;
« dynnekc — pexum nepegaqn faHHbIX:

* Full — nonHbIi aynnekc;

+ Half — nonyaynnekc.

ARP:

B ARP-Tabnuue cogepxntcsa niopmanms o cootrsetctamm IP- 1 MAC-aapecoB coceiHNX CETEBbIX YCTPOWCTB:
+ IP-adpec — IP-agpec yCcTpoiicTBa;
+ MAC-adpec — MAC-aapec ycTpoiicTea.

MapLupyTbl:

* VIhmepghelic — nms bridge-nHtepdoeiica;

* HasHaueHue — IP-agpec xocTa nav NoACEeTU Ha3HaYeHWs, A0 KOTOPbIX YCTaHOB/IEH MapLUPYT,
+ Lmo3 — IP-agpec Wwno3a, Yepes KOTOpPbI OCYLLECTBSIETCS BbIXOA HA agpecaTa;

* Macka — macka nogcetu;

+ ¢s1a2u — onpefeneHHble XapakTepUCTUKN AAaHHOTO MapLupyTa.
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CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W ABISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IHOYEHEM. Bce npoyvie MapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTusauum,
paboTaloLyM Ha NOKasTbHO cucTeMe, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obis1 06aBNEH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpyT BK/IOYaeTCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHne ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLLpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHVMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, 4TO NyHKTOM Ha3HauyeHuss MapLupyTa SBIsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHtepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykas3bIBaeT, UTO AeTarpammbl, HaNnpasnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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10.6.7 MogmeHto «MHhopmauns o pagrnonHtTepdence»

B nogmeHto «MHhopMaums o paguouHTepdeiice» 0TOOpaXeEHO TeKyLLee COCTOSHNE paanonHTepdenca
6ecnpoBogHOro MocTa.

= TEX WB-3P-PTP5

BLICTpaA HacTpoika MoHWTOpMHT Radio AP CeTeBble HACTPORKA Cuctema HCTpyMEHTE! - (Bbxom)

becnposogHo kaHan Radio 5 Ty
Cramuctuka no Tpadky Craryc BrmoueHo

. o MAC-agpec EC:B1:E0:2E:68:50
Cranupoearue ampa
Pexm IEEE 802.11ax
CnextpoaHanuzatop
Kanan 36 (5180 MIy)

Hypran coBermuid LLpuHa kanana, MMy 20

CeTesan MHDOPMALMA

Whdhopmanma o
paauouHTEptelicax »

Hchopmauya of ycTpoiicTee
,r1 ¥

PaguonHTepdeiic 6ecnpoBogHOI0 MOCTa MOXET HAXOAUTLCS B ABYX COCTOSHUAX: «BKIOUEHO» MK
«BblIkoueHo». CTaTyc uHTepdieiica 3aBUCMT OT TOTO, COEAUHEH /M 6ecnpoBoAHOli MOCT. B criyuae ecnu
MOCT HacTpoeH — nHTepdeiic ByeT HaxoaAnTbCs B cTaTyce «BK/IUeHO», Haue — «BbIK/UYEHO».

B 3aBMcUMMOCTN OT cTatyca MHTepdieinca aAna MOHMTOPUHIa AOCTYMNHAa cneayouast MHgpopMauns:
«BbIKNHOYEHO»

+ Cmamyc — COCTOsiHUe pagnonHTepdelica,;
+ MAC-adpec — MAC-agpec pagnouHTepdeiica;
+ Pexum — pexum paboTtbl pagnonHtTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BkntoyeHo»

+ Cmamyc — COCTOsiHUe pagnonHTepdelica;

+ MAC-adpec — MAC-agpec pagnouHTepdeiica;

+ Pexum — pexum paboTbl pagnonHtepdelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — Homep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepPdeinc;

* LllupuHa KaHa/sia — WmMprHa NoJI0Cbl YacTOT KaHas1a, Ha KOTOPOM paboTaeT paanonHTepdeic.
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10.6.8 MogmeHto «MHpopmauns 06 ycTpolicTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOpPaXKeHbl OCHOBHbIE XapakTtepuctnkm WB-3P-PTPS5.

elTex WB-3P-PTPS

BhiCTpaA HACTPOKHKA MOHMTOPUHT Radio AP CeTeBble HACTPOHKK Cucrema MHCTpYMEHTBI - (Bbix0m)

BECnpoBOOHON KaHan W3penwve WB-3P-PTP5
AnnaparHas Bepcua vl
CTaTUCTHKA N0 TPagUKy
3aBoackoi MAC-agpec EC:B1.E0:2E:68:50

CKaHupoBaHue 3gupa
CepHIAHEIA HoMEp WP5C000030

CnexkTpoaHanusarop Bepcua MO

RypHan cobbmui PesepeHaa eepcuA MO
- Bepcua sarpysunka
CeTeBan MHopMaLmA !

CHCTEMHOE BpEMA 05.05.2025 10:24:39

WndhopmaLma o
pagnouHTepdeicax Bpema pabotsl 0 aH, 00:14:20
3arpyska UMy %
WHhopmauua of ycTpoicTee > pyska L 3%
Mcnonesyeman naMATe 45@ 111 MGanT / 237 MbadT

Z OGHOBUTB

* M30e/iue — HaMMeHoBaHne MogeNn YyCTPOUCTBa;

+ AnnapammHdasi sBepcusi — Bepcus annaparHoro obecneyeHnsi yCTponcTea,

+ 3aBodckoli MAC-adpec — MAC-aapec WAN-uHTepdhelica ycTpoicTBa, YCTaHOB/IEHHbIN 3aBOA0M-
N3roToBUTENEM,

+ CepuliHbili HOMEpP — CEPUINHbBIA HOMEP YCTPOMCTBA, YCTAHOB/EHHbI 3aBO0OM-U3rOTOBUTENEM;

« Bepcusi 1O — Bepcusi NporpammMHOro o6ecneyeHnst yCTponcTBea;

* PesepsHas sepcus 10O — npeapblayuias ycrtaHossieHHasa sepcus MNO;

* Bepcusi 3a2py3quka — Bepcus nporpaMMHOro obecrneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe BpeMsi — TeKyLMe BpeMs 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpemsi pabombl — Bpemsl paboTbl C MOMEHTA NOCAeAHEr0 BKIHOUEHNS NN Nepesarpy3kn YyCTPONCTBa;

« 3aepyska LIy — cpegHnii NpOLEHT 3arpy3ku npoLeccopa 3a nocieaHne 5 cekyHp;

* Uicriosnib3yemasi namsimb — NPOLLEHT UCNO/1b30BaHUA (PM3NYEeCKOi NamsATh YCTPOKCTBa.
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10.7 MeHio «Radio»

B meHto «Radio» npounsBoguTca HacTpoiika 6ecnpoBoAHOro nHTepdeiica.

10.7.1 MoameHto «Radio»

B nogmeHto «Radio» ocylllecTBNSIOTCS HACTPOIAKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

"L TEX  WB-3P-PTP5

BuicTpan HacTpoika MoHHTOpKHT Radio AP CeTeBkie HAacTPOMKK Cucrema WHCTpyMeHTE! - (Bexoq)

Radio » 0Bwwme

[LononHKTensHo Pessuam yeTpolictea Touka goctyna PTP v
Pexum 802.11 |IEEE 802.11ax -
AeTomaTudeckuil EnGop kaHana

OFpEHHUMTb CMKUCOK KaHanoe

LLpina kanana, MMy 40 v
OcHoeHoW kaHan Upper v
PUKCUPOBAHHAA USHTpankHaA vactota [
MowHocTe cursana, Abm 27 v
KaHaneHan ckopocTe nepeaayn Auto v

PaccTomsme, kM
NononHuTensHo v

+ [pUMEHHTE. x OTtmeHa

* Pexxum ycmpolicmsa — pexum paboTbl pagnonHTepderica yctporictaa. [JoCTynHbl:
+ Touka docmyna PTP;
* KnueHm — 6ecnpoBogHoi knneHT (STA).
« Pexxum 802.11 — pexxum paboTbl MHTepdieica cornacHo ctaHgapTam:
« IEEE 802.11ax;
+ IEEE 802.11a/n/ac;
« IEEE 802.11a/n/ac/ax.

+ Asmomamuyeckuli 8bI60p KaHasa — Npu yCTaHOB/IEHHOM donare Touka byeT aBTomaTuyecku BbibrpaTtb
HaMMeHee 3arpy>XeHHblii pagnokaHan ans pa6otsl Wi-Fi-uHtepdoeiica. MNpu cHATOM donare oTKpbiBaeTcs
[0CTYyN 4N YCTaHOBKM CTaTMYeCcKoro paboyero kaHana;

* KaHas — BblOOp KaHasia nepefayn AaHHbIX;

+ OgpaHuUyumb CrnUCOK KaHasi08 — Npu yCTaHOBNEHHOM dhiiare Touka gocTtyna 6yaet ucnosb3oBarb
OrpaHMYeHHbIN No/b30BaTeNIeM CMNCOK KaHaN0B A/1s1 paboTbl B aBTOMATU4YeCcKoOM pexunme Bbibopa
kaHana. Ecnu cpnar HanpoTyB «OrpaHNynTb CIMCOK KaHa/10B» HEe YCTAHOB/IEH UM B CMUCKE OTCYTCTBYHOT
KaHasibl, TO ToYKa AocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCeX AOCTYMHbIX KAHA/I0B AaHHOro
AmnanasoHa yacToT. KaHasbl gnanasoHa 5 My 32-193;

* Pa3speuweHHbIl CrUcoK kaHas108 — HacTpolika gocTyrnHa B pexume KnveHT (STA). MNMpu ycTaHOBNEHHOM
chnare STA 6yaeT ncnonb3oBaTb OrpaHNYeHHbI NOIb30BaTE/IEM CMMCOK KaHA0B A/151 CKaHMPOBaHUS U
06HapyXxeHune Touek goctyna. Ecnun conar HanpoTuB «PaspeweHHbIl CIUCOK KaHa/108» He YCTaHOB/EH
NN B CMMCKE OTCYTCTBYIOT KaHasibl, TO YCTPOMCTBO OyAET CKaHMPOBaTb BCE AOCTYMNHbIE KaHaslbl AAaHHOIO
AmnanasoHa yacToT. KaHasbl gnanasoHa 5 My 32-193;

* WupuHa kaHana, MMy — wmpuHa Nonockl YacToT KaHasla, Ha KOTOpoM paboTaeT Touka J0CTyna,
npuHMUMaeT 3HadveHus 5, 10, 20, 40, 80 n 160 MIy;
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OcHOBHOU KaHa/1 — NapaMeTp MOXET ObITb M3MEHEH TO/IbKO NPV MPONYCKHOW CMOCOGHOCTU CTaTUYeCKM
3aflaHHOro kaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM U3 ABYX KaHanos no 20

MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEePBUYHBIM U
BTOPMYHbIM KaHanamu. MNMepBuYHbI KaHasl MCNOb3YeTCs KNMeHTamu, KOTopble NOoAAEPXKMBAIOT TO/IbKO
nosaocy nponyckaHnsa kaHana 20 M,

+ Upper — nepBU4YHbIM KaHas1oM ByaeT BepxHuiA kaHan 20 MMy, B nonoce 40 MIy;

+ Lower — nepBUYHbIM KaHa/10M ByaeT HKHMI kaHan 20 MIy, B nonoce 40 MIy,
duKcupoBaHHasi yeHmpasibHasi yacmoma — npu akTueaumm donara Becb Tpadomk (NakeTbl AaHHbIX U

ynpasneHus) 6yaeT nepefaBaTbCsA HA YKa3aHHOW LEHTPasIbHOW YacToTe KaHasa ¢ 3aaHHOW LUMPUHOWA

nonocsl (40/80/160 MI'L). PYHKLMS SABNSIETCA NPONPUETAPHOIA, Nepeada BeAeTcs He Mo cTaHaapTam

IEEE 802.11, rae npegnonaraeTcs UCMNonb30BaHVe pasHbIX LEeHTPasIbHbIX 4acToT A1A Tpadouka AaHHbIX 1

ynpasneHus npu wupunHe kaHana 40/80/160 My,

MowHocmb cuzHasia, 0bM — perynuposka MOLHOCTK curHana nepegaryuunka Wi-Fi B gbwm;
KaHasibHasi ckopocms nepedadu — hMKCMpoBaHHaA CKOPOCTb 6ecnpoBOAHON Nepesayn AaHHbIX,
onpegensemas crneundukaumsammn ctaHgaptos IEEE 802.11a/n/ac/ax;

PaccmosiHue, KM — paccTosiHue Mexzay yCTpoincTBamu B Kuiometpax. IameHeHne 3HaveHus

PacCTOsIHNA U3MEHUT 3HauYeHne Taiim-ayta ACK. PaccTosiHMe cneayeT oKpyr/isiTb B 60/bLLYH CTOPOHY.

Hanpumep, ecnun paccTosiHue Mexay ycTpoicTBamm 3,2 KM, TO HE0GXOAUMO yKasaTb 4 KM.

LWvpuHa kaHaia 5 n 10 MI'y, gocTynHel ToNLKO B pexume IEEE 802.11a/n/ac.

B cnyuae, ecniv B cnmcke «OrpaHMymTb CNMCOK KaHas10B» YKa3aH HeoCTYNHbIN 415 Bbibopa kaHasl, To
OH OyJeT OTMeYeH cepbiM LBETOM. [1119 TOro 4TOOLI HOBasi KOHUrypauus 6bisia NpUMeHeHa Ha TOUKe
JocTyna, B cnucke «OrpaHnynTb CNCOK KaHaN0B» A0/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAENEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, No ymMmonvaHuio Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnyYmTb CMMCOK KaHa10B» KaHauslbl He
yKa3aHbl.
Jonyctm, Bpy4Hyto B cnncoK «OrpaHnYnTb CMMCOK KaHasnoB» Oblin fobasrneHsl 36, 40, 44, 48 kaHasbl
1 nosiBUNacb HEO6XO0AMMOCTb YCTaHOBUTL NapameTp «LUnprHa kaHana», pasHbiin 40 My, Mpwn
n3mMeHeHun gaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoanT cregytollee:

* ONSA pefakTnpoBaHns OTKpbiBaeTcs napametp «OCHOBHOM KaHas1», MPUHUMAtOLLMI 3HAYeHe Nno

ymonuaHuto «Upper»,

* KaHasbl 36 1 44 B cnvcke «OrpaHNyYnTbL CNNCOK KaHasTI0B» MEHSIKOT CBOM LBET C CUHET0 Ha CepbliA.

Ecnu namennts napametp «lnprHa kaHana» Ha 40 My, 1 He yaannTb cepble KaHaulbl U3 Cnncka, To
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olwnbka «BBefeHHbIe faHHble cogepxar
OLWMOBKN. N3MeHeHNsA He Obl NpUMeHeHbl». COOTBETCTBEHHO, KOH(UIypauusa TOUKU AOCTyna
N3MeHeHa He 6yAeT. 3TO MPOUCXOAMUT MO MPUYMHE TOrO, YTO KaHaUlbl, BblAE/NIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHNYnTb CNMCOK KaHa/I0BY, He NOAXOAAT nof onpeaeneHme «OCHOBHOWM kaHan» = Upper.
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B pasgene «[ononHMTEeNbHO» OCYLLECTB/IAOTCSA HACTPOVKM AOMNONHUTENbHLIX NapaMeTpoB paanonHTepdeiica
yCTpOWCTBA.

[ononHWTENLHO v
0BS5S Coexistence 0]
Mogaepxxa DFS MpyHyaUTENEHO v
KopoTii 2aluTHeIil MHTepean O

STBC (O

Mepuog oTpaek cnysebHsx 100
coobWweHWi, Mc

Mopor dparmeHTaLm 2346
Mopor RTS 2347
Arperauma

KopoTran npeambyna
Wi-Fi Multimedia (WMM)
Pexuma pabotel DHCP Snooping ignore v

Brnrouute QoS [

* OBSS Coexistence — pexvM aBTOMaTUYECKOro YMEHbLUEHNS LUMPUHBI KaHauta Npu 3arpy>XeHHoM
paanoadmpe. MNMpu ycTaHOB/IEHHOM dhf1are Pexxnm BK/THOYEH;

* [Moddepxxka DFS — mexaHn3M AMHaMnyecKoro Bblibopa YacToTbl. TpebyeT OT 6ecnpoBOAHbIX YCTPOWCTB
CKaHupoBaTb pagnoadunp 1 nsberartb UCMNOIb30BaHNA KaHa10B, COBNaatoLmX ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/1l04EHO — MexaHn3M Bblk/toueH. DFS-kaHasibl He JoCTynHbI 4715 BbIO6OPa;
* BK/1l04EHO — MexaHn3M BK/IHOYEH;
* [NpuHyoume/sibHO — MexaHn3M BbiktoveH. DFS-kaHanbl 4oCTynHbI 419 BbiGopa.

+ Kopomkul 3awyumHbIl uHmMepsas — NoAAepXKa YKOPOUEHHOro 3aLlMTHOro nHTepeana. becnpoBogHol
MOCT nepefaeT AaHHble, ucnonb3yst 400 He 3awuTHbIA nHTepBan (BMecTo 800 HC) Npu 06LEHNN CO
BCTPEYHbIM YCTPOMCTBaMU, KOTOPbIE Takke NOAAePXMBAOT KOPOTKUIA 3aLLMTHBIA NHTEpBaUT,

+ STBC — meTOoZ NPOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAVPOBaHUS, HanpaB/iEHHbIV HA NOBbILLEHNE
HaeXHOCTW nepefayn AaHHbixX. MNpu ycTaHOBNEHHOM dhiare yCTPOMCTBO nepefaeT O4UH NOTOK AaHHbIX
yepes HeCKO/bKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPOMCTBO He NepefaeT OAVH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;

* [Mepuod omnpasKu c/yXxebHbix coobuwjeHul, MC — nepuopa nocbisikn Beacon-thpeiimos. Ppeimbl
nepegaroTcsa ans o6HapyXeHns BCTPEYHOro YCTpolicTBa B achmpe, npuHumaet 3HavyeHnsa 20—2000 mc, no
ymonyaHuio — 100 mc;

* [Mopoz chpazmeHmayuu — nopor hparmeHTaumm openma, B 6antax. NMprHuMaeTt 3HavyeHuns 256—2346,
no ymonyaHuo — 2346;

* lMopoe RTS — ykasbIBaeT unC/0 GaiiT, Yepes KOTOPOE NnocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET Y/yULINTL PaboTy 6€CNpPoBOAHOIO MOCTa NpK GOSbLLIOM
KO/M4ecTBe NOAKMHUYEHHbIX BCTPEUHbIX YCTPOWCTB, O4HAKO 3TO YMEHbLUAET 06LLYI0 MPOMYCKHYHO
cnoco6HocTb 6ecnpoBogHoli ceTu. MprHMMaeT 3HaveHmnsa 0—2347, no ymonyauuio — 2347,

+ Agpezayusi — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNosib30BaHNe KOPOTKOM npeamby bl NakeTa;

* Wi-Fi Multimedia (WMM) — BkntoueHue nogaepxkn WMM (Wi-Fi Multimedia);
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* Pexxum pabomsl DHCP Snooping — Bbl6op nonntukn o6pabotkn DHCP onunmn 82. locTynHble 3HaYeHus
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne No YMOMHaHNIo;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka focTyna NOACTaBAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HaYeHns AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaTb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TNEHT;
+ custom — 3ameHa 3Ha4veHus napametpa CID Ha 3HaueHVe, yka3aHHOe B napameTtpe
«Onumsa 82 yHukanbHblli CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaueHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTh
crnefyroume 3HaYeHns:

+ ClientMAC — nameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4veHune No ymosiHaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHsaTb cogepxnmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHune no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD.EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
* Bksmoyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKLUNMiA obecnevyeHuns kauecTsa
o6cnyxusaHua (Quality of Service).

AP EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7 15 v 1023 + 0

Data 2 (Best Effort) 3 5w 63w 0

Data 1 (Bueo) ; 7w 15w 91

Data 0 (Tonoc) 1 3w T~ a7

Station EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit

Data 3 (Dox) 7 15 v 1023 v 0

Data 2 (Best Effort) 3 15 v 1023 0

Data 1 (Buneo) 2 7 v 15 v 94

Data 0 {Fonoc) 2 3 v 7 v 47
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* AP EDCA parameters — Tabnuua HacTpoek napameTpoB 6ecnpoBogHOro MmocTa (Tpaduk nepegaetcs
OT 6ecnpoBOAHOI0 MOCTa K BCTPEYHOMY YCTPOICTBY):

* Ouepedb — NpeponpeseneHHble ovepean 418 pasfIMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepesb, BbICOKas NPONyCckHasi CNOCOBHOCTb
(npuoputeTsbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTL U
3agepxka. B gaHHyto ovepeab oTnpaBnseTcsa 60/bLWMHCTBO TPaANLMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHASI 04EPEAb, MUHUMasTbHbIE 3a4ePXKKN. B AaHHO
oyepean aBTomaTMyeckn obpabaTtbiBalOTCA BUAEOAAHHbIE, HYBCTBUTE/bHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA ouepeb, MUHUMa/IbHbIE 3afePXKN. B faHHOl
oyepean aBTomaTMyeckn obpabaTtbiBalOTCA AaHHbIE, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak:
VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dpeliMoB)
[aHHbIX, U3MepseTcs B caoTax, NpUHUMaeT 3HadeHus (1-255);

* cwMin — Haya/lbHOE 3Ha4YeHne BpeEMEHN OXnaaHus nepes NoBTOPHOM OTNpaBKoW Kaapa,
3afaeTcd B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXET npeBbIWaTh 3HavyeHne cwMax;

* cwMax — MakCcMMasibHOE 3Ha4YeHne BpeMeHN oXnaaHus nepes noBTOPHOW OTNPaBKoOW Kaapa,
3afaetTcs B MUINIMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax 4o/MKHO ObITb 60/bLle 3HaYeHns cwMin;

* TXOP Limit — napameTp NUCNosb3yeTCsl TONbKO A/18 AaHHbIX, NepeAaBaeMblX OT BCTPEUHOro
ycTpoiicTBa fo 6ecnpoBogHOro0 MocTa. Bo3MOXHOCTb nNepefayv — MHTepBasl BPEMEHN, B
MUMCEKYHAAX, Koraa BcTpedHass WME-cTaHuma nmeeT npasa UHULMMPOBATb Nepegady AaHHbIX
no 6ecnpoBOAHON cpefe K ToUke AOCTyNa, MakCMasibHOoe 3HavyeHne 65535 munnncekyHg;

« Station EDCA parameters — Tabnumua HacTpoek napamMeTpoB BCTPeUHo cTaHumm (Tpaduk nepegaetcs
OT BCTPEYHOI CTaHUMK Ao 6ecnpoBoAHOro Mocta). OnvcaHue nonei Tabnuubl NPUBEAEHO BbILLE.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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10.7.2 TMogmeHto «AoNo/THUTENBHO»

B nogmeH10 «L,oNOMHUTENbHO» OCYLLECTB/AETCA HACTPOIKa AONOHUTE/bHBIX NapamMeTpoB
pafavouHTepdpeiica ycTpoiicTsa.

= TEX  WB-3P-PTP5

BrICTpanA HacTpoiika MoHUTOpPMHT Radio AP CeTeBkIe HAaCTPOHKU Cucrema WHCTpymeHTE! TR (EbIXo.)

Radio JloNonHUTENBHO

JNononHuTensHo > Crpana Poccua v [ PasBnokupoeats

+ [puMEHHTE ® OTneHa

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOI paboTaeT Touka goctyna. [nsa Bbloopa CTpaHbl HYXXHO
BbICTaBUTb (hriar «PasbnoknpoBaTb». B 3aBUCMMOCTU OT yKa3aHHOIO 3Ha4YeHus 6yayT NpYMEHEHbI
OrpaHNYeHns K No10Ce YacToT M MOLLHOCTU NepeaaTymnka, KoTopble AeCTBYIOT B faHHO cTpaHe. OT
YCTaHOB/IEHHOW CTPaHbl 3aBUCUT CMMCOK AOCTYMHbIX YACTOTHbLIX KAHA/I0B, YTO BAUSIET HA
aBTOMaTUYeCKUin BbIGoOp KaHana B pexnme Channel = Auto. Ecnv knueHTckoe o6opyaoBaHue
NILEH3MPOBAaHO 7151 UICNO/Mb30BaHNS B APYroM permoHe, BO3MOXHO, YCTAHOBUTb CBA3b C TOUKON A0CTyna
B TAKOM C/lyyae He yaacTcs.

€ Hactpoiika nokanbHbIX (PErMOHaNbHBIX) OrpaHUYeHNii, BKouas paboTy Ha paspeLleHHbIX YaCTOTHbIX
KaHanax 1 BbIXOAHOW MOLLHOCTW, SIB/IAETCS OTBETCTBEHHOCTLH) MHCTa/IIATOPOB.

© BLI60p HeNpaBMILHOTO PErMoHa MOXET NPUBECTM K NPo6/ieMaM COBMECTUMOCTM C PasHbIMU
K/TMEHTCKUMM YCTPOACTBaMu.

[N BCTYNNeHWs1 B CUYy HOBO KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHNTb». [INs OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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10.8 MeHio AP

B meHio0 «AP» BbINOMHSAETCA HAcTpoiika Toukn goctyna AP — Access Point (aanee AP).

© MeHio «<AP» JOCTYMHO TOMLKO B pexume ycTpoiicTaa «Touka goctyna PTP».

10.8.1 MoameHto «Touka goctyna»

L TEX WB-3P-PTP5

BuicTpan HacTpoitka MoHuTopuHr Radio AP CeTeBbie HacTpoiku Cucrema WHCTpymesTsl - (Bbion)

Touka gocryna > O6wre HaCTPORKK
Brniouero
VLANID [
581D WB-3P-PTP5
Tpaxcnuposate SSID
WLAN Trunk 0
General Mode
NpuopuTer DSCP h
Pexam Minimal Signal
MuHuMansHLEIA ypoBeHs curkana, abm -100
TMopor ypoBHA cirHana npu poyMUHreE, -100
abm
Wutepean Minimal Signal, ¢ 10
Pexuam BezonacHocTn WPA3 ~

Kiou WPA | seseeses @

MFP Brniouero ~

O6LLMe HAaCTPOKK:

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM do/1are Touka A0CTyna BK/IYEHa, MHaye — BbIK/IYEHa;

* VLAN ID — Homep VLAN, c koToporo 6yaet cHumaTbcsa MeTka npu nepepade tpadmka Wi-Fi knneHTtam,
NOAK/TOYEHHbIM K AaHHOoN AP. Mpu npoxoxaeHun Tpadmka B 06paTHyt0 CTOPOHY Ha HETENMPOBAaHHbIi
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nms BUPTYasibHOIN 6eCNPOBOAHON CETY;

+ TpaHcnuposames SSID — npun ycTaHOBNEHHOM doiare BK/IYeHO BelwlaHne B achmnp SSID, nHave —
BbIK/THOYEHO;

* VLAN Trunk — npu yctaHoBNeHHOM chniare aboHeHTy nepeaaeTcs TermpoBaHHbIl Tpaduk;

+ General Mode — npu ycTaHoBNeHHOM chnare paspeluaetcs nepegadva HeTErMpoBaHHOIO Tpadmka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHoM pexume VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHuMaTbcst MeTka, 1 Tpadmk atoro VLAN npoiget Ha
KNueHTa 6e3 Tera. Mpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN Tpadmk dyaeT
HaBelwmBaTbca meTka General VLAN ID;

* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpegensier nosne, Ha OCHOBaHMM KOTOPOTo Tpaduk,
nepegarwoLLninca B pagnonHTepgeiic, byaet pacnpegensarbcs no odepeasam WMM:

+ DSCP — 6ynet aHanmanpoBartbcs npuoputeTt ns nons DSCP 3aronoska IP-nakeTa;
+ 802.1p — 6yaeT aHanu3upoBatbcs NnpuoputeT 13 nosns CoS (Class of Service) TernpoBaHHbIX
nakeTos.
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+ Pexum Minimal Signal — npu yctaHOBNeHHOM hrare doyHKUUSA OTKIo4eHns knnenTtckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobXx04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/Xe KOTOPOro NPOUCXOANT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYaslbHON CeTu;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepektoyeHne K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp J0/MKeH ObITb Bbile, YeM «MUHUMaUIbHbIA YPOBEHb CUTHaNa»: ec/in «MUHUMasTbHbIN
YPOBEHb CUrHana» paBeH -75 AbMm, To «[opor ypoBHA cUrHana npu poymMuHre» OO/HKeH ObiTb
paseH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHu, No NCTeYEHNN KOTOPOro NPYHUMAETCA peLleHne 06
OTK/THOUEHUMN KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

« MFP — 3awuta management-kagpoB (4ocTynHo npu pexmmax 6esonacHoctn WPA2, WPA3, WPA2-
Enterprise n WPA3-Enterprise, npu Bblbope gpyrux pexmnmos 6e3onacHoctn MFP nepesoguTcs B
coctosaHne OTK/IYEHO, Npy Bbibope pexuma 6e3onacHoctn WPA3, WPA3-Enterprise, MFP nepesogutca
B COCTOsIHME BKNOUYEHO):

* Omk/iro4eHOo — 3aWmTa management-kagpoB OTK/IIOYEHS,

+ OnyuoHa/ibHO — 3almTa paboTaeT, ecnn KNueHT nogaepxmsaet MFP. KnveHTbl 6€3 noanepxku
MFP MoryT nogkniounTbCs K gaHHon AP;

* BksioyeHO — 3almTa BK/IKYEHa, K/IMEHTbI, He nogaepxusatowme MFP, nogknountbca He MoryT.

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlOYEHO — He UCMO/b30BaTh LWWNpoBaHme 4718 nepefayv AaHHbIX.

« OWE (Opportunistic Wireless Encryption) — meTopa, LuMpoBaHusi, obecneunBatoLLmii 6e30nacHoCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLeHHOW ceTu. Mpu 3TOM OT nosb3oBatenei He TpebyeTcs
Kaknx-To AONONHUTENbHbIX AeNCTBUI 1 BBOAA Napo/s 415 NOAKIYEHNS K CETH.

+ WPA2, WPA3 — cnocobbl lingpoBaHus, Npu Bbl6ope KOTOpbIX ByAeT AOCTYNHa creaytouias
HacTpoiika:

* Koy WPA — kno4d/naposib, Heo6xoaumblii 418 NOAKIYEHUS K BUPTYaUTbHON TOUKe
poctyna. [/ivHa kntoya coctasnser ot 8 4o 63 CMMBOJIOB.

+ WPA2-Enterprise, WPA3-Enterprise — peXxumbl LUNOPOBaHMA KaHana 6ecnpoBOAHON CBA3W, Npu
KOTOPbIX K/IMEHT aBTOPU3YETCA Ha LeHTpann3oBaHHOM RADIUS-cepBepe. [1ns HACTPONKM faHHbIX
pexumMoB 6e3onacHoCTK TpebyeTcs ykasaTb napameTpbl RADIUS-cepBepa. Takxke TpebyeTcs
ykasatb kritod g1 RADIUS-cepsepa. Npu Bbi6ope 04HOro n3 cnocobos 6yaet AoCcTynHa
cnepyrowan Hactpolika Radius (cm. Huxe).
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RADIUS:

RADIUS
Homex root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapons RADIUS cepeepa @

Mcnonsaosate akkayHTUHT Yepes
RADIUS

Menonsaoeats apyrie HacTpoiku Ans
AKKayHTHHrA

IP-agpec RADIUS cepsepa ana 192.168.0.1
aKKayHTHHra
Mopt RADIUS cepeepa ANA akkayHTUHA 1813
Mapons RADIUS cepeepa gna - .

AEKayHTHHra

I'Iepu ofWYeckan oTNpaeka akkayHTHHra B

JloMeH — floMeH nosnb3oBaTtesns;
IP-adpec RADIUS cepsepa — aapec RADIUS-cepBepa;
Mopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOpbIii UCMNOMb3yeTcs A5 ayTEHTUdUKaLMmM 1
asTopusauuu;
Maposib RADIUS cepsepa — naponb ans RADIUS-cepBepa, ucnonb3yemoro Ans ayteHtudmkaumm u
asTopusauuu;
Ucnonb3osame akkayHmuHa 4epes RADIUS — npu yctaHoBMEHHOM chnare 6yayT oTnpaBnATbCA
coobleHns «Accounting» Ha RADIUS-cepBep;
Vicnonb3osame opyaue HacmpoUKu 0/151 akkayHMmuHaa:
+ IP-adpec RADIUS cepsepa 0151 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro A/1s
aKKayHTUHra;
+ lNaposb RADIUS cepsepa 07151 akkayHmuHza — naponb ans RADIUS-cepBepa, Mcnosnb3yemoro ans
aKKayHTUHra;
Mopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTopbIA 6yAeT MCno/b30BaH A5 cbopa akkayHTUHra
Ha RADIUS-cepsepe;
lMepuoduyeckasi omnpaska akkayHmuH2a — BK/IIOUNTb NEPUOLMYECKYI0 OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpBasT OTNPaBKM COOBLLEHNIA MOXHO B Nose «HTepBan
OTMpPaBKM akkayHTUHIa».

OrpaHnyeHnsa CKOPOCTH:

OrpaHWyeHnA CKOpoCTH

BrniounTs
OrpaHuyeHue ckopoct & Down O 0 kbut/c

Orpanuyenme cropocTi B Up O o Kbut/C

* Bk/1r04UMb — aKTUBMPOBATb NOJE HACTPOEK;

+ OezpaHuyeHue ckopocmu 8 Down — orpaHuyeHmne nNpPonyckHOM CNOCOGHOCTM B HANpaB/eHUN OT TOUKM
A0CTyna [0 KAMEHTOB (B CYMME), NOAK/IOUYEHHbIX K AaHHO AP, KGUT/C;

+ OegpaHuyeHue ckopocmu 8 Up — orpaHUyeHne nponyckHOM CNOCOGHOCTM B HanpaB/ieHUN OT KIMEHTOB (B
CYMMe), NOAK/THUEHHbIX K faHHOM AP, 10 Toukn gocTyna, K6uTt/c.
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KoHTponb goctyna no MAC:

B AJaHHOM noapasgesie BblINOJIHAETCA HaCTpOIZKa CNnCcKOB MAC-aApeCOB KNMNEHTOB, KOTOPbIM, B 3aBUCUMOCTHA
oT Bbl6paHHOI7I NoOJZINTUKN AOCTYNa, paspeLeHo nnn 3arnpeweHo noaknrnvarbCca K ,anH0|7| AP.

KonTpone goctyna no MAC

BKIHONEHO

Monuruka 3anpetuTe v

Cnucok MAC-anpecos

66:D4:B6:83:C2:9E x
2 66:D4:B6:82.C1:9C x

DAV X OTuena

* Bk/ioueHO — npu ycTaHoBNEeHHOM ¢hiare 6yaeT paboTarb BblbpaHHas NonmTuka 4ocTyna;
* lMosrumuka — nosvTuka gocTyna. Bo3MoXHble 3Ha4YeHUs:
+ 3anpemums — K gaHHoi VAP 6yaeT 3anpelleHo nogkadarbes knmeHtam, MAC-agpeca KoTopbIxX
cofepxarcs B cnucke. Bcem ocTtasibHbIM [OCTYN ByAeT paspeLlen;
+ Paspewumsb — K gaHHou VAP 6yaeT paspeLueHo NoAknvaTbCs ToNbKo TeM kaneHTam, MAC-
ajZipeca KOTOpbIX COAepXarcs B Cnucke. Bcem octasibHbIM AOCTYN OGYAET 3anpeLleH.
* Cniucok MAC-adpecos — cnncok MAC-agpecoB K/IMEHTOB, KOTOPbIM paspeLUeH 1imn 3anpeLyeH AOCTyn K
AaHHoin VAP. MoxeT cogepxaTb 4o 128 agpecos.

[nsa Toro 4to6bl 406aBUTL aApec B CMUCOK, HAXKMUTE KHOMKY @ 1 B nosisusLLemcs nosne eeegute MAC-
agpec. Ytobbl yganutb agpec U3 Cnucka, HaOXMUTe KHOMKY @ B COOTBETCTBYIOLLEN CTPOKeE.
Ecnu BO3HMKNA Heo6XxoAnMMOCTb f06aBuTb B cnMcok MAC-aapec KaneHTa, KOTOpbIi B AaHHbIA MOMEHT

NoAKNHOYEH K 6a30BOI CTAHLUMN, HAXKMUTE B KOHLIE CTPOKM KHOMKY E] N BbIGEPUTE HYXHbI afpec U3 CNnCKa,
OH aBTOMAaTMyeckn Aob6aBuTcA B Nose.

Mo ymonyaHuio B cnncke otobpaxaetcsa Ao 10 agpecos. [18 TOro 4tobbl yBUAETb NOJHbIV CMCOK B CNy4vae,
ecnn oH cogepxunt 6onee 10 agpecos, HAXXMUTE KHOMKY «[loka3aTb BCE».

10 EQ:D9:E3:7ABE:CD - x

MokasaTb BCE

[N BCTYNNeHns1 B CUNy HOBOI KOHChUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». [INs OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEHay.

© nocne nsmerenns «SSID» Ha Touke goctyna B MeHo «AP» BO3MOXHa notepsa AocTyna K KJNEHTY.
Heobxoanmo cHavana nomeHsTb «SSID» Ha knveHTe B MeHIo «STAy, a 3aTemM Ha Touke JocTyna.
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10.9 MeHio STA

B meHio «STA» BbINO/HSAIETCS HACTPOiiKa knneHTa STA — Station (nanee STA).

© MeHio «STA» AOCTYMHO TOMLKO B PEXMME YCTPOCTBa «KINEeHT».

10.9.1 MoameHo «KnmeHT»

© B pexume STA gocTynHa HacTpoiika Heckonbkux npoduneii nogknouerns k AP (4o 8-mu npoduneid).

I TEX wB-3P-PTP5

BbiCTpas HacTpoika  MonuTopuHr  Radic  STA  Cerel

Knuent > MoaxntoyeHue

Ne sSID Pewim GesonacHocTh MFP Kntos WPA Vst nonbsoBatens Napons
1 WB-3P-PTPS BbIKIOUEHO v v

2 WB-3P-PTP5-test WPA3 v BrnoueHo v ssssanes @ x
3 WB-3P-PTP5-testl WPA3-Enterprise v Biniosero v user ® x

4 WB-3P-PTP5-test2 OWE v BwoueHo v x

VLAN

VLAN ID O

VLANTrunk [

General Mode

[lonosHnTeNsHO

Mpuoputer DSCP v

[NoaknioyeHue:

+ SSID — ums BUpTYyasibHON 6ecnpoBOAHON CeTy;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlOYEHO — He UCMNO/b30BaTh LWNpoBaHme 418 nepegayv AaHHbIX.

« OWE (Opportunistic Wireless Encryption) — meTopa, LuMbpoBaHUs,, obecneunBatoLLmii 6e30nacHoCTb
[laHHbIX, NepefaBaeMbIX N0 He3aLUMLLEHHOW CEeTH.

+ WPA2, WPA3 — cnocobbl lindgpoBaHus, Npu Bbl6ope KOTopbIX ByAeT AOCTYNHa creaytouias
HacTpoiika:

+ Koy WPA — kno4d/naposib, Heo6xoaumbli 418 NOAKIYEHUS K BUPTYaUTbHON TOUKe
foctyna. [yivHa kntoya coctasnser ot 8 4o 63 CMMBOJIOB.

« WPA2-Enterprise, WPA3-Enterprise — peXumbl LULMPOBaHNS KaHana 6ecnpoBOAHO CBSA3W, Npu
KOTOPbIX K/IMEHT aBTOPU3yeTCA Ha LeHTpannsosaHHoM RADIUS-cepsepe. /19 nCnosnb30BaHUA
[AaHHbIX pexnmoB 6e3onacHoOCTM TpebyeTcs ykasaTb napameTpbl NOAK/THYEHNS:

* VIMsi nosib30B8amesist — NOTWH, HeobGXoAuMbIA Ansa asTopu3auun Ha RADIUS-cepsepe;
* lMaposib — KNy/naponb, Heobxoaumblii Ansa asTopmsauun Ha RADIUS-cepsepe.

* MFP — 3awuta management-kagpos (gocTynHo npu pexume 6esonacHoctn WPA2, WPA3, WPA2-
Enterprise, WPA3-Enterprise n OWE, npu Bbi6ope apyrux pexunmos 6e3onacHoct MFP nepesogutca B
cocTosiHne OTK/IOUEHO, Npu Bblbope pexunma 6esonacHoct WPA3, WPA3-Enterprise, OWE, MFP
nepeBoAMTCA B COCTOSIHME BK/1HOUYEHO):

* Omk/iro4eHo — 3aWwmTa management-kagpoB OTK/IHOYEH3;
+ OnyuoHasibHO — 3aWmTa paboTaeT, eciv 6ecnpoBogHas ceTb nogaepxmeaetr MFP. YcTpoiicTBo
MOXET NOAKMIOUUTLCA K CETU, KOTopas He nogaepxvsaetr MFP;
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* BkstoyeHO — 3aluuTa BK/IH0YEHA. YCTPONCTBO HE MOXET NOAKMOUUTLCA K 6ECNPOBOAHON CeTH, He
nopaepxvsatowieii MFP.

VLAN:

« VLAN ID — Homep VLAN, ¢ koToporo 6yAeT cHMMaTbCs MeTka npu nepegade Tpaduka B Ethernet
KnneHTtam, Haxoasawmmcs 3a STA. MNpu npoxoxaeHun Tpadnka B 06paTHy0 CTOPOHY Ha
HeTErMpoBaHHbIN Tpaduk OT KNMeHTOB ByaeT HaBelwmBaTbesA MeTka VLAN ID (Npv OTK/IHOYEHHOM pexume
VLAN Trunk);

+ VLAN Trunk — npu ycTtaHOB/IEHHOM ¢onare kiveHTam 3a STA nepefaercs TerMpoBaHHbIA Tpaduk;

*+ General Mode — npu ycTaHOB/IEHHOM ch/lare paspeLuaercs nepegadya HeTermpoBaHHoro Tpadguka
COBMECTHO C TErMpoBaHHbIM (AOCTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

*+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka, u Tpadmk atoro VLAN npoliget Ha
KnneHToB 3a STA 6e3 Tera. [Npy NPoxoxaeHUn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBAHHbI
Tpadomk 6yaeT HaBewwmBaTbcs MeTka General VLAN ID.

JonosiHnTenbHo:

* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpepenser nosne, Ha OCHOBaHMM KOTOPOTO Tpaguk,
nepeparowmiica B pagunonHtepdelic, byaet pacnpegensatbcsa no oyepegam WMM:
+ DSCP — 6ypnet aHanmaunposartbes npuoputet n3 nonsg DSCP 3aronoska IP-nakeTa;
+ 802.1p — 6yaeT aHanu3uposatbcs npuopuTeT 13 nonst CoS (Class of Service) TermpoBaHHbIX
naxkeToB.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

65



10.10 MeHto «CeTeBble HACTPONKN»

10.10.1 MoameHto «CnucTemHas KoHdurypaums»

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

=LTEX

BricTpan HacTpoiika MoHuTopHHr

CucTtemHan koHdwrypauys >

Joctyn

WB-3P-PTP5

Radio AP CeTeBble HacTpokkn Cucrema WHCTpyMeHTS!

Wma xocTa WB-3P-PTP5
leorpadmueckiin gomeH root
VLAN ynpageneHua Terminating
VLAN ID
MpoTokon Static
Cramuuecinii IP 192168.1.10
CeTegan macka 255.255.255.0
Lnroz
Mepawurem DNS

Bropuuneni DNS

* VIMsi Xocma — ceTeBoe UMS YCTPONCTBa, 3afaeTca cTpoka 1—63 CMMBO/IOB: /TAaTUHCKME 3arnaBHble U
CTPOUYHble BYKBbI, LMPPbI, 3HAK AednC «-» (Aednc He MOXET GbiTb NOC/IeAHUM CUMBOJSIOM B UMEHM);

* leocpachuyeckuli 0OMeH — [OMEH, B KOTOPOM pacrnosiaraetcs Touka 4ocTyna;

* VLAN ynpas/neHus:.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosb3yeTcs;

+ Terminating — pexum, npu koTopom VLAN ynpasneHns TepMrMHUpyeTcs Ha 6ecnpoBogHOM MOCTE;

B 3TOM C/lyyae Y BCTPEYHbIX YCTPONCTB, NOAK/IIOUYEHHBIX Yepes paguonHTepderic, HeT gocTyna 4o
AaHHoro VLAN;

+ Forwarding — pexwum, npn kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeliic

(npun cooTBeTCTBYOLLEN HAacTpoiike AP).

+ VLAN ID — ngeHtudonkatop VLAN, ncnonb3yemsblii ansa goctyna K yCTPoncTay, NPUHUMAET 3HaYeHus 1-

4094,

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogktodeHune no Ethernet-
NHTEepdIecy YCTPOINCTBA K CETU NpefocTaB/IeHns yCyr nposaingepa:

+ DHCP — pexum pa6oTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3 no
YMOJIHaHWIo U Apyrve napameTpbl, Heoo6xoanMble A/18 paboTbl B ceTu, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napaMmeTpbl HA WAN-
NHTEpdenc HazHavarTcA cTatuyecku. MNpu Bolbope Tuna «Static» ANns pegakTMpoBaHnsa CTaHyT

AOCTYMHbI

cnepyolme napaMmeTpbl:

+ Cmamuvyeckuli IP — IP-agpec WAN-nHTepdelica ycTpoiicTBa B CETU NpoBaiaepa;

+ Cemesasi Macka — Macka BHeELLHe noacetu,

* Lli/103 — afpec, Ha KOTopbI OTNpaBAsAeTCa NakeT, ec/v A5 Hero He HalgeH MapLupyT B

Tabnuue mappyTnsaumm.

+ lMepsu4yHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCa aBTOMaTMyeckn no npotokony DHCP, 3agaiTe nx Bpy4yHy!o.

€@ Mocne HacTpoiiku «VLAN ynpasneHus» BO3MOXHa NOTeps JOCTyna K yCTPOIACTBY.

[ns BCTynneHnst B Culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcMyo namMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». [19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».

66



PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.10.2 TMogmeHto «JocTyn»

B nogmeHto «4ocTyn» Npon3BoOAUTCA HacTpoiiKa [ocTyna K yCTPOUCTBY nocpeacTtBoMm web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

(TEX

bricTpan HacTporika MoHuTopuHr Radio AP CeTeBble HacTpoMkn Cucrema WHCTpyMEHTE! - (Bbxon)

WB-3P-PTP5

CucTemsan koHdmrypauua WEB
Doctyn » HTTP-nopt 80
WEB-HTTPS
HTTPS-nopr 443
Telnet 3
SSH
NETCONF

SNMP

 [puMEHUTE % OTmeHa

« [nAa BkNOYeHUs gocTyna K yCTporcTBy yepes web-nHtepderic no npotokony HTTP yctaHoBuTe chnar
Hanpotme «WEB». B nosiBMBLUEMCSI OKHE €CTb BO3MOXHOCTb NomMeHsTb HTTP-nopT (no ymonuyanuio 80).
[nanasoH 4onycTMMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO MO ymonyaHuto, ¢ 1025 no 65535
BK/TIOUUTENBHO;

[nsa BknoveHusa goctyna K ycTpoiicTsy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
HanpotmB «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
ymonuanmio 443). inanasoH AonycTUMbIX 3HAYEHWUIA NOPTOB, MOMUMO YCTAHOBMIEHHOIO MO YMOMYaHUIO, C
1025 no 65535 BKOUMTENBHO;

MopTtbl gns npotokonoB HTTP u HTTPS He fomXHbI UMETbL OAUMHAKOBOE 3HaYeHNe.

[ns BKAOYeHNs gocTyna K ycTporicTBy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet». B
NOsIBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsITb Telnet-nopT (Mo ymonuaHwmio 23). AvanasoH
[0NYCTUMbIX 3HAYEHWUI1 NOPTOB, MOMNUMO YCTaHOB/IEHHOrO Mo ymonyaHuto, ¢ 1025 no 65535
BKJ/TIOUNTENBHO;

[ns BKAOYeHNs focTyna K ycTporcTBy Yepe3 SSH yctaHoBuTe cdonar Hanpotus «SSH». B nosiBuBLueMcs
OKHe eCTb BO3MOXHOCTb NOMeHsiTb SSH-nopT (No ymonyanuto 22). nanasoH AonyCTUMbIX 3HaUYEeHWi
NopToB, NMOMUMO YCTAHOB/IEHHOIO No ymMon4yaHuto, ¢ 1025 no 65535 BKMNOUNTENBHO;

« [nsa BknroveHus goctyna K yctporictsy yepe3 NETCONF yctaHosuTe donar Hanpotmue «NETCONF».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

MporpammHoe obecneveHne WB-3P-PTPS no3BonsieT nsmeHsiTb KOHUrypawumo yCTpoicTBa, NPpoBOANTb
MOHUTOPUHI COCTOSAHWUS 6eCNpPOBOLHOIO MOCTa U ero AaT4mKoB, a Takke ynpasisaTb YCTPOWCTBOM UCMONb3YS
npotokosn SNMP.

SNMP
MNaponk Ha uTeHue public
Mapone Ha zanuce private
Agpec ana npuéma Tpanoe v1
Agpec ana npuéma Tpanoe v2

Aapec anA npuéma coobwenni Inform

CucTemHoe uMA ycTpoiicTea WB-3P-PTP5
KoHTakTHaA MHDopMaUWA NpoW3E0aMTENA Contact
MecTononoxeHue ycTpoicTea Russia
Mapone B Tpanax trap

+ [MpumeHHTE *® Otmena

YcTpoicTBo nogaepxusaet npotokonbl Bepcuin SNMPv1, SNMPv2, SNMPv3.

[na nameHeHusa napametpos SNMP-areHTa yctaHoBuTe thriar HanpoTtns «SNMP», nocsie atoro ctaHyT
[LOCTYMHbI CriefytoLie HacTPONKN:

Maposib Ha YmeHue — Naposb Ha YTEHNE nNapameTpoB (06LLENPUHSTLINA: public);

Maposib Ha 3anuck — Naposib Ha 3anMcb NapamMeTpoB (06LLENPUHATLIN: private);

Aodpec 055 npuéma mpanos vl — IP-agpec nnv AoOMeHHOe UMs npueMHuka cooblueHnin SNMPv1-trap B
thopmarte HOST [COMMUNITY [PORT]];

Aodpec 055 npuéma mpanos v2 — IP-agpec nnav AOMeHHOe UMs npueMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobuwjeHuti Inform — IP-agpec nnu goMeHHoe Msi NpUeMHUKa coobLeHnii Inform B
thopmarte HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMs YCTPOINCTBa;

KonmakmmHasi uHghopmayusi npou3sooumesisi — KOHTaKkTHast MHhopmaumsi NPON3BOANTENS YCTPONCTBA,;
MecmononoxeHue ycmpolicmsa — NHhopMaLusa 0 MECTOMOIOXKEHUN YCTPONCTBA;

Maposib 8 mMpanax — Naposb, Coaepxallumiics B Tpanax (no ymonyaHuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXKMBAEMbIX A/ UTEHUS Y KOH(IUTYPMPOBaHMA NOCPEeACTBOM
npotokosa SNMP:

eltexLtd.1.127.1 — MOHUTOPVWHI NapaMeTpoB 6ecnpoBOAHOI0 MOCTa;
eltexLtd.1.127.3 — ynpaBneHue 6ecnpoBoAHbIM MOCTOM,;
eltexLtd.1.127.5 — koHchurypupoBaHue 6ecnpoBoAHOro MocTa.

eltexLtd — 1.3.6.1.4.1.35265 — naeHtudmkarop npegnpusatnsa «NTTEKC».

Moppo6Hoe onucaHue OID WB-3P-PTP5 gocTtynHo no cnegytowein ceobinike: Onncanve OID Ha FBWA WI-FI 6.

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.11 MeHo «Cuctema»

B MeHI0 «CucTema» BbINMOMHAKOTCA HACTPOKN CUCTEMBI, BpEMEHMU, XXypHasa syslog, nponssogutcs cmeHa
naposs, BbIrpy3ka/3arpyska KoHdurypawmmn, 06HOBMNEHME NPOrpaMMHOro obecnevyeHns u nepesarpyska
YCTpPOWCTBA.

10.11.1 MoameHto «O6HOBNEHNE MO ycTponcTBa»

MoameHo «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Hav4eHo 418 0GHOBMEHNS NPOrPaMMHOI0 0becnevyeHuns
yCTpOWCTBa.

=L TEX WB-3P-PTP5

BuicTpan HacTpoika MoHUTOpPMHT Radio AP CeTeBtle HacTpolEl Cucrema WHeTpymeHTE! - (Buixon)

O6noenenme MO ycrpoiicTea » AxTnenan sepoun M0

‘ Peaepexan sepona M0
Kowdmrypauua P P + CAenath aKTBHO#

AwxmyansHas eepcur [0 docmynkHa no adpecy: http:/eltex-

rufsupportidownloads/
Mepezarpyaka

Qaiin 0bHoanexma N0 Beibepute thaiin | daiin He exiGpan

Maponb
Hypuan

Mata v spema

« AkmusHasi sepcusi 10 — Bepcuss NporpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOWNCTBE,
paboTaoLlast B 4aHHbI MOMEHT;
*+ PesepsHas sepcusi 10 — Bepcusa NporpaMMHOro obecnevyeHus, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPY0 MOXHO NnepekntounTbes 6e3 3arpysku taiina rNo;
+ Cdesiamb akmusHoU — KHOMKa, N03BONAOLWLANA caenaTb pe3epBHyto Bepcuto MO akTUBHOW, ANs
aToro noTpebyeTcs nepesarpyska ycTporictsa. AKTBHas Bepcus MO B 3TOM c/iyyae cTaHeT
pe3epBHOIA.

O6HoBMEHME MPOrpaMMHOro obecnevyeHms

3arpysute chaiin MO c caiita http://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha Komnblotepe. Nocne
3TOro HaXXMuTe KHOMKy «Bbibepute daiiny» B none ®adisn 06HosieHus MO n ykaxuTe nyTb K chainny MO B
hopmare .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNS HEOOXOAMMO HaxKaTb KHOMKY «3anycTntb 06HOB/EHME. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykasaHo Ha CTpaHuLE), NOC/e Yero
YCTPOICTBO aBTOMATUYECKM Nepe3arpy3nTcs.

© O6HoBnATL MO cnepyeT cHavyana Ha knneHTe STA, a 3aTeM Ha Touke goctyna AP.

@ He otknlouaiite NUTaHWe yCTPOIACTBA, He BLINOMHAITE ero nepesarpysky B npouecce 06HoBeHns MO.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.11.2 MopmeHto «KoHdurypauns»

B noameHto «KoHpurypaums» BbINOMHSAETCA COXPaHEHMe TeKYLLE KOHUrypaLumum n BOCCTaHOB/EHUE.

“LTEX  WB-3P-PTP5

Ofroenenue MO yctpoiicTea Monyuts apxua koHdmrypaiym ¢ * Ciaare
yCTpoitcTEa

Koudbmrypauma »
3arpyauTs apxie KoHdMrypaLyi Ha Daiin He exibpan

MNepesarpyaxa yCTpoAcTED

Mapons

COpoc Ha 3aBoackMe HACTPORKN Coxparue napameTpa focTyna

HypHan

Nata 1 Bpema

BuicTpan HacTpoitka MonuTopuHr Radio AP CeteBble HacTpoim Cucrema WHcTpymenTsl - (BbDXOT)

MNonyyeHmne koHdbUrypaumm

UT06bl COXPaHUTb TEKYLLYYIO KOHQIUIYpaLM0 YCTPOACTBA Ha /IOKa/IbHbIA KOMNbIOTEP, HAXKMUTE KHOMKY
«CKavaTb».

O6HoBAEHME KOHJIMIYpaLIMn

[nsi 3arpy3kn COXpaHEHHOro Ha JI0KaJ/lbHOM KOMMbOTEpe dhaina KoHUrypauum NCnob3yeTcs MyHKT
«3arpysuTb apxuB KOHUrypauum Ha ycTpoincTeo». 19 06HOBNEHNST KOHIUIYpauumn YyCTPOMCTBA HAXXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumsa npUMeHSETCA aBToMaTnyeckn 6e3 nepesarpysku ycTpoiicTsa.

C6poc yCTpoiicTBa K 3aBOACKMM HACTPOIiKamM

YT0o6bI cenatb cOPOC BCeEX HACTPOEK YCTPOIMCTBA HA CTaHAAaPTHbIE 3aBOACKNE YCTAHOBKM, HOKMUTE KHOMKY
«C6poc». Ecnun aktnBmpoBaH donar «CoxpaHnTb napamMeTpbl AOCTYna», TO OyaAyT COXpaHeHbl Te napameTpbl
KOHGpMIypaLmm, KoTopble 0TBEYAlT 3a A0CTYN K YCTPOoicTBY (HacTpoiika IP-agpeca, HACTPOKKN gocTyna no
Telnet/SSH/SNMP/NETCONF/Web).
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10.11.3 TMoameHto «MNepe3arpyskar

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

[lna nepesarpy3kn yCTpoCTBa HAXKMUTE Ha KHOMKY «[lepesarpyskax. MNpouecc nepesanycka ycTpoliicTsa
3aHVMaeT NPUMEPHO T MUHYTY.

eLTeX

BricTpan HacTpoika MoHHTOpHHT

O6Hoenenve MO ycTpoitcTsa
Kowdmrypayua
MNepesarpyaka »

Maponk
HypHan

[ata 1 BpeMA

WB-3P-PTP5

Radio AP CeTeBbie HACTPORKM Cucrema MHcTpymeHTe!

Mepesarpyaka ycTpoiictea

£ MNepesarpyska

10.11.4 MoameHto «Maposb»

Mpu BXofe yepe3 web-nHTepdeiic agMmHmcTpaTop (Naposib No YMo/YaHuto: password) MMEeT MNoJHbIA A0CTyn
K YCTPOWCTBY: UTEHWE 1 3aMUCh /IH06bIX HACTPOEK, NOJHbIVE MOHUTOPWHI COCTOSIHWS YCTPOCTBA. [/ CMEHBI
naposisi BBeAMTE HOBbIi Maposib cCHavyana B nose «Maposb», 3aTeM B nosne «MoATBepxaeHne napons» n

HaXXMNTE KHOMKY «[MpUMEeHUTb» A1 COXpaHeHUs HOBOro naporss.

eELTEX

OBHoenenwne MO yeTpolictea
Kondwrypauma
MNepezarpyska

Mapons »

HypHan

lara u epema

BICTpaA HacTpoiika MoHUTOpMHT

WB-3P-PTP5

Radio AP CeTeBble HACTpOMKM Cuctema WHeTpymenTe!

Mapone

MogTeepxaeHme napona

+ [puMeHHT: ® OTneHa

[ns BCTyNneHnst B C1ly HOBOW KOHMUIypauun 1 3aHeceHnss HaCTPoeK B 3HEProHe3aBnCcnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.11.5 TMMogmeHto «KypHas»

MNMoameHto «KypHan» npefHa3Ha4yeHo A/18 HaCTPOWKN BbIBOA4A Pa3HOro poja O0TN1af0uHbIX COOOLLEeHNIA
CUCTEMbI B LiefIAX 06HapYy>XeHunst NpuymH npobnem B paboTe ycTpoincTaa.

=L TEX WB-3P-PTP5

BricTpan HacTpoiika MoHuTOpUHE Radio AP CeTeBbie HACTPOMIM CucTema WHeTpymenTe! - (Beixom)

Ofkoanenme MO yerpoiicTea Pestia Cepaep u dhaiin M
Kondmrypauma Agppec Syslog-cepeepa syslog.server
MNepeszarpyska Mopt Syslog-cepeepa 514
Maponk Pazmep daiina, kb 1000
Hypwan »

1 + MpumennTs x Otmena
[ara u epemA

* Pexum — pexum paboTsl Syslog-areHTa:
+ JloKa/ibHbIl ¢halisn — HdhopMauns XXypHana coxpaHsaeTcs B 1oKanibHOM dhaiifie n AoCTyrnHa B
web-nHTepdelice ycTpoiicTBa Ha BKiagke «MOHUTOPUHI/XKypHan coObITUiAx,
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasBaseTca Ha yaaneHHblli Syslog-cepsep u
COXpaHsIeTCS B /IOKasIbHOM (haiine.
+ Aodpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepeepa;
* Mopm Syslog-cepsepa — NopT Ans BXoAsWwmx coobleHunii Syslog-cepeepa (no ymonuanuto 514,
AonycTUMble 3HaueHust 1-65535);
* Pasmep ¢palina, kb — MakcuManbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

[Nsi BCTYN/IEHUSI B CU/Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

10.11.6 TMoameHto «[arta 1 Bpems»

B noagmeHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH WM C MOMOLLbH NPOTOKO1Aa CUHXPOHM3aLMN
BpemeHn (NTP).

10.71.6.1 BpyuHyro
= TEX WB-3P-PTP5

BuicTpan HacTpoiika MoHuTopuHr Radio AP CeTeBble HACTPORKK Cucrema WHCTpymeHTL! - (Bbixog)

Obroanenme M0 ycrpoiictea Pessam @ Bpyunyio () NTP cepeep
Kondurypauya Dara v epema yeTpoitctea  06.05.2025 05:09:02 | # Peparmposars
Yacosoit noac Mockea, Poccua b
Mepesarpyaka
ﬂaponb Brntounts nepexoj Ha NeTHee BpemMA

Hoypuan Mepexop Ha netHee epema (He emibparo) {He ewibpario) (He euibparo) B — |1 —
ypHa

I y Mepexon Ha 3MMHEE EPEMA He enlbpano) He exlbparo) (we ewibpaHo) B - 1 -
Mata W BpemA > 2 ) (

Cosur EpEMEHM {MUH.) 60

+ [TpUMEHHTL ® OTmena

+ [lama u spemsi ycmpolicmsa — farta u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnu TpebyeTcs
KOppeKUus, HaXMUTe KHOMKY «PefakTmpoBaTby;
+ [lama, spemsi — 3afjaiiTe TeKyLLyto AaTy U BPEMS WM HaXXMUTE KHOMKY «Tekyllasa aara v BpemMsi»
[ANs yCTaHOBKM BpemeHu MK Ha yCcTponcTBo;
+ Yacosol rnosic — no3BOMSET YCTAHOBUTb YaCOBOW MOAC B COOTBETCTBUMN C 6vKaiLLIMM roOpoLoM B
BalleM pervoHe u3 3alaHHoro Crucka,;
* Br/mo4umsb rnepexod Ha /iemdee speMsi — Mpu yCTaHOB/IEHHOM do/iare nepexop, Ha neTHee/3nMHee
BpeMs OyAeT BbINO/HATLCA aBTOMaTUYeCKN B 3ajaHHbI NepuoL, BpeEMEHN:
+ [Nepexod Ha silemHee BpeMsi — leHb 1 BpeMs, Koraa OyaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
*+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMS, Korga 6yAeT BbINONHATLCA Nepexos Ha 3uMHee
Bpewms;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTAX, Ha KOTOPbII BbINOMHAETCA CABUI BPEMEHM.
MoxeT npuHmaTb 3HaveHune oT 0 o 720 MUH.

[Nsi BCTYN/IEHUSI B WY HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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10.11.6.2 NTP-cepsep

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

=LTEX

BricTpan HacTpoka MoHUTOPHHT

ObHoenenwe MO ycrpoiicTea

WB-3P-PTP5

Radio AP CeTeBble HACTPOMKM Cucre

Pexam

1Ma WHCTpymMeHTEI

O Bpyunyro @ NTP cepeep

[Oata u epemA ycTpoiicTea

Kondmrypauma

NTP cepeep
Mepesarpyzxa

Yacosoi noAc
Maponk
r BrniounTs nepexoy Ha NeTHee BpemMa
HypHan pexon P
Mepexog Ha netHee spema
[ara v Bpema » Pexo P

HEDEXOJJ Ha 3MMHee BpeMA

Cpeur BpeMeHi (MUH.)

o [puUMeHHT:.

06.05.2025 05:11:12

pool.ntp.org

Mocksa, Poccwa

(e esifparo)

(He ezifiparo)

60

X Ommena

(e esifpario)

(He esifiparo)

(He auibparo) B — 1| —

(He guibpano) B — 1| —

« [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;

* NTP cepsep — IP-agpec/[OMeHHOE MMA cepBepa CMHXPOoHM3aunn BpeMeHn. Bo3MOXHO 3agartb agpec
nNn BbIGpaTb N3 CYLLECTBYHOLLErO CMNCKa,

+ Yacosol rosic — No3BONSET YCTAHOBUTb YaCOBOM NOAC B COOTBETCTBUM C GAMKaiLLMM ropogom B

BallemM permoHe U3 3agaHHoOro Crnuncka,

* Bk/1ro4umb nepexoo0 Ha IemHee BpeMsi — NpPU YCTAHOB/IEHHOM ch/iare NEPEXof Ha NeTHee/3UMHee
BpeMsi 6Y1eT BbINOHATLCS aBTOMATUYECKM B 3a/1aHHbIi NepUo, BPEMEHU:
* [Mepexod Ha iemHee BpeMsi — [eHb U BPeMs], Koraa GyeT BbINOoNHATLCS Nepexos, Ha NeTHee

BpeMS;

+ [Nepexod Ha 3uMHee BpeMsi — [ieHb U BPeMS, Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

BpeMS;

+ CoBue BpeMeHU (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbI BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». ,U,I'IFI OTMEHbI U3MEHEHWIT HAXXMUTE KHOMKY «OTMmeHa».
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10.12 MeHt «MIHCTPYMEHTbI»

10.12.1 TMoameHto «KOCTUpOBKa»

Mopg, fOCTMpOBKOVI NOHNMMaETCA BblpaBHMBaHNE MNOJ/TIOXEHNA aHTEHHbI yCTDOVICTBa B NMPOCTpaHCTBE ANA

noslyd4eHnsa MakCMMasibHOro curHasa.

[Nsi 3anycka ICTUPOBKN HAXMUTE Ha KHOMKY «CTapT».

[NA 0CTaHOBKM HOCTUPOBKN HAXXMUTE Ha KHOMKY «CTOonmn».

FOcTtupoBka:

+ SSID — nms BUPTyasibHON 6eCNPOBOAHON CETY;
* KaHa/s1 — KaHan nepefayv faHHbIX;
* RSSI — ypoBeHb NpUHMMaEeMOro curHana, gbwm;

* YdasneHHnblIl RSSI — ypoBeHb NPMHUMAEMOr0 CUrHaNa NoAK/YEHHOO YCTPOACTBa, ABM.

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

cLTEX

WB-3P-PTP5

HcTHpoBKa
sSID mEKses
Wasan 161 (5805, Mry)
RSsipEm 61756

VAANeHHUM RSSI, fEM 66159

T T e

81012 14 16 10 20 22 24 26 20 20 32 34 35 3 40 42 44 45 48 £ 52 54 56 56 60 62 B4 66 .

® sganer
o'

B8R BAIBES

81012 1415 10 20 22 24 26 20 20 32 34 35 3 40 42 44 45 40 €0 52 54 56 5H 6O 62 B4 66 g

5B BT

268 d 25588

51012 34 16 1320 22 20 26 23 30 22 34 35 33 40 42 43 95 45 50 52 59 56 M % 62 64 66 ¢

51012 34 16 1820 22 24 26 23 30 22 34 35 33 40 42 44 96 48 50 52 59 55 M G 2 64 66 o

Mpadomk RSSI-1 NoKa3bIBAET U3MEHEHWS YPOBHS CUTHA/A Ha NepPBOli aHTEHHE B IEM B TeYEHVE BPEMEHU B

cekyHaax.

Mpadonk RSSI-2 NoKa3bIBAET U3MEHEHNS! YPOBHS CUTHA/IA HA BTOPOIA aHTEHHE B IEM B TeYEHNE BPEMEHU B

cekyHaax.

Mpadovk YoaseHHbIl RSSI-1 nokasbiBaeT U3MEHEHMS YPOBHS CUTHAMA Ha NePBOIi aHTEHHE NOAK/THUYEHHOTO

yCTpoiicTBa B ABEM B TEUEHME BPEMEHW B CEKYHAAX.

Mpadovk YoaseHHbIli RSSI-2 nokasbiBaeT N3MEHEHUSI YPOBHS CUTHaNA Ha BTOPOIi aHTEHHE NOAK/MIOUYEHHOTO

yCTpOiicTBa B IEM B TEUEHNE BPEMEHU B CEKYHAAX

lMukosbil RSSI — MakcMManbHbI YPOBEHb CUTHasa B ABM 3a BpEMS N3MEPEHUSI.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

11 MNpumep HacTponKn 6ecnpoBoAHOIO0 MOCTa

B gaHHOM pasgene npuBefeH nprMep nepBoHaYas/IbHON HACTPOVKN YCTPOCTB A1 OpraHM3aumm
6ecnpoBoOAHOro MocTa.

BecnpoBogHoit moct PV oV Y W W BecnposogHoi mocT
WB-3P-PTP5 ©) ANAANAANANANA (l ®  WB-3P-PTPS
Wi-Fi 802.11ax
5y

UTP Cat 5e, UTP Cat 5e,
PoE 24B PoE 24B
220 B Qm==={1] Uimexrtop PoE 220B WusekTop PoE
Kommyratop Kommyrarop
Ethernet Ethernet

PucyHok 34 — Cxema npumeHeHua WB-3P-PTPS

B agpecHoli cTpoke 6pay3epa BeeauTe IP-agpec ycTpolicTea (no ymonyaHuto 192.168.1.10, ecnu
YCTPOICTBO He nonyunno agpec no DHCP). Mpwu ycnewHoM NoAKAYEHUN K YCTPOCTBY NOSIBATCS
OKHO C 3anpoCcoM /1I0TMHa 1 napons. 3anofiHUTE NOAS U HAXXMUTE KHOMKY «BoiTu». Mo ymonyaHuo —
norviH: admin, napono: password.

WB-3P-PTP5

Ecnn 3TO OKHO He NoABUIIOCH, y6€,£l|I/ITer, yTo NK HaxoguTcsa B O,CI,H0|7| ceTn c yCTpOI7ICTBOM.

HacTpoiika To4km goctyna AP:

1.

Mo ymonuyanuto yctpoiicteo WB-3P-PTP5 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnv agpec He
6b1/1 NONTyYeH, NOAKMIOUUTBLCA K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy: 192.168.1.10, macka
nogcetun: 255.255.255.0.

Heobxogumo 06HoBUTL MO ycTpoicTBa Ha akTyasibHOe cornacHo pasgeny «O6HosneHve MO
YCTPOWUCTBax.

B meHio Radio BbINONHWUTBL NpeaBapuTe/ibHY0 HACTPOliKy paavouHTepdeica. Boibpatb kaHan nepegaym
[JaHHbIX 1 yKa3aTb paccTosiHie Mexay YyCTPOWCTBaMu B KUJIOMETpax.

CoxpaHuTe HaCTPOIKN HaXXaB Ha KHOMKY «[IpUMEHUTb».

B meHto AP B none «SSID» ykaxunte ngeHtudrkatop 6ecnpoBofHON CeTH, K KOTOpOMy byaeT
MOAK/THYATLCA K/TUEHT.

B none «Pexum 6e3onacHoOCTU» BblibepuTe pexnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTB/ISAETCA
ayTeHTUnKaumsa B JaHHON CEeTU 1 3a[ainTe K1Y, eC/IM UCNOMb3YEeTCA CeTb C LUNhpoBaHNEM.
CoxpaHnTe HaCTPOWKK, HaXKaB Ha KHOMKY «[pUMEHUTb».
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

HacTpoiika knnenTa STA ansa nogknwoyeHns K AP:

1.

Mo ymon4yanuto yctpoiicteo WB-3P-PTP5 HacTpoeHo Ha nonyyeHune agpeca no DHCP. Ecnun agpec He
Obl/1 NOTyYEH, NOAKNIOUMTBLCS K YCTPONCTBY MOXHO No 3aBoackomy IP-agpecy: 192.168.1.10, macka
noacetun: 255.255.255.0.

Heobxoanmo o6HOBUTL O ycTpoiicTBa Ha akTyasibHOe cornacHo pasgeny «O6HosneHne Mo
yCTpOWCTBay.

Ecnv ans nogknioyeHus K cety nposalifepa Ucnosb3yloTes cTaTnyeckne unmn AedoNnTHbIe HACTPOKK, TO
B MeHI0 «CeTeBble HACTPOMKM» B nosie «[pOTOKOM» HYXXHO BblOpaTb 3HaYeHue «Staticy, 3ano/HUTbL Noss
«CTaTtndeckuii IP», «CeTeBas mackar, «LLinto3».

B meHto STA B nosne «SSID» ykaxute ngeHtudpumkarop 6ecnpoBogHOR CeTH, K KOTOPOn HEO6X0AUMO
NPOU3BECTU NOAK/THOUEHNE.

B none «Pexum 6e3onacHOCTW» Bbibepute pexmmMm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTBNSETCS
ayTeHTUMKaumsa B JaHHON CETU 1 3a4aiTe K/koY, eC/IM UCNOMb3YEeTCA CeTb C LWNpoBaHNEM.

Mocne HaxaTust Ha KHONKY «MpUMEHUTb», KIIMEHT BbINOAHUT NoUcK ykaszaHHoro SSID B achupe n npu
06HapPY>XEeHUN BbINO/THUT NOMbITKY NOAKNIOYEHUS K TOYKE AOCTyNna C yKa3aHHbIMU napaMeTpamu.
MpoBepbTe, UTO B MEHI0 «MOHUTOPUHI» B pasaene «becnpoBogHol KaHan» NosiBMIach Touka AocTtyna
AP. MNpoBepbTe A4OCTYNHOCTb TOUKM gocTyna AP nepelias B agpecHol cTpoke 6paysepa no IP-agpecy
yCTpOWCTBA.

Ecnu BCce NyHKTbl ONUCaHHbIE BbIWE BbINO/IHEHbI YCMNELLHO, TO 6ECNPOBOAHOE COEANHEHNE MEXAY
YCTPOMCTBaMM HaCTPOEHO.
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

12 YnpaBneHue ycTpoMCTBOM C MOMOLLIbIO KOMaHAHOW CTPOKK

[na nepexofa B peXum KOHUIyprpoBaHus BBeanTe koMaHay configure.

[na oTobpaxeHns MMEKLLMXCA HaCTPOEK OnpeaeneHHoro pasgena KoHdurypaum BBegmTte KoMaHay
show-config.

[ns nonyyeHusa noackaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnagke) [Shift + ?].

[na nonyyeHns cnucka napameTpoB, 4OCTYMHLIX 419 pefakTMpoBaHUA B JaHHOM pasaerne
KOHpurypaumm, HaxmuTe knasuwy Tab.

[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.

[ns nepexofa B npeablayLUnii pasgen KoHurypaumm BeeguTe kKomaHay exit.

[ns BbIxoAa 3 pexumma KoHpurypnpoBaHus BBeagnte komaHay end.

)

HacTpoliky Heo6X0AMMO HauYMHaTb CO BCTPEYHOMN CTaHUuUM BO U3bexaHne notepu CBA3MU C
YCTPONCTBOM.

12.1

MoaxntoyeHne K yCTpoUCTBy

Mo ymon4yanuto yctpoiicteo WB-3P-PTP5 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnu agpec He 6bin
nosy4eH, NOAKMHYNTLCA K YCTPOIMCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

3aBsogackoii IP-agpec yctporictea WB-3P-PTP5: 192.168.1.10, macka noacetun: 255.255.255.0.

MoakntoueHne K yCTPOCTBY OCYLLLECTB/ISIETCS C MOMOLLb0 SSH:

ssh admin@<IP-agpec ycTpoiicTBa>, Aanee BBOAUM Napo/ib
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

12.2 HacTpoliika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTUYeCcKUX ceTeBbIX NapameTpoB

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# bro

WB-3P-PTP5(config):/interface/br0# common

WB-3P-PTP5(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WB-3P-PTP5)
WB-3P-PTP5(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WB-3P-PTP5(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa Nol)
WB-3P-PTP5(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa No2)
WB-3P-PTP5(config):/interface/br0/common# protocol static-ip (13veHeHve pexuma paboTsl ¢ DHCP Ha
Static-IP)

WB-3P-PTP5(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WB-3P-PTP5(config
WB-3P-PTP5(config
WB-3P-PTP5(config
WB-3P-PTP5(config
WB-3P-PTP5(config):/route# default

WB-3P-PTP5(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-afgpec cetv nav y3na HasHauyeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WB-3P-PTP5(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka ceTu HasHauyeHus, 47189 MapLupyTa
no ymon4daHuto — 0.0.0.0)

WB-3P-PTP5(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-agpec wnio3a)
WB-3P-PTP5(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

:/interface/br0/commont# exit
:/interface/brO# exit
:/interface# exit

:/# route

—_— e~~~
_ o= =

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# bro

WB-3P-PTP5(config):/interface/br0# common

WB-3P-PTP5(config):/interface/br0/common# protocol dhcp (3veHeHre pexvva paboTtsl ¢ Static-IP Ha
DHCP)

WB-3P-PTP5(config):/interface/br0/common# save (coxpaHeHve HacTpoek)
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

12.2.1 HacTtpoiika ceTeBbIx NapaMeTpoB C NOMOLLbI YTUIUTbI set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WB-3P-PTP5(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WB-3P-PTP5(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTarnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — Lu/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WB-3P-PTP5(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
NCNoNb3yeMblli 4118 AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAUYEHMS: 1-4094)

Cratnyeckme HacTpoOKu

WB-3P-PTP5(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHne ceTeBbIX HACTPoeK no DHCP

WB-3P-PTP5(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
NCNOMb3yEeMbI AN A0CTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPOKK

WB-3P-PTP5(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HaUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WB-3P-PTP5(root):/# save (coxpaHeHne HacTpPOeK)
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12.2.2 HacTtpoiika yaanéHHoro ynpasneHus

HacTtpoiika SSH

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# ssh

WB-3P-PTP5(config):/ssh# enable true (ynpasneHvie yaan€HHbiM fOCTYNoM no SSH. /19 OTK/Io4eHus
BeBeauTe false. [10 ymo/4aHuio: true)

WB-3P-PTP5(config):/ssh# port X (rae X — nopt SSH-cepsepa. Mo ymonyaHuio: 22)
WB-3P-PTP5(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# telnet

WB-3P-PTP5(config):/telnet# enable true (ynpasneHve yganéHHsiM gocTtynom no Telnet. N8 OTKAHOYEHUS
BeepuTe false. o ymonyaHuto: false)

WB-3P-PTP5(config):/telnet# port X (rae X — nopt. Mo ymonyanuio: 23)

WB-3P-PTP5(config):/telnet# save (coxpaHeHve HacTpoek)

12.2.3 HacTpolika ceTeBbIx napameTpoB IPv6

@ o ymonuanunio 4ocTyn K YCTPOICTBY MO NPOTOKony IPV6 Ha Touke [0CTyna OTK/TOUEH.

BK/loueHue goctyna K yCTpoiicTBy o npoTokony IPv6

WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
DHCP)
WB-3P-PTP5(config):/interface/br0/common/ipv6# enabled true (Bk/1t0o4eHne JOCTyNa K yCTPONCTBY MO
npoTokony IPv6. Ansa oTkntoueHns seegue false)

WB-3P-PTP5(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/common# ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nosnyyeHne ceteBbix napameTpos IPv6 no

—_— e~ o~~~ —~
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HacTpolika cTaTudeckux ceteBbiX NnapameTpoB IPv6

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# bro

WB-3P-PTP5(config):/interface/br0# common

WB-3P-PTP5(config):/interface/br0/commont ipv6

WB-3P-PTP5(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX: XXXX: XXX X:XXXX:XXXX
(rae XXXX:XXXX:XXXXXXXXXXXXXXXX:XXXX:XXXX — cTaTnyeckuii IPve-agpec yctpolictBa WB-3P-PTP5)
WB-3P-PTP5(config):/interface/br0/common/ipv6# address-prefix-length X (rze X — npedpukc cratnyeckoro
IPv6-agpeca. MpuHnmaeT 3HaueHne ot 0 A0 128. o ymonyaHuo: 64)
WB-3P-PTP5(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTcA IPv6-
npedomkc, Hanpumep, 3211:0:0:1234::/64)

WB-3P-PTP5(config):/interface/br0/common/ipv6# dns-server-1

OO XXX XXOEXXXX XXX EXXXXTY (rae XXXXXXXXXXXX XXX XXX XXXX XXX XXXX /Y — [Pv6-
agapec DNS-cepBepa Nel ¢ npedonkcom)

WB-3P-PTP5(config):/interface/br0/common/ipv6# dns-server-2

XOOOKEXOOOKE XXX XXXEXXXX XXX EXXXXTY (rae XXXXXXXXXXXX: XXX XXXXEXXXX XXX XXXX /Y — [Pv6-
agapec DNS-cepBepa Ne2 ¢ npedinkcom)

WB-3P-PTP5(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t0ueHVe 1Cnoib30BaHns
CTaTUYecKnx CeTeBbIX IPv6 MapameTpoB. s No/Ty4eHns CETEBbIX NapameTpoB IPv6 no DHCP BBeanTe
dhcp)

WB-3P-PTP5(config):/interface/br0/common/ipv6# enabled true (Bk/iloueHne focTyna K yCTPOUCTBY No
npoTokosy IPv6. [ins oTktodeHns seeauTe false)

WB-3P-PTP5(config):/interface/br0/common/ipv6# save (CoOxpaHeHne HacTpoek)
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12.3 HacTtpoiikmn Radio

[na Toro 4To6bl M3MEHUTL PaAMoKaHaUl, LUMPKHY NOMNOCLI KaHaa UM MOLHOCTL, UCMO/b3YliTe cneaytoLime
KOMaH/bl:

CMeHa paguoKaHasa, WWMPUHbI NOJIOChI U MOLHOCTU paauouHTepdelica

WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WB-3P-PTP5(config):/interface/wlan0/wlan# radio

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# tx-power X (r4e X — ypoBeHb MOLLHOCTY B ABM)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio# channel X (rge X — Homep cTartnyeckoro kaHasna, Ha
KOoTopoM 6yaeT paboTaTb YCTPONCTBO)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# bandwidth X (rge X — lwivpvHa kaHana)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

—_— e~ o~~~ —~
_ = = =

© Cnucku focTyNHbIX KaHANOB
Ana Radio 5 'y ansA BbIGOPA AOCTYNHbI CAEAYIOWMNE KaHAJbI;

* npu wupuHe kaHana 5, 10 n 20 Mrru: 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48,
49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68,69, 70, 71,72,73,74,75,
76,77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101,
102, 103, 104, 105, 106,107,108, 109,110,111,112,113,114, 115,116, 117,118, 119, 120, 121,
122,123,124,125,126,127,128,129,130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141,
142,143,144,145,146,147,148, 149, 150, 151, 152, 153,154, 156, 157, 158, 159, 160, 161, 162,
163, 164, 165, 166, 167,168, 169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182,
183,184, 185, 186, 187,188, 189, 190, 191, 192, 193.

* Mpu wupuHe kaHana 40 MIu;

+ ecnun «control-sideband» = lower: 36, 44, 52, 60, 68, 76, 84,92, 100, 108, 116, 124, 132, 140,
149,157,165,173,181, 189.
+ ecnun «control-sideband» = upper: 40, 48, 56, 64, 72, 80, 88, 96, 104, 112, 120, 128, 136, 144,
153,161,169, 177,185, 193.

* npu wupuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 68, 72, 76, 80, 84, 88, 92, 96, 100, 104,
108,112,116, 120, 124,128, 132, 136, 140, 144, 149, 153, 157, 161, 165, 169, 173,177,181, 185,
189, 193.

* npu wupuHe kaHana 160 Ml'y; 36, 40, 44, 48, 52, 56, 60, 64, 68, 72, 76, 80, 84, 88, 92, 96, 100, 104,
108,112,116, 120, 124,128, 132, 136, 140, 144, 149, 153,157, 161, 165, 169, 173, 177.

12.3.1 [ononHuTtensHble HacTpoiikn Radio

N3meHeHue pexuma paboTbl pagmonHTepceiica

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# work-mode X (re X — pexxvim pabotsl pagrovHTepdeinca
cornacHo ctaHgapTy IEEE 802.11. Bo3MOXHble 3HaYeHMWs: anacax, anac,ax)
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N3meHeHne OCHOBHOIO KaHasna

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# control-sideband lower (napamveTtp MOXeT NpuHNUMaThL
3HauyeHue: lower, upper. 10 ymonyaHuto: lower)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBana

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# sgi true (Bk1t04EHVE MCMONL30BAHNA YKOPOYEHHOTO
3alUMTHOIO MHTepBaUia A4/18 nepeayn AaHHbIX — 400 He, BMecTo 800 H. 19 oTk/toueHmns Beeaute false)

HaCTPOﬁKa pa3peweHHOro Cnucka kKaHajioBs

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bx/104eHVIe YCMONL30BaHNA
OrpaHMYeHHOro cnmncka kaHasnos. Ansa oTknoyeHns seeaute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# limit-channels '50 51 52' (e 50 51 52 — kaHasibl
AnanasoHa, KoTopble STA 6yaeT ckaHMpoBaTh AJ/151 06HapPYXEHMS TOUKM A0CTyna)

BkntoueHue MKCUPOBAHHOW LLeHTPa/IbHOW YacTOoThbl

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# center-frequency true (Bk/1t04eHVIE (DUKCMPOBAHHO
LEeHTpasibHOM YacToThbl. 15 oTKNoveHnsi BeeanTe false)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoamnTCca T0/1bKO Ha Radio 5 Ty (wlanl)

WB-3P-PTP5(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexxum paboTtsl MexaHnsma DFS. MoxeT
npuHUMaThb 3HadyeHus: forced — MexaHn3M BbIK/OUeH, DFS-kaHasbl 4OCTYMHbI AN BblOopa; auto —
MexaHu3M Bk/oYeH; disabled — mexaHn3m BblkNtoYeH, DFS-KaHasbl He[OCTYMNHbI 418 Bbi6opa)

BknroueHue STBC

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# sthc true (Bk/110ueHne mMeTofa NPoCcTPaHCTBEHHO-
BPEMEHHOro 6/104HOr0 KoaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbLILLIEHNE HAEXHOCTM Nepeaadn
AaHHbIX. s oTknoveHns seeante false)

Bk/itoueHue arperayum

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# aggregation true (Bx/itoueHve arperaunn Ha Radio —
nognepxkn AMPDU/AMSDU. ina oTkioyeHns seeguTe false)
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BK/1l0OUEHME UCNO/Ib30BaHUA KOPOTKOIi NpeamMGy bl

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1l04eHME NCMO/IL30BAHNSA
KOPOTKON npeambynbl naketa. s oTknoveHns seeaute false)

BktoueHne (oMKCUPOBaHHOW KaHa/IbHOI CKOPOCTU Nepegayun

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# fixed-rate X (rae X — HasBaHue Moy NALUN 3ar1aBHbIMY
6ykBamMun 6e3 npo6enos, Hanpumep, OFDM54, MCS15. Pa3pelleHHble 3HaYeHnst ONpeaensatoTcs PeXNMOM
paboTbl pagnonHTepdelica 1 LUMPUHON NOAOCHI KaHana)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio# enable-fixed-rate true (Bx/1104MTL HUKCMPOBAHHYHO
KaHa/lbHYH0 CKOPOCTb nepegadn. Ans oTknoyveHns seeguTe false)

HacTpolika Distance

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# max-distance X (rge X —pacctosHve mexay
yCTpolicTBamu B KusioMeTpax. BoamoxHble 3HaueHus: 0-36. o ymonyaHuto: 0)

HacTpoiika uHtepeana DTIM

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# dtim-interval X (r1e X — nHtepsas DTIM. Bo3moxHbIe
3HayeHuns: 1-255. o ymoiyaHuto: 64)
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BKkntoueHue QoS 1 U3mMeHeHne napaMmeTpoB

WB-3P-PTP5(config):/interface/wlan0/wlan/radio# qos
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos# enable true (npu BK/IHOHYEHHON ONUMY NPUMEHSATCA
napameTpbl EDCA, 3a4aHHble B KOHurypauuu. [Ansa otkaoueHuns seeauTe false)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS 6ecrpoBOAHOIO
MocTa (Tpadnk nepegaeTcs oT 6eCcnpoBOAHOI0 MOCTa K BCTPEUHOMY YCTPOICTBY))
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napametpos EDCA ans
HU3KOMPUOPUTETHON ouepean (NprnoputeTbl 802.1p: csl, cs2))
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpemsa oxugaHua Kagpos
[AHHbIX, N3MEPSAEMOE B c/ioTax. [IpUHMMaeT 3Ha4YeHus: 1-255)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haya/ibHOe 3Ha4YeHne
BPEMEHU OXMAaHWs Nepes NOBTOPHOI OTNPAaBKON Kaapa, 3a4aeTcsl B MuanncekyHaax. MpuHnmaet
3HauveHus: 1, 3,7, 15,31, 63, 127, 255,511, 1023. 3Ha4yeHMe cwMin HE MOXET MPEeBbILLIATb 3HAYEHME cwMax)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rge X — makcumasibHoe
3HayeHne BPEMEHN OXMNAaHUs nepe NOBTOPHOW OTMPAaBKOW Kaapa, 3a4aeTcs B MUM/INCEKYHAAX.
MpuHMMaeT 3HadeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax AO/DKHO ObiTb 60/bLIe
3Ha4yeHunst cwMin)

WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsasi BpemMeHu, B
MUANCEKYHAAX, KOraa BCTpeuHasd WME-CTaHLUMsl MMEET NpaBoO MHULMMPOBATb Nepeaady AaHHbIX MO
6ecnpoBOAHON cpeae K 6ecnpoBoAHOMY MOCTY. MakcMMaibHOe 3HauyeHune 65535 MUAIMCEKYHA)
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpolika napameTpos QoS BCTPeYHOM
CTaHuMu (Tpaduk nepeaaeTcs OT BCTPEUHON CTaHLUmMuK A0 6eCnPOBOAHOIO MOCTA))
WB-3P-PTP5(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHne HacTpoek)

MeTogauka HacTpoiiku edca-sta aHanoruHa MeToamke HacTpoiiku edca-ap.
HacTpoiika napameTpoB ansi ouepeseii be, vi, vo aHanornyHa HacTpoiike napameTpoB ansi ouepeau bk.
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12.4 Hactpoiika DHCP onuun 82
Pexumbl paboTtbl DHCP snooping:

* ignore — o6paboTka onuun 82 oTkNKOYEeHa. 3Ha4YeHMe N0 YMOTHaHNIO,
+ replace — Touka gocTtyna noAcTaBAseT UanM 3aMeHsIeT 3HaYeHne onuumn 82;
* remove — To4YKa [0CTyna yaasifaeT 3HavyeHne onummn 82.

N3MmeHeHue pexuma pa6oTbl DHCP onuuu 82

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# wlan0

WB-3P-PTP5(config):/interface/wlan0# common

WB-3P-PTP5(config):/interface/wlan0/common# dhcp-snooping
WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BL100p
paboTbl DHCP snooping B peXxvnmMe 3ameHbl U NOACTaBIEHNS onummn 82)
WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTka obpaboTku onummn 82 replace, To 4N KOHUIYppPOBaHKS
CTaAHOBATCA AOCTYMHbI CAeAyoLe napameTpbl:

HacTtpoiika napameTpoB onuuu 82

WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (re
custom — 3aveHa cogepxnmoro CID Ha 3HaveHne, ykazaHHoe B napavetpe dhcp-option-82-customcCiD.
MapameTp MOXeT NpMHUMaTh 3HaveHusi: APMAC-SSID — 3ameHa cogepxumumoro CID Ha <MAC-agpec TOUKU
Aoctyna>-<mms SSID>. SSID — 3ameHa cogepxumoro CID Ha nms SSID, K KOTOPOMY MOAK/IYEH KIMEHT. o
ymosnyaHuo: APMAC-SSID)

WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze
custom — 3amveHa cogepxnmoro RID Ha 3HaveHne, ykazaHHoe B napavetpe dhcp-option-82-custom-RID.
MapameTp MOXeT npMHUMaTh 3HaveHus: ClientMAC — 3ameHa cogepxmmoro RID Ha MAC-agpec
KNMeHTCKoro ycTporictBa. APMAC — 3ameHa cogepxumoro RID Ha MAC-agpec Touku goctyna. APdomain —
3ameHa cogepXmmoro RID Ha AOMEH, B KOTOPOM HaxoauTcsa Touka goctyna. Mo ymonyanuto: ClientMAC)
WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHne oT 1 40 52 CMMBO/10B, KOTOpOe byaeT nepegasatbes B CID. Ecv 3HaveHue
napameTpa dhcp-option-82-custom-CID He 3agaH0, TOuka 6yaeT n3MeHsATb CID Ha 3HaYeHne no
ymo4yaHuto: <MAC-agpec TouYkn AocTyna>-<ums SSID>)
WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rae
longstring — 3HaueHne oT 1 40 63 CMMBO/I10B, KOTOPOe ByaeT nepegasaTtbcs B RID. Ecv 3HaveHue
napameTpa dhcp-option-82-custom-RID He 3aaH0, TOUKa OyaeT n3MeHATb RID Ha 3Ha4YeHne no
ymosiyaHuto: MAC-agpec KNIMEHTCKOrO YyCTPOCTBA)
WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bc160p
pasgenutens oktetoB MAC-agpeca, KoTopblii nepegaetcs B RID u CID. radius — B kauecTBe pasgenuntesns
BbICTyMnaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgennTens BbICTynaeT 3HaK ABOETOUNS:
AA:BB:CC:DD:EE:FF)

WB-3P-PTP5(config):/interface/wlan0/common/dhcp-snooping# save (COxpaHeHne HacTpoek)
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12.5 HacTtpoiika 6ecnpoBogHOI ceTH

Tabnuua 6 — KomaHgpb! 418 HACTPOKM pexnmMa paboTbl yCTponcTBa

YcTpoiicTBO
AP

STA

Pexum yctpoiicTBa
Touka goctyna PTP

KnneHt

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

KomaHga ans HacTpoiiku pexuma paéoTtbl

mode ap-ptp

mode sta

Tabnuua 7 — KomaHgpbl AN HacTpoikn pexrma 6e30nacHOCTM

Pexxum 6e3onacHocTun
Be3 napons

WPA

WPA2

WPA/WPA2

WPA3

WPA2/WPA3

OWE

WPA-Enterprise
WPAZ2-Enterprise
WPA/WPA2-Enterprise
WPA2/WPAS3-Enterprise

WPAS3-Enterprise

KomaHaa pnsa HacTpoiiku pexuma 6e3onacHoOCTU

mode off

mode WPA

mode WPA2

mode WPA_WPA2

mode WPA3

mode WPA2_WPA3

mode OWE

mode WPA_1X

mode WPA2_1X

mode WPA_WPA2_1X

mode WPA2_WPA3_1X

mode WPA3_1X
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12.5.1 Hactpoiiku cetn gna AP

HacTtpoiika Toukn goctyna AP 6e3 wundpoBaHusa

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# wlan0

WB-3P-PTP5(config):/interface/wlan0# wlan

WB-3P-PTP5(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexunma paboTsl yCTPoCTBa)
WB-3P-PTP5(config):/interface/wlan0/wlan# ap

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP5 (13veHeHne nmenn SSID)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ap-security (nepexo/ B 6710k HACTpoek pexrmva
6e3onacHocTn)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# mode off (pexxvm wunposaHms off — 6e3
naposis)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# save (CoxpaHeHve HacTpoek)

— o o =

HacTpolika Touku goctyna AP c OWE

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# wlan0

WB-3P-PTP5(config):/interface/wlan0# wlan

WB-3P-PTP5(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexnma paboTs! yCTPOCTBa)
WB-3P-PTP5(config):/interface/wlan0/wlan# ap

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP5 (13vMeHeHne nveHu SSID)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ap-security (nepexop B 6710k HACTPOEK pexnma
6e3onacHocTN)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# mode OWE (pexuvim wudposaHns OWE —
LLMdOpoBaHHOE coeanHeHMe 6e3 BBOAA Naposis. B Takom pexnume cMOryT NOAKAUUTLCS TO/IbKO K/TUEHTHI
Wi-Fi 6)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# exit
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# save (coxpaHeHVe HacTpoek)

PR P SR

89



PykoBogacTBo no akcnnyatauum WB-3P-PTP5

HacTtpoiika Touku goctynaAP c pexxumom 6e3onacHocT WPA-Personal

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# wlan0

WB-3P-PTP5(config):/interface/wlan0# wlan

WB-3P-PTP5(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexuma paboTsl yCTPoNCTBa)
WB-3P-PTP5(config):/interface/wlan0/wlan# ap

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP5 (13veHeHve nveHn SSID)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 6710k HACTPOEK pexrma
6e3onacHocTN)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3 (pexum wngposaHma — WPA3)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# key-wpa password123 (rge password123 — k/104/naposis,
Heo6XxoAuMbI AN NOAKIUYEHUS K 6eCNPOBOAHOMY MOCTY. [IIMHA KNoYa A0/MKHA COCTaB/sATb OT 8 /10 63
CUMBO/IOB)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# save (coxpaHeHVe HacTpPoek)

_— T oD ==

HacTtpoiika Touku gocTtyna AP c Enterprise-aBTopu3sauueii

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# wlan0

WB-3P-PTP5(config):/interface/wlan0# wlan

WB-3P-PTP5(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexunma paboTsl yCTPOUCTBA)
WB-3P-PTP5(config):/interface/wlan0/wlan# ap

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP5 (13veHeHve nvieHn SSID)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# ap-security (nepexo/ B 6710k HACTpoeK pexrmva
6e3onacHocTn)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3_1X (pexumv wmngposanns — WPA3-
Enterprise)

_— T =

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/ap-security# exit
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap# radius
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# domain root (rge root — gomeH rnons3osarens)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepsepa)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# auth-port X (rae X — nopt RADIUS-cepBepa, KOTOpbIi
ncnonb3lyeTcs Ans ayTeHTudmkauum n astopusaunn. No ymonyaxuio: 1812)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# auth-password secret (rge secret — napons ans
RADIUS-cepBepa, UCMnosib3yemMoro Ans ayTeHTUguKaumm n aBTopusatnm)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# acct-enable true (Bx/1l04eHNE OTNIPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepsep. o ymonyaHuto: false)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A/18 akkayHTUHra)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# acct-password secret (/e secret — naposbs A/
RADIUS-cepBepa, UCMosib3yeMoro A/151 akkayHTUHra)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# acct-periodic true (Bk/t0ueHve nepnoanyeckoi
OTNpaBKM cO06LEHMI «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# acct-interval 600 (nHTepBas OTNPaBky COOBLLEHN
«Accounting» Ha RADIUS-cepBep)

WB-3P-PTP5(config):/interface/wlan0/wlan0/ap/radius# save (CoxpaHeHne HacTpoek)
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12.5.2 [lononHuTenbHble HacTpoikun anst AP

Ha3HaueHue VLAN-ID

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# vlan-id X (rae X — Homep VLAN-ID )

BkntoueHune VLAN trunk

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# vlan-trunk true (Bx/1toueHvie VLAN Trunk. 05 oTKHO4EeHNS
BeeauTe false)

BknroueHue General VLAN

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# general-vlan-mode true (Bx/1t0ueHve General VLAN Ha SSID.
[na otknoveHus seeaute false)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# general-vlan-id X (rae X — Hovep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# priority-by-dscp false (aHas3 nproputera 13 nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3HAaYeHNe No yMOosIHaHuto: true. B aTOM criyvyae aHamsnpyeTcs
npuopuTeT u3 nosia DSCP 3aronoska IP-naketa)

BkntoueHune CKpbITOro SSID

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# hidden true (Bk/itoueHne ckpbiToro SSID. 15 OTK/IYEeHNA
BeeauTe false)

BknroueHue Minimal Signal u Roaming Signal

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# check-signal-enable true (Bk/1t04eHVe UCnonL30BaHNA
doyHKUMOHana Minimal Signal. 15 oTkitodeHuns seegute false)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# min-signal X (rze X — noporosoe 3HaveHune RSSI, npu
[OCTXXEHMN KOTOPOro Touka byaeT oTk/IouaTb kaveHTa ot VAP. MapaMeTp MOXET NPUHMMAaTh 3Ha4YeHus
0T -100 A0 -1)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# check-signal-timeout X (e X — nepuoz BpemeHun B
cekyHAax, No UCTeYEeHUM KOTOPOro NPUHNUMAETCA pelleHne 06 OTKNHYEHUN KIMEHTCKOrO 060pya0BaHnA
OT BUPTYasIbHOW CETW)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# roaming-signal X (rze X — noporosoe 3HaveHue RSSI, npu
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepektodeHne KITIMEHTCKOro 060pyA0BaHNs Ha APYTy0 TOUKY
pocrtyna. NapameTp MOXeT NpUHMMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/mKeH ObITb
BblLLe, YeM min-signal: ecnu min-signal =-75 gBM, TO roaming-signal LO/XeH 6bITb paBeH, Hanpumep, -70
ABM)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBaeHUWN OT KAneHTa STA A0 TOUKM aocTtyna AP:
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-per-vap-rx

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# value X (rae X — MakcumasibHas CKOPOCTh
B KOUT/C nnn NakeTbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# mode kbps (Bk/1toueHne weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — kK6uT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rxi# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBae€HUU OT TOYKM aoctyna AP o0 kKnueHTta STA:
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-per-vap-tx

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# value X (rze X — MakcumasibHas CKOPOCTh
B KOUT/C nnn NakeTbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# mode kbps (Bk/1toueHne weinepa. Moxet
npuHUMaTth 3HadyeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-per-vap-txi# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

HacTtpoiika orpaHMuYeHns LULMPOKOBeLLaTeIbHOro Tpadmka

HacTpoliika wevinepa B HanpaBaeHUU OT KAneHTa STA 40 TOUKM gocTtyna AP:
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-bcast-rx

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# value X (rae X — makcymasnibHas CKopocTh B
KOUT/C NI nakeTbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# mode kbps (Bx/1t0ueHne wennepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-bcast-rxi# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTpoliika wevinepa B HanpaBa€HUU OT TOUKM AocTyna AP A0 KnueHTta STA:
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-bcast-tx

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# value X (rae X — makcrmanibHas CKopocTsb B
KOUT/C NI nakeTbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# mode kbps (Bk/toueHve wenepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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HacTpoiika orpaHnyeHusi MHOroagpecHoro Tpacguka

HacTpolika weiinepa B HanpaBaeHUWN OT KAneHTa STA A0 TOUKM aocTtyna AP:
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-mcast-rx

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-mcast-rx# value X (rge X — makcumasibHas CKOpoCTh B
KOUT/C N nakeThbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-mcast-rx# mode kbps (Bx/toueHne wenepa. Moxer
npuHUMaTth 3HadyeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-mcast-rx# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBae€HUU OT TOYKM aoctyna AP o0 kKnueHTta STA:
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-mcast-tx

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# value X (rge X — makcumasnibHasi CKOpPOCThb B
KOUT/C N nakeThbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# mode kbps (Bk/1t0ueHve weiinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

HacTtpoiika orpaHMuYeHNsi HeU3BEeCTHOro TpadmKa

HacTpoliika wevinepa B HanpaBAe€HUU OT TOUKM AocTyna AP A0 KnueHTta STA:
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-tx

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# value X (rae X — makcumasibHas
CKOPOCTb B KOUT/C UM NaKeTbl/C)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# mode kbps (Bx/itoueHe wennepa.
MoxeT npuHumMmathb 3HaveHune: kbps — K6uT/c, pps — naketbl/c, off — BbIK/THOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTtpoiika KOHTpons gocTyna no MAC

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# acl

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/acl# mac
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/acl/mac# add XX:XX:XX:XX:XX:XX (rze XXXXXOCHKXNEXK —
MAC-agpec yCcTpoiicTBa, KOTOPOMY HEOOXOAMMO pas3peLLnTb/3anpeTnTb 4oCTyn. 19 yaganeHns agpeca 13
crnucka ncnonb3yinte komaHay del)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/acl/mac# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/acl# policy allow (BbI60p nonvTrkmy. Bo3MoxHbIe 3Ha4YeHns:
allow — paspeluaTb NOAKIOYEHME TONBKO TEM KAneHTam, MAC-agpeca KOTOpbIX COAepXaTcs B CMNCKE;
deny — 3anpewiarb nogktoueHne knneHtTam, MAC-agpeca KOTOpbIX CoAepXXaTcs B CnMcke. 3HavyeHue no
ymosnyaHuio: deny)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/acl# enable true (Bx/10ueHVie KOHTPOIA gocTyna no MAC. 14
oTK/Io4YeHns BeeauTe false)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/acl# save (coxpaHeHve HacTpoek)
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MannuHr VLAN

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# vlan-mapping
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# add namel (rge namel — ums npasunia
MannuHra. ns yaaneHusi npaBuia Ucnosb3yiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-vlan-id X (rge X — VLAN ID B
Ethernet)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-priority X (rne X — npuoputer
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHust: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-vlan-id X (rze X — VLAN ID BO
WLAN)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-priority X (rae X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3aMOXHble 3Ha4eHus: 0-7, auto. ECn NpyuopmuTeT auto UM He onpeaeseH
B JAHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping# enable true (Bx/toueHve vian-mapping. Ana
oTKNtoveHns seegute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping# save (coxpaHeHve HacTpoek)

© B koHurypauum vlan-mapping ecTb npegyctaHoBieHHoe npasuno — default-rule. OHo Ucnonb3yeTcs
ansa n3meHeHus npuoputeta 802.1p n ouepean WMM Bcex naketos, Homep VLAN KOTOpbIX He
NoAXoAuT Nof 3aflaHHble NoNb3oBaresniem npasuna.

HacTtpoiika default-rule

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# vlan-mapping
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping# default-rule
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# eth-priority X (rge X — npuopurer
802.1p npu nepegade B Ethernet. Bo3MOXHble 3Ha4yeHus: 0-7, auto. Ec/im npuopuTeT auto nnmn He
onpeaeneH B AaHHON onumm — 6yAeT UCNONb30BaTbCA UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wlan-priority X (rze X — npuoputet
802.1p npu nepegade Bo WLAN. Bo3aMOXHble 3HauyeHus: 0-7, auto. ECv npuopuTeT auto Uav He onpegeneH
B A@HHOW onumn — 6yAeT UCMNONb30BaTbCA NCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wmm-queue X (rge X — ouepesb
WMM ans gaHHoro npasuia. BoamoxHbie 3HaueHus: bk, be, vi, vo, auto. Ecnn ouepesb auto He
onpegeneHa B AaHHON onuumu, To 6yaeT aHanm3mpoBaTbes npuoputet DSCP B nakeTe)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# enable true (Bk/itoueHne default-
rule. na oTknoveHus seegute false)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# save (coxpaHeHve HacTpoek)
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Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# mac-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rge namel — nvs npasuia
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aapec UCTOYHMKa nnm STA (nogpobHee 0 HacTpoiike MAC-apecoB B NojcKaske
HWKe). Ecnu napameTp He 3adaH, in ero 3HaueHne SABASIETCS NyCTOM CTPOKOW, TO OH He ByaeT
MCMOoJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aapec nonyyartensi uam STA (nogpobHee 0 HacTpoiike MAC-apecoB B NOACKa3Ke
HWKe). Ecnu napameTp He 3adaH, Uin ero 3HaueHne SBASIETCS NyCTOM CTPOKOW, TO OH He 6yaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wlan-priority X (rae X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# eth-priority X (rze X — npnoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecm npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/toueHve mac-priority. 14
oTKNtoveHns seegute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority# save (coxpaHeHvie HacTpoek)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# mac-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rge namel — nmvs npasusia
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aapec UCTOYHMKa nnm STA (nogpobHee 0 HacTpoiike MAC-apecoB B NojcKasKe
HWKe). Ecnu napameTp He 3adaH, Uin ero 3HaueHne SBASIETCS NyCTOM CTPOKOW, TO OH He 6yaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aapec nonyyartensi uam STA (nogpobHee 0 HacTpoiike MAC-aapecoB B NOACKa3Ke
HWKe). Ecnu napameTp He 3adaH, Uin ero 3HaueHne SBASIETCS NyCTOM CTPOKOW, TO OH He 6yaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wmm-queue X (rze X — ouepeb
WMM a5 gaHHoro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/toueHve mac-priority. 14
oTKNtoveHns seeaute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/mac-priority# save (CoxpaHeHve HacTpoek)
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o [na naketos, ngywmx no HanpaeneHuto ot AP kK STA, napameTp sre-mac — MAC-agpec UCTOUYHUKA,
dst-mac — MAC-agpec STA.
[ns naketos, naywumx no HanpasneHuio ot STA kK AP, napametp src-mac — MAC-agpec STA, dst-mac
— MAC-agpec nonyyatens.

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# ip-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rze namel — vva npasuia
npuopuTusaumm no IP. Ansa yaanexHus npasuna ucnosnbayiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rae X.X.X.X — IP-agpec
NCTOYHMKA, eC/I1 NapameTp He 3afaH, Uin ero 3Ha4yeHne SABNSETCA NyCTOW CTPOKOi, TO OH He byaeT
1NCNo/b30BaTbLCA NPU NPOBEPKE HA COBMaZeHUs)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nony4artens, eCniv napameTp He 3aaH, UK ero 3HaYeHve ABASETCA NyCTo CTPOKOW, TO OH He ByaeT
NCNO/b30BaTbLCA NPW NPOBEPKE HA COBMaAEeHUS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wlan-priority X (roe X — npuoputet
802.1p npu nepegade Bo WLAN. Bo3aMOXHble 3HauyeHus: 0-7, auto. ECv npuopuTeT auto uav He onpegeneH
B A@HHOW onumn — 6yAeT UCMNONb30BaTbCA NCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# eth-priority X (rae X — npuoputet
802.1p npu nepegade B Ethernet. Bo3MOXHble 3Ha4yeHus: 0-7, auto. EC/im npnopuTeT auto nnmn He
onpefeneH B AaHHON onumm — 6yAeT UCNOb30BaTbCA UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/1toueHve ip-priority. /15
oTKNtoveHns seegute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority# save (CoxpaHeHne HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# ip-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rge namel — vva npasuia
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (roe X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wmm-queue X (rae X — ouepegb WMM
AN gaHHOro npasuia. Bo3amoxHble 3HaueHus: bk, be, vi, vo, autoe. Ec/in ouepep auto He onpeaeneHa B
[AHHOM onumn, To OyaeT aHa/IM3MpoBaTbCcs npuopuTeT DSCP B nakete)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/toueHve ip-priority. 1A
oTKNtoveHns seeauTte false)

WB-3P-PTP5(config):/interface/wlan0/wlan/ap/ip-priority# save (CoxpaHeHne HacTpoek)
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© Ecnv naket nonagaeTt 0A4HOBPEMEHHO nog 6onee yem oavH 13 Tunos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuopuTeTa TMna npasun, rae 1 — MUHUMasTbHbIN NpuopuTeT, 100 — MakCcUMasibHbIi
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WB-3P-PTP5(config):/interface/wlan0/wlan/ap# priority-order
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/priority-order# mac X (rae X — npuopuTeT AaHHOro npasuna.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLuniA NpuopuTeT MMEET 3HaYeHne 100)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/priority-order# ip X (rae X — npuopuTeT faHHOro npasusia.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunia TpuoputeT MMEET 3HaYeHne 100)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/priority-order# vlan X (rge X — nprvopuTeT faHHOro npasusa.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunia npuoputeT MMeET 3HayveHne 100)
WB-3P-PTP5(config):/interface/wlan0/wlan/ap/priority-order# save (CoxpaHeHne HaCcTpPOeKk)

12.5.3 Hactpoliku cetn ans STA

© B pexwume STA gocTynHa HacTpoiika Heckonbkux npoduneli nogxodenns k AP (go 8 npodhmneii).

HacTpolika knmeHTa STA 6e3 wudpoBaHus

WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BL100p pexrmva paboTskl yCTPONCTBA)
config):/interface/wlan0/wlan# sta

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB/TE HOBLIN
npodousb. profilel — umsa npoduns noaknoyeHus K AP. Ana yaaneHus npousisi UICNonb3ynTe KomaHay
del)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bx/10uUNTH
npodousib)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WB-3P-PTP5
(n3MeHeHMe MeHn SSID Ans NoAK/UYEHNS K 6ecnpoBOAHOMY MOCTY)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# security-mode off (pexvimv
LuncppoBaHus off — 6e3 napons)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# save (coxpaHeHnne
HaCTPOeK)

—~ e~ o~~~ o~~~
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

HacTtpolika knmeHTa STA c OWE

WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI60p pexvva paboTkl YyCTPONCTBA)
config):/interface/wlan0/wlan# sta

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB/TL HOBbLIN
npodunb. profilel — ums npodonna nogxknoueHus K AP. ns yaaneHuns npodnasa NCnonb3ynte kKomaHay
del)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bx/1t0UNTHL
npodousib)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WB-3P-PTP5
(n3meHeHne nmenn SSID)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# security-mode OWE (
pexum wndpoBaHnst OWE — undpoBaHHOe coeanHeHne 6e3 BBOAa Naposis. B Takom pexvme cMoryT
NOAK/HOUYMNTLCS TOSIbKO K/IMEHTbI Wi-Fi 6)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# save (coxpaHeHve
HaCTPOeK)

—_— e~ o~~~ A~~~
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HacTtpoiika knmeHTa STA ¢ peXxumom 6esonacHocTu WPA-Personal

WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BL100p pexrmva paboTskl yCTPONCTBa)
config):/interface/wlan0/wlan# sta

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB/TL HOBLIN
npodousib. profilel — umsa npodpuns nogknoyeHus K AP. Ana yaaneHus npousis UICNonb3ynte KomaHay
del)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bx/10uUNTH
npodounsib)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WB-3P-PTP5
(n3MeHeHMe MeHn SSID Ans NoAK/UYEHNS K 6ecnpoBOAHOMY MOCTY)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# security-mode

WPA3 (pexxum wmndgposaHns — WPA3)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# key-

wpa password123 (rae password123 — k/104/naposib, HE06X0ANMbI AN NOAKOUYEHWS K TOUKE AOCTyna.
[lnnHa Kn4va Ao/MKHA COCTaBsATh OT 8 10 63 CMMBOJIOB)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# save (coxpaHeHne
HaCTPOeK)

—~ e~ o~~~ o~~~
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PykoBogacTBo no akcnayatauuu WB-3P-PTP5

HacTpolika knmeHTa STA ¢ Enterprise-aBTopusauueii

WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BL100p pexrmva paboTsbl yCTPONCTBA)
config):/interface/wlan0/wlan# sta

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npodunb. profilel — ums npodonna nogxknoueHus K AP. ns yaaneHuns npodnasa NCnonb3ynte kKomaHay
del)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bx/1t0UNTHL
npodousib)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WB-3P-PTP5
(n3MeHeHMe nMmeHn SSID ANns NoAK/UYEHNS K 6ecnpoBOAHOMY MOCTY)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# security-mode
WPA3_1X (pexum wndopoBaHusa — WPA3-Enterprise)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# radius
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius# username user (rge
user — /I0fVH, He0OX0AMMbI ANs aBTopM3aumm Ha RADIUS-cepBepe)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1/

radius# password password (rae password — KN04/nNaposib, HeobxoAnMbI AN aBTopusaunm Ha RADIUS-
cepsepe)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius# save (coxpaHeHve
HaCTPOeK)

—_— e~ o~~~ A~~~
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12.5.4 [ononHuTenbHble HacTpoikn ansa STA

Ha3HaueHue VLAN-ID

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# vlan-id X (rae X — Homep VLAN-ID )

BkntoueHue VLAN trunk

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# vlan-trunk true (Bx/1toueHvie VLAN Trunk. 15 oTKIHOYEHNS
BeeauTe false)

BkntoueHune General VLAN

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# general-vlan-mode true (Bi/1toueHne General VLAN Ha SSID.
[nsa otknoyeHns seeaute false)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# general-vlan-id X (rze X — Homep General VLAN)

99



PykoBogacTBo no akcnayatauuu WB-3P-PTP5

Bbi6op cnocoba npuoputTusaymum

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# priority-by-dscp false (aHa/113 nproputeta 13 nosis CoS
(Class of Service) TermpoBaHHbIX MaKeTOB. 3HAYEHUE MO YMOHYAHMIO: true. B aTOM cnyyae aHannsmpyetcs
npuopuTeT 13 nons DSCP 3aronoBka IP-nakeTa)

HacTtpoiika orpaHMuYeHns LLMPOKOBeLaTeIbHOro Tpadmka

HacTpoliika wevinepa B HanpaBae€HUU OT TOUKM AocTyna AP A0 KnueHTta STA:
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# shaper-bcast-rx

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rae X — maxkcymarnibHas cKopocTb B
KOUT/C NI NakeThbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (sx/toueHne wennepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpoliika wevinepa B HanpaBaeHUN OT KAneHTa STA A0 TOUKM aocTtyna AP:
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# shaper-bcast-tx

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rae X — maxkcymarnibHas cKopocTb B
KOUT/C NI NakeThbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (sx/toueHne wennepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HacTpolika wevinepa B HanpaBaAeHUU OT TOYKM AocTyna AP o0 KnueHTa STA:
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# shaper-mcast-rx

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rae X — makcumasibHas cKopocTb B
KOUT/C NI NakeTbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (Bi/1t0ueHne wennepa. Moxet
npuHUMaTh 3HadeHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOYEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-mcast-rxi# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpolika wevinepa B HanpaBaeHUU OT KAneHTa STA 40 TOUKM gocTtyna AP:
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# shaper-mcast-tx

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rze X — makcvmasibHas CKopocTb B
KOUT/C NN NakeTbl/c)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (Bk/1t0ueHne wennepa. Moxet
npuHUMaTh 3HadeHue: kbps — K6uT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-mcast-rxi# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

100



PykoBogacTBo no akcnayatauuu WB-3P-PTP5

HaCTPOﬁKa orpaHun4yeHusa HeM3BeCTHOIo Tpaq)I/IKa

HacTpolika weiinepa B HanpaBaeHUWN OT KAneHTa STA A0 TOUKM aocTtyna AP:
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# shaper-unknown-ucast-tx

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# value X (rae X — makcumasibHas
CKOpPOCTb B KOUT/C)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# mode kbps (Bx/1toueHve wennepa.
[na otknoueHus seeaute off)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta# save (CoxpaHeHne HacTpoek)

MannuHr VLAN

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# vlan-mapping
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# add namel (rge namel — nms npasuna
mMannuHra. [ns yganeHns npasuna ucnosb3yiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-vlan-id X (rge X — VLAN ID B
Ethernet)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-priority X (rae X — npuopurtet
802.1p npu nepegaye B Ethernet. Bo3amMoXHble 3HaueHus: 0-7, auto. Ecnam npuopuTteT auto uam He
onpeaeneH B AaHHOW onuum — 6yaAeT UCNONb30BaTbCA UCXOAHbI)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-vlan-id X (rze X — VLAN ID BO
WLAN)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-priority X (rae X —
npuopuTeT 802.1p npu nepegadve Bo WLAN. Bo3MoXHble 3HaYeHUs: 0-7, auto. Ecnn npuoputeT auto wan He
onpeaeneHd B AaHHOW onuun — 6yaAeT UCNONb30BaTbCA UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping# enable true (Bx/1t0ueHve vian-mapping. [na
oTkNtoueHust Beeaunte false)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping# save (coxpaHeHve HacTpoek)

© B koHurypauum vian-mapping ecTb npegyctaHoBieHHoe npasuno — default-rule. OHo ucnonb3yeTcs
Ana nameHeHus npuoputeta 802.1p n ouepegn WMM Bcex naketos, Homep VLAN KOTOpbIX He
MoAXOAUT NOA 3a/iaHHble NoNb30oBaTeneM npasuia.
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

HacTtpoiika default-rule

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# vlan-mapping
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping# default-rule
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule# eth-priority X (rze X — npnoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule# wlan-priority X (rze X —
nproputet 802.1p npn nepegade Bo WLAN. Bo3aMoXHble 3Ha4YeHuMs: 0-7, auto. ECv npuopuTeT auto nam He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule# wmm-queue X (rge X — ouepesb
WMM a5 gaHHoro npaswuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpegeneHa B AaHHOW onuun, To 6yaeT aHaIM3npoBaTbcs npuoputeT DSCP B NakeTe)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule# enable true (BxktoueHve default-
rule. na oTknoveHus seeaute false)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule# save (coxpaHeHne HacTpoek)
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PykoBOACTBO No akcnyatauum WB-3P-PTP5

Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# mac-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule# add name1l (rge namel — umvs npasuia
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-apec UCTOYHMKa nnu AP (moapobHee 0 HacTpoiike MAC-aapecoB B NOACKa3Ke
HWKe). Ecnu napameTp He 3adaH, in ero 3HaueHne SABASIETCS NyCTOM CTPOKOW, TO OH He ByaeT
MCMOoJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aapec nonyyartenst unm AP (nogpo6Hee 0 HacTpolike MAC-apecoB B NoJckaske
HWKe). Ecnu napameTp He 3adaH, Uin ero 3HaueHne SBASIETCS NyCTOM CTPOKOW, TO OH He 6yaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wlan-priority X (rge X — npuopurtet
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# eth-priority X (rne X — npuoputet
802.1p npu nepepaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecam npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/toueHve mac-priority. [1ns
oTKNtoveHns seegute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority# save (CoxpaHeHne HacTpoek)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# mac-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule# add name1l (rge namel — umvs npasuia
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (roe
XXXXXX:XX:XX: XX — MAC-apec UCTOYHMKa nnu AP (moapobHee 0 HacTpoiike MAC-aapecoB B NOACKa3Ke
HWKe). Ecnu napameTp He 3adaH, Uin ero 3HaueHne SBASIETCS NyCTOM CTPOKOW, TO OH He 6yaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-agpec nonyyartensi uam AP (nogpo6Hee 0 HacTpolike MAC-apecoB B NoJckaske
HWKe). Ecnu napameTp He 3adaH, Uin ero 3HaueHne SBASIETCS NyCTOM CTPOKOW, TO OH He 6yaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wmm-queue X (e X — ouepesb
WMM a5 gaHHOro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/toueHve mac-priority. 114
oTKNtoveHns seeaute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/mac-priority# save (CoxpaHeHne HacTpoek)
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PykoBogacTBo no akcnnyatauum WB-3P-PTP5

o [nsa nakeTos, naywmx no Hanpaenexuto ot AP k STA, napameTp src-mac — MAC-agpec AP, dst-mac —
MAC-agpec nonyvarens.
[na naketos, naywmx no HanpaeneHuto ot STA Kk AP, napameTtp sre-mac — MAC-agpec UCTOUYHUKA,
dst-mac — MAC-agpec AP.

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# ip-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rze namel — 1va npasuia
npuoputusauun no IP. 19 yaaneHns npaBuia ncnob3yiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNn ero 3HaYeHne SBASIETCS NYCTOM CTPOKOW, TO OH He GyaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wlan-priority X (roe X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amMOXHble 3Ha4eHus: 0-7, auto. ECn NpUopUTET auto UM He onpeaeseH
B JAaHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# eth-priority X (rae X — npuoputer
802.1p npu nepegaue B Ethernet. Bo3amoxHble 3HaYeHus: 0-7, auto.Ecam npuoputeT auto unim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/1t0ueHve ip-priority. /14
oTKNtoveHns seegute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeH1e HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# ip-priority
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority# rule
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rze namel — 1va npasuia
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wmm-queue X (rge X — ouepegb WMM
AN gaHHOro npasuia. Bo3amoxHble 3HaueHus: bk, be, vi, vo, autoe. Ec/in ouepep auto He onpeaeneHa B
[AHHOM onumn, To OyaeT aHa/IM3MpoBaTbCcs npuopuTeT DSCP B nakete)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/toueHyve ip-priority. /14
oTKNtoveHns seeaute false)

WB-3P-PTP5(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHVe HacTpoek)
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© Ecnv naket nonagaet 04HOBPEMEHHO nog 6onee Yyem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuopuTeTa TMna npasun, rae 1 — MUHUMasTbHbIN NpuopuTeT, 100 — MakCcUMasibHbIi
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WB-3P-PTP5(config):/interface/wlan0/wlan/sta# priority-order
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/priority-order# mac X (rae X — npruoputeT JaHHOro rnpasusia.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunid NpuopuTeT MMEET 3HayveHne 100)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/priority-order# ip X (rge X — npuopuTteT faHHOro npasusia.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunia NpuoputeT MMEET 3HayveHne 100)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/priority-order# vlan X (rae X — npuoputeT gaHHOro npasuna.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunia TpuoputeT MMEET 3HayveHne 100)
WB-3P-PTP5(config):/interface/wlan0/wlan/sta/priority-order# save (coxpaHeHne HacTpOek)

12.6 HacTtpoiika LoopBack Detection

© Hactpoiika dhyHKLUMOHaNa AOCTYMHA TOMLKO B pexumMe ycTpoiicTea "STA".

€ B cnyuae o6HapyXeHUS NET/IM HA HUKECTOSILLEM 060pyA0BaHUM, YCTPONCTBO GrokupyeT Ethernet-
NHTEepdeinc Ha 3aaHHoe B KOHMrypauumn spemsi.

Ecnn doyHKLMOHan BkAoueH, STA NpoBepseT Hasmume neTeslb Ha HKECTOSLEM 060pyA0BaHUN U, B C/yvae UX
06HapyeHusi, 6nokmpyet Ethernet-nHtepdpelic Ha 3agaHHOe B KOHIUrypaumm ycTpoiicTea Bpemsi. Hanmune
neTenb NPOBEPSETCSA C MOMOLLbIO OTNPaBKM cneymanbHbix naketoB B LAN-CeTb ¢ agpecom HazHauYeHus
¢f:00:00:00:00:00.

HacTpoliika LoopBack Detection

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# loopback-detection

WB-3P-PTP5(config):/loopback-detection# interval X (rae X — uHTepsan BpeMeHn Mexzay OTnpasKol NakeTos
0OHapyXeHUs NeTsin)

WB-3P-PTP5(config):/loopback-detection# recovery-timer X (r7e X — Bpewms, B TedyeHne kotoporo Ethernet-
NHTepderic byaet 3ab/10KMpPOBaH)

WB-3P-PTP5(config):/loopback-detection# vlan-id X (rae X — meTka VLAN ID, koTopas ByaeT HaBelunBaTbCs
Ha NPoBepPOoYHbIe NakeTbl. BO3MOXHbIE 3Ha4YeHUst: 0-4094)

WB-3P-PTP5(config):/loopback-detection# enabled true (Bx/1t0ueHve LoopBack Detection. [1ns oTkH04eHNS
BeeguTe false)

WB-3P-PTP5(config):/loopback-detection# save (coxpaHeHve HacTpoek)
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12.7 Hactpoiika BPDU-cbunstpa

HacTtpoiika dounbtpauymmn BPDU-nakeToB AnAa uHtepceiica wlan0

WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

WB-3P-PTP5(config):/interface# wlan0

WB-3P-PTP5(config):/interface/wlan0# common

WB-3P-PTP5(config):/interface/wlan0/common# bpdu-filter true (Bx/1t0ueHvie BPDU. [119 OTK/IO4EHNA
BBeauTe false)

WB-3P-PTP5(config):/interface/wlan0/common# save (coxpaHeHVe HacTpoek)

—_— e~~~

HacTtpoiika domnsrpaumm BPDU-nakeToB AnA uHtepdeiica etho

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# eth0

WB-3P-PTP5(config):/interface/eth0# common

WB-3P-PTP5(config):/interface/eth0/common# bpdu-filter true (Bkt0ueHne BPDU. /19 OTK/IHOHEHNA BBEAUTE
false)

WB-3P-PTP5(config):/interface/eth0/common# save (coxpaHeHvie HacTpoek)

12.8 OrpaHunyeHune konmyecTBa nsyveHHolx MAC-agpecos

OrpaHuyeHune KonnmyecTBa U3yyeHHbIX MAC-agpecoB

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# mac-learning

WB-3P-PTP5(config):/mac-learning# enabled true (Bk/110ueHVIE OrpaHuyeHnsa KonmyecTsa u3yvyeHHbIx MAC-
agapecos. Mo ymonyaHuto: false)

WB-3P-PTP5(config):/mac-learning# mac-learning-limt X (rne X — rno6asibHoe orpaHnyeHmne uncria MAC-
afapecoB (Wi-Fi + Ethernet). Bo3MOXHbIe 3Ha4eHust: 1-2048. o ymonyaHuio: 2048, He pekoMeHayeTcs
MEHSTh)

WB-3P-PTP5(config):/mac-learning# wifi-mac-learning-limit X (rqe X — orpaHuyenne uicna MAC-agpecos
CO CTOPOHBbI Wi-Fi. BO3MOXHble 3HauYeHus: 1-2048. Mo ymon4yaHuto: 2048)
WB-3P-PTP5(config):/mac-learning# eth-mac-learning-limit X (rie X — orpaHnyeHne yncna MAC-agpecos co
CTOPOHbI Ethernet. Bo3MOXHbIe 3HaUYeHus: 1-2048. o ymoyaHuio: 2048)
WB-3P-PTP5(config):/mac-learning# drop-unknown-unicast-src true (Bk/1l0UeHVe 3anperta nepegauin
Tpadmka oT yCTPOonCTB, MAC-agpeca KOTOpbIX Obl/IN HE N3y4YeHbl 13-3a NPEBbLILLEHUS Kakoro-nmoo
orpaHunyeHns nsyveHHbix MAC-agpecoB. Anda oTkoyeHnsa seeuTte false)
WB-3P-PTP5(config):/mac-learning# drop-unknown-unicast true (Bk/1l0ueHve 3anpeTa nepegadn Tpaduka
Ha Heunsy4deHHble MAC-agpeca (TosbKo unicast). Ana oTkaoyeHnsa seeguTe false)
WB-3P-PTP5(config):/mac-learning# save (coxpaHeH/e HacTpoek)
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12.9 W3meHeHune pasmepa MTU Ha nHTepdhelicax

HacTpoiika BCTpeYHOro yCTpOoCTBa BbINO/HAETCS aHa10MM4YHO.

N3meHeHue pasmepa MTU Ha uHTepdeiicax

WB-3P-PTP5
WB-3P-PTP5

root):/# configure

config):/# interface

WB-3P-PTP5(config):/interfacet# eth0

WB-3P-PTP5(config):/interface/eth0# common

WB-3P-PTP5(config):/interface/eth0/common# mtu X (ra1e X — pasvep MTU B 6aiiTax. BO3MOXHbIE 3HaYeHus:
68-2000. o ymonyaHmio: 1500)

WB-3P-PTP5(config):/interface/eth0/common# save (coxpaHeHVe HacTpoek)

—_— e~~~

© 3Hauenve MTU Ha uHTepdpeiicax br0, nas0 BbiCTaBNSETCS aBTOMATNYECKM, B COOTBETCTBUM CO
3HayeHnem Ha eth0. 3HaveHne MTU Ha nHTepderice wlan0 comkcrpoBaHHoe 1 pasHo 2000.

12.10 CuctemMHble HACTPOIKK

12.10.1 O6HoBneHue MO ycTpoincTBa

OGHoBneHue MO Touku goctyna no TFTP

WB-3P-PTP5(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa><Ha3BaHue caiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WB-3P-PTP5-2.2.2_build_X.tar.gz)
WB-3P-PTP5(root):/# firmware upgrade

O6HoBneHue MO Toukn goctyna no HTTP

WB-3P-PTP5(root):/# firmware upload http <URL gnsa ckaumBaHua daiina MO> (npuvep: firmware
upload https://eltex-co.ru/upload/iblock/c41/WB-3P-PTP5-2.2.2_build_X.tar.gz)
WB-3P-PTP5(root):/# firmware upgrade

MepekntovyeHue Ha pe3epBHYIO0 Bepcuio MO Toukn goctyna

WB-3P-PTP5(root):/# firmware switch

12.10.2 YnpaBneHue KoHUrypaumeii ycTpoictea

C6pocC KOHhUrypaumm ycTpoiicTeBa B AecOo/ITHOEe COCTOsIHUE Ge3 CoOXpaHeHUsi NapaMeTpoB
Joctyna

WB-3P-PTP5(root):/# manage-config reset-to-default
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C6poc koHurypayum yctpoiictea B Aetho/NTHOe COCTOSAHUE C COXpPaHeHUeM napameTpoB goctyna

WB-3P-PTP5(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypaLMoHHbIii chaiin ycTpoiictea Ha TFTP-cepBep

WB-3P-PTP5(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

3arpysuTb KOH(IUrypaLuuoHHblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WB-3P-PTP5(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue haiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WB-3P-PTP5(root):/# manage-config apply (npumeHeHne KoHdurypawmm Ha 6ecrnpoBofgHOM MoCTe)

12.10.3 KOHTPO/b AOCTYNHOCTM

KoHTponb gocTtynHocTu (ping watchdog) nossonsiet onpegenvts OTCYTCTBUE CBSI3HOCTY U Nepesarpy3unTtb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npovcxoaut nepesanyck DHCP-knveHTa Ha Tekywem WAN-uHTepderice.

HacTpolika ping watchdog

WB-3P-PTP5(config):/ping-watchdog# enable true (Bk/it0ueHne KOHTPONA AOCTYNHOCTU. [10 yMONYaHNIO:
false)

WB-3P-PTP5(config):/ping-watchdog# host X.X.X.X (rae X.X.X.X — IP-agpec nonyyarens ICMP-3anpocos)
WB-3P-PTP5(config):/ping-watchdog# ping-interval X (rne X — Bpewms B cekyHax, Yepes KkoTopoe byaet
otnpasneH ICMP-3anpoc nocne nosnyyeHus ICMP-oTBeTa Wiv NPUHATUA pPeLLeHNss O TOM, YTO NpeablayLLnii
ICMP-3anpoc okasasics HeygayuHbIM. [lonycTuMble 3HaveHns: 60-86400. Mo ymonyaHumto: 300)
WB-3P-PTP5(config):/ping-watchdogi# startup-delay X (r1e X — Bpems B cekyHzax rnocse Bk/I0HeHns
YCTpOWCTBa UNn npegblayLlero cpabarbiBaHus, B TeHEHE KOTOPOro KOHTPO/1b AOCTYMHOCTU He ByaeT
pabotartb. JonycTumble 3Ha4yeHuns: 60-86400. o ymonyaHuto: 300)

WB-3P-PTP5(config):/ping-watchdog# ping-timeout X (r1e X — Bpems B cekyHaax, B TeYeHne KOToporo
oxuaaetcst ICMP-0TBET Ha OTnpaB/eHHbI ICMP-3anpoc. Ecnn no nctevyeHnmn spemenmn ICMP-0TBET He
nostyvyeH, To ICMP-3anpoc cuntaeTca HeyaadHbIM. JonycTumMble 3HavYeHns: 1-10. o ymon4aHuio: 1)
WB-3P-PTP5(config):/ping-watchdog# max-retry X (rge X — makcumanibHoe KOMYecTBO HeyaadHbix ICMP-
3anpocos. Ec/n KonnyecTBo HeygauHbixX ICMP-3anpocoB AOCTUTAET YKasaHHOro YMca, TO BbIMOIHAETCA
3aflaHHoe aeicTeue. onycTuMble 3HadeHns: 1-86400. o ymonyaHuio: 3)
WB-3P-PTP5(config):/ping-watchdog# action X (e X — gevicteue. BosamoxHble 3HaqeHns: device-restart —
nepesarpyska yCTpoicTBa — B C/lydae HeJOCTYNHOCTY 3aZlaHHOro ping-cepBepa nponsonaet
nepesarpyska ycTpoiicTea,; ethernet-restart — nepesanyck ethernet uHTeperica — B criyvae
HeLOCTYNHOCTY 3aZlaHHOIO0 ping-cepBepa nponsonaeT nepesanyck Ethernet-nHTepdeiica ycTpoicTsea;
wireless-restart — nepesanyck 6ecnpoBofHOro nHTepgeca — B ciydyae HeOCTYNHOCTUN 3a4aHHOr0 ping-
cepBepa npoulonaet nepesanyck 6ecnpoBoAHOro MHTepdenca yCTponcTea)
WB-3P-PTP5(config):/ping-watchdog# save (coxpaHeHve HacTpoek)
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12.10.4 Mepesarpyska ycTpoicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WB-3P-PTP5(root):/# reboot

12.10.5 HacTtpolika pexvmMa ayTeHTUdmnKaLmm

YCTpPONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YaannTb AaHHYH0 YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXXE KOMaHA,

N3meHeHue napons Ansa yyetHoii 3anucu admin

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# authentication

WB-3P-PTP5(config):/authentication# admin-password <HoBbIV naponb Ana yyeTHou 3anucu admin>
(0T 1 00 64 CMMBO/I0B, BK/1KOYAsA NTAaTUHCKNE BYKBbI U LINGIPBbI)

WB-3P-PTP5(config):/authentication# save (coxpaHeHne HacTpoek)

MimeeTcsa BO3MOXHOCTb CO34aTb AOMNOHUTENbHbIX NO/Ib30BaTesNein /18 NOKa/IbHON ayTEHTUINKALIMN, a Takxe
ayTeHTudgukauymm yepes RADIUS.

© HosbiM nonb3oBaTENAM JOMKHA BbITh HA3HAYEHA OfHA U3 ABYX poneil:
admin — nonb3oBaTe/b C TAKOI Ponbio BYAET UMETH MOJHBIV AOCTYN K KOHUIYPUPOBAHMIO U
MOHUTOPUHTY YCTPOICTBA;
viewer — no/ib30BaTe/lb C Takoi Posbio ByAeT UMETb [OCTYN TOMLKO K MOHUTOPWHIY YCTPOCTBA.

Co3saaHune AonoHUTEbHbIX NOMb30BaTe el BbINO/THAETCS CNeayoLWMN KOMaHdaMu:

JoGaBneHne HOBbIX NOJsIb30BaTesNei

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# authentication

WB-3P-PTP5(config):/authentication# user

WB-3P-PTP5(config):/authentication/user# add userX (rze userX — vms HOBOW y4eTHOM 3anucn. [ns
yaaneHusa ncnonb3yinte komaHay del)

WB-3P-PTP5(config):/authentication/user# userX

WB-3P-PTP5(config):/authentication/user/userX# login userX (re userX — 1ms HOBOW Y4ETHOM 3anucu)
WB-3P-PTP5(config):/authentication/user/userX# password <[aponb Ana y4eTHO 3anmucu userX> (0T 1 /10
64 CMMBOJIOB, BK/1l0Yas slaTUHCKME BYKBbl 1 Undopbl)

WB-3P-PTP5(config):/authentication/user/userX# role admin (nosib30Bateso BhLIAAKTCA Npasa Ha
KOH(purypupoBaHue. Bo3MOXHO€e 3HaUYeHNe: viewer — Y4ETHOWN 3anncu 6yaeT AOCTYMNEH TObKO
MOHUTOPWHT)

WB-3P-PTP5(config):/authentication/user/userX# save (coxpaHeHne HacTpoek)

[nsa ayteHTudomkauum yepes RADIUS-cepep HEO6X0AMMO HACTPOUTL NapaMeTpbl 4OCTyna K Hemy.
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HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# authentication

WB-3P-PTP5(config):/authentication# radius

WB-3P-PTP5(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepBepa)
WB-3P-PTP5(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIN
MCNOMb3YEeTCA A8 ayTEHTUdINKaLMK 1 aBTopusaumun. Mo ymonyaHmio: 1812)
WB-3P-PTP5(config):/authentication/radius# auth-password secret (e secret — ko4 1719 RADIUS-cepBepa,
MCNO/Ib3yEMOr0 ANS ayTeHTUmKauumn n astopmsauunn)

WB-3P-PTP5(config):/authentication/radius# exit

WB-3P-PTP5(config):/authentication# radius-auth true (Bk/1l0ueHNE pexxnma ayTeHTugrKaLmm yepes
RADIUS-cepBep. Ana oTkitoyeHnsa seeguTe false)

WB-3P-PTP5(config):/authentication# save (coxpaHeH/e HacTpoek)

—_— e~~~ —~

o Mpwn ayteHTUbmkaymm yepes RADIUS-cepBep HEOOX0AMMO CO34aTb NTOKa/TbHYHO YHETHYHO 3aMnuch,
KoTopasi 6yaet aHasiormyHa yyetHoi 3anmcu Ha RADIUS-cepBsepe.
Mpy 3TOM B /I0Ka/IbHOW YYETHOW 3anucy 06513aTeNibHO Ao/MKHA ObITh YKasaHa posib, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecnv RADIUS-cepBep okaxeTcs HefoCTyneH, ayTeHTUgMnKaLmsa npoiaeT no S10KasibHOM
YYETHOM 3anuncu.

12.10.6 HacTpoiika DCHP-snooping

KomaHpabl ansa HacTpoiiku DHCP-snooping

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# dhcp-snooping

WB-3P-PTP5(config):/dhcp-snooping# enable true (Bk/itoueHe DHCP-snooping. /15 OTK/THOUEHNS
BeeguTe false)

WB-3P-PTP5(config):/dhcp-snooping# vlan (HacTpoiika DHCP-snooping An1s TErMpoBaHHOIo Tpadinka)
WB-3P-PTP5(config):/dhcp-snooping/vlan# add vlan-group (rze vian-group — vims rpynnesl VLAN, 415 KOTOPOU
oynet pabotarb DHCP-snooping)

WB-3P-PTP5(config):/dhcp-snooping/vlan# vlan-group
WB-3P-PTP5(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rie X — Homep VLAN, Y-Z — avanasoH
VLAN, KoTOpble 6yayT BXOAWTb B rpynny vlan-group 1 Ans Kotopbix 6yaeTt padotat DHCP-snooping.
Mpumep KoHurypauum nepeynsa VLAN: vid '10;100-110')
WB-3P-PTP5(config):/dhcp-snooping/vlan/vlan-group# exit

WB-3P-PTP5(config):/dhcp-snooping/vlan# exit

WB-3P-PTP5(config):/dhcp-snooping# untag true (BktoueHe DHCP-snooping A/15 HETErNMPOBaHHOIO
Tpadomka. Ans oTktodueHns seeguTe false)

WB-3P-PTP5(config):/dhcp-snooping# save (coxpaHeHne HacTpoek)

© Mo ymonuaHuio AoBEPEHHBIM NOPTOM CUMTaeTCs ToNbKO ethO.
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12.10.7 HacTpoiika gatbl  BpemMeHu

KomaHabl ANsi HACTPOIKM CUHXPOHU3ALUKM BPEMEHU C cepBepom NTP

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# date-time

WB-3P-PTP5(config):/date-time# mode ntp (Bk/itoueHne pexviva paboTel ¢ NTP. BO3MOXHOE 3HaYeHune:
manual — ycTaHOBKa BPEMEHMN BPYUHYH))

WB-3P-PTP5(config):/date-time# ntp

WB-3P-PTP5(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepeepa)
WB-3P-PTP5(config):/date-time/ntp# alt-servers (ycTaHOBKa A0MoNHNTE bHLIX NTP-cepsepos)
WB-3P-PTP5(config):/date-time/ntp/alt-servers# add <lomeHHOe ums/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosgaHve pasaena KoHgurypaumm oononHntTenbHoro NTP-cepeepa. MakcumasibHoe
KonnyecTBo: 8. [N yaaneHnsi ucnosnbayrite komaHay del)
WB-3P-PTP5(config):/date-time/ntp/alt-servers# exit

WB-3P-PTP5(config):/date-time/ntp# exit

WB-3P-PTP5(config):/date-time# common

WB-3P-PTP5(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBka
BPEMEHHOW 30HbI)

WB-3P-PTP5(config):/date-time/common# save (coxpaHeHne HacTpoek)

12.10.8 [ononHuTenbHble HACTPOKM CUCTEMBI

M3meHeHMe nMeHu ycTpoiicTBa

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# system

WB-3P-PTP5(config):/system# hostname WB-3P-PTP5_2 (re WB-3P-PTP5_2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXET cogepxartb OT 1 40 63 CUMBOJIOB: IATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, Lnpbl,
3HaK gednc «-» (aedmnc He MOXET ObITb NOCMeAHNUM CUMBO/IOM B UMeHM). Mo ymonyaHuio: WB-3P-PTP5)
WB-3P-PTP5(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacmueckoro gomeHa

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# system

WB-3P-PTP5(config):/system# ap-location ap.test.root (re ap.test.root — foMeH y3na fepeBa YCTPOUCTB
cucTeMbl ynpasneHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WB-3P-PTP5(config):/system# save (CoOxpaHeHne HacTpoek)
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N3meHeHune Radius NAS-ID

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# system

WB-3P-PTP5(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
naeHTudmkaTop gaHHon T/. MNapameTp npeaHasHayeH a8 naeHTudmkaumm yecTponcTea Ha RADIUS-
cepBepe, B ciiyvyae ecnuv RADIUS oXnaaeTt 3HaudeHne, oT/im4Hoe ot MAC-agpeca. Mo ymonyaHuio: MAC-

appec T/)
WB-3P-PTP5(config):/system# save (COxpaHeHne HacTpoek)

HacTpoliika LLDP

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# lldp

WB-3P-PTP5(config):/lldp# enabled true (BxktoueHve doyHkumoHana LLDP. [1a oTkioveHns seeaute false.
Mo ymonuyaHuto: true)

WB-3P-PTP5(config):/lldp# tx-interval X (rae X — n3meHeHue neproga oTnpasku LLDP-cO06LEeHWA.
Bo3mMoXxHble 3Ha4eHus: 1-86400. Mo ymonyaHuto: 30)

WB-3P-PTP5(config):/lldp# system-name WB-3P-PTP5_reserv (re WB-3P-PTP5_reserv — HOBOE 1M
ycTpolictea. Mo ymonyaHuto: WB-3P-PTP5)

WB-3P-PTP5(config):/lldp# save (coxpaHeHve HacTpoek)
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12.117 MOHUTOPUHT

12.11.1 BecnpoBoaHoOW KaHan

BbIBOZI MOHUTOPWHIA COCTOSIHISA 6ECNPOBOAHOIO KaHasia co CTOPOHbI AP:

WB-3P-PTP5(root):/# monitoring wireless-peer

index

hw-addr

interface

rfid

wid

band

serial-number
eltex-board-type
eltex-firmware-version
factory-mac

state

fbwa-mode

ssid

ip-addr

hostname
dhcp-request-status
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi

max-rssi-1
max-rssi-2

max-rss-i

snr-1

snr-2

snr

noise-1

noise-2

noise

rssi-remote-1
rssi-remote-2
rssi-remote
snr-remote-1
snr-remote-2
snr-remote
link-quality-remote
memory-usage-remote
cpu-usage-remote
tx-retry-ratio-remote
rx-retry-ratio-remote
noise-remote-1
noise-remote-2
noise-remote
tx-rate

0
ec:bl:e0:2d:al:00
wlan0

-1

-1

5

WP5B0O00025
WB-3P-PTP5
2.2.2 build X
EC:B1:E0:2D:A1:00
ASSOC AUTH_SUCCESS
ptp-sta
WB-3P-PTP5-test
192.168.1.15
WB-3P-PTP5-STA
obtained

0

0

0

0

-48

-33

-48

-46

-30

-30

42

42

42

-90

=75

=75

-55

-41

-55

40

40

40

100

46

1

0

0

-84

-81

-84

HE NSS2 MCS11 LGI 243.8
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tx-rate-numeric | 243.8

rx-rate | HT MCS 0 LGI 6.5

rx-rate-numeric | 6.5

rx-bw-all | 26M

tx-bw | 26M

rx-bw | 26M

uptime | 00:08:48

mfp | false

wireless-mode | ax

perftest-capable | true

snr-rssi-capable | true

link-quality | 100

link-quality-common | 100

tx-retry-ratio | ©

rx-retry-ratio | ©

actual-tx-rate | ©

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | ©

actual-rx-pps | ©

shaped-rx-pps | ©

link-capacity | 100

multicast-groups-count | 1

using-802.11r | no

using-802.11k | no

using-802.11v | yes

twt-support | none

name | ©
Counter Transmitted Received
Total Packets: 294 218
TX success: 100
Total Bytes: 26747 712206
Data Packets: 251 176
Data Bytes: 23623 710054
Mgmt Packets: 43 42
Mgmt Bytes: 3124 2152
Dropped Packets: 0 0
Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received
mcse 0 | 0% 17 | 9%
nss2-mcs7 0 | 0% 2 | 1%
nss2-mcs8 47 | 18% 39 | 22%
nss2-mcs9 159 |  63% 69 | 39%
nss2-mcslo 21 | 8% 16 | 9%
nss2-mcsll 24 | 9% 33 | 18%

| Multicast groups | Clients
| MAC | 1P | Count | IP

PykoBogacTBo no akcnnyatauum WB-3P-PTP5

114



BbIBOA, MOHUTOPUHIA COCTOAHNA 6ECNPOBOAHOI0 KaHasia co CTOPOHbI STA:

WB-3P-PTP5(root):/# monitoring wireless-peer

index

hw-addr
interface

rfid

wid

band

state

frequency
fbwa-mode
serial-number
eltex-board-type
eltex-firmware-version
factory-mac

ssid

ip-addr

hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi

max-rssi-1
max-rssi-2
max-rss-i

snr-1

snr-2

snr

noise-1

noise-2

noise
rssi-remote-1
rssi-remote-2
rssi-remote
snr-remote-1
snr-remote-2
snr-remote
link-quality-remote
memory-usage-remote
cpu-usage-remote
tx-retry-ratio-remote
rx-retry-ratio-remote
noise-remote-1
noise-remote-2
noise-remote
tx-rate
tx-rate-numeric
rx-rate
rx-rate-numeric
rx-bw-all

tx-bw

0
ec:bl:e@:2d:al:fo
wlan®

-1

-1

5

ASSOC STATION
5180

ptp-ap
WP5B0O0O0040
WB-3P-PTP5
2.2.2 build X
EC:B1:EQ:2D:Al1:F0O
WB-3P-PTP5-test
192.168.1.20
WB-3P-PTP5-AP
0

0

0

0

-55

-40

-55

-47

-36

-36

41

41

41

-96

-81

-81

-47

-31

-47

41

41

41

100

46

1

0

0

=75

=72

=75

HE NSS2 MCS11 LGI 243.8
243.8

HT MCS 0 LGI 6.5
6.5

20M

20M
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rx—bw

uptime

mfp

wireless-mode
perftest-capable
snr-rssi-capable
link-quality
link-quality-common
tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count

using-802.11r no

using-802.11k no

using-802.11v no

twt-support none

name (0]

Counter Transmitted Received
Total Packets: 629 4904
TX success: 100
Total Bytes: 701651 1269358

Data Packets: 547 102

Data Bytes: 698441 29128

Mgmt Packets: 82 4802

Mgmt Bytes: 3210 1240230
Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

mcs@ 0 | 0% 17 |  16%
nss2-mcs7 0 | 0% 2 | 1%
nss2-mcs8 140 | 25% 22 | 219%
nss2-mcs9 299 | 54% 40 | 39%
nss2-mcslo 61 | 119% 10 | 9%
nss2-mcsll 47 | 8% 11 |  10%

| Multicast groups | Clients
| MAC | 1P | Count | IP

20M
00:09:46
false

ax

true
true

100

100

[cl ol ool oM ool

100 (not changed)
1
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12.11.2 VHdopmauus 06 ycTpoiicTee

WB-3P-PTP5(root):/# monitoring information

system-time 10:11:07 25.04.2025

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

03:31:02
WB-3P-PTP5
2.2.2 build X
2.2.2 build X
2.2.0 build X
49

120

117

237

1.2

1.22

false

Eltex

Wireless Bridge
WB-3P-PTP5
WB-3P-PTP5
EC:B1:EQ:XxX:XX:XX
EC:B1:EQ:XxX:XX:XX
WP5C000030

1vo

false

false

firmware update
false
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12.11.3 CeteBad nHgopmauus

WB-3P-PTP5(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | ec:bl:e®:xx:xx:xx
rx-bytes | 38604853
rx-packets | 519072
tx-bytes | 17376843
tx-packets | 101871
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

WB-3P-PTP5(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 38612981
rx-packets: 519188
tx-bytes: 17381155
tx-packets: 101899

WB-3P-PTP5(root):/# monitoring arp

# IP MAC
0 192.168.1.1 02:00:48: XX XX XX
1 192.168.1.151 2c:fd:ralixx:ixx:xx

WB-3P-PTP5(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 uG bro
192.168.1.0 0.0.0.0 255.255.255.0 U bro
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WB-3P-PTP5(root):/# monitoring lldp

System capability legend:
B - Bridge; R - Router; W - Wlan Access Point; T - Telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater; O - Other;
Port Device ID Port ID System Name Capabilities TTL

etho 50:eb:e3:xx:xx:Xxx 50:eb:e3:xxiXx:xXx PC-16487 B,W,R,H 120

12.11.4 BecnpoBoaHble MHTEPIENCHI

WB-3P-PTP5(root):/# monitoring radio-interface

name | wlanoe
rfid | ©

status | on

band | 5 GHz
hwaddr | EC:Bl:EO:xXX:XX:XX
tx-power | 27 dBm
connection status | AP mode
operation mode | ap-ptp
noise-1 | -93 dBm
noise-2 | -93 dBm
channel | 36
frequency | 5180 MHz
bandwidth | 20 MHz
utilization | 32%

mode | ax
thermal | 51
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12.11.5 >KypHan cobbITuit

WB-3P-PTP5(root):/# monitoring events

PykoBogacTBo no akcnnyatauum WB-3P-PTP5

Apr 25 10:21:07 WB-3P-PTP5 daemon.info configd[171]: The AP running configuration was
updated successfully by admin
Apr 25 10:21:07 WB-3P-PTP5 daemon.info configd[171]: The AP startup configuration was
updated successfully by admin

Apr 25 10:22:01 WB-3P-PTP5 user.info monitord: start spectrum analyzer on 1interface 'wlan0'

Apr 25 10:22:57 WB-3P-PTP5 user.info monitord: spectrum analyzer on interface 'wlano'

finished

Apr 25 10:23:38 WB-3P-PTP5 daemon.info scanwlan[1320]: start scan on 1interface 'wlano'
Apr 25 10:26:36 WB-3P-PTP5 daemon.info scanwlan[1320]: scan on interface 'wlan®' finished

Apr 25 10:28:44 WB-3P-PTP5 daemon.info monitord[596]: event:
mac: EC:B1l:EQ:2E:68:50 ssid:
-31 location: 'root'

192.168.1.20 mac:

auth-method:

"WB-3P-PTP5'

EC:B1:E0:2E:68:50 ssid:

-22 rssi-2: -19 location: 'root'

12.11.6 CkaHupoBaHue achmpa

interface:
'Personal' captive-portal:
Apr 25 10:35:17 WB-3P-PTP5 daemon.info monitord[596]: event:
'WB-3P-PTP5"

reason: 4 description:

interface:
'Inactivity'

'authenticated'
wlan@ channel:

'disabled'

ip: 0.0.0.0

1 rssi-1: -43 rssi-2:

'deauthenticated by AP' Aip:

wlan@ channel: 1 rssi-1:

€ Bo Bpems ocylecTBNEHUSA CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTBa 6yAeT OTK/OUEH, UTO

NpVBEAET K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi knneHTa Bo BpEMSI CKaHMPOBaHNS.

WB-3P-PTP5(root):/# monitoring scan-wifi

default-ssid
test_acl-5
12L_portal
WEP-200L_5GHz-6
pers_200L
test_802_11k
WB-3P-PTP5

PTP

Security
wpa2-1x
of f

of f

of f

wpa2

of f

of f

BSSID

Channel RSSI, dBm

36
36
36
36
44
36
36

-87
-78
-69
-78
-63
-86
-89

Bandwidth, MHz

80
20
20
80
40L
20
20
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12.11.7 CnekTtpoaHasim3arop

CnekTpoaHasM3aTop npefocTasnaeT MHpopmMaLmio 0 3arpy>eHHOCTH KaHaoB. Bpemsa aHanmsa Bcex
pagnokaHasioB guanasoHa CoCcTas/IAeT NPUMEPHO 1,5 MUHYTHI.

€@ Bo Bpems pa6oTbl cnekTpoaHanusaTopa NPoOUCXOAUT OTKoUeHNe kaneHTa STA. KAneHT noaxoumTes
CHOBa TOJIbKO TOrAa, Korga CneKkTpoaHam3aTop 3aKOHUMT CBOK PaboTy.

B pesynbrate paboThbl CeKTpoaHanM3aTopa B KOHCO/b 6yeT BblAaHa MH(OPMALIMS O 3arpy3Ke Kaaoro
KaHana (B npoueHTax):

WB-3P-PTP5(root):/# monitoring spectrum-analyzer

Channel| CCA

32| 17%
33] 1%
34| 8%
35| 6%
36| 24%
37| 9%
38| 16%
39| 27%
40| 17%
41| 12%
42| 8%
43| 12%
44| 5%
45| 10%
46| 6%
47| 15%
48| 9%
49| 8%
50| 5%
51| 4%
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13 BcrnomoraTte/ibHble YTUINTbI

13.1 YT1unuta perftest

Ytunuta perftest BbINoNHAET BCTPOEHHYO NPOBEPKY CKOPOCTU pagnokaHasa.

HacTpoliika perftest

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# perftest

WB-3P-PTP5(config):/perftesti# server-ip X.X.X.X (rae X.X.X.X — IP-agpec, KOTopbI ByaeT HasHayeH
NHTEepdecy BCTPEYHOro yCTPONCTBA Ha BPEMS BbINOSIHEHUSA TecTa. 1o ymonyaHuo: 192.0.4.1.
PekomeHayeTcsl HacTpanBaTb NOACETb, KOTOPAasi He UCMOJb3YEeTCH Ha LEeNCTBYIOLLEN ceTn)
WB-3P-PTP5(config):/perftesticlient-ip X.X.X.X (rae X.X.X.X — IP-agpec, koTopbIin byget

Ha3HayeH UHTepgieincy yCTpoNCTBa, rae 3anyckaeTcsa yTunanTa, Ha BpeMs BbINosIHeHMA TecTa. 1o
ymMo/i4aHuto: 192.0.4.2. PekoMeHAyeTca HacTpamBaTb NOACETb, KOTOPas He UCMOJIb3YEeTCA Ha AeCTBYHOLLEN
cetn)

WB-3P-PTP5(config):/perftest#netmask X.X.X.X (rge X.X.X.X — macka nogcertu, Kotopas UCrnosb3yrTcs A5
TecTa. o ymonyaHuio: 255.255.255.0)

WB-3P-PTP5(config):/perftesti#vlan-id X (rge X — VLAN ID, ucnonb3yemblii 4ns tecta. Mo ymonyaxuio: 7.
PekomeHayeTcsa HacTpanBaTth VLAN ID, KOTOPbIV HE NUCMNO/b3YETCSA Ha AECTBYIOLLEN CETU)
WB-3P-PTP5(config):/perftest# save (coxpaHeHne HacTpoek)

3anyctuThb perftest MOXHO C MOMOLLbI0 KOMaHA;:

KomaHgb! Ans 3anycka perftest

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> downlink — 3anyckaeT npoBepKy CKOPOCTU OT TeKYLLEero
yCTpoicTBa K BCTpeyHomy (Downlink)

perf-test station <MAC-agpec BCTpeUHOro ycT-sa > uplink — 3anyckaeT npoBepKy CKOPOCTM OT BCTPEYHOIO
ycTpoiicTsa K Tekyemy (Uplink)

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> bidirectional — 3anyckaeT NnpoBepKy CKOPOCTK B 06e
CTOPOHbI 0gHOBpPeMeHHO (Downlink + Uplink)

13.2 Ytunuta manage-remote

YTunuta manage-remote no3BonsieT BbINOMHATL KOMaH bl ¢ AP Ha yaaneHHoM ycTpoiicTee (STA).

© [aHHble koMaHabl MOTYT 6bITb BbIMOHEHbI NPY OTCYTCTBUM A0CTyna no IP-agpecy Ao knvenTa (STA).

13.2.1 lMepe3arpyska yaaseHHOro ycTpoicTea

Ona pexuma Touyka goctyna PTP:

KomaHga ans nepesarpy3ku yaaieHHOro ycTpoiicTea

WB-3P-PTP5(root):/# manage-remote reboot
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13.2.2 CkaHupoBaHue admpa C yaasieHHOro ycTpoicTea

[na pexuma Touka goctyna PTP:

KomaHaa ans ckaHupoBaHus 3cupa ¢ yaasIeHHOro yCTpoiicTBa

WB-3P-PTP5(root):/# manage-remote scan-wifi

13.2.3 CnekTpoaHasiM3aTop
[na pexuma Touka goctyna PTP:

KomaHpa ansa nonyyeHusa uHgopmayum o 3arpy)keHHOCTU KaHaJ/10B Ha yAaJIeHHOM YCTpPoOUCTBe
WB-3P-PTP5(root):/# manage-remote spectrum-analyzer

13.3 YTunutatraceroute

YTuUnmTa nokasblBaeT, Yepes Kakue y3sbl (MapLipyTM3aTopbl) NPOXOAMT NakeT, CKOIbKO BPEMEHU 3aHUMAET
06paboTKka nakeTa Ha Kaxaom y3ne.

KomaHpa 3anycka TpaccCupoBKu

WB-3P-PTP5(root):/# traceroute <TecTupyemblii XocT>

Mpumep ncnonb3oBaHUs

WB-3P-PTP5(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms *

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4  b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

13.4 YTtunutatcpdump
Ytnnuta tcpdump no3BonsieT 3axBarbiBaTb NakeTbl HA YKa3zaHHOM MHTepderice.

Monyuntb NoAackasky no paborte ¢ yTUIMTON MOXHO KOMaHAOIA:

WB-3P-PTP5(config):/# tcpdump --help

123



13.4.1 3axsart Tpadmka c Nob0ro akTMBHOIO MHTepdenca

Hanpumep, MoxeMm BKIOUMTbL 3axBaTt naketos Ethernet-nHtepcpelica.

Mpumep KOMaHAbI

WB-3P-PTP5(root):/# tcpdump -i eth0

13.4.2 CHudpdpep acpupa

PykoBogacTBo no akcnayatauuu WB-3P-PTP5

© Ha T/ gonxen 6bITb BKOYEH Mto6oii VAP B TOM AnanasoHe, 0TKyga cobrpaeMcs 3axBaTbiBarhb

Tpaguk.

Heo6xoayMo BK/UNTL CrewuasbHbIii MHTepdeic, KOTopbIi ynaBnvBaeT BCe NakeTbl U3 3dMpa, Ha paboyem

KaHasne TA.

KomaHAab!

WB-3P-PTP5(root):/# configure

WB-3P-PTP5(config):/# interface

WB-3P-PTP5(config):/interface# radio0

WB-3P-PTP5(config):/interface/radioX# common
( )

WB-3P-PTP5(config):/interface/radioX/common# enabled true

Mpumep KoMaHAbI

WB-3P-PTP5(root):/# tcpdump -i radio0

13.5 YTtunurtaiperf

[JaHHas yTunmMTa ucnosb3yeTcs AN 3anycka noTtoka Tpadmka c OAHOro YCTPOMCTBa Ha Apyroe.
OTnpasnsoLas CTOpoHa Ha3bIBaETCS KIMEHTOM, NPUHMMAtOLLAS — CEPBEPOM.

Monyuntb Nofackasky no pabore ¢ yTUIMTONn MOXHO KOMaHAOiA:

WB-3P-PTP5(root):/# iperf --help
Mpumep 3anycka notoka Tpadmka ¢ T Ha cepBep:
HacTtpoiika cepBepa Ha npuém Tpadmka

root@server:/# iperf -s

124



PykoBogacTBo no akcnayatauuu WB-3P-PTP5

3anyck Tpadmka ¢ TA-client B CTOPOHY cepBepa

WB-3P-PTP5(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepsepa)

13.6 HKOcTtupoBka

Mopg, POCTVIpOBKOVI NMOHNMaETCA BblpaBHMBaHNE MNOJTIOXEHNA aHTEHHbI yCTDOVICTBa B NMPOCTpaHCTBE ANA
nosly4eHnsa MakCMMaJsibHOro curHasa.

WB-3P-PTP5(root):/# antenna-align

ssid | WB-3P-PTP5
channel | 104
frequency | 5520
rssi-1 | -77

rssi-2 | -71
rssi-remote-1 | -47
rssi-remote-2 | -47
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14 CnncoK nsmeHeHum

Bepcusa gokymeHTa Jarta
BbIMyCKa
Bepcusa 1.0 05.2025

Bepcus nporpaMmHoro obecneveHuns 2.2.2

CopepXaHue N3MEeHEeHW

MepBas ny6nvkaums

PykoBogacTBo no akcnnyatauum WB-3P-PTP5
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/

	Введение
	Аннотация
	Условные обозначения

	Описание изделия
	Назначение
	Характеристики устройства
	Технические параметры устройства
	Технические параметры офсетной параболической антенны
	Диаграммы направленности 
	Конструктивное исполнение 
	Световая индикация
	Сброс к заводским настройкам
	Комплект поставки

	Правила и рекомендации по установке устройства 
	Инструкции по технике безопасности
	Рекомендации по установке
	Рекомендации по обеспечению грозозащиты

	Подготовка устройства
	Подключение устройства
	Предварительная настройка
	Установка устройства 
	Установка устройства на трубостойку/столб/стену
	Установка устройства в составе офсетной параболической антенны

	Юстировка устройства
	Юстировка устройств, закрепленных на трубостойке/столбе/стене
	Юстировка устройств, закрепленных на офсетной параболической антенне

	Итоговая настройка устройства
	Управление устройством через web-интерфейс
	Начало работы
	Смена пользователей
	Применение конфигурации и отмена изменений
	Основные элементы web-интерфейса
	Меню «Быстрая настройка»
	Подменю «Быстрая настройка» 

	Меню «Мониторинг»
	Подменю «Беспроводной канал»
	Подменю «Статистика по трафику»
	Подменю «Сканирование эфира»
	Подменю «Спектроанализатор»
	Подменю «Журнал событий»
	Подменю «Сетевая информация»
	Подменю «Информация о радиоинтерфейсе»
	Подменю «Информация об устройстве»

	Меню «Radio»
	Подменю «Radio»
	Подменю «Дополнительно»

	Меню AP
	Подменю «Точка доступа»

	Меню STA
	Подменю «Клиент»

	Меню «Сетевые настройки»
	Подменю «Системная конфигурация»
	Подменю «Доступ»

	Меню «Система»
	Подменю «Обновление ПО устройства» 
	Подменю «Конфигурация»
	Подменю «Перезагрузка»
	Подменю «Пароль»
	Подменю «Журнал»
	Подменю «Дата и время»

	Меню «Инструменты» 
	Подменю «Юстировка»


	Пример настройки беспроводного моста
	Управление устройством с помощью командной строки
	Подключение к устройству
	Настройка сетевых параметров
	Настройка сетевых параметров с помощью утилиты set-management-vlan-mode
	Настройка удалённого управления
	Настройка сетевых параметров IPv6 

	Настройки Radio
	Дополнительные настройки Radio

	Настройка DHCP опции 82
	Настройка беспроводной сети
	Настройки сети для AP
	Дополнительные настройки для AP
	Настройки сети для STA
	Дополнительные настройки для STA

	Настройка LoopBack Detection
	Настройка BPDU-фильтра 
	Ограничение количества изученных MAC-адресов
	Изменение размера MTU на интерфейсах
	Системные настройки
	Обновление ПО устройства 
	Управление конфигурацией устройства
	Контроль доступности
	Перезагрузка устройства
	Настройка режима аутентификации
	Настройка DCHP-snooping 
	Настройка даты и времени
	Дополнительные настройки системы

	Мониторинг
	Беспроводной канал
	Информация об устройстве 
	Сетевая информация
	Беспроводные интерфейсы 
	Журнал событий
	Сканирование эфира
	Спектроанализатор


	Вспомогательные утилиты 
	Утилита perftest 
	Утилита manage-remote
	Перезагрузка удаленного устройства
	Сканирование эфира c удаленного устройства
	Спектроанализатор

	Утилита traceroute
	Утилита tcpdump
	Захват трафика с любого активного интерфейса
	Сниффер эфира

	Утилита iperf
	Юстировка

	Список изменений 

