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ECCM.CNncoK n3ameHeHui.

Bepcua 2.1.3
JoGaBneHo

* noaAepxka ainIoBoro NMUEH3MpPoBaHUS.
NcnpaBneHo

* HEKOPPEKTHOE 0TOOGPaXKeHNE BPEMEHUN B YBEAOM/IEHUM NPY BOCCTAHOB/EHUM coeanHeHns ¢ ELM-
cepBepowm;

* OWMOKa NPUMEHEHUS MHAMBUAYA/IbHbIX TaiM-ayToB AN 3a[4a4 Ha 3arpy3ky KoHdurypauum n dpaiinos
MO pns ycTpoitcte MES.

Bepcua 2.1.2

JoGaBneHo

* noaAepXxka LeHTpasIM30BaHHOTO ynpaeneHus wireless-kondurypaumeii yctporicts WLC:
* KOHdurypupoBaHue nokauuii (ap-location);
* KOHchurypmpoBaHue npodounneii:
+ SSID (ssid-profile);
* Hacrtpoiiku T/ (ap-profile);
+ Pagnonpodunu (radio-2g-profile, radio-5g-profile);
 RADIUS (radius-profile);
* Moptan (portal-profile);
+ OrpaHuyeHne ckopocTu (policy-profile ap);
+ AirTune (airtune-profile);
+ WIDS (wids-profile).
* npodonnb HacTpoek WLC (napameTpbl 6/10KOB: service-activator, airtune, wids);
* KOHGhuryprpoBaHue npuBs3ok nogceteli (ip-pool);
* HacTpoiika agpeca koHTposnnepa WLC uepes rpacpuueckuii nitepdoeiic (Bknaaka «CepBuchI»).

YnydueHo

* nopAepxaHa BO3MOXHOCTb OTK/IIOYEHUS N U3MEHEHUA UHTEpBas1a onpoca 415 TemnepaTypHbIX
[ATUMKOB, BEHTUNATOPOB 1 6/10Kk0B NuTaHnsa MES.

NcnpaBneHo

* npob6nema, Npu KOTOPO He oTobpaxanachk YacTb wireless-cobbITuii, nonyyaembix ¢ yctpoiicts WLC;

+ owwmbKa onpoca MeTpPUK 6/10KOB NUTaHUA ans yctponcts MES5448;

* nNpo6sema, Npy KOTOPOI NpU 06HapYXXeHUN CylHOCTEl 6/10KOB NUTaHNA B 6a3e faHHbIX co3aaBasiacb
HOBas 3arnuch;

* OWMbKa BaIMaaunmn MMeHn nonb3oBartess Ha CTpaHuLax HacTpoeK AOCTyna U NOAK/IYEHNS K
TepMUHany yCTpOMCTBa,

* owmnbKa oTobpakeHns Tuna AaHHbIx "Wireless-cobbiTns" npy peaakTMpoBaHUm NpaBu reHepawmm
COObITUIA ANA YCTPOWCTB, HE MOAAEPXKMBAKOLMX ITOT TUM LAHHbIX.

Bepcusa 2.1.1
JoGaBneHo

* MOHUTOPWHI YTUIN3aUunn KaHasla TOYKMN JOCTyna,
* MOHUTOPWHI BUPTYa/IbHbIX TOYEK AOCTYyna.

YnydueHo
* yBeJOM/IEH/S O NnoTepe 1 BOCCTAHOBMIEHNN COeMHEHMA C cepBepomM ELM.
NcnpaBneHo

* npobnema c nony4YeHnem KoHurypaumm npu nHMLMann3auum npuBsaskuy;
* nNpo6sema, Npy KOTOPOI HEGONbLLIOK MPMPOCT OLLIMOOK Ha UHTepPece Bbl/T HEPa3NTMUYNM Ha rpadiuke.



ECCM.CNncoK n3ameHeHui.

Bepcusa 2.1

€@ B Bepcum 2.1 n3MeHeH NoAXos, K MNLEH3NPOBAHIO, paHee BblAaHHbIE MNLEH3UN paboTaTb He GyayT!
Mepep 06HOBNEHMEM Ob6paTUTECh B KOMMepUeckuin otaen Eltex gnsa nonyyeHnss 06HOBNEHHbIX
nunueHsnin no tenedoHy: +7 383 274-10-01, nouTe: eltex@eltex-co.ru MO0 3aKaXXnUTe 3BOHOK C
canTa: eltex-co.ru

JoGaBneHo

* NINLEH3MPOBaHNe ¢ NOMOLLbI0 cepBepa nuueHsnii ELM (Eltex License Manager);
* noagepXka HoBbIX MOenel CepBUCHbIX MapLipyTrdaTopoB: ESR-31 FSTEC, ESR-3200L FSTEC;
* noggepxka HoBbIX Mogernel kommyTtatopos: MES2420D-24DP, MES2300-08P AC, MES5300-24,
MES5305-48, MES5310-48 rev.B, MES5400-48 rev.B;
* nopaepxka moHutTopuHra cetn Wi-Fi: npegoctaBneHve getasibHoin nHhopMaLmmn o oKaunsix, KnmeHTax,
To4YKax AOCTyna;
* (DyHKUMOHAN permcrpauun n pasperncrpaumm Todek AocTyna Ha KOHTposiiepe 6ecnpoBogHOro foctyna
WLC;
* BO3MOXHOCTb CO34aHVs NpaBuaa reHepauymm cobbitus Ha ocHoBe Wireless-cobbITus;
* MoAAepXXKa MOHUTOPUHIA annapaTHbIX PpecypcoB KOMMYTaTOPOB:
* MOHWUTOPWHI Temneparyp;
* MOHUTOPWUHT COCTOSIHUSA BEHTUNATOPOB;
* MOHUTOPWUHT COCTOSIHMSA G/I0KOB NMUTaHUS;
+ oTobpaxeHne ARP-Tabnuupl;
+ oTobpaxeHne MAC-Tabnuupl;
* rpynnosas onepayuns no 06HOB/IEHUIO CTaTYyCOB AOCTYNHOCTY;
* TPynnoBoe ynpas/ieHne CTaTycoM npasu/i reHepawmm cobbITUin 1 Npobiem.

YnydueHo

+ Avanorv owmnoboK A0NoAHEHbI MHOPMAaLMEn 0 BPpEMEHN BO3HUKHOBEHUS;
+ pobGaBneHa nepeMeHHas a1s wabnoHos, 0To6paxatoLwas TEKYLLY BEPCUIO0 NPOLLNBKNA YCTPONCTBA;
* noadepXxka BeLeCcTBEHHbIX YiCcen B NpaBuiax reHepauuy cobbiTuii No MeTpukam,
* NOACBETKa CUHTaKcKca KoMaHz B pefakTtope KoHgurypauuu,
* NpoBepKa Ha/munsa B cucteme 3arpyxaembix MIB-thaiinos;
* BO3MOXHOCTM NO/Ib30BaTE/IbCKOIO MHTEpdelica:
* BbINO/IHEHO OGHOB/NEHME KOMMOHEHTOB NHTEPEC],;
* 06HOBNEHA CTPYKTYpa MEHIO CTpaHuLbl «CeTby;
* cOoObITVA pa3geneHbl Ha CUCTEMHbIE 1 wireless;
* 0BHOB/EH NHTEPEC NPUMEHEHUSA CUCTEMHOWN NULEH3NK;
* peann3oBaHa NoaaepXkKa pasnMyHbIX MacLuTaboB 0TOBPAKEHUS KAPTOUYEK NEPCOHA/IbHOW
CTpaHu1Lbl Nob30BaTeNs;
+ no6GaBneHo oTobpaxeHne pUNLTPOB ANA BUOKETOB B Aalubopaax;
+ B Tabnuuy TpanoB Ao6aB/eHbl HOBble Nons: «HasBaHme», «HasaHue rpynnbi», «<MMsa xoctay;
* COpPTUPOBKA KOHAMrypauuii no tuny.

NcnpaBneHo

* npob6nema, Npu KOTOPOWA B YCNIOBUAX HOpPMaM3auum npasuia reHepaumm npobsieMm BMeCcTo Ha3BaHus
npasuna otobpaxancs ero ID;

* HEKOPPEKTHOE OTOOpaXKeHWe 3aHATOCTM NamATy Ha rpadrke ROM s HeKOTopbIX Moaenel
KOMMYTaTOpOB, MPU KOTOPOM [aHHble 6blN MHBEPTMPOBAaHSDI,

* BOCCTaHOB/IEHa OTNpaBka push-yBegomneHunii N0 co3aaHHbIM Nosb30BaTenieM CoOObITUAM 1 Npobriemam;

* OoWmMbKa BbIMNOMHEHUS 3a4a4 Ha YCTPOCTBax C 3MeHeHHbIM system description;

* olIMbKa reHepaumm cobbITUin NO Tpanaw;

* OKMOKa Npu BO3HMKHOBEHWM ovepean 13 3aja4: Tenepb 3aga4uu BbINOMHAKTCA NOCnefoBaTe/bHO,
3aBKMCMMbIe 3a4a4M OT yxe 3anyLeHHbIX 3aZa4 co34alTca O4HOBPEMEHHO;

* OMbKa npu KoHdUrypuposaHum npodnnein 6e3onacHOCTU pasHbiX TUMNOB, UMEKLLNX OANHAKOBbIe
Ha3BaHus;
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*+ owwmbka npu HacTpoiike SNMP-gocTyna K ycTpoiicTBam, He NoAAEPXKMBAOLLMM n3MeHeHne ssh-nopTa;
+ olmMbKa Npu HacTpoike npuemHunka tpanos SNMP v3;

* BOCCTaHOB/IEHbI NpaBuaa reHepaumm cobbITUn Ha OCHOBE TpanoB A/151 KOMMYTaTopos ISS;

* npo6nema yctaHoBku docker-compose Ha Alt Linux B ckpunte compose-tools.sh;

* NPOBepKa BbIK/IIOYEHUS YCTPONCTBA B 3a4a4e Ha nepesarpysky;

* YCTpaHEeHO COXpaHeHue B cucteMe HeKoppekTHbIX MIB-apxmBoB.

Bepcua 2.0.5

NcnpaBneHo

* owwmnbKa npu Mmurpauumn 6asbl AaHHbIX BO BpeMsi 06HoBeHns ¢ ECCM 1.13, npensTcTBytoLLas
KOPPEKTHOW reHepaumm CobbITUIA.

Bepcua 2.0.4

JoGaBneHo
* nogaepxka chatld ons rpynnoBbIX 4aTOB U /IMYHBIX COOOLWEHWI B telegram.
NcnpaBneHo

* owmnbKa npoBepkn KoHdmurypaumm ESR ¢ noptamum B pexume switchport;
* owmnbKa yBeoMEHMS NONb30BaTENS O COOLITUSAX CUCTEMbI B YaTe telegram;
+ owwmnbkKa npu gobasneHun mogenn kommytaropa MES3510P rev.B DC.

Bepcua 2.0.3

JoGaBneHo
* noggepxka HoBon moaenn kommytaTopa: MES3510P rev.B DC.
NcnpaBneHo

* OlMbKa coxpaHeHus B Kalle bpay3epa YAML-nepeMeHHbIX 4515 KOHQUIrypupoBaHnst yCTPOIACTB Mo
LLIab/IoOHaM;

* OlIMBKa coxpaHeHus nopTa Ansa ynpasneHus ycTpoiicTBamu, He NoaaepXnBaroLLMMmn nsmeHeHmne ssh-
nopra.

Bepcua 2.0.2

JoGaBneHo

* noagepXxka HoBoW Moaenn MmapLipytmusartopa cepum ME: ME5S210S;
* nogaepxka obopyaoBaHus INTeKc, npon3seaeHHoro B KasaxcraHe;
* BO3MOXHOCTb NMoucKa KOHMrypaumm no ee cogepxaHuto.

NcnpaBneHo

+ owmnbka Banmaauun SNMPv3-nonb3oBaTtensi, B UMEHM KOTOPOro UCMNO/b3YyeTcs TUPE;

* olmMbKa B paboTe npaBua reHepaunmn cobbiThii NpU yaaneHnn NpuBA3aHHON rpynnbl AN YyCTPOCTBA:
Tenepb 06/1aCTb NPYMEHEHUA 3aMEHSETCH Ha KOPHEBYIO Tpyrnny, NpasBu/io BbIK/IKYaeTCs,

* OLIMOKa reHepaumy cobbITUIA NO NONb30BaTENIbCKMM Tpanaw,

+ owwmbka murpaumm Hactpoek LDAP npu o6HOBNEHUY;

* olmbka obHapyxeHus cylHocT CPU Ha ycTpoicTBax, HegocTynHbIx no SNMP npu go6asneHun B
cucTemy;

* OMn6GKa 0BGHOBMNEHNSA CTATyCOB CETEBOW AOCTYMNHOCTU YCTPOMCTB Ha CTPaHMLEe MOHUTOPUHIa KapTbl CeTY;

* BU3yaJibHble HEeOUETHI, CBA3aHHbIE C OTOOpaXeHneM rpynmn v YCTPOMCTB B fepeBe 0ObEKTOB;

* HEKOPPEKTHbI COPOC 3HaYEeHWI NapamMeTpoB MOHUTOPUHIA YCTPOMNCTB.



ECCM.CNncoK n3ameHeHui.

Bepcusa 2.0

JoGaBneHo

nogaepxka aboHeHTckmx VolP-wnto3oB: TAU-16.1P, TAU-24.1P, TAU-36.1P, TAU-72.IP, TAU-32M.IP;
nogaepXka HoBbIX MoAenel cepBUCHbIX MapLupyTm3aTopoBs: ESR-30 FSTEC, ESR-3300, ESR-3300 FSTEC;
nogaepxka HoBbIX Mogenei kommyTtatopos: MES2410-08DP, MES2300-08 AC, MES3710P rev.B DC;
aBTopuM3auusa nonb3oBaTenein cuctemMsl ¢ nomolybio cepsepa LDAP/Microsoft Active Directory;
HacTpolika NHTepBas1I0B OOHOB/IEHMA N XPaHEHWA ceccun rnonb3oBarens;

HacTpolika napameTpoB SSH, Telnet, SNMP Ha ycTpoiictBax ESR n WLC uepes rpadmyeckuin nHtepderic
(Bknagka «CepBUCHI»);

oTnpaska push-yBegomneHunin no cobbITMAM 1 npobnemam;

HacTpolika ounbsTpaumm yBeOMNEeHU: Ao6aBnieHa BO3MOXHOCTb YKa3aHNs BaXKHOCTU COObITUIA 1
npo6sem, No KOTopbIM ByAyT OTNPaBAATLCA yBeAOMIEHMA Ha e-mail u B telegram nonb3oBarens;
HacTpolika nepuofa XpaHeHns yBefoM/IEHWNIA;

BO3MOXHOCTb CO3ZaHuA npasuia reHepaumy cobbiTUA Ha OCHOBE 3aJay;

none «OnuncaHne yCcTporcTBa» Ha CTpaHuue ycTpoicTea. [laHHasa nHopmauusa XpaHuTcs B cUcTeme m
He 3anucbiBaeTcsl B KOH(Urypaumo yCTporicTBa.

YnydueHo

[BWKOK CepBMCa MOHUTOPUHTA:

* MNOBbILLEHA NPOM3BOANTENBHOCTbL CUCTEMBI;

* nepepaboTaHbl rpadinku;

* 06GHOBNEHbI pa3aesibl HACTPOVKN NapamMmeTPOB MOHUTOPWHIE,;

COpTMpPOBKa 06BLEKTOB AepeBa B andpaBUTHOM NOPSAAKE;

BO3MOXHOCTb CKaHMpOBaHUA ceTeil ¢ Mackoi /19 v Bbllwe npu 4o6aB/ieHnn YCTPONCTB B CUCTEMY;
N3MEeHEHO HanMmeHoBaHne CSV-halinioB Npu BbIrpy3Ke AaHHbIX M3 pa3nyHbIX Tabnuy, nHTepdgeiica;
BO3MOXXHOCTW M0J1b30BaTENLCKOro NHTEpdeiica:

* 06HOB/MEH NHTEpdhelic Bknaakm «SLA» Ha cTpaHuLe YCTPOICTBa;

* 06HOB/NEH NHTEphelic BKNaakM «JIMLEH3MM» Ha CTPaHuLE YCTPONCTBa;

* 06HOBNEH MHTEpPeNiC co3aaHnsa/pefakTMpoBaHns Nnosb3oBaTenei;

+ 06HOBNEH MHTepelic Bknagku «MOHUTOPUH»/«MapaMeTpbl» Ha cTpaHuue «<HacTponkmy,

+ 06HOBNEH MHTephelic Bknagku «MoHUTOPUHM»/«MIB» Ha cTpaHuue «HacTpoikny,

* 06HOB/EH NHTEphEeliCc HaCTPOKN nHTerpaumn ¢ LDAP;

* 06HOBNEH MHTEPElC NPOCMOTPa METPUK, OTHOCALLMXCS K COObITUIO, Ha cTpaHuue «CobbITHAY;
fo6aBneHa BO3MOXHOCTb BK/THOUEHUA/BbIK/TIOYEHNA MOACBETKN CUHTaKCKca KOHurypawumm yCTpoicTB n
LWab/10HOB KOHIMrypauuii;

Ha BKknagky «CepBucbl» gobaBneHa kHonka «CobpaTb gaHHble», KOTopas 3anyckaeTt 3aga4ymn Ha coop ¢
YCTPOWCTBA AaHHbIX, HEOOXOANMbIX A/151 OTOBPaXEHNS HGOPMALMKN Ha BKIAZKE.

NcnpaBneHo

OLLIMBKa MHULMaM3aumm yCTPOCTB B cucteme yepes ZTP-meHepxep;

npo6nema, NpMBOAALLASA K JTOXXHOMOMOXUTENIbHOMY pe3ynbraTy B 3agade «O6HOBUTb MHAhopMaLuuio 06
NHTepencax,

HEKOPPEKTHOE OTKPbITME CTPaHUL, yCTPOCTB pa3/InyHbIX TUMOB NPV NEPEXOAE K HAM CO CTpaHuLbI
GENERIC-ycTpolicTBa;

OLLIMBKa NpocmoTpa cnucka nogsagad rpynnoBoi 3ajauv;

owmnbka Banmgaunn SNMPv3-nonb3oBaTesns, B MUMEHN KOTOPOro UCMNO/b3YeTCS HKHEEe Nog4YepPKMBaHUE,
oLn6Ka oTobpaKeHns rpatkoB UHTEPENCOB YCTPOMCTB, A1 KOTOPbIX HET AaHHbIX.

B CBSI3V C NEPEXOA0M Ha HOBbIIi ABMKOK MOHUTOPMHIA NOTEPsiHA 06paTHasi COBMECTUMOCTb C
MEeTpVKamu, Nosly4eHHbLIMU B Bepcun 1.13 1 6onee paHHux. Co6bITUS, CO3AaHHbIE N0 TakUM METPUKaM,
6yayT NOMeUeHbl Kak «yCTapeBLUKe», a CCbi/Ka B nose «/CTOUHUK AaHHbIX» — 3a6/10KMpoBaHa.



ECCM.CNncoK n3ameHeHui.

Bepcua 1.13.4

JoGaBneHo
* BO3MOXHOCTb HACTPOWKM TaliM-ayTa A/151 3a[iay Ha 3arpy3ky KoHdurypauum n dainos MoO.
NcnpaBneHo

« Ba/Mpaumsa AaHHbIX nosne BBoga noyutoBoro agpeca B coorsercTeum ¢ RFC 1035, RFC 5321, RFC 5322 u
RFC 6531.

Bepcua 1.13.3

JoGaBneHo

* noagepxka HoBow moaenn kommyTtaTopoB: MES2424B rev.B AC.
YnyduieHo

* Ba/mMgaumnsa napametpa «/IMMUT NakeToB/cek» B HACTPOWKax npasu nap 30HbI 6e3onacHocTn Ha ESR.
NcnpaBneHo

+ olwwmbKa Bamaaummn e-mail yueTHoli 3anucu nonb3oBaTens;
* eauHNLBI n3MepeHns SLA-MeTpuK B pasaene co3gaHns npaBus reHepauuy cobbITuiA.

Bepcua 1.13.2

NcnpaBneHo

* owmnbkKa KoHdurypuposaHusa npasun firewall Ha ESR;
*+ owmnbKa nogcyeTa NMLEH3NIA NSt YCTPOWCTB B CTEKE;
* owmnbKa obHapyxeHusa yctpoicte MES2400/MES2424/MES2448 no npotokony SNMPv3.

Bepcua 1.13.1
JoGaBneHo

* noaaepXka HoBOW MOAENM CEPBMCHOro MapLupytusaropa: ESR-3200L;
* noagepxka HoBbIx Mogenei kommyTtatopos: MES2300D-24P rev.C1, MES2410-08DU, MES5300-48;
* nogaepxka mapwpytmnsaropos cepun ME: ME2001, MES100S.

NcnpaBneHo

+ olmbKa npu 3arpyske ayonupyowmxca dpannos B kauectse obpasa MO u 3arpy3umka;
+ owwmnbka npn o6HoBeHumn MO ycTpoiicTea ESR ¢ Bepcuein 1.24;

*+ owmbKa npu nonyyeHun NO KOMMyTaTOpOB arperayuy;

*+ owmMbKa Npu BbINOSIHEHUN 3a4a4K Ha nepesarpy3ky SMG ycTpolicTBa;

* (hopmaT oTO6paKeHNA BpeMeHN paboTbl YCTPONCTB B CTEKE,

* (hopmaTt umenmn NO ansa yctpolictea cepun MES5448/MES7048.

Bepcua 1.13

JoGaBneHo

* noggepxka HoBbIx Mogenel kommyTtatopos: MES35001-08P DC, MES3500I1-10P DC, MES5400-24 rev.B,
MES5310-48, MES3300-48F;

* ayTeHTUrKaLmsa nosb3oBaresniein cuctemMsl € NoMoLLbio cepsepa Active Directory;

* XXypHa/mMpoBaHue AeiCTBUIA Nob3oBaTeneil;

* XypHanmpoBaHue ayTeHTUdmKauumn nosib3osaresnei;

* MPOCMOTP U ynpas/ieHne ceccusamMm Nnosib3oBaTesieli CUCTEMbI;

* npuem syslog-coobLyeHunin yCTPOIACTB;

* BO3MOXHOCTb CO3,aHus NpaBuaa reHepaumm cobbiTusa Ha OCHoBe Syslog-coobLeHns, NOYYEHHOTO OT
YCTPOWNCTBa;

* 06beAVHEHNEe CUCTEMHbIX TPy B rpynnbl 4OCTYNa;

* MOAKNHOYEHNE K YCTPOMCTBY C NOMOLLbIO aMynATOpa TepMUHanNa;
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* CUCTEMHbIe Ha3BaHUS YCTPONCTB C BO3MOXHOCTbIO UX PefaKTUPOBaHWUS;

* BO3MOXHOCTb OHOBPEMEHHOIO 3arnycka 3ajayv Ha 06HOBNEHME BCeli MHGhopmaLumm 06 yCTpoincTee ans
rpynnbl YCTPOWCTB;

* BO3MOXHOCTb HAaCTPOVKM BPEMEHHOTO AnanasoHa A1 0To6pakeHns MHhopMaLuun B BUAKETax
pawibopaa.

YnyduieHo

+ 06HOBNEH BHELWHWI BUA, push-yBeOMAEHNIA O 3aBEpLUEHMIN NONb30BaTENbCKUX 3ajay;
+ fnobaBneHa BO3MOXHOCTb PyYHOrO onpefesieHns nepeMeHHbIx WwabnoHa KoHguUrypaumm ¢
ncnonb3oBaHnemM cuHTakcuca YAML;
+ pobGaBneHa BO3MOXHOCTb BblAENEHNA HECKO/bKNX 3/1IEMEHTOB Tabnuubl C 3axaTol knasuwiein Shift;
* MPOCMOTP CNUcKa CoBbITUI, KOTOPbIE MHULMNPOBA/TN FTEHepaLmnio 1 HopManunsaumo Npobemsl, 13
Tabnuubl Nnpobnewm;
* BO3MOXHOCTW MONb30BaTeNIbCKOro NHTEepelica:
+ pobaBneHa HaBUraLMOHHas LLenoyka,
* HOBbI MHTEpdIec npocmoTpa NoApPo6HON NHopmalmm 06 nHTepdieince yCTPONCTBa;
+ 0OHOB/NEHA CTPYKTYpa MEHI0 CTpaHuLbl «HacTporikny,
+ 0GHOBNEH MHTephelic co3gaHuns/pefakTMpoBaHus ponei;
* 06HOBNEH MHTEpPeNC co3aaHnsa/pefakTMpoBaHns NnosbL3oBaTenei;
* 06HOB/EH NHTEPhENC NePCOHA/TbHON CTpaHuLbl NONb30BaTENS,;
* B Tab/mubl f06aB/1eHbl HOBblE BPEMEHHbIE Anana3oHbl BbIGOPKN AaHHbIX: «[locriegHue 6
Mecaues» 1 «focnegHnin rog».

NcnpaBneHo

+ owmnbka Banvgauun IPv4-agpecoB B popme A06aBneHns yCTpoNCTBa,;
* OlIMBKa 06HapYXeHMs1 YCTPOMCTB B CETU MO nNpoTokosly SNMPv3;
* HEKOpPPEeKTHasA BbIOOpKa AaHHbIX Tabnuy, Npy yCTaHOBKE BPEMEHHOIo AuanasoHa «3Ta Hefens».

Bepcua 1.12.4
NcnpaBneHo

* owwmnbKa noacyeTa NULUEH3NK AN PeBMU3NOHHbIX MES.
YnydueHo

* [ONOMHUTENbHAA Banugaumns aiina CUCTEMHON NNLIEH3NMN.

Bepcua 1.12.3
YnydueHo

* OTOGpaXeHNe MHGOPMALIMK O CUCTEMHON NIULEH3UN - Ao6aBNeHa AaTa 06HOBNEHNS JIULEH3VOHHOTO
K/toua.

Bepcua 1.12.2
JoGaBneHo

* noaAepxka LwabnoHHOro KoHcurypmposaHus yctpoiicte WLC.
YnydueHo

+ ana napons agmmHnctparopa ECCM noagaepxaHbl Bce cumosibl ASCII.
NcnpaBneHo

* MosIBAIAChb BO3MOXHOCTb MPOM3BOAMTL MUrpaLumio b, npy oTcyTCcTBUN MHGhOpMauun O NPoLUMBKE Ha
KommyTtartopax MES;

* nNpo6sembl C onpegeneHnem mogenein kommyrtaropos MES53xx rev.C;

* yKasaHa MUHUMasibHas Bepcusi 4ocTyna K HacTpolikam firewall yctpoictea ESR-15VF.
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Bepcua 1.12.1
JoGaBneHo

* noagepxka HoBOW MoAenn KoHTposepa 6ecnposogHoro goctyna: WLC-3200;

* noaaepXka HoBOW MOAEeNn cepBMCHOro mapLupytmnsaropa: ESR-3200 FSTEC;

* noagepxka HoBbIx Mogenei kommyTtaTtopos: MES2300B-48, MES3300-48, MES2300DI-28;

* BO3MOXHOCTb HACTPOWKM UHTEpBasia aBTOOOHOB/IEHMA AepeBa 0O6bEKTOB U €ro OTK/IHOYEHNE.

YnydueHo

* Mpvi 0GHOB/IEHNN U aBTOOGHOBEHUM AepPeBO 06BLEKTOB 60/IbLUIE HE G/TOKUMPYETCS CMMHHEPOM, YTO
no3BO/ISET CBOGOAHO paboTaTb C 06GLEKTAMMU BO BPeMs NpoLiecca 0GHOBMEHUS;
+ [o6aBneHa copTupoBKa TabnuLpl «CepBuchi»/«VRF» M0 Ha3BaHMIO 1 ONUCAHWIO.

NcnpaBneHo

* OMOBKa 06HapyXeHUsA yCTPOCTB B ceTh no npoTokosly SNMPV2 npu ykazaHuy HECKO/IbKUX 3HAYEHUI
community;

+ cbpoc hunsTpauun Tabnuubl yCTPOUCTB B Criyvae yaaieHUss HECKOIbKUX YCTPOMNCTB U3 rpynnbl;

+ owmnbka yganeHusa VRF;

* OLIMOGKa N3MeHeHUs HasBaHuA WabnoHa KoHUrypauuu;

* OWMOKa NpUMeHeHnss napameTpoB «TaiM-ayT 3anpocoB» N «KONMYEeCTBO NMOBTOPHbIX MOMbITOK» B
HacTpolikax onpoca cTaTycoB YCTpPoincTs no npotokonam SNMP/TCP/ICMP;

+ oTobpaxeHue rpadmkos o 3arpyxeHHocTnn RAM ans yctpoiicte WLC n VESR;

* owmbkKa onpegeneHua mogenu yctporictea MES5448/MES7048 npy BKNHOYEHHOM STOTMPOBaHNN KOMaH/,
SSH Ha kommyTaTope (logging cli-command).

Bepcua 1.12
JoGaBneHo

* noggepxka HoBbIx Mogenel kommyTtaTtopos: MES3400-48F, MES2300-24P rev.C1;

* 3KCMOPT AaHHbIX 13 Tabnuy B CSV-thaiin;

* yBEeZJOM/IEHMS O 3aBepLUEHNN MOMb30BaTeNIbCKMX 3a4a4 B Be6-UHTepgoeiice;

* 3anyck 3agauy 419 nepesarpysku rpynrbl yCTPONCTB;

« ayTeHTUUKaunsa nonb3oBarenei cuctemol Ha cepeepe LDAP;

* HacTpoiika oTo6paXKaemblX KOJIOHOK A1 BCeX Tab/uL, U XXYpPHaUs10B;

* BO3MOXHOCTb Bbl6Opa MHOXeCTBa YCTPOMCTB 13 Tabnnupbl CO BCEX CTpaHUL, narvHaropa.

YnydueHo

* MOBbIWEHa NPON3BOAUTE/IbBHOCTb MOHUTOPWHIA YCTPOCTB;
* BO3MOXHOCTW MONb30BaTENIbCKOro NHTEepelica:
* HOBbIli MHTEpdIenCc HaBurauumn no rpynnam n ycTtpomcTeam CUCTEMbI,
+ 06HOBNEH NHTEpdhelic ans ynpasneHus MO Ha yCcTponcTBax;
* 06HOB/MEH NHTEPhElC PUNbTPaLNN XYPHA/IOB MO BPEMEHM;
+ 0BHOBNEH MHTephelic co3gaHuns/pefakTMpoBaHus ponei;
* 06HOB/EH NHTEpMhEliCc co3aaHus NpaBu/ reHepaum coobITUn N NPobem;
* pasgeneHue onepaumn o6HoBneHus MO Ha oTaenbHble warn: 3arpy3ka Mo, nepekntoveHme Mo,
nepesarpyska yCTpOICTBa;
* MMMOPT YCTPONCTB AOMOSHEH (DYHKUMEN COo34aHMA HedoCTaloWwmx rpynm,
* noagepXka HacTpPONKK poTauumn Npobsem 1 cobbITUiA Yepes Beb-nHTepdieiic.

NcnpaBneHo

* OLWKGKM BaMaaLmMy Nob30BaTeNbCKOTO BBOAA NPV CO3[aHuM Mosb3oBaTeneis;

* HepaBHOMepHas NIOTHOCTb TOUYEK Ha rpadikax MeTprK (CKOPPEKTMPOBaHa arperauus AaHHbIX);

* CKpbITUE TPArnoB U YBEAOM/IEHWI U3 XYPHAI0B A5 yAaNeHHbIX YCTPOIACTB;

* HEKOPPEKTHOE OTOGpaXEeHNe BPeMEHHOI LKasbl AN18 BUAKETA-TUCTOrPaMMbI;

- olwmbKa Bo3BpaTa npeablayLmux 3HaueHunii napametpos SNMP B HAacTpoiikax 40CTyna K yCTPOCTBY;
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*+ owmnbKkM Banuaauun IP-agpeca ycTpoiicTea Npy Ao6aBNeHn B CUCTEMY, €C/IM afipeC HAaXOAUTCS B CETU
oonbLuei, uem /24;
* OWWMOGKM BaMaaLMmn BBoAa NOrMHa 1 Naposis Ha CTpaHuLUEe aBTopusaLui.

Bepcua 1.11.3

JoGaBneHo

* noggepxka HoBbIx Mogernel kommyTtaTtopos: MES2420-48P, MES3300-08F, MES3300-16F, MES3348F
rev.C, MES5410-48.

YnyduieHo
* uneTpauunsa npasua reHepaumm cobbITUI NO TUMY YCTPOICTB.
NcnpaBneHo

* B3aMMofeNncTBmue cucTembl No NpoTokony SSH ¢ cepBrCHbIMU MapLupyTru3aTopamu ESR ansa sepcuii MO
ycTpoiicte 1.13.0 n cTapuue;

* a/IropuTM pacyéta KonmyecTsa Npobsiem ansa sugxkera « CHETUMK MPo6Nem»;

+ owmbKa onpoca ycTpoicTB B ceTh no npotokonny SNMPV3 ¢ ayTeHTUdumkaumnen 6e3 wmgposaHus.

Bepcna 1.11.2
NcnpaBneHo

* olmbKa nony4vyeHust KoHdurypaumm ¢ yctpoiictea MES2424P;

+ BNOKMpPOBKa KHOMKN «[anee» Nnpu pefakTMpoBaHuy YCI0BUIA B MpaBu/iax reHepaumm coobbITuii;
* OlMbKa Murpaumm gaHHbIX YCTPOWCTB Npu 06HOBNEHUN C 6onee paHHUX Bepcuin ECCM;

+ Ay6nvpoBaHue yBeoM/IEHNS O HOpMann3auumn npobiemsl.

Bepcua 1.11.1

JoGaBneHo

* noagepxka HoBbIx Mogernel kommyTtaTtopos: MES2300-24P AC, MES2300-24 DC;
* METPUKM ONSA OTC/IEXMBAHUA N3MEHEHWIA CTATyCOB AOCTYNHOCTWN YCTPOWCTB.

YnyduieHo

* ONTMMMU3NPOBAH MEXaHM3M 3arpy3ku gaHHbIx ans rpacduko CPU Ha cTpaHuue yCTpOoIiCTBa;
* B KOHCTPYKTOPE COObITUI peasim3oBaH NOMUCK COObITUI N0 061aCTV NPUMEHEHNS;

* pacLUMpeH CMMCOK NpaBu reHepauumn cobbITUiA N NPO6IEM, 3arpy>XXEeHHbIX N0 YMONYaHWIO;

* OTOGpaxeHne BUAKETOB Ha Aawbopaax.

NcnpaBneHo

* OlIMBKa 06HapYXeHMs1 YCTPOMCTB B CETU MO nNpoTokosly SNMPv3;

* olWmMbKa Mmurpaummn WabnoHOB 1 KOHGMIypaumii yCTPOICTB Npu 0GHOBNEHUN C 60/1e€ paHHUX BEPCUA
ECCM po 1.11;

* @/IrOPUTM CpaBHEHMA MOAENN YCTPOMCTBA CO CMUCKOM B JINLLEH3UKN NPY PYYHOM [06aB/1eHnn
YCTPOWCTBa B CUCTEMY;

* Ba/Mgauma npasua nap 30H 6e30MacHOCTU Npu UX co3gaHny Yepes Bk1aaKy yctpoinctea «CepBuchbl».

Bepcnsa 1.11
JoGaBneHo

* noggepxka BupTyasibHOro mapuipytmsaropa VESR,;

* noagepXka HoBbIX MOZenel KOHTponIepoB becnposogHoro goctyna: WLC-15, WLC-30;

* noagepxka HoBbIx Mogernel kommyTtaTtopos: MES5500-32, MES2448P, MES2328I
rev.C, MES2300-48P, MES2348B rev.D AC, MES5316A rev.C, MES5324A rev.C, MES 5332A rev.C,
MES5324A rev.C1, MES5316A rev.C1, MES2428P rev.A2 AC;

+ cOOp 1 aHa/IM3 METPUK C 060pyA0BaHNA AN CUCTEMbI perncTpaunm coobITuii;

* aHasIM3 noslydyaeMblX Tpanos /19 CUCTEMbI PerncTpaLlmm coobITuiA;
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aHa/IM3 XXypHasia cobbITUIA ANs1 CUCTEMbI perncTpauum npodnewm,

chyHKLMOHaN HacTpolikn dhalipBona (6paHamayapa) Ha CEPBUCHBIX MapLUpyTMU3aTopax U KOHTposiepax
6ecnpoBOAHOro AOCTYNa;

nonb3oBaTeNibCckas HacTpolika nopTa 418 B3aMMOAENCTBUA ¢ ycTpoincTBamm no SSH;

COXpaHeHune nocsefHX HacTpoeK 1 COCTOSHUA Tabnuu/cTpaHuy, B HTepdeiice 1 BO3MOXHOCTb
BEPHYTLCA K HAM;

JOYHKLUMA COXpaHEHNS KOHGMrypauuii ounsbTpoB AN NPeaHacTPOKM CNOXHbIX OMALTPOB U BLICTPOrO
NePEKIYEHUS MEXAY HUMW,

NMHTepenc ans 3arpyskn n npocmotpa MIB-paiinoB ansa o6padotkm SNMP-Tpanos OT yCTPOWCTB
CTOPOHHWX BEHAOPOB;

BUKET Ha Aawbopae AN oTo6pakeHust XypHana cobbiTuii B Buge Tabnuubl, rmctorpammel 1 pie-chart;
hyHKUMOHAN AN CaMOCTOATE/IbHOMO PeAaKTMPOBaHNA AaHHbIX YYETHON 3anncy Ha CTpaHuue
nosnb3oBaTens,

KHOMKWN BbICTPOro nepexoga Mexay N3MeHeHAMN KOHDUrypawmin npu nx cCpaBHEHUN;

HacTpoika 0TOBPaXEHNS KOTOHOK Tab/nupbl Ha CTpaHuLe «3adaun.

YnyduieHo

BbINOMIHEH pehaKTOPMHI CUCTEMbI aBTOpM3aLMmn: NOAKNHYEHME U aBTOPU3aLMsA Nosb3oBaTene
BbINO/THAETCS Yepes3 OANH NOPT, OTCYTCTBYET HEOOXOAMMOCTb YETKO ONpeaensitb afpec, Ha KOTOPOM
pa6otaeT WEB;

0BHOB/EH UHTEPMENC CTPpaHWLbl YCTPONCTBA: MEHIO CAeNaHo 60/1ee KOMMNAaKTHbIM;

B MHTepdelic mnopTa yCTPoONCTB fobaBneHa (pyHKUMA reHepaLmn HegoCcTatoLwmx rpynm;

3anyck Bcex 3a4ad 4151 NoyYeHns AaHHbIX C YCTPONCTBA peasim3oBaH C NOMOLLbI0 HaXKaTUst Ha KHOMKY
«CUHXpPOHM3aLUNs»;

B npoueaypy o6HosneHus MO Ha ycTpolicTBax fobaBneHa AoNoHUTeNbHas nposepka Bepcun MO
nepep nepesarpyskoi;

B CMCTEMY A06aBneHbl HA60PbI WAa60HOB N0 YMOYAHUIO A5 BbINO/IHEHMSA TUNOBbLIX 3a4au
KOH(pUrypnpoBaHusi yCTPOWNCTB;

NPOTOKO/ 3arpy3kn 60/bLLINX KOHUTypaLuunin Ha MmapLupyTru3aTopbl 3ameHeH ¢ TFTP Ha SFTP/SCP;
BbINO/IHEH pehakTOPUHT NTOTMPOBaHUS 3a4ay: Pa3BepHyTOe OnvcaHune /10roB, yy4lleHns nitepdelica,
NHCTPYMEHTbI 3KCNopTa 1 hunbTpaumus No YpoBHAM BaXXHOCTY;

pedakTOPVHI CUCTEMbI XPaHEHWST KOHUrypauuidi yCTPOCTB: NOBbILEHA NPON3BOANTENBHOCTb U
CTabWNbHOCTL;

0OHOBNEH pasfen HacTpoiikn ZTP: nHtepdeic ctan 6onee 3proHOMUYHbLIM, A06aBNEHbI BainaaTopsl;
YNYyULWEeHbl MHCTPYMEHTbI paboThl € 3arpyaemMbIMy Ha YCTPOICTBA SIMLEH3NSAMU: fo6aBneH coop
[AaHHbIX 06 YCTAaHOB/EHHbIX HA YCTPOMCTBAX /IMLIEH3MSX, 0OHOB/MEH MHTEPMENC 3arpy3Kun NMLEH3NI B
cucTemy;

yNyuLWeHo oTobpaxeHne rpadkoB METPUK: OOHOB/IEH a/TTOPUTM BbIGOPKUN AaHHbIX, AeTasm3aums
rpadvka 3aBUCUT OT MHTEpPBasIa BbIOOPKN AaHHbIX;

byHKUMS yaaneHus rpynn 3 cMcTeMbl ON0ONHEHA BO3MOXHOCTbBH PEKYPCUBHOTO YAANEHUS BIOXEHHbIX
0OBEKTOB;

06HOBMEH UHTephec co3aaHns NoNb30BaTeNS: YyUdLleHa 3ProHOMUKA, N3MEHEH BUKET A1 Bbibopa
rpynm,

npouecc nHmynanusauum IP-gpabpurkm 4ONOHEH BO3MOXHOCTbLIO YKa3aHus agpeca Lwsio3a no
YMOJTYaHWUIO;

B HACTPOWKM YUYETHOI 3annucuy nosib3oBaTtens obas/ieH BbIOOP A3blka 0TOOpaXeHus nHtepdeica n
4acoBOro nosca.

NcnpaBneHo

npoBepka v o6HoBNeHne peno3ntopues Ha Astralinux 1.7 B ckpunTte compose-tools.sh (npo6nema
ycTaHoBku docker-compose 1 conntrack);

Ba/mMgaums agpeca yaaneHHon 6asbl gaHHbIX, M3-3a KOTOPON He yaaBasioCb UCMONb30BaTb JOMEHHOE
nms, B ckpunte compose-tools.sh;

HEKOPPEKTHOE OTOOpaKeHVe pa3pbiBOB Ha rpadiukax MeTpUK: Tenepb, €CM ONpPoC NoO Kakoi-nnmbo
npuyrHe 6blN1 OCTAHOB/IEH, 3TO ByAEeT ABHO OTO6paxaTbCs Ha rpadvke;

co3fiaHne NULLIHUX 63KanoB KoHurypauuin Ha yctpolictBax ESR,;

11
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noslyyeHne KoHdumrypauuin ¢ yctpoincts MES, cobpaHHbIX B CTEKM OT 4 1 60/1€€ HOHUTOB;

aNIropuUTM NPOBEPKM MOAENN YCTPOICTBA Nepes, BbINO/IHEHMEM Ha HEM 3aauy: pelleHa npobnema c
NOXHbIMY cpabaTbIBaHUAMU MPU NCMONb30BAaHNUM YUYETHbIX 3aMMCcei C HENOTHbIM CMMCKOM pa3peLleHHbIX
KOMaHpg;

oLmnbKa 3anycka rpynnosbIx onepauunin Ha 6onee yem 20 yCTPOICTB;

0TOGPaKEHNE eANHNL, N3MEPEHNIA Ha rpadirkax METPUK.

Bepcua 1.10

JoGaBneHo

nogaepXka HoBbIX MoZenel CepBUCHbIX MapLupyTm3aTopoB: ESR-15, ESR-15R, ESR-30;

nogaepXxka HoBbIX Mogenein kommyTtatopos: MES2124, MES2300-24, MES2300-24F, MES2300B-24,
MES2300B-24F, MES2348B rev.C, MES2348P, MES3300-24, MES3300-24F, MES3348 rev.D,
MES3400-24, MES3400-24F, MES3400-48, MES3608I, MES3608IF, MES3710P;

06CNyXnBaHNe KOMMYTaTOPOB B CTEKE;

BO3MOXHOCTb CO3ZaHNSA 1 HACTPOMKM NoNb30BaTe/IbCKUX Aallbopaos;

oTnpaeka yBeAoM/IeHNA Yepe3 email/telegram-kaHasibl Npy BO3HUKHOBEHMN NPO6GIEM;

npuem n obpabotka SNMP-TpanoB yCTpOWCTB.

YnydueHo

pyu4HoOi 3anyck 3agaun Ha c6op LLDP-mHdopmaLmm yCTpoOncTBa;

NOMCK 1 INNLTPaLMA YCTPOICTB Ha KapTax ceTy;

B CKPUNT-UHCTANNATOP A06aB/E€HbI HOBbIE ONUMMW AJ/19 MOHUTOPUHIA COCTOSIHUSI CUCTEMBI;
nepepabdoTaH nHTepgeiic hnnsTpoB B TabMLAX;

MEeXaHu3M A1 B3aMMOoAEeNCTBNs € ycTpoicTBamu no SSH;

nepepadotaH nHTepgeinc B pasaene «YCTpoincTeo» — «MOHUTOPUHI».

NcnpaBneHo

ownbka onpegeneHnsa mogenun yctponcts anisa MES2424P rev. C1 Ha npowunske 10.2.8;
paboTa ¢ 3anaposieHHbIMY Kitodamu SSL-cepTudpmkaTos.

Bepcua 1.9

JoGaBneHo

GbICTPbIA NOUCK YCTPOWCTB U rpynn B MHTepdieice ECCM,;

HaCTPOVKN NHTEpBasIoB cbopa METPUK 1N Nepruofa XpaHeHUs: fiaHHbIX MOHUTOPUHIA B UHTEpdieiice
ECCM,;

PyHKLMM NeperMeHoBaHNs 1 NepemMeLLeHns rpynm,

oTobpaxeHune rpagukos CPU/RAM/ROM + Tabnmua MHBEHTapPHO MHGIOpMaLMn Ha CTpPaHuLe
YCTPOWNCTBa;

nogaepxka mapwpyrtmnsaropos cepun ME: MES000, MES000M, ME5100, MES100 rev.X, MES200,
MES5200S;

noaJepxxka MOHUTOPUHIa TpaHKoBbIX W/30B SMG (c Bepcueit npowwmekm oT 3.20.5.X

1 HoBee): SMG-1016M, SMG-2, SMG-200, SMG-2016, SMG-2016 rev.B, SMG-3016, SMG-3016 rev.B,
SMG-4, SMG-500.

YnydueHo

NoBblILLEHa NPON3BOANTENIBHOCTb, NOTHOCTLIO 3aBEPLLEH NEPeEX0[, Ha HOBbI ABWXOK A18 coopa
Tenemetpum no SNMP 1 onpoca goCTYynHOCTU YCTPOWCTB;

4aCTMYHO BHEAPEHO MCMNoIb30BaHMe HOBOIO MexaHm3ma /15 B3aMMOAEeNCcTBUsS ¢ ycTpocteamum no SSH;
npeacTaBneHne gart n BpeMeHn npueeneHo k ctaHgapty FOCT NCO 8601-2001;

fopabotaH nHtepdieic ansa Boibopa rpynn Ha CTpaHuLe YyCTPOICTB;

fopabotaH nHtepdeic ansa Boibopa aart B pasgene «YCTponcTBo» - «MOHUTOPUHI;

B CKpMNT ANs 3anycka gobasneHa yctaHoBka Docker B cuctemax Astra Linux n RedOS.
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ECCM.CNncoK n3ameHeHui.

NcnpaBneHo

*+ owmnbka 06HapyxeHus ycTpoicTB no SNMP B cnyyae n3ameHeHns napamMeTpoB A0CTyna K yCTpoincTBam;
+ owwmnbka yganeHus IP-gpabpurkn nocne yganeHus ycTpoucTs;

* OWMbKa OTKPbITUA KapT nocsie yaaieHns yCTponcTBa, OTMEYEHHOIO Ha KapTe;

* owmbKa Npu yaaneHnn ycTponcTs, korga npu 3anycke ECCM ykasbiBasics HeBannaHblid TFTP-agpec;

*+ owmnbKa npu AobasBeHnn YCTPONCTBA C yKasaHWeM HenpaBuIbHON Mogenn.

Bepcua 1.8
JoGaBneHo

* noagepXka HoBbIX MOAernelt CepBUCHbIX MaplipyTudaTopoB: ESR-20 FSTEC, ESR-21 FSTEC, ESR-100
FSTEC, ESR-200 FSTEC, ESR-1000 FSTEC, ESR-1500 FSTEC, ESR-1511 FSTEC;

* noagepXka HoBbIX Mogenel kommyTtaTtopos cepuit MES2300, MES2400, MES2448, MES3300,
MES5300A;

* noggepxka npotokosna SNMPv3;

* MoAAepXXKa MOHUTOPUHIa CTOPOHHEro 060pyA0BaHNS.

YnydueHo

* nepenucaH ABWXKOK AN cbopa TenemeTpum n onpoca AOCTYNHOCTU YCTPONCTB;

* B CKpUNT A4Ns 3anycka Ao6aB/ieHbl HACTPOIKM 415 HACTPOWKM paboTbl C yaasleHHbIM CEpBEPOM 6asbl
[aHHbIX;

* 0OHOB/EH NHTEpPhENC 418 yNpaBneHus rpynnamMm yCTPONCTB.

NcnpaBneHo

* owun6GKa npu aKkcrnopTe 60/bLLOro Konnyectsa ycTpoiicTs (6onee 8000);
+ olmbKa onpeaeneHns ctaryca AocTynHocTn yctponcte MES ISS no SNMP.

Bepcua 1.7

JoGaBneHo

* noggepxka HoBbix mogeneit MES2424P, MES5400-24, MES5400-48;
* nogaepxka MoHUTopuHra moaenei SMG:
SMG-1016M, SMG-2, SMG-200, SMG-2016, SMG-3016, SMG-4, SMG-500;
* MHCTPYMEHTbI Ansa pabotsi ¢ IP-fabric: mactep nHmynanmsaumm n nHtepdenc ynpaBneHus;
* MeHeXep SIMLEH3UIA NS YCTPOWCTB;
* noggepxka paboTbl Be6-uHTEpdenca cuctemsl No npotokony HTTPS.

YnydueHo

+ 06HOoBNeHne Bepcun PostgreSQL ¢ 12 Ha 14;

* npuBefeHne CTUNA PUILTPOB AaHHbIX B Tabnuuax K eguHomy Buay;

* HacTpolika napaMeTpoB AOCTyna K yCTPoNCTBaM OTAe/IbHO MO NPOTOKoaMm;

* HacTpoiika BpeMeHun oxungaHus oreeta no SNMP B pasgesnie 06Hapy>XeHUs1 yCTPOWCTB.

NcnpaBneHo

* COpPTUPOBKA CNNCKOB Ha3BaHWIi MOAE/NEN YyCTPOICTB;

* OLWMbKa NPUMEHEHNS KOH(PUTYPaLMIA YCTPOICTB, COAEPXKALLMX 3ansaTy0 Npu NepeuncneHmnm
napameTpoB;

+ ny6nmpoBaHune 3anpocoB B Be6-nHTepgeiice.
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ECCM.CNncoK n3ameHeHui.

Bepcusa 1.6

JoGaBneHo

nogaepxka cemencts yctponcts MES3700, MES1428, MES2400, MES2424, MES2448,;
MeTKa «akTyasibHasa sepcus MOy,

noaaepxka TFTP B ansible-moaynsix ana MES ROS 2.5, ROS 4+;

noAJepxka ncnonb3oBaHnsa WabnoHoB Jinja g/1a rpynnoBoro KOHOUrypnupoBaHnst yCTPOUCTB.

YnydueHo

00beAnHEHNE pa3aenoB rpynnbl/yCTPONCTBa;

pasgeneHune koHgurypaumm Running/Draft + Backup;

B3avmopgencteme TFTP-cepBepa co MHOTMMU KIMEHTaMW;

OKHO CO3aHusA rpynnoBbIX onepauuii Tenepb 6/10KMPYeTCs BO BpeMs OXnaaHus oTBeTa OT cepBepa;
npu aBapuiiHO OCTaHOBKE cepBuca BO BpeMs murpauum identity-provider goctyn k B/} 6onblie He
6noknpyetcs;

YCTPOWCTBA C pasHbIMU PEBU3NAMUN 00beAUHEHBI B O4HW TPYNMbl B JINLEH3UAX;

y/y4lleHO MaccoBOe KOH(pUryprpoBaHme yCTPONCTB;

nonpas/sieHa Ba/igauns MoAeNn-nnueH3nmn B anasnore fo6as/ieHnsa yCTPOMCTB — aBTOOOHapyXeHue.

NcnpaBneHo

HEBO3MOXHOCTb 3anyCTUTh eLle OA4HO rpynnoBoe 0GHOB/IEHME NPUY YXXe 3anyLeHHOM rpyrnnoBoM
O6HOB/IEHUY;

n3MeHeHune cTtaryca SSH;

pasHblil perncTp B HazBaHWAX NPOTOKO/1I0B B HACTPOMKaxX AOCTyna;

ownbka onpegeneHnsa yctpoiictea MES5448;

own6Ka onpeaeneHns 3aaad, Co3aHHbIX Nosib3oBaTeneM, OT/IMUYHLIM OT eccm (NpeayCTaHOB/IEHHbI
nosib3oBatesb);

ybpaHbl N0/10Chl NPOKPYTKM U3 MHTEepdieinca KapT ceTe;

HenpasunbHaa cepus o MES2411X AC. Cepusa nameHeHa Ha MES2448.

Bepcua 1.5

JoGaBneHo

nogaepxka TFTP ana pasgaun gannos Ha ceTeBoe 060pya0BaHuE;

DHCP-cepsep;

ZTP-meHempkep ANs nHMuuanm3aumm yCTpPoncTB;

c60p AaHHbIX O CTPYKTYpe ceTtn no LLDP;

nogaepxka cemencts yctponcts MES11xx, MES21xx, MES22xx, MES31xx;

BO3MOXHOCTb NPOBEPATH AOCTYNMHOCTb CETEBOro 060pyA0BaHnNs Nno yctaHossieHnto TCP-coegnHeHns
(nokasbiBaeT 60/1ee BbICOKYO NPOV3BOANTENLHOCTL, YeM ICMP-npoBepkn);

TpaccupoBOYHbIE 3arosioBkuM B http-oTBETHI Cepsepa.

YnydueHo

yNyuLIEeHns KapT CeTu:
* OTOGPAXEHNE MKOHOK YCTPOICTB B COOTBETCTBUM C TUMOM 060PYA0BaHMS;
* OTOGpaXeHNe CTaTycoB CETEBOI AOCTYMNHOCTY;
* aBTOMAaTMYeCcKoe MOCTPOEHNE CBA3El MeX/ly YCTPONCTBAMM OCHOBbLIBAsACh HA AaHHbIX LLDP;
* BHeApeH UYHKLMOHAN «NOoAKaPT CETW», NO3BONSAIOLLNIA UHKANCY/IMPOBATb C/IOXHbIE CETEBbIE
CTPYKTYpbI;
* yNyulleHo Ao6aBneHne YCTPOCTB Ha KapTy;,
* ynyulleH yHKUMOHAN M3MEHEHNSA MacLITaba KapTbl
* MEepexof, K CTpaHuLe YCTPOoICTBA C KapTbl CETY;
nepepaboTaH NoAxof K onpeeNieHno CTaTyCoB YCTPOICTB: OTe/IbHO OTOGpaXatoTCs cTaTyc
06CNyXMBaHKA YCTPOICTBA B CUCTEME U CTATyC CETEBOI AOCTYNHOCTMN YCTPOICTBA;
yBe/IMyeHa npon3BoanTeIbHOCTb ONPOCUMKA CETEBOI [OCTYNHOCTY YCTPOMCTB.
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ECCM.CNncoK n3ameHeHui.

NcnpaBneHo

* yNyyllieHa o4YMCTKa oUYepeam 3a[ay Ha yCTPOMCTBaxX OT 3aBUCLLUX 3a4ay;

* CNpaB/IEHO PACMOIOXKEHNE KHOMOK NOATBEPXKAEHNS N OTMEHbI AEACTBUS B HEKOTOPLIX Anasiorax;
+ 06paboTka OLIMGKM NPV MOMbITKE 3KCNopTa AEMO-NINLEH3UN;

* CnpaB/eHbl LMKINYecKne naaeHusi cepeuca device-manager nocse nepesanycka;

* ucnpaeneHa 6/10kMpoBKa B/ Npu HeycneLlHoi MUrpaLumn Bo Bpemsi ctapTa CepBuca;

* ucnpaB/fieHa oWwnGKa Npu MMNoPTE A/IMHHbLIX (DAN0B CO CMMCKOM YCTPOMCTB.

Bepcua 1.4
JoGaBneHo

* MOWCK YCTPOICTB B CETY;

* KapTbl ceTel;

* TpynnoBble onepawmmn No KOHUryprpoBaHUO YCTPOIACTB;
* CKpUNT AN UHCTaNNSAUMM 1 3anycka NpoekTa;

+ c6op MeTpuk paboTbl cepBucos (a1 Prometheus).

YnydueHo

* ONTUMM3ALMS BHELLHEro B1Aa 1 ya06CTBa UCNOMb30BaHNSA (OULTPOB B TabnuLax;
* CKpbITUe naponeii Ans AoCTyna K YCTPOCTBam M3 /I0r0B BbINOMIHEHUS 3aau.

NcnpaBneHo

* NOACYET CBOOOAHBIX NNLEH3NIA NpY AO6ABNEHNN YCTPOICTB;

* npobnema OTKpbITMA rpadikoB MOHUTOPUHIA MPU eLLEe He 3anO/IHEHHbIX AaHHbIX;
* OLWMOGKM NP1 0BHOBNEHNM TOKEHA aBTOpPM3aLNY;

* OTOGpaxeHne OTpULaTE/bHON LWKasibl X Ha HEKOTOPbIX rpadhmkax.

Bepcua 1.3
JoGaBneHo

* nogaepxka yctponcts MES5448/MES7048;

* BKnagka «MHdopmaumsa» ¢ MIHBEHTapHbIMU AAaHHbLIMW HA CTPaHULLEe YCTPONCTBa;
*+ pasgen «[lepcoHanbHas cTpaHuua» ¢ MHhopMauueli o Nonb3oBarterne;

* 1CNOJIb30BaHMe MaKpPOCOB A5 KOHurypuposaHusa MES.

YnydueHo

* yckopeHue cbopa MHBEHTapHbIX gaHHbIX N0 SNMP npu fo6aBneHnn HOBbIX YCTPOWCTB;

* 0TOGpaXKeHWe rpynnbl yCTPOCTB B pasaesie YCTPONCTBa;

+ nepexop Ha Kotlin 1.4;

* anropuTM paboTbl ¢ KOHUrypauusimm ESR: 4epHOBYMKM Noc/ie NpUMEHEHMS coxpaHsatoTcs B 6ase
[laHHbIX, a He yaansTcs.

NcnpaBneHo

* HEeKoTOpble Ha3BaHWA 3aro/I0BKOB B Tabnnuax;

+ copTtmpoBska MO no Bepcusam;

* OTOOpaXeHue LBETOBOrO cTaryca yCTPOUCTB B pasgenax «YCTpoucTea» U «pynnbi»;
* MOACYET TpUIrepoB B pasaesne «CeogHas nHpopmaumsy;

* OLIMGKM Npu 0GHOBNEHUKN CcTaTyca YyCTPOICTB.

Bepcua 1.2
JoGaBneHo

+ nopaepxka yctponcts ESR3100 n cemelictB ycTpoicte MES23xx, MES33xx, MES35xXx,
MES36xx, MES5312, MES5324, MES53xxA;
* MMMOPT/3KCMOPT YCTPONCTB B CUCTEMY.
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ECCM.CNncoK n3ameHeHui.

YnyduieHo

+ paboTa web-uHTepdieiica n cuctemMbl aBTopusaumm Yepes oanH TCP-nopt (no ymonuanuio nopt 80);

+ po6aBneHa HacTpoiika s3blka 0To6paxeHust nHTepdoelica (ru/en);

* aBTOMAaTM4ecKoe NpoasieHne ceccuy web npu akTMBHOCTY B MHTepAIelice;

+ TpaccupoBka own6ok ¢ backend Ha front;

* nepepaboTaH nHTepdgenc no6aBneHnsi yCTPONCTB B CUCTEMY;

* nepepaboTaH MHTepeic HacTpoiikn AedonTHbIX (rNo6asbHbIX) NapaMeTPoB AOCTYNa K yCTpolicTBaM;

+ pob6aBneH napcep UMeHu dhaiina s aBToMaTMyecKoro 3anosiIHEHUS CEPUIA 1 BEPCUIA Npu 3arpy3ke
goainos MNO.

NcnpaBneHo

* COPTUPOBKA rpactnKoB Ha CTPaHWLLE MOHUTOPUHIA YCTPOCTBA NO andasunTy;,

* OLUMGKM PACCUHXPOHM3ALMN [epeBa 06bLEKTOB NPU YAANIEHN YCTPOIACTB;

* MpOoMycK 3anycka 3aAa4 nosy4YeHns KoHUrypawuum ycTpoiicTea nocse ero 1o6aBneHus;
* OLIMGKM NPV MOSTyYEHUN I0TOB BbINOTHEHWS 334au.

Bepcua 1.1

JoGaBneHo

* cucTema NMLEH3UPOBaHMS NO KOMMUYECTBY 06CYXMBAEMbIX YCTPOICTB;
* HacTpoiika MHAMBMAYa/bHbIX NapaMeTpoB A4N18 A0CTyna K yCTpoiicTBawm,;
* MexaHu3M A06aBneHNsl YCTPOMCTB B CUCTEMY: NMPY A06aBNEHNN YCTPOINCTB SIBHO YKa3blBaeTCs TUM.

YnydueHo

* NnoBbilLleHNE NPonN3BOANTENIBHOCTN,
* ynydueHunA BHELWWHEro snaa.

NcnpaBneHo

+ owwmnbka npu yaaneHun 6onee 100 yCcTpoOIiCTB;
* owmbKa Npu nepexoae Ha BkIagky «pynnbiy;
* olmbKa npy 06HOBMIEHMM TPYMMbl YCTPOWCTB.

B Bepcun 1.1 6611 yaaneH yHKUMoHan AN aBToMaTtnyeckoro novcka n o6asieHns yCTPOUCTB.
Mcnonb3yemas paHee KOHUenums 6bl1a HeCoOBMeCTMMa C INLEH3MPOBaHNEM U UMena HU3KYH
NPOV3BOAUTENBHOCTb. BbI/I0 MPUHATO peLleHne NOTHOCTLIO Nepeaenarb MexaHu3M 06HapyXXeHns
YCTPOWCTB, OH ByAeT BK/IOYEH B G/vKaliune BepCun.
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TEXHNYECKAA NMOAAEPXKA

[ns nonyyeHns TEXHNYECKO KOHCY/IbTaummn No BONpocamM yCTaHOBKM 1 3KCMnyataunm CUcTeMmbl
ECCM BbI MOxeTe o6paTnTbcs B CepBUCHbIV LEHTP koMnaHum Eltex:

dopma 06paTHOin CBA3N Ha cailTe: https://eltex-co.ru/support/

Servicedesk: https://servicedesk.eltex-co.ru/

MONHY0 TEXHUYECKYHO AOKYMEHTaUMI0 1 NPOorpaMmMHoOe obecrnevyeHne Bbl MOXETE HalTh Ha
odhmumanibHOM calite KoMnaHuu: https://eltex-co.ru/
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