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19.9.23 ipospfhello-interval ... 287
19.9.24 ipospfdead-interval.......ccccoeoiiiii i 288
19.9.25 ipospfpoll-interval........cccoooeiiiii 288
19.9.26  ip OSPf NEIGNDON ..o 289
19.9.27 QP OSPF NEIWOIK..cccceeeeeeeeeeeeeeeeeeeeeee 290

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI 11



O ELTEX

RSk B T I o1y o) i 1 o 1 Y AR PP PPPPPPPPRS 291
RS2 I 1o I o 1Y o i ole 1] AP PPPPPPPPPRS 291
19.9.30 router ospf 10g-Neighbor-Changes .........uuuiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeee e 292
S I 3 o] [T T o N o 1Y o | PP PPPPPPPPPRS 293
S I 3 o Vo VYA T o X e 1] PP PPPPPPPPRS 293
19.9.33  ShOW ip OSPT INtEITACE....iiiiiiiiiiiiiiiiieeeieeeeeeeee e e aeeeeeeeeeeeeeeeeeerennenes 294
SR 7 A o oYV A o Mol o] e F= 1 =] o = Y PP PPPPPPIRS 294
19.9.35  ShOW ip OSPT NEIGNDOIS ...eeviiiiiiiiiiiiieeeeee ettt e eeeeeeeeeseseseseessennnnes 295
19.9.36  ShoW ip OSPT VIrtUAI-IINKS ..eevvviiiiiiiiiiiiiiiiiiieecee ettt eeeeeee e seeeeeeseseeeseeererneee 296
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20.2 HaCTPOMKA PESEPBUPOBAHMUSA ccceeeeeeeeeeeeeeeeeeeeeeeeeeeee e e e ee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaas 308
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20.2.1.1  ip ANCP-SEIVEN fAIlOVEL ..eiiiiiiiiiiieee ettt e e e sttt e e e e s s s bbb re e e e e e s s sanbbneeas 308
20.2.1.2  ip dhcp-server failover 10cal-address .......coooeeeiiiiiiiii e 308
20.2.1.3  ip dhcp-server failover remote-address ........cccevviiiiiiiii i, 309
20.2.1.4  ip ANCP-SErVEr fallOVEI FOIE.....uiiiiiiiii ettt e e e e e st re e e e e e s s b beees 309
20.2.1.5 show ip dhcp server failover.......cccco i, 310
20.2.2HacTpoiKa pe3epBUPOBAHMUA FIr@Wall ..........uuuunieiii s 310
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20.2.2.2 ip firewall failover source-address.......ccccoeeeiieiii e, 310
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20.2.2.6  ip firewall failover multicast-address...........ccceeeiiiiii i 312
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20.4.2wan [0ad-balance target-liSt...... ... s 318
DI =T o =1 o USRS 319
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1 BBEAEHME

1.1 AHHOMayus

B HactoAwem pyKoBOACTBE MpuBedeHO onucaHuve KomaHg CLI gna  agmuHucTpatopa
mapupyTusaTopa cepum ESR-ST (B Aa/ibHeMLLIEM MMEHYEMOrO YCTPOCTBOM).

NHTepdeiic komaHgHoM cTpokn (Command Line Interface, CLI) — nHTepdelic, npegHasHaYeHHbIM
ONA yrpaB/AeHuaA, NPOCMOTPA COCTOSIHUA M MOHUTOPUHIa ycTponcTea. Ana paboTtbl notpebyetca nobasn
ycTaHoBNeHHas Ha K nporpamma, noaaep*kusatowas paboty no npotokony Telnet, SSH mam npamoe
NoAKAloUYeHMe Yepes KOHCObHbIN NopT (Hanpumep, HyperTerminal).

1.2 LUenesas ayOumopus

CnpaBoyHUK KomaHg, CLI npegHa3HayeH 4na TEXHMYECKOrO NepcoHana, BbIMOAHAOLWErO HACTPOMKY
M MOHWUTOPWUHI MaplpyTusaTopa cepumn ESR-ST nocpeactsom uHTepdeica KomaHaHoW cTpoku (CLI).
KBanndukaumsa TexHMYecKoro nepcoHana npegnonaraet 3HaHnMe ocHOB paboTbl cTeKka npoTokosios TCP/IP,
npuHumMnos noctpoerus Ethernet-ceteli.

1.3 YcnoeHbie 0603Ha4YeHuUA

O603HaueHun OnucaHue
Nony»XnpHbIii Mony*XMpHbIM WPUDTOM BblaeEHbI MPUMEYAHUA N NpeaynpeXxaeHns, Ha3BaHMe [1as.,
LI.IpVI¢T 3aro/z10BKOB, 3aro/jioBkoBs T3611VILI,.
‘ Courier New ‘ Wpndtom Courier New 3anmcaHbl NpUMepbl BBOAA KOMaHA, Pe3y/ibTaT UX BbINOJIHEHMA, BbIBOA,
nporpamm.

B KBagpaTHbIX CKOOKax B KOMaHLI,HOVI CTPOKE YKa3blBakOTCA Heobna3aTe/ibHble napameTtpbl, HO
nUX BBOA NpeaocCTtaBadAeT onpeaeneHHble A40NO/IHUTEIbHbIE ONUUNA.

o B durypHbIx CKObKax B KOMaHAHOM CTPOKE YKa3bIBAOTCA BO3MOKHble 06A3aTe/IbHble
napameTpbl. HeobxoaMMo BbIGpaTb OAMH U3 MAPaMETPOB.

« I » ﬂ,aHHblﬁ 3HaK B ONMMCaHUUN KOMaHAbl obo3HayaeT «uam».

MpumeyaHua U npegynpexaeHua

/  TNpumeyaHns copaepiKaT BaXHYIO MHGOPMALMIO, COBETbI MW PEKOMEHAALMN NO UCMONb30BAHNIO
M HACTPOMKe YCTpOiiCTBa.

MpeaynpexaeHna MHGOPMUPYIOT NOJIb30BaTeNss O CUTYaUUAX, KOTOpble MOrYT HaHeCcTU Bpep,
NPOrpaMMHO-annapaTHOMy KOMMJIEKCY, NPUBECTU K HEKOPPEKTHOW paboTe cuctembl Mamn notepe
AaHHbIX.

© ay,
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1.4 WUcnonb3lyemebie COKpaweHUsA

BGP — Border Gateway Protocol

DHCP — Dynamic Host Configuration Protocol
DNS — Domain Name System

GRE — Generic Routing Encapsulation

ICMP — Internet Control Message Protocol
IKE — Internet Key Exchange

IP4IP4—IP in IP

LACP — Link Aggregation Control Protocol
LAG - Link Aggregation Group

L2TPv3 — Layer 2 Tunneling Protocol version 3
MTU — Maximum Transmission Unit

NAT — Network Address Translation

NTP — Network Time Protocol

OSPF — Open Shortest Path First

PPP — Point-to-Point Protocol

QoS — Quality of service

RIP — Routing Informational Protocol

SNMP — Simple Network Management Protocol
SP — Strict Priority

STP — Spanning Tree Protocol

VPN — Virtual Private Network

VRRP — Virtual Router Redundancy Protocol
WAN — Wide Area Network

WINS — Windows Internet Name Service

WRR — Weighted Round Robin
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2 MPABUJ/IA NO/Ib3OBAHUA KOMAHAHOW CTPOKOW

Ona ynpoweHWs WCNoNb30BaHWA KOMAHOHOW CTPOKM WHTepdenc noanep)Kmsaet QGyHKLUIO
ABTOMATMYECKOro AONONHEHUA KOMaHA,. 3Ta GYHKLMA aKTUBUPYETCA NPU HENOJHO HabpaHHOM KOMaHAe U
BBOAE CMMBOa Tabynaumum <Tab>.

Opyraa ¢yHKUMA, nomMmoratoLan nosib3oBaTbCA KOMaHAHOM CTPOKOW — KOHTEKCTHaA noAckaska. Ha
ntobom stane BBOAA KOMaHAbl MOXHO NOAYYUTb MOACKA3KY O CAeAyOLWMX 31eMeHTaX KOMaHAbl NyTem
BBO/ZA BOMPOCUTE/IbHOIO 3HaKa <?>.

[na ynpouweHna KomaHza, BCcel cucteme KomaHZ npuiaHa nepapxmyeckan cTpyktypa. na nepexoga
MeXay YPOBHAMM Wepapxuu npefHasHadeHbl CrneuunasbHble KoMaHAbl nepexofa. 3TO Mno3BOAseT
MCMO/Ib30BaTb MeHee 06beMHbIEe KOMAHAbI Ha KaXKA0M U3 ypoBHen. [11a 0603HaYeHMs TEKYLLErO YPOBHS,
Ha KOTOPOM HaxXoAWTCA NONb30BaTe b, AMHAMUYECKU U3MEHAETCA CTPOKa NpUriaeHnsa CUCTeMbI.

Mpumep:
esr> enable BKAtOUeHMe 15 ypoBHA npusmaerni
esr:esr# configure nepexos B peXXMm KOHPUIrypnpoBaHmA yCTPOICTBA

esr:esr (config) #
esr:esr (config)# exit BO3BpAT HA YPOBEHD BbiLLe
esr:esr#

[Ona ynobctBa MCNoNb30BaHWMA KOMAHAHOW CTPOKWM peannsoBaHa NOAAEPIKKA FOPAYMX KNaBuLl,
nepeyncneHHblx B Tabanue 2.1.

Tabanya 2.1 — OnucaHne ropAaYMX KnaBuw KoOmaHaHoM cTpoku CLI

CoueTtaHue Knasuwu OnucaHue
Ctrl+D Bo BNOXXEHHOM KOMaHAHOM peXMMe — BbIXO4, B NpeablayLunii KOMaHAHbIN PeXxum
(komaHza exit), B KOPHEBOM KOMaHAHOM pexkume — Bbixoa 13 CLI (komaHaa logout).
Ctrl+z BbIXxoZ B KOPHEBOM KOMaHAHbIN pexknm (KomaHaa top)
Ctrl+A Mepexon B HAYaNo CTPOKMU
Ctrl+E Mepexoa B KOHeL, CTPOKH
Ctrl+U YpaneHue cMMBOJIOB C/1eBa OT Kypcopa
Ctrl+K YpaneHue cMMBOJIOB CnpaBa OT Kypcopa
Ctrl+C OumMCTKA CTPOKM, a TaKKe 06pbIB BbINONHEHWUA KOMaHAbI
Ctrl+W YpaneHue cnoBa cnesa OT Kypcopa
Ctrl+B Mepexos Kypcopa Ha OAHY MO3ULMIO Ha3ag,
Ctrl+F Mepexos Kypcopa Ha OAHY MNO3MLMIO BNepes,
Ctrl+L OuymnCTKa 3KpaHa

Ana ypobctea uteHna ao6aseH NOCTPaHMYHbIN BbiBoA 60/1bWwoi No 06bemy MHGOpMaLUN.

Hanpumep:

esr:esr# show running-config
syslog max-files 3

syslog file-size 512

syslog file esr info

syslog console info

interface gigabitethernet 1/0/1
ip address 10.100.14.1/24
exit
interface gigabitethernet 1/0/1.101
exit
interface gigabitethernet 1/0/2
ip address 192.168.1.1/24
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ip address 10.100.100.2/24

exit

interface gigabitethernet 1/0/2.150
ip address 10.150.150.2/24

exit

interface gigabitethernet 1/0/2.151
ip address 10.151.151.15/24

exit

interface gigabitethernet 1/0/3
ip address dhcp enable

exit

interface gigabitethernet 1/0/5.55

More? Enter - next line; Space - next page; Q - quit; R - show the rest.

[na oTKAOYEHNA NOCTPAHUYHOTIO BbIBOAA B TEKYLLEN CECCUN HEOOXOAMMO BBECTU KOMAHAY:
esr:esr# terminal datadump

NHTepdeiic KomaHOHOW CTPOKM obecneymBaeT aBTOPU3ALMUIO MOJb30BaTENEN W OrpaHMYMBaET
A0CTYyNn K KOMaH4amM Ha OCHOBaHUUN YPOBHA I'IpMBVII'IEFVIVI, 3a4aHHOIro aAMMUHUNCTPATOPOM.

B cucteme moxkeT ObITb CO034aHO HeobxoAMMOe KO/IMYecTBO MoJsib3oBaTenen. Heobxoammblin
YPOBEHb NPUBWUIETNIA 3a43ETCA UHANBUAYANbHO ANA KaXKA0ro U3 HUX.

/ B 3aBOACKOW KOHOUrypauuu B cucTteme CO34aH OAMH NMONb3oBaTeNb ¢ umeHem admin u
naponem password.

[na obecneyeHunsa 6e30nacHOCTM KOMaHAHOIO MHTepdelica KoMaHAabl pacnpeaeneHsl mexay 1, 10
1 15 ypoBHEM NpuBmUAEruit:

1 ypoBeHb — AOCTYMNEH TO/IbKO MOHUTOPUHT YCTPOWCTBA;

10 ypoBeHb — [OCTYNHO KOHOUIYpMpPOBaHME YCTPOMCTBA, KPOME CO34aHUA NONb30BaATENEN, Mepe3arpysKku
yCTpoOICTBa, 3arpy3sku MNO;

15 ypoBeHb — HET OrpaHUYEHNA.

MonyyeHue 15 ypoBHA NpuBUAETUIA:

(esr)> enable

(esx) #

BosBpalleHWe Ha NepBOHaYa/bHbIM YPOBEHb NPUBUETNNA:

(esr)# disable
(esr)>

Cuctema no3BoasAEeT HECKONLKMM N0Nb30BaTENAM OAHOBpPEMEHHO NOAKNKOYATbCA K YCTpOVICTBy.

Ona ymeHbweHuAa obbema OTOOparKaemblX LaHHbIX B OTBET Ha 3anpocbl MO/b30BaTeNA WU
obneryeHMa noucKka Heobxoaumon WHPOPMALMM MOMNKHO BOCMOSIb30BaTbCA duabTpaumein. [Ona
dunbTpaumm nHbopmaummn Tpebyetca A06aBUTb B KOHEL, KOMAHAHOM CTPOKM CMMBOA « | » U UCMO/Ib30BaTb
OAHY M3 onunii GunbTpaunu:

—  begin — BbIBOAUTL BCe NOCAE CTPOKU, coaepsKallieit 3a4aHHbIl WabnoH;
— include — BbIBOAUTb BCE CTPOKMW, coAeprKallme 3a4aHHbIN WabioH;

— exclude — BbIBOAUTb BCE CTPOKK, HE coAeprKallme 3a4aHHbIN WabioH;
— count— noAagc4eT Yncna CTPOK B BbiBOAE.
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La6noH noncka MoxeT 6bITb 3a4aH PeryaapHbIM BbipaXKeHUEM U COAEPKaTb:

— TNepeyeHb cumBOOB. MOXHO OnpeaennTb NepedyeHb, 3aK/104MB CUMBOJIbI B KBaZpaTHble
CKOBKM «[]». CooTBeETCTBUE ByAET NPOBEPATLCA NO CUMBOIAM, NEPEYNUCIEHHBIM B NEPEYHE.
Ecnv nepBbilii CMMBOJ NepeYHa «», TO COOTBETCTBUE ByaeT NpoBepaATbCA No Abomy
CUMBOJY, He BXOZALLEMY B NepeyeHb. Mpumepbi:

[-az]-'a','2'n'-,
[a-z] - Bce naTnHcKme bykebl oT 'a' go 'z'.

— CneunanbHble CMMBObI:

A — HaYyano CTPOKMU;

S — KOHeLl, CTPOKMU;

. — o060l CUMBO B CTPOKE;
* — HOMb UK bonee pas.

BbiBOA KOmaHAabl «show running-config syslog» 6e3 napameTpos:

esr:esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info

BbiBOoA KomaHAabl «show running-config syslog» c napameTtpom «begin»:

esr:esr# show running-config syslog | begin file-size
syslog file-size 512

syslog file default info

BbiBOA KomaHAabl «show running-config syslog» ¢ napameTtpom «include»:

esr:esr# show running-config syslog | include file-size
syslog file-size 512

BbiBOA KomaHAabl «show running-config syslog» ¢ napametpom «exclude»:

esr:esr# show running-config syslog | exclude file-size
syslog max-files 3
syslog file default info

Mprmepbl UCNONb30BAHNA PETYAAPHbLIX BbiPaXKeHW:

esr:esr# show interfaces status | include ""te.*"

tel/0/1 Up Down 1500 a8:f9:4b:aa:05:d9
tel/0/2 Up Down 1500 a8:f9:4b:aa:05:da
esr:esr# show interfaces status | include "*gil/0/1[2568]"
gil/0/12 Up Down 1500 a8:f9:4b:aa:05:cc
gil/0/15 Up Down 1500 a8:f9:4b:aa:05:cf
gil/0/16 Up Down 1500 a8:f9:4b:aa:05:d0
gil/0/18 Up Down 1500 a8:f9:4b:aa:05:d2
esr:esr# show interfaces status | include """ ["tgIl -]"
bridge 1 Up Up 1500 a8:f9:4b:aa:05:c0
bridge 2 Up Up 1500 aB8:£9:4b:aa:05:c0
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3 CTPYKTYPA CUCTEMbI KOMAHA

Cnctema KOMaHg, MHTepdenca KOMAHAHOW CTPOKM MapLupyTm3aTopa cepum ESR-ST paspgeneHa Ha

nepapxmnyeckmne yposHu (pasgensi).

3.1 Inob6anbHblii pexcum

BepxHuii ypoBeHb Mepapxmm KOMaHA npuseaeH B Tabsmue 3.1.

Tabnvua 3.1 — Uepapxusa KOMaHAHbIX PEXKMMOB (BEPXHWUI YPOBEHD)

KomaHpaa KomaHpaa
YpoBeHb Bupa, cTpoku noacKasku
BXxoga BbIXoaa
o esr>
K ROOT .
opHesovi pexum (ROOT) esr:esr# exit
Pexxum KoHdurypuposarus (CONFIG) configure esr:esr(config)#
Pexknum oTnafku paboTbl yCTPONCTBA ) end
(DEBUG) debug esr:esr(debug)#
pexum ROOT exit
esr:esr# h end
configure
esr:esr (config) #
debug pexxnm DEBUG
esr:esr (debug) #
PucyHoK 1 — BepxHuiA ypOBEHb MEPAPXUU PEKMMOB KOMAHS,
B KopHeBOM KomaHAHOM pexume (ROOT) ocywecTsaeTcs:
paborta ¢ dalinamm KoHpUrypaumm:
"  MPUMEHEHMUE;
"  noATBeprKAeHWe;
= cbpogc;
= COXpaHeHwue;
= OTMEHa He NPUMEHEHHbIX U3MEHEHUI;
= BO3BpPAT K NOATBEPKAEHHOM KOHOUIypaLmu;
nepesarpyska mapLpyTnsaTopa;
MOHWUTOPUHT PaboTbl U MPOCMOTP TEKYLLEN KOHPUTYPALMK YCTPOMCTBA.
N3 kopHeBoro pexxunma (ROOT) ocywecTBAAETCA NEPEXOL K CNEAYIOLMM pa3genam:
penm KoHpurypuposaHus yctpoiictea (CONFIG);
peXnum oTnagkun paboTsl yctpoiictea (DEBUG).
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3.2 KoHdhueypuposaHue mapuwpymusamopa

KoHdurypuposaHue mapuipytusatopa cepum ESR-ST BbinosiHaetca B pexkume CONFIG. [JaHHbIl
peXKMm A0CTyneH u3 KopHesoro pexxnma (ROOT). Mepexon B peknm KOHPUTYPUPOBAHUA OCYLLLECTBASETCA
TO/IbKO B MPUBUIETMPOBAHHOM pPEXUME.

Ons nepexona us KopHesoro pexknuma (ROOT) HeobX0ANMMO BbINONHUTL CeAyioLMe KOMaHAbI:

esr> enable
esr:esr# configure

esr:esr(config) #

B pexkmme KoHOUIypmpoBaHUA MapLipyTmM3aTopa cepun ESR BbinonHAeTcA:

— ynpaefieHWe CUCTEMHbIMM Yacamu;
—  ynpaB/ieHWe CUCTEMHbIM KYPHANOM;
— ynpaefieHve yaaneHHbIM AOCTYNOM;

— HacTpomka QoS;

— HacTpoWka Spanning Tree;

— HacTpolika VLAN;

— HacTpoliKa CTaTUYECKMX MapLIPYTOB;
—  HacTpoWKa NPUOPUTETHOCTU MPOTOKO/I0B MapLLpPyTM3aLuu;
— nepexog K pexnmam KOHOUrypupoBaHUs GyHKLUMA, ONUCAaHUE PEXMMOB NpuBeAeHOo B Tabauue

3.2.

Tabanuya 3.2 — KomaHAHble peXKMMbl 410 ynpaBaeHUs MapLlpyTM3aTopom

(CONFIG-MULTILINK)

Mpepapl 1]
YposeHb KomaHpa |3xo,c|,a1 Bupa, cTpoku noackasku PeAblAyLY
YpOBeHb
HaCTpOMK.a GigabitEthernet interface gigabitethernet P
nHTepdeicos esr:esr(config-if-gi)# CONFIG
<PORT>
(CONFIG-GI)
HaCTpOMK.a TengigabitEthernet interface  tengigabitethernet .
nHTepdeicos <PORT> esr:esr(config-if-te)# CONFIG
(CONFIG-TE)
HacTpoiika rpynnbl arperaumm
KaHanos intrerface port-channel <CH> esr:esr(config-port-channel)# | CONFIG
(CONFIG-PORT-CHANNEL)
interface gigabitethernet
<PORT>.<VLAN> wuu
HacTpolika cybuHTepdelicos interface  tengigabitethernet . ] .
(CONFIG-SUBIF) <PORT>.<VLAN> n/m esr:esr(config-subif)# CONFIG
interface port-channel
<CH>.<VLAN>
HacTpoiika BUpTyanbHbIxX
nHTepdencos interface loopback <PORT> esr:esr(config-loopback)# CONFIG
(CONFIG-LOOPBACK)
Hactpovika E1-uHtepdericos . . .
(CONFIG-E1) interface el <PORT> esr:esr(config-el)# CONFIG
HacTtpolika rpynnbl arperaumm E1-
KaHanos interface multilink <PORT> esr:esr(config-multilink)# CONFIG

1
MoapobHoe onucaHne KoMaHa NPUBEAEHO HUXKE
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HacTtpoiika L2TPv3-TyHHenei

(CONFIG-L2TPV3) tunnel 12tpv3 <L2TPV3> esr:esr(config-12tpv3)# CONFIG
Hactpoiika GRE-TyHHenel . ;
(CONFIG-GRE) tunnel gre <GRE> esr:esr(config-gre)# CONFIG
:-IcaéLpFT;}_(:;s_:gGRF;-TyHHene” tunnel softgre <SOFTGRE> esr:esr(config-softgre)# CONFIG
HacTtpoiika cabuHTepdeitca Ha L2 tunnel softgre _
TyHHene <SOFTGRE> <VLAN> esr:esr(config-subtunnel)# CONFIG
(CONFIG -SUBTUNNEL) ’
Hactpoiika IPv4-over-IPv4 TyHHenelt - . L
(CONFIG-IP4IPa) tunnel ipdip4 <IP4IP4> esr:esr(config-ipdip4)# CONFIG
Hactpoiika ceTeBbix MOCTOB . . -
(CONFIG-BRIDGE) bridge <BRIDGE> esr:esr(config-bridge)# CONFIG
Hactpoitka VLAN . .
(CONFIG-VLAN) vlan <VLAN> esr:esr(config-vlan)# CONFIG
HacTpolika nyna agpecos DHCP-
cepsepa ip dhcp-server pool <NAME> esr:esr(config-dhcp-server)# CONFIG
(CONFIG-DHCP-SERVER)
Hactpoiika DHCP onumu 60 ip dhcp-server vendor-class-id | esr:esr(config-dhcp-vendor- CONFIG
(CONFIG-DHCP-VENDOR-ID) <NAME> id)#
HacTpolika npodunsa . ] .
IP-appecos object-group network <NAME> isertﬁirflf)c:#nf'g object-group CONFIG
(CONFIG-OBJECT-GROUP-NETWORK)
Hactpoiika npodunsa TCP/UDP- . ) .
nopTos object-group service <NAME> s;:;/?zg();onﬁg object-group CONFIG
(CONFIG-OBJECT-GROUP-SERVICE)
HacTpoika cnncka KoHTpona goctyna | . . .

- E . -
(CONFIG-ACL) ip access-list extended <NAME> | esr:esr(config-acl)# CONFIG
HacTpolika npasuaa 4ns cnmcka
KOHTPO/IA AocTyna rule <ORDER> esr:esr(config-acl-rule)# CONFIG-ACL
(CONFIG-ACL-RULE)
Hactpoiika 30Hbl 6e30nacHocTH . . )
(CONFIG-ZONE) security zone <NAME> esr:esr(config-zone)# CONFIG
HacTtpo¥ika rpynnbl npasua gna nap . .
30H 6e3onacHocTn iigj:ty zone-pair - <FROM> esr:esr(config-zone-pair)# CONFIG
(CONFIG-ZONE-PAIR)
Hactpolika npaBuna ana napbl 30H
6e3onacHocTn rule <ORDER> esr:esr(config-zone-rule)# EZ)I':FIG ZONE
(CONFIG-ZONE-PAIR-RULE)
HacTtpolika cepBuca TpaHcAaLmMmn
a4pecoB nosyyartens service nat destination esr:esr(config-dnat)# CONFIG
(CONFIG-DNAT)
Hactporika nyna IP-agpecos u . .
TCP/UDP-nopTos ans DNAT pool <NAME> esr:esr(config-dnat-pool)# CONFIG-DNAT
(CONFIG-DNAT-POOL)
HacTtpovika rpynnbl npasun gna DNAT . .
(CONFIG-DNAT-RULESET) ruleset <NAME> esr:esr(config-dnat-ruleset)# CONFIG-DNAT
Hactpovika npasuna gna DNAT . . CONFIG-DNAT-
(CONFIG-DNAT-RULE) rule <ORDER> esr:esr(config-dnat-rule)# RULESET
HacTtpolika cepBuca TpaHcaaLmMmn
afpecoB OTnpasuTens service nat source esr:esr(config-snat)# CONFIG
(CONFIG-SNAT)
HacTtpovika nyna IP-agpecos u
TCP/UDP-nopTos ana SNAT pool <NAME> esr:esr(config-snat-pool)# CONFIG-SNAT
(CONFIG-SNAT-POOL)
Hacrpoitka rpynnbl npasun Ana SNAT ruleset <NAME> esr:esr(config-snat-ruleset)# CONFIG-SNAT

(CONFIG-SNAT-RULESET)
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(CONFIG-ROUTE-MAP)

HacTtpoiika npasuna gna SNAT . . CONFIG-SNAT-
(CONFIG-SNAT-RULE) rule <ORDER> esr:esr(config-snat-rule)# RULESET
:-Ica(;LpFT;}_(S:EOISBOBaTene“ cucTemet username <NAME> esr:esr(config-user)# CONFIG
HacTpoiika IoKkanbHoM KoHCom . . -
(CONFIG-LINE-CONSOLE) line console esr:esr(config-line-console)# CONFIG
HacTpoiika 3almLLeHHoM yaaneHHom

KOHCO/IN line ssh esr:esr(config-line-ssh)# CONFIG
(CONFIG-LINE-SSH)

Hactpoiika TACACS-cepBepa . ;

(CONFIG-TACACS-SERVER) tacacs-server host <ADDR> esr:esr(config-tacacs-server)# | CONFIG
HacTtpoiika RADIUS-cepsepa . . ; .
(CONFIG-RADIUS-SERVER) radius-server host <ADDR> esr:esr(config-radius-server)# | CONFIG
HacTpoiika LDAP-cepBepa . .

(CONFIG-LDAP-SERVER) Idap-server host <ADDR> esr:esr(config-ldap-server)# CONFIG
Hacrtpoiika SNMP-nonb3osatens .

(CONFIG-SNMP-USER) snmp-server <NAME> esr:esr(snmp-user)# CONFIG
Hactpoiika NTP-cepsepa uam nupa service ntp peer <ADDR> . i

(CONFIG-NTP) service ntp server <ADDR> esr:esr(ntp-ntp)# CONFIG
HacTtpoiika Tracking-o6bekTa . . ) .
(CONFIG-TRACKING) tracking <ID> esr:esr(config-tracking)# CONFIG
Hacrpoiika BGP-npouecca router bgp <AS> esr:esr(config-bgp)# CONFIG
(CONFIG-BGP) gp : £-0ep

HacTpolika ipv4 agpecauumn BGP- - .

- : -bgp- -B
npotjecca (CONFIG-BGP-FAMILY) address-family ipv4 esr:esr(config-bgp-af)# CONFIG-BGP
HacTpolika cocepa BGP-npouecca . . . CONFIG-BGP-

DD : boD-
(CONFIG-BGP-NEIGHBOR) neighbor <ADDR> esr:esr(config-bgp-neighbor)# FAMILY
HacTpolika cnvcka noaceTten . - . .
(CONFIG-PL) ip prefix-list <NAME> esr:esr(config-pl)# CONFIG
Hacrpoitka mapupyTHOM kapTe! route-map <NAME> esr:esr(config-route-map)# CONFIG

HacTpolika npaBuia mapLupyTHOM
KapTbl
(CONFIG-ROUTE-MAP-RULE)

rule <ORDER>

esr:esr(config-route-map-
rule)#

CONFIG-ROUTE-
MAP

HacTpolika RIP-npoTokona

(CONFIG-WAN-TARGET)

(CONFIG-RIP) router rip esr:esr(config-rip)# CONFIG
:-Ica(;TNpF?Zi(;SC:)SFI;F-npOLLecca router ospf <ID> esr:esr(config-ospf)# CONFIG
:-lca(;TNpFTZTSSC:)S:::S:;CTM area <ID> esr:esr(config-ospf-area)# CONFIG-OSPF
?::;Ziiﬁ:vgggsmom virtual-link <ID> esr:esr(config-ospf-vlink)# icR)EAFIG_OSPF-
(CONFIG-OSPF-VLINK)

:-Ica(;TNchI)Z:?E?g;I}-(\TI\;()Imqen key-chain <KEYCHAIN> esr:esr(config-keychain)# CONFIG
:-lca(;TNchI)Z:?EKYnCT:IN-KEY) key <ID> esr:esr(config-keychain-key)# ESYNCFI-I&-IN
:-lca(;TNpFC:ZT:n::_F;?METpOB MSTP Zgi;g:‘iﬁ:: mst esr:esr(config-mst)# CONFIG
:-Ica(;LpFTZT\EI‘VT\FI)\i?:SL\é\)/AN wan load-balance rule <ID> esr:esr(config-wan-rule)# CONFIG
:lcang\lpFTZ_K%::;g:;:Clvsl%OB Yszdgjd-balance target-list esr:esr(config-target-list)# CONFIG
Hactpoiika target target <ID> esr:esr(config-wan-target)# CONFIG-TARGET-

LIST

Hactpovika WiFi Controller
(CONFIG-WIRELESS)

wireless-controller

esr:esr(config-wireless)#

CONFIG
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HacTtpoiika noamtnkm QoS
(CONFIG-POLICY-MAP)

policy-map <NAME>

esr:esr(config-policy-map)#

CONFIG

HacTtpoiika knacca QoS

(CONFIG-CLASS-MAP) class-map <NAME> esr:esr(config-class-map)# CONFIG
HacTpoiika Knacca BHYTpW MOAUTUKM esr-esr(config-class-policy-
QoS class <NAME> oy g-class-policy CONFIG
(CONFIG-POLICY-MAP-CLASS) P
HacTtpoiika PPP-nonb3oBatens gns CONFIG-E1
ayTeHTUdMKaUuM yaaneHHom )

h <NAME> : fig-ppp- #
CTOpOHbI ppp chap username esr:esr(config-ppp-user) CONFIG-
(CONFIG-PPP-USER) MULTILINK
HacTtpoiika napameTpos
pesepBMpOBaHUA KOHOUIypauum archive esr:esr(config-archive)# CONFIG
(CONFIG-ARCHIVE)
HacTpoiika cepsepa cbopa
CTaTUCTUKM Netflow | netflow collector <ADDR> esr:esr(config-netflow-host)# | CONFIG
(CONFIG-NETFLOW-HOST)
HacTpoiika cepsepa cbopa
CTaTUCTUKM sFlow sflow collector <ADDR> esr:esr(config-sflow-host)# CONFIG
(CONFIG-SFLOW-HOST)
HacTpoiika cepsepa nosyyeHus
yBegomneHnii SNMP snmp-server host <ADDR> esr:esr(config-snmp-host)# CONFIG

(CONFIG-SNMP-HOST)
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3.3 Tunosl u nopsA0OK umeHosaHuUA uHmepgelicoe mapwpymusamopa

Mpu paboTe MapLIpyTU3aTOPa MWCMONb3YIOTCA CceTeBble MWHTepdencbl pasiMYyHOro TUna U
HasHayeHua. Cuctema MMeEHOBaHMA MNO3BONAET OAHO3HAYHO ajdpecoBaTb MHTepdercbl No  Mx
bYHKLUMOHAIbHOMY Ha3HAYeHMI0 U MEeCTOMONOMKEHNI0 B cucteme. [anee B Tabauue npuseneH nepevyeHb

TUMNOB MHTEPdENCOB.

Tabnmua 3.3 — Tunbl M NOPSA0K MMEHOBaHUA UHTePdENCoB MapLLpyTU3aTopa

Tun nnrepodeiica

0O603HauyeHue

®usmnyeckne nHTepdemncol

MopTbl 1T6KT/C

MopTbl 10r6uT/C

0O603HayeHne ¢usnyeckoro uUHTepdelica BKAOYaeT B ceba ero Tmn u
naeHTuouKartop.

NpeHTudumkaTop bur3nyecKmnx nHTEepdericos nmeet BUA,
<UNIT>/<SLOT>/<PORT>, rae

- <UNIT>— Homep ycTpoincTBa B rpynne yCTPONCTs.,

- <SLOT> — Homep moaynA B coCTaBe ycTpolicTea uam 0 npm oTCyTCTBUM
AeNeHns yCcTpomncTea Ha Moaynu,

- <PORT> — nopsAKOBbI HOMEpP NopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep obosHaueHus: gigabitethernet 1/0/12

MpumeyaHue: [lonyckaeTca MCNO/Ib30BaTb COKPALLEHHOE HavMeHOBaHHMe,
Hanpumep gil/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep obosHaueHus: tengigabitethernet 1/0/2

MpumeyaHue: [lonyckaeTca MCNO/Ib30BaTb COKPaLLEHHOe HavMeHOoBaHuMe,
Hanpumep tel/0/2.

Mpynnbl arperauyn KaHanos

O603HaueHWe rpynnbl arperauymn KaHasjaoB BK/OYaeT B ceba ero Tun m
NnopsAKOBbIA HOMep UHTepdeinca:
port-channel <CHANNEL_ID>
Mpumep obo3HauyeHusa: port-channel 6
V [onyckaeTcsa UCNoNb30BaTb COKPaLLEeHHOe HAMMEHOBaHMe,
Hanpumep, pol.

CybunTepdelichbl

0O603HayeHne cybuHTepdenca obpasyetca u3 ob6o03HayeHMa 6asoBoro
nHTepdelica n ngeHtnpmkatopa (VLAN) cybuHTepdeiica, pasaeneHHbIx
TOYKOW.

Mpumepbl 0603HAYEHWUIA:

gigabitethernet 1/0/12.100

tengigabitethernet 1/0/2.123

port-channel 1.6

MpumeyaHune: WaeHTUOUKATOpP cybuHTepdelica MOMKET NpPUMHMMATbL
3HayeHus [1..4094].

El-uHTepdencol

O6o3HayeHne El-uHTepdeiica BKAoYaeT B ceba ero ™MD MU
naeHTndurKaTop.

NaeHTUdPUKaTop El-uHTepdencos nmeet BUA,
<UNIT>/<SLOT>/<STREAM>, roe

- <UNIT> - Homep ycTpoiicTBa B rpynne yCTPOWCTB,

- <SLOT> — Homep E1-moayns B cocTaBe YCTPOWCTBA,

- <STREAM> — nopaakosbIin Homep E1-noToka.
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Mpumep obo3HayeHuna: el 1/0/1

pynnbl arperaumm E1l- | O6o3HayeHue rpynnbl arperaumm E1-kaHanos BKAOYAET B cebs ero Tmn u
KaHanos NopAAKOBbIA HOMep MHTepdeica:

multilink <CHANNEL_ID>

Mpumep o603HaveHmA: multilink <CHANNEL_ID>
Norunyeckme nHTepdelicobl O6o3HayeHWe fiorMYeckoro uMHTepdenca ABNAETCA  MOPALKOBbIM

Homepom uHTepdelica:
Mpumepbl 0603HAYEHUI:
loopback 4

bridge 60

KonunuectBo nHTepdeiicoB KaxKa0ro Tuna 3aBUCUMT OT MOAE/U MapLUpyTM3aTopa.
TeKywana Bepcua MO He nogaepKuBaeT cteKupoBaHue yctpoiicte. Homep ycrpoiictea B
rpynne ycTpoicTB unit moXKeT NpUHMUMaTb TONbKO 3HaYeHue 1.

HeKotopble KOMaHAbl NOAAEPXKMBAOT OAHOBPeMeHHyl pabory ¢ rpynnow
uHTepdeiicoB. [AnA yKasaHuA rpynnbl UHTeppeicoB MOXKeT 6biTb MCNOAb30BaHO
nepeuyvcsieHMe 4yepes 3anATYI0 WM YKa3aHMe Auana3’oHa UAeHTMPUKATOPOB uepes
aeduc «-».

Mpumepbl yKazaHua rpynn nHtepdeiicos:

interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2
interface gi1/0/1-3,gi1/0/7,te1/0/1
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3.4 Tunobl u NopAO0OK uMmeHo8aHUA MyHHeneli mapwpymu3zamopa

Mpu paboTe maplpyTM3aTopa UCMO/b3YIOTCA CETEBbIE TYHHENWN PA3/IMYHOrO TMMA M Ha3HAYeHMUs.
Cuctema WMMeEHOBAHWMA MNO3BOASET OAHO3HAYHO aApecoBaTb TYHHEAM MO MX  GYHKUMOHANAbHOMY
HasHauyeHuto. [lanee B Tabaunue npuseaeH nepevyeHb TUNOB TYHHENEN.

Tabaunuya 3.4 — Tunbl M NOPALOK UMEHOBAHMA TYHHEIEN MapLIpyTU3aTopa

Tun TyHHenA 0O603HaueHne

L2TPv3-TyHHeNb 0O6o03HayeHne L2TPv3-TyHHens coctouT M3 o603HaYyeHus Tuna u
nopAAKOBOro HoMepa TYHHenA:

[2tpv3 <L2TPV3_ID>

Mpumep obo3HauveHusa: 12tpv3 1

GRE-TyHHeNb O603HayeHne GRE-TyHHens cocTouT M3 0603Ha4YeHuAa Tuna w
NnopAAKOBOro Homepa TyHHens:
gre <GRE_ID>
Mpumep obo3HauveHua: gre 1

SoftGRE-TyHHenb 0O603HayeHne SoftGRE-TyHHena coctouT M3 0603HAYeHuA Tuna,

nopAaKOBOro Homepa TyHHena wu, onuyumoHanbHo, VLAN ID
BMPTyaNbHOro uHTepdeica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603Ha4eHus: softgre 1, softgre 1.10

IPv4-over-IPv4-TyHHeNb 0O603HayeHne IPv4-over-IPv4-TyHHens coctomT us ob6o3HavyeHusa TMna
M NOpAAKOBOro HoMepa TyHHe A:

ip4ip4 <IPIP_ID>

Mpumep obo3HauveHus: ipdipd 1

/’ KoaunuectBo TyHHeneil KaxKaoro Tuna 3aBucuT ot mogenu u NO mapipyTtusartopa.
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4 KOMAHAbI NOSIb30BATE/IbCKOMO MHTEP®ENCA

4.1 exit

JaHHaa KomaHaa CAYXKUT 414 BO3BPaATa Ha YPOBEHb BbiLlLe.
CuHTaKcuc

exit

Mapamertpbl
KomaHAa He cofeprKUT apryMeHTOB.
Heobxogumbiii ypoBeHb Nnpusunernii
1
KomaHpgHbIi1 pexxum

Bce peXknmbl, Kpome KOPHEBOrO.

4.2 end

KomaHga cny»KuT ansa Bo3BpaTa B KOPHEBOM KOMaHAHbIN pexxum (ROOT).
CuHTaKcuc

end

MapameTpbl
KomaH,u,a HE CO4EPXKUT aprymeHTOB.
Heobxogumbiii ypoBeHb Nnpusuaerunii
1
KomaHgHbIi pexxum

Bce perKMmbl, KpomMe KOPHEBOTO.

4.3 help

[aHHoM KoMaHAaoM Ha gnucnnei BbiBoAUTCA MHGOpMauusa o paboTe Cc KOMaHAHOM CTPOKOMN.
CuHTaKcunc

help

Mapametpbl
KomaHp,a He COA4EePXKUT aprymeHTOB.
Heob6xoaumbiii ypoBeHb NpuBUAEruit
1
KomaHgHbIi pexxum

Bce pexxnmbl.
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4.4 show history

[aHHOW KoMaHAoM Ha aucnaen BbiIBOAUTCA MHGOPMALMA O KOMaHAaX, KOTOPble UCMO/b30Ba/IUCh B
TEKYLLEN Ceccum.

CuHTaKcuc

show history [limit]

MapameTpbl
[limit] —4ncno nocnegHUx BBEAEHHBIX KOMaHA A1A OTOBparKeHuA.

Heobxoaumblii ypoBeHb npusuaerui
1

KomaHgHbI pexxum

Bce pexknmbl.
Mpumep

esr:esr# show history
1 enable
2 show history
3 configure
4 service nat
5 service nat source
6 exit
7 show history

4.5 do

KomaHga do no3sonseT BbINOAHATb KOMaHAbl KopHeBoro pexkmuma (ROOT) 13 ntoboro apyroro pexxkuma
KOMaHgHoro uHtepdelica.

CuHTaKcuc

do <command>

MapameTpbl

<command> — KOMaH4a KOPHEBOIo pexXmnma.
Heobxoaumblii ypoBeHb npusuaeruin

1
KomaHgHbI pexxum

Bce pernmbl, KpOMe KOPHEBOTO.

Mpumep

esr:esr (config)# do show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7-ST build 48[6555439] (date 01/06/2016 time 14:18:04)
HW version:
1v7
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4.6 logout

[aHHON KoMaHAoM 3aBepLUaeTca ceaHc paboTbl Nosb3oBaTeNs ¢ UHTepdeiicom KomaHaHoM cTpoku CLI.

CuHTaKcuc

logout

Mapamertpbl
KomaHpga He coaepKUT aprymeHToB.
Heobxogumbiii ypoBeHb Nnpusunernii
1

KomaHpgHbIi1 pexxum

ROOT

Mpumep

’esr:esr# logout

4.7 reload system

[aHHOW KOMaHAOW OcyLLecTBAAETCA Nepesarpyska yCTpomncTsaa.

CuHTaKcuc

reload system

MapameTpbl
KomaH,u,a HE CO4EPXKUT aprymeHTOB.
Heobxogumbiii ypoBeHb Nnpusuneruii
15
KomaHaHbIi1 pexxum
ROOT

Mpumep

‘esr:esr# reload system

4.8 terminal datadump

KomaHga MCNOoNb3yeTCA ANA BbIKNHOYEHUA NOCTPAHNYHOIO peEXXMMa BbiBOAA TPACCUPOBOK ANA TEKYLLI,EVI

ceccun.

Ucnonb3oBaHne OTpMLI,aTe/'IbHOﬁ KOMaHAbl BKIKOYaeT I'IOCTpaHM‘-IHbIﬁ pexunm BbiBOAA TPACCUPOBOK.

CuHTaKcuc

[no] terminal datadump
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MapameTpbl
KomaHga He coaepKUT aprymMeHToB.
Heobxoaumbi ypoBeHb NpuBUAErnm
1
KomaHgHbI pexxum
ROOT

Mpumep

‘ esr:esr# terminal datadump

4.9 uptime

JaHHOM KoMaHAOM OCyLWEecTBAAETCS NPOCMOTP NPOAO/IKUTENBHOCTU BpeMeHM paboTbl YyCTPOMCTBA.
CuHTaKcmuc

uptime

MapameTpbl
KomaHp,a He COAEPKUT aprymMmeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
1
KomaHgHbIN pexum
ROOT
Mpumep

esr:esr# uptime
System uptime: 26 minutes and 35 seconds

4.10 ping

ﬂ,aHHaﬂ KOMaHa UCnosab3yeTca ANnAa NpoBeEPKN AO0CTYNHOCTU YKAa3aHHOIo CETEBOIoO yCTpOﬁCTBa.
CuHTaKcuc

ping { <ADDR> | ip { <ADDR> | <HOSTNAME> } } [ ttl <TTL> ] [ packets <COUNT> ] [ size <SIZE> ] [
timeout <TIMEOUT> ] [ source {ip <SRC-ADDR> | interface <IF> | tunnel <TUN>}] [ data <HEX>] [
dscp <DSCP> ] [ flood ] [ strategy <STRATEGY> ]

MapameTpbl

<ADDR> — IP-agpec ycTpoliicTBa, 3agaétca B sBuae AAA.BBB.CCC.DDD, rae Kaxaaa 4acTb NPUHMMaET
3Ha4yeHus [0..255];

<HOSTNAME> — DNS-umsa ycTponcTea, 3aa4aéTcsa CTPOKOM A0 255 CMMBONOB;
<TTL> — Bpems Xu13HU IP-nakeTa, NpUHUMAET 3HadYeHue [1..255], no ymonuyaHuto 64;
<COUNT> — KonnyecTtso nepesaBaemMblx NAKETOB, MO YMO/IMAHMIO HE OFPAaHNYEHO;

<SIZE> — pasmep nakeTa B 6aiTax, npMHUMaeT 3HayeHme [1..65468], no ymonyaHuio 56 6aiT, uto
cooTBeTCTBYeT 64 6aTam nocne gobasneHun 3aronoska ICMP;
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<TIMEOUT> — Bpems 0XXngaHuA 0TBETa, B CeKyHAAX. OnNuns BAMAET Ha TalMayT, eC/IM OTCYTCTBYHOT
Kakue-nnbo oTBeTbI, B MPOTUBHOM Caydae yTuamTa Kaet asa RTTs. MpuHumaet 3HavyeHue [1..60], no
yMOA4YaHUIo 1 cekyHAa;

<SRC-ADDR> — |IP-agpec oTnpaButenn, B Ka4yecTse JaHHOro agpeca MOXKET UCNOb30BaTbCA Nt0boi
IP-agpec mapwpyTtmsatopa, 3agaérca B suge AAA.BBB.CCC.DDD, raoe Kaxgaa 4acTb NpMHUMaET
3HavyeHus [0..255];

<IF>—uma nHtepdeiica mapLpyTnsaTopa, Yepes KoTopbii 6yayT oTnpasBaeHbl NaKkeTbl, 334aETCA B
BUAeE, onnucaHHom B pasgene 3.3;

<TUN> — ums TYHHeNA mapLipyTnsaTopa, Yepes KoTopblii 6yayT oTnpaBaeHbl NaKeTbl, 3343€ETcA B
BUAe, onnucaHHom B pasgene 3.4;

<HEX> — waba0H gaHHbIX, KOTOPbIM DYAET 3aN0NHATLCA NAKeT, 3aA4aETCH YNC/IOM B
LecTHaguaTepuyHon cucteme o 16 6air;

<DSCP> — DSCP-npuopwuTtet B cootBetcTBmm ¢ RFC 2474, npuHumaet 3HayeHue [0..63], 3HauyeHume no
ymonyanwuio 0;

flood — npn ykasaHuu gaHHOM KOMaHAbI NAKeTbl 6YAYT OTAPABAATLCA C MAaKCMMaIbHON CKOPOCTbIO,
OTBETbI OT YCTPOMCTBA HE OTOOPAXKAOTCA A0 OKOHYAHMA BbINOJIHEHNA KOMaHAbI;

broadcast — npu yKasaHuu faHHOM KOMaHA4bl byAeT paspeleHo OTNpPaBaAaTb NakeTbl HA
LUMPOKOBELLATE bHbIN agpec;

<STRATEGY> — cTpaTterusa ¢parmeHTaummn NakeTos, MPUHUMAET O4HO M3 CeAYIOLLMX 3HAYEHUA:

— allow-fragmentation — paspewunTb ¢parmeHTaumio, He ycTaHaBauBaTb ¢nar DF (don’t
fragment);

— discovery-pmtu — BbINOAHATL M3yyeHMe PMTU (Path MTU), ¢dparmeHTMpOBaTb N0KaNbHO,
€C/IM pa3mep NakeTa cAULKOM 6onbLioi;

— disallow-fragmentation — 3anpeTuTb ¢parmeHTaLMIO, B TOM YMCAE NOKA/bHYIO.

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHAaHbl pexxum

ROOT
Mpumep

esr:esr# ping 192.168.100.39 packets 5 size 1400

PING 192.168.100.39 (192.168.100.39) 1400(1428) bytes of data.
1408 bytes from 192.168.100.39: icmp reg=1 ttl=64 time=0.084 ms
1408 bytes from 192.168.100.39: icmp reg=2 ttl=64 time=0.053 ms
1408 bytes from 192.168.100.39: icmp reg=3 ttl=64 time=0.082 ms
1408 bytes from 192.168.100.39: icmp reg=4 ttl=64 time=0.051 ms
1408 bytes from 192.168.100.39: icmp reg=5 ttl=64 time=0.075 ms

---192.168.100.39 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 3999%ms
rtt min/avg/max/mdev = 0.051/0.069/0.084/0.014 ms
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4.11 traceroute

[aHHaa KomaHaa UCnob3yeTca A1a TPAaCCUPOBKM MapLLPYTa A0 YKa3aHHOIo CETEBOro YCTPOMCTBa.
CuHTaKcuc

traceroute { <ADDR> | ip { <ADDR> | <HOSTNAME>} } [ first-ttl <FIRST-TTL> ] [ max-ttl <MAX-TTL> ] [
timeout <TIMEOUT> ] [source { ip <SRC-ADDR> | interface <IF> | tunnel <TUN> }] [ dscp <DSCP> ] [
protocol {icmp | udp [ <PORT>] | tcp [ <PORT>] }] [ gateway <GW-ADDR> ]

Mapamertpbl

<ADDR> — IP-agpec ycTpoiicTtsa, 3agaétca B suae AAA.BBB.CCC.DDD, rae Karkgaa 4acTb NPUHUMAET
3HayeHus [0..255];

<HOSTNAME> — DNS-1msA ycTpoiicTBa, 3a4aéTcA CTPOKon Ao 255 cumB0on0B;

<FIRST-TTL> — Bpems »kun3Hu IP-nakeTa, 3Ha4YeHMe C KOTOPOro HAYMHAETCA TPACCUPOBKa MapLUPYTa,
npuHUMaeT 3HadeHue [1..255], no ymonyanuio 1;

<MAX-TTL> — Bpema *u3Hu IP-nakeTa, 3Ha4YeHNEe Ha KOTOPOM 3aKaHYMBAETCA TPACCMPOBKA
MapLipyTa, NPUHUMaET 3HadeHue [1..255], no ymonyaHuio 30;

<TIMEOUT> — Bpems 0XKugaHua oTBeTa, B cekKyHAax. Onuus BaMAET Ha TalMayT, eC/iv OTCYTCTBYHOT
Kakue-nMbo oTBeTbl, B MPOTUBHOM C/lyYae yTUAnTa *Kaet aAsa RTTs. MpuHumaeT 3HaveHume [1..60], no
YMOJIYAHUIO 5 CEeKYHA;

<SRC-ADDR> — IP-agpec oTnpaBuTens, B KauecTse AAaHHOMO agpeca MOXKET MCNOAb30BaTbCA 060
IP-agpec mapwpyTtmsaTtopa, 3agaétca B suae AAA.BBB.CCC.DDD, rge Kaxgasa 4acTb NpuUHUMaeT
3HayeHus [0..255];

<IF>— umsa nHTepdelica mappyTnsaTopa, Yepes KoTopbii 6yayT oTnpasaeHbl NaKeTbl, 3343ETCA B
BUAe, onucaHHoOMm B pasgene 3.3;

<TUN> — ums TyHHeNa mapLupyTusaTopa, Yepes KoTopblii byayT oTnpas/ieHbl NaKeTbl, 3a43ETcA B
BUAe, oNUcaHHOM B pasgene 3.4;

<DSCP> — DSCP-npuopwuTteT B cooTBetcTBuu ¢ RFC 2474, npuHumaet 3HadyeHue [0..63], 3HaueHue no
ymonyanuio 0;

<PORT> — Homep TCP/UDP-nopTa, NnpuHUMaeT 3HadeHue [1..65535], 3HaueHne no ymonyaHuio 53
ansa UDP v 80 ana TCP;

<GW-ADDR> — IP-agpec wnto3a, 3aaaétca s suae AAA.BBB.CCC.DDD, rae Kaxkaaa 4acTb NpuHUMAET
3HaueHwus [0..255]. Mpu yKasaHMM gaHHOro NapameTpa B UCXoAAaLWMI nakeT aobasnserca IP source
routing onuus, KOTopas coobLLaeT MapLLIPYTM3aTOpPY, Yepes3 KaKoM LINK03 A0MKEH
MapLpyTU3NPOBaTbCA NakKeT B ceTU. Ha 60bLIMHCTBO MapLIpPyTU3aTOPOB OTK/OYEHA
MapLpyT1saLma no gaHHoW onumm M3 coobpaxkeHunii 6e3onacHoCTu.

Heob6xoaumbiii ypoBeHb NpuBUAErui
1

KomaHaHbIi1 pexxum
ROOT

Mpumep

esr:esr# traceroute 192.168.27.128

traceroute to 192.168.27.128 (192.168.27.128), 30 hops max, 60 byte packets
1 192.168.16.1 (192.168.16.1) 1.240 ms 1.546 ms 1.883 ms

2 192.168.27.128 (192.168.27.128) 0.451 ms 0.437 ms 0.411 ms
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4.12 ssh

JaHHaa KomaH4a ncnonb3yeTca ANA NOAKNOYEHMA K yAaNeHHOMY Y31y No npoTokoay SSH.

CuHTaKcunc

ssh <USERNAME> { <ADDR> | <HOSTNAME> } [ port <PORT> ] [ version <VERSION> ] [ source <SRC-
ADDR>] [ dscp <DSCP> ]

MapameTpbl
<USERNAME> — nma nonb3osatens, 3aAaétcsa CTPokoh Ao 31 cumeona;

<ADDR> — IP-agpec ycTpoicTsa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae Karkgaa 4acTb NPUHUMAET
3HavyeHus [0..255];

<HOSTNAME> — DNS-nmsa ycTpoiicTBa, 3a4aéTcA CTPOKon Ao 255 cumB0on0B;

<PORT> — Homep TCP-nopTta, npocnywmnsaemoro SSH-cepsepom, npuHMUMaeT 3HadeHua [1..65535].
Mo ymon4yaHuio yCTaHOBAEHO 22;

<VERSION> — Bepcua SSH-npoTokona, npuHMmaeT 3HauveHua [1..2];

<SRC-ADDR> — IP-agpec oTnpaBuTens, B KayecTse AaHHOTO agpeca MOXKET MCNOAb30BaTbCA 060
IP-agpec mapwpyTtmsaTtopa, 3agaétca B suae AAA.BBB.CCC.DDD, rge Kaxgasa 4acTb NpuUHMUMaeT
3HayeHwus [0..255];

<DSCP> — DSCP-npuopwuTtet B cootBetcTBun ¢ RFC 2474, npuHumaet 3HayeHue [0..63], 3HaueHue no
ymonyanuio 0.

Heobxoaumblii ypoBeHb npusuaeruin

1
KomaHgHbIN pexum

ROOT
Mpumep

esr:esr# ssh tester 10.100.100.1

The authenticity of host '10.100.100.1 (10.100.100.1)" can't be established.

ECDSA key fingerprint is db:e4:0a:93:59:87:7d:9£:90:5c:19:a3:e7:97:ec:d5.

Are you sure you want to continue connecting (yes/no)? vyes

$AAA-I-SSH: Warning: Permanently added '10.100.100.1"' (ECDSA) to the list of known
hosts.

tester@10.100.100.1"'s password:

Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_ 64)

* Documentation: https://help.ubuntu.com/
System information as of Mon May 25 09:25:10 NOVT 2015

Last login: Tue May 12 19:39:11 2015
(tester@kubuntu ~)$

4.13 telnet

[aHHasa KomaHZa MCNoNb3yeTCsa ANA NOAKAYEHNA K yaaNneHHOMY Y3y no npoTokoay Telnet.

CuHTaKcuc

telnet { <ADDR> | <HOSTNAME> } [ port <PORT> ] [ source <SRC-ADDR> ] [ dscp <DSCP>]
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MapameTpbl

<ADDR> — IP-agpec ycTpoiicTBa, 3agaétca B sBuae AAA.BBB.CCC.DDD, rae KaxAaan 4acTb NPUHMMaET
3HayeHus [0..255];

<HOSTNAME> — DNS-umsA ycTponcTBa, 3aA4aETCA CTPOKOM A0 255 CMMBOOB;

<PORT>— Homep TCP-nopTa, npocnywmnsaemoro SSH-cepsepom, npuHnumaet 3HadeHus [1..65535],
no ymon4yaHuio 23;

<SRC-ADDR> — IP-agpec oTnpaBuTens, B KauecTBe AAHHOMO agpeca MOXKET MCNOAb30BaTbCs 10601
IP-agpec mapwpyTtmsatopa, 3agaérca B suge AAA.BBB.CCC.DDD, raoe Kaxgaa 4acTb NpUHUMaAET
3HavyeHus [0..255];

<DSCP> — DSCP-npuoputeT B cootBeTcTBun ¢ RFC 2474, npuHumaeT 3HadyeHue [0..63], 3HayeHune no
ymonyanuio 0.

Heobxoaumblii ypoBeHb npusuaeruin

1

KomaHgHbI pexxum

ROOT

Mpumep

esr:esr# telnet 10.100.100.1

Entering character mode
Escape character is '~]'.

Ubuntu 14.04.2 LTS

kubuntu login: tester

Password:

Last login: Mon May 25 15:23:06 NOVT 2015 from sw3l-l.eltex.loc on pts/16
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_ 64)

* Documentation: https://help.ubuntu.com/

System information as of Mon May 25 15:23:01 NOVT 2015

(tester@kubuntu ~)$

4.14 monitor

[aHHOW KOMaHAOW BKNOYAETCA MOHUTOPUHT TpaduKa Ha CeTEBOM MHTepdeiice B pexxnme peasbHoro
BPEMeHM NONaKeTHO.

CuHTaKCcHC
monitor { <IF> | <TUN> } [ protocol <TYPE> [ source-port <SRC-PORT> ] [ destination-port <DST-
PORT>] ] [ source-address <SRC-ADDR> ] [ destination-address <DST-ADDR> ] [ packets <VALUE>] [
detailed ]

MapameTpbl

<IF>— uHTepdeic nnm rpynna nHtepoelicos, 3afaéTca B BUAE, ONUCAHHOM B pasgene 3.3;

<TUN> — umA TyHHenNs, 3a8aéTtca B BUAE, OoNMcaHHOM B pasaene 3.4;
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<SRC-ADDR> — IP-agpec otnpasuTtens, 3agaétca 8 snae AAA.BBB.CCC.DDD, rge Kaxpgas
YyacTb NPUHUMAET 3HayeHuma [0..255];

<DST-ADDR> — |P-agpec nonyyatena, 3agaérca 8 snge AAA.BBB.CCC.DDD, rae Karkgan
YyacTb NPUHUMAET 3HayeHuma [0..255];

<TYPE> — T1n npoToKona, NpUHMMaET 3HadeHusa: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp,
pim, udp, vrrp, rdp, 12tp, gre;

<SRC-PORT>— Homep TCP/UDP-nopTa oTnpasuTens, npMHMmaet 3HadeHuns [1..65535];
<DST-PORT>— Homep TCP/UDP-nopta nosyyatens, npuHMmaet 3HadeHus [1..65535];

<VALUE> - Konn4yecTBo NaKkeToBs, NOC/e Noy4eHUA KOTOPbIX aHann3 6yaeT oCTaHOB/IEH,
yKasblBaeTcs B gunanasoHe [1...4294967295];

detailed — uHpopmaLma BblgaeTCcA B AeTANN3MPOBAHHOM dopmarTe.
Heobxoaumblii ypoBeHb npusuaeruin
1
KomaHgHbI pexxum
ROOT
Mpumep

esr:esr# monitor gigabitethernet 1/0/5 detailed
23:37:44.324049 d8:50:e6:d2:£0:46 > a8:f9:4b:aa:03:a5, ethertype IPv4 (0x0800),
length 98: (tos 0x0, ttl
64, id 50760, offset 0, flags [DF], proto ICMP (1), length 84)
10.255.100.1 > 10.255.100.5: ICMP echo request, id 11730, seq 19, length 64

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI 37



O ELTEX

5 YNPABJIEHUE MPOTPAMMHbIM OBECMEYEHUEM U
KOH®UTYPALIEN

5.1 commit

[aHHas KomaHga No3BosiAeT NPUMEHUTb (caenaTth AEUCTBYIOWMMU) U3MEHEHUA KOHPUrypauum.
RUNNING-KoHdUrypauusa 3amewtaetcs koHourypaumein CANDIDATE. ns Toro 4tobbl NPpUMEHEHHbIE
M3MEHEHMA CTa/IM NOCTOAHHO AENCTBYOWMMM, 3TY ONepaumto HeobxoaAMMO NOATBEPLAUTL KOMAHAOM
«confirm» B Te4eHMe BpeMeHM, He NPEBbILLAIOLWEro BpemMsa AeNCTBUA TaliMepa NoATBepXKAeHUs (no
ymonyaHuo 600 cekyHa).

CuHTaKcuc

commit

Mapamertpbl
KomaHzaa He coaepKUT aprymeHToB.

Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHbIii pexxum

ROOT

Mpumep

‘esr:esr# commit

N3meHeHWs KOHOUrypaumum NpMMeHeHbI.

5.2 commit update

[aHHaa KomaHga no3sondaeT nepenpmumeHntb RUNNING-koHUrypauumtio.
CuHTaKcuc

commit update

Mapamertpbl
KomaHp,a He COAEPXUT aprymMeHTOB.
Heobxogumbiit ypoBeHb NpUBUNEruiA

10

KomaHaHbIi1 pexxum

ROOT

Mpumep

esr:esr# commit update

N3meHeHMA KOHOUrypaumnm NpUMEHEHbI.
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5.3 confirm

KomaHaa npegHasHavyeHa A1a NoATBEPHKAEHNA NPUMEHEHNA KOHOUTIypaumn. Ecam B TedeHMe 3a8aHHOIO
BpemMeHM (no ymonyaHuto 600 cekyHA) nocie NpMMeEHEeHMA KOHOUTYpaLUUmM KomaHaon «commit» He 6bino
BBEAEHO NOATBEPKAEHNE, NPON3ONAET aBTOMATUYECKUIA OTKAT Ha AENCTBYIOLLYIO paHee KOHPUrypaumio.
ABTOMATHYECKAA CUCTEMA OTKATOB NOJHOCTbIO MPEeAOTBPALLAET CUTYaLLMKN NOTEPU CBA3U C YCTPOMCTBOM.

CMHTaKCMC KOMaHAbI

confirm

Mapamertpbl
KomaHpga He coaepXUT aprymeHToB.
Heobxogumbiii ypoBeHb Nnpusunerunii

10

KomaHpgHbIi1 pexxum

ROOT

Mpumep

’esr:esr# confirm

MoaTteepXKAeHVEe U3MEHEHUI B KOHPUTYypaLmK.

5.4 restore

[aHHas KomaHZa No3BONSET OTMEHUTb NPUMEHEHHYIO, HO HEMOATBEPKAEHHYIO KOHUIypaLmm u
BEPHYTbCA K Noc/eaHel noaTeepKAeHHOM. KomaHaa npumeHseTcs Ko Bcel KoHUrypaLmm ycTpoicTea.
OTmeHa M3MeHEeHUI MOKeT bbITb BbINOJIHEHA TONILKO 4,0 BBOAA KOMaHZAb! «confirm». Mpwu BbINOAHEHUN
KOMaHAbl «restore» NpoMcxoguT NoTepa HenoATBepXKAeHHON KoHbUrypauuu.

CuHTaKcuc

restore

MapameTpbl
KomaH,u,a HE COA4EePXKUT aprymeHTOB.
Heob6xogumbiii ypoBeHb NpuBUAErui
10

KomaHaHbIi1 pexxum

ROOT

Mpumep

‘esr:esr# restore

OcyuecTB/ieH BO3BPaT K Noc/iegHel NoATBepKAEHHOM KOHOUTypaLun.
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5.5 rollback

JaHHaa KomaHAa No3BoAAET OTMEHUTb HEMPUMEHEHHbIE U3MEHEHUA KOHOUIrypaumn. B pesyabTaTe
BbINONHEHWA KomaHabl 6yaeT yaaneHa CANDIDATE KoHuUrypauma. KomaHga moxeT bbiTb MCNO/b30BaHA
TO/IbKO 40 BBOAA KOMAHAbl «commity».

KomaHaa npumeHnaeTca Ko Bcel KoHpUrypaumm ycTpoiicTaa.

CuHTaKcuc

rollback

Mapamertpbl
KomaHaa He cofepKUT apryMeHTOB.
Heobxogumbiii ypoBeHb Nnpusuaernii
10

KomaHpgHbIi1 pexxum

ROOT

Mpumep

‘esr:esr# rollback

I'Ipomasep,eHa OTMEHa BCEX HEMPUMEHEHHDbIX U3MEHEHUI B KOHd)I/IrypaLI,I/II/I.

5.6 save

KomaHaa cny*ut gnsa coxpaHeHna CANDIDATE KoHdUrypaumm B NOCTOAHHYIO NaMATb YCTPOMCTBa.

CuHTaKcuc
save
MapameTpbl
KomaH,qa He COAEPKUT aprymMmeHTOB.
Heobxogumbiii ypoBeHb Nnpusuneruii
10

KomaHaHbIi1 pexxum

ROOT

Mpumep

esr:esr# save

CoxpaHeHue TekyLei KoHdurypaumm Ha Flash-namaTb ycTpoiicTsa.
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5.7 boot system

[aHHaa KomaHaa cAyXuT 418 Bbibopa akTMBHOro obpasa NporpamMmmHoOro obecrneyeHus, 3arpy*KeHHoro Ha
YCTPOWCTBO.
CUHTaKcuUc
boot system <IMAGE>
MapameTpbl

<IMAGE> — Ha3BaHMe 0b6pa3a nporpammHOro obecrneyeHms, KOTOpbIN ByaeT 3arpy»KaTbca Ha
YCTPOWCTBO:

image-1— cneaytouian 3arpyska ycrporictea byaeT BbinoaHeHa 13 nepeoro obpasa MNO;
image-2 — cnepgytoLLas 3arpysKa ycTpoicTea byaeT BbinosHeHa us BToporo obpasa MO.

Heobxogumbiii ypoBeHb Nnpusuaerunii

15

KomaHgHblii pexxum

ROOT
Mpumep

| esr:esr# boot system image-2

5.8 delete

[aHHana KomaHAaa CAYXUT AN yaaneHUsa NULEH3NI, cepTUPUKATOB, KoYel.

CuHTaKcuc

delete <FILE>
MapameTpbl

<FILE> - TMn daitna, MOXKeT NPMHMMATL Cleayowme 3HaYeHus (Npy yaaneHue us nanku
Heob6xo04MMO YKasaTb HasBaHMe daiina):

licence — nMuUEH3UA YCTPOICTBA;
fs://cgw/[PATH] — BblgeneHHasa gupeKkTopua Ana opraHnsaumm pabotsl ¢ Crypto Gateway.
= [PATH] - nyTb K daitny.

Heob6xoaumbiit ypoBeHb NpuBUAErui

15

KomaHaHbIi1 pexxum

ROOT

MNpumep

esr:esr# delete fs://cgw/users/private.key
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5.9 show candidate-config

JaHHON KOMaHAOM OCYLLECTBAAETCA NPOCMOTP KOHPUTypaLmMn yCTPONCTBA, KOTopas byaeT ycTaHOB/EeHa
rnocse NPUMeHeHUs HacTpoekK (KomaHaa «commit»).

CuHTaKcuc

show candidate-config [ <SECTION> ]

Mapamertpbl
<SECTION> — pa3gen KoHourypaumu:

aaa — HaCTpOliKa NapamMeTpoB ayTeHTUhUKALUK, aBTOPU3ALMM U YUYET];
access-list — KoHUrypaums cnnckos gocTyna;
bridges — KoHpUrypauma ceTeBbIX MOCTOB;
channel-group — KoHGUrypauus rpynnbl arperauym KaHaaos;
clock — KOHPUrYypaLma cMcTeMHbIX YacoB mapLipyTru3aTopa U NTP-npoTokona;
dhcp — koHdurypauus DHCP-cepBepa, KaneHTa 1 Relay-areHTa;
dual-homing — KoHdurypauus cepsuca Dual Homing;
hostname — ceTeBoe UMA MapLIpyTM3aTOpPa;
interfaces [<IF>] — KoHpUrypaumsa nHTepdencos:
=  <|F>-HauMmeHoOBaHuWe MHTepdeica, 3a4aETcA B BUAE, ONMCAHHOM B pasaene 3.3;
ip-address — KoHpUrypauus IP-uHtepdeicos;
mac-address-table — KoHpUrypauusa Tabamusl MAC-aapecos;
mirroring — KOHPUrypauma 3epKaanpoBaHus;
multiwan — KoHOUrypauma cepsuca pesepenpoBaHma U 6anaHcuposkn WAN-nHTepdencos;
nat [<SUBSECTION>] — KoHdurypauma cepsmca NAT:

= source — KoHduUrypauua cepsmca Source NAT;
= destination — koHduUrypauus cepsumca Destination NAT;

netflow — koHduUrypaums Netflow npotokona;

object-groups — KoHbuUrypauus npoduneit IP-agpecos n TCP/UDP-nopToB;
port-security — KoH¢urypaumsa Port Security;

gos — KoHourypauma QoS;

remote-client — KoHdUMrypauma yganeHHoro goctyna (SSH, FTP, etc.);
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routing [<SUBSECTION>] — KOHpUIrypauma mapLipyTmsaumnm:

=  bgp — KOHOUrypauma npoTtokona BGP;

= key-chains — KOH)Urypauua kaoven ayTeHTUdmKaumnm;
= ospf— KoHdurypauua npotokona OSPF;

= prefix-list — KOHPUrypauma npepuKkc-nncTos;

"  rip — KoHUrypauma npotokona RIP;

= route-maps — KOHPUrypaLuma mapLpyTHbIX KapT;

= static — KOHOUrypaums cTaTUYECKUX MapLIPYTOB;

security [<SUBSECTION>] — KoHdUrypauma cepsuca Firewall;

= zone — KoHoUrypauwms 3oH Firewall;

= zone-pair — KOHPUrypaLma nepexonos mexay 3oHamu Firewall;

sflow — koHduUrypaums sFlow npoTokona;
snmp — KoHdurypauma SNMP-cepsepa;
spanning-tree — KOHPUrypaumnsa NPOTOKON0B cemeincTBa Spanning Tree;
syslog — KoHdUrypauma cepsuca Syslog;
system — KOHOUrypauma obLLEecUcTeEMHbIX MapPamMeTpPOB;
tunnels [<SUBSECTION>] — KoH)UrypaLma TyHHeneun:
= gre — KOHPUrypauusa GRE-TyHHenel;
= ipdip4 — kKoHdurypauus IPv4 over IPv4-TyHHenewn;
= |2tpv3 — KoHUrypauma L2TPv3-TyHHenel;
= softgre — KoHdurypauma SoftGRE-TyHHenew;
vlans — KoHpurypauusa VLAN;
vrrp — KoHourypauma VRRP-npoTokona;
wisla — KoHdUrypauma cuctembl MOHUTOPUHIA KayecTsa ycayr wiSLA;

wireless-controller — KoHoUrypauma napametpos Wi-Fi KoHTponnepa.

KomaHaHbI pexkum
ROOT

Mpumep

esr:esr# show candidate-config
service ntp enable
service ntp broadcast-client enable

syslog max—-files 3
syslog file-size 512
syslog file default info
vlan 2

exit

security zone trusted
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exit
security zone untrusted
exit

object-group service telnet
port-range 23
exit
object-group service ssh
port-range 22
exit
object-group service dhcp server
port-range 67
exit More? Enter - next line; Space - next page; Q - quit; R - show the rest.

5.10 show running-config

JaHHaa KomaHAa CNyKUT A5 NPOCMOTPa TeKYLLEeNn KOHPUIypaLmm yCTPONCTBa.
CuHTaKcuc

show running-config [<SECTION>]

MapameTpbl
<SECTION> — pa3aen KoHbUrypauum, onncaHme npuseneHo B pasgene 5.9.
Heobxoaumblii ypoBeHb npusuaeruin
1
KomaHgHbIN pexxum
ROOT
Mpumep

esr:esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info

syslog console info

5.11 show version

[aHHasa KomaHZa CYXKUT ANA NPOCMOTPA TeKYLLEe BEpPCUMU NPOrpammMHOro obecrneyeHns 1 annapaTHom
YyacTu ycTpoicTBa.

CuHTaKcuc

show version

MapameTpbl
KomaHp,a He COAEePXUT aprymMeHTOB.
Heo6xoaumbiit ypoBeHb NpuBUAEruii
1
KomaHAaHbIi pexxum

ROOT
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Mpumep

esr:esr# show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9%dbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7

5.12 show bootvar

[aHHaa KomaHaa CYKUT A5 NpocMmoTpa MHbopmaumm o6 obpasax nporpammHoro obecrneyeHus,
3arpy*KeHHbIX Ha YCTPOWCTBO.

CuHTaKcuc

show bootvar

MapamerTpbl
HomaH,u,a HE COAEPXKUT aprymeHTOB.
Heobxoaumbiii ypoBeHb npusuaerui

1

KomaHgHbIN pexum

ROOT
Mpumep
esr:esr# show bootvar
Image Version Date Status After reboot
1 1.0.7 build 119[5cd22b8] date 22/12/2015 time Not Active
18:00:47
2 1.0.7 build 119[5cd22b8] date 22/12/2015 time Active *
18:00:47

5.13 show storage-devices

ﬂ,aHHaﬂ KOMaHA4a ChyXuUT anAa npocmoTpa MHd)OpmaLI,MM O NOAKNKYEHHDbIX USB Hakonutensax.
CuHTaKcuc

show storage-devices

MapameTpbl
KOMaHAa He COA4EePXUT aprymeHTOB.
Heo6xoaumbiit ypoBeHb NpuBUAEruii
1
KomaHAaHbIi pexxum
ROOT

Mpumep
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esr:esr-200# sh storage-devices

Name Total, MB Used, MB Free, MB
72ECF18CECF14B3D 3447.94 226.69 3221.25
987B-3735 412.77 0.00 412.77

5.14 show licence

[aHHasa KomaHaa CYKUT A5 NPOoCMOoTPa MHbopMaL MM 06 aKTUBHOW JINLEH3UN YCTPOMUCTBA.
CUHTaKcUc

show licence

MapamerTpbl
KomaHaa He cofepKUT apryMeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
1
KomaHgHbIN pexum
ROOT
Mpumep

esr:esr# show licence

Licence information

Name: X-Telecom

Version: 1.0

Type: ESR-1000

S/N: NP01000046

MAC: A8:F9:4B:AA:03:20

Features:
DHCP - Dynamic Host Configuration Protocol
IDS - Empty description
SWUTIL - View interface's utilization

5.15 show crypto certificates

[aHHas KomaHaa BbIBOAUT MHGOPMaLMIO O cepTUdMKaTaX.

CuHTaKcunc

show crypto certificates [ <CERTIFICATE-TYPE> ]

MapameTpbl

<CERTIFICATE-TYPE> - Tnn cepTudunKaTa UM KAtOYa, MOXKET NPUHUMATb CheayloLlme 3HaYeH A:

ca — cepTMdMKaT yA0CTOBEPALLErO CEPBEPI;
—  crl — cNMCOK OTO3BaHHbIX CEPTUPUKATOB;

— dh - kmou Anddpu-XenmaHa;

— server-crt — ny6AnYHbIN cepTUdUKaT cepBepa;
— server-key — npuBaTHbIl K/lOY cepBepa;

— ta—HMAC Kkntou.
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Heobxoaumbiii ypoBeHb NpuBUAernm

1

KomaHpgHbIi1 pexxum

ROOT

Mpumep

ca
dh
server key
server crt
ta
crl

esr:esr# show crypto certificates
Type Total

5.16 copy

JaHHaa KomaHaa CNYyXXUT AnAa KonnpoBaHuMA ¢a|7|nos mexagy pasimvyHbiMn UCTOYHUKaMM U noNydaTeiaMN.

CuHTaKkcuc

copy <SOURCE> <DESTINATION>

MapameTpbl

<SOURCE> — UCTOYHMUK, 3a4a€ETCA B BUAE:

tftp://<ip>[<port>]:/<path> — agpec dpaina Ha TFTP-cepsepe, rae:

<ip>-—IP-agpec TFTP-cepBepa;

<port> — nopT, KoTopbin cnywaetr TFTP-cepsep, oTaensetca oT IP-agpeca
CMMBOIOM «H#» UN «:1»;

<path>— nyTb K dainy Ha TFTP-cepBepe.

ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

<ip>—IP-agpec FTP-cepBepa;

<user> — MMA MoNb30BaTeNA (HaCTPOUTb MMA MOAb30BATENs NO YMONYAHWUIO
MOXHO KoMaHAolM ip ftp client username, onucaHHol B pasaene 24.3.8);
<password> — naposib (HaCTPOMTb NAPOJIb MO YMOAYAHUIO MOXKHO KOMaHAaoM ip ftp
client password, onncaHHow B pasgene 24.3.9);

<port> — nopT, KoTopbii cnywaet TFTP-cepsep, oTtaensetrca ot |P-agpeca
CMMBOIOM «#» UK «:1»;

<path>— nyTb K daiiny Ha FTP-cepBepe.

scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip>—IP-agpec cepsepa;

<user> — MMA MONb30BaTeNA (HAaCTPOUTb MMA MOAb30BATENS NO YMONYAHWUIO
MOXHO KOMaHAoM ip ssh client username, onucaHHoi B pasgene 24.3.4);
<password>— naposib (HacTPOUTb NaPOJb NO YMOAYAHUIO MOXKHO KOMaHAOW ip ssh
client password, onncaHHom B pasgene 24.3.5);

<port> — nopT, KoTopbii cnywaet TFTP-cepsep, oTaensetrca ot |P-agpeca
CUMBOJIOM «H» UK «2»;
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= <path>-—nyTb K $paitny Ha cepepe.
usb://usb_name:/[PATH]

= usb name - wumAa pasgena Ha USB HakonuTene (HasBaHWA pasaenos,
noakntoyeHHbix USB ycTpoMcTB, MOXHO Yy3HaTb W3 BblBOAA KOomMaHAbl show
storage-devices;

= [PATH] — nyTb K ¢ainy Ha USB HakonuTene.

fs://factory-config — 3aBoacKkas KoHPUrypaums;
fs://default-config — koHdUrypaums no ymonyaHuio;
fs://running-config — Tekywwaa KoHoUrypauus;

fs://candidate-config — KoHburypaumus, KoTopasa 6yaeT MNpPMMEHeHa MocC/ie BbINOSIHEHUA KOMaHAbl
«commity»;

fs://firmware — nporpammHoe obecnedyeHune ycTpolicTBa. KonuposaHve MPOU3BOAUTCA C HEAKTUBHOMO
obpasa nporpammHoro obecneyeHms yCTPONCTBa;

fs://cgw/[PATH] — BblgeneHHas anpeKkTopua Ans opraHmsaumm pabotbl ¢ Crypto Gateway;
= [PATH] — nyTb K daitny.

<DESTINATION> — Ha3Ha4yeHue, 3a4aETCA B BUAE:

tftp://<ip>[<port>]:/<path>— agpec dpairna Ha TFTP-cepsepe, rae:

= <ip>-IP-agpec TFTP-cepBepa;

= <port> — nopT, KoTopbin cnywaeTr TFTP-cepBep, otaensetcs ot IP-agpeca
CMMBONIOM «H#» UN «:1»;

= <path>—-nyTb K ¢paitny Ha TFTP-cepsepe.

ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

= <ip>-IP-agpec FTP-cepsepa;

= <user> — MMA nNosb3oBaTens (HacTPOUTb MMS NO/b30BaTENA MO YMOJYAHWUIO
MOXHO KoMaHAolM ip ftp client username, onucaHHol B pasaene 24.3.8);

= <password> — naposb (HaCTPOUTb MAPOJb MO YMONYAHWUIO MOXKHO KOMAHAON ip
ftp client password, onucaHHoi B pasgene 24.3.9);

= <port> — nopT, KoTopbin caywaetr TFTP-cepsep, otaensetca ot |P-agpeca
CMMBOIOM «#» UK «:1»;

= <path>-nyTb K daiiny Ha FTP-cepBepe.

scp://[<user>:<password>@]<ip>[<port>]:/<path>

= <ip>-IP-agpec cepsepa;

= <user> — MMA nNosb3oBaTens (HacTPOUTb MMSA NOJIb30BATENA MO YMOJAYAHMIO
MOXHO KOMaHAoM ip ssh client username, onucaHHoi B pasgene 24.3.4);

= <password>— naposib (HaCTPOUTb MNAPO/b MO YMOSYAHMUIO MOXKHO KOMaHAOM ip ssh
client password, onncaHHom B pasgene 24.3.5);

= <port> — nopT, KoTopbin caywaetr TFTP-cepsep, oTaensetca ot |P-agpeca
CUMBOJIOM «H» UK «2»;
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<path>—nyTb K $aitny Ha cepsepe.

usb://usb_name:/[PATH];

= usb name - wumAa pasgena Ha USB HakonuTene (HasBaHWA pasaenos,

noakntoyeHHbix USB ycTpoMcTB, MOXHO Yy3HaTb M3 BbiBOAA KOMaHAbl show
storage-devices;

[PATH] — nyTb K ¢painy Ha USB HakonuTene.

fs://candidate-config — KoHdUrypauma, Kotopas 6yAeT MpMMeHeHa MOocC/ie BbIMOJHEHMA KOMaHApbl
«commity»;

fs://licence — nuueH3na ycTponcTea;

fs://firmware — nporpammHoe obecneyeHue ycTpolicTBa. KonvpoBaHWe Bcerga NPOMCXOAMUT B
HeaKTUBHbIM 06pa3 NporpaMmHOro obecneyeHmn yCTPonCTBa;

fs://cgw/[PATH] — BblaeneHHas AMpeKTOpUa Ansa opraHusaumm pabotbl ¢ Crypto Gateway;
= [PATH] — nyTb K dainny.
Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexum

ROOT
Mpumep

‘ esr:esr# copy tftp://10.100.100.1/esr.cfg fs://candidate-config

5.17 dir

[aHHasa KomaHZa CYKUT g1 BbiBoAa MHGopMaumm o ampektopuax u dpainax Ha USB HocuTenax u B
BblgeneHHon anpektopumn Crypto Gateway.

CuHTaKcuc

dir [ <PATH >]

MapameTtp

<PATH> — nyTb, 3a4aéTcA B BUAE:

usb://USB-device-name/[PATH];

= usb_name - wmsa pasgena Ha USB HakonuTene (Ha3BaHMA pasgenos,

nogKkntoyeHHblx USB yCTpoMCTB, MOMHO y3HaTb M3 BbiBOAA KOMaHAbl show
storage-devices;

[PATH] — nyTb K daitny Ha USB HakonuTene.

fs://cgw/[PATH] — BblaeneHHas AMpPeKTOpPUA ANA opraHusaumm pabotsl ¢ Crypto Gateway;

= [PATH] — nyTb K daiiny.
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Heobxoaumbi ypoBeHb NpuBUAErni

1

KomaHgHbI pexxum

ROOT

Mpumep
esr:esr-200# dir usb://72ECF18CECF14B3D/
Name Type Size
1 File 11.00 B
1~ File 0.00 B
ca File 874.00 B
fire.py File 4.61 KB
System Volume Information Directory 76.00 B
test Directory 212 .34 MB

5.18 archive

[aHHOW KOMaHAOW OCYLLLEeCTBAETCA NEPEXOL, B PEKMM HAaCTPOWKM NapaMeTpoB pe3epBUpPOBaHUS
KoHUrypaumm.

Mcnonb3oBaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl (no) YCTaHaB/IMBaET 3HA4YE€HWNE NO YMONYAHUIO ON1A
napameTpoB Pe3epBUPOBaAHMA KOHIUIypaLumu.
CuHTaKcuc

[no] archive

MapameTpbl
KomaHp,a He COAEPHUT aprymMmeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHAaHbIi pexum

CONFIG

Mpumep

esr:esr(config)# archive
esr:esr (config-archive) #

5.19 path

JaHHOM KoMaHAoM onpeaenAaeTca NPOTOKO/, afipec CEPBEPA, @ TaKKe pacnonoxKeHune n npedmKc MMeHu
daina Ha cepsepe. Mpu BbINOJHEHUN pe3epBUPOBaHUSA K NpeduKcy meHn dpainna nobasnseTcs Tekyluee
Bpema n gata B popmarte INMrrmmagd_Y44mMmcCc.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHAbl (NO) yAanseT ycTaHOB/I@HHOE 3HaYeHue.
CuHTaKcuc
path <PATH>

no path

50 Mapwpymuszamopesl cepuu ESR-ST, Cnpaso4yHuUK KomaHo CLI



O ELTEX

MapameTpbl
<PATH> — ¢opmaT nyT1 A0 yaaneHHOro cepsepa onucaH B pasgene 5.15.
Heobxogumbiii ypoBeHb Nnpusunernii

15

KomaHpgHbIi1 pexxum

CONFIG-ARCHIVE

Mpumep

‘ esr:esr (config-archive) # path tftp://10.10.10.1:/esr-1000/config

5.20 by-commit

JaHHOM KoMaHAOoM BKOYAETCA peXmMm oTnpaBku ¢aiina KoHOUrypauum Ha cepeep pesepBMpoBaHNS
nocne yAa4yHoro npuMmeHeHuA KoHbUrypaumm.

Mcnonb3oBaHue oTpuLaTebHoM GOopMbl KOMaHAbI (NO) BbIKAOYAET PEXUM OTNPABKM NOC/E YAa4YHOro
NpUMeHeHNA KOHOUrypaumu.

CuHTaKkcuc

[no] by-commit

MapameTpbl
KomaH,u,a HE COA4EPXKUT aprymeHTOB.
Heobxogumbiii ypoBeHb Nnpusuaerunii

15

KomaHgHbIi pexxum

CONFIG-ARCHIVE

Mpumep

I esr:esr(config-archive)# by-commit

5.21 auto

[aHHOW KOMaHAOW BKAOYAETCA PEKMM OTNPaBKK daitna KoHPUrypaumm Ha cepBep pe3epBUpPOBaHUA
yepes yKasaHHbI NPOMEXKYTOK BpeMeHn (pasaen 5.22).

Mcnonb3oBaHme oTpuLaTeNbHON GOpMbl KOMaHAbI (NO) BbIKAOYAET PEXMM OTNPABKM Yepes YKasaHHbIN
NPOMEKYTOK BPEMEHM.

CuHTaKcuc

[no] auto

Mapamertpbl
KomaHp,a He COA4EePXUT aprymeHTOB.
Heobxoaumbiit ypoBeHb NpuBUAEruit

15
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KomaHpgHbIi1 pexxum

CONFIG-ARCHIVE

Mpumep

‘esr:esr(config—archive)# auto

5.22 time-period

[aHHOW KoMaHaoM 3a43ETCA Nepuoa BPEMEHM, NO UCTEYEHUM KOTOPOro ByAeT OCyLWeCcTBAATLCA
aBTOMaTUYECKOe pe3epBMpoBaHMEe KOHGUIYypaLmK.

Mcnonb3oBaHWe oTpuLaTenbHON Gopmbl KOMAHAbI (NO) yCTaHABAMBAET 3HAYEHME MO YMOJTYAHMIO.
CuHTaKCuUC
time-period <TIME>

no time-period

Mapamertpbl

<TIME> — nepnoanM4HOCTb aBTOMATUUYECKOTO pPe3epBUPOBaHMA KOHOUIYypaUUn, NPUHMMaeT
3HauYeHue B mmHyTax [1..35791394].

3HauyeHue No yMmon4aHuio
720 MUHYT

Heobxogumbiii ypoBeHb NpuBuaerni
15

KomaHgHbIi pexxum
CONFIG-ARCHIVE

Mpumep

‘esr:esr(config—archive)# time-period
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6 HACTPOMKA OBLUECUCTEMHbIX MAPAMETPOB

6.1 hostname

KomaHga no3BonAeT Ha3HauYnTb CeTEBOE MMA A9 MapLLUpyTU3aTopa.
CuHTaKcuc

hostname <NAME>

Mapamertpbl
<NAME> — ceTeBO€E MMA MapLLpyTM3aTOpa, 3aaéTCA CTPOKOM A0 255 cumBonoB.
Heobxogumbiii ypoBeHb Nnpusunernii

10

KomaHpgHbIi1 pexxum

CONFIG

Mpumep

’esr:esr(config)# hostname router-1l.eltex.nsk.ru

6.2 system fan-speed

KomaHza onpegensier pexMm paboTbl CUCTEMbI OXNAXKLEHMNA.
Mcnonb3oBaHWe oTpuLaTeNbHON Gopmbl KOMaHAbI (NO) yCTaHaBAMBaET 3HaYEHME MO YMOIYAHWIO.
CuHTaKcuUc

system fan-speed { auto | max}

no system fan-speed

MapameTpbl
- auto - pexxum aBToMaTUYECKOro peryanpoBaHua (no ymondyanuto Ha ESR-100, ESR-200);
- max - peXXMm MaKCMMaibHOro oxnaxaeHua (no ymonyaHuto Ha ESR-1000).
Heob6xoaumbiit ypoBeHb NpuBUAErui

10

KomaHAHbIi1 pexxum

CONFIG

Mpumep

‘esr:esr(config)# system fan-speed auto
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6.3 show system

[aHHON KOMaHAOM OCYLLeCTBAAETCA MPOCMOTP NapamMeTPOB OKPYKEHMA YCTPONCTBA.

CuHTaKcuc

show system

MapameTpbl

KomaHga He coaepKUT aprymeHToB.

Heobxoaumblii ypoBeHb npusuaerui

1

KomaHgHbI pexxum

ROOT

Mpumep

esr:esr# show system
System type:

System name:
Software version:
Hardware version:
System uptime:
System MAC address:

Fan Level:

Fan Table

CPU
temperature, C 63
Memory Table
~~~~~ rotal, B

RAM 3798.25
FLASH 20.00

Eltex ESR-1000 Service Router

esr-1000

1.0.7-ST build 48[6555439] (date 01/06/2016 time 14:18:04)
1v3

4 minutes and 5 seconds

A8:F9:4B:AA:03:A0

System serial number: NP01000050
Main power supply installed: Present
Main power supply status: Ok

Reserve power supply installed: Absent

Ok Ok
Sensor 1 Sensor 2 Sensor 3
39 37 49
Used, MB Free, MB
1643.50 (44%) 2154.75 (56%)
1.06 (6%) 18.94 (94%)
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6.4 show system id

JaHHOM KOMaHA0M OCyLLEeCTBAAETCA NPOCMOTP CEPUIMHOIO HOMEpPA YCTPOMCTBA.

CuHTaKcuc

show system id

MapameTpbl
KomaHpga He coaepKUT aprymeHToB.
Heobxoaumblii ypoBeHb npusuaerui
1

KomaHgHbI pexxum

ROOT

Mpumep

esr:esr# show system id
Serial number:
NP01000023

6.5 show cpu network-load

[aHHOW KOMaHAOW OCYLLEeCTBAAETCA NPOCMOTP Harpy3Kku, NpoM3BOAMMOMN CeTeBbIM TPAGUKOM.

CuHTaKcuc

show cpu network-load
MapameTpbl

KomaHga He COAEPHKUT aprymMmeHTOB.

Heobxoaumblii ypoBeHb npusuaeruim
1

KomaHAaHbI# pexxum

ROOT
Mpumep

esr:esr# show cpu network-load

CPU ID CPU load Heaviest session

0 0 --

1 49413 80.88.157.57 ->
172.129.22.57

2 46812 80.88.157.75 ->
172.129.22.75

3 49229 172.129.22.41 ->
80.88.157.41

4 0 --

5 53019 80.88.157.77 ->

172.129.22.77

Session
weight
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6 39699 80.88.157.79 -> 9863
172.129.22.79

7 49726 172.129.22.45 -> 9804
80.88.157.45

8 39789 172.129.22.61 -> 9779
80.88.157.61

9 36876 80.88.157.59 -> 97175
172.129.22.59

10 53041 172.129.22.5 -> 9679
80.88.157.5

11 49010 172.129.22.47 -> 9896
80.88.157.47

12 53082 172.129.22.13 -> 9650
80.88.157.13

13 63027 80.88.157.69 -> 9617
172.129.22.69

14 52722 80.88.157.73 -> 10001
172.129.22.73

15 55165 80.88.157.71 -> 9924

6.6 show cpu utilization

JaHHOM KoMaHAOM OcyLWecTBAAETCS NPOCMOTP MCNOAb30BaHKUA pecypcos CPU.
CuHTaKkcuc

show cpu utilization

MapameTpbl

KomaHpaa He COAEPHUT aprymMmeHTOB.

Heobxoaumblii ypoBeHb npusuaeruin

KomaHgHbIN pexum

ROOT
Mpumep
esr:esr# show cpu utilization
CPU Last Last Last
5 sec 1 min 5 min
0 1.98% 6.75% 20.02%
1 67.50% 15.62% 6.88%
2 65.43% 15.53% 6.94%
3 69.29% 16.08% 7.08%
4 89.90% 20.79% 9.14%
5 74.95% 17.14% 7.49%
6 87.61% 20.18% 8.85%
7 87.41% 20.17% 8.85%
8 81.84% 19.03% 8.40%
9 84.82% 19.79% 8.73%
10 84.53% 19.78% 8.75%
11 83.02% 19.40% 8.58%
12 83.73% 19.55% 8.63%
13 76.56% 16.99% 7.25%
14 70.47% 16.00% 6.95%
15 68.39% 15.07% 6.40%
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7 YNPABNEHUE CUCTEMHbIMU YHACAMU

7.1 setdate

JaHHOM KoMaHAoM YyCTaHaBANBAETCA BPYUYHYIO CUCTEMHOE BpemMA U AaTa.
CuHTaKcuc

set date <TIME> [<DAY> <MONTH> [ <YEAR> ] ]

Mapamertpbl
<TIME> —ycTaHaB/AnBaemoe cucTeMHoe Bpems, 3aaaétca B suae HH:MM:SS, rae:

HH —yacbl, npuHMmaeT 3HayeHue [0..23];
MM — MUHYTbI, NPUHUMaET 3Ha4veHue [0 .. 59];
SS — ceKyHAbl, NPUHMMAET 3Ha4veHue [0 .. 59].

<DAY> — geHb mecAua, NPUHMMAET 3HauveHus [1..31];
<MONTH> — mecsau, npuHumaet 3Hadenms [ January/February/March/April/May/June/July/August/
September/October/November/December ];
<YEAR> —rog, npuHumaeT 3Ha4yeHus [2001..2037].
Heobxogumbiii yposeHb npusunerui
10
KomaHgHbIi pexxum
ROOT
Mpumep

I esr:esr# set date 16:35:00 15 May 2014

7.2 clock timezone

[aHHOM KoMaHAoM YyCTaHAaB/IMBAETCA YacOBOM NosAC.
Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHapbl (NO) yCTaHaB/AIMBAET YaCoOBOM NOAC MO YMOMYAHMIO.
CuHTaKCcnC

clock timezone <OFFSET>

no clock timezone

Mapamertpbl
<OFFSET> — 0603Ha4yeHM1e 30HbI, cofeprKalllee CABMUI B Yacax oTHocuTenbHO Greenwich Mean Time,
NPUHMMAET 3Ha4YeHus [gmt-12 .. gmt +12].

3HayeHue No yMON4YaHuto

gmt O

Mapwpymuzamopei cepuu ESR-ST, CnpasovHuxk komaHo CLI 57



O ELTEX

Heobxoaumbi ypoBeHb NpuBUAErni
10

KomaHgHbI pexxum
CONFIG

Mpumep

‘esr:esr(confiq)# clock timezone gmt +7

7.3 show date

JaHHaa KomaHAaa No3BOAAET NOCMOTPETb TEKYLLME CUCTEMHOE BpeMA 1 AaTy.
CuHTaKcuc

show date

MapameTpbl
KomaHza He conepKuUT aprymeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
1
KomaHgHbIN pexum
ROOT
Mpumep

esr:esr# show date
Thursday 23:48:33 GMT+7 May 15 2014

7.4 ntp enable

[aHHO KOMaHA,0M BKNHOYAETCA CUHXPOHW3ALMA CUCTEMHbIX YacoB C YAaNeHHbIMWU CeEpBEPAMM MO
npotokony NTP.

Ncnonb3oBaHMe oTpuuaTebHOM GopMbl KOMaHAbl (NO) BbIKAKOYAET CUHXPOHM3aUMIO No npoTokoay NTP.
CuHTaKcuc

[no] ntp enable

MapameTpbl

KomaHga He COAEPHKUT apryMeHTOB.

3HaueHue No yMONYaHUIO
BbikntoueHo.

Heo6xoaumbiit ypoBeHb NpuBUAEruii
10

KomaHAaHbIi pexxum

CONFIG
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Mpumep

‘esr:esr(config)# ntp enable

7.5 ntp broadcast-client enable

JaHHON KOMaHAOM BKAOYAETCA PEXKUM NPUEMA LLIMPOKOBELATENbHbIX cooblieHuit NTP-cepBepos.
MapuwpyTtmsaTtop paboTaet B KayectBe NTP-knmeHTa. Ecam B KOHGUrypaumm yctpolictsa 3agaHbl NTP nupbl
M cepBepbl, TO B LUIMPOKOBELLATE/IbBHOM PEXUME OHU UTHOPUPYIOTCA.

Ncnonb3osBaHuMe oTpuLaTebHON GOpMbl KOMaH bl (NO) BbIKAKOYAET LMPOKOBELLLATE/IbHbIA PEXKUM.
CuHTaKcuc

[no] ntp broadcast-client enable

Mapamertpbl

KomaHaa He cofepKuUT apryMeHTOB.

3HayeHUe No YMOYaHUIO

BbiKkntoueH

Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHbIii pexxum

CONFIG
Mpumep

‘esr:esr(config)# ntp broadcast-client enable

7.6 ntp dscp

KomaHpaa 3aaaét 3HaveHume koga DSCP ansa ncnonb3osaHua B IP-3aronoske ncxogsawmx naketos NTP-
cepsepa.

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (No) yctaHasnmeaeT 3HaveHmne DSCP no ymonyaHuio.
CuHTaKcuc
ntp dscp <DSCP>

no ntp dscp

Mapametpbl
<DSCP> — 3HaueHue Koga DSCP, npuHMmaeT 3HayeHus B AnanasoHe [0..63].
3HayeHue No yMON4YaHUIo

46

Heobxoaumbiii ypoBeHb NpuBUAEruit
10
KomaHaHbIi1 pexxum

CONFIG
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Mpumep

‘ esr:esr(config)# ntp dscp 40

7.7 ntp peer

JaHHaa KomaHAa UCnoib3yeTcs 418 YCTaHOBAEHMA NAaPTHEPCKUX OTHOLWEHU mexay NTP-cepsepamm u
nepexoaa B KomaHaHbIM pexkum CONFIG-NTP.

NTP-cepBep Ha mapLupyTusaTope paboTaeT B pexXmme ABYCTOPOHHEN aKTUBHOCTU C yaaneHHbim NTP-
cepBepoM, YKasaHHbIM B KOMaHAe. B ciyyae notepum cBA3M O4HOrO M3 NapTHepoB ¢ BbiwectoAawmm NTP-
CepBEepPOM, OH CMOXeT CUHXPOHM3NPOBaTb BPEMA MO cepBepy-napTHepy.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KoMaHabl (no) yaanaet 3agaHHoro NTP-napTHepa.
CUHTaKCcuUc

[no] ntp peer <ADDR>

MapameTpbl

<ADDR> — IP-agpec napTHepa, 3agaétca 8 suge AAA.BBB.CCC.DDD, rae Kaxaaa 4acTb NnpuHUMmaeT
3HayeHus [0..255]

Heobxoaumblii ypoBeHb npusuaeruin
10

KomaHgHbIN pexum
CONFIG

Mpumep

esr:esr(config)# ntp peer 10.100.100.1
esr:esr (config-ntp) #

7.8 ntp server

JaHHaa KomaHaa ncnosbsyeTtcs ansa cosgaHua NTP-cepsepa 1 nepexoa B KOMaHaHbIM pexkum CONFIG-
NTP.

MapuwpyTursaTtop paboTaeT ¢ ykasaHHbIM NTP-cepBepom B pexkMme 04HOCTOPOHHEN aKTUBHOCTU. B
AAHHOM peXXmMMme JI0Ka/IbHble Yacbl MapLIPyTM3aTopa MOTYT CUHXPOHM3MPOBATLCA C YAA/IEHHbIM
NTP-cepsepom.

Mcnonb3oBaHue oTpuuaTtesnbHol GopmMbl KOMaHAab! (No) yaanser 3agaHHbIi NTP-cepsep.
CuHTaKcuc

[no] ntp server <ADDR>
MapameTpbl

<ADDR> —IP-agpec cepBepa, 3aaaétca 8 suae AAA.BBB.CCC.DDD, rae Karkaana 4acTb NpUHMMaeT
3HayeHus [0..255 ]

Heo6xoaumbiit ypoBeHb NpuUBUAEruii
10

KomaHpaHbI pexxum

CONFIG
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Mpumep

esr:esr(config)# ntp server 10.100.100.2
esr:esr (config-ntp) #

7.9 maxpoll

[aHHaa KomaHZa yCTaHaB/AMBAET MaKCMMaslbHOE 3HAYEHUE UHTEPBA/A BPEMEHM MEK Y OTNPABKOM
coobueHnit NTP-cepsepy.

Ncnonb3oBaHWe oTpuLaTeNbHON GOpMbl KOMAHAbI (NO) yCTaHABAMBAET 3HAaYEHME MO YMOYAHWIO.
CuHTaKCUC
maxpoll <INTERVAL>

no maxpoll

Mapamertpbl

<INTERVAL> — makcumanbHoe 3Ha4YeHue nHTepBaaa onpoca. MapameTp KOMaHAbl UCMONb3YeTCA KakK
NoKasaTe/lb CTeNeHn ABONKM NPW BbIYUCAEHUN ANIMTE/IbHOCTU MHTEPBAA B CEKYH/AAX, BbIUMCAAETCA
nyTem BO3BeAEHWA ABOMKM B CTEMEHDb, 334aHHYIO0 NAPaMETPOM KOMaHAbl, NPUHUMAET 3HAYeHME
[10..17].

3HauyeHue No yMOo4aHUIo

10 (2° = 1024 cekyHAbl UK 17 MUHYT 4 ceKyHAbI)

Heobxogumbiii ypoBeHb Nnpusunerunii
10

KomaHgHbIi pexxum
CONFIG-NTP

Mpumep

I esr:esr(config-ntp)# maxpoll 11

7.10 minpoll

JaHHaA KomaHa ycTaHaB/IMBAEeT MMHMMA/IbHOE 3HAaYeHUE MHTEPBaAsla BPEMEHWN MeEXAY OTMPABKOM
coobueHnit NTP-cepsepy.

Mcnonb3oBaHWe oTpuuaTenbHon GopmMbl KOMaHdpbl (NO) ycTaHaBAMBaET 3HaYEHME N0 YMOYaHUIO.
CuHTaKcuc
minpoll <INTERVAL>

no minpoll

Mapamertpbl

<INTERVAL> — MMHMUMaNbHOE 3HaYeHne NHTepBa/ia ONpoca B CeKYyHAaX, BbIMUCAAETCA NyTeEM
BO3BEAEHWSA ABOMKM B CTEMEHb, 3343aHHYIO0 NAPAaMETPOM KOMaHAbl, NPUHMMAET 3HadeHue [4..6].

3Ha4yeHue no YMONT4YaHUIO
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6 (2° = 64 cekyHAbI UM 1 MUHYTa 4 CEKYHAbI)
Heobxogumbiii ypoBeHb Nnpusunernii

10
KomaHpgHbIi1 pexxum

CONFIG-NTP

Mpumep

‘ esr:esr(config-ntp)# minpoll 4

7.11 prefer

JaHHaa KomaHaa oTmedaeT AaHHbi NTP-cepBep Kak npegnoytuTebHbln. Mpy NpoYnx paBHbIX YCAOBUAX
AaHHbI NTP-cepBep 6yaeT BblbpaH o158 CUHXPOHM3aumumM cpeam Bcex paboymnx NTP-cepeepos.

Mcnonb3oBaHWe oTpuuaTenbHon GopMbl KOMaHObl (NO) yCTaHaBAMBAET 3HAYEHME N0 YMOJIYAHUIO.
CuHTaKcmuc

[no] prefer

MapameTpbl

KomaHga He COAEPHKUT aprymMeHTOB.

3Ha4yeHue No yMmo4aHuio

BbikntoueHo

Heobxogumbiii ypoBeHb Nnpusuaerunii

10

KomaHgHbIi pexxum

CONFIG-NTP

Mpumep

‘ esr:esr(config-ntp) # prefer

7.12 version

[aHHOM KomaHaoM ycTaHaBAMBaeTcA Bepcua NTP-npoTokona.
Mcnonb3oBaHWe oTpuuaTesbHon GopMbl KOMaHAb! (NO) yCTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
CuHTaKcuc

version <VERSION>

no version

Mapametpbl

<VERSION> — Bepcua NTP-npoToKona, NpMHUMaeT 3HadeHus [1..4].

3Ha4yeHue no YMOT4YaHUIO

4
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Heobxoaumbi ypoBeHb NpuBUAErni
10

KomaHgHbI pexxum
CONFIG-NTP

Mpumep

‘esr:esr(confiq—ntp)# version 3

7.13 show ntp configuration

[aHHas komaHga otobpaxkaet genctaytowyto (RUNNING) KoHdurypaumio npotokona NTP.
CuHTaKCUC
show ntp configuration
MapameTpbl
KomaHaa He cofepuUT apryMeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
1

KomaHgHbIN pexum

ROOT
Mpumep

esr:esr# show ntp configuration

NTP status: Enabled

NTP mode: client/server
Address Type Prefer NTP version Min poll Max poll
10.100.100.1 peer yes NTPv4 6(1lm 4s) 11 (34m 8s)
10.100.100.2 peer yes NTPv4 6(1lm 4s) 10(17m 4s)
1.2.3.4 server no NTPv4 6(1lm 4s) 10(17m 4s)
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7.14 show ntp peers

[aHHas KomaHga No3BoJIAeT NOCMOTPETb Tekyllee coctosHue NTP-cepBepos (Nnpos). B cneaytowmx
Tabanuax npueeaeH nepeyeHb oTobpakaemMbix NapPaMeTPOB U UX ONUCAHME.

Tabanua 7.1 — CoctosiHWe yaaneHHoro cepsepa (nupa)

MapameTp OnucaHue

remote DNS-ums unu IP-agpec cepsepa (nunpa). Mepsbli CUMBOA B TabsMLe NCNoab3yeTca gnn
0603HaYeHnn cocToAHUA cepaepa (NMpa), COCTOAHUS onMcaHbl B Tabavue 7.2.

refid NaoeHTuounkaTop cesasm uau IP-agpec Toro, C Kem CUHXPOHM3MPOBaH yaaneHHbIn cepsep (nup).
Tunbl NAEHTUOUKATOPOB CBA3M ONMCaHbI B Tabaumue 7.3.

st Crpatym.

t OTHOLWeHMe MapLLpyTM3aTopa K yaaneHHoMy cepsepy (nunpy), TMbl onucaHsbl B Tabanue 7.4.

when Mepuroa BpemeHM C MOMEHTa, Koraa cepsep (N1p) nociegHunii pas onpawmnsancs, B cekyHgax ( “h”
yacsbl,“d” aHun).

poll YacToTa onpoca cepsepa (nupa).

reach BOoCbMMBUTHbLIN CABUraemblii BNEBO PETUCTP, COAEPKALLMIA pe3yabTaTbl onpocos (1 = ycnewHo, 0
= HeyCnewHo), oTobpakaeTcs B BOCbMEPUYHOM CUCTEME CHUCNIEHUS.

delay Bpems npoxoxaeHus naketa go cepsepa (Nnpa) u obpaTHo, B MUAMCEKYHIAX.

offset CpefHee NOCTOAHHOE CMeLLEHMEe BPEMEHU MapLIPYTM3aTOpa OTHOCUTE/IbHO cepBepa (nupa).

jitter CpeZHuit pa3bpoc OTKIOHEHMSA BpeMEHU (AKUTTep).

Tabnuvua 7.2 — CocTosiHMe yaaneHHoro cepsepa (nmpa)

Tun OnucaHue
YKa3blBaeT Ha TO, 4To:
npoBen - He 6bl110 OTBETOB OT YAa/IeHHOTO cepBepa (nupa);
- cepBep He UCMONb3YeTCA, TaK KaK CTPaTyM MmeeT 60/1blLoe 3HAYEHWE;
- cepsep (NMp) UCNoNb3yeT AaHHbIN MapLWpPyTU3aTOP A1 CUHXPOHM3ALLMM CBOMX YACOB.
X CepBsep (N1p) He UCNONb3YyEeTCA A1A CUHXPOHM3AUMWM BPEMEHW, OTOPOLLEH aITOPUTMOM MepeceyeHus.
- CepBep (N1p) He UCNONb3YyEeTCA AN1A CUHXPOHM3ALMN BPEMEHU, OTOPOLLEH KNACTEPHBIM afrOPUTMOM.
" Pabouunit yaaneHHblt cepep (NMMp), HO He UCMONbL3YETCA, TaK KaK He BOWEN B YMC/IO MEepPBbIX LWECTU
cepBepoB (NMMPOB), OTCOPTUPOBAHHbIX MO PACCTOAHUIO CUHXPOHM3ALMM, ABIAETCA Pe3EPBHbIM.
Pabouuit M NnpeanoYyMTaemMblii yaaneHHbl cepsep (MMUp), BKAOYEH anropuTtmom obbeguHeHus.
* CepBsep (N1p), KOTOPLIN B HacTosALLEE BPEMA ABASETCA NEePBUYHBIM MCTOYHUKOM BPEMEHM.
Tabnnuya 7.3 — Tunbl nAeHTUPUKATOPOB CoeAMHEHUS C YAANEHHbIM CEPBEPOM (MMPOM)
Tun OnucaHue
.ACST. Manycast-cepsep.
AUTH. | Ownbka ayteHTMdUKaLUN.
AUTO. OwmnbKa nocnenoBaTelbHOCTN aBTOMATMUYECKOTrO K/toya.
.BCST. Broadcast-cepsep.
.CRYPT. | OwwnbKa npoToKOa aBTOMAaTUUYECKOrO K/toua.
.DENY. Cepsep oTKasan B gocryne.
ANIT. UHUUMANM3aLMA CoegMHEHMA C CEPBEPOM.
.MCST. | Multicast-cepsep.
.TIME. TallmayT coeMHEHUA C CEPBEPOM.
.STEP. CTyneH4yaToe M3MEHEHME BPEMEHU, CMELLEHNE MeHbLUe npeaenbHoro nopora (1000 MUAAUCEKYHA), HO
6onbue, yem war nopora (125 munnncekyHa).
.RATE. MpeBblweHMe 4acTOTbl ONPOCOB.
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Tabavua 7.4 — Tunbl OTHOLWEHWA MapLLPYyTU3aToOpa K yaaneHHomy cepsepy (nupy)

Tun OnucaHue

u Unicast nan manycast-knmeHr.

b Broadcast nnm unicast-knmeHrt.

s [BycTOpOHHAA cBA3b (NKp).

A Manycast-cepsep.

B Broadcast-cepsep.

M Multicast-cepsep.

CuHTaKkcuc

show ntp peers
MapamerTpbl
KomaHaa He cofepsKUT aprymeHTOB.
Heobxoaumblii ypoBeHb npusuaeruin
1

KomaHgHbI pexxum

ROOT
Mpumep
esr:esr# show ntp peers
remote refid st t when poll reach delay offset Jjitter
1.2.3.4 JINIT. 16 - - 64 0 0.000 0.000 0.000
*10.100.100.1 46.8.40.31 2 u 2 16 377 0.135 2.859 0.293
10.100.100.2 JINIT. 16 u - 256 0 0.000 0.000 0.000
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8 HACTPOMKA AAA

8.1 username

[aHHOoW KomaHA oM BbiNo/IHAETCA A0baBAeHne Nob30BaTe s B I0OKabHYO 6a3y nosb3osaTenei u
OCYLLECTBASIETCA NEPEXo B PEXKUM HAaCTPOMKM NapameTpoB NoAb30BaTe N .

Mcnonb3oBaHue oTpuuatenbHon Gopmbl KOMaHabl (N0) yaanseT nosb3oBaTens U3 CMCTEMbI.

CuHTaKcuc

[no] username <NAME>

Mapamertpbl

<NAME> — ums nonb3osaTtens, 3a4aETcA CTPOKon Ao 31 cumeona. Ecam ncnonb3oBatb KOMaHAy Aaa
yAaneHus, To Npu yKasaHUM 3HadeHus «all» byayT yaaneHb! BCe N0/Ib30BaTENN.

Heobxogumbiii ypoBeHb Nnpusunernii

15

KomaHgHbIii pexxum

CONFIG

Mpumep

esr:esr (config)# username test
esr:esr (config-user) #

ﬂ,oﬁasneH nonb3oBaTeNb C UMeHeMm test.

8.2 password

KomaHga ans ycTaHOBKKM Napoas onpeaeneHHOMY NoNb30BaTe o ANa BXxo4a B cuctemy. Maponb moskeT
6bITb 334aH Kak B OTKPbITOM BUAe, Tak M B BUAe xel sha512.

Ucnonb3osaHue OTpMLI,aTeﬂbHOﬁ d)OprI KOMaHAbl (no) yAanAeT naposib Nn0N1b30BaTENA U3 CUCTEMDI.

CuHTaKcuc
password { <CLEAR-TEXT> | encrypted <HASH_SHA512>}

no password

Mapamertpbl
<CLEAR-TEXT> — naposb, 3agaétca cTpokoli [8 .. 31] cumBon0B, NPUHMMAET 3HayeHua [0-9a-fA-F];
<HASH_SHA512> — xew napons no anroputmy sha512, 3agaértcs ctpokoit 13 110 cumsonos.
Heob6xoaumbiii ypoBeHb NpuBUAEruii

15

KomaHAHbIi1 pexxum

CONFIG-USER
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Mpumep

‘ esr:esr (config-user) password test

8.3 privilege

JaHHOM KoMaHAO0M NPOU3BOANTCA YCTAHOBKA YPOBHA NPMBUAErNiA Nosib3oBaTena. Habop KomaHa,
KOTOPbIM A0OCTYNEeH No/ib30BaTe 0, 3aBUCUT OT YPOBHSA NpuBuaernin. Monb3osBatesam ¢ ypoBHAMM
npusuaernin ot 1 o 9 gocTyneH ToAbKO NPOCMOTP MHbOopMauuK. MNonb3oBaTensim c ypoBHEM NPUBUAETUIA
oT 10 go 15 goctynHa 60/blias YacTb KOMaHA, KoHPUrypnposaHus. Mosb3oBaTeNsAM C YPOBHEM
npusuaernin 15 goctyneH noHbIn Habop KomaHAa. Tpebyemblit HE06X04MMbI YPOBEHb NPUBUAETUIA
KOMaHA, MOXKEeT 6bITb M3MeHeH, onucaHue B pasgene 8.37.

Mcnonb3oBaHue oTpuuaTenbHon GopmMbl KOMaHAbl (N0) ycTaHaBAMBaET HEOBXOAMMbI YPOBEHb
npuBMAErMIA NO YMOYaHMUIO.

HasHauyeHMe HayaIbHOrO YPOBHSA NPUBUAETMIA NONb30BATENAM NPOUCXOAMUT CAeayoWMm 06pasom:

—  Heobxo4MMmblil ypOBEHb NPUBUIETMIA NOb30BATENAM M3 JIOKA/IbHOM 6a3bl Ha3HaYyaeTcA
YKa3aHHOM KOMaHAOM;

—  HeobxoAuMmbI ypoBEHb NPUBUETUIA A1 NOb30BaTe1el, aBTOPMU30BABLUMXCA MO NMPOTOKONY
RADIUS, 6epetcs us atpnbyTa cisco-avpair = "shell:priv-lvi=<PRIV>";

—  HeobxoAMMbI ypOBEHb NPUBUAETUIA ANA NOJIb30BaTeNeN, aBTOPM30BABLUMXCA MO MPOTOKOY
TACACS, 6epetcs 13 aTpmnbyTa priv-lviI=<PRIV>;

— YpOBeHb NpUBWAEIMW AN NONb30BaTe/Iell aBTOPU30BaBLUMXCA NO NpoTokosy LDAP 6epeTca ns
aTpubyTa 3agaHHoro komaHzow privilege-level-attribute, onncaHHoi B pasgene 8.30, no
ymon4yaHuio priv-lvi=<PRIV>;

Ecnu npu ayteHTUdMKALMM NONb30BaTeNsA Yepes npoTokobl TACACS/RADIUS/LDAP He 6bii1a nonydeHa
BblLLeyKa3aHHas onuma uamn bbina NosyyeHa onuusa C HEKOPPEKTHbIM 3HAYeHMEM, TO NoAb3oBaTeNto byayT
Ha3Ha4yeHbl NPUBUAETUKN NONBL30BATENA «remote», N0 ymonvaHuto 1. Heobxoaumsblii ypoBeHb NpUBUAETUIA
nosib3oBaTena «remote» MOXHO U3MEHUTb aHaIOMMYHO NHHOMY APYrOMYy NONb30BATE/O U3 IOKA/IbHOM
6a3bl C NOMOLLBIO YKa3aHHOW KOMaHAbI.
CuHTaKcuc

privilege <PRIV>

no privilege

MapameTpbl

<PRIV> — HeobxoaMMbli1 ypoBEHb NPUBUAETUNIA, TPUHUMAET 3HadYeHue [1..15].

3HauyeHue no YMONTY4aHUIO

1

Heobxoaumbiii ypoBeHb NpuBUAErnin

15

KomaHaHbIi1 pexxum

CONFIG-USER

Mpumep

esr:esr (config-user)# privilege 15
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8.4 shell

KomaHaa ans Bbibopa nHTepdeinca KOMaHAHOM CTPOKK.
Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) ycTaHaBAMBAET MHTePdENnCc KOMaHAHOW CTPOKKU Mo
YMO4aHUIO.
CUHTaKcUc
shell { cli| s-terra }

no shell

Mapamertpbl

cli — MHTepdeinc KomaHAHOMN CTPOKKU MO YMONYaHUIo. B gaHHOM nHTepdeice gocTtyne Habop
KOMaHA, ONUCaHHbIX B A4aHHOM AOKYMEHTE,

s-terra — MHTepdenc KomaHAHOM CTPOKKN Ans HacTpoikm CK3U
Heobxogumbiii ypoBeHb Nnpusuaerui

15

KomaHgHbIii pexxum

CONFIG-USER

Mpumep

‘ esr:esr (config-user) # shell s-terra

8.5 enable

[JaHHOI KOMaHA0M NPOM3BOANTCA NOBbILEHWE YPOBHA NPUBMUAErNi nonb3osaTtensa. Cnocobbl
ayTeHTUOMKaLMKM NOBbILEHUA NPUBUAETUIA NOb30BaTENEN 33430TCA C MOMOLLbIO KOMaHAbl, ONUCAaHHOM B
pasgene 8.9.

’ Mo ymonyaHuio 