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ESR-Series. CnpaBoyHUK komaHz CLI

1 BBeaeHwue

* AHHOTauusa

+ LleneBas aygutopus

+ [puMeyaHns n npegynpexaeHns
* lVcnonb3yembie cokpalleHns

AHHOTaUuA

B HacTosilLeM pykoBoACTBe npuBeaeHo onucaHne komadg CLI onsa agmMuHucTparopa cepBUCHOro
mapLupyTtusatopa cepuu ESR (B AanbHeiLLIEM UMEHYEMOTO MapLLPYTM3aTOPOM WU YCTPONCTBOM).
NHTepdpelic komaHaHoi ctpokn (Command Line Interface, CLI) — uHtepdeiic, npeaHasHaueHHbIl Ans
ynpasneHusi, NPOCMOTPa COCTOSAHUA U MOHUTOPUHIa ycTpoincTea. 4nsa paboTel noTpebyetca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatowas paboty no nportokonam Telnet, SSH nnn npsamoe
noAK/ItYeHne Yyepes KOHCOsbHbI nopT (Hanpumep, HyperTerminal).

LieneBas ayguTtopus

CnpaBoyHuK KomaHg, CLI npegHasHavyeH A5 TEXHUYECKOro nepcoHana, BbIMOTHALWEro HaCTPOVKY 1
MOHUTOPUHT MapLipyTu3aTopa cepun ESR nocpeacTBom nHTepdeiica komaHaHoi cTpokm (CLI).
KBanudpmkaumusa TeXHMYeCcKoro nepcoHana npeanonaraeT 3HaHne 0CHOB paboThbl cTeka npoTtokonos TCP/IP,
NpUHUMNOB nocTtpoeHus Ethernet-cetein.

MpumeyaHus 1 NpegynpexaeHus

& TpumeyaHns cogepxar BaxHy MHOPMaLMIo, COBETbI UM PEKOMEHAALMM MO MCNO/Ib30BAHMIO U
HacTpolike yCcTpoicTBa.

© TMpeaynpexaeHys MHPOPMUPYIOT MOJL30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAHECTU BPe[,
nporpammHo-annapaTHoOMy KOMMIEKCY, MPUBECTM K HEKOPPEKTHOI paboTe CUCTEMbI WX NoTepe
[aHHbIX.

Ncnonb3yemble COKpalleHus

+ AAA - Authentication, Authorization, Accounting
+ ARP - Address Resolution Protocol

+ BGP - Border Gateway Protocol

+ BRAS - Broadband Remote Access Server

+ DHCP - Dynamic Host Configuration Protocol
* DNS - Domain Name System

+ DDoS - Distributed Denial of Service

+ DoS - Denial of Service

* FIFO - First In, First Out

« FTP - File Transfer Protocol

+ FXO - Foreign eXchange Office

+ FXS - Foreign eXchange Subscriber

+ GRE - Generic Routing Encapsulation

+ GRED - Gentle Random Early Detaction

« HTTP — HyperText Transfer Protocol

« HTTPS — HyperText Transfer Protocol Secure
+ ICMP - Internet Control Message Protocol



IKE — Internet Key Exchange

IDS - Intrusion Detection System

IP — Internet Protocol

IP4IP4 - IPinIP

IPS — Intrusion Prevention System

IPsec — IP Security

L2TP — Layer 2 Tunneling Protocol

L2TPv3 - Layer 2 Tunneling Protocol version 3
LACP - Link Aggregation Control Protocol
LAG - Link Aggregation Group

LDAP - Lightweight Directory Access Protocol
LLDP - Link Layer Discovery Protocol

MAC - Media Access Control

MTU — Maximum Transmission Unit

mDNS — Multicast Domain Name System

NAT - Network Address Translation

NAS - Network Access Server

NTP - Network Time Protocol

OSPF - Open Shortest Path First

PPP - Point-to-Point Protocol

PPTP - Point-to-Point Tunneling Protocol
PPPOE - Point-to-point protocol over Ethernet
PSK - Pre-Shared Key

QoS - Quality of Service

RADIUS - Remote Authentication Dial In User Service
RED - Random early detection

RIP — Routing Informational Protocol

SFTP - Secure Shell File Transfer Protocol
SIP - Session Initiation Protocol

SLA — Service Level Agreement

SNMP - Simple Network Management Protocol
SCP - Secure Copy Protocol

SP - Strict Priority

SSH - Secure Shell

STP - Spanning Tree Protocol

TACACS - Terminal Access Controller Access Control System
TFTP - Trivial File Transfer Protocol

URL - Uniform Resource Locator

VLAN - Virtual Local Area Network

VPN -Virtual Private Network

VRF - Virtual Routing/Forwarding

VRRP - Virtual Router Redundancy Protocol
VTI - Virtual Tunnel Interface

WAN - Wide Area Network

WINS - Windows Internet Name Service

WRR - Weighted Round Robin

XAUTH - eXtended Authentication
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2 VcTtopusi ameHeHwit

Bepcusa gokymeHTa

Bepcua 1.28

Jarta
BblnycKa

31.03.2023

ESR-Series. CnpaBoyHvK kKomaHg, CLI

CopepXXaHue N3MEeHEeHNIA

Jlo6asneHbl pasgensi:
HacTtpoiika Tracking

Ynpasnexue Dual-Homing

M3meHeHus B pasgenax:

KomaHabl No/1b30BaTebCKOr0 NHTEpdenca

HacTpoiika TFTP-cepBepa

HacTpoiika 06L11ecMCTEMHbIX NapaMeTpoB

YnpasneHue cCMCTeMHbIMW Yacamm

HacTtpoiika AAA

KoHdmrypripoBaHue 1 MOHUTOPWUHE TYHHENEe

HacTpoiika VRF

HacTpoiika IP-agpecaumm

YnpasneHve npoduasamm

Ynpasnexnve NAT

HacTpoiiku IPsec VPN

O6LLMe HACTPOWKN MapLLpyTM3aLmn
O6LMe KOMaHAbl aHOHCVMPOBaHWS 1 NprYemMa MapLUpyTOB
MapLupyTr3auust Ha ocHoBe nonmTuk (PBR)
HacTpoiika npoTokona BFD

HacTpoiika npotokonoB OSPF n OSPFv3
HacTtpoiikun MPLS

YnpasneHvne VRRP

HacTpoiika pe3epsupoBaHus DHCP
HacTpoiika pe3epsupoBaHus Firewall/NAT
Ynpasnexue Firewall

Ynpasnexve QoS



Bepcua gokymeHTa

Bepcua 1.27

Bepcus 1.26

Jarta
BblnycKa

12.09.2022

07.06.2022

ESR-Series. CnpaBoyHvK kKomaHg, CLI

CopepXXaHue N3MeHEeHNA

YnpasneHune SYSLOG

HacTtpolika DHCP

VI3meHeHus B pa3genax:
- KoHthuryprpoBaHue 1 MOHUTOPUHT TYHHenNel

- MOHWTOPWHT 1 yripaBneHne -> HacTpoiika goctyna SSH, Telnet

N3MeHeHus B pasaenax:

- KomaHabl Nonb30BaTeibCKoro nHrepdenca

- YnpaBneHne nporpamMmmMHbIM 0b6ecneveHnem n KoHgurypaumei
- HacTpoitka DNS

- Ynpasnexue VPN. HacTpoiikvn yaaneHHoro gocrtyna

- MapuwpyTursauus -> MapLipyTmsaums Ha ocHose nonmtuk (PBR)
- MapuwpyTtnsauus -> Hactpolika npotokona BFD

- MapuwpyTtunsaums -> Hactpolika npotokonoB OSPF n OSPFv3

- Hactpoiikn MPLS

- besonacHOCTb -> YnpaB/ieHne cuctemMoli npeaoTepalleHus
BTOpXXeHuii (IPS/IDS)

- MOHWUTOpPWHT 1 ynpaBneHue -> ¥YnpaeneHue Netflow

- MOHWUTOpPWHT 1 ynpaBneHue -> HacTpoiika gocTyna SSH, Telnet
- HacTpoiika koHTposnst aboHeHToB (BRAS)

Joo6aBneHbl pasgensi:

- Hactpoiika TFTP-cepBepa



ESR-Series. CnpaBoyHvK kKomaHg, CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHEeHNA
BblMycCKa
Bepcusa 1.25 03.02.2022 M3meHeHuA B pasgenax:

- CTpyKTypa cucTeMbl KOMaHz,

- YnpaBneHve nporpaMMHbIM obecneyeHnemM u KoHgurypaumei
- HacTpoiika o6LecncTeMHbIX NapamMeTpoB

- KoHhuryprpoBaHue 1 MOHUTOPUHT TYHHenNelk

- YnpasneHuve L2-pyHKumnsamm

- Ynpaenexue VPN. HacTpolikun yaaneHHoro goctyna

- Ynpasnexue QoS

- MapupyTusaums -> MapLupyTrsauus Ha ocHoBe nonuTuk (PBR)

- MOHUTOPWHT ¥ ynpasrieHue -> YnpaeneHne SYSLOG



ESR-Series. CnpaBoyHvK kKomaHg, CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHEeHNA
BblMycCKa
Bepcusa 1.24 15.10.2021 M3meHeHuA B pasgenax:

- MpaBuna nonb30BaHWs KOMaHAHO CTPOKOIA

- CTpyKTypa cucTeMbl KOMaHs,

- KomaHap! nosb3oBaTenseKoro nHtepgpeiica

- YnpaBneHue nporpaMMHbIM o6ecnedyeHnemM 1 KoHgurypaumei
- HacTpoiika 06LecrcTeMHbIX NapamMeTpoB

- Hactpoiika AAA

- KoHchurypupoBaHme 1 MOHUTOPUHT UHTepdieiicoB

- KoHhurypripoBaHue 1 MOHUTOPUHT TyHHene

- HacTtpoiikn IPsec VPN

- HacTtpoiika npotokona BGP

- HacTtpoiika npotokonos OSPF n OSPFv3

- Hactpoiikn MPLS

- YnpasneHune VRRP

- HacTpoiika 06beKTOB OTCNEXMBAHWSA COOLITUI

- YnpaBnieHue cuctemoit npeaoTepalleHnst BTopxenuit (IPS/IDS)
- Ynpasnexue QoS

- Ynpaenexue Netflow

- HacTtpoiika goctyna SSH, Telnet

- HacTtpoiika Wi-Fi koHTponnepa TyHHenei



Bepcua gokymeHTa

Bepcusa 1.23

Jarta
BblnycKa

29.06.2021

ESR-Series. CnpaBoyHuK KOMaHf, CLI

CopepXXaHue N3MeHEeHNA

Mi3meHeHunA B pasgenax:

- CTpyKTypa cucTeMbl KOMaHz,

- KomaHab! nonb3oBaTenbckoro nHTepdeiica

- YnpaBneHve nporpaMMHbIM obecneyeHnemM u KoHgurypaumei
- HacTpoiika o6LecncTeMHbIX NapamMeTpoB

- KoHdhurypripoBaHme 1 MOHUTOPUHT MHTepdieincoB

- YnpasneHve L2-pyHKunsamm

- PaboTa ¢ agpecHbIMy Tabnuuamm

- YnpasneHuve npoduasamm

- HacTtpoiikn IPsec VPN

- MapLpyTmsaums -> ObLme HacTpoliki MapLUpyTU3aumum
- MapuwpyTtusauus -> HacTtpolika npotokona BFD

- BesonacHocTb -> YnpaeneHue Firewall

- BesonacHOCTb -> YnpaB/fieHne NorMpoBaHneM 1 3almTol ot
CeTeBbIX aTak

- BesonacHocTb -> HacTpolika cucTembl NpeaoTBpaLleHuns
BTOPXEHWIA (IPS/IDS)

- Ynpasnexue QoS

- MOHUTOPWHT 1 ynpasrieHue -> YnpaeneHue SYSLOG

- MOHUTOPWHT 1 ynpasneHune -> HacTpoiika 3epkasimpoBaHus
- HacTpoiika koHTponst aboHeHToB (BRAS)

- HacTtpoiika Wi-Fi koHTponnepa TyHHenei

Job6aBneHbl pasgesnsi:

- BesonacHocTb -> HacTpolika cuctembl "AHTrcnam”



Bepcua gokymeHTa

Bepcua 1.22

Jarta
BblnycKa

29.10.2020

ESR-Series. CnpaBoyHuK KOMaHf, CLI

CopepXXaHue N3MeHEeHNA

M3MeHeHus B pasgenax:

- CTpyKTypa cUCTEMbI KOMaHA,

- YnpaBneHve nporpaMMHbIM obecneyeHnemM u KoHgurypaumei
- HacTpoiika o6LecncTeMHbIX NapamMeTpoB

- YnpaBneHne CUCTEMHbIMK Yacamu

- Hactpoiika AAA

- KoHhuryprpoBaHue 1 MOHUTOPUHT TYHHenNelk

- YnpasneHve L2-pyHKunsamm

- PaboTa ¢ agpecHbIMy Tabnuuamm

- Ynpaenexve unbtpaymei

- YnpaBneHue N0rMpoBaHrem 1 3allUToi OT CeTEeBbIX aTak
- HacTtpoiikn IPsec VPN

- Ynpaenexue VPN. HacTpolikun yaaneHHoro goctyna
- MapuwpyTtusauus -> HacTtpolika npotokona BGP

- MapLpyTtursaums -> Hactpoiika npotokona IS-1S

- Hactpoiikn MPLS

- PesepBupoBaHue

- Ynpasnexue QoS

- MOHWUTOPVHT 1 ynpaBfieHne

- Hactpoiika DHCP

- HacTtpoiika SLA

- HacTpoiika koHTpons aboHeHToB (BRAS)

- YnpaBneHue cucTemoii npefoTepatleHus BTopxeHnii (IPS/IDS)
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Bepcua gokymeHTa

Bepcusa 1.21

Jarta
BblnycKa

05.06.2020

ESR-Series. CnpaBoyHvK kKomaHg, CLI

CopepXXaHue N3MeHEeHNA

M3MeHeHus B pasgenax:

- CTpyKTypa cucTeMbl KOMaHz,

- YnpaBneHve nporpaMMHbIM obecneyeHnemM u KoHgurypaumei
- KoHhuryprpoBaHue 1 MOHUTOPUHT TYHHenNel

- YnpasneHuve L2-pyHKumnsamm

- Ynpasnexue Firewall

- YnpaBneHue 10rMpoBaHrem 1 3alUToi 0T CeTEeBbIX aTak
- YnpasneHne NAT

- HacTtpoiikn IPsec VPN

- MapLpyTtnsaums

- Hactpoiikn MPLS

- PesepBupoBaHue

- Ynpasnexue QoS

- MOHUTOPWHT 1 ynpaBneHne

- HacTtpoiika Wi-Fi koHTponnepa TyHHenei

- TexHnueckas nogaepxka

11



Bepcua gokymeHTa

Bepcusa 1.20

Jarta
BblnycKa

03.02.2020

ESR-Series. CnpaBoyHvK kKomaHg, CLI

CopepXXaHue N3MeHEeHNA

M3MeHeHus B pasgenax:

- CTpyKTypa cUCTEMbI KOMaHA,

- YnpaBneHue nporpaMMHbIM obecrneveHnem v KoHmrypaumeri
- KoHhuryprpoBaHue 1 MOHUTOPWHT TYHHeNew

- YnpasneHue L2 doyHKLUmMAMN

- YnpaeneHue Firewall

- YNpaBneHue /IorMpoBaHMEM 1 3aLLMTON OT CETEBbIX aTak
- YnpasneHnne NAT

- Hactpoliiku IPsec VPN

- HacTpoliika npoTtokona BFD

- Hactpoiiku MPLS

- Pe3epBupoBaHue

- Ynpasnenue QoS

- MOHWUTOPUHT 1 ynpasneHne

- HacTpoiika Wi-Fi koHTponnepa TyHHenewn

12



Bepcua gokymeHTa

Bepcusa 1.19

Bepcusa 1.18

Jarta
BblnycKa

04.02.2020

08.11.2019

ESR-Series. CnpaBoyHvK kKomaHg, CLI

CopepXXaHue N3MeHEeHNA

Job6asneHbl pa3gens:

- Hactpoiika mDNS-reflector

- Hactpoiikn MPLS

M3MeHeHus B pasgenax:

- CTpyKTypa cUCTEMbI KOMaHA,

- KomaHab! nonb3oBaTenbckoro nHTepdeiica

- Hactpoiika AAA

- KoHdhurypripoBaHme 1 MOHUTOPUHT MHTepdieincoB
- KoHdhurypripoBaHue 1 MOHUTOPWHT TYHHeNel

- YnpasneHve L2-pyHKunsamm

- HacTtpoiika VRF

- YnpasneHuve npoduasamm

- Ynpasnexue Firewall

- HacTtpoiikn IPsec VPN

- Ynpasnexve VPN. HacTpoiiku yganeHHoro goctyna
- MapupyTtnsaums

- Ynpasnexue QoS

- Ynpasnexue sFlow

- MOHUTOPWHT 1 ynpasnexHne

- HacTpolika koHTponsi a6oHeHToB (BRAS)

- HacTtpoiika VolP

CuvHxpoHusauus ¢ Bepcueli MO 1.8.2
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Bepcml AOKYMEHTa

Bepcua 1.17

Jarta
BbiMycKa

02.09.2019

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:

- 36 HacTpolika cucTembl NpegoTepalleHnst BTopxeHuii (IPS/IDS)
VI3meHeHusa B pasgenax:

- 1.4 icnonb3yemble COKpaLleHus

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 5 YnpaBneHue nporpaMMHbIM 06ecneyeHnemM 1 KoHdurypaumei
- 9 HacTpoiika AAA

- 10 KoHburypmnpoBaHue 1 MOHUTOPUHT MHTEPJIEICOB

- 11 KoHdpurypmpoBaHue 1 MOHUTOPWHT TYHHeNe

- 12 Ynpasnexue L2 cyHKunamm

- 13 PaboTa ¢ agpecHbIMKU Tabnmuyamm

- 14 HacTtpoiika VRF

- 17 YnpasneHue npodunnsamu

- 19 YnpaBneHue firewall

- 24 Ynpasnexue VPN. HacTpoliku yaaneHHoro goctyna

- 20 YnpaBnexue cunsTpaumei

- 25 MapuwpyTtu3sauns

- 27 Ynpasnexue QOS

- 30 MOHMTOPWHT 1 ynpaBneHne

- 35 Hactpoiika VOIP

14



Bepcml AOKYMEHTa

Bepcua 1.16

Jarta
BbiMycKa

15.08.2019

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

VI3meHeHusa B pasgenax:

- 1.4 icnonb3yemble COKpaLleHus

- 3.2 KoHdhuryprpoBaHue mMapLupytusaropa

- 4 KomaHbl N0Nb30BaTebCKOro nHTepdeica

- 5 YnpaBneHue nporpaMMHbIM 06ecneyeHnemM 1 KoHdurypaumei
- 9 HacTpoiika AAA

- 10 KoHburypmnpoBaHue 1 MOHUTOPUHT MHTEPJIEICOB

- 11 KoHdpurypmpoBaHue 1 MOHUTOPWHT TYHHeNe

- 23 Hactpoiikm IPsec VPN

- 24 Ynpasnexue VPN. HacTpoliku yaaneHHoro goctyna
- 25 MapuwpyTtusauns

- 27 Ynpasnexue QOS

- 30 MOHMTOPWHT 1 ynpaBneHne

- 32 HacTtpoiika SLA

- 33 HacTpoliika KoHTposist aboHeHToB (BRAS)

- 34 HacTpoiika Wi-Fi koHTponnepa TyHHenei

15



ESR-Series. CnpaBoyHUK komaHz CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHEeHNA
Bbinycka
Bepcusa 1.15 05.08.2019 Job6asneHbl ycTpoiictBa ESR-20, ESR-21, ESR-1500, ESR-1510

Jlo6asneHbl pasgensi:

- 10.5 MocnepoBatenbHble MHTEPERChI

- 20 YnpaBneHue cunsTpaymei

- 32 HacTtpoiika SLA

VI3meHeHusa B pasgenax:

- 3 CTpyKTypa CMCTEMbI KOMaHA,

- 4 KomaHbl NoNb30BaTebCKOro nHTepdeica

- 5 YnpaBneHue nporpaMMHbIM 06ecneyeHnemM 1 KoHdurypaumei
- 7 HacTtpoiika 06LecncTeEMHbIX NapamMeTpoB

- 8 YnpaBneHue CUCTEMHbIMY Yacamu

- 9 Hactpoiika AAA

- 10 KoHburypmnpoBaHue 1 MOHUTOPUHT MHTEPJEICOB

- 11 KoHdpurypmpoBaHue 1 MOHUTOPWHT TYHHenew

- 12 Ynpasnexue L2 cpyHKunaMM

- 13 PaboTa ¢ agpecHbIMKn Tabnmuyamm

- 14 HacTtpoiika VRF

- 15 Hactpoiika IP-agpecauun

- 16 HacTtpoiika IPV6 agpecauun

- 17 ¥Ynpasnexusa npodunsamm

- 18 YnpaBneHne cnuckamu koHTpons goctyna (ACL)

- 19 YnpaBneHue Firewall

- 21 YnpaBneHue fIorMpoBaHMEM 1 3aLUUTOM OT CETEBbIX aTak
- 22 Ynpasnexue NAT

- 23 Hactpoiikn IPsec VPN

- 24 Ynpasnenue VPN. HacTpolikvu yganeHHoro goctyna

- 25 MapuwpyTtusauns
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ESR-Series. CnpaBoyHUK komaHz CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHEeHNA
BbiMycKa

- 26 Pe3epBupoBaHue

- 27 ¥YnpasneHnue QOS

- 28 YnpaeneHue Netflow

- 29 YnpasneHvne SFLOW

- 30 MOHUMTOPUWHT 1 ynpasnieHune

- 31 Hactpoiika DHCP

Bepcusa 1.14 31.01.2019 VI3meHeHus B pa3genax:

- 11 KoHdpurypmpoBaHue 1 MOHUTOPWHT TYHHenew

Bepcua 1.12 11.11.2018 CuHxpoHusauus ¢ MO 1.4.1
Bepcusa 1.11 03.05.2018 CuHxpoHusauums ¢ MO 1.4.0
Bepcusa 1.10 03.05.2017 Mi3meHeHuA B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupyTtmsaTopa

- 4 KomaHAb!l Nonb30BaTebCckoro nHTepdelica
- 6 HacTpoiika 06LecncTeMHbIX NapaMeTpoB
- 7 YnpaBneHue CMCTEMHbIMU Yacamm

- 8 HacTtpoiika AAA

- 9.1 YnpaBneHue nHTepdericamu

- 11 YnpasneHue TyHHeNnsAmm

- 13 YnpaBneHue agpecHbIMU Tabnuuamm

- 19 YnpaeneHue Firewall

- 21 Ynpasnenue VPN. HacTtpolika IPsec

- 23.8 HacTtpoiika npoTtokona BGP

- 24.5 HacTtpoliika MultiwAN

- 25 YnpasneHune QoS

- 31 HacTpoiika koHTponst a6oHeHToB (BRAS)
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Bepcml AOKYMEHTa

Bepcua 1.9

Bepcna 1.8

Jarta
BbiMycKa

16.12.2016

22.07.2016

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:

- 23.5 HacTpoiika 06bEKTOB OTC/IEXMBAHWUS COObITUI
- 23.6 HacTtpoiika npotokona BFD

- 23.8 HacTtpoiika npotokona BGP

- 31 HacTpoiika KoHTposist aboHeHToB (BRAS)
VI3meHeHusa B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 3.3 Tunbl 1 NOPSAOK MMEHOBaHWA NHTepdheicoB
MapLupyTusaTopa

- 3.4 Tunbl 1 NOPSA0K UMEHOBAHWSA TYHHeNe MapLupyTnusaropa
- 4 KomaHbl NoNb30BaTebCKOro nHTepdeica

- 6 HacTpoiika o6LecncTeMHbIX NapaMeTpoB

- 8 Hactpoiika AAA

- 9 HacTpoiika 1 MOHUTOPUWHT MHTepdIelicoB

- 11 YnpasneHve TyHHenamMu

- 26 YnpaeneHue Netflow

- 32 HacTpoiika Wi-Fi koHTponnepa TyHHenei

V3ameHeHusa B pasgenax:

- 7 YnpaBneHue CUCTEMHbIMU Yacamm

- 8 HacTtpoiika AAA

- 9.1 Ethernet-nHTepdelichl

- 11 YnpaBsneHue TyHHeNnAmMm

- 24 YnpasneHvne VRRP

- 20 YnpaBsneHue NAT

- 14 Hactpoiika VRF

- 12.1 YnpaBneHue L2 mapluipyTtusaumei

- 24.3.2 Hactpoiika pesepupoBaHus Firewall
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Bepcml AOKYMEHTa

Bepcua 1.7

Jarta
BbiMycKa

28.01.2015

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:

-22.2 OPENVPN

- 30 HacTpoiika wiSLA (cuctemMa MOHUTOPMHIa KayecTBa ycsyr)
VI3meHeHusa B pasgenax:

- 5.8 YnpaBneHue nporpammMHbIM o6ecnevyeHnem

- 5.14 YnpaBneHve nporpammMHbIM obecneyeHnem

- 6 HacTpoiika o6LecmMcTeMHbIX NapaMeTpoB

- 8 Hactpoiika AAA

- 9.1 Ethernet-uHtepdelicsbl

- 11.13 YnpaBneHue TyHHeNAMM

- 18.12 YnpaBneHue cnnckamu KOHTPOsIA AOCTynN
-22.1 L2TP/PPTP

- 22.3 O6LmMe KoMaHAbl HACTPOIAKN yAaNeHHOro AocTyna
- 23.7 HacTtpoiika npotokona BGP

- 20.8 Ynpasnexue NAT

- 24.1 YnpasneHue VRRP

- 11 YnpasneHve TyHHenamMu

- 14.4 Hactpoiika VRF

- 20.24 YnpasneHue NAT

- 24.4 MultiwAN

- 26 YnpasneHune QoS

- 28.1 Hactpoiika SNMP

- 23.1 O6LMe HaCTPOIKM MapLLpyTU3auun

- 23.5 HacTtpoiika ctatnyeckux mapLupytos IPv4/IPv6
- 23.8 HacTtpoiika npotokona OSPF

- 23.9 HacTtpolika npotokona OSPFv3

- 31 HacTpoiika Wi-Fi koHTponnepa TyHHenei
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Bepcml AOKYMEHTa

Bepcusa 1.6

Jarta
BbiMycKa

17.08.2015

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

- 25 YnpasneHue QOS

Job6asneHbl pasgens:

- 26 YnpaBneHue Netflow

- 27 YnpaBneHue Sflow

VismeHeHunA B pasgenax:

- 2 MpaBuna Nonb30BaHNA KOMaHAHON CTPOKOWA

- 3.2 KoHurypupoBaHue mapLupytmusaTopa

- 5 YnpasneHue nporpaMmMHbIM o6ecnevyeHnem

- 7 YnpaBneHue CUCTEMHbIMY Yacamu

- 8 Hactpoiika AAA

- 9.1 Ethernet-uHtepdelicsbl

- 12.1 Ynpasnexue L2 maplipyTtunsauuei

- 12.3 Hactpoiika u moHutopuHr VLAN

- 13 PaboTa ¢ agpecHbIMU Tabnuuamm

- 19 YnpasneHue Firewall

- 20 YnpasneHve NAT

- 21.2 Ynpasnenue VPN. Hactpoiika IPsec

- 22 Ynpasnexue VPN. HacTpoliku yganeHHoro goctyna
- 23. 1 O6wwume HacTpolikM MapLIpyTU3aLmum

- 23.2 O6Lme KoMaHabl aHOHCUPOBaHUSA 1 NprYemMa MapLUpyToB
- 23.3 MapLupyTtusaumst Ha ocHose nonutuk (PBR)
- 23.7 HacTtpoiika npotokona BGP

- 23.8 HacTtpoiika npotokona RIP

- 23.9 HacTtpoiika npotokona OSPF

- 28.1 Hactpoiika SNMP

- 28.3 Hactpoiika goctyna SSH, Telnet

- 29 Hactpoiika DHCP
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ESR-Series. CnpaBoyHUK komaHz CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHEeHNA
BbIMyCKa
Bepcusa 1.5 22.06.2015 Job6asneHbl pa3gens:

- 9 HacTpoiika AAA

- 11 ¥YnpasneHue IPv6 DHCP-knneHTOM

- 13 YnpasneHue IPv6 DHCP-relay

- 15 ¥Ynpasnexue IPv6 DHCP-cepsepom

-16.2 TDM(E1)

-17.2 MLPPP

- 21 Hactpoiika VRF

- 23 HacTpoiika IPv6 agpecaumu

- 25 YnpaBneHve cnuckamu goctyna (ACL)

- 35 MapLupyTu3auust Ha ocHoBe nonmTuk (PBR)
- 38 HacTpoiika ctatnyeckux IPv6 mapLupyToB

- 42 HacTpoiika npotokona OSPFv3

- 44 HacTtpoiika pe3epBupoBaHns

VI3meHeHusa B pasgenax:

- 4 KomaHbl N0Nb30BaTebCKOro nHTepdeica
- 5 YnpasneHune nporpaMmMHbIM o6ecneyeHnem
- 14 HacTtpoiika n moHuTopuHr DHCP-cepsepa

- 16.1 Ethernet untepdeiicsl

- 20 PaboTa ¢ agpecHbIMKU Tabnmuyamm

- 24 YnpasneHuve npodunsamu IP-agpecos n nopTos
- 26 YnpaBneHue Firewall

- 34 O6wpMe KoMaHAbl aHOHCMPOBAHUS U NPYeMa MapLLpyTOB
- 37 HacTtpoiika ctaTmyecknx MapLupyToB

- 39 HacTpoiika npotokona BGP

- 40 HacTpoiika npoTtokona RIP

- 41 HacTpoiika npotokona OSPF
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Bepcus foKyMeHTa

Jarta
Bbinycka

CopepXXaHue N3MeHEeHNA

- 47 Hactpoiika QoS

- 50 HacTpoiika SNMP

ESR-Series. CnpaBoyHUK komaHz CLI
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Bepcml AOKYMEHTa

Bepcua 1.4

Jarta
BbiMycKa

11.03.2015

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:

- 11 ¥Ynpasnenue DHCP areHTOM

- 27 O6Lwpme HacTPOIiKM MapLIpyTU3aumum
- 29 HacTpoiika CBSI30K K/itoueit

- 34 YnpasneHve VRRP

- 35 Ynpasnenue DualHoming

- 36 HacTtpoiika MultiwAN

- 37 YnpasneHue QOS

- 38 HacTpoiika 3epkasimpoBaHus

- 39 HacTpoiika Wi-Fi koHTponnepa

- 40 HacTtpoiika SNMP

VI3meHeHusa B pasgenax:

- 1.4 icnonb3yemble COKpaLleHus

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 3.3 Tunbl 1 NOPSAOK MMEHOBaHWA NHTepheicos
MapLupyTusaTopa

- 3.4 Tunbl 1 NOPSA0K UMEHOBAHWSA TYHHeNel MapLipyTnusaropa

- 5 YnpaBneHue nporpaMMHbIM 06ecneyeHnemM 1 KoHdurypaumei
- 6 HacTpoiika o6LecncTeMHbIX NapaMeTpoB

- 7 HacTtpoiika goctyna

- 12 HacTpoiika n moHuTopuHr DHCP-cepBepa

- 13 HacTtpoiika 1 MOHUTOPUHT UHTepdeiicoB

- 14 YnpasneHuve pynnamu arperayumn kaHanos — Link
Agregation Group (LAG)

- 20 YnpaBneHue Firewall
- 21 Ynpasnexnue NAT
- 22 Ynpasnenue VPN. HacTpoliku IKE

- 23 Ynpasnenue VPN. HacTpoliku IPsec
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Bepcml AOKYMEHTa

Jarta
BbiMycKa

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

- 25 YnpaBneHue TyHHeNnsAmm

- 26 YnpasneHue Spanning Tree

- 30 HacTpoiika cTatnyecknx MapLipyToB
- 31 HacTpoiika npotokona BGP

- 32 HacTpoiika npotokona RIP

- 33 HacTpoiika npotokona OSPF

- 41 YnpaBneHue Syslog
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Bepcml AOKYMEHTa

Bepcua 1.3

Jarta
BbiMycKa

25.11.2014

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

Job6aBneHbl pasgesnbl:
- 7 HacTtpoiika goctyna

- 13 YnpaeneHue pynnoit arperauun kaHanoB — Link Agregation
Group (LAG)

- 14 HacTtpoiika n MoHuTOpuHr VLAN

- 15 YnpasneHue bridge

- 16 PaboTa ¢ agpecHbIMKn Tabnmuamm

- 24 YnpaBneHue TyHHenamu

- 25 YnpasneHwue STP, RSTP, MSTP

- 26.2 O6LWme KoMaHAbl aHOHCYPOBaHNS MapLIpyToB
- 26.3 HacTtpoiika npotokona BGP

- 26.4 HacTtpoiika npotokona RIP

- 26.5 HacTtpoiika npotokona OSPF

- 27 Ynpasnexue SYSLOG

VI3meHeHusa B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 3.3 Tunbl 1 NOPSAOK MMEHOBaHWA NHTepheicoB
MapLupyTusaTopa

- 4 KomaHbl N0Nb30BaTebCKOro nHTepdeica

- 5 YnpaBneHne nporpaMMHbIM 0b6ecneyeHnemM 1 KoHdurypaumei
- 6 HacTpoiika 06LecmMcTeMHbIX NapaMeTpoB

- 12 HacTtpoiika 1 MOHUTOPUHT UHTepdeiicoB

- 18 ¥npasnexue npodunsamu IP-agpecos n nopTos

- 19 YnpaBneHue Firewall

- 20 YnpasneHue NAT

- 22 Ynpasnenue VPN. HacTpoliku IPsec

- 23 Ynpasnexue VPN. HacTpoliku yaaneHHoro goctyna
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Bepcml AOKYMEHTa

Bepcua 1.2

Bepcunsa 1.1

Bepcua 1.0

Bepcust nporpammMmHOro
oGecneueHus

Jarta
BbiMycKa

26.06.2014

29.04.2014

20.03.2014

1.18.1

ESR-Series. CnpaBoyHUK komaHz CLI

CopepXXaHue N3MeHEeHNA

CuHxpoHusauumsa c sepcumein MO 1.0.2.

Job6asneHbl pa3gens:

- 5 HacTpoiika o6LecncTeMHbIX NapaMeTpoB

- 9 ¥npaBsneHue cMCcTeEMHbIMU Yacamu

- 18 Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna
VI3meHeHusa B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 4 KomaHbl NoNb30BaTebCKOro nHTepdeica

- 6 YnpaBneHne nporpaMMHbIM 0b6ecneyeHnemM 1 KoHdurypaumei
- 7 HacTpoiika cTaTnyeckux MapLupyToB

- 10 YnpasneHue DHCP-knneHTOM

- 12 HacTtpoiika 1 MOHUTOPUHT UHTepdeiicoB

- 14 YnpaBneHue Firewall

- 16 Ynpasnenue VPN. HacTpolika IKE

- 17 Ynpaenenue VPN. HacTpolika IPsec

CuHxpoHusaums ¢ sepcuein MO 1.0.1.

Pasgen «OTnagka paboTbl yCTPOCTBa» NEPEHECEH B OTAE/MbHbI
[OKYMEHT.

MepBas ny6nukauus
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ESR-Series. CnpaBoyHUK komaHz CLI

3 lMpaBuia nosib3oBaHMUst KOMaHOHOW CTPOKOWA

[ns ynpoweHnsa ncnonb3oBaHns KOMaHAHOM CTPOKN MHTepdieiic noaaepXmBaeT OYHKLMI0 aBTOMaTUYECKOro
[IONO/THEHNSA KOMaHA,. 3Ta PYHKUNS aKTUBUPYETCA NPU HEMNOSIHO HAbpaHHOI KOMaHAe 1 BBOAE CMMBO/IA
Tabynauum <Tab>.

[Apyrasi oyHKUMSA, nomMoratoLasi Nosib3oBaTbCs KOMaHAHOM CTPOKOI — KOHTEKCTHas noAckaska. Ha nto6om
aTane BBOAA KOMaH/bl MOXHO NOMyYnTb NOACKA3KY O CNEAYHOLMX 3N1EMEHTAX KOMaHAbl NyTEM BBOAA
BOMPOCWTE/IbHOTO 3HakKa <?>.

[N ynpoLeHNst KOMaH/, BCeil cucTeMe KoMaHz, npugaHa nepapxmyeckas cTpyktypa. 18 nepexoga mMexay
YPOBHAMY Mepapxmmn npegHasHauyeHbl cneynasibHble KOMaHabl nepexoga. STo N03BONSET UCMO/b30BaTh
MeHee 06beMHbIE KOMaH/bl Ha KaXXA0M 13 YPOBHENA. [1ns 0603HAYEHUS TEKYLLIETO YPOBHS, HA KOTOPOM
HaxoAmUTCs NONb30BaTE b, AUHAMUYECK U3MEHSIETCA CTPOKA NPUrIalleHns CUCTEMBI.

Mpumep:

esr> enable BkwyeHne 15 ypoBHA NpuBuUNerui

esr# configure Nepexoh B pexuMm KOHOUrypupoBaHMA yCcTpolicTBa

esr(config)#
esr(config)# exit BO3BpaT Ha ypOBeHb Bblle
esr#

[ns yno6cTBa ncnonb3oBaHUa KOMaHAHOW CTPOKU peasin3oBaHa Nnogaepxka ropaumnx KnasuL,
nepeyncneHHblx B Tabnuue 1.

Tabnuua 1 — OnucaHne ropsynx Knaesuw kKoMaHgHom ctpokm CLI

CoueTtaHue KnaBuwIn OnucaHue

Ctrl+D B0 BNOXEHHOM KOMaHAHOM pexume — BbIX0Z B NPeaplayLunii KOMaHAHbI
pexuMm (KomaHaa exit), B KOpHEBOM KOMaHAHOM pexume — Bbixog u3 CLI
(komaHga logout)

Ctrl+z Bbixoz B KOPHEBOW KOMaHAHbIV pexum (komaHaa top)
Ctrl+A Mepexop B Ha4ano CTPOKK

Ctrl+E Mepexof B KOHeL, CTPOKM

Ctrl+U YaaneHve cMMBOJIOB C/ieBa OT Kypcopa

Ctrl+K YpaneHue cMMBOMOB cnpasa OT Kypcopa

Ctrl+C OuuncTka CTPOKK, a Takke 06pbIB BbIMOTHEHNS KOMaHAbI
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ESR-Series. CnpaBoyHUK komaHz CLI

CoueTaHue KnaBuLWN OnucaHue

Ctrl+W YpnaneHue cfioBa c/iesa oT Kypcopa

Ctrl+B [Nepexopn Kypcopa Ha 0gHy No3uLMio Hasag,
Ctrl+F Mepexoa, kypcopa Ha OAHY No3uLUI0 BNepes,
Ctrl+L OuuncTka akpaHa

[ns yno6cTBa uTeHus gobasneH NoCTpaHUYHbIv BbIBOA, 60/1bLLONA N0 06beMy MHOpMaLUN.

Hanpumep:

esr# show running-config
syslog max-files 3
syslog file-size 512
syslog file esr info
syslog console info
interface gigabitethernet 1/0/1
ip address 10.100.14.1/24
exit
interface gigabitethernet 1/0/1.101
exit
interface gigabitethernet 1/0/2
ip address 192.168.1.1/24
ip address 10.100.100.2/24
exit
interface gigabitethernet 1/0/2.150
ip address 10.150.150.2/24
exit
interface gigabitethernet 1/0/2.151
ip address 10.151.151.15/24
exit
interface gigabitethernet 1/0/3
ip address dhcp enable
exit
interface gigabitethernet 1/0/5.55
More? Enter - next line; Space - next page; Q - quit; R - show the rest.

[Nsi OTKNOUEHNA NOCTPAHUYHOIO BbIBOJA B TEKYLLEI ceccumn HeobXxoaMMo BBECTM KOMaHAY:

esr# terminal datadump

NHTepdhelic KomaHAHOIM CTPOKM 06ecneumBaeT aBTopM3aLmio Nosib3oBaTeneli 1 orpaHUYBaEeT AOCTYN K
KOMaHAaM Ha OCHOBaHWM YPOBHS NPUBUMETNIA, 3a4aHHOTO aAMUHUCTPATOPOM.

B cucteme moxeT 6bITb CO34aH0 HEOOXOAMMOE KONMYECTBO Nosb3oBarteneil. Heobxoanmblii ypoBeHb
npuBWUIernii 3a8aétca MHAMBUAYa/IbHO [A/15 K&XA0ro U3 HUX.

© B 3aBo/CKOI KOHMUIypaLumn B CUCTEME CO3/aH OMH Nosb30BaTesb C MMeHeM admin v naposnem
assword.
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ESR-Series. CnpaBoyHUK komaHz CLI

[ns obecneyeHns 6e30MacHOCT! KOMaHAHOIO HTepdelica KoMaHabl pacnpegeneHsl mexay 1, 10 u 15
YPOBHEM NPUBUIETNIA:

1 ypoBeHb — AOCTYMNEH TO/IbKO MOHUTOPWUHT YCTPOCTBA;

10 ypoBeHb — AOCTYMHO KOH(UIypUpoBaHne yCTPOCTBa, KpOMe CO3[4aHNs Nosb3oBaTenen,
nepesarpysku ycTpoincTsa, 3arpysku Mno;

15 ypoBEHb — HET OrpPaHNYEHWIA.

Mony4yeHue 15 ypoBHA NpUBUNETWIA:

(esr)> enable
(esr)#

Bo3BpallleHne Ha NepBoHaYasibHbIi YpOBEHb NPUBUETUIA

(esr)# disable
(esr)>

CvcTema No3BOJIAET HECKONLKUM MOJb30BaTENAM OAHOBPEMEHHO NMoaKNt4YaTbCA K yCTpOﬁCTBy.

[ns ymMeHblleHuss o6bema oTobpaxaeMblx faHHbIX B OTBET Ha 3amnpockl Nonb3oBaTens v 06/1er4yeHns novcka
Heob6xo4MMOI MHhopMaLMM MOXHO BOCMO/b30BaTbCA (hunsTpauneid. 4na dpunstpauumn nHgopmauun
TpebyeTcs f06aBUTb B KOHEL, KOMaHAHON CTPOKM CUMBOS «|» 1 UCMOMb30BaTb OAHY U3 ONUUA hunbTpaumm:

begin — BbIBOAWTbL BCe Noc/ie CTPOKK, coaepalleil 3aiaHHblii LaboH;

count — BbIBOAWTb TO/IbKO KOJIMYECTBO CTPOK, OTO6paXaeMbixX B BbIBOAE KOMaHAbl (6e3 BbiBOAA
MHhbopMaLMK, oTo6paxaemMoli camoil KOMaHoW);

counter — fo6aBnseT K BbIBOAMMOW MHDOpMaLUM HOMepa CTPOK,;

include — BbIBOAWTbL BCE CTPOKM, COAepXalLune 3aaHHbli LWabnoH,;

exclude — BbIBOgUTb BCE CTPOKM, HE coepXalime 3afaHHbIi WabnoH;

until — BbIBOAUTL BCE A0 CTPOKK, cogepxallei 3agaHHbIi WwabnoH.

LLlabnoH noncka MOXET ObITb 3a4aH PEry/sipHbIM BbIPaXKEHNEM U COLEPXaTb:

- MepeyeHb CMMBOOB. MOXHO ONpeAeninTb NepedeHb, 3aK/THUMB CYMBOJIbI B KBaApaTHbIE CKOOKM «[]».
CooTBeTcTBME OyAET NPOBEPSITLCS NO CUMBOIAM, NEPEUNC/IEHHBIM B NepeyHe. Ecnn nepBblii CMBO/ NEPEYHS
«*», TO COOTBETCTBUE BYAET NPOBEPATLCS MO IVO60MY CUMBOJY, HE BXOAALEMY B NepeyeHb. MNpumepsi:

[[az] -'a','z'n "
[a-z] - Bce natuHckme 6ykBbI OT 'a' 40 'Z'.

— CneunasbHble CUMBONbI:

A — Hayano CTpoku;

$ — KOHeL, CTPOKMY;

. — N06OI CUMBO/ B CTPOKE;
* — HOMb UM 6onee pas.

BbiBog komaHAb! «<show running-config syslog» 6e3 napameTpos:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info
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BbiBoa komaHabl «show running-config syslog» ¢ napameTtpom «begin:

esr# show running-config syslog | begin file-size
syslog file-size 512
syslog file default info

BbiBoa komaHAb! «<show running-config syslog» c napameTtpom «include»:

esr# show running-config syslog | include file-size
syslog file-size 512

BbiBOg, KOMaHAapbl «show running-config syslog» ¢ napameTpom «exclude»:

esr# show running-config syslog | exclude file-size
syslog max-files 3
syslog file default -info

MpuMepbl NCMNOMb30BaHNSA PETYNSIPHBIX BbIPaXKEHWIA:

esr# show interfaces status | include "Ate.x"

tel/0/1 Up Down 1500 a8:f9:4b:aa:05:d9
tel/0/2 Up Down 1500 a8:f9:4b:aa:05:da
esr# show 1interfaces status | include "Agil/0/1[2568]"
gil/0/12 Up Down 1500 a8:f9:4b:aa:05:cc
gil/0/15 Up Down 1500 a8:f9:4b:aa:05:cf
gil/0/16 Up Down 1500 a8:f9:4b:aa:05:d0o
gil/0/18 Up Down 1500 a8:f9:4b:aa:05:d2
esr# show 1interfaces status | include "A[*tgIl -]1"

bridge 1 Up Up 1500 a8:f9:4b:aa:05:c0O
bridge 2 Up Up 1500 a8:f9:4b:aa:05:c0O

ESR-Series. CnpaBoyHUK komaHz CLI

[ns BblBOZA MHGDOpMaLMK, 3anpoLLIeHHOl kKomaHaol show, B chalin Tpebyetca 106aBUTb B KOHEL, KOMaHAHO
CTPOKM COOTBETCTBYIOLLMIA CUMBOJI, NyTb 1 UMA ANA CO34aHUS UK AOMNOMHEHWS] TEKCTOBOIO chaiina.

CumBONbI ANs BbIBOAA UHGpOpMaLIMK B chaiin:

+ > — 3anucaTb BblBOJ, KOMaHAb! B chaiin;
+ >>— fonucatb BblBOJ, KOMaHAbl B KOHEL, (haiina;

Bo3MOXHbIe nyTn gnsa coxpaHeHnA TEKCTOBbIX QJaIZHOB BbiBOAa KOMaHA:

+ flash:data/<FILE> - dpaiin 6yaeT co3aaH nnu AonosIHEH B 3HEPrOHE3aBUCUMOIA NamsATy

mMapLupyTusatopa B pasgene flash:data;

+ usb://<USB-NAME>:/<FILE> — chaiin 6yaet cosgaH unu gononHeH Ha USB-Hocutene ¢ nmeHem <USB-

NAME>;

+ mmc://<MMC-NAME>:/<FILE> — dhaiin 6yaeT co3gaH nnv gononHeH Ha USB-HocuTene ¢ nMeHem

<MMC-NAME>.
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ESR-Series. CnpaBoyHvK kKomaHg, CLI

4 CTpyKTypa CUCTEMbI KOMaHA

* [nobanbHblli pexmm

+ KoHhurypuposaHue mapLipytusaropa

+ Tunbl 1 NOPSAOK MMEHOBaHNS UHTephencoB MapLupyTusaTopa
* Tunbl 1 NOPSALOK MMEHOBAHNS TYHHENe MapLupytusaropa

Cuctema KOMaHg, nHTepdeica KOMaHAHON CTPOKM MapLupyTusaTtopa cepum ESR pasgeneHa Ha
nepapxmyeckme ypoBHU (pasaenslt).

FnoGanbHbIN peXxnm
BepxHuii ypoBeEHb nepapxmm KomaHg, npuBeseH B Tabnuue 2.

Tabnuua 2 — Viepapxusi KOMaHAHbIX PEXUMOB (BEpXHWiIA ypOBEHb)

YpoBeHb KomaHpga Bxoga Bup cTpokn noackasku KomaHpa Bbixoga
KopHeBoii pexxum (ROOT) esr> exit
esr# end
Pexum KoHdourypupoBanmsa  configure esr(config)#
(CONFIG)
Pexum oTnagku pa6oTsbl debug esr(debug)#
ycTpoiictea (DEBUG)
" it
esr-10004 end

configure

esr=-1000 (config) #

debug pexnm DEBUG
esr=-1000 (debug) #

PrcyHOK 1 — BepxHuii ypOBEHb epapxun PEXMMOB KOMaH/
B kopHeBoM koMaHaHoOM pexume (ROOT) ocywiecTBnsieTcs:
— paborTa ¢ haitiamm KoHurypaymu:

* MPUMEHEHMNE;
* MOATBEPXAEHME;

+ cbpoc;

* COXpaHeHue;

* OTMEeHa HEMPUMEHEHHbIX U3MEHEHWNIA,

* BO3BpaT K NOATBEPXAEHHOW KOHpUrypaumm.

— nepes3arpyska Mmapupytmnsaropa,;
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ESR-Series. CnpaBoyHUK komaHz CLI

— MOHWUTOPWHI paboTbl 1 MPOCMOTP TeKyLUel KOH(Urypauum ycTponcTaa.
13 kopHeBoro pexvma (ROOT) ocyLecTBAsSETCS NEPEXOS, K CieAyoWwyM pasaenam:
— pexum koHdmrypuposaHus yctpoiictea (CONFIG);

— pexum oTnagku pabotsl ycTpolictea (DEBUG).

KoHdurypuposaHue maplupyTtusaropa

KoHchurypuposaHue mapLupyTtusaropa cepun ESR BbinonHsetcs B pexvme CONFIG. [JaHHbI pexum 4ocTyneH
13 kopHeBoro pexuma (ROOT). Mepexoq B peXMM KOHPUIypUpoBaHUS OCYLLIECTBSETCS TO/IbKO B
NPUBWUIETMPOBAHHOM peEXUME.

[ns nepexoga n3 kopHeBoro pexuma (ROOT) Heo6X0AMMO BbINOMHWUTL CedytoLmMe KOMaH bl

esr> enable
esr# configure
esr(config)#

B pexnme koHurypmpoBaHma mapLupyTtmsartopa cepun ESR BbinonHseTcs:

— ynpaB/eHMe CUCTEMHbIMUN Yacamu,

— yrnpaB/eHNE CUCTEMHbIM XYypHaIoM;

— ynpaB/eHne yaasieHHbIM AOCTYNoMm;

— HacTpoiika QoS;

— HacTpoiika Spanning Tree;

— HacTtpoiika VLAN;

— HaCTpOWKa CTaTU4YeCKUX MapLUpyTOB;

— HaCTPOWKa NPUOPUTETHOCTM NPOTOKO/I0B MapLupyTu3aLmm;

— Nepexos K pexmmam KOHQUrypmpoBaHus oyHKLUMIA, onncaHne peXxumMoB NpuBeaeHo B Tabnuue 3.

Tabnuua 3 — KoMaHgHble pexuMbl 4151 yNpaBieHns MapLipyTU3aTopom

YpoBeHb Komanpa Bxoga ' Bup, cTpoku Mpeabiaywnia
NOACKa3Kun YPOBEHb

HacTpoiika rnobasibHbiXx NapamMeTpoB configure esr(config)# ROOT

(CONFIG)

HacTpoiika GigabitEthernet untepdeiicos interface gigabitethernet esr(config-if-gi)# CONFIG

(CONFIG-GI) <PORT>

HacTpoiika TengigabitEthernet interface tengigabitethernet  esr(config-if-te)# CONFIG

nHTepdeicos <PORT>

(CONFIG-TE)

HacTpoiika FoutygigabitEthernet interface esr(config-if-fo)# CONFIG

nHTepgencos
(CONFIG-FO)

fourtygigabitethernet <PORT>
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YpoBeHb

HacTtpoiika cabuHTepceiicos

(CONFIG-SUBIF)

HacTtpolika cabuHTepdeiicoB

(CONFIG-QINQ-IF)

HacTpoiika nocnefoBaTte/bHbIX
nHTepdeiicos 2

(CONFIG-SERIAL)

HacTpolika BupTyanbHbIX MHTEpdheiicoB

(CONFIG-LOOPBACK)

HacTtpoiika E1-uHtepdeiicos

(CONFIG-E1)

HacTtpolika rpynnbl arperaumm E1-kaHanoB
(CONFIG-MULTILINK)

HacTpoiika FXO-nopTos

(CONFIG-VOICE-PORT-FX0)

HacTtpolika FXS-nopTtoB

(CONFIG-VOICE-PORT-FXS)

HacTpolika BUPTyasibHbIX TYHHENbHbIX
nHtepcpeiicos VTI

(CONFIG-VTI)

KomaHpaa Bxoga !

interface gigabitethernet
<PORT>.<VLAN> unu

interface tengigabitethernet
<PORT>.<VLAN> unu

interface port-channel
<CH>.<VLAN>

interface gigabitethernet
<PORT>.<VLAN>.<VLAN> nnu

interface tengigabitethernet
<PORT>.<VLAN>.<VLAN> unu

interface port-channel
<CH>.<VLAN>.<VLAN>

interface serial <PORT>

interface loopback <PORT>

interface e1 <PORT>

interface multilink <PORT>

interface voice-port <NUM>

interface voice-port <NUM>

tunnel vti <VTI>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-subif)#

esr(config-qing-if)#

esr(config-serial)#

esr(config-
loopback)#

esr(config-e1)#

esr(config-
multilink)#

esr(config-voice-
port-fxo)#

esr(config-voice-
port-fxs)#

esr(config-vti)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika nocnefoBaTe/lbHoro
nHTepdelica 2

(CONFIG-LINE-AUX)

HacTtpolika L2TPv3-TyHHenel

(CONFIG-L2TPV3)

HacTpoiika GRE-TyHHenei

(CONFIG-GRE)

HacTpoiika SoftGRE-TyHHeneik

(CONFIG-SOFTGRE)

HacTpoiika nornyecknx TyHHeneri

(CONFIG-LT)

HacTpoiika cabuHTepdpeiica Ha L2-TyHHene

(CONFIG-SUBTUNNEL)

Hactpoiika IPv4-over-IPv4 TyHHeneii

(CONFIG-IP4IP4)

HacTpolika ceTeBbIX MOCTOB

(CONFIG-BRIDGE)

HacTtpoiika VLAN

(CONFIG-VLAN)

HacTpoiika ceTeBoli NOAUTUKM ANS
onpepenexns VLAN no LLDPDU-
COOOGLLEHUAM K/TMeHTa

(CONFIG-NET-POLICY)

HacTtpolika nyna agpecos DHCP-cepsepa

(CONFIG-DHCP-SERVER)

KomaHpaa Bxoga !

line aux <NUM>

tunnel 12tpv3 <L2TPV3>

tunnel gre <GRE>

tunnel softgre <SOFTGRE>

tunnel It <LT>

tunnel softgre <GRE>.<VLAN>

tunnel ip4ip4 <IP4IP4>

bridge <BRIDGE>

vlan <VLAN>

network-policy <NAME>

ip dhcp-server pool <NAME>

ESR-Series. CnpaBoyHUK komaHz CLI

Bupg ctpokn Mpepblaywnii
NoACKasKu YypOBeHb
esr(config-line-aux)# CONFIG
esr(config-12tpv3)#  CONFIG
esr(config-gre)# CONFIG
esr(config-softgre)# CONFIG
esr(config-It)# CONFIG
esr(config- CONFIG
subtunnel)#

esr(config-ip4ip4)#  CONFIG
esr(config-bridge)#  CONFIG
esr(config-vlan)# CONFIG
esr(config-net-policy) CONFIG
esr(config-dhcp- CONFIG

server)#
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YpoBeHb

HacTpoiika DHCP onuumn 60

(CONFIG-DHCP-VENDOR-ID)

HacTpoliika nyna agpecos DHCP-cepsepa

(CONFIG-IPV6-DHCP-SERVER)

HacTpoiika DHCP onuumn 60

(CONFIG-IPV6-DHCP-VENDOR-ID)

HacTtpolika pesepsupoBaHust DHCP-cepeepa

(CONFIG-DHCP-SERVER-FAILOVER)

HacTpoiika npoduns NpuioxXeHui

(CONFIG-OBJECT-GROUP-APPLICATION)

HacTtpolika npocuns IP-agpecos

(CONFIG-OBJECT-GROUP-NETWORK)

HacTpoiika npodnnsi CBSA30K
IP-agpecos n TCP/UDP-noptoB
(CONFIG-OBJECT-GROUP-ADDRESS-
PORT)

HacTtpolika npocmuns TCP/UDP-nopTtoB

(CONFIG-OBJECT-GROUP-SERVICE)

HacTpoiika npodmns URL
(CONFIG-OBJECT-GROUP-URL)
HacTpoiika nocTaBLiMKa KaTeropui
KOHTEHTHOW onbTpaumm

(CONFIG-OBJECT-GROUP-CONTENT-
FILTER)

KomaHpaa Bxoga !

ip dhcp-server vendor-class-
id <NAME>

ipv6 dhcp-server pool
<NAME>

ipv6 dhcp-server vendor-
class-id <NAME>

ip dhcp-server failover [ vrf
<VRF>]

object-group application
<NAME>

object-group network
<NAME>

object-group address-port
<NAME>

object-group service <NAME>

object-group url <NAME>

object-group content-filter
<NAME>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-dhcp-
vendor-id)#

esr(config-ipv6-dhcp-
server)#

esr(config-dhcp-
vendor-id)#

esr(config-dhcp-
server-failover)#

esr(config-object-
group-application)#

esr(config-object-
group-network)#

esr(config-object-
group-address-
port)#

esr(config-object-
group-service)#

esr(config-object-
group-url)#

esr(config-object-
group-content-
filter)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika npodnnst KaTeropuin KOHTEHTHOIA

dmnsTpaumm ot BeHgopa Kaspersky
Laboratory

(CONFIG-OBJECT-GROUP-CF-KASPERSKY)

HacTpolika npogn/isi NOYTOBbIX [JOMEHOB U
a/pecoB NoOYTOBbIX ALLMKOB

(CONFIG-OBJECT-GROUP-MAIL)

HacTtpoiika npochuns XAUTH

(CONFIG-ACCESS-PROFILE)

Hactpolika nyna IP-agpecos

(CONFIG-POOL)

HacTpoiika wnto3a npotokona IKE

(CONFIG-IKE-GATEWAY)

HacTtpolika nonutunkn npotokona IKE

(CONFIG-IKE-POLICY)

HacTpoiika npodgouns npotokona IKE

(CONFIG-IKE-PROPOSAL)

HacTpolika nonnTnkn Habopa NPOTOKO/10B
IPsec

(CONFIG-IPSEC-POLICY)

HacTpoiika npodmns Habopa NpoTOKO10B
IPsec

(CONFIG-IPSEC-PROPOSAL)

HacTpoiika VPN Ha ocHoBe Habopa
npoTokonoB IPsec

(CONFIG-IPSEC-VPN)

KomaHpaa Bxoga !

vendor <VENDOR>

object-group email <NAME>

access profile <NAME>

address-assignment pool

<NAME>

security ike gateway <NAME>

security ike policy <NAME>

security ike proposal <NAME>

security ipsec policy <NAME>

security ipsec proposal
<NAME>

security ipsec vpn <NAME>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-object-
group-cf-
kaspersky)#

esr(config-object-
group-email)#

esr(config-access-
profile)#

esr(config-pool)#

esr(config-ike-gw)#

esr(config-ike-
policy)#

esr(config-ike-
proposal)#

esr(config-ipsec-
policy)#

esr(config-ipsec-
proposal)#

esr(config-ipsec-
vpn)#

Mpepblaywnii
YPOBEHb

CONFIG-
OBJECT-
GROUP-
CONTENT-
FILTER

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika cnvcka KoHTpons gocTyna

(CONFIG-ACL)

HacTpolika npaBuna ans cnvicka KOHTPoss
JocTyna

(CONFIG-ACL-RULE)

HacTpoiika 30Hbl 6e30MacHOCTY

(CONFIG-ZONE)

HacTpoiika rpynnbl npaBun A1 nap 30H
6e3onacHocTu

(CONFIG-ZONE-PAIR)

HacTpoiika npaBuna ansi napbl 30H
6e3onacHoCTun

(CONFIG-ZONE-PAIR-RULE)

HacTpoiika cepBuca TpaHCAsSLMM afipecos
nonyvarens

(CONFIG-DNAT)

HacTpoiika nyna IP-agpecos n TCP/UDP-
noptos ans DNAT

(CONFIG-DNAT-POOL)

HacTtpolika rpynnbl npasun ans DNAT

(CONFIG-DNAT-RULESET)

HacTpoiika npaBuna ans DNAT

(CONFIG-DNAT-RULE)

HacTpoiika cepBuca TpaHCAALUMM aipecoB
oTnpasuTens

(CONFIG-SNAT)

KomaHpaa Bxoga !

ip access-list extended
<NAME>

rule <ORDER>

security zone <NAME>

security zone-pair <FROM>
<TO>

rule <ORDER>

nat destination

pool <NAME>

ruleset <NAME>

rule <ORDER>

nat source

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-acl)#

esr(config-acl-rule)#

esr(config-zone)#

esr(config-zone-
pair)#

esr(config-zone-
rule)#

esr(config-dnat)#

esr(config-dnat-
pool)#

esr(config-dnat-
ruleset)#

esr(config-dnat-
rule)#

esr(config-snat)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG-ACL

CONFIG

CONFIG

CONFIG-ZONE-
PAIR

CONFIG

CONFIG-DNAT

CONFIG-DNAT

CONFIG-DNAT-
RULESET

CONFIG
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YpoBeHb

HacTpoiika nyna IP-agpecos n TCP/UDP-
noptos ansa SNAT

(CONFIG-SNAT-POOL)

HacTpoliika rpynnbl npasun ans SNAT

(CONFIG-SNAT-RULESET)

HacTpoiika npasuna ans SNAT

(CONFIG-SNAT-RULE)

HacTtpolika nonb3oBaresiein CUCTEMbI

(CONFIG-USER)

HacTpoiika nokasibHOW KOHCO/N

(CONFIG-LINE-CONSOLE)

HacTpolika yaaneHHoi KoHconm

(CONFIG-LINE-TELNET)

HacTpoiika 3alMLLeHHO yaanieHHO
KOHCONN

(CONFIG-LINE-SSH)

HacTtpolika TACACS-cepsepa

(CONFIG-TACACS-SERVER)

HacTpoiika RADIUS-cepBepa

(CONFIG-RADIUS-SERVER)

HacTpoiika npoguns RADIUS-cepeepoB

(CONFIG-RADIUS-SERVER-PROFILE)

HacTpoiika DAS-cepBepa

(CONFIG-DAS-SERVER)

KomaHpaa Bxoga !

pool <NAME>

ruleset <NAME>

rule <ORDER>

username <NAME>

line console

line telnet

line ssh

tacacs-server host <ADDR>

radius-server host <ADDR>

aaa radius-profile <NAME>

das-server <NAME>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-snat-
pool)#

esr(config-snat-
ruleset)#

esr(config-snat-
rule)#

esr(config-user)#

esr(config-line-
console)#

esr(config-line-
telnet)#

esr(config-line-ssh)#

esr(config-tacacs-
server)#

esr(config-radius-
server)#

esr(config-aaa-
radius-profile)#

esr(config-das-
server)#

Mpepblaywnii
YPOBEHb

CONFIG-SNAT

CONFIG-SNAT

CONFIG-SNAT-

RULESET

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika npogounsa DAS-cepeepoB

(CONFIG-DAS-SERVER-PROFILE)

HacTtpoiika LDAP-cepsepa

(CONFIG-LDAP-SERVER)

HacTpolika cepsepa Ans yaaieHHoro
goctyna no npotokosny PPTP

(CONFIG-PPTP-SERVER)

HacTtpolika nonb3oBarenei ans yganeHHoro
poctyna no npotokony PPTP

(CONFIG-PPTP-USER)

HacTpoiika cepBepa Ans yaasieHHoro
JocTyna no npotokony L2TP

(CONFIG-L2TP-SERVER)

HacTpolika nonb3oBarenei ans yganeHHoro
pocTtyna no npotokony L2TP

(CONFIG-L2TP-USER)

HacTpoiika cepsepa Ansa yaasieHHoro
poctyna no npotokony OpenVPN

(CONFIG-OPENVPN-SERVER)

HacTpoiika nonb3oBarenei onsa yaaneHHoro
AocTyna no npotokony L2TP

(CONFIG-OPENVPN-USER)

HacTpoiika knneHTa yaaieHHoro foctyna

no npotokony PPTP

(CONFIG-PPTP)

HacTpoiika KnMeHTa yganeHHoro goctyna

no npotokony PPPOE

(CONFIG-PPPOE)

KomaHpaa Bxoga !

aaa das-profile <NAME>

Idap-server host <ADDR>

remote-access pptp <NAME>

username <NAME>

remote-access 12tp <NAME>

username <NAME>

remote-access openvpn

<NAME>

username <NAME>

tunnel pptp <PPTP-ID>

tunnel pppoe <PPPOE-ID>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-aaa-das-
profile)#

esr(config-ldap-
server)#

esr(config-pptp-

server)#

esr(config-pptp-
usen#

esr(config-12tp-
server)#

esr(config-12tp-
user)#

esr(config-openvpn-
server)#

esr(config-openvpn-
user)#

esr(config-pptp)#

esr(config-pppoe)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG-PPTP

CONFIG

CONFIG-L2TP-

SERVER

CONFIG

CONFIG-
OPENVPN-
SERVER

CONFIG

CONFIG
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YpoBeHb

HacTpoiika knneHTa yaaneHHoro
NoAKAYeHNs No npoTokony L2TP

(CONFIG-L2TP)

HacTpolika knmeHTa yaasieHHoro
nogkntoyeHnsa no npotokosy OpenVPN

(CONFIG-OPENVPN)

HacTpoiika SNMP-nonb3oBatens

(CONFIG-SNMP-USER)

HacTtpoiika NTP-cepsepa nnun nupa

(CONFIG-NTP)

HacTpoiika BGP-npouecca

(CONFIG-BGP)

HacTpoiika BGP-npouecca B vrf

(CONFIG-BGP-VRF)

HacTpoiika IPv4/IPv6 agpecaunmn BGP-
npouecca

(CONFIG-BGP-FAMILY)

HacTtpoiika IPv4/IPv6 agpecaummn BGP-

npouecca B vrf

(CONFIG-BGP-VRF-FAMILY)

HacTpoiika rpynnupoBaHus BGP-cocegaeli

(CONFIG-BGP-GROUP)

HacTpoiika rpynnuposaHusi BGP-cocepeii B

vrf

(CONFIG-BGP-VRF-GROUP)

KomaHpaa Bxoga !

tunnel 12tp <L2TP-ID>

tunnel openvpn <OPENVPN-
ID>

snmp-server <NAME>

ntp server <ADDR>

ntp peer <ADDR>

router bgp <AS>

vrf <VRF>

address-family { ipv4 | ipv6 }
unicast

address-family { ipv4 | ipv6 }
unicast

peer-group <NAME>

peer-group <NAME>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-12tp)#

esr(config-
openvpn)#

esr(config-snmp-

user)#

esr(config-ntp)#

esr(config-bgp)#

esr(config-bgp-vrf)#

esr(config-bgp-af)#

esr(config-bgp-vrf-
af)#

esr(config-bgp-
group)#

esr(config-bgp-vrf-
group)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-BGP

CONFIG-BGP

CONFIG-BGP-
VRF

CONFIG-BGP

CONFIG-BGP-
VRF
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YpoBeHb

HacTpoiika cocega BGP-npouecca

(CONFIG-BGP-NEIGHBOR)

HacTpoiika cocega BGP-npouecca B vrf

(CONFIG-BGP-VRF-NEIGHBOR)

HacTtpoiika IPv4/IPv6 agpecaunmn BGP-
cocefa

(CONFIG-BGP-NEIGHBOR-FAMILY)

HacTtpoiika IPv4/IPv6 agpecaummn BGP-
cocepa B vrf

(CONFIG-BGP-NEIGHBOR-FAMILY)

HacTpoiika cnvcka nogceTteit

(CONFIG-PL)

HacTtpolika cnucka nogceteni

(CONFIG-IPV6-PL)

HacTpoiika mapLupyTHOI kapTbl

(CONFIG-ROUTE-MAP)

HacTpoiika npasvna MapLupyTHOV KapTbl

(CONFIG-ROUTE-MAP-RULE)

HacTpoiika RIP-npoTokona

(CONFIG-RIP)

HacTpoiika RIPNG-npoTtokona

(CONFIG-RIPNG)

HacTpoiika IS-IS-npouecca

(CONFIG-ISIS)

KomaHpaa Bxoga !

neighbor { <ADDR> | <IPV6-
ADDR> }

neighbor { <ADDR> | <IPV6-
ADDR> }

address-family { ipv4 | ipv6 |

vpnv4 } unicast

address-family { ipv4 | ipv6 |
vpnv4 } unicast

ip prefix-list <NAME>

ipv6 prefix-list <NAME>

route-map <NAME>

rule <ORDER>

router rip

ipv6 router rip

router isis <ID>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-bgp-
neighbor)#

esr(config-bgp-vrf-
neighbor)#

esr(config-bgp-
neighbor-af)#

esr(config-bgp-
neighbor-af-vrf)#

esr(config-pl)#

esr(config-ipve-pl)#

esr(config-route-
map)#

esr(config-route-

map-rule)#

esr(config-rip)#

esr(config-ripng)#

esr(config-isis)#

Mpepblaywnii
YPOBEHb

CONFIG-BGP

CONFIG-BGP-

VRF

CONFIG-BGP-

NEIGHBOR

CONFIG-BGP-
VRF-NEIGHBOR

CONFIG

CONFIG

CONFIG

CONFIG-ROUTE-

MAP

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika OSPF-npouecca

(CONFIG-OSPF)

HacTtpoiika OSPF-o6nactu

(CONFIG-OSPF-AREA)

HacTpolika BUpTyasibHOTO COeANHEHUS
OSPF

(CONFIG-OSPF-VLINK)

HacTtpoliika OSPFv3-npouecca

(CONFIG-OSPFV3)

HacTpoiika OSPFv3-06n1actu

(CONFIG-OSPFV3- AREA)

HacTpolika BUpTya/lbHOIO CoeAMHEHNS
OSPFv3

(CONFIG-OSPFV3-VLINK)

HacTtpoiika ISIS-npouecca

(CONFIG-ISIS)

HacTpolika crnvcka krtoueri

(CONFIG-KEYCHAIN)

HacTpoiika kntoua

(CONFIG-KEYCHAIN-KEY)

HacTpoiika napametpoB MSTP

(CONFIG-MST)

HacTpoiika npasnn WAN

(CONFIG-WAN-RULE)

KomaHpaa Bxoga !

router ospf <ID>

area <ID>

virtual-link <ID>

ipv6 router ospf <ID>

area <ID>

virtual-link <ID>

router isis <ID>

key-chain <KEYCHAIN>

key <ID>

spanning-tree mst

configuration

wan load-balance rule <ID>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-ospf)#

esr(config-ospf-
area)#

esr(config-ospf-
vlink)#

esr(config-ipv6-
ospf)#

esr(config-ipv6-ospf-
area)#

esr(config-ipv6-ospf-
vlink)#

esr(config-isis)#

esr(config-
keychain)#

esr(config-keychain-
key)#

esr(config-mst)#

esr(config-wan-
rule)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG-OSPF

CONFIG-OSPF-
AREA

CONFIG

CONFIG-

OSPFV3

CONFIG-

OSPFV3-AREA

CONFIG

CONFIG

CONFIG-

KEYCHAIN

CONFIG

CONFIG
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YpoBeHb

HacTpoiika npasvun WAN (IPv6)

(CONFIG-IPV6-WAN-RULE)

HacTpolika target-nuctos

(CONFIG-TARGET-LIST)

HacTpoiika target-nvictos (IPv6)

(CONFIG-IPV6-TARGET-LIST)

HacTpolika target
(CONFIG-WAN-TARGET)

HacTpolika target (IPv6)

(CONFIG-IPV6-WAN-TARGET)

HacTpolika 06bEKTOB OTCEXMBaHNS

CcoObITUI

(CONFIG-TRACK)

HacTpoiika WiFi Controller

(CONFIG-WIRELESS)

HacTtpolika VRF

(CONFIG-VRF)

HacTpoiika nonmTtnkn QoS

(CONFIG-POLICY-MAP)

HacTpoiika knacca QoS

(CONFIG-CLASS-MAP)

HacTpoiika knacca BHyTpy nonntukn QoS

(CONFIG-POLICY-MAP-CLASS)

KomaHpaa Bxoga !

Ipv6 wan load-balance rule
<ID>

wan load-balance target-list
<NAME>

Ipv6 wan load-balance target-
list <NAME>

target <ID>

target <ID>

track <ID>

wireless-controller

ip vif <NAME>

policy-map <NAME>

class-map <NAME>

class <NAME>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-ipvé-wan-
rule)#

esr(config-target-
list)#

esr(config-ipvé-
target-list)#

esr(config-wan-
target)#
esr(config-ipv6-wan-

target)#

esr(config-track)#

esr(config-wireless)#

esr(config-vrf)#

esr(config-policy-
map)#

esr(config-class-
map)#

esr(config-class-
policy-map)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG-
TARGET-LIST

CONFIG-IPV6-
TARGET-LIST

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTtpoiika PPP-nonb3oBatens gns
ayTeHTMmKaLn yaaneHHol CTOPOHbI

(CONFIG-PPP-USER)

HacTpolika napameTpoB pe3epBUPOBaHus

KOHdourypauum

(CONFIG-ARCHIVE)

HacTpoiika cepBepa c6opa CTaTUCTUKI

Netflow

(CONFIG-NETFLOW-HOST)

HacTpoiika cepsepa c6opa CTaTuCTUKu

sFlow

(CONFIG-SFLOW-HOST)

HacTpoiika cepBepa nony4eHus

yBegomnexuii SNMP

(CONFIG-SNMP-HOST)

M3meHeHne napons noce UcTedeHns cpoka

aencTens

(CHANGE-EXPIRED-PASSWORD)

KomaHpaa Bxoga !

ppp chap username <NAME>
ppp chap username <NAME>

user <NAME>

user <NAME>

username <NAME>

username <NAME>

archive

netflow collector <ADDR>

sflow collector <ADDR>

snmp-server host <ADDR>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-ppp-
user)#

esr(config-archive)#

esr(config-netflow-
host)#

esr(config-sflow-
host)#

esr(config-snmp-
host)#

esr(change-expired-
password)#

Mpepblaywnii
YPOBEHb

CONFIG-E1
CONFIG-
MULTILINK

CONFIG-
CELLULAR-
PROFILE

CONFIG-
ACCESS-
PROFILE

CONFIG-L2TP-
SERVER

CONFIG-PPTP-
SERVER

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTtpoiika npocuns dmnstpaumm http-
3anpocoBs

(CONFIG-PROFILE)

HacTtpoliika o6wux napametpos MPLS

(CONFIG-MPLS)

HacTtpoiika obLwux napameTpos LDP

(CONFIG-LDP)

Hactpolika IPv4 agpecauumn npotokona LDP

(CONFIG-LDP-AF-IPV4)

HacTpoiika LDP-unicast-coceactsa

(CONFIG-LDP-NEIGH)

Hactpolika IPv4 agpecauumn npotokona LDP

[ONs OTAENbHOro ip-uHTEepgeica

(CONFIG-LDP-AF-IPV4-IF)

CoszgaHue L2-MPLS-TyHHenelk

(CONFIG-L2VPN)

HacTtpolika L2-MPLS-TyHHenNs

(CONFIG-L2VPN-EOMPLS)

HacTpoliika PW-class (ua6noHa pseudo-
wire)

(CONFIG-L2VPN-PW-CLASS)

HacTpoiika napameTtpoB pseudo-wire L2-
MPLS-TyHHens

(CONFIG-L2VPN-PW)

KomaHpaa Bxoga !

ip http profile <NAME>

mpls

Idp

address-family ipv4

neighbor <ADDR>

interface <IF>

12vpn

vpls <NAME>

p2p <NAME>

pw-class <WORD>

pw <PW_ID> <LSR_ID>
[<NEIGH_ADDR>]

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-profile)

esr(config-mpls)#

esr(config-ldp)#

esr(config-ldp-af-
ipva)#

esr(config-ldp-neig)#

esr(config-ldp-af-
ipva-if)#

esr(config-12vpn)#

esr(config-12vpn-
vpls)#

esr(config-12vpn-
p2p)#

esr(config-12vpn-pw-
class)#

esr(config-12vpn-
pw)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG-LDP

CONFIG-LDP

CONFIG-LDP-AF-
IPV4

CONFIG-MPLS

CONFIG-L2VPN

CONFIG-L2VPN

CONFIG-L2VPN-
EOMPLS
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YpoBeHb

HacTpoiika BGP auto-discovery and
singnaling

(CONFIG-AUTODISCOVERY-BGP)

HacTtpoiika nonutukn IPS/IDS

(CONFIG-IPS-POLICY)

HacTtpoiika nocTtasLymka npasun IPS/IDS

(CONFIG-IPS-VENDOR)

HacTpolika kateropuin npasun IPS/IDS

(CONFIG-IPS-VENDOR-CATEGORY)

HacTpoiika cepsuca IPS/IDS

(CONFIG-IPS)

HacTpolika nCToYHMKa 06HOBIEHUS NpaBun
IPS/IDS pacnpocTpaHseMblix No
KOMMEPYECKOI MLEH3nN

(CONFIG-CONTENT-PROVIDER)

HacTpoiika aBTo06HOBEHNSI NnpaBun IPS/
IDS 13 BHELHMX NCTOYHUKOB

(CONFIG-IPS-AUTO-UPGRADE)

HacTpoiika nonb3oBaTenbCKoro cepeepa
o6HoBneHuii npasun IPS/IDS

(CONFIG-IPS-UPGRADE-USER-SERVER)

HacTpoliika kaTeropuii nosib30BaTesibCKMX
npasun IPS/IDS

(CONFIG-IPS-CATEGORY)

HacTpoiika nonb3oBatenbCkux npasun IPS/
IDS

(CONFIG-IPS-CATEGORY-RULE)

KomaHpaa Bxoga !

autodiscovery bgp

security ips policy <NAME>

vendor <VENDOR>

category <CATEGORY>

security ips

content-provider

auto-upgrade

user-server <WORD>

security ips-category user-

defined <CATEGORY_NAME>

rule <ORDER>

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-bgp)#

esr(config-ips-
policy)#

esr(config-ips-
vendor)#

esr(config-ips-
vendor-category)#

esr(config-ips)#

esr(config-content-
provider)#

esr(config-ips-auto-

upgrade)#

esr(config-ips-
upgrade-user-
server)#

esr(config-ips-
category)#

esr(config-ips-
category-rule)#

Mpepblaywnii
YPOBEHb

CONFIG-L2VPN-
EOMPLS

CONFIG

CONFIG-IPS-

POLICY

CONFIG-IPS-
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CONFIG

CONFIG

CONFIG-IPS
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YpoBeHb

HacTpoiika pacLumpeHHbIX
nosnb3oBaTesibckmux npasun IPS/IDS

(CONFIG-IPS-CATEGORY-RULE-
ADVANCED)

HacTpoiika napameTpoB pa6oTbl zabbix-
agent

(CONFIG-ZABBIX-AGENT)

HacTpoiika napameTpoB paboTbl zabbix-
proxy

(CONFIG-ZABBIX-PROXY)

HacTtpolika npocnns cepauca «AHTUCNaAM»

CONFIG-ANTISPAM-PROFILE

HacTpoiika npasuna anaa npoguns
cepBuca «<AHTUCMAM»

CONFIG-ANTISPAM-PROFILE-RULE

HacTpolika no4ToBOro AoMeHa

CONFIG-MAILSERVER-DOMAIN

HacTpoiika noutoBoro cepsepa

CONFIG-MAILSERVER

HacTpoiika nokasnbHoro syslog-gpaiina

CONFIG-SYSLOG-FILE

HacTpoliika yaaneHHoro syslog-cepsepa

CONFIG-SYSLOG-HOST

HacTpoiika tftp-cepsepa

CONFIG-TFTP-SERVER

KomaHpaa Bxoga !

rule-advanced <ORDER>

zabbix-agent

zabbix-proxy

security antispam profile
<NAME>

rule <ORDER>

mailserver domain <NAME>

mailserver

syslog file { flash:syslog/
<NAME> | tmpsys:syslog/
<NAME> }

syslog host <HOSTNAME>

ip tftp server vrf <VRF>

& 1 Moppo6Hoe onucaHe KOMaHA NPUBEAEHO HIKE.

2 Tonbko anist ESR-21.

ESR-Series. CnpaBoyHUK komaHz CLI

Bup, cTpoku
nopAcKasKu

esr(config-ips-
category-rule-
advanced)#

esr(config-zabbix-
agent)#

esr(config-zabbix-
proxy)#

esr(config-antispam-
profile)#

esr(config-antispam-
profile-rule)#

esr(config-
mailserver-domain)#

esr(config-

mailserver)#

(config-syslog-file)

(config-syslog-host)

(config-tftp-server)

Mpepblaywnii
YPOBEHb

CONFIG-IPS-
CATEGORY

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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Tunbl 1 NOPAA0K UMEHOBaHUSA MHTepdhelicoB MapLpyTU3aTopa

Mpu paboTe MapLIpyT13aTopa UCMO/b3YHTCS CETEBbIE UHTEPMECHI PA3/IMYHOIO TNa U Ha3HAYEHUS.
Cucrtema UMeHOBaHMs NO3BOJISIET OHO3HAYHO aApecoBaTh UHTEPENCHI N0 UX PYHKLMOHAIbHOMY
Ha3HAYeHWI0 U MECTOMNOMOXEHUIO B cucTeMe. [lanee B Tabnvue NpuBeAEH NepeyeHs TUNOB NHTePdElicoB.

Tabnuua 4 — Tunbl 1 NOPSAA0K MMEHOBaHUA NHTepeicoB MapLupyTmusaTopa

Tun
nHTepdpelica

dusnyeckne
nHTEphecs!

MopTbl 1 F6KT/C

MopTbl 10 F6KT/C

MopTbl 40 IF6uT/C

Mpynnbl arperauum
KaHanoB

O6o03HauyeHne

O603HaveHne U3nYeCKOro NHTepgelica BKIOYAET B Ce6S ero TUM n ngeHTudmkarop.
NaeHTndmkaTop damsmdeckux uHtepdpeiicos nveet sug <UNIT>/<SLOT>/<PORT>, rae

+ <UNIT> - Homep ycTpoiicTsa B rpynne yCcTpOACTB,

+ <SLOT> - HOoMep MoAayNns B cocTase ycTpoiictea nnm 0 npu OTCyTCTBUM Ae/eHuns
YCTPOWCTBA Ha MOAY W,

+ <PORT> — NOpsiAKOBbLI HOMEp nopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o0603HaYeHus: gigabitethernet 1/0/12

& [onyckaetcs 1crnonb30BaTh COKpallleHHoe HarMeHoBaHue, Hanpumvep gi1/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep ob603Ha4eHus: tengigabitethernet 1/0/2

& [onyckaetcs 1crnonb30BaTh COKpallleHHoe HarMeHoBaHue, Hanpumvep te1/0/2.

fortygigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o603HaveHus: fortygigabitethernet 1/0/2

& [onyckaetcs 1crnonb3oBaTh COKpallleHHoe HavMeHoBaHue, Hanpumvep fo1/0/2.

O603HayeHwue rpynnbl arperawmmn KaHasIo0B BK/IKOYAET B Ce6s1 ero TUNn 1 NopsifAKoBbIA HoMep
nHTepdeiica:

port-channel <CHANNEL_ID>

Mpumep 0603Ha4eHus: port-channel 6

& [onyckaeTcs 1Cnonb30BaTh COKPALLEHHOE HAUMEHOBaHWE, Hanpumep, pol.
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Tuvn
uHTepdeiica

CabuHTepdelichbl

Q-in-Q

NHTEpdenchl

E1-uHTepdelichbl

ESR-Series. CnpaBoyHUK komaHz CLI

O6Go3HauyeHne

O603HaueHne cabuHTepdielica obpasyeTcst U3 0603HauYeHnss 6a3oBOro MHTepgeica n
naerTudonkatopa (VLAN) cabuHTepdpeiica, pasgeneHHbIX TOUKOMA.

MpuMepbl 0603HAYEHWIA:
gigabitethernet 1/0/12.100
tengigabitethernet 1/0/2.123

port-channel 1.6

A VpenTndhukaTtop cabuHTepdeiica MOXeT NPUHUMATL 3HadeHus [1..4094].

© B Tekyuleii Bepcun MO He goCTynHa pa6oTta cabrHTepdeicoB A5t arpermpoBaHHbIX
nHTepdeiicos Ha mogensix ESR-1000/1200/1500/1511/1700.

O603Ha4veHune Q-in-Q nHTepdheiica obpasyeTcst M3 0603HaYeHNs1 6a30BOro MHTepdelica,
naeHtudmkaropa cepsmcHoro VLAN n ngeHtudmkaropa nosnb3soBarenibckoro VLAN, pasgeneHHbIx
TOYKOW.

MprMepbl 0603HAYEHNIA:

gigabitethernet 1/0/12.100.10

tengigabitethernet 1/0/2.45.12

port-channel 1.6.34

& VgeHTndmkaTop cepBMCHOIO U Nosib3oBaTeibekoro VLAN MOXET NPUHUMATL 3HAYEHNSA
[1..4094].

© B Tekyuwleii Bepcun MO He AocTyrnHa paboTa cabuHTepPdIeircoB A1s arpermpoBaHHbIX
nHTepcpeicos Ha mogenax ESR-1000/1200/1500/1511/1700.

O603HaueHue E1-nHTepdheiica BKkNOYAET B CeOA €ro TN 1 MAeHTUGINKaTop.
MaenTtudmkarop E1-uHtepdeiicos nmeet Bug < UNIT>/< SLOT>/< STREAM>, rae
« <UNIT> - Homep ycTpoiicTa B rpynne yctpoiicTs [1..1],
+ <SLOT> - Homep E1-Moayns B cocTase ycTpoiictaa [0..12],

+ <STREAM> - nopsiakoBblii Homep E1-notoka [1..1].
Mpumep o603HaveHus: e1 1/0/1
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Tuvn
uHTepdeiica

pynnbl arperaymm
E1-kaHanoB

Nornyeckue
NHTEpdenchl

MNocnepoBatenbH
ble nHTepdeiicsl

USB-mogembl

FXS/FXO-noptbl

ESR-Series. CnpaBoyHUK komaHz CLI

O6Go3HauyeHne

O60o3HaueHwue rpynnbl arperaummn E1-kaHanoB BK/ItOYAET B Ce65 ero TN 1 NopsiAKOBbI HOMeEpP
nHTepdeiica:

multilink <CHANNEL_ID>

Mpumep o603HauveHms: multilink 3

O603Ha4veHne NnorMyeckoro NHTepdenca ABAseTcA NOpPsAKOBbIM HOMEPOM MHTepdelica:
MpuMepbl 0603HAYEHNIA:

loopback 4

bridge 60

service-port 1

O603HaveHne nocsefoBaTenibHOro nHTepdeca BkIoYaeT B cebs ero TMn 1 uaeHTUgnKaTop.
NaenTndmnkatop E1-nHtepgeiicoB umeet Bug < UNIT>/< SLOT>/< STREAM>, rae
« <UNIT> - Homep ycTpoiicTa B rpynne yctpoiicTs [1..1],
+ <SLOT> - HoMep MoAayNns B cocTase ycTpoiictea nam 0 npu OTCyTCTBUM Ae/eHuns
YCTPOWCTBa Ha MOAy W,

+ <PORT> - nopsiakoBbI/i HOMep nopTa.
Mpumep o603HaveHus: serial 1/0/1

O603HaveHne USB-mogema Bk/itouaeT B cebs ero TMn 1 NopsiAkoBblii HOMEp:
modem <MODEM-NUM>

Mpumep o603HaueHNs: modem 1

O603HaveHne FXS/FXO-nopToB BKOYAET B Ce65 ero Tun 1 NopsiAKOBbIA HOMEP:
interface voice-port <NUM>

Mpumep 0603Ha4eHUs: voice-port 1
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ESR-Series. CnpaBoyHUK komaHz CLI

a 1. KonnyecTtBo MHTephencoB Kaxk4oro Tuna 3aBnucuT OT MOAENN MapLupyTmu3aropa.
2. Tekywasn sepcus MO He nogaepXmMBaeT CTEKMPOBaHME YCTPONCTB. HoMep yCcTpoicTBa B rpynne
YCTPOIACTB unit MOXET NPUHUMAaTb TOMIbKO 3Ha4YeHune 1.
3. HekoTopble KoMaHabl NoAAEPXNBAKOT OAHOBPEMEHHYIO paboTy C rpynnoii nHTepdieicos. Ans
yKasaHus rpynnbl MHTepeiicoB MOXeT ObITb MCMOMNb30BAHO NepednceHne Yepes 3ansaTyo uim
yKasaHue gnanasoHa uaeHTUgrkaTopos yepes aeduc «-».

MprMepbl yKazaHusi rpynn MHTepdelicos:

interface
interface
interface
interface

gigabitethernet 1/0/1, gigabitethernet 1/0/5
tengigabitethernet 1/0/1-2
fortygigabitethernet 1/0/1-2
gil/0/1-3,gi1/0/7,tel/0/1,fol/0/1

Tunbl 1 NOPAAOK UMEHOBaHUA TYHHeNel MaplipyTusaropa

Mpu paboTe MapLlpyTM3aTopa NCNOsb3YHTCA CETEBbIE TYHHENN PA3/IMYHOIO TUMNa U Ha3HavyeHus. Cuctema
NMEHOBaHUS NO3BO/ISIET OAHO3HAYHO aApecoBaTb TYHHENN N0 UX PYHKUMOHAIbHOMY Ha3HayeHuo. [anee B
Tabnuue npuBeaeH nepeyeHb TUNOB TYHHENEe.

Ta6nuua 5 — Tunbl M NOPSAOK UMEHOBaHUS TYHHe el MapLupyTmu3aTopa

Tun TyHHens

L2TP-TyHHEND

L2TPv3-TyHHeNb

GRE-TyHHenNb

GRE-cabTyHHenb

O6o3Ha4YeHne

0O603HaveHune L2TP-TyHHens coctonT u3 0603Ha4eHns Tuna u nopsgKkoBoro Homepa
TYHHenNs:

12tp <L2TP_ID>

Mpumep 0603HaveHus: 12tp 1

O603HaueHne L2TPv3-TyHHENs COCTOMT U3 0603HAYEHUS TUMA 1 NOPAAKOBOr0 HOMepa
TYHHENS:

12tpv3 <L2TPV3_ID>

Mprvmep o603HaveHus: 12tpv3 1

0O603Ha4veHne GRE-TyHHeNs cocToMT U3 0603Ha4YeHMs Trna u NopsiAKOBOro Homepa
TYHHEnNs:

gre <GRE_ID>

Mpumep 0603Ha4YeHust: gre 1

O603Ha4veHne GRE-cabTyHHeNst COCTOUT U3 0603HaYEHNs TUNa, NOPSAKOBOro HoMepa
TyHHens n ngentudpmkaropa VLAN gna cabTyHHens:

gre <GRE_ID>.<VLAN_ID>

Mpumep o603HaveHus: gre 1.200
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Tun TyHHens

SoftGRE-TyHHeNb

IPv4-over-IPv4-TyHHENb

IPsec-TyHHenNb

JNornueckuii TyHHeNb (TyHHe b

mexay VRF)

PPPOE-TyHHeNb

PPTP-TyHHEND

ESR-Series. CnpaBoyHUK komaHz CLI

O6o3Ha4yeHne

0O603HayeHne SoftGRE-TyHHeNs coctouT 13 0603HaYeHns Tuna, NopsiAKOBOro HoOMepa
TyHHens u, onuyuoHanbHo, VLAN ID BupTyanbHoro nHtepdeiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepsbl 0603HaveHuns: softgre 1, softgre 1.10

0O603Ha4yeHune IPv4-over-IPv4-TyHHeNs coctouT n3 0603HavYeHns Tina 1 nopsiikoBoro
HOMepa TyHHenNs:

ip4ip4 <IPIP_ID>

Mpumep 0603Ha4eHus: ipdip4 1

O603HaveHne BUpPTYasibHOrO IPsec-TyHHeNs coctouT 13 0603Ha4YeHus Tmna u
NnopsiIkKOBOro HoMepa TYHHenNs:

vti <VTI_ID>

Mprmep o603HaveHus: vti 1

O603Ha4YeHne NI0rMYeckoro TYHHeNst COCTOUT U3 0603HAYEHUS TMA U NMOPSIAKOBOrO
HoMepa TYHHess:;

It <LT_ID>

Mpumep o603HauveHus: It 1

0O603HaveHne PPPoE-TyHHeNns coctonTt U3 0603Ha4YeHns Tmna 1 nopsagKkoBoro Homepa
TYHHEnNs:

pppoe <PPPoE_ID>

Mpumep 0603HaYeHus: pppoe 1

0O603HaveHne PPPTP-TyHHeNst COCTOUT M3 0603Ha4YeHNst Tuna 1 NopsiAKoBOro Homepa
TYHHENs:

pptp <PPTP_ID>

Mpumep 0603Ha4eHus: pptp 1

& KonnuecTtBo TYHHENEN Kaxkaoro Tuna 3aBucuT ot Mmogenu u MO mapLupyTmusartopa.
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5 KomaHgpl nonb30BaTeNbCKOro nHTepdenca

+ alarm

+ clear alarms

+ clear ssh host

+ clear storage-device
+ configure

+ do

« end

+ exit

* help

* history size

* logout

* monitor

+ ping

* reload cancel

* reload system

+ show alarms brief

+ show alarms brief active
+ show alarm settings
+ show history

+ show system reload
+ ssh

+ telnet

* terminal datadump
+ terminal resize

+ traceroute

+ uptime

* verify

« verify filesystem

+ verify storage-device

alarm

[JaHHol KomaH 0 yCcTaHaB/IMBAKOTCA 3HAYEHUsA NOPOroB aBapuii.

CuHTakcuc

alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-ALARMS> }
<VALUE>

no alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-
ALARMS> } <VALUE>

MapameTpbl

<FACILITY-ALARMS> - noporu aBapuii, CBsi3aHHbIX C OkpyxeHneMm (ckopocTb FAN, TeMnepaTypa npoueccopa
1 AATYnKOB). MPUHMMAET CreayroLwme 3HaueHus:

+ fan-speed high — nopor ckopocTu BpallleHNsi BEHTUNSATOPA, BbIPaXEHHbI B NPOLEHTaxX OT
MakcuMasibHoi ckopocTu BpateHus (0..100), npu nepexoge Yepes KOTopbIii OT MEHbLUNX 3HAYEHUIA K
6onbLunm, reHepupyetcst SNMP trap eltexEnvFanSpeedHigh (aBapwsi). 3HaueHne 3T0ro nopora A0/HKHO
6bITb 60/1bLUE, YeM alarm facility fan-speed low (gns ESR-100/200/1000/1200/1500/1700/3100/3200);

+ fan-speed low — nopor ckopocTy BpalleHUs BEHTUNATOPA, BbIPAXKEHHbIN B NPOLEHTaX 0T MakCUMasibHO
ckopocTy BpaweHus (0..100), npu nepexoae Yyepes KOTopbIii OT 60/bLUMX 3HAYEHWI K MEHBLLNM,
reHepupyetcs SNMP trap eltexEnvFanSpeedHighOk (Hopmanusauus aBapum). 3HaueHve 3Toro nopora
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[0/KHO 6bITb MeHbLUe, YeM alarm facility fan-speed high (ans
ESR-100/200/1000/1200/1500/1511/1700/3100/3200);

+ temperature cpu critical high — nopor Temneparypbl npoueccopa, BbipaXXeHHbIli B rpagycax no wkane
Uenbcus (0..255), npy nepexoge Yepes KOTOPbIA OT MEHbLUMX 3HAYEHWIA K 60/bLUMM, TEHEPUPYETCS
SNMP trap eltexEnvTempCritical (aBapwsi). 3HaueHMe 3TOro nNopora A0/HKHO GbITb CaMbIM 6OMbLLUM 13
BCEX 3HAYEeHWin TemnepaTypHbIX MOPOroB NpoLeccopa;

+ temperature cpu critical low — nopor Temneparypbl NpoLEeCccopa, BbIpaXXeHHbIA B rpagycax no wkane
Uenbcus (0..255), npy nepexoge Yepes KOTOpPbIiA OT 6OMbLUMX 3HAYEHWUIA K MEHBLLUMM, TEHEPUPYETCS
SNMP trap eltexEnvTempCriticalOk (Hopmanm3auus aBapum). 3Ha4ueHne 3TOro Nopora Ao/MKHO BbITb
MeHbLUe, yem alarm facility temperature cpu critical high, Ho 6onblue, uem alarm facility temperature cpu
overheat high;

+ temperature <sensor> overheat high — nopor Temneparypbl ceHcopa, BbipaXKeHHbIM B rpagycax no
wkane Lenbcus (0..255), npy nepexofe Yepes KOTOPbIii OT MEeHbLLNX 3HAYEHWUIA K 60MbLLNM,
reHepupyetc SNMP trap eltexEnvTempOverheat (aBapusi). 3HaueHMe 3TOro Nopora AoHKHO ObITb
MeHbLLe, yem alarm facility temperature <sensor> critical low, Ho 60nbLUe, yem alarm facility temperature
<sensor> overheat low;

+ temperature <sensor> overheat low — nopor Temnepartypbl CEHCOpPa, BblpaXXeHHbI B rpagycax no wkanie
Uenbcus (0..255), npy nepexoge Yepes KOTOpPbIA OT 6OMbLUMX 3HAYEHWUIA K MEHBLLUMM, TEHEPUPYETCS
SNMP trap eltexEnvTempOverheatOk (Hopmanmsauus aBapun). 3Ha4YeHMe 3TOT0 Nopora A0/MKHO BbITh
MeHbLUe, yem alarm facility temperature <sensor> overheat high;

+ temperature <sensor> supercooling high — nopor Temnepatypbl CEHCOPa, BbIPAXEHHbIN B rpagycax no
wkane Llenbcusa (0..255), npu nepexose yepes NpoTUBOMNONOXEHHOE 3HAUYEHME KOTOPOTO OT MEHbLUMX
3HaYeHUIi K 6onbLUnM, reHepupyeTca SNMP trap eltexEnvTempSupercoolingOk (Hopmanuzauus
aBapum). ITOT NOPOr NpeAHasHaYeH Ans 3aaHns oTpuLLaTeNIbHbIX TeMNepaTtyp, U ero 3HadeHne A0/MHKHO
6bITb MeHbLUe, yeM alarm facility temperature <sensor> supercooling low;

+ temperature <sensor> supercooling low — nopor Temneparypbl CEHCOPa, BbIpaXKEHHbIN B rpagycax no
wkane Llenbcusa (0..255), npu nepexoae yepes NpoTUBOMNONOXEHHOE 3HAUYEHME KOTOPOTro OT 60/bLUNX
3HaYeHUIA K MeHbLUMM, reHepupyeTca SNMP trap eltexEnvTempSupercooling (aBapws). 9ToT nopor
npegHasHayeH A/1a 3afjaHns oTpulatesbHbIX TemMneparyp, ¥ ero 3HadyeHme 0/HKHO ObiTb 60/bLUE, YeM
alarm facility temperature <sensor> supercooling high;

Mone ceHcop MOXET NPUHMMAaThL CriedytoLme 3Ha4YeHUs 415 KaK40 Mogeny MapLupyTtusaropa:
+ ESR-10: cpu;
+ ESR-12V: cpu, switch;
« ESR-12VF/14VF/15: cpu, switch, sfp;
+ ESR-20/21/30: cpu;
+ ESR-100/200: cpu, board;
+ ESR-1000/1200/1500/1511/1700: cpu, board, switch, sfp;
« ESR-3100/3200: cpu, board, sfp, phy.

<MEMORY-ALARMS> - noporv aBapuii, cBA3aHHbIX ¢ cBO60AHLIM npocTpaHcTBoM NAND 1 RAM. MpuHumaet
cnefyoume 3HaYeHus:

« free low-watermark flash high — nopor konuuectsa cso6oaHoi flash-namaTu, BbipaXkeHHO B MpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT MEHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcs SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi asapum). 3Ha4eHne 3Toro nopora
[LO/DKHO ObITb CaMbIM 60/bLUNM M3 BCEX 3HAYEHWIA NMOPOroB KonnyecTsa cBo6oaHol flash-namsTy;

+ free low-watermark flash low — nopor konnyectsa cBo6ogHoli flash-namsiTu, BbipaxxeHHOW B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT 60/1bLIMX 3HAYEHWI K MEHBLUUM
reHepupyetcs SNMP trap eltexEnvMemoryLow (aBapus). 3HaueHve 3Toro nopora Ao/MKHO 6bITb
MeHbLue, yem alarm memory free low-watermark flash high;

+ free low-watermark ram high — nopor konnyectsa cBo60gHol RAM-NamMaTy, BbIpaXKEHHOI B MpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT MEHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcs SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3Ha4eHne 3Toro nopora
[LO/MKHO ObITb CambIM 60/bLUMM M3 BCEX 3HAYEHUIA NOPOroB KosmyecTsa cBobogHo RAM-namsaTy;
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« free low-watermark ram low — nopor konmuecTsa cBo604HON RAM-namsiTi, BblpaXXeHHOM B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTOPbIli OT 60/bLUMX 3HAYEHWI KONTMYecTBa K
MeHbLUUM reHepupyeTcs SNMP trap eltexEnvMemoryLow (aBapusi). 3Ha4eHWe 3TOro nopora LoHKHO
6bITb MeHbLUe, YeM alarm memory free low-watermark ram high;

« reserve critical flash high — nopor konnuyectsa cBo60gHoI flash-namsATy, BbipaXXeHHOW B NpoLeHTax oT
makcumasnbsHoro (0..100), npu nepexoge Yepes KOTopblii OT MEHbLUNX 3HAYEHUIA K GOMbLLNM
reHepupyetcs SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHNe 3TOro
nopora Ao/KHO 6bITb MeHbLUe, YyeM alarm memory free low-watermark flash low, Ho 6onbLue, yem alarm
memory reserve critical flash low;

« reserve critical flash low — nopor konmuecTBa cBob6ogHoi flash-namsTy, BbipaxeHHOl B NpoLeHTax ot
makcumasnbHoro (0..100), npu nepexoge Yyepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHbLLIWM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapus). 3HaueHue 3Toro nopora Ao/MKHO 6bITb
MeHbLue, yem alarm memory reserve critical flash high;

+ reserve critical ram high — nopor konnyectsa cBo604HON RAM-NamsATy, BbIpaXXeHHOI B NpOLeHTax oT
makcumasnbHoro (0..100), npu nepexoge Yepes KOTopblii OT MEHbLUNX 3HAYEHUIA K GOMbLLNM
reHepupyetcs SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHNe 3TOro
nopora o/HKHO ObITb MeHbLUe, YeM alarm memory free low-watermark ram low, Ho 60/1bLIe, Yem alarm
memory reserve critical ram low;

* reserve critical ram low — nopor konuyectsa cBo60oaHO RAM-namaTy, BbipaXKeHHON B MpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge Yyepes KOTopblii OT 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHbLLIWM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapus). 3HaueHue 3Toro nopora Ao/MKHO 6bITb
MeHbLUe, Yem alarm memory reserve critical ram high.

<PROCESS-ALARMS> — noporu aBapuii, CBAI3aHHbIX C 3arpy3koi npoueccopa. NMprvHumaet cnegyrowme
3HaYeHus:

+ cpu threshold falling — nopor ytunmsauun CPU, BbipaxeHHol B npoueHTax oT MakcuManbHoli (0..100),
npu nepexoe yepes KOTOpbIi OT 60/bLLNX 3HAYEHWUIA K MeHbLUUM reHepupyeTcsa SNMP trap
eltexEnvCpulLoadHighOk (Hopmanm3auus aBapum). 3Ha4eHMe 3TOro Nopora A0/MKHO GbITb MEHbLLE, YEM
alarm process cpu threshold rising;

+ cpu threshold rising — nopor ytunusauum CPU, BblpaXeHHO B NpoLeHTax oT MakcumasibHoii (0..100),
npu nepexoe yepes KOTOPbIA OT MEHbLUMX 3HaYEeHWUA K 60/1bLnM reHepupyeTcsa SNMP trap
eltexEnvCpulLoadHigh (aBapwsi). 3HaueHMe 3TOro nopora A0/MKHO GbITh 60/bLUE, YEM alarm process cpu
threshold falling.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG

Mpumep:

esr(config)# alarm facility fan-speed high 80

clear alarms

[aHHOoI KOMaHAoM OCYLLECTBISAETCS O4YMCTKaA 3anvceli 06 aBapusX.
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CuHTakcuc

clear alarms { inactive | all }

MapameTpbl
inactive — ygansaiTca 3anncu ToNbKO 0 apXMBHBLIX aBapusx;

all - YAUIAKTCA 3arnncn 0 apXnBHbIX N aKTUBHbLIX aBapudx.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# clear alarms 1inactive

clear ssh host

[aHHOI KOMaH10¥i OCylLEeCTBNSIETCA CHPOC coXpaHeHHOoro SSH-kNua yaaneHHoro xocTa.

CuHTakcuc

clear ssh host { <ADDR> | <IPV6-ADDR> }

MapameTpbl
<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HadeHus [0..255];

<IPV6-ADDR> — IPv6-agpec, 3agaétca B Bugae X:X:X:X::X, rae kaxgasa yactb NpUHMMAaET 3Ha4YeHWs B
LecTHaauatepmyHom cpopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# clear ssh host 192.168.1.1
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clear storage-device

[JlaHHoli kKoMaHAo 3anyckaeTcsi hopMaTMpoBaHMeE NOAKIHOUYEHHOTO HOCUTENS.

CuHTakcuc
clear storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc } <NAME>

MapameTpbl
<ID> — Homep nopgkntoveHHoro USB-HocuTens no nopsaky;

<USB-NAME> - ums nogkitodeHHoro USB-Hocutens. MiMsa MOXHO y3HaTb B BbiBOAe KOMaHabl show storage-
devices.

mmc — K/AKY 4714 NPOBEPKN YCTaHOB/IEHHOIO MMC-HOCUTENA,

<NAME> - HOBOe 1MSA pasgena, KoTopoe 6yaeT HazHaueHo nocne hopmMaTupoBaHuS.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
ROOT

Mpumep:

esr-# clear storage-device usb://BClE-2E16:/ SOFT
Formatting will erase all data on this device

Do you really want to continue? (y/N): vy

Device clear success.

configure

,ﬂ,aHHaﬂ KOMaHa No3BosideT nepe|7|T|/| B peXnm rnobanbHOro KOH(*)I/IprI/IpOBaHI/IFI.

CuHTakcuc

configure
configure terminal

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# configure
esr(config)#

do

KomaHaa do no3BonseT BbINO/HATL KOMaHAb! kKopHeBoro pexumMa (ROOT) 13 nto60oro Apyroro pexmma
KOMaHAHOro uHTepdeiica.

CuHTakcuc

do <command>

MapameTpbl

<command> — KoMaHa KOPHEBOro pexvma.

HeoG6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIN pexum

Bce pexumsbl, KpOMe KOPHEBOTO.

Mpumep:

esr(config)# do show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9bdbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7

end

KomaHaa cnyxuT Ans Bo3Bpara B KOPHEBOI KoMaHAHbI pexum (ROOT).

CuHTakcuc

end
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum

Bce pexumsbl, KpoMe KOPHEBOTO.

exit
[aHHaa kKomaHaa CnyxuT A5 BO3BpaTta Ha YpOBEHb Bbille B MEPAPXUUECKO CUCTEME KOMaHAHbIX PEXUMOB.

Mpw BbINONHEHMM AAaHHOW KoMaHAbl B pexxume ROOT, 3aBepLuaeTcsi ceaHc paboThbl Nosb3oBaTens ¢
nHTEepdenicom KomaHgHou cTpoku CLI maplupyTtusaropa.

CuHTakcuc

exit

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum

Bce pexumsl.

help

[laHHOI KOMaHAoV Ha Ancnnei BbIBOAUTCA MHpopMaLmsi 0 paboTe ¢ KOMaHAHOW CTPOKOWA.

CuHTakcuc
help

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBUerui
1
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KomMaHAHbIV peXxum

Bce pexumel.

history size

[aHHO KOMaH/I0/i MOXHO U3MEHWUTHL MaKCMMaslbHOE YI1C/I0 NOCNeAHUX BBEAEHHbIX KOMaHA, Nonb30BaTens,
KOTOpPbIE COXPAHSTCA B MCTOPUM KOMaHA, TEKYLLE ceccun. icnonb3oBaHme oTpuuaTeNibHoi (DOpMbl KOMaH bl
(no) ycTaHaBMBaET 3HAUYEHVE MO YMOMYaHUIO.

CuHTakcuc

history size <SIZE>
no history size

MapameTpbl

<SIZE> - uncno nocnegHnx BBeAEHHbIX KOMaH, NpUHUMaeT 3HadeHus [10..1000].

3HauyeHue No ymosiyaHuio
30

Heo6xoauMbIii ypoBeHb NpuBuierui
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# history size 20

logout

[aHHoI KomaHA0l 3aBepLUAaeTCsi ceaHC paboTbl NOMb30BaTENSA C MHTEPdENCOM KOMaHAHOM cTpoku CLI.

CuHTakcuc

logout

MapameTpbl

KomaHaa He coaepXuT napameTpoB

Heo6xoaumblii ypoBeHb NpuBUiernii
1
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KomMaHAHbIV peXxum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# logout

monitor

[ aHHOV KOMaH/10Vi BK/TOYAETCS MOHUTOPUHT Tpadivika Ha CETEBOM MHTEpAIeiice B pexume peasnbHoro
BPEMEHV MOMNakKeTHO.

PeanunsoBaHa 3anvcb gamna Tpadumka B dpaiin (.pcap, .pcapng, .txt, ...) ¢ nocneayolLein BO3MOXHOCTbHO
konupoBaHusa Ha usb/mms/flash:data/tftp-server. 3anncaxHblii B thainn gamn Tpadmka B pasgen tainnosoi
cuctemsl flash:data/ nummutuposax 1000 naketamu.

CuHTakcuc

monitor { <IF> | <TUN> } [ protocol <TYPE> [ source-port <SRC-PORT> ] [ destination-port
<DST-PORT> ] [ port <PORT> ] ] [ source-address {<SRC-ADDR> | <SRC-IPV6-ADDR> } ]

[ destination-address { <DST-ADDR> | <DST-IPV6-ADDR> } ] [address { <ADDR> | <IPV6-
ADDR> } ] [ packets <VALUE> ] [ detailed ] [ file <META-PATH> ] [ detailed ]

MapameTpbl

<IF> — nHTepdeic nnu rpynna nHTepdeincos, 3agaétca B Buae, ONUCaHHOM B pasgene Turbsl 1 nopsgok
MMEeHOBaHWs UHTephencoB MapLLpyTu3aTopa;

<TUN> - umsi TyHHens, 3a4aéTcs B BUe, ONMCaHHOM B pasgesnie Turbl 1 Nopsifiok MMEHOBaHWsS TYHHeein
MapLLpyTM3aTopa;

<SRC-ADDR> - IP-agpec otnpasutens, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpasa yacTb NpMHMMaeT
3HauveHus [0..255];

<DST-ADDR> - IP-agpec nonyyarens, 3agaércsa B suae AAA.BBB.CCC.DDD, rge kaxgasa yacTb npuHMMaet
3HauveHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec otnpaBuTens, 3agaétca B Buge X:X:X:X::X, rae kaxgas 4actb NpUHUMaeT
3HayeHus B WecTHaguaTepuyHom chopmare [0..FFFF];

<DST-IPV6-ADDR> — IPv6-agpec nonydarens, 3agaétcsa B suge X:X:X:X::X, rae kaxnasa yactb npuHMMaet
3HayeHus B WecTHaguaTepuyHom chopmare [0..FFFF];

<ADDR> - IP-agpec otnpasutensa nnu nonyyarens, 3agaércsa s suge AAA.BBB.CCC.DDD, rge kaxaas yacTb
npUHUMaEeT 3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec otnpaButens nnu noaydarens, 3agaérca B suge X:X:X:X::X, rae kaxnasa yactb
NPVHMMAaET 3HaYeHs B LWecTHaauaTtepnyHom cpopmarte [0..FFFF];

<SRC-MAC> — mac-agpec otnpasutens ethernet-kagpa, 3agaerca B suge HH:HH:HH:HH:HH:HH, rae kaxaas
HH-yacTb NpuHUMaET 3HaueHus B LiecTHaauatepuiHom dpopmare [0..FF];

<DST-MAC> — mac-agpec nony4yatens ethernet-kagpa, 3agaetcsa B suge HH:HH:HH:HH:HH:HH, rae kaxpas
HH-yacTb NpuHUMaET 3HaueHus B LiecTHaauatepuiHom dpopmare [0..FF];

61



ESR-Series. CnpaBoyHUK komaHz CLI

<SRC-MAC> - mac-agpec oTnpasutens uav nonydyarens ethernet-kagpa, 3agaercs B suge
HH:HH:HH:HH:HH:HH, roe kaxgas HH-yacTb NpMHMMaeT 3Ha4YeHus B LiecTHaauatepuyHom goopmare [0..FF];

<TYPE> — Tvn npoToKona, NpyHMMaeT 3HaveHus: tcp, udp, icmp, icmp6, igrp, igmp, arp, gre, ipip, esp, ah, eigrp,
ospf, pim, vrrp, 12tp, RDP unn Homep npotokona [0..255];

<SRC-PORT> — Homep TCP/UDP-nopTa oTnpasuTens, npuH1uMaeT 3HadeHus [1..65535];
<DST-PORT> — Homep TCP/UDP-nopTa nony4arens, npuHuMaeT 3HadeHus [1..65535];
<PORT> — Homep TCP/UDP-nopTa oTnpaBuTe/st Un nonydarens, nprHMmaeT 3HadeHus [1..65535];

<VALUE> — KO/IM4ecTBO NakeToB, Moc/e noyvyeHns KoTopbiX aHans 6yaeT OCTaHOB/IEH, YKa3blBaeTCs B
ananasoHe [1..4294967295];

detailed — nHchopmayms BblgaeTcs B 4ETA/IM3MPOBAHHOM hopmare.

<FILE> - 3anucb gamna Tpadmka B paiin ¢ NiobbiM paclumpeHnem — .pcap, .pcapng, .txt n ap.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep:

esr# monitor gigabitethernet 1/0/5 detailed
23:37:44.324049 d8:50:e6:d2:f0:46 > a8:f9:4b:aa:03:a5, ethertype IPv4 (0x0800), length 98: (tos
0x0, ttl
64, id 50760, offset 0, flags [DF], proto ICMP (1), length 84)
10.255.100.1 > 10.255.100.5: ICMP echo request, id 11730, seq 19, length 64
esr# monitor gigabitethernet 1/0/5 protocol tcp file flash:data://dump.pcap
esr# copy flash:data://dump.pcap tftp://<ip-address>:<port>:/copied_dump.pcap

ping

[JaHHasi KomaHga UCrosb3yeTcs A5 NPOBEPKU AOCTYMHOCTM YKa3aHHOrO CETEBOrO YCTPOICTBA.

CuHTakcuc

ping [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipv6e } 1 [ ttl <TTL> ]
[ packets <COUNT> |unlimited ] [ size <SIZE> ] [ timeout <TIMEOUT> ] [interval
<INTERVAL>] [ source { 1ip { <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel
<TUN> } ] [ data <HEX> ] [ dscp <DSCP> ] [ flood ] [detailed] [ strategy <STRATEGY> ]
[ nodeinfo <INFO> ] [ broadcast ]

MapameTpbl
<VRF> — nms aksemnnsipa VRF, 3agaétcsa ctpokoit 4o 31 cMmBona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétcs B Buage AAA.BBB.CCC.DDD, rae kaxgasa 4actb NpPUHMMaeT
3HaueHus [0..255];
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<IPV6-ADDR> - IPv6-aapec ycTpoiicTea, 3afaéTcs B Buae X:X:X:X::X, re Kaxaas 4actb NpUHAMAET 3HaUEHNS
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-nms ycTpoicTBa, 3a4aETCsi CTPOKOW A0 255 CUMBO/IOB;

* ip — NpoBepATb AOCTYNHOCTb NPY NMOMOLLM ipv4-NakeToB;
* ipv6 — NpoBepsiTb AOCTYMHOCTb NPY NOMOLLY ipV6-NaKkeToB.

<TTL> - Bpems Xu3Hu IP-nakeTa, NpuHUMaEeT 3HaueHune [1..255], no ymonuaHuio 64;
<COUNT> - Ko/iMuecTBO nepeAaBaeMbIx NakeToB [1..4294967295], no ymonyaHuio 5;

<SIZE> - pa3mep icmp-nakeTta B 6aiitax, npuH1UMaeT 3HadeHue [1..65468], no ymonuaHuio 56 6aiiT, uto
cooTBeTCTBYeT 64 6aritam nocne gobasneHus 3aronoska ICMP n 84 6aintam nocne gobasneHns ip-3arofoBka;

<TIMEOUT> — Bpems oxugaHusa 0TBeTa, B cekyHaax. Onumsa BAvSeT Ha TaliMayT, eC/iv OTCYTCTBYIOT Kakue-
60 OTBETHI, B MPOTVBHOM C/lyyae yTunuTa xgeT asa RTTs. MprHumaeT 3HadeHue [1..60], no ymonuaHuto 1
CekyHaa,

<INTERVAL> — nHtepBas1 Mexay oTnpaBkaMy icmp-naketoB B MUIJIMCEKYHAAX, MPUHUMAET 3HaYeHne
[200..60000], no ymonuaHuto 1000.

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mMapLipyTu3aTtopa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgasi 4acTb npuHuMaeT 3HadeHust [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B KaUecTBe AaHHOro agpeca MOXET MCMoNb30BaTbCA 1060
IPv6-agpec maplwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> — nma nHTeppeiica MapLIpyTU3aTOPa, Yepes KOTopbI GyayT OTNpaB/eHbl NakeTbl, 331aéTCA B BUAE,
onucaHHOM B pasaene Turbl 1 Nopsaok MMEHOBaHNA NHTepheicoB MapLupyTi3aTopa;

<TUN> — umsi TyHHenst MapLupyT13aTopa, Yepes KoTopblii 6yayT oTnpaBneHbl NAakeTbl, 334aETCA B BUAE,
onMcaHHOM B pasaene Turbl 1 NopsaoK MMEHOBaHNA TYHHENE MapLupyTn3aTopa;

<HEX> — wabnoH AaHHbIX, KOTOPbIM BYAET 3ano/HATLCS NakeT, 3a4aéTCA YMC/IOM B LUECTHAALATEPUYHO
cucteme go 16 6aiiT;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHme [0..63], 3HaueHune no
ymosnyaHuto 0;

flood — npu ykasaHumn gaHHOI KOMaHAbl NakeTbl BYAYT OTNPABNATLCS C MAKCUMA/IbHOIN CKOPOCTbHIO, OTBETbI OT
yCTpolicTBa He OTO6PaXKATCS 10 OKOHYAHUS BbINOMIHEHNS KOMAHAbI;

broadcast — npu ykazaHun gaHHOW KoMaHAbl 6yAeT paspeLleHo OTNPaB/IATb NaKeTbl Ha LWMPOKOBeLLaTe IbHbI
afpec;

detailed — npu ykaszaHum gaHHOro Kntoya 6yaeT BbIBOAUTLCA NOHAsA MHGOpMaLMs 0 icmp-0TBeTax 1 06LLas
cTaTucTmka paboTbl KOMaHApbl. Be3 ykasaHusi — TO/IbKO CTaTUCTUKA.

<STRATEGY> — cTpaterus oparmeHTaLmmn nakeTos, NPUHMMAaET OAHO 13 CNeayoLwmnx 3Ha4YeHNI:

« allow-fragmentation — paspewnTb hparmeHTaumio, He yctaHaBnmeaTtb coniar DF (don't fragment);

+ discovery-pmtu — BbINoNHATb n3ydeHne PMTU (Path MTU), coparmeHTMpoBaTh OKasIbHO, EC/IN pa3Mep
nakeTa C/INLLKOM OO0MbLUOIA;

+ disallow-fragmentation — 3anpeTnTb chparmeHTaLuto, B TOM YMC/IE SIOKASIbHYIO.

<INFO> - Tonbko ans IPv6. Otnpaska ICMPv6 Node Information Queries (RFC4620), BmecTo Echo Request
NPUHUMAET OAHO U3 CrieAyHoLWmMX 3HAYEHWIA:

* name — 3anpoc DNS nmeH(n) y3na;

* ipv6 — 3anpoc IPv6-agpecoB y3na;

* ipv6-global — 3anpoc rno6anbHbIX IPV6-aapecos y3na;
* ipv6-sitelocal — 3anpoc site-local IPv6-agpecos y3na;
* ipv6-linklocal — 3anpoc link-local IPv6-agpecos y3na;

+ ipv6-all — 3anpoc unicast IPv6-agpecosB y3na;
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* ipv4 — 3anpoc IP-agpecos y3na;
+ ipv4-all - 3anpoc IP-agpecoB coO BCex CeTeBbIX MHTEPIENCOB y3na.

Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# ping 192.168.100.39 packets 5 size 1400 detailed

PING 192.168.100.39 (192.168.100.39) 1400(1428) bytes of data.

1408 bytes from 192.168.100.39: icmp_req=1 ttl=64 time=0.084 ms
1408 bytes from 192.168.100.39: icmp_req=2 ttl=64 time=0.053 ms
1408 bytes from 192.168.100.39: icmp_req=3 ttl=64 time=0.082 ms
1408 bytes from 192.168.100.39: icmp_req=4 ttl=64 time=0.051 ms
1408 bytes from 192.168.100.39: icmp_req=5 ttl=64 time=0.075 ms
--— 192.168.100.39 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 3999ms

rtt min/avg/max/mdev = 0.051/0.069/0.084/0.014 ms

esr# ping ipve fceO::1

PING fc00::1(fc00::1) 56 data bytes

64 bytes from fc00::1: dicmp_seq=1 ttl=64 time=0.379 ms

64 bytes from fc00::1: dicmp_seq=2 ttl=64 time=0.161 ms

--- fc00::1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms

rtt min/avg/max/mdev = 0.161/0.270/0.379/0.109 ms

reload cancel

[JaHHO KOMaH/I0Vi OCyLLECTB/ISIETCS OTMEHA paHee 3an/laHMPOBaHHO Nepe3arpy3ky yCTpoicTea.

CuHTakcuc

reload cancel

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMmbIii ypoBeHb NnpuBuierui
15

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# reload cancel

reload system

[aHHOoI KOMaHAoM OCYLEeCTBIAETCS Nepesarpyska ycTpolncTaa.

CuHTakcuc
reload system { in { <MINUTES> | <HOUR>:<MINUTES>} | at <TIME> <DATE> }

MapameTpbl
<HOUR> - konn4ecTBO YacoB [0 nepesarpysku,
<MINUTES> - konnyecTBo MUHYT [0 Nnepes3arpysku,
<TIME> — To4uHOe BpeMms nepesarpysku B popmare HH:MM:SS:
HH — yacbkl B gnanasoHe [0..23],
MM — MuHyTbI B AgnanasoHe [0..59],
SS - cekyHabl B avanasoHe [0..59].
<DATE> - pata nepesarpy3ku B popmare DAY MONTH YEAR:
DAY - aeHb nepesarpy3ku, NpUHUMAaEeT 3HaueHne B amanasoHe [1..31],
MONTH - mecsu, nepe3arpysku, NpUHUMaeT O4HO U3 3HAYEHWIA:

* january

« february
« march

+ april

* may

* june

* july

*+ august

+ september
+ october

* november
+ december

YEAR - rog, nepesarpy3sku, NpMHUMaeT 3HaueHue B gvanasoHe [2001..2037].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# reload system

show alarms brief

[JlaHHOli KOMaHAOo BbIBOANTCA KpaTKasi UICTOPUS aBapuii Ha MapLIpyTM3aTope (aKTUBHbIX U 3aBEPLUEHHbIX).

CuHTakcuc

show alarms brief

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
ROOT

Mpumep:

esr# show alarms brief

History Alarms

Severity Group Set time Clear time Description

major environment 03/31/00 17:27:38 03/31/00 17:31:53 Reserve Power Supply Fault

show alarms brief active

[laHHOli KOMaHAOo BbIBOANTCA KpaTkasi MHhopMaums 0 TeKyLMX (aKTUBHbIX) aBapuax Ha MapLipyTMU3aTope.

CuHTakcuc

show alarms brief active

MapameTpbl

KomaHga He coaepXuT napameTpos.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show alarms brief active
History Alarms

Severity Group Set time Clear time Description
notify environment 03/31/00 16:47:05 - Reserve Power Supply
removed

show alarm settings

[JlaHHOli KOMaHAo BbIBOANTCA MHDOpMaLMSi O HACTPOiKax NOPOroB cpabaTbiBaHUS aBapwii.

CuHTakcuc

show alarm settings <TYPE>

MapameTpbl
<TYPE> - Tvn aBapwia:

« facility — noporv aBapwuii, cBsizaHHbIX C OKpyxeHneM (ckopocTb FAN, TemnepaTtypa npoteccopa u
[laTYMKOB);

* memory — Noporu aBapuii, ceszaHHbIX ¢ cBO60AHLIM NpocTpaHcTBoM NAND n RAM,;

* process — noporu aBapuii, CBA3aHHbIX C 3arpy3Koil npoLeccopa;

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
ROOT
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esr# show alarm facility

fan-speed:
high:
low:
temperature CPU:
critical high:
critical low:
overheat high:
overheat low:

supercooling high:

supercooling low:
temperature sensorl:

overheat high:

overheat low:

supercooling high:

supercooling low:
temperature sensor2:

overheat high:

overheat low:

supercooling high:

supercooling low:
temperature sensor3:

overheat high:

overheat low:

supercooling high:

supercooling low:

show history

80
75

95
92
80
78
-12
-15

60
57
-12
-15

60
57
-12
-15

60
57
-12
-15

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHoi KomaHaoW Ha Aucnneli BbIBOAUTCH MHpOopMaLMs 0 KOMaH4ax, KOTopble UCNO/Ib30Ba/IUCh B TEKYLLEN

Ceccun, nnm o Ko/IM4ecTBe CoXpaHAEMbIX KOMaHa.

CuHTakcuc

show history [size | <NUM> ]

MapameTpbl

size — MakCcMMasibHOE YMCI0 NOC/IeAHNX BBEAEHHbIX KOMaH/ No/1b30BaTess, KOTOpble COXPAHSATCS B UCTOPUN
KOMaHp, TekyLLell ceccuun.

<NUM> - Konn4yecTBo nocnefHnx BBeAEHHbIX KOMaH/ Nosib30Baresis, KOTopble HE06X0ANMMO 0TO6Pa3nTbL
[0..100]

3Ha4yeHue no ymonyaHuio

0. CooTBETCTBYET BbIBOAY BCEW UCTOPUM BBEAEHHBIX KOMAH,

Heo6xoaumblii ypoBeHb NpuBUiernii

1
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KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show history

enable

show history
configure

service nat
service nat source
exit

show history

~No b~ wN R

show system reload

[laHHOi KOMaH/10Vi Ha AMCei BbIBOAUTCS MHGDOPMALIMS O KOMaHdax, Aate U BpeMeHun 3aniaHnpoBaHHO
nepesarpysKu.

CuHTakcuc

show system reload

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIN pexum
ROOT

Mpumep:

esr# show system reload
System reload is scheduled for 13:02:02 10 August 2022

ssh

[JlaHHas koMaHza 1cnonb3yeTcs A1 NOAKIHYEHNS K yaaIeHHOMY Y371y No NpoTokosy SSH.

CuHTakcuc

ssh [ vrf <VRF>] <USERNAME> { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ]
[ version <VERSION> ] [ source { <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]
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MapameTpbl
<VRF> - nms aksemnnspa VRF, 3agaétcs ctpokoit o 31 cumsona;
<USERNAME> - nwms nonb3osatens, 3ag4aétcs CTpokoi Ao 31 cumBona;

<ADDR> - IP-agpec ycTpoiicTsa, 3agaétca B Buge AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHUMaeT
3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoicTBa, 3aaaétca B Buge X:X:X:X::X, rge kaxkgas 4actb NpUHUMAET 3HaYeHns
B LWecTHaauarepmyHom chopmare [0..FFFF];

<HOSTNAME> - DNS-ums ycTpoicTBa, 3a4aETCs CTPOKOW A0 253 CUMBO/IOB;

<PORT> - Homep TCP-nopta, npocnylimBaeMoro SSH-cepeepom, NpuHMMaeT 3HadeHus [1..65535]. Mo
YMOJTHaHWNIO YCTAaHOBNEHO 22,

<VERSION> - Bepcusi SSH-npoTokona, NpuHMMaeT 3HadeHus [1..2]. Mo ymonuaHuio ucnonb3yetcsi Bepcus 1;

<SRC-ADDR> - IP-agpec oTnpasuTens, B ka4ecTBe AaHHOro agpeca MOXeT ucnonb3oBaTtbes noboli IP-agpec
mMapLupyTusartopa, 3agaétcs B suae AAA.BBB.CCC.DDD, rae kaxaasi yacTb NpMHMMAET 3HadeHust [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKaUecTBe faHHOro agpeca MOXET MCMonb30BaTbCcs 1060
IPv6-agpec mapLupytmnsartopa, 3agaétcsa B suge X:X:X:X::X, rge kaxgas yactb NpuHAUMaET 3HaYeHns B
LecTHaauaTepuuyHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHumMaeT 3HaueHue [0..63], 3HaueHme no
ymosnyaHuto 0.

HeoG6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# ssh tester 10.100.100.1
The authenticity of host '10.100.100.1 (10.100.100.1)' can't be established.
ECDSA key fingerprint is db:e4:0a:93:59:87:7d:9f:90:5c:19:a3:e7:97:ec:d5.
Are you sure you want to continue connecting (yes/no)? yes
%AAA-I-SSH: Warning: Permanently added '10.100.100.1' (ECDSA) to the list of known hosts.
tester@l0.100.100.1's password:
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)

* Documentation: https://help.ubuntu.com/

System information as of Mon May 25 09:25:10 NOVT 2015
Last login: Tue May 12 19:39:11 2015
(tester@kubuntu ~) $

telnet

[JlaHHas komMaHza 1cnonb3yeTcs 415 NOAKIHUEHNS K yaaieHHOMY Y37y no npoTtokosy Telnet.
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CuHTakcuc

telnet [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ] [ source
{ <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> — nms aksemnnsipa VRF, 3agaétcsa cTpokoit 4o 31 cMmBona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaasa 4actb NpUHMMaeT
3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec ycTpoicTsa, 3a4aétca B Buge X:X:X:X::X, rae kaxgasa yacTb NpMHUMAET 3Ha4YeHus
B LWWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums ycTpoicTBa, 3a4a€Tcsa CTPOKON A0 253 CMMBO/OB;

<PORT> - Homep TCP-nopta, npocnylimsaeMoro SSH-cepsepom, NpuHMmaeT 3HadyeHus [1..65535], no
yMo/14aHumio 23;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kKauecTBe AAaHHOro agpeca MOXET UCMOo/b3oBaTbCs nobol IP-agpec
mapLupyTusartopa, 3aaaétca B suae AAA.BBB.CCC.DDD, rge kaxgas yacTb NpuHUmaeT 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B Ka4ecTBe AaHHOro ajgpeca MOXET UCNoNb30BaTbCA 0601
IPv6-agpec mapwpytmnsaropa, 3agaérca B suge X:X:X:X::X, rae kaxgas yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM ¢ RFC 2474, npuHnumaeT 3HauveHme [0..63], 3HaueHune no
ymonyaxmio 0.

Heo6xoauMbIii ypoBeHb NpuBuierui
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# telnet 10.100.100.1
Entering character mode
Escape character 1is 'A]'.
Ubuntu 14.04.2 LTS
kubuntu login: tester
Password:
Last login: Mon May 25 15:23:06 NOVT 2015 from sw31l-1l.eltex.loc on pts/16
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)
* Documentation: https://help.ubuntu.com/
System information as of Mon May 25 15:23:01 NOVT 2015
(tester@kubuntu ~) $
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terminal datadump

KomaHga ncnonb3yeTcs ANns BbIK/THUYEHNS MOCTPAHNYHOTO PEXMMA BbIBOAA TPACCUPOBOK A1 TEKyLLEl
ceccum.

icnonb3oBaHune oTpuLaTeIbHOW KOMaHAbl BK/OYAET NOCTPaHNYHBIA PEXUM BblBOAA TPACCUPOBOK.

CuHTakcuc

[no] terminal datadump

MapameTpbl

KoMaHa He coaepXuT napaMmeTpoB

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# terminal datadump

terminal resize

KomaHga ncnonb3yeTcst 419 MacliTabypoBaHus pasmepa TepM1Hana nog pasMep okHa npyu MCnonb30BaHmm
KOHCOJ/IbHOTO MOAK/THOYEHUS.

CuHTakcuc

terminal resize

MapameTpbl

KomaHga He coaepxuT napameTpoB

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# terminal resize

traceroute

[JaHHas komMmaHAa 1cnonb3yercs A1 TPacCUPOBKM MapLupyTa A0 YKasaHHOro CEeTeBOro yCTpOicTBa.

CuHTakcuc

traceroute [ vrf <VRF> ] { <ADDR> | | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipve } 1 }

[ first-ttl <FIRST-TTL> ] [ max-ttl <MAX-TTL> ] [ timeout <TIMEOUT> ] [ source { 1ip

{ <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel <TUN> } ] [ dscp <DSCP> ]

[ protocol { dcmp | udp [ <PORT> ] | tcp [ <PORT> ] } ] [ gateway { <GW-ADDR> | <GW-IPV6-
ADDR> } ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaétcs cTpokoi go 31 cumsona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétca B Buae AAA.BBB.CCC.DDD, rge kaxgasa 4yactb NpuHUMaeT
3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoicTBa, 3agaétca B Buae X:X:X:X::X, rae kaxaas yactb NPYHUMAET 3HauYeHus
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-1ums ycTpoicTBa, 3a4aETCsi CTPOKOW A0 255 CUMBO/IOB;

* ip — NPOBOAMTL TPACCUPOBKY MPY MNOMOLLY ipv4-NakeToB;

* ipv6 — NpoBOANTL TPACCUPOBKY NPW MOMOLLN ipv6-NakeToB.
<FIRST-TTL> — Bpems Xu3Hu IP-nakeTa, 3Ha4YeHMe ¢ KOTOPOro Ha4YMHaEeTCA TpaccMpoBKa MapLUpyTa,
NpUHUMAET 3HaueHue [1..255], no ymonuaxuio 1;

<MAX-TTL> — Bpems Xn3Hu |IP-nakeTa, 3Ha4eHne Ha KOTOPOM 3aKkaH4MBaEeTCHA TPacCMpOBKa MapLUpyTa,
NpUHUMaET 3HaueHue [1..255], no ymonuaxuio 30;

<TIMEOUT> — Bpems oxugaHusa 0TBeTa, B cekyHaax. Onums BAvSeT Ha TaliMayT, eC/iv OTCYTCTBYIOT Kakue-
60 OTBETHI, B MPOTVBHOM C/lyyae yTunuTa xaeT asa RTTs. MpuHumaeT 3HadeHue [1..60], no ymonyaxuio 5
CeKyHp,

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mMapLipyTu3aTtopa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgasi 4acTb npuHMMaeT 3HadeHust [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKaUecTBe AaHHOro agpeca MOXET MCMNoNb30BaTbCA 1060
IPv6-agpec mapwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgas yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> — nma nHTeppeiica MapLIpyTU3aTOPa, Yepes3 KOTOPbI GyayT OTNpaB/eHbl NakeTbl, 331aéTCA B BUAE,
onMcaHHOM B pasaene Turbl 1 Nopsaok MMEHOBaHNA NHTephencoB MapLupyTi3aTopa;

<TUN> — umsi TyHHenst MapLupyT13aTopa, Yepes KoTopblii 6yayT oTnpaBneHbl NAakeTbl, 334aETCA B BUAE,
OnMcaHHOM B pasaene Turbl 1 NopsaoK MMEHOBAHNA TYHHENEN MapLIpyTn3aTopa;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnumMaeT 3HauveHme [0..63], 3HaueHune no
ymosnyaHuto 0;

<PORT> - Homep TCP/UDP-nopTa, npuHMMaeT 3HadeHue [1..65535], 3HaueHne no ymonyanuio 53 ans UDP n 80
ana TCP;
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<GW-ADDR> - IP-agpec wnto3a, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxgas yacTb NpUHUMAET 3Ha4YEeHUs
[0..255]. Mpwu ykazaHun AaHHOrO NapameTpa B MCXOAALLMIA nakeT gobasnsetcs IP source routing onuus,
KoTopas coobuiaeT MapLupyTU3aTopy, Yepes Kakoi L3 AO/MKEH MapLUpyTU3NpOoBaTbCA NakeT B ceTn. Ha
601bLUIMHCTBO MapLLPYTM3aTOPOB OTK/IKOYEHA MapLLpyTM3auus No 4aHHOW Onuumn N3 COobpakeHwi
6e3onacHocTy;

<GWIPV6-ADDR> — IPv6-agpec wsio3a, 3agaétca B Buge X:X:X:X::X, rge kaxgas yactb NpUHMMAaeT 3HauyeH s B
wecTHaguaTepuuHom gopmare [0..FFFF]. Mpu ykazaHuy gaHHOTo napaMeTpa B UCXOASLMIA NakeT
fo6asnsetcs IP source routing onums, KoTopasi coobLaeT MapLupyTU3aTopy, Yepes Kakom LLUN03 AO/HKEH
MapLLPYyTM3MPOBAaTLCA NakeT B CETU. Ha 60/1bLUMHCTBO MapLLPYTM3aTOPOB OTK/II0YEHa MapLUpyTM3auus rno
[laHHO onummn 13 coobpaxeHunin 6e30nacHOCTU.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHAHbIi pexum
ROOT

Mpumep:

esr# traceroute 192.168.27.128

traceroute to 192.168.27.128 (192.168.27.128), 30 hops max, 60 byte packets
1 192.168.16.1 (192.168.16.1) 1.240 ms 1.546 ms 1.883 ms

2 192.168.27.128 (192.168.27.128) 0.451 ms 0.437 ms 0.411 ms

uptime

[laHHOI KOMaHAOV OCYLLECTBNSIETCA NPOCMOTP NPOAC/KUTENBHOCTY BPEMEHMN PaboThl YCTPOIACTBA.

CuHTakcuc

uptime

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# uptime
System uptime:

verify

26 minutes and 35 seconds

ESR-Series. CnpaBoyHUK komaHz CLI

[laHHOli KOMaHAO0 BbINOHAETCA pacyeT XeL-CyMMbIl 4151 OTAE/IbHOIO chaiinia ¢ NCnonb30BaHWEM YKa3aHHOTO

aiIropuTMa XeLUnpoBaHus.

CuHTakcuc

verify <ALGORITHM> <FILE>

MapameTpbl

<ALGORITHM> — anroput™ xeLumpoBaHus, NpuH1MaeT 3HadeHust [md>5, sha2-256, sha2-512].

<FILE> — nyTb 1 uMA chainna ans NpoBepky, MOXET NPUHUMATb CreayroLme 3HaYeHNs:

+ usb://usb_name:/PATH

« mmc://mmc_name:/PATH (kpome esr-10)
+ system:candidate-config

+ system:running-config

+ system:factory-config

+ system:default-config

+ system:firmware-image-1

+ system:firmware-image-2

+ system:boot-1

+ system:boot-2

« flash:critlog/FILE

« flash:syslog/FILE

« flash:backup/FILE
« flash:data/FILE

+ tmpsys:syslog/FILE

Heo6xoaumblii ypoBeHb NpuBUiernii

15

KomaHgHbIi pexum
ROOT

Mpumep:

esr# verify md5 system:firmware-image-1

system: firmware-image-1 16ef38a292e96ce972e910da6db2d1f4
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verify filesystem

[JlaHHOli KOMaH[O0M 3anycKaeTcsl NPOLECC pacyeTa XeLl-CyMM /151 BCEX CUCTEMHbIX (haiifioB MapLupyTM3aTopa
1 CPaBHEHUSI C 3TAJIOHHLIMU 3HAYEHMsIMU. B pe3ynbrarte BbIBOAMTCA MHGDOPMALMsi O COOTBETCTBUM
paccUMTaHHbIX XeLU-CYyMM 3Ta/IOHHbIM.

CuHTakcuc

verify filesystem [detailed]

MapameTpbl

detailed — kntoy, oTBEUAOWMIA 3a NOAPOOGHLIV BbIBOA MHGOPMaLUKN O MPOBEPKE KaxKAoro duainna.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
ROOT

Mpumep:

esr# verify filesystem

Total: 2949
Success: 2949
Changed: 0
Deleted: 0

Filesystem verification success.

verify storage-device

[JlaHHOli KOMaHAOo 3anycKaeTcsi NPOLECC NPOBEPKM BHELLHENO HOCUTENA Ha Ha/IMuMe OLWMGOK.

CuHTakcuc

verify storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc }

MapameTpbl
<ID> — Homep nogkntodyeHHoro USB-HocuTensa no nopsaky;

<USB-NAME> — ums nogkntoueHHoro USB-HocuTens. iMsi MOXHO y3HaTb B BbiBOAE kOMaHAbl show storage-
devices.

mmc — K/AKY 4719 NPOBEPKN YCTAHOB/IEHHOIO MMC-HOCUTENA.
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Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIi pexum
ROOT

Mpumep:

esr# verify storage-device usb://BClE-2E16
Device verify

Do you really want to continue? (y/N): vy
CP437: Invalid argument

fsck.fat 4.0 (2016-05-06)

/dev/sda2: 14 files, 63908/255496 clusters
Device verification success.
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6 YnpaBneHue nporpammHbIiM 06ecnedeHnem 1 KoHdpurypaumei

+ archive

+ auto

+ banner exec

+ banner login

+ boot host auto-config
* boot host auto-update
+ boot system

* by-commit

+ commit

+ confirm

* copy

+ count-backup

+ delete

« dir

* merge

+ path

* restore

* rollback

+ save

+ show bootvar

+ show boot-licence

+ show candidate-config
+ show configuration changes
+ show crypto certificates
+ show licence

+ show running-config
+ show storage-devices
+ show usb

+ show version

* time-period

* type

archive

[JaHHO KOMaH/OVi OCYLLECTBSIETCS NEPEXOA B PEXNM HACTPOKM NapamMeTpoB pe3epBUpOBaHIs

KOHUrypaumm.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaH/bl (N0) yCTaHAB/IMBAET 3HAUYEHVE MO YMOUAHUIO A/1s

napamMeTpoB pe3epBUPOBaHNS KOHGMIypaLyu.

CuHTaKkcuc

[no] archive

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUierui
15
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KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# archive
esr(config-archive)#

auto

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHO KomMaHAO0l BK/HOYAETCS PeXMUM co3gaHmsa daina pesepBHO KoHdMrypaumm Ha yaaneHHom cepsep u/

UM NTOKa/TbHO Yepes yKasaHHbI NPOMEeXyTok BpeMeHu (pasaen time-period).

icnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) BbIK/TOUYAET PEXIM OTNPAaBKN Yepes yKasaHHbII

MPOMEXYTOK BPEMEHMW.

CuHTakcuc

[no] auto

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# auto

banner exec

[aHHol KomaHaoM 3aaéTca TEKCTOBOE COOOLLEHNE, BbIBOANUMOE MOC/E YCNELHON ayTeHTU(MKaLmmn

nonb30BaTeNs Ha MapLLpyTU3aTope.

icnonb3oBaHue oTpuuaTesibHoli (DopMbl KOMaHZbl (N0) yaasnseTcs TEeKCTOBOE CO06LLEeHME, BbIBOAUMOE Noc/ie

yCneLuHol ayTeHTUhMKaLmm Nosib3oBaTesns Ha MapLupyTu3aTope.

CuHTakcuc

banner exec <BANNER>
no banner exec
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MapameTpbl

<BANNER> — TekcTOBO€E cO0b6LLeHME, 3a4aETCS B KaBblukax CTPOKOW A0 2047 cMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum

CONFIG

Mpumep:
esr(config)# banner exec ™  ————- Hello! This is an Eltex router.-----
\n-—--- Unauthorized configuration changes are prosecuted by the law of the Russian Federation.
_____ n

banner login

[laHHOI KomMaHAol 3a1aéTCa TEKCTOBOE COObLIEHMNE, BbIBOAMMOE A0 ayTEHTU(IMKALMM NOMb30BaTeNs Ha
MapLupyTu3aTope.

CuHTakcuc

banner login <BANNER>
no banner login

MapameTpbl

<BANNER> - TekcToBO€e cO06LeHNe, 3aaETCA B KaBbluKax CTPOKol A0 2047 cMMBO/IOB.

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum

CONFIG

Mpumep:
esr(config)# banner login "™  ————= Hello! This 1is an Eltex router.-----
\n-——---- Unauthorized connection is prosecuted by the law of the Russian Federation. ----- "

boot host auto-config

[laHHas KoMaHAa BK/IKOUaeT 3arpy3Ky KOHMrypauuy MapLipytusartopa npy nomowm npotokona DHCP Option
54 (IP-appec TFTP-cepBepa) 1 67 (ums chaiina koHdurypauum).
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Micnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) OTK/OYAET 3arpy3ky KoHUrypauuy mapLupytusaropa
npv nomoLuy npotokona DHCP Option 66 1 67.

CuHTakcuc

[no] boot host auto-config

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# boot host auto-config

boot host auto-update

[JlaHHan komaHza Bko4aeT 3arpy3ky MO mapLupyTtusatopa npu nomolym npotokona DHCP Option 54 (IP-
aapec TFTP-cepsepa) v uvs caiina Mo B none FILE 8 DHCP OFFER. Mpwu ncnonb3oBaHnyM COBMECTHO ¢ boot
host auto-config, o6HoBNeHue MO nmeeT 6o5ee BbICOKUIA NPUOPUTET.

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHZbl (NO) OTKYaeT 3arpy3sky MO mapLupyTusaTopa npw
nomotuym npotokona DHCP Option 150 n 67.

CuHTakcuc

[no] boot host auto-update

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.

81



ESR-Series. CnpaBoyHUK komaHz CLI

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# boot host auto-update

boot system

[aHHas KomaHga cnyxuT a5 Bbibopa akTMBHOro obpasa NporpammHoro obecneyeHus, 3arpy>XeHHoro Ha
YCTPOWCTBO.

CuHTakcuc

boot system <IMAGE>

MapameTpbl
<IMAGE> - Ha3BaHM1e ob6pa3a nporpaMMHOro obecneyeHus, KOTopbIil ByAeT 3arpyKaTbCs Ha YCTPOMCTBO:

+ image-1 — cnegytowas 3arpyska ycTpoiucTea 6y4eT BbINoNHeHa U3 nepeoro obpasa Mo;
+ image-2 — cnegyowas 3arpyska ycTpoincTea 6y4eT BbINnosIHEHA U3 BTOPOro obpasa Mo.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
ROOT

Mpumep:

esr# boot system image-2

by-commit

[JlaHHOli KOMaHAOM BK/IHOYAETCS PeXMM OTNpaBKM (daiina KoHUrypaumm Ha cepBep pes3epBrpoBaHns nocse
YAAUYHOTO NPUMEHEHNS KOHCOUIypaLIMu.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaH/bl (N0) BbIK/TOYAET PEXIUM OTMPABKM NOC/E YAAYHOrO
NPYMEHEHNS1 KOHUrypaLmm.

CuHTakcuc

[no] by-commit
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# by-commit

commit

[laHHas kKomaHAa No3BONSIET NPUMEHUTb (caenaTtb AeicTByLWMMM) n3MeHeHust KoHdpurypaumm. RUNNING-
KoHGurypaums 3amelaetcs KoHdurypaumnein CANDIDATE. 18 TOro 4to6bl MPUMEHEHHbIE U3MEHEHWS CTa/n
MOCTOSIHHO AENCTBYOLWMUMY, 3Ty Onepaumio HeobxoAMMO NOATBEPAUTL KOMaHAoM «confirm» B TeueHune
BPEMEHMU, He MPEBLILLALLErO BPeMs AelicTBUSA TaliMepa noateepxaeHns (no ymonyanuio 600 cekyHa,
N3MeHsieTCs Npy NOMOLLM KoMaHAbl system config-confirm timeout).

CuHTakcuc
commit [ comment <COMMENT> ] [ confirm-timeout <TIME> ]

MapameTpbl

<COMMENT> - KOMMeHTapuii K JaHHOMY U3MeHeHWI0 paboyei KoHurypaumm. 3aaaéTcs TEKCTOBOIN CTPOKOW
0o 31ro cumBona;

<TIMEOUT> — uHTepBas BpEMEHM B CEKYHAAX MOC/e BBOAA KOMaHAbl commit 0 BOCCTaHOBNEHNS
npeablayLiei Bepcun KoHpurypauum npu oTCyTCTBUM KOMaHAbl confirm, mpuHMMaeT 3HauYeHne B CeKyHaax
[120..86400].

3Ha4yeHue no ymonyaHuio
<COMMENT> - nycTol;

<TIMEOUT> — HacnepyeTcs 3Ha4yeHne ycTaHOBNeHHOe KomaHaoi system config-confirm timeout.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT
CHANGE-EXPIRED-PASSWORD
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Mpumep:

esr# commit

N3MeHeHns1 KoHdUrypauum nprMeHeHb!.

confirm

KomaHpga npegHa3HadyeHa 415 NoATBEPXAEHUS NPUMEHEHNA KOHurypauumun. Ecniv B TedeHne 3aaHHOro
BpeMeHM (Mo ymonuaHuio 600 cekyHA, M3MeHSIETCA Npy NOMOLLM KomaHAbl system config-confirm timeout)
nocsne NpMMeHeHUs KoHuUrypaumm KoMmaHaon «commit» He 6b1710 BBE4,EHO NOATBEPXAEHWE, TPpon3onaeT
aBTOMaTn4ecKknii oTkaT Ha AelCTBYIOLLYI0 paHee KoHurypaumo. ABToMmatmyeckas cructeMa oTKkartos
npegoTepallaeT cutyalmmn noTepu CBA3N ¢ yCTPONCTBOM.

CuHTakcuc

confirm

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii

3Ha4yeHne No ymMosiyaHuio
110

KomaHgHbIi pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# confirm

MoATBepXAeHNE U3MEHEHWI B KOHGUIypaLmn.

copy
,ﬂ.aHHaﬂ KOMaHAa CAYXUT Ana KonnposaHUA (*)aﬁﬂOB Mexay pas/inyHbIM UCTOYHUKaMKU 1 nosydaTeiaMn.

CuHTakcuc
copy <SOURCE> <DESTINATION>
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MapameTpbl

<SOURCE> — ncto4uHuk, 3anaétcs B BUae:

- tftp://<ip>[<port>]:/<path> — agpec gaiina Ha TFTP-cepBepe, rae:

<ip> — IP-agpec TFTP-cepBepa;
<port> — nopt, KoTopbli cnywaeT TFTP-cepsep, otaenserca oT IP-agpeca CUMBOIOM «#» NN «:»,
<path> — nyTb Kk pariny Ha TFTP-cepBepe.

- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:

<ipv6> — IPv6-agpec TFTP-cepBepa;

<interface> — ncxopgAwmin ceteBoi nHTepdoelic ans link-local agpecos;

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosniom '# nam ' (B
AaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/OUeH B KBaApaTHble CKOBKM «[]»);

<path> — nyTb Kk pariny Ha TFTP-cepBepe.

. ftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBaTensi (HaCTPOUTbL UMS NO/Ib30BATE/S MO YMOTHYAHMID MOXHO KOMaHZoM ip
ftp client username, onucaHHoli B ip ftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOYAHMI0 MOXHO KOMaHzoii ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopt, KoTopbli cnywaeT TFTP-cepsep, otaenserca oT IP-agpeca CUMBOIOM «#» NN «:»,
<path> — nyTb K pariny Ha FTP-cepsepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxopgAwmin ceteBoi nHTepdoelic ans link-local agpecos;

<user> — UMsi Nosb3oBaTensi (HaCTPOUTbL UMS NO/Ib30BATE/S MO YMOTHYAHMID MOXHO KOMaHZAoM ip
ftp client username, onucaHHoli B ip ftp client username);

<password> — naposib (HaCTPOUTbL Naposib MO YMOYAHMI0 MOXHO KOMaHoi ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepsep, otaensiercs ot IPvé-agpeca cumBoniom '# nam ' (B
AaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/OUeH B KBaApaTHbIe CKOBKM «[]»);

<path> — nyTb K pariny Ha FTP-cepsepe.

. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosb3oBatensi (HaCTPOUTb UMS NO/Ib30BATEsS MO YMOTHYAHMID MOXHO KOMaHZoM ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOTYAHMI0 MOXHO KOMaHoii ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopbli cnywaet TFTP-cepep, otaenserca oT IP-agpeca CUMBOIOM «#» NN «:»,
<path> — nyTb K pariny Ha FTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxopgAwmin ceteBoi nHTepdoelic ans link-local agpecos;

<user> — UMsi Nosib3oBaTensi (HaCTPOUTbL UMS NO/Ib30BATE/S MO YMOTHYAHMID MOXHO KOMaHZAoM ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — naposib (HaCTPOUTbL Naposib MO YMOYAHMI0 MOXHO KOMaHoii ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosniom '# nam ' (B
[JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/OUeH B KBaApaTHble CKOBKM «[]»);

<path> — nyTb K pariny Ha FTP-cepsepe.

« scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> - IP-agpec cepsepa;
<user> — UMsi nonb3oBarens (HaCTPOUTb MMS NOSIb30BATE/IA MO YMOMYaHWI0 MOXHO KOMaH/0iA ip
ssh client username, onucaHHoi B ip ssh client username);
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+ <password> — naposib (HaCTPOUTbL Naposib MO YMOYaHMI0 MOXHO KoMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepsep, otaenseTcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> - nyTb K haiiny Ha cepsepe.
+ scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
+ <interface> — ncxogsawwii ceteBoit nHtepdpeic ans link-local agpecos;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTbL UMSA NOSIb30BATE/NS MO YMOTYAHMNI0 MOXHO KOMaHZAoM ip
ssh client username, onucanHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBoniom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
+ <path> - nyTb K haiiny Ha cepsepe.
« http:// <ip>[<port>]:/<path> — agpec dpaiina Ha HTTP-cepBepe, rae:
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — noprt, Ha KoTopom 3anyweH HTTP-cepBep, otaensetca ot IP-agpeca CMMBOIOM «#» UN
«»,;
+ <path> - nyTb K haitny Ha HTTP-cepBepe.
* http: //<|pv6>[°/o<|nterface>][<port>] /<path> — agpec dpaiina Ha HTTP-cepBepe, rge:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
+ <interface> — ncxogsawwii cetesoit nHtepdpeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuieH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUEH B KBaApaTHble CKOGKM «[]»);
+ <path> - nyTb K paintny Ha TFTP-cepBepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> - agpec
channa Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPSAIOLLErO cepBepa B COOTBETCTBYIOLLEM pa3aene
namsaT MapLipyTmM3aTopa;
+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namsaTy MapLipyTmM3aTopa;
+ <SK-FILE> — ums chalina npyBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gese naMaTu
MapLLpyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — nopT, Ha KoTopom 3anyweH HTTPS-cepeep, otaensercs ot IP-agpeca CUMBOMOM «#» nnu
«»,;
+ <path> - nyTb K hainny Ha HTTP-cepBepe.
+ https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPSAIOLLENO cCepBepa B COOTBETCTBYIOLLEM pa3aene
namsaTy MapLipyTmM3aTopa;
+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namsaT MapLipyTmM3aTopa;
+ <SK-FILE> — ums chalina npyBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gesie naMaTu
MapLLpyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuieH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '# nnm
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUYEH B KBaApaTHble CKOGKM «[]»);
+ <path> - nyTb Kk hainny Ha TFTP-cepBepe.
« usb://usb_name:/PATH
+ usb_name - nmsa HasHaueHHoe USB-HocuTento. Bo3MOXHO NOCMOTPETb KOMaHAOA
devices" (cm. pasgen show storage-devices);
+ <path> - nyTb K haitny Ha USB-HocuTene.

Ull

show storage-
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« mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/14VF)
* mmc_name — ums HazHayeHHoe MMC-HocuTeno. BO3MOXXHO NOCMOTPETb KOMaHA0M "
storage-devices" (cm. pasgen show storage-devices);
+ <path> - nyTb K dhaintny Ha MMC-HocuTene.

+ system:factory-config — 3aBogckast KoHpurypauus;

+ system:default-config — kKoHurypaumsa no ymonuaxuto (nycras);

+ system:running-config — TekyLias koHUrypaums;

+ system:candidate-config — koHdhurypauus, kotopas OygeT NpYMeHeHa Noc/e BbINO/IHEHNUS KOMaH/bI
«commit»;

+ system:firmware — nporpammHoe o6ecneyeHune yctpoicTea. KonnpoBaHve Npov3BoanTCs ¢
HeaKTUBHOro ob6pasa NporpaMMHOro obecneyeHnst yCTponcTBa;

+ system:boot-1 — nepBuyYHbIi 3arpy3umnk yctpoiicta (SBI, bl1, x-loader).

+ system:boot-2 — BTOpuuHbIii 3arpy3umk yctpolictea (u-boot, boot).

« flash:critlog/FILE — nanka ansi coxpaHeHnsi COOGLLIEHNIA aapa 3a BCe BPeEMSA paboTbl YCTPOICTBA;

« flash:syslog/FILE — nanka gns coxpaHeHust NOroB TEKYLLE CECCUN, COXPaHSIETCA NOC/e Nepe3arpysku;

+ tmpsys:syslog/FILE — nanka 4ns coxpaHeHus /10roB TeKyLLein ceccun, He CoxpaHsieTcs nocne
nepesarpysky;

« flash:backup/FILE — nanka Ans coxpaHeHnsi pe3epBHbIX KONUiA TEKYLLMX KOHhurypaumii
MapLUpyT13aTopa;

« flash:data/FILE — nanka gns ckauvBaHusi oaiiioB ¢ MapLupyTM3aTopa.

show

<DESTINATION> — Ha3sHaueHue, 3a4aéTcA B BUAE:

- tftp://<ip>[<port>]:/<path> — agpec gaitna Ha TFTP-cepsepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> - nyTb K paintny Ha TFTP-cepBepe.
- tftp://<ipv6>[%<interface>|[<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
« <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBoniom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
+ <path> - nyTb Kk hainny Ha TFTP-cepBepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTbL UMSA NO/SIb30BATEsS MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOIYAHMID MOXHO KOMaHZol ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepBep, otaenseTcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
+ <interface> — ncxogsawwii ceteBoit nHtepdpeic ans link-local agpecos;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTbL UMSA NO/SIb30BATEsS MO YMOTYAHMNI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOIYAHMI MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mKeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- sftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTb UMSA NO/SIb30BATESS MO YMOTYAHMNI0 MOXHO KOMaHZAoM ip
sftp client username, onncaHHoii B ip sftp client username);
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+ <password> — naposib (HaCTPOUTb Naposib MO YMOTYAHMI MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepsep, otaenseTcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
+ <interface> — ncxogsawwii ceteBoit nHtepdpeic ans link-local agpecos;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTbL UMSA NOSIb30BATE/NS MO YMOTYAHMNI0 MOXHO KOMaHZAoM ip
sftp client username, onncaHHoii B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYaHMI MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBoniom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec cepBepa;
* <user> — UMs Nosib3oBatensi (HaCTPOUTbL UMSA NOJSIb30BATEsS MO YMOUYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPoOUTbL Naposib MO YMOYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
+ <port> — nopT, koTopbIin cnywaeT TFTP-cepBep, otaenseTcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> - nyTb K haiiny Ha cepsepe.
+ scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
+ <interface> — ncxogsawwii ceteBoit nHtepdpeic ans link-local agpecos;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTbL UMSA NO/SIb30BATEsS MO YMOTYAHMNI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHnHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBoniom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mKeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
+ <path> - nyTb K haiiny Ha cepsepe.
+ usb://usb_name:/PATH
+ usb_name - umsa HazHauyeHHoe USB-Hocutento. Bo3aMoXXHO NOCMOTPETb KOMaHAo "show storage-
devices" (cm. pasgen show storage-devices);
+ <path> - nyTb K haitny Ha USB-HocuTene.
« mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/14VF)
* mmc_name — ums HazHa4yeHHoe MMC-HocuTento. Bo3MOXHO NOCMOTPETbL KoMaHaow “show
storage-devices" (cm. pasgen show storage-devices);
+ <path> - nyTb K chaintny Ha MMC-HocuTene.
+ system:candidate-config — koHpurypaums, kotopasi 6yaeT NpMMEHeHa NOC/1e BbINO/THEHWA KOMaHApb!
«commit»;
+ system:licence — nnueH3nA yCTPONCTBA;
+ system:boot-licence — nuueH3ns ycTpoiicTea, NPUMEHSAIOLWAACA NP 3anycke BTOPUYHOTO 3arpy3umnka;
+ system:firmware — nporpaMMHoe obecneyeHune ycTpoiicTBa. KonnpoBaHue Bcerga nponcxoanT B
HeakKTUBHbI 06pa3 NPOrpaMmMHOro o6ecneyeHnst yCTpoiicTBea,
+ system:boot2 — BTOpuyHbIN 3arpy3umnk yctpoiictea (u-boot, x-loader);
+ certificate/ca/ — nanka gns xpaHeHus cepTudmkara ya0CTOBEPSIIOLLETO LEHTPA;
« certificate/dh/ — nanka gnsa xpaHenus kntoya Auddoun-Xennmaxa,;
« certificate/server_key/ — nanka ans xpaHeHusi npueartHoro kntoua OPENVPN-cepsepa;
« certificate/server_crt/ — nanka gns xpaHeHua npuBatHoro kntova OPENVPN-cepsepa;
« certificate:client-key/FILE — nanka gna xpaHeHus npusatHoro kntoda OPENVPN-knveHTa;
« certificate:client-crt/FILE — nanka gns xpaHeHus ceptudpmkata OPENVPN-knneHTa;
« certificate/ta/ — nanka gns xpaHeHms HMAC-knoua;
« certificate/crl/ — nanka gna xpaHeHns cnmncka 0To3BaHHbIX CEPTUXMKATOB;
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+ flash:data/FILE — nanka gns ckauvBaHusi aiiioB ¢ MapLupyTM3aTopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
ROOT

Mpumep 1

esr# copy tftp://10.100.100.1:/esr.cfg system:candidate-config

Mpumep 2

esr# copy tftp://10.100.100.1:/crl.pem system:certificate/crl/crl.pem

count-backup

[aHHol KomaHAo ycTaHaB/IMBaETCA MakCMasibHOE KO/IMYECTBO JI0Ka/IbHO COXPaHAEMbIX pe3epBHbIX KOMWi
KOHurypauuii.

Mpwn ncnonb3oBaHUM OTPULATENBHOM (DOPMbI KOMaHAbl (NO) ycTaHaBNMBAETCS 3HAUYEHME MO YMO/TYAHMIO.

CuHTakcuc
count-backup <NUM>

no count-backup

MapameTpbl

<NUM> — MakcuMasibHOe KO/IMYECTBO fI0Ka/IbHO COXPaHSAEMbIX Pe3ePBHbIX KONWU KoHUrypaumii. MpuHumaet
3HaueHus B AvanasoHe [1..100].

3Ha4yeHue no ymonyaHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-ARCHIVE
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Mpumep:

esr(config-archive)# count-backup 20

delete

[laHHas KomMaHAa CNyXuT ANa yaaneHust MUEH3NI, CepTUMKATOB, KoUed.

CuHTakcuc

delete <FILE>

MapameTpbl

<FILE> — Tvn (paiina, MOXeT NpUHUMAaTb Crieaytolime 3HaueHus (Mpy yaaneHne 13 nanku Heo6xoAMMo yKasaTb
HasBaHwue halina):

flash:backup/FILE — nanka gns coxpaHeHusi pe3epBHbIX KONUiA TEKYLLMX KOHurypauwmii
MapLupyTM3aTopa;
flash:critlog/FILE — nanka ans coxpaHeHnsi COO6LLIEHNIA aapa 3a BCe BPeMs paboTbl YCTPOIACTBA;
flash:data/FILE — nanka gns ckaumBaHusi chaii/ioB C MapLIpyTM3aTopa;
flash:syslog/FILE — nanka gnis coxpaHeHus NOroB TEKYLLEN CECCUN, COXPaHSIETCA NOC/Ee Nepesarpysku;
tmpsys:syslog/FILE — nanka ans coxpaHeHusi /I0roB TeKyLLeli ceccum, He CoXpaHseTcsa nocne
nepesarpysku;
certificate/ca/FILE — nanka ans xpaHeHusi cepTudonkaTa yaoCTOBEPSAIOLLENO LEHTPA;
certificate/dh/FILE — nanka gns xpaHeHus kntova Auddu-Xennvaxa;
certificate/server_key/FILE — nanka gns xpaHeHus npmBaTHoro ktoya IPsec/OpenVPN-cepBepa;
certificate/server_crt/FILE — nanka gns xpaHeHus nyénuyHoro ceptudpmkara IPsec/OpenVPN-cepBepa;
certificate:client-key/FILE — nanka gns xpaHeHus npusartHoro kitoda OpenVPN-knneHTa;
certificate:client-crt/FILE — nanka gnsi xpaHeHus ceptudpmkata OpenVPN-kneHTa;
certificate/ta/FILE — nanka ans xpaHeHnss HMAC-knoua;
certificate/crl/FILE — nanka gns xpaHeHUsi Cnyicka 0TO3BaHHbIX CepPTUMKaTOB;
system:licence — nuueH3na oNA akTBaumMm yHKUMOHaNa, TPebyoLWero NMLEH3NIo;
system:boot- licence — nMueH3nsa ycTpoincTea, NPUMEHAIOLWAACS NPy 3anycke BTOPUYHOIO 3arpy3umka;
usb://usb_name:/FILE

+ usb_name - nms, HazHayeHHoe USB-HocuTento. Bo3aMOXHO NOCMOTPETb KOMaHAon "show storage-

devices" (cm. pasgen show storage-devices);

+ <FILE> - nyTb Kk pariny n ero umsa Ha USB-HocuTene.
mmc://mmc_name:/<FILE> (kpome ESR-10/12V/12VF/14VF)

* mmc_name — ums HazHa4yeHHoe MMC-HocuTento. Bo3MOXHO NOCMOTPETbL KoMmaHaow “show

storage-devices" (cm. pasgen show storage-devices);
+ <FILE> - nyTb Kk pariny un ero umsa Ha MMC-HocuTene.

Heo6xoaumblii ypoBeHb NpuBUiernii

15

KomaHgHbIi pexum

ROOT
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Mpumep:
esr# delete system:certificate/dh/dh.key

dir
[laHHas KoMmaHAa No3BOJISIET 0TO6PA3NTL COAEPXMMOE BHELLHUX HocuTenei nidpopmauum (USB/MMC kapT
namsiT) U NOKasIbHbIX pa3fenoB MapLupyTusaropa.

CuHTakcuc

dir <PATH>
{ usb://<USB-device-name>/<PATH> | mmc://<MMC-device-name>/<PATH> | flash:backup/FILE |
flash:data/FILE }

MapameTpbl
<PATH> — nma nokanbHOro pasgena nnm nyTb 40 Nanky Ha BHeLWHeM HocuTene. NpruHMMaeT 3HavyeHus:

« flash:critlog/ — nanka ans coxpaHeHusi COO6LLEHNIA aapa 3a BCe BPeMs paboTbl YCTPOIACTBA;
+ flash:syslog/ — nanka gns coxpaHeHusl 10rOB TEKYLLEl CeCCUM, COXPaHAETCS NOC/e nepesarpysky;
+ flash:backup/ — nanka gns coxpaHeHus pe3epBHbIX KOMUIA TEKYLLIMX KOHQIUIYpaLuii MapLLpyTu3aTopa;
+ flash:data/ — nanka gns ckaumBaHusi haii/ioB ¢ MapLIPyTM3aTopa;
+ tmpsys:syslog/ — nanka gns coxpaHeHusl IOTOB TEKYLLE CECCUM, HE COXPaHSETCA Noc/e nepesarpyskuy;
+ certificate/ca/ — nanka gns xpaHeHus cepTudmkara ya0CTOBEPSIIOLLETO LEHTPA;
« certificate/dh/ — nanka gnsa xpaHenus kntoya Auddoun-Xennmaxa,;
« certificate/ta/ — nanka gns xpaHeHmsa HMAC-knoua;
« certificate/crl/ — nanka gns xpaHeHWs cnucKka 0TO3BaHHbIX CEPTUCIMKATOB;
« certificate/server_key/ — nanka ans xpaHeHusi npueartHoro kntoua IPsec/OpenVPN cepBepa;
« certificate/server_crt/ — nanka gns xpaHeHus ny6nmuHoro ceptudukata IPsec/OpenVPN cepBepa;
« certificate:client-key/ — nanka ans xpaHeHusi npueatHoro kntodya OpenVPN-KNneHTa;
« certificate:client-crt/ — nanka gnsa xpaHeHus ceptudpmkara OpenVPN-kNneHTa;
+ usb://usb_name:/PATH
+ usb_name - nms, HazHayeHHoe USB-HocuTento. Bo3aMOXHO NOCMOTPETb KOMaHAoi "show storage-
devices" (cm. pasgen show storage-devices);
+ <PATH> - nyTb K dpaiiny Ha USB-HocuTene.
« mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/14VF)
* mmc_name — ums HazHa4yeHHoe MMC-HocuTento. Bo3MOXHO NOCMOTPETbL KoMmaHaow “show
storage-devices" (cm. pasgen show storage-devices);
+ <PATH> - nyTb K dpaiiny Ha MMC-HocuTene.

<USB-device-name> — Ha3Ha4yeHHoe cuctemori umsa USB-Hocutensa. OTobpaxaeTcs B BbiBOAe KOMaHAbl show
storage-devices usb, pasgen show storage-devices.

<MMC-device-name> — HazHauyeHHoe cuctemoin M MMC-Hocutens. OTobpaxaeTcs B BbiIBOAE KOMaHAbI
show storage-devices mmc, pasgen show storage-devices.

« flash:backup/FILE — chaiin gnsi coxpaHeHus pe3epBHbIX KOMWI TEKYLLUX KOHGIUIypaLmii
MapLLpyTU3aTopa;
« flash:data/FILE — nanka gns ckaumBaHusi haiinioB C MapLIpyTM3aTopa;

<PATH> - nyTb o Heobxoaumoli nanku Ha USB/MMC-HocuTene.

flash:backup/FILE — chaiin gna coxpaHeHus pe3epBHbIX KOMWii TEKYLLMX KOHGIUIypaumin MapLupyTM3aTopa;
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flash:data/FILE — nanka gns ckaumBaHusi aiinoB ¢ MapLupyTM3aTopa.

Heo6xoaumblii ypoBeHb NpuBUiernii

1

KomaHgHbIi pexum

ROOT

Mpumep:

esr# dir mmc://EF28-D074

Name Type Size

esrl0e0-1.4.0-build21l.uboot File 0.00 B

.Trash-1000 Directory 0.00 B
merge

[aHHas KomMaHAa CNyXuT ANna 06beAMHEHNS NOKANIbHOTO UK 3arpy)XaemMoro dpaiina KoHdmrypauum ¢
candidate-config.

CuHTakcuc

merge <SOURCE> system:candidate-config

MapameTpbl

<SOURCE> — ncrtouHuk, 3a0aétca B BUAE:

- tftp://<ip>[<port>]:/<path> — agpec gpaiina Ha TFTP-cepBepe, rae:

<ip> — IP-agpec TFTP-cepBepa;
<port> — nopT, koTopbIi cnywaeT TFTP-cepeep, otaensiercs ot IP-agpeca CUMBONOM «#» NN «»;
<path> — nyTb Kk dpariny Ha TFTP-cepBepe.

. tftp: //<|pv6>[°/o<|nterface>][<port>] /<path> — agpec daiina Ha TFTP-cepBepe, rae:

+ <ipv6> — |IPv6-agpec TFTP-cepBepa;

<interface> — ncxogswmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPv6-agpeca cumsosniom '# wnn "' (B
AaHHOM cnydae IPv6-afipec AonxeH GbiTh 3aK/MOUEH B KBAPATHbIE CKOOKM «[]»);

<path> — nyTb Kk dpariny Ha TFTP-cepBepe.

« ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

<ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatensi (HaCTPOUTb UMSA MO/Ib30BaTesIs M0 YMOTYAHMI0 MOXHO KOMaHZoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOIYAHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHoi B ip ftp client password);

<port> — nopT, koTopbIi cnywaeT TFTP-cepeep, otaensietcs ot IP-agpeca CUMBONOM «#» NN «.»;
<path> — nyTb K dpaiiny Ha FTP-cepBepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;
<interface> — ncxogswmii ceteBoi nHtepdelic ans link-local aagpecos;
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<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYAHMI MOXHO KOMaHZoW ip ftp client password,
onucaHHoi B ip ftp client username);

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumsosiom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mKeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — nyTb Kk dpaiiny Ha FTP-cepsepe.

. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-apgpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NMO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOTYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopt, koTopblli cnywaeT TFTP-cepsep, oTaensetcsa ot IP-agpeca CMMBOIOM «#» UK «»;
<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogawmin cetesoi nitepdeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NMO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOTYAHMIO MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepBep, otaensietcs ot IPvé-agpeca cumsosiom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/0UeH B KBaApaTHble CKOBKM «[]»);

<path> — nyTb Kk dpaiiny Ha FTP-cepsepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHnHoi B ip ssh client username);

<password> — napo/sib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb K dpariny Ha cepsepe.

« scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogawmin cetesoi nHitepdpeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHnHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMID MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumsosiom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/1oUeH B KBaApaTHble CKOBKM «[]»);

<path> — nyTb K dpariny Ha cepsepe.

« http://<ip>[<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:

<ip> — IP-agpec HTTP-cepBepa;
<port> — nopT, Ha KoTopom 3anyuweH HTTP-cepsep, otaensaetca ot IP-agpeca CMMBOIOM «#» Un
«»,

<path> — nyTb Kk pariny Ha HTTP-cepsepe.

* http: //<|pv6>[°/o<|nterface>][<port>] /<path> — agpec dpaiina Ha HTTP-cepBepe, rge:

+ <ipv6> — IPv6-agpec HTTP-cepBepa;

<interface> — ncxogawmin cetesoi nitepdeiic ans link-local agpecos;

<port> — nopT, Ha koTopom 3anyweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnn
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUYEH B KBaApaTHble CKOGKM «[]»);

<path> — nyTb Kk pariny Ha TFTP-cepBepe.
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« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
thanna Ha HTTPS-cepsepe, rae:

+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPSIOLLENO CepBepa B COOTBETCTBYIOLLEM pa3aene

namMsaTu MapLupyTmM3aTopa;

+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namMaTu MapLupyTmM3aTopa;

+ <SK-FILE> — ums halina npyBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gesie naMaTu
MapLupyTm3aTopa,;

+ <ip> — IP-agpec HTTP-cepBepa;

+ <port> — nopT, Ha KoTopom 3anyweH HTTPS-cepeep, otaensercs ot IP-agpeca CUMBOMOM «#» nnu

«»,;
+ <path> - nyTb K hainny Ha HTTP-cepBepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:

+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPSAIOLLENO cCepBepa B COOTBETCTBYIOLLEM pa3aene

namMsaTu MapLupyTmM3aTopa;

+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namMaTu MapLupyTmM3aTopa;

+ <SK-FILE> — nms chalina npyBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gesne naMaTu
MapLupyTm3aTopa,;

+ <ipv6> — IPv6-agpec HTTPS-cepBepa;

+ <interface> — ncxogsawwii cetesoit nHtepdpeic ans link-local agpecos;

+ <port> — nopT, Ha KoTopom 3anyuieH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm

"' (B maHHom cniyyae IPv6-aapec Ao/mkeH ObiTb 3aK/TH0UeH B KBaApaTHbIE CKOGKM «[]»);
+ <path> - nyTb K paintny Ha TFTP-cepBepe.
+ flash:data/FILE — nanka gns ckauvBaHusi aiiioB C MapLupyTM3aTopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbI pexum
ROOT
Mpumep

esr# merge tftp://10.100.100.1/esr.cfg system:candidate-config

path

[aHHOoI KomaHAoM onpeaenstoTca NPOTOKON, aApec cepBepa, a Takke pacrnonioxeHne 1 npegurkc MMeHun
(haiina Ha cepepe. NMpu BbINOSIHEHUN Pe3epBMPOBaHNA K NpedinKcy MMeHn daina gobasnserca Tekyllee
Bpems u gata B chopmare rrrrmMag_4Y4mMmcCc.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yAanseT ycTaHOB/IEHHOE 3HAaUYeHMe.

CuHTakcuc
path <PATH>
no path
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MapameTpbl

<PATH> - chopmar nyTu 40 nNanku Ha yaasieHHOM cepBepe no npotokonam tftp/ftp/sftp/scp B ogHOM 13
chepytoumx hopmartos:

- tftp://<ip>[<port>]:/<path> — agpec gaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, KoTopbIin cnywaet TFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> - nyTb k paitny Ha TFTP-cepBepe.
- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
+ <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
AaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/OUeH B KBapaTHble CKOBKM «[]»);
+ <path> - nyTb k paitny Ha TFTP-cepBepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-apgpec FTP-cepBepa;
* <user> — UMs Nosb3oBaTenst (HaCTPoOUTbL UMS NOJIb30BATEsS MO YMOTYAHMID MOXHO KOMaHZAoM ip
ftp client username, onucaHHoli B ip ftp client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOYaHMI MOXHO KOMaHzoli ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, KkoTopbIin cnywaet TFTP-cepsep, otgensetcs ot IP-agpeca CMMBONOM «#» UNN «»;
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]./<path>
+ <ipv6> — IPv6-agpec FTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
* <user> — UMs Nosb3oBaTenst (HaCTPoOUTbL UMS NOJIb30BATE/S MO YMOMYAHMID MOXHO KOMaHZoM ip
ftp client username, onucaHHoli B ip ftp client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOUYaHMI MOXHO KOMaHzoli ip ftp client password,
onucaHHoi B ip ftp client username);
+ <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
AaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/OUeH B KBaApaTHble CKOBKM «[]»);
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- sftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMs Nosb3oBaTenst (HaCTPoOUTbL UMS NOJIb30BATEsS MO YMOMYAHMID MOXHO KOMaHZAoM ip
sftp client username, onncaHHoii B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYAHMI MOXHO KOMaHoii ip sftp client
password, onucaHHoli B ip sftp client password);
+ <port> — nopT, KkoTopbIin cnywaet TFTP-cepBep, otgensetcs ot IP-agpeca CMMBONOM «#» UNN «»;
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
* <user> — UMs Nosb3oBaTenst (HaCTPoOUTbL UMS NOJIb30BATEsS MO YMOMYAHMID MOXHO KOMaHZoM ip
sftp client username, onncaHHoii B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposib MO YMOYAHMI MOXHO KOMaHoii ip sftp client
password, onucaHHoli B ip sftp client password);
+ <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
AaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/OUeH B KBaApaTHble CKOBKM «[]»);
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
« scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec cepBepa;
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<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHnHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMID MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — noprt, koTopblli cnywaeT TFTP-cepsep, oTaensetcsa ot IP-agpeca CMMBOIOM «#» UK «»;
<path> — nyTb K dpariny Ha cepsepe.

« scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepBepa;

<interface> — ncxogawmin cetesoi nitepdeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NMO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZo ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepBep, otaensietcs ot IPvé-agpeca cumsosiom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mKeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — nyTb K dpariny Ha cepsepe.

Heo6xoaumblii ypoBeHb NpuBUiernii

15

KomaHgHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# path tftp://10.10.10.1:/esr-1000/config

restore

[JlaHHan komMaHza No3BOJISIET OTMEHUTb NPUMEHEHHYO, HO HENOATBEPXKAEHHYH KOHPUrypaumio 1 BEpPHYTLCS K
nocnegHei noaTeepxaeHHol. KomaHga npUMeHsIETCS Ko BCel KoHdurypauum yctpoiictea. OTMeHa
M3MEHEHWI I MOXET ObITb BbINOMIHEHA TO/ILKO A0 BBOAA KOMaHAb! «confirm». Mpu BbINOHEHUN KOMaHAbI
«restore» NPoOMCXoaMT NOTePst HENOATBEPXKAEHHON KOHbUrypauuu.

CuHTakcuc

restore

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui

10

KomMaHAHbIV peXxum

ROOT
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Mpumep:

esr# restore

OcyLlecTBEH BO3BpAT K Noc/iefHe NoATBEPXKAEHHONM KOHMIypaumu.

rollback
[JaHHan KomaHaa no3BoseT U3MeHUThL cogepxmmoe candidate-config.

KomaHga npumeHseTcs Ko BCeli KOHhurypaumm ycTponcTsa.

CuHTakcuc
rollback [to-backup <FILENAME>]

MapameTpbl

<FILENAME> — nms cpaiina paHee coxpaHeHHoI koHdurypaumm us pasgena flash:backup/ mapwpyTtumsartopa.

3HauyeHue No ymosi4aHuio

Be3 ncnonb3oBaHusa knouva "to-backup” B candidate-config konupyetcs Tekywias "running-config".

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
ROOT

Mpumep:

esr# rollback

MpousBefeHa 0OTMeHA BCEX HEMPUMEHEHHbIX M3MEHEHWI B KOHCOUTypaLmu.

save

KomaHga cnyxumt ans coxpaHeHns CANDIDATE-koHurypaymm B NOCTOSAHHYIO NaMsiTb YCTPOMCTBA.

CuHTakcuc

save
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KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# save

CoxpaHeHue TekyLlei koHurypaumm Ha Flash-namaTe ycTpolicTea.

show bootvar

[aHHaa kKomaHga cnyxuT A/1s npocmoTpa MHopmaumm 06 obpasax nporpaMmmMHOro obecnevyeHus,

3arpy>XeHHbIX Ha YCTPOICTBO.

CuHTakcuc

show bootvar

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show bootvar
Image Version

1 1.0.7 build 119[5cd22b8]

2 1.0.7 build 119[5cd22b8]

date 22/12/2015 time
18:00:47
date 22/12/2015 time
18:00:47

Status

Not Active

Active

ESR-Series. CnpaBoyHUK komaHz CLI

After reboot
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show boot-licence

[JaHHas komaHza CnyxuT An1s NpocMoTpa MHGopMaLuy 06 akTUBHOW NINLEH3MM YCTPONCTBA NPUMEHSIEMbIX HA
aTane 3arpy3ku BTOPUYHOTO 3arpy3ymka.

CuHTakcuc

show boot-Tlicence

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show boot-licence
Licence information

Name: Eltex

Version: 1.0

Type: ESR-1000

S/N: NPO100O0O530

MAC: A8:F9:4B:AA:44:BB
Features:

KSS - Kaspersky Security System

show candidate-config

[laHHOli KOMaHAOo OCyLLECTBNAETCA NPOCMOTP KOHUIypaLuum yCTpoiicTBa, kKoTopasi 6yAeT ycTaHOB/IEHA
nocnie NpUMeHeHNs HacTpoek (KomaHaa «commit»).

CuHTakcuc

show candidate-config [ full ] [ <SECTION> ]

MapameTpbl
full — knou gna oTobpaxeHns B KOHUIYpaLUmn 3Ha4YeHW BCEX NapaMeTpoB, B TOM YMC/1€ N HEHACTPOEHHbIX.
<SECTION> — pasaen koHgurypaumu:

* @aa — HacTpolika napaMeTpoB ayTEeHTUUKALMM, aBTOPU3ALUN U YUET];
+ access-list — KOH(pUrypaums cnMckos JOCTyna;
« bridges — koHbUrypaLms ceTeBbIX MOCTOB;

+ [<NUM>] - Homep ceTeBoro mocTa.
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+ channel-group - KoHMrypauus rpynnel arperauum KaHasos;
+ clock — koHurypaums cuctemHbIX YacoB MapLupytusatopa u NTP-npoTokona;
+ dhcp — koHdurypauns DHCP-cepBepa, knneHTa n Relay-areHTa;
+ domain - koHurypauus domain lookup;
+ content-provider — KOH(pMrypaums NCTO4YHMKA 0GHOBNEHWIA NPaBW/ pacnpocTpaHsaeMbIX No
KOMMepYeCKOW /IMLEH3NN;
+ dual-homing — koHdurypaums cepsuca Dual Homing ' ;
+ extended — pacluMpeHHbI BbIBOA KOHbUrypaumu;
+ hostname — ceTeBoe 1M MapLLpyTU3aTOP3;
« interfaces [<IF>] — KoHUrypauua nHTepdeincos:
+ <IF> - HaumeHoBaHWe nHTepdelica, 3a4aéTcA B BUAE, ONUCAHHOM B pasgene Turbsl 1 nopsaok
MMeHOBaHWs MHTepdeincoB MapLupyTmsaropa.
* ip-address — koHGurypauums IP-nHTepdeiicos;
* ipv6 [<SUBSECTION>] — koHdpurypaums IPv6:
+ address — koHurypaums IPv6-nHtepdencos;
+ dhcp [<SUBSECTION>] — koHurypaums IPvé DHCP-cepBrcoB:
+ client — koHpurypauyms IPvé DHCP-cepBepa;
* relay — koHdpurypauus IPv6 DHCP Relay-areHTa;
+ server — KoHthurypauus IPve DHCP-knneHTa.
« routing [<SUBSECTION>] — koHdpurypauus IPv6-mapLupyTusaLmm:
+ bfd - koHpurypaumsa npotokona IPvé BFD;
* bgp — koHdurypaums npotokona IPvé BGP;
+ ospf — koHGmurypaums npotokona OSPFv3;
+ prefix-lists — koHdurypaums IPvé npedmkc-nmcTos;
* rip — koHurypaums npotokona RIP;
+ static — KOHUrypaumus ctaTmyeckmx MapLupyToB.
« vrrp — KoHdpurypauus IPvé VRRP-npoTtokona.
« dialplan — koHdUrypaums nnaHa Hymepaumu;
+ lldp — koHurypaums npotokona LLDP;
* mac-address-table — koHurypaums Tabnuusl MAC-agpecos ' ;
* mailservers — KOH(pMrypaums Nno4ToBbIX CEPBEPOB U JOMEHOB;
* mdns — doyHkLMoHasia mMDNS;
* mirroring — KOHMrypauys 3epkainposaHus ' ;
* mpls — KOHMrypauusi NpoTokonoB TexHonorum MPLS;
* mdns — KoHurypauusa gyHkumoHasna mDNS;
+ multiwan — koHhurypaumsa cepsuca pesepsrpoBaHuns n 6anaHcuposkm WAN-nHTepdeincos;
+ nat [<SUBSECTION>] — koHdpurypauus cepsrca NAT:
* source — KoHpurypauusa cepsuca Source NAT,;
+ destination — koHburypaymsa cepuca Destination NAT;
+ alg — KoHurypauus anroputma NAT.
+ netflow — koHdurypaumsa Netflow npotokona;
+ object-groups [ <TYPE> [ <NAME> ] | — koHburypauus npocuneis;
+ <TYPE> — T1in npothnns, NpyHMMaET 3HaUYEHUS:
« content-filter;
+ email;
* network;
+ address-port;
+ application;
* mac;
* service;
* url.
+ <NAME> - nmsa npochunsa 3agaHHoro Tuna.

« port-security — KoHcburypauus Port Security '
* qos — KoHurypaums QosS;
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remote-access [<SUBSECTION>] — koHdourypaums npocouneiin L2TP over IPsec n PPTP-cepBepos;

* 12tp — kKoHpurypaumsa npodounein L2TP over IPsec-cepBepos;

* pptp — KoHurypauus npoduneii PPTP-cepsepos;

* openvpn — KoHurypauus npoduneit OpenVPN-cepBepos;
remote-client — koHurypaums yganeHnHoro goctyna (SSH, Telnet, etc.);
rmon — koHgurypauus RMON,;
routing [<SUBSECTION>] — KoHdpurypauus MapLupyTu3aLmm:

+ bfd — koHpurypaumsa npotokona BFD;

*+ bgp — koHpurypauumsa npotokona BGP;

* isis — koHGurypaums npotokona IS-IS;

+ key-chains — koHdurypaums kn4en ayteHTMdnKaumm;

+ ospf — koHdpurypauus npotokona OSPF;

« prefix-list — koHUrypaumsa npedmKc-NncToB;

* rip — KoHurypauus nportokona RIP;

* route-maps — KOHurypauma MapLupyTHbIX KapT

* [<RM-NAME> ] — umsa mMapLupyTHOIA KapTbl.

+ static — KOHUrypaums ctaTmyeckmx MapLupyToB.

securlty [<SUBSECTION>] — koHdpurypaumsi cepsucos IPsec VPN u Firewall;
+ antispam - koHburypaumsa npocpunen cepsuca «AHTUCNaAMY,

+ ike — koHpurypaums IKE;

*+ ipsec — KoHpurypauus IPsec

*+ zone — KOoHurypaums 30H Firewall;

*+ Zone-pair — KoHurypaums nepexofos mMmexay 3oHamu Firewall;
Sip — KOoHpurypaumsa npoTtokona SiP;

+ profile — koHdurypaums SIP-npochuneis;

* service — KoHpurypauus SIP-;
sflow — koHurypaums sFlow npotokona;
snmp — koHgurypaums SNMP-cepsepa;
spanning-tree — KoHhUrypaums NpoTOKO/I0B cemeicTBa Spanning Tree;
sla — koHpurypaums cepsuca IP SLA
system — KOHpMrypaumsa o6LecnCcTeMHbIX NapamMeTpos;
syslog — koHdurypauums cepsuca Syslog;
tracks — koHGurypauus Tracking-o6bEKTOB.
tunnels [<TYPE> [<NUM> | | - koHcburypaumsi TyHHene:

* <TYPE> — TUN TyHHENA, NPUHNMAET 3HAYEHUSA:

+ gre — KoHgurypauuss GRE-TyHHenen;

* ip4ip4 — koHpurypaums IPv4 over IPv4-TyHHenel;
* 12tp — KoHpurypaunsa L2TP-TyHHenels;

* 12tpv3 — koHpurypaumsa L2TPv3-TyHHenen;

* It — KOHUrypauusa nornyecknx TyHHenerw;

- softgre — koHdurypaums SoftGRE-TyHHenei ';

+ vti — koHurypauna VTI-TyHHenen;

* pptp — KoHpurypauus PPTP-KIMeHTOB;

* pppoe — KoHdmrypaums PPPOE-KNNEHTOB;

* |12tp — koHdurypaums L2TP- knneHToB;

+ openvpn — koHgurypaumsi OPENVPN-kneHToB;

+ <NUM> - Homep TyHHensa AaHHoro tMna B KOHdUrypauuy MapLupytusaropa.
vlans — koHdurypauus VLAN;
voice — KOHpurypaums ronocoBbIX CepBUCOB;
vrf — kKoHgurypauums VRF;
vrrp — koHGurypaumst VRRP-npoTokona;
wisla — KoHUrypaumsi cucteMbl MOHUTOPUHIA KadecTBa ycnyr WiSLA,
wireless-controller — koHgurypauns napameTtpos Wi-Fi kKoHTponnepa;
zabbix — koHurypauusa Zabbix-areHTa.
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& 1B tekyuieii Bepcun MO gaHHbIN hyHKLMOHAN NOA4EPKUBAETCS TOMbKO HA MApLLPYTU3aTOpaX

ESR-1000.

HeobOxoaumbili ypoBeHb NPUBUETAI

10

KomaHZHbIi pexum
ROOT

Mpumep:

esr# show candidate-config

ntp enable

ntp broadcast-client enable

syslog max-files 3

syslog file-size 512

syslog file default info

vlan 2

exit

security zone trusted

exit

security zone untrusted

exit

object-group service telnet
port-range 23

exit

object-group service ssh
port-range 22

exit

object-group service dhcp_server
port-range 67

exit More? Enter - next line; Space - next page; Q - quit; R - show the rest.

show configuration changes

[JlaHHOli KOMaHAO0 OCYLLECTBNAETCA NPOCMOTP Pa3/INUNA MeXay KOH(UIypaLoHHbIMK dhaiinamu.

CuHTakcuc

show configuration changes [<CONFIG> < CONFIG>]

MapameTpbl

<CONFIG> — KoHUrypaumoHHbIiA chaiin gns cpaBHeHMs. MoryT npyHMMaTb 3Ha4YeHUs:

+ candidate-config;
* running-config;

« factory-config;

+ default-config;

+ flash:backup/FILE.
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3HauyeHue No ymosi4aHuio

Be3 ykazaHua <CONFIG> oTobpaxaeTcs pasHuua mexay running-config n candidate-config.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT

Mpumep:

esr(config-)# show configuration changes
+ interface gigabitethernet 1/0/1.100

+ ip firewall disable

+ ip address 10.54.22.1/24

+ exit

show crypto certificates

[JlaHHas komMmaHAa BbIBOAUT MHDOPMALMIO O KOSIMYECTBE CEPTUCIMNKATOB.

CunHTakcuc
show crypto certificates [ <CERTIFICATE-TYPE> ]

MapameTpbl
<CERTIFICATE-TYPE> — Tn cepTucpmkara wiv Kioua, MOXeT NPUHUMaTh Criefytowmne 3HayeHus:

* ca — cepTudmnKaT ya0CTOBEPSIOLLErO cepBepa;
+ crl — cnucok 0To3BaHHbIX CEPTUMKATOB;

+ dh - knou Andbdomn-Xennmaxa;

+ server-crt — ny6/nM4YHbIV cepTudnkaT cepeepa;
* server-key — npvBaTHbIil K/1lOY cepBepa;

+ client-crt — cepTudmkar KNneHTa;

+ client-key — npuBaTHbIN K104 KNINEHTE;

+ ta — HMAC-k/iou.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# show crypto certificates
Type Total

ca 3

dh 1

server key 2

server crt 1

ta 1

crl 1

show licence

ESR-Series. CnpaBoyHUK komaHz CLI

[JlaHHas komMaHza CNyXuT 418 NpocMoTpa MHopMaLuy 06 akTUBHOW NNLEH3MUM YCTPOICTBA.

CuHTakcuc

show licence

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KomaHAHbIi pexum
ROOT

Mpumep:

esr# show licence

Licence information

Name: X-Telecom

Version: 1.0

Type: ESR-1000

S/N: NP01000046

MAC: A8:F9:4B:AA:03:20

Features:
DHCP - Dynamic Host Configuration Protocol
IDS - Empty description
SWUTIL - View interface's utilization

show running-config

[laHHas KomMaHAa CNyXuT A8 NPOCMOTPa TekyLel KoHurypauum ycTpoicTea.
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CuHTakcuc

show running-config [<SECTION>] [ full ]

MapameTpbl
<SECTION> - pasgen koHdurypaumm, onucaHme npmseaeHo B pasgene show candidate-config.

full — kntou ANs oTOBPAXEHNA B KOH(UIYpaLMM 3HAYEHWIT BCEX NApaMETPOB, B TOM YMC/e I HEHACTPOEHHbIX.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default -info
syslog console info

show storage-devices

[JlaHHOli KOMaHAo BbIBOANTCA MHOPMALMS O NOAK/THUYEHHbIX BHELIHUX HocuTeneit nicopmauun (USB/MMC
KapT namsTu).

CuHTakcuc

show storage-devices { usb | mmc }

MapameTpbl
usb — USB-Hakonutesib nHcopmawmn.

mmc — SD/MMC kapTa namaTu.

HeoG6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show storage-devices mmc

Name Total, MB Used, MB Free, MB
EF28-D074 99.79 72.64 27.15
show usb

[aHHOoI KomaHAoM BbIBOAUTCA MHGOPMaUUsa 0 nogknoveHHbIx USB-Hocutensx.

CuHTakcuc

show usb

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHAHbIi pexum
ROOT

Mpumep:

esr-1000# show usb

USB device Vendor Product ID Product version
1-1 Flash USB Disk 6.80
show version

[aHHasi KomaHga CnyxuT a1 NpocmoTpa TeKyLLEen Bepcun NporpammMHOro obecneyeHunst 1 annaparHoii 4yacTu
yCTpOWCTBA.

CuHTakcuc

show version

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9bdbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7

time-period

[laHHOI KomaHAol 3aaéTCa Nepuo BPEMEHM, MO UCTEYEHUM KOTOPOro ByAeT OCYLECTBNATLCS
aBTOMaTMYecKoe pe3epBupoBaHme KoHUrypaumm.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
time-period <TIME>

no time-period

MapameTpbl

<TIME> — nep1oanyHOCTb aBTOMaTUYECKOIO Pe3epBUPOBaHMSA KOHMIypaLmm, NPYHUMAET 3HaYeHe B
MuHyTax [1..35791394].

3Ha4yeHue no ymonyaHuio

720 MUHYT

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-ARCHIVE
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ESR-Series. CnpaBoyHUK komaHz CLI

esr(config-archive)# time-period 1440

type

[laHHOli KOMaHAO0I yCTaHaBNMBAETCA TUM COXPAHEHUSI Pe3ePBHbIX KOHUrypauuii mapLupyTusaropa.

Mpu MCrnonb30BaHUM OTpULATESIbHON (DOPMbI KOMaH/b! (N0) yCTaHAB/IMBAETCS PEXUM MO YMOJTYAHWIO.

CuHTakcuc

type <TYPE>

no type

MapameTpbl

<TYPE> - TN coxpaHeHns1 pe3epBHbIX KOHUrypaumii MapLupyTmsatopa. MpuHUMaeT 3HauYeHUs:

+ local — coxpaHeHu1s pe3epBHbIX KOHhUrypaumii MPOVCXOAVT B pasAen flash:backup/ c nmenem cpaiina
Bm,qa "config_YYYYMMDD_HHMMSS_username;" rae:

* YYYY - rog, cornacHo CMCTEMHbIM YacaM MapLupyTu3aTopa Ha MOMEHT 3anucu pe3epBHON Konun
KOHUrypauuu;

MM - mecsL, CornacHo CUCTEMHbIM Yacam MapLUpyTU3aTopa Ha MOMEHT 3anucu pe3epBHOL
KOMumn KoHdourypauuu,

DD - feHb, corlacHoO CUCTEMHbIM Yacam MapLupyTM3aTtopa Ha MOMEHT 3anucu pe3epBHO Konum
KOHUrypauuu,

HH - yac, cornacHo cucTeMHbIM Yacam MapLupyTu3aTopa Ha MOMEHT 3anncy pe3epBHON KONuu
KOHUrypauuu;

MM — MWHYTa, COr/TaCHO CUCTEMHbIM Yacam MapLlpyTM3aTtopa Ha MOMEHT 3annucu pe3epBHO
KOnumn KoHdourypauuu,

SS - cekyHAa, coriacHO CUCTEMHbIM Yacam MapLUpyTM3aTopa Ha MOMEHT 3anucy pe3epBHOi
KOMumn KOHdurypauum.

username — UMs YY4ETHOW 3anucu, B pamMmkax ceccum KoTopoli 6b1/1 BbINOTHEH «commit».

* remote — coxpaHeHUs1 pe3epPBHbIX KOHPUIypaumii NPOUCXOAST Ha YAaNeHHbI cepBep;
+ both — coxpaHeHusi pe3epBHbIX KOHhurypaumii B pasgen flash:backup n Ha yaaneHHsbiit cepsep.

3HauyeHue No ymosi4aHuio

remote

HeoG6xoaumblii ypoBeHb NpuBUiernii

15

KoMaHAHbIV pexum
CONFIG-ARCHIVE
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Mpumep:

esr(config-archive)# type both
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7 Hactpoiika TFTP-cepBepa

+ dscp enable ip tftp server local-port dscp
*+ enable

* ip tftp server

* local-port

dscp

KomaHpaa 3anaét 3HaveHne koga DSCP ansa ucnonb3oBaHusa B IP-3arofioBke ncxogsawmx naketos TFTP-
cepsepa.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (N0) ycTaHaBnmBaeT 3HadeHne DSCP no ymonuyaHuio.

CuHTakcuc

dscp <DSCP>
no dscp

MapameTpbl

<DSCP> - 3HaueHune koga DSCP, npuHumaeT 3HaueHve B gnanasoHe [0..63].

3Ha4yeHue no ymonyaHuio
0

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-TFTP-SERVER

Mpumep:
esr(config-tftp-server)# dscp 22

enable
[aHHoii komaHaown Bkntovaetcs TFTP-cepBep Ha MapLupyTm3aTope.

Micnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaH bl (No) oTkNouaeT TFTP-cepBep.

CuHTakcuc

[no] enable

MapameTpbl

OtcyTCTBYIOT.
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3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# enable

ip tftp server
JaHHaa komaHga nepeBoAnT MapLIpyTU3aTop B pexum KoHdurypuposaHua TFTP-cepeepa.
Pa6ounm pasgenom TFTP-cepsepa siBnsietcs flash:data/.

Mcnonb3oBaHue oTpuLaTenbHOM hopMbl KOMaH bl (NO) BbIK/IHOUAET U pasHacTpavBaeT TFTP-cepsep.

CuHTakcuc

ip tftp server vrf <VRF>

MapameTpbl

<VRF> - nms ak3emnnspa VRF, 3agaetcsa cTpokoii 4o 31 cumBosna, B paMkax Kotoporo 6yaet pabotatb TFTP-
cepsep.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# ip tftp server

local-port
[aHHoii komaHgon onpegensietca nopt TFTP-cepeepa Ha mapLupyTm3aTope.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.
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CuHTakcuc

local-port <PORT>

MapameTpbl

<PORT> — HOMep nopTa, NPUHUMAET 3HaueHne B gnanasoHe [1..65535].

3Ha4yeHue no ymonyaHuio
69

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# local-port 6212
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8 HacTtpoika DNS

+ domain ip host

+ domain lookup enable
+ domain name

« domain name-server

domain ip host
JaHHaa komaHga onpegenset cratmyeckyto DNS-3anuce.

icnonb3oBaHme oTpuLaTesibHoli (hopMbl KOMaHbl (N0) yaanseT 3anmchb.

CuHTakcuc
[no] domain ip host <NAME> <IP>

MapameTpbl
<NAME> — nms xocTa, 3agaéTcsa CTPOKOI A0 255 CMMBO/IOB.

<IP> — |P-agpec xocTa, 3aaaétcs B Buge AAA.BBB.CCC.DDD, rge kaxaas yacTb npuHMMaeT 3HadeHus [0..253].

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:
esr(config)# domain ip host eltex.loc 172.16.0.3

domain lookup enable
[aHHaa komaHaa BkNovaeT paspelleHne DNS-umeH.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHZbl (NO) BbIK/IHOYaET paspelleHre DNS-meH.

CuHTakcuc

[no] domain lookup enable [ vrf <VRF> ]

MapameTpbl

<VRF> — ums aksemnnsipa VRF, 3agaetcsa cTpokoi o 31 cumMBona, B pamkax KoToporo 6yaeT BKAHYEHO
paspeweHne DNS-umeH.

Heo6xoauMbIii ypoBeHb NpuBUierui
10
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KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# domain lookup enable

domain name
KomaHga no3sossieT HasHaunTb UMSA JOMeHa [J/1s MapLipyTusaropa.

icnonb3oBaHue oTpuLAaTeNbHO hopMbl KOMaHbl (N0) yaanseT UMs AoMeHa A5 MapLipyTu3aTopa.

CuHTakcuc
domain name <NAME>

no domain name

MapameTpbl

<NAME> — nmsa gomeHa mapLupyTtusaropa, 3agaércsa cTpokoii ot 1 4o 31 cMMBOOB.

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG

Mpumep:

esr(config)# domain name eltex-co.ru

domain name-server
JaHHaa komaHga onpepenset IP-agpec DNS-cepBepa, ucnosbzyemoro ansg paspeweHns DNS-uveH.

Mcnonb3oBaHue oTpuuaTenbHoW hopMbl KoMaHbl (no) yaansiet agpec DNS-cepeepa.

CuHTakcuc

[no] domain name-server <IP> [vrf <VRF>]

MapameTpbl

<IP> - IP-agpec ncnons3yemoro DNS-cepBepa, 3agaétcsa B Buae AAA.BBB.CCC.DDD, rae kaxaasn 4yacTtb
npuHUMaEeT 3HaueHus [0..255];
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<VRF> - nmsa ak3emnnspa VRF, 3agaetcs cTpokoit Ao 31 cMMBO/1a, B pamMmkax KoToporo 6yeT NpouCcXo4nTb
B3aumopgeicTtene ¢ DNS-cepsepom.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# domain name-server 172.16.0.1

115



9 HacTtpoiika mDNS-reflector

+ clear ip mdns-reflector

* ip mdns-reflector

* ip mdns-reflector services
+ show ip mdns-reflector

clear ip mdns-reflector

[aHHasi kKomaHga 06HOBNSET AaHHble B Kalle mMDNS-reflector.

CuHTakcuc

clear 1ip mdns-reflector

MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

HeoGxoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep
esr# clear ip mdns-reflector

ip mdns-reflector

ESR-Series. CnpaBoyHUK komaHz CLI

[JaHHasa komaHaa fob6asnseT nHtepdeiic B koHgurypaumio cepsmuca mDNS-reflector. Ansa 3anycka cepsuca

HY)XHO BK/IIOUMTb B KOHCUrypaLmo MUHUMYM ABa UHTepdelica.

icnonb3oBaHue oTpuuaTesibHoii koMaHapl (No) yaansiet nHtepdeiic n3 KoHgurypauum cepsrca mDNS-

reflector.

CuHTakcuc

ip mdns-reflector
no ip mdns-reflector

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.
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3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config-if-gi)# ip mdns-reflector

ip mdns-reflector services

[aHHaa komaHga aktusmpyet counstpaumio cepsmncos mDNS. Cepsucel, ykasaHHble B object-group <NAME>,
OyayT paspelleHbl, BCe OCTaslbHble OyayT 3anpeLleHbl. Ecnv cnucok donnstpaumm nycr, To 6yayT AOCTYMHbI
BCE CEpPBUCHI.

Mcnonb3oBaHue oTpuLaTesibHoi koMaHpbl (N0) OTK/UaeT dunsTpaumio ceperncos mDNS.

CuHTakcuc

ip mdns-reflector services <OBJ-GROUP-URL-NAME>
no ip mdns-reflector services

MapameTpbl

<OBJ-GROUP-URL-NAME> - nms npodmnsa URL-agpecos, 3agaétca cTpokoii 4o 31 cumsona.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG
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Mpumep

esr (config)# object-group url test

esr (config-object-group-url)# url _ssh._tcp.local
esr (config-object-group-url)# exit

esr (config)#

esr (config)# ip mdns-reflector services test

show ip mdns-reflector

[aHHasi KomaHAa BbIBOAWUT CNUCOK cepBMCOB M3 kalwa mMDNS-reflector.

CuHTakcuc

show ip mdns-reflector [ interfaces <IF> | service <NAME> ]

MapameTpbl

<IF> — uHTepdpelic unm rpynnbl MHTEPCHENCOB, 3a4aETCS B BUAE, ONMCAHHOM B pasgene Turbl 1 nopsifok
MMEHOBaHUSI HTEPIENCOB MapLIpyTU3aTopa;

<NAME> - nms npodmns URL-agpecos, 3agaétcsa cTpokori go 31 cumsona.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

HeoGxoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show ip mdns-reflector
Interface IP address Hostname Service Port

ESR-Series. CnpaBoyHvK kKomaHg, CLI

br21 172.

gi1/0/2.
gi1/0/2.
gi1/0/2.
gi1/0/2.
gi1/0/2.
gi1/0/2.
gi1/0/2.
gi1/0/2.

172.
172.
172.
172.
172.
172.

WEP-12ac
WEP-12ac
WEP-12ac
WEP-12ac
WEP-12ac
.0.
.11
.11
.11
.11
.11
.11
.11

[cl ol oMol oMOMO]

11

local
local
local
local
local
local
local
local

esr# show ip mdns-reflector service ssh
Interface IP address Hostname Service Port

.local _brcm-sb._tcp 80
.local _telnet._tcp 23
.local _ssh._tcp 22
.local _http._tcp 80
.local _https._tcp 443
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.

_ssh._tcp 22
_sftp-ssh._tcp 22
_eppc._tcp 3031
_rfb._tcp 5900
_smb._tcp 445
_airplay._tcp 7000
_raop._tcp 5000
_teamviewer._tcp 2020

br21 172.21.0.10 WEP-12ac.local _ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _sftp-ssh._tcp 22
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10 HacTpoika 06LLEeCUCTEMHbIX NapaMeTpoB

+ alias

+ hostname

+ show cpu network-load

+ show cpu history

+ show cpu processes

+ show cpu utilization

+ show system

+ show system id

+ system fan-speed

+ system config-confirm timeout

+ system cpu load-balance overload-threshold
+ system utilization softgre disable

alias

ESR-Series. CnpaBoyHvK kKomaHg, CLI

[JlaHHas komMaHAa AaeT BO3MOXHOCTb HACTPOUTb YKOPOUEHHbIE/CNeungnyHbIE KOMaH/bl B pa3/inyHbIX

KOMaHAHbIX pexunmax.

icnonb3oBaHue oTpuLaTenibHoi (hopMbl KOMaHbl (N0) yaanseT 3anmchb.

& [ns akTMBauum HaCTPOEHHbIX alias HeobxoauMo nepenoaknounTees K CLI MapLupyTrsaTopa.

CuHTakcuc
alias {<ALIAS_NAME>} {<MODE>} {<COMMAND>}
no alias <ALIAS_NAME>

MapameTpbl

<ALIAS_NAME> - nms HOBOI1 KOMaHApbI.

<MODE> - Ha3BaHus KOMaHAOHOIo pexnma B KOTOPOM MNMPUCYTCTBYET HOBasd KOMaHAa:

+ change-expired-password;
+ config;

+ config-aaa-das-profile;

+ config-aaa-radius-profile;
+ config-accsess-profile;

+ config-acl;

+ config-acl-rule;

+ config-archive;

+ config-bgp;

+ config-bgp-af;

+ config-bgp-group;

« config-bgp-neighbor;

+ config-bridge;

+ config-cellular-modem;
« config-cellular-profile;

+ config-class-map;

+ config-class-policy-map;
+ config-das-server;

+ config-dhcp-server;

+ config-dhcp-vendor-id;
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+ config-dnat;

+ config-dnat-pool;

+ config-dnat-rule;

+ config-dnat-ruleset;

+ config-eT;

« config-gre;

« config-if-gi;

« config-if-te;

« config-ike-gw;

« config-ike-policy;

+ config-ike-proposal;

+ config-ip4ip4;

+ config-ipsec-policy;

+ config-ipsec-proposal;

« config-ipsec-vpn;

+ config-ipvé-bgp-af;

+ config-ipvé-bgp-group;

+ config-ipvé-bgp-neighbor;
+ config-ipvé-dhcp-server;
« config-ipv6-ospf;

+ config-ipv6-ospf-area;

+ config-ipv6-ospf-vlink;

« config-ipvé-pl;

« config-ipvé-wan-rule;

« config-ipvé-wan-target;

+ config-ipvé-wan-target-list;
+ config-keychain;

« config-keychain-key;

« config-12tp-server;

« config-12tpv3;

+ config-ldap-server;

+ config-line-console;

+ config-line-ssh;

+ config-line-telnet;

+ config-loopback;

« config-lt;

+ config-mst;

+ config-multilink;

+ config-netflow-host;

+ config-network-policy;

« config-ntp;

+ config-object-group-application;
+ config-object-group-mac;
+ config-object-group-network;
+ config-object-group-service;
+ config-object-group-url;
+ config-openvpn;

+ config-openvpn-server;

+ config-ospf;

+ config-ospf-area;

+ config-ospf-vlink;

« config-pl;

+ config-policy-map;

+ config-pool;

« config-port-channel;

ESR-Series. CnpaBoyHUK komaHz CLI
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config-ppp-user;
config-pppoe;
config-pptp;
config-pptp-server;
config-profile;
config-qing-if;
config-radius-server;
config-rip;
config-route-map;
config-route-map-rule;
config-service-port;
config-sflow-host;
config-snat;
config-snat-pool;
config-snat-rule;
config-snat-ruleset;
config-snmp-host;
config-snmp-user;
config-softgre;
config-subif;

config-subscriber-control;
config-subscriber-default-service;

config-subtunnel;
config-tacacs-server;
config-tracking;
config-user;
config-vlan;
config-vrf;

config-vti;
config-wan-rule;
config-wan-target;
config-wan-target-list;
config-wireless;
config-zone;
config-zone-pair;
config-zone-pair-rule;
debug;

root.

ESR-Series. CnpaBoyHUK komaHz CLI

<COMMAND> - cTpoka pa3mepoM 96 cumsosios. KomaHga CLI. BBogutcsi No/IHOCTLIO, 6€3 cokpalyeHuii. Ans

BBOAa KOMaH/Abl N3 HECKOJIbKMX CJ/10B 06pa|v|nﬂeTc;| ,DIBOVIHbIMM KaBbl4YKaMu.

Heo6xoaumblii ypoBeHb NpuBUiernii

10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# alias qwe root "show version"
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hostname
KomaHga no3BosisieT Ha3HaunTb CeTeBoe MMS A1 MapLlpyTusarTopa.

icnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH/bl (N0) yCTaHAB/IMBAET MMSsI MapLUPyTM3aTopa no YMOSTYaHuHo.

CuHTakcuc
hostname <NAME>

no hostname

MapameTpbl

<NAME> — ceTeBoe nMsi MapLipyTnsaTopa, 3agaéTcs CTpoKoi Ao 63 CMMBO/OB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3HayeHue No ymosiMaHuio

esr-10/esr-12v/esr-12vf/esr-14vf/esr-15/esr-20/esr-21/esr-30/esr-100/esr-200/esr-1000/esr-1200/esr-1500/
esr-1511/esr-1700/esr-3100/esr-3200 — B 3aBMCUMOCTM OT MOAENN MapLUpyTU3aTopa.

KoMaHAHbIN pexum
CONFIG

Mpumep:

esr(config)# hostname router-l.eltex-co.ru

show cpu network-load

[aHHOoI KOMaHAoM OCYLLEeCTBIAETCS NPOCMOTP Harpy3ku, NPON3BOANMOI CETEBLIM TPadUKOM.

CuHTakcuc

show cpu network-load

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# show cpu network-load

CPU ID CPU load

0 0
1 49413
2 46812
3 49229
4 0

5 53019
6 39699
7 49726
8 39789
9 36876
10 53041
11 49010
12 53082
13 63027
172 52722
15 55165

show cpu history

Heaviest session

80.88.157.57 >
172.129.22.57
80.88.157.75 >
172.129.22.75
172.129.22.41 >
80.88.157.41
80.88.157.77 >
172.129.22.77
80.88.157.79 >
172.129.22.79
172.129.22.45 >
80.88.157.45
172.129.22.61 >
80.88.157.61
80.88.157.59 >
172.129.22.59
172.129.22.5 —>
80.88.157.5
172.129.22.47 >
80.88.157.47
172.129.22.13 >
80.88.157.13
80.88.157.69 —->
172.129.22.69
80.88.157.73 >
172.129.22.73
80.88.157.71 >

ESR-Series. CnpaBoyHUK komaHz CLI

Session
weight

9895

9851

9989
9863
9804
9779
9775
9679
9896
9650
9617
10001

9924

[aHHOoI KOMaHAoM OCyLEeCTBAETCS NPOCMOTP UCTOPUKU UCNob30BaHUA pecypcos CPU.

CuHTakcuc

show cpu history [ average | max ] [cpu {<CPU>}] [timer {<TIMER>}]

MapameTpbl

average | max — YKa3blBa€eT, NCTOPUO KaKoW CTaTUCTUKK H606XOID|I/IM0 BbIBOAUTb, YCPEAHEHHYIO NN
MaKCMMaJ1bHYH0 3a MHTepBaJl. bes YKasaHna AaHHOro K/iloda BbIBOAUTCA UCTOPUA prelEl'HeHHOI7I CTaTUCTUKN

(average).

<CPU> — BO3MOXHO yka3aTb Homep KoHKpeTHoro CPU, no koTopomy 6yAeT BbIBOAUTLCA NCTOPUSA CTATUCTUKN
ncnosnb3oBaHusa pecypcos CPU. bes ykazaHua Homepa CPU 6ygeT BbiIBOgUTLCA MHAOpMaLms no scem CPU,
NCNONb3YIOLWUMUCA CUCTEMOA.
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<TIMER> — B KauecTBe nNapamMeTpoB A1 AaHHOIO K/itoya MOryT BbICTynarhb:
+ hours — oTo6paxaeT ncTopuio 3a nocnegHve 72 yaca;
* minutes — oTo6paxaeT UCToputo 3a nocregHne 60 MUHYT;
+ seconds — oTo6paxaeT uctoputo 3a nocriegHune 60 cekyHa;
* Mpw oTcyTcTBMM KNtoya timer BoiBOAATCA 3 TAb/IMLbl ICTOPUM CTATUCTUKM UCnosib3osaHmsa CPU.

HeoOxoaumbivi ypoBeHb NPUBUETAIA
5

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show cpu history max cpu 0
CPUO
Last 60 seconds:
utilization, %
100

90 #

80 #

70 #

60 #

50 ##

40 ##

30 # ##

20 # ##

10 #H#H#HAHHHHHHHH

R I I

0 25 50

time, 5 sec.
Last 60 minutes:
utilization, %
100 #

90 #

80 #

70 # #

60 ## #

50 ## #

40 ## #

30 ## # # # # # #

20 ## # # # # # #

10 HARAHHHHHHHHAAHAAHHHHHHHHAAAAAHHHHHBHHAAAAAAHHH BB RS A A AR AR

B T (e o P I I [ T
O 5 10 15 20 25 30 35 40 45 50 55 60
time, min.

Last 72 hours:
utilization, %
100 # # # ##

90 # # #H## ##

80 # # #H## ##

70 # HH#EHHH ##

60 # HH#EHHH ##

50 # HH#EHHH ##

40 # HH#EHHH ##

30 HHHAAAAAHHHHHHHHAAAAAAHAHBHHHAAAHAAHHHHHHHAHS
20 HHHAHAAAHHHHHHHHAAAAAAHAHBHHHHAAAAAHHHHHHHHAS
10 #HAAAHHHHHHHHAAHAAAHAHHHHHHAAAAAHHHHHHHAAAAAAH

B T L S O I o I I I

O 5 10 15 20 25 30 35 40 45 50 55 60 65 70

time, hours

show cpu processes

ESR-Series. CnpaBoyHvK kKomaHg, CLI

[JaHHol KomaH0M OCyLLeCTBASAETCA NPOCMOTP UCNosb30BaHuA pecypcos CPU-npoueccamu.
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CuHTakcuc

show cpu processes [ active | name <PROCESS_NAME> ]

MapameTpbl
active — CnMcok akTUBHbIX NPOLECCOB;

name — nMmAa KOHKPETHOro npotecca.

Heo6xoauMmbIii ypoBeHb NnpuBuierui
15

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show cpu processes

PID Name CPU 5s CPU 1m CPU 5m
2013 CLI 0.00% 0.00% 0.00%
525 Cp-mgr 0.00% 0.00% 0.00%
535 Service-mgr 0.00% 0.00% 0.00%
532 Env-mgr 0.00% 0.03% 0.05%
530 Alarm-mgr 0.00% 0.00% 0.00%
529 Lb 0.00% 0.00% 0.00%
528 Session-mgr 0.00% 0.00% 0.00%
521 Ipc-hub 0.20% 0.03% 0.04%
533 El 0.00% 0.00% 0.00%
522 Syslog-mgr 0.00% 0.00% 0.00%
524 If-mgr 0.40% 0.35% 0.34%
534 Systemdb 0.00% 0.02% 0.02%
526 Oi-mgr 0.40% 0.40% 0.43%
527 Cfgsync-mgr 0.00% 0.00% 0.00%
531 Switch 0.00% 0.10% 0.11%
1877 IPv6 Routing 0.00% 0.02% 0.01%
1885 Routing 0.00% 0.00% 0.00%

show cpu utilization

=i cl oo oM oMOMOMOMOMONONO)
[
=
R

10.07%
1.08%
0.10%
0.10%

[laHHOI KOMaH/10¥i OCyLLIeCTBNSIETCS NPOCMOTP MCMO/b30BaHUs pecypcos CPU.

CuHTakcuc

show cpu utilization

MapameTpbl

KomaHga He cogepXuT napameTpos.

ESR-Series. CnpaBoyHUK komaHz CLI

Runtime

10 seconds

1 minute and 31 second
3 seconds
1 minute and 57
1 second
34 seconds
1 second

1 second

second
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Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show cpu utilization

CPU Last Last Last

5 sec 1 min 5 min
0 1.98% 6.75% 20.02%
1 67.50% 15.62% 6.88%
2 65.43% 15.53% 6.94%
3 69.29% 16.08% 7.08%
4 89.90% 20.79% 9.14%
5 74.95% 17.14% 7.49%
6 87.61% 20.18% 8.85%
7 87.41% 20.17% 8.85%
8 81.84% 19.03% 8.40%
9 84.82% 19.79% 8.73%
10 84.53% 19.78% 8.75%
11 83.02% 19.40% 8.58%
12 83.73% 19.55% 8.63%
13 76.56% 16.99% 7.25%
14 70.47% 16.00% 6.95%
15 68.39% 15.07% 6.40%

show system

[laHHOI KoMaHAol OCyLLECTBNSIETCS NPOCMOTP NapamMeTPoB OKPYXXEHUSI YCTPOICTBA.

CuHTakcuc

show system

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoaumbIii ypoBeHb NnpuBuierui
1

KomaHaHbI pexum
ROOT
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Mpumep:

esr# show system
System type:

System name:
Software version:
Hardware version:
System uptime:
System MAC address:

ESR-Series. CnpaBoyHUK komaHz CLI

Eltex ESR-1000 Service Router

esr-1000

1.0.7 build 118[53264b8] (date 22/12/2015 time 10:23:23)
1v3

4 minutes and 5 seconds

A8:F9:4B:AA:03:A0

System serial number: NP01000050

Main power supply installed: Present

Main power supply status: Ok

Reserve power supply installed: Absent

Fan Level: 46%
Fan Table

Fan 1 Fan 2 Fan 3 Fan 4

Status ok ok ok ok
Temperature Table

CPU Sensor 1 Sensor 2 Sensor 3
Temperature, C 63 39 37 49
Memory Table
Total, MB Used, MB Free, MB

RAM 3798.25
FLASH 20.00

1643.50 (44%)
1.06 (6%

2154.75 (56%)
18.94 (94%

show system id

[aHHOoI KOMaHA0W OCYyLEeCTBAETCS NPOCMOTP CEPUIHOIO HOMepa YCTPOoCTBa.

CuHTakcuc

show system -id

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# show system 1id
Serial number:
NP01000023

system fan-speed

& [laHHas KomMaHza NoaAepXUBaETCA TOMbKO HA MapLUpyTM3aTopax
ESR-100/200/1000/1200/1500/1511/1700.

KomaHga onpenensiet pexuvm paboTbl CUCTEMbI OX/TaXKAEHMS.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CunHTakcuc
system fan-speed { auto | max }

no system fan-speed

MapameTpbl
auto — pexxum aBTOMaTUYECKOro peryimpoBaHus;

maxX — pexnM MakCUMaJibHOIo OX/1aXXaAeHUA.

3HauyeHue No ymosi4aHuio
ESR-100/200/1500/1511/1700/3100/3200 auto;
ESR-1000/1200 max.

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# system fan-speed auto
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ESR-Series. CnpaBoyHUK komaHz CLI

system config-confirm timeout

[JlaHHas komMmaHza onpeaenseT NHTEPBa/ BPEMEHU OXMUAAHUS 15 NOATBEPXAEHNS TEKYLLEW KOH(Urypaumm.
Ecnu koHdurypauus He 6yaeT NoATBEPXAEHA, TO NMOC/E UCTEYEHNSI BDEMEHWN OXMAAHWUS MPON30AAET OTKaT Ha
npeablayLLyo NPUMEHEHHYO KOH(UTYPaLIO.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
system config-confirm timeout <TIME>

no system config-confirm timeout

MapameTpbl

<TIME> — nHTepBas BpEMEHN OXNAaHNs NMOATBEPXKAEHNA Pe3epBUPOBaHNA KOHADUTypaLM, NPUHUMAaET
3HaueHue B cekyHaax [120..86400].

3HauyeHue No ymosi4aHuio
600

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG

Mpumep:

esr(config)# system config-confirm timeout 1200

system cpu load-balance overload-threshold

[laHHan komaHaa onpeaensieT NoporoBoe 3HauyeHne Harpysku sapa CPU (CPU load), npy koTopom 3anyckaeTcs
MexaH13M nepebanaHcnpoBkK ceccuin mexay sapamvu CPU.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CunHTakcuc
system cpu load-balance overload-threshold <CPU-LOAD>

no system cpu load-balance overload-threshold

MapameTpbl

<CPU_LOAD> - 3HaueHue nopora cpabatbiBaHusl nepe6anaHcmposku [1000-200000].
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3HauyeHue No ymosi4aHuio
30000 - gnsa ESR-1x,

60000 — ansa octanbHbIX Mogenei ESR.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# system cpu load-balance overload-threshold 15000

system utilization softgre disable

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHasi KomaHga ncnonb3yeTcs s OTKAYEHUs noacyeTa 3arpyxeHHocTn SoftGRE-TyHHenein.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] system utilization softgre disable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

MopacyeT BK/IOYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# system utilization softgre disable
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11 YnpaBneHue cUCTeMHbIMU Yacamu

+ clock timezone

+ key

+ maxpoll

* minpoll

* ntp access-addresses

* ntp authentication enable

+ ntp authentication key-chain
+ ntp authentication trusted-key
+ ntp broadcast-client enable
* ntp dscp

* ntp enable

* ntp ipv6 source address

* ntp object-group query-only
* ntp object-group serve-only
* ntp peer

* ntp server

* ntp source address

* prefer

+ set date

+ show date

+ show ntp configuration

+ show ntp peers

* version

clock timezone

[aHHOoI KomaHAoW ycTaHaBNMBaETCS YacoBOM NOSC.

ESR-Series. CnpaBoyHvK kKomaHg, CLI

icnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET YaCOBOI NOSIC MO YMO/TYAHWIO.

CuHTaKkcuc
clock timezone <OFFSET>

no clock timezone

MapameTpbl

<OFFSET> — 0603Ha4eHune 30HbI, Cogepxallee cABur B Yyacax oTHocuTenbHo Greenwich Mean Time,

NPUHUMAET 3HaueHus [gmt-12 .. gmt +12].

3Ha4yeHue no ymonyaHuio

gmtO

HeoGxoaumblii ypoBeHb NpuUBUIernii
15

KomMaHaHbIV peXxum
CONFIG
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Mpumep:

esr(config)# clock timezone gmt +7

key
[aHHOoI KoMaHAoM onpeaensieTcs K4 U3 Cnncka AOBEPEHHbIX K/HOYEN.

icnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaHbl (N0) yaanseT NpuBa3Ky K ykasaHHOMY K/louy.

CuHTakcuc
key <ID>

no key

MapameTpbl

<ID> - nageHTUdMKaTOp KNtoua, 3aaaeTcs B AvanasoHe [1..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-NTP

Mpumep:

esr(config-ntp)# key 245

maxpoll

[aHHasi KoMmaHga ycTaHaB/IMBaeT MakCMMa/lbHOE 3HAYeHME NHTEPBasia BPEMEHU MeX/Y OTNPaBKOiA
coobuweHnii NTP-cepsepy.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
maxpoll <INTERVAL>

no maxpoll

MapameTpbl

<INTERVAL> — makcumasnbHOe 3HauYeHne nHtepBasia onpoca. lNMapameTp KoMmaHAbl UCNOMb3YEeTCs Kak
nokasareslb CTeNeHn ABOKN MPU BbIYUCNEHNN OJINTENIbHOCTU MHTEpPBaUia B CEKYHAAX, BbIYMCISAETCA NyTeM
BO3BEAEHNS [BOVKM B CTENEHb, 3aJaHHY0 NapaMeTpoM KOMaH/bl, NPUHUMAET 3HaueHue [4..17].
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3HauyeHue No ymosi4aHuio

10 (210 = 1024 cekyHAbl N1 17 MUHYT 4 cekyHAbl)

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-NTP

Mpumep:
esr(ntp-remote)# maxpoll 11

minpoll

[aHHasi KomaHga ycTaHaB/IMBaeT MYHUMasIbHOE 3HAYEHME NHTEPBasIA BPEMEHU MEX/Y OTNPaBKOWA
coobuweHuii NTP-cepsepy.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
minpoll <INTERVAL>

no minpoll

MapameTpbl

<INTERVAL> — MMHMMa/IbHOE 3HaYeHne NHTepBasia onpoca B CekyHAax, BbIMUCNAETCA NyTEM BO3BEAEHMS
[BOViKN B CTENEHb, 3ajaHHYI0 NapamMeTpoM KoMaHbl, NPUHUMAET 3HaueHue [1..6).

3Ha4yeHue no ymonyaHuio

6 (2° = 64 cekyHapl NN 1 MUHYTA 4 CekyHAbI)

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomaHaHbIi pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# minpoll 4
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ntp access-addresses

[laHHOI KomMaHAol onpeaensieTcs CNUCOK AOBEPEHHbIX IP-aapecoB, ¢ KOTOPbIMU MOXET NPOMCX0ANTL 06MEH
ntp-naketamu.

Vicnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaansieT ykasaHHbI CIUCOK.

CunHTakcuc
ntp access-addresses <NAME>

no ntp access-addresses

MapameTpbl

<NAME> - nms npoduns IP-agpecos, 3agaétcs cTpokoit Ao 31 cumBona.

3HauyeHue No ymosi4aHuio

dunsTpaLma oTKIIOYEHa.

HeoG6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIN pexum
CONFIG

Mpumep:

object-group network TIME
ip prefix 10.0.0.0/25
ipve prefix 2001::/64
exit

esr(config)# ntp access-addresses TIME

ntp authentication enable
JaHHaa komaHga BknovaeT ayteHTudukaumnio ana NTP-npoTtokona.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] ntp authentication enable

MapameTpbl

KomaHga He cofepXnT napamMeTpos.
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3HauyeHue No ymosi4aHuio

BbikntoveHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ntp authentication enable

ntp authentication key-chain

[JaHHas komaHza onpeaenseTt Habop naponeii gNs ayTeHTUUKaLMm Yepes anropuTm xewumposaHns mdS c

cepBepomM, NPoMm.

icnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (NO) yAansieT NPUBS3KY K HA6opy naposeil.

CuHTakcuc
ntp authentication key-chain <KEYCHAIN>

no ntp authentication key-chain

MapameTpbl

<KEYCHAIN> — ngeHTudmkaTop cnmncka Knoyei, 3agaétcsa cTpokoli o 16 CMBOSIOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp authentication key-chain lock

ntp authentication trusted-key
[aHHol KomaHZOo onpefenseTcsa CNMCOK AOBEPEHHbIX Kdel 3 Habopa Ktoye.

Vicnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) YAANAET yYKa3aHHbI KoY.
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CuHTakcuc

[no] ntp authentication trusted-key <ID>

MapameTpbl

<ID> — naeHTUUKaTOP K/oUa, 3aAaeTcs B AnanasoHe [1..255].

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ntp authentication trusted-key 25

ntp broadcast-client enable

[aHHOoI KOMaHA0M BKNHOYaETCS pexum npruéma LWnpokoseLlaTesbHbIx coobweHniin NTP-cepsepoB a5
rno6asibHON KoHpurypauumn n ecex cyliectsyrowmnx VRF. MaplupyTtusatop pa6otaet B kadectse NTP-knimeHTa.
Ecnu B kOH(purypaumm yctpoictea 3agaHbl NTP-nvpbl 1 cepBepsbl, TO B LUMPOKOBELLATENIbHOM PEXMUME OHU
WUTHOPUPYHOTCA.

Vicnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaH bl (N0) BbIK/TOUAET LLIMPOKOBELLATE NbHbIA PEXUM.

CuHTakcuc

[no] ntp broadcast-client enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

Bbikto4ueH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG
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Mpumep:

esr(config)# ntp broadcast-client enable

ntp dscp

KomaHpaa 3anaét 3HaveHne koga DSCP ansa ncnonb3oBaHna B IP-3arosioBke ncxogsimx naketos NTP-
cepsepa.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (N0) ycTaHaBMBaeT 3HadeHne DSCP no ymonyaxuio.

CuHTakcuc
ntp dscp <DSCP>
no ntp dscp

MapameTpbl

<DSCP> - 3HaueHvne koga DSCP, npuHumaeT 3HaueHnsi B granasoHe [0..63].

3HauyeHue No ymosi4aHuio
46

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ntp dscp 40

ntp enable

[laHHO KOMaHAol BKIHOYAETCA CUHXPOHM3AaLMS CUCTEMHbIX YacoB C YAa/IeHHbIMY cepBepamu No NPOTOKOsTy
NTP gnsa rnobanbHOM KOHUrypaumm n Bcex cosgaHHbix VRF.

icnonb3oBaHue oTpuLaTeslbHOW hopMbl KOMaHbl (NO) BbIK/THOUYAET CUHXPOHM3aLMI0 Mo NpoTokony NTP.

CuHTakcuc

[no] ntp enable
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue No ymosiMaHuio

BbIktoueHo.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ntp enable

ntp ipv6 source address

ESR-Series. CnpaBoyHUK komaHz CLI

JaHHas komaHga ucnonb3yetcsa Ansa ykasaHua source-IPve-agpeca o NTP-naketoB ansa Bcex peer.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (N0) ycTaHaBnmBaeT source-IPvé-aapec ans NTP-naketoB

no ymosi4yaHuto.

CuHTakcuc

ntp ipv6 source address <IPV6-ADDR>

no ntp ipv6 source address

MapameTpbl

<IPV6-ADDR> - IPv6-agpec RADIUS-cepBepa, 3agaétcs B Buge X:X:X:X::X, rge kaxaas yactb npuHuUMaeT

3Ha4YeHus B wecTHaauaTepuuHom chopmare [0..FFFF].

3HayeHue No ymosiMaHuio

IPv6-agpec nHTepdieiica, ¢ kotoporo otnpasnsetcs NTP-nakert.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG
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Mpumep:

esr(config)# ntp ipv6e source address fc00::1

ntp object-group query-only

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHaa komaHga BkNyaeT pexum query-only, orpaHuuvsatowmii B3aumogeiictene no NTP gns
onpegeneHHoro npocuns IP-agpecos, BXOAALLMX B 3Ty rpynny. B aToM pexnme NpuMeHSITCS cneayowme
OrpaHUYeHns: 3anpeLLeHa CUHXPOHM3aLMst BPEMEHN MeXay OAHOpaHroBbiMu nupamn. OTeeTbl Ha NTP-

3anpochbl (oTgaua BpemeHun) 1 06MeH control messages paspelueHb.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) OTK/OYAET AaHHbIE OrPaHNYEHNS.

CunHTtakcuc
ntp object-group query-only <NAME>
no ntp object-group query-only

MapameTpbl

<NAME> - nms npoduns IP-agpecos, 3agaétcs cTpokoit Ao 31 cumBona.

3HauyeHue No ymosi4aHuio

Pa6ota ¢ NTP-nupamu HAYEeM He orpaHMyYnBaeTcs.

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ntp object-group query-only OG-NTP-QO

ntp object-group serve-only

[aHHaa komaHAa BKNYaeT pexum serve-only, orpaHnunsatonii B3anmogeinctame no NTP ans
onpegeneHHoro npocuns IP-agpecos, BXOAALMX B 3Ty rpynny. B aToM pexnme NpyMeHSTCS cneayowme
OrpaHuYeHus: 3anpeLeH obmMeH control messages 1 CMHXPOHM3aLUMs BPEMEHN MeXAY OAHOPaHIOBbIMU

nupamun. OTBETbI Ha Ntp-3anpocskl (0TAaua BpEMEHN) pa3peLleHbl.

Vicnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) OTK/OYAET AaHHbIE OrPaHNYEHNS.
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CuHTakcuc
ntp object-group serve-only <NAME>

no ntp object-group serve-only

MapameTpbl

<NAME> - ums npodmnns IP-agpecos, 3agaétcsa cTpokoin 4o 31 cumBona.

3Ha4yeHue no ymonyaHuio

Pa6ota ¢ NTP-nupamu HU4em He orpaHMynBaEeTCs.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp object-group serve-only OG-NTP-SO

ntp peer

ESR-Series. CnpaBoyHUK komaHz CLI

[JlaHHan komMaHza 1cnonb3yeTcs A1 YCTaHOB/IEHMSI NAPTHEPCKUX OTHOLLIEHMI Mexay NTP-cepeepamu v

nepexoga B KomaHaHbIi pexxum CONFIG-NTP.

NTP-cepBep Ha MapLupyT13aTope paboTaeT B pexumMe ABYCTOPOHHEN aKTUBHOCTY C yaaneHHbIM NTP-
CEpPBEpPOM, yKasaHHbIM B KOMaHfe. B criyyae noTepu CBA3M OAHOMO 13 NapTHEPOB C BbillecTosiwmm NTP-

cepBepoM OH CMOXET CUHXPOHNU3NPOBaTb BpeMA MO cepBepy-napTHeEPY

icnonb3oBaHue oTpuuaTenbHoi hopMbl KOMaHAbl (N0) yaanset 3agaHHoro NTP-napTHepa.

CuHTakcuc
[no] ntp peer { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl

<ADDR> — IP-agpec naptHepa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rge kaxpas 4acTb NPUHUMAET 3Ha4YeHus

[0..255];

<IPV6-ADDR> — IPv6-agpec naptHepa, 3agaétca B Buge X:X:X:X::X, rae kaxgasa 4acTb NPUHMMaET 3Ha4YEeHNs B

wecTHaguarepuuHom cdopmarte [0..FFFF];

<VRF> — nms aksemnnsipa VRF, 3agaetca cTpokoi ao 31 cuMBona, B pamkax KoToporo 6yaet paboTatb

NTP-napTHep.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp peer 10.100.100.1
esr(ntp-remote)#

ntp server
[aHHaa komaHga ncnonb3yetcsa ansa cosgaHma NTP-cepsepa u nepexoga B koMaHAHbI pexxum CONFIG-NTP.

MapLupyTusatop paboTaet ¢ ykazaHHbIM NTP-cepBepoM B pexume 0AHOCTOPOHHEN aKTUBHOCTU. B AaHHOM
pexunmMe NoKasibHble Yachl MapLIpyTU3aTopa MOryT CUHXPOHM3MPOBATLCS C yaaneHHbIM NTP-cepBepom.

Vicnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (N0) yaanseT 3agaHHblin NTP-cepsep.

CuHTakcuc
[no] ntp server { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl

<ADDR> — IP-agpec cepBepa, 3agaétca B Buge AAA.BBB.CCC.DDD, rge kaxxgast 4acTb NpUHUMAET 3Ha4YeHNS
[0..255];

<IPV6-ADDR> - IPv6-afpec cepBepa, 3aaétcs B Buae X:X:X:X::X, rae kaxaas 4actb NpUHNMaeT 3Ha4eHus B
wecTHaguarepuuHom cdopmarte [0..FFFF];

<VRF> — nms aksemnnsipa VRF, 3agaetca cTpokoi Ao 31 cuMBona, B pamkax KoToporo 6yaet paboTatb
NTP-cepep.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ntp server 10.100.100.2
esr(ntp-remote)#
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ntp source address
JaHHaa komaHga ncnonb3yetcs A4 ykaszaHusa source-IP-agpeca gns NTP-nakeToB 419 Bcex peer.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (N0) ycTaHaBmBaeT source-IP-agpec ansa NTP-nakeToB no
YMO/TYaHUIO.

CunHTakcuc
ntp source address <ADDR>

no ntp source address

MapameTpbl

<ADDR> - IP-agpec, 3agaétcs B Buge AAA.BBB.CCC.DDD, rae kaxzasi 4acTb NpMHUMaEeT 3HadeHus [0..255].

3HauyeHue No ymosi4aHuio

IP-agpec nHTepdeiica, c kotoporo otnpasnseTca NTP-naker.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG

Mpumep:

esr(config)# ntp source address 10.100.100.2

prefer

Komanpga otmeuaeT gaHHbIi NTP-cepBep kak npeanoyTuTesbHbIi Npu BbIGOPE U3 Crnmcka AOCTYMHbIX
(akTBHBIX) NTP-cepBepoB. [laHHast KOMaHAa NPefoCTaBSET BO3MOXHOCTb MOBLICUTb NPUOPUTET NpuY BbiGope
NTP-cepBepa, HO 3TO HMKaK He NOB/IMSAET Ha PaboTy TeKyLLEel CUHXPOHMU3ALUN.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] prefer

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# prefer

set date

,ﬂ.aHHOI7I KOMaH,U,OVI yCTaHaB/InBaeTCA BPYyYHYHO CUCTEMHOE BpeMA U AaTa.

CuHTakcuc
set date <TIME> [<DAY> <MONTH> [ <YEAR> ] ]

MapameTpbl
<TIME> - ycTaHaBnMBaemMoe cucteMHoe Bpems, 3agaétcs B suae HH:MM:SS, rae:

+ HH - vacsl, npuHumaeT 3HaueHue [0..23];
* MM = MUHYTBI, NpuHUMaET 3HadeHue [0 .. 59];
* SS — cekyHAbl, NpuHMmaeT 3HadeHue [0 .. 59].

<DAY> - fgeHb mecsaLa, NpuHUMaeT 3Hadenns [1..31];

<MONTH> - mecsil, NnprHUMaeT 3HaveHus [ January/February/March/April/May/June/July/August/
September/October/November/December];

<YEAR> - rog, npuHumaert 3HadyeHus [2001..2037].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# set date 16:35:00 15 May 2014

show date

JaHHaa komaHaa no3BosiieT NOCMOTPETh TEKyLLMe CUCTEMHOE BpeMsA 1 AaTy.
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CuHTakcuc

show date

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBuierui
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show date
Thursday 23:48:33 GMT+7 May 15 2014

show ntp configuration

ESR-Series. CnpaBoyHUK komaHz CLI

[JlaHHan komaHaa oTobpaxaeT aeicteytouyto (RUNNING) koHdurypaumto npotokona NTP.

CuHTakcuc

show ntp configuration

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show ntp configuration
NTP status:
NTP mode:

Address

10.100.100.1
10.100.100.2

1.2.3.4

show ntp peers

client/server

ESR-Series. CnpaBoyHUK komaHz CLI

Prefer NTP version Min poll Max poll
yes NTPv4 6(1m 4s) 11(34m 8s)
yes NTPv4 6(1m 4s) 10(17m 4s)
no NTPv4 6(1m 4s) 10(17m 4s)

[laHHas komaHAa No3BOJSIET MOCMOTPETL Tekyllee cocTosiHne NTP-cepeepoB (NnpoB). B cneayroumx
Tabnmuax npuBefeH nepevyeHb 0To6paxaeMbIxX napameTpoB 1 KX ONucaHue.

Tabnuua 6 — CocTosiHe yaaneHHoro cepeepa (nupa)

MapameTp

remote

refid

st

when

poll

reach

delay

offset

jitter

OnucaHue

DNS-umsi unu IP-agpec cepeepa (nvpa). MepBblii CMMBON B TAbNMLE UCMOSb3YETCS
AN 0603HaYEHNs COCTOSIHUA cepBepa (N1pa), COCTOSHNUSA OnucaHbl B Tabnuie 7.

NaeHTudmkaTop cBsav unm IP-agpec Toro, C KEM CUHXPOHU3VPOBAH YAa/IeHHbIiA
cepsep (MUp). Tunbl MAEHTUDUKATOPOB CBA3M ONMUCaHbI B TA6/NLE 8.

Crpatym.

OTHoLLEHVEe MapLLpyTU3aTopa K yaaneHHoMy cepBepy (Nvpy), TUMbl onNucaHbl B
Tabnuue 9.

Mepvos BpeMeHu ¢ MOMEHTa, Korga cepsep (M1p) nocneAHvin pas onpawuvBaUics, B
cekyHaax ( “h” yacbl,“d” gHn).

YacToTa onpoca cepepa (M1pa).

BoCcbMUOBUTHBIN cABUraemblii BIEBO PerncTp, coaepxaliuii pesynstatsl onpocos (1
= ycnewHo, 0 = HeycreLuHo), 0TO6paXaeTcsi B BOCbMEPUUYHOI CUCTEME CUNCTIEHUS.

Bpemsi npoxoxaeHusi nakeTa Ao cepeepa (nM1pa) u 06paTHo, B MUIMCEKYHAAX.

CpefHee NOCTOSIHHOE CMeLLeHe BPEMEHU MapLLIPYTM3aTopa OTHOCUTE/TbHO
cepsepa (nNmpa).

CpepfHuii pa3bpoc OTKOHEHVS BPEMEHHU (IKUTTEP).
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Ta6nuua 7 — CocTosiHMe yaaneHHoro cepsepa (Nupa)

Tun

npo6en

OonucaHue

YKa3blBaeT Ha TO, 4To:

* He 6bI/I0 OTBETOB OT YAA/IEHHOTO cepBepa (nupa);

* CepBep He UCMO/b3YETCs, Tak Kak CTpaTyM UMeeT GosblIoe 3HAYEHWE;

+ cepsep (MUp) UCNosb3yeT AaHHbLIA MapLUPYTU3ATOP A/ CUHXPOHU3ALMM CBOUX
4acos.

Cepeep (N1p) He UCNOMb3YETCA AN1A CUHXPOHM3ALMN BPEMEHW, OTGPOLLEH aNrOPUTMOM
nepeceyeHus.

Cepsep (MUp) He NCMO/b3YETCs A1 CUHXPOHU3ALMM BPEMEHW, OTGPOLLEH K/1aCTEPHBIM
anropuTMOM.

Pa6ounii yaaneHHblii cepeep (Nnp), HO He NCMO/L3YETCS, TaK Kak He BOLLES B YNC/IO
NepBbIX LECTV CEPBEPOB (NMMPOB), OTCOPTUPOBAHHLIX MO PACCTOSHNI0 CUHXPOHM3ALIMN,
ABNAETCS Pe3epBHbIM.

Pa6ounii 1 npeanoynTaemblii yaaneHHblii cepsep (Nvp), BK/IOYEH a/irTOPUTMOM
006beaAHEHUS.

Cepsep (NMup), KOTOPLIV B HACTOALLEE BPEMS SIBMISIETCS NEPBUYHBLIM UCTOUHUKOM
BPEMEHMN.

Tabnuua 8 — Tunbl NAEHTUMKATOPOB COEANHEHMS C YAANIEHHBIM CepBePOM (MMPOM)

Tun

ACST.

AUTH.

AUTO.

.BCST.

.CRYPT.

.DENY.

INIT.

.MCST.

.TIME.

OonucaHue

Manycast-cepsep.

Owunbka ayTeHTUGMKaLNN.

Owunbka nocnegoBaresibHOCTU aBTOMaTl4eCKOoro Ks4a.

Broadcast-cepsep.

OwnBKa NPoTOKOa aBTOMATNYECKOIO K/ltoua.

CepBep oTKasan B AocTyne.

NH1umanusauusi coeyHeHNs ¢ CepBepoM.

Multicast-cepsep.

TaiimayT COeIMHEHVSI C CEPBEPOM.
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Tun OnucaHue

.STEP. CTyneHuyaToe M3MEHEHNE BPEMEHU, CMELLEHE MeHbLLE NpeaensHoro nopora (1000
MUNMCEKYHA), HO Gonblue, Yem war nopora (125 MUAnncekyHa).

.RATE. MpeBbiWeHne YacToTbl ONPOCOB.

Ta6numua 9 — Tvnbl OTHOLLEHWI MapLUpyTM3aTopa K yaaneHHoMy cepeepy (nvpy)

Tun OnucaHue

u Unicast nam manycast-k/imeHT.

b Broadcast nnm unicast-kmeHT.

S [ BYCTOPOHHSAS cBsi3b (Nup).

A Manycast-cepsep.

B Broadcast-cepBep.

M Multicast-cepeep.
CuHTakcuc

show ntp peers

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbI pexum
ROOT

Mpumep:

esr# sh ntp peers
Clock is synchronized, stratum 3, reference is 192.168.1.1
remote refid st t when poll reach delay offset jitter

*192.168.1.1 192.168.1.2 2 u 45 128 377 0.283 0.204 0.049
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version
[aHHoi KomaHaon ycTaHaBnusaetcs Bepcus NTP-npoTokona.

Micnonb3oBaHune oTpuLaTesibHOV hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTakcuc
version <VERSION>

no version

MapameTpbl

<VERSION> - Bepcusi NTP-npoTokona, npuHuMaeT 3HadeHus [1..4].

3HauyeHue No ymosi4aHuio
4

HeoG6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# version 3
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12 Hactpoiika AAA

aaa accounting commands

aaa accounting login

aaa authentication attempts max-fail
aaa authentication enable

aaa authentication login

aaa authentication mode

aaa das-profile

aaa disable

aaa radius-profile

acct-port

auth-port

clear users blocked

clear user-session

clients

das-server

das-server

dead-interval

description

disable

enable

enable authentication

enable password

exec-timeout

ip sftp enable

key

|dap-server base-dn

Idap-server bind authenticate root-dn
|dap-server bind authenticate root-password
|dap-server bind timeout
|dap-server dscp

|dap-server host

|dap-server naming-attribute
Idap-server privilege-level-attribute
Idap-server search filter user-object-class
Idap-server search scope
|dap-server search timeout
|dap-server ssl certificate
|dap-server ssl check-peer disable
Idap-server ssl enable

line

login authentication

password

port

priority

privilege

privilege

radius-server dscp

radius-server host

radius-server host

radius-server retransmit
radius-server timeout

retransmit

security passwords default-expired

ESR-Series. CnpaBoyHuK KOMaHf, CLI
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security passwords history

security passwords lifetime

security passwords lower-case
security passwords max-length
security passwords min-length
security passwords numeric-count
security passwords special-case
security passwords symbol-types
security passwords upper-case
security snmp-community max-length
security snmp-community min-length

+ show aaa accounting

+ show aaa authentication
+ show aaa ldap-servers

+ show aaa radius-servers
« show aaa tacacs-servers
+ show users

+ show users accounts

» show users blocked

+ source-address

+ source-interface

+ system configuration-exclusively
+ tacacs-server dscp

* tacacs-server host

+ tacacs-server timeout

+ tech-support login enable
+ timeout

* usage

+ username

aaa accounting commands

ESR-Series. CnpaBoyHvK kKomaHg, CLI

[aHHOoI KoMaHA0M KOHUTYprpyeTCcsa CNUCOK Cnocob0oB yyeTa KomaHz, BBefEHHbIX B CLI.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTaKcuc

aaa accounting commands stop-only <METHOD>

no aaa accounting commands stop-only

MapameTpbl

<METHOD> - cnocobbl y4yeTa:

+ tacacs — y4yeT BBefeHHbIX koMaHp no npotokony TACACS.

3Ha4yeHue no ymonyaHuio

YYéT He BepeTcH.

HeoGxoaumblii ypoBeHb NpuUBUIernii

15
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KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# aaa accounting commands stop-only tacacs

aaa accounting login

[aHHo KomaHA0l KOHGIUTYpPMpPYETCA CNMCOK CNOCOB0B yyeTa ceccuin nosnb3osarteneil. BegeHune yyeta
aKTVBUPYeTCS 1 NpekpaLlaeTcs, korga nonb3osaresib BXOAUT U OTK/IK0HAETCA OT CUCTEMbI, YTO COOTBETCTBYET
3HadeHusaMm «start» 1 «stop» B coobuleHmax npotokonos RADIUS n TACACS.

icnonb3oBaHue oTpuLAaTeNIbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc
aaa accounting login start-stop <METHOD 1> [ <METHOD 2> ]

no aaa accounting login start-stop

MapameTpbl
<METHOD> - cnocobsbl yyeTa:

+ tacacs - yuet ceccuit no npotokony TACACS;
* radius — y4yeT ceccwuii no npotokony RADIUS.

3HayeHue No ymosiMaHuio

YyeT ceccuii BeeTcsl B TOKasIbHbIi XypHar.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# aaa accounting login start-stop tacacs
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aaa authentication attempts max-fail

[laHHOI KoMaHAol ycTaHaBNMBAETCS MaKCMMasIbHOE KOIMYECTBO HeyAauHbIX NOMNbITOK ayTeHTUdUKaLMK oo
G/10KMPOBKM NMO/Ib30BaTENs U BPEMS, HA KOTOPOE NPOMCXOAMT 610KMPOBKA.

icnonb3oBaHue oTpuuaTenibHoi (hopMbl KOMaHZbl (NO), 3HAYEHNS KONMYECTBA NOMbITOK U NEPUo G/TOKMPOBKH
yCcTaHaB/MMBaET N0 YMO/YaHUI0.

CuHTakcuc
aaa authentication attempts max-fail <COUNT> <TIME>

no aaa authentication attempts max-fail

MapameTpbl

<COUNT> = KO/IMHYEeCTBO HeyJauHbIX NOMbITOK ayTeHTUUKaLMI, NOC/IE KOTOPbIX NMPOU30MAET G/10KMPOBKA
nosib30BaTens, NpPUHUMaeT 3HaveHus [1..65535];

<TIME> — uHTepBas BpEMEHU B CEKyH/ax, Ha KOTOpbIli ByaeT 3a6/10KkMpoBaH Nosb3oBaTeslb, NPUHUMAET
3HayeHus [1..65535].

3HauyeHue No ymosiyaHuio
KonnyecTtso HeygayHbIX MOMbITOK — 5

Mepwnog 6nokmposkn — 300

HeoGxoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIN pexum
CONFIG

Mpumep:

esr(config)# aaa authentication attempts max-fail 5 30

aaa authentication enable

[aHHOoI KoOMaHAoM co34atTCsa CNNCKM CNOCOO0B ayTeHTUGIMKALMM NOBLIWEHNS NPUBWUIETNIA NOMb30BaTeNe.
Mpu Heyaa4Ho NONbITKE ayTEHTMMKaLMKM N0 OAHOMY CNOCO6Yy NPOMCXOAMT NOMNbITKa ayTeHTUMKaumm no
cnepyroLemMy B CMMCKE.

B KoHdhmrypauum no ymonyaHuio cyliectsyeT cnmcok ¢ umeHem «default». Cnncok «default» cogepxumt oguH
cnocob ayteHTUdbmKauun — «enable». YTo6bl nCNob30BaTh CNUCOK 1A ayTEHTUMKAL MM NOBbILLEHUSA
npvBUMErniA NoNb3oBaTenein, He06XxoANMO BbINO/THUTL €ro NPUBA3KY KOMaHAOW, onucaHHol B pasgerne enable
authentication.

icnonb3oBaHme oTpuuaTenibHoli (hopMbl KOMaHZbl (NO) yAassieT CnMcoK Crnoco60B ayTeHTUUKALUN.
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CuHTakcuc

ESR-Series. CnpaBoyHUK komaHz CLI

aaa authentication enable <NAME> <METHOD 1> [ <METHOD 2> ] [ <METHOD 3> ] [ <METHOD 4> ]

no aaa authentication enable <NAME>

MapameTpbl

<NAME> — umsa cnucka: ctpoka go 31 cumBona;
+ default — nma cnucka «default».

<METHOD> - cnoco6bl ayTeHTUhMKauuu:

+ enable — ayTeHTMdmKaums ¢ noMoLLlpbto enable-naponeis;
+ tacacs — ayteHTudmkaumsi no npotokony TACACS;

* radius — ayTeHTMdmKaums no npotokony RADIUS;

* |ldap — ayTeHTudmkaums no npotokony LDAP.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# aaa authentication enable enable-test tacacs enable

aaa authentication login

[aHHOi KOMaH/10¥i co3aatoTCsA CNMUCKM Cnoco60oB ayTeHTUdMKaLMI BXoAa Nnosb3osateneii B cuctemy. Mpu
HeYyaa4Ho NomMbITKe ayTeHTUMUKaLMK NO OAHOMY CMOCOBY NPOMCXOANT NOMbITKA ayTEHTUUKALMM MO

cnepyoLLEMY B CMIUCKE.

B KOHGpMrypawumm no ymonuaHuio CyLLLecTBYeT CNCOK C umeHeM «default», gaHHbIn CNMCOK COAepXUT OayH
cnoco6 ayTteHTudukauum — «local». UTo6bl MCNONb30BaThL CNNCOK A1 ayTEHTMdMKALMM BXOAa
nosib3oBatesnei, He06X0AMMO BbINOMHWUTL €70 aKTUBALMI0 KOMaH/I0i, onMcaHHol B pasaene login

authentication.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) yAansieT CnMcok Crnoco60oB ayTeHTUUKALUN.

CuHTakcuc

aaa authentication login { default | <NAME> } <METHOD 1> [ <METHOD 2> ] [ <METHOD 3> ]

[ <METHOD 4> ]
no aaa authentication login { default | <NAME> }

MapameTpbl

<NAME> — nms cnucka, 3agaétca cTpokoit go 31 cumsona.
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Cnoco6bl ayTeHTU(MKaLUK:

* local — ayTeHTUhMKaUMSA C MOMOLbIO TOKa/IbHOW 6a3bl NoMb30oBaTenei;
+ tacacs — ayteHTudomkaumsa no cnmucky TACACS-cepBepos;

* radius — ayTeHTMdmkauums no cnucky RADIUS-cepBepos;

+ |ldap — ayteHTMdmkauums no cnucky LDAP-cepBepoB.

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
CONFIG

Mpumep:

esr(config)# aaa authentication login login-test tacacs local

aaa authentication mode
[aHHOoI KomaHAoW onpeaensieTcsa pexumM paboTbl CO CNMCKaMy METOA0B ayTeHTUGIMKaLNN.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (NO) yAasieT CnMcok Crnoco60oB ayTeHTUUKALUN.

CuHTakcuc

[no] aaa authentication mode { break | chain }

MapameTpbl

break — npu ayTeHTudbukauum GyayT NCNob30BaTLCS Nocneaytole MeToapl B C/lyyae HefloCTynHOCTY 6onee
NPUOPUTETHOIO;

chain — npu ayteHTUdmKauumn 6yayT NCNOMb30BaTLCA NOCNEAyoLWMEe METOAbI B C/lyvae NoslyvyeHns otkasa oT
6os1ee NPUoOPUTETHOrO.

3HauyeHue No ymosi4aHuio

chain

HeoG6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG
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Mpumep:

esr(config)# aaa authentication mode break

aaa das-profile

[JaHHas komMmaHAa ucnosb3yeTcsa Ansa fo6aBneHns Npodnns cepBepoB AnHammyeckoin asTopmsauum (DAS)
nepexoga B koMaHAHbI pexum DAS SERVER PROFILE.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT 3afaHHbIi Npognib CepBepoB
AnHamuyeckoi aTopuzauum (DAS).

CuHTakcuc

[no] aaa das-profile <NAME>

MapameTpbl

<NAME> - nms npocuns cepeepoB gnHammnyeckoin astopusauum (DAS), 3agaetcst cTpokoii Ao 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbI pexum
CONFIG

Mpumep:

esr(config)# aaa das-profile profilel
esr(config-aaa-das-profile)#

aaa disable
[aHHo KomaHaol OTK/YAET AO0CTYN Ha MapLUpyTU3aTop Yepe3 KOHCO/IbHbIN HTepdelic.

Mpwn ncnonb3oBaHUKM OTpULLATENBHON hopMbI KOMaHAb! (NO) AOCTYN HA MApPLLPYTU3ATOP Yepe3 KOHCO/bHbIV
NHTepeinc BKNOYaeTCs.

CuHTakcuc

[no] aaa disable

MapameTpbl

KomaHga He cogepXuT napameTpoB.
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3HauyeHue No ymosi4aHuio

[locTyn Ha MapLupyT13aTop Yepes KOHCO/bHbIV NHTePdIEiC BK/THOUEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-LINE-CONSOLE

Mpumep:

esr(config-line-console)# aaa disable

aaa radius-profile

[aHHaa komaHga ncnonb3yetcsa onsa godasneHns npodpunsa RADIUS-cepBepoB 1 nepexoga B KOMaHAHbIV
pexum RADIUS SERVER PROFILE.

icnonb3oBaHune oTpuLaTesibHOW hopMbl KOMaH bl (NO) yaansieT 3agaHHbIin npocunbs RADIUS-cepBepos.

CuHTakcuc

[no] aaa radius-profile <NAME>

MapameTpbl

<NAME> - nms npoduns RADIUS-cepBepoB, 3agaetcs CTpokoi Ao 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG

Mpumep:

esr(config)# aaa radius-profile profilel
esr(config-aaa-radius-profile)#

acct-port

[aHHoin KomaHAoM 3a4aéTca HoMep nopTa Ans obmMeHa gaHHbIMK ¢ yaaneHHbIM RADIUS-cepBepom npu
BbIMNO/IHEHMUW aKKayHTUHra.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.
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CuHTakcuc
acct-port <PORT>

no acct-port

MapameTpbl

<PORT> - Homep UDP-nopTa A/15 06MeHa AaHHbIMY C YAa/IeHHbIM CepBEPOM, MPUHUMAET 3HaueHus [1..65535].

3Ha4yeHue no ymonyaHuio
1813

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# acct-port 4444

auth-port

[aHHoln KomaHAoM 3agaéTca Homep nopTa Ans obmMeHa gaHHbIMK ¢ yaaneHHbIM RADIUS-cepBepom npu
BbIMO/IHEHMM ayTeHTUdIMKaLMK 1 aBTopU3aLnin.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
auth-port <PORT>

no auth-port

MapameTpbl

<PORT> - Homep UDP-nopTa A/1s 06MeHa AaHHbIMY C YAa/IeHHbIM CepBEPOM, MPUHUMAET 3HaueHus [1..65535].

3Ha4yeHue no ymonyaHuio
1812

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomMaHAHbIV peXxum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# auth-port 4444

clear users blocked

[aHHoi KomaHAon yaanseTcs nHgopmaumus 0 Henpasu/bHbIX MNOMNbITKAX ayTEHTUGMKALUN Pa3NNYHbIX
nonb3oBartesie.

CuHTakcuc

clear users blocked <NAME>

MapameTpbl

<NAME> — nms nonb3oBartens, A1 KOTOporo He06XoANMO OUUCTUTL CTATUCTUKY HENpPaBU/IbHbIX NOMbITKaX
ayTeHTUdmKaumm, 3agaétca CTpokoit go 31 cumeona.

be3s yKasaHunAa MMeHU Nnosib3oBartesisd O4nLaeTca BCA Ta6nmu,a HenpaBW/IbHbLIX NMOMbITOK ayTeHTI/I(pVIKaLI,VII/I.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
ROOT

Mpumep:

esr# clear users blocked

clear user-session

[aHHol KomaHao 3akpbiBaeTcs paboyasa ceccus nonb3osartens CLI.

CuHTakcuc
clear user-session [ <USERNAME> | <SESSION> ]

MapameTpbl
<NAME> — nms nosb3oBartenss CeCCM0 KOTOPOro HEO6X0AMMO 3aKpbITb, 3a4aETCA CTPOKOoI Ao 31 cMmBona.

<SESSION> - HomMep TepMUHasIbHOI Ceccumn KoTopyH He06X0AMMO 3aKpbIThb, 3a4aETCS YNC/IO0 B AManasoHe
[1..10].
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
ROOT

Mpumep:

esr# clear users-session

clients

[JlaHHOli KOMaHAo onpefensieTca CNUCOK KNMEHTOB AMHammnyeckoi astTopusaumn (DAC), Ha 3anpockl KOTOPbIX
6yAeT oTBeyaThb cepBep AnHammueckoii asTopmsauum (DAS).

Micnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHzbl (NO) yAANAET CNUCOK KIMEHTOB ANHAMMUYECKOA
aBsTopusauum (DAC).

CuHTakcuc
clients object-group <NAME>

no clients

MapameTpbl

<NAME> — ums npodunns IP-agpecos, cogepxaliuii agpeca KMeHToB AUHAMUYECKO aBTopusaunn, 3aaaércs
cTpokoii ao 31 cumBona.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-DAS-SERVER

Mpumep:

esr(config-das-server)# clients object-group pcrf

das-server

[laHHas komaHaa ncnonbayercs Ans gobasBneHns cepeepa gnHamuyeckoit astopusauum (DAS) n nepexoaa B
komaHAHbIli pexxkum DAS SERVER. CepBepa agnHamuueckoii aTopusaumm (DAS) npuHumatoT RADIUS CoA
3anpochl OT KNIMEHTOB AvHamMuyeckoli asTopusaumm (DAC), Hanpumep OTK/IlOYEHUE UM NMOBTOPHBbIN 3anpoc
crmcka cepBucoB Nosb3oBarens.
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icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHzbl (NO) yAaNseT 3afaHHblii cepBep AMHAMUYECKON
asTopusauum (DAS).

CuHTakcuc

[no] das-server <NAME>

MapameTpbl

<NAME> - nmsa cepeepa gnHamuyeckoit asTopusauum (DAS), 3agaetcsa cTpokoit ao 31 cumeona.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# das-server main
esr(config-das-server)#

das-server

[laHHan komaHaa ncnonbayertcs Ans go6aBneHns cepeepa guHamuyeckoi asTopusauum (DAS) B
KOH(purypupyemblii npodinnb cepBepoB ANHAMNYECKON aBTOpM3aLmn.

icnonb3oBaHve oTpuLaTenibHoi hopmMbl kKOMaHAbl (NO) yAANSIET 3aaHHbIl cepBep AUHAMUYECKON
aBTopu3sauum (DAS).

CuHTakcuc

[no] das-server <NAME>

MapameTpbl

<NAME> - nms cepsepa agnHamuyeckoin asTopusauun (DAS), 3agaetcs cTpokoit o 31 cumeona.

HeoG6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-AAA-DAS-PROFILE

162



ESR-Series. CnpaBoyHUK komaHz CLI

Mpumep

esr(config)# das-server mainesr(config-das-server)#

dead-interval

[aHHol KomaHaoM 3aaéTca nHTepsasl, B TedeHumn kotoporo Ha RADIUS-cepBep He 6yayT oTnpaBisaTbCA
naketbl. B gaHHoe coctosHne RADIUS-cepBep nepeBoAMTCA N0 UCTeYeHUN TaliMayTa OXugaHus oTeeta Ha
3anpoc nocsieAHero AonycTmMoro nostopa (cM. pasgen radius-server retransmit).

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
dead-interval <SEC>

no dead-interval

MapameTpbl

<SEC> - nepviofi BpeMeHu B CekyHax, npuHumaet 3HadeHus [0..3600].

3Ha4yeHue no ymonyaHuio
120

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# dead-interval 600

description

KomaHaa ucnosnb3yeTcs A8 U3MEHEHNS ONMcaHUsi NPogn/Is CepBEPOB AnHammnueckoi asTopusauum (DAS)
unu npogouna RADIUS-cepBepos.

Micnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHbl (NO) yaansieT onucaHne npodguns.
CuHTakcuc

description <DESCRIPTION>

no description
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MapameTpbl

<DESCRIPTION> - onucaHve npoduns, 3a8aétcsa CTPOKoin fo 255 cMMBO/OB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-DAS-SERVER-PROFILE
CONFIG-RADIUS-SERVER-PROFILE

Mpumep:

YctaHoBUTbL onncaHue ans npodunsa IP-agpecos:

esr(config-aaa-das-profile)# description "Main profile"

disable

[JlaHHOli KOMaHAO0 NPOU3BOANTCSI MOHWKEHNE YPOBHSA NPUBUENNIA NONb30BATENS A0 NEPBOHAYA/IbHbIX.

CuHTakcuc
disable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
2

KomaHAHbIi pexum
ROOT

Mpumep:

esr# disable
esr>
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enable

[aHHOoI KOMaHA0M NPON3BOANTCA NOBbILLEHWE YPOBHSA NpUBUAEriA nonb3oBatens. Cnocobbl ayTeHTUrkalmm
NOBbILLEHUSA NPUBWIErWI Nob3oBaTesiel 3a4at0TCs ¢ NOMOLLbI KOMaH4bl, ONMCaHHON B pasgene aaa
authentication attempts max-fail.

© Mo ymonuaHuio B KOHUrypaLImm yCTaHOB/IEH METOA, ayTeHTMMKALWMK MO Naposito «enable». Mpu aTom
naposv He 3a/laHbl, TO eCTb /K060 CUCTEMHbIN NONb30BaTE/lb MOXET NOYYNUTb 15 HE06X0ANMBbIT
YPOBEHb NPUBUNETUIA.

© [na ayteHTUdUKaLMM NOBbLILLIEHUA NpuBKUAErnii no npotokonam TACACS/RADIUS/LDAP Ha cepsepe
JIO/KHbI 6bITb CO3AaHbI Nonb3oBaTtenu Senab<PRIV>S, rae <PRIV> — Heo6xoAVMbIli YPOBEHb
NpUBWAErNiA N0b30BaTENS, KOTOPbIV AO/MKEH ObITb ayTEHTU(ULMPOBAH.

CuHTakcuc
enable [ <PRIV>]

MapameTpbl

<PRIV> — HE0GX0AUMbI YpOBEHb NPUBUNETAN, NPUHUMAET 3HaueHue [2..15].

3HauyeHue No ymosiyaHuio
15

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr> enable 10
esr#

enable authentication

[aHHO KOMaH/10¥i OCYLLIECTBSIETCS aKTUBALMS CNCKa ayTeHTUMUKALMI NOBbILLEHNS NPUBUMETUIA
no/sib30BaTeseit, KoTopblil GyAeT UCMO/b30BaTLCSA B KOHIMIYPUPYEMOM TEPMUHANIE.

B KOHGpUrypaumm no ymonyaHuio akTMBHbIM SIBASIETCS CNCOK ¢ MMeHeM «default», gaHHbIn cnvcok coaepxut
OAUH cnocob ayTeHTudmKauum — «enablex.

Mcnonb3oBaHue oTpuLaTesibHoO (DOPMbI KOMaH bl (N0) AeNaeT CNMcok ¢ umeHeMm «default» akTMBHbIM.
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CuHTakcuc
enable authentication <NAME>

no enable authentication

MapameTpbl

<NAME> — ums cnucka, 3agaétcsa cTpokoi ao 31 cumeona.

3Ha4yeHue no ymonyaHuio

default

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbI1 pexum
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH

Mpumep:

esr(config-line-console)# enable authentication enable-test

enable password

[aHHol KomaHAo ycTaHaBIMBaETCs Naposib, KOTOPbIV ByAeT 3anpalunBaTbCs NpU NOBbILLEHUN YPOBHS
npuBWAErnii Nonb3oBarens.

© Mo ymonuaHnio B KOHUrypaLmn Napony He 3aaHbl, TO €CTb /060 CUCTEMHBIV NOMb30BATE b MOXET
nonyynTb 15 HEOBXOAMMBIA YPOBEHb NPUBUNETUIA.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHAbl (NO) yAasiseT naposb U3 CUCTEMbI.

CuHTakcuc
enable password { <CLEAR-TEXT> | encrypted <HASH_SHA512> } [ privilege <PRIV> ]

no enable password [ privilege <PRIV> ]

MapameTpbl
<CLEAR-TEXT> — naponb, 3aaéTcs cTpokoii [1 .. 32] cumBo/ioB, npuHuMaeT 3HadeHus [0-9a-fA-F;
<HASH_SHA512> - xeww naponsi no anroputmy sha512, 3agaétcsa cTpokoii 13 110 cMMBO/IOB;

<PRIV> — HEOGXOAMMbII1 YPOBEHb NPUBUMETIA, NTPUHUMAET 3HaveHue [2..15], 3HaueHmne no ymonyaxuio 15.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# enable password 12345678 privilege 10

exec-timeout

[aHHoln KomaHaoW 3a4aéTca UHTepBaUsl, N0 UCTEYEHNM KOTOPOro ByaeT paspbiBaTbCsl 6e34elicTByOLWas
ceccus.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
exec—-timeout <SEC>

no exec-timeout

MapameTpbl

<SEC> - nepvo/, BpEMeHW B MUHyTax, NPUHUMAET 3HadyeHus [1..65535].

3Ha4yeHue no ymonyaHuio

30 MUHYT

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbI1 pexum
CONFIG-LINE-CONSOLE
CONFIG-LINE-SSH
CONFIG-LINE-TELNET

CONFIG-LINE-AUX '

Mpumep:

esr(config-line-ssh)# exec-timeout 600
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& " Tonbko ons ESR-21.

ip sftp enable
[aHHoi1 KomaHAoM Ha MapLupyTu3aTope BKYaeTcst 40CTyn no sftp Ans koHduUryprpyemoro nonb3oBaTterssi.

Mpwn ncnonb3oBaHUKM OTpULATENBHOI hopMbI KOMaHAbl (No) oTkoYaeT aocTyn no sftp ans
KOHUrypupyemoro nosib3oBatensi.

CuHTaKkcuc

[no] ip sftp enable

MapameTpbl
OrtcyTtcTBYIOT

3HauyeHue No ymosiMaHuio

BbikntoueHo

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbI pexum
CONFIG-USER

Mpumep:
esr(config-user)# ip sftp enable

key
[aHHoi KomaHaol 3aaaéTcsa Naposb ANng ayTeHTUMKaumm Ha yaasieHHOM CepBepe.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (NO) yAansieT 3a[aHHbIi Naposib ANst ayTEHTUMKALMM Ha
yAasieHHOM cepBepe.

CuHTakcuc
key ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }

no key

MapameTpbl
<TEXT> - cTpoka [8..16] ASClI-cumeonos (ans TACACS-cepsepa — [1..16] ASCIIl-cumB0N0B);

<ENCRYPTED-TEXT> — 3awwumdpoBaHHbIli naposib, pasmepoM [8..16] 6aiiT, 3agaéTcs cTpokoii [16..32]
cumBonos (anss TACACS-cepeepa — Ao 120 cMMB0OOB).
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHAHbI1 pexum
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER
CONFIG-DAS-SERVER

Mpumep:

esr(config-tacacs-server)# key ascii-text 12345678

Idap-server base-dn

ESR-Series. CnpaBoyHUK komaHz CLI

[JaHHoli komaHzoi 3apaétcs 6a3oBblii DN (Distinguished name), KoTopblid 6yAET MCNONL30BATLCA NPY NOUCKE

nosnb3oBaTeneii.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaanseT 3afaHHblii 6a30BbIii DN.

CuHTakcuc
ldap-server base-dn <NAME>

no ldap-server base-dn

MapameTpbl

<NAME> — 6a30BbIii DN, 3agaetcsi CTpokoii Ao 255 cMumBonos.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ldap-server base-dn “dc=example,dc=com”

Idap-server bind authenticate root-dn

[JaHHoli komaHgoit 3apaétcs DN (Distinguished name) nonb3oBatensi ¢ npaBaMn agMUHUCTPATOPA, Nof,
KOTOpbIM ByaeT nponcxoanTb asTopusaumnsa Ha LDAP-cepsepe npu noucke nosib3oBartenei.

Micnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT 3aAaHHbIi DN nonb3oBatens.

169



ESR-Series. CnpaBoyHUK komaHz CLI

CuHTakcuc
ldap-server bind authenticate root-dn <NAME>

no bind authenticate root-dn

MapameTpbl

<NAME> — DN nonb3oBatens ¢ npaBamn agMMHUCTPATOPa, 3afaeTcs CTPOKOM A0 255 cMmBOI0B.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ldap-server bind authenticate root-dn “cn=admin,dc=example,dc=com”

Idap-server bind authenticate root-password

[aHHOi KoMaH 10V 3a4aéTcs Napo/ib NO/bL30BaTeNs C NpaBaMu afiMUHUCTPATOPA, Noj, KOTOPbIM GyaeT
npoucxoamuTb asTopusaums Ha LDAP-cepBepe npw novcke nosnb3oBareneii.

Vicnonb3oBaHue oTpuUaTeNbHOi (DOPMbI KOMaH bl (N0) yAanseT 3a4aHHbIii Naposb Nonb3oBaTens.

CuHTakcuc

ldap-server bind authenticate root-password ascii-text { <TEXT> | encrypted <ENCRYPTED-
TEXT> }

no bind authenticate root-password

MapameTpbl
<TEXT> - cTpoka [8..16] ASCIl-cumBonos;

<ENCRYPTED-TEXT> — 3awwumdpoBaHHbIli naposib, pasmepoM [8..16] 6aiiT, 3agaétcs cTpokoii [16..32]
CYMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG
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Mpumep:

esr(config)# ldap-server bind authenticate root-password ascii-text 12345678

Idap-server bind timeout

[aHHoI KomaHaoM 3aaéTca NHTepBaUl, N0 NCTEYEHM KOTOPOro YCTPOCTBO cunTaeT, uto LDAP-cepsep
HeLoCTyneH.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CunHTakcuc
ldap-server bind timeout <SEC>

no ldap-server bind timeout

MapameTpbl

<SEC> — nepvog BpemeHu B cekyHax, nprHuMaeT 3HaueHus [1..30].

3HauyeHue No ymosi4aHuio

3 cekyH/bl

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ldap-server bind timeout 5

Idap-server dscp

KomaHpaa 3anaét 3HaveHne koga DSCP ansa ncnonb3oBaHna B IP-3aronioBke ncxogsimx naketos LDAP-
cepsepa.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (N0) ycTaHaBMBaeT 3HadeHne DSCP no ymonyaHuio.
CuHTakcuc

ldap-server dscp <DSCP>

no ldap-server dscp
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MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHMmaeT 3HaueHus B amanasoHe [0..63].

3HauyeHue No ymosiyaHuio
63

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ldap-server dscp 40

Idap-server host

[JaHHaa komaHga ucnonb3yetcsa ana nobasneHns LDAP-cepsepa B CNYCOK UCMO/b3yeMbIX CEPBEPOB U
nepexoga B KomaHaHbln pexxum LDAP SERVER.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT 3aaaHHbIin LDAP-cepsep.

CuHTakcuc

[no] ldap-server host { <ADDR> | <IPV6-ADDR> | <LDAP-HOST-NAME> } [ vrf <VRF> ]

MapameTpbl
<VRF> - nmsa aksemnnspa VRF, 3agaetca cTpokoii go 31 cumsona.

<ADDR> - IP-agpec LDAP-cepBepa, 3anaétca B suge AAA.BBB.CCC.DDD, rge kaxaas yacTb NpuHUMaeT
3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec LDAP-cepBepa, 3a0aétca B Buge X:X:X:X::X, rge kaxaas yactb npuHUMaeT
3HauYeHus B LecTHaauaTepunuHom dpopmarte [0..FFFF].

<LDAP-HOST-NAME> - DNS-ums LDAP-cepBepa, 3agaétca cTpokoit go 31 cumeona. 18 KOppeKTHOro
conocTasnieHns DNS-umeHn xocTa C ip-agpecomM Ha MapLupyTM3aTope AO/MKeH ObITb 3anyLeH 1 HacTPOeH
dhyHKumoHan domain lookup enable.

HeoG6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG
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Mpumep:

esr(config)# ldap-server host 10.100.100.1
esr(config-ldap-server)#

Idap-server naming-attribute

[JaHHol KomaHzoi 3aaéTcs umMsa atpnbyTta 06beKTa, Co 3HaYEeHNEM KOTOPOro NAET CpaBHEHUE MEHN
nckomoro nonb3oBatens Ha LDAP-cepsepe.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
ldap-server naming-attribute <NAME>

no ldap-server naming-attribute

MapameTpbl

<NAME> — nms atpnbyTta 06beKTa, 3a4aéTca CTPOKOW A0 127 CUMBOOB.

3HauyeHue No ymosi4aHuio
uid

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ldap-server naming-attribute displayName

Idap-server privilege-level-attribute

[aHHoIn KomaHaoM 3a4aéTca umsa atpubyTa 06bEKTa, 3HaYeHe KOTOPOoro Byaet onpeaensitb HavyasibHble
NpVBUIErN NOJIb30BATE/ISA HA YCTPOCTBE. ATPUOYT AO/IKEH NPUHUMATL 3Ha4eHus [1..15]. Ecnm ykasaHHbIi
atpubyT OTCYTCTBYET UM COAEPXKUT HELOMYCTMMOE 3HAYEHME, TO HaYa/TbHbIe MPUBUIErMI NOMIb30BaTENSA
6yyT COOTBETCTBOBATbL NPUBW/IErMAM NO/Ib30BATENS «remotey.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

ldap-server privilege-level-attribute <NAME>
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no ldap-server privilege-level-attribute

MapameTpbl

<NAME> — nms atpnbyta 06bekTa, 3a4aéTca CTPOKOW A0 127 CUMBOSOB.

3HayeHue No ymosiMaHuio

priv-lvl

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ldap-server privilege-level-attribute title

Idap-server search filter user-object-class

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHo KoMaH 10V 3a4aéTCs UMS Knacca 0GbEKTOB, CPeIM KOTOPbIX HE06X0AVMMO BbINOMHATHL MOWCK

nonb3oBarenei Ha LDAP-cepsepe.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc
ldap-server search filter user-object-class <NAME>

no ldap-server search filter user-object-class

MapameTpbl

<NAME> — nms knacca o6bekToB, 3a4aETca CTPOKOW A0 127 CUMBOJIOB.

3HayeHue No ymosiMaHuio

posixAccount

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomMaHAHbIV peXxum
CONFIG
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Mpumep:

esr(config)# ldap-server search filter user-object-class shadowAccount

Idap-server search scope
[aHHol KomaHaoM 3aaaéTca 0b6nacTb novcka nonb3osareneii B gepese LDAP-cepsepa.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CunHTakcuc
ldap-server search scope <SCOPE>

no ldap-server search scope

MapameTpbl
<SCOPE> - o6nacTb noucka nonb3osaresnein Ha LDAP-cepBepe, NnpuHMMaEeT criegytolime 3HaueHns:

+ onelevel — BbINOMHATL NOMCK B 06bEKTaX Ha cneaytowemM yposHe nocse 6asosoro DN B gepese LDAP-
cepsepa;
+ subtree — BbINO/IHATL NOUCK BO Bcex 06bekTax nogaepesa 6aszoBoro DN B gepese LDAP-cepBepa.

3HauyeHue No ymosi4aHuio

subtree

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ldap-server search scope onelevel

Idap-server search timeout

[aHHOoI KomaHaoM 3a4aéTca HTepBaUsl, N0 NCTEYEHMM KOTOPOro YCTPOMCTBO cunTaeT, Uto LDAP-cepBep He
Haluen 3anuceii Nonb3oBaTesnen, NoAXoAALLMX N0 YCI0BNE NOUCKa.

icnonb3oBaHune oTpuLaTesibHOV hopMbl KOMaHbl (NO) YyCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTakcuc

ldap-server search timeout <SEC>

no ldap-server search timeout
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MapameTpbl

<SEC> - nepviofi BpEMEHM B CEKyH1ax, NpuHMmaeT 3HadeHus [0..30].

3HayeHue No ymosiMaHuio

0 — yCTpOWCTBO OXnAaeT 3aBepLUEeHUs nomncka u nonyyeHnsa oreeta ot LDAP-cepsepa.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ldap-server search timeout 10

Idap-server ssl certificate

[aHHOoI KOMaHA0M yKa3bliBaeTcs cepTudmKar, KOTopblil ByaeT NCnonb3oBaTbCcA A1 yCcTaHoBNeHNs SSL-
coegumHeHna ¢ LDAP-cepsepom.

icnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yaansieT u3 KoHduUrypauum ceptudoukar ans
ycTaHoBneHuna SSL-coeanHeHusn ¢ LDAP-cepeepom.

CuHTakcuc
ldap-server ssl certificate <FILE-NAME>

no ldap-server ssl certificate

MapameTpbl

OrtcyTCTBYIOT.

3HayeHue No ymosiMaHuio

CepTudukar He yKasaH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG
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Mpumep:

esr(config)# ldap-server ssl certificate ldap-ssl.crt

Idap-server ssl check-peer disable
[JaHHoi KomaHaon oTknovaeTcs Bepudukaunsa LDAP-cepBepa no ceptudumkary.

Micnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaH bl (N0) BKoUaeT Bepudmkaumio LDAP-cepsepa no
ceptudomkary.

CuHTakcuc

[no] ldap-server ssl check-peer disable

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ldap-server ssl check-peer disable

Idap-server ssl enable
[laHHOI KomaHAaol BKoYaeTcsa ncnonb3oBaHne SSL-coegnHerns ans LDAP-nogkntoyeHnst (LDAP over SSL).

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (N0) OTK/OYAETCA Ucrnonb3oBaHne SSL-coeanHeHns ans
LDAP-noakntoueHusi (LDAP over SSL).

CuHTakcuc

[no] ldap-server ssl enable

MapameTpbl

OtcyTCTBYIOT.
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3Ha4yeHue no ymonyaHuio

OTK/IHOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ldap-server ssl enable

line

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHol KOMaH0M OCYLLECTBNAETCA NEPEXOL, B PEXUM KOH(PUIYyprpoBaHUS COOTBETCTBYIOLLENO TEpMUHANA:
NoKasbHas KOHCO/b, yaaneHHas KoHcosb (Telnet), ynaneHHas 3aumieHHas kKoHcosnb (SSH).

icnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHbl (N0) ycTaHAB/IMBAET NapamMeTpbl TEPMUHANA Mo
ymonyaHuto. MapameTpbl N0 yMOMYaHuio onucadbl B pasgenax login authentication n enable authentication.

CuHTakcuc
[no] line <TYPE>

MapameTpbl
<TYPE> — T1n KoHCONWN:

+ console — nokasibHasi KOHCO/b;
+ telnet — ynaneHHas KOHCO/b;
+ ssh - 3awyeHHas yaaneHHas KOHCOosb;

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# line console
esr(config-line-console)#

178



ESR-Series. CnpaBoyHUK komaHz CLI

login authentication

[laHHOI KOMaHAol OCyLLECTBNSIETCA akTUBaLMS CNMcKa ayTeHTUdMKaLMK BXoaa Nonb3oBaTeneli B CUCTEMY,
KOTOPbI ByAEeT NCNONb30BaTLCS B KOHIUIYPUPYEMOM TEPMUHASE.

B KOHMrypaumm no yMonyaHuio akTMBHbIM SBISIETCS CNUMCOK C MeHeM «default», aaHHbIN cnncok cogepxmT
OOMH cnocob ayTeHTudmkaumm — «local».

icnonb3oBaHue oTpuuaTesibHol (DOpMbl KOMaHAbl (N0) AenaeT cnucok ¢ umeHem «default» akTMBHbIM.

CuHTakcuc
login authentication <NAME>

no login authentication

MapameTpbl

<NAME> — nms cnucka, 3agaétcsa cTpokoi 4o 31 cumsona.

3HauyeHue No ymosi4aHuio

default

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH

Mpumep:

esr(config-line-console)# login authentication login-test

password

KomaHga gnsa yctaHoBKM Napons onpegeneHHoMy nosib30BaTtesnto /1s Bxoga B cuctemy. Maponb MOXeET ObITb
3a4aH Kak B OTKPbITOM BUAe, Tak 1 B Buae xew sha512.

Mcnonb3oBaHue oTpuLaTenibHo hopMbl KOMaH bl (NO) yAansieT naposib Nosib30BaTeNst U3 CUCTEMBI.
CuHTakcuc

password { <CLEAR-TEXT> | encrypted <HASH_SHA512> }

no password
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MapameTpbl
<CLEAR-TEXT> - naponb, 3agaétcsi cTpokoii [1 .. 32] cumBosoB, npuHUMaeT 3HadeHus [0-9a-fA-F];

<HASH_SHAS512> — xew napons no anroputmy sha512, 3agaértcsa ctpokoii u3 110 cMMBOOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-USER
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr(config-user) password test

port
[aHHoin KomaHaoM 3a4aéTca HoMep nopTta Ans o6MeHa AaHHbIMU C yaaNleHHbIM CEPBEPOM.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
port <PORT>

no port

MapameTpbl

<PORT> — Homep TCP/UDP-nopTa ans obMeHa faHHbIMU C YAaJIEHHbIM CEPBEPOM, MPUHUMAET 3HAYEHUA
[1..65535].

3HauyeHue No ymosi4aHuio
49 nna TACACS-cepBepa
389 ona LDAP-cepBepa

He yctaHoBneHo ana DAS-cepsepa

HeoG6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER
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CONFIG-DAS-SERVER

Mpumep:

esr(config-tacacs-server)# port 4444

priority

[JlaHHoli KOMaHAOo 3aaéTcsA NPUOPUTET UCMONb30BaHUS YAAIEHHOTO cepBepa. YeM HuKe 3HaueHne, Tem
npuopuTEeTHEE CEPBEp.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
priority <PRIORITY>

no priority

MapameTpbl

<PRIORITY> — np1opuTeT UCNO/Mb30BaHs yAaNIeHHOTO CepBEPA, NPUHUMAET 3HadYeHus [1..65535].

3HauyeHue No ymosi4aHuio
1

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER
CONFIG-LDAP-SERVER

Mpumep:

esr(config-tacacs-server)# priority 5

privilege

[aHHOoI KoMaHAo0M NPOU3BOANTCA YyCTaHOBKA YPOBHA NpuBUNernii nonb3osarens. Habop komaHa, KOTopblii
[lO0CTynNeH Nnosib30BaTesto, 3aBUCUT OT YPOBHA NpuBWUIErnid. NMonb3osarensmM ¢ ypoBHAMU npusuiernii ot 1 4o 9
[OCTYNeH TOMbKO NPOCMOTP MHApopmMauuun. MNMonb3oBarensam ¢ yposHeM npusuneruii ot 10 go 15 goctynHa
60/1bLLasA YacTb KOMaHA, KOHPUryprpoBaHus. MNMonb3oBarensiM ¢ ypoBHEM NPUBUIETUA 15 AOCTYNEH NOJHBIN
Habop KkoMaHpg,. Tpebyemblii He0OXOoAUMbIA YPOBEHb NPUBUIETNIA KOMaH MOXET ObITb U3MEHEH, OnvcaHne B
pasgene description.
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Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yCTaHaB/IMBAET HEOBXOANMbI YPOBEHb NpUBUAETAl
Mo YMO/YaHWIO.

HasHauyeHne HayasIbHOro YPOBHSA NPUBUAETNIA NOb30BATENSIM MPOUCXOAUT CNEAYHOWMM 06pa3oM:

* Heob6Xxo4uMbIl yPOBEHb NMPUBW/IETNIA NOb30BATENAM U3 JIOKa/IbHOW 6a3bl Ha3HaYaeTCs yka3aHHOM
KOMaHoi;

* Heob6Xo4uMbIl ypOBEHb NPUBWIETNIA A5 NONb30BaTeNneil, aBTopm3oBaBLUMXcs no npotokony RADIUS,
6epeTca n3 atpubyTa cisco-avpair = "shell:priv-lvlI=<PRIV>";

* Heob6Xxo4uMbIl ypOBEHb NPUBWIETNIA NS Nofb3oBaTeneil, aBTopmsoBasLumxcs no npotokony TACACS,
6epetcsa u3 atpmbyTa priv-lvi=<PRIV>,

* YPOBEHb NpvBUAErMn 15 Nosb30BaTteneil aBTopu3oBaBLLMXCs No npoTokony LDAP 6epetcsa n3
atpnbyTa 3agaHHOro KomaHaou
privilege-level-attribute, onncarHoi B pasgene line, no ymonyaxuio priv-lvi=<PRIV>,

Ecnu npu ayteHTndmkauun nonb3osarens yepes npotokosibl TACACS/RADIUS/LDAP He 6bin1a nonyyeHa
BbllLieyKa3aHHasa onuus uamn obis1a nosyyeHa onuus ¢ HEKOPPEKTHbIM 3HAYeHMeM, TO NoNb3oBartento byayT
Ha3HayeHbl NPUBUIETM NONb30BaTeNs «remote», N0 yMonyaHuo 1. Heobxoammblii ypoBeHb NpUBUAETNA
nonb3oBarens «remote» MOXHO U3MEHUTb aHa/I0rMYHO /IFO60MY ApyroMy Mob30BaTesNto U3 f10KasibHON 6a3bl C
NMOMOLLbIO YKa3aHHON KOMaHApbI.

CuHTakcuc
privilege <PRIV>

no privilege

MapameTpbl

<PRIV> — HEOGXOAMMbII1 YPOBEHb NPUBWUIEMNIA, TPUHUMAET 3HaueHue [1..15].

3Ha4yeHue no ymonyaHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
CONFIG-USER

Mpumep:

esr(config-user)# privilege 15

privilege

,ﬂ.aHHOI7I KOMaH,Cl,OVI nponseognTcAa yCtaHoBKa MMHNMaJ1IbHOTO YPOBHA HpVIBVIﬂeFMVI nosb30Baresns,
H606XOAMMOK)AHHBbmonHeHMHKOMaHAbIM3yKa3aHHON)HOAAepeBaKOMaHA.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAb! (NO) yCTaHaB/IMBAET HEOBXOAUMbIV YPOBEHb NpUBUAErili
Mo YMO/YaHWHO.
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CuHTakcuc
privilege <COMMAND-MODE> level <PRIV> <COMMAND>
no privilege <COMMAND-MODE> <COMMAND>

MapameTpbl
<COMMAND-MODE> — KOMaHAHbIA PEXUM, MOXET NPUHUMATb 3HAYEHUS:

+ change-expired-password;
+ config;

+ config-aaa-das-profile;
+ config-aaa-radius-profile;
+ config-accsess-profile;
+ config-acl;

+ config-acl-rule;

+ config-archive;

+ config-bgp;

+ config-bgp-af;

+ config-bgp-group;

+ config-bgp-neighbor;

+ config-bridge;

+ config-cellular-modem;
+ config-cellular-profile;

+ config-class-map;

+ config-class-policy-map;
+ config-das-server;

+ config-dhcp-server;

+ config-dhcp-vendor-id;
+ config-dnat;

+ config-dnat-pool;

+ config-dnat-rule;

« config-dnat-ruleset;

+ config-eT;

+ config-gre;

+ config-if-gi;

« config-if-te;

+ config-ike-gw;

+ config-ike-policy;

+ config-ike-proposal;

+ config-ip4ip4;

+ config-ipsec-policy;

+ config-ipsec-proposal;
+ config-ipsec-vpn;

+ config-ipv6-bgp-af;

+ config-ipv6-bgp-group;
+ config-ipvé-bgp-neighbor;
+ config-ipvé-dhcp-server;
+ config-ipv6-ospf;

+ config-ipv6-ospf-area;

+ config-ipv6-ospf-vlink;
+ config-ipvé-pl;

+ config-ipv6-wan-rule;

+ config-ipv6-wan-target;
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+ config-ipvé-wan-target-list;
+ config-keychain;

« config-keychain-key;

« config-12tp-server;

+ config-12tpv3;

+ config-ldap-server;

+ config-line-console;

+ config-line-ssh;

+ config-line-telnet;

+ config-loopback;

« config-lt;

+ config-mst;

« config-multilink;

+ config-netflow-host;

+ config-network-policy;

« config-ntp;

+ config-object-group-application;
+ config-object-group-mac;
+ config-object-group-network;
+ config-object-group-service;
+ config-object-group-url;

+ config-openvpn;

+ config-openvpn-server;

+ config-ospf;

+ config-ospf-area;

+ config-ospf-vlink;

« config-pl;

+ config-policy-map;

+ config-pool;

+ config-port-channel;

+ config-ppp-user;

+ config-pppoe;

« config-pptp;

+ config-pptp-server;

+ config-profile;

+ config-qging-if;

+ config-radius-server;

« config-rip;

+ config-route-map;

+ config-route-map-rule;

+ config-service-port;

+ config-sflow-host;

+ config-snat;

+ config-snat-pool;

+ config-snat-rule;

+ config-snat-ruleset;

+ config-snmp-host;

+ config-snmp-user;

+ config-softgre;

+ config-subif;

+ config-subscriber-control;
+ config-subscriber-default-service;
+ config-subtunnel;

« config-tacacs-server;

« config-tracking;

ESR-Series. CnpaBoyHUK komaHz CLI
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+ config-user;

+ config-vlan;

« config-vrf;

+ config-vtj;

+ config-wan-rule;

+ config-wan-target;

+ config-wan-target-list;
+ config-wireless;

+ config-zone;

+ config-zone-pair;

+ config-zone-pair-rule;
+ debug;

* root.

<PRIV> - HE06X0AUMbIii ypOBEHb NMPUBWNETUNA, MPUHUMAET 3HaueHue [1..15];

<COMMAND> - noaaepeBo KomaHg, 3afaeTcsi CTPOKoi A0 255 cMmMBO/OB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG

Mpumep:

YcTaHOBUTL A/15 NogAepeBa komaHg, «show» KOpHEBOro KOMaHAHOMO pPeXxMma Heo6X0ANMBbIA YPOBEHb
npusunernii 2. Komanapl nogaepesa «show interfaces» octaBuTb ¢ ypoBHEM npuBunernii 1.

esr(config)# privilege root level 2 "show"
esr(config)# privilege root level 1 "show interfaces"

radius-server dscp

KomaHga 3apaét 3HadeHne koga DSCP gna ncnonb3oBaHus B IP-3arosioBke nexogawmx naketos RADIUS-
cepsepa.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) ycTaHaBMBaeT 3HadeHne DSCP no ymonyaxuio.

CuHTakcuc
radius-server dscp <DSCP>

no radius-server dscp

MapameTpbl

<DSCP> - 3HaueHue koaa DSCP, npuHumaeT 3HadyeHus B amanasoHe [0..63].

3Ha4yeHue no ymonyaHuio
63
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# radius-server dscp 40

radius-server host

[JaHHaa komaHga ucnosnb3yetca ona nobasneHns RADIUS-cepBepa B CNUCOK NCMO/b3yeMbIX CEPBEPOB U
nepexofa B KomaHAHbI pexxvm RADIUS SERVER.

icnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHzbl (NO) yaanseT 3agaHHblin RADIUS-cepsep.

CuHTakcuc
[no] radius-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> — nms sksemnnspa VRF, 3agaetcsa cTpokoi o 31 cumeona.

<ADDR> — IP-agpec RADIUS-cepsepa, 3agaétca B sBuge AAA.BBB.CCC.DDD, rge kaxgas yactb npuHumMaet
3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec RADIUS-cepBepa, 3agaétca B Buge X:X:X:X::X, rae kakgasa 4acTb NpuHMmaet
3HauYeHuns B LIecTHaauaTepuyHom dpopmarte [0..FFFF].

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# radius-server host 10.100.100.1
esr(config-radius-server)#

radius-server host

[aHHasa komaHaa ncnonbayetcsa ans gobasneHms RADIUS-cepsepa B npodgunnis RADIUS-cepBepoB.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) yaanseT 3agaHHblii RADIUS-cepBep 13 npoduns.

186



ESR-Series. CnpaBoyHUK komaHz CLI

CuHTakcuc
[no] radius-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> — nms sksemnnspa VRF, 3agaetcsa cTpokoi o 31 cumeona.

<ADDR> — IP-agpec RADIUS-cepsepa, 3agaétca B sBuge AAA.BBB.CCC.DDD, rge kaxgas yactb npuHUmMaeT
3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec RADIUS-cepBepa, 3agaétca B Buge X:X:X:X::X, rae kaxgasa 4acTb NpuHMmaet
3HauYeHus B LIecTHaauaTepuyHom dpopmarte [0..FFFF].

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-RADIUS-SERVER-PROFILE

Mpumep:

esr(config-aaa-radius-profile)# radius-server host 10.100.100.1

radius-server retransmit

[aHHoi KomaHaol 3aaéTcsa KOMYEeCTBO NepesanpocoB K nocnegHemy aktusHomy RADIUS-cepsepy, koTopoe
6yaeT BbINOSTHEHO Nepeq, BbINO/THEHMEM 3anpocoB K cneayowmm RADIUS-cepeepam B cnucke.

Micnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME NO YMOTYAHUIO.

CuHTakcuc
radius-server retransmit <COUNT>

no radius-server retransmit

MapameTpbl

<COUNT> - konmuyecTBo nepesanpocoB k RADIUS-cepBepy, NpuHUMaeT 3HaueHus [1..10].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUierui
15
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KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# radius-server retransmit 5

radius-server timeout

[JaHHoi KomaHaol 3a4aéTca NHTepBaUl, N0 UCTEYEHMM KOTOPOro YCTPONCTBO cuntaeT, uto RADIUS-cepeep
HeLOCTYneH.

Micnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOMYAHUIO.

CuHTakcuc
radius-server timeout <SEC>

no radius-server timeout

MapameTpbl

<SEC> - nepviofi BpEMEHM B CEKyH1aX, NpMHMMAaeT 3HadeHus [1..30].

3HayeHue No ymosiMaHuio

3 ceKkyHAbl

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# radius-server timeout 5

retransmit

[aHHoi KomaHaol 3agaéTcsa KonnyecTBo nepesanpocos K RADIUS-cepsepy, KoTopoe 6yAeT BbINOHEHO Nepes
BbINOSIHEHMEM 3anpocoBs K cnegytowmnm RADIUS-cepeBepam B cnucke.

icnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOMYAHUIO.
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CuHTakcuc
retransmit <COUNT>

no retransmit

MapameTpbl

<COUNT> - konmuecTBO nepesanpocoB k RADIUS-cepsepy, npuHuMaeT 3HaueHus [1..10].

3Ha4yeHue no ymonyaHuio

He 3agaH, ncnonb3yeTtcs 3HaYeHUe r106a1bHOT0 NapameTpa, ONMCaHHOro B pasaene radius-server retransmit.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config)# retransmit 5

security passwords default-expired
,ﬂ,aHHOI7I KOMaH,U,OVI BK/TOHAETCA 3anpoC Ha CMeHY Mapo/iA no ymosiHaHuo 4714 nosib3oBaresia admin.

icnonb3oBaHue oTpuLaTesibHOM hopMbl KOMaHAbI (NO) OTK/IHOUAET 3anNpPOC Ha CMEHY NaposIsi MO YMOYaHWI0.

CuHTakcuc

[no] security passwords default-expired

MapameTpbl

KomaHga He coaepxuT napameTpoB

3Ha4yeHue no ymonyaHuio

3anpoc Ha CMeHy Naposis N0 YMOSTYAHUIO OTK/TIHOYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG
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Mpumep:

esr(config)# security passwords default-expired

security passwords history

[laHHOli KOMaHAO BK/THOUYAETCS PEXMM 3arnpeTa Ha UCMO/Ib30BaHNe paHee YCTaHOB/IEHHbIX Naposeit
NOKa/bHbIX NO/Ib30BaTesieit. B kauecTBe napameTpa ykasblBaeTcst KONMUYECTBO Naposiell, COXpaHsieEMbIX B
namsT MapLupyTusartopa.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CunHTakcuc
security passwords history <COUNT>

no security passwords history

MapameTpbl

<COUNT> - Ko/IM4ecTBO naporsiel, coxpaHsieMblx B namsiTv Mmaplipytusatopa [0..15]. Mpyu ymeHbLeHun
[laHHOrOo 3HaYeHusa NNLWHKeE, 6osiee cTapble NapoNn yaasIAaTCS.

3HauyeHue No ymosi4aHuio
1

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# security passwords history 5

security passwords lifetime

[laHHOli KOMaHAOo ycTaHaBNMBaETCA BPeMS AeACTBUSI Naposs SI0Ka/IbHOro nosnb3osatesis. Mpu nonbITke
NOAK/OYEHMNS NONb30BATENSA C UCTEKLLUM NaposieM, Nob3oBaTe/lb OyAeT HanpaB/eH B PEXUM
NPUHYANTENIbHOW CMEHbI Naponsi.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

security passwords lifetime <TIME>
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no security passwords Llifetime

MapameTpbl

<TIME> - nHTepBasn BpeMeH AeiNCcTBUS Naposist B AHSX, PUHUMAET 3HadeHus [1..365].

3HayeHue No ymosiMaHuio

Bpems ,U,eVICTBVIFI naposia JI0OKaJ/IbHOTO MoJsib30BaTesid He orpaHn4yeHo.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# security passwords lifetime 30

security passwords lower-case

[aHHoIn KomaHAoW ycTaHaBNNBAETCSA MUHMMAa/IbHOE KOMTMYECTBO CTPOUHbIX OYKB B Maposie N0KasibHOro
nonb3oarensi, ENABLE-napone, umeHn SMNPv3-nonb3osartens u SMNPv1/SMNPV2 ¢ KOMbHOHUTH.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc
security passwords lower-case <COUNT>

no security passwords lower-case

MapameTpbl

<COUNT> — MMHUMa/IbHOE KONMYECTBO CTPOUHbIX OYKB B Naposie fokasibHoro nons3osartesns, ENABLE-napone,
nmenn SMNPv3-nonb3osatensa n SMNPv1/SMNPv2 ¢ kombloHntu [0..32].

3HayeHue No ymosiMaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG
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Mpumep:

esr(config)# security passwords lower-case 2

security passwords max-length

[aHHol KoMaH0i yCcTaHaB/IMBAETCH OrpaHNYeHre Ha MakCuMasibHYH0 AJIMHY Naposis NI0KasIbHOro
nono3osartens un ENABLE-napons.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CunHTakcuc
security passwords max-length <NUM>

no security passwords max-length

MapameTpbl

<NUM> — MakcumasibHOe KO/IM4ecTBO CMBOJIOB B Naposie, 3aaeTcs B AvanasoHe [1..32].

3HauyeHue No ymosi4aHuio
32

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# security passwords max-length 30

security passwords min-length

[aHHol KoOMaH0I ycTaHaB/IMBaAETCH OrpaHNYeHe Ha MUHUMaSIbHYHO OJIMHY Naposis IOKasTbHOro
nono3osartens un ENABLE-napons.

icnonb3oBaHune oTpuLaTesibHOV hopMbl KOMaHbl (NO) YyCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.
CuHTakcuc

security passwords min-length <NUM>

no security passwords min-length
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MapameTpbl

<NUM> — MUHMMa/IbHOE KO/IMYECTBO CMBOJIOB B Naposie, 3aaeTcs B AvanasoHe [1..32].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# security passwords min-length 10

security passwords numeric-count

[aHHoili KomaHAoW ycTaHaBNMBaAETCA MUHMMAa/IbHOE KO/IMYECTBO UMAp B Naposie /I0KasibHOro nosb3oBarterss,
ENABLE-napone, nmenn SMNPv3-nonb3oBatens n SMNPv1/SMNPV2 ¢ KOMbIOHUTW.

Micnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc
security passwords numeric-count <COUNT>

no security passwords numeric-count

MapameTpbl

<COUNT> — MnHnmasibHoe Konmn4ecTBo Ludp B napose fokasibHoro nons3osarensa, ENABLE-napone, nmeHm
SMNPv3-nonb3osatensa n SMNPv1/SMNPv2 ¢ kombtonnTu [0..32].

3HayeHue No ymosiMaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG
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Mpumep:

esr(config)# security passwords numeric-count 2

security passwords special-case

[aHHol KomaHAo ycTaHaBIMBAETCS MUHUMa/IbHOE KO/IMYECTBO CheLnasbHbIX CUMBO/IOB B Naposie
nokaneHoro nons3osatens, ENABLE-napone, nmenn SMNPv3-nonb3osarens n SMNPv1/SMNPV2 ¢
KOMBbIOHUTH.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CunHTakcuc
security passwords special-case <COUNT>

no security passwords special-case

MapameTpbl

<COUNT> — MMHMMa/IbHOE KONMNYECTBO CrneunasibHbIX CUMBO/IOB B Maposie 0KasIbHOro Nonb30Barens,
ENABLE-napone, umenn SMNPv3-nonib3osatens n SMNPv1/SMNPV2 ¢ komblonuTu [0..32].

3HauyeHue No ymosi4aHuio
0

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# security passwords special-case 2

security passwords symbol-types

[aHHol KoMaH0i ycTaHaB/IMBaeTCsA MUHMasIbHOe KO/IMYEeCTBO TUMOB CYMBOJIOB, KOTOPbIE AO/KHbI
npucyTCTBOBaTh B Napose fokasnbHoro nosns3osarens, ENABLE-napone, umenn SMNPv3-nionib3oBarens u
SMNPv1/SMNPV2 ¢ KOMbIOHUTW.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

security passwords symbol-types <COUNT>
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no security passwords symbol-types

MapameTpbl

<COUNT> — MnHMMasIbHOE KOIMYEeCTBO TMNOB CMMBOJIOB B Naposie NOKasIbHOro Mnosib3oBarens,
ENABLE-napone, umenn SMNPv3-nonb3oBatens u SMNPv1/SMNPv2 ¢ komboHUTK [1..4].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# security passwords symbol-types 2

security passwords upper-case

[JlaHHOli KOMaH[oI ycTaHaBNMBAETCA MUHMMasIbHOE KONMMYECTBO NPOMUCHbIX (3arnaBHbIX) GYKB B Napone
nokanbHoro nons3oarens, ENABLE-napone, nmenn SMNPv3-nonb3oBatens n SMNPv1/SMNPv2c
KOMbIOHUTH.

icnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOMYAHUIO.

CuHTakcuc
security passwords upper-case <COUNT>

no security passwords upper-case

MapameTpbl

<COUNT> — MMHMMa/IbHOE KO/IMYeCTBO NPOMNUCHbLIX (3arnaBHbIX) 6YKB B Naposie NoKasibHOro Nosib3oBarens,
ENABLE-napone, nmeHn SMNPv3-nonb3osatens n SMNPv1/SMNPv2 ¢ koMbtoHuTy [0..32).

3HayeHue No ymosiMaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUIerui
15
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KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# security passwords upper-case 2

security snmp-community max-length
[aHHo KomaHA0l yCcTaHaBAMBaETCS OrpaHnvyeHme Ha MakcumMasnbHyo asinHy SMNPv1/SMNPV2 ¢ KOMbIOHUTN.

Micnonb3oBaHue oTpuLAaTeNbHON (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc
security snmp-community max-length <NUM>

no security snmp-community max-length

MapameTpbl

<NUM> — makcMmasibHoe KOMIMYeCcTBO CUMBOJ/IOB B KOMbIOHUTY, 3aAjaeTcs B AnanasoHe [1..128].

3HauyeHue No ymosiuaHuio
128

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# security snmp-community max-length 30

security snmp-community min-length
[aHHoI KomaHA0l yCcTaHaBIMBAETCA OrpaHnvyeHne Ha MUHUMasbHy annHy SMNPv1/SMNPV2 ¢ KOMbIOHUTN.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTakcuc

security passwords min-length <NUM>

no security passwords min-length
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MapameTpbl

<NUM> — MUHMMasIbHOE KOMIMYEeCTBO CUMBOJIOB B KOMbIOHUTY, 3ajaeTcs B Ananasoxe [1..128].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# security snmp-community min-length 10

show aaa accounting

JaHHaa komaHaa no3BosiseT NPOCMOTPETb HACTPOEHHbIE NapamMeTpbl yyeTa.

CuHTakcuc

show aaa accounting

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
ROOT

Mpumep:

esr# show aaa accounting
Login : radius
Commands : tacacs
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show aaa authentication

[JlaHHas komaHza No3BO/SIET NPOCMOTPETb CNUCKM CNOCO60B ayTEHTUIMKALMM NOMb30BaTENElNR, a TakkKe
aKTVBHbIE CMUCKU KaXA0ro Tna TepMUHaIOB.

CuHTakcuc

show aaa authentication

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show aaa authentication
Login Authentication Method Lists

default local
Enable Authentication Method Lists

default enable
Lines configuration

Line Login method list Enable method list
console default default
telnet default default
ssh default default

show aaa Idap-servers

JaHHas komaHga no3sonfeT NpocmoTpeTs napameTtpbl LDAP-cepBepos.

CuHTakcuc

show aaa ldap-servers
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show aaa ldap-servers

Base DN: dc=example,dc=com

Root DN: cn=admin,dc=example,dc=com
Root password: CDE65039E5591FA3

Naming attribute: uid

Privilege level attribute: priv-1lvl

User object class: posixAccount

DSCP: 63

Bind timeout: 3

Search timeout: 0

Search scope: subtree

IP Address Port Priority
10.100.100.1 389 1

show aaa radius-servers

JaHHaa komaHga no3BossgeT NpocMoTpeTb napameTpbl RADIUS-cepBepoB.

CuHTakcuc

show aaa radius-servers

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# show aaa radius-servers

Timeout: 3

Retransmit: 1

DSCP: 63

IP Addres Timeout Priority Usage Key

2.2.2.2 - 1 all 9DATO76CA30B5FFEODCOC4
2.4.4.4 - 1 all 9DATO76BA30OB4EFCES

show aaa tacacs-servers

JaHHaa komaHga no3BosngeT npocMmoTtpeTs napameTpbl TACACS-cepBepos.

CuHTakcuc

show aaa tacacs-servers

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
ROOT

Mpumep:

esr# show aaa tacacs-servers

Timeout : 3

DSCP: 63

IP Address Port Priority Key

10.100.100.1 49 1 CDE65039E5591FA3

10.100.100.5 49 10 CDE65039E5591FA3
show users

JaHHas koMaHaa Nno3BosIAeT NPOCMOTPETL akTUBHbIE CECCUN nonb3oBartesieii CUCTEMBI.

CuHTakcuc

show users
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show users
User name Logged 1in at Host Timers Login/Priv  level

admin 13/02/15 01:14:25 Console 00:29:57/00:00:00 15
1 user sessions.

show users accounts

[JlaHHas komMmaHza No3BO/ISIET NPOCMOTPETb KOHPUrypaLuo Nob3oBaTeneli CUCTEMbI.

CuHTakcuc

show users accounts

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

201



ESR-Series. CnpaBoyHUK komaHz CLI

Mpumep:

esr# show user accounts
Name Password Privilege

admin $6$1sxrvGaV8Za8oX/K$YNel5xYPZ4c] 15
bemYWYNpQBQKDXWE9v@aoKgQ
KkRCEbOEMNuUusO9Kmg7UBs7nA3buEM87e
Eu.rA6tzqo

techsupport $6$YfwntIwU$Sah7UxPZTemKhjpSWvVsV 15
9jHcp. 9lweQaSldw7ZtUr
uH66UZXx9.EBASTf//hUj80bUaC484TNR
X.

remote $6$YfwntIwUSah7UxPZTemKhjpSWvVsV 1
9jHcp. kgFAK. vmvyY9lweQaSldw7ZtUr
uH66UZXx9.EBASTf//hUj80bUaC484TNR
X.

operator $6$eILpbbyRxedCzvVD$4RHPO8SMjXVNf 1
urX7V/ULCZ1loHIWMwEEh5f
zgwZQUZcPoZCEyaqQQqCicRMRuPwhxrQ
bvGChWrewl

show users blocked

[aHHas KomaHza No3BONSAET NpocMaTpusBaTb CNUCOK Nosib3oBaTenei, 419 KOTopbIX Obls1 BBEAEH
Henpaswu/bHbIA Naposb. MNosb3oBaresnb yAanseTca U3 cnucka nocse Beoga npasu/ibHOro nNaposns npu
ayTeHTugukaymm.

CuHTakcuc
show users blocked [ <NAME> ]

MapameTpbl

<NAME> - umsa nonb3oBaTens, Ana KOTOPoro He06XoANMMO 0TO6PAa3nTb CTATUCTUKY HENPABU/IbHBLIX MOMNbITOK
ayTeHTUdmKaumm, 3agaércsa cTpokoit go 31 cumeona.

be3 ykasaHusa nMeHu nosb3oBartens 0T06pa>KaeTc;| BCA Ta6n|/|u,a HenpaBun/ibHbIX MOMNbITOK ayTEHTI/I(*)I/IKaLI,VII/I.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# show users blocked
User name Failures Latest failure From

tester 4 10/09/17 08:29:42 0.0.0.0

source-address

[JaHHoli komaHzon onpegensetca IPv4/IPv6-agpec mapLupyTusarTopa, KOoTopblil 6yAeT UCMosb30BaTbCA B
kayecTtBe IPv4/IPv6-afpeca NCTOYHUKA B OTNpaB/IsieMblX NakeTax Ha KoHpurypupyemblii AAA-cepsep.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) yaansieT ykasaHHbliii IPv4/IPv6-aapec NCTOUHMKA.

CuHTakcuc
source-address { <ADDR> | <IPV6-ADDR> }

no source-address

MapameTpbl

<ADDR> - |P-agpec nctoyHuka, 3agaétca s suge AAA.BBB.CCC.DDD, rge kaxgas 4acTb NPMHUMAET 3HAYEHUA
[0..255];

<IPV6-ADDR> — IPv6-agpec UCcTo4HuKa, 3a4aétcs B Buge X:X:X:X::X, rge Kaxaas 4yactb NpuHUMaEeT 3Ha4eHns B
LecTHaguaTepmyHom cpopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbI pexum
CONFIG-RADIUS-SERVER
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER

Mpumep:

esr(config-radius-server)# source-address 220::71

source-interface

[aHHoin KomaHAoW onpegensieTcsa nHTepdeiic nam TyHHeNb MapwpyTmnsatopa, IPv4/IPv6-agpec koToporo
OyaeT ucnonb3osarbeA B kavecTtse IPv4/IPv6-agpeca ncTouHvKa B OTNpaB/isieMblx NaketTax Ha
KoHurypupyemblii AAA-cepsep.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yAaNAeT ykasaHHbIi UHTepdelic Nm TyHHEeNb.
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CuHTakcuc
source-interface { <IF> | <TUN> }

no source-interface

MapameTpbl

<IF> — nma nHTepdelica ycTponcTea, 3a4aéTtca B BUAE, ONMCaHHOM B pasgene Turbl 1 nopsifok MMeHoBaHn:A
NHTephelicoB MapLLpyTU3aTopa;

<TUN> — nmsA TyHHeNa yCTponCTBa, 3a4aéTcA B BUAE, ONNUCAHHOM B pasgesnie Turbl 1 Nopsfok MMeHoBaHusA
TYHHesen mapLipyTtusaropa.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomMaHAHbIV peXxum
CONFIG-RADIUS-SERVER
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER

Mpumep:

esr(config-radius-server)# source-interface gigabitethernet 1/0/1

system configuration-exclusively
[aHHoli KOMaHAo BKNOYAETCS OrpaHnyeHre KonmnuecTea ceccuii CLI 1o oaHoIA.

Micnonb3oBaHue oTpuLAaTeNIbHO (DOPMbl KOMaHbl (N0) yCTAHAB/MBAETCSA 3HAYEHME NO YMOMYAHUIO.

CuHTakcuc

[no] system configuration-exclusively

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

204



ESR-Series. CnpaBoyHUK komaHz CLI

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# system configuration-exclusively

tacacs-server dscp

KomaHpga 3apaét 3HadeHne koga DSCP ansa ncnonb3oBaHna B IP-3aronioBke ncxogsawmx naketos TACACS-
cepsepa.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) ycTaHaBMBaeT 3HadeHe DSCP no ymonyaHuio.

CuHTakcuc
tacacs-server dscp <DSCP>

no tacacs-server dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHMmaeT 3HaueHus B amanasoHe [0..63].

3HauyeHue No ymosiyaHuio
63

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# tacacs-server dscp 40

tacacs-server host

[aHHasa komaHaa ncnonbayercsa ans gobasneHns TACACS-cepBepa B CNMCOK UCNOMb3yEMbIX CEPBEPOB U
nepexoga B komaHgHbln pexxum TACACS SERVER.

Micnonb3oBaHue oTpuuaTesibHoi hopmMbl KoMaHbl (No) yaanseT 3agaHHblii TACACS-cepBep.
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CuHTakcuc
[no] tacacs-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> — nms sksemnnspa VRF, 3agaetcsa cTpokoi o 31 cumeona.

<ADDR> — IP-agpec TACACS-cepBepa, 3agaétcsa B suge AAA.BBB.CCC.DDD, rae kaxgasa yacTb NpuHUMaeT
3HaueHus [0..255].

<IPV6-ADDR> — IPv6-agpec TACACS-cepBepa, 3agaétca B Bnge X:X:X:X::X, rae Kkaxgas yacTb npuHMmMaeT
3HauYeHus B LIecTHaauaTepuyHom dpopmarte [0..FFFF].

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# tacacs-server host 10.100.100.1
esr(config-tacacs-server)#

tacacs-server timeout

[aHHoi KomaHaol 3aaaéTca NHTepBasT, N0 UCTEYEHMM KOTOPOro YCTPONCTBO cuntaeT, uto TACACS-cepBep
HeLOCTYneH.

Micnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME NO YMOTYAHUIO.

CuHTakcuc
tacacs-server timeout <SEC>

no tacacs-server timeout

MapameTpbl

<SEC> - nepviofi BpEMEHM B CEKyH1aX, NpMHMMAaeT 3HadeHus [1..30].

3HayeHue No ymosiMaHuio

3 CeKyHAbl.

Heo6xoauMbIii ypoBeHb NpuBuierui
10
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KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# tacacs-server timeout 5

tech-support login enable

[aHHol KoMaHO0M BKNHOYAETCA HU3KOYPOBHEBDIV YAaNEHHbIA AOCTYN K CUCTEME C MOMOLLbIO NONb3oBaTens
«techsupport». HU3k0ypoBHEBbIV AOCTYN K CUCTEME MO3BONUT NOYUNTb TEXHNYECKONM NOAAEPXKKE BCO
HeobxoanMyH MHd)OpPMaLMIO, Korga aTo Heo6XoAMMO.

icnonb3oBaHue oTpuLaTeNbHO (hOPMbl KOMaHbl (N0) BbIK/THOUYAET HU3KOYPOBHEBbIN YaaNeHHbI A0CTYN K
cUcTeMe C NMoMOLLbI0 Nosb3oBaTtens «techsupport».

CuHTakcuc

[no] tech-support login enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

HeoG6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# tech-support login enable

timeout

[aHHoI KomaHaoM 3aaéTca HTepBaUsl, N0 NCTEYEHMM KOTOPOro YCTPOMCTBO cunTaeT, Uto RADIUS-cepsep
HeLoCTyneH.

icnonb3oBaHune oTpuLaTesibHOV hopMbl KOMaHbl (NO) YyCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTakcuc

timeout <SEC>

no timeout
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MapameTpbl

<SEC> - nepviofi BpEMEHM B CEKyH1aX, NpMHMMAaeT 3HadeHus [1..30].

3HayeHue No ymosiMaHuio

He 3apaH, cnosb3yeTcs 3HaueHne r1o6asnbHOro TaiMepa, onMcaHHoro B pasaene radius-server timeout.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# timeout 7

usage

[aHHaa komaHza onpefenser TUn coeguHeHnn Ans ayTeHTudmkaumm KoTopbix 6yAeT NCnosib30BaTbCs
RADIUS-cepBepa.

Micnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc
usage { all | aaa | auth | acct | pptp | 12tp }

no usage

MapameTpbl
all — Bce Tunbl coeanHeHui;

aaa — RADIUS-cepBep 6ygeT ucnonb3oBaTbCs ANs ayTeHTudukauum, astopusaumm un yyeta telnet-, ssh-,
console-ceccuiz;

auth — RADIUS-cepBep 6yaeT ncnonb3oBatbes 418 ayTeHTUdnKaumm n astopusaumm telnet-, ssh-,
console-ceccuiz;

acct — RADIUS-cepBep 6yaeT ucnonb3oBatbes Ans yyeta telnet-, ssh-, console-ceccuis;

pptp — RADIUS-cepBep 6yaeT ncnonb3oBaTbCa AN ayTeHTUmKauumn, aBtopusaunm 1 ydeta yaaseHHbIX
nosb3oBaTtesnien, nogxknyarLwmxca no npotokony PPTP;

|2tp — RADIUS-cepBep 6yaeT ncnonb30oBaTbCsa 418 ayTeHTUdMKaLmm, agTopmsanmm n yueta yaaieHHbIX
nosb3oBaTtenen, nogknyarwmxcsa no npotokony L2TP over IPsec.

3HayeHue No ymosiMaHuio

all
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# usage pptp

username

[JaHHO KOMaH0Vi BbINOMHSAETCS A06aBEeHVE No/b30BaTe s B NTOKasIbHY0 6a3y nonb3oBatesneii 1
OCYLLIECTB/ISIETCS MEPEXOA, B PEXUM HACTPOIKM NapamMeTpoB Mosib30BaTess.

Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yYAauIAa€eT NoJib30Batesiad U3 CUCTEMBbI.

CuHTakcuc

[no] username <NAME>

MapameTpbl

<NAME> — ums nonb3oBaTens, 3agaétca cTpokoin Ao 31 cumeona. Ecnm ncnonb3oBarb KOMaHAy A5
yAaneHus, To Npu ykasaHuy 3HadeHuns «all» 6yayT yaaneHsl Bce Nonb30BaTesnu.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# username test
esr(config-user)#
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13 KoHthurypupoBaHue 1 MOHUTOPUHT MHTEPenCcosB

+ O6Lme KomaHabl
+ clear interfaces counters
+ description
+ history statistics
* interface
* ip tcp adjust-mss
+ load-average
* mode
* mtu
* rate-limit arp-broadcast
* rate-limit arp-broadcast pps
+ show interfaces counters
+ show interfaces description
+ show interfaces history
+ show interfaces status
+ show interfaces utilization
+ show system jumbo-frames
+ shutdown
+ speed
+ switchport dot1q ethertype egress stag
+ switchport mode
+ system jumbo-frames
+ dusmnyeckme nHTepdecsl
« snmp trap link-status
+ show interfaces protected-ports
+ show interfaces sfp
+ show interfaces switch-port configuration
+ show interfaces switch-port status
+ threshold rx-utilization
+ threshold rx-utilization monitoring
+ threshold tx-utilization
+ threshold tx-utilization monitoring
+ switchport community
+ switchport protected
+ switchport protected-port
+ ArpervpoBaHHble MHTepdeliChI
+ channel-group
+ lacp port-priority
+ lacp system-priority
+ lacp timeout
+ port-channel load-balance
+ show interfaces port-channel
+ show lacp counters
+ show lacp interfaces
+ show lacp parameters
« E1/multilink
* enable
* ip tcp header-compression
* ip tcp compression-connections
* mrru
+ password
* ppp authentication chap
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ppp chap hostname

ppp chap password

ppp chap refuse

ppp chap username

ppp ipcp accept-address
ppp ipcp remote-address
ppp max-configure

ppp max-failure

ppp max-terminate

ppp mru

ppp multilink

ppp multilink-group

ppp timeout keepalive
ppp timeout retry

show controllers e
switchport e1 slot
switchport e1 clock source
switchport e1 crc
switchport e1 framing
switchport e1 invert data
switchport e1 linecode
switchport e1 timeslots
switchport e1 unframed
switchport mode e1

+ lMocnepoBaTtesibHble NHTEPECHI

chat-script

clear line aux
databits

dialer

dialer idle-timeout
dialer in-band
dialer map

dialer string
flowcontrol

line aux

modem inout
parity

show line aux
speed

stopbits
transport telnet port

+ BecnpoBofHble MOAEMbI

allowed-auth
allowed-mode
apn

cellular modem
cellular profile
device

enable
ip-version

mru

number
password

pin

ESR-Series. CnpaBoyHuK KOMaHf, CLI
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+ preferred-mode
* profile
+ show cellular configuration modem
+ show cellular configuration profile
+ show cellulas status modem
* user
+ HacTtpolika TenedoHHbIX NOPTOB
+ authentication name
+ authentication password
+ call-forwarding busy
+ call-forwarding busy number
+ call-forwarding no-answer
+ call-forwarding no-answer number
+ call-forwarding no-answer timeout
+ call-forwarding unconditional
« call-forwarding unconditional number
+ call-waiting
+ caller-id mode
+ dial-type
* enable
+ flash call-transfer
« flash call-transfer mode
« flash timer
* hotline
* hotline ipt
+ hotline pstn
+ hotline number
* hotline number ipt
+ hotline number pstn
+ hotline timeout
* hotline timeout ipt
* hotline timeout pstn
+ hybrid rx
+ hybrid tx
* ipt prefix-name
* ipt prefix-number
+ ipt offhook-ringing
* ipt ring-number
« profile sip
+ profile pbx
* pstn transmit-number
* pstn transmit-prefix
+ shutdown
*+ sip port
* sip user display-name
* sip user phone
+ timing delay
+ timing digit
« timing flash
+ timing pulse-digit
+ timing pulse-interdigit
+ timing pulse-pause
+ timing tone-digit
+ timing tone-interdigit
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* TecTupoBaHue TeniepOHHbIX MOPTOB
+ test voice-port start
+ test voice-port status

MopsfoK MMeHOoBaHWA NHTePdENCcoB MapLLpyTU3aTopa onucaH B pasgesne Tunbl 1 NopsaaoK IMeHOBaHNS
NHTepdericoB MapLupyTusaTopa.

KomaHgpbl, BBEAEHHbIE B pEXUME KOHUTypupoBaHusi nHTepdoelica (rpynnbl MHTEPKECoB), NPUMEHSIHOTCS K
BbIGpPaHHOMY MHTepdeiicy (rpynne nHTepgeiicos).

O6wume KomaHabl

clear interfaces counters

[JaHHol KOMaHZOoM OCyLLEeCTBASAETCA COPOC CHETUMKOB 3a4aHHOIO CUCTEMHOIO MHTepdielica unm rpynmel
NHTepelicos.

CuHTakcuc

clear 1interfaces counters [<IF>]

MapameTpbl

<IF> — HameHOBaHVe CUCTEMHOIO UHTepdeica nnm rpynnel MHTephelicos, 3agaéTtcsa B BUAE, ONMCaHHOM B
pasgene Tvnbl 1 NOPAAOK UMEHOBaHUS MHTEPENCcoB MapLupyTusaropa.

MOXHO yKa3aTb HECKOJ/IbKO MHTephelicoB nepevncneHnem yepes «,» M1Mbo ykasatb gmanasoH nHTepdeincos
yepes «-». Ecnv He ykasblBaTb MHAEKCHI MHTEPENnCcoB, TO ByAyT OUMLLEHbI CHETUMKN BCEX NHTEpPIencoB
3aaHHo rpynnbl. Mpu BbINO/IHEHWUM KOMaHAb! 6e3 napameTpa 6yayT OYMLLEHbI CHETUMKM BCEX CUCTEMHbIX
NHTEpdeCcoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
ROOT

Mpumep:

esr# clear 1interfaces counters gigabitethernet 1/0/5

description
[aHHasi KomaHga Ncnonb3yeTcs A8 U3MEHEHUS OnNncaHnsa KOHhMrypnpyemoro nHtepdeiica.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yAANSIET YCTaHOB/IEHHOE ONvCaHue.
CuHTakcuc

description <DESCRIPTION>

no description
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MapameTpbl

<DESCRIPTION> - onucaHune nHtepdelica, 3a0aétcsa CTpokoin fo 255 cMMBO/OB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE

CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK
CONFIG-SERVICE-PORT
CONFIG-CELLULAR-PROFILE
CONFIG-CELLULAR-MODEM
CONFIG-VOICE-PORT
CONFIG-VOIP-PROFILE

CONFIG-LINE-AUX '

Mpumep:
esr(config-if-gi)# description "Uplink interface"

& 7 Tonbko anis ESR-21.

history statistics
[JaHHoli KOMaHAO0M BK/IHOYAETCS 3anncb CTATUCTVKM UCMO/Ib30BaHNA TEKYLLETO MHTEpdeiica.

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) OTK/OYAET 3anucb CTATUCTUKM UCMO/Tb30BaHNS
TekyLllero uHTepdeiica.

CuHTakcuc

[no] history statistics

MapamveTpbl
OrtcyTCTBYIOT.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-MULTILINK
CONFIG-E1
CONFIG-BRIDGE
CONFIG-CELLULAR-MODEM

Mpumep:

esr:esr(config-if-gi)# history statistics

esr:esr(config-if-gi)#

interface

ESR-Series. CnpaBoyHUK komaHz CLI

[laHHas KoMaHAa No3BOSSIET NEPENTU B PEXMM KOHPUTYPUPOBAHUSI OIHOMO U/ 6onee HTePgElicoB.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) BOCCTaHaB/IMBAET HACTPOViKM UHTepdbelica no

YMO/TYaHUIO.

CuHTakcuc

[no] interface <IF>

MapameTpbl

<IF> — HaMmeHoBaHWe MHTepdelica UK rpynnbl MHTEPKEIACOB, 3a4aETCS B BU/e, ONCAHHOM B pasaene Turbl

1 NOPSZI0K UMEHOBAHWS MHTEPMECOB MapLUpyTM3aTopa.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG
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Mpumep 1

Mepexop B pexum KoHdurypuposaHus Ethernet-untepdpeiica gi 1/0/20:

esr(config)# interface gigabitethernet 1/0/20
esr(config-if-gi)#

Mpumep 2

Mepexof B pexum KoHdurypuposaHus Ethernet-untepdpeiica te 1/0/2:

esr(config)# interface tengigabitethernet 1/0/2
esr(config-if-te)#

Mpumep 3

Mepexos B peXuM KOHDUryprpoBaHUsa BUPTYasIbHOTO HTepeiica:

esr(config)# interface loopback 5
esr (config-loopback)#

Mpumep 4

Mepexon B pexum KoHdurypuposaHusa cabunHtepdelica:

esr(config)# interface gigabitethernet 1/0/20.20
esr(config-subif)#

Mpumep 5

Mepexof B pexum KoHdurypuposaHus nitepdeiica port-channel 2:

esr(config)# interface port-channel 2
esr (config-port-channel)#

Mpumep 6

Mepexon B pexum KoHdurypupoaHus nitepceiica el 1/0/1:

esr(config)# interface el 1/0/1
esr(config-el)#

ESR-Series. CnpaBoyHUK komaHz CLI
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Mpumep 7

Mepexo B pexum KoHdurypuposaHus nitepdeica multilink 1:

esr(config)# interface multilink 1
esr(config-multilink)#

ip tcp adjust-mss

[laHHoI komaHaol NnepeonpeaensieTcs 3HaveHme nonsa MSS (Maximum segment size) Bo Bxogsawmx TCP-
nakerax.

icnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaHbl (NO) OTK/OYAET KOPPEKTUPOBKY 3HaUYeHne nons MSS.

CuHTakcuc
ip tcp adjust-mss <MSS>

no 1ip tcp adjust-mss

MapameTpbl

<MSS> — 3HaueHune MSS, nprH1UMaeT 3HaueHust B ananasoHe [500..1460].

3HauyeHue No ymosi4aHuio
1460

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK

Mpumep

esr(config-if-gi)# ip tcp adjust-mss 1400
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load-average

[laHHOI KoMaHaol ycTaHaBNMBAETCA MHTepBa BPEMEHN, MO KOTOPOMY NPOUCXOAMT pacyeT yTuam3auum
nHTEepdeica.

icnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaH/bl YCTaHaBMBAET 3HAUYEHME MO YMOJTYAHMIO.

CuHTakcuc
load-average <TIME>

no load-average

MapameTpbl

<TIME> — uHTepBan B ceKyHAax, npuHUMaeT 3HaueHus [5..150].

3HauyeHue No ymosi4aHuio
5

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-E1
CONFIG-MULTILINK
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-CELLULAR-MODEM

Mpumep:
esr(config-if-gi)# load-average 30
mode

[aHHOoI KOMaHAoW yCcTaHaBNNMBAETCA PeXxnM paboTbl PN3NYeCcKoro/arpernpoBaHHOro UHTepgeinca.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME PeXMMA N0 YMOJTYAHWIO.
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CuHTakcuc
mode <MODE>

no mode

MapameTpbl
<MODE> - pexum paboTbl oU3n4eckoro/arpermpoBaHHoro nHTepdenca, NpMHMMaeT 3Ha4YeHns:

+ switchport — yctaHaBnuBaeT L2-pexum. Bo3MOXHO pa3pelueHune vlan, Ho 3anpeLyaet Ha3HavyeHe
IP-agpeca n co3gaHve cab/qing-mHTepdencos.

+ routerport — yctaHaBnusaeT L3-pexumm. Bo3amoxHO HaszHauyeHune IP-agpeca n co3gaHve cab/
ging-nHTepdeiicos, HO 3anpeLleHo pa3pelueHune vlan Ha nHTepdeiice.

+ hybrid — Bo3mMoXxH0 paspelueHue vlan, HasHaueHve IP-agpeca v co3gaque cab/qing-uHtepdeiicos ' .

3HayeHue No ymosiMaHuio

routerport

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:
esr(config-if-gi)# mode switchport

& 1 NoctynHo Tonbko Ha MapLupyTu3aTopax ESR-1000/1200/1500/1511/1700.

mtu
[laHHoi komaHAaol ykasbiBaetca pasmep MTU (Maximum Transmition Unit) ans uHtepdeiicos.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHbl (N0) ycTaHaBIMBaeT 3HadeHre MTU no ymonyaHuto.
CuHTakcuc

mtu <MTU>

no mtu
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MapameTpbl

<MTU> - 3HauyeHne MTU B 6aiTax, NpUHMMAET 3HAYEHNS B AnanasoHe:
ESR-10/12V/12VF/14VF/15 - [552..9600],

ESR-20/21/30 - [552..9500],

ESR-100/200/1000/1200/1500/1511/1700 - [552..10000],

ESR-3100/3200 - [552..9190].

ns Serial, ET u multilink-nHtepdeiicos — [552-1500] anst Bcex Mofenei MaplLupyTM3aTopoB.

3HaveHuna MTU 6onee 1500 MOXHO BbICTaBMSATb TONIbKO NPY BKNKOYEHHOW nogaepxke Jumbo-pelimos,
onuncaHHol B pasgene system jumbo-frames.

3HauyeHue No ymosiuaHuio
1500

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-E1
CONFIG-MULTILINK
CONFIG-CELLULAR-MODEM

Mpumep:
esr(config-if-gi)# mtu 1400
rate-limit arp-broadcast

[aHHO KOMaH/10¥i BK/IHOYAETCA OrpaHnyYeHne nprema arp-3anpocoB Ha bridge-nHtepdeiice.

Mpwn ncnonb3oBaHWKM OTpULATENBHOM hOPMbI KOMaHAbl (NO) OTK/IKOUYAETCS OrpaHnYeHre Nprema arp-3anpocos
Ha bridge-nHtepdeliice.
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CuHTakcuc

[no] rate-limit arp-broadcast

MapameTpbl

OTCyTCTBYIOT.

3Ha4yeHue no ymonyaHuio

Bbik/1t04EHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-BRIDGE

Mpumep:

esr(config-bridge)# rate-limit arp-broadcast

rate-limit arp-broadcast pps

[aHHoI KomaHAoW ycTaHaBNMBAETCS MakCMasibHbIA NOPOr NprMemMa arp-3anpocoB Ha bridge-nHtepdelice.
[aHHbIi napameTp paboTaeT To/IbKO NPV BK/IKOYEHHOM peXnme orpaHMyeHns npremMa arp-3anpocos Ha bridge-
nHTEepdeiice.

Mpwn ncnonb3oBaHUKM OTpULaTENbHONM hopMbl KOMaHAb! (NO) yCTaHaBNMBAET 3HAYEHME NO YMO/TYaHMIO.

CuHTakcuc
rate-limit arp-broadcast pps <PPS>

no rate-limit arp-broadcast pps

MapameTpbl

<PPS> — Ko/IM4ecTBO arp-3anpocos, 3a4aeTcs B AnanasoHe [1..65535].

3Ha4yeHue no ymonyaHuio
100

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-BRIDGE

Mpumep:

esr(config-bridge)# rate-limit arp-broadcast pps 2000

show interfaces counters

KomMaHa0W BbINONHAETCA NPOCMOTP CYETUMKOB Ha CUCTEMHbLIX MHTEpdelicax: nopTax, cabuHTepdiencax,
rpynnax arperayum, ceteBbiX MOCTax.

CuHTakcuc

show 1interfaces counters [ <IF> ]

MapameTpbl

<IF> — nma nHTepdpeiica ycTpoiicTBa, 3a4aéTca B BUAE, ONMCAHHOM B pasaene Turbl 1 Nopsaok MeHoBaHMA
MHTepdheiicoB MapLLpyTM3aTopa.

KomaHza oTobpaxaeT CUETUMKM A5 MOPTOB MapLLpyTU3aTtopa, CabuHTepdencoB U TYHHE NbHbIX
NHTEpdeCcoB.

MOXHO yKasaTb HECKO/IbKO MHTephelicoB. Ecnn He ykasbiBaTb MHAEKCHI MHTepPhelicoB, TO ByayT OTOOpaXeHbI
CUYETUMKM BCEX MHTEPMeicoB 3afaHHON rpynnbl. Ecniv 3agaH onpegenéxHblii nHtepdelic, To byaet
oTobpaxeHa AeTanbHas nHopmaums no JaHHOMY nHTepdeiicy. Mpu BbINO/IHEHUN KOMaHAb! 6e3 napameTpa
6yayT NoKasaHbl CYETUMKN BCEX CUCTEMHbIX UHTEPCEICOB.

HeoGxoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show interfaces counters gigabitethernet 1/0/4-6

Interface UC recv Bytes recv Errors recv MC recv
gil/o/4 0 0 0 0
gil/o/5 0 0 0 0
gil/o/6 0 0 0 0
Interface UC sent Bytes sent Errors sent
gil/o/4 0 0 0
gil/0/5 1138 393748 (0]
gil/o/6 0 0 0
esr# show interfaces counters gigabitethernet 1/0/4

Packets received: 0

Bytes received:

Dropped on receive:
Receive errors:
Multicasts received:
Receive length errors:
Receive buffer overflow errors:
Receive CRC errors:
Receive frame errors:
Receive FIFO errors:
Receive missed errors:
Receive compressed:
Packets transmitted:
Bytes transmitted:
Dropped on transmit:
Transmit errors:
Transmit aborted errors:
Transmit carrier errors:
Transmit FIFO errors:
Transmit heartbeat errors:
Transmit window errors:
Transmit comressed:
Collisions:

ool oo oo oMooMoolMNolololNoNoNoMNooMoNoNo)

show interfaces description

KomaHga ncnonb3yetcs 415 NPOCMOTPA ONMCaHNsl CUCTEMHbIX MHTepdhelicos.

CuHTakcuc

show interfaces description [ <IF> ]

MapameTpbl

<IF> - uma nHTepdielica ycTpoincTea, 3a4a€Tca B BUAE, ONUCAHHOM B pasgesie Tunbl 1 NopsaaoK MeHOBaH A
NHTepdericoB MapLupyTusaTopa.

B KoMaHAEe MOXHO yka3aTb HECKO/IbKO MHTEpPIeiicoB. Ecnn He ykasblBaTb UHAEKCHI UHTEPElicoB, TO ByayT
0TOBGPaXeHbI CTaTyCbl BCEX MHTEPCHENCOB 3a4aHHOl rpynnbl. Mpy BbINO/THEHNM KOMaHAbl 6e3 NapameTpa
6yayT NokasaHbl ONMcaHns BCEX CUCTEMHBIX MHTEPCIECOoB.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show 1interfaces description gigabitethernet 1/0/4-5
Interface Admin Link Description
State State

gil/0/4 Up Down Link to NSK
gil/0/5 Up Down Link to MSK

show interfaces history

KomaH,u,a NCNONb3YyETCA AJ1A NMPOCMOTpa CTaTUCTUKN UCNOJIb30BaHUA I/IHTequ)ef/llca.

CuHTakcuc

show interfaces history [<KIF>] [timer <TIMER>]

MapameTpbl

<IF> — HaMmeHoBaHue NHTepdelica UK rpynnbl MHTEPKEIiCOB, 3aA4aETCs B BUe, ONCAHHOM B pasaene Turbl
1 NOPAA0K UMEHOBaHNA MHTEPGPEICOB MapLLpyTM3aTopa.

<TIMER > — He 0653aTenbHbIi Ko timer. B kauecTBe napaMeTpoB A5 AAHHOIO K/ioda MOryT BbICTYNaThb:

+ hours oTo6paxaeTt UCTopu1Io 3a nocnegHme 72 vaca,

* minutes oTo6paXxxaeT NCTopuio 3a nocneaHne 60 MUHYT,

+ seconds oTo6paxaeT UCTopuio 3a nocnegHne 60 cekyHa,

* MpW OTCYTCTBMM KNtoua timer BbIBOASATCS 3 TabNMLbl UCTOPUI UCMO/Ib30BAHNUSA TYHHeNs(e).

Heo6xoauMbIii ypoBeHb NpuBUerui
5

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# show interfaces history gi 1/0/1 timer minutes

gil/o/1

Last 60 minutes:

Timer Recv utilization, Kbit/s Sent utilization, Kbit/s Recv errors Sent errors Output
drops

0-1 240 16 (0] (0] (0]
1-2 961 64 (0] (0] (0]
2-3 962 64 (0] (0] (0]
3-4 962 64 (0] (0] (0]
4-5 960 64 (0] (0] (0]
5-6 961 64 (0] (0] (0]
6-7 719 64 (0] (0] (0]
-8 960 64 (0] (0] (0]
8-9 800 65 (0] (0] (0]
9-10 962 64 (0] (0] (0]
10-11 865 64 (0] (0] (0]
11-12 962 64 (0] (0] (0]
12-13 817 65 (0] (0] (0]
13-14 962 65 (0] (0] (0]
14-15 961 65 (0] (0] (0]
15-16 880 60 (0] (0] (0]
16-17 960 63 (0] (0] (0]
17-18 ©O 0 (0] (0] (0]
18-19 ©O 0 (0] (0] (0]
19-20 ©O 0 (0] (0] (0]
20-21 © 0 (0] (0] (0]
21-22 0 0 (0] (0] (0]

show interfaces status

KomaHga ncnonb3yeTcs 4151 NPOCMOTPA COCTOSIHUSA CUCTEMHbIX MHTEPXheicoB.

CuHTakcuc

show interfaces status [<IF>]

MapameTpbl

<IF> - uma nHTepdielica ycTpoincTea, 3a4a€Tca B BUAE, ONMCAHHOM B pasgesie Turbl 1 NopsaaoK MeHOBaH A
NHTepdericoB MapLupyTusaTopa.

B KoMaHAe MOXHO yka3aTb HECKO/IbKO MHTEpPeiicoB. Ecnn He ykasblBaTb UHAEKCHI MHTEPEliCoB, TO GyayT
0TOGPaXeHbI CTaTyCbl BCEX MHTEPDENCOB 3a4aHHOI rpynnbl. ECv 3a4aH KOHKPETHbI MHTepdelic, To byaeTt
oTobpaxeHa feTasibHast MHhopMaums No AaHHOMY MHTepdeiicy. Mpwn BbINOMHEHWN KOMaHbl 6e3 napameTpa
OyAyT NokasaHbl CTaTyCbl BCEX CUCTEMHBIX MHTEPXEICOB.

Heob6xoauMbIii ypoBeHb NpuBUierui
1
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KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show interfaces status gigabitethernet 1/0/1-2

ESR-Series. CnpaBoyHUK komaHz CLI

Interface Admin Link MTU MAC address Uptime

state state

gil/o/1 Up Down 1500 a8:f9:4b:aa:53:fc -
gil/0o/2 Up Up 1500 a8:f9:4b:aa:53:fd 15 hours, 17 minutes and 52
seconds

show interfaces utilization

KomaHga ucnosnb3yeTtcsi 4718 NPOCMOTPa TEKYLLE HAarpy3ku Ha onsnyeckux nHTepgecax.

CuHTakcuc

show interfaces utilization [ <IF> ]

MapameTpbl

<IF> — nms chmsmnyeckoro nHTepderica ycTponcTea, 3a4aéTcsa B BUAE, ONMcCaHHOM B pasgene Turbl 1 Nopsok

IMEeHOBaHWsi NHTepdeiicoB MapLIpyT13aTopa.

MOXHO yKa3aTb HECKO/IbKO MHTEP(EICOB NepeuncieHreM Yepes 3ansTyo «,» 160 ykasaTb AvanasoH

NHTEepdencoB Yepes gednc «-». ECnim He ykasblBaTb MHAEKCHI MHTEPAECOoB, TO byAeT oTo6paeHa TekyLas

Harpyska [/191 Bcex MHTepcheincoB 3agaHHol rpynnel. Mpu BINONHEHNM KOMaHAb! 6e3 napameTpa 6yaet

nokasaHa TekyLlas Harpyska a/1si Bcex om3nyecknx nHTepdencos.

HeoG6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show interfaces utilization gigabitethernet 1/0/3-5,1/0/9

Port Period, s Sent, Recv, Frames Sent
Kbit/s Kbit/s

gil/o/3 5 0 0 0

gil/o/4 5 0 0 0

gil/o/5 5 0 0 0

gil/0/9 5 0 0 0

Frames Recv
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show system jumbo-frames

& B Tekyweii Bepcum MO gaHHas komaHaa NoaAepXuBaeTcs To/bKO Ha MapLupyTu3aTopax
ESR-200/1000/1200/1500/1511/1700.

KomaHga ncnosnb3yercs A1 NpoCMOTPa TeKyLLero COCTOSHUS U COCTOSIHUS MOC/1e nepesarpyskun ycTpolicTea
hyHKLUMM jumbo-thpeinmoB.

CuHTakcuc

show system jumbo-frames

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show system jumbo-frames
Jumbo frames are disabled
Jumbo frames will be disabled after reset

shutdown
[JaHHol KomaHZOoI OTKNoHaeTCs KOHUIYpUpyeMbIil NHTepAEiiC.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHzbl (NO) BKIOYAET KOHIMIYpUPYEMbI HTEPENiC.

CuHTakcuc

[no] shutdown

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GI
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CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-if-gi)# shutdown

KoHdhurypupyemblin nHTepgIeiic OTK/IOYEH.

speed

[aHHOI komMaHAol ycTaHaBNMBAETCA 3HAYEHME CKOPOCTY [/18 KOH(UTyprpyeMoro nHtTepdierica, rpynnsbi
nHTepdericos. KomaHaon MoryT 6bITb yCTaHOB/MEHbI cneaytowme pexumsl: 10 Méut/c, 100 Méut/c, 1000
MéuTt/c, 10 Féut/c nnn auto.

icnonb3oBaHue oTpuuaTenbHoi (No) hopMbl KOMaH/bl YCTaHAB/IMBAET 3HAYEHME MO YMOTHYAHMIO.

CuHTakcuc
speed <SPEED> <DUPLEX>

no speed

MapameTpbl
<SPEED> — 3HaueHMe CKOpOCTH:

+ 10M - 3HauyeHue ckopoctn 10 M6UT/C;

+ 100M - 3Ha4yeHune ckopoctn 100 M6UT/C;

+ 1000M - 3HauyeHue ckopoctn 1000 M6UT/C;

+ 10G - 3Ha4yeHune ckopoctn 10 FouT/C;

* auto — aBTOMaTUYECKNMi1 BbIGOP pexmnma (HegocTynHo ans 10G-uHTepdgeiicos).

<DUPLEX> — pexvm paboTbl npuemMonepenartyvka, NpuHUMaeT 3Ha4YeHUsA:

« full-duplex — gynnekc;
+ half-duplex — nonyaynnekc.

3HauyeHue No ymosi4aHuio

auto

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

MNpumep 1

esr(config-if-te)# speed 10G

YcTaHOB/IEH CKOPOCTHOM pexum nHtepdeica 10 Fomnt/c.

Mpumep 2

esr(config-if-gi)# speed 10M full-duplex

YcTaHOB/IEH CKOPOCTHOM pexum nHtepdgeica 10 Méut/c, gynnekc.

switchport dot1q ethertype egress stag
[aHHoit komaHaon HacTpanBaeTcs EtherType ans cepsucHoro VLAN B ncxogsimx nakertax.

icnonb3oBaHue oTpuLAaTeNbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc

[no] switchport dotlq ethertype egress stag { 802.1q | 802.1lad }

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue no ymMmonyaHuwo
802.1q (0x8100)

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
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Mpumep:

esr(config-if-gi)# switchport dotlq ethertype egress stag 802.1lad

switchport mode
[aHHaa komaHga ucnonb3yeTcsa A5 3agaHmsa pexnva pabotel nHTepdpeiica ¢ VLAN.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
switchport mode <MODE>

no switchport mode

MapameTpbl

<MODE> - pexum paboTbl:

+ access | — uHTepdelic AocTyna, HeTerMpoBaHHbI UHTepdelic ans ogHol VLAN,

+ trunk | — uHTepeiic, NPUHMMAIOLLMIA TOMBKO TErMPOBaHHbIV TpauK 3a NCKIUeHrneM ogHoro VLAN,
KOTOPbI MOXET 6bITb A06aBNEH C NOMOLb0 koMaHAbl switchport trunk native vlan , onncaHHoi B
switchport trunk native-vlan;

- general 2 — uHTepdelic nepekoyaeTcs B pexum general;
+ el - cmsnyeckuii nHTepdpeiic nepeknoyaeTcs B pexum E1 (He npyuMeHnMa ansi arpermpoBaHHbIX
NHTepdelicos).

3Ha4yeHue no ymonyaHuio
access '

general 2

Heob6xoauMbIii ypoBeHb NpuBUerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# switchport mode trunk
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a [aHHasa KomaHaa nogaepXnBaeTcs ToNbKo Ha MapLupyTusartopax ESR-10/12V/12VF/14VF/
15/20/21/30/100/200/3100/3200.

2 NaHHas KOMaHga noanepXxvBaeTca To/1bKo Ha MaplipyTtusaTopax ESR-1000/1200/1500/1511/1700.

system jumbo-frames

[aHHoin KomaHaoW BKNoYaeTcs nogaepxka Jumbo-gpelimos. [Ins BCTyneHUs n3MeHeHuin B cuny Tpebyetcsa
nepesarpyska yCcTpolicTBa.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) BbIK/IHOYAET noaaepxky Jumbo-cpeiimos.

CuHTakcuc

[no] system jumbo-frames

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

OTK/0YEHO.

Heob6xoaumbili ypoBeHb NPUBUETAIA
10

KomaHgHbIi pexum
CONFIG

Mpumep:
esr(config)# system jumbo-frames

dusunueckme nHtepcencol

snmp trap link-status
[laHHas KoMaHAa Ucnonb3yeTcs A1 BKIUYEHUS OTNPaBKX sSnmp-trap 0 BK/IOYEHWUN/BbIK/TOYEHNUN TYHHENS.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaH/bl (N0) OTK/OYAET OTNPaBKY SNmp-trap o BKoUYeHUn/
BbIK/TOYEHUN TYHHENS.

CuHTaKkcuc

[no] snmp trap link-status
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue No ymosiMaHuio

BkntoyeHo.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# snmp trap link-status

show interfaces protected-ports

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXuBaeTcs ToNbKO Ha MapLUpyTu3aTopax
ESR-1000/1200/1500/1511/1700.

KomaHga ucnonb3yeTcsi 4719 NPOCMOTPa OU3NYECKUX UHTEPAIEiCOB B PEXUME M30/1ALMM MO Tpynnam.

CuHTakcuc

show interfaces protected-ports [ <IF> ]

MapameTpbl

<IF> — nms chmsmyeckoro nnmn arpernpoBaHHOro MHTepdieinca ycTponcTsea, 3agaércs B BUAe, ONMCaHHOM B
pasgene Tunbl 1 NOPAAOK UMEHOBaHUS MHTEPENCoB MapLupyTusarTopa.

B komaHze MOXHO yka3aTb HECKO/IbKO MHTepdieincoB. Ecnv He ykasbiBaTb MHAEKCHI MHTEPIEnCcoB, To byayT
OTOBOpaXeHbl CTaTyCbl BCEX NHTEPENCOB 3aaHHOI rpynnbl. EC/v 3agaH onpegeneHHblin nHTepgeric, To
6yaeT oTobpaxeHa getasibHas MHopMaums No gaHHoOMy uHTepdeincy. MNMpu BbINOIHEHMN KOMaHb! 6e3
napameTpa 6yayT nokasaHbl CTaTyCbl BCeX (PU3NYECKNX UHTEPCIENCOB.

HeoGxoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show interfaces protected-ports
Interface State Community

gil/0/5 Protected 4

show interfaces sfp

KomaHga ncnonb3yetcs s npocmMoTpa nHdopmaumm 06 SFP-TpaHcuBepax.

CuHTakcuc

show interfaces sfp [ <IF> ]

MapameTpbl

<IF> — nmsa chmsmyeckoro nHTepdelica ycTpoicTea, 3a4aéTcs B BUAE, ONUCAHHOM B pasgene Turbl v Nopsaok
VIMEeHOBaHNsA NHTepPencoB MmapLpyTr3artopa. B komaHge MOXHO yka3aTb HECKO/IbKO UHTepdheiicoB. Ecnn He
yKasblBaTb MHAEKChI UHTEPCENCOB, TO ByAyT OTOGPaXEHbI CTaTyCbl BCEX MHTEP(ECOB 3a4aHHO Tpynmbl.
Ecnv 3agaH onpefeneHHbiin HTepdeiic, To byaeT oTobpaxeHa AeTasibHast MHhopMaums No AaHHOMY
nHTepdeiicy. Mpu BbINO/THEHUN KOMaHAb! 6e3 NapamMeTpa 6yayT NokasaHbl CTaTyCbl BCEX CUCTEMHbIX
NHTepdencos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# show interfaces sfp
Interface 'tel/0/1':
SFP present:
Connector Type:

Type:

Compliance code:
Laser wavelength:
Transfer distance:

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

OUI:
name:

PN:

SN:

date:
revision:

DDM supported:
Temperature:
Voltage:
Current:

RX Power:

TX Power:

RX LOS:

TX Fault:

TX Disable:

Soft TX Disable:
Interface 'tel/0/2':
SFP present:
Connector Type:

Type:

Compliance code:
Laser wavelength:
Transfer distance:

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

OUI:
name:

PN:

SN:

date:
revision:

DDM supported:

Yes

LC

SFP/SFP+

10G BASE-SR

850 nm

300.00 m

24:00:00

Modultech
MT-PP-85192-SR
M1204011007

04.05.12

1.0

Yes

40.562 C

3.3364 V

6.004 mA

0.0001 mW / -40.0000 dBm
0.4398 mW / -3.5674 dBm
Yes

No

No

No

Yes

SC

SFP/SFP+
1000BASE-LX
1310 nm

20.00 km

OEM
APSB35123CXS20
SG35224701333
12.12.12

1.00

No

show interfaces switch-port configuration

ESR-Series. CnpaBoyHUK komaHz CLI

& B Tekyuweii Bepcum MO gaHHas komaHaa NoaaepXuBaeTcs To/bKO Ha MapLUupyTu3aTopax
ESR-1000/1200/1500/1500/1511/1700

KomaHoi BbINO/THAETCS NPOCMOTP NapamMeTpoB KOHGUrypaumm omsnyeckmx nHTepteincos.

CuHTakcuc

show interfaces switch-port configuration [ <IF> ]
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MapameTpbl

<IF> — nms chmsmnyeckoro nHTepderica ycTponcTea, 3a4aéTcsa B BUAE, ONMcCaHHOM B pasgene Turbl 1 Nopsok
MMeHOBaHWs UHTepencos MapLLpyT1saTopa.

MOXHO yKa3aTb HECKO/IbKO UHTePhencoB nepeyncrieHneM Yyepes 3ansaTyto IM60 ykasarb AvanasoH
NHTEepdencoB Yepes gednc «-». ECnim He ykasbiBaTb MHAEKCHI NHTEPdIENCOB, TO 6yaAyT OTOO6PaKeHbI
napamMmeTpbl BCeX UHTEPIENCoB 3aaHHo rpynnbl. [Mpy BbINONHEHUN KOMaHAb! 6e3 napameTpa 6yayT
nokasaHbl NapameTpbl BCeX PU3NYECKNX UHTEPCIENCOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show interfaces switch-port configuration gigabitethernet 1/0/5-7
Port Media Duplex Speed Neg Flow Admin Back
control State Pressure

gil/0/5 none Half 10 Mbps Enabled off Up Disabled
gil/0/6 none Half 10 Mbps Enabled off Up Disabled
gil/o0/7 none Half 10 Mbps Enabled off Up Disabled

show interfaces switch-port status

KomaHga ncnonb3yeTcs Ans NPOCMOTPa COCTOSAHUS (M3NYECKNX MHTEPCIENCOB.

CuHTakcuc

show interfaces switch-port status [ <IF> ]

MapameTpbl

<IF> — ums chnsmyeckoro nnm arpernpoBaHHoro nHTepdieiica ycTpoiicTea, 3a4aéTcsi B BUAE, ONMCAHHOM B
pasgene Tunbl 1 NOPSA0K MMEHOBAHNA MHTEPCHEINCOB MapLIpyTHU3aTopa.

MOXHO yKa3aTb HECKOJ/IbKO MHTepPheicoB NnepeyncneHnemM yepes 3ansryto «,» M60 ykasaTb AnanasoH
NHTEepdencoB Yepes gednc «-». ECnim He ykasbiBaTb MHAEKCHI NHTEPAENCOB, TO ByAyT OTOOPaXKeHbI CTaTyCbl
BCEX MHTepelicoB 3agaHHoON rpynnbl. ECNn 3agaH onpeaeneHHoblii uTepdeiic, To 6yaeT oTobpaxeHa
AeTanbHasa nHgopmaymsa no gaHHomy nHTepdpeiicy. Mpy BbINONHEHN KOMaHAbl 6€3 napameTpa 6yayT
nokasaHbl CTaTyCbl BCeX (OM3NYEeCKnX MHTeptencos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1
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KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show interfaces switch-port status

Port Media Duplex Speed Neg Flow Link Back MDI Port
ctrl State Pressure Mode Mode
gil/o/1 - -- - Enabled -- Down - -- access
gil/0o/2 - -- - Enabled -- Down - -- access
gil/o/3 - -- - Enabled -- Down - -- access
gil/o/4 - -- - Enabled -- Down - -- access
gil/0/5 - -- - Enabled -- Down - -- access
gil/0/6 - -- - Enabled -- Down - -- access

esr# show interfaces switch-port status gigabitethernet 1/0/2

Interface gigabitethernet 1/0/2
Status: up
Media: copper
Speed: 100 Mbps
Duplex: full

Flow control: no
MAC address: a8:f9:b5:00:00:25

MAC status:
Buffers full: no
Doing back pressure: no
Sending PAUSE frames: no
Receiving PAUSE frames: no
Auto-Negotiation done: yes
Sync fail: no

threshold rx-utilization

[laHHas kKoMmaHga ucnonb3yeTcs A5 3a4aHns nopora BXoAsALWEe Harpysku nHtepdeiica gns oTnpaBku
snmp-trap eltexInterfaceRxUtilizationHigh u eltexInterfaceRxUtilizationHighOk.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHNS N0 YMOMYAHUIO.

CuHTakcuc
threshold rx-utilization <TH-HIGH> clear <TH-LOW>

no threshold rx-utilization

MapameTpbl
<TH-HIGH> — nopor B npoueHTax ansa otnpasku snmp-trap eltexinterfaceRxUtilizationHigh;

<TH-LOW> - nopor B npougeHTax as1a otnpaskn snmp-trap eltexinterfaceRxUtilizationHighOk.

3HauyeHue No ymosiuaHuio
<TH-HIGH> — 90%;
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<TH-LOW> - 85%.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# threshold rx-utilization 90 clear 80

threshold rx-utilization monitoring

ESR-Series. CnpaBoyHUK komaHz CLI

[JlaHHan komaHAa ncnonb3yeTcs 41 BKAoYeHMss oTnpasky snmp-trap eltexinterfaceRxUtilizationHigh

eltexInterfaceRxUtilizationHighOk.

Vicnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) OTK/OYAET OTNpaBKy snmp-trap

eltexInterfaceRxUtilizationHigh u eltexInterfaceRxUtilizationHighOk.

CuHTakcuc

[no] threshold rx-utilization monitoring

MapameTpbl

KomaHga He coaepXuT napameTpos.

3Ha4yeHue no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
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Mpumep:

esr(config-if-gi)# threshold rx-utilization monitoring

threshold tx-utilization

[JaHHasa komaH4a ncnonb3yeTcs A5 3a4aHns NOPOroB NCXOASALLEl Harpy3ku HTepdelica Ans oTnpasky snmp-t
rap eltexinterface T xUtilizationHigh u eltexInterface T xUtilizationHighOk.

icnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH/bl (N0) yCTaHAB/IMBAET 3HAYEHNS MO YMOYAHUIO.

CuHTakcuc
threshold tx-utilization <TH-HIGH> clear <TH-LOW>

no threshold tx-utilization

MapameTpbl
<TH-HIGH> — nopor B npoueHTax ans otnpasku snmp-trap eltexInterfaceTxUtilizationHigh;

<TH-LOW> - nopor B npoueHTax A/ otnpaskn snmp-trap eltexinterfaceTxUtilizationHighOk.

3HauyeHue No ymosi4aHuio
<TH-HIGH> - 90%;
<TH-LOW> - 85%.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# threshold tx-utilization 90 clear 80

threshold tx-utilization monitoring

[aHHasi KomaHga ncnonb3yeTcsa ANs BKAYEHUS oTnpaBku snmp-trap eltexInterface T xUtilizationHigh
eltexinterface T xUtilizationHighOk.

Vicnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHbl (N0) OTKoYaeT oTnpaBky snmp-trap eltexinterface T
xUtilizationHigh u eltexInterface T xUtilizationHighOk.
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CuHTakcuc

[no] threshold tx-utilization monitoring

MapameTpbl

KomaHga He coaepXuT napameTpos.

3Ha4yeHue no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# threshold tx-utilization monitoring

switchport community

& B Tekyuweii Bepcun MO gaHHasi KOMaHaa NoAAePXUBAETCS TONbKO HA MapLUpyTU3aTopax
ESR-1000/1200/1500/1511/1700.

[JlaHHoli KOMaHAo HTepdheiic fobaBNsieTcs B rpynny n3onsaumn. jlaHHas koMaHaa akTyasibHa, TOIbKO ecriun
NOPT HAXOAWTCS B PEXMME M30/15LMM MO rpynnam.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) yaanseT HTepdelic U3 rpynnbl U30NSLUN.

CuHTakcuc
switchport community <ID>

no switchport community

MapameTpbl

<ID> — naeHTUUKaTOp rpynnbl, NPUHUMAET 3HaYeHns B AvanasoHe [1..30].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# switchport community 10

switchport protected

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXuBaeTcs ToNbKO Ha MapLUpyTu3aTopax
ESR-1000/1200/1500/1511/1700.

[aHHoi KomaHaol Ha nHTepdieice BktovaeTcs oyHkumMoHan Private VLAN 1 ykasbiBaeTcsl MHTEpPAIENC, Ha
KOTOPbIA MOTYT OTNPaBASATLCS NPUHATbIE NAKETbI.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) oTkoYaeT doyHKUumMoHan Private VLAN.

CuHTakcuc
switchport protected <IF>

no switchport protected

MapameTpbl

<|F> — HaumeHoBaHue MHTepdielica, 3a4aéTcs B BU/e, ONMCAaHHOM B pasaene Turbl 1 NopsfoK MeHOBaHNs
MHTepdheiicoB MapLLpyTM3aTopa.

3HayeHue No ymosiMaHuio

®yHkunoHan Private VLAN oTk/1l04eH.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
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Mpumep:

esr(config-if-gi)# switchport protected gigabitethernet 1/0/1

switchport protected-port

& B Tekyweii Bepcum MO gaHHas komaHaa NoaAepXuBaeTcs To/bKO Ha MapLupyTu3aTopax
ESR-1000/1200/1500/1511/1700.

[aHHoI KomaHaoW nHTepelic NnepeBoAMTCA B PEXUM U3015LMM NO rpynnam. B gaHHOM pexume o6meH
TpadmkoM Mexay uHtepdeincamm ogHoN rpynnbl paspeLleH, 06MeH Tpadmkom Mexay nHtepdeiicamy pasHbix
rpynn 3anpeLleH, 06MeH TpadnukoM MeXAy U30MPOBaHHLIMU Y HEM30/IMPOBaHHbLIMY UHTEpdeicamu
paspeLueH.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] switchport protected-port

MapameTpbl

OtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

WHTepdheiic He n3onvposaH.

Heo6xoaumblii ypoBeHb NpuBUIerni
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr:esr(config-if-gi)# switchport protected-port

ArpervpoBaHHble UHTepdeiichl

channel-group

[aHHoi KomaHaol om3ndecknin nHTepdec BkoYaeTcs B rpynny arperaumm KaHaos.

241



ESR-Series. CnpaBoyHUK komaHz CLI

icnonb3oBaHue oTpuuaTesibHoi qhopMbl KOMaHAb! (NO) yaanseT uHTepdelic U3 rpynnbl arperauym kaHaos.

CuHTakcuc
channel-group <ID> mode <MODE>

no channel-group

MapameTpbl
<ID> - NopaAKoBbLI HOMEP rPynMbI arperawummn KaHanoBs, NPUHUMaeT 3HaveHus [1..12].
<MODE> - pexum ghopMr1poBaHus rpynbl arperawumm KaHasoB:

+ auto — 106aBUTbL NHTEPEIIC B AMHAMMUYECKYIO TpYNNy arperaumn ¢ nogaepxkoi npotokona LACP;
* on — A06aBnTb MHTEPAIEC B CTAaTUYECKYI Fpyny arperauum.

Heo6xoauMmbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# channel-group 6 mode auto

lacp port-priority
[aHHoii komaHgon ycTtaHaBnuBaetcs LACP-npuoputeT nHTepdeiica Ethernet.

Vcnonb3oBaHue OTpl/lLl,aTeﬂbHOI‘/’l C*)OprI KOMaHAbl YCTaHaB/IMBAET 3HA4YE€HNE MO yMO/THaHUIO.

CuHTakcuc
lacp port-priority <PRIORITY>

no lacp port-priority

MapameTpbl

<PRIORITY> - npuvopwuTeT, ykasbiBaeTcs B AnanasoHe [1..65535].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# lacp port-priority 5000

lacp system-priority
[aHHol KomaHZOo ycTaHaBIMBaETCS NPUOPUTET CUCTEMbI A4Nns npoTtokona LACP.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOYAHMIO.
CuHTakcuc
lacp system-priority <PRIORITY>

no lacp system-priority

MapameTpbl

<PRIORITY> - npuvopwuTeT, ykasbiBaeTcs B AnanasoHe [1..65535].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# lacp system-priority 5000

lacp timeout
[laHHOI KOMaHAol ycTaHaBNMBAETCA afiMUHUCTPATUBHBINA TaliMayT npoTokona LACP.

Vcnonb3oBaHue OTpl/lLl,aTeﬂbHOI‘/’l C*)OprI KOMaHAbl YCTaHaB/IMBAET 3HA4Y€HNE MO yMO/THaHUIO.

CuHTakcuc

lacp timeout { short | long }
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no lacp timeout

MapameTpbl
long — pantenbHoe BpeMs TaimayTa (90 cekyHa);

short — kopoTkoe Bpemsi TalimayTa (3 cekyHfbl).

3HayeHue No ymosiMaHuio

long

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# lacp timeout short

port-channel load-balance

ESR-Series. CnpaBoyHUK komaHz CLI

[laHHOV KOMaH/10Vi yCTaHAB/IMBAETCS MEXaHWU3M 6aflaHCMPOBKIN HArpy3Kku Ans rpynn arperauuy KaHasos.

icnonb3oBaHue oTpuLAaTeNIbHO (DOPMbl KOMaHbl (N0) yCTAHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc

port-channel load-balance {src-dst-mac-ip|src-dst-mac|src-dst-ip|src-dst-mac-ip-port}

no port-channel load-balance

MapameTtpbl ana ESR-1000, ESR-1200, ESR-1500, ESR-1511 n ESR-1700

src-dst-mac — mexaHu3m 6anaHcnpoBKM OCHOBbIBaeTcs Ha MAC-agpece oTnpaBuTens u nosyyatens;

src-dst-ip — MexaHn3m 6an1aHCUPOBKM OCHOBbIBAETCS Ha IP-agpece oTnpaBuTens U nony4varens,

src-dst-mac-ip — mexaHm3m 6anaHcMpoBKM OcHOBbIBaeTcs Ha MAC-aapece n IP-agpece otnpasuTens u

nony4varens,

src-dst-ip-port — mexaHn3m 6an1aHCMPOBKM OCHOBbIBaETCS Ha IP-agpecax u tcp/udp-noptax oTnpasuTens u

nony4varens,

src-dst-mac-ip-port — mexaHu3m 6anaHcUpoBKN OcHoBbIBaeTcs Ha MAC-agpece, IP-agpece v nopte

oTnpaBnTeENA N nony4vyarens.
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NapameTpbi ans ESR-10, ESR-12V, ESR-12VF, ESR-14VF, ESR-15, ESR-20, ESR-21, ESR-30, ESR-100,
ESR200, ESR-3100 1 ESR-3100

active-backup - Becb Tpadomk oTnpaBnsieTcsa B 0gUH MHTEpMelic 1 nepeHanpasnseTcsa B 4pYroi, ecnv nepsbii
nepewen B cOCToAHNE down;

src-dst-mac — mexaHn3m 6anaHCUpPoOBKM OCHOBbIBaeTcs Ha MAC-agpecax oTnpasuTens u nosyyarens;

src-dst-mac-ip — mexaHm3m 6anaHcMpoBKM ocHoBbIBaeTcsA Ha MAC-agpecax u IP-agpecax oTnpaButens un
nonyyartens;

src-dst-ip-port — mexaHn3m 6an1aHCUPOBKM OCHOBbIBaETCS Ha IP-aapecax u tcp/udp-noptax oTnpasuTens u
nonyyarens;

3HayeHue No ymosiMaHuio

src-dst-mac

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# port-channel load-balance src-dst-mac-ip

show interfaces port-channel

[JaHHas KomaHa UCnonb3yeTcs A8 NPOCMOTPAa MHGIOPMALIMK O YSIEHAX TPYMMbl arperawymn KaHanos.

CuHTakcuc

show interfaces port-channel [<ID>]

MapameTpbl

<ID> - nopsAKoBbIi HOMEP rPYNMbl arperaumn KaHasoB, NPUHUMAET 3HaueHus B ananasoHe [1..12].

HeoGxoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show interfaces port-channel 1
load-balance: src-dst-mac
Channels Ports

pol gil/0/21

show lacp counters

& B Tekyuweli Bepcum MO AaHHbIv hyHKLMOHAN NOAAEPXUBAETCS TOMIbKO HA MapLUpyTU3aTopax
ESR-1000/1200/1500/1511/1700.

[aHHaa komaH4a ncnosnb3yeTcs 419 NpocMoTpa cTatucTukn padotsl LACP-npoTokona aia nHrepdperica
Ethernet.

CuHTakcuc

show lacp counters [ <IF> ]

MapameTpbl

<IF> - uma nHTepdielica ycTpoincTea, 3a4aéTca B BUAE, ONUCAHHOM B pasgesie Turbl 1 NopsaaoK MeHOBaH A
NHTepdericoB MapLupyTusaTopa.

B komaHAe MOXHO yka3aTb HECKO/IbKO MHTepdeincoB. Ecnv He ykasbiBaTb MHOEKCHI MHTEPGENCoB, To byaeT
oTobpaxeHa cTaTuCTMKa BCEX MHTepdelicoB 3agaHHol rpynnbl. ECnn 3agaH onpegeneHHblii nHTepdelic, To
6yeT oTobpaxeHa AetanbHasa MHphopmMaums No JaHHOMY UHTepdieiicy.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show lacp counters port-channel 2
Interface Sent Recv Link failure

show lacp interfaces

[JaHHaa komaHza ucnosnb3yeTcs 418 npocmoTpa uHpopmaumm o npotokosie LACP.
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CuHTakcuc

show lacp interfaces [ <IF> ]

MapameTpbl

<IF> — ums chnsmyeckoro nnu arpernpoBaHHoOro nHTepdieiica ycTpoiicTea, 3a4aéTcsi B BUAE, ONMCAHHOM B
pasgene Tunbl 1 NOPAA0K MMEHOBAHUA HTEPIEIICOB MapLIpyTHU3aTopa.

B komaHAe MOXHO yka3aTb HECKO/IbKO MHTepdeincoB. Ecnm He ykasbiBaTb MHAEKCHI MHTEPGENCOB, TO ByaeT
oTobpaxeHa nHdopmaumst o LACP-npoTokone ansi Bcex nHTepdeincoB 3agaHHom rpynnbl.

Heo6xoauMbIii ypoBeHb NpuBUierui
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show lacp 1interfaces port-channel 2
port-channel 2 [aggregator 1, active] ports count: 1

Actor Port Partner Port
System Priority 32768 1
System MAC a8:f9:4b:aa:12:40 a8:f9:4b:83:01:80
Key 8000 1
port-channel 2 [aggregator 2, backup] ports count: 1

Actor Port Partner Port
System Priority 32768 65535
System MAC a8:f9:4b:aa:12:40 00:00:00:00:00:00
Key 8000 FFFF

esr# show lacp 1interfaces gigabitethernet 1/0/1
gigabitethernet 1/0/1 [active] up

Actor Port Partner Port
Port Priority 32768 1
LACP Activity Active Active

show lacp parameters

[aHHasi KoMmaHaa Ucnonb3yeTcs A8 NPocMoTpa napameTpoB HacTpoiikn npotokona LACP ans nHTepdelica
Ethernet.

CuHTakcuc

show lacp parameters [ <IF> ]
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MapameTpbl

<IF> — nms chmsmnyeckoro nHTepderica ycTponcTea, 3a4aéTcsa B BUAE, ONMcCaHHOM B pasgene Turbl 1 Nopsok
VIMEHOBaHVA UHTepheincos MapLupyTnsaTopa. Bo3MOXHO UCMonb30BaHMe TOMbKO (Pr3nYecknx MHTepdericos.

B KOMaHAe MOXHO yka3aTb HECKO/IbKO MHTepdeiicoB. Ecnn He ykasbiBaTb UHAEKCHI MHTepdheicos, To byayT
OoTOOpaxeHbl NapamMmeTpbl BCeX MHTepelicoB 3agaHHOl rpynnbl. ECNn 3aaaH KOHKPETHbI MHTepdieiic, To

OyaeT oTobpaxeHa getasibHas MHpopMmaums No gaHHOMY UHTepdeiicy.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show lacp parameters tengigabitethernet 1/0/2
LACP parameters

tel/0/2 32768 Short Active

E1/multilink

enable

[aHHoi komaHaol BktovaeTcst PPP-nonb3oBarens.

icnonb3oBaHue oTpuLaTeNbHO (hopMbl KOMaH bl (No) oTkNouaeT PPP-nonb3oBarens.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

PPP-nonb3oBaresb OTK/OUYEH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomMaHAHbIV peXxum
CONFIG-PPP-USER

Mpumep:

esr(config-ppp-user)# enable

ip tcp header-compression

[aHHO KOMaH/10¥i BK/TOYAETCSA NPOTOKOM CXaTUs tcp-3aro/loBKOM. MPOTOKON UCMONb3YETCA AS YyULIEeHUs
MPOU3BOANTENBHOCTM HU3KOCKOPOCTHbIX KaHa/I0B CBSA3N.

cnonb3oBaHue oTpuLAaTeNbHO (hOpPMbl KOMaHbl (N0) OTK/OYAET NPOTOKO/ CXKAaTUs tCp-3aro/I0BKOB.

CuHTakcuc

[no] 1ip tcp header-compression

MapameTpbl

OtcyTCTBYIOT.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

(config-el)# 1ip tcp header-compression

ip tcp compression-connections

[aHHOoI KOMaHA0M yKa3blBaeTCA KONMMYEeCTBO OAHOBPEMEHHbIX tCp-COeaUHEHWI, 4151 KOTOPbIX byaeT
MCNONb30BaTLCA MPOTOKO/T KOMMPECCUN tCp-3aro/10BKOB.

icnonb3oBaHue oTpuLaTesibHoli (hopMbl KOMaH/bl (N0) ycTaHAB/IMBAET 3HAUYEHME MO YMOYAHUIO 4715
KO/IMYecTBa OHOBPEMEHHbIX tCP-COeAMHEHNIA, AN KOTOPbIX OyAET UCMO/Ib30BaTLCS MPOTOKO/ KOMMPECCUI
tcp-3aronoBKoB.

CuHTakcuc

ip tcp compression-connections <NUMBER>

no ip tcp compression-connections
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MapameTpbl

<NUMBER> — K0/1M4ecTBO 04HOBpPEMEHHbIX tCp-COeAMHEHNIA, AN KOTOPbIX BYAET MCMONb30BaTLCA MPOTOKON
KOMMpeccun tcp-3aronioBKoB. MOXEeT NpuHMMaTh 3HaueHus [2..16].

3HauyeHue No ymosiyaHuio
16

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr:esr(config-el)# ip tcp compression-connections 32
esr:esr(config-el)#

mrru
[JaHHas KomaHga onpeaensieT MakcUMasibHblii pasMep NpMHMMaeMoro naketa ans MLPPP-uHTepdeiica.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) yCTAHABMBAET 3HAUEHME MITU NO YMOTYAHNIO.

CuHTakcuc
mrru { <MRRU> }

no mrru

MapameTpbl

<MRRU> — makcumasibHblii pasmep npuHuMaemoro naketa ansg MLPPP-uHTepdelica, NnpuHMMaeT 3HaYeHns B
AnanasoHe [1500..10000].

3HauyeHue No ymosiyaHuio
1500

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-MULTILINK
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Mpumep:

esr(config-multilink)# mrru 1700

password

KomaHga ons yctaHOBKY Napons B OTKPbITOM UK 3alumdpoBaHHOM hopMe onpenesieHHOMY Mosib30BaTtesio
ANa ayTeHTUdnKaL MM yaasieHHoMW CTOPOHbI. Maposib nNosb3oBarens XpaHUTca B KOHdUrypauuy B
3almdpoBaHHoii chopme. Mpu KOHPUITYpPUpoBaHU MOXHO 3a4aTb Naposib B OTKPbLITOM dhopme 6o
CKonupoBarTb Naposib B 3anpoBaHHON hopme ¢ Apyroro ycTponcTea.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (NO) yaansieT naposib Nosib3oBaTessi.

CuHTakcuc
password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password

MapameTpbl

<CLEAR-TEXT> — naposib B OTKpbITOli chopMme, 3aaéTca CTPOoKoli [1 .. 64] ciMBOMOB, MOXET BK/ItOUYaTb
cumBonbl [0-9a-fA-F];
<ENCRYPTED-TEXT> - naponb B 3awwimdpoBaHHoii hopme, 3agaéTcsa CTpokoii [2..128] cumBosnos.

& Tlaponm xpaHsTcs B KOHGUrypaummn B 3alimgpoBaHHol hopme HesaBUCKUMO OT chopmaTa,
1CMO/Ib30BAHHOIO NP BBOAE KOMaHbI.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-PPP-USER

Mpumep:

esr(config-ppp-user)# password ascii-text 01234567

ppp authentication chap
[JaHHoli komaHzoi BknovaeTca CHAP-ayTeHTUdmKauums.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (N0) OTK/OYAET ayTEHTUGMKALMIO.

CuHTakcuc

[no] ppp authentication chap
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp authentication chap

ppp chap hostname

[aHHol KoMaH0I yKa3blBaeTCA MMA MapLUpyTM3aTopa, KOToOpoe OTNpaBseTcs yaaeHHOW CTOpoHe A1s
npoxoxaeHusa CHAP-ayTeHTudmKaLmu.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ppp chap hostname <NAME>

no ppp chap hostname

MapameTpbl

<NAME> — nms mapLupyTtnsatopa, 3agaétca CTpokoi Ao 31 cumsona.

3HauyeHue No ymosi4aHuio

CuctemHoe ums yctpoiictea (hosthame).

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK
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Mpumep:

esr(config-el)# ppp chap hostname esrl

ppp chap password

[aHHOoI KomaHAoM yKa3blBaeTCcs nNaposib, KOTOPbIA OTNpaBNseTCcs yaaieHHOM CTOPOHE BMECTe C UMEHEM
MapLupyTumsaTopa g8 npoxoxaeHns CHAP-ayTeHTucbmkaumn.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHbl (N0) yaasisieT naporib.

CuHTakcuc
ppp chap password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no ppp chap password

MapameTpbl

<CLEAR-TEXT> — naposib B OTKpbITOli chopMme, 3aaéTca CTPOoKoli [1 .. 64] ciMBOMOB, MOXET BK/ItOUYaTb
cvmBonbl [0-9a-fA-F];

<ENCRYPTED-TEXT> — naposib B 3alumtpoBaHHoli hopMe, 3aaETcsi CTPOKOI [2..128] cumBonoB.

& Taponb xpaHWTCs B KOHGUIypauun B 3allindpoBaHHoli hopme He3aBUCKUMO OT chopmaTa,
1CMO/Ib30BAHHOTO NP BBOAE KOMaH/bI.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbI pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp chap password ascii-text 01234567

ppp chap refuse
[laHHOI KOMaHAOV BKHOUYAETCA UTHOPUPOBaHMe ayTeHTUUKaLNN.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaETCH3HaquM6[K)yMOﬂHaHMD.

CuHTakcuc

[no] ppp chap refuse
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue No ymosiMaHuio

MrHopvipoBaHne ayTeHTU(UKALMI BbIK/TOUYEHO.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp chap refuse

ppp chap username

[laHHOi KOMaH/10¥i yKa3bIBaeTCS NoMb30BaTe b A5 ayTEHTU(UKALMM YAaNeHHON CTOPOHbI U OCYLLIECTBSETCS
Nepexo[], B PEXUM KOHGMIyprpoBaHUs No/sib30BaTens.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaHbl (N0) yaanseT ykasaHHOro Nosb3oBaTens.

CuHTakcuc

[no] ppp chap username <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaérca cTpokoi go 31 cumeona.

HeoGxoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK
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Mpumep:

esr(config-el)# ppp chap username xap

ppp ipcp accept-address

[aHHOoI KomaHAoW paspeluaeTcs NpUHMMaTb 0T coceaa Ntbol HeHyneBol IP-agpec B kayecTBe /I0Ka/IbHOro
IP-appeca.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] ppp ipcp accept-address

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

Mprewm IP-agpeca 3anpeLleH.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp ipcp accept-address

ppp ipcp remote-address

[aHHoi KomaHaoW ycTaHaBnnBaetcs IP-agpec, KoTopblid OTNPaBNAeTcs yaasieHHOW CTOPoHe ANs
nocriefyoLLero ero NpUCBOEHUS.

icnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaH bl (No) yaanseT IP-agpec yaaneHHo CTOPOHbI.
CuHTakcuc

ppp ipcp remote-address <ADDR>

no ppp ipcp remote-address
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MapameTpbl

<ADDR> - IP-agpec ynasieHHOro wnw3a.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp ipcp remote-address 192.168.1.2

ppp max-configure

[laHHOI komMaHaol ycTaHaBNMBAETCA KONMYECTBO NOMNbITOK oTnpaBkm Configure-Request nakeToB, npexae yem
yAaNeHHbIn nup 6yaeT npu3HaH HeCnoCcOOHbIM OTBETUTD.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ppp max-configure <VALUE>

no ppp max-configure

MapameTpbl

<VALUE> - Bpems B CeKyHAax, NPMHMMAaET 3HadyeHus [1..255].

3HauyeHue No ymosi4aHuio
10

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK
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Mpumep:

esr(config-el)#i ppp max-configure 4

ppp max-failure

[aHHoli KoMaHZOo ycTaHaB/IMBaAETCS KO/IMYECTBO NomnbITOK Bbicnatk Configure-NAK nakeTsl, npexae vem
6yayT NoATBEPXAEHbl BCE ONUMK.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
ppp max-failure <VALUE>

no ppp max-failure

MapameTpbl

<VALUE> - Bpems B CeKyHAax, NPUHMMAaET 3HauyeHus [1..255].

3HauyeHue No ymosi4aHuio
10

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-if-gi)#i ppp max-failure 3

ppp max-terminate

[aHHol KoMaH0i ycTaHaB/IMBaETCA KO/IMYeCTBO MNOMbITOK BbicnaTk Terminate-Request nakeTsbl, npexae vyem
ceccusa ByaeT npepsaHa.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

ppp max-terminate <VALUE>

257



ESR-Series. CnpaBoyHUK komaHz CLI
no ppp max-terminate

MapameTpbl

<VALUE> - Bpems B cekyHax, NPMHUMAET 3HaueHus [1..255].

3HayeHue No ymosiMaHuio
2

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-if-gi)#i ppp max-terminate 4

PPp mru
[JlaHHoli komaHAoi ykasbiBaeTcsi pasmep MRU (Maximum Receive Unit) ana nHtepdeiica.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) ycTaHaBIMBaeT 3HadeHre MRU no ymonuaHuio.

CuHTakcuc
ppp mru <MRU>

no ppp mru

MapameTpbl

<MRU> - 3HaueHne MRU, npMHMMaeT 3HadeHns B avanasoHe [552..1500].

3HauyeHue No ymosiyaHuio
1500

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-SERIAL
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CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-if-gi)# mru 1400

ppp multilink
[aHHoii komaHaon Brkntovaetcs pexum MLPPP Ha ET1-nHTepdelice.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (N0) oTkNoYaeT pexum MLPPP.

CuHTakcuc

[no] ppp multilink

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-E1

Mpumep:

esr(config-el)# ppp multilink

ppp multilink-group
[JaHHoli komaHzoi E1-uHTepdpeiic BktovaeTcsa B rpynny arperaumu.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) UCKTHYAET MHTEPCIEIC 13 TPYNMbI arperaumu.

CuHTakcuc

ppp multilink-group <GROUP-ID>

MapameTpbl

<GROUP-ID> — naeHTudomkaTop rpynmbl, NpUHUMaeT 3HaveHune [1..4].

Heo6xoauMbIii ypoBeHb NpuBUierui
10
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KomMaHAHbIV peXxum
CONFIG-E1

Mpumep:

esr(config-el)# ppp multilink-group 1

ppp timeout keepalive

[laHHOI KOMaHAol ycTaHaBNMBAETCS NHTEpPBa/l BPEMEHW B CEKYHAAX, MO NCTEYEHUM KOTOPOro MapLLpyTMU3aTop
otnpasnsieT keepalive-coobuieHue.

Micnonb3oBaHue oTpuLAaTeNbHON (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc
ppp timeout keepalive [ <TIME >]

no ppp timeout keepalive

MapameTpbl

<TIME> - BpeMsi B cekyHAax, NPUHUMAET 3HaueHus [1..32767].

3HauyeHue No ymosiuaHuio
10

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-if-gi)# ppp timeout keepalive 200

ppp timeout retry

[laHHOI KOMaH/10¥i yCTaHAB/IMBAETCS HTEPBA/T BDEMEHW B CEKYHAAX, N0 NCTEYEHNM KOTOPOro MapLLpyTU3aTop
MOBTOPSIET 3ANPOC HA YCTAHOB/IEHUE CECCUMN.

icnonb3oBaHue oTpuLaTeNIbHON (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOMYAHUIO.
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CuHTakcuc
ppp timeout retry <TIME>
no ppp timeout retry

MapameTpbl

<TIME> - Bpems B cekyHAax, NPUHUMaET 3HaueHus [1..255].

3Ha4yeHue no ymonyaHuio
3

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-if-gi)# ppp timeout retry 3

show controllers e1

[JlaHHoli KOMaHAo BbIBOANTCA MHDopMaumsi 0 E1-KoHTponepax.

CuHTakcuc

show controllers el [<IF>]

MapameTpbl

<IF> - nms chnsnyeckoro nHTepdoeiica MaplupyTsaTopa, 3a4aéTcs B BUAe, ONUCaHHOM B pasaene Turbi 1
NopsI0K MMeHOoBaHWs MHTepEeicoB MapLLpyTU3aTopa.

Heo6xoauMbIii ypoBeHb NpuBuierui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep:

Interface

SFP present:

SFP Vendor name:

SFP Vendor PN:
Line code:
Clock source:
Timeslot:
Invert Data:
Framing CRC4:
Loopback:

CRC algorithm:
E1l Link:

E1l Synced:

E1 RX AIS:

E1 RX RAI:

switchport e1 slot

esr# show controllers el
'tel/0/1"':

Yes
NSC-COM
611.900
HDB3
Internal
24

No

No
FCS16
Down

No

No

No

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHol KomaHaou nopT e1 NpuBA3bIBaeTCA K ousnyeckomMy nHTepdericy. Micnonb3oBaHue otTpuuaTesibHOM

chopmbl KOMaHzbl (NO) NepexoanT B CTAHAAPTHBIA PEXMM.

CuHTakcuc

[no] switchport el slot <SLOT>

MapameTpbl

<SLOT> - naeHtTUdmMkaTop coTa, NpUHUMAET 3HadeHne B ananasoHe [0..12].

Heo6xoaumblii ypoBeHb NpuBUiernii

10

KomaHZAHbIi pexum

CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# switchport el 0

switchport e1 clock source

[JlaHHOli KOMaHAo onpefenseTcs NCTOYHMK CUHXPOHM3aLUmmn e1-uHTepdelica.

Micnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHAoV (NO) yCTaHaB/IMBAET 3HAYEHME MO YMOTYAHWIO.
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CuHTakcuc
switchport el clock source { internal | line }

no switchport el clock source

MapameTpbl

internal — ncnonb3yeTcst BHyTPEHHUIA UCTOUHUK CUHXPOHU3ALNY;

line — B KAauecTBe UCTOYHMKA CMHXPOHU3aUnn NCNoJsib3yeTcAa CUrHast ¢ JINHNW.

3Ha4yeHue no ymonyaHuio

internal

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el clock source line

switchport e1 crc

ESR-Series. CnpaBoyHUK komaHz CLI

,ﬂ,aHHDVI KOMaH,U,OVI onpegendaeTcsa pexxmm npoBepkn LUesT0OCTHOCTU nepeaaBaeMbIX AaHHbIX.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHAoV (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHWIO.

CuHTakcuc
switchport el crc { 16 | 32 }

no switchport el crc

MapameTpbl

16 — ncnonb3yetcst 16-T GUTHbIN anropuTM NPOBEPKM OTCYTCTBUSA owmn60K (CRC);

32 - ncnonbayetcs 32-Tv GUTHBI anropuT™M NPoBepKN oTcyTcTBMS own6ok (CRC).

3Ha4yeHune no ymonyaHuio
16
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el crc 16

switchport e1 framing

[aHHoI KomaHAoM BKNHOYaETCS NpoBepKa Les1ocTHOCTM no anroputmy CRCA4.

ESR-Series. CnpaBoyHUK komaHz CLI

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHAoV (NO) yCTaHaB/IMBAET 3HAYEHME MO YMOTYAHWIO.

CuHTakcuc

switchport el framing { crc4 | no-crc4 }

no switchport el framing

MapameTpbl

crc4 — Bk/oveHne nposepkn yenoctHoctn no CRC4;

Nno-crc4 — BbIK/IOYEHME NPOBEPKN LenocTHocTn no CRC4.

3Ha4yeHue no ymonyaHuio

Bbik/1t04EHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el framing crc4
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switchport e1 invert data
[aHHol KoOMaH0 BKNHOYAETCSA peBepcMBHas OTnpaBKa AaHHbIX.

icnonb3oBaHue oTpuLaTenibHO hopMbl KOMaHAOV (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUAHMIO.

CuHTakcuc

[no] switchport el invert data

MapameTpbl

OtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

BbikntoveHo.

Heo6xoaumblii ypoBeHb NpuBUIerni
10

KoMaHAHbIV pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el invert data

switchport e1 linecode

[JaHHol KomaHoi onpefenseTca a/iropuTM KOAMPOBAHUA AaHHbIX, OCYLLEeCTBsseMoe A1 X nepesayn no
donanyeckomy KaHany.

icnonb3oBaHue oTpuLaTenbHOW hopMbl KOMaHAOV (NO) yCTaHaB/IMBAET 3HAYEHME MO YMOTHYAHMIO.

CuHTakcuc
switchport el linecode { ami | hdb3 }

MapameTpbl
ami — ncnosb30BaTb aIfOPUTM ami;

hdb3 - ncnonb3osatb anroput™ hdb3.

3HauyeHue No ymosi4aHuio
hdb3
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el linecode ami

switchport e1 timeslots
[aHHol KomaHoI onpefenseTcsa KONMYecTBO UCMONb3yeMbIX 64 KOUT/C KaHaNoB B NOTOKe E1.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHAoV (NO) yCTaHaB/IMBAET 3HAYEHME MO YMOTYAHWIO.

CuHTakcuc
switchport el timeslots < RANGE >

no switchport el timeslots

MapameTpbl

< RANGE > - KonunuecTBo 64 K6UT/C KaHau10B, NpUHMMAaeT 3HadeHue [1..31].

3Ha4yeHue no ymonyaHuio
31

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el timeslots 16
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switchport e1 unframed

[laHHOI KOMaHAOV BKHOUYAETCA PeXnM MCNonb3oBaHus noToka E1 kak eAMHOro 6e3 pasaeneHust Ha kaHasbl No
64 k6uT/C.

icnonb3oBaHue oTpuLaTenibHO hopMbl KOMaHAOV (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTHYAHMIO.

CuHTakcuc

[no] switchport el unframed

MapameTpbl

OtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

HeoG6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el unframed

switchport mode e1
[aHHOoI KomaHAoM hnM3nvecknini NopT NepeBoanTCs B pexum paboTel ¢ SFP e1 mogynem.

Vicnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) NEPEBOAUT NOPT B CTAHAAPTHbIN PEXMM.

CuHTakcuc

[no] switchport mode el

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# switchport mode el

MNocnepgoBatenbHble MHTepdelichl

& Tonbko ana ESR-21.

chat-script

KomaHga ucnonb3yetcs Ansa cosganus chat-script, koTopble MOryT UCMNOMb30BaTLCS MPY NOAKIHUYEHNN Yepes
dialup.

icnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaH bl (N0) yaanseT chat-script.

CuHTakcuc
chat-script <NAME> <TEXT>
no chat-script { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHue CKpunTa, 3af4aeTcs CTpokol Ao 31 cumsona.

<TEXT> — cogepxaHune cKpunTa, 3agaeTcs CTPoKon Ao 255 cMmBonioB. Heo6XoANMO 3aK/IUNTbL CKPUNT B
Kpyrnble CKOOKM 1 3KpaHMpoBaTb Npu NnoMoLLy cumBona "\" npo6ens 1 cneynann3mpoBaHHble CUMBOJIbI.

all — kmou ONA yganeHna Bcex co3gaHHbIX CKPUNTOB.

Heob6xoauMbIii ypoBeHb NpuBUIeruin
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# chat-script DIAL "\ (ABORT ERROR ABORT BUSY \"\" \"ATZ\" OK \"ATDTT\" TIMEOUT 30
CONNECT\)"
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clear line aux

KomaHga ucnonb3yetcs AN yaaneHus ceccuii nocnenoBatenbHbIX UHTepdelicoB.

CuHTakcuc

clear line aux [ <NUM> ]

MapameTpbl

<NUM> — Homep nocriefoBaTenibHOro HTepdelica, ykasbiBaetcs B gvanasoHe [1..3].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
ROOT

Mpumep:

esr# clear line aux 2

databits
[aHHol KomaH/0I 3aaeTCsl KO/IMYECTBO GUT AaHHbIX B MOCHIJIKE.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
databits <BITS>

no databits

MapameTpbl

<BITS> — KO/IMuUecTBO BUT JaHHbIX B NMOCbINKe. MpuHUMaeT 3HaveHue [7..8]

3Ha4yeHue no ymonyaHuio
8

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-LINE-AUX
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Mpumep:

esr(config-line-aux)# databits 7

dialer
[aHHOoI KomaHaoW BKNoYaeTCs PYHKUNS [03BOHLLMKA.

Micnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaH/bl (N0) OTK/oYAET PyHKLMIO LO3BOHLLMKA.

CuHTakcuc

[no] dialer

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosiyaHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer

dialer idle-timeout
[aHHoli KomaH0 3aaeTcs ycTaHaB/IMBAETCS BPEMS YAEPKaHNS NMOAKNHOUEHMS MPU OTCYTCTBMM TpadmKa.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

dialer +idle-timeout <TIME>
no dialer +idle-timeout

MapameTpbl

<TIME> — BpeMs yepxaHus NoAKMOUEHNUSA NPU OTCYTCTBUM Tpaduka B CEKyHAAX, NPUHUMAET 3HaYeHue B
ananasoHe [1..65535].
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3HauyeHue No ymosi4aHuio
30

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer idle-timeout 210

dialer in-band

[JaHHoli KomaHao Ha serial-uHTepdpeiice BkovaeTcs pexum V.25bis.

ESR-Series. CnpaBoyHUK komaHz CLI

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] dialer -+in-band

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer in-band

dialer map

[laHHoI komaHAaol 3aaeTcsa cooTBeTcTBME IP-NnoAceT 1 HOMEPOB A03BOHA A1 AOCTyNa K 3TUM NOACETAM.

271



ESR-Series. CnpaBoyHUK komaHz CLI

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc

dialer map ip <SUBNET> name <PPPUSER> [ modem-script <SCRIPT-NAME> ] <PHONE-NUM>
no dialer map 1ip

MapameTpbl

<SUBNET> — agpec HasHauyeHus, 3agaetcs B suae AAA.BBB.CCC.DDD/NN, rae AAA-DDD npuHumatot
3HaueHus [0..255] n NN npuHumMaet 3HadeHus [1..32].

<PPPUSER> — nms nonb3oBarens Ass A03BOHa, 3a4aeTcs CTPokon Ao 31 cumsona.
<SCRIPT-NAME> — ums ckpunTa A03BOHa, 3a4aeTcs CTPOKoW Ao 31 cumsona.

<PHONE-NUM> - HOMep A/151 03BOHA. 3a4a€eTcs CTPOKON A0 15 CMMBOOB, BO3MOXHO MCMNONb30BaTh TOMbKO
undopsbl.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer map ip 192.168.33.0/27 name SITE12 5512

dialer string
[JaHHoli komaHAo 3apaeTcs Homep TenedoHa A1 YCTaHOBKM coefuHeHus yepes dialup-mogem.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaanseT HoMep TenedoHa A/1s1 yCTaHOBKM
coeamHeHns yepes dialup-mogem.

CuHTakcuc

dialer string <PHONE-NUM>
no dialer string

MapameTpbl

<PHONE-NUM> - Homep TenedhoHa ans no3BoHa. 3agaeTcst CTPOKOW A0 15 CMMBO/10B, BO3MOXHO
MCNo/b30BaTh TOMBKO LnpbI.
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3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer string 3835401

flowcontrol
[laHHOI KOMaHAoV 3a[laeTcs PEXUM ynpaBneHnst NOTOKOM [laHHbIX.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
flowcontrol <MODE>

no flowcontrol

MapameTpbl
<MODE> - pexum ynpasneHus notokom. NpuHUMaeT 3HayeHuns:

+ software — nporpammHoe ynpasfieHne noToKoM;
+ hardware — annapartHoe ynpaBfieHne NoToKOM;
+ disabled — ynpaBneHvue NOTOKOM OTK/IHOYEHO.

3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHOHbIV pexum
CONFIG-LINE-AUX
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Mpumep:

esr(config-line-aux)# flowcontrol software

line aux

[JlaHHOIi KOMaHOM OCYLLECTBNAETCA NEPEXOL B PEXUM KOH(PUIyprpoBaHnNsa NocneaoBaTe/ibHoro MHTepdeiica.

CuHTakcuc

line aux <NUM>

MapameTpbl

<NUM> — Homep nocriegoBaTenibHOro HTepdelica, 3agaetcs B AnanasoHe [1..3].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# line aux 1
esr(config-line-aux)#

modem inout
[laHHol KomaH0 NepeBoANT NOCNeAOBATE/NbHbIN MHTEPAIENC B pexum paboTbl C MOAEMOM.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) NEPEBOAUT NOC/IeA0BaTENbHbIN MHTEPCEIC B PEXIM
KOHCOJ/IbHOTO cepBepa.

CuHTakcuc
modem -inout

no modem +inout

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHue no ymonyaHuio

Mo ymonuaHuto, nocneaoBatebHblli MHTEpdEic paboTaeT B pexMe KOHCO/IbHOTO cepBepa.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# modem inout

parity
[aHHOoI KoOmaHAoW 3a4aeTCcs PeXMM YCTaHOBKM GMTa YETHOCTW.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
parity <MODE>

no parity

MapameTpbl
<MODE> — pexum yCcTaHOBKM GMUTa YETHOCTW. MNPUHNMAET 3HAYEHUS:

+ odd — npoBepka Ha HEYETHOCTb;
* even — NpoBepKa Ha YeTHOCTb;
* none — GUT YETHOCTW He BbICTaBNASETCS.

3Ha4yeHune no ymonyaHuio

none.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# parity even

275



ESR-Series. CnpaBoyHUK komaHz CLI

show line aux

KomaHga ncnonb3yetcs 4151 NPOCMOTPa COCTOSIHWSA NOC/Ie0BaTE NbHbIX MHTEPENCOB.

CuHTakcuc

show line aux [ <NUM> ]

MapameTpbl

<NUM> — Homep nocriefoBaTenibHOro HTepdelica, ykasbiBaetcs B gvanasoHe [1..3].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
ROOT

Mpumep:

esr# show line aux

AUX Line 1
Baud rate: 115200
Databits: 8
Parity: NONE
Stopbits: 1
Flowcontrol: Disabled
Timeout Exec (min): 300
Telnet port: 2001
Modem mode: Disabled
speed

[JaHHO KoMaHoVi 3a4aeTcsl CKOPOCTb PaboTbl NOC/IeA0BaTENBLHOIO MHTEPEICA.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
speed <SPEED>

no speed

MapameTpbl
<SPEED> — ckopocTb paboTbl nocrneaoBaTesibHOro uHTepderica B 6ut/c. NpUHNMaET 3HaYEeHUS:

+ 300;

* 1200;
*+ 2400;
* 4800;
* 9600;
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19200;
38400;
57600;
115200.

3HauyeHue No ymosi4aHuio
115200.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIl pexum

CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# speed 9600

stopbits
[aHHol KomaH0I 3a1aeTcs KO/IMYEeCTBO CTOMOBbLIX GUTOB B MOCHISIKE.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
stopbits <STOP-BITS>

no stopbits

MapameTpbl

<STOP-BITS> — KO/IMYECTBO CTOMOBbLIX BUTOB B NOCLI/KE. MpUHUMAET 3HadYeHus [1..2)].

3Ha4yeHue no ymonyaHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# stopbits 2

277



ESR-Series. CnpaBoyHUK komaHz CLI

transport telnet port

[aHHoi kKomaHaon 3agaetca Homep TCP-nopTa Ans pexuma KOHCosIbHoro cepsepa. Mpu telnet-nogkntoueHnn
Ha IP-agpec mapLupyTusaropa 1 CKOH(UIrypupoBaHHbIi faHHo koMmaHgoi TCP-nopt nonb3osaresnb
NOAK/THUUTCS K KOHCONTbHOMY UHTEpdeiicy YCTPONCTBa, NOAK/TIOUEHHOIO K NOC/1eA0BaTeNlbHOMY MHTepdelicy
MapLupyTu3aropa.

cnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaH bl (NO) yaansieT 3HadeHne Homepa TCP-nopTa Ansa pexuma
KOHCO/MbHOIO cepBepa.

CunHTakcuc
transport telnet port <PORT>

no transport telnet port

MapameTpbl

<PORT> — Homep TCP-nopTa a/1a pexumMa KoHcosibHoro cepepa. MpuHnMaeT 3HaueHus [1..65535].

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# transport telnet port 2001

BecnpoBogHble MOAEMbI

allowed-auth
[aHHoi KomaHaol 3aaeTcst MeTof, ayTeHTMdnKaumm nonb3oBaTenst B MOOGUNbHOM CETW.

icnonb3oBaHue oTpuLaTeNIbHO (DOPMbl KOMaH/bl (N0) ycTaHABMBAET METOA, ayTEHTUUKALM MO
YMO/TYaHMIO.

CuHTakcuc

allowed-auth <TYPE>

no allowed-auth

278



ESR-Series. CnpaBoyHUK komaHz CLI

MapameTpbl

<TYPE> - meTof ayTeHTUdMKaLMK Nob3oBaTtesns B MobunbHoit cetn [none, PAP, CHAP, MSCHAP,
MSCHAPvV2, EAP]

3HaueHue no ymMmonyaHuwo
PAP

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# allowed-auth MSCHAP

allowed-mode
[laHHol KOmMaH/1011 pa3peLuaeTcs UCnosib3oBaHme pexuma npu padore USB-moaema.

icnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaH bl (N0) yAanseT paspeLleHne Ha UCMo/b30BaHNE PeXUMa.

CuHTakcuc

[no] allowed-mode <MODE>

MapameTpbl

<MODE> - ponyctumblii pexum pa6otsl USB-mogema [ 2g, 3g, 49 ]

3HayeHue No ymosiMaHuio

PaspelLeHbl pexunMbl, KoTopble oToGpaxatoTcs Kak "Allowed modes:" B BbiBoge komaHAbl show cellular status
modem <ID>.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-CELLULAR-MODEM
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Mpumep:

esr(config-cellular-modem)# allowed-mode 4g

apn

[aHHOoI KomaHAoM 3aaeTcsa Touka A0oCcTyna MOOWIbHOWN CeTu.

CuHTakcuc
apn <NAME>

MapameTpbl

<NAME> — Touka goctyna MobunbHON ceTun, 3a0aéTcs CTPOKon Ao 253 CMMBO/IOB.

3HauyeHue No ymosi4aHuio

He ckoHdpurypupoBaHa.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# apn internet

cellular modem

[aHHoii komaHaon co3gaetca USB-monem ¢ onpegeneHHbIM NAEeHTUIINKATOPOM N OCYLLECTB/IAETCS NEPEXOL B
pexum koHgurypuposaHua USB-mogema.

icnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaH bl (NO) yaansieT ckoHUryprpoBaHHbIii USB-moaem.

CuHTakcuc

[no] cellular modem <ID>

MapameTpbl

<ID> - ngeHtTudmkatop USB-mogema B cucteme [1..10].
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# cellular modem 1

cellular profile

[JaHHoli komaHAo cozgaeTcs npothunb HacTpoek A USB-Mogema ¢ onpefeneHHbIM NAEHTUAUKATOPOM 1
OCYLLECTBNSIETCS NEPEXOL, B PEXMM KOH(IUTYPUpPOBaHUs Npodnns.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) yAaNseT CKOHPUIYPUPOBaHHbI NPOhK/Ib HACTPOEK
USB-mogema.

CuHTakcuc

[no] cellular profile <ID>

MapameTpbl

<ID> — naeHTudukaTop npodunsa HacTpoek ana USB-moaema B cucteme [1..10].

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# cellular profile 1

device
[aHHoli komaHzoi 3aaaetca naeHtudpmkarop USB-nopta noAkIlOUYeHHOro MoaemMa.

icnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHbl (NO) yAaNnsieT yCTaHOB/EHHbIN MAEHTUMKaTOP.
CuHTakcuc

device <WORD>

no device
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MapameTpbl
<WORD> - ngeHtudpukatop USB nopTa nogknoueHHoro mogema [1..12].

[aHHbIn naeHTUdunKaTop fO/MKEH coBnagaTh ¢ naeHtTudgmkartopom B none "USB port device" B BbiBOAE
komaHabl show cellular status modem.

3HayeHue No ymosiMaHuio

He ykasaH.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem)# device 1-1

enable
[aHHoi komaHaol aktusupyetca USB-mogem.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (No) AeakTuBupyet USB-moaem.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

USB-moaem He akTMBMpOBaH.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-CELLULAR-MODEM
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Mpumep:

esr(config-cellular-modem) #

ip-version
[aHHOoI KomaHAoW orpaHnYMBaeTCA BO3MOXHOCTb MCMONb30BaHMsA ceMeincTs IP-aapecoB B MOGU/IbHON CET.

icnonb3oBaHue oTpuLaTesnibHOW hopMbl KOMaH bl (NO) paspeLLaeT UCNo/Ib30BaHNe ajpecaLuii 06omx
cemeicTs IPv4 n IPv6.

CunHTakcuc
ip-version { 1ipv4 | 1ipvé6 }

no ip-version

MapameTpbl
ipv4 — cemeincTao IPv4,

ipv6 — cemeicTao IPV6;

3HauyeHue No ymosi4aHuio

PaspelueHa agpecaunst o6oux cemeiicts IPv4 n IPv6.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# ip-version 1ipv4

mru
[aHHoi KoMaH/10/i 3a4aeTcs pasmep MakCUMasibHOTO NPYHXMAEMOro NakeTa.

cnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) YCTaHAB/IMBAETCS 3HAYEHWE MO YMOMUYAHUIO.
CuHTakcuc

mru { <MRU> }

no mru
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MapameTpbl

<MRU> - 3HaueHne MRU, npuHMMaeT 3HaYeHns B avanasoHe [128..16383].

3HauyeHue No ymosiyaHuio
1500

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem)# mru 1476

number
[laHHoli KomaH/1011 ycTaHaB/IMBAETCSl HOMEp [03BOHA A/15 NOAKOUYEHUS] K MOBU/IbHON CeTu.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yaansieT HoMep A03BOHA A1 NOAK/THUYEHNS K
MOOW/ILHON CEeTW.

CuHTakcuc
number <WORD>

no number

MapameTpbl

<WORD> - HOMep [,03BOHa 4/19 NOAK/IYEHMSA K MOBUIBHON ceTu, 3a4aéTcs cTpokoit oT 1 4o 15 cumBonos.

3HayeHue No ymosiMaHuio

Homep He 3agaH.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-CELLULAR-PROFILE
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Mpumep:

esr(config-cellular-profile)# number *99#

password

KomaHga onsa yctaHoBKM Napos Nonb3oBarens MOOUIbHON CeTU B OTKPLITON UK 3aindpoBaHHoi hopme.
Maponb nonb3oBaTens XpaHUTCA B KOHUrypauumn B 3alimdgpoBaHHoin hopme. Mpu KoHGUrypmposaHum
MOXHO 3aJaTb Naposib B OTKPLITON hopme nnbo ckonuposaTb Naposib B 3aluMpoBaHHON hopme ¢ Apyroro
YCTpPOWCTBA.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (NO) yaansieT naposib Nosib3oBaTessi.

CuHTakcuc
password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password

MapameTpbl

<CLEAR-TEXT> — naposib B OTKpbITOli chopMme, 3aaETca CTPOKol [1..64] cMBO/IOB, MOXET BK/tOYATb CUMBO/IbI
[0-9a-fA-F];
<ENCRYPTED-TEXT> - naponb B 3awwimdpoBaHHoii hopme, 3agaéTcsa CTpokoii [2..128] cumBosnos.

& Tlaponm xpaHsTcs B KOHGUrypaummn B 3alimgpoBaHHol hopme HesaBUCKUMO OT chopmaTa,
1CMO/Ib30BAHHOIO NP BBOAE KOMaHbI.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-PPP-USER

Mpumep:

esr(config-ppp-user)# password ascii-text 01234567

pin
[JaHHol KomaHzoI 3afaeTcsa Kog, pa36iokupoBku SIM-kapThbl.

icnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHAbl (NO) yaanseT Kog, pastrokmposku SIM-kapTbl.

CuHTakcuc
pin <WORD>
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no pin

MapameTpbl

<WORD> - kop, pa36nokmposku SIM-kapTbi [4..8] ciMB0oN0OB. BO3MOXHO MCMNO/b30BaHUE TOMLKO LMp.

3HayeHue No ymosiMaHuio

PIN He 3agaH.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem)# pin 4856

preferred-mode
[aHHoi KomaHaol 3agaeTcs NpeanovTUTENbHbIA pexnm paboTel USB-Mogema B MOOGWLHO CETU.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yaansieT NpeanoYTUTENbHbIN pexuM pa6oTtsl USB-
MoZema B MOBU/TbHOI ceTu.

CuHTakcuc
preferred-mode { <MODE> }

no preferred-mode

MapameTpbl

<MODE> - npegnoutuTenbHbIli pexum paboTsl USB-mogema [2g, 3g, 44].

3HayeHue No ymosiMaHuio

Onpepensetca USB-mogemom.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-CELLULAR-MODEM
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Mpumep:

esr(config-cellular-modem)# preferred-mode 4g

profile
[JaHHoi komaHaon Ha USB-mogem HasHavaeTcst co3faHHbI npoduib HacTpoek anisa USB-mogema.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) yAANSeT Ha3HAYEHHbI Npodn/Ib HacTpoek ans USB-
Moaema.

CuHTakcuc
profile <ID>

no profile

MapameTpbl

<ID> - naeHTudukatop npodunsa HacTpoek ana USB-moaema B cucteme [1..10].

3HauyeHue No ymosi4aHuio

ID npodounis HaCTPOEK He 3aaH.

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem)# profile 1

show cellular configuration modem

[aHHoI KomaHaoM oTob6pakaeTca nHopmMaumnsa 0 CKOHgUrypmposaHHbix USB-mogemax.

CuHTakcuc

show cellular configuration modem [ <ID> ]

MapameTpbl
<ID> - ngeHtTudgmkatop USB-mogema B cucteme [1..10].

Be3s ykazaHua Homepa USB-mofema BbIBOAUTCA Tabnuua ¢ KpaTkol uHopmaumen o Bcex
CKOHpurypupoBaHHbIx USB-Mogemax.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show cellular configuration modem

Number State Description USB port device Profile
modem

1 Enabled megafon 1-1 1

2 Enabled mts 1-2 2

esr# show cellular configuration modem 2

State: Enabled

Description: mts

USB port device: 1-2

Pin: --

MRU: --

MTU: 1500

Preferred mode: none

Allowed modes: all

Profile: 2

Description: MTS
User name: mts
Number : *99#
APN: internet.mts.ru
Password (encrypted): 91A010
IP version: both
Allowed auth: EAP

Security zone: --

show cellular configuration profile

[laHHOI KomMaHAol 0ToBpaXkaeTcs NHpopMaLmns 0 CKOHUIYpUpoBaHHbIX Npodunax USB-moaemMos.

CuHTakcuc

show cellular configuration profile [ <ID> ]

MapameTpbl
<ID> - naeHtudukatop USB-mogema B cucteme [1..10].

Bes yka3zaHus Homepa USB-mogema BbiBOAMTCA Tabnvua ¢ KpaTtkoin nHhopmavmein o Bcex
CKOHGhMryprpoBaHHbIX npodnnsax USB-moaemos.

Heo6xoauMbIii ypoBeHb NpuBuierui
10
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ROOT

Mpumep:

esr# show cellular configuration profile

Number User name
profile

1 gdata

2 mts

APN Number
internet *990#
internet.mts.ru *990#

esr# show cellular configuration profile 1

Description:

User name:

Number :

APN:

Password (encrypted):
IP version:

Allowed auth:

MEGAFON
gdata

*99#
internet
9BB00279B1
both

EAP

show cellulas status modem
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Description

MEGAFON
MTS

[aHHOi KoMaH 10V oToGpaxaeTcs MHpopmaLys o cTaTyce NoaxIYeHHbIX USB-moaemMoB.

CuHTakcuc

show cellular status modem [ <ID> ]

MapameTpbl

<ID> - naeHtudmkarop USB-mogema B cucteme [1..10].

Be3 ykaszaHus Homepa USB-mogema BbIBOAUTCS Tabnumua ¢ KpaTkoin nHpopmMaumein o Bcex 06HapyXXeHHbIX

USB-moaemax.

Heo6xoaumblii ypoBeHb NpuBUiernii

1

KoMaHAHbIV pexum
ROOT
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esr# show cellular status modem

Number USB port Manufacturer Model

device

1 1-1 huawe1 E3372

esr# show cellulars status modem 1
Interface 'modem 1' status information:

USB port device: 1-1
Manufacturer: huawe-i

Model: E3372

Revision: 21.180.01.00.00
IMEI: 861821036192893

Status SIM lock: -
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Current state Inteface Link
state
disabled -- Down

Status unlock retries: sim-pin (3) sim-pin2 (3) sim-puk (10) sim-puk2 (10)

Current state: disabled
Access tech: unknown
Signal level: 0

Support modes:
allowed 2G; preferred none;
allowed 3G; preferred none;
allowed 4G; preferred none;

allowed 2G 3G 4G; preferred none;

Allowed modes: 2G 3G 4G
Preferred modes: none
Type IP: IPv4
Operator name:

Registration: unknown

user

[aHHoi KomaHaol 3aaeTcs MMS NO/b30BaTeNns MOOMbLHOM ceTu. Mocne BbINO/THEHMS AaHHO KOMaHabl
MapLUpyTM3aToOpP NEPEXOAUT B PEXMM KOH(MIYpMpOBaHMS NapameTpoB No/b30BaTensl.

Vicnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) yaasnsieT uMsa nonb3osarenisi Mo6UsIbHO ceTu.

CuHTakcuc

[no] user <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaércs cTpokoit o ot 1 ao 31 cumsona.

3Ha4yeHue no ymonyaHuio

Monb3oBaresib He co3aaH.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomMaHAHbIV peXxum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# user gdata

HacTpolika Tefie)OHHbIX NOPTOB

& [aHHblli hyHKLUMOHAN AOCTYMNEH TObKO Ha MapLipyTusatopax mogeneii ESR-12V/12VF/14VF.

authentication name

[aHHaa komaHa no3BOMAET HA3HAUYNTb UMSA MOJIb30BATESA, UCMONb3YEMOe A5 ayTeHTudmkauumn Ha SIP-
cepBepe (1 cepBepe perucrpaumn).

Vicnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHbl (NO) yaaNsieT 3HaueHue.

CuHTakcuc
authentication name {<LOGIN> | as-phone}

no authentication name

MapameTpbl

<LOGIN> — nms nonb3oBaresis, UCNosb3yemoe A/18 ayTeHTudmKauum, 3aaaéTtcsa CTpokoli go 31 cumsona uim
[AVIPEKTUBOI as-phone, koTopasi 03HayYaeT, UTO UMSA NONb30BaTeNs ANa ayTeHTUduKaLmn 6yaet paBHo
Tened)oHHOMY HOMepY;,

As-phone - nms nonb3oBaTens Ass ayTeHTUgMKaLMK, paBHO TenetoHHOMY HOMEpY.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAIi
15

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxo)# authentication name userlogin
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authentication password

[laHHas KoMaHAa No3BOJISIET HA3HAYMTb NaPOsb, UCNOb3yeMblit Ans ayTeHTudukauum Ha SIP-cepeepe (1
cepBepe perucTpaumn).

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHbl (NO) yaansieT 3HaueHue.

CunHTakcuc
authentication password { <PASS> | encrypted <ENCRYPTED-PASS>}

no authentication password

MapameTpbl
<PASS> - naposnb gns ayTeHTMduKaumm, 3agaétcsa CTpokon Ao 16 cMMBOSIOB;

<ENCRYPTED-PASS> - xew naponsi no anroputmy sha512, 3agaérca cTpokoli pasmepom [2..32] cumsonos.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# authentication password superpassword

call-forwarding busy

[laHHas KoMaHAa No3BosSiET pa3peLunTb ncnonb3oBaHue ycnyru CFB (Call Forward at Busy) — nepeagpecauus
BbI30Ba NpW 3aHATOCTM abOHEHTa Ha yKasaHHbIn HOMep.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaH/bl (N0) 3anpeLyaeT Ucnosb3oBaHve ycnyru «flepeadpecayust
8bI308a MPU 3aHMOCMU».

CuHTakcuc

[no] call-forwarding busy

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.
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3HauyeHue No ymosi4aHuio

Ycnyra CFB oTkntoveHa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# call-forwarding busy

call-forwarding busy number

[JlaHHas komMaHza No3BO/ISIET HA3HAYMTb HOMEP, Ha KOTOPbIN NepeHanpaBnsoTCA BXOASLLME BbI30BbI NPK
3aHATOCTU aboHEHTa, NPU BK/UYEHHOI ycnyre «[lepeadpecayusi 8bI308a Mpu 3aHIMOCMU».

Micnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (NO) yaansieT HoMep nepeaapecalun npu 3aHSTOCTH.
CuHTakcuc
call-forwarding busy number <PHONE>

no call-forwarding busy number

MapameTpbl

<PHONE> - HOMep, Ha KOTOPpbIi NepeHanpaBnstOTCA BXOASALLME BbI30BbI NMPY 3aHATOCTN abOHEHTA, 3aaETCs
CTpokoii ao 50 cMBOOB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# call-forwarding busy number 4596
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call-forwarding no-answer

[JaHHasi KoMaHza No3BOsISIET pa3peLunTb ucnosnb3oBaHue yenyrn CFNA ( Call Forward at No Answer ) —
nepeajgpecauus BbiI30Ba NPy HEOTBETE aBOHEHTA Ha yKa3aHHbIA HoMep.

Vicnonb3oBaHue oTpuLaTesibHoli (hopMbl KOMaH/bl (N0) 3anpeLyaeT Ucnosb3oBaHve ycnyru «flepeadpecayust
8bI308a NPuU HeEOMBeMe».

CuHTakcuc

[no] call-forwarding no-answer

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

Ycnyra CFNA oTkntoveHa.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# call-forwarding no-answer

call-forwarding no-answer number

[laHHas komMaHza No3BO/SIET HA3HAYMTb HOMEP, Ha KOTOPbI NepeHanpaBAsoTCA BXOASLLME BbI30BbI NPK
HeoTBeTe aboOHEHTa, NPU BK/IOUEHHO ycnyre «[lepeadpecayusi BbI308a rpu HEOMBeme».

Vicnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHAbl (N0) yaasnseT Homep nepeagapecauuy npyu HeoTBeTe.

CuHTakcuc
call-forwarding no-answer number <PHONE>

no call-forwarding no-answer number

MapameTpbl

<PHONE> - HOmep, Ha KOTOpbIl NepeHanpaBnsaTCsa BXOAsLLME BbI30BbI NPY HEOTBETE abOHEHTa, 3a4aéTca
cTpokoli go 50 cumBosIOB.
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3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# call-forwarding no-answer number 4685

call-forwarding no-answer timeout

[JaHHasi KoMaHza No3BO/ISIET yKazaTb MHTEpPBa/ BPEMEHU, YepPe3 KOTOpbIli ByAeT NPon3BOAUTHLCS
nepeagpecauyisi Bbi3oBa B C/lyyae HeoTBeTa aboHEHTa, Npu BK/YEHHOI ycnyre «[lepeadpecayusi Bbi308a rnpu
Heomseme».

icnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
CuHTakcuc
call-forwarding no-answer timeout <TIME>

no call-forwarding no-answer timeout

MapameTpbl

<TIME> — nHTepBas BpEMEHM B CEKyH/lax, Yepe3 KOTopbIii ByeT Npon3BoAuTLCA Nepeajpecals Bobi3oBa B
cnyyae HeoTBeTa abOHEHTa, MOXET NPUHUMaTL 3HadeHus [0-120].

3HauyeHue No ymosi4aHuio
0

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# call-forwarding no-answer timeout 15
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call-forwarding unconditional

[laHHas KomaHAa No3BossieT paspeLunTs ncnonb3osaHue ycnyru CFU (Call Forward Unconditional) — Bce
BXOASILLME BbI30Bbl NEpeHanpaBsATCa Ha yKasaHHbIii Homep 6e3yCcnoBHONM nepeagpecaunm.

Vicnonb3oBaHue oTpuLaTesibHoli (hopMbl KOMaH/bl (N0) 3anpeLyaeT Ucnosb3oBaHve ycnyru «flepeadpecayust
8bI308a MPU 3aHMOCMU».

CuHTakcuc

[no] call-forwarding unconditional

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

Ycnyra CFU oTtkntoveHa.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# call-forwarding unconditional

call-forwarding unconditional number
[JaHHasa komaHaa No3BoNseT HasHauMTb HoMep 6e3yCcnoBHON Nepeagpecalui.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHAbl (N0) yaansetT Homep 6e3yc/ioBHON nepeagpecauyu.

CuHTakcuc
call-forwarding unconditional number <PHONE>

no call-forwarding unconditional number

MapameTpbl

<PHONE> - HOMep, Ha KOTOPbI NepeHanpaBnstTCA BCe BXOASLLME BbI30BbI, NMPU BK/IKOUYEHHON ycnyre
«be3ycnoBHas nepeagpecaumsi», 3aaaéTcs CTPokoit Ao 50 cMMBOMOB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# call-forwarding unconditional number 4685

call-waiting
[JlaHHas komaHAa No3BOSET paspeLunTb UCNOMb30BaHUe ycnyrn «OxudaHue Bbi308ax.

icnonb3oBaHve oTpuLaTenibHoi hopmMbl KOMaHAbI (NO) 3anpeLLaeT NCnosib30BaHue ycyrn «OxudaHue
BbI308a».

CuHTakcuc

[no] call-waiting

MapameTpbl

KomaHga He coaepXuT napameTpos.

3Ha4yeHue no ymonyaHuio

Ycnyra CW oTk/toueHa.

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Mpumep:

esr(config-voice-port-fxs)# call-waiting
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caller-id mode
[laHHaa komMaHa No3BO/SIET BbIGPATb PEXUM BblAaun HoMmepa Bbi3biBatowlero — (Caller ID).

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaH/bl (N0) OTK/OYAET Bblgady Homepa Bbi3biBatollero — (Caller
D).

CuHTakcuc
caller-id mode <MODE>

no caller-id mode

MapameTpbl
<MODE> - pexum Bblgaun Homepa BbisbiBatowero — (Caller ID), MOXET NpyHUMAaTb 3HAYEHUS:

+ auto — aBTOMaTnyeckoe onpegeneHne, ucnonbdyemoro metoga Caller-id. JOoCcTynHO TONIbKO Ha
FXO-nopry;

+ dtmf - onpepgeneHne Homepa Bbi3biBatoLWEro aboHeHTa meTogom DTMF. Bbigaya HoMepa B /IMHUIO
OCYLLECTBNISAETCA MeXay NepBbiM U BTOPbIM CUTH&U10M MOCLIJIKU BbI30Ba ABYyX4acTOTHbIMU DTMF
nocbiikamu,

« fsk-bell — onpegenenve Homepa 1 MMeHu Bbi3biBatoLLero aboHeHTa meTogom FSK no ctaHgapTty Bell202.
Bblgaya HoMepa B /IMHWIO OCYLLECTB/IAETCA MeXay nepsBbiM 1 BTOPbIM CUTHasIOM NOCHISIKM Bbi30Ba
NMOTOKOM [aHHbIX C YACTOTHOW Mogynsumei;

+ fsk-v23 - onpegeneHne HoMepa u MeHM Bbi3biBatoLLLero aboHeHTa Mmetogom FSK no ctaHgapty ITU-T V.
23. Bblgaya Homepa B JIMHUIO OCYLLECTB/ISAETCA MeXAy NepBbiM U BTOPbIM CUTHaUTOM MOCHI/IKN Bbi30Ba
NMOTOKOM [aHHbIX C YACTOTHOW Mogynsumei.

3HauyeHue No ymosi4aHuio

Bbikntouaet Caller ID.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Mpumep:
esr(config-voice-port-fxs)# caller-id mode fsk-v23
dial-type

[JaHHaa komaHaa no3BoNseT BblbpaTh pexunm Habopa Homepa FXO-KoMNAeKToM.

icnonb3oBaHme oTpuuaTesibHoli (DOpMbl KOMaH/bl (N0) BOCCTAHAB/MMBAET 3HAUYEHWE MO YMO/TYAHMIO.
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CuHTakcuc
dial-type <MODE>
no dial-type

MapameTpbl
<MODE> - pexum Habopa HoMmepa FXO-KOMNAEKTOM, MOXET NPUHMMATb 3HAYEHWSI:

+ dtmf - Habop Homepa MeTo0M Nepefaqy TOHOBbLIX CUTHA/IOB;
- pulse — Ha6op HOMepa MeToA0M MOC/Ie]0BATE/ILHOIO 3aMbIKaHUS 1 pa3MblKaHUsi TENEGOHHOR TMHUN.

3Ha4yeHue no ymonyaHuio
dtmf

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# dial-type pulse

enable
[aHHoli KomaH0 akTUBMPYETCSA NPoub UM Habop NpasBus.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHzbl (NO) AeakTMBMPYET NPOnb 1 Habop npasul.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

He akTnBMpoBaH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-VOIP-PROFILE

Mpumep:

esr(config-config-voip-sip-proxy)# enable

flash call-transfer
JlaHHan komaHa No3BO/SIET BbIGPATb PEXUM MCMONb30BaHUsA doyHKumK flash (kopoTkuii oT60N).

icnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaHbl (N0) BO3BPALLAET 3HAUYEHNE MO YMOMHYAHWIO.

CuHTakcuc
flash call-transfer <METHOD>

no flash call-transfer

MapameTpbl
<METHOD> - pexum ncnonb3oBaHus yHkumm flash, MoXeT npuHMMaTh 3HauYeHUs:

+ attended - flash o6pabaTtbiBaeTcsi nokanbHO yCcTpoliicTBOM (Nepeaaya Bbl3oBa OCYLLECTBASIETCSA Noc/e
YCTaHOB/IEHVSI COEAVHEHWsI C TPETbUM abOHEHTOM);

+ unattended - flash o6pa6aTbiBaeTcsl TOKa/IbHO YCTPOCTBOM (Nepefada Bbi3oBa OCYLLECTBASIETCS MO
OKOHYaHMI0 Habopa Homepa TPETLETO aGOHEHTA);

+ transmit-flash — nepegaua flash B kaHan (ogH1M U3 METOAOB, HACTPOEHHLIX KOMaHzoli transfer flash B
napameTpax SIP-npoduns);

+ local-transfer — nepegava Bbi3oBa BHYTpU YCTPOICTBa, 6€3 0TnpaBkn coobuieHns REFER.

3HayeHue No ymosiMaHuio

transmit-flash

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Mpumep:

esr(config-voice-port-fxs)# flash call-transfer attended
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flash call-transfer mode

[aHHaa komaHaa no3BoNsieT BblbpaTb peXxum nepegadn Bbi3oBa — HaCTpoOlika fOCTynHa Tonbko ansa Attended
calltransfer n Local calltransfer n oTBeuaeT 3a pexvm aktMBaumm ycnyrn nepegaym Bbi3osa.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) BO3BPALLAET 3HAUYEHNE MO YMOTYAHWIO.

CuHTakcuc
flash call-transfer mode <MODE>

no flash call-transfer mode

MapameTpbl
<MODE> - pexum nepefayn BbI30Ba, MOXET NPUHUMATb 3HAYEHUSA:

* r4 — nepefaya Bbi30Ba aKTMBUPYETCS Nocne Haxartus R 4;
+ hook — nepegaya BbI30Ba aKTUBMpPYETCHA NOC/Ee O0TOOS,
+ both — nepegaua BbI30Ba akTNBMpYyETCHA NO 0TOO0 M NO HaxaTuio R 4.

3HauyeHue No ymosi4aHuio
r4

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Mpumep:

esr(config-voice-port-fxs)# flash call-transfer mode hook

flash timer

JaHHasi KoMaHza No3BO/ISIET YCTAHOBUTL MMHUMa/IbHOE BpeMsi 06HapyeHus curHana flash (kopotkoro
0T605).

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) BO3BPALLAET 3HAYEHNE MO YMOTYAHWIO.

CuHTakcuc
flash timer <TIME>

no flash timer
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MapameTpbl

<TIME> — MnHMManbHoe Bpemsi 06HapyxeHusi curHana flash B mmnnncekyHgax, MoxeT npyHMMaTb 3Ha4YeHus
[80..1000]

3HauyeHue No ymosiyaHuio
100

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Mpumep:

esr(config-voice-port-fxs)# flash timer 200

hotline

[aHHasi KomaHa UCMonb3yeTcs ANA akTUBaUMK ycnyru «fopsiyas/ Tennasi IUHUsT». Ycnyra no3sonsiet
aBTOMATUYECKN YCTAaHOBUTbL UCXOAsLLIEE coeMHeHne 6e3 Habopa HoMepa cpasy nocsie nogbemMa TpyoKu —
«ropsiyasi IMHUSI», NGO C 3a1ePXKOI «Tensias NMHUS».

CuHTakcuc

[no] hotline

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

Ycnyra «lopsayan/Tennas MMHUS» OTKIOYeHa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXS
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Mpumep:

esr(config-voice-port-fxs)# hotline

hotline ipt

[JaHHasa komaHaa ncnonb3yeTcs AN akTuBauum ycnyru «fopsivasi/Tennas uHUs» B HaNnpasieHUn 13
aHanoroBoi TenedoHHon MHun B VoIP.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (NO) 3anpeLLaeT Ucnosib3oBaHve ycnyru «fopsqas/Tennas
JIUHUSI» B HANpaB/fieHNN N3 aHa10roBoin TeniedOHHON NiHuK B VOIP.

CuHTakcuc
[no] hotline 1ipt

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

Ycnyra «lopsyas/Tennas IMHUSA» OTK/T0YEHa.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# hotline ipt

hotline pstn

JaHHaa komaHga ncnonb3ayercsa 715 aktusauumn yenyru «fopsyas/Tennas 1UHUsi» B HanpasneHun n3 VolP B
CTOpOHY TOI.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (NO) 3anpeLLaeT Ucnosib3oBaHve ycnyru «fopsyas/Tennas
JIUHUST» B HanpasneHun ns VolP B ctopoHy T¢hOr.

CuHTakcuc

[no] hotline pstn
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue No ymosiMaHuio

Ycnyra «lopsiyasi/ Tennas /iUHUST» OTK/II0YEHA.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# hotline pstn

hotline number

[JaHHas KomaHJa No3Bo/seT Ha3HAYMTbL HOMEP TenedgoHa, C KOTOpPbIM BYAET yCTaHAB/IMBATLCS COEIMHEHNE
Mpwv UCNosb30BaHWUN YCNyrn «Fopsiyas/ Tennas UHUST.

Vicnonb3oBaHue oTpuLaTeNbHo DOpMbl KOMaH bl (N0) yaanseT Homep ycnyru "Mopsiyas/Tennasi nUHUS".

CuHTakcuc
hotline number <PHONE>

no hotline number

MapameTpbl

<PHONE> - Homep TenedoHa, C KOTOpbIM ByAEeT ycTaHaBIMBaTLCA COeAUHEHME NOC/e NOAHATUSA TPYOKM
TeneoHa, 3agaétcsa cTpokoii o1 1 go 50 cMMBO/OB.

3HayeHue No ymosiMaHuio

3HayeHue He 3aaHo.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXS
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Mpumep:

esr(config-voice-port-fxs)# hotline number 5462

hotline number ipt

[JlaHHas koMaHza No3BOJISIET HA3HAYUTL HOMEpP Tened)oHa, C KOTOPbIM ByAeT yCTaHaBMBATLCS COEANHEHNE
Mpv UCNosIb30BaHWN YNy «fopsiyasi/ Tensiasi IUHUST» B HANPABMEHUM U3 aHAI0TOBOV TeNTIe(DOHHOI NIMHUN B
VolP.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yaanset Homep ycnyr «fopsidasi/ Tensasi IUHUST» B
HanpasfeHun U3 aHan0roBol TeneoHHon NnHum B VoIP.

CuHTakcuc
hotline number -ipt <PHONE>

no hotline number 1ipt

MapameTpbl

<PHONE> - Homep TenedioHa, Ha KOTOpbI OCYLLLECTBASETCA BbI30B NPW NCNOMb30BaHUN yCnyrn «fopsivas/
Tennasi UHUST» B HanNpaBNeHNN U3 aHa10roBo TenedoHHon NuHnM B VoIP, 3agaétcs ctpokoi ot 1 go 50
CMMBOJI0B.

3HauyeHue No ymosi4aHuio

3HayeHue He 3agaHo.

Heo6xoaumblii ypoBeHb NpuBUIerni
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# hotline number ipt 6347

hotline number pstn

[aHHas KomaHza No3BoNsAeT Ha3HauyuUTb HoOMep TenledoHa, C KOTOpbIM ByAeT yCTaHaBNMBaTbLCA COefUHEHNE
npw UCNonb3oBaHUK ycnyru «fopsiyasi/Tenaas AuHus» B HanpasneHun u3 VolP B aHanorosot TenedoHHy
JNIHWIO.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHbl (N0) yaansetT Homep ycnyrn «fopsidasi/ Tensias IUHUSI» B
HanpasneHun 13 VolP B aHas10roByt0 TenedOHHYH JIMHUIO.
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CuHTakcuc
hotline number pstn <PHONE>

no hotline number pstn

MapameTpbl

<PHONE> - ropsuunii Homep npu 3BOHKEe B CTOPOHY TpOTl1, 3agaétca cTpokoit 4o 50 cumBooB.

3Ha4yeHue no ymonyaHuio

3Ha4yeHue He 3aaHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# hotline number pstn 5462

hotline timeout

[JaHHasi KoMmaHa No3Bo/ISIET YCTAHOBUTL «TaliMayT 3a1epXK1» nepes, yCTaHOBNEHVEM COeAVHEHUs 1 noc/ie
NoAHATUSI TPY6KM TenedioHa.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHZbl (NO) BO3BpaLLAET 3HAYEHNE MO YMOMYAHNIO.

CuHTakcuc
hotline timeout <TIME>

no hotline timeout

MapameTpbl

<TIME> — nHTepBasi BpEMEHU B CEKYHAAX, UePE3 KOTOPbI ByAeT yCcTaHaBIMBaTbCA COeAMHEHNE C BCTPEUHbIM
abOHEHTOM, MOXET NPUHUMAaTL 3HaueHus [0..60].

3Ha4yeHue no ymonyaHuio
0

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# hotline timeout 10

hotline timeout ipt

[aHHas KomaHa No3BoNseT YCTaHOBUTL «TaiMayT 3a1epXKn» Nepes, yCTaHOBEHNEM COEAVHEHMS C
«FopsiYMM HOMEPOM» B HaNpaB/IEHUN U3 aHAI0rOBOI TenedqyoHHON HUK B VolP.

Micnonb3oBaHue oTpuLAaTeNbHON (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc
hotline timeout ipt <TIME>

no hotline timeout ipt

MapameTpbl

<TIME> — nHTepBa/1 BpeEMEHW B CEKyHAaxX, Yepe3 KOTopbIli ByaeT ycTaHaBNMBaTbCs COefMHEHNE C BCTPEYHbIM
a6OHEHTOM, MOXET NpMHMMAaTL 3HaueHus [0..60].

3HayeHue No ymosiMaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# hotline timeout 1ipt 10

hotline timeout pstn

[aHHas KomaHa No3BoNseT YCTaHOBUTL «TaiMayT 3a1epXKn» Nepes, yCTaHOBEHNEM COeAVHEHWS C
«TennbIM HoMepoM» B HanpasneHun u3 VolP B aHanorosyto TenetoHHYH NINHNLO.

icnonb3oBaHue oTpuLAaTeNbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.
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CuHTakcuc
hotline timeout pstn <TIME>

no hotline timeout pstn

MapameTpbl

<TIME> — nHTepBasi BpEMEHU B CEKYHAAX, UePE3 KOTOPbI ByAeT yCcTaHaBIMBaTbCA COeAMHEHNE C BCTPEUHbIM
abOHEHTOM, MOXET NPUHUMaTL 3HaueHus [0..60].

3Ha4yeHue no ymonyaHuio
0

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# hotline timeout pstn 10

hybrid rx

,ﬂ.aHHaﬂ KOMaHa No3BOJIAET YBE/MNYNTL YCUEHNE CUTHa/TIa Ha NMpuemMe.

CuHTakcuc
hybrid rx <NUM>
no hybrid rx

MapameTpbl

<NUM> - npuHumaert 3Ha4veHne ot -200 go 200

3Ha4yeHue no ymonyaHuio
0

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-VOICE-PORT-FXO
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CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# hybrid rx 100

hybrid tx

JaHHas komaHga no3BosigeT YBEMNYNTb YCUNEHNE CUTHa1a Ha nepeaaye.

CuHTakcuc
hybrid rx <NUM>
no hybrid rx

MapameTpbl

<NUM> - npuHumaeTt 3HaveHue ot -200 go 200

3HauyeHue No ymosiyaHuio
0

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# hybrid rx 20

ipt prefix-name

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHaa komaHa no3BonseT ykasatb npedukc kK umeHu B CallerlD, koTopoe nepegaetcsa B HanpasneHun VolP.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaasseT yCTaHOB/IEHHOE 3HAaUYeHMe.

CuHTakcuc
ipt prefix-name <NAME>

no ipt prefix-name
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MapameTpbl

<NAME> — npedukc, sob6asnsembliii K umeHn B CallerID, 3agaétcs ctpokoin ot 1 go 21 cumsona.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# ipt prefix-name localPSTN

ipt prefix-number

[JaHHasi KomaHa No3BoNseT ykazaTb npedmkc kK Homepy B CallerID, KoTopblit nepeaaeTcs B HanpaeneHuy
VolIP.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yAanser ycTaHOB/IEHHOE 3HAUYeHMe.

CuHTakcuc
ipt prefix—-number <NUMBER>

no ipt prefix-number

MapameTpbl

<NUMBER> — npedpukc, sobasnsemolii kK Homepy B CallerlD, 3agaétca ctpokoii ot 1 go 21 cumona.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO
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Mpumep:

esr(config-voice-port-fxo)# ipt prefix-number 7

ipt offhook-ringing

[aHHaa KomaHa Ucnosnb3yeTcs /18 yKkasaHusa 3amblkaThb et npu Boizose 13 TDM B IP 40 npokntoveHns
ro/10COBOro kaHana B CTopoHy VolIP.

icnonb3oBaHue oTpuLaTesibHOV hopMbl KOMaH bl (NO) NO3BO/ISIET HE 3aMblKaTb L npy Bbi3ose U3 TDM
B IP fo Tex nop, noka He 6yAeT NoslyyeH roslocoBON TPaKT A0 B3aMMOAENCTBYHOLEro no npotokony SIP-wto3a.
[aHHasa HacTpolika Cnosib3yeTcs TONIbKO COBMECTHO C HACTpPoVikoi «Hotline».

CuHTakcuc

[no] 1dipt offhook-ringing

MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

3HauyeHue No ymosi4aHuio

Mo3BOMISIET HE 3amblkaTb LWeid npu Boizose 13 TDM B IP 40 NpoKNHOYEHUSA roN10COBOro KaHana.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# no ipt offhook-ringing

ipt ring-number

[aHHasi KomaHAa No3BONSET yKa3aTb KONMYECTBO «[10OCbINIOK BbI30Ba», N0 KOTOPOMY KOMMEKT FXO BbINOAHAT
3aMblkaHue wwnelida («<CHUMET TPYOKy») 1 BblgacT B TeNIeOHHYH NIMHMI0 CUTHauT «OTBET CTaHLUM».

icnonb3oBaHue oTpuLaTeNnibHOW hopMbl KOMaH bl (N0) BO3BPALLAETCS B 3HAYEHME MO YMO/TYAHMIO.
CuHTakcuc

ipt ring-number <COUNT>

no ipt ring-number
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MapameTpbl

<COUNT> — konnuecTBO «[M0OCbI/IOK BbI30Ba», N0 KOTOPOMY KOMMAeKT FXO BbINOAHUT 3aMblkaHue Lwneida,
MOXET NPUHMMAaTh 3HaueHus [2..10].

3HayeHue No ymosiMaHuio
2

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# ipt ring-number 4

profile sip

[JaHHas KomaHa no3BonseT BbibpaTb SIP-Nnpodvnb AN KOHUIYpUpyemoro nopra.

CuHTakcuc

profile sip <PROFILE>

MapameTpbl

<PROFILE> — nHaekc SIP npodunns, MOXeT NpuHUMaTh 3HadeHus [1..5].

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS
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Mpumep:

esr(config-voice-port-fxo)# profile sip 1

profile pbx

[aHHaa komaHaa no3sBonseT BblbpaTb SIP-npodnnb AN KoHUrypmpyemoro nopra.

CuHTakcuc
profile pbx<PROFILE>

MapameTpbl

<PROFILE> — ums SIP-npochnns, co3gaHHoro Ha cepeepe PBX, 3agaétcsa ctpokoii ot 1 go 31 cumBona.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxo)# profile pbx fxs_ports

pstn transmit-number

[laHHas KoMaHAa ucnonb3yeTcs A5 yKazaHusa nepegadv Homepa, npuHatoro us IP (u3 3aronoska Request URI
3anpoca INVITE) B nnHuto, 3a UCK/TOUYEHEeM HOMep nopTa.

Vcnonb3oBaHue oTpuuaTtensHon hopMbl KOMaHZ 3anpeLlaeT nepegady Homepa, npuHAToro ms IP.

CuHTakcuc

[no] pstn transmit-number

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.
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3HauyeHue No ymosi4aHuio

He nepepasatb NOJHbIA HOMEP.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# pstn transmit-number

pstn transmit-prefix
JaHHaa komaHga ncnonb3yercs 414 ykaszaHusa nepegadm aboHeHTckoro Homepa FXO-komnnekra.

Vcnonb3oBaHue oTpuuartenbHoin hopMbl KOMaHbl 3anpeLwaeT nepegady aboHeHTckoro Homepa FXO-
KOMIiekTa.

CuHTakcuc

[no] pstn transmit-prefix

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

MepenasaTb abOHEHTCKM HOMep FXO-komnnekTa.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# pstn transmit-prefix
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shutdown

[laHHas KoMaHAa Ucnonb3yeTcst AN OTKNOUYEHNUs nopTa.

icnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH/bl (N0) BK/IOYAET NOPT.

CuHTakcuc

[no] shutdown

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

[MopT BK/IOYEH.

Heo6xoaumblii ypoBeHb NpuBUIerni
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# shutdown

sip port

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHaa komaHga ucnonb3yeTcsa onsa ykasaHma Homepa UDP-nopTta gns npnéma Bxogsawmx coobuieHmnin SIP Ha
[aHHbIA akKayHT, a Takke 415 oTnpaBku ncxoaswmnx SIP-coobLeHnin ¢ faHHOro akkayHTa.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) BO3BPALLAET 3HAUYEHNE MO YMOTYAHWIO.

CuHTakcuc
sip port <PORT>

no sip port

MapameTpbl

<PORT> - Homep UDP-nopTa, NnpuHnMaeT 3HaueHus [1..65535].

3HauyeHue No ymosi4aHuio
5060
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# sip port 5080

sip user display-name

ESR-Series. CnpaBoyHUK komaHz CLI

JaHHas koMmaHaa no3BosigeT Ha3sHauyMTb M4 NoJsib30BaTesid, cornocTaseHHoe ¢ NOPTOM (OTO6pa)KaETCFI B

none Display-Name 3aronoska From B ncxoasaumx coobuieHusx SIP).

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yAaISeT 3HAYEHNE.

CuHTakcuc
sip user display-name <LOGIN>

no sip user display-name

MapameTpbl

<LOGIN> - nms nonb3oBarens, kotopoe otobpaxaetcsi B none Display-Name, 3agaétcsa ctpokoii ao 31

cnmMBo/ia.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# sip user display-name "port-1"
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sip user phone
[aHHasi KomaHga No3BONSET HAa3HAYMTb aBOHEHTCKMIN HOMEP, 3aKpensIeHHbIN 3a TeNedOHHbIM NOPTOM.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) yaansieT aboHEHTCKMIn Homep.

CuHTakcuc
sip user phone <PHONE>

no sip user phone

MapameTpbl

<PHONE> — aGOHEHTCKMI1 HOMEP, 3aKpEN/IEHHbIV 3a TenneddOHHbIM NOPTOM, 3a4aéTCA CTPOoKon Ao 50
CMMBOJI0B.

3HauyeHue No ymosi4aHuio

3HayeHue He 3aaHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-VOICE-PORT-FXO
CONFIG-VOICE-PORT-FXS

Mpumep:

esr(config-voice-port-fxs)# sip user phone 4101

timing delay
[JaHHasa komaHAa No3BOJSET YCTAHOBUTbL 3aePXKy nepes Habopom Homepa.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
timing delay <TIME>

no timing delay

MapameTpbl

<TIME> - 3agepxka nepef, HabopoM HOMepa B CEKYHAAX, MOXET NpMHUMaTh 3HaueHust [0..10].

3HauyeHue No ymosi4aHuio
2
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# timing delay 4

timing digit
[aHHas KomaH[a No3BONSAET YCTaHOBUTb MUHUMA/IbHO AeTeKTUpYyeMbIi MeXUnGpoBoi nHTepsan Anasa FXS-
nopra.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHWIO.
CuHTakcuc
timing digit <TIME>

no timing pulse-interdigit

MapameTpbl

<TIME> — MUHV/Ma/TbHbIV MEXLMMDPOBOI MHTEPBA/ B MUNIMCEKYHAAX, MOXET NPUHUMATL 3HAUEHUS
[150...20000].

3Ha4yeHue no ymonyaHuio
200

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-VOICE-PORT-FXS
CONFIG-VOIP-PROFILE

Mpumep:

esr(config-voice-port-fxs)# timing interdigit 300
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timing flash
[JlaHHas koMaHza No3BOJISIET YCTAHOBUTL BPEMS 3aMblkaHuWs Lelida Ana nmutaummn umnynsca «flash».

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
timing flash <TIME>

no timing flash

MapameTpbl

<TIME> — BpeMsi 3aMblkaHusi Weiida B MUIIMCEKYHAAX, MOXET NpUHUMaTL 3HaueHus [70..1000].

3HauyeHue No ymosi4aHuio
100

Heo6xoaumblii ypoBeHb NpuBUIerni
10

KoMaHAHbIV pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# timing flash 150

timing pulse-digit
[JaHHasa komaHAa No3BONSET YCTAHOBUTL A/IMTENBHOCTb MMMY/IbCa NPY UMMYNbCHOM Habope Homepa.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
timing pulse-digit <TIME>
no timing pulse-digit

MapameTpbl

<TIME> — A/IMTeNbHOCTb UMMy bCa MPY UMMYILCHOM Habope HoMepa B MUIJIMCEKYHAaX, MOXET NPUHUMATb
3HauveHus [50..120].

3HauyeHue No ymosi4aHuio
80

319



ESR-Series. CnpaBoyHUK komaHz CLI

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# timing pulse-digit 75

timing pulse-interdigit

[laHHas KomMaHa No3BO/SET YCTAHOBUTL MEXLMIPOBOI NHTEPBa/T NPU MMMYNLCHOM Habope Homepa B
aHasoroByto TenedoHHyto MHuio ana FXO-nopTa.

Vicnosnib3oBaHme OTpI/ILI.&TG}'IbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNE No yMOHaHUIo.
CuHTakcuc
timing pulse-interdigit <TIME>

no timing pulse-interdigit

MapameTpbl

<TIME> — MeXLMpPPOBOI MHTEPBAUT NPV UMMYNILCHOM Habope HoMepa B MUI/TIMCEKYHAAX, MOXET NPUHUMATH
3HaueHus [80...2500].

3Ha4yeHue no ymonyaHuio
200

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# timing pulse-interdigit 300

timing pulse-pause

JaHHasa koMmaHaa no3BosieT YCTaHOBUTL AJ/INTENIbHOCTL Nay3bl NPy UMMY/IbCHOM Ha60pe HOMepa.
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Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNe No ymMmo4aHuio.

CuHTakcuc
timing pulse-pause <TIME>

no timing pulse-pause

MapameTpbl

<TIME> — g/MTeNnbLHOCTL nay3bl NPu UMMNY/IbCHOM Habope HoMepa B MAIICEKYHAAX, MOXET NPUHUMaTh
3HaveHusa [50..100].

3Ha4yeHue no ymonyaHuio
80

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# timing pulse-pause 75

timing tone-digit
[aHHas komaHAa No3BONSIET YCTAHOBUTL A/IMTENbHOCTL TOHA NMPY TOHOBOM Habope Homepa.

Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNe No ymMmo4aHuio.

CuHTakcuc
timing tone-digit <TIME>

no timing tone-digit

MapameTpbl

<TIME> — anMTeNbHOCTb TOHA NPV TOHOBOM Ha6ope HoMepa B MUMIMCEKYHAX, MOXET MPUHUMATb 3HAUYEHMS]
[65..100].

3Ha4yeHune no ymonyaHuio
80

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# timing tone-digit 75

timing tone-interdigit
[laHHas komaHAa No3BOSIET YCTAHOBUTb A/IMTENbHOCTbL Nay3bl NPV TOHOBOM Habope Homepa.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOYAHMIO.
CuHTakcuc
timing tone-interdigit <TIME>

no timing tone-interdigit

MapameTpbl

<TIME> — gnuntenbHOCTb Nay3bl NPY TOHOBOM Habope HoMepa B MUIIUCEKYHAAX, MOXET NPUHMMAaTb 3HaYeHUs
[80..2500].

3HauyeHue No ymosiuaHuio
100

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-VOICE-PORT-FXO

Mpumep:

esr(config-voice-port-fxo)# timing tone-interdigit 150
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TecTupoBaHue TeneoHHbIX NOPTOB

& [aHHblli hyHKLUMOHAN AOCTYMNEH TO/IbKO Ha MapLipyTusatopax moaeneii ESR-12V/12VF/14VF.

test voice-port start

[aHHaa KomaHaa ncnosnb3yeTcs A1 3anycka npoueaypbl M3MepPeHNst SNEKTPUYECKNX XapaKTepUCTMK
abOHEeHTCKOW NTIMHUN.

CuHTakcuc

test voice-port <NUM> start

MapameTpbl

<NUM> — Homep FXS-nopta, MOXeT NpuHUMaTh 3HadeHus [1..3].

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHaHbI pexum
ROOT

Mpumep:

esr# test voice-port 3 start

Voice-port 3 test started. The result will be available in 80 seconds, or more if the test run
on other ports.

test voice-port status

[laHHasi KomaHa UCnonb3yeTcs A1 BblBOAA Pe3y/bTaToB KpaliHel npoueaypbl NU3MepeHUst aN1eKTPUUHEecKnX
XapakKTePUCTUK aBOHEHTCKOM NIMHUN.

CuHTakcuc

test voice-port <NUM> status

MapameTpbl

<NUM> — Homep FXS-nopTa, MOXeT npuHUMaThb 3HadyeHus [1..3].

HeoO6xoaumbivi ypoBeHb NPUBUETrAii
1
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KomaHaHbI pexum
ROOT

Mpumep:

esr# test voice-port 3 status
is idle
May 20 16:01:37 2017

Testing voice-port 3

Last test start: Sat

Number voip-port 3
Foreign DC voltage
Foreign DC voltage
Foreign AC voltage
Foreign AC voltage
Cross current:

Longitudinal current:

A
B
A
B

Line supply voltage:

Resistance A (TIP) - B (RING):

(TIP):
(RING) :
(TIP):
(RING) :

Resistance A (TIP) - Ground:

Resistance B (RING) - Ground:

Capacity A (TIP) - B (RING):
Capacity A (TIP) - Ground:

0.128377
0.144342
0.
0
0

026239

.032287
.260343

CcC Cc CccCc

mA

-0.101857 mA
-50.370598 U
1007.203674 kOm
402.105469 kOm
874.041443 kOm
50.000000 nF
573.000000 nF

ESR-Series. CnpaBoyHUK komaHz CLI
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14 KoHpurypupoBaHue n MOHUTOPUHT TyHHenen

* auth-nocache

+ authentication algorithm

+ authentication method

+ authentication required disable
« certificate

+ clearip nhrp

+ clear tunnels counters

« clear tunnels softgre

* compression

+ default-profile

+ description

+ dscp

* enable

*+ encryption algorithm

+ history statistics

* ignore-default-route

* interface

+ ip dont-fragment-bit ignore
* ip nhrp attribute group

* ip nhrp authentication

* ip nhrp enable

* ip nhrp holding-time

* ip nhrp ipsec

* ip nhrp map

* ip nhrp multicast

* ip nhrp nhs

* ip nhrp redirect

* ip nhrp shortcut

* ip path-mtu-discovery discovery disable
* ip tcp adjust-mss

* ipsec authentication method
* ipsec authentication pre-shared-key
* ipsec ike proposal

* ipsec proposal

+ keepalive dhcp dependent-interface
+ keepalive dhcp link-timeout
+ keepalive dst-address

+ keepalive enable

+ keepalive retries

+ keepalive timeout

+ keepalive timeout ipsec

* key

+ load-average

+ local address

+ local address xauth

* local checksum

+ local cookie

* local interface

* local port

* local session-id

* mode

* mode

* mtu
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* multipoint

+ password

*+ peer |t

* port

* ppp failure-count

* ppp timeout keepalive
* protocol

* protocol

* remote address

* remote address

+ remote address xauth
* remote checksum

* remote cookie

* remote port

* remote session-id

* route-metric

* route-nopull

* snmp init-trap

+ show ip nhrp

+ show tunnels configuration
+ show tunnels counters
+ show tunnels history
+ show tunnels status

+ show tunnels utilization
o il

* tunnel

* tunnel

+ tunnel-source

+ username

+ username

auth-nocache
[aHHOoI KOMaHAoM OTKNIYaETCS KaWMpoBaHne napons nonb3osarens OpenVPN-kiveHTa.

cnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaHbl (NO) aKTUBUPYET KILLMPOBAHMNE Naposs Nosb3oBaTesns
OpenVPN-knneHTa.

CuHTaKcuc

[no] auth-nocache

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHue no ymonyaHuio

KalmpoBaHue paspeLleHo.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config)# auth-nocache

authentication algorithm

[JaHHOoI KomaHAoM yCcTaHaBNNMBaETCH a/ITTOPUTM ayTeHTUdMKaL MM, KOTOPbIA UCNob3yeTcsa AN
ayTeHTudukaumm npu nogknodeHnn k OpenVPN-cepepy.

Vicnonb3oBaHue oTpuLaTeNbHOi (DOPMbI KOMaH bl (N0) yAanseT anropuTM ayTeHTUGMKALN.

CuHTakcuc
authentication algorithm <ALGORITHM>

no authentication algorithm

MapameTpbl

<ALGORITHM> — anroputm ayTeHTUdMKaLMW, NnpuHUMaeT 3HadeHns: md4, rsa-md4, md5, rsa-md5, mdc?2, rsa-
mdc2, sha, shal, rsa-sha, rsa-shal, rsa-shal-2, dsa, dsa-sha, dsa-sha1, dsa-sha1-old, ripemd160, rsa-
ripemd160, ecdsa-with-sha1l, sha-224, rsa-sha-224, sha-256, rsa-sha-256, sha-384, rsa-sha-384, sha-512, rsa-
sha-512, whirlpool.

3HayeHue No ymosiMaHuio

He 3apaHo.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# authentication algorithm md5

authentication method

[aHHOoI KomaHaoW onpefensieTca MeTo, ayTeHTudmkaumm, KOTopbli ByaeT NCrnosb30BaTbCs Npu
YCTaHOB/IEHUWN yAa1EHHOIO NoAakNtUeHus knneHtamm PPPoE, PPTP n L2TP.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yAanseT yka3aHHblii MeTo/ ayTeHTUGMKALM.
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CuHTakcuc
authentication method <METHOD>
no authentication method <METHOD>

MapameTpbl

<METHOD> - meTog ayTeHTUdMKaLmm, BO3MOXHble 3Ha4yeHus: chap, mschap, mschap-v2, eap, pap.

3Ha4yeHue no ymonyaHuio

chap

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-L2TP

Mpumep

esr(config-pppoe)# authentication method mschap-v2

authentication required disable
[aHHoln KomaHAoW OTKNYaeTcs ob6s3aTenbHasa ayteHTudmkauyma PPP Ha cepsepe PPTP n L2TP.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) BKOYaeTcst ayTeHTUdukauma PPP Ha cepeepe PPTP
nL2TP.

CuHTakcuc

[no] authentication required disable

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHue no ymonyaHuio

He 3apaH.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomMaHAHbIV peXxum
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-L2TP

Mpumep

esr(config-pppoe)# authentication required disable

certificate

ESR-Series. CnpaBoyHUK komaHz CLI

[laHHOi KOMaH/10¥i yKa3blBaloTCA HeoBXoAVMble cepTudmnkaTbl Ans nogkntodeHns kK OpenVPN-cepsepy.

icnonb3oBaHue oTpuLaTeNbHON (DOPMbI KOMaH bl (N0) yaansieT Ha3BaHue cepTudmKaTa n3 KoHgUrypauum.

CuHTakcuc

certificate <CERTIFICATE-TYPE> <NAME>

no certificate <CERTIFICATE-TYPE>

MapameTpbl

<CERTIFICATE-TYPE> — Tun ceptudpnkara uam kn4a, MOXeT NPUHUMaTh criefylolne 3Ha4eHus:

<NAME> — nms ceptudoukara nnm knwoya, 3agaértca cTpokoi go 31 cumsona.

ca — cepTudmkar LeHTpa ceptudumkaumy,
client-crt — cepTudpmkat knmeHTa;
client-key — knneHTCKMiA KNy,

crl — cnMcok 0TO3BaHHbIX CEPTUINKATOB;
dh - kntou Andcpn-XennmaHa;

ta — HMAC-k/ou.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUerui

15

KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# certificate ca KEY
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clear ip nhrp

[aHHasa komaHga cnyxut ans ounctkn NHRP-3anucein ¢ mappyTtmsaTopa.

CuHTakcuc

clear ip nhrp [ { dynamic | static | incomplete | nhs} ] [ { nbma-address <ADDR> | tunnel
gre <ID> | tunnel-address <ADDR> } ] [ vrf <VRF> ]

MapameTpbl
<ID> — ngeHTndmKaTop TyHHEnNs;
<ADDR> - IP-agpec 3agaétcs B Buae AAA.BBB.CCC.DDD, rge kaxaas yacTb npuHUMaeT 3HaueHus [0..255];

<VRF> - nms ak3emnnspa VRF, 3agaetca ctpokoit fo 31 cumeona. MNpu ykazaHun AaHHoro napameTpa 6yayT
ypaneHsl NHRP-3anucy, ykasaHHble B gaHHoM VREF;

dynamic — 04MCTUTb ANHAMUYECKN MPUOBPETEHHYHO MHhOpPMaLMLO;

incomplete — oUNCTUTb HE3AMNOJTHEHHbIE 3aNUCK;

nbma-address — ouncTuTb 3anucu, kacarwwmecs onpegenéHHoro NBMA-agpeca;
nhs — o4uncTnTbL 3anucu, kacarowmecs onpegenéHHoro NHS;

static — ouncTuTb 3anucu, 3agaHHble cTaTuyeckuy;

tunnel — ouncTuTb 3anncu, kacarowmecs onpeaeneHHOro TyHHens;
tunnel-address — ouncTUTL 3anucKy, KacaroLmecs onpeaen&HHoro TyHHenNs;

vrf — ouncTuTbL 3anucu, Haxoaswmecsacs B onpeaenéHHom VRF.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
ROOT

Mpumep

esr# clear 1ip nhrp vrf vrf_test tunnel gre 9 static

clear tunnels counters

[laHHOI KoMaHAol OCyLLECTBNSIETCS COPOC CHETUMKOB 3a4aHHOIO TYHHE st UK TPYNMbl TYHHENEN.

CuHTakcuc

clear tunnels counters [{ <TUN> | pseudowire [ <ID> <NEIGBOR-ADDR> ] | dypseudowire
pseudowire [ <ID> <NEIGBOR-ADDR> ] 1} ]
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MapameTpbl

<TUN> - umsi TyHHensi yCcTpOoICTBa, 3aaéTcsa B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsaok MeHOBaHNSA
TYHHesneli mapLupyTusartopa.

MOXHO yKa3aTb HECKO/IbKO TYHHeNel nepeuncrieHneM yepes 3ansryko «,» IM60 yka3aTb Avana3oH TYHHesen
yepes geduc «-». Ecnm He ykasblBaTb UHAEKCHI TYHHENENR, TO ByAyT OUULLIEHbI CHETUMKN BCEX TYHHENEN
3alaHHOW rpynnbl.

<ID> - npgeHTndumkarop ncesgonposoga/AnHamMm4ecKoro nceBLonposoia.

<NEIGBOR-ADDR> - IP-agpec 3agaétca B Buge AAA.BBB.CCC.DDD, roe kaxgasa yacTb NpUHUMAaET 3Ha4YeHWs
[0..255];

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
ROOT

Mpumep

esr# clear tunnels counters dypseudowire 2 192.0.2.10

clear tunnels softgre

[JaHHasn KomaHaa paspyluaeT softgre TyHHENW/TYHHENb.

CuHTakcuc
clear tunnels softgre [ remote-address <REMOTE-IP> ]

MapameTpbl

<REMOTE-IP> —ynaneHHsbIn IP-agpec, ¢ KOTOporo NogHAT softgre-TyHHe b.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
ROOT

Mpumep

esr# clear tunnels softgre esr#clear tunnels softgre remote-addressl0.10.42.10
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compression

[laHHOI KOMaHAOV BKIHOYAETCA MEeXaHU3M CxXaTua nepefgaBaeMblX AaHHbIX MeXAy KIMeHTaMu 1 cepBepoMm
OPENVPN.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaH/bl (N0) OTK/OYAET MEXaHW3M CXaTusi nepesaBaemMbIxX
[aHHbIX.

CuHTakcuc

[no] compression

MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUIerni
10

KoMaHAHbIV pexum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# compression

default-profile

[aHHasi KomaHAa No3BONSET MCMNO/b30BaTb KOHUrypaumo agaHHoro SoftGRE-TyHHeNns ans aBToMaTnyeckoro
co3gaHuns TyHHenen ¢ Takumm xxe mode 1 local address.

Vicnonb3oBaHme oTpuuaTesibHoli (hopMbl KOMaHZbl (N0) 3anpeLLaeT UCNob30BaHNs KOH(UIypaumum TyHHes
L1 aBTOMaTUYECKOro CO3aHuns TYHHENeN.

CuHTakcuc
[no] default-profile

MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-SOFTGRE

Mpumep

esr(config-softgre)# default-profile

description
[JaHHasi KomaHaa UCnosb3yeTcs A1t U3MEHEHS! ONUCaHNS KOHGUTYPUPYEMOTO TYHHENS.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT ycTaHOB/IEHHOE OMNCaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHve TyHHens, 3aaéTtcsa CTPOKOoM A0 255 CMMBO/IOB.

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-IP41P4
CONFIG-SUBTUNNEL
CONFIG-GRE
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-LT
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN

Mpumep

esr(config-gre)# description "tunnel to branch"
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dscp
KomaHpa 3aaaét 3HaveHue koga DSCP gnsa ncnonb3oBaHus B IP-3arofioBke MHKanNcyupytoLero nakera.

icnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHbl (NO) ycTaHaBMBaeT 3HadeHne DSCP no ymonyaxuio.

CuHTakcuc
dscp <DSCP>

no dscp

MapameTpbl

<DSCP> - 3HaueHvne koga DSCP, npuHumaeT 3HaueHnsi B granasoHe [0..63].

3HauyeHue No ymosi4aHuio

Hacnegyetcs OT MHKanNcyiMpyemoro nakera.

HeoG6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG-IP41P4
CONFIG-GRE

Mpumep

esr(config-ip4ip4)# dscp 40

enable
[aHHOoI KoMaHAoW BKNHOYAETCH TYHHE b.

icnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) OTK/OYAET TYHHESTb.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

TyHHe b BbIK/THOYEH.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-IP41P4
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-LT
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN

Mpumep

esr(config-gre)# enable

encryption algorithm

ESR-Series. CnpaBoyHUK komaHz CLI

[laHHOli KOMaHAOo BbIGMPAETCA aNropUTM LUMGPOBAHMS, UCNONb3YEMbIA NpY Nepefayn faHHbIX.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) OTK/OYAET LWMKPOBaHME.

CuHTakcuc
encryption algorithm <ALGORITHM>

no encryption algorithm

MapameTpbl

<ALGORITHM> — nageHtndmkatop npoTokona wnudpoBaHus, NnpuHnmaeT 3HaveHus: des, blowfish128, aes128,

des-ede, aes192, 3des, desx, aes256.

3Ha4yeHue no ymonyaHuio

LLindppoBaHne OTKMHOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# encryption algorithm aesl128

history statistics
[aHHoii KOMaHo BKNOYAETCS 3aN1Cb CTATUCTYKM UCTO/b30BaHUS TEKYLLIETO TYHHENS.

Micnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) OTK/OYAET 3aMUCh CTATUCTMKN UCMOMb30BaHNSA
TEKYLLEro TyHHens.

CuHTakcuc

[no] history statistics

MapameTpbl

OtcyTCTBYIOT.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GRE
CONFIG-SOFTGRE
CONFIG-SUBTUNNEL
CONFIG-IP41P4
CONFIG-L2TPV3
CONFIG-LT
CONFIG-VTI
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN
CONFIG-L2TP

Mpumep

esr(config-ip4ip4)# history statistics
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ignore-default-route

[laHHas koMaHza BK/I0YAET PeXuM, B KOTOPOM MapLLpyT N0 YMOMYaHUI, NOMTyYEHHBIN OT cepBepa, He
yCTaHaBMMBAETCA B TabNMLy MapLUpyTU3aLMMN.

icnonb3oBaHue oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] dgnore-default-route

MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

3Ha4yeHue no ymonyaHuio

MapLupyT N0 YMOYaHWIo, NOMYYEHHBI OT CepBepa, yCTaHaB/IMBAETCA B TabnvLy MapLipyTusauuu.

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-L2TP
CONFIG-PPTP
CONFIG-PPPOE

Mpumep

esr(config-pptp)# dignore-default-route

interface
[aHHoi KomaHaoW onpegensieTcsa nHTepdeiic Yepes Kotopbli 6yaet yctaHasnueaTbcst PPPoE-coeguHeHve.

cnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (NO) yAANSIET yKa3aHHbI HTepdeiic.

CuHTakcuc
interface <IF>

no interface

MapameTpbl

<IF> — uHTepdpeiic nnm rpynnbl MHTEPCHENCOB, 3a4aETCS B BUAE, ONMCAHHOM B pasgene Turbl 1 nopsifok
MMEHOBaHUS HTEPIENCOB MapLIpyTH3aTopa.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-PPPOE

Mpumep

esr(config-pppoe)# interface gigabitethernet 1/0/5.100

ip dont-fragment-bit ignore

[aHHoi KomaHaon BKkNovaeTcs 6e3ycrioBHas oparmeHTaumsa GRE-Tpadmka. B pesynsrate, ecnv pasmep
nosnyumBLLerocs nocne nHkancynauum B GRE naketa 6onbwe MTU ucxogswero nHrepdeiica, To GRE-naket
6ynet pparmeHTUpoBaH. B hparmeHTupoBaHHom GRE-nakeTte DF-6uT 6yaeTt copoLueH.

Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNEe No ymMo4aHuio.

CuHTakcuc

[no] ip dont-fragment-bit ignore

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No yMosi4aHuio.

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip dont-fragment-bit dignore

ip nhrp attribute group

[aHHas komaHga 3a8aéT Ha spoke umsa NHRP-rpynnbl, koTopoe 6yaeT nepegaBarbCcs Npy Nocblike
Registration Request.

Vicnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHAbl (N0) oTkAYaeT paccbliky NHRP-rpynnbl.
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CuHTakcuc
ip nhrp attribute group <WORD>
[no] ip nhrp attribute group

MapameTpbl

<WORD> — ums nhrp-rpynnbl, 3agaétca ctpokoii [1..40] cMMBO/IOB, HE NPUHUMAET CUMBO/bI [A#].

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp attribute group esr-spoke-5mbps

ip nhrp authentication

[aHHasa komaHaa BkNovaeT ayTeHTudmkauuio ans npotokona NHRP. Y Bcex yuacTtHukoB NHRP-npouecca
[O/KEH 6bITb OANHAKOBbIN NAPO/Ib.

icnonb3oBaHue oTpuLAaTeNbHO (DOPMbl KOMaH bl (N0) OTK/MOUYAET ayTeHTUMKALIMIO.

CuHTakcuc
ip nhrp authentication { <WORD> | encrypted <ENCRYPTED-TEXT> }

[no] 1ip nhrp authentication

MapameTpbl

<WORD> - naposb B OTKpbITOI1 pOpMe, 3a4aeTCA CTPOKOIA [1..8] CMMBOMOB, MOXET BK/oYaTh CUMBO/bI [0-9a-
fA-F].

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii naposb, paamepoM [1..8] 6aiiT, 3apaétcsa cTpokoii [2..16] cumBonos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GRE
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Mpumep

esr(config-gre)# ip nhrp authentication pass

ip nhrp enable
[aHHol KomaHao BKtovaeTcs pabota npotokona NHRP B TyHHene maplipyTtusatopa.

icnonb3oBaHune oTpuLaTesibHol hopMbl KOMaHkl (N0) oTko4YaeT pa6oTy npoTokona NHRP Ha
MapLupyTm3arope.

CuHTakcuc

[no] ip nhrp enable

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# 1ip nhrp enable

ip nhrp holding-time

[aHHaa KomaHaa CnyxuT Ansi yCTaHOBKM BPEMEHM, B TedyeHun kotoporo Ha NHRP-cepeepe byaet
CyLecTBOBaTh 3anncb 0 KNneHTe. Takke 3To KoMaHAOoM 3a4aéTCsa NepuoanYHOCTb OTNPaBKM KITMEHTOM
3anpocoB o pernctpaunm Ha NHRP-cepsep, oHa paBHa 1/3 NHRP holding time.

Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNe No ymMmosHaHuio.

CuHTakcuc
ip nhrp holding-time <TIME>
[no] ip nhrp holding-time

MapameTpbl

<TIME> — Bpems B CEKyHAAX, B TEUEHUM KOTOPOTrO Ha cepBepe 6yeT CyLLecTBOBaTb 3aniCh O A4aHHOM
K/IMeHTe, NPUHMMAET 3HadeHus [1..65535].
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3HauyeHue No ymosi4aHuio

7200 cekyHp,

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp holding-time

ip nhrp ipsec

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHol KomaHAoM yKa3blBaeTcs UCMnosib3oBaHne paHee cosgaHHoro IPsec-VPN Ha mGRE TyHHene.

icnonb3oBaHue oTpuLaTenibHOW hopMbl KOMaH bl (N0) OTKYaeT ucrnonb3oBaHue IPsec-VPN ¢ mGRE-

TYHHENEM.

CuHTakcuc

ip nhrp ipsec <WORD> { static | dynamic }
no ip nhrp ipsec <WORD> { static | dynamic }

MapameTpbl

<WORD> - nms VPN, 3agaétca cTpokoii 4o 31 cumBona;

static — ctatuyeckoe coeguHeHve, npumeHaTca 18 cesasm ¢ NHRP-cepeepowm, 3a4aéTcA Ha K/IMeHTe, He

orpaHn4yeHo no BpemMeHu;

dynamic — guHamuyeckn yctaHaB/MBalOLLEECS COeAMHEHNE, KoHdurypupyetcs ansa cessu ¢ NHRP-knmeHToMm.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# 1ip nhrp +dipsec VPN static
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ip nhrp map
JaHHaa komaHOa 3aaéT COOTBETCTBUE «BHYTPEHHEro» TYHHEeNbHOro agpeca c «BHelwHuM» NBMA-agpecom.

Vicnonb3oBaHue oTpuuaTesibHoli (DopMbl KOMaHAbl (N0) yaasnseT COOTBETCTBYE.

CuHTakcuc
[no] ip nhrp map <ADDR-IN> <ADDR-OUT>

MapameTpbl

<ADDR-IN> - IP-agpec TyHHeNbHOro nHTepdelica 3agaétca B suage AAA.BBB.CCC.DDD, rge kaxaas 4actb
npuHUMaeT 3HauveHus [0..255].

<ADDR-OUT> - IP-agpec BHeluHero uHtepcpeiica 3agaérca 8 suge AAA.BBB.CCC.DDD, rae kaxaas yacTb
npuHUMaeT 3HaueHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp map 192.168.1.2 67.86.141.231

ip nhrp multicast
[aHHaa komaHga onpepenset agpecara My/bTUKACTHOro Tpadguka.

Micnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHAbl (NO) yaansieT agpecara.

CuHTakcuc

[no] ip nhrp multicast { dynamic | nhs | <ADDR> }

MapameTpbl
dynamic — oTnpasnsieT Tpadvk Ha BCe NUPbI, C KOTOPbIMW YCTAHOB/IEHO COEANHEHNE;
nhs — oTnpaBnsieT Ha Bce cTatuyeckne ckoHgurypmpoaHHbie NHRP-cepBepa;

<ADDR> — otnpaBnsieTt Ha cneundmnyeckn cKoHdurypmpoBaHHbiii IP-agpec, 3agaércsa B Buae
AAA.BBB.CCC.DDD, rae kaxaas 4acTb NpuHMmaeT 3HadyeHus [0..255].

Heo6xoauMbIii ypoBeHb NpuBuierui
10
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KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp multicast nhs

ip nhrp nhs
[JaHHasi KoMaHaa CNyXUT AN 3alaHns «10rM4eckoro (TyHHebHoro)» agpeca NHRP-cepsepa.

Vicnonb3oBaHue oTpuLaTeNibHOi (DOPMbI KOMaH bl (N0) yAanseT 3anick 0 CepBepe.

CuHTakcuc
ip nhrp nhs <ADDR/LEN> [ no-registration ]
no ip nhrp nhs <ADDR/LEN>

MapameTpbl

<ADDR/LEN> - agpec, 3apgaétcsa B suge AAA.BBB.CCC.DDD/EE, rge kaxpaas yactb AAA — DDD npuHumaet
3HaueHusn [0..255] n EE npuHumMaeT 3HaveHus [1..32];

no-registration — He peructpupoBaTtbca Ha NHRP-cepepe.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp nhs 192.168.1.2

ip nhrp redirect

[aHHoli komaHzo BKkNroUvaeTcs pexum, B koTopom NHRP-cepBep moxeT oTnpasnaTe coobuieHns NHRP Traffic
Indication.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) OTK/OYAET PEXUM.

CuHTakcuc

[no] ip nhrp redirect
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp redirect

ip nhrp shortcut

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHOoI KOMaHA0M BKNHOYAETCH PeXUM, NO3BOMSIOLLNIA NCNOb30BaHNE KpaTyalllmx MapLipyToB A/15 CBSA3M C

APYrMMn KnmneHtTammn.

Vicnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) OTK/OYAET PEXUM.

CuHTakcuc

[no] ip nhrp shortcut

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# 1ip nhrp shortcut

ip path-mtu-discovery discovery disable

[aHHoin KomaHaon oTkNyvaeTcs oyHkumoHan Path MTU Discovery. B pe3ynbsraTte, ecnv Kaxgoe us
cneaywowmx ycnosuii 6yaeT BbiNOAHEHO, TO Npou3oinaeT oparmeHTaums GRE-naketa:

+ Pa3mep nonyumslierocs nocne nHkancynsuum B GRE naketa 6onblue MTU ncxoasiiero uHtepdeiica;

+ DF bit (don't fragment bit) ncxogHoro naketa He yCTaHOB/IEH.
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B dparmeHTupoBaHHom GRE-nakeTte DF-6uT 6yaeT yHacnefoBaH 0T OpUrMHasIbHOro Naketa.

Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNe Nno ymos4aHuio.

CuHTakcuc

[no] ip path-mtu-discovery disable

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMosi4aHuio.

BksitoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip path-mtu-discovery disable

ip tcp adjust-mss

[JaHHoli komaHfoi nepeonpeaenseTcs 3HayeHve nons MSS (Maximum segment size) Bo Bxoaawmx TCP-
naketax.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHzbl (NO) OTK/IOYAET KOPPEKTUPOBKY 3HaYeHne nons MSS.

CuHTakcuc
ip tcp adjust-mss <MSS>

no ip tcp adjust-mss

MapameTpbl

<MSS> — 3HaueHune MSS, nprH1UMaeT 3HaueHus B ananasoHe [500..1460].

3Ha4yeHue no ymonyaHuio
1460

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-VTI
CONFIG-LT

Mpumep

esr(config-gre)# ip tcp adjust-mss 1400

ipsec authentication method

[laHHOI KomMaHAol BblbMpaeTcsl MeTof ayTeHTMdmkaummn no kntody ans IKE-coegmHeHusi. AyTeHTudmkaums
COOO6LLEHNIA NO KUY UCMONb3yeTcs Npu ycTaHoBneHnn IKE-coeanHeHus, knoy 3agaétca KomaHaom «ipsec
authentication pre-shared-key» (cm. pasgen ipsec authentication pre-shared-key).

icnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOMYAHUIO.

CuHTakcuc
ipsec authentication method pre-shared-key

no ipsec authentication method

MapameTpbl

pre-shared-key — meTog ayTeHTUbMKaLUK, UCNONb3YIOLWMIA NpeaBapuTeIbHO NOyYEHHbIE KUK
lWwnppoBaHus.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-L2TP

Mpumep

esr(config-12tp-server)# ipsec authentication method psk
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ipsec authentication pre-shared-key

[aHHOoI KoMaHAoW ycTaHaBNMBaETCA 00N CEKPETHbIN KN4 4151 ayTEHTUGIMKALMW, KOTOPbIV AO/KEH
coBnagatb y 060MX CTOPOH, yCTaHaBNNBAKOLLMX TYHHESb.

Vicnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaH/bl (NO) yAanseT yCTaHOBEHHbI KoY.

CuHTakcuc

ipsec authentication pre-shared-key { ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }|
hexadecimal {<HEX> | encrypted <ENCRYPTED-HEX> } }

no 1ipsec authentication pre-shared-key

MapameTpbl
<TEXT> - cTpoka [1..64] ASCII cimB0o/0B.

<HEX> - uucno pasmepom [1..32] 6aiiT 3aa&Tcs CTPOKOWA [2..128] cMMBO/IOB B LLIECTHAALATEPUUHOM
cpopmate(0xYYYY...) unn (YYYY...).

<ENCRYPTED-TEXT> — 3awwumdpoBaHHbIii naposb pasmepom [1..32] 6aiiT, 3aaaétcs cTpokoit [2..128]
CUMBOJI0B;

<ENCRYPTED-HEX> — 3awundpoBaHHoe unic/io pasmepom [2..64] 6aiiT, 3aaaétcsa CTPoKoi [2..256] cumBosoB.

3HauyeHue No ymosi4aHuio

none

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-L2TP

Mpumep

esr(config-12tp-server)# 1ipsec authentication pre-shared-key ascii-text password

ipsec ike proposal

[aHHoi kKomaHaon ansa L2TP-knveHTa HazHavyaeTcs Wwab/ioH, orpaHMymMBatoLLmiA UCMosb3yeMble MeToAb!
ayTeHTudukaumm n wndgposaHms npotokona IKE.

icnonb3oBaHue oTpuuaTesibHol (DOpPMbl KOMaH/bl (N0) yAasisieT orpaHNYeHns Ha UCMo/b30BaHe METOA0B
ayTeHTudukaumm n wndgposaHms npotokona IKE.

CuHTakcuc

[no] ipsec ike proposal <NAME>
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MapameTpbl

<NAME> — nms paHee cosgaHHoro npogunsa npotokona IKE, 3agaétcsa ctpokoii o 31 cumsona.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-L2TP

Mpumep

esr(config-12tp)# ipsec ike proposal IKE_PROPOSAL

ipsec proposal

[JaHHoii komaHaoii ana L2TP-knneHTa Ha3HavaeTcsi Wab/ioH, OrpaHnumMBaloLLnii UCNOb3yeMble METO/bI
ayTeHTUdgMKaLmm 1 wndposaHna npotokona IPsec.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yAanseT orpaHNYeHns Ha UCNoMb30BaHe METOA0B
ayTeHTUdgMKaLmm 1 wndposaHna npotokona IPsec.

CuHTakcuc

[no] ipsec ike proposal <NAME>

MapameTpbl

<NAME> — nms paHee cosgaHHoro npoguns IPsec, 3agaétcs ctpokoi go 31 cumsona.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-L2TP
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Mpumep

esr(config-12tp)# ipsec proposal IPSEC_PROPOSAL

keepalive dhcp dependent-interface

[aHHoI KomaHaoW BKNoYaeTcs MexaHu3m nepesanpoca IP-agpecos no npotokosy DHCP Ha yka3aHHbIX
nHTepdecax npu oTknoveHnn GRE-TyHHens no keepalive. Bo3mMoXHO ykasaTtb 0 8 uHtepdeincos ans
Kaxxaoro GRE-TyHHens.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHbl (N0) OTKOYaeT MexaHu3M nepesanpoca |P-agpecos no
npotokostly DHCP.

CunHTtakcuc
keepalive dhcp dependent-interface <IF>

no keepalive dst-address

MapameTpbl

<IF> - dpmanueckunii unm arpernpoBaHHblii UHTepelic, 3agaétcs B BUAE, ONMCAHHOM B pasaene Turbl 1
Nopsil0K UMeHoBaHMs1 MHTepeicoB MapLUpyT13aTopa.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIerni
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive dhcp dependent-interface gi 1/0/1

keepalive dhcp link-timeout

[aHHOoI KOMaHAoM yKa3blBaeTCs MHTepBasl BpeMEHU Mexay oTktoveHnem GRE-TyHHens n nepesanpocom IP-
afpeca Ha nHtepdelice/vHTepdeiicax ykazaHHbIx komaHgoli keepalive dhcp dependent-interface (cm. pasaen
keepalive dhcp dependent-interface).

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
keepalive dhcp link-timeout <SEC>

no keepalive dhcp link-timeout

MapameTpbl

<SEC> — uHTepBas1 B cekyHaax mexay otkntodeHnem GRE-TyHHena n nepesanpocom IP-agpeca Ha
nHTepdence/nHtepdencax ykasaHHbix komaHgow keepalive dhcp dependent-interface, npyHumaet 3HaveHus
[1..32767] cekyHa,

3Ha4yeHue no ymonyaHuio
10

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive dhcp link-timeout 90

keepalive dst-address

[JaHHoli komaHzoit HacTpamBaeTtcs IP-agpec ans otnpaBku keepalive-nakeToB As1s NPOBEPKM
paboTocnoco6HOCTU TYHHENSA. ECnn ykasaHHbI IP-agpec HejoCTyneH, TO TYHHENb MEHSIET onepaTMBHOE
coctosiHne Ha DOWN. [laHHbIii napameTp MMeeT 3HaYeHUe TOMbKO Npu BKOYEHHOM MexaHu3Mme keepalive (cwm.
pasgen keepalive enable).

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHZbl (NO) OTK/OYAET AAaHHYO NPOBEPKY.

CuHTakcuc
keepalive dst-address <ADDR>

no keepalive dst-address

MapameTpbl

<ADDR> - IP-agpec ans nposepku pabotocrnocobHocTM GRE-TyHHENS.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive dst-address 192.168.1.57

keepalive enable

[JlaHHOli KOMaHAOo BK/HOYAETCS NPOBEPKA AOCTYMHOCTU YAA/IEHHOTO LW/H03a TYHHENs. EC/n yaaneHHblit wo3
TYHHENS HEAO0CTYNEH, TO TYHHE/b MEHSIET OnepaTnBHOe cocTosiHie Ha DOWN.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) OTK/IOYAET AAaHHYO NPOBEPKY.

CuHTakcuc

[no] keepalive enable

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMosi4aHuio.

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive enable

keepalive retries

,ﬂ.aHHaﬂ KOMaHfa onpegendaeTt Kojim4eCcTBO NonbITOK NPOBEPKN AOCTYNHOCTW YAJIEHHOIO LWK3a TYHHE/A. Mo
OOCTMXXEeHUIKO YKa3aHHOrO KosindecTBa HeyaayHbIX MOMbITOK, TYHHE/b 6y,u,eT cUnTarbCA HEAKTUBHbIM.

Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/inBaeT 3Ha4YeHNe Nno ymov4aHuio.
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CuHTakcuc
keepalive retries <VALUE>

no keepalive retries

MapameTpbl

<VALUE> — KOoN14yecTBO NOnMbITOK, NPUHUMAET 3HaueHusi B AnanasoHe [1..255].

3Ha4yeHue no ymonyaHuio
6

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive retries 8

keepalive timeout
[aHHol KomaHZo perynupyeTcs nepuog, otnpasky keepalive-nakeToB BCTPEYHOM CTOPOHE.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
keepalive timeout <TIME>

no keepalive timeout

MapameTpbl

<TIME> - BpeMs B cekyHAax, NPUHUMaET 3HaueHus B ananasoHe [1..32767].

3Ha4yeHue no ymonyaHuio
10

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive timeout 18

keepalive timeout ipsec

[laHHOii KOMaH10Vi 3ajaeTcs BpeMs, KOTOPOe OTBOAMTCSA HA BOCCTAHOB/MEHME coeanHeHus IPsec VPN, no
MCTEUYEHNN KOTOPOro MapLLpyTU3aTop ByAeT nepe3arpyxeH. JaHHbli dyHKLMOHaN paboTaeT TOMbKO Koraa
mMapLipyTusartop paboTaeT B pexume OTT. Pexxum pa6oTbl OTT BK/OUAETCS NPU NPOM3BOACTBE YCTPOACTBA.

Mpu MCnonb3oBaHUM OTPULATENbHON (DOPMbI KOMaHbl (N0) 3HAUYEeHUe NPUBOAUTCS K AeO/TTHOMY 3HAUYEHMIO
180.

CuHTakcuc
keepalive timeout ipsec <TIME>

no keepalive timeout ipsec

MapameTpbl

<TIME> - BpeMsi B cekyHAax, NPUHUMAET 3HaueHusi B ananasoHe [30-32767].

3HauyeHue No ymosiyaHuio
180

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive timeout ipsec 1000

key

[JlaHHan komaHaa paspellaeT nepegady knoda (Key) B TyHHenbHoM 3aronoske GRE (B cootBetcTBUM ¢ RFC
2890) 1 ycTaHaBNMBaET 3HaUYeHWe koda. Kod MoXeT 6bITb MCNoMNb30BaH ANst NAeHTUGMKAL M NOTOKOB
Tpadmka B GRE-TyHHeENE.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) 3anpeLLaeT nepegady Kiwua.
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CuHTakcuc
key <KEY>

no key

MapameTpbl

<KEY> - 3HaueHue KEY, npuHumMaeT 3HadeHns B avanasoHe [1..2000000].

3Ha4yeHue no ymonyaHuio

Kntou He nepeaaéTcs.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# key 40

load-average

[laHHOI KOMaHAol yCTaHaBNNBAETCS UHTEPBa BPEMEHW, 3a KOTOPbI YCPeAHSIETCS CTaTUCTMKA O Harpyske Ha
TYHHene.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAbIyCTaHaBﬂMBaET3HaHeHM6IK)yMOﬂHaHMD.

CuHTakcuc
load-average <TIME>

no load-average

MapameTpbl

<TIME> — uHTepBa/1 B CEKyH/axX, NPMHUMAET 3HadeHus [5..150].

3Ha4yeHue no ymonyaHuio
5

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT
CONFIG-SUBTUNNEL
CONFIG-L2TPv3
CONFIG-VTI
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN
CONFIG-L2TP

Mpumep

esr(config-gre)# load-average

local address

[aHHoii KomaH1oli ycTaHaBMBaeTcs IP-afpec NoKanbHOro LLM03a TYHHESS.

ESR-Series. CnpaBoyHUK komaHz CLI

Micnonb3oBaHue oTpuLaTeNbHOi (DOPMbI KOMaH bl (No) yaanseT IP-aapec NokasbHOro LWko3a.

CuHTakcuc
local address <ADDR>

no local address

MapameTpbl

<ADDR> - IP-agpec nokasnbHOro Lwo3a.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-IP41P4
CONFIG-GRE
CONFIG-L2TPV3
CONFIG-VTI
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Mpumep

esr(config-ip4ip4)# local address 192.168.1.1

local address xauth

[JaHHOol KomMaHaol 3ajaeTcs UCNonb3oBaHne agpeca, Bblgasaemoro no mode config, npu ncnonb3oBaHwm
paHee HacTpoeHHoro IPsec VPN B pexnme XAUTH-knneHTa.

Mpu ucnonb3oBaHUM OTpULATESIbHOV (DOPMbI KOMaHbl (NO) yAaNsieT HacTPOliKy.

CuHTakcuc
local address xauth <NAME>

no local address

MapameTpbl

<NAME> - nms paHee cosgaHHoro IPsec VPN, 3agaétcsa cTtpokoii go 31 cumsona.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-)# local address xauth IPsecVPN

local checksum

[JlaHHas komMaHza BK/I0YAET BbIYUC/IEHNE KOHTPO/IbHOM CyMMbl U 3aHeceHne eé B GRE-3aronoBok
OTNpaBNsiEMbIX NAKETOB.

Vicnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaH/bl (N0) OTK/OYAET NPOLLECC BbIYMC/IEHUS 1 OTNPABKM
KOHTPO/IbHOM CYMMbI.

CuHTakcuc

[no] local checksum
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# local checksum

local cookie

[laHHas KomaHAa onpeaensieT 3HavyeHne cookie Anst 4ONONHUTENIbHO NPOBEPKM COOTBETCTBUS Mexay
nepegaBaeMbIMy JaHHbIMU U CECCUENA.

Micnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (NO) yAanseT /ToKanbHbI cookie.

CuHTakcuc
local cookie <COOKIE>

no local cookie

MapameTpbl

<COOKIE> - 3HaueHne COOKIE, napameTp NpUHUMAaEeT 3Ha4eHusa 4/IMHON BOCEMb W/ LWeCTHaaLaTb CUMBO/IOB
B LUECTHaALaTepuyHom Buae [8 unm 16).

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# local cookie 8FB51B8FB

local interface

[aHHol KomaHoI ycTaHaB/IMBaeTCs UCnosib3oBaHue IP-agpeca, Ha3Ha4YeHHOTO Ha MHTepdIelic B KayecTse
nokasbHoro wnt3a GRE-TyHHens.
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Mpwn ncnonb3oBaHUKM OTPULATENBHOI (hopMbl KOMaHAbl (NO) NpekpalyaeTcsa ucnosb3oBaHue IP-agpeca,
Ha3Ha4YeHHOro Ha MHTepelic B KaUeCTBE SIOKa/IbHOIO LU/IH03a.

CuHTakcuc
local interface { <IF> | <TUN> }

no local interface

MapameTpbl

<IF> - T1n 1 naeHTMUKaTop MHTepdoeiica, 3aaaéTcs B BUAE, ONUCAHHOM B pasaene Turbl 1 Nnopsiaok
VIMEHOBaHUS MHTEPEICOB MapLLPYTU3aTOPa;

<TUN> — nmsA TyHHeNa yCTPONCTBa, 3aaéTcA B BUAE, ONNUCAHHOM B pasgesnie Turbl 1 Nopsgok MMeHoBaHusA
TYHHesen mapLipyTtusaropa.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-gre)# local 1interface gigabitethernet 1/0/1

local port

KomaHga onpeaensieT nokanbHblin UDP-NopT, ecniv B Ka4ecTBe MeTofa MHKancynsaumm oein BeiépaH UDP-
NPOTOKO/.

Micnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) yaanseT nokasnbHblii Homep UDP-nopTa.

CuHTakcuc
local port <UDP>

no local port

MapameTpbl

<UDP> - Homep UDP-nopTa B gnanasoHe [1..65535].

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-L2TPV3
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Mpumep

esr(config-12tpv3)# local port 1501

local session-id
YCTaHOBUTb NTOKasIbHbIA MAEHTU(INKATOP CECCUN.

icnonb3oBaHme oTpuLaTesibHoi hopMbl KOMaHbl (NO) yaanseT NokasbHblii MAEHTUUKATOP CECCUN.

CuHTakcuc
local session-id <SESSION-ID>

no local session-id

MapameTpbl

<SESSION-ID> — naeHTudmkaTop ceccuu, npuHUMaeT 3HaueHus [1..200000].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# local session-id 200

mode
[laHHOoI komaHaol 3agaeTcs pexum paboTtbl SoftGRE-TyHHens.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHzbl (NO) CHUMAET YCTAHOB/EHHbIN PEXMUM.

CuHTakcuc

mode <MODE>
no mode

MapameTpbl
<MODE> — pexum paboTbl TYHHENS, BO3MOXHbIE 3HAUYEHUS:

- data — pexuM AaHHbIX;
* management — peXxum ynpaefeHusl.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-SOFTGRE

Mpumep

esr(config-softgre)# mode data

mode

[laHHOli KOMaHAO0 yKa3bIBAETCS peXuM MHKancynsuum anst GRE-TyHHens.

ESR-Series. CnpaBoyHUK komaHz CLI

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) yCTaHABIMBAET UHKAMNCYNALMIO N0 YMOTYaHUIO.

CuHTakcuc
mode <MODE>

MapameTpbl
<MODE> - pexum nHkancynsaumm ana GRE-TyHHens:

* ip — nHkancynaums IP-naketoB B GRE;

+ ethernet — nHkancynauus Ethernet-copeiimos B GRE.

3Ha4yeHune no ymonyaHuio

ip

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# mode ethernet

mtu

[JlaHHoli komaHzoit ykasbiBaeTcsi pasmep MTU (Maximum Transmition Unit) ana TyHHenei.

icnonb3oBaHue oTpuuaTesnibHol hopMbl KOMaHAbl (NO) ycTaHaBMBaeT 3HadeHne MTU no ymonyaHuio.

360



ESR-Series. CnpaBoyHUK komaHz CLI

CuHTakcuc
mtu <MTU>

no mtu

MapameTpbl

<MTU> - 3HaueHne MTU, nprHMMaeT 3HaueHns B ananasoHe [552..10000] (ans PPPOE-TyHHenel npuHumaeT
3HaueHus B ananasoHe [552..1500]).

3Ha4yeHue no ymonyaHuio
1500

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-IP41P4
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-LT
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN

Mpumep

esr(config-12tpv3)# mtu 1400

multipoint

[laHHan komMaHza CnyxuT Ans nepesoja TyHHeNs B pexuM multipoint. B aToM pexume BO3MOXHO
yCTaHOB/IEHNE HECKO/IbKMX COEAUHEHUIA C OAHOTO TYHHENIbHOTO MHTepdheiica.

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (N0) NePeBOANT B 06bIYHbINA, point-to-point pexwum.

CuHTakcuc

[no] multipoint

361



ESR-Series. CnpaBoyHUK komaHz CLI

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# multipoint

password
KomaHga ania yctaHoBku napons nonb3sosarens OpenVPN-cepsepa.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (NO) yaansieT naposib Nosib3oBaTessi.

CuHTakcuc
password { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password

MapameTpbl

<CLEAR-TEXT> — naposib B OTKpbITOli chopMme, 3aaETca CTPOKOI [8..32] cMBO/IOB, MOXET BK/tOYATb CUMBO/IbI
[0-9a-fA-F];

<ENCRYPTED-TEXT> — naposnb B 3alimcpoBaHHoii hopme, 3agaéTcs CTpokoli [8..32] cumBonos.

© Maponu xpaHATCA B KOHGUIypauum B 3alLnpoBaHHoli hopMe He3aB1CUMO OT hopmara,
NCNosib30BaHHOIO Npu BBOAE KOMaHAbI.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# password 01234567
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peer It
[laHHas KomMaHa 1Cnonb3yeTcs A1 3a[aHus yaaeHHo cTopoHbl (B ApyroM VRF) Nornyeckoro TyHHens.

icnonb3oBaHue oTpuuaTesibHol (DOpPMbl KOMaH/bl (N0) yaanseT NpuBa3Ky YAAIEHHOV CTOPOHbI TYHHESS.

CuHTakcuc
[no] peer 1t <ID>

MapameTpbl

<ID> - naeHTUUKaTop yaaseHHoM CTOPOHbI SIOTMYECKOTO TYHHENS.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-LT

Mpumep

esr(config-1t)# peer 1t 2

port

[aHHoii komaHgon onpegensietca Homep UDP-nopTa, No KOTopoMy ycTaHaBnuBaeTcsa coeanHeHune ¢ L2TP-
CepBepoMm.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yAaNSeT ykasaHHbIi MeETog, ayTeHTUUKaLMN.

CuHTakcuc
port <PORT>

no port

MapameTpbl

<PORT> - Homep UDP-nopTa, 3aaaétcs B gnanasoHe [1024..65535].

3Ha4yeHue no ymonyaHuio
1701

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-L2TP

Mpumep

esr(config-12tp)# port 1048

ppp failure-count
[aHHoii KOMaHAo ycTaHaBNMBAETCS KONMMYECTBO HeyaauHbIx data-link TecToB nepes, paspbIBoOM ceccum.

Mpu Mcnonb3oBaHUM OTpULATENbHO (DOPMbI KOMaHb! (NO) yCTaHAB/IMBAETCS 3HAYEHWUE MO YMOMHYaHWIO.

CuHTakcuc
ppp failure-count <NUM>

no ppp failure-count

MapameTpbl

<NUM> - konunuecTBo HeyaauHbix data-link TectoB, 3aaaetcs B gnanasoHe [1..100].

3HauyeHue No ymosiuaHuio
10

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP

Mpumep

esr(config-12tp)# ppp failure-count 20

ppp timeout keepalive

[laHHOI KOMaHAol yCcTaHaBNMBAETCS MHTEpPBa/l BPEMEHW B CEKyHAAX, MO NCTEYEHUM KOTOPOro MapLLpyTMU3aTop
otnpasnsieT keepalive-coobuieHue.

Mpu Mcnonb3oBaHUM OTpULATENbHOI (DOPMbI KOMaHbl (NO) yCTaHAB/IMBAETCS 3HAYEHUE MO YMOMHYaHWIO.
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CuHTakcuc
ppp timeout keepalive <TIME >

no ppp timeout keepalive

MapameTpbl

<TIME> - Bpems B cekyHAax, 3aaaetcs B gnanasoHe [1..32767].

3Ha4yeHue no ymonyaHuio
10

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP

Mpumep

esr(config-12tp)# ppp timeout keepalive 5000

protocol

Bbibop meToga nHkancynaumm ansa tyHHensa L2TPv3.

CuHTakcuc
protocol <TYPE>

no protocol

MapameTpbl
<TYPE> — T”n nHkancynsaymmn, BO3MOXHble 3Ha4YEeHUS:

* IP-uHkancynsaums B IP-naker;
+ UDP-nHkancynsums B UDP-gentarpammbl.

Heo6xoauMbIii ypoBeHb NpuBUerui
15
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KomMaHAHbIV peXxum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# protocol ip

protocol

Bbi6op meToaa nHkancynaumm ansa tyHHens OPENVPN.

CuHTakcuc
protocol <TYPE>

no protocol

MapameTpbl
<TYPE> — Tvn nHkancynaunmn, BO3MOXHbIE 3HAYEeHUS:

+ TCP - nHkancynsauma 8 TCP-cermeHr;
+ UDP - uHkancynsums B UDP-geintarpammbl.

3HauyeHue No ymosiyaHuio
TCP

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# protocol tcp

remote address
JlaHHOIi KoMaHJoVi ycTaHaemBaeTca IP-agpec yaaieHHoro Wo3a TYHHeNs.

Micnonb3oBaHue oTpuLaTeNnbHo hopMbl KOMaH bl (N0) yaanseT IP-aapec yaasieHHoro Wwo3a.

CuHTakcuc

remote address <ADDR>
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no remote address

MapameTpbl

<ADDR> - IP-agpec ynasieHHOro wnw3a.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-IP41P4
CONFIG-GRE
CONFIG-SOFTGRE
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-PPTP

Mpumep

esr(config-ip4ip4)# remote address 192.168.1.2

remote address
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[JaHHoli kKomaHzon ycTaHasnmeaetcs IP-agpec n TCP/UDP-nopT yaaeHHoro LWio3a TYHHeSs.

icnonb3oBaHue oTpuLaTenbHoW hopMbl KOMaH bl (N0) yaanseT IP-agpec yaaneHHoro Lwo3a.

CuHTakcuc

[no] remote address <ADDR> [ port <PORT>]

MapameTpbl

<ADDR> - IP-agpec yganeHHoro wnws3a;

<PORT> - Homep TCP/UDP nopTa yaasieHHoro wo3a B avanasoHe [1..65535].

3HauyeHue No ymosi4aHuio
<PORT> - 1194.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# remote address 192.168.1.2 port 1233

remote address xauth

[aHHoli KomaHZo 3aaeTca NCNoNb30oBaHNe agpeca management-ip nnu data-ip, BblgaBaemoro no mode
config, npu ncnonb3oBaHnn paHee HacTpoeHHoro IPsec VPN B pexnme XAUTH-knueHTa. TpebyeT Hanmuns
COOTBETCTBYHOLWMX HAacTpoek Ha IPsec-VPN-cepsepe.

Mpu Mcnonb3oBaHUM OTpULATENbHO (DOPMbI KOMaHbI (NO) yAanseT HacTPOIiKy.

CuHTakcuc
remote address xauth <NAME> {management-ip|data-ip}

no remote address

MapameTpbl
<NAME> — nms paHee co3gaHHoro IPsec VPN, 3agaétcs ctpokoit Ao 31 cumBona;

management-ip — agpec, nonyyaemsiii no mode config npu yctaHoBke IPsec VPN B pexume XAUTH-knneHTa.
TpebyeT Hannums B HacTpoiikax IPsec-VPN-cepeepa poytepa ELTEX_MANAGEMENT_IP (28683).

data-ip — agpec, nonyyaemsliii no mode config npu yctaHoBke IPsec VPN B pexnme XAUTH-knneHTa. Tpebyet
Hannumsl B HacTpoiikax IPsec-VPN-cepeepa ELTEX_DATA_IP (28684)

3HayeHue No ymosiMaHuio

He 3apaHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-gre)# remote address xauth IPsecVPN
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remote checksum

KomaHga BKNoYaeT NpoBepKy Ha/IMumsa 1 COOTBETCTBUSA 3HAYEHWUIA KOHTPOSIbHOW CYMMbI B 3aro/ioBKax
npuHumaemMbix GRE-nakeToB.

Vicnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) OTK/OYAET NPOBEPKY KOHTPOSIbHO CYMMbI.

CuHTakcuc

[no] remote checksum

MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

3HauyeHue No ymosi4aHuio

Mo ymonyaHuo NpoBepKa KOHTPOJ/IbHON CyMMbI BbIK/IHOUEHA.

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-GRE

Mpumep

esr(config-gre)# remote checksum

remote cookie

[laHHas KomaHAa onpeaensieT 3HavyeHne cookie Anst 4ONONHUTENIbHO NPOBEPKM COOTBETCTBMS Mexay
nepegaBaeMbIMy JaHHbIMU U CECCUENA.

Micnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (NO) yAansieT yaaneHHbli cookie.

CuHTakcuc
remote cookie <COOKIE>

no remote cookie

MapameTpbl

<COOKIE> - 3HaueHne COOKIE, npuH1MaeT 3Ha4eHus 4 IMHON BOCEMb W/ LWeCTHaALaTb CUMBOJIOB B
LecTHaguaTepuyHom Buae [8 unm 16).

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# remote cookie 8FB51B8FB

remote port

[aHHasi KomaHg, onpeaenseT yaaneHHblii UDP-nopT, ecnv B kKauecTBe MeToa MHKaNcynsiuum 6bi BbiGpaH
UDP.

icnonb3oBaHue oTpuLaTeNbHO hOpMbl KOMaHbl (N0) yaanseT yaaneHHslii Homep UDP-nopTa.

CuHTakcuc
remote port <UDP>

no remote port

MapameTpbl

<UDP> - Homep UDP nopta B ananasoHe [1..65535].

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# remote port 65000

remote session-id
JlaHHOI KOMaH/0Vi yCTaHaB/IMBAETCA YAA/IEHHbIV UAEHTUUKATOP CECCUN.

icnonb3oBaHue oTpuLaTeNbHO DOPMbI KOMaH bl (N0) yAanseT yaaneHHblii aeHTUgMKaTop ceccum.

CuHTakcuc

remote session-id <SESSION-ID>
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no remote session-id

MapameTpbl

<SESSION-ID> — naeHTudukaTop ceccum, NpUHUMAaEeT 3HaueHne B AmanasoHe [1..200000].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# remote session-id 2

route-metric
[aHHOoI KomaHAoM Ha3HaYaeTcs MeTprka MapLIpyToB nosydyaembix knneHtom oT OPENVPN-cepBepa.

icnonb3oBaHune oTpuLaTesibHOV hopMbl KOMaHbl (NO) YyCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTakcuc
route-metric <METRIC>

no route-metric

MapameTpbl

<METRIC> - meTpuKa MapLupyTa, NPMHUMaET 3HadyeHne B gnanasoHe [0..255].

3HauyeHue No ymosi4aHuio
0

HeoG6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-OPENVPN

Mpumep

esr(config)# route-metric 100
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route-nopull
[aHHOoI KOMaHAoW OTKNIYaeTCs NpUMeHeHe MapLpyToB., nepegasaeMbix OPENVPN-cepsepom.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] route-nopull

MapameTpbl

OtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

rHopupoBaHue MapLLpyTOB OTK/TIHOUEHO.

HeoG6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
CONFIG-OPENVPN

Mpumep

esr(config)# route-nopull

snmp init-trap
JaHHaa komaHga ncnosnb3yeTcs 415 BKAKYEHNUS OTNPaBkyM snmp-trap 0 BK/IKOYEHUN/OTKTIOUEHUN TYHHENS.

Vicnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) OTK/OYAET OTNPaBKy snmp-trap 0 BK/IOYEHUN/
OTK/TOYEHUN TYHHENS.

CuHTakcuc

[no] snmp 1init-trap

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG-GRE
CONFIG-SUBTUNNEL

Mpumep

esr(config-gre)# snmp init-trap

show ip nhrp

[aHHas komaHga cnyxuT ansa npocmotpa NHRP-3anuceli.

CuHTakcuc

show ip nhrp [ { dynamic | static | incomplete | nhs } ] [ { nbma-address <ADDR> | tunnel
gre <ID> | tunnel-address <ADDR> } ] [ vrf <VRF> ]

MapameTpbl
<ID> — ngeHTUdUKaTop TYHHENS;
<ADDR> - IP-agpec 3aaaétcs B Buge AAA.BBB.CCC.DDD, rae kaxaas 4acTb NnpuHUMaeT 3HaueHus [0..255];

<VRF> — ums aksemnnsipa VRF, 3agaetca cTtpokoi oT 1 o 31 cumeona. MNpu ykazaHuy AaHHOro napameTpa
6yayT otobpaxeHbl NHRP-3anucuy, ykasaHHble B gaHHOM VREF;

dynamic — nokasarb MHhopmauto, NPUOBPETEHHYIO ANHAMUYECKN;
incomplete — nokasarb He3ano/IHEHHbIE 3anncy;

nbma-address — nokasaTb 3anucu ¢ onpeaenéHHsiM NBMA-agpecowm;

nhs — nokasaTtb 3anuncu onpegenévHoro NHS;

static — nokasarb 3anucu, 3aaHHble cTaTuyecky;

tunnel — nokasaTb 3anucy onpeaenéHHOro TyHHenNs;

tunnel-address — nokasaTb 3an1cu ¢ onpeaeséHHbIM TYHHE/IbHbIM a4 peCcoMm;

vrf — nokasatb 3anucu, Haxogsumecsica B onpeaenéHHom VRF.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
ROOT
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Mpumep

esr# hub-12# sh ip nhrp

Tunnel address
Flags

12.1.1.3
lower-up,

12.1.1.9
lower-up,

12.1.1.99
lower-up,

NBMA address

192.168.3.4

192.168.9.4

120.12.120.12

show tunnels configuration

Interface

gre 1

gre 1

Peer type

dynamic

dynamic

dynamic

KomaHpoli BbINOMHAETCA NPOCMOTP KOHhUrypauuy TyHHeNs.

CuHTakcuc

show tunnels configuration [{ <TUN> | pseudowire [ <ID> <NEIGBOR-ADDR> ]

pseudowire [ <ID> <NEIGBOR-ADDR> ] 1} ]

MapameTpbl
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0:04:45

0:01:14

Created
00:23:18

up
00:23:49

up
00:24:11

up

| dypseudowire

<TUN> — nmsi TyHHens ycTpoiicTBa, 3a4aETcA B BUAE, ONMCAHHOM B pasgesie Turbl v NopsfoK MMEHOBAHNSA
TYHHENel mapLupyTusaropa.

<ID> — ngeHTUcMKaTop NceBLoNpPoBoAa/ AMHAMUYECKOTO NCEBAONPOBOAA.

<NEIGBOR-ADDR> - |IP-agpec 3agaétcs B Buae AAA.BBB.CCC.DDD, rge kaxaas 4acTb NPUHUMAET 3HAYEeHNS

[0..255];

Heo6xoaumblii ypoBeHb NpuBUiernii

1

KomaHgHbIi pexum

ROOT
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Mpumep

esr# show tunnels configuration gre 25

State: enabled
Description:

Local address: 14.0.0.2
Remote address: 14.0.0.1
Calculates checksums for outgoing GRE packets: no
Requires that all input GRE packets were checksum: no

key: -

TTL: Inherit
DSCP: 0

MTU: 1500
Security zone: remote

show tunnels counters

KomaHpoli BbINOMHAETCA MPOCMOTP CYETUMKOB HA TYHHENSIX.

CuHTakcuc

show tunnels counters [{ <TUN> | pseudowire [ <ID> <NEIGBOR-ADDR> ] | dypseudowire
pseudowire [ <ID> <NEIGBOR-ADDR> ] 1} ]

MapameTpbl

<TUN> — nmsi TyHHens ycTpoiicTBa, 3a4aETcA B BUAE, ONMCAHHOM B pasgesie Turbl v NopsfoK MEHOBAHNSA
TYHHENel mapLupyTusaropa.

MOXHO yKa3aTb HECKO/IbKO TYHHeNEe. ECnv He yKasblBaTb MHAEKCHI TYHHENEN, To 6yayT 0To6paxXeHb!
CUETUMKMN BCEX TYHHESE 3aaHHol rpynnbl. Ecnv 3aaaH onpeaenéHHblii TyHHe b, To 6yAeT oTobpaxkeHa
AeTasbHas MHopMaumsi No AAaHHOMY TYHHENHO.

<ID> — ngeHTUchMKaTop NCceBLoNPOBoOAa/ AMHAMUYECKOTO NCEBAONPOBOAA.

<NEIGBOR-ADDR> - |IP-agpec 3agaétcs B Buae AAA.BBB.CCC.DDD, rge kaxgasa 4acTb NPUHUMAET 3HAYEeHNS
[0..255];

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT
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Mpumep

esr# show tunnels counters dypseudowire 2 192.0.2.10
Tunnel 'dypseudowire 2_192.0.2.10' counters:
Packets received: 1006
Bytes received: 84200
Dropped on receive:
Receive errors:
Multicasts received:
Receive length errors:
Receive buffer overflow errors:
Receive CRC errors:
Receive frame errors:
Receive FIFO errors:
Receive missed errors:
Receive compressed:
Packets transmitted:
Bytes transmitted: 102308
Dropped on transmit:
Transmit errors:
Transmit aborted errors:
Transmit carrier errors:
Transmit FIFO errors:
Transmit heartbeat errors:
Transmit window errors:
Transmit comressed:
Collisions:

H ©®© 0 000000 oo oo
(o]
o]
(0]

ool oo oo ooNNO]

show tunnels history

KomaHga NCNosb3yeTca And NpocMoTpa CTaTUCTUKN NCNOb30BaHUA TYHHENA.

CuHTakcuc

show tunnels history [{ <TUN> | pseudowire [ <ID> <NEIGBOR-ADDR> ] | dypseudowire
pseudowire [ <ID> <NEIGBOR-ADDR> ] } ] [ timer <TIMER}> ]

MapameTpbl

<TUN> — nmsi TyHHens, 3a4aéTcs B BUAE, ONMUCAHHOM B pasgene Turbl 1 Nopsok UMEHOBaHNS TYHHEEN
MapLupyTu3aTopa.

<ID> — ngeHTUchMKaTop NCceBLoNPOBoOAa/ AMHAMUYECKOTO NCEBAONPOBOAA.

<NEIGBOR-ADDR> - |IP-agpec 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb NPUHUMAET 3HAYEeHNS
[0..255];

<TIMER> - He 06s3aTenbHblii K10y timer. B kauecTBe napameTpoB A/1s JaHHOTO K/1loua MOTyT BbICTYNaTh:

+ hours oTo6paxaeTt UCTopUIO 3a nocnegHue 72 vaca;

* minutes oTo6paXkaeT NCTOPUIO 3a nocregHne 60 MUHYT,

+ seconds oTo6paxaeT UCTopuIo 3a nocnegHne 60 cekyHa,

+ pwn oTcyTcTBUM KtoYa timer BbIBOAATCA 3 TabnuLbl ICTOPUN UCMONb30BaHUA TYHHENS/TyHHeNen.

376



ESR-Series. CnpaBoyHvK kKomaHg, CLI

Heob6xoauMbIii ypoBeHb NpuBUierui
5

KomaHgHbIi pexum
ROOT

Mpumep

esr# show tunnel history gre 1 timer minutes

gre 1

Last 60 minutes:

Timer Recv utilization, Kbit/s Sent utilization, Kbit/s Recv errors Sent errors Output
drops

0-1 240 16 0 0 0
1-2 961 64 0 0 0
2-3 962 64 0 0 0
3-4 962 64 0 0 0
4-5 960 64 0 0 0
5-6 961 64 0 0 0
6-7 719 64 0 0 0
7-8 960 64 0 0 0
8-9 800 65 0 0 0
9-10 962 64 0 0 0
10-11 865 64 0 0 0
11-12 962 64 0 0 0
12-13 817 65 0 0 0
13-14 962 65 0 0 0
14-15 961 65 0 0 0
15-16 880 60 0 0 0
16-17 960 63 0 0 0
17-18 ©O 0 0 0 0
18-19 © 0 0 0 0
19-20 ©O 0 0 0 0
20-21 © 0 0 0 0
21-22 0 0 0 0 0

show tunnels status

KomaHga ncnonb3yetcst 4151 IPOCMOTPA COCTOSIHUS CUCTEMHbIX MHTEPXEeicoB.

CuHTakcuc

show tunnels status [{ <TUN> | pseudowire [ <ID> <NEIGBOR-ADDR> ] | dypseudowire
pseudowire [ <ID> <NEIGBOR-ADDR> ] 1} ]

MapameTpbl

<TUN> — nmsA TyHHeNa yCTPONCTBa, 3aaéTcA B BUAE, ONNUCAHHOM B pasgesnie Turbl 1 Nopsfok MMeHoBaHusA
TYHHesen mapLupyTtusaropa.
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B kOMaHAe MOXHO yKa3aTb HECKO/IbKO TyHHeNen. Ecnm He ykasbiBaTb UHAEKCHI TYHHENEN, To 6yayT
OTOBOpaXeHbl CTaTyCbl BCEX TYHHENel 3agaHHol rpynnbl. ECNn 3aaaH KOHKPETHbIN TyHHeNb, TO ByaeT
oToGpaxeHa feTasibHasd NHopMmauusa No JaHHOMY TYHHENH.

<ID> — ugeHTUhMKaTop NCeBLoNPOBOAa/ AMHAMUYECKOTO NCEBAONPOBOAA.

<NEIGBOR-ADDR> - |IP-agpec 3agaétcs B Buae AAA.BBB.CCC.DDD, rge kaxgasa 4acTb NPUHUMAET 3HAYEeHNS
[0..255];

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep

esr# show tunnels status

Tunnel Admin state MTU Local IP Remote IP Uptime
ip4ip4 4 Up 1500 115.0.0.100 115.0.0.30 1 minute and 4
seconds

show tunnels utilization

KomaHga ncnonb3yetcs A1s NPOCMOTPa CpefHel Harpy3ku B TYHHENAX 3a yKasaHHbI nepuog.

CuHTakcuc

show tunnels utilization [{ <TUN> | pseudowire [ <ID> <NEIGBOR-ADDR> ] | dypseudowire
pseudowire [ <ID> <NEIGBOR-ADDR> ] 1} ]

MapameTpbl

<TUN> — nmsA TyHHeNa yCTponCTBa, 3aaéTcA B BUAE, ONNUCAHHOM B pasgesnie Turbl 1 Nopsgok MMeHoBaHusA
TYHHesen mapLupyTtusaropa.

MOXHO yKa3aTb HECKO/IbKO TYHHesel nepeuncneHnemM Yepes «,» Moo ykasaTb AmanasoH UHTepdoeiicoB Yepes
«». ECNN He yKasbIBaTb NHAEKChI TYHHENel, TO 6yAyT OUMLLEHbI CYUETUMKI BCEX TYHHE el 3aaHHO rpynmbi.

<ID> - naeHTUdrKaTOp NCEeBAONPOBOAA/ AVHAMMUYECKOrO NCEeBA0NPOBOAA.

<NEIGBOR-ADDR> - |IP-agpec 3apaétca B Buge AAA.BBB.CCC.DDD, rae kaxkgas 4acTb NPUHMMAET 3Ha4YeHnA
[0..255];

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
ROOT
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Mpumep

esr# show tunnels utilization gre 2

Tunnel Period, s Sent, Recv, Frames Sent Frames Recv
Kbit/s Kbit/s
gre 2 15 0 0 (0] (0]

ttl
KomaHga 3aaéT1 3HaveHne BpemMeHu xu3Hm TTL ana TyHHeNbHbIX NakeToBs.

cnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (N0) ycTaHaBMBaeT 3HadeHne TTL no ymonyaHuio.

CuHTakcuc
ttl <TTL>
no ttl

MapameTpbl

<TTL> - 3HauyeHue TTL, npuHMMAaET 3HauYeHns B AmanasoHe [1..255].

3HauyeHue No ymosi4aHuio

Hacnegyetcs OT MHKaNCcyiMpyemoro nakera.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-IP41P4
CONFIG-GRE

Mpumep

esr(config-ip4ip4)# ttl 10

tunnel
[aHHaa komaHa No3BONAET NEPENTU B PEXMM KOH(PUTYPUPOBAHUSA TYHHENS.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaanseT TYHHe b.

CuHTakcuc
[no] tunnel <TUN>
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<TUN> - umsi TyHHensi yCcTpOoICTBa, 3aaéTcsa B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsaok MeHOBaHNSA

TYHHesneli mapLupyTusartopa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep 1

Mepexoa B pexum KoHdurypuposaHus TyHHens 12tp 10:

esr(config)# tunnel 12tp 10
esr(config-12tp)#

Mpumep 2

Mepexon B pexum KoHdurypuposaHusa TyHHens 12tpv3 10:

esr(config)# tunnel 12tpv3 10
esr(config-12tpv3)#

Mpumep 3

Mepexos B pexum KoHurypmposaHusa TyHHens ip4ip4 200:

esr(config)# tunnel ip4ip4 200
esr(config-ip4ip4)#

Mpumep 4

Mepexos B pexum KOHOUrypnpoBaHusa TyHHens gre 25:

esr(config)# tunnel gre 25
esr(config-gre)#

Mpumep 5

Mepexos B pexum KoHurypmposaHusa TyHHens vti 125:

esr(config)# tunnel vti 125
esr(config-vti)#
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Mpumep 6

Mepexoa B pexum KoHtUrypnpoBaHusa TyHHens pptp 10:

esr(config)# tunnel pptp 10
esr(config-pptp)#

Mpumep 7

Mepexos B pexum KOHUrypnpoBaHusa TyHHess pppoe 8:

esr(config)# tunnel pppoe 8
esr(config-pppoe)#

tunnel
[aHHOoI KomaHaoM ykasbiBaeTcs pexum nHkancynsaumm ansg OPENVPN-kiveHTa.

icnonb3oBaHme oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) yCTaHAB/IMBAET MHKAMNCY/ISLMIO MO YMOYAHWIO.

CuHTakcuc
tunnel <MODE>

MapameTpbl
<MODE> - pexum nHkancynauun gna OPENVPN-knveHTa:

* ip — nHkancynsaums IP-naketos B8 OPENVPN;
+ ethernet — nHkancynauus Ethernet-cppeiimos B8 OPENVPN.

3HauyeHue No ymosi4aHuio

ip

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# mode ethernet
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tunnel-source

[JaHHoii komaHaon ykasbieaetcsa ums VRF ot IP-uHTepdoeiica Kotoporo 6yaet cTpouTbesa AaHHbln GRE-TYHHenNb.
[aHHaa komaHga akTyasibHa B ciiyydae, ecnu GRE-TyHHenb ctpoutcs yepes VRF, otimyHblin ot VRF camoro
TYHHens.

icnonb3oBaHune oTpuLaTesibHOV hopMbl KOMaHbl (NO) yCTaHaB/IMBAET pexuM, koraa GRE-TyHHenb u IP-
nHTepdeic ot kotoporo ctpoutcs GRE-TyHHenb HaxogAaTcs B ogHom VRF.

CuHTakcuc

tunnel-source [ vrf <VRF> ]
[no] tunnel-source

MapameTpbl
<VRF> - nmsa ak3emnnsipa VRF, 3agaetcsa cTpokoii o 31 cumBona.

Bes ykazaHusa kntoya "vrf' n umenn aksemnnspa VRF, 6yaeT ncnonb3oBatbes IP-nHTepdheiic rnobansbHol
KOHUrypaumu.

3HauyeHue No ymosi4aHuio

OTkntoueHo (GRE-TyHHenb u IP-nHTepgeiic oTHocaTea Kk ogHomy VRF).

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# tunnel-source vrf magistral

username
[aHHoi KomaHaoM 3afaeTcs NoNb3oBaresb U Naposb ANa nogkatoveHuns Kk L2TP-, PPPoE- nnn PPTP-cepsepy.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaanseT ykasaHHOro nosib3oBaTess.

CuHTakcuc
username <NAME> password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no username <NAME>

MapameTpbl
<NAME> — nms nonb3oBartens, 3agaéTcs CTpokoi ao 31 cMmBona;

<CLEAR-TEXT> — naponb, 3agaétcs cTpokoli [1 .. 64] cumB0/OB;

382



ESR-Series. CnpaBoyHUK komaHz CLI

<ENCRYPTED-TEXT> - 3awwmcpoBaHHbIii Naposb, 3a4aETcsA CTPOKOiA [2..128] cuMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbI1 pexum
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP

Mpumep

esr(config-pptp)# username fedor password ascii-text password

username

[aHHoin KomaHAoM co3gaeTcs nonb3oBartens Ans nogkntoydeHns K OPENVPN-cepsepy.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) yAaNSeT ykasaHHOro Nosib3oBaTessi.

CuHTakcuc
username <NAME>

no username <NAME>

MapameTpbl

<NAME> — ums nonb3oBaTens, 3agaétcs cTpokon Ao 31 cumsona.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# username fedor
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15 YnpasneHue L2-pyHKUunAMU

* YnpasneHve L2-cpyHKunsamn

+ bridge

bridge-group

description

enable

mac-address

ports vrrp filtering

protected-ports

protected-ports exclude vlan

show interfaces bridge

thresholds wifi-tunnels-number high
thresholds wifi-tunnels-number low
unknown-unicast-forwarding disable
vlan

* YnpasneHue Spanning Tree

instance

name

revision

show spanning-tree

show spanning-tree active
show spanning-tree bpdu
spanning-tree

spanning-tree

spanning-tree bpdu
spanning-tree cost
spanning-tree disable
spanning-tree guard root
spanning-tree forward-time
spanning-tree hello-time
spanning-tree link-type
spanning-tree max-age
spanning-tree mode
spanning-tree mst configuration
spanning-tree mst cost
spanning-tree mst max-hops
spanning-tree mst port-priority
spanning-tree pathcost method
spanning-tree portfast
spanning-tree port-priority
spanning-tree priority

+ Hactpoiika n moHuTopuHr VLAN

force-up

ip internal-usage-vlan

name

show interfaces switch-port vlans
show vlans

show vlans internal-usage
switchport access vlan
switchport default-vlan tagged
switchport forbidden default-vlan
switchport general acceptable-frame-type
switchport general allowed vlan

ESR-Series. CnpaBoyHuK KOMaHf, CLI
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+ switchport general allowed vlan auto-all
+ switchport general ingress-filtering disable
+ switchport general macs-group
+ switchport general pvid
+ switchport macs-group
+ switchport trunk allowed vlan
+ switchport trunk allowed vlan auto-all
+ switchport trunk native-vlan
+ vlan
+ HacTtpoiika n moHuTopuHr Voice-VLAN
+ application
« dscp
+ lldp network-policy
* network-policy
* priority
+ vlan

YnpaBneHue L2-cpyHKUumnamum

bridge

[laHHOi KOMaH10Vi A06GaBNSIETCA CETEBOIN MOCT B CUCTEMY U OCYLLIECTB/ISIETCS NEPEXO/] B PEXUM HACTPOIKM
€ro napameTpoB.

icnonb3oBaHue oTpuLAaTeNbHO hopMbl KOMaH bl (N0) yaanseT MocT.

CuHTakcuc

[no] bridge <BRIDGE-ID>

MapameTpbl

<BRIDGE-ID> — ngeHTnhmKaynoHHbIn HOMepP MOCTa, 3a4aeTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsaaok
MMEeHOBaHNS MHTepdencoB MapLupyTmsaropa.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

Mepexo B pexum KoHUrypuposaHus ceteBoro mocTta bridge 10:

esr(config)# bridge 10
esr(config-bridge)#
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bridge-group
[JaHHasa komaHaa ucnonb3yeTcs A5 406aBNeHNs B TEKYLLENO CETEBOro HTepdielica B L2-gomeH.

icnonb3oBaHue oTpuLaTenibHOW hopMbl KOMaH bl (N0) yaansieT uHtepdeiic us L2-gomeHa.

CuHTakcuc
bridge-group <BRIDGE-ID> [tagged]

no bridge-group

MapameTpbl

<BRIDGE-ID> — ngeHT1dunKaLMoHHbIA HOMepP MOCTa, 3a4,aeTCA B BUAE, ONUCAHHOM B pasgene Turbl 1 nopsaok
MMEeHOBaHNA HTepdeincos MapLupyTmsaropa.

tagged — ko4 419 HanpaBneHUs TerMpoBaHHbIX KaapoB hu3nyeckoro nHTepderica B bridge. NMprmeHnumo
TONbKO Ha hu3nyeckmx nHTepdelicax mapLupyTtusaropos ESR-10/12V/12VF/14VF/
15/20/21/30/100/200/3100/3200.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-L2TPV3
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-OPENVPN

Mpumep
esr(config-subif)# bridge-group 15
description

,ﬂ.aHHaﬂ KOMaHda 1UCnosib3yeTca Ana HadHad4eHuna onmcaHns KOH(*)I/IprI/IpyGMOMy ceTeBoMy MOCTY.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) yAanseT ycTaHOB/IEHHOE OnvcaHue.

CuHTakcuc
description <DESCRIPTION>
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no description

MapameTpbl

<DESCRIPTION> — onucaHune ceTeBoro MocTa, 3a1aéTcs CTPOKOW A0 255 cnmBonos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# description "broadway"

enable

[aHHol KomaHaoM pa3peluaeTcs paboTa ceTeBOro mocTa. bes ykaszaHus AaHHON KOMaHbl, CETEBOW MOCT He
paboTaer.

icnonb3oBaHme oTpuuaTesibHoin (hopMbl KOMaHZbl (NO) BbIK/TOUYAET MapLUPYTU3aLMIO AaHHbIX.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# enable
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mac-address

JaHHaa komaHga no3songeT 3agatb MAC-agpec ceTeBoro MocTa, (ons3nyeckoro uiv arperMpoBaHHoro
nHTEepdeiica, OT/IMYHOTO OT CUCTEMHOTO.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
mac-address <ADDR>

no mac-address

MapameTpbl

<ADDR> — MAC-afpec ceteBoro Mmocta, 3agaétcs B Buge XX XX XX XX XX:XX, rae kavkgasa yacTb nNpuHUmMaeT
3HauveHus [00..FF].

3HauyeHue No ymosi4aHuio

CuctemHsblii MAC-agpec.

HeoG6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIN pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# mac-address A8:F9:B0:00:00:04

ports vrrp filtering

[aHHol KomaHaoM BKNoYaeTcs 3anpeT Ha otnpasky VRRP-coobLeHnii B uHTepgeincax, BKIOUYEHHbIX B L2-
[IOMEH.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] ports vrrp filtering {enable | exclude vlan}

MapameTpbl

enable — BkntoyeHve 3anpeta Ha otnpaBky VRRP-coobLeHnli B HTepdiericax, BK/IOYEHHbIX B L2-A0MeH,;
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exclude vlan — npu ykaszaHumn gaHHoro napametpa VLAN nckitoyaeTcs u3 cnicka qomnsTpyemMblX.

3HauyeHue No ymosi4aHuio

dunerpayma VRRP-coobLLeHWi OTKIOYEHA.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# ports vrrp filtering enable

protected-ports
[aHHOoI KOMaHAoM OCYLLEeCTBNAETCA yNpaB/ieHne pexmMomM N3onsaunumn nHTepagericos.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CunHTakcuc
protected-ports <MODE>

MapameTpbl
<MODE> - pexum n3onsaumm nHtepdencos, NpUH1UMaeT cneaytoLme 3Ha4eHus:

* none - 130/1AUNs UHTephencos oTkIOYeHa. B JaHHOM pexume KOMMyTauns KagpoB Mexay YieHamu
CETEBOr0 MOCTa paspeLueHa.

* local — n3onauus nHTepdeiicos BkYEHa. B faHHOM pexnmMe KOMMyTaLmsa KagpoB Mexay YieHamu
CETEBOro MOCTa 3anpeLleHa.

+ radius — nsonAuma nHTepdeiicos BkIYEHa. 15 MCNO/Ib30BaHUA AaHHOIo pexuma TpebyeTcs
HacTpoiika WiFi KoHTponnepa TyHHenel B pexume ‘radius”. B faHHOM pexvMe KommyTauus Kaapos
MeXay YsieHaMy CETEBOro MocTa 3anpeLleHa, 3a ucknodeHmem SoftGRE DATA TyHHenell.

[nsa SoftGRE DATA TyHHenei napameTpbl nsonsauyum 3anpawmsatotcs y RADIUS-cepsepa.

3HauyeHue No ymosi4aHuio

none

HeoG6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE
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Mpumep

esr(config-bridge)# protected-ports local

protected-ports exclude vian

[JaHHoi komaHaon VLAN, HazHauyeHHbI ceTeBOMY MOCTY, UCKNHOYAETCH M3 CNUCKA N30/IMPYEeMbIX Ha BXOAALLMX
B bridge nHTepdpeiicos. [laHHasa onumsa akTyasibHa Npu HacTPoiike pexuma protected-ports OTAIMYHOIO OT
3HaYEeHUA Mo YMOTHAHUIO.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] protected-ports exclude vlan

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHue no ymonyaHuio

OTK/IHOYEHO.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# protected-ports exclude vlan

show interfaces bridge

[aHHaa komaHa ncnosnb3yeTcs s npocmotpa uHpopmaumm o VLAN, nHTepdeincax, TyHHeNnsix
06beANHEHHbIX MOCTOM.

CuHTakcuc
show interfaces bridge [<BRIDGE-ID>]

MapameTpbl

<BRIDGE-ID> — ngeHT1dunKaLMoHHbIA HOMep MOCTa, 3a4,aeTCA B BUAE, ONUCAHHOM B pasaene Turbl 1 nopsaok
MMEeHOBaHNA HTepdeincos MmapLupyTmsaropa.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep

esr# show interfaces bridge 1
Bridges Interfaces

bridge 1 vlan 1,gil/0/1.10

thresholds wifi-tunnels-number high

ESR-Series. CnpaBoyHUK komaHz CLI

& [aHHblii hyHKUMOHAN NoAAepXUBaETCA TOMbKO NPU HAMUMKM nnueH3nn Ha Wi-Fi controller.

[aHHol KomaH0I ycTaHaB/IMBaAETCH BEPXHUIA NOPOr aBapuu NPEBbILLIEHUS YACNA BK/TIOYEHHbIX CabTyHHe e

softgre B bridge.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAETCSA 3HAYEHVE MO YMOTYAHUIO.

CuHTakcuc

thresholds wifi-tunnels-number high<NUM>
no thresholds wifi-tunnels-number high

MapameTpbl

<NUM> — BepxHUii Nopor aBapun NPEBbLILLIEHMS YMcna BKIOUEHHbIX cabTyHHenel softgre B bridge, npuHumaet

3HauyeHue B ananasoHe [1..1000]

3Ha4yeHue no ymonyaHuio
950

HeoOxoaumbivi ypoBeHb NPUBUETAii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE

Mpumep

esr(config)# thresholds wifi-tunnels-number high 200
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thresholds wifi-tunnels-number low

& [aHHblli hyHKUMOHAN NoaaepXMBaETCS TOIbKO NpY Hanmummn nuueHsun Ha Wi-Fi controller.

[laHHOI KOMaHAol yCTaHaBNMBAETCA HYDKHWIA MOPOr aBapun NPEBbILLEHNS YMC/Ia BK/IIOYEHHbIX CabTyHHenei
softgre B bridge.

icnonb3oBaHue oTpuLAaTeNbHO (hOPMbl KOMaHbl (N0) yCTAHAB/IMBAETCA 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc

thresholds wifi-tunnels-number low <NUM>
no thresholds wifi-tunnels-number low

MapamveTpbl
<NUM> — HWXHWUI nopor aBapuy NPEBbLILIEHNS YMCa BKIKOYEHHbIX cabTyHHeneih softgre B bridge, npuHnmaet

3HaueHue B ananasoHe [1..1000]

3HauyeHue No ymosiyaHuio
925

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHaHbIi pexum
CONFIG-BRIDGE

Mpumep

esr(config)# thresholds wifi-tunnels-number low 20

unknown-unicast-forwarding disable

[aHHOoI KomaHAoM 3anpeLLaeTca KOMMyTauns KOHMKaACTOBOro Tpadmka ¢ otcyTcTeyowmmn MAC-agpecamu B
Tabnuue MAC-agpecoB ceTeBOro MocTa.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc

[no] unknown-unicast-forwarding disable

MapameTpbl

KomaHga He cofepXuT napaMeTpos.
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3Ha4yeHue no ymonyaHuio

KomMmmyTaLmsa roHMKacToBoro tTpadurka ¢ HenssecTHeiMn MAC-agpecamn paspeLueHa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# unknown-unicast-forwarding disable

vlan

JaHHaa komaHga ncnosnb3yercs 4715 CBA3bIBaHUSA TekyLero ceteBoro mocta ¢ VLAN. Bce nopTthl, ABMS0LMECH
yneHamu HasHadaemoro VLAN, aBToMaTtnyeckun BK/IOHAKOTCS B CETEBOM MOCT U CTAHOBATCS yYaCTHUKaMu
o6uero L2-gomeHa. [ins ynpaBneHus YaeHCTBOM ceTeBbIX UHTepdieiicoB B VLAN ncnonb3yoTca KoMmaHabl,
onucaHHble B pasgene Hactporika n monntopuHr VLAN.

icnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaH bl (No) yaanseT npuesAsky VLAN 1 oTkiovyaet
COOTBETCTBYHOLLME UHTEPheiCbl OT CETEBOrO MOCTA.

CuHTakcuc
vlan <VID>

no vlan

MapameTpbl

<VID> — npeHtudpmkatop VLAN, 3aaaétca B AmanasoHe [1..4095].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-BRIDGE

Mpumep

esr(config-vlan)# vlan 40
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YnpaBneHue Spanning Tree

instance

& B Tekyueii Bepcun MO gaHHasi KoMaHa NoAAepXnBaeTcs ToNbko Ha MapLipytusatope ESR-1000.

[aHHoI KomaHa0l co3aaeTcs COOTBETCTBUE MEXAY 3K3eMNAspom npotokona MSTP m rpynnavmun VLAN.

Micnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME NO YMOTYAHUIO.

CuHTakcuc

[no] instance <INSTANCE> vlan <VID>

MapameTpbl
<INSTANCE> — naeHtudpukatop MST-3k3emMnnspa, ykasbiBaetcs B gnanasoHe [1..15];

<VID> — naeHTudmKaLnoHHblit Homep VLAN, 3aaaétcsa B avanasoHe [1..4094].

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-MST

Mpumep

esr(config-mst)#instance 5 vlan 10-250

name

& B Tekyuweli Bepcum MO gaHHas komaHaa nogAepXxuBaeTcst Tofibko Ha MapLupyTusatope ESR-1000.

[aHHoI KomaHaoM yKkasbiBaeTcs uMsi KoHdurypauum MSTP.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
name <NAME>

no name

MapameTpbl

<NAME> — nms koHdurypauum MSTP, 3agaétcs cTpokoin Ao 31 cumBona.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-MST

Mpumep

esr(config-mst)# name test

revision

& B Tekyuweii Bepcun MO gaHHasi KOMaHaa noaAepXmnBaeTcs ToNbko Ha MaplpyTtusatope ESR-1000.

[aHHoi KomaHAoW 3aaeTcsa HoMep peBn3nmn KoHdurypauun MSTP.

cnonb3oBaHue oTpuuaTensHo hopMbl KOMaHabI (no) yCTaHaB/IMBAET 3HAYEHME MO YMONYaHUIO.
CuHTakcuc
revision <NUM>

no revision

MapameTpbl

<NUM> — Homep peBun3umn KoHdurypauumn MSTP, 3agaetca B avanasoHe [0..65535].

3Ha4yeHue no ymonyaHuio
0

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-MST

Mpumep

esr(config-mst)#revision 5000
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show spanning-tree

[JaHHas KomaHga oTobpaxaeT NoApobHY MHpopMaLmio 0 HacTpoiike npoTtokona STP A48 BbIGpaHHOro
NHTepdeica nam ycTpocTea B Le/IOM.

CuHTakcuc
show spanning-tree { <IF> | tunnel <TUN> | bridge [<BRIDGE>] }

MapameTpbl

<IF> — dhmanueckuii unm arpernpoBaHHbIii MHTepgIEiic an rpynna nHTepdeincos, 3agaéTcs B BUAE, ONMCaHHOM
B pasgene Tunbl 1 NOPsA0K MMEHOBAHNSA HTEPCENCOB MapLIpyTM3aTopa;

<TUN> — umsi TYHHens ycTpoiicTBa, 3a4aETcA B BUAE, ONMCAHHOM B pasgesie Turbl v NopsfoK MMEHOBAHNSA
TYHHENE MapLUpyTM3aTopa;

<BRIDGE> - Homep ckoHchuryprpoBaHHoro bridge.

bridge — komaHga ansi oTo6paxeHuns obwein nHhopmaymm 06 yCcTponcTae.

Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIi pexum
ROOT

Mpumep

esr# show spanning-tree gigabitethernet 1/0/10
Port gil/0/10 disabled
State: BLK
Port 1id: ---
Type: ---
Designated bridge Priority: ---
Designated port id: ---
Role: ---
Port cost: —---
Designated path cost: ---
Address: ---
Port Fast: —---
esr# show spanning-tree bridge
Protocol version: STP
Root ID: [32768] 02:01:02:03:04:55
Root port: [128] gigabitethernet 1/0/14
Pathcost 4
Message Age 1
Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] 02:20:03:A0:04:90
Hello time: 2 Max age time: 20 Forward delay: 15
Transmit hold count: 6 Topology change: 0
Time since topology change: 13736 Topology change count: 2 show
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show spanning-tree active

MokasbiBaeT NHhopMaLmio 0 HacTporike npoTokosna STP, nHopmMauunio 06 akTUBHBLIX MHTepdhencax.

CuHTakcuc

show spanning-tree active

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHAHbIi pexum
ROOT

Mpumep

esr# show spanning-tree active
Protocol version: RSTP
Root ID: [32768] A8:F9:4B:83:52:C0
Root port: [128] gigabitethernet 1/0/20
Pathcost 20000
Message Age 1
Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] A8:F9:4B:AA:03:00
Hello time: 2 Max age time: 20 Forward delay: 15
Transmit hold count: 6 Topology change: 0
Time since topology change: 2318 Topology change count: 1
Name State Prio.Num Cost Status Role Type

gil/0/20 en 128.2318 20000 FRW Root RSTP

show spanning-tree bpdu

[laHHOI KoMaHAoV BbINOMHAETCS NPOCMOTP pexrnma 06paboTkn BPDU-nakeToB MHTepdelicamm
MapLupyTu3arTopa.

CuHTakcuc

show spanning-tree bpdu

MapameTpbl

KomaHga He coaepXuT napameTpos.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep

esr# show spanning-tree bpdu
Global: filtering

spanning-tree

KomaHga akTuBMpyeT NpoToKosbl cemeiicTBa Spanning Tree (STP, RSTP, MSTP) Ha domsnyecknx nHtepdelicax
MapLupyTm3atopa B pexume switchport.

Mpotokon MSTP nogaepxmnBaeTcsa ToNbko Ha MapLupytusatope ESR-1000.

Micnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) BbIK/THOYAET NOALEPXKKY NPOTOKO/I0B CEMENCTBA
Spanning Tree Ha dm3nyecknx nHTepdericax MmapLupyTmMsatTopa B pexume switchport.

CuHTakcuc

[no] spanning-tree

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

BksitoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# spanning-tree

398



ESR-Series. CnpaBoyHUK komaHz CLI

spanning-tree

KomaHaa akTuBMpYeT NPOTOKO/bI cemeiicTBa Spanning Tree (STP, RSTP, MSTP) ans LiMpoKoBeLLaTe/lbHOro
[OMeHa, OpraHM30BaHHOro ¢ nomoLbHo bridge.

Mpotokon MSTP nogaepxmnBaeTcsa ToNbko Ha MapLupytusatope ESR-1000.

Micnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (NO) BbIK/THOUYAET NOAAEPXKY NPOTOKO/I0B CEMENCTBa
Spanning Tree Ans WMpoKoBeLaTesIbHOro 4OMeHa, OpraH1n30BaHHOIO C NOMOLLbIO bridge.

CuHTakcuc

[no] spanning-tree

MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

3HauyeHue No ymosi4aHuio

BkntoueHo.

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# spanning-tree

spanning-tree bpdu

[aHHoI KomaHaoM onpeaensieTca pexumMm 06paboTkn naketos BPDU nHTepdeiicom, Ha KOTOPOM BbIK/IHOYEH
npotokon STP.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
spanning-tree bpdu <MODE>

no spanning-tree bpdu

MapameTpbl
<MODE> - pexum paboTbl:

« filtering — Ha nHTepdelice ¢ BbIk/IKOYEHHLIM NPoTOKONI0M STP BPDU-nakeTbl (hunsTpyoTcs;
+ flooding — Ha uHTepdelice ¢ BbIKOUYEHHBIM NPOTOKO/I0M STP HeTernpoBaHHble BPDU-nakeTsbl
nepefaroTcs, TermpoBaHHble — PUNLTPYIOTCA.
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3HauyeHue No ymosi4aHuio

flooding

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-if-gi)# spanning-tree bpdu filtering

spanning-tree cost

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHol KomaHAoM ycTaHaBNMBaETCA pa3mMep, Ha KOTOpbIA yBenuumsaeTcs none cost npy kommyTaumm DPDU-

nakerta.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
spanning-tree cost <COST>

no spanning-tree cost

MapameTpbl

<COST> - cToMmOCTb NyTW, ycTaHaBNMBaeTCs B AvanasoHe [1..20000000].

3HauyeHue No ymosi4aHuio
4
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-if-gi)# spanning-tree cost 115

spanning-tree disable

ESR-Series. CnpaBoyHUK komaHz CLI

[JaHHoi KomaHoii 3anpellaeTcs paboTa npotokona STP Ha KoHUrypMpyeMom uHTepdeiice.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc

[no] spanning-tree disable

MapameTpbl

KomaHga He coaepXuT napameTpos.

3Ha4yeHue no ymonyaHuio

STP Ha nHTepdelice BKNHOYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GI
CONFIG-TE
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CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-if-gi)# spanning-tree disable

spanning-tree guard root

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHoi KomaHaoM BKNovaeTcs 6noknposka nosyyveHns BPDU ¢ 6onee Bbicokum STP-npuoputeTom.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] spanning-tree guard root

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
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CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-if-gi)# spanning-tree guard root

spanning-tree forward-time

[JaHHO KOMaH/0ii ycTaHAB/IMBAETCS! MHTEPBAUT BPEMEHW, 3aTpayvBaeMblii Ha NPOCyLIMBaHNE U U3yUeHVe
COCTOSIHUIA Nepes, NepeksIloYeHEM B COCTOSIHUE Nepeaayn.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
spanning-tree forward-time <TIME>

no spanning-tree forward-time

MapameTpbl

<TIME> — BpeMsi B CEKyHAAX, NPMHMMAET 3HadyeHus [4..30].

3HauyeHue No ymosi4aHuio
15

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG
CONFIG-BRIDGE

Mpumep

esr(config)# spanning-tree forward-time 20

spanning-tree hello-time
[aHHOoI KomaHAoW ycTaHaBNMBaETCS MHTepBasl BpEMEHU Mexay oTnpaskoin BPDU-nakeTos.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

spanning-tree hello-time <TIME>
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no spanning-tree hello-time

MapameTpbl

<TIME> - Bpems B cekyHAax, NpuHUMaeT 3HaueHus [1..10].

3HayeHue No ymosiMaHuio
2

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG
CONFIG-BRIDGE

Mpumep

esr(config)# spanning-tree hello-time 20

spanning-tree link-type

[aHHoii KomaH 0¥ ycTaHaBMBaeTcst NpoTokos RSTP B nepeaatollee COCTOsiHME U onpeaensieT Tun cBsA3n ans
BbIGPAHHOIO NOPTA — «TOUYKA-TOUKA», «PA3BETBNEHHbIN».

icnonb3oBaHue oTpuLAaTeNIbHO (DOPMbl KOMaHbl (N0) yCTAHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc
spanning-tree link-type { point-to-point | shared }

no spanning-tree link-type

MapameTpbl
point-to-point — KomaHaa onpegensieT UHTepgeENC Kak «To4Ka-TouKa,

shared — komaHga onpefenseT UHTEPdIENC Kak «pa3BeTBIEHHbIN».

3HayeHue No ymosiMaHuio

point-to-point

Heo6xoauMbIii ypoBeHb NpuBUerui
10
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KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER
Mpumep

esr(config-if-gi)# spanning-tree link-type point-to-point

spanning-tree max-age
[aHHOoI KomaHAoW ycTaHaBNMBaETCH BPeMS XN3HU cBAsytoLero aepesa STP.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
spanning-tree max-age <TIME>

no spanning-tree max-age

MapameTpbl

<TIME> — BpeMsi B CEKyHAAX, PMHMMAET 3HauyeHus [6..40].

3Ha4yeHue no ymonyaHuio
20

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG
CONFIG-BRIDGE
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Mpumep

esr(config)# spanning-tree max-age 35

spanning-tree mode

[aHHol KomaHaoW BbiOnpaeTca nogaepxmBaemMbliii NPOTOKON U3 cemelicTBa STP aAns wmnpokoseLwaTesisHoro
[IOMeHa, OpraHnM30BaHHOro ¢ NomoLbo bridge nnn pmsnyeckmx nHTephelicos MapLupyTM3aTopa B pexvme
switchport.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
spanning-tree mode <MODE>

no spanning-tree mode

MapameTpbl
<MODE> - npotokosn cemeitctea STP:

+ STP - IEEE 802.1D Spanning Tree Protocol;

« RSTP - IEEE 802.1W Rapid Spanning Tree Protocol;

« MSTP - |IEEE 802.1s Multiple Spanning Trees (4OCTYNHO TO/IbKO B IN06asibHO KOH(UIypaumm Ha
ESR-1000).

3HauyeHue No ymosi4aHuio
RSTP

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG
CONFIG-BRIDGE

Mpumep

esr(config)# spanning-tree mode STP

spanning-tree mst configuration

& B Tekyuweli Bepcum MO gaHHas komaHaa noaAepXxuBaeTcst To/bko Ha MapLupyTusatope ESR-1000.

[aHHOI KOMaHA0M OCYLLECTBNAETCA NEPexXos, B peXmumM KoHurypmposaHma MSTP-napaMeTpoB.
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CuHTakcuc

spanning-tree mst configuration

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# spanning-tree mst configuration
esr(config-mst)#

spanning-tree mst cost

& B Tekyueii Bepcun MO gaHHasi KOMaHa NoAAepXnBaeTcs ToNbKo Ha Maplipytusatope ESR-1000.

[laHHOI KOMaH/10Vi ycTaHAB/IMBAETCS METO/, ONpPeAeneHnst LEHHOCTY NyTu ANns ak3emnnspa MST.

icnonb3oBaHue oTpuLAaTeNbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOMYAHUIO.

CuHTakcuc
spanning-tree mst <INSTANCE> cost <COST>
no spanning-tree mst <INSTANCE>

MapameTpbl
<INSTANCE> — naeHtudpukatop MST-ak3emMnnspa, ykasbiBaetcs B gnanasoHe [1..15];

<COST> - cToMMOCTb NyTW, ycTaHaBNMBaeTCs B AvanasoHe [1..20000000].

3HaueHue No yMoyaHuio
4

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG
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CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-if-gi)# spanning-tree mst 1 cost 115

spanning-tree mst max-hops

& B Tekyuweli Bepcum MO gaHHas KomaHaa noaAepXxuBaeTcst Tofibko Ha MapLupyTusatope ESR-1000.

[aHHOoI KomaHAoW ycTaHaBNNMBaAETCH MakCMMasibHOEe KO/IMYECTBO TPaH3UTHbIX y4acTKkoB A5 naketa BPDU,
HeobxoaMMbIX 418 (DOPMUPOBaHNSA AepeBa U yaepXaHusa nHopmMauum o ero cTpoeHnn. Ecnm naker yxe
npoLLen MakCMMasibHOe KOMIMYeCTBO TPaH3UTHbIX YH4aCTKOB, TO Ha CriefytoLLeM y4acTKe OH oTOpachiBaeTcs.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
spanning-tree mst max-hops <NUM>

no spanning-tree mst max-hops

MapameTpbl

<NUM> — KONn4yecTBO TPaH3UTHbIX y4aCTKOB, 3a4aeTcs B AnanasoHe [6..40].

3HauyeHue No ymosi4aHuio
20

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG
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Mpumep

esr(config)# spanning-tree mst max—hops 10

spanning-tree mst port-priority

& B Tekyuweli Bepcum MO gaHHas KomaHaa noaAepXxuBaeTcst Tofibko Ha MapLupyTusatope ESR-1000.

[aHHol KomaHAoW ycTaHaBNMBaeTCsa NpuopuTeT nHTepderica ansa aksemnaspa MST.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CunHTakcuc
spanning-tree mst <INSTANCE> port-priority <PRIORITY>
no spanning-tree mst <INSTANCE> port-priority

MapameTpbl
<INSTANCE> — ngeHtudpukatop MST-ak3eMnNspa, ykasbiaetcs B gnanasoHe [1..15];

<PRIORITY> — npuvopw\TeT, yKasbiBaeTcs B AnanasoHe ¢ warom 16 [0..240].

3HauyeHue No ymosi4aHuio
128

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep
esr(config-if-gi)# spanning-tree port-priority 160
spanning-tree pathcost method

[laHHOI KomMaHAol ycTaHaBNNBAETCS METOA, ONpeaeneHNs LLeHHOCTA NyTu.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
spanning-tree pathcost method { short | long }

no spanning-tree pathcost method

MapameTpbl
long — 3HaueHne LeHHOCTM B AnanasoHe [1..200000000];

short — 3HaueHune LeHHOCTM B AnanasoHe [1..65535].

3Ha4yeHue no ymonyaHuio

short

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# spanning-tree pathcost method short

spanning-tree portfast

ESR-Series. CnpaBoyHUK komaHz CLI

[laHHOI KOMaHAOV BKIHOUYAETCA PeXuM, B KOTOPOM L2-nHTepdielic npu NoAHATAN Ha HEM NNHKA cpasy

nepexoanTt B COCToOAHME Nepeaadn, He Aoxmngadacb NCTeHEeHUA Tal‘/’lmepa.

Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) BbIK/TOHAET PEXMM MOMEHTaJ/IbLHOTIO MNnepexoga B

COCTOAHNME Nepenayn no nogHATUK JIMHKa.

CuHTakcuc

[no] spanning-tree portfast

MapameTpbl

KomaHga He coaepXuT napameTpos.

3Ha4yeHune no ymonyaHuio

OTK/IOYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-if-gi)# spanning-tree portfast

spanning-tree port-priority
[aHHol KoMaHAOo ycTaHaBIMBaETCs NPUOPUTET MHTepdhelica B cBA3ytolweM gepese STP.

Micnonb3oBaHue oTpuLAaTeNbHON (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc
spanning-tree port-priority <PRIORITY>

no spanning-tree port-priority

MapameTpbl

<PRIORITY> — npuvopw1TeT, yKasbiBaeTcs B AnanasoHe c warom 16 [0..240].

3HauyeHue No ymosiuaHuio
128

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
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CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-if-gi)# spanning-tree port-priority 160

spanning-tree priority
[aHHoI KomaHAoW HacTpamBaeTcs NprMopuTeT ceasytowero gepesa STP.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) YyCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTakcuc
spanning-tree priority <PRIORITY>

no spanning-tree priority

MapameTpbl

<PRIORITY> — npvopwTeT, yKasbiBaeTcs B AnanasoHe ¢ warom 4096 [0..61440].

3HauyeHue No ymosi4aHuio
32768

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG
CONFIG-BRIDGE

Mpumep

esr(config)# spanning-tree priority 4096
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HacTtpoiika u MoHuTopuHr VLAN

force-up

[aHHas KomaHga Ncnonb3yeTcs N5 BKAYEHUS pexnma akTuBHOCTM VLAN BHe 3aBMCMMOCTU OT COCTOSIHUS
NMHTEpPENCOoB, Ha KOTOPbLIX paspellueHa obpaboTka tpelrimoB gaHHoro VLAN.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) OTMEHSIET PeXxnum akTBHOCTH VLAN .

CuHTakcuc

[no] force-up

MapameTpbl

KomaHaa He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-VLAN

Mpumep

esr(config-vlan)# force-up

ip internal-usage-vilan

& B Tekylleli Bepcumn aaHHasi KoMaHaa noaaepXmBaeTcsl ToIbKO Ha MapLpyTUM3aTopax
ESR-1000/1200/1500/1511/1700.

[aHHas komaHga ncnonbdyetca gnsa pesepsrpoBanns VLAN 4ns BHyTpEeHHEro ncnosib3oBaHms Ha
NHTepdeiice.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) OTMEHSIET pe3epBUPOBaHNE.
CuHTakcuc

ip internal-usage-vlan <VID>

no ip internal-usage-vlan
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MapameTpbl

<VID> — naeHTudmKaLmoHHblii Homep VLAN, 3aaaétcsa B avanasoHe [2..4094].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# ip internal-usage-vlan 1500

name
[aHHaa komaHga ucnonb3yetcsa ana godasneHns onncaHns VLAN.

icnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
CuHTakcuc
name <NAME>

no name

MapameTpbl

<NAME> - onucaHue VLAN, 3agaéTcsa CTpokoit Ao 255 CMMBO/IOB.

3HauyeHue No ymosi4aHuio

OnucaHune He 3agaHo.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-VLAN

Mpumep

esr(config)# name L2-ACCESS

414



ESR-Series. CnpaBoyHUK komaHz CLI

show interfaces switch-port vlans

& B Tekyweii Bepcum MO gaHHas komaHaa NoaAepXuBaeTcs To/bKO Ha MapLupyTu3aTopax
ESR-1000/1200/1500/1511/1700.

[aHHaa komaH4a ncnosb3yeTcs 4/19 NpocMoTpa pexnma ydyactus nHtepgeicos B VLAN.

CuHTakcuc

show interfaces switch-port vlans [<IF>]

MapameTpbl

<IF> — ums chnsmyeckoro nnm arpermpoBaHHOro nHTepdielica ycTpoiicTea, 3a4aéTcsi B BUAE, ONMCAHHOM B
pasgene Tunbl 1 NOPSA0K MMEHOBAHNA HTEPCHEINCOB MapLIpyTHU3aTopa.

B kOMaHZe MOXHO yKa3aTb HECKO/IbKO MHTepdheiicoB. Ecnn He ykasbiBaTb MHAEKCHI MHTepdheiico., To ByaeT
oTobpaxeHa nHopmMaLmsa o0 Bcex nHTepdeiicax 3agaHHoi rpynnbl. Mpy BbINONHEHUM KOMaHAb! 6€3
napameTpa 6yaeT nokasaHa nHgopmaumnsa ansa Bcex nsnyecknx MHTepdencos.

Heo6xoaumblii ypoBeHb nNpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep

esr# show interfaces switch-port vlans gigabitethernet 1/0/1-7

Interface PVID Frame types Ingress Tagged Untagged
filtering
gil/o/1 1 All yes 101 1
gil/0/2 1 All yes 150-151 1
gil/0/3 1 All yes none 1
gil/0/4 1 All yes none 1
gil/0/5 1 All yes 55 1
gil/0/6 1 All yes none 1
gil/o/7 1 All yes none 1

N/A - 1dinterface doesn't exist
N/S - interface is not a 802.1Q bridge port
ERR - can't get vlan setting for dinterface

show vlans

[aHHas KomaHga ncnonb3yetcs gns npocmoTtpa nHdopmauumn 06 onpegeneHHol VLAN.

CuHTakcuc

show vlans [<VID>]
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MapameTpbl

ESR-Series. CnpaBoyHUK komaHz CLI

<VID> — naeHTudmMKaLmOoHHbIin Homep VLAN, AvanasoH AonNyCTUMbIX 3HaueHuii [1 .. 4094].

MoXxHO yka3aTb Heckosibko VLAN nepeyvcneHnem yepes 3ansaryo «,» imbo ykasarb avana3oH VLAN yepes
aeduc «-». Mpy BbINONTHEHUN KOMaHAbl 6e3 napameTpa 6yayT nokasaHbl Bce co3gaHHble VLAN.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIN pexum
ROOT

Mpumep

esr# show vlans

VID Name Tagged

1 default

show vlans internal-usage

Untagged

gil/0/3-4, gil/0/6-24,
pol
gil/0/1, tel/0/1-2

& B Tekyueii Bepcum MO gaHHas komaHaa NoaAepXuBaeTcs To/bKO Ha MapLupyTu3aTopax

ESR-1000/1200/1500/1511/1700.

[aHHaa komaHga ucnosnb3yeTcs ona npocmotpa uHpopmaumm no VLAN, nCNonb3yeMbIX CUCTEMOIA.

CuHTakcuc

show vlans internal-usage

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT
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Mpumep

esr# show vlans internal-usage

Usage VID Reserved IP address
gil/0/18 4088 No Active
gil/0/16 4089 No Active
gil/0/15 4090 No Active

switchport access vlan

& B Tekyuweii Bepcum MO gaHHas KomaHaa NoaAepXuBaeTcs ToNbKo Ha MapLupyTuaaTtopax ESR-10/12V/
12VF/14VF/20/21/100/200/3100.

[aHHas KomaHza 1cnonb3yeTca 415 BKIYEHUSA/UCkveHns nHtepdeiica B/u3 VLAN B pexvme paboThbl
access.

CunHTakcuc
switchport access vlan <VID>

no switchport access vlan

MapameTpbl

<VID> - ngeHTudukaumoHHblii Homep VLAN, 3agaétcs B ananasoHe [2..4094].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GI
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport access vlan 50

switchport default-vlan tagged

[JlaHHan komMaHza 1cnonb3yeTcs 418 M3MEHEeHWs YeHCTBa HTepdeiica Bo VLAN o yMon4aHuio Ha
TErMpoBaHHOE.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (N0) M3MEHSIET YeHCTBO MHTepdieiica Bo VLAN no
YMO/TYaHMIO HA HETETVIPOBaHHOE.
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CuHTakcuc

[no] switchport default-vlan tagged

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport default-vlan tagged

switchport forbidden default-vlan

ESR-Series. CnpaBoyHUK komaHz CLI

[JaHHas KomaHa ucnosnb3yeTcs AN yaaneHus nHtepdeiica 1z VLAN no ymonyaHuio.

Mcnonb3oBaHue oTpuLaTenbHo hopMbl KOMaH bl (N0) paspeluaeT gobasneHve vlan Ha nopty.

CuHTakcuc

[no] switchport forbidden default-vlan

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
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Mpumep

esr(config-if-gi)# no switchport forbidden default-vlan

switchport general acceptable-frame-type

& B Tekyweii Bepcum MO gaHHas komaHaa NoaAepXuBaeTcs To/bKO Ha MapLupyTu3aTopax
ESR-1000/1200/1500/1511/1700.

[aHHol KomaHaoM 3aaeTcs TUN PpelriMoB, KOTOpPbIe MOXET NPUHUMATbL NHTEPAIENAC.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CunHTakcuc
switchport general acceptable-frame-type { tagged-only | all }

no switchport general acceptable-frame-type

MapameTpbl
tagged-only — npyHMMaTb TONbLKO TErMpOBaHHbIE hpeimbl;

all - npuHumaTth BCce dpeimbil.

3HauyeHue No ymosi4aHuio

all

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config)# switchport general acceptable-frame-type tagged-only

switchport general allowed vian

& B Tekyuweii Bepcum MO gaHHas KomaHaa NoaAepXuBaeTcs To/bKO Ha MapLupyTv3aTopax
ESR-1000/1200/1500/1511/1700.
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[aHHaa kKomaHaa Ncnosb3yeTcs A/1a BKIYEHMA/NCKUeHna nHtepderica B/n3 VLAN.

CuHTakcuc

switchport general allowed vlan <ACT> <VID> [<TYPE>]

MapameTpbl
<ACT> — Ha3Ha4yaeMoe AeincTBue:

+ add - BkntoueHne nHtepdeiica Bo VLAN;
* remove — UCK/UYeHne uHTepgeica ns VLAN.

<VID> — naeHTudmrKaLmoHHbIit Homep VLAN, 3aaaétca B avanasoHe [2..4094]. MoxHo 3a4aTh AMana3oHoM
yepes «-» U Nepeyvnc/ieHneM Yepes «,»,

<TYPE> - Tvn nakerta:

+ tagged — nHTepdelic byaeT nepeaasarb U NPUHUMATL NakeTbl B yka3aHHbIX VLAN TermpoBaHHbIMY;

+ untagged — uHTepdeiic byaeT nepenaBartb NakeTbl B ykazaHHbIX VLAN HeTernposaHHbiMu. VLAN, B
KOTOpyto 6yayT Hanpas/eHbl BXOAsLLME HETErMPOBaHHbIE NaKeTbl, HacTpanBaeTCcs KomaHaon switchport
general pvid, onucaHHoii B switchport general pvid.

3Ha4yeHue no ymonyaHuio

Ecnu He ykasbiBaTb napameTtp <TYPE>, To no ymonyaHuio yctaHaBnmBaeTcs «tagged».

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep 1

Nckniountb nHtepdoeiic n3 unexdctea 8 VLAN 50

esr(config-if-gi)# switchport general allowed vlan remove 50

Mpumep 2

BkntounTb nHtepdpeiic 8 VLAN 10-50 kak TermpoBaHHbIi

esr(config-if-gi)# switchport general allowed vlan add 10-50
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switchport general allowed vlan auto-all

& B Tekyweii Bepcum MO gaHHas komaHaa NoaAepXuBaeTcs To/bKO Ha MapLupyTu3aTopax
ESR-1000/1200/1500/1511/1700.

[aHHas KomaHa BKNHYaeT aBToMaTnyeckoe gobasneHne nHtepgerica Bo BCe CO3faHHble Ha
mMapLupyTtumsaTope VLAN.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaH/bl (N0) OTK/OYaeT aBToMaTyeckoe Ao6aBieHne nopTa Bo
BCe co3JaHHble Ha maplupyTtusaTope VLAN.

CuHTakcuc

[no] switchport general allowed vlan auto-all [ <TYPE> ]

MapameTpbl
<TYPE> — T1n nakera:

+ tagged — vHTepdpeiic byaet nepegaBaTb M NPUHMMATbL NakeTbl B yka3aHHbIX VLAN TermpoBaHHbIMY;

+ untagged — uHTepgoeinc byaeT nepegaBaTtb NakeTbl B ykazaHHbIX VLAN HeTernpoBaHHbiMu. VLAN, B
KOTOpy 6yayT Hanpas/eHbl BXOASLIME HETEMMPOBaHHbIE MAaKETbI, HACTpamBaeTca kKomaHaol switchport
general pvid, onucaHHoi B switchport general pvid.

3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport general allowed vlan auto-all

switchport general ingress-filtering disable

& B Tekyweii Bepcum MO gaHHas KomaHaa NoaAepXuBaeTcs To/bKO Ha MapLupyTu3aTopax
ESR-1000/1200/1500/1511/1700.

[aHHaa KomaH4a Ucnosb3yeTcs A/18 BbIKNIYeHNS ouibTpaumm BXo4ALWMX NakeToB Ha OCHOBE NPUCBOEHHOTO
um 3HauyeHusa VLAN ID.
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cnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHAbl (NO) BKAOYAET (UILTPALMIO.

CuHTakcuc
switchport general ingress-filtering disable

no switchport general dingress-filtering

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

dunbTpaLma BKIKYEHA.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport general dingress-filtering disable

switchport general macs-group

& B Tekyuweii Bepcum MO gaHHasi KOMaHaa NoAAepXUBaeTCst TONbKO HA MapLupyTU3aTopax
ESR-1000/1200/1500/1511/1700.

[JaHHoli kKomaHzoi HasHavyaeTcs npodpuab MAC-agpecos u conoctaensietcs VLAN-ID, B koTopsblii 6yayT
nonagate naketbl ¢ MAC-apecom NCTOYHKMKA, ABNALLEeroca Yactbio npoduna MAC-agpecos. VIHhopmaLms o
KOHpMrypupoBaHuu npodpuniein Haxogutcs B pasgene YnpasneHve npouismn.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHAb! (NO) yaanseT conoctasneHune npocmns MAC-aapecos 1
VLAN-ID.

CuHTakcuc
switchport general macs-group <NAME> vlan <VID>

no switchport general macs-group <NAME>

MapameTpbl

<NAME> — ums npodmna MAC-aapecos, 3agaetcst CTpokon Ao 31 cumsona.
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<VID> - ngeHTudukaumoHHbii Homep VLAN, 3agaétcsa B gnanasoHe [2..4094].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport general macs-group OGM1 vlan 999

switchport general pvid

& B Tekyuweii Bepcun MO gaHHasi KOMaHaa NoAAepPXUBAETCst TONbKO HA MapLupyTU3aTopax
ESR-1000/1200/1500/1511/1700.

[JaHHoli komaHzoi yctaHaBnmBaeTca naeHTudmkatop VLAN-nopta (PVID) ansi BXOAALLENO HETETMPOBAHHOTO
Tpadmka.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
switchport general pvid <VID>

no switchport general pvid

MapameTpbl

<VID> — naeHTudmKaLmnoHHbIin Homep VLAN, 3aaaéTca B AvanasoHe [1..4094].

3Ha4yeHue no ymonyaHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
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Mpumep

esr(config-if-gi)# switchport general pvid 999

switchport macs-group

& B Tekyuweii Bepcum MO gaHHas KomaHaa NoaaepXuBaeTcs ToNbKo Ha MapLupyTuaaTtopax ESR-10/12V/
12VF/14VF/15/20/21/30/100/200/3100/3200.

[aHHoi KomaHaon HasHavaeTces npoduib MAC-agpecos u conoctasnsietcs VLAN-ID, B koTopblin 6yayT
nonagartb naketbl ¢ MAC-agpecom NCTOYHKKA, ABNAOLLEerocs YyacTbio npodpuna MAC-agpecos. MiHhopmauus o
KOHQOUrypupoBaHun Npodnneil Haxo4MTCA B pasaene YnpassieHne npotnisamun.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHkl (NO) yaansieT conocTasneHne npocgpuns MAC-aapecos 1
VLAN-ID.

CuHTakcuc
switchport macs-group <NAME> vlan <VID>

no switchport macs-group <NAME>

MapameTpbl
<NAME> - nms npoduns MAC-agpecos, 3agaetcs CTpokoi o 31 cumBona.

<VID> - ngeHTudukaumoHHbii Homep VLAN, 3agaétcsa B gnanasoHe [2..4094].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport macs-group OGM1 vlan 999

switchport trunk allowed vian

& B Tekyweli Bepcun MO gaHHas komaHaa NoaaepXmMBaeTCst TO/IbKO Ha MapLupyTu3aTopax ESR-10/12V/
12VF/15/14VF/20/21/30/100/200/3100/3200.
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[aHHas KomaHaa ncnosnb3yeTcs A1 BKAKYEHMA/ncktveHmnsa nHtepderica B/n3 VLAN B pexrme paboTbl
trunk.

CuHTakcuc

switchport trunk allowed vlan <ACT> <VID>

MapameTpbl
<ACT> — Ha3Ha4yaeMoe AeincTBue:

+ add - BkntoueHne nHTepdpeiica Bo VLAN;
* remove — uckueHne nHtepdeica ns VLAN;

<VID> — naeHTudmrKaLmoHHbIit Homep VLAN, 3aaaétca B avanasoHe [2..4094]. MoxHo 3a4aTh AMana3oHoM
yepes «-» U NepeyvncsieHneM Yepes «,».

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport trunk allowed vlan add 10-50

switchport trunk allowed vlan auto-all

& B Tekyuweii Bepcun MO gaHHasi KOMaHaa NoaAepXuBaeTcst TONbKO Ha MapLupyTusaTtopax ESR-10/12V/
12VF/14VF/15/20/21/30/100/200/3100/3200.

JaHHaa komaHaa BK/loYaeT aBToMarnyeckoe ,El,06anIeHV|e nopTa BO BCe CO3aHHblE HA MapLupyTmnsarope
VLAN.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) OTK/lOYaeT aBToMaTnyeckoe fobasneHrne nopTa Bo
BCe co3faHHble Ha mapwipyTtusatope VLAN.

CuHTakcuc

[no] switchport trunk allowed vlan auto-all

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IHOYEHO.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-IF-GI
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport trunk allowed vlan auto-all

switchport trunk native-vlan

ESR-Series. CnpaBoyHUK komaHz CLI

& B Tekyweli Bepcun MO gaHHas KoMaHaa NoaaepXMBaeTCs TO/IbKO Ha MapLupyTu3aTopax ESR-10/12V/

12VF/14VF/15/20/21/30/100/200/3100/3200.

[JlaHHan komaHAa ncnonb3yetcsa A8 HacTpoiikn VLAN no ymonyaHuio ans nHtepdeiica B pexvme paboTbl
trunk. Becb HeTernpoBaHHbIii Tpaduk, NOCTyNaloLWMii Ha faHHbIA MHTepdieiic, HanpaBnseTcs B AaHHyto VLAN.

CuHTakcuc

switchport trunk native-vlan <VID>

no switchport trunk native-vlan

MapameTpbl

<VID> — naeHTudmKaLmoHHbIin Homep VLAN, 3aaaéTca B AvanasoHe [2..4094].

3Ha4yeHune no ymonyaHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GI
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport trunk native-vlan 55
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vlan

[aHHoii komaHgon aobasnsetca VLAN B cucTeMy M OCYLLECTBASIETCA NEPexXos B PEXUM HACTPOKM
napameTpoB VLAN. Ha mapwpyTtusarope scerga cywectsyeT VLAN ¢ ngeHTtucmkatopom 1, Bce nHTepencnl
NnoO YMO/IHaHMIO BKNHOYEHbI B faHHbIi VLAN.

Mcnonb3oBaHue oTpuLaTesnibHoi hopMbl KoMaHkl (no) yaansiet VLAN.

CuHTakcuc
[no] vlan <VID>

MapameTpbl

<VID> - ngeHTudmkaumoHHblii Homep VLAN, 3agaétcs B agnanasoHe [2..4094].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# vlan 40

HacTpoiika u moHuTOpuHr Voice-VLAN

application

[aHHOoI KomaHAoW HacTpamBaeTCcsa NPUIoKeHue, KoTopoe byaeT uncnuTbes B nakete LLDP-MED nipu
paccbinike LLDPDU ¢ nHTepdelicos, Ha KOTOpbIX HadHavyeHa ceTeBasi nonutuka (network-policy).

Vicnonb3oBaHme oTpuLaTesibHoi hopMbl KOMaHbl (NO) yaaNseT HAaCTPOIKY NPUIOXKEHWS 4151 NONUTUKN.

CuHTakcuc
application <APP-TYPE>

no application

MapameTpbl
<APP-TYPE> — Tun npunoxeHus, ons Kkotoporo 6yaet cpabarbiBatb network-policy. MNprHumaeT 3HaveHus:

*+ voice;

+ voice-signaling;

+ guest-voice;

+ guest-voice-signaling;
+ softphone-voice;

+ video-conferencing;
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+ streaming-video;
+ video-signaling.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-NET-POLICY

Mpumep

esr(config-net-policy)# application voice

dscp

[aHHoi KomaHaoW HacTpanBaeTcs 3HadyeHne DSCP, kotopoe 6yaeT umcnntbes B nakete LLDP-MED npu
paccbinke LLDPDU ¢ nHTepdheiicoB Ha KOTOpbIX Ha3HayeHa ceTeBasi nonmTuka (network-policy).

Mcnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (No) yaansieT paccbinky DSCP ans aaHHoi ceTeBoit
nonutukmn (network-policy).

CuHTakcuc
dscp <DSCP>
dscp

MapameTpbl

<DSCP> - 3HaueHune koga DSCP, npuHumaeT 3HaueHnsi B guanasoHe [0..63].

3HauyeHue No ymosi4aHuio
Pacchbisika DSCP B LLDPDU-MED oTtkntoueHa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-NET-POLICY

428



ESR-Series. CnpaBoyHUK komaHz CLI

Mpumep

esr(config-net-policy)# dscp 62

lidp network-policy
[laHHOli KOMaHoI Ha MHTepdeiic HasHaYaeTcs co3gaHHasn paHee ceteBas nonutuka (network-policy).

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) CHUMAET Ha3HAYEHHYH0 paHee CETEBYH NOMUTHKY C
nHTEepdeica.

& LLDPDU-co06LeHNSs, onvMcaHHble NOMUTUKOM, ByAyT paccbliiaTbCsl TOMbKO €C/n B IN06asbHO
KOHGpUrypaumm BktoueHa nogaepxka LLDP-MED (cm. komaHgy B pasgene lldp med fast-start enable).

CuHTakcuc
[no] 1ldp network-policy <NAME>

MapameTpbl

<NAME> — nms HazHa4yaeMoi NoANTKKN, 3afaeTcsl CTPOoKoin Ao 31 cumBeona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr(config-if-gi) 1lldp network-policy ip-phones

network-policy

[JaHHoli komaHzo co3gaeTcs ceTeBasi nonmTrka (network-policy) 1 ocywecTBNSIETCA NEPEXOL, B PEXUM
HacTpOVik1 NapameTpPOB MONTUKN.

icnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH bl (N0) yAanseT co3haHHyo paHee CETEBYHO MOSIUTUKY
(network-policy).

CuHTakcuc

[no] network-policy <NAME>
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MapameTpbl

<NAME> — nms cosgaBaemoin NoUTUKN, 3afaeTcs CTPoKoin Ao 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# network-policy ip-phones

priority

[JaHHol KomaHaon HacTpamBaeTcs 3HadeHne COS, koTopoe byaet uncnmtbes B nakete LLDP-MED npu
paccbinke LLDPDU ¢ nHTepdheiicoB Ha KOTOPbIX Ha3HaueHa ceTeBasi nonmTuka (network-policy).

Micnonb3oBaHue oTpuLaTenbHoV hopMbl KOMaHpkl (No) yaansieT paccbiiky COS ans AaHHo ceTeBoit
nonutukmn (network-policy).

CuHTakcuc
priority <COS>

no priority

MapameTpbl
<COS> - 3HayeHune NpuopuTeTa, NPUHUMAET 3HAYEHNS:

+ best-effort — COSO;

+ background - COST1;

+ excellent-effort — COS2;

+ critical-applications — COS3;
+ video - COS4;

+ voice — COS5;

« internetwork-control — COS6;
+ network-control — COS7.

3HauyeHue No ymosi4aHuio
Pacchisika COS B LLDPDU-MED oTtk/itoueHa.

HeoGxoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-NET-POLICY

Mpumep

esr(config-net-policy)# priority voice

vlan

[aHHoi KomaHaol HacTpamBaeTcs 3HadyeHme VLAN, kotopoe 6yaet uncnntbcs B nakete LLDP-MED npu
paccbinke LLDPDU ¢ nHTepdheiicoB Ha KOTOPbIX Ha3HayeHa ceTteBasi nonmTuka (network-policy).

icnonb3oBaHue oTpuLaTenbHoi hopmMbl kKoMaHAbl (N0) yaanseT koHdurypauuo VLAN ansi AaHHoi ceTeBoii
nonutukm (network-policy).

CuHTakcuc

vlan <VID> [tagged]

MapameTpbl
<VID> — naeHTudmMKaLmoHHbIii Homep VLAN, npuHuMaeT 3HaueHus [1...4094];

tagged — k/ito4, Npy ycTaHOBKE KOTOPOro aboHEHTCKOe YCTPOMCTBO byAeT oTnpaBnsaTb Ethernet-copeimbl
yKa3aHHOro NpuI0XeHNs B TErMpOBaHHOM BUAeE.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-NET-POLICY

Mpumep

esr(config-net-policy)# vlan 3258 tagged
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16 PaboTta c agpecHbIMU Tabmuamm

+ clear arp-cache

+ clear ipv6 neighbors

+ clear mac address-table

* ip arp

* ip arp reachable-time

* ipv6 nd

* ipv6 nd reachable-time

+ mac address-table aging-time

* mac address-table save-secure-freq
* port-security max

* port-security mode

* port-security unknown-sa-action

+ show arp

+ show arp configuration

+ show ipv6 neighbors

+ show ipv6 neighbors configuration
+ show mac address-table

clear arp-cache

KomaHga ncnonb3yetcs A/ o4ncTkn cogepxmnmoro ARP-Tabnuupl.

CuHTakcuc
clear arp-cache [ <OPTIONS> ]

MapameTpbl

<OPTIONS> — napameTpbl KOMaHAb! ANA AeTaM3auun 3anpatlvBaeMoi MHhopPMaLK, ONLMOHaA/TbHBbIN
napamerp:

« vrf <VRF> — ums ak3emnnspa VRF, 3agaetcs ctpokoii go 31 cumsona. OnumoHasibHbIl napaMeTp, npy
yKaszaHun Kotoporo 6yaet ounweHa ARP-Tabnmua B ykazaHHom VRF;

+ <IF> - nmvsa uHTepcpeiica ycTpoicTea, 3a4a€TcH B BUAE, ONMCaHHOM B pasgene Turbl 1 Nopsajok
NMeHOBaHNA NHTepPEcoB MapLLpPyTU3aTopa;

+ ip-address <ADDR> - IP-agpec, no koTopoMy Begetcs nouck, 3agaétca B suge AAA.BBB.CCC.DDD, rae
Kakaast yacTb NpuHMMaeT 3HadeHus [0..255];

+ mac-address <ADDR> — MAC-agpec, no KoTopoMy BeAeTcsi nonck, 3agaétca B Buge XX: XX XX:XX:XX:XX,
rae Kaxgasi 4acTb npuHuMaeT 3HadeHust [00..FF].

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIi pexum
ROOT
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Mpumep

esr# clear arp-cache ip-address 10.0.0.8

clear ipv6 neighbors

KomaHga ncnonb3yetcs gns oumctku cogepxunmoro IPvé Neighbor Discovery Tabnmubl.

CuHTakcuc
clear 1ipv6 neighbors [<OPTIONS> ]

MapameTpbl

<OPTIONS> - napameTpbl KOMaHAb! ANA AeTaM3auun 3anpativBaeMoi MHopPMaLK, ONLMOHaA/TbHBbI
napamerp:

+ vrf <VRF> - nmsa aksemnnsipa VRF, 3apaetcs ctpokoit ao 31 cumona. MNpu ykazaHun AaHHOro
napameTpa 6yaet ounwieHa IPvé Neighbor Discovery Tabnumua B ykazaHHom VREF;

+ <IF> - nms nHTepdeiica ycTpoiicTea, 3agaéTcs B BUAe, ONUCaHHOM B pasgene Tunbl 1 nopsgok
NMEeHOBaHNA NHTepPEecoB MapLLpyTU3aTopa;

+ ipv6-address <IPV6-ADDR> — yka3biBaeTcs IPv6-agpec, N0 KOTOpOMY BeAeTCsi NOUCK, 3a4aETCA B BUAE
X:X:X:X:X, rae kaxaas 4acTb NPUHUMAET 3HaUYeHus B LiecTHaauatepudHom dpopmare [0..FFFF];

* mac-address <ADDR> — MAC-agpec, no KoTopoMy BeAeTcsi nonck, 3agaétca B Buge XX: XX XX:XX:XX:XX,
rae Kaxaas 4acTb npuHUMaeT 3HaueHus [00..FF].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep

esr# clear ipv6 neighbors

clear mac address-table

KomaHga ucnonb3yetcs Ana yaaneHus MHopmauum o6 nsyyeHHsix MAC-agpecax.

CuHTakcuc

clear mac address-table [ { dynamic | static } ] [ { interface { <IF> | host-port <U/S/
P> } | bridge <BRIDGE-ID> | tunnel { gre | softgre } <ID> | vlan <VLAN-ID> }
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MapameTpbl

<IF> — nma nHTepdpeiica ycTpoiicTBa, 3a4aéTca B BUAE, ONMCAHHOM B pasaene Turbl 1 Nopsaok MeHoBaHNA
MHTepdheiicoB MapLLpyTM3aTopa;

<U/S/P> - toHuT (1), cnot (0) n HoMep nHTepdpelica NakeTHOro NPOLLECCopa;

<BRIDGE-ID> — ngeHTncmKaumoHHbIn HOMeEpP MOCTa, 3a4aeTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiok
MMEHOBaHNS MHTepP(encoB MapLLpyTM3aTopa;

<ID> — npgeHTndukarop TyHHens;

<VLAN-ID> — Homep vlan. Bo3amoxHO 3afaHue cnucka vlan uepes cumson "," 6e3 npobesnos, guana3oHa vlan

yepes cMMBON "-" N/ KOMBMHALMK CNINCKOB U AMana30oHOoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
ROOT

Mpumep

esr# clear mac address-table

ip arp
[aHHoi KomaHaoW fobaBnseTca crtatmyeckas 3annck B ARP-Tabnuuy.

icnonb3oBaHme oTpuuaTesibHoli (POpMbl KOMaHAbl (N0) yaasnseT cTaTuyeckyto 3anncb u3 ARP-tTa6nmupbl.

CunHTakcuc
ip arp [ vrf <VRF> ] <IP> <MAC> { <IF> | <TUN> }
no ip arp [ vrf <VRF> ] <IP>

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaetcsa cTpokoii 4o 31 cumBona;

<IP> - IP-agpec ctatnyeckoli 3anucu, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxaas yacTb NpyHUMaeT
3HauveHus [0..255];

<MAC> - MAC-agpec knneHTa, KoTopomy 6yaeT BblgaH IPv6-agpec, 3agaétcs B Buge XX XX XX XX XX:XX, rae
Kavkas yacTb npuHUMaeT 3HadeHus [00..FF];

<IF> - uma nHTepdielica ycTpoincTea, 3a4a€Tca B BUAE, ONUCAHHOM B pasgesie Tunbl 1 NopsaaoK MeHOBaH A
NHTEepPelicoB MapLLpyTU3aTopa,;

<TUN> — nmsi TYHHens ycTpoiicTBa, 3a4aETcA B BUAE, ONMCAHHOM B pasgesie Turbl v NopsfoK MMEHOBAHNSA
TYHHENel mapLupyTusaropa.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config-if-gi)# ip arp 192.168.54.22 a8:f9:4b:ab:2e:d0 bridge 3

ip arp reachable-time
[aHHol KomaHZOoI ycTaHaB/IMBaeTCs BpeMs Xn3Hn 3anvcy B ARP-Tabnuue.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) yCTaHaBMBAET 3HAYEHNE napameTpa arp reachable-
time no ymonyaHuo.

CuHTakcuc
ip arp reachable-time <TIME>

no ip arp reachable-time

MapameTpbl

< TIME > — BpemMs xu3Hu guHamundeckux MAC-agpecos, B MuanncekyHgax. jonyctmmble 3HadeHus ot 5000 go
100000000 munnucekyHa. PeanbHoe Bpemsi 06HOBNeHMs 3anuncy Bapbupyetcs ot [0,5;1,5]*< TIME >.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

3HauyeHue No ymosi4aHuio
160000

KomaHAHbI1 pexum
CONFIG

CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-BRIDGE
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Mpumep

esr(config-if-gi)# ip arp reachable-time 6000

ipv6 nd
[aHHol KomaHaon fobaBnseTca ctatmyeckas 3anncb B ND-Tabnumuy.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaanseT cratuyeckyto 3anick 13 ND-Tabnuubl.

CuHTakcuc
ipve nd [ vrf <VRF> ] <IPV6> <MAC> {<IF> | <TUN>}
no ipve nd [ vrf <VRF> ] <IP>

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaetcsa cTpokoii 4o 31 cumBona;

<IPV6-ADDR> - yka3biBaeTca IPv6-agpec, 3agaétca B suge X:X:X:X::X, rae kaxgaa 4actb NpMHMMaeT 3HavyeHus
B LWecTHaguarepmyHom chopmare [0..FFFF];

<MAC> - MAC-agpec kneHTa, KoTopomy 6yaeT BbigaH IPv6-agpec, 3agaétcs B Buge XX XX XX XX XX:XX, rae
Kavkas yacTb npuHUMaeT 3HadeHus [00..FF];

<IF> - uma nHTepdielica ycTpoincTea, 3a4a€Tca B BUAE, ONUCAHHOM B pasgesie Tunbl 1 NopsaaoK MeHOBaH A
NHTEepPelicoB MapLLpyTU3aTopa;

<TUN> — umsi TyHHeNs ycTpoiicTBa, 3a4aETcA B BUAE, ONMCAHHOM B pasgesie Turbl v NopsfoK MMEHOBAHNSA
TYHHENel mapLupyTusaropa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config-if-gi)# ip arp 192.168.54.22 a8:f9:4b:ab:2e:d0 bridge 3

ipv6 nd reachable-time

[JlaHHOli KOMaHAOo ycTaHaBMBAETCA BPEMS, B TEYEHNE KOTOPOTO yAasieHHbIi y3en IPv6 cunTaeTcst 4OCTYNHbIM
npu OTCYTCTBUW aKTUBHOCTM y3/a.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) ycTaHaBMBAET 3HaYeHne napameTpa nd reachable-
time no ymonyaHuo.
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CuHTakcuc
ipv6 nd reachable-time <TIME>

no ipv6e nd arp reachable-time

MapameTpbl

<TIME> — BpeMs Xu3Hu 3anucun 06 yaganeHHom y3ne IPv6 B Tabnuue ND npoTokona, B MUAMIMCEKYHOAX.
Jonyctnmble 3HaveHus ot 5000 go 100000000 munnucekyHa. PeanbHoe BpeMsi 0GHOB/IEHNS 3anmcu
Bapbupyetcsa ot [0,5;1,5]*< TIME >.

3Ha4yeHue no ymonyaHuio
30000

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG

CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config-if-gi)# ipv6 nd reachable-time 27000

mac address-table aging-time
KomaHZoi ycTaHaB/ImMBaeTCs BpeMsl Xu3Hu auHamudecknx MAC-agpecos B forwarding-tabnuue.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) ycTaHaBMBAET 3HaYeHUe «aging time» no
YMO/THaHWI0.

CuHTakcuc
mac address-table aging-time <AGING TIME>

[no] mac address-table aging time
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MapameTpbl
<AGING TIME> - Bpems Xun3Hn guHamuyeckux MAC-agpecos, B cekyHaax. [lonycTuMble 3HaUYEHUS:

+ ESR-1000/1200/1500/1511/1700 - o1 10 no 630 cekyHA. MNpu 3Ha4eHun O TalimMep BbIK/THOYEH.
+ ESR-10/12V/12VF/14VF/20/21/100/200 — ot 20 fo 630 cekyHA,

3HauyeHue No ymosiuaHuio
300

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# mac address-table aging-time 30

mac address-table save-secure-freq

& B Tekylleli Bepcun gaHHasi KoMaHa noaAepXxmnsaeTcst ToNbKo Ha MapLupytusatopax ESR-1000.

[laHHOI KOMaH/10¥i ycTaHAB/IMBAETCS YAaCTOTa COXPaHEHUS CNMCKa cTaTnyeckux (secure) MAC-aapecos.

Vicnonb3oBaHue oTpuLaTeNbHON DOPMbl KOMaH bl (N0) ycTaHABNMBAET 3HadYeHne «mac address-table save-
secure-freg» No ymonuaxuio.

CuHTakcuc
mac address-table save-secure-freq <SAVE-SECURE-FREQ>

[no] mac address-table save-secure-freq

MapameTpbl

<SAVE-SECURE-FREQ> — yacToTa coxpaHeHus cnucka ctatuyeckmx (secure) MAC-aapecoB, NpuHUMaeT
3HaveHue [600..86400] cekyHA,

3HayeHue No ymosiMaHuio

1200 cekyHA

Heo6xoauMbIii ypoBeHb NpuBUierui
15
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KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# mac address-table save-secure-freq 650

port-security max

& B Tekyuleii Bepcun MO gaHHbIl hyHKUMOHAN NOAAePXMBAETCS TO/TLKO Ha MapLupyTusatope ESR-1000.

[ aHHOi KOMaH10Vi ycTaHaB/IMBAETCS MakCMMasibHoe KonimuecTBo MAC-aapecoB, paspelleHHbIX Ans
3arnomMuHaHvs Ha nopTy.

Micnonb3oBaHue oTpuLaTesibHoli (DOPMbI KOMaH bl (N0) OTK/OYAET «port-security».

CuHTakcuc
port-security max <MAX>

no port-security max

MapameTpbl

<MAX> - makcmasnibHoe konnyectso MAC-agpecos, KOTopoe 6yaeT 3anoMuUHaTLCA NOPTOM, NPUHUMAaET
3HayeHus [1..1024].

HeoGxoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr(config-if-gi)# port-security max 1

port-security mode

& B Tekyweii Bepcum MO gaHHbI oyHKLMOHAN NOAAEPXUBAETCA TONbKO HA MaplpyTusatope ESR-1000.

[JaHHas koMaHza No3BOJISIET HACTPOUTb PEXUM «port-security».

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaH/bl (NO) OTK/OYAET PEXUM 6E30MaCHOCTY.
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CuHTakcuc
port-security mode [<OPTIONS>]

no port-security mode

MapameTpbl
<OPTIONS> — napameTpbl KOMaHAbl AN Bbibopa pexnma port-security:
limited — Nnpu BKIHOYEHNM [AHHOTO pexunma:

* C nopra ygansawTtcsa Bce BblydeHHble MAC-agpeca;

* KO/IMYEeCTBO afpecoB, KOTOPOEe CHOBA MOXET 3aNOMHUTL NMOPT, OrpaHNYNBaETCs TeKyLLen
KOHpurypauuei;

+ MAC-agpeca He COXpaHATCAa Mexay annaparHbiMU nepesarpyskamu;

+ Bpems xpaHeHust MAC-aapecoB 3aBUCUT OT BPEMEHM XM3HN anHamundeckux MAC-aapecos B forwarding-
Tabnuue.

lock — Npy BKAKOYEHWUN AAHHOTO PeXMMA:

* Ha NopTy COXpaHATCA BCe BblyyeHHble MAC-agpeca;

* MOPT He 3anoMnHaeT HOBble afpeca,;

+ MAC-agpeca coxpaHsarTcsa Mexay annapaTrHbiMy nepesarpyskamu,

+ Bpems xpaHeHnst MAC-aapecoB 3aBUCUT OT BPEMEHM XM3HN anHamundeckux MAC-aapecos B forwarding-
Tabnuue.

secure-delete-on-reset — npun BK/IKOYEHUN AaHHOIO pexxnmMma:

* C nopra yganawTtcsa Bce BblydeHHble MAC-agpeca;

* KO/IMYEeCTBO apecoB, KOTOPOEe CHOBa MOXET 3aNOMHUTL NOPT OrPaHUyYnNBaETCH TekyLuen
KOHpurypauuei;

+ MAC-agpeca He COXpaHATCAa Mexay annaparHbiMu nepesarpyskamu;

* BpeMs xpaHeHna MAC-agpecoB He 3aBUCUT OT BPeEMEHW X13HU agnHammnyecknx MAC-agpecos B
forwarding-Tabnuue.

secure-permanent — npu BK/OYEHUU OAaHHOIO pexuma:

* C nopra yganawTtcsa Bce BblydeHHble MAC-agpeca;

* KO/IMYEeCTBO afpecoB, KOTOPOE CHOBA MOXET 3aNOMHUTL NMOPT, OrpaHNYNBaEeTCs TeKyLLen
KOHpurypauuei;

+ MAC-agpeca coxpaHsarTcsa Mexay annaparHbiMy nepesarpyskamu,

* BpeMs xpaHeHna MAC-agpecoB He 3aBUCUT OT BPeEMEHW X13HW aguHammnyecknx MAC-agpecos B
forwarding-Tabnuue.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE
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Mpumep

esr(config-if-gi)# port-security mode secure-delete-on-reset
esr(config-if-gi)# port-security mode secure-permanent

port-security unknown-sa-action

& B Tekyweii Bepcum MO gaHHbI oyHKLMOHAN NOAAEPXUBAETCA TONbKO HA MaplipyTusatope ESR-1000.

KomaHaown ycTaHaBnnBaeTcs 3anpeT Ha nepegadvy naketoB ¢ HemdBecTHbIMM MAC-agpecamu.

Mcnonb3oBaHue oTpuLaTenbHoW hopMbl KOMaH bl (N0) paspellaeT nepegady NakeToB ¢ HeM3BecTHbIMU MAC-
agpecamu.

CunHTakcuc
port-security unknown-sa-action discard

no port-security unknown-sa-action

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE

Mpumep

esr(config-if-gi)# port-security unknown-sa-action discard

show arp

KomaHga ncnonbsyetcs ans npocmoTtpa ARP-Tabnuupl.

CuHTakcuc

show arp [<OPTIONS>]

MapameTpbl

<options> — napameTpbl KOMaHAb! AN AeTanu3auum 3anpalimBaemoi nHopmaLlum, onuuoHasIbHbI
napamertp:

+ vrf <VRF> — nmsa aksemnnsipa VRF, 3agaetcs ctpokoit ao 31 cumona. MNpu ykazaHun AaHHOro
napameTpa byget otobpaxeHa ARP-tabnvua B ykazaHHoM VRF;
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+ <IF> - HaumeHOBaH1e CUCTEMHOrO UHTepdenca nam cnnucka nHTepdeincos, 3agaéTtcs B Buae,
onvcaHHOM B pasgerne Turbl 1 NOpPaL0K MMEeHOBaHMA NHTepheicoB mapLupyTnsaropa. OTobpaxaeTcs
TO/IbKO MHpopMaLums No yka3aHHbIM UHTepdelicam;

+ <TUN> — HanmeHOBaHuS TYHHesen, 3a4atTcsa B BUAE, ONUCAHHOM B pasaene Turbl 1 Nnopsaok
MMEHOBaHNS TYHHENen mapLupytusaropa.

+ mac-address <MAC> — MAC-agpec, No KOTOPOMYy BefeTcs NouckK, 3aaaétcs B Buage XX: XX XX:XX:XX:XX,
rae Kaxkgas 4yacTb npuHuMaet 3Hadenust [00..FF];

+ ip-address <ADDR> - IP-agpec, no koTopoMy Begetcs nouck, 3agaétca B suge AAA.BBB.CCC.DDD, rae
Kakgasi YacTb NpuHUMaeT 3HadeHusi [0..255].

Heob6xoauMbIii ypoBeHb NpuBUIeruin
1

KomaHAHbIi pexum
ROOT

Mpumep

esr# show arp

Interface IP address MAC address State Age (min)
bridge 1 192.168.1.1 a8:f9:4b:aa:00:40 -= -=
gil/0/5 10.255.100.1 d8:50:e6:d2:f0:46 reachable 2
gil/0/5 10.255.100.5 a8:f9:4b:aa:00:45 - -

show arp configuration

KomaHga ncnonb3yetcs A5 NPOCMOTPa 3HaUYEeHWH BpEMEHU XU3HK 3anuceii B ARP-Tabnuue.

CuHTakcuc

show arp configuration <IF>

MapameTpbl

<IF> — HaMMeHOBaHWSA CUCTEMHbIX MHTEPDEIICOB, 3a4al0TCS B BUAE, ONMCAHHOM B pasgene Turbi 1 Nopsifiok
VIMEHOBaHUS MHTEPEICOB MapLLPYTU3aTOPa;

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep

esr# sh arp configuration gigabitethernet 1/0/1-5
Globally configured ARP reachable time is 6000 msec

Interface ARP reachable time, msec
gil/o/1 6000
gil/o/2 6000
gil/o/3 6000
gil/o/4 6000
gil/o/4 6000

show ipv6 neighbors

KomaHga ncnonbsyetcsa gna npocmotpa IPve Neighbor Discovery Tabnuubl.

CuHTakcuc
show ipv6 neighbors [<OPTIONS>]

MapameTpbl

<OPTIONS> - napameTpbl KOMaHAb! ANA AeTaM3auum 3anpallvBaeMoi MHHopPMaLuK, ONLMOHaA/TbHBbI
napamerp:

+ vrf <VRF> - nmsa aksemnnsipa VRF, 3apaetcs ctpokoit ao 31 cumona. MNpu ykazaHun AaHHOro
napameTpa 6yaet otobpaxeHa IPv6 Neighbor Discovery Tabnuua B ykazaHHom VRF;

+ <IF> - HaumeHOBaH1e CUCTEMHOrO UHTepdenca nam cnnucka nHTepdeincos, 3agaéTca B Buae,
onucaHHOM B pasgerie Tunbl 1 Nopsaok MMeHoBaHUsA nHTepdpericos mapLupytnsaropa. OTobpaxaercs
TO/IbKO MHpopMaLuus No ykasaHHbIM UHTepdelicam;

* mac-address <MAC> - yka3biBaeTcs MAC-azpec, Mo KOTOpOMY BefeTcs NouCK, 3a4a€TCA B BUae
XXXXXXXXXX:XX, roe kaxaas yacTb npuHMMaeT 3HadeHus [00..FF];

+ ipv6-address <IPV6-ADDR> — yka3biBaeTcs IPv6-agpec, N0 KOTOpOMY BeAeTCsi NOUCK, 3a4aETCA B BUAE
X:X:X:X:X, rae kaxaas 4yacTb NPUHUMAET 3HaUeHus B LecTHaguatepuyHom dpopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT
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Mpumep

esr# show 1ipvée neighbors

Interface IPv6 address MAC address State Age (min)
gil/0/5 fcoo::1 d8:50:e6:d2:f0:46 reachable 1
gil/0/5 fco0::2 a8:f9:4b:aa:00:45 -- --
bridge 1 fe80::aaf9:4bff:feaa:40 a8:f9:4b:aa:00:40 -- --
bridge 2 fe80::aaf9:4bff:feaa:40 a8:f9:4b:aa:00:40 -- --
gil/0/5 fe80::aaf9:4bff:feaa:45 a8:f9:4b:aa:00:45 -- --
gil/0/5 ffe2::16 33:33:00:00:00:16 norarp --
gil/0/5 ffo2::fb 33:33:00:00:00:fb norarp --
gil/0/5 ffe2::1:ffoo:1 33:33:ff:00:00:01 norarp --
gil/0/5 ffe2::1:ffo0:2 33:33:ff:00:00:02 norarp --

show ipv6 neighbors configuration

KomaHga ncnonb3yeTcs A5 NPOCMOTPA 3HAYEHWI BPDEMEHN XWU3HM 3anmcu 06 yaaneHHoM y3ne B Tabnuue ND
npoTokona.

CuHTakcuc

show 1ipv6 neighbors configuration <IF>

MapameTpbl

<IF> — HaMMeHOBaHWA CUCTEMHbIX MHTEP(EICOB, 3a4at0TCs B BUAE, ONUCAHHOM B pasgene Turbl 1 Nopsiok
MMEHOBaHUS HTEPIENCOB MapLIpyTH3aTopa.

Heob6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum
ROOT

Mpumep

esr# sh 1ipvée neighbors configuration tengigabitethernet 1/0/1-2
Globally configured NDP reachable time is 30000 msec

Interface ND reachable time, msec
tel/0/1 30000
tel/0/2 30000

show mac address-table

KomaHga ncnonb3yetcs Ans npocmMoTpa nHdopmaumm, Haxogsuwencsa B Tabnunue MAC-agpecos.
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CuHTakcuc

show

mac address-table [ { count { bridge <BRIDGE-ID> | 12vpn p2p <P2P-NAME> } | { static

| dynamic} { bridge <BRIDGE-ID> | 12vpn p2p <P2P-NAME> | dinterface { <IF> | host-port <U/

S/P>

} | tunnel { gre | softgre } <ID> | vlan <VLAN-ID> | mac <MAC-ADDR> <MAC-MASK> } } ]

MapameTpbl

count — npocmoTp KonnyecTsa 3anucei B Tabnunue MAC-agpecos. Cnncok MAC-agpecoB He
oTobpaxaeTcs;

static — npocmoTp 3anuceii B Tabnuue MAC-aapecoB BHECEHHbIX U3 KOHUrypauum mapLupytmsaropa;
dynamic — npocmoTp 3anuceli B Tabnmue MAC-agpecoB BHECEHHbIX B npouecce n3yvyeHns MAC-
a/Z\pecos;

<BRIDGE-ID> — ngeHTnmkaumnoHHbIi HOMep MOCTa, 3aJaeTcs B BUAE, ONMCaHHOM B pasaene Turbl 1
NOPSIA0K MMEHOBAHMSA UHTEPENCOB MapLIPyTM3aTopa;

<P2P-NAME> — nms cyulecTByIOLLIEro p2p cepsuca, 3aaeTcs cTpokoin o 31 cumBona;

<IF> — nma nHTepdelica ycTpoircTea, 3a4aéTca B BUAE, ONMCaHHOM B pasgene Turbl v Nopsiiok
NMEHOBaHNA NHTEPECoB MapLLPYTN3aTopa;

<HOST-U/S/P> — nHTepdeiic nakeTHoro npoueccopa. YkasbiBaetcs B Buge oHuT (1), cnot (0) n Homep
NHTEepdeca NnakeTHOro npoLeccopa;

<ID> — ngeHTndmKaTop TyHHenNs, 3a4aéTca B BUAE, ONMCAHHOM B pasgersie Turbl 1 Nopsfok MMeHoBaH s
TYHHesen mapLipyTnsaropa;

<VLAN-ID> — Homep vlan. Bo3amoxHO 3agaHune cnvcka vlan yepes cumson '," 6e3 npo6enos, gnanasoHa
vlan yepes cumon "-" n/nnam KOMGMHaUMM CNUCKOB ¥ AMaNa3oHOB;

<MAC-ADDR> — MAC-agpec, no KoTopoMy BefeTcs nouck, 3agaétca B suge XX: XX XX:XX:XX:XX, rae
Kavkaas yacTb npuHuMaet 3HadeHus [00..FF];

[MAC-MASK] — macka MAC-agpeca, onuuoHasbHbIi napameTp, 3aaaeTca B Buae XX:XX:XX:XX:XX:XX,
rae Kaxaas 4actb npuHumaeT 3HaueHus [00..FF]. BuTbl Mmacku, yctaHoB/ieHHble B 0, 3aaat0T 6UThl MAC-
ajpeca, UCK/loHaemble U3 cpaBHEHUS npu noncke. 3HavyeHne mackm no ymondanuto FF.FF:FF:FF.FF.FF.

Heo6xoauMbIii ypoBeHb NpuBUerui

10

KomMaHAHbIV peXxum

ROOT

Mpumep

esr# show mac address-table

VID

100

MAC Address Interface Type

a8:f9:4b:aa:44:bb host-port 1/0/2 Dynamic
a8:f9:4b:aa:44:bb host-port 1/0/2 Dynamic
a8:f9:4b:aa:44:bb host-port 1/0/2 Dynamic

3 valid mac entries
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17 HacTtpoika VRF

+ description

* ip source-vrf

* ipvrf

« ip vrf forwarding
+ show ip vrf

description
JaHHaa komaHga ncnosnb3yercs A/ Ha3HavYeHUs onucaHus KoHdurypupyemomy aksemnspy VRF.

Vicnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yAaNseT yCcTaHOB/IEHHOE ONCaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucanwue ak3emnnspa VRF, 3agaétcs cTpokoin go 255 cMMB0oNOB.

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-VRF

Mpumep
esr(config-vrf)# description "VRF1"

ip source-vrf
[aHHOoI KomaHAoM OCYyLLEeCTBNAETCA NepeBo cuctemsl konnposaHus no TFTP, SCP, FTP, SFTP B VRF.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHAbl (NO) CUCTEMbI KOMMPOBAHUSI B CTaHAAPTHbIV PeXMM.

CuHTakcuc
ip { tftp | ftp | ssh | sftp | http } source-vrf <VRF>
no ip { tftp | ftp | ssh | sftp | http } source-vrf

MapameTpbl
<VRF> - nmsa VRF, 3apaetcsa cTpokoii fo 31 cumBona.
tftp — konnpoBaHue no npotokony TFTP;

ftp — konuposaHue no npotokony FTP;
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ssh — konvposaHue no npotokony SCP;
sftp — konmpoBaHue no npotokony SFTP;

http — konuposaHue no npotokony HTTP.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# ip tftp source-vrf vrfl

ip vrf

[aHHoli KomaHzoi B cucteme co3gaetcs ak3emnnsap VRF 1 ocylecTBiseTcs nepexos B peXXvM HacTpOKu
napameTpos 3k3emnnapa VRF.

icnonb3oBaHue oTpuuaTesnibHoi qhopMbl KoMaHabl (No) yaanset aksemnnsp VRF n3 cuctems.

CuHTakcuc

[no] 1dip vrf <VRF>
no ip vrf all

MapameTpbl

<VRF> — nms sksemnnspa VRF, 3agaetcsa cTpokoi ao 31 cumeona.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ip vrf VRF1
esr(config-vrf)#

ip vrf forwarding

[JaHHoi komaHaon 3aaéTtca nma aksemnnaspa VRF, B KoTopom 6yayT NCNo/b30BaThCs YKka3aHHble CeTeBOM
NHTepdieiic, MOCT, 30Ha 6e30nacHoCTK, cepBep AnHammnyeckoit astopusaumn (DAS) nnu rpynna npasun NAT.
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icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yAaIAeT NpuBsI3Ky CETEBOTO MHTepAIelica, MOCTa, 30HbI
6e3onacHocT nnu rpynnel npasun NAT k aksemnnsapy VRF.

CuHTakcuc
ip vrf forwarding <VRF>

no ip vrf forwarding

MapameTpbl

<VRF> — ums VRF, 3agaetcs cTpokoii o 31 cumBona.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-CELLULAR-MODEM
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-VTI
CONFIG-GRE
CONFIG-LT
CONFIG-SUBTUNNEL
CONFIG-ZONE
CONFIG-DNAT-RULESET
CONFIG-SNAT-RULESET
CONFIG-DAS-SERVER
CONFIG-SNMP-USER
CONFIG-SNMP-VIEW
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-OPENVPN
CONFIG-IPSEC-VPN
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Mpumep

esr(config-snat-ruleset)# 1ip vrf forwarding VRF1

show ip vrf

KomaHga ncnonb3yetcs Ans npocMoTpa uHdpopmMaLmMm 0 CyLecTBylowmx B cucteme aksemnnsapax VRF.

CuHTakcuc
show ip vrf [ <VRF>]

MapameTpbl

<VRF> - ums VRF, 3agaetcs cTpokoit go 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep

esr# show ip vrf

Name Interfaces
VRF1 gi1/o/8
VRF2 gi1/0/10.22
test gil/0/2
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18 HacTtpoiika IP-agpecaunn

* ip address

* ip redirects

* ip route source-route
* ip unnumbered

* ip unreachables

» show ip interfaces

ip address

[aHHol KomaHaon co3gaétcs IP-uHTepdeinc n gobasnsattes IP-agpec n macka nogcetu ans
KOHdhUrypupyemoro nHtepdeiica (dhmanyeckoro nHTepdpeiica, rpynnbl arperaummy KaHanoB, TYHHENs Uan
CeTeBOoro MocTa).

Mcnonb3oBaHue oTpuLaTenbHoi hopMbl KoMaH bl (No) yaanseT IP-agpec ¢ nHtepdoeiica. Mpu yganeHnm
nocnegHero agpeca IP-uHTepgeinc yHuutoxaeTcs.

& Tpu co3pgaHum IP-nHTepdeiica crucTema pesepBupyeT HanbosbLunii HesaHsTbili VLAN ID, koTopblit
OyAeT MCnonb3oBaTbCA BHYTPU cucteMbl. 18 kaxkaoro IP-nHTepdpeiica Ha Ethernet-nopty
pesepsupyetcsa VLAN. Ecnn VLAN yxe 6b11 3ape3epBupoBaH a5 IPve-uHtepdeiica, To ans IP-
nHtepdeiica VLAN pesepBrpoBatbcs He Byaer.

MoxHo 3ape3epsuposatb VLAN ID ana BHyTpeHHero Ucnosib30BaHns BHO C NOMOLLLIO KOMaHAbI ip
internal-usage vlan <VLAN_ID>.

CuHTakcuc
ip address <ADDR/LEN>
no ip address { <ADDR/LEN> | all }

MapameTpbl

<ADDR/LEN> - IP-agpec 1 annHa macku nogcetu, 3agaétcsa B suae AAA.BBB.CCC.DDD/EE, rage kaxaas yactb
AAA - DDD npuHumaet 3HadeHus [0..255] n EE npuHumMaeT 3HaueHus [1..32]. MOXHO yKa3aTb HECKO/IbKO
IP-agpecoB nepeuncieHneM yepes 3anaTyto. MoXeT 6bITb HasHaueHo A0 8 IP-agpecos (Bkitovas IPv6-agpeca)
Ha nHTepdeiic. MNpu BbINOIHEHUW OTpULATENbHOW (DOPMbI KOMaHAbl CO 3HaYeHneM napameTpa «all» 6yayTt
yaaneHol Bce IP-agpeca;

all - komaHga ypansiet Bce IP-agpeca Ha uHtepdeiice.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
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CONFIG-PORT-CHANNEL
CONFIG-CELLULAR-MODEM
CONFIG-E1
CONFIG-MULTILINK
CONFIG-VTI

CONFIG-GRE
CONFIG-IP4IP4
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-LT

Mpumep

esr(config-if-gi)# ip address 192.168.25.25/24

ip redirects

[aHHOoI KomaHaoW BKNoYaeTcss MexaHnam otrnpasky ICMP coobuieHwnii o cyuectTsoBaHun 6onee
NPUOPUTETHOIO MapLipyTnsaTopa B faHHow IP-ceTn g5 KOHKPETHOro IP-HasHavyeHus.

icnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHbl (NO) OTK/OYAET MexaHn3M oTrnpaBki ICMP-coo6LLEeHWI 0
CyLLecTBOBaHUN 60/1ee NPUOPUTETHOIO MapLUpyTu3aTopa B AaHHO IP-ceTn ans KoHKpeTHoro IP-HasHaveHus.

CuHTakcuc

[no] ip redirects

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

3HayeHue No ymosiMaHuio

Otnpaekn ICMP-coo6LeHNI O CyLLIECTBOBaHUN 60iee NPUOPUTETHOrO MapLupyTu3aTopa B gaHHon IP-ceTn ans
KOHKPeTHOro IP-Ha3HauyeHus BKIoYeHa.

KoMaHAHbIV pexum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
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CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT

Mpumep

esr(config-if-gi)# no ip redirects

ip route source-route
[aHHO KOMaH/10li Ha MapLLpyTU3aTope BK/OUAETCs NoAaepXKa onuum ip source-route.

Vicnonb3oBaHme oTpuuaTesibHoi hopMbl KOMaHbl (N0) NogaepkKa onumn ip source-route oTk/O4aETCS.

CuHTakcuc

[no] ip route source-route

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# ip route source-route

ip unnumbered

[aHHOoI KOmaHAoM BKNOYaeTCs pexum paboTbl MHTepdieica ¢ ucnonb3osaHmem IP-agpeca, Ha3Ha4eHHOTo Ha
APYroi nHtepgoeiic.
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Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAb! (NO) OTKYAET pexuM ip unnumbered.

CuHTakcuc
ip unnumbered { <IF> | <TUN> }

no 1ip unnumbere

MapameTpbl

<IF> — nma nHTepdelica ycTponcTea, 3a4aéTca B BUAE, ONMCaHHOM B pasgene Turbl 1 nopsifok MMeHoBaHn:A
NHTEephelicoB MapLLpyTU3aTopa;

<TUN> — HanmeHOBaHus TyYHHenNew, 3a4at0TCs B BUAE, ONMCAHHOM B pasgesie Turbl 1 NopsafoK MMeHoBaHWs
TYHHesen mapLupyTtusaropa.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK
CONFIG-GRE
CONFIG-IP4IP4

Mpumep

esr(config-el)# ip unnumbered gigabitethernet 1/0/1
esr(config-el)#

ip unreachables
[JaHHoii komaHaoit BKtoyaeTcsi otnpaeka ICMP-NakeToB 0 HEAOCTYMHOCTY KOHEYHOTO aapeca.

icnonb3oBaHue oTpuLaTeNbHO DOPMblI KOMaH bl (N0) OTK/OYAET BO3MOXHOCTL OTnpaeku ICMP-nakeTos o
HeZIOCTYMHOCTM KOHEYHOTo ajpeca.

CuHTakcuc

[no] 1dp unreachables
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

3Ha4yeHue no ymonyaHuio

Otnpaeka ICMP-nakeToB 0 HEAOCTYMHOCTU KOHEYHOro ajpeca BK/toYeHa.

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT

Mpumep

esr(config-if-gi)# no ip unreachables

show ip interfaces

KomaHga ucnonb3yeTcsi 4718 NPOCMOoTpa MHGOPMaLIMK O CYLLECTBYIOLLMX B cucTeMe IP-uHTepdeiicax.

CuHTakcuc

show 1ip interfaces [ { <IF> | <TUN> | vrf <VRF> [ ip-address <ADDR> ] } ]

MapameTpbl

<VRF> - nmsa aksemnnspa VRF, 3agaetca cTpokoii o 31 cumsona. MNpu ykazaHum gaHHoOro napameTpa oyayt
oTobpaxeHsb! IP-nHTepelicbl B ykazaHHoM VRF;

<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD/EE, rae kaxaasi 4acTb NpuUHMMAaET 3HadeHust [0..255].
Mpun yKkazaHuv faHHOro napametpa 6yaet otobpaxeH IP-uHTepdeiic ¢ ykasaHHbIM IP-agpecowm;
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<IF> — HaMMeHOBaHWA CUCTEMHbIX MHTEP(EICOB, 3a4at0TCs B BUAE, ONUCAHHOM B pasgene Turbl 1 Nopsiok
MMEHOBaHUSI HTEPIENCOB MapLIpyTU3aTopa;

<TUN> — HaMMeHOBaHWA TYHHeNeN, 3a4atTcs B B, ONMCAHHOM B pasgene Turbl 1 Nopsok MMEeHOBaHNS
TYHHENel MmapLupyTusaropa.

B KoMaHAe MOXHO yKa3aTb HECKO/IbKO CUCTEMHbBIX MHTEPeicoB. Ecnn He ykasblBaTb UHAEKCHI MHTEPIECOoB,
TO ByAyT oTO6pakeHbl Bece IP-MHTepdeiichl, OTHOCSALMECS K CUCTEMHbIM UHTepdelicam ykazaHHOTo Tuna.

Ecnu B koMaHAe ykasaH onpeaeneHHbli CUCTEMHbI MHTepdIeic, nonyyaroLwmii IP-napameTpbl N0 NPOTOKONY
DHCP, To 6yayT oTo6paxeHbl HacTpoikn DHCP-knneHTa n coctosiHue Tekylleli apeHabl IP-napameTpos.

Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIi pexum
ROOT

Mpumep

esr# show ip interfaces

IP address Interface Type
155.0.0.60/24 brio static
16.0.0.2/24 gil/0/16 DHCP
10.0.0.1/8 gil/0/18 static
180.0.0.1/24 gil/0/18 static
192.168.1.1/24 gil/0/2 static
25.0.0.2/30 gre 25 static
10.1.0.2/24 ip4ip4 10 static
esr# show 1ip interfaces gigabitethernet 1/0/16
IP address Interface Type
16.0.0.2/24 gil/0/16 DHCP

DHCP Client settings:

DHCP Server: N/A

Lease time(dd:hh:mm):
Reboot time:

00:02:00
10 seconds

Retry time: 300 seconds
Timeout: 60 seconds
Select timeout: 0 seconds
Vendor class ID: N/A
Ignore options:
router
Latest lease contents:
Lease time(dd:hh:mm): 00:02:00
DHCP message type: DHCPACK
Renew at: Wednesday2015/02/25 12:22:24 2015/02/25 12:22:24
Rebind at: Wednesday2015/02/25 13:14:09 2015/02/25 13:14:09
Expires at: Wednesday2015/02/25 13:29:09 2015/02/25 13:29:09
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19 HacTtpoiika IPv6-agpecauunm

* ipv6 address

* ipv6 enable

* ipv6 nd managed-config-flag
* ipv6 nd ns-interval

* ipv6 nd other-config-flag
* ipv6 nd prefix

* ipv6 nd ra hop-limit

* ipv6 nd ra lifetime

* ipv6 nd ra max-interval

* ipv6 nd ra min-interval

* ipv6 nd router-preference
* ipv6 redirects

* ipv6 route source-route

* ipv6 unreachables

+ show ipv6 interfaces

ipv6 address

[aHHoli kKomaHaon co3gaétcs IPve-uHtepdeic n gobasnsetcs IPve-agpec n macka noacetu ans
KOHMrypupyemoro nHtepderica: usnmyeckoro nHTepdpeica, rpynnsl arperauuy KaHasoB, TYHHENA Unu
ceTeBOro mMocra.

Vicnonb3oBaHue oTpuuaTenibHoli (hopMbl KOMaHAbl (No) yaanset IPvb-agpec ¢ uHtepdoeiica. Mpu yaanexnm
nocnegHero agpeca IPv6-uHtepdeiic yHmytoxaeTcs.

& Mpu co3pgaHum IPv6-nHTEpdhelica cuctema pesepBupyeT HambobLumnii He3aHsTbI VLAN ID, koTopblii
Oy[eT Ncnonb3oBaTbCs BHYTPU cuctemsbl. na kaxgoro IPve-uHtepdpeiica Ha Ethernet-nopty
pe3sepsupyetcs VLAN. Ecnv VLAN yxe 6b1n 3ape3epsupoBaH ans IP-uHtepdpeiica, To ans IPve6-
nHtepdcpeiica VLAN pesepBupoBarbcs He byaer.

MoxHo 3apesepsuposatb VLAN ID gna BHYTpPEHHEro 1cnosib30BaHna ABHO C NOMOLLbIO KOMaHAb! ip
internal-usage vlan <VLAN_ID>.

CuHTakcuc
ipv6 address <IPV6-ADDR/LEN>
no ipv6é address {<IPV6-ADDR/LEN>|all}

MapameTpbl

<IPV6-ADDR/LEN> - IP-agpec v npedukc noacetw, 3agaérca B suge X:X:X:X::X/EE, rge kaxgas yactb X
MPVYHMMAaET 3HauYeHns B LWecTHaauatepuuyHom dpopmare [0..FFFF] n EE npuHumaet 3HaueHus [1..128]. MoxHo
yKasaTb HeckosibKo IPv6-afpecoB nepeunciieHnem yepes 3anaTyto. MoxeT ObITb HazHavyeHo A0 8 IPv6-
aapecos (Bkntoyas IP-agpeca) Ha nHTepdpeiic. Mpwv BbINOIHEHWUN OTpULLaTENbHO hopMbl KOMaHABI CO
3HayeHnem napameTpa «all» 6yayT yaaneHoi Bce IPv6-agpeca.

Heob6xoauMbIii ypoBeHb NpuBuierui
10
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KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-LT

Mpumep

esr(config-if-gi)# ipv6 address fc00::1/120

ipv6 enable

[aHHoi KomaHaol BKtoYaeTcs nogaepxka IPve Ha uHTepdeiice.

ESR-Series. CnpaBoyHUK komaHz CLI

Vicnonb3oBaHue oTpuLaTeNbHON DOPMbI KOMaHbl (N0) OTKoYaeT noaaepxky IPvé Ha uHTepdeiice.

CuHTakcuc

[no] 1dipv6 enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

Mogaepxka IPv6 oTk/oueHa.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
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CONFIG-LOOPBACK
CONFIG-LT

Mpumep

esr(config-if-gi)# ipv6 enable

ipv6 nd managed-config-flag

[aHHoli komaHgon yctaHaBnmBaeTcst managed-config-flag B8 SLAAC-coo6uieHusx. Vicnonb3oBaHne aHHOro
onara onpegenset nonyyeHune scex IPvé-HacTpoek ot DHCPv6-cepsepa.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAETCA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc

[no] 1dipv6 nd managed-config-flag

MapameTpbl

OtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.

HeoG6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd managed-config-flag
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ipv6 nd ns-interval

[laHHOli KOMaHoIt ycTaHaBNMBAETCA MHTepBasia oTnpasku IPv6-coobuleHnii novncka cocega (neighbor
solicitation) gns wmpokoBeLLaTeNIbHOro JOMEHa.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
ipv6 nd ns-interval <TIME>

no ipvé nd ns-interval

MapameTpbl

<TIME> — uHTepBan OTNpaBKy, ONpeaensieTca B MuacekyHaax [1..172800000].

3HauyeHue No ymosi4aHuio
0

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ns-interval 2000

ipv6 nd other-config-flag

[aHHoli komaHgon yctaHasnmBaetcs other-config-flag B SLAAC-coo6uieHusix. Vicnonb3oBaHne gaHHOro donara
nogpasymeBaeTt npegocrtasrnieHne IPve-npedmkca no npotokony SLAAC, a ocTasibHbIX NapamMeTpoB Mo
npotokosty DHCPv6.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOYAHUIO.

CuHTakcuc

[no] 1dipv6 nd other-config-flag
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MapameTpbl

OtcyTCTBYIOT.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd other-config-flag

ipv6 nd prefix

[aHHoi KomaHaol ycTaHaBnmBaeTcs IPve-npedimke ansa paccbinaembix SLAAC-coobuleHnii ans
LUMPOKOBELLLATEbHOIO AOMEeHa.

Micnonb3oBaHue oTpuLaTenibHoi (DOPMbI KOMaH bl (No).

CuHTakcuc
ipve nd prefix <IPV6-ADDR/LEN> <VLAID-TIME> <PREFER-TIME> [no-autoconfig] [no-onlink]

no ipv6e nd prefix

MapameTpbl

<IPV6-ADDR/LEN> — IP-agpec v npedukc nogcetu, 3agaétca B suge X:X:X:X::X/EE, rae kaxgas yactb X
NPUHUMAET 3HaUeHus B LecTHaguaTepnyHom gopmarte [0..FFFF] u EE npuHumaeTt 3HaueHus [1..128];

<VLAID-TIME> — gonycTvMoe BPEMSI XWU3HW aHOHCA, ONpeaensieTcs B cekyHaax [1..2147483647);
<PREFER-TIME> — npeanoytutenibHoe BPeMSs XW3HM aHOHCa, onpeaensieTcs B cekyHaax [1..2147483647;

[no-autoconfig] — He ucnonb3oBatk Neighbor Discovery ansi ycTaHOBKU BCeX [1eCTBUTENbHbIX NPEeUKCOB Ha
KaHane u3 o06bsiBneHuit maplupyTmsatopa (RA), nonyyeHHbIX Ha MHTepdoelice;
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[no-onlink] — KoHUryprpyeT ykasaHHbIii npedrke Kak He on-link. Mpedmkc 6yaeT 06bsABNEH C YCTaHOBMEHHbIM
L-6utom.

3HauyeHue No ymosi4aHuio
MpedmkKc He yCTaHOB/EH,;
valid time - 0;

preffered time - 0;
no-onlink — He ycTaHOB/NEH,;

no-autoconfig — He ycTaHOB/NEH.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd prefix

ipv6 nd ra hop-limit

[aHHol KomaHaon ycTaHaBnusaetcs napametp hop-limit gna pacceinaembix SLAAC-coobuieHunii gns
LLUMPOKOBELLLATETbHOIO JOMEHa.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
ipv6e nd ra hop-limit <HOP-LIMIT>

no ipvée nd ra hop-limit

MapameTpbl

<HOP-LIMIT> - 3apaeTcs B gnanasoHe [0..255].
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3HauyeHue No ymosi4aHuio
64

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ra hop-limit 128

ipv6 nd ra lifetime

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHoli komaHzo ycTaHaBnmBaeTcs napametp lifetime gns paccbinaembix SLAAC-coo6LieHnin ans

LLHMpoKoBeLlaTtesibHOro AoMeHa.

icnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOYAHUIO.

CuHTakcuc
ipve nd ra lifetime <TIME>

no ipvée nd ra lifetime

MapameTpbl

<TIME> — BpeMs XU3H1 pacchllaeMbIX 06bABNEHNUI MapLUpyTU3aTopa, onpeaensetcs B cekyHaax [0..9000].

3HauyeHue No ymosi4aHuio

He orpaHunyeHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipve nd ra lifetime 120

ipv6 nd ra max-interval

[aHHOV KOMaH/10Vi yCTaHAB/IMBAETCS MaKCMMaslbHbIii MHTEpBan Ans paccbinaembix SLAAC-coobLueHnii ans
LUIVPOKOBELLATE/TbHOTO IOMEHa.

Micnonb3oBaHue oTpuLAaTeNIbHO (DOPMbl KOMaHbl (N0) yCTAHAB/MBAETCSA 3HAYEHME NO YMOMYAHUIO.

CuHTakcuc
ipv6é nd ra max-interval <TIME>

no ipvé nd ra max-interval

MapameTpbl

<TIME> — makcumManbHblii nHTepBan paccblniku SLAAC-coo6LLeHuii, onpeaensietTcs B cekyHaax [4..1800].

3HauyeHue No ymosiuaHuio
600

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
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CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ra max—interval 1200

ipv6 nd ra min-interval

[aHHOoIn KomaHAoW ycTaHaBNMBaeTCA MUHUMasIbHbIV MHTepBas A5 paccbliaeMbix SLAAC-coobweHnii ans
LLUMPOKOBELLLATENBbHOIO JOMEHa.

icnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOYAHUIO.

CuHTakcuc
ipv6 nd ra min-interval <TIME>

no ipvé nd ra min-interval

MapameTpbl

<TIME> — MUHUManbHbI MHTepBan pacchlsiku SLAAC-coo6LLeHWii, onpeaensietcs B cekyHaax [3..1350].

3HauyeHue No ymosi4aHuio
200

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ra min-interval 30
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ipv6 nd router-preference

[JlaHHOli KOMaHAOo ycTaHaBIMBAETCA NPYOPUTETHOCTL MapLLpPyTU3aTopa B NpoLecce Bbibopa MapLupyTa no
YMO/TYaHMIO /151 LUMPOKOBELLATENIbHOTO OMEHA.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOTYAHUIO.

CunHTakcuc
ipv6e nd router-preference <ACTION>

no ipv6 nd router-preference

MapameTpbl
<ACTION> — npvHMMaeT 3Ha4YeHuns:

* low;
* medium;
+ high.

3HauyeHue No ymosi4aHuio

medium

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd router-preference low

ipv6 redirects

[aHHoI KomaHaoW BKNoYaeTcs MexaHnam otrnpasky ICMP coobuieHunii o cylecTBoBaHun 6onee
NPUOPUTETHOIO MapLipyTnsaTopa B gaHHol IPv6-ceTn gns KOHKpeTHOro IPv6-HasHavyeHus.
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icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) OTK/OYAEeT MexaHn3M oTnpaBki ICMP-coo6LLEHWIA 0
CyLecTBOBaHUN 60/1ee NPUOPUTETHOIO MapLUpyTu3aTtopa B AaHHoi IPv6-ceTn anst KOHKpeTHoro IPv6-
Ha3HayeHus.

CuHTakcuc

[no] ipv6 redirects

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

3HauyeHue No ymosi4aHuio

OTtnpasku ICMP-coo6LeHWiA 0 cyLecTBoBaHUN 60/1ee NPUOPUTETHOIO MapLUpyTu3aTtopa B AaHHoi IP-cetn ans
KOHKpPETHOro |IP-Ha3HaueHus BKIOYEHa.

KomaHAHbI pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK

Mpumep

esr(config-if-gi)# no ipv6 redirects

ipv6 route source-route
[aHHol KomaHZOon Ha MapLUpyT13aTope BKIYaeTCa nogaepxka onuum ipvé source-route.

icnonb3oBaHue oTpuLaTesibHOM hopmMbl KOMaHAbI (NO) NoaAepXKa onuum ipvé source-route OTK/IOYAETCS.

CuHTakcuc

[no] ipv6 route source-route

MapameTpbl

OTcyTCTBYIOT.
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3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# ipv6 route source-route

ipv6 unreachables
[aHHoin KomaHaoW BkNovaeTcs otnpaska IPv6 ICMP-nakeToB 0 HeAOCTYNMHOCTM KOHEYHOro agpeca.

icnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaHbl (NO) OTK/OYAET BO3MOXHOCTbL OoTrnpaBku IPv6 ICMP-nakeToB
0 HeJ0CTYMNHOCTN KOHEYHOro ajpeca.

CuHTakcuc

[no] ipv6 unreachables

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

Otnpaska IPv6 ICMP-nakeToB 0 HeLOCTYNHOCTM KOHEYHOIO aZpeca BK/IoUeHa.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK

467



ESR-Series. CnpaBoyHUK komaHz CLI

Mpumep

esr(config-if-gi)# no ipv6 unreachables

show ipv6 interfaces

KomaHga ncnonb3yetcs 415 NpocmMoTpa MHopMaumm 0 CyLecTByoWmX B cucteme IPve-nHTepdpelicax.

CuHTakcuc

show ipv6 interfaces { { <IF> | <TUN> | ipv6-address <IPV6-ADDR> } | vrf <VRF> [ dipvé6-
address <IPV6-ADDR> ] }

MapameTpbl

<VRF> - nms ak3emnnsapa VRF, 3agaetca ctpokoit fo 31 cumeona. Mpu ykazaHun AaHHoro napametpa 6yayT
oTo6paxeHbl IPv6-uHTepdeiickl B ykazaHHoM VREF;

<IF> — HaMMeHOBaHWA CUCTEMHbIX MHTEPEICOB, 3a4at0TCsA B BUAE, ONUCAHHOM B pasgene Turbl 1 Nopsiok
MMEHOBaHUSI UHTEPIENCOB MapLIpyTU3aTopa;

<TUN> — HaMMeHOBaHWA TYHHENeM, 3a4atTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsok MMEeHOBaHNS
TYHHENE MapLUpyTM3aTopa;

<IPV6-ADDR> — IPv6-agpec, 3agaétca B suge X:X:X:X::X/EE, roe kaxgas yactb X NpUHUMAET 3HaYeHUsA B
wecTHaguaTepuuHom dpopmarte [0..FFFF] n EE npuHumaeT 3HaueHus [1..128]. Mpu yka3aHum JaHHOro
napameTpa 6yayT otobpaxeH IPv6-nHTepdelic ¢ ykasaHHbIM IPv6-agpecom.

B KoMaHAe MOXHO yKa3aTb HECKO/IbKO CUCTEMHbBIX MHTEPeicoB. Ecnn He ykasblBaTb UHAEKCHI MHTEPIECOoB,
TO ByAyT oTo6pakeHbl Bce IPV6-HTepieiichl, OTHOCALLMECS K CUCTEMHBIM MHTEPAIeiicam ykasaHHOro Tuna.

Ecnu B kOMaHAe yKa3zaH onpeaeneHHblli CUCTEMHbI MHTepdieiic, nonyyatowmii IPvé napameTpbl N0 NpOTOKOY
DHCP, To 6yayT oTo6paxeHbl HacTpoikn DHCP-knneHTa n coctosiHue Tekyulei apeHabl IPvé-napameTpos.

Heo6xoaumblii ypoBeHb nNpuBUiernii
1

KomaHgHbIi pexum
ROOT
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Mpumep

esr# show ipv6 1interfaces

IPv6 address Interface Type
fc00::2/120 gil/0/5 static
fe80::aaf9:4bff:feaa:45/64 gil/0/5 static
esr# show 1ip interfaces gigabitethernet 1/0/16

IP address Interface Type

16.0.0.2/24 gil/0/16 DHCP

DHCP Client settings:

DHCP Server: N/A

Lease time(dd:hh:mm): 00:02:00

Reboot time: 10 seconds

Retry time: 300 seconds

Timeout: 60 seconds

Select timeout: 0 seconds

Vendor class ID: N/A

Ignore options:

router

Latest lease contents:
Lease time(dd:hh:mm): 00:02:00

DHCP message type: DHCPACK

Renew at: Wednesday2015/02/25 12:22:24 2015/02/25 12:22:24
Rebind at: Wednesday2015/02/25 13:14:09 2015/02/25 13:14:09
Expires at: Wednesday2015/02/25 13:29:09 2015/02/25 13:29:09
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20 YnpasneHue npotunamm

+ address-port pair

+ application

+ category

+ description

+ email

* ip address-range

* ip prefix

* ipv6 address-range

* ipv6 prefix

* mac address

+ object-group address-port
+ object-group application
+ object-group content-filter
+ object-group email

+ object-group mac

+ object-group network

+ object-group service

+ object-group url

* port-range

* regexp

+ show object-group

* url

+ vendor

address-port pair

KomaHga ncnonb3syetcsa ansa 3agaHunsa ceaskum IP-agpecos n TCP/UDP-nopra.

ESR-Series. CnpaBoyHvK kKomaHg, CLI

Vicnonb3oBaHme oTpuuaTesibHoli (DopMbl KOMaH/bl (N0) yAasnseT 3an1ch 13 KOHUIypupyemoro npoduns.

CunHTakcuc
[no] address-port pair < ADRR >:< PORT >

MapameTpbl

<ADDR> - IP-agpec, 3agaétcs B Buge AAA.BBB.CCC.DDD, rae kaxgasi 4acTb npuHuMaeT 3HadeHust [0..255];

<PORT> — HOMep nopTa, NPYHUMaET 3HadveHue [1..65535].

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIi pexum
CONFIG-OBJECT-GROUP-ADDRESS-PORT

Mpumep

esr(config-object-group-address-port)# address-port pair 192.168.1.1:23
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application
[aHHaa komaH4a Ucnosnb3yeTcs 418 yKasaHusa NpUIoKeHWR, nonagatowmx nog Aencrene gaHHoro npoguns.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yaanseT NpuioxXeHne 13 TekyLero npous.

CuHTakcuc
[no] application < APPLICATION >

MapameTpbl

< APPLICATION > — yka3bIBa€eT NpuaoXeHue, nognagaoLiee nog AecTeme gaHHOro npodouns, MoxeT
NPUHMMAaTb 3HAYEHUS:

« afp — Apple Filing Protocol;

+ amazon — Amazon Data Services;

+ amazon-video - Amazon Video Services;

+ amqp — Advanced Message Queuing Protocol;

+ apple — Apple Inc,;

+ apple-icloud — Apple iCloud;

+ apple-itunes — Apple iTunes;

+ apple-push — Apple PUSH notifications;

+ apple-store — Apple Store;

+ applejuice — Applejuice P2P;

+ ajp — Apache JServ Protocol;

+ signal — Signal Protocol;

+ ayiya — Anything In Anything;

+ battlefield — Battlefield;

* bgp — Border Gateway Protocol;

« bittorrent — BitTorrent;

* bjnp — Canon BJNP protocol;

+ cisco-skinny — Cisco Skinny;

+ cisco-vpn — Cisco VPN;

« citrix — Citrix;

+ cloudflare - Cloudflare Inc,;

+ coap — Constrained Application Protocol;

 collectd — Collectd;

+ corba — Common Object Request Broker Architecture;
+ dce-rpc — Distributed Computing Environment / Remote Procedure Calls;
+ deezer — Deezer (music streaming service).;

+ dhcp - Dynamic Host Configuration Protocol;

+ dhcpv6 — IPv6 Dynamic Host Configuration Protocol;
« directconnect — Direct Connect;

+ dns — Domain Name System;

+ dnscrypt — DNSCrypt;

« drda — Distributed Relational Database Architecture;
+ dropbox — Dropbox;

+ ebay — eBay;

+ edonkey - eDonkey;

+ egp — Exterior Gateway Protocol;

- facebook — Facebook;

- facebook-zero — Facebook Zero;

- fasttrack — FastTrack P2P;

« ftp-control - File Transfer Protocol (control connections);
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ftp-data — File Transfer Protocol (data connections);
git — Git (version control system);
github — GitHub, Inc;

gmail — Gmail;

gnutella — Gnutella P2P;

google — Google Inc;

google-maps — Google Maps;
google-drive — Google Drive;
google-docs — Google Docs;
google-plus — Google Plus;
google-services — Google Services;
gre — Generic Routing Encapsulation;
gtp — GPRS Tunneling Protocol;
h323 — H323 Protocol;

half-life2 — Half-Life 2;

imo — IMO Messenger;

hangout-duo — Google Hangout and Duo Messengers;

hotmail — Hotmail;

hotspotshield — Hotspot Shield;

http - HTTP;

http-connect — HTTP tunnel;

http-download — HTTP download data;
http-proxy — HTTP proxy;

https - HTTPS;

iax — IAX;

icecast — Icecast;

icmp — ICMP;

icmpv6 — ICMP IPv6;

iflix — iflix services;

igmp — IGMP;

imap — IMAP;

imaps — IMAP over TLS/SSL;

instagram — Instagram;

ip-in-ip — IP in IP;

ipp — Internet Printing Protocol;

ipsec — IPsec;

irc — Internet Relay Chat;

kakaotalk — KakaoTalk;

kakaotalk-voice — KakaoTalk voice;
kaspersky-lab — Kaspersky Laboratory;
kaspersky-update — Kaspersky Anti-Virus Update;
kerberos — Kerberos;

lastfm — LastFM;

Idap — Lightweight Directory Access Protocol;
[lImnr = Link-local Multicast Name Resolution;
linkedin — Linkedin;

lotusnotes — Lotus Notes;

mdns — Multicast DNS;

messenger — Messenger;

megaco — Megaco;

mgcp — Media Gateway Control Protocol;
microsoft — Microsoft services;

mining — Mining protocols;

mpeg-ts - MPEG-TS;

mqtt — Message Queue Telemetry Transport;

ESR-Series. CnpaBoyHUK komaHz CLI
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msn — MSN;

ms-netlogon — Microsoft Netlogon;

ms-onedrive — Microsoft OneDrive;

ms-sms — Microsoft System Management Server;
mssql-tds — Tabular Data Stream;

mysql — MySQL,;

netbios — NetBIOS;

netflix — Netflix;

netflow — Netflow;

nest-log-sink — Nest Log Sink Protocol;

nfs — Network File System;

noe — New Office Environment protocol;

ntp — Network Time Protocol;

office365 — Office365;

ookla — Ookla services;

opendns — OpenDNS;

openft — OpenFT P2P;

openvpn — OpenVPN;

oracle — Oracle Database;

oscar — OSCAR;

ospf — Open Shortest Path First;
pando-media-booster — Pando Media Booster;
pandora — Pandora Radio;

pcanywhere — PcAnywhere;

playstore — Google Playstore;

pop — Post Office Protocol;

pops — Post Office Protocol over TLS/SSL;
postgresql — PostgreSQL;

pptp — Point-to-Point Tunneling Protocol;

quic — QUIC;

radius — Remote Authentication in Dial-In User Service;
rdp — Remote Desktop Protocol;

redis — Remote dictionary server;

rsync — Remote Synchronization;

rtcp — Real-Time Transport Control Protocol;
rtmp — Real Time Messaging Protocol;

rtp — Real-time Transport Protocol;

rtp-audio — Real-time Transport Protocol audio content;
rtp-dynamic — Real-time Transport Protocol dynamic content;
rtp-video — Real-time Transport Protocol video content;
rtsp — Real time streaming protocol;

sctp — Stream Control Transmission Protocol;
sflow — sFlow;

shoutcast — SHOUTcast;

sip — Session Initiation Protocol;

skype — Skype;

smb — Server Message Block;

smbv23 — Server Message Block Version 23;
smpp — Short Message Peer-to-Peer;

smtp — Simple Mail Transfer Protocol;

smtps — Simple Mail Transfer Protocol over TLS/SSL;
snmp — Simple Network Management Protocol;
socks — SOCKS Protocol;

soulseek — Soulseek P2P;

soundcloud — Soundcloud;

ESR-Series. CnpaBoyHUK komaHz CLI
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ssdp — Simple Service Discovery Protocol;
ssh — Secured Shell;

starcraft — StarCraft;

stealthnet — StealthNet P2P;

steam — Steam;

stun — Session Traversal Utilities for NAT;
syslog — System Logging Utility;category
teamspeak — TeamSpeak;

teamviewer — TeamViewer;

telegram — Telegram;

telnet — Teletype network;

teredo - Teredo tunneling;

tftp — Trivial File Transfer Protocol;

tor — The Onion Router;

tls — Transport Layer Security Protocol;
twitch — Twitch;

twitter — Twitter;

unencrypted-jabber — Unencrypted Jabber;
viber - Viber;

vmware-vsphere - VMWare vSphere;

vnc — Virtual Network Computing;

vrrp — Virtual Router Redundancy Protocol;
warcraft3 — Warcraft 3;

wechat — WeChat;

whatsapp — WhatsApp;

whatsapp-call — WhatsApp call;
whatsapp-files — WhatsApp file;
whois-das — Whois/DAS;

wikipedia — Wikipedia;

windows-update — Windows update services;
world-of-warcraft — World of Warcraft;
xbox — Xbox services;

xdmcp - X Display Manager control protocol);
yahoo - Yahoo services;

youtube — YouTube;

zabbix — Zabbix;

zeromq — ZeroMQ;

zoom — Zoom call.

Heo6xoaumblii ypoBeHb NpuBUiernii

KomaHgHbIi pexum
CONFIG-OBJECT-GROUP-APPLICATION

Mpumep

esr(config-object-group-application)# application

egp

ESR-Series. CnpaBoyHUK komaHz CLI
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category

KoMaHaa ucnosb3yercs Asi 3afjaHns KaTeropuii KOHTEHTHON hunsTpaLmu.

icnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHbl (NO) yaanseT 3afaHHy0 KaTeropuio.

CuHTakcuc

[no]

category <CATEGORY>

MapameTpbl

<CATEGORY> — nwms kateropun. NprHMMaeT 3HauyeHus:

436-fz — KOHTEHT, 3anpeLyeHHbIn PeaepasibHbIM 3aKoHOM Poccuiickoin ®egepaunm Ne 436-$3.
abortions — KOHTEHT, CBSAA3aHHbI C abopTamu.

ads — Tu3epHble ceTeBble CaiTbl, peknamHble CEPBUCHI, YCYT KOHTEKCTHOWN pekiaMbl, peknamMHble
areHTcTBa.

adult-dating — caiiTbl 3HaKOMCTB A1 B3POC/bIX.

adware — KOHTEHT, CBSA3aHHbIN C MporpaMMHbIM 06ecneyeHnem, KOTOpPoe 3arpyaeTt uinm oTobpaxaeT
HeXxenaresibHyl0 pekiamy, cobmpaeT MapKeTUHIOBblE AaHHbIE.

alcohol — npogaxa ankorons, 06¢cyxaeHne, ctatb No Teme.

animals — KOHTEHT, CBSI3aHHbIN C AOMALUHVMMN XMBOTHLIMU U XMBOTHbIMU. CTaTby U ANCKYCCUN.
anonymizers — Be6-aHOHVMMal3epbl 1 NPOKCU-CEPBEPBI.

anorexia — KOHTEHT, CBA3aHHbIV C aHOpeKcuel 1 nponaraHaolr aHopeKkcuu.

banks — caliTbl 6aHKOB.

blogs — 610r1 1 6nN0r-XOCTUHII.

books — UHTEpHET-BMBNNOTEKN, KHUXKHbIE Mara3uHbl, KHWKHbIE 0630pbl.

business — Be6-CcTpaH1Lpbl KOMMeEpYECKMX rpM, Br3Hec-accoumaL i, oTpacneBbIX rpynmn un
KOprnopaT/BHbIX CainToOB B LLE/IOM.

€asino — KOHTEHT, CBA3aHHbI C KA3WHO N KApPTOYHbIMU UTPamMu.

chats — Be6-uathbl, opyMbl, MTHOBEHHbIE COOOLLEHNS.

cryptocurrency — Be6-CTpaHuLbl O KpUNTOBaJIIOTE Y NPOrpaMmMHOM obecneyeHnn AN KpUnToMamHuHra.
cultural-heritage — Be6-cTpaHuLbl, cogepxatime nHopmamnio 06 n306pasnTesibHOM UCKYCCTBE,
NCMNONTHNTENbCKOM UCKYCCTBE, KY/IbTYPHOM Hacneuu v nponaraHanpyowme mx.

dating — ycnyru 3HakomcTB. He BktoyaeT B cebsi yC1yrm 3HaKoMCTB /19 B3POC/IbIX.

dyn-dns — pecypc npegoctaBnsert cepsuc AvHammnyeckoro DNS.

educational-institutions — caiTbl WKON U YHUBEPCUTETOB.

electronics — Be6-CTpaHULpbl C KOHTEHTOM, CBA3@HHbIM C GbITOBOW 3NEKTPOHUKON.

email — Be6-cepBuWCbl 3N1EKTPOHHOW NOYTbI.

encyclopedias — o6pa3oBaTesibHble NopTasibl, 6a3bl 3HAHWIA, SHLMKIONEANN.

extremist-materials — cogepxaHue 13 degepanbHOro cnncka aKCTPEMUCTCKNX MaTepuasioB Poccuiickoii
depepaymn.

family — cogepxaHwe, cBi3aHHOE C JOMOM 1 ceMbeli. ConyTCTBYHOLLME MarasuHbl.

fashion — KOHTEHT, CBA3aHHbI C MOZOW M CTUIEM.

file-sharing — caiiTbl 1 cepBuchl gnsi o6MeHa dannamm.

finance — BeG-CcTpaHuLbl, cogepxalie nHhopMaLmio 0 hMHaHcax 1 HaLMOHa/IbHO 3KOHOMUIKE.
food — KOHTEHT, CBSI3aHHbI C NULLIENA.

games — KOHTEHT, CBA3aHHbIA C Urpamu.

government — NpaBUTENIbCTBEHHbIE CaiTbl, NOIUTUYECKNE NAPTUN, 3aKOHbI U FOPUANYECKNE KOMMaHWUN.
health — KOHTEHT, CBA3aHHbIV CO 340POBLEM, MEAULMHON, 340POBbIM 06PA30M XU3HU, ANeTaMu,
BereTapmaHuamm.

hosting — ycnyrm xocTuHra n peructpauny 4OMeHoB, ycnyr whois, npogasLbl JOMEHOB.

humour — IoMOPUCTUYECKINIA KOHTEHT.

hunting — KOHTEHT, CBSA3aHHbI C OXOTOIN N PbIGASIKONA.
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internet-services — caiTbl r106abHbIX U JIOKaJIbHbIX MHTEPHET-NPOBaNAEpPOB.

it-security — Be6-CTpaHuULpl, cogepxalune nHgopmauuio o6 N T-6e3onacHOCTH, BKIOYasA BEG-CanThbl,
npefocTaBnstoLLme NPpoayKTbl 1 ycnyrn 6e30nacHOCTM /19 KOPNopaTUBHbIX Y AOMAaLLHUX
nonb3oBaTenei.

kids-internet — koHTEHT gnAa getei.

Igbt — KOHTEHT ANA NecbUsHOK, reeB, 6ucekcyanoB U TpaHcreHaepos (JITET).

lingerie — KOHTEHT, N306paxaroLLmin HUXHee benbe.

magic — cogepxaHue, CBA3aHHOe C 330TEPUKOW, acTPOsIOr1eli, ropockonamu, ragaHnem, XMpomMaHTUei,
ychbonoruei, marveii.

malware — BpefjoHOCHble pecypcbl nnv URL-agpeca 3arpy3ku Bpe4OHOCHOro NporpaMMHOro
obecneyeHus.

military — KOHTEHT, CBA3aHHbIN C BOOPY>XEHNEM U/ BOEHHOI TEXHUKOM.

motor-vehicles — Be6-cTpaHuLbl ¢ KOHTEHTOM 06 aBTOMOGW/IbHOM TpaHCcnopTe.

MUSIC — KOHTEHT, CBA3a@HHbIN C MY3bIKOA.

narcotics — HapKoTuku. Npogaxa, Npon3BOACTBO, 06CYXAEHME.

News — HOBOCTHbIE Y MeAuiiHble caliTbl.

nudism — HyAn3M 1 3KCTMOULMOHN3M, POACTBEHHbIE COOOLLECTBA.

online-betting — cepBucbl OHNaH-cTaBoK. CTaBKM Ha CKaykn 1 CNOpPT.

online-lotteries — oHnaviH-noTepen.

online-payments — ycnyru oHnaiH-nnaTexen n oHNnaH-6aHKuHra.

pharmacy — KOHTEHT, CBSA3aHHbI C anTeKoW, /lera/ibHbIMU flIekapcTBamMu, MeAUUUHCKMMIN fo6aBKamMu.
phishing — dmwmHrosble canTsbl.

porno — nopHorpacduryeckoe 1 apoTUHECKOEe CoAepXaHue, HaroTa.

profane-language — KOHTEHT C HEHOPMATUBHOW /TEKCUKOIA.

racism — 3KCTPEMUCTCKNIA 1 PACUCTCKUIA KOHTEHT.

rat-node — pecypcbl ¢ NporpamMmmHbIM 06ecneveHnemM 415 yAaNEHHOro aAMUHUCTPUPOBaHNS.
recruitment — calitTbl N0 NOA6G0PY NepcoHana, Haimy 1 TPyA0YCTPOCTBY.

religion — cogepxaHuve, cCBA3aHHOE C PeNIMIMO3HbIMU 06 bEeANHEHUAMY, OPraHU3aLUsaMK, Ky/isTaMu 1
cekTamu.

rental-services — ycnyrv no apeHge HeABWXUMOCTMU.

riskware — KOHTEHT, CBA3aHHbI C 3aKOHHbLIMW MPOrpaMMamMu, KOTopble MOTyT HaHeCTH yuep6, ecnn nx
NCNOMNb3YIOT 3/T0HAMEPEHHbIE MO/Ib30BaTeNN.

roskomnadzor — KOHTEHT, 3aHEeCeHHbI B UepHblii cnncok PockoMHagsopa.

searchers — NOUCKOBbIE CUCTEMbI U CEPBUCHI.

self-damage - cogepxxaHusi HanpaBfeHHOEe Ha CaMOMNOBpPEeXAeHNeE.

sex-education — cogepxaHue, CBA3aHHOEe C NO/I0BbIM BOCMUTAHUEM.

sex-shops — ceKc-LUOoMbl Y CEKC-UTPYLLKM.

shops — MHTepHeT-MarasuHbl U ayKLNOHbI.

social-networks — counanbHble ceTw.

spam — caiTbl, cneynasnibHO co3gaHHble 418 cnam-uenei n/unu HaingeHHble B cnaM-nucbMax.
sport — KOHTEHT, CBA3aHHbI CO CNOPTOM UM 604UOUTANHIOM.

streams — BMAEO 1 ayamo XOCTUHT, 3arpy3ku, NOTOKOBOE BeLLaHue.

tobacco — npogaxa Tabaka, 06cyxaeHume.

tor — y3nbl Tor-ceTu.

torrent — ToppeHT-Tpekepbl 1 hopyMbl, BKIKOUASA cneuudmrkaumm npoToKoI0B U NporpaMMHoe
obecneyeHve.

traveling — KOHTEHT, CBA3a@HHbIN C NyTeLeCcTBUSAMM.

tv-radio — KOHTEHT, CBA3a@HHbIV C TeNleBUAEHNEM U paauo.

uncategorized — KOHTEHT, KOTOPbI HE OTHECEH HU K OAHO KaTeropuu.

violence — donsmyeckoe nam NCUXo0rMYeckoe Hacuane, XXectokoe obpatleHne ¢ XXUBOTHLIMU.
weapons — cofepXXaHune, OTHOCALLEECH K OPYXMIO, B3pblBYaTbIM BELLECTBAM U MMPOTEXHUYECKNM
n3aennam.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-OBJECT-GROUP-CF-KASPERSKY

Mpumep

esr(config-object-group-cf-kaspersky)# category books

description

KomaHpga ncnonb3yetca A8 U3MeHeHUs onmcaHuns I'IpOdI)VU'IFI.

Micnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHAbl (NO) yaasiseT onucaHne npoguns.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHue npoduns, 3agaércs CTPOKoi A0 255 cMmBOMO0B.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-OBJECT-GROUP-NETWORK
CONFIG-OBJECT-GROUP-SERVICE
CONFIG-OBJECT-GROUP-MAC
CONFIG-OBJECT-GROUP-APPLICATION
CONFIG-OBJECT-GROUP-URL
CONFIG-OBJECT-GROUP-ADDRESS-PORT
CONFIG-OBJECT-GROUP-CONTENT-FILTER
CONFIG-OBJECT-GROUP-MAIL
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Mpumep

YctaHoBUTbL onncaHue ang npodunsa IP-agpecos:

esr(config-object-group-network)# description "Internal addresses"

email
KomaHga ncnonb3yetcs s 3agaHns No4TOBOrO AOMeEHa Uav agpeca NoYTOBOro ALMKa.

Vicnonb3oBaHme oTpuuaTesibHoli (hopMbl KOMaH/bl (N0) yAasnseT 3an1ch 13 KOHUIypupyemoro npoduns.

CuHTakcuc
[no] email <NAME>

MapameTpbl

<NAME> — no4yToBbIi JOMEH 1K agpeca NOYTOBOro AWMKa, 3a4aéTcs cTpokoi oT 1 go 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-OBJECT-GROUP-MAIL

Mpumep

esr(config-object-group-email)# email eltex@eltex-co.ru
esr(config-object-group-email)# email eltex-co.ru

ip address-range
KomaHga ncnonb3yetcs Ansa sagaHusa guanasoHa IP-agpecos.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yAaNSeT 3anncb U3 KOHPUIyprpyeMoro npoduns.

CuHTakcuc
[no] ip address-range <FROM-ADDR>[-<TO-ADDR>]

MapameTpbl
<FROM-ADDR> — HauyanbHbIi IP-agpec gnanasoHa afpecos;

<TO-ADDR> — koHeuHbI# IP-agpec gnanasoHa agpecos, ONUUMOHasbHbIA NapameTp. Ecnam napameTp He yKasaH,
TO KOMaHAOoM 3afaéTca oAnHOYHbIN IP-agpec.

Apnpeca 3agatoTca B Buae AAA.BBB.CCC.DDD, rae kaxk/jas yacTb npuHUmaeT 3HadeHus [0..255].
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AOna ESR-20/21/100/200/1000/1200/1500/1700 BO3MOXHO yKasaTb A0 64 oTaenbHbIX IP-gnanasoHoB B
pamkax oAHON rpynnbl agpecos.

[ns ESR-10/12V/12VF/14VF BO3MOXHO yKa3aTb A0 6 oTaenbHbIX IP-guana3oHoB B paMKax O4HON rpynnbl
afpecos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-OBJECT-GROUP-NETWORK

Mpumep

esr(config-object-group-network)# ip address-range 192.168.1.1-192.168.1.25

ip prefix
KomaHga ncnonb3yercs A5 3afaHus NoAceTu.

Micnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHAbl (NO) yaanseT 3afaHHyo NOACETb.

CuHTakcuc
[no] 1ip prefix <ADDR/LEN>

MapameTpbl

<ADDR/LEN> - IP-noacetb, 3agaétca B sBuae AAA.BBB.CCC.DDD/EE, rae kaxpaasa yacts AAA — DDD
npuHuMaeT 3HaveHus [0..255] n EE npuHumaeTt 3HaueHus [8..32].

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-OBJECT-GROUP-NETWORK

Mpumep

esr(config-object-group-network)# ip prefix 10.10.10.0/24

ipv6 address-range

KomaHga ucnonb3yeTcst AN 3aaHnsa amanasoHa IPv6-aapecos. Vicnonb3oBaHye oTprLaTebHON hopMbl
KOMaHfpbl (N0) yaansieT 3anncb M3 KOHQUIyprpyemoro npoduss.
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CuHTakcuc
[no] ipv6 address-range <FROM-ADDR>[-<TO-ADDR>]

MapameTpbl
<FROM-ADDR> — HayasbHbIi IPv6-aapec anana3oHa afpecos.

<TO-ADDR> — koHeuHbIi IPv6-agpec ananasoHa agpecos, OnuMoHaslbHbIn napamMeTp. Ecnu napameTp He
yKasaH, To KoMaH0M 3a4aéTcsa oAuHOYHbIN IPv6-agpec.

Anpeca 3agatTcs B Buge X:X:X:X:X, rae kaxgas 4acTb NPUHUMAET 3HAUYEHUS B LLIECTHALLATEPUYHOM
dopmare [0..FFFF].

[na ESR-20/21/100/200/1000/1200/1500/1700 Bo3MOXHO yka3aTtb [0 64 oTaenbHbIX IP-avana3oHos B
pamMkax 04HOI rpynmnbl apecos.

Ana ESR-10/12V/12VF/14VF BO3MOXHO yKa3aTb A0 6 oTaenbHbIX IP-Anana3oHoB B pamkax o4HOM rpynnbl
agpecos.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-OBJECT-GROUP-NETWORK

Mpumep

esr(config-object-group-network)# ipv6 address-range fc00::1:1-fc00:1::32

ipv6 prefix
KomaHpga ncnonb3yetca a4 3agaHms IPve-nogcern.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT 3aAaHHy0 NOACETb.

CuHTakcuc

[no] ipv6e prefix <IPV6-ADDR/LEN>

MapameTpbl

<IPV6-ADDR/LEN> — IP-agpec n macka nogcetw, 3agaétca B suge X:X:X:X::X/EE, rae kaxgas yactb X
NPUHUMAET 3HaueHus B LecTHaguatepniHom gpopmare [0..FFFF] n EE npuHumaet 3HaueHus [1..128].

HeoG6xoaumblii ypoBeHb NpuBUIernii
10
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KomMaHAHbIV peXxum
CONFIG-OBJECT-GROUP-NETWORK

Mpumep

esr(config-object-group-network)# ipv6e prefix fc00::/126

mac address
JlaHHas KomaHga ucnosnb3yertcs A1 3agaHna guanasoHa MAC -aapecos.

Vicnonb3oBaHue oTpuLaTeNbHoi (DOPMbI KOMaH bl (N0) yAanseT 3an1ch 13 KOHUIypUupyemoro npoduns.

CuHTakcuc

[no] mac address <MAC-ADDR> <MAC-MASK>

MapameTpbl

<MAC-ADDR> - MAC-agpec, 3agaétcs B Buge XX XX XX XX:XX:XX, rae kaxaas 4acTb NPUHUMAET 3HAYEeHUA
[00..FF];

<MAC-MASK> - macka MAC-agpeca, onumoHasbHbIl napameTp, 3agaétcs B Buge XX XX XX XX:XX:XX, rae
Kaxkaas yacTb npuHuMaeT 3HadeHus [00..FF]. BuTtbl macku, yctaHoBneHHbIe B 0, 3aaatoT 6uTbl MAC-agpeca,
UCK/IoHaeMble U3 cpaBHEeHUA Npu noucke. 3HavyeHne macku rno ymonvauuio FF:FF:FF:FF:FF:FF.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-OBJECT-GROUP-MAC

Mpumep

esr(config-object-group-mac)# mac address a8:f9:4b:80:e7:00 FF:FF:FF:FF:FF:00

object-group address-port

KomaHga npegHasHaveHa Ans cosgaHuns npoduns ceasok IP-agpecos n TCP/UDP-nopToB. Mpodmnn
NCNO/b3YHTCA NPU HACTPOVike cepBmnCOoB, paboTtatowmx ¢ nynamm IP-agpecos n TCP/UDP-noptamu — NAT,
Firewall.

Mcnonb3oBaHue oTpuLaTenibHoi hopMbl KOMaHbl (No) yaansieT npodunb IP-agpecos.

CuHTakcuc

[no] object-group address-port <NAME>
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MapameTpbl

<NAME> — nms koHdurypmpyemoro npocounsa cesasok IP-agpecos n TCP/UDP-nopToB., 3a4aéTcA CTPOKOI 40
31 cumBona. Mpu BbINOAHEHMM OTpULAaTENbHOW (hOpMbl KOMaHAbl CO 3HaYeHnem napametpa "all" 6yayt
ypaneHsl Bce npocpunu IP-agpecos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG

Mpumep

CoszgaHune npodhmnsa IP-agpecoB ¢ uMeHeM remote U Nepexos, B peXXumMm KOHUrypuposaHusa npodmns:

esr(config)# object-group address-port WEB

object-group application

[JaHHas KomaH[a 1Ucrnonb3yeTca 418 Co3haHna Npoduaa NPUNoXKeHUR. JaHHbIA Npoduib UCNob3yeTcs A1
counsTpaumm no npunoxexusm (DPI).

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaanset npothusib.

CuHTakcuc

[no] object-group application <NAME>

MapameTpbl

<NAME> — nms npodunns npunoxeHuii, 3agaetca cTpokoit o 31 cumsona. Mpu yganeHmn BMecTo MeHn
BO3MOXHO MCMonb3oBaTthb koY all. Mpu ncnons3osaHum kntoya “all” 6yayT yaaneHs! Bce npognnu
NPUNOXEHWNA.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# object-group application 0GA045
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object-group content-filter

[JaHHas komaHAa ncnonb3yetcsa 418 Co34aHUst NPOIUIA KaTeropuii KOHTEHTHOM chunbTpaumn. JaHHbIi
npochnb UCNOMb3yeTcs B HAb6ope Nosb30BaTeNbCKMX MPaBUI.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaanset npothusb.

CuHTakcuc

[no] object-group content-filter <NAME>

MapameTpbl

<NAME> — nms npodonns KOHTEHTHOW onnsTpaumm, 3agaetcs CTpokoi Ao 31 cumsona. Mpu yganeHun BMecTo
NMEHN BO3MOXHO MCMNO/b30oBaTh Ktod all. Mpu ncnonb3osaHum kntova "all" 6yayT yaaneHs! Bce npodannn
KOHTEHTHOU hunbTpaLmn.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG

Mpumep

esr(config)# object-group content-filter 0GC042

object-group email

[JlaHHan komMaHAa 1cnonb3yeTcs 418 Co34aHUst NPOOUIA NOYTOBbIX JOMEHOB M afpPecoB NMOYTOBbIX ALMKOB.
[JaHHbI npochusb Mcnonb3yeTcs B NpaBuiax npothuns ceperca «AHTUCNaM».

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) yaanseT npodusb.

CuHTakcuc

[no] object-group email <NAME>

MapameTpbl

<NAME> — ums npodnsisi NOUTOBbLIX AOMEHOB U afpeCcoB MNOYTOBbIX ALUWKOB, 3aaeTcsi CTPOKOW A0 31
cumBona. MNpu yaaneHnm BMECTO MMEHM BO3MOXHO MCMoNb3oBath ktod all. Mpu ncnonb3oBaHum kntoya "all”
6yayT yaaneHbl Bce Npodnav NOYTOBbLIX 4OMEHOB U a4pPeCOB NOYTOBbIX ALLMKOB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

483



ESR-Series. CnpaBoyHUK komaHz CLI

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# object-group email chinese_spammers

object-group mac

[aHHasi KomaHaa ncnonb3yertca ans co3gaHusa npodpuna MAC-aapecoB. [aHHbI Npodunb CNob3yeTcs B
MAC-based VLAN.

icnonb3oBaHue oTpuLaTeNbHOi DOPMbl KOMaH bl (N0) yaanseT npodusb.

CuHTakcuc

[no] object-group mac <NAME>

MapameTpbl

<NAME> - nmsa npodmnna MAC-agpecos, 3agaetcs cTpokoit go 31 cumeona. Mpu yaaneHmn BMecTo UMeHM
BO3MOXHO Mcnosb3oBaTth KNty all. Mpu ncnonb3osaHum kntova "all” 6yayT yaaneHsl Bce npodounm
MAC-agpecos.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# object-group mac OGMEO7

object-group network

KomaHga npegHasHadeHa gns cosganuns npocgpuns IP-agpecos. MNpoduam ncnonb3yTes Npyu HacTpoiike
cepsucos, paboTtatowux ¢ nynamu IP-agpecos — Hanpumep, NAT, Firewall, Remote-Access, Takke ans
co3faHnsa cnucka npegukcos.

Mcnonb3oBaHue oTpuLaTenibHoi hopMbl KOMaHbl (No) yaansieT npodunb IP-agpecos.

CuHTakcuc

[no] object-group network <NAME>
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MapameTpbl

<NAME> — nms koHduryprpyemoro npocouns IP-agpecos, 3agaétcsa cTpokoit go 31 cumeona. Mpu
BbINO/IHEHUW OTPULLATE/bHON (POpMbI KOMaHbI CO 3HaYeHVeM napametpa «all» 6yayT yaaneHsl Bce npoduimn
IP-appecos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG

Mpumep

CoszgaHune npodhmnsa IP-agpecoB ¢ uMeHeM remote U Nepexos, B peXXumMm KOHUrypuposaHusa npodmns:

esr(config)# object-group network remote

object-group service

KomaHpga npegHa3sHadyeHa ansa cosganus npoduna TCP/UDP-nopToB. JaHHblin Npodub UCNnosb3yeTcs B
npasunax cepsucos NAT un Firewall.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaanset npothusib.

CuHTakcuc

[no] object-group service <NAME>

MapameTpbl

<NAME> — HanmeHoBaHWe NponIa NOPTOB, 3a4aETcA CTPOoKoW A0 31 cumsona. Mpu BbINONHEHUN
oTpuuaTtensHon hopMbl KOMaHAbl CO 3Ha4YeHnem napameTpa «all» 6yayT yaaneHsl Bce npodgunu TCP/
UDP-noptos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# object-group service ssh
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object-group url
KomaHga npegHasHadeHa ana cosgaHus npodunna URL-ccblnok.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaanset npohusib.

CuHTakcuc

[no] object-group url <NAME>

MapameTpbl

<NAME> — HanmeHoBaHWe Nponaa NOPTOB, 3a4aETca CTPOoKoW A0 31 cumsona. Mpu BbINONHEHUN
oTpuuaTtensHoi hopMbl KOMaHAbl CO 3HaYeHnem napameTpa «all» 6yayT yaaneHsl Bce npodunun URL-ccbINok.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# object-group url vk

port-range
KomaHpgow 3agaétca gnana3oH TCP/UDP-nopToB, OTHOCAWMXCS K NPOdnIto.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yAaNSeT 3anncb U3 KOHPUIyprpyeMoro npoduns.

CuHTakcuc
port-range <PORT>
no port-range [<PORT> | all]

MapameTpbl
<PORT> — HOMep nopTa, NpYHUMaeT 3HaveHune [1..65535].

MOXHO yKa3aTb HECKO/IbKO NOPTOB NEPEUYMCNIEHNEM Yepes 3ansaTyio «,» 60 yKasaTb Anana3oH NopToB Yepes
«-». Mpumep 3anucu: <PORT>, <PORT> nnn <PORT>-<PORT> nnn <PORT>-<PORT>, <PORT>-<PORT>.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-OBJECT-GROUP-SERVICE
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Mpumep

esr(config-object-group-service)# port-range 22

regexp
[aHHoi komaHaoli onucbkiBaeTcd WwabnoH URL-cebinok.

Mcnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHbl (No) yaansieT wabnoH URL-cCbINok.
CuHTakcuc
regexp <REGEXP>

no regexp {<REGEXP>|all}

MapameTpbl

<REGEXP> - perynspHoe BblpaxeHne. OnucbiBaeTcs CTPOKoW A0 255 cumonoB. Cumson “\" fo/mkeH 6bITb
3KpaHNpoBaH.

all — kntoy, ncnonblyemblii 419 yaasieHns BCex Co34aHHbI npaBu.

3HauyeHue No ymosi4aHuio

LLlabnoH He co3aaH.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG-OBJECT-GROUP-URL

Mpumep

esr(config-object-group-url)# 'Ahttp:\/\/site\.ru'

show object-group

[JaHHaa komaHa ncnosnb3yeTcs s npocmoTpa uHpopmaumm o npocunsax IP-agpecos n TCP/UDP-nopToB.

CuHTakcuc
show object-group <PROFILE_TYPE> [<NAME>]

MapameTpbl
<PROFILE_TYPE> - tun npodmns:
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+ address-port — npodomnb cesa3ok IP-agpecos n TCP/UDP-nopToB;

+ application — npodunnb NpUIoXeHWA;

+ content-filter — npodonAb KOHTEHTHOI huNLTPaLUK;

+ email — npohnb NOYTOBBLIX 4OMEHOB U aA4PECOB NOYTOBbIX ALMKOB;
* mac — npocusb npocpmnna MAC-agpecos;

+ network — npodmns IP-agpecos;

+ service — npocpunb TCP/UDP-noptos;

+ url — npodounb URL-ccbinok;;

<NAME> — nms npodnns, 3agaércs cTpokoit Ao 31 cMMmBona, ONUMoHasbHbI NapameTp. Ecnv uma npoguns
He 3a4aHo, To 6yaeT BbiBedeHa nHopmauusa no scem npodunam IP-agpecos n TCP/UDP-nopToB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHAHbIi pexum
ROOT

Mpumep

esr# show object-group network

Network Description
remote -=

local -

tunnel -

esr# show object-group network remote

IP Addresses

10.102.0.0/16

esr# show object-group service

Service Description
telnet -

ssh -
dhcp_server -=
dhcp_client -=

ntp -

esr# show object-group service ssh

Port ranges

url
KomaHga ncnonbsyetca ana 3agaHna URL-CCbIKu.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) YAANAET CCbINIKY U3 KOHPUIYPUPYEMOTro NPOCOnS.

CuHTakcuc
url <URL>
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no url [ <URL> | all ]
MapameTpbl

<URL> - TekcToBOEe norse, cogepxatiee URL-cCbinKy A/IMHHOR OT 8 A0 255 cnmBOoOoB.

Mpun yganeHun ¢ ncnonb3oBaHnem knwoya "all" 6yayt yaaneHbl Bce BHeCeHHble paHee URL-cCbIsiKu.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-OBJECT-GROUP-URL

Mpumep

esr(config-object-group-url)# url https://vk.com

vendor
KomaHga ncnonb3yetcs 18 3agaHns NocTaBLynKa KaTeropuin KOHTEHTHOM ounsTpayun.

Vicnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH/bl (N0) YAAISIET KATEropUN KOHTEHTHOM (hnunbTpauum AaHHOro
nocTaBLUMKa.

CuHTakcuc
[no] vendor <CONTENT-FILTER-VENDOR>

MapameTpbl

<CONTENT-FILTER-VENDOR> - Ha3BaHu1e NocTaBLL/Ka KaTeropuii KOHTEHTHOW connbTpaumm. NpuHumaet
3HayYeHwus:

Kaspersky-Lab — B Tekyueli Bepcun MO B KauecTBe NOCTaBLLMKA KaTErOPWA KOHTEHTHOIN (OUNLTPALMN MOXET
BbICTYNaTb TO/MbKO JlabopaTtopus Kacnepckoro.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-OBJECT-GROUP-CONTENT-FILTER

Mpumep

esr(config-object-group-content-filter)# vendor kaspersky-lab
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21 YnpasneHue NAT

+ action destination-nat

+ action source-nat

+ description

* enable

« from

* ip address

* ip address-range

* ip nat proxy-arp

* ip port

* ip port-range

+ match destination-address
+ match destination-address-port
+ match destination-port
« match icmp

* match protocol

+ match source-address
+ match source-address-port
* match source-port

* natalg

 nat destination

* nat source

+ persistent

+ pool

* rearrange

* renumber rule

* rule

* ruleset

+ show ip nat alg

+ show ip nat pool

+ show ip nat ruleset

+ show ip nat translations
+ show ip nat proxy-arp

* to

action destination-nat

[JaHHOV KOMaH/0Vi BbINOHSAETCS TPAHC/IALUUS agpeca 1 nopTa nosyyartens Ans Tpacdvka, yA0BNeTBOPSIOLWETO
3a/laHHbIM KPUTEPUSM.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
action destination-nat { off | pool <NAME> | netmap <ADDR/LEN> }

no action destination-nat

MapameTpbl

off — TpaHcnsAUMs oTkNoYeHa. Tpadvik, nonagatowuii Nog, 3aaHHble KpuTepui, He GyAeT M3MEHEH;
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pool <NAME> — nms nyna, cogepxatlero Habop IP-agpecoB n/vwnn TCP/UDP-nopToB. Y Tpadwmka,
nonagaroLlero nog 3afgaHHble Kputepun, byaet nameHeH IP-agpec n TCP/UDP-nopT nonyyaTtens Ha 3HaueHus,
BblGpaHHbIe 13 nyna;

netmap <ADDR/LEN> — IP-noaceTb, ucnonb3yemas npu TpaHciauun. Y Tpadmka, nonagatoLero rnog,
3alaHHble KpuTepun, byaeT nsameHeH IP-agpec nonyyarens Ha IP-agpec 13 ykasaHHoi nogcetu. MNapameTtp
3apaéTcs B Buae AAA.BBB.CCC.DDD/EE, rae kaxaas yacte AAA — DDD npuHumaeTt 3HaueHus [0..255] n EE
NpUHUMAET 3HaueHus [1..32)].

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-DNAT-RULE

Mpumep

esr(config-dnat-rule)# action destination-nat netmap 10.10.10.0/24

action source-nat

[aHHOoI KOMaHAoW Ha3HaYaeTcs TUN AeACTBUA «TpaHCIAUUA agpeca 1 nopta oTnpaBuTens» U napameTpbl
TpaHcnAuMn aAna Tpaduka, yA0BNETBOPAIOLLENO KPUTEPUSAM, 3ajaHHbIM KOMaHAamm «match».

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

action source-nat { off | pool <NAME> | netmap <ADDR/LEN> [static] | interface
[FIRST_PORT - LAST_PORT] }

no action source-nat

MapameTpbl
off — TpaHcnAuma oTkIoueHa. Tpadhmk, nonagarLwmii Nog 3ajaHHble KpuTepum, He OyAeT N3MEHEH,;

pool <NAME> - 3agaét nyn IP-agpecos n/unn TCP/UDP-nopToB. ¥ Tpaduka, nonagatLwero nog 3agaHHble
KpuTepuwn, 6yaet nsmeHeH IP-agpec n/vnv TCP/UDP-nopTt oTnpasutesnia Ha 3HauyeHuns, BbibpaHHble U3 Nyna;

netmap <ADDR/LEN> - 3agaéT IP-nogceTb AN TpaHcaauuun. Y Tpadvka, nonagaroLlero nog sagaHHole
KpuTepuwn, 6yaet nameHeH IP-agpec otnpasutenst Ha IP-agpec 13 ykasaHHoi nogcetu. NapameTtp 3agaércs B
Buge AAA.BBB.CCC.DDD/EE, rae kaxaas yactb AAA — DDD npuHumaeT 3HadeHus [0..255] n EE npuHumvaet
3HaveHus [1..32];

static — BkntoueHne crartmyeckoro NAT, 4OCTYNHO Npu UCMONb30BaHWUM netmap;

interface [FIRST_PORT - LAST_PORT] - 3agaét TpaHcnsuuio B IP-aapec uitepdeiica. Y Tpacuka,
nonagaroLero nog 3aflaHHble kputepun, yaeT nsmeHéH IP-agpec otnpasutens Ha IP-agpec nHtepdeiica, B
KoTopbIli Tpadhmk 6yaeT oTnpasneH. Ecnv gononHutensHo 3agaH gnanasoH TCP/UDP-nopToB., TO TpaHcnAuns
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6yaet npovcxoanTb ewwé n ans TCP/UDP-nopToB oTnpaBuTens, OHN 6yayT 3aMeHEeHbl Ha YKa3aHHbI gnana3oH
nopToB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# action source-nat netmap 10.10.10.0/24

description
[aHHoi KomaHaol 3aaaéTca onMcaHue.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (NO) yaansieT onncaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHwue, 3agaéTcs CTpolikoin ao 255 cMMBOOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-DNAT-RULESET
CONFIG-SNAT-RULESET
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE
CONFIG-DNAT-POOL
CONFIG-SNAT-POOL
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Mpumep

esr(config-snat-ruleset)# description "test ruleset"

enable
[aHHOoI KOMaHAoW akTUBMPYeTCA KOHUIyprpyemoe npasuo.

OTpuuatenbHas hopMa KomaHzbl (No) AeakTUBMPYET UCMOMb30BaHNWe Npasuna.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# enable

from

[aHHOoI KomaHAoW orpaHnymBaeTca 06/1acTb NPUMEHEHUS Tpynnbl Npasu. Mpasuna 6yayT NPUMEHATLCA
TONbKO ANs Tpaduka, nayLiero n3 onpeaeneHHol 30Hbl Ny nHTepderica.

icnonb3oBaHme oTpuUaTesibHoi (hopMbl KOMaHZbl (NO) yaanseT orpaHuyeHne 061acTvi NPUMEHEHNS TPynnbl
npasw/.

CuHTakcuc

from { zone <NAME> | interface <IF> | tunnel <TUN> | default }

no from
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MapameTpbl
<NAME> — uM4 30HbI N301AUuUN;

<IF> — nma nHTepdpeiica ycTpoiicTBa, 3a4aéTca B BUAE, ONMCAHHOM B pasaene Turbl 1 Nopsaok MMeHoBaHNSA
MHTepdheiicoB MapLLpyTM3aTopa;

<TUN> - umsi TyHHensi yCcTpOoICTBa, 3aaéTcsa B BUAE, ONMCAHHOM B pasaene Turbl v Nopsaok MeHoBaHNSA
TYHHeneli MmapLipyT13aropa;

default — o603Havaet rpynny npasws A5 BCEro Tpaguka, ICTOUHMK KOTOPOTO He nonasl Noj, KpUTepun Apyrux
rpynn npasun.

& Tpynna npasun co 3HauyeHnem «default» napameTpa «from» MOXeT 6bITb TO/ILKO OfiHA.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-DNAT-RULESET

Mpumep

esr(config-dnat-ruleset)# from zone untrusted

ip address

[laHHOI KOMaH/10ii ycTaHaB/IMBAETCS BHYTPEHHWIA IP-aapec, Ha KoTopblii 6yaeT 3aMeHsTbes IP-aapec
nosyyarens.

Micnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT 3aaaHHbIin IP-agpec.

CuHTakcuc
ip address <ADDR>

no ip address

MapameTpbl

<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HaueHus [0..255].

HeoG6xoaumblii ypoBeHb NpuBUIernii
10
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KomMaHAHbIV peXxum
CONFIG-DNAT-POOL

Mpumep

esr(config-dnat-pool)# 1ip address 10.10.10.10

ip address-range

[aHHoii KomaH 10V 3a4aéTcs AManasoH BHeLLHKX |P-afpecos, Ha KoTopble ByAeT 3ameHsTbes IP-agpec
oTnpaBuTeNs.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT 3afaHHbIi AnanasoH aapecos.

CuHTakcuc
ip address-range <IP>[-<ENDIP>]

no ip address-range

MapameTpbl

<IP> - IP-agpec Hauvasna gnanasoHa, 3agaétcsa B suge AAA.BBB.CCC.DDD, rge kaxaas yacTb NpuHUMaeT
3HauveHus [0..255];

<ENDIP> - IP-agpec koHUa anana3oHa, 3agaétcs B suage AAA.BBB.CCC.DDD, rge kaxgas yactb NpUHUMaET
3HaueHus [0..255]. Ecnu He ykasbiBaTb IP-agpec KoHLa AmanasoHa, To B kadecTtse IP-agpeca ans TpaHcnsumum
ucnosb3yeTca ToMbKo IP-agpec Havyana gnanasoHa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-SNAT-POOL

Mpumep

esr(config-snat-pool)# ip address-range 10.10.10.1-10.10.10.20

ip nat proxy-arp

JaHHaa komaH[a No3BosgeT MapLupyTusaTopy oreedarb Ha ARP-3anpoce! IP-agpecoB 13 ykazaHHOro nysna.
®yHKUMS Heobxoama NN Toro, YTobbl He HaszHavaTb Bce IP-aapeca 13 nyna TpaHcnAaunm Ha nHTepdeiice.

CuHTakcuc
ip nat proxy-arp <OBJ-GROUP-NETWORK-NAME>
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no ip nat proxy-arp

MapameTpbl
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<OBJ-GROUP-NETWORK-NAME> - nms npocphuns IP-agpecos, 3agaétcsa cTpokoi 4o 31 cumsona.

3HayeHue No ymosiMaHuio

®yHKkuma NAT Proxy ARP oTktoueHa.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE

CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-CELLULAR-MODEM
CONFIG-LT

Mpumep

esr(config-if-gi)# ip nat proxy-arp nat-pool

ip port

[JaHHol KomaHzoin ycTaHasnmeaeTcs BHyTpeHHMn TCP/UDP nopr, Ha koTopsbIii 6yaeT 3ameHsATbecs TCP/UDP-

NnopT nosyyvarens.

icnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHbl (No) yaansieT 3agaHHbiin TCP/UDP-nopr.

CuHTakcuc
ip port <PORT>

no ip port

MapameTpbl

<PORT> — TCP/UDP nopT, npyH1MaeT 3HaueHus [1..65535].

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-DNAT-POOL

Mpumep

esr(config-dnat-pool)# 1ip port 5000

ip port-range

[JaHHol KomaHzoin 3apaéTcs amanas3oH BHelwHux TCP/UDP-nopToB, Ha KoTopble 6yaeTt 3ameHaTbca TCP/UDP-
NopT OTNpaBuTeNs.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT 3afaHHbIi AnanasoH NopToB.

CuHTakcuc
ip port-range <PORT>[-<ENDPORT>]

no ip port-range

MapameTpbl
<PORT> - TCP/UDP-nopt Hayana avanasoHa, NpuHUMaeT 3HaueHus [1..65535];

<ENDPORT> — TCP/UDP-nopT KoHLa Anana3oHa, NpuHnMaeT 3HaueHus [1..65535]. Ecnu He ykasbiBats TCP/
UDP-nopt koHua anana3oHa, To B Kadyectse TCP/UDP-nopTa ansa tpaHcaauum ncnosnb3dyetcs Tonsko TCP/
UDP-nopt Havana granasoHa.

Heo6xoaumblii ypoBeHb NpuBUIerni
10

KoMaHAHbIV pexum
CONFIG-SNAT-POOL

Mpumep

esr(config-snat-pool)# ip port-range 20-100

match destination-address

[JlaHHoli KoMaHAoI ycTaHaBnMBaeTcs npodunb IP-aapecos nosyyartens, o1si KOTOPbIX AO/DKHO cpabaTbiBaTb
npaswio.

Mpn ncnonb3oBaHUM KOMaHAbl «<Not» NpaBuno byaeT cpabaTbiBaTh AN IP-agpecos nonyyaresns, KOTopble He
BXOZAT B YKa3aHHbIli npochusb. Vicnonb3oBaHne oTpuLatesibHol hopMbl kKoMmaHabl (N0) OTMEHSIET
yCTaHOB/IEHHOE [eiCcTBuE.
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CuHTakcuc
match [not] destination-address <OBJ-GROUP-NETWORK-NAME>

no match destination-address

MapameTpbl

<0OBJ-GROUP-NETWORK-NAME> — nms npocuns IP-agpeca, 3agaétca ctpokoin 4o 31 cumeona. Mpu ykasaHum
3HayeHus «any» npasuio byaet cpabarbiBatb 414 fitob6oro IP-agpeca nonyyarens.

3Ha4yeHue no ymonyaHuio

any

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match destination-address remote

match destination-address-port

[aHHoii KomaHAoW ycTaHaBnnBaeTcs npouib ceA3ok IP-agpecos n TCP/UDP-nopTtoB nonyyatens, ans
KOTOpPbIX A0/MKHO cpabaTbiBaTb NpaBusio.

Mpwn ncnonb3oBaHUM Napamerpa «not» npaesnio yaert cpabdartbiBatb A1 cBsA30kK IP-agpecos n TCP/UDP-
NMOPTOB Nosyyarens, KOTopble He BXOASAT B yKa3aHHbI Npouib.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) OTMEHSIET HAa3HAYEHNE.

CuHTakcuc
match [not] destination-address-port <OBJ-GROUP-ADDRESS-PORT-NAME>

no match destination-address

MapameTpbl

<0OBJ-GROUP-ADDRESS-PORT-NAME> — ums npoduns cesasok IP-agpecos n TCP/UDP-nopToB, 3agaétcsa
CTpokoi Ao 31 cumBona. MNpy ykazaHUn 3Ha4eHMs «any» NpaBuao He ByaeT yunTbiBaTb AaHHbIA CNOCO6
GounsTpaymn.

3Ha4yeHue no ymonyaHuio

any
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match destination-address local

match destination-port

[aHHoii komaHgon ycTaHaBnuBaetcs npocpuns TCP/UDP-nopToB nonyvarens, Ans KOTopbIX AO/MKHO
cpabarbiBaTb Npasuso.

Mpn ncnonb3oBaHUM KOMaHAbl «<not» NpaBunno byaet cpadaTbiBaTh Ana TCP/UDP-nopToB nonyvarens,
KOTOpble HE BXOASAT B yKa3aHHbIi npodnib.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (N0) OTMEHSIET YCTAaHOB/IEHHOE AeiCTBME.

CuHTakcuc
match [not] destination-port <PORT-SET-NAME>

no match destination-port

MapameTpbl

<PORT-SET-NAME> — nmsi npodounsi nopTta, 3agaétca cTpokoin Ao 31 cumeona. Mpu ykazaHum 3HaUYeHNs «any»
npasuno byaet cpabatbiBaTb AN noboro TCP/UDP-nopta nony4varens.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match destination-port ssh
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match icmp

[aHHaa komaHAa Ucnosb3yeTcs A1 HacTporikun napameTpoB npoTtokona ICMP, ecnv OH BbIGpaH KOMaHoM
«match protocol». KomaHgoi ycTaHaBmBaeTcsa TN U Kog coobuieHunin npotokona ICMP, gn1s KOTopbIX AO/HKHO
cpabartbiBaTb NpaBuso.

Mpw “cnonb3oBaHUM KOMaHapbl «<not» npasnno GyaeTt cpabaTbiBaThb 4719 BCEX TUMOB M KOLOB COOOLLEHWI
npotokosnia ICMP, kpome ykasaHHbIX.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
match [not] icmp { <ICMP_TYPE> <ICMP_CODE> | <OPTION> }

no match -dicmp

MapameTpbl
<ICMP_TYPE> — Tun coo6uieHusi npotokona ICMP, npuHumMaet 3HadeHus [0 ..255];

<ICMP_CODE> - kop, coobuieHus npotokona ICMP, npuHumaet 3HadeHus [0 ..255). MNpn ykazaHUn 3HaueHus
«any» npaswunio byget cpabartbiBaTb 414 N060ro koga coodueHusa npotokona ICMP;

<OPTION> - ctaHgapTHble Tunbl ICMP-CO06LLEHNIA, MOXET NPUHUMATbL 3HAYEHUS:

+ administratively-prohibited,;
+ alternate-address;

+ conversion-error;

+ dod-host-prohibited;
+ dod-network-prohibited;
+ echo;

+ echo-reply;

* host-isolated;

*+ host-precedence;

+ host-redirect;

+ host-tos-redirect;

*+ host-tos-unreachable;
* host-unknown;

+ host-unreachable;

+ information-reply;

+ information-request;
* mask-reply;

* mask-request;

* network-redirect;

+ network-tos-redirect;
* network-tos-unreachable;
* network-unknown;

+ network-unreachable;
* option-missing;

+ packet-too-big;

+ parameter-problem;
+ port-unreachable;

+ precedence;

+ protocol-unreachable;
+ reassembly-timeout;
* router-advertisement;
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 router-solicitation;
+ source-quench;

+ source-route-failed;
+ time-exceeded;

+ timestamp-reply;

+ timestamp-request;
* traceroute.

3HauyeHue No ymosi4aHuio

any any

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match icmp 2 any

match protocol

[JlaHHOli KOMaHAOo ycTaHaBMBaETCA UMSA Uy Homep IP-npoTokona, A1 KOTOPOro A0/MKHO cpabaTbiBaTb
npaswio.

Mpun ncnonb3oBaHWMKM NapaMeTpa «not» NnpaBwnio ByaeT cpabaTbiBaTh AJ151 BCEX NPOTOKO/I0B, KPOME YKa3aHHOrO.

Vicnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH/bl (N0) OTMEHSIET Ha3HaueHue.

CunHTakcuc

match [not] protocol <TYPE>
no match protocol

match [not] protocol-id <ID>

no match protocol-id

MapameTpbl

<TYPE> — TMn npoTokona, NpUHMMaEeT 3HadYeHust: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre.

Mpwv yKkasaHun 3HaYEHUs «any» NpaBusio GyaeT cpabaTbiBaTh A1 1H06bIX NPOTOKOMOB;

<ID> - naeHTUMKaLMOHHBbI Homep IP-npoTokona, npuHuMaeT 3HadyeHusi [0x00-0xFF].
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3HauyeHue No ymosi4aHuio

any

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match protocol udp

match source-address

[JaHHoli komaHAol ycTaHaBnMBaeTcs npodunb IP-aapecos oTnpasuTens, A5 KOTOPbIX AO/HKHO cpabaTbiBaTb
npaswio.

Mpn ncnonb3oBaHUN KOMaHAbl «<Not» Npasuno byaeT cpabaTbiBaTh A1 IP-afpecosB oTnpasuTens, KOTopble He
BXOAAT B yKa3aHHbIA Npousib.

Vicnonb3oBaHme oTpuLaTesibHoli (DOpPMbl KOMaH/bl (N0) OTMEHSIET yCTaHOB/IEHHOE AeliCTBIE.

CuHTakcuc
match [not] source-address <OBJ-GROUP-NETWORK-NAME>

no match source-address

MapameTpbl

<OBJ-GROUP-NETWORK-NAME> - ums npocpuns IP-agpecos, 3agaétca ctpokoii go 31 cumsona. Mpu
yKasaHumn 3HavyeHus «any» npasuno byaet cpabarbiBarth 4515 Nboro IP-agpeca otnpasuTtens.

3HauyeHue No ymosi4aHuio

any

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE
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Mpumep

esr(config-snat-rule)# match source-address local

match source-address-port

[aHHol KomaHaoW ycTaHaBnuBaeTcs npodub cBA3ok IP-agpecos n TCP/UDP-nopToB oTnpasutens, Ans
KOTOPbIX AO/MHKHO cpabaTbiBaTb NPaBusIo.

Mpw ncnonb3oBaHuK NapameTpa «not» (match not) npaBuno 6yaet cpabatbiBaTh 4519 CBA30K IP-agpecos u
TCP/UDP-nopToB OTNpaBuTens, KOTOpble He BXOAAT B yKa3aHHbI Npodnsib.

Vicnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH/bl (N0) OTMEHSIET Ha3HaueHue.

CuHTakcuc

match [not] source-address—-port <OBJ-GROUP-ADDRESS-PORT-NAME>
no match source-address-port <OBJ-GROUP-ADDRESS-PORT-NAME>

MapameTpbl

<OBJ-GROUP-ADDRESS-PORT-NAME> — umsa npodounsa cesasok IP-agpecos n TCP/UDP-nopTos, 3agaétca
cTpokoit Ao 31 cumBona. MNpu ykazaHUM 3Ha4eHns «any» NpaBuio He ByaeT yunTbiBaTb AaHHbIA CNOCO6
dunnsTpaumn.

3HauyeHue No ymosi4aHuio

any

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match source-address-port admin

match source-port

[JaHHoli KomaHzoi ycTaHasnmeaeTcs npoduabe TCP/UDP-nopToB oTnpasuntens, o1s KOTOpbIX LO/HKHO
cpabartbiBaTb NpaBuso.

Mpun ncnonb3oBaHUM KOMaHabl «<not» Npasuno byaet cpabatbiBaTh Ans TCP/UDP-nopToB oTnpasuTens,
KOTOpble He BXOAAT B yKa3aHHbI Npodhusib. Vicnonb3oBaHWe oTpuLaTenbHoM (oopMbl kKOMaHabl (N0) OTMeHSsIET
yCTaHOB/IEHHOE [eiCTBHE.
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CuHTakcuc
match [not] source-port <PORT-SET-NAME>

no match source-port

MapameTpbl

<PORT-SET-NAME> — nmsi npodounsi nopTta, 3agaétca cTpokoin Ao 31 cumeona. Mpu ykazaHum 3HaUYeHNs «any»

npasnno byaet cpabatbiBaTb AN ntoboro TCP/UDP-nopta otnpasButens.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match source-port telnet

nat alg
[JaHHas kKomaHaa BK/IYaeT QoyHKLMIO TpaHCsumm IP-aapecoB B 3aro/ioBKax YPOBHS MPUIOXKEHNIA.

icnonb3oBaHue oTpuLaTeNIbHO (DOPMbI KOMaH bl (N0) OTKMOYAET PyHKLMIO TpaHcsLuuy IP-aapecos B
3arofioBKax ypoBHS NPUOXEHWIA.

CuHTakcuc
[no] nat alg { <PROTOCOL> }

MapameTpbl

<PROTOCOL> — NnpOoTOKO/ YPOBHS NPUMOXEHWIA, B 3arofIoBKax KOTOPOro Ao/HKHa paboTarb TpaHCAsums
afpecoB, NpuHUMaeT 3HaueHus [ftp, h323, pptp, netbios-ns, gre, sip, tftp).

BmecTo MeHn OTAeIbHOro NPOTOKO/1a MOXHO UCNob30BaTh KoY "all”, KoTopblIi BKNKOYAET TpaHCIAUMIO
IP-afpecoB B 3arosioBkax BCeX AOCTYMHbIX NPOTOKOMOB.

3HayeHue No ymosiMaHuio

®YHKUMIO TpaHCNAUMK IP-aapecoB B 3aro/IoBKax YPOBHS MPUMOXEHWIA OTK/HOUEHaA.

Heo6xoauMbIii ypoBeHb NpuBUierui
10
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KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# nat alg ftp

nat destination

[JaHHan KomaHaa No3BO/SIET BOMTU B PEXUM HACTPOIKM cepBuca TpaHcnsummn agpecos nonyyatens (DNAT,
Destination NAT).

icnonb3oBaHve oTpuLaTenibHoi hopmMbl KOMaHAbI (NO) yAANSIET HACTPOIKM CepBMUCa TPAHCSLUN aipecoB
nonyyatens (DNAT, Destination NAT).

CuHTakcuc

[no] nat destination

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG

Mpumep

esr(config)# nat destination
esr(config-dnat)#

nat source

[laHHas KomaHAa No3BOJISIET BONTM B PEXUM HACTPOIKM cepBurca TpaHcnaumm agpecoB otnpasuTens (SNAT,
Source NAT).

icnonb3oBaHme oTpuuaTesibHoi (DopMbl KOMaHZbl (N0) yAassieT HaCTPOIKX cepBuca TpaHCAALMN afipecoB
otnpasuTens (SNAT, Source NAT).

CuHTakcuc

[no] nat source

505



MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# nat source
esr(config-snat)#

persistent

KomaHaow BbinosiHAeTCs BkAoYeHe doyHkumm NAT persistent.

ESR-Series. CnpaBoyHUK komaHz CLI

NAT persist ent no3sonsiet npunoxenuam ncnonb3oatb STUN (session traversal utilities for NAT — yTunutbl
npo6poca ceccuii aAns NAT) Ans ycTaHOB/IEHUSI COeAMHEHUS C YCTPOCTBaMU, HAXOASALLMMICS 3a LUIH030M
NAT. MNpwu aTOM rapaHTUpyeTCcs, 4TO 3anpochl OT OAHOIO M TOr0 Xe BHYTPEeHHEero azpeca TpaHCNPYTCS B

O[IMH 1 TOT Xe BHELUHWi1 agpec.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] persistent

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

®yHkuma NAT persistent oTknoueHa.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-SNAT-POOL
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Mpumep

esr(config-snat-pool)# persistent

pool

KomaHga co3gaét un HasHadaeT nyn IP-agpecos n TCP/UDP-nopTos ¢ onpefenéHHbIM UMeHeM /19 cepsuca
NAT n meHsieT komaHaHbIin pexxum Ha SNAT POOL unv DNAT POOL.

& Ecnv nyn ucnonbayeTcsi B Kakoii-nm6o rpynne npaewsi, TO ero yaansaTb Hesb3s.

icnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHbl (NO) yaansieT 3agaHHbiii nyn NAT-aapecos.

CuHTakcuc
[no] pool <NAME>

MapameTpbl

<NAME> - nms nyna NAT-agpecos, 3agaétcs cTpokoi go 31 cumona. Ecnm ncnonb3osartb kKoMaHay 1S
yAanieHns, To Npu ykasaHum 3HaveHus «all» 6yayT yaaneHsl Bce nynbl IP-agpecos n TCP/UDP-nopToB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-DNAT
CONFIG-SNAT

Mpumep

esr(config-snat)# pool nat
esr(config-snat-pool)#

rearrange

,ﬂ.aHHaﬂ KOMaHga MeHAET Wwar Mmexay co3gaHHbIMU npasuiamMmun.

CuHTakcuc

rearrange <VALUE>

MapameTpbl

<VALUE> - war mexay npasuiamu, npuHuMaeTt 3HadeHus [1..50].
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-DNAT-RULESET
CONFIG-SNAT-RULESET

Mpumep

esr(config-dnat-ruleset)# rearrange 10

renumber rule

JaHHaa KoMmaHaa MeHAeT HoMep npaBuna.

CuHTakcuc
renumber rule <CUR_ORDER> <NEW_ORDER>

MapameTpbl
<CUR_ORDER> - TekyLuit Homep npasuna, npuHuMaeT 3HadeHus [1..10000];

<NEW_ORDER> — HOBbIi1 HOMep npasuna, NpuHUMaeT 3HadeHns [1..10000].

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-DNAT-RULESET
CONFIG-SNAT-RULESET

Mpumep

esr(config-dnat-ruleset)# renumber rule 13 100

rule

ESR-Series. CnpaBoyHUK komaHz CLI

[laHHol KomaHZOo co3haeTcs NpaBu/Io C onpeaenéHHbLIM HOMEPOM 1 YCTaHaBNNBAETCS PEXUM KOMaHAHOIO
nHTeperica SNAT RULE nnn DNAT RULE. MpaBnna obpabaTtbiBaloTcs YCTPOWCTBOM B NOPsAKE BO3pacTaHNs

HOMEPOB npasu.

Micnonb3oBaHue oTpuLaTeNbHO (POPMbl KOMaH bl (N0) yaansieT npaBuio No HOMepy M60 BCce npasusa.
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CuHTakcuc
[no] rule <ORDER>

MapameTpbl

<ORDER> — HOoMep npasuna, npuHumaet 3HadeHus [1 .. 10000]. Ecnv ucnonb3osarb KOMaHay A5 yAaneHus,
TO NpW yKasaHum 3HaveHns «all» 6yayT yganeHbl Bce npasuna.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-DNAT-RULESET
CONFIG-SNAT-RULESET

Mpumep

esr(config-snat-ruleset)# rule 10
esr(config-snat-rule)#

ruleset

[aHHaa komaHza Ucnosib3yeTcs 419 Co34aHus rpynmnbl Npasu ¢ onpeaeséHHbIM UMEHEM Y nepexosa B
KomaHaHbI pexum SNAT RULESET nnu DNAT RULESET.

icnonb3oBaHue oTpuLaTeNbHO (hopMbl KOMaHbl (N0) yaanseT 3afaHHyto rpynny npasuii.

CuHTakcuc

[no] ruleset <NAME>

MapameTpbl

<NAME> — nms rpynnsl npaswun, 3agaétcsa cTpokoii go 31 cumeona. Ecnv ncnonb3osarb KOMaHay aons
yAaIeHNs], TO NPU yKazaHun 3HauveHus «all» 6yayT yaaneHbl Bce rpynnbl npasusi.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-DNAT
CONFIG-SNAT
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Mpumep

esr(config-snat)# ruleset wan
esr(config-snat-ruleset)#

show ip nat alg

JaHHaa komaHga ncnonb3yercs A/ npocMmoTpa MHpopmaymm o yHKUuMoHase TpaHcnauum IP-agpecos B
3aronoBKax ypoBHS NPUIOXEHUIA.

CuHTakcuc

show ip nat alg

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep

esr# show ip nat alg

ALG Status:
FTP: Enabled
H.323: Disabled
GRE: Disabled
PPTP: Disabled
SIP: Disabled
SNMP: Disabled
TFTP: Disabled

show ip nat pool

[aHHaa komaHza Ucnosnb3yeTcsa 418 NPocMoTpa nynoB BHYTPEHHUX U BHelwwHuX IP-agpecos n TCP/UDP-
MOpTOB.

CuHTakcuc

show ip nat <TYPE> pools
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MapameTpbl
<TYPE> - Tvn nynos, Ana npocmMoTpa:

* source — BHewHue IP-agpeca n TCP/UDP-nopTbl;
+ destination — BHyTpeHHue IP-agpeca n TCP/UDP-nopTbl.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIN pexum
ROOT

Mpumep

esr# show nat source pools

Pools
ID Name Ip address Port Description Persi
range stent
0 outside 25.56.48.11 2000 - outside-poo false
3000 1

show ip nat ruleset

[JaHHoli KOMaHAOo BbINOMHAETCA NPOCMOTP BCEX UM BblIBpaHHbIX FPynn Npasusl, UCNosb3yeMblx yHKLUMEe
NAT.

CuHTakcuc
show ip nat <TYPE> ruleset [<NAME>]

MapameTpbl
<TYPE> — Tvn rpynnsl npaswun:

+ source — rpynna npaeun gna TpaHcnsaumm IP-agpeca n TCP/UDP-nopTa oTnpasutens;
+ destination — rpynna npasun ansa TpaHcnsuum IP-agpeca n TCP/UDP-nopta nonyyartens;

[NAME] - vmsi rpynnbl npaBws, ONuyoHasbHbIM NapameTtp. Ecnv st He 3aAaHo — GyAeT BbiIBEAEH CNMCOK BCEX
rpynn npasun.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT
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Mpumep

esr# show ip nat source rulesets

Rulesets
ID Name To Description
0 factory zone 'untrusted'
1 test gigabitethernet test
1/0/1
esr# show ip nat source rulesets factory
Ruleset: factory
Description:
To: none
Rules
Order: 10
Description: replace 'source ip' by outgoing interface ip address
Matching pattern:
Protocol: any (0)
Src-addr: any
Dest-addr: any
Action: interface port any
Status: Enabled

show ip nat translations

[JaHHas komaHaa ncnonb3yeTcs A8 NPOCMOTpa Ceccuin TpaHcaaummn. Ansa npocMoTtpa nHopmauum o
CTaTUCTMKe HeOGX0oAMMO BKNOUUTL cueTumku (pasgen ip firewall mode).

CuHTakcuc

show ip nat translations [ vrf <VRF> ] [ protocol <TYPE> ] [ 1inside-source-address
<ADDR> ] [ outiside-source-address <ADDR> ] [ inside-destination-address <ADDR> ]

[ outside-destination-address <ADDR> ] [ inside-source-port <PORT> ] [ outside-source-
port <PORT> ] [ inside-destination-port <PORT> ] [ outside-destination-port <PORT> ]

[ summary ]

MapameTpbl

<VRF> - nms ak3emnnspa VRF, 3agaétca ctpokoii go 31 cumsona. Mpu ykasaHuv gaHHOro napamerpa 6yayTt
0TO6PaXKeHbI ceccum TpaHcaAunii B ykazaHHoMm VREF;

summary — BbIBOAUT CYMMapPHY0 CTaTUCTUKY NO CECCUAM TPaHCNALWNK,

<TYPE> — TMn npoTokona, NpUHMMaEeT 3Ha4YeHust: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre;

<ADDR> - IP-agpec, 3agaétcs B Buge AAA.BBB.CCC.DDD, rae kaxgasi 4acTb npuHuMaeT 3HadeHust [0..255];
<PORT> — TCP/UDP nopT, npyH/MaeT 3HaueHus [1..65535];
[nsa Source NAT:

* inside-source-address — ko4 aAns ykasaHus IP-agpeca nctovHmka go TpaHcnsaumy;
+ inside-destination-address — ko4 ansa ykasaHus IP-agpeca HasHauyeHUs Ha BXoAe B MapLUpyTM3aTop;
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+ outiside-source-address — ko4 o115 ykasaHus IP-agpeca NCTOYHMKA Nocie TpaHCNAauum;

+ outside-destination-address — ko4 ans ykasaHus IP-agpeca HazHa4eHus Ha BbIX0O4e U3
MapLupyTm3aropa.

* inside-source-port — ko4 g1 ykasavua TCP/UDP nopta otnpasutens 4o TpaHcaauuy;

+ outside-source-port — kntoy ans ykasaHma TCP/UDP nopta oTtnpasutens nocne TpaHcasauuuy;

* inside-destination-port — kntou gna ykasavma TCP/UDP nopta HazHayeHus 40 TpaHCAsauuuy,

+ outside-destination-port — kntou gnsa ykasaHma TCP/UDP nopTta HazHauyeHUst nocnie TpaHCAsauun.

[na Destination NAT

* inside-source-address — knto4 aAns ykasaHus IP-agpeca cTovyHmKa Ha BbIXo4e M3 MapLupyTM3aTopa;
* inside-destination-address — kntou ansa ykasaHus IP-agpeca HazHavyeHus Nocse TpaHCAsauuy;

+ outiside-source-address — ko4 Ans ykasaHus IP-agpeca NCTOYHMKA Ha BXOAE B MapLLpyTn3aTtop;

+ outside-destination-address — ko4 415 ykasaHus IP-agpeca HazHaueHus 40 TpaHCAsauuuy,

+ inside-source-port — ko4 ansa ykaszaHusa TCP/UDP nopta oTnpaButens Ao TpaHcnsauum;

+ outside-source-port — kntoy ans ykasaHma TCP/UDP nopta oTnpaButens nocne TpaHcasauuuy,

* inside-destination-port — kntou gnsa ykasanmsa TCP/UDP nopTta HazHauyeHUs A0 TpaHCcasauuy;

+ outside-destination-port — kntou gna ykasaHma TCP/UDP nopTta HazHauyeHUst nocnie TpaHCsauun.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep 1
Source NAT

esr# show 1ip nat translations
Prot Inside source Inside destination Outside source Outside destination Pkts Bytes

icmp 115.0.0.10 1.1.0.2 1.1.0.24 1.1.0.2 3 252

Mpumep 2
Destination NAT

esr# show ip nat translations
Prot Inside source Inside destination Outside source Outside destination Pkts Bytes

icmp 1.1.0.2 115.0.0.10 1.1.0.2 1.1.0.16 -- -

show ip nat proxy-arp

JaHHasa komaHga ucnonbsyetca ana npocmotpa Hactpoek NAT Proxy ARP.

CuHTakcuc

show ip nat proxy-arp
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Heo6xoaumblii ypoBeHb nNpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep

esr# show nat proxy-arp
Interface IP address range

gil/e/15 115.0.0.15-115.0.0.100

to

[JlaHHOli KOMaHAo orpaHMYMBaeTca 06/1acTb NPUMEHEHNSA TPYNMbI NpaBus. MNpasuna 6yayT NPUMEHSTLCS
TONbKO AN Tpadvka, NAyLLEero B onpeaenieHHyH 30Hy Wn MHTepdeiic.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) yAanseT orpaHUYeHne 061acTvi NPUMEHEHUS TpyNMbl
npasw.

CuHTakcuc

to { zone <NAME> | 1interface <IF> | tunnel <TUN> | default }

no to

MapameTpbl
<NAME> — uMs 30HbI n301Auu1u;

<IF> — nma nHTepdelica ycTponcTea, 3a4aéTtca B BUAE, ONMCaHHOM B pasgene Turbl 1 nopsifok MMeHoBaHnsA
NHTEephelicoB MapLLpyTU3aTopa;

<TUN> — nmsA TyHHeNa yCTponCTBa, 3aaéTcA B BUAE, ONNUCAHHOM B pasgesnie Turbl 1 Nopsgok MMeHoBaHusA
TYHHesen mapLipyTusaropa;

default — o6o3HauaeT rpynny npaeun Ans Bcero Tpadivika, MECTO Ha3HAUYeHMe KOTOPOro He nonaso nof
KpUTepuu Apyrvx rpynn npasui.

& Tpynna npaeun co 3HauyeHnem «default» napameTpa «to» MOXeT 6bITb TOMBLKO OfiHA.

3Ha4yeHue no ymonyaHuio

None

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbI pexum
CONFIG-SNAT-RULESET

Mpumep

esr(config-snat)# ruleset test
esr(config-snat-ruleset)# to interface gigabitethernet 1/0/1
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22 Hactpoiiku IPsec VPN

+ Ynpasnexue VPN. Hactpoiiku IKE
+ access profile
+ address-assignment pool
+ assign-interface
+ authentication algorithm
+ authentication mode
+ authentication method
+ bind-interface vti
« certificate
+ data-tunnel address
+ dead-peer-detection action
+ dead-peer-detection interval
+ dead-peer-detection timeout
+ description
+ dh-group
* encryption algorithm
+ ike-policy
* ip prefix
« lifetime seconds
+ local address
* local interface
* local network
* management-tunnel address
+ mobike disable
* mode
* mode
+ password
+ password local-crt-key
+ pfs dh-group
+ pre-shared-key
*+ proposal
* remote address
* remote network
+ remote network dynamic client
*+ security ike gateway
+ security ike policy
+ security ike proposal
+ security ike session uniqueids
+ show security ike
* user
* version
+ xauth access-profile
*+ Ynpasnexue VPN. Hactpoiiku IPsec
+ authentication algorithm
+ description
* enable
* encryption algorithm
* ike dscp
* ike establish-tunnel
+ ike gateway
+ ike idle-time
+ ike rekey disable
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ike rekey margin

ike rekey randomization

ike ipsec-policy

lifetime

manual authentication algorithm
manual authentication key
manual bind-interface vti
manual encryption algorithm
manual encryption key

manual mode

manual protocol

manual spi

mode

proposal

protocol

security ipsec policy

security ipsec proposal
security ipsec vpn

show security ipsec

show security ipsec vpn authentication
show security ipsec vpn status

type

YnpasneHue VPN. Hactpowiku IKE

access profile

ESR-Series. CnpaBoyHvK kKomaHg, CLI

[aHHoi KomaHaol co3aaeTcs Npodunsb HacTpoek nonb3oBartens anga IKE-GATEWAY ¢ onpegeneHHbIM

MMEHEM U OCYLLIECTB/ISIETCS NEPEXO, B PEXUM KOHIMIYpUpOoBaHUS Npodnis.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yAanseT CKOHPUIYpUpOBaHHbI NPOtK/Ib HACTPOEK
nons3osarensa gnsa IKE-GATEWAY.

CuHTakcuc

[no] access profile <NAME>

MapameTpbl

<NAME> - nms npodmns nonb3osarens ansa IKE-GATEWAY, 3agaétca ctpokoii go 31 cumsona.

HeoGxoaumblii ypoBeHb NpuBUIernii

15

KoMaHAHbIV pexum

CONFIG

Mpumep

esr(config)# access profile OFFICE
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address-assignment pool

KomaHga ncnonb3yetca o8 co3fgaHnsa nyna agpecos U HACTPOVKKU NepefaBaeMbIxX napameTpoB A/1s
AVHaMUYeCcKol KoHurypaumm IPsec-knneHToB.

Vicnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) yaanseT nyna afpecos.

CuHTakcuc

[no] address-assignment pool <NAME>

MapameTpbl

<NAME> - nms nyna agpecos, 3agaétcsa cTpokoii go 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# address-assignment pool CENTER
esr(config-pool)#

assign-interface

[aHHoii komaHaon ykasbiBaeTcs loopback-nHtepdeinc gns HasHauyeHma gUHAMUYEeCKOro agpeca, nosly4aemoro
ot IPsec-VPN-cepBepa.

Mpwn ncnonb3oBaHUKM oTpULaTenbHOM hopMbl komaHabl (no) yaansietcst loopback-uHTepdeiic st HasHaYeHus
AOnHamMmun4yeckoro agpeca nonyyaemoro ot IPsec-VPN-cepsepa.

CuHTakcuc
assign-interface loopback <LOOPBACK>[-<LOOPBACK>

no assign-interface

MapameTpbl

<LOOPBACK> - Homep co3gaHHoro paHee loopback-uHtepdpeiica, npuHumaeT 3HaueHve B gmanasoHe [1..8].

3Ha4yeHue no ymonyaHuio

OrtcyTtcTBYET
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-IKE-GW

Mpumep

esr(config-ike-gw)# assign-interface loopback 3

authentication algorithm

[aHHoI KomaHAoW ycTaHaBNNBaAETCS a/TTOPUTM ayTEHTUIMKALMKM, KOTOPbIV MCNOoNb3yeTcsa Ans
ayTeHTMdmKaumm coobLieHnin yctaHoneHHoro IKE-coeguHeHus. Mpu yctaHoBneHnn IKE-coegnHeHmns
Mcnonb3yeTcsa ayTeHTUdmKaLms coobLeHunii no krody (authentication, cm. password).

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
authentication algorithm <ALGORITHM>

no authentication algorithm

MapameTpbl

<ALGORITHM> — anroputm ayTeHTMdMKaumm, npuHumaeT 3HadeHus: md>5, shal, sha2-256, sha2.384,
sha2-512.

3Ha4yeHune no ymonyaHuio
sha1

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-IKE-PROPOSAL

Mpumep

esr(config-ike-proposal)# authentication algorithm md5

519



ESR-Series. CnpaBoyHUK komaHz CLI

authentication mode

[aHHol KomaHaon ycTaHaBnusaetcs pexum XAUTH ayTeHTUdrkalmm yaaneHHbIX nonb30oBaTenei,
noxnro4varoLLmxca no npotokony IPsec.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHbl (NO) yAaAeT YCTaHOB/EHHbIV PEXUM.

CuHTakcuc
authentication mode { local | radius | client }

no authentication mode

MapameTpbl

local — pexxum ayTeHTUdMKaLMK, MCNONb3YOLWWIA NoKasbHY0 6a3y nosb3oBaTesniein KOHPUrypnpyemoro
npodounns;

radius — pexum, Npy KOTOPoM ayTeHTUdmKaunsa nonb3osareneii npoxoant yepe3 RADIUS-cepsep;

client — pexum ncnonbsyemblit XAUTH-kIMeHTOM.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-policy)# authentication mode local

authentication method

[aHHoin KomaHAo BblbnpaeTcsa MmeTog ayTeHTMdnkaumm no knwody ans IKE-coegmHeHns. AyteHTudmnkaums
COOGLLEHNIA NO K/THOYY MCNOosb3yeTcst Npu ycTaHoBneHun IKE-coeguHeHus, kntod 3agaétcs B IKE-nonutuke (cm.
pasgen pre-shared-key). Mocne yctaHoBneHus IKE-coeguHeHnst ayTeHTUMKALMNA COOBLLEHNT
OCYLLEeCTB/IAETCA NPY NMOMOLLM alfopuTMa XeLpoBaHUA.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
authentication method <METHOD>

no authentication method

MapameTpbl
<METHOD> - meTopq ayTeHTUMKaumnmn knova. Moxet NnpuHUMaTh 3Ha4YEeHWUS:

+ pre-shared-key — metog ayTeHTUdMKaLUM, NCNOMb3YOLWNIA NPeABapUTEIbHO NOTYYEHHbIE KUK
LnppoBaHus;
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* public-key — meTog ayTeHTUbmKaumm, nCNoNb3yOWKi Ny6INYHBIA KNHOY cepTudurkara;
+ xauth-psk-key — meToa paclumpeHHon ayTeHTUdMKauum, UCNosb3yLWniA I0Ka/IbHbIE U YAa/IeHHbIE
6a3bl nonb3oBarene.

3HauyeHue No ymosi4aHuio

pre-shared-key

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-proposal)# authentication method pre-shared-key

bind-interface vti

[aHHOoI KoMaHAoM yKa3blBaeTCA TYHHE bHbIN NHTepdeiic, Yepes KOTOPbIA ByaeT NPOXoAuTb Tpadvk B pexvme
TyHHens «route-based».

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) yAansieT NpUBSA3KY K TYHHE/TbHOMY MHTepdelicy.
CuHTakcuc
bind-interface vti <VTI>

no bind-interface vti

MapameTpbl

<VTI> — ngeHTMdnKaLnoHHbI Homep nHTepdelica VTI.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# bind-interface vti 1
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certificate

[JlaHHOli KOMaHAO0 YKa3bIBAKTCSH HEOOX0AUMbIE CEPTUIMKATBI.

Vicnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaansieT Ha3BaHue cepTudvkaTa n3 KoHUrypauum.

CuHTakcuc

certificate <CERTIFICATE-TYPE> <NAME>

no certificate <CERTIFICATE-TYPE>

MapameTpbl

<CERTIFICATE-TYPE> — Tvn cepTucpmkara wam Kioua, MOXeT NPUHUMAaTh Criefytowmne 3HayeHus:

ca — cepTudmKaT LeHTpa cepTudurkauny;

crl — cnMcoK 0TO3BaHHbIX CEPTUINKATOB;

local-crt — cepTudomkar 10KasibHOM CTOPOHbI;

local-crt-key — kntod cepTudonkara NoKasibHOM CTOPOHbI;

local-id — naeHTMdmkaTop NoKasnbHOM CTOPOHbI. [151 OTK/HOYEHMSI NPOBEPKM nonen atpubyTa Subject
NIOKa/IbHOTO cepTudnKaTa Ncnosb3yeTcs K "any”;

remote-crt — cepTudpmkar yganeHHon CTOpoHbl. BMecTo nMeHn gaitnia BO3MOXHO UCNO/Ib30BaHne
Kova "any" Ans ycTaHOB/IEHUS pexrMa npuemMa oTKpbITOro K/to4a yaasieHHOW CTOPOHbI MO CeTu;
remote-id — ngeHTUdmKaTop yaasieHHOW CTOPOHLI. /15 OTK/I0UYEHMA NPOBEPKM Nnosnel atpnbyTa Subject
cepTudpmkaTa yaaneHHoN CTOPOHbI UCNObL3YETCs KoY "any”.

<NAME> — nms ceptudomukara unm knwouya, 3agaértca cTpokoii go 31 cumsona.

3HauyeHue No ymosi4aHuio

OrtcyTtcTBYET

Heo6xoaumblii ypoBeHb NpuBUIerni

15

KoMaHAHbIV pexum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-policy)# certificate ca KEY

data-tunnel address

[aHHoli KomaHaon ykasbiBaetcs IP-agpec ansa noctpoiikn GRE data TyHHens, nepefaBaemMoro K/meHTy,
noaka4yaeMomy vepes IPsec ¢ ncnonb3oBaHeM AMHaMUYecKoro KoHpurypmposaHus napametpoB. GRE data
TYHHENb AO/MKEH 6bITh NOAAEPXaH Ha CTOpoHe kKnneHTa (TpebyeT ELTEX_DATA_IP(28684).

icnonb3oBaHue oTpuLaTesnibHov hopMbl KoMaHkl (No) yaansiet IP-agpec ans noctpoiiku GRE data TyHHens.
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CuHTakcuc

data-tunnel address <ADDR>
no data-tunnel address

MapameTpbl

<ADDR> - IP-agpec ansa noctpoeHust GRE data TyHHens, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas
yacTb NPUHUMaET 3HaueHus [0..255].

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-POOL

Mpumep

esr(config-pool)# data-tunnel address 192.168.2.66

dead-peer-detection action

[aHHol KomaHo ycTaHaB/IMBaeTCs AeiCTBMe, KOTOPOEe AO/HKHO NPeANPUHATL YCTPOMCTBO B C/ly4yae
06HapyxeHus HegocTynHocTu IPsec-cocega mexaHunamom Dead Peer Detection.

Dead Peer Detection (DPD) — 370 MexaHW3M NPOBEPKM COCTOSIHMS U AOCTYNHOCTU COCEeAHMX YCTPOMCTB.
MexaHun3m nepuogmueckn otnpasnsiet R-U-THERE coo6uweHnus (ansa IKE Bepcumn 1) nnm nyctble
INFORMATIONAL coobLuieHuns (gns IKE Bepcun 2) ans npoBepkn AocTynHocTu IPsec-cocega.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
dead-peer-detection action <MODE>

no dead-peer-detection action

MapameTpbl
<MODE> - pexwum pa6oTbl DPD:

* restart — coeguHeHve nepeycTaHaBNMBaETCS;

+ clear - coeiMHeHne ocTaHaB/MBaETCS;

*+ hold - coegmHeHne nogaepxmnBaeTcs;

* none — MexaHWU3M BbIK/THOYEH, HAKAKNX AENCTBUIA He NpeanpUHMMaETCS.
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3Ha4yeHue no ymonyaHuio

none

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# dead-peer-detection action clear

dead-peer-detection interval

ESR-Series. CnpaBoyHUK komaHz CLI

[aHHOoI KoMaHAoM ycTaHaBNNBaETCH MHTepPBasT MeXAy OTNpPaBKoi coobLLeHnin mexaHn3mom DPD.

MexaHun3m DPD onucaH B pasgene dead-peer-detection action.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

dead-peer-detection 1interval <SEC>

no dead-peer-detection interval

MapameTpbl

<SEC> — uHTepBan Mexay oTnpaBkoii coobLueHuii mexaHnaMom DPD, npuHimMaet 3HaueHus [1..180] cekyHa,

3Ha4yeHune no ymonyaHuio

2 cekyH[Abl

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# dead-peer-detection interval 15
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dead-peer-detection timeout
[aHHol KomaHaoM 3aaéTca TaliMayT OTBeTa Ha CO0OLEeHMs, OTrpaB/ieHHble MexaHuamom DPD.
MexaHun3m DPD onucaH B pasgene dead-peer-detection action.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
dead-peer-detection timeout <SEC>

no dead-peer-detection timeout

MapameTpbl

<SEC> - nepviof, BpeMeHu A/15 0TBeTa Ha coobLleHns MexaHn3ama DPD, npuHumaet 3HadeHns [1..180] cekyHa.

3Ha4yeHue no ymonyaHuio

30 cekyHp,

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# dead-peer-detection timeout 60

description
KomaHga ncnonb3yetcs N8 u3aMeHeHUs onnucaHusa npouns, nosmTukn uiam wiio3a npotokona IKE.

Vicnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaansieT onncaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHune npoduns, 3agaétcsa CTPOKoin Ao 255 cMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-IKE-PROPOSAL
CONFIG-IKE-POLICY
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-proposal)# description "my proposal"

dh-group

[aHHOi KOMaH/10¥i ycTaHaB/IMBAETCS HOMep rpynnbl MeToaa Auddhu-XennmaHa. Homep rpynnsl onpegensiet
ypOBeHb 3allyiieHHocTn IKE-coeanHeHNs1 Npu 06MEHEe Kiouammy — 3allMLLEHHOCTL BO3pacTaeT C POCTOM
HOMepa rpynmbl, HO YBENNUMBAETCS U BPEMSI YCTAHOB/IEHUSI COEIUHEHNSI.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOYAHMIO.
CuHTakcuc
dh-group <DH-GROUP>

no dh-group

MapameTpbl

<DH-GROUP> - Homep rpynnbl Andhdon-Xennmaxa, NpuHMmaeT 3HadeHus [1, 2, 5, 14,15, 16, 17, 18].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-IKE-PROPOSAL

Mpumep
esr(config-ike-proposal)# dh-group 5
encryption algorithm

[aHHO KOMaH/10Vi BbIGUPAETCS aNropuTM LIMKPOBAHUS, UCMOMb3YEMbIi Npu ycTaHoBNneHun IKE-coeamHeHus.

icnonb3oBaHue oTpuLaTeNIbHON (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOMYAHUIO.
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CuHTakcuc
encryption algorithm <ALGORITHM>

no encryption algorithm

MapameTpbl

<ALGORITHM> — nageHtndmkarop npoTokona wmugpoBaHusi, npuHMMaeT 3HauveHus: des, 3des, blowfis28,
blowfis92, blowfish256, aes128, aes192, aes256, aes128ctr, aes192ctr, aes256ctr, camellia128, camellia192,
camellia256.

3Ha4yeHue no ymonyaHuio
3des

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-IKE-PROPOSAL

Mpumep

esr(config-ike-proposal)# encryption algorithm aesl128

ike-policy
[JlaHHOI KomMaHaol ycTaHaBNMBaeTCA NpuBsAska nosmtrky npotokona IKE K wiio3sy.

icnonb3oBaHue oTpuuaTesibHol hopMbl KOMaHAbl (NO) yAaIseT NpUBSI3KY NOMUTUKN.

CuHTakcuc

[no] ike-policy <NAME>

MapameTpbl

<NAME> — ums nonutukmn npotokona IKE, 3agaérca ctpokoin o 31 cumeona.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-IKE-GATEWAY
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Mpumep

esr(config-ike-gw)# ike-policy ike_poll

ip prefix
[laHHOI KomMaHAol yKa3biBaeTCsa Mnys afpecos, U3 KOTOPOro agpeca 6yayT BblaaBaTbesi IPsec-knmeHTam.

icnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaHbl (NO) yAansieT Ny afpecos, U3 KOTOPOro aapeca byayT
BblaaBaTbcs IPsec-knmeHTam.

CuHTakcuc
ip prefix <ADDR/LEN>

no ip prefix

MapameTpbl

<ADDR/LEN> - IP-noacertb, 3agaétcsa B Buae AAA.BBB.CCC.DDD/EE, rae kaxgas yacte AAA — DDD
npuHUMaeT 3HaueHus [0..255] n EE npuHumaeTt 3HaueHus [1..32].

3HauyeHue No ymosi4aHuio

He 3apaH.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-POOL

Mpumep

esr(config-pool)# 1ip prefix 192.168.0.0/16

lifetime seconds
[aHHOoI KomaHaoM 3aaéTca BpeMsi XU3HN coeanHeHuns npoTtokona IKE.

icnonb3oBaHune oTpuLaTesibHoV hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
CuHTakcuc

lifetime seconds <SEC>

no lifetime seconds
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MapameTpbl

<SEC> - nepviof, BpeMeHu, NpuHUMAaeT 3HadeHus [4 ..86400] cekyHA,

3HayeHue No ymosiMaHuio

10800 cekyHp,

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-proposal)# lifetime 21600

local address
[aHHoli kKomaHzoi ycTaHaBnmBaeTcs IP-aapec nokanbHoro wto3a IPsec-TyHHens.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KoMaHzbl (No) yaansieT IP-agpec NokasibHOro LW/to3a.
CuHTakcuc
local address <ADDR>

no local address

MapameTpbl

<ADDR> - IP-agpec nokasbHOro Lwo3a.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# local address 192.168.1.1
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local interface

[JaHHol KomaH0i ycTaHaB/IMBaeTCs Ucnosb3oBaHune IP-agpeca, Ha3Ha4YeHHOTO Ha MHTepdIelic B kKayecTse
NokasibHOro Wwito3a IPsec-TyHHens.

Mpu ncnonb3oBaHUM OTpULATENIbHOI (DOPMbI KOMaHbl (NO) NpekpallaeTcs ncnonb3oBaxue IP-agpeca,
Ha3HAYEHHOro Ha NHTepdelic B Ka4ecTBe SIOKa/IbHOTO LL/03a.

CuHTakcuc
local tinterface <IF>

no local interface

MapameTpbl

<IF> - T1n n ngeHTUdMKaTOp MHTEPIeiica, 3a4aéTcs B BUAE, ONUCAHHOM B pasaene Turbl 1 Nopsiziok
MMEHOBaHUS MHTEPIENCOB MapLIpyTH3aTopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-IKE-GW

Mpumep

esr(config-ike-gw)# local 1interface gigabitethernet 1/0/1

local network

[JaHHoli komaHfo ycTaHaBnmBaeTcs IP-aapec noaceTv oTnpaBuTens, a Takke IP-npotokon 1 nopt. Tpadumk,
YA0BETBOPAIOLLMIA 3a4aHHbIM KpUTEPUSIM, ByeT HanpasseH B IPsec-TyHHeNb.

Micnonb3oBaHue oTpuuaTenibHoi qhopMbl KOMaHAbl (No) yaanseT IP-agpec noAceTn oTnpaBuTens.

CuHTakcuc
[no] local network <ADDR/LEN> [ protocol { <TYPE> | <ID> } [ port <PORT> ] ]

MapameTpbl

<ADDR/LEN> - IP-noacetb otnpaButens. MNapameTp 3agaétcsa B suge AAA.BBB.CCC.DDD/EE, rae kaxpnas
yacTb AAA — DDD npuHumaeT 3HaueHus [0..255] n EE npuHumaeTt 3HadeHus [1..32];

<TYPE> — TMn npoToKona, NpyHMMaeT 3HavyeHus: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre;

<ID> — naeHTUUKALIMOHHBI HoMep IP-npoTokona, NpuHMmaeT 3HadeHns [0x00-0xFF];
<PORT> — TCP/UDP-nopT, npuHnMaet 3HaueHus [1..65535].
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# local network 192.168.1.0/24 protocol tcp port 22

management-tunnel address

[JaHHoli komaHzol ycTaHaBnuBaeTcs IP-agpec TyHHenst ans noctpoiikn GRE management TyHHens,
nepefaBaemMoro KMeHTy, Nogko4aeMomMy yepes IPsec ¢ ucnosb3oBaHNEM AUHAMUYECKOTO
KOHhpurypmpoBaHus napameTpoB. GRE management TyHHe b JO/MKEH ObITb NOAAEPXaAH HA CTOPOHE K/IMEHTa
(TpeGyeT ELTEX_MANAGEMENT_IP(28683)).

icnonb3oBaHue oTpuuaTenbHoi hopMbl KOMaHAbl (No) yaanset IP-agpec TyHHeNns ans noctpoiikn GRE
management TyHHens.

CuHTakcuc

management-tunnel address <ADDR>
no management-tunnel address

MapameTpbl

<ADDR> -IP-agpec ana noctpoiikn GRE management TyHHens, 3agaétcsa B suge AAA.BBB.CCC.DDD, rae
Kavkaas yacTb NpuHUMaeT 3HadeHus [0..255].

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-POOL

Mpumep

esr(config-pool)# management-tunnel address 192.168.2.87
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mobike disable

[JaHHas KomaHaa OTKN0HYaeT BO3MOXHOCTb MHULMATOPY COEAUHEHNSI U3MEHUTL CBOK TOUKY MOAK/OUEHNS K
cetn (Mcnonb3oBarth IP-aapec B kayecTBe napametpa local address).

icnonb3oBaHue oTpuuaTesibHol (hopMbl KOMaH/bl (N0) aKTMBUPYET hyHKLMIO aBToMaTyeckoro BbiGopa local
address npu He4OCTYNHOCTM ONUCAHHOIO B KOHUrypaumm.

CuHTakcuc

[ no ] mobike disable

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

BkntoueHo.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gateway)# mobike disable

mode
[aHHOoI KOMaHAoM yCcTaHaBNMBaAETCHA PeXUM corsiacoBaHuns nepsoi dpasbl npoTokona IKE.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
mode <MODE>

no mode

MapameTpbl
<MODE> - pexum nepsoii pasbl IKE, npuHMMaeT 3HayeHus:

* main — COCTOUT N3 TPeX [,BYCTOPOHHUX OOMEHOB MeXAyY OTrpaBuUTesniemM 1 noyyatesem:
* Bo Bpems nepBoro o6mMeHa cornacytTcsa aifopuUTMbl ayTeHTUMKaUMn 1 lWndpoBaHns, KOTopble
6yayT ucnonb3oBatbes Ans 3awmTbl IKE-coeguHeHns nocpeacTBOM ConocTaB/ieHns npodunneit
npotokona IKE kaxgoro y3na;
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* Vicnonbsys anroputm Judddomn-XennmaHa, CTOPOHbI 0OMEHMBAKOTCA O6LUM CEKPETHBIM KJTHOHOM.
Takxe y3/bl NPOBEPAIOT MAEHTUMKaLUMIO ApYyr gpyra nytemM nepegadn n noaTeepXxaeHns
nocnefoBaTeibHOCTY NCeBAOCyYalHbIX Yncen,

+ MNpoBepseTcs NAEHTUYHOCTb NPOTMBOMNO/IOXHON CTOPOHbLI. B pe3ynstaTte BbIMNO/THEHNST OCHOBHOIO
pexnma cosgaeTcsa 6e3onacHblii KaHan ansa BTopoi goasbl npotokona IKE.

* aggressive — 3TOT peXuUM 06X0ANTCA MEHbLLUMM YACIOM OOMEHOB U, COOTBETCTBEHHO, YNC/IOM NAKETOB:

* B nepBom coobLieHnn (0T MHMLUmaTopa) oTNpaB/seTca MHPOopMaLus, Kotopas UCnonb3yeTcs Ans
ycTaHoBneHuns IKE-coeanHeHns: npeanoxeHne napameTpoB SA, nHMUMMpoBaHue obmMmeHa Andpdoun-
Xennwvaxa, oTnpas/ieHne NceBAoC/yqaiHOro Yicna n naeHtudmkaropa nakera;

* Bo BTOpOM CO0OLLEHNM OTBETUMK MPUHMMAET SA, ayTeHTUULMpPYeT MHULUMaTOpa, OTNpasnaeT
ncesgocny4variHoe umicno un ceoii IKE-ngeHTudmkatop;

* B TpeTbemM coo6LeHNN NHUUMATOP ayTEHTUNLMPYET OTBETUMKA N NOATBEPXKAAET OOMEH.

3HauyeHue No ymosi4aHuio

main

HeoG6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-policy)# mode aggressive

mode
[aHHol KOMaHOo yCcTaHaB/IMBAETCS PEXMM NepeHanpasieHns Tpadvka B TYHHESb.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
mode <MODE>

no mode

MapameTpbl
<MODE> - pexum nepeHanpasnieHnsa Tpadouka B TYHHE b, MPUHUMAET 3HAUYEHUSA:

+ policy-based — Tpaunk nepeHanpaBiseTca Ha OCHOBE MPUHAAIEXHOCTU K yKa3aHHbIM B NOSIMTUKAX
noaceTam;

* route-based - Tpahuk nepeHanpasnAeTCA Ha OCHOBE MapLLPYTOB, LL/IHO30M Y KOTOPbIX SAB/ISAAETCA
TYHHE/bHbIN NHTepgIelic.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# mode route-based

password

[aHHasa komaHaa ncnonb3lyercs A5 yCTaHOBKM napons nonb3osatens anga IKE-GETWAY. MNaposib MOXET 6bITb
3a/laH Kak B OTKPbITOM BuAe, Tak 1 B Buae xew sha512.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaansieT naponb nosb3osatens anst IKE-GETWAY un3
CUCTEMBI.

CuHTakcuc
password ascii-text { <CLEAR-TEXT> | encrypted <HASH_SHA512> }

no password

MapameTpbl
<CLEAR-TEXT> - naposb, 3aaéTcsi CTpoKoli [8..32] cumB0onoB, NpuHUMaeT 3HaueHust [0-9a-fA-F].

<HASH_SHAS512> — xew napons no anroputmy sha512, 3agaétcsa ctpokoii go 110 cumBosios.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
CONFIG-PROFILE

Mpumep

esr(config-profile) password tteesstt

password local-crt-key

[JaHHas KomaH[a 1crnonb3yeTcs 418 YCTaHOBKM Napons OT 3amnddpPOBaHHO LIEeNOYKM cepTumkaros
(cepTudpmkaTbl Ha3HavatoTCs NPV NOMOLLM KOMaHAbI certificate).

cnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (NO) yaansieT naposb.
CuHTakcuc

password local-crt-key ascii-text { <CLEAR-TEXT> | encrypted <HASH_SHA512> }

no password local-crt-key
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MapameTpbl
<CLEAR-TEXT> - naposb, 3aaéTcsi CTpoKoli [8..32] cumBonoB, NpuHUMaeT 3HaueHust [0-9a-fA-F].

<HASH_SHAS512> — xew napons no anroputmy sha512, 3agaétcsa ctpokoii go 110 cumBosios.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-policy) password tteesstt

pfs dh-group

[aHHol KomaHAoW ycTaHaBNnMBaeTcs HoMep rpynnbl MeToga Auddpu-XennmaHa. Homep rpynnbl onpegenset
YPOBeHb 3allyuLLeHHOCTH IPsec-coegmHeHns npu obMeHe KilovaMy — 3alyLLLEHHOCTL BO3pacTaeT C POCTOM
HOMepa rpynnbl, HO YBE/IMYNBAETCH U BPEMS YCTAHOB/IEHUA COEAUHEHNS.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CunHTakcuc
pfs dh-group <DH-GROUP>
no pfs dh-group

MapameTpbl

<DH-GROUP> - Homep rpynnbl Andhdon-Xennmaxa, NpuHumaeT 3Hadenus [1, 2, 5, 14,15, 16,17, 18].

3HauyeHue No ymosi4aHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-IPSEC-PROPOSAL
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Mpumep

esr(config-isec-proposal)# pfs dh-group 5

pre-shared-key

[aHHOoI KOMaHAoW ycTaHaBNMBaETCA 0O CeKPETHBIN KN4 ANs ayTeHTUduKauum, 0/MHKeH coBnaaatb y
060X CTOPOH, yCTaHaB/IMBAKLLNX TYHHENb.

icnonb3oBaHme oTpuuaTesibHoli (hopMbl KOMaHZbl (NO) yAanseT yCTaHOBEHHbI K/tou.

CuHTakcuc

pre-shared-key { ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> } | hexadecimal { <HEX>
| encrypted <ENCRYPTED-HEX> } }

no pre-shared-key

MapameTpbl
<TEXT> - cTpoka [1..64] ASCII cumB0onOB;

<HEX> - uucno pasmepom [1..32] 6aiiT 3aa&Tcs CTPOKOWA [2..128] cMMBO/IOB B LLIECTHAALATEPUUHOM
cpopmate(0xYYYY...) unn (YYYY...).

<ENCRYPTED-TEXT> — 3awwmdpoBaHHbIii naposb pasmepom [1..32] 6aiiT, 3aaaétcs cTpokoit [2..128]
CUMBOJI0B;

<ENCRYPTED-HEX> — 3awundpoBaHHoe unic/io pasmepom [2..64] 6aiiT, 3aaaétcsa CTPoKoii [2..256] cumBosoB.

3HauyeHue No ymosi4aHuio

none

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIN pexum
CONFIG-IKE-POLICY

Mpumep
esr(config-ike-policy)# pre-shared-key hexadecimal abcl123
proposal

[aHHol KomaHaoM ycTaHaBnmnBaeTcs npueaska npodunsa npotokona IKE k nonutuke.

Mcnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (NO) yaansieT npuBsAsky npodunsa npotokona IKE.
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CuHTakcuc

[no] proposal <NAME>

MapameTpbl

<NAME> — ums npodmnsa npotokona IKE, 3apgaérca ctpokoin o 31 cumeona.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-policy)# proposal ike_propl

remote address
[aHHoli komaHzo ycTaHaBnmBaeTcs IP-aapec yaganeHHoro wto3a IPsec-TyHHens.

Micnonb3oBaHue oTpuLaTenbHo hopMbl KOMaH bl (No) yaanseT IP-aapec yaasieHHoro Wwko3a.

CuHTakcuc
remote address { <ADDR> | any }

no remote address

MapameTpbl
<ADDR> - IP-agpec ynasieHHOro wnw3a.

any — KJ/104, NO3BONAOLWMI NPUHMMATL 3anpockl Ha yctaHosneHue IKE-ceccun ot ntoboro IP-agpeca.

HeoG6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# remote address 192.168.1.2
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remote network

[aHHol KomaHaon ycTaHaBnuaetcs IP-agpec nogcetu nonyyarens, a Takxke IP-npotokon v nopt nnm
HasHavaeTcsa AHaMUYEeCKUiA Ny aApecoB A8 YAANIEHHbIX KIMEHTOB, ncnonbaytowmx XAUTH. Tpaduik,
YAOBNETBOPSAIOLLMI 3aaHHbIM KpUTepusaM, OyaeT Hanpas/ieH B IPsec-TyHHe b.

icnonb3oBaHue oTpuuaTesibHoli (oopMbl KOMaHAbl (No) yaanset IP-aapec NoAceT! oTnpaBuTess.

CuHTakcuc

remote network { dynamic pool <POOL> | <ADDR/LEN> [ protocol { <TYPE> | <ID> } [ port
<PORT> ] ] | any }

no remote network { dynamic pool |<ADDR/LEN> [ protocol { <TYPE> | <ID> } [ port
<PORT> ] ] | any }

MapameTpbl
<POOL> - Bblg€NeHHbI guHaMUyeckuin nyn agpecos ansa knaneHtos XAUTH;

<ADDR/LEN> - IP-nogcetb nonyyatens. MNMapametp 3agaétca B suge AAA.BBB.CCC.DDD/EE, rae kaxpnas
yacTb AAA — DDD npuHumaeTt 3HaueHus [0..255] n EE npuHumaeT 3HadeHus [1..32];

<TYPE> — TMn npoTokona, NpuHMMaEeT 3HadYeHust: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre;

<ID> - naeHTUdMKaLMOHHBbI Homep IP-npoTokona, npuHuMaet 3HadyeHusi [0x00-0xFF];
<PORT> — TCP/UDP-nopT, npuHumaeT 3HadyeHus [1..65535];

any — K/1t04, yKasblBaloLLMii Ha He06X0AMMOCTb LLIMKPOBAHUS NOBOT0 UCXOAALLErO TpaduKa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# remote network 192.168.0.0/24 protocol tcp port 22

remote network dynamic client
[aHHOoI KomaHAoM BKNHOYaAETCS NoyyYeHre cnucka yganeHHbix cetei ot IPsec-VPN-cepsepa.

Mpwn ncnonb3oBaHWKM OTpULaTENbHONM hopMbl KOMaHAb! (NO) OTK/IKYAETCS NOMYYEHUE CNMCKA YAIEHHbIX
ceteli ot IPsec-VPN-cepBepa.

CuHTakcuc

[no] remote network dynamic client
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MapameTpbl

OtcyTCTBYIOT.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-IKE-GW

Mpumep

esr(config-ike-gw)# remote network dynamic client

security ike gateway

[aHHOo KoMaHAO0l OCYLLECTBNAETCA NEPEXo B KOMaHAHbIA pexum KoHdurypmnpoBaHus whnto3a IKE SECURITY
IKE GATEWAY. Ecnu wnto3 IKE ¢ ykasaHHbIM UMEHEM He CYLLIECTBYET B KOHhurypauun, To oH 6yaeT co3aaH.
MapameTpsb! Wt03a BKNoYatoT B cebs VTI-nHTepdelic, B KOTopbI 6yAeT HanpaBnATbCs Tpadmk, NONTUKA U
Bepcua npotokona IKE, a Takke pexum nepeHanpasneHns Tpadurka B TYHHe b.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yaanseT w3 npotokona IKE.

CuHTakcuc

[no] security ike gateway <NAME>

MapameTpbl

<NAME> — nms wnto3a npotokona IKE, 3agaétcs ctpokoit Ao 31 cumsona. Mpu BbINOSHEHUW OTpULLATENBHOW
hopmbl KOMaHAb! CO 3Ha4YeHeM napametpa «all» 6yayT yaaneHsl Bce IKE-LUN03bI.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG
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Mpumep

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)#

security ike policy

[aHHoili komaHaon co3gaetca nonuTtuka IKE, kotopas BkitovaeT B cebsa npodounu npotokona IKE, o6wumii
CEKPETHbIV KoY AN ayTeHTUmkaumm n pexmm cornacoBaHus nepsoi goassl npotokona IKE.

icnonb3oBaHme oTpuuaTesibHoli (DOpPMbl KOMaHZbl (N0) yaanseT ykasaHHyto nontuky. KomaHaa
ycTaHaBnuBaeT pexum komaHgHon ctpokn SECURITY IKE POLICY.

CuHTakcuc

[no] security ike policy <NAME>

MapameTpbl

<NAME> - nms nonutukm IKE, 3agaétca cTpokoin Ao 31 cumBorna. [Npwy BbINOHEHWUM OTpULaTesibHoM hopMbl
KOMaHApbl CO 3HaYeHnem napametpa «all» 6yayT yaaneHsl Bce IKE-NOAMTUKN.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG

Mpumep

esr(config)# security ike policy ike_poll
esr(config-ike-policy)#

security ike proposal

[laHHoi komaHpaoli cozgaetcs npodomnb npotokona IKE (Internet Key Exchange), koTopblii BK/touaeT B ce6st
napamMeTpbl a/ITOPUTMOB LUNPPOBaHMA N ayTeHTUdMKaumm metoga Audpdom-XensmaHa, Kotopble 6yayT
MCNoNb30BaTbCA Npu cornacosaHun napameTpos IKE co BcTpeuHoli ctopoHoit VPN coegnHeHns npy co3gaHum
Security Association (SA). Kpome Toro, npounb 3aAaéT npeaensHoe BpeMs aeincteusi SA. icnonb3oBaHune
oTpuLATENbHON (hopMbl KOMaHAbl (N0) yaanaeT 3aaHHbIii NPOuIb.

CuHTakcuc

[no] security ike proposal <NAME>
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MapameTpbl

<NAME> — nmsa npodmnnsa npotokona IKE, 3agaétcsa ctpokoi o 31 cumsorna. Mpu BbINOSHEHNN
oTpuuaTtenbHoi hopMbl KOMaHAbl CO 3HaYeHnem napameTpa «all» 6yayT yaaneHsl sce IKE-npodmnnn.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)#

security ike session uniqueids
[aHHOoI KomaHaoM 3afaeTcsa pexuM nepenogknitodeHuns knmentos XAUTH ¢ ogHuM nornHom/naponem.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

security ike session uniqueids <MODE>
no security ike session uniqueids

MapameTpbl
<MODE> - pexum nepenofk/ioueHns, MPUHUMAET Cneayolme 3Ha4YeHNs:

* no — YcTaHoBsieHHoe nogkrtodeHne XAUTH 6yaeTt yoaneHo, ecnm gsist HoBoro nogkitodeHna XAUTH
NHULMAaTOPOM coeauHeHus byaet otnpasneHo yeegomsieHve "INITIAL_CONTACT", 6yaeT HasHaueH
paHee 1ncnonb3oBaHHbIN IP-agpec. B npoTMBHOM cnyyae, yctaHoB/neHHoe coeguHerne XAUTH 6yaet
yaepxaHo. [ins Hosoro nogkntoveHna XAUTH 6yaet HazHauyeH HOBbIW IP-agpec.

* never — YcTaHoBneHHoe nogktodeHne XAUTH 6yaeT yaepxaHo. 15 HoBoro nogknodeHna XAUTH
6yaeT HasHadeH HoBblli IP-agpec. YBegomnenue "INITIAL_CONTACT" 6yaet B nto6om criyvae
NMPOVTHOPMPOBAHO.

* replace — YctaHoBneHHoe nogkntoveHne XAUTH 6yaet yaaneHo. nsa HoBoro nogkntoyeHns XAUTH
6yfeT ncnonb3oBaH paHee UCMNO/b30BaHHbIN IP-agpec.

+ keep — YctaHoBneHHoe nogkntoveHne XAUTH 6yaet yaepxaHo. HoBoe nogkntoueHne XAUTH 6yaet
OTK/IOHEHO.

3HauyeHue No ymosi4aHuio

never

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# security ike session uniqueids replace

show security ike

KomaHga ucnosnb3yeTcsi 418 NPOCMOTPa ChNCKa L30B8, NONUTVK UK Npodnneit.

CuHTakcuc

show security ike { gateway | policy | proposal } [<NAME>]

MapameTpbl

gateway — npu ykasaHuv KomMmaH/bl «gateway» 6yAeT BblBe,eH CIUCOK CKOH(PUIYPUPOBaHHbBIX LLJTHO30B;
policy — npu ykazaHuy komaHabl «policy» 6yeT BblBeEH CNUCOK CKOH(UTYPUPOBAHHbIX MONNTUK;
proposal — npv ykazaHun komaHabl «proposal» 6yaeT BblBefjeH CMCOK CKOHPUIyprpoBaHHbIX Npodunnei;

<NAME> — nms. MNpu ykazaHun onpegeneHHoro MMeHu Wni3a, NoANTUKK, npodnnsa 6yaeT BbiBeAeHa
noapo6Hasa nHdopmaums.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
ROOT
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Mpumep

esr# show security ike proposal

Proposal
Name Auth Encryption
aaa pre-sha 3des
red-key
esr# show security ike policy
Policy
Name Mode
ike_poll main

esr# show security ike gateway ik_gw

Description: --

IKE Policy: ike_poll
IKE Version: vl-only
Mode: route-based
Binding interface: vtil
IKE Dead Peer Detection:
Action: none
Interval: 2
Timeout: 30
user

ESR-Series. CnpaBoyHUK komaHz CLI

DH Hash Lifetime
1 shal 3600
Proposal

ike_propl

[aHHol KomaHaoM 3afaeTcsa nMs nonb3osatens Ans ayteHtudukaumm IKE-GETWAY.

icnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHbl (NO) yaanseT ykasaHHOro nosib3oBaTess.

Mocne BbINOMHEHUSI AAHHOIN KOMaHbl MapLLPYTU3aToOp NEPEXOAUT B PEXUM KOH(UTYPMPOBaHMS Napons

nonb3osatens (config-profile).

CuHTakcuc

[no] user <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaércsa cTpokoit o 31 cumeona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-ACCESS-PROFILE
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Mpumep

esr(config-access-profile)# user connecter963

version
[aHHoi KomaHaon 3agaéTca Bepceus npoTtokona IKE.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
version <VERSION>

no version

MapameTpbl

<version> — Bepcus IKE-npotokona: vi-only unu v2-only.

3HauyeHue No ymosiyaHuio

v1-only

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# version v2-only

xauth access-profile
[aHHOoI KomaHAoM yKa3blBaeTCA I0KasIbHbIV CMMCOK Nosb3oBaTenei ans asTopmsaumm XAUTH.

icnonb3oBaHme oTpulaTesibHoli (hopMbl KOMaHbl (N0) yaanseT 3aAaHHbIin Npognsib.

CuHTakcuc
[no] xauth access-profile <NAME> [client <USER-NAME>

MapameTpbl
<NAME> — Ha3BaHue nokasibHOro cnucka nonb3oBartesniein XAUTH, 3agaétca cTpokoii 4o 31 cumBona;

<USER-NAME> - nms nonb3oBatens u3 npukpenneHHoro XAUTH-npocmns, 3agaétcs ctpokoi ao 31 cumsona.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gateway)# xauth access-profile OFFICE

YnpasneHue VPN. Hactpoiiku IPsec

authentication algorithm

[laHHOli KOMaHAOo ycTaHaBNIMBAETCA a/ITOPUTM ayTeHTUdMKaLMK. Icnosib3oBaHmne oTpuLaTenbHol hopMbl
KOMaHZbl (N0) yCTaHaBNMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
authentication algorithm <ALGORITHM>

no authentication algorithm

MapameTpbl

<ALGORITHM> - anroputm ayTeHTudmKauum, npuHumaeT 3HaveHns: mdS, shal, sha2-256, sha2.384,
sha2-512.

3HauyeHue No ymosi4aHuio
shaT

HeoG6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-IPSEC-PROPOSAL

Mpumep

esr(config-ipsec-proposal)# authentication algorithm md5

description

[aHHo KomaHA0ol BbINO/HAETCS M3MEHEHME ONMMUCAaHNS.
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icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHZbl (NO) yAanseT onucaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHue npoduns, 3agaércs CTPOKo A0 255 cMmBOM0B.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-IPSEC-VPN
CONFIG-IPSEC-PROPOSAL
CONFIG-IPSEC-POLICY

Mpumep

esr(config-ipsec-vpn)# description "VPN to Moscow Office"

enable

[aHHoi komaHaol aktueupyetcs IPsec VPN.

ESR-Series. CnpaBoyHUK komaHz CLI

icnonb3oBaHue oTpuuaTesnibHoi hopmMbl KoMaHbl (no) aeakTuempyeT IPsec VPN.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

BbikntoueHo

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-IPSEC-VPN
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Mpumep

esr(config-ipsec-vpn)# enable

encryption algorithm

[JlaHHOli KOMaHAOo ycTaHaBNMBAETCS a/ITOPUTM LUMAIPOBaHKsA. icnonb3oBaHue oTpruaTeisHOM hopMmbl
KOMaHZbl (NO) yCTaHABNMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
encryption algorithm <ALGORITHM>

no encryption algorithm

MapameTpbl

<ALGORITHM> - npoTokon wudpoBaHus, npuHumaet 3HadeHus: null, des, 3des, blowfis28, blowfish192,
blowfish256, aes128, aes192, aes256, aes128ctr, aes192ctr, aes256c¢tr, camellia128, camellia192,
camellia256.

3HauyeHue No ymosi4aHuio
3des

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-IPSEC-PROPOSAL

Mpumep

esr(config-ipsec-proposal)# encryption algorithm blowfish128

ike dscp

KomaHpaa 3anaét 3HaveHne koga DSCP ansa ncnonb3oBaHna B IP-3aronioBke ncxogsimx naketos IKE-
npoToKona.

icnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHbl (N0) ycTaHaBMBaeT 3HadeHne DSCP no ymonyaxuio.
CuHTakcuc

ike dscp <DSCP>

no ike dscp
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MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHMmaeT 3HaueHus B amanasoHe [0..63].

3HauyeHue No ymosiyaHuio
63

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# ike dscp 40

ike establish-tunnel

KomaHgown ycTaHaBnueaeTcs pexum aktusaumm VPN. laHHas kKomaHAa akTyasibHa, TofNbko ecnun B VPN
BblOpaH pexum cornacoBaHus kntoueii «ike». Hactpolika pexuma cornacoBaHus Kiouvein onucada B mode.

icnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ike establish-tunnel <MODE>

no Ike establish-tunnel

MapameTpbl
<MODE> - pexum aktusauum VPN:

+ by-request — coegmHeHne akTUBMPYETCA BCTPEYHON CTOPOHOIA;

* route — coeguHeHne akTUBUPYETCH NPY NOSABNIEHUN TpadurKa, MapLLpyTU3MPYEMOro B TYHHES b,

+ immediate — TyHHe/Ib aKTUBUPYETCA aBTOMATUYECKUN MOC/1e NPUMEHEHUSA KOHpurypaummn. Ecnu
NPOV30NAET 3aKpblTUE COeANHEHMA OT yaasieHHOoN cTopoHbl VPN npy ncnonb30BaHnm pexnma
immediate, Torga yctaHOBUTbL COeAMHEHNE MOBTOPHO OyAEeT BO3MOXHO TOJIbKO MOC/e nepesarpysku
MapLupyTtusaTopa nnu nepesanycke VPN uepes CLI mapLupyTtumsaTopa.

HeoGxoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-IPSEC-VPN
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Mpumep

esr(config-ipsec-vpn)# ike establish-tunnel route

ike gateway

[aHHoi KomaHaon ocywecTensetcs npmesaska IKE-wnto3a k VPN. JaHHaa koMaH[a akTyasibHa, TO/IbKO ecnn B
VPN BbIGpaH pexum cornacoBaHus kto4en «ike». HacTtpoiika pexvuma cornacoBaHus Ktodel onncaHa B
mode.

CuHTakcuc
ike gateway <NAME>

no ike gateway

MapameTpbl

<NAME> - nms IKE-wno3a, 3aaaétcs cTpokon Ao 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# ike gateway ike_gwl

ike idle-time

[laHHOli KOMaHAOoI yCTaHABNMBAETCS 3HAYEHVE BPEMEHHOTO MHTEPBa/ia B CEKYHAAX, MO UCTEYEHUIO KOTOPOTO
coeflHeHMe 3aKpbIBAETCS, C/v He GblN0 NPUHSTO UK NepefaHo HY OAHOMo nakeTta yepes SA.

Micnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) OTK/IOYAET AaHHBIV Tailvep.

CuHTakcuc
ike idle-time <TIME>

no ike idle-time

MapameTpbl

<TIME> — uHTepBas1 B CEKyH/axX, NpUHUMAaeT 3HadeHus [4..86400]
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# ike idle-time 3600

ike rekey disable

[aHHOoI KomaHAoW OTKNKYaETCS NepecoraiacoBaHne Knyen ao paspbisa IKE-coeguHeHNst N0 NCTEYEHUIO
BPEMEHM, KO/IMYECTBY NepeaaHHbIX NakeToB Un GaiT.

icnonb3oBaHve oTpuLaTesibHoi popmMbl KOMaHAbI (NO) BK/IOYAET NEepPECOr1acoBaHNe K/Yeil.

CuHTakcuc

[no] ike rekey disable

MapameTpbl

KomaHga He coaepXuT napameTpos.

3Ha4yeHue no ymonyaHuio

OTK/t0YEHO.

Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# ike rekey disable

ike rekey margin

,ﬂ,aHHOI7I KOMaH,U,OVI MOXHO HaCTpPOUTb Ha4Yas10 fnepecoriacoBaHnUA Knrouei |KE-COG,CI,I/IH6HI/IF| A0 ncrtevyeHund
BPEMEHN XU3HN.

Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNe No ymMmosHaHuio.
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CuHTakcuc
Ike rekey margin { seconds <SEC> | packets <PACKETS> | kilobytes <KB> }

no ike rekey margin { seconds | packets | kilobytes }

MapameTpbl

<SEC> - uHTepBas1 BpEMEHM B CEKYH/1aX, OCTaBLUMIACA [10 3aKPbITUS coeanHeHus (3agaeTca komaHaoi lifetime
seconds, cm. lifetime). MpuHUMaeT 3HaueHns [4..86400].

<PACKETS> - Konu4ecTBO NakeToB, OCTaBLUMXCS A0 3aKpbITUSi coeanHeHus (3aaaetcs komaHaoli lifetime
packets, cm. lifetime). MpuHMaeT 3HaueHus [4..86400].

<KB> — 06beM Tpadvka B kunobaiitax, oCTaBLIMIACS A0 3aKpbITUS coeAnHeHns (3aaaeTtcst komaHaoli lifetime
kilobytes, cm. lifetime). MpuHumaeT 3HaueHus [4..86400].

3Ha4yeHue no ymonyaHuio
MepecornacoBaHne KYel A0 ncTeuyeHns BpeMeHn — 3a 540 cekyHa.

MepecornacoBaHve K/oUein fo ucteueHus oGbema Tpadmka v KoJIM4ecTBa NakeToB — OTK/IHUEHO.

Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# ike rekey margin seconds 1800

ike rekey randomization

[JlaHHOli KOMaHAOo ycTaHaBIMBAETCA YPOBEHb CyyaliHOro pasbpoca 3HauyeHuin napameTpoB margin seconds,
margin packets, margin kilobytes.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
ike rekey randomization <VALUE>

no ike rekey randomization

MapameTpbl

<VALUE> — MakCcMMa/ibHbIi1 NPOLIEHT pa3bpoca 3HaueHuii, npuHuMaeT 3HaueHus [1..100]
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3HauyeHue No ymosi4aHuio
100%

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# ike rekey randomization 10

ike ipsec-policy

JaHHaa komaHga yctaHasnveaeT npusasky IPsec-nonutukn k VPN. JaHHaa KomaH[a akTyasibHa, TONbKO ecru
B VPN BbIOpaH pexum cornacoBaHus krtouveli «ike». HacTpoiika pexvmMa coracoBaHus K/itoveli onncaHa B
mode.

CuHTakcuc
ike ipsec-policy <NAME>

no ike 1ipsec-policy

MapameTpbl

<NAME> — ums IPsec-nonutuku, 3agaétca ctpoka go 31 cumsona.

Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG-IPSEC-VPN

Mpumep
esr(config-ipsec-vpn)# ike ipsec-policy ipsec_poll
lifetime

[laHHOli KOMaHAOo ycTaHaBNMBAETCS BPEMS XU3HU IPsec-TyHHens.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.
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CuHTakcuc
lifetime { seconds <SEC> | packets <PACKETS> | kilobytes <KB> }

no lifetime { seconds | packets | kilobytes }

MapameTpbl

<SEC> - nepvog, BpeMeHu Xu3Hu IPsec-TyHHe s, N0 CTeYeHUn NPOMCXOANT nepecornacosaHquve. MpuHuvaert
3HaueHus [1140..86400] cekyHa.

<PACKETS> — KonnyecTBOo nakeTos, Nocsie nepegayn KOTOpPoro NPpoMCcxXoamT nepecoriacoBaHne
IPsec-TyHHens. MpuHumaeT 3HadyeHus [4..86400].

<KB> — 06bem Tpadmka, nocsie nepeaaqn KOToporo NPOUCXoANUT NepecornacosaHmne IPsec-TyHHens.
MpuHUMaeT 3HadeHus [4..86400] cekyHa,.

3Ha4yeHue no ymonyaHuio

3600 cekyHz

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-IPSEC-POLICY

Mpumep

esr(config-ipsec-proposal)# lifetime seconds 3600

manual authentication algorithm

[aHHol KomaHAoW ycTaHaBNMBaETCSA a/lropuTM ayTeHTUdMKaumm. laHHaa KomaHaa akTyasibHa, TO/IbKO ecnu B
VPN BblGpaH pexum coriacoBaHus knruein «<manual». HacTpoiika pexwuma cornacoBaHusi Kntoyeii onicaHa B
mode.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
manual authentication algorithm <ALGORITHM>

no manual authentication algorithm

MapameTpbl

<ALGORITHM> — anroputm ayTeHTudmKaLmm, npuHumaet 3HadeHns [md5, md5-128, shal, sha1-160, aesxcbc,
sha2-256, sha2-384, sha2-512].

553



ESR-Series. CnpaBoyHUK komaHz CLI

3HauyeHue No ymosi4aHuio

none

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# manual authentication algorithm shal

manual authentication key

[laHHOI KoMaHaol ycTaHaBNMBaETCA KoY ayTeHTUdukaunm. [laHHast KoMaHAa akTyasibHa, TO/IbKO ecnv B
VPN BbIGpaH pexum cornacoBaHus ka4del «<manual». HacTpoiika pexuma cornacoBaHus Kn4ein onvcaHa B
mode.

CuHTakcuc

manual authentication key { ascii-text {<TEXT> | encrypted <ENCRYPTED-TEXT>} |
hexadecimal {<HEX> | encrypted <ENCRYPTED-HEX> } }

no manual authentication key

MapameTpbl
<TEXT> - cTpoka [1..64] ASCII cumB0onOB;

<HEX> - uucno pasmepom [1..32] 6aiiT 3aa&Tcs CTPOKOWA [2..128] cMMBO/IOB B LLIECTHAALATEPUUHOM
cpopmate(0xYYYY...) unn (YYYY...);

<ENCRYPTED_TEXT> — 3alunchpoBaHHbIit naposb pasmepom [1..32] 6aiiT, 3aga&tcs cTpokoii [2..128]
CVMBO/I0B;

<ENCRYPTED_HEX> — 3awwmdpoBaHHOe uy1cnio pasmepoM [2..64] 6aiiT, 3agaéTtcst CTpokoii [2..256] cumBooB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-IPSEC-VPN
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Mpumep

esr(config-ipsec-vpn)# manual authentication key hexadecimal abcdef

manual bind-interface vti

[aHHOoI KoMaHAoM yKa3blBaeTCA TYHHE bHbIN HTepdeiic, Yepes KOTOPbIA ByaeT NPOXoAnTb Tpadvk B pexvme
TyHHens route-based. JaHHas KOmaHAa akTyasibHa, ToNbKo ecsiv B VPN BbiGpaH pexum cornacoBaHus Katodel
«manual». HacTpoiika pexuma cornacoBaHus Kn4ein onucaHa B mode.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
manual bind-interface vti <VTI>

no manual bind-interface vti

MapameTpbl

<VTI> - nHgekc nHtepderica VTI, npuHnmaeT 3HaveHus:
ESR-10/12V/12VF/14VF - [1..10];

ESR-20/21/100/200 - [1..250];
ESR-1000/1200/1500/1511/1700/3100 - [1..500].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# manual bind-interface vti 0

manual encryption algorithm

[aHHoI KomaHAoW ycTaHaBNNBAETCA a/TTOPUTM LUMAGIPOBaHUSA. [JaHHasi KOMaHAa akTyasibHa, TONIbKO eC/iv B
VPN BblGpaH pexum coriacoBaHus knruein «<manual». HacTpoiika pexwuma cornacoBaHusi Kntoyeli onvcaHa B
mode.

Micnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) yAanseT yCTaHOB/IEHHOE 3HAYEHME.

CuHTakcuc
manual encryption algorithm <ALGORITHM>

no manual encryption algorithm
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MapameTpbl

<ALGORITHM> — anroputm wncpoBaHuns, npuH1MaeT 3HadveHus: des, 3des, blowfis28, blowfis92, blowfish256,
aes128, aes192, aes256, aes128ctr, aes192ctr, aes256ctr, camellia128, camellia192, camellia256.

3HauyeHne No yMO/TYaHUIO
3des

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# manual encryption algorithm blowfis28

manual encryption key

[aHHoI1 KomaHAoW ycTaHaBNMBaEeTCs KoY wndgpoBaHms. laHHas kKoMaHaa akTyanbHa, Tonbko ecnn B VPN
BblGpaH pexum cornacoBaHusl Kiw4del «<manual». HacTpoiika pexuma cornacoBaHus KN4yein onvcaHa B
mode.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yAanseT ycTaHOB/IEHHOE 3HaUYeHue.

CuHTakcuc

manual encryption key { ascii-text { < TEXT> | encrypted <ENCRYPTED-TEXT> } | hexadecimal
{ <HEX> | encrypted <ENCRYPTED-HEX> } }

no manual encryption key

MapameTpbl
<TEXT> - ctpoka [1..36] ASCII cumBonoB;

<HEX> - uncno pasmepom [1..24] 6aiiT 3aaéTcs CTPOKOIA [2..72] ciMBONOB B LLECTHAALATEPUYHOM
cdopmate(0xYYYY...) unn (YYYY..);

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii naposib pasmepom [1..24] 6aiiT, 3aaaétcsa cTpokoii [2..72] cumBonos;

<ENCRYPTED-HEX> — 3awmdgpoBaHHoe unicio pasmepom [2..36] 6aiiT, 3aaaétcs CTpokoii [2..144] cumBonos.

HeoGxoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-IPSEC-VPN
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Mpumep

esr(config-ipsec-vpn)# manual encryption key hexadecimal 0x123456

manual mode

C nomoLLbio faHHOM KOMaH/bl OCYLLECTB/IAETCA YCTaHOBKa pexuma nepeHanpas/ieHns Tpaduka B TYHHe b.
[aHHaa komaHga akTyasibHa, Tonbko ecnu B VPN BbliOpaH pexum corniacoBaHus Knodei «manual». Hactpolika
pexuma coriacoBaHus K/ito4vein onucaHa B mode.

icnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
manual mode <MODE>

no manual mode

MapameTpbl
<MODE> - pexum npoxoxneHus Tpaduka:

+ policy-based — Tpauk nepeHanpaBiseTca Ha OCHOBE NMPUHAAIEXHOCTU K yKa3aHHbIM B NOSIMTUKaX
noaceTam;

* route-based - Tpahuk nepeHanpasnAeTCA Ha OCHOBE MapLLPYTOB, Y KOTOPbIX LL/IHO30M SIB/ISAIETCA
TYHHE/bHbIN NHTepgIelic.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# manual mode route-based

manual protocol

[aHHoI KomaHAoW yCcTaHaBNNBAETCS MHKaNCYyNUPYOLWMIA NPOTOKOAN. [JaHHas KoMaHAa akTyasibHa, TOMbKO ecnv
B VPN BblOpaH pexum cornacoBaHus kitodeli «manual». HacTpoiika pexvuma corniacoBaHms Ko4ein onucaHa
B mode.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
manual protocol <TYPE>

no manual protocol
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MapameTpbl
<TYPE> — Tvn npoTokona, NpMHUMAaEeT 3Ha4YeHUS:

+ ah — gaHHbI NPOTOKON OCYLLECTB/IAET TOMbLKO ayTeHTUdIMKaLMo Tpaduka, LWndposBaHme AaHHbIX He
BbIMNOJIHAETCS;
* esp — AaHHbI NPOTOKO/T OCYLLECTBASAET ayTeHTMdINKaLMIO 1 WndpoBaHme Tpadmka.

3HayeHue No ymosiMaHuio

esp

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# manual protocol ah

manual spi

[aHHoI1 KomaHAoW ycTaHaBNMBaETCS MHAEKC NapaMeTpoB 6e3onacHOCTUW. [laHHas KoMaHaa akTyasibHa, TO/bKO
ecnu B VPN BbiGpaH pexnm cornacoBaHms Kiwdein «manual». HacTpoiika pexmma cornacoBaHus Knoyeli
onucaHa B mode.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaHbl (N0) yaanseT UHAEKC NapamMmeTpoB 6e30MacHOCTY.

CuHTakcuc
manual spi <HEX>

no manual spi

MapameTpbl

<HEX> - nHaekc napameTpoB 6e30MacHOCTY, 331aéTcs 3HaYeHne pasmepom 32 6uTa (8 CMMBO/OB) B
wecTHaauatepuuHom dpopmate (0xXYYYY..) uim (YYYY..).

HeoG6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-IPSEC-VPN
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Mpumep

esr(config-ipsec-vpn)# manual spi FF

mode

[laHHOI KOMaHAol yCTaHaBNMBAETCS PEXWNM COrlacoBaHNA AaHHbIX, He06XoAMMbIX A5 akTuBauum VPN,

CuHTakcuc
mode <MODE>

no mode

MapameTpbl
<MODE> - pexum pabotbl VPN:

+ ike — cornacoBaHue asiIropUTMOB ayTeHTUPMKaLMK 1 LWNpoBaHNS, KKOYel ayTeHTUdnKaLmmn
LWMdopoBaHus, MHAEKca napameTpa 6e30nacHOCTU 1 APpYrMX AaHHbIX OCYLLECTB/ISETCA Yepes NpoTOKO/
IKE;

* manual — nonb3oBartesb AO/HKEH CaM HACTPOUTb MAEHTUYHbIE NapameTpbl Ha 060UX y3nax ansa paboTobl
VPN. Mpu gaHHOM pexrmMe He NPoUCXOoAuT ycTaHoBeHus IKE-coegmHeHnsa mexay y3namu. Kaxaplii u3
Y3N0B WNPPYET 1 AelingpyeT nakeTbl, OCHOBbLIBAACH TO/ILKO HA 3a4aHHbIX napameTpax.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# mode ke

proposal
[aHHoI KomaHAoM K NoANTMKE NPMBA3bIBAOTCA Npodonnn Habopa npoTokonos IPsec.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yaanseT NpMBSA3KY K ykazaHHOMY NPOgUIILO.

CuHTakcuc

[no] proposal <NAME>

MapameTpbl

<NAME> — ums npodmnna Habopa NpoTokonoB IPsec, 3agaétca cTpokoi oo 31 cumeona.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG-IPSEC-POLICY

Mpumep

esr(config-ipsec-policy)# proposal 1ipsec_propl

protocol
[laHHol KOMaH0I yCcTaHaB/IMBAETCS UHKAMNCYNMPYOLLMIA NPOTOKO.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
protocol <PROTOCOL>

no protocol

MapameTpbl
<PROTOCOL> — nHkancynmpyoLwmii NpoToKO, MPUHUMAET 3HAUYEHUS:

+ ah — fgaHHbI NPOTOKON OCYLLECTB/SET TOMbKO ayTeHTUIMKALIMIO TpadvKa, LUIMGIPOBAHME AAHHbIX He
BbINO/HSIETCS;
* esp — AaHHblii NPOTOKO/ OCYLLECTB/ISET ayTeHTUUKALIMIO U LINGPOBaHME TpadvKa.

3Ha4yeHune no ymonyaHuio

esp

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-IPSEC-PROPOSAL

Mpumep

esr(config-ipsec-proposal)# protocol ah
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security ipsec policy

[aHHoIn KomaHAoM co3gaeTcsa NonnMTuka Habopa NpoToKo/oB IPsec, KoTopas BKYaeT B cebs npoduan
Habopa npoTokonos IPsec ansa cornacosaHus BTopoii dpasbl npotokona IKE.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaasnseT yCTaHOB/IEHHOE 3HAaUYeHue.

KomaHga yctaHaBnusaeT pexum komaHgHoin ctpokn SECURITY IPSEC POLICY.

CuHTakcuc

[no] security 1ipsec policy <NAME>

MapameTpbl

<NAME> — nms nonutukm IPsec, 3agaétca ctpokoii go 31 cumsona. MNpu BbINOAHEHUN OTpULATENBHON (DOPMbI
KOMaHApbl CO 3HaYeHnem napametpa «all» 6yayT yaaneHsl Bce IPsec-nonutukm.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG

Mpumep

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)#

security ipsec proposal

[JaHHoii KomaHzol co3gaeTca npodnnb AnA Habopa nNpoTokosnos IPsec. Mpodunb IPsec BkitoyaeT B cebs
napameTpbl a/ITOPUTMOB LUNCPPOBAHUS 1 ayTEHTUMKALMM, NPOTOKO/A 3aLLMTbl COeAMHEHMUS IPSec-TyHHeNS, a
TakxXe BPeMS! XW3HU COeAVHEHNS.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yAaIAeT yKasaHHbIi Npotusib.

KomaHpga yctaHasnvmBaeTt pexum komaHaHoi ctpokn SECURITY IPSEC PROPOSAL.

CuHTakcuc

[no] security 1ipsec proposal <NAME>

MapameTpbl

<NAME> — ums npodmnns IPsec, 3agaétcs cTpokoi Ao 31 cumsona. Npun BbINOSIHEHMM OTPULATENBHO DOPMBI
KOMaHApbl CO 3HaYeHnem napametpa «all» 6yayT yaaneHsl Bce IPsec-npocunu.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# security ipsec proposal +ipsec_propl
esr(config-ipsec-proposal)#

security ipsec vpn

[JaHHoii komaH ol co3aaeTca VPN Ha ocHOBe Habopa NpoToKo/oB IPsec 1 ycTaHaBIMBAETCS KOMaHAHbIIA
pexum SECURITY IPSEC VPN.

Vicnonb3oBaHue oTpuLaTeNbHoi (DOPMbI KOMaH bl (N0) yaanseT cKoHgUryprpoBaHHbIii VPN.

CuHTakcuc

[no] security ipsec vpn <NAME>

MapameTpbl

<NAME> — nmsa VPN, 3agaétcs ctpokoi go 31 cumsona. Mpu BbINONHEHUM OTpULLATENBHON (POPMbI KOMaHAb!
CO 3HayYeHnem napametpa «all» 6yayt yaanexsl sce VPN.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# security ipsec vpn ipsec_vpnl
esr(config-ipsec-vpn)#

show security ipsec

[aHHOoI KOMaHAoW BbINOSTHAETCS NPOCMOTP KOHpurypaumii VPN, nonntrk n npodunein Habopa npoToKo10B
IPsec.

CuHTakcuc

show security ipsec { vpn configuration | policy | proposal } [<NAME>]

MapameTpbl

vpn configuration — npu ykasaHun gaHHol komaHabl 6yaeT BbiBegeHa KoHdurypauus Bcex VPN;
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policy — npu ykazaHuv gaHHol KOMaHAbl OyAeT BbiBeAEH CMMCOK CKOHMIYpUpOBaHHbIX NOUTUK Habopa
npotokosnos IPsec;

proposal — npu ykazaHun koMaHAbl 6yAeT BbiBEAEH CMNCOK CKOHDUIYPUPOBaHHbIX Npoduneli Habopa
npotokosnos IPsec;

<NAME> - ums. Mpun ykazaHum onpegeneHHoro umeHn VPN, nonutukmn nnu npouna 6yaet BolBegeHa
nogpo6Hasn nHgpopmawms.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep

esr# show security +ipsec proposal

Proposal
Name Prot Enc. alg. Auth. alg. Lifetime
ipsec_propl esp aesl28 shal 28800 sec
esr# show secu rity ipsec policy
Name Description Proposal
ipsec_poll ipsec_propl

Master# show security ipsec vpn configuration IPSECVPN
Description: -=

State: Enabled
IKE:
Establish tunnel: immediate
IPsec policy: IPSECPOLICY
IKE gateway: IKEGW
IKE DSCP: 63
IKE idle-time: 0s
IKE rekeying: Enabled
Margin time: 540s
Margin kilobytes: 0
Margin packets: 0
Randomization: 100%

show security ipsec vpn authentication

,ﬂ.aHHaﬂ KOMaHa Nno3Bo/iIAEeT NMNOCMOTPETL CMNCOK 1N NapaMeTpPbl MNOAK/TIOHNBLUNXCA IPsec-VPN-knneHTOB.

CuHTakcuc

show security 1ipsec vpn authentication <NAME> [ vrf <VRF> ]

MapameTpbl

<NAME> — ums cosgaHHoro IPsec VPN, 3agaétcs ctpokoi ao 31 cumsona.
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<VRF> - nms ak3emnnspa VRF, 3agaetca cTpokoii 4o 31 cMmBosia, B paMkax KOTOporo 6yaeT BK/IHYEHO
paspelueHre DNS-umeH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep

esr# show security ipsec vpn authentication

Local host Remote host Local subnet Remote subnet Authentication
State

2.2.2.1 2.2.2.2 192.168.2.0/24 192.168.1.1/32 Xauth PSK,
login: dipsec Established

show security ipsec vpn status

[aHHoI KomaHAoW BbINO/THAETCS NPOCMOTp cTtaTyca Bcex VPN, KoTopble ycTaHaBNMBaKT coeAuHEHME Yepes
IKE-npoTokon nnuéo onpegeneHHoro VPN npu ykazaHuy ero UMeHW.

CuHTakcuc

show security 1ipsec vpn status [ vrf <VRF> ] [ <NAME> ]

MapameTpbl
<NAME> — ums VPN, 3agaétcs cTpokoii ao 31 cumsona;

<VRF> — nms aksemnnspa VRF, 3agaétcsa ctpokoii go 31 cumBona.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
ROOT

Mpumep

esr# show security ipsec vpn status
Name Local host Remote host Initiator spi Responder spi State

ipsec_vpnl 10.100.14.1 10.100.14.2 0x05d8e0®ac3543fOcb 0Oxcfalc4179d001154 Established
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type
[aHHoi KomaHaoM 3aaeTca TMn nHkancynsaumm IPsec.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

type <TYPE>
no type

MapameTpbl
<TYPE> — tvn nHkancynsauun IPsec, npuHMMaeT 3HaYeHuns:

* tunnel;
* transport.

3Ha4yeHue no ymonyaHuio

tunnel

HeoG6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIN pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-access-vpn)# type transport
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23 YnpaBneHue VPN. HacTpolikn yaaneHHoro gocryna

+ O6wue KomaHabl HACTPOWKN yAANEHHOro A0CTyna
+ authentication required disable
+ clear remote-access counters
+ clear remote-access session
+ description
* enable
* encryption mppe
+ remote-access
+ show remote-access configuration
+ show remote-access counters
+ show remote-access status

* HacTtpoiika L2TP over IPsec/PPTP-cepsepa
+ authentication method
+ authentication mode
+ dns-servers
+ dscp
* ipsec authentication method
* ipsec authentication pre-shared-key
* ipsec ike proposal
* ipsec proposal
* local-address
* mtu
+ outside-address
* remote-address
* remote network
* remote networks
* username
* wins-servers

+ Hactpoiika OpenVPN-cepsepa
+ address-range
+ authentication algorithm
+ bridge-group
« certificate
+ client-isolation
+ client-max
* compression
+ dns-server
+ duplicate-cn
* encryption algorithm
* ip address
* login authentication
* network
* port
+ protocol
+ redirect-gateway
* route
+ timers holdtime
+ timers keepalive
*+ subnet
* tunnel
* username
* wins-server
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O6Lme KOMaHAblI HACTPOWKU yaasIeHHOro AocTyna

authentication required disable

[aHHo KomaHaol OTK/MoYaeTest 06s3aTtenbHasn ayteHTudmnkauusa PPP-knnenToB ansa PPTP unn L2TP-
cepsepa.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) BKoUYaeTcst ob6s3aTensHas ayteHTudgmkauus PPP ans
PPTP- nnn L2TP-cepBepa.

CuHTakcuc

[no] authentication required disable

MapameTpbl

OtcyTCTBYIOT.

3HayeHue No ymosiMaHuio

He 3apaH.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-pptp-server)# authentication required disable

clear remote-access counters

[aHHoi KomaHaol ocyLecTBnseTcsa copoc cueTumkoB coeanHeHnini OpenVPN, PPTP n L2TP over IPsec-
nosb3oBartenei.

CuHTakcuc

clear remote-access counters [ pptp | 12tp | openvpn ] [ server <SERVER-NAME> ]
[ username <USER-NAME> ] [ ip-address <ADRR> ]

MapameTpbl
<SERVER-NAME> — nmsa npocpuna OpenVPN, PPTP unu L2TP over IPsec-cepBepa;
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<USER-NAME> — umsa OpenVPN, PPTP nnu L2TP over IPsec-nonb3oBarens;
<ADDR> - IP-agpec OpenVPN, PPTP nnn L2TP over IPsec-nons3osarens.

Mpw BbINONHEHMM KOMaHAbl 63 NnapameTpa 6yayT copoLleHbl Bce cueTumkn coegnHeHmnii OpenVPN, PPTP n
L2TP over IPsec-nonb3oBareneil.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
ROOT

Mpumep

esr# clear remote-access counters

clear remote-access session

[aHHoi KomaHAoM ocyulecTBnseTcs 3aBeplieHme coeguHernii OpenVPN, PPTP n L2TP over IPsec-
nonb3oBaTeneil.

CuHTakcuc

clear remote-access session [ pptp | 12tp | openvpn] [ server <SERVER-NAME> ] [ username
<USER-NAME> ] [ip-address <ADRR> ]

MapameTpbl
<SERVER-NAME> — nms npocpunsa OpenVPN, PPTP unu L2TP over IPsec-cepsepa;
<USER-NAME> — nms OpenVPN, PPTP nnun L2TP over IPsec-nonb3osarens,

<ADDR> - IP-agpec OpenVPN, PPTP nnn L2TP over IPsec-nonb3osaresns. Mpu BbINO/IHEHUN KOMaHObl 6€3
napameTpa 6yayT 3aBeplueHbl Bce OpenVPN, PPTP n L2TP over IPsec-coeanHeHus.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
ROOT

Mpumep

esr# clear remote-access session
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description

KomaHga ncnonbsyetcs ansa nameHeHus onncaHusa npodpuna OpenVPN, PPTP u L2TP over IPsec-cepsepos.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaansieT onucaHue npoduns.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHune npoduns, 3agaétcsa CTPOoKoin Ao 255 cMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER
CONFIG-OPENVPN-SERVER

Mpumep

YctaHoBUTb onncaHue gns npodguns PPTP-cepsepa:

esr(config-pptp-server)# description "Our remote workers"

enable

[laHHOli KOMaHAO0 aKTUBUPYETCSI KOH(IUTYPUPYEMBIA NPOnIb CEPBEPOB YAAIEHHOIO A0CTYNa.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) AeakTUBMPYET KOHUIYpUpyeMbIi Npodnsb.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

Bbik/1t04EHO.

569



ESR-Series. CnpaBoyHUK komaHz CLI

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-pptp-server)# enable

encryption mppe
[JaHHan komaHaa BkitovaeT wudposaHme MPPE (Microsoft Point-to-Point Encryption) ana PPTP-coeanHeHwiA.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) OTK/OYAET LMKPOBaHME.

CuHTakcuc

[no] encryption mppe

MapameTpbl

KomaHga He coaepXuT napameTpos.

3Ha4yeHue no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG-PPTP-SERVER

Mpumep
esr(config-pptp-server)# encryption mppe
remote-access

[JaHHoO KoMaHoVi co3aaeTca Npodu/ib CepBepa yaasleHHOro AocTyna.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yAaNIAeT yKasaHHbI Npotusib.
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CuHTakcuc

[no] remote—-access <SERVER-TYPE> <NAME>

MapameTpbl
<SERVER-TYPE> - T1n cepBepa yganeHHoro goctyna. MoxeT npuHumaTth 3Ha4eHust [2tp, openvpn, pptp.

<NAME> — nms npodnnsa cepeepa yaaneHHOro 4octyna, 3agaértcsa cTpokoii Ao 31 cumBona.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# remote-access 12tp remote-workers
esr(config-12tp-server)#

show remote-access configuration

KomaHaoi BbINONHAETCA NpocMoTp napametpoB npodguneit OpenVPN, PPTP n L2TP over IPsec-cepBeposB.

CuHTakcuc

show remote-access configuration { pptp | 12tp | openvpn } [ <NAME> ]

MapameTpbl
<NAME> - umsa npodpuna OpenVPN, PPTP nnn L2TP over IPsec cepBepa.

Mpu BbINOMHEHMM KOMaHAbl 6e3 NnapameTpa 6yayT nokasaHbl napameTpbl Bcex OpenVPN, PPTP nnn L2TP over
IPsec-cepsepos.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show remote-access configuration pptp pptpl

State: Enabled

Description: --

Security zone: trusted

Authentication mode: local

MTU: 1500

Local address: 192.168.1.1

Remote address: rem_pptp(10.0.10.20-10.0.10.40)
Outside address: 115.0.0.1

DNS server: -
WINS server: -=

Users
# Name State Encrypted password
0 pptp Enabled 8CB5107EATOO5AFF
1 petr Enabled CCE5513EE45A1EAC

show remote-access counters

KomaHoi BbINO/THAETCS NPOCMOTP cHeTUMKoB coegmHeHunii OpenVPN, PPTP n L2TP over IPsec
nosb3oBaTtene.

CuHTakcuc

show remote-access counters [ pptp | 12tp | openvpn ] [ server <SERVER-NAME> ] [ username
<USER-NAME> ] [ ip-address <ADRR> ]

MapameTpbl

<SERVER-NAME> — nmsa npodmna PPTP unun L2TP over IPsec cepsepa;
<USER-NAME> — umsa OpenVPN, PPTP nnu L2TP over IPsec nonb3oeartens;
<ADDR> - IP-agpec OpenVPN, PPTP nnn L2TP over IPsec nonb3oBartess;

Mpw BbINONHEHUN KOMaHAbI 6e3 NnapameTpa OyayT nokasaHbl CHETUMKN BCex coemHeHnin OpenVPN, PPTP u
L2TP over IPsec nonb3osareneil.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT
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Mpumep

esr# show remote-access counters

User IP-address
van 10.20.20.5
fedor 20.20.20.160
User IP-address
ivan 10.20.20.5
fedor 20.20.20.160

esr# show remote-access counters
er: remote-workers

PPTP Serv

User: ivan(10.20.20.5)
Packets received:
Bytes received:
Dropped on receive:
Receive errors:
Multicasts received:

Receive
Receive
Receive
Receive
Receive
Receive
Receive
Packets
Bytes tr
Dropped
Transmit
Transmit
Transmit
Transmit
Transmit
Transmit
Transmit
Collisio

length errors:

buffer overflow errors:

CRC errors:
frame errors:
FIFO errors:
missed errors:
compressed:
transmitted:
ansmitted:
on transmit:
errors:
aborted errors:
carrier errors:
FIFO errors:
heartbeat errors:
window errors:
comressed:
ns:

show remote-access status

UC recv Bytes recv Err recv
262 25365 (0]
59 5236 (0]
UC sent Bytes sent Err sent
249 29298 (0]
16 739 (0]
12tp
231
22229
0
0
0
0
0
0
0
0
0
0
189
21858
0
0
0
0
0
0
0
0
0
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MC recv

KomaHoi BbINO/THAETCS NPOCMOTP cocTosiHMA coeguHeHnii OpenVPN, PPTP n L2TP over IPsec
nosb3oBartene.

CuHTakcuc

show remote-access status [ pptp | 12tp | openvpn ] [ server <SERVER-NAME> ] [ username
<USER-NAME> ] [ ip-address <ADRR> ]

MapameTpbl
<SERVER-NAME> — nmsa npodmnsa OpenVPN, PPTP nnu L2TP over IPsec cepsepa;
<USER-NAME> — umsa OpenVPN, PPTP nnu L2TP over IPsec nonb3oeartens;

<ADDR> - |IP-agpec OpenVPN, PPTP nnn L2TP over IPsec nonb3osaTtesns.
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Mpw BbINONHEHUN KOMaHAbI 6e3 NnapameTpa OyAeT nokasaHo COCTosiHMe Becex coeamHeHmnin OpenVPN, PPTP u

L2TP over IPsec nonb3oBarteseil.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep

esr# show remote-access status

User IP-address Server
ivan 10.20.20.5 pptp (remote-workers)
fedor 20.20.20.160 12tp(remote-workers-12tp)

Count sessions: 2

Hactpoiika L2TP over IPsec/PPTP-cepBepa

authentication method

[aHHOoI KomaHAoM pa3peLuaeT UCnonb3oBaHe MeToda ayTeHTUmKauumn yaaneHHbIX nonib3oBaTenen,
nogxnrovaromxca no nporokonam PPTP nnun L2TP over IPsec.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yAaseT yCTaHOBEHHbIV PEXUM.

CuHTakcuc
[no] authentication method <METHOD>

MapameTpbl

<METHOD> - meTopa ayTeHTUdMKaLuu, NpUHUMaeT 3HadeHus [chap, mschap, mschap-v2, eap, pap).

3HauyeHue No ymosi4aHuio

PaspeLueH Tonbko chap

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER
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Mpumep

esr(config-pptp-server)# authentication method mschap

authentication mode

[JaHHol KoMaH0i yCTaHaB/IMBAETCH PEXUM ayTeHTUMKALMN YA/ IeHHbIX NOMb30BaTe e, MOAK/IYaOLLMXCS
no npotokonam PPTP nnu L2TP over IPsec.

icnonb3oBaHme oTpuuaTesibHoli (hopMbl KOMaHbl (N0) yAaNseT yCTaHOBEHHbIV PEXUM.

CuHTakcuc
authentication mode { local | radius }

no authentication mode

MapameTpbl

* local — pexum ayTeHTUdIMKaLMW, NCNONb3YOLWWIA NoKasbHY0 6a3y nosb3oBaTesniein KOHPUrypnpyemoro
npodouns.
+ radius — pexum, Npu KOTOpoM ayTeHTUdnKaLmsa nons3osareneli npoxognt Yepes RADIUS-cepsep.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# authentication mode local

dns-servers

[aHHoii KomaHaon ykasbiBaeTcsa cnncok DNS-cepBepoB, KoTopble 6yayT MCMNOMb30BaTh yAa/IEHHbIE
nonb3oBartesnv, nogxrtodatowmecsa no npotokonam PPTP n L2TP over IPsec.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAb! (NO) yaAansieT HacTpoeHHble agpeca DNS-cepsepos.

CuHTakcuc
dns-servers object-group <NAME>

no dns-servers
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MapameTpbl

<NAME> — nms npodmnns IP-aapecos, KOTOpPbI CoaepXnT agpeca Heobxoammbix DNS-cepBepoB, 3agaétcs
cTpokoi fo 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# dns-servers object-group pptp_dns

dscp

KomaHpaa 3anaét 3HaveHne koga DSCP ansa ncnonb3oBaHna B IP-3aronioBke ncxogswmx naketos PPTP u L2TP
over IPsec-cepsepos.

icnonb3oBaHune oTpuLaTesibHoV hopMbl KOMaHbl (NO) ycTaHaBMBaeT 3HadeHne DSCP no ymonyaHuio.

CuHTakcuc
dscp <DSCP>

no dscp

MapameTpbl

<DSCP> - 3HaueHvne koga DSCP, npuHumaeT 3HaueHnsi B granasoHe [0..63].

3HauyeHue No ymosi4aHuio
32

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER
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Mpumep

esr(config-pptp-server)# dscp 40

ipsec authentication method

[aHHoI KomaHaoW BblbnpaeTca MeTog ayTeHTudmnkaumm no knody ans IKE-coegmHeHns. AyteHTudmkaums
COO0OLEHMI MO KUY MCMoNb3yeTcs Npu yctaHoBneHun IKE-coeguHeHns, KoY 3a4aETcs KOMaHA0M «ipsec
authentication pre-shared-key» (cm pasgen ipsec authentication pre-shared-key).

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CunHTakcuc
ipsec authentication method pre-shared-key

no ipsec authentication method

MapameTpbl

pre-shared-key — meTog ayTeHTUbmKaumm, UCNONb3YOLWMIA NpeaBapuTeibHO NOyYEeHHbIE K/TH4m
LWndopoBaHUA.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG-L2TP-SERVER

Mpumep

esr(config-12tp-server)# dipsec authentication method pre-shared-key

ipsec authentication pre-shared-key

[JlaHHOli KOMaHAOoI ycTaHaBIMBAETCA OOLLMIA CEKPETHBIN KoY A5t ayTEHTUPUKALMK, KOTOPbI AO/MKEH
COBMagath y 060MX CTOPOH, yCTaHaBNMBAKLWMNX TYHHESb.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yAaNAEeT YCTaHOB/IEHHBIN Ktou.

CuHTakcuc

ipsec authentication pre-shared-key { ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }|
hexadecimal {<HEX> | encrypted <ENCRYPTED-HEX> } }

no 1ipsec authentication pre-shared-key
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MapameTpbl
<TEXT> - cTpoka [1..64] ASCII cumBosOB.

<HEX> - uucno pasmepom [1..32] 6aiiT 3aaéTcs CTPOKOWA [2..128] cMMBO/IOB B LLIECTHAALATEPUUHOM
chopmate(0xYYYY...) unn (YYYY..).

<ENCRYPTED-TEXT> — 3awumdpoBaHHbIii naposb pasmepom [1..32] 6aiiT, 3aaaétcs cTpokoit [2..128]
CVMBO/I0B;

<ENCRYPTED-HEX> — 3awumdgpoBaHHoe unicio pasmepom [2..64] 6aiiT, 3aaaétcs CTPOoKoi [2..256] cumBosoB.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomMaHAHbIV peXxum
CONFIG-L2TP-SERVER

Mpumep

esr(config-12tp-server)# ipsec authentication pre-shared-key ascii-text password

ipsec ike proposal

[JaHHoi komaHaon ansa L2TP-cepBepa HazHavyaeTcs Wwab/ioH, orpaHnymnBatoLLmii UCNob3yeMble MeTO/bI
ayTeHTudmkaumm n wndgposaHms npotokona IKE.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yAaNsieT orpaHUYeHns Ha UCrob3oBaHMe METOAOB
ayTeHTudmkaumm n wndgposaHms npotokona IKE.

CuHTakcuc

[no] ipsec ike proposal <NAME>

MapameTpbl

<NAME> — nms paHee cosgaHHoro npoguns npotokona IKE, 3agaétca ctpokoii go 31 cumsona.

3HayeHue No ymosiMaHuio

OrpaHuyeHmne oTCyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUerui
15
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KomMaHAHbIV peXxum
CONFIG-L2TP-SERVER

Mpumep

esr(config-12tp-server)# ipsec ike proposal IKE_PROPOSAL

ipsec proposal

[JaHHoii komaHaoii ana L2TP-cepeepa HazHavaeTcs Lab/1oH, OrpaHnumMBaloLLnii UCNO/b3yeMble METO/bI
ayTeHTUdgMKaLmm 1 wndposaHna npotokona IPsec.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yAanseT orpaHNYeHns Ha UCNoMb30BaHe METOA0B
ayTeHTUdgMKaLmm 1 wndposaHna npotokona IPsec.

CuHTakcuc

[no] ipsec proposal <NAME>

MapameTpbl

<NAME> — nms paHee co3gaHHoro npoguns IPsec, 3agaétcs ctpokoi no 31 cumsona.

3HayeHue No ymosiMaHuio

OrpaHuyeHune oTCyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-L2TP-SERVER

Mpumep

esr(config-12tp-server)# ipsec proposal IPSEC_PROPOSAL

local-address

[aHHoi KomaHaol ykasbiBaeTcs IP-agpec, ncnonbdyembiii PPTP nnun L2TP over IPsec cepBepom B KavyecTBe
nokanbHoro IP-agpeca TyHHenNA.

icnonb3oBaHue oTpuLaTeNbHO DOPMbI KOMaH bl (N0) yAanseT HacTPOeHHbI NokanbHbIli IP-agpec TyHHens.

CuHTakcuc

local-address { object-group <NAME> | 1ip-address <ADDR> }
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no local-address

MapameTpbl

<NAME> — nms npodmns IP-aapecos, KOTOPbI COAEPXMUT SIoKasbHbIN IP-agpec TyHHens, 3a8aéTcs CTPOKOn Ao
31 cumsona.

<ADDR> — nokanbHbIli IP-agpec TyHHens 3agaétcs B Buge AAA.BBB.CCC.DDD, rge kaxkgas yacTb NpUHMUMaeT
3HayeHus [0..255].

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# local-address object-group pptp_local

mtu

[aHHoi kKomaHaow ykasbiBaetcd MTU gns nHtepdeincos, kotopble 6yayT co3gaBarbCcs Npy NOAKIHEHUN
yAaneHHbIX nonb3osaTtesneii no npotokonam PPTP n L2TP over IPsec.

Micnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHbl (NO) ycTaHaBIMBaET 3HadeHrne MTU no ymonyaHuio.

CuHTakcuc
mtu <MTU>

no mtu

MapameTpbl

<MTU> - 3HauyeHne MTU, npuHMMaeT 3HaueHust B ananasoHe [1280..1500].

3HauyeHue No ymosi4aHuio
1500

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER
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Mpumep

esr(config-pptp-server)# mtu 1400

outside-address

[aHHoi KomaHaoM ykasbiBaeTcs IP-agpec, kotopblin 6yaeT npocnywmsatbes PPTP nnn L2TP over IPsec
CepBEPOM Ha HaIMune BXOAALLMX NOAKHOUYEHNIA.

Vicnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHbl (N0) yaansieT HaCTPOEHHbIV aapec A1 NPOC/TyLUMBaHUS.

CunHTakcuc
outside-address { object-group <NAME> | ip-address <ADDR> | interface { <IF> | <TUN> } }

no outside-address

MapameTpbl

<NAME> - nms npodmnns IP-agpecos, cogepxatmin agpec, Kotopblii 6yaeTt npocnywmnsarscs PPTP nav L2TP
over IPsec cepBepOM Ha Ha/iMume BXOLALWMX NOAKNOYEHW, 3a4aETCA CTPOKOA A0 31 cumBona.

<ADDR> - IP-agpec, koTopblii 6ygeT npocnywmnsatbes PPTP nnun L2TP over IPsec cepBepom Ha Hanmune
BXOAALMX NogknodeHnii, 3agaétcs B Buae AAA.BBB.CCC.DDD, rge kaxpgas 4yacTb MPUHUMAET 3HAYEHUS
[0..255].

<IF> - uHTepdbelic, 3apaétcs B BUAE, ONUCAHHOM B pasgene Turbl 1 Nopsaok MMeHoBaHus nHTepdelicos
MapLupyTu3aTopa.

<TUN> — umsi TyHHeNs ycTpoiicTBa, 3a4aETcA B BUAE, ONMCAHHOM B pasgesie Turbl v NopsfoK MMEHOBAHNSA
TYHHENel mapLupyTusaropa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# outside-address object-group pptp_outside

remote-address

[aHHoli KomaHzo yka3biBaeTcs cnmcok IP-agpecos, n3 kotoporo PPTP nnu L2TP over IPsec cepsepom
BblgatoTcA AgnHammyeckue IP-agpeca yaaneHHbIM Mo/b30BaTensam.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHzbl (NO) yaanseT cnucok IP-aapecoB yaaneHHbIX
nosnb3oBarteneii.

581



ESR-Series. CnpaBoyHUK komaHz CLI

CuHTakcuc
remote-address { object-group <NAME>| address-range <FROM-ADDR>-<TO-ADDR> }

no remote-address

MapameTpbl

<NAME> — ums npodunns IP-agpecos, KOTOpPbIn coaepXnt cnnucok IP-aapecoB yaaneHHbIX Nob30BaTene,
3aaéTtca cTpokoi ao 31 cumeona.

<FROM-ADDR> — HauyanbHbIil IP-agpec ananasoHa, 3agaétca B Buage AAA.BBB.CCC.DDD, rae kaxgas yactb
npuHuUMaeT 3HaveHus [0..255].

<TO-ADDR> — koHeuHbIi IP-agpec ananasoHa, 3agaétcsa B Buae AAA.BBB.CCC.DDD, rae kaxaas yacTb
npuHUMaeT 3HaueHus [0..255].

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# remote-address object-group pptp_remote

remote network

[aHHoi KomaHaol ycTaHaBnmBaeTcs IP-agpec nogceTtun, AOCTYNHOW Npy yCTaHOBAEHUN AnHamunyeckoro PPTP/
L2TP-TyHens.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KoMaHAabl (No) yaansiet IP-agpec noaceTu, 4OCTYNHOW yepes
AnHamunyecknii PPTP/L2TP-TyHHensb.

CuHTakcuc
remote network <ADDR/LEN>

no remote network

MapameTpbl

<ADDR/LEN> - IP-nogceTtb nonyyatens. MNMapametp 3agaétca B Buge AAA.BBB.CCC.DDD/EE, rge kaxpgas
yacTb AAA — DDD npuHumaeTt 3HaueHus [0..255] n EE npuHumaeT 3HadeHus [1..32].

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-PPP-USER

Mpumep

esr(config-ppp-user)# remote network 192.168.54.0/24

remote networks

[aHHoi KomaHaol ycTaHaBAMBaEeTCs cnucok IP-agpec noaceteit, AOCTYNHbIX Npy ycTaHoBneHun PPTP/L2TP-
TyHens.

Micnonb3oBaHue oTpuLaTesibHoi qhopMbl KoMaHAapbl (No) yaansiet IP-agpec noaceTu, 4OCTYNHOW yepes
AnHamuyecknii PPTP/L2TP-TyHHensb.

CuHTakcuc
remote networks <OBJ-GROUP-NETWORK-NAME>

no remote network

MapameTpbl

<OBJ-GROUP-NETWORK-NAME> - ums npodpuns IPv4/IPv6-aapecos, 3agaétca cTpokoit o 31 cumBona.

HeoGxoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-PPP-USER

Mpumep

esr(config-ppp-user)# remote network 192.168.54.0/24

username

[aHHol KomaHaoW co3gaeTca nonb3oBarens Ans nogknodeHns K PPTP nan L2TP over IPsec cepepam.
Mocne BbINO/HEHNS AaHHON KOMaHbl, MapLLpyTM3aTop NEPEXOANT B PEXUM KOH(pUIypmpoBaHusa napaMeTpoB
PPP-nonb3oBartens.

icnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHbl (NO) yaanseT ykasaHHOro nosib3oBaTess.

KomaHga yctaHaBnusaeT pexum komaHgHoin ctpokn PPTP USER nnun L2TP USER B 3aBUCMMOCTM OT TeKyLLEro
KOMaHAHOro pexuma.
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CuHTakcuc

[no] username <NAME>

MapameTpbl

<NAME> — ums nonb3oBaTens, 3agaétcs cTpokon Ao 31 cumsona.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# username fedor
esr(config-pptp-user)#

wins-servers

[JaHHol komaHaon ykasbieaeTcs cncok WINS-cepBepos, koTopble 6yAyT UCNO/b30BaTh YAa/IeHHbIe
nosnb3oBarenu, nogktoyatrowmecs no npotokonam PPTP n L2TP over IPsec.

Vicnonb3oBaHue oTpuUaTeNbHo (hopMbl KOMaH bl (N0) yaansieT HacTpoeHHble agpeca WINS-cepeepos.

CuHTakcuc
wins-servers object-group <NAME>

no wins-servers

MapameTpbl

<NAME> — nmsa npodmnns IP-aapecos, KOTOpbI coaepxuT agpeca Heobxoammbix WINS-cepBepos, 3agaétcs
cTpokoi fo 31 cumsona.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER
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Mpumep

esr(config-pptp-server)# wins-servers object-group 12tp_wins

HacTtpoiika OpenVPN-cepBepa

address-range

[aHHoi KomaHaol yKkasbiBaeTcsa cnucok IP-agpecos, n3 kotoporo OpenVPN-cepBepom BblaaroTcs
OnHamundeckue IP-agpeca ygasieHHbIM Nosib3oBaTtensam B pexume L2.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yaansieT cnucok IP-aapecoB yaaneHHbIX
nonb3oBaTesie.

CuHTakcuc
address-range <FROM-ADDR>-<TO-ADDR>

no address-range

MapameTpbl

<FROM-ADDR> - HavyasibHbIN IP-agpec gvanasoHa, 3agaétcsa B Buge AAA.BBB.CCC.DDD, rge kaxxgas yacTb
npyHUMaeT 3HaueHus [0..255].

<TO-ADDR> — koHeuHbI1 IP-agpec guana3oHa, 3agaétcsa B suge AAA.BBB.CCC.DDD, rae kaxaas yacTb
npuHUMaeT 3HaueHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUIerni
10

KoMaHAHbIV pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# address-range 192.168.1.10-192.168.1.250

authentication algorithm
JaHHaa komaHga onpefenseTt airoputM ayteHTudpmkaumm knneHtos OpenVPN.

icnonb3oBaHue oTpuLaTesibHoi (hOpMbl KOMaHZbl (N0) yCTaHAB/IMBAET PEXUM ayTeHTUMKaLMN MO
YMO/TYaHWHO.

CuHTakcuc
authentication algorithm <ALGORITHM>
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no authentication-algorithm

MapameTpbl
<ALGORITHM> — anroputm ayTeHTUhrKaLmu:

+ 8-128 bits key size: md4, rsa-md4, md5, rsa-md5, mdc2, rsa-mdc2;

+ 8-160 bits key size: sha, sha1l, rsa-sha, rsa-shal, rsa-sha1-2, dsa, dsa-sha, dsa-sha1, dsa-sha1-old,
ripemd160, rsa-ripemd160, ecdsa-with-shaT;

+ 8-224 bits key size: sha-224, rsa-sha-224;

+ 8-256 bits key size: sha-256, rsa-sha-256;

+ 8-384 bits key size: sha-384, rsa-sha-384;

+ 8-512 bits key size: sha-512, rsa-sha-512, whirlpool.

3HayeHue No ymosiMaHuio

sha

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# authentication algorithm cleartext

bridge-group
[aHHasa KomaHaa ncnonb3yeTcs A5 BKNYEHUS KNMEHTCKMX coeanHeHuii no OpenVPN B L2-A0MeH.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) UCK/UYAET coeauHEHNS 13 L2-aomeHa.

CuHTakcuc
bridge-group <BRIDGE-ID>

no bridge-group

MapameTpbl

<BRIDGE-ID> — ngeHTndmkaymoHHbIn HoMep MocTa. 3agaeTcs B BUAe, ONMCaHHOM B pasgesnie Turbl 1 nopsaaok
MMEeHOBaHNS MHTepdencoB MapLupyTmsaropa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# bridge-group 15

certificate

[aHHO KOMaH/10/i yKa3bIBaloTCA cepTudpUKaThl 1 Koun. CepTudmKaThbl U KUY A0MKHbI 6bITb
npeaBapuTe/IbHO CKOMMPOBaHbI HAa MapLLIPYTM3aTop C NMOMOLLbIO KOMaHAbl Copy, ONUCAHHOI B pasaene copy.

icnonb3oBaHue oTpuLaTeNIbHo (DOPMbl KOMaH bl (N0) yaanseT u3 npounsa ykasaHHblii cepTudmkar.

CuHTakcuc
certificate <CERTIFICATE-TYPE> <NAME>
no certificate <CERTIFICATE-TYPE>

MapameTpbl
<CERTIFICATE-TYPE> — Tun ceptudpnkarta uam kn4a, MoOXeT NPUHUMaTh criefylolne 3Ha4eHus:

* ca — cepTudmnkaT yA0CTOBEPSIOLLEro cepBepa;

+ crl — cnucok 0To3BaHHbIX CEPTUPMKATOB;

+ dh — kmou Andpdoun-Xennmaxa;

*+ server-crt — ny6Nn4YHbIA cepTUdINKaT cepBepa;

* server-key — npuBaTHbIl K04 CepBepa;

+ ta — HMAC-k/ou

+ client-key — npuBatHbIin kntoy OPENVPN-knneHTa;
+ client-crt — ceptudgomkar OPENVPN-knuneHTa.

<NAME> — nms ceptudoukara nnm knwoya, 3agaértca cTpokoi go 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# certificate ca ca.crt

client-isolation

[aHHoI KomaHaoM BKNoYaeTcs 6/10KMpoBKa nepefayn gaHHbIX Mexay KnneHtamu.
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icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (N0) CHUMAET 6/10KMPOBKY.

CuHTakcuc

[no] client-isolation

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

OTK/t0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr (config-openvpn-server)# client-isolation

client-max
[aHHoI KomaHAoW ycTaHaBNNMBAETCSH MakCMasibHOE KO/IMYECTBO OAHOBPEMEHHbIX MO/Ib30BaTE/IbCKMX CECCUIA.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
client-max <VALUE>

no client-max

MapameTpbl

<VALUE> — MakcumasibHOe KO/IMYeCTBO Mo/ib30BaTe e, NpuHumaeT 3HadeHus [1..65535].

3Ha4yeHue no ymonyaHuio

He orpaHunyeHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomMaHAHbIV peXxum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# clients-max 500

compression

[aHHOI KOMaHA0W BKNIOYAETCSA MeXaHn3M CXkaTusa nepesaBaeMbliX aHHbIX MeXay KmeHTaMmun 1 cepBepom
OpenVPN.

cnonb3oBaHue oTpuLaTeNIbHON (DOPMbI KOMaH bl (N0) OTK/OYAET MEXAHWU3M CXaTusi NepefaBaeMbIX
NAHHbIX.

CuHTakcuc

[no] compression

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

BbiktoueHo.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# compression

dns-server

[laHHoi KomaH 10 yKa3biBaeTcs cnucok DNS-cepBepoB, KoTopble 6yayT MCMNOMb30BaTh YAA/IEHHbIE
no/sib30oBaTesnu.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT HacTpoeHHble aapeca DNS-cepeepos.
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CuHTakcuc
dns-server <ADDR>

no dns-server { <ADDR> | all }

MapameTpbl

<ADDR> — IP-agpec DNS-cepBepa, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxxgasa 4acTb NpuUHMMaeT
3HaueHus [0..255];

all — ynanuTb Bce CKOHhUrypMpoBaHHble AnanasoHbl IP-agpecos.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# dns-server 1.1.1.1

duplicate-cn
[laHHas KomaHAa paspeLuaeT NoAk/IlYeHe MHOXECTBA Nosb3oBaTesneli ¢ 0AHUM CepTUMKATOM.

Vicnonb3oBaHue oTpuuaTenbHoi koMaHAapl (No) 3anpeLlaeT NCno/b30BaHNe OAHOMo cepTudinkaTa 6onee yem
0f]HOMY NO/b30BATE/HO.

CuHTakcuc

[no] duplicate-cn

MapameTpbl

KomaHaa He nMmeet napamMeTpos.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr (config-openvpn-server)# duplicate-cn
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encryption algorithm
[aHHOoI KomaHAoW BbIONpaeTCca airopuTM LWNGPOBaHUSA, UCMOMb3yeMblli NPy Nepegayn gaHHbIX.

icnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH/bl (N0) OTK/OYAEeT LWNPOBaHME.

CuHTakcuc
encryption algorithm <ALGORITHM>

no encryption algorithm

MapameTpbl

<ALGORITHM> - ngeHTu1cmKaTop NpoToKosa WngpoBaHus, NpuHUMaeT 3HaveHus: des, blowfish128, aes128,
des-ede, aes192, 3des, desx, aes256.

3HauyeHue No ymosi4aHuio

LLincppoBaHue oTkNIOUEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIN pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# encryption algorithm aes128

ip address

[aHHas komaHa onpegenseT ctatnyeckuii IP-agpec An1a ykazaHHOro KfimeHTa. Vicnonb3oBaHve
oTpuLUaTeNnbHON hopmMbl KOMaH bl (N0) yaanseT ctatndeckuii IP-agpec y kKiveHTa.

CuHTakcuc
[no] ip address <ADDR>

MapameTpbl
<ADDR> - IP-agpec, UMeeT cnegytowmii popmar:

AAA.BBB.CCC.DDD - IP-agpec noaceTtu ¢ mackoi B popme npedukca, rae AAA-DDD npuHMMaloT 3HaYeHus
[0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomMaHAHbIV peXxum
CONFIG-OPENVPN-USER

Mpumep

esr(config-openvpn-server)# username client
esr(config-openvpn-user)# ip address 10.10.100.15

login authentication

[laHHO KOMaH/10¥i OCYLLIECTBNSIETCS aKTUBALMS CNCKa ayTeHTUdMKaLMM NoSb3oBaTenein ans ux
aBTOpU3ALUN.

B KoHdhurypauum no yMosi4aHuio akTUBHbLIM SIBASIETCSA CMUCOK C MMeHeM «default», gaHHbI cnncok cogepxuT
OOMH cnocob ayTeHTudmkaumm — «local».

Vicnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaH/bl (N0) AeaKTUBUPYET CNMCOK ayTEHTUMKALUN.

CuHTakcuc
login authentication <NAME>

no login authentication

MapameTpbl

<NAME> — nms cnucka, 3agaétca cTpokoi go 31 cumeona.

3HauyeHue No yMO/TYaHUIO
default

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# login authentication OPENVPN-LIST

network

[laHHoi KoMaH10¥i onpeensieTcs NoACeTb, M3 KOTOPOI BblaatoTcs IP-agpeca nonb3oBatensim. Mepsblit IP-
afipec B No/ACETY BbICTYNAET L/HO30M A/15 NOMb30BATE/IbCKMX CECCUIA.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yAansieT AaHHY0 NOACETb.
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CuHTakcuc
network <ADDR/LEN>

no network

MapameTpbl
<ADDR/LEN> - IP-nogceTb noacetu, UMeeT O4WH 13 cnegyroLwmx oopmaros:

+ AAA.BBB.CCC.DDD/EE - IP-agpec nogceTtun ¢ mackoi B oopme npedomkca, rae AAA-DDD npuHumarot
3HaueHus [0..255] n EE npuHumaeT 3HaueHus [16..29].

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# network 192.168.25.0/24

port
[JaHHoi komaHgon yctaHasnusaetcs TCP/UDP-nopT, koTopblin 6yaeT npocnywmsaetcs OpenVPN- cepsepom.

icnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
port <PORT>

no port

MapameTpbl
<PORT> — TCP/UDP nopT, npyH1MaeT 3HaueHus [1..65535].

3HauyeHue No ymosiyaHuio
1194

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN-SERVER
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Mpumep

esr(config-openvpn-server)# port 5000

protocol
[aHHOoI KoMaHAoM yCcTaHaBNNMBAETCHA MHKaNCYNUPYHOLWNIA NPOTOKO.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
protocol <PROTOCOL>

no protocol

MapameTpbl
<TYPE> — Tvn nHKancynsaunmn, BO3MOXHbIEe 3Ha4YEeHUS:

* TCP-unkancynsauma B TCP-cermeHTsbl;
+ UDP-uHkancynsauns B8 UDP-geitarpaMmmbi.

3HauyeHue No ymosi4aHuio

OcTaHOBMEHO.

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr (config-openvpn-server)# protocol udp

redirect-gateway

[aHHaa KomaHa BKNKYaeT aHOHCMpOBaHWe mapLupyTa no ymonyanuo ans OpenVPN-coeanHeHwni, 4To
NPUBOAMT K 3aMeHe MapLupyTa no YMONYaHWo Ha K/IMEHTCKOW CTOPOHE. HOBbIM LLUMH030M MO YMO/TYaHUo
ctaHeT IP-agpec OpenVPN-cepBepa.

Vicnonb3oBaHme oTpuLaTesibHoli (DopMbl KOMaH/bl (N0) OTK/OYAET aHOHCMPOBAHWE MapLLpyTa No YMO/TYaHHHo.

CuHTakcuc

[no] redirect-gateway
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# redirect-gateway

route

[aHHOoI KOMaHAoM BKNHOYaAeTCs aHOHCMPOBaHUeE yKasaHHbIX nogceTei, wn3om asnsetcs IP agpec OpenVPN-
cepBepa (nep.blii IP-agpec 13 noaceTy, 3agaHHol ¢ NOMOLLbI KOMaHbl network, onucaHHol B pasgene
network).

Vicnonb3oBaHme oTpuLaTesibHoli (hopMbl KOMaHZbl (N0) OTK/OYAET aHOHCMPOBAHNE YKa3aHHbIX MOACETENA.

CuHTakcuc
route <ADDR/LEN>
no route { <ADDR/LEN> | all }

MapameTpbl
<ADDR/LEN> - IP-nogceTb, mMeeT cneayoLimii goopmar:

+ AAA.BBB.CCC.DDD/EE - IP-agpec nogceTtun ¢ mackoi B oopme npedimkca, rae AAA-DDD npuHumarot
3HaueHus [0..255] n EE npuHumaeT 3HaveHus [1..32];

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# route 192.168.25.0/24, 192.168.26.0/24
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timers holdtime

[laHHOI KomMaHAol ycTaHaBNMBAETCA BPEMEHHON MHTEPBaJ], N0 UCTEYEHMN KOTOPOro BCTpeYHas CTOpoHa
cumTaeTcsa HeOCTYNHON. Talimep 3anyckaeTcs nocne yCTaHOB/IEHMS OTHOLLEHWIA cOCeaCcTBa U HauMHaeT
oTcyéT ot 0. Talimep cbpacbiBaeTCcA Npu NOAy4YEHUN KaoKaoro oteeta Ha keepalive coobLyeHne oT BCTPEYHOI
CTOPOHbI. PeKomMeHAyeTCs ycTaHaB/MBaTh 3Ha4YeHve Taimepa, He meHee 3 * keepalive.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
timers holdtime <TIME>

no timers holdtime

MapameTpbl

<TIME> — BpeMsi B CEKyHAAX, NPMHUMAET 3HauyeHus [1..65535].

3HauyeHue No ymosi4aHuio
120

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# timers holdtime 360

timers keepalive

[laHHoi komaHaol ycTaHaBNMBAETCA BPEMEHHON MHTEpBaJ], N0 UCTEYEHMN KOTOPOro MAET NpoBepkKa
coefMHEeHNsI CO BCTPEYHOWN CTOPOHOIA.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
timers keepalive <TIME>

no timers keeaplive

MapameTpbl

<TIME> — BpeMsi B CEKyHAAX, NPMHUMAET 3HauyeHust [1..65535].
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3HauyeHue No ymosi4aHuio
10

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# timers keepalive 120

subnet

[aHHas komaHga onpefenseT noAceTb, KoTopas A0/HKHA ObITb AOCTYNHA Yepes NoAK/IYEHNE YKa3aHHOro
nonb3oBartesnia OpenVPN-cepsepa. MNocne nogkntoveHns nonb3osartens K OpenVPN-cepsepy B Tabnuue
MapLUpyTM3aLnm NOSBASETCA MapLUPYT B yKa3aHHYH0 NoACeTb Yepes AMHAMUYECKM CO34aHHbIN TYHHENb.

Vicnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHbl (N0) yAanseT NoAceTb, paboTaoLLyo 3a 4aHHbIM
nosib30BaTesneM.

CuHTakcuc
[no] subnet <ADDRLEN>

MapameTpbl
<ADDR/LEN> - IP-nogceTb, mMeeT cneayoLmii goopmar:

AAA.BBB.CCC.DDD/EE - IP-agpec nogceTtun ¢ mackoi B oopme npedimkca, rae AAA-DDD npuHumarot
3HaueHus [0..255] n EE npuHumaeT 3HaueHus [16..32].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-OPENVPN-USER

Mpumep

esr(config-openvpn-server)# username client
esr (config-openvpn-user)# subnet 192.168.25.128/28
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tunnel
[aHHOoI KomaHaoW onpefensieTca TMn coeguHeHns ¢ YacTHOW ceTbio Yepe3 OpenVPN-cepsep.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHbl (NO) yaanseT Tekylee 3HauYeHne.

CuHTakcuc
tunnel <TYPE>

no tunnel

MapameTpbl
<TYPE> — vHKancyMpyoLLmin NpoTOKO/, NPUHUMAET 3HAYEHUS:

* ip — coeMHEHNE TOUKa-TOUKa;
+ ethernet — nogknoueHune Kk L2-gomeHny.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr (config-openvpn-server)# tunnel 1p

username

[aHHaa kKomaHa no3BOMISET NEPENTU B PEXMM KOHPUIYpUPOBaHUA 418 yKa3aHHOro nosnb3osarens OpenVPN-
cepsepa.

Vicnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH/bl (N0) BOCCTAaHAB/MMBAET HACTPOIKM NOMb30BaTe s Nno
YMO/TYaHWHO.

CuHTakcuc
[no] username { <NAME> | all }

MapameTpbl
<NAME> — nms nonb3oBarens, 3agaércsa cTpokoit o 31 cumeona.

all — kntoy, ncnonblyemblli 419 yAaIEHUS BCEX paHee CO34aHHbIX Nosib3oBartesnei.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# username client
esr (config-openvpn-user) #

wins-server

[JaHHoli komaHzoit ykasbiBaeTcsi cnmcok WINS-cepBepoB, KoTopble GyayT UCNOMb30BaTh YAA/IEHHbIE
nosb3oBaTesnu.

icnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHAbl (NO) yaanseT HacTpoeHHble agpeca WINS-cepsepos.

CuHTakcuc
wins-server <ADDR>

no wins-server { <ADDR> | all }

MapameTpbl

<ADDR> — IP-agpec WINS-cepBepa, 3agaétcs B suae AAA.BBB.CCC.DDD, rge kaxpas yactb npuHUMaeT
3HaueHus [0..255].

all - ypanutb Bce ckoHdurypupoBaHHble IP-agpeca DNS-cepBepoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# wins-servers 1.1.1.1
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24 MapuwpyTtusaums

+ O6wue HaCTPOVKN MapLLpyTU3aLmmn

+ O6wue KomaHbl aHOHCUPOBAHMSA 1 NpYeMa MapLUpPyTOB
+ MapuwpyTuzaums Ha ocHose nonmTuk (PBR)

* HacTpoiika CBA30K K/ito4eli

+ HacTtpoiika npoTtokona BFD

+ HacTtpoiika ctatnyeckux mapupytos IPv4/IPv6

* HacTtpoiika npoTtokona BGP

+ HacTtpoiika npotokonos RIP n RIPNG

+ HacTtpoiika npotokonos OSPF n OSPFv3

+ HacTtpoiika npotokona IS-IS
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OO6Lwume HACTPOWKM MapLIpyTusaunm

+ authentication algorithm
+ authentication key

* enable

+ graceful-restart

+ graceful-restart timeout

* ip path-mtu-discovery age-timer

* ip path-mtu-discovery disable

* ip path-mtu-discovery min-mtu

* ip path-mtu-discovery mode
* ip protocols max-routes

* ip protocols preference

* ipv6 protocols max-routes

* ipv6 tcp adjust-mss

+ show ip protocols

+ show ip route

+ show ipv6 protocols

+ show ipv6 route

authentication algorithm

[aHHas KomaHga onpeaensieT afropuTM ayTeHTUMKALN.

ESR-Series. CnpaBoyHvK kKomaHg, CLI

Vicnonb3oBaHue oTpuLaTeNbHO (hOPMbl KOMaHbl (N0) OTK/MOUYAET ayTeHTUIMKALINIO.

CuHTakcuc

authentication algorithm <ALGORITHM>

no authentication algorithm

MapameTpbl

<ALGORITHM> — anroputm ayTeHTUdIMNKALNN:

+ cleartext — naponb, nepegaeTcs OTKPbITbIM TEKCTOM (AOCTYNHO To/bKO Anst pexumoB CONFIG-RIP 1

CONFIG-OSPF-VLINK);

+ md5 — naponb xewmpyercs no anroputMmy md>s.

Heo6xoaumblii ypoBeHb NpuBUIernii

10

KoMaHAHbIV pexum
CONFIG-RIP
CONFIG-BGP
CONFIG-BGP-VRF
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
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CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR
CONFIG-OSPF-VLINK

Mpumep

esr(config-rip)# authentication algorithm cleartext

authentication key
[JaHHasa komaHaa ycTaHaBMBaeT naposb 415 ayTeHTMmKaLmm ¢ CoceoM.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaH/bl (N0) yaasisieT naporib.

CuHTakcuc
authentication key ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no authentication key

MapameTpbl
<CLEAR-TEXT> — napornb, 3aaaétcsi CTpoKoW oT 8 40 16 CMMBOOB.

<ENCRYPTED-TEXT> — 3awudpoBaHHbIii naposib pasmepom 8-16 6aiit (16-32 cumBona) B
WwecTHaguatepuyHom dpopmate (0xYYYY...) unm (YYYY..).

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-RIP

CONFIG-BGP
CONFIG-BGP-VRF
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR
CONFIG-OSPF-VLINK

Mpumep

esr(config-bgp-af)# authentication key ascii-text 123456789
esr(config-bgp-af)# authentication key ascii-text encrypted CDE65039E5591FA3F1
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enable

[aHHOoI KoMaHAo0M BKNHOYAETCHA KOHhMIyprpyemblil MPOTOKO MapLupyTmM3aumumn, 06n1acTb, BUPTyasibHoe
coefiMHeHNe, COCeACTBO.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHAkl (No) oTkAo4aeT RIP-npoTokon.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

HeoG6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG-RIP

CONFIG-RIPNG

CONFIG-OSPF
CONFIG-OSPF-AREA
CONFIG-OSPF-VLINK
CONFIG-OSPFV3
CONFIG-OSPFV3-AREA
CONFIG-OSPFV3-VLINK
CONFIG-ISIS

CONFIG-BGP

CONFIG-BGP-VRF
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR
CONFIG-BGP-NEIGHBOR-FAMILY
CONFIG-BGP-VRF-NEIGHBOR-FAMILY

Mpumep 1

esr(config-rip)# enable
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Mpumep 2

esr(config-ospf)# enable

Mpumep 3

esr(config-isis)# enable

Mpumep 4

esr(config-bgp-neighbor)# enable

graceful-restart

ESR-Series. CnpaBoyHUK komaHz CLI

[laHHOI KOMaHAOV BKHOUYAETCA MeXaHW3M nofaep)KaHne akTMBHOIO COCTOSIHMSA COCeAcTBa C COXpaHeHMeM
MapLLpPYTHOW MHbopMaLMM HA MOMEHT Mepe3anycka NPoToKona MapLupyTU3aLum.

icnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH/bl (NO) OTK/OYAET AAHHbIA MEXaHU3M.

CuHTakcuc

[no] graceful-restart

MapameTpbl

KoMaHa He coaepXuT napameTpoB

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR
CONFIG-OSPF
CONFIG-OSPFV3

604



ESR-Series. CnpaBoyHUK komaHz CLI

Mpumep

esr(config-bgp-neighbor)# graceful-restart

graceful-restart timeout

[laHHOoi komMaHol ycTaHaBNMBAETCA BPEMEHHOIN NHTEPBaJ], B TEYEHUM KOTOPOro NOAAEPXMBaTL akTUBHOE
COCTOSIHME COCeACTBa Ha MOMEHT nepesarycka NpoTokosia MapLupyTmsaumn. Mo ncTeyeHnto BpeMeHHOro
NHTEepBasia BCTPeYHas CTOpOHa CUMTaeTCs HeOCTYNHOW. MIcnob3yeTcs COBMECTHO € KomaHaol graceful-
restart

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
graceful-restart timeout <TIME>

no graceful-restart timeout

MapameTpbl

<TIME> — BpeMsi B CEKyHAAX, NPMHUMAET 3HaueHust [1..65535];

3Ha4yeHue no ymonyaHuio
120

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR
CONFIG-OSPF
CONFIG-OSPFV3

Mpumep

esr(config-bgp-neighbor)# graceful-restart timeout 60
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ip path-mtu-discovery age-timer

[aHHOoI KomaHAoW HacTpanBaeTCs BpEMEHHOW MHTEPBaUT, B TEHEHNE KOTOPOro NOAAEPXKMBAETCA TEKYLL NI
pexum pabotbl PMTU. Mo ncteyeHnn gaHHoro BpemMeHn pexmm PMTU cMeHUTCA Ha TOT, KOTOPbIA yKa3aH B
KOHcpurypauuu.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CunHTakcuc
ip path-mtu-discovery age-timer <TIME>

no ip path-mtu-discovery age-timer

MapameTpbl

<TIME> - BpeMsi B MUHyTaXx, NPUHUMAET 3HaueHus [1..30];

3HauyeHue No ymosi4aHuio
10

HeoG6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG

Mpumep

esr(config)# ip path-mtu-discovery age-timer 15

ip path-mtu-discovery disable
[aHnHaa komaHga 3anpeltaet/paspewaet novck PMTU ana npotokonos TCP, SCTP, DCCP.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CunHTakcuc
ip path-mtu-discovery disable

no ip path-mtu-discovery disable

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

3HauyeHue No ymosi4aHuio

Monck PMTU paspelueH.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# ip path-mtu-discovery disable

ip path-mtu-discovery min-mtu
[aHHol KomaHAoI HacTpanBaeTca MUHUMa/IbHOe 3HaveHe MTU ania ncnonsb3osaHus B PMTU.

Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNe No ymo4aHuio.

CuHTakcuc
ip path-mtu-discovery min-mtu <VALUE>

no ip path-mtu-discovery min-mtu

MapameTpbl

<VALUE> - gnunHa B 6aiiTax, npuHuMaet 3HadeHuns [64..10000].

3Ha4yeHune no ymonyaHuio
552

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep
esr(config)# ip path-mtu-discovery min-mtu 1000
ip path-mtu-discovery mode

[aHHoli KomaHZoI HacTpavnBaeTcsa pexunm paéotsl PMTU.

Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/inBaeT 3Ha4YeHNe Nno ymov4aHuio.
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CuHTakcuc
ip path-mtu-discovery mode <MODE>

no ip path-mtu-discovery mode

MapameTpbl
<MODE> - pexum pabotbl PMTU:

+ default — pexum paboTbl No ymon4yaHuio, B cootBetctBum RFC1191;
+ icmp-discard — nrHopupoathb Bxoasuwme PMTU-coobuieHus;

* secure — BbINOMHATb hparMeHTauuto TonbKo Anst npotokonoB TCP, SCTP and DCCP.

3Ha4yeHue no ymonyaHuio

default

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# ip path-mtu-discovery mode qicmp-discard

ip protocols max-routes

,ﬂ,aHHaﬂ KOMaHAa No3Bo/iAe€T HaCTPOUTb EMKOCTb Ta6J'II/ILI| MapwpyTunsaunn.

Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNe No ymMmosHaHuio.

CuHTakcuc
ip protocols <PROTOCOL> max-routes <VALUE>

no ip protocols <PROTOCOL> max-routes

MapameTpbl

<PROTOCOL> - BuA NpoToKO/a, NPUHMMAET 3HauYeHust: rip (Tosbko B rno6asibHOM pexume), ospf, isis, bgp;

<VALUE> — Konn4ecTBO MapLLpPyTOB B MApLUPYTHOI TabnuLe, NPUHUMAET 3HAYEHNS B AnanasoHe:

+ BGP
- ESR-1000/1200/1500/1511/1700/3100/3200 [0..5000000];
-+ ESR-20/21/30/100/200 [0..2500000],
+ ESR-10/12V/12VF/14VF/15[0.. 1000000].
* OSPFulS-IS
+ ESR-1000/1200/1500/1511/1700/3100/3200 [0..500000];
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- ESR-20/21/30/100/200 [0..300000];
+ ESR-10/12V/12VF/14VF/15[0..30000].
* RIP
-+ ESR-20/21/30/100/200/1000/1200/1500/1511/1700/3100/3200 [0..10000];
+ ESR-10/12V/12VF/14VF/15[0..1000].

3HaueHVe No yMOMHaHUIO ANIA TN0GaIbHOIO pexuma
BGP

+ ESR-1000/1200/1500/1511/1700/3100/3200 (5000000);
+ ESR-20/21/30/100/200 (2500000);
+ ESR-10/12V/12VF/14VF/15 (1000000).

OSPF n IS-IS

- ESR-1000/1200/1500/1511/1700/3100/3200 (500000);
+ ESR-20/21/30/100/200 (300000);
+ ESR-10/12V/12VF/14VF/15 (30000).

RIP

- ESR-20/21/30/100/200/1000/1200/1500/1511/1700/3100/3200 (10000);
« ESR-10/12V/12VF/14VF/15 (1000).

3HaueHue nNo ymonuavuio gns vrf
0

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG
CONFIG-VRF

Mpumep

esr(config)# ip protocols ospf max-routes 4400

ip protocols preference

[JaHHasi KomaHa No3Bo/sieT HACTPOUTb NPUOPUTETHOCTL MPOTOKO/IOB MapLLIPYTU3aLMK A1 OCHOBHOI
TabNULbl MapLIPYTU3aLIMN.

icnonb3oBaHue oTpuLaTeNIbHON (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOMYAHUIO.

CuHTakcuc
ip protocols <PROTOCOL> preference <VALUE>
no ip protocols <PROTOCOL> preference
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MapameTpbl
<PROTOCOL> - Bug npoTokona, NpuHMMaeT 3HaueHus: static, rip, ospf, isis, bgp, dhcp, 12tp, pppoe, pptp;

<VALUE> - np1opuTeTHOCTb NPOTOKO/1a, NPUHMMAET 3HaYeHuUs B AuanasoHe [1..255].

3HauyeHue No yMo4YaHuio
BGP (170)

IS-IS (160)

OSPF (150)

RIP (100)

DHCP (40)

L2TP (50)

PPPOE (50),

PPTP (50)

Static (1)

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ip protocols ospf preference 44

ipv6 protocols max-routes
[JaHHas KomaHa No3Bo/seT HACTPOUTbL EMKOCTb Tab/nLL MapLupyTm3aumm IPv6.

Micnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
ipv6 protocols <PROTOCOL> max-routes <VALUE>

no ipv6 protocols <PROTOCOL> max-routes

MapameTpbl
<PROTOCOL> - BuA NpoTOKO/a, NPUHMMAET 3HaUYeHus:: rip (TobKO B rno6asibHOM pexume), ospf, isis, bgp;
<VALUE> - konn4yecTBo MapLUpyTOB B MapLUPYTHOIN Tabnuvue, NpUHUMaET 3Ha4YeHUS B Ananas3oHe:

+ BGP
+ ESR-1000/1200/1500/1511/1700/3100/3200 [0..5000000];
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« ESR-20/21/30/100/200 [0..2500000],
+ ESR-10/12V/12VF/14VF/15[0.. 1000000].
* OSPFv3 nlSs-IS
« ESR-1000/1200/1500/1511/1700/3100/3200 [0..500000];
+ ESR-20/21/30/100/200 [0..300000];
« ESR-10/12V/12VF/14VF/15[0..30000].
« |Pv6 BGP
+ ESR-1000/1200/1500/1511/1700/3100/3200 [0..5000000];
« ESR-1000/1200/1500 [0..3000000];

+ ESR-10/12V/12VF/14VF/15/20/21/30/100/200 [0..1500000].

3HaueHVe No yMOMHaHUIO ANA TN06GaIbHOIo pexuma
OSPFv3

- ESR-1000/1200/1500/1511/1700/3100/3200 (500000);
+ ESR-20/21/30/100/200 (300000);
+ ESR-10/12V/12VF/14VF/15[1..30000].

IPv6 BGP

+ ESR-1000/1200/1500/1511/1700/3100/3200 (5000000);
+ ESR-20/21/30/100/200 [1..2500000];
+ ESR-10/12V/12VF/14VF/15[1.. 100000].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG
CONFIG-VRF

Mpumep

esr(config)# ipv6 protocols ospf max-routes 4400

ipv6 tcp adjust-mss

ESR-Series. CnpaBoyHUK komaHz CLI

[laHHoI komaHaol nepeonpeaensieTcst 3HaveHme nonsa MSS (Maximum segment size) Bo Bxogsawmx TCP-

nakertax.

icnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaH bl (NO) OTK/OYAET KOPPEKTUPOBKY 3HaUYeHne nons MSS.

CuHTakcuc
ipv6 tcp adjust-mss <MSS>

no ipv6 tcp adjust-mss

MapameTpbl

<MSS> — 3HaueHune MSS, NprH1UMaeT 3HaueHust B ananasoHe [40..1940].
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Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK

Mpumep

esr(config-if-gi)# ipv6 tcp adjust-mss 1400

show ip protocols

[laHHan komaHAa BbIBOAUT MHOpMAaLMI0 O HACTPOiKax NPOTOKON0B IP-MapLupyTusaumu.

CuHTakcuc
show ip protocols [ <PROTOCOL> ] [ vrf <VRF> ]

MapameTpbl

<PROTOCOL> — npoTokon MapLipyTur3aLmm, no KOTOPOMY A0/KHA ObITb 0TOOPaXKkeHa MHdopMaLms:

* bgp;

+ ospf;

* isis;

* rip;

+ static;

+ dhcp;

* pptp;

* ppposg,

« 12tp.
Be3 ykaszaHus npoTokona MapLipyTusaumm, BbiIBOAUTCS MHpOpMaLMst O HACTpOlikax BCex NPOTOKO/10B
MapLLpyTM3aLun.

<VRF> — nms sksemnnspa VRF, 3agaetcsa cTpokoi ao 31 cumeona.

Heo6xoauMbIii ypoBeHb NpuBUierui
1
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ESR-Series. CnpaBoyHUK komaHz CLI

KomMaHAHbIV peXxum
ROOT

Mpumep

esr# sh ip protocols

BGP:

Max routes: --

Preference: 170
OSPF:

Max routes: --

Preference: 150
RIP:

Max routes: --

Preference: 100
Static:

Preference: 1

show ip route

[JaHHaa komaHza no3BoseT NPOCMOTPETL Tabnuuy MapLupyTM3auun yctpoinctea. Ecnm 3agaH napameTtp
<SUBNET?>, TO geTasibHO 0TO6paxatoTca MapLupyThl K AaHHOW noacetun. Ecnn 3agaH napametp <VRF>, To
KoMaHza oTobpaxaeT Tabnuuy MapLlipyTmnsaumm ykasaHHoro aksemnnaspa VRF.

CuHTakcuc

show 1ip route [ vrf <VRF> ] [ { <SUBNET> [ long-prefix ] | all | summary | arp-proxy |
<PROTOCOL> } ]

MapameTpbl
<VRF> - nms aksemnnspa VRF, 3agaetcsa cTpokoii 4o 31 cumBona;
<SUBNET> — agpec HazHayeHus1, onunoHasibHbI napameTp, MOXET ObiTb 3a4aH B Ceayowmx Buaax:

« AAA.BBB.CCC.DDD - IP-agpec x0cCTa, rae kaxaas 4acTb NpuHUMaeT 3HaueHus [0..255];

+ AAA.BBB.CCC.DDD/NN - IP-agpec noacetu ¢ mackori B Buge npecmkca, rae AAA-DDD npuHumarot
3HaveHus [0..255] n NN npuHumaet 3HadeHus [1..32];

+ all — BbIBOAUT MHChOpMaLMIO 0 BCEX MapLupyTax, BK/tovas He BbiopaHHble ans FIB;

+ long-prefix — BbIBOAUT MHhOPMaLUio O MapLUpyTax [0 CETEN ABNSILNXCS NOACETLI0 3aaHHOM;

* summary — BbIBOAUT CYMMapHYH CTaTUCTKY MPOTOKOI0B MapLUpyTM3aLmuy;

* arp-proxy — BbIBOAWUT MHPOPMALMIO O HACTPOEHHbIX Nynax arp-nat-proxy Ha nHTepdieicax n TYHHeNsx;

« <PROTOCOL> - counbtpaumsi no Tuny npotokony (bgp, connected, ospf, isis, rip, static).

HeoG6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show ip route

Codes: C - connected, S - static, R - RIP derived,
O - OSPF derived, IA - OSPF dinter area route,
E1 - OSPF external type 1 route, E2 - OSPF external type 2 route
B - BGP derived, D - DHCP derived, K - kernel route,
* — FIB route

C x 192.168.1.0/24 [0/0] dev bri

C * 10.100.100.0/24 [0/0] dev gil/0/5

esr# show ip route summary

Direct Connected: 12

Static: 46
RIP: (0]
OSPF: 2000
BGP: 100000

show ipv6 protocols

[direct 01:
[direct 01:14:17]

14:16]

[aHHaa komaHAa BbIBOAUT MHGIOPMAaUUIO O HacTpoiikax NPOToKoN0B IPve-MapLipyTusanmn.

CuHTakcuc
show ipv6 protocols [ <PROTOCOL> ] [ vrf <VRF> ]

MapameTpbl

<PROTOCOL> — npoTtokon mapLipyTnsaumm, no KOTOpoMy Ao/mKHa bbITb 0TOOpaXkeHa MHopmauus:

* bgp;

+ ospf;
. isis;

+ static;
+ dhcp;
* ppposg,
* pptp;
+ 12tp.

bes YKazaHuAa npoToko/ia MapwpyTnsaunmn BbiIBOANTCA I/IH(*)OpMaLl,I/IFI 0] HaCTpOIZKaX BCEX MPOTOKOJ10B

MapLUpyTU3aLmu.

<VRF> - nmsa ak3emnnspa VRF, 3agaetcs ctpokoit ao 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT
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Mpumep

esr# sh ipv6 protocols

BGP:
Max routes: -
Preference: 170
OSPF:
Max routes: -
Preference: 1