CepBuUCHbIe MapLupyTU3aTopbl cepun ESR

TexHU4ecKoe onucaHue .8‘6 LTe X

KomnnieKcHble pelleHnsa ana nocTpoeHus cetei

— MapLupyT1sauma AaHHbIX
— lMbKoe KoHUrypupoBaHue cepBuUCcoB
— AnnapaTtHoe ycKopeHue 06paboTKu gaHHbIX
— MHOronpoToKonbHasa KOMMyTauua no metkam (MPLS)
— NocTtpoeHue 3awmweHHoro nepumetpa cetu (NAT, Firewall)
— MOHUTOPUHT 1 NpepoTBpaLyeHue cetesbix atak (IPS/IDS)
— MoHUTOPUHT KauecTBa obcnyKusaHusa (SLA)
— dunbTpauma ceTeBbiX AaHHbIX NO Pa3/IUYHbIM KpUTEPUAM
(BKNtOYaa puUAbTPaALUIO MO NPUNONKEHUAM)
— OpraHu13ayma 3alULLEeHHbIX ceTeBbiX TYHHeNen mexay dunmanamm KomnaHum
— YaaneHHoe NogKauYeHue COTPYAHUKOB K opucy
— YnpaBsneHue un pacnpegeneHue WnpuHbl MHTepHeT-KaHana B opuce nocpegcrsom QoS
— OpraHu13aumsa pe3epBHOro coeguHeHuns (nposogHoe uam nocpeacrtsom 3G/LTE-mogema)
— TepMmUMHUPOBAHUE KIMEHTOB U OrpaHUYEHUii No nonoce nponyckaHua BRAS (IPoE)
— Bo3MOXXHOCTb conpsXeHua ¢ 06opyaoBaHMem BeAayLMX Npoussogutenem

"ff‘i":‘.’f;‘;' et eeeetE
CemelicTBO MapLupyTusaTopoB ESR — 370 ycTpolicTBa, npeacTas/siowme coboi yHMBEPCA/IbHYHO
annapaTHyo Naatpopmy M cnocobHble BbINOAHATL LWMPOKMIA KPYT 3334, CBA3AHHbIX C CETEBOW 3aLLM-
TOW, WMPPOBaHMEM NepeaaBaeMbIX AaHHbIX, TEPMUHUPOBAHNEM MO/1Ib30BaTENIEN U T. 4.
B nuHelike npeacTaBneHbl MOAEM, OPUEHTUPOBAHHbIE HA NPMMEHEHUE B CETAX Pas3/IMYHbIX MaclUTa-
60B — OT ceTeil NpegnpPUATUIA A0 CETel ONepaTopOB CBA3M U AaTa-LIEHTPOB.

“SEAEAALILIL —SLIILILLULT

KntoueBbIMM a1eMeHTaMM Cepum ABAAIOTCA CPeACTBa A4 NPOrPaMMHON U annapaTHol o6paboT- “:E
KM AaHHbIX. 33 C4eT ONTUMaIbHOTO pacnpeseneHmsa GyHKLMA 06paboTKM AaHHbIX MEXAY YacTAMM R LS S e e S

YCTPOﬁCTBa AOCTUTraeTcA MaKCMMaJZibHaAa NPoOnN3BOANTENNbHOCTb.

www.eltex-co.ru




CepBUCHbIe MapLupyTU3aTopbl cepun ESR

SHELTEX

KomnnekcHble peleHna Ana nocTpoeHna ceten

TexHUueckue xapakKTepucTUKu

_ ESR-1000 ESR-1200 ESR-1500 ESR-1511 ESR-3100 ESR-3200 ESR-1700

UHTepdeiicobl

Combo 10/100/1000BASE-T/1000BASE-X SFP (LAN/WAN) = 4 4 4 — — 4
Ethernet 10/100/1000BASE-T (LAN/WAN) 24 12 4 4 8 — —
1000BASE-X/10GBASE-R/25GBASE-R (LAN/WAN) — — — — = 12 _
10GBASE-R SFP+/1000BASE-X SFP (LAN/WAN) 2 8 4 4 8 — 8
40GBASE-X QSFP+ (LAN/WAN) = — — 2 _ _ _
Console RS-232 (RJ-45) 1

00B = = 1 1 = 1 1
USB 2.0 2 2 2 2 — 1 2
USB 3.0 — — — = 2 — _
Pasbvem gns ycraHoskm HDD — — — — — — 2!
Cnot gna SD-KapT 1 1 1 1 1 — —
Cnot gna microSD-KapT - — — - — 1 —

MpounssoanTenbHOCTb

MpoussoautenbHocTb Firewall/NAT/mapLupyTrsatumm 8,86 réut/c; 12,25 éut/c; 18,50 6ut/c; 17 réut/c; 46,25 I'6ut/c 39 réut/c;
(dpeitmbl 1518B) 730k naketos/c 1001k naketos/c 1525k nakeTos/c 1406k nakeTos/c 3808k nakeTos/c 3217k nakeTos/c
MpoussoautenbHocTb Firewall/NAT/mapwpyTrsaumm 419 M6éut/c; 585 M6éut/c; 881 M6éut/c; 1,07 reut/c; 2,2 Iéut/c 2,624 Iout/c;
(dbpevimbl 70B) 708k naketos/c 989k naketos/c 1489k nakeTos/c 1808k nakeTos/c 3724k nakeTtos/c 4433k nakeTos/c
. 4,06 rout/c 5,58 Iéut/c 8,39 ut/c 8,74 Téut/c 20,37 Iéut/c 24,5 Téut/c
PR A YD E Rt EELAC DT 737k naketos/c 1012k nakeTos/c 1525k nakeTos/c 1587k nakeTos/c 3738k naketos/c 4457k nakeTos/c
. 2,34 Téut/c; 2,98 I6uTt/c; 4,66 I6ut/c; 1,94 T6uTt/c; 2,564 Téut/c 13 Téut/c;
1 B
MpoussoayTensHocts IPsec VPN (ppeiimbl 14568) 201k naketos/c 256k nakeTtos/c 400k naketos/c 166k nakeTos/c 2202k nakeTos/c 1117k naketos/c
MpoussoanTenbHocTs IPsec (IMIX) 1,33 Iéut/c 1,74 Téut/c 2,68 reur/c 970 M6éut/c 1, 259 rbut/c 7,56 Iéut/c
P A 251k naketos/c 327k nakeTtos/c 502k nakeTtos/c 181k nakeTos/c 2364k nakeTos/c 1415k nakeTos/c
600 M6ut/c; 796 M6éuTt/c; 1,29 réut/c; 467 M6ut/c; 1,49 réut/c 3,64 Téut/c;
MpoussoaurenbHocts IPS/IDS 10k npasun 129k nakeTos/c 171k nakeTos/c 280k naketos/c 107k nakeTos/c 3226k naketos/c 797k nakeTos/c
9,71 réwt/c; 16,38 reut/c; 16,72 reur/c; "

*

*

MpoussoauTenbHOCTb KommyTauum MPLS (dperimbl 1518B)

800k naketos/c 1349k naketos/c 1381k naketos/c

Habop ¢yHKuMI cooTBeTcTBYeT Bepcum MO 1.18.1.
*BygeT usmepeHo nosgHee.
'ByayT noaaepaHbl B 6yayLmMX BEpCUAX.
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CepBUCHbIe MapLupyTU3aTopbl cepun ESR

TexHUueckue xapaKTepUCTUKK (NPOAONKEHUE)

Konnyectso VPN-TyHHenew
CTaTnyeckme mapLipyThbl
KonnyecTBo KOHKYPEHTHbIX ceccuit
MNoppepka VLAN

Konunuyectso mapuwpytos BGP
Konnyectso BGP-coceaelt
Konunyectso mapuwpytos OSPF
Konunuyectso mapuwpytos RIP

Konunyectso mappytos ISIS

Tabanua MAC-agpecos 16k
Pasmep 6a3bi FIB 1,7M
VRF

SHELTEX

KomnnekcHble peleHna Ana nocTpoeHna ceten

C T R 000 eR1200 | ESR1500 | ERisii | ESRso0 | EsRs200 | Esmi7o0

CucTeMHble XapaKTePUCTUKMU
500
11k
512k

00 4k aktmeHbix VLAN B cooTBeTcTBuM ¢ 802.1Q

128k 128k 128k ASEELLJEE 1 16k 128k
6puaxK

1,7M 1,7M 1,7M 1,7M 1,7M 3,0M

du3nyecKkne XxapaKTePUCTUKU U YCNOBUA OKPYKatoLLei cpeabl

MakcumanbHan notpebaseman MoLWHOCTb 75 Bt
MaKcrMManbHbIN ypoBEHb LUYMA 58 ob
MutaHne

NHTepBan pabounx Temnepatyp

MHTepBan TemnepaTtypbl XpaHeHMs
OTHOCUTENbHAA BAAKHOCTb MPU SKCMIyaTaLmm
OTHOCKTENbHAA BAAXKHOCTb MPU XPaHEHMU
FabapuTbl (LU x B x ), Mm 430 x 44 x 352

Macca 3,6 Kr

CpoK c/y»K6bl

Habop ¢yHKumit cooTBeTcTBYeT Bepcum MO 1.18.1.

85 Bt 125 Bt 128 Bt 123 Bt 118 Bt 250 Bt
58 nb 70 ob 70 ob 70 ob 42 pb 70 ob
176-264 B AC,
50-60 Iy,

100-240 B AC, 50-60 I'u;
36-72BDC
[10 AABYX UCTOUHMKOB MUTaHMA C BO3MOMXKHOCTbIO ropAYeit 3ameHbl

36-72BDC
[0 ABYX UCTOYHUKOB
C BO3MOXHOCTbIO
ropayei 3amMeHbl

oT-10 go +45 °C

oT-40 po +70 °C
He 6onee 80 %
o1 10 5o 95 %

430 x 44 x 352 430 x 44 x 425 430 x 44 x 425 430 x 44 x 330 430 x 44 x 330 440 x 88 x 490

5,5 Kr 7 Kr 7 Kr 4,34 kr 5 Kr 12 kr

He meHee 15 net

www.eltex-co.ru




CepBUCHbIE MapLupyTU3aTopbl cepun ESR
TexHnyeckoe onncaHue

JHELTEX

KomnneKkcHble pelieHna Ana NocTpoeHua ceten

(DYH KUUWOHaAbHblI€ BO3MOXXHOCTHU

MNopgKkniouaemblie nHTepdencbl
— USB 3G/4G/LTE-moaem (kpome ESR-1700)
—E1 TopGate SFP

KnneHntbl Remote Access VPN
— PPTP/PPPoE/L2TP/OpenVPN/IPsec XAUTH

Cepsep Remote Access VPN
— L2TP/PPTP/OpenVPN/IPsec XAUTH

Site-to-site VPN

— IPsec: pexkumbl «policy-based» n «route-based»

— DMVPN

— Anroputmbl wndposaHua DES, 3DES, AES,
Blowfish, Camellia

— AyteHTnduKaums coobueHni IKE MD5, SHA-1,
SHA-2

TyHHenupoBaHue
—IPoGRE, EOGRE
—IPIP

—L2TPv3

— LT (inter VRF routing)

PyHKuUM L2

— KommyTtauyma naketos (bridging)

— STP, RSTP, MSTP 802.1D (Tonbko ESR-1000)

— Arperauua nHtepdelricos LAG/LACP (802.3ad)
—Noapeprxka VLAN (802.1Q)

— M3onaums noptos (Port Isolation) (Tonbko
ESR1000, ESR-1200, ESR-1500, ESR-1700)
— Private VLAN Edge (PVE) (Tonbko ESR-1000,

ESR-1200, ESR-1500, ESR-1700)
— Jlornyeckune nHTepodeiicsl
— LLDP, LLDP MED
— VLAN Ha ocHoBe MAC

Habop ¢yHKuMi cooTBeTcTBYET Bepcmm MO 1.18.1.
T AKTUBMpPYETCA IMLLEH3UEN.

www.eltex-co.ru

®dyHkuum L3 (IPv4/1Pv6)

— TpaHcnauma agpecos NAT, Static NAT, ALG

— CraTnyeckme mapLpyTbl

— MNpoToKONbI AMHAMMYECKOM MapLLpyTU3aL MK
RIPv2, OSPFv2/v3, IS-IS, BGP

— ®unbTpauma mapwpyTtos (prefix list)

—VRF

— Policy Based Routing (PBR)

— BFD gna BGP, OSPF, cTaTU4eCKMX MapLupyToB

BRAS (IPoE)’

— TepmuHauma nosnb3oBaTenem

— benble/uepHble cnvckm URL

— KBoTnpoBaHue no 06bémy TpadurKa, No BpemeHu
Ceccun, No CceTeBbIM MPUNONKEHNAM

— HTTP/HTTPS Proxy

— HTTP/HTTPS Redirect

— AKKayHTUHT ceccuii no npoTtokony Netflow

— B3aumogencrteue ¢ cepsepamm AAA, PCRF

— YnpasneHne NOA0COM NPONyCKaHUA No opmcam
n SSID, ceccuam nosb3osaTenemn

— AyTeHTUdUKauma nonb3osaTesne no MAC-
nnn IP-agpecam

®yYHKUMM ceTeBOM 3aLUTbI

— Cuctema obHapy»KeHUA 1 NpeaoTBpaLLeHUA
BTOpKeHuii (IPS/IDS)*

— B3aumogencteue c Eltex Distribution Manager
ONA NONYYEHUA NNLEH3NPYEMOTO KOHTEHTA —
Habopbl Npasun, npeaoctasnfaemole Kaspersky
SafeStream II'

— Web-¢punbrpaums no URL, no cogepkumomy
(cookies, ActiveX, JavaScript)

— Zone-based Firewall

— dunbtpauma Ha 6ase L2/L3/L4-nonent 1 no
NPUIOKEHUAM

— MoaaeprkKa cnuckoB KoHTpons aoctyna (ACL)
Ha 6ase L2/L3/L4-nonen

—3awmTa ot DoS/DDoS-aTak 1 onoselleHne
06 aTaKax

— JlornpoBaHue cobbITnit aTaK, cobbITUI
cpabaTbiBaHWA NpPaBUA

KauectBo o6cnyxunsaHua (QoS)

— [0 8 NPMOPUTETHLIX MK B3BELLAHHbIX oYepeaei
Ha nopT

— L2- n L3-npuoputursauma tpadmka (802.1p (cos),
DSCP, IP Precedence (tos))

— MpenoTBpalleHne neperpyskn ovepeaei RED,
GRED

— CpeacTBa NnepeMapKMpoBaHuA NPUOPUTETOB

— MNpumeHeHne nonntuk (policy-map)

— YnpasneHue nonocon nponyckaHms (shaping)

— Uepapxnyeckmin QoS

— MapKnpoBKa ceccui

Ynpasnenue IP-agpecaumeit (IPv4/1Pv6)

— CraTnyeckune IP-agpeca

— DHCP-knneHT

— DHCP Relay Option 82

— BcTpoeHHbIn cepsep DHCP, nogaepxka onumm
43, 60, 61, 150

— DNS resolver

—IP unnumbered
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KomnnekcHble peleHna Ana nocTpoeHna ceten

Q®YHKUMOHaAbHblIE BO3MOXHOCTU (MPOAONKEHUE)

CpepctBa obecnevyeHMa HAAEKHOCTU CETU — Ping, traceroute (IPv4/IPv6), BbiBOA, MHPOPMaLUM
— Dual homing (Tonbko ESR-1000) O MaKeTax B KOHCOU
—VRRP v2,v3 — O6HosneHue MO, 3arpy3Ka u BbIrpyska
— Tracking Ha ocHoBaHuK VRRP- nnu SLA-TecTa KoHdurypaumm no TFTP, SCP, FTP, SFTP, HTTP(S)
—YnpasneHue napameTtpamu VRRP —Mopaepka NTP
— YnpasneHue napametpamu PBR — Netflow v5/v9/v10 (akcnopt ctatnuctukm URL
— YnpasneHne aMMHUCTPATUBHbBIM CTaTyCOM ans HTTP, host gns HTTPS)
nHTepodelica — JlokanbHOE ynpaBaeHne Yepes KOHCO/IbHbIN NopT
— AKTMBaUMA U fieaKTUBaLUMA CTaTUYECKOro RS-232 (RJ-45)
MapLpyTa — YnaneHHoe ynpasneHune, npotokosbl Telnet, SSH
— YnpasneHue atpmbytom AS-PATH (IPv4/1Pv6)
n preference B route-map — BbiBOA, UHPOPMaLMM Mo cepBMcam/npoLieccam
— banaHcupoBKa Harpyskn Ha WAN-uHTepdemncax, — JlokanbHOe/yaaneHHoe coxpaHeHne KoHbUrypaunii
nepeHanpasaeHNe NOTOKOB AaHHbIX, MapLpyTnsaTopa
nepeKkatoYeHme Npu oueHKe KayecTBa KaHana ®YHKUMM KOHTpONs SLA
— Pe3epBuposaHue ceccuii firewall — Eltex SLA
MOHMTOPVHT 1 ynpasneHune OueHKa NapaMeTpOoB KaHaNoB CBA3U:
— MNoppepka cTaHAAPTHbIX U pacwmnpeHHbIx SNMP — Delay (one-way/two-way)
MIB, RMONv1 — litter (one-way/two-way)
— BcTpoeHHbIit Zabbix agent — Packet loss (one-way/two-way)
— AyTeHTUdMKaLMA NoNb30oBaTeNe MO NOKaNbHOM — KoapduumeHT owmnbok 8 nakertax
6a3e cpepcrtsamu npotokonos RADIUS, TACACS+, — HapyweHwe nocneaosaTenbHOCTV AOCTaBKM
LDAP nakeToB
— 3awmTa ot oWMnBOK KOHGUIYPMPOBaHUS, MPLS
aBTOMaTUYeCKoe BOCCTaHOB/IEHUE KOHOUIrypaLMM. — lNoaaeprkka npotokona LDP
BO3MOXHOCTb cbpoca KOHPUrypaLmm —MNoaaepkka L2VPN VPWS
K 3aBOACKMM HaCTpOiiKam —Mopgpepxka L2VPN VPLS Martini Mode
— UnTepdeiicbl ynpasneHus CLI —Mogpepxka L2VPN VPLS Kompella Mode
— Nopaepka Syslog —Nopgpepxka L3VPN MP-BGP

— MOHMTOP MCMOb30BaHMA CUCTEMHBIX PECYPCOB

Habop ¢yHKLMI cooTBeTcTBYeT Bepcum MO 1.18.1.

www.eltex-co.ru




CepBUCHbIE MapLupyTU3aTopbl cepun ESR

TexHnyeckoe onncaHue

Cxema npuMeHeHuUA

SHELTEX

KomnnekcHble peleHna Ana nocTpoeHna ceten

NUHTepHeT

LleHTpanbHbI opurc

Softswitch&IMS
ECSS-10

B il

ESR-1000/ESR-1700

lpynna nonb3osaTenei 1

o0

lpynna nonb3sosatenei N

ula

CeTeBble cepBucbl 1

CeTeBble cepsucol N

=E==

Cepsepbl
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KomnnekcHble peleHna Ana nocTpoeHna ceten

UHdopmaumsa paa 3akasa

CepBucHbIA maplipyTm3atop ESR-1000, 24x10/100/1000BASE-T, 2x10GBASE-R SFP+, 1xConsole RS-232(RJ-45), 2xUSB 2.0, 1 cnot gna SD-kapt, 4 6 RAM,

R 1TB NAND-Flash, 2 cnota ans mogynei nutaHma 100-240 B ACunn 36—72 B DC.

ESR-1200 CepBsucHbI mapupyTnsatop ESR-1200, 4xCombo10/100/1000BASE-T/1000BASE-X, 8x10GBASE-R SFP+, 12x10/100/1000BASE-T, 1xConsole RS-232 (RJ-45), 2xUSB 2.0,
1 cnot ana SD-KapT, 4T6 RAM, 16 NAND-Flash, 2 cnoTta ana moaynein nutanmns 100-240 B ACunan 36—72 BDC.

ESR-1500 CepBucHbIN maplupyTmsaTop ESR-1500, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X, 4x10GBASE-R SFP+, 1xConsole RS-232 (RJ-45), 1xOO0B,
4TBRAM, 1T6 NAND-Flash, 2 cnota ana moaynein nutaHuns 100-240 BACunam 36—72 BDC.

ESR-1511 CepBUCHbIN mapupyTtusaTop ESR-1511, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X, 4x10GBASE-R SFP+, 2x40GBASE-X QSFP+,
1xConsole RS-232 (RJ-45), 1xO0B, 8 [6 RAM, 1 T6 NAND-Flash, 2 cnota ana moayneii nutanusa 100240 B ACuan 36—72 B DC.

ESR-3100 CepBucHbIM MapLupyTmsatop ESR-3100, 8x10/100/1000BASE-T, 8x10GBASE-R SFP+, 1xConsole RS-232 (RJ-45), 2xUSB 3.0, 1 ciot ans SD-kapt, 16 6 RAM, 4 b eMMC,
2 cnota ans moaynen nutaHma 100240 B AC unmn 3672 B DC.

ESR-3200 CepBucHbIn MmapLupyTmsatop ESR-3200, 12xEthernet 1000BASE-X/10GBASE-R/25GBASE-R, 1xConsole RS-232 (RJ-45), 1xO0B, 1xUSB 2.0, 1 cnot ana microSD-Kapr,
24 T6 RAM, 2 cnota gnsi moaynen nutanus 100240 B ACunan 36—72 B DC.

ESR-1700 CepBuCHbIN MappyTmzaTop ESR-1700, 4xCombo 10/100/1000BASE-T/1000BASE-X, 8x10GBASE-R SFP+, 1xConsole RS-232 (RJ-45), 1xO0B, 32 6 RAM, 1 ' SSD,

2 pasbema ana yctaHosku HDD', 2 cnota ana moayneit nutanma 176—-264 B AC unan 36-72 B DC.

BAOKM nUTaHUs’

YcTpourcTBo Brok nutaHua AC brok nutaHua DC

ESR-1000 PM160-220/12 PM100-48/12
ESR-1200 PM160-220/12 PM100-48/12
ESR-1500 PM160-220/12 PM160-48/12
ESR-1511 PM160-220/12 PM160-48/12
ESR-3100 PM160-220/12 PM160-48/12
ESR-3200 PM160-220/12 PM160-48/12
ESR-1700 PM350-220/12 PM350-48/12

' ByayT noaaepskaHbl B 6yayLmMx BepCUsx.
? 3aKa3bIBalOTCA OTAENBHO.

Cpenatb 3aKas O KomnaHuu ELTEX

Mpeanpuatne «3/ITEKC» — BeayWwMil poCCMUCKUN pa3paboTuymnKk u

‘ @ :EE: npou3BoAUTENb KOMMYHUKaLUMOHHOTO obopyaoBaHusa ¢ 30-neTHei
+7 (383) 274 10 01 eltex@eltex-co.ru www.eltex-co.ru ncropueit. KOMNAEKCHOCTb peleHnii U BO3MOXKHOCTb MX BecluoBHOM
+7(383) 274 48 48 MHTErpauum B MHGPACTPYKTYpy 3aKkasumKa — NPUOPUTETHOE HanpaBaeHue

Pa3BUTUA KOMNAHUN.

www.eltex-co.ru
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