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PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

1 BBeaeHwue

1.1 AHHOTauus

CoBpeMeHHble TEHAEHLMN Pa3BUTUA CBA3M AUKTYIOT oreparopamM HeobxoAMMOCTb noucka Hanbornee
ONTUMaJIbHbIX TEXHO/IOIMIA, NO3BO/IAOLWMNX YAOBNETBOPUTL CTPEMUTE/IBHO BO3pacTaroLLme noTpebHoCTH
ab0OHEHTOB, COXpPaHsA Npu 3TOM NPEEMCTBEHHOCTbL BGU3HEC-NPOLECcCcOoB, TMOKOCTb Pa3BUTKA 1 COKpaLleHne
3aTpar Ha npefocTas/ieHne pas/iMyHbIX cepBucoB. becnpoBoHble TexHOMorMy Bce 6onblue HabuparoTt
060pOTbl U K JAHHOMY MOMEHTY B KOPOTKOE BPeMS MPOLLIN OrPOMHbIA MYTb OT HECTAOWU/IbHbIX
HU3KOCKOPOCTHbIX CeTei CBA3M Masioro paguyca fo ceteit LM, conocTtaBUMbIX N0 CKOPOCTH € NMPOBOAHbLIMU
CEeTAMMN C BbICOKUMUN KPUTEPUAMMN K KAYeCTBY npegoctasneHus ycnyr. Yctpoictsa WEP-2ac, WEP-2ac Smart n
WEP-2ac-Z asnsaetcsa Toukamu goctyna Wi-Fi Enterprise knacca. OcHoBHoe npefHasHaudeHne WEP-2ac,
WEP-2ac Smart n WEP-2ac-Z - yctaHOBKa BHYTpUY 3[aHWIA B Ka4ecTBe TOYKM AOCTyNa K pa3fInyHbIM pecypcam C
co3aaHnem 6ecLLIOBHOV 6eCNPOBO/IHONM CETU N3 HECKO/IbKUX MAEHTUYHBIX Touek goctyna ("PoymuHr" ), ecnu
TEPPUTOPUSA MOKPLITUA AOCTATOYHO BE/VKA.

B HacTosLEeM pyKOBOACTBE MO 3KCN/yaTaunm U3noXeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUe
XapakTepuCTUKW, KOHCTPYKTUBHOE UCMONHEHWe, Npasuna 6e3onacHoi akcnayarauum yCTponcTsaa,
pekomeHJaLmn o ycTaHOBKe U HaCTpoViKe.

1.2 YcnoBHble 0603HaYeHUs

© nMpumedaHus cogepxar BakHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

MNpumeuaHns n npegynpexaeHus

© nNpepynpexaeHns MHOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBozacTBO no akcnyataunn WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

2 OnucaHue nsgenus

2.1 Ha3HaueHue

[na BO3MOXHOCTY NpefocTaB/ieHnsa AoCTyna nosib3oBaresieil K BbICOKOCKOPOCTHO, 6e30MnacHOoiA
6ecnpoBoHOl ceTu paspaboTaHbl 6ecnpoBogHble Toukm goctyna WEP-2ac, WEP-2ac Smart n WEP-2ac-Z
(manee «ycTpoiicTBO»).

OCHOBHbIM MpeHa3Ha4YeHneM yCTpoNCTB ABMSETCA co3faHne 6ecrnpoBoOAHON ceTu nepesayn AaHHbIx L2-
YPOBHS Ha CTblKe ¢ NpoBoAHol ceTbto. WEP-2ac, WEP-2ac Smart 1 WEP-2ac-Z nogkstodatoTcsa K NpoBO4HOWA
cetu ¢ nomouypto 10/100/1000M Ethernet-nHtepdpeiica, u ¢ NOMOLLbIO CBOUX paanouHTepdheincos co3gaeT
6ecnpoBOAHON BbICOKOCKOPOCTHOM AOCTYN A5 YCTPOICTB, nogaepxusatowmnx TexHonoruio Wi-Fi B gnanasoHe
24n5ITu,

YcTpoicTBa cogepxart 2 paguonHtepderica ansa opraHnsaumm AyxX nsnyecknx 6ecnpoBoiHbIX CETEN.
WEP-2ac-Z Takxe nmeet nHtepderic Z-Wave g1a ynpasfieHUs CUCTEMON «YMHbI fOM».

WEP-2ac, WEP-2ac Smart n WEP-2ac-Z noggepXvnBatoT COBpeMEHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U
No3BONAIOT NepefaBaTtb Hanbosnee BaxkHbIA Tpark B 60/1ee NPUOPUTETHLIX O4epeasix N0 CPaBHEHUIO C
06bl4HbIM. ObecneveHne npuopuTU3aLMmM NPOUCXOANT HA OCHOBE OCHOBHbIX TexHonorunii QoS: CoS
(CneumanbHbie meTkn B none VLAN-nakeTa) n ToS (MeTku B none IP-nakeTta). Ho kpome cTaHAapTHbIX NPaKTUK
npuopuTU3aLmMmn yCTporCTBa NO3BO/IAIOT 3a4aBarb TpeboBaHUA K KaUecTBy nepefayn Tpadimka npakTnyeckm
no siro6omy nosito naketa, HaunHas ot MAC, 3akaHunBasa TCP/UDP-nopToM. Ta e rMbKoCTb COXpaHaeTcs npu
npuMmeHeHun npasun ACL v wennvHra Tpadguka, 4To NO3BONSET B MOSHON Mepe ynpasnATb AOCTYNOM,
KayeCTBOM CEPBMCOB U OrpaHUyYeHnAMN, Kak A1 BceX abOHEHTOB, Tak 1 A1 KaXKA0ro B YaCTHOCTU.
YCTpOIAiCTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHWLBI 1 ApYroe). Bo3MOXHOCTb CO3A4aHNs BUPTYaslbHbIX TOUYEK AOCTYNa C pas/IMyHbIMK TUNamu
wndpposaHusa nossonset yctaHasnueatb WEP-2ac, WEP-2ac Smart n WEP-2ac-Z B opraHunsauusx, raoe
TpebyeTcs pasrpaHMyeHune npas AOCTyNa Mexay 00bl4HbIMU M0Nb30BATENAMU U BblAE/IEHHBIMY rpynnamu
nonb3oBaTenei.

2.2 XapaKkTepucTuKa yCTponicTBa
Nnmepabelicbi:

+ 1 noprt Ethernet 10/100/1000 Base-T(RJ-45) c noaaepxkoit POE+;
« Console RJ-45;
1

* ViHTepdheiic «YMHbIN AoM» — pagnonHTepdienc ansa ynpasneHnsa CUCTEMON «YMHbIR OM» .
DyHKYyUU:
BosmoxHocmu WLAN:

* nogaepxka ctaHgaptos IEEE 802.11a/b/g/n/ac;

« arperauus AaHHblIx, Bkiodas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETLI N NNaHUpoBaHNe nakeToB Ha ocHose WMM,;
* AMHaMuueckuii BbiI6op yactoTkl (DFS);

* nognepxka ckpbitoro SSID;

+ 32 BUpTyasibHble TOYKU JOCTYNa;

*+ 06HapyXeHne CTOPOHHUX TOYEK A0CTYnNa;

+ Workgroup Bridge;

+ nognepxka WDS;

* nognepxka MESH,;

* nognepxka APSD.

Cemesble hyHKyuU:

* aBTOMaTnyecKoe corsiacoBaHne CKOPOCTH, AYMN/IEKCHOTO PexXuma 1 nepexkioyeHna Mexay pexmmamm
MDI n MDI-X;



PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

+ nognepxka VLAN;

* noggepxka ayreHtudgukaymm 802.1X;
* nogpepxka 802.11r;

* DHCP-knueHT;

* noggepxka IPv6,

* noggepxka LLDP;

* nopaepxka ACL;

* nopaepxka SNMP;

* nogpepxka GRE.

Paboma 8 pexume knacmepa:

* opraHu3aums kiactepa eMKOCTbio A0 64 Touek J0CTyna;

* aBTOMaTMyecKas CUHXPOHMU3aLMst KOHGUIypauuii Todek focTyna B KNnacTepe;

*+ aBTOMaTMyeckoe 06HoBMeHMe MO Touek AOCTyna B KlacTepe;

+ Single Management IP — eauHbIil agpec Ana ynpasieHust TouKamm 4ocTyna B KnacTepe;

* aBTOMAaTMYecKoe pacnpeaesieHre YacTOTHbIX KaHa/I0B MeXAyY ToYKamu AOCTYNa;

*+ aBTOMAaTMYeCKOe pacnpeaesieHre ypoBHs 13/ly4aemoit MOLLHOCTU MeXy To4Kamu goctyna.

®yHkyuu QoS:

* NPUOPUTET 1 NNaHMPOBaHKE NAaKeTOB Ha OCHOBE Npodunnel;
* OrpaHuyeHune NponyckHol cnocobHocTn ans kaxagoro SSID;
* n3MeHeHue napametpos WMM ans kaxgoro pagmonHtepgeiica.

Ee3onacHocmb

+ E-mail nHdpopmupoBaHme 0 CUCTEMHbIX COObITUSAX;

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (WPA Enterprise);
+ WPA/WPA2,

+ nopaepxka Captive Portal;

+ nopaepxka Internet Protocol Security (IPsec);

+ nopaepxka WIDS/WIPS.

T Tonbko ana WEP-2ac-Z

Ha pucyHke 1 npuBefeHa cxema npumMmeHeHus obopyaosaHna WEP-2ac.
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PucyHok 1 — ®yHKUMOHaIbHas cxema mcnonb3osaHua WEP-2ac

2.3 TexHun4yeckme napameTpbl yCTpPoOMCTBa

Tabnuua 1 — OCHOBHblE TEXHWYECKME NapaMeTpbI

MapameTtpbl WAN-nHTepdpeiica Ethernet

KonnuectBo noprtos 1

DneKTpuyeckuii pasbem RJ-45

CkopocTb nepegaun, Méut/c 10/100/1000, aBTOONpPEENEHNE
Moaaepxka cTaH4apToB BASE-T

MapameTpbl 6ecnpoBoAHOro MHTepdeiica

CraHgapTbl 802.11a/b/g/n/ac

YacToTHbIN gnanasoH, My 2400-2483,5 MI'y, 5150-5850 MI'y,
Mopgynsauna CCK, BPSK, QPSK, 16QAM, 64QAM, 256QAM
Pa6oune kaHabl 802.11b/g/n: 1-13 (2412-2472 MI'y)

802.11a/ac: 36-64 (51805320 MI'w)
100-144 (5500-5720 MI'y)
149-165 (5745-5825 MI'y)

CkopocTb nepefayn aaHHbIX, Méut/c 6,9,12,18, 24, 36, 48, 54, MCS0-MCS15, MCS0-9 NSS1, MCS0-9 NSS2
802.11n: go 144,4 M6ut/c (kaHan 20 Mru), go 300 M6ut/c (kaHan 40
Mru)

802.11ac: fo 866,7 M6ut/c (80 MI'y)



MakcrMasibHas MOLWHOCTb nepegarynka
KoadhdpnumMeHT yecuneHns BCTPOEHHbIX
aHTEHH

quCTBVITeJ'IbHOCTb npnemMHrkKa

Be3onacHocTb

Mopnepxka 2x2 MIMO

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

2.4TTu: po 18 obm’
5TTu: go 21 gbm’

24T1Tu: ~5 nbn
5TTu: ~5 abn

2.4TTy: no-98 abm
5TTuy: no-94 npbm

LieHTpann3oBaHHasi aBTopusaums yepes RADIUS-cepsep (WPA
Enterprise)

64/128/152-6utHoe WEP-undposaHme gaHHbix, WPA/WPA2
Moppaepxka Captive Portal

E-mail nHdbopmmnpoBaHme 0 cUCTEMHbIX COBbITUSIX

[lBa BCTPOEHHbIX Ynna Broadcom: BCM47452 (5 I'Tu, IEEE 802.11a/n/ac) n BCM43217 (2.4 'Tu, IEEE 802.11 b/g/n)

YnpaBsneHue

YnaneHHoe ynpas/sieHne

OrpaHuyeHue goctyna

OGwume napameTpbl
Mpoueccop

NAND

RAM

MutaHue

MoTpebnsiemas MOLLHOCTb
Pa6ounii grnanasoH Temnepartyp

OTHOCUTENIbHAasA BNAXHOCTb Npu
Temnepartype 25°C

ra6aputsl WEP-2ac
ra6aputsel WEP-2ac Smart

Macca

WEB-nHTepdeiic, Telnet, SNMP, SSH, cuctema ynpaeneHus EMS.
O6HosneHne MO 1 koHdUryprposaHue nocpeacrsom DHCP
Autoprovisioning

no naponto, no IP-agpecy

Broadcom BCM47452

128 MB NAND Flash

256 MB RAM DDR3

PoE+ - 48V/54V (IEEE 802.3at-2009).
He 6onee 13 BT

oT +5 go +40°C

10 80%

200x40 mm
200x43 mm

He 6onee 0,4 kr

'Onpegensetcsa perynatopamu Transmit Power Limit u Transmit Power Control

10
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2.4 [Ouarpamma Hanpae/fieHHOCTN BCTPOEHHbIX aHTEHH

Ha pucyHkax Huxke npeacTaB/ieHbl AnarpammMbl HaNnpPaBIEHHOCTY BCTPOEHHbIX aHTEHH YCTPOICTBa.
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® [Ana WEP-2ac Smart B gnanasoHe 5 'L, CMapT-aHTEHHA UCMOSb3YeT METO/, «MepPeKIUEHUs fyya -

310 60nee 700 wabnoOHOB Anarpamm HanpasNeHHOCTH, KOTOPble AMHAMUYECKN MEHSIOTCA B npolecce
pab6oTbl ToUkM aoctyna. WEP-2ac Smart noCTOSIHHO OLEHUBAET PacnosioXXeHNE KANEHTOB U
NCTOYHMKOB paamornomMex, a 3atem BblovpaeT 13 700 wabsioHoB ONTUMasIbHYO A1 K&XXA0ro MOMeHTa
BPEMeHU guarpammy Hanpas/IeHHOCTH.

2.5 KOHCTPYKTMBHOE UCMOSHEHME

Yctpoiictea WEP-2ac, WEP-2ac Smart n WEP-2ac-Z BbINoO/IHEHbI B M/1aCTUKOBOM KOpnyce.

2.5.1 OcHoBHas nNaHenb yCcTpoiicTBa

BHewwHWin BuA, naHenn ycTporicTea NpuBeAeH Ha PUCYHKe 2.

“EE____—_ ————{ . - | —_——
ST | - 2o [T ——
~—— 7= [0~ [ speed GE(PoE) Console "'z.muzl_f ~LIA —=S Y

1 2 3 4 5
PucyHok 2 — BHeluHwuii Bug, ocHoBHo naHenn WEP-2ac, WEP-2ac Smart n WEP-2ac-Z

Ha ocHoBHoli naHenu yctpoiicte WEP-2ac, WEP-2ac Smart un WEP-2ac-Z pacnonoXxeHbl cneayroLime CBeToBble
NHAOMKATOPbI, pa3beMbl Y OpraHbl ynpassieHus, Tabnuua 2.

Ta6nuua 2 — OnucaHne NHAMKATOPOB, MOPTOB 11 OPraHoB YNpaB/ieHus

AnemMeHT naHenu OnucaHue

1 Link/Speed CBeToBas MHAMKaums cocTosiHusA nopTta GE (PoE)

2  GE(PoE) Mopt GE ansa nogkntoueHus nutanust PoE+

3  Console KoHcobHbIA NOpT RS-232 AN 10Ka/IbHOTO yNpaBeHnsl YyCTPOCTBOM
4 F PyHKUMOHANbHAA KHOMKa

5  Wi-Fi WHavkaTopbl akTMBHOCTY cooTBeTcTBYHoLWMX Wi-Fi mogynei

2.6 CaetoBas nHgukauus

Tekyllee COCTOsIHNE YCTPOoMCcTBa oTobpaxaeTcsa npu nomowm nHamkatopos Wi-Fi, LAN, Power. MNepeyeHb
COCTOSIHWIA NHAMKATOPOB NpuBeaeH B Tabnuue 3.

12
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Tabnuua 3 — CBeToBas MHAMKALMA COCTOSAHWUS YCTPOKCTBA

NMHpnka  CocTosiHUE nHAaukKartopa

TOp
Wi-Fi 3e/1eHbIiA, FTOPUT NOCTOSAHHO
3e/1eHbl, Muraet
LAN ropuT 3eneHblit ceetoamos (10, 100 Mbps)/ roput
opaHxeBblin cBeToanog (1000 Mbps)
MUraeT 3e/eHblii CBETOANOA,
Power 3€/1eHbII, TOPUT NOCTOSAHHO

OpaHXeBBbII, FOPUT NOCTOSAHHO

KpaCHbIVI, roput NOCTOAHHO

2.7 C6pocC K 3aBOACKMM HacTpoiikam

CocTosiHue ycTpoiictBa

ceTtb Wi-Fi-akTnBHa

npouecc nepeaayn gaHHbIX Mo 6eCcnpoBOAHOA
cetu

YCTaHOB/1IEHO CoegnHEHME C NOAKNHOHYEHHBIM
CeTEBbIM yCTpOI7ICTBOM

npouecc NakeTHon nepegayn gaHHbix no LAN-
NHTEpgeincy

BKJ/THOYEHO NMUTaHWe yCTPOICTBa, HOpMasibHas
pa6ota

YCTPOWCTBO 3arpy>eHo, Ho He nosy4eH IP-
agpec no DHCP

3arpyska ycTpoiicTea

[ns cépoca ycTpoiicTBa K 3aBOACKMM HACTpOlikam HeO6X0AMMO B 3arpy)XEHHOM COCTOSIHUM HaxXaTb U
yAepxXuBaTb KHOMKy «F», noka nHgukatop «Power» He Ha4YHeT MuraTb. MNpon3oinaeT aBToMaTnyeckas
nepesarpyska ycTporictsa. MNpn 3aBOACKNX yCTaHoBKax 6yaeT 3anyweH DHCP-knveHT. B cnyvae ecnu agpec
He 6yaeT nony4yeH no DHCP, To y ycTpolicTBa 6yAeT 3aBOACKOI ip-agpec - 192.168.1.70, macka noacetu —

255.255.255.0.

2.8 KomnnekT nocTaBKu

B KOMNeKT NocTaBKN BXOAAT:

+ becnpoBogHas Touka goctyna WEP-2ac/WEP-2ac Smart/WEP-2ac-Z;

* KOMN/EeKT Kpenexa,;

+ PyKoBOACTBO Mo akcnnyataummn Ha CD-aucke (onuymoHanbHo);

+ CepTtudomkaT COOTBETCTBUS;
+ MamATka 0 AoOKyMeHTauuu;
* [acnoprT.

13
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3 MpaBuna n pekoMmeHgaumm No ycTaHOBKe YCTPOCTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5°C nnu Bbiwe 40°C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumu rno ycTaHOBKe

1. PekomeHAyemoe ycTaHaBMBaeMoe NosioXkeHue: ropusoHTasIbHoe, Ha NOTOSIKE.

Mepen yCcTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO Ha Ha/lnune
BUAVMbIX MEXAHUYECKMX NOBPeXAeHUA. B cnyyae Hamunsa noBpexaeHnin cnegyeT npekparuTb
YyCTaHOBKY YCTPOWCTBA, COCTaBUTb COOTBETCTBYHOLUMIA aKT N 06PaTUTLCA K NOCTABLLNKY.

3. Ecnm ycTpoiicTBO Haxoauioch AsvTeNibHoe BpeMs Npy HU3KOW Temneparype, nepes Hadasiom paboTbl
cnefyeT BblAepXxaTb ero B TedeHue [ByX YacoB Npu KOMHATHOWN Temnepartype. lNMocne ganTesibHoro
npebbiBaHNA YCTPONCTBA B YC/TIOBUAX MOBbILLEHHOW BNaXKHOCTW Nepes, BK/IIYEeHEM BblAepXaTb B
HOPM&J1bHbIX YC/I0BUAX HE MeHee 12 yacosB.

4. Tpn pa3meLleHnmn ycTpoicTBa ans obecrnedeHuns 30Hbl NokpbiTa cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTvkamMu yuntbiBanTe cneaytolme npasunia:

a. YctaHaBnuBaiTe yCTPOICTBO B LEHTPE 6ECNPOBOAHON CETY;

b. MuHummanpyiite uncno nperpag (CTeHbI, NOTONKK, MeGENb U APYroe) MeXay TOUKOW gocTyna u
ApyrMMuy 6ecrnpoBOAHbIMU CETEBLIMWN YCTPONCTBAMM,;

c. He yctaHaBnuBaliTe ycTpolicTBO B6/1M3uM (Nopsdka 2 M.) 3N1eKTPUYecKmX, paamo YCTPONCTB;

d. He pekomeHayeTcsi MCNoNb30BaTh pagnoTenedoHbl U Apyroe 060pyaoBaHne, paboTarLlee Ha
yacTtote 2.4 'y, 5 'y, B pagnyce aelicteus 6ecnposogHoii cetn Wi-Fi;

e. MpenAatcTBusA B BUAE CTEK/ISAHHbIX/METaIINYECKUX KOHCTPYKLMI, KUPNUYHBIX/GETOHHbIX CTEH, a
TakKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauuMTeNIbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.
He pekomeHayeTcsa pa3melLeHne co BHYTPEHHEN CTOPOHbI (PasibLUNOTO/IKa, TakK Kak
MeTasI/INYeCKNiA KapKac BbI3bIBAET MHOro/lydeBoe pacnpocTpaHeHne curHasa n 3atyxaHve npu
NPOXOXAEHUN Yepes3 peLleTKy Kapkaca hasibLUnoTosika.

5. Mpu pasmeLLeHnn HeCKOIbKMX TOYEK, paZmnycC COTbl LJO/HKEH NepecekaTbCs C CoceHel COTON Ha YpOBHe
0T -65 0 -70 abMm. lonyckaeTca yMeHbLUEHNEe YPOBHSA curHana fo -75 Abm Ha rpaHuuax cot, ec/in He
npegnonaraetcs ucnosib3osaHve VolP, N0TOKOBOro BUAeoBeLLaHs U OPYroro YyBCTBUTETbHOIO K
notepsam Tpadmka B 6eCcrnpoBOAHON CETH.

3.3 Pacuet Heo6Xx0o4MMOro Yncsia Todek goctyna

Mpun BbIGOPE KOMIMYecTBa HEOOXOAMMbIX TOYEK AOCTYNa AJ/19 MOKPLITUA NMOMELLEHNA HE0BX0AMMO NPOM3BECTHU
OLEeHKy Tpebyemoli 30HbI oxBata. /19 6051ee TOYHOW OLEeHKN HeO6X0AMMO NPOU3BECTY paguonccesoBaHne
nomMelleHus. MpubamsntencHoblli pagnyc oxeata yBepeHHoro npuema toukun goctyna WEP-2ac, WEP-2ac Smart
n WEP-2ac-Z npy MOHTaXKe Ha NoToJsIKe B TUMNOBbIX OOUCHbIX NnomMeleHusax: 2.4 I'ru; 40-50 m, 5 u: 20-30 m.
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Mpw NONHOM OTCYTCTBUW NPENATCTBUIA pagnuyc oxeata: 2.4 I'uy: go 100 m; 5 My, go 60 m.
B Tabnvue 4 npuBegeHbl NpU6IM3nTeNbHbIe 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HayeHns 3aTyxaHuns

Martepuan N3mMeHeHue ypoBHSA curHana, ob
24T1Ty, 5Ty,
OprcTekno -0,3 -0,9
Kupnny -4,5 -14,6
Crekno -0,5 -1,7
fmncokapToH -0,5 -0,8
Jilely 1,6 -1,9
dPaHepa -1,9 -1,8
LLITykaTypka C MeTasI/In4eCKOn CETKOW -14,8 -13,2
LLinako610K -7 -11
MeTan. pewetka (sueiika 13*6Mm, MeTas1/1 2MM) -21 -13

3.4 BbIb0Op KaHa10B COCEACTBYIOLNX TOUYEK

Bo n3bexaHve MexkaHasIbHOl MHTEPEPEHLIMI MEX Y COCEACTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLIMECS KaHa/TbI.

Kanansl

2.402 My, ’17 22 MIy H 2.483 Ty,

PucyHok 3 — O6Las avarpamMa nepekpbITsa YacTOTHbIX KaHanoB B 2.4 Ty,

Mpumep cxeMbl pacnpeaeneHnsa KaHaioB Mexay coceHMM ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y, npuBeaeH Ha pucyHke 4.
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PucyHok 4 — Cxema pacnpegesieHus KaHasi0B Mexay CoceHMMU TodkaMu AocTyna B ananasoHe 2.4 Ty npu
lwnpuHe kaHana B 20 MIy,

AHaNOINMYHO PEKOMEHIyeTCs COXPaHATh aHHbIli MeXaHU3M pacrnpeaesnieHnst KaHasioB Npy PacrosIOXEHUN
TOUEK MEXAY 3TaXaMmu, PUCYHOK 5.

PucyHok 5 - Cxema pacnpeneneHna KaHasioB mexay cocegHMMN ToHKamMn A0CTyna, pacnosioXXeHHbIMU MeXay
STaKamMmun

Mpn ncnonb3oBaHUK WXPKHBI KaHasa 40 MIMy, B Anana3oHe 2.4 [T, HET HenepekpbIBaloLLMXCA KaHaoB. B
Takmx crlyvasix CTouT BblbMpaTb MakCMMasibHO OTAA/IEHHbIE APYT OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 h835

MHz MHz MHz Radar MHz MHz MHz
1 | I ] ] I
EEEChanmnel# 18 S I3 N8 as SSSS2SIIS8IF 2B86s8
I I I

g

20 MHz LV VY
40 MHz 5! V V V
80 MHz // v

160 MHz !

Examples of /I AN
non-contiguous
VHT80+80 MHz A
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EEEER | BB

PucyHok 6 — KaHasnbl, ucnonbsyemsle B AgnanasoHe 5 'y npu wunpuHe kaHana 20, 40, 80 My,
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3.5 YcTaHoBKa ycTponcTea

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA N/I0CKOI NOBEPXHOCTYM (CTeHa, NOTO/0K), cobntogas MHCTPYKLMK NO
TEXHUKe 6e30MacHOCTM 1 peKkoOMeHAaLUNK, NPYBEAEHHbIE BbILLE.
B KOMNNEeKT NOCTaBKM YCTPOMCTBA BXOAUT KPeNex A1 yCTaHOBKN YCTPOCTBA Ha M/I0CKYH NOBEPXHOCTb.

3.5.1 TlopAagok KpenaeHns Ha CTeHy

1. 3akpenuTe NNacTUKOBbIN KpOHLUTeVIH (BXO,EI,I/IT B KOMMAEKT I'IOCTaBKl/I) Ha CTeHe:

CTeHa

NNacTUKOBbIN KPOHLUTENH

PucyHok 7 — KpenneHune KpoHLITeNHa Ha CTeHe

a. Mpumep pacnonoXeHUs NIacTUKOBOrO KPOHLUTEHA NOKa3aH Ha PUCYHKe 7.

b. Mpwn ycTaHoBKe KPOHLLTENHA HY)XHO NPOMNYCTUTL NPOBOAA B COOTBETCTBYHOLLME Na3bl Ha
KPOHLUTEWHE, pUCYHOK 7.

c. CoBMecT/Te TpU OTBEPCTUS A1 BUHTOB Ha KPOHLUTEHE C TaKUMM e OTBEPCTUAMMU Ha
noBepXHOCTW. C NOMOLLH0 OTBEPTKM NPUKPENUTE KPOHLITEH BUHTAMU K MOBEPXHOCTM.

2. YCTaHOBUTE YCTPOICTBO:

KPOHLUTEWH

YCTPOWCTBO

PucyHok 8 — YcTaHoBKa ycTpoiicTea (Bug cnepeam)

a. MopgkntounTte Kabens K COOTBETCTBYIOLMM pa3bemMam YCTPOCTBa, ONUCaHNe pa3bemMoB
npvBefeHo B pasaene 2.5 KOHCTPYKTUBHOE WCTOSTHEHNE.

b. CoBMecTuTE YCTPOINCTBO C KPOHLITENHOM U 3adpUKCUPYIiTE NOSIOXEHNE, NOBOpa4MBasi No YacoBoO
CTperske.
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3.5.2 Topsfok KpensieHnsa Ha duanbLUnoTonokK

© He pekomeHyeTcsi pasMellieHne CO BHYTPEHHEH CTOPOHbI (hasibLUIMNOTO/IKA, TaK Kak MeTas/Iuyeckuii
KapKac BbI3blBAET MHOr0/ly4eBOE PacrnpoCcTpaHeHne curHana v 3atyxaHue npv NPoxXoxaeHuu yepes
peLLeTKy KapKaca asibLUnoTosiKa.

1 — MeTa/INMYECKUii KPOHLLITENH; 2 — NaHeNlb apMCTPOHT; 3 — NIACTMKOBbIA KPOHLUTEH; 4 — YCTPOIACTBO.

PucyHok 9 — MoHTax yCTpolicTBa Ha hasibLINOTOM0K

1. 3akpenute MeTa/I/IMYECKMIA N NNACTUKOBbI KPOHLITENHbI HA NOTOJIKE, PUCYHOK 9.

a. MnacTuKoBbIi KPOHLWTENH (3) coeanHsieTCs Ha hanbLUMNOTOsIKE ¢ MeTannnyeckum (1) B
crefytolleM nopsigke: MeTaslIMYeckunii KPOHLITENH -> naHeb apMCTPOHT -> N1aCTUKOBBIIA
KPOHLUTEH.

b. B maHenu apmMcTpOHI Npope3aeTcs 0TBEPCTUNE, pa3MEPOM C OTBEPCTNE META/I/INYECKOTO
KpoHLTeliHa. Yepe3 gaHHoe oTBepCTME 3aBOAATCS NPoBOAa.

c. CoBMecT/Te OTBEPCTUS HA META/I/IMYECKOM KPOHLUTENHE, NaHen apMCTPOHT 1 N1aCTUKOBOM
KpoHLTeliHe. [laiee COBMeCTUTE TpU OTBEPCTUS A1 BUHTOB Ha N1aCTUKOBOM KPOHLUTENHE C
TaKUMU Xe OTBEPCTUSIMU HA META/I/IMYECKOM KpOHLUTEHEe. C NOMOLLbIO OTBEPTKM COEAVNHUTE
KPOHLUTEVHbI BUHTAMW.

2. YcTaHoBUTE YCTPOICTBO.

a. Mopkntounte kabens K COOTBETCTBYOLMM pasbemMam YCTPOCTBa, OnvcaHne pa3beMoB
npuBeaeHo B pasgene 2.5 KOHCTPYKTUBHOE NCMOSTHEHME.

b. CoBmecTuTe yCTPOCTBO C M/IACTUKOBLIM KPOHLUTEAHOM 1 3addUKCUPYIATE NOMTOXEHNE
noBopaymBast yCTPOCTBO MO YaCOBOI CTpesike.

3.5.3 TMopsfoK CHATUS YCTPOMCTBA C KPOHLITENHA
[ns cHATWA yCTpOoICTBA C KPOHLUTEHA:

1. ToBepHUTE YCTPOWCTBO NPOTUB YACOBOW CTPESIKUN, PUCYHOK 7.
2. CHuMUTE YCTPOICTBO.
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4 YnpaBneHue yctpoiictBoM vyepe3s WEB-nHTepdeiic

4.1 Hauyano pa6oThl

[ns Hayana paboTbl HYXXHO MOAKIOUYNUTLCA K YCTPOMCTBY No nHTepdielicy GE yepes WEB-6pay3ep:
1. Otkpoiite WEB-6pay3ep, Hanpumep, Firefox, Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka noaceTu: 255.255.255.0.
Mo yMOn4aHu1Io YCTPOIMCTBO MOXET nony4unTb agpec no DHCP. o 3Toro OHO AOCTYMHO No
3aBsogckomy IP-agpecy.

Mpu ycnewHoOM 06HapyXXeHUW YCTPOoCTBa B OKHe bpay3epa 0Tob6pasnTcs cTpaHuua ¢ 3anpocom MMeHN

nonb30BaTens 1 Napons.
DHELTEX

User Name

Password

| Logon |

3. Begute nmsa nonb3oBarens B cTpoke «User Name» 1 naponb B cTpoke «Password».
© 3asopckue ycraHosku: User Name — admin, Password — password.

4. HaxmuTe KHonky «Logon». B okHe 6pay3epa oTkpoeTcs HavasibHas ctpaHuua WEB-nHTepdheiica
ycTpoicTBa.
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4.2 OcHoBHble anemeHTbl WEB-nHTEphelica

Ha pucyHke Hwxe npeacTas/ieHbl anemeHTbl Hasurauun WEB-nHTepdoeiica.

S ELTEX

sic Settings

m
-1
I
o

Interfaces
Events

Transmit/Receive

o]
o
&
A

Wireless Multicast Forwarding Statisti
Client Associations

TSPEC Client Associations

Rogue AP Detection

TSPEC Status and Statistics.

TSPEC AP Statistics

Radio Statistics

Email Alert Status

Ethernet Settings
Management IPvG
IPv6E Tunnel
Wireless Settings
Radio

=
o
H
o
=]
m

Scheduler Association
VAP

VAP Minimal Signal
Fast Bss Transition
Wireless Multicast Forwarding
WDs

MAC Authentication
Load Balancing
Authentication
Management ACL
OTT Settings

Bonjour

Web Server

0
@
2
)
a
ih

Eltex Enterprise Wireless Access Point

: | Provide basic settings v)

» Review Description of this Access Point ...

These fields show infermatien specific to this access point.

1P Address: 192.168.40.26

MAC Address: E0:D9:E3:71:F5:40

Firmware Version:  (Tekyuwan Bepcua NOJ
Uptime: 20 days, 14 hours, 41 minutes
CPU Usage: 85.30%

Memory Usage: 135MB/248MB (54%)

D Device Information

Product Identifier: WLAN-EAP
Hardware Version: 2v2

Serial Number : WP12008615
Device Name: Eltex-AP

Device Description: WEP-2ac

b Provide Network Settings ...

These settings apply to this access point.

b Serial Settings ...
Baud Rate [ 115200 ¥

. B System Settings ...

Log]

-
Provide the

minimal set of
configuration
information needed to
set up the access point
and start wirzless
networking as
described in the
numbered steps on
this page.

Caution:

If you do not have a
DHCP server on the
network and do not
plan to use cne, the
first thing you must do.
after bringing up the
‘access point is changes
the Connection Type
from DHCP to Static
IP.

To change the
‘Connection Type, go to
the Ethernet (Wired)
Settings tab.

More ...

OKHO nonb3oBaTesIbCKOro MHTepq:)el‘/ica MOXXHO YC/10OBHO pa3fennTb Ha 3 yactu:

1.

Pazfie/nbl MEHI0 HACTPOEK YCTPOIiCTBA.

2. OCHOBHOE OKHO HaCTPOEK BbIGpaHHOIO pasaena.
3. CnpaBoyHas MHGopMaLMs MO BbIGPaHHOMY pasaeny MeHIo.
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4.3 MeHto «Basic Settings»

B meHto «Basic Settings» oTob6paxaeTcs ocHoBHas MHopmMaLmsa 06 ycTpoicTee. Mimetowmecs B JaHHOM
MEHI0 paszenbl NPefoCTaB/IAT BO3MOXHOCTb CMEHUTb Naposb AOCTYNa K YCTPONCTBY M HACTPOMTL CKOPOCTb
nopta Console.

Provide basic settings

» Review Description of this Access Point ...

These fields show information specific to this access point.

IP Address: 192.168.15.118

MAC Address: ED:D9:E3:51:DE:00

Firmware Version: {Texywana gepcuAa MO )

Uptime: 0 days, 1 hours, 42 minutes

CFPU Usage: 70.70%

Memory Usage: 38MB/249MB (39%)
Refresh

p Device Information

Product Identifier: WLAN-EAP
Hardware Version: 3v0

Serial Number : WP19000305
Device Name: Eltex-aP

Device Description: WEP-2ac Smart

Review Description of this Access Point — B faHHOM pa3sgene npuBoanTca MHopMaLmsa 0 CETEBbIX
HacTpolikax ycTpoiicTea u Bepcum IMO.

+ IP Address — IP-agpec ycTpoiicTBa;

+ MAC Address — MAC-agpec ycTpoincTBa;

« Firmware Version — Bepcusi NpoOrpaMmMHOro obecneyeHus;

+ Uptime — Bpems paboThl;

+ CPU Usage — cpeaHuii NpoLEHT 3arpy3ku npoueccopa 3a nocnegHme 10 cekyHa,
* Memory Usage — NpoLEeHT UCNO/Ib30BaHUA (PM3NYECKOM NamsATH YCTPOMCTBA.

Device Information — ocHoBHasi MHpopmauumsi 06 yCTPOICTBE.

* Product Identifier — naeHTUMKATOP YCTPOCTBA;

« Hardware Version — Bepcusi annapaTHOro obecneyeHus;
« Serial Number — cepuiiHblii HOMep YCTPONCTBa;

+ Device Name — cncteMHoe MMs yCTPOICTBa;

+ Device Description — onncaHue ycTpoiicTsa.
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b Provide Network Settings ...

These settings apply to this access point.

MNew Password

Confirm new password

b Serial Settings ...

Baud Rate 115200 .

B System Settings ...
Systam MName WOP-2ac
System Contact admin@exampla.com

Syseem Lacation Default

Click "Update” to save the new settings.

Updats |

Provide Network Settings — B gaHHOM pa3gene BbINO/HAETCS cMeHa napons gns goctyna K WEB/CLI-
KOHGourypartopy ycTpolicTea.

+ New Password — HOBbIli Naposb;
+ Confirm new password — NOATBEPXAEHNE HOBOrO Naposisi.

Serial Settings — HacTpoiikn nHTepdeiica Console.

* Baud Rate — ckopoCTb nepegayn AaHHbIxX No uHTepdeiicy Console, 6ut/c. Mo ymonyaHuio napameTp
paseH 115200. MoxeT npuHumath 3HaveHus: 9600; 19200; 38400; 57600; 115200.

System Settings — B pa3gesie MOXHO U3MEHUTb CUCTEMHbIE HACTPOIKN YCTPONCTBA.

+ System Name — cMcTeMHOEe UMS YCTPONCTBA;
+ System Contact — KOHTaKkTHaa MHpopmauma AN CBs3M ¢ agMUHUCTPATOPOM,;
+ System Location — nHcopmayms 0 om3an4yeckoM MeCcTONoNOXKEHNN YCTPOICTBA.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.4 MeHto «Status»

B MeHIo «Status» oTpaxaeTcsi Tekylllee COCTOSIH/E CUCTEMbI, MPUBOAMTCA UH(DOPMALLMA O COCTOSHUN
NHTEPENCOB YCTPOMCTBA, PErMCTPUPYEMbIX HA YCTPOUCTBE COOLITUSAX, NOAKTHOYEHHBIX KITMEHTAX,
PaZMOOKPYXXEHNN 1 PaAMOCTaTUCTUKE YCTPONCTBA.

4.4.1 TMopmeHto «Interfaces»

B noameHto «Interfaces» npeacraBneHa nHopmaumsa 0 TeKyLLEM COCTOSIHUM NPOBOAHbIX UHTEPGENCOB U
HacTpolikax 6ecnpoBOAHON CETW.

[ns 6bICTPOro nepexofa B MEHIO HACTPOEK NPOBOAHOro nHTepdeica «Wired Settings» nnn 6ecnpoBogHOr0
nHtepdoeica «Wireless Settings» Haxmute Ha ccbinky «Edit» B cooTBETCTBYHOLIEM pa3gene.
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View settings for network interfaces

Click "Refresh™ button to refresh the page.

Refresh

Wired Settings
Internal Interface
MAC Address

VLAN ID

IP Address

Subnet Mask

IPvE Address

IPvE Address Status

IPvE Autoconfigured Global Addresses

IPvE Link Local Address

(_Edit )

1
192.168.44.29
255.255.255.0

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

IPvE-DNS-1

IPvE-DN5-2 i

DMNS-1 172.16.0.1

DMNS-2 172.16.0.3
Default Gateway 192.168.43.1
Show interfaces table

Wireless Settings { Edit )

Radio One

Status On

MAC Address E0:D9:E3:51:E4:E0
Mode IEEE 802.11a/nfac
Channel 43 (5240 MHz)
Operzational bandwidth, MHz 20

Transmit Power Output, dBm 19.25

Show interfaces table

Radio Two

Status on

MAC Address E0:DS:E3:51:E4:F0
Mode IEEE 802.11b/g/n
Channel & (2437 MHz)
Operational bandwidth, MHz 20

Transmit Power Output, dBm 15.00

Show interfaces table

Wired Settings — npuBogutcsa nHgopmaums o TekyLlem COCTOSHUM NPOBOAHONO MHTepdeica:

MAC Address — MAC-aapec Ethernet-uHTepdheiica ycTpoiicTBa;

VLAN ID — Homep VLAN ans ynpasneHnst yCTPOMNCTBOM;

IP Address - IP-agpec ynpaBneHusi yCTpoiCTBa;

Subnet Mask — macka IPv4-ceTn ynpaBneHus;

IPv6 Address — IPv6-aapec ynpaBneHusi yCTpOICTBa;

IPv6 Autoconfigured Global Addresses — cnncok CKoOHGUrypupoBaHHbIX aBToMaTtuyeckn IPvé-agpecos;
IPv6 Link Local Address — aBTOMatnyeckn CKOHUryprMpoBaHHbIA NoKasnbHbI IPv6-aapec;
IPv6-DNS-1 — agpec nepsoro DNS-cepsepa B IPv6-ceTy;

IPv6-DNS-2 — agpec sToporo DNS-cepsepa B IPv6-ceTy;

DNS-1 — agpec nepsoro DNS-cepsepa B IPv4-ceTu;

DNS-2 — agpec sToporo DNS-cepsepa B IPv4-ceTy;

Default Gateway — wn03 No ymonyaHuio B IPv4-cety;

Wireless Settings — npmBoanTcs MHopMaums o TeKyLeM COCTOSSHUN 6eCnpPOoBOAHbIX MHTEPXENCOoB:

Radio One Status — cocTosiHMe paboTbl NEPBOro pagnonHTepdeiica;
Radio Two Status — cocTosiHue paboTbl BTOPOro paanovHTepdelica;
MAC Address — MAC-aapec paaMonHTepgeiica;
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* Mode — pexum paboTbl pagnonHTepdeiica cornacHo ctaHgaptam IEEE 802.11;

+ Channel - Homep 6ecnpoBOAHOIO KaHas1a, Ha KOTOPOM paboTaeT paanouHTepdeiic;

+ Operational bandwidth — wmpuHa Nonockl YacToT KaHasla, Ha KOTOpoM paboTaeT paguonHTepdeiic, My,
+ Transmit Power Output — hakTnyeckasa nsnydyaemas MOWHOCTb Nepegarymka, Abm.

Wireless Settings {_Edit )

Radio One

Status an

MAC Address EB:28:C1:C1:27:60
Mode IEEE 802.11a/n/ac
Channel 157 (5785 MHz)
Operational Bandwidth, MHz 80

Transmit Power Output, dBm 19.25

Hide interfaces table

Interface Status MAC Address VLAN ID Name (SSID)
wlan0:vapld up EB:2B:C1:C1:27:60 1505 Eltex VAP
wlan0:vapl down EB:28:C1:C1:27:61 1 \firtual Access Point 1
wlan0:vap2 down EB:28:C1:C1:27:62 1 Virtual Access Point 2
wlan0:vap3 down EB8:28:C1:C1:27:63 1 Virtual Access Point 3
wlan0:vapd4 down EB:28:C1:C1:27:64 1 Virtual Access Point 4
wlan0:vaps down EB:28:C1:C1:27:65 1 Virtual Access Point 5
wlan0:vapé down EB:28:C1:C1:27:66 1 Virtual Access Point 6
wlan0:vap? up E8:28:C1:C1:27:67 1 Virtual Access Paint 7
wlan0:vap8 down EB:28:C1:C1:27:68 1 irtual Access Point 8
wlan0:vap? down EB:28:C1:C1:27:69 1 irtual Access Point 8
wlan0:vapl0 down ES8:28:C1:C1:27:6A 1 Virtual Access Point 10
wlan0:vapll down EB:28:C1:C1:27:6B 1 Virtual Access Point 11
wlan0:vapl2 down EB:28:C1:C1:27:6C 1 Virtual Access Point 12
wlan0:vapl3 down EB:28:C1:C1:27:6D 1 Virtual Access Point 13
wlan0Q:vapl4 down EB:28:C1:C1:27:6E 1 Virtual Access Point 14
wlan0:vapl5 down EB:28:C1:C1:27:6F 1 Virtual Access Point 15

wlanOwds0 down - -
wlan0wds1 down = =
wlan(wds2 down - -

wlanOwds3 down = =

Radio Two

Status Off

MAC Address EB:28:C1:C1:27:70
Mode IEEE 802.11b/g/n

Show interfaces table

Mpun HaxkaTum Ha ccbinky «Show interfaces table» B pasgenax «Wired Settings» n «Wireless Settings»
CTaHOBUTCA AOCTYNHON Tabnuua nHTepencos, cogepxallas creayoLLyo nHhopmauuio:

* Interface — Ha3BaHVe UHTepeica ToUKN AOCTYNa;

« Status - cTaTyc uHTepgeiica;

* MAC Address — MAC-agpec nHtepdeiica;

VLAN ID - naenTtudpmkatop VLAN, ncnonb3yemsbiii Ha UHTEpdeiice;
+ Name (SSID) — umsi 6ecnpoBoaHOIA ceTu.

[ns Toro, uTobbl CKPbITb TAGNULY HaxxMuTe Ha ccblfky «Hide interfaces table».

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULE HAXMUTE KHOMKY «Refreshy.

4.4.2 TMopgMmeHto «Events»

B nogmeHto «Events» MOXHO NPOCMOTPETb CNUCOK COOLITUIA, MPOUCXOAALLMX C YCTPONCTBOM, & Takxe
HacTpouTb NepeHanpasfieHne cobbITUA Ha CTOpoHHMI SYSLOG-cepBep.
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View events generated by this access point

Opticns

Persistence
Severity

Depth

Click "Update™ to save the new settings. Click "Update®™ to save the new settings.

Update

-
Enabled (®) Disabled| RE12Y Log Enabled Disabled
Rel Host | EXKX.KXX.XXX.XXX.I" SO KOORS00 T 000 D00 00K D00 KK
v =lay Hos Hostname max 253 Characters)
|51z |(Range:1-512) | |Relay Port 514 (Range: 1 - 65535, Default: 514)

Relay Options

Update

Events

Click "Refresh™ button to refresh the page.

Refresh

Time Settings (NTP) Type Service Description

Apr 20 2021 08:28:00 debug hostapd[21316] Station f2:2b:5a:02:68:5e associated, time = 0.001250

Apr 20 2021 0B8:28:00 debug hostapd[21316] station: f2:2b:5a:02:68:5e associated rssi -57(-57)

Apr 20 2021 08:28:00 info hostapd[21316] STA f2:2b:5a:02:68:5e associated with BS5ID e8:28:c1:cl1:27:60

Apr 20 2021 0B:28:00 info hostapd[21316] Assoc request from f2:2b:5a:02:68:5e BSSID e8:28:c1:c1:27:60 SSID Eltex VAP
Apr 20 2021 08:27:20 info  dman[1233] The AP startup configuration was updated successfully.

Apr 20 2021 0B:27:20 debug clusterd[1951] dman sent notification that config has changed

Click "Clear All" to erase all events.

Clear All

Options — B pa3gene BbINOHAETCS HACTPOKa NnapamMeTpoB XypHaia COO6LLEHWIA: YPOBEHb BXXHOCTUN U
KO/IMYECTBO COOOLLEHNIA, COXPaHAEMbIX B 3HEPrOHE3aBUCUMOI NamsATH YCTPOICTBA.

* Persistence — BbI6op cnoco6a coxpaHeHsi UHPOPMAaLMOHHbIX COOBLLLEHWIA:

*+ Enabled — npu yctaHoBKe AaHHOro hriara cobbITUA XypHasia 6yayT COXpaHATLCS B
3HEeproHe3aBMCMMON NamATy;

+ Disabled — npn yctaHoBKe AaHHOro thnara cobbITusa ByayT COXpaHATLCA B 9HEPro3aBUCUMON
namaTn. CoobLLEeHNs B 9HEPro3aBUCMMO NamMATy 6yayT yaasieHbl Npy nepesarpyske cMcTeMbI.

+ Severity — ypoBEHb BXXHOCTN COOBLLEHNMS, KOTOPOE HYXXHO COXPaHWUTb B 3HEPTrOHE3aBNCUMO NaMSTU.
OnncaHne CyLLeCcTBYOLNX YPOBHEN BaXXHOCTV NPUBEAEHO B Tabnuue HuxXe.

Ta6nuua 5 - OnucaHve Kareropuii BaXXHOCTN COObITUI

YpoBeHb

(o) WIS ) R ~ N OO B V)

Tun BaXXHOCTU OnucaHue

CcoO06LEeHNI

UpesBblyaiitble B cucTeMe npowu3soLusia KpUTMyeckas oLmoka, cuctema MoXeT
(emergency) pa6oTaTtb HENPaBW/ILHO.

CurHanbl Tpeorm (alert) Heo6xoayMo HeEMeA/IeHHOe BMeLaTe/IbCTBO B CUCTEMY.
KpuTnueckue (critical) B cucTemMe npowusoLusia KpUTuieckas oLvoka.

Own6ouHble (error) B cucteme npousolunia owmoKa.

Mpepynpexaexus (warning) MpegynpexaeHue, HeaBapuiiHoe coobLLeHNe.
YBegomnenus (notice) YBeAOM/EHNE CUCTEMbI, HEaBapUiiHOE CoobLLIeHME.

WHdhopmayoHHble VIHthopMaLyOHHbIE COOBLLEHNSI CUCTEMBI.
(informational)

OTnagouHble (debug) OTnafouHble Co06LLIEHNS NPeaoCTaB/IAOT NobL30BATEN0
MHCOPMALIMIO 711 KOPPEKTHOW HACTPOIKU CUCTEMBI.

* Depth — makcMmasibHOe KONMYECTBO COOOLLIEHNIA, KOTOPOE MOXET OblTb COXPaHEHO B 3HEPro3aBMCUMON
namsaTu. MNpu NpesbILWEHNN AAHHOTO Nopora NPOUCXOAUT Nnepe3anycb CO0OLEHNS, KOTOPOE XPaHUTCA B
CYCTEMe [0/IblLe BCEX, HOBbIM. [MapamMeTp npuH1MmaeT 3HayeHus B guanasoHe ot 1 go 512. Mo
ymonyaHuo - 512.
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[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

Relay Options — B faHHOM pa3gesie BbINOMHAKTCS HACTPOVKM OTNPaBKN MHDOPMALMOHHBIX COOBLLEHWIA
YCTPOIiCTBa Ha CTOPOHHWUIF cepBep.

* Relay Log — BKNOYE€HNE/BbIK/THOYEHME OTNPAaBKN MHPOPMAaLMOHHbIX COOBLLIEHNI YCTPONCTBA Ha
CTOPOHHWIA cepBep:
* Enabled — npu yctaHOBNeHHOM dhniare oTrnpaBKa BK/IHOYEHS,
* Disabled — npu yctaHOB/IEHHOM (h/iare oTrnpasBkKa OTK/IoHeHa.
* Relay Host — agpec cepBepa, Ha KOTOpbIli NnepeHanpasisaoTcsa coobueHnsa. MoxXeT 6bITb 3aaaH IPv4-
agpec, IPvb-agpec van goMeHHoe nMsa yaasieHHOro CepBepa;
* Relay Port — Homep nopTa (layer 4), Ha KOTOpbI/i NepeHanpaBNsATCS COO6LLEHUS. MTPUHUMAET 3HAUYEHMUS
B AgnanasoHe oT 1 go 65535. Mo ymonyaHuio — 514.

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

Events — B JaHHOM pasaesnie MOXHO MPOCMOTPETb CNCOK MH(DOPMAaLMOHHbLIX COOBLLEHUI B peaslbHOM
BPEMEHMU, COAEPXKALLMNIA CNeAYHOLLYI0 MHCDOPMALMIO:

+ Time Setting (NTP) — BpeMsi, Koraa coobITe 6bl/10 CreHEPUPOBAHO;
+ Type — ypOBeHb BaXXHOCTU COObITUSA, Tabnmua 5;

+ Service — UM npouecca, creHepupoBaBLLEro COO6LLEHNE;

+ Description — onncaHue cobbITus.

[lna o6HOBNEHUst nHhopmaummn B pasaene «Events» HaxmuTe kKHoMKy «Refresh».

[ns ypaneHus Bcex coobLeHnii HaxxmuTe kHomky «Clear All».
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4.4.3 MopameHto «Transmit/Receive»

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

B nogmeHio «Transmit/Receive» oTobpaxatoTcsa rpadouky CKOpocTu npuema/nepegadmv Tpaduka 3a
nocnegHve 10 MUHYT, a Takke MHopMaLMs O KONMyecTBe nepefaHHoro/nosy4yeHHoro Tpadpuka ¢ MomeHTa

BKMOYEHNA TOYKK AOCTYNa.

Click "Refresh™ button to refresh the page.
Refrash

1800kbps-
1620kbps
1440kbps
1260kbps
10280kbps
S00kbps-
T20kbps
B40kbps
360kbps
180kbps-

View transmit and receive statistics for this access point

LAN Tx/Rx

Qkbps T T T T T T T

1800kbps—
1620kbps
1440kbps
1260kbps
1020kbps
G00kbps
T20kbps
540kbps
360kbps-
180kbps

WLAN Tx/Rx

Okbps4H——F—F—F—F—1—7—1
3:00

OnucaHue rpacukoB "Transmit/Receive":

Mpadhmk LAN Tx/Rx — nokasblBaeT CKOPOCTb NepefaHHOro/nonyyYeHHoro Tpadmka yepes Ethernet-uHrepcpeiic
TOUKM AocTyna 3a nocnegHune 10 MuHyT. Mpadmk aBToMaTnyeckm o6HoBsieTcsa Kaxable 30 CEKyHA,
Mpadmk WLAN Tx/Rx — nokasbiBaeT CKOPOCTb NepeAaHHoro/nosy4eHHoro Tpaguka yepes Radio-nHrepdpeiicol
TOUKM AocTyna 3a nocnegHune 10 MuHyT. Mpadmk aBToMaTnyeckn o6HoBseTcsa Kaxable 30 CEKyHA,.
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LAN

wlan0

wlan0

wland

wlan0

wlanl
wlanl
wlanl

wlanl

wlanQ:
wlan0:
wlan0:
wlanQ:
wlan0:

wlan0:

wlan0:
wlanQ:
wlan0:
wlan0:
wlanQ:

wlan0:

| A

Transmit
Interface

isatap0

wapd
vapl
vap2
vap3
vapd
vaps
vaps
vap7?
wapd
wap9
vapld
vapll
vapl2
vapl3
vapld
vapls
vapd
wvapl
wap2

vap3

A

Total packets Total bytes

8715267
0
5163390
0

29704
1963584
0

0

11045

[ [ o s o o R T e = )

=)

313121
T4T3043
1563879

fa

1529876381
0
4117748340
0

11964655
58061993

0

0

9274028

o oo o O o o o o o O

415719017

10448367916 376124

745541384

o

Total Drop Packets Total Drop Bytes Errors

0
0
0
0
0

2050

o oo o o o o o o o o o o O

0

0

o

0

o o o

3094107

o o o o o o o o o o o o oo O

360642147

0

o o o O o O O o O O O O O O oo O o000

&}

Onucanne Tabnuupl «Transmit»:

* Interface — nms nHTepdelica;

+ Total packets — KONNYECTBO YyCNELLHO OTNPAaB/IEHHbIX NAKETOB;
+ Total bytes — KONMYECTBO YCMNELUHO OTNPAaB/IEHHbIX GAT;
+ Total Drop Packets — kKONM4yecTBO NaKeTOB, OTOPOLLEHHbIX NPX OTMNPABKE;

+ Total Drop Bytes — KonM4ecTBO 6aiT, OTOPOLLEHHbIX MPU OTNPABKE;
* Errors — Konn4ecTBO OLLNOOK.

Recei

LARN

wland

wlan0

wlan0
wlanl
wlanl
wlani

wlanl

wland:
wlan0:
wlan0:
wlan0:
wlan0:
wlan0:
wlan0:

wlan0:
wlan0:
wlan0:

wlan0:

wlan0:

wlan0:

welomd ey

Ve

Interface

1zatap0

vapl
wapl
vap2
vap3
vapd
vaps
vaps
vap7
wap8
vaps9
vapld
vapll
vapl2
vapl3
vapld
wapls
wapl
vapl
wap2
wap3

=¥l

Total packets Total bytes Total Drop Packets Total Drop Bytes
17273106147 28727

20095269
0
1535458
0

5437
39272

0

0

4488

o O O o o O O O

0
282058
5041611
432182

[nl

0
244114016
0

314291
6695565

0

0

4348660

o o o o o o o o O

0
21248406
714677115
69990869

[nl

0

[ R e R s Y o R o o o o s R s R o e T e T

4954835

Errors

[
[24]

R e [ e o Y o R o R R o o o o e R e e e )
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PykoBozacTBO no akcnyataunn WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

OnucaHune Tabnuubl «Receive:

* Interface — nmsa nHTepdelica;

+ Total packets — KONNMYECTBO YCNELUHO NPUHATBLIX NAKETOB;

+ Total bytes — KONMYECTBO YCNELUHO MNPUHATBIX GaiT;

+ Total Drop Packets — konn4ecTBO NakeToB, OTOPOLUEHHbIX NPW MNONyYeHNUY;
+ Total Drop Bytes — konuyecTBO 6aiT, OTOPOLLEHHBIX NPY NOSTYYEHUU;

* Errors — Konn4ecTBO OLLNOOK.

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refreshy.

4.4.4 TMopmeHto «Wireless Multicast Forwarding Statistic»

B nogmeHio «Wireless Multicast Forwarding Statistic» oTo6paxaetca ctatuctuka no paé6ore Wireless
Multicast Forwarding.

View WMF transmit and receive statistics for this access point

Click "Refresh” button toe refresh the page.
Refresh

Transmit/Receive Statistics
Interface Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped
wlanl:vap0
wlanl:vapl
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlan0:vap5s
wlan0:vap6
wlan0:vap?
wlan0:vap8
wlan0:vap?
wlan0:vapl0
wlan0:vapll
wlan0:vapl12
wlan0:vapl3
wlan0:vapld
wlan0:vapl5s
wlanl:vap0
wlanl:vapl 149602 0] o 0 115785
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlanl:vaps
wlanl:vapt
wlanl:vap7?
wlanl:vap8
wlanl:vaps
wlanl:vapl0
wlani:vaplil
wlanl:vapl2
wlanil:vapl3
wlani:vapld

wlani:vapis

OnucaHue Tabnuupl «Transmit/Receive Statistics»:

* Interface — nms nHTepdelica.
* Mcast-Data-Frames — konmyecTBo multicast-kagpoB, NOMYYEHHbIX TOUKOW AOCTYNa;
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PykoBozacTBO no akcnyataunn WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Mcast-Data-Fwd — konuyectBo multicast-kagpoB, NPUHATBIX KIMEeHTaMK;
Mcast-Data-Flooded — konnyecTtBo multicast-kagpoBs, OTnpaB/ieHHbIX Ha BCe MOpTbI;
Mcast-Data-Sentup — konnuecTBO OTNpasfieHHbIX multicast-kagpos;
Mcast-Data-Dropped — konn4ecTBo OTOpOLLEHHbIX multicast-kagpos.

IGMP Statistics

Interface Igmp-Frames Igmp-Frames-Fwd Igmp-Frames-Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses
wlan0:vap0

wlanD:vapl

wlan0D:vap2

wlanD:vap3

wlan0:vap4

wlanD:vaps

wlan0:vap6

wlan0D:vap7?

wlan0:vapg

wlanD:vap9

wlan0:vapl0

wlan0:vapll

wlanD:vapl2

wlan0:vapl3

wlanD:vapl4

wlan0:vapls

wlanl:vap0

wlanl:vapl 9 g a 0 143697
wlanl:vap2

wlanl:vap3

wlanl:vap4

wlanl:vaps

wlanl:vap6

wlanl:vap?
wlanl:vap8
wlanl:vapg
wlanl:vapl0
wlanl:vapll
wlanl:vapl2
wlanl:vapl3
wlanl:vapl4

wlanl:vapls

Multicast-Group
Interface Multicast-Group Stations Packets

Onucanune Tabnmubl «IGMP Statictics»:

Interface — nms nHTepdeica;

Igmp-Frames — konu4yectBo IGMP-kagpoB, NoNyYeHHbIX TOUYKOW A0CTYNa;
Igmp-Frames-Fwd — konuyectBo IGMP-kaapoB, NPUHATBLIX KNNEHTaMK;
Igmp-Frames-Sentup — konnuecTBo IGMP-KagpoB, OTNpaB/fieHHbIX Ha BCe NOPThI;
Mfdb-Cache-Hits — KonM4ecTBO NakeToB, OTNPaB/IEHHbIX HA N3BECTHbI Mmulticast-aapec;

Mfdb-Cache-Misses — Konn4yecTBO NakeToB, OTNPaB/IEHHbIX HA HEM3BECTHbI Mmulticast-agpec.

OnucaHue Tabnuupl «Multicast-Group»:

Interface — nms nHTepdeiica;

Multicast-Group — IP-agpec multicast-rpynnbi;

Stations — MAC-agpec knveHTa multicast-rpynnbi;

Packets — konn4ecTBO NPUHATLIX NAKETOB KIMeHTOB multicast-rpynnsi.
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PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

4.4.5 MopameHto «Client Associations»

B nogmeHto «Client Associations» oTo6paxkaeTcs MHpopMaumsi 0 NOAK/IYEHHbIX K TOUKe AOCTyNa KNneHTax u
cTaTucTvKa nepefaHHoro/nosy4eHHoro Tpaguka no Kaxaomy KneHTy.

View list of currently associated client stations

Click "Refrash” button to refresh the paga.
Refrash

Total Number of Associated Clignts 2

SSID Station IP Address Hostname Uptime RSSI SNR MNoise Link Quality Rate Quality Link Capacity Status
Authorized

Eltex-Local (wland) 53:48:22°33:13:96 192.168.40.14% 00:02:10 -63 26 dB -89 dBm T8 T4% 4%, ‘fas

Eltex-Guest (wlanivap2) )3 A4 043683 152.168.41.88 android-89375627ha2fc0f3 00:00:08 -74 18 dB -32 dBm 72% 72% 20% fes

[z}

Eltex-Local (wlanivap3) [70:8b.cd.72:04:5e 00:00:04 -62 20 dB -52 dBm 100% 100% 100% (not changed)  ‘es

+ SSID — nms 6ecnpoBOAHOIO MHTepdenca 1 MMA BUPTYaUibHOM TOUKN AOCTYNa Ha MHTepdeiice, K KOTOPOii
noAKNtoYeH KNneHT. Hanpumep, 3anuck wlanOvap2 o3HauvaeT, 4To K/IMEHT cBsi3aH ¢ Radio 1 BupTyasnbHOi
Toukoi goctyna VAP2; 3anucb wlan1 o3Hauvaert, 4To kimeHT cBsidaH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KNneHTa;

* IP Address — IP-agpec KnneHTa;

+ Hostname — ceTeBOe UMS YyCTPONCTBA;

* Uptime — Npofo/mKUTE/IbHOCTb CECCUN KITUEHTS,

* RSSI - ypoBeHb NpMHMMaeMoro curHana, abm;

* SNR - ypoBeHb OTHOLLEHUA cuUrHan/wym, ab;

* Noise — ypoBeHb Wyma, AbMm;

+ Link Quality — napameTp, KOTOpbIn 0OTOBGpaXKaeT COCTOSIHNE JIMHKA [0 KIMEeHTa, PaCCYMTaHHbIN Ha
OCHOBaHMKN KO/IMYecTBa PETPaHCMUTOB MakeToB, OTNPAaB/EHHbIX KIMEHTY. MakcMMasibHoe 3HadyeHve —
100% (BCe nepeaaHHble NakeTbl OTNPaBUANCH C NEPBOIA NONbLITKN), MUHUMasIbHOE 3Ha4YeHne — 0% (Hu
OfMH NakeT A0 KMEeHTa He 6blN YCNeLIHO OTrnpaB/eH);

* Rate Quality — napameTp, KOTOPbIn OTOOGpaXaeT COCTOSIHNE JIMHKA [0 KNMEHTa, pacCYMTaHHbIl Ha
OCHOBaHMWN KO/IMYecTBa PETPaHCMUTOB MakeToB, OTNPaBNEHHbIX K/TMEHTY, 419 MOAYNAUUN, KOTopas
MCNOMb3YeTCs B AaHHbIi MOMEHT. MakcumanbHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl Ha
[laHHOI MoAyNALMM OTNPaBUIUCHL C NEPBOI NOMNbITKK), MUHUMasIbHOE 3HadeHue- 0% (HW OAMH NakeT Ha
[aHHO MoAyNAUMKN [0 KNNEHTa He Gbln YCNeWwHO OTNpaB/eH);

* Link Capacity — napameTp, KOTOpbIli oTo6paxaeT aphekTUBHOCTb NCMNO/b30BaHNsS TOUKOW AOCTyna
MOoAyNAaLMn Ha nepegady. PaccumTbiBaeTcst UCX04S U3 KONNMYECTBA NaKeToB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhMLUMeHTOB. MakcumasibHoe 3HadyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 01 MakCMMa/lbHOTO Tuna nss,
noAfepXX1MBaemoro KfimeHToM). MuHuManbHoe 3HaueHune — 2% (B clyyae, Korga nakeTbl nepeaaroTcst Ha
moaynaumm nssTmes0 ans knneHTta ¢ nogaepxkkoii MIMO 3x3). Ina KNMEeHTOB, NOAK/THYEHHbIX 6e3
ncnono3osaHna AMPDU, napameTp He NoagepXXnBaeTcs,;

« Status Authorized — cTatyc aBTOpM3aLmm.

Mpu HaxaTun Ha MAC-agpec kMeHTa packpbiBaeTcsl noapo6Hasi Hhopmauyst o ero paboTe 1 cTaTUcTikKa
nepefaHHoro/nosly4eHHoro Tpadrka no AaHHOMY KVEHTY.
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PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

View list of currently associated client stations

Click "Refresh™ button to refresh the page.
Refresh

Total Number of Associated Clients 3

S5ID Station IP Address Hostname Uptime RSSI SNR Moise Link Quality Rate Quality Link Capacity Status
Authorized
E'Eiﬁ;hiji' 5848:22:23:13:96 192.168.40.149 00:02:18 62 27 89 2% 100% 75% Yes
; MAC: 58:458:22:83:13:56 Connection time: 00:02:18

Ettex-Guest  [,;5. 1 Bandwidth: 20MHz Yes
(wlanivap2)

SSID: Eltex-Loca PS Mode: on
E!Ite"i'-“g' 7|Mode: 802.11ac Auth Mode: WPA2 pt Yes
(wlantvap3)  “locar: -62 Encryption: AES-CCMP )

WLAN: 148 Listen Interval: 10

Tx actual rate: 1 Rx actusl rate: 0

Tw/Rx Packets: 33388/16329

Tx/Rx Drop Packets: 0/0

Tx/Bx Bytes: 43398215/2132001

Tx/Rx Drop Bytes: 0/0

Tx/Rx Rate: /1 Mbps

T/ Statistics:

MCS Rx Pkis Tx Pkts Tx Succ Pkts Tx Retries Tx Pericd Retries
imbps 3] ] 2 9.8% B.9%
Zmbps 2] 2 [ 9.8% B.9%
cmbpss 3] ] = B.8% B.0%
smbps 856 136382 1e721 92.1% B.0%
ambps 3] ] = == 8.8%
11mbps 3] ] = == 8.8%
12mbps 16386 ] 2 a.8% 8.8%
13mbps L] ] 2 a.8% 8.8% -

MAC - MAC-agpec KneHTa;

AID — yHVKaNbHbI MAEHTUUKATOP NOAKIOHYEHMS,

SSID — nms ceTu, K KOTOPOU NOAKNOYEH KITUEHT;

Mode — ctanpapt IEEE 802.11, B KOTOpOM paboTaeT K/NEHT;

RSSI — ypoBeHb curHasnia ot KiveHTa, Abwm;

VLAN - Homep VLAN BupTyasibHOI TOYKM JOCTYNa,;

Tx actual rate — TekyLjass CKOPOCTb Nepefayn faHHbIX B CTOPOHY KIMEHTa, B KOUT/C;

Tx/Rx Packets — KOnM4ecTBO nepefaHHbIX Y NPUHATLIX NAKETOB OT K/IMEHTa;

Tx/Rx Drop Packets — KoniM4ecTBO OTOGPOLLIEHHbIX NAKETOB B ABYX HanpaB/ieHusix (Ha nepeaayy 1 npuem
COOTBETCTBEHHO);

Tx/Rx Bytes — Konn4ecTBO NepefaHHoN 1 NPUHATON MHhopMaumn OT KneHTa (B 6aiiTax);

Tx/Rx Drop Bytes — KonM4eCcTBO OTOGPOLLIEHHON UHChOpMaLMK B AABYX HanpaBneHusx (Ha nepegaudy v
npvem COOTBETCTBEHHO, B baliTax);

Tx/Rx Rate — kaHanbHasi CKOPOCTb B ABYyX HarnpasneHusx, 8 MouT/c;

Connection time — NpoAO/MKNTETILHOCTb CECCUU;

Bandwidth — wunpuHa nonocsl, B KOTOPOi paboTaeT KNneHT, My,

PS Mode — pexum "cHa": off - KMMEHT akTUBEH, ON - KNTMEHT HaXOANUTCA B "CNAWEM" PEXUME;

Auth Mode — Tun 6e3onacHocTy;

Encryption — Tun wundposaHus;

Listen Interval — xonuuecTBo beacon frame cnycTs KOTOpbIE KTMEHT AO/MKEH MPOBEPUTL HANNUNE NS
Hero Tpadomka Tpadduka(e cnyyae cHa);

Rx actual rate — TekyLias CKOpOCTb Nepefayn AaHHbIX B CTOPOHY TOYKWM AOCTYnNa, B KOUT/C;
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OnucaHune Tabnuupl «Tx/Rx Statistics»:

* MCS - mogynauus;

* Rx Pkts — KOnM4eCcTBO NPUHATBLIX OT K/IMEHTA MNAaKeTOB Ha KaxAoW Moaynsaumm;

+ Tx Pkts — KOnM4ecTBO nepefaHHbIX KMEHTY NakeToB Ha KaXKA4on MOAyAuny;

+ Tx Succ Pkts — KONM4eCcTBO YCNeLLHO nepefaHHbIX KNIMEHTY NakeTos.;

*+ Tx Retries — npoueHT Ay6/1MPOBaHHbIX NAaKeTOB B CTOPOHY K/TMEHTa;

* Tx Period Retries — NpoLEHT NOBTOPHO OTMNPAaB/IEHHbIX MNAaKeTOB 3a nocneaHuii nepuog, (10 cekyHa).

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refreshy.

4.4.6 MNMopameHo «TSPEC Client Associations»

B nogmeHto «TSPEC Client Associations» oTo6paxaetcs nHdhopmaums 0 KNIMEHTCKMX AaHHbIX Tspec,
nepeAaHHbIX U NOJTYYEHHbIX C MOMOLLIbIO 3TOIM TOYKM AocTyna.

View TSPEC Client Association Status and Statistics

Click "Refresh” button to refresh the page.
Refresh

Status
MNetwork Station TS Identifier Access Category Direction User Priority Medium Time Excess Usage Events VAP MAC Address SSID

Statistics
MNetwork Station TS Identifier Access Category Direction From Station To Station
Packets Bytes Packets Bytes

+ Network — nmsi 6ecnpoBoAHOro nHTepdenca n nmMs BUPTyasibHOM TOUKM AOCTyna Ha uHTepdeiice, K
KOTOpOW noaxnyeH KnneHT. Hanpumep, 3annck wlanOvap2 o3HavaeT, YTo KIMEHT cBsA3aH ¢ Radio 1
BUPTyasibHOM Toukoi aocTtyna VAP2; 3anuck wlan1 o3HauyaerT, uTo knveHT cBsidaH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KnnMeHTa;

« TS Identifier — TSPEC naeHTudpmkaTop notoka Tpadmka. MoxeTt npuHumartb 3HadeHve ot 0 oo 7;

+ Access Category — kateropusi goctyna (Voice nnu Video);

« Direction — HanpasneHue Tpaduka (Uplink/Downlink/Bidirectional);

* User Priority — npyuopuTeT nonb3oBaress;

* Medium Time — cpeaHee BpeMs, KOTOpoe NOTOK Tpadimka 3aHMMaeT cpeay nepegayu;

+ Excess Usage Events — KOnM4eCTBO BPEMEHM, KOra KIMEHT MPEBbICMA CPEAHWUIA CPOK Nnepeaayu;

+ VAP - HOMep BMPTYasibHOW TOUKM A0CTYNa;

* MAC Address — MAC-agpec ToYkM AOCTyna;

+ SSID — nmsa 6ecnpoBoOAHON CETY;

+ From Station — nHpopmaums o Tpaduke, KOTOPbIN NepeaaeTcsi 0T 6eCNPOBOAHONO K/IMEHTA K TOUKE
[0CTyna,;

+ To Station — nHchopmauus o Tpaduke, KOTOpbIA NepegaeTcs OT TOYKM AOCTYNa K K/TMEHTY:

+ Packets — kKONnM4ecTBO NepeAaHHbIX NaKeToB;
* Bytes — konn4ecTBO nepefaHHbIX 6anT.

[lna 06HOBNEHNUSt MHhOPMaLMKN Ha CTPaHULE HaxkKMuTe KHOMKy «Refresh».

4.4.7 NMopameHo «Rogue AP Detection»

B nogmeHto «<Rogue AP Detection» oTo6paxaeTcs nHdopMaLusi 060 Bcex 6ecrnpoBoAHbIX TOUKax A0CTyna,
KOTOpbIE YCTPOICTBO AETEKTUPYET BOKPYT Cebsi.
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View Rogue AP Detection

Click “Refresh” button to refresh the page.
Refresh

AP Detection for Radio 1 *) Enabled Disabled
AP Detection for Radio 2 * Enabled Disabled

Click "Update™ to save the new settings.
Update

Detected Rogue AP List
Click "Delete Old" to delete old entries from Detected Rogue AP List

Delete Old
Dangerous AP List

Channel
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band o nC

[BandWidth] Channel Blocks Signal Beacons Last Beacon Rates
Grant | eB:2B:cl:da:ch:B8 wlan0 100 AP Virtual Access Point 7 Off off 5 44 [20] 44 il 1 Tue Apr 20 09:06:34 2021 6,9,12,18,24,36,48,54
Grant | eB:2B:cl:da:ch:82 wlani 100 AP 2ac-portal Off off 2.4 1[20] 1-3 il 38  Tue Apr 20 09:06:36 2021 1,2,5.5,6,9,11,12,18,24,35,48,54

[lns 06HOBNEHUSI MHChOPMaLIMKN Ha CTPaHWLE HaXXKMUTe KHOMKY «Refreshy.

+ AP Detection for Radio 1/ AP Detection for Radio 2 — BkNtoUeHNE AETEKTUPOBAHUSA CTOPOHHUX TOYEK
poctyna B dpoHe anst Radio1 n Radio2.

[na BCTyNneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBnNCMMYH0 NamsiTb
HaxkmuTe KHomnky «Update».

Detected Rogue AP List — B pasgene npuBoanTcst MHpopmMaLmsi 060 Bcex 6eCcnpoBOHbIX TOUKaxX A0CTynNa,
KOTOpbIE YCTPOWCTBO AETEKTMPYET BOKPYT CEOS.

KHonka «Delete Old» ncnonb3yetcs ans yaaneHus 3anuceii 0 HeakTUBHbIX YCTPOMCTBaX B PAANOOKPYXEHUN.

+ Action — ecnv To4Ka fOCTyna HaXoAMUTCS B CMUCKE OOHAPYXEHHbIX, TO HaXXaTne KHOoMnku «Grant»
nepeHeceT ee B CMUCOK I0BEPEHHbIX Todek gocTyna «Known AP List».
+ MAC - MAC-aapec To4kn 0ocTyna,;
* Radio — pagnounHTepdelic, KOTOpbIM Gblna 06HapyXXeHa CTOPOHHSIA ToYKa A0CTyna;
+ Beacon Int. — nHTepBan nocbinkn Beacon-nakera TOUKOWM AOCTYNa;
+ Type — Tun 06HapyXeHHOro YCTPOICTBa:
+ AP — Touka gocTyna;
« Ad hoc — peueHTpanM3oBaHHOE K/IMEHTCKOe YCTPONCTBO;
+ SSID - nva 6ecnpoBOaHON CeTy;
* Privacy — ctaTyc pa6oTbl pexuma 6e30nacHOCT TOYKM focTyna:
* On — pexxmm 6e30MacHOCTU BbIK/THOYEH,;
+ Off — pexxum 6e30NacHOCTU BK/THOYEH;
+ WPA - cocTtosiHne wndppoBarns WPA: Off - BbikntoueHo, On - BKNHOYEHO;
* Band - 4acTOTHbI cnekTp paboTbl Toukn goctyna: 2.4 'y wunm 5 IMu;
« Channel [BandWidth] — ncnonb3yemblii YaCTOTHbIN KaHa ¥ LUMPUHA NOMOCHI
« Channel Blocks — ouana3oH kaHasoB, KOTOpble 3aHMMAaeT TouKa [10CTyna;
+ Signal — ypoBeHb cuUrHasna, npuHMMaeMblii OT TOYKM AocTyna, ABM. MNpun HaBegeHMM ykasaTens Ha
rpadomyeckoe n3obpaxkeHne curHana AeMOHCTPUPYHOTCS YAC/IEHHbIE NOKa3aTeIn 3TOro CUrHang;
+ Beacons — o6uiee uncno Beacon-nakeTos, NPUHATLIX OT TOUYKM AOCTyNa C MOMEHTa ee 06HapYyXeHWS;
+ Last Beacon — garta v Bpemsi npuema nocrnegHero Beacon-nakeTta oT TOYKM AOCTYNa,;
* Rates — CnMCOK KaHa/lbHbIX CKOPOCTEN, MOAAEPXKNBAEMbIX AAHHOI TOYKOI AocTyna.

Known AP List

Channel
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band oo

[BandWidth] Channel Blocks Signal Beacons Last Beacon Rates

Delete eB8:28:cl:da:cb:86 wilan0 100 AP 2ac-portal Off 5 44 [20] 44 | 1 Tue Apr 20 09:06:34 2021

Save Known AP List to a file
Save

Import Known AP List from a file

& Replace Merge

0630p... dain He BrGpan. Import

Known AP List — B Ta6nuue npMBoAMTCA CNUCOK AOBEPEHHbIX TOYEK AOCTyna.
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UTo6bl yAannTb TOUKY AOCTYNa 13 AAaHHOIO CN1cKa HaxXmMuTe Ha KHonky «Deletex, nocne yganeHusi us cnucka
«Known AP List» Touka nonaiet B CNMCOK 06HAPYXXeHHbIX TOUEK A0CTyna.

Save Known AP List to a file — B gaHHOM pa3gene BbinonHsAeTcs coxpaHeHue cnuncka «Known AP List» B cpaiin.
[na coxpaHeHua HaXXMUTE KHOMKY «Save».

Import Known AP List from a file — B faHHOM pa3gene BbinonHseTcs 3arpy3ka cnmcka «kKnown AP List» n3
harina.

* Replace — npu nmnopTe cnmcka AOBEPEHHbIX TOUEK AOCTYNa MMNOPTUPYEMBIV CMUCOK MOTHOCTHHO
3aMEeHUT TeKyLUIA CNUCOK AOBEPEHHbIX TOUEK AOCTYNa;

+ Merge — npu nMnopTe Cn1cka AOBEPEHHBIX TOUEK AOCTYNa AOBEPEHHbIE TOYKM AOCTyna 13
MMNOPTMPYEMOTO crucka byayT aobaBneHbl K To4Kam AOCTyna, HaXoAAWMMCS B UMNOPTUPYEMOM CNICKe
B Aj@HHbI/i MOMEHT BPEMEHW.

[ns 3arpy3ku dparina HaxxmuTe KHomky «O630p», yKakuTe haiin, KOTOpPbIi HYXXHO 3arpy3uTb U HKMUTE KHOMKY
«lmport».

4.4.8 MopameHo «TSPEC Status and Statistics»

B nogmeHto «TSPEC Status and Statistics» oto6paxaeTcsa nHcpopmarmsa o Tspec ceccusx Ha
pagnovHTepdelicax.

View TSPEC Status and Statistics
Click "Refrash™ button to refresh the page.
Refrash

AP Status

Interface Access Category Status Active TS TS Clients Med. Time Admitted Med. Time Unallocated

wlzna Best Effort down o] o] 0 o]

wlzno Background down 0 0 0 0

wlzna \Voice down o] o] 0 o]

wlzana Video down 0 0 0 0

wlanl Best Effort down o] o] 0 o]

wlanl Background down 0 0 0 0

wlanl Voice down o] o] 0 o]

wlanl Video down 0 0 0 0

WAP Status

wlan0:vap0 Best Effort down 0 0 0 0
Background down o] 0 0 0
Voice down 0 0 0 0
Video down o] o] 0 o]

wlan0:vapl Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down 0 0 0 0

wlan0:vap2 Best Effort down 0 0 0 0
Background down o] 0 0 0
Voice down 0 0 0 0
Video down 0 0 0 0

Onucaxne Tabnuy «AP Status» n «<VAP Status»:

* Interface — ms nHTepdelica;

* Access Category — kateropus goctyna (Voice, Video, Best Effort, Background);

+ Status — cocTosiHue ceccuy;

+ Active TS — KONIMYECTBO TEKYLUUX aKTUBHbIX NMOTOKOB TpauKa;

« TS Clients — KOnM4eCTBO K/IMEHTOB;

* Medium Time Admitted — cpegHee BpeMs, KOTOPOe NOTOK Tpadnka 3aHMMaeT cpely nepegayv;
* Medium Time Unallocated — cpeaHee BpeMsi NPOCTOSA NOMIOCbI B J@aHHOI KaTeropumn.
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Transmit

Radio Access Category  Total Packets Total Bytes
wlan0 Best Effort 0 4]
wlan0 Background ] 1]
wlan0 Voice o] 0
wlan0 Video (1] a
wlanl Best Effort 1] o
wlanl Background o (1]
wlani Voice 1] o
wlanl Video 0 (1]

Interface Total Voice Packets Total Voice Bytes Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
wlan0:vap0 4] 0 1] o 1] o
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlan0:vap5

wlan:vapt

wlan0:vap7

o 28 o 8 o o o o o

wilan0:vap8
wlan0:vap9 0
wlan0:vapl0 0
wlan0:vapll 0
wlan0:vapl2 0
wlan0:vapl3 0
wlanl:vapld4 0
wlan0:vapl5 0

wlanl:vapd 0

(=T = R = T = T = T = = A = = A = R = S = N = S = R = S = R = R =}
L= = = = = = = = = = = = = = = =
2 o 2 2o 2@ o @ o @ o 8 o a o o o o
=T R R = R = = = = = R = T = = I = =)
o 2 8 o 8 0 8 00 0 8 080008
=T R R = R = = = = = R = T = = I = =)
[= T = R = R = T = T e T = T = TR = T = S = S N = J = R = T = B =

wlanl:vapl 0

Onucanune Tabnuy, «Transmit»:

* Radio — ums paguovHTepdelica;

+ Access Category - kateropusi goctyna (Voice, Video, Best Effort, Background);

« Total Packets - obLiee KONMYeCTBO NakeTOB JaHHOW KaTeropym A0CTyna, OTNpaB/EHHbIX
paavouHTepdencom;

« Total Bytes - obLiee KONM4YeCcTBO 6ANT fJaHHOW KaTeropmMm AOCTyNa, OTNPaB/IEHHbIX paanonHTepdencom;

« Interface — HOMep BMPTYya/lbHOI TOUKW AOCTYNa;

+ Total Voice Packets - 06uiee Kom4ecTBO NakeToB Kateropum Voice, oTnpaBneHHbIX ¢ gaHHon VAP;

+ Total Voice Bytes - obLiee Konnyectso 6ainT kateropum Voice, oTnpas/ieHHbIX ¢ gaHHol VAP;

+ Total Video Packets - o6Liee konnyecTBo naketoB kaTeropun Video, oTnpas/iieHHbIX ¢ gaHHol VAP;

+ Total Video Bytes - 06uiee konmyecTBo 6aiT kateropum Video, oTnpasieHHbIX ¢ gaHHol VAP;

« Total Best Effort Packets - 06Luee konM4ecTBo NakeToB kateropuu Best Effort, oTnpaBnieHHbIX ¢ JaHHOW
VAP;

« Total Best Effort Bytes - 06Luee konuyecTBo 6ainTt kateropmm Best Effort, otnpaBneHHbIx ¢ gaHHoi VAP;

+ Total Background Packets - o6L1ee konnyecTBO NakeToB Kateropun Background, otnpaBneHHbIX €
AaHHon VAP;

+ Total Background Bytes - obLiee konuyecTBo 6anTt kateropumn Background, otTnpasneHHbIX ¢ JaHHOWA
VAP.
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Radio
wlan0
wlang
wlan0
wlan0
wlanl
wlanl
wlanl

wlanl

Receive

wlanQ:vapd
wlan0:vapl
wlan0:vap2
wlan0:vap3
wland:vapd
wlan0:vap5
wlan0:vap6
wlan0:vap7
wlanQ:vap8
wlan0:vap9
wlan0:vapl0
wlan0:vapll
wland:vapl2
wlan0:vapl3
wlan0:vapl4
wlan0:vapls
wlanl:vapd

wlanl:vapl

Access Category Total Packets Total Bytes
Best Effort
Background
Voice

Video

Best Effort
Background

Voice

o o 0o o o o o o
o o 0o o o o o o

Video

Interface Total Voice Packets Total Voice Bytes Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes

1] o o 1] 0

o o o o Qo o 0 o0 Qo o o o o o oo Qo o
(= = = = T = S = T = S = R = B = = A = = S = T = T = R = I =]
o o o o Qo o 0 o0 Qo o o o o o oo Qo o
(=R =T = T = T = S = S = S = R = B = = A = = S = S = S = R = |
o 0O 0 0O 0 0 0 0 0 0 0 0 o o o o0
o o o o Qo o0 0 o0 Qo o o o o o oo Q
o o O 0 9 0 Q0 9 e 0 0 o o0 o o o0
0 o o o 0 0o o 0o B0 o0 o0 oo o ao0

OnucaHune Tabnuu, «Receive»:

Radio — nms pagmounHTepgeiica;

Access Category - kateropusi goctyna (Voice, Video, Best Effort, Background);

Total Packets - obLiee KonM4ecTBO NakeToB AAHHOW KaTeropum AoCTyna, NPUHATLIX pagnonHTepgeincom;
Total Bytes - 06Luee KOM4ecTBo 6aiiT 4aHHON KaTeropmum AoCTyna, NPUHATLIX paanonHTepdencom;
Interface — HoOMep BUPTYa/IbHON TOYKMN AOCTYNa;;

Total Voice Packets - obLiee KonmyecTBo NakeToB kateropun Voice, NPUHATLIX HA AaHHo VAP;

Total Voice Bytes - o6Lee Konn4yecTBo 6aiiT kateropum Voice, NpuHATLIX Ha AaHHoin VAP;

Total Video Packets - o6Liee Kkonn4ecTBo naketos kateropun Video, npuHATLIX HA AaHHon VAP;

Total Video Bytes - 06uiee konmyecTBo 6aiT kateropun Video, NpuHATLIX Ha AgaHHoN VAP;

Total Best Effort Packets - obuiee KonM4ecTBO NnakeToB kateropun Best Effort, npuHATbIX Ha gaHHon VAP,
Total Best Effort Bytes - 06L1ee konuyecTBo 6aiiT kateropun Best Effort, npuHaTbix Ha gaHHon VAP,

Total Background Packets - o6liiee KonM4ecTBO NakeToB kaTeropun Background, npuHATbLIX Ha gaHHON
VAP;

Total Background Bytes - 06Liee konmyecTBo 6aiT kateropun Background, npuHsaTebix Ha gaHHoli VAP.

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULE HaXXMUTE KHOMKY «Refreshy.
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4.4.9 ToameHto «TSPEC AP Statistics»

B nogmeHto «TSPEC AP Statistics» oTo6paxaeTcsa ctatucTvka no KonnmyecTsy nepefaHHoro/nosy4eHHoro
MOTOKOB Tpadomka pa3nnuHbix kateropuii (Voice, Video, Best Effort, Background).

View TSPEC AP Statistics

Click "Refresh™ button to refresh the page.
Refrash

TSPEC Statistics Summary for Voice ACM
Total Voice TS Acceptad

Taotal Voice TS Rejected

TSPEC Statistics Summary for Video ACM
Total Video TS Acceptad

Total Video TS Rejected

TSPEC Statistics Summary for Best Effort ACM
Total Best Effort TS Accepted

Total Best Effort TS Rejected

TSPEC Statistics Summary for Background ACM
Total Background TS Accapted

Tatal Background TS Rejected

« TSPEC Statistics Summary for Voice ACM — o6lLuee KonniectBo NpuHATbIX (Accepted) U OTKOHEHHbIX
(Rejected) notokoB Tpadomka kateropum Voice;

+ TSPEC Statistics Summary for Video ACM — obuiee konmuectBo NpuHsTbiX (Accepted) 1 OTKIOHEHHbIX
(Rejected) notokoe Tpadmka kateropum Video;

« TSPEC Statistics Summary for Best Effort ACM — o6Liee KonnyecTBo NpuHsATLIX (Accepted) n
OTK/IoOHeHHbIX (Rejected) noTokoB Tpadomka kateropun Best Effort;

« TSPEC Statistics Summary for Background ACM — o6Liee KonmuyecTBo NpuHsATbIX (Accepted) un
OTKOHeHHbIX (Rejected) noTokoB Tpadhmka kateropmm Background.

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULLE HAXXMUTE KHOMKY «Refreshy.
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4.4.10 MopgmeHto «Radio Statistics»

B nogmeHio «Radio Statistics» oTo6paxaeTca nogpobHasa nHgopmauus 0 naketax u 6arvitax, nepefaHHbIx/
NosTy4YeHHbIX MO 6ecnpoBOgHOMY MHTephelicy.

View Radjo Statistics

Click "Refresh™ button te refresh the page.
Refresh

® Radio 1 Radio 2

WLAN Packets Received: 4293459 WLAN Bytes Received: 828073107
WLAN Packets Transmitted: 9720109 WLAN Bytes Transmitted: 7728537587
WLAN Packets Receive Dropped: 1847 WLAN Bytes Receive Dropped: 2696185
WLAN Packets Transmit Dropped: 55726 WLAN Bytes Transmit Dropped: 81298424
Fragments Received: 126939 Fragments Transmitted: 8854441
Multicast Frames Received: 48590 Multicast Frames Transmitted: 725984
Duplicate Frame Count: 112438  Failed Transmit Count: 114919
Transmit Retry Count: 88349 Multiple Retry Count: 29411

RTS Success Count: 6037615 RTS Failure Count: 301616
ACK Failure Count: 698557 FCS Error Count: 41080635
Transmitted Frame Count: 15158478 WEP Undecryptable Count: 1437

BbicTaBuTe onar y HaumeHoBaHusi pagnonHtepdeiica Radio 1 nnm Radio 2, no kotopomy Heo6xoamMmMo
BbIBECTY NOAPOGHYI0 MHGOPMAaLUIO:

WLAN Packets Received — 06LLee KONNMYECTBO NAKeTOB NOJTy4eHHbIX TOYKON AOCTyna Yepes AaHHbIN
paanonHTepdeiic;

WLAN Bytes Received — 06Llee KOIM4ecTBO GailT NO/TyHEHHbIX TOYKOW A0OCTyna Yyepe3 AaHHbli
paanonHTepdeiic;

WLAN Packets Transmitted — obLiee KONM4ecTBO NaKeToB NepeaaHHbIX TOUKOM A0CTyna Yepes AaHHbli
paanonHTepdeiic;

WLAN Bytes Transmitted — obwiee KonM4ecTBO 6aiT nepegaHHbIX TOUKON AOCTyNa Yepes AaHHbIi
paanonHTepdeiic;

WLAN Packets Receive Dropped — Konn4ecTBo NakeToB, NO/IyYEHHbIX TOUYKOM A0CTyNa Yepes AaHHbIl
paanonHTepdieinc, KOTopble Obl/I OTOPOLLEHBI;

WLAN Bytes Receive Dropped — KONnM4ecTBO 6aiiT, NoNy4YeHHbIX TOYKOI AOCTYNa Yepes AaHHbIi
paanonHTepdeinc, KOTopble Obl/I OTOPOLLEHBI;

WLAN Packets Transmit Dropped — KonnM4yecTBO NaKeToB, NepefaHHbIX TOYKON AOCTyna Yepes AaHHbIN
paanonHTepdeiic, KOTopble Obl/I OTOPOLLEHBI;

WLAN Bytes Transmit Dropped — Konu4ecTBo 6aiiT, nepefaHHbIX TOUKO AOCTYNa Yepes AaHHbI
paanonHTepdeiic, KOTopble Obl/I OTOPOLLEHBI;

Fragments Received — Konn4ecTBO NONyYeHHbIX hparMeHTOB NakeToB.;

Fragments Transmitted — konnuyecTBO NepefaHHbIX oparMeHTOB NaKeToB.;

Multicast Frames Received — KONMYeCTBO NO/yYEHHbIX KaApOB MY/IbTUKACT;

Multicast Frames Transmitted — KonM4ecTBO NepeaaHHbIX KaapoB My/bTUKACT;

Duplicate Frame Count — konnmuecTBO Ay6nMpyHLINX Kaapos;

Failed Transmit Count — KONM4Y4ECTBO He NepefaHHbIX NaKeToB 13-3a OLLNOKY;

Transmit Retry Count — KOIM4eCTBO NOBTOPHO OTMNPAaB/IEHHbIX MAaKETOB;

Multiple Retry Count — KONM4eCTBO NAKETOB NEpPeO0TNPaBAsSeMbIX HECKO/ILKO pas;

RTS Success Count — KONIMYECTBO NAKETOB NOATBEPXAEHNSA O TOTOBHOCTY NpUHUMaTh Tpadmk(CTS);
RTS Failure Count — KOnM4eCcTBO NAKETOB HA KOTOPbIE HE MPULLAN NOATBEPXKAEHMS O TOTOBHOCTU Ha
npuem(CTS);

ACK Failure Count — KONM4eCcTBO NAKETOB Ha KOTOPbIE HE MPULLAN NOATBEPXKAEHMS O YCNELLIHOM
npueme(ACK);
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* FCS Error Count — Konn4ecTBO KapOB He NMpoLueALwnx NpoBePKY KOHTPOIbHON CyMMbI;
+ Transmitted Frame Count — KO/IM4ECTBO YCMELHO NepeaaHHbIX Kaapos;
« WEP Undecryptable Count — konn4ecTBO NakeToB, KOTOpble He yaanock pacwmdgposatb (WEP).

[N 06HOBNEHMA MH(POPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.411 MopmeHto «<Email Alert Status»

B nogmeHto «kEmail Alert Status» npusogutca nHgopmaumnsa 06 oTnpasneHHbIX N0 3/1IEKTPOHHON noyTe
COO0OLEHNSIX, CreHEePUPOBaHHbIX HA OCHOBE XYypHasia COObITUIA.

HacTpouTb oTnpaBky coobLeHnii MOXHO B nogmeHto «Email Alert», pacnonoXeHHOM B MeHH0 «Services».

Email Alert Operational Status.

Click "Refresh™ button to refresh the page.

Refresh

Ernail Alert Status : up
Number of Email Sent 1 249
Number of Email Failed 1

Time Since Last Email Sent @ Tue Apr 20 10:53:42 2021

+ Email Alert Status — cTaTyc pab0Tbl ONOBELLEHMSA N0 3/1EKTPOHHON NoYTe 0 paboTe ycTpolicTBa:
+ Up - onoBeLyeHne BK/TOYEHO;
+ Down - onoBeLLeH1e BbIK/THOYEHO.
Number of Email Sent — o6Liee KonM4ecTBO COOOLLEHNIA, OTNPaBNEHHbIX HA AAaHHbIi MOMEHT;
Number of Email Failed — obLee Konnm4yecTBo COOOLLEHNIA, KOTOPbIE ObIIM NOTEPSIHbI, HA AAHHbI
MOMEHT;

« Time Since Last Email Sent — pata 1 Bpemsl OTNpaBkn NOCAeAHEro CoobLLEHMS.

[nsi 06HOBNEHMS UHDOPMALM HA CTPAHULE HaXXMUTE KHOMKY «Refreshy.
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4.5 MeHo «Manage»

4.5.1 MopameHto «Ethernet Settings»

B nogmeHto «Ethernet Settings» BbINONHAOTCA ceTeBble HACTPOWKM YCTPOIACTBA.

Modify Ethernet (Wired) settings

Hostname WEP-2ac {Range : 1 - 63 characters)

Internal Interface Settings

MAC Address AZ:F3:4E:B4:BO:CO

Management YLAN ID 1 (Range: 1 - 4094, Default: 1)
Untagged VLAN 9@ Enabled Ciisabled

Untagged VLAN ID 1 (Range: 1 - 4094, Default: 1)
Caonnection Type DHCP -

Static IP Address 122 (.|168 |.[1 . |10

Subnet Mask 255 . [255 . | 255 . |0

Default Gateway 192 .|168 L1 . | 254

DNS Mameservers 9 Dynamic Manual

Click "Update” to save the new settings.

Update

* Hostname — ceTeBoe nMsa ycTpoincTBa. MoxeT cogepxatb oT 1 40 63 CUMBO/IOB U COCTOATb U3:
NaTUHCKMX 3arfaBHbIX U CTPOUHBIX BYKB, LMAP, 3HaKa aedumc «-» (06paTuTe BHUMaHMWE, 4To Aedmc He
MOXET 6bITb NOCNEAHMM CYMBOSIOM B CETEBOM MIMEHM YCTPOiicTBa!);

* MAC Address — MAC-agpec Ethernet-nHtepdelica ycTpoiicTBa;

+ Management VLAN ID — naeHtudoukatop VLAN, ncnonb3yemsblii Ans goctyna K ycTpoicTay. MpuHumaeT
3HayeHus ot 1 go 4094. Mo ymonyaxuo — 1;

+ Untagged VLAN — nepeBectu LAN-nopTbl B access-pexum, B koTopoM aobasnsietca VLAN-Ter ans
BXOASALLEr0 HETErMpoBaHHOIo Tpadurka N CHUMaeTcs yctaHoB/1eHHbI VLAN-Ter ¢ ncxogsuero:

+ Enabled — BkntounTb access-pexum LAN-nopToB.;

+ Disabled — BbIkntounTb access-pexxum LAN-nopTos;

+ Untagged VLAN ID — naeHTudpmkatop VLAN, KOTOpbIin 6yAeT Ha3HauYeH HETErMpoBaHHOMY TpaduKy,
nocTynarwLemMy Ha YCTPOMCTBO, U CHAT C ucxogsulero Tpaduka. NMpuHumaet 3HadeHus ot 1 go 4094. Mo
ymMo/si4aHuo — 1;

+ Connection Type — Bbl6op crnocoba yctaHoBKM IP-agpeca Ha ynpasnstoLemM nHtepdeince, no KOTOpoMy
6ypet ocylwectBnATbea nogktodeHne WAN-mHTepdpeica ycTpoincTea K cet npefocTasieHns ycnyr
nposaligepa:

+ DHCP - pexxum paboTsl, Nnpy KoTopoM IP-aapec, macka nogcetn, agpec DNS-cepsepa, LL03 No
YMOJIHaHMIO U Apyrve napameTpbl, Heoo6xoanMble 15 paboTbl B ceTu, byayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static IP — pexum paboTbl, npn KoTopom IP-agpec 1 Bce Heo6XoAMMbIe CETEBbIE NapamMeTpbl Ha
WAN-rHTepgeiic HazHavarTcs ctatuyecku. Mpu Bblibope Tuna «Static IP» Ansa pegaktmpoBaHus
CTaHyT AOCTYMHbI CneyroLme napameTpbl:

« Static IP Address — IP-agpec ycTpolicTBa B CeT1 npoBaiiaepa;
+ Subnet Mask — macka BHellHeli noaceTy;
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+ Default Gateway — |IP-agpec, Ha KOTOpbIil OTNPaBASETCA NAKET, eCW AN1S HETo He HalifeH
MapLUpyT B Tabnuue mapLupytmsauum;
« DNS Nameservers — afipeca cepBepOoB AOMEHHbIX UMEH (MCMOb3YOTCS A5 onpeaeneHns
IP-agpeca ycTpoiicTBa No ero JOMEHHOMY UMEHM):
* Dynamic - 6ygyT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual - Heobxogmmo ykazatb DNS-cepBepa BpyUHylo.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.2 MNMopgmeHo «Management IPv6»

B nogmeHto «kManagement IPv6» BbINo/HAETCA HAcCTpoiika KoHurypauum IPve-agpeca gnia goctyna K
ynpasneHnto YyCTPOCTBOM.

Modify Management IPv6

Management IPvO

IPve Connection Type DHCPvG v

IPv6 Admin Mode Enabled ® Disabled

IPve Auto Config Admin Made Enzbled ® Disabled

Static IPve Address s o R B S 2 S K K e )
Static IPv6 Address Prefix Length 0 (Range: 0 - 128, Default: 0)

Static IPve Address Status
IPve Autoconfigured Globzal Addresses
IPvE Link Local Address
Default IPve Gateway s [ L X O L X D S 0 L SO0 T )
IPv6 DNS Mameservers ® Dvnamic Manual
0 T X O L X XD 20 L B0 T30 )

R L X K R XS 2§ SO S XK )

Click "Update” to save the new settings.
Update

« IPv6 Cinnection Type — BblIGOp 1CMO/b30BaHMA cTaTuyeckoro IPv6-agpeca ycTtpoiicTtea (Static IPv6) unu
AnHamuyeckoro (DHCPv6);
*+ IPv6 Admin Mode — focTyn K yCTpOCTBY Mo nNpoTokony IPvé:
+ Enable — pocTyn paspeluleH;
* Disable — pocTyn 3anpeLyeH,;
+ IPv6 Auto Config Admin Mode — pexxum aBTOKOHurypuposaHus IPvé-agpeca:
+ Enable — ncnonb3syeTtcs;
* Disable — He ncnonb3yeTcs.

Mpwn yctaHoBKe Tuna «Static IPv6» B napametpe« IPv6 Cinnection Type» ANA pefakTupoBaHUA CTAHOBATCSH
OOCTYMHLIMU CrieaytoLlne napameTpbi:

« Static IPv6 Address — ctatudeckuiin IPve-agpec ycTpoiicTa. Touka 4oCTyna MOXeET UMETb CTaTUyeCKnii
IPv6-agpec, gaxke ecnim agpeca yxe 6bl/1M HaCTPOoeHbl aBToMaTnyeckn yepes «Auto Config;
« Static IPv6 Address Prefix Length — npedimkc ctatmyeckoro IPv6-agpeca. MNpuHumaeT 3HaveHne ot 0 o
128. Mo ymonuyanuio — 0;
+ Static IPv6 Address Status — npocMoTp pabouyero craryca ctatuyecku CKOHUrypuposaHHoro IPv6-
agpeca, NpUHNMAaET 3HAYEHUS:
+ Operational — TekyLu1ii feACTBYOLWNIA;
+ Tentative — pe3epBHbIN.
* IPv6 Autoconfigured global Addresses — cnucok geincTteyrowmx IPv6-agpecoB Ha YyCTPONCTBE;
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* IPv6 Link Local Address — nokanbHblin IPv6-agpec, yctaHoBNeHHbI Ha LAN-nHTepdeiice. [laHHbln agpec
He KOHJIUIyprpyeTca 1 Ha3HaYaeTca aBToMaTUyeCcKy;
* Default IPv6 Gateway — w03 no ymonyaxuto gns IPve;
+ IPV6 DNS Nameservers — agpeca cepBepoB AOMEeHHbIX UMEH (MCnonb3ytoTcs Ans onpeaenexus IP-
ajpeca ycTpoiicTea no ero JOMeHHOMY UMEHN):
* Dynamic - 6ygyT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsie no DHCP;
* Manual - Heobxogmmo ykazatb DNS-cepBepa BpyUHylo.

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCeHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.3 MoameHto «IPv6 Tunnel»

B nogmeHto «IPv6 Tunnel» BbiNO/IHAETCS HAcTpoiika TyHHenMpoBaHus IPv6 BHyTpu IPv4. Vicnonb3yeTcsa
npoTokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoTokon BHyTpucaiiToBOI agpecalui
TyHHenel4). Mo npoTokony ISATAP BbinonHseTcst uHkancynsums IPve-naketos B IPv4-nakeTbl Ans nepegayn no
¢ IPv4-cetun. Mopaepxka gaHHOro oyHKLMOHaNa Nno3BosieT YCTPOUCTBY yCTaHaBMBaTh CBA3b C yAa/IeHHbIMU
IPv6-xocTtamu.

Modify IPv6 Tunnel Settings

IPv6 Tunnel

ISATAP Status Enabled ® Disabled

ISATAP Capable Host satap (.00 00033k | Hostname max 253 characters, Default: isatap)
ISATAP Query Interva 120 sec. (Range: 120-3600, Default: 120)

ISATAP Solicitation Interva 120 sec. (Range: 120-3600, Default: 120)

ISATAP IPv6 Link Local Address
ISATAP IPvE Global Address

Click "Update”™ to save the new settings.
Updats

ISATAP Status — pexum paboTtbl npoTokona ISATAP:
* Enabled - pa3pelueHa pabota no npotokony ISATAP;
+ Disabled - 3anpelleHa pa6oTta no npotokony ISATAP.
« ISATAP Capable Host — IP-agpec nnn DNS-ums mapuipytusatopa ISATAP. 3HaueHne No yMONMYaHNto -
isatap;
+ ISATAP Query Interval — nutepBan BpemeHun mexay DNS-3anpocamu. MprHumaeT 3HaveHne ot 120 go
3600 cekyHg. Mo ymonuaHuio — 120 cekyHg,
« ISATAP Solicitation Interval — nHTepBan BpeMeHn mexay CoobLeHns M1 onpoca MapLupyTularopa
ISATAP. MpuHumaet 3Ha4veHns ot 120 go 3600 cekyHA. o ymonyanuio — 120 cekyHp;
« ISATAP IPv6 Link Local Address — nokanbHblii IPv6-afpec yCTpPoOCTBa;
« ISATAP IPv6 Global Address — rnobanbHbliit IPv6-agpec ycTpoiicTBa.

[ns BCTyNnneHust B cuy HOBOW KOHUIypauum 1 3aHECEeHNs1 HACTPOEK B S3HEPTOHE3aBUCUMYH NaMsATb
HaxkmuTe KHomnky «Update».

4.5.4 TMopmeHto «Wireless Settings»

B nogmeHto «Wireless Settings» BbInonHATCA HAcTpoliku 6ecnposogHoii Wi-Fi ceTn. YcTpoiicTBo umeer 2
He3aBUCUMbIX (PU3NYECKMX pagnonHTepderica, Kaxablii U3 KOTOPbIX paboTaeT B CBOEM peXume 1 gmanasoHe.
Radio 1 pa6oTaeT B gnanasoHe 5 'y, Radio 2 B avanasoHe 2.4 .

B npeacTaBneHHOM pasfernie MeHo NPUBOAMTCS pasfernbHasi HacTpoKa Ans Kakaoro pagvovHTepdeiica.
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Modify wireless settings

Country Russia v
Transmit Powear Cantral on ¥
TSPEC Violation Interva 300 (Sec, Range: 0 - 900, 0 Disables)

Global Isolation

Radio Interface ® 0n Off

MAC Address E0:D9:E3:71:F5:40

Mode IEEE 802.11a/nfac ¥
Channsl Auto v
Airtime Fairness ® on Off

Radio Interface 2 ® on Off

MAC Address ED:D9:E3:71:F5:50

Maode IEEE 802.11b/g/n v
Channsl Auto v

Airtime Fairness ® On Off

Click "Update™ to save the new settings.
Update

Country — Ha3BaHVe CTpaHbl, B KOTOPOii paboTaeT Touka focTyna. B 3aBMCMOCTY OT ykasaHHOro
3HauYeHus1 ByayT NPYMEHEHbI OrpaHNYeHUs K NosI0Cce YacToT U MOLLIHOCTY NepefaTynka, Kotopble
AECTBYIOT B laHHOI cTpaHe. OT yCTaHOB/IEHHOM CTpaHbl 3aBUCUT CMMCOK AOCTYMHbIX YAaCTOTHbIX
KaHas10B, UTO B/INSIET HA aBTOMaTMYECKuii BbIGop KaHana B pexume Channel = Auto. Ecnv knneHTckoe
060pyf0BaHVe IMLEH3NPOBAHO AJ151 UCMO/Ib30BaHUS B IPYrOM PervoHe, BO3MOXHO, YCTaHOBUTL CBSI3b C
TOUKOIA AOCTYNa B TaKOM C/lyyae He yAacTcsi.

° Bbl60p HEMPaBW/IbHOIO pernoHa MOXeET NMpuBecTn K npo6nemaM COBMECTUMOCTHU C Pa3HbIMUA
KTMEHTCKUMU yCTpOI7ICTB6.MI/I.

Transmit Power Control — HacTpoiika pexuma orpaHuyeHns napameTtpa Transmit Power Limit:

+ On — MmakcumasibHoe 3HavyeHne 3NVIM orpaHnymBaeTcs B COOTBETCTBUM C 3aKOHOAATE/TbCTBOM
P® u He npesbiwaeT 100 MBT (16 ABM 13n1yyaemoii nepegaTymkoM MOLHOCTU ANa Anana3oHa
2.4TTu, 19 gBM nsnyyaemMoii nepeaaT4NKoM MOLHOCTM Af1s AvanasoHa 5 Iru).

+ Off — makcumanbHoe 3HauyeHne AUNVIM orpaHuumnBaeTcs OU3NYECKMMUN XapakTePUCTUKaMM
nepegaruvka. Ana ycrpoinicte WEP-2ac, WEP-2ac Smart, WEP-2ac-Z makcumasibHoe 3HayeHune
AVNM ana gnanasoHa 2.4 'y — 18 agbm, ana gnanasoHa 5y — 21 gbm.

TSPEC Violation Interval — nHTepBan BpeMeHM B CEKYHAAX, 3a KOTOPbIA TOYKa AOCTYyna A0/MHKHA
COo0OWUTL Yepes XypHan cobbiTnii nam nocpeactsoM SNMP-trap 0 NpYCOeANHEHHbIX KAMEHTaXx,
KOTOpble He NogaepXmBaloT 0bsa3artefibHble npoueaypb! gonycka. NMpuHumaet 3HadeHne ot 0 go 900
cekyHg. Mo ymonuanuto - 300 cekyHg,;
Global Isolation — npn ycTaHOBNEHHOM donare BKOUYeHa N30NAuns Tpadmka Mexay KameHTaMmm pasHbiX
VAP 1 pa3HbIX pagmonHTepdeincos;
Radio Interface — cocTtosiHue pagnouHTepdeiica:

+ On — npu ycTaHOB/MIEHHOM (hnare pagnonHTepelic akTUBEH;

+ Off — npn ycTaHOBNEHHOM chniare paanonHTEPMEC BbIK/HOYEH.
MAC Address — MAC-agpec pagnonHtepdeiica;
Mode — BbIGOp pexunmMa paboTbl 6eCNPOBOAHOI0 UHTEPGIEca cornacHo ctaHaapTam IEEE 802.11;
Channel — Homep kaHana ans paboTel 6ecnpoBofHON ceTu. MNpu BbiIbope 3HaYeHns «auto»
aBTOMaTU4YeCKu onpeaenserca kaHaa ¢ MeHbLINM YPOBHEM MOMEX;
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« Airtime Fairness — pyHKLMA 3OUPHOI pagmofoCTyNHOCTHU:

+ On — npv ycTaHoOBNEHHOM chiare pyHKLMSA akTUBHA. DhMPHOE BPEMS paBHOMEPHO

pacnpegensieTcs Mexay nosib3oBaTesnsiMy;

+ Off — oyHKUMA BbIK/OYEHA.

,ﬂ.ﬂﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb

HaxkmuTe KHomnky «Update».

4.5.5 MopmeHto «Radio»

B nogmeHto «Radio» BbINOMHATCA paclumMpeHHble HacTpoliku 6ecnposogHoit Wi-Fi cetn ans kaxgoro

pagnovHTepdelica.

Modify radio settings

Radioc |17

Channe

Limit Channels

Channel Update Period

Status

Maode

® On Off

IEEE 802.11a/nfac ¥

Update

TSPEC Settings

Advanced Settings

Click "Update™ to save the new settings.

Channel| 36 |40 |44 |48 |52 |56 | 60 |64 [132|136|140|144|149(153|157|161| All
Use | | o [ o] | o

Channel Bandwidth 80 MHz »

Primary Channel Lower ¥

Transmit Power Limit 19 (dBm, Range: 1 - 19)

* Radio — Bbl6op 6ecnposogHoro Wi-Fi nitepdpelica. Radio 1 pabotaet B gnanasoHe 5 'y, Radio 2

paboTaeT B gnanasoHe 2.4 ',
+ Status — cocTosiHue koHdurypmpyemoro Wi-Fi nitepdpelica:

* On - npu yctaHoBnieHHoM cpnare Wi-Fi nHTepdheiic BKNoYeH,;

« Off — npn yctaHoBneHHoM onare Wi-Fi nHTepdieinc BbIKNHOYEH;

* Mode - BbIGOp pexrma paboTbl 6ecnpoBOAHOr0 MHTepdeiica cornacHo ctaHgaptam IEEE 802.11.
« [Onsa Radio 1, paboTtatowem B gnanasoHe 5 Ty

« IEEE 802.717a — 4acTOTHbIA AnanasoH 5 'Tu, MakcumanbHas ckopocTb nepegayn 54 MouT/c;

+ IEEE 802.171a/n/ac — 4acTOTHbIn gnanasoH 5 L, MakcuMasibHasi CKOpoCTb nepeaayn 866

MoéwuT/c;

* IEEE 802.11n/ac — 4yacTOTHbIn gnanasoH 5 'L, MakcuMasibHasi CKOpoCTb nepeaayn 866
M6uT/c. BO3MOXHO NOAKNIOYEHME KTIMEHTOB TOMBLKO C NOAAEPXKKOWN cTaHaapToB IEEE

802.11n/ac;

« [Onsa Radio 2, paboTtatouwem B agnanasoHe 2.4 I'u;

* IEEE 802.11b/g — 4acTOTHbI AgnanasoH 2.4 Ty, MmakcumanbHas cKkopocTb nepegaun 54

MoéwuT/c;
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« IEEE 802.11b/g/n — 4acTOTHbIA AnanasoH 2.4 I'Tu, MmakcumanbHasa ckopocTb nepegayn 300
MéuT/c;
* 2.4 GHz IEEE 802.11n - 4yacTOTHbI Anana3oH 2.4 'Tu, MakcumManbHas CKOPOCTb nepefaym
300 M6uT/C. BO3MOXHO NOAK/IOYEHNE KNIMEHTOB TO/IbKO C NoAaepxkol ctaHaapTa IEEE
802.11n;
Channel — BbI6op pagvokaHana ansa pabotsl Wi-Fi nHTepdelica. MNpu Bbibope 3HauveHus «Auto»
aBTOMAaTMYECKMN ONpeaenseTcs 1 BbICTABSAETCS HaMeHee 3allyM/IEHHbI KaHau (C yYeETOM 3aaHHOT0
pervioHa), Ha KOTOpOM paboTaeT HaMMeHbLLEE KOIMYECTBO TOYEK AOCTYNa;
Channel Update Period — nepnog BpeMeH), Yepes KOTOopbIi ByaeT NpOMCX0AnTb aBTOBbIGOP
ONTUM&JIbHOTO KaHana;
Limit Channels — cnncok KaHas0B, U3 KOTOPbIX TOYKa AOCTYyNa MOXeT BblibpaTb ONTUMasIbHbIN A/15
paboTbl KaHaUu1 B pexnme «Autoy;
Channel Bandwidth - lwmpyHa NOMOCbI NPOMYCKaHNS;
Primary Channel — napameTp MOXeT 6bITb M3MEHEH TONLKO Npw WnpuHe kaHana (Channel Bandwidth)
pasHoli 40 MI'y,. Kanan 40 MI'L, MOXHO cyMTaTb COCTOSALWMM U3 ABYX KaHanoB no 20 MIu, KoTopble
rpaHuyaTt B 4acTOTHOM obnactu. 911 ABa KaHasia no 20 MI'y, Ha3biBalOT NEPBUYHLIM U BTOPUYHBIM
kaHanamu. NMepBUYHbIA KaHas ncnonb3yetcs kaeHTammn ctaHgapTa IEEE 802.11n, koTopble
NoA4ePXMBAtOT TOMbKO MOJI0CY nponyckaHua kaHasia 20 MIy;
* Upper — nepBuYHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 My,
+ Lower — nepBMYHbIM KaHa/10M ByaeT HMmxHWUIA KaHan 20 MITy, B nonoce 40 MIu.
Transmit Power Limit — perynivpoBka MowHoCTK curHana nepegaryunka Wi-Fi 8 gbm.
* [pwn BKIOYEHHOM pexume Transmit Power Control napameTp NpUHUMAaET 3HaYeHue:
*+ B AnanasoHe 2.4 Iy (Radio 2) - ot 8 go 16, no ymonyanuo — 16;
+ B gvanasoHe 5 Ty (Radio 1) Ha WEP-2ac, WEP-2ac-Z - ot 1 go 19, Ha WEP-2ac Smart - o1 11
00 19, no ymonyanuio — 19.
* [pwn oTKItO4EeHHOM pexume Transmit Power Control napameTp NpUHMMaeT 3HaYeHUs:
*+ B AnanasoHe 2.4 Iy (Radio 2) - ot 8 go 18, no ymonyanuio — 18;
+ B gvanasoHe 5 Ty (Radio 1) Ha WEP-2ac, WEP-2ac-Z - ot 1 go 21, Ha WEP-2ac Smart - o1 11
[0 21, no ymonyanuio - 21.

KnueHtckme Wi-Fi ycTpolicTBa MOryT He NOAAEPXMBATb HEKOTOPbIE YACTOTHbIE KaHasbl. Ecnn HeT
MHopMaLMK O KaHanax, NoAaepXKUBaemMbIX KIiMeHTaMy, pekoMeHayeTca HasHadyaTb YacToTHbIe
kaHanb! 1-11 ana gnanasoHa 2.4 'y n 36-48 gna gnanasoHa 5 Iy,

Mpwn ycTaHOBKE 4acTOTHOro kaHana ns DFS-guana3oHa 52-144 skntoveHne nHtepgeica Wi-Fi
NPoOVCXoanT Yepes T MUHYTY.
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UTo6bl NepeinTun Kk paclUMpeHHOMY CNMUCKY NapaMeTpOoB, HAXXMUTE KHOTMKY C N306paXeHneM CUMBOA «+»
HanpoTtuB «Advanced settings»:

OESE Cosxisiance L

DF5S Suppart ol e

Muicdoman Regquiasony baode Enabie

Short Guand imerval Suppanied Mo W

STEC Mode Sapa v

Protectian Aapa

Eanoon mereal 100 {M==c, Range: 20 - 2000)

+ OBSS Coexistence — pexum aBToMaTU4eCKO CMEHbI LUNPUHBI KaHana ¢ 40 MMy, Ha 20 MITy, npu

3arpy>eHHom paauoadupe:
* On - npu ycTaHOB/IEHHOM h/iare pexum BKJTHOUEH;
+ Off — npn ycTaHOBNEHHOM (hriare pexxMmM BbIK/HOUEH;

* DFS Support — mexaHu3M ArHaMUYecKoro Bblbopa 4yactoTbl. TpebyeT OT 6eCnpoBOAHbLIX YCTPOUCTB
CKaHvupoBaTb paavoadmp 1 nsberarb UCNO/Ib30BAHUS KaHaU10B, COBMNaZatoLLmMX C KaHasiaMu, Ha KOTOPbIX
paboTaloT pagnonokaumoHHble cuctemsl B 5 'L AvanasoHe. MNone 4OoCTyNHO 418 pefakTUpoBaHus
TONbKO B HacTpoiikax Radio 1, paboTatowiem B guanasoHe yactot 5 Ty, MapameTp MOXET NpuHUMaTh
3HaYeHus:

+ On — npu yCTaHOB/IEHHOM ghf1are NoAAepXXKka MexaHu3ma BK/II0UYEHa,
+ Off — npn ycTaHOBNEHHOM (hriare noaAepXka MexaHu3ma BbIK/IOUeHa;

* Multidomain Regulatory Mode — pexum nepegayv yCTpOMCTBOM MHpOpMaLMn O BbICTaBIEHHOM
permoHe B CNyXxebHbIX coobLeHnax Beacon frame:

* Enable — pexum BKNHOYEH;
* Disable — pexum BbIK/OYEH,;

+ Short Guard Interval Supported — nogaepXka yKOpOYEHHOr0 3aLUTHOrO NHTEpBasia. YMeHbLUeHne
3alMTHOIO MHTepBaUs1a yBeImymBaeT NponyckHy CrnocO6HOCTL. Mone AOCTYNHO A1 pefakTUpoBaHus,
npv YCNOBWW, YTO BbIOPaHHLIV pexum paboTbl pagnovHTepderica BknovaeT B cebs ctaHgapTt IEEE
802.11n. NMapameTp MOXET NPUHUMATb 3HAYEHUS:

+ Yes — Touka focTtyna nepegaet gaHHble, ncnosb3ysa 400 HC 3alUTHBIA MHTEpBas Npu 06LLEeHNN C
K/IMeHTaMu, KOTopble Takke NoAAepXMBatoT KOPOTKUIA 3alLMTHbIN NHTepBaUT,
+ No - Touka goctyna nepegaet faHHble, ncnonb3ysa 800 HC 3alMTHbIM MHTEpBaT;

+ STBC Mode — meTog, NpoCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBaHWS, HaMpaB/EHHbIN Ha
NOBbILIEHNE HAAEXHOCTU Nepejayun faHHbIX. [1onie 4oCTyNHO 418 pefakTMpoBaHus, Npy YC0BUK, YTO
BblGpaHHbI pexunm paboTbl pagnonHTepdelica BktovaeT B cebs ctaHgapt IEEE 802.11n. MapameTp
MOXET MPUHMMaTb 3Ha4YEeHNS:

+ Yes - Touka gocTyna nepegaeT OfuH NOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH,;
+ No - Touka focTyna He nepefaer OAUH U TOT e NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEeHH;

* Protection — pexum paboTbl NpeAoTBpaLLeHNss MEXCTaHUNOHHOW MHTepdepeHLnn:

* Auto — pexuMm BKJ/IHOYEH;
*+ Off — peXXvM BbIK/OYEH;

* Beacon Interval — nepuog NocbI/IKM Mas4KoBbIX PPeimMoB. ®peliMbl NepesaroTcs /19 06HapyXeHus

TOUKM JocTyna B achupe. MapameTp npuHumaet 3HadeHne ot 20 go 2000 mc. Mo ymonyaHuio — 100 mc;
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DT Pemriad

Fragmentason Threshaid

RTS Threshaid

Mepdmum Siafons

WILAM L=t

Fixed Mullicasi Raie

Frame-bursi Suppaori

2 | (Range: 123

|?| (Range: 230-2380, Even Numbers)
|?| (Rangs: 0-03337)

[200 | Range 020

[ |[ ase || memeove seeces

[Fange: 14094, 30 wian-ids ma)

Ol % | [Boosis Downsiream Throughoud]

* DTIM Period — nHTepBan BpeMeHu nepes OTnpaBKoi curHana 6ecnpoBOAHOMY K/IMEHTY, HaXoAsLeMycs
B CMALLEM pexnme, AN COOOLEHNS 0 TOM, YTO MakeT AaHHbIX OXUAaeT AoCTaBKu. [NapameTp npuHuMaeT
3HayeHuns ot 1 ot 255 mc. Mo ymonyaHuio — 2 Mc;

* Fragmentation Threshold — nopor chparmeHTaumm gopeiima B 6aiTax. lNapameTp NpMHMMaEeT 3Ha4yeHus
0T 256 0T 2346. No ymonyaHuio — 2346;

* RTS Threshold - yka3bIBaeT uncno 6aiiT, Yepes KoTopoe nocbliaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET YYULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH0 NMPONYCKHYK CMNOCOOHOCTb
6ecnpoBogHoli ceTu. MNapameTp npuHuUmaeT 3HavyeHus ot 0 go 2347. Mo ymonyanuio — 2347,

* Maximum S tations — MakCMMaJ/ibHO AOMYCTUMOE YMC/I0 NOAKNI0HYAEMbIX K pagnovHTepdelicy KIMeHTOB.
MapameTp npuHmMmaeTt 3HavyeHus oT 0 go 200. Mo ymonyaHuo — 200;

+ VLAN List = cnucok VLAN, pa3pelleHHbIX Ans nepegaumn B achup (MCnosb3yeTcsi COBMECTHO C PEXUMOM
VlanTrunk Ha VAP). HacTpoiika VLAN List ncnonb3yetcsi B TOM c/iyyae, eCnv B CTOPOHY K/TMEHTCKOIO
YCTpPOMCTBa HY>KHO nepegatb He oanH VLAN, a HecKonbko. HacTpoiika akTyanibHa Ans pexuma paboThbl
VAP - VlanTrunk. MakcumansHoe konnyectso VLAN, koTopoe MOXHO yka3aTb B crniucke — 20;

* Fixed Multicast Rate — BbIGOP (PMKCMPOBAHHOI CKOPOCTN Nepegayn My/bTMKacToBOro Tpadmka. Mpm
Bbl6Ope 3HayeHusa «Auto» BbIGOP CKOPOCTU BbINOSTHAETCHA aBTOMaTUYeCKY;

+ Frame-burst Support — pexum, N03BONSAOLWNI YBE/TMYNTL NPONYCKHYI0 CNOCOBHOCTb A1 HUCXOASALLErO

NoOTOKa;

MCS Rate Set

DHCP Replication on v
ARP Suppression an v
DHCP Sneoping Mode

WHT NS52 MCS0-MCS8 (13 - 156 Mbps)
VHT NSS2 MCS0-MCS7 (13 - 130 Mbps)
WHT NS51 MCS0-MCS8 (5.5 - 78 Mbps)
VHT N551 MCS0-MCS7 (6.5 - 65 Mbps)
MCS15 (130 Mbps)

MCS14 (117 Mbps) h
Legacy Rate Sets
Rate (Mbps) 54|48 |36 |24|18|12| 5 | &
Supported
Basic Ooa O O

] Broadcast/Multicast Rate Limiting
VHT Features

TSPEC Settings

Rate Limit 50 (packets per second)

Rate Limit Burst 75

+ DHCP Replication — pennvkaunsa DHCP-nakeToB B CTOPOHY K/IMEHTA Npu «on» — unicast, npu «off» —

broadcast;
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* ARP S uppression — mexaHu3m koHBepTupoBaHus ARP-3anpocoB 13 Broadcast B Unicast;
+ DHCP Snooping Mode — ynpasiieHne noaMTukoin obpaboTtkun onuun 82:
+ Ignore — Ha TOUKe JoCTyna oTk/AYeHa obpaboTka onuun 82;
* Replace - Touka focTyna noAcTaBAseT Uan 3aMeHsIeT 3HadeHue onuun 82.
+ DHCP Option 82 Circuit ID - cBo60Hasn cTpoka BBOAA 3HaYeHNs onuun 82 (orpaHnyeHve B
52 cumBona). Ecnv octaBUTb CTOKY NYCTOW, TOYKA AOCTyna aBTOMaTUYeCKu NoAcTaBnsieT
3HadeHue B chopmare:
+ _Agent Circuit ID = \[mac-agpec Touku ; SSID\];
+ _Remote ID = \[mac-agpec knneHTa\] - noAcTaBnseTcs aBTOMATNYECKU.
* Remove — Touka goctyna yganseT 3HavyeHue onuum 82.

+ MCS Rate Set - BbIGOp NogAepXKMBaEMbIX KaHa/IbHbIX CKOpOCTeli 6eCnpoBOAHON Nepesayn AaHHbIX,
onpegensembix cneundukaumamu ctaHgaprtos IEEE 802.11n/ac;

+ Legacy Rate Sets — nogaepXvBaemble 1 TPaHCIMPYyEMble TOYKOIN AOCTyna Habopbl KaHA/IbHbIX
cKopocTei;

* Broadcast/Multicast Rate Limit — npy ycTaHOBNEHHOM ¢onare BbIMOMHAETCA OrpaHMyeHme nepegaym
LUMPOKOBeLLATEeNTbHOIO/My/bTUKACTOBOIO Tpadmka no 6ecnpoBogHoli cetu. MNpu yctaHoBKe donara ans
pefakTMpoBaHNs CTAHOBATCA AOCTYNHbIMU CriedytoLLme nons:

* Rate L imit — nopor ckopocTu nepegaydn gaHHblx, nak/c. Mo ymonyaxuio - 50 nak/c.;
* Rate L imit Burst — makcMMasibHOe 3HauyeHue Bensecka Tpadmka, nak/c. Mo ymonyaHuio - 75 nak/
C.

* VHT Features — pyHKUMSA BKIIOYEHUS/BbIKNIOYEHUA nogaepxkn VHT ckopocTtein. dyHkuma VHT BkiovaeT

nognepxky 256QAM. Mogaepxusaetcs ana ctaHgapTa IEEE 802.11ac.

TSPEC Settings =
TSPEC Mode off v
TSPEC Voice ACM Mode Off v
TSPEC Voice ACM Limit | 20 | (Percent, Range: 0 - 90)
TSPEC Fbt Voice ACM Limit o | (Percent, Range: 0 - 90)
TSPEC Video ACM Mode Off v
TSPEC Video ACM Limit 15 | (Percent, Range: 0 - 90)
TSPEC Fbt Video ACM Limit o | (Percent, Range: 0 - 90)
TSPEC BE ACM Mode off v
TSPEC BE ACM Limit o | (Percent, Range: 0 - 90)
TSPEC BK ACM Mode Off v
TSPEC BK ACM Limit E | (Percent, Range: 0 - 90)
TSPEC AP Inactivity Timeout | 30 |(Sec, Range: 0 - 120, 0 Disables)
TSPEC Station Inactivity Timeout |3U |(Sec, Range: 0 - 120, 0 Disables)
TSPEC Legacy WMM Queue Map Mode Off v
Click "Update™ to save the new settings.
Update

[nsa nepexoga k HacTpoiike napameTpoB TSPEC, HaXMUTE KHOMKY C N306paXeHNnem CMMBO/IA «+» HanpoTuB
«TSPEC Settings»:

« TSPEC Mode - 8bI60p pexxuma paboms! TSPEC. Mo ymonyaHnuto - off (Bbik/itoueH). MoXeT npuHumaThb
3HaYeHUs:
+ On - Touka poctyna obpabarbiBaeT Tspec-3anpockl OT KIMEHTOB. VICNONb3yinTe 3Ty HACTPOIKY,
€C/1 Touka gocTyna obpabatbiBaeT Tpadmk oT QOS-COBMECTUMbIX YCTPOMCTB, TAKMX Kak
ceptudmumpoBaHHble TeniedoHbl Wi-Fi.

49



PykoBozacTBO no akcnyataunn WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

« Off — Touka gocTyna UrHopupyeT Tspec-3anpochl OT K/IMEHTOB. Vcnonb3yiiTe 3Ty HACTPOIiKy, ec/n
Bbl HE XOTUTE MUCNOob30BaTh Tspec A/19 QOS-COBMECTUMbIX YCTPOWCTB.

+ TSPEC Voice ACM Mode - pernameHTMpyeT 06si3aTenbHblii KOHTPOb gonycka (ACM) ans kateropum
ronocosoro Tpadguka (Voice). Mo ymonuanuto - off. MoXeT npuHMMaTh 3HaYeHNS:

+ On — KNMeHTy TpebyeTca OTNpaBUTb 3anpoc K TOUKe AOCTyna nepes OTnpaBKoi Uav NosyYyeHuem
NnoToKa ronocosoro Tpaduka Voice.

* Off — KIMEHT MOXET OTNPaBNSATbL U MOJlyYaTb ros10CoBO Tpadmk Voice, He Tpebyst fonycKkaeMoi
Tspec; Touka gocTtyna urHopupyert 3anpocsl Voice Tspec OT K/IMEHTOB.

+ TSPEC Voice ACM Limit — onpegensaeT npegen o6bema Voice Tpaduka. NMapameTp npUHUMaeT
3HadeHns ot 0 0o 90%. Mo ymonyaHuto - 20%.

+ TSPEC FBT Voice ACM Limit — onpegensieT BepxHuii npesen obbema Voice Tpaduka Ans KIMeHToB B
POYMUVHIe Ha AaHHOW TOoUKe AoCcTyna ¢ MOMOLLbI0 BbICTporo nepexoga BSS. MapameTp npuHumaet
3HadeHns ot 0 go 90%. Mo ymonyaHuio - 0%.

+ TSPEC Video ACM Mode — pernaMeHTUpyeT 06s3aTe/bHbIi KOHTPOb gonycka (ACM) ans kateropum
Video-Tpadmka. Mo ymonuanuto - off. MoxeT npuHMMaTh 3Ha4YeHNs:

+ On — KIMEeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AOCTyna nepes oTnpasBKov Un nonyyYyeHnem
notoka Video-Tpacumka.
« Off — KNNEHT MOXET OTNpaBnATbL U Nony4yaTb Video-Tpadmk 6e3 HE06X0AMMOCTK 3anpoca.

« TSPEC Video ACM Limit — onpegensieT BepxHuin npegen obbema Video-tpadumka. NMapametp npuHUMaeT
3HadeHns ot 0 0o 90%. Mo ymonyaHuto - 15%.

+ TSPEC FBT Video ACM Limit — onpefensieT BepxHuin npegen oobema Video-Tpaduka ans KIMeHToB B
POYMUVHIe Ha 3TOI Touke A0CTyna C NOMOLLbI0 6bICTporo nepexoga BSS. MapameTp npuHumaeT
3HadeHns ot 0 go 90%. Mo ymonyaHuio - 0%.

« TSPEC BE ACM Mode — pernameHTUpyeT 06513aTe/bHblii KOHTPO/b Aonycka Ans kateropun Best Effort
Tpadwka. Mo ymonuaxmio - off. MoXeT npvHMMaTh 3HaYEeHUs:

+ On — KMeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCTyna nepes oTnpasBKov Uin NonyyeHnem
noToka Tpadomka kareropum Best Effort.

+ Off — KNNEHT MOXET OTNPaBNATbL U NonyyaTb Tpaduk kateropun Best Effort, 6e3 Heob6xoaMMocTu
3anpoca.

« TSPEC BE ACM Limit — onpefensieT BepxHuii npegen obbema Tpacuka kateropun Best Effort gna
KNMEHTOB B POYMMWHIe Ha 3TOIN TOUKe AOCTyna Cc NOMOLLbIO 6bICTporo nepexoga BSS. Mapavetp
npuH1umaeT 3HaveHus ot 0 o 90%. Mo ymonyanuio - 0%.

+ TSPEC BK ACM Mode — pernameHTUpyeT 06513aTe/bHbIii KOHTPONb AOMyCKa ANs KaTeropum
Background-tpadomka. Mo ymonuanuto - off. MOXeT NpMHUMaTb 3HAYEHUS:

+ On — KMeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AoCTyna nepes oTnpasBKov Uin nonyyeHnem
noToka Tpadumka kateropun Background.

« Off — KNMMEHT MOXET OTNPaBNATL U NosyyaTb Tpadmk kateropum Background 6e3 Heo6xoanMocCTH
3anpoca.

+ TSPEC BK ACM Limit — onpenenseT BepxHuii npegen obbema Tpadumka kateropmm Background ans
KNMEHTOB B POYMMHIe Ha 3TOIN TOUKe AOCTyna C NOMOLLbO 6bICTpOoro nepexoga BSS. Mapametp
npuHumaeT 3HavyeHus ot 0 o 90%. Mo ymonyanuio - 0%.

* TSPEC AP Inactivity T imeout — Bpems, N0 UCTEYEHWIO KOTOPOTO, ByAyT YAa/IATLCA HEAKTUBHbIE K/TUEHTHI
c Toukn goctyna (nposepsietca notok downlink). MapameTp npuHMMaeT 3HadveHns ot 0 go 120 c. Mo
ymonuaHutio - 30 c.

+ TSPEC Station Inactivity Timeout — BpeMs, N0 UCTEUYEHNIO KOTOPOro, byayT yAanATbCsA HeakTUBHbIE
K/IMEHTbI € ToukM gocTyna (npoBepsieTcst notok uplink). MapameTp npuHMMaeT 3HadveHns ot 0 go 120 c.
Mo ymonuaHwuto - 30 c.

« TSPEC Legacy WMM Queue Map Mode - BbiGepute On, 4To6bI NoNyYaTb TpadnK pasnnyHbIxX
KaTeropuii Ha ouepeasix, pabotatomx B AKM.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
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4.5.6 MoameHto «Scheduler»

B nogmeHto «Scheduler» BbinoAHAETCS HAcTpoiika naaHMpoBLuKa paboTel Tovek gocTyna. C NoMOLLbo

HaCTpPOeK JaHHOTO MEHID MOXHO CKOH(DUIyprpoBaTb BpeMsi paboTbl ONpeseneHHOro paamonHTepdieiica nnm

BUPTYaJsIbHOI TOYKM focTyna.

Scheduler Configuration

Global Scheduler Mode: ®) Enable Disable

Scheduler Operational Status
Status: up

Reason:| IsActive

(Range: 1 - 32

Scheduler Profile Add

chars)

Rule Configuration

Select Profile test W Remove
Set Schedule Daily
8 Weekday

Weekend
On | Sunday i
Start Time | 08 ¥ | ;| 00 ¥ |[End Time | 20 ¥ | : | 00 ¥

Add Rule
Profile Mame Rule ID Day of the Week Start Time End Time

test--?--weekday--08:00--20:00

Modify Rule Remove Rule

* Global Scheduler Mode — BkNtoYeHMe/BbIKNIOYEHNE MNAAHMPOBLMKA:
+ Enable — npu ycTaHOBEHHOM doiare N1aHNPOBLLMK BK/IOUEH;
+ Disable — npu ycTaHOB/IEHHOM dh/1are MIaHNPOBLUMK BbIK/THOYEH;

Scheduler Operational Status — B pasgene npmeoanTcs MHpOpMaUMs 0 COCTOSAHUM PaboTbl NIAHNPOBLLMKA:

« Status — cTatyc pa6oTbl NaHMpoBLMKa. MNMapameTp npuHUMaeT 3HaveHust Up (BkntoueH) nnm Down
(BblkntoueH). Mo ymonyaxutio - Down;
* Reason - gonosiHuTeNnbHas MHhopmaums 0 COCTOAHUM paboTbl NIAHUPOBLLMKA:
+ IsActive — B paboyemM COCTOAHUY;
+ ConfigDown — NNaHUPOBLUYK BbIK/TKOYEH, OTCYTCTBYHOT I1106a/IbHblE HACTPOWKY;
+ TimeNotSet — NNaHWPOBLLVK BbIK/IIOYEH, HA YCTPOCTBE HE YCTAaHOB/IEHO CUCTEMHOE BPEMS;
+ ManagedMode — NnNaHMPOBLLVK BbIK/THOYEH, YCTPONCTBO HAXOAUTCH B peXUMeE yrpas/ieHus;
« Scheduler Profile — nmsa co3gaBaemoro npodnnas naaHMpoBLLmKa. MoxeT cogepxatb oT 1 go 32
CMMBOJI0B.

[nsa pobasneHus npochuns B cuctemy ykaxnte ums B none «Scheduler Profile» n HaxxmuTe kHonky «Add».
Rule Configuration — B pa3gene BbINo/HAETCS HACTPOlika NapameTpoB NPoghn/IA NIaHMPOBLUMKA:

« Select Profile — nmsa co3gaHHOro paHee npodnns, 4718 KOTOPOro 6yAeT BbINOMHATLCA HACTPOiKa
napameTpos;
+ Set Schedule — geHb Hegenu paboTbl NNaHNPOBLUMKA. MapamMeTp MOXET NPMHUMAaTb 3HAYEHNE:
* Daily — exxegHeBHO;
+ Weekday — pabouve gHu;
+ Weekend — BbIxogHblE OHK;
+ On — onpepfeneHHbIi AeHb Hedenu, BbiIbop OCyLLEeCTBIAETCA U3 Bbinagdatowero cnucka. Moxet
npuHMMaTh 3HadyeHune: Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday;
« Start Time — BpeMs BKIYeHUs pagnonHTepdelica nnm VAP. 3agaetcsl B BUAE Yacbl:MUHYTbI;
+ End Time — BpeMs BbIKIOYeHUA paavonHtepdeica nam VAP. 3agaeTcs B BUAE YaCbl:MUHYTHI.

51



[N coxpaHeHus HOBOTO Npasw/ia NPoguas HaxxmmTe KHonky «Add Rule».
[nsa yaaneHusi npaeuna BbIGEPUTE NPaBUIO B CMIUCKE N HAXXMUTE KHOMKY «Remove Rule».

[ONsi U3MeHeHWsi HacTpPoeK NpaBua BbIbepuTe NpaBuio U HaxmmTe kHonky «Modify Rule».
[N BCTYNNeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHeCEHUSI HACTPOEK B SHEPTOHE3ABUCUMYIO NaMsITh

HaxxmuTe kHonky «Update».

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

4.5.7 NMopameHto «Scheduler Association»

B nogmeHio «Scheduler Association» BbINO/IHAETCS NpMBA3Ka Co34aHHbIX B nogmeHto «Scheduler» npasun

nnavvposLmka K VAP nnn pagnonHtepdericam.

B cton6ue «Scheduler Profile» HanpoTte Homepa Radio nin VAP, kK KOTOPOMY HEOBGXOAMMO NPUMEHUTH
CO3/laHHOE paHee NPaBW/I0 M/IaHMPOBLLMKAE, yCTaHOBUTE MMS NPOW/IA M/IaHMPOBLLMKA.

3HaueHus B cTtonbue «Operational Status» HOCAT MHpOPMALMOHHBIN XapakTep U ykasblBatoT Ha CTaTyc, B
KoTopom Haxogutcs VAP nnn pagnonHTepdeinc Toukmn gocTyna: up - BKaodeH, down - BbIK/IHOYEH.

[na BCTyNnneHns B cUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb

HaxxmuTe KHonky «Update».

Scheduler Association Settings

Radio Scheduler Profile Cperational Status
1 ' up

2 b up

Radio | 1 w

VAP Scheduler Profile Operational Status
] test w up

1 e down
2 W down
3 w down
4 ~ down
3 b down
6 W down
7 ~ up

] ~ down
9 b down
10 g down
11 w down
12 ~ down
13 w down
14 v down

15 W down

Click "Update" to save the new settings.
Update
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4.5.8 MopgmeHo «VAP»

B nogmeHto «VAP» BbINO/HAETCS HACTPOKa BUPTYasibHbIX ToUek goctyna Ha Wi-Fi nitepdpeiicax, a Takxke
HacTpolika napameTpoB RADIUS-cepBepa. Ha kaxxgom pagmonHTepgience ToUKM 4OCTyNa MOXET ObITb
CKOHGMryprpoBaHo A0 16 BUPTYyasibHbIX TOYEK AOCTYnNa.

Modify Virtual Access Point settings

Global RADIUS Server Settings WPA Versions: v wpA.TKIP WPAZ-AES
RADIUS Domain: Enable Pre-authentication
RADIUS IP Address Type: (@) pya () |pve
RADIUS IP Address 192.168.1.1

RADIUS IP Address-1:

RADIUS IP Address-2:

RADIUS IP Address-3: RADIUS IP Address: 172.16.0.134

Use Global RADIUS Server Settings

RADIUS Domain: enterprise service.root

RADIUS IP Address Type: (e |pya IPVE

RADIUS Key: oo RADIUS IP Address-1:

RADIUS Key-1: - RADIUS IP Address-2:
RADIUS Key-2:

RADIUS Key-3:

RADIUS IP Address-3:

RADIUS Key: ssssssss
Enable RADIUS Accounting

RADIUS Key-1:

RADIUS Key-2:

RADIUS Key-3:

v Enable RADIUS Accounting

Active Server: RADIUS IP Address
Broadcast Key Refresh Rate |0 (Range:0-86400)
Rado (1% Session Key Refresh Ratz |0 (Range:30-86400, 0 Disables)
VAP Enabled VLAN ID SSID Broadcast SSID ‘Station Isolation Band Steer B02.11k DSCP Priority WVLAN Trunk General Mode General VLAN ID VLAN Priority Security MAC Auth Type
o v 148 Ettex-Local ' ' 1 0w WPA Enterprise Disabled ~ E]

Global RADIUS Server Settings — B pasaene BbINo/HAKTCA r1o6asnbHble HAaCTPOKK aBTopusaumm no RADIUS-
NPOTOKOY:

* RADIUS Domain — gomeH nosnb3oBarens;

* RADIUS IP Address Type — Bbi6op npotokona IPv4 nnu IPv6 gna goctyna Ha cepsep RADIUS;

* RADIUS IP Address — aapec ocHoBHoro RADIUS-cepBepa. Mpu HegocTynHOCTN ocHoBHOro RADIUS-
cepBepa, 3anpockl byayT OTNPaBAATLCS HA pe3epBHbIE cepBepa YKkasaHHble B nonsix RADIUS IP
Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

* RADIUS IP Address-1, 2, 3 - pe3epBHble aapeca RADIUS-cepsepa. Mpn HeAOCTYNHOCTN OCHOBHOTO
RADIUS-cepBepa 3anpochl 6yayT OTNpaBnisiTbCs Ha PE3EPBHbIE;

* RADIUS Key - naponb ania asTopu3saumm Ha ocHoBHoMm RADIUS-cepsepe;

* RADIUS Key-1, 2, 3 - naponu ansa astopusaumm Ha pe3sepsHbix RADIUS-cepBepax;

« Enable RADIUS Accounting — npu ycTaHOBNEHHOM dhnare GyayT OoTNpaBAsATbCSA coobLeHnsa «Accounting»
Ha RADIUS-cepsep.

HacTtpoiika BUPTya/ibHbIX TOYEK AocTyna:

* Radio — BblGOp pagnonHTepdelica, Ha KOTOpom Heobxoaumo HacTpouTb VAP. Radio 1 - HacTpolika VAP
B AnanasoHe 5 Ty, Radio 2 - HacTpolika VAP B ananasoHe 2.4 Ty

* VAP - nopsiiKOBbIi HOMEpP BUPTYasIbHOW TOYKU [OCTYNa Ha paguovHTepderiice;

+ Enabled — npn yctaHoBNeHHOM chriare BUpTyasibHas TOYKa AOCTyna BK/OYEHA, MHAYe — BbIK/IYEHa:

* VLAN ID - Homep VLAN, ¢ KoToporo 6yaet cHuMarbcs MeTka npu nepegade tpadmnka Wi-Fi knneHTam,
NOAK/TOYEHHbIM K AaHHo VAP. Tpu npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY Ha HETErMpPOBaHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nma 6ecnpoBOAHON CETY;

*+ Broadcast SSID — npu ycTaHOBNEHHOM chriare BKKOYEHO BellaHne B agomp nmenHn SSID, nHave —
BbIK/1HOYEHO;

+ Station Isolation — npn ycTaHOBNEHHOM chnare BKKYEHA N30M1AUMs Tpadinka Mexay KnMeHTamum B
npegenax ogHoii VAP;

+ Band Steer — npun ycTaHOB/IEHHOM chare akTBHO NPUOPUTETHOE NOAK/OYEHNE KneHTa K 5 Ty ceTw.
[na pa6oTbl hyHKUMOHaNa Heobxoaumo cosgatb VAP ¢ ognHakoBbiM SSID Ha Kaxaom
paavounHTepcpeice n akTMBMpoBaThb Ha HUX NapameTp «Band Steer,
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802.11k — BknounTb nogaepxky ctaHgapta 802.11k Ha VAP. ina pa6oTbl poymuHra 802.11k
Heobxo4MMa noagepxka crtaHgapra co CTOPOHbI KIMEHTOB. Vcnosib3oBaHre (oyHKLMOHa1a BO3MOXHO
TO/IbKO MPY UCMOob30BaHuu cepsuca Airtune;
DSCP Priority — npu ycTaHoB/1IeHHOM (pnare 6yaeT aHanimsnpoBaTbCa npuopuTeT us nona DSCP
3arosioBka |P-naketa, npu cHATOM chnare 6yaeT aHanusmposaTbes npuoputeT 13 nonst CoS (Class of
Service) TerMpoBaHHbIX NAKETOB;
VLAN T runk — npv ycTaHOB/NIEHHOM (hriare 6eCnpoBOAHOMY KNMEHTY nepesaeTcs TerMpoBaHHbIi
Tpadvk;
General Mode - npu ycTaHOB/IEHHOM (hnare paspellaeTcs nepegadya 6ecnpoBogHOMY K/TMEHTY
HeTermMpoBaHHOro Tpaduka COBMECTHO C TETMPOBaHHbLIM (4OCTYMNHO NPV BK/IOYEHHOM pexume VLAN
Trunk);
General VLAN ID - c¢ ykazaHHoro VLAN ID 6yzet cHuMaTbcsa MeTka, ganee Tpadmk atoro VLAN 6yaet
nepefaH kKnneHTy 6e3 Tera. Mpu npoxoxaeHun Tpacumka B 06paTHY0 CTOPOHY HA HETETMPOBaHHbIM
Tpadhmk 6yaeT HaBewmBaTbcs MeTka General VLAN ID;
VLAN Priority = npuopuTteT 3-r0 YPOBHS, KOTOPbI ByAeT HazHaYaTbCsA Ha NakeTbl, NpuxoasLine ot
KNMeHTa NnoAk/IyeHHoro K gaHHomy VAP, n nepefasaemble fanee B NPOBOAHYIO CETh;
Security — pexum 6e30nacHoOCTM AOCTyna K 6eCnpoBOAHON CETU:

* None - He ncnonb3oBaTth WWU(POBaHUE A1A nepefayn faHHbIX. Touka AoCTynHa Ans

MOAK/TIOYEHMA NHOOOTO K/TMEHTS,;
* WPA Personal — wudpposaHne WPA n WPA2. Mpu BbIGOpe faHHOIO pexvmMa AOCTYMNHbI
cnepyloLme HacTPOnKu:

WRA Versions: WPA-TKIP |‘_/| WPAZ-AES

e | |

Broadcast Key Refresh Rate |-:I | (Range:0-B&400)
MFP v Mot Required Capable Required

WPA Versions — Bepcusa wudposaHusa: WPA-TKIP, WPA2-AES;

+ Key - WPA-kntou. nivHa kritoda coctasnsert ot 8 Ao 63 cMMBO/IOB.

* Broadcast Key Refresh Rate — nHTepBan 06HOB/IEHUS LUMPOKOBELLATE/IBHOIO K/toua.
MpuHumaeT 3HadeHns ot 0 go 86400. Mo ymonyaHuio — 0.

* MFP - HacTpoiika pexvmMa 3almTbl KIIMEHTCKMX (DperiMOB:

* Not Required — He nCNOMb30BaTh 3aLMTY;

+ Capable — ncnonb3oBarb 3almTy NPy HAIMUYNY BO3MOXHOCTW,

* Required — ncnonb30Bath 3almTy 06513aTe/IbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXNBATb
CCX5.
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WPA Versions: || wpa-Tkp (M weaz-aEs
Enable Pre-authentication
MFP v Mot Reguired Capable

Use Global RADIUS Server Settings

RADIUS Domain: | |

RADIUS IP Address Type: (@) 1pug 1PvE

RADIUS IP Address: | 192.168.1.1

RADIUS IP Address-1: |

RADIUS IP Address-2: |

RADIUS IP Address-3: |

RADIUS Key:

RADIUS Key-1:

|

|

|

|

EITTITITT] |
| |

RADIUS Key-2: | |
| |

RADIUS Key-3:

Enable RADIUS Accounting
Active Server: RADIUS IP Address W

Breadcast Key Refresh Rate |0 | (Range:0-85400)

Session Key Refresh Rate |0 | (Range:30-86400, 0 Disables)

+ WPA Enterprise — pexum LUMGpOoBaHNS KaHasa 6ecnpoBOAHON CBS3M, NPU KOTOPOM K/NEHT
aBTOpPU3YyeTCs Ha LeHTpannsoBaHHOM RADIUS-cepBepe. [ns HACTPOIiKN AaHHOro pexunma 6e30nacHocTu
TpebyeTcs ykazaTb napametpbl RADIUS-cepBepa (BO3MOXHO mcnosnb3oBaHve 10 4 RADIUS-cepeepoB
0[IHOBPEMEHHO, HO C YKa3aHVWeM OfIHOr0 aKTUBHOIO Ha [laHHbI MOMEHT). Takxe TpebyeTcs yka3aTb
[OMEH, BEpCUN NPOTOKO/OB pexuma 6e3onacHocT u knwum ansa kaxaoro RADIUS-cepsepa. Mpu
BbIOOpE AaHHOTr0 pexnma 6yaeT AOoCTYNHa crieayollas HacTpoika:

* WPA Versions — Bepcus wngoposanms: WPA-TKIP, WPA2-AES;

+ Enable Pre-authentication - npn yctaHOBNeHHOM donare ucnonb3yeTcs npoueaypa
npeaBapuTesibHON NPOBEPKN NOASIMHHOCTY ANA 6ecnpoBoAHbIX KNneHToB WPA2.
MpepngapuTenbHasa ayTeHTUumkaumnsa no3sosiser MoOOUIbHOMY K/TMEHTY ayTeHTUMLMPOBATLCA Ha
[IPYrOiA, pacnonoXeHHoW No6NN30CTM TOUKe AOCTyNa, 0OCTaBasiCh "NpuBA3aHHbIM" K CBOE
NnepBUYHOI TOUKe JocTyna. B aTom criyyae cokpaliaetcsi Bpemsl, B TedeHne KOTOPOoro CBA3b /14
K/IMEHTA, BbIMO/THAOLLETO POYMUHT, HE AOCTYMNHA NpY OXngaHum NnpoBepkn nogimHHoct RADIUS B
npowecce nepeagpecauunu;

* MFP — HacTpoiika pexuma 3aluTbl KNIMEHTCKUX hpeliMOoB:

* Not Required — He ncnonb30BaTh 3aLMUTY;

+ Capable — ncnonb3oBatb 3aWUTy NPU HAIMYUN BO3MOXHOCTH;

+ Use Global RADIUS Server Settings - npu ycTaHoBKe thnara 6yayT Ucnonb30BaTbCst HACTPOWKM
Global RADIUS Server Settings, ykazaHHble B BEpXHel 4acTu cTpaHuLbl. YTo6bl NCMOMb30BaTb
otaenbHblii RADIUS-cepeep ans VAP, cHumuTe donakok n Beeaute IP-agpec, napons RADIUS-
cepBepa 1 Apyrve faHHble B cregyroLmne nons:

* RADIUS Domain — gomeH nosnb3oBarens;

* RADIUS IP Address Type — Bbi6op npoTtokona IPv4 unu IPv6 gna goctyna Ha cepeep
RADIUS;

* RADIUS IP Address — aapec ocHoBHoro RADIUS-cepBepa. Mpu HeAOCTYyNHOCTN OCHOBHOTO
RADIUS-cepBepa, 3anpockl 6yayT oTNPaBnsaTbCA HA Pe3epBHbIE CepBepa yKasaHHbIe B
nonax RADIUS IP Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

* RADIUS IP Address-1, 2, 3 - pe3sepBHble aapeca RADIUS-cepsepa. Mpu HEAOCTYNHOCTH
ocHoBHoro RADIUS-cepBepa 3anpochl 6yayT oTNPaBsiTbCS HA PE3EPBHbIE;

* RADIUS Key - naponb ania asTopu3saumm Ha ocHoBHoMm RADIUS-cepBepe;

* RADIUS Key-1, 2, 3 - naponu ansa astopusaumm Ha pesepsHbix RADIUS-cepBepax;

« Enable RADIUS Accounting — npu ycTaHOBNEHHOM dhiare 6yayT OTNpaBAsiTbCSA COO6LLEHUSA
«Accounting» Ha RADIUS-cepsep.
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+ Active Server - BblbepuTe, K Kakomy 13 yetbipex RADIUS-cepsepoB fgomkeH obpatnteca VAP ans
ayTeHTudmkaumm 6ecnpoBofHbIX KNIMEHTOB.

* Broadcast Key Refresh Rate - nHTepBas1 06HOB/IEHUS LUIMPOKOBELLATENLHOTO (TpynnoBOro) Kitya
ANnsa knneHToB gaHHoro VAP. MapameTp npuHumaet 3HadeHus ot 0 go 86400 cekyHa. Mo
ymonyaHuio - 0. 3HadeHune 0 ykasbiBaeT Ha TO, YTO LLUMPOKOBELLATE bHbINA K104 HE 0GHOBNSAETCS.
LLinpokoBeLLaTenbHbIN Koy He 06HoBNAEeTCA, korga Ha VAP BkntoueH Fast Transition (IEEE
802.11r).

+ Session Key Refresh Rate - nHTepBas1 06HOBNEHUS CECCUOHHBIX K/THOUER 4718 KaXKA0ro KnneHTa
AaHHoro VAP. Mapametp npuHumaet 3HaveHns ot 30 go 86400 cekyHg. o ymonyaHuio - 0.
3HaueHve 0 yKa3blBaeT Ha TO, YTO CECCUMOHHbIN K104 He OBHOB/ISETCS.

* MAC Auth Type — pexum ayTeHTudumkauns knnentos no MAC-agpecy:
+ Disabled — He ncnonb3oBaTb ayTeHTUMKaumo kKnneHToB no MAC-agpecy;
* RADIUS - ncnonb3osatb ayTeHTUdukauuio knmeHTos no MAC-agpecy ¢ nomousto RADIUS-
cepsepa;
+ Local — ncnonb3oBaTtb ayTeHTMdINKaLMIO KMeHToB No MAC-agpecy ¢ NOMOLLbIO /I0Ka/TbHOrO
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM ToUKe AocTyna.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
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4.5.9 MopmeHto «VAP Minimal Signal»

B nogmeHto «VAP Minimal Signal» BbinonHsaeTca HacTpolika pyHKLMK oTKAodeHus knneHTckoro Wi-Fi
060py0BaHNsA NMPU HU3KOM YPOBHE CUrHasa, NPUHMAaeMOM OT Hero. MNprMeHsieTcs ANns onTuMu3aLnum
6eCLUOBHOCT/ POYMUHIa Ha CETH.

Modify Virtual Access Point minimal signal settings
Radic |1 ¥

VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1} Check signal timeout (Sec, Range: 1 - 300)
0 L4 =73 10
1 -100 10
2 -100 10
3 -100 10
4 -100 10
5 -100 10
6 -100 10
7 -100 10
8 -100 10
9 -100 10
10 -100 10
11 -100 10
i2 -100 10
13 -100 10
14 -100 10
15 -100 10
Click "Update” to save the new settings.

Update

* Radio — BbIGOp HAcCTpanBaemMoro pagmonHTepgeinca;

+ VAP - HOMep BMUPTYa/IbHOW TOYKM OOCTYNa;

* Minimal signal Enabled — npun yctaHoBneHHoM chnare BkntoveHa pyHkuyma Minimal Signal;

* Minimal signal, dBm — ypoBeHb curHana B AbM, HKe KOTOPOro NPOMCXOAUT OTK/IIOYEHME K/TUEHTCKOTO
obopyaoBaHus. NMpruHMMaeT 3HavyeHume oT -100 go -1;

*+ Check signal timeout, s — nepuog BpeMeHu, No NCTe4eHn KOTOPOro NPUHMMaEeTCsa pelleHne 06
OTK/THOYEHUM KNIMEHTCKOro o6opyaosaHus. MpuHumaet 3HadeHns ot 1 go 300 cekyHa. Mo ymonyaHuio -
10 cekyHA.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMsTh
HaxkmuTe KHorky «Update».
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4.5.10 NMopameHto «Fast Bss Transition»

B nogmeHio «Fast Bss Transition» nponssogunTca HacTporika poymunHra 802.11r mexay 6a30BbIMU CTaHLMAMM.

Fast Bss Transition Parameters

Fast Transition Mode off ¥

FT owver DS off *

Mobility Domain 0 (D - 65535)

RO Key Holder (1 - 48 characters)
Rl Key Holder (0 0 0 0 303 30 )
Reasscciation Deadline  |1000 (1000 - 4294557255)

Click "Update™ to save the new settings.

Update

MapameTpbl Fast Bss Transition:

* Radio — Bbl6Op pagnonHTepdelica, Ha KOTOpom GyaeT HacTpoeH FBT;

+ VAP - HOMep BUPTYasIbHOW TOYKM JOCTYNa, Ha KOTOPOi 6yaeT HacTpoeH FBT;

* Fast Transition Mode — akTuBaumsa pyHKLMM BbICTPON Nepefayn 6azoBoro Habopa cnyxo ans
YCKOpeHMA npouecca ayTeHTMdurKaumnm Ha Touke AocTyna:

* On — OYHKUMS BK/IOYEHS,
+ Off — oyHKUMA BbIK/IOYEHA.

* FT over DS — BKNoueHne mexaHn3ma obmMeHa mexay 6a30BbiMU CTaHUUAMU Yepes NPOBOAHYHO CETb.
KnueHTt npn Heo6x04MMOCTY COBEPLUUTL POYMUHT OTMPAaB/ISAET Ha TeKyLLYH TouKy goctyna FT Action
Request Frame ¢ Heo6xoAMMbIMU aBTOPU3aLMOHHLIMW AaHHbIMU. Tekyllan Touka AocTyna
NHKancynupyeT AaHHbli hpeiim 1 nepeHanpas/iseT Ha Le/1eByt TOUKY A0CTyna Yepes NpOoBOAHYH CETb.
LleneBas Touka focTyna noarsepxaaeT BO3MOXHOCTb ObICTPOM ayTeHTUMKALMN UHKANCYIMPOBaHHbIM
coobueHnem Tekywein Touke goctyna FT Action Response Frame. TekyLian Touka AocTyna nepecbinaet
3T0 coobLeHre KMeHTy. Mocne oKoHYaHus npolecca KNMEeHT OTCbIIaeT Ha Le/ieByto TOUKY AocTyna
3anpoc Reassociation. MNpu oTkntoveHHon doyHkuun FT over DS paboTtaeT FT over AIR, B TakoM cnyyae
aBTOpM3auusa KMeHTa Ha LieneBoii ToUke JocTyna NpoucxoauT C UCNOMb30BaHNEM CTaHAAPTHbIX
dhperimoB ayTeHTUdMKaLNN:

* On — OYHKUWS BK/IOYEHS,
+ Off — doyHKUMA BbIK/IOYEHA.

* Mobility Domain — HOMep rpynnbl, B paMmkax KOTOpOii MOXeT ObiTb COBEPLLUEH POYMUHT. MpuHUMaeT
3HaveHns ot 0 go 65535. o ymonyaHuio - 0;

* RO Key Holder - kntoy PMK-R0. MoxeT cogepxaTtb oT 1 10 48 cumBon0B. [LONOTHUTE/IbHO UCMNO/b3YeTCH
B KayecTBe ngeHtndukaropa NAS, kotopblli 6yaeT oTnpaBnsaTbes B coobleHun Radius Access Request;

* R1 Key Holder — kntou PMK-R1 B cpopmaTte MAC-azpeca XX:XX:XX:XX:XX:XX;

* Reassociation Deadline — makcumasibHOE paspeLleHHoe BpeMsi OXugaHns 3anpoca "Reassociation” ot
ctaHumn. NpuHnumaet 3HadveHus ot 1000 go 4294967295 mc. No ymonyaHuto - 1000 mc.

[na BCTynneHns B culy HOBOW KOHMIypaLumn 1 3aHECEHNS1 HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsATb
HaxxmuTe KHonky «Update».
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Mocne ykasaHusi OCHOBHbIX NapaMeTpoB HEOBXOAMMO HAaCTPOUTbL B3aMMOENCcTBUE C Toukamu A0CTyna, Mexay
KOTOpPbIMW BYAET OCYLECTBNATLCA POYMUHT, 3a4aB MAC-agpeca ToYeK A0CTyna U K/oun.

NASID RRB Key R1 Key Holder RRB Key
MAC Address (1 - 48 characters) (16 characters) MAC Address (MAC Address) (16 characters)

Add Add
Remote RO Key Holder Data Remote R1 Key Holder Data

Remaove Remove

Click "Update” to save the new settings. Click "Update" to save the new settings.

Update Update

* MAC Address — MAC-azpec TOYKM 40OCTYynNa, y4acTBYIOLLEl B POYMUHTE;

* NAS ID - ngeHtudpmkatop NAS, npyHumaeT 3HaveHue, ykazaHHoe B RO Key Holder;
* R1 Key Holder — kntou PMK-R1 B cpopmaTte MAC-azpeca XX:XX:XX:XX:XX:XX;

* RRB Key - kntoy ans wmdgposaHms RRM-coobLueHuii asimHol 16 cMMBO/IOB.

[ns po6asneHns 3anvucy B Tabnuuy Haxmmute KHOMky «Addy.
[ns ypaneHusa 3anncy n3 Tabnuubl BblAe/MTe CTPOKY Y HOKMUTE KHOMKY «Remove».

[na BCTynneHns B cuy HOBOW KOHUIypaLum 1 3aHECEHNS1 HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsATb
HaxxmuTe KHonky «Update».

4.5.11 TogmeHto «Passpoint»

Passpoint — 310 doyHKUMA, NO3BONAIOLWANA NO/Ib30BaTeNsaAM 6ecLloBHO nepexoanTb ¢ 3G/4G-ceTein Ha Wi-Fi
cetu.

Passpoint nogaepxuBaeT cnefytoLye TUnbl ayTeHTUPUKALUN:

+ EAP-TLS (naeHTudmKauma Ha ocHoBe cepTudinkara),

+ EAP-SIM (naeHTudmKauma Ha ocHoBe AaHHbIX GSM SIM-kapTbl),

+ EAP-AKA (naeHTudpmKauma Ha ocHoBe AaHHbIx UMTS USIM),

« EAP-TTLS ¢ MS-CHAPV2 (3anpoc umeHu nosib3oBatesnsi U Naposns, ceptudoukar ans cepeepa).
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Modify Passpoint settings

Radio |1 w

VAP | PPVAPD w

Passpoint Parameters :

802.11u Status Off

Internet Access Off w

ASRA Off »

Network Access Type Private Network W
Interworking HESSID 00:23:45:67:8%:ab (3001000 N 10000 TN )
P2P IE Status Off w

P2P Cross Status Off »

IP Address Type Availability Infermation

IPv4 Not Available v

IPvE Mot Available by

Bbibepute pagnonHTepdenc n BUpTyasibHyH0 TOUKY AOCTYNa, Ha KOTOpon byaeT pabotaTk Passpoint u
3anosiHMTe noss Huxke (N0 Heo6XoANMOCTW).

* Radio — pagnonHTepdelic, Ha KOTOPOM HEOBXOAMMO aKkTMBMpPOBaTb PYHKUMIO Passpoint;
+ VAP - BupTyanbHas Touka goctyna (SSID), Ha koTopoii Heo6x0AMMO aKTUBUPOBaTb (RYHKLMIO Passpoint.

MexceTeBble napameTpbl 802.11u (Passpoint parameters):

+ 802.11u Status — BKNIOUNTL/BbIKOUNTE OYHKLMIO Passpoint;
* Internet Access — BK/1HOUUTL/BbIKMIOYUTL AOCTYN K VIHTEPHETY;
+ ASRA (Additional Step Required for Access) — 006aBuTb/y6paTh AONOMHUTE/bHBIN LIAr aBTOpU3aLUK
npu NoslyYeHnun AoCTyna;
* Network Access Type — Tvn B3aMMOZEINCTBUA C CETbIO AOCTyna:
* Private Network — yacTtHas ceTb;
* Private Network with Guest Access — yacTHas CeTb C FOCTEBbIM 4OCTYMNOM;
* Chargable Public Network — Tapudmumpyemas ny6nmyHas ceTb,
* Free Public Network — 6ecnnatHasi ny6numyHas cetb;
+ Emergency Services Only Network — ceTb o aBapuUitHbIX C/1yX6 1 c/lyX6 CKOpPO NOMOLLK;
* Personal Device Network — nuyHas ceTb YCTPOICTBa;
+ Test or Experimental — TecToBas ceTb;
+ Wildcard - Bzaumopgeiicteue uepes Baydepsl (wildcard-ceptudomkar);
* Interworking HESSID — MAC-agpec, eavHblil AN BCeX TOYeK AoCTyna O4HOM ceTu;

Nucpopmauus o Tune poctyna (IP Address Type Availability Information):

*+ IPv4 — HacTpolika focTtyna ucnonb3ys npoTokon IPv4;
+ IPv6 — HacTpolika gocTtyna ucnonb3ys NnpoTokon IPve;

Network Authentication Type List
Auth Type Redirect URL

Mot Configured W |(URL}

Not Configured v | (URL)

Not Configured v | t Configure |(URL}

Mot Configured A | (URL)
‘Venue Group Unspecified W
‘enue Type Unspecified
Venue Name List
Venue Name Language Code

Not Configured
ENG v

Not Configured

ENG w
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Tunbl ayteHTucukayum B cetn (Network Authentication Type List):

+ Auth Type — BblbepuTe B none Tun ayTeHTuduKauum:
+ Not Configured — Tn ayTeHTUMKaLMM HE YCTAHOB/EH;
+ Acceptance of Term and Conditions — ayTeHTUdMKaLUS C NPUHATUEM NOJIb30BATENbCKOIO
cornawleHus;
* Online Enrollment — pernctpauus oHnaiH,;
« HTTP/HTTPS Redirection — nepeagpecaunsi no HTTP/HTTPS;
* DNS Redirection — nepeagpecaums no DNS.
* Redirect URL — none ans seoga URL-agpeca, Ha KOoTopblii OyAeT BbiNO/HEHA Nepeagpecauus. [JocTynHa
npu Tunax ayteHTudukauun: Acceptance of Term and Conditions, HTTP/HTTPS Redirection, DNS
Redirection;

NHdopmauusa o mecte yctaHoBku (Venue Details):

+ Venue Group — kateropus mMecta yCTaHOBKM, onpegeneHHasn ctaHgaptom IEEE 802.11u:
+ Unspecified — He BbIGpaHO;
+ Assembly — mecTa 60/1bLIOr0 CKONIEHMSI NtoAel (CTaamoHbl, TeaTpbl, PECTOPaHbI, BOK3asbl,
asponopTbl ¥ T.1.).
* Business — 6aHK/, 0UChI, HAYUHblEe LLEeHTPbI U T.N.
* Educational — yuebHble LeHTpbI
* Factory and Industrial — npoMbILLUNEHHbIE 34aHUS;
* Institutional — rocyfapcTBeHHbIE YUpexaeHus;
* Mercantile — koMMepyeckne (TOpProBble) opraHM3auuy;
* Residential — Xunble KOMMN/IEKCHI;
+ Storage — xpaHunuwa/cknagsbi,
+ Utility and Miscellaneous — KOMMyHaJ1bHbl€ C/TyXObl 1 T.1.;
+ Vehicular — TpaHcnopr,
+ Outdoor - pa3melyeHne Ha ynuvue (ropoackue napku, 30HbI OTAbIXA, OCTAHOBKM, KMOCKM)
* Reserved — yacTHble TeppUTOpPUN.
+ Venue Type — TN MeCTonoNnoXxeHus. JOCTyrnHble BapuaHTbl 3aBUCAT OT BbIGPaHHO BbILLE KaTeropum
pacnonoXeHus.

Cnucok mecTonosioxeHuii Touek gocrtyna (Venue Name List):

+ Venue Name - HaMeHOBaHWsi MecTa yCTaHOBKM TOYKU AOCTYNa;
+ Language Code — fA3blK.

Roaming Consortium List
OUI Name Is Beacon

| Mot Configured | No w

| Mot Configured | No

3GPP Cellular Network Information List
Country Code Network Code

| Mot Configured |Not Configured

| Not Configured |Not Configured

| Mot Configured |Not Configured

| Mot Configured

| |
| |
| Not Configured | |Not Configured |
| |
| |Not Configured |
| |

| Mot Configured |Not Configured
Domain List

l.| Not Configured | 2| Not Configured |

3| Not Configured | 4| Not Configured |

Cnucok opraHusauuii (Roaming Consortium List):

+ OUI Name - yHuKanbHbIii naeHtTudmkatop opranmsauum (OUI);
+ Is Beacon — no6aButb OUI B beacon (yes), He go6asnatb OUI B beacon (No).
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NHdopmauusa o 3GPP cetsix cotoBoii cBA3u (3GPP Cellular Network Information List):

+ Country Code — kopf, CTpaHbl;

* Network Code — ko ceTu.

Cnucok gomeHoB (Domain List):

Bnvwmnte AOMeHbI B CBOﬁO,El'Hble nong.

Cnucok o6nacrteii (Realm list):

Realm Name
Not Configured

Not Configured
Not Configured
Not Configured
Not Configured

Not Configured

Realm List:

Enceding EAP and Auth Information
RFC4252 ¥ | |Not Configured

RFC4252 ¥ ||Not Configured
RFC4252 ¥ ||Not Configured
RFC4252 ¥ ||Not Configured
RFC4252 ¥ ||Not Configured

RFC4252 ¥ | |Not Configured

Modify
Modify
Modify
Modify
Modify

Modify

Reset

Reset

Reset

Reset

Reset

Reset

* Realm Name — Ha3BaHue obnacTy,
Encoding — xopupoBka (RFC4282, UTF8);
EAP and Auth Information — nHchopmaumsa 0 NpoTOKONE 1 ayTeHTUUKaLun.
Modify — HacTpouTb TUN 1 NapameTpbl ayTeHTUuKauuy;
Reset — c6pOCUTb HACTPOIKK

HacTpoiika napametpos pa6oTbl ANQP npotokona (Passpoint ANQP Parameters Configurations):

+ Passpoint Status — BkntounThb (enable) / otkntounTs (disable) dyHkumto Passpoint;
*+ Passpoint Capability — onpegenuTb noaaep>XxunBaeT A YCTPOKCTBO hyHKLMI0 Passpoint;

Passpoint ANQP Parameters Configurations :

Passpoint ANQP Parameters

Fasspoint Status Disabled ¥
Fasspoint Capability Release 1 ¥
DGAF Disabled Status Dizabled ¥
AMNQF 4 frame Disabled ¥
Gas Come Back Delay 0

Proxy &RP Status Disabled ¥

Operating Class Indicator Operating Class 81

Ancnymous NAI Mot Configured
L2 Traffic Inspection Enabled ¥
ICMPw4 Echo Enabled ¥
Operator Friendly Name List

Operator Name Language Code
Mot Configured ENG ¥

Not Configured ENG ¥

QoS Map ID or

MAI Home Realm Query List

Home Realm Encoding

Mot Configured RFC4282 *
Not Configured RFC4282 T
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DGAF Disabled Status — BkntounTh (enable) / BbikntounTtb (disable) nepeagpecaumio HUCXOAALMX
rpynnoBbIX afApeCcHbIX KaapoB (A41s MynbTMKacTa). Korga Touka foctyna nepegaet Kagpbl, cogepxatime
anemeHT nHgukaumm HS2.0, B kotopom 3HadeHne DGAF Disable yctaHoBneHo paBHbiM disable,
MOGW/IbHOE YCTPOWCTBO AO/MKHO OTOPOCUTL BCE NPUHATLIE IOHMKACT IP-nakeTbl, KOTopble 6bln
pacLunpoBaHbl C NOMOLLBIO Ktoya rpynbl;
ANQP 4 frame — BkntounTb (enable) / BbikntounTb (disable) o6meH 4 GAS-thpeiimamu;
Gas Come Back Delay — 3apepxka Bo3Bpata GAS (GAS Comeback Delay) B TU 3aBucuT oT
HacTpoiikn ANQP 4 frame;
Proxy ARP Status — aktuBupoBarth (enable) / peaktuBuposarts (disable) ARP-npokcu (Proxy ARP);
Operating Class Indicator:

* Operating Class 81 — paboTta B gnanasoHe 2.4 ['Tu;

* Operating Class 115 — pa6ota B gnanasoHe 51Ty,

* Operating Class 81&115 — ogHOBpeMeHHasi paboTta B gnanasoHax 2.4 n 5Ty,
Anonymous NAI — yctaHoBUTb aHOHUMHbIN ID goctyna k cetn (NAI — Network Access Ildentifier);
L2 Traffic Inspection — BkntounTh (enable) / BbikntounTb (disable) koHTponb 1 onnbrpayuto L2-Tpadomka
(mocTynHO AN Touek AOCTYNa, KOTOPbIE MMEKT BCTPOEHHYO (PYHKLMIO KOHTPONA 1 hunbTpaumn
Tpaduka);
ICMPv4 Echo — doyHKumns dounstpaumm gnsa ICMPv4 Echo 3anpocos.

OnepaTopbl, KOTOPbIM AOCTYMNHO NoaknoueHne Passpoint Ha gaHHol Touke gocTtyna (Operator Friendly
Name List):

Operator Name — nmsi oneparopa;
Language Code — fA3blIK;
QoS Map ID — ngeHtudonkarop QoS Map.

Cnucok gomawHux oénacreii (NAl Home Realm Query List):

Home Realm — gomaluHsasa o6nacTb;
Encoding - kogupoBka (RFC4282 nnun UTFS8).

Connection Capability List :
Protocol Port Status
Select ¥ Select ¥ Select ¥
Select v Select v Select ¥
Select ¥ Select ¥ Select ¥
Select ¥ Select ¥ Select ¥

Cnucok Bo3MOXHbIX nogkntoueHuii (Connection Capability List):

Protocol — npoTokon, N0 KOTOPOMY BO3MOXHO NOAK/IOYEHNE:
*+ ICMP (0x1) — ICMP npoTokor;
+ TCP (0x6) — TCP npoTokon;
« UDP (0x11) - UDP npotokon;
+ ESP (0x32) - npotokon ESP.
Port — nopT, N0 KOTOPOMY BO3MOXHO MOAK/OYEHME;
Status — cTaTyc NOAKIOYEHUSA:
+ Closed — nogk/oYeHNEe No AaHHLIM NapamMeTpam 3aKpbITo;
+ Open — noakItyeHve Nno JaHHbIM napameTpam A0CTYMHO;
+ Unknown - cTaTyc nogkntoYeHnsi HEN3BECTEH.
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05U Provider List:
0sU SSID : 05U
OS5U Friendly Name OS5 Desc 05U Language Code OSU Server URI 05U NAI 05U Methed 05U lcon
#1 SF Red Test Onlyleng Fres service for te https://fosu-serve SOAP-XML ¥ ||7
1-1 Select v
1-2 Select v
1-3 Select v
#2 Mot Configured Not Configured OMA-DM ¥ |0
2-1 Select v
2-2 Select v
2-3 Select v
#3 Mot Configured Not Configured OMA-DM ¥ |0
3-1 Select v
3-2 Select v
3-3 Select M

Cnucok npoBaiiiepoB, KOTOPbIM AOCTYMNHA OHNaliH-perncTpayms (OSU Provider List):

* OSU SSID - naeHTndpmkatop cetn ans oHnaH-perncTpaumm;
* OSU Friendly Name — nms MHTEpPHET nNpoBaligepa;

* OSU Desc — onucaHue cepsepa OHMaiH-perncTpaumy;

+ OSU Language Code — kopf i3blka OHNaliH-perncrpaumm;

+ OSU Server URI — URL cepBepa oHnaliH-perncrpaumy;

« OSU NAI - ID pocTyna K ceTu ans oHnaH-perncTpaumm;

* OSU Method — meToga oHNnaiH-perncTpauuy;

+ OSU Icon — norotun npoBaigepa.

WAN Metrics Information :

Link Status  Symmetric Link At Capacity Down Link Speed Up Link Speed Down Link Load Up Link Load Lmd

Y. Y. Y= = = = -

MHopmauus o metpuke WAN (WAN Metrics Information):

* Link Status — cOCTOS\HNE COeANHEHUS:
* Link up — coevHeHVe aKTUBHO;
* Link Down — coegnHeHne HeakTUBHO;
* Link Test — coegmHeHne paboTaeT B TECTOBOM pPeXMME.
« Symmetric Link — coeguHeHne cummeTpuryHo (Symetric Link) nnm He cummeTpuuHo (Not Symmetric
Link);
+ At Capacity — nponyckHasi CnoCOGHOCTb;
+ Down Link speed — CKOPOCTb HUCXOAALLENO NOTOKA;
* Up Link speed — cKOpOCTb BOCXOASALLEro NOTOKa,;
* Down Link Load — Harpy3ka Ha HUCXo4sLWmMIA NOTOK;
* Up Link Load — Harpy3ka Ha BOCXOASLL M1 NOTOK,;
« Lmd - pnmTenbHocTb n3mepeHus Harpysku (Load Measurement Duration).

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNsS1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMSTh
HaxkmuTe KHonky «Update».
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4.5.12 MopmeHto «Wireless Multicast Forwarding»

B nogmeHio «Wireless Multicast Forwarding» BbinonHsAeTca HacTpolika nepeHanpasneHns multicast-naketos.

Modify Wireless Multicast Forwarding settings

Radic |1 ¥

VAP Enabled WMF-Enable

0 <
1

2 v
3 <

10
11
12
13
14

15

Click "Update™ to save the new settings.
Update

* Radio — BbIGOp pagnonHTepgelica,;

+ VAP — HOMep BMPTYasibHOM TOUKM OOCTYNa;

+ Enabled — npu yctaHoBNeHHOM dhriare BUpTyasibHasA Touka AocTyna 6yaeT akTVBHa, MHavye — He akTVBHa,;

+ WMF-Enable — npu ycTaHoBNeHHOM chnare 6yaeT akTuBHa yHKLUMA nepeHanpasneHns multicast-
NakeToB Ha BUPTYaUIbHOIN TOUKe A0CTYNa, MHavye — He akTMBHa.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMY0 NaMsaTb
HaxxmuTe kHonky «Update».
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4.5.13 MNopgmeHo «WDS»

B nogmeHto «WDS» BbINO/THAETCA HACTPOKa CBA3M MexXAy Toukamm AocTyna no 6ecrnpoBOAHON CeTu.

& WDS He MOXeT 6bITb HACTPOEH, EC/IM Ha ToUKe HacTpoeH WGB 1 BK/IKOUYEH PeXnM Knactepa.

& [nsa koppekTHoit paboTbl WDS Heo6xoaMmo, 4ToObl Ha ToUKax AocTyna 6Gblia ycTaHoBNEHA
o4VHaKoBasi BEpCus NporpaMMHOro obecneyeHus.

Configure WDS bridges to other access points

Click "Refresh™ button to refresh remote APs signal strength.

| Refresh |

Tunneling |off W

Spanning Tree Mode Enabled '®' Disabled
Interface wlanOwds0 Interface wlanOwds4
Radio [1v] Radio 1]
Local Address |Es:28:c1:c127:60 | Local Address | EBI28:C1iC1:27:60 |
Remote Address | | - Remote Address | | -
Connection Status | down | Connection Status | down |
Encryption | None (Plain-text) v | Encryption | None (Plain-text) w |
Interface wilanOwds1 Interface wlanlwds5
Radio [1v] Radio 1 ~]
Local Address |Es:28:c1:c127:60 | Local Address | EBI28:C1iC1:27:60 |
Remote Address | | - Remote Address | | -
Connection Status | down | Connection Status | down |
Encryption | None (Plain-text) v | Encryption | None (Plain-text) v |
Interface wlanOwds2 Interface wlanlwdsé
Radio [1v] Radio 1 ~]
Local Address |E3:23:CL:C1:2?:60 | Local Address | E8:28:C1:C1:27:60 |
Remote Address | | - Remote Address | | -
Connection Status | down | Connection Status | down |
Encryption | None (Plain-text) w | Encryption | None (Plain-text) w |
Interface wlanOwds3 Interface wianOwds?
Radio (1] Radio [1v]
Local Address |Es:28:c1:c127:60 | Local Address | EB:28:C1iC1:27:60 |
Remote Address | | - Remote Address | | -
Connection Status | down | Connection Status | down |
Encryption | None (Plain-text) v | Encryption | None (Plain-text) W |

Click "Update" to save the new settings.

| Update |

* Tunneling — onuus AOCTyNHa TO/IbKO NpY Ucnosb3oBaHun GRE:
+ Off — GRE He ucnonb3ayeTtcs, onuusa Tunneling BbiktoueHa;
* Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-uHtepdelic;
+ Slave — Touka nogxnovaeTcs K Master no paguovHTepaericy;,
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+ Spanning T ree M ode — pexum paboTbl npoTtokona STP ana npefoTepalleHus netenb B CETU:

+ Enabled — npwv yctaHoBneHHOM hriare npotokon STP paspelueH 415 NCNoNb30BaHNS.
PekomeHayeTcsa BKNHOUNTL Npu ncnonb3osaHum WDS;
* Disable — npu yctaHoBneHHoM chnare npotokon STP 3anpeLlueH;

*+ Radio - BbI6Op pagnouHTepdelica. Radio 1 - WDS 6yaet noctpoeH B gnanasoHe 5 'y, Radio 2 - WDS
6yaeT NoCcTpoeH B gnanasoHe 2.4 I,

+ Local Address — npocmoTp MAC-agpeca TekyLiero pagnonHTepdeiica;

* Remote Address — MAC-agpec pagnovHTepdelica Toukn AOCTyna, C KOTOPOW npeaycMaTpuBaeTcs
coBmecTHas paboTta. MAC-agpec pagnonHtepderica MOXHO NOCMOTPETb Ha BKNagke
«Status»/«Interfaces;

+ Connection Status — cTaTyc COefiMHeHus;

+ Signal — ypoBeHb CUrHasia, C KOTOpbIM TekyLliaa Tovka A0CTyna BUAMT BCTPEUHYIO TOYKa A0CTyna, ¢
koTopow noctpoeH WDS, abwm;

* Encryption — BbI6Op pexuma LwndpoBaHns:

+ None — He ucnonb3oBaTh WMGpPOBAHNUE,
* WPA (PSK) - wundgposaHne WPA n WPA2, npu BbiGope AaHHOro cnocoba 6yayT A0CTYMNHbI
cnepyloLme HacTPonKu:
+ SSID — vima Wi-Fi cetu;
+ Key — WPA-kntou. InvHa knoya coctas/iseTt oT 8 40 63 CUMBO/OB.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

[ns 06HOBNEHMA MHDOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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4.5.14 NMopameHo «<MAC Authentication»

B nogmeHio «kMAC Authentication» BbinonHseTca HacTpoitka 6esbix/YepHblx cnuckoB MAC-afpecoB KIMEHTOB,
KOTOPbIM pa3peLleHo/3anpeLLeHo NoAkIYaTbCcs K JaHHO Touke AocTyna.

Configure MAC Authentication of client stations
Global policy Allow only stations in list
®) Block all stations in list
Access List A
Radic (1 ¥
VAP S5ID ACL Policy Mode
0 Elex-Loca default ¥ | | Global *
1 |oo0111_TestLength default ¥ | | Global ¥
2 |BRAS-Guest default ¥ | | Global *
3 Eltex-Guest default ¥ | | Global ¥
4 |test_80211r_5g default ¥ | | Global ¥
5 1.11.4_802111r default ¥ | | Global ¥
& 1.11.4_802111r_26& default ¥ | | Global ¥
7 Wirtual Access Point 7 default ¥ | | Glcbal ¥
8 |virtual Access Point 8 default ¥ | | Global *
9 |virtual Access Point 2 default ¥ | | Global ¥
10 \irtual Access Point 10 default ¥ | | Global *
11 lvirtual Access Peint 11 default ¥ | | Global ¥
12 yirtual Access Point 12 default ¥ | | Global ¥
13 |virtual Access Point 13 default ¥ | | Global *
14 lvirtual Access Point 14 default ¥ | | Global ¥
15 |virtual Access Point 15 default ¥ | | Global *
Click "Update™ to save the new settings.
Update

* Global policy — BbI6op cnucka thunbtpauun MAC-agpecos npu ayTeHTUMKaLnK;
+ Allow o nly s tations in list — npn yctaHoBneHHOM chnare 6yaeTt hopmmpoBaTtbCs 6esblii CNMCoK
MAC-agpecos;
* Block all stations in list — npu yctaHoBneHHOM dhnare 6yaeT qOpMUPOBATLCS YEPHbIN CNCOK
MAC-agpecos.
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Access List Create ¥

Mew acl name

{1 - 32 characters)

Update

Click "Update™ to save the new settings.

+ Create - co3gaHne HOBOro crnmcka:

* New acl name - BBeguTe nms HoBoro cnucka MAC-agpecoB 1 HaxmuTe kHonky «Update» ans

€ro Co3aaHus.

Access List

Delete Access List

Stations List

Test_List

E8:28:C1:DA:CB:80
EB:28:F1:DA:CB:BO
AB:28:C1:DA:CB:BO

Remove

Add

paHee co3faHHOro 6yayT AOCTYMNHbI ANA peAakTpoBaHUs NOs:

+ Delete Access List - npu ycTaHOBKe dh/iara U nocneayroLLem HaxaTumn Ha kHonky «Update»,

BblGpaHHbIi Access List 6yaet yaaneH. Cnucok default ynanuTb Henb3s.

+ Stations List — cnncok MAC-apecoB K/IMEHTOB, KOTOPbIM pa3peLLeH/3anpeLLeH g4OoCTyn.

Ana pobasneHns MAC-agpeca B crnvcok dunstpauun, B napametpe «Access List» BbibepuTe HyXXHbI CMCOK

n Beeante MAC-aapec, KOTOpPbI HY)XXHO A06aBUTb. Janee Haxmute kHonky «Add». MAC-agpec nosiButcs B

pa3gene «Station List» .

[Ona ynanenna MAC-agpeca 13 cnvicka B pasaerne «Station List» Bbi6epuTe 3anncb U HAXXMUTE Ha KHOMKY

«Removen».

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBNCMMYH0 NamsiTb

Radio — BbI6Op paamo nHTepdienca ToUKM A0CTYyNa;

VAP - HOMep BMPTYyas1bHOI TOYKM AOCTYNa;

SSID - nmsa BUpTYanbHO TOUKM A0CTYNa,;

ACL - Bbi6op cnncka MAC-aapecoB An1s1 NPUBS3KN ero K BblbpaHHomy SSID;
Policy Mode — HacTpolika 6enbix/4epHbix cnuckos MAC-aapecos:

+ Global — nns Tekyuiero SSID Bbl6paHHbI cnncok MAC-agpecoB 6yeT COOTBETCTBOBATb

rno6asbHOMY hnary;

+ Allow — ans Tekyuiero SSID BbIGpaHHbIii CNCOK ByaeT SBNATbLCA 6enbiM (YCTpoiicTBam M3 cnmcka

paspeLleH goctyn);

* Block — ans Tekyuero SSID BbIGpaHHbIi CINUCOK ByAeT ABNATLCS YepHbIM (YCTPOCTBaM 13 cnncka

3anpeLueH AocTyn).

HaxkmuTe KHonky «Update».
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4.5.15 MNopmeHto «Load Balancing»

B noameHto «Load Balancing» BbINo/IHSIETCS HACTPOIiKa OrpaHUYeHUsi BO3MOXHOCTY NOAK/HOUYEHNS KNIMEHTOB K
TOYKe AOCTyNna B 3aBUCUMOCTY OT YTUAM3ALMN KaHana.

Modify load balancing settings
Load Balancing Enabled "® Disabled

Utilization for No New Assocations 0 (Percent, O disables)

Click "Update™ to save the new settings.
Update

+ Load Balancing — 6anaHcupoBKa Harpy3ku:
+ Enabled — 6anaHcMpoBKa Harpy3ku BKHOYEHS,
* Disabled — 6anaHcnpoBKa Harpy3km BbIK/lOYEHA.
« Utilization for No New Associations — ypOBeHb yTWU/M3auMm NOsI0Ckl MPOMYCKaHNS TOUKM AOCTYNa, Npw
MPEBbILLEHNN KOTOPOI NPOUCXOANT 3anpeT Ha NOAK/IYEHME HOBbIX KNIMEHTOB, 3agaetca B %. Mo
ymosnyaHuio — 0.

[na BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYHO NaMsiTb
HaxxmuTe kHonky «Update».

4.5.16 MopmeHto «Authentication»

B noameHto «Authentication» npon3BoanTCs HACTPOIKa TOUKM AOCTYNA B PEXUME K/IMEHTA NO NPOTOKOY
802.1X ansa npoxoxaeHus npoueaypbl ayTeHTUNKALUMKN Ha BbILLECTOSLLEM 060pYA0BaHMN.

Modify 802.1X Supplicant Authentication settings

Click "Refresh™ button to refresh the page.
Refresh

Supplicant Configuration ...
802.1X Supplicant Enabled '® Disabled

EAP Method MD5 ¥
Username (Range: 1 - 64 characters)
Pazsword (Range: 1 - 64 characters)

Click "Update™ to save the new settings.
Update

Certificate File Status ...
Certificate File Present no

Certificate Expiration Date | Mot Present

Certificate File Upload ...

Browse to the location where your certificate file 1z stored and click the "Upload” button.
To uplead from a TFTP server, click the TFTP radic button and enter the TFTP server information.

UD'DEIEI Method (& HTTF TFTF
Filename BrifepuTs thaiin | ©ain He eelbpaH

Upload
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Supplicant Configuration — B pasgene BbINOMHAETCA HACTpPOiika NapaMeTPOB ayTEHTUIMNKALMN:

+ 802.1X Supplicant — BKNOUNTb/BbIKOUNTL PABOTY TOUKM AOCTYNa B PEXMME K/IMEeHTa N0 NPOTOKOAY
802.1X:
« Enabled — BKNHOUNTD;
+ Disabled — BbIKMOUNTD;
+ EAP Method — anroputm wndgpoBaHus nNpu ayTeHTUdUKaLMM nonb3oBaTtens. Bo3MoxHble 3Ha4YeHus:
MD5, PEAP, TLS;
+ Username — nms nonb3osarens. NMapameTp MOXeT cogepxartb oT 1 40 64 CUMBO/IOB;
+ Password — naponb. MNapameTp MOXeT cogepxartb oT 1 40 64 CUMBO/IOB.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

Certificate File Status — B pasgene MoxHo npocmMoTpeTb nHdopMauuio o coctosiHum HTTP SSL cepTtudimkara:

« Certificate File Present - yka3blBa€eT, NpucyTCTBYeT /in cpaiin ceptudmkarta HTTP SSL. Bo3amoxHble
3Ha4YeHus: yes, no. Mo ymonyaHmio ceptudpmkar OTCyTCTBYET - NO.

« Certificate Expiration Date - pgata, yka3biBatollasi Ha TO, KOrga UCTeYEeT CPOK AeiicTBuA thaina
ceptudomkata HTTP SSL. Ecnn ceptudomkaT oTcyTCTBYET 0TO6paxkaeTcsl coobuieHne - «Not Present».

Certificate File Upload - B pa3gene BbinonHseTcs 3arpy3ska tanna HTTP SSL Certificate.

+ Upload Method — meTtog 3arpy3ku dpainna HTTP SSL ceptudnkara:
* HTTP - 3arpyska ceptucpmkara yepes HTTP. Mpwu Bbi6ope aToro cnocoba HaXXMmTe KHOMKY
«BbibepuTe thaiiny», ykaxute aiin, KoTopblii HY>XXHO 3arpy3uTb B YCTPONCTBO;
* TFTP - 3arpy3ka ceptudpmkara yepes TFTP. MNpu ykazaHum aToro cnocoba Hy>XHO 3anosiHUTb
cnegytoiime nons:
* Filename — nms haiina ceptucpmkara;
+ Server IP — IP-agpec cepsepa.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.5.17 NopmeHo «Management ACL»

B nogmeHio «kManagement ACL» BbINO/THSIETCSA HACTPOIKa CNNCKOB AOCTYyna ynpasfeHnsi yCTPONCTBOM yepes
WEB, Telnet, SSH, SNMP.

Configure Management Access Control Parameters
Management ACL Mode Enzbled '® Disabled
IP Address 1 (2000, 3006, 2000, 5004 )
IF Address 2 (303000, HOEL 0L 300K )
IP Address 3 (2000, 3006, 2000, 5004 )
IF Address 4 (303000, HOEL 0L 300K )
IP Address 5 (2000, 3006, 2000, 5004 )
IPvE Address 1 (303000 5 I S B8 S B I L IO L N )
IPv6E Address 2 (20000 20000 N0 E B0 T M0 T MO0 0000 )
IPvE Address 3 (303000 5 I S B8 S B I L IO L N )
IPvE Address 4 (20000 20000 N0 E B0 T M0 T MO0 0000 )
IPvE Address 5 (303000 5 I S B8 S B I L IO L N )
Click "Update” to save the new settings.

Update

* Management ACL Mode — ncnosnb30BaHue CNUCKOB AOCTynNa K ynpas/ieHnIo YyCTPONCTBOM:
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+ Enabled — npu yctaHoBnieHHOM chnare oyHKLMOHa BK/IIOYEH;
+ Disabled — npu yctaHoB/ieHHOM dhnare OyHKLMOHa OTK/THOYEH,;
+ IP Address 1...5 — cnucok xocToB IPv4, KoTopble MMEIOT AOCTYN K yNpaB/ieHN0 YCTPOMCTBOM;
* IPv6 Address 1...5 — cnucok xocToB IPv6, KoTopble MMEKT AOCTYN K yNpaBneHno YyCTPOKCTBOM.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.5.18 MopgmeHto «OTT Settings»

B noameHio «OTT Settings» BbinosHsieTcst HacTpoiika napametpoB OTT (Over the Top) ans nocTpoeHus IPsec,

nn6o GRE-TyHHeneli BHyTpu IPSec coegnHeHns OT TOYKK AocTyna.

OTT Settings

Service Activator URL
IPsec Remote Gateway
IPsec Operational Status
XAUTH User

XAUTH Password
Advanced Settings

172.16.0.1

User

password

@

(https:// <o 0o o000/ Domain name= :<Port=)

(a0, 30000003000/ Domain name)

(Range: 4-16 chars)
(Range: 3-48 chars)

+ Service Activator URL — agpec cepBuc-akTnBaTopa, 3agaetcsa B opopmarte https://<xXX.XXX.XXX.XXX /
Domain name>:<Port>

+ IPsec Remote Gateway — wnto3 ansa IPsec, 3agaetca B oopmare IP-agpeca niv 4OMEHHOTo MMeHW.

*+ IPsec Operation Status — ycTaHOBUTE (DNAXXOK A5 BKIOUEHNS KOHQUTypupyemoro IPsec coeguHeHus.

+ XAUTH User — ums nonb3oBarens A/19 paclumpeHHol aBTopu3aumm, Heo6xo4MmMo a1 padoThbl
mexaHu3ama mode config. MNapameTp go/mkeH cogepxatb oT 4 40 16 CUMBO/OB.

+ XAUTH Password — naposb nosb3oBaTesnis 418 pacluMpeHHol aBTopusaumm, Heoo6xoamMmo ans paboTbl
mexaHn3ma mode config. MapameTp fomkeH cogepxartb oT 8 A0 48 cMBOMOB.

UTo6bl NepeinTn K paclUMpeHHOMY CMMCKY NapaMeTpoB, HXKMUTE KHOMKY C N306paKeHneM CMMBOSA «+»
HanpoTtus «Advanced Settings»:

IKE Proposal:

Advanced Settings
IKE Proposal

IKE Authentication Algorithm

IKE DH Group

IKE Encryption slgorithm
IKE Policy

Use ISAKMP Mode Config
IKE Lifetime

Use NAT-T

IPsac MAT Keepalive

IPsac Password
IKE Gateway

IPsac Local Address
IPsac Remobe Network

IPsec Remobe Mask

mds

1 W

| BE&400 |-,'Sec, rRange: 1B0-B6400)

nd

| 180 |-,'Sec, rRange: 1-300)

| password

| (Range: 8-48 chars)

| 192.168.2.10

| (B RE ]

| 192.16B8.3.0

| 0300 0 D00

| 255.255.255.0

| 30 L D0 )

* IKE Authentication Algorithm — BbiGop anropuTMa xawwmnpoBaHus IKE, npegHasHadeH ansi NpoBepku
LEe/IOCTHOCTU @HHBbIX.
* IKE DH Group — Bbl6op anroputma Anddm-XennmaHa, UCnosb3yeTcsa YTo6bl yCTaHOBUTbL OOLLINIA CEKPET
B He3alLMLLEHHOM CeTH.
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IKE Encryption Algorithm — BblI6op aniropuTma wndpoaHus onsa 1 asbl nogxnoyeHns IPsec.

IKE Policy:

Use ISAKMP Mode Config — akTUBMPYEM PEXUM aBTOMATUYECKOIO Noy4YeHnss BUPTyasibHOro aapeca,
yAanEéHHOI noacetu, agpecos ansa nogHatusa GRE-TyHHenel ot ESR, K kOTOpoMy nogkntoyaemcs no
IPSec.

IKE Lifetime — Bpems xu3Hu IKE (chaza 1), LomkeH 6bITb MAEHTMYEH N0 06e cTopoHbl IKE/IPsec-
coeanHeHus. MapameTp npuHnumaet 3HadeHnsa ot 180 go 86400 cekyHA. Mo ymonyaHuio - 86400 cekyHp,
Use NAT-T — Heo6xoAMMO BKHOUUTL donar, ecriv Todka fgocTyna Haxoamtca 3a NAT.

IPsec NAT Keepalive — nepvoanMyHoCTb oTnpaBku nakeToB keepalive npu pa6ote yepes NAT, 4Tobbl
NAT-TpaHCAumMsa coxpaHsinach Ha BbILLECTOALWMX poyTepax Npu AMTenbHON He aKTUBHOCTU CO
CTOPOHbI KNueHTa. MNMapameTtp npuHumaeT 3HadeHns ot 0 go 300 cekyHpa,. Mo ymonuanuio - 180 cekyHa.
IPsec Password — naponb ans IKE/ISPEC-coeanHeHnus. MapameTp Ao/mKeH cogepxarb oT 8 go 48
CVIMBOJ10B.

Use XAUTH Password - npn yctaHoBneHHoM gonare ans IKE/ISPEC-coeanHeHuns 6yaeT ncnonb3oBatbes
3aaHHbIli paHee XAUTH Password. Ecnu conar He ycTaHOBNEH ByaeT MCno/b30BaTbCs Naposib,
yKasaHHbIii B none IPsec Password. Mone goctynHo ecnu Use ISAKMP Mode Config BKNtOYEH.

IKE Gateway - pa3zgen v BCce ero napameTpbl AOCTYMNHbI A1 peAakTUPOBaHWA Npy yC/10BMK, YTo napameTp Use
ISAKMP Mode Config HaxoguTtcsa B cocTostHUn off:

IPsec Local Address - agpec KnueHTa, KOTopbIi ncnonb3yeT B kKavyecTBe IKE nokasibHyt0 ceTb C MacKoli
nogceTn 255.255.255.255 (/32).

IPsec Remote Network - ynaneHHas IKE nogcetb.

IPsec Remote Mask - macka yganeHHoi nogcetn IKE.

IPsec Proposal

IPsac Authentication Algorithm mds

IPsac DH Group [

IPsec Encryption Algorithm aes W

IPsec Policy

IPsac DPD Delay | 180 | (Sec, Range: 5-600)
IPsac Child 54 Ufetime | 3600 | (Sec, Range: 180-B6400)
IPsec VPN

Force Establish Tunnel o
GRE Over IPsec

Use GRE Mode * on OFf

GRE Owver IPsec Mgmt | 192.158.3.2 | {30 L 20 )

GRE Cwer IPsec Data | 192.168.3.3 | {0 . 200000 )

GRE MTU Offset | 148 | (Range: 0-220)
GRE PIng Counter | a | (Ranmge: 3-50)

Click "Update™ to save the new settings.

Update

IPsec Proposal :

IPsec Authentication Algorithm — BblGoOp anropMTMa XalmMpoBaHus IPsec, npeaHa3Ha4veH ans NpoBepKu
LEe/IOCTHOCTU @HHbIX.

IPsec DH Group — Bbl6op anroputma Aundhcm-XennmaHa, UCnonb3yeTcs YTo6bl yCTAaHOBUTL 06LLIMIA
CeKpeT B He3alLWLLEeHHONW CeTu.

IPsec Encryption Algorithm — BbiGop anroputma wmndposaHus ansa 1 assl nogknoyeHns IPsec.

IPsec Policy:

IPsec DPD Delay — wHTepBan OTNpaBKu NakeToB 06HAPYXeHUs paspbiBa coeamHeHus. Mpu oTcyTCTBMM C
NPOTMBONONOXHOM cTOPOHbI IPsec VPN oTBeTOB Ha 5 nakeToB noapsia, Touka aoctyna coutet VPN
passanusBLLMMCA 1 Npou3BedéT nepesanyck IPsec VPN co cBoeli cTOpoHsbl. MapamMeTp npuHnumaeT
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3HadeHns ot 5 go 600 cekyHg. Mo ymonuaHuio - 180 cekyHA.

* IPsec Chaild SA Lifetime — Bpemsi xu3Hu IPsec VPN SA (cpasa 2), o/mKeH 6bITb 04UHAKOBbLIM C 06ENX
cTopoH TyHHens IKE/IPsec. JomxeH 6bITb Hke, yeMm IKE Lifetime. MapameTp npyHUMaeT 3HavyeHns oT
180 o 86400 cekyHa. Mo ymonuaHuto - 3600 cekyHA,

IPsec VPN:

* Force Establish Tunnel — BkIUXTb, 4TOObLI ycTaHOBUTL coeanHeHmne IPsec VPN HemeaneHHo. ViHaue,
VPN-coegmHeHune IPsec 6ygeT yctaHOBNEHO MO 3anpocy.

GRE Over IPsec:

+ Use GRE Mode - BkntounTb Uam otkniountb GRE yepes IPsec . Bo BK/1lOYEHHOM COCTOSAHUM A5
pefakTMpoBaHUA AOCTYMHbI NapameTpbl:

* GRE Over IPsec Mgmt — IP-agpec GRE gns TyHHens ynpasneHus .

* GRE Over IPsec Data — IP-agpec GRE ans TyHHens ynpasneHus faHHbIMU .

* GRE MTU Offset — onpegensieT ymeHblueHne MTU gna GRE-TyHHeneli. GRE-TyHHensim 6yaeT
HasHauyeHo MTU ucxoas n3 pacyeta 1500 - GRE MTU Offset. MapameTp NpuHUMaeT 3HayeHus oT 0
0o 220.

* GRE Ping Counter — 4T06bI MPOBEPUTDL, YUTO TYHHENb GRE Bce elle xuB, oTnpasnsetcs ping Ha GRE
IP-management kaxgple 10 cekyHA. DTO 3HaYeHWe onpeensier, CKOMIbKO NakeToB NMUHra MOXeT
6bITb NOTEPSAHO, 40 TOrO, Kak ToUKa A0CTyna nepesanycTut coeguHeHne IPsec.

MapameTp npMHMMaeT 3HadeHus ot 3 go 60.

[ns BCTynneHus B cuy HOBOM KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B SHEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».
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4.5.19 MopgmeHto «<Mesh»*

B nogmeHto «Mesh» BbINONHAETCA HACTPOIiKa CBA3M Mexay ToukaMy AocTyna no 6ecnposogHoit Mesh-ceTu.

® *MogMmeHI0 AOCTYMHO, ECIM HA TOUKe A0CTyna yctaHoseHo MO ¢ nogaepxkoit Mesh (Hanpuvep,
WEP-2ac-1.14.0.X-MESH.tar.gz n 6onee no3aHvie Bepcum).

Configure Mesh access point

Mesh General Settings

Autopeer Status | Off V|
Spanning Tree Mode On v
Tunneling Off b

Mesh Interface Settings

Radio 1w

Interface wlanOmesh

Status Up hd

Mesh 1D ‘Mesh ‘
Mesh Encryption Off W

Mesh Root Oon v

Mesh Root Address ‘ 1 4B:B5:52:9F ‘

Mesh Interface Address ‘ 1:4B:B5:52:9F ‘

Mesh General Settings — B faHHOM pasaesne BbINO/HAETCA HAacTpolika o6wwux Mesh napameTpos.

* Autopeer Status — cTaTyc aBTOKOH(pMIyprMpoBaHusi Touek focTyna. [Jo/mKeH ObITb OTK/IH0UYEH Ha
npoBogHoii Touke (Root) 1 BkNtOUYEH HA 6GECNPOBOAHbIX.
+ Spanning Tree Mode — pexum pa6oTbl npotokona STP gns npegoTBpalleHus NneTenb B CETY;
+ Tunneling — onumsa gocTynHa To/bKO Npu ncnosb3oBaHun GRE:
« Off — GRE He ucnonbayetcs, onuns Tunneling BbIKNIOYEHS;
+ Master — Touka nogkntoyaeTcs B ceTb Yepes Ethernet-uHtepdeiic;
+ Slave — Touka nogxntouaeTcs kK Master-Touke no pagrmonHTepdeiicy.

Mesh Interface Settings — B faHHOM pasfese BbINOHAETCA HACTPOlika NapameTpoB UHTepdeica ans
opraHusauun Mesh. Pazgen goctyneH Tonbko Ha Root-Touke, T.e. Npu HaxoxaeHun napameTpa Autopeer
Status B 3HaueHun off.

* Radio - BbIGOp pagnovHTepdelica ans opraHmusauyun Mesh;

© Ha toukax Tuna WEP-2ac/WEP-2ac Smart/WEP-2ac-Z Mesh nogaepxaH Tonbko Ha Radio 1 (5 I'T'w).

* Interface - nHTepdelic, ncnonb3yemsblii Ans opraHmM3auun Mesh;

« Status — cocTosiHMe koHdmrypupyemoro Mesh-uHtepdeiica;

* Mesh ID — uma Mesh-ceTu;

+ Mesh Encryption — ucnonb3oBaHvie Mesh-ceTu ¢ wndgpoBaHnem (on — BKIHOUNTb, Off — BbIKIOUNTD);

+ Mesh Root — HasHauNTb TOUKY A0CTyna KoHTponnepom B Mesh cetn (gomkHa 6bITb TOuKoli BBOAA/
NPOBOAHON);
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* Root Address - MAC-agpec nHTepdeiica TOUYKM AOCTYNa, SIBMSIOLLLENCA KOHTPON1epoM (3anosHseTcs
aBTOMAaTUNYECKM);
+ Mesh Interface Address — MAC-agpec Mesh-nHtepdeiica KoHUIryprpyemoi To4kM [OCTyna;

Mesh Mac Authentication

Peer's list

ag:
agd:

4b:b5:52:8f ag:f9:4b:bB:3a:1f

[
=]
Ho=h G =h =h =k =h =h
(=T - T- - V- T -]
b
(=3
(=N
(=]
b
[=a]
[
h

| Delete From Access List || Delete From Block List Access Block

| mad | Access Block

Click "Update” to save the new settings.

Update

Mesh Mac Authentication — B pa3aene BbINOMHAETCA Ao6GaBneHne/yaaneHne yyactHmkos Mesh-cetn.

+ Allowed - Toukam goctyna gob6asneHHbIM B cnncok «Allowed» paspeleH aoctyn B Mesh-cetb:
+ Delete From Access List — ynanuTb BblaeneHHblin MAC-agpec 13 cnucka paspeLueHHbIX;

*+ Blocked — Toukam goctyna nob6aeneHHbIM B cnncok «Blocked» 3anpeuyen goctyn B Mesh-ceTb:
 Delete From Block List — ynanuTb BblaeneHHbln MAC-agpec 13 cnucka 3anpeLueHHbIX.

+ Access Request — cnncok Tovek AocTyna npucnasBLInX 3anpoc Ha noakntoyeHne B Mesh-ceTs:
*+ Access — f06aBneHNe TOUKM A0CTyna B «6efblii» CNMCOK (A0CTYN paspeLleH);
* Block — no6aBneHue TOUKM AOCTYNa B «YepHbI» CIMCOK (A0CTYN 3anpeLleH).

[ns Toro, uTo6bl A06aBUTL TOUKY AocTyna B cnucok Allowed/ Blocked spy4Hyto, Heobxodumo ssecmu MAC-
adpec moyku 8 nosie «<Add mac» u Haxxambe COOMBEMCMBYHOWYIO KHOIMKY:

+ Access - [o6aBrieHme TOYKM A0CcTyna B «6enblii» CrmMcoK
* Block - no6aBneHme TOUYKM A0CTyNa B «4epPHbIi» CMINCOK.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYHO NaMsiTb
HaxkmuTe KHonky «Update».
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4.5.20 MopgmeHto «Mesh Monitoring»*
B nogmeHto « Mesh Monitoring» oTo6paxaeTcs ctatucTmka 1 coctosiHue coefmHeHuin B Mesh-cetu.

® *MogMmeHI0 AOCTYMHO, ECIM HA TOUKe A0CTyna yctaHoseHo MO ¢ nogaepxkoit Mesh (Hanpuvep,
WEP-2ac-1.14.0.X-MESH.tar.g v 60nee nosaHue Bepcum).

Mesh Monitoring

Mesh Neighbor Nodes | Stats Update || Auto Update |

MAC Address Link State Uptime Tx Total Rx Total Tx Retry Count Rx Retried Count Tx Actual Rate Rx Actual Rate

af:f34bbT.cc:Bf  ESTAB  -46 011958 268274 75360 83085 (31.0%0) 6723 (8.9%4) 1 Khitsisec 0 Kbits/sec
af:f3:4b:b0:5fdf  ESTAE  -48 01:19:5% 634302 161236 85244 (13.4%) 12504 (8.0%) 0 Kbits/sec 0 Kbits/sec
aff3 44537 ESTAB  -44 14:13:42 622430 151387 HB2495 (13.3%) 14367 (9.5%) 0 Kbits/sec 0 Kbits/sec

Mesh Network | update Graph || Auto Update |

MAC Address Device Name IP Address Firmware Version Last Update(secs ago)
abfadb:16:efbf WEP-12acrev.C(ROOT) 182.168.56.116 1.14.0.88-mesh_test-741906c-MESH 0
aB:f9:4b:b0:5f.df WEP-12ac 152.168.56.115 1.14.0.88-mesh_test-741906c-MESH 1
ab:f9:4b:bd: 537 WEP-1Zac 192.168.56.112 1.14.0.88-mesh_test-741906c-MESH 2

af:f9:4b:bv .o Bf 1592.168.56.114 1.14.0.88-mesh_test-741906c-MESH

Mesh Neighbor Nodes — B pa3aene otobpaxaeTcsa Tabnumua co CTaTUCTUKOM COeMHEHNIA C cOCeHUMM
TOYKamu gocTyna.

Stats Update — npu HaxaTum Ha KHOMNKY NPon30MAeT 0GHOBNEHME CTATUCTUKN B TAG/NLE;
Auto Update — aBToMaTtyeckoe 06HOB/EHNE TabnuLbl (4aHHbIE 06HOBNAIOTCS pa3 B CEKYHAY);

* MAC Address — MAC-agpec Mesh-nHTepdheiica cocenHeli TOUKM A0CTYN3,;

* Link State — cocTosiHMe coeuUHEHNS;

* RSSI — ypoBeHb cuUrHasna oT cocefiHen TOUKN AOCTYNa;

+ Uptime — Nnpoao/mKUTENbHOCTb COEANHEHNS C TOYKON AOCTYNa;

+ Tx Total — KONNMYECTBO YCMNELLIHO OTNPAaB/IEHHbIX NAKETOB;

* Rx Total — koNnM4ecTBO yCNeLIHO NPUHATLIX NaKeTOoB;

* Tx Retry Count — KONnM4eCcTBO MOBTOPHO OTNpPaB/IeHHbIX NaKeTOB;

* Rx Retried Count — KONNMYeCTBO NPUHATbLIX NAKETOB, OTNPAB/IEHHbIX NOBTOPHO;
« Tx Actual Rate — TekylLlas CKOpOCTb Nepefayun AaHHbIX, B KOUT/C;

* Rx Actual Rate — TekyLlasi CKOPOCTb NprYeMa [aHHbIX, B KOUT/C.

Mesh Network — B pa3gene otobpaxaeTcsa Tabnuua ¢ MHpopmaumeli 06 yyacTHukax Mesh-cetu.

® OTobpaxaeTcsa TONLKO Ha YCTPOMCTBE, ABNAILLMMCS KOHTpOosiepoM Mesh-ceTu (Root AP).

Update Graph — npu HaxaTum Ha KHOMKY Npoun3oiigeT 06HOBNEHME MHopMauun B Tabnuvue u rpade;
Auto update — aBTOMaTyeckoe 06HOBMNEHNE TabnuLbl U rpada (aaHHble 06HOBNSATCA Kakable 10 ceKyHA);

* MAC Address — MAC-agpec Mesh-nHTtepceiica y4acTHUKa CeTy;
+ Device Name — cncteMHoe MMs yCTPOICTBa;
+ IP Address — IP-agpec ycTpoiicTBa;
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* Firmware Version — Bepcusa nporpaMmMHOro obecrnevyeHus;
+ Last Update — Bpems nocnefHein CUHXpOHU3aLun ¢ yCTPONCTBOM.

B pasgene MoOHMTOpUHIa pacnonaraetcs rpad ¢ NoCTpoeHHol cxemoii Mesh-ceTu. Ha ocHoBaHuy Tabnumubl 1
rpad)a MOXXHO NMPOV3BECTU aHaIN3 CETU. STO NO3BOJIUT OLIEHMTb NPaBU/IbHOCTL PACMOIOXKEHMS TOUeK AocTyna

Nno TePPUTOPUN NOKPLITUA N YKaOKET Ha I'Ip06fleMHbIe MeCTa, a TakKKe NOMOXET Npon3BognTb MOHUTOPUHT CETU
B pexunme peasibHOro BpemMeHu.

Link status:
LSIEN
ESTan

/

'WEP-12acrev.C(ROOT)

-48

4.5.21 MNMopgMmeHto «Z-Wave»*

B nogmeHtio «Z-Wave» HacTpamBaloTCsl napamMeTpbl «YMHOTO [oMay.

® *MogmeHto JOCTYMNHO TOMbLKO Ansa yctpolicte WEP-2ac-Z

Z-Wave

Z-Wave Settings

Status */ Enabled Disabled

Scheme | Unsecure ¥ | [(Websocket protocol scheme)

Hostname ‘eltex-sc.eltex.loc (Smart home cloud server IP xxx.xxx.xxx.xxx / Hostname max 253 characters)
Port ‘B{J?{J |{Srnart home cloud server port, range: 0 - 65535)

Reset Z-Wave Config | Reset | (Reset Z-wave controller and remove config files)

Click “Update™ to save the new settings.

| Update |

+ Status — BK/IOUYUTL/BbIKNIOYUTL KOHTPOIEP «YMHOIO foMay;
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+ Scheme — Bbi6op cxembl npoTokona Websocket:
+ Secure - 4119 3alUMLLEHHbIX KaHa0B;
+ Unsecure - 419 He3aLMLLIEHHbIX KaHaU10B;
+ Hostname — apgpec yaanéHHoi nnatgoopmbl «YMHOro gomay;
* Port — nopT nnaTgopmsbl, K KOTOPOMY MOAK/IOHAETCA KOHTPO/1EP «YMHOro fomMax. MNapamMeTp
npuH1UMaeT 3HaveHus ot 0 go 65535. Mo ymonyaxuto - 8070;
* Reset Z-Wave Config — npu HaxaTuu KHOMKK, KOHTPO/IIEP OTK/THOYAETCS, C HETo yaasnsieTcs Bes
MHpopMaLMs 0 NOAK/YEHNN K NaTtdiopMe, 0 NPUBA3aHHbIX AaTymkax U cueHapum.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.6 MeHto «Services»

B mMeHIo «Services» BbINOMHAETCA HACTPOIiKa BCTPOEHHbIX CNYX6 TOYKM gocTyna.

4.6.1 lMopmeHto «Bonjour»

B nogmeHto «Bonjour» BbINOMHAETCA HACTpOiika ycnyrm Bonjour, koTopasi no3Bo/isieT 6ecnpoBOAHbLIM TOUKaM

A0CTYyNa 1 1x cepBucam 06HapyX1BaTb Apyr Apyra BHYTPU JTOKasIbHOM CeTu, UCNosb3ys 3anvcy B multicast
Domain Name System (mDNS).

Set Bonjour Status

Bonjour Status Enzbled '® Disabled

Click "Update™ to save the new settings.
Update

Bonjour Status — coctosiHue ycnyrun Bonjour:
+ Enabled - npu yctaHOBNeHHOM dhniare ycnyra akTUBHa;
* Disabled — npu yctaHOBNeHHOM hriare ycyra BblK/ll0OYEHa.

[na BCTynneHns B cuy HOBOW KOHUIypaLum 1 3aHECEHNS1 HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsTb
HaxxmuTe KHornky «Update».
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B nogmeHto «Web Server» BbINOMHAKTCA HACTPOWKKM AOCTYNa K Touke gocTtyna yepe3 WEB-nHTepdpeiic.

Configure Web Server Settings

Click "Update™ to =ave the new =ettings.
Update

HTTPS Serwver Status * Enabled
HTTF Server Status * Enabled
HTTF Port 30 (Range:
HTTFS Fort 443 (Range
Maximum Sessions 5 (Range:
Session Timeout (minutes) 1440 (Range

Dizabled
Dizabled

1025-65535, Default: 80)
» 1025-65535, Default: 443)
1 - 10, Default: 5)

1 - 1440 minutes, Default: 5)

HTTPS Server Status — coctosiHue cepepa HTTPS:

+ Enabled — npu yctaHoBneHHom chnare nogkntodeHne Kk WEB-nHTepdheiicy yctporictea 6yget no

3awmeHHomy npotokony HTTP (HTTPS);

* Disabled — npu yctaHoBneHHoM chnare nogkntodeHne K WEB-nHTepdpeiicy yctpoiictea He

[OCTYMHO no npotokony HTTPS;
HTTP Server Status — coctosHue cepepa HTTP,
napametpa «HTTPS Server Status»:

3TOT NapamMeTp He 3aBUCUT OT COCTOAHNA HACTPOEK

* Enabled — npun yctaHoBneHHoM chnare nogkntodeHne Kk WEB-nHTepdpeiicy yctpolictea 6byaet

paspeLueHo no npotokony HTTP;

* Disabled — npu yctaHoBneHHoM chnare nogkntodeHne kK WEB-nHTepdpeiicy ycTpoiictea He

[0CTYNHO no npotokony HTTP;
HTTP Port — Homep nopTta gnda nepegayun HTTP-1
65535. Mo ymonuyaxuto - 80;

[0 65535, To ymonyaHuio - 443;
Maximum Sessions — konnyectso WEB-ceccuij, B

paduka. NapameTtp npuHMMaeT 3HaveHunsa ot 1025 go

HTTPS Port — Homep nopta gn1a nepegauv HTTPS-Tpacmka. MNapameTtp npuHMMaet 3HaveHunsa ot 1025

knoyass HTTP n HTTPs, koTopbie MOryT 6bITb

OZHOBPEMEHHO 3anyLLUeHHbI. MapameTp npuHUMaEeT 3HaueHusi ot 1 go 10 ceccuit. Mo ymonyaHuio - 5;

Session Timeout (minutes) — nepvoa BpeMeHu, N0 UCTEYEHNM KOTOPOro CUCTEMA aBTOMATNYECKM

BbINONHUT Bbixog 3 WEB -uHTepdpeiica, ecnn nonb3osartesib He Obl akTuBeH.MNapameTp npuHumaeT
3HayeHuns ot 1 o 1440 MuHyT. Mo ymonyaHmio - 60 MUHYT.

[na BcTynneHnsa B cuny HOBOW KOHC*)I/IpraLl'I/II/I N 3aHECEHNA HaCTPOEK B SHEPIOHE3aBNCUMYHO NaMATb

HaxxmuTe kHonky «Update».

Generate HTTP SSL Certificate ...

Click "Update™ to generate a new HTTF S5L Certificate.

Update

HTTP SSL Certificate File Status ...

Certificate File Present:
Certficate Expiration Date:
Certificate Issuer Commaon Name: CHN=192.168.1.10

ves

Dec 26 09:00:03 2019 GMT

Generate HTTP SSL Certificate — B gaHHOM pa3gene npu Haxatum Ha kHonky «Update» BbinonHseTcs
reHepauus HoBoro HTTP SSL ceptucmkara gns 6esonacHoro goctyna k WEB-cepsepy. laHHoe geinctene
HY>XHO BbINO/IHWUTbL NpuK nony4veHun IP-agpeca, 4Tobbl MMs cepTudpmkata cosnagano c IP-agpecom ycTpoiicTaa.
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Mpw co3gaHum HoBoro ceptudpmkara dyaet 3anyuieH WEB-cepsep 6e3onacHocTu. 3allyeHHoe CoefuHeHne
He ByaeT (PyHKUMOHMPOBATb, NOKa HOBbIM cepTudmkar He ByaeT npYMeHeH B 6pay3epe.

HTTP SSL Certificate File Status — B saHHom pasaene npusoautcst uHdopmaums o HTTP SSL cepTtudimnkare:

« Certificate File Present — yka3blBa€eT, NpucyTCTByeT /in ceptudpmkar SSL HTTP;
« Certificate Expiration Date — faTa, O KOTOpOW cepTndnKaT AeACTBUTENEH;
* Certificate Issuer Common Name — ums ceptudomnkara.

To Get the Current HTTP SSL Certificate ...

Click the "Download” button to save the current HTTF S5L Certificate as a backup file to your FC.
To =zave the Certificate to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Download Method ® HTTP TFTR

Download

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file is stored and click the "Upload” button.
To upload from a TFTF server, click the TFTF radio button and enter the TFTF server information.

Upload Metheod ® HTTP TFTE
HTTF S5L Certificate File BrifepuTe dain | Main He soibpaH

Upload

To Get the Current HTTP SSL Certificate — B faHHOM pa3gene BbiNoNHAeTCs coxpaHeHune Tekyuiero HTTP SSL
cepTudmkaTta, KOTopbIi B AasibHElLIEM MOXET 6bITb MCNOb30BaH Kak backup-haiin:

Download Method — meToa coxpaHeHua HTTP SSL ceptudmkara:
« HTTP - dpaiin 6yaet coxpaHeH no HTTP Ha komnbtoTep;
* TFTP - ceptudpmkar 6yaet coxpaHeH Ha TFTP-cepBepe, npy ykasaHun 3Toro cnocoba Hy>Ho
3anosiHUTbL cneayroLme nons:
« HTTP SSL Certificate File — nmsi dpaiina ceptudukaTta, 3aaeTcsi CTpoka Ao 256 CMMBO/IOB.
« Server IP — IPv4- unun IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNoNb30BaTbCA AN
3arpysku goan.

Haxmute Ha kHonky «Download» ons coxpaHeHus canna HTTP SSL ceptudmnkarta.

To upload a HTTP SSL Certificate from a PC or a TFTP Server — B pa3aene BbINONHAETCA 3arpy3ka caiina
HTTP SSL Certificate:

Upload Method — meTop 3arpy3ku thaiina HTTP SSL ceptudmkara:
* HTTP - no HTTP, npu ykazaHun 3Toro cnocoba HaxmuTe KHOMKy «Bblbepute daiiny, ykaxuTe
dhalin, KOTOpPbIV HYXXHO 3arpy3nTb Ha YCTPOICTBO;
* TFTP - uepe3 TFTP-cepBep, Npu yKkazaHuy 3TOro cnocoba HyXHO 3anosiHUTb creayroLue nons:
« HTTP SSL Certificate File - umsl chaiina ceptudukata, 3aaercsi CTpoka Ao 256 CMBO/IOB.
« Server IP — IPv4- unun IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNONb30BaTbCA AN
3arpysku goan.

HaxmunTte Ha kHonKy «Upload» ansa 3arpysku ¢paiina Ha yCcTpOCTBO.

4.6.3 TMNopgMeH «SSH»
B nogmeHto «SSH» BbINOMHAETCA HACTPOKiKa fOCTyna K yCTPONCTBY MO NpoTokKony SSH.

SSH - 6e3onacHbIin NPOTOKO/ YAA/IEHHOTO yrpasneHus yctpoincteamu. B otimume ot Telnet npotokon SSH
LWndopyeT BeCb TpadivK, BK/IKOUas nepesasaemble nNaposiu.
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Set SSH Status

55H Status

Update

Click "Update™ to save the new settings.

* Enzbled Disabled

SSH Status — cOCTOsiHMe AoCcTyna K yCTPOWCTBY MO NpoTokoy SSH:

* Enabled — npu yctaHOoBNeHHOM dhiare AOCTYnN paspeLlen;
+ Disabled — npu yctaHOBNeHHOM dhnare A0CTynN 3anpeLleH.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYHO NaMsiTb

Haxkmute KHonky «Update».

4.6.4 TMopmeHto «Telnet»

B nogmeHto «Telnet» BbINoMHsAETCS HACTpoiika AOCTyNa K yCTPOCcTBY no npoTtokony Telnet.
Telnet — npoTokon, NpeAHa3HauYeHHbIi 4718 OpraHn3aumn ynpasieHns no ceTu. NMo3BonseT yaaieHHo
MOAK/HUNTLCA K L/IH03Y C KOMMbIOTEPA A4/15 HACTPOVKM 1 yNpaBneHus.

Set Telnet Status

Telnet Status

Update

Click "Update" to save the new settings.

* Enabled Disabled

Telnet Status — cocTosiHME AOCTyna K YCTPOACTBY No npoTtokony Telnet:

+ Enabled — npu ycTaHOBNEHHOM chiiare AOCTYN pa3peLueH;
+ Disabled — npu yctaHOBNeHHOM dhnare AOCTYN 3anpeLleH.

[Nsi BCTYN/IEHUSI B WYy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B 9HEPTOHE3aBUCUMYIO NaMSTh

HaxkMuTe KHonky «Update».

4.6.5 lMogmeHto «QoS»

B noameHto «QoS» HacTpavBatoTcs DyHKLMU 06ecrneyeHunst kadyectsa o6enyxmarus (Quality of Service).
HacTtpoiika napameTpoB QOS BbINOMHAETCA 415 K&XA0ro pagnonHTepaerica.

QoS ucnonb3yetca Ansa obecnevyeHnss MUHUMasIbHbIX 3aePXeK B Nepefaye faHHbIX Taknx CepBUCOB, Kak
nepepaya ronoca no IP (VolP), Buaeo B pexvMe peasibHOro BpEMEHMW 1 APYTMX CEPBUCOB, YyBCTBUTE/bHBIX KO

BpemMeHun nepegadym AaHHbIX.
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Radio

Modify QoS queue parameters

i

EDCA Template Custom

CQueue

Data 0
(Voice)
Data 1
(Videa)
Data 2
(Best Effort)

Crata 3
(Background)

AP EDCA parameters

Wi-Fi Multimedia (WMM) * Enabled
CQueue

Data 0
(Voice)
Data 1
(Video]
Data 2
(Best Effort)

Data 3
({Background)

Station EDCA parameters

Mo Acknowledgement on ®

AFSD

Cn

Click "Update” to =ave the new settings.
Update

T

AIFS cwMin cwMax Max. Burst

1 3 Y||7

1.5
15 3.0

15

|

15 1023

Dizabled

AIFS cwMin cwMax THOP Limit

2 3 7 r

47

15 54

[8%)
[8%)

15

7 15 1023

Off

off

Radio — pagnouHTepdeiic, Ans KOTOpPoro 6yayT BbINONHATLCA HACTPOIKK NnapameTpoB QoS;

« EDCA Template — wabnoH c npegonpeneneHHbiMn napameTpamu EDCA:

Default — HaCTpPOIKM NO YMOMYaHWIO;

+ Optimized for Voice — onTuMasibHble HACTPOWKK AN Nepeaayn ronoca;

Custom — nosib3oBaTesIbCK1Ue HaCTPOVKY;

* AP EDCA Parameters — Tabnmua HaCTpOeK napameTpoB TOUKM AocTyna (Tpaduk nepeaaeTcs oT TOUKM
[0CTYNa K KNNEHTY):

Queue - npegonpeneneHHble ouepeamn ans

pasniMyHoro poga Tpadgmka:

Data 0 (Voice) — BbicOKONPUOPUTETHASA oYepe/ib, MUHUMabHbIE 3aepPXK1. B gaHHOI ouepean
aBTomMaTnyeckn obpabaTbiBatoTCs aHHble, YyBCTBUTE/bHbIE K BpeMeHU, Takune kak: VolP,

NOTOKOBOE BNAEO,

Data 1 (Video) — BbiCOKONpUopuUTETHASI 0UYepeb, MUHUMa/TbHbIE 3a/lepXKn. B AaHHOI ouepean
aBToMaTnyeckn obpabaTbiBatoTCs BUAEOAAHHbIE, YYBCTBUTE/bHbIE K BDEMEHU;

Data 2 (best effort) — cpegHenpuoputeTHas

oyepeb, CpeaHsst NPonyckHas cnocobHOCTb U

3afilepxkKa. B gaHHy0 oyepeab oTnpaBisieTcs 60/bLWNHCTBO TPAAULUMOHHbIX IP-AaHHbIX;

Data 3 (Background) — H13KoNpuopuTeTHaS

oyepefib, BbICOKas NPONycKHasi CNOCOGHOCTb.

AIFS (Arbitration Inter-Frame Spacing) — onpeaensieT Bpemsi oxuaaHust kaapos (opeiimoB)
[laHHbIX, N3MepseTcs B cnoTax, npuHuMaet 3HadeHus (1-15);

cWMin — Ha4ya/IbHOE 3Ha4YeHne BPEMEHN 0X

naaHusa nepeq NoOBTOPHON OTNPaBKOWM Kaapa, 3afaeTcs

B MUIUCEKYHAAX, MPUHUMAET 3HadveHus 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HadeHne cwMin

HE MOXET Mnpesblllarb 3Ha4YeHne cwMay;
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+ cwMax — MakcMMasibHOe 3HaYeHVe BpeMeHn OXuaaHusa nepes noBTOPHOW OTNpaBKoW Kaapa,
3afaeTcs B MUNMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLUe 3HaYeHns cwMin;

* Max. Burst — napamMeTp UCMosib3yeTca TOMbKO A1 AaHHbIX, NepefaBaeMblX OT TOUKM AOCTyna A0
CTaHuuMK KMeHTa. MakcumasibHas AJiMHa nakerta, paspeLleHHas Ans oyepeneil B 6ecnpoBogHOM
ceTu, NpUHNUMaeT 3Ha4veHusa 0-999;

* Wi-Fi MultiMedia (WMM) — cocTosiHne pa6oTbl coyHkuum WiFi Multimedia, koTopasi no3sonsiet
ONTMMU3NPOBAaTL Nepegady MynbTMMeaunHOro Tpaduka no 6ecnpoBoAHON cpeje:

+ Enable — tpyHKUMA BKNOYEHS;

+ Disable — (hyHKUMA BbIK/IOYEHS,

« Station EDCA Parameters — Tabnvua HaCTpPOEK NapameTpoB CTaHuuM KneHTa (Tpadvk nepegaercsa ot
CTaHUMW KNIMeHTa A0 TOYKM AOCTYNa):

+ OnucaHue napametpoB Queue, AIFS, cwMin, cwMax npnBefeHO BbILLE,;

* TXOP Limit — napamMeTp MUCMNosib3yeTCA TOMIbKO AN AaHHbIX, NepefaBaeMbiX OT CTaHUMM KNneHTa
[0 TOYKM AocTyna. Bo3MOXHOCTb Nepefayn — MHTepBasl BpEMEHU, B MUIJINCEKYHAAX, Koraa
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumasibHoe 3HavyeHne 65535 munnncekyHs,

+ No Acknowledgement — npu yctaHOB/IeHHOM ¢hnare «On» Touka AOCTyna He Jo/MKHa Npu3HaBaTtb Kajpbl
QosNoAck kak 3HauyeHuVe knacca 06CyXnBaHus,

+ APSD - npwu yctaHoBneHHoM donare «On» GyAeT BKNHOUEH PEXUM 3KOHOMUN 3Heprun goctasku APSD,
KOTOpbI ABSETCA METOAOM ynpaBneHus nutaHus. JaHHbIi pexumM pekomeHayetcs, ecnv ans VolP-
TenewgoHOB AOCTYN K CETU NPeAoCTaB/IAEeTCA Yepes TOUKy AOCTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMY0 NaMsaTb
HaxxmuTe kHonky «Update».
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MoameHto «Email Alert»

B nogmeHto «kEmail Alert» BbiNnonHAETCA HACTPOMKaA OTCbINIKM CEPBUCHON MHhopMaL MM No 3NEKTPOHHO noyTe
(Email).

Email Alert Configuration

Email Alert Global Configuration

Admin Mode : | up i

From Address H |a|:l@rnai|.ru |{Range: 1 - 255 characters)

Log Duration H | 30 |minutes (Range: 30 - 1440, Default: 30)
Urgent Message Sewverity : | Alert W

MNon Urgent Severity : | Warning hd

Email Alert Mail Server Configuration

Mail Server Address smitp.mail.ru |{xxx.xxx.xxx.xxxJHc-stname max 255
Characters)
Mail Server Security : | TLSvl v
Mail Server Port H |465 |{Range: 0 - 65535, Default:25)
Username H |a|:|@rnai|.ru |{Range: 1 - &4 characters)
Password H | sSEssssssERERRRRES |{Range: 1 - &4 characters)
Email Alert Message Configuration
To Address 1 H |admin@mail_ru |{Range: 0 - 255 characters)
To Address 2 H | |{Range: 0 - 255 characters)
To Address 3 H | |{Range: 0 - 255 characters)
Email Subject . | Log message from AP {Range: 1 - 255
characters)
Update Test Mail

B pasgene «Email Alert Global Configuration» 3aaatTcs rno6asbHble HACTPOVKKN NSt PYHKLUN OTMPaBKU
Email-coobuieHwnii.

Admin Mode - coctosiHne hyHKUMmM oTnpasky Email-coobulueHnii Ha Touke goctyna:

* Up — QoyHKUMS BK/THOYEHS,

* Down — (PyHKLMA OTK/IOYEHE;
From Address — nouTOBbI agpec oTnpasuTens. 3agaetcs cTpoka o 255 cMMBoO/IOB;
Log Duration — nHTepBasibl BDEMEHWN OTNPaBKN HEKPUTUYHbBIX COOOLLEHWIA. MapameTp npuHUMaeT
3HaveHus ot 30 go 1440. No ymonyaHuio — 30;
Urgent Message Severity — ypOBEHb BaXXHOCTM COOOLLEHWNIA, KOTOPble ByayT OTNpaBneHbl HeMea 1eHHO;
Non Urgent Severity — ypoBeHb BaXXHOCTM COOOLLEHNIA, KOTOpble ByayT onpas/eHbl B MHTepBanax «Log
Duration».

B pasgene «Email Alert Mail Server Configuration» BbInonHAETCA HAaCTpolika NapamMeTPOB NOYTOBOrO CepBepa
N KIneHTa.

Mail Server Address — agpec no4ToBOro cepsepa, 3agaetcs cTpoka snga XXX XXX XXX. XXX;

Mail Server Security — npoTokon ayteHTudukaLmmn Ha noutosomM cepsepe: Open, TLSv1. Mo ymonyaHuio
— Open;

Mail Server Port — HOMep nopTta NO4TOBOro cepeepa. MapameTp npuHuMaeT 3HavyeHus ot 0 go 65535. Mo
ymonyaHuo — 25;
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+ Username - “Msi NOYTOBOTO KNMEHTa, 3aaeTCs CTpoka A0 64 CUMBOJIOB;
+ Password - naponb NOYTOBOrO K/IMEHTA, 334aETCA CTPOKa 10 64 CMBO/IOB.

B pasagene «Email Alert Message Configuration» BbinonHsieTcst HACTPOIiKa NnapaMeTpoB aBapuUnHOro
COOOGLLEHNS:

+ To Address 1 — agpec nepBoro nosayyarenst CoobLeHniA;
+ To Address 2 — agpec BTOPOro nosay4varesnst CoobLeHniA
+ To Address 3 — agpec TpeTbero nosyyaresnisa Coo6LEHWIA;
+ Email Subject — TekcT B Teme nucbma.

[ns oTnpaBky TECTOBOrO COOOLLEHMSA HAXXMUTE KHOMNKY «Test Mail».

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.6.7 MopgmeHo «LLDP»

B nogmeHto «LLDP» BbINonHsieTca HacTpoiika pa6oTbl npoTtokona LLDP (Link Layer Discovery Protocol).

LLDP Configuration

LLDF Mode @ Epabled Disabled
TX Interval |30 (Range: 5 - 32768 sec, Default: 30 sec)
POE Priority | Unknown ¥

Click "Update™ to save the new settings.

Update

« LLDP Mode — cocTtosiHne paboTbl npoTtokona LLDP:
* Enabled — npu yctaHoBneHHom chnare LLDP akTuBeH;
* Disabled — npu yctaHoBneHHom chnare LLDP BbIknoYeH;
« TX Interval — uHTepBan nocbinkn LLDP-coobuieHnit. MapameTp NnpMHMMaeT 3HavyeHus oT 5 go 32768
cekyHa. Mo ymonyanuio — 30 cekyHp;
* POE Priority — npuoputeT, nepecbinaemsiin B nosne «Extended Power Information».

[Nsi BCTYN/IeHUSI B CU/TYy HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsTh
HaxkMuTe KHonky «Update».
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4.6.8 MogmeHo «SNMP»

B nogmeHto « SNMP» BbINO/HAETCA HACTpoika ynpasneHns yctpoiictBom no SNMP.

SNMP Configuration

SNMP @ Enabled Disabled

Read-only Community Name (for Permitted SNMP Get Operations) public (Range: 1 - 256 characters)

Port number the SNMP agent will listen to 161 (Range: 1025 - 65335, Default: 181}

Allow SMMP set requests * Enabled Disabled

Read-write Community Name (for Permitted SNMP Set Operations) private (Range: 1 - 256 characters)

Restrict the source of SNMP requests to only the designated hosts or subnets Enabled ® Disabled

Hostname, Address, or Subnet of Network Management System (e300, 300, 00 Hostname max 255 Characters)

IPv6 Hostname, Address, or Subnet of Network Management System

(3030000 3000 0000 00K I X000 0008000 Hostname max 255 Characters)

Trap Destinations

Enabled Host Tvoe SNMP version Community Name Hostname or IP or IPv6 Address
- =t = (Range: 1 - 256 characters) (30300, 3003 300, 300 0000 00E K000 30000 K000 30000 30000 000/ Hostname miax 255 Characters)
" IPv4 ¥ | |snmpW2 ¥ | |public 172.16.0.22
IPv4 ¥ | |snmpV2 T

TPyd ¥ Te T b L

SNMP — BKntoUyeHue/BbIKNOYEHWE ynpaBneHns ycTpoinctsom no SNMP:
+ Enabled — npu yctaHoBneHHoM pnare SNMP akTuse;
* Disabled — npu yctaHoBneHHom donare SNMP BbIKNHOYEH;
Read-only community name — naponb gns read-only 3anpocos, 3agaetcsi cTpoka oT 1 4o 256 cMMBO/IOB;
Port number the SNMP agent will listen to — Homep nopta npuema/otnpaskm SNMP-coobLeHuiA.
MapameTp npuHMmaeTt 3HadeHus ot 1025 go 65535. Mo ymonuanuio - 161,
Allow SNMP set requests — paspeLunTb/3anpeTuTb KOH(UrypmpoBaHue yctporictea no SNMP:
*+ Enabled - pa3pelmnTb KOH(UryprpoBaHue yctpoictea no SNMP:
* Read-write community name — naponb A5 read-write 3anpocoBs, 3agaeTcsa cTpoka oT 1 go
256 cumMBONOB;
* Disabled — 3anpetutb KOHGUryprpoBaHue yctporictea no SNMP;
Restrict the source of SNMP requests to only the designated hosts or subnets — npyHumats SNMP
3anpockl TO/IbKO € yKa3aHHbIX agpecos, 3aaaetcs IP-agpec B Buge XXX XXX XXX XXX nnun nma xocra.
Ecnu BkOYEHO, HEO6X0AUMO 3aMno/THUTL NapameTpbl:
+ Hostname, Address, or Subnet of Network Management System — nwvs, agpec wiv nogcetb |IPv4, n3
KOTOpOW pa3peLueHo npuHuMaTb SNMP-3anpocs;
+ IPv6 hostname, address, or subnet of Network Management System — nms, agpec Ui noaceTb
IPv6, 13 koTopoit pa3pelleHo npuHuMmaTs SNMP-3anpochi.

Trap Destinations - HacTpoiika otrnpasku SNMP-TpanoB Ha yaasieHHbIin cepsep:

* Enabled - BkntoyeHne oTnpaBku Tpanos;
* Host Type - ykaxuTe, ABMSAETCA X BK/IOYEHHbIN y3en y3nom IPv4 unu ysnom IPv6.

SNMP version - BbI6op Bepcun npoTtokosia SNMP;
Community Name — BBeauTe UMSA COO6LLEeCTBa, 3a4aeTca CTpoka oT 1 4o 256 CMMBO/OB;
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Hostname or IP or IPv6 Address - Beeante DNS-umsa nnu IP-agpec cepsepa, Ha KOTOpbIil TOUKa gocTtyna
oyget otnpasnsate SNMP-Tpansbl.

B nogpasnene « Debug Settings» BbiNonHseTCA HACTpoiika OTNPABKM OTNAA04YHbIX COOBLLEHNIA.

Debugaing Qutput Tokens

Debug Settings

(Range: 0 - 256 characters, empty string for 'no debug’, 'ALL', or 'traps,send’ - any
tokens without spaces)

Dump Sent and Received SNMP Packets Enzbled ® Disabled

Logs to Don't Log v

Logs to Specified Files Jvar/log/snmpd.log (Range: 1 - 256 characters, Default: /var/log/snmpd.log)
Logs Pricrity Leve Emergency ¥ | (for Standart output, Standart error and File logs output)

Logs Pricrity Range From | Emergency ¥ | to|Emergency ¥ | (only for Syslog output)

Transport #upr Uupes ¥ Tce L TCRs

Click "Update" to save the new settings.
Update

Debugging Output Tokens — ngeHTMMKaTOP rPynnbl OT/IAA04HbIX COOOLLEHNIA;
Dump S ent and R eceived SNMP P ackets — BbIBOA, B 1OI COAEPXNMOTr0 NPUHMMAEMbIX 1 NepeaaBaeMbIxX
SNMP-coo6LieHniz;
Logs to — ykazaHue mecTa BblBOZa Jiora:
* Don't L og — He BbIBOAUTb NOT;
+ Standart Error, Standart Output — BbIBOA, B KOHCO/b;
+ File - BbIBOA B ghaiin;
+ Syslog — Syslog-BbiBOg;
Logs to Specified Files — ykazaHue chaiina gns BbiBoga ora;
Logs P riority L evel — BbIGOp YPOBHS BbIBOAVMbIX JTIOTOB, YKa3bIBAETCS NPV BbIBOAE N10ra B KOHCO/b NN
Goaiin;
Logs P riority R ange — yka3aHue gmnana3oHa ypoBHeli foroB ans Syslog-BbiBoaa;
Transport — TpaHCNOPTHbI NPOTOKO/, UCNO/b3yeMblii Ans nepegadm SNMP-coo6LLeHWIA.

[na BCTyNneHns B cUly HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCHMMYH0 NamsiTb
HaxkmuTe KHomnky «Update».
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4.6.9 MopgmeHto «Time Settings (NTP)»

B nogmeHto «Time Settings (NTP)» BbINno/IHSIeTCSt HACTPOIiKa /T0Ka/IbHOr0 BPEMEHW YCTPOICTBA.

Modify how the access point discovers the time

System Time (24 HR) Thu Dec & 2018 12:55:24 +07
Set System Time % Using Network Time Protocol (NTP)
Manually
NT® Sarver Iov4/18vE Address/Name 172.16.01 I:_xx:.xxx.xxx.xxx_,; AR R DN MR PR R 100003 R
/Hostname max 253 Characters)
TE Alternative Server IPva/TPv Address/Name I:_xx:.xxx.xxx.xxx_,; OO 3000 R R RO DN B0 R0
JfHostname max 253 Characters)
NTP Alternative Server 2 IPvd/IPvE Address/Mame I:_xxx.xxx.xxx.xxx_,; x:xx:x:x:_{:xx‘xx:xxxx:::<xx::<:<xx::<xxx:xxxx
fHostname max 253 Characters)
Time Zone Russian Fed. Zone & {Novosibirsk; Krasnoyarsk) v

Adjust Time for Daylight Savings

Click "Update” to save the new sattings.
Update

+ System Time (24 HR) — Tekyllee CMCTEMHOE BpeMms;

+ Set System Time — BbI6Op criocoba ycTaHOBKN BPEMEHM:
+ Using Network Time Protocol (NTP) — aBTomaTnyeckasi ycTaHoBKa ¢ nomouibio NTP-npoTtokona.
+ Manually — py4yHas ycTaHOBKa BPEMEHM.

ABTOMaTU4eckas yctaHoBka ¢ nomolubto NTP-npoTtokona (Bbi6paHo Using Network Time Protocol (NTP)):

* NTP Server IPv4/IPv6 Address/Name — IPv4-agpec, IPv6-agpec unun nvs xocta NTP-cepsepa.
Ecnn He ykazaTb cepBep — OyAeT UCNOMb30BaTLCA MMS cepBepa noslyvyeHHoro B onuun DHCP;

« NTP Alternative Server IPv4/IPv6 Address/Name n NTP Alternative Server 2 IPv4/IPv6 Address/
Name — ykaxute |IPv4-agpeca, IPv6-agpeca unm nmeHa xoctoB gonosHntensHblx NTP-cepBepoB.
Ecnn He ykazaTb cepBep — OyAeT UCNO/b30BaTLCA MMS cepBepa nosyvyeHHoro B onuumn DHCP.

PyuHasi ycTaHoBKa BpemMeHu (BbibpaHo Manually):

+ System Date — ycTaHOBKa Aartbl;
+ System Time (24 HR) — ycTaHOBKa BpeMeHM cucTeMbl B 24-yacoBoM chopMmare;

+ Time Zone — BpeMeHHas 30Ha, No yMon4aHuto yctaHoBeHo — Russia(Moscow);
+ Adjust Time for Daylight Savings — npu ycTaHOBNIEHHOM chniare BbINO/IHAETCSH aBTOMATUYECKUIA Nepexos
Ha netHee BpeMs (DST). Mpu BbicTaBNeEHHOM nare, 6yayT AOCTYNHbI ceaytoLme Nons:
« DST Start (24 HR) — ycTaHOBUTbL BPEMS NEPEXOa Ha 3MMHEE BPeMS;
« DST End (24 HR) - ycTaHOBWTb BpeMsi Nepexoja Ha /IeTHee Bpems;
+ DST Offset (minutes) - ycTaHOBUTb pa3HuLly BO BpeMeHU (B MUHYyTax).

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaxkMuTe KHonky «Update».
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B meHto «SNMPv3» BbinonHseTcs HacTpoiika SNMP npotokona 3 Bepcun.

4.7.1 TMNopgmeHto «SNMPv3 Views»

B noameHto «SNMPv3 Views» chopmunpyeTtcs onucaHune gepesa nnun nogaepesa OID, a Takke BKNKOYEHME NN

NCKMOUYEeHVe noaaepesa 3 o63opa.

SNMPv3 Views Configuration

View Name D
{1 - 32 characters) Type
included v
SMMPv3 Views |yiew-all----included----.1----

view-none----excluded----, 1----

=]

]
m

Click "Update” to save the new settings.
Update

{max 256 characters)

Mask
{max 47 characters)

Add

* included — BKNOUUTE;
» excluded - vcknounTs;

CTpoKa f10 256 CMMBO/IOB;
Mask — macka, 3aaeTcs B hopmate XX.XX.XX....(.)

View Name — umsa gepea nnun nogaepesa MIB, 3agaetca cTpoka 4o 32 CMMBO/IOB;
Type — BKIHOUUTb UM UCKNIOUUTL nogaepeso MIB 13 o63opa:

OID - ctpoka OID, onucbiBatoLan noaaepeso, BKIOYAEMOE UK UCKNKYaeMoe 13 0630pa, 3agaeTcs

pasmepom He 6onee 47 CMMBO/OB, UCMO/b3yeTCs A/

dhopMMpOBaHUa HeO6Xx0AMMOro nogaepesa B pamkax ykaszaHHoro OID;

[nsa no6aBneHns npaBuia HaXXMUTE KHOMNKY «Add».

SNMPv3 Views — CNCOK CyLLEeCTBYHOLMX NpaBusl.

[na ynaneHns npasuna B none «<SNMPv3Views» BblbepuTe 3anmcb U HOXXMUTE KHOMKY «Removey.

[na BCTyNneHns B cuUly HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBCHMMYH0 NamMsiTb

HaxkmuTe KHomnky «Update».
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B nogmeHto «SNMPv3 Groups» BbINOMHAETCA (hopMMpoBaHme rpynn ¢ pas/imyHbiMy YPOBHSMY 6€30MacHOCTMH,
NPUMEHeHHbIMY K NpasBuiam 0630pa ilepeBbes 1 NoAAEPEBLEB.

SNMPv3 Groups Configuration.

Hame

(1 - 32 characters) Security Level

noAuthentication-noPrivacy v

SNMPv3 GROUPS [Ro--authPriv--view-none--view-all
RW--guthPriv--view-all--view-all

Click "Update” to save the new settings.
Update

wiew-all T

Write Views Read Views

Add

wiew-all T

+ Name - vmsa rpynnbl, 3agaeTcsa CTpoka A0 32 CUMBOJIOB;
+ Security Level — ypoBeHb 6e30nacHOCTM ANsi rpynnbi:
* noAuthentication-noPrivacy — He ncnonb3yetcs ayTeHTumkaumsa 1 WnugpoBaHne AaHHbIX;
+ Authentication-noPrivacy — ncnonb3yeTcs ayTeHTUmKaums, HoO He UCnosb3yeTcs WndpoBaHue
AaHHbIX. MNpn otnpaBke SNMP-coobuweHnii ansa ayteHTudmkayumn ncnonbdyetcss MDS kntod n

naporsb,

+ Authentication-Privacy — ncnonb3yetcs ayTeHTUudunkaumsa 1 wmgposaHme gaHHblx. Mpu oTnpaBke
SNMP-coo6LeHnit gna ayTeHTMdnKaumm ncnonb3yetcsa MD5 kntoy/napons, 45 WidpoBaHns
AaHHbIX ncnonb3yetcs DES kntou/napons;

+ Write Views — Bbl6op gepesa/nogaepesa OID, 4oCTynHOro 418 3anucu:

* view-all - rpynna MoxeT co3gasatb, U3MEHATb U yaansaTe 6assl MIB;

* view-none — rpynne He pa3peLleHo co34aBarb, U3MeHATb N yaanaTb 6a3bl MIB;
* Read Views — Bblbop fepeBa/nogaepea OID, 4OCTYNHOMO A4/19 YTEHUS:

+ view-all - rpynne paspeLueH NpocMoTp 1 YTeHne Bcex MIB chaiinos;

* view-none — rpynne He pa3peLueH NpocMoTp 1 uteHne MIB chaiinos;
+ SNMPv3 GROUPS — crnvcok cyLecTByoLWmMX rpynnm.

[nsi [o6aBNeHVs rpynrbl HAKMUTE KHOMKY «Add».

Ansa yananenns rpynnbl B none «<SNMPv3 GROUPS» BbI6epuTe 3anuUcb U HXXMUTE KHOMKY «Remove».

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNs] HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh

HaxkMuTe KHonky «Update».

91



PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

4.7.3 MoameHto «<SNMPv3 Users»

B nogmeHto «SNMPv3 Users» nponcxoguT cosgaHve nosb3oBatesnieli U napaMmeTpoB UX A0CTyNa, paboTarowmx
C yCTpoicTBOM No npoTtokony SNMPv3.

SNMPv3 User Configuration.

Name Authentication Key

L Encryption Key
{1 - 32 characters) Group Authentication type (& - 32 characters)

Encryption Type (& - 32 characters)

RO ¥ || MD5 hd DES v Add

SMNMPv3 USERS

Click "Update™ to zave the new settings.
Update

* Name - nms nonb3oBaTtesns, 3a4aeTca CTpoka 40 32 CUMBOJIOB;
+ Group - rpynna, cozgaHHasa B nogMmeHo «SNMPv3 Groups»;
+ Authentication type — Tn ayTeHTUcmnkaumm gnsa ncnons3oavmsa SNMP-3anpocos:
+ MD5 — TpeboBaTtb NPoOBEPKY NOANNHHOCTM no anroputMmy MD5S ans SNMPv3-3anpocos
nosb3oBartesis;
+ None — npu nepegaymn SNMPv3-3anpocoB OT AaHHOro nosib30oBartesisi He TpebyeTcs
ayTeHTUdmnKauus;
« Authentication Key — kntou ayTeHTudmkaumm, 3agaetcsa cTpoka ot 8 o 32 cuMBosoB. Vcnonb3yeTtcs,
ecnu B none «Authentication type» Bbibpatb 3HaueHne «MD5»,
+ Encryption Type — Tyn wmndpoBaHus:
+ DES - vcnonb3oBatb asiroput™ WwndgposaHns DES ana SNMPv3-3anpocoB nosnb3oBarerss;
* None - npu nepegaun SNMPv3-3anpocoB OT faHHOro nosib3oBartesis lWudpoBaHne He TpebyeTcs;
* Encryption Key — kntou wndppoBaHus, 3agaetcs cTpoka ot 8 4o 32 cuMBo/I0B. cnonb3yeTcs, ecnm B
none «Encryption Type» Bbi6paTtb 3Ha4YeHne «DES».

[ns po6asneHnsa nonb3oBartens HOKMUTE KHOMKY «Add».
[nsa yaaneHns nonb3oarens B nose «SNMPv3 USERS» BbiGepuTe 3anncb 1 HOXMUTE KHOMKY «Removey.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBCUMYIO NaMsTh
HaxkmuTe KHonky «Update».
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4.7.4 NMopmeHo «SNMPv3 Targets»

B nogmeHtio «SNMPv3 Targets» BbINO/IHAETCS HACTPOKa OTNpaBKM TpanoB OT YCTPONCTBA Ha onpefeneHHbIi
IP-agpec, nopt UDP 1 nonb3oBarens.

SNMPv3 Targets Configuration.

IPwdiIPvE Address (oo, oo oo

Port (1 - 65535) Users
AR R R R R M R K )

SNMPw3 TARGETS

Click "Update”™ to save the new settings.
Update

* IPv4/IPv6 Address — agpec IPv4 nnu IPv6, Ha KoTopbIin 6yayT oTnpas/ieHbl Tparnbl;

* Port — nopt UDP, Ha koTOpbIi 6yayT OTnpas/ieHbl Tpansl. NMapameTp npuHMMaeT 3HayeHus ot 1 o
65535;

*+ Users — umsa nosb30Baresisi, KOTOPOMy O6yAyT OTnpaB/IeHbl Tpansbl.
[ns no6asneHnsa npasuia OTNPaBKM TpanoB HAXXMUTE KHOMKY «Add».

[na ynaneHns npasusna otnpasky Tpanos B rnosie «SSNMPv3 TARGETS» BbibepuTe 3anmcb 1 HAOXMUTE KHOIMKY
«Remove».

[na BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBNCMMYHO NaMsiTb
HaxxmuTe KHonky «Update».

4.8 MeHo «Maintenance»

MeHto «Maintenance» npefHa3Ha4YeHo A1 06LLero ynpasneHns yCTPOCTBOM: BbIrpy3Ka, 3arpy3ka, ycTaHoBKa
KOHdhUrypaumm no ymonyaHuto, o6HosneHve MO, nepesarpy3ka yCTPOIACTBa, a Takke AN1s onepauuii oTnaaku:

CHUhdmHra Tpadimnka, NPOXoAsLLEro Yepes3 ToUKy AOCTyNa U Bbirpy3ka AMarHoCTu4eckom nHcopmanum no
YCTPOICTBY.

4.8.1 MopameHto «Configuration»

B noameHto «Configuration» npon3BoanTca 3arpy3ka 1 Bbirpy3ka KOHMrypauum ycTpoiicTBa, a Takke copoc
YCTPOICTBA K KOHUTypaLmi Mo YMO/YaHKI0 1 Nepesarpyska ycTpoicTaa.
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Manage this Access Point's Configuration

To Restore the Factory Default Configuration ...

Click "Reset" to load the factory defaults in place of the current configuration for this AP.

Reset

To Save the Current Configuration to a Backup File ...

Click the "Download” button to save the current configuration as a backup file to your PC.
To =ave the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Cownload Method @ {1re TFTE

Download

To Restore the Configuration from a Previously Saved File ...

Browse to the location where your saved configuration file is stored and click the "Restore” button.
To restore from a TFTF server, click the TFTP radio button and enter the TFTP server information.

Upload Method ® H1TPR TFTR

Configuration File Buifepute dain | Tain He sribpaH

Restore

To Restore the Factory Default Configuration — c6poc ycTpoiicTBa k 3aBOACKMM HacTpoiKam.

[ns cépoca KoHpurypaumm ycTporicTea K 3aBOACKMM HacTpolikaM HaxXMuTe KHOMKy «Reset». MNocne copoca
YCTPOMCTBO aBTOMaTN4Yeckn nepesarpy3ntcs. Becb npouecc 3anmMeT HECKONIbKO MUHYT.

© Co6poc k 3aBOACKMM HACTPOKaM NPUBEAET K YAANIEHUIO BCEi KOHJMIypaLy yCTPOMCTBa, B TOM Y1C/ie
n IP-agpeca ans gocrtyna K ycTpoicTtsy. [ocne BbINO/IHEHNA AAHHOWN onepawmn BO3MOXHa NoTeps
CBS131 C YCTPOICTBOM.

To Save the Current Configuration to a Backup File - Bbirpy3ka TekyLieii koHgourypauum B backup chaiin ¢
nocneayrowmm ckaymaHmem goainna Ha yaaneHHblii cepeep. Bbirpyska dpainna kKoHgurypaumm ¢ ycTpoiicTea
MOXET OCYLLECTB/IATLCA NocpeAcTsoM NpoTtokonos: HTTP n TFTP.

+ Bbirpyska uepe3 HTTP. YctaHosute conar «Download Method» B 3HaueHve «HTTP». HaxxmuTe KHOMKy
«Download», B ananorosom okHe BbibepuTe NyTb A1 cOXpaHeHus daina Ha MK;

+ Bbirpyska uepe3s TFTP. YcraHosute thnar «<Download Method» B 3HaueHune «TFTP». B none
«Configuration File» ykaxute nms cpaiina, B KoTopom ByaeT coxpaHeHa KoHpurypauus ycTpoinctea. Nms
hanina oba3arenbHO AOMKHO cogepxaTtb pacwmpenune .xml. B none «Server IP» ykaxuTte IP-agpec TFTP-
cepBsepa, Ha KoTopom ByaeT coxpaHeH backup-thaiin. Haxmute kHonky «Download» ans Havana
BbIFPY3Ku haiina.

To Restore the Configuration from a Previously Saved File - 3arpy3ka paHee coxpaHeHHoro gaiina
KOHpMrypaumm Ha Touky AocTyna. 3arpy3ka KoHurypaumm Ha yCTPOCTBO MOXET OCYLLECTBNSATLCS
nocpenctsom npotokonos: HTTP u TFTP.

© Tpw 3arpyske backup-thaiina KoHUrypaLmm B yCTPOCTBE NMPOU30IAAET NPUMEHEHNE BCEX
napameTpoB 13 haiina, Bkntodass Management VLAN u IP. B cnyyae, ecnv 6yaeT 3arpyxeH dpain
KOHpurypaumm Apyroro yCTpoincTsa, To BCeACTBME NpuMeHeHus vyxoro IP nnn Management VLAN
MOXEeT MponacTb CBA3b C YCTPONCTBOM.

+ 3arpyska uepe3 HTTP. YctaHoBuTe onar «Upload Method» B 3HaueHne HTTP. Haxmute «Bbibepute
dhaiin» n B AnanoroBom OkHe BblbepuTe NyTb K cOXxpaHeHHOMY haiiny backup Ha MK. HaxmuTe kHomnky
«Restore» ansa Havana 3arpysku haina KoHgurypauum B yCTPOMCTBO.
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+ 3arpyska uepes TFTP. YctaHosute donar «Upload Method» B 3HaueHne TFTP. B none «Filename»
yKaxxuTe ums hainna, Kotopblin 6yaeTt 3arpyXXeH Ha ycTpoincTBo. Vims dhalina obasaresibHO 4O/HKHO
cogepxaTtb pacwmpenue .xml. B none «Server IP» ykaxute IP-agpec TFTP-cepBepa, Ha KOTOPOM
coxpaHeH backup-thaiin. Haxmute kHonky «Restore» ans Havana 3arpysku caina.

To Save the Startup Configuration to a Backup File or to Mirror file ...

To Save the Startup Configuration to a Backup File or to Mirror file

® Startup Configuration
Source File Name: Backup Configuration
Mirror Configuration
Startup Configuration

Destination File Name:
#*' Backup Configuration

Click "Update” to save the new settings.
Update

To Reboot the Access Point ...

Click the "Reboot” button.

Reboot

To Save the Startup Configuration to a Backup File or to Mirror file - Bbirpy3ka TekyLei koHpurypaumm B
backup-thaiin B aHeproHesaB/c1Myo NamsaTb YCTPOICTBA M 3arpy3ka COXpPaHEHHON KoHdurypaumm m3
3HEepProHe3aBUCMMON NamMaTN YCTPOUCTBA.

+ Source File Name — ums chaiina uctouHvka koHgurypauum (Startup nnm Backup).
+ Destination File Name — umsa caiina, B KOTOpbIii 6yAeT 3anncaHa BblbpaHHas KoHUrypaums.

[na BCTynneHns B cUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
HaxkmuTe KHonky «Update».

Rebooting the Access Point - nporpammHasn nepesarpyska ycTpoiicTsa.

[na nepesarpysku ycTpoicTBa HaXXMUTE Ha KHOMKY «Reboot»

4.8.2 MogmeHto «Upgrade»
B nogmeHto «Upgrade» BbINONHAETCSt 0GHOB/IEHME U CMeHa nporpammHoro obecneyexust (MO) ycTpolicTea.

B chusnyeckoii namaTi ycTpoiicTBa OAHOBPEMEHHO coaepxmTca asa obpasa MNO. Ecnv ogyH 13 06pa3oB
YCTPOIACTBA BbILLEN W3 CTPOS, TO 3arpy3ka 6yAeT BbINosIHEHA ¢ Apyroro o6pasa MNO. OAHOBPEMEHHO B
YCTPOCTBE MOXET ObITb aKTUBEH TO/IbKO OAVH 06pas3.

Manage firmware

Model Eltex WEP-Zac Smart
Firmware Version
Primary Image: {Texylaa pepcua Moy
Secondary Image: (Bepcua MO pezepeHore odpasal

Switch

Upload Method @ HTTR TFTE
New Firmware Image ©ain He BaiBpaH.
Upgrade

* Model — mogenb yCcTpPoONCTBa;
« Firmware Version - Bepcusi MO ycTpolicTBa:
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* Primary Image — Bepcusi MO akTMBHOro obpasa (Tekywas sepcus Mo);
+ Secondary Image — Bepcus MO pe3epBHOro o6pasa (He UCNonb3yeTcs B laHHbIi MOMEHT);
+ Switch — 3arpy3uTb NO ycTpoiicTBa ¢ pe3epBHOro obpasa. [Mpu BbINO/HEHNN AAHHOI onepaLmm
aKTVBHbI 06pa3 nepenaer B pe3epBHOE COCTOSIHNE, a PE3EPBHbI — B aKTUBHOE. YCTPOCTBO
aBTOMaTUYeCKN Nepesarpy3nTcs U yCTaHOBMT B Ka4ecTBe akTMBHOro pesepsHoe MO.

O6HoBneHue MO yctpoiicTBa. Mpu o6HoBeHWUM O ycTpoicTBa haiin NPOLUMBKM 3arpyxaeTcs Ha
YCTPOICTBO 1 CTaHOBUTCSt akTMBHbIM (Primary Image). Mpu 3ToM TekyLmii 06pa3 nepeMeLLaeTcs Ha No3nLMLo
«Secondary Image». ABTOMarnyecku NpoMCXo4unT nepesarpyska yCTpoincTea 1 Touka AOCTyna 3arpyxaeTcs ¢
MO, KOTOpoe COOTBETCTBYET 3arpy>xeHHoOMy 06pasy.

3arpyska paiina NO Ha yCcTPONCTBO MOXET nponsBognTbes yepe3 HTTP unu TFTP-npoTokon.

3arpyska uepe3 HTTP. YctaHosuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANaNIOroBOM OKHE BblbepuTe nyThb K doainy MO Ha MNMK. HaxmuTte kHonky «Upgrade» gns Havana
3arpysku BblbpaHHoro goaina MO B yCTPOICTBO.

3arpyska uepes TFTP. YctaHosuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKaxxuTe ums panna Mo, koTopbli ByAET 3arpyeH B yCTPOCTBO. NMA chaitna 06583aTeNibHO AO/TKHO
cofepxatb paclumpeHue .tar. B none «Server IP» ykaxute |IP-agpec TFTP-cepeepa, Ha KOTOPOM COXpaHeH
dhaiin MO. HaxmuTe kHonky «Upgrade» on1a Havana 3arpysku daiina.

© B npouecce 06HoBNEHMA MO yCTPOICTBA HE OTK/IIOYaliTe NUTaHne YCTPOICTBA, a Takke He
06HOBNANTE N He MeHsliTe TekyLyto WEB-cTpaHuLy ¢ nporpecc-6apoM 06HOBNEHMS.

4.8.3 TMopgmeHto «Packet Capture»

B nogmeHio «Packet Capture» peaninzoBaHa BO3MOXHOCTb (DOPMMPOBAHUSA 1 BbIFPY3KMN Aamna Tpadmka ¢
OHOro 13 NHTepdeicoB yCTpoKicTBa B haiin ¢ dpopmartoM .pcap. Noce Bbibopa napaMeTpoB 3anncu gamna
Tpaduka, cTapTa 3anvcy, OCTaHOBKW 3anncy 1 BbIrpy3ku aina, famn MOXHO npoaHasim3npoBaTb
creynanbHbIMK Nporpammamu, Hanpumep, Wireshark.

Click "Refrezh™ button to refresh the page.
Refrash

Packet Capture Configuration and Settings

Packet Capture Status ...
Current Capture Status

Packet Capturs Time
Packet Capture File Size

Mot started
00:00:00
0 KE
Stop Capture

Packet Capture Configuration ...
Enabled Disabled
Capture Beacons L)
Promiscuous Capture )
Client Filter Enablz 4
Client Filter MAC Address
10:24:83:C5:D4:EB

Click "Update” to save the new settings.
Update

WLAN client MAC
ddress filkering applies
only to radio interfaces.

[nsi 06HOBNEHMS UHDOPMALMM HA CTPAHNLE HaXXMUTE KHOMKY «Refreshy.

Packet Capture Status — B pa3zese BbINO/HSETCA NPOCMOTP MHpopMaLMK O CTaTyce 3anucy gamna Tpaduka
1 BO3MOXHOCTb OCTaHOBKM NpoLiecca.

« Current Capture Status — TeKyLuii cTatyc 3anucu gamna Tpaduka (3anuch 3anyLieHa/ocTaHoBNEHA);
+ Packet Capture Time — BpemMsi 3anncu gamna Tpadiunka;
+ Packet Capture File Size — pa3amep 3annucaHHoro gamna tpagwuka.
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[na octaHOBKM 3anucu gamna Tpadomka Haxxmmute KHonky «Stop Capture».
Packet Capture Configuration — B pa3saene BbINOMHAETCA HACTPOWKa NapamMeTpoB 3anvcy gamna Tpaduka:

+ Capture Beacons — ecnu yctaHoBneH hnar B nonoxeHne «Enabled» - 3anucbiBatb B gamn Beacon-
nakeTbl, eC/IN ycTaHoB/eH hnar B nonoxeHue «Disabled» - He 3anucbiBaTh;

* Promiscuous Capture — ecnu yctaHoBneH cnar B nonoxeHue «Enabled» - 3anucbiBaTb B gamn Bce
NPUHUMaeMble pagnovHTEPdIECOM NakKeTbl, BKNOYAs NakeTbl, He nNpeAHa3HauyeHHble A1 AaHHOW TOUKM
[ocTyna;

+ Client Filter Enable — ecnv yctaHoBneH dhnar B famn 6yayT 3anncbiBaTbCA TOMIbKO Te NakeTbl, KOTopble
NPUXOAAT OT onpefesieHHOro nonb3osarens. MNpu BKAKYEHUN AaHHOW (DYHKLUN HEOOX0AUMO 3an0/THUTh
cnepytollee none:

+ Client Filter MAC Address — MAC-agpec k1vMeHTa, Tpadvik KOTOPOro Ao/HKeH OT(IUNILTPOBbIBATLCA
B Aamn.

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

Packet File Capture ...
Capture Interface radio A
Capture Duration 3600 Seconds (range 10 to 2600)

Max Capturs File Size 4024 KB (range &4 to 403&)

Click "Update” to save the new settings.
Update

Start File Capture

Remote Packet Capture ...

Remote Capture Port |2002 (Range:1025-65530, Default: 2002)

Click "Update” to save the new settings.
Update

Start Ramote Capture

Packet Capture File Download ...
¥/ Use TFTP to Download the Capture File

TFTF Server Filenama apcapture.pcap

Sarver IR 0.0.0.0

Dawnload

Packet File Capture — B pa3zene BbINo/HAETCA HACTPOika NapamMeTpoB 3anvcu gamna Tpaduka:

+ Capture Interface — nvsi nHTepcpeiica ycTpoiicTBa, C KOTOPOro GyAeT NPOM3BOANTLCS 3anMcb AaMna
Tpacuka (eth0 - GE1, wlanOvap1 — BupTyasibHas ceTb 1 Ha 6ecnpoBogHOM uHTepdelice 0);

+ Capture Duration — piMTeNnbLHOCTL 3anvucu gamna. MapameTp npuHumaet 3HadeHns ot 10 go 3600
cekyHa. Mo ymonuaHuio - 60 cekyHg;

* Max Capture File Size — makcumanbHbIli pasmep gamna. NapameTp npuHumMaeT 3HavyeHus ot 64 go 4096
KB. Mo ymonuaxuio - 1024 KB;

[na BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBHCUMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».

[nsa Hayana 3anucu gamna Tpaduka B dpaiia ¢ yCTaHOB/IEHHbIMW NapamMeTpaMy HaxxMuTe Ha KHonky «Start File
Capture».

Remote Packet Capture — B pa3saene BbINONHAETCA yaasieHHas 3anicb gamna Tpacdvka:

YcTtpoiicteo nogaepxusaet npotokon RPCAP, no3Bonsitowmnii Npon3BoAMTb 3annchb gamna Tpadumka ¢
NHTepdieica yCcTPoCcTBa Ha yAa/IleHHOM MallnHe B PEXNME OHMaliH.

* Remote Capture Port — Homep NopTa, KOTOPbIA CAYXUT ANSA NOAKNIOYEHNS YAATEHHON MalLVHbI.
MapameTp npuHMmMmaeTt 3HadeHus ot 1025 go 65530. No ymonuaHuio - 2002.
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[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

[nsa ctapta RPCAP-cepBepa Ha yCTpOMCTBE HaxKMUTe Ha KHorKy «Start Remote Capture».

Mocne ctapta RPCAP-cepBepa Ha yCTpoicTBe, HE0OX0AMMO Ha yAaNIEHHO MaluMHe NOAKIHOUNTHLCS K TOUKE
foctyna. na yoaneHHoro nogkatodeHns ncnonb3osate RPCAP-npoTokon, ykasartb IP-agpec ycTpolictsa u
NopT, YCTaHOB/EHHbIV B Nosie Remote Capture Port. Hanprmep, 3T0 MOXHO BbINO/THUTb C MOMOLLbHO
nporpammbl Wireshark. 3atem, He06X04MMO NOMYUYNTb CNUCOK NHTEPAENCOB A1 CHUGI(MHIA OT YCTPOINCTBA,
BblIOpaTb OAMH U3 HUX 1 3anyCTUTb CHATUE Aamna C yAasleHHOro nHtepdeiica.

Packet Capture File Download — B pa3gene BbINo/HAETCA BbIrpy3ka 3anMcaHHoro gaina ¢ gamnom tpaduka.
Bbirpyska gamna moxet nponssogutbes yepes HTTP nnu TFTP-npoTokon:

* Bbiepyska yepe3 HTTP. ®nar «Use TFTP to Download the Capture File» ponxeH 6bITb CHAT. Haxkmute
kHonkKy «Download» 1 B AnanoroBom OkHe BblibepuTe NyTb 415 coxpaHeHus gamna Ha [MK;

* Bbiepyska yepes TFTP. ®naz «Use TFTP to Download the Capture File» nomkeH 6bITb yCTaHOB/EH. B
none «TFTP Server Filename» ykaxuTe nmsa paiina, B KOTOPOM 6yaeT coxpaHeH gamn Tpadvka Ha TFTP-
cepsepe. Vims dalina oba3arenibHO LO/MKHO coaepXaTb paclumpeHmne .pcap. B none «Server IP» ykaxuTe
IP-agpec TFTP-cepBepa, Ha KOTOpbI ByaeT oTnpasneH gamn Tpadgurka. HaxmuTe kHonky «Download»
ANS Havas1a BbIrpy3kn gamna.

4.8.4 TMopmeHto «Support Information»

B noameHto «Support Information» BbinonHseTCA BbIrpy3ka TekyLlen nHgopmaymm oo
yCTpoiicTBe (KONM4ecTBO NamsiTH, 3anyLLeHHbIe NPOLECCHI, KOHUIypaLwys) B BUAe TEKCTOBOTO chaiina. JaHHas
NHJOPMAaLLM MOXET NCMONb30BaTbCA A1 aHa/IM3a COCTOSAHWUS YCTPOWCTBA, AUarHOCTUKK, BbISIBNEHUSA NPO6nem.

Support Information

To download the diagnostic information for support, click "Download™ button.
Download

Download - BbIrpy3ka TekctoBoro dpaina B RTF-cpopmate 13 yctpoictsa no npotokony HTTP Ha komnbloTep.
Mocne HaxaTua AaHHOW KHOMKM NOSIBNSETCH AMa/lorOBOe OKHO, B KOTOPOM TpebyeTcs ykaszaTb NyTb Ha
NIOKa/IbHOM KOMIMbIOTEPE A/19 COXpaHeHus haina.

4.9 MeHto «Cluster»

B meHto «Cluster» onucbiBaetcs paboTa 1 HacTpoiKa YCTPOMCTB B pexnMe kractepa. Pexvm knactepa
No3BO/ISIET HACTpamuBaTb B CETU BCEro 0fHY TOUKy AocTyna (MacTep), oCTaslbHble TOUYKM, MPU BK/TOYEHUMN B CETb,
6yayT HaxoauTb B CETU MacTepa 1 KONMpoBaTtb C HEr0 KOHurypauuio. B nocnegytowem npy BHECEHUN
N3MEHeHW B KOHPUTYpaLMO O4HON 13 TOYEK [OCTyNa 3TN N3MEHEHMA NPUMEHSETCS A5 BCEX TOYEK,
HaxoasLwmxcs B Knactepe.

© Pexum paboTbl B KnacTepe BKIUYEH Ha YCTPOICTBE M0 YMO/HaHMIO.

A B Knactep MOXHO 06'be,D|V|HV|Tb TOJIbKO TOYKN U3 OAHOM rpynnbi:
1rpynna WEP-12ac WOP-12ac

2 rpynna WEP-2ac WEP-2ac Smart WEP-2ac-Z WOP-2ac WOP-2ac SFP  WOP-2ac GPON

© YcTpoiicTBo MOXeT paboTaTh B KnacTepe ToMbKo ecniv oTkueHsl WDS (Wireless Distribution System)
n WGB (Work Group Bridge).
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© /s pa6otsl B knactepe Management Ethernet-uHtepdelic Bcex Touek JO/MKEH Hax0AUTLCA BHYTPY

O[lHOI ceTw.

4.9.1 MNopameHIo «Access Points»

B nogmeHto «Access Points» BbINo/HAETCA BKOYEHME/BbIK/THOUEHNE pexunmMma Knacrtepa, MOHUTOPUHT
COCTOAHNA pexnMa n coCtaBa TOHEK AO0CTYMNa B K/1aCTepe, KOHdI)VII'ypVIDOBaHVIe 6a30BbIX napameTpos

Knactepa.

Access Points...

Clustering: | On

Refresh

Manage access points in the cluster

Location MAC Address
floor_2 ES8:28:C1:C1:27:60 15
floor_1 AB:F9:4B:B7:8B:C0 192.168.0.58

Click "Refresh” button to refresh the page.

)

>

IG

Clustered [

Access
Points

;5]

Cluster-Priority Cluster-Contreller
255 yes

i no

B nepBoM G/10Ke HACTPOIIKM BbIMO/THAETCSA NPOCMOTP COCTOSIHUA PaboThbl KnacTepa 1 3anyck/ocTaHOBKa

paboThbl yCTPOCTBA B JAHHOM PEXMME.

* Clustering — pexum paboTbl KnacTtepa:
+ Off — knacTep BbIK/OYEH,;
+ On — knacTep BK/IOYEH;

« SoftWLC - knacTep BbIK/IO4YEH, pexuM ans padotbl ¢ SoftWLC.

B Tabnuue npvBOAMTCS CMMCOK TOUEK [OCTYNa, HAXOASLMXCA B OIHOM KnacTepe. Mcxoas 13 nHdopmMaumu,

npeacTaB/EHHO B TabNNLE, MOXHO y3HaTb:

* Location - onucaHne n3nyecKoro MecTonosIoKeH1s TOUKM A0CTyna. 3ano/IHAETCS Ha Kak[o0M Touke
Aoctyna agmmuHucTpatopom B pasaene «Clustering Optionsy,

* MAC Address - MAC-agpec TOYKM AOCTYyNa, HaXoAsWencs B KnacTepe;

+ IP Address - |P-agpec TOYKM AOCTYyNa, HaXoAsLWencs B KnacTepe;

* Cluster-Priority - npuopuTeT TOUKM AOCTYyNa B kKnactepe. Touka gocTyna ¢ MakCMMa/ibHbIM 3HAYEHVEM
[aHHOro napameTtpa ctaHoBUTCA Master-Toukoit. MNapameTp ycTaHaB/IMBaETCA Ha KaxK4oM ToUke AocTyna
agMuHucTpatopom B pasgene «Clustering Options». Ecnun napameTp He ycTaHoBMeH, Master-Toukoii B
KnacTtepe CTaHOBUTCS ToYKa AOCTyna ¢ HanmeHbLwnm 3HadeHeM MAC-agpeca;

+ Cluster-Controller - napameTp, yka3blBaloLMii Kakas Touka 4OCTyna SABNSeTCs B AaHHOM KracTepe
Master-Toukoii. MapameTp MOXET NPUHNUMATL 3HAYEHWS: Yes - Touka ABseTcs Master-ToUkol; no - Touka

He aBnsieTca Master-Toukon.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsTh

HaxkMuTe KHonky «Update».

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULLE HAXMUTE KHOMKY «Refreshy.
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Clustering Options...

Enter the location of this AP

Location: | floor_2 |

Enter the name of the cluster for this AP to join.

Cluster Name: |training |
Clustering IP Version: 1Pvs 2 Ipva
Cluster-Priority: |255 | (Range: 0-255, Defauit: 0)

Click "Update” to save the new settings.
Update

Single IP Management...

Cluster Management Address: | 0.0.0.0 [ 4]

Click "Update” to save the new settings.

Update

Clustering Options — B paszesie BbINO/HAETCS HAacTpolika 6a30BbIX NapamMeTpoB Kactepa.

@ MapameTpbl pasgena JOCTYMNHbI 418 PEAAKTUPOBAHUS NPV YC/IOBUW, YTO K/IACTEP Ha TOUKE BbIK/TOYEH,
T.e. napameTtp «Clustering» npuHUMaeT 3Ha4yeHune Off.

* Location — onvucaHne 3nYeCcKOro pacrnosioXeHusa ToUkM goctyna. Vicnonb3yeTcsa o1a oTo6paxeHns B
Tabnuuax MOHUTOPUHIa And yaobcTea aHasiMsa n ynpaseHns CeTbIO;

* Cluster Name — ums knactepa. Touka gocTtyna 6yaeT NnoAkIYaTbCa TOIbKO K TOMY KiiacTepy, UMs
KOTOPOro NponuncaHo B AaHHOM napametpe. Mo ymonuaxuio - default;

* Clustering IP Version — ncnonb3yemas Bepcus npotokona IP ans obmeHa ynpasnstoLlein nHgopmavmei
MexXzay ycTpoicTBaMm Knacrepa,;

* Cluster-Priority — npyopuTeT TOukM B KnacTtepe. MapameTp npuHumaeT 3HavyeHns ot 0 go 255. Mo
ymondanuio - 0. Mogaepxmeaetcs TonbKo ans IPv4-ceTeli. MacTepoM B kKfiacTepe AABNSETCA Ta ToUKa, Y
KOTOpPOI NpuopuTeT Knactepa Bobiwe. Ecnv napameTp He ycTaHoB/eH, Master-Toukoli B knactepe
CTaHOBMTCA TOYKA AOCTyna ¢ HaMMeHbLlVM 3HavyeHnem MAC-agpeca.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

Single IP Management — B pa3gene BbINO/HAETCS yCTaHOBKA A0MNOMHUTENBHOMO aApeca MacTepa B K/iacTepe.

B npouecce akcnnyatauuy Master-Touka kiactepa MOXET MEHSITLCS, YTO 0OYC/TOBMIEHO Pa3/IMYHbIMM
cuTyaumsimmn, Hanpumep, Master-Touka BblLLIa U3 CTPOSI MU B CETb Oblsia o6aBneHa HoOBas Touka AoCcTyna
60/51€ee BbICOKMM NPUOPUTETOM MK MeHblMM MAC-aapecom. 4ns Toro, 4To6bl MMEeTb BO3MOXHOCTb
noaxntoyeHns Kk Master-Touke He3aBMCUMO OT TOTO, Kakas MUMEHHO ToYKa SIBNSIETCA Ha AaHHbIA MOMEHT
MacTepom, Heobxoaumo HaszHaunTb «Cluster Management Address».

B cnyuae yctaHoBneHusi coegmHenns no «Cluster Management Address», nosib3oBaTtefib rapaHTUpOBaHHO
NOAK/IYaeTCA MMEHHO K TOMY YCTPOICTBY, KOTOpPOE ABMISIETCS MacTepoM B KnacTtepe. B cnyyae cMeHbl
mMacTepa B kKnactepe, «Cluster Management Address» Taike nepexoauT Ha HOBYHO TOUKY AOCTyna.

* Cluster Management Address — yHukanbHblli IPv4-agpec, no KoTopomy 6yaet aoctynHa Master-touka
knacTepa. [laHHbIl agpec fAO/MKEH HAX0AMTLCS B MOACETY KnacTepa v He coBnagarth ¢ IP-agpecom
[PYTrnX yCTPOCTB, HAXOASALLMXCS B CETW.
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Npu ycTaHOBKe faHHOro NapamMmeTpa Ha O,IJ,HOI7I TOYKe K/acTtepa, BCe OCTaJ/ibHblE TOYKW, COCTOALLKME B KNnacTtepe,
Y3HaKT O ,D,aHHOVI HaCTpOVIKe aBTOMaTU4yeCKN.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

Secure Join Clustering...

Secure Mode: Enabled '®' Disabled
Pass Phrase: | sssssens | (8 - 63 characters)
Reauthentication Timeout: | 300 | (Sec, Range: 300 - 86400)

Click "Update™ to save the new settings.

Update

Secure Join Clustering - B pasgese BbiNO/HSETCA HACTPOIika 6e30MacHOCTV COeMHEHNS KnacTepa.

@ MapameTpbl pasgena JOCTYMHbI 418 PEAAKTUPOBAHUS NPV YC/IOBUW, YTO K/IACTEP Ha TOUKE BbIK/TOYEH,
T.e. napameTtp «Clustering» npuH1MaeT 3Ha4yeHune Off.
HacTpoiikn nogaepxusBatoTcsa To/bKo ans IPv4-ceteil.

+ Secure Mode - BkntoueHne/oTkoueHne 6es3onacHocTu knactepa. Ecnv Enabled, To B knactep moryt
BCTaTb TO/IbKO T€ TOYKM AOCTYNa, y KOTOPbIX COBMagaeT naposib, yka3aHHblin B none «Pass Phrasey;

*+ Pass Phrase - naponb 6e3onacHocTy knactepa. Maponb fo/mkeH cogepxatb oT 8 40 63 CMMBOOB.
[onycTnmble CUMBO/IbI: MPOMUCHbIE Y CTPOUHbIE BYKBbI, LGPl U CleLmasibHble CUMBO/IbI, TaKMe Kak @
n#,

* Reauthentication Timeout - nepnog BpeMeHn Yepes KOTopblil 6yAeT NPONCXoAnTL NOBTOpHAs
ayTteHTudgukaums. MapameTp npuHuMaeT 3HavyeHmsa ot 300 go 86400 cekyHp. Mo ymonyanuto - 300
CeKyHA.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.9.2 TlogMeHo «Sessions»

B nogMeHto «Sessions» BbINOHAETCA MPOCMOTP NapaMeTPOoB CECCUI KIMEHTOB, NOAK/IOYEHHbIX K TOUKaM
[0CTYyNna, HaxogAwmmea B knactepe. Kaxapblii knneHT onpegensetca MAC-agpecom v TOYKON JocTyna, K
KOTOPOW OCYLLLECTB/IAETCSA ero TekyLlee nogktoveHume.

B Tabnuue MoxXeT 6bITb YKazaHo MakcuMmym 20 KNMeHTOB. NPOCMOTPETb BCEX KITMEHTOB, MNOAKMHOYEHHbIX K
[aHHOW TOYKe AoCcTyna MOXHO B MeHto «Status» — «Client Associations».

Manage sessions associated with the cluster

Sessions...

You may sort the following table by clicking on any of the celumn names.

Display | Al hd Go

AP Location User MAC Rate (Mbps) Signal Rx Total Tx Total Error Rate
floor_1 F2:2B:5A:02:68:5E 156 27 500 454 u]
floor_1 14:36:C6:15:484:11 65 22 18 38 0

You may restrict the number of columns displayed by selecting a field other than “all™ in the choice box
above. By seleting a specific field, the table will show only "User”, "AP Location™, "User MAC" and the
selected field for each session, Click the "Go™ button to apply the new selection.
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© BbI MOXeTe OrpaHMunThL KOMIMYECTBO OTOBPaKaeMbIX CTONBLOB B Tab/nLe MOHUTOPUHTA, BbibepuTe B
none «Display» napameTp, oTAnYHbIl 0T «All», 1 HXXMUTE Ha KHOMKY «GO».
Mpwn BbIGOPE ONpeAeneHHOro napaMmeTpa B TabnnLe 415 Kaxaoro KnveHTa dyayT oTobpaxarbes
cTtonbupl: «AP Location», «User MAC», n ctonbel, ¢ BbIGpaHHbIM NapameTpom.

* AP Location — onucaHne gon3nyeckoro MecTonoIOXeHNA TOUKM AOCTYNa;

+ User MAC — MAC-agpec 6ecnpoBOAHOI0 yCTPOMCTBA K/INEHTA,

* Rate — cKOpOCTb NepeAayn AaHHbIX Mexay TOUKON AoCTyna 1 onpeaeneHHbIM kameHTom, Mbps;
+ Signal — ypoBeHb curHana, NpMHMMaeMblii OT TOYKU AOCTYNa;

* Rx Total — o6uiee KOnMyecTBo NakeToB, NO/TyYEHHbIX K/IMEHTOM B TEYEHME AAHHOWN ceccuu;

+ Tx Total — obuiee KONMYECTBO NAKETOB, NEPeAaHHbIX OT KNIMEHTA B TEUEHNE JaHHO ceccuu;

+ Error Rate — npouUEHT nNepeoTnpaBfeHHbIX NaKeToB.

4.9.3 lMoameHto «Radio Resource Management»

MogmeHto «Radio Resource Management» npeaHasHaueHo A/ ynpaeieHusi aBToMaTUyeckM BbiIGOPOM
KaHas10B TOUYeK AocTyna.

B pexume knacTepa Kaxaas Touka A0oCTyna ycTaHaB/IMBAeT HOMepa KaHasloB, Ha KOTOpbIX paboTatoT
6nM3Nexatlye ToUkM 10CTyna B 3TOM Xe KnacTepe, a Takke Npon3BOoAUT CNeKTpasibHbIi aHam3
3alllyM/IeHHOCTM (DOHA CTOPOHHMMM TOYKaMM 0CTyna. Yepes yCTaHOB/IEHHbIE MHTEPBA/IbI BPEMEHW TOUKM
A0CTyna Npov3BoAsT NepecyeT o6LLeli CNEKTPasIbHON CTPYKTYPbl CPe/ibl U BbIGUPAtOT KaHa Takum 06pasom,
4TO6bI OH ObI/T HAMEHEE 3aLlyM/IEHHbIM, & TOUKM [0CTYNa, 061acTV NOKPbITAS KOTOPbIX NepecekaroTcs,
HaxXoAWMNChb Ha Pa3HbIX KaHanax.

Automatically manage radio resource assignments

Channel Planner ... =

IG

Clustered

>

Stop automatically re-assigning channels

Current Channel Assignments 2 m
Access

IP Address Radio Band Channel Status Locked Paoints
192.168.0.135 E8:28:C1:C1:27:70 B/G/N 1 up
192.168.0.135 EB:28:C1:C1:27:60 A/N/AC 40 up
192.168.0.58 A8:F9:4B:B7:8B:D0 B/G/N 11 up
192.168.0.58 ASB:F9:4B:B7:8B:C0 A/N/AC 36 up
Refresh Apply

[lnsa Toro, 4To6bI 3aNyCTUTbL NPOLLECC CNEKTPa/ILHOIO aHasIM3a cpeabl 1 Bbibopa onTMMasibHOTo KaHana ans

Kavk[0li TOUKM AOCTYNa B KacTepe HaKMUTE Ha KHOMKY «Start». 1715 0CTaHOBKM NpoLiecca HaXKMUTE Ha KHOMKY
«Stop».
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B Tabnuue «Current Channel Assignments» npMBoaMTCA TEKYLLMIA CNMCOK TOYEK AOCTYNa B Knactepe u nx
napameTpbl:

+ IP Address — IP-agpec Toukun gocTyna B KnacTepe;

* Radio — MAC-agpec pagnovHTepderica To4ku focTyna B Kactepe;

* Band — Habop cTaHAapTOB, NOAAEPXKNBAEMbIX PaANONHTEPMECOM TOUKM A0CTYNa B KnacTepe Ha
[AaHHbIA MOMEHT;

+ Channel — 4yacTOTHbI KaHan B KacTepe;

+ Status — cocTosiHue paboTbl pagnovHTepdeica TOUKM AOCTyna B KnacTepe;

+ Locked — 6noknpoBKa cMeHbl kaHana. MNpu yctaHoBNEHHOM chiare, B MOMEHT Bbl6bopa ONTUMasIbHOro
KaHana BceMu Toukammn gocTyna, AaHHbI pagnonHTepdelic 6yaeT ncnonb3oBaTb NPEXHWI KaHan npu
no6om ncxoge Bbibopa ONTUMasIbHOrO KaHana.

HaxmunTe kHonKy «Apply» A58 npUMeHeHUs N3MeHeHUIA.

HaxxmunTe kHonKy «Refresh» ans o6HoBneHns gaHHbix B Tabnuue «Current Channel Assignments».

Proposed Channel Assignments { 16 seconds ago )

IP Address Radio Proposed Channel
192.168.0.135 EB:28:C1:C1:27:70 1
192.168.0.58 A8:F9:4B:B7:8B:DO 11
192.168.0.135 EB:28:C1:C1:27:60 40
192.168.0.58 AS8:F9:4B:B7:8B:C0 36

Advanced

Change channels if interference is reduced by at least 750 v
Refresh when access point is added to the cluster | Enable ¥
Determine if there is better set of channel settings every | 10 Minutes
Click "Update™ to save the new settings.

Update

B tabnuue « Proposed Channel Assignments » npuogutcs MHopmaums 0 BO3MOXHbIX 3HAYEHUSAX KaHana,
Ha KOTOpbI nepeieT pagnovHTepdieiic ToUKM 4OoCTyna B c/iyyae 3anycka nepecyera onTMMaibHOCTH
BblGOpa kaHasa:

+ IP Address — IP-agpec Toukun gocTyna B KnacTepe;

* Radio - MAC-azpec pagvnounHTepdeiica Toukn AocTyna B KnacTtepe;

* Proposed Channel — Homep KaHasna, Ha KOTOpbI NepeigeT pagnonHTepdenc Toukn AocTyna B ciyvae
3anycka nepecyera onTMMasibHOCTU BblGOpa kaHana.

Advanced - B pa3zene BbINO/HAKTCS PacLUMPEHHbIE HACTPOKMU:

« Change channels if interference is reduced by at least — NPOLEHT BbIUTPbILLA B YMEHbLLEHWUN YPOBHS
Wwyma Ans NpuHATUSA peLleHnst Nepexoia Ha Apyron kaHasl. Ecnv npy aHanuse cpefpl Touka AocTyna
06HapyXMBaEeT, YUTO NPU NEPExXoae Ha ApPYroi KaHas YPOBEHb LUYyMa CHU3UTCS Ha BEIMUMHY, 60/bLLYHO,
4yeM yKaszaHo B JaHHOM napameTpe, TO BbIOop OyAeT cAenaH B Nosb3y Nepexofa Ha Apyroli KaHar.
[vana3oH HacTpOViKn BeNYKHbIL: OT 5% 80 75%;

*+ Refresh when access point is added to the claster — npon3BoanTb NepecyeT 06LLeli cnekTpasibHOM
CTPYKTYpbI CpeAbl 1 BbIGOP ONTUMa/ILHOTO KaHasa 4151 Touek JoCTyna, eC/in K knactepy
npucoeauHSETCS HOBasi TOUKa AOCTYNa;

+ Determine if there is better set of channel settings every — nHTepBan BpeMeHW, Yepe3 KOTOpPbIi
NPOVCXOANT NepecyeT 06LLEe CNEeKTPa/IbHOWN CTPYKTYPbI CpeAbl U BbIGOP ONTUMasIbHOIO KaHana A
ToYek AocTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCeHnss HaCTPOEK B S3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».
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Transmit Power Control ...

Start automatically re-assigning tx power

RSSI Threshold 2.4 GHz |-65  |(Range: -100..-30)
RSSI Threshold 5 GHz |70 |(Range: -100..-30)
Interval lo | (Range: 1800...86400 or 0)

Advanced

Minimal Tx Power |10 | (Range: 6...30)
Active Scan Mode o
Debug Mode
Update
Monitoring Expand

TPC statistics is not available because tpc-planner is not up

B pasgene «Transmit Power Control» Touku gocTyna, cocTosiLive B OJHOM KiacTepe, Yepes YCTaHOB/EHHbIE
VHTEPBasibl BPEMEHU NPOM3BOAAT CNEKTPa/IbHbIV aHa/M3 acpa 1 NPoM3BOAAT NepepacyeT MOLLHOCTe
BbICTaB/IEHHbIX HA TOYKaX [OCTyNa B KnacTepe TakM 06pa3oM, YTO6bl OKa3blBaTb KAk MOXHO MeHbLLe
BAVSHKSA Apyr Ha apyra. Mo ymonyaHuio onTumum3anyst NpoBoAMTCS NPU M3MEHEHKM COCTaBa Kractepa.

[nsi 3anycka npoLiecca aBToMNoACTPOVKM MOLLHOCTM [ KaX/10V TOUYKU AOCTyNa B KNacTepe HaXM1Te Ha
KHOMKy «Start». 1719 0CTaHOBKM NpoLecca HAXMUTE Ha KHOMKY «Stop».

* RSSI Threshold 2.4 GHz — nopor ypoBHsi RSSI B gnanasoHe 2.4 'y, MapameTp NPUHMMAET 3HAaYEHNs OT
-100 go -30. Mo ymonyaHuio -65;

* RSSI Threshold 5 GHz — nopor ypoBHsi RSSI B ananasoHe 5 Ty, MapameTp npuHMMaeT 3HadeHms ot -100
00 -30. Mo ymonyaHuio -70;

* Interval — nHTepBan BpeMeHN Mexay uukiamu ontummnsauun. NMapameTtp npuHuMaet 3HadeHms ot 1800
£0 86400 cekyHg. o ymonuaHuto - 0, 4To 03HAYaeT, YTO ONTUMMU3aLMSA MOLLHOCTM NpoBoauTcs 1 pas,
3areM TO/IbKO NPV U3MEHEHMM COCTaBa KnacTepa;

Advanced - B pazgene BbINOMHATCSA PacLUVPEHHbIE HACTPOIKM:

* Minimal Tx Power — MMHUMa bHbIli BbIXOAHOM YPOBEHb MOLLHOCTM TOUKKM focTyna. MNapameTp
npuH1UMaeT 3HaveHus ot 6 go 30. Mo ymonyanuio 10;

+ Active Scan Mode — npu ycTaHOB/IEHHOM chnare, MICNo/Ib3yeTCs aKTUBHbBIN PEXUM CKaHMPOBaHWS, Npu
BbIK/TIOYEHHOM — MAaCCUBHbI;

+ Debug Mode - npu ycTaHOB/IEHHOM dh/iare BK/toHaeTCs OTrpaBKka 0TNaf0uHbIX COOOLEHMI B KOHCO/b
TOYeK gocTyna.

[Nsi BCTYN/IeHUSI B CW/Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMSTh
HaxkMuTe KHonky «Update».

B okHe «Monitoring», nocne oKoH4YaH1si ONTUMU3aLIMI aBTONOACTPOWKM MOLLHOCTYW, MOXHO Ha6Mo4aTh
pe3ynbTaThl CKAHNPOBaHMSI BCEX TOUEK A0CTYNa B K/lacTepe, ypoBeHb BNNSHUS TOUEK APYr Ha Apyra, a Tak Xe
M3MEHEHHYI0 BbIXOAHYH MOLLHOCTb TOUEK A0CTyna.
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4.9.4 TMopmeHto «Wireless Neighborhood»

MogmeHio «Wireless Neighborhood» cogepxut Tabnuuy COOTBETCTBUS TOYEK AOCTYNa, HAXOAALLMXCA B
KnacTepe, u 6ecnpoBOAHbIX CETEN, AETEKTMPYEMbIX 3TUMM YCTpOCcTBamMU. [lJaHHasa Tabnunua 4eEMOHCTPUPYET,
Kakne 6ecnpoBoHble CETU AETEKTMPYET KaXAas ToUKa AOCTYyNa 1 Kakoi YPOBEHb CUTHaIa OHa OT HUX
npuHMMaer.

Ha ocHoBaHMM faHHOW TabnuLbl MOXHO NPOU3BECTN CNEKTPasIbHbIA aHaIn3 BCel CeTU U OLEHUTb BIUSHUE
NMOMEX Ha Kaxayr TOUKy A0CTyna. 3TO NO3BO/INT OLEHUTbL NPaBWU/IbLHOCTb PACNONOXEHNSI TOUEK AOCTYyNa no
TEPPUTOPMM NOKPBITUS U YKAXKET Ha NPO6/IEMHbIE MECTA, B KOTOPbIX YPOBEHb NOMEX MOXET NOMELLATb
KaueCTBEHHOMY NpPeaoCTaBEHMNIO YCNYT.

View neighboring access points

Wireless Neighborhood... =y
Clustered |

The Wireless Neighborhood table shows all access points within range of any AP in the cluster. Cluster members who are also

"neighbors” are shown at the top of Neighbors list and identified by a heavy bar above the Network Name. The colored bars and

numbers to the right of each AP in the Neighbors list indicate signal strength for each neighboring AP. This signal strength is detected by | 2

the cluster member whose IP address is at the top of the column. Access
Points

Display Meighboring APs: In cluster Mot in cluster *) Bath

Cluster

192.168.0.58 192.168.0.135
AB:F9:4B:B7:8B:D0 E8:28:C1:C1:27:60
Neighbors (16) (floor_1) (floor_2)

Eltex VAP

WGB

Nikitenko_5 o

MTSRouter_S5GHz_029579

i-289

i-287

i-10-print

i-10-ent

RT-WiFi-eddc

test test So wvand -1

B BepxHei cTpoke Tab/nLbl 0TobpaxeHa nHopmauus no KaxaoMy pagmomHTepdency Touek AocTyna,
Haxoaswmxcs B knactepe. B kpainHem nesom cton6ue «Neighbors» pacnonoxeHa nHgopmadnus no
6ecnpoBoAHbIM CETAM, KOTOPbIE BUAHbLI YCTPOMCTBaM B Kiiactepe.

YpoBeHb curHasna oT Kaxaoli 6ecnpoBOAHONM CETM YKa3aH B NPaBOM BEPXHEM YIy A4Yeliku Tabnuupl.

Tabnmua cdhopmMmpoBaHa Tak, UTO B NEPBbLIX €€ CTPOKax 0TobpaxatTcsl 6ecnpoBOAHbIE CETU, 06PAa30BaHHbIE
camMuMm Knactepom, gasiee nayT MMeHa CTOPOHHUX CETEN.

MapameTp «Display Neighboring APs» HacTpanBaeT oTobpaxeHne nHpopmaumm B Tabnmue:

* In cluster — npu yctaHoBneHHOM hnare B Tabnuue 6yaet oTobpaxarbcs MHopMaums TONbKO 0 TeX
6ecnpoBOAHbIX CETSAX, KOTOPble HACTPOEHbI Ha TOYKax A0CTYNa, HaX0A4ALWMXCS B KNacTepe;

* Not in cluster — npun yctaHoBNeHHOM chnare B Tabnumue 6yaet oTobpaxaTbcs MHOPMaLNSA TONbKO O TexX
6ecnpoBOAHbIX CETSX, KOTOPblE HACTPOEHbI HA TOYKax AOCTYNa, HE HAXOAALMXCS B KacTepe

+ Both — npu ycTaHoBneHHoOM chnare B Tabnuvue 6yaet oTobpaxaTbCca MHOPMaLUSa 0 BCEX CETSIX.

4.9.5 MopameHto «Cluster Firmware Upgrade»

B noameHto «Cluster Firmware Upgrade» MOXHO BbINO/IHUTL 06HOB/MEHKE NporpaMmmHoro o6ecnedyeHns (MO)
Ha BCeX YCTPOIiCTBax, BXOAALMX B KnacTep.
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® MapameTpbl AaHHOMO NOAMEHIO AOCTYMHbI A1 NPOCMOTPA U PeaKTUpOBaHUsa ToNbko Ha Master-Touke
KnacTepa.

Mpwn 06HOoBMeHMM MO ycTpocTB KnacTepa thalin NpoLnBKMA ByAET 3arpy>XeH Ha Kaxaoe yCTPOMCTBO U
yCTaHOoB/eH Ha no3uumio «Primary Image». B npouecce 06HOB/IEHUSA aBTOMATUYECKM BbINOIHAETCA
nepesarpyska yCTPOICTB C 3arpy3koii MO, kKoTopoe COOTBETCTBYET HOBOMY 06pa3y. YCTaHOB/IEHHOE paHee Ha
ycTpoiicTBax knactepa MO 6yaeT coxpaHeHo 1 nepemelleHo Ha no3uumio «Secondary Image» (pesepBHast
Bepcus MO).

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Address Device  Firmware Version Firmware-transfer-status Firmware-transfer-progress-bar

1 192, 168.(

0.135 EB:28:C1:C1:27:60 (Tekywas sepcua NO) Mone

2 192.168.0.58 AB8:F9:4B:B7:8B:C0 (Terywan sepcua N0)  Downloaded

Upload Method: * HTTP TFTP
MNew Firmware Image: 0630p... Pain He BoiGpad.

Owerall Upgrade Status: In progress

rt-Upgrade Stop

Caution: Uploading the new firmware may take several minutes. Please do not refresh the page or navigate to another page while uploading the new
firmware, or the firmware upload will be aborted. When the process is complete the access point will restart and resume normal operation.

* Members - NOpAAKOBbI HOMEpP TOYKM AOCTYNa, HAXOAALWENCS B KNacTepe;

 IP Address - IP-agpec Toukn aoctyna, Haxoosiujelicsi 8 K1acmepe;

* MAC Address - MAC-adpec mo4ku oocmyna, Haxoosuwelicsi 8 Kracmepe;

+ Device - TN TOYKKN AOCTYNa;

* Firmware Version - Tekywasn sepcua MO To4kn focTyna,;

+ Firmware-transfer-status - ctatyc npouecca 06HOBIEHMS MPOrPaMMHOI0 06ecneveHns Ha ToUuke
[0CTyna;

+ Firmware-transfer-progress-bar - ctatyc npouecca 3arpy3ku hainna nporpaMMHOro obecneyeHms Ha
TOYKy AOCTyna.

O6HoBneHue MO yctpowcTB. 3arpy3ka haiina MO Ha yCTPOCTBO MOXET NPON3BOANTLCS NOCPEACTBOM
HTTP vnn TFTP npoTokonos.

3arpyska uepe3 HTTP. YctaHoBuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANANOroOBOM OKHE BbloepuTe NyTb K Goainy MO Ha MNMK. B kpaitHeM neBoM cTon6ue Tabnuubl
ycTaHoBUTE oar HanpPoTMB TOYEK AOCTYNa, Ha KOTOPbIX HE06X0AMMO OOGHOBUTL NPOrpaMMHOe obecneyeHue.
Haxmute kHonky «Start-Upgrade» ans Havana 3arpysku goaiina Ha ycTpoicTaa.

3arpyska uepe3s TFTP. YctaHoBuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKakute nmsa dpaina Mo, kotopblii 6yaeT 3arpyXeH Ha ycTpoicTeo. Mms chalina 06s3atenibHO A0/HKHO
cogepxarb pacwupeHue .tar. B none «Server IP» ykaxute IP-agpec TFTP-cepBepa, Ha KOTOPOM COXpaHeH
Goaiin MNO. B kpaitHeM NeBOM CTON6OLE TabnuLpl ycTaHOBUTE (har HaNnpoTMB TOYEK AOCTYNa, Ha KOTOPbIX
HeobxoaMMOo 06HOBUTL NpPorpaMMHoe obecneveHne. Haxmute kHonky «Start-Upgrade» gns Havana 3arpy3ku
Ghaina.

HaxmunTe Ha KHOMKY «Stop» ANs npepbiBaHus npoLlecca 06HOBNEHNS YCTPOCTBA.

B none «Overall Upgrade Status» oTo6paxaeTcs 0606LLEHHbI CTaTyC npoLlecca 06HOBMNEHMS NPOrPaMMHOI0
o6ecneyeHs Ha Toukax AocTyna.

© B npouecce 06HOBMEHNS MO YCTPOWCTB HE OTK/IOYATe NUTaHNE YCTPOICTB, @ TakkKe He 06HOBNANTE
N He meHsnTe Tekywyto WEB-cTpaHuuy ¢ nporpecc-6apom 06HOBEHNS.
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4.10 MeHto «Captive Portal»

B meHio «Captive portal» BbINoNHSAETCA HACTPOIiKa NnopTasa, Ha KOTOpPbI NepeHanpaB/IsTCA KNUEHTbI 415
MPOXOXAEHUST aBTOPU3aLMM NPY NOAKMOUEHNN K CETU VIHTEPHET.

Taknm 06paszomM MOXHO, Hanpumep, nepesecTy Wi-Fi ceTb B OTKPbITbIA PEXMM, CHAB LUN(pOBaHKE, HO
orpaHnuuB JOCTYN K CeTeBbIM pecypcam. [NoaknoyeHne K ceTeBbiM pecypcam byaet peannsosaHo yepe3 WEB-
aBTopu3auuio.

4.10.1 MopgmeHrto «Global Configuration»

B nogmeHto «Global Configuration» BbinonHseTcs HacTpoiika 06LLmMX NapaMeTpoB nopTasia 1 MOHUTOPUHT
TEKYLLIEro Konm4yecTBa Co3aHHbIX 06bLEKTOB.

Global Configuration Settings

Captive Portal Mode ® Enabled Disabled

Authentication Timeout 300 (60 - 600 sec, 300 = Default)

Roaming service URL (0 - 2048 characters)
Roaming no action timeout 720 (0 - 86400 min, 720 = Default)

Instance Count: 32

Click "Update" to save the new settings.
Update

+ Captive Portal Mode — cocTosiHue paboTbl noptana:
+ Enabled — npun yctaHOB/IEHHOM dhiare nopTan UCNosb3yeTcs;
+ Disabled — npu yctaHOBNEHHOM dhiare nopTtas He NUCMNO/b3YyeTCs.

+ Authentication Timeout — nepnog BpeMeHM B CEKYHAAX, B TEYEHME KOTOPOro KIMEHT MOXET BBECTU
aBTOpM3aLUMOHHbIE AaHHble Ha CTpaHuLe nopTana 418 NonyyeHus goctyna k cetu. Ecnv uHtepsan
npeBbILLeH, He06X0AMMO 06HOBUTL CTPAHMLY /IMG0 NOBTOPHO MOAK/IOYUTLCA K ceTu. MapameTp
npuHumaeT 3HaveHus ot 60 go 600 cekyHA. Mo ymonyaHuio - 300 cekyHp,

* Roaming Service URL - agpec cepsuca APB ans nogaepxku poymumHra B pexume hotspot. 3agaercs B
dhopmarte: "ws://host:port/path”

* Roaming No Action Timeout — Bpems, 4epe3 KOTopoe Touka A0CTyna yaanuT yctapeBlune/HeakTUBHbIE
3anuncu o KiMeHTax B poymuHre. Napametp npuHumMaet 3HadeHus ot 0 go 86400 muHyT. Mo ymonyaHuio -
720 MUHYT;,

+ Instance Count — ko/iu4ecmaso 3K3eMnNApPoB nNopTana, HAaCTPOEHHbIX Ha ToYkKe AocTyna.

[na BCTynneHns B cuy HOBOW KOHUIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCMMYH0 NaMsTb
HaxxmuTe KHornky «Update».
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4.10.2 MopmeHto «Instance Configuration»

B noameHio «Instance Configuration» co3aatoTcst nopTasibl ¥ HACTpaMBaKTCA NapaMeTpbl NOPTa/IoB.

Instance Configuration Settings

Captive Portal Instances | Create ¥

Captive Portal Instance Parameters

Instance Mame (1 - 32 characters)

Click "Update” to save the new settings.

Update

[na co3gaHma HoBoro noptasia B nosie «Captive Portal Instances» Heo6xoavmo BbibpaTh NyHKT «Create» n B
none «Instance Name» ykasartb MMS HOBOIO noprtasia. Vima noprana MoxeTt cogepxatb oT 1 10 32 CMMBOJ0B.
[na cozgaHma noptana Haxarb kHonky «Update».

[na nepexofa k pabote ¢ noptasioM Heob6xoauMo BbliGpaTh ero ums B nosie «Captive Portal Instances»:
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Instance Configuration Settings

Captive Portal Instances | wlanObssvapd ¥

Captive Portal Instance Parameters

Instance ID: 1

Admin Mode Enabled '® Disabled
Werificaticn Cportal ¥
Wirtual Portal Name

Glekal Radius on Off
Radius Accounting On Off
Raduis Domain

Radius IP Network pvd ¥

Radius IP

Radius Backup 1P 1

Radius Backup IP 2

Rzdius Backup IP 3

Radius Key

Radius Backup Key 1

Radius Backup Key 2

Radius Backup Key 3

External URL (0 - 255 characters)
Away Time 720 (0 - 1440 min, 60 = Default)

Session Timeout 0 (0 - 1440 min, 0 = Default)

Max Bandwidth Upstream 0 (0-1331200 Kbps, 0 = Default)

Max Bandwidth Downstream 0 (0 -1331200 Kbps, 0 = Default)

Delete Instance

Click "Update™ to save the new settings.
Update

Instance ID — Homep nopTtana;
Admin Mode — pexum paboTbl noptana:
« Enable — BknoueH;
* Disabled — BbIKOYEH.
Verification —MeToA NPOBEPKN NOA/IMHHOCTUN NOMb30BaTENS:
+ Cportal — meTog, Npy KOTOPOM NPOBEPKY NOAJ/IMHHOCTK Nonb3oBartens Ha Radius-cepsepe
BbinonHsieT Captive Portal;
* RADIUS - ans aBTOpU3auuy nonb3oBaresb AO/MKeH ObITb NponucaH Ha Radius-cepsepe;
Virtual Portal Name — nms BupTya/sibHOro noptana;
Global Radius — rnobasibHble HacTpoliku asTopusauny no RADIUS-npoTokony:
+ Off — BbIK/TIOYEH;
* On — BKNIOYEH. BbI6Op AA@HHOIO BapnaHTa OTKPbIBAET BO3MOXHOCTb PEAAKTUPOBAHUA CNeayHLNX
nonei:
* Radius Accounting — npv BK/IHOYEHHOM PyHKUMM ByayT OTNPaBAATLCA COOOLLEeHNS
«Accounting» Ha RADIUS-cepBep:
* On — BKJ/THOYEH;
* Off — BbIK/IIOYEH.
* Raduis Domain — nOMeH Nosb30BaTess;
* Radius IP Network — Bbl6op npotokona IPv4 nnn IPvé ans goctyna Ha cepsep RADIUS;
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* Radius IP — agpec ocHoBHoro RADIUS-cepBsepa. Npn HegocTynHOCTM ocHoBHOro RADIUS-
cepsepa, 3anpockl 6yayT oTnpasnAaTbCcA Ha pe3epBHble RADIUS-cepsepa;

* Radius Backup IP 1, 2, 3 — agpec pe3epBHoro RADIUS-cepBepa;

* Radius Key — naponb ans astopusaunm Ha ocHoBHoMm RADIUS-cepBepe;

* Radius Backup Key 1, 2, 3 - naponb An1a aBTopusaummn Ha pesepsHom RADIUS-cepsepe 1, 2,
3

+ External URL - agpec BHewwHero Captive Portal, Ha koTopblIii 6yaeT nepeHanpas/ieH NoNb3oBaTesb Npu
noakatyeHmm K hotspot cety;

+ Away Time — BpeMs, B TeYeHne KOTOPOro AelCTBUTE/IbHA 3anvcb ayTeHTU(INKaLUN Nonb3oBartens Ha
TOYKe focTyna nocsie ero guccoumaumun. Ecim B TedeHme 3T0ro BpeMeEHU K/IMEHT He nNpoingeT
ayTeHT1nKaumo NOBTOPHO, 3anuck ByaeT yaaneHa. MNapametp npuHnumaeTt 3HaveHus ot 0 go 1440
MUHYT. o ymonyaHuio — 60 MUHyT,

+ Session Timeout — TaliMayT XWU3HU ceccun. MNMonb3oBaTelb aBTOMATUYECKN BbIXOAUT U3 NopTasa yepes
yKasaHHbIli NPOMEXyTOK BpeMeHN. MNapameTp npuHmuMaet 3HadeHmns ot 0 go 1440 muHyT. Mo
ymondanutio 0 — TalimayT He NpYMeHsIeTCs;

+ Max Bandwidth Upstream — makcmasibHasi CKOpOCTb nepegayn Tpadumka ot aboHeHTa. Mapamertp
npvHMMaet 3HaveHmns ot 0 go 1331200 Kbps. Mo ymonuyaxumio 0 — 6e3 orpaHnyeHus;

* Max Bandwidth Downstream — makcMMasibHasi CKOPOCTb nepeaayun Tpadmka Kk aboHeHTy. MNapameTp
npvHMMaet 3HaveHmns ot 0 go 1331200 Kbps. Mo ymonuanumio 0 — 6e3 orpaHnyeHuns;

* Delete Instance — ansa yaaneHus gaHHOro noprana yctaHoBuTe donar n HaxmuTe kHornky «Update».
[JedonTHble nopTasibl yAaUTb HEBO3MOXHO.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».
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B nogmeHto «VAP Configuration» BbinosiHsieTcs npussizka noptana k BuptyasibHbiM Wi-Fi cetam VAP.

a

1

2

10

11

12

13

14

15

Radio

VAP Configuration Settings

1w

WAP Instance Name

wlanObssvap0
wlanObssvapl
wlanObssvap2
wlanObssvap3
wlanObssvap4
wlanObssvap5s
wlanObssvapt
wlanObssvap7
wlanObssvap8
wlanObssvap9
wlanObssvapl0
wlanObssvapll
wlanObssvapl2
wlanObssvapl3
wlanObssvapl4

wlan0bssvapl5

Click "Update™ to save the new settings.
Update

* Radio — Homep Wi-Fi nHTepdpeiica, o151 KOTOPOro NponM3BOANTCS HACTPOKa.

B Tabnuue ans Kaxaol BUPTYasibHOM CETU Ha3HaYaeTcst nopTasl No ero UMeHW.

[N BCTYNNeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh

HaxxmuTe kHonky «Update».

4.10.4 Mopmerto «Authenticated Clients»

B nogmeHto «Authenticated Clients» oTo6paxaeTcs CnnMcok KNMEeHTOB, KOTOPbIe YCMELLHO MPOoLLUN

ayTeHTUdmkaunio Ha noprase.

111



PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Authenticated Client List

Click "Refresh” button to refresh the pags.
Refresh

Total Mumber of Authenticated Clients 2

MAC Addrass IP Address User Name  Protocol Mode Verify Mode VAP ID Radio ID Captive Portal ID Session Time out Away Time cut Rx Packets Tx Packets Rx Bytes Tx Bytes
70:70:0d:93:c3:20 79232566602 hitp cportlad 2 1 3 o 88376 = o o o o
74:df:bfiea:56:45 79139192548 http cportlad 1 2 12 o o o o o o

[lna 06HOBNEHNUS HChOPMaLMKN Ha CTPaHWLE HaxkMuTe KHOMKy «Refreshy.

« Total Number of Authenticated Clients — KONM4ecTBO YCNELLIHO aBTOPM30BaHHbIX KNIMEHTOB Ha [laHHbIl
MOMEHT BPEMEHU;

* MAC Address — MAC-agpec KnneHTa;

« IP Address — IP-agpec KnueHTa;

+ User Name — nmsi nonb3oBatesisi, C KOTOPbIM K/TIMEHT NPOLUEN ayTEHTUdIMKaALMIO Ha nopTasle;

* Protocol Mode — npoTokon, ncnonb3yemblii ans coeanHenns HTTP / HTTPS;

+ Verify Mode — meToq aBTOpM3auuy Ha noprane;

+ VAP ID — HOMep BUPTYasibHOI ceTy;

* Radio ID — Homep paanonHTepdelica;

+ Captive Portal ID — Homep nopTtana, C KOTOPbIM acCOLMMPOBAH K/TNEHT;

+ Session Timeout — ocTaBLUEECS BPEMS XNU3HW CECCUM;

+ Away Timeout — ocTaBLUeecs BPeMS XMU3HW 3anucy ayTeHTUudomKaLmm KIneHTa,;

* Rx Packets — KONMYeCTBO NPUHSTbIX MAKETOB OT K/TMEHTA;

+ Tx Packets — KOnnM4ecTBO NepefaHHbIX KIMEHTY NaKeToB.;

* Rx Bytes — konu4ecTtBo nosiy4yeHHbIx 6ainT UAP OT nonb3oBartesns;

+ Tx Bytes — konn4yecTBoO nepegaHHbix 6ant UAP nonb3osarenem.

4.10.5 MopgmeHto «Failed Authentication Clients»

B nogmeHto «Failed Authentication Clients» npvBegeH cnMcok KIMEHTOB C OLWMOKOI aBTOpM3aLMm Ha nopTane.

Failed Authentication Client List

Click "Refresh” button to refresh the page.
Refresh

Total Number of Fail Authenticated Clients 0

MAC Address IP Address User Name Verify Mode VAP ID Radio ID Captive Portal ID Failure Time

[nsi 06HOBNEHMS UHDOPMALIMM HA CTPAHULE HAXXMUTE KHOMKY «Refreshy.

+ MAC Address — MAC-agpec KN1eHTa;

+ IP Address — IP-agpec KnueHTa;

+ User Name — nms nosb3oBarens, C KOTOPbIM K/IMEHT NPOLUEN ayTeHTUMKaLMIO Ha nopTae;
+ Verify Mode — meToq aBTOpM3auuy Ha noprane;

+ VAP ID — HoMep BUPTYyasibHOI ceTu;

* Radio ID — Homep paanovHTepdelica;

+ Captive Portal ID — Homep nopTtana, C KOTOPbIM acCOLUMMPOBAH K/INEHT;

* Failure Time — Bpems, korga npoun3oLusia owwmnobka.
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411 MeHio «Client QoS»

MeHto «Client QoS» npegHasHauyeHo a1 6051ee TOHKOM HacTponkn QoS KNMeHTCKUX NOToKoB Tpaduka. Client
QoS no3BOSET HACTPOMTL MPUOPUTM3ALMIO OTAE/bHbLIX MOTOKOB Tpadmka, OrpaHNYnTb LWNPUHY NOOCHI AN1S
KaXX[0ro K/imeHTa.

4.11.1 NMopgmeHto «VAP QoS Parameters»

MoameHto «VAP QoS Parameters» no3BonsieT rnobasbHO BKIHOYMTL NCNOMb30BaHMe Bcex HacTpoek Client QoS
(Class MAP, Policy MAP, Bandwidth Limit), HasHaunTb paHHee chopMMpPOBaHHbIE NpaBMIa NPUOPUTUIALLUN
Tpadmka.

Configure Client QoS VAP Settings

Client Qo5 Global Admin Mode Enabled '*' Disabled

VAP QoS Default Parameters

Radio |1 v

VAP |VAPOD w

Client QoS Mode * Enabled Disabled

Bandwidth Limit Down |0 | (0 - BE6700 Kbps)
Bandwidth LimitUp |0 | (0 - 866700 Kbps)
DiffServ Policy Down N

DiffServ Policy Up v

VAP Limit Down |o | (0 - 866700 Kbps)

VAP Limit Up lo | (0 - 866700 Kbps)

Click "Update™ to save the new settings.

Update

+ Client QoS Global Admin Mode — ncnonb3oBaHue Client QoS Ha Bceli Touke AoCTyna rnobasnbHo:
» Enable — BKMOUUTS;
» Disabled — BbIKNHOUUTB;

* Radio — BbIGOp paanonHTepdelica, Ha KOTOpom ByAeT Npon3BoaAnTbCA HacTpolika Client QoS;

+ VAP - BbI60Op BMPTYyasibHOM TOUKM A0CTYNa, HA KOTOPOW ByaeT npon3BoanTbes HacTpoiika Client QoS;

+ Client QoS Mode — ncnonb3oBaHue Client QoS Ha BbibpaHHo VAP:

» Enable — BKMOUUTS;
» Disabled — BbIKNHOUUTB;

+ Bandwidth Limit Down — orpaHuyeHne LWMPVHbI NOM0ChI NPOMYCKaHMs OT TOUYKM AOCTyNna K KaxaoMy
KNWEHTY, KouT/c. MNMapameTp npMHMMaeT 3HavyeHust oT 0 go 866700 k6mT/c. Ecnn HasHaveH 0, To
OrpaHuyeHne Nosochl MPONyCcKaHUs He NPUMeEHSETCS. JIl60e HEHyIeBOE 3HAYEHNe OKpyrnseTcs 4o
BE/NYMHbI, KpaTHOI 64 KOUT/C;

« Bandwidth Limit Up — orpaHn4yeHune lnMpuHbI NO0ChI MPONYCKaHUS OT KaXA0ro KNIMeHTa A0 TOUKK
[0CTyna, KonT/c. MapameTp npuHMMaeT 3HavyeHmns oT 0 go 866700 k6uT/c. Ecnm HasHaveH 0, To
OrpaHuyeHne Nosochl MPONyCcKaHUs He NPUMeEHSETCS. JIl60e HEHyIeBOE 3HAYEHNe OKpyrnseTcs 4o
BE/NYMHbI, KpaTHOI 64 KOUT/C;

+ DiffServ Policy Down — nms npocpmns Policy, KOTOpbIi AO/MKEH GbiTb MPUMEHEH K Tpaduky,
nepeaaBaeMoMy B HaNpaBfeHUM OT TOUYKM AOCTYNA K K/TNEHTY;,

« DiffServ Policy Up — umst npocuns Policy, koTopblli 4O/MKEH 6bITb NPUMEHEH K TpadiuKy, nepegaBaeMomy
B HanpaB/IeHWNM OT K/IMEHTA K TOUKE AOCTyna.

+ VAP Limit Down — orpaH/MYeHune LIMPWHbI NOSIOCHI MPOMNYCKaHUS OT TOYKU A0CTyna K KnneHTam (B cymme),
NOAK/TYEHHbIM K AaHHOMY VAP, k6uT/c. MapameTp npuHumMaet 3HavyeHus ot 0 go 866700 k6ut/c. Ecnmn
HasHauyeH 0, TO orpaHMYeHne He nNpuMeHsieTcs. Jllo6oe HeHy1eBOe 3HAaUYEHNE OKPYI/IIETCA A0 BE/TMYMHBI,
KpaTHoW 64 K6uT/C;
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+ VAP Limit Up — orpaHnyeHne MpPYHbI MOSI0ChI NPONYCKaHWs OT K/IMEHTOB (B CYMME) A0 TOUKM A0CTYNa,

6uT/C. MapameTp npuHMMaeT 3Ha4veHuns ot 0 go 866700 K6UT/c. ECcnun HasHadveH 0, TO orpaHMyeHne He
npumeHsieTcs. Jllo6oe HeHyneBoe 3HaYeHne OKPYT/ISeTCa A0 BE/IMYMHbI, KpaTHON 64 KbuT/C.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb

HaxkmuTe KHomnky «Update».

4.11.2 MopmeHto «Class Map»

B nogmeHto «Class Map» BbINO/IHAETCS HACTPoiKa knaccudurkaumm Tpaduka. Ha oCHoBe YHUKa/IbHbIX
0CO6eHHOCTel NakeToB ONnpeesieHHOro noToka Tpadvka hopmupyeTcs Knacc npuHag/1eXHoOCTN NakeToB K

[laHHOMY MOTOKY. B AanbHeliwem 3T0T knacc 6yAeT NCNOMNb30BaH AJ1s1 onepawuii NpuopuTU3aLmMmn pasnmnyHbix
MOTOKOB, 06beAVHEHHBIX MO 06LLEMY NPU3HAKY.

Class Map Name

Match Layer 3 Protocol

Add Class Map

Class Map Configuration

IPvd ¥

Configure Client QoS DiffServ Class Map Settings

(1 - 31 characters)

Class Map Configuration — B pazaene BbINoONHAETCA co3gaHne npodmns knaccudmkauum Tpaguka.

+ Class Map Name - nms npocumns;
* Match Layer 3 Protocol — npoToKos, No KoTopoMy 6yaeT npoucxoantb knaccudoukaums (IPv4 nnu IPv6).
B 3aBMCUMMOCTN OT BblGOpa NPOTOKOMa 6yAeT NpeaioXeH pas/INyHbIil HA6oP Nose, Mo KOTopbIM GyaeT
BbINOMHATLCA Knaccugukaums Tpaguka.

[nsa co3paHmsa HOBOrO Knacca Tpadinka ykaxute B none «Class Map Name» nmsi knacca u HaXXMUTe KHOMKY

«Add Class Map».

Class Map Name

Match Every

Protocol

Source IP Address
Destination IP Address
Source Port
Destination Port
EtherType

Class Of Service

Source MAC Address

WLAN ID
Service Type

IFP DSCP
IP Precedence

IP TOS Bits

Delete Class Map

Update

Match Criteria Configuration

Destination MAC Address

Sloype - ipvd

Select From List

Select From List
Select From List
Select From List

m-7

(0 - 4095)

Select From List

(0-7)

T

v Match to Value

(. 2.%.X%) Source IF Mask

(¥.¥.%.X%) Destination IP Mask

¥ Match to Port
v Match to Fort |2440

v Match to Walue

Source MAC Mask

Destination MAC Mask

v Match to Value

(00 - FF) IP TOS Mask (00 - FF)

Click "Update” to save the new settings.

{0 - 253)
(XXX
(XXX
(0 - 65535)
(0 - 65535)

(0800 - FFFF)

(0 2 20 00 00 20

(3002 200 OO0 XN

(0-83)
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Match Criteria Configuration — B pa3gesne BbINnosHsIeTCA HACTpOKa KputepreB A/15 knacca Tpadvika.

Class Map Name — Bbl6op Knacca Tpadmka, 418 KOTOporo 6yaeT NpoMcxoanTb KOHUIrypupoBaHmne
NPU3HaKOB NPUHAAIEXHOCTU K KNnaccy;

Match Every — npun yctaHoBNeHHOM dhnare Tpaduk 6yaeT OTHECEH K JaHHOMY Klaccy He3aBMUCUMMO OT
cogepXaHus nonei B ero 3aronoske. Ecnu cpnar He yctaHOB/EH, TO TpebyeTcs yka3aTb 3HaYeHus
Heob6XxoAMMbIX Noneit Tpadurka, KOTopble AO/MKHbI ObITb COOTHECEHbI C AAHHBIM K/1acCoM;

Protocol — 3HayeHune nons Protocol B IPv4-nakeTe;

Source IP Address — 3HaueHue IP-agpeca oTnpaBmTenst NakeTa;

Source IP Mask — macka, ykasblBatoLLaa Ha 3HauMMOoCTb 6MTOB B IP-agpece, Ha OCHOBaHUM KOTOPbIX
KnaccuuumpyeTca naker,

Source IPv6 Prefix Len — pnnHa npedounkca IPv6-agpeca otnpaButens;

Destination IP Address — 3HaueHwue IP-agpeca nonyyarens nakera;

Destination IP Mask — macka, yka3biBatoLas Ha 3Ha4MmMocTb 6UToB B IP-agpece, Ha OCHOBaHWUN KOTOPbIX
KnaccuuumpyeTca Naker,

Destination IPv6 Prefix Len — pnnHa npedukca IPvé-agpeca nonyyarens;

Source Port — nopt otnpasutens (Layer 4);

Destination Port — nopT nonyuatens (Layer 4);

EtherType — 3HaueHue nons EtherType, yka3biBatoLero Tun NpoToKosia, UCnosib3yemMoro B NakeTe;
Class Of Service — 3HaueHue nons CoS, yka3bIBatoLEro Ha NPMOPUTET NakeTa Ha Layer 2 nakeTa;
Source MAC Address — 3HaueHne MAC-agpeca oTnpaBuTens Nakera;

Destination MAC Address — 3HauyeHne MAC-agpeca nosnyyarenst nakeTa;

VLAN ID — 3HauyeHune nonga VLAN B nakete;

IP DSCP - 3HaveHne nonsg DSCP B IP-3aronoBke nakera;

IP Precedence - 3Ha4yeHue nons Precedence B IP-3aronoske nakeTta;

IP TOS Bits — 3Ha4yeHue nonsa TOS B IP-3arosioBke naketa;

IP TOS Mask — macka, yka3blBatoLLasi Ha 3HauMMocTb 6MTOB B nose TOS, Ha OCHOBaHMM KOTOPbIX
KnaccmuumpyeTca naker,

IPv6 Flow Label — 3HaueHune nons Flow Label.

[ns ynaneHus knacca yctaHosute dpnar Hanpotus «Delete Class Map» 1 Haxxmute kHorky «Update».

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.11.3 MopgmeHto «Policy Map»

MoameHto «Policy Map» npefiHa3HavyeHo 471 HACTPONKM LWMPKHBI MONOCHI NPONYCKaHUa s
KnaccuuumMpoBaHHOro Mo obLLemMy Npu3Haky notoka Tpaduka, MapkmpoBaHusa npuopuTeTa AaHHOro kiacca
Tpadhmka Ha ypoBHe Layer 2 n Layer 3 (CoS, DSCP, Precedence), a Takxe A1si NPUHATHSA peLLeHnst 0 Npomnycke
[laHHOro Tpaduka nam o ero 6510KMpPoBKe.

B nogmeHto dpopmumpyetca npodunb «Policy Map», 4na koToporo nocnegoBatesibHO Ha3Ha4YatoTCs paHee
co3gaHHble kKnaccudgmkaropbl Tpadmka «Class Map». N kaxgoro knaccugukaropa ykasbliBatoTcsa onepauuu,
KOTOpble Heob6x04MMO NPOU3BECTM C AAaHHbLIM TUMNOM Tpadvka.
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Configure Client QoS DiffServ Policy Map Settings

Policy Map Configuration

Policy Map Mame {1 - 31 characters)

Add Policy Map

Policy Class Definition
Policy Map MNams ChattyDrop ¥

Clasz Map Mame netbios-ns-tcp v

Police Simple Committad Rate (1 - 1000000 kbps) Committed Burst (1 - 204300000 bytas)
Send

Drop

Mark Class Of Service (0-7)

Mark IR Dscp Select From List b

Mark IF Precedence (0-7)

Disassociate Class Map

netbios-ns-tcp, netbios-ns-udp,

Member Classes netbios-dgm-tcp, netbios-dgm-udp,
mONS, SSDP, wrrep A
Dielete Policy Map
Click "Update” to save the new sattings.
Update

Policy Map Configuration — B pa3zaene BbINoONHSETCA co3gaHne HoBoro npodguns Policy Map.
* Policy Map Name — nvs npoduns Policy Map.

[ns po6asneHnsa HOBOro npodunsa BBegute ums npoduns B nose «Police Map Name» 1 HaXMuTe Ha KHOMKY
«Add Policy Map».

Policy Class Definition — B pazzgene BbinonHAETCA HAcTpolika knaccnugunkaTtopos Tpadmka.

+ Policy Map Name — nvsi npogunns «Policy Map», B koTopom 6yaeT npor3BoAUTLCSA AasibHelLas
HacTpolika onepauuii 4ns Knaccugukatopos Tpadnka,;
+ Class Map Name — knaccudpmkatop Tpaduka, paHee co3gaHHbili B nogmeHto «Class Map».

Onepauunu, KoTopble HE06X0ANMO NPOU3BECTU C AaHHbIM TUMOM Tpadmka:

Police Simple — ynpowieHHasi HacTpoiika, NPy KOTOPOI 3a4al0TCs ABa NnapameTpa:
+ Committed Rate — rapaHTMpOBaHHasa CKOPOCTb nepegayv Ans AaHHOro Buga tpadonka,;
+ Committed Burst — orpaHn4eHvie cKaykoB Tpaduka.
+ Send - npw ycTaHOBNEHHOM chniare BCe NakeTbl COOTBETCTBYIOLLErO NOTOKa Tpadnka 6yayT nepesaHsbi,
ecnun kputepun Class Map BbINOMHAKOTCS;
* Drop — npn ycTaHOBNEHHOM chiare BCe NakeTbl COOTBETCTBYIOLLEro NoToKa Tpadiuka 6yayT OTOPOLLEHS,
ecnun kputepun Class Map BbINOHAKOTCS;
+ Mark Class Of Service — npun ycTaHOBNEHHOM dhiiare Bce NakeTbl COOTBETCTBYHOLLENO NOTOKa Tpadmka
OyayT MapknpoBaTbCs 3afaHHbIM 3HavyeHeM CoS. MNMapameTp npuHuMaeT 3HaveHue oT 0 go 7;
* Mark IP Dscp — npv ycTaHOBNEHHOM ¢hnare Bce nakeTbl COOTBETCTBYIOLLErO NOTOKa Tpadvka 6yayT
MapKMpoBaTtbCA 3a4aHHbIM 3HayeHnem IP-DSCP. 3HaueHne MOXHO BbIGpaThb U3 Crncka Unin ykasarb,
* Mark IP Precedence — npv ycTaHOBNIEHHOM ¢onare Bce nakeTbl COOTBETCTBYIOLLENO NOTOKa Tpadumka
6yayT MapkMpoBaTtbCs 3adaHHbIM 3HadeHneM IP Precedence. MapameTp npvHumaet 3HavyeHue ot 0 o 7;
* Disassociate Class Map — yctaHoBuTe dpniar n Haxxmmute kHonky «Update», 4Tobb! yaasiMTb NpUBSA3KY
paHHoro Class Map u Policy Map;
* Member Classes — cnucok Bcex Class Map, koTopble cBsi3aHbl ¢ BbibpaHHol Policy Map. Ecnu knacc He
CBSi3aH C NOINTUKOM, 3TO NoJsie NycToe;
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+ Delete Policy Map — yctaHoBUTe donar n Haxxmute KHonky «Update», uto6sbl yaanute Policy Map,
ykasaHHyto B Policy Map Name.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.11.4 MopmeHto «Client Configuration»

B noameHto «Client Configuration» MOXHO NpoCMOTPETL TEKyLLY KoHdMrypaumo QoS, AelicTBytoLLyto Ans
KOHKPETHOrO KNIMEeHTa, NOAK/TIOYEHHOrO K ToUkKe A0oCTyna.

QOS Configuration Status for associated clients

Staticn | 88:75:98:14:c3:1d ¥

Global QoS Mode up
Client Qos Mode Enabled
Bandwidth Limit Up 0
Bandwidth Limit Down |0

ACL Type Up MNone
ACL Name Up

ACL Type Down MNone
ACL Name Down

DiffServ Policy Down

+ Station — BbIOOpP K/IMEHTA, NOAKNHOYEHHOIO K TOUKE AOCTYNa;
+ Global QoS Mode — ncnonb3oBaHue Client QoS Ha Bceli Touke aocTyna rnobasbHo:
* Up — BK/IOYEHO;
* Down — BbIK/TOUYEHO.
+ Client QoS Mode - ncnonb3oBaHue Client QoS Ha BbiGpaHHo VAP:
» Enable — BK/OYEHO;
+ Disabled — BbIKNHO4EHO.
« Bandwidth Limit Up — orpaHnyeHune lWnpuHbl NOA0OChI Tpadmka OT Kaxaoro KNnMeHTa Ao TOUKM A0CTyna,

ouT/c;

« Bandwidth Limit Down — orpaHuMyeHne LWMPVHbI NOM10CkI Tpadmka OT TOYKU AOCTyNa K KaXXA0My K/IMEHTY,
ouT/c;

+ ACL Type Up — Tvn Tpauka oT K/iMeHTa K TouKe A40CTyna, A1 KOTOporo 6yayT NpuMeHATbLCS npasuia
ACL;

+ ACL Name Up — nms npocpunsa ACL, KOTOpbIii A0/MKEH ObITb NPUMEHEH K TpadiuKy, nayuemy oT KNneHTa
K TOYKe [OoCTyna;

+ ACL Type Down — Tun Tpadmka OT TOUKM JOCTyna K KNMeHTY, 419 KOTOporo 6yayT NpUMEHATLCA npasuia
ACL;

+ ACL Name Down — nms npocunsa ACL, KOTOpbIii A0/KEH ObITb NPUMEHEH K TpadinKy, nayLemy oT TOUKK
[0CTyNa K KNNEHTY;

« DiffServ Policy Up — umsi npocduns Policy, koTopblii 4O/MKEH 6bITb NPUMEHEH K TpadiuKy, naywiemy ot
KNMeHTa K Touke JoCTyna;

« DiffServ Policy Down — nms npocnns Policy, KOTOpbIi 4O/MKEH ObITb MPUMEHEH K TpadUKy, MAayLLeMY OT
TOYKWN JOCTyNa K K/TIMEHTY.
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4.12.1 Mopgmerto «Workgroup Bridge»

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

MoameHto «Workgroup Bridge» npegHasHaueHo Ans HACTPOIiKM YCTPOICTBA B peXxnme 6ecrnpoBOgHOro
K/IMeHTa C UCMNOo/b30BaHMEM OHOI0 U3 6eCNpPOBOAHbLIX MHTEPAIEiCoB.

& WGB He MOXeT 6bITb HACTPOEH, €C/IN Ha Touke HacTpoeH WDS min BK/IKOUEH pexum KnacTepa.

& [ns koppekTHoit paboTbl WGB Heobxoammo, UTobbl Ha Toukax AocTyna 6blsia ycTaHoB/IeHa

OAnHaKoBas BepCcua nporpamMmmHoro obecneyveHus.

Workgroup Bridge Mede Up ® Down

Radic 1Y

Upstream Interface

Downstream Interface

Status Up Down
WVLAN ID 1

S5ID Downstream 551D
Broadcast 5510 On ¥

Security None ¥
MAC Auth Type Dizabled ¥

Update Refresh

Modify AP Workgroup Bridge Settings

WVLAN ID 1

S5ID Upstream SSID -

Roam Threshold -75 (-99 - -1} dBm
Secunty MNone ¥

Connection Status Disconnected

Click "Update™ to save the new settings. Click "Refresh™ button to refresh the page.

« Workg roup Bridge Mode — Bk/oUYeHMEe/BbIK/TIOYEHME PEeXUMa KNneHTa Ha MHTepdeiice:

* Up - hyHKLMOHAN BK/OYEH;
+ Down - oyHKLMOHA/ BbIK/TOYEH.

* Radio — BbIGOp 6eCNPOBOAHOrO MHTEPQIECA, HAa KOTOPOM BK/OHAETCS pexnm knneHTta. Radio 1

paboTtaeT B gnanaloHe 5 'y, Radio 2 paboTtaeT B gnanas3oHe 2.4 I'Tu;

Upstream Interface — HacTpoiika nHTepdelica, KoTopblii ByAeT ABNATLCS 6ECNPOBOAHLIM K/IMEHTOM U

noaknryarbCa K CTOpOHHeVI TO4YKe AOoCTyna,

* VLAN ID - Homep VLAN, ncnonb3yemblili Ha To4ke A0CTyna;

+ SSID — »Msi TOUKM AOCTYNa, K KOTOPOi1 NPOVCXOANT NOAK/IOUEHUE;

* Roam T hreshold — MyHMMabHbIi YPOBEHb CUTHAMNA OT TOYKM A0CTYNa, NPU KOTOPOM NPOVUCXOANT

NnoAKNKYEHNE K TOYKE,

« Security — pexumM 6e30MacHOCTW, HACTPOEHHbI Ha VAP Touku A0CTYNa, K KOTOPOI1 NPOVUCXOANT

noaKnryeHne:
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+ None — He ucnonb3oBaTh WMGpPOBaHNE A/1A Nnepefaydn gaHHbIX. Touka OTKpbITa 41 AocTyna
JII0O0ro K/INEeHT];

« WPA Personal — pexum nogkto4eHnst K TOUKe A40CTyna C UCNo/b30BaHNEM MexaHn3Ma
6e3onacHocTn WPA-TKIP nnv WPA2-AES. INpwu BbIGOpe AaHHOTO pexuMa 4715 peakTMpoBaHusA
OyayT AOCTYMHbI CneayrLme HacTPONKu:

Security WPA Personal v | &
WPA Versions: wpA-TKIP (¥ wpA2-AES
MFP Not Required v
Key: | |

WPA Versions — Bepcusi ncnonb3yemoro npotokona 6esonacHoctn (WPA-TKIP nunn WPA2-AES);
MFP — HacTpolika pexunma 3alnTbl KAMEHTCKUX (PPENMOB:

* Not Required — He ncnonb30BaTh 3aLMTY;

+ Capable — ncnonb3oBarb 3awmTy NPy HAIMYUU BO3MOXHOCTMK;

* Required — ncnonb3oBaTb 3aWMTy 0683aTeNlbHO, BCE KNMEHTbI A0/MKHbI nogaepxusatbe CCX5;
Key — knto4y/naposnb, He06X0AMMBIN A1 aBTOpMU3aLMm Ha TOUKe A0oCTyna.

WPA Enterprise — pexum NOAK/IOYEHNSA K TOUKe AOCTYNa C UCMNOoMb30BaHWEM aBTopu3aunm u
ayTeHTMdmkaumm Ha BblwecTtosiwem RADIUS-cepBepe. NMpu BbibOpe AaHHOIo pexumMa ans
pefakTupoBaHusa 6yayT AOCTYMNHbI CleayoLwme HaCTPOMKK:

Security WPA Enterprise v | &)
WPA Versions: WPA-TKIP ¥ WPAZ-AES
MFP Not Required v
EAP Method * peap tls

Username | |

Password | |

WPA Versions — Bepcusa ucnonb3yemoro npoTtokona 6esonacHoctn: WPA-TKIP, WPA2-AES;
MFP — HacTpoiika pexvmMa 3awmnTbl KNIMEHTCKUX (DPeriMOB:

* Not Required — He ncNonb30BaTh 3aLMUTY;

+ Capable — ncnonb3oBarb 3awmTy NPy HAIMYUU BO3MOXHOCTHK;

* Required — ncnonb3oBaTtb 3aWMTy 0683aTeNlbHO, BCE KNIMEHTbI AO/MKHbI nogaepxusaTtb CCXS;
EAP Method — BbI6op npoTokona ayteHTudunkaumm (peap nnu tls);
Username — nms nosnb3oBaTens, ucnosb3yemoe npu astopusauumn Ha RADIUS-cepBsepe;
Password — naponb nonb3oBartesns, UCnosib3yemsblii Npyn asTopusauun Ha RADIUS-cepBepe;
Connection Status — cTaTyc NOAK/OYEHUSA K TOUKe AOoCTyna.

Downstream Interface - HacTpoiika nHTepdelica, BbICTynatLLEero B KaUecTBe TOUYKM AOCTyna.

Status — Bk/lOYeHUe/BbIKIOYEHNEe downstream-uHTepdeiica:
* Up — nHTepdheinc BKIOYEH,;
+ Down — uHTepenc BbIK/OYEH.
VLAN ID - Homep VLAN, B KOTOpOM OyAeT nepefaBarbCsa CETEBOW TpadvK A5 AaHHOW TOUKN AOCTYNa;
SSID — nms 6ecnpoBOAHOI ceTw;
Broadcast SSID — BK/1OUNTL/BbIK/IOYNTL BellaHne 6ecnpoBOfHON CETU:
+ On — BellaHne BK/THOYEHO;
+ Off — BewaHne BbIK/TIOUYEHO.
Security — pexum 6e30nacHOCTM co3gaBaeMoli 6ecnpoBOAHON CETU:
* None - He ncnonb3oBaTh WMpoBaHMe 418 nepefaydn AaHHbIX. Touka OTKpbITa 41a gocrtyna
No60ro KNneHTa,;
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* WPA Personal — pexum NoaxItoYeHns K ToUke AOCTyna ¢ UCNo/Ib30BaHMEM MexaHu3ma
6e3onacHocTn WPA nnn WPA2. Mpun BbiGOpe faHHOTo pexnma K pefakTvpoBaHuIo AOCTYIMHbI
cnegytouime nyHKTbI:

Security WPA Personal v | =)

WPA Versions: WPA-TKIP (M weaz-AES
Key: | |

Broadcast Key Refresh Rate | o] | (Range:0-86400)

MFP ¥ Not Required Capable Required

MAC Auth Type Disabled v

+ WPA Versions — Bepcusi ucnosibayemoro npoTtokona 6esonacHoctv (WPA-TKIP nnn WPA2-AES);
Ecnwn Bbi6paH WPA-TKIP, To Ans HacTpoikn 6yayT AOCTYNHbI NOMSA:

* Key — knto4/naposb, He06Xo04UMbINV A1 aBTOpU3aLMmn Ha ToUuke AoCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMOBOro K/tova. MapameTtp
npuHuMaet 3HadeHmns ot 0 go 86400.

Ecnu BbibpaH WPA2-AES, To Ans HacTpoiikmn 6yayT AOCTYNHbI NOAS:

+ Key — knto4/naponb, Heo6XoAUMbIA AN aBTOpM3auun Ha ToUke JOCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMOBOro K/itoya. MapameTtp
npuHuMaet 3HaveHmns ot 0 go 86400.
* MFP — HacTpolika pexunma 3awmTbl KITMEHTCKNX hpeiiMoB:
* Not Required — He NCNOMb30BaTb 3aALMTY;
+ Capable — ncnonb3oBarb 3awmTy NPy HAIMUYUU BO3MOXHOCTMK;
* Required — ncnonb30Barh 3almTy 06513aTe/IbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXNBATb
CCXA5.

MAC Auth Type — pexum ayTeHTUmKaumm nonb3osarenei ¢ yuetom nx MAC-agpeca:

+ Disabled — He ncnonb3oBatb ayTeHTU(UKaLMIO nonb3osareneli no MAC-agpecy;

* RADIUS - ncnonb3oBaTb ayTeHTuhmkauunio nonb3oBartenein no MAC-agpecy ¢ nomoulbto RADIUS-
cepsepa;

+ Local — ncnonb3oBatb ayTeHTUMKauuo nonb3osareneii no MAC-agpecy ¢ NOMOLLHO JTIOKa/TbHOIo
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM TOUKe AoCTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
[na o6HOBNEHNs HOPMALIMKN HA CTPaHULE HaXKMUTe KHOMKY «Refresh».
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4.12.2 NMopmento «Workgroup Bridge Transmit/Receive»

B nogmeHto «Workgroup Bridge Transmit/Receive» npefcraBsneHa cratuctuka no nepegaHHomy/npuHATOMY
Tpadmky Ha uHTepgeicax, cqoopmmupoBaHHbix B pexume Work Group Bridge.

Click "Refresh” button to refresh the page.
Refresh

Interface Status

wlanOdwstrm up

View transmit and receive statistics for this access point

VLANID Name (SSID)

wlanOupstrm Associated to AP a8:f9:4b:b7:8b:c0 1 Test_AP

1 Test_Clients

Transmit
Interface Total packets
wlanOupstrm 275

wlanOdwstrm 0

Total bytes
323895
"]

Receive
Interface Total packets

wianoupstrm 351

wlanOdwstrm 0

Total bytes
36370
1]

[ns 06HOBNEHNA MH(DOPMALMK Ha CTpaHULE HaxkMuTe KHOMKy «Refreshy.

* Interface — nms nHTepdeiica;
+ Status — cTtaTyc paboTbl MHTEPIECA;

* VLAN ID — Homep VLAN, HazHa4yeHHOro Ha nHTepgelic;

+ Name (SSID) — nmsi 6ecnpoBOAHOI CETU, CKOHPUTYPUPOBAHHOW ANst HTepdelica.
B pasgene «Transmit» BbINOHAETCA MPOCMOTP CTATUCTUKM NO NepegaHHOMY Tpaduky.

B pasgene «Receive» BbINOMHAETCA NPOCMOTP CTATUCTUKM MO NPUHSATOMY Tpadnky.

* Interface — nms nHTepdeiica;

+ Total packets — o6LLee KONNMYeCcTBO NepesaHHbIX/NPUHATBIX NaKeToB.;
+ Total bytes — obLyee KONNYECTBO NepefaHHbIX/MPUHATLIX GanT.
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5 YnpaBneHune yCTPOMCTBOM C NMOMOLLIbIO KOMaHAHON CTPOKK

B gaHHOM pasgene onucaHbl pas/iyHble crocobbl NOAKIYEHNS K MHTepdielicy komaHaHol cTpoku (CLI)
TOYKM AOCTYNa, a TakKe OCHOBHbIE KOMaH/bl yNpaB/ieHns yCTpoicTBoM nocpeactsom CLI.

15 NoAKYeHUs K TOUKe AOCTYNa UCMob3yeTcst TPy cnocoba:

+ Serial port: nocnegosarenbHbIin nopT uan COM-nopT;
+ Telnet, He6e3onacHoe NOAK/OYEHNE,;
+ SSH, 6e3onacHoe nogknoveHue.

5.1 NopakntoyeHune k CLI yepesz COM-nopt

[ns ncnonb30BaHUA 3TOrO TuNa NOAKIH0YEHUSA NePCOHa/TbHbIA KOMMNbIOTEP MO0 A0/MKEH UMETL BCTPOEHHbI
COM-nopt, NM60 [0/MKEH KOMMIeKToBaTbCs Kabenem-nepexogHmkom USB-to-COM. Ha komnbloTepe Takxe
[O/MKHAa 6bITb YCTAHOB/IEHA TEPMUHa/IbHAA Nporpamma, Hanpumep, Hyperterminal, PuTTY, SecureCRT.

Touka goctyna (nopt «Console») HaNpPsIMy0 COEANHSAETCSI C KOMMNBKTEPOM C NMOMOLLbH0 KOHCOIBHOTO Kabensi.
[nsa poctyna K KOMaHAol KOHCOMM YCTPOCTBA UCMOMb3YeTCs TEpMUHa/IbHAsA Nporpamma.

[na noakntoueHus K Touke goctyna yepe3 COM-nopt Bam noHaao06muTcst KOHCOMbHbIV kabenb RJ45-DB9 (He
BXOAWT B KOMMNJ/IEKT NOCTaBKN YCTPOICTBA).

Pacnaiika KOHcosibHOro kabena RJ45-DB9

Serial Port (RJ-45 Connector) Pin Adapter (DB-9) Pin
3 (TXD) 2 (RXD)

4 (Signaling Ground) 5 (Signaling Ground)
5 (Signaling Ground) 5 (Signaling Ground)
6 (RXD) 3 (TXD)

MpuMep NCNOMHEeHVs NPUBEEH Ha CNeAyoLLEM PUCYHKE:

|

1
123456TH

R.J-45 DB-9

LWar 1. Mpwn nomowwm koHconbHoro kabens coegnHute nopt CONSOLE Toukn goctyna ¢ COM-noptom
KomnbloTepa. [nsa paboTbl KOHCONLHOIO Kabensa moryT noTpeboBaTbCs ApaiBepa B 3aBUCUMOCTM OT
onepawuMoHHON CUCTEMbI KOMMbOTEPA.

LLar 2. 3anyctuTte TepMUHa/IbHYIO NPOrpaMMy 1 co3gaiite HOBOe NoAK/IYeHre. B Bbinagatowem cnucke
«MopkntouaTbes uepes» BblibepuTe HyxHbIi COM-nopT. COM-nopT (HoMep nopTa) onpegensiercs
AncneTyepom ycTpoiicTs, Hanpumep, COM4. 3apalite napameTpbl nopTa coriacHo Tabnvue 6. Haxmute
kHonky OK.

Tabnuua 6 — MapameTtpsl COM-nopTa

MapameTpsbl 3HaueHue

CkopocTb COM-nopTa (Baud rate) 115200

BuTtbl aaHHbIX (Data bits) 8
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MapameTpsbl 3HaueHue
YeTHocTb (Parity) HeT
CronoBsble 6UTbI (Stop bits) 1
YnpasneHue notokom (Flow control) OTCYTCTBYET

LWar 3. Haxmute kHonky «CoepuHeHune». Nponsseante Bxog B CLI ycTpoiicTsa.
[aHHble ona Bxoga no yMonvaHuio:

+ User name: admin
+ Password: password

Mocne ycneliHoli aBTopusaummn Ha aKkpaHe 6yaeT oTobpaxartbea (MMsi mouku docmyna)#,
Hanpumep, WEP-2ac# wnu Eltex WLAN AP# — 3TO 03Ha4yaeT, YTO BK/IHOYEH PEXMM KOHPUIYprpoBaHuUs
HaCTpOeK TOYKM JocTyna.

© Mo ymonuanuio ckopocts COM-nopTta Touku goctyna pasHa 115200 6ut/c. C nomouysio WEB-
nHTepdeiica B pasaene «Serial Settings» Bknagku «Status» MOXHO U3MEHUTb CKOPOCTb Ha 9600,
19200, 38400 1 57600 6uT/C.
B nHTepdelice CLI gns nameHeHnsi CKOPOCTU MCNONb3yeTcs KomaHaa: set serial baud-rate <RATE>
(Hanpumep, set serial baud-rate 115200). NMocne NPUMEHEHUS1 AAHHOIN KOMaH/bl , HE06X0AMMO
N3MEHUTb CKOPOCTb B HACTPOIKaX NOAKMOYEHMSA TEPMUHA/ILHON NporpaMmbl Bawero MK.

5.2 TMopkntoveHne no npotokony Telnet

MopgxntoveHne no npotokony Telnet ABNseTcs 60n1ee yHMBEpPCasibHbIM MO CPABHEHMIO C NOAK/IIOYEHNEM Yepes
COM-nopt. HepocTaTtok Takoro NoAK/AYeHUs, Mo cpaBHEHUIO ¢ nogknoveHrem yepes COM-nopT, 3aknovaeTcs
B OTCYTCTBUM COOOLLEHNI NHMLManM3aummn Todkm goctyna. MogknoveHune K CLI MOXHO BbINOTHUTL Kak
HenocpeACcTBEHHO B MECTE YCTaHOBKM YCTPOWCTBA, Tak 1 C yaaneHHoro paboyero mecta yepes IP-ceTb.

[nsa nogknioveHns K To4Ke AoCTyna NepcoHaslbHbI KOMMNbIOTEP AO/MHKEH UMETL CETEBYHO KapTy.
[lononHnTtensHo noTpebyeTcs ceTeBoit kabenb (Patching Cord RJ-45) Heo6xoAyMoii AnvHbI (He BXOAUT B

KOMM/IEKT NOCTaBKWN YCTPOICTBA).
[ns nogknioveHns no Telnet MOXHO MCNosb30BaTh Takue nporpammsl, kak PuTTY, HyperTerminal, SecureCRT.

LLar 1. MoakntounTe ceTeBoii kabenb oT PoE-nopta nHxektopa K Ethernet-nopty Toukn goctyna (ans WEP-2ac
ato nopt GE (PoE)), a ceTeBoii kabenb oT Data-nopta MHXeEKTOpa - K CETEBOI KapTe KOMMbOTEpPA.

LWar 2. 3anyctute, Hanpumep, nporpammy PuTTY. YkaxuTte IP-agpec y3na goctyna. Ha pucyHke 10 B kauecTse
npumMepa ykasaH 192.168.10.10.

+ IP-agpec Toukn goctyna, no ymosdaHuo yctaHoeneH — 192.168.1.10;
* MopT, no ymonyaHuio — 23;
* Tun coegmHenns — Telnet.

HaxmuTte kHonky «CoegUHUTbLCS».
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B Hacrpoiikn PuTTY @

Pasnens:

= CeaHc CcHOBHBEIE HACTpORKK ceadca PuTTY
- XypHan

- KomMMeEHTapHiR " P n
). Tepmuran mMA xocTa unv |P-anpec) opT

A 192.168.10.10] 23

- ¥BegoMNeHA Tun coegMHEHMA:

- DcofieHHocTi @ Telmet (1 55H ") Raw "1 Rlogin () Serial 1 Cygterm
= OrHo

- BHEWHWA BUL
=

+- MNoeeneHme
- Kompoeka

- BrigeneHue P
- UseToBan cxema
- [MNepCCEInmM YoanT
- ZHEUKN
- CoemMHEHME Hoeana nanka
~ [aHHEIE
- [poKcK
- Telnet
F:]Dgil'l
+- 55H

- Sergl
C‘_."gtEITI'I

YicaxumTe dapec, K KOTOpOMY XO0THTE NOOKNHOHYATECA

1fl"rl'll:lEIEiJ'IE,‘HI-"IE CEegHCaMK

Default Settings SarpysuTs

aHITE (d)

Jil

JaKpbIEaTE OKHO MPK BbOOE:
"' Beerna ! Hukorpa @ Toneko BRY4YHYID

O MNporpamme I [ CoeaMHMTECA H B HoBomM oKHE H CmaeHa

PucyHok 10 — Telnet-nogkntoueHne B nporpamme PuTTY

LWar 3. Npownssegute Bxog B CLI ycTpolicTa.
[aHHble ona Bxoga no yMon4yaHuio:

* login: admin
+ password: password

Mocne ycneliHoli aBTopusalummn Ha aKpaHe byaeT oTobpaxatbes (MMsi moyku docmyrna)#, Hanpumep,
WEP-2ac# wnu Eltex WLAN AP# — 3T0 03Ha4aeT, YTO BK/IKOUEH PEXMM KOHMUIypmMpoBaHMs HACTPOEK TOUKM
gocTtyna.

5.3 MopgkntoveHme no npokony Secure Shell

MogakntoyeHne no npotokony Secure Shell (SSH) cxoxe No yHKUMOHAIbHOCTU C NOAKOUYEHNEM MO NPOTOKONY
Telnet. B ot/imume ot Telnet, Secure Shell wndpyeT Becb Tpaduk, BkIovas naponun. Takum o6pasom
obecneunBaeTcs BO3MOXHOCTb 6€30MacHOro yaasieHHOro NoAKNIYeHUs No Nyo6/myHbIM IP-ceTam.

[ns nogknioyeHns K y3ny AocTyna nepcoHasibHbIA KOMMNbIOTEP AO/HKEH UMEThL CETEBYHO KapTy. Ha koMnbloTepe
[OMKHa 6bITb YCTaHOB/IeHa nporpamma SSH-knuneHT, Hanpumep, PUTTY, HyperTerminal, SecureCRT.
JlononHutensHo notpebyetcsi ceTeBoii kabenb (Patch Cord RJ-45) Heo6xoavMoli a/ivHbl (He BXOAUT B
KOMM/IEKT NOCTaBKWN YCTPOICTBA).

LWar 1. NMogkntounte ceTeBoli kabenb oT PoE-nopTta nHxekTopa k Ethernet-nopty Toukn goctyna (ans WEP-2ac
ato nopT GE (PoE)), a ceTeBoi1 kabenb oT Data-nopTa MHXEKTOPA - K CETEBOI KapTe KOMMbOTEpPA.
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LWar 2. 3anyctute, Hanpumep, nporpammy PUuTTY. YkaxuTe IP-agpec y3na goctyna. Ha pucyHke 11 B kauecTBe
npumepa ykasaH 192.168.10.10.

+ IP-agpec Toukn goctyna, no ymosidaHumio yctaHoeneH — 192.168.1.10;
+ MMopT, No ymonyaHuio — 22;
* Tun coegnHeHns — SSH.

Haxmute kHonkKy «COeAUHUTLCA».

B Hactpoiikm PuTTY @

Pasnensr:

[=)- CeaHc OcHoBHBIE HACTpoMK ceanca PuT 1Y
- XypHan

- KorareHTapit
& Tepvuran Mrar xocTa (umn |P-agpec) Mopt

- Knanamypa 192.168.10.10) 2

- ¥YBEEenoMneHuA Twun coeguHEHWA:

- DcoBeHHoCT ) Telnet i@ 55H ) Raw "' Rlogin - ) Serial 1 Cygterm

=)~ OieHo

- BHewHwh Bng

. don

- MoeegeHme

- Kompoeka

- Belpenerwe Coxpaums (d)

- UpeToan cxema

- [MnNepccoInKa YnanmTe

- ZHEUKM

- CoemmHeHWE Hoean nanka

- [aHHbIe

- [Mporci

- Telnet
- Rlogin

- 55H

- Seral

YicakuTe anpec, K KOTOPOMY XOTMTE NOAKNKNYWTECA

yI'IFIEEﬂEHHE-' CEaHCaMM

Default Settings SarpysuTe

il

JaKpLIBATE OKHO NPU B0 0!
- Cygtem ~) Beerna “) Hucorga @ Tonsko BpYYHYIO

[ O lNporparme ] [ CoeaMHTECA ][ B HoBom okHe H CmaeHa

PucyHok 11 — 3anyck SSH-knneHTa
LWar 3. Npounssegute Bxog B CLI Toukn goctyna.
[aHHble onsa BxoAa no yMoa4aHuio:

* login: admin
+ password: password

Mocne ycnewHoli aBTopusalummn Ha aKpaHe byaeT oTobpaxkatbes (MMsi moyku docmyna)#, Hanpumep,
WEP-2ac# unu Eltex WLAN AP# — 3T0O 03Ha4aeT, YTO BK/IOUEH PEXNM KOH(IUITYPUPOBAHNS HACTPOEK TOUKMN
goctyna.

5.4 Hauvano pa6otbl B CLI Toukn goctyna

CLI sBnsieTcs gononHutesnsHbiM K WEB-KOHbMrypatopy cnoco6om B3aMmoAeincTeus cneymanmcra ¢
yCTpOCTBOM. B aTOM pasgene paccmarpusatotcs obLume npasmna pabotsi B CLI
KoHdmrypaums Touku goctyna npeactasrieHa Habopom Knaccos (NMpoao/KeHe KOMaHbl) U 0GbEKTOB
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(Hayano KomaHabl).

KOHCO/b TOUKMK AOCTyna npeaoctaBndAeT AOCTYyN K MCNOJ/Ib30BAHNK TakKnNX 00BbEKTOB:

. get
. set
+ add
* remove

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

© Npu ncnonbsoBaHny koMaHg, set, add 1 remove U3MEHAETCA TeKyLLas KOHGMIypaLwys TOUKM AOCTyna, a

He 3arpy3oyHast. [l/1 CoXpaHeHusl TeKyLLEel KOH(UIypaLmmn B 3arpy304HyH0 HY>XXHO 1CNOMb30BaThb

KOMaHzy save-running.

5.4.1 TMpasuna Nosb30BaHNSA KOMaHAHOW CTPOKOIA

NS ynpoLyeHns Ncnonb3oBaHNsa KOMaHAHOM CTPOKM MHTepdielic NnoaaepXuBaeT yHKLMI0 aBTOMAaTUYECKOro
[LOMOSTHEHNSA KOMaHA,. ITa (PYHKLMS aKTUBU3UPYETCSA NPU HEMOSTHO HABPaHHOW KOMaHAE W HaXKaTuu KNaBuLLn

<Tab>.

Apyras doyHKUMS, NoMoratoLLas nNo/ib30BaTbCsi KOMaHAHOW CTPOKO — KOHTEKCTHasi noAckaska. Ha nro6om
aTane BBOAA KOMaH/bl MOXHO MOy4YnTb NOACKA3Ky O CNeAyoLMX 3/ieMeHTax KoMaHbl nyTeM ABONHOro

HaxkaTus Knasuwin <Tab>.

[ns yno6cTBa UCNo/1b30BaHNsA KOMaHAHOM CTPOKM peasin3oBaHa Nnoafepxka ropsumnx knaeui. Cnmncok

ropsiunx KnaBuvLL NPeAcTaB/eH B Tabnuue 7.

Tabnuua 7 — OnucaHve ropsymx Knasuw koMaHgHom ctpokm CLI

CoueTtaHue KnaBuLl

CTRL+a
CTRL+e
CTRL+b
CTRL+f
CTRL+c
CTRL+h
CTRL+w
CTRL+k
CTRL+u
CTRL+p
CTRL+n
CTRL+d

OeiictBue B CLI

MepemeLleHne Kypcopa B Ha4asio CTPOKY
MepemeLleHne Kypcopa B KOHEL, CTPOKM
MNepewmeLleHne Kypcopa B/ieBO
MepeMeLlleHne Kypcopa Bnpaso
MpepbIBaeT BbINO/IHEHNE KOMaHAbI
YpansieT oauH cumBon creBa (backspace)
Ypansiet c/oBo cnieBa oT Kypcopa
Ypansiet Bce nocne Kypcopa

Ypanset Bce nepepg Kypcopom
MokasbiBaeT NpeablayLLyto KOMaHay
MokasbiBAET CreAyoLLy0 KOMaHAay

Bbixog 13 CLI (exit)

5.4.2 YcnoBHble 0603Ha4YeHns MHTepdelicos

B gaHHOM pasgene onucaHo MMeHOoBaHne UHTEPMEICOB, NCMOb3yeMOe NPU KOHUIYPUPOBaHMM YCTPONCTBA.

[ns nonyuyeHusi onncaHus B CLI MoxHO BbINoNIHUTL komaHay get interface all description. Jn1s nonyyeHus

60nee nogpo6HoN MHdhopmauumn 060 Bcex nHTepdpeicax ncnonbayiite komaHay get interface all. B Tabnuvue 8
npuBeAeHO onncaHne NHTepdeiicoB.
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Tabnuua 8 — O603HaueHns nHTepdeicos

NHTepdpeiic OnucaHune

brtrunk Bridge - Trunk

brtrunk-user Bridge - Trunk

eth0 Ethernet

lo Loopback

isatap0 ISATAP Tunnel

wlan0 Wireless - Virtual Access Point 0

wlan1 Wireless - Virtual Access Point 0 - Radio 2
wlanOvapX Wireless - Virtual Access Point X
wlan1vapX Wireless - Virtual Access Point X - Radio 2
wlanObssvapX Virtual Access Point X

wlan1bssvapX Virtual Access Point X - Radio 2
wlanOwdsX Wireless Distribution System - Link X

5.4.3 CoxpaHeHune N3MeHeHu B KoHdurypaumum
B cucteme cyuiectByeT HECKO/IbKO 3K3EMM/ISIPOB KOHpUrypaumii:

- 3agodckasi KoHghuzypayusi. KoHdmrypaums BKIOUaeT HACTPOMKM N0 YMOMYaHu0. BepHYTbCS K 3aBO/ICKOIA
KOHpUrypawLmm MoxHo koMaHaoii factory-reset unm npm noMoLm doyHKLUMOHAbHO KHOMKK «F» Ha Kopnyce
ycTpoiicTBa. [N 3TOro yaepxmBaiite KHOMKY «F» , Noka He HauHeT MuraTb UHAMKaTop «Power;

- 3azpy304Hasi KOHpuaypayusi. B 3arpy30uHoii KOHGUrypaLmum XpaHsTcs HaCcTPOViKK, KoTopble 6yayT
CMNoMb30BaHbl NPU CreaytolLeli 3arpy3ke ToUkM AocTyna (Hanpyumep, nocse nepesarpyskiu). Ans coxpaHeHus
M3MEHEeHMWIA, BbINO/THEHHbIX B CLI, B 3arpy304Hyto KOHUrypaLmio Heo6XoAMMO BbINOMHUTL KOMaHy save-
running unu set config startup running — TekyLlasa KoHdUrypauus 6yeT cKonvpoBaHa B 3arpy304HyHo;

- Tekywasi KoHghuypayusi. KoHUrypaums Toukv A0CTyna, KoTopast NPUMEHEHA Ha [laHHbIi MOMEHT. Mpw
“cnonb3oBaHUK kKomaHz get, set, add, remove nponcxoanT NPOCMOTP U U3MEHEHWE 3HAYEHWIA TOMBKO TeKylLlei
KOHpurypaumun. Ecnv AaHHble U3MEHEHMSI He COXPaHEeHbI, TO Noc/ie nepesarpy3ki TOUKU A0CTyna OHn 6yayT
NoTEPSHbI.

5.5 OnucaHve Komanp, CLI

5.5.1 KomaHpga get

KomaHga get no3Bo/sieT NpocMaTprBaTh YCTAHOB/IEHHbIE 3HAYEHWS Nosieil B knaccax. Knaccbl pasgensiorcs
Ha knaccbl 6e3 umeHun (unnamed-class) n ¢ umeHem (named-class).

CuHTakcuc

get unnamed-class <3BHAYEHWE> |detail
get named-class [<NOAKNACC> |all| [<BHAYEHWE > ... | ums | detail]]
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Mpumep

1. Mpumep ncnonb3oBaHMA KOMaHabl «get» B knacce 6e3 MMeHU ¢ OA4HUM HAbOPOM 3HAYEHWIA:
get log
Touka gocTyna MMeeT To/IbKO 0AMH Habop napameTpoB A4/15 log-thaiinos, AaHHast KOMaH4a BbIBOANUT
nHdopmMaumio o napameTpax log-cpaiinos.
2. Mpumep 1cnonb30BaHNSA KOMaHAb! «get» B kriacce 6€3 UMEeHN C MHOXECTBOM 3HAYEHWIA:

get log-entry

B chaiine xpaHuTcsi nocnefoBaTe/IbHOCTb /10r0B 6e3 pa3bueHns Ha dhalinbl, KoMaHaa BbIBOAWT BCHO
rnocnefoBaTeNIbHOCTb [aHHbIX, KoTopas HaxoauTtcs B log-chaiine.

3. Mpumep ncnonb3oBaHUA KOMaHAb! «get» B Kflacce ¢ UMEHEM C MHOXECTBOM 3HAYEHWIA:

get bss wlan1bssvap3

CyuwiectByeT Habop 3Ha4eHui knacca bss, koTopble HabupaloTca B AaHHON KoMaHae. JaHHas komaHaa
BbIBOAWT MH(popMaumio 0 Habope 6a30BbIX ycnyr, HasbiBaemMoM wlan1bssvap3.

4. MprMep 1UCnosb30BaHNsA KOMaHbl «get» B knacce ¢ UMeHeM /151 MOJTyUYeHUs BCEX 3HAYEHMWIA:

get interface all mac
get interface all
get radio all detail
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5.5.2 KomaHpga set
KomaHga s et yctaHaBnvMBaeT 3Ha4YeHUS Noeit B Kaccax.

CuHTakcuc

set unnamed-class [<MOAKNACC> <3HAUYEHWE> ...] <3HAYEHWE> ...
set named-class <MMOAK/IACC> | all |[<NOAKNACC> <3BHAYEHUE> ...] <BHAUEHVE> ...

Mpumep

Mpumep HacTpolikn SSID, napameTpoB Radio-nHTepdheiica n yctaHOBKM cTatuyeckoro IP-agpeca:

set interface wlan0 ssid "Eltex"

set vap vap2 with radio wlan0 to vlan-id 123
set radio all beacon-interval 200

set tx-queue wlan0 with queue data0 to aifs 3
set management static-ip 192.168.10.10

set management static-mask 255.255.255.0
set management dhcp-status down

5.5.3 KomaHgb! add

KomaHaa add no6aBnsieT HOBbI NoAKnacc Uav rpynny noaknaccoB, CoAepXallnx onpeaeneHHbIin Habop
3HAYEHUI, 418 YNPOLLEHUS KOHGUTypauumn 06opyaoBaHms.

CuHTakcuc

add unique-named-class <[MOAKNACC> [<3BHAYEHUE> .. ]
add group-named-class <[MOAKNACC> [<3BHAYEHUE> .. ]
add anonymous-named-class <[MOAKNACC> [<3BHAYEHUE> .. ]

Mpumep

Mpumep HacTpoiikn 6a30BOI KaHa/IbHOW CKOpPOCTK Ha Radio-nHTepdelice:

add basic-rate wlan1 rate 1

5.5.4 KomaHpa remove
KomaHga remove yaanseT co3gaHHble NoAKIacchbl.

CuHTakcuc

add unnamed-class [<3HAYEHVE> ...]
add named-class <[MOAKNACC> | all [<BHAUEHUME> ...]
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Mpumep yaaneHus HacTpoliku 6a30BoV KaHaslbHOM ckopocTu Ha Radio-nHtepdeiice:

remove basic-rate wlan1 rate 1

5.5.5 [JdonosnHutenbHble KOMaHAbl

NHTepdpeiic KOMaHAHOI CTPOKM TOUKM JOCTyNa Takke BK/OYaeT creaytoLe kKoMaHapl, Tabnuua 9.

Ta6nuua 9 — [lonofHUTENbHbIE KOMaHAbI

KomaHpga
config

copy

delete
dot1x-cert
factory-reset
firmware-switch
firmware-upgrade
packet-capture
reboot
save-running
show

wgbridge-cert

OonucaHue

3arpy3ska/Bbirpyska KoHurypauum Touku goctyna
3arpy3ka/Bbirpyska/CoxpaHeHne KOH(Urypawmm ToUku goctyna
YaaneHue dpannos KOHUrypaumm

Boirpyska DOT1X-cepTudprkaTa nogko4eHNsA K TOUKe A0oCTyna
MprMeHeHWEe 3aBOACKON KOHGUIypaLmmn 1 nepesarpyska
CwmeHa obpasa MNO: Tekywein Bepcumn NO Ha anbTepHaTUBHYHO
O6HOB/EHNE NPOLLUNBKN

dopmmpoBaHMe 1 Bbirpy3ka gamna Tpadmka c nHtepdelica
Mepesarpyska To4ku gocTyna

CoxpaHeHune TeKyLLel KoHhurypaumm B 3arpy304Hyto
OT06paxkeHne cnmcka oaiinioB KoHurypauum

Bbirpyska WGB-cepTudmkaTa nogktoueHms K Touke goctyna
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5.6 HacTtpoiika Toukn goctyna yepes CLI

B gaHHOM pasgene npusefeH npyMep HacTpoiky Toukn goctyna WEP-2ac ¢ ncnonb3oBaHnem nHtepdelica
KOMaHAHOW CTPOKMN.

Mocne noaknYeHns K Touke gocTyna (onvcaHue NpUBEAEHO B pasgene YrpasieHne yCTpoiicTBOM ¢
MOMOLLbH KOMaH/HO CTPOKM) He06X0AMMO HAaCTPOUTbL CETEBbIE NapaMeTpPbl, €C/IN OHW He GblN HACTPOEHI
paHee.

5.6.1 HacTpoiika ceTeBbIXx NnapaMeTpoB

HacTtpoiika cTaTuuecKkux ceTeBbIX NapaMeTPoB TOUKM AOCTYyNa

WEP-2ac# set management dhcp-status down (down - BbIKNOUMTb NOSTyYEHME CETEBLIX NApPaMeTPOB Mo
DHCP, ncnonb3oBaTb ceTeBble NapaMmeTpbl HACTPOEHHbIE CTATUYECKN. UpP - BK/THOUUTL NOSTyYEHNE CETEBLIX
napameTpoB no DHCP)

WEP-2ac# set management static-ip 192.168.1.15 (rae 192.168.1.15 - ctatuueckuii IP-agpec
yCTpoiicTBa)

WEP-2ac# set management static-mask 255.255.255.0 (rae 255.255.255.0 - macka noacetm)
WEP-2ac# set static-ip-route gateway 192.168.1.1 (rae 192.168.1.1 - IP-agpec wn03a no ymMmonyaHuto)

HacTtpoiika VLAN ans ynpaBfieHUsi TO4Koii goctyna

WEP-2ac# set management vlan-id 1510 (rae 1510 - Homep VLAN ans ynpaBneHusi TOUKOW gocTyna)

HacTtpoliika cTaTuyeckux ip-agpecos DNS

WEP-2ac# set host dns-via-dhcp down (down - ncnons3oBatb DNS-cepBepa ycTaHOB/IEHHbIE CTAaTUYECKM.
up - ucnosnb3oBatb DNS-cepBepa, nonyyeHHble no DHCP)

WEP-2ac# set host static-dns-1 8.8.8.8 (rae 8.8.8.8 - IP-agpec DNS-cepepa 1)
WEP-2ac# set host static-dns-2 192.168.1.253 (rae 192.168.1.253 - IP-agpec DNS-cepBepa 2)
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5.6.2 HacTtpolika 6ecnpoBogHbIX NHTepPeicoB

Ha paguonHTepdelicax no ymonyaHuio CMNosib3yeTcs aBToMmaTuyecknii BbiIbop paboyvero kaHana, o/1s 1oro
4TOObl YCTAHOBUTb KaHas1 BPYUHYHO UM CMEHUTb MOLLHOCTb, UCNO/b3YiNTe Cneayolime KOMaHapl:

HacTpolika paguokaHana, WWMPUHbI NOMIOChbI U MOLHOCTY paguonHTepdeiica

Hactpovika ansa Radio 1 (5 'u):

WEP-2ac# set radio wlan0 status up (up - BkntoueHune paamonHTepdeiica Radio 1, down - BkntoueHne
pagnouHTepdeiica Radio 1)

WEP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - yctaHoBKa pexuma paboTbl pagnovHTepdeiica Radio
1. Ansa Radio 1 gocTynHbl cnegyowme pexnmsl pa6oTsl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac -
802.11n/ac)

WEP-2ac# set radio wlan0 channel-policy static (static - BbiktoueHne yHkLMoOHaNa aBTOMaTUYeCcKoro
Bbl6opa kaHana. best - Bk/1toUeHe aBTOMaTUMYECKOrO Bbibopa paboyero kaHana)

WEP-2ac# set radio wlan0 static-channel 36 (36 - Homep cTaTMyeckoro kaHasna, Ha KoTopom GyaeTt
paboTaTtb To4Ka [0CcTyna)

WEP-2ac# set radio wlan0 n-bandwidth 80 (80 - wwspuHa kaHana. [nsa Radio 1 gocTynHbl cnegytouiye
3HAYEHUS WNPUHBLI KaHana: 20 - 20 MI'u, 40 - 40 MIw, 80 - 80 M)

WEP-2ac# set radio wlan0 tx-power-dbm 19 (19 - 3HaueHve MOLHOCTU NepeaaTunka ans uHTepdeiica
Radio 1. locTynHble 3Ha4YeHns anst Radio 1: ot 1 go 21 aobm)

Hactpoiika gna Radio 2 (2.4 I'Tu):

WEP-2ac# set radio wlan1 status up (up - BkntoueHune paamonHTepdeiica Radio 2, down - BkntoueHne
pagnovHTepdeiica Radio 2)

WEP-2ac# set radio wlan1 mode bg-n (bg-n - yctaHoBKa pexuma pab6oTbl pagnonHtepdgelica Radio 2.
[nsa Radio 2 goctynHbl criegytowme pexmnmbl paboTsl: bg - 802.11b/g, bg-n- 802.11b/g/n, n-only-g - 2.4
GHz 802.11n)

WEP-2ac# set radio wlan1 channel-policy static (static - BbiktoueHne yHkLMoOHaNa aBTOMaTUYecKoro
Bbl6opa kaHana. best - Bk/1toUeHe aBTOMATUYECKOrO Bbibopa paboyero kaHana)

WEP-2ac# set radio wlan1 static-channel 6 (6 - Homep cTaTyeckoro kaHana, Ha KOTopom GyaeT paboTaTb
TOYKa A0CTyna)

WEP-2ac# set radio wlan1 n-bandwidth 20 (20 - wnpuHa kaHana. [4nsa Radio 2 gocTynHbl cneaytouiye
3HAYEHUS WNPUHBLI KaHana: 20 - 20 MIy, 40 - 40 MIw)

WEP-2ac# set radio wlan1 tx-power-dbm 16 (16 - 3HaueHve MOLHOCTU NepeaaTunka ans uHTepderica
Radio 2. flocTynHble 3Ha4YeHns anst Radio 2: ot 5 go 18 obm)
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© Cnuckn BOCTYNHbIX KAHANIOB

Ana Radio 1 ana BbiGopa AOCTYNHbI cnegylowmne KaHanbi:
* npu wnpuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 Mlru;
+ ecnu "n-primary-channel" = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnm "n-primary-channel" = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

Ana Radio 2 ana BbiGoOpa AOCTYNHbI cnegylolmne KaHanbi:
* Npwv WwupuHe kaHana20Mru: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv WwupuHe kaHana 40 MIru;
+ ecnm "n-primary-channel" = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnu "n-primary-channel" = upper: 5,6,7,8,9,10, 11, 12, 13.

5.6.2.1 [onosHumesibHble Hacmpoliku 6ecrpoBodHbIX UHMepgelicos

M3meHeHune pexuma pa6oTbl paguonHTepdeiica

Hactpoliika ana Radio 1 (5 'u):

WEP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - yctaHoBKa pexumMa paboTbl paamonHTepdeiica Radio
1. OAns Radio 1 gocTynHbl cneayoume pexnmsl padoTsl: a - 802.114a, a-n-ac - 802.11a/n/ac, n-ac -
802.11n/ac)

Hactpoiika ana Radio 2 (2.4 'Tu):

WEP-2ac# set radio wlan1 mode bg-n (bg-n - yctaHoBKa pexvmMa pa6oTbl pagmonHTepdeiica Radio 2.
[ns Radio 2 gocTynHbl cneaytowme pexumsl paboTol: bg - 802.11b/g, bg-n - 802.11b/g/n, n-only-g - 2.4
GHz 802.11n)

HacTtpoiika orpaHM4YeHHOro CNucka KaHa/ioB

Hactpovika ana Radio 1 (5 'u):

WEP-2ac# set radio wlan0 limit-channels '36 40 44 48' (36 40 44 48 - Homepa KaHa/0B, KoTopble GyayT
1CNonb30BaTbCs NPY aBTOBbIGOPE paboyero kaHasia Ha ToUKe A0CTyna)

Hactpoiika gna Radio 2 (2.4 I'Tu):

WEP-2ac# set radio wlan1 limit-channels '1 6 11' (1 6 11- Homepa KaHas10B, KOTopble ByayT
1CNonb30BaTbCsA NPY aBTOBbIGOPE paboyero kaHasia Ha ToUKe A0CTyna)
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3meHeHUne OCHOBHOrO KaHana

Hactpoiika ana Radio 1 (5 'Cu):

WEP-2ac# set radio wlan0 n-primary-channel upper (MapameTp MOXeT NPYHNMaTbL 3HAYEHNS: Upper,
lower)

Hactpoiika gna Radio 2 (2.4 I'Tu):

WEP-2ac# set radio wlan1 n-primary-channel upper (MapameTp MOXeT NpuHMMaTb 3HA4YEHWS: Upper,
lower)

MN3meHeHUue cnucka VLAN

Hactpoviika ana Radio 1 (5 I'u):

WEP-2ac# set radio wlan0 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcumasibHoe BO3MOXHOE
konunyectso VLAN B cnucke: 20)

HacTtpolika ans Radio 2 (2.4 [Twu):

WEP-2ac# set radio wlan1 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcumasibHOe BO3MOXHOE
konunyectso VLAN B cnucke: 20)

BknroyeHne ncnosib3oBaHMA KOPOTKOro 3aluTHOro UHTepsasia

Hactpovika ansa Radio 1 (5 'u):

WEP-2ac# set radio wlan0 short-guard-interval-supported yes (MapameTp MOXeT NpMHUMATb 3HAYEHWS:
yes, no)

Hactpoiika gna Radio 2 (2.4 I'Tu):

WEP-2ac# set radio wlan1 short-guard-interval-supported yes (Mapametp MOXeT NpMHUMATb 3HAYEHWS:
yes, no)

BknroueHue STBC

Hactpoviika ana Radio 1 (5 'u):

WEP-2ac# set radio wlan0 stbc-mode auto (MapameTp MOXeT npuHUMaTh 3HaueHus: auto, on, off. Mo
yMo/iyaHmto: auto)

Hactpoiika gnsa Radio 2 (2.4 'Tu):

WEP-2ac# set radio wlan1 stbc-mode auto ([apameTp MOXeT NpuHUMaTh 3HaueHus:: auto, on, off. Mo
yMo/iyaHmto: auto)
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BknioueHune mexaHnsma DFS

Hactpoiika ana Radio 1 (5 'Cu):

WEP-2ac# set radio wlan0 dot11h on (lMapameTp MoxeT npuHMMaTh 3Ha4eHus: on, off. Mo ymonyaHuto:
on)

BknioueHne pexnva aBTOMATUUEeCKOIi CMEeHbI LWMNPUHDbI KaHa/1a

Hactpovika ana Radio 1 (5 'u):

WEP-2ac# set radio wlan0 coex-mode on ([apameTp MOXeT NpuHuMaTb 3HaueHusi: on, off. Mo
YMO/IYaHuI0: on)

HacTtpolika ans Radio 2 (2.4 [Twu):

WEP-2ac# set radio wlan1 coex-mode on (Mapametp MOXeT NpuHuMaTb 3HaueHusi: on, off. Mo
YMO/IYaHuH0: on)

OrpaHuyeHne KONMyecTBa KNMEHTOB, OAHOBPEMEHHO NMOAK/TIOUEHHBIX K paguonHTepdelicy

Hactpovika ana Radio 1 (5 'u):

WEP-2ac# set radio wlan0 max-stations 150 (150 - orpaH14eHme No KOJIMYECTBY K/IMEHTOB. MNapameTp
MOXET NpUHMMaTh 3HadeHus: ot 0 go 200. Mo ymonyaHuto: 200)

Hactpoiika gna Radio 2 (2.4 I'Tu):

WEP-2ac# set radio wlan1 max-stations 150 (150 - orpaHMYeHNe NO KOSIMYECTBY K/IMEHTOB. MapameTp
MOXET NpUHMMaTh 3HadyeHus: ot 0 go 200. Mo ymonyaHuto: 200)
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5.6.3 HacTpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

5.6.3.1 Hacmpolika VAP 6e3 wughposaHusi

Co3pgaHue VAP 6e3 wucpoBaHus

Hactpovika VAPO Ha Radio 1 (5 'u):

WEP-2ac# set bss wlanObssvap0 status up (up - Bk/itoueHne VAPO, down - BbiknitoueHne VAPQ)
WEP-2ac# set interface wlan0 ssid Test_open_vapO0 (Test_open_vapO0 - Ha3BaHve 6ecnpoBOAHOl CETH)
WEP-2ac# set interface wlan0 security plain-text (plain-text - pexxum wdpoBaHus - 6e3 napons)

Hactpoiika VAP1 Ha Radio 1 (5 'u):

WEP-2ac# set bss wlanObssvap1 status up (up - Bk/itoueHne VAPO, down - BbiknitoueHne VAPQ)
WEP-2ac# set interface wlanOvap1 ssid Test_open_vap1 (Test_open_vap1 - HasBaH1e 6ecnpoBOAHO
ceTn)

WEP-2ac# set interface wlanOvap1 security plain-text (plain-text - pexxum wndgpoBaHus - 6e3 naposns)

Hactpoiika VAPO Ha Radio 2 (2.4 I'Tu):

WEP-2ac# set bss wlan1bssvap0 status up (up - Bk/itoueHne VAPO, down - BbiknitoueHne VAPQ)
WEP-2ac# set interface wlan1 ssid Test_open_vapO0 (Test_open_vapO0 - HazBaHve 6ecnpoBOAHOl CETH)
WEP-2ac# set interface wlan1 security plain-text (plain-text - pexxvm wdgpoBaHus - 6e3 napons)

Hactpoiika VAP1 Ha Radio 2 (2.4 'Tu):

WEP-2ac# set bss wlan1bssvap1 status up (up - Bk/itoueHne VAPO, down - BbikntoueHne VAPQ)
WEP-2ac# set interface wlan1vap1 ssid Test_open_vap1 (Test_open_vap1 - HazBaH1e 6ecnpoBOAHO
ceTn)

WEP-2ac# set interface wlan1vap1 security plain-text (plain-text - pexxum wndgpoBaHus - 6e3 naposns)
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5.6.3.2 Hacmpotika VAP ¢ pexumom 6e3onacHocmu WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTu WPA-Personal

Hactpovika VAPO Ha Radio 1 (5 'u):

WEP-2ac# set bss wlanObssvap0 status up (up - BktoueHne VAPO, down - Bbik/toueHne VAPO)
WEP-2ac# set interface wlanO ssid Test_personal_vap0 (Test_personal_vap0 - HasBaH1e 6ecrnpoBoAHO
cetn)

WEP-2ac# set interface wlan0 security wpa-personal (wpa-personal - pexum wndpoBaHusi)

WEP-2ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - naposib A/151 NOAK/THOYEHUS K
6ecnpoBoaHOii ceTu. lo/mkeH coaepxatb oT 8 Ao 64 CMMBO/IOB)

Hactpovika VAP1 Ha Radio 1 (5 'u):

WEP-2ac# set bss wlanObssvap1 status up (up - BktoueHne VAPO, down - Bbik/toueHne VAPO)
WEP-2ac# set interface wlanOvap1 ssid Test_personal_vap1 (Test_personal_vap1 - HasBaHue
6ecnpoBoaHOIA ceTu)

WEP-2ac# set interface wlanOvap1 security wpa-personal (wpa-personal - pexum LwmndpoBaHus)
WEP-2ac# set interface wlanOvap1 wpa-personal-key 12345678 (123456789 - naposb A/1s
NOAKMOUEHMST K 6eCNpPOBOAHOl ceTu. [LOMKeH cofepxaTb oT 8 0 64 CMBO/OB)

Hactpoiika VAPO Ha Radio 2 (2.4 I'Tu):

WEP-2ac# set bss wlan1bssvap0 status up (up - BktoueHne VAPO, down - Bbik/toueHne VAPO)
WEP-2ac# set interface wlan1 ssid Test_personal_vap0 (Test_personal_vap0 - HasBaH1e 6ecrnpoBoAHO
CeTn)

WEP-2ac# set interface wlan1 security wpa-personal (wpa-personal - pexum ndgpoBaHus )

WEP-2ac# set interface wlan1 wpa-personal-key 12345678 (123456789 - naposib A/151 NOAK/THOUEHUS K
6ecnpoBoaHOii ceTu. lo/mkeH coaepxatb oT 8 Ao 64 CMMBO/IOB)

Hactpoiika VAP1 Ha Radio 2 (2.4 I'Tu):

WEP-2ac# set bss wlan1bssvap1 status up (up - BktoueHne VAPO, down - Bbik/toueHne VAPO)
WEP-2ac# set interface wlan1vap1 ssid Test_personal_vap1 (Test_personal_vap1 - HasBaHue
6ecnpoBoAHOIA ceTu)

WEP-2ac# set interface wlan1vap1 security wpa-personal (wpa-personal - pexum LwimndpoBaHus )
WEP-2ac# set interface wlan1vap1 wpa-personal-key 12345678 (123456789 - naposb A/1s
NOAKMOYEHUS K 6eCNPOBOAHOI ceTu. [JoOMmMKeH cogepxaTb oT 8 40 64 CMBO/OB)
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5.6.3.3 Hacmpolika VAP c Enterprise-asmopu3ayuel

CospaHue VAP ¢ pexxuMmom 6e3onacHocTy WPA2-Enterprise

Hactpovika VAPO Ha Radio 1 (5 'u):

WEP-2ac# set bss wlanObssvap0 status up (up - BktoueHne VAPO, down - Bbik/toueHne VAPO)
WEP-2ac# set interface wlanO ssid Test_enterprise_vap0 (Test_enterprise_vap0 - HazBaHue
6ecnpoBoAHOIA ceTu)

WEP-2ac# set interface wlan0 security wpa-enterprise (wpa-enterprise - pexum LINgPoBaHNs)
WEP-2ac# set bss wlanObssvapO0 global-radius on (on - ucnonb3oBaHue rno6anbHbIx HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HadYeHus: on, off. Mo ymonyaHuio: on)

Hactpovika VAP1 Ha Radio 1 (5 'u):

WEP-2ac# set bss wlanObssvap1 status up (up - BktoueHne VAPO, down - Bbik/toueHne VAPO)
WEP-2ac# set interface wlanOvap1 ssid Test_enterprise_vap1 (Test_enterprise_vap1 - HasBaHue
6ecnpoBoaHOIA ceTu)

WEP-2ac# set interface wlanOvap1 security wpa-enterprise (wpa-enterprise - pexum LMpPoBaHUs)
WEP-2ac# set bss wlanObssvap1 global-radius on (on - ucnonb3oBaHue rno6anbHbIx HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HadYeHus: on, off. Mo ymonyaHuio: on)

Hactpoiika VAPO Ha Radio 2 (2.4 I'Tu):

WEP-2ac# set bss wlan1bssvap0 status up (up - BktoueHne VAPO, down - Bbik/toueHne VAPO)
WEP-2ac# set interface wlan1 ssid Test_enterprise_vap0 (Test_enterprise_vap0 - HazBaHue
6ecnpoBoaHOIA ceTu)

WEP-2ac# set interface wlan1 security wpa-enterprise (wpa-enterprise- pexuvm LwmncpoaHus )
WEP-2ac# set bss wlan1bssvapO0 global-radius on (on - ucnonb3oBaHue rno6anbHbIx HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HauYeHus: on, off. Mo ymonyaHuio: on)

Hactpoiika VAP1 Ha Radio 2 (2.4 I'Tu):

WEP-2ac# set bss wlan1bssvap1 status up (up - BktoueHne VAPO, down - Bbik/toueHne VAPO)
WEP-2ac# set interface wlan1vap1 ssid Test_enterprise_vap1 (Test_enterprise_vap1 - HasBaHue
6ecnpoBoAHOIA ceTu)

WEP-2ac# set interface wlan1vap1 security wpa-enterprise (wpa-enterprise - pexum LIMpoBaHus )
WEP-2ac# set bss wlan1bssvap1 global-radius on (on - ncnonb3oBaHue rno6anbHbIx HacTpoek RADIUS-
cepBepa. MapamMeTp MOXET NpPUHUMaTL 3HadYeHus: on, off. Mo ymonyaHuio: on)
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5.6.3.3.1 Hacrtpoiika napameTpoB Global RADIUS

HacTtpoiika napameTtpoB Global RADIUS

WEP-2ac# set bss wlanObssvap0 global-radius on (on - crosib30BaHue r106asbHbIX HacTpoek RADIUS-cepBepa Ha
VAPO Radiol. MapameTp MOXET NpUHMMAaThb 3Ha4eHMs: on, off. o ymo4aHuio: on)

WEP-2ac# set global-radius-server radius-domain enterprise.service.root (enterprise.service.root - fomeH
nonb3oBaTens)

WEP-2ac# set global-radius-server radius-ip 192.168.1.100 (192.168.1.100 - IP-agpec ocHoBHOro RADIUS-cepBepa)
WEP-2ac# set global-radius-server radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-agpec pe3epBHOro RADIUS-
cepsepa-1)

WEP-2ac# set global-radius-server radius-backuptwo-ip 192.168.1.101 (192.168.1.102 - IP-agpec pe3epBHOro RADIUS-
cepsepa-2)

WEP-2ac# set global-radius-server radius-backupthree-ip 192.168.1.101 (192.168.1.103 - IP-aapec pe3epBHOro
RADIUS-cepBepa-3)

WEP-2ac# set global-radius-server radius-key eltex (eltex - k71104 4N18 NoAkIOUYEHUS K OCHOBHOMY RADIUS-cepBepy)
WEP-2ac# set global-radius-server radius-backupone-key eltex1 (eltex1 - k71104 419 NOAK/IOYEHUS K pe3epPBHOMY
RADIUS-cepBepy-1)

WEP-2ac# set global-radius-server radius-backuptwo-key eltex2 (eltex2 - knto4 AN NOAKNIOYEHUA K pe3epBHOMY
RADIUS-cepBepy-2)

WEP-2ac# set global-radius-server radius-backupthree-key eltex3 (eltex3 - k/1t04 4N NOAKNIOYEHUSA K pe3epBHOMY
RADIUS-cepBepy-3)

WEP-2ac# set global-radius-server radius-current primary (primary - ucnonb3osaHve 0CHOBHOro RADIUS-cepBepa.
MapameTp MOXET NpUHUMAaTL 3Ha4YeHus: primary, backuptwo, backupone, backupthree. Mo ymonyaHuto: primary)
WEP-2ac# set global-radius-server radius-port 1812 (1812 - nopT RADIUS-cepBepa, KOTOpbIii UICNO/b3yeTca Ans
ayTeHTUhmkaumm n aBTopmsaumm. Mo ymonyaHumio: 1812)

WEP-2ac# set global-radius-server radius-accounting-port 1813 (1813 - nopT RADIUS-cepBepa, KOTOpbIil NCNOMb3YyeTCS
ONS yyeTa akkayHTMHra nosib3osareneii. Mo ymonyaHuio: 1813)

WEP-2ac# set global-radius-server radius-accounting on (on - Bk/1t04eHNe OTNPaBkM CO06LLEeHMI "Accounting” Ha
RADIUS-cepsep. Mo ymonyaHuio off)
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5.6.3.3.2 HacTtpoiika napameTtpoB RADIUS-cepsepa ans koHkpeTHoro VAP

[N npumepa paccMoTpyM HacTpoliky napametpos RADIUS-cepeepa gnsi VAPO Radio (5 MTw)

Hactpoiika napametpoB RADIUS-cepBepa gns VAPO Ha Radiol

WEP-2ac# set bss wlanObssvapO0 global-radius off (off - ncnonb3oBaHue rno6anbHbIX HacTpoek RADIUS-
cepBepa BbIK/OYEHO. MNMapameTp MOXeT NpMHMMAaTh 3HaueHust: on, off. Mo ymonuaHmio: on)

WEP-2ac# set bss wlanObssvap0 radius-domain enterprise.service.root (enterprise.service.root - fomeH
nosib3oBatesnsl)

WEP-2ac# set bss wlanObssvapO radius-ip 192.168.1.100 (192.168.1.100 - IP-agpec ocHoBHoro RADIUS-
cepsepa)

WEP-2ac# set bss wlanObssvap0 radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-aapec
pesepBHoro RADIUS-cepsepa-1)

WEP-2ac# set bss wlanObssvapO0 radius-backuptwo-ip 192.168.1.101 (192.168.1.102 - IP-aapec
pesepBHoro RADIUS-cepBepa-2)

WEP-2ac# set bss wlanObssvap0 radius-backupthree-ip 192.168.1.101 (192.168.1.103 - IP-aapec
pesepBHoro RADIUS-cepBepa-3)

WEP-2ac# set bss wlanObssvap0 radius-key eltex (eltex - kntou gnsi noakntoueHnst K ocHoeHoMy RADIUS-
cepsepy)

WEP-2ac# set bss wlanObssvap0 radius-backupone-key eltex1 (eltex1 - kntou ans noakNtoUeHMs K
pesepBHOoMYy RADIUS-cepsepy-1)

WEP-2ac# set bss wlanObssvap0 radius-backuptwo-key eltex2 (eltex2 - kntou ans nogxntoUeHns K
pesepBHOMYy RADIUS-cepBepy-2)

WEP-2ac# set bss wlanObssvap0 radius-backupthree-key eltex3 (eltex3 - kntou Ana nogxntoUeHns K
pesepBHOoMYy RADIUS-cepBepy-3)

WEP-2ac# set bss wlanObssvapO radius-current primary (primary - ncnonb3oBaHve ocHoBHoro RADIUS-
cepsepa. MapameTp MOXeT NnpMHMMaTh 3HaveHus: primary, backuptwo, backupone, backupthree. Mo
yMo/lyaHmio: primary)

WEP-2ac# set bss wlanObssvapO radius-port 1812 (1812 - nopt RADIUS-cepBepa, KOTopblii UCnosib3yeTca
ANs ayTeHTUdmKaumm n astTopmusauuin. Mo ymonyaxuto: 1812)

WEP-2ac# set bss wlanObssvap0 radius-accounting-port 1813 (1813 - nopt RADIUS-cepBepa, KOTopblli
“cnonb3yeTcs A/1s yyeTa akkayHTUHra nosb3oBateneil. Mo ymonyaxuto: 1813)

WEP-2ac# set bss wlanObssvap0 radius-accounting on (on - BK/1to4eHve 0TNpaBKy COOGLLEHWIA
"Accounting" Ha RADIUS-cepBep. Mo ymonuanuto off)

5.6.3.4 Hacmpolka VAP ¢ nopmasibHoU asmopu3ayuel
[nsa Toro, utTobbl HacTpouTb VAP ¢ nopTasibHON aBTopr3aumein, Heo6xoanmo:

1. Cosgatb VAP 6e3 wudposaHus (kak aTo caenartb noapo6bHo onucaHo B 6/10ke HacTpoiika VAP 6e3
WwrcpoBaHUA).

2. HacTtpouTb noptasl Ha TO4YKe gocTyna.

3. Ha3HauuTb nopTasl Ha HacTpPoeHHbI paHee VAP.

5.6.3.4.1 HacrTpolika noptana

[nsa Hactpoiikn Captive Portal Ha VAPO Ha Radio 1 He06x04MMO BHOCUTb M3MEHEHNSI B paHee CO34aHHbIl
WwabnoH noptana - cp-instance wlanObssvap0. Ecnv TpebyeTtcsi HacTpouTb NopTan, Hanpumep, ana VAP12 Ha
Radio 2, To pegaktupoBaTtb He06XoAMMO LWAaGN0H nopTana nog umeHem - wlan1bssvap12.

B npumepe paccmoTpum HacTpoiiky noptana ans VAPO Ha Radio 1.
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Mpumep HacTpolikn noptana wlanObssvap0

WEP-2ac# set captive-portal mode up (up - BkntoueHme Captive Portal. MapameTp MoXeT npuHuMaThb
3HaueHus: down, up. Mo ymonuaHuio: down)

WEP-2ac# set cp-instance wlanObssvap0 global-radius off (off - Bbik/1toueHMe ncnonbL3o0BaHUS HACTPOEK
Global RADIUS ans paHHoro noptana. MapameTp MOXeT npuHMMaTh 3HavyeHust: off, on. Mo ymonuaHuio:
off)

WEP-2ac# set cp-instance wlanObssvap0 radius-ip 192.168.1.100 (192.168.1.100 - IP-agpec 0CHOBHOIO
RADIUS-cepBepa)

WEP-2ac# set cp-instance wlanObssvapO0 radius-key eltex (eltex - kntou ans nogknoueHns K

ocHoBHoMy RADIUS-cepBepy)

WEP-2ac# set cp-instance wlanObssvapO0 radius-domain portal.service.root (enterprise.service.root -
[IOMEH Mosib3oBaTesns)

WEP-2ac# set cp-instance wlanObssvapO0 radius-accounting on (on - BK/toueHve OTNpaBky COOBLLEHNI
"Accounting" Ha RADIUS-cepBep. MapameTp MOXeT npuHMMaTb 3HaueHus: off, on. Mo ymonuaHuto on)
WEP-2ac# set cp-instance wlanObssvapO0 external up (up - BK/toueHve nepeHanpas/eHUsi NO/Ib30BaTENS
Ha BHELUHWI BUPTYaslbHbI nopTas. MNapameTp MOXET NpUHMMAaTh 3HadeHus: up, down. o ymonyaHuto
up)

WEP-2ac# set cp-instance wlanObssvapO0 external-url http://192.168.1.100:8080/eltex_portal/ (URL
BMPTYa/1IbHOro nopTasa, Ha KOTopbIii ByAeT NnepeHanpas/ieH N0/b30BaTe b MPU NOAKIOUYEHUN K
6ecnpoBOAHOI CeTN)

WEP-2ac# set cp-instance wlanObssvap0 admin-mode up (up - Bk/toueHne paboTbl BUPTYasibHOTO
noptasna. MapameTp MOXeT NpMHUMaTb 3HauveHust: up, down. Mo ymonyaHuo down)

5.6.3.4.2 Tpusaska noptasnia k VAP

Mo ymon4yaHuio noptasn ¢ MMeHeM KOHKpeTHOoro VAP npuesasaH Kk gaHHoMy VAP, HO MOXXHO npuBsa3aTb nopran K
Heckonbknum VAP. Hke npeactaBneH npumep npuessku noptana ¢ umeHem wlanObssvap0 k VAP3 Ha Radio 2.

WEP-2ac# set cp-vap vap3 with radio wlan1 cp-instance-name wlanObssvap0 (npuBsizka noptana ¢
nvmeHem wlanObssvap0 k VAP3 Ha Radio 2)

Takke MOXHO NpMBsA3aTb NOPTasl OAHOBPEMEHHO K ABYM OfHOMMEHHbLIM VAP, pacno/lo)XeHHbIM Ha BCeX
paavovHTepdeiicax Touku AocTyna.

WEP-2ac# set cp-vap vap1 cp-instance-name wlanObssvap0 (oaHoBpeMeHHas NpyBsi3ka noprana c
nmeHem wlanObssvap0 k VAP1 Ha Radio 1 n VAP1 Ha Radio 2)

5.6.3.5 [JonosnHumernbHble Hacmpolku VAP

Ha3HaueHue VLAN ID Ha VAP

WEP-2ac# set vap vap0 with radio wlan0 vlan-id 15 (15 - Homep VLAN, HazHaueHHbIn Ha VAPO Radio1)

WEP-2ac# set vap vapO0 vlan-id 15 (15 - Homep VLAN, Ha3HaueHHbIt ogHoBpeMeHHo Ha VAPQ Radio1 n Ha
VAPO Radio2)
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BknioueHune Minimal Signal 1 Roaming Signal

WEP-2ac# set bss wlanObssvap0 min-signal-enable on (on - Bk/toueHue dyHkumoHana minimal signal.
[ns BbiktoueHns BeeauTe - off. Mo ymonuaxuto: off)

WEP-2ac# set bss wlanObssvap0 min-signal -75 (-75 - noporosoe 3HaueHue RSSI, npu goctmkeHun
KOTOpPOro, TouKa AocTyna 6yaeT oTkAwYaTh kaneHta ot VAP. MapameTp npMHMmaeT 3HadeHus ot -100 go
-1 aobm)

WEP-2ac# set bss wlanObssvap0 check-signal-timeout 10 (10 - nepvos BpemeHu B cekyHaax, no
NCTEYEHNN KOTOPOro MPUHMMAETCS peLleHre 06 OTK/IHUYEHUN KITMEHTCKOrO 060pya0BaHns OT
BMPTYyasibHOI ceTu. Mo ymonyaxuio: 10)

WEP-2ac# set bss wlanObssvap0 roaming-signal-limit -70 (-70 - noporoBoe 3HaueHue RSSI, npu
[OCTMKEHMM KOTOPOTO, MPONCXOANT NEPEKNOHYEHNE KTMEHTCKOTO 060PYA0BaHUS Ha APYryH TOUKY
fgoctyna. MNapameTtp npvHUMaeT 3HadeHns ot -100 go -1 aobm)

MapameTp roaming-signal-limit gomkeH 6bITb HUXe, yeM min-signal: ecniv min-signal = -75 abm, T0
roaming-signal-limit gonxeH 6bITb paBeH, Hanpumep, -70 Abm)

BknroueHue VLAN Trunk Ha VAP

WEP-2ac# set bss wlanObssvap0 tagged-sta-mode on (on - BknitoueHme VLAN Trunk Ha VAPO Radio 1.
[Ans oTknoueHus BBeaunTe - off)

[ns TOro, 4TO6bI TErMPOBaHHbIN TpadurkK nepefaBasics B CTOPOHY K/IMEHTA HEOOXOAMMO Ha
paavouHtepdpeiice 0603HaunMTbL Homepa VLAN, koTopble MOryT NpoXoauTb Yepes paguovHTepaelic.
Homepa VLAN HyxHO yka3aTb B napameTpe vlan-list.

Mpumep HacTpoiikm vlan-list Ha Radio 1:

WEP-2ac# set radio wlan0 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcumasibHoe BO3MOXHOE
konunyectso VLAN B cnucke: 20)

BknroueHue General VLAN Ha VAP

WEP-2ac# set bss wlanObssvap0 general-vlan-mode on (on - Bk/itoueHne General VLAN Ha VAPO Radio
1. Ans oTkNtoueHuns BeeamTe - off)
WEP-2ac# set bss wlanObssvap0 general-vlan-id 12 (12 - Homep General VLAN)

BknroyeHne ckpbiToro SSID

WEP-2ac# set bss wlanObssvapO0 ignore-broadcast-ssid on (on - Bk/itoueHue ckpbitoro SSID Ha VAPO
Radio 1. nsi oTkntoueHns BeeauTe - off)
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BknioueHue Band Steer

WEP-2ac# set vap vap0 with radio wlan0 band-steer-mode up (up - BkntoueHve Band Steer Ha VAPQ
Radio1. [insa oTkntoueHusi BBeauTe - down)

WEP-2ac# set vap vap0 band-steer-mode up (up - BkntoueHvie Band Steer ogHoBpemeHHO Ha VAPO
Radio1 n Ha VAPO Radio2. insa oTkntoueHnst BBeanTe - down)

BknroueHne nsonaunm KJimeHTos Ha VAP

WEP-2ac# set bss wlanObssvapO0 station-isolation on (on - Bk/1toueHne n3onsumm knameHTos Ha VAPO
Radio 1. Ans oTkntoueHns seeguTe - off)

HacTtpoiika VLAN Priority Ha VAP

WEP-2ac# set vap vap0 with radio wlan0 vlan-prio 6 (6 - npuoputet DSCP, KoTOpbIii 6yaeT
npuceamBatbCs Tpaduky, Mosly4eHHOMY OT KMEHTa, nogkatoyueHHoro k VAPO Radio 1. Mo ymonuanuto: 0)

WEP-2ac# set vap vapO0 vlan-prio 6 (6 - npnoputet DSCP, koTOpbIii 6yAeT npucBaMBaTbCs Tpadguky,
Nosly4eHHOMY OT K/IMeHTa, nogkntoueHHoro k VAPO Radio 1 nnm k VAPO Radio 2. Mo ymonyaHuto: 0)

HacTpoiika DSCP Priority Ha VAP

WEP-2ac# set bss wlanObssvap0 dscp-prio 0 (0 - aHan13 npuoputeTa u3 nons CoS (npotokon 802.1p)
TernpoBaHHbIx naketoB Ha VAPO Radiol. Ansa aHanm3a npuoputeTta n3 nons DSCP 3aronoska IP-naketa
BBeauTe - 1)

5.6.4 Hactpolika Cluster

HacTpoiika Cluster

WEP-2ac# set cluster cluster-name test (test - uvms knactepa. Mo ymonuaxuio: default)

WEP-2ac# set cluster location floor-2 (floor-2 - dpanueckoe MecTonosioxeHne Touku goctyna. Mo
yMO/14aHmio: not set - He 3a1aHO)

WEP-2ac# set cluster priority 255 (255 - npuopuTeT ToukM AOCTyNa B Knactepe. Ecv npropuTeT y BCex
TOYEK B K/1acTepe ofMHaKoBbIi, To Master-Touka BblibrpaeTca no npuaHaky MeHbluero MAC-agpeca.
MapameTp npMHMMaeT 3HadeHns: ot 0 go 255. Mo ymonuaxuio: 0)

WEP-2ac# set cluster clustered 1 (1 - BktoueHune pexwuma Cluster. MapameTp npyH1UMaeT 3HaveHus: 0 -
Cluster BbikntoueH; softwlc - Cluster BbikntoueH, pexum ans pa6otbl ¢ SoftWLC; 1 - Cluster BkntoueH. Mo
ymMosnyaHuio: 1)
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HacTtpoiika Single IP Management

WEP-2ac# set cluster cluster-ipaddr 192.168.1.222 (192.168.1.222 - IP-agpec, no kKoTopoMy 6yaeT
focTynHa Master-Touka knactepa. Mo ymonuaxuto: 0.0.0.0)

HacTtpoiika napameTpoB 6e3onacHocTtu Cluster

WEP-2ac# set cluster cluster secure-mode 1 (1 - Bk/1toueHne 6e30MacHOCTU KnacTepa - B knactep CMoryT
[06aBUTLCS TOMBbKO T€ TOYKM A0CTYNa, y KOTOPbIX COBNagaeT Naposib yKka3aHHbIN B napameTpe pass-
phrase. [1n15 BbikntoueHns Beeaute - 0. Mo ymonyaxuto: 0)

WEP-2ac# set cluster pass-phrase 12345678 (12345678 - naposib 6e30nacHoOCTU knactepa. [LomkeH
coaepxatb oT 8 40 63 CUMBO/I0B)

OGHOB/IEHME NPOrPaMMHOro o6ecrneyeHusi TOUEK, BXOAALMX B KiacTtep

WEP-2ac# set cluster-firmware-upgrade upgrade-method selective (selective - pexvim, npy koTopom
6yaeT 06HOBNSATLCA MPOrpamMMHOE 06ecneyeHne TobKO BbIGPAHHOI ToukM gocTyna. Ecnav Heobxognmo
06HOBMTb BCE TOYKM A0OCTyna B kractepe BeeauTe - all)

WEP-2ac# set cluster-firmware-upgrade upgrade-members 192.168.0.58 (192.168.0.58 - IP-aapec
TOYKW, BXOASLLEN B KnacTep, KOTOPYH HeE06X0AMMO 06HOBUTL. Ecniv 6bin BbiGpaH upgrade-method = all,
IP-agpec ToUek yKasblBaTb HE HY)XXHO)

WEP-2ac# set cluster-firmware-upgrade upgrade-url tftp://<IP-agpec TFTP-cepBepa>/<Amsa chaiina
NOs>.tar.gz (nyTb Ao chaiina MO ToukM AoCTYyna, KOTopbIi NexuT Ha TFTP-cepeepe. Mpumep: set cluster-
firmware-upgrade upgrade-url tftp://192.168.1.7/WEP-2ac-1.21.X.X.tar.gz)

WEP-2ac# set cluster-firmware-upgrade upgrade start (start - 3anyck npouecca 06HOBNEHUS
nporpamMmmHoOro obecrneyeHns Ha BblIGpaHHbIX TOUKax AocTyna. [l/19 0CTaHOBKM Npouecca 06HOBMEHUS
BBEeauTe - stop)

5.6.5 Hactporika WDS
Mpumep HacTpolikn WDS Ha Radio 1 (5 I'Tw).

Mepepn HenocpeacTBEHHOM HacTpolikoit WDS Ha Toukax AocTyna Heobxoammo: BbikNoumTb Cluster, HacTponTb
pagnovHTepdelic n VAP.
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MpepBapuTenibHaA HaCTpPoOWKa

WEP-2ac# set cluster clustered 0 (0 - BbikntoueHne pexuma Cluster)

WEP-2ac# set bss wlanObssvap0 status up (up - Bk/itoueHne VAPO Ha Radio1)

WEP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - yctaHoBKa pexumMa paboTbl paamonHTepdeiica,
nocpeacTBOM KOTOPOro YCTPOWCTBO ByAeT NoAK/IYaTbLCS K TOUKE AOCTYNa B PEXUME KIMEHTA. Pexum
paboTbl O/HKEH COBMNaAaTh C PEXMMOM PaboThbl HA TOUKE 0CTYNa)

WEP-2ac# set radio wlan0 channel-policy static (static - BbikntoueHne yHkLMoHana aBToMaTu4eckoro
Bbl6Opa kaHana)

WEP-2ac# set radio wlan0 static-channel 144 (144 - Homep cTaTU4eckoro kaHana, Ha KoTopoM paboTaeT
TouKa [0CTYNa, K KOTOPOiA ByAeT NOAKNOYATLCSA AaHHOE YCTPOCTBO B PEXUME K/TMEHTA)

WEP-2ac# set radio wlan0 n-bandwidth 20 (20 - wunpuHa kaHana, Ha KOTOpoM pa6oTaeT ToUKa A0CTyna, K
KOTOpOIi ByaeT NoaKIYaTbCsl AaHHOE YCTPOMCTBO B peXnMe K/IMeHTa)

WEP-2ac# set interface wlan0 ssid WDS (WDS - HazBaHue 6ecnpoBogHoii cetn Ha VAPO Radio 1)
WEP-2ac# set interface wlan0 security wpa-personal (wpa-personal - pexum wndpoBaHusi)

WEP-2ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - naposib 6ecnpoBoAHOIA ceTu.
[lonxeH cosepxatb oT 8 10 64 CUMBOJIOB)

Bcero Ha Touke MOXHO HacTpoutb 8 WDS-coeanHeHuii. WDS-nHTepdieiicbl Ha TOUYKE MMEHYHOTCS C/eayroLmnm
o6pasom: wlanOwdsX, rae X - uncno ot 0 go 7.

Hwxe npeactaBneHbl npumep HacTpolikn WDS 6e3 wmdpoBaHus 1 ¢ TUNom wndpoBaHmsa wpa-personal Ha
nHtepdence wlanOwds0.

HacTtpoiika WDS 6e3 wudpoBaHus

WEP-2ac# set interface wlanOwdsO0 radio wlan0 (wlanO - BbIGop MHTepdielica yCTPOICTBa, KOTOPLIN ByaeT
ncnonb3oBatbes Ana noctpoeruss WDS. MapameTp npuHumaet 3HadeHus: wlan0 (Radio 1 -5 'w), wlan1
(Radio 2-2.4TTw))

WEP-2ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:C0 (A8:F9:4B:B7:8B:C0 - MAC-aapec
pagnovHTepdelica To4kn JOCTyna, C KOTOPOW nNpegycMmarpuBaeTca coBMmecTHas pabota. MAC-agpec
paguovHTepdelica ykasaH B BbiBOAE KOMaHAbl get interface wlanX, rge X - Homep 6ecnpoBogHOr0
nuTepgeiica: 0 - Radio 1 (5 I'w); 1 - Radio 2 (2.4 Tw))

WEP-2ac# set interface wlanOwdsO0 status up (up -BkntoueHne WDS Ha Touke gocTyna. 15 BblK/lOUeHUs
BBeauTe - down)
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HacTpoiika WDS ¢ wpa-personal

WEP-2ac# set interface wlanOwdsO0 radio wlan0 (wlanO - BbIGop MHTepdielica yCTPOICTBa, KOTOPLIA ByaeT
ncnonb3oBaTbes Ana noctpoenmss WDS. MapameTp npuHumaet 3HadeHusi: wlan0 (Radio 1 - 5 I'w), wlan1
(Radio 2-2.4TTw))

WEP-2ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:C0 (A8:F9:4B:B7:8B:C0 - MAC-aapec
paanonHTepdieica ToUkM A0CTyna, C KOTOPOW NpeaycMmaTpmBaeTcsa coBmecTHas pabota. MAC-agpec
pagnounHTepdpeiica ykasaH B BbIBOAE KOMaHAbl get interface wlanX, rae X - Homep 6ecnpoBoAHOr0
nutepgeiica: 0 - Radio 1 (5 I'Mw); 1 - Radio 2 (2.4 I'Tw))

WEP-2ac# set interface wlanOwds0 wds-ssid WDS (WDS - ums SSID ansi nOCTpoeHust LingppoBaHHOo
WDS)

WEP-2ac# set interface wlanOwds0 wds-security-policy wpa-personal (wpa-personal - pexum
LUMcbpoBaHUST)

WEP-2ac# set interface wlanOwds0 wds-wpa-psk-key 12345678 (12345678 — WPA-kntou. [liMHa Knoua
coCcTaBnseT oT 8 A0 63 CMBO/OB)

WEP-2ac# set interface wlanOwdsO0 status up (up -BkntoueHne WDS Ha Touke gocTyna. [15 BblK/OUeHUs
BBeauTe - down)

5.6.6 Hactpoiika WGB
Mpumep HacTpolikn WGB Ha Radio 1 (5 Tw).

Mepep HenocpeAcTBeEHHON HacTpolikoin WGB Ha Touke A0CTyna HeE0OX0AMMO: BbIK/IOUNTL Ha TOUKe AoCTyna
Cluster, HacTponTb pagnonHTepdeiic Toukn n VAP.

MpeaBapuTenbHaa HaCTpPoOiiKa

WEP-2ac# set cluster clustered 0 (0 - BbikntoueHne pexuma Cluster)

WEP-2ac# set bss wlanObssvap0 status up (up - Bk/itoueHne VAPO Ha Radio1)

WEP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - yctaHoBKa pexumMa paboTbl paamonHTepdeiica,
nocpeacTBOM KOTOPOro YCTPOMCTBO ByAeT NoAKIYaTLCS K TOUKE AOCTYNa B PeXUME KIMeHTa. Pexum
paboTbl 0/HKEH COBMNaAATh C PEXMMOM PaboThbl HA TOUKE A0CTYyNa)

WEP-2ac# set radio wlan0 channel-policy static (static - BbikntoueHme dyHKLUMOHaa aBTOMAaTNYECKOro
Bbl6GOpa kaHana)

WEP-2ac# set radio wlan0 static-channel 144 (144 - Homep cTaT4eckoro kaHana, Ha KoTopoM paboTaeT
Touka A0CTYNa, K KOTOPOiA ByAeT NOAKNYATLCSA AaHHOe YCTPOCTBO B PEXUME K/TMEHTA)

WEP-2ac# set radio wlan0 n-bandwidth 20 (20 - wupuHa kaHana, Ha KOTOPOM pa6oTaeT ToUKa A0CTyna, K
KOTOpOWA GyaeT NoAKNoYaTLCSA aHHOe YCTPOCTBO B PEXMNME K/TNEHTA)

WEP-2ac# set interface wlan0 ssid WGB (WGB - Ha3BaHue 6ecnpoBojHoii cetn Ha VAPO Radio 1)
WEP-2ac# set interface wlan0 security wpa-personal (wpa-personal - pexum LumcpoBaHus)

WEP-2ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - naposib 6eCrpoBO/HOI1 CeTu.
[lonxeH coaepxatb oT 8 10 64 CUMBOJ/IOB)

Mocne npoBeAeHUst NpeABapuTesibHO HAaCTPOIKM Heo6xo0AMMO HacTpouTb napameTpsl "Upstream Interface” -
NHTepdeinc ANs NoAKIYEHMS K TOUKE AOCTYNa B peXxumMe KaveHTa. Huke paccMoTpeHbl pumepsbl
HacTpoliku "Upstream Interface" WGB ¢ paznnuHbiMn Tunamm wmndgpoBaHus.
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5.6.6.1 Hacmpolka Upstream Interface

HacTtpoiika WGB 6e3 wncpoBaHus

WEP-2ac# set wgbridge radio wlan0 (wlan0 - BbiGop nHTepdeiica ycTpolicTBa, KOTopbIii ByaeT
MCNOMb30BaTbCSA A9 NOAK/YEHUS K TOUKe AocTyna. MapameTp npuHuMaeT 3HaueHus: wlan0 (Radio 1-5
ruy), wlan1 (Radio 2 - 2.4 I'Tw))

WEP-2ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - M 6ecnpoBofHoOli CeTH, K KOTOPOIA
HEobX0AMMO MOAK/UNTLCS YCTPONCTBOM B PEXMME K/INEHTA)

WEP-2ac# set wgbridge wgbridge-mode up (up -BkntoueHune pexvva WGB Ha Touke goctyna. Ans
BbIK/tOUeHMs1 BBeauTe - down)

WEP-2ac# set wg-bridge-upstrm security plain-text (plain-text - pexxim wncgposanus. MapameTp
npuHMMaeT 3HauYeHus: wpa-personal, wpa-enterprise, plain-text)

WEP-2ac# set wg-bridge-upstrm roam-threshold -85 (-85 — MUHUMa/IbHbI YPOBEHb CUTHaIA OT TOYKM
Z0CTyna, Npy KOTOPOM MPOUCXOAMUT NOAK/THOUEHME K TOUKE)

WEP-2ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, nucnosnb3yemblii Ha Touke goctyna. Mo
ymMosyaHuio: 1)

HacTpoiika WGB ¢ wpa-personal

WEP-2ac# set wgbridge radio wlan0 (wlanO - BbiGop MHTepdheiica ycTpolicTBa, KOTopbIli ByaeT
CNONb30BaTbCS 419 NOAK/YEHUS K TOUKe AocTyna. MapameTp npuHuMaeT 3HaveHus: wlan0 (Radio 1-5
ry), wlan1 (Radio 2 - 2.4 I'Tw))

WEP-2ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - M 6ecnpoBofHoli ceTu, K KOTOPOIA
HeobXoAMMO MOAK/UNTLCA YCTPONCTBOM B PEXMME KNEHTA)

WEP-2ac# set wgbridge wgbridge-mode up (up -BkntoueHune pexuva WGB Ha Touke goctyna. [4ns
BbIK/toueHusi BBeguTe - down)

WEP-2ac# set wg-bridge-upstrm wpa-personal-key 12345678 (12345678 - naposib, Heo6XoaUMbIii ANs
aBTOpM3aLMM Ha Touke gocTyna.. [Jo/mKeH cogepxatb oT 8 4o 64 cMBO/IOB)

WEP-2ac# set wg-bridge-upstrm security wpa-personal (wpa-personal - pexum LwmndpoBaHus. MapameTtp
NPYHUMAET 3HaueHusi: wpa-personal, wpa-enterprise, plain-text)

WEP-2ac# set wg-bridge-upstrm roam-threshold -85 (-85 — MUHUMa/IbHbI YPOBEHb CUTHaIA OT TOYKM
ZocTyna, Npy KOTOPOM MPOUCXOAMNT NOAK/HOUYEHME K TOUKE)

WEP-2ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnosnb3yemblii Ha Touke goctyna. Mo
ymMosyaHuio: 1)
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HacTpoiika WGB ¢ wpa-enterprise

WEP-2ac# set wgbridge radio wlan0 (wlanO - BbiGop MHTepdeiica ycTpoiicTBa, KOTOpbIli ByaeT
CNOMb30BaTbCS A9 NOAK/UYEHUS K TOUKe AocTyna. MapameTp npuHumaeT 3HaueHus: wlan0 (Radio 1- 5
), wlan1 (Radio 2 - 2.4 'Tw))

WEP-2ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nMs 6ecnpoBo/iHOli CETW, K KOTOPOIA
Heo6XoAMMO MOAK/MUNTLCS YCTPONCTBOM B PEXMME KNNEHTA)

WEP-2ac# set wgbridge wgbridge-mode up (up -BkntoueHune pexuma WGB Ha Touke goctyna. [ns
BbIK/lOYEHUs1 BBeauTe - down)

WEP-2ac# set wg-bridge-upstrm security wpa-enterprise (wpa-enterprise - pexuM LLNGPOBaHUS.
MapameTp NprMHMMAET 3HaYeHns: wpa-personal, wpa-enterprise, plain-text)

WEP-2ac# set wg-bridge-upstrm eap-user client (client - nmMa nonb3oBartens, ncnosb3yemoe npu
aBTopu3auum Ha RADIUS-cepBepe)

WEP-2ac# set wg-bridge-upstrm eap-password clientspassword (clientspassword - naponb
no/sib30BaTesNs, UCNob3yeMmbiil Npu aBTopusaummn Ha RADIUS-cepsepe)

WEP-2ac# set wg-bridge-upstrm roam-threshold -85 (-85 — MUHUMa/IbHbI YPOBEHb CUTHANA OT TOUKM
[l0CTyna, NPy KOTOPOM MPOUCXOAMNT NOAK/THOUEHME K TOUKE)

WEP-2ac# set wg-bridge-upstrm eap-method peap (peap - BbIGOp NpPOTOKONA ayTEHTUMKALNN.
MapameTp NpYHUMAaET 3HauveHust: peap, tls)

WEP-2ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ucnosnb3yemblii Ha Touke goctyna. Mo
yMos4aHuio: 1)

Mpn HEO6XOAMMOCTM MOXHO NPOU3BECTUN HACTPOIiKY MHTepdeiica "Downstream Interface", BbicTynatoLero B
KauyecTBe TOYKM A0CTyna As1s NOAKNHUYEHUS] KNIMEHTCKMUX YCTPOACTB.

5.6.6.2 Hacmpolka Downstream Interface

HacTpolika "Downstream Interface" ¢ wpa-personal

WEP-2ac# set wg-bridge-dwstrm ssid Client-ssid (Client-ssid - nms 6ecnpoBoiHoI ceTu, K KOTOpOI
Heo6XoAMMO MOAK/MUNTLCS YCTPONCTBOM B PeXMME KNNEHTA)

WEP-2ac# set wg-bridge-dwstrm wpa-personal-key 12345678(12345678- naposb A/1s1 NOAKNOUEHMS K
6ecrnpoBOAHOI CeTh)

WEP-2ac# set wg-bridge-dwstrm security wpa-personal (wpa-personal - pexum wundposatus. 45
co3naHus SSID 6e3 pexuma wndpoBaHusa BeeanTe - plain-text. MapameTp NnpMHMMaeT 3HavyeHus:: wpa-
personal, plain-text)

WEP-2ac# set wg-bridge-dwstrm ignore-broadcast-ssid off (off - Bbik/toueHne pexuma ckpbitoro SSID.
NS BKNIOYEHVs1 pexuMa BBeanTe - on)

WEP-2ac# set wg-bridge-dwstrm vlan-id 15 (15 - Homep VLAN, B koTopom 6yaeT nepeaaBatbCsi CETEBOWA
Tpaduk ANs AaHHOW Touku gocTtyna. Mo ymonyaHuio: 1)

WEP-2ac# set wg-bridge-dwstrm status up (up - BkntoueHme Downstream Interface. [11s BbIK/1HOYEHNSA
BBeauTe - down)

148



PykoBozacTBO no akcnyataunn WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

5.6.7 CucTemHble HaCTPOWKM

5.6.7.1 O6HosneHue NO ycmpolicmsa

© He oTtknoyaiiTe NUTaHMe yCTPOICTBA U HE BbIMNOMHANTE nepesarpysky ycTpolicTea B npoLecce
o6HoBeHusa MNo!

[na o6HoBneHus MO no npotokony TFTP 3arpysute Ha TFTP-cepep thaiin npoLwmnseku
WEP-2ac-1.21.0.X.tar.gz n BbINONIHUTE KOMaHAY:

OGHoBneHune MO Touku goctyna no tftp

WEP-2ac# firmware-upgrade tftp://<IP-appec tftp-cepBepa>/<Ha3BaHue cpaiina NO> (Mpumep:
firmware-upgrade tftp://192.168.1.100/ WEP-2ac-1.21.0.X.tar.gz

[na o6HoBneHus MO no npotokony HTTP 3arpy3uTte Ha HTTP-cepsep thaiin npoLLmBkn
WEP-2ac-1.21.0.X.tar.gz n BbINONHUTE KOMaHAb!:

O6HoBneHune MO Toukn goctyna no tftp

WEP-2ac# set firmware-upgrade upgrade-url http://<IP-agpec http-cepsepa>:[nopt]/<HasBaHue
daiina NO> (Mpumep: set firmware-upgrade upgrade-url http://192.168.1.100:8080/
WEP-2ac-1.21.0.X.tar.gz)

WEP-2ac# set firmware-upgrade start yes (komaHga ans Hauana o6HoeneHus MNo)

MepeknoueHne Ha pe3epBHYI0 Bepcuio MO Touku gocTyna

WEP-2ac# firmware-switch

5.6.7.2 YnpasneHue KoHpuzypayuel ycmpolicmsa

C6poc KoHhurypauum ycTpoiictea B fepO/ITHOE COCTOsIHME

WEP-2ac# factory-reset

CkauyaTb KOHhurypaymoHHbIV aiin yctpoiicTBa Ha tftp cepBep

WEP-2ac# config download tftp://<IP-agpec tftp-cepBepa>/<Ha3BaHue cpaiina>.xml (Mpumep: config
download tftp://192.168.1.100/WEP-2ac.xml)
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3arpy3nTtb KOH(hUrypaunoHHblii chaiin Ha ycTpoiicTBo c tftp cepBepa

WEP-2ac# config upload tftp://<IP-agpec tftp-cepBepa>/<Ha3BaHue cpaiina>.xml (Mpumep: config
upload tftp://192.168.1.100/WEP-2ac.xml)

5.6.7.3 [lMepe3azpyska ycmpolicmsa

KomaHga ans nepesarpysku ycTpoiicTea

WEP-2ac# reboot

5.6.7.4 Hacmpolka dambl u sBpemeHu

KomMmaHAbl Ans HAaCTPOWKN CUXPOHU3aLun BpeMeHu ¢ cepBepom NTP

WEP-2ac# set ntp status up (up - BK/toueHve cuHxpoHm3aumm spemern ¢ NTP-cepeepom. MapameTp
npYHUMaeT 3HaueHusi: down, up. Mo yMon4aHmio: up)

WEP-2ac# set ntp server 192.168.1.100 (192.168.1.100 - IP-aapec ocHoBHoro NTP-cepsepa)

WEP-2ac# set ntp alternative-server ntp1.stratum2.ru (ntp1.stratum2.ru - JOMEHHOE UMSsI Pe3ePBHOIO
NTP-cepBepa-1)

WEP-2ac# set ntp alternative-server2 192.168.1.102 (192.168.1.102 - IP-agpec pe3epBHoro NTP-
cepsepa-2)

WEP-2ac# set system time-zone 'Russian Fed. Zone 6 (Novosibirsk; Krasnoyarsk)' (Russian Fed. Zone 6
(Novosibirsk; Krasnoyarsk) - yctaHoBka TaiiM-30HblI. o ymonyaHmio: ‘Russia (Moscow)')

5.6.7.5 Hacmpolika omnpasku SNMP-mparios

HacTpoiika oTnpaBku SNMP-Tpanos

WEP-2ac# set snmp source-status up (up - BktoueHve npuHaTus SNMP-3anpocoB TONbKO C yKa3aHHbIX
B MapameTpe snmp source agpecos. [MapameTp npuHMMaeT 3HauyeHusi: down, up. Mo ymonyaHuio: down)
WEP-2ac# set snmp source 192.168.1.100 (192.168.1.100 - IP-agpec xocTa, OT KOTOPOro paspeLLeHo
npyHumatb SNMP-3anpoch!)

WEP-2ac# add traphost host 192.168.1.100 community public host-type ipv4 trap_version snmpV2
(HacTpoiika otnpaBku SNMP-TpanoB Bepcun snmpV2, Ha XocT ipv4 c ip-agpecoM 192.168.1.100, ans
rpynnsi public)
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5.6.8 Hactpolika cepsuca APB

KomaHgb! AN HacTpoiiku cepBuca APB

WEP-2ac# set captive-portal mode up (up - akTBMpOBaTb NoAK/ItO4EHNE K cepBucy APB. MapameTp
NPYHUMAET 3HaueHust: up, down. Mo yMonyaHmio: up)

WEP-2ac# set captive-portal roaming-service-url ws://<Agpec cepsuca APB>:8090/apb/broadcast
(Mpumep: set captive-portal roaming-service-url ws://192.168.1.100:8090/apb/broadcast)
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5.6.9 MOHUTOPUHT

5.6.9.1 Wi-Fi knueHmbli

WEP-2ac# get association detail

Property

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

interface
station
authenticated
associated
authorized
ip-address
hostname
fw-version
board-type
rx-packets
tx-packets
rx-bytes
tx-bytes
tx-rate

rx-rate
tx-actual-rate
rx-actual-rate
tx-modulation
rx-modulation
listen-interval
last-rssi
last-snr

noise
tx-link-quality
tx-rate-quality
tx-link-capacity
tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
client-gos-enabled
bw-Timit-up
bw-T1imit-down
acl-type-up
acl-up
acl-type-down
acl-down
policy-up
policy-down

ts-violate-rx-packets
ts-violate-tx-packets

uptime

identity

domain
supported-channels

wlanOvapl
62:3b:f9:4d:ac:27
Yes

Yes

Yes

10.24.80.74

HUAWEI_P40_Pro-8lafe9c34a

318
293
64360
158746
156
156

0

0

VHT LDPC MCS8 NSS2 20MHz
VHT LDPC MCS8 NSS2 20MHz

10

-48

44 dB
-92 dBm
100%
100%
100% (not changed)
0

0

0

0
Disabled
0

0

None

None

00:00:00
tutu

enterprise.service.root
36-64,132-140,149-165
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using-802.11r
using-802.11k

mode

aid

ps—-mode

vlan-id

auth-mode
encryption
eltex-serial-number
assoc-duration
auth-duration
dhcp-start-duration
dhcp-end-duration
count-dhcp-dis
count-dhcp-off
count-dhcp-req
count-dhcp-ack

No

No
802.11ac
1

0

10

WPA2
AES-CCMP

0.001337
2.525727
0.000000
0.019971
0

<)

PykoBoacTBo no akcnnyataunn WEP-2ac, WEP-2ac Smart, WEP-2ac-Z
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5.6.9.2 VHgpopmayusi 06 ycmpolcmse

WEP-2ac# get system detail

Property Value

username admin

model Eltex WEP-2ac

version 1.21.X.X

altversion 1.21.X.X

build-year 2021

build-date 2021.03.18 13:42 +07
loader-version 1.21.X.X

platform bcm947452acnrm

uptime 0 days, 0 hours, 5 minutes
system-time Tue Apr 27 2021 06:02:52 MST
time-zone Russia (Moscow)

enable-dst off

dst-start March.Second.Sunday/02:00
dst-end November.First.Sunday/02:00
dst-offset 60

country RU

country-mode on

full-isolation on

tunneling-over-wds off

force-allow-eth off

power-source

nmode-supported Y

forty-mhz-supported-g Y

forty-mhz-supported-a Y

eighty-mhz-supported-a Y

base-mac

e8:28:cl:cl:27:60

base-mac-status on
serial-number WP12034181
country-code-is-configurable on

system—-name
system-contact

admineexample.com

system-location Default
band-plan

lastboot success
wpa-personal-key-min-complexity-support off
wpa-personal-key-min-character-class 3
wpa-personal-key-min-length 8
wpa-personal-key-max-length 63
wpa-personal-key-different-from-current no
password-min-complexity-support off
password-min-character-class 3
password-min-length 8
password-max-length 64
password-aging-support off
password-aging-time 180
password-different-from-current yes

154



PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

5.6.9.3 Cemesasi uHhopmayusi

WEP-2ac# get management detail

Property Value

vlan-id 1

mtu 1500
interface brtrunk
tunnel-ip

static-ip 192.168.1.10
static-mask 255.255.255.0
ip 100.110.0.242
mask 255.255.254.0
mac E8:28:C1:C1:27:60
ap-location eltex.root

dhcp-status up
static-ipv6 N
static-ipv6-mask

ipv6e

ipve-mask

sw-ratelimit-enable up
sw-ratelimit-timer 100
ucast-prom-ratelimit 150000
ucast-sw-ratelimit-mode auto
ucast-sw-ratelimit 120000
ucast-sw-gre-ratelimit 10500
mcast-sw-ratelimit 10000
bcast-sw-ratelimit 1000
arp-req-sw-ratelimit 500
vlan-lock up
ipve-status down

ipv6-autoconfig-status down
static-ipv6 N
static-ipv6e-prefix-length 0
static-ipv6-addr-status
dhcp6-status up
autoconfig-link-local
autoconfig-ipv6-global-all

WEP-2ac# get ip-route

destination 0.0.0.0

mask 0.0.0.0
gateway 100.110.0.1
table 254

WEP-2ac# get ntp detail

Property Value

155



status

server
alternative-server
alternative-server2
dhcp_server
dhcp_alt_server
dhcp_alt_server2
manual-daily-drift-secs

up

100.110.1.
100.110.0.
O.ru.pool.
100.110.1.

253

22
ntp.org
252

PyKoBOACTBO No akcnyaTtaumm WEP-2ac, WEP-2ac Smart, WEP-2ac-Z
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5.6.9.4 becrnposooHbIe uHMepgelichbl

WEP-2ac# get radio wlan0 detail

Property Value
status up
description IEEE 802.11a
static-mac

channel-policy best
channel-update 1440
mode a-n-ac
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 36
channel 56
tx-power-dbm 19
tx-power-dbm-max 19
tx-power-dbm-min 1
tx-power-output 0.00
tx-chain 3
beacon-interval 100
rts-threshold 2347
fragmentation-threshold 2346
arp-suppression on
ap-detection on
limit-channels 36 40 44 48 52 56 60 64
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom
short-guard-interval-supported no
stbc-mode auto
ldpc-mode auto
dhcp-snooping-mode ignore
dhcp-option-82-string

coex-mode on
vlan-Tlist

wme on
wme-noack off
wme-apsd on
rate-limit-enable off
rate-limit 50
rate-limit-burst 75
stp-block-enable on
wlan-util 8
num-stations 0
wds-status down
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fixed-multicast-rate auto
fixed-tx-modulation auto
max-stations 200
dtim-period 2
reinit-period 0
scheduler-profile-name

operational-mode up
scheduler-operational-mode

vht-mode on
vht-features of f
rsdb-mode

frame-burst of f
spectrum-analyser-start
spectrum-analyser-status Not ready
spectrum-analyser-results Not ready

rrm-block-tpc
rrm-block-dca

ampdu up
amsdu up
olpc-cal-period 300
olpc-channel yes

WEP-2ac# get radio wlan1 detail

Property Value
status up
description IEEE 802.11g
static-mac

channel-policy best
channel-update 1440
mode bg-n
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 6
channel 11
tx-power-dbm 16
tx-power-dbm-max 16
tx-power-dbm-min 5
tx-power-output 15.25
tx-chain 3
beacon-interval 100
rts-threshold 1025
fragmentation-threshold 1024
arp-suppression on
ap-detection on
limit-channels 16 11
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom
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short-guard-interval-supported
stbc-mode

ldpc-mode
dhcp-snooping-mode
dhcp-option-82-string
coex-mode

vlan-Tlist

wme

wme-noack

wme-apsd
rate-limit-enable
rate-limit
rate-limit-burst
stp-block-enable
wlan-util

num-stations

wds-status
fixed-multicast-rate
fixed-tx-modulation
max-stations

dtim-period
reinit-period
scheduler-profile-name
operational-mode
scheduler-operational-mode
vht-mode

vht-features

rsdb-mode

frame-burst
spectrum-analyser-start
spectrum-analyser-status
spectrum-analyser-results
rrm-block-tpc
rrm-block-dca

ampdu

amsdu

olpc-cal-period
olpc-channel

no
auto
auto
ignore

on

on
off
on
off
50
75
on
88

down
auto
auto
200

up

off
off

Not ready
Not ready

up
down
300
no

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z
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5.6.9.5 WDS

WEP-2ac# get interface wlanOwdsO0 detail

Property Value

type wds

status up

description Wireless Distribution System - Link 1
mac E8:28:C1:C1:27:60
ip

mask

static-ip

static-mask

rx-bytes 8235818
rx-packets 38800

rx-errors 0

tx-bytes 172159433
tx-packets 263429

tx-errors

tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
ts-vo-rx-packets
ts-vo-tx-packets
ts-vo-rx-bytes
ts-vo-tx-bytes
ts-vi-rx-packets
ts-vi-tx-packets
ts-vi-rx-bytes
ts-vi-tx-bytes
ts-be-rx-packets
ts-be-tx-packets
ts-be-rx-bytes
ts-be-tx-bytes
ts-bk-rx-packets
ts-bk-tx-packets
ts-bk-rx-bytes
ts-bk-tx-bytes
priority 128
port-isolation
auto-negotiation

speed

duplex

link-status

link-uptime

intf-speed

duplex-mode
green-ethernet-mode

ssid

bss

security

wep-key-ascii no

[ol ool ol oMol oloMolololMololololoMoMoMoMoMNO]
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wep-key-length 104
wep-default-key
wep-key-mapping-length
vlan-interface

vlan-id

radio wlan®

remote-mac A8:F9:4B:B7:8B:C0O
remote-rssi -16

wep-key

operational-status up
wds-link-uptime 00:00:46

wds-ssid wDS
wds-security-policy wpa-personal
wds-wpa-psk-key 12345678
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5.6.9.6 WGB

WEP-2ac# get wgbridge detail

wgbridge-mode up
radio wlan0
debug

WEP-2ac# get wg-bridge-upstrm detail

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Property Value

ssid AP-ss1id
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wpa-allowed off
wpa2-allowed on
upstream-bssid

vlan-id 1
connection-status Associated to AP a8:f9:4b:b7:8b:c0
rx-bytes 8337952
rx-packets 50212
rx-errors 0

tx-bytes 306207
tx-packets 913
tx-errors 0

iface wlanQupstrm
eap-user

eap-method peap

debug

cert-present no
cert-exp-date Not Present
mfp mfp-not-reqd
roam-threshold -75
roam-delta 10

WEP-2ac# get wg-bridge-dwstrm detail

Property

ssid

security

wep-key-ascii
wep-key-length
wep-default-key
wep-key-mapping-length
status
ignore-broadcast-ssid

Client-ssid
wpa-personal
no

104

1

up
off
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open-system-authentication
shared-key-authentication
wpa-cipher-tkip
wpa-cipher-ccmp
wpa-allowed

wpa2-allowed
broadcast-key-refresh-rate
vlan-id

rx-bytes

rx-packets

rx-errors

tx-bytes

tx-packets

tx-errors

iface

mfp

on
off
on
on
on
on

6522
40

8439

34

(0]
wlan@dwstrm
mfp-not-reqd

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z
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5.6.9.7 Cluster

WEP-2ac# get cluster detail

Property Value
clustered 1
location floor-2
cluster-name test
ipversion ipv4
member-count 2
clustering-allowed true
compat WEP-2ac
operational-mode 1
cluster-ipaddr 192.168.0.222
priority 255
reauth-timeout 300
secure-mode 1
pass-set 1
secure-mode-status Enabled
trace-debug 0

WEP-2ac# get cluster-member detail

Property Value

mac A8:F9:4B:B7:8B:C0O
ip 192.168.0.58
compat WEP-2ac

location floor-1

uptime 120

is-dominant true

priority 0
firmware-version 1.18.X.X

cluster-controller no

Property Value

mac E8:28:C1:C1:27:60
ip 192.168.0.135
compat WEP-2ac

location floor-2

uptime 124

is-dominant false

priority 255
firmware-version 1.21.X.X

cluster-controller yes

WEP-2ac# get cluster-fw-member detail

Property Value
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upgrade

upgrade-url tftp://192.168.1.7/WEP-2ac-1.21.X.X.tar.gz
upgrade-method selective

upgrade-status Completed

upgrade-members 192.168.0.58

WEP-2ac# get cluster-fw-member

ip mac fw-download-status

192.168.0.58 A8:F9:4B:B7:8B:C0O Success
192.168.0.135 E8:28:C1:C1:27:60 None
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5.6.9.8 XKypHan cobbimuti

WEP-2ac# get log-entry

Property Value

number 1
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Station 62:3b:f9:4d:ac:27 associated, time = 0.001337

Property Value

number 2
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message station: 62:3b:f9:4d:ac:27 associated rssi -49(-49)

Property Value

number 3
priority info
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message STA 62:3b:f9:4d:ac:27 associated with BSSID e8:28:cl:cl:27:61

Property Value

number 4
priority info
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Assoc request from 62:3b:f9:4d:ac:27 BSSID e8:28:cl:cl:27:61 SSID Test_Enterprise
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5.6.9.9 CkaHuposaHue aghupa

CkaHupoBaHue achupa npegocTaBnseT MHPopMaLuo 060 Bcex 6ecnpoBOAHbIX TOUKaxX JOCTYNa, KOTopble

YCTPOMCTBO AETEKTUPYET BOKPYr cebs.

WEP-2ac# get detected-ap

privacy

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

channel

signal

On
off
off
off
On
off

i-0TT-ent-06
i-0TT-06-portal
i-200

(Non Broadcasting)
RT-WiFi-5278
GPB_Free

-61
-61
-45
-56
-61
-53
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5.6.9.10 CnexkmpoaHasiuszamop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
CnekTpoaHanM3aTop CKaHupyeT KaHaslbl yka3aHHble B napametpe limit-channels B HacTpoiikax
paavouHTepdeica. Pe3ynsrar BbIBOAUTCSA B MPOLIEHTAX.

® TMocne 3anycka cKaHUPOBAHWSA, /151 MOJTyHEHUsI Pe3y/ILTaTOB HEO6XOAVMO MOAOXKAATH HECKO/LKO
MUHYT. Ha Bpemsi CKaHMpOoBaHMS y MOAK/IUYEHHbIX KNIMEHTOB OyAeT HabnwgaTbCs npepbiBaHNe
paboTbl CEPBUCOB.

WEP-2ac# set radio all spectrum-analyser-start yes (3anyck cnektpoaHasimsaropa Ha BCex
pagunovHTepdeicax 0AHOBPEMEHHO. 1111 3amycka CneKTpoaHasim3aTopa Ha KOHKPETHOM
pagnounHTepdelice BmecTo all BBeanTe HasBaHWe MHTepdeiica: wlan0 - Radio1, wlan1 - Radio2)

WEP-2ac# get radio all spectrum-analyser-results (BbiBog pe3ynbrata paboThl CEKTpoaHaIM3aTopa)

Property Value
name wlan®
spectrum-analyser-results

36: 52 | * ok k kK kK kok ok Kk

40: 52 | kkkkkkkkkkx

44; 15 | *xx%

48: 13 | *xx

52: 9 | *x

56: 4 | *

60: 5 | *x

64: 10 | *xx

Optimal 20MHz channel: 56
Optimal 40MHz channel: 521
Optimal 80MHz channel: 56/80

Property Value
name wlanl
spectrum-analyser-results
1: 92 | Kk ok ok ke ok ke ok ok ok ok ok ok ok ok ok ok ok ok
6: 84 | Hkxkokokokkkkkokokokok kX
11: 88 | Kk ok ko ke ok ok ok ok ok ok ok ok ok ok ok

Optimal 20MHz channel: 11
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6 MpunoxeHne. CNUCOK OCHOBHbIX K/TACCOB U NOAKNACCOB KOMaH/

Knacc

debug

OTtnapnoyHble
KOMaHAbl

system

HacTtpoiiku
CUCTEMBbI

Mopknacc

level

timestamp

klevel

password

model

version

platform

encrypted-
password

®PyHKUNA

YpoBeHb
OT/1a[04HON
nHchopmaLmm

[06aBnTb METKY
BPEMEHM K
OT/N1a04HOM
MHdhopmaumn

YpoBeHb
OT/1af04HOW
nHhopmaumm sapa

Maponb goctyna K
Nnosib30BaTe/IbCKOMY
WEB-nHTepdelicy n
CLI

Mopgenb ycTpolicTea

Bepcua Mo

AnnapartHas
nnarcgopma

3awmndpoBaHHbIi
naposib

Bo3MOXHble
KOMaHpl

get, set

get, set

get, set

set

get

get

get

get, set

CuHTakcuc

get debug level

set debug level
<value>

get debug
timestamp

set debug
timestamp
<value>

get debug
klevel

set debug
klevel <value>

set system
password
<value>

get system
model

get system
version

get system
platform

get system
encrypted-
password

set system
encrypted-
password
<value>

Mpumepsl

WEP-2ac# get
debug level

0

WEP-2ac# get
debug timestamp

WEP-2ac# set
debug klevel 1

WEP-2ac# get
debug klevel

1

WEP-2ac# set
system password
password

WEP-2ac# get
system model

Eltex WEP-2ac

WEP-2ac# get
system version

1.14.0.89

WEP-2ac# get
system platform

bcm953012er

WEP-2ac# set
system
encrypted-
password
"$1$G6G6G6G6SDh
39pxWqjp3nBRrBP
BL701"

WEP-2ac#

WEP-2ac# get
system
encrypted-
password$1$G6G6
G6G6SDh39pxWqjp
3nBRrBPBL701

169



Knacc Mopknacc

uptime

system-
time

time-zone

enable-dst

summer-—
time

dst-start

®PyHKUNA

Bpems paboTb
CUCTEMbI C MOMEHTa
3arpysku

TekyLiee Bpems
CUCTEMbI

YacoBoli nosic

BknounTb nepexop,
Ha neTHee BpeMms

Bpems nepexoga Ha
neTHee Bpems

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get

get

get, set

get, set

get, set

get, set

CuHTakcuc

get system
uptime

get system
system-time

get system
time-zone

set system
time-zone
<value>

get system
enable-dst

set system
enable-dst
<value>

get system
summer-time

set system
summer-time
<value>

get system dst-
start

set system dst-
start <value>

Mpumepsl

WEP-2ac# get
system uptime

6 days, 17
hours, 25
minutes

WEP-2ac# get
system system-
time

Thu May 31 2018
06:59:46 MST

WEP-2ac# set
system time-
zone "Russia
(Moscow) "

WEP-2ac# get
system time-
zone

Russia (Moscow)

WEP-2ac#

WEP-2ac# set
system enable-
dst on

WEP-2ac# get
system enable-
dst

on

WEP-2ac# set
system summer-
time enabled

WEP-2ac# get
system summer-
time

enabled

WEP-2ac# set
system dst-
start
"March.Second.S
unday/02:00"

WEP-2ac# get
system dst-
start

March.Second.Su
nday/02:00
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Knacc

Mopknacc

dst-end

dst-offset

reboot

country

country-
mode

full-
isolation

nmode-
supported

®PyHKUNA

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

Bpemsa nepexoga Ha  get, set

3NUMHEE BpeMA

MNepesarpy3nTtb
TOYKY AocTyna

CtpaHa

Bo3MOXHble
3HaueHus: on, off.

MNonHasa nsonaums.
Bo3moxHble
3HaYeHwus: on —
OYHKUNS aKTUBHA,
off — doyHKUMSA
HeaKTMBHa.

Mognepxka
ctaHgapTa IEEE
802.11n.
B0o3MOXHbIe
3HaveHuns: Y —
nogaepxvsaet, N —
He nofJepXuBaer.

get, set

set

get, set

get, set

get, set

get

CuHTakcuc

get system dst-
end

set system dst-
end <value>

get system dst-
offset

set system dst-
offset <value>

set system
reboot

get system
country

set system
country <value>

get system
country-mode

set system
country-mode
<value>

get system
full-isolation

set system
full-isolation
<value>

get system
nmode-supported

Mpumepsl

WEP-2ac# set
system dst-
start
"November.First
.Sunday/02:00"

WEP-2ac# get
system dst-end

November.First.
Sunday/02:00

WEP-2ac# set
system dst-
offset 60

WEP-2ac# get
system dst-
offset

60

WEP-2ac# set
system reboot

WEP-2ac# set
system country
RU

WEP-2ac# get
system country
RU

WEP-2ac# set
system country-
mode off

WEP-2ac# get
system country-
mode

off

WEP-2ac# set
system full-
isolation off

WEP-2ac# get
system full-
isolation
off

WEP-2ac# get
system nmode-
supported

Y
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Knacc

Mopknacc

forty-mhz-
supported

base-mac

serial-
number

country-
code-1is-
configurab
le

system-
name

system-
contact

system-
location

®PyHKUNA

Moaaepka nonocsl
npomnyckaHus

LWunpmrHoii 40 My B 5

Ty gnanasoHe.

CepwuiiHblii HOMep
n3genus

HacTtpolika koga
CTpaHbl. Bo3mMoXxHble
3HaYeHwus: on —
OYHKUNS aKTUBHA,
off — doyHKUMSA
HeaKTMBHa.

Nms cuctemsl

KOHTaKTbl CUCTEMBI

MecTtononoxeHune
CUCTEMDI

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get

get, set

get, set

get, set

get, set

get, set

get, set

CuHTakcuc

get system
forty-mhz-
supported

get system
base-mac

set system
base-mac
<value>

get system
base-mac

set system
base-mac
<value>

get system
country-code-
is-configurable

set system
country-code-
is-configurable
<value>

get system
system-name

set system
system-name
<value>

get system
system-contact

set system
system-contact
<value>

get system
system-location

set system
system-location
<value>

Mpumepsl

WEP-2ac# set
system base-mac
"a8:f9:4b:b0:21
:60"

WEP-2ac# get
system base-mac
a8:f9:4b:b0:21:
60

WEP-2ac# set
system serial-
number
WP01000167

WEP-2ac# get
system serial-
number
WP01000167

WEP-2ac# set
system country-
code-is-
configurable on

WEP-2ac# get
system country-
code-is-
configurable

on

WEP-2ac# set
system system-
name "WEP-2ac"

WEP-2ac# get
system system-
name

WEP-2ac

WEP-2ac# get
system system-
location
Default
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Knacc

host

HacTpoiiku xocTa

Mopknacc

id

dns-1

dns-2

domain

static-
dns-1

static-
dns-2

static-
domain

dns-via-
dhcp

®PyHKUNA

ID xocTa

IP-agpec DNS-
cepsepa (1)

IP-agpec DNS-
cepsepa (2)

Vima gomeHa

DNS-cepsep (1),
KoTOpbIn ByaeT
MCMosIb30BaH, ecnu
agpec He nony4yeH
no DHCP

DNS-cepsep (2),
KoTopblIi 6yaeT
NCMosIb30BaH, eCnn
aapec He nony4yeH
no DHCP

Vima fomeHa,
ncnonbL3yemMoro,
ec/in He NonyyeHo
UM JOMEHa o
DHCP

Monyyatb
napameTpbl DNS-
cepsepa no DHCP.
Bo3moxHble
3HaYeHus: up —
nony4yatb no DHCP,
down -
ncnonbL30BaTb
cTatmyeckume
napameTpsbl.

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

get

get

get

get, set

get, set

get, set

get, set

CuHTakcuc

get host -id

set host 1id
<value>

get host dns-1

get host dns-2

get host domain

get host
static-dns-1

set host
static-dns-1
<value>

get host
static-dns-2

set host
static-dns-2
<value>

get host
static-domain

set host
static-domain
<value>

get host dns-
via-dhcp

set host dns-
via-dhcp
<value>

Mpumepsl

WEP-2ac# set
host 1id
"WEP-2ac"

WEP-2ac# get
host -id
WEP-2ac

WEP-2ac# get
host dns-1
172.16.0.250

WEP-2ac# get
host dns-2
172.16.0.100

WEP-2ac# get
host domain
eltex.loc

WEP-2ac# get
host static-
dns-1

WEP-2ac# get
host static-
dns-1

WEP-2ac# set
host static-
domain
"example.com"
WEP-2ac# get
host static-
domain
example.com

WEP-2ac# set
host dns-via-
dhcp up
WEP-2ac# get
host dns-via-
dhcp

up
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Knacc Mopknacc
config startup
HacTpoiikm
KOHdourypauum
version
backup-
file-
format
interface type
HacTtpoliku
CeTeBoro
nHTepdeica
status

®PyHKUNA

HacTpoiika Bo
BpeMsi 3arpy3ku

Bepcus thaiina
KOHdpurypaumm

dopmart dpaiina
KOHdourypaumu.
Bo3moxHble
3HaveHwus: plain —
He3allNPOBaHHbIi,
encrypted -
3alngPOBaHHbINA.

Twun ceTeBoro
nHTepdeiica

CocTosiHne
nHTepdgeiica

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble

KOMaH/Abl

set

get

get, set

add, get

add, get, set

CuHTakcuc

set config
startup <value>

get config
version

get config
backup-file-
format

set config
backup-file-
format <value>

add interface
<interface_name
> type <value>

get interface
<interface_name
> type

add interface
<interface_name
> status
<value>

get 1interface
<interface_name
> status

set interface
<interface_name
> status
<value>

Mpumepsl

WEP-2ac# get
config version
1.02

WEP-2ac# set
config backup-
file-format
plain

WEP-2ac# get
config backup-
file-format
plain

WEP-2ac# add
interface
wlanlvapl type
service-set

WEP-2ac# get
interface
wlanlvapl type
service-set

WEP-2ac# add
interface
wlanlvapl
status up

WEP-2ac# set
interface
wlanlvapl
status up

WEP-2ac# get
interface
wlanlvapl
status

up
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Knacc Mopknacc

®PyHKUNA

descriptio OnucaHue

n

ip

mask

static-1ip

nHTepdeiica

IP-agpec
nHTepdeiica

Macka cetun

Cratnyeckuii IP-
appec,
NCNosb3yeMblid,
korga DHCP-cepsep
He aKTuBeH

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

add, get

add, get, set

add, get, set

CuHTakcuc

get 1interface
<interface_name
> description

set interface
<interface_name
> description
<value>

add interface
<interface_name
> ip <value>

get interface
<interface_name
> 1ip

add interface
<interface_name
> mask <value>

get 1interface
<interface_name
> mask

set interface
<interface_name
> mask <value>

add interface
<interface_name
> static-1ip

get interface
<interface_name
> static-1ip

set interface
<interface_name
> static-1ip
<value>

Mpumepsl

WEP-2ac# get
interface
wlanlvapl
description
"Wireless -
Virtual Access
Point 1 - Radio
2"

WEP-2ac# get
interface
wlanlvapl
description
Wireless -
Virtual Access
Point 1 - Radio
2

WEP-2ac# get
interface
wlanlvapl 1ip

WEP-2ac# get
interface
wlanlvapl mask

WEP-2ac# get
interface
wlanlvapl
static-1ip

175



Knacc Mopknacc

static-
mask

rx-bytes

rx-packets

rx—errors

rx-drop

rx-fifo

rx-frame

rx-
compressed

®PyHKUNA

Macka ceTn,
ncnosnb3yemas,
korga DHCP-cepsep
He aKTVBEH

Konnuectso
MO/TyYEHHbIX 6aNTOB

Konnyectso
NosTyYeHHbIX
nakeToB

KonnyectBo
NO/YYEHHbIX
NnakeToB C OLUMGKamMu

Konuuyectso
NONyYeHHbIX
nakeToB, KOTOpbIe
6b11 OTOPOLLEHDI

Konnyecteo
nakeTos,
nosly4eHHoe npu
nepenosiHeHUN

oydepa

Konnuectso
MakeToB.,
MOJTYYEHHBIX C
OLLMGKOI Kagpa

KonwnyectBo
NOJTYYEHHbIX CXaTbIX
NakeToB

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

add, get, set

get

get

get

get

get

get

get

CuHTakcuc

add interface
<interface_name
> static-mask

get 1interface
<interface_name
> static-mask

set interface
<interface_name
> static-mask
<value>

get interface
<interface_name
> rx-bytes

get 1interface
<interface_name
> rx-packets

get interface
<interface_name
> rx—errors

get 1interface
<interface_name
> rx-drop

get interface
<interface_name
> rx-fifo

get interface
<interface_name
> rx-frame

get 1interface
<interface_name
> rx-compressed

Mpumepsl

WEP-2ac# get
interface
wlanlvapl
static-mask

WEP-2ac# get
interface
wlanlvapl rx-
bytes

0

WEP-2ac# get
interface
wlanlvapl rx-
packets

(0]

WEP-2ac# get
interface
wlanlvapl rx-
errors

0

WEP-2ac# get
interface
wlanlvapl rx-
fifo

0]

WEP-2ac# get
interface
wlanlvapl rx-
frame

0]

WEP-2ac# get
interface
wlanlvapl rx-
compressed

0]
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Knacc

Mopknacc

rx-
multicast

tx-bytes

tx-packets

tx-errors

tx-fifo

tx-colls

tx-carrier

tx-
compressed

tx-drop-
bytes

rx-drop-
bytes

®PyHKUNA

KonnyectBo
MONyYeHHbIX
naketoB multicast

Konnuectso
OTNpaBNeHHbIX 6aiiT

Konnyectso
OTnpaB/IEHHbIX
MnakeToB

KonnyectBo
OTNpPaBNEHHbIX
NnakeToB C OLUMGKamMu

KonnyectBo
NakeToB,
OTnpaB/ieHHbIX Npu
nepenosiHeHUn

oydpepa

Konnyecteo
OTnpaBeHHbIX
NnakeToB C
KOMNN3NsIMKN

Konunyectso
OTNpPaB/IEHHbIX
nakeToB C OLUNGKammn
HecyLeli

KonwnyectBo
OTnpaB/eHHbIX
CXaTtbIX NaKeToB

Konnuectso
OTOPOLLUEHHBbIX TX-
GanT

Konnyectso
OTOPOLLEHHbIX RX-
GanT

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3moxHble  CuHTakcuc Mpumepsl
KOMaHAb!
get get 1interface WEP-2ac# get
<interface_name 1interface
> rx-multicast wlanlvapl rx-
multicast
(0]
get get interface WEP-2ac# get
<interface_name -1interface
> tx-bytes wlanlvapl tx-
bytes
0]
get get 1interface WEP-2ac# get
<interface_name 1interface
> tx-packets wlanlvapl tx-
packets
(0]
get get interface WEP-2ac# get
<interface_name -interface
> tx-errors wlanlvapl tx-
errors
0]
get get 1interface WEP-2ac# get
<interface_name 1interface
> tx-fifo wlanlvapl tx-
fifo
(0]
get get interface WEP-2ac# get
<interface_name -interface
> tx-colls wlanlvapl tx-
colls
get get interface WEP-2ac# get
<interface_name 1interface
> tx-carrier wlanlvapl tx-
carrier
get get interface WEP-2ac# get
<interface_name -nterface
> tx-compressed wlanlvapl tx-
compressed
get get interface WEP-2ac# get
<interface_name 1interface
> tx-drop-bytes wlanlvapl tx-
drop-bytes
get get 1interface WEP-2ac# get
<interface_name -nterface
> rx-drop-bytes wlanlvapl rx-
drop-bytes
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Knacc

Mopknacc

tx-drop-
packets

rx-drop-
packets

stp

fd

hello

priority

®PyHKUNA

Konunyectso
OTOPOLLEHHbIX TX-
nakeToB

Konnuectso
OTOPOLLEHHBbIX RX-
nakeToB

Spanning Tree

Protocol

3aZilep)xka oTnpaBKu

WHtepsan hello

MNpuoputet mocTa

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble

KOMaH/Abl

get

get

add, get, set

add, get, set

add, get, set

add, get, set

CuHTakcuc

get 1interface
<interface_name
> tx-drop-
packets

get interface
<interface_name
> rx-drop-
packets

add interface
<interface_name
> stp <value>

get 1interface
<interface_name
> stp

set interface
<interface_name
> stp <value>

add interface
<interface_name
> fd <value>

get interface
<interface_name
> fd

set interface
<interface_name
> fd <value>

add interface
<interface_name
> hello <value>

get 1interface
<interface_name
> hello

set interface
<interface_name
> hello <value>

add interface
<interface_name
> priority
<value>

get interface
<interface_name
> priority

set interface
<interface_name
> priority
<value>

Mpumepsl

WEP-2ac# get
interface

wlanlvapl tx-
drop-packets

WEP-2ac# get
interface

wlanlvapl rx-
drop-packets
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Knacc Mopknacc

port-
isolation

ssid

bss

security

®PyHKUNA

M3onauna
6ecnpoBOAHbIX
MopTOB ApYr OT
Apyra

Nwus ceTtun

BSS, k koTOpOMYy
NpUHaANEXUT
nHTepdeiic

Pexxnm
6e3onacHocTu

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

add, get, set

add, get, set

add, get, set

add, get, set

CuHTakcuc

add interface
<interface_name
> port-
isolation
<value>

get 1interface
<interface_name
> port-
isolation

set interface
<interface_name
> port-
isolation
<value>

add interface
<interface_name
> ssid <value>

get interface
<interface_name
> ssid

set interface
<interface_name
> ssid <value>

add interface
<interface_name
> bss <value>

get 1interface
<interface_name
> bss

set interface
<interface_name
> bss <value>

add interface
<interface_name
> security
<value>

get interface
<interface_name
> security

set interface
<interface_name
> security
<value>

Mpumepsl

WEP-2ac# get
interface
wlanOvapl ssid
___wepl2_15-105

WEP-2ac# get
interface

wlanlvapl bss
wlanlbssvapl

WEP-2ac# get
interface
wlanlvapl
security
plain-text

179



Knacc Mopknacc

wpa-—
personal-
key

wep-key-
ascii

wep-key-
length

wep-
default-
key

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

®DyHKUMA Bo3moxHble
KOMaHAbl

MepcoHasbHblIi add, set

Koy WPA

(coBmecTHoE

CMOo/Ib30BaHNE)

dopmar WEP-knoua:  add, get, set

ascii nnm hex.

OnuHa WEP-kntoua add, get, set

WEP-kntoy, add, get, set

ncnonb3yemsblii Ansi

nepegaiu

CuHTakcuc

add interface
<interface_name
> wpa-personal-
key <value>

get 1interface
<interface_name
> wpa-personal-
key

set interface
<interface_name
> wpa-personal-
key <value>

add interface
<interface_name
> wep-key-ascii
<value>

get interface
<interface_name
> wep-key-ascii

set interface
<interface_name
> wep-key-ascii
<value>

add interface
<interface_name
> wep-key-
length <value>

get 1interface
<interface_name
> wep-key-
length

set interface
<interface_name
> wep-key-
length <value>

add interface
<interface_name
> wep-key-
length <value>

get interface
<interface_name
> wep-key-
length

set interface
<interface_name
> wep-key-
length <value>

Mpumepsl

WEP-2ac# get
interface
wlanlvapl wep-
key-ascii

no

WEP-2ac# get
interface
wlanlvapl wep-
key-length

104

WEP-2ac# get
interface
wlanlvapl wep-
default-key

1
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PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Knacc Mogknacc ®DyHKUMA Bo3moxHble  CuHTakcuc Mpumepsl
KOMaHbl
wep-key-1  WEP-kntou (1) add, set add interface
<interface_name
> wep-key-1
<value>

get 1interface
<interface_name
> wep-key-1

set interface
<interface_name
> wep-key-1
<value>

wep-key-2  WEP-kntou (2) add, get,set  add interface
<interface_name
> wep-key-2
<value>

get interface
<interface_name
> wep-key-2

set interface
<interface_name
> wep-key-2
<value>

wep-key-3  WEP-kntou (3) add, get,set  add dinterface
<interface_name
> wep-key-3
<value>

get 1interface
<interface_name
> wep-key-3

set interface
<interface_name
> wep-key-3
<value>

wep-key-4  WEP-kntou (4) add, get,set  add interface
<interface_name
> wep-key-4
<value>

get interface
<interface_name
> wep-key-4

set interface
<interface_name
> wep-key-4
<value>
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Knacc

Mopknacc

wep-key-
mapping-
length

multicast-
received-
frame-
count

vlan-id

radio

remote—-mac

®PyHKUNA

KonwnyectBo
NoJTyYEHHbIX KaapoB
multicast

ID, ucnonb3yemblii B
Terax

PagnonHTepdeiic
onsa WDS

MAC-agpec
KOHEUHO TOUKU
coeauHeHua WDS

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble

KOMaH/Abl

get

get

add, get

add, get, set

add, get, set

CuHTakcuc

get 1interface
<interface_name
> wep-key-
mapping-length

get interface
<interface_name
> multicast-
received-frame-
count

add interface
<interface_name
> vlan-id
<value>

get 1interface
<interface_name
> vlan-id

add interface
<interface_name
> radio <value>

get interface
<interface_name
> radio

set interface
<interface_name
> radio <value>

add interface
<interface_name
> remote-mac
<value>

get 1interface
<interface_name
> remote-mac

set interface
<interface_name
> remote-mac
<value>

Mpumepsl

WEP-2ac# get
interface
wlanlvapl wep-
key-mapping-
length

400

WEP-2ac# get
interface
wlanlvapl
multicast-
received-frame-
count

WEP-2ac# get
interface
wlanlvapl vlan-
id

WEP-2ac# get
interface
wlanlvapl radio

WEP-2ac# get
interface
wlanlvapl
remote-mac
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Knacc Mopknacc

wep-key

wds-ssid

wds—
security-
policy

wds-wpa-
psk-key

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

®DyHKUMA Bo3moxHble
KOMaHzbl

WEP-kntou ans add, get, set
coegnHeHusa WDS

SSID WDS- add, get, set
coeauHeHus

Monutnka add, get, set
6e3onacHocTn ons
WDS-coeaumHeHus

WPA PSK-kntou ainst add, get, set

WDS coepgmHeHus

CuHTakcuc

add interface
<interface_name
> wep-key
<value>

get 1interface
<interface_name
> wep-key

set interface
<interface_name
> wep-key
<value>

add interface
<interface_name
> wds-ssid
<value>

get interface
<interface_name
> wds-ssid

set interface
<interface_name
> wds-ssid
<value>

add interface
<interface_name
> wds-security-
policy <value>

get 1interface
<interface_name
> wds-security-
policy

set interface
<interface_name
> wds-security-
policy <value>

add interface
<interface_name
> wds-wpa-psk-
key <value>

get interface
<interface_name
> wds-wpa-psk-
key

set interface
<interface_name
> wds-wpa-psk-
key <value>

Mpumepsl

WEP-2ac# get
interface
wlanlvapl wep-
key

WEP-2ac# get
interface
wlanlvapl wds-
ssid

WEP-2ac# get
interface
wlanlvapl wds-
security-policy

WEP-2ac# get
interface
wlanlvapl wds-
wpa-psk-key
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Knacc Mopknacc

interface

static-1ip

static-
mask

ip

mask

mac

dhcp-
status

®PyHKUNA

WHTepdpeiic
ynpaBfeHus

Crarunyeckuii IP-
aapec nHTepdelica
yrnpas/fieHus

Crartnyeckas macka
nHTepdeiica
ynpasfeHus

IP-agpec
nHTepdeiica
ynpasnieHus

Macka IP-agpeca
nHTepdgeiica
ynpasfeHus

MAC-agpec
nHTepdeiica
ynpasfeHus

Bkntouen nn DHCP
Ha nHTepdeiice
ynpaB/eHus

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get

get, set

get, set

get

get

get

get

CuHTakcuc

get management
interface

get management
static-1ip

set management
static-1ip
<value>

get management
static-mask

set management
static-mask
<value>

get management

ip

get management
mask

get management
macC

get management
dhcp-status

Mpumepsl

WEP-2ac# get
management
interface
brtrunk

WEP-2ac# set
management
static-1ip
"192.168.1.10"

WEP-2ac# get
management
static-1ip

192.168.1.10

WEP-2ac# set
management
static-mask
"255.255.255.0"

WEP-2ac# get
management
static-mask
255.255.255.0

WEP-2ac# get
management -ip
192.168.15.105

WEP-2ac# get
management mask
255.255.255.0

WEP-2ac# get
management mac
A8:F9:4B:B0O:21:
60

WEP-2ac# get
management
dhcp-status

up
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Knacc

vap

HacTpoiika
BMPTYa/lbHbIX
TouYek gocTtyna

Mopknacc

radio

status

vlan-id

global-
radius

descriptio
n

gos-mode

®PyHKUNA

PagvouHTepdeiic
BMPTYasibHOl TOUKM
JocTyna

Craryc

VLAN ID

Mcnonb3oBaHue
rno6asibHbIX
HacTpoek RADIUS

OnucaHune
BMPTYasIbHOW TOUKM
joctyna

Pexxnm
aAMUHUCTPUPOBaHUSA
QoS

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

get, set

add, get, set

get, set

get, set

get, set

CuHTakcuc

get vap <vap>
radio

set vap <vap>
radio <value>

get vap <vap>
status

set vap <vap>
status <value>

add vap
vlan-id

<vap>
<value>

get vap
vlan-id

<vap>

set vap
vlan-id

<vap>
<value>

get vap <vap>
global radius

set vap <vap>
global radius
<value>

get vap <vap>
description

set vap <vap>
description
<value>

get vap <vap>
gqos-mode

set vap <vap>
gqos-mode
<value>

Mpumepsl

WEP-2ac# get
vap vapl radio
radio

WEP-2ac# get
vap vapl status
status

WEP-2ac# get
vap vapl vlan-
id

vlan-id

WEP-2ac# get
vap vapl

description
description

Virtual Access
Point 1

Virtual Access
Point 1 - Radio
2

WEP-2ac# get
vap vapl qos-
mode

gos-mode
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Knacc

Mopknacc

def-bwmax-
up

def-bwmax-
down

def-
acltype-up

def-
acltype-
down

def-acl-up

def-acl-
down

def-
policy-up

®PyHKUNA

MakcumanbHas
nponyckHas
CMOCOGHOCTL B
HanpasneHuu
upstream no
YMOJI4aHMUIO
(0-4294967295)

MakcnmanbHas
nponyckHas
CNOCOBHOCTL B
HanpaBneHnm
downstream no
YMO/THaHMIO
(0-4294967295)

Tun ACL gns
NCXOASLLNX
COeANHEHNIA No
YMO/THaHMIO

(none/ipv4, Currently

Unsupported:ipv6/
mac)

Tun ACL gns
BXOASALLMX
COeAIMHEeHUI No
ymosnyaHuio (none/
ipv4, Currently
Unsupported:ipv6/
mac)

ACL gna ncxogawmx

COeANHEHNIA No
YMO/THaHMIO

ACL gna sxogawmx
COeAIHEeHUI No
YMO/THaHMIO

Default Policy
Up

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

get, set

get, set

get, set

get, set

get, set

get, set

CuHTakcuc

get vap <vap>
def-bwmax-up

set vap <vap>
def-bwmax-up
<value>

get vap <vap>
def-bwmax-down

set vap <vap>
def-bwmax-down
<value>

get vap <vap>
def-acltype-up

set vap <vap>
def-acltype-up
<value>

get vap <vap>
def-acltype-
down

set vap <vap>
def-acltype-
down <value>

get vap <vap>
def-acl-up

set vap <vap>
def-acl-up
<value>

get vap <vap>
def-acl-down

set vap <vap>
def-acl-down
<value>

get vap <vap>
def-policy-up

set vap <vap>
def-policy-up
<value>

Mpumepsl

WEP-2ac# get
vap vapl def-
bwmax-up

def-bwmax-up

WEP-2ac# get
vap vapl def-
bwmax-down
def-bwmax-down

WEP-2ac# get
vap vapl def-
acltype-up
def-acltype-up
none

none
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Knacc

global-radius-
server

rnobasibHble
HacTpoiikn RADUIS
cepsepa

Mopknacc

def-
policy-
down

radius-
accounting

radius-ip

radius—-ip-
network

radius—-key

®PyHKUNA

Default Policy
Down

Aktnsaumnsa RADIUS
Accounting

IP-agpec RADIUS-
cepsepa

IP-ceTb RADIUS-
cepsepa

Koy nogknioveHus
k RADIUS-cepBepy

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

get, set

get, set

get, set

set

CuHTakcuc

get vap <vap>
def-policy-down

set vap <vap>
def-policy-down
<value>

get global-
radius-server
radius-
accounting

set global-
radius-server
radius-
accounting
<value>

get global-
radius-server
radius-ip

set global-
radius-server
radius-ip
<value>

get global-
radius—-server
radius-ip-
network

set global-
radius-server
radius-ip-
network <value>

get global-
radius-server
radius—key

set global-
radius-server
radius—key
<value>

Mpumepsl

WEP-2ac# set

global-radius-
server radius-
accounting off

WEP-2ac# get
global-radius-
server radius-
accounting

off

WEP-2ac# set
global-radius-
server radius-
ip
"192.168.1.1"
WEP-2ac# get
global-radius-
server radius-
ip

192.168.1.1

WEP-2ac# set
global-radius-
server radius-
ip—network ipv4

WEP-2ac# get
global-radius-
server radius-
ip—network
ipv4
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Knacc Mopknacc
radius-
nas-
identifier
descriptio
n

dot11 status

Moppepxka

ctaHgapros IEEE

802.11

radio status

HacTtpoliku

pagnonHTepdgenco

B

descriptio
n

mac

static-mac

®PyHKUNA

OnuuoHasbHbIN

naeHtudpmkarop NAS

nns RADIUS
KnueHta

OnuncaHune

Craryc

Craryc

OnucaHune

MAC-agpec
pagnonHTepdeica
(HauasnbHbIA)

Cratunuyeckunin MAC-
agpec
pagnonHTepdelica
(HauanbHbIiA)

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

get, set

get, set

get, set

get

get

get

CuHTakcuc

get global-
radius-server
radius-nas-
identifier

set global-
radius-server
radius-nas-
identifier
<value>

get global-
radius—-server
description

set global-
radius-server
description
<value>

get dotll
status

set dotll
status <value>

get radio
<radio_dinterfac
e_name> status

set radio
<radio_dinterfac
e_name> status
<value>

get radio
<radio_interfac
e_name>
description

get radio
<radio_interfac
e_name> mac

get radio
<radio_interfac
e_name> static-
mac

Mpumepsl

WEP-2ac# set
global-radius-
server
description
"Global radius
server
settings"

WEP-2ac# get
global-radius-
server
description
Global radius
server settings

WEP-2ac# set
dotll status up

WEP-2ac# get
dotll status

up

WEP-2ac# set
radio wlan0
status up

WEP-2ac# get
radio wlan0
status

up

WEP-2ac# get
radio wlan@
description
IEEE 802.11g

WEP-2ac# get
radio wlanl mac
A8:F9:4B:B0O:21:
70

WEP-2ac# get
radio wlan0
static-mac
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Knacc

Mopknacc

max-bss

channel-
policy

mode

dotllh

dotlld

block-time

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

®DyHKUMA Bo3moxHble  CuHTakcuc Mpumepsl
KOMaHAb!
MakcumasibHoe get get radio WEP-2ac# set
KonmyecTtBo BSS/ <radio_interfac radio wlan®
MAC-agpecoB e_name> max-bss max-bss 16
WEP-2ac# get
radio wlan@
max-bss
16
Monutuka BbIGOpa get, set get radio WEP-2ac# set
KaHana <radio_interfac radio wlan®
e_name> channel-policy
channel-policy best
set radio WEP-2ac# get
<radio_interfac radio wlan®
e_name> channel-policy
channel-policy best
<value>
Pexum get, set get radio WEP-2ac# set
6ecnpoBoAHOro <radio_interfac radio wlanl
nHTepcpeiica e_name> mode mode "a-n-ac"
set radio WEP-2ac# get
<radio_interfac radio wlanl
e_name> mode mode
<value> a-n-ac
Moppepxka get, set get radio WEP-2ac# set
ctaHgapta IEEE <radio_interfac radio wlan®
802.11h e_name> dotllh dotllh off
set radio WEP-2ac# get
<radio_interfac radio wlano
e_name> dotllh dotllh
<value> off
Mogaepxka get, set get radio WEP-2ac# set
ctaHgapTa IEEE <radio_interfac radio wlan®
802.11d e_name> dotlld dotlld off
set radio WEP-2ac# get
<radio_interfac radio wlan®
e_name> dotlld dotlld
<value> off
Bpewms, B TeueHuun get, set get radio WEP-2ac# set

KOTOPOro KaHas
Oyaet 3ab/10KkMpoBaH
nocne obHapyxxeHus
radar'om

<radio_interfac
e_name> block-
time

set radio
<radio_dinterfac
e_name> block-
time <value>

radio wlanl
block-time 31

WEP-2ac# get
radio wlanl
block-time
31

189



Knacc

Mopknacc

quiet-
duration

quiet-
period

tTx-
mitigation

static-
channel

channel

®PyHKUNA

JnutensHocTb quiet-
nHtepsana B TU

Beacon-nHtepsasn
mexay
perynspHbiMu quiet-
NHTEepBaiamu

CHMXaTb MOLLHOCTb
nepegayn ons
cTaHuuii

(Transmit Power
mitigation for
stations)

KaHan, KoTopblii
oypet
1CMosb30BaThbCs NPW
cTaTnyeckoi
NONNTUKE KaHas10B
(channel policy)

Vcnonb3yemblii
KaHaun

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

get, set

get, set

get, set

get

CuHTakcuc

get radio
<radio_interfac
e_name> quiet-
duration

set radio
<radio_interfac
e_name> quiet-
duration
<value>

get radio
<radio_interfac
e_name> quiet-
period

set radio
<radio_interfac
e_name> quiet-
period <value>

get radio
<radio_interfac
e_name> tx-—
mitigation

set radio
<radio_interfac
e_name> tx-
mitigation
<value>

get radio
<radio_dinterfac
e_name> static-
channel

set radio
<radio_dinterfac
e_name> static-
channel <value>

get radio
<radio_interfac
e_name> channel

Mpumepsl

WEP-2ac# set
radio wlan0
quiet-duration
(0]

WEP-2ac# get
radio wlan@
quiet-duration
(0]

WEP-2ac# set
radio wlanl
quiet-period 0

WEP-2ac# get
radio wlanl
quiet-period
0

WEP-2ac# set
radio wlan0® tx-
mitigation 3

WEP-2ac# get
radio wlan@ tx-
mitigation

3

WEP-2ac# set
radio wlan®
static-channel
1

WEP-2ac# get
radio wlan0
static-channel
1

WEP-2ac# get
radio wlan0
channel

11
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Knacc Mopknacc

tx—-power—
dbm

tx-power-
dbm-max

tx-power-
output

tpc

atf

ampdu_atf_
us

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

®DyHKUMA Bo3moxHble
KOMaHbl

MoLHocTb get, set

nepegayu

MakcrmasibHas get

MOLLIHOCTb nepegayn

MocnepHsas get

yCTaHOB/IeHHas

MOLLHOCTb

(Last est. power

from wl_curpower)

IEEE 802.11h TPC get, set

Airtime Fairness get, set

ampdu_atf_us get, set

CuHTakcuc

get radio
<radio_interfac
e_name> tx-
power—-dbm

set radio
<radio_interfac
e_name> tx-
power—-dbm
<value>

get radio
<radio_interfac
e_name> tx-
power-dbm-max

get radio
<radio_interfac
e_name> tx-
power-output

get radio
<radio_interfac
e_name> tpc

set radio
<radio_interfac
e_name> tpc
<value>

get radio
<radio_interfac
e_name> atf

set radio
<radio_interfac
e_name> atf
<value>

get radio
<radio_interfac
e_name>
ampdu_atf_us

set radio
<radio_interfac
e_name>
ampdu_atf_us
<value>

Mpumepsl

WEP-2ac# set
radio wlan0® tx-
power-dbm 5

WEP-2ac# get
radio wlan@ tx-
power—-dbm

5

WEP-2ac# get
radio wlan® tx-
power-dbm-max
19

WEP-2ac# get
radio wlan® tx-
power-output
5.00

WEP-2ac# set
radio wlan® tpc
off

WEP-2ac# get
radio wlan® tpc
off

WEP-2ac# set
radio wlanl atf
on

WEP-2ac# get
radio wlanl atf
on

WEP-2ac# set
radio wlanl
ampdu_atf_us
4000

WEP-2ac# get
radio wlanl
ampdu_atf_us
4000
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Knacc Mopknacc

ampdu_atf_

min_us

tx-chain

antenna

tX-rx-
status

beacon-
interval

®PyHKUNA

ampdu_atf_min_us

KoHdomrypauus
aHTEHHbI

cnonb3oBaTb
aHTEHHY

Craryc npnema n
nepegaqv Ha
pagnonHTepdeice

Beacon-uHTepBasn

Bo3MOXHble
KOMaHpl

get, set

get, set

get, set

get, set

get, set

CuHTakcuc

get radio
<radio_interfac
e_name>
ampdu_atf_min_u
s

set radio
<radio_interfac
e_name>
ampdu_atf_min_u
s <value>

get radio
<radio_interfac
e_name> tx-
chain

set radio
<radio_interfac
e_name> tx-
chain <value>

get radio
<radio_interfac
e_name> antenna

set radio
<radio_interfac
e_name> antenna
<value>

get radio
<radio_interfac
e_name> tx-rx-
status

set radio
<radio_dinterfac
e_name> tx-rx-
status <value>

get radio
<radio_interfac
e_name> beacon-
interval

set radio
<radio_interfac
e_name> beacon-
interval
<value>

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Mpumepsl

WEP-2ac# set
radio wlanl
ampdu_atf_min_u
s 1000

WEP-2ac# get
radio wlanl
ampdu_atf_min_u
s

1000

WEP-2ac# set
radio wlanl tx-
chain 7

WEP-2ac# get
radio wlanl tx-
chain

-

WEP-2ac# set
radio wlan0® tx-
rx-status up

WEP-2ac# get
radio wlan0® tx-
rx—-status

up

WEP-2ac# set
radio wlano
beacon-interval
100

WEP-2ac# get
radio wlano
beacon-interval
100
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Knacc

Mopknacc

rts-
threshold

fragmentat
ion-
threshold

load-
balance-
no-
associatio
n-
utilizatio
n

ap-
detection

®PyHKUNA

MWHUMaNbHbIN
pasmMep nakeTa, npu
KoTopom 6yaet
NCMNO/b30BaH
Request-To-Send

MWHMMabHbIN
pasmMep naketa, npu
KOoTopom Gyaet
ncnosb3oBaHa
oparmeHTauns

Utilization required
to prevent new
associations

BkntoueHne
[eTeKTopa To4ek
poctyna

Bo3MOXHble
KOMaHpl

get, set

get, set

get, set

get, set

CuHTakcuc

get radio
<radio_interfac
e_name> rts-—
threshold

set radio
<radio_interfac
e_name> rts-—
threshold
<value>

get radio
<radio_interfac
e_name>
fragmentation-
threshold

set radio
<radio_interfac
e_name>
fragmentation-
threshold
<value>

get radio
<radio_interfac
e_name> load-
balance-no-
association-
utilization

set radio
<radio_interfac
e_name> load-
balance-no-
association-
utilization
<value>

get radio
<radio_interfac
e_name> ap-
detection

set radio
<radio_dinterfac
e_name> ap-
detection
<value>

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Mpumepsl

WEP-2ac# set
radio wlano
rts-threshold
2347

WEP-2ac# get
radio wlano
rts-threshold
2347

WEP-2ac# set
radio wlano
fragmentation-
threshold 2346

WEP-2ac# get
radio wlano
fragmentation-
threshold

2346

WEP-2ac# set
radio wlan@
load-balance-
no-association-
utilization 0

WEP-2ac# get
radio wlano
load-balance-
no-association-
utilization

(0]

WEP-2ac# set
radio wlan® ap-
detection on

WEP-2ac# get
radio wlan® ap-
detection

on
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Knacc Mopknacc

sentry-
mode

dedicated-
spectrum-
mode

channel-
hopping

passive-
scan—-mode

scan-
leave-time

®PyHKUNA

Bk/loUeHne pexmma
sentry

BkntoueHue pexunma
Dedicated Spectrum

MNepekntoyeHve
KaHasoB

CkaHupoBaHve B
O[HOW nosioce Nan B
06enx nonocax B
pexnme sentry

NHTepBasbl Mexay
CKaHMPOBaHUSAMM

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

get, set

get, set

get, set

get, set

CuHTakcuc

get radio
<radio_interfac
e_name> sentry-
mode

set radio
<radio_interfac
e_name> sentry-
mode <value>

get radio
<radio_interfac
e_name>
dedicated-
spectrum-mode

set radio
<radio_interfac
e_name>
dedicated-
spectrum-mode
<value>

get radio
<radio_interfac
e_name>
channel-hopping

set radio
<radio_interfac
e_name>
channel-hopping
<value>

get radio
<radio_interfac
e_name>
passive-scan-
mode

set radio
<radio_interfac
e_name>
passive-scan-
mode <value>

get radio
<radio_interfac
e_name> scan-
leave-time

set radio
<radio_interfac
e_name> scan-
leave-time
<value>

Mpumepsl

WEP-2ac# set
radio wlan0
sentry-mode off

WEP-2ac# get
radio wlano
sentry-mode
off

WEP-2ac# set
radio wlan@
channel-hopping
on

WEP-2ac# get
radio wlan@
channel-hopping
on

WEP-2ac# get
radio wlan®
passive-scan-
mode

WEP-2ac# get
radio wlan0
scan-leave-time
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Knacc Mopknacc

scan-
duration

Timit-
channel-
selection

data-
snooping

n—
bandwidth

n-primary-
channel

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

®DyHKUMA Bo3moxHble
KOmaHApl

AnvtenbHoCcTb get, set

CKaHMpoBaHusA

paguoyacTtoT B

KaHane, B MC

OrpaHunyeHne get, set

kaHanos 802.11a

AKTMBMpPOBAaTb get, set

snooping

MNponyckHas get, set

CNOCO6HOCTb

kaHanos 802.11n

(20/40)

Pacnonoxexve get, set

OCHOBHOrO KaHasa
802.11n (lower/

upper)

CuHTakcuc

get radio
<radio_interfac
e_name> scan-
duration

set radio
<radio_interfac
e_name> scan-
duration
<value>

get radio
<radio_interfac
e_name> limit-
channel-
selection

set radio
<radio_interfac
e_name> limit-
channel-
selection
<value>

get radio
<radio_interfac
e_name> data-
snooping

set radio
<radio_interfac
e_name> data-
snooping
<value>

get radio
<radio_interfac
e_name> n-
bandwidth

set radio
<radio_dinterfac
e_name> n-
bandwidth
<value>

get radio
<radio_interfac
e_name> n-
primary-channel

set radio
<radio_interfac
e_name> n-
primary-channel
<value>

Mpumepsl

WEP-2ac# get
radio wlan0
scan—-duration

WEP-2ac# get
radio wlano
limit-channel-
selection

WEP-2ac# set
radio wlan0
data-snooping
off

WEP-2ac# get
radio wlano
data-snooping
off

WEP-2ac# set
radio wlan® n-
bandwidth 20

WEP-2ac# get
radio wlan® n-
bandwidth

20

WEP-2ac# set
radio wlan® n-
primary-channel
lower

WEP-2ac# get
radio wlan®@ n-
primary-channel
lower
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Knacc Mopknacc

protection

frequency

wme

wme-noack

wme-apsd

rate-
Timit-
enable

®PyHKUNA

Pexum 3awyTbl Ans
802.11gn 802.11n
(auto/off)

Mcnonb3yemas
yacrtota B My,

Bkntounts WME

Bkntounte WME "No
Acknowledgement"

Bkntounts WME
APSD

Bknountb
orpaHuyeHvne
ckopocTu broadcast/
multicast Tpadpmka

Bo3MOXHble
KOMaHpl

get, set

get

get, set

get, set

get, set

get, set

CuHTakcuc

get radio
<radio_interfac
e_name>
protection

set radio
<radio_interfac
e_name>
protection
<value>

get radio
<radio_interfac
e_name>
frequency

get radio
<radio_interfac
e_name> wme

set radio
<radio_interfac
e_name> wme
<value>

get radio
<radio_interfac
e_name> wme-
noack

set radio
<radio_dinterfac
e_name> wme-
noack <value>

get radio
<radio_interfac
e_name> wme-
apsd

set radio
<radio_interfac
e_name> wme-
apsd <value>

get radio
<radio_interfac
e_name> rate-
limit-enable

set radio
<radio_dinterfac
e_name> rate-
limit-enable
<value>

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Mpumepsl

WEP-2ac# set
radio wlano
protection auto

WEP-2ac# get
radio wlan@
protection
auto

WEP-2ac# get
radio wlan@
frequency
2462

WEP-2ac# set
radio wlan® wme
on

WEP-2ac# get
radio wlan® wme
on

WEP-2ac# set
radio wlan0
wme—-noack off

WEP-2ac# get
radio wlan0
wme-noack
off

WEP-2ac# set
radio wlan0
wme-apsd on

WEP-2ac# get
radio wlan@
wme-apsd

on

WEP-2ac# set
radio wlan@
rate-limit-
enable off

WEP-2ac# get
radio wlan@

rate-limit-

enable

off
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Knacc

Mopknacc

rate-limit

rate-
Timit-
burst

stp-block-
enable

wlan-util

fixed-
multicast-
rate

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

®DyHKUMA Bo3moxHble  CuHTakcuc Mpumepsl
KOmaHApl
OrpaHunyeHne get, set get radio WEP-2ac# set

ckopocTu broadcast/
multicast-Tpadmka
(nakeToB B cekyHay)

3HaueHune burst gna  get, set
broadcast/multicast-
Tpaduka (nakeTbl B

<radio_interfac
e_name> rate-
Timit

set radio
<radio_interfac
e_name> rate-
limit <value>

get radio
<radio_interfac
e_name> rate-

radio wlan0
rate-limit 50

WEP-2ac# get
radio wlano
rate-limit
50

WEP-2ac# set
radio wlan®
rate-limit-

ceKyHay) lTimit-burst burst 75
set radio WEP-2ac# get
<radio_interfac radio wlan®
e_name> rate- rate-limit-
limit-burst burst
<value> 75
BriokmpoBsaTthk Bce get, set get radio WEP-2ac# set
STP-nakeTbl Ha <radio_interfac radio wlan®
pagvnounHTepdelice e_name> stp- stp-block-
block-enable enable on
set radio WEP-2ac# get
<radio_interfac radio wlan®
e_name> stp- stp-block-
block-enable enable
<value> on
Vicnonb3oBaHne get get radio WEP-2ac# get
6ecnpoBogHoi LAN <radio_interfac radio wlan®
e_name> wlan- wlan-util
util 74

durKcrMpoBaHHas get, set
CKOPOCTb ANA
Multicast-Tpadguka

NS nonocel

get radio
<radio_interfac
e_name> fixed-
multicast-rate

set radio
<radio_interfac
e_name> fixed-
multicast-rate
<value>

WEP-2ac# set
radio wlano
fixed-
multicast-rate
auto

WEP-2ac# get
radio wlano
fixed-
multicast-rate
auto
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Knacc Mopknacc

fixed-tx-
modulation

antenna-
diversity

antenna-
selection

bss status

Ba3oBas 30Ha
06CYX1BaHMSA
(BSS)

®PyHKUNA

durKcmpoBaHHas
Moaynaumsa ons
nonocel

Pa3HeceHne aHTEHH

Homep
NCMNO/b3yeMoli
aHTEHHbI

Craryc

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

get, set

get, set

add, get, set

CuHTakcuc

get radio
<radio_interfac
e_name> fixed-
tx-modulation

set radio
<radio_interfac
e_name> fixed-
tx-modulation
<value>

get radio
<radio_interfac
e_name>
antenna-
diversity

set radio
<radio_interfac
e_name>
antenna-
diversity
<value>

get radio
<radio_interfac
e_name>
antenna-
selection

set radio
<radio_interfac
e_name>
antenna-
selection
<value>

add bss
<bss_id> status
<value>

get bss
<bss_id> status

set bss
<bss_id> status
<value>

Mpumepsl

WEP-2ac# set
radio wlano
fixed-tx-
modulation auto

WEP-2ac# get
radio wlano
fixed-tx-
modulation
auto

WEP-2ac# set
bss
wlan@bssvapl
status up

WEP-2ac# get
bss
wlan@bssvapl
status

up
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Knacc Mopknacc

descriptio
n

radio

beacon-
interface

mac

®PyHKUNA

OnuncaHune

PagnonHTepdeiic
paHHoro BSS

WHTepgoeiic BSS
ncnosb3yemblii ons
beacon

MAC-agpec

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

add, get, set

add, get, set

add, get

CuHTakcuc

get bss
<bss_id>
description

set bss
<bss_id>
description
<value>

add bss
<bss_1id> radio
<value>

get bss
<bss_1id> radio

set bss
<bss_id> radio
<value>

add bss
<bss_id>
beacon-
interface
<value>

get bss
<bss_id>
beacon-
interface

set bss
<bss_id>
beacon-
interface
<value>

add bss
<bss_id> mac
<value>

get bss
<bss_id> mac

Mpumepsl

WEP-2ac# set
bss
wlan@bssvapl
description
Virtual Access
Point 1

WEP-2ac# get
bss
wlan@bssvapl
description
Virtual Access
Point 1

WEP-2ac# set
bss

wlan@bssvapl
radio wlano

WEP-2ac# get
bss
wlan@bssvapl
radio

wlan0

WEP-2ac# set
bss
wlan@bssvapl
beacon-
interface
wlanOvapl

WEP-2ac# get
bss
wlan@bssvapl
beacon-
interface
wlanOvapl

WEP-2ac# get
bss
wlan@bssvapl
mac

A8:F9:4B:B0O:21:
61
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Knacc Mopknacc

dtim-
period

max-—
stations

ignore-
broadcast-
ssid

station-
isolation

®PyHKUNA

WHTtepsan DTIM

MakcumanbHoe
UNCO CTaHLWiA

He otnpasnate SSID
B beacon n
UrHOPUpPOBaTb
NPo6HbIe 3anpockl

M3onaumna ctaHumm

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

add, get, set

add, get, set

add, get, set

add, get, set

CuHTakcuc

add bss
<bss_id> dtim-
period <value>

get bss
<bss_id> dtim-
period

set bss
<bss_id> dtim-
period <value>

add bss
<bss_1id>
stations
<value>

max-—

get bss
<bss_1id>
stations

max-—

set bss
<bss_1id>
stations
<value>

max-—

add bss
<bss_id>
stations
<value>

max-—

get bss
<bss_id>
stations

max-—

set bss
<bss_id>
stations
<value>

max-—

add bss
<bss_id>
stations
<value>

max-—

get bss
<bss_id>
stations

max-—

set bss
<bss_id>
stations
<value>

max-—

Mpumepsl

WEP-2ac# set
bss
wlan@bssvapl
ignore-
broadcast-ssid
off

WEP-2ac# get
bss
wlan@bssvapl
ignore-
broadcast-ssid
off

WEP-2ac# set
bss
wlan@bssvapl
station-
isolation off

WEP-2ac# get
bss
wlan@bssvapl
station-
isolation
off
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Knacc Mopknacc

tagged-
sta-mode

mac-acl-
mode

mac-acl-
name

mac-acl-

auth-type

®PyHKUNA

Bknwounts/
BbIK/THOYNTb
TermpoBaHue
Tpadmka oT/K STA

Cnuncok MAC-
aapecos

Nmsa cnucka MAC-
ajpecos

Tvn
ayTeHTUhmKaymm
MAC-agpecoB

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

add, get, set

add, get, set

add, get, set

add, get, set

CuHTakcuc

add bss
<bss_id>
tagged-sta-mode
<value>

get bss
<bss_id>
tagged-sta-mode

set bss
<bss_id>
tagged-sta-mode
<value>

add bss
<bss_id> mac-
acl-mode
<value>

get bss
<bss_id> mac-
acl-mode

set bss
<bss_id> mac-
acl-mode
<value>

add bss
<bss_id> mac-
acl-name
<value>

get bss
<bss_id> mac-
acl-name

set bss
<bss_id> mac-
acl-name
<value>

add bss
<bss_id> mac-
acl-auth-type
<value>

get bss
<bss_id> mac-
acl-auth-type

set bss
<bss_id> mac-
acl-auth-type
<value>

Mpumepsl

WEP-2ac# set
bss
wlan@bssvapl
tagged-sta-mode
off

WEP-2ac# get
bss
wlan@bssvapl
tagged-sta-mode
off

WEP-2ac# set
bss
wlan@bssvapl
mac-acl-mode
deny-1list

WEP-2ac# get
bss
wlan@bssvapl
mac-acl-mode
deny-1list

WEP-2ac# set
bss
wlan@bssvapl
mac-acl-name
default

WEP-2ac# get
bss
wlan@bssvapl
mac-acl-name
default

WEP-2ac# set
bss

wlan@bssvapl
mac-acl-auth-
type disable

WEP-2ac# get
bss
wlan@bssvapl
mac-acl-auth-
type

disable
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Knacc Mopknacc

radius-
accounting

radius-ip

radius—-ip-
network

radius—key

®PyHKUNA

ABTOpM3aLNA Ha
RADIUS-cepBepe

IP-agpec RADIUS-
cepsepa

IP-ceTb RADIUS-
cepsepa

Kntou gnsa ceasm ¢
RADIUS-cepsepom

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

add, get, set

add, get, set

add, get, set

add, set

CuHTakcuc

add bss
<bss_id>
radius-
accounting
<value>

get bss
<bss_id>
radius-
accounting

set bss
<bss_id>
radius-
accounting
<value>

add bss
<bss_1id>
radius-ip
<value>

get bss
<bss_1id>
radius-ip

set bss
<bss_1id>
radius-ip
<value>

add bss
<bss_id>
radius-ip-
network <value>

get bss
<bss_id>
radius-ip-
network

set bss
<bss_id>
radius-ip-
network <value>

add bss
<bss_id>
radius—key
<value>

get bss
<bss_id>
radius—key

set bss
<bss_id>
radius—key
<value>

Mpumepsl

WEP-2ac# set
bss
wlan@bssvapl
radius-
accounting on

WEP-2ac# get
bss
wlan@bssvapl
radius-
accounting
on

WEP-2ac# set
bss
wlan@bssvapl
radius-1ip
"192.168.42.220

WEP-2ac# get
bss
wlan@bssvapl
radius-ip
192.168.42.220

WEP-2ac# set
bss
wlan@bssvapl
radius-ip-
network ipv4

WEP-2ac# get
bss
wlan@bssvapl
radius-ip-
network

ipv4
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Knacc Mopknacc

radius-
port

radius-
accounting
-port

vlan-
tagged-
interface

®PyHKUNA

MopT anA
ayTeHTUhmKaummn Ha
cepsepe RADIUS

MopT ans
aKkayHTuHra Ha
RADIUS-cepBepe

Jo6aBnTtb
AnHamnyeckne VLAN
Ha uHTepdeiic

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble

KOMaH/Abl

add, get, set

add, get, set

add, get, set

CuHTakcuc

add bss
<bss_id>
radius-port
<value>

get bss
<bss_id>
radius-port

set bss
<bss_id>
radius-port
<value>

add bss
<bss_1id>
radius-
accounting-port
<value>

get bss
<bss_1id>
radius-
accounting-port

set bss
<bss_1id>
radius-
accounting-port
<value>

add bss
<bss_id> vlan-
tagged-
interface
<value>

get bss
<bss_id> vlan-
tagged-
interface

set bss
<bss_id> vlan-
tagged-
interface
<value>

Mpumepsl

WEP-2ac# set
bss
wlan@bssvapl
radius-port
1812port

WEP-2ac# get
bss
wlan@bssvapl
radius-port
1812port

WEP-2ac# set
bss
wlan@bssvapl
radius-
accounting-port
1813

WEP-2ac# get
bss
wlan@bssvapl
radius-
accounting-port
1813

WEP-2ac# set
bss
wlan@bssvapl
vlan-tagged-
interface
brtrunk

WEP-2ac# get
bss
wlan@bssvapl
vlan-tagged-
interface
brtrunk
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Knacc

Mopknacc

open-
system-
authentica
tion

shared-
key-
authentica
tion

wpa-
cipher-
tkip

®PyHKUNA

Pa3pelueHa nu
ayTeHTUhmkaums
Open System

PaspelueHa nu
ayTeHTUhmkauna
Shared key

Vicnonb3oBaHue
TKIP kak meTona
wndpposaHna WPA

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

add, get, set

add, get, set

add, get, set

CuHTakcuc

add bss
<bss_1id> open-
system-
authentication
<value>

get bss
<bss_1id> open-
system-
authentication

set bss
<bss_1id> open-
system-
authentication
<value>

add bss
<bss_1id>
shared-key-
authentication
<value>

get bss
<bss_1id>
shared-key-
authentication

set bss
<bss_id> open-
system-
authentication
<value>

add bss
<bss_id> wpa-
cipher-tkip
<value>

get bss
<bss_id> wpa-
cipher-tkip

set bss
<bss_id> wpa-
cipher-tkip
<value>

Mpumepsl

WEP-2ac# set
bss
wlan@bssvapl
open-system-
authentication
on

WEP-2ac# get
bss
wlan@bssvapl
open-system-
authentication
on

WEP-2ac# set
bss
wlan@bssvapl
shared-key-
authentication
off

WEP-2ac# get
bss
wlan@bssvapl
shared-key-
authentication
off

WEP-2ac# set
bss
wlan@bssvapl
wpa-cipher-tkip
on

WEP-2ac# get
bss
wlan@bssvapl
wpa-cipher-tkip
on
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Knacc Mopknacc

wpa-—
cipher-
ccmp

wpa-
allowed

wpa2-
allowed

rsn-
preauthent
ication

®PyHKUNA

Vicnonb3oBaHue
CCMP kak metoga
wndppoBaHna WPA

Pazpewnts WPA

Pazpewnts WPA2

Paspewwmtb
npesBapuTenbHyto
ayTeHTUdmKaumo
RSN

Bo3MOXHble

KOMaH/Abl

add, get, set

add, get, set

add, get, set

add, get, set

CuHTakcuc

add bss
<bss_id> wpa-
cipher-ccmp
<value>

get bss
<bss_id> wpa-
cipher-ccmp

set bss
<bss_id> wpa-
cipher-ccmp
<value>

add bss
<bss_id> wpa-
allowed <value>

get bss
<bss_id> wpa-
allowed

set bss
<bss_id> wpa-
allowed <value>

add bss
<bss_id> wpa2-
allowed <value>

get bss
<bss_id> wpa2-
allowed

set bss
<bss_id> wpa2-
allowed <value>

add bss
<bss_id> rsn-
preauthenticati
on <value>

get bss
<bss_id> rsn-
preauthenticati
on

set bss
<bss_id> rsn-
preauthenticati
on <value>

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Mpumepsl

WEP-2ac# set
bss
wlan@bssvapl
wpa-cipher-ccmp
on

WEP-2ac# get
bss
wlan@bssvapl
wpa-cipher-ccmp
on

WEP-2ac# set
bss
wlan@bssvapl
wpa-allowed on

WEP-2ac# get
bss
wlan@bssvapl
wpa-allowed
on

WEP-2ac# set
bss
wlan@bssvapl
wpa2-allowed on

WEP-2ac# get
bss
wlan@bssvapl
wpa2-allowed
on

WEP-2ac# set
bss
wlan@bssvapl
rsn-
preauthenticati
on off

WEP-2ac# get
bss
wlan@bssvapl
rsn-
preauthenticati
on

off
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Knacc Mopknacc

broadcast-
key-
refresh-
rate

check-
signal-
timeout

wlan-util

fixed-
multicast-
rate

bridge-port

MopT mocTa

®PyHKUNA

KomaHpa
ycTaHaB/IMBaeT
NHTepBas, Yepes
KOTOpbIi
NPOMCXOAUT CMEHA
naposeit goctynay
nonb3oBarenei
(broadcasting key)

Timeout check min
signal (sec)

Mcnonb3oBaHue
6ecnpoBogHoli LAN

dukcmposaHHas
CKOPOCTb MOJI0ChI
ans Multicast-
Tpadmka

Bo3MOXHble
KOMaHpl

add, get, set

add, get, set

add, get, set

add, get, set

CuHTakcuc

add bss
<bss_id> rsn-
preauthenticati
on <value>

get bss
<bss_id> rsn-
preauthenticati
on

set bss
<bss_id> rsn-
preauthenticati
on <value>

add bss
<bss_id> check-
signal-timeout
<value>

get bss
<bss_id> check-
signal-timeout

set bss
<bss_id> check-
signal-timeout
<value>

add bss
<bss_id> wlan-
util <value>

get bss
<bss_id> wlan-
util

set bss
<bss_id> wlan-
util <value>

add bss
<bss_id> fixed-
multicast-rate
<value>

get bss
<bss_id> fixed-
multicast-rate

set bss
<bss_id> fixed-
multicast-rate
<value>

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Mpumepsl

WEP-2ac# set
bss
wlan@bssvapl
broadcast-key-
refresh-rate 0

WEP-2ac# get
bss
wlan@bssvapl
broadcast-key-
refresh-rate

(0]

WEP-2ac# set
bss
wlan@bssvapl
check-signal-
timeout 10

WEP-2ac# get
bss
wlan@bssvapl
check-signal-
timeout

10

Beeaute komaHay "get bridge-port" n nonyunte Bce 4OCTYMHbIE 41 MPOCMOTPA XapakTepUCTUKM
nHTepdeiica MocTa UAn NCNOMb3YNTe KOMaH/bl, NPeACTaB/IEHHbIE HUXE.
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Knacc

Mopknacc

interface

path-cost

priority

®PyHKUNA

VHTepcpeiic mocTa

CTtonmocTb
nHTepdeiica

MNpuopuTeT nopta

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

add, get

add, get, set

add, get, set

CuHTakcuc

add bridge-port
<all|brtrunk>
interface
<value>

get bridge-port
<all|brtrunk>
interface

add bridge-port
<all|brtrunk>
path-cost
<value>

get bridge-port
<all|brtrunk>
path-cost

set bridge-port
<all|brtrunk>
path-cost
<value>

add bridge-port
<all|brtrunk>
priority
<value>

get bridge-port
<all|brtrunk>
priority

set bridge-port
<all|brtrunk>
priority
<value>

Mpumepsl

WEP-2ac# get
bridge-port
brtrunk
interface
interface
etho
wlanOwds0
wlanOwds1
wlanOwds2
wlanOwds3
wlanOwds4
wlanOwds5
wlanOwds6
wlanOwds7
wlan0
wlanOvapl
wlanOvap2
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Knacc

mac-acl

OneMeHTbl
Tabnuupl MAC-

afpecos

tx-queue

MNepepava
napameTpos
ovepepaeli

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Mopknacc ®PyHKUNA Bo3moXxHble
KOMaHpl
stp-state  CocrtosHue get
CBSA3YIOLLEro Aepesa
mac PaspewnTtb/ add, get, set
3anpetutb MAC-
aapec

BeeauTte komaHay "get tx-queue <interface_name|
all>" n nonyunTe BCe fOCTYMHbIE ANA

NpoCcMOoTpa XapakTepucTUKn UHTepdpelica MocTa um
MCnosb3yiiTe KOMaHAbI, NPeACTaB/IEHHbIE HUXE.

CuHTakcuc

get bridge-port
<all|brtrunk>

stp-state

add mac-acl
<value>

get mac-acl

set mac-acl
<value>

get tx-queue

<interface_name

[all>

Mpumepsl

WEP-2ac# get
bridge-port
brtrunk stp-
state
stp-state

forwarding

forwarding
forwarding
forwarding
forwarding
forwarding
forwarding

WEP-2ac# get
tx-queue all

name queue aifs

cwmin cwmax
burst

wlan0® data0
7 1.5

wlan@ datal
15 3.0
wlan0® data2
15 63 0
wlan0® data3
15 1023 0
wlanl data0
7 1.5

wlanl datal
15 3.0
wlanl data2
15 63 0
wlanl data3
15 1023 0
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PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Knacc Mogknacc ®DyHKUMA Bo3moxHble  CuHTakcuc Mpumepsl
KOmaHApl
queue Mima ouepegmn get get tx-queue WEP-2ac# get
<interface_name tx-queue all
[all> queue queue

name queue
wlan0® data0
wlan0® datal
wlan0® data2
wlan0® data3
wlanl data0
wlanl datal
wlanl data2
wlanl data3

aifs AfanTyBHbIN get, set get tx-queue WEP-2ac# get
MeXKaapOoBbiii <interface_name tx-queue wlan0
NHTepBa |[all> aifs aifs
aifs

set tx—-queue
<interface_name

. 1
[all> aifs 1
<value>
3
7
cwmin MuHuMansHoe get, set get tx-queue WEP-2ac# get
3HayYeHue <interface_name tx-queue wlan®
KOHKYPEHTHOro OKHa [all> cwmin cwmin
set tx-queue cwmin
<interface_name
[all> cwmin
<value> 3
7
15
15
cwmax MakcrmasibHoe get, set get tx-queue WEP-2ac# get
3Ha4YeHne <interface_name tx-queue wlan0
KOHKYPEHTHOTrO OKHa |[all> cwmax cwmax
cwmax
set tx-queue
<interface_name -
|[all> cwmax 15
<value>
63
1023
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Knacc

wme-queue

MNepepava
napameTpoB
ouyepepnei
CTaHuuAM

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Mogknacc ®DyHKUMA Bo3moxHble  CuHTakcuc Mpumepsl
KOmaHApl
burst MakcrmasibHas get, set get tx-queue WEP-2ac# get
OJ1vHa oyepenm <interface_name tx-queue wlan®
|all> burst burst
set tx-queue ?EE?E
<interface_name 1.5
[all> burst )
3.0
<value>
0]
0]

Beegute komaHay "get wme-queue <interface_name| get wme-queue WEP-2ac# get

all>" n nonyunTte Bce goCTynHble AN NpocMoTpa <interface_name wme-queue all

XapakTepucTuku nHtepdieica mocra unm |all> name queue aifs

NCMONb3yiTe KOMaHAbI, MPeACTaBNEHHbIE HUXE. cwmin cwmax
txop-limit

47
wlan® vi 2 7 15
94
wlan® be 3 15
1023 0
wlan® bk 7 15
1023 0
wlanl vo 2 3 7
47
wlanl vi 2 7 15
94
wlanl be 3 15
1023 0
wlanl bk 7 15
1023 0
queue Mima ouepegu get get wme-queue WEP-2ac# get
<interface_name wme-queue all
[all> queue queue

name queue
wlan® vo
wlan0 vi
wlan@ be
wlan0® bk
wlanl vo
wlanl vi
wlanl be
wlanl bk
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Knacc

static-ip-
route

Static IP route
entry

Mopknacc

aifs

cwmin

cwmax

burst

txop-limit

destinatio
n

®PyHKUNA

AfanTuBHbIN
MeXKaApOBbIii
NHTEpPBaT

MuHumanbHoe
3HayeHne
KOHKYPEHTHOro OKHa

MakcumansHoe
3Ha4YeHne
KOHKYPEHTHOro
OKHa

MakcumanbHas
[OJIMHa oyepeam

OrpaHunyeHne
BO3MOXHOCTH
nepegayn

Mpedwmkc IP-agpeca
Ha3HayeHus

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

get, set

get, set

get, set

get, set

get

CuHTakcuc

get wme-queue
<interface_name
[all> aifs

get wme-queue
<interface_name
[all> aifs
<value>

get wme-queue
<interface_name
[all> cwmin

get wme-queue
<interface_name
[all> cwmin
<value>

get wme-queue
<interface_name
[all> cwmax

get wme-queue
<interface_name
[all> cwmax
<value>

get wme-queue
<interface_name
[all> txop-
Timit

set wme-queue
<interface_name
[all> txop-
Timit <value>

get static-1ip-
route
destination

Mpumepsl

WEP-2ac# get
wme-queue wlan@
aifs

aifs

WEP-2ac# get
wme-queue wlan0
cwmin

cwmin

WEP-2ac# get
wme-queue wlan@
cwmax

cwmax

1023
1023

WEP-2ac# get
wme-queue wlan@®
txop-limit
txop-limit

WEP-2ac# get
static-ip-route
destination
0.0.0.0
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Knacc

ip-route

IP route entry

log

HacTtpolika
nlormpoBaHus

Mopknacc

mask

gateway

table

destinatio

mask

gateway

table

depth

persistenc
e

severity

®PyHKUNA

Macka nogcetn

IP-agpec mapuwpyTa

Howmep B Tabnuue
MapLupyTU3auun

Mpedwmkc IP-agpeca
Ha3HayeHusl

Macka nogcetu

IP-agpec mapwpyTa

Howmep B Tabnuue
MapLupyTU3auun

Konnyecteo
3anuceii, Kotopoe
MOXET ObITb
BHECEHO B XYpHa

CoxpaHsiTb XypHau
B

3HeproHesaBsnCMMyHr

namMATb

YCTaHOBWTb YPOBEHb

BaOKHOCTY
COXpaHeHHoOW
3anucu

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3moxHble  CuHTakcuc Mpumepsl
KOMaHbl
get get static-ip- WEP-2ac# get
route mask static-ip-route
mask
0.0.0.0
get get static-ip- WEP-2ac# get
route gateway static-ip-route
gateway
192.168.1.254
get get static-ip- WEP-2ac# get
route table static-ip-route
table
254
get get 1ip-route WEP-2ac# get
destination ip-route
destination
0.0.0.0
get get ip-route WEP-2ac# get
mask ip-route mask
0.0.0.0
get get ip-route WEP-2ac# get
gateway ip-route
gateway
192.168.15.1
get get ip-route WEP-2ac# get
table ip-route table
254
get, set get log depth WEP-2ac# set
set log depth log depth 512
<value> WEP-2ac# get
log depth
512
get, set get log WEP-2ac# set
persistence log persistence
set log no
persistence WEP-2ac# get
<value> log persistence
no
get, set get log WEP-2ac# set
severity log severity 7
set log WEP-2ac# get
severity log severity
<value> 7
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Knacc

log-entry

3anuck B XypHane

Mopknacc

remove

relay-
enabled

relay-host

relay-port

number

priority

®PyHKUNA

Ypanute Bce 3anvicu
B XypHasne

AKTMBMpPOBaTb
nepegavy
CYCTEMHOro
XypHana (syslog)

XOCT, Ha KOTOopblit
oynert nepepasarbcA
CVCTEMHBI XXypHasn

MopT, Ha KOTOPbIi
Oyaert nepegasarbCs
CUCTEMHbI XypHan

Homep 3anucn

[NpuopuTeT 3anucu

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3moxHble  CuHTakcuc
KOMaHbl
set set log remove
get, set get log relay-
enabled
set log relay-
enabled <value>
get, set get log relay-
host
set log relay-
host <value>
get, set get log relay-
port
set log relay-
port <value>
get get log-entry
number
get get log-entry

priority

Mpumepsl

WEP-2ac# set
log relay-
enabled 0

WEP-2ac# get
log relay-
enabled

0

WEP-2ac# set
log relay-port
514

WEP-2ac# get
log relay-port
514

WEP-2ac# get
log-entry
number
number

WEP-2ac# get
log-entry
priority
priority

err

info

info

err

err

info

213



Knacc

association

CBsA3aHHble
CcTaHuunu

Mopknacc

time

daemon

message

interface

station
authentica
ted

associated

rx-packets

®PyHKUNA

Bpemsa 3anucu

daemon

CoobuleHune

VHTepdheiic cTaHuum
cBssaH ¢ (Interface
station is associated
with)

MAC-agpec ctaHumm

MpoligeHa nn
ayTeHTUdmKauus

Associated

MNony4yeHo ot
cTaHuum (NakeThbl)

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get

get

get

get

get

get

get

get

CuHTakcuc

get log-entry
time

get log-entry
daemon

get log-entry
message

get association
interface

get association
station

get association
authenticated

get association
associated

get association
rx-packets

Mpumepsl

WEP-2ac# get
log-entry time
time

Oct 11 2018
00:00:19
Oct 11 2018
00:00:18
Oct 11 2018
00:00:16
Oct 11 2018
00:00:12

WEP-2ac# get
log-entry
daemon
daemon
dnsd[28523]
dman[1239]
dman[1239]
dnsd[28410]
dnsd[18233]

WEP-2ac# get
log-entry
message
Property Value

message
accepting UDP
packets on
0.0.0.0:4553
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Knacc

basic-rate

OCHOBHble
CKOpOCTY
paanonHTepdelico
B

Mopknacc

tx-packets

rx-bytes

tx-bytes

tx-rate

rx-rate

listen-

interval

last-rssi

tx-drop-
bytes

rx-drop-
bytes

tx-drop-
packets

rx-drop-
packets

rate

®PyHKUNA

lNepepaHo cTaHUUN
(nakeTbl)

MNony4yeHo ot
cTaHumu (6aiiT)

lNepepaHo cTaHUUN
(GaiT)

CkopocTb nepegayn

CkopocTb npuema

Listen-nHtepBan

MonyyeHHbIl B
nocnegHem kagpe
RSSI

Konnyectso
OTOPOLLEHHbIX 6aliT
npv nepegayu
CTaHLmm

Konnuectso
OTOPOLLEHHBIX 6anT
npv npueme ot
cTaHumm

Konnyectso
OTOPOLLEHHbIX
nakeTos npwu
nepegauv ctaHuuu

Konnuectso
OTOPOLLEHHBIX
nakeToB Npv Npueme
OT CTaHuun

CkopocTb 0.5 MBps

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble CuHTakcuc

KOMaH/Abl

Mpumepsl

get

get

get

get

get

get

get

get

get

get

get

add, get,
remove

get association
tx-packets

get association
rx-bytes

get association
tx-bytes

get association
tx-rate

get association
rx-rate

get association
listen-interval

get association
last-rssi

get association
tx-drop-bytes

get association
rx-drop-bytes

get association
tx-drop-packets

get association
rx-drop-packets

add basic-rate
<interface_-id|
all> rate
<value>

get basic-rate
<interface_-id|
all> rate

remove basic-
rate
<interface_1id|
all> rate
<value>

WEP-2ac# get
basic-rate all
rate

name rate
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Knacc

supported-rate

MopaepxuBaemMble

CKOpOCTK

paavounHTepdelico

B

detected-ap

O6HapyxeHune
TOYek goctyna

Mopknacc

rate

mac

radio

beacon-
interval

capability

type

privacy

ssid

wpa

phy-type

band

®PyHKUNA

CkopocTb 0.5 MBps

MAC-agpec

Vcnosnb3yemblii
paanonHTepdelic

Beacon-nHtepBasn B
Kuno-
MUKpPOCEKYHAax
(kus) (1.024 mc)

Bo3moxHocTtu |IEEE
802.11

Tun (AP, Ad hoc, or
Other)

WEP or WPA
enabled

Nwvs ceTun

Be3onacHocTb
nocpencrsom WPA

Onpepenexnne PHY
pexvmMa

[Monoca vactoTt

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

add, get,
remove

get

get

get

get

get

get

get

get

get

get

CuHTakcuc

add supported-
rate
<interface_1id|
all> rate
<value>

get supported-
rate
<interface_1id|
all> rate

remove
supported-rate
<interface_1id|
all> rate
<value>

get detected-ap
mac

get detected-ap
radio

get detected-ap
beacon-interval

get detected-ap
capability

get detected-ap
type

get detected-ap
privacy

get detected-ap
ssid

get detected-ap
wpa

get detected-ap
phy-type

get detected-ap
band

Mpumepsl

WEP-2ac# get
supported-rate
wlan@ rate
rate

54

48

36

24
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Knacc

portal

HacTtpoiiku
Captive portal

Mopknacc

channel

rate

signal

erp

beacons

last-

beacon

supported-
rates

security

hi-rate

noise

nmode

wired

wds

rssi

status

®PyHKUNA

KaHan

CkopocTb

MolHocTb curHana

ERP

Konnuectso
nosly4eHHbIX beacon

Bpemsa npnema
nocneaHero beacon

Cnucok
NnoAaepXnBaembIx
cKkopocTei

Be3onacHocTb

MakcumasbHo
BO3MOXXHas
nogaepxvusaemMas
CKOpPOCTb

YpoBeHb Lwyma

Mopnepxka 802.11n

Touka goctyna
noaK/IYeHa K
MPOBOAHOW CeTu

Touka goctyna —
yacTb wds-ceTn

RSSI Toukn goctyna

AOMVHUCTPATUBHbIN
cTartyc

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get

get

get

get

get

get

get

get

get

get

get

get

get

get

get, set

CuHTakcuc

get detected-ap
channel

get detected-ap
rate

get detected-ap
signal

get detected-ap
erp

get detected-ap
beacons

get detected-ap
last-beacon

get detected-ap
supported-rates

get detected-ap
security

get detected-ap
hi-rate

get detected-ap
noise

get detected-ap
nmode

get detected-ap
wired

get detected-ap
wds

get detected-ap
rssi

get portal
status

Mpumepsl
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Knacc

snmpv1l

Joctyn no
SNMPv1 n
SNMPv2

NPOTOKO/Y

snmp-view

SNMP MIB view

Mopknacc

welcome-
screen

welcome-
screen-
text

status

type

oid

®PyHKUNA

OTob6paxaeTcs nn
3KpaH A8 rocteli

TeKCT, KOTopbli
OyaeT oTobpaxarbcs
B OKHE NPUBETCTBYUSA

AAMVUHUCTPATUBHBII
cTatyc

Tun nogaepesa OID
(included nnn
excluded)

Moppepeso OID
(cTpoka)

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

get, set

get, set

add, get, set

add, get, set

CuHTakcuc

get portal
welcome-screen

set portal
welcome-screen
<value>

get portal
welcome-screen-
text

set portal
welcome-screen-
text <value>

get snmpvl
status

set snmpvl
status <value>

add snmp-view
<view-all|view-
none|all> type
<value>

get snmp-view
<view-all|view-
none|all> type

set snmp-view
<view-all|view-
none|all> type
<value>

add snmp-view
<view-all|view-
none|all> oid
<value>

get snmp-view
<view-all|view-
none|all> oid

set snmp-view
<view-all|view-
none|all> oid
<value>

Mpumepsl

WEP-2ac# get
snmp-view all
type

name type

view-all
included
view-none
excluded

WEP-2ac# get
snmp-view all
oid

name type
view-all
included
view-none
excluded
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Knacc Mopknacc
mask

snmp-group secur-
level

Mpynna

nonb3oBaTenei

SNMP

write-view

read-view

®PyHKUNA

Macka OID - cnncok
oKTeToB B hex-
hopmare,
pa3feneHHbIX
3HaKom "'

OcTaBbTe NycTyto
CTPOKY, ec/in Macka
He HyHa.

YpoBeHb
6e3onacHocTH
(noAuthNoPriv,
authNoPriv nnun
authPriv)

SNMP nmsa ans
JocTyna K 3anmcm

SNMP nmsa gns
[0CTyna K YTEHUIO
(view name for read
access)

Bo3MOXHble

KOMaH/Abl

add, get, set

add, get, set

add, get, set

add, get, set

CuHTakcuc

add snmp-view
<view-all|view-
none|all> mask
<value>

get snmp-view
<view-all|view-
none|all> mask

set snmp-view
<view-all|view-
none|all> mask
<value>

add snmp-group
<RO|RW|all>
secur-level
<value>

get snmp-group
<RO|RW|all>
secur-Llevel

set snmp-group
<RO|RW|all>
secur-Llevel
<value>

add snmp-group
<RO|RW|all>
write-view
<value>

get snmp-group
<RO|RW|all>
write-view

set snmp-group
<RO|RW|all>
write-view
<value>

add snmp-group
<RO|RW|all>
read-view
<value>

get snmp-group
<RO|RW|all>
read-view

set snmp-group
<RO|RW|all>
read-view
<value>

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Mpumepsl

WEP-2ac# get
snmp-view all
mask

name mask
view-all
view-none

WEP-2ac# set
snmp-group RO
secur-Llevel
authPriv

WEP-2ac# get
snmp-group RO
secur-Llevel
authPriv

WEP-2ac# set
snmp-group RO
write-view
view-none

WEP-2ac# get
snmp-group RO
write-view
view-none

WEP-2ac# set
snmp-group RO
read-view view-
all

WEP-2ac# get
snmp-group RO
read-view
view-all
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Knacc Mopknacc
snmp-user group
SNMPv3
nosib30BaTenu
auth-type
auth-pass
priv-type
priv-pass
snmp-target host

SNMPv3-TapreThl

ONa nonyyeHus
SNMP traps

®PyHKUNA

Mmsa SNMP-rpynnbl

lNpoTokon
ayTeHTUhmkauum
(‘'md5' unm 'none’)

Maponb ana
ayTeHTUpmkaumnm

YcTaHoBUTbL TUN
wngpposanus (‘'des’
- 1cnonb3oBarb TvN
wndposaHus DES,
‘none' — He
1Ccnosib30BaTb
LUNPpOBaHUE)

Kntou wndpposaHmns

IP-agpec, Ha
KOTopbI 6yayT
OTnpas/ieHbl Tpanbl

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

add, get, set

add, get, set

add, get, set

add, get, set

add, get, set

add, get, set

CuHTakcuc Mpumepsl

add snmp-user
group <value>

get snmp-user
group

set snmp-user
group <value>

add snmp-user
auth-type
<value>

get snmp-user
auth-type

set snmp-user
auth-type
<value>

add snmp-user
auth-pass
<value>

get snmp-user
auth-pass

set snmp-user
auth-pass
<value>

add snmp-user
priv-type
<value>

get snmp-user
priv-type

set snmp-user
priv-type
<value>

add snmp-user
priv-pass
<value>

get snmp-user
priv-pass

set snmp-user
priv-pass
<value>

add snmp-target
host <value>

get snmp-target
host

set snmp-target
host <value>
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Knacc

serial

MocnepoBaTesibH
blid
pocTtyn K CLI

telnet

JocTtyn K CLI
no npoTokKony
Telnet

ftp-server

FTP-cepBep

Mopknacc

port

user—name

status

baud-rate

status

status

®PyHKUNA

Homep nopTta, Ha
KOTOpbI ByayT
0TNpaBnATbLCSA
SNMP-Tparnbl

Nms nonb3oBatens
SNMPv3

Craryc

CkopocTb nepegayn
[JaHHbIX (Serial
baudrate)

Craryc

Craryc

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

add, get, set

add, get, set

get, set

get, set

get, set

get, set

CuHTakcuc

add snmp-target
port <value>

get snmp-target
port

set snmp-target
port <value>

add snmp-target
user-name
<value>

get snmp-target
user—-name

set snmp-target
user—name
<value>

get serial
status

set serial
status <value>

get serial
baud-rate

set serial
baud-rate
<value>

get telnet
status

set telnet
status <value>

get ftp-server
status

set ftp-server
status <value>

Mpumepsl

WEP-2ac# set
serial status
up
WEP-2ac# get
serial status
up

WEP-2ac# set
serial baud-
rate 115200

WEP-2ac# get
serial baud-
rate

115200

WEP-2ac# set
telnet status
up
WEP-2ac# get
telnet status
up

WEP-2ac# set
ftp-server
status down

WEP-2ac# get
ftp-server
status

down
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Knacc

firmware-
upgrade

O6HoBneHue MO
TOYKM gocTyna no
http

untagged-vlan

HacTpoiika
HeTermpoBaHHbIX
VLAN

managed-ap

YnpaBndemas
TOYKa gocTyna

Mopknacc

upgrade-
url

progress

validate

start

vlan-id

status

mode

®PyHKUNA

http://<server
IP>[:<server port>]/
filename

OToGpaxeHune
cTaTyca npotecca
o6HoBNeHua MO

YctaHoBuTe 'yes' gns
NoATBEPXAEHNS
dhaiina

YctaHoBuTe 'yes' ans
Ha4yasia 06HOB/EHMS
no

VLAN ID ans
MCNoJib30BaHNA
HEeTErmpoBaHHbIX
VLAN

Craryc

Pexxnm

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

get

set

set

get, set

get, set

get, set

CuHTakcuc

get firmware-
upgrade
upgrade-url

set firmware-
upgrade
upgrade-url
<value>

get firmware-
upgrade
progress

set firmware-
upgrade
validate

set firmware-
upgrade start

get untagged-
vlan vlan-id

set untagged-
vlan vlan-id
<value>

get untagged-
vlan status

set untagged-
vlan status
<value>

get managed-ap
mode

set managed-ap
mode <value>

Mpumepsl

WEP-2ac# get
firmware-
upgrade
upgrade-url

WEP-2ac# get
firmware-
upgrade
progress

WEP-2ac# set
untagged-vlan
vlan-id 1

WEP-2ac# get
untagged-vlan
vlan-id

1

WEP-2ac# set
untagged-vlan
status up

WEP-2ac# get
untagged-vlan
status

up

WEP-2ac# set
managed-ap mode
down

WEP-2ac# get
managed-ap mode
down
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Knacc

Mopknacc

ap-state

switch-
address-1

switch-
address-2

switch-
address-3

switch-
address-4

pass-
phrase

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

®DyHKUMA Bo3moxHble
KOMaHbl

Craryc ToYKM get

joctyna

IP-agpec get, set

KommyTaTopa 1

IP-agpec get, set

KoMmyTaTopa 2

IP-agpec get, set

KommyTaTopa 3

IP-agpec get, set

KommyTaTtopa 4

Maponb set

KOMMyTaTopa

CuHTakcuc

get managed-ap
ap-state

get managed-ap
switch-
address-1

set managed-ap
switch-
address-1
<value>

get managed-ap
switch-
address-2

set managed-ap
switch-
address-2
<value>

get managed-ap
switch-
address-3

set managed-ap
switch-
address-3
<value>

get managed-ap
switch-
address-4

set managed-ap
switch-
address-4
<value>

set managed-ap
pass-phrase
<value>

Mpumepsl

WEP-2ac# set
managed-ap ap-
state down

WEP-2ac# get
managed-ap ap-
state

down

WEP-2ac# get
managed-ap
switch-
address-1
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Knacc

Mopknacc

dhcp-
switch-
address-1

dhcp-
switch-
address-2

dhcp-
switch-
address-3

dhcp-
switch-
address-4

managed-
mode-
watchdog

dhcp-ip-
base-port

cfg-ip-
base-port

®PyHKUNA

IP-agpec
kommyTtaTopa DHCP
1

IP-agpec
kommyTtaTopa DHCP
2

IP-agpec
kommyTtaTopa DHCP
3

IP-agpec
kommyTtaTopa DHCP
4

Bpewms, yepes

KOTOpPOE CTOPOXEBOI

Talimep (watchdog)
nepesarpysuT
cucTemy npm
HeoGxogumocTh (B
MVHYTax)

(0-1440)

DHCP Base IP nopt

Hactpoutb Base IP
nopt (1-65000)

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get

get

get

get

get, set

get, set

get, set

CuHTakcuc

get managed-ap
dhcp-switch-
address-1

get managed-ap
dhcp-switch-
address-2

get managed-ap
dhcp-switch-
address-3

get managed-ap
dhcp-switch-
address-4

get managed-ap
managed-mode-
watchdog

set managed-ap
managed-mode-
watchdog
<value>

get managed-ap
dhcp-ip-base-
port

set managed-ap
dhcp-ip-base-
port <value>

get managed-ap
cfg-ip-base-
port

set managed-ap
cfg-ip-base-
port <value>

Mpumepsl

WEP-2ac# get
managed-ap
dhcp-switch-
address-1
104.116.116.112

58.47.47.49.57.
50.46.49.54.56.
46.49.54.46.49.
54.48.58.57.53.
57.53

WEP-2ac# get
managed-ap
dhcp-switch-
address-2

2

WEP-2ac# get
managed-ap
dhcp-switch-
address-3

WEP-2ac# get
managed-ap
dhcp-switch-
address-4

WEP-2ac# set
managed-ap
managed-mode-
watchdog 0

WEP-2ac# get
managed-ap
managed-mode-
watchdog

0]

WEP-2ac# get
managed-ap
dhcp-ip-base-
port

WEP-2ac# set
managed-ap cfg-
ip-base-port
57775

WEP-2ac# get
managed-ap cfg-
ip-base-port
57775
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PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Knacc Mogknacc ®DyHKUMA Bo3moxHble
KOMaHAb!

ip-base- Base IP nopt get, set
port

ip-tnl- Tunnel UDP IP nopt  get, set
udp-port

ip-udp- UDP IP nopt get, set
port

ip-ssl- Secure SSLIP nopt  get, set
port

ip-capwap- CAPWAP Src IP nopt get, set
src-port

ip-capwap- CAPWAP DstIP nopt get, set
dst-port

CuHTakcuc

get managed-ap
ip-base-port

set managed-ap
ip-base-port
<value>

get managed-ap
ip-tnl-udp-port

set managed-ap
ip-tnl-udp-port
<value>

get managed-ap
ip-udp-port

set managed-ap
ip-udp-port
<value>

get managed-ap
ip-ssl-port

set managed-ap
ip-ssl-port
<value>

get managed-ap
ip-capwap-src-
port

set managed-ap
ip-capwap-src-
port <value>

get managed-ap
ip-capwap-dst-
port

set managed-ap
ip-capwap-dst-
port <value>

Mpumepsl

WEP-2ac# set
managed-ap ip-
base-port 25459

WEP-2ac# get
managed-ap ip-
base-port
25459

WEP-2ac# set
managed-ap ip-
tnl-udp-port
25459

WEP-2ac# get
managed-ap ip-
tnl-udp-port
25459

WEP-2ac# set
managed-ap ip-
udp-port 25460

WEP-2ac# get
managed-ap ip-
udp-port

25460

WEP-2ac# set
managed-ap ip-
ssl-port 25461

WEP-2ac# get
managed-ap ip-
ssl-port

25461

WEP-2ac# set
managed-ap ip-
capwap-src-port
25462

WEP-2ac# get
managed-ap ip-
capwap-src-port
25462

WEP-2ac# set
managed-ap ip-
capwap-dst-port
25463

WEP-2ac# get
managed-ap ip-
capwap-dst-port
25463
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Knacc

dotlx-
supplicant

802.1X
CynnankaHT

mgmt-acl

Cnucok agpecos,
paspeLueHHbIX Ans
ynpas/ieHus

Mopknacc

status

user

password

mode

mgmt-
address-1

mgmt-—
address-2

mgmt-
address-3

mgmt-
address-4

®PyHKUNA

Craryc

802.1X
nosib3oBaTesib-
CynnavKaHT

802.1X naponb
nonb3oBarens

Pexxnm

IP-agpec
ynpassieHus 1

IP-agpec
ynpasieHus 2

IP-agpec
ynpasnexus 3

IP-agpec
ynpasneHus 4

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

get, set

set

get, set

get, set

get, set

get, set

get, set

CuHTakcuc

get dotlx-
supplicant
status

set dotlx-
supplicant
status <value>

get dotlx-
supplicant user

set dotlx-
supplicant user
<value>

set dotlx-
supplicant
password
<value>

get mgmt-acl
mode

set mgmt-acl
mode <value>

get mgmt-acl
mgmt-address-1

set mgmt-acl
mgmt-address-1
<value>

get mgmt-acl
mgmt-address-2

set mgmt-acl
mgmt-address-2
<value>

get mgmt-acl
mgmt-address-3

set mgmt-acl
mgmt-address-3
<value>

get mgmt-acl
mgmt-address-4

set mgmt-acl
mgmt-address-4
<value>

Mpumepsl

WEP-2ac# set
dotlx-
supplicant
status down

WEP-2ac# get
dotlx-
supplicant
status

down

WEP-2ac# get
dotlx-
supplicant user

WEP-2ac# set
mgmt-acl mode
down

WEP-2ac# get
mgmt-acl mode
down

WEP-2ac# get
mgmt-acl mgmt-
address-1

WEP-2ac# get
mgmt-acl mgmt-
address-2

WEP-2ac# get
mgmt-acl mgmt-
address-3

WEP-2ac# get
mgmt-acl mgmt-
address-4
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Knacc

cluster

HacTtpoiiku
KnacTepa

Mopknacc

mgmt-
address-5

clustered

location

cluster-
name

ipversion

member-
count

clustering
-allowed

®PyHKUNA

IP-agpec
ynpassieHusa 5

AKTMBMpOBaTh/
OTK/MOUNTE PEXUM
KnacTtepa ans
JaHHoro y3na

PacnonoxeHune
Knactepa

Mmsa knacTtepa gns
npucoeanHeHns K
Hemy

BbibepuTte Bepcuio
IP npotokona: IPv4
nnn IPvé

Umncno ycTponcTs B
KnacTepe

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get, set

get, set

get, set

get, set

add, get, set

get

PaspelueH i pexum  get

Knactepa ans
[aHHOro y3na

CuHTakcuc

get mgmt-acl
mgmt-address-5

set mgmt-acl
mgmt-address-5
<value>

get cluster
clustered

set cluster
clustered
<value>

get cluster
location

set cluster
location
<value>

get cluster
cluster-name

set cluster
cluster-name
<value>

add cluster
ipversion
<value>

get cluster
ipversion
set cluster
ipversion
<value>

get cluster
member-count

get cluster
clustering-
allowed

Mpumepsl

WEP-2ac# get
mgmt-acl mgmt-
address-5

WEP-2ac# get
cluster
clustered

softwlc

WEP-2ac# set
cluster
clustered 0

WEP-2ac# set
cluster
location Moscow

WEP-2ac# get
cluster
location

Moscow

WEP-2ac# set
cluster
cluster-name
root

WEP-2ac# get
cluster
cluster-name

root

WEP-2ac# set
cluster
ipversion ipv4
WEP-2ac# get
cluster
ipversion

ipv4
WEP-2ac# get

cluster member-
count

2
WEP-2ac# get
cluster

clustering-
allowed

true
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Knacc

Mopknacc

compat

operationa

1-mode

cluster-
ipaddr

priority

reauth-
timeout

secure-
mode

pass-set

®PyHKUNA

Mogenb ycTpoiicTBa,
BXOASILLETO B
Knactep

Pexunm paboTbl

IP-agpec
YCTPOICTBA,
YNPaB/soLLErO
KnacTepom

Mpuoputet

VHTepBan BpemeHu
[0 NOBTOPHOW
ayTeHTUpmkaumm

Pexunm 6e3onacHoro
06beaMHEHNs

3HayeHue
napametpa 1, ecnm
naposib
CKOHpUrypmpoBaH

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get

get

get, set

get, set

get, set

get, set

get

CuHTakcuc

get cluster
compat

get cluster
operational-
mode

get cluster
cluster-ipaddr

set cluster
cluster-ipaddr
<value>

get cluster
priority

set cluster
priority
<value>

get cluster
reauth-timeout

set cluster
reauth-timeout
<value>

get cluster
secure-mode
set cluster
secure-mode
<value>

get cluster
pass-set

Mpumepsl

WEP-2ac# get
cluster compat

WEP-2ac

WEP-2ac# get
cluster
operational-
mode

1

WEP-2ac# set
cluster
cluster-ipaddr
192.168.1.1

WEP-2ac# get
cluster
cluster-ipaddr

192.168.1.1

WEP-2ac# set
cluster
priority 1
WEP-2ac# get
cluster
priority

1

WEP-2ac# set
cluster reauth-
timeout 300

WEP-2ac# get
cluster reauth-
timeout

300

WEP-2ac# set
cluster secure-
mode 1

WEP-2ac# get
cluster secure-
mode

1

WEP-2ac# get
cluster pass-
set
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Knacc

Mopknacc

secure-
mode-
status

®PyHKUNA

CocTtosiHue paboTbl
6e3onacHoro
pexvma

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble CuHTakcuc
KOMaHAbl

get get cluster
secure-mode-
status

Mpumepsl

WEP-2ac# get
cluster secure-
mode-status

Disabled
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Knacc

cluster-member
CocTosiHue

YCTPOIACTB
knacTtepa

Mopknacc

mac

®PyHKUNA

MAC-agpec
YCTPOICTBA,
BXOASILLETO B
Knactep

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get

CuHTakcuc

get cluster-
member mac

Mpumepsl

WEP-2ac# get
cluster-member
mac

EO:D9:E3:50:06:
Cco

A8:F9:4B:B5:FB:
AO
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Knacc

Mopknacc

ip

compat

location

uptime

is-

dominant

priority

firmware-
version

®PyHKUNA

IP-agpec
YCTPOICTBA,
BXOZALLErO B
Knactep

Mopaenb ycTpoiicTBa,

BXOASLLErO B
KnacTep

PacnonoxeHue
ycTpoiicTea

Bpemsa ¢ MmomeHTa
BKJ/THOYEHUS
yCcTpoicTea

JomuHupytoLee

YCTPOIACTBO

Mpuoputet

Bepcua MO

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Bo3MOXHble
KOMaHpl

get

get

get

get

get

get

get

CuHTakcuc

get cluster-
member {ip

get cluster-
member compat

get cluster-
member location

get cluster-
member uptime

get cluster-
member -is-
dominant

get cluster-
member priority

get cluster-
member
firmware-
version

Mpumepsl

WEP-2ac# get
cluster-member

ip
100.110.0.200
100.110.0.249

WEP-2ac# get
cluster-member
compat

WEP-2ac
WEP-2ac

WEP-2ac# get
cluster-member
location

Moscow

Moscow

WEP-2ac# get
cluster-member
uptime

2923
1260

WEP-2ac# get
cluster-member
is—-dominant

true

false

WEP-2ac# get
cluster-member
priority

0
0

WEP-2ac# get
cluster-member
firmware-
version

1.21.0.244

1.20.0.163
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Knacc Mopknacc
cluster-
controller

cluster-fw- ip

member

Crartyc 3arpysku

MO Ha ycTpoiicTBO

B Knactepe mac
fw-
download-
status

cluster- upgrade

firmware-

upgrade

HacTpoiiku

KnacTtepa
upgrade-
url

®PyHKUNA

KoHTponnep
KnacTepa

IP-agpec
YCTPOWCTBA,
BXOAALLETO B
knactep

MAC-agpec
YCTPOICTBA,
BXOASILLETO B
knactep

CocTosiHMe 3arpyskmu
no

(Start/stop) HauaTb/
OCTaHOBUTb MpoLecc
3arpysku

3anonHuTL url B
dopmare tftp://<ip>/
<image_name>

Bo3MOXHble
KOMaHpl

get

get

get

get

get, set

get, set

CuHTakcuc

get cluster-
member cluster-
controller

get cluster-fw-
member {ip

get cluster-fw-
member mac

get cluster-fw-
member fw-
download-status

get cluster-
firmware-
upgrade upgrade

set cluster-
firmware-
upgrade upgrade
<value>

get cluster-
firmware-
upgrade
upgrade-url

set cluster-
firmware-
upgrade
upgrade-url
<value>

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Mpumepsl

WEP-2ac# get
cluster-member
cluster-
controller

no

yes

WEP-2ac# set
cluster-
firmware-
upgrade upgrade
Start

WEP-2ac# get
cluster-
firmware-
upgrade upgrade

WEP-2ac# set
cluster-
firmware-
upgrade
upgrade-url
tftp://
192.168.1.2/
Wep-2ac_1.21.0.
244 .tar.gz

WEP-2ac# get
cluster-
firmware-
upgrade
upgrade-url

tftp://
192.168.1.2/
Wep-2ac_1.21.0.
244 .tar.gz
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tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz
tftp://192.168.1.2/Wep-2ac_1.16.0.163.tar.gz

Knacc

Mopknacc

upgrade-
method

upgrade-
status

upgrade-
members

®PyHKUNA

all/selective/<
>, mMeTof
o6HOBNEHUSA

TekyLwuin ctatyc
0GHOBNEHMWIA

Cnucok IP-agpecos
YCTPOWCTB B
knacrtepe,
pa3feneHHbIx
3ansToi

Bo3MOXHble
KOMaHpl

get, set

get

get, set

CuHTakcuc

get cluster-
firmware-
upgrade
upgrade-method

set cluster-
firmware-
upgrade
upgrade-method
<value>

get cluster-
firmware-
upgrade
upgrade-status

get cluster-
firmware-
upgrade
upgrade-members

set cluster-
firmware-
upgrade
upgrade-members
<value>

PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

Mpumepsl

WEP-2ac# set
cluster-
firmware-
upgrade
upgrade-method
all

WEP-2ac# get
cluster-
firmware-
upgrade
upgrade-method

all

WEP-2ac# get
cluster-
firmware-
upgrade
upgrade-status

Not Initialized

WEP-2ac# set
cluster-
firmware-
upgrade
upgrade-members
192.168.1.1,192
.168.1.3

WEP-2ac# get
cluster-
firmware-
upgrade
upgrade-members

192.168.1.1,192
.168.1.3
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PykoBoacTtso no akcnnyatauum WEP-2ac, WEP-2ac Smart, WEP-2ac-Z

7 CnncoK nameHeHun

Bepcusa gokymeHTa [arta Bbinycka CopepxaHve usMeHeHui
Bepcna 1.15 30.09.2021 CwuHxpoHusauus ¢ Bepcueli MO 1.21.0
Bepcusa 1.14 07.12.2020 CuHxpoHusauus ¢ sBepcueii MO 1.20.0

O6beanHeHne NpeablayLInX BEpCUiA pyKOBOACTBA B

€0WHbIA AOKYMEHT
Bepcusa 1.13 09.04.2020 CuHxpoHusauus ¢ Bepcueli MO 1.19.3
Bepcua 1.12 24.02.2020 CuHxpoHusaums ¢ sepcuein MO 1.19.0
Bepcua 1.11 01.10.2019 CuHxpoHusauums ¢ Bepcumein MO 1.18.1
Bepcna 1.10 05.06.2019 CuHxpoHusaums ¢ sepcuein MO 1.17.0
Bepcua 1.9 12.02.2018 CuHxpoHuszauus c Bepcueid MO 1.16.0
Bepcusa 1.8 30.11.2018 CuHxpoHusauus ¢ sepcuein MO 1.15.0
Bepcusa 1.7 10.08.2018 CwuHxponusauus ¢ Bepcumeli MO 1.14.0
Bepcus 1.6 8.05.2018 CuHxpoHusauus ¢ Bepcueli MO 1.12.2

KoppekTupoBska:

« XapakTepucTuKa ycTpoincTea

Bepcusa 1.5 26.12.2017 CvHxpoHn3auus ¢ Bepcueii 1.11.4
Bepcua 1.4 30.10.2017 CuHxpoHusauus ¢ Bepcueid 1.11.2
Bepcusa 1.3 02.08.2017 CwuHxpoHusauus ¢ sepcueii 1.10.0
Bepcusa 1.2 01.02.2017 CwuHxpoHusaums ¢ Bepcueii 1.9.0
Bepcunsa 1.1 16.12.2016 CuHxpoHn3auus ¢ Bepcuein 1.8.0
Bepcua 1.0 20.07.2016 Mepsas nyb6nmkaums.

Bepcusa nporpammHoro obecneveHns 1.21.0
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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