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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

1 BBeneHue

1.1 AHHOTauus

CoBpeMeHHble TEHAEHLMN Pa3BUTUA CBA3M AUKTYIOT oreparopamM HeobxoAMMOCTb noucka Hanbornee
ONTUMaJIbHbIX TEXHO/IOIMIA, NO3BO/IAOLWMNX YAOBNETBOPUTL CTPEMUTE/IBHO BO3pacTaroLLme noTpebHoCTH
ab0OHEHTOB, COXpPaHsA Npu 3TOM NPEEMCTBEHHOCTbL BGU3HEC-NPOLECcCcOoB, TMOKOCTb Pa3BUTKA 1 COKpaLleHne
3aTpar Ha npefocTas/ieHne pas/iMyHbIX cepBucoB. becnpoBoHble TexHOMorMy Bce 6onblue HabuparoTt
060pOTbl U K JAHHOMY MOMEHTY B KOPOTKOE BPeMS MPOLLIN OrPOMHbIA MYTb OT HECTAOWU/IbHbIX
HU3KOCKOPOCTHbIX CeTei CBA3M Masioro paguyca fo ceteit LM, conocTtaBUMbIX N0 CKOPOCTH € NMPOBOAHbLIMU
CETAMU C BbICOKMMU KPUTEPUAMMW K KAYeCTBY NpefoCcTaB/IeHNs YCyr.

WOP-2ac-LRS5 — ycTpoiicTBO, npeaHasHavyeHHoe Ans opraHmsauun BLUMJ cetn B MaccnBax YacTHOM
3actpoiikn. WOP-2ac-LR5 no3sonsieT o6ecnevnTb LUMPOKONONOCHbIV AOCTYN B VIHTEPHET K/IMEeHTaM Ha
paccTosHum 40 3 KM 1 npegoctasneHne cepsucos Triple Play. YCTpoiicTBO ABseTCs He3aMeHUMbIM
pelleHnem a1 opraHusaummn 6ecrnpoBOfHON CETU B pa3/IMYHbIX KIMMaTUYeCKMUX YCNI0BUSAX — B LUMPOKOM
Avana3oHe paboymx Temneparyp 1 BbICOKOM B/I&XHOCTU, C BO3MOXHOCTbIO MOAK/THOYEHUSA Pa3/INyHbIX TUMOB
CEKTOPHbIX aHTEHH.

B HacTosLEeM pyKOBOACTBE MO 3KCN/lyaTaunm U3noXeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUe
XapaKTepuCTUKN, KOHCTPYKTUBHOE MCMONHEHWe, NOPAA0K YCTaHOBKM, Npasu/ia KOHUIypupoBaHus,
MOHUTOPUHIa 1 CMeHbI NPOorpaMMHoro obecneveHms 6asosoli ctaHuun WOP-2ac-LR5.

1.2 YcnoBHble 0603HaUYeHus

MNpumeuaHns n npegynpexaeHus

© MpumedaHus cogepxart BakHYH UHIIOPMALMIO, COBETbI MM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTpOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MO/b30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

BasoBas ctaHuus WOP-2ac-LR5 (ganee «ycTpoiicTBo») paspaboTaHa A58 NpeAoCcTaB/IeHUS LLIMPOKOMO/I0CHOTO
[locTyna B VIHTEpPHET KNMeHTaM Ha pacCcTosiHUM A0 3 KM 1 opraHm3auumn 6ecnpoBofHblix MocToB (WDS)
YctpoiictBo WOP-2ac-LRS o6ecneunBaet AOCTyN K COBPEMEHHbIM MHTEPaKTUBHbLIM cepBucam: HTepHeT, IPTV,
VolP.

Baszosas ctaHunss WOP-2ac-LRS — HoBeiilwee rmbkoe pelueHne, obecneyvsatoLee 60/bLUyH0 30HY MOKPbITUA
CETW 3a CYET MOLLHOCTM nepegartymka (0o 28 ABM) 1 UCMO/Ib30BaHNS CEKTOPHBIX aHTEHH. Barofaps BbICOKOW
NPOU3BOANTENIBHOCTM annapaTHoi NaTtgopMbl, BOSMOXHOCTAM MacLLTabupoBaHNs, UHTYUTUBHO NOHATHOMY
NHTEpdecy, MOXHO NIErKO N BbLICTPO pa3BopavmBaTb 6eCnpoBOAHYO IT-MHPACTPYKTYpPY.

TexHonorns PoE+ faeT BO3MOXHOCTb YCTaHOBKM 060pyA0BaHUA B NI0ObIX MecTax, He3aB1UCc1mo oT
pacnonoXeHUss ICTOYHMKA 3NEKTPONUTAHUSA, NO3BOJIAET 3KOHOMUTbL HA CTOMMOCTHY CU/I0BbIX Kabenei n genaet
NHCTaNNALMIO NPOCTON 1 He TpebytoLein 60bLINX 3aTpaT BpEMEHN.

2.2 XapakTepuCTUKM YCTPONCTBa
Numepabelicnbi:

+ 1 Combo-nopt 10/100/1000BASE-T (Ethernet) / 100/1000BASE-X (SFP);

+ 2 pazbema SMA (female) gnst noaknoYeHNs BHELIHWX aHTEeHH. BbiGop Moaenv 3aBucuT OT
MCNOMb30BaHMs TOYKM JOCTYNa: A1 6ecnpoBOAHbLIX MOCTOB NpeAnoYTUTe/IbHee BbiGupaThb
y3KOHanpaB/ieHHble aHTeHHbI, a B pexnme 6a30B0i CTaHLMN — CEKTOPHbIe aHTeHHbI C 6o/iee LUMPOKOIA
AyarpammMoli HanpasneHHOCTY;

* Wi-Fi 5-6 I'Ty, IEEE 802.11a/n/ac.

MuTaHne ycTpolicTBa ocylectensietcs yepes PoE-utxektop (IEEE 802.3at-2009).
PyHKYyUUu:
Bo3moxHocT WLAN:

* nopaepxka ctaHaaptos IEEE 802.11a/n/ac;

* arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* noggepxka ckpoitoro SSID;

* 4 BUpTyasibHble TOYKMN OOCTYNa;

* nogaepxka MAC ACL;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* nogaepxka APSD;

* CrnekTpoaHanmsarop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

+ Polling;

* nopAepxka (pMKCMpoBaHHOWN LEHTPasIbHOM YacTOTbl

* MexXceKTopHas cuHxpoHusaums (PTP)'.

CeTteBble (pyHKLMN:

* aBTOMaTM4ecKoe corsliacoBaHne CKOPOCTK, AYNSIEKCHOTO peXuma 1 NepekTioveHns Mexay pexnmamm
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* nopaepxka HacTpolikn C-VLAN 6e3 ncnonb3osaHus Radius-cepsepa;

« mannuHr VLAN;

T Tonbko ans WOP-2ac-LR5 SYNC
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* DHCP-knueHT;

* nogaepxka NTP;

* nogaepxka Syslog;

+ DHCP snooping;

*+ IGMP snooping (C BO3MOXHOCTbI0 OrpaHUYEHNsA KO/IMYeCTBa rpynn);
* (punerpauunsa BPDU;

+ nogaepxka Ping Watchdog.

®yHkuMn QoS:

* OrpaHu4eHue NpPonyckHon cnocobHocTn ans kaxagoro SSID;
* OrpaHu4YeHune CKopoCTu AN KveHTa Ha Kaxaom SSID;

* MHAMBUAYaUIbHOE OrpaHnyeHne CKOpoCTU A5 KNNEHTS;

* npuoputesaums Tpaduka Ha ocHoBaHun MAC/IP-agpeca;

* n3meHeHue napametpos WMM ans pagmonHtepgeiica;

* noggepxka npuoputusauumn no CoS, DSCP n VLAN ID.

Bbe3onacHoCTh:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (WPA/WPA2 Enterprise);
* WwundpoBaHue gaHHbIXx WPA/WPA2;
* 64/128/152-6utHoe WEP-LundpoBaHne AaHHbIX.

Ha pucyHke 1 npuBefeHa cxema npumeHeHnsa obopyposaHnusg WOP-2ac-LR5.

ABOHEHTCKAA CTAHUMA AGOHEHTCKAA CTaHUMA AGOHEHTCKAA CTAHUMA
WB-2P-LR5 WB-1P-LR WB-2P-LR5

ABOHEHTCK M
poyrep

|
|
| s
|

N §
BazoBan craHumA
WOP-2ac-LR5

((‘ E ,)) Tenedponun

PoE+

Cetb

KomMmyTaTop | nposangepa

220v O

BcenorogHeiit wKad

PucyHok 1 — Cxema npumeHeHna WOP-2ac-LRS



2.3 OCHOBHblE TEXHMYECKME NapaMeTpbl

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOCTBA NpuBeAeHs! B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTpbl Ethernet-untepcpeiica

Konnyectso nopTos

DneKTpuYeckunii pasbem

CkopocTb nepegaun, Méut/c

MNopfaepxka ctaH4apToB

OcobeHHOCTY nopTa

MapameTpbl 6ecnpoBogHOro MHTepdelica

CraHpapThbl

YacToTHbIn AnanasoH, My,

Mogaynauus

CKOpOCTb Nnepeaayun AaHHbIX ', M6uT/c

MakcumasnbHasd BbIXOAHaA MOLLHOCTb nepe,anquKaQ

UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHoCcTb

YnpaBneHue

YpaneHHoe ynpasrieHve

OrpaHnyeHne goctyna

RJ-45/SFP

10/100/1000, aBTOONPEAENEHNE

BASE-T/BASE-X

Combo-nopt

802.11a/n/ac

5150— 6160 Mry

BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11a: go 54 MéuTt/c
802.11n: go 300 Méut/c
802.11ac: oo 867 Mout/c

5-6 I'"y: 24 nbwm (ans yctpoiicte WOP-2ac-LR5)
28 nbm (ansa yctpoincte WOP-2ac-LR5
rev.B, WOP-2ac-LR5 SYNC

5-6 I'"’'y: 0o -94 nbm

64/128/152-6utHoe WEP-LuMdpoBaHve gaHHbIX,
WPA/WPA2,ueHTpanin3oBaHHas asTopu3aums
uepe3 RADIUS-cepeep (WPA/WPA2 Enterprise)

Web-untepdpeiic, CLI, Telnet, SSH, SNMP,
NETCONF

JNlokanbHasa ayTeHTMdMKaUuA 1 ayTeHTUmkaums
yepes RADIUS-cepBep



O6wue napameTpbl

RAM

Flash-namsaTtb

MntaHne

MoTpebnsiemast MOLWHOCTb

Pabounin gnanasoH Temneparyp

OTHOCUTE IbHas BMaXXHOCTb

CTeneHsb 3aLuThl

Fabaputhbl

Macca

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

128 Mb

32 MB SPI Flash

PoE+ (IEEE 802.3at-2009)

He 6onee 6,5 BT (ansa yctpoiicte WOP-2ac-LR5)
He 6onee 16 BT (ans yctpoiicte WOP-2ac-LR5
rev.B, WOP-2ac-LR5 SYNC)

0T -45 po +65 °C

1095 %

IP54

80 x 232,5 x 47 Mmm

0,33 kr (ans yctpoiicte WOP-2ac-LR5)

0,39 kr (ans ycTpoiicte WOP-2ac-LR5 rev.B,
WOP-2ac-LR5 SYNC)

T MakcumasibHas ckopocTb 6ecnpoBOAHONM NepeAaymn AaHHbIX onpegeneHa cneumhukaLmsmMn CTaHgapToB
IEEE 802.11n/ac. PeanbHas nponyckHas CNOCOOGHOCTb ByAeT APYroit. YCNOoBMS, B KOTOPbIX paboTaeT CeTb,
hakTopbl OKpYXXatoLLel cpeAbl, BKNovas 06bemM CETEBOr0 Tpadmka, CTPOUTE/bHbIE MaTepuasibl
KOHCTPYKLMM, a Takke Cry)KebHble faHHble CeTU MOTYT CHU3UTb peasibHYI0 MPOMYCKHYHO CMNOCOBGHOCTb.
daKTopbl OKPYXXaKLLEN cpeabl MOTyT Takke BAUSATb Ha pagunyc AeiCcTBUSA CETU.

2 KonnuecTBO KaHAUTOB 11 3HAYEHNE MAKCUMaUTbHOM BbIXOAHOM MOLLHOCTY ByAeT M3MEHSTLCS B COOTBETCTBUM C
npaBuiami paavodacToTHOTO Pery/sIMpoBaHs B Balleil CTpaHe.



PyKoBO/ACTBO Mo akcnyatauum WOP-2ac-LR5

2.4 KOHCTPYKTMBHOE WCMOMHEHnEe

YcTtpoiictBo WOP-2ac-LR5 nmeeTt nnacTrkoBblii KOPMyC B NPOMbILL/IEHHOM UCNOHEHMW. BHelwHWiA Bug,
ycTpoiictBa WOP-2ac-LR5 npuBeaeH Ha prcyHke 2.

PucyHok 2 — BHeluHuid Bug yctpoiictea WOP-2ac-LR5

MoA, KPbILLKOW B HUXHE YacTu yCTpoiicTBa pacnonoxeHsl combo-nopt 10/100/1000BASE-T (Ethernet)/
100/1000BASE-X (SFP) anst noakntoueHusi K BHyTpeHHeli cetu n nutaHnto PoE, knemma 3a3emrneHust (B
ycTpoiictBax WOP-2ac-LR5 Bepcun H/W 1v5 u Bbiwwie; B ycTpoiictBax WOP-2ac-LR5 rev.B, WOP-2ac-LR5 SYNC)

1 KHOMKa c6poca K 3aBoACKUM HacTpoiikam (F), prcyHok 3 .

PucyHok 3 — MNoptel WOP-2ac-LR5
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

2.5 CaetoBas nHgukauus

BHewHwuin Bug, naHenn nHgukaumm WOP-2ac-LRS npuegeH Ha pucyHke 4 .

PucyHok 4 — BHewHuii Bug, naHenn niamnkaumm WOP-2ac-LR5

TekyLee COCTOsIHME YCTPOCTBa OTOGpaXKaeTcs Npy NOMOLLM NHAMKATOPOB, PaCcno/IOKEHHbIX Ha nepeaHel
naHenu yctpoictea WOP-2ac-LRS. MNMepeyeHb MHAMKATOPOB M UX ONMcaHme nNpuBeaeHbl B Tabnvie 2.

Tabnmua 2 — OnucaHve NHANKAToOPOB

NHpunkartop CocTtosiHne nHgukatopa OnucaHune
Power — nHgvkartop 3e/1eHbIl, roput nuTaHve NOAKNKYEHO, HOpMasibHasa paboTa
nMMTaHus u ctatyca paboTbl  MOCTOSIHHO
ycTpoiicTea
' OpaHXeBblii, ropuT YCTPOICTBO He nony4unnio agpec no DHCP
( ) NOCTOSAHHO
KpacHbIl, roput 3arpyska ycTpolicTea
NOCTOSAAHHO
LAN — nHgukaTop nopta roput 3eneHbim (10, 100 kaHan mexay Ethernet-untepdeiicom WOP-2ac-
Ethernet-nHTepdelica M6UT/C)/ OpaHXeBbIM LR5 v noakno4YeHHbIM YCTPONCTBOM aKTUBEH

(1000 M6KT/C)

muraet MpoLEecc NakeTHOW nepeaayun AaHHbIX MexXay
Ethernet-nHtepdpelicom WOP-2ac-LR5 u
NOAK/OYEHHBIM YCTPOCTBOM

11



PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

Nupunkarop CocTtosiHne nHgmkatopa OnucaHune
WLAN — nHavkaTopbl KpacHbIiA, roput YPOBeHb curHana 6osbLue -94 nbm
0BHA curHana (RSSI
o VP (RSSI)
XEnNTblii, roput ypoBeHb curHana 6osblue -80 abm
. 3€/1EeHbIN, ropuT ypoBeHb curHana 6onblue -70 abm
I 3€/1EeHbINA, ropuT ypoBeHb curHana 6osbLue -60 abm
HW O4VH MHAMKATOpP He curHana Het
roput

2.6 CO6pocC K 3aBOACKMM HaCTpoikam

C6poc KoHGmrypaumm ycTporicTBa NpoM3BOANTCS C NOMOLLbH KHOMKN «F». B 3arpy>x€HHOM COCTOSHU
yCTpOIiCcTBa HAXMUTE 1 yaepXxuBalite KHomky «F» (okono 10-15 cekyHA), KoTopasi HaXoAWUTCS Ha HUXKHE
naHenun ycTpomncTea, noka nHamkatop «Power» He 3aMunraet opaHXeBbiM LBETOM.

[anee npousoiget aBTomarnyeckas nepesarpyska yctpocraa. lNMpu 3aBoACKUX yCTaHOBKaxX ByAeT 3anyLueH
DHCP-knneHT. Ecnn agpec He nony4deH no DHCP, To y ycTpoiictea 6yaet agpec — 192.168.1.10, macka
noacetn — 255.255.255.0; umsa nonb3oBartenis/naponb Anas goctyna yepes web-uHrepdeiic: admin/password

2.7 Komnnekt nocrtaBku
B 6a30BbIi KOMNIEKT nocTaBkn ycTpoiictBa WOP-2ac-LRS BxoaaT:

+ basosas ctaHuusa WOP-2ac-LRS5;

* KoMN/ekT Kpenexa,;

+ Maty-kopg RJ-45, 5e kaT., 1.5Mm;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-gucke (OnuMoHasbHO);
+ CepTudomkar CoOTBETCTBUS;

+ MamaTka 0 AOKyMeHTauuu;

* [acnopr.

12



PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

3 Mopsanok ycTtaHOBKN

B gaHHOM pasgene onucaHbl MHCTPYKUUK MO TEXHWKE 6e30MacHOCTK, pekoMeHAaLmmn no yCTaHoBKe, npoueaypa
YCTaHOBKW M NOPSAAOK BK/ItoYeHns ycTporictea WOP-2ac-LR5.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBA BO BPeEMS rpo3bl. ECTb pycK yaapa MoMHUEN.

3. Heobxogumo cobniogatb TpeboBaHMs No HaNPSHXEHMUIO, TOKY M YacToTe, yKasaHHble B AaHHOM
NHCTPYKUNN.

4. lMepep NOAK/IOYEHNEM K YCTPOMCTBY M3MepUTE bHbIX NPUOBOPOB 1 KOMMbIOTEPA, MX HEOBXOANMO
npegBapuTesnibHO 3a3eM/MTb. Pa3HOCTb NOTEHLUMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTenbHbIX NPUO60POB He Ao/MKHA npeBbiwats 1 B.

5. Mepep BKIOYEHMEM YCTPOICTBA y6eanTech B LLe/IOCTHOCTY Kabenel 1 nx HagexHoM KpenaeHun K
pasbemam.

6. BO Bpems MOHTaxa YCTPOMCTBa Ha BbICOTHbIX KOHCTPYKLMAX CnefyeT BbINOMHATb YCTaHOB/IEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

7. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewrasibHyo NoAroToBKY.

8. MopaknoyaTb K YCTPONCTBY TO/ILKO rOAHOE K MPUMEHEHWNIO BCNOMOrartesibHoe 060pyaoBaHue.

3.2 PekomeHAaumu rno ycTaHOBKe

1. PekomeHayemoe ycTaHaB/IMBaeMOoe MOMOXEHNE: KpensieHne Ha TpybOoCToKy/cTonob.
Mepes yCTaHOBKOM 1 BKIHOYEHMEM YCTPOICTBA HEOBXOAMMO NPOBEPUTL YCTPOWCTBO Ha Haslmume
BUAMMbIX MEXAHNYECKNX NOBPEXAEHWA. B criyyae Hannuns NoBpexaeHnin cnegyert npekpatuTb
YyCTaHOBKY YCTPOICTBA, COCTaBUTb COOTBETCTBYHOLLMI aKT N 06paTUTLCS K MOCTaBLLKKY.

3. YCTpOWNCTBO A0/MKHO ObITb YCTAHOB/IEHO Ha TPYOOCTOIKY/CTONG TakuM 06pa3om, 4To6bl Ethernet-nopt
6bI/1 HANpaB/eH BHU3.

4. Mpu pa3meLLeHnn YCTponCcTBa A5 obecneveHns 30Hbl NOKpbITMA cetn Wi-Fi ¢ Hannyuwmnmn
XapakTepucTMKamy yunTbiBanTe cnegyrowime npasuna:

a.

b.

C.

d.

YctaHaBnvBaliTe yCTPOMNCTBO Taknm 06pa3oM, UTOObI B CEKTOP AENCTBUSA aHTEHHbI Nonaganv Bce
abOHEHTCKMe CTaHuMW, KOTopble 3aniaHMpoBaHO NOAKMNKUUTL K JaHHO 6a30BOI CTaHUuK;

He ycTaHaBnmBaliTe ycTpolicTBO B6/1M3M (Nopsiaka 2 M) 3NEKTPUYECKUX YCTPOCTB U
paanoyCTpPOIACTB;

He pekomeHayeTcs MCcnonb30BaTh pagnoTenedoHbl U Apyroe 060pyaoBaHne, paboTarLlee Ha
yacToTe 5-6 I'Tu, B pagnyce aelictBus 6ecnposogHoi cetn Wi-Fi;

MpensaTcTBuA B BUAE CTEK/ISAHHbLIX/METaIIMYECKUX KOHCTPYKLMI, KUPNUYHBLIX/GETOHHbIX CTEH, a
Takxe eMKOCTU C BOAOW M 3epKasia MOryT 3Ha4YMTesIbHO YMEHbLUNTL paanyc aericteus Wi-Fi cetu.

5. Mpu pasmeLleHnn HECKOSBKIUX TOYEK AOCTyNa Ha OAHOW TPy6OCTOViKe peKOMEeHAYeTCs PasHOCUTb UX No
BEPTUKA/IM MUHUMYM Ha 2 MeTpa.

3.2.1 YacToTHble NON0oChl U KaHanNbl B gvanasoHe 51Ty n 6 'y ana Wi-Fi

Mepenaya gaHHbIX B gnanasoHe 5-6 My ncnonb3yerca ana ctaHaapTos IEEE 802.11a/n/ac. YcTpoiicTBo
WOP-2ac-LR5 nogaepxvnBaeT 4acTOTHblE KaHasbl B gnanasoHe 5-6 'y ¢ wupuHoii 5, 10, 20, 40 n 80 MIu. Ans
BbIUMCNEHUS LIEHTPa/IbHOM YacToThl kaHana Wi-Fi f, MI'u, ucnones3yetca coopmyna: f=5000+(5*N), rae N —
Homep kaHana Wi-Fi.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

3.3 PekomeHaaLuy No o6ecneyeHmnio rpo3o3alnThbl

1.

2.

No ok

3a3zemsieHne Heo6x04MMO BbIMOMHATL U30/IMPOBAHHBIM MHOTOXW/IbHBIM NMPOBOAOM. YCTPOWCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.
MepByl0 YNNYHYIO rPO303aLLnTy HE06X0AMMO yCTaHaBIMBaTb MakCuMasibHO 6/1M3K0 K 6a30BO CTaHLmMW,
coeanHASA UX KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ skpaHMpPOBaHHbLIMW KOHHEKTOpaMW.

BTopyto y/iMyHyto rpo3o3almTty Heobxoanmo ycTaHaBNnBaTb MakCMMasibHO 65113K0 K POE-kommyTaTopy
(POE-nHxeKTopy), coeanHsia nx KOPOTKAM ynuHbIM FTP-kabenem ¢ akpaH1poBaHHbIMU KOHHEKTOPaMW.
CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gnvHoin go 100 m.
CeKTopHast aHTeHHa [o/hKHa 3a3eM/IATbCA Yepe3 MadTy /19 KPen/ieHNss aHTEeHHbI.

Heob6xoanMmo 3a3eMnunTb 6a3oByH0 cTaHUMIO (MogpobHee B NyHKTe MOHTaX YCTPOICTBRA).
PoE-kommyTaTop (POE-VHXeKTop) A0/MKEH GbITb MOAK/OYEH B 3/1EKTPUYECKY0 po3eTky 220 B ¢
3a3eM/iIeHneM b0 3a3emMeH Yepes Kopryc.

Basosan -
CTaHUMA
- # Joaemnenue vepes
THATY FHTIEHHL
¥ CelTOopHan
4 aHTEHHA
’
’
#
*,
’
[
'
]
J Condenumensnd nubens FTP
' ME Gomee 60 car. + MEOHUPONOHHET
ROHHERTTD
L]
]
‘ FTP natiens y..:,ruuo;(:i ) PoE .
WENOAHERIS, A Ao 100 M - .
] > HommyTars
Ynu4Han : MMYTaTOP S [
' TROZOIAUMTA 1 !
] 1 1
' 1 i ]
' i
| | |
! | [
-
: - ] i
k A 1
i f (| Vnwunan -~ !
HKaumyp 2oaemaequs B Kowmyp anaemaesun | g \ rpososaLTa | I
] F \ 7 §
’ N " 4
1 . - 1]
— PR . -
™ []
U .
[
-
p 1l Kowmyp sosesnenun
[} 4 .
o : i
L
i
i o HoHmyp sasemoesun
[E——

PucyHok 5 — Cxema nogkntoyeHnss 6a3oBoil CTaHUMK ANnsi 06ecneyeHnsi rpo303allmThbl
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PyKoBOACTBO Mo aKcnayaTaumy WOP-2ac-LR5

3.4 MoHTax yctpoiictBa WOP-2ac-LRS
1. MpuKpenuTe KPOHLUTENH K KOPMyCY YCTPOCTBA C MOMOLLbIO BUHTOB, UAYLLMX B KOMIM/IEKTE, KaK

NoKasaHO Ha PUCYHKE HWXe.

2. YcTaHOBUTE yCTpOiicTBO Ethernet-noptom BHM3 Ha TPY6OCTOIIKY, Kak NOKa3aHo Ha PUCYHKE HUXE, 1
3aKpenuTe ero XomyTamu, MayLimMmy B KOMMNJIeKTe ¢ ycTpoiicTBoM. CobntogaiiTe MHCTPYKLMM MO TEXHUKE
6e30MacHOCTV 1 pekoMeHauuy, NPMBEAEHHbIE B pazfesniax «/IHCTPYKLMN N0 TEXHVKE 6e30MacHoCT» 1

«PeKoMeHJaLmn Nno yCTaHOBKE» .
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PykoBoacTBO no akcnnyataumm WOP-2ac-LR5

3. CHUMUTE KpbILLKY, 3aKpbiBatoLLyto Ethernet-nopT Ha HMXHe naHenn ycTpoiicTea. BoinonHute
3a3eM/IEHNE YCTPOICTBA Yepes cneyuasibHyto knemmy (ana sepcum H/W: 1v5 u Bblwe), 3aTem
noakntounte Ethernet-kabenb k POE-nopty. MNpun NnocTpoeHun cety No ONTOBO/IOKHY YCTAHOBUTE TPaHCHBEP
N NpounsBeauTe NoLK/IUEHNE.

J—— s
B B N N N ]
Dets = = @ B

4. 3aKpoiiTe KpbILLKY HKHEN naHenu.

5. MoaknounTe aHTEHHY K YCTPOMCTBY C MOMOLLIbIO KabesibHbIX COOPOK.

6. OTperynmpyiTe NoMOXeHNe aHTEHHbI Tak, UTOObl aBOHEHTCKME YCTPOCTBA Nonafasiv B 30HY NOKPbITHS
YCTAHOB/IEHHOM aHTEHHbI.

7. NMopaxniounTe Ethernet-kabenb, naywmin ot WOP-2ac-LR5, k POE-NOpTy MHXeKTopa uin nopTy
kommyTatopa (IEEE 802.3at-2009).

8. Ecnu Bbl ucnonb3yete POE-MHXeKTOp, nogkntounTe ero K posetke 220 B ¢ NoOMOLLbIO CETEBOIO LLHYpa.
9. BbINosHWTE 60/1€€ TOYHYIO KOCTUPOBKY @HTEHHbI N0 CBETOBbLIM UHAMKATOPaM Ha Kopnyce yCTpOoncTBa.

[ © Bo usbexaHue BbIXo4a yCTPONCTBA U3 CTPOS PEKOMEH/IYETCA UCMO0/b30BaTh rPO303alLuTy. ’

3.4.17 VIHCTpyKUMA No repMmeTmnsanmm aHTEHHbIX pa3beMoB

[ © TepmetyzaLmio HEOBXOAMMO NPOBOAUTL C 06EMX CTOPOH Kabesns. ’

1. MNepep nogknoveHrem kabena Kk pasbemy TpebyeTcss OCMOTPETL ONNETKY Kabensa Ha Hannume
NOBPEXAEHUI, a Takke NPOBEPUTbL HATMYME YNNTOTHUTENIbHOTO KOMbLA B ralike pasbema, pacrnosioxXeHne
nokasaHo Ha pucyHke 6 (a, 6).
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PykoBOZACTBO No akcnyatauyum WOP-2ac-LR5

PucyHok 6a PucyHok 66

2. MoaxnounTb Kabenb K pazbeMy YCTPOCTBA (AHTEHHBI) 1 3aTAHYTb raiiky, Kak nokasaHo Ha pucyHke 7
(a, 6).

PucyHok 7a PucyHok 66

3. OTpe3aTtb pe3vHOBYH repMEeTU3NPYIOLLYHO NTIEHTY COOTBETCTBYIOLEN A/IMHbI: HA TepMETM3aLmio 0O4HOro
pasbema SMA (pucyHok 7a) Tpebyetcsi 0,15 M rmaponsonupytoLLein neHTol, Ans pasbema N-type (prcyHok
76) Tpebyetcs 0,3 M rMapon30NMNPYIOLLLEI NEHTbI, Kak NokasaHo Ha pucyHke 8 (a,6).

PUCyHOK 82 PucyHok 86

4. YnanuTb C pe3vHOBOIi NEeHTbI 3alLMTHbIA C/I0M, Kak NoKa3aHo Ha PUCyHKe 9.
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PyKoBO/ACTBO Mo akcnyatauum WOP-2ac-LR5

5. O6MOTKY HauMHaTb CO CTOPOHbI Kabens, npeasapuTesibHO OTCTYNMB OT 0OXMMHO YacTh Ha 10-15 mm.
3admkcrpoBaTb KOHUMK IEHTLI Ha oneTke kabens nog yrnom 15..25 rpagycoB K ocu kabens, 1, crerka
pacTarveas /ieHTy, HayaTb obMaTbiBaTh Kabenb 1 pasbem, NpoABurasicb B CTOPOHY Kopnyca yCTponcTBa.
BuTkn yknagbiBatb Apyr Ha Apyra C Hax/1eCcToMm, CKIaZKkn Ha BUTKax He gonyckatotcs. O6mMoTka kabens
nokasaHa Ha pucyHke 10 (a, 6).

PucyHok 10a PucyHok 106

6. [LOCTUrHYB KOprnyca ycTpoiicTBa (aHTEeHHbI) KpaeM fieHTbl, TpebyeTcsl caenaTb 060pOT BOKPYT pasbema,
MaKCMMasibHO NPUXMMast Kpaii TeHTbl K Koprnycy, Aanee NpoAo/KUTb HAMOTKY NIEHTbI Nog, APYTUM YI/IOM,
yaansisicb oT kopnyca. Mpu HamaTblBaHUM He 3abblBaiiTe pacTArMBaTh IEHTY W MIOTHO NPUXUMATL ee K
paHee HamMOTaHHbIM BUTKaM. Ha KOHUMKe NTeHTbl PacTsHKKY YMEHbLUUTL U N/IOTHO NPUXKaTb Ero K BUTKaM,
pacnonoXeHHbIM Ha OneTke kabesns, kak nokasaHo Ha pucyHke 11 (a, 6).

i

PucyHok 11a PrcyHok 116

7. Otpe3atb MNBX-neHTy (M30/1eHTY) COOTBETCTBYIOLLEN A/IMHBI: HA TepMEeTM3aLuio 0AHOro pasbema SMA
Tpebyetca 0,28 M n3oneHTbl, 4nA pasbema N-type Tpebyetca 0,6 M n3oneHTbl. MI3oneHTa Tpebyetcs ans
3alLMTbl PE3MHOBOW NTEHTHI OT Y/ILTPAMONETOBLIX Ny4yeii. I3oneHTa nokasaHa Ha pucyHke 12.

PucyHok 12
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PyKoBO/ACTBO Mo akcnyatauum WOP-2ac-LR5

8. O6MOTKY HauMHaTh C ONJIeTKN Kabens, npeaBapuTesibHO OTCTYNMB OT NEPBOrO BUTKA PE3UHOBOM JIEHTbI
Ha 5-10mM. 3adhmkecnpoBaTb KOHUYMK U30/1EHTLI HA ONnsieTke kabens nog yrnom 15..25 rpagycos K ocu
kabens, u, cnerka pactarvsas fIeHTy, HayaTb 06MaTbiBaTb Kabesb 1 pasbeM, NPOABUTasiCb B CTOPOHY
Kopnyca ycTpoicTea. BuTkn yknaabiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNaiku Ha BUTKaxX He
ponyckatotcs. O6MoTKa Kabensa nokasaHa Ha pucyHke 13.

PucyHok 13

9. [locTUrHyB KOprnyca Kpaem NeHTbl, TpebyeTcs cenatb 060p0T BOKPYr pasbema, MakCMMasibHO
NPWXUMas Kpaii U30/1eHTbI K KOPMyCy YCTPOCTBA, Aaniee NPOAOC/HKUTL HAMOTKY NIEHTbI NOA, APYTM YI/IOM,
yaansasch oT kopnyca. Mpu HamaTbiBaHUM M/IOTHO HaknafblBaliTe BUTKU JIEHTbI, HE oMycKas cknaaok. Ha
nocneaHNX BUTKAX U30/1€HTbI PACTSHKKY YMEHbLLUTbL [0 HY/S U NMOCNEAHWIA BUTOK Y/IOXUTb 6e3
pacTsarMBaHus, Kak nokasaHo Ha pucyHke 14 (a, 6).

PucyHok 14a PucyHok 146

10. MpoBepnTb 3arepMeTU3NPOBaHHbI Pa3bem Ha OTCYTCTBME BUAVMBIX YUaCTKOB PE3NHOBOI NIEHTHI.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

3.5 MoHTax Komnnekta WOP-2ac-LR5 RFE

3.5.1 CocTtaB KomMnnekta

+ BasoBblii KOMnAekT ycTpoictea WOP-2ac-LR5;
+ AHTeHHa RFE B c60pke;

+ KpoHwuTeliH;

+ KomnnekT kpenexa;

+ Kabesnm koakcunasbHble, 2 LWT.

3.5.2 MoHTax Komnsiekta

1. MpuUKpennTe KPOHLLUTENH K KOpnycy YCTPOICTBA C MOMOLLbIO BUHTOB, UAYLLIMX B KOMMN/IEKTE, KaK
NoKasaHO Ha PUCYHKE HUXE.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

3. MNoaxnunTe KoakcmasbHble Kabenu K yCTpoCTBY M aHTEHHE.

4. YcTaHOBUTE NO/yYEHHYHO COOPKY Ha TPYOOCTONKY, Kak NokasaHOo Ha pUcyHKe Humxke. Heobxoamnmo, YTtoobl
KOMMJIEKT AepXasnca Ha TPy6OoCTOlKe, HO B TO XXe BpPeMS He Obl1 NPUKPYYEH NOSIHOCTLHO: 3TO HYXXHO A/1A
JasibHeLLel CTUPOBKMN aHTEHHBI.
__‘wj;
=

\ ®'I Q l\-.\
| st h,

5. CHUMUTE KpbILLKY, 3aKpbiBatolLlyto Ethernet-nopT Ha HWXKHE NaHenu ycTpoicTea. BbinonHuTe
3a3eM/IeHMe yCTpoicTBa Yepes cneuuanbHyo knemmy (ans sepcun H/W: 1v5 1 Bbille), 3aTeM
noakntounte Ethernet-ka6enb k POE-nopTy. MNpn NOCTPOEHWN CETY NO ONTOBOJIOKHY YCTAHOBWTE TpaHCHBEpP
1 NPOM3BeanTE NOAK/MOUEHNE.
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6. 3aKpoinTe KPbILLKY HVDKHEN NaHesu.

7. OTperynvpyinTe nosioxxeHve Komrsiekra Tak, UTobbl abOHEHTCKME YCTPOCTBa nonagav B 30HY
MOKPbITUS YCTAHOB/IEHHOW aHTEHHbI.

8. MogkntounTte Ethernet-kabens, naywmin ot WOP-2ac-LR5, k POE-nopTy nHXeKkTopa uam nopty
kommyTatopa (IEEE 802.3at-2009).

9. Ecniv Bbl ucnonb3yete PoOE-UHXeKTop, NoAK/IouMTe ero K posetke 220 B ¢ NOMOLLbIO CETEBOIO LLUHYpa.
10. BbINonHUTe 60/1€€ TOYHYI0 FOCTUPOBKY aHTEHHbI MO CBETOBbLIM MHAMKATOPAM Ha Kopryce yCTPONCTBa.
11. MonHOCTBLIO 3adIUKCUPYIATE KOMIMEKT HA TPYOOCTONKE, 3aTSAHYB raiiku.

12. Mocne OKOHYaHMA HAaCTPOWKN YCTPONCTBA, 3aKPOMTEe MECTO MOLKNHOYEHNS KPLILLKOW U 3addnKcupyinte
ee Tpems ravikamu.

© Bo usbexaHue BbIxoa YCTPONCTBA U3 CTPOSi PEKOMEH/YETCA MCMO0/Ib30BaTh rPO303alLuTy.
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4 YnpaB/ieHne yCTPOMCTBOM Yepe3 web-nHtepdeiic

4.1 Hauyano pa6oThl
[ns Hayana paboTbl HYXXHO MOAK/TIYNUTLCA K YCTPOMCTBY No nHTepdielicy Ethernet uepes web-6paysep:

1. OTKpoiiTe web-6pay3ep (Nporpammy-npoCMOTPLLMK TMNEPTEKCTOBLIX AOKYMEHTOB), Hanpumep Firefox,
Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3aBsopackoii IP-agpec yctpolictea: 192.168.1.10, macka nogceT: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.
3aBofckve ycTaHoBKM: 10rvH: admin, naposnb: password.

Mpu ycnewHoM 06HapyXeHuM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
nosib3oBaTesns v naposs.

WOP-2ac-LRS

3. BBegute /1I0MMH 1 Naposib B COOTBETCTBYIOLLNX CTPOKaX.
4. HaxkmuTte KHOMKy «BoliTn». B 0kHe 6pay3epa OTKPOeTCs MEHI0 KOH(UTYpUPOBaHUS.

5. Mpn HeoBX0AMMOCTU MOXHO MEPEK/TIUNTL A3bIK 0ToOpaxeHnsa nHdopmauun. Ana WOP-2ac-LR5S
OOCTYyMNHa pycckas un aHrnniickas sepcus web-nHtepdelica.

> P - (":": LTe X wo P—Za C »L RS O TecTaBkik pesiii

WV FT A TEL Wanemae WOP-Z2ac-LR3

ANNapaTHIA BEDCAA 1.5
Zasogorod MAC-agpec EB:28:C1.E1.07.50
CepriHBE HOMEP WP2ADDTA0

Chakiphaaie sdipa Bepoina 1o

PeiepeHan BEpGnA MO

BepouA Jarpy HeKa

CHcTEMHOE BpemA 22.11.2022 15:56:34

Bpewa pabotet 0w, 07:00:18

Sarpyasa LMY 1 4%
VIHIPODMALMS 0 YCTPORCTRE » gl i b :
enoneayeman namATs GOMBS2ME (B5%)

& 000 Tpedrpupmcre "Bomenc’, 2017 - 2022 Bepeus MO (Bepcus WES,
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4.2 TIpMMeHeHne KoHdUrypaunum n oTMeHa N3MeHeHun

1. MprvmeHeHne KoHurypaumm

Mo HaxkaTuto Ha KHOMKY NPOUCXOANT CoXpaHeHne KoHdurypauum Bo flash-namstb
YCTPOICTBa N NPUMEHEHNE HOBbIX HACTPOEK. BCce HACTPOIKM BCTyNatoT B cUy 6e3 nepesarpysku
yCTpolicTBa.

B web-nHTepdpeiice peannsoBaHa Bu3yasibHas MHANKALMS TEKYLLETO COCTOSHISA NpoLecca NpUMeHeHMs
HacTpoek, Tabnuua 3.

Ta6nuua 3 — BuayasbHas MHAMKALMS TEKYLLETo COCTOSHKSA NpoLecca NPUMeEHeHUst HAacTPOEK

BHelwwHuiA OonucaHue coCcTossHUSA
BUA,

Mocne HaxaTus Ha KHOMKY «MPUMEHNTL» MPOUCXOANT NPOLLECC NMPUMEHEHNS U 3aMUCU HACTPOEK B

namsTb ycTpoicTea. O6 3TOM MH(OPMUPYET 3HAUOK [l Ha KHOMKE «MpUMEHNTb.

O6 ycneLHoM CoXpaHeHUn 1 NPUMEHEHUN HACTPOEK MHADOPMUPYET 3HAYOK Ha KHorKe
«IPUMEHNTB».

2. OTMeHa U3MeHeHu’

© OtmeHa n3MeHeHUi NPON3BOAMTCA TOMBKO [0 HAXKATMA Ha KHOMKY «pUMeHNTb». Mpu HaxaTum Ha
KHOMKY «[TpUMEHUTBL» N3MEHEHHbIE Ha CTpaHuLLEe napamMeTpbl 6yayT 0OHOB/EHbI HA TeKyLLMe 3HaYeHNSs
1 COXpaHeHbl B NaMsATb YCTpoCTBa. [Noc/e HaxxaTns Ha KHOMKy «MprMeHnTb» BO3BpaT K npeblayLm
HacTpoikam 6yaeT HEBO3MOXEH.

o % OTmeHa
KHoNKa oTMeHbl UBMEHEHUN UMEET BnAa:
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4.3 TecCTOoBbI PEXUM
Ha ycTpolicTBe peasin3oBaH TeCTOBbI PeXuM A1 NPO6HOro NpUMeHeHUss KOHGUrypauum.

UTo6bI ero akTMBMpOBaTh, HAXXMUTE KHOMKY «TeCTOBbIN pexuM» Ha BEpXHel naHenn web-uHrepdeiica.

SHELTEX  woP-2ac-LR5 ———

MOHWTOPWHT Radio VAP WDS

Cucrema g« (BbIXOA)

Bpemsi pa6oTbl TecToBoro pexuma — 300 cekyHg, (5 MUHYT). B TeueHMe 3Toro BpEMEHM MOXHO NepemelLaTbCs
Mo BKNaakam web-koHdurypaTopa 1 Npov3BOANTL Kakne-mbo N3MeHEHNs, MPUMEHSIA UX HA Kax0ii CTpaHuLe
C MOMOLLbI0 KHOMKY «[TPUMEHUTB».

Janyuied TecToBbIA pewum. Mpaskn By oyT oTMeHeHbl Yepes 293 cek. BhIiTH 13 TECTOBOTO PEXMMA +
SVELTEX  woP-2ac-LR5
MOHWTOPWHT Radio VAP WDS CETeBble HACTPOKK Cucrema TR 4 (BBIXOA)

Mocne npoBepkn HEOGXOAMMO KOH(IMIypaLyn HaXXMIUTE KHOMKY «BbIATK U3 TECTOBOIO pexumar» U BbibepuTte
HY)XHOE AeicTBue:

+ «COXpaHUTb U BbIATW» — NPY HaXKaTUW NPOU30IAET BbIXOA, 3 TECTOBOMO PEXMMA U COXPAHEHWE B
3HEeproHe3aBUCKMYIO NMaMsATb BCEX U3MEHEHWIA B KOHQIMIypaLym, KoTopble Gbinv caenaHbl U NPUMEHEHBI
B 3TOM pexume. OTMEHWUTb M3MEHEHUS], BbINO/IHEHHbIE B TECTOBOM peXuME, ByAeT HEBO3MOXHO.

+ «OTMEHUTb U BbIATW» — NPK HaXKaTUV NPOU30IAET BbIXOZ, U3 TECTOBOMO PEXMMa 1 0TMEHA BCEX
N3MEHEHMWIA, BbINOSTHEHHbIX B 3TOM pexumMe. byieT BocCTaHOBMEHa KOHhUrypaums, AeiicTBytoLas Ha
YCTPOIACTBE [0 aKTUBaLM TECTOBOMO pexvma.

3anylieH TecTosbli pexum. Mpasku OyoyT oTMeHeHb! yepes 253 cek BbIiiTH W3 TECTOBOID pEXWUMA ~
p

d CoXpaHnTb U BuIATK

JLELTEX  woP-2ac-LR5

OTMEHWTb W BbIATK

MOHUTODUHT Radio VAP WDS CeTeBble HACTPORKK Cucrema H - |BblXoa)

Ecnu B TeyeHne 300 cekyHA agMUHUCTPATOPOM He ByAEeT NPOU3BEAEH BbIXOA M3 TECTOBOIO PEXMMA, 3TO
NPON30AET aBTOMATUYECKN BMECTE C OTKATOM BCEX M3MEHEHWI, KOTOPbIE ObISIN CAeNaHbl B JAHHOM pPeXnME.
Mo NCTeYEeHMIO YKa3aHHOro BpeMeHW KOHMrypaumsi BOCCTaHOBUTCS, AaXKe eC/in B pesy/ibTaTe cAenaHHbIX
N3MeHeHunI 6biN NOTEPSAH AOCTYN A0 YCTPOoNCTBa.
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4.4 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-nHtepdelica.

X LTeX WOP'ZaC'LRs @ TecTOBLIF PEIM

Bpems palions 0 an 070018
L i Farpyaka LMY 11.4%
WHdpopmalua off yoTpoRcTae >

Wonansayeman naMaTs GOMB/E2ZMB (65%)

VESR

OKHO No/b30BaTENbCKOTO HTEpdielica pasaeneHo Ha NATb 061acTeil:

1. KHomnka «TeCTOBbIli pexvuM» — ANs 3anycka peXxuma B KOTOPOM BO3MOXHO NPO6GHOE NpYMeHEHNS
KOHpurypauuu.

2. Bknagku meHto — ons rpynnupoBKU NOAMEHH0 No Kateropusim: MoHuTopuHr, Radio, VAP, WDS,

CeTeBble HacTpoiiku, Cucrtema.

Bbi60op s13blka MHTepdpelica 1 KHonka (BbIxof), NpeAHa3HayeHHas /1 3aBepLleHns ceaHca paboTbl B

web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

4. Bknagkv nogmeHio — 4718 yrnpasneHus nonemM HacTpOoek.

Mone HacTpoek yCTpoincTBa — 415 NPOCMOTPa AaHHbIX 1 KOHUrypaumn.

6. MHcopmaumoHHoe nose, oTobpaxatowee sepcuio MO, ycTaHOBNEHHYO Ha YCTPOIACTBE.

w

o
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4.5 MeH «MOHUTOPUHT»

B MeHI0 «MOHUTOPUHI» 0TOBpaXaeTcs TEKYLLEEe COCTOSIHUE CUCTEMBI.

4.51

MogmeHto «Wi-Fi KnneHTbI»

B nogmeHto «Wi-Fi KnneHTbI» BbIBOAUTCA MHAIOPMAaLMSi O COCTOAHUM NoaKtoYeHHbIX Wi-Fi KnneHToB,
cTatucTuka no Tpadinky, a Takke AOCTYNHO TECTMPOBaHME CKOPOCTU INHKA.

ELTEX WOP-2ac-LR5 M

Link Crepotte  CropocTa
Hms Link Link Cualty  RSSL SNR,  WaanesMsiA  MBaneHssid mepenaud.  mpeewa, B Bepokw  Bpemn
# he wocta  Pagpec  MAC-anpec Mitepdeie Capacity OQuality Common ABw  BE  RESLAEM £NE, A5 TuRate RxRate  MSatic MSarc My o patome  Aedctane

WE-2p 24 i1 edaled Tedded want-vad o &0 16021 ob0i0E O i

TecTHRPOEAHHE CEDRDCTH ~

{anpannedre () Doaming © Upink (&) Downink+Ugink

PATTTEDCK LT

DownEnk Her

Upsnk He

Onsi yno6cTBa MOHUTOPUHIA CYLLLECTBYET BO3MOXHOCTb Bbl6paTh NapameTpbl A1 oTo6paxeHus. Ans

N
aT0ro Haxmute Ha ¢ . Mpu HaXaTm Ha KHOMKY «[10 YMOMUYaHMo» GyAyT OTOBPaXEHbI NapamMeTpbi Mo
YMO/YaHWIO.

Ne — HOMep MOAKNHOYEHHOrO YCTPONCTBA B CMUCKE;

Vimsi xocma — ceTeBoe MMs YCTPOMCTBa,

IP-adpec — IP-agpec NoAKIHYEHHOIO YCTPOWCTBA,;

MAC-adpec — MAC-agpec noaKkNH4YEeHHOro YCTPOMCTBA,;

Hmepgbelic — nntepeiic Bzanmopeinctama WOP-2ac-LR5 ¢ nogkioueHHbIM YCTPOUCTBOM;

Link Capacity — napameTp, KOTOPbIii 0TO6paxaeT 3aPPEKTUBHOCTb NCMONb30BaHNSA TOUKON AOCTyna
MOAY/IAUMN Ha nepeady. PaccunTbiBaeTca UCXOAA N3 KONMYECTBa NakeToB, NepefaHHbIX Ha Kakaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hMLUMeHTOB. MakcumarbHoe 3HaueHne — 100% (o3Havaer,
4TO BCE MakeTbl NepefarnTcs 40 K/IMeHTa Ha MakCMMasibHOW MoAyNAaunn AN MakCUMa/ibHOro Tvna nss,
noaJepXX1MBaemMoro KfmeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHue 10 cekyHA.

Link Quality — napameTp, KOTOPbIi 0TOOPaXaeT COCTOSAHME /INHKA A0 KNNEHTA, pacCymTaHHbIl Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBO NONbITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakKeT A0 KNMeHTa He 6blN YCNeLIHOo OTrnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHa.

Link Quality Common — napameTp, KOTOPbI/i 0TO6paxaeT COCTOSAHME NMHKA A0 KIMEHTA, pacCyUTaHHbI
Ha OCHOBaHWM KONN4YeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHe
— 100% (Bce nepefaHHble NakeTbl OTNPABUANCL C NEPBOIA NONbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcsl 3a Bce
BPEMSs NOAK/OUYEHUS KITMEeHTa.

RSSI — ypoBeHb NpUHMMaeMoro curHana, gbw;

SNR — oTHoweHue curHan/wym, ab;

YoasieHHbIl RSSI — ypoBeHb NPUHUMAEMOro CUrHasa, NosTy4YeHHbIn ¢ aBOHEHTCKON cTaHuun, AbMm;
YoasieHHbIl SNR — oTHOLUEeHWe curHan/wym, noslyyeHHoe ¢ abOHEHTCKOWN cTaHumu, ob;

TxRate — kaHanIbHasa CKOPOCTb nepegayu, Mout/c;
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* RxRate — kaHanbHasi CKOpOCTb npuema, Méut/c;

+ CKkopocmb repedayu — CpPefHsA CKOPOCTb nepefayn AaHHbIX 3a nocnegHve 10 cekyHa, Méut/c;

+ CKkopocmb rpuemMa — CpefiHAA CKOPOCTb NpremMa AaHHbIX 3a nocnegHve 10 cekyHa, Mout/c;

* BW — nonoca nponyckaHusa pagnokaHana, MIu,

* Bepcusi O — Bepcusi nporpammMHoro obecnevyeHnss aboHeHTckol ctaHumn WB-2P-LR5; Ha AC gomkHa
6bITb Bepcus MO He Huxe 2.4.1;

* Bpemsi pabomsi — Bpemsa coegmHenunsa ¢ Wi-Fi knneHTowm,

+ Jelicmsue — npn Haxatumn kHonkn «OTkNUnMTb» Wi-Fi coeguHeHne ¢ aboHEHTCKON cTaHuuen byaet
pa3opsaHo. AC nepenogkoumnTcs.

© 3HaueHus YoasieHHbIl RSS! u YoaneHHbit SNR He 06HOBNAIOTCA B peasibHOM BpeMeHu. s 3anpoca

~s

TEKYLMX 3HAYEHUI HEOBXOAMMO HaxaTb KHOMKY ** , nocne yero B TedyeHmmn 10 cekyHa nHdopmauus B
nonsax éyaer 06HOBNATLCS.

Mopgpasaen «TecTpoBaHUe CKOPOCTU» NpeAHa3HaueH A1 TECTMPOBAHUA CKOPOCTYW NIMHKA B HaNpaBeHNN OT
6a30BOi1 CTaHLMM 10 aGOHEHTCKOI CTaHLMKX U 06PaTHO:

+ Downlink — TecT ckopocTv GyAEeT BbINOHEH B HANpaB/eHUy OT 6a30B0Ii CTaHLMKN A0 a6OHEHTCKOI;
* Uplink — TecT ckopocTu GyAeT BbINOMHEH B HAaNpaBfeHU 0T aGOHEHTCKOV CTaHLUMKM 10 6a30BO;
+ Downlink+Uplink — TecT ckopocTy 6yfieT BbINOSIHEH NOOYEPEAHO B KaX/yH CTOPOHY.

TecT BbinonHsetcs Tpagukom TCP n annTca 10 cekyHA ANs 0AHOro HanpasneHns. B ogyH MOMEHT BpeMeHm
TECT MOXET 6bITb 3anyLeH TO/IbKO A0 0fHOI aboHEHTCKOM cTaHuun. Ha AC gomkHa 6biTb Bepcusi MO He Huxe
2.4.4,

[nsi 3anycka HeEo6xoAMMO BblGpaTh HaNpaB/eHUe TecTa U HaxaTb KHOMKY "3anycTuTb". Mo 3aBepLUeHnto TecTa
pe3ynbTat 6yeT 0TO6paXeH B COOTBETCTBYIOLLEM MOJIE.

Mo ymonuaHuio ansa Tecta ucnonbsyerca VLAN 7 n nogcetb 192.0.4.0/24. Ecnun B CETU YXXe UCNO/b3YOTCS
Takasn nogcetb 1 VLAN, TO He06X0AMMO M3MEHUTbL HACTPOIKM ANA TecTa TakuMm 06pa3oM, UTOObI OHM He
nepecekasimcb C AelCTBYOLWUMN CETAMU. 3TO BO3MOXHO caenatb Yepes CLI. Bonee nogpo6Ho npouecc
onucaH B pasfgene «TecT CKopoCcTn»

Mopapasaen «PacluypeHHas cTaTucTvKa no Tpadivky» COAEPXUT MHGDOPMALIMIO O KOIMYeCcTBe NepeaaHHoro u
MPUHATOro Tpadivka, oLLNGKax 1 NoBTOpax nepeayn, TEKYLLY CKOPOCTb M CTAaTUCTIKY NaKeToB No
MoAYALUMAM.
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PaclupeHHaA CTaTUCTHKA No Tpaduky
Mepegano f npuHeTo Bearo, GakT 238 658 2937 270 681 387 MepegaHo ¢ HUMBKAMY, NaKeTos
MEepenaHo | NEVHATO BCETO, NAKETOR 168 211/ 235 727 MOBTOPL! NEpEAAHH 38 NocNeaHWi nepnoa, 3 163
nakeToR
MepenaHo J NPHUHATE AaHHLD, DakT 234 264 B90f 264 551175 3
Q0WEe YNCID NOSTOPOE NepRgauM, 13 147
Mepenano | NPUHATD SaHHLIX, NEKEToB 168 177/ 235639 NEKETOB
CROPOCTH Mepegaqy / npuema, Kouric 28575 | 30 328
Moy nALMA Tepeaano NakeTon MPHHATO NAKETOR
OFDMB 142 0% 110 0%
NS51-MCS0 (4] 0% 152 0%
NSS1-MCS1 (] 0% 235 0%
MNS51-MCS2 0 0% 140 0%
NSS1-MCS3 0 0% 33 0%
NS51-MCS4 a 0% 14217 Liz)
NSS1-MCS6 158082 94% 11492 554
MNSS1-MCS7 6542 434 273 054
MSS1-MCS8 10 D% o 0%
NSS2-MCS0 Q 0% 13 054
MNSS2-MCS1 o 0% 15851 79
MNSS2-MCS2 4} o 5024 2%
MNSS52-MCS3 3385 204 184650 [
MNES2-MCS4 50 0% 3536 2%

lMepedaHo/npuHsamo 8cezo, 6alim — KONNYEeCTBO NepefaHHbIX/MPUHATLIX Ha NOAKIYEHHOE YCTPONCTBO
6auT;

[NepedaHo/npuHsMo BCe20, Nakemos — KONNYeCcTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IOYEHHOe
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHsamMo OaHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IIOYEHHOE
YCTPOWCTBO 6aiiT AaHHbIX;

lMepedaHo/npuHSAMOo OaHHbIX, Nakemos — KONMYeCcTBO nepefaHHbIX/NPUHATLIX Ha NOAK/IOYEHHOe
YCTPOWCTBO NAKETOB [aHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NakeToB, NepefaHHbIX C OLWMGKaMy Ha NoAK/IIUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocs1eoHuUl nepuood, nakemos — KONIMYeCcTBO NOBTOPOB Nepeaayn Ha
NOAK/TOYEHHOE YCTPONCTBO 3a nocnegHune 10 cekyHp;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKItoYeHHoe
YCTPOWCTBO 3a BCE BPEMS MOAKNHOHEHUS,

Ckopocmb nepeda4qu/npuema, Kbum/c — cpefHss CKOPOCTb nepefayn AaHHbIxX 3a nocnegHve 10
CEKYHA,
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4.5.2 NMopgmeHo «WDS»

B nogmeHto «WDS» BbIBOAUTCA MHpOpMALMA O COCTOAHUM NoAkoyveHHbIX no WDS Touek goctyna WOP-2ac-

LRS.
Hmra Link Link Link Qruality RSSl, SNR, YoanexHs A YoaneHHsil TXBW, RXEW BpemA
& s NDCTA IP-apec MAC-agpec WHTepgedc  Capacity Quality Common AEM fil=) RASSI, fEM SNR, 1B TxRate RxRate M My padori
WOP- 102.168.50.51 =0d%ed ol  wlanl 38 ol a7 -43 1 30/40 ~20i-32 ] S5l VHT MN552 WHT NS52- BO BO 0o0dica
2a-LRS -32 MC 54 351 MCS9 TBO
Mapagano F npusATo searo, Gai 43 072053 /30 385 MepagaHn ¢ oLLMGkaA, NakeToa 21
MEpeaHo / NPWATO BC070, NaKeToR 33 661/126 NOBTOPG MEPELA6H 33 NOCHEAHWR NN 0, EHET0S 1509
Mepegaso | PUHATS SaHHb, Gafir 42 695 061/ 24 508 Ofuee UNCNo NUBTODDE NEPENANE, IRKETOS 14271
Mepegano § NPUHATD QaHHLIX, NAKETOE 33 03&7102 CropocTe nepegaau | npuena, Kbaric 230411

Mogynayms I'Iepeln,aHo NaxeToE MNpuHATO NakeToR
05552 329 1% a Db
OFDME il (150 za 18%
OFDMS4 176 1% %
NS51-MC52 480 1% o 9%
NS51-MCS4 631 2% 1 1%
NSS1-MCSE 535 2% 4 a
NSS1-MC56 1383 % i} 5¥
NS51-MC57 1877 () 4 3
NSS1-MC53 313 1% 4 ki
NSS1-MC50 2842 8% 3 2%
NS52-MC52 230 1% o 04
NS52-MC53 10252 3006 3 2
NSS2-MC54 12004 384 G 5
NS52-MC55 1436 A% 3 2%
NS52-MC56 0 L 2 20
NS52-MC57 L [ 15
NS52-MC58 L [ 259
NS52-MC59 0 [ 19 154

[na yno6¢cTBa MOHUTOPUHIA CYLLLEECTBYET BO3MOXHOCTb BbiGpaTh NapaMeTpbl A1 0To6paxeHus. 4ns

N
aToro Haxmute Ha ¢ . Mpu HaXaTK Ha KHOMKY «[10 YMOMYaHMI0», GyayT OTOGPaKEHBI NapaMeTpbl Mo
YMO/TYaHMIO.

Ne — HOMep NOAK/TOYEHHOIO YCTPONCTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMs YCTPOICTBa,

IP-adopec — IP-agpec NoAKMHOYEHHOTO YCTPOICTBA,

MAC-adpec — MAC-agpec nogkIto4eHHOro yCTPONCTBa;

Wumepabelic — nHiTepdeiic B3anmogelicteusa WOP-2ac-LR5 ¢ nogxnto4eHHbIM YCTPOCTBOM;

Link Capacity — napameTp, KOTopblii 0To6pakaeT athheKTUBHOCTb MCMO/b30BaHMs TOUKOW AocTyna
MOoAyNAauMn Ha nepegady. PaccunTbiBaeTcst UCX0O4S U3 KONNMYECTBA NAKeTOB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhMLUMeHTOB. MakcumasibHoe 3HauyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefatoTcsa A0 KMeHTa Ha MakCUMasibHOM MOAYNSALMN 419 MakCMMa/lbHOTO Tuna nss,
noAfepXX1MBaemMoro KmeHToM). MuHuManbHoe 3HaueHne — 2% (B clyyae, Korga nakeTbl nepegaroTcst Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHve 10 cekyHz,

Link Quality — napameTp, KOTOPbIN OTOOpaXaeT COCTOSIHNE JIMHKA [0 KNMEHTa, pacCYMTaHHbIl Ha
OCHOBaHMKN KO/IMYeCcTBa PETPaHCMUTOB MNakeToB, OTNPaBeHHbIX K/TIMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (BCe nepepaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbLITKN), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OfIMH NakeT A0 KAMEeHTa He 6blN YCNeLIHO oTrnpaB/ieH). 3HaueHe napaMeTpa paccynTbiBaeTcs 3a
nocnegHue 10 c;

Link Quality Common — napameTp, KOTOPbIi 0TOGpaxXaeT COCTOSIHUE /IMHKA A0 KNMEHTa, pacCymMTaHHbIl
Ha OCHOBaHWM KONNYeCcTBa PeTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNNEHTY. MakcumanbHoe 3HaYeHe
— 100% (Bce nepenaHHble NakeTbl OTNPABUANCL C NEPBOIi NOMbITKM), MAHUMasIbHOE 3HauveHne — 0% (Hu
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OfMH NakeT A0 KNMEeHTa He 6blN YCNeLHO oTnpaB/ieH). 3Ha4YeHe napaMeTpa paccunTbiBaeTcs 3a BCe
BpeMs NOAK/IOYEHUS KNNEHT],

RSSI — ypoBeHb NpMHUMaeMoro curHana, Abw;

SNR — oTHOLLEeHune curHasn/wym, ab;

YoasieHHbIlU RSSI — ypoBEHb NPUHMMAEMOrO CUrHaU1a, NOyYEHHbIN CO BCTPEYHON cTaHuun, Abm;
YoasieHHbIl SNR — OTHOLLEHWEe CUTHaU1/LLyM, MONyYeHHOe CO BCTPEYHOW cTaHumu, 4b;

TxRate — KaHasIbHasA CKOPOCTbL nepepayun, Méut/c;

RxRate — kaHanbHasi CKOPOCTb npuema, Méut/c;

TX BW — nonoca nponyckaHus Ha nepegade, MI'y;

RX BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpemsi pabombi — BpeMsi COeANHEHNS.

lNepedaHo/npuHssMo Bce20, 6alim — KONAMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

[NepedaHo/npuHAMo Bce20, Nakemos — KONIMYECTBO NepefaHHbIX/MPUHATLIX Ha NOAK/TI0YEHHOe
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/TI0YEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAKHOYEHHOe
YCTPONCTBO NaKeTOB AaHHbIX;

lMepedaHo ¢ owubkamu, nakemos — KOJIMYECTBO NaKeToB, NepefaHHbIX C OWMBKaMmn Ha NOAK/THYEHHOe
YCTPOWCTB;

lMosmopsb! nepedayu 3a rnoc/s1eoHul nepuod, nakemos — KONIMYeCcTBO NOBTOPOB Nepeaayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

Obuwee yuc/10 MOBMOPOB nepedayu, nakemos — KONIM4eCcTBO NOBTOPOB Nepeayn Ha NoakItyeHHoe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.

3HaveHusi YoasieHHbIlU RSSI u YoaneHHbili SNR He 06HOBNAIOTCA B peaslbHOM BpeMeHu. 1ns 3anpoca

~s

TEKyLMX 3HAYEHNI HEOBXOAUMO HaxaTb KHOMKY ™, mocne yero B TedeHmmn 10 cekyHa nHdopmauus
O6ynetr 06HOBNATLCS.
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4.5.3 TogMeHto «CTaTucTmKa no Tpadouky»

B pasgene «CTtaTuctuka no tpadimky» oToGpakatoTcs rpadimky CKopocTu npuema/nepegaqv Tpadmka 3a
nocnefHvie 3 MUHyTbI, @ TaKke MH(hOPMaLMsi O KOJIMYECTBE NepefaHHOro/noslyYeHHoro Tpaduka ¢ MOMeHTa
BK/THOYEHMSI TOYKU AOCTYyna.

"JELTEX  WOP-2ac-LR5

LA T i

Mpadmk LAN Tx/Rx noka3sbiBaeT CKOpOCTb Nprvema/nepegayun tpaduka yepes Ethernet nitepdelic Toukm
[flocTyna 3a nocregHue 3 MuHyTbl. Mpadvik aBToMaTnyeckn 06HOBASETCH Kaxkable 2 CEKYHAbI.

Mpadpmk WLAN Tx/Rx nokasbiBaeT CKOpoCTb Nprema/nepegayn tpadvka yepes Radio nHtepdeiic Touku
[focTyna 3a nocnegHue 3 MuHyTbl. Mpadvik aBToMaTnyeckn 06HOBASETCS Kaxkable 2 CEKYHAbI.

OnucaHue Tabnuupl «lepedaHo»:

* MlHmepcpelic — nma nHTepdelica;

* Bcea2o nakemos — KONN4YeCcTBO YCMNeLHO OTNpaB/eHHbIX NMaKeToB.;

* Bcezo 6alim — KONM4ecTBO YCNeLwHOo OTNpaB/IeHHbIX 6aliT,

* Om6poweHo nakemos — KO/IM4eCTBO NaKeToB, OTOPOLLEHHBIX NPY OTNPaBKe;
* OwWUubKU — KONMYEeCTBO OLUMOOK.

MNepegaHo v
WnTepcheiic Bcero naketos Bcero 6ant OT6poWeHO NaKeToB OwnéKn
LAN 3014464 2520639817 0 0
WLAN 307487 181020819 652582 0
br0.779 414460 185324955 0 0
wilanl-va0 9769 2368766 552353 0
wlanl-val 0 0 0 0
wlanl-va2 0 0 0 0
wlanl-va3 0 0 0 0
wlanl-wds0 297067 169073575 7 0

wlanl-wdsl 0 0 0 0

wlanl-wds2 0 0 0 0

wlanl-wds3 0 0 0 0

wlanl-wdsd 0 0 0 0

wlan1-wdss 0 0 0 0

wlanl-wdsé 0 0 0 0

wlanl-wds7 0 0 0 0
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nma nHTepgelica;

* Bcez2o nakemos — KONNYeCTBO YCMNELIHO NPUHATBLIX NaKeToB;

* Bcezo 6alim — KOfM4yecTBO YCNeLHO NPUHATLIX 6awT;

* Om6powWeHO nakemos — KO/IM4ecTBO NakeToB, OTOPOLLEHHbIX MPU NOSTyYeHUN;
* OWUubKU — KO/IMYECTBO OLLMOOK.

NpurATo ~
WHTepdheiic BCEMD NaKeToR Beero GaliT OTEROWEHD NAKETOR CuImBKe
LAM 099982 BBTS56348 5758
WLAN 1000774 185551630 Si6dd 4]
0773 1442796 1581410426 44
wlanl-val 3632 BGIETE o ]
wlani-val :JI:} 3] o o
wlanl-ve2 o o 0
wianl-val o Q o Q
wilani-wdso 591804 152094740 Safiad
wianl-wds1 0 0 o 0
wianl-ads2 o [} o o
wilanl-wds3 o o o
wlani-wdsd o 4] o Q
witanl-ndss o a 0
wian1-wdst 0 [+) 0 Y]
wianl-ads7 i} s} o o]

4.5.4 TlogmeHto «CkaHMpoBaHue admpar

B nogmeHto «CkaHpoBaHue adhnpa» OCyLLEeCTBSETCA CKaHpOBaHME OKpYXXatoLero paanoadmpa u
06HapyXeHne coceHNX TOYeK AocTyna.

j E LT e x WOP'2aC'LR5 © TecTosbiA pesiM

IEoHU TopRHT Radio VAP WDS CeTeBbie HACTPOMEY CrHcTeMa - BHIX0L)
NI-F1 KT TlOCNEHEE CKaHHpoBaHMe Duino 22.06 2021 12:04:44
WDS
Panmm Hawxan / RSSI,
A M T D 531D GRICNACHOCTH MAC-anpec LnprHa asm
. Porial_WEP-3ax Open E4:5A'E4'EL.C4.BO 44/20 42
CrAHUPOBEHNE JPMpPE 2
Poral_\VVEP-2ac Cpen E2 E4.D2.E2:C4B1 44720 42
HypHan codsmTuil
Ehex-Guest Cpen E8.28:A4:FC:D6:51 43/20 42
CETERAR MHEDOPMALKS
BRAS-Guest open 30:28:.C1FC.DE50 48/20 45
AHCODMALIMA O
P Eftex-Local WRAZ_1X 2D15:G1 FCDE:52 43
CETROHHTE De A =
MSS_Free_1 Tpen 12 66 E3.7198°80 52120 45
MHDOpMELKA of YITDOACTEE
tent_wep? WEAZ 1% E1EDEI 709883 5220 46

Mocne HaxaTus Ha KHonky «CkaHMpoBaTb» NpoLecc 6yaeT 3anylieH. Mocne 3aBepLleHnsi CkaHMpPoBaHKA
MOSIBUTCSI CMIMCOK 0GHAPYXXEHHbIX TOUEK J0CTYNna 1 MHADOPMALUS O HUX:

+ SSID — SSID o6HapyXeHHOI TOYKM A0CTYNa;

* Pexxum 6e3ornacHocmu — pexnm 6e30nacHOCT! 06HapYXXEHHOWN TOUKM AOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM A0CTYyNa;

* KaHasi/lLlupuHa — pafnoKaHasl, Ha KOTOPOM paboTaeT 0b6HapyXXeHHasa Touka 40CTyna;

* RSSI/ — ypoBeHb, C KOTOPbIM YCTPOMCTBO NPUHMMAET CUTHa1 06Hapy)XXEHHOM TOYKM A0oCTyna, ABM.
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© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWS adhmpa pagronHTepdelic ycTpolicTea 6y4eT OTK/IHOUEH, UTO
npuBeaeT K HEBO3MOXHOCTY Nepeaayun aaHHbIX A0 Wi-Fi KTMEHTOB BO BpeMsi CKaHMPOBaHUS.

4.5.5 lMogmeHto «XKypHan cobbITuii»

B gaHHOM pasgene MOXHO NPOCMOTPETL CMMCOK MHAPOPMALMOHHBIX COOBLLEHMIT B peasibHOM BPEMEHW,
cofepxaluii cnegytoLLyto HopMaLmio:

P o~

MosMTOmHE

P ELTEX  WoOP-2ac-LR5

Rait VAP WDS  CeTeswie HACTpo CreTema
AEHTHI o O6honnTs TR
D5
faran
BpeMsa Tun Npoyece CoodweHue
Aug 13 daemoninto  montord{1141]  event ‘associated’ mac: E0-DYES TABE-CO ssid: 'DO intertace: wianl-val channel: 100 rssi: -44 location: ‘roof’
20:11:46 reasen:
Aug 13 dapmoninfo  networkd[1043] DHCP-chent: interlace b0 779 renew lease on 78.0.2.12.
20:11:44
15 HHIDOE |
Aug 13 daemoninfe  moniordfl141] ewent ‘deauthenticated by AP mac: E0-D9.E3 TABECO ssid: T interface: wdanl-va0 channel: 100 rssi; -41
Wichopmats 201142 ocation; Tont' reason 3 description: 'Deauth at STA leave BSS
AMOWHT 1]
Aug 12 daemon.into  conhigd[1012] The AP startup configuration was updated sucoesshully.
) 201141
¥ poi
Aug 13 daemoninfo  monsord{1141]  event ‘deauthenticated by AP mac: E0DYE3TABECO ssid: "D interface; wianl-val channel: 100 rssi: 42
201141 ocation; ‘oot reason: 3 description: 'Deauth at STA leave BSS

D TECTOBLIA PERAM

« Jama u spemsi — aarta n BpeMs, Koraa cobbiTue 6b110 CreHepupoBaHo;
+ Tun — KaTeropusi U ypoBeHb BaXXHOCTU COObLITUS;

+ [poyecc — vmMsa nNpouecca, CreHepupoBaBLLEro COOOLLEHME;

+ CoobuweHue — onmcaHne coobITus.

YpoBeHb

Tun BaXHOCTU
COO00LLeHnM

Upe3sBblyaiiHble
(emergency)

CurHasibl TpeBsoru
(alert)

Kputnueckue (critical)
Owwn6ouHble (error)

MpepynpexaeHns
(warning)

YBepomneHus (notice)

VHghopMaunoHHbIe
(informational)

OTtnagouHble (debug)

OonucaHue

B cucteme npousoLusia KpUutudeckasi olmnbka, cuctemMa MoXeT paboTatb
Henpaswu/IbHO

Heo6xoAMMo HeMeA/IeHHOe BMEeLLaTe/IbCTBO B CUCTEMY

B crucTteme npouvsoLusia Kputmuyeckas owmnbka
B cucteme npowusowina omnbka

MpenynpexaeHve, HeaBapuiiHoe coobLeHne

YBefOM/IEHVE CUCTEMD, HeaBapVII7IHO€ coobueHne

VHdhopMaLMOHHbIE COOOLLIEHNS CUCTEMBI

OTnafo4Hble COOGLLEHNS MPEAOCTaBASIOT NO/Ib30BaTesNo NHhopMaumio Ans
KOPPEKTHOW HACTPOWKN CUCTEMBI
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

B noameHto «CeTteBas MHhopMaLmsi» OCYLLECTB/ISETCA NPOCMOTP OCHOBHBIX CETEBbIX HACTPOEK YCTPOICTBA.

P ELTEX  WOP-2ac-LR5

Radio WAF WDS CeTeBbie HACTPOMM

MoHUTOPHHT

Wi-Fi knmeHTRl Cratyc WAN
WDS WHTepdeic
CramucTika no Tpadmey Mpotokon
n |IP-agpec
CraHuposarue sdmpa
MpusATo
Kypran cobemai
MNepegano
Ceresan MHpOpPMaUKA >
Ethernet

Vindhopmauma o

- & nopT
pagnonsTepdeice CocroaHue nopTa

CropocTs
Wrdpopmarma o yotpolictee
Oynnexc
SFP
SFP-module Status
ARP v
Mo IP-agpec
1] 10.24.80.29
1 10.24.80.37
2 10.24.80.85
3 10.24.801

MapiLupyThl v

Ne WuTepdeitc
0 br0
1 br0

@ TecToBkIA pexum

o

(BsD00 )

m

brl

DHCP

10.24.80.50

3.3 MGadT (3 534 094 172 Gayir)

£52.9 MbaiiT (684 624 216 Daiir)

Up
1000
Full
Off
MAC-agpec
3C.1E:04:46:97:1F
14.CC:20:05:A9:TE
38:2C:4A-71:DC:DY
E0:D9:E3:E8:E1:40
HazuaueHue Wintos Macka ®naru
0.0.0.0 10.24.80.1 0.00.0 UG
10.24.80.0 0.0.0.0 2552552550 u

Cratyc WAN

* MlHmepdpetic — nms bridge-nHtepdelica;

* [Mpomokos1 — NPOTOKO/, MCNob3yeMblin Ansa goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpolicTBa BO BHELLUHEN CETY;

* [MpuHAMO — KONM4ecTBO NPUHATLIX HA WAN 6aliT;

*+ lMepedaHo — konu4yecTBo nepegaHHbix ¢ WAN 6aliT.

Ethernet

« CocmosiHue nopma — coctosiHue Ethernet-nopTa;
+ CKopocmb — CKOPOCTb NogktodeHns no nopty Ethernet;
 [lynnekc — pexum nepefayn gaHHbIX:

* Full — nonHbIn gynnekc;

+ Half — nonygynnekc.
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SFP-module Status — oTob6paxaeT Hanuume/oTcyTcTBue SFP-moayns;
CocmosiHue nopma — COCTOsiHMe paboTbl ONTUYECKOrO MHTepdeiica;
Tx Fault — nvHaMKauUs HeMCNpPaBHOCTY NepeaaTUnKa;

LOS — noteps curHana;

CKopocmb — CKOPOCTb Nepefayn AaHHbIX;

Temnepamypa — Tekyw,as Temneparypa SFP-moayns;

HanpsxeHue — HanpshkeHne nutanua SFP-moayns;

Tok — TOK cmelleHuna nasepa SFP-moayns;

MowHocmb u3/1ly4eHuUs1 — MOLLHOCTb Ha BbIX0O4e nepeaarTymka;
MowHocmb Ha npueme — MOLLHOCTb Ha BX0o4e NpUeMHMKa.

B ARP-Tabnuue cogepxumTcsa nHopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHMX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl

* Mlhmepdpetic — nms bridge-nHtepgeiica;

HasHaueHue — IP-apec xocTa uin NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIi OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka nogaceTty;

®1azu — onpefeneHHbIe XapaKTepUCTUKN AaHHOTO MapipyTa. CyLecTByOT CleayLlime 3Ha4eHs
donaros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/SAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHWI W3, CeTeBoW MHTepdelic cuctembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre mapLupyTbl NPOXOASaT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPsIMbIM NOAK/TIOYEHNEM,

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, 6bl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTalolmmM Ha NIoKasTbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — ykasbIiBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunn, YTobbl UCKIHOYNTL
nepeHanpasneHve a5 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThbl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yKka3blBaeT Ha 6ydepun3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHus MapLupyTa SBlSeTcs OAMH U3 afpecoB AaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMmapLupyTusaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBMSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbleBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenun obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe MapLupyTmU3aLnn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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4.5.7 MopmeHto «MHopmaums o pagunonHtepderice»

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

B nogmeHto «MHdhopmaums o paguonHtepdeiice» 0TOOpaxXeHo TekyLee COCTOAHNE pagmonHTepdgenca

6a30B0i1 CTaHLUMW.

SELTEX

MOHUTOPMHT Radio VAP
Wi-Fi KnWeHThI
VDS
CTatucTuka no Tpaguky
CKaHupoBaHwe 3dupa
RypHan coGbiTun

CeTeran MHQOpPMaLMA

MHbopMaLmua o
paguorHTEpdeice »

WMHhopmauus of ycTpoiicTse

WOP-2ac-LR5

CeTeBble HACTPOWEN

(o}
(2]

Cratyc

MAC-agpec

Pexiam

KaHan

LipuHa kaHana, Mry,
YPOBEHb LyMa, ABM

YTHNH3aUMA kaHana, %

Cucrema

BrAH4YEHO
E8:28:C1:E1:D7:50
IEEE 802.11a/n/ac
36 (5180 My

80

TECTOBLIA PEHHM

(BbiXog

PaguonHTepdeiic TOUK AOCTyNa MOXET HaXOAUTLCS B ABYX COCTOSIHUAX: «BKMOUEHO» UMK «BbIKMOUEHO.

CTtatyc nHTepdeiica 3aBUCUT OT TOrO, ECTb /N BK/IIOUEHHbIE BUPTYasibHble Touku gocTtyna (VAP) unm

6ecnpoBogHble mocTbl (WDS). B cnyyae, ecnv nMmeetcsa xota 6bl ogHa aktuBHas VAP nnmn HactpoeH WDS —
nHTepdenc byaet HaXoAUTLCA B cTaTyce «BKNIOUYEHO», MHaYe — «BbIKNHOYEHOY.

B 3aBMCMMOCTM OT cTaTyca MHTepdieiica A5t MOHUTOPVHIa AOCTYNHa credyoLlas uHopmauus:

«BbIKNOYEHO»

« Cmamyc — cOoCTOsiHVEe paauonHTepdelica;

* MAC-adpec — MAC-agpec pagnovHTepdelica,;
* Pexxum — pexxvm paboTbl pagnonHTepdieiica cornacHo ctaHgaptam IEEE 802.11.

«BkntoyeHo»

« Cmamyc — cOoCTOsiHVe paguonHTepdelica;

+ MAC-adpec — MAC-agpec pagnovHTepdelica;
* Pexxum — pexum paboTbl pagnovHTepdeiica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — Homep 6ecnpoBOAHOrO KaHasa, Ha KOTOpoM paboTaeT pagnonHTepdeiic;

* LlupuHa kaHa/1a — LWMpPUHa NO0ChI YacTOT KaHaula, Ha KOTOpoM paboTaeT pagnovHTepgelic;
* YposeHb WymMa — ypoBeHb LWyMa B pagunokaHane, abwm;
* Ymunu3ayusi kaHasa — NHGopMaLms 0 3aHATUM pagmokaHana no BpeMeHU, BbipaXKeHHas B NPOLEHTax.
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4.5.8 TMogMeHo «MexceKkTopHasi CUHXPOHU3auunsa»

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

[laHHOe NoMEHI0 COAEPXUT MHCPOPMALMI0 O CTaTyce MEeXCEKTOPHOI cnHxpoHusauun (MCC) n Bcex

yyacTHUKax knacrepa.

© nMogmeHo goCTyNHO TONbKO AN ycTpoiicts WOP-2ac-LR5 SYNC.

Bo3MOXHble 3HavyeHusa cTatyca:

* AKMuUBHO — Mexay 6a30BOI1 CTaHLME 3anyLLeH NPOoLECC CUHXPOHU3ALMM Nepesadn;
+ OxudaHue MocmpoeHus K/1acmepa — NPOLECC OXMAAHNS TOTOBHOCTM BCEX YUYaCTHMKOB Kriactepa as

Hadasla CUHXPOHU3aunu,

* OmkstodeHo — MCC BbIK/IOYEHA B HACTPOLiKax 6a30BOW CTaHLUW.

J b i;: aT e x

MOHMTOpKHT

1*]

Radio VA

Wi-Fi knuenTsl

WDS

CTarncTvka no p. 3.-Zi}|-1h}'

CraHupoBaHue athupa

HypHan cobbiTwit

CeTeBan MHDOPMAaLMA

MexceKTopHas CUHXPOHU3aLWNA »

WMhdhopmauwa ob yeTpoiicTae

WOP-2ac-LR5 SYNC

WDS CETEBLIE HACTPOWKK Cucrema

Crartyc AKTWBHO

Ne MAC-agpec

} E8:28:C1:EF:22:40
2 E8:28:C1:EF:22:30
3 E8:28:C1:EF:22:00
4 E8:28:C1:EF:21:EQ

@ TecToBblil pesmm

FoToBHOCTL MacTtep
v [0TOB v [a
+ [oT0B ® Her
+ [0TOB ® Her
+ [0TOB ® Het

WHdopmaums 06 yyacTHUKax knacrepa:

* Ne — HOMep B CnUCKe;

* MAC-adpec — MAC-agpeca 6a30BbIX CTaHUMIA, BXOAALMX B AaHHbIN Knactep MCC;
* fomosHOCMb — COCTOSIHME TOTOBHOCTM YYaCTHMKa Kfiactepa. Bo3MOXHbIe COCTOAHUSA:
+ f'omos — paHHasA 6a30Bas CTaHLMA MMEET CBSA3b CO BCEMW OCTa/IbHbIMY YHaCTHUKaMM KiiacTepa u
rotToBa HayaTb MPOLECC CUHXPOHU3aLUN;
* He ecomos — paHHasa 6a30Basi CTaHUMSA HE UMEET CBA3W XOTH Obl C OAHUM APYrMM YYaCTHUKOM
KnacTepa, KOTopblli ykasaH B ee KoHdurypauum Ha ctpaHuue Radio/CMHXpoHM3aLms.

+ Macmep — chnar, onpegensiowyii Mactepa B knactepe MCC.

CTpoka ¢ nHhopmaumeii 0 gaHHo 6a30BOI CTaHUMM BblAeneHa rofyobimM LBETOM.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

4.5.9 MopmeHto «NHdopmaums 06 ycTpoincTee»

B nogmeHto «MHdhopmaumsi 06 ycTpoiicTBe» 0TOBpaxeHbl OCHOBHble xapakTepuctukn WOP-2ac-LRS.

l i -_.:::G E: L'Te x WOP-2.":IC-LR5 O TecToBbii pekvm

IVOHMTODWHT Radio VAP WDS CeTepkie HacTROoORK Cuctema = (BlIXOO)

Wi-Fl knueHTs Wapenve WOP-2ac-LR5
wos AnnapatHan eepoun 1.5
3aeoqckoil MAC-anpec E8:28:C1:E1:07:50

CratioTuka no Tpachuky

CepuitHblit HoMep WP2A001 740

Cranuposaque achupa Bepeua 110
HypHan cofutui Peaepesar pepons MO
ETeBan MHGOPMA Bepona aarpyaqmka
CucTEMHOE BpeMA 22.11.2022 13:56:34
Bpemn patoTk 0 awn, 07:00:18

E Barpyasa LINY 1.4%
MiHchopsalma of yoTponcTee » :

HCTone3yeman namaTe GOMB/IZMB (B5%)

T 000 Tipednpuamue "Samexc”, 2097 - 2022 Bepeur A0 {Beprus WEB

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOCTBa;

+ AnnapammHdasi Bepcusi — Bepcus annaparHoro o6ecneyeHnst yCTpoicTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3rotoBuTeNem;

+ CepuliHbili HOMEP — CEepPUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,

* Bepcusi MO — Bepcus nporpamMHOro obecrnevyeHns yCTponcTea;

* PesepsHas sepcus O — npefbiayLuias yctaHoBsieHHasa sepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe speMs — TekyllMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUEHMSA NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepyska Li[1Y — cpeaHuii NPOLEHT 3arpy3ku npoueccopa 3a nocnegHune 5 cekyHa;

* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNOb30BaHUA (OM3NYEeCKOi NnamsATh YCTPOICTBa.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

4.6 MeHto «Radio»

B meHto «Radio» npon3BoguTCca HacTpolika 6ecnpoBoAHOro UHTEpdenca.

4.6.1 MoameHto «Radio»

B noameHto «Radio» ocylllecTBNSAIOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

ELTEX WOP-2ac-LR5 © TecTossii pexim
MOHMTOPKHT Radio VAR WwWDS CETERBIE HACTPOAKY WCTEMA - (Bkxog)
Radia » f)ﬁu wme
QoS Peim |EEE 802.11a/n/ac -
KaHan 40 (5170 — 5250 Mru) at
WkprHa kanana, My 20 ~
QHRSHFOHHHHHF |
UBHTPaNLHaA Y3cTora
MowHoCTE cyrHana, asM 24 ~
KaHansHan cropocTe Auto ~
nepenadu
TanmayT oxnganna ACK, o4
MEC
Polling
MarcumansHos Bpema 10
nepenasqd, Mc
Mogynausa ans OFDM24 (24 MbuT/C) ~
VNPAENADLWX NAKETO8

* Pexxum — pexum paboTbl nHTepdelica cornacHo ctaHgapTam:
+ |[EEE 802.113;
« |EEE 802.11a/n;
« |EEE 802.11a/n/ac.

+ KaHas — BbI6Op KaHana nepegayn AaHHbIX;

© Mpu wmnpuHe kaHana 5, 10, 20 ML, 4OCTYNHbI KaHabl 32—230. Mpu wrpuHe kaHana 40, 80 MIy
[OCTYNHbI KaHanbl 36—230.

* llupuHa kaHasna, MMy — wmnprHa NonoCkl YacToT KaHana, Ha KOTopoM paboTaeT 6a3oBas CTaHUWS,
npuHUMaeT 3HadveHus 5, 10, 20, 40 n 80 MI'y. CTouUT OTMETUTD, YTO LWIMPMHA KaHana B 80 My, 6yaet
pa6oTaTtb ToNbko B cTaHaapTe 802.11ac. Ecnv Ha 6a30BOi CTaHUMM YCTAHOB/IEHA LUMPUHA KaHana 5
nnn 10 MI'y, To Ha aBOHEHTCKOM CTaHUUN HeOBX04MMO BbIGpaTh aHaI0MMYHYH0 Nosocy;

+ PuKcupoBaHHasi yeHmpasibHasi yacmoma — npu aktneauum cpnara Becb Tpagovk (NakeTbl AaHHbIX 1
ynpasneHus) 6yaeT nepefaBaTbCs Ha yKasaHHOW LEHTpasibHO YacToTe KaHasa ¢ 3a4aHHOl LUMPUHOWA
nonocbl (40 nnm 80 MIru). ®yHKUMS SIBNSETCS NPONpUeTapHoii, nepeaadya BefeTcs He No cTaHaapTam
IEEE 802.11, rae npegnonaraeTcst UCNO/b30BaHNE pasHbIX LIEHTPasIbHbIX YacTOT AN Tpadimka AaHHbIX U
ynpasneHust Npu WwnpuHe kaHana 40/80 Mru;

* MowHocmb cu2Hana, 0bm — perynuposka MoLLHOCTU curHasia nepegaryvka Wi-Fi B obwm;

* KaHa/ibHasi CKopocmb repedaqu — (hMKCMpoBaHHasA CKOPOCTb 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensiemasn crneundumkaumsammn ctaHgaptos IEEE 802.11a/n/ac;

+ Talimaym oxudaHusi ACK, MKC — BPeMSI OXUAaHUA NOATBEPXKAEHUA AOCTAaBKN NakeTa OT K/IMEHTa,
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

* Polling — npu ycTaHOB/IEHHOM (hnare onuusi BK/OYEHa, MHa4ve — BblkaodeHa. Polling — ato oanH 13
BapuaHToB TDM-gocTyna K cpege (C pasgeneHnem no BpeMeHn). XapakTepumayeTcs NOCTOSAHHbIM
ONPOCOM K/IMEHTOB CO CTOPOHbI 6a30BOI CTaHUMN:

+ MakcumasibHoe spemMsi nepedayu, MC — BpeMs, NokasblBaloLLee, kKakoe MakCUMasibHO BO3MOXHOE
BpeMsi abOHEHTCKas CTaHUMS MOXET nepegasBaTb Tpaduk;

« Modynayus 0515 yrnpas/isrouux nakemos — (oMKCMpoBaHHas CKOpPOCTb nepegayv ans
ynpaBnsAoLmMX NakeTos.

JononHutensHo v

OBSS Coexistence n

NMoanepxka DFS MpHHYOUTENBEHD v
KOpOTKMI 3aLUMTHBINA
MHTEpBAN
STBC O
MNepuod oTnpasku 100
cnyKedHbIX

COOGLUEHNH, MC
Mopor parMeHTauMm 2346
Mopor RTS 2347
Arperauuma
KopoTkaa npeamoyna
Wennep

Broadcast/Multicast,
nak/c

B noameHto «[1onofHUTENbHO» OCYLLEECTB/IAOTCA HACTPOWKN AONOMHUTE/bHbIX NapamMeTpPoB
pagnovHTepdelica ycTpolicTaa.

* OBSS Coexistence — pexvm aBTOMaTM4YeCKOro yMeHbLUEHNS LUMPUHBI KaHaua Npu 3arpy>XeHHoM
paanoadmpe. MNMpu ycTaHOB/IEHHOM dh1are Pexxmnm BK/IHOYEH;

* lModdepxxka DFS — mexaHn3m gUHaMMYeCcKoro Bbibopa 4acToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHMpoBaTb pagnoadunp 1 nsberartb UCMNOIb30BaHNA KaHa10B, COBNaatoLmx ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/1lOYEHO — MeXaHU3M BbIKNoYeH. DFS-kaHanbl He OCTYNHbI 419 BbI6OPa;
* BK/IlO4EHO — MEeXaHW3M BK/10YEH,;
* [MpuHyoume/sibHO — MexaHn3M BbiktoveH. DFS-kaHanbl 4oCTynHbI 419 BblGopa.

* Kopomkul 3awjumHbil uHmMepsas — Nogaepka yKoOpoyeHHOro 3almuTHOro nHtepsasia. Touka goctyna
nepenaeT AaHHble, ncnonb3ys 400 He 3awmTHBI HTepBas (BMecTo 800 HC) NpU OBLLEHNM C KNMEHTaMMU,
KOTOpble Takke NOAAePXMBAOT KOPOTKUIA 3aLLMTHBIA NHTepBaUT,

+ STBC — meTOo4 NPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOIO KOAMPOBaHUS, HanpaBeHHbIV Ha NOBbILLIEHNE
HaAeXHOCTW nepegayn AaHHbiX. MNosne AOCTYNHO, TO/IbKO eCNN BbIGPaHHbIN pexum paboThbl
pagnovHTepdelica BknoyaeT B cebs 802.11n. Mpwn ycTaHOBEHHOM dh/iare yCTPOMCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, yCTPONCTBO HE NepefaeT OAvH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

* [Nepuod omnpasKu c/y)XebHbix coobuwjeHuli — nepuoa nocbisikn Beacon-thpeiimoBs. ®peimbl
nepegaloTcs /18 o6HapyXeHnsa ToUKM AocTyna B achupe, npuHumMaet 3HavyeHms 20-2000 mc, no
ymonyaHuo — 100 mc;

* lMopoz chpacmeHmayuu — nopor hparmeHTaumn opeinma, B 6aintax. MprHMmaeT 3HauyeHus 256-2346, no
yMoO/4aHuio — 2346;

* lMopoe RTS — ykasbIBaeT 4Y1C/0 GaiiT, Yepes KOTOpPOe nocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/iM4ecTBe NOAKNHOYEHHbIX K/IMEHTOB, O4HAKO 3TO YMEHbLUaEeT 06LLYH0 NPOMYCKHYI0 CNOCOBHOCTb
6ecnpoBogHoli ceTu. MNpuHuMaeT 3HaveHuns 0-2347, no ymonyanuo — 2347,

+ Agpezayusi — BknroveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNosib30BaHNe KOPOTKOM npeamby bl NakeTa;

* llelinep Broadcast/Multicast, nak/c — npy ycTaHOBNEHHOM ¢onare BbIMOSIHAETCA OrpaHMyeHne
nepefayv LWMpPOoKoBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaxknTe NUMAUT
AN LUMPOKOBELLATENBHOTO Tpadgvka B NOSIBUBLLEMCS OKHe (nak/c).

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.6.2 ToameHto «QoS»

B nogmeHto «QoS» ocyLecTBsieTcst HacTpolika doyHKUMIE obecneveHunst kadectsa obenyxmBaHms (Quality of
Service).

"ELTEX  WOP-2ac-LR5 @ Tecronust s

AP EDCA Parameters

Ouepemu AIFS owhin owidax THOP Limit

Statlon EDCA Paramelers
OvepRm. AIFS cwmim cwiax THOP Limit

Data 3 {{iow

« WMM — BkntoyeHue nogaepxkn WMM (Wi-Fi Multimedia);
* Bkstoyumb QoS — npu ycTaHOBNEHHOM chnare AoCTyrnHa HacTpoiika napametpos EDCA;
« AP EDCA parameters — Tabnmua HacTpoeK napaMeTpoB Touku goctyna (Tpaduk nepefaetcs oT TOUKU
[0CTyNa K KNMEHTY):
+ Oyepedb — npeponpefeneHHble ovepean 418 pasIMyHOro poga Tpaduka:
+ Data 3 (®oH) — HU3KONpPUOPUTETHAA OYepesb, BbicOKasi NPOMNYyCKHasi CNOCOBHOCTb
(npuoputeTsbl 802.1p: cs1, cs2);
« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3a4epxka. B gaHHyo ovepeb O0TnpasiseTcs 60/bLUNHCTBO TPaAULMOHHBIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS 04EPEAb, MUHMMasTbHbIE 3aePXKKN. B AaHHO
oyepean aBToMaTuyeckn obpabartbiBaloTCA BUAEOAAaHHbIE, YYBCTBUTESbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHANA oYepeb, MUHUMaIbHbIE 3afePXKN. B faHHOl
oyepean aBToMaTnyeckn obpabatbiBatoTCA faHHble, HyBCTBUTENbHbLIE K BDEMEHM, TaKNe Kak:
VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensier Bpemsa oxugaHusi kagpos (dpeliMoB)
[aHHbIX, U3MepsieTca B cioTax, NpUHMMAaeT 3HadveHus (1-255);

* cwMin — Haya/lbHOE 3Ha4YeHne BpeEMEHN OXnaaHus nepes NoBTOPHOM OTNpaBKoW Kaapa,
3afaeTcs B MUINIMCEKYHAAX, NPUHUMAET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXET npeBbIwaTh 3HadueHne cwMax;

* cwMax — MakCcMMasibHOE 3Ha4YeHne BpeMeHN OXngaHus nepes noBTOPHOW OTNPaBKoOW Kaapa,
3afaeTcs B MUINMCEKYHAAX, NPUHUMAaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax [0/MKHO BbITb 60/bLLEe 3HaYeHUs cwMin;

* TXOP Limit — napameTp UCMosib3yeTcs TO/bKO ANS AaHHbIX, NepefaBaeMbiX OT CTaHUUN KMeHTa
[10 TOYKM ocTyna. Bo3MOXHOCTb Nepefayn — MHTepBasl BDEMEHM, B MUIIMCEKYHAAX, Koraa
knneHtckasa WME-CcTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX No 6ecnpoBogHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 munnncekyHs,

« Station EDCA parameters — Tabnmua HacTpoek napaMeTpoB CTaHUMKN KineHTa (Tpadvk nepeaaercs ot
CTaHUMW KNMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBELEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.6.3 TMogMmeHto «CYHXPOHM3aLNS»

© nMogmeHo goCTyNHO TONbKO AN ycTpoiicts WOP-2ac-LR5 SYNC.

[laHHOe NoAMEHI0 COAEPXUT HACTPOIKN MEXCEKTOPHOM cHXpOoHM3aumm (MCC) 6a30BbIx CTaHLUIA.

*v LTeX WO P-2ac-—LR5 SYNC @ TecToBLIA pexmum
MOHMTOPMHE Radio VAP NDS CeTeBbie HAcTPOIKN cuctema u-~ (BbixOf)
Radio BHAKUNTE
- ClusteriD [
MAC-agpec 1 E8:28:CLEF:21:EQ
CHHXDOHW3aLIMA >
MAC-agpec 2 E8:28:C1:EF.22:30 x
MAC-agpec 3 E8:28:.CLEF:22:40 o
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

* Bk/1to4umb — nNpu yCTaHOBNEHHOM chnare mexaHnam MCC BK/OUYEH, MHAYe — BbIK/IHOYEH,;

* Cluster ID — vaeHTUdMKaTOp Knactepa 6a3oBbix cTaHUmii. o ymonuaHuto — 0. cnonb3yertcs s
opraHm3aunmn HEeCKO/bKMX K1acTepoB BHYTPU OAHOrO cermeHTa L2, ytobbl naeHTMguumpoBatb
ynpasnsowme naketsl MCC BC, BXoASALWMX B OANH KacTep;

* MAC-adpec 1..3 — MAC-agpeca ocTa/ibHbIX 6a30BbIX CTaHLMI, BXOAALWMX B AaHHbIA knactep MCC.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.7 MeHo «VAP»

B pa3gene «VAP» BbINO/HAETCSI HACTPOlika BUPTYasibHbIX Toduek aoctyna Wi-Fi (VAP).

4.7.1 TogmeHto «CymmMapHO»

B nogmeHto «CymmapHO» oTobpaxaroTcs HacTpoikmn Bcex VAP. MOXHO NOCMOTPETb HACTPONKM KadK0i
BUPTYanbHOW ToUkM B pasgenax VAPOQ..3.

~ -
'%'__:, E,%T e x Wo P-zac -LR5 @ TecToBbIA pesUm
MOHMTOPUHT Radio VAP WDS CeTeBble HAaCTPOHKN Cuctema - BBIXOL)
CyMMapHo > TpaHcnupoEaTe VLAN General General WzonAuus
VAP  BxnwyeHo LUwucbposaHue VLANID SSID SsID Trunk Mode VLAN ID aBOHEHTOE
\PO VAPO WERAWEAZ 0 WOP-2ac-LR5-test 0 (]

VAPT (O BbIKNHOYEHO Wi
LLAS

VAPZ [ BbiKNI4YEHD

VAPZ [ BuikniyeHo

" [IpHMEHNTL X OTmena

* VAPQ..3 — NOpsiAKOBbIA HOMEP BUPTYasIbHON TOUKN AOCTYNa;

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM dofiare BUPTYyaUibHasA TouKa AOCTynNa BK/IOYEHA, MHAaYe — BbIK/THOYEHE;

* WugpposaHue — Tun WNGPOBaHUSA AAHHbIX, UICNO/b3YEMbIA HA BUPTYasibHON TOUKe JOCTYNa,;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHuMaTbes MeTka npu nepegadve tpaduka Wi-Fi kninentam,
NOAKMOYEHHBIM K faHHon VAP. MNpu npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbI
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — ums BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBEHHOM chbnare BKNYeHO BelaHue B adoup SSID, nHauve
— BbIK/TIOYEHO;

* VLAN Trunk — npu ycTaHOBNEHHOM dhriare aboHeHTY nepegaeTcs TerMpoBaHHbI Tpaduk;

*+ General Mode — npu ycTaHOB/IEHHOM h/are paspeLuaercs nepegadya HeTermpoBaHHoro Tpaduka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

+ General VLAN ID — c yka3zaHHoro VLAN ID 6yaet cHumatbcs MeTka 1 Tpadmk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewmBaTbcs meTka General VLAN ID;

* U3on1syus aboOHEHMOB — NPV YCTaHOB/IEHHOM (piare BK/THOUYeHa U30/14LuMa Tpadimka Mexany KnmeHTamu
B npefenax ogHoi VAP.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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4.7.2 NMopmeHo «VAP»

: LTeX WOP-ZaC-LR5 © TecTosbin pekum

VIOHUTOPMHT Radio VAP WDS CeTeBbie Hac

CyMMapHO O6Lwwue HacTpoiikn
VAPQ > BrntoueHo
VAB VLAN ID
VAP2 SsID Test
VAPS TpaHcnvposate SSID

VLAN Trunk

General Mode

General VLAN ID

30mALmMA aboHEHTOS ]

MpuopuTeT 802 1p v

IMakcumansHoe 0
KOMMHECTBO KNMEHTOB

PeiiiM GE30MacHoCTH WPANNPAZ-Enterprise v

O6LMe HacTPOnKK

Bk/1o4eHO — npw yCTaHOBIEHHOM ch/iare BUPTyasibHas To4Ka AO0CTyna BKKYEHa, MHavye — BbIK/II0YEHa;
VLAN ID — Homep VLAN, c KkoToporo 6yaeT cHUMaTbCsl MeTka npu nepegadve tpadmka Wi-Fi knneHTam,
NoAKNHYEHHbIM K gaHHoli VAP. INpu npoxoxaeHnn Tpadmka B 06paTHYH0 CTOPOHY Ha HETETMPOBaHHbI
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);
SSID — nmsa BUpTyanbHOWM 6ecnpoBOaHON CeTH;

TpaHcuposams SSID — npu ycTaHOB/IEHHOM pnare BK/tlo4eHOo BewaHue B acomp SSID, nHave

— BbIK/IIOYEHO;

VLAN Trunk — npu ycTaHOBNeHHOM doiare aboHEHTY nepefaeTcs TerMpoBaHHbIA Tpaduk,;

General Mode — npu ycTaHOB/IEHHOM dh/lare paspeluaeTcs nepegada HeTermpoBaHHOro Tpadvka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHoM pexume VLAN Trunk);

General VLAN ID — ¢ yka3aHHoro VLAN ID 6yaet cHumaTbcst MeTka 1 Tpadomk atoro VLAN npoiget Ha
KNueHTa 6e3 Tera. NMpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN Tpadmk byaeT
HaBelwmBaTbca meTka General VLAN ID;

W3onayusi aboHeHmMos — Npuy YyCTaHOB/IEHHOM doflare BK/ItoYeHa U30Nauns Tpadrka Mexay KavMeHTamm
B npeaenax ogHon VAP,

lMpuopumem — BbIGOP cnocoba npuopuTnsaumn. Onpegenser nose, Ha OCHOBaHUN KOTOPOro Tpaduk,
nepegarnoLLninca B pagnonHTepgeinc byaeT pacnpenenatbcsa no ouepegam WMM:

+ DSCP — 6yneT aHanu3auposatbcs npuoputeT 13 nonst DSCP 3aronoska IP-naketa; ecniv 3HaueHne
DSCP B TermpoBaHHbIX NakeTax paBHo 0, TO aHanM3npoBaTbes 6yaeT npuoputeT ns nons CoS
(802.1p);

+ 802.1p — 6ypet aHanuanpoBaTbcsi NnpuopuTeT u3 nonst CoS (Class of Service) TernpoBaHHbIX
nakeToB; ec/1 NPUOPUTET Nepeonpegensercs npasmnamm mannuHra VLAN, To aHanm3snpoBaTbCs
Oy4eT NPUOPUTET, YCTAHOB/IEHHbIV A5 Nepefayn B pagmokaHal.

MakcumasibHoe Ko/lu4ecmso K/IUeHmMos — MakCUMasibHO AONyCTMMOE YUCO0 NOAK/IYaeMbIX K
BUPTYaUTbHOW CETU K/IMEHTOB;
Pexxum 6e3ornacHocmu — pexmmMm 6e30nacHoOCTK AocTyna K 6ecnpoBOHON CETU:

* BbIK/1l04UMb — HE UCNOJ/b30BaTh WMJPOBaHNE A1 nepejayn gaHHbIX. Touka AocTynHa ans

NOAK/TIOYEHMSA NHOOOT0 KITMEHTS,;
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+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Nnpy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLas HacTponka:

* Koy WPA — knto4/naposib, Heobxoanmblii AN18 NOAKIYEHUS K BUPTYaslbHON TOUKe
foctyna. [ljivHa kntoya coctasiser oT 8 4o 63 CMBO/OB;

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexxum WwnupoBaHUA kaHasia
6ecrnpoBOAHOl CBA3K, NPY KOTOPOM K/IMEHT aBTOPM3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [1n15 HaCTPOViK1 AaHHOro pexuma 6e3onacHoCcTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe Tpebyetcs ykasaTb kiod ansg RADIUS-cepeepa. MNpu BbiGOpe 04HOMO U3
cnoco6oB 6yaeT AOCTYyNHa HacTpolika napameTpoB RADIUS-cepsepa:

RADIUS
OomeH root
Agpec RADIUS- 192.168.0.1
cepeepa
MopT RADIUS-cepeepa 1812
Mapons RADIUS- - @

cepeepa
Mcnons3oBars

akkayHTHHI YEpes
RADIUS

cnone3oBats Apyrve
HAaCTpoHKKM AnA
AKKAYHTHHA
IP-agpec RADIUS- 192.168.0.1
cepeepa anA
aAKKAYHTHHA
MopT RADIUS-cepeepa 1813
ANA AKKAYHTUHE
Mapons RADIUS- resare @&
cepeepa anAa
AKKAYHTHHA
Mepuogu4eckas
OTNPABKA aKkKaYHTHHIA

MHTEpBaN OTNPaBKKH 600
AKKAYHTHHIA

+ [lomeH — foMeH nonb3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
+ Mopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTopbIii ucnonb3yetcs ans
ayTeHTUdMKauum 1 aBTopusaunm,
* laposb RADIUS cepsepa — naponb ana RADIUS-cepBepa, Mcnosb3yemoro ans
ayTeHTUdMKaunm 1 aBTopusaunm,
* Uicrosib3o8amb akkayHmuHe yepe3 RADIUS — npu yctaHoBneHHoM conare 6yayTt
oTnpaBnAaATbLCA coobuieHnsa «Accounting» Ha RADIUS-cepsep;
* Micnonb3os8amb Opya2ue HacmpoUliku 0719 akkayHmuHaa:
* IP-adpec RADIUS-cepsepa 015 akkayHmuHza — agpec RADIUS-cepsepa,
NCNOMb3YeMOro A/151 akKayHTUHTa;
+ MMopm RADIUS cepsepa 07151 akkayHmuHa2a — NopT, KOTOpbI ByaeT ncnosb3oBaH aas
cbopa akkayHTuHra Ha RADIUS-cepBepe;
* laposb RADIUS cepsepa 07151 akkayHmuH2a — naponb 15 RADIUS-cepBepa,
NCNOMb3YeMOro /191 akKayHTUHTa;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/I0YNTb NePUOANYECKYO OTMpaBKy
coobueHnii «<Accounting» Ha RADIUS-cepBep. 3agatb nHTEpBas OTNpaBku
COOOGLLEHNI I MOXHO B Nnone «/IHTepBas OTNPaBKN akkayHTUHIa».
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OrpaHW4eHNst CKOPOCTH

Mokazatk

@
=
=]
5
5]

VAP Limit Down O

VAP LimitUp O

@
=
=]
5
5]

STA Limit Down O KBUT/C

(=]

STA Limit Up Ol o KOUTIC

OrpaHnYeHns CKoOpoCTy
« [Nokazamb — aKTBMPOBATb NOJIE HACTPOEK;

« VAP Limit Down — orpaHuyeHne NponyckHO CNOCOBHOCTM B HaNpaB/IeHUN OT TOYKM AOoCTyna Ao

KIMEHTOB (B CYMME), NOAK/THUYEHHbIX K AaHHoi VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBGHOCTM B HAnpaB/eHUN OT K/IMEHTOB (B CyMME),

NOAKMIOYEHHbIX K gaHHon VAP, oo Toukn goctyna, Kéut/c;

+ STA Limit Down — orpaHu4yeHune nNponyckHO CNoCOGHOCTM B HanpaB/ieHUN OT TOUKM A0CTyna A0

KIMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKMOUYEHHbIX K AaHHON VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHune nponyckHOi cnoco6HOCTM B HanpaB/ieHUN OT KIMEHTOB (KaXaoro B

OTAENbHOCTM), NOAKMOUEHHbIX K AaHHOI VAP, 1o Toukn aoctyna, Kout/c.

KoHTponb goctyna no MAC

B AJaHHOM noapasgenie BbINOJIHAETCA HaCTpOIzKa CMNMNCKOB MAC—a,qpeCOB KNNEHTOB, KOTOPbLIM, B 3aBUCUMOCTNU

OT BbIGPAHHOW NONNTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoAKIUaTbes K gaHHol VAP.

KoHTponb goctyna no MAC

BKINKYEHD

MonuTHEa 3anpetis v

Cnucok MAC-agpecoe

« [NpMeEHnTE X Otmera

* Bk/1oueHO — npu ycTaHOBNEHHOM donare 6yaet pabotaTb BblopaHHas nonnTuka focTyna;
+ lMonumuka — nonuTuka goctyna. Bo3amMoXHble 3HaUYeHUS:

+ 3anpemums — K faHHoi VAP 6yaet 3anpeLyeHo nogktodarbes kiveHtam, MAC-agpeca KoTopbIx

cofepxarcs B cnucke. Bcem ocTtasibHbIM JOCTYN ByAeT paspeLlen;

* Paspewums — K gaHHoi VAP 6yaeT paspelleHo nogkntoyarscs TobKo TeM kimeHTam, MAC-

afpeca KoTopbIX CofepXaTtcs B crnucke. Bcem ocTasibHbIM A0CTYN 6yAeT 3anpeLLeH.

* Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLueH 4oCcTyn K

faHHol VAP. MoxeT cofepxatb [0 128 agpecos.

+
[lnsa Toro, 4To6bl 4O06aBUTL aipeC B CMUCOK — HAXKMUTE KHOMKY . 1 B nosiBuBLUEMCS None BeeanTe MAC-

x

agpec. YToObI yoa/InTb agpec U3 Cnucka, HAXXMUTE KHOMMKY B COOTBeTCTBy}OLLl,eVI CTpoOKe.

Ecnu Bo3HMKNA HE06X0AMMOCTb f06aBUTb B CNCOK MAC-afpec K/IMEHTA, KOTOPbIV B A@HHbIA MOMEHT

NOAKMHYEH K 6a30B0ii CTaHUUN, HaAXXKMNUTE B KOHLLE CTPOKN KHOIMKY n Bbl6ep|/ITe Hy)I(HbIIZ agpec n3 Crnncka,

OH aBTOMaTn4yeckmn ,CI,O68.BVITCH B none.
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Mo ymonyaHuto B cnncke otobpaxaetcsa Ao 10 agpecos. [18 TOro 4to6bl yBUAETb NOJHbIV CMCOK B CNy4vae,
€C/In OH coaepxuT 6onee 10 aapecos, HAXXMUTE KHOMKY «[Moka3aTb BCE».

10 EXDOE3TABECO - ®

Mokasatb BCE

[ns BCTyNneHnss B C1ly HOBOW KOHMUrypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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4.8 MeHo WDS

B meHto «WDS» BbINONHAETCA HacTpolika 6ecnpoBogHbix MocToB Mexay WOP-2ac-LR5.

© Mpu koHduryprposaHu WDS-coeuHeHNsi HeO6X0AMMO, UTOBbI Ha YCTPOMCTBAXx, KOTopble GyayT
coeanHATbCA No WDS, B HacTpoiikax paanonHTepdeiica 6bi1 BbiopaH 04MHAKOBbIV KaHausl U lWnprHa
KaHana.

4.8.1 NopmeHo «WDS»

" -‘ E‘.Tex WOP-2ac-LR5 @ TecToEsii pewum

WDS > BrnoseHo

Peian SesonactocTi BhikneMeHo v

MAC-anpec paovourTepeiica Eg:28:C1E1:DT:50

[TuHK WDS

NMusk Betpevusia MAC-agpec KavansHsan ckopocTs nepegaym

Nunxd L1 3 X 4 Autre ~

Nunw2 [ . Auto e

Muwsd | o Aite w

Nuned | N 5 Auto w

Nuwrs [ KN - Auto 5

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM do/iare pexunm 6ecnpoBoAHOro MOCTa BK/IHOUEH, MHAYe — BbIK/THOYEH;
* Pexxum 6e3ornacHocmu — pexmnm 6e3onacHocTn gocTyna Kk 6ecrnpoBofHON ceTu:
* BbIK/Il04UMb — HE NCNO/b30BaTh WWU(POBaHUe 1A nepesayn faHHbIX;
+ WPA2 — cnocob6 wndppoBaHus, Npu BbiI6ope KOTOPOro 6yaeT AOCTyMNHa cneaytollasi HacTpolika:
* Koy WPA — knio4/naposnb, He06X0AMMBIN A/15 NOAK/IOYEHUA K BCTPEYHOW ToUke AocTyna.
[OnnHa kntoya coctasnseT oT 8 o 63 cnmBosioB
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepdieinca gaHHOro yCTponcTBa,;
* JluHk X (20e X=0..7) — BK/OYeHMe NMHKa 6ecnpoBOgHOI0 MOCT3;
+ BecmpeuHbili MAC-adpec — MAC-aapec BCTPEYHOro YCTPOMCTBA, A0 KOTOPOro HacTpamBaeTcs
6ecrnpoBoAHOI MOCT;
+ KaHa/lbHasi CKopocmb repedaqu — (PUKCMpoBaHHaa CKOPOCTb 6eCnpoBOAHOM nepefayn gaHHbIX,
onpegensemas cneundukaunsamm ctaHgaptos IEEE 802.11a/n/ac. Ana kax[oro /iMHKa BbiobnpaeTca
NHANBUAYa/IbHO.

[Nsi BCTYN/IeHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». [N151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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4.9 MeHto «CeTeBble HACTPOMKM»

4.9.1 MNoamMeH «CucTemMHasa KoHdurypaums»

.: LT e X WOP-2aC .LRs TECTOBHIN PEHHM

MonuTopuHr  Radio VAP WDS  CeTeBbie HACTpOlKM  CHCTeMa U~  (8biXOR

CUCTEMHEA KOH(UIypaLna > WMA xocTa WOP-2ac-LR5
Hoctyn VLAN ynpaeneHus Forwarding v
VLAN ID
Mpotokon Static v

Cratuyeckuit IP 192.168.1.10

2

CeTegan Macka 255.265.255.0

LLmio3
MepenyHbid DNS

BTOpHYHBIA DNS

INokansHoe ynpaenexue vepes Ethernet
BKNoyeHo
Crartuyeckud IP 192.0.3.1

CeTesan Macka 255.255.255.0

* VIMs1 xocma — ceTeBOe MMS YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CMMBO/IOB: TaTUHCKMNE 3ar/1aBHble U
CTPOUHble BYKBbI, LMPbI, 3HAK Aedurc «-» (Aednc He MOXET ObiTb NOC/IEAHUM CUMBOJ/IOM B UMEHN);
* VLAN ynpasneHus:.

* BebikroyeHo — VLAN ynpaBneHus He ncnonb3yeTcs,;

+ Terminating — pexwm, npy koTopoM VLAN ynpasneHnss TepMUHUPYETCA HA TOUKe AOCTYMNa; B 3TOM
c/y4yae y K/IMEeHTOB, MOAK/THUYEHHbIX Yepes3 paanonHTepdieinc, HeT gocTyna Ao gaHHoro VLAN;

* Forwarding — pexwuwm, npu kotopom VLAN ynpasneHus nepefaercs Takke B pagnonHTepdeic
(npv cooTBeTCTBYHOLLEN HAacTpoiike VAP).

* VLAN ID — vpeHTudmkatop VLAN, ncnonb3yemsblin o1 AocTyna K yCTPOWCTBY, NPUHUMAET 3HaYeHUst
1-4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogknodeHune no Ethernet-
NHTepdpeicy yCTPOICTBa K CETU NpeAocTaB/IeHns ycayr nposagepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJIYaHWNIO 1 Apyrie napameTpbl, Heobxoaumble Ans paboTtbl B ceTu, 6yayT nosny4veHsl ot DHCP-
cepsepa aBTOMaTUYECKMY;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl Ha WAN-
NHTEepdenc Ha3HavarTcsa ctatnyecku. Mpu Boibope Tuna «Static» ANs pegakTMpoBaHusa CTaHyT
OOCTYMHLI cnegyrowme napamMmeTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepgoeiica ycTpoicTea B ceTv npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* Lmo3 — afpec, Ha KOTOPbI OTNPaB/seTca NakeT, ec/v /19 Hero He HalijleH MapLipyT B
Tabnvue mapwpyTtusaumy;

* lepsuyHbili DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-
CepBepPOB He Ha3HavyalTCs aBToMaTuyeckmn no nportokony DHCP, 3agalite nx Bpy4Hyto.
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NokanbHoe ynpasneHve yepes Ethernet’

[aHHblin nogpasaen No3BoNAET HACTPOUTbL HETETMPOBAaHHbIN [OCTYN A0 ycTpoicTBa Yepes Ethernet-
nHTEepdieiic B cnyyae, korga skatodeH VLAN ynpasneHus.

* BK/1104E€HO — aKTUBUPYET HACTPOIIKY;

« Cmamuuyeckuli IP — IP-agpec Ethernet-uHtepdeiica ycTpoiicTBa B /IOKa/IbHOW ceTu (N0 yMOYaHuo
192.0.3.7);

+ Cemesas Macka — Macka NnoAceTu.

[ns BCTynneHuss B C1ly HOBOW KOHMUrypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcnMyo naMsaTb
HaXKMUTE KHOMKY «[MpUMEeHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».

1 HacTpoiika goctynHa ans kKoHurypmposaHus To/bko B pexnmax VLAN ynpasneHusa Terminating u
Forwarding.

4.9.2 MopgmeHIo «JocTyn»

B nogmeHto «ocTyn» Npon3BOAMTCSA HACTPOliKa A0CTyna K yCTPOMCTBY nocpeacTtBoM web-nHtepdelica,
Telnet, SSH, NETCONF n SNMP.

LT e x Wop'zac- LR5 @ TecToEbil DERHM

MaoHuTepusr Radia WDS CeTesbIE HacTPoltkM Cuctema - (B

Docryn » HTTP-nopt
WEB-HTTPS

HTTPS-nopT 025

SN

« [nsa BKNoYeHUs aocTyna K yCTpoicTBy yepe3 web-uHtepdeiic no npotokony HTTP yctaHoBuTe cpnar
HanpoTue «WEB». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NoMeHsiTb HTTP-nopT (no ymonyaxuto 80).
[unana3oH AonyCTMMbIX 3HAYEHWUI NOPTOB, MOMMMO YCTAHOBIEHHOTO MO YMon4yaHuto, ¢ 1025 no 65535
BK/TIOUUTENBHO;

« [nsa BKNOYeHUs aocTyna K ycTpoiicTBy uyepe3 web-nHtepdeiic no npotokony HTTPS yctaHoBuTe cpnar
HanpoTtne «WEB-HTTPS». B nosiBMBLUEMCS] OKHE eCTb BO3MOXHOCTb NomeHsiTb HTTPS-nopt (no
yMonyaHmio 443). uanasoH AonycTUMbIX 3HAYEHWIH MOPTOB, MOMVMMO YCTAHOB/IEHHOTO MO YMOYaHUIo, C
1025 no 65535 BKIHOUNTENBLHO;

© noptbl ans npotokonos HTTP 1 HTTPS He f0/MKHbI UMETb O1HAKOBOE 3HAYEHMe.

+ [nsa BKIOYEHWs [ocTyna K ycTpoincTy Yepes Telnet yctaHoBute donar Hanpotus «Telnet». B
NOSIBUBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsITh Telnet-nopT (Mo ymonuaHwmio 23). AvanasoH
[A0NYyCTUMbIX 3HAYEHWNI MOPTOB, NOMUMO YCTAHOB/IEHHOTO N0 YMon4yaHuto, ¢ 1025 no 65535
BKJ/THOUUTEBHO;
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+ [nsa BKIOYEHMA JoCcTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH». B nosiBuBLueMcS
OKHe eCTb BO3MOXXHOCTb NOMeHsITb SSH-nopT (No ymonyanuto 22). inanasoH AonyCTUMbIX 3HAUYEHW
MOpPTOB, MOMUMO YCTAHOBJ/IEHHOTO MO yMon4aHuio, ¢ 1025 no 65535 BKNHOUUTENBHO;

« [nsa BknroveHus goctyna K yctporictsy yepe3 NETCONF yctaHosuTe donar Hanpote «NETCONF».

MporpammHoe o6ecneveHne WOP-2ac-LR5 no3BonsieT M3aMeHsTb KOH(IUIypauuio yCTponcTBa, NPoBoANUTb
MOHUTOPWHI COCTOSAHWUSA 6a30BOI CTaHUMK U €€ AaTUMKOB, a Takke yrnpaB/ifaTbh YCTPOWCTBOM UCNO/b3YS
npotokosn SNMP.

© KoHdurypuposaHue ycTpoiictsa no npotokonly SNMP goCTYNHO HaumMHas ¢ BepcuUm NporpaMMHOro
ob6ecneyeHma 1.11.0

YCTpOMCTBO NoaaepXxueaeT NpoTokosbl Bepcuii SNMPv1, SNMPv2.

NP
Mapork Ha YTEHHe pUBIE

llapant Ha 3anich prvane

Agpec gnan

AJpec Ang npHes

THANDE V2
Afpec Ans npwema
CODBILEHWA Inform

Maponk B TRANEX trap

[na nameHeHus napameTpoB SNMP-areHTa yctaHoBuTe donar Hanpotme «SNMP», nocrie 3Toro ctaHyT
[OCTYMHbI CeayoLume HacTPOMKN:

« [Maposib Ha YmeHue — Naposb Ha YTeHne napameTpoB (06LLEeNPUHSATLINA: public);

* [Maposib Ha 3anuck — Naposb Ha 3an1ch napameTpoB (06LLENPUHATLIN: private);

+ Adpec 07151 npuéma mpanos vl — IP-agpec nnn goMmeHHoe uMsi npueMHuka coobueHnin SNMPv1-trap B
topmarte HOST [COMMUNITY [PORT]];

+ Adpec 07151 npuéma mpanos v2 — IP-agpec nnam goMeHHoe UMs npueMHuka coobuieHnin SNMPv2-trap B
topmate HOST [COMMUNITY [PORT]];

« Adpec 0515 npuéma coobweHul Inform — IP-agpec nnn goOMeHHoe MMsi NpUeMHMKa coobuieHnii Inform B
topmate HOST [COMMUNITY [PORT]];

+ CucmemHoe umMmsi ycmpolicmsa — UMS YCTPONCTBa,;

* KoHmakmHasi UHghopmayusi npou3sooumesisi — KOHTakTHas MHpopmMaLlma Npou3BoanTeNns yCTpouCTBa;

* MecmonosioxeHue ycmpolcmsa — VH(popMauns 0 MecTonosI0KeHU YCTPOMCTBa,

« Maposib 8 mpanax — naposb, cogepxalluiics B Tpanax (no ymonyaHuio: trap).

Hwxe nprvBefeH Cncok 06bEKTOB, NoAAEPXKMBAEMbIX A1 YUTEHUS U KOH(PUTypMpoBaHUs NocpeaCcTBOM
npotokona SNMP:

+ eltexLtd.1.127.1 — MOHUTOPUHT NapamMeTpoB 6a30BOI CTAHLMN 1 NOAKNHOYEHHbIX aBOHEHTCKUX CTaHUWIA;
+ eltexLtd.1.127.3 — ynpaBneHvne 6a30Boi cTaHUMeEl;
+ eltexLtd.1.127.5 — koHpuryprpoBaHue 6a30BOW CTaHLM.

roe eltexLtd — 1.3.6.1.4.1.35265 — naeHTudpmkatop npegnpuatunsa SNTEKC.
Moapo6Hoe onncaHne OID WOP-2ac-LR5 gocTtynHo no ccbinke Onvcanne 01D Ha WOP-2ac-LRx (c Bepcun 1.4).

[Nsi BCTYN/IeHUSI B Uy HOBOI KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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410 MeHw «Cuctema»

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

B MeHt0 «CuncTemar» BbINOSTHAKTCS HACTPOKM CUCTEMBI, BpEMEHM, XXypHana syslog, nponssoautcs cMeHa
naposs, BbIrpy3ka/3arpy3ka KoHurypawmm, 06HOB/IEHME NPOrpaMMHOro obecneyeHns 1 nepesarpyska

YCTpPOWCTBA.

4.10.1 NopgmeHo «O6HOBMAEHME MO ycTpoicTBa»

MoaMeHto NpeHa3HauyeHo A5t 0GHOBEHUSI MPOrpPaMMHOr0 06ecneyeHmnst yCTpoiicTea.

MOHUTOPHHT

P
W]

KoHgurypauua

KoHTpOns AOCTYNHOCTH

Mepesarpyska

AYyTEHTUDHKAUKMA

AKypHan

[lata U BpeMa

o
[¥5)

WOP-2ac-LR5

CeTeBble HacTPONKK

AKTMBHAA Bepcua MO

Pe3epBHad sepcia Mo

Darn oGHoenenua MO

TECTOBLIA PEXUM

Cucrema u - (Bbixog)

+ CHenats aKTHBHOH

AxkmyanbHaa eepcusa 10 docmynka no adpecy: Nifp.ieltex-co ru/support/down/oadss

| BriGepuTe thaitn | Dafin He BuIGpaH

« AkmusHasi sepcusi 10 — Bepcusi NPOrpaMMHOro obecrneyeHuns, ycTaHOBNEHHOIO Ha YCTPOCTBE,
paboTatoLlasi B AaHHbI MOMEHT;
+ PesepsHasi sepcusi 10 — Bepcuss NporpammMHoro obecneyeHuns, ycTaHOB/IEHHOTO Ha YCTPONCTBE, Ha
KOTOPYO MOXHO Nepekntountbes 6e3 3arpysku taiina No;
+ Coesnnamb akmusHoU — KHOMKa, N03BO/IAOLWANA caenarb pe3epBHyo Bepcuto MO akTUBHOM, AN
aToro noTpebyeTcs nepesarpyska ycTporictsa. AKTnBHas Bepcus MO B 3TOM Ciyyae cTaHeT

pe3epBHOIA.

O6HoBEHME MPOrpaMMHOro obecnevyeHms

3arpysute chaiin MO c caiita http://eltex-co.ru/support/downloads/ n coxpaHuTte ero Ha Komnbtotepe. Nocne
3TOro HaXXMUTE KHOMKY «Bblbepute dhaiin» B none ®adisn 06HoseHus MO n ykaxuTe nyTb K chainny MO B

hopmare.tar.gz.

[nsi 3anycka npolecca 06HOBEHUs] HEOGXOAMMO HaxXaTb KHOMKY «3anycTuTb 06HOBNEHMEY. [TpoLecc
06HOB/MEHNS 3aliMET HECKO/IbKO MUHYT (0O ero TeKyLeM cTaTyce 6yeT ykasaHo Ha CTpaHuLE), Nocsie Yero
YCTPOIACTBO aBTOMATWNYECKN Nepe3arpy3unTcs.

© He otkntovaiite nuTaHne yCTPOIICTBA, HE BLIMNOHAKTE €ro nepesarpysky B npotecce o6HosneHus MO.
B cnyuyae o6HoBneHus ¢ Bepcun MO 1.2.0 Ha Bepcuto MO 1.3.0 nocne 06HOBNEHNST HEOOX0ANMO
OCYLLLeCTBUTb COPOC YCTPONCTBA K 3aBOACKMM HACTPOIKaM 1 NOBTOPHO CKOH(bUryprpoBaTh B
COOTBETCTBMMN CO CXEMOW MCNO/Ib30BaHUS.
B cnyyae otkara NO c Bepcuit 1.4-1.9 Ha Bepcuto 1.3 unm Hmxe, KOHUrypaLmsa paguovHTepdgerica
MOXEeT OKa3aTbCs HECOBMECTVMOM, MO3TOMY 6yaeT n3aMeHeHa. Heo6xoArMO BbINO/THUTL HACTPOKY
3aHoBO, nocsne yvero BkmounTb VAP/SSID.
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4.10.2 MopgmeHto «KoHGurypaums»

B noameHo «KoHmrypaumsi» BbINOHAETCA COXPaHEeHMe TEKYLLE KOHUrypauum n BOCCTaHOB/EHME.

WELTEX
[ A= ZR—
i\ WOP-ZaC -LR5 © TecTOBbIA pexmM
MOHWTOPHHT Radio P WDS C Cucrema - (BblX0q
C0HOBNEHKE MO -_\r[-.'ijo[?,:—E,g Mony4nTs apxus ™ CradaTb
KOHQUIrypaLum ¢
KoHgMrypauma » yCTpOKUCTBa
KOHTponk OOCTYNHOCTH 3arpysuTe apxue | Bridepute dainn | ®ain He sbibpax
KOHMUIYpaLmn Ha
Mepesarpyaka YCTPORACTBO
FYTEHTHOMEL R COpoc Ha 3aB0/4CkHe CoxpaHuTs napaMeTpsl 4ocTyna
HACTPONKM =
Mypran P % Copac
lata u spemMd

[Nony4yeHne KkOHJMIypauum

YT0O6bI COXpaHUTb TEKYLLYIO KOH(PUTYpaLMIO YCTPOCTBA Ha TOKasIbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKauaTb».

BoccTtaHoBneHue koHdurypatrmm

[ns 3arpyskn COXpaHEHHOTO Ha SIOKa/IbHOM KOMMboTepe thaiiia KoHMrypawmm ncnosb3yeTcst MyHKT
3azpy3umb apxus KOHghuypayuu Ha ycmpolicmso. [nsi 3arpy3ku KoHpurypauum ycTpoiicTBa HaXXMUTE KHOMKY
«BblbepuTe haiinx, ykaxuTe chaiin (B popmare.tar.gz) n HaxxmMmTe KHOMKY «3arpy3vTb daiin». 3arpyxeHHas
KOHCQUIypaLums NpMMEHsIETCS aBToOMaTYeckn 6e3 nepesarpy3ku ycTpoicTaa.

© Bce naponu B KOHGUrypaLmm ycTpoincTaa LNAPYIOTCS KKUYOM, KOTOPbIN 3aBucuT oT MAC-agpeca
yCcTpoWicTBa. Nepen 3arpy3koit KOHUrypaumm ¢ O4HOro YCTPOICTBa Ha Apyrue npeaBaputesibHO
HY>XHO COPOCKTb Napon B HEA.

Ansi nameHeHusi naporeii Heo6GX0AMMO OTKPbITL (DA KOHGMIypaLym B TEKCTOBOM PEAAKTOPE U N3MEHUTh
naponu. [lanee coxpaHuTb U3MEHEHUS B apX1Be KOHAUrypaumu. Mpuvep nsmeHeHusi naposneii npueeeH
HUXE:

"authentication":{
"admin-password":"encrypted:7068747570617169"

3,

U3MeHAeTCHA Ha
"authentication":{
"admin-password":"password"

3,

C6poc yCTpoiicTBa K 3aBOACKMM HACTPOIiKamM

UT0o6bI cenatb cOpOC BCeX HACTPOEK YCTPOMCTBA K CTaHA4APTHLIM 3aBOACKUM YCTAHOBKaM, HaXKMUTE KHOMKY
«C6poc». Ecnun aktnBmpoBaH donar «CoxpaHnTb napamMeTpbl AOCTYNna», TO OyaAyT cCOXpaHeHbl Te napameTpbl
KOHGpMIypaLmm, KoTopble 0TBEYAlOT 3a A0CTYN K YCTPOoicTBY (HacTpoiika IP-agpeca, HAaCTPOkn gocTyna no
Telnet/SSH/SNMP/Netconf/Web).
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4.10.3 MNogMeH «KOHTPO/b AOCTYNHOCTUY

®YHKLMA «KOHTPOb JOCTYNHOCTU» NO3BOJIAET ONpeAe/iMTb OTCYTCTBME CBA3HOCTU M nepesarpysvTb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npovcxoant nepesanyck DHCP-knveHTa Ha Tekywem WAN nHTepdelice.

- ': LTe X WOP'2aC‘LR5 © TecToBbIA peAMM

IMOHWTOPHHI Radio VAP WDS CeTeBble HACTPOMKK Cuctema - (BbIXOg

OBHoBneHue MO ycTpoiicTea BrnodeHo
Kondgurypagua Le#cTene Mepesarpyska yCTponcTea v

KoHTponb JAOCTYNHOCTH > Ping-cepeep 192.168.1.1

3apep#ka nepeq Hayanom 300
NpoBEPKMA

AYTEHTDURALIAY Mepwoa oTnpaeku ICIMP-3anpocas 200

KypHan ”
i TaiMayT ckHAAHWA ICMP-0TBETOB 1

[lata v BpemA
MaKCHMANEHOE KOMHYECTEO 3
HEYOa4HbIX NPOBEPOK

+ [pHMEHUTL ® OTmeHa

* BK/1t04eHO — Npun yCTaHOBIEHHOM (h/iare KOHTPO/1b LOCTYMHOCTM BK/IKOUYEH, MHAYe — BbIK/THOYEH;

+ [Jelicmsue:

* Mepe3anyck ethernet uHmepcgpelica — B criyvae HeAOCTYNHOCTU 3agaHHoro Ping-cepsepa
npousonaet nepesanyck Ethernet-nHrepdeiica yctpoiicTea;

+ lNepesaryck 6ecrnposodHo20 uHmepdghelica — B ciydae HeAOCTYNHOCTU 3a4aHHoOro Ping-cepsepa
npon3onaeT nepesanyck 6ecnpoBoaHOro HTepdeiica ycTponcTea;

* [epe3acpy3ka ycmpolicmsa — B Criy4ae HeJOCTYNHOCTK 3afaHHoro Ping-cepsepa npousonget
nepesarpyska yCcTpoicTBa.

* Ping-cepsep — IP agpec nnn goOMeHHOe nms XocTa, Kyaa 6yayT otnpasnaTbecs ICMP-3anpocs;

+ 3adepxxka rneped Hayas1oM rpPosePKU — BPEMS B CEKYHAAX NOC/1e BK/IOYEHNSA YCTPONCTBA U/
npeablgywero cpabarbiBaHns, B TEHEHNE KOTOPOro KOHTPO/1b AOCTYMNHOCTU He ByaeT paboTtaTb.
Jonyctumble 3HadyeHnsa 60-86400 BKIHOUNTENBHO;

+ lNepuod omnpasku ICMP-3anpocos — BpeMs B CEKyHAaX, Yepes KoTopoe byaeTt otnpasneH ICMP-3anpoc
nocne nony4vyexms ICMP-oTBeTa NNN NPUHATUS PELLEHUSA O TOM, YTO npeapiaywmii ICMP-3anpoc
oKasasicsl HeygadHbiMm. JonycTumble 3HadeHus 1-86400 BKIHOUNTENBHO;

+ Talimaym oxuodaHusi ICMP-omsemos — BpeMsl B CEKYHAX, B Te4eHne KoToporo oxumaaetcs ICMP-otBeT
Ha oTnpasneHHblin ICMP-3anpoc. Ecnu no nctevyeHmm spemerdn ICMP-0TBET He nonyyeH, To ICMP-3anpoc
cuMTaeTca HeygadHbIM. JonycTumble 3HadyeHns 1-10 BKNKOUNTENBLHO;

+ MakcumasibHoe KO/IUHeCMBO HeyOaqHbIX MPoBEePOK — MaKCMMasibHOEe KONMYecTBO HeyaaudHbix ICMP-
3anpocos. Ecnn konnyecTtBo HeyaadHbix ICMP-3anpocoB gocTuraet ykazaHHOro 4Y1cria, TO BbINOJTHAETCA
3aflaHHoe gelicTteue. Jlonyctumblie 3HavyeHus 1-86400 BKAOUMTENLHO.
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4.10.4 NMopmeHto «Mepesarpyska»

s nepesarpysku yCTpoiicTBa HaXXMIUTE Ha KHOMKY «[epe3arpyskar. MNpoLecc nepesanycka ycTpoicTaa
3aHVMaeT NPUMEPHO T MUHYTY.

WOP'2aC'LR5 @ TecToBbIA pEXMM
MOHWTOPMHT Radio VAP WDS CeTeBble HaCTPORKKH CHCTEME - (Bbixod)
OGHoBneHKe MO ycTpoiAcTea MNepesarpyzka < MNepesarpyska

yCTponcTEa

KoHdurypauus

KoHTpONb JOCTYNHOCTH

Mepe3arpyska >

AYTEHTHDHKaLMA

HypHan

[ata 1 BpeMAa

4.10.5 MNopgMeHIo «AyTeHTUdmKaLms»

MoaMeHI0 «AyTeHTUUKaLMs» NpegHa3HaueHo A1l HacTPOVikM ayTeHTUMKaLMK NoNb3oBaTes.

© 3aBsopackas yyeTHas 3anvch 4151 AOCTYNa K YCTPOWCTBY: fiormH: admin, naposb: password.

Takxe eCTb BO3MOXHOCTb CO3[]JaHUSA [OMO/THUTE/bHbIX YUYETHbIX 3an1ceil ¢ ponsamu agMmuHucTpaTopa um
Habnoaatens (HacTpoiika J4ocTynHa ToNbko yepes CLI). YueTHble 3anncu ¢ posibio agMyHUCTpaTopa MeroT
MOJHbIV AOCTYN K YCTPOWCTBY: UTEHME M 3AMNICh N0GbLIX HACTPOEK, MO/HbIE MOHUTOPUHT COCTOSIHMS
YCTPOICTBA. YUETHbIM 3aM1CAM C pPo/iblo HabnaaTenst AOCTYNEH TOMbKO MOHUTOPUHT.

Pazfen «/1okanbHblii Naponb» NpeaHasHayYeH A5t CMeHbl 3aBO/ICKOro Naposs AN y4eTHoii 3anmcy admin.
3TOT Naposb XpaHUTCS Ha Touke AocTyna. s CMeHbl Napons BBEAUTE HOBbI Naposib cHavana B none
«Maponb», 3aTeM B none «MoATBepXAeHne Naposisi» U HAKMUTE KHOMKY «[pUMeHNTb» B JaHHOM pasene As
COXpaHeHVs1 HOBOro Naporsi.

B pasgene «AyTteHTudhmkaums yepes RADIUS» BbINOHSETCA HACTpOliKa napaMeTpoB AocTyna K
RADIUS-cepBepy, C NOMOLLbIO KOTOPOro 6yAeT OCYLLEeCTBAATbLCA ayTeHTUdnKauusa n apTopmsaums
nosb30BaTenia TOUKM AocTyna.
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) E LT e x WO P-280-LR5 @ TecTOBLIA PEXUM
MOHWTOPKHHT Radio VAP DS CeTeBble HAaCTPOHKKH CHcTema - (Bbix0a)
OBHoenedue MO yoTporcTea NokaneHbIA naponb
KoHurypauus Maponk @&
KOHTpONk SOCTYNHOCTH MoaTeep*aeHue napons &

Mepesarpyaka
+ [IPUMEHNTE X Otmena
AYTEHTUDMUKALMA >
AyTeHTurKaums Yepes RADIUS

ypHan
AYTEHTUDNKAUMS Yepes
[lata u Bpems RADIUS
Anpec RADIUS-cepsepa 192.168.11
Mopt RADIUS-cepeepa 1812

Maponk RADIUS- | eseeees
Cepeepa

« AymeHmucgukayusi 4epe3 RADIUS — npu ycTaHOB/AEHHOM dhnare ayTeHTudmkaumst 6yaeT BbINOAHATLCS
no yyeTtHoli 3anucy Ha RADIUS-cepBepe;

+ Adpec RADIUS-cepsepa — IP agpec RADIUS-cepBepa;

« lNopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOPbIi UCMO/Mb3yeTcs A5 ayTEHTUdIMUKaL MM 1
asTopusauuy,

* lMaposib RADIUS-cepsepa — kntod RADIUS cepBepa, Ncrnosnb3yemMoro 4s1s ayTeHTugomkaumm n
asTopusauuu.

C]

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
HaXXMUTE KHOMKY «[pUMeHNTb» B AaHHOM pasgene. 15 OTMeHbl U3MeHEeHW A HaXMUTE KHOMKY «OTMeHa.

Mpwn ayteHTndmkaumm yepes RADIUS-cepBep 06s13aTe/IbHO HEOOXOAMMO CO3AaTb NTOKAIbHYH YHETHYH 3amnuch,
KoTopasi OyaeT aHasiormyHa yyetHol 3anmcn Ha RADIUS-cepBepe. HacTpoiika BeinonHsietca yepes CLI. Bonee
noApo6HO npovecc onvcaH B pasgene «CosaaHne L0N0SHATENBHBIX N0/1b30BaTe e,

© Ecnv skoueHa ayTeHTUdMKaums yepes RADIUS, HO cepBep oKasasicst He0CTYNEH, ayTeHTU(UKaLIMA
6yaeT BbINOMHEHA NO NIOKa/IbHOM YYETHOW 3anucu.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

MoameHto «XKypHan» npefHa3Ha4YeHo AN1s HAaCTPOIKM BbiIBOAA Pa3HOro poAa OT/1af0uHbIX COOBLLEHWI
CUCTEMbI B LiefIAX 06HapYy>XeHunst NpuymH npobnem B paboTe ycTpoincTaa.

MNpenynpexneHua J
[ata u spema

OTtnapouran O
nHhopmayua

WHdopmaymoHHeie O
coobuerua

JWELTEX  WOP-2ac-LR5 P——
MOHUTOPUHT Radio VAP WDS CeTesbie HaCTPOMKK Cucrema - (Brixo)
Ob6xoenenne N0 ycrpoicTea Pexum Cepsep u thain v
Kondurypaums Appec Syslog-cepsepa sysiog.server
KoHTpone aocTynHOCTM Mopt Syslog-cepeepa 514
Mepesarpysxa Pasmep daiina, kb 1000
AyTeHTudimkayma
Ownbkm
Hypnan »

* Pexxum — pexum paboTbl Syslog-areHTa:

+ JloKa/ibHbIl ¢halisn — iHdopMauns XypHasna CoxpaHsaeTcs B /lokanibHOM dpaiifie n AoCTyrnHa B
web-nHTepdelice ycTpoiictBa Ha Bkiagke "MOHUTOPUHT/XKypHan cobbIThin";
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasBaseTcsa Ha yaaneHHblli Syslog-cepsep n

COXpaHsIeTCS B /IOKasIbHOM haine.

+ Aodpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepsepa;
« IMopm Syslog-cepsepa — NopT Ans BXxoAswmx coobleHunii Syslog-cepeepa (no ymonuanuto 514,

[0MyCTUMble 3HaueHust 1-65535);

* Pasmep ¢halina, kb — MakcuMasbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

Hwxe HacTpamBaeTcs TUM COOOBLLEHN, BLIBOAUMBIX B XXYPHaUT MeEHemKepa KoHpurypauum:

+ OwubKu — ycTaHoBUTe hnar, ecnm Heo6bXxoAaMMO BbIBOANTL COOBLLEHNS THMA «OLLNGKNY;
+ lNpedynpexoeHust — ycTaHoBUTE donar, ec/iv HE06X0ANMMO BbIBOANTb COOOLLEHMSA TUNa

«[pedyrnpexoeHust»,

« OmnadoyHasi uHghopmayusi — ycTaHoBuUTe donar, ec/iv Heo6xoAMMO BbIBOAUTb OT/1af04HblE COOBLLEHMS;
* VIHghopmayuoHHbIe coObweHUs1 — yCcTaHoBUTe donar, ec/in Heo6xoAMMO BbIBOANTb MHPOPMALMOHHbIE

COO0OLLIEHNS.
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4.10.7 MopmeHio «[ata n Bpems»

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

B nogmeHto «[jata n Bpemsi» MOXHO HaCTPOUTb BPEMS BPYUHYH WU C MOMOLLbHO MPOTOKO/1A CUHXPOHMU3aLMN

BpemeHn (NTP).

Bpyu4Hyto
'1...::,{_-_ E LT e x WO P-ZaC-LR5 TECTOBbIA PEHMM
IMOHWUTOPMHT Radio VAP /DS CEeTeBbIE HACTPOMEN

OGnHosnedue MO yCTpoRCTEa

KoHUrypaums

KOHTpONb OOCTYMHOCTH

Mepesarpyaka

AyTeHTHDUKaLMA

HypHan

INata v Bpemsa »

Pexum

[aTa W BpeMA
yCTpORCTEa

Yacoeoil NoAC

BENHOMKMTE NEPEXOL Ha
NETHEE BPEMA

Mepexon Ha NeTHee
BpeMA

Tepexon Ha 3MMHee
BpemMA

COBMr BDEMEHM (MMH.)

Cuctema JIR (BbIX00)

@® Bpyunylo (O NTP cepeep

27.12.2021 10:51:20
# PedasTuposaTs

Mockea. Poccua v

(He 8n/0paH0) (He 86I0paH0) (He 8bi0paHo) (B — || —

(He 6510paHo) || (He swifpaHo) || (He esibpaHo) | B

60

+ [Jama u spemsi ycmpolicmsa — fata u BpeMsi Ha yCTPONCTBE B AaHHbI MOMeHT. Ecnv TpebyeTcs
KOppeKLMs, HXMUTE KHOMKY «PeaakTnpoBarby;
+ [ama, spems — 3afiainTe TEKYLLYI0 AaTy Y BPEMSA U HAXXMUTE KHOMKY «TekyLlas gara u Bpems»
AN yCTaHOBKM BpemeHun MK Ha yCTpONCTBO;
+ Yacosol rnosic — nNo3BOMSAET YCTAHOBUTb YaCOBO MOAC B COOTBETCTBUM C GAVKAALLUM FOPOLOM B
BalLeM pervoHe 13 3aflaHHOro Crmcka,
* Bksiro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbI Nepuos BpeMEHMU:
* [Nepexod Ha iemHee BpeMsi — [ieHb 1 BpeMs, Korga 6yeT BbINOHATLCA NepPexos, Ha ieTHee

Bpemsi;

+ [Nepexod Ha 3uMHee BpeMsi — [ieHb U BPeMsi, Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

Bpemsi;

+ CoBue spemeHu (MUH.) — Nepuo BPEMEHN B MUHYTAX, HA KOTOPLINA BbINOHAETCSA CABUT BPEMEHN.
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NTP-cepsep
]
“e LTe WO P-2aC-LR5 © TecTosbIA pesmumM
MonuTopusr  Radie VAP WDS  CeTeBble HacTpoikn  CucTeMa M~  (8bixon)
OBHoBneHKe MO yoTpoicTea Pexum (O Bpyudylo @ NTP cepeep

KoHgMrypaums

KoHTponk JOCTYNHOCTH

Mepesarpyska

AYTEHTUOUKALKMA

KypHan

Nara v spema »

[ata W Bpems
yCTpOACTER

NTP cepeep

Yacoso# noac

BrMOYMTE NEpexXoq Ha
NETHES BpEMA

Mepexoq Ha NeTHee
BpEMA

Mepexoq Ha 3uMHes
BpeMA

CABMI BPEMEHH (MUH.)

27.12.2021 10:51:42
pool.ntp.org -
Mockea, Poccua v
(He eniOpaHo)

(He ésiOpano) | (HeewiOpano} |B| — |1 —

(He anIGpaHo) (He esidpato) (4e gsifipaqo) B — 1 —
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+ [lama u spemsi ycmpolicmsa — fata n BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;

* NTP cepsep — IP-agpec/noMeHHOe MMA cepBepa CMHXPOoHM3aunn BpemMeHn. Bo3MoXHO 3aarts agpec
UM BblOpaTh M3 CYLLLECTBYIOLLErO CMNNCKa;

+ Yacosol nosic — no3BONSAET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUMN C GAVKAALLMM FOPOAOM B
BalleM pernoHe 13 3afaHHoro crnvcka.

[na BCTynneHns B cUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEProHe3aBNCHMMYH0 NamsiTb
HaXXMUTE KHOMKY «[TpuMeHUMb». NS OTMeHbl U3MEHEeHU HaXXMUTE KHOMNKY «OmmeHar.
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5
5 YnpaBneHue ycTponcTBOM C NOMOLLbK KOMaHAHOW CTPOKU

© [ nepexopa B pexuM KOHUIyprpoBaHus BBeaMTe KomaHay configure.
[na oTobpaxeHns UMERLLMXCA HACTPOEK OnpeaeneHHoro pasgena KoHdurypaum BBegute KoMaHay
show-config.
[ns nonyyeHusa noackaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLmm ycTpoiicTBa, HaxkMITe codeTaHue knasuil (B aHrnuiickoii packnaake) [Shift + ?].
[na nonyyeHns cnucka napameTpoB, 4OCTYMHLIX 419 pefakTMpoBaHUA B JaHHOM pasaerne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexofa B npeablayLUnii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[ns BbIxoAa 3 pexumma KoHpurypnpoBaHus BBeagnte komaHay end.

5.1 MopgkntoyeHne K ycTponcTay

Mo ymon4yanuto yctpoiictBo WOP-2ac-LR5 HacTpoeHo Ha nony4veHune agpeca no DHCP. Ecnn agpec He 6bin
nony4eH, NOAKMHYMNTLCA K YCTPOIMCTBY MOXHO MO 3aBoAckoMy IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WOP-2ac-LR5: 192.168.1.10, macka nogcett: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTea> , Aanee BBOAVM Naposib

telnet <IP-agpec ycTpoiicTBa>, BBOAWM JIOTMH U Naposib
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

5.2 HacTtpoiika ceTeBbIX NapameTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interfacet# bro

WOP-2ac-LR5(config):/interface/br0# common

WOP-2ac-LR5(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |IP-agpec WOP-2ac-LR5)
WOP-2ac-LR5(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WOP-2ac-LR5(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Nol)

WOP-2ac-LR5(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa No2)
WOP-2ac-LR5(config):/interface/br0/commont# protocol static-ip (13veHeHne pexviva paboTel ¢ DHCP Ha
Static-IP)

WOP-2ac-LR5(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WOP-2ac-LR5(config):/interface/br0/commont# exit

WOP-2ac-LR5(config):/interface/br0# exit

WOP-2ac-LR5(config):/interfacet# exit

WOP-2ac-LR5(config):/# route

WOP-2ac-LR5(config):/route# default

WOP-2ac-LR5(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-agpec ceTu unin y3na HazHadyeHuns,
ons gedpontHoro mapupyta — 0.0.0.0)

WOP-2ac-LR5(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetn HazHavyeHus, 115
aedhontHoro mapupyta — 0.0.0.0)

WOP-2ac-LR5(config):/route/default# gateway X.X.X.X (rae X. XXX — [P-agpec w3a)
WOP-2ac-LR5(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

_ == =

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# br0

WOP-2ac-LR5(config):/interface/br0# common

WOP-2ac-LR5(config):/interface/br0/commont# protocol dhcp (n3meHeHne pexrmva paboTsl ¢ Static-IP Ha
DHCP)

WOP-2ac-LR5(config):/interface/br0/commont# save (CoxpaHeHve HacTpoek)
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5.2.1 HacTpoiika ceTeBbIx NapaMeTpoB C MOMOLLbIO YTUINTLI set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-2ac-LR5(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WOP-2ac-LR5(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — LL/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-2ac-LR5(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMblii NS AOCTYNA K YCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckme HacTpOKu

WOP-2ac-LR5(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, ucnosns3syemslii 415 JOCTyNa K YyCTPONCTBY,
BO3MOXHbIE 3HaUeHust: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec;Y.Y.Y.Y — Macka noacetu; Z.Z.Z.Z — LL/03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHune ceTeBbIX HACTPoekK o DHCP:

WOP-2ac-LR5(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCNoNb3yeMbIli 418 AOCTYyNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMs: 1-4094)

Cratnyeckme HaCTPONKu:

WOP-2ac-LR5(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPONCTBY,
BO3MOXHbI€ 3HAUeHusT: 1-4094; X.X.X.X — cTatunueckuii IP-agpec;Y.Y.Y.Y — Macka noaceTu; Z.Z.Z.Z — WJio3)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WOP-2ac-LR5(root):/# save (CoxpaHeH/e HacTpoek)
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5.3 HacTtpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)
B Tabnuue npeactasneHbl KOMaHabl 4715 HACTPOWKK pexnmoB 6e3onacHocTy VAP.

Tabnuua 4 — KomaHabl 415 HacTPOoKK pexuma 6e3onacHocTn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpoukn pexuma 6e30nacHoOCTU
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA2

WPA/WPA?2 security-mode WPA_WPA?2

WPA-Enterprise security-mode WPA_1X

WPA2-Enterprise security-mode WPA2_1X

WPA/WPA2-Enterprise security-mode WPA_WPA2_1X

Huxe npeactaseHbl NpUMepbl HACTPONKKN VAP ¢ pasninyHbIMU pexumammn 6e30nacHOCTH.

5.3.1 Hactpolika VAP 6e3 wndpoBaHus

CospgaHue VAP 6e3 wuncpoBaHus

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# wlan1-va0

WOP-2ac-LR5(config):/interface/wlan1-va0# vap

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-2ac-LR5_open' (n3veHeHne nveHn SSID)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap# security-mode off (pexxum LindhposaHus off — BEes naposin)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap# exit

WOP-2ac-LR5(config):/interface/wlanl-va0# common
WOP-2ac-LR5(config):/interface/wlan1l-va0/common# enabled true (Bi/1t04eHNE BUPTYa/IbHON TOUKM
aocrtyna)

WOP-2ac-LR5(config):/interface/wlanl-va0/commoni# save
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5.3.2 Hacrtpoiika VAP c pexvumom 6e3onacHoctn WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

WOP-2ac-LR5
WOP-2ac-LR5
WOP-2ac-LR5
WOP-2ac-LR5
WOP-2ac-LR5
WOP-2ac-LR5
WPA2)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap# key-wpa password123 (k/1t04/naposisb, HeOOXOAMMBIA [J15
NOAKMIOYEHMS K BUPTYasibHOWM TOUKe AocTyna. [AnnHa Kn4va Ao/mkKHa CoCTaB/saATb OT 8 10 63 CUMBOJI0B)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap# exit

WOP-2ac-LR5(config):/interface/wlan1-va0# common

WOP-2ac-LR5(config):/interface/wlan1l-va0/common# enabled true (Bk/1t04EHVE BUPTYa/IbHON TOUKY
aoctyna)

WOP-2ac-LR5(config):/interface/wlanl-va0/commoni# save

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0# vap

config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-2ac-LR5_Wpa2' (n3vieHeHve nveHn SSID)
config):/interface/wlanl-va0/vap# security-mode WPA_WPA2 (pexuvimv wncpposanns — WPA/

AAAAAA
_ = ==
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5.3.3 Hactpolika VAP c Enterprise-aBTopusauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# wlan1-va0

WOP-2ac-LR5(config):/interface/wlan1-va0# vap

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-2ac-LR5_enterprise' (13veHeHne nmenn
SSID)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# security-mode WPA_WPA2_1X (pexuvmv wnhpoBaHns

— WPA/WPA2-Enterprise)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# radius
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/radius# domain root (re root — fl0MeH nosib3oBaTesis)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIi
NCNONb3YeTCH ANA ayTeHTUUKaLnmn n apTopmsaumu. No ymonyaHuio: 1812)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# auth-password secret (1/e secret — naposbs A1
RADIUS-cepBepa, Crnosb3yeMoro ans ayTeHTudumkaumm n asTopusasmm)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVIE OTNPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# acct-port X (rae X — nopt RADIUS-cepBepa, KOTopbIi
NCNONb3YETCA AN akKkayHTUHra. Mo ymonyaHuio: 1813)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/radius# acct-password secret (1€ secret — naposib /15
RADIUS-cepBepa, UCrosib3yeMoro A1 akkayHTUHra)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/110ueHVIe Neproanyeckon
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBas OTNPaBKM COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/radius# exit

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# exit

WOP-2ac-LR5(config):/interface/wlan1-va0# common

WOP-2ac-LR5(config):/interface/wlan1-va0/common# enabled true (Bk/1t04eHVE BUPTYa/IbHON TOUKY
aoctyna)

WOP-2ac-LR5(config):/interface/wlanl-va0/common# save

5.3.4 [ononHuTesnbHble HacTpolikn VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)
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BkntoueHue VLAN trunk Ha VAP

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# vlan-trunk true (Bk/itoueHune VLAN Trunk Ha VAP. [1ns
oTKNtoveHns seeaute false)

BknroueHune General VLAN Ha VAP

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# general-vlan-mode true (Bx/toueHvie General VLAN Ha SSID.
Ins otknoueHus seeaute false)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap# general-vlan-id X (rae X — Homep General VLAN)

HacTpoiika yHMKaNbHOro Nnosib3oBaTesibcKkoro VLAN (C-VLAN) Ha VAP

© 1.C-VLAN He pab6oTaet npu BKIHOUEHHOM VLAN Trunk Ha VAP. EC/v Bbl XOTUTE MCMO/b30BaTh C-VLAN
1 Npu 3TOM nepefaBaTtb B CTOPOHY aOOHEHTCKON CTaHLUMM TErMpOoBaHHbIN Tpaduk, BKNKOUMTE Ha
VAP Vlan Trunk 1 General Mode.
2. Ecnn VLAN-ID Broadcast-Tpaduka coBnagaet ¢ ogHuM 13 C-VLAN, HacTpoeHHbIX Ha VAP, TO
[JaHHbI Broadcast-Tpaduk oTnpaBuTCcA BCeM K/iMeHTaM 6a30B0i CTaHL MK, NOAK/THYEeHHBbIM K VAP,
6e3 Tera.
3. He pekomeHpyeTcsa HacTpavBaTtb 0auH C-VLAN 4151 HECKOJIbKUX K/IMEHTOB.
4. VLAN, c KoTOpbIX ByaeT cHUmMaTbCcs MeTka B onuuu C-VLAN (415 nepegayn HeTermnpoBaHHOro
Tpadvka K abBOHEHTCKOW CTaHLuMK), He AO/DKHbI ObITb UCNOIb30BaHbI B TETMPOBAHHOM BUAE HA
abOHEHTCKOWN CTaHUMW 1 B NO/Ib30BaTE/IbCKOM CETU HKE aB0HEHTCKOM CTaHUUN.
5. B cnyyae, ecnun Ha VAP HacTpoeHa Enterprise-aBTopu3auns 1 ans knveHta Ha RADIUS-cepsepe
6b171 yKa3aH C-VLAN, TO UMEHHO OH ByAeT NCNoNb30BaTbCA A1 PaboThl C AaHHLIM KIIMEHTOM, T.€.
C-VLAN, HacTpoeHHbIn Ha VAP 6a30B0o cTaHLumu, 6yaeT NpourHopupoBaH.

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# customer-vlans
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/customer-vlanst clients (nepexop B pasgen clients ais
HaCTPOWKN cnucka cooTBeTcBus MAC-agpeca nosb3oBarens nVLAN-ID)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/customer-vlans/clients# add XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aipec yCTPOMCTBA, A/151 KOTOPOro HeobxoAnumMo ycTaHoBUTL C-VLAN. s
yaaneHus agpeca s cnmucka ucnosb3yiite komaHay del)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/customer-vlans/clients# XX:XX:XX:XX:XX:XX
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# vlan-id Y (rge Y
— VLAN-ID, KOTOpbIi 6yA€eT ncnosb3oBaH Kak C-VLAN as1a nonb3oBatensi ¢ MAC-aapecom

XX XXX XXX XX:XX)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/customer-vlans/clients# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/customer-vlans# enable true (Bk/it0ueHvie paboThl
nokanbHoro C-VLAN Ha VAP. 1nsa oTkatoueHus BBeauTe false)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/customer-vlans# save (coxpaHeHve HacTpoek)

BkntoueHune cKpbITOro SSID

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# hidden true (Bk/itoueHve ckpbIToro SSID. 119 OTK/IH4eHUsA
BeeauTe false)
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OrpaHuuyeHne KonmyecTBa KJiMeHToB Ha VAP

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# sta-limit X (rze X — MakcrmasibHO LOonyCcTUMOe YUCTIO
NOAK/I0YAEMbIX K BUPTYa/IbHOWM CETU K/TMEHTOB)

Bk/iloueHve U30nsLumn KIIMEHTOB Ha VAP

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# station-isolation true (Bk/1r0ueHvie nzonaumsa Tpaduka
MexXay KIveHTaMu B npegenax ogHoi VAP. s oTknodeHus seegute false)
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

HacTpolika orpaHu4eHnsi CKOpocTu

HacTpoiika orpaHn4yeHuns nponyckHOW CNOCOGHOCTY B HanpaBaeHun o1 6a30B0i CTaHUMK A0 KIMEHTOB
(Kakaoro B OTAENbHOCTU), NOAKAYEHHbIX K IaHHOW VAP (STA Limit Down)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — makcumasibHas CKOpOCTb
B KbuTt/c)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/itoueHvie wennepa. [Ans
oTKNtoYeHus seeauTe off)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-txi# exit

HacTpoiika orpaHn4yeHmnsa nponyckHOW CNOCOGHOCTM B HanpaBAEHUW OT KAVEHTOB (KaXA0ro B
OTAE/IbHOCTU), NOAKNOYEHHbIX K AaHHOW VAP, 10 6a30B0i cTaHumu (STA Limit Up)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rge X — mMakcumasibHas CKOpOCTh
B Kbut/c)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bx/itoueHne werinepa. ns
oTKNtoYeHus seeuTe off)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit

HacTpoiika orpaHn4yeHnsa nponyckHOW CNOCOGHOCTM B HanpaBAeHuy 0T 6a30B0 CTaHUMN A0 KIUEHTOB (B
CYMMe), NOAK/YEHHbIX K AaHHO VAP (VAP Limit Down)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# shaper-per-vap-tx (HacTpoiika weinepa B HanpasieHnn ot
TOYKM AOCTyna [0 KMEHTOB (B CyMME), NOAKIYEHHbIX K AaHHO VAP)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rae X — MakcumasibHasi CKOpoCTh
B Kbut/c)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/itoueHvie weinepa. 515
oTKNtoYeHus seeuTe off)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit

HacTpoiika orpaHn4yeHnsa NnponyckHOW CNOCOGHOCTM B HanpaBAEeHUM OT KINEHTOB (B CymMMe),
NOAK/IYEHHbIX K AaHHOW VAP, 10 6a30B0W cTaHumm (VAP Limit Up)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rae X — mMakcumMasibHast CKOpoCTh
B Kbut/c)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/itouervie wennepa. [ns
oTKNtoYeHus seeauTe off)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit

© HauunHas ¢ Bepcun MO 1.12.0 NosBMIACL BO3MOXHOCTb HACTPanBaTh MHAMBUAYA IbHbIE
orpaHnyYeHns NPoMnycKHON CNOCOBHOCTU ANA KIMEHTOB.
[aHHoe orpaHuyeHve NponyckHom cnocobHOCTN ByaeT pacnpoCTPaHATLCA TOMIbKO Ha
KOHKPETHOrO K/IMEeHTa, /1 OCTaJ/TIbHbIX KIIMEHTOB, MOAK/IHOUYEHHbIX K AaHHOW VAP, 6yayT
pacnpoCcTpaHATLCA OrpaHnyeHns, 3a4aHHble B 00LeM Lwelinepe (HacTporika npeacTaBneHa
BblLLIE)
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

HacTpoiika nHameuayasibHOro orpaHMyeHns NponyckHOM CNOCO6HOCTU B HANpPaBAEHUN OT KOHKPETHOIO
KNWEeHTa, NOAKAHYEHHOIO K AaHHOW VAP, 10 6a30BOI CTaHLUK (RX)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-rxi clients
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-rx/clients# add XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-apec yCTPOMCTBa, A151 KOTOPOro Heo6XxoAnuMO YCTaHOBUTbL OrpaHnyeHune. ns
yaaneHus agpeca us cnmcka ucnosb3yiite komaHay del)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-rx/clients# XX:XX:XX:XX:XX:XX
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-rx/clients/XX:XX:XX:XX:XX:XX# value X (rge X
— MakcuMmasibHasi CKOpocTb B KGUT/C)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-rx/clients/XX:XX:XX:XX:XX:XX# mode kbps
(BkItoYeHMe welinepa. Ans BbikaoyeHns seegute off)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-rx/clients/XX:XX:XX:XX:XX:XX# exit

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-rx/clients# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTpoiika nHameuayanbHOro orpaHMyeHns NponyckHOM CNOCO6HOCTU B HaNpaBieHn OT 6a30BO
CTaHLMWN 40 KOHKPETHOIO KAMEHTa, NOAKAKYEHHOIO K aHHOo VAP (TX)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-txi clients
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-tx/clients# add XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-apec yCTpOMCTBa, A151 KOTOPOro Heo6XxoAnuMO YCTaHOBUTbL OrpaHnyeHne. ns
yaaneHus agpeca us cnmcka ucnosb3yiite komaHay del)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-tx/clients# XX:XX:XX:XX:XX:XX
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-tx/clients/XX:XX:XX:XX:XX:XX# value X (rge X
— MakcuMmasibHasi CKOpoCTb B KGUT/c)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-tx/clients/XX:XX:XX:XX:XX:XX# mode kbps
(BkItoYeHMe welinepa. Ans BbikaoyeHns seegute off)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-tx/clients/XX:XX:XX:XX:XX:XX# exit

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-tx/clients#exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-per-sta-txi# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap# save (CoOxpaHeHne HacTpoek)

HacTpoiika weinepa ansa multicast/broadcast B HanpaBneHWM OT KAWEHTOB (B CYMME), NOAKAKYEHHbIX K
OaHHo VAP

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# shaper-mcast-bcast-rx
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-mcast-bcast-rx # value X (rge X — makcrmasibHas
CKOpOCTb B KGUT/C)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-mcast-bcast-rx# mode kbps (Br/itoueHve weinepa.
[na BbikoyeHna seeute off)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-mcast-bcast-rx# exit

HacTpoiika wennepa ans multicast/broadcast B HanpaBaeHWM 0T TOYKM JOCTYNA A0 KANEHTOB (B CyMME),

NOAKNHYEHHbIX K IaHHO VAP

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# shaper-mcast-bcast-tx
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-mcast-bcast-tx# value X (rge X — makcumasnsHas
CKOpOCTb B KGUT/C)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-mcast-bcast-tx# mode kbps (Bk/itoueHmne weinepa.
[na BbikoyeHna seeute off)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/shaper-mcast-bcast-tx# exit
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PykoBoacTBO no akcnnyataumm WOP-2ac-LR5

Bbi6op cnocoba npuoputTusaymum

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHas13 npvoputeta ns nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3Ha4YeHne No yMon4aHuto: true. B aTom criyvyae aHannsmpyercs
npuopuTeT 13 nonst DSCP 3aronoBka IP-nakeTa)

HacTtpoiika KOHTpons gocTyna no MAC

WOP-2ac-LR5(config):/interface/wlan1-va0/vap# acl

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/acl# mac
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (re XXX XXK XX

— MAC-agpec ycTpolicTBa, KOTOPOMY HEOOXOAMMO paspeLLnTb/3anpeTnTb 4OCTYN. 19 yaaneHns agpeca
13 cnucka ucnonbaynte komaHay del)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/acl/mac# exit
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/acl# policy allow (BLI60p nonTViKK, NP KOTOPOU K AaHHOA
VAP 6yfeT paspeLleHo nogknoyarbes To/bKO TeM KmeHTam, MAC-agpeca KOTOpbIX COAEPXaTCs B CMNCKE.
3HauyeHune no ymonyaHuto: deny — noanTrKa, Npy KOTOPOW K AaHHON VAP ByaeT 3anpeLyeHo NoAKIvaTbCs
KnneHtam, MAC-agpeca KOTOpbIX COAEPXKaTcs B CNMCKE)

WOP-2ac-LR5(config):/interface/wlan1-va0/vap/acl# enable true (Bk/itoueHvie BbIGPaHHOM NONUTUKM LOCTYNA.
[na otknoveHus seegute false)

MannuHr VLAN

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# vlan-mapping
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/vlan-mapping# rule
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/vlan-mapping/rule# add namel (rie namel — nms npasuia
mMannuudra. 4na yganeHus npasuna ncnosnbayite komaHay del)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/vlan-mapping/rule# namel
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/vlan-mapping/rule/namel# eth-vlan-id X (rge X — VLAN ID B
Ethernet)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/vlan-mapping/rule/namel# eth-priority X (rae X — npuopuret
802.1P npu nepepadye B Ethernet. Bo3MOXHble 3HavyeHust: 0-7, auto. ECAv npuopuTeT auto Uam He
onpegeneH B JaHHON onuum — 6yaeT NCNob30BaTbCH NCXOLHbIN)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/vlan-mapping/rule/namel# wlan-vlan-id X (rze X — VLAN ID BO
WLAN)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/vlan-mapping/rule/namel# wlan-priority X (rze X

— npuopuTeT 802.1P npu nepegaye Bo WLAN. Bo3amoxHble 3Ha4YeHus: 0-7, auto. ECnmn npuopuTeT auto nnm
He onpegeneH B AaHHOW onumn — 6yAeT UCNob30BaTbCs MCXOOHbINA)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/vlan-mapping/rule/namel# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/vlan-mapping/rule# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/vlan-mapping# enable true (Bx/1t0ueHve vian-mapping. [na
oTK/Io4YeHns BeeauTe false)
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PykoBoacTBO no akcnnyataumm WOP-2ac-LR5

Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# mac-priority
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority# rule
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule# add namel (rge namel — vvg npasuia
npuoputesaumn no MAC. inga yganeHus npasuna ucnosb3yite komaHay del)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule# namel
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOYHMKA, eCN1 napaMeTp He 3adaH, Uin ero 3HaYeHne SBAsIETCS NyCcTol
CTPOKOIA, TO OH He ByAeT NCNOMb30BaTbCS NPY MPOBEPKE HA COBNaAeHus)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-apec noayyartesisi, eC/v napameTp He 3aaH, Un ero 3HaudeHne aB/sieTcs
NycTOIA CTPOKOW, TO OH HE ByAEeT UCNOMb30BaThbCA NPY MPOBEPKE HA COBNAAeHUS)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule/namel# wlan-priority X (rge X — nproputet
802.1P npu nepepade Bo WLAN. Bo3aMOXHble 3Ha4yeHus: 0-7, auto. EC/iv npuopuTeT auto Nan He onpeaenex
B JAHHOW onuun — 6yaeT NCNoNb30BaTbCSA NCXOAHbIiA)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule/namel# eth-priority X (rae X — npuoputet
802.1P npu nepepade Bo WLAN. Bo3aMOXHble 3Ha4YeHus: 0-7, auto. EC/iv npuopuTeT auto Nan He onpeaenex
B JAaHHOW onuun — 6yaeT NCNONb30BaTbCSA NCXOAHbIiA)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule/namel# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority# enable true (BktoueHve mac-priority. na
oTKNtoveHns seegute false)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamvma

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# mac-priority
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority# rule
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule# add namel (rge namel — vvg npasuia
npuoputesaumn no MAC. inga yganeHus npasuia ucnosb3yite komaHay del)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule# namel
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOYHMKA, eCN1 napaMeTp He 3adaH, Un ero 3HaYeHne SBAsIETCS NyCcTo
CTPOKOIA, TO OH He ByAeT NCNOMb30BaTbCS NPY MPOBEPKE HA COBNaaeHus)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-afipec nonyyartesisi, eC/ivm napameTp He 3aaH, Uan ero 3HadeHne aB/sieTcs
NycTOli CTPOKOW, TO OH HE ByAeT UCNOMb30BaThbCA NPY MPOBEPKE HA COBNAAEHUS)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule/namel# wmm-queue X (re X — ouepeb
WMM a5 gaHHoro npasuna. Bo3amoxHble 3HaueHust: bk, be, vi, vo, auto. Ecin ouepeap auto nnm He
onpeaeneHa B JaHHOR onuun — 6yaeT aHaNM3npoBaTbcs NpuopuTeT DSCP B nakeTe)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule/namel# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority/rule# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/mac-priority# enable true (BktoueHe mac-priority. [na
oTKNtoveHns seeaute false)
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PykoBoacTBO no akcnnyataumm WOP-2ac-LR5

MpuopuTtunsauusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# ip-priority
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority# rule
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/ip-priority/rule# add namel (rae namel — nvs npasuna
npuoputesaumu no IP. Ana yganeHus npasuia Ucnosb3yiite komaHay del)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule# namel
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule/namel# src-ip XXX.XXX.XXX. XXX (rae
XXXXXX:XX:XX:XX — IP-aApec MCTOYHMKA, eCIM NapaMeTp He 3adaH, Un ero 3Ha4YeHue SABASETCs NyCTou
CTPOKOIA, TO OH He ByAeT NCNOMb30BaTbCS NPY MPOBEPKE HA COBNaAeHus)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule/namel# dst-ip XXX. XXX.XXX. XXX (rze
XXXXXX:XX:XX:XX — IP-agpec nonyyatens, eCnm napamMmeTp He 3a4aH, v ero 3Ha4eHue SBAsIeTCs NyCcTom
CTPOKOIA, TO OH He ByAeT NCNOMb30BaTbCS NPY MPOBEPKE HA COBNaaeHus)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule/namel# wlan-priority X (rze X — npnoputet
802.1P npu nepepade Bo WLAN. Bo3aMOXHble 3Ha4yeHus: 0-7, auto. EC/iv npuopuTeT auto Nan He onpeaenex
B JAHHOW onuun — 6yaeT NCNoNb30BaTbCSA NCXOAHbIiA)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule/namel# eth-priority X (rae X — npvopuret
802.1P npu nepepade Bo WLAN. Bo3aMOXHble 3Ha4YeHus: 0-7, auto. EC/iv npuopuTeT auto Nan He onpeaenex
B JAaHHOW onuun — 6yaeT NCNONb30BaTbCSA NCXOAHbIiA)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule/namel# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority# enable true (Bx/it0ueHve ip-priority. [na
oTKNtoveHns seegute false)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamvma

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# ip-priority
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority# rule
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule# add namel (rae namel — nvs npasuna
npuopuTesaummn no IP. Ans yganeHunsa npasuna ncnosnb3yinte komaHay del)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule# namel
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule/namel# src-ip XXX.XXX.XXX. XXX (rae
XXXXXXXX:XX:XX — IP-apec UCTOYHMKA, ECNN NapaMeTp He 3aaH, Un ero 3HadeHve ABASeTCA NycTol
CTPOKOW, TO OH He ByAeT UCMOo/b30BaTbCA NPV NPOBEPKE Ha CoBNaAeHNs)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule/namel# dst-ip XXX.XXX.XXX. XXX (rze
XXXXXXXX:XX:XX — IP-agpec nonyyarens, ecnv napamerp He 3aaH, Wiy ero 3HadyeHune SABMSeTCs nycTomn
CTPOKOW, TO OH He ByAeT UCMNOo/b30BaTbCA NPV NPOBEPKE Ha COBNaAeHNs)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule/namel# wmm-queue X (rge X — ovepenb WMM
ANS AaHHOro npasuia. Bo3amoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto nnm He onpegeneHa
B AaHHOW onumn — 6yaeT aHanm3nposatbes npuopuTeT DSCP B nakeTe)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule/namel# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/ip-priority/rule# exit
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/ip-priority# enable true (Bk/itoueHve ip-priority. [ns
oTKNtoveHns seeaute false)

© Ecnv naket nonagaet ogHoBpeMeHHO nog npasuna Vlan-Mapping, MAC-Priority v IP-Priority, To
pelueHne o npucsoeHmmn npuoputeta 802.1P 6yaeT npuHATO Ha ocHoBe Priority-Order — npuoputeta
npasuna, rae 1 — MMHUMasnbHbIi npuopuTeT, 100 — MakcManbHbIiA MPUOPUTET.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamsbicLumia Priority-Order.
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MopsaoK npuopuTUsaLmm

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# priority-order
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/priority-order# mac X (rae X — npruopuTeT AaHHOro rnpasusia.
Bo3MOXHble 3HaueHus: 1-100. BbiCLUMA NpUOPUTET NMEET 3Ha4veHne 100)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/priority-order# ip X (rge X — npyoputeT faHHOro npasusia.
Bo3MOXHble 3HaueHus: 1-100. BbiCLUMA NpUOpPUTET UMEET 3Ha4veHne 100)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/priority-order# vlan X (rae X — npuoputeT gaHHoro npasuia.
Bo3MOxHble 3HaueHuns: 1-100. BbiCLUNA NpUOpUTET UMEET 3HauveHne 100)

OrpaHu4yeHue KosimyecTBa MyJ/IbTUKACTOBLIX Fpynn ANs KJneHTa

O6u,ee orpaHnyeHune KoanyectTBa rpynn aa4a Kaxxaoro KnmeHTa, noAKAHn4YeHHOro K IQ,aHHOI‘/II VAP

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# multicast-group-limits
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/multicast-group-limits# default-limit X (rze X

— MaKCUMasibHOe KOMIMYEeCTBO MY/ IbTUKACTOBbIX FPYMN, Ha KOTOPblE MOXET NOANMUCATLCA K/IUEHT.
Bo3MOXHble 3Ha4YeHus: 1-64. [0 yMON4aHuio: 64)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/multicast-group-limits# enable true (Bk/t0ueHve multicast-
group-limits. nsa oTknoveHnsa seegute false)

VHamsuayanbHoe orpaHn4yeHve KoamM4yecTBa rpynn Aad onpeaesieHHoro kKnveHra

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# multicast-group-limits
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-limits# mac
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-limits/mac# add XX:XX:XX:XX:XX:XX (rae
XXXX:XX:XX:XX:XX — MAC-agpec yCTpOiicTBa, A1 KOTOPOro 3aJaeTcs orpaHuyeHune. Ansa yaaneHms
ncnonb3yiTe komaHay del)

WOP-2ac-LR5(config):/interface/wlanl-va0/vap/multicast-group-limits/mac# XX:XX:XX:XX:XX:XX (rze
XXXXXXXX:XX:XX — MAC-agpec yCTpOIicTBa, AN KOTOPOro 3a4aeTcs orpaHn4eHune)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-limits/mac/XX:XX:XX:XX:XX:XX# limit X (rae X
— MaKCumasibHOe KOIMYECTBO MY/IbTUKACTOBLIX FPYMN, Ha KOTOPblE MOXET NOANMCATLCA AaHHbIA K/IUEHT.
B0o3MOXHble 3HAYEHUS: 1-64)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-limits/mac/XX:XX:XX:XX:XX:XX# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/multicast-group-limits/mac# exit
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/multicast-group-limits# enable true (Bk/1t0ueHve multicast-
group-limits. nsa oTknoveHnsa seegute false)

[lnsi BCex KNNEHTOB, /19 KOTOPbIX HE yKa3aHO MHAMBUAYaIbHOEe OrpaHnyeHne — byaet NpyMeHATbLCA obLlee
orpaHuyeHve KonnyecTsa rpynn, 3agaHHoe B «default-limit».
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dunbrpauyust BPDU-nakeToB

HacTpoiika counstpaunn BPDU-nakeToB Ansa onpegeneHHon VAP

WOP-2ac-LR5(config):/interface/wlanl-va0# common
WOP-2ac-LR5(config):/interface/wlanl-va0/common# bpdu-filter true (Bk/1toueHne cusistpaymm BPDU
nakeToB Ha AaHHol VAP. ins oTknoyeHns seeguTe false)

HacTpoiika comunstpaunm BPDU-naketoB ansa nHrepdeiica eth0

WOP-2ac-LR5(config):/interface/ethO# common
WOP-2ac-LR5(config):/interface/eth0/common# bpdu-filter true (Bk/toueHne cunstpaymm BPDU nakeToB Ha
nHTepdeiice eth0. Ansa otknoveHns seeguTe false)

dunbTpayms MynbTUKACTOBbIX Fpynn

(DI/I]'IpraI:I,I/IH MYBTUKACTOBLIX TPYyNN ANA KabKA0ro KJineHTa, NoAK/II0HYEHHOIO K lQ,aHHOI‘/JI VAP

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# multicast-group-filter
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-filter# global (nepexos B pasgesn HacTpoinkm
dunnbTpaymMmn MysTUKACTOBbIX FPYNN ANs BCEX KNNMEHTOB. ECnmn HE06X0ANUMO HACTPOUTbL OrpaHnUYeHne ans
KOHKPETHOTO K/iMeHTa nepenaute B pasgen client — npumep HaACTPOIKN HUXKE)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/multicast-group-filter/global# enable true (sknt0ueHne
dunnsTpaymm MybTMKACTOBbIX FPYNN A1 BCEX KNMEHTOB Ha VAP. [insa oTkntoueHne seeaute false)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-filter/global# policy deny (Bci60p nonutmkm
paboTbl huabTpaunm MynbLTUKCTOBbLIX rpynn: deny — My/IbTUKACTOBbIE TPYNMbl U3 CnncKa ANnsa AaHHon VAP
3anpeueHsbl; allow — MynbTYKACcTOBbIE FPYNMbl U3 CNMcKa AN AaHHOK VAP pa3peLLeHbl)
WOP-2ac-LR5(config):/interface/wlanl-va0/vap/multicast-group-filter/global# group
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-filter/global/group# add XX:XX:XX:XX:XX:XX
(rae XX:XX:XX:XX:XX:XX — MAC-agpec MynbTMKaTOBOW Fpynnbl, 4151 KOTOPOW 3agaeTtca punstp. s
yAaneHus ncnonb3yiTte komaHay del)

(DI/I]'IpraI:I,I/IFI MYITUKACTOBLIX TPyNn And onpeaesieHHoro K/inedTa, noAK/II04EHHOIO K lQ,aHHOI‘/JI VAP

WOP-2ac-LR5(config):/interface/wlanl-va0/vap# multicast-group-filter
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-filter# client (nepexoz B pasgesn HacTpoinkm
dnnbTpaymMn MysTUKACTOBbIX FPYNN A1S ONPEAEIEHHONO KNMEHTA)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-filter/client# add XX:XX:XX:XX:XX:XX (rae
XX XX XX XX:XX:XX — MAC-agpec KNIMEHTCKOro yCTPOMCTBA, A4J/15 KOTOPOro HacTpanBaeTcst ounbtp. Ans
yAaneHus ncnonb3yiTte komaHay del)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-filter/client# XX:XX:XX:XX:XX: XX
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX# enable true
(BK/IKOUYEHME NbTPaL MK MY/ILTUKACTOBBIX FPYNN ANs KmeHTa ¢ MAC-agpecom XX:XX:XX:XX:XX:XX. A5
oTkNtoveHne seeguTe false)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX# policy allow
(BbIGOP NOMUTUKM paboTbl OUNLTPALIMM MYNLTUKCTOBBIX FPyNn ANs kAveHTa: deny — My/ibTUKACTOBbIE
rpynnbl U3 cnmcka 3anpelyeHbl; allow — My/IbTUKACcTOBbIE TPYNMbl M3 CNNCKA pa3peLLeHbl)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX# group
(nepexopq, B pa3gen HaCTPOoiKmM CnMcKa MynbTUKACcTOBbIX Fpynn As1a KnneHta ¢ MAC-agpecom
XXXXXX XX XX:XX)
WOP-2ac-LR5(config):/interface/wlan1-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX/group# add
YY:YY:YY:YY:YY:YY (rae YY:YY:YY:YY:YY:YY — MAC-agpec My/bTUKACTOBOIA rpynnbl, MO KOTOPOW 6yaeT
paboTtatb uUNbTP. 418 yaaneHns rpynnbl U3 cnucka ncnosbayinte komaHay del)
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MNonntuka p8.60TbI (*)I/U'Ipra allow — 6enblit CMNCOK, NO3BOMIAET noanncarbCsAa TOJSIbKO Ha rpynrbl, yKa3aHHbIE B
Crncke. Deny - qepr||7| CMNCOK, 3anpewaeT noanmcbiBatbCA Ha rpynnsbl, yKasaHHbI€ B CMUCKE.

HacTpoiiku Radio

[N TOro Yto6bl USMEHUTL PagMoKaHaU, WMPUHY NO0ChI KaHasla UM MOLWHOCTb, UCMO/b3YITe crieaytowme
KOMaHApb!:

CMeHa paguoKaHasa, WWMPUHbI NOIOChI U MOLHOCTU paauouHTepdelica

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# wlanl

WOP-2ac-LR5(config):/interface/wlanl# wlan

WOP-2ac-LR5(config):/interface/wlanl/wlan# radio

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# tx-power X (rge X — ypoBeHb MOLLHOCTY B AEM)
WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# channel X (rge X — Homep cTtatuyeckoro kaHana, Ha
KOTOpoM ByaeT paboTaTrb ToUKa)

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# bandwidth X (rze X — winpuHa kaHana)

—_ = = =

5.3.5 JlononHutenbHble HacTpolikn Radio

N3meHeHue pexuma pa6oTbl paguo uHTepdeiica

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# work-mode X (rae X — pexvmv paboTel paavo
nHTepdelica cornacHo ctaHaapTy IEEE 802.11. BO3MOXHble 3HaYeHus:: a, an, ac)

BkntoueHne (MKCUPOBAHHOW LIEHTPasIbHO YacToTbl

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# center-frequency true (Bk/1t04eHnE HUKCMPOBAHHOM
LeHTpasIbHOW YacToTbl. 19 oTkNoveHns BeeauTe false)

N3meHeHne OCHOBHOIO KaHasna

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# control-sideband lower (napavietp moxeT npuHuMarh
3HayeHwue: lower, upper. o ymonyaHuto: upper)

BknroueHue ncnosib3oBaHus KOPOTKOro 3aluTHOIo UHTEpBasia

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# sgi true (Bk/it0ueHne NCNOIL30BaHNS YKOPOYEHHOTO
3alUMTHOrO MHTEpBasia And nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [Ans oTknouveHus eeeaute false)

BknroueHue STBC

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# stbc true (Bk/1H0UeHVe MeToga NPOCTPaHCTBEHHO-
BPEMEHHOro 6/104HOro KoanpoBaHus (STBC), HanpaBNeHHOro Ha MOBbILLEHNE HAAEXHOCTU nepeaaym
AaHHbIX. s oTknoveHns seeante false)
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BkntoueHue arperauum

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# aggregation true (Bk/it0ueHne arperauyy Ha Radio —
nogaep>xxkm AMPDU/AMSDU. insa oTkaoueHus seeauTte false)

BK/loUeHVe UCNO/Ib30BaHUA KOPOTKOI NpeaMGynbl

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# short-preamble true (Bx/i10ueHne ncnonb3oBaHns
KOpOTKOW npeambynbl naketa. Ansa otknoveHns seeaute false)

HacTtpoiika nonnuHra

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# polling
WOP-2ac-LR5(config):/interface/wlanl/wlan/radio/polling# enable true (Bx/itoueHne nonnvdra. Ans
oTK/Io4YeHns BeeauTe false)

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio/polling# tx-duration X (rae X — makcymasibHO BO3MOXHOE
BpeMsi nepegayn Tpadnka aboHEeHTCKONM cTaHumen B Mc. Bo3MOXHble 3HavyeHust: 1-100. 1o yMmonyaHuio:
10)

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio/polling# tx-modulation X (ckopocTs nepegauv a1
ynpaBAsowmx nakeToB. Bo3amMoXHbIe 3HAYEHUs: 6,9, 12,18, 24, 36, 48, 54. [0 ymon4yaHuio: 24)

BkntoueHne (OMKCMPOBaHHO KaHa/IbHOI CKOPOCTU nepeaauu

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# fixed-rate X (rae X — HazsaHve MOAYNALMN 3ar/1aBHbIMN
6ykBamun 6e3 Npobenos, Hanpumep — OFDM54, MCS15, NSS2-MCS9. PaspelleHHble 3HaueHns
onpeaensTcsa PpexxmnmMom padoTsbl pagnonHTepderica 1 WMPUHON NosoChl KaHana)
WOP-2ac-LR5(config):/interface/wlan1/wlan/radio# enable-fixed-rate true (Bk/1l04NTE hrKCYPOBaHHYO
KaHa/lbHYH CKOpPOCTb nepegadyn. s otkntoveHna seeanTe false)

OrpaHuyeHne KaHa/IbHOW CKOPOCTU nepegauu

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# maximal-rate-legacy X (rz1e X — HazsaHve Moay/IsLmmn
3arnaBHbIMK BykBaMun 6€3 Npo6enoB.. MNapaMeTp UCNosb3yeTcst NPy NOAKHYEHNN KNIMEHTOB B pEXUME
IEEE 802.11a)

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# maximal-rate-ht X (r1e X — HazsaHve mMoay s
3arnaBHbIMK BykBaMun 6e3 Npo6enoB. MNapaMeTp UCNob3yeTcst NPy NOAKIHYEHNN KNIMEHTOB B PEXUME
IEEE 802.11n)

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# maximal-rate-vht X (rne X — HazBaHue moaynaumm
3arnasHbIMK BykBaMun 6€3 Npo6enoB.. MNapaMeTp UCNob3yeTcst NPy NOAKHYEHNN KNIMEHTOB B pEXUME
IEEE 802.11ac)

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# enable-maximal-rate true (Bx/1104NTE OrpaHnyeHve
KaHa/IbHOW CKOpoCTu nepegayn. Ans oTknoyeHus seeguTe false)
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BkntoueHue welinepa Broadcast/Multicast

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# tx-broadcast-limit X (rze X — orpaHuyeHvie nepegaun
LLIMPOKOBELLLATENIbHOIO/MY/ILTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3bIBAETCA NUMUT A/1s
LLIMPOKOBELLLATENLHOIO Tpadnka B nak/c)

HacTpoliika ACK-TaimayTa

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# ack-timeout X (rae X — ACK-TarivayT. Bo3amoxHbIe
3HauyeHus:: 1-255. Mo ymonyaHumto: 64)

HacTtpoiika uHtepsana DTIM

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# dtim-interval X (rae X — nHtepsan DTIM. BO3MOXHble
3HayeHwus: 1-255. o ymonyaHuto: 1)

BkntoueHne QoS U U3MeHeHNe NapamMeTpoB

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio# qos
WOP-2ac-LR5(config):/interface/wlanl/wlan/radio/qos# enable true (npyv BKIHOYEHHOM ONUUN NPUMEHAKTCSH
napameTpbl EDCA, 3a8aHHble B KOHurypaumu. [ina otkaoyeHnsa seeguTte false)
WOP-2ac-LR5(config):/interface/wlanl/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS To4kM foCTyrna
(Tpadhuk nepeaaeTcs OT TOUKM AOCTYNA K KITUEHTY))
WOP-2ac-LR5(config):/interface/wlanl/wlan/radio/qos/edca-ap# bk (HacTporika napavertpos EDCA ans
HU3KONPUOPUTETHOIN ovepean (NpuopuTeTbl 802.1p: csl, ¢s2))
WOP-2ac-LR5(config):/interface/wlanl/wlan/radio/qos/edca-ap/bk# aifs X (rne X — Bpems oxumaaHns kaapos
[laHHbIX, N3MepsieMoe B cnotax. MpuHuMaeT 3HayeHus 1-255)
WOP-2ac-LR5(config):/interface/wlanl/wlan/radio/qos/edca-ap/bk# cwmin X (X — Hava/ibHOe 3Ha4yeHne
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHumaet
3HauveHus: 1, 3,7, 15,31, 63, 127, 255,511, 1023. 3Ha4yeHMe cwMin HE MOXET MPEBbILLATb 3HAYeHne cwMax)
WOP-2ac-LR5(config):/interface/wlanl/wlan/radio/qos/edca-ap/bk# cwmax X (rge X — makcumasibHoe
3Ha4YeHVe BPEMEHN OXKaaHMsA nepen NoBTOPHOM OTNPaBKOl Kaapa, 3aaeTcs B MUMIUCEKYHAAX.
MpuHMMaeT 3HadeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax A0/HKHO ObiTb 60/bLIE
3HauyeHust cwMin)

WOP-2ac-LR5(config):/interface/wlanl/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsasn BpemeHu, B
MUUCEKYHAAX, KOoraa KnveHTckas WME-CTaHumsa MMEeET NpaBo UHULMMPOBATbL Nepedady AaHHbIX No
6ecnpoBoAHON cpefe K ToUke AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNINCEKYHA)
WOP-2ac-LR5(config):/interface/wlan1/wlan/radio/qos/edca-ap/bk# exit
WOP-2ac-LR5(config):/interface/wlanl/wlan/radio/qos/edca-ap# exit
WOP-2ac-LR5(config):/interface/wlanl/wlan/radio/qos# edca-sta (HacTpoiika napameTpos QoS cTaHLmum
KnneHTa (Tpadmk nepegaercs OT CTaHUMM KiMeHTa A0 TOYKU [0CTyna))

MeToanka HacTpoiiki edca-sta aHanornyHa metoguke HacTpoiiku edca-ap.
HacTpoiika napameTpoB An1s ovepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.
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5.4 Hactpoiika WDS

© Mpu koHdurypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana (cm. HacTpoiikv Radio BbilLe).

HacTtpoiika WDS

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# interface

WOP-2ac-LR5(config):/interface# wlan1-wds0 (BL160p ninHka WDS. Bo3MOxHbIe 3HaveHns: wlanl-wds0
— wlanl-wds7)

WOP-2ac-LR5(config):/interface/wlan1-wds0# wds

WOP-2ac-LR5(config):/interface/wlan1l-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-azpec BCTPe4HO
TOYKM AOCTyna)

WOP-2ac-LR5(config):/interface/wlan1-wds0/wds# exit

WOP-2ac-LR5(config):/interface/wlan1-wds0# common
WOP-2ac-LR5(config):/interface/wlan1l-wds0/common# enabled true (Bx/1t0ueHvie nvHka WDS. 1715
oTK/o4eHns Beeaute false)

WOP-2ac-LR5(config):/interface/wlan1-wds0/common# exit

WOP-2ac-LR5(config):/interface/wlan1-wdsO# exit

WOP-2ac-LR5(config):/interface# wlani

WOP-2ac-LR5(config):/interface/wlan1# wlan

WOP-2ac-LR5(config):/interface/wlanl/wlan# wds

WOP-2ac-LR5(config):/interface/wlan1/wlan/wds# security-mode WPA2 (BL160p pexrva 6e30rnacHocTy
WPA2. Bo3aMOXHOe 3HadeHwue: off — 6e3 napons)

WOP-2ac-LR5(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1t04/raposib, He0OX0AMMBIA [J15
NOAK/MIOYEHMS K BCTPEUYHOWN ToUKe AocTyna. J/iMHa K/ioda Ao/MKHa COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WOP-2ac-LR5(config):/interface/wlanl/wlan/wds# enabled true (Bk/itoueHve WDS. [1151 OTKIHOHEHNS BBEAUTE
false)

WOP-2ac-LR5(config):/interface/wlanl/wlan/wds# save

AAAA
_ = = =

HacTpoiika BcTpeuHoli 6a30B0Ii CTAHLMUW BbINOHSAETCS aHA/TOMMYHO.
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BknioyeHue BO3MOXXHOCTU nepeaayuu 6onbwnx naketos B WDS

WOP-2ac-LR5
WOP-2ac-LR5

root):/# configure

config):/# interface

WOP-2ac-LR5(config):/interface# eth0

WOP-2ac-LR5(config):/interface/eth0# eth

WOP-2ac-LR5(config):/interface/eth0/eth# jumbo-support true (Bk/1104EHVIE BO3MOXHOCTY Nepesayn
6onbLIKX NakeTos. [Ana oTknoveHus seeaute false)

WOP-2ac-LR5(config):/interface/eth0/eth# exit

WOP-2ac-LR5(config):/interface/eth0# exit

WOP-2ac-LR5(config):/interface# exit

YBenuyeHve MTU Ha nHtepdericax

WOP-2ac-LR5(config):/interface# eth0

WOP-2ac-LR5(config):/interface/ethO# common

WOP-2ac-LR5(config):/interface/ethO/common# mtu X (rge X — 3HaueHne MTU. MakcumasibHoe 3HaveHne
2400)

— o~ —

WOP-2ac-LR5(config):/interface/eth0/commont# exit

WOP-2ac-LR5(config):/interface/eth0# exit

WOP-2ac-LR5(config):/interface# wlan1-wds0

WOP-2ac-LR5(config):/interface/wlan1-wdsO# common
):/

WOP-2ac-LR5(config
3Ha4veHune 2400)
WOP-2ac-LR5(config):/interface/wlanl-wdsO/common# save

interface/wlanl-wds0/common# mtu X (rae X — 3HaveHne MTU. MakcumasibHoe

5.5 CuctemHble HacTpoiiKn

5.5.1 O6HosneHue MO ycTpoiicTBa

O6HoBneHue MO Touku goctyna no TFTP

WOP-2ac-LR5(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HasBaHue daiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WOP-2ac-LR5-1.7.1_build_2.tar.gz)
WOP-2ac-LR5(root):/# firmware upgrade

OGHoBneHue MO Touku gocTtyna no HTTP

WOP-2ac-LR5(root):/# firmware upload http <URL gna ckaumBaHus canna NO> (npumvep: firmware upload
http https://eltex-co.ru/upload/iblock/7f9/WOP-2ac-LR5-1.7.1_build_2.tar.gz)
WOP-2ac-LR5(root):/# firmware upgrade

MepekntoueHne Ha pe3epBHY0 Bepcuto MO Touku gocTyna

WOP-2ac-LR5(root):/# firmware switch

80


https://eltex-co.ru/upload/iblock/7f9/WOP-2ac-LR5-1.7.1_build_2.tar.gz

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

5.5.2 YnpaBneHue KoHUrypaumei ycTpoictea

Copoc KoHdmrypauum yctTpoiictea B aethonTHOe COCTOsAHUE 6e3 COXpaHEHUA NapaMeTpoB
pocTyna

WOP-2ac-LR5(root):/# manage-config reset-to-default

C6poc KoHurypayum yctpoiictea B AeponTHoe COCTOAHUE C COXpPaHeHeM napamMeTpoB gocTtyna

WOP-2ac-LR5(root):/# manage-config reset-to-default-without-management

CkauyaTb KOH(hUrypaumoHHblii paiin yctpoiictBa Ha TFTP-cepBep

WOP-2ac-LR5(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (npvvep: manage-config
download tftp 192.168.1.15)

3arpysuTb KOH(UrypaLuuoHHblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-2ac-LR5(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <HasBaHue haiina
KOHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-2ac-LR5(root):/# manage-config apply (npuveHeHve koHhurypalmm Ha Touky ocTyna)

5.5.3 Tlepe3arpy3ka ycTponcTea

KomaHga ans nepesarpysku ycTpoiicTea

WOP-2ac-LR5(root):/# reboot

5.5.4 HacTtpolika pexnma ayTeHTugumkalmm

YCTPOIACTBO MMEET 3aBO/ICKYI0 YUETHYIO 3anvck admin ¢ naponem password. YaanuTb JaHHy0 YUYETHYIO
3anncb HeMb3sl. VI3MEHUTb Naposib MOXHO C MOMOLLBH YKa3aHHbIX HUXKE KOMaH.

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# authentication

WOP-2ac-LR5(config):/authentication# admin-password <HOBbIi1 Naponb ANA yyeTHoU 3anucu admin>
(0T 1 1O 64 CMMBO/IOB, BK/1H0HYAA NTaTUHCKUE BYKBbI U LINGpPbI)

WOP-2ac-LR5(config):/authentication# save

MImeeTca BO3MOXHOCTb CO34aTb AONOMHUTENbHbIX NOMb30BaTeNel A1 N0Ka/lbHON ayTeHTUdMKaUNK, a Takke
ayTeHTudgukauymm yepes RADIUS.
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© HosbIM NoNb30BaTENAM AO/MKHA 6bITh HA3HAYEHA OfHA U3 [ABYX POJIeii:
admin — nonb3oBaTesb C Takoli posibio BYAET MMETL NOJHbIA AOCTYN K KOH(UIYPUPOBaHMIO 1
MOHUTOPUHTY 6a30BOI1 CTaHLUWK;
viewer — nosib3oBartesib C Takoli posibto 6YAET MMETH AOCTYN TOMLKO K MOHUTOPUHIY 6a30BOI CTaHLMW.

CosgaHuve foNnoSIHUTESNbHbIX nosib3oBaresieli BbINO/HAETCS cnegyrouwimMmm KomaHgammn:

AOGaBHEHMe HOBbIX Nosib3oBarenei

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# authentication

WOP-2ac-LR5(config):/authentication# user

WOP-2ac-LR5(config):/authentication/user# add userX (rae userX — 1Msi HOBOW y4YeTHOW 3anucu. 115
yAasieHnsa ncnosnb3yinte komaHay del)

WOP-2ac-LR5(config):/authentication/user# userX

WOP-2ac-LR5(config):/authentication/user/userX# login userX (rge userX — 1Ms HOBOW YYETHOW 3anmncu)
WOP-2ac-LR5(config):/authentication/user/userX# password <[Maponb AnA yyeTHOW 3anucu userX> (0T 1 /10
64 CMBOJIOB, BK/1HO4aA NlaTHCKMe ByKBbl U LMdpbI)

WOP-2ac-LR5(config):/authentication/user/userX# role admin (no/sib30BaTENt0 BLIAAIOTCA NpasBa Ha
KOH(purypmpoBaHue. Bo3aMOXHOe 3HauYeHune: viewer — y4eTHOIN 3anncu dyaeT AOCTYneH TOIbKO
MOHWTOPWHT)

WOP-2ac-LR5(config):/authentication/user/userX# save

[na ayteHTudpmkaumm yepes RADIUS-cepBep He06X04MMO HACTPOUTL NapamMeTpbl AOCTYNa K HeMy.

HacTtpoiika napameTpoB gocTyna K RADIUS-cepBepy

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# authentication

WOP-2ac-LR5(config):/authentication# radius

WOP-2ac-LR5(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-2ac-LR5(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTOpbIii
NCNOMb3YeTCA A4/18 ayTEHTUdINKaLMK 1 aBTopusaumun. Mo ymonyaHuto: 1812)
WOP-2ac-LR5(config):/authentication/radius# auth-password secret (rze secret — kntoy an1a RADIUS-cepsepa,
MCNOJIb3yEMOro A5 ayTeHTUmKauumn n astopmsaumnn)

WOP-2ac-LR5(config):/authentication/radius# exit

WOP-2ac-LR5(config):/authentication# radius-auth true (Bk/1toueHve pexvma ayTeHTUurkaLum yepes
RADIUS-cepBep. Ans otkntoyeHnsa seeguTe false)

WOP-2ac-LR5(config):/authentication# save

© nNpu ayteHTudpmkaumm yepes RADIUS-cepBep 06513aTe/IbHO HEOBXOAMMO CO3/aTh JIOKA/IbHYIO YUETHYHO
3annce, kotopas byaeT aHasiornMyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpy 3TOM B 10Ka/IbHOW YYETHOW 3anucy 06513aTeNibHO Ao/MKHA ObITh yKasaHa posb, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecnn RADIUS-cepBep okaxeTcs HegoCTyNeH, ayTeHTUmKaumsa NpoiaeT no /I0KasibHOM
YYeTHOI 3anuncu.
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5.5.5 Hactpoliika DCHP-snooping

KomaHpb! ana HacTpoiiku DHCP-snooping

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# dhcp-snooping

WOP-2ac-LR5(config):/dhcp-snooping# enable true (Bk/1t0ueHe DHCP-snooping. 17151 OTK/IHO4EHVs BBEAUTE
false)

WOP-2ac-LR5(config):/dhcp-snooping# vlan (HacTpoiika DHCP-snooping A1 TerMpoBaHHOro Tpaduika)
WOP-2ac-LR5(config):/dhcp-snooping/vlan# add vlan-group (rae vlan-group — nms rpynnst VLAN, as15
KoTopbIx byaeT pabotarb DHCP-snooping)

WOP-2ac-LR5(config):/dhcp-snooping/vlan# vlan-group
WOP-2ac-LR5(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rae X — Homep VLAN, Y-Z — ananasoH
VLAN, KoTOpble 6yayT BXOAMTb B rpynmny vlan-group 1 Ans KoTopbix 6yaeTt pabotate DHCP-snooping.
Mpumep KoHdmrypauum nepeyHs VLAN: vid '10;100-110")
WOP-2ac-LR5(config):/dhcp-snooping/vlan/vlan-group# exit

WOP-2ac-LR5(config):/dhcp-snooping/vlani# exit

WOP-2ac-LR5(config):/dhcp-snooping# untag true (Bk/1toueHvie DHCP-snooping 4151 HETErMpoBaHHOIO
Tpaduka. Ana otknodeHns seegute false)

© Mo ymonuaHuio JoBEpPEHHbLIM NOPTOM cunTaeTcs Tonbko eth0. [ins Bcex nHTepdeiicos wlan1-vaX
— dhcp-trusted false. I3MeHUTb HACTPOIKM MOXHO C MOMOLLbHO KOMaHA, YKa3aHHbIX HUXE.

HacTpoiika goBepeHHoro nopta Ha VAP:

KomaHAbl Ansi HACTPOIiKN AOBEPEHHbIX NOPTOB

WOP-2ac-LR5
WOP-2ac-LR5

:/# interface

:/interface# wlanl-va0

WOP-2ac-LR5(config):/interface/wlanl-va0# common

WOP-2ac-LR5(config):/interface/wlanl-va0/common# dhcp-trusted true (Bk/1l0UeHVIE JOBEPEHHOIO NopTa.
Mpwn 3Ha4YeHn true paspeluaetcs pabota ¢ DHCP-cepBepoM, KOTOPbI HAXOAUTCS HA CTOPOHE K/TMEHTA,
MOAK/THOYEHHOTO K faHHo VAP. insa oTknioveHns seeaute false, B aTom criyvae pabota ¢ Takum DCHP-
cepBepoM byaeT 3anpeLleHa)

config
config

AAAA
—_ == =
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HacTpoiika gatbl U BpemeHU

KoMaHAbl AN HACTPOIiIKM CUXPOHU3aL MU BpeMeHu ¢ cepBepom NTP

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# date-time

WOP-2ac-LR5(config):/date-time# mode ntp (Bik/1toueHVe pexrma paboTel ¢ NTP. Bo3amoxHOe 3HaueHue:
manual — ycTaHOBKa BPEMEHW BPYUHYHO)

WOP-2ac-LR5(config):/date-time# ntp

WOP-2ac-LR5(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoska NTP-cepsepa)
WOP-2ac-LR5(config):/date-time/ntp# exit

WOP-2ac-LR5(config):/date-time# common

WOP-2ac-LR5(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBka
BPEMEHHOW 30HbI)

WOP-2ac-LR5(config):/date-time/common# save

—_ = =

5.6 MOHUTOPUHT

5.6.1 Wi-Fi knneHntnbl

[lna BbIBOAA MOHUTOPWHIa noAaktUeHHbIX Wi-Fi KnMeHToB ncnonb3yeTcs kKoMaHaa:

monitoring associated-clients <MAC-agpec knneHTa 1>... <MAC-agpec knneHta N> filter <napameTtp 1>...
<napametp N>,

rae <MAC-agpec knveHTa 1>... <MAC-agpec knmeHta N> — MAC-agpeca KJIMEHTCKUX YCTPOICTB,
NOAKNIOYEHHbLIX K TOUKe AocTyna. 15 Toro, YToobl BbIBECTU MHOPMALUIO N0 BCEM K/TMEeHTaM BBeguTe
BMecTo <MAC-agpeca knveHTta> all;

filter — cneuyansbHOE C/10BO, NOC/IE KOTOPOTO YKa3blBAKOTCSA NapaMeTpbl MOHUTOPWHIA, HE06X0AMMbIE
[UN1s1 BbIBOJA MO KNIMEHTY/KNEeHTaM;

<napamertp 1>... <napameTtp N> — napameTp/napamMeTpbl MOHUTOPUHIA, HE06XoAMbIE A5 BbIBOAA MO
KNWEHTY/KneHTam.

[lna BbIBOAA crivcKa NoaK/IYeHHbIX K TOUKe A0CTyna K/IMEHTOB HaxKMMTe nocsie monitoring associated-
clients knaBuiuy Tab.

WOP-2ac-LR5(root):/# monitoring associated-clients <Tab>

e0:d9:e3:7a:88:20
e0:d9:e3:93:f9:e0
all
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[N nonyyeHusi cnucka napameTpoB MoHuUTopuHra noche filter Haxmute knasumwy Tab.

WOP-2ac-LR5(root):/# monitoring associated-clients all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
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WOP-2ac-LR5(root):/# monitoring associated-clients (1711 monitoring associated-clients all)

index

interface

state

hw-addr

ssid

ip-addr

hostname

authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime
multicast-groups-count
wireless-mode
eltex-serial-number
eltex-firmware-version
eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
polling-max-resp-delay
name

Transmitted

(0]

wlanl-va®

ASSOC AUTH_SUCCESS
e0:d9:e3:7a:88:20
Eltex

192.168.1.1
WB-2P-LR5-revB
true

false

false

7814

(0]

(0]

13838

-89

-87

-44

-31

45

56

-38

-29

54

62

VHT NSS2-MCS8 SGI 780
VHT NSS2-MCS7 NO SGI 585
8OM

8OM

8OM

00:20:00

3

ac

WP29003628
2.8.0.16
WB-2P-LR5:rev.B
true

true

84 (not changed)
42 (not changed)
79

[cl ol ool oMo oMOo)

Received

Total Packets:

| 103569
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|

|

|

|

|

|

50 | 0%
1] 0%

2] 0%

2] 0%

145 | 0%
1460 | 2%
1410 | 2%
6643 | 10%
35849 | 56%
13054 | 20%
5350 | 8%

TX success: | 100
Total Bytes: | 146464636
Data Packets: | 103558
Data Bytes: | 143771443
Mgmt Packets: | 11
Mgmt Bytes: | 685
Rate Transmitted
ofdmé | 14
nssl-mcsoO | ©
nssl-mcs3 | ©
nssl-mcs4 | ©
nss2-mcs3 | 5554
nss2-mcs4 | ©
nss2-mcs5 | 39022
nss2-mcsé6 | ©
nss2-mcs7 | 43338
nss2-mcs8 | 14668
nss2-mcs9 | 973

| Multicast groups

| MAC | 1P

index

interface

state

hw-addr

ssid

ip-addr
hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2

Eltex

true
false
false
88

0

0

0

-89
-87
=77
-55
12

32
-59
-74

wlanl-va0
ASSOC AUTH_SUCCESS
e0:d9:e3:93:f9:e0

192.168.1.1
WB-2P-LR5-revC

I
| 88416430
| 63919
| 86752825
| 48
| 671
Received
0%
0%
0%
0%
5%
0%
37%
0%
41%
14%
0%
| Clients

1]
1] 169.
1] 169.
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snr-from-sta-1
snr-from-sta-2

36
24

tx-rate VHT NSS2-MCS5 NO SGI 468
rx-rate VHT NSS1-MCS8 NO SGI 351
rx—bw 80M

rx-bw-all 260M

tx-bw 80M

uptime 00:10:37
multicast-groups-count 0

wireless-mode ac

eltex-serial-number WP32000132
eltex-firmware-version 2.8.0.16
eltex-board-type WB-2P-LR5:rev.C
perftest-capable true

snr-rssi-capable true

link-capacity
link-quality

60 (not changed)
100 (not changed)
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link-quality-common 100

actual-tx-rate 0

actual-rx-rate 0

shaped-rx-rate 0

actual-tx-pps 0

actual-rx-pps 0

shaped-rx-pps 0

polling-max-resp-delay 0

name 1

Rate Transmitted Received

Total Packets: | 51 | 238 |
TX success: | 100 | |
Total Bytes: | 8418 | 76830 |
Data Packets: | 40 | 202 |
Data Bytes: | 6901 | 69636 |
Mgmt Packets: | 11 | 36 |
Mgmt Bytes: | 477 | 1396 |
Rate Transmitted Received

ofdmé | 13 | 25% 37 | 15%
nssl-mcs4 | © | 0% 3 1%
nssl-mcs5 | 4 | 7% 0 | 0%
nssl-mcs8 | © | 0% 20 | 8%
nss2-mcsl | © | 0% 8 | 3%
nss2-mcs2 | © | 0% 10 | 4%
nss2-mcs3 | 2 | 3% 18 | 7%
nss2-mcs4 | 20 | 39% 21 | 8%
nss2-mcs5 | 12 | 23% 38 | 16%
nss2-mcsé6 | © | 0% 78 | 32%
nss2-mcs7 | © | 0% 4 | 1%

Multicast groups: none
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BbiBoA UH(hOpMaLUN MO KOHKPETHOMY/KOHKPETHbIM KIMEHTY/K/IMeHTam

WOP-2ac-LR5(root):/# monitoring associated-clients e0:d9:e3:93:f9:e0 (eCTb BO3MOXHOCTb YKas3aTb
HECKOJIbKO mac-aZpecoB, HarnprMep, monitoring associated-clients e0:d9:e3:93:f9:e0 e0:d9:e3:7a:88:20)

index 1

interface wlanl-va@
state ASSOC AUTH_SUCCESS
hw-addr e0:d9:e3:93:f9:e0
ssid Eltex

ip-addr 192.168.1.1
hostname WB-2P-LR5-revC
authorized true
captive-portal-vap false
enterprise-vap false
rx-retry-count 89

tx-fails 0
tx-period-retry 0
tx-retry-count 0

noise-1 -89

noise-2 -88

rssi-1 -60

rssi-2 -60

snr-1 29

snr-2 28
rssi-from-sta-1 -59
rssi-from-sta-2 -74
snr-from-sta-1 36
snr-from-sta-2 24

tx-rate VHT NSS1-MCS9 NO SGI 390
rx-rate VHT NSS1-MCS8 NO SGI 351
rx—bw 80M

rx-bw-all 80M

tx-bw 80M

uptime 00:12:26
multicast-groups-count 0

wireless-mode ac

eltex-serial-number WP32000132
eltex-firmware-version 2.8.0.16
eltex-board-type WB-2P-LR5:rev.C
perftest-capable true

snr-rssi-capable true

link-capacity
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps

50 (not changed)
100 (not changed)
100

polling-max-resp-delay
name

ol oo oM oMo

Rate Transmitted Received
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Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

ofdmé

nssl-mcs4
nssl-mcs5
nssl-mcs8
nssl-mcs9
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7

Multicast groups: none

53
100
8737

24%
0%
7%
0%
1%
0%
0%
3%

37%

24%
0%
0%
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dun bTpauuna napameTpoB MOHUTOPUHIa

WOP-2ac-LR5(root):/# monitoring associated-clients e0:d9:e3:93:f9:e0 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBO/, OrpaHNYEHHOrO KOIMYecTBa NapaMeTpoB MOHUTOPWHIA N0 ONpeaesieHHOMY KMeHTY. EcTb
BO3MOXHOCTb YKa3aTb HECKO/IbKO MAC-a1pecoB)

hw-addr | e0:d9:e3:93:f9:e0
ip-addr | 192.168.1.1

tx-rate | VHT NSS1-MCS9 NO SGI 390
rx-rate | VHT NSS2-MCS4 NO SGI 351
uptime | 60:15:07

WOP-2ac-LR5(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBO/, OTPaAHNYEHHOro Ko/iMyecTBa napameTpoB MOHUTOPUHIA MO BCEM K/IMEHTaMm)

hw-addr | e0:d9:e3:7a:88:20
rssi-1 | -43
rssi-2 | -34
wireless-mode | ac
interface | wlanl-va0@
hw-addr | e0:d9:e3:93:f9:e0
rssi-1 | -52
rssi-2 | -51
wireless-mode | ac
interface | wlanl-va0@
5.6.2 WDS

[na moHnTopuHra WDS-coeMHeHuUin ncnosnb3yeTcs KomaHaa:

monitoring wds-entries <MAC-aZipec BCTPeUHOI cTaHummn 1>... <MAC-apec BCTpeYHoin cTaHumm N> filter
<napamertp 1>... <napameTtp N>,

rae <MAC-afipec BCTPEYHOI cTaHumm 1>... <MAC-aZipec BCTPEUHOI cTaHumu N> — MAC-agpeca BCTPEUHbIX
6a30BbIX CTaHLM, C KOTOPbIMW NOCTPOEHbl WDS-MOCThbI. [/15 TOro, YUTo6bl BbIBECTM UHPOpMAaLMIO N0 BCEM
BCTPEYHbIM CTaHUMSAM BBeAUTe BMeCTO <MAC-afpeca BCTPeYHoi cTaHumm> all;

filter — cneumanbHoe cnoBo, NOc/ie KOTOPOro yKasblBatOTCA NapameTpbl MOHUTOPWHIA, HE0BXOAMMbIEe
NS BbIBOAA MO OAHOM NN HECKO/TbKUM BCTPEUYHbIM 6a30BbIM CTaHLMSIM;

<napameTp 1>... <napameTp N> — napameTp/napameTpbl MOHUTOPUHra, HEOOXOAUMbIE ANS BbiBOAA MO
OZIHOW M/ HECKO/IbKMM BCTPEYHbIM 6a30BbIM CTaHLMAM.
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[nsi BbIBOAA CnycKa 6a30BbIX CTAHUMIA, C KOTOPbIMX NOCTpoeHbl WDS-MOCTbI, HXXKMUTE nocsie monitoring wds-
entries knasuwy Tab.

WOP-2ac-LR5(root):/# monitoring wds-entries <Tab>

e8:28:cl:ef:21:e0
e8:28:cl:ef:22:a0
all

[ nonyyeHusi cnucka napameTpoB MoHuTopuHra noche filter Haxmute knasumwy Tab.

WOP-2ac-LR5(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1
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BbiBog MHhopMaLmu no BceM BCTpeuHbiM BC

WOP-2ac-LR5(root):/# monitoring wds-entries (1711 monitoring wds-entries all)

index

interface

state

hw-addr

ip-addr
hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
wds-interface

tx-rate VHT NSS2-MCS8 SGI 780
rx-rate VHT NSS2-MCS7 NO SGI 585
rx—bw 80M

rx-bw-all 80M

tx—bw 80M

uptime 00:17:04
multicast-groups-count 0

wireless-mode ac
eltex—-firmware-version 1.12.0 build 335
eltex-board-type WOP-2ac-LR5
perftest-capable true

snr-rssi-capable true

link-capacity 78

link-quality 62

link-quality—-common 60

actual-tx-rate 1

actual-rx-rate 8

shaped-rx-rate 0

actual-tx-pps 0

actual-rx-pps 11

shaped-rx-pps 0

polling-max-resp-delay 0

name 0

Rate Transmitted Received
Total Packets: | 647 | 14394
TX success: | 99

(0]

wlanl
WIFI_WDS
e8:28:cl:ef:21:e0
100.110.1.56
WOP-2ac-LR5
false

false

false

2280

1

3

289

-88

-88

-32

-40

56

48

-39

-37

53

57
wlanl-wds0
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Total Bytes: | 240528 | 1769612 |
Data Packets: | 639 | 14386 |
Data Bytes: | 219677 | 1308671 |
Mgmt Packets: | | |
Mgmt Bytes: | | |

0%
1%
0%
0%
0%
0%
0%
4%

nssl-mcso0
nssl-mcsl
nssl-mcs2
nssl-mcs3
nssl-mcs4
nssl-mcs5
nssl-mcs6 3%
nssl-mcs7 2%

I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
nssl-mcs8 | 55 | 8%
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

407
12

nssl-mcs9 2%
nss2-mcsl 0%
nss2-mcs2 0%
nss2-mcs3 2%
nss2-mcs4 8%
nss2-mcs5 4%
nss2-mcs6 4%
nss2-mcs7 29%
nss2-mcs8 19%
nss2-mcs9 6%

96
250
1063
2265
9421
429

192
127

I
I
I
I
I
I
I
I
I
I
232 | 1%
I
I
I
I
I
I
I
I
I
I

Multicast groups: none

1

wlanl
WIFI_WDS
e8:28:cl:ef:22:a0
100.110.1.57
WOP-2ac-LR5
false

false

false

2180

1

3

289

-88

-88

-32

-40

56

48

-39

-37

53

index

interface

state

hw-addr

ip-addr
hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
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snr-from-sta-2
wds-interface

tx-rate

rx-rate

rx—bw

rx—bw-all

tx-bw

uptime
multicast-groups-count
wireless-mode
eltex-firmware-version
eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
polling-max-resp-delay
name

Total Packets: |
TX success: |
Total Bytes: |
Data Packets: |
Data Bytes: |
Mgmt Packets: |
Mgmt Bytes: |

I

I
nssl-mcsoO |
nssl-mcsl |
nssl-mcs2 |
nssl-mcs3 |
nssl-mcs4 |
nssl-mcs5 |
nssl-mcsé6 |
nssl-mcs7 |
nssl-mcs8 |
nssl-mcs9 |
nss2-mcsl |
nss2-mcs2 |
nss2-mcs3 |
nss2-mcs4 |
nss2-mcs5 |
nss2-mcsé6 |
nss2-mcs7 |

57

wlanl-wds0

VHT NSS2-MCS8 SGI 780
VHT NSS2-MCS7 NO SGI 585

I

I

I

I

| 86M

| 86M

| 86M

| 00:17:04

| ©

| ac

| 1.12.0 build 335

| WOP-2ac-LR5

| true

| true

| 78

| 62

| 60

| 1

| 8

| ©

| ©

| 11

| ©

| ©

| ©
Transmitted Received
647 | 14394
99 |
240528 | 1769612
639 | 14386
219677 | 1308671
8 | 8
405 | 589
Transmitted Received
1 | 0%
8 | 1%
1 | 0%
0 | 0%
0 | 0%
0 | 0%
5 | 0%
28 | 4%
21 | 3%
18 | 2%
55 | 8%
17 | 2%
0 | 0%
0 | 0%
19 | 2%
52 | 8%
28 | 4%
31 | 4%
192 | 29%

232
407
12

96
250
1063
2265
9421

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5
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nss2-mcs8 | 127 | 19% 429 | 2%
nss2-mcs9 | 44 | 6% 49 | 0%

Multicast groups: none
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BbiBog MHhopMaL MK NO OA4HOI UU HECKONIbKUM BCTpeUHbIM BC

WOP-2ac-LR5(root):/# monitoring wds-entries e8:28:c1:ef:21:e0 (eCTb BO3MOXHOCTb YKa3aTb HECKO/IbKO
mac-afpecos, HarnprMep, monitoring wds-entries e8:28:c1:ef:21:e0 e8:28:c1:ef:22:a0)

index | ©
interface wlanl
state WIFI_WDS
hw-addr e8:28:cl:ef:21:e0
ip-addr 100.110.1.56
hostname WOP-2ac-LR5
authorized false
captive-portal-vap false
enterprise-vap false
rx-retry-count 2743
tx-fails 1
tx-period-retry 1
tx-retry-count 387
noise-1 -88
noise-2 -87

rssi-1 -35

rssi-2 -40
snr-1 53
snr-2 47
rssi-from-sta-1 -52
rssi-from-sta-2 -48
snr-from-sta-1 39
snr-from-sta-2 45

wds-interface

wlanl-wds0

tx-rate VHT NSS2-MCS7 SGI 650
rx-rate VHT NSS2-MCS7 SGI 650
rx—bw 80M

rx-bw-all 80M

tx—bw 80M

uptime 00:20:47
multicast-groups-count 0

wireless-mode ac
eltex—-firmware-version 1.12.0 build 335
eltex-board-type WOP-2ac-LR5
perftest-capable true

snr-rssi-capable true

link-capacity 61

link-quality 75
link-quality—-common 59

actual-tx-rate 1

actual-rx-rate 22

shaped-rx-rate 0

actual-tx-pps 0

actual-rx-pps 13

shaped-rx-pps 0
polling-max-resp-delay 0

name 0

Rate Transmitted Received
Total Packets: | 784 | 16910
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TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

nssl-mcso0
nssl-mcsl
nssl-mcs2
nssl-mcs3
nssl-mcs4
nssl-mcs5
nssl-mcs6
nssl-mcs7
nssl-mcs8
nssl-mcs9
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9

Multicast groups: none

99
293177
776
267942

245
173

0%
1%
0%
0%
0%
0%
0%
3%
2%
2%
7%
2%
0%
0%
2%
6%
4%
4%
31%
22%
7%

2082267
16902
1540814

391
514
12

107
457
1349
2545
10806
496

PykoBoacTBO no akcnnyataumm WOP-2ac-LR5
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dunbTpaums napamMeTpoB MOHUTOPUHTA

WOP-2ac-LR5(root):/# monitoring wds-entries e8:28:c1:ef:21:e0 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBO/, OrpaHNYEHHOrO KOIyecTBa NapaMeTpoB MOHMTOPWHIA NO onpeaeseHHol 6a30Boii
CTaHUuN. ECTb BO3MOXHOCTb YKa3aTb HECKO/IbKO MAC-aipecoB)

hw-addr | e8:28:cl:ef:21:e0

ip-addr | 100.110.1.56

tx-rate | VHT NSS2-MCS9 NO SGI 780
rx-rate | VHT NSS2-MCS6 NO SGI 526.5
uptime | 00:22:31

WOP-2ac-LR5(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface
eltex-firmware-version (BbIBOA OrpaHM4Ye€HHOro KOIM4ecTBa napameTpoB MOHUTOPUHIA NO BCEM 6a30BbIM

wlanl-wds@
1.12.0 build 335

wds-1interface
eltex-firmware-version

CcTaHumMsIM)
hw-addr | e8:28:cl:ef:21:e0
rssi-1 | -38
rssi-2 | -41
wireless-mode | ac
|
I

wlanl-wdsl
1.12.0 build 335

wds-1interface
eltex-firmware-version

hw-addr | e8:28:cl:ef:22:a0
rssi-1 | -60
rssi-2 | -62
wireless-mode | ac
I
I

5.6.3 Tect ckopocTu

HacTtpoiika Tecta ckopocTu

WOP-2ac-LR5(root):/# configure

WOP-2ac-LR5(config):/# perftest

WOP-2ac-LR5(config):/perftest# server-ip X.X.X.X (rge X.X.X.X — |P-afpec, KoTopbIii OyaeT HazHa4vyeH
NHTEpdeicy abOHEHTCKON CTaHUMM Ha BPeMS BbINOSIHEHWUS TecTa. o ymonyaHuio: 192.0.4.1.
PekomeHayeTcs HacTpanBaTb NOACETb, KOTOPAsk He UCMOJIb3YeTCH Ha LEeNCTBYIOLLEN ceTn)
WOP-2ac-LR5(config):/perftest# client-ip X.X.X.X (rae X.X.X.X — |P-afpec, KOTopbI OyAeT HazHayvyeH
NHTEpdency 6a30BO CTaHLMM Ha BPeMS BbINOSIHEHMA TecTa. 1o ymonuaHuto: 192.0.4.2. PekomeHayeTcs
HacTpaumBaTb NOACETb, KOTOPAs He NUCNONb3YETCS Ha AENCTBYIOLLEN CETH)
WOP-2ac-LR5(config):/perftest# netmask X.X.X.X (rae X.X.X.X — macka nofceTun, Kotopasi UCrosib3yTcsa /15
TecTa. o ymonyaHuio 255.255.255.0)

WOP-2ac-LR5(config):/perftest# vlan-id X (rge X — VLAN ID, ucnonb3yemsbiii Ans Tecta. 1o ymonyaHuio: 7.
PekomeHpyeTtcs HacTpanaTb VLAN ID, KOTOPbI/ HE UCMNO/b3YyeTCs Ha AEeNCTBYIOLLEN ceTun)
WOP-2ac-LR5(config):/perftest# save
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5.6.4 WNHchopmauusa o6 ycTpouctee

WOP-2ac-LR5(root):/# monitoring information

11:07:25 14.11.2022
22:21:03

1.12.0 build 335
1.12.0 build 335

system-time

uptime

software-version
secondary-software-version

boot-version 1.4.2.1
memory-usage 40
memory-free 13
memory-used 78
memory-total 92
cpu-load 1.2
cpu-average 0.82
is-default-config false

WOP-2ac-LR5:rev.B
WOP-2ac-LR5:rev.B
EQ:D9:E3:49:77:F0
EQ:D9:E3:49:77:F0

board-type
hw-platform
factory-wan-mac
factory-lan-mac

factory-serial-number WP35000056
hw-revision 2.2
session-password-initialized false

ott-mode false
last-reboot-reason firmware update
test-changes-mode false
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5.6.5 CeteBasn nHopmaums

WOP-2ac-LR5(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | EO:D9:E3:49:77:F0
rx-bytes | 460887
rx-packets | 3275

tx-bytes | 2509267
tx-packets | 2259
IPv4 information:

protocol | dhcp
ip-address | 100.115.40.28
netmask | 255.255.255.0
gateway | 100.115.40.1
DNS-1 | 100.110.1.253
DNS-2

WOP-2ac-LR5(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 10515558
rx-packets: 30323
tx-bytes: 4052982
tx-packets: 21664

WOP-2ac-LR5(root):/# monitoring arp

# ip mac
0 100.110.0.252 9c:5c:6e:83:e5:5d
1 100.110.0.191 a8:f9:4b:aa:3f:21

WOP-2ac-LR5(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 100.110.0.1 0.0.0.0 uG bro
100.110.0.0 0.0.0.0 255.255.255.0 u bro
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5.6.6 becnpoBogHble MHTepechl

© [na BbiBoga MHOPMALMKM 0 GECTIPOBOAHLIX MHTEPGIEicax Ha Bepcusax ctapiue 1.12.0 build 335
ncnonb3yetcs komaHga monitoring radio.

WOP-2ac-LR5(root):/# monitoring radio-interface

wlanl:
name: wlanl
band: 5

hwaddr: E0:D9:E3:xX:XX:XX
status: on

noise-1: -92

noise-2: -92

utilization: 0

channel: 100

tx-power: 24

thermal: 32

bandwidth: 80

frequency: 5500

5.6.7 WHdopmaunsa o coctosiHum MCC

WOP-2ac-LR5-SYNC(root):/# monitoring cluster-synchronization

status | running

MAC Ready Master Slot Delay Me

e8:28:cl:ef:22:40 | true | true | 5 0
e8:28:cl:ef:22:30 | true | false | 5 | © | true |
5 0]

e8:28:cl:ef:22:00 | true | false | | | false |
PTP 1info:

port-state | SLAVE

servo-state | SERVO_LOCKED_STABLE
master-offset | 223

path-delay | 3376
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5.6.8 >XypHan cobbITuii

WOP-2ac-LR5(root):/# monitoring events

Jan 1 03:00:15 WOP-2ac-LR5 daemon.info networkd[1054]:

lease on 100.110.0.226.

Dec 7 17:03:00 WOP-2ac-LR5 daemon.info monitord[1150]: event:

PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

DHCP-client: Interface br0 obtained

'authenticated' mac:

EQO:D9:E3:7A:BE:CO ssid: 'test' dinterface: wlanl-va® channel: 40 rssi: -65 location: 'root'

reason: 0

Dec 7 17:09:48 WOP-2ac-LR5 daemon.info monitord[1150]: event:

'deauthenticated by AP' mac:

EQO:D9:E3:7A:BE:CO ssid: 'test' dinterface: wlanl-va® channel: 40 rssi: -64 location: 'root'

reason: 3 description: 'Deauth at STA leave BSS'
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5.6.9 CnekTpoaHasM3aTop
CnekTpoaHanm3arop npefocTtasnseT MHPOPMaL Mo O 3arpyXXeHHOCTU KaHas10B.

Bpems aHanu3a Bcex paaroKkaHaioB AvanasoHa COCTaB/seT NPUMEPHO 5 MUHYT.

© Bo Bpemst paboThl CNekTpoaHan13aTopa NPOUCXOANT OTK/IIOUEHNE BCEX K/TMEHTOB OT 6a30B0Ii
cTaHumn. AGOHEHTCKME CTaHLMKN NOoAK/IYaTCA CHOBA TO/IbKO TOrA4a, Korga cnekrpoaHavMsarop
3aKOHYMT CBOKO paboTy.

B pesynbrate paboTbl CNeKTpoaHanM3aTopa B KOHCO/b 6yAeT BblAaHa MHOPMALIMS O 3arpy3Ke Kaaoro
KaHana (B npoueHTax):

WOP-2ac-LR5(root):/# monitoring spectrum-analyzer

Interface: wlanl last scanned channel: 230

Channel| CCA
32| 0%
33| 1%
34| 0%
35| 0%
36| 4%
37| 9%
38| 8%
39| 7%
40| 22%
41| 10%
42| 21%
43| 27%
44| 4%
45| 0%
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6 MNpouenypa BOCCTaHOB/IEHUA CUCTEMbI Nocsie 6058 Npy 06HOBIEHUN NPOrPaMMHOro
obecneyeHuns

Ecnv npwv BbINOMHEHWM NpoLEeAypPbl 06HOBMEHMS NPOrPaMMHOro o6ecnedeHust (Yuepe3 web-uHtepdpeiic unm
yepes MexaH13mM aBTOMaTMYeCckoro 0GHOB/IeHUst Ha OcHOBe npoTokosia DHCP) npousolen c6oii (Hanpumep,
13-3a CNly4aiiHOro OTK/THOUEHUsI MUTaHKS), B pe3y/bTaTe Yero JasibHelias paboTa ycTpoiicTBa ctana
HEBO3MOXHOI (MHAMKaTop «Power» NOCTOSIHHO FOPUT KPaCHbLIM LIBETOM), BOCMO/b3YTECH CeAyoWmM
a/IrTopMTMOM BOCCTAHOB/IEHUSA Pa6oTOCNOCOGHOCTM YCTPOIACTBA:

PacnakyiiTe apxvB ¢ dpain/ioMm NporpaMMHOro obecneyeHus.

MoakntoumTe MK K NOPTY YCTPOWCTBA, YCTAHOBUTE Ha CETEBOM MHTepdielice agpec U3 NoaceTu
192.168.1.0/24.

3anyctuTe Ha MK TFTP-knueHTa (ana Windows pekomeHayeTcsi ucnonb3oBarb nporpammy Tftpd32), B
KauecTBe agpeca yaasiEHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegaumn Bobibepute gaiin linux.bin n3
pacnakoBaHHOIO apxvsa nporpaMmMHoOro obecrnevyeHus.

3anycTuTe KomaHgy oTnpasku thaiina Ha yaaneHHblin xocT (komaHga Put). [lo/mkeH 3anycTuTbCs
npouecc nepefayv aiina Ha yCTponcTBeo.

Ecnv npouecc nepegauu thainna Havasncs, LOXAMTECH €r0 OKOHYaHWS, MOC/1e Yero yCTPonCTBO
npov3BefeT 3an1cb NPOrpaMMHOro o6ecrnevyeHuns B NnamAaTb U aBTOMAaTUYECKN BbIMOJTHUT 3aryck
cucTembl. Bpems 3anuncu coctaBnsieT okosio 8 MUHyT. O6 ycneLwwHOM BOCCTaHOB/IEHMMN YCTPOICTBA
CBUAETENbCTBYET OPaHXEBbIV WX 3eNeHbIR LUBET nHankatopa «Power». [Npy aToM Ha ycTpolicTee
coXpaHsieTcs KoHdurypauums, kotopas 6bi1a fo c6os. Ecnm nogknoumTbes K YCTPONCTBY He yaaétcs —
npousseanTe c6pOC Ha 3aBOACKNE HACTPOIKN.

Ecnu npouecc nepegauu thainna He Hadyasics, y6eanTechb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOMnbloTepa 1 nonpobyiTe elle pa3. B cnyyae Heyaayum — yCTPOMNCTBO HEOOGXOAMMO OTNPaBnTb B
PEMOHT N160 BbINO/THUTL BOCCTAHOB/IEHUE, NOAK/THOUMBLUMCE K ycTpoicTBy no COM-nopTy yepes
cneupanbHblii agantep (Npy ero HaIMunm).
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7 CnncoK M3MeHeHUI

Bepcusa gokymeHTa Jarta Bbinycka CopepxaHue n3mMeHeHui
Bepcusa 2.1 02.12.2022 CuHxpoHu3saums ¢ sepcuein MO 1.12.0
KoppekTupoBkKa:

+ 2.2 XapakTepuCTUKM yCTpOoCTBa

+ 4.5.9 MNoameHio «/Hopmalms 06
yCcTpoiicTBe»

+ 4.6.1 NogmeHto «Radio»

+ 4.8.1 NogmeHo «WDS»

+ 4.9.2 MogmeHo «JocTyn»

* 4.10.6 NogmeHo «KypHan»

+ 5.3.4 JononHuTenbHble HacTpoliku VAP

Bepcusa 2.0 31.01.2022 CuHxpoHn3auus ¢ Bepcumeii MO 1.10.0
[obaBneHo:

+ 5.2.3 NogmeHto «KoHTpOsb
[OCTYNHOCTU»
KoppekTuposka:

+ 4.5.1 NogmeHto «Wi-Fi KMneHTbI»

+ 4.5.7 NogmeHio «Hdopmauus o
pagnounHTepdence»

+ 4.9.1 NogmeHo «CuctemMHas
KoHurypaLus»

+ 5.3.4 JononHuTenbHble HacTpoliku VAP

Bepcusa 1.10 11.10.2021 CuHxpoHn3auus ¢ Bepcueii MO 1.9.0
[o6aBneHo:

+ 3.3 PekomeHgaummn no obecneyeHmto
rpo303aluThbl
+ 3.5 MoHTax komnnekta WOP-2ac-LRS
RFE
+ 5.6.5 Hactpoiika DHCP Snooping
KoppekTtuposka:

4.5.1 MogmeHto «Wi-Fi KMeHTbI»

4.5.2 MopmeHo «WDS»

5.3.4 lononHuTenbHble HAacTpoikn VAP
5.7 MOHUTOPWHT
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

Bepcus gokymeHTa Jarta Bbinycka CopepxaHne UsmeHeHumn
Bepcua 1.9 25.06.2021 CuHxpoHn3auus ¢ Bepcuelii MO 1.8.2
Jo6asneHo:

+ 4.5.8 NogmeHto «MexceKkTopHas
CUHXPOHU3aLUSA»
+ 5.6.4 HacTpolika pexmma
ayTeHTudmkaumm
+ 5.7.2 TecT ckopocTu
KoppekTupoBska:

* 2.3 OCHOBHble TEXHNYECKNE
napameTpbl

+ 4.5.1 NogmeHto «Wi-Fi KMneHTbI»

+ 4.5.7 NogmeHto «MHdopmauus o

pagnovHTepdeice»

4.6.3 NogmMeHto «CUHXPOHM3auus»

4.10.4 NMogmeHto «AyTEHTUdMNKaLNSA»

5.2 HacTpolika ceTeBbIX NapameTpoB

5.4.1 lononHWTENbHbIE HACTPOKM

Radio

+ 5.6.4 HacTpoiika pexuma
ayTeHTudmKaumum

+ 5.7.3 NHhopmauumsi 06 ycTpolicTee

Bepcua 1.8 21.12.2020 CuHxpoHu3zauums c sepcuein N0 1.7.0
[obaBneHo:

* 4.6.3 NogmeHto «CUHXPOHM3auuns»
* 5 YnpaBs/ieHne yCTponCTBOM C
NMOMOLLIbKO KOMaHAHOM CTPOKM

Bepcua 1.7 20.08.2020 CuHxpoHn3auus ¢ Bepcueii MO 1.6.0
[o6aBneHo:

* 4.3 TeCTOBbI pEXUM
+ 4.5.7 NogmeHio «Hdopmauus o
paavnovHTepdeiice»
* Mopgpasaen «kKOHTPOsIb AocTyna no
MAC» B nogmeHto «VAP»
KoppekTnpoBka n ogmeHio «Ctatuctmka no

Tpaq)VIKy»

Bepcusa 1.6 07.04.2020 CuHxpoHuzauus ¢ Bepcueii MO 1.5.0
KoppekTnpoBka nogmeHto «O6HosneHne MO
ycTpoiicTBa»

Bepcusa 1.5 31.01.2020 CuHxpoHnsauus ¢ Bepcueii MO 1.4.2

Bepcua 1.4 11.12.2019 CuHxpoHu3auus ¢ sepcueid MO 1.4.1
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PykoBoacTBO no akcrnyartauun WOP-2ac-LR5

Bepcus gokymeHTa Jarta Bbinycka CopepxaHne UsmeHeHumn

Bepcua 1.3 06.11.2019 CuHxpoHu3auus ¢ Bepcuelii MO 1.4.0

KoppekTupoBka:

=

OHCTPYKTUBHOE UCMOMHEHME
oHTax ycTpoiictea WOP-2ac-LR5
XypHan cobbiTnii

Radio

QoS

NooZ

<
=S
n o

CrcteMHas KoHurypaums
JocTtyn
1 O6HoBNeHue MO ycTpoicTea
4.9.6 flata n Bpems

+ 5 CnekTtpoaHanumsaTtop
[ob6aBneHo:

N —

24
+ 33
+ 4.4
+ 4.5.
+ 4.5
+ 4.6
47
+ 4.8.
+ 4.8.
+ 4.0.

+ 4.9.5 XypHan
Bepcua 1.2 28.06.2019 CuHxpoHusaums ¢ sepcuein MO 1.3.0
[ob6aBneHo:
+ CnekTpoaHannsarop
Bepcua 1.1 20.09.2018 CuHxpoHu3saums ¢ sepcuein MO 1.2.0
KoppekTupoBska:
+ YacToTHble NOMOCHI 1 KaHabl B
AnanasoHe STy u6 My gna Wi-Fi
WHbopmauus 06 ycTpolictse

Wi-Fi knneHTbI
CkaHupoBaHue achmpa

Joctyn
Bepcusa 1.0 28.04.2018 MepBasa nybnvkaums
Bepcusa nporpaMmMHOro 1.12.0
obGecneueHus
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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