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fo6asneHbl pasaensbi:

3.2.3 YcraHoBKa ycrpoiictea MES35001-10P Ha DIN-peiiky
5.23.1 lnarHocTMKa megHoro Kabensa

4.5.1.2 PaclumpeHHas HaCTPOMKA YPOBHA A0CTyNa

5.23.1 ilnarHocTMKa megHoro Kabens

5.24.3 Hactpoiika ¢pyHKummn MAC Address Notification

U3meHeHusA B pasgenax:

2.1 HasHaueHue

2.2.8 flononHuTenbHble GYHKLUMN

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepUCTUKH

2.4.4 CeeToBaA uHAMKaLUA

4.4 Pexxum paboTbl KOMMYyTaTOpa

5.8 KoHdurypauma BpeMeHHbIX MHTepBaaoB time-rang

5.9.4 Hactpoiika uHtepdoeiica IP

5.11.3 Hacrtpoiika TexHonorumn Multi-Switch Link Aggregation Group
(MLAG)

5.12 Hacrpoiika IPv4-agpecauun

5.15.5.1 Hactpoiika npoTtokona STP, RSTP

5.19.4 MpoTokon ynpasneHus cetbio (SNMP)

5.29.1 Hactpoiika QoS

5.30.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.30.6 Hactpoiika Route-Map

[o6asneHo onucaHne mogeneii Kommyratopos MES2300B-24,
MES2300DI-28, MES2300D-24P, MES35001-10P, MES3300-48F, MES5310-48

Bepcua 1.30

21.05.2024

N3meHeHus B paspenax:

2.4.4 CeBeToBaA UHAUKaUMUA

5.9.1 Napamertpbl Ethernet-untepdgeiicos, Port-Channel n Loopback-
nHTepdeiico

Bepcua 1.29

18.04.2024

fAo6asneH pasaen:
5.24.7 dyHkumnoHan First Hop Security

U3meHeHUA B paspgenax:

5.9.3 Hacrpoiika Private VLAN

5.19.1 MexaHusm AAA

5.30.3 Hacrpoiika npotoKona OSPF, OSPFv3
5.31 KoHurypauusa VXLAN

[o6asneHo onucaHue mogeneit kKommyratopos MES2300-24P,
MES2300B-24F, MES3300-08F, MES3300-16F

Bepcua 1.28

15.03.2024

JNo6aBneHo onucaHue mogenu Kommyratopa MES5410-48

Bepcua 1.27

29.02.2024

CuHXpoHU3auua c sepcueit N0 6.6.2.9

Bepcua 1.26

15.12.2023

U3meHeHunA B pasaenax:

5.11.2 NMpoTtokon arperaummn KaHanos LACP

5.14.1 NMpotokon IPv6

5.30.1 KoHdurypauma ctaTUuecKoi mapLupytTmsaumm

5.30.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.30.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

[o6aBneHo onucaHue mogenet Kommytatopos MES2300-48P,
MES2300B-48, MES3300-48

Bepcua 1.25

09.10.2023

fAo6aBneHo onucaHune moaeneii kKommyraropos MES2300-24, MES3300-24

Bepcusa 1.24

07.09.2023

U3meHeHunA B pasaenax:
2.3 OCHOBHbIe TeXHUYECKUE XapaKTEPUCTUKMU
5.30.10 Hacrpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.23

26.07.2023

U3meHeHus B pasgenax:

2.2.3 ®dyHKLUM BTOPOro YPOBHA ceTeBoi moaenu 0S|

5.4 KomaHAbl ynpaBaeHUsa cuctemoii

5.10 Storm Control gna pasnnuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.15.5.2 Hactpoiika npotokona MSTP

5.17.5 Radius-aBTopusauusa sanpocos IGMP

5.18.1 NMpotokon PIM

5.24.3 KoHTponb npotokona DHCP u onuusa 82
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5.29.1 Hactpoiika QoS
5.30.3 Hacrtpoiika npoTtokona OSPF, OSPFv3
5.30.12 KoHdwurypauma BupTyanbHoii o6nactu mapwpytusauuu (VRF lite)

fNo6aBneHo onucaHue moaeneii Kommytatopos MES3300-24F

Bepcua 1.22

7.04.2023

M3meHeHun B paspenax:
5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.19.7 Hactpoiika goctyna

Bepcusa 1.21

10.03.2023

[o6aBneHbl pasaensl:
5.18.2 ®dyHKuuA PIM Snooping

U3meHeHUA B paspgenax:

2.3 OCHOBHble TeXHUYECKUEe XapaKTePUCTUKN

4.4 Pexxum paboTbl KOMMYyTaTOpPA

5.15.2 Hactpoiika npotoKosa ARP

5.16 Voice VLAN

5.17.1 dyHKUMA nocpeaHUKa npoTtokona IGMP (IGMP Snooping)
5.18.1 NMpotokon PIM

5.18.4 ®dyHKuua IGMP Proxy

5.19.7.1 Telnet, SSH

5.24.2 MpoBepKa NOAJMHHOCTU K/IMEHTA HA OCHOBE NopTa (cTaHAapT
802.1x)

5.30.1 KoHdurypauma ctaTUuecKon mapLupyTusaumm

5.30.3 Hacrpoiika npotoKona OSPF, OSPFv3

5.30.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

5.30.12 KoHdwurypauma BupTyanbHoii o6nactu mapwpyTtusaumm (VRF Iite)
5.31 KoHdurypauma VXLAN

Bepcua 1.20

11.11.2022

U3meHeHusa B paspenax:
5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

Bepcua 1.19

30.09.2022

N3meHeHus B paspgenax:
5.15.5.1 Hacrtpoiika npotokona STP, RSTP
5.30.1 KoHurypauma ctaTUuecKon mapLupyTmsaumm

Bepcua 1.18

29.07.2022

fAo6asneHbl pasaensi:
5.31 KoHdwurypauua VXLAN

U3meHeHUA B paspgenax:

2.3 OCHOBHbIe TeXHUYECKNE XapaKTepuUCTUKH
2.4 KOHCTPYKTUBHOE UCNONIHEHUE

5.15.5.1 Hactpoiika npoTtokona STP, RSTP
5.18.1 NMpotokon PIM

Jo6aBneHo onucaHue mogeneii kKommyratopos MES5400-24, MES5400-48

Bepcua 1.18

05.03.2022

[o6aeneHbl pasaensbi:

5.15.8 Hacrtpoiika ¢pyHKumm Flex-link

5.11.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation Group
(MLAG)

5.24 IP Service Level Agreements (IP SLA)

U3meHeHunA B pasaenax:
5.11 Mpynnbi arperauum KaHanos — Link Aggregation Group (LAG)
5.12 Hacrpoiika IPv4-agpecaunmn

Bepcuna 1.17

31.01.2022

fAo6asneHbl pasaensi:
5.15.8 Hactpoiika ¢pyHkuum Flex-link
5.15.9 Hactpoiika ¢pyHKumm Layer 2 Protocol Tunneling (L2PT)

U3meHeHunA B pasaenax:

4.3 3arpy3ouyHoe meHio

5.9.2 Hactpoiika VLAN 1 peXXMmoB KOMMYyTaLuuu nHTepdeiicos
5.17.1 ®yHKuMa nocpegHuka nporokona IGMP (IGMP Snooping)
5.21 3epKanuposaHue (MOHUTOPUHT) NOPTOB

5.29.1 Hactpoiika

6.1 MeHio Startup

Bepcusa 1.16

18.06.2021

N3meHeHus B pasaenax:
2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKU
5.12 Hacrpoiika IPv4-agpecauun

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP)

Bepcua 1.15

09.02.2021

fo6asneHbl pasaensbi:

5.6.3 KomaHpab! ana pesepsupoBaHUA KOHpUrypauumn

5.17.4 ®dyHKumMAa orpaHuyeHusa multicast-tpapuka

5.17.5 RADIUS-aBTOopu3auus sanpocos IGMP

5.30.6 Hactpoiika Route-Map

5.30.7 Hactpoiika Prefix-List

5.30.9 banaHcupoBKa Harpysku Equal-Cost Multi-Path (ECMP)

U3meHeHusA B pasgenax:

2.2.3 GyHKUMKM BTOPOro YPOBHA ceTeBo mogenu OSI

2.3 OCHOBHbIE TEXHUYECKUE XapaKTEPUCTUKMU

2.4.4 CeeTOBaA UHAUKALMUA

4.5.1 ba3oBas HacTpoKa KOMMyTaTopa

4.5.2 Hactpoiika napameTpoB cuctembl 6e3onacHocTn

5.4 KomaHAbl ynpaBaeHUsa cuctemoii

5.6.2 KomaHgbl ana pabotbl ¢ paitnamm

5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

5.9.2 Hactpoiika VLAN 1 peXXMmoB KOMMyTauuu nHTepdeincos
5.10 Storm Control gna pasnuuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.15.1 Hactpoiika npotokona DNS — cuctembl SOMEHHbIX UMEH
5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP)

5.17.1 ®yHKuMA nocpegHUKa npotokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA

5.20 }KypHan aBapwmii, npoToKon SYSLOG

5.24.1 ®yHKuMmn obecneyeHuns 3awWwmTbl NOPTOB
5.29.2Cratuctnka QoS

5.30.3 Hacrpoiika npotoKona OSPF, OSPFv3

Bepcua 1.14

24.11.2020

M3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYECKNE XapaKTepuUCTUKH
5.6.2 KomaHpab! ana pabotbl ¢ paiinamu

5.26 KoHpurypauua DHCP-cepsepa

Bepcua 1.13

12.06.2020

[o6aeneHbl pasaensbi:
5.30.8 HacTpoiiKa cBA3KM Kntouen

U3meHeHUA B paspgenax:

2.2 dyHKUUM KOMMyTaTOpA

2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKU
5.1 ba3oBble KOMaHAbI

5.9 KoHdurypauua unrepoeiicos u VLAN
5.17 I'pynnoBas agpecauus

5.19 ®yHKUMM ynpaBaeHUus

Bepcua 1.12

20.11.2019

U3meHeHus B pasgenax:
2.3 OCHOBHbIE TeXHUYECKNEe XapaKTePUCTUKU

Bepcma 1.11

15.10.2019

U3meHeHunA B pasaenax:
5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.19.4 MpoTokon ynpasneHus cetbto (SNMP)

Bepcua 1.10

20.05.2019

[o6aBneHo onucaHue mogeneit Kommytatopos MES5316A, MES5324A,
MES5332A

Bepcua nporpamm-
Horo obecneuyeHus

6.6.4
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HELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnwucaHue
B KBaZpaTHbIX CKOBKax B KOMAHAHOM CTPOKE YKa3blBAOTCA HeobA3aTebHble
[1 nmapameTpbl, HO MX BBOJA, NpPeaoCTaBAAeT onpeaefeHHble A0NO/HUTENbHbIE
onuuu.
0 B ¢u1rypHbix CKOBKax B KOMAHAHOW CTPOKE YKa3blBAOTCA BO3MOXKHble 06A3a-
TesnbHble NapameTpbl. Heobxoanmo BbI6paTh OANH U3 NApPamMeTPOB.
«,» [JaHHble 3HAaKKU B ONMCAHUM KOMaHZAbl UCNONb3YIOTCA ANA YKAa3aHWA AManaso-
«» HOB.
«|» [JaHHbIN 3HaK B ONMCaHMM KOMaHAbl 0603HAYaeT KUANY.,
«f» JaHHbIN 3HaK B onNncaHWe KOMaHAbl YKa3blBAeT Ha 3HAa4YEeHME NO YMOJIYaHMIO.
K Calibri Kypcmneom Calibri ykasbiBatoTca nepemeHHble Uan napameTpbl, KOTopble He0b-
ypcue Calibri o
XOAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM WUJIU CTPOKOWA.
MNonyKupHobiii MoNy*KMpPHbIM WPUHTOM BblAENEHBI MTPUMEYAHUA U NpeaynperKaAeHUs.
<lMonyxcupHoliii MonyXMpPHbIM KYpPCUBOM B YrNOBbIX CKOBKax yKa3blBAlOTCA Ha3BaHMA KNaBuULL
Kypcue> Ha K/laBuaType.
Courier New MNony*unpHbim LWpndtom Courier New 3anmcaHbl npumepbl BBOAA KOMAHA,
. Wpudtom Courier New B pamKe € TEHbIO YKa3aHbl pe3y/bTaTbl BbINOJHEHMWSA
KOMaHZ,

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HACTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTH
Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-

/f‘ MpumeyaHua coaepKaTt BaXKHYHO MHd)OpMaLI,MIO, coBeTbl W pekomeHaauumn no ncnosib-
L]

Tepe AaHHbIX.
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A ELTEX

1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NMOCTPOEHMUIO CceTel CBA3U B COOTBETCTBMMU € KoHUenumneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/AbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX U BbICOKOMPOU3BOAUTENBbHBIX
TPAHCMNOPTHbIX CETEN, KOTOPblE ABAAKTCA ONMOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPE CETEN CAeayloLLero
NOKONEHUA.

MNepepgaya wMHPoOpmaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciuTtaba,
noapa3symeBaeT BbI6GOpP TaKo TOMONOTMKN CETU, KOTOPaA NO3BOMAET MTMBKO OCYLIECTBAATL pacrnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTaTtopsbl cepmin MES2300, MES3300, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 moryT
NCNO/b30BaTbCA Ha CETAX KPYMHbIX NpeanpuaTMii U NpeanpuaTMii manoro U cpegHero 6usHeca (SMB), B
onepatopckux ceTax. OHM o0b6ecneynmBaloT BbICOKYHO MNPOU3BOAMTENbHOCTb, TMBKOCTb, 6e30MacHOCTb,
MHOTOypoBHeBOe KauyecTBo obcayskmBaHua (QoS). Kommytatopbl MES2300-24, MES2300-24P,
MES2300B-24F, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32 06/1a4at0T MOBbILLEHHOM
HaAEeXHOCTbIO 3a CYET pPe3epBUPOBAHMA Y3108, onpedensaolwmx becnepebonHocTb GYHKLMOHMPOBAHUA —
Mmoaynei NUTaHUA U Mogynen BeHTUAALMN.

KommyTtatopbl MES5400-24, MES5400-48, MES5410-48, MES5500-32 oTBeyaloT TpeboBaHMAM
LeHTpoB 06paboTkM AaHHbIX K Top-of-Rack n End-of-Row-kommyTtaTopam v TpeboBaHMAM onepaTopoB K
obopyaoBaHUIO ceTel arperaumm U MarncTpanbHbIx ceTei, obecnevymBan BbICOKYHO NPOM3BOAUTENbHOCTb U
SKOHOMUYecKK 3ddeKTUBHOE peLleHme.

B HacToALleM pyKoOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKMEe XapaKTepPUCTUKN, peKoMmeHaaummn
Nno Haya/ibHOM HaCTpOVIKe, CMHTAKCNC KOMaHA4 AnAa KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOPOB.
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HELTEX

2 OINUCAHUE U3AENUNA

2.1 HasHauyeHue

KommyTtatopbl MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 3T0 BbICOKONpPOU3BOANTENb-
Hble YCTPOWCTBA, NpeAHa3HaYeHHble 418 UCMO/b30BaHNA B LeHTpax 06paboTkm gaHHbix (LLOJ) B KauecTse
Top-of-Rack nnm End-of-Row KommyTaTOpOB, a TaKKe B CETAX arperaumm 1 MarmcTpasbHbIX CETAX ONepaTo-
poB CBA3M.

KommyTaTtopbl MES5400-24, MES5400-48 ocHalueHbl MHTepdeiicamn 1000BASE-X/10GBASE-R u
40GBASE-R/100GBASE-R. B pexume pacuienneHma HG-uHTepdeica nogaepskusaetca paboTta Ha CKOPOCTAX
1T6éut/c, 10 F6ut/c n 25 romut/c. Pexxnm pacliensieHns no3soasAeT paclenntb Ao 6 HG-uHTepdeiicos, 4To B
cymme paet 24 TWE-untepdeical.

KommyTtatop MES5410-48 ocHaleH uHTepdeincamm 10GBASE-R/25GBASE-R n 40GBASE-R/
100GBASE-R. B pexxunme pacuienneHmsa HG-uHtepdeica nogaepmnsaerca pabota Ha ckopoctax 1 Féut/c,
10 F6ut/c 1 25 Fbut/c. Pexnm pacuienneHns no3sonseT paclienutb ao 6 HG-nHTepdelicos, 4To B cymme
paet 24 TWE-untepdeiica.

KommyTatop MES5500-32 ocHalleH MHTepdeiicammu 10GBASE-R n 40GBASE-R/100GBASE-R. B pe-
XUMe pacwenneHns HG-uHtepdelica noaaep>kmsaetca paborta Ha ckopoctax 1 M6ut/c, 10 Iéut/c n 25
r6ut/c. Pexxum paclienneHmsa nossonset pacenntsb g0 30 HG-uHTepdeicos, yto B cymme aaet 120 TWE-
UHTepoelicos.

MopTbl KOMMYTaTOPOB NoAAep>KMUBatoT paboTy Ha ckopocTax 1 Meut/c (SFP), 10 réut/c (SFP+), 25
réut/c (SFP28), 40 réut/c (QSFP+) 1 100 réut/c (QSFP28). Hebnoknpyemas KomMyTaLMOHHaA MaTpuLLa NO3-
BO/AET OCYLLECTBNATb KOPPEKTHYIO 06paboTKy NAaKeTOB NPM MaKCMMaibHOM HarpysKe, COXpaHaA Npu aTom
MWHMMabHbIE U NPeACcKasyemble 3a4epKKM 1A Bcex TUNoB TpaduKa.

Cxema BeHTUAAumMmK front-to-back obecneunsaeT adpdpeKkTMBHOE OXNarkgeHWe Npu UCNONb30BaHUMU
YCTPOICTB B YCN0BMAX COBPEMEHHbIX LIO/L.

HazexHoCcTb KOMMyTaTOpoB obecneyeHa 3a cYeT pe3epBMPOBaAHUA UCTOYHUKOB NUTAHUA U CUCTEMBI
OXNaXKAEHNA N PAa3BUTON CUCTEMbI MOHUTOPMHIA annapaTHOM YacTu YCTPOICTB. KoMMyTaTopbl UMEIOT BO3-
MOXHOCTb ropsiyeit 3ameHbl Moaynen NUTaHMA U BEHTUAALMOHHBLIX Moaynel, obecneumsan becnepeboii-
Hoe GYyHKLMOHMPOBaHUE CeTH onepaTopa.

KommyTaTtopbl arperaunu cepmin MES2300, MES3300, MES53XXA — 3TO BbICOKONPOU3BOANUTE/IbHbIE
YCTPOMCTBA, OCHAlWeHHble uHTepdencamm 10GBASE-R, 1000BASE-X ¥ npegHasHayeHHble Ana
MCNONIb30BaHUA B OMEPATOPCKUX CETAX B KayecTBe YCTPOWCTB arperaumm M B HeBONbLUMX LUEHTpax
06paboTkK AaHHbIX (LLOA4).

MopTbl ycTpoicTBa noaaepusatoT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+), uto
obecneumBaeT rmMbKOCTb B MCMOb30BaHUM M BO3MOXKHOCTb NOCTENEHHOrO nepexoAa Ha 6onee BbICOKME
CKOPOCTM Mepefauv AaHHbiX. Hebnokumpyemas KOMMYTAaUMOHHAs MaTpuua NO3BOJIAET OCYLLEeCTBAATb
KOPPEeKTHyt0 06paboTKy NakeToB MPU MaKCMMAsbHbIX HArpysKax, COXpaHsAa Mpu 3TOM MUHUMAJbHbIE U
npeackasyemble 3a4epKKN Ha BCeX TUNax TpaduKa.

! ina mopenn MES5400-24 B pexume paclienneHus AoCTynHbl nHtepdeicol HG3-HG6. Ana moaenn MES5400-24
rev.B gaHHOro orpaHMYeHus Her.
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HELTEX

Cxema BeHTUnauum front-to-back obecneunsaer apdekTMBHOE OXNarkaeHMe NpU UCNONb30BAHUMU
YCTPOICTB B YCNOBMAX COBPEMEHHbIX LLO/L.

[OybnnpoBaHHble BEHTUAATOPbI M UCTOYHMKU MUTAHMA MOCTOAHHOTO WAM MEPEMEHHOro TOKA B
COYeTaHMM C PA3BUTON CUCTEMOM MOHUTOPWMHIA annapaTHOM YacTU YCTPOMCTBA MO3BOAAKT MOAYYMTb
BbICOKME NOKa3aTe/IM HaZAEeXHOCTU. YCTPOMCTBA MMEIOT BO3MOXKHOCTb FrOpAYelt 3aMeHbl MoAyNeN NUTaHUA
N BEHTUIALUMOHHbBIX Moaynein, obecneunsan 6ecnepeboiiHOCTb PYHKLUMOHMPOBAHMA CETU onepaTopa.

MpomblwneHHble KommyTaTopbl MES35001-10P npeaHasHayeHbl 418 OpraHn3aumnm 3almLLEeHHbIX OT-
Ka30yCTOMUMBbLIX CETe nepeaadn AaHHbIX Ha 0bbeKTax, rae HeobxoAnMmo BbinonHeHWe TpeboBaHM No
YCTOMYMBOCTU K BO3AENCTBUAM PA3/IMYHOIO BUAA TEMMNEPATYPHbIM U MEeXaHUYECKMM BO34ENCTBUAM, BUO-

pauuu u ap.

2.2 ®DyYHKUMM KOMMYTATOpA

2.2.1 ba3osble pyHKYUU

B Tabsimue 1 npuBeaeH CnncoK 6a3oBbix GYHKLMIA YCTPOMCTB, AOCTYNHbIX ANA aMUHUCTPUPOBaHUA.

Tabnuua 1 — basosble GyHKLMM yCTpOICTBA

3awuma om
6n10KUpoBKuU o4Yepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4asnX Neperpysku BbIXOAHbIX MOPTOB YCTPOWUCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPMBOAMT K 3aepKKaM nepesaum AaHHbIX
M NnoTepe NakeTos..

Moddepxcka
c8epX0/1UHHbIX KAOpPOo8
(Jumbo frames)

CnocobHOCTb NoAAEPHKMBATL Nepefady CBEPXAJIMHHbIX Kajpos, YTo MNO3BOAAET Nne-
penaBaTh AaHHblIE MEHbLIMM YUC/IOM NAKETOB. TO CHUMKAET 06BbEM CNYKeBHON UH-
dopmaunn, Bpems 06paboTKM 1 NepepbIBbI.

YnpaeneHue nomokom
(IEEE 802.3X)

YnpasseHne NOTOKOM NO3BOAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [1nA npenoTBpalleHua nepenonHeHna bydpepa HM3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHbOPMUPYSA
BbICOKOCKOPOCTHOE YCTPOWCTBO O HEOH6X0AMMOCTU caenaTb Naysy Npu nepepaye na-
KeToB.

Paboma e cmeke
ycmpoiicme

KommyTatop nopaepskmsaer o6beAnHEHNE HECKO/IbKUX YCTPOWMCTB B CTEK. B aTom
C/ly4ae KOMMYTaTOPbl PACCMaTPUBAIOTCA Kak eauHOE YCTPOMCTBO C 06LLMMM HAaCTPOM-
Kamu. BO3MOXHbI 4Be TOMOIOTMM MOCTPOEHMA CTEKA — KO/IbLLO M LienoyKa. Mpu aTom
napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOYEHHBIX B CTEK MOXKHO 334aTb C KOMMYTa-
Topa, paboTaloLLero B pexkume «mactep». CTeKMpOBaHME YCTPOMCTB NO3BOAET CHU-
3UTb TPYLOEMKOCTb YNpPaBAeHUs CETbl.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabanue 2 npuseaeHbl PyHKLUN YCTPOMCTB Npu paboTe ¢ MAC-agpecamum.

Tabnunua 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop cocTaBnAeT B NamaATU Tabauuy, B KOTOPOI yCTaHaB/AMBAETCA COOTBET-
cteue mexay MAC-agpecamu u y3namm noptos KOMMyTaTopa.

Pexcum obyveHus

B oTcyTcTBME 06YYEHUA AaHHbIE, MOCTynaloLmne Ha Kakon-11Mbo NopT, NnepeaatoTca Ha
BCe OCTa/ibHble MOPTbl KOMMYyTATOpPa. B pexxnme 0byyeHNa KOMMyTaTop aHaAM3npyeT
Kazpbl u, onpegenms MAC-agpec oTnpaBuTeNs, 3aHOCUT ero B TabnLy KOMMYyTaLUN.
Bnocneacteum Kagp Ethernet, npegHasHaueHHbIV ana xocta, MAC-aapec Kotoporo
y¥Ke ecTb B Tabaunue, nepenaeTcs TO/bKO Yepes yKasaHHbIN B Tabanue nopr.

Ethernet-kommymamopeol cepuli
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Moddepicka nepedayu
Ha HecKonbKko MAC-

[aHHaa ¢YHKLUMA NO3BONAET YCTaHaB/MBAaTb COEAMHEHUA «OAMH KO MHOTUM» U
«MHOTMEe KO MHOrMm». Takum obpa3om, Kaap, aApecoBaHHbI MHOroazpecHoM

adpecos (MAC N N
) rpynne, nepegaeTca Ha KaxAbli NOPT, BXOAALMI B rpynny.
Multicast Support)
AsmomamuyecKkoe
epemsa xpaHeHua MAC- | Ecav ot ycTpoiictea c onpeseneHHbiM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-
adpecos MEHM He MOCTYNalT NaKeTbl, TO 3aMnCb ANA AAaHHOTO agpeca ycTapeBaeT M yaAansaeTca.
(Automatic Aging for 3T0 NO3BONAET NOALAEPKMBATL TaDAULLY KOMMYTALMW B aKTyalbHOM COCTOAHUU.
MAC Addresses)
CmamuuyecKue 3anucu C .o
. eTeBOl KOMMYTATOp NO3BO/AET M0/Ib30BaTENO ONPeAe/IUTb CTaTUYecKue 3anucu
MAC (Static MAC amvraTop beA
Entries) cooTtBeTcTBUIA MAC-aApecoB, KOTOpble COXPaHATCA B TabmLe KoMMyTauuu.
ntries,

2.2.3 ®yHKyuu emopozo ypoeHa cemesoli modenu OSI|

B Tabanue 3 npuseaeHbl pyHKLUN M 0COBEHHOCTU BTOPOro YpoBHSA (ypoBeHb 2 OSl).

Tabnunuya 3 — OnncaHme GyHKUMIM BTOpOro ypoBHSA (yposeHb 2 OSI)

Peanusauua npotokona IGMP nossonseTt Ha ocHoBe MHOPMALMKM, NOAYHEHHOM
npu aHanuse coaepkmmoro IGMP-nakeToB, onpeaennTb, Kakmne yCTpoIiCTBa B CETU

®yHkyusa IGMP Snooping o
Y4YacTBYHIOT B rpynnax MHOroaZ4pecHOM pacchl/iKK1, 1 agpecoBaTb TPapuK Ha COOTBET-
CTBYlOLLME NOPTDI.
. Peanusauua npotokona MLD nosBosifAeT ycTPOCTBY MUHUMMU3MPOBATb MHOroaa-
@yHkyusa MLD Snooping 4 P yerp y P A

pecHbIn IPve-TpaduK.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 3TO pasmHoXKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXKAOM y31e, KOTOpoe NPMBOAUT K aBUHOOBPa3HOMY POCTY MX Yncna U napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GPYHKLMIO, MO3BONAIOLLYIO OFPAaHUYUTD CKO-
pOCTb NepeAaym MHOFOa4PECHbIX U LMPOKOBELLATEIbHbIX KagpoB, MPUHATbIX U Ne-
peaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKanupoBaHue NopTos nossonseT AybanposaTb TpaduKk Habalogaembix NOPTOB.,
nepecbinas BXoAslWMe U/UAKM UCXoAALLME NAaKeTbl HA KOHTPOAWUpPYOWMi nopt. Y
no/sib30BaTeNss KOMMYTaTopa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLMIA U KOH-
TposMpyemble NOpTbl U BbIBPATL TMN TpadUKa (BXOAAWMIA M/UAN UCXOAALLMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHasa OyHKUMA NO3BONAET HAa3HauYUTb NopTy ero uplink-nopT, Ha KOTopbIN Ges-
yCNnoBHO ByaeT nepeHanpaBaaTbcsA Becb TpaduK, obecneynsas Tem camMbiM U30NA-
LU0 C APYTMMUM MOpTamu (B Npesenax o4HOro KOMMYTaTopa), HAXO4ALLMXCA B STOM
e wupokosewwaTesbHom gomeHe (VLAN) B npeaenax o4HOro KommyTaTopa.

Private VLAN Edge

[aHHan dyHKLMA NO3BONAET M30AMPOBATL FPYNMy NOPTOB (B Npeaenax 04HOro KOM-
MyTaTopa), HaXOAALWMXCA B OAHOM LUMPOKOBELATe/IbHOM AOMEHE MeXKay coboi,
no3B0/1AA NPU 3TOM 06MeH TPadMKOM C APYTMMMU NOPTaMM, HAXOAALMMMUCA B STOM
e WMpoKoBelLLaTe/IbHOM AOMEHE, HO HeNpPUHAANEXKALLMMM K 3TON rpynne.

Private VLAN (light
version)

ObecneunBaeT U30NALMIO MEXAY YCTPOMCTBAMM, HAXOAALLMMMUCA B OLHOM LUMPO-
KOBeLlaTeNbHOM AOMEHE, B Npeaenax Bcei L2-ceTn. Peann3oBaHbl TONbKO ABa pe-
XuMa paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHu-
BaTbCA APYr C APYrom).

Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBolt NPOTOKO/, OCHOBHOW 3aZayelt KOTOPOro ABAA-
etca npuseseHue cetu Ethernet ¢ M36bITOYHBIMKM COEAUHEHUAMM K 4PEBOBUAHON
TOMONOTUK, UCKAtOYatoLWen neTan. KommyTaTopbl 06MeHUBAOTCA KOHOUTYPaLMOH-
HbIMW COODOLEHNAMM, UCNONb3YS Kadpbl cneunanbHoro ¢dopmarta, U BbIBOPOYHO
BK/IIOYAIOT M OTK/IOYAIOT Nepesady Ha nopTbl.
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Moddepxcka npomokKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (bbicTpbiit) STP (RSTP) — ABnsieTcA ycoBepLUeHCTBOBaHMEM NpoToKoaa STP, xa-
paKTepusyeTcs MeHbLINMM BPEMEHEM NPUBELEHUA CETU K APEBOBUAHON TONONAOMMMU
M MMmeeT 6onee BbICOKYH YCTOMYMBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoToKOA NpeAHasHayYeH ANs NOBbIWEHUA YCTOMYMBOCTM M HALEKHOCTM CEeTU ne-
pefayn AaHHbIX, UMELWEen KoMbLLeBYO TONO/OTULIO, 3@ CYET CHUMKEHWUA BPEMEHU
BOCCTAaHOBJ/IEHMA CETU B C/ly4yae aBapuu. Bpems BocCTaHOBAEHUA He npesblwaeT 1
CEKYHZbI, YTO CYLLECTBEHHO MEHbLUIE BPEMEHUN NEPECTPONKM CETU NPU UCNOIb30BA-
HUW NPOTOKO/IOB CEMEWCTBA Spanning tree.

Moddepxka VLAN

VLAN —3T0 rpynna nopToB KOMMyTaTopa, 06pasyoLmnx ogHY LMPOKOBELLATE/IbHYO
ob6nacTtb (AomeH). KommyTaTop noaaepnBaeT pasindHble cpeacTsa Kaaccuduka-
LMW NAKEeTOB ANA onpeseneHnn ux NpuHagnexHocTn K onpegeneHHon VLAN.

Moddepxcka npomoKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
GYHKUMM YPOBHA KaHana nepejayn AaHHbIX NPeacTasAsaloT coboit NpoToKon
MOHUTOPMHIa COCTOSHUA KaHana. B 3Tom NpoToKone ans nepeaadn nHbopmauum o
COCTOAHUWM KaHana Mexay HenocpeacTBeHHO MNOAK/YEHHbIMM YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoit-

802.3ah) CTBa [0/1KHbI NogaepxuBatb cTaHaapT IEEE 802.3ah.

Mpotokon peructpaunn GARP VLAN obecneumBaeT puHamuyeckoe pobasne-
Moododepxcka GVRP (GARP | uue/ynanenve rpynn VLAN Ha nopTax KommyTaTopa. ECAM BK/IKOYEH MPOTOKON
VLAN) GVRP, kKommyTaTop onpeaenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHAANE-

HocTu K VLAN Ha BCce NopTbl, ABNAIOLWMECA YaCTbiO aKTUBHOW TOMOJIOTUN.

Moddepcka VLAN
Ha 6a3e nopmoe

PacnpeaenerHune no rpynnam VLAN BbINOAHAETCA NO BXOAAWMM nopTam. [JJaHHoe
pelleHne No3BoNAET UCMO/Ib30BATb Ha KaXKAOM NOpPTy TONbKO oaHy rpynny VLAN.

(Port-Based VLAN)
IEEE 802.1Q — OTKpPbITbIM CTAaHAAPT, KOTOPbIM ONMCbIBAET NpOLEAYPY TErMPOBaHMUA
Mooddepxka 802.1Q Tpaduka gns nepesaum nHbopmaumm o npuHagaekHoctn K VLAN. MossonseT umc-
nob30BaTb HECKObKO rpynn VLAN Ha ogHOM nopTy.
MpoTokon LACP obecneumBaeT aBTomatTuyeckoe ob6beguHeHNe OTAE/bHbIX CBA3EW
MeXAy ABYMS YCTPOMCTBAMW (KOMMYTaTOP—KOMMYTATOp WM KOMMyTaTop—cep-
06beduHeHUe KaHanos BEP) B e4MHbIN KaHa nepeaayn AaHHbIX.

c ucnone3zoeaHuem LACP

B npoToKo/ae NOCTOAHHO onpeaensaeTca BO3SMOXKHOCTb 06'be,EI,VIHEHVIﬂ KaHanos, n B
CQlydae OTKa3a coegunHeHuna, BxoaAallero B O6'be,D,MHEHHbIV1 KaHan, ero Tpad)m( aBTO-
MaTUYeCKKN nepepacnpenenaeTca No He OTKa3aBWKMM KOMMNOHEHTaM O6'be,CI,MHEH-
HOro KaHana.

Co3daHue epynn LAG

B ycTpoiicTBax noaaepskmBaeTtca GyHKLMA CO34aHMA rPynn KaHanos. Arperaums Ka-
Hanos (Link aggregation, trunking) nan IEEE 802.3ad — TexHos0rMa o6beanHeHus
HECKONbKMX OU3NYECKUX KaHa/loBa B OAWMH NOTMYECcKU. ITO cnocobCTByeT He
TO/IbKO YBE/IMYEHUIO NPOMYCKHOM CNOCOBHOCTM MAarucTpaabHbIX KAHAaN0B KOMMYyTa-
TOP-KOMMYTATOP UM KOMMYTATOP-CEPBEP, HO U1 NMOBbLILIEHWUIO UX HAZEeXHOCTU. Bos-
MOXHbI TPW TMNa 6anaHCMPOBKKU — Ha ocHoBaHUK MAC-agpecoB, Ha ocHoBaHWUK |IP-
aZpecoB M Ha ocHOBaHMK NopTa (socket) HazHayeHus.

lpynna LAG coCTOMT U3 NOPTOB C 04MHAKOBOW CKOPOCTbIO, paboTatoLwmx B AynieKc-
HOM pexunme.

Moddepxka Auto Voice
VLAN

MpenoctaBAseT BO3MOXHOCTb UAEHTUGULMPOBATL r0N0COBOM TPadMK HA OCHOBA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecaun
B MAC-Tabnauue KommyTtatopa npucytcrayeT MAC-agpec ¢ OUl ronocoBoro wato3a
unn xe IP-tenedoHa, To AaHHbIN NOPT aBTOMaTM4eckn aobasnsetca B voice vian
(naeHTMOMKauma no npotokony SIP unum ke no MAC-agpecy nosaydyatens He noj-
OeprKuBaercs).
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2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeesolii moodenu OSI
B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnunua 4 — OnncaHme GyHKLUIN TpeTbero ypoBHsa (Layer 3)

Knuenmeoi BootP

u DHCP YcTpoictBa cnocobHbl aBTOmMaTUYeckM nonydatb IP-agpec no npoTokony
(Dynamic Host BootP/DHCP.

Configuration Protocol)

CmamuyecKue AOMUHUCTPATOP KOMMYTATOpPa MMeET BO3MOXKHOCTb A06aBNATb U yAaNATb CTaTUYe-
[P-Mapwpymbl CKMe 3anucu B Tabnmuy ma pwpyTtnsaumun.

lpomokon ARP ARP — npoTokon conoctasneHus IP-agpeca n dpnsnyeckoro agpeca ycrpoicraa. Coot-
(Address Resolution BETCTBME YCTAaHAB/IMBAETCA Ha OCHOBE aHa/IM3a OTBETA OT y3/1a CETU, agpec y3/a 3a-
Protocol) NPaLIMBAETCA B LUMPOKOBELLATE/IbHOM NaKeTe.

MPOTOKO/N AMHAMMYECKOW MapLLIPYTU3aLLMM, KOTOPbIA NO3BOASET MapLIPYyTU3aToOpam
06HOBNATL MaPLIPYTHYIO MHGOPMALLMIO, MO/yYan ee OT COCeAHUX MapLIPYTU3aTOPOB.
B 3aauv NPOTOKO/1a BXOAMT OMNpeseneHne onTMmasibHoro MaplupyTa Ha OCHOBaHUU
[OaHHbIX O KO/IMYECTBE MPOMEMKYTOUHbBIX Y3/108B.

lpomokon RIP
(Routing Information
Protocol)

IGMP Proxy — ¢&yHKUMA YNpoOLWEHHOMW MapLlipyTU3auum MHOFOaApecHbIX AaHHbIX

PyHKyus IGMP Proxy mexgy cetamu. ns ynpaBaeHna mapLlipytusaumnein ncnonb3yetca npotokon IGMP.

MPOTOKO/N ANHAMMYECKOW MapLIPYTU3aLMKM, OCHOBAHHbIN HA TEXHOOTMU OTCNEKN-
BaHWA cocTosHMA KaHana (link-state technology) n ncnonb3yowmii Ana HaxoxKaeHus
lpomokon OSPF KpaTyanwero nytm anroputm JenkcTpsbl. Mpotokon OSPF pacnpocTtpaHAeT MHopma-
LMI0 O AOCTYMHbIX MapLWpyTax Mexay MaplpyTu3atopaMu ogHOW aBTOHOMHOM Cu-
cTeMBI.

BGP (Border Gateway Protocol — npoTOKOA rpaHMYHOrO W/03a) ABAAETCA NPOTOKO-
lpomokon BGP IOM MapLlpyTU3aummn Mexay aBTOHOMHbIMK cuctemamu (AS). MapLupyTrsaTopbl 06-
MeHMBaTCA MHbOPMaLMel 0O MapLIPyTax K CETAM Ha3Ha4YeHuA.

Mpotokon VRRP npegHasHayeH oA pe3epBUPOBaHUA MapLLPYTU3aTOPOB, BbIMOAHA-
FOLLMX POAb LWH03a NO YMOJIYaHUI0. 3TO AocTUraeTca nyTém obbeanHeHus IP-nHTep-
¢dbencoB rpynnbl MapLIpyTM3aTOPOB B OAMH BUPTYasIbHbIN, KOTOPbIA ByaeT ncnonb3o-
BaTbCA KaK LU/O3 MO YMONYAHUIO ANA KOMMNbIOTEPOB B CETH.

lpomokon VRRP

PIM-npoToKOAN MHOroagpecHoi maplpyTusaummn gna IP-ceteit, cosgaHHbIi ansa pe-
WweHna npobiem rpynnosoit mapwpyTtmsaumn. PIM 6asmnpyeTtca Ha TPagUUMOHHbIX
MapLLPYTHbIX MpOTOKonax (Hanpumep, Border Gateway Protocol), Bmecto TOroO,
lpomokon PIM yTobbl CO3a4aBaTb COBCTBEHHYIO ceTeByto Tonosoruto. PIM ncnonbsyeT unicast-tab-
MUY MapLUpyTU3aLmMmK ansa nposepki RPF. 9Ta npoBepKa BbINOHAETCA MapLupyTU3a-
TOopamu, 4Tobbl ybeauTbea, YTo Nepegadya MHOTOaAPecHOro TpaduKa BbINONHAETCA
no nytv 6es netesnsb.

MpoTokon ans obmeHa MHbopmaLmelt 06 MCTOYHUKAX MY/IbTUKACTa MEXAY Pas3iny-

lpomokon MSDP HbiMmu RP B PIM.

2.2.5 ®yHkyuu QoS
B Tabnuue 5 npmBeaeHbl oCHOBHble GpYHKLMU KadyecTBa obcnykmnsaHua (Quality of Service).

Tabnmua 5 — OcHoBHble PYyHKUMM KayecTBa 0O6CNYKUBaAHMA

Moddeprcka YCTpOMCTBO NogaepKnBaeT NpuopuTn3aumnto ncxogauero Tpadmka no oyepegam Ha
npuopumemHoix Kaxgom nopTy. PacnpepseneHne nakeTos No oyepesam MOXET NPON3BOANTLCA B pe-
ouyepedeii 3y/abTaTe KnaccMdMKaLnm NaKeToB NO Pas/IMYHbIM NOIAM B 3aro/IoBKax NaKeTos.
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ModdepiKa Knacca
obcnyxcusarnus 802.1p

CraHgapT 802.1p cneunduuMpyeT MeToZ yKasaHMA NpuopuTeTa Kagpa M anroputm
MCMNO/Ib30BaHMA NPUOPUTETA B LLENAX CBOEBPEMEHHOM AOCTaBKM YYBCTBUTE/IbHOTO K
BpeMeHHbIM 3agepKKkam Tpaduka. CtaHaapT 802.1p onpenenser BOCEMb YpPOBHeWM
npuoputeTos. KOMMyTaTopbl MOFYT MCNO/Ib30BaTb 3HaYeHne npuopuTeTa 802.1p AnA
pacnpegeneHua Kagpos Mo NPUOPUTETHBIM O4Yepeaam.

2.2.6 ®yHKyuu obecneyeHus bezonacHocmu

Tabnvua 6 — PyHKUMKM obecneyeHns 6e3onacHOCTH

PyHKUMA KOMMYyTaTOpa, NPefHa3Ha4YeHHaA A/1A 3alUMUTbl OT aTak C UCMOb30BaHNEM
npotokona DHCP. O6ecneunBaet ¢punbrpaunto DHCP-coobuieHMiA, NOCTyNnUBLINX C
HeHaAeXHblX MOPTOB MyTEM MOCTPOEHMUA U NogaepKaHua 6asbl AaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbiNoAHAET AencTaus
6paHaMayapa MexKay HeHaaeKHbIMKU nopTamu 1 cepsepamun DHCP.

DHCP snooping

Onuwus, KoTopas nossonsetr npouHbopmuposatb DHCP-cepsep o Tom, € KaKkoro
Onyus 82 npomokona DHCP-peTpaHcaaTopa 1 Yyepes Kakon nopT nFiMLuen 3anpoc. .

Mo ymon4yaHMIO KOMMYTaTOp, MCNob3yoLWMn GyHKUMo DHCP snooping, obHapyKu-
DHCP o o o

BaeT 1 oTbpacbiBaeT ntoboi DHCP-3anpoc, coaeprKalmii onumio 82, KOTopbIA OH No-

Ny4nn yepes HeHagéxHbIM (untrusted) nopr.
UDP relay MepeHanpasneHue wmpokosellatenbHoro UDP-TpadmKa Ha yKasaHHbIn IP-agpec.
®yHKyuu DHCP- DHCP-cepBep ocyliecTBAfeT LLEeHTPAaAN30BaHHOE YNpaB/ieHNe CEeTeBbIMU afpecamu
cepsepa W COOTBETCTBYHOLMMMU KOHOUTYPALMOHHBIMM NapaMeTpaMm, aBTOMaTUYECKU Npeso-

CTaBNAA UX KIMEHTAM.

IP Source address guard

PyHKUMA KOMMYTaTOpa, KOTopasa orpaHmMuneaeT IP-Tpadumk, dunbTpya ero Ha ocHoBa-
HUK TabmLbl cooTBETCTBUIM 6a3bl aHHbIX NpuBsAa3kn DHCP — DHCP snooping u ctaTtn-
Yyecku ckoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTca Ana 6opbbbl € noa-
meHoM IP-agpecos.

Dynamic ARP
Inspection (Protection)

®YHKLUMA KOMMYTaTOpa, NpeaHasHavyeHHasa NS 3aWMUTbl OT aTak C UCMOAb30BaHUEM
npotokona ARP. CoobuieHne, KOTOpoe NOCTynaeT ¢ HeHaAeKHOro nopTa, noasepra-
eTcA npoBepke — cooTeeTcTBYeT Au IP-agpec B Tene npuHAtoro ARP-cooblueHuns
IP-agpecy oTnpasuTens. Ecav agpeca He COBMaAaloT, TO KOMMYTaTOp OTBpacbiBaeT
naker.

L2 - 13— L4 ACL (Access
Control List)

Ha ocHoBe MHbOpMaummn, cogepKalleinca B 3arosoBKax ypoBHet 2, 3 n 4, y adMUHK-
CTpaTopa ecTb BO3MOMKHOCTb HACTPOUTb MPaBWAA, COTNIACHO KOTOPbIM NakeT byaeT
obpaboTaH nMbo oTbpoLlEH.

Time-Based ACL

Mo3BonseT CKoHOUIypUpoBaTh BPpEMEHHbIE PaMKK, B TeYEHNE KOTOPbIX AaHHbIA ACL
byaeT AelcTBoBaTh.

Moddepxka OcHoBHaA PpyHKUMA 6NOKMPOBKKU — MOBbLICUTL 6E30MacHOCTb CeTU, NPeaoCTaBAAsA A0-
306/10KUPOBAHHBIX CTyN K NOPTYy KOMMYTaTopa TONbKO ANA YCTPOMNCTB, umetowmx MAC-agpeca, 3akpen-
nopmoe NeHHble 33 3TUM NOPTOM.

lposepka MpoBepka noannHHoctn |IEEE 802.1x npeactaBnseT coboii mexaHU3M KOHTPOA A0-

nooAUHHOCMU Ha
ocHoee nopma (802.1x)

CTyna K pecypcam Yepes BHeWHWI cepsep. MNpoweawmre NpoBepKy NOAJMHHOCTH
Noab30BaTeM NOAYHAOT AOCTYN K pecypcam BbibpaHHOM ceTw.
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2.2.7 ®yHKYuu ynpasneHus KOMMymamopom

Tabanuya 7 — OcHOBHble GYHKUMM yNpaBAEHUA KOMMYTaTOpamu

3azpy3Ka u ebiepy3Ka
¢gaiina Hacmpoiiku

MapameTpbl YCTPOMCTB COXPaAHAIOTCA B daitie HAaCTPOMKM, KOTOPbIN COAEPIKUT AaH-
Hble KOHUIypaL MK Kak BCel CUCTEMbI B LLEJIOM, TaK M onpeaeneHHOro nopTa ycTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtoKkon TFTP ncnonb3ayetca gns onepaumin 3anmcu u uteHuns dainos. MpoTtokon oc-
HOBAH Ha TpaHCNOPTHOM nNpoTokoae UDP.

YcTpoiicTBa NOALEP!KMBAIOT 3arpy3ky U nepegady No AaHHOMY npoTokony ¢dannos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yetca Ana onepaumii 3anmcy u uteHua dainos. MpoTokon oc-
HOBaH Ha ceTeBOM NpoToKoae SSH.

YcTpoiicTBa NOALEP!KMBAIOT 3arpy3ky U nepegady No AaHHOMY npoTokony ¢dannos
HacTPOWKKM 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHblii
MoHuUmopuHz (RMON)

YpaneHHbii MOHUTOPUHT (RMON) — cpeficTBO MOHUTOPUHIAE KOMMBIOTEPHBIX CETEN,
pacwupeHme SNMP. CoBMeCcTUMble YCTPOMCTBA NMO3BO/IAOT COOUPATh ANarHocTnye-
CKMe JaHHble C MOMOLLbIO CTaHUuK ynpasBneHna cetbio. RMON — 370 cTaHgapTHaa
6a3a MIB, B KOTOpOI onpeaeneHbl TEKYLLAA M NPeablayLwas cTaTUcTUKa yposHa MAC
N 06BbEKTLI YNPaBAEHMUSA, NPeSoCTaBAAOWME AaHHbIE B PEalbHOM BPEMEHW.

lpomokon SNMP

Mpotokon SNMP ucnonbsyeTca g8 MOHUTOPUHIA U YNPaBAEHUS CETEBbIM YCTPOM-
cTBOM. 1A ynpaBaeHUA AOCTYNOM K cMCTEME OnpeaenfaeTca CNMCOK 3anuceit coob-
LLLeCTBA, KaXkaanA N3 KOTOPbIX COAEPKUT NPUBUAETMN AOCTYNa.

Unmepdpeiic
KOMaHOHOU cmpoKu
(cLi)

YnpasneHue kommyTtaTtopamu nocpeactsom CLI ocyuiectBnaeTcA 10KanbHO Yepes no-
cneposaTtenibHbI nopT RS-232, nnbo yaaneHHo yepes Telnet, SSH. UHTepdelic Ko-
MaHAHOW cTPpoKn KoHconu (CLI) agnseTca NpomblilNeHHbIM CTaHAAPTOM. MHTepnpe-
Tatop CLI npenocTaBnfaeT CMMCOK KOMaHA, U KAKYEBbIX C/I0B A1 NOMOLLM NO/b30Ba-
TeNI0 U COKpaLLeHNo 06bema BBOAMMbIX SAHHbIX.

Syslog — npoTokon, obecneunBatowmin nepeaady coobLLeHnii 0 NPOUCXOAALLMX B CH-

Syslog N

cTeme cobbITUAX, @ TaKKe yBeAOMIeHWn 06 owMBKax yaaieHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpOTOKO/N CUHXPOHU3ALUN BPEMEHU CETU, rapaHTUPYyeT TOYHOCTb
(Simple Network Time CUHXPOHU3aLMN BPEMEHU CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUAIUCEKYHADI.
Protocol)

Traceroute — cny»kebHan GyHKUMA, NpegHa3HavYeHHas AN onpeseneHnsa MapLupyTos
Traceroute y dyHKUWMA, Npe, A pen, pwpy

nepesayun faHHbIX B IP-ceTax.
YnpaeneHue A .

MWHNCTPATOP MOKET onpeaesinTb YpOBHU NPUBMIETUI A0CTYNa ANA NONAb30BaTe-

KOHMponupyemeoim 'D'v E) P PeA yp P Aoctyna & .

Nef YCTPOICTBA M XapaKTePUCTUKU AN1A KAKLOro YPOBHA NpuUBUAErnin (TonbKo gnn
docmynom — ypoeHu o

. yTeHuns — 1 ypoBeHb, MOAHbIN A0CTyn — 15 ypoBeHb).

npusuneauu

KommyTtaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy uHTepoency
BAokupoeka ynpasneHusa (SNMP, CLI). 3anpeT moxKeT 6bITb YCTAaHOB/IEH OTAENbHO AN KaKAoro

- TMNa goctyna:
UHme, euca .
PP Telnet (CLI over Telnet Session);

ynpaenenus Secure Shell (CLI over SSH);

SNMP.
JlokanbHasa [Ona nokanbHOM ayTeHTUPUKaLMKM NoanepKMBaeTCca XpaHeHMe naponen B 6ase gaH-
aymeHmudgukayus HbIX KOMMYyTaTOpa.

duaempayus IP-

LJoctyn no SNMP paspewaetca ana onpegeneHHbix |IP-aapecos, ABNAKOLWMXCA Yne-

adpecoe 013 SNMP Hamu SNMP-coobuiecTsa.
Mpotokon RADIUS ucnonbsyetcs ana ayteHTMdMKaLmMm, aBTopmsaummn m yyeta. Cep-
Kauenwm RADIUS Bep RADIUS ucnonbsyet 6a3y AaHHbIX NONb30BaTeNEN, KOTOPasA COLEPKUT AaHHbIe

NpoBepKU NOAJANHHOCTU A/1A KaXKA0ro nonb3osatens. KommyTtaTopbl coaepKaT Kau-
E€HTCKY YacTb npoTokona RADIUS.
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TACACS+
(Terminal Access
Controller Access
Control System)

YCTpOICTBO NpesoCcTaBaAseT NoAAEPKKY NPOBEPKM NOAJAMHHOCTM KNMEHTOB Nocpes-
ctBom npoTtokona TACACS+. MpoTtokon TACACS+ obecneunsaeTt LLEeHTPaIN30BaHHYO
cuctemy 6e3onacHOCTM AnA MPOBEPKM MOAb30BaTenel, MNoayvalowmx AOCTyn K
YCTPOWMCTBY, @ TaK¥e LEeHTPasM30BaHHYIO CUCTEMY ynpasieHusa npu cobaoaeHum
cosmectumocTtn ¢ RADIUS n apyrmumun npoueccammn npoBepKu NOSJAMHHOCTU.

Cepsep SSH

dyHKuma cepsepa SSH nossonset kKaneHTy SSH ycTaHOBUTBL C YCTPOMCTBOM 3aLLUMLLEH-
Hoe coeAuHeHue AN1A yNpaBaeHUA UM.

Moddepxka
MAKpPOKOMAHO

JaHHas yHKLMA NpeaocTaBaseT BO3MOXKHOCTb CO3/aBaTb MaKPOKOMaHAbl, Npea-
cTaBnALwme coboit Habop KOMaHA, Y NPUMEHATb UX AN KOHOUTYPALUKM YCTPOMNCTBA.

2.2.8 /[lonoaHumenbHbie hyHKYUU

B Tabimue 8 npuseaeHbl AOMNOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnuua 8 — [lonosHMTeNbHblE GYHKLUMM YCTPOACTBA

AduazHocmuKa
onmu4ecKoz0
mpaHcusepa

YCTPOICTBO NO3BO/IAET TECTUPOBATL ONTUYECKMI TpaHcueep. MNpu TecTMposaHum oT-
CNEXMBAIOTCA TaKMe MapamMeTpbl, Kak TOK M HanpsKeHWe nuTaHus, Temnepatypa
TpaHcueepa. [nsa peanusauun Tpebyetca NoaaepsKKa aTUX GYHKLMIA B TpaHCUBEPE.

Green Ethernet

ﬂaHHblﬁ MeXaHU3M NOo3BONAET KOMMYTATOPY CHU3UTb :—)Hepron0Tpe6neHme 3a cyet
OTK/IIOYEHNA HEAKTUBHbIX 3/1IEKTPUYECKNUX NOPTOB.

Coomeemcmeue
cmaHdapmy M3K
61850

KommyTaTop obnagaer BceMu HeobBXOAMMbIMM XapaKTepUCTUKamMu ans paboTbl C
npotokonamu MMS, GOOSE, SV:

- Manas BenunuunHa 3aaepkn GOOSE-coobuieHuns npu nepenaye;
- YmeHue pacnosHasaTb Ethertype GOOSE-coobuieHus;

- YmeHue paboTaTb C TErom BUPTyasibHOM cCeTn U Terom npuopwuteta IEEE 802.1Q
GOOSE-coobueHus;

- Moaaepkka nepegaum multicast-coobLLeHNI M BO3MOXKHOCTb PaboTbl C onpeaeneH-
HbIM cTaHgapTom M3K 61850 gmManasoHOM rpynn BeLaHKWA.

2.3 OCHOBHbIe TEXHUYECKNE XapaKTEePUCTUKHU

OCHOBHble TEXHUYEeCKMe napamMeTpbl KOMMYTATOpPOB npueeaeHbl B Ta6nmu,e 9.

Taﬁnvlu,a 9 — OCHOBHble TeXHUYECKUe XapaKTepnUcTtnkn

0O6wue napameTpbl

NHTepdeichl

24 x 10/100/1000BASE-T
MES2300-24 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

24 x 10/100/1000BASE-T
MES2300B-24 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES2300B-24F

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
MES2300-24P 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)
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MES2300D-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2300DI-28

24 x 10/100/1000BASE-T

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES2300-48P

48 x 10/100/1000BASE-T PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2300B-48

48 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-08F

4 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-16F

12 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-24

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3300-48

48 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES3300-48F

48 x 1000BASE-X/100BASE-FX (SFP)
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-10P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)
48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

MES5310-48 6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB2.0
1 x 10/100/1000BASE-T (OOB)

MES5312 12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)
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MES5316A

1 x 10/100/1000BASE-T (OOB)

16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

MES5324A

1 x 10/100/1000BASE-T (OOB)

24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

MES5332A

1 x 10/100/1000BASE-T (OOB)

32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB 2.0

MES5400-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

MES5410-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R (SFP28)
6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB2.0

MES5500-32

1 x 10/100/1000BASE-T (OOB)

2 x 10GBASE-R (SFP+)

32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB2.0

CkopocTb nepeaavn AaHHbIX

OnTuueckne nHtepdeicol 1/10/25/100 réut/c
dneKTpuyeckme nHTepodeiicsl 10/100/1000 M6ut/c

MponyckHasa cnocobHOCTb

MES2300DI-28 | 56 [6uT/c
MES3300-08F | 96 [6uT/c
MES3300-16F | 112 [6ut/c
MES2300-24

MES23008-24

MES2300B-24F
MES2300D-24P | 128 [6ut/c
MES2300-24P

MES3300-24

MES3300-24F

MES2300-48P

MES2300B-48

MES3300-48 176 [ow/c
MES3300-48F

MES35001-10P | 24 [6ut/c
MES5312 240 T6uT/c
MES5316A 320 I6ut/c
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Mpoun3BoANTENBHOCTb Ha Na-
KeTax A/MHoi 64 Balital

MES5324A 480 réut/c
MES5332A 640 I6ut/c
MES5400-24 1,68 T6ut/c
Vessanoag | 216 TONTIC
MES5410-48 3,6 TéuT/c
MES5500-32 6,4 T6uT/C
MES2300DI-28 | 41,6 MPPS
MES2300D-24P | 95,2 MPPS
MES3300-08F | 71,4 MPPS
MES3300-16F | 88,3 MPPS
MES2300-24P | 94,49 MPPS
MES2300-24

MES2300B-24

MES2300B-24F | 95,2 MPPS

MES3300-24
MES3300-24F

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

130,95 MPPS

MES35001-10P 17,8 MPPS

MES5312 178 MPPS

MES5316A

MES5324A 238 MPPS

MES5332A

MES5400-24 878,3 MPPS

MES5310-48 1028,5 MPPS

MES5400-48 1041,5 MPPS

MES5410-48 2467 MPPS

MES5500-32 1995 MPPS

MES2300-24

MES2300B-24

MES2300B-24F

MES2300-24P

MES2300D-24P

MES2300DI-28 1,5 M6ait
O6bem bydepHoi namaTu MES3300-24

MES3300-08F

MES3300-16F

MES3300-24F

MES35001-10P

MES5312 2 Mbait

! 3HaueHna yKasaHbl A8 OAHOCTOPOHHEN nepeaayn.
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MES3300-48

MES5316A
MES5324A
MES5332A

MES2300-48P
MES2300B-48

MES3300-48F

3 Mb6aut

MES5310-48
MES5400-24
MES5400-48

12 M6auTt

MES5410-48
MES5500-32

24 Mbant

MES5312

MES5316A
MES5324A
MES5332A

O6bem 03Y (DDR3)

1 reant!

MES2300-24

MES3300-24

O6bem O3Y (DDR4)

MES3300-48

MES2300B-24
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-08F
MES3300-16F
MES3300-24F

MES3300-48F
MES35001-10P

2 F6ant

MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 bait

MES2300-24

MES3300-24

O6bem M3Y (NAND Flash) MES3300-48

MES2300-24P
MES2300B-24F
MES2300-48P
MES2300B-48

MES3300-24F

MES3300-48F
MES35001-10P

512 M6aut

MES5312

MES5316A
MES5324A
MES5332A

1 reant

! O6bém 0O3Y pana mogeneir MES5316A
MES5324A rev.C1 — 2 I'6aitT.

rev.C, MES5324A

rev.C, MES5332A

rev.C, MES5316A

rev.C1,
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MES5400-24
O6bem M3Y (embedded MES5400-48 8 [6aiiT
uSsD) MES5410-48

MES5500-32

MES2300-24

MES2300B-24
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300-48P
MES2300B-48
MES2300DI-28 16384
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-10P

Tabnnua MAC-agpecos

MES5312

MES5316A
MES5324A
MES5332A

32768

MES5310-48

MES5400-24 65536

MES5400-48 262144

MES5410-48

1 2
MES5500-32 131072'/262144

MES2300-243
MES2300B-243
MES2300B-24F3
MES2300-24P3
MES2300D-24P3
MES2300DI-283
MES2300-483

Konnuyectso ARP-3anucem MES23008-48°

2039

MES3300-243

MES3300-08F3
MES3300-16F3
MES3300-24F3 4087
MES3300-483

MES3300-48F3
MES3500I-10P3

1 MaKkcmanbHoe 3HauYeHne ANA pexnma pacnpeaeneHnsa cucTemHblx pecypcos mid-13-mid-12.
2 MaKcuMmanbHOe 3HauYeHue 4/1A PeXMMa pacnpeaeneHns CUCTEMHbIX pecypcos min-13-max-12.
3 lna Kaxporo xocta 8 ARP-Tabaunue cosgaeTca 3anmch B TabauLe MapLipyTusaumm.

22 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32



HELTEX

MES53121
MES5316A1!
MES5324A! 8183
MES5332A1
MES5310-481 32695
MES5400-241 32759
MES5400-48* 131063

a9l
MES5410-48 655272/983043

MES5500-321

Nopaep»xka VLAN

CornacHo 802.1Q po 4094 aktmsHbIX VLAN

Konnuectso rpynn L2
Multicast (IGMP snooping)

MES2300-24
MES2300B-24
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-10P
MES5310-48
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48

4092

MES5410-48

4088

MES5500-32

4090

Konnyectso npasun SQinQ

MES2300-24
MES2300B-24
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

988 (ingress), 988 (egress)

! Ona kaxporo xocta B ARP-Tabnuue cospaeTtca AONONHUTENbHAsA 3anuch B Tabnuue KommyTauun. Konmyecrso
ARP-3anucelt ¢ yctaHoBneHHOW nuueHsnen EVPN ana MES5312, MES5316A, MES5324A, MES5332A — 6135, ana
MES5400-24 — 30711, gna MES5400-48 — 129015, ana MES5310-48 — 30647, ana MES5410-48, MES5500-32: 63479
ans pexkuma mid-13-mid-12, 96247 ansa pexknma min-13-max-12.

2 MaKcuManbHoe 3HauYeHne A1 PeXxnma pacnpegeneHma cMcTemMHbix pecypcos mid-13-mid-12.

3 MakcumanbHoe 3HauyeHne ONA pexXMma pacnpegesieHma CUCTEMHbIX pecypcoB min-13-max-12.
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-10P
MES5310-48
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48

1320 (ingress), 1320 (egress)

MES2300-24
MES2300B-24
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1966

MES35001-10P 2999

MES3300-24
MES3300-08F
MES3300-16F
KonunyectBo npasun MES3300-24F 3000
MAC ACL MES3300-48

MES3300-48F

MES5312 6072

MES5316A
MES5324A 3000
MES5332A

MES5310-48

MES5400-24 6063

MES5400-48 10737

MES5410-48

MES5500-32 477

MES2300-24
MES2300B-24
MES2300B-24F
MES2300-24P
Konunyectso npasun MES2300D-24P
IPv4/IPv6 ACL MES2300DI-28
MES2300-48P
MES2300B-48

1975/988

MES35001-10P 2999/1499
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5316A
MES5324A
MES5332A

2999/1500

MES5312

6072/3049

MES5310-48
MES5400-24

6063/3035

MES5400-48

10737/5367

MES5410-48
MES5500-32

4577/2288

Konunuectso ACL

MES2300-24
MES2300B-24
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-10P
MES5316A
MES5324A
MES5332A

3072

MES5312

MES5310-48
MES5400-24
MES5410-48
MES5500-32

6144

MES5400-48

12288

Konnuyectso npasun ACL B ogHom ACL

256

Konnyectso mapwpyTos L3
Unicast?

MES2300-24
MES2300B-24
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

4066 IPv4
1015 IPv6

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonbsytot obLime annapaTtHble pecypcbl.
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MES3300-24
MES3300-08F
MES3300-16F 13278 IPv4
MES3300-24F 3316 IPv6
MES3300-48
MES3300-48F

13280 1Pv4
MES35001-10P 3317 IPV6
MES5312
MES5316A 16286 IPv4
MES5324A 4070 IPv6
MES5332A
MES5400-24 32669 IPv4
MES5400-48 8165 IPv6

32707 IPv4
MES5310-48 3165 IPV6
MES5410-48 292000'/16000? IPv4
MES5500-32 73000'/4000% IPv6
MES2300-24
MES2300B-24
MES2300B-24F
MES2300-24P 2029 IPv4
MES2300D-24P 505 IPv6
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F 4087 1Pv4
MES3300-24F 1642 IPv6
MES3300-48

Konnyectso mapwpyTos L3 MES3300-48F

1657 IPv6
MES5312
MES5316A 8143 IPv4
MES5324A 2033 IPv6
MES5332A

16335 IPv4
MES5310-48 4079 IPV6
MES5400-24 16324 1Pv4
MES5400-48 4079 IPv6
MES5410-48 146000'/80002 IPv4
MES5500-32 36500'/2000? IPv6

1 MaKkcmanbHoe 3HaueHne ANA pexnma pacnpeaeneHma cucTemMHblx pecypcos mid-13-mid-12.
2 MaKcuMmanbHOe 3HaueHne A/1A peXxmMma pacnpeaeneHmsa CUCTEMHbIX pecypcos min-13-max-12.
3 MapuwpyTbi IPv4/IPv6 Unicast/Multicast ucnonbsytot obLime annapaTHble pecypcbl.
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Konnyectso
VRRP-mapupyTtmsaTopos

MES2300-24
MES2300B-24
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300B-48
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-10P

255

MES5312
MES5316A
MES5324A
MES5332A
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

127

MakcnMmanbHoe Koan4ecTso
ECMP-mappyTtos

MES2300-24
MES2300B-24
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-10P

MES5312
MES5316A
MES5324A
MES5332A
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64
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MES2300-24
MES2300B-24
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-08F
MES3300-16F
MES3300-24F
Kosnunuectso VRF MES3300-48
MES3300-48F
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A

16 (Bkatouyan VRF no ymonyaHuio)

MES5310-48
MES5400-24
MES5400-48 251 (Bkatoyan VRF no ymonyaHuio)
MES5410-48
MES5500-32

MES2300-24
MES2300B-24
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2032

MES3300-24
MES3300-08F
MES3300-16F
Konnyectso MES3300-24F
L3-unTepdeiicos MES3300-48
MES3300-48F
MES35001-10P
MES5310-48
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48
MES5410-48
MES5500-32

2050

MES5312

MES5316A
MES5324A
MES5332A

2094

MakcrmanbHOe KonnyecTso

VXLAN MES5410-48 4083

MES5310-48
MES5400-24
MES5400-48
MES5500-32

4093

28 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32



HELTEX

Konnuectso BUpTyanbHbix Loopback-nHtepdeiicos

64

MES2300-24
MES2300B-24
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-10P

Arperaumsa KaHanos (LAG)

32 rpynnbl, A0 8 NOPTOB B KaXKA0M

MES5312
MES5316A
MES5324A
MES5332A
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

128 rpynn, 40 8 NOPTOB B Kax a0

Konnuyectso aksemnaapos MSTP

64

Konnyectso ak3emnaapos PVST

64

Konnuectso DHCP pool

16

KauecTBo ob6cnyxuBaHma QoS

8 BbIXOAHbIX ouepeaeit ANa Kaxaoro nopra

CBepxanvHHble Kagpbl (jumbo frames)

MakcumanbHbIi pasmep naketos 10240 6aiT

CreknpoBaHue

[Jo 8 yctpoticte (Kpome MES3500I-10P)

CooTseTcTBME CTaH4ApTaM

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

M3K 61850

YnpasneHue

JNokanbHoe ynpasnexHue

Console

YpaneHHoe ynpasneHue

SNMP, Telnet, SSH, web
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HELTEX

du3nyecKkne XapaKTepPUCTUKM U YCI0BUA OKpYIKatoLel cpeabl

MCTOYHMKM NUTaHNA

MES2300DI-28
MES2300-48P
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A
MES5310-48
MES5400-24
MES5410-48
MES5500-32

CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 3672 B

BapuaHTbl NUTaHMA:

- OAVH UCTOYHUK NUTaHWUA MOCTOAHHOINO MAN NepeMeHHOro
TOKaQ;

- IB@ UCTOYHMKA MUTAHWUA MOCTOAHHOIO WN NEepPemMeHHOro
TOKa C BO3MOXKHOCTbIO ropayeit 3ameHbl.

MES2300B-24
MES2300B-24F
MES2300B-48

CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 12 B
XapaKTepUCTUKM 3apALHOro YyCTPOMUCTBA:
- TOK 3apaga:
1+0.1 A — MES2300B-48.
- HanpAXeHue cpabaTblBaHWA pacuennuTens Harpyskm —
10-10,5 B;
- MOPOroBoOe HanpAXXeHMe MHANKALLWM HU3KOro 3apaga —
11B.
/. CeueHue npoBoga ans nogKnoyeHnsa AKb He meHee
V 1,5 mm. Ana MES2300B-48 pekomeHAyeTcsA UCNOb-
30BaTb AKB emKoOCTblo He meHee 9 Ah.

CeTb NnepemeHHOro Toka: 176-264 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 3672 B
BapunaHTbl NUTaHuUA:

MES5400-48 - OAWH UCTOYHWUK MUTAHMA MOCTOAHHOrO WU/N NepemeHHoro
TOKa;
- iBa UCTOYHMKA MUTAHWA NOCTOAHHONO WAN NepemeHHOro
TOKa C BO3MOXHOCTbIO ropsAYei 3ameHbl.

MES2300-24 CeTb nepemeHHoOro Toka: 100-240 B, 50-60 I'y,

MES2300-24P

CeTb nepemeHHOro Toka: 200-240 B, 50-60 I'y,

MES2300D-24P

CeTb NnepemeHHOro Toka: 200-240 B, 50-60 I'y,

BapuaHTbl nuTaHuA:

- O[VH UCTOYHUK NUTAHUA NEPEMEHHOrO TOKa;

- 1Ba UCTOYHMKA NUTAHUA NepemMeHHOro ToKa C BO3MOHO-
CTbiO ropAYen 3aMeHbl.

MES35001-10P

CeTb NOCTOSIHHOTO TOKa:
C BKAtOYeHHOM PpyHKumel PoE: 45-57 B;
C OTKNHOYEHHOM PyHKumel PoE: 20-57 B

MNoTpebnseman MoWHOCTb

MES2300-24

He 6onee 20 Bt

MES2300B-24

He 6onee 50 Bt

MES2300-24P

He 6onee 445 BT (c y4éTtom Harpysku PoE)

MES2300D-24P

He 6onee 850 BT (c y4éTom Harpysku PoE)

MES2300DI-28

He 6onee 31 BT

MES2300-48P

He 6onee 1600 BT (c yu4éTom Harpysku PoE)
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HELTEX

MES2300B-24F
MES2300B-48

He 6onee 55 BT

MES3300-24

He 6onee 33 Bt

MES3300-08F

He 6onee 29 Bt

MES3300-16F

He 6onee 37 Bt

MES3300-24F

He 6onee 45 BT

MES3300-48

He 6onee 45 BT

MES3300-48F

He 6onee 89 BT

MES35001-10P

He 6onee 270 BT (c y4uéTom Harpysku PoE)

MES5312 He 6onee 25 Bt
MES5316A He 6onee 58 BT
MES5324A He 6onee 73 Bt
MES5332A He 6onee 85 Bt
MES5310-48 He 6onee 170 BT
MES5400-24 He 6onee 150 BT
MES5400-48 He 6onee 170 Bt
MES5410-48 He 6onee 360 BT
MES5500-32 He 6onee 400 BT
MES2300B-24 24 Bt

MoTpebnseman MOLWHOCTb

6es3 yyeta 3apaga AKb MES2300B-24F 40 BT
MES2300B-48
MES2300-24P 380 Bt
MES2300D-24P 720 Bt

broaxet PoE
MES2300-48P 1450 Bt
MES35001-10P 240 Bt
MES2300-24 20 Bt
MES2300B-24 27 Bt
MES2300-24P 65 BT
MES2300D-24P 130 Bt
MES2300DI-28 31Bt
MES2300-48P 150 Bt
T

TennosblgeneHue
MES3300-24 33 Bt
MES3300-08F 29 Bt
MES3300-16F 37 Bt
ez s
MES3300-48F 89 Bt
MES35001-10P 30 BT
MES5312 25 Bt
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MES2300B-24
MES2300D-24P
MES2300B-48
MES2300-24P

MES5316A 58 Bt
MES5324A 73 BT
MES5332A 85 Bt
MES5310-48 170 Bt
MES5400-24 150 Bt
MES5400-48 170 Bt
MES5410-48 360 Bt
MES5500-32 400 Bt
MES2300-24

Ot -20 go +50 °C

MES2300B-24F

OT1-20 go +65 °C

MES2300DI-28

OT1-40 go +60 °C

MES2300-48P

Ot -10 go +50 °C

MES35001-10P

O1-40 po +70 °C

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

MHTepBan pabounx
TemnepaTyp

OT1-10 po +45 °C

MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

OT0 go +45 °C

MHTepBan TemnepaTypbl XpaHeHUs

NHTepBan TemnepaTtypbl XpaHeHua oT -50 go +70 °C
/| MNepep nepBbiM BK/IOYEHMEM MOC/E XPaHEHUA NpU
V Temnepatype MeHblueid, yem -20 °C, uam npu 6onb-
wen, yem +50 °C, TpebyeTca Bblaep>KaTb KOMMYyTa-
TOp NpU KOMHaTHOM TemnepaType He MeHee YeTbl-
péx yacos.

OTHOCKTE/IbHAA BNAXKHOCTb MPM IKCNAyaTaLmm
(6e3 obpaszoBaHNA KOHAeHcaTa)

He 6onee 80 %

OTHOCUTEIbHAA BNAXHOCTb MPU XpaHeHUK
(6e3 obpasoBaHUs KOHAEHCATA)

O110 8o 95 %

MES2300-24
MES2300B-24

430 x 44 x 204 mm

MES2300B-24F
lFabapuTHble pasmepbl

430 x 44 x 305 mm

(W xBxT) MES2300-24P

430 x 44 x 203 mm

MES2300D-24P

440 x 44 x 425 mm

MES2300-48P

440 x 44 x 490 mm
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MES2300B-48

440 x 44 x 280 mm

MES3300-24

430 x 44 x 330 mm

MES2300DI-28
MES3300-08F
MES3300-16F
MES3300-24F

430 x 44 x 305 mm

MES3300-48
MES3300-48F

440 x 44 x 330 mm

MES35001-10P

85x175x 115 mm

MES5312 430 x 44 x 230 mm
MES5316A
MES5324A 430 x 44 x 275 mm
MES5332A
MES5400-24 440 x 44 x 321 mm
e oerooa 440 x 44 x 447 mm
MES5410-48 440 x 44 x 536 Mm
MES5500-32 440 x 44 x 534 mm
MES2300-24 2,94 kr
MES2300B-24 2,79 kr
MES2300B-24F 4,08 kr
MES2300-24P 3,2 Kr
MES2300D-24P 6, 85 Kr
MES2300DI-28 4,95 kr
MES2300-48P 9,98 kr
MES2300B-48 4,1 kr
MES3300-24 5,13 kr
MES3300-08F 4,64 kr
MES3300-16F 4,89 Kkr
MES3300-24F 5,04 kr

Macca
MES3300-48 5,67 kr
MES3300-48F 5,68 Kkr
MES35001-10P 1,76 kr
MES5312 3,8 Kr
MES5316A 3,6 Kr
MES5324A 3,7 kr
MES5332A 3,8 Kr
MES5310-48 8,7 Kkr
MES5400-24 6,36 Kr
MES5400-48 8,7 kr
MES5410-48 12,1 kr
MES5500-32 11,8 kr
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HELTEX

CpoK cny»bbl He meHee 15 net

I':
Al
ea W

Tun NnuTaHMA YCTPOCTBa onpeaenaeTca nNpu 3aKase.

2.4 KOHCTPYKTUBHOE UCNONHEHUe

B naHHOM pa3gene onuMcaHo KOHCTPYKTUBHOE UCMOJIHEHME YCTPOCTB. MpeactaBneHbl N30bpaxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCaHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHumA.

Ethernet-kommyTtatopbl MES2300-24, MES2300B-24, MES2300B-24F, MES2300-24P, MES2300D-24P,
MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES3500I1-10P, MES5310-48, MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48, MES5410-48, MES5500-32 BbInosHEHbI B METANINIMYECKOM KOPMNYyCe C BO3MOXK-
HOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea

? ? —— ? 7 — - e ? OO _—-- ME.SZSD 24 i
YT mmuﬁmgaﬁnmﬁam
5050 5 P 0 B 501 O ) peele e
T - N ‘ o T WH
11 10 5

PucyHok 1 —NepeaHas naHenb MES2300-24

== 1==1===s 1221 =si=mims=s I == == 1==1==i=s 1m == == 1==i==i=z 1msrms =i == =211 imss) 2 il
) )
T E 5 7 El L ] 15 17 13 21 i1
2 a 5 s 10 12 1 16 18 20 2 24

IS os i) Sl ===z o

10 5

él 'ELTEX MES2300D24P

DO RO
['ﬁ [STiply J[J

= = === ST === ==t =] =i=i=——i=—i === 1=

23 10 5

AELTEX
MES2300D1-28

1.24- 10/100/1000BASE-T
25..26 - 10/100/1000BASE-T
or 100BASE-FX/1000BASE-X

EEEE:
|
| |

9 16

PucyHok 4 — MNepeaHAasa naHens MES2300DI-28
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36 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




Aelrex Cansole >

H MES5324A ) (o]
o [s]

Unt  QF 8] o

O power © o
o o

Qe oL <}
QRS 008 @ 0 12 14 ®

ey e Eencnendeh  eeh VN

1

2

L

PucyHok 18 — NepeaHasa naHenb MES5324A
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PucyHok 19 — NepeaHas naHenb MES5332A
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PucyHok 20 — MNepepHaa naHenb MES5310-48
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PucyHok 22 — lNepeaHAas naHenb MES5400-48
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PucyHok 24 — NepeaHAasa naHenb MES5500-32

B Tabaunue 10 npuseaeH nepeyeHb pa3beMos, CBETOAUOAHbIX MHANKATOPOB U OpraHoB ynpasaeHusa,
PacnoNoXKeHHbIX Ha NepeaHei NaHeIn KOMMYTaTOPOB.

Tabnunuya 10 — OnucaHue pa3bemMoB, MHANKATOPOB M OPraHoOB ynpaBaeHua nepeaHeln naHenn MES2300-24,
MES2300B-24, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI1-28, MES2300-48P,
MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F,
MES5310-48, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48,
MES5500-32

No dnemeHT nepeaHel naHenm OnucaHue
Unit ID NHANKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
1 Master MHAanKaTop peskuma paboTbl ycTpoicTea (Beayiwmil/segombii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHAMKATOp pe3epBHOro 3/1eKTPOMNUTAHMA.

PyHKLMOHaNbHAA KHOMKA ANA nepe3arpy3ku ycTpouctea u cbpoca K 3a-
BOACKMM HACTPOMKam:

- NPW HAXKaTUM Ha KHOMKY AANTeNbHOCTbI0 MeHee 10 ¢ npoucxoauT nepe-
3arpyska ycTpoWcTBa;

- NPW Ha*KaTUK Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHpUrypaumm.

KoHCO/IbHbIM NOPT 4R OKANBbHOIO YNPaB/AEHUA YCTPOUCTBOM.
PacnnHoBKa pasbema cneayroLLan:

1 He ncnonb3yeTca

2 He ucnonb3yerca

3 RX

4 GND

5 GND

6 TX

7 He ucnonb3syeTca

8 He ucnonb3yerca

PacnaiKka KoHcosibHOro Kabens npuseneHa B pasgene «lpunoxeHue b.
KoHCObHbIN Kabenby.

3 Console
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MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
4 00B HWA YCTPOICTBOM.
YnpaBneHne ocCyLLEeCTBAAETCA MO CETU, pPa3fe/ibHO C KaHaNoM nepesayu
OaHHbIX.
[1-12] MES5312
[1-16] MES5316A
[1-24] MES5324A
[1-32] MES5332A
[1-24] MES5400-24
MES5310-48
[1-48] MES5400-48
5 Cnotbl gna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.
[XG1-XG2] MES5500-32
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
[XG1-XG4] MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES5316A
MES5324A
MES5332A
6 < MES5310-48 USB-nopr.
MES5400-24
MES5410-48
MES5500-32
MES5310-48
MES5400-24
[HG1-HGS6] 55400
7 [HG1-HG32] MES5400-48 CnoTbl ana yctaHoBKM TpaHcusepos 40G QSFP+/100G QSFP28.
MES5410-48
MES5500-32
MES2300B-24F
[1-20] MES3300-24F
8 (1-4] MES3300-08F CnoTbl gna ycTaHoBKM TpaHcneepos 1000BASE-X/100BASE-FX (SFP).
[1-12] MES3300-16F
[1-48] MES3300-48F
[5-8] MES3300-08F
9 [13-16] MES3300-16F 4 nopta 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.
MES2300B-24F
[21-24] MES3300-24F
MES2300-24
MES2300B-24
[1-24] MES2300DI-28
10 MES3300-24 MopTbl 10/100/1000BASE-T.
MES2300B-48
[1-48] MES3300-48
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11 100-240V AC MES2300-24 Pasbem AnAa NOAKNIOYEHUA K UCTOYHUKY I1EKTPONUTAHUA NepemMeHHOro
50-60 Hz MES2300B-24F | TOKa.
[1-24] MES2300-24P

12 MES2300D-24P | noprei 10/100/1000BASE-T (RJ-45) PoE/PoE-+.
[1-48] MES2300-48P

13 | [1-48] MES5410-48 CnoTbl pna ycTaHoBKM TpaHcueepos 1G SFP/10G SFP+/25G SFP28.

14 | 12V DC MES2300B-24F Knemmbl gna nogkntoueHna akkymynatopHoli 6atapen 12 B.

15 200-240 V AC MES2300B-24 Pasbem AnAa NOAKNIOYEHUNA K UCTOYHUKY SN1EKTPONUTAHUA NepemeHHOro
50-60 Hz MES2300-24P TOKa.

16 | Link/Speed MES2300DI-28 CBeToBan MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPDENCOB.

=

SELTEX
— MES3500|-10P

3

[:'ﬁ 15“5:]
O Qs

L (81—
1008

O rPwR1
O rwR2
QO plarm
Q Temp

1.8 - 10/100{1000BASE-T Pof+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 25 — NepeaHas naHeno MES3500I1-10P

B Tabnanue Tabnuua 11 npusBedeH nepedveHb Pa3bemos, CBETOAMOAHbIX MHANKATOPOB M OpraHoB

yNpaB/eHWs, PacrnooXKeHHbIX Ha NepeaHen naHenn kommyTtatopa MES3500I-10P.

MES35001-10P

Tabnnua 11 — OnucaHve pasbemoB, WMHAMKATOPOB WM OPraHOB YMNpaB/ieHUA MepeaHer naHenu

Ne dnemeHT nepeaHeln naHenm Onucanue
®PyHKUMOHANbHAA KHOMKa AN nepe3arpysku yctTpoiictea u cbpoca K 3a-
BOACKMM HACTpOMKam:
1 . - MPY HA*KaTUM HA KHOMKY A/ NTeNbHOCTbIO meHee 10 ¢ nponcxoauT nepe-
3arpyska ycTpoWcTBa;
- NPW HaXKaTlKW Ha KHOMKY AnuTenbHoCcTbio 60nee 10 ¢ nponcxoamTt cbpoc
HACTPOEK YCTPOICTBA A0 3aBOACKOM KOHPUTrypaLuu.
2 Console KOHCONbHbIN NOPT A4/1A IOKA/IbHOTO YrpaB/IeHUA YCTPONCTBOM.
PWR1, PWR2 NHAMKaTOpbl NUTAHUA YCTPOICTBA.
3 Alarm UHauKaTop aBapuu.
Temp MHAanKaTop Temnepartypbl.
4 [1-8] CeeToBaa MHAMKauma PoE.
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5 [1-8] MopTbl 10/100/1000BASE-T PoE/PoE+ (RJ-45).

6 [9-12] MopTbl 100BASE-FX/1000BASE-X (SFP).

BHewHWN BUA BepxHel naHenu kommyTtatopos MES3508, MES3508P 1 MES3510P npuBeneH Ha

PUCYHKE HUXKe.
% 1

B

PucyHok 26 — BepxHasa naHenb MES35001-10P

N

w

Tabnmua 12 — OnucaHue pasbemoB, MHAWKATOPOB WM OPraHOB YNpPaB/AeHUA BEpPXHEW NaHenu
MES3500I1-10P

Ne dnemeHT nepegHen naHenm OnucaHue
—_— o
1 Knemma 3azemneHuna = Knemma ana 3azemieHuns ycTpomncTaa.
Pasbembl 418 NOAKAOYEHUA K UCTOYHUKAM 3N1EKTPONUTAHUA NOCTOAHHOTO
2 | 48 (45 ~57)VDC ANIATIOA P
TOKa.
3 12VDC max 5A PeneWHbIl BbIxog, aBapuiiHOW curHanmsaumm: 1 A, 24 B DC.
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2.4.2 3adHaa naHenb ycmpoiicmea

BHewHMn BMA 3agHel naHenn KommyTtatopoB MES2300-24, MES2300B-24, MES2300B-24F,
MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F,
MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F, MES5310-48, MES5312, MES5316A, MES5324A,
MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32 npuseaeH Ha pUCYHKaXxX HUMKe.

3

PucyHok 30 — 3agHaa naHenb MES2300D-24P

® e J® -
@ gt YNGR o [ |=
YWY =
| ")
| |
1 2 3

PucyHok 31 — 3agHaa naHenb MES2300DI-28
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PucyHok 37 —3agHAa naHenb MES3300-24F
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PucyHok 38 — 3aagHAaa naHenb MES3300-48, MES3300-48F
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PucyHok 39 — 3aaHaa naHenb MES35001-10P
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PucyHok 42 — 3agHaa naHenb MES5310-48
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PucyHok 44 — 3aagHaa naHenb MES5400-48
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PucyHok 46 — 3aagHAaa naHenb MES5500-32

B Tabnuue 11 npuBeaeH nepeyeHb PasbeMOB, PACMOJOMKEHHbIX Ha 3a4HeW MaHeAn KOMMYTaTopoB
MES2300-24, MES2300B-24, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-
48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F,

MES35001-10P, MES5310-48, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48,
MES5410-48, MES5500-32.

Tabnnua 13 — OnucaHMe pasbemMoB 3aJHell MNaHenn KommytatopoB MES2300-24, MES2300B-24,
MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-
24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F, MES35001-10P, MES5310-48,
MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32

Neo D/IeMEeHT 3a4Hel naHenu OnucaHue
—_— o
1 Knemma 3asemnenua = Knemma gns 3azemneHma ycTpoucTsa.
2 BeHTMnATOPBLI BeHTUNATOPBI ANA OXNAaXKAEHUA YCTPOMCTBA.
3 CNOTbI 4N YCTAHOBKM 610KOB Cnot ans ycTaHoBKM pesepBHOro 6,10Ka nutaHma AC nam DC.
4 NUTaHnA CNnoT A4NA ycTaHOBKM OCHOBHOTO 610Ka nuTtaHuna AC nam DC.
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5 Console KoHCO/IbHbIM NOPT 4N1A NIOKANBHOIO YNPaBAEHUA YCTPOMUCTBOM.
MES3300-48
MES3300-48F ,T:,:);H(OE:_Zfl;,E:::,\),l 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpas-

6 008 MES5310-48 yn aB}'IVEH[:Ie oc e(.:TBnﬂeTCH Mo CeTH, pasfeNibHO C KaHa/oM nepegayu
MES5410-48 aszlx i » P33A PeA
MES5400-48 | P :

7 <~ USB-nopr.

8 KpoHwTeliH MES35001-10P | KpoHwTelH ana ycTaHOBKM ycTpoiicTBa Ha DIN-peiiky.

2.4.3 bokoeble naHenu ycmpoiicmea
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PucyHok 49 — JleBas 60KoBan naHenb MES2300D-24P
o o
° -]
PucyHok 50 — JleBas 60KkoBan naHenb MES2300DI-28
] o 2 Lo ;
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PucyHokK 52 — lesasa 6okoBan naHenb MES2300B-48
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PucyHok 53 — JleBas 60KoBaa naHenb MES3300-24
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PucyHok 54 — lesasa 6okoBan naHenb MES3300-08F
PucyHok 55 — Jlesasa 6okoBan naHenb MES3300-16F
{] o ® @
dﬂf -] @®

PucyHokK 56 — Jlesasa 6okoBan naHenb MES3300-24F

&) LS

PucyHok 57 — JleBaa 60koBas naHenb MES3300-48
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PucyHok 58 — flesaa 6okoBas naHenbs MES5316A, MES5324A, MES5332A
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PucyHok 60 — Jlesaa 6okoBas naHenb MES5312
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PucyHok 61 — J/leBas 60KoBan naHenb MES5310-48
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PucyHok 62 — /leBas 6okoBasa naHenb MES5400-24
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PucyHok 63 — MpaBas 6okosaa naHens MES5400-24
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PucyHok 64 — NpaBasa 60KkoBan naHenb MES5400-48

[ CLO000C0000300000CO0000 3 )
ol © Soou0ECo0OCoOUOOo000). @ @ °© o© o o o °
CCO000CO000ITO00L

)) COO0O0 1
CO0D0YCO000TOUPEUOOONTD []I I|
© . o ] o o o o o 3 )
@ @ ®

PucyHoK 65 — MNpaBas 6okoBaa naHenb MES5410-48
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PucyHoK 66 — NpaBasa 6okoBaa naHenb MES5500-32

Ha 6OKOBbIX NaHENAX YyCTPOMCTBA PACMONOKEHbl BEHTUNALMOHHbIE PELIETKM, KOTOpble CAy¥KaT Ans
oTBOZa Tensia. He 3akpbiBaliTe BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMM NpeameTamu. ITO MOXKET
NPMBECTU K NeperpeBy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapylweHWs B ero paboTe. PekomeHaaunm no
YCTaHOBKE YCTPOMCTBa PAcMo/oKeHbl B pa3gene «YCTaHOBKa U NOAKAYEHNE».
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2.4.4 Ceemoeasn uHOUKayusa

CoctoaHue wuHTepodeicoB Ethernet agna mogenen MES2300-24, MES3300-24, MES3300-24F,
MES5312, MES53xxA, MES5400-xx, MES5410-48 nHnanumnpyetca ABYMA CBETOAMOAHBIMU UHAMKATOpPaMMU,
LINK/ACT 3eneHoro useta u SPEED aHTapHOro ugeTa. PacnonoskeHume CBETOAMOA0B NMOKA3aHO Ha PUCYHKaX
HUXe.

Link @ O Speed

T T

]

PucyHok 67 — BHeluHuMIA BUA oamMHapHOro pasbema SFP/SFP+

o ]

LINK/ACT SPEED

PucyHOK 68 — BHellHKWI1 BUA caBOeHHOro pasbema SFP/SFP+/SFP28

LINK/ACT SPEED

PucyHok 69 — BHelwHWi1 BMA pa3bema RJ-45

LINK/ACT ~ SPEED

00 AV 00O

PucyHok 70 — BHewHu BMuA pasbema QSFP+ n QSFP28 ana MES5400-xx, MES5410-48

Ona  mopenn MES5500-32 coctoaHne wuHTepdelicoB QSFP28 uHAMuMpyeTca  4YeTbipbma
CBETOANOAHBIMU MHANKATOPAMMU 3€/1€HOT0 U AHTAPHOIO LBETOB: AaHHble MHAMKATOPbI MOTYT NPUHUMATD
Kak ponb LINK, Tak n SPEED, ux coctosiHua onucaHbl B Tabanuax 19, 20, 21. AnA KaxKAoro pexkmma paboTsbl
nopta WMHAMKATOPbl MMEIT pas/inyHoe HasHauyeHwe. Beuay storo B Tabauuax 19, 20, 21 paHHble
WMHAMKATOPbI OyAyT NPOHYMEepPOBaHbl Kak «MHAMKATOP 1», KMHAMKATOP 2%», KMHOMKATOP 3», KMHANKATOP 4».
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CoctoaHMe uHTepdencoB XG-nopToB WHAMUMPYETCA ABYMS CBETOAMOAHLIMM WMHAMKATOpPamMu,
LINK/ACT 3eneHoro useta 1 SPEED aHTapHOro uBseta. PacnosioyeHne cBETOAMOA0B NOKa3aHOo Ha PUCYHKax

HUXxe.

WHaukatop 2

WHaukaTtop 3

Wupukarop 1 Nuamkatop 4
el — QO O O —jpmes

WMHaukaTtop 1

WMugukaTtop 4

WHpaukatop 2 i - WHaukatop 3
OO0O0O0

PucyHok 71 — BHewHwuI Bug, pasbema QSFP+ 1 QSFP28 ans MES5500-32

Tabnunua 14 — CBeToBan MHAMKALMA COCTOAHMA NHTepdeicoB QSFP28

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COeANHEHNE HE YCTaHOBAEHO.

BbikntoueH

[opuT noctoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 40 Meut/c.

FopnT NnocToAHHO

FopuT NnocToAHHO

YcTaHoBEHO coeAnHeHne Ha ckopocTu 100 Meut/c.

X

Mwuranune

MaeT nepepaya AaHHbIX.

Tabnunua 15 — CeBeToBan MHAMKaLMA COCTOAHMUA MHTepdeicoB SFP28

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COEANHEHNE HE YCTaHOBAEHO.

BbikntoueH

FopnT NnocToAHHO

YcTaHoBEHO coeanHeHne Ha ckopocTu 10 réut/c.

lopuT nocToAHHO

[opuT nocTtoAHHO

YCcTaHOB/IEHO coeAnHeHMe Ha ckopocTtu 25 Feut/c.

X

Mwuranune

NpeT nepeaaya AaHHbIX.

Tabnnua 16 — CBeToBan MHAMKaLMA COCTOSHUA UHTepdencos SFP+

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COeAUHEHME HE YCTaHOBAEHO.

BbikntoueH

[opuT nocToAHHO

YcTaHOB/IEHO coeAnHeHne Ha ckopoctu 1 Iéut/c.

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOBEHO coeanHeHne Ha ckopoctu 10 réut/c.

X

Mwuranune

MpaeT nepeaaya AaHHbIX.
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Tabnuua 17 — CBeToBasA MHAMKALMA COCTOAHUA MHTepdelicos SFP

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.

BbikntoueH

[opuT NnocToAHHO

YcTaHoB/IeHO coeanHeHne Ha ckopocTy 100 Méut/c.

lopuT nocToAHHO

lopuT nocToAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoctu 1 Méut/c.

X

MwuraHune

MpoeT nepepaya gaHHbIX.

Tabanua 18 — CeeToBasa HANKaUMA coctosHua Ethernet-noptos 10/100/1000BASE-T

BbikntoueH

BbikntoueH

MopT BbIKNOYEH UKW COeANHEHUE HEe YCTaHOBAEHO.

BbikntoueH

FopnT NnocToAHHO

YCTaHOB/MIEHO coeamHeHue Ha ckopoctn 10 M6ut/c
nnan 100 M6uT/c.

FopnT nocToAHHO

FopnT nocToAHHO

YcTaHoOBIEHO coeanHeHne Ha ckopocti 1000 M6éut/c.

X

Mwuranune

MpoeT nepepaya AaHHbIX.

Tabnunua 19 — CeeToBan MHAMKaLMA cocTosHUA UHTepdelicoB QSFP28 ans MES5500-32

MopT BbIKAKOYEH WU COEOMHEHME He
BbikntoueH BbikntoueH BbikntoueH BbikntoueH

YCTaHOB/EHO.
loput loput loput

YCTaHOB/IEHO COeAMHEeHUEe Ha CKOpOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO BbikntoyeH 40 r6ut/c
3e/leHbIm AHTAPHbIM AHTAPHbIM ’
lfoput lfoput loput Foput

YCTaHOB/NIEHO COeAMHEeHUEe Ha CKOpOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

100 réwmr/c.
3e/IeHbIm AHTAPHbIM AHTAPHbIM AHTAPHbIM
MwuraHune X X X MpeT nepegava gaHHbIX.

Tabnnua 20 — CeeToBas MHAMKAUMA cocTossHUA MHTepdelicoB QSFP28 ana MES5500-32 B pexkume paciien-

NeHunA

MopT BbIKAOYEH WAM cOoeguHeHUe He
BbikntoueH BbikntoueH BbikntoueH BbikntoyeH

YCTaHOB/EHO.
foput Foput foput Foput

YcTaHOB/NIEHO coeaMHeHMne Ha CKOpOCTH
NOCTOAHHO NOCTOAHHO NOCTOSAAHHO NOCTOAHHO 1 T6uT/c
3e/1eHbIM 3e/1eHbIM 3e/1eHbIM 3e/IeHbIM ’
loput loput loput Foput

YcTaHOBNEHO coeaMHeHne Ha CKOpOoCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 10 F6ut/c
3e/1eHbIM 3e/1eHbIM 3e/1eHbIM 3eN1eHbimM ’
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loput loput loput loput
YCTaHOBNEHO cOoeAMHEHNE Ha CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 25 [6uT/c
3e/IeHbIM 3e/IeHbIM 3e/IeHbIM 3eneHbim )
MwuraHune MwuraHune MwuraHune MwuraHune MpoeT nepepaya gaHHbIX.

Tabnuua 21 — CeeToBas MHAUKaUMA cocTosHUA nHTepdeinncos SFP+ ana MES5500-32

CeeyeHue uHOUKamopa
LINK/ACT

CeeyeHue UHOUKamopa

SPEED CocmosHue uHmepdgelica Ethernet

BbikntoueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.

[opuT NOCTOAHHO [opuT NnocToAHHO YcTaHoBEHO coeanHeHne Ha ckopocTu 10 Méut/c.

X Mwuranue MpoeT nepepava gaHHbIX.

NHankatop Unit ID (1-8) cnyxuT ana obo3HayeHWss HOmepa YCTpohCTBa B cTeKe. CuUCTemHble
nHamkatopbl (Power, Master, Fan, RPS) cnyxaT ana onpeaeneHumsa cocTosHUA paboTbl Y3108 KOMMYTaTOPOB.

Tabanuya 22 — CeBeToBaA MHAMKALMA CUCTEMHbIX UHAMKATOPOB

Ha3eaHue DyHKYUA »
CocmosHue uHOUKamopa CocmosaHue ycmpolicmea
uHOukamopa uHOukamopa
BbikntoyeH MuTaHWe BbIKAOYEHO.
o MuTaHWe BKAOYEHO, HOPMa/bHaA
3eneHbliA, ropuT NOCTOAHHO o
paboTa ycTpolicTea.
MES5312
OpaH:keBblit MESS316A
P MES5324A
MES5332A
MES2300B-24F
CocrosHue MES2300-24P
Power MCTOYHMKOB MES3300-24 OTcyTCTBME NEPBUYHOrO NUTAHUA
nUTaHMA MES3300-08F OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
MES3300-16F YCTPOICTBa OT Pe3epBHOro MCTOUYHMKA)
KpacHbiit MES3300-24F MM aBapuA BTOPUYHOIO UCTOYHUKA.
: MES3300-48
MES3300-48F
MES5400-24
MES5400-48
MES5410-48
MES5500-32
Mpu3Hak . YCTPOWMCTBO SIBAAETCA K MACTEPOM»
3eneHbli, ropuT NOCTOAHHO
Master BeayLiero CTeKa.
yCTpOICTBa Npu YCTPOICTBO He ABNAETCA «KMacTeEpPoOM»
BbikntoyeH
paboTte B cTeke B CTEKeE.
3eneHbli,
ropuT Bce BHyTpeHHMe cucTembl paboTatoT B
P LUTAaTHOM peXKume.
WhavkaTop NOCTOSAHHO
MES2300-24P BO3MOXXHaA HeEUCNpPaBHOCTb
Status COCTOAHMA .
cTpolicTea MES2300-48P KpacHbin, BEHTUNATOPOB, BbICOKaA Temneparypa
yerp roput Ha OHOM W3 TEPMOLATHUKOB.
NOCTOSIHHO OwnbKM PoE (TonbKo ana
MES2300-48P).
CocTosAHue 3eneHbli, ropuT NOCTOAHHO Bce BEHTUAATOPbI UCNPABHbI.
Fan BEHTMNATOPA . OTKas ogHoro unu bonee
KpacHbli, ropuT NOCTOAHHO
oxnaxaeHus BEHTUIATOPOB.
Pe abo Pe3epBHbIN UCTO ofiKNtoYe
RPS MM paboTel 3eneHbli, ropuT NOCTOAHHO PEHBIV MCTOYRMK NOAKIOUEH 1
pe3epBHOro paboTaeT HOpMasbHO.
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MCTOYHMKA OTcyTCTBME NEPBUYHOIO NUTAHMA
nUTaHMA KpacHbli1, ropuUT NOCTOAHHO pe3epBHOro UCTOYHUKA UK ero
HEeNCNpPaBHOCTb.
BbikntoyeH Pe3epBHbIN UCTOYHUK HE MOAK/IOYEH.
3eneHblin
ropuT ! MogKkntoyeH notpebutens PoE xoTa 6bl
PoE B O4VH NopT.
NOCTOAHHO
KpacHbliit
CoctosiHune PoE MES2300-24P r;’ e ’ Asapwus PoE (nopT B cocToaHMM
P neperpysku, rnobanbHas aBapusa PoE).
NOCTOAHHO
BbikntoueH Motpebutenn PoE He NoAKAIOYEHDI.
3enieHbli,
ropuT BNOK NUTaHWA NOAK/OYEH M 3aNUTaH,
€CTb BbIXOAHOM TOK C 6/10Ka NUTaHuA.
pPS1 CocTosAHune bnokKa NOCTOAHHO
. MES2300-48P "
nuTaHmMa Main KpacHbin, BNOK NUTaHWA yCTaHOBAEH, HO
roput OTCYTCTBYET BXOAHOE HanpaxeHue/
NOCTOAHHO HET BbIXOAHOrO TOKa € 6/10Ka NUTaHuA.
3eneHbli,
ropuT BNOK NUTaHWA NOAKNIOYEH M 3aNUTaH,
ps2 CocTosAHKne bnoKa I'IOF;TOHHHO €CTb BbIXOAHOM TOK C 6/10Ka NUTaHuA.
nUTaHMA MES2300-48P =
KpacHbin, BNOK NUTaHWA yCTaHOB/EH, HO
Redudant
ropur OTCYTCTBYET BXOAHOE HanpsxeHune/
NOCTOAHHO HET BbIXOAHOrO TOKa ¢ 6/10Ka NUTaHuA.
3eneHbli,
roput MopaHo nutaHue Ha BBoa PWR1.
PWR1 WMHauKaTOpbI NOCTOAHHO
COCTOAHMUA BbikntoveH MutaHue Ha BBog PWR1 He nogaHo.
nnTaHnAa 3eneHbli,
ycTtpoucrtea roput MNopaHo nuTaHue Ha BBog PWR2.
PWR2 NOCTOAHHO
BbiKntoueH MutaHue Ha BBog PWR2 He noaaHo.
MES35001-10P KpacHbiit,
NHguKkaTop roput Meperpes ycTponcTea.
Temp TemnepaTypbl NOCTOAHHO
BbikntoueH HopmanbHan paboTa, neperpesa Her.
3eneHbli
ropuT ! MogkntoueH notpebutens PoE B
POE NHamKaTopbl HOCTORHHO COOTBETCTBYIOLLUIM NOPT.
coctoAHmA PoE
MoTpebutenb POE He noaKAtOYEH B
BbikntoueH o
COOTBETCTBYIOLLUI NOPT.
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2.5 KomnneKT nocraBkKu

B 6a30BbIii KOMMNAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTatop;

— KomnnekKT Kpenexa B CTOMKY;

— WHyp nuTaHua EBpoBuaka-C13, 1.8m (Tonbko ana MES2300-24, MES2300B-24F, MES2300-24P,
MES2300B-48);

—  WHyp nutanmsa MNBC 2x1.5, 2m (Tonbko gnsa MES2300B-24F, MES2300B-48, MES3500I1-10P);

— Pa3bem KabenbHol yacTn 2EDGK-5.08-02P-14-00AH — 2 wr. (Tonbko ana MES35001-10P);

— Pa3bem KabenbHol yacTn 2EDGK-5.08-03P-14-00AH — 1 wr. (Tonbko ana MES35001-10P);

— MamsATKa 0 4OKYMeHTauuu;

— CepTuduKaT COOTBETCTBUSA;

— MNacnopr.

Mo 3aKka3y NoKynaTena B KOMMAEKT NOCTaBKU OMUUOHANAbLHO MOTyT 6bITb BKAOYEHDI:

— PykoBoacTtBo no skcnayatauum Ha CD-gucke;

— KoHconbHbI Kabenb;

—  Mogaynb nutanmna PM160-220/12 (ans MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepum MES53xxA, MES5400-24);

—  Moaynb nutanma PM350-220/12 (ans MES5400-48);

—  Mogaynb nutauma PM600-220/12 (ana MES5410-48, MES5500-32);

— Mogaynb nutaHma PM950-220/56 (ans MES2300-48P);

— WHyp nwuTaHus EBpoBunka-C13, 1.8m (B c/Ayyae KOMNAEKTAUMM MOAY/EM MNUTAHUA
PM160-220/12, PM350-220/12, PM600-220/12 nnan PM950-220/56);

—  Mogaynb nutaHma PM100-48/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepun MES53xxA);

—  Mogaynb nutaHua PM160-48/12 (ans MES5400-24);

—  Mogaynb nutaHua PM350-48/12 (ans MES5400-48);

—  Mogaynb nutauma PM600-48/12 (ans MES5410-48, MES5500-32);

—  Mogaynb nutaHua PM950-48/56 (ans MES2300-48P);

—  LUHyp nuTaHus MNBC (B cnyyae KomnaekTauumn moaynem nutaHma PM100-48/12, PM160-48/12,
PM350-48/12, PM600-48/12 unn PM950-48/56);

— SFP/SFP+/SFP28/QSFP+/QSFP28 TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasgene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

3.1 KpenneHue KpOHLWTEAHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTENHbI A5 YCTAHOBKM B CTOMKY M BUHTbI A41A Kpen-
JNIEHUA KPOHLUTEMHOB K KOpNnycy YCTPOMCTBA. Ha KpOHLWITEMHAX PacnoNoXKeHbI WECTb KPeneKHbIX OTBEPCTUM
A5 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto
W aBepuei cepepHoro WwKada (pucyHkn 59—61). Ona ycTaHOBKM KPOHLWTENHOB BbibepUTe OANH U3 Bapu-
aHTOB KpenneHusa:

PucyHoK 73 — BapuaHT KpenaeHusa KpoHwTenHoB No2

1. CoBmecTuTe BblbpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMU }Ke OTBep-
CTUAMKM Ha BOKOBOW NMaHen yCTPOICTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCY.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KpoHLWTENHa.
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PucyHoK 74 — BapuaHT KpenneHua KpoHwTenHos ana MES5410-48, MES5500-32

Ons petaneit KpoHWTeMHA NpPeaycCMOTPEHO HECKOJ/IbKO MOJIOXKEHUN, 3aBUCALLMX OT T1yOUHbI
NCNosib3yeMon CTOMKU. MuHMManbHasa rnybuHa, Ha KOTOPYH PacCyMTaH KpPOHWTEWH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BbibepuTte HeobxoaMMOe nonoxeHne agetann 1 (aBa BapmaHTa nonoxeHus). CoemecTute ye-
Tblpe OTBEPCTUA HA AeTann 1 ¢ YeTblpbMA OTBEPCTUAMM Ha BOKOBOWM nNaHenu ycrpolictea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

2. BblbepuTe HEObX0AMMOE NONOXKEHME AeTanum 2 (4,Ba BapmaHTa nosoxeHus). CoBmectute Bo-
CeMb OTBEPCTUIA Ha AEeTann 2 C BOCEMbIO OTBEPCTUAMM HA BOKOBOM NaHenwu ycTpoiictea. C
NMOMOLLbIO OTBEPTKM NPUKPENUTE AeTaslb KPOHLWTENHA BUHTAaMM K KOpnycy.

3. BblbepuTe HeObX0AMMOE NONOXKEHME AeTanu 3 (Y4eTbipe BapmaHTa noioxeHus). Coemectute
TPW OTBEPCTUA HA AETanMn 3 C TAKMMM Ke BbIOPaHHbIMU OTBEPCTUAMM Ha aeTann 4. C nomo-
b0 OTBEPTKMU COEAUHUTE AETANN BUHTAMM C BHYTPEHHEN CTOPOHbI KPOHLWITEMHA, 3aKpyim-
BaA TO/IbKO KpaHWE BUHTbI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAUTCA YCTaHOBKa YCTPOWCTBA B CTOMKY (CcM. pa3gen 3.2).
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3.2 YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5400-xx

[nAa yCTaHOBKM YCTPOICTBA B CTOMKY:

1. Mpunoxute ycTpoCTBO K BEPTUKA/IbHBIM HAMPaBAAIOLLMM CTOMKM.

2. CoBMeCTUTE OTBEPCTMA KPOHLWITENHOB C OTBEPCTUAMM Ha HaNpaBAAOWMX CTOMKK. Mcnonb-
3yliTe OTBEPCTMA B HanpaBAAOLWMX HA OAHOM YPOBHE C 0H6enx CTOPOH CTOMKM, ANA TOro

4yTObbI YCTPOMCTBO PaACcno/iarasocb ropn3oHTasbHO.
3. C nomoLbto OTBEPTKMU NPUKPENNTE KOMMYTATOP K CTOMKE BUHTAMMU.

\Wﬁﬁﬁﬁﬁﬁﬁ

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ/

PuUcyHOK 75 — YcTaHOBKa yCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpolicme MES5410-48, MES5500-32

Ona yctaHoBKM ycTpoiicte MES5410-48, MES5500-32 B CTOIKY:

3aduKcnpyiite getanb 4 Ha HanpaBAAIOLWEN CTOMKU C NOMOLLbIO BUHTOB.

BcTaBbTe YCTPOMCTBO B CTOMKY, MCMOJIb3YA AeTaslb 3 KaK HAaNpaBAAoLLYHO.
3aduKcnpyiite getanb 1 Ha HanpasBAAOLWEN CTONKN.

Ncnonb3ysa oTBepTRY, 3adUKCUPYITE LEHTPAIbHbIN BUHT, COeaUHAOWMNIK aeTanmn 2 n 3.

PwnpE

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32

57



HELTEX

sl
&

PuUcyHOK 76 — YcTaHOBKa yCTpoICTBa ME55500-32 B CTOMKY

3.2.2 PasmeweHUe KOMMymamopos 8 cmoiike

Ha pucyHKe HUKe NpuBeaeH Npumep pasmeLleHms KommyTtaTopos MES5312 B cToiike.

o MES-5312 N1 o
o KabenbHbiii opraHaiisep o
o] MES-5312 N2 o
(o] KabenbHblit opraHaiiaep o
o MES-5312 N3 °
o KabenbHbiii opraHansep o
o MEsssizna °
(o] KabenbHbiit opraHaiisep o]
o] MES-5312 N5 )
o KabenbHblii opraHaiisep o

PucyHok 77 — PasmelieHne KommyTtaTopoB MES5312 B cToiKe
I AHaNOrMYHO NPOUCXOAUT pa3mell,eHMe OCTa/IbHbIX KOMMYTAaTOPOB B CTOMKE.
’1 He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUSA, A TaK}Ke BEHTU/IATOPDbI, PaCNON0XKeHHble Ha
-

3aAHel NnaHenu, NOCTOPOHHUMM NpeaMeTamMmu Bo M3berxkaHue neperpesa KOMNOHEHTOB KOM-
MyTaTopa M HapyLweHuA ero paboTbl.
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3.2.3 YcmaHoeka ycmpoiicmea MES3500I-10P Ha DIN-peliky

YcrpoiictBo MES35001-10P ycTaHaB/MBaeTcA BEPTUKa/IbHO, TaK Kak 60KoBble NnaHenun obec-
vt ne4ymnsaloT TENJI00TBOA,

[ns yctaHoBKK ycTpoiicTBa Ha DIN-peliky:

1. HaKnoHWUTb Kopnyc yCTpoMCTBa BEpPXHEN YacTbio oT ceba M npunoxutb K DIN-pelike Tak,
YTOObI €€ BEPXHAA KPOMKA OKa3anacb 32 NPOBO/IOYHON NPYKUHON.

2. HapasuTb Ha KOPMNYyC YCTPOMCTBA CBEPXY.

3. He cHMMas gaBneHus, NpUXKaTb HUMKHIOK YacTb Kopnyca ycTpolicTea K DIN-peitke go 3a-
LLeIKUBaAHMA.

Ona pemoHTaxKa yctponctea ¢ DIN-peiiku:

1. HapaBuTb Ha KOpMycC YCTPOMCTBA CBEPXY.
2. He cHMMaA faBneHua, NOTAHYTb HUMKHIOK YacTb YCTPOMCTBA Ha cebs.
3. [MpunoaHAas Kopnyc, CHATb ycTporcTBo ¢ DIN-peliku.
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3.3 YcraHOBKa moayneu NnUTaHuA

KommyTtaTtop moxKeT paboTaTb C OAHUM UM ABYMA MOAYIAMMU NUTAHUA. YCTaHOBKA BTOPOro Moay/n
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YCAOBUAX, TPeOYOLWMX MOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MOAYNEN MUTAHUA C SIEKTPUYECKOM TOYKM 3PeHUs paBHOLEHHbI. C TOUYKM
3pEHUA UCNOJIb30BAHMA YCTPOUCTBA, MOAY/1b MUTaHMA, HaXO4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbiM. Moaynm NMTaHUA MOTyT YCTaHaB/IMBATLCA M U3B/IEKaTbCA 6e3 BbIK/IoYeHuA
ycTpoictea. [pu  yCTaHOBKE WAM  U3BAEYEHUWU AOMOJIHUTE/IBHOrO MOAYAA MUTAHMA KOMMYyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ | Mepep, OGCﬂy)KVIBaHVIEM unsgenna, peMOHTOM U ApPyrmmn aHaaorM4Hbimum AEﬁCTBMﬂMM oT-
ol Knw4yuTte nigenne ot scex UCTOYHUKOB NUTaHUA.

PucyHok 78 — YcTaHOBKa moaynen nnutaHma

CocToAHMe Moaynei MUTaHWA MOXKET 6biTb MPOBEPEHO MO MHAMKAUMW Ha nepeaHer naHenu
KommyTaTopa (cm. pasgen 2.4.4) uaM No AMarHoCTMKe, OOCTYMHON 4epe3 MHTepdeicbl ynpasieHus
KOMMYTaTOPOM.

UHankauma aBapun moayna nUTaHuA moxket 6bITb BbI3BaHA He TO/IbKO OTKAa3oM moayna, Ho
e n oTCyTCTBMEM NepBUYHOIO NUTAHUA.

3.4 TMoaKnuYeHUe NUTAKOLEN CeTH

1. Mpeae 4em K yCTpOMCTBY OyAeT MoAKAOYEHA NUTAOWAn CeTb, HEOOXOAUMO 33a3EMINTb
KOpMyC YCTPOICTBa. 3a3emneHne HeobxoAMMO BbINONHATb U30/IMPOBAHHBLIM MHOTOXW/Ib-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eMNEHUA U CEYEHME 3a3EMIALOLLErO NPOBOAA A0/KHbI CO-
oTBEeTCTBOBaTb TpeboBaHusam MY3.

’ MoaknoueHUe A0MKHO OCYLLLEeCTBAATLCA KBanMdJMU,MpOBaHHbIM cneynanncTtom.
-
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2. Ecnu npeanonaraeTca NOAKNOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBaHUA K KOHCO/b-
HOMY NMOPTY KOMMYTaTOpa, 3TO 060pyAOBaHME TaKKe AOMKHO ObITb HaZLEXKHO 3a3eMEHO.

3. TMopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMJIEKTALLMMU YCTPOMCTBA,
MUTAHWE MOKET OCYLLLECTBNATLCA OT CETU NMEPEMEHHOTO TOKA IMBO0 OT CETU MOCTOAHHOTO TOKaA.
Mpy NOAKNIOYEHUN CETU NEPEMEHHONO TOKA CNeayeT MCMo/b30BaTb Kabenb, BXOAAWMNI B
KOMMNEKT ycTpoicTBa. Mpu NOAKAOYEHMU K CETU MOCTOAHHONO TOKAa UCMOAb3YITEe NPOBOA,
ceyeHnem He MeHee 1 Mm% 1 cobatoaaiTe NONAPHOCTb, YKasaHHYIO Ha 610Ke NUMTaHKA.

Bo usbexxaHme BO3HUKHOBEHMUS KOPOTKOro 3aMblKaHMUA NPU NOAKNIOYEHUU K CETU NOCTOAH-
HOro TOKa peKomeHayeTca npon3secTtu 3a4UCTKyY nposoia Ha AJIUHY 9 mm.

.‘

Llenb NUTaHMA NOCTOAHHBIM TOKOM A0/1XKHa COAep’KaTb YCTPOUCTBO OTKNAIOUEHUA NUTAHUA C
dusmnueckum pasbveguHeHnem coegmuHeHua (BbiKaloUaTeNb, pa3bem, KOHTaKTOp, aBTOMaTh-
YyecKuii BbIKNloYaTenb U T.0.).

.‘

4. BK/OYMTE NUTAHME YCTPOCTBA U ybeauTechb B OTCYTCTBUM aBapWUiA NO COCTOSIHUIO MHAMKATO-
pOB Ha nepeaHein NaHe un.

3.5 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

Tonbko gna MES5500-32: Bo usbexkaHue noBpexaeHUA yCcTpoiicTea Npu ogHOBPEMEHHOM
ucnonb3oBaHuM noptoB XG1 n XG2 Heob6xoaMMO 1cnonb3oBaTb SFP+ TpaHcuBepbl ¢ TMNOM
pa3sbema LC unun SFP+ Direct Attached Cable (DAC).

.‘

/ YcTaHOBKa ONTUYECKUX MOAY/1eii MOXKeT NPOU3BOAUTLCA KaK NPU BbIKAOYEHHOM, TaK U NpU
BK/IDYEHHOM YCTpoiicTBe.

1. BcrtaBbTe BepxHuin SFP-moay /b B CIOT OTKPbITOM YacTbio pa3sbemMa BHU3, @ HUXKHUIA SFP-mo-
OYNb OTKPbLITOW YacTblo pa3bema BBEpX.

PucyHok 79 — YcTtaHoBKa SFP-TpaHcmBepos

2. HapasuTe Ha mMmoA4ynb. Korpa oH BcTaHeT Ha MecTo, Bbl ycabiwunTe XapaKTeprll‘/Jl LLENYOK.

PucyHok 80 — YcTtaHoBeHHble SFP-TpaHcuBepb!
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[na yaaneHus TpaHcueepa:

1. OTKpoiiTe 3aLenKy moayns.

PucyHok 81 — OTKpbITHe 3awenku SFP-TpaHcmeepos

2. WUN3Bnekute moaynb U3 cnoTa.

PucyHok 82 — N3BneveHune SFP-TpaHcuBepos
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4 HAYA/NIbHAA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuUHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbix — 115200 604;

—  3agaTtb GopMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6e3 KOHTPOAA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

—  334aTb pPeXum smynauum TepmuHana VT100 (MHOrMe TepmMHaNbHbIE MPOrpPamMMbl
MCNONb3YIOT AaHHbIV PEXMM IMYNALMM TEPMUHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

4.2 BKAloueHUe yCTpoucTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMyNAunn TepmMmunHana.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHMM» (POST), KoTopasa Nno3BoaseT onpeaennTb paboTocnocobHOCTb
YCTPOICTBA Nepes 3arpy3Koit UCNOHAEMOM NPorpammbl B onepaTMBHYO namaTs (O3Y).

OTobpaxeHune xoaa BbINoAHeHMA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
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CnycTa aBe cekyHAbl Noc/e 3aBeplieHna npoueaypbl POST HauMHaeTcs aBTo3arpysKa nporpammHoro
obecrneyeHna Kommytatopa. [1A BbINOAHEHMA cheuManbHbIX Npoueayp UChnosib3yetca meHto Startup,
BOMTM B KOTOPOE MOXHO, MpepBaB 3arpysKy Haxkatmem Knasuwu <Esc> wnu <Enter> B TeyeHue 3TOro
BPEMEHMU.

Mocne ycnewHoOW 3arpy3kM KoMMyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica
KOMaHAHoM cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/':f' [ns 6bicTpOro BbI30Ba CNPaBKU O A0CTYMHbIX KOMaHAaX UCNONb3YTe KOMBMHALMIO KNaBuULL
- <Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na BxoAa B 3arpy3ovHoe MeHI0 c/iedyeT NOAKAIUUTLCA K YCTPOMCTBY Yepes nHTepdelic RS-232,
nepesarpysuTb YCTPOMCTBO U B TeYeHMe ABYX CeKyHA noc/e 3aseplueHuns npoueaypbl POST HaxaTb «ESC»
mnn «<ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvét 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 23 — GyHKUMKN MHTepdeica 3arpy304HOro MeHIo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIVM 06pasza cuctemHoro MO.
Restore Factory Defaults BoccTtaHOBUTb 3aBOACKME HAaCTPOMKM.
Boot password YcTaHoBUTL/YyAannTb Naposib Ha bootrom.
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTEHTUPUKALUM.
Back MpoAoMKNTb 3arpy3Ky.
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4.4 Pexunm paboTbl KOMMyTaTOpa

KommyTatopsl cepuit MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5400-xx, MES5410-48,
MES5500-32 paboTaloT B pexxume cTeknmposaHumal,

CteKk OYHKLMOHMPYET KaK eaMHOoe YCTPOMCTBO M MOXKET 06beanHATL A0 8 KOMMYTaTOPOB OAHOMN U
TOM e MoJenun, UMeroLLUX cealyolne poau, onpeaensaemble UX NOpPAAKOBbIMU HoMepamu (UID):

— Master (UID ycTpoiictBa 1 unm 2), ¢ HEro NpoucxoauT ynpaB/ieHMe BCEMM YCTPOMCTBaMU B
CTeKe.

— Backup (UID yctpoiictBa 1 uam 2) — ycTpomncTBO, NoaumnHaAmweecs master. Jybnvpyet Bce
HAaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpasBAAlOLWEro yCcTpohcTBa M3 cTpos, bepeT Ha cebs
bYHKLMM yNpaBAeHMA CTEKOM.

— Slave (UID ycTpoticTs oT 3 go 8) — ycTpoicTea, nog4ymHsatoweeca master. He moxeT paboTtaTtb
B aBTOHOMHOM peXxxunme (ecam oTcyTcTByeT master).

Ona KoppeKkTHOM paboTbl cTeka Heobxogum xoTa 6bl O4UH IOHUT C ponbio master  oguH
IOHUT ¢ ponbio backup.

.-

/’ UHTepdeiicbl B pexxume CTEKMPOBAHUA PaboTaloT TO/IbKO Ha MAaKCUMaJIbHO CKOPOCTU UH-
Tepdeiica.

B pexunme CTEKMpPOBAHMA A8 CUHXPOHM3AUMKM KommyTaTopbl MES2300-24, MES3300-24,
MES3300-24F, MES5312, MES5316A, MES5316A rev.C, MES5316A rev.C1, MES5324A, MES5324A rev.C,
MES5324A rev.C1l, MES5332A, MES5332A rev.C ucnonb3ytoT XG-nopTbl, a KommyTtatopbl MES5400-24,
MES5400-48, MES5410-48, MES5500-32 ncnonb3ytoT HG-nopTbl. [1py 3TOM yKa3aHHble NOPTbI He Y4acTBYIOT
B nepegaye AaHHbIX. BO3MOXHO CTEKMPOBAHME KOMMYTATOPOB TOJIbKO OA4HOW MOAENM U C TEM e
KO/IMYeCcTBOM MOPTOB, K Npumepy, cTekmpytotca apyr ¢ apyrom MES5316A n MES5316A. CrekupoBaTb
KommyTaTtopbl MES53xxA ¢ kommyTtaTtopamm MES53xxA rev.C n MES53xxA rev.C1l HeBO3MOXHO BBUAY
annapaTHbIX Pa3/IMYnin 3TUX MoAenen YyCTPOWMCTB. BO3MOXKHbI ABe TOMOMOTMU CUHXPOHU3UPYHOLLMXCA
YCTPOMCTB — KOANbLEBad W J/AMHeWHaA. PeKomeHayeTcA MCNONb30BaTb KOJbLEBYK TOMOAOTUIO ANA
NOBbILLIEHMA OTKA30YCTOMUYNBOCTU CTEKA.

Mo YMOYaHUIO KOMMYTATOP ABNAETCA MaCTeEpPOM, BCe NMOPTbl y4aCTBYHOT B Nnepeaye AaHHbIX.

V’ Noapaep:kaHa npoueaypa aBToob6HoBAeHUA HA Bepcuuio MO ¢ Master-kommyTtaTtopa npu
B[,06aBNAEHNN HOBbIX OHUTOB B YXKe CYLLLEeCTBYIOLLMMA CTEK.
V Ona kommyratopos MES2300/3300 pa6ota creka u3 4-8 IOHUTOB Noaaep>KaHa C BepcUn
6.6.3.8.

! dyHKumoHan NSF (Non-Stop Forwarding) 6yaeTt peannsosaH opnmeHTMpoBoyHO B 2Q02025.
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Tabnuua 24 — MaTpuua ctekuposaHusa ana MES2300-xx/MES3300-xx

487-00€€SIN

817-00€€SIN

dvZ-00€€SIN

vZ-00€ESIN

49T-00€€SIN

480-00€€SIN

d8t-00€C¢SIN

817-900€ZSIN

d¢-00€CSIN

4vZ-900€CSIN

vZ-00€ZSIN

vZ-00€ZSIN

4vZ-900€CSIN

dv¢-00€¢SIN

8-900€CSIN

d8t-00€¢SIN

480-00€€S3IN

49T-00€€SIN

vZ-00€€SIN

1v¢-00€ESIN

'’

,

4

7

'

MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32

o

-KomMmymamopel cepuli
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817-00€€SIN

4817-00€€SIN

Tabnnua 25 — MaTtpuua ctekmpoBaHma gna MES53xxA

J°AdM
VZEESSIN

VZEESSIN

TJ'A
VZeESSIN

J'Ad
V¥ZESSIN

VPZESSIN

TJ'A3M
VITESSIN

J'Aa1
VITESSIN

VITESSIN

VITESSIN

J'Aal
VITESSIIN

1J°A3l
VITESSIN

VPZeSSIN

J'A3l
VrZEeSSIIN

1J°A3l
VZeESSIN

VZEESSIN

J'Adl
VZEESSIAN
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Tabnuua 26 — MaTtpuua ctekmposaHua ana MES5400-xx, MES5500-32
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HGCITIDOUKG CMeKuUpoB8aHUA Kommymamopos
3anpoc KOMaHAHOM CTPOKM MMeeT cneayroLmnii Bua;
console (config) #
Tabnnua 27 — basoBblie KOMaHAbI
3HaveHue/3HayeHue o
KomaHda / Aelicmeue

no ymosn4aHurw

stack configuration links te
te_port | hu hu_port

HasHavaeT nHTepdeicol s CUHXPOHM3AUMKN PaboTbl KOMMYyTa-
Topa B cTeKe. MUHMMaIbHOE KOIMYECTBO — 2, MaKCMMaNbHoe
— 2.

stack configuration unit-id
unit_id

unit_id: (1..8,
auto)/auto

Ha3HauyaeT Homep ycTpoicTBa «unit-id» NOKaNbHOMY YCTPOMCTBY
(Ha KoTopom BbINONHEHa KoMaHZa). CMeHa Homepa yCcTpoicTBa
Npou3oNAET nocne nepesarpyskn KommyraTopa.

no stack configuration

YpaneHune HacTpoeK CTeka.

stack unit unit_id

unit_id: (1..8, all)

Mepexoa, kK KOHGUIYPUPOBAHUIO OHWTA B CTEKe.

[pumep

e 06beanHUTb B CTEK gBa KommyTaTopa MES5312. HazHauMTb BTOPbIM FOHUTOM, MCNOAb30BaTb UH-

Tepdelicbl tel-2 B KauecTse CTEKUPYIOLLMX.

console#config

console (config) #stack configuration unit-id 2 links tel-2

console (config) #
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;
console#

Tabnunua 28 — basoBble KOMaHAbl, OCTYMNHblE B perxnume EXEC

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
show stack - OTobparkaeT MHPopMaLMio 06 YCTPOMCTBAX, BXOAALWMX B CTEK.
show stack configuration OTobparkaeT MHPOPMALMIO O CTEKMPYIOLLMX UHTEpdeicax oHU-
TOB B CTEKe.
show stack links [details] ) PacwupeHHoe oTobparkeHne MHGOPMaLMM O CTEKUPYHOLLNX UH-
Tepodelicax.
o [Ipymep ncnonb3oBaHuA KomaHabl show stack links:
console# show stack links
Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 tel/0/1 te2/0/2 10G tel/0/2
2 te2/0/2 tel/0/1 10G te2/0/1

YcTpoiicTBa ¢ oguHaKoBbiMu uaeHtudukatopamm «Unit ID» He moryT paboTtatb B ogHOM
e CTeke.

4.5 HacTpoiKa pyHKLUA KOMMyTaTopa

®YHKUMM NO HaYyaIbHOMY KOHPUIYPUPOBAHUIO YCTPOMCTBA MOXKHO pasaennTb Ha ABa Tuna.

— basoBas HacTpoiMKa — BK/OYaeT B ceba onpeaeneHne 6a3oBbix GyHKLMIA KOHPUTYpaLmm n
HACTPOMKY ANMHAMMYECKUX IP-agpecos.

— Hactpoitka napameTpoB cucTeMbl 6e€30MacHOCTM — BKJ/IIOYAET YyNnpaBiAeHWe CUCTEMOM
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/ Mpwu nepesarpysKe ycTPOICTBA BCe HECOXpaHEHHble AaHHble ByayT yTepaHbl. Ana coxpaHe-
HUA N106bIX BHECEHHDbIX U3MEHEHUW B HACTPOIMKY KOMMYTaToOpa UCNob3yeTca ceaytowan
KOMaHpga:

console# write

4.5.1 ba3osasa Hacmpolika Kommymamopd

[na Havana KoHOUrypaunum ycTpomncTea HeObXo0AMMO NOAKAOUNTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnenoBaTeNbHbl NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOTPAMMY SMYAALUN TEPMUHANA COTNACHO MYHKTY
4.1 «HacTpoiKa TepMmuMHana».

Bo BpemaA Haya/IbHOM HACTPOMKM MOXKHO onpenenntb MHTepdelic, KoTopbin byaeT MCNONb30BaTLCS
ANA NOAKMOYEHUA K YCTPOWMCTBY YAa/IeHHO.
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ba3oBaa HacTpoWMKa BKAOYAET cneaytoulee:

1. 3apaHue naponsa ana nosnbsosatens «admin» (c ypoBHem npusuaernii — 15).
Co3paHue HOBbIX No/ib30BaTeNne.
HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMOYAHUIO.
Monyyenune IP-agpeca ot cepsepa DHCP.
HacTpoiika napameTtpoB npotokona SNMP.

vk wnN

4.5.1.1 3adaHue napona 014 none3osamesns «admin» u co30aHue Ho8bIX NMosns3osamerel

Ona obecneyeHunA 3aWMLLEHHOrO BX0OAa B CUCTEMY He06X0AMMO HA3HAUMTb NAPO/Ib NPUBU-
e NlerpoBaHHOMY noJsb3oBaTento «adminy».

MmMA nonb3oBaTens W nNaposb BBOAMTCA MNpUM BXOAE B CUCTEMYy BO BPEMA CEaHCOB
aAiMUHNCTPUPOBAHMA yCTpoicTBa. [NA Co34aHNA HOBOrO NOJ/Ib30BaTENA CUCTEMbI UM HAaCTPOMKK Ntoboro
13 NapameTpoB — UMEHM M0/1b30BaTeNA, NapPOAs, YPOBHA NMPUBUNETMIA, UCMO/b3YHOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

/’- YpoBeHb npusunernii 1 paspeluaer gOCTyn K yCTPOICTBY, HO 3anpeLyaeT HacTpoiiky. Ypo-
BeHb npuBuaernii 15 paspeLuaer Kak A0CTyn, Tak U HACTPOMNKY YCTPOUCTBA.

Mpumep KoMaHZ 418 3a4aHuna noab3osatesnto «admin» napons «eltex» u cosaaHma nosb3osartens
«operator» c naponem «pass» 1 ypoBHem npusuierni 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config)# exit

console#

4.5.1.2 PacwupeHHaa Hacmpolka yposHsa docmyna

Ha ycTpoicTBe cyliecTByeT BO3MOXKHOCTb pacnpeaeneHuns npas nosb3osBaTtenel B 3aBUCMMOCTHU OT
YPOBHA NPUBWUAETMIA, Ha KOTOPOM KaKAbli M3 nosb3osaTenelt 6biln co3gaH. KOHKPETHOMY YPOBHIO
npuBMAErniAi NpucBanBaeTca Habop KoMaHA, KOTOPbIE MOTYT BbIMOJHATLCA M0/1b30BATENAMM C YPOBHEM HE
HUKe 3a4aHHOrO.

’ ' KommyTtatop noaaeprKMBaeT cucTemMy HacnegoBaHuMA Habopa KomaHg oT 6onee HU3KMX
N YPOBHe npuBuneruii.

’ ' Mpusunernn BbICTPAMBAIOTCA TOJIbKO A1 KOHKPETHO 3aAaHHOoro y3na. Kaxkayio KomaHay
N Heo6X0AMMO NPONUCbIBaTb ABHO, HE UCMO/Ib3YA COKPaLLeHHble GopMbl.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

3anpoc KoMaHAHOW CTPOKK B pekmnme rnobanbHoro KOHGUrypmMpoBaHUsa MMEET Cneayowmnin BUa;

console (config) #
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Tabanua 29 — KomaHabl ANA HAaCTPOMKM paclUMPEHHOro A0CTyna

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4YaHuio

Aelicmeue

privilege context level
command

no privilege context level
command

level: (1..15);
/ypoBeHb NpusUaernii
KOoMaHA perknma EXEC
— 1, BCex oCcTanbHbIX

KomaHg — 15

MpucBaMBaeT yKasaHHOMY YPOBHIO NPUMBUAETNA 3afaHHYIO KO-
maHay.

- context — peXxum paboTbl KOMAHAHOMN CTPOKY;

- level — ypoBeHb nNpuBWAErnii, Ha KoTopom byaeT AoCTynHa
HacTpauMBaemas KOMaHAa;

- command — KomaHAaa.

YpanseT 4OCTYN K KOMaHAE C YPOBHsA, Ha KOTOPOM KOMaHAa 6bina
paspelueHa.

Mpumep HacTpoikmn Habopa KomaHA oA Noab3osaTens «admin» ¢ 4 ypoBHeM npusuaernii n Habopa
KOMaHZA, ona nonb3oBaTtens «user» ¢ 10 ypoBHeM NpuBUAErni:

console# configure
console (config) # username admin password passl privilege 4
username user password passZ privilege 10

console (config) #
console (config)
console (config)
console (config)
console (config)

+H H H H

privilege
privilege
privilege
privilege

exec 4 configure terminal
exec 4 show running-config
config 10 vlan database
config-vlan 10 vlan

Tenepb ANA NOKaNbHbIX NOJb30BATE/NEN, Yell YpOoBeHb NMPUBUAEMMIA Bbille MAW paBeH 4, CTaHeT
AOCTyneH BbiBOg, KomaHabl show running-config, Ho He 6yaeT pgocTynHa HacTpoika vlan. Ona
NnoNb3oBaTeNei, ypOBEHb NMPUBUAETUI KOTOPbIX cooTBeTcTBYeT 10 U Bbiwe, ByaeT AOCTYNHA HAcTPoliKa U
vlan, v BbiBog KomaHabl show running-config.

4.5.1.3 Hacmpolika cmamuyeckozo IP-adpeca, macku nodcemu U Wwist03d 1o yMoa4YaHuio

[Ons BO3MOMKHOCTU ynpaB/eHUs KOMMYyTaTOPOM M3 CeTM HeobxoaAMMO HasHauuTb ycTponctey IP-
afpec, MacKy nNoaceTu U, B Cy4ae ynpaBaeHUA U3 APYroW CeTu, W3 No ymondaHuto. IP-agpec MOXKHO
Ha3HauuTb obomy uHTepdeicy — VLAN, ¢usmyeckomy nopTty, rpynne noptoB (Mo yMONYaHMIO Ha
nHtepdelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a fOMKeH
NpUHagNeKaTb K TON Ke NoaCceT, YTo U o4nH U3 IP-nHTepdeincos ycTpoicTaa.

V’- B cnyyae ecam IP-aapec HacTpanBaetca gna uHTepdeiica ¢pusnyecKkoro nopta Uamn rpynnbi
nopToB., 3TOT uHTepdeic yaanaetca us rpynnbl VLAN, KOTOpOii OH NpuHagaexan.
V‘ IP-appec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha ntobom MHTepdeice cTaTUuecKku
uam no DHCP He co3aaH apyroii IP-agpec.
V’- Mpu yganeHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocyw,ecTBnaTbca no IP-
appecy 192.168.1.239/24.

e [Ipumep KOoMaHA HacTponku IP-agpeca ans nHtepdeiica VLAN 1.

MapameTpbl MHTEpPdeElica:

IP-adpec, HazHayaembili 0na uHmepegpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a no ymon4varuro —192.168.16.1

console# configure
console (config)# interface vlan !

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit
console (config) # ip default-gateway 192.168.16.1

console

(
(
(
console (config) # exit
#
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[Ona Toro 4tobbl YoeanTbes, YTo agpec bbia HazHavyeH uHTepdelicy, BBeaUTe KoMaHay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4  [Nony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna IP-agpeca moXKeT umcnonb3oBatbca npotokon DHCP, B cnyvyae ecan B cetu
npucytcteyeT cepep DHCP. IP-agpec ot cepsepa DHCP moxHo nosyyats Yepes ntobon nHtepderic — VLAN,
du13MYeCcKMIA NOpT, rpynny NOPTOB.

V Mo ymonuaHuio DHCP-KnAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpumep HAacTPOMKK, NpeaHa3HAYeHHOW 414 NoJlyYeHua AnHammndeckoro IP-agpeca ot DHCP-cepBepa
Ha nHTepdeice vlan 1:

console# configure

console (config) # interface vlan I
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl ybeanTbea, UTo agpec 6bin HasHayYeH UHTEpPdENCY, BBEAMUTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempos npomokona SNMP 0aa docmyna K ycmpolicmsy

YCTPOCTBO COAEPKMT BCTPOEHHbIM areHT SNMP 1 noaaepsunsaeT sBepcum npoTokona vl/v2c/v3.
AreHT SNMP noaaepvnsaeT Habop cTaHAAPTHbIX NepemeHHbIX MIB.

[Na BO3MOMKHOCTM aAMUHUCTPUPOBAHMA YCTPOICTBA NOCPeACTBOM NpoTokoia SNMP Heobxoanmo
co34aTb XOTA 6bl 0AHY CTPOKY coobliecTea. KoMmyTaTopbl NOAAEPKMBAOT TPU TUMA CTPOK coobLiecTsa:

— ro-—onpegenaeTt OCTYM TO/IbKO Ha YTeHWeE;
— rw-—onpegenaert 4OCTyN HAa YTEHME W 3aMNuCb;
— su-—onpegenaet goctyn SNMP-agmnHucTpaTopa;

Hanbonee pacnpocTpaHeHO MCMo/sib3oBaHWE CTPOK coobluiecTBa public — ¢ goctynom ToNbKO Ans
yTeHua obbekToB MIB U private — ¢ gocTynom Ha yYTeHuMe U nameHeHue obvektoB MIB. [na Kaxaoro
coobuiecTBa MOXHO 3a4aTb |IP-agpec cTaHUUKM ynpasaeHus.

Mpumep co3gaHuA coobuiectsa private ¢ [OCTYNOM HA YTeHWe M 3anucbk U IP-agpecom cTtaHumm
ynpasneHna 192.168.16.44:

console# configure
console (config)# snmp-server server
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console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit
console#

[na npocmoTpa co3gaHHbIX CTPOK coobluecTBa n HacTpoek SNMP ncnosib3yeTca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

4.5.2 Hacmpolika napamempos cucmemol be3onacHocmu

Ona obecneyeHns 6e30MACHOCTU CUCTEMbI MCMOAb3yeTcs MexaHusm AAA (ayTeHTUdUKaLms,

aBTOpM3aLms, yyeT). Ans wmudpoBaHMA SAHHbIX UCMNOb3yeTca mexaHu3m SSH.

— Authentication (ayTeHTUdMKauuMsA) — conocTaBAEHME 3anpoca CyLLecTBYOWENn YYETHOW

3anuncu B cucteme 6e30MacHoOCTU.

— Authorization (aBTopM3aumMa, NPOBEPKa YPOBHA A0OCTyNa) — CONOCTaB/eHNe YYETHOM 3anucu

B cucTeme (Npoluealuei ayTeHTUdMKaLMIO) M onpeaeNEHHbIX NONHOMOYMIA.
— Accounting (y4€T) — cnexxeHue 3a notpebsieHnMem pecypcos Noab3oBaTeiemM.

MpY MCNONb30BaHUM HACTPOEK YCTPOMCTBA MO YMOAYAHUIO UMSA MNoJsib3oBaTens — admin, naponb —
admin. Maponb Ha3HayaeTcs Nonb3oBaTeseM. B cnyyae eciM naposib yTpayeH, MOXKHO Mepesarpysutb
YCTPOMCTBO M Yepes cepuiiHbI NOPT NpepBaTb 3arpy3Ky, HaxKas Knasuwy <Esc> unn <Enter> B TeyeHue
nepsbiX ABYX CEKYHA Moc/ae nossAeHuUA cooblueHna asTosarpysku. OTKpoeTca meHio Startup, B KOTOpom

HY}KHO 3anyCcTUTb NpoLeaypy BoccTaHoBaeHUA napona ([2] Password Recovery Procedure).

V Monb3osaTtenb no ymonuauuio (admin/admin) cywecteyeT 40 Tex nop, NOKa He CO34aH Nio-
60i1 ppyroii nonb3osaTtenb C ypoBHeM npusunerui 15.
V' Mpu ypaneHnn Bcex co3aaHHbIX Noab3oBaTenei ¢ 15 ypoBHem npuBuaernii 4octyn K Kom-
myTaTopy byaeT ocyecTBAATbLCA NOA Nosb3oBaTesnem Nno ymonyanuio (admin/admin).
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Ona obecneyeHuns nepBOHaqaanoﬁ 6e3onacHoCTH Nnapo/ib B CUCTeMe MOXHO 3a4aTb ANA CeEPBUCOB:

— KoHconb (noakntoueHme yepes cepuinHbIn NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 0415 KOHCOAU

config)# aaa authentication login default line
config) # aaa authentication enable default line
config) # line console

config-line)# login authentication default
config-line)# enable authentication default
config-line) # password console

console
console
console
console
console
console

—~ o~~~

B oTBeT Ha NpurnalleHne BBECTU Napo/ib BO BPEMS PErMcTpaLMm B YCTPOMCTBE Yepes CeaHC KOHCOM
BBEAWTE Napob — console.

4.5.2.2 YcmaHosKa napons 0ns Telnet

console (config)
console (config)
console (config)# ip telnet server

( # aaa authentication login default line
( #

(
console (config)# line telnet
(

(

(

aaa authentication enable default line

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password telnet

B oTBeT Ha NpuraaweHMe BBECTU Napo/ib BO BPEMA PErnCTpaLLMM B YCTPOWCTBE Yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 0as SSH

console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config)# line ssh

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBeT Ha nmpuraaleHne BBECTM Napo/ib BO BPems Perncrpaumm B yCTPOMCTBe yepes ceaHc SSH
BBeguTe Naposb — ssh.

4.5.3 Hacmpoliika 6aHHepa

[na ynobcTBa aKCnyaTaumm yCTPoCTBa MOXKHO 3a4aTb 6aHHep — cooblieHne, cogepKallee ntobyio
nHdopmaumto. Hanpumep:

console (config) # banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPaA UCMOJIb3YETC HECKOIbKO PEXKMMOB. B KaXKaoM pexxnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepedeHb
CYLLLECTBYIOLLMX PEXMMOB M KOMaH/, BXOAa B PEXKUM:

KomaHOHbili pexcum (EXEC), naHHbIM pexXum AOCTyNeH cpasy nocae yCcnewHol 3arpy3km KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOUT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpuesune2uposaHHbiii KOMaHOHbIl pexcum (Privileged EXEC), naHHbIN pesknm AOCTYNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTeNn U napons. NpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumn. Bxog B perknm ocyLLecTBAseTCA KOMaHAOMN configure.

console# configure
console (config) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH Aa KoH-
durypaumm, ceasaHHoM ¢ paboToit TepMmuHana. Bxoa B pexmMm ocyliecTBaseTcs U3 pexuma rnobanbHom

KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOobl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnunua 30 — ba3oBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
o ymoa4aHuro

enable [priv] priv: (1..15)/15 MepeknoUnTLCS B NPUBUAETMPOBAHHDBIN PEXMUM (€CN 3HAYEeHne
He yKa3aHo — TO ypOoBeHb npusuaerni 15).

login - 3aBepLUeHue TEKYLLEW CECCUM U CMEHA NOb30BaTeN .

exit - 3aKpbITb aKTUBHYIO TEPMUHAJ/IBHYIO CECCUIO.

help 3anpoc cnpaBo4HoOW MHPopmauum o paboTe mHTepdelica Ko-

i MaHAHOW CTPOKM

show history ) MoKa3aTb UCTOPUIO KOMAHA, BBEAEHHbIX B TEKYLLEl TepMUHa/b-

HOW ceccum.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 75



HELTEX

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BaATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL OYHKLMIO COXPAHEHMA UCTOPUM BBEAEHHbIX KOMaHA,
08 TEeKyLLeN TEPMUHANbHOW CECCUU.

OTKNIOUNTb GYHKLMIO COXPAHEHUA UCTOPUN BBELEHHbIX KOMAHA,
08 TEKyLLeN TEPMUHANbHOW CECCUU.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa UCTOPUM BBEAEHHbIX KOMaHZ ANA Te-
Kylien TEpMUHANbHOM ceccuu.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHuLam

OT06pa3nTb BbIBOA KOMaHA, 6e3 pa3aeneHusa Ha CTpaHuubl (pas-
OeneHune BbIBOAA CNPaBKM NO CTPAHMLAM OCYLLECTBAAETCA CTPO-
Koi: More: <space>, Quit: q or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

terminal prompt

terminal no prompt

-/dYHKLMA BKAKOYEHA

BKNOUNTB NOATBEPKAEHWNE Nepes, BbINOJHEHNEM HEKOTOPbIX KO-
MaHa.

OTKNIOYUTL MOATBEPNKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKM UMEET C/ieayoLmnin BuA;

console#

Tabnunua 31 — basoBble KoMaHAbl, 4OCTYMNHblE B pexxume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) M3 npuBmMaerMpoBaHHoro
KOMaHAHoro pexkmma (Privileged EXEC).

configure[terminal]

MepeiTn B pemm KoHOUrypaumm.

debug-mode

MepeiTn B peXXnm OTNaLKM.

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KoOMaHAHOW CTPOKM MMEeT OAMH M3 CleayoLLmMX BUAOB:

console#
console (config) #

console (config-line) #

Tabnuua 32 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEKMMAX KOHOUIypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit BbIliTv M3 noboro pexkmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
i nepapxmu komang, CLI.

end BbIliTV U3 nt06oro perkmma KoHOUrypauum B KOMaHAHbIN peXrum
i (Privileged EXEC).

do BbINONHUTL KOMaHAY KoMaHgHoro ypoBHa (EXEC) 3 noboro pe-
i KMMa KOHOUrypaumu.

help - BbIBOAWT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunua 33 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXnme KoHdUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuwo

KomaHda

Aelicmeue

banner exec d message_text d

3afaTh TeKCT cooblueHma exec (Npumep: No/b30BaTe b YCNeLHO
BOLUE/ B CUCTEMY) U BK/IIOUMTL BbIBOJ, Ha KPaH.

- d — pa3genutens;

- message_text — TEKCT coobuieHnn (B cTpoke 4o 510 cMmBo/I0B,
obuee 2000 cMmBONOB).

no banner exec

YpanuTb TeKCT coobiueHus exec.

banner login d message_text d

3apaTtb TeKcT coobuweHua login (MHPopmaumoHHoe coobuieHune,
KoTopoe oTobparkaeTca nepes BBOAOM MMEHM MO/b30BaTena u
napoAs), U BKAOYMTb BbIBOA, HA 3KPaH.

- d — pa3genutens;

- message_text — TeKCT coobuieHnn (B cTpoke 4o 510 cMmB0/I0B,
obuiee 2000 cumBosioB).

no banner login

YaanuTb TeKCT coobuenus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CAeayoLWmi BUA;:

console (config-line)#

Tabnnua 34 — ba3oBble KOMaHAbI, OCTYMHbIE B PeXXMMe KOHOUTypaLmMm TepMmUHana

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
110 yMOAYAHUIO
history BKAtOUNTL GYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbIX KOMAHA,
- -/dYHKLMA BKAKOYEH]
no history BbIKNt0UNTb PYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbBIX KOMAHA,.

history size size
no history size

size: (10..207)/10

MN3meHnTb pasmep Bydepa UCTOPMM BBEAEHHbIX KOMaHA,

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

exec-timeout timeout timeout: (0..65535)/10

MUHYT

no exec-timeout

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

5.2 ®unbTpauyma coobuieHnii KOMaHAHOM CTPOKKU

dunbTpauma cooblLeHNt N03BOAAET YMEHbLWUTL 06bem 0TO6parkaembiX 4aHHbIX B OTBET Ha 3anpochl
nonb3oBaTena U 0baerynTb NOUCK HEOBXoANMON MHbOoPMaLMK. ns dunbTpaunm MHGopmauun Tpebyercs
[06aBUTb B KOHel, KOMaHAHOM CTPOKM CMMBOA «|» M MCMOAb30BaTb OAHY M3 ONuUMA dUAbTPaLMM,

nepevdncneHHbIX B Taﬁnmu,e.

Tabnunua 35 — KomaHabl perkmnma rnobanbHomM KoOHGUrypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

Memoo

Aelicmeue

begin pattern

include pattern
exclude pattern

Nuwet nepesoe cosnageHue C wabnoHom B Hayane CTPOKU U BbIBO-
OUT BCe CTPOKU 3a Hew.

BbIBOAUT BCE CTPOKM, cofeprKalime WwabnoH.

BblBOAWT BCE CTPOKM, He cogepsKalume wabaoH.
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5.3 HacTpoiika MaKpoKOMaHg,

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BNOC/NIeACTBUUN MPUMEHATb B NpoLLecce KOHPUrypawmm.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 36 — KomaHab! perkmma rnobanbHom KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

macro name word

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbI HAbop KOMaHA, eC/IM HABOP C TAKUM UMEHEM CY-
LLecTByeT — nepesanucbiBaeT ero. Habop KomaHa BBOAMTCA MO-
CTPOYHO. 3aKOHUYMTb MaKPOC MOMKHO C NMOMOLLbIO cMMmBOAa “@”.
MakcmmanbHaa gavMHa makpoca — 510 cumBonos.

Ypanaert ykasaHHbI1 Makpoc.

macro global apply word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34aeT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT cTpoKy-4ecKpmnTop.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnuua 37 — KomaHabl pexnma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpuMmeHAEeT yKasaHHbIM MaKpocC.

MpoBepseT yKasaHHbI MaKpoC Ha BaNIMAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
word: (1..32) cumsonos

OTo6paskaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha YCTPOICTBe.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BunAa 3anpoca KOMaHAHOWN CTPOKM pexnma KoHdurypaumm nHtepoeica:

console (config-if) #

Tabnnua 38 — KomaHabl pexknma KoHburypaumm nHtepdeinca

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

macro apply word

word: (1..32) cumBonoB

Mp1MMeHAEeT yKasaHHbI MaKpoc.

macro trace word

word: (1..32) cumsonos

MpoBepseT ykasaHHbI MaKpPOC Ha BaNUAHOCTb.

macro description word

word: (1..160)

no macro description

CMMBOJIOB

YcTaHaB/MBaET CTPOKY-AECKPUNTOP MaKpoca.

Ypanaet cTpoKy-AecKpunTop.

5.4 KomaHpabl ynpaBieHUsa CUCTeMom

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnuvua 39 — KomaHapl ynpaBaeHusa cuctemon B pexknume EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
Mc

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY y3ny ceTu, a TakXKe ANA KOHTponA
noctynatowmx oteetos (ICMP Echo-Reply).

- vrf_name — ums BUpTyanbHOM 061aCTM MapLLpyTU3aLNK;

- A.B.C.D — IPv4-agpec y3na cetu;

- host — pomeHHOe UMSA y3na ceTu;

- Size — pa3mep NakeTa A4/19 OTNPaBKK, KONMYECTBO HalT B NaKeTe;
- count — KONMYECTBO NaKeToB ANA Nepesayn;

- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBonos;
size: (68..1518)/68 6airT;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npoTtokona ICMP ykasaHHOMY Y31y CeTW, a TaKKe A1A KOHTPOANA
nocrtynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-appec y3na cetu;

- host — pomeHHOEe UMA y31a ceTw;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BalT B NakeTe;
- count — KONNYeCTBO NaKeToB ANA Nepenayu;

- timeout — BpemMa 0XKMAaHWA OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
ttl] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonOB;
size: (64..1518)/64 6aitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpeaeneHne maplpyTta TpadurKa 40 y3na Ha3HaAYeHUA.
- vrf_name — ums BUPTyasibHON 06NaCTU MapLUPyTU3aLUK;
- A.B.C.D —IPv4-agpec y3na cetu.
- host — pomeHHOe UMA y3na ceTu;
- Size — pa3mep nakeTa A/19 OTMNPaBKKU, KONMYECTBO HalT B NakeTe;
- tt/ — MaKcMManbHOE KONMYECTBO Y4acTKOB B MapLUpYTe;
- count — KONMYeCTBO MOMbITOK Mepefayn MNakeTa Ha KaXKaom
yyacTke;
- timeout — Bpema OXunAaHUA oTBeTa Ha 3anpoc;
- IP_address — IP-appec uHTepdeiica KOMMyTaTopa, UCMONb3ye-
Mblll A4 Nepesayn NakeTos;

OnucaHue ownU60K NP BbINOSHEHUM KOMAHA U pe3ynb-
V TaToOB NpuBeAeHo B Tabanuax 41, 42.
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traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonosB;
size: (66..1518)/66 baiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpepeneHvne maplupyTa Tpaduka 40 y3/1a HasHaYeHuA.
- A.B.C.D.E.F — IPv6-appec y3na cetu.
- host — pomeHHOe UMsA y3na ceTu;
- Size — pa3mep NakeTa 419 OTNPaBKK, KONMYECTBO HalT B NakeTe;
- tt/ — maKcMmanbHOe KOIMYeCcTBO Y4acTKOB B MapLUpyTe;
- count — KOAMYeCTBO MOMbITOK Mepefayn naketa Ha Kaxgom
y4acTke;
- timeout — Bpema 0XXnaaHMA 0TBETa Ha 3anpoc;
- IP_address — |IP-appec uHTepderica KommyTaTtopa, UCNosib3ye-
MbI ANA NepeAayn NakeTos.
OnucaHue oWwn60K NpU BbINOHEHMN KOMaHA, U pesy/b-
V TaToB NpuBeAeHo B Tabaunuax 41, 42.

telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OTtkpbiTve TELNET-ceccun ans ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — pomeHHOe UMSA y3na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — kntoyeBoe cnoBso.
OnucaHue cneumanbHbix KomaHa Telnet u Kalouesbix
V CNoB NpuBeaeHo B Tabauuax 43, 44.

ssh {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonoB;
port: (1..65535)/22;

OTKpbITMe SSH-ceccun gna ysna cetw.

- A.B.C.D — IPv4-agpec y3na cetu;

- host — LOMeHHOE UMsA y3N1a ceTu;

- port — TCP-nopT, no KoTopomy paboTaet cnyxb6a SSH;
- keyword — kntoyeBoe cnoso.

V OnucaHue KnloveBbiX C10B NpuseAeHo B Tabauue 44.

resume [connection]

connection:
(1..5)/nocnegHss
YyCTaHOB/IEHHan ceccun

MepekntoyeHWe Ha ApYryto ycTaHoBAEeHHYto Telnet-ceccuio.
- connection — HoMep ycTaHOB/IEHHOM telnet-ceccum.

show users [accounts]

OTobpaskeHne MHGOPMALMM O MOAb30BATENAX, MCMOb3YIOLLMX
pecypcbl ycTpoicTBa.

show sessions

OTobparkeHne MHPOPMALMKM 06 OTKPBITBIX CECCUAX K YAaNEeHHbIM
ycTpoicTBam.

show system

BbiBOA, cMcTeMHOM MHbOPMaL MK,

show system id [unit unit]

OTobparkeHne cepuiiHOro Homepa ycTPoMCTBa.

unit: (1..8)/- . o
- unit — HoMep yCTPOWCTBa B CTEKe.
show system [unit unit] unit: (1..8)/- OTo.6pa>KeHme CVICTeI\\‘AHOI‘;I MHPOPMaLUM KoMMmyTaTopa.
- unit — HoMep yCTPOWCTBa B CTEKe.
show system fans [unit unit] unit: (1..8)/- OTo§pameHMe VIH(bOEMaLI,VIVI 0 COCTOSIHUW BEHTUNATOPOB.
- unit — HoMep yCTPOWCTBa B CTEKe.
show system power-supply - OTobparkeHne MHGOPMALLUM O COCTOSHUM UCTOYHUKOB MUTAHUA.
show system sensors - OTobparkeHne MHGOPMALMU TEMMNEPATYPHbIX JATYMKOB.
show version OTo6parkeHne TeKylLLel BEPCUN CUCTEMHOIO NPOrpaMmMHOro obec-
i neyeHua yCcTpomncTaa.
show hardware version - OTobparkaeT nHdopmaLmio 06 annapaTHoOW Bepcum nnatbl
show system router OTobparkeHne pasmepa 1 3aHATOCTM annapaTHbIX TabauL, yCTPOM-
resources cTBa (MapLupyTM3auun, cocesein, MHTepdencos).
show system tcam utilization OTobparkeHue 3arpysku pecypcos namatm TCAM (onpeaeneHHo
[unit unit] unit: (1..8)/- agpecyemasn namsaTb).

- Unit — HOMep yCTPOICTBA B CTeKe.

show tasks utilization

OTobparkeHMe ypOBHA 3arpy3Ku pecypcoB LLeHTPabHOTo nNpoLiec-
copa KOMMYTaTOpa 4/1A KaX40ro CMCTEMHOrO npoLecca.
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show tech-support [config |
memory]

Y

OTobparkeHne nHdopmaLmm 0b ycTpolicTee, Heobxoanmon gns
HaYyaNbHOM AMArHOCTUKKM Npobaem.

BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuo
BbIBOAOB NepPeyYnCNeHHbIX HUXKe KOMaHA:

show clock

show system

show version

show bootvar

show running-config

show ip interface

show ipv6 interface

show spanning-tree active
show stack

show stack configuration

show stack links details

show interfaces status

show interfaces counters

show interfaces utilization
show interfaces te1/0/xx

show fiber-ports optical-transceiver
show interfaces channel-group
show cpu utilization

show cpu input-rate detailed
show tasks utilization

show mac address-table count
show arp

show errdisable interfaces
show vlan

show ip igmp snooping groups
show ip igmp snooping mrouter
show ipv6 mld snooping groups
show ipvé mid snooping mrouter
show logging file

show logging

show users

show sessions

show system router resource
show system tcam utilization

show system forwarding

OTo6pasnTb TEKYLLMI, YyCTaHABAIMBAEMbI NOCAE Nepe3arpysku u

resources - [OCTyMHble A1A UCNONb30BaHUA PEXUMbI pacnpeseneHuns anna-
paTHbIX pecypcos.
KOMaHAa «show sessions» 0T06pa)KHET BCe yAaJieHHble COoeAUHEHUA TOJIbKO U3 'reKyu.l,eﬁ
radl ceccuun. ﬂ,aHHaﬂ KOMaHAa ucnoJsib3dyetca cneayrowmm 06pasoM:

BbINONHUTL MNOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOmMMyTaTopa c

nomoulbto Telnet nnm SSH;

BepHyTbCA B POAMUTENbCKYIO ceccuio (Ha KommyrtaTtop). AnA 3TOro HaKaTb

KombuHauuio Knasuw <Ctrl+Shift+6>,

OTNYCTUTb M HaXKaTb <xX> (MKc).

Mpou3ohAET nepexos B POAUTENLCKYIO CECCUIO;

BbInonHUTL KomaHAy «show sessions». B Tabauue g0HbI NPUCYTCTBOBATb BCE
ucxopAwMe coeANHEHUA B TEKYLLLEN CecCcuu;

DOna Toro uto6bl BEepPHYTbCA K CECCUM YAANEHHOro ycTpoiicTBa, Heobxogumo
BbINONHUTb KOMaHAy «resume N», rae N — Homep coeauHEHUA U3 BbliBOAA

KomaHpgbl «show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunuya 40 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoAYaHuto

reload [unit unit_id]

KomaHaa cny»KuT ana nepesanycka ycTponcTaa.

unit_id: (1..8)/- L o
- unit_id — Homep yCTPOICTBa B CTEKe.

reload in {minutes | hh:mm}

minutes: (1..999);
hh: (0..23), mm: (0..59).

YcTaHOBKa NPOMEXKYTKA BPEMEHM, Yepe3 KOTopblii NpousonaeT
OT/I0XKeHHanA nepesarpysKka ycTponcTaa.

reload at hh:mm

hh: (0..23), mm: (0..59). | YcTaHOBKa BpeMeHM nepesarpyskun ycTpoicTea.

reload cancel

- OTmeHa OTNI0KeHHOro nepesanycka.

boot password password

YcTaHoBKa napos Ha bootrom.

no boot password

YpaneHue napons Ha bootrom.

show cpu utilization

OTo6paskeHne CTaTUCTUKM MO YPOBHIO 3arpy3kuM PecypcoB LieH-
TpanbHOro Npoteccopa.

show cpu input rate

OTobparkeHWe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
6aTbiBaEeMbIX NPOLLECCOPOM.

show cpu input-rate detailed

OTOb6parkeHne CTaTUCTMKM MO CKOPOCTM BXOAALLMX KaapoBs, obpa-
6aTbiBaeMbIX MPOLLECCOPOM MO TUMY TpaduKa.

show cpu thresholds

- OTobparkeHne cn1cka HacTpoeHHbIX noporos aas CPU.

show memory thresholds

- OTobparkeHne CNMCKa HaCTPOEHHbIX Noporos Ana RAM.

show sensor thresholds

- OTO6parkeHne cnuncka Noporos 419 AaTYMKOB.

show storage thresholds

- OTobparkeHne cn1cka Noporos A5 pas3fenioB YyCTPOUCTB.

show storage devices

- OTobparkeHne 3HayeHut ob6bema 1 ceoboaHoi namaTtu MN3Y.

e [lpMMmep MCMO/Ib30BAaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form ,
Type Esc to abort.
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x  *

30 hops maxk,

18 byte packets

Ta6nmu,a 41 — OnucaHue pe3ynbTaToB BbINO/IHEHMA KOMaHAbI traceroute

lMone OnucaHue

1 MopaaKoBbIi HOMEP MapLLPYTM3aTopa B MyTH K YKasaHHOMY Y37y CeTu.

gateway.eltex CeTeBOE MMSA 3TOrO MapLipyTM3aTopa.

192.168.1.101 IP-agpec 3Toro mapLpyTtusatopa.

0 msec 0 msec 0 msec

ana Ka)KAOVI nonbITKN Nepeaadn nakera.

Bpems, 3a KOTopoe nakeT 6bin NepesaH M BepHYACA OT MapLipyTusaTopa. YKasbiBaeTcs

Mpw BbINOIHEHUN KOMaHAbI traceroute moryT I'IpOM30171TM OLLIM6KVI, onucaHue ownboK npmneeaeHo B

Tabnnue 42.

Tabnnua 42 — OWIMBKM NpU BbINOAHEHUU KOMaHAb! traceroute

Cumeon owubKu OnucaHue

* Talim-ayT Npu NonbITKe Nepesaym naketa.
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? HeunsBecTHbIM TN NakeTa.

A AZLMUHUCTPATUBHO HegocTyneH. O6blMHO NpoucxoamuT nNpu 610KMPOBAHUN UCXOAALLETO
Tpaduka no npasuaam B Tabanue poctyna ACL.

F TpebyeTcs pparmeHTaums n yctaHoBka 6umTos DF.

H Y3en cetm HeAOCTyNeH.

N CeTb HegOCTyNHa.

P MpoToKon HegoCTyNeH.

Q NCTOYHMK nogasneH.

R NcTekno Bpems NoBTOPHOM cbopKM dparmeHTa.

S OwnbKa ncxoaallero mapLupyTa.

U MopT HepocTyneH.

MporpammHoe obecneyeHve Telnet KOMMYTAaTOpOB MOAAEPKMBAET CheUMasbHble KOMaHAbl —
DYHKLMN KOHTPOAA TepMUHanNa. [lna BXo4a B PEKMM CNeUmManbHbIX KOMaHA BO Bpema akTuBHoW Telnet-
CECCMU UCMOJIb3YEeTCA KOMBUHAUMA Knasuw <Ctrl+shift+6>.

Tabnuua 43 — CneumanbHble KomaHabl Telnet

CneyuanbHas KOMaHOa Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHne npouecca (IP).
AN h Mepeaatb no telnet yaaneHme cumsona (EC).
AN o Mepepatb no telnet npeKkpauieHune sbisoga (AO).
ANt Mepeaatb no telnet coobuweHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNOYEHMSA.
ANy Mepepaatb no telnet ctupanue ctpoku (EL).
AN X Bo3BpaT B peKMM KOMaHAHOM CTPOKMU.

TaK*Ke BO3MOXHO UCMNO/Ib30BaHMeE A0NOJAHUTENbHbIX OFILI,Mﬁ npu OTKPbLITUN Telnet- n SSH-ceccui:

Tabnnua 44 — Knroyesble cnoBa, MCNoib3yemble Npu oTKpbITUK Telnet- n SSH-ceccuit

Onyus OnucaHue
/echo JlokanbHo BKAtOYaeT GpyHKLMIO echo (NoaaBieHWe BbIBOAA Ha KOHCO/b).
/password OnpegenAaet naponb gna exoga Ha SSH-cepsep.
/quiet He gonyckaeT BblBOA, BCex coobLeHMA nporpammHoro obecneyerua Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BkntoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawmweHHoe TCP-coeguHeHne
6e3 KoHTponsa nocneposatenbHocTen Telnet. MoToKkoBoe coeanHeHMe He obpabaTbiBaeT

/stream Telnet-onumm n MoXKeT UCNONB30BATHCA A7 NOAKAOYEHMA K MOPTAM, Ha KOTOPbIX 3any-
weHbl nporpammsl KonuposBaHua UNIX-to-UNIX (UUCP) nubo gpyrve npoToKObI, He B-
naowmecs Telnet-npoTokonamm.

Juser OnpegenAeTt uma Nonb3oBaTena gnAa Bxoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkume rnobanbHo KOHOUTYpaLMn MMeeT CaeayoLnin Bua;

console (config) #
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Tabnunua 45 — KomaHabl ynpaBaeHns CUCTEMON B pexkmme rnobanbHo KOHGUrypaumum

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro

hosthame name name: (1..160) KomaHgza cnyxut gns 3agaHma ceTeBoro MMeHM yCTPOMCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBoe MMsA YCTPOCTBA B 3HAYEHWUE MO YMONYAHUIO.

service tasks-utilization PaspewnTb ycTpoMCcTBY NPOrpamMmmHO U3MePATb YPOBEHb 3arpy3ku
pecypcoB LEHTPaNbHOro NPoLLeccopa KOMMyTaTopa 418 KaxK4oro
CUCTEMHOrO npoLiecca.

- — -/BKNIOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWMCTBY MPOrPaMMHO M3MepATb YPOBEHb 3arpy3Kku
pecypcoB LEHTPaNbHOro NPoLLeccopa KOMMyTaTopa 418 KaxK4oro
CUCTEMHOrO npoLiecca.

service cpu-utilization PaspewnTb ycTponcTBy NPOrpamMmmHO M3MepPATb YPOBEHb 3arpy3Ku
pPecypcoB LLEHTPaAbHOrO NpoLeccopa KOMMyTaTopa.

- — -/BKNIOYEHO -

no service cpu-utilization 3anpeTuTb YCTPOWCTBY MPOrPamMMHO M3MEPATb YPOBEHb 3arpy3ku
pecypcoB LLeHTpanbHOro nNpoLeccopa KOMMyTaTopa.

service cpu-input-rate PaspewnTb yCTPOMCTBY NPOrpaMMHO M3MEPATb CKOPOCTb BXOASA-
LLMX KagpoB, 06pabaTbiBaeMblX LLEHTPAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY MPOrPaMMHO U3MEPATL CKOPOCTb BXOAALLMX
Kagpos, 0bpabaTbiBaeMbIX LLEHTPAIbHbIM NPOLLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YcTtaHoBKa Ha CPU orpaHuyeHna CKOPOCTU BXOOALLMX Kagapos Ana
onpeaeneHHoro Tuna Tpadpuka.
- pps — NaKeToB B CEKYHAY.

V Peanusyet ¢pyHKuuio CoPP (Control plane protection).

BoccTaHaBnMBaeT 3HayeHUe pps MO YMONYAHUIO ANA onpeaeneH-
Horo Tpaduka.

syn);
pps: 8..2048

service password-recovery Paspewnts BOCCTaHOB/NEHWE MapoONsA 4yepe3 3arpy3oyHoOe MeHHo

«password recovery procedure» ¢ coxpaHeHuem KoHdurypaumu.
no service password-recovery /enabled Pa3pewnTb BOCCTaHOB/IEHWE MApPONA 4Yepe3 3arpy3ouHoe MeHHo

«password recovery procedure» c yaaneHMem KoHOUrypauuu.
link-flap prevention enable BkAtounTb NpesoTepaleHre GbaannuHra MHKa.
link-flap prevention disable /enabled OTKNOYUTL NpeaoTBpaLleHne GaannmHra NMHKa.
service mirror-configuration Co3paBaTb pe3epBHYO KONUIO TeKyLwel KoHdUrypauuu.
no service -/enabled OTKAIOYMTb KOMMPOBaHWE TeKyLLei KoHbUIypaLmuu.
mirror-configuration
cpu threshold index index inter- index: 3agaTtb nopor ans 3arpysku CPU.

val relation value [flap-interval
flap_interval] [severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-
ble}]

no cpu threshold index index

(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

- index — NPon3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan nsmepeHua 3arpysku CPU. 3HayeHue 3a-
rpy3sku CPU 3a 3TOT MHTepBan byaeT cpaBHMBATLCA C MOPOroBbIM;
- relation — oTHoweHWe mexay 3arpy3koit CPU 1 noporosbiM 3Ha-
YeHnem, Heobxoanmoe ana cpabaTbiBaHWA NOPOra;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHwue, onpeaensatoLLee MOMEHT BOCCTaHOB-
NeHuna nopora nocne cpabatbiBaHUs;

- Severity — ypOBeHb BaXHOCTM TPanoB Aa 3TOro nopora;

- notify — BKAlOYaeT/OTK/OYaEeT OTNPaBKy TPanos o cpabaTbiBa-
HWUK nopora;

- recovery-notify — BK/alo4aeT/oTKAOUaET OTNPABKY TPanos o BOC-
CTaHOBNEHMM Mopora.

Y4anunTtb NOpor ¢ 3a4aHHbIM UHAEKCOM.
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memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor gns obbema ceobogHoOM namaTv RAM.

- index — NPoOW3BO/IbHbIV MHAEKC NOPOra;

- relation — oTHoweHWe mexay 06 beMom CBOH6OAHOM NamMATU U
NnoporoBbiM 3HaYeHnem, Heobxogumoe ans cpabaTblBaHMA NO-
pora;

- value — 3Ha4yeHue nopora;

- flap_interval — 3HayeHue, onpeaensatoLLee MOMEHT BOCCTaHOB-
NleHuns nopora nocse cpabatbiBaHuMs;

- severity — ypoBeHb Ba)KHOCTM TPanos 4/11 3TOro Nopora;

- notify — BK/toYaeT/oTK/IOYaeT OTNPABKY TPanos o cpabaTbiBa-
HWW Nopora;

- recovery-notify — BKAtoYaeT/oTKAOUaeT OTNPABKY TPanos o BOoC-
CTaHOB/IEHMM Nopora.

Y4anuTb NOPOr ¢ 3aaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0OTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apaTb Nopor ANA AaTYMKa CKOPOCTU BpaLLEHUA BEHTUAATOPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaXOAUTCA BEHTUAATOP;

- index — NPOU3BOIbHbIN MHAEKC NOPOra;

- relation — oTHOLWEHWE MeX Yy CKOPOCTbIO BPALLEHUA BEHTUAA-
TOpa M NOPOroBbIM 3HaYeHMEM, Heobxoanmoe i cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHWe nopora;

- flap_interval — 3HauveHune, onpeaensaowee MOMEHT BOCCTAHOB-
NeHuA nopora nocne cpabatbiBaHus;

- severity — ypOBeHb BaXXHOCTM TPANoB A1A 3TOro Nopora;

- notify — BKloYaeT/oTKAOYaET OTNPABKY TPanoB o cpabaTbiBa-
HWKW nopora;

- recovery-notify — BK/lO4aeT/oTKNOYAET OTNPABKY TPANos O BOC-
CTAHOBNEHMM Mopora.

YanuTtb Nopor ¢ 3af,aHHbIM UHAEKCOM ANA BEHTUAATOPa fan_num
Ha IOHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor oNsA AaTyMKa TeMNepaTypbl.

- 5ensor_num — HOMep TepMOAaTUMKa;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA TEPMOAATYMK;

- index — NPOW3BO/bHbIN MHAEKC NOPOra;

- relation — OoTHOWEHWE MeXAay TEMNEPATYPOIt U MOPOTroBbIM 3Ha-
yeHneMm, Heobxoanmoe ana cpabaTbiBaHMA NOPOra;

- value — 3HayeHue Nopora;

- flap_interval — 3HauyeHuWe, onpeaensaow,ee MOMEHT BOCCTaHOB-
NeHuA nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb BaXHOCTM TPaNoB A1A 3TOro Nopora;

- notify — BK/Il04aeT/OTKAOYaET OTNPABKY TPanos o cpabatbiBa-
HWUW Nopora;

- recovery-notify — BktouyaeT/oTKAOUaET OTNPABKY TPanos o BOC-
CTaHOBNEHMM MOpora.

YAanuTb nopor ¢ 3aaHHbIM UHAEKCOM A/1A TepmogaTymKa sen-
SOr_num Ha toHuUTe unit_id.

storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3apaTb nopor ans o6bema cBobogHOM NamaTh Ha MN3Y.

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — oTHoweHWe mexay ob6bema cBob6oAHOM NamMATU U Mo-
pPOroBbIM 3HaYeHneM, Heobxoamumoe ansa cpabaTtbiBaHWA NOPOra;

- value — 3Ha4eHue nopora;

- flap_interval — 3HauyeHue, onpegensatoLLee MOMEHT BOCCTaHOB-
NeHnA nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb BaXHOCTM TPaNoB A 3TOro Nopora;

- notify — BK/loYaeT/oTKAOYaET OTNPaBKyY TPanos o cpabaTbiBa-
HWW nopora;

- recovery-notify — BKtouYaeT/oTKOUAET OTNPABKY TPanos 0 BOC-
CTaHOBNEHMM Mopora.

Y4anuntb Nopor ¢ 3a4aHHbIM UHAEKCOM.
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reset-button {enable | disable
| reset-only}

-/enable

HacTpoiika peakuun KommyTaTopa Ha HaxaTie KHOMKM F.

- enable — npu Ha)kaTMK Ha KHONKY AAnTeNbHOCTbIO MeHee 10 cek,
NpoOuCXoauT nepesarpyska yCTPOMCTBA; NPU HaXKaTUKM Ha KHOMKY
anvTenbHocTblo 6onee 10 cek, nponcxoauT cbpoc ycTpoicTea 40
3aBOACKOM KOHPUrypaumm;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — TonbKo nepesarpyska.

system forwarding resources
mode {mid-I3-mid-12 | min-I3-
max-12}

mode:
mid-13-mid-I2,
min-13-max-12/
mid-13-mid-I2

YcTaHOBUTb
mid-13-mid-12:
- 06bvem Tabanubl MAC po 128K agpecos;
- 06bem Tabaunupl FIB go 288K mapipyTos;
- 06bem Tabanupl ARP go 64K 3anucei.
min-13-max-12:
- 06bvem Tabanubl MAC po 256K agpecos;
- 06bem Tabanupl FIB ao 16K mapipyTos;
- 06bem Tabanupl ARP go 96K 3anucei.
’ KomaHga noppeprkaHa Tonbko Ha MES5410-48 u
H MES5500-32.

pexum pacnpegeneHus  annapartHbiX  pPecypcos

I HacTpoiika BCTYNUT B Uy TO/IbKO NOCAe nepesarpysku
H ycTpoicTBa.

no system forwarding
resources

YCTaHOBUTb PEXMM pacnpegeneHns annapaTHbIX Pecypcos Mo
YMONHAHUIO.

5.5 KomaHpgbl 4NA HACTPOMUKM NapamMeTPOoB ANA 3a4aHUA naponei

[JaHHbIM KOMNAEKC KOMAHA, NpeAHa3HaYeH 41A 3343aHNA MUHUMANbHOM CNI0XKHOCTU Mapos, a TakKe
ONA 334aHMA BPEMEHU AeNCcTBMA Napons.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHo KOHOUTYpaLMN MMeET CAeayioLWnin BUA,;

console (config) #

Tabauua 46 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMMe rnobanbHOM KOHUrypaLmm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 aHeit

3apaer BPpeEMA XKU3HU naponei/'l. Mo ucreyeHnn 3a4aHHOroO CPoKa
6yp,eT npeanoxeHo CMeHUTb Naponb. 3HayeHue 0 rOBOPUT O TOM,
YTO BpEMA XKU3HU naponeﬁ He 3a4aHO0.

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHWUIO.

passwords complexity enable

no passwords complexity
enable

-/BbIK/IOYEHO

BkatouaeT orpaHuyeHve Ha popmat napons.

BbIkNtouaeT orpaHuyeHve Ha dopmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKAlOYaeT orpaHuyeHue, 3ajatoliee MUHUMaNbHOE KOIMYECTBO
K/N1IaCCOB CMMBOJIOB (CTPOYHble BYKBbI, 3arnaBHble 6yKBbl, LUPbI,
CUMBO/bI).

BoccTaHaBnvBaeT 3HayeHue no YMONYaHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BkitouaeT orpaHMyeHne Ha MMHUMAJIbHYIO AJIMHY NaponA.

BoccTaHaBivBaeT 3HavYeHMe No YMOJTHAHWUIO.

passwords complexity
no-repeat number

no passwords complexity
no-repeat

number: (0..16)/3

Bkntouaet orpaHunyeHue, 3adaroulee MakCMMaslbHOe KO/IM4ecTBo
nocnenosaTe/ibHO NOBTOPAKOLWMXCA CUMBO1I0B B HOBOM Mapone.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.
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passwords complexity 3anpewwaeT Npu CMeHe Naposif UCMOJ/Ib30BaTb B KayecTse HOBOrO
not-current CTapbli.

- -/enabled —
no passwords complexity Pa3speluaeT MCNONb30BaTb CTapblii Naposib MPU CMEHE.
not-current
passwords complexity 3anpewaeT UCMNONb30BaTh B KAa4eCcTBe Napo/sa UMA Nob3oBaTeNs.
not-username

- -/enabled
no passwords complexity PaspeluaeT UCNo/ib30BaTb B KAYeCTBE Naposis UMA NoJib30BaTeNs.
not-username
passwords lockout value 3agaeT orpaHMYeHMe Ha KOMYECTBO HEBEPHDIX MOMbITOK BXOA4a Ha

KommyTaTop. Mocne I'IOC!'IELI‘HGVI Hel'lpaBVI!'leOl‘/'I NnonbITKN BBECTU

value:
naposib Nosib3osaTeNb 6710KMpyeTca.

(1..5)/BbIKNtOYEHO
no passwords lockout BbIKNIOYAET OrpaHMYEHNE Ha KOJIMHECTBO HEBEPHDIX MOMbITOK BXO-

aa.

Tabnnua 47 — KomaHabl ynpasneHus cuctemon B pexkmme Privileged EXEC

3Ha4yeHue/3HayeHue »
KomaHoa Aelicmeue
no ymoa4aHuro
show passwords configuration - OTobparkaeT uHGopMauuto 06 orpaHMYEHUAX Ha Napoun.
. Pa36nokupyeT nonb3osaTens, 3ab10KMPOBAHHOTO MoCae Heyaau-
set username name active name: (1..20) cumBosioB
HbIX MOMbITOK BXOAa Ha KOMMyTaTOp.

5.6 Pab6ora c paitnamm

5.6.1 OnucaHue apeaymeHmos KOMAaHO
Mpun ocyuwecTBneHmMn onepaumn Hag dannamm, B KauecTBe apryMeHTOB KOMaHS, BbICTYNatoT agpeca
URL - onpegennTenn MeCToHaxoXaAeHUA pecypca. OnuncaHue Ka4YeBbIX CnoB, WUCNOJNIb3yeMbIX B

onepauusx, npMseaeHo B Tabauue 48.

Tabnumua 48 — CNUCOK KAKOYEBbIX CIOB U UX ONMcaHue

Knroyesoe cnoso OnucaHue

McxoaHbIV afpec v afpec MecTa HasHaueHus A SHEPTrOHE3aBUCUMOM NaMATU. IHeproHesasu-

flash:// CUMasn NamATb UCNOJb3YeTCs NO ymonyaHuto, ecam agpec URL onpeneneH 6e3 npedukca (npeduk-
camu asnstotca: flash:, tftp:, scp:...).

running-config Paiin TekyLen KOHOUrypaumm.

mirror-config Konusa dalina Tekyliein KoHourypaumm.

startup-config daiin nepBoHaYaNbHOM KOHOUTYypaLuun.

active-image daliin ¢ aKTMBHbIM 06pasom.

inactive-image daiin c HeaKTMBHLIM 06pasoMm.

UcxopHbI agpec unv agpec mecta HasHadyeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory/] filename vrf name.

- host — IPv4-agpec unm ceTeBoe MMs yCTPOMCTBA;

- directory — KaTanor;

- filename — vma daiina;

- name — Ha3BaHwue vrf.

tftp://

V Ecam vrf He ucnonbsyeTca, KomaHay vrf name Mo}Ho He YKa3blBaTb.

McxoaHblvi agpec nnm agpec Mecta HasHayeHus ans SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NoAb30BaTeNs;

scp:// - password — naponb NoNb30BaTeNs;

- host — IPv4-agpec unm ceTeBoe MmsA yCTPOMCTBa;

- directory — KaTanor;

- filename — vims daiina.

logging daiin c uctopreit KomaHa,
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5.6.2 KomaHObI 0na pabomei ¢ halinamu

3anpoc KomaHaHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 49 — KomaHabl ans pabotbl ¢ dannamm B pexkmme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

copy source_url
destination_url

copy source_url
running-config

copy running-config
destination_url

copy startup-config
destination_url

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CMMBOJIOB;

KonuposaHue ¢aina n3 MectonosioxKeHns UCTOYHUKA B MECTOMNo-
NOXKeHWe HasHavyeHus.

- source_url — mecTononoxeHune Konvpyemoro ¢aiina;

- destination_url — appec mecTa Ha3Ha4yeHus, Kyaa daiin byaeT cko-
nMpoBaH.

KonupoBsaHue dalina KoHoUrypauum c cepeepa B TEKYLLYHO KOHPK-
rypaumio.

CoxpaHeHwue TeKyLein KoHdUrypaLmm Ha cepaepe.

CoxpaHeHWe nepBOHaYaNbHOM KOHOUIypaLLmMK Ha cepBepe.

copy running-config
startup-config

CoxpaHeHue TekyLe KoHbUTrypauumn B NnepBoHa4anbHyr KOHOUry-
pauutio.

copy running-config file

CoxpaHeHue TeKywen KOoHPUrypauum B 3aZaHHbIA pe3epBHbIN
daiin KoHduUrypauum.

copy startup-config file

CoxpaHeHWe nepBOHaYabHO KOHOUIYpaLMK B 3afaHHbIN pe3eps-
HbI dain KoHPUrypaumm.

boot config source_url

KonuposaHue ¢alina KoHdUrypauum ¢ cepsepa B daiin nepoHa-
YanbHOM KOHUIypauuu.

dir [flash:path | dir_name]

OTobparkaeT cnucok ¢ainos B ykasaHHOM KaTasore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumsonos

OTobparkaet cogeprkumoe dalina.

- startup-config — oTobparkaeT coaepxunmoe daina nepBoHavanb-
HOW KOHUrypaumm;

- running-config — otobparkaet cogeprkumoe daina TekyLLen KoH-
durypaunu;

- flash: — oTob6pakaet palinbl ¢ Ppnew-namaTi ycTpomncTea;

- mirror-config — oTobpakaeTt cogepxumoe daina TeKywen KoH-
durypaumum ¢ 3epkana;

- active-image — otTobpakaeT Bepcuto Tekyuiero ¢alina obpasa NO.
- inactive-image — otobparkaeT Bepcuio HeaKTuBHOro ¢darina ob-
pasa 0.

- logging — oTobpakaeT cogeprumoe dalina KypHana.

- file — ima daiina.

.’ ®aiinbl otobpakartca B popmare ASCII.

delete ur/

Ypanenue ¢aiina.

delete startup-config

Ypanenus ¢aiina nepBoHayaNbHOW KOHOUTypauuu.

boot system source_url

KonupoBsaHue daitna MO c cepBepa B HeaKTUBHY 061acTb NamaTu
Ha mecTo pe3epsHoro MNO.

boot system inactive-image

3arpysuTbCca ¢ HeakTUBHOrO 06pasa MOo.
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show {startup-config |
running-config} [brief |
detailed | interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);

vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobparkaeT cogepRnmoe palina nepBoHayanbHOM KOHOUIypauum
(startup-config) unu Tekywei KoHpurypaumm (running-config).

- interfaces — KoHdUrypauus nHTepdeicos KommyTaTopa - pusnde-
CKux MHTepdeicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdeiicos, oob-nopTta, UHTepdelica 3amblkaHUA Ha cebs, TyHHe-
new.

Cnepylolme onumm SOCTYMNHbI NPU BbiBOAE TeKylelh KoHbuUrypa-
Luu:

- brief — BbIBOA, KOHUTYpaLMKM 6E3 ABOUYHBIX AaHHbIX, HANPUMED,
SSH u SSL Kkntouen.

- detailed — BbIBOA, KOHOUIYpALUK C BKNHOYEHUEM ABOWYHbIX AaH-
HbIX

show bootvar

MoKa3blBaeT aKTUBHbIN dalin cuctemHoro MO, KOToPbI YCTPONCTBO
3arpyykaert npu 3anycke.

write [memory]

CoxpaHeHue TeKywein KoHourypaumm B ¢aiis nepBoHavabHOM
KoHbUrypauuu.

boot license source_url

3arpysuTb Ha yCTPOICTBO Gana INLEHINN.

delete license [ word |

Y[anuTb € yCTPOMCTBA BCE YCTAaHOB/EHHbIe $hailbl IMLEH3UA.
- word — yKa3aTb Uma ¢alina AMUEH3UKU, KOTOPbIN A0NXKEH ObiTb
yaaneH.

rename url new_url

url, new_url: (1..160)
CMMBOJI0B

MN3meHeHne umeHu daiina.
- url — Terywee uma daina;
- new-url — HoBoe nmsa ¢danna.

’ | Cepep TFTP He MOKeT 6biTb agpPecomM MCTOYHMKOM M aAPEcOM Ha3HauyeHUsa ANA OAHOW

vl

KOMaHAbl KONUpPOBaHUA.

[pumepbl UC016308AHUA KOMAHO

e  Ypanutb daiin test U3 aHeproHe3aBUCMMOM NaMATH:

console# delete flash:test

Delete flash:test?

[confirm]

Pe3ynbTaT BbINONHEHUA KOMAHAbI: MOCAEe NOATBEPKAEHUA dalin byaeT yaaneH.

5.6.3 KomaHObI 0518 pe3epsupoeaHus KOHguz2ypayuu

B paHHOM pasgene onucaHbl KOMaHAabl, NpefHas’HayeHHble ANnA HaCTpOﬁKM pe3epBnpoBaHNA

KOHdUrypaLmm no TaiMmepy MAN NPU COXpaHeHUN TeKyLen KoHPurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2a06aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexknme rnobanbHo KOHOUTypaLMmM UMeeT creayroLLnin Bua;
console (config) #

Tabnnuya 50 — KomaHabl ynpaBaeHus cucteMom B pexkmme rnobanbHol KoHpurypaumm

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

backup server server YKasaHue cepBepa, Ha KOTopblii ByaeT Npou3BOAMTLCA pesep-
BMPOBaHue KoHpurypaumm. CTpoka B popmaTe
«tftp:// XXX XXX XXX XXX» nan

«scp://[[username][:[password]]@]host»

server: (1..22) cum-
BO/IOB

no backup server YpaneHue cepsepa 415 pe3epBUMpPOBaHUS.

backup path path YKasaHue nyTu pacnonoxkeHua ¢aina Ha cepsepe n npeduKkca
path: (1..128) cum- daiina. Mpu coxpaHeHnn K npedukcy byaer fo06aBNATLCA TEKY-
BO/I0B Wwan AaTta v Bpema B popmate rrrrmmaay4mmec.
no backup path YaaneHue nytv gns pesepBupoBaHma.
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backup history enable / BKNHOUMTbL COXpaHEHUE UCTOPUM Pe3epPBHbIX KOMUIA.
-/BbIKOYEHO
no backup history enable OTK/IOYUTL COXPAHEHME UCTOPUMN Pe3epPBHbIX KOMUNA.
backup time-period timer " YKaszaHue NpomexKyTKa BpeMeHU, NO UCTEeYEHUN KOToporo by-
imer:
[eT OCYLLLeCTBAATLCA aBTOMATUYECKOe pe3epBUPOBaHME KOHOU-
(1..35791394)/720
rypauum.
- - MMH
no backup time-period BoccTaHaB/MBaEeT 3HaYeHMeE N0 YMONYAHUIO
backup auto Bk/atoyeHMe aBTOMATUYECKOrO pe3epBUPOBaAHUA KOHUrypa-
-/BbIK/IOYEHO TR
no backup auto YCcTaHOBKa 3HaYeHMA N0 YMONYAHUIO.
backup write-memory Bk/toueHne pesepBUpoBaHNA KOHOUTYpPaLMKU NPU COXPAHEHUM
-/BbIKNOYEHO nosib3oBaTenem KoHpurypaumm Ha flash-Hakonutens.
no backup write-memory YcTaHOBKa 3HaY€HUA N0 YMONYaHUIO.

Tabnunua 51 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
show backup ) OTobparkaeT MHGOPMALMIO O HAaCTPOIKax pe3epBMPOBaHUA KOH-
durypauum
show backup history ) OTobparkaeT UCTOPMIO YCMELLHO COXPAaHEHHbIX HA cepBep KOHPU-
rypauum.

5.6.4 KomaHOblI 019 asmomamu4yecko2o0 06HosneHUA U KOHgu2ypayuu

[pouyecc asmomamu4eckoz2o 0b6Ho8neHUA

KommyTaTop 3anycKkaeT npouecc aBToMaTuyeckoro obHoeneHus, 6asmpytowmiica Ha DHCP, ecau oH
BK/OYEH W uma TeKkcToBoro ¢anna (DHCP-onuma 43, 125), cogepkauwero umsa obpasa MO, 6bino
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTomaTUyecKoro 06HOBNEHNA COCTOUT M3 cnegyrowmx asTanos:

1. KommyTaTop 3arpyKaeT TeKCTOBbIN $pain U ynTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-
Bepe;

2. KommytaTtop ckaumBaeT nepsbiit 610K (512 6aliT) obpasa MO ¢ TFTP-cepBepa, B KOTOPOM CO-
aepxutca sepcma lMO;

3. KommyTaTop cpaBHUBaeT Bepcuto dpaina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. Ecnm oHM oTAMYatoTCA, KOMMYTATOP 3arpy»Kaet ob6pas Mo
c TFTP-cepBepa BMecTo HeakTMBHOro obpasa MO KommyTaTopa 1 AenaeT AaHHblit 06pas akTmB-
HbIM;

4. Ecnv o6pas MO 6bin 3arpyKeH, To KOMMYTaToOp NepesarpyrkaeTcs.

[pouyecc asmomamu4ecko20 KOHGU2YPUPOBAHUSA

KommyTaTop 3amycKaeT NpoLecc aBTOMaTUYeCKoro KoHGUrypuposaHus, b6asupytowmiics Ha DHCP,
NP BbINOJIHEHUN CEAYHOLWMX YCIOBUIA:

— B KOHOUIrypauuu paspeLlleHo aBTOMaTMYeCKoe KOHOUIypupoBaHue;

— otBer DHCP-cepBepa cogepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) u uma daiina
KoHdurypaumum (DHCP-onuma 67) B popmate ASCIL.

’ MonyuyeHHbIN paitn KoHPUrypaumum gobasnseTca K TeKywei (running) KoHpurypauum.
-
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT caeayowmii Bua,:

console (confiqg) #

Tabnnua 52 — KomaHabl ynpaBaeHWs CUCTEMOM B perKMMe rNob6anbHOM KOHPUrypaLmm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

boot host auto-config

BK/loueHMe aBTOMATMYECKOM KoHUrypauuu, H6asupytolleiica Ha
DHCP.

no boot host auto-update

- -/BKAtOYEHO — —
no boot host auto-config BbIKNtOUEHME aBTOMATUYECKOM KoHOUrypauuu, basmpytoLleics Ha
DHCP.
boot host auto-update BKkntoueHne aBTOoMaTuyeckoro obHosneHua MO, b6asupyowerocs
Ha DHCP.
-/BKAtOYEHO

BblIK/AtOUeHMe aBTOMaTn4Yeckoro o6HosneHua MO, 6asupytolieroca
Ha DHCP.

KomaHObl pexcuma Privileged EXEC

3anpoc KomaHgHOM cTpoKK B pexume Privileged EXEC nmeeT cneayrowmin Bua;

console#

Tabnunua 53 — KomaHabl ynpaBneHus cuctemomn B pexkmme Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show boot

MPOCMOTP HacTPOEK aBTOMaTUYECKOro 06HOBAEHUA U KOHdUrypa-
unu.

o [lpumep KoHPurypaumm ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32,

35265 (Eltex)
#data-len.

#fenterprise-number.

VoeHTUOMKaTOP NPOM3BOOMUTEJNIsI, BCeIIa paBeH

unsigned integer 8, InvHa BCexX IaHHBIX OILMUM.
option-data + 2.

unsigned integer 8, #sub-option-code.

unsigned integer 8,

text

Kon nomonuwum,

obpaza IO
}i

host mes2124-test {
hardware ethernet a8:£f9:4b:85:a2:00;
filename "mesXXX-test.cfg";

banna,
next-server 192.168.1.3; #IP-ampec
fixed-address 192.168.1.36; #IP-ampec

PaBHa OJMHE CTPOKM sub-—

BCeTrzma paBeH 1
#sub-option-len. IynmHa cTpoku sub-option-data
#sub-option-data. Umsa TexcToBOTO Oanmna,

comepxamero uMmsda

#mac-ampec koMMyTaTopa
#rMsa KOHQUIYypaLMM KOMMyTaTopa
option image-filename 35265 18 1 16 "mesXXX-401.

ros"; #1IMS TEKCTOBOTO
comepxamero mMmsa obpasa IO
TFTP cepsepa

KOMMyTaTopa
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5.7 HacTpoiKa CUCTEMHOro BpeMeHHU

v/

Mo ymonuyaHuio aBTOMaTUYECKUIA nepexos Ha NieTHee Bpems OCYLLEeCTBAAETCA B COOTBET-
cTBUM co ctaHgapTamu CLLUA n Esponbl. B KoHdUrypauum moryT 6biTb 3agaHbl tobble pgaTta

M Bpemsa ana nepexoaa Ha fieTHee Bpema U o6paTHo.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHaHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 54 — KomaHabl HACTPOMKM CUCTEMHOTO BpeMeHU B pexume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
clock set hh:mm:ss day month hh: (0..23); PyyHasa ycTaHOBKa CMCTEMHOro BpemeHW (KomaHaa n[oCTynHa
year mm: (0..59); TONbKO ANA NPUBUAETMPOBAHHOIO No/b30BaTeNA).
clock set hh:mm:ss month day ss: (0..59); - hh —4acbl, mm — MUHYTbI, SS — CEKYHAbI;
year day: (1..31); - day — neHb; month — mecau,; year — rof.

show sntp configuration

MokasbiBaeT KoHOUrypaunio npotokosia SNTP.

show sntp status

lMokKasblBaeT cTaTyc npoTokosa SNTP.

KomaHOb1 pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayrowimin Bua;

console>

Tabnunua 55 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexkmme EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aelicmeue

show clock

show clock detail

lNoKa3biBaeT cuctemHoe Bpema u gaty.

[onosHutesibHO 0TobpaykaeT NapameTpbl YacOBOTO Mosica U nepe-
X0Za Ha NeTHee Bpems.

KomaHObI pexcuma 210banabHol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT cneayowmii Bua;

console (config) #

Tabanua 56 — CNMCoK KoMaHA, 419 HACTPOMKN CUCTEMHOTO BPEMEHMU B pPeXKMMe rnobasbHOM KOHUTypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

clock source {sntp | browser}

no clock source {sntp |
browser}

-/BHELWHUIA UCTOYHNK
He uUcnonb3yercs

Mcnonb3oBaHWe BHeELWHEro UCTOMHMKA ANa YCTaHOBKKU CUCTEMHOTIO
BpemeHu.

3anpeu.|,aeT MCNONIb30BaHNE BHEWHEro NCTO4YHMKa ANA YCTaHOBKU
CUCTEMHOIO BpEMEHMN.
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clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT onmncaHus 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBAET 3HAYeHMe YacoBOro nosca.

- zone — cnoBo, chopmMmMpoBaHHOE U3 NepBbix BYKB CcAOBOCOYETa-
HUSA, KOTOPOE OHO 3ameHsAEeT (onuncaHue 30Hbl);

- hours-offset —yacoBoe cmelLLLeHNe OTHOCUTENBHO HY/IEBOTO MEPU-
anana UTC;

- minutes-offset — MMHYTHOE CMeLL,eHNe OTHOCUTENIbHO HY/1IeBOTO
mepuanaHa UTC.

YcTaHaBAMBaET 3Ha4YeHMe No YMONYaHULO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

zone: (1..4) cumsona/
HeT OnNncaHuaA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;
Mo ymon4yaHuo
nepexog, Ha feTHee
BpeMs BbIKtOYEH

3apgaeT faty v Bpemsa 41 aBTOMaTUYECKOro nepexoga Ha seTtHee
BpemMsa 1 Bo3BpaTa 0bpaTHO (a8 onpeaeneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBAaeTCA ONUCAHME 30HbI, BTOPbIM Bpems
014 Nepexona Ha NeTHee Bpems 1 TPETbUM BPEMA A/1A BO3BpaTa.

- zone — cnoBo, chopMMpoBaHHOE U3 NepBbiX BYKB COBOCOYETa-
HUA, KOTOPOE OHO 3aMeHSET (ONucaHue 30Hbl);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —y4acbl, mm — MUHYTbI;

- offset — KONNYECTBO MUHYT, fO0HaBAAEMbIX NPU Nepexoae Ha feT-
Hee Bpems.

3afaeT AaTy U Bpems 415 aBTOMATUMYECKOro nepexosa Ha JeTHee
BPeMs 1 BO3BpaTa 06PATHO B pEXKMME EXKEroaHO.

- zone — cnoBo, cPOpMMpPOBaAHHOE M3 MNepBbiXx BYKB CNOBOCOYETA-
HWSA, KOTOPOE OHO 3ameHsAEeT (onuncaHue 30HbI);

- usa — yCTaHOBMTb NPaBWIa Nepexosa Ha SieTHee Bpems, UCMONb-
3yemble B CLUA (nepexop, BO BTOpOe BOCKpeceHbe mapTa, obpaTHO
B NepBOe BOCKPECceHbe HOAbPSA, B 2 yaca yTpa No MecTHOMY Bpe-
MeHMU);

- eu — yCTaHOBMUTb NpPaBu/Ia Nepexoaa Ha ieTHee Bpems, UCMNO/b3y-
emble EBpocoto3om (nepexos B nociegHee BOCKpPECEHbe MapTa,
0bpaTHO B NocnegHee BOCKpeceHbe oKTAbPA, B 1 yac yTpa no MpuH-
Buuy);

- hh —4acbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenw;

- month — mecsu;

- offset — KonnuecTBo A06aBAAEMbIX MUHYT NPU Nepexone Ha NneT-
Hee Bpems.

OTKtOYaeT aBTOMATUYECKUI nepexoj Ha neTHee spemas.

(1..4294967295);
Mo ymon4yaHuio

sntp authentication-key number: YcTaHaBAMBAET K/OY MPOBEPKU MOAJMHHOCTM ANA MPOTOKONa
number md>5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — Homep KAtoua;
authentication-key number CMMBOJI0OB; - value — 3HaYeHne KNou4a;
md5 value Mo ymonyaHutio - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aMdpPOBAHHOM BUAE.
no sntp authentication-key npoBepka YpanaeT Kno4 NpoBepKu NOANMHHOCTM Ana npotokona SNTP.
number NoANNHHOCTU
OTK/IIOYEHa
sntp authenticate -/npoeepka TpebyeT NnpoBepKy NOAANHHOCTM ANS NOAYyYeHUAa UHPopmauum ot
NOANIMHHOCTU He NTP-cepBepos.
no sntp authenticate TpebyeTca YcTaHaBAMBaeT 3Ha4YeHne No yMONYaHUIo.
sntp trusted-key key_number key_number: OcyuiecTBnseT NPoBepKy Nog/MHHOCTU CUCTEMbI, OT KOTOPOW CUH-

XpoHu3upyetca c nomoupto SNTP no 3agaHHOMY Katouy.
- key_number — Homep Kntoya.

no sntp anycast client enable

no sntp trusted-key npoBepKa YcTaHaBAWBAET 3HAaYEHME MO YMOMYAHMIO.
key_number NoA/IMHHOCTKN
OTK/OYEHa
sntp broadcast client enable PaspewaeT paboTy wupokosewaTenbHbix SNTP-KNMeHTOB.
both | ipv4 | ipv6
{ | ipv4 | ip }, -/3anpeLyeHo
no sntp broadcast client YcTaHaBAMBAET 3HAYEHME MO YMOTYaHMIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-KAvMeHTam, MoALepKMBAOLMM METoZ
both | ipv4 | ipv6 ACCbIIKM NAKeTOB, NO3BONAIOWMI NOCLINATL AadHHblE BAMMKaW-
{ | ipva | ipv6} /sanpeuero P \ wy it

Lwemy YCTPOMCTBY M3 rpynnbl NoayvaTeneun.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 93




HELTEX

sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

no sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..32);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id (1..4094)

Paspewaet paboty SNTP-KAvMeHTam, MoALEPKMBAOLWMM METoZ
pPaccblIKM NaKeToB, MO3BONAIOWMIA MOCLINATL AaHHble 6auKan-
LemMy YCTPOWMCTBY M3 rpynnbl NOyYaTeNen, a TaKKe LMPOKoBeLLa-
TenbHbIM SNTP-KAMeHTam ans BblbpaHHOro UHTepdelica.

- noppobHoe onncaHne MHTephENCOB U3N0KEHO B pasaene «KoH-
durypauus nHTepdpencos».

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

twentyfivegigabitethernet /3anpelyeHo

twe_port |

hundredgigabitethernet

hu_port | port-channel group

| oob | vlan vian_id}

sntp unicast client enable PaspelwaeT paboTy ogHoaapecHbix SNTP-KANEHTOB.

no sntp unicast client enable -/3anpeuieo YCcTaHaBAMBAET 3HAYEHME N0 YMONYAHUIO.

sntp unicast client poll PaspelaeT nocnegoBaTebHbIM ONPOC 3a4aHHbIX O4HOALPECHbIX
-/3anpeuweHo SNTP-cepBepoB.

no sntp unicast client poll

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server {ipv4_address |
ibv6_address |
ipv6_link_local_address%{vlan
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CMMBO/IOB;
keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-appec y3na ceTv;

- ipv6_address — |Pv6-agpec y3na ceTu;

- ipv6z-address — IPv6z-agpec y3na cetu gna ping.

dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link local_address — nokanbHbIt IPV6 agpec KaHana;
interface_name — uma ucxoasiero nHTepdeiica 3agaerca B cne-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — poMeHHOe MMA y31a ceTw;

- poll — BkAtouaeT onpoc;

- keyid — npeHTdurKaTop Katoya.

YpaneHue cepsepa us cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

-/3anpeleHo

PaspelwaeT nonyyeHre TakMX AaHHbIX KaK 4acoBOM MoAC U NeTHee
spemsa ot DHCP-cepsepa.

3anpeLaeT NoAy4YeHUs TakUX AaHHbIX KaK YacoOBOW MOAC U NIeTHee
BpemsaA ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKM B pexmme KOHOUrypauum nHtepdenca umeeT cneayowmii Bua;:

console (config-if) #

Tabnnua 57 — CNMCOK KOMaHA A7 HACTPOWMKM CUCTEMHOTO BPEMEHMU B peXKUMe KOHPUTrypaumm nHTepdelica

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

sntp client enable

no sntp client enable

-/3anpelueHo

Paspewaet paboty SNTP-KAneHTy, KOTopbIi NOAAEPKUBAET METOL,
PacCblIKM MaKeToB, NO3BONAIOLWMI NOCbINATh AaHHbIE YCTPOMNCTBY
6AnKarweMy U3 rpynnbl NosyyaTenien, a Tak:Ke LWMPOKoBeLaTe b-
Homy SNTP-KkAMeHTy Ha HacTpauBaemom uHTepdeice (Ethernet,
port-channel, VLAN).

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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[pumepbl 8bINOAHEHUS KOMAHO

OT06pa3VITb CNCTEMHOE BpeEMA, ATy U AaHHble Mo 4YacoBOW 30HE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CMHXPOHU3aALUMUN BPEMEHMU OT06pa)KaETCﬂ C noMouwbo AONO/IHUTENIbHO CMMBOJ1a

nepej sHa4eHnem BpemeHu.

[pumep:

*15:29:08 PDT(UTC-7) Jun 17 2009

V|CI'IOJ'Ib3yI-OTCF| cneaywouimne o0b03HayeHuA:

— TouKa (.) 03HauaeT, YTo Bpems AOCTOBEPHO, HO HET CUHXPOHM3aLMK C cepBepom SNTP;
—  OTCYTCTBME CMMBOJ1a O3HAYaEeT, YTO BPEMA [OCTOBEPHO N CUHXPOHU3ALMA €CTb;
— 3Be3go4ka (*) o3HauaerT, YTo Bpems HegoCTOBEPHO.

3apaTb AaTy M Bpema Ha cUCTeMHbIX Yacax: 7 mapta 2009 roaa, 13:32
console# clock set 13:32:00 7 Mar 2009

OTobpasuTb cTaTyc NpoTokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status :oup
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bbllie CUCTEMHOE BPEMA CUMHXPOHM3MpPOBaHO oT cepeepa 10.10.10.1, nocheaHuii oTeet

nony4yeH B 10:37:38, HecoBnageHUe CUCTEMHOIO BPEMEHMU C BpEMEHEM Ha cepBepe coctasuno 1.04 c.
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5.8 KoHdurypaumua BpemeHHbIX MHTepBanoB time-range

KomaHObI pexcuma 2a06an6HolU KOHgu2ypayuu

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexume rnobanbHo KoHOUrypaumm:

console (config) #

Tabnunua 58 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

time-range time_name

no time-range time_name

time_name:
(0..32) cumBona

Co3paHue time-range v BXoA, B peXumM KOHOUrypaLmMu BpeMEHHbIX
WNHTEPBaNOB.
- time_name — uma npoduna HacTpoek time-range.

YaanuTb BpeMeHHOM MHTepBa.

KomaHObI pexcuma KoHu2ypayuu 8pemMeHHbIX UHMepsasnos

console# configure

console (config)# time-range range name
console (config-time-range) #

Tabnuua 59 — KomaHap! pexkxmma KoHGUrypauum BpeMeHHOro MHTepBasia

month: (jan..dec);
year: (2000..2097)

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3a4aTb Ha4yano U (MAK) KoHel, BpeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MMHYTa AeHb MecsL, roA.
no absolute {end | start} date: (1..31); YaanuTb BpeMeHHOM UHTepBan.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3a4aTb BPEMeHHOW MHTEePBasl B TEYEHWE O4HOIO U3 AHeNl Heaeam unm
KaK4Oro AHA Hepenu.

Y[anuTb BpeMeHHON nHTepBsan.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3apaTb BpeMeHHOi;I WUHTEepBa/ B TedeHne Heaenu.

Yaanutb BpeMeHHOW UHTepBan.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet u Port-Channel

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknme KOHPUrypaumm nHtepodeincos:

console (config-if) #

Tabnunua 60 — KomaHapl pexknma KoHoburypaumm nHtepdeincos Ethernet u Port-Channel

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

operation time time_name

no operation time

time_name: (0..32)
cumBona

3apatb time-range, onpeaensAoWwmii BpeMeHHOW UHTEPBan, B KOTO-
pom nHTepdeiic byaet HaxoauTces B cocTosHum Up.
- time_name — uma npoduns HacTpoek time-range.

Yaanutb BpemeHHOW uHTepsann.
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5.9 KoHdwurypauua unrepoeiicos u VLAN

5.9.1 TMapamempeol Ethernet-unmepdpelicos, Port-Channel u Loopback-
uHmepaelicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanaszoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | oob | port-channel group | range {..} | loopback Ioopback id }
console (config-if) #

[aHHbIN peMm AOCTyNneH U3 pexkMma KoHOUrypauum u npegHasHadeH Agaa 3a4aHuna napameTpos
KOHdUrypaumm uHTepdeiica (nopta KommyTatopa WAM Tpynnbl MNOpPTOB, paboTalowux B peKume
pasaeneHus Harpysku) inbo guanasoHa MHTepdencos.

Bbibop MHTepdeica ocyLWwecTBASETCA NPU NOMOLLM KOMaHZ U3 Tabanubl HUXKe.

Tabnvua 61 — KomaHapl Bbibopa nHTepdeica gns KOMMyTaTopoB

Komanxda HasHavyeHue
interface gigabitethernet gi_port [na HacTpolikn 1G-nHTepdeicos.
interface tengigabitethernet te_port Onsa HacTpolikn 10G-uHTepdeincos.
interface twentyfivegigabitethernet twe_port [na HacTpovikn 25G-nHTepdeiicos.
interface hundredgigabitethernet hu_port [na Hactpoikn 100G-nHTepdencos.
interface port-channel group [na HacTpolKuM rpynn KaHanos.
interface oob [na HacTpoiKkn uHTepoderica ynpasneHua (MHTepdeinc ynpasneHus
NPUCYTCTBYET HE Ha BCEX KOMMYTATOPax).
interface loopback loopback_id [na HaCTPOMKKN BUPTYaNnbHbIX MHTEPdECcoB.
roe:

— group — nNopAAKOBbli HOMepP rpPynnbl, 0bLLee KOMYECTBO coracHo Tabaumue 9 (cTpoka «Arperaums
KaHanos (LAG)»);

— gi_port —nopaaKosbiit Homep 1G-nHTepdeliica, 3agaerca 8 suae: 1..8/0/1..48;

— te_port — nopaaKosbiit Homep 10G-uHTepdeiica, 3agaetca B suge: 1..8/0/1..48;

— twe_port — nopaaKoBblit Homep 25G-uHTepdeiica, 3agaetca 8 suge: 1..8/0/1..120;

—  hu_port — nopaakosbiii Homep 100G-nHTepdeiica, 3apaetca B8 suae: 1..8/0/1..32;

— loopback_id — nopaakoBbIii HOMep BUPTyanbHOro MHTepdeiica, oblee KoAMYecTBO COrlacHo Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

3anucb nHtepdeiica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE HoMmep cnoTa Homep nHTepdelica

KomaHgbl, BBeAEHHble B pexuMme KoHdurypauum wHtepdelica, NpMMeHstoTca K BblbpaHHOMY
nHTepoeicy.

HuKe npuBeaeHbl KOMaHAbI ANS BXOAA B PEXKUMM HacTpoWku gecatoro Ethernet-uHtepdeiica nep-
BOTO YCTPOWCTBA B CTEKE M BXO4A B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure
console (config) # interface tengigabitethernet 1/0/10
console (config-if)#
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console# configure

console (config) # interface hundredgigabitethernet 1/0/10

console (config-if)#
console# configure

console (config) # interface port-channel I

console (config-if) #

Bbibop AnanasoHa MHTepdeincoB oCyLEecTBAAETCA NPM NOMOLLM KOMaHA,:

nHTepdelicos;

interface range tengigabitethernet port
nHTepdelicos;

bitethernet-uHtepdelicos;

interface range hundredgigabitethernet
bitethernet-untepdelicos;

interface range gigabitethernet portlist

ONA  HacTpPOMKM AmanasoHa gigabitethernet-

list — pnA HacTpoWKM AmanasoHa tengigabitethernet-

interface range twentyfivegigabitethernet portlist — pna HacTpoku gmanasoHa twentyfivegiga-

portlist — pna HacTpolikm pgmanasoHa hundredgiga-

interface range port-channel grouplist — ana HacTpoliku AnanasoHa rpynn nopTos.

KomaHgpl, BBeZleHHble B JaHHOM peXume, MPUMEHSAIOTCA K BbiIbDpaHHOMY AMana3oHy MHTepdencos.

HuKe npuBegeHbl KOMaHAbl AN BXOAA B PEKMM HACTPOMKM AmanasoHa Ethernet-nuHtepdelicos ¢ 1

no 10 scex rpynn NopToB.

console# configure
console (config)# interface
console (config-if)#

range

console# configure
console (config) # interface
console (config-if) #

range

console# configure
console (config) # interface
console (config-if)#

range

console# configure
console (config) # interface
console (config-if) #

range

console# configure
console (config)# interface
console (config-if) #

range

Tabanua 62 — KomaHabl pexkuma KoHOUrypaumum u

gigabitethernet 1/0/1-10

tengigabitethernet 1/0/1-10

twentyfivegigabitethernet 1/0/1-10

hundredgigabitethernet 1/0/1-10

port-channel 1-10

HTepdeicos Ethernet n Port-Channel

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
Mo ymMmon4aHuro
shutdown BbIKNoUMTbL  KoHOUrypupyembli  nHTepdeiic (Ethernet, port-
-/BKAOYEH channel)
no shutdown BKNOUUTL KOHOUTYPUPYEMbIN MHTEpPENC.
description descr descr: (1..64) [o6asuTb onucaHue nHtepoeiica (Ethernet, port-channel).
no description cMMBONOB/HeT .
Ypanutb onucaHue uHtepdeiica.
onuncaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTL Nepesayn gaHHbix (Ethernet).
no speed 10000) YCTaHOBWTb 3HaYEHME MO YMOIYAHMIO.

duplex mode mode: (full, half)/full

3afaTtb pexum aynaekca uHtepdeiica (nosHoayniekcHoe coeu-
HeHue, NnonyaynaekcHoe coeanHeHue, Ethernet).
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no duplex

YCTaHOBWTb 3HaYeHMe Mo YMOJIHAHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BK/toYaeT aBTOCOr/1IacoBaHMe ANa CKOPOCTU M AynaeKca Ha HacTpa-
MBaemMoM UHTepdeince. MoXKHO yKasaTb onpeaesieHHble COBMEeCTU-
MOCTM NapameTpa aBTOCOI/1IACOBaHWA, €C/IM NAaPaMEeTPbl He 3a4aHbl,
TO noapeprKmBatoTca Bce coBmecTumoctu (Ethernet, port-channel).

BbIK/IlOYaeT aBTOCOr/NacoBaHWe AN CKOPOCTM M AynaeKkca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

negotiation bypass forced

-/long

Pesxxmm ycTaHOBNeHWA cBA3M B 06X04 npoueaypbl asTocoria-
COBaHWA, €CNN NapTHep Ha BCTPEYHOM CTOPOHE He oTBe4aeT Co
CTaHAAPTHbIM TaliMayTOM Mpoliecca aBTOCOr/NacoBaHua (negoti-
ation timeout long).

Pesxkmm ycTaHOBNeHWA cBA3M B 06X04 npoueaypbl asTocoria-
COBaHWA, ecAuM MapTHepP Ha BCTPEYHOW CTOpPOHE He OTBevaeT C
MWHUMANbHbIM TalMayTOM NpoLecca aBTOCOrNacoBaHua (negoti-
ation timeout short).

flowcontrol mode

mode: (on, off,

3agaTtb pexum ynpasneHunsa notokom flowcontrol (BKAtoUMTb, OT-
KNHOYMTb UM aBTOCOracoBaHue). AstocornacosaHue flowcontrol
paboTaeT TO/MbKO B CAyYae, €CM PEeXMM aBTOCOrNacoBaHUA

auto)/off negotiation BKk/AOYeH Ha HacTpauBaemom uHTepdeice (Ethernet,
port-channel).
no flowcontrol OTKNOUNUTL PEKMM YNPaBJAEHNA MOTOKOM.
back-pressure BKatoyaeT GyHKUMIO «0BpaTHOro AaBieHMA» Ha HacTpanBaemMom
nHTepderice (Ethernet).
-/BbIKNIOYEH

no back-pressure

BblIk/toYaeT QyHKUMIO «0BPaTHOrO AaBNEHUA» HA HACTPAMBAEMOM
MHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBWTb Nepuos, B TEYEHME KOTOPOTo COBUpPaETCs CTaTUCTUKA O
Harpyske Ha uHTepodeiice.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

unidirectional send-only

no undirectional

-/BbIK/OYEHO

BK/toYaeT nopT, OCHaLLEHHbIW ABYHAMNpPaBAeHHbIMW NUuemonepe-
AaTYMKaMU, B PEXUM OLHOHANPaBAEHHOW nepeaayun.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

hardware profile portmode
{1x100g | 4x25g}

-/1x40g

MepekntoumnTb pexxum uHtepoericos HG.
| Hactpoiika npumeHseTcsa nocne coxpaHeHUsa KoHduUrypa-
V LM U nepe3arpysKu ycTpoiicTea.
NopaepxuBaeTca pabota c
V 100G-4x25g n 40G-4x10g.

brekout-kabenamu

feccl74

fec cl91

-/BbIK/IIOYEH

BKAOUNTE peXMM NpAMON Koppekuumn owmnbok cl74 Ha wuHTep-
deiice 25G.

BK/IOUMTL perMm MpPsAMOI KoppeKuun owmnbok cl91 Ha uHTep-
deiice 25G.

fec off

OTKNOUNUTD PEKMM MPAMOI KOPPEKLMM OLUINBOK.

speed mode

no speed

mode: (10, 100, 1000,
10000, 25000, 40000,
100000)

3afaTb CKOPOCTb Nepegayn aaHHbix (Ethernet).
[oCTYyNHOCTb KOHPUIYPMPOBAHUA CKOPOCTHDIX PEIKUMOB
3aBUCUT OT TUNA uHTepdeiica ycTpoiicTBa.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

V Ha MES5400-24 B pexkume pacwiensieHua moryt paboratb 100G-unHtepdeiicbl HG3-HG6.
Ha uHTtepdeiticax HG1, HG2 aaHHbI pexxum He noaaep)kusaerca. Ha MES5400-24 rev.B
noaaepikKKa pacwienieHuna ectb Ha Bcex 100G-untepdeiicax.

V Ha MES5500-32 B pexxume paclyensieHusa 4octynHo makcumym 30 100G-uHtepdeiicos.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHol KoHGUrypauum:

console (config) #
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Tabnmua 63 — KomaHapl pexxmma obumx HacTpoek nHTepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

port jumbo-frame

PaspeluaeT KommyTaTopy paboTaThb ¢ Kagpamu 60bLIOro pasmepa.

V' 3HaueHne maximum transmission unit (MTU) no ymonua-
Huio 1500 6aiiT.

HacTtpoiika BCTynuUT B CUAly TONbKO MoOcae nepesarpysku

seconds

no errdisable recovery interval

(30..86400)/300 cekyHg,

-/3anpeuiero V ycTpoiictea.
3HaueHMe maximum transmission unit (MTU) npwm
V HacTpoiike port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpewaet KomMyTaTopy paboTaTh € Kagpamu 60bLIOro pasmepa.
errdisable recovery cause {all | BKAOUNTL aBTOMATUYECKYIO aKTUBALMIO MHTEpdelica nocne ero oT-
loopack-detection | KNHOYEHUS B CIeAYIOWMX CAyYanX:
port-security | - loopback-detection — 06HapykeHne neTenn;
dotlx-src-address | acl-deny | - port-security — HapyweHune 6esonacHocTM Ans port security;
stp-bpdu-guard | - dotlx-src-address — HenpoxoxaeHue ayTeHTUdMKaL MM, OCHOBAH-
stp-loopback-guard | udid | Holt Ha MAC-agpecax nosib3oBaTenen;
storm-control | link-flapping} - acl-deny — HecooTBeTcTBME cnnckam goctyna (ACL);
- stp-bpdu-guard — aktmBauma 3awmuTel BPDU Guard (nepeaaya He-
CaHKLMOHMPOBaHHOro naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — o6HapyKeHune netenb NnpoTokosiom STP;
-/3anpeuiero - udld — akTBauus sawmTbl UDLD;
- storm-control — 3awmMTa OT «WTOPMa» A4 PAa3ANYHOTO TpaduKa;
- link-flapping — dnannuHr anHka.
no errdisable recovery cause YCTaHOBWTb 3HaYeHMEe N0 YMOYAHUIO.
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}
errdisable recovery interval seconds: YCTaHOBWTb BPEMEHHOMN UHTEpBan ANA aBTOMATUYECKOro noBTop-

HOro BKAlOYEHUA MHTepdeiica.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHMUIO.

snmp trap link-status

no snmp trap link-status

-/BKIOYEHO

BkntoyaeT otnpaBky SNMP trap-coobLuieHnii 0 COCTOAHUU UHTep-
¢dencHbIX IMHKOB.

OTkAtoyaeT otnpasky SNMP trap-coobLieHnii.

default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback_id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek uHTepdelica nam rpynnol MHTEPHENCOB Ha 3HaYe-
HWA, YCTaHOB/IEHHbIE MO YMOYaHUIO.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnnua 64 — KomaHab! perkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

clear counters

C6poc CTaTUCTMKKM AN BCeX UHTepdeiicos.
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clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Cbpoc cTaTUCTUKKM ana nHTepdelica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

AKTUBMPYET MOPT MAW TPYNNy NMOPTOB, BbIKAHOYEHHbIX KOMaHAoM
shutdown.

show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokaszaTb KOHPUTypaLMo MHTepdencoB.

show interfaces status

MoKasaTb cocToAHUE BCex MHTepdEencoB.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cocTosHue Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOrNACcoOBaHUA, 06bABNEHHbIE ANA BCEX
UHTepdencos.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb MapameTpbl aBTOCOMNACOBaHMS,
Ethernet-nopTa, rpynnbi NnopToB.

obbABNEHHbIE g

show interfaces description

MoKasaTb onuncaHuna Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTtb onucaHue Ethernet-nopTa, rpynnol NopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdECcoB.

show interfaces counters

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Moka3aTb CTaTUCTUKY A4NA UHTepdeitca.

show interfaces utilization

MoKa3aTb CTaTUCTMKY MO Harpyske Ana Bcex MHTepdeincos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CTaTUCTUKY NO Harpyske ans Ethernet-untepdeiica.
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show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CBOAHYH MHOOPMALLMIO O COCTOAHWUM, HAaCTPOIKe U CTaTu-
CTUKe nopTa.

show ports jumbo-frame

MoKasaTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKasaTb HAaCTPOMKM AN aBTOMATUYECKOM NMOBTOPHOM aKTUBaLUK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

lMoKa3aTb NPUUYMHY OTKAOYEHUA NOpPTa, rPynMnbl MOPTOB U COCTOA-
HWe aBTOMaTUYeCKOW adKTUBauun.

show hardware profile
portmode

MoKasaTb peum paboTbl POAUTENLCKOTO MHTEpdeica U Homepa
NopTOB, Ha KOTOPbIEe POAUTENbCKUIA MHTepdENC pacLLenaeH.

[pumepbl 8b1M0AHEHUS KOMAHO

e [loKas3aTb COCTOsAHNE MHTEPPENCOB:

console# show interfaces status

Flow Link Back Mdix

Port Type Duplex Speed Neg ctrl State Pressure Mode
Port Mode
tel/0/3 10G-Fiber Full 1000 Disabled Off Up Disabled Off
Access
tel/0/4 10G-Fiber -- -- -- --  Down -- --
Access
tel/0/5 10G-Fiber -- -- -- --  Down -- --
Access
tel/0/6 10G-Fiber -- -- -- --  Down -- --
Access
tel/0/7 10G-Fiber -- -- -- --  Down -- --
Access
tel/0/8 10G-Fiber -- -- -- --  Down -- --
Access
tel/0/9 10G-Fiber - - -- -—  Down - -=
Access
tel/0/10 10G-Fiber - - --— -— Down -=— -=
Access
tel/0/11 10G-Fiber - - --— -—  Down -=— -=
Access
tel/0/12 10G-Fiber - - --— -— Down -=— -=
Access

Flow Link
Ch Type Duplex Speed Neg control State
Pol -= - -— - -- Not Present
Po2 -= - -- -- --= Not Present
Po3 -— - - - -— Not Present
Po4 - - - - -= Not Present
Po5 -— - - - -— Not Present
Po6 -= - -= -= -= Not Present
Po7 - - - - -— Not Present
Po8 -= - -= -= -= Not Present
Po9 - - - - -— Not Present
Pol0 -= - - - -= Not Present
Poll - - - - -— Not Present
Pol2 - - - - -= Not Present
Pol3 - - - - -— Not Present
Pol4 -= - -= - -= Not Present
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Pol5 -= -= -= -= Not Present

Polo6 - - - -= Not Present

Pol7 -= - - -= Not Present

Pol8 -= -= -= -= Not Present

Pol9 - - - -— Not Present

Po20 -= -= -= -= Not Present

Po21 - - - -— Not Present

Po22 -= -= -= -= Not Present

Po23 - - - -— Not Present

Po24 -= -= -= -= Not Present

Po25 - - - -— Not Present

Po26 -= -= -= -= Not Present

Po27 - - - -— Not Present

Po28 -= -= -= -= Not Present

Po29 - - - -— Not Present

Po30 -- -- -- -- Not Present

Po31 - - - -— Not Present

Po32 -= -= -= -= Not Present

Link

Oob Type Duplex Speed Neg State

oob 1G-Copper -- -- Down
HOKaBaTbI1apaMeprIaBTOCOFﬂaCOBaHMHZ

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement

tel/0/3 10G-Fiber Disabled --

tel/0/4 10G-Fiber Disabled --

tel/0/5 10G-Fiber Disabled --

tel/0/6 10G-Fiber Disabled --

tel/0/7 10G-Fiber Disabled --

tel/0/8 10G-Fiber Disabled --

tel/0/9 10G-Fiber Disabled --

tel/0/10 10G-Fiber Disabled --

tel/0/11 10G-Fiber Disabled --

tel/0/12 10G-Fiber Disabled -=

Ch Type Neg Preferred Operational Link Advertisement

Pol Unknown Enabled Slave

Po2 Unknown Enabled Slave

Po3 Unknown Enabled Slave

Po4d Unknown Enabled Slave

Pob Unknown Enabled Slave

Po6 Unknown Enabled Slave

Po7 Unknown Enabled Slave

Po8 Unknown Enabled Slave

Po9 Unknown Enabled Slave

Pol0 Unknown Enabled Slave

Poll Unknown Enabled Slave

Pol2 Unknown Enabled Slave

Pol3 Unknown Enabled Slave

Pol4 Unknown Enabled Slave

Polb Unknown Enabled Slave

Polb Unknown Enabled Slave

Pol7 Unknown Enabled Slave

Pol8 Unknown Enabled Slave

Pol9 Unknown Enabled Slave

Po20 Unknown Enabled Slave

Po21 Unknown Enabled Slave

Po22 Unknown Enabled Slave

Po23 Unknown Enabled Slave

Po24 Unknown Enabled Slave

Po25 Unknown Enabled Slave

Po26 Unknown Enabled Slave

Po27 Unknown Enabled Slave

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 103




HELTEX

Po28 Unknown Enabled Slave -=
Po29 Unknown Enabled Slave -=
Po30 Unknown Enabled Slave -
Po31 Unknown Enabled Slave -=
Po32 Unknown Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G- Enabled --

MoKasaTb CTaTUCTUKY NO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

e [loKasaTb CTaTUCTMKY MO rpynne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
LT T o T T T

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
_____ Bl o & 3 o2

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: 0

Excessive Collisions: 0
Carrier Sense Errors: 0
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Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

e [loKasaTb HacTponKky jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled

Jumbo frames will be disabled after reset

e [lokasaTb perKMm paboTbl POAUTENLCKOTO MHTEPdEica N HOMepa NOPTOB, HA KOTOPbIE POAUTENb-

CKUIM UHTepdeiic paclenneH:

console# show hardware profile portmode

Interface Port Mode after reset Port Mode Expanded interfaces
hul/0/1 4x25G 4x25G twel/0/1-4
hul/0/2 4x25G 4x25G twel/0/5-8
hul/0/3 1x100G 1x100G twel/0/9-12
hul/0/4 1x100G 1x100G twel/0/13-16
hul/0/5 1x100G 1x100G twel/0/17-20
hul/0/6 1x100G 1x100G twel/0/21-24
hu2/0/1 4x%25G 1x100G twe2/0/1-4
hu2/0/2 1x100G 1x100G twe2/0/5-8
hu2/0/3 1x100G 1x100G twe2/0/9-12
hu2/0/4 1x100G 1x100G twe2/0/13-16
hu2/0/5 1x100G 1x100G twe2/0/17-20
hu2/0/6 1x100G 1x100G twe2/0/21-24
hu3/0/1 1x100G 1x100G twe3/0/1-4
hu3/0/2 1x100G 1x100G twe3/0/5-8
hu3/0/3 1x100G 1x100G twe3/0/9-12
hu3/0/4 1x100G 1x100G twe3/0/13-16
hu3/0/5 1x100G 1x100G twe3/0/17-20
hu3/0/6 1x100G 1x100G twe3/0/21-24
hud/0/1 1x100G 1x100G twed/0/1-4
hu4/0/2 1x100G 1x100G twed/0/5-8
hu4/0/3 1x100G 1x100G twed/0/9-12
hu4/0/4 1x100G 1x100G twed/0/13-16
hu4/0/5 1x100G 1x100G twed/0/17-20
hud/0/6 1x100G 1x100G twed/0/21-24
hu5/0/1 1x100G 1x100G twe5/0/1-4
hu5/0/2 1x100G 1x100G twe5/0/5-8
hu5/0/3 1x100G 1x100G twe5/0/9-12
hu5/0/4 1x100G 1x100G twe5/0/13-16
hu5/0/5 1x100G 1x100G twe5/0/17-20
hu5/0/6 1x100G 1x100G twe5/0/21-24
hu6/0/1 1x100G 1x100G twe6/0/1-4
hu6/0/2 1x100G 1x100G twe6/0/5-8
hu6/0/3 1x100G 1x100G twe6/0/9-12
hu6/0/4 1x100G 1x100G twe6/0/13-16
hu6/0/5 1x100G 1x100G twe6/0/17-20
hu6/0/6 1x100G 1x100G twe6/0/21-24
hu7/0/1 1x100G 1x100G twe7/0/1-4
hu7/0/2 1x100G 1x100G twe7/0/5-8
hu7/0/3 1x100G 1x100G twe7/0/9-12
hu7/0/4 1x100G 1x100G twe7/0/13-16
hu7/0/5 1x100G 1x100G twe7/0/17-20
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hu7/0/6 1x100G 1x100G twe7/0/21-24
hug8/0/1 1x100G 1x100G twe8/0/1-4
hu8/0/2 1x100G 1x100G twe8/0/5-8
hu8/0/3 1x100G 1x100G twe8/0/9-12
hug8/0/4 1x100G 1x100G twe8/0/13-16
hu8/0/5 1x100G 1x100G twe8/0/17-20
hu8/0/6 1x100G 1x100G twe8/0/21-24
Tabnuua 65 — OnNucaHMe cYeTYMKOB
Cuemyuk OnucaHue
InOctets Konnuectso NpuHATLIX 6alTOB.
InUcastPkts Konunyectso NpuHATLIX 04HOAAPECHbIX NAKETOB.
InMcastPkts Konnyectso NPMHATLIX MHOFOAAPECHbIX MaKeToB.
InBcastPkts Konnyectso NPMHATBIX LWUMPOKOBELLATENbHbIX NAKETOB.
OutOctets Konnuectso nepesaHHbix 6anTos.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAKETOB.
OutMcastPkts Konnyectso nepefaHHbIX MHOTOaApeCcHbIX MaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWUMPOKOBeLLLaTe/IbHbIX MaKeToB.

Alignment Errors

KonmuecTso NPMHATLIX KagpoB C HAPYLUEHHOM LLEeNOCTHOCTLIO (C KOMYecTBOM BalT He
COOTBETCTBYIOLMM AJMHE) U He NPoLLeALWnNX NPOBEPKY KOHTPOIbHOM cymmbl (FCS).

FCS Errors

Konnuectso NpMHATLIX KaApOoB C KOANMYECTBOM HaiT, COOTBETCTBYIOWMM ANNHE, HO He
npoLlealmnx NpoBepKy KOHTPOIbHOM cymmbl (FCS).

Single Collision Frames

Konnuyectso KaZpoBs, BOBNEYEHHbIX B €AMHUYHYIO KOINM3MIO, HO BNOC/IeACTBMU nepe-
AaHHbIX YCNELWHO.

Multiple Collision Frames

Konnuyectso Kagpos, BOB/IEYEHHbIX 6onee yem B OA4HY KONNU3UKO, HO BNocseacTBuun ne-
penaHHbIX ycnewHo.

Deferred Transmissions

Konnyectso Kagpos, 414 KOTOPbIX NepBas NOMNbITKa nepegadmn oTN0XeHa U3-3a 3aHATO-
CTU cpegbl nepenayu.

Late Collisions

Konunyectso cnyyaes, Korga Konamsuns 3adUMKCMPOBaHA NOC/e TOTo, KaK B KaHa/ CBA3M
y*Ke 6bin1 NnepeaaHbl Nnepeble 64 6aiT (slotTime) nakera.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bbln nepenaHbl U3-3a M36bITOYHOrO KONMYECTBA KO-
NN3UN.

Carrier Sense Errors

Konnuyectso cny4vaes, KOrga COCTOAHME KOHTPOA Hecyu.l,eﬁ 6b110 noTepAaHo, nmbo He
yTBEPXKAEHO NMPU NONbITKE Nepeaadn Kaapa.

Oversize Packets

Konnyectso NpuMHATLIX NAaKeTOB, pa3mep KOTOPbIX NPEeBbILLAET MaKCUMasbHbIW paspe-
LEHHbIN pasmep Kagpa.

Internal MAC Rx Errors

Konnuectso KagpoBs, KOTOpbIE HE BbIAN MPUHATLI YCNELWHO U3-3a BHYTPEHHEN OWnBKM
npuema Ha yposHe MAC.

Symbol Errors

[na vHTepdelica, paboTatouiero B pexkxume 100 M6/c — KonnyecTBo cayyaes, Koraa
MMesicA HeAOMYCTUMBbIV CUMBOA AaHHBIX, B TO BPEMSA KaK NpaBu/bHasa HecyLwan bbiia
npeacrasieHa.

[na vuTepdeiica, paboTatoliero B noayaynnekcHom pexkmme 1000 M6/c — KonnyecTso
C/Nly4aeB, KOraa cpeacTBa NPMema 3aHATbl B TeYEHWE BPEMEHM, PaBHOMY UK Bonbluemy
yem pasmep cnora (slotTime), 1 B Te4eHME KOTOPOIro MMENOCH XOTA 6bl 04HO CObbITHE,
KoTopoe 3acTasnset PHY BblgaBaTth oWwWM6BKy npMema gaHHbIX (Data reception error) nau
owmnbKy Hecyuiel (Carrier extend error) Ha GMII.

[na vuTepdelica, paboTatoLiero B NoJHOM AynaeKcHOM pexkume 1000 M6/c — Konnye-
CTBO C/ly4aeB, KOrga cpeacTsa Npuema 3aHATbl B TeYEHUE BPEMEHU, PAaBHOMY UAK 60/1b-
LWemy YeM MUHUMANbHBIN pasmep Kagpa (minFrameSize), n B TeyeHne KoToporo nme-
Jlocb XoTA 6bl 04HO cobbiTUe, KoTopoe 3acTasafeT PHY BbigaBaTb OWMOKY Nnpuema gax-
HbIx (Data reception error) Ha GMII.

Received Pause Frames

Konnuyectso npuHATbIX ynpasaawowmx MAC-kagpos ¢ Kogom onepaumm PAUSE.
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Transmitted Pause
Frames

Konnuyectso nepegaHHbix ynpasnaowmx MAC-kagpos ¢ Kogom onepaumn PAUSE.

5.9.2 Hacmpoiika VLAN u pex}cumos kommymauyuu uHmepdgeiicoe

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXMUMe r106anbHON KOHPUrypaumm:

console (confiqg) #

Tabanuya 66 — KomaHab! perkmma rnobanbHoM KOHGUrypauum

KomaHoa

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

vlan database

Mepeiitn B pexxum KoHdurypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove VLAN-
list | except VLANIist | none}

VLANIist: (2..4094)

- add — no6aBuTb yKasaHHble VLAN ID B nepeyeHb 3anpeLLeHHbIX
ONA BHYTPEHHero Ucno/ib3oBaHus;

- remove — yaanntb ykasaHHble VLAN ID 13 nepeyHa 3anpeweH-
HbIX 418 BHYTPEHHEro UCMO/Ib30BaHUA;

- except — 406aBUTb B NepeyveHb 3anpeLLeHHbIX 418 BHYTPEHHEero
ncnonb3osaHua sce VLAN ID, 3a UCK/IIOYEHUEM YKa3aHHbIX B Kaye-
CTBe NapameTpa;

- none — o4ncTuTb NnepeveHb VLAN ID, 3anpeLueHHbIX A BHYTPeH-
HEero MCnosib3oBaHuA.

vlan mode {basic | tr101}

-/basic

BKNOUMTL BO3MOXKHOCTb f06aBNeHMA Ha GU3MUECKOM UHTEp-
device B pexknme customer cpasy asyx naeHtnduratopos VLAN.

KomaHObI pexcuma KoHguaypauuu VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxume KoHdurypaumm VLAN:

console# configure
console (config)# vlan database
console (config-vlan) #

[aHHbIA pexXum focTyrneH U3 pexuma rnobanbHol KoHOUrypauum v npeaHasHayeH gns 3agaHus
napameTpoB KoHpurypaumm VLAN.

Tabnunua 67 — KomaHapl pexknma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

vlan VLANIist [name
VLAN_namel]

VLANIist: (2..4094)
VLAN_name: (1..32)

no vlan VLANIist

CcMmBOa

Lo6asutb VLAN nam Heckosibko VLAN.

Ypanutb VLAN nnm Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);

no map protocol protocol
[encaps]

encaps: (ethernet,

rfc1042, licOther);
ethernet group:

(1..2147483647);

anBFBaTb NPOTOKOAN K rpynne nNpoOTOKO/10B, aCCOUUMPOBAHHbIX
BMmecCTe.

Yaanutb NpuBAsky.
*- Homep npoToKona (16 6umT).

map mac mac_address {host |
mask} macs-group group

Mpueasate MAC-agpec unm gmanasoH MAC-agpecoB no macke K
rpynne MAC-aapecos.

subnets-group group

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Yaanutb NpuBAsKy.
{host | mask}
map subnet ip_address mask mask: (1..32); MpwuenasaTtb IP-agpec uau AManasoH IP-agpecos No macke K rpynne

IP-agpecos.
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no map subnet ip_address
mask

YanuTb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaunm nHtepoerica VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if)#

[aHHbIN peXxnm OCTyNeH U3 pexkMma KOHOUrypaumm 1M npeaHasHayeH A0 3a4aHua napameTpos
KoHdurypaumm nutepdeica VLAN nnbo grmanasoHa nHTepdencos.

Bbibop MHTEpdeinca ocywecTBASETCA NPYU MOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AnanasoHa MHTepdencoB OCyLLEeCTBAAETCA NPY MOMOLLM KOMaHAb!:

interface range vlan VLANIist

HuKe npuBeaeHbl KOMaHAbl 415 BXOAA B PeXMM HacTpoiiku nHtepderica VLAN 1 1 Bxoaa B pexum
HacTpowmku rpynnbl VLAN 1, 3, 7.

console# configure

console (config)# interface vlan 1
console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if)#

Tabnuua 68 — KomaHabl pexnma KoHdurypauum nutepdeica VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

name name

no name

name: (1..32)
CUMBOI0B/UMA
COOTBETCTBYET HOMEPY
VLAN

[No6asutb ums VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-

¢helica 2pynnbl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port | oob
| port-channel group | range {..}}
console (config-if) #

[aHHbIN peMm JOCTyneH U3 pexkMma KoHOUrypaumm u npegHasHauyeH Aa 3aaHus napameTpos
KOHdUrypaumm uHTepdeiica (nopta KommyTaTtopa WAM Tpynnbl MOpToB, paboTalowux B pexume
pasgeneHus Harpysku) 1Mbo ananasoHa nHTepdeicos.
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MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access — nHTepdenc goctyna — HeTerMpoBaHHbIM UHTepdelic ana ogHon VLAN;
— trunk — nHTepodeiic, NPUHMMAOWMIN TONBKO TETMPOBAHHbLIN TPAadUK, 338 UCKIIOYEHMEM O4-
Horo VLAN, KoTopbIh MOXeT 6biTb 406aBAEH C MOMOLLbIO KOMaHAbl switchport trunk native

vian;

— general — nHTepdodeiic c nonHon nogaep:kkon 802.1q, NPUHMMAET KaK TErMpPoBaHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;
— customer — Q-in-Q uHTepdeic.

Tabanua 69 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apaTb perkmm paboTtbl nopta B VLAN.
- mode — pexxum paboTbl nopTta 8 VLAN.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nHtepdeiica goctyna.
- vlan_id — vaeHTUdUKauMoHHbI Homep VLAN.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

-/NpUHUMATb BCE TUMbI
Kagpos

MpUHMMaTb Ha MHTepdeice TONbKO Kagpbl onpeaesieHHOro Tuna:
- untagged-only — T0/1bKO HeTErMpoBaHHbIE;
- all — Bce kagpol.

MpUHMMaTb Ha UHTepdelice Bce TUMbI KagpoB..

switchport trunk allowed vlan
vlan_list

no switchport trunk allowed
vlan

vlan_list: (2..4094)

YkKasatb cnvcok VLAN ana nHtepodeiica.
- vlan_list — cnnucok VLAN ID. AunanasoH HomepoB VLAN MOXHO 3a-
JaTb NepeyncieHnem yepes 3anaTyto UM YKasaTb HauyabHOe U Ko-
HeYHoe 3HayeHUus AManasoHa Yepes gedpuc "-".

V TeKywumii cnucok VLAN Ha uHTepdeiice byaeT 3ameHEH Ha

YKa3aHHbI B KOMaHAe.

Yaanutb cnucok VLAN ansa untepoeiica.

switchport trunk allowed vlan
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnncok VLAN ana nHtepoeiica K Tekywmm VLAN.

- vlan_list — cnncok VLAN ID. AnanasoH HomepoB VLAN MOXHO 3a-
OaTb nepeyncieHnem Yepes 3anaTyto AN YKa3aTb HavyanbHOE U KO-
HeYyHoe 3HaYeHus guanasoHa yepes geduc "-".

Ypanute cnucok VLAN gns untepdelica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vilan

vlan_id: (1..4094)/1

LOobasnaet Homep VLAN B Kauectse Default VLAN ana gaHHoro vH-
Tepdelica. Becb HeTermpoBaHHbIN TpadMK, NOCTyNaoWMA Ha AaH-
HbI/ NOpPT, onpeaensercs B AaHHyto VLAN.

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vlan all

-/BbIKAOYEHO

ABTOMaTMyecku gobasnset Bce gocTtynHble VLAN gns 4aHHOrO UH-
Tepdelica.

OTKAoYaeT aBTomaTtuyeckoe gobasneHme VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN gna nHtepdeitca.

- tagged — nopt byneT nepesaBaTb TErMPOBaHHble NakeTbl ANA
VLAN;

- untagged — nopt 6yAeT nepefasatb HETErMPOBAHHbIE NaKeTbl AN1A
VLAN.

-vlan_list —cnucok VLAN ID. inanasoH VLAN moKHO 3agath nepe-
yucneHMem yepes 3anATYIO MM YKasaTb Ha4ya/lbHOE U KOHeYHoe
3HayeHuna ananasoHa yepes geduc "-".

Yaanutb cnucok VLAN gns untepdeliica.
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switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMO4aHUIo

Hob6asutb naeHtupukatop VLAN nopta (PVID) a4ns oCHOBHOMO WH-
Tepdelica.
-vlan_id —vaeHTndukaumoHHbiii Homep VLAN nopTa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpaums
BK/tOYEHA

BbIKNOUNTD AN1A OCHOBHOIO WHTepdelica GUAbTPALLUIO BXOAALLMX
nakeToB Ha OCHOBE NPUCBOEHHOro MM 3HayveHusa VLAN ID.

BKAOUNTB 419 OCHOBHOTO MHTepdeiica uabTpaLmio BXOAALLMX Na-
KeToB Ha OCHOBE NPUCBOEHHOro UM 3HaveHma VLAN ID.

Ecan dunbTpauma BrAOYEHa, U NakeT He BxoauT B rpynny VLAN ¢
NPUCBOEHHbIM NakeTy 3HayeHuem VLAN ID, To nakeT oTbpacbiBa-
erca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTb BCE TUMbI
Kaapos

MpUHMMaTbL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — TO/IbKO TETMPOBAHHbIE;

- untagged-only — TONbKO He TerMpoBaHHbIe;

- all — Bce Kagpbl.

MpUHMMaTb Ha UHTepdelice Bce TUMbI KagpoB..

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTbL NpaBuno Knaccubukaumm VLAN ana uHtepdeiica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — aeHTUGUKALMOHHBIV HOMEp rpynnbl;

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

Y4anuTb NpaBuao KnaccuduKkaumu.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHoBWUTbL NpaBuno Knaccubukaumm VLAN ana uHtepdeiica, oc-
HOBaHHOe Ha npusaske K MAC-agpecy.

- group — aeHTUGUKALMOHHBIV HOMEp rpynnbl;

- vlan_id — vaeHTUdUKauMoHHbI Homep VLAN.

Y4anuTb NpaBuao Knaccudurkauum.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTL NpaBuio Knaccuduraumm VLAN ana nHtepodeiica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — aeHTUGUKALMOHHbBIV HOMeEp rpynnbl;

- vlan_id — wpeHTMdMKaunoHHbI Homep VLAN.

Y[anuTb NPaBuao KnaccubuKkaumm.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTL NpaBuio Knaccuduraumm VLAN gns untepdelica, oc-
HOBaHHOe Ha npueA3sKe K IP-agpecy.

YanuTb NpaBuao KnaccuuKkaumm.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

Oo6asuntb VLAN ana nonb3oBaTeIbCKOro MHTepdeiica.
-vlan_id — npeHTMdUKaLMoHHbIN Homep VLAN.

[06aBnTb K BXOAALLMM HETETMPOBAHHbBIM NAKeTaM Ha KIMEHTCKOM
nopTy BHyTpeHHUi 802.1q 3aronoBok — C-VLAN (inner-vlan) u
BHewHWi 802.1q 3aroNoBoK, coepKalimii pvid 4ONONAHUTENbHOM
VLAN (S-VLAN).
Ana paboTbl 3TOI KOMaHAbl HEO6XO4UMO BKIKOUYUTD [/10-
H 6anbHO pexxum «vlan mode tr101».

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATb MHOroaZpecHbli TPadUK M3 yKasaHHbIX
VLAN (He aBnatowmxca VLAN nonb3osaTesnibcKoro nHtepdeiica) Ha
HacTpaMBaeMom UHTepdelice, COBMECTHO C NOAb30BaATENAMM APY-
r'MX MONb30BaTE/IbCKUX MOPTOB, NMPUHUMAIOLMX MHOTOALPECHbIN
Tpaduk 13 gaHHbIx VLAN.

- vlan_list — cnucok VLAN ID. Aunana3oH VLAN mMoKHO 334aTb nepe-
YMC/IeHUEM Yepes 3anATyH0 WM yKas3aTb HavyasbHOE U KOHe4yHoe
3HayeHuna ananasoHa yepes geduc "-".

3anpellaeT NPUHMMaTb MHOFOAAPecHbIM TpaduK Ha HacTpauBae-
mMoMm uHTepdeiice.

switchport protected-port

no switchport protected-port

-/BbIK/IIOYEHO

MepeBoAWT NOPT B PEKUM U30NALMM BHYTPU rPyNnbl NOPTOB.

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHUIO.
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vilan

switchport forbidden default-

no switchport forbidden
default-vlan

Mo ymonyaHuio
YNIeHCTBO B AepOoNTHOM
VLAN paspeLieHo

3anpetutb gobasnerHne gedpontHon VLAN nopry.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCcTaHOBUTb NOPT Kak Ternpytowmii 8 gepontHom VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHMUIO.

switchport dotlq ethertype
egress stag ethertype

egress stag

no switchport dotlq ethertype

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1qg VLAN-Terax nakeTos,
UCX04AWMX C AaHHOIo UHTepdelica.
Donyctumble 3HaueHusa EtherType cm. MpunoxeHue B.
H NoaaeprkuBaemble 3HaueHus Ethertype.

3ameHuTb ethertype ncxogauwero ¢ HTepdeica nakeTa Ha 3Ha-
YeHMe No YMONYAHHUIO.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

Oo6asutb TPID B Tabnunuy knaccndpmratopos VLAN.
[onyctumbie 3HaueHusa EtherType cm. MpunoxeHue B.
H NoapepxkmnBaemblie 3HaueHus Ethertype.

switchport dotlq ethertype

ingress stag remove ethertype

Ypanute TPID u3 Tabaunubl Knaccupukatopos VLAN.

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 70 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show vlan

Moka3saTb nHpopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHopmauuto no VLAN, nouck no ngeHtuduKaTopy.

show vlan internal usage

MNMokasatb cnucok VLAN gna BHYTpeHHero Mcrnosib30BaHMA KOMMY-
TaTOpPOM.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 71 — KomaHabl pexknma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

[MokasaTb NOPTbI-UCTOYHUKN N NMPUEMHUKN MHOroagpecHoro Tpa-
¢uKa B aaHHol VLAN. MopTbl UCTOYHMKM MOTYT Kak nepesaBartb,
TaK U NPUHMMATb MHOrOaapecHbIV TpaduK.

show vlan protocols-groups

MoKasaTb MHbOPMALLMIO O Fpynnax NPOTOKO/0B.

show vlan macs-groups

Mokaszatb uHbopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Moka3aTb KOHdUrypaLmio NopTa, rpynnbl NOPTOB.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32

111




HELTEX

show interfaces MNokasaTb cocTosiHMe NopToB: B pexume Private VLAN Edge, B
protected-ports gi_port: (1..8/0/1..48); | private-vlan-edge-coobuiecTse.

[gigabitethernet gi_port | te_port: (1..8/0/1..48);

tengigabitethernet te_port | twe_port:

twentyfivegigabitethernet (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32);

hundredgigabitethernet group: (1..128)

hu_port | port-channel group

| detailed]

[pumepebl 8b1M0AHEHUA KOMAHO

e [lokasaTb MHPopmaumio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

Moka3aTb NOPTbl UCTOYHUKM U MPUEMHUKN MHOroaapecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

MokasaTb MHbOPMaLMIO O rpynnax MPOTOKOOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet

0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet 3

MokasaTtb KoHpUrypaumio nopta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3

4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANS: none
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General Ingress Filtering: enabled

General Acceptable Frame Type: all

General GVRP status: disabled

Customer Mode VLAN: none

Customer Multicast TV VLANs: none

Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsieT npov3BoAuTb pasrpaHuyeHue Tpaduka Ha BTOPOM
yposHe mogenu OSI mexkay nopTamu KOMMyTaTopa, KOTOpble HAaXo04ATCA B OAHOM LUMPOKOBELLaTe/IbHOM
JOMeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHPUrypuposaHo Tpu Tuna PVLAN nopTos:

— promiscuous — MOPT, KOTOPbIM cnocobeH OOMEHMBATLCA AAHHbIMU MeEXAy AbbiMu
nHTepdelicamm, BkatoYas isolated n community-noptol PVLAN;

— isolated — nopT, KOTOPbI NONHOCTBLIO M30IMPOBAH OT APYrMX MOPTOB BHYTPU OAHOFO U TOrO
e PVLAN, Ho He oT promiscuous-nopToB. PVLANbI 610KupyloT Becb TpaduK, naywuii B
CTOpOHY isolated-nopToB, Kpome TpaduKa CO CTOPOHbLI Promiscuous-nopToB; MaKeTbl CO
CTOpPOHbI isolated-nopToB MoOryT nepeaaBaTbcsA TO/IbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna noptos, KOTOpble MOryT 0OMeHMBATbCA AaHHbIMU MeXay coboi u
promiscuous-nopTamu, 3T nHTepdeincobl oTAeNeHbl Ha BTOPOM ypoBHe moaenu OSI oT Bcex
oCTasibHbIX community MHTepdelicoB, a Tak:Ke isolated-nopTos BHyTpM PVLAN.

Mpouecc BbINOAHEHNA GYHKLMMN LONOAHUTENbHOTO Pa3aeneHns NoPTOB C MOMOLLbIO TeXHO0MMK Private

VLAN npeactaBneH Ha pucyHke 83.

Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B

T

O U O U

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 83 — Mpumep paboTbl TexHosnorum Private VLAN
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Bua 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHpUrypaumnm nHtepoeiica Ethernet, nHrepdeiica Vian,

nHTepdelica rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |
hu port | port-channel group |
console (config-if) #

twentyfivegigabitethernet twe port | hundredgigabitethernet
range {..}

| vlan vlian id}

Tabnnua 72 — KomaHapl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

switchport mode private-vian
{promiscuous | host}

no switchport mode

3apatb pexkum pabotbl nopta B VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport mode private-vlan
trunk {promiscuous |
secondary}

no switchport mode
private-vlan trunk

3apaTtb pexkum pabotbl nopta 8 VLAN Trunk.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

switchport private-vlan
mapping [trunk] primary_vlan
[add | remove secondary _vian]

no switchport private-vlan
mapping

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[Oo6aBuTb (y4anuTb) OCHOBHYO W BTOpocTeneHHble VLAN Ha
promiscuous uHTepdec.
7l Ha oauH promiscuous uHTepdeiic Henb3a f06aBUTL

6onbLie ogHoii primary vian.

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
host-association primary_vlan
secondary_vlan

no switchport private-vlan
host-association

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

[o6asunTb primary u secondary vlan Ha host nHtepdeiic.
V Ha oauH host uHTepdeiic Henb3a fo6aBUTb 60nbLUe

oaHoi secondary vlan.
Y[anntb OCHOBHYIO U BTopocTeneHHble VLAN.

switchport private-vlan
association trunk primary_vian

primary_vlan:

[Nobasutb primary u secondary vlan Ha wuHTepdenc trunk-
secondary.

secondary_vilan (1..4094); V Ha oauH promiscuous uHtepdeiic trunk-secondary
secondary_vlan: Henb3a ao6asutb 6onblue ogHOM secondary vian.
no switchport private-vlan (1..4094) YanuTb OCHOBHYIO 1 BTopocTeneHHble VLAN.
association trunk
switchport private-vlan [No6asutb Ha PVLAN Trunk-untepdeiic VLAN, He yyacTsytoliei B
trunk allowed vlan add PVLAN.
vlan
vlan: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Ypanutb Ha PVLAN Trunk-uHtepderice VLAN, He yyacTBytowielt B
PVLAN.

switchport private-vlan
trunk native vlan vlan

no switchport private-vlan
trunk native vlan

vlan: (1..4094)/1

[Oo6asntb Homep VLAN, He yyacTtsytoweit B PVLAN, B Kayectse
Default VLAN ana PVLAN Trunk-uHTtepdeiica.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

Tabnunua 73 — KomaHabl perxknma KoHourypaumm nHtepdeica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BkntoumTb mexaHu3m Private VLAN 1 3apatb TMR uHTepdelica.

OTKNIOUNTb MexaHn3m Private VLAN.

private-vlan association [add |
remove]

no private-vlan association

secondary_vlan
(1..4094)

[o6asuTb (yaanutb) npmeasky BTopocteneHHoin VLAN K OCHOBHOIA.
HacTpolika npumeHnma TonbKo ans primary VLAN.

Ynanutb npuBaAsky sTopocteneHHoli VLAN K OCHOBHOM.
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MakcumanbHoe Konuyectso BropocreneHHbix VLAN — 256.
V MaKcumanbHoe Koanuectso community VLAN, KoTopble MoryT 6biTb acCCOLLMMPOBaAHbI C
ogHoi ocHoBHoOM VLAN — 8.

[pumep Hacmpoliku uHmepgelicos Kommymamopa Switch A (pucyHok 70 — [lpumep pabomebi
mexHonoauu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community
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[Mpumep HacmpolKu uHMepgelicos npu pabome mexHoao2uu

e trunk-isolated nopt — interface gigabitethernet 1/0/1;
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3;
e trunk-promiscous nopt — gigabitethernet 1/0/4.

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

private-vlan community
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5.9.4 Hacmpoiika uimepdgelica IP

IP-uHTepdennc cospmaétca npu HasHadveHun IP-agpeca Ha nwbol M3 MHTepdencoB YCTPOMCTBA
gigabitethernet, tengigabitethernet, hundredgigabitethernet, oob, port-channel nnun vian.

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkMme KoHdUrypauumn nHtepdelica IP.

console# configure
console (config)# interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexnm JOCTYNeH U3 pexkMma KOHOUrypaumm 1 npeaHasHavyeH Aaa 3a4aHuA NapamMeTpos
KoHduUrypaummn nntepdeiica IP.

Tabnunua 74 — KomaHapl pexknuma KoHdurypaumm nHtepodeica IP

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
directed-broadcast BkntouaeT pyHKLMIO nepeBoaa IP directed-broadcast nakeTa B cTaH-
AAPTHBIM LWMPOKOBELLATENbHbIM NAaKeT M pa3peLlaeT nepesady ye-
-/BbIK/IOYEHO . N
pe3 BblbpaHHbIV MHTEpdENC.
no directed-broadcast 3anpeuwaeT TpaHcnaymio IP directed-broadcast nakeTos.
helper-address ip_address BK/toyaeT nepeaapecaumio WMpoKoBewaTenbHbix UDP-nakeToB Ha
onpeaeneHHbI agpec.
ip_address: A.B.C.D - ip_address — IP-agpec Ha3HayeHWUA, Ha KoTopbii ByayT nepeHa-
NpPaBAATLCA NAKETbI.
no helper-address ip_address OTKANtOYaeT nepeaspecaunio WnpokoselaTenbHbix UDP-nakeTos.
ip redirects BKnloyaeT reHepauuio maplupytusatopom coobuieHuit  ICMP
-/BK/OYEHO Redirect.
no ip redirects OtkntoyaeT otnpasky ICMP Redirect.

[pumepbl 8b1M0MHEHUS KOMAHO

e Bkatouutb dyHKumto directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #exit

console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

— e~~~

5.9.5 Selective Q-in-Q
[aHHbIi  OYHKLMOHAN MO3BONSET HAa OCHOBE CKOHPUIrypuMpOBaHHbLIX NpasBua ¢uabTpaumm no
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoautb gobasneHue BHewHero SPVLAN (Service

Provider’s VLAN), nogmeHsTb Customer VLAN, a TakKe 3anpeLLaTb NpoxoxaeHue Tpadpuka.

[nAa ycTpolicTBa cO34aeTca CNMCOK NPaBu, Ha OCHOBaHMM KOToporo byaeT o6pabaTtbiBaTbca TPAGMK.
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KomaHOwbI

pexcuma KoHgu2ypauyuu uHmepgelica (duanaszoHa uHmepgelicos) Ethernet u

Port-Channel

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdelrica KoHdurypaumm:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |
hu port | port-channel group |
console (config-if) #

twentyfivegigabitethernet

twe port | hundredgigabitethernet

range {..}}

Tabnuua 75 — KomaHabl pexxnma KoHdurypauumn nHtepdeiica (amanasoHa nHtepdeliicos) Ethernet

3HayeHue/3HayeHue
o ymon4aHuro

KomaHda

Aelicmeue

selective-qinq list ingress
add_vlan vlan_id [ingress_vlan

. . vlan_id: (1..4094)
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Co3paeT NpaBu/Io, Ha OCHOBAHUKM KOTOPOTO K BXOASALLEMY MAKeTy
C BHeWHen meTkol ingress_vlan_id byaeTt nobasnatbca BTOpas
meTKa vlan_id. Ecam ingress_vlan_id He yKa3biBaTb — npasuio by-
AET NPUMEHATBCA KO BCEM BXOAALLMM NAKeTam, K KOTOPbIM He
6b1IM NPUMeEHEHbI Apyrve Npasuaa («NpPaBMIo N0 YMOAYAHUION).

selective-ginq list ingress deny

[ingress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094)

Co3pgaeT 3anpelyatollee NpaBuIo, Ha OCHOBAHMM KOTOPOTO BXO-
AAlLMe NaKeTbl C BHeLLHel MeTKol Tera ingress_vlan_id 6yayT oT-
6pacbiBatbea. Ecam ingress_vlan_id He yka3sbiBaeTca — byayT oT-
bpacbiBaTbCA BCe BXOAALLME NAKETbI.

selective-qinq list ingress
permit [ingress_vlan

ingress_vlan_id] ingress_vlan_id: (1..4094)

Co3gaeT paspeluatoLlee NpPaBuao, Ha OCHOBAHUM KOTOPOro BXO-
OAlMe NaKkeTbl C BHEeLHen MeTKoM Tera ingress_vlan_id 6yayT ne-
pepaBaTbcs 6e3 nameHeHunin. Ecam ingress_vlan_id He yka3biBa-
eTcs — byayT nepeaaBaTbCs BCe BXOAALLME NAKeTbl 6e3 nsmeHe-
HUWA.

selective-qinq list ingress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3paeT NpaBuIo, Ha OCHOBAHUWM KOTOPOrO BHELIHAA MeTKa in-
gress_vlan_id Bxoasawero naketa byaeTt 3ameHaTbcA Ha vian_id.
Ecnm ingress_vlan_id He yKasbiBaTb — npasuao 6ygeTt npume-
HATbCA KO BCEM BXOAALLMM MaKeTaMm.

no selective-qinq list ingress

[ingress_vlan vlan_id] vlan_id: (1..4094)

Ypanset ykasaHHoe npasuno selective qing ana BxoaAwmx nake-
ToB. KomaHpa 6e3 napamertpa «ingress vlan» yaansert npasuno
NMo YMONYaHUIO.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3aaeTt NpaBuio, HAa OCHOBAHWMM KOTOPOro BHELHAA MeTKa in-
gress_vlan_id ncxogsaiero naketa byaert 3ameHATbCA Ha vlan_id.

no selective-qinq list egress

ingress_vlan vlan_id vian_id: (1-4094)

YpanseT cnucok npasua selective ging 4ns MCXOAALWMX NMaKeTOB.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnnua 76 — KomaHab! perkmuma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeiicmeue

show selective-ging -

OTobparkaeT cn1coK npasun selective ging.

show selective-ginqg interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

OtobparkaeT cnucok npasun selective ging Ana ykasaHHoro
nopra.

118 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

[pumepbl 8b1MNOAHEHUS KOMAHO

e Co3paTb NpaBMAO, HA OCHOBAHWW KOTOPOro, BHELWHAS METKa Bxogsuwero naketa 11 6yaer same-
HATbCA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if) # selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if) # end

5.10 Storm Control gna pasnunuHoro Tpadpuka (broadcast, multicast, unknown
unicast)

«lLTopm» BO3HMKaeT BC/AEACTBME Ype3MepHOro Kosmdectsa broadcast-, multicast-, unknown
unicast-coobleHunit, 0 AHOBPEMEHHO NepeaaBaeMbixX N0 CETU Yepes 0AMH MOPT, YTO MPUBOAUT K Meperpyske
pecypcoB ceTu MU NOABAEHUIO 3a4epKeK. «LLUITopm» MOXKeT BO3HUKHYTb MPU HAANYUKN «3aKObLOBAHHbIX»
cermeHToB B ceTn Ethernet.

KommyTaTop n3mepAeT CKOPOCTb MNPUHUMaAeEMOro LwWKMPOKOoBELWATE/IbHOIO, MHOroaapecHoro wu
Hen3BeCTHOro oaHoaapecHoro TpachKa AnAa nopTtoB C BKAKOYEHHbIM KOHTPOJ1IEM LLMPOKOBELWATE/IBHOTO
«wTopma» n OT6paCbIBaeT NakKeTbl, eC/Z1IN CKOPOCTb NpeBblllaeT 3a4aHHOE MaKCUMMaibHOE 3HavYeHue.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 77 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4aHuto
storm-control multicast BKAtOYaEeT KOHTPOJIb MHOTOaApecHoro Tpaduka:
[registered | unregistered] - registered — 3aperncTpupoBaHHoOro;
{level level | kbps kbps} [trap] - unregistered — He3aperncTpPMPOBaHHOTO.
[shutdown] - level — 06bem TpaduKa B NpoL,EHTax OT NPOMYCKHOM CNOCOBHOCTH
level: (1..100); MHTepodeiica;
kbps: (1..10000000) - kbps - 06bem TpaduKa.
Mpw 0BHapy»KeHMM MHOroaapecHoro TpadurKa nHTepdeinc moxer
6bITb OTKNtOYEH (shutdown) nnu gobasneHa 3anuchb B XKypHaN co-
obLweHwni (trap).
no storm-control multicast BbIKNtOYaET KOHTPO/Ib MHOrOaAPECHOTro TpaduKa.
storm-control multicast BKtOYaET KOHTPOIb MHOTOaAPEeCcHOro TpaduKa:
[registered | unregistered] - registered — 3aperncTpupoBaHHOro;
{pps pps} [trap] [shutdown] - unregistered — He3aperucTPUPOBaHHOrO.

- ppS — KOAMYECTBO MAKETOB B CEKYHAY.

Mpu 06HapyKeHUM MHOroaapecHoro Tpaduka HTepdeiic moxer
6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anmch B XKypHan co-
obueHni (trap).

pps: (125.. 19531250)

no storm-control multicast BbIK/IlO4aET KOHTPO/Ib MHOrOaApecHoro Tpaduka.
storm-control unicast {level BKNtOYaeT KOHTPO/Ib HEM3BECTHOTO OAHOAAPECHOIO TpaduUKa.
level | kbps kbps} [trap] - level — 06bem TpaduKa B MPOLEHTAX OT NPOMYCKHON CNOCOBHOCTK
[shutdown] nHTepdeica;
level: (1..100); - kbps — o6bem TpaduKa.
kbps: (1..10000000) Mpu 06HapyKEHUU HEM3BECTHOTO OA4HOAAPECHOIO TPaduKa UHTep-

deic moxeT 6bITb 0TKAOYeH (shutdown) naun nobasneHa 3anuch B
KypHan coobuueHwnii (trap).

no storm-control unicast BbIK/IlOYaET KOHTPO/Ib OAHOAAPECHOTo TpaduKa.
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storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/tOYAET KOHTPO/Ib HEM3BECTHOTO OJHOAAPECHOro TpaduKa.

- pps — KOZIMYECTBO NAKETOB B CEKYHAY.

Mpu 06HapyKeHUWU HEU3BECTHOTO OAHOAAPECHOTO TPadUKa UHTEp-
deric moxeT b6biTb OTKAtOYEH (shutdown) unn nobasneHa 3anuco B
KYpHan coobuieHwuii (trap).

BbIK/IlOYaET KOHTPO/Ib OAHOAAPECHOTo TpaduKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/ItOYaeT KOHTPOIb LWMPOKOBeLLaTelbHOro TpaduKa.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMNYCKHOM cnocobHOCTH
MHTepoeica;

- kbps — o6bem TpaduKa.

Mpu obHapyKeHMM WNPOoKoBeLaTeibHoro TpadumKa nHTepdenc mo-
eT 6bITb oTKNto4eH (shutdown) nan gobasneHa 3anuch B KypHan
coobuieHuii (trap).

BbIK/IOYAET KOHTPO/Ib WMPOKOBELLATENBHOTO TpadumKa.

storm-control broadcast {pps
pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/tOYaET KOHTPO/b LIMPOKOBELLATENIbHOMO TpaduKa.

- pps — KOIMYECTBO MAKETOB B CEKYHAY.

Mpu obHapyKeHMM WNpoKoBeLlaTelbHoro TpadurKa nHTepdenc mo-
eT 6bITb oTKAtoUeH (shutdown) nnn gobasneHa 3anuch B XKypHan
coobuieHuii (trap).

BbIK/IO4AET KOHTPO/Ib WMPOKOBELATENbHOIO TpaduKa.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanua 78 — KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show storm-control interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet |
hu_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MoKasbiBaeT KOHUTYpPaL MO GYHKLMN KOHTPOAA «LITOPMa» A1S YKa-
3aHHOro nopTa siM60 BCEX MOPTOB.

[pumepbl 8b1M0MHEHUS KOMAHO

e  BK/HOUYUTb KOHTPO/Ib WIMPOKOBELLATE/IbHOTO, MHOr0aAPECHOro U 0AHOAAPECHOTO TpaduKa Ha Tpe-
Tbem MHTepdeice Ethernet. YcTaHOBUTL CKOPOCTb A4/ KOHTPOAMPYyemoro Tpaduka — 5000 K6/c:
AN wupokosewatenbHoro, 30% nosiockl NPONycKaHUa A/1a BCero mHoroaapecHoro, 70% ans He-
M3BECTHOIO O4HOAAPECHOTO.

console# configure
console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.11 Fpynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneymBatloT Noadep KKy rpynn arperayum KaHanos LAG B KoanyecTBe COrnacHo
Tabnnue 9 (cTpoKa «Arperaums kaHanos (LAG)»). Kaxgas rpynna nopToB AONXKHA COCTOATb U3 UHTepdelicoB
Ethernet c o4MHAKOBOW CKOPOCTbIO, paboTalolWMX B AyNaeKCHOM pexknme. ObbeanHeHMe NopToB B rpynny
yBe/NMUMBAEeT MPOMNYCKHYH CNocobHOCTb KaHafa MmeKay B3aMMOAENCTBYIOWUMN YCTPOUCTBAMU U
NoBbILWAET 0TKa30yCTOMYMBOCTb. FpPynna NopToB ABAAETCA ANA KOMMYTaTopa OAHUM I0TMYECKMM MOPTOM.
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YCTpOMNCTBO noaaeprKnBaeT ABa pexuma paboTbl rpynnbl NOPTOB — CTaTUYECKaA rpynna u rpynna,
paboTtatowan no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYOLWEM pasaesne

KOHUrypauum.

%

BEPHYTb HAaCTPOMKM MO YMONYAHUIO.

Ecam ana nHtepdeiica nponsseaeHbl HACTPOMKKU, TO ANA A06aBNeHUA ero B rpynny ciegyer

[obasneHune MHTepdecoB B rpynny arperauymn KaHanoB AOCTYMHO TONIbKO B peXKMMe KOHOUrypaumum

nHTepdelica Ethernet.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPurypaumnm nHtepderica Ethernet:

console (config-if) #

Tabnnua 79 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

channel-group group mode
mode group: (1..128);

mode: (on, auto)

no channel-group

[o6asutb ethernet-nHtepdelic B rpynny nopTos.
- on — pobaBuTb NOPT B KaHan 6e3 LACP;
- auto — no6aBuTbL NOPT B KaHan ¢ LACP B pexxume «active».

Yaanutb Ethernet-nntepdeiic n3 rpynnbl nopToB.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU PeXKMMa rnobanbHOM KOHGUIypauum:

console# configure
console (confiqg) #

Tabnunua 80 — KomaHabl pexxnma rnobanbHo KoHOUrypaLmm

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}
[mpls-aware]

—/src-dst-mac-ip

no port-channel load-balance

3apaeT mexaHU3m 6anaHCMPOBKM HArpy3Ku Ana cTpaTerum
ECMP v ana rpynnbl arperMpoBaHHbIX MOPTOB.

- src-dst-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA
Ha MAC-agpece u IP-agpece;

- src-dst-mac — mexaHun3m 6anaHCMPOBKM OCHOBBIBAETCA Ha
MAC-agpece;

- src-dst-ip — mexaHn3m 6anaHcMpoBKM OCHOBbLIBAETCA Ha IP-
agpece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMPOBKM OCHOBbI-
BaeTcsa Ha MAC-aapece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
MAC-agpece nonyyaTens;

- dst-ip — mexaHn3m 6anaHCMPOBKKM OCHOBbIBAETCA Ha IP-aa-
pece nony4yaTens;

- sSrc-mac — mexaHn3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha
MAC-agpece oTnpasuTens;

- src-ip — mexaHu3m 6anaHCUMPOBKM OCHOBbIBaeTcA Ha IP-ag-
pece oTnpasuTens;

- mpls-aware — BKatoYeHue napcuHra L3/L4-3aronoBKos na-
KeToB ¢ MPLS-meTKamu g/1s BCEro ycTpomncTea. AKTyasibHO
TO/IbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

Bo3BpaT K HacTporiKam 6anaHCUPOBKM Harpy3Kn No yMOMYAHUIO.

KomaHObi pexcuma EXEC
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Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console>

Tabnnua 81 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue .,
KomaHoa / Aelicmeue
no ymon4aHuwo

show interfaces channel-group
[group]

group: (1..128) MoKasbiBaeT MHPOPMaLMIO NO rpynne KaHanoB..

5.11.1 Cmamuyeckue 2pynnoel azpe2ayuu KaHan08

CDyHKLI,MEI\;I CTaTnyecrkux rpynn LAG asnaetca O6'bE,EI,VIH€HM€ HECKOJIbKUX ¢M3M‘-IECKMX KaHa/108 B O4UH,
YTO NO3BONIAET YBE/IMYNTL NPONYCKHYIO CNOCOBHOCTb KaHana W NOBbICUTb ero OTKa30yCTOﬁ‘-IMBOCTb. Ona
CTaTU4EeCKUX rpynn NnpnopuTeT NCNO/1b30BaHNA KaHa/10B B O6'b€[],MHEHHOM ny4yke He 3a4aeTcA.

/ [nsa BKAtoueHUA paboTbl MHTepdeiica B cOCTaBe CTaTUHECKOM rpynnbl UCNOb3yiiTe KOMaHAY
channel-group {group} mode on B pexkume KoHPUrypauumn cooTBeTCTBYIOLErO MHTEPdeiica.

5.11.2 NMpomokon azpezayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHeEHNE HECKONbKUX
dU3NYECKMX KaHANoB B OOMH. ArperMpoBaHMe KaHa/loB MCMNOMb3yeTcA AN YBEAUYEHMS MNPONYCKHOWM
CNOCOBHOCTM KaHana M MOBbIWEHUA ero oTKasoycTtonumsocTn. LACP nossonseT nepegasaTb TpaduK no
06beAMHEHHbIM KaHanamM B COOTBETCTBMM C 3a4aHHbIMU NPUOPUTETAMMU.

V Ona BKAoueHua paboTtbl uHTepdeilica no nportokony LACP wucnonb3yiite KomaHay
channel-group {group} mode auto B pe)ume KoHdUrypauum cooTBeTCTBYIOLLETO UHTEpP-
deiica.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabauua 82 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
1o ymon4aHuio
lacp system-priority value YcTaHaBAMBaET NPUOPUTET CUCTEMBI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nnHtepdelica Ethernet:

console (config-if) #
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Tabnnua 83 — KomaHap! pexkmma KoHourypauum nHtepdeiica Ethernet

3HayeHue/3HayeHue .
KomaHoa Aelicmesue
no ymoa4YaHuro
lacp timeout {long | short} YcTaHaBAMBAET aAMUHUCTPATMBHbIM TalMayT npoTokona LACP:
Mo ymon4yaHuo "
- long — anutenbHoe Bpems TalimayTa;
ncnonb3yercs o
- short — manoe Bpemsa TaiimayTa.
- 3HayeHue long
no lacp timeout YcTaHaBAMBaeT 3HaYeHMe No YMOAYAHMIO.
lacp port-priority value YcTaHaBAuBaeT npuoputeT nHtepdeliica Ethernet.
—— value: (1..65535)/1
no lacp port-priority YcTaHaBAMBaeT 3HaYeHMe NO YMOIYaHUIO.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnvua 84 — KomaHap! pexkuma EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda Aeiicmeue

gi_port | tengigabitethernet gi__port: (1..8/0/1..48);

statistics | protocol-state]

show lacp {gigabitethernet MNokasbiBaeT MHPopmaLmio o npoTokone LACP gns nHtepdeiica
Ethernet. Ecnu gononHUTENbHbIE NapameTpbl HE UCMONb3Y-

te_port toTcA, To ByAeT NoKasaHa BCA MHGopMaLms.

tv;fntyfilvegigabitethernet te_port: (1..8/0/1..48); - par'ametﬁqrs — nokasblBaeT ng)paijv\eTLpl;bl HaACTPOWMKKU MpoTO-
twe_port: (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32) | "%

hundredgigabitethernet - - statistics — noka3bIiBaeT cTaTUCTUKY PaboTbl MPOTOKOAA;

hu_port } [parameters | - protocol-state — nokasbiBaeT cocToAHMe paboTbl NPOTOKONA.

show lacp port-channel [group] group: (1.128)

nopToB.

MNokasbiBaeT MHopmaumio o npotokone LACP pgns rpynnbl

[pumepbl 8b1M0AHEHUS KOMAHO

e Co3pgaTtb NepByto rpynny NopToB, paboTatowyto no npotokony LACP u BK/toYatoLWwyo ABa MHTEp-
deiica Ethernet — 3 n 4. CkopocTb paboTbl rpynnbi — 1000 M6uT/c. YCTaHOBUTb MPUOPUTET CUCTEMDI

— 6, npuopwuteTbl 12 1 13 ana noptos 3 1 4 COOTBETCTBEHHO.

console# configure
console (config) # lacp system-priority 6

console (config) # interface port-channel 1
console (config-if)# speed 10000

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto
console (config-if) # lacp port-priority 12

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/4
console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto
console (config-if)

console (config-if)

lacp port-priority 13
exit

#
#

5.11.3 Hacmpolika mexHonozauu Multi-Switch Link Aggregation Group (MLAG)

Kak un LAG, BupTyanbHble LAG no3BonstoT 06begMHUTL O4HY AN HEeCcKoNbKo Ethernet-nuHnin gns
yBeANYEeHMA CKopocTM n obecneyeHus oTkasoyctoiumBocTn. MLAG Tak ke msBecTHa Kak VPC (Virtual
port-channel). Mpu o06blMHOM LAG arperMpoBaHHble JIMHUW [O/MKHbI 6bITb Ha OgHOM ¢U3NYECKOoM
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YCTpONCTBE, B c/iydae e ¢ VPC arpermpoBaHHble IMHUN HAaX04ATCA Ha Pa3HbIX PU3MYECKMX YCTPOMCTBAX.
®dyHKuMAa VPC no3sonseT coeaAnHUTb ABa PU3MUYECKMX YCTPOMUCTBA B OAHO BUPTYasIbHOE.

/ Mpu HacTpoiike VPC Ha 04HOPaHroBbIX KOMMYTATOPaxX A0/XHa 6biTb 0AMHAKOBas Bepcusa
nporpammHoro obecneueHms.
Secondary ucnonb3yet HacTpoiku Primary.

Henb3a ucnonb3osatb HacTpoKy switchport forbidden default-vlan ana peer-link, Tak Kak

V VPC Port-Channel KOHTPOAMPYIOTCA TO/IBKO KOMMYTAaTOPOM C PO/IbIO Primary, KommyTtatop
! TpadumK npotokona VPC xoaut untagged B default vian.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKMK pexxnma rnobanbHoM KoHbUrypaumm:
console (config) #

Tabanuya 85 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumum

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
no ymMmoa4YaHuro
vpc domain domain_id Cozpaet VPC-gomeH.
Ha ogHOm ycTpoiicTBe MOXKeT 6biTb CO3AaH TO/IbKO
domain_id: (1..255) V oauH aomeH VPC. Ha napHbIX yCTPOMUCTBaX A0/MKEH
6bITb 0guHaKoBbI VPC-gomeH.
no vpc domain domain_id Yaanaet VPC-LOMEH ¢ yCTponcTBa.
vpc group group_id Co3spaet VPC-rpynny. [1na Kaxaoro arpermpoBaHHOro UHTep-
delica foMKHa bbITb cO3aaHa oTaenbHaa VPC-rpynna. Ha nap-
) HbIX ycTpocTBax Homepa VPC-rpynn foMKHbI COBMAAaTh.
group_id: (1..63) CymmapHoe Konnuectso VPC-rpynn He MoXKeT npe-
V BbICUTDb 48.
no vpc group group_id Yaanaet VPC-rpynny c ycTpoicTea.
vpc BkntoyaeT pexxum VPC. Ucnonb3lyeTtca nocne KoHouUrypaumm
—/BbIK/IOYEHO VPC.
no vpc Bbikntouaet pexum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabnnua 86 — KomaHabl pexkmma KoHourypaumm VPC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

peer link group HasHauaeT Port-Channel B KauyecTtse peer-link.

group: (1..48)
no peer link Wckntouaet Port-Channel us yyactua 8 VPC.

peer detection BkntouaeT peer detection protocol.
Peer-detection — pf0NONHUTENbHbIA MEXaHU3M,
V o6ecneunsatowmii pyHKunoHuposaHme VPC B cny-
yae o6pbiBa peer-link. Moatomy 3anpewiaerca uc-
nonb3oBaHue peer-link gna opraHusauyum uHTep-
deiica peer-detection.

— /BbIK/OYEHO
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no peer detection

BbikntoyaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3agaer HTepBan oTnpaBku coobleHunin peer detection pro-
tocol.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3apaTtb Bpema 0XKuaaHua oteeTa peer detection protocol.

YcTaHaBAMBaET 3HaYeHUe Mo YMOAYAHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

HacTtpawnsaet IP-agpec nony4yatensa naketos, IP-agpec oTnpa-
sBuTens u UDP nopt gns peer detection protocol.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

peer keepalive

no peer keepalive

BkntouaeT cnyby keepalive.

BoikntoyaeT cnyxby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3ajaTb BpemMA OXMAaHMA OTBETa Ha 3anpoc LEesOoCTHOCTU
peer-link.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAWBaET NPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MEHb-
WM 3HadeHnem byaeT HasHaveHo Primary.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YcraHasnusaer MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAMBaeT 3HAYeHWe no YMOANYaHULO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT npuopuTeT cuctembl ana otnpasku B VPC
nopTbl. JonxkeH 6bITb 0ANHAKOBbIN Ha 060MX YCTPOMCTBAX.

YcTaHaBAMBaeT 3HAYeHWe no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu VPC

Buna 3anpoca KOMaHAHOM CTPOKK pexunuma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id

console (config-group) #

Tabnunua 87 — KomaHabl pexkuma KoHourypaumm VPC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHasnusaet VPC-group yneHom VPC-gomeHa.

Uckntovaet VPC-group us VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

Lobasnset Port-Channel 8 VPC-rpynny.

Mckntouaet Port-Channel us VPC-rpynnbi.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnmua 88 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show vpc

OtobpaxkaeT nHbopmaumio o KoHdurypauum VPC.

show vpc group id

OTobparkaeT MHPopmMauuto o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTobpaxkaeT cocTosHMe cnyKbbl peer detection protocol.

show vpc role

OTobparkaeT MHGOPMaLUUIO O POU YCTPOMCTBA.

show vpc statistics peer {
keepalive | link | detection}

OTo6paXkaeT coCTOAHME CYETUMKOB CAy»K6bl VPC.

5.12 Hactpoiika IPv4-agpecauum

B OaHHOM pa3sgenie onucaHbl KOMaHAbl AN HAaCTPOMKM CTaTMYEeCKUX napameTpoB IP-agpecaumuy,
TaKMX KaK IP-agpec, Macka noaceTu, W3 no ymoavaHuio. Hactpoiika npotokonos DNS 1 ARP onvcaHa B
COOTBETCTBYIOWMX Pa3genax AOKYMEHTaUNUN.

KomaHObI pexcuma KoHguaypayuu uHmepgetica Ethernet, unHmepdgelica epynnsl nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl nopTtoB, nHTepdeiica VLAN, uutepdelica Loopback.

console (config-if) #

Tabnunua 89 — KomaHabl pexnma KoHdurypauumn nHtepdeiica

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

ip address ip_address {mask |
prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHauyeHue 3agaHHOMY MHTepdelicy IP-aapeca u macku nog-
cetun.
3HaueHMe MacKM MoOXKeT b6biTb 3anucaHo nmbo B $pop-
V mare X.X.X.X, nm6o B8 popmarte /N, rge N — Konnuecrso
eAWHUL B 4BOUYHOM NpeacTaB/IeHUM MACKU.

Ypnanenue IP-agpeca nHtepdelica.

ip address dhcp

no ip address dhcp

MonyyeHue IP-agpeca ANA HacTpauBaemoro WHTepdelica oT
DHCP-cepsepa.
V He ucnonb3syetca gna loopback—uHTtepdeiica.

3anpeT mMcnonb3oBaHMA npoTtokona DHCP pns nonyyeHms |IP-
agapeca BblbpaHHbIM MHTEpdeicom.

ip unnumbered {vlan vian_id |
loopback loop-back_id}

no ip unnumbered

vlan_id:
(1..4094);loopback_id: (1)

PaspeluaeT KoHPUrypupyemomy uHTepdeicy 3anmcteosatb IP-
appeca VLAN n Loopback-uHtepodeiica.

OTkAntovaet (I)yHKLI,VIPO 3aMMCTBOBaHUA aapeca.

ip icmp unreachables
disable

BbIKkntoueHume oTnpasku icmp unreachable.

no ip vrf

(1..32) cumBona

— -/BKAKOYEHO
no ip icmp unreachables .
. BKntoueHune oTnpasKku icmp unreachable.
disable
ip vrf {vrf_name} vrf_name: LobasneHue nHtepdelica B ykasaHHbii VRF.

Ona vHtepdeiica OOB u gedonTtHoli VLAN nepep, go-
6asneHnem B VRF Heobxogmumo BBectu «no ip address
dhcp». Tak:ke «no ip address dhcp» Hy}XHO noBTOpPATHL
npu ouepeaHbix cmeHax VRF.

MNonyuyeHune IP-agpeca ana HacTpavBaemoro uHTepdeica oT
DHCP-cepsepa.
V YpaneHue untepodeiica U3 paHee ykasaHHoro VRF.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnnua 90 — KomaHab! perknma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip default-gateway ip_address

no ip default-gateway

-/WN03 N0 yMONYaHUIo

3afaeT ANs KOMMYTaTopa agpec W33 No YMOAYAHMIO.

He 3a4aH

YpansaeT HazHauyeHHbIN apec WJ3a N0 YMOMYAHUIO.

ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

no ip helper-address
{ip_interface | all} ip_address

-/BbIK/IIOYEHO

Bkntoyaet nepeagpecaumio wWnpokoselatenbHolx UDP-nakeToB
Ha onpeaeneHHbIN agpec.

- ip_interface — IP-apgpec nHTepdeica, A KOTOPOro BbINOJHAETCA
HaCTpOMiKa;

- all — no3BonseT BbIGpaTh BCe IP-MHTEpPdENChI YCTPONCTBA;

- ip_address — |IP-agpec HazHauYeHuWA, Ha KOTopbli ByayT nepeHa-
npasnATbcA nakeTbl. 3HaveHume 0.0.0.0 oTKAOYaeT nepeagpeca-
umio;

- udp_port_list — cnnucok noptos UDP. LLInpoKosewaTenbHbIi Tpa-
®UK, HanpaBAEHHbIV Ha NepeyYncieHHble B CNIMCKe NOpPTbl, NoABep-
raeTca nepeagpecaumnun. MakcumasnbHoe obLuee KoamMyecTso nop-
TOB M aflpecoB Ha ycTponcTeo - 128.

OTMeHsAeT nepeaapecaLmio Ha 3afaHHbIX MHTepdericax.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKKM B pexxume Privileged EXEC:

console#

Tabnnua 91 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

clear host {* | word}

word: (1..158) cumBonos

Ypanaet us namATu noay4veHHble no npotokoay DHCP 3anucu co-
OTBETCTBUI UMeH MHTepdelicoB u ux IP-aapecos.
* — y[anUTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | vlanvian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)
vlan_id: (1..4094)

Otnpasnset 3anpoc kK DHCP-cepBepy Ha o6HoBNeHUe IP-agpeca.
- force-autoconfig — npu obHoBNeHWM IP-agpeca 3arpyxaetca
KoHourypauus c TFTP-cepsepa.

show ip helper-address

OtobparkaeT Tabnuuy nepeagpecauumn LIMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

Moka3sbiBaeT KOHbUrypaumio ip unnumbered Ans ykasaHHOrO WUH-
Tepdeiica.

KomaHOb! pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32

127




SHELTEX
Tabnmua 92 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAMYAHUIO

show ip interface [vrf vrf_name: (1..32) MoKa3sbiBaeT KoHbUrypaumio IP-agpecaumm ona yKasaHHOTO WH-
vrf_name | all} | CUMBONA; Tepdeiica nam 061acTm BUpTyanbHoOW mapupytusaumm (VRF).
gigabitethernet gi_port | te_port: (1..8/0/1..48);
tengigabitethernet te_port | group: (1..128);
hundredgigabitethernet twe_port: (1..8/0/1..120);
hu_port | port-channel group hu_port: (1..8/0/1..32);
| loopback loopback id | vlan loopback_id : (1...64);
vlan_id | tunnel tunnel | oob] tunnel: (1..16);

vlan_id: (1..4094)

5.13 Hacrtpoiika Green Ethernet

Green Ethernet — TexHonorua, nosposAlOWAs CHU3UTb 3HepronoTpebseHne ycTpoMcTBa 3a cyeT
OTKNKOYEeHUA NMUTaHUA ANA HEaAKTUBHbIX 3/1EeKTPUYECKUX MOPTOB U U3IMeHEeHUA YPOBHA nepegaBaemoro
CUrHana B 3aBUCMMOCTU OT A/IMHbI Kabens.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnuua 93 — KomaHabl pexnma rnobanbHo KoHOUrypaLmm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuro

green-ethernet energy-detect BkatouaeT sHeprocHeperaoLLmin pexxMm ana HeaKTUBHbIX MOPTOB.

no green-ethernet -/BbIKNIOYEH OTKANtoYaeT sHeprocbeperaroWwmnin pexxmum Ana HeakTUBHbIX Nop-

energy-detect TOB.

green-ethernet short-reach BkntoyaeT aHeprocbeperatolmii pexxum a1a nopTos, K KOTOPbIM
NOAK/OYAIOTCA YCTPOWCTBA C A/IMHOM Kabens noaKaoYeHus
MeHblle NMOPOroBOro 3Ha4eHwus, yCTaHaBAMBAEMOrO C NMOMOLLbIO

-/eeiknioden KomaHabl green-ethernet short-reach threshold.

no green-ethernet short-reach OTKNtoYaeT aHeprocbeperatomin pexkMm Ha OCHOBAHWUWU AJMHbI

Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:
console (config-if) #

Tabnnua 94 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4YaHuro

green-ethernet energy-detect BKkntoyaeT sHeprocbeperatowmii pexxmum ans nHtepdelica.
no green-ethernet -/Brntoden OTKANoYaeT aHeprocbeperatowmnin pexxum gna nHtepdeica.
energy-detect
green-ethernet short-reach BKntoyaeT aHeprocbeperatowmini pexkMm Ha OCHOBAHWW ANIUHbI

Kabens.

-/BkatoueH —

no green-ethernet short-reach OTKAtoYaeT aHeprocbeperatoLmii pexxMm Ha OCHOBAHMM AJIUHbI

Kabens.
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:
console#

Tabnunuya 95 — KomaHabl perknma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
show green-ethernet OTobparkaeT cTaTUCTUKY green-ethernet.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port | detailed]
green-ethernet power-meter ) CbpacbiBaeT CHETUMK U3MEPUTENA MOLLLHOCTU.
reset

[pumepbl 8b1M0AHEHUS KOMAHO

e OT06pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT

5.14 Hactpoiika IPve-agpecauumn

5.14.1 Npomokon IPv6

KommyTaTopbl noaaep»kusatoT paboTy no npotokony IPv6. Moaneprkka IPv6 ABnAeTca BaKHbIM
[OCTOMHCTBOM, MOCKOJIbKY MPOTOKOAN IPV6 npu3BaH, B MepCrneKkTMBe, NMOAHOCTbIO 3aMeHUTb ajpecaluto
npoTtokona IPv4. Mo cpaBHeHuto ¢ IPv4 npoTtokon IPv6 nmeet paclwimpeHHoe agpecHoe NpocTpaHcTeo — 128
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6uTt Bmecto 32. Aapec IPv6 npeactasnnet coboit 8 6N10K0B, pas3aeneHHbIX ABOETOUYMEM, B KaXKaoM 610Ke
16 61T, 3aNMCaHHbIX B BUAE YeTblpex LWeCcTHaAUaTePUYHbIX Yncen.

Momnmo ysenunyeHmMAa agpecHoro NPoOCTPaHCTBa NPOTOKOA IPv6 mMmeeT uvepapxmyeckyto cxemy
agpecauum, obecneymBaeT arperauvio MaplpyTos, ynpouwaeTt Tabauuy MmaplipytMsauuu, npu 3Tom
3 PeKTMBHOCTb PabOTbl MapLLPYTM3aTOPA NOBbILIAETCA 33 CHET MEXaHM3MA 0BHapyKeHMA coceaHUX Y310B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KomMmyTaTope HasHaualTca WHTepdelicam, noaTomy npu
ncnonb3oBaHuK IPv6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>
roe:
interface-name — uma nHTepdeica:
interface-name = vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1]2|3|4|5|6]|7|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

V’- Ecnmn 3HaueHue rpynnbl UM HECKOZIbKUX FPyNn noapaa B agpece nporokona IPvé paBHoO
Hynto — 0000, To AaHHbIE rpynnbl MOTYT 6bITb ONYLLEHbI.
Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT bbITb COKpalleH A0
FE40::AD21:FE43. CokpalieHu0 He MOryT 6biTb NOABEPrHyTbl 2 pasgesieHHble HyJ/eBble
rpynnbl n3-3a BOSHUKHOBEHUA HEO4HO3HAYHOCTM.

V’- EUI-64 — 310 naeHtudumkaTop, co3gaHHbli Ha 6ase MAC-agpeca uHTepdeiica, ABnaoWwmninca
64 mnagwummu 6utamu IPvb-agpeca. MAC-agpec pasbuBaeTtca Ha gse yactu no 24 6ura,
MeXKay KoTopbimu ao6asnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnunua 96 — KomaHabl pexxnma rnobanbHo KoHOUrypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
ipv6 default-gateway 3afaeT 3HayeHue NIoKanbHOro agpeca IPv6-wato3a no ymonya-
ipv6_address HUHO.
no ipv6 default-gateway Ypanaer HacTpolKku IPv6-1wnt03a No yMon4YaHuio.

ipv6_address

Co3pgaeT ctatnyeckoe cootseTcTBne mexay MAC-agpecom co-
cefiHero ycTpoiicTea 1 ero IPv6-agpecom.
- ipv6_address — IPv6-agpec;

ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..12);

twentyfivegigabitethernet 1 t;v/gﬁo;tzz 0); - mac_address — MAC-agpec.
It'lvt:f\:irr)zgt |I abitethernet hu_port: (1..8/0/1..32);
Bi& group: (1..128);

hu_port | port-channel group |

vlan vian_id} mac_address vian_id: (1..4034)
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no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

YpanseT ctaTuyeckoe cooTBeTcTBME mexay MAC-agpecom co-
cefHero ycTpoicTea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3agaeT orpaHuyeHune ckopoctn ana ICMPv6-cooblieHuii 06
olImnbKax.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric] [distance
distance]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

Job6asneHune ctaTtmyeckoro mappyTa IPv6

- prefix — ceTb Ha3HayeHus;

- prefix_length — npeduKc Macku cetv (KONNMYECTBO eguHUL, B Ma-
cKe);

- gateway — W03 ANA JOCTYNa K CETU Ha3HAYeHUs;

- metric — MeTpWKa 419 aHHOTO MApLUPYTa;

- distance — agMMHUCTPATUBHAA AUCTAHLMA MApLIpyTa.

YaaneHwe ctaTnyeckoro mapuupyta IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIKNIOYEHO

BkatoyaeT nepeHanpasaeHne ogHOaLPECHbIX MAaKeToB.

OTK/lOYaeT nepeHanpas/ieHme 04HOAAPECHbIX MaKeToB.

ipv6 distance {ospf {inter-as |
intra-as} | static} distance

no ipvé6 distance {ospf {inter-as
| intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaBAMBaEeT 3HAYeHWe aAMUHUCTPATUBHOM AucTaHumm (AD)
ONA BCEX MAPLUPYTOB YKa3aHHOro TMna.

- ospf inter-as — yctaHaBAuBaeT 3HayeHne AD an1a MeXK30Ha b-
HbIX MapLpPYTOB, NPUHATLIX N0 NpoTokony OSPF;

- ospf intra-as — yctaHaBAuBaeT 3Ha4YeHne AD ans BHyTpU30-
Ha/bHbIX MapLIPYTOB, NPUHATbLIX NO NpoTokoay OSPF;

- static — yctaHaBamMBaeT 3HauyeHMe AD AnA CTaTUYECKMX MapL-
pyTOB.

YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.

KomaHObl pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdeica:

console

(config-if) #

Tabnvua 97 — KomaHabl pexxknma KoHdurypauum nutepoeiica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKAOYEHO

BkntoyaeT noaaepKky IPv6 Ha nHTepdeiice.

OTKAtOYaeT noaaep: KKy IPv6 Ha nHTepdelice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuio
aBTOMaTUyecKas
KoHbUrypauus
BK/IIOYEHA, agpeca He
Ha3HayeHbl.

BKkAtoyeHWe aBTOMATUYECKOW KOoHdurypaumu IPv6-agpecoB Ha
nHTepderice. Ajpeca HaCcTPaMBalOTCA B 3aBUCUMOCTU OT NpedukK-
COB, KOTOpPbIe No/y4eHbl B coobuieHmax «Router Advertisement».

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[libv6_address/prefix-length
link-local]

Mo ymonyaHuio
3HaYeHMe I0Ka/IbHOTO
aapeca: (FE80::EUI64)

3agaeT nokanbHbIM IPv6-agpec nHtepdelica. Crapwme 6uTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::

Ypansiet nokanbHbIN IPv6-agpec.

ipv6 nd dad attempts
attempts_number

no ipv6 nd dad attempts

(0..600)/1

3afaeT KOMYecTBO COO0bLEeHNn-TpeboBaHMI, nepeaaBaemMbix
MHTEepdEecom B3aMMOAENCTBYIOWEMY YCTPOMUCTBY B Cayyae 06-
HapyKeHua aybaunkaumm (konnmsum) IPve-agpeca.

Bo3BpalaeT 3Ha4yeHne No YyMOAYaHUIO.
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ipv6 unreachables

no ipv6 unreachables

-/enabled

BkntoueHne ICMPvV6 coobueHnin 0 HeZOCTUKMMOCTM agpecaTta
npv nepegaye NakeToB Ha onpeaeneHHbln nHTepdeic.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

ipvé mld version version

no ipv6 mld version

version: (1..2)/2

OnpeaeneHuve Bepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnuua 98 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3sblBaeT HAaCTPOKM NpoToKona IPv6 Ansa yKasaHHOro MHTep-
deiica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

group: (1..128); hu_port:

(1..8/0/1..32);
vlan_id: (1..4094)

MokasbiBaeT Tabauuy IPv6-mapLipyToB.

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
vlan_id: (1..4094)

MoKasbiBaeT MHPOPMALMIO O COCEAHUX
CoZepKalLyrOCs B KaLle.

IPv6-ycTpoicTBax,

clear ipv6 neighbors

OuvwaeT Kaw, cofepXawun wuHopmauuio O COCeaHUX
ycTpoiicTBax, paboTatowmx no npotokony IPv6. UHpopmauua o
CTaTUYECKMX 3aNUCAX COXPaHAeTCA.

show ipv6 distance

lMoka3aTb 3HayeHwue ap,MVIHVICTpaTVIBHOVI ANCTaHUUN  OnAa
Pa3NINYHbIX NICTOYHUKOB MapLlpyTa.

5.15 HacTtpo#Ka npoTokonos

5.15.1 Hacmpoiika npomokona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoW 3agayei npoTokona DNS asnaetcs onpeaeneHune IP-agpeca y3na cetu (xocta) no 3anpocy,

cofepXawemy ero gomeHHoe MmA. basa [aHHbIX COOTBETCTBMA [AOMEHHbIX WMMEH Y3/10B CeTU U
cooTBeTCTBYIOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:
console (confiqg) #

Tabnnua 99 — KomaHab! perknma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aeiicmeue

ip domain lookup

no ip domain lookup

-/BKAOYEHO

PaspewaeT ncnonbsosaHue npotokona DNS.

3anpeLaeTt ucnonb3osaHue npotokosaa DNS.

ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4 address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegaenset IPv4/IPv6-agpeca ana goctynHbix DNS-cepsepos.

Ypansaert IP-agpec DNS-cepBepa 13 cnucka AOCTYMHbIX.

ip domain name name

name: (1..158)

OnpegaenseT LOMEHHOE UMA MO YMOYaHWUIO, KoTopoe byaeT uc-
NnoNb30BaTbCA MNPOrPamMmmoi, ANA AONOSHEHUA HEenpaBWUJIbHbIX
AOMEHHbIX UMEH (LOMEHHbIX MMeH 6e3 TouKM). A AOMEHHbIX
MMeH 6e3 TOUKM B KOHeL, UMeHM byaeT A00aBNATLCA TOYKA U YKa-

CMMBO/IOB
3aHHOE B KOMaHAe AOMEHHoe UMs.
no ip domain name Ypanaet 4OMEHHOE UMSA MO YMOHAHWUIO.
ip host name address1 OnpepenseT cTaTUYeckne COOTBETCTBUA MUMEH y3/10B ceTu IP-aa-
[address2 ... address4] pecam, p[obaBnseT yCTaHOBJAEHHOE COOTBETCTBME B  K3L.
name: (1..158) ®PyHKuMA nokanbHoro DNS. MoxHo onpegenvts Ao Bocbmu |IP-
CUMBOJIOB aapecoB Ha 0 4HO UMA.

no ip host name

Ypanaert ctatMyeckne COOTBETCTBMA MMEH Y3/10B CeTn IP-ap,pe-
Cam.

KomaHOwbl pexcuma EXEC

BunAa 3anpoca KomaHAHOM CTPOKM B pexxkunme EXEC:

console#

Tabnnua 100 — KomaHabl pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

clear host {name | *}

name: (1..158)
CUMBOIOB

Ypanser 3anuMcb COOTBETCTBMA MMEHU y3aa ceTu IP-agpecy Kawa
nmbo Bce 3anmcu (*).

show hosts [name]

name: (1..158)
CUMBOIOB

OTobparkaeT LOMEHHOE MMA N0 YMONYaHuUto, cnncok DNS-cepse-
poB, CTaTUYECKME U KILWMPOBaAHHbIE COOTBETCTBUA MMEH Y3/10B
cetn u IP-agpecos.

Mpu ncnonb30BaHMM B KOMaHAE UMEHM y3Na CeTU, 0TobpaXkaeTca
cooTBeTcTBYOWMIN emy IP-agpec.
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[pumepbl UC016308AHUS KOMAHO

Mcnonb3sosaTb DNS-cepsepa no agpecam 192.168.16.351 192.168.16.38, ycTaHOBUTb LJOMEHHOE UMA
No YMONYaHUIO — mes:

console# configure
console (config)# ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: y3en ceTh ¢ umeHem eltex.mes nmeer IP-agpec
192.168.16.39:

console# configure
console (config)# ip host eltex.mes 192.168.16.39

5.15.2 Hacmpoliika npomokona ARP

ARP (Address Resolution Protocol — npoTokon paspelweHus aapecoB) — NPOTOKON KaHa/bHOro
YPOBHS, BbINOAHAOWMIA GyHKUMIO onpeaeneHna MAC-agpeca Ha OCHOBaHMM COAEpPXKALLEroca B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1o6asibHON KoHdUrypaumm:

console (config) #

Tabnunua 101 — KomaHabl pexkuma rnobanbHoM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[ob6asnaeT cTaTMyecKyto 3anucb cootsetctaua IP- 1 MAC-aape-
coB B Tabsmuy ARP gna ykasaHHOro B KomaHze nHTepdeica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cTaTMYecKyro 3anucb cootsetctema IP- 1 MAC-agpecos
13 Tabnunupl ARP ans ykasaHHOro B KOMaHae nHtepdeiica.

arp timeout sec

sec:
(1..40000000)/60000

HacTpavBaeT Bpema >KM3HW AMHAMUYECKMX 3anuceit B Tabamue
ARP (cek).

no arp timeout cek YcTaHaBAMBaET 3HaYeHMe N0 YMOAYaHUIO.
ip arp proxy disable OTK/OYAET PeXXMM NPOKCMpPOBaHNA ARP-3anpocoB aAnsa KommyTa-
. Topa.
-/OTKNIOUEH

no ip arp proxy disable

Bkntoyaet pexkum npokcmposaHna ARP-3anpocos Ana KommyTa-
Topa.
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anycast-gateway
mac-address mac_addres

dopmat mac_address:
H.H.H van H:H:H:H:H:H
mnun H-H-H-H-H-H /
BUPTyanbHbI MAC-
ajpec He 3a4aH

3apaet BUpTyanbHblt MAC-agpec, KOTOpbIi 3ameHseT 6aso-
Bblt MAC-agpec KommyTaTopa B ucxogawmx ARP-coobue-
HUAX.

- mac_address — MAC-agpec.

B KauectBe BuptyanbHoro MAC-agpeca Henb3a MUC-
V nonb3oBatb cnegytowme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBblit MAC-agpec KommyTa-
Topa, 6asosblit MAC-agpec Kakoro-nu6o loHUTa U3
cTeKa.

no anycast-gateway mac-
address

YcTaHaBAMBAET 3HAYeHUE No YMO4YaHUIO.

KomaHOb1 pexcuma Privileged EXEC

Buna 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabanuya 102 — KomaHabl perkmuma Privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

clear arp-cache

Ypansaet Bce gMHaMmMyeckue 3anucu ns ARP-tabaunubl (KomaHaa go-
CTYMNHa TO/IbKO 418 NPUBUAETMPOBAHHOIO NoJib3oBaTens).

dopmart ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H van H:H:H:H:H:H

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet

te_port | unm H-H-H-H-H-H;
twentyfivegigabitethernet gi_port: (1..8/0/1..48);
twe_port | te_port: (1..8/0/1..48);
hundredgigabitethernet twe_port:
hu_port | port-channel group | (1..8/0/1..120);
oob] hu_port: (1..8/0/1..32);

group: (1..128)

MokasbiBaeT 3anucn ARP-Tabauubl: Bce 3anucu, ounbTp no IP-aa-
pecy; dounbTp no MAC-agpecy; duabTp No nHTepdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasbiBaeT rnobanbHyto KoHoUrypaumio ARP n KoHourypaumio
ARP gns nntepdelicos.

show ip anycast-gateway

MokasbiBaeT KOHGUrypaumio anycast gateway.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if)#

Tabnnua 103 — KomaHabl perknuma nHtepdeica Ethernet, rpynnel nHtepdeicos uHtepdeiica VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip proxy-arp

BkatouyaeT pexxmum npokcuposaHua ARP-3anpocos Ha HacTpauBae-
MOM MHTepodeice.

- -/BKAKOYEHO
no ip proxy-arp

OTKAlOYaeT pexkmm npokcmposBaHua ARP-3anpocoB Ha HacTpaunBae-
MoMm UHTepdeiice.

anycast-gateway

-/BbIK/IOYEHO

BksitovaeT onumio anycast gateway Ha uHTepdeiice. B ncxoaawmx
ARP-coobueHx 6a3oBbit MAC-aapec KomMmyTaTopa 3amMeHAeTca Ha
BUpTyanbHbin MAC-agpec.
V BuptyanbHbii MAC-agpec gonKeH 6biTb 3a4aH KOMaH-
BAoW anycast-gateway mac-address.

no anycast-gateway

YcTaHaBAnBaeT 3HaYeHWe No YMOHAHUIO.
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Hpumepb/ UcCrosib308AHUA KOMGH@

[Jo6aBuTb cTaTnyeckyto 3anucb B ARP-Tabaunuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTaHOBUTb BPEMSA XKU3HU ANHAMUYECKUX 3anncenn B ARP-tabaumue — 12000 cekyHA;:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet
1/0/2

console (config)# arp timeout 12000

e [lokasaTb cogepknumoe ARP-Tabanubi:

console# show arp

VLAN Interface IP address HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.15.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaummn. MpoTokon nossonser
pacnpocTpaHntb no cetn maeHtuédumkatopbl VLAN. OcHoBHOM ¢yHKuMelr npoTokona GVRP sasnsetcs
06HapyKeHne nHbopmaummn ob oTcyTcTBYOWMX B 6ase gaHHbIx KommyTaTopa VLAN-ceTax npu noayvyeHmu
coobueHnin GVRP. Monyuns nHdopmaumio 06 otcytcreyrowmx VLAN, kKommyTaTtop A06aBasieT ee B CBOHO
6a3y AaHHbIX.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnunua 104 — KomaHabl perkunma rnobanbHoM KoOHGUrypauum

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymoa4YaHuro
gvrp enable / BkatouaeT ncnosnb3osaHme NpoTokoaa GVRP-KoMMyTaToOpoOMm.
-/BbIKNOYEH
no gvrp enable BbIkntoyaeT ncnosnb3osaHue npotokona GVRP-kommyTaTopom.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl nIopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group}

console (config-if) #

Tabnuua 105 — KomaHap! pexkxuma KoHourypauum nHtepdeiica Ethernet, rpynnel nHTepdeiicos

3HavyeHue/3HayeHue .
KomaHoa / Aelicmeue
no yMmon4aHuo

gvrp enable BKkatoyaeT mcnonb3oBaHne npotokosa GVRP Ha HacTpanBaemom

-/BbIK/IIOYEH .
UHTepodeiice.
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no gvrp enable

BbIkntoyaeT ucnosnb3oBaHue npotokosa GVRP Ha HacTpansaemom
MHTepodeiice.

gvrp vlan-creation-forbid

no gvrp vlan-creation-forbid

-/paspelueHo

3anpelaetr gMHaMu4yeckoe nsmeHeHme nan cosganHme VLAN ana
HacTpanBaemoro nHTepoeica.

Paspewaer guHamuyeckoe usmeHeHme unau cosgadue VLAN ana
HacTpanBaemoro nHTepoeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanuo
co3paHue un
pernctpauma VLAN Ha
MHTepodeince
paspelieHa

BbinonHAeT cHATUeE pernctpaunm gna scex VLAN n He gonyckaert co-
34aHuUA unm pernctpaumm Hosbix VLAN Ha gaHHOM MHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKM pexnma Privileged EXEC:

console#

Tabnunua 106 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

OunLLaeT HaKOMNJ/IEHHYIO CTaTUCTUKY NpoTokona GVRP.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnuya 107 — KomaHzabl perkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT KoHdUrypaumto npotokona GVRP gns yKazaHHOro UH-
Tepdelica, iMbo ansa scex MHTepdencos.

MNoKa3biBaeT HAKOMNAEHHYK CTAaTUCTUKY Mo npoTtokoay GVRP pgna
yKasaHHoro nHTepdeliica, inbo gna Bcex nHTepdeicos.

MoKasblBaeT CTaTUCTUKY Mo owmnbkam npu paboTe npoTokosia GVRP
ONA yKasaHHOro uHtepderica, imbo ansa Bcex MHTephencos.
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5.15.4 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[aHHbIA MexaHM3M NO3BOAAET YCTPOMCTBY OTC/IEXMBATb 3aKONbLLOBAHHbIE NOPTbI. [eTaa Ha nopTy
OobHapyKMBaeTca NyTEM OTCbIIKM KOMMYyTaTopom Kagpa (frame) ¢ MAC-agpecom nopta KommyTaTopa B
nosie Source MAC 1 WwWunpokoseLaTebHbIM (M0 yMonyaHuto) agpecom B nosne Destination MAC.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHoli KoHUrypaumum:
console (config) #

Tabanuya 108 — KomaHab! perknma rnobanbHoM KoOHPUrypaumm

3HayeHue/3HayeHue
no yMmoa4aHuo

KomaHda Aelicmeue

loopback-detection enable BkAtoyaeT mexaHN3mM 0b6HapyKeHUA netenb A4 KOMMYTaTopa.

- -/BbIKNOYEHO
no loopback-detection enable BoccTaHaBAMBaET 3HAYEHME MO YMONYAHUIO.

loopback-detection interval
seconds

YcTaHaBnvBaeT MHTepBan mexay loopback-kagpamu.

seconds: (10..60)/30 - seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

T CeKyHp,
no loopback-detection interval BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO.

KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanazoHa uHmepagelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port |
port-channel group}

console (config-if)#

Tabnnua 109 — KomaHabl pexuma KoHourypaumm nHtepdelica Ethernet, rpynnol uHTepdelicos, nHTep-
¢deica VLAN

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda Aeiicmeue

loopback-detection enable / BK/toyaeT mexaHn3m obHapyKeHua neTesib Ha NopPTY.
- -/BbIKNIOYEH
no loopback-detection enable BoccTaHaBAMBaeT 3HaYeHMe N0 YMONYAHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 110 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro

show loopback-detection OTobparkaeT cocTosiHMe mexaHn3ma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128).
detailed]

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoOW 3agaveit npotokosa STP (Spanning Tree Protocol) Aasnsetca npuseaeHue cetu Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMOAOMMKN, UCKAOYAIOWEN LMKAbI NakeToB. KommyTaTopbl
06MeHMBalOTCA KOHPUIYPaLUMOHHBbIMU COOBLLEHMAMM, UCMONb3YA Kagpbl cneunanbHoro d¢opmara, U
BbIOOPOYHO BK/IOYAIOT M OTK/OYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbii) STP (RSTP) ABnseTca ycoBepLIEHCTBOBAaHMEM MPOTOKoNa STP, xapakTepusyetcs
MEHbLUMM BpemMeHemM MpUBeAEeHMA CeTM K APEeBOBMAHOW TOMOMOTMM U MmeeT 6onee BbICOKYHO
YCTOMYMUBOCTb.

MpoTtokon Multiple STP (MSTP) saBnaetcs Haubosiee coBpemeHHoOM peanusauueint STP,
noggep:kmeatowenn umcnonbsosaHme VLAN. MSTP npeanonaraeT KoHdurypauuto Heobxoaumoro
KOJIMYECTBA IK3EMNASAPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT Ymcna rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAAP MOXET coaepKaTb HecKonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP aBnsieTcA To, YTO Ha BCEX KOMMyTaTopax, B3aumogencraytowmx no MSTP, onXKHbl 6bITb 0AMHAKOBO
CKOHOUrypupoBaHbl rpynnbl VLAN.

V MaKcMmanbHO fonycTumoe KoanyecTso aksemnasapos MSTP yKasaHo B Tabauue 9.

MexaHn3m Multiprocess STP npeagHasHaveH Ans co3aaHuna He3aBncumblix aepesbes STP/RSTP/MSTP
Ha NOPTax yCTPOICTBA. M3MeHeHMA coCTOAHMA OTAENbHOIO AepeBa He OKA3bIBalOT BIMAHUA HA COCTOAHME
OPYTrvX AepeBbeB, YTO NO3BOJIAET MNOBbICUTb YCTONYMBOCTb CETU U COKPATUTb BPEMSA NEepecTpoeHus aepesa
B C/lyyae OTKasoB. Mpu KOHOUIypUpOoBaHMUK credyeT UCKAUUTb BO3MOMKHOCTb BO3HMKHOBEHMSA KoJel,
MeXKay NopTaMmn-yneHamMm pasHbix gepeBbeB. A8 06CNyKMBAHUA M30AMPOBAHHbIX AEPEBLEB B CUCTEME
CO03A4a€éTcA oTAe/IbHbIM Npouecc Ha Kaxaoe agepeBo. C Npoueccom cComnocTaBAAKOTCA NOPTbl YCTPOMCTBA,
npuMHagnexKawme gepesy.

5.15.5.1 Hacmpotlika npomokona STP, RSTP

KomaHObI pexcuma 2a0banabHol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHdurypauuu:
console (config) #

Tabnnuya 111 — KomaHabl pexkmma rnobanbHol KoHpurypaumm

KomaHda 3HayeHue/3HayeHue Aeilicmeue
no ymoa4aHuro

spanning-tree / Pa3spewaet ucnonb3oBaHne KOMMyTaTopom npoTokona STP.
- -/BKNtOYEHO
no spanning-tree 3anpelaeT MCNONb30BaHNME KOMMYTAaTOPOM nNpoToKona STP.
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spanning-tree mode {stp |
rstp | mstp | pvst | rapid-
pvst}

no spanning-tree mode

-/RSTP

YcTaHaBAMBaAET peXKMm paboTbl npoTokona STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — IEEE 802.1S Multiple Spanning Tree Protocol;

- pvst — Cisco Per Vlan Spanning Tree Protocol;

- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBAET UHTEPBaA/ BPEMEHU, 3aTpayumnBaemblii Ha NPOCAYLLIN-
BaHWeE U U3yYeHne COCTOSHUI nepes nepekatoueHnem B COCTosHNe
nepegayu.

YcTaHaBAnBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaET MHTEPBA BPEMEHU MEXKAY Nepeaadyamm LWNpPoKoBe-
waTenbHbIx coobueHunit «Hello» K B3aMMoAeNCTBYIOLWMM KOMMYTa-
TOpam.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

-/3anpeweHo

PaspelwaeT 3awWuMTy, BbIKAHOYAKOLWY WHTepdeic npu noayvyeHumn
csoero BPDU.

3anpelsaeT 3awWuTy, BbIKAOYAOWY WHTepdelc npu NosyyYyeHuu
csoero BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBAET BpeMA XM3HU ceAasytowero aepesa STP.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

Hactpausaet npuoputet caAsyoLero gepesa STP.
3HayeHWe NpuopuTeTa A0KHO ObITb KpaTHO 4096.

YcTaHaBAMBaET 3HaYeHue no YMO4YaHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBAnBaeT MeToa onpeaeneHus LeHHOCTU NyTu.
- long — 3HayeHMe ueHHOCTM B gManasoHe 1..200000000;

-/long - short — 3HauYeHue LueHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.
method
spanning-tree bpdu OnpegenseT pexxum ob6paboTkn naketos BPDU-uHTepdelicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOUYEH NpoToKoA STP.
- filtering — Ha wHTepdelice c BbIKNOYEHHBIM NpoTOKONOM STP
/flooding BPDU-nakeTbl dpunbTpytoTcs;

no spanning-tree bpdu

- flooding — Ha HTepdeiice ¢ BbIKNOYEHHBIM NPOTOKO0M STP HeTe-
rmpoBaHHble BPDU-nakeTbl nepeaatoTca, TerMpoBaHHble — GUAbTpY-
OTCA.

YcTaHaBAMBaEeT 3HAYeHue no YMO4YaHUIO.

Mpu 3aaaHum STP napameTpos forward-time, hello-time, max-age Heo6xoaumo BbinonHeHUue
vl ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica 2pynnsl Mopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 112 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npotokona STP Ha KOHGUTYPUPYEeMOM MHTep-
deiice.

" n -/pa3peweHo
no spanning-tree disable /pasp PaspewaeT paboTy npoTtokona STP Ha KOHOUIYpUpyeMOM MHTep-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBaET LLIeHHOCTb NYTH Yepes AaHHbIN uHTepdeiic.
: - COSt — LEeHHOCTb NyTu.
i (1..200000000)/cm. 4 y
no spannlng-tree cost Ta6m/|u,y 96 YcTaHaBinBaeT 3Ha4yeHune, onpeagenaemoe Ha OCHOBaHUKM CKOPOCTH

nopTa U meToAa onpegeneHnsa LeHHOCTU NyTu, cm.Tabanuy 113
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spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT MHTepdeiica B cBasytolwem gepese STP.

V 3HaueHue NpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

-/auto

Bk/itoYaeT peuMm, B KOTOPOM MOPT MPU NOAHATUM HA HEM NINHKA
Cpasy CTaHOBWTCA B COCTOAHME Mepeaayu, He A0XMUIAAACh UcTeve-
HUA Tallmepa.

- auto — fob6asnaeT 3a4epKKy 3 CeKyHAbl nepes, nepexosom B Co-
CTOAHME Nepeaayu.

BbIKNtOYaeT peXxmMm MOMEHTaNbHOro nepexoaa B COCTOAHME nepe-
a4 NO NOAHATUIO KJIMHKa».

spanning-tree guard root

no spanning-tree guard

-/Mcnonb3oBaHue
rno6anbHOM HaCTPOMKK

BkAtouaeT 3aWmTy «KKOPHA» ANA BCex CBA3yLWnxX aepesbe STP BbI-
6paHHOro nopra.

- root — 3anpeLaeT MHTepdeicy 6biTb KOPHEBBIM NOPTOM KOMMY-
TaTopa.

Mcnonbayet rnobasibHy0 HAaCTPOMKY.

spanning-tree bpduguard
{enable | disable}
no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspeluaeT 3aWwuTy, BbIK/IOYaOLLYO MHTepdENC Npu Npuéme nake-
ToB BPDU.

3anpeLaeT 3aWmTy, BbIK/HOYaKoLLY0 HTepdEC Npu NpUéme nake-
TOo8 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna gynnekcHoro
nopTa «TOYKaA-TOYKa»,
A4 NONyAYNAEKCHOro

— «pPa3BEeTB/IEHHbIN»

YctaHaBauBaeT npoTokon RSTP B nepepatollee coctosiHne un onpe-
AenAaet Tmn ceA3n AnAa Bbl6paHHOrO nopta:

- point-to-point — To4Ka-TOu4Ka;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

OnpeaenneT pexxnm obpaboTkn naketos BPDU-uHTepdeiicom, Ha
KOTOPOM BbIKAOYEH NPOTOKoA STP.

- filtering — Ha wuHTepdelice ¢ BbIKAOYEHHbIM NpoTokosom STP
BPDU nakeTbl dpUNbTpyLOTCA;

- flooding — Ha uHTepdeiice c BbIKNOYEHHbIM MpPOTOKO/NOM STP
HeTermpoBaHHble BPDU-nakeTbl nepepatoTca, TermpoBaHHble —
bunbTpytoTca.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

spanning-tree mac-address
{dot1d | dotlad}

no spanning-tree mac-address

-/dot1d

N3meHsaeT MAC-agpec, ¢ KOTOpbIM OTNPABAAIOTCA U NPUHMMAIOTCA
BPDU.

- dotld — otnpasnsatoTca u npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — oTnpasnsatoTca M npuHMmatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree restricted-tcn
no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢narom TCN paspe-
weH

3anpeuwaet npuem BPDU c ¢narom TCN.

Paspewaet npvem BPDU c ¢narom TCN.

Tabnumua 113 — LleHHOCTb NyTK, YCTaHOBAEHHAA MO YMOIYaHUIo (spanning-tree cost)

Unmepaeiic Memoo onpedeneHus yeHHocmu nymu

Long Short
GigabitEthernet (1000 Mbps) 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
TwentyFiveGigaEthernet (25000 Mbps) 800 1
FortygigabitEthernet (40000 Mbps) 500 1
HundredGigabitEthernet (100000 Mbps) 200 1

%

Ona nntepdeiicos Port-channel HauanbHaa cTOMMOCTb onpegenaeTca CTOMMOCTbIO NEPBOro
JIMHKa, Bowepuero B coctas Port-channel. Npu f06aBneHMU aKTUBHbIX IMHKOB, HaYyabHanA

ctoumocTtb Port-channel genutca Ha ux Konunuecrso.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnunua 114 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

lNoKa3biBaeT cocTosiHne npoTokona STP.

show spanning-tree detail
[active | blockedports]

MoKasbiBaeT NoApo6HY MHPOPMALMIO O HACTPOMKaxX MPOTOKOAA
STP, MHPOpMaL MO 06 aKTUBHBIX NN 3a6JN0KMPOBAHHBIX MOPTaX.

clear spanning-tree
detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MepesanyckaeT npouecc MMrpauumn NPOToKkoAa. 3aHOBO NPOUCXO-
OUT nepecyét aepesa STP.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 115 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3sbliBaeT perkmm 06paboTkmn naketos BPDU Ha nHTepdeicax.

5.15.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 116 — KomaHabl pexkrma rnobanbHOM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree

Pa3spewaet ucnonb3oBaHne KOMMmyTaTopom npoTokona STP.

- -/paspeLeHo
no spanning-tree 3anpelaeT MCNONb30BAaHWE KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode {stp | YcTaHaBAMBaeT pexxum paboTbl npoTokona STP.
rstp | mstp} -/RSTP
no spanning-tree mode YcTaHaBAMBaeT 3Ha4YeHMe N0 YMOAYAHUIO.
spanning-tree pathcost YcTaHaBAMBaeT MeTo , onpeaeneHnA LLeHHOCTU NyTH.
method {long | short} -/long - long — 3HaueHwue LeHHOCTM B AnanasoHe 1..200000000;

- short — 3HauyeHMe ueHHOCTM B AnanasoHe 1..65535.
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no spanning-tree pathcost YcTaHaBAMBaET 3HAYeHUEe N0 YMONYAHMUIO.

method
spanning-tree mst instance_id YcTaHaBAMBaeT MNpuopuUTET A/ AAHHOrO KOMMYyTaTopa nepes,
priority priority OCTa/IbHbIMM, UCMOb3YIOWMMU 06LLMIA sK3emnnap MSTP.

- instance_id — aksemnasap MST;

instance_id: (1..63); .
- priority — npuopuTET KOMMYyTaTOpAa.

priority:

(0..61440)/32768 V 3HaueHue npuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

no spanning-tree mst
instance_id priority

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst max-hops
hop_count

YcTaHaBAMBAET MaKCMMalbHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
ana naketa BPDU, Heobxoammbix gns GOpMUPOBAHUA Aepesa U
yaepKaHua nHGopmaLmm o ero cTpoeHun. Ecv nakeT yxke npolen
MaKCMMa/IbHOE KOJIMYECTBO TPAH3UTHbIX Y4AaCTKOB, TO Ha Cleyto-
LLeM y4yacTKe OH oTbpacbiBaeTcs.

- hop_count — makcMmanbHOE KO/IMYECTBO TPAH3UTHbLIX Y4aCTKOB
AnAa naketa BPDU.

hop_count: (1..40)/20

no spanning-tree mst
max-hops

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst
configuration

Bxog, B pexxum KoHburypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

Bupa, 3anpoca KOMaHAHOM CTPOKM B perxnume KoHdurypaumm npotokona MSTP:

console# configure
console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnuua 117 — KomaHabl pexknuma KoHoburypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3paeT COOTBETCTBME MeXA4y dK3eMnaapom nportokona MSTP u
rpynnamu VLAN.

- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBME MeEXKAY 3K3emnaapom npotokona MSTP u

vlan_range rpynnamu VLAN.

name string 3apaeT uma KoHourypaumm MST.
string: (1..32) cumBona | - string — uma KoHoUrypaumm MST.

no name Yaanser umsa KoHdurypauym MST.

revision value

no revision

value: (0..65535)/0

3apaeT Homep peBu3unN KoHoUrypauum MST.
- value — Homep peBusnn KoHdurypaumm MST.

YcTaHaBAMBaEeT 3HayeHue No ymonyanutio (value).

show {current | pending}

Moka3sblBaeT TeKyLyto (current) nnbo oxugatowwyto (pending) KoH-
odurypaumio MST.

exit ) Bbixoa u3 pexxmma KoHdurypauum npotokona MSTP c coxpaHe-
HUeM KOHPUrypaumm.
abort Bbixog, U3 pexkmma KoHPurypaumm npotokona MSTP 6e3 coxpaHe-

HUA KOHOUIypaumu.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, uHmepdgelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #
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Tabnmua 118 — KomaHap! pexkuma KoHourypauum nHtepdeiica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/3almTa BbIK/IOYEHa

BkAtouyaeT 3aWmTy «KKOPHA» ANA BCex CBA3YOLWMX aepeBbeB STP Bbi-
6paHHOro nopta. [aHHaa 3awwmTa 3anpewaet uHTepdelicy bbiTb
KOPHEBbIM NOPTOM KOMMYyTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree mst instance-id
guard root

no spanning-tree mst instance-
id guard root

instance_id: (1..63);
/3almTa BbIK/IOYEHa

BKAtoyaeT 3amMTy «KOPHA» YKa3aHHOro sksemnaapa MSTP ana Bbl-
6paHHOro MHTepdeinca. [JaHHaa 3awuTa 3anpelaet nHtepdeicy
6bITb KOPHEBLIM MOPTOM KOMMYTaTOPAa.

- instance-id — naeHTUdUKaTop ak3emnaapa npoTokosa MSTP.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBAMBaET NpuopuTteT nHTepdeiica B aksemnasape MSTP.
- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;
- priority — npuopuTeT nHTepdeiica.

V 3HauyeHue NpUoOpUTETa J,OMKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBAMBaeT LLEHHOCTb MyTH Yepes BblOpaHHbIN MHTepdenc ana
onpeaeneHHOro sksemnaspa npotokona MSTP.

- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;

- coSt — LeHHOCTb NyTW.

YcTaHaBAMBaeT 3HaYeHUe, onpeaensiemoe Ha OCHOBAHWUM CKOPOCTU
nopTa U MeToZa OnpeaeseHns LEHHOCTU NyTw.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBAET NpUOPUTET UHTepdelica B KOPHEBOM CBA3YHOLWEM
pepese MSTP.

V 3HaueHue NpuopUTETa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
weH

3anpewaet npuem BPDU c ¢narom TCN.

Paspewaet npvem BPDU c ¢narom TCN.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 119 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
instance_id: (1..63)

MNokKasbiBaeT KoHOUrypauuto npoTokoia STP.
- instance_id — naeHTUGUKATOP 3K3emnasipa npoTokona MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..63)

Moka3sblBaeT NoApobHyt0 MHOOPMALMIO O HACTPOMKe MPOTOKOAA
STP, nHpopmMaLmto 06 aKTUBHBIX MM 3a6/I0KUPOBAHHDBIX MOPTAX.

- active — npocmoTp nHGopMaLmm 06 aKTUBHBIX NOpPTaXx;

- blockedports —npocmoTp nHpopmaumm o 3a610KMpPOBaAHHbIX NOP-
Tax;

- instance_id — naeHTUGUKATOP 3K3emnasipa npoTokona MSTP.

show spanning-tree
mst-configuration

MoKasbiBaeT MHPOPMaLMIO O CKOHUTYPMPOBAHHbBIX IK3eMNAApax
MSTP.
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clear spanning-tree MepesanyckaeT NPoOLECC MUrPaLMKU NPOTOKONA. 3aHOBO NMPOWCXO-
detected-protocols interface gi_port: (1..8/0/1..48); | auT npocyét pepesa STP.

{gigabitethernet gi_port | te_port: (1..8/0/1..48);

tengigabitethernet te_port | twe_port:

twentyfivegigabitethernet (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32);

hundredgigabitethernet group: (1..128)

hu_port | port-channel group}

[pumepbl 8b1M0AHEHUA KOMAHO

o  BKAKOUYMTb Nnoafep) Ky npotokona STP, ycTaHOBUTb 3HaYeHMe npuopuTeTa CBA3YOLWEro aepesa
RSTP — 12288, nHtepsan forward-time — 20 cekyHA, MHTEpPBan BpeMeEHN MeXAay nepegadyamm Wu-
pokoBeLaTenbHbix coobweHnin «Hello» — 5 cekyHA, Bpems »KMU3HM CBA3YOLLEro gepesa — 38 ce-
KyHA. NMoKa3aTb KOHPUrypaumto npotokona STP:

console (config)# spanning-tree

console (config)# spanning-tree mode rstp
console (config)# spanning-tree priority 12288
console (config)# spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config) # spanning-tree max-age 38
console (config)# exit

console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address a8:£f9:4b:7b:e0:40

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -

5.15.5.3 Hacmpolika npomokosnos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa M3 pa3HoBUAHOCTEN NpoToKona Spanning
Tree, pacwmpstowan PpyHKUMOHanbHOCTb STP ana mucnonb3osaHua B otaenbHbix VLAN. MpumeHeHue
OAHHOro NPoToKo/a no3BonseT B Kaxgom VLAN co3aatb oTaenbHbil sksemnasp STP. PVSTP+ coBmecTtum
c STP.

Rapid (6bicTpblit) PVSTP+ (RPVSTP+) ABnsieTcA ycoBeplleHCTBOBaHUEM NPoToKona PVSTP+, xapaKTe-
pU3yeTca MeHbLUMM BpeMEHEM NPUBELEHMA CETU K APEBOBUAHOM TONOAOTMN U UMeeT Hosiee BbICOKYHO
YCTONYMNBOCTb.
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Bcero nogaepaHo 65 PVST/RPVST-uHctaHca. lNpu 3Tom Hynesoi ucnonb3yerca ana Bcex
VLAN, B KOTOpbIX OTKAloueH PVST/RPVST. Kaxxgomy VLAN c BkatoueHHbim PVST/RPVST co-
oTBeTcTByeT oauH PVST/RPVST MHCTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 65 1 6onee VLAN, npu nepexoge B pexxum PVST/RPVST Bpe-
MeHHO 610KMpYIoTCA, No3TOMY nepeg BKaloueHnem PVST/RPVST Heob6xoaumo pacumtaTtb
Konuyectso ucnonbsyembix VLAN Ha KonbLeBbIX NOpTax Kommytatopa. Ecam aaHHoe 3Ha-
yeHue npesbiwaeT 64, TO NepPBOHaYaNIbHO HYXKHO OTKAOUMTb PVST/RPVST B U36bITOUHBIX
VLAN/RPVST KomaHgoii "no spanning-tree vlan <VLAN ID>".

Mpwu BkAOUEeHHOM pexume PVST/RPVST kommyTtatopbl MES obpabatbisatot PVST bpdu Bo
Bcex VLAN. Moatomy B cay4yasx, Korga B Ko/sblie MCNONb3YHOTCA KOMMYTATOPbl € Koanye-
cteom PVST/RPVST VLAN, npesbiwaouwem 64, cnegyet paclwumputb AMmuTtbl 06paboTkm
PVST bpdu-tpaduka Ha CPU. [ina aToro ucnonb3yercA KomaHaa "service cpu-rate-limits
other-bpdu 1024".

Ecnu B npouecce 3Kcnyataunmn noHagoburca yépatb VLAN ns PVST/RPVST-UHCTaHCOB U A0-
6aBUTb HOBblE, HYXKHO NPOU3BECTU Ceaylome AeACTBUA:

1) OtknounTb STP B HeHyXKHbiXx VLAN (KomaHga «no spanning-tree vlan vian_list» B rno-
6anbHOM pexkume KOHGUrypupoBaHUa);

2) Bkniountb STP B HOBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-

}ume KOHPUrypmuposaHusa).

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:

console (config) #

Tabnuua 120 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMOJIYGHMIO BCE MHCTAHCbI
BKJIIOHEHbI

BkntoumTb paboTty npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAtoYaeT paboty npotokona PVSTP+, RPVSTP+ B yKasaHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaET MHTEPBaN BPEMEHM, 3aTpaunBaemblii Ha NpPocay-
LWMBAHME U U3yYeHUe COCTOSIHUI Nepes, NepeKktoYeHNeM B CO-
CTOAHMeE nepegayun onAa ykasaHHbix VLAN.
Tailimepbl £,0/13KHbI COOTBETCTBOBATb C/leAylo-
V weit popmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaeT UHTEPBAN BPEMEHN MeXAy nepejadyamu WKUPO-
KoBewaTebHbIX coobuieHnin «Hello» K B3aMmoaencTeyoWmMm
KOMMyTaTopam AnA yKasaHHbix VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaEeT BpemsA KM3HM cBasytowero gepesa STP gna yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

spanning-tree vlan vian_list
priority priority_value

vlan_list: (1..4094);

Hactpansaet npuoputet ceasytowero gaepesa STP.
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priority_value:
(0..61440)/32768

V 3HaueHue BbibUpaeTca U3 AManasoHa C LWa-
rom 4096.

no spanning-tree vlan
vlan_list priority

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHduUrypauumn nHtepdeiica:

console (config-if) #

Tabnnua 121 — KomaHgbl pexxuma KoHdpurypaumm nutepoeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
0 ymMon4aHuto

Aelicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaeT LEHHOCTb NyTU Yyepe3 AaHHbIM MHTepdenc agna
yKaszaHHbIX VLAN.
- cOSt — UEeHHOCTb NyTK.

YcTaHaBAMBaeT 3HaYeHue, onpeaenaemoe Ha OCHOBaHUM CKOpPO-
CTW NopTa U MeToZa onpegeneHuns LLeHHOCTU NyTU oA yKasaH-
Hbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAMBaeT NpUoOpUTET MHTepdeica B KOPHEBOM CBA3YHOLLEM
pepese STP.
V 3HaueHue BbibMpaeTca M3 gManasoHa C wWwa-
rom 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree vlan
vlan_list restricted-tcn

no spanning-tree vlan
vlan_list restricted-tcn

-/npvem BPDU c ¢pnarom
TCN pa3speLueH;
vlan_list: (1..4094)

3anpeuwaeT npuem BPDU c dnarom TCN gns ykasaHHbIx VLAN.

Paspewaet npvem BPDU ¢ dpnarom TCN gna yKasaHHbIx VLAN.

5.15.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH Ans NoBbIWEHUSA YCTONYMBOCTH
N HALEXHOCTM CeTU nepenayun AaHHbIX, UMetoLelr KObLEBYO TOMNOIONUIO, 33 CYET CHUMKEHUA BPEMEHMU
BOCCTAHOBJ/IEHMA CEeTM B Cayyae aBapuu. Bpema BoccTaHOBNeHWA He npesBbiwaer 1 cekyHAbl, 4TO
CYLLECTBEHHO MeHbLLEe BPEMEHW NEPECTPOIKM CETU MPU UCMOIb30BaHUM NPOTOKO/I0B CEMEICTBA Spanning

tree.

KomaHObI pexcuma 2a0banabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnua 122 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

erps

no erps

-/BbIKNIOYEHO

Paspewaet paboty npotokona ERPS.

3anpewaet paboty npoTtokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

PExXos, B peKUm KoHbUrypaLmm KonbLa.
- vlan_id — Homep R-APS VLAN.

Co3panue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTOpoM byaeT nepeaaBaTbcs Cy*KebHaa nHbopmaLuma 1 ne-

YpaneHune ERPS-Konbua ¢ ngeHtuoukatopom vian_id.
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KomaHObI pexcuma KoHgu2ypauuu Koasvyad

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPUrypaumm KoabLa:

console (config-erps) #

Tabnnua 123 — KomaHab! perknma KoHourypaumm ERPS-konbua

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

protected vlan add
vlan_list

vlan_list:(2..4094, all)

[No6asnaet ananasoH VLAN B cnncok 3awmieHHbIx VLAN.
-vlan_list — cnucok VLAN. inanasoH VLAN mMoKHO 3a4aTb ne-
peuncneHnem yepes 3anATyl0 AW yKasaTb Haya/bHOE U Ko-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnucka 3awmueHHbix VLAN.
- vlan_list — cnucok VLAN ana yaaneHums.

port {west | east}{
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}

no port {west | east}

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Bbibop west (east)-nopTa KommyTaToOpa, BKIKOYEHHOTO B
KONbLO.

YaoaneHune west (east)-nopTa KommyTaTopa, BKAOYEHHOrO B
KO/bLLO.

rpl {west | east} {owner |
neighbor}

no rpl

-/no rpl

Bbibop RPL-nopTa KoMMyTaTOpa M €ro poau.

- west — RPL-nopTom 6yaeT Ha3HayeH west-noprT;

- east — RPL-nopTom 6yaeTt HasHayeH west-noprt;

- owner — KommyTatop byaeTt ABnATbcA Bnagenbuem RPL-
nopra;

- neighbor — KommyTaTop ByZeT ABNATLCA COCEA0M BNaLeNb-
ua RPL-nopra.

YpaneHve RPL-nopTta KommyTtaTtopa.

level level

no level

level: (0..7)/1

HacTpoiika ypoBHs coobueHuin R-APS. Heobxogumo pans
NpoXoXKaeHusa coobuweHnin yepes CFM MEP.
- level — ypoBeHb coobueHunii R-APS.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/toyeHne QyHKUMOHNPOBAHUA KObLa.

BbiKkAtoueHMe GYHKUMOHMPOBAHUA KOAbLA.

version version

no version

version: (1..2)/2

Bbi60p pexrma COBMECTUMOCTU C APYTMMU BEPCUAMM NPOTO-
Kona G.8032.
- version — BepcuA npoTtokosa G.8032.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

revertive

no revertive

-/revertive

Bbibop pexknuma paboTbl KosbLa.

YcTaHOBKa 3Ha4YeHnA no YMOI4aHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHue nofKonbLa AN9 AAaHHOTO KoAblia.
- vlan_id —Homep VLAN.

YaaneHve noAaKkonbLA.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAtOUNTL OTNPABKY CUrHANA 04MCTKM MAC-Tabaunubl B OCHOB-
HOe KOJbLLO MPpU NepecTpoeHnn NoaKoAbLaA.

OTKNOYUTL OTNPABKY CUrHana ouncTkn MAC-Tabamubl B oc-
HOBHOE KO/bLL0 NPWU NepecTpoeHnmn NoAKOAbLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpatHoe 10/500 mc

YcTaHOBKa Tamepa, 610Kupytowero ycrapeswue R-APS co-
obuieHus.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTtHoe 100 ¢ TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa TaliMepa 3afepKKu peakunm KommyTaTopa Ha us-
MeHeHuWe B COCTOAHUN. BmecTo peaKuun Ha cobbiTe BKItOYa-
eTcA Taimep, NO UCTEYEHUM KOTOPOro KOMMYyTaTop MHPOp-
MMUPYET O CBOEM COCTOAHMU. MpegHasHa4YeH Ana yMeHblue-
HUA dyaa nakeTos Npu GpaannuHre NOpTos.

YcTaHOBKa 3Ha4YeHna no YMOI4aHUIO.
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timer wtr value YcTaHOBKa Talimepa, KoTopbli 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. MWcnonb3yetrca ana
value:(1..12) M1H/5 MUH NpefoTBPALLEHNA YACTbIX 3aWMUTHBIX NEPEKNOYEHUNA U3-3a
CUTHA/I0B O HEUCNPABHOCTAX.

no timer wtr YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.

switch forced {west | east} dopcupyeT 3anycK 3alLMTHOrO NepeKIoYeHMsA KobLa, Npu
-/no 3TOM 6710KMpPYETCA YKa3aHHbIW NOpT.

no switch forced OTmeHa GopcrMpoBaHMA NepPeKNoYeHNA KobLia.

switch manual {west | PyyHoe 6/110KkMpoOBaHUe yKazaHHOro west (east)-nopTa u pas-

east} -/no 610KnpoBaHue east (west).

no switch manual OTmeHa py4yHoW 61OKMPOBKU.

abort OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTA BXOAa B PEXKUM

KOHbUrypauum Konbla.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnuya 124 — KomaHzabl pexkmma EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

show erps [vlan vian_id] 3anpoc nHdpopmaumm 06 obuem coctosHun ERPS nam cocrto-

| id: (1..4094
vlan_id: ( ) AHUM YKa3aHHOTO KO/bLA.

5.15.7 Hacmpolika npomokKona LLDP

OcHoBHoOW ¢yHKUMei npoTokona Link Layer Discovery Protocol (LLDP) saBnsetca obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepuctTukax. MHbopmaums, cobpaHHas nocpeacTsom
npotokona LLDP, HakananBaeTcs B yCTPOMCTBAX M MOMKET ObITb 3aMpoLUeHa yNPaBAAtoLWLMM KOMMIbIOTEPOM
no npotokony SNMP. Takum 06pa3som, Ha OCHOBaHMM COOpPaHHOM MHOPMALMK, HA YNPABASIOLLEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TONOJIOMUS CETU.

KOMMyTaTOpr noagepxnBaroT nepenavdy Kak CTaHOAPTHbIX NApPaMeTpoB, TaK U ONUMOHA/IbHbIX,
TaKUX KaK:

—  WMSA YCTPOMCTBA U €ro onuncaHue;
—  WMA MopTa U ero onucaHue;

—  uHbopmauusa o MAC/PHY;

- utA.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypaumm:
console (confiqg) #

Tabnunua 125 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no ymon4aHuwo

lidp run Pa3spelaet KOmmyTaTOpy MCNOAb30BaHMe NpoToKona LLDP.
-/paspeLeHo

no lidp run 3anpelaeT KOMMYTaTOPY UCNOAb30BaHWe NpoTokona LLDP.

lldp timer seconds OnpeaenseT, Kak 4acTo YCTPOMCTBO byaeT oTNpasaaTb o6HOBAEHME
P seconds: (5..32768)/30 MPEACARET. TO YCTPOWCTBO bYAET OTNPABAAT n
cex nHbopmaumm LLDP.

no lidp timer YcTaHaBAMBAET 3HAYEHUE MO YMOIYAHMIO.
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lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3afaeT BeIMYMHY BPEMEHW ANA NPUHMMAIOLLErO YCTPOICTBA, B Te-
YeHWe KOTOPOro HYXKHO yAepKnBaTb NpMHUMaemble naketbl LLDP
nepeg ux cépocom.

[aHHaa BeAnYMHa nepegaeTca Ha NPUHUMAEMYLO CTOPOHY B LLDP
update nakeTax (nakeTax o6HOBNEHWA), ABNAETCA KPATHOCTbIO ANs
Tanmepa LLDP (lldp timer). Takum obpasom, Bpems Kun3Hu LLDP na-
KeToB paccumTbiBaeTtca no popmyse TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

lldp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, Kotopoe LLDP-nopT bygeT oxuaats nepes
NoBTOPHOW UHULManu3aumen LLDP.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2
cek

YcTaHaBAMBAET 3afepXKKy Mexay nocieayrolmnmm nepegavamm
naketos LLDP, MHMLMMPOBAHHbIMU U3MEHEHUAMM 3HAYEHUN WU
CTaTyca B /IOKaNbHbIX 6a3ax gaHHbIXx MIB LLDP.
V PeKkomeHayetca, uTo6bl JaHHAA 3ajaepkKa 6bina
MeHblLue, Yyem 3HauyeHue 0.25* LLDP-Timer.

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

lidp lldpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpeaenneT pexum obpaboTkn naketosB LLDP, Koraa npoTokon
LLDP BbIKNOYEH HAa KOMMYTaTOpE:

- filtering — yka3sbiBaeT, yTo LLDP-nakeTbl puAbTPYLOTCA, €CAn Npo-
TOKO/ LLDP BbIk/IlOYEH Ha KOMMYTaTOpE;

- flooding — yka3sbiBaeT, uto LLDP-nakeTbl nepeaatoTca, ec/iv npoTo-
Kon LLDP BbIKAtOYEH HA KOMMYyTaATOpe.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

lidp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBAMBaeT uncno nostopeHunin PDU LLDP ana 6bicTporo 3a-
nycKa, onpegensemoro nocpeactsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp med network-policy
number application [vlan

value]

vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp

no lidp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegenseT npasuao ana napametpa network-policy (cetesas no-
NIMTMKA yCTPOMCTBA). [laHHbIM NapameTp ABAAETCA ONLMOHANbHbIM
ONA pacwmpeHuna npotokosa LLDP MED.
- number — NnopaaKoBbI Homep npasuaa network policy;
- application — rnaBHan GyHKUMA, onpeaeneHHas 419 AaHHOro npa-
Buna network policy.
- vlan_id — npeHntndukatop VLAN ana gaHHoro npasuna;
- tagged/untagged — onpegenser TerupoBaHHON UM HETEMMPOBaH-
Hol 6ygeT VLAN, ncnonb3yemas AaHHbIM NpPaBuIoM.
- priority — npuopuTeT AAHHOIO NpaBuaa (MCNoab3yeTca Ha BTOPOM
yposHe moaenn OSl);
- value — 3HauyeHne DSCP, ucnonbsyemoe gaHHbIM npasuaom. Ecam
He yKa3blBaTb 3Ha4YeHMe DSCP, no ymonyaHuo KommyTatop byaer
oTtnpasnaTtb napametp DSCP 0.
V U3meHeHHne network-policy BO3MOXHO TONbKO no-
cne CHATUA NONUTUKU CO BCeX MHTepdeiicos, rae
OHA NPUMEHeHa.

Ypansaet co3gaHHoe npasuao ansa napametpa network-policy.

lldp notifications interval
seconds

no lldp notifications interval

seconds: (5..3600)/5
ceK

YctaHaBauBaet MaKCUMaNbHYO CKOPOCTb Nnepeayun yBep,omneHmﬁ
LLDP.

- seconds — nepuoa spemeHun, B Te4eHne KoToporo yCTpOVICTBO MO-
XKEeT OTNPaBUTb He bonee O4HOro yseaoMNeHUA.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumum uHtepdericos Ethernet:

console (config-if)#
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Tabnuua 126 — KomaHap! pexxmuma KoHourypauum nHtepoeliica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

lldp transmit

no lldp transmit

lidp receive

no lldp receive

Mo ymonyaHuto paspeLueHo
MCNonb30BaHWe B 060mX
HanpasaeHUAX.

Paspewaet nepegayy naketoB no npoTtokony LLDP Ha wHTep-
deiice.

3anpelaet nepegayy naketoB nNo nNpoTokony LLDP Ha uHTep-
deiice.

PaspelwaeT npvem nakeToB no npoTokony LLDP Ha uHTepdelice.

3anpewiaeT NnpMem NakeTos no npotokoay LLDP Ha nHTepdelice.

lldp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMOYaHMIO
onuMoHanbHble TLV He
BK/IIOYEHbI B NaKeT.

OnpegensieT, Kakue onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BKAtOYEHbI YCTPOMCTBOM B nepeaaBaemblit LLDP-
naker.

B KOMaHAY MOHO BK/IOYMTb OT OAHOFO A0 NATU ONLUMOHA/IbHBIX
TLV.

TLV 802.3-power-via-mdi f0CTynHa TOAbKO Ha yCTPOW-
CTBaxX C NoaAepKKoi PoE.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymon4yaHuo
onuMoHanbHble TLV He
BKJ/IHOYEHbI.

OnpeaensneT, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHbI
YCTPOMCTBOM B nepegasaembliii LLDP-nakeT:

- pvid — PVID nHTepdelica;

- ppvid — go6asuTb/yganuts PPVID;

- vlan-name — go6asutb/yaannts Homep VLAN;

- protocol — n06aBuTb/yaanunTb onpeaesieHHbIN NPOTOKOI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).
Mo ymon4yaHuio
ynpasnsowmii agpec
onpeaenseTca
aBTOMATMYECKM.

OnpepenseTt ynpaBnatowWwmMi agpec, 0bbABNAEHHbIN Ha UHTep-
deiice.
- ip_address — 3apaetca cTaTnyeckuit IP-agpec;
- none — yKa3blBaeT, YTo afpec He 06bABEH;
- automatic — yKasblBaeT, 4TO cMCTeMa aBTOMATUYECKM BbIbBMpaeT
ynpasnstoLwmii agpec n3 scex IP-agpecos kKommyTtaTopa;
- automatic — yKasbIBaeT, YTO cMCTeMa aBTOMaTUYECKM BblOMpaeT
ynpaBAsoLWmMiA agpec, U3 CKOHOUTYPUPOBAHHBIX a4PecoB 3a4aH-
HOro uHTepodelica.
Ecnam nHTtepodelic ethernet unm nHtepdelic rpynnel NopToB Npu-
HagnexaT VLAN, To gaHHbit agpec VLAN He ByaeT BKAOYEH B
CNUCOK BO3MOXHbIX YNPaBAAOLWMX a4pecos.
B cnyyae Hanuuua HecKonbKux IP-agpecos cuctema
Bbl6MpaeT HauyanbHbIM IP-agpec U3 guanasoHa AuHa-
V muyeckux IP-appecos. Echm gauHamuyeckme aapeca
OTCYTCTBYIOT, TO CUCTEMA BblBMpPaeT HayanbHbIN IP-aa-
pec u3s guanasoHa BO3MOXHbIX cratuyeckux IP-agpe-
COB.

Ypanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymonyaHuio OTNpaBKa
yBefomaeHnin LLDP
3anpeLueHa.

PaspeluaeT/3anpellaeT oTNpaBKy yBegomaeHni LLDP Ha nHTep-
deiice.

- enable — paspewwaer;

- disable — 3anpewaer.

YcTaHaBAWBaeT 3Ha4YeHue no YMOYaHUIO.

lidp med enable [tlv_list]

tvl_list: (network-policy,

PaspelwaeT ncnosb3oBaHWe paclimpeHua npotokona LLDP MED.

location, B KOMaHAy MOXKHO BKAHOUMTb OT OAHOMO A0 TPEeX ChneLmanbHbIX
inventory)/3anpelyeHo TLV.
MUCNONb30BaHUE
pacwmpeHns NpoToKkona
LLDP MED.
lldp med network-policy HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
{add | remove} number - add — Ha3HayvaeT npasuno;
number: (1-32) - remove — yaanaeT npasuio;

no lldp med network-policy

- humber — HoMep NpaBuAa.

Ypanset npasuao network-policy ¢ faHHoOro nHTepdeiica.
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lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aiiT;
civic_address_data: (6..160)

3a4aeT MecTono/10KeHe YCTPonCTBa Ans npoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — agpec B cucTeMe KOOPANHAT;

- civic_address_data — agMUHUCTPATUBHbIV aApec YyCTPOMCTBa;

ecs_elin_data} 6auT; - ecs-elin_data — appec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6alT. Ypansaet HaCTPOMKM NapameTpa MecTononoxKeHus location.

{coordinate | civic-address |

ecs-elin}

lldp med notification Paspeluaet/3anpelyaet oTnpaBKy ysegomaeHuin LLDP MED o6

topology-change {enable | M3MEHEHWUWN TOMOJIOTUMN.

disable} /sanpelueHo - enable — pa3peluaer oTnpaBKy yBegomneHui;

no lldp med notifications
topology-change

- disable — 3anpewaet oTnpaBKy yBeOMAEHUA.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

%
%

nopT rpynnbl.

MakeTtbl LLDP, npuHATble Yyepes3 rpynny nopros, 3anOMWHAIOTCA UHAUBUAYANIBHO MOPTaMMU
rpynnbl, NPUHABWMMUK coobuieHus. LLDP otnpaBnaeT passinuHble cOO6LWEHNA HA KaXKAbIA

Pa6oTa npotokona LLDP He 3aBUCUT OT COCTOAHMA NPOTOKoaa STP Ha nopty, nakeTtbl LLDP or-
NPaBAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKo1I0M STP-nopTax.

Ecnu nopt KoHTponupyetca no 802.1X, To LLDP paboTtaeT c NnopTom TONbKO B C/yvae, eciv OH

dBTOPU30BaH.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 127 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Ounwaet Tabamuy agpecos 06HAPYKEHHbIX COCeAHUX YCTPOMUCTB U
HauMHaeT HOBbIM LMKA 0bmeHa NnakeTamu no npoTtokony LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-koHdUrypauum Bcex GpuUsMYeckmx nHtepdelicos
yCTponcTBa Mbo 3a4aHHbIX MHTEPENCOB.

show lidp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT KOHbUrypaunmu pacwmpeHuma npotokona LLDP — MED
4NA Bcex pusnyeckux nHtTepdeicos nnMbo 3agaHHbIX MHTEPdeicos.
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show lidp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-uHbOpmaLmio, KOTOPYO aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNoka3biBaeT cTaTyc nepesarpysku TLVs LLDP.

show lldp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MoKa3biBaeT MHOPMALMIO O COCeAHUX YCTPOMCTBAX, HA KOTOPbIX
paboTaeT npoTtoKko LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTaTUCTMKy LLDP.

[pumepbl 8b1M0AHEHUS KOMAHO

e YcTaHoBUTb AnA nopta te1/0/10 cneayowume tlv-nona: port-description, system-name, system-de-
scription. lna gaHHoro nHtepdeica gobasuTb ynpasasaowmin agpec 10.10.10.70.

console
console
console
console

— e~~~

config) # configure
config)# interface tengigabitethernet 1/0/10

config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
config-if)# lldp management-address 10.10.10.70

e [locmoTpeTb KOHOUrypaumto LLDP:

console# show 1lldp configuration

LLDP state:
Timer:
Hold Multiplier:
Reinit delay:
Tx delay:

Chassis ID:

Enabled
30 Seconds

4 Seconds
2 Seconds
Notifications Interval:
LLDP packets handling: Filtering
mac-address

5 Seconds

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnnuya 128 — OnucaHune pesynbTaToB
Mone OnucaHue

Timer

OnpegenseT, Kak YacTo ycTpolicTBo wneT LLDP-o6HOBAEHMA.
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OnpegenseT BennumHy Bpemenun (TTL, Time-To-Live) gns npuHMmMatowero ycTpoicTea, B

Hold Multiplier TeyeHMe KOTOPOTo HYXKHO yAep»KMBaTb NPUHMMaeMble nakeTbl LLDP nepeg nx cbpocom:
TTL = Timer * Hold Multiplier.
Reinit dela Onpezenser MMHMMaAbHOE BPEMSA, B TEUEHME KOTOPOro NopT ByAeT oXKnaaTb nepes,
y nocbinkol cneaytouiero LLDP-coobueHus.
Tx dela OnpegendaeT 3a4epXKKy mexay nocneayrowmmn nepegadyamm LLDP-kagpos, MHULMKMPO-
y BaHHbIX U3SMEHEHUAMM 3Ha4YeHUI IMBO cTaTyca.
Port Homep nopTa.
State Pexum paboTbl nopTa gns npotokona LLDP.

TLV-onuumn, KoTopble nepeaatoTca
BO3MOXHble 3HaYeHuA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnuncaHune cuctemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuieHusx.

Notifications YKa3bIBaeT, paspeLleHbl nan 3anpelleHsl ysegomnenusa LLDP.

= [lokasaTb MHPOPMALMIO O COCEAHUX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W
Tabnunua 129 — OnucaHune pesynbTaToB
lMone OnucaHue

Port Homep nopTa.

Device ID Nma nan MAC-agpec cocegHero ycTpomncrsa.

Port ID NpeHTMdMKaTOp NopTa coceaHero ycTpomncTaa.

System name CucTeMHoe MMs YCTPOMCTBA.

[aHHoe none onucbIBaeT TMN yCTPOMCTBa:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKa agoctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolictBo (Host);

r — NosTopuTens (Repeater);

O — Tun HenssecTeH (Other).

Capabilities

System description

OnucaHue coceaHero ycTpoicTea.

Port description

OnucaHWe NopTa coceHero ycTpoicTaa.

Management address

Agpec ynpasneHus ycTponcTsom.

Auto-negotiation
support

Onpegenset, NOAAEPKMBAETCA 1M aBTOMATMUYECKOE ONpeaesieHne pexxnuma nopra.

Auto-negotiation status

OnpepenseT, BKAOYEHA M NOALEPKKA aBTOMATUYECKOTO onpeaeneHna pexnma
nopra.
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Auto-negotiation
Advertised Capabilities

OnpegenseT pexxumbl, NoaaepRuBaemble QyHKLMEN aBTOMATUYECKOTO ONpeaesieHus
nopra.

Operational MAU type Pabouunit MAU-TUN ycTpoWcTBaa.

5.15.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUUKN ypOBHA
KaHana nepefayn [aHHbIX NPeacTasaatoT coboil MPOTOKO/ MOHUTOPUHIA COCTOAHWMA KaHana. B atom
NpoTOKo/e ANA nepesadym MHPopMaLMM O COCTOAHMM KaHana MeXKay HENOCPEeACTBEHHO NOAKAIOYEHHbBIMM
ycTpoictBamu Ethernet ucnonbsytoTca 610KM faHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoictsa
OO0/IKHbI noaaepknBatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdericos Ethernet:

console (config-if) #

Tabnmua 130 — KomaHabl pexkmma KoHpurypaumm nHtepodeiica Ethernet

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

ethernet oam

Bkntountb nogaepkky Ethernet OAM Ha noprty.

—/oTKnoYeHo
no ethernet oam / OtkntounTb Ethernet OAM Ha KoHUTrypupyemom nopry.
ethernet oam link-monitor BKntounTb noagepKky «link-monitor».
supported
PP —/OTKAOYEHO

no ethernet oam link-mon-
itor supported

BoccTtaHOBUTL 3HaYeHWeE N0 YMOAYAHUIO.

ethernet oam link-monitor
frame threshold count

count: (1..65535)/1

no ethernet oam link-mon-
itor frame threshold

YCTaHOBUTbL MOPOr KOAMYecTBa OWMBOK 3a yKasaHHbIM nepuos,
(nepuopg, yctaHaBAnBaetca komaHaon ethernet oam link-monitor
frame window).

BoccTtaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

ethernet oam link-monitor
frame window window

window: (10..600)/100

no ethernet oam link-mon-
itor frame window

mc

YCTaHOBWUTbL BPEMEHHOM MPOMENKYTOK A1A NnoacyeTa KoAnyecTsa
OWWKNBOK.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-period threshold
count

count: (1..65535)/1

no ethernet oam link-mon-
itor frame-period threshold

YctaHoBUTL nopor gna  cobbitna  «frame-period» (nepuog
ycTaHaBnuBaeTca KomaHgoi ethernet oam link-monitor frame-
period window).

BoccTtaHOBUTL 3HAYEHWE NO YMONYAHMUIO.

ethernet oam link-monitor
frame-period window win-
dow

window:

no ethernet oam link-mon-
itor frame-period window

(1..65535)/10000

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK Ans cobbitna «frame-
period» (B Kagpax).

BoccTtaHOBUTL 3HaYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-mon-
itor frame-seconds thresh-
old

count: (1..900)/1

YctaHoBUTL nopor pgna  cobbitna  «frame-period» (nepuog
ycTaHaBnuBaeTca KomaHzoi ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame-seconds window
window

window:

no ethernet oam link-mon-
itor frame-seconds window

(100..9000)/100 mc

YCTaHOBWUTb BPEMEHHOW MPOMEXKYTOK ana cobbitna «frame-
period».

BoccTtaHOBUTb 3HaYEHWE N0 YMOYAHMUIO.
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ethernet oam mode {active
| passive}

YCTaHOBUTb pexxkum paboTbl npoTokona OAM:
- active — KommyTaTop noctoaHHo otnpasnser OAMPDU;

no ethernet oam uni-direc-
tional detection aggressive

—/active - passive — KOMMyTaTop HaunHaeT oTnpasnaTb OAMPDU TonbKo
npu Haanunum OAMPDU co BCTpeYHOM CTOPOHbI.
no ethernet oam mode BoccTaHOBWTL 3HaUYEHWE N0 YMOYAHUIO.
ethernet-oam remote-fail- BKAounTbL NoanepKKy M 06paboTKy cobbiTnin «remote-failure».
ure
no ethernet oam re- —/Brniodero BoccTaHOBWTL 3HaUYEHME N0 YMOYAHMIO.
mote-failure
ethernet oam remote-loop- BkntounTtb nopaepKy GyHKLUMM 3aBopoTa TpadumKa.
back supported
no ethernet oam re- —/oTkniodeHo BoccTaHOBUTL 3HaUYEHWE MO YMOYAHUIO.
mote-loopback supported
ethernet oam uni-direc- Bk/toUnTb GYHKLMIO OBHApYKEeHUA OAHOHaMNpaB/IeHHbIX CBA3EN
tional detection Ha 6a3e npoTokosa Ethernet OAM.
no ethernet oam uni-direc- —/oTmiodeHo BoccTaHOBUTL 3HaUYEHWE N0 YMOYAHUIO.
tional detection
ethernet oam uni-direc- Onpefenvte peakumio KOMMyTaTopa Ha OLHOHAMNpPaB/eHHYHO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap v 3anucb B KypHan;
—/log - error-disable — nepeBog nopTa B cocTosiHue «error-disable», 3a-
NUCb B KypHan u otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHOBWTL 3HaUYeHWE N0 YMOYAHUIO.
tional detection action
ethernet oam uni-direc- BKNOUNTL arpeccuBHbIN pexuMm onpeneseHna ogHOHanpaB/eH-
tional detection agressive HOW cBA3W. Ecnm OT cocefiHero ycTpoicTBa NepecTatoT NpUXoanTb
Ethernet OAM-coobueHna — NMHK NOMeYaeTca Kak og4HOHanpas-
—/OoTKNIOUYEHO

JIEHHBIN.

BocctaHOBUTL 3HaYeHMe No YMON4YaHUIO.

ethernet oam uni-direc-
tional detection discovery-
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YCTaHOBWUTb BPEeMEHHOW UHTepBan AN onpeaeseHuns Tuna ceasu
Ha nopry.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

KomaHOb1 pexcuma privileged EXEC

Bce KomaHApbl AOCTYMHbI ANA NPUBUIETMPOBAHHOIO Monb3oBaTena. Bua 3anpoca KomaHAHOM
CTpOKM pexkuma privileged EXEC:

console#

Tabnunua 131 — KomaHabl pexkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear ethernet oam statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OunctnTtb cTaTUcTMKy Ethernet OAM pans yKasaHHOro WHTep-
deica.

show ethernet oam discovery
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT06pa3unTb cocTosHMe npotokona Ethernet OAM pns ykasaH-
HoOro nHTepodeiica.
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show ethernet oam
statistics [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO6pPa3nTb CTAaTUCTUKY O6MEHa NPOTOKO/IbHbIMK COOBLLLEHMAMM
019 yKa3aHHOro uHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT06pa3unTb HacTpolikn Ethernet OAM ans yKasaHHOro uHTep-
delica.

show ethernet oam
uni-directional detection
[interface {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO6pPa3nTb COCTOAHME MEexaHU3Ma onpeaeneHna ofHOHanpas-
JIEHHbIX CBA3eN ANA yKa3aHHOro nHtepdeica.

ethernet oam remote-loopback
{start | stop} {interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3anyck/oCcTaHOBKa yAaneHHOW MEeTAM AAA YKa3aHHOro WMHTep-
delica.

[pumepbl 8b1N0AHEHUS KOMAHO

e OT06pasuTb cocTosHMe NPOTOKONa A/1A nopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1/0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:

Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision:

Remote client

MAC address:
Vendor (oui) :

PDU revision:
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
console#

tengigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

a8:£f9:4b:0c:00:03
a8 f9 4b
Administrative configurations:

3

active

not supported
supported
supported

not supported
1500
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5.15.9 Hacmpoliika ¢pyHkyuu Flex-link

Flex-link — ¢yHKuUmMA pesepBMpoOBaHUSA, NpegHasHadyeHHasa aaa obecneyeHUs HaALEXHOCTU KaHana
nepegayn gaHHbix. B ceaske flex-link moryt HaxoguTtbca uHTepdelicol Ethernet n Port-channel. OguH ns
3TUX UHTepdencoB HaxoamnTca B 3ab6JOKMPOBAHHOM COCTOAHMMU M HAYMHAET NPONYCKaTb TPadMK TONbKO B
cnyyae aBapum Ha BTOpom UHTepdodelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet, uHmepdgeltica epynnel Nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B peMme KoHourypuposaHus WHTepdelica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabauua 132 — KomaHabl pexnma KoHpurypuposaHua nHtepoelica Ethernet, rpynnsl nopros

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

no flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..4);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
port_channel (1..48)/-

Bkntoyaert flex-link Ha nHTepdeiice n HasHavaeT BbIGPAaHHOMY MHTep-
delicy ponb backup-nHtepdeiica B flex-link nape.

Boikntoyaert flex-link Ha MHTepdelice u yaansaeT BbIbpaHHbIA UHTEp-
deiic us flex-link napel.

flex-link preemption mode
[forced | bandwidth| off]

-/off

3apaeT aeincreme Npy NoAHATUM MHTepdeiica, yyacTeytoutero Bo flex-
link:

- forced — ecnmn nogHaBLWMIiCA MHTepdENC HAaCTPOEH KaK master, TO
OH CTaHeT aKTUBHbIM UHTepdeiicom;

- bandwidth — npu nogHATUM UHTEpdElica aKTUBHBIM CTaHET UHTEp-
deic c 6osbLiein NPonyCKHOW CNOCOBHOCTbLIO;

- off — nogHABLWMICA MHTepdeic ocTaHeTcs B 3a6/10KMPOBAHHOM CO-
CTOSHUM.

no flex-link preemption mode

Bo3BpallaeT 3HaueHMe No YMOHaHUIO.

flex-link preemption delay de-
lay

no flex-link preemption delay

delay: (1..300)/35

3asaeT Bpems OT NepexoAa OTKAOYEHHOTO MopTa B COCTOAHME «UpPY,
Mo NPOLECTBUM KOTOPOro BbINOAHAETCA A4eNCTBUE, YCTaHOBNEHHOE
komaHgoi flex-link preemption mode.

- delay — nepvog BpemeHu, B CEKYHAAX.

Bo3BpallaeT 3Ha4yeHMe No YMOIYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnmua 133 — KomaHap! pexkmuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show interfaces flex-link
[detailed] {gigabitethernet

gi_port: (1..8/0/1..48);
te_port:

MNokasbiBaeT KoHbUrypauuto eyHkumm flex-link.
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gi_port |
tengigabitethernet te_port

| twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel port-
channel}

(1..8/0/1..4);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
port_channel: (1..48)

5.15.10 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®dyHKkuusa Layer 2 Protocol Tunneling (L2PT) nosBonseT nponyckaTb CAyKebHble nNakeTbl
pasnuuHbix L2-npoTokonos (PDU) uepes ceTb npoBaigepa, YTO MO3BOAAET MNPO3PayHO CBA3ATb

KTMEHTCKNE CErMeHTbIl CETU.

L2PT uHkancynupyet PDU Ha nHTepdeiice KOMMyTaTopa, rPaHNYallLero ¢ 06opyaoBaHuem, Kagpbl
KOTOPOro HeEOBXOAMMO MHKAMCY/IMPOBaTb, U NepenaeT UX Ha APYro Takok e KOMMYTaTop, KOTOPbIn
OXMA3EeT MHKAMNCY/IMPOBaHHbIe Kafpbl, a 3aTeM AeKancyaumpyer ux. ITO NO3BOJAET NOAb30BaTENAM
nepeaasaTb MHPOpMaUMO 2-T0 YPOBHA 4epe3 ceTb npoBaigepa. KommyTtatopbl npenocTtaBnstoT

BO3MOXHOCTb MHKAMCY/IMPOBaTb CNy*KebHble NakeTbl npoTokosos STP, LACP, LLDP, IS-IS.

[pumep

Ecnn BkaounTtb L2PT ans npotokona STP, To kommyTtatopsbi A, B, Cn D 6yayT o6begnHeHbl B 0AHO
CBA3ylOLLee AepeBo, HECMOTPA Ha TO, YTO KOMMYTaTop A He coeAMHEH HanpAMYI C KOmmyTaTopamu B,
C n D. UHPopmaLma 06 M3MeHeHUM TONOIOTMN CETU MOXKET ObiTb NepeaaHa CKBO3b CETb NpoBanaepa.

[ [eou] ]

Cetb
npoBangepa

Switch 2

PucyHok 84 — Mpumep paboTbl dyHKUUM L2PT

Anroputm paboTbl pyHKUMOHANA CAeayoWwnii:

MHKancynauma:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU.
2. Noacuctema L2PT onpeaensaeTt L2-NpOTOKO/, KOTOPOMY COOTBETCTBYET NpuHATbIN PDU, U
npoBepsAeT, BKAOYEHA /IM Ha NOPTY, C KOTOPOro NpuHAT 3ToT PDU, HacTpoika |2protocol-
tunnel ans gaHHoro L2-npoToKona.
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Ecnv HacTpoiika BK/oYeHa, To:

B0 Bce nopTbl VLAN, Ha KOTOpPbIX BKAOYEHO TYHHENMpPOBaHuMe, oTnpasnaeTca PDU-kaap;
Bo Bce noptbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TyHHEAMPOBaHWE, OTNpaBAAeTCcA
MHKancynnpoBaHHbiii  PDU-kagp (McxogHbit Kagp ¢ Destination MAC-agpecom,
N3MEHEHHbIM Ha TYHHE/IbHbIN).

Ecnu HacTpoiiKa BbIKAOYEHA, TO:

PDU-Kkaap nepegaetcs B 06paboTyMK COOTBETCTBYIOLLLErO MPOTOKOA.

Jekancynauua:

PeannszoBaH nepexsat Ha CPU Ethernet-kagpos ¢ MAC-agpecom HasHayeHWs, 3a4aHHbIM
npu nomouwm KomaHgpl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAOYaeTCA
TO/IbKO TOTZa, KOrga XxoTa 6bl Ha 04HOM NOPTY BKAOYEHA HacTpoiKa I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKONA).

Mpw nepexsate naketa c MAC-agpecom Ha3HaAYEHUA XX-XX-XX-XX-XX-XX, OH CHaya/a nonagaet
B nogcuctemy L2PT, koTopasa onpegenset L2-npotokon ana gaHHoro PDU no ero 3arosoBsky,
M MPOBEPAET, BK/OYEHA /IM Ha MOPTY, C KOTOPOro MPUHAT MHKaNCy/MpoBaHHbIn PDU,
HacTpomKa |2protocol-tunnel gna gaHHoro L2-npoTokona.

Ecnn HaCTpOVIKa BK/1lO4€HaQ, TO:

NnopT, C KOTOPOTO Obl NOAYYEH MHKAMNCYANMPOBaHHbINM PDU-Kagp, 6aoKmMpyeTcs ¢ NpUYmnHOM
[2pt-guard.

Ecnn HaCTpOVIKa BbIK/1lOYEHA:

BO Bce nopTtbl VLAN, Ha KOTOpbIX BKAOYEHO TYHHEAUpPOBaHME, OTnpasaneTca
AeKancympoBaHHbIi PDU-Kagp;
Bo Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAKOYEHO TyHHEAUpOBaHWe, OTnpaBAAeTca
WMHKancyanpoBaHHbIi PDU-kagp.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnua 134 — KomaHabl perknma rnobanbHo KoHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda Aeiicmeue

I12protocol-tunnel address
{mac_address}

mac_address:
(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

3apatb MAC-agpec Ha3HayeHUAa Ana TYHHenMpyemblx Kagpos.

no I2protocol-tunnel

01:0f:e2:00:00:03)/

YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
01:00:ee:ee:00:00
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KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

Y

BPDU (spanning-tree bpdu filtering).

Ha uHTepdeiice, rpaHMuaLLEM C OKOHEUYHbIM YCTPOMCTBOM, He nogaepusawowmum STP,
DONeH bbITb OTKAOUeH npoToKon STP (spanning-tree disable) n BkntoueHa ¢punbTpauusn

Bug, 3anpoca KOMaHOHOW CTPOKKU B pexkume KoHourypauum uHtepdeitca Ethernet, uHtepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnunua 135 — KomaHab! perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp | udid}

no I2protocol-tunnel {stp |
lacp | lidp| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

-/BbIK/IIOYEHO

BkntoueHune pexxknma nHkancynauumn naketos STP BPDU.

BbikntoueHne pexuma nHkancynaumm naketos STP BPDU.

I12protocol-tunnel cos cos

no I2protocol-tunnel cos

cos: (0..7)/5

3apaTb 3HavyeHune CoS ana 3anakoBaHHbIX PDU-Kaapos.

YctaHoBKa CoS B 3HaYeHMeE N0 YMONYAHMIO.

12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
threshold

treshold: (1..4096)/

no I12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

BbIKNIOYEHO

HacTpolika noporosoro 3Ha4eHMA ckopoctu Bxoaawmx PDU-Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX U MOANEXKALLMX UHKAN-
cynaumn. Mpu npesbiweHny nopora PDU oTbpacbiBatoTcA.

OTKNIOYAET PEXKMM KOHTPOJIA CKOPOCTU BXxoaAwmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-11 | isis-12
| pust | cdp | dtp | vtp |
pagp | udld} threshold

treshold: (1..4096)/

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pust | cdp | dtp | vtp |
pagp | udid}

BbIKNIOYEHO

HacTpolika noporosoro 3HayeHua ckopoctu Bxogawmx PDU- Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX M MNOANEXKALLMX UHKAN-
cynauun. Mpu npesbilweHMn nopora nopT byaeT nepeseseH B Co-
cToaHue Errdisable (oTkntoueH).

OTKNIOYAET PEXKMM KOHTPOJIA CKOPOCTU BXxoaAwmx PDU-Kagpos.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnua 136 — KomaHabl perkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

OTobparkaeT MHbopmaymio L2PT ana yKasaHHOro uMHTepdeica
WK ANA Bcex MHTepdeincos, Ha KOTOPbIX BKAtoYeH L2PT, ecavm uk-
Tepdelic He yKaszaH.
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hu_port | port-channel

group]

clear I2protocol-tunnel OuncTka ctatuctnkm L2PT ana ykaszaHHoro uHutepdeica naum ana
statistics [gigabitethernet BCeX MHTepdeincos, Ha KOTopbIx BKAtoYeH L2PT, ecan nHutepdeiic
gi_port | He yKa3aH.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group]

[pumepebl 8b1M0AHEHUA KOMAHO

e YcTaHOBUTb TyHHesNbHbIM MAC-agpec B 3HaveHue 01:00:0c:cd:cd:d0, BkatounTb otnpaBky SNMP
traps o1 Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHne drop-threshold u shutdown-
threshold).

console (config) #1l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

e  BkAOUUTb pexum TyHHenmpoBaHua STP Ha mHTepdelice, ycTaHOBUTb 3HadYeHne CoS-nakeToBs
BPDU paBHbIim 4, BKAOYNTb KOHTPO/1Ib CKOPOCTU BXOAALWMX NnakeTos BPDU.

console
console
console
console
console
console
console
console

config) # interface tengigabitEthernet 1/0/1
config-if) # spanning-tree disable

config-if) # switchport mode customer

config-if) # switchport customer vlian 100

config-if) # 12protocol-tunnel stp

config-if) # 12protocol-tunnel cos 4

config-if)# 12protocol-tunnel drop-threshold stp 40
config-if)# 12protocol-tunnel shutdown-threshold stp 100

AAAAAAAA
—_— — — — — —

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepsbl coobLeHUn o cpabaTbiBaHMM TpUrrepa:

12-Nov-2015 14:32:35 $-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.16 Voice VLAN

Voice VLAN ucnonb3yeTtca ana BbigeneHusa VolP-obopyaosaHusa B otaenbHyto VLAN. Ona VolP-
KaapoB MoryT 6biTb HasHayeHbl QOS-aTpunbyTbl Ans npuopuTUsaummn Tpaduka. Knaccudmkauma Kagpos,
oTHocAWMXCcA K Kagpam VolP-obopyaosaHus, 6asmpyetca Ha OUIl (Organizationally Unique ldentifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHadeHue Voice VLAN pans noprta npoucxoaut
aBTOMATMYECKM — Koraa Ha nopT noctynaeT Kaap ¢ OUI n3 tabauubl Voice VLAN. Koraa nopt onpeaensercs,
Kak npuHagnexawmin Voice VLAN — gaHHbIn nopT aobasnserca so VLAN Kak tagged.
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Voice VLAN npymeHuM ansa cnegytomx CXem:

— VolP-0bopygoBaHMe HacTpamBaeTcsi, YTObbl paccbinaTh TErMPOBaHHble NakKeTbl, ¢ ID Voice
VLAN, HacTpOEeHHbIM Ha KOMMYTaTOpE;

— VolP-obopyaoBaHue paccblnaet HetermposaHHble DHCP-3anpocbl. B otBete ot DHCP-
cepsepa npucytcteyeTr onuua 132 (VLAN ID), ¢ nomolibio KOTOPOW YCTPOMCTBO
aBTOMaTMYeCKM HasHavaeT cebe VLAN ana mapkuMpoBKu Tpaduka (Voice VLAN).

Ona HasHaueHusa Voice VLAN Ha cTOpoHe OKOHeuHoro o6opyaoBaHua Heo6Xo4UMMO UCNOJb30-
Batb lldp-med noantuku nam DHCP.

Cnuncok OUl-npounssoautenein VolP-o060pyaoBaHMA, AOMUHUPYIOLWMX HA PbIHKE:

oul dupma-npounssoautenb
00:E0:BB 3COM
00:03:6B Cisco
00:EQ:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

« Voice VLAN mo3KeT 6bITb aKTUBUPOBAH Ha NopTax, paboTtalowmx B pexxume trunk n general.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnuua 137 — KomaHabl pexxknma rnobanbHoON KoOHPUrypawmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
voice vlan aging-timeout YcTaHaBAMBaeT TaliMmayT Ana nopTa, NpUHag/exKallero K voice-
timeout timeout: vlan. Ecau ¢ nopTa B TeueHune SBAaHHO!'O BPEMEHM He BblN0 Kag-
(1..43200)/1440 Eglrsocn(gFl)JTla\./olP obopyaoBaHus, To voice vlan yaansertca ¢ gaH
no voice vlan aging-timeout BoccTaHaBAMBaeT 3HaYeHMe No YMONYAHUIO.
voice vlan cos cos [remark] YcTaHaBAMBaET BbIXOAHYIO oyepeab Ansa Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIm gns Voice VLAN CoS 6e3 cmeHbl
cos: (0-7)/6 coS. o
- remark — Bk/OYaeT nepeHasHavyeHne CoS Ha yKasaHHbIW AnA
Tpadmka B Voice VLAN.
no voice vlan cos BoccTaHaBAMBaeT 3HaYeHMe No YMONYAHUIO.
voice vlan id vian_id YcraHasnvsaet naeHtudumkatop VLAN gna Voice VLAN
no voice vlan id Ypanset ugentuoukatop VLAN ans Voice VLAN
vlan_id: (1..4094) Ana ypanenua upeHtudukatopa VLAN Tpebyetca
V npeAaBapuUTeNbHO OTKAUYMTL PyHKUuMIo voice vlan Ha
BCEX NopTax.
voice vlan oui-table {add oui | Mo3BonseT pegakTMposaTb Tabauuy OUI.
remove oui} [word] word: (1.32) cmBon0B - oui —nepsble 3 6aP’|T§ MAC-agpeca;
- word — onvcaHue oui.
no voice vlan oui-table Ynanset Bce Nonb3oBaTtenbckue nameHeHma OUl-Tabanubl.
voice vlan state {oui-enabled | BkatounTb/oTKAOUMT Voice VLAN.
disabled} -/BbIK/IOYEHO
no voice vlan state BepHyTb 3HaYeHWe No YMONYaHUIO.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 138 — KomaHAab! perkuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymosn4aHurw

voice vlan enable Bkntouaet Voice VLAN gns nopra.

- -/oTKAOYEHO -
no voice vlan enable OTkntoyaet Voice VLAN gns nopra.
voice vlan cos mode {src | all} BK/toyaeT MapKMpPOBKY TpaduKa Aaa BCEX KagpoB, MO0 TONbKO

-/src ONA UCTOYHUKA.

no voice vlan cos mode BoccTaHaBAMBaeT 3HAYEHME MO YMOTYAHUIO.

5.17 I'pynnoBas agpecauus

5.17.1 ®yHKYyua nocpedHuKa npomokona IGMP (IGMP Snooping)

®yHKuMA IGMP Snooping Mcnonb3yeTca B CETAX rPynnoBoi paccbliku. OcHOBHOM 3agadveit IGMP
Snooping sABAseTcA NpeaocTaBAeHME MHOroagpecHoro TpaduKa TONbKO AN Tex MOPTOB, KOTopble
3anpocunu ero.

V IGMP Snooping MoXeT UCNo/1b30BaTbCA TONbKO B cTaTudecKoii rpynne VLAN. MogaepKusa-
oTCA Bepcuun npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ' Yto6bl IGMP Snooping 6bin akTUBHbIM, GyHKLMA rpynnoBoii punbtpaumm “bridge multicast

e filtering” ponxHa 6biTb BKAOUEeHa (cm. paspen 5.17.2 MpaBuna rpynnoBoi agpecauum

(multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOTOaZpPECHbIE MapLUPYTU3aTOPbl, OCHOBAHO Ha
cnepyowmx cobbITusx:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— naketbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NakeTbl NPOTOKO/1a MHOroaapecHon mapuwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATLI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NoOpTY;

— nakKeTbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHaTbI Ha NOpPTY.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rinobanbHon KoHdurypauuu:
console (config) #

Tabnnua 139 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymoa4aHuro
ip igmp snooping Paspewaet ncnonb3osaHune dyHKunn IGMP Snooping kKommyTa-
Mo ymonuyaHutio TOpPOM.
no ip igmp snooping GYHKUMA BbIKAIOYeHa 3anpeuaet ncnonb3osaHue ¢yHKUMM IGMP Snooping KommyTa-
TOPOM.
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ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
Mo ymonyanuo
dYHKLMA BbIKNOYEHA

PaspewaeT ncnonb3oBaHue ¢pyHKUMmn IGMP Snooping KommyTa-
TOpPOM AN1A AaHHOTro uHTepderica VLAN.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

3anpewaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping KommyTa-
TOpOM AN AaHHOTro uHTepderica VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyert rpynnosoi IP-agpec B Tabauue rpynnosoi agpeca-
LMK 1 cTaTuueckun gobasnaet nHtepdeiicobl U3 rpynnbl AaA TeKy-
wen VLAN.

-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;

- ip_multicast_address — rpynnosow IP-agpec.

MNepeuncneHne nHTepdelicoB OCYLLECTBAAETCA YEPES «—» U K, M.

Ypanset rpynnosow IP-agpec u3 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonyaHuio
paspelleHo

Paspewaet ana gaHHou rpynnbl VLAN aBTOomaTuyeckoe pacno-
3HaBaHMe MOpPTOB, K KOTOPbIM MOAK/AHOYEHbI MHOroagpecHble
MapLLpyTU3aTOpbI.

-vlan_id — naeHTUOUKaUMOHHBIA HoMmep VLAN.

3anpewaet ana gaHHou rpynnol VLAN aBTOMaTuMyeckoe pacno-
3HaBaHMe MOpPTOB, K KOTOPbIM MOAKAOYEHbI MHOroagpecHble
MapLUpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Onpeaenser MNopT, K KOTOPOMY MNOAKAIOYEH MapLupyTU3aTop
MHOroaZpecHoOm paccblIKM Ansa 3agaHHon VLAN.
- vlan_id — naeHTMdMKaumoHHbIN Homep VLAN.

YKa3bIBAET, UTO K MOPTY He MOAKMOYEH MApPLLIPYTM3aTOP MHOTO-
afpecHOo PaccbiNKu.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT 3anpeT Ha onpeseneHne nopTa (CTaTUYecku, au-
HaMMUYeCKM) KaK MopTa, K KOTOPOMY NMOAKNHOUYEH MapLUpyTM3aTOp
MHOrOaApecHO PacchbiNKu.

-vlan_id — naeHTUdUKauMOHHbIM Homep VLAN.

CHMMaeT 3anpeT Ha onpeaeneHye NopTa Kak NopTa, K KOTOpomy
NoAKNOUYEH MapLUPYTM3aTOP MHOIOaAPECcHOMN PACChINKM.

ip igmp snooping vlan vian_id
querier

vlan_id: (1..4094);

BK/ilo4aeT NoAAep KKy Bblgaum 3anpocos igmp-query KOMMyTaTo-
pom B gaHHon VLAN.
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no ip igmp snooping vlan

-/BblAaya 3anpocos

OTKNIOYaeT NoAAep KKy BblAauM 3aMpocoB igmp-query KoMmMmyTa-

vlan_id querier OTK/ItOYEHa TOopoMm B ZaHHoM VLAN.
ip igmp snooping vlan vian_id YctaHasaunsaeT sepcuio IGMP-npoToKkoaa, Ha OCHOBaHMU KOTO-
querier version {2 | 3} poit 6yayT dpopmuposaTbea IGMP-query 3anpocsi.

-/IGMPv3

no ip igmp snooping vian
vlan_id querier version

YcTaHaBAMBAET 3HAYeHUeE No YMONYaHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpepenseT ucxogHbl IP-agpec, KoTopblit b6yaeT Mcnosnb3o-
BaTbcA IGMP querier-om. Querier — ycTPOMCTBO, KOTOPOE OTNPaB-
naet IGMP-3anpocsl.

YcTaHaBAMBaeT 3Ha4YeHMe Mo ymonyaHuto. Mo ymonyaHuio ecnm
IP-appec HacTpoeH ana VLAN, oH ucnonb3yeTca B KayecTse aa-
peca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKntoyaeT 3ameHy IP-agpeca NCTOYHMKA Ha yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — naeHTUOUKaLUNOHHbIA Homep VLAN;
- A.B.C.D — IP-agpec, Ha KOTopblit byaeT npov3BeseHa 3aMeHa
SRCIP.
3Ha4yeHue no ymonyaHuio 0.0.0.0 rosopuUT 0 TOM, 4TO 3a-
V meHa SRC IP IGMP report npoussoautbca He byger.

OTkntovaeT 3ameHy IP-agpeca uctouHmka B naketax IGMP report
B 3afaHHoM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywemn
VLAN. O3HayaeT, 4To NopT A0/IKEH ObITb HEMEeAIEHHO yAa/eH U3
rpynnbl IGMP nocne nonyyeHua coobuieHunsa IGMP leave.

- host-based — mexaHu3m fast-leave cpabaTbiBaeT TONbKO B TOM
cnyyae, Korga BCe MOAKAOYEHHble K JaHHOMY MOPTY NOAb30Ba-
TEW OTMUCANUCh OT rpynnbl (CYHETYMK NONb30BaTENEN BEAETCSA HA
ocHoBaHuK Source MAC-aapecos B 3arosioBkax IGMP-report’os);

OTkatounTb Npouecc IGMP Snooping Immediate-Leave Ha TeKy-
wein VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BkntounTb GyHKUMIO proxy report B onpeseneHHom VLAN. Mpu
BKNIOYEHUM 3TOW OYHKLUMW KOMMyTaTop Ha npuwegwwue IGMP
query 6yaeT oTBeyaTb OT cBOero umeHu. Knuentckune IGMP report
npu sTom oTbpacbiBatoTCA.

- version — yctaHaBnuBaeT Bepcuto IGMP ana oTnpaBKuM nakeTos.
Mo ymonyaHuio Bepcma onpepenaeTca nNo npullelemy Ha Kom-
myTaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping vlan vian_id
cos cos

no ip igmp snooping vlan
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YcTaHaBamBaeT 3HaveHue CoS anA ucxodawmx B nopt
mrouter IGMP-coobweHuii B ykazaHHo! VLAN.
-vlan_id — naeHtndunKaumoHHbit Homep VLAN;

- €0s — Knacc obcnyRnBaHmA.

YcTaHaBnMBaet 3HadeHune CoS Ana UCXoaaLmx B MOpT mrouter
IGMP-coobuweHunit B ykazaHHoM VLAN paBHbIM Hy/tO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KoOMaHAHOM CTPOKK pexunma KoHdurypaumm VLAN:

console (config-if) #

Tabnnua 140 — KomaHabl pexkuma KoHourypaumm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaeT 3Ha4eHue yctonumnsoctu gns IGMP.
Ecnn Ha KaHane HabntogaeTcs noTeps AaHHbIX, 3HAYEHUE YCTOM-
YUBOCTU AO/IKHO BbITb yBENIMYEHO.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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ip igmp query-interval seconds

seconds:
(30..18000)/125 ¢

no ip igmp query-interval

YcTaHaB/MBaeT TaiimayT, No KOTOPOMY CUCTEMA OTNpPaBAAET OC-
HOBHble 3aNpPOCbl BCEM YY4aCTHUKAM rpynnbl MHOrOaApecHoM ne-
peaaun ana NpoBEpPKM UX aKTUBHOCTM.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHoe BpemA OTBeTa Ha 3anpoc.

no ip igmp YcTaHaBAMBaET 3HaYeHMe NO YMOAYAHWIO.
query-max-response-time
ip igmp YcTaHaB/IMBaeT KOIMYECTBO 3aNPOCOB, NMOC/E PACCbIIKU KOTOPbIX,

last-member-query-count

count: (1..7)/3Ha4eHne

KOMMYTaTOp ONpeaenifeT, YTo Ha AaHHOM MOPTY HET XKeNatoLmnx

count nepemeHHomn y4acTBOBATb B MHOFOaAPECHOM paccbl/Ke.
no ip igmp robustness YcTaHaBMBAET 3HAYEHUE MO YMONMYAHMUIO.
last-member-query-count
ip igmp YcTaHaBAMBAET MHTEPBAJ 3anpoca 414 NOCAeAHEro y4acTHUKa.
last-member-query-interval -

milliseconds:

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/2

YcTaHOBUTb Bepcuio npoTtokona IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKU perknMmMa KOHOUrypauum nHtepdenca:
console (config-if)#

Tabnuua 141 — KomaHabl pexkuma KoHoburypaumm nHtepoeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN gna nHtepdeica B pexunme «access».

’ Ona paboTbl aaHHOM PYHKLMM TpebyeTca BKAKOUYe-
- HUe ip igmp snooping He TONbKO rnob6anbHO U B
Multicast VLAN, Ho u B KaneHTckux VLAN.

BbikntoyaeT nepeHanpasneHme IGMP-3anpocos ¢ KIMEeHTCKUX
Vlan B Multicast Vlan gna nHitepdeiica B pexknme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX aBAseTca nopt, B Multicast VLAN gns
nHTepdeiica B pexume «trunk». Multicast-Tpaduk nepeaa-
€TCA Ha NOPT HETErMpoBaHHbLIM MU TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT NnapameTpa tagged. MapameTp tagged yKkasbiBaeT Ha
7O, 4to Multicast-TpadumK gonKeH OTNPaBAATLCA B NOPT TEMU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpasneHve IGMP-3anpocos B Multicast
VLAN. TopT WCKAYaeTcs M3 rpynn MHOroaZpecHoMn pac-
cbinku B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id

[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpassaeHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX aBAseTca nopt, B Multicast VLAN gns
nHTepderica B pexknume «general». Multicast-Tpaduk nepesa-
€TCA Ha NOPT HETErMpoBaHHbLIM MU TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT NnapameTpa tagged. MapameTp tagged yKkasbiBaeT Ha
70, Yto Multicast-TpadumK fonKeH OTNPABAATLCA B MOPT TEMU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpaeneHve IGMP-3anpocoe B Multicast
VLAN. TopT WCKAYaeTcs M3 rpynn MHOroafpecHoM pac-
cbinku B Multicast VLAN.
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KomaHObi pexcuma EXEC

Bce komaHabl AOCTYNMHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NoJib3oBaTenA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 142 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4aHuio

show ip igmp snooping
mrouter [interface vian_id]

MoKasbiBaeT WHbOpMaLMIO 06 WM3YYEHHbIX MHOrOaAPECHbIX

lan_id: (1..4094 o
vian_id: ( ) MapLpyTM3aTopax B ykazaHHou rpynne VLAN.

show ip igmp snooping MokasbiBaeT nHbopmaumto IGMP-snooping AnA 4aHHOTO UHTEp-

vlan_id: (1..4094)

interface vian_id deiica.

show ip igmp snooping groups Moka3sbiBaeT MHGOPMaLMIO 06 U3yHEHHbIX MHOFOAAPECHbIX rpyn-

[vlan vian_id] nax, y4acCTBYOLLMX B FPYMNMOBOWN PACcCblIKe.

[ip-multicast-address vlan_id: (1..4094)

ip_multicast_address]

[ip-address IP_address]

show ip igmp snooping cpe MokasbiBaeT Tabnuuy cootseTcTBUMiA mexay VLAN obopynosa-

vlans [vlan vian_id] vlan_id: (1..4094) HUA, YCTaHOBNEHHOro y nosb3oBaTens, U VLAN ana teneselua-
HUA.

[pumepbl 8bINMN0AHEHUS KOMAHO

Bkntountb pyHKUMio IGMP snooping Ha KommyTaTope. a5 VLAN 6 paspewmnTb aBTOMaTM4YecKoe pac-
NMo3HaBaHWe MOPTOB, K KOTOPbIM MOAK/OYEHbI MHOFO3ApeCcHble MapLLPYTU3aTopbl. YBENYUTb 3Ha-
YyeHue yCTOMYMBOCTM A0 4. YCTaHOBUTb MAaKCMManbHOE BPeMSA OTBETA Ha 3anpoc — 15 cekyHA.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15

5.17.2 Mpasuna 2pynnoeoli adpecayuu (multicast addressing)

[aHHbIM Knacc KOMaHZ npeAHasHayeH A8 334aHWA MpaBuA TPYnMnoBOM aapecauym B CETU Ha
KaHaNbHOM U CeTeBOM YPOBHAX moaenn OSl.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHpurypaumnm nHtepoeiica VLAN:

console (config-if) #
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Tabnumua 143 — KomaHapl pexxmma KoHourypaumnm nHtepoerica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

no bridge multicast mode

-/mac-group

3apaeT permMm rpynnoson nepefayn AaHHbIX.

- mac-group — MHoroagpecHas nepegava, ocHosaHHaa Ha VLAN n
MAC-agpecax;

- ipv4-group — MHOroazpecHasa nepegaya c TMNom GuabTPaLLmm, oc-
HOBaHHbIM Ha VLAN u agpece npueMHuKa B popmare |Pv4;

- ip-src-group — MHOroaapecHaa nepegaya ¢ TMNOM GUAbTPaLUK,
0ocHOBaHHbIM Ha VLAN v agpece oTnpasuTens B popmare |Pv4.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

LOobasnsaet rpynnosoit MAC-aapec B Tabavuy rpynnoeoi agpeca-
LU U cTaTUYeCKM A06aBAAET UK yaanaeT uHTepdeincol U3 rpynneoi.
- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHO’ paccbinku;

- add — gobasnseT cTaTuyeckyto nognucky K rpynnosomy MAC-ag-
pecy AnanasoHa Ethernet-nopTos uau rpynn nopTos.

- remove — yZansaeT cTaTM4eckyto Noanucky K rpynnosomy MAC-ag-
pecy.

MepeuncneHne NHTePHENCOB OCYLLECTBAACTCA YEPEe3 «—» U «,»

Ypansaet rpynnoeoit MAC-agpec 13 Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NOAK/IYEHNE HACTPanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-agpec MHOroaapecHO’ paccbinku;

- add — go6asneHmne nopTa/NMOPTOB B CMNCOK 3aMpeLLEHHbIX;

- remove — yaaneHue nopta/nopToB U3 CANCKA 3anpeLLeHHbIX. Me-
peuncneHne MHTePPENCcoB OCYLLECTBIAETCA YEPE3 «—» U «,»

Ypanaet 3anpeuatoee npasuao ana rpynnosoro MAC-aapeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyaHutio
nepefaya Bcex
MHOr0aZpecHbIX
NMaKeToB 3anpelLLeHa.

PaspelsaeT nepesayy BCEX MHOrOaApecHbIX MaKeToB Ha NopTy.

- add — fob6aenAet nopTbl/06begUHEHHbIE MOPTbI B CMUCOK NOPTOB,
AN KOTOPbIX pa3pelleHa nepesaya BCeX rPYNMNoBbIX NAaKETOB;

- remove — y6upaeT rpynny noptos/o6begMHEHHbIX NOPTOB U3 pas-
pelatoLLero npasuna.

MepeuncieHne MHTEPPENCOB OCYLLLECTBAAETCA HEPE3 «—» U «,».

BoccTaHaBnvBaeT 3HaueHMe No YMOYAHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyaHutio noptam
He 3anpeLeHo
ONHaMUYecKn

npUcoeanHATLEA K
MHOroaapecHom
rpynne.

3anpeLyaeTt NopTy AMHaMMUYECKU L06aBAATLCA K MHOroaapecHom
rpynne.

- add — no6asnAeT NopTbl/06beANHEHHbIE MOPTbI B CMIUCOK NMOPTOB,
O/1A KOTOPbIX 3anpeLLieHa nepegaya BCex rpynmoBbiX NaKeTos;

- remove — y6upaert rpynny noptos/o6begnHeHHbIX MOPTOB U3 3a-
npeLatoLLero npasuna.

MepeynciaeHne NHTepHENCoB OCYLLECTBAACTCA YEPE3 «—» U &, ».

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHUIO.
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bridge multicast ip-address
ip_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyet IP-agpec B Tabavue rpynnosoi agpecaumm u ctatu-
yecku gobasnset/yaanset nHtepdeiicsl U3 rpynnbi.

- ip_multicast_address — rpynnosoi IP-aapec;

- add — gobasnseT NopThbI K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl.

MepeuncneHve MHTePPencoB OCYLLLECTBNAETCA YEPE3 «—» U &, ».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpewaeT NopTy AMHaAMUYECKN [,06aBNAATLCA K MHOrOaApecHoM

rpynne.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — pob6aBneHne NopTa/NOPTOB K CMUCKY 3aMNpeLLeHHbIX;

- remove — yaneHne nopTa/NopToB U3 CAUCKA 3anpeLLeHHbIX.

MepeuncneHne nHTepPHENCoB OCYLLECTBAACTCA Yepes «—» U «,»
Mpexpge uyem onpegenuTb 3anpellieHHble NopThl,
rpynnbl MHOrOaApPeCcHO PaccblIKU A0MKHbI 6bITb 3ape-
rMCTPUPOBaHDI.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

YcTaHaB/MBaEeT COOTBETCTBME Mexay IP-agpecom nonb3osaTens u
rpynnoBbIM aApecom B TabauLe rpynnoBoi agpecaumm, u ctatmye-
cku pobasnset/ypanset nutepdeiicol U3 rpynb.

- ip_address — ncxopHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-agpec;

- add — go6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — yanuTb NOPTbl U3 rpynnbl UcxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT 3anpeT Ha gobasneHune/ypaneHne cooTeBeTcTBUA
mexKay IP-agpecom monb3osaTens W rpynnosbiM afpecom B Tab-
ivue rpynnoBoi agpecaunn Ans onpeaeneHHoro nopra.

- ip_address — vncxoaHbii IP-agpec;

- ip_multicast_address — rpynnosoi IP-aapec;

- add — 3anpet Ha go6asneHune nopTa B rpynny ucxogHoro IP-ag-
peca;

- remove — 3anpeT Ha yAaseHne nopta M3 rpynnbl ucxogHoro IP-
agpeca.

BoccTaHaBnMBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast ipv6 mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipvé mode

-/mac-group

3ajaeT pexum rpynnosoi nepefayu AaHHbIX ana IPv6-naketos
MHOroaZpeCcHOM Pacchiaku.

- mac-group — MHOroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN u
MAC-agpecax;

- ip-group — mHoroagpecHas nepegaya ¢ TMNOM $GuAbTPaL MK, oc-
HOBaHHbIM Ha VLAN u agpece npuemHuKa B popmarte |Pv6;

- ip-src-group — MHOroaapecHaa nepegaya ¢ TMNOM GuUAbTPaUUK,
ocHoBaHHbIM Ha VLAN u agpece oTnpasuTens B popmare IPv6.

YcTaHaBAWBaeT 3HaYeHUe Mo YMONYaHUIO.
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bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyet rpynnosoit IPv6-agpec B Tabavue rpynnosoit agpe-
caumm, u ctaTuueckn fobasnset/yganser nHtepdeicobl U3 rpynnoi.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gobasnseT NopThbI K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl.

MepeuncneHve MHTePPENcoB OCYLLLECTBNAETCA YEPES «—» U &, ».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NOAKAYEHME HACTPanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnoeoit IP-agpec;

- add — go6asneHne nopTa/MOPTOB B CNMCOK 3aMpeLLeHHbIX;

- remove — yaasnieHne nopta/nopTos U3 CNMUCKA 3anpeLLeHHbIX.
MepeuncneHne NHTepHENCcoB OCYLLECTBAAETCA YEPE3 «K—» U «,»

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAuBaeT cooTeeTcTBMe mexay IPvb-aapecom nonb3oBatens
M rpynnoBsbim agpecom B Tabsivue rpynnoBon agpecaumm, U ctatu-
yecku fobasnset/yaanaer uHtepoeicol U3 rpynnbl.

- ipv6_address — vcxogHbin IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — o6aBuTL NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — y4anunTb NOpPTbl U3 rpynnbl MCXogHoro IP-agpeca.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcraHaBavBaeT 3anper Ha gobasneHue/yaaneHve COOTBETCTBUA
mexay IPve-agpecom nosib3oBaTtens 1 rpynrnoBbiM aipecom B Tab-
JMLe rpynnoBoi agpecauun ansa onpeaeneHHoro nopra.

- ipv6_address — vcxoaHbint IPv6-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- add — 3anpeTt Ha fobaBseHne nopTa B rpynny ucxogHoro IPvé-aa-
peca;

- remove — 3anpeT Ha yAaneHue nopTa U3 rpynnbl UCxodHoro IPv6-
afpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢helica epynnsl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..}}

console (config-if) #
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Tabnuua 144 — KomaHap! pexknuma KoHourypauum nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdeicos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBAET NPaBuIO Nepeaadn NakeToB C HEe3aperncTpmpo-
BaHHbIX rPYNMoOBbIX a4Pecos.

- forwarding — nepesasatb He3aperncTpMpoBaHHble MHOroasa-
pecHble NaKeTbl;

- filtering — unbTpoBaTL HE3apPErUCTPUPOBAHHbBIE MHOTOAApEC-
Hble NaKeTbl.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKnmMa rnobanbHoM KOHGUIypauum:

console (config) #

Tabnunua 145 — KomaHabl perkuma rnobanbHoM KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKNOYEHO

BkntouaeT dpuabTpaymio rpynnosbix aLpecos.

OTKAtoYaeT GUAbTPaLLMIO FPYNMOBbIX afpecos.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyHA,

3agaeT Bpema xpaHeHua MAC-agpeca B Tabauvue rnobanbHo.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BK/OUEHO

BkatounTb nsyyeHne MAC-agpecos B saHHOM VLAN.

OTKNoYNTL N3ydeHmne MAC-agpecos B gaHHom VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

hu_port:
(1..8/0/1..32);
group: (1..128)

[ob6asnaeT ucxoaHbvli MAC-agpec B Tabnumuy rpynnosol agpe-
caumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHbli MAC-aapec MOXHO YA4annTb TONbKO C
nomoLlblo KoMaHAbl no bridge address;

- delete-on-reset — fgaHHbLIN agpec yaanutca nocne nepesa-
rPY3KW YCTPOWCTBA;

- delete-on-timeout — gaHHbI agpec yaanuTca no Takim-ayTy;
- secure — AaHHbIM agpec yAanuTCAa TOIbKO C MNOMOLLbIO KO-
maHZabl no bridge address nam nocne Bo3BpaleHMs nopTa B pe-
MM 06yyeHus (no port security).

Yaoanaer MAC-agpec 13 Tabauubl rpynnosoi agpecaunu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | llc sap |
lic-snap pid ] {discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

ethtype:
(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpegaenseT aeicreme 4nA NAaKETOB MHOrOaAPECHOM PacChbiNKK
C 3ape3epBMPOBAHHOIO aapeca.

- mac_multicast_address — rpynnosot MAC-agpec;

- ethtype — Tun naketa Ethernet v2;

- sap —T1n naketa LLC;

- pid — ™vin naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepegatotca B pexkmume bridge.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 146 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Ypanaer craTuyeckue/OMHamMMUYecKMe 3anucu M3 Tabauubl
rpynnoBoi agpecauuu.

- dynamic — yaaneHve auHamm4yeckmx 3anucei;

- secure — yaneHne cCTaTM4eCcKmx 3anmcen.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>

Tabnunua 147 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
] [address mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKasbiBaeT Tabanuy MAC-afpecoB Ans yKasaHHOro nHtepdelica
nnMbo Bcex HTepdencos.

- dynamic — npocmoTp TONIbKO AMHAMUYECKUX 3anucen;

- static — NnpocMOTp TO/IbKO CTaTUYECKUX 3anucei;

- secure — NPOCMOTP TO/IbKO 6e3onacHbIX 3anunce;

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKasbiBaeT KoanyecTso 3anuceit B Tabavue MAC-agpecos ans
yKasaHHoro nHtepdelrica nMbo ana scex MHTephEncos.
- vlan_id — npeHTndMKaunoHHbI Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipbv4_multicast_address |
ibv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ipbv6_source_address}]

vlan_id: (1..4094)

MokasbiBaeT TabaMLy rpynnoBbIx aApecoB A4/1A YKa3aHHOro UHTep-
deica nnbo Bcex nHTepdericos VLAN (KomaHAa AOCTYMNHA TONbKO
ANA NTPUBMNETMPOBAHHOIO NONb30BATENSA).

-vlan_id — vaeHTMdUKaumoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHWKaA;

- ipv6_source_address — IPv6-agpec UCTOYHUKa.
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show bridge multicast MoKasbiBaeT Tabanuy CTaTUYECKUX FPynnoBbIX apecoB A/1s yKa-
address-table static [vlan 3aHHOro UHTepderica Mmbo Bcex nHTepdelicos VLAN.

vlan_id] [address - vlan_id — vaeHTUdUKaumoHHbI Homep VLAN;
{mac_multicast_address | - mac_multicast_address — rpynnosoii MAC-agpec;
ipbv4_multicast_address | - ipv4_multicast_address — rpynnosoti IPv4-aapec;
ipv6_multicast_address] vlan_id: (1..4094) - ipv6_multicast_address — rpynnosoii IPv6-agpec;

[source ipv4_source_address | - ipv4_source_address — IPv4-agpec UCTOYHUKA;
ipv6_source_address] [all | - ipv6_source_address — IPv6-aapec UCTOYHWMKa;

mac | ip] - ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;
- all — npocmoTp nonHoOM Tabanupl.

vlan_id vlan_id: (1..4094) yKaszaHHoro VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

show bridge multicast filtering MokasbiBaeT KoHoUrypaumio GpunbTpa rpynmnosbiXx afpecoB Ana

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

HbIX FPYNMOBbIX a4 PECOB.

te port |

L (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | roup: (1..128);
hundredgigabitethernet group: {%.. !

hu_port | port-channel group] vlan_id: (1..4094)

MokasbiBaeT KoHdurypauuto dunbTpa ANA He3aperncTpuposaH-

show bridge multicast mode MOKa3bIBaeT pexmnm rpynnoBon agpecauuun Ana yKasaHHOro WH-
[vlan vian_id] vlan_id: (1..4094) Tepdelica nnbo scex nHTepoeiicos VLAN.

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.
show bridge multicast OTob6parkaeT npaBwuia, yCTaHOB/IEHHbIE A/1A FPYNMNOBbIX 3ape3ep-
reserved-addresses ) BMPOBAHHbIX aAPECOB.

[pumepbl 8b1M0MHEHUS KOMAHO

e  BKAOUMTBL PUNBLTPALMIO FPYNMNOBbIX afAPECOB KOMMYTAaTOPOM. 3afaTb BpeMa xpaHeHua MAC-aa-
peca 400 ceKyHA, pa3pewnTb Nepesady He3aperncTpMpoBaHHbIX MHOTOaApecHbIX NakeToB Ha 11

nopTy KOMMyTaTOpa.

console # configure

console (config) # mac address-table aging-time 400

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, te0/2
19 224-239.13012.2.8 static te0/1-8

19 224-239.1302.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8
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5.17.3 MLD Snooping — npomoKosa KOHMponAa MHo2o0adpecHo20 mpadguka e IPve

MLD Snooping — MexaHM3M MHOroagpecHom coobleHnit, no3BoNALWNI

MWHMMMU3NPOBATb MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

paccbiIKn

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 148 — KomaHabl rnobanbHOro pexnma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
-/BbIK/IOYEHO

Bkntouyaet MLD snooping.

OTtkatovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet rpynnosoi IPv6-aapec B Tabsiuvue rpynnosoi agpe-
caumu U ctaTvyeckn pobasnset/yganaet uHtepdeiicsl U3 rpynnbl
ana Terkywen VLAN.

- ipv6_multicast_address — rpynnosoi IPv6-agpec;

MepeuncneHne HTephENcoB OCYLLECTBAAETCA YEPEes «—» U «,».

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[obasnaeT npasuno, 3anpeLLatolliee NopTaM 13 CrUCKa PerncrTpm-
poBaTbcA Kak MLD-mrouter.

Yaansaet npasuno, 3anpelLatolLee noptam M3 CNmncka perncTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipv6 mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAKOYEHO

M3y4yaTb nopTbl, NOAKAOYEHHble K mrouter no MLD-query-nake-
Tam.

He n3yyatb nopTbl, NnoAKAtO4eHHble K mrouter no MLD-query-nake-
Tam.
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ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[obaBnseT cnMcok mrouter-nopTos.

YpanseT mrouter-nopTbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mld snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIK/NOYEHO

Bkatountb npouecc MLD Snooping Immediate-Leave Ha Tekyluen
VLAN.

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkyuwei
VLAN.

ipvé mid snooping querier

no ipvé mld snooping querier

-/BbIK/IIOYEHO

BkntouaeT noaaepiKKy BblAaum 3anpocos igmp-query.

OTKAKOYaET NOALEPHKKY BblAAUM 3aNpoCoB igmp-query.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicog) Ethernet, uHmep-
gelica epynnsl nopmos, uHmepgeuca VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdelica Ethernet, uHtepdelica
rpynnbl nopToB U nHTepdeica VLAN:

console (config-if) #

Tabnuua 149 — KomaHapl pexxnma KoHourypaumm nHtepodeiica (gmanasoHa nntepdericos) Ethernet, nHtep-
denca rpynnbl nopTtos, nHTepdeinca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MWUIINCEKYHA,

3agaeT MaKCMMasbHYI0 3aflepXKKy OTBeTa MOC/efdHEero 4jieHa
rpynnbl, KOTOpaAa UCNOab3yeTcA ANA BblHUCNEHUA KOOA MaAKCU-
MasibHOM 3a4epKKn oTeeTa (Max Response Code).

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

ipvé mid
last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3HaueHune
nepemeHHom
robustness

YcTaHaBAMBaeT KOANYeCTBO 3anpocoB., Nocne PacCbl/IKN KOTOPbIX,
KOMMYTATOp onpeaenAaeT, YTo Ha AaHHOM NOPTY HET XKenakwnx
y4acTBOBaTb B MHOI’OEApeCHOf/’I paccbiike.

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.

ipvé mld query-interval value

no ipv6 mid query-interval

value: (30..18000)/125
CeKyH[,

3afaeT MHTepPBan PacCbiIKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HaueHue no YMONYaHUIO.

ipvé mid
query-max-response-time
value

value: (5..20)/10

3apaer MaKCUMaNbHYO 3a4EPKKY OTBETA, KOTOpPaA NCNOJIb3yeTcA
anAa BblYMCNEHMI KO4a MaKcMMmanbHoM 3a4epXKKU OoTBeTa.

no ipv6 mid CeRYHA BoccTaHaB/IMBaAET 3HaYeHWe Mo YMONYAHUIO.
guery-max-response-time
ipvé mld robustness value YcTaHaBAMBaeT 3HayeHMe KoadpPpuumeHTa OTKa3oyCTOMUYMBOCTY.
Ecnv Ha KaHane HabnogaeTca NoTepa AaHHbIX, KO3PPULMEHT OT-
value: (1..7)/2

no ipvé mld robustness

KaSOVCTOl:NVIBOCTM A0/1XKeH 6bITb yBeNn4eH.

BoccTaHaBivBaeT 3HavYeHMe No YMOJTHAHWUIO.

ipvé mid version version

no ipvé mid version

version: (1..2)/2

YcTaHaB/IMBaeT BEPCUIO NPOTOKOA, AEWACTBYIOWYIO Ha AaHHOM
UHTepodeiice.

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.
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KomaHOwbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 150 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoAYaHUto

KomaHda

show ipv6 mld snooping OTobparkaeT MHGOPMaUUIO O 3aperncTPUPOBAHHbBIX FPynnax B Co-
groups [vlan vian_id] [address OTBETCTBUM C 334aHHbIMM B KOMaHAe NapameTpamu GpunbTpauunn.
ibv6_multicast_address] - ipv6_multicast_address — rpynnosoi agpec IPv6;

[source ipv6 _address] - ipv6_address — IPv6-agpec UCTOYHMKA.

vlan_id: (1..4094)

OTtobparkaeT MHdopmaumio o KoHourypauum MLD-snooping ana
AaHHoM VLAN.

show ipv6 mld snooping

interface vian_id vian_id: (1..4034)

show ipv6 mld snooping OTobparkaeT MHGopMaLMio 0 mrouter-nopTax.

mrouter [interface vian_id] vlan_id: (1..4094)

5.17.4 ®dyHKyua oepaHuyeHua multicast-mpaduka

®YHKUMKM orpaHnyeHmsa multicast-Tpaduka ncnonbayrotcs gna yaAobHOM HACTPOMKM OrpaHMuYeHus
NPOCMOTpPA OnpeAeneHHbIX FPynn MHOroaApecHOM PacchIIKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobanbHON KoHPUrypaumm:
console (config) #

Tabnuua 151 — KomaHabl pexknma rnobanbHoN KoOHPUrypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
multicast snooping profile Mepexon, B pexxum KoHdurypaumm multicast-npoduna.
profile_name
no multicast snooping pro- profile_name: (1..32) YaanuTb yKaszaHHbIid multicast-npoduns.
file profile_name CMMBO/IOB l Multicast-npodunb moxKeT 6bITb yAaneH TONbKO No-
. cne Toro, Kak 6yaeT oTBA3aH OT BCEX NOPTOB KOMMY-
TaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum multicast-npoduna:
console (config-mc-profile) #

Tabnnua 152 — KomaHabl pexkmuma KoHourypauum multicast-npoduna

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro
match ip low_ip [high_ip] low_ip: BannaHbIi mul- 3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpec; ticast-agpecos.
no match ip low_ip high_ip: Baananbii mul- | Yaanaer cootsetctane npoduna ykasaHHoMy auanasoHy |Pv4
[high_ip] ticast-anpec multicast-agpecos.
match ipvé low_ipv6 3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPve mul-
[high_ipv6] ticast-agpecos.
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no match ipv6 low_ipv6
[high_ipv6]

low_ipv6: BanngHbiii IPv6
multicast-agpec;

high_ipv6: BanngHbiii IPv6
multicast-agpec

YpanseT cooTBetcTBue npoduas ykasaHHOMY AmanasoHy IPv6
multicast-agpecos.

permit

no permit

-/no permit

B cnyyae HecooTBeTCTBMA OAHOMY M3 3afaHHbIX AManNasoHOB,
IGMP-report 6yayT nponyckaTbcs.

B cnyyae HecooTBETCTBMSA OAHOMY M3 3a[aHHbIX A4ManasoHoB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHduUrypauumn nHtepdeiica:

console (config-if)#

Tabnnua 153 — KomaHabl perkuma KoHourypaumm nHtepdelica (amanasoHa nHtepodeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

multicast snooping max-
groups number

no multicast snooping
maxgroups

number (1..1000)/-

OrpaHMuYMBaeT KOAMYECTBO OA4HOBPEMEHHO MpOCMaTpuBae-
MbIx multicast-rpynn ana nHtepoeiica.

CHMMaeT orpaHMYeHne Ha KOANYecTBO OAHOBPEMEHHO Mpo-
CMaTpUBaeMbIX rpynn ana nHtepdeiica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CUMBO/I0B

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K HTepdelicy.

Ypanaetr cootBercTBue multicast-npodumna (eBcex multicast-
npoduneit) nHTepdeicy.

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 154 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show multicast snooping
groups count

OTo6paskaeT MHGOPMALMIO ANA BCEX MOPTOB O TEKYLLEM KO-
NNYecTBe 3aperMcTPMpPOBaHHbIX FPYNM, a TakKe MaKcumasb-
HOe BO3MOXHOE KOMYecTBo.

show multicast snooping
profile [profille_name]

profile name: (1..32)
CUMBOJIOB

OTobparkaeT nHpopmaumio o multicast-npodunsax, Kotopbie
6bI2IM CKOHUTYPMPOBaHbI.

5.17.5 RADIUS-aemopu3ayus 3anpocos IGMP

[JaHHbIV MexaHW3M NO3BOIAET NPOM3BOAUTL aBTOPM3aLMIO 3anpocoB NpoTokona IGMP ¢ nomolubto
RADIUS-cepBepa. Ana obecneyeHns HadeXHOCTU U pacrnpefieNeHUs Harpyskm MOKET UCNo/b30BaTbCA
HeckonbKo RADIUS-cepsepoB. Bbibop cepBepa Ans OTNpaBKM 0O4YepeaHOro 3anpoca aBTopU3aLuu
NPOUCXOAMUT CNyYaiHbIM 0bpasom. Ecim cepsep He 0TBETMA, OH NOMEYaeTcA Kak BpeMeHHO Hepabounit, u
nepectaeT y4yacTBOBaTb B MeXaHM3Me ofnpoca Ha onpefesieHHbI nepuoj, a 3anpoc OTCbINAeTcs Ha

cnegyrowmii cepsep.

MonyyeHHble aBTOPM3ALMOHHbIE AaHHbIE XPaHATCA B K3W-NaMATM KOMMYyTaTopa B TeuyeHue
3af.aHHOro NepMoaa BpemeHu. ITo NO3BOAAET YCKOPUTL MOBTOPHYI0 06paboTKy IGMP-3anpocos.
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MapameTpbl aBTOpPM3aLMKM BKAKOYAIOT B CebA:

=  MAC-agpec KNIMEHTCKOrO YCTPOMCTBA;
=  WpeHTndUKaTop nopTa KOMMYTATOPA;
= |P-agpec rpynnbl;

= PelweHue o goctyne - deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmposaHma:
console (config) #

Tabnuua 155 — KomaHabl pexxnma rnobanbHoro KoHGUrypupoBaHma

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa Aeiicmeue

ip igmp snooping authoriza-
tion cache-timeout timeout

YcTaHaBAMBaeT BPeMA XU3HM B Kawe. Ecan 3HaveHune
PaBHO HY/I0 — OTCYET BPEMEHW XKU3HWN OTKNOYEH (3aI'II/ICb

timeout: (0..10000) He yaanaeTca co BpemeHem).

— . " MnH/0
no ip igmp snooping authori-

. . YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM pexmnma KoHOUIYpUpoBaHUA nHTepdelica:
console (config-if) #

Tabnunua 156 — KomaHabl pexkuma KoHourypmuposaHus nHtepdelica Ethernet

3HayeHue/3HayeHue

KomaHda

110 yMOAYAHUIO

Aelicmeue

multicast snooping
authorization radius

Bkntoyaet aBtopusaumto 4vepes RADIUS-cepsep. Ecaum
YKasaH napameTp required, To B c/lyyae HegOCTYMHOCTU

[required] Bcex RADIUS-cepsepos IGMP-3anpocbl MTHOPUPYHOTCA.
-/OTKNIOYEHO B npotusHom cnyyae IGMP-3anpoc 6yaetr obpaboTaH
[OaXe Npu OTCYTCTBMM OTBETa cepBepa.
no multicast snooping OTK/ItoYEeHMe aBTOpM3aLUM.
authorization
i A BkntoyaeT npeasaputenbHyto 06paboTky IGMP-3anpocos
multicast snooping
R i ! Ha nopty go otseta RADIUS-cepsepa. Mo noayyeHuun
authorization forwarding-first
OoTBETa OT CepBepa B C/lyyae MOJIOKUTENIbHOrO OTBeTa
nognucka octaeTca, B C/ly4yae OTPULATENbHOMO —
-/oTKNtO4EHO

no multicast snooping
authorization forwarding-first

yAanAeTcs, ecav AOMNOJHUTENbHO HacTpoeHa GyHKUMA ip
igmp snooping immediate-leave.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO.

KomaHOwbl pexcuma EXEC

Bce KOMaHAb! AOCTYMHbI TOABKO 418 NPUBUAETMPOBAHHOIO NOJIb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 157 — KomaHap! pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port ]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);
twe_port: (1..8/0/1..120);

hu_port: (1..8/0/1..32)

OTobparkaeT coaepXumoe Kalla asTopusaummn IGMP.
Ecamn B KOmaHZe yKasaH uHTepdeic — To oTobpaxkatotca
TONIbKO Te rpynmnbl, KOTOpble 3aperncTpupoBaHbl Ha
yKa3aHHOM nHTepdelice.

clear ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet

gi_port: (1..8/0/1..48);

OunLaeT Kaw aBTopu13aLmuu.

Ecav B KOMaHAe YyKasaH uHTepdelc — Kaw-3anucu
OUMLLAIOTCA ANA YKa3aHHOro HTepdeiica.

Ecnun nHtepdeic He yKaszaH — K3l 0YMLLAETCA MNOJIHOCTBHO.

te_port: (1..8/0/1..4);

te_port |

= . twe_port: (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32)
twe_port |
hundredgigabitethernet
hu_port]

5.18 MapuwpyTt1Msauma mHoroagpecHoro tpadpuka

5.18.1 NMpomokon PIM

PIM — npoToKon mHoroazpecHon mapLupytusaumm ans IP-ceteit, co3aaHHbIn Ans pelleHns npobaem
rpynnosoin mapupytmsauun. PIM 6asvpyeTtca Ha TPaAMLMOHHbLIX MapLpPYTHBIX MPOTOKOMAX (Hanpumep,
Border Gateway Protocol), Bmecto TOro, 4ytobbl co3gaBaTb COBCTBEHHYIO ceTeByl Tonosoruio. PIM
ucnosbdyet unicast-tabavuy MapwpytMsaumm ana nposepkn RPF. 3Ta nposepka BbINosHAETCS
MapLLpyTU3aTopamu, 4Tobbl yoeamTbes, YTo nepesadya MHOroaApecHoro TpaduKa BbIMNOAHAETCA NO NyTK
6e3 netenb.

RP (rendezvous point) — Touyka paHAeBy, Ha KOTOpoi 6yayT PerucTpMpoBaTbCA MCTOUYHUKMU
MHOroagpecHbIX MOTOKOB M CO34aBaTb MapLUPYT OT UCTOUYHMKA S (ceba) ao rpynnsi G: (S, G).

BSR (bootsrtap router) — mexaHunsm cbopa nHbopmauum o RP KaHgmaaTax, GopMnpoBaHUM CNMUCKa
RP pona KarKooOW MHOroagpecHoi rpynnbl M OTNpaBKa CNKUCKa B npegenax gomeHa. KoHowurypauwma
MHOTroaapecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM peXmnma rnobanbHOM KOHPUrypaLmm:
console (config) #

Tabnnuya 158 — KomaHab! perknma rinobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

BKAOYMTb MHOroaApecHyo maplpytmsauunto, npotokon PIM Ha
BCEX MHTepdeicax.

ip multicast-routing pim
-/MNo ymon4aHuio

bYHKUMA BbIKNIOYEHA

no ip multicast-routing pim OTKNOYUTb MHOFOQAPECHYHO MapLUpPyTM3aLmio U NnpoTokon PIM.

Bk/tounTb ana IPv6 MHOroagpecHyto mapLupyTM3aLLmio, MPOTOKO
PIM Ha Bcex uHTepdericax.

ipvé multicast-routing pim -/To ymon4aHuio

bYHKLUMA BbIKAOYEHA
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no ipv6é multicast-routing pim

OTKNOYNTL ANnAa IPv6 MHOroagpecHyo MapLipyTU3aumio u NpoTo-
Kon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ip_address — BanngHbii IP-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopuTert.

OTKAKOYEHMEe JaHHOro NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:

YKasaTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanngHblvi IPv6-agpec KommyTaTopa;
- mask — macka noacetu;

(0..192)/0 - priority_num — npuopwuTeT.
no ipv6 pim bsr-candidate OTKNOYEeHMe AaHHOTo NapameTpa.
ip pim dm {range BKAOUNTE MapLUpYTU3aLMIO 334aHHOMO AMaNa3oHa My/IbTUKACT-
multicast _subnet | default} HbIX rpynn B pexkume PIM-DM.
- multicast_subnet — mHoroagpecHas noacetb;
- default — onpegenset ananasoH B 224.0.1.0/24.
) KomaHAy MOXHO BBeCTU HECKO/IbKO pas, 3a4aB He-
V CKONIbKO ANana3oHoB.

no ip pim dm {range OTKNOYUTD AAHHbIN NapameTp.
multicast _subnet | default}
ip pim rp-address CospaHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
unicast_address MOHO YKa3aTb MHOroagpecHyto NoaceTb s aaHHoM RP.
[multicast_subnet] - unicast_addr — IP-appec;

- - multicast_subnet — mHoroapecHas noaceTb.
no ip pim rp-address YaaneHue ctatuyeckoit RP unun yaanenune RP gns ykasaHHom nog-
unicast_address ceTu.
[multicast_subnet]
ipv6 pim rp-address Co3paHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
ipv6_unicast_address MOKHO YKa3aTb MHOTOaZpecHyto NoaceTb Aas aaHHoM RP.
[ipv6_multicast_subnet] - ipv6_unicast_addr — IPv6-aapec;

- - ipv6_multicast_subnet — mHoroagpecHasa noaceTb.
no ipv6 pim rp-address YpaneHue ctatuyeckolt RP unu yaanenune RP ans ykasaHHom nog-
ibv6_unicast_address ceTu.
[ipv6_multicast_subnet]
ip pim rp-candidate CospaHue KaHaupaTa ans Rendezvous Point (RP)
unicast_address [group-list . - unicast_addr — IP-agpec;

. - . acc_list: (0..32) . o

acc_list] [priority priority] AMEONa - acc_list — cnMcoK MHoOroagpecHbix npeduKcoB, 3a4aBaemblii C

[interval secs]

priority: (0..192)/192;
secs: (1..16383)/60

nomoubto ctaHaaptHoro ACL;
- priority — NpUOPUTETHOCTb KaHAMAATa;
- secs — nepuog, oTNpaBKu COOBLLEHUIA.

no ip pim rp-candidate ceryra OTKAlOYEeHMe JaHHOro NnapameTpa.

unicast_address

ipv6 pim rp-candidate Co3paHune KaHguaata ans Rendezvous Point (RP)
ibv6_unicast_address . - ipv6_unicast_addr —IPv6-agpec;

[group-list acc_list] [priority accc_::i:‘;(()gjz) - acc_list — cnMCOK MHOroaZpecHbix NpedrKcoB, 3a4aBaemblil C

priority] [interval secs]

no ipv6 pim rp-candidate
ibv6_unicast_address

priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

NoMoLLbto cTaHAapTHoro ACL;
- priority — NPUOPUTETHOCTb KAaHAMAATA;
- Secs — nepuog, oTNpaBKu COOBLLEHMNA.

OTKNtOYeHMe AaHHOro napameTtpa.

ip pim ssm {range
multicast_subnet | default}

no ip pim ssm [range
multicast_subnet | default]

YKa3aTb MHOrOaApecHyto NoaceTb

- range — yKa3aTb MHOIoaApecHyto NoAceTb;

- multicast_subnet — MHOroaapecHas NoAceTb;
- default — ykasatb ananason 8 232.0.0.0/8.

OTKNtOYeHMe JAaHHOTo napameTtpa.

ipv6 pim ssm {range
ipbv6_multicast_subnet |
default}

YKa3aTb MHOroaApecHyto NoaceTb

- range — yKasaTb MHOFOaPECHYIO NOACETb;

- ipv6_multicast_subnet — mHOTrOaapecHan NoaceTb;
- default — ykasatb ananason 8 FF3E::/32.

no ipv6 pim ssm [range
ipv6_multicast_subnet |
default]

OTKNtOYEHMEe JaHHOro NapameTpa.
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ipv6 pim rp-embedded

no ipv6 pim rp-embedded

-/BKOYEHO

BK/IIOUMTL pacluMpeHHbIin ¢pyHKLmMoHan rendezvous point (RP).

OTKNOYUTL paclUMpeHHbI GyHKLMOHan rendezvous point (RP).

ip multicast multipath {group-
paths-num | group-next-hop}

no ip multicast multipath

-/BbIK/IIOYEHO

BKntoyaeT 6anaHcMpoBKy nakeTos PIM Join B cTopoHy gocTyn-
HbIX RP.

- group-paths-num — metog 6anaHCMPOBKK, NPU KOTOPOM
xew $yHKUMA, NoACYMTaHHAA Ha OCHOBe afpeca rpynnol, Ae-
nntca no moaynto Ha N, rae N — KoanyecTso JOCTYNHbIX RP.

BbiweyKasaHHbIi meTog Heo6XoaAum ANA KOPPEKTHOIA
l pabotbl 6anaHcUpoBKu npu MUCNoNb30BaHUN
- EVPN/VXLAN. Ha npakTuKe OH NPUBOAUT K KCUHXPOHMU-
3auuu» VTEP u BbiGopy ogHoro u Toro ke RP gns ot-
npaBKu TpadMKa KOHKPETHOM rpynnbl.

- group-next-hop — meTos 6an1aHCMPOBKK, NPU KOTOPOM MOA-
cyet xew QyHKUMKM BasmpyeTca Ha agpece rpynnbl U agpece
next-hop.

Mo ymonuyaHuio B cnyyae HanMumsa B Tabauue mapupyt-
! Tnsauum 6onee ogHoro mapuwpyta go RP, PIM Join ot-
npasasneTca B cTOpoHy PIM cocepa ¢ Hanbonbwum IP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica Ethernet, VLAN, epynnsi nopmos

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-if)#

Tabnunua 159 — KomaHabl pexkuma KoHourypaumm nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

no ip (ipv6) pim dr-priority

(0..4294967294)/1

3HavyeHue/ 3HayeHue .
KomaHda / Aeiicmeue
no ymoa4aHuro

ip (ipv6) pim BkntoyeHue PIM Ha uHtepdelice.

- - -/BK/IIO4EHO -
no ip (ipv6) pim BbikntoueHue PIM Ha uHTepdeiice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepeaayvy BSR-coobuieHnin ¢ nntepdelica.

A -/oTKNtOUEHO
no ip pim bsr-border OTKAKOYeHWe 4aHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKaszaHue npuopuTeta gaa sbibopa DR-poyTepa.

iorit - priority — npuoputeT DR-poyTepa onpeLenstowmii, KTo U3 Kom-
priority:

myTaTopoB ctaHeT DR-poyTepom. KommyTatop ¢ Haumbosbwmm
3HayeHuem ctaHeT DR-poyTepom.

Bo3BpalaeT 3Ha4yeHMe No YMOAYAHMUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpasku hello-nakeTos.
- sec — nepuog otnpasku hello-nakeTos.

Bo3BpalyaeT 3Ha4yeHne No yMOIYaHUIO.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKasaTb MHTepBas, B TeYeHNe KOTOPOro KOMMYTaTop OTCblinaeT
join nnu prune-coobuieHuns.
- interval — nepvnog, BpemeHu OTNPaBKK join, prune coobLieHN.

no ip (ipv6) pim neighbor-filter

- - CeRYHA,
no ip (ipv6) pim Bo3BpaluaeT 3Ha4YeHWe No YMOYAHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbtpauma exoaawmx PIM-coobLueHuit.
acc_list acc_list: (0..32) - acc_list — cnMcoK aapecos, Ha OCHOBE KOTOPbIX NPOM3BOAMUTCA
cumBona dunbTpauma.

OTKNtOYeHMe AaHHOro napameTtpa.

ip igmp static-group group-
address [ sourse sourse_addr ]

no ip igmp static-group group-
address [ sourse sourse_addr ]

BKkAtounTb CTaTMyeckuin 3anpoc multicast-rpynnbl Ha UHTep-
deiice.

- group_address — |P-agpec rpynnbi;

- source_addr — IP-agpec UCTOYHMKA rpynnbl.

l Ha uHtepdeiice aomxeH 6biTb BKAKOYEH PIM.
.

BbIKNIOUUTL CTaTUYeCKUiA 3anpoc multicast-rpynnbi.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 160 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

[RP_addr]

show ip (ipv6) pim rp mapping

OTobparkaeT akTMBHble RP, cBA3aHHble C MapLpyTHOW nHbopma-
umen.
- RP_addr — IP-apgpec.

show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

vlan vian_id]

hu_port | port-channel group|

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).

OTobparkaeT MHdopmaumio o PIM-coceanx.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet

on | state-off]

hu_port | vlan vian_id |state-

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).

OT1obparkaeT MHdopmaumio no PIM-uHTepdeicam:
- state-on — oTobparkaeT Bce MHTepdeiicol, rae BrAYeH PIM;
- state-off — oTo6parkaeT Bce nHTepdelicol, rae BoikatoueH PIM.

[group_address]

show ip (ipv6) pim group-map

OTo6parkaeT TabauLy NPUBA3KM MHOTOaAPECHbIX rpynn.
- group-address — aapec rpynnbl.

show ip (ipv6) pim counters

OTobparkaeTt cogepkmmoe PIM-cyeTynkos.

show ip (ipv6) pim bsr election

OTobparkaeT nHdopmavumio o BSR.

show ip (ipv6) pim bsr rp-cache

OTo6parkaeT MHPOPMaLMIO O U3yYeHHbIX KaHauaaTtax 8 RP.

show ip (ipv6) pim bsr
candidate-rp

OTobparkaeT cocTosiHMe KaHaMAaaTos B RP.

clear ip (ipv6) pim counters

O6HynseT PIM-cyeTymku.

[Mpumep UCnoab308aHUS KOMAHO

e bBasoBan HacTpolika PIM SM c ctatyeckum RP (1.1.1.1). NpeaBapuTenbHO A0KeH BbiTb HAaCTPOEH
NPOTOKOA MapLIpyTM3aL UK.

console# configure

console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.18.2 ®yHkyusa PIM Snooping

®dyHKuuMa PIM Snooping ncnonb3yeTca B CeTAX, IAe KOMMYTAaTOp MCNOAHAET ponb L2-ycTpoicTsa
mexay PIM-maplpyTtusatopamm.

OcHoBHoOW 3aga4veit PIM Snooping asnaeTca npeaocTtaBieHNe MHOroaapecHoro TpadmKka ToNbKo
0151 TeX MOPTOB, C KOTopbIX bblnn nonydyeH PIM Join, PIM Register.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnnua 161 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMmoA4aHuio

KomaHoa

Hleilicmesue

ip pim snooping
— /BbIK/IIOYEHO

PaspewunTtb ncnonbsosaHue ¢yHKuMmM PIM Snooping KommyTaTo-
pom.

no ip pim snooping

3anpeTuTb NCNoNb30BaHUE QYHKLUMU

ip pim snooping vlan
vlan_id
vlan_id: (1..4094)

PaspewunTb ncnonbsoaHune ¢yHKUMM PIM Snooping KommyTaTo-
pom gns gaHHoro uHtepdeiica VLAN.
vlan_id — naeHTMPUKaAUMOHHBI Homep VLAN.

no ip pim snooping vlan
vlan_id

3anpeTuTb McnonbzoBaHne ¢yHKUMKM PIM Snooping KommyTaTo-
pom gns gaHHoro uHtepdeiica VLAN.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnnua 162 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHOoa

Aeilicmeue

show ip pim snooping

MoKa3aTb 061yt MHPOPMALMIO O HACTPOMKAX.

show ip pim snooping vlan

vian_id vlan_id: (1..4094)

MoKa3aTb CTaTUCTUKY KOHTPOA MHOToaApecHoro Tpaduka B
OaHHOoM vlan.

show ip pim snooping groups

MoKa3aTb CNMCOK 3aperncTpMpPOBaHHbIX rpynmn.

sh ip pim snooping neighbors

MoKa3aTb CNUCOK 3aperMcTPUpPoBaHHbIX y4acTHUKOB PIM.

5.18.3 NMpomokon MSDP

MpoToKon O6Hapy*KEeHUA WMCTOUYHMKOB MHOroagpecHol paccbiikm (MSDP) ucnonbsyetca ans
obmeHa MHopmaument 06 nctodHnkax Multicast-tpadmka mexgy pasHoimu PIM-gomeHamm. MSDP-
coeauHeHue 06bIYHO yCTaHaBAnBaeTca mexay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rno6anbHon KoHGUrypaumm:

console (config) #

Tabnnuya 163 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue
no ymoan4yaHuro

KomaHda

Aelicmeue

router msdp

BkntounTtb npotokon MSDP 1 nepeiT B peknMm ero KoH-
durypaumu.
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no router msdp

OcTtaHoBUTb NpoToKon MSDP 1 yaanutb BClO ero KoHpury-
pauuto.

KomaHObI pexcuma KoHgu2ypayuu npomokosad MSDP

BuAa 3anpoca KOMaHAHOM CTPOKM B pexknume KOHPUrypaumnm npotokosna MSDP:

console (config-msdp) #

Tabanuya 164 — KomaHabl pexkmma KoHpurypaumm npotokona MSDP

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aeilicmeue

connect-source ip_address
-/IP-agpec He HasHaueH

no connect-source

HasHauutb IP-agpec, KoTopbli ByaeT MCNonb3oBaH B KayecTse
ncxoaawero npu coeamHeHnn ¢ MSDP-nupom.

YCTaHOBWTb 3HauYeHue no YMO4aHUIO.

cache-sa-holdtime secs secs: (150..3600)/150

CeK

no cache-sa-holdtime

YCcTaHOBUTb Bpems xusHu SA-3anucu B KaLle.

YCTaHOBWUTb 3HAYEHWE NO YMONYAHMIO.

holdtime secs

secs: (3..150)/75 cek

no holdtime

YcTaHoBUTbL Taimep holdtime. Eciv B TeyeHue 3Toro Bpe-
MeHU He byaeT npuHATo keepalive-coobueHune, To coegm-
HeHue ¢ cocegom cbpacbliBaeTcs.

YCTaHOBUTb 3HaYeHue No YMO/THaHUIO.

keepalive secs
secs: (1..60)/30 cek

no keepalive

YCTaHOBUTL WHTEpPBan Mmexay oTtnpasBkoi keepalive-
coobueHnn.

YCTaHOBUTb 3HaYeHue no YMO/THaHUIO.

originator-ip ip_address
-/IP-agpec He Ha3HauyeH

no originator-ip

HasHauuTtb IP-agpec, ncnonbayemolt B KayecTse agpeca RP
B MCX0o4AaLWMX coobuieHmax SA.

YCTaHOBWTb 3HAYEHUE NO YMOAYAHMIO.

peer ip_address

no peer ip_address

[o6aButb B KOHbUrypaumo MSDP-nMp 1 BONTK B pexXum
ero KoHdurypaumm.

Yaanutb MSDP-nnp.

KomaHObI pexcuma KoHguypayuu MSDP-nupa

Buna 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumm MSDP-nmpa:

console (config-msdp) #

Tabnunua 165 — KomaHabl pexkuma KoHpurypauum MSDP-nmpa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

connect-source ip_address
—/IP-aapec He Ha3Ha-

YeH

no connect-source

HasHauuTb IP-agpec, KoTopblit ByAeT MCNONb30BaH B KayecTse UC-
xogAawero npu coeanHeHnn ¢ MSDP-nnpom.

YCTaHOBUTb 3Ha4YeHuMe no YMO/THaHUIO.

description text

— text: (1..160) cumBona
no description

3apatb onucaHne MSDP-nmpa.

Ypanutb onucaHume.

mesh-group name

name: (1..31) cumBona

no mesh-group

LOob6asutb cocega K MESH-rpynne.

Ypanutb cocega.
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sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

sec_num:
(0..4294967294)

Co3patb Npasuao puabTpaumm SA-coobLLEeHNI:

- permit — paspelatoLlee NpaBuao GuUabTpaLmm;

- deny — 3anpeuiatouiee npasmno GuabTpaLmu;

- sec_num — HoMep CeKLUn Npasuna;

- ip_addr_rp — ¢unbTpaums no agpecy RP;

- ip_addr_gr — ¢unbTpayma no agpecy rpynnbi;

- ip_addr_src — ¢wunbTpauma no agpecy uctoyHmnka Multicast-
Tpaduka.

no sa-filter { in | out }
sec_num

YaanseT co3gaHHyIo CEeKLMIo npaBua.

shutdown
—/BbIK/IIOYEHO

AOMWHUCTPATUBHO BbIKAOYUTL ceccunto ¢ MSDP-nupom, He yaa-
NAs ero KOHPUrypaumm.

no shutdown

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 166 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

KomaHda

Aelicmeue

show ip msdp peers [ ip_addr]

MokasaTb MHGOPMaALMIO O HAaCTPOEHHbIX MMpax, cTaTyce coeam-
HeHWA, HacTPOMKax NMPOB, a TaK¥Ke CTaTUCTUKY 0bMeHa cooblue-
HUAMK NpoTokona MSDP

- ip_addr — IP-agpec nupa.

show ip msdp source-active

MoKasaTtb cogepknmoe Kawa SA.

show ip msdp summary

MNMokasaTb cymmapHyto nHbopmaumto npotokona MSDP.

clear ip msdp counters

OBHYNUTb CHETUUKM.

clear ip msdp peers [ ip_addr]

MNepeycTtaHoBUTb coeanHeHusa ¢ MSDP-nnpamm
- ip_addr — 1P-appec nupa.

5.18.4 ®dyHkyua IGMP Proxy

®PyHKLMA MHOroafpecHon MmapLipyTUsaLmm

IGMP Proxy npegHasHayeHa A4na peanusauum

YNPOLLEHHOW MapLpyTM3auUM MHOFOQZPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBaaeMon Ha OCHOBaHUMU
npotokona IGMP. C nomouwbto IGMP Proxy ycTpoilcTBa, He HaxoAallMecA B OAHOM CETU C cepBepom
MHOT0a4pPEeCHON PacChI/IKN, UMEIOT BO3MOXKHOCTb MOAKAOYATLCA K MHOTOQAPECHbIM Fpynnam.

MapLpyTmMsauma OCyLecTBAAETCA MexKay WHTepdelicom BblwecTtoAwen cetn (uplink) wu
nHTepdelricamm Hukectoawmx ceteit (downlink). Mpu atom Ha uplink-uHTEpdeitce KommyTaTop BeaeT ceba
Kak 06blYHbIA MnoJsiydaTenb MHoroagpecHoro Tpaduka (multicast client) n dopmupyeT cobcTBeHHble
coobuweHnn npotokona IGMP. Ha mHTepdeiicax downlink kKommyTaTop BbICTynaeT B KayecTBe cepsepa
MHOTroagpecHoOM paccbinku U 0bpabaTtbiBaeT coobuieHna npoTokoaa IGMP OT yCTpOICTB, NOAKNOUYEHHDIX K
3TMM MHTepdeicam.

v
Y

Konunuecteo nogpep:kmMBaembix rpynn MHOroaapecHoi paccbiiku npotokonom IGMP Proxy
yKasaHo B Tabnuue 9.

IGMP Proxy nogaep*usaet go 512 downlink-untepdeiicos.
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V OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- | - IGMP Proxy He noaaep)XuBaeTca Ha rpynnax arperauuu LAG;

- MOXKeT 6bITb onpeaeieH TobKO OA4UH MHTepdeiicC BbILLEeCToALLEN CeTH;

- Npu ucnonb3oBaHumn Bepcumn V3 npotokona IGMP Ha uHtepdeiicax K HUMKeCcToALLEeN ceTu,
obpabaTtbiBaloTcA TONbKO 3anpocbkl Tuna exclude (*,G) u include (*,G).

KomaHOb! pexcuma 2106aa6HoU KOHU2ypayuu

Bua, 3anpoca KOMaHAHOW CTPOKM peXxnma rnobaibHoM KOHPUrypaumm:
console (confiqg) #

Tabanua 167 — KomaHabl perknuma rnobanbHom KoOHPUrypaumm

3HayeHue/3HayeHue

Aelicmeue
10 yMon4YaHuio

KomaHda

PaspeluaeT paboTy mapLipyTM3aLmMm MHOTOaApecHbIX AaHHbIX Ha
CKOHPUIypUpOBaHHbIX MHTepdeicax.

ip multicast-routing
igmp-proxy
no ip multicast-routing

-/MNo ymon4aHuio
DYHKLMA BbIKAIOYEHA

3anpewaeT paboTy MapLIpyTU3aLMM MHOFOAAPECHbIX AaHHbIX Ha
CKOHOUIYpPMpPOBaHHbIX HTepdelicax.

KomaHObI pexcuma KoHguaypauuu uHmepaelicos Ethernet, VLAN, uHmepgelica 2pynmnsl nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHdurypaumm uHTepdeiicos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 168 — KomaHabl pexkmma KoHourypaumm nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuwo

KomaHoa

KoHdurypupyemblin nHtepdeic anaetca nHTepdbencom K Huxke-
crosen cetn. KomaHaa HasHavaet cBasaHHbIN uplink-uHTepdeiic,
Y4acTBYIOLMI B MapLIpYTU3ALUN.

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

twe_port | . )
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128);

_port 1P group vlan_id: (1..4094)
vlan vian_id}

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKAOUNTL 3aWMTY NO HUCXoAALWeMY MHTepdeiicy. IPv4 multicast-
TpaduK, nocTynatowmii Ha nHTepdelic, He byaeT nepeHanpaseH.

OTKAOUUTB 3aLLMUTY NO HUCXOAALLEMY UHTepdeiicy.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BKNIOUMTL CTATMYECKUit 3anpoc multicast-rpynnbl Ha WHTep-
deiice.

- group_address — IP-agpec rpynnbl;

- source_addr — IP-agpec UCTOYHMKa rpynnbl.

’ Ha uHtepdeiice aonxeH 6biTb BKAOUYEH IGMP Proxy.
.

BbIK/NOYMTL CTaTUYECKMM 3anpoc multicast-rpynnbl.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 169 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

- ip_multicast_address — IP-apgpec rpynnbi;
- ip_address — IP-agpec UCTOYHWMKA;

pecHol Tabanue mapwpyTmsaumm.

KomaHoa Aelicmeue
no ymosn4aHurw
show ip mroute - KomaHaa npeaHasHadeHa Ans NPoCcMOoTpa CMMCKOB MHOroagpec-
[ip_multicast_address HbIX rpynn. BoamoxeH BbIGOp rpynn no agpecy rpynnbl UAn no
[ip_address]] [summary] agpecy UCTOYHMKA MHOTOAAPECHbIX SAHHbIX.

- summary — KpaTKoe COAep}KaHMe KaK4oW 3anmcu B MHOroas-

show ip igmp-proxy interface gi_port: (1..8/0/1..48); | Undopmaums o ctaTyce IGMP-proxy npuUMeHUTENbHO K UHTEp-
[vlan vian_id | gigabitethernet te_port: (1..8/0/1..48); | deiicam.

gi_port | tengigabitethernet twe_port:

te port | (1..8/0/1..120);

twentyfivegigabitethernet hu_port: (1..8/0/1..32);

twe_port | group: (1..128);

hundredgigabitethernet vlan_id: (1..4094)

hu_port | port-channel group]

[pumepbl 8b1M0AHEHUS KOMAHO

consolet#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.19 ®yHKUMM ynpaBaeHusA

5.19.1 MexaHu3zm AAA

Ona obecneyeHns 6e30MACHOCTU CUCTEMbI MCMOAb3yeTCs MexaHusm AAA  (ayTeHTUdUKaLus,

aBTOpPM3aLMA, yUeT).

— Authentication (ayTeHTUdMKaLMA) — conocTaBneHMe 3anpoca CyLLeCcTBytoLLen yYETHON 3a-

nncu B cnucteme 6e30MacHoOCTU.

— Authorization (aBTopu3auus, NpoBepKa ypoBHSA A0CTYNa) — COMNOCTaB/eHNE YYETHOM 3anucu

B cucteme (npoweglueit ayTeHTMOUKaLNIO) M onpeaenéHHbIX NOAHOMOUYNIA.
— Accounting (y4ét) — cnexeHue 3a notpebseHMem pecypcos NoJib3oBaTesiem.

[nsa WwndpoBaHMa AaHHbIX UCNONb3YETCA MeXaHn3m SSH.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHOUrypaumm:
console (confiqg) #

Tabnnua 170 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication login
{default | list_name}

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);

-/To ymon4aHuio
OCYLLECTBAAETCA NPOBEPKa
no fIoKanbHol 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBAMBaeT cnocob ayTeHTUOUKaLMM AN BXOAA B CUCTEMY.
- authorization - pa3peluaeT NPOXOXKAeHWe aBTopM3aLLmMm no
OMUCAHHBIM HUXeE MeToAam;
- default — ucnonb3oBaTb ANA ayTEHTUPMKALMM ONUCAHHbIE
HUXKe meTofbl;
- list_name — nms cnucka ayTeHTUOUKALMOHHbBIX METOA0B, aKTU-
BM3MPYIOLLEroca, Korga nosb3osaTeslb BXOAUT B CUCTEMY.
OnucaHune meTtogos (method_list):
- enable — ncnonb3oBaTb NAPO/b ANA ayTeHTUPMKaLUK;
- line — ucnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUDUKALUMK;
- local — vcnonb3oBaTb NoKanbHyt0 6a3y MMeH Nosb3oBaTesei
ANA ayTeHTUdUKaLmu;
- none — He UCNOo/Ib30BaTb ayTeHTUDUKaLMIO;
- radius — vcnonb3oBaTb cnmucok RADIUS-cepBepoB ana ayTeHTH-
duKaumu;
- tacacs —vncnonb3osatb cnncok TACACS cepsepoB ANA ayTEHTU-
bukaumm.

V Echn metop ayteHTMdUKauumn He onpepeneH, To

AOCTYN K KOHCONM BCeraa ycnewuHbli.

V Co3aaHMe CNUCKA OCYLL,eCTBAAETCA KOMaHAOoM:
aaa authentication login list_name method._list.
Wcnonb3oBaHue cnucka:
aaa authentication login list-name

I Bo u3berkaHue notepu AocTyna cieayer BBOAUTD
. HeobXoAUMbIIi MMHMMYM HacTpOeK ANA yKasbiBa-
€eMOoro MmeToga ayTeHTUdUKauun.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/To ymonuaHuio
OCYLLECTBASAETCA NPOBEPKa
no fioKkanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHaBAMBaeT cnocob ayTeHTUdPMKauum npu  MNOBbILEHUN
YPOBHSA NPUBUAETUIA A4 BXOAA B CUCTEMY.
- authorization - pa3peluaeT NPOXOXKAEeHWe aBTopM3aLLUM No
OMNUCAHHbBIM HUXE MeTo4aM;
- default — ucnonbsoBaTb ANA ayTeHTUOMKALMM OMUCAHHbIE
HUXKe MeTozbl;
- list_name — nms cnucka ayTeHTUOUKALMOHHbBIX METOA,0B, aKTU-
BM3UPYIOLLErocs, Koraa nosb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb NAPO/b ANA ayTeHTUPUKaLuu;
- line — ucnonb3oBaTb NapONbL TEPMUHANG AN1A ayTEHTUPUKALUMK;
- local — vcnonb3oBaTb NoKanbHyt0 6a3y MMmeH Nosb3osaTesnei
ANA ayTeHTUdUKaLmu;
- none — He UCMNO/1Ib30BATb ayTEHTUDMKALMIO;
- radius — ncnonb3oBaTb cnMcok RADIUS-cepBepoB Ans ayTeHTU-
duKaumu;
- tacacs —ncnonb3oBaTb cnncok TACACS-cepBepoB 414 ayTeHTU-
duKaumm.

V Ecan meTop, ayTeHTUdUKALUKN He onpeaeneH, To

AOCTYN K KOHCOM BCeraa ycnewHbli.

V Co3paHue CNUCKa OCYLLecTBAAETCA KOMaHA0M:
aaa authentication login list-name method_list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name
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no aaa authentication
enable authorization
{default | list name}

Bo usbexkaHue notepu Joctyna cieayeTt BBOAUTD
HeobXoAMMbIIi MUHUMYM HacTpOeK AN YKa3biBa-
emoro metoaa ayTeHTUGpUKauuu.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

enable password password
[encrypted] [level level]

no enable password [level
level]

level: (1..15)/1;
password: (0..159)
CUMBOJI0B

YcTaHaB/MBaeT Naposb A7 KOHTPOAA USMEHEHWUA NPUBUIETU
[ocTyna nosb3oBaTesien.

- level — ypoBeHb npuBunerui;

- password — naponsb;

- encrypted — 3a4aTb 3aWmMdpPOBaHHbIM Naposb (Hanpumep, na-
posb B 3aWMPOBAHHOM BWAE, CKONUPOBAHHBINA C APYroro
yCTpoOWcTBa).

YpanseT napo/ib AN COOTBETCTBYIOLLLETO YPOBHA NPUBUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password}
[priveliged /evel]

no username name

name: (1..20) cumBoNOB;
password: (1..64)
CUMBOJIOB;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[ob6asnaeT nonb3osaTens B IOKaNbHY0 633y AaHHbIX.

- level — ypoBeHb NpuBuieruii;

- password — naponb;

- name — VMA NONb30BaTENSA;

- encrypted_password — 3alinMdpoBaHHbIA Naposb (Hanpumep,
naposb B 3aWnbpOBaHHOM BWAE, CKOMWPOBAHHbBIW C APYroro
yCTpOICTBA).

Ypanaet nonb3oBaTtena us JIOKaNbHOW 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/To ymonyaHuio BegeHune
yyeTa 3anpeLLeHo

PaspewaeT BegeHWe yyeTa (aKKayHTa) A1a ceccuin ynpasaeHus.

BepeHue yueTta paspelleHO TONbKO A4 Nosb3oBaTe-

V Neii, BoweAwWwnx B CUCTEMY NO UMEHU U NAPOIO, ANA

nonb3oBaTesieid, BOWeALWMX N0 Napoao TepMUHana,
BeZeHue yyeTa 3anpeLyeHo.

| BepeHue yuyeTa aKTUBUPYETCA U NPEKpallaeTcs, Koraa

V Nno/b30BaTe/Ib BXOAMUT U OTK/AIOYAETCA OT CUCTEMbI, YTO

COOTBETCTBYeT 3HaueHuam start u stop B coobuieHunax

npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-

obuweHuax nporokona RADIUS, npusegeHbl B Tabnuue

171).

3anpewaeT BegeHue yyeTa (akkayHTa) gna seefeHHbIx B CLI Ko-
MaHA.

aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/To ymonyaHuio BegeHune
yuyeTa 3anpeLieHo

PaspelaeT BegeHuWe yyeTa (akkayHTa) gaa ceccuin 802.1x.
BepeHue yueTa aKTUBUPYETCA U NpeKpallaeTca, Korga
V nonb30BaTe/lb BXOAUT U OTK/IIOYAETCA OT CUCTEMDI, YTO
COOTBETCTBYET 3HaueHUAM start u stop B coobuieHnax
npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-
o6weHunax npotokona RADIUS npusegeHbl B Tabanue

171).

B pexkume Multiple sessions coobuieHus stat/stop no-
V CbINAIOTCA ANA KaXAO0ro nosib3oBaTtens, B pexume

Multiple hosts — Tonbko gna nonb3oBatens, npowes-

wero ayteHTMdUKaumio (cm. pasgen no 802.1x).

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpepenset metos ayTeHTUOUKauumM npm aoctyne K HTTP-
cepsepy. Mpu ycTaHOBKE CNMUCKA METOA0B AOMNONHUTENbHbIN
meToz, byaeT NPUMEHATLCA TONbKO B TOM C/lyyae, Korga no
OCHOBHOMY MeToAy ayTeHTUdMKaLMKM BO3BPaLLEHA OLLIMOKaA.
- method_list — metopg ayteHTUdMKaumm:

local — no UmeHM 13 NoKanbHOM 6a3bl AAHHbIX;

none — He UcnNonb3yeTcs;

tacacs — ucnonb3oBaHue cnmMckos Bcex cepepoB TACACS+;
radius — ncnonb3oBaHuWe cnnckos Bcex RADIUS-cepBepos.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaB/MBaeT afroputM Onpoca MeTodoB ayTeHTUdUKa-
umn.

- chain — nocne HeygayHoM NONBITKM ayTeHTUOMKALUUKU MO
nepBoMy MEeTOAY B CMMCKe C/edyeT MonbiTKa ayTeHTUdMKa-
LMW MO C/iedytolemy MeToay B LEenoyKe;
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- break — nocne HeygauyHoW ayTeHTUGUKALMM NO NepBOMY
MeToAy Npouecc ayTeHTUdMKaLMmn ocTaHaBIMBaeTcA. AyTeH-
TMdUKauMa No cneayrowemy Metody AOMYyCTMMa TO/bKO B
C/lyyae HEBO3MOXHOCTM ayTeHTUdUKaALMM MO Npeablayliemy
meToay.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/To ymon4aHuio BegeHune
yyeTa KOMaHg, BbIK/IOYEHO

Bkntoyaet BegeHue yyeta BeegeHHbIX B CLI KomaHa no npoTo-
Koy Tacacs+.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

aaa authorization
commands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumBonos; method_list:
(tacacs, local);

-/N0 YMONYaHUIO aKTUBEH
cnucok default n
aBTOpU3aLMA He
ocyuiecTenseTcs

YcTaHaBAMBaeT cnocob aBTopm3aL My BBOAUMBbIX KOMAHA,

- default — pegaktupoBaTtb cnucok c umeHem default, KoTopbiii
Mo YMO/IHAHUIO eCTb B CUCTEME;

- list_name — uma cnucka meToaoB aBTOpM3aLuMK, co3paBae-
MOFO 1 PeAaKTUPYeMoro nosib3oBaTenem:

- tacacs — meToZ, N03BONAOLWMIA NCNOb30BaTb cnucok TACACS-
CcepBepoB A/1a aBTOpPU3aLUK;

- local — meTog, Npu KOTOPOM aBTOPU3aLMSA HE OCYLLECTBASETCA.

YcTaHaBAMBaET 3HaYeHMeE N0 YMOIYAHMIO.
- default — cbpoc cnucka ¢ umeHem default K 3HaueHuto no
YMONYaHMIO;
- list_name — yaaneHue Nonb30BaTE/NIbCKOrO CMMCKA C UMEHEM
list_name.
Cnucok ¢ umeHem default He moxkeT 6bITb yaaneH U3
CUCTEMDbI.

aaa authorization com-
mands {default |
list_name}

no aaa authorization
commands

list_name: (1..15)
CUMBOJIOB;
-/default

AKTMBUPYET CNNCOK METOA0B aBTOPM3aLLMM BBOAUMbIX KO-
MaHa,

- default — coenaTb akTUBHbLIM CcnMCOK ¢ MmeHem default;

- list_name — caenaTb aKTMBHbIM COOTBETCTBYIOLMIA NONb30BaA-
TENbCKUI CMIUCOK.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

[na Toro yto6bl KNMEHT NONYYUA [OCTYN K YCTPOUCTBY, AaXKe eCnu BCe MeToAbl ayTeHTUU-
e Kaluuu BepHyau olnBKy, UCNOoNb3yiiTe 3HAaUEHUEe NoCcAeaHero MeToga B KOMaHAe — none.

Tabnunua 171 — ATpmnbyThl coobLieHnIt BeaeHnn yyeTa npoTokona RADIUS ana ceccuit ynpasneHums

Hanuuue Haauyue
ampubymae | ampubyma e
Ampubym PUoY POy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTMdMKaums nosb3osaTtens.
IP-afpec KommyTaTopa, KOTOPbIA UCMONb3yeTcA
NAS-IP-Address (4) Ectb Ectb AP . y- P P Y
ansa ceccuin ¢ Radius-cepsepom.
Mpoun3BonbHOE 3HaYeHMe, BK/IIOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
06LeHnn yyeTa ceccui.
. IP-afpec KommyTaTopa, UCNOJb3yeMbIA ANA cec-
Called-Station-ID (30) Ectb Ectb v,qp Y P y &
CUIA ynpaBaeHus.
Calling-Station-ID (31) Ectb Ectb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN naeHTUGMKATOp yyeTa.
. YKasblBaeT MeToA, N0 KOTOPOMY K/AUEHT A0JIXKeH
Acct-Authentic (45) Ectb Ectb A pomy A
6bITb ayTEHTUDULMPOBAH.
. . MokasbiBaeT, KaK AOAro no/sib3oBaTesnb b6bin noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Hert EcTb MpuumHa 3aKPbITUA CECCUMN.
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Tabnunua 172 — ATpmnbyTbl cooblieHunit BeaeHna ydeta npotokona RADIUS ana ceccuin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIN MCNONb3yeTcs
NAS-IP-Address (4) EcTb Ectb AP o y- P P ¥
ana ceccuin ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM NOAKAOUMAICA
NAS-Port (5) EcTb EcTb P yTaTop P A
nosib3oBaTeNb.
Mpoun3BonbHOE 3HaYeHMeE, BK/IKOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
obueHnA yyeTa ceccuit.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KJAMEHT AO/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPUUMPOBAH.
. . MoKkasblBaeT, Kak A0Aro nosb3osaTtens Hbia noa-
Acct-Session-Time (46) Het EcTb A A
KJIIOYEH K cUcTEME.
Acct-Terminate-Cause (49) | Het EcTb MpunyYmMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) Ectb EcTb MoKasbiBaeT TMN NOpPTa KAMEHTa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUrypaLmm TepMUHana:

console (config-line)#

Tabnuua 173 — KomaHabl pexknma KoHOUrypauum TepMUHaNbHbIX CECCUI

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

login authentication {default |
list_name}

list_name: (1..12)
CMMBOJIOB

no login authentication

3agaet metog ayTeHTUdMKaLMKM Npu Bxoae Ans KoHconu, Telnet,
SSH.

- default — ncnosb30BaTb CNMCOK «MO YMONYAHUIO®, CO3A4aHHbIN
KOMaHZoM aaa authentication login default

- list_name — ncnonb3oBaTb CNMCOK, CO34aHHbIA KOMaH4ON aaa
authentication login list_name.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

enable authentication
{default | /ist_name}

list_name: (1..12)
CMMBOJIOB

no enable authentication

3apaeT metog, ayTeHTMOUKALMM NOMb30BaTeNA NPU NOBbILWEHUU
YPOBHS NpuBMUAEruMii ana KoHconu, Telnet, SSH.

- default — ncnosb30BaTb CNMCOK «MO YMONYAHUIO®, CO3A4aHHbIN
KoMaHaol aaa authentication login default

- list_name — ncnonb3oBaTb CNMCOK, CO34aHHbIA KOMaH4ON aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

password password

encrypted
[encrypted] password: (0..159)

CMMBOJIOB

no password

3afaeT naponb ANA TepMuHana.

- encrypted — 3agaTtb 3aWwMdpPoOBaHHbIA Naposb (Hanpumep, na-
ponb B 3awWndpPOBaHHOM BMAE, CKOMUPOBAHHbLIA C APYroro
yCTPOICTBA).

YpanseT naponb AN8 TEpMUHaANa.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabnunua 174 — KomaHabl perkuma Privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

show authentication methods MoKasbiBaeT MHPopMauuto 06 ayTEHTUDMKALMOHHbLIX METoZax

Ha KOMMyTaTope.

show users accounts MoKasbiBaeT NOKabHY0 6a3y AaHHbIX NONb30BaTENEN U UX NPU-

BUJIETUNA.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console>
Bce KoMaHAbl JaHHOTO pasgena AOCTYMNHbl TObKO A5 MPUBUAETMPOBAHHbLIX NO/Ib30BaTENEN.

Tabnnuya 175 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show accounting MNokasbiBaeT VIHC'JOpMaLI‘VIIO O HACTPOEeHHbIX MeToax BefeHUA

yyeTa (aKkkayHTa).

5.19.2 pomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMPMKaumm, aBtopusaumm u ydeta. Cepsep RADIUS
ucnonb3yet 6a3y AaHHbIX NO/b30BaTeNei, KOTOpas COAEPMKWUT AaHHble MPOBEPKM MOANMHHOCTM ANA
Ka)kgoro nosb3oBatens. TakMum o06pasom, ucnonb3oBaHuMe npoTokona RADIUS obecneunsaet
OONONHUTE/IbHYIO 3aLlNUTY NPU AOCTYMNe K pecypcam CeTu, a TaKKe Npu 40CTyne K CaMoOMy KOMMyTaTopy.

KomaHObI pexcuma 2a06anab6Hol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rnobanbHon KoHGUrypaumm:

console (config) #

Tabnnua 176 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

radius-server host hostname: (1..158) [ob6aBnseT ykasaHHbI cepBep B CNUCOK ncrnonblyembix RADIUS-

priority] [usage type]

[retransmit retries] [deadtime
time] [key secret_key] [priority

(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);

{ipv4-address | ipv6-address | CMMBO/I0B; cepBepos.

hostname} [auth-port auth_port: - ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

auth_port] [acct-port (0..65535)/1812; - hostname — ceteBoe uma RADIUS-cepBepa;

acct_port] [timeout timeout] acct_port: - auth_port — Homep nopTa 4/1A nepesaym ayTeHTUOUKALMOHHbIX

OaHHbIX;
- acct_port — Homep NopTa ANA Nepesaym AaHHbIX yYeTa;
- timeout — HTEPBaN OXMAAHMA OTBETA OT CepBepa;
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encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]

time (0..2000) muH;
secret_key: (0..128)
CUMBOJI0B;
priority: (0..65535)/0;
type: (login, dotl.x,

- retries — KONMYecTBO NONbITOK Noncka RADIUS-cepsepa;

- time — Bpems B MUHYTaXx, B Te4eHNe KOTOPOro HeAOCTyMNHble cep-
Bepa He byayT onpawmsaTtbcs RADIUS-KAMEeHTOM KOoMMYTaTopa;

- secret_key — knto4 ana ayteHTMdumKaumm u wmndposaHMA Bcero
obmeHa aaHHbimu RADIUS;

[retransmit retries] [deadtime all)/all - priority — npuopuTeT ncnonb3osaHusa RADIUS-cepBepa (Yem HUuKe
time] [key secret_key] [priority 3HaYeHMe, TEM NPUOPUTETHEE CEPBEP);
priority] [usage type] - type — T”in ncnonb3osBaHmA RADIUS-cepBepa;
- encrypted — 3a4aTb KAtoY B 3alUMPpPOBAHHOM BUAE.
B cnyyae oTcyTcTBMA B KOMaHAe napameTpoB timeout, retries,
time, secret_key pna paHHoro RADIUS-cepBepa wcnonb3ytoTca
3HaYeHWA, HACTPOEHHbIE C NOMOLLIO KOMaHA, YKa3aHHbIX HUXKeE.
no radius-server host YpanaeT yKasaHHbIN cepBep M3 cnmucka ucnonbsyembix RADIUS-
{ipv4-address | ipv6-address | CepBepoB.
hostname}
[encrypted] radius-server key YcTaHaBAMBAET K/IKOY, UCMO/Ib3YeMblit MO YMOIYAHWUIO, S5 ayTeH-
[key] key: (0..128) TMdMKaumm u wudpoBaHua Bcero obmeHa paHHbimu RADIUS
cMMBON0B/MNO

no radius-server key

YMOHYAHMIO KAtOY —
nycras cTpoka

MeXKAy YCTPOUCTBOM U OKpy»KeHnem RADIUS.
- encrypted —3a4aTb KntoY B 3alWMbpoOBaHHOM BUA,

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YCTaHaBAMBAEGT MHTEPBAN OXWUAAHWUA OTBETA OT CepBepa, UCMo/b-
3yemblii MO YMONYaHUIO.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

Onpeaenaetr KOAMYECTBO MOMbITOK, UCMO/Ib3yeMoe Mo YMOYa-
Huto, noncka RADIUS-cepsepa 13 cnucka cepsepos. pu oTKase
OCYLLLeCTB/IAETCA MOUCK CAeaytoLero no NpMopuTeTy cepsepa u3
cnucka.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

MNo3sonaet onTumunsnposatb Bpems onpoca RADIUS-cepsepos, Ko-
roa HeKoTopble cepBepa HeJOCTYMHbI. YCTaHaBAMBaEeT BpeMaA B MU-
HyTax, UCMONb3yeMoe Mo YMOJIYaHUIO, B TeYEHME KOTOPOro Heao-
CTyMHble cepBepa He byayT onpawmsatbcst RADIUS-KiveHTOM Kom-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3apaeT nHTepdeiic yctponcTtaa, IP-agpec KoToporo 6yaer ucnosb-
30BaTbCA MO YMOIYAHMIO B KAUYecTBe agpeca MCTOYHMKA nepesaBa-
emoro B coobueHuax npotokona RADIUS.

Ypanser untepdelic yctpoicrsa.

radius-server host
source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface-ipvé

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3apaeT nHTepdeiic ycTpoicTea, IPvb-agpec KoTtoporo byaet wuc-
NoNb30BaTbCA MO YMOYAHMIO B KayecTse agpeca UCTOYHUKA nepe-
[aBaemoro B cooblueHusax npotokona RADIUS.

Ypanser untepdelic yctpoicrsa.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

194 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

Tabnuua 177 — KomaHap! pexkuma Privileged EXEC

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro
show radius-servers [key] OTobparkaeT napameTpbl HacTpolikn RADIUS-cepsepoB (KomaHaa
) [AOCTyMHa TONbKO A4/1A NPUBUIETMPOBaHHbIX NONb30BaTeei).
show radius server {statistics | OTobparkaeT cTaTUCTUKY NpoTokona Radius, HGopmauuto o nosb-
group | accounting | 30BaTenax, KoHourypauuto RADIUS-cepsepa

configuration | nas | rejected
| secret | user}

[pumepbl UC016308AHUA KOMAHO

e  YCTAHOBMUTb IN0babHbIE 3HAYEHWA ANA NAPAMETPOB: MHTEPBAN OXMAAHUA OTBETA OT cepBepa — 5
CEeKyHA, KoanyecTso nonbiTok noncka RADIUS-cepsepa — 5, Bpems, B Te4eHUe KOTOPOro HeJoCTyn-
Hble cepBepa He byayT onpawwunBaTbcst RADIUS-KnMeHTOM KommyTaTopa — 10 MUHYT, CEKpeTHbIi
Kntou — secret. lobaesuTb B cnncok RADIUS-cepBep, pacnofioXKeHHbI Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa Ana ayTeHTUdMKaumm — 1645, Konnmyectso NOMNbITOK AOCTYNa K cep-
Bepy — 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645

retransmit 2

e [lokasaTb NapameTpbl HacTpoikn RADIUS-cepeepoBs

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.19.3 Npomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LLEHTPA/IM30BaHHYO cucTemy 6e30MacHOCTM ANA NPOBEPKM
nosib30BaTeNeN, NONYYAOLLMX AOCTYN K YCTPOWCTBY, MPU 3TOM NoaaepuBas coBmectumoctb ¢ RADIUS u
ApYrMMum npoueccamu nposepku noganHHoctn. TACACS+ npefocTaBaseT cnenyrolime cnyKobl:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpems BXo4a B CMCTEMY MO
MMeHaMm NoJib3oBaTeNel n onpeaeneHHbIM NoNb30BATENAMMU NAPOAAM;

— Authorization (aemopusayus). ObecneumBaetrca BO Bpems Bxoga B cuctemy. [ocne
3aBepLIEHMA CeaHca MNPOBEPKM MNOAJAMHHOCTM 3aMyCKAeTCA CeaHC aBToOpM3auuu ¢
MCNONb30BaHMEM MNPOBEPEHHONO MMEHW MNO/b30BaTe/A, TaKKe CepBEpPOM MPOBEPAOTCA
npuBMAErMM NoNb30BaTENS.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B peXxume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnunua 178 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;

[ob6aBnseT yKasaHHbI cepBep B CMMCOK Mcnoabdyembix TACACS
cepBeposB.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe numa TACACS-cepBepa;

- single-connection — B KaXgbl MOMEHT BpPEMEHM WUMETb He
6onblie ogHOro coeanHeHna ana obmeHa gaHHbimu ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa Ans obmeHa gaHHbiMu ¢ TACACS-cepsepom;
- timeout — HTepBaN OXUAaHNA OTBETA OT CepBepa;

- secret_key — Kntou gna ayteHTMOUKaumm n wndposaHma Bcero 0b-
meHa gaHHbimun TACACS;

- priority — npuopuTeT ucnosb3obaHua TACACS-cepBepa (Yem HUuKe
3HauyeHue, TeM NpMopUTeETHEE Cepaep);

- encrypted — 3HaueHwue secret_key B 3alundppoBaHHOM BUAE.

B cnyyae oTcyTcTBMA B KOMaHAe NapameTpos timeout, secret_key
ona paHHoro TACACS-cepBepa MCNob3yOTCA 3HAYEeHMA, HAaCTPOEH-
Hble C MOMOLLbIO KOMaHJ, YKa3aHHbIX HUXe.

Ypanaet ykasaHHbI cepBep M3 cnucka ucnonbsyembix TACACS-cep-
BEPOB.

tacacs-server key key

encrypted tacacs-server key
key

no tacacs-server key

key: (0..128)
CMMBON0B/MNO
YMOHAHMIO KoY —
nycTas CTPOKa

YcTaHaBAMBaET KAKOY, UCMONb3YEMbI MO YMOAYAHWUIO, ANA ayTeH-
TUOUKALMM M WndppoBaHMA Bcero obmeHa aaHHbimu TACACS
MeXay YCTponcTBom u okpykeHuem TACACS;

- encrypted — 3HaueHwue secret_key B 3alumdpoBaHHOM BUAE.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOSYAHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaeT MHTEPBAN OXMUAAHWA OTBETa OT cepBepa, NUCNonb3y-
emblii No YMONYaHUIO.

YCTaHOBWTb 3HAYeHue no YMOI4aHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | tunnel
tunnel | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id (1..64);
tunnel (1-16);
group: (1..128)

3apaeT uHTepodeic yctTpoicTea, IP-agpec KoToporo 6yaeT ucnosb-
30BaTbCA MO YMOMAHUIO B KayecTBe agpeca UCTOYHWKa ansa ob-
meHa coobuieHmnamm ¢ TACACS-cepsepom.

Ypanser untepdelic yctpoicrsa.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnnuya 179 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HavyeHue
Mo yMoA4YaHuio

Aelicmeue

show tacacs [ip_address |
hostname]

host_name: (1..158)
CMMBOJIOB

OTobparkaeT HaCTPOMKY M CTaTUCTUKY ans cepeepa TACACS+.
- ip_address — IP-agpec TACACS+ cepBepa;
- hostname — nmsa cepsepa.
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5.19.4 Mpomokon ynpaeneHusa cemoto (SNMP)

SNMP — TexHonorus, npusBaHHAaA obecneynTb ynpaBAeHWE W KOHTPOAb Hagh YCTPOMCTBAMWU U
NPUNOXKEHUAMM B CETM CBA3M NyTEM O0OMeHa ynpaBaAwowendn WHOOPMALMEN MeXKOY areHTamu,
pPacnoNoXeHHbIMM Ha CETEBbIX YCTPOMCTBAX, U MEHEAKEPAMM, HAXOAALUMMMCA HA CTAHUMAX YyNpaBaeHUs.
SNMP onpeaensieT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOLINX CTaHLUMUA U SNEMEHTOB CeTU (rnaBHble
MalLUMHbI, LWA3bl U MapLLpPYyTU3aTOPbI, TEPMMUHA/IbHbIE CEPBEpPbLI), KOTOpPble COBMECTHO obecneymBaloT
aAMUHUCTPATUBHbIE CBA3U MEXAY CeTEBbIMM YMPABAAOLWMMU CTAHLMAMM U CETEBBIMWN areHTamm.

KommyTaTtopbl No3BONSAIOT HAcTpouTb paboTty npotokona SNMP ans yaaneHHOro MOHUTOPUHIa U
ynpaBaeHnA yCTPOMCTBOM. YCTPOIMCTBO NoanepKnBaeT NnpoToKo bl Bepcnit SNMPv1, SNMPv2, SNMPv3.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabanuya 180 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

snmp-server server

no snmp-server server

Mo ymonyaxuio
noaAepKka NnpoToKona
SNMP oTkntoueHa

BkntounTtb noagepkky npotokona SNMP.

OTKAoYaeT nogaepKy npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]

community: (1..20)
CMMBOIOB;

encrypted_community:

(1..20) cumBonos;
dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XXX XX
dopmart ipv6z_address:
X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJI0B;
group_name: (1..30)
CMMBOI0B

YcTaHaBAMBaeT 3HauyeHMe CTPOKM coobuiectBa AnA obmeHa AaH-
HbIMK no npoTtokony SNMP.

- community — cTpoKa coobLuecTsa (naposb) Ana goctyna no npoTo-
Kony SNMP;

- encrypted — 3a4aTb CTPOKY coobLecTBa B 3alIMPPOBAHHOM BUAE;
- 0 — AOCTYN TONbKO AN1A YTEHUSA;

- rW — JOCTyN A8 YTEHUA U 3aNuUcK;

- SU — J0CTYyN agMUHUCTPATOPa;

- view_name —onpegenseTt UMA 41 npasuna o6ospeHna SNMP, Ko-
TOpOe J0/MKHO ObITb NpeaBapUTeNbHO onpeaeneHo C NOMOLLBHO KO-
MaHgbl snmp-server view. Onpegenaet o6beKTbl, AOCTYMHble CO06-
wecrsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec ycTponcTsa;
- mask — macka agpeca IPv4, koTopasa onpegenseT, Kakue 6uTbl aa-
peca UCTOYHMKA NaKkeTa CPaBHMBAKOTCA C 3aAaHHbIM IP-agpecom;

- prefix_length —uncno 6uT, KoTopble cocTaBAloT npedukc IPva-as-
peca;

- group_name — onpegensaeT UMA rpynmnbl, KOTOPOe AO/IKHO ObITb
npesBapuTeNbHO onpeaeneHo ¢ NOMOLLbIO KOMaHAbl snmp-server
group. Onpegensaet 06beKTbI, AOCTYNHble coobLecTBy.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

Co3paeT unn pefaktTupyet npasuno obospeHus gna SNMP — paspe-
watolee npasunao, inMbo orpaHnumnBaloLLee cepsepy-obospesatento
poctyn K OID.

- OID — npeHTudukaTop obbekTa MIB, npeacTaBieHHbIN B BUAE Ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, moxKeT BKAtoYaTb B cebs 3ape-
3epBMPOBaHHbIE C/10BA, Hanpumep: system, dod). C nomoLubo cum-
Boaa * MOXKHO 0603HaUYNTL CEMeNCTBO noaaepesbes: 1.3.%.2);

- include — OID BKAtoyeHa B NpaBuao gna 0603peBaHus;

- exclude — OID uckntoyeHa 13 npasuaa gaa 06o3pesaHus.

Ypanset npasuao obospenuns gns SNMP.
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encrypted snmp-server user
username groupname {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] }

no snmp-server user username
[remote engineid-string]

username: (1..20)
CMMBOOB
groupname: (1..30)
CMMBO/IOB
engineid-string: (5..32)
CMMBONOB
password: (1..32)
cMmBoONa
md5:

16 nnun 32 6ant
sha:

20 nnm 36
6anT
dopmat
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z:
X:X:X:X:: X%<ID>

Cozpaet SNMPv3- nonb3oBatens.

- username — MA No/b30BaTenNs;

- groupname — VUMa rpynnbl;

- engineid-string — naeHTudukaTtop yganeHHoro SNMP-ycTpolicTsa,
KOTOPOMY NMO/1b30BaTe/lb MPUHAASIENKUT;

- auth—-password — naponb pna ayTeHTUPUKaUMM U reHepaLmm
KNHo4a;

- md5 — kntoy md5;

- sha — kntou sha;

- host — IP-agpec/ nms xocra.

Ypanaetr SNMP-v3-nonb3oBartens.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBO/I0B;
notify_view: (1..32)
CMMBO/I0B;
read_view: (1..32)
CMMBOI0B; Write_view:
(1..32) cumBonos

Cospgaet SNMP-rpynny nnm tabamuy cooteetcteuini SNMP-nonb3oBa-
Teneu u npasun 06o03peHnin SNMP.

-vl,v2,v3-SNMP vl, v2, v3 moaens 6e3onacHocTu;

- noauth, auth, priv — Tun ayteHTUdUKaunn, ncnonbyemblit NpoTo-
konom SNMP v3 (noauth — 6e3 ayteHTMduMKaumu, auth — ayteHTUDU-
Kauusa 6e3 wundposaHua, priv — ayTeHTUOUKaUmA ¢ WdpoBaHUem);
- notify_view — uma npasuna 0603peHUA, KOTOPOMY paspeLleHo
onpeaenate coobuweHna SNMP-areHTa — inform u trap;

- read_view — umAa npaBuna ob03peHus, KOTOPOMY paspelleHo
TO/IbKO YTeHue cogepxmmoro SNMP-areHTa KOMMYyTaTopa;

- write_view —umsa npasuia 0603peHuUs, KOTOPOMY PaspeLleHo BBO-
ANTb AaHHble U KOHdUrypupoBaTb cogepkumoe SNMP-areHTa Kom-
myTaTopa.

Yaanaet SNMP-rpynny.

snmp-server user user_name
group_name {v1 | v2c | v3
[remote {ip_address | host}1}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address | host}1}

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBO/I0B

Cospaet SNMPv3-nonb3osartens.
- user_name — VMs NoJib30BaTeNs;
- group_name — UMA rpynnoi.

Ypanaetr SNMPv3-nonb3oBartensa.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CUMBOJ10B

Co3paet unun pegaktmpyet npasuao SNMP-¢unbTpa, KoTopoe nos-
BonseT ¢unbTpoBaTh inform u trap-coobuweHun, nepeaaBaemble
SNMP-cepsepy.

- filter_name — nma SNMP-bunbTpa;

- OID — vaeHTnduKaTop obbekTa MIB, npeacTaB/ieHHbI B BUAE ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXeT BKAtoYaTb B ceba 3ape-
3epBMpPOBaHHbIe C10Ba, Hanpumep: system, dod. C nomoLblo CUM-
BoMa * MOXKHO 0603HaUYNTL cemelicTBO noaaepesbes: 1.3.%.2);

- include — OID BKAtoyeHa B NpaBuao GUAbTPaLUK;

- exclude — OID uckntoyeHa us npasuaa GuabTpaLmm.

Yaansaet npasuno SNMP-ounbTpa.
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snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]

hostname: (1..158)
CMMBOJIOB;
community: (1..20)
CUMBOJI0B;
username: (1..20)
CMMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJI0B;
seconds: (1..300)/15;
retries: (0..255)/3

OnpegfenseT HaCTPOMKKN ANAa nepesayn coobleHnin yBeaomaeHna
inform u trap SNMP-cepsepy.

- community — cTpoka coobuwectsa SNMPv1/2c ansa nepegauv coob-
LLEeHN yBeAOMEHUS;

- username — nmsaA nonbsosatens SNMPv3 ans ayteHTUdUKauuu;

- version — onpegenat TMn coobueHunit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKka3bIBaeT No4/IMHHOCTb NaKeTa 6e3 WndposaHus;

- noauth — He yKasblBaeT NOA/IMHHOCTb NAKETa;

- priv — yKasblBaeT NOA/IMHHOCTb NakeTa ¢ WudpoBaHMEM;

- port — UDP-nopt SNMP-cepsepa;

- seconds — nepuog, OXXnaaHNA NOATBEPKAEHUI Nepes, NOBTOPHOM
nepegayeit coobueHuii inform;

- retries — KOAMYECTBO NOMbITOK Nepegayn coobuieHunit inform, npu
OTCYTCTBMM UX MOATBEPKAEHMUA.

Ypoanaer HacTpoWKM pgaa nepegayy coobuieHuid yBeaomaeHus
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBOJI0B

Co3paet ngeHtnoumKkatop nokanbHoro SNMP-yctpoiictea — enginelD.
- engineid_string — uma SNMP-ycTpoicTsa;

- default — npu ncnonbzoBaHUK AaHHOM HacTpoiKkKM engine ID 6yaeT
aBTOMATUYECKM CO34aH Ha ocHoBe MAC-aapeca ycTpoicTBa.

Ypanaet naeHtuounkatTop nokanbHoro SNMP-ycTpoiictsa —engine ID

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no snmp-server
source-interface [traps |
informs]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

3agaeT uHTepdeiic yctpoicTtea, IP-agpec KoToporo byaeT Ucnosb3o-
BaTbCA MO YMO/IMAHMIO B KAa4yecTBe afpeca UCTOYHUKA AN obmeHa
coobuweHuamm c SNMP-cepsepom.

Ypansaet untepdelic ycTpoicrsa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /loopback_id | vlan
vlan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

AHanornyHo ans IPvé.

Ypanaer uHtepdelic yctpoicTsa.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Co3paet ugeHtndukatop yaganeHHoro SNMP-ycTpoiicTBa — engine
ID.

hostname} engineid_string CMMBOJIOB; - engineid_string — vaeHTndukatop SNMP-ycTpoiicTBa.
no snmp-server enginelD engineid_string: (5..32) | YaanaeT uaeHtudukatop yaaneHHoro SNMP-ycTpoiictea — engine
remote {ipv4_address | CMMBOIOB ID.
ipv6_address | hostname}
snmp-server enable traps BkntoyaeT noaaepKky SNMP trap-coobueHuit.
no snmp-server enable traps /Brnioverio OTkntoyaeT nogaepxKy SNMP trap-coobuweHuni.
snmp-server enable traps ospf BkntoyaeT otnpasKy SNMP trap-coobuieHnin npotokona OSPF.
no snmp-server enable traps -/BKNtO4EHO OTkAtoYaeT oTnpasky SNMP trap-coobLeHuii.
ospf
snmp-server enable traps ipvé BkntoyaeT otnpasky SNMP trap-coobueHuit npotokona OSPF (IPv6).
ospf
-/BKAKOYEHO —
no snmp-server enable traps OTkntoyaeT otnpasky SNMP trap-coobueHnin.
ipv6 ospf
snmp-server enable traps erps -/BKAOYEHO BkntoyaeT otnpasKy SNMP trap-coobuieHuit npotokona ERPS.
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no snmp-server enable traps
erps

OTkntoyaeT oTnpaBky SNMP trap-coobuieHnin npoTokosa ERPS.

snmp-server trap
authentication

no snmp-server trap
authentication

-/paspelueHo

PaspewaeT nepeaasatb coobLieHun trap-cepsepy, KOTOPbIi He Npo-
Wwen ayTeHTUdMKaumio.

3anpelyaeT nepeaaBaTtb coobLLeHMA trap-cepBepy, KOTOPbII He Npo-
Lwen ayTeHTUDUKaumIo.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBonos

Onpeaenset KOHTaKTHY MHGOPMaLMIO YCTPOMCTBA.

YaansaeT KOHTaKTHY MHbOPMaLMIO YyCTPOMCTBA.

snmp-server location text

no snmp-server location

text: (1..160) cumBonos

Onpegenset MHGOPMALMIO O MECTOMNOOKEHUN YCTPOWCTBA.

YpanseT nHGopMaLMIo O MECTONONOKEHUMN YCTPOMCTBA.

snmp-server set
variable_name namel valuel
[name2 value2 [...]]

variable_name, name,
value gonXHbI
3a4aBaTbCA B
COOTBETCTBUM CO

Mo3BoONAET YCTAaHOBUTL 3HAYEHMA NepemeHHbIX B 6ase aaHHbIx MIB
KOMMyTaTopa.

- variable_name — nma nepemMeHHOM;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHMe.

no snmp-server enable traps
dhcp-snooping limit clients

cneuunounkaumen

snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuieHunit no cobbituam login/
authentication logout/reject.

-/BKAKOYEHO -
no snmp-server enable traps OtkntoyaeT otnpasky SNMP trap-coobuieHni.
authentication
snmp-server enable traps Bksitountb otnpasky SNMP trap-coobLueHunit npu AOCTUNKEHWK Npe-
dhcp-snooping limit clients [eNbHOro KoanyecTsa nogkntodeHHbix DHCP-kaneHToB.

-/OTKAOYEHO

OTKAtounTb oTnNpaBky SNMP trap-coobLieHui.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabanua 181 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKAOYEHO

BkntoyaeT otnpasky SNMP trap-coobLieHUin Npu M3MeHeHUmn co-
CTOAHUA HaCTpPaMBaemoro nopra.

BbikntoyaeT oTnpasky SNMP trap-coobuueHuii npyu MsmeHeHun co-
CTOAHWA HacTpaMBaemoro nopra.

KomaHOwbI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console (config) #

Tabnnua 182 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

show snmp

MokasbiBaeT ctatyc SNMP-coeguHeHui.

show snmp enginelD

MoKkasblBaeT uaeHTUdMKaTop nokanbHoro SNMP-ycTpolictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CMMBOJI0B

MoKa3sbliBaeT npasuna o6o3peHnsa SNMP.

show snmp groups

group_name: (1..30)

Moka3sbiBaeT SNMP-rpynnbl.

[group_name] CMMBO/I0B
show snmp filters [filter_name] filter_name: (1..30) MokasbiBaeT SNMP-bunbTPSI.
CUMBOJI0B

show snmp users [user_name]

user_name: (1..30)
CMMBOJI0B

MNokasbiBaeT SNMP-nonb3oBaTenei.
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5.19.5 Mpomokon yoanéHHo20 moHumopuHaa cemu (RMON)

Mpotokon MoHuTopuHra cetn (RMON) sBnseTca pacwmpeHnem npotokona SNMP, nossonss
npeaoctaButb 60nee LWMPOKME BO3IMOXKHOCTM KOHTpoaA ceteBoro Tpaduka. Otamune RMON ot SNMP
COCTOUT B XapaKkrepe cobupaemoit MHbopmMauun — AaHHble cobupaemble RMON B nepsylo ouepeab
XapakTepusyoT Tpaduk mexay ysnamm cetn. MHbopmaums, cobpaHHas areHTom, nepenaetca B
NPUNOXKEHWNE YNPABNEHUA CETbIO.

KomaHObI pexcuma 2a06ana6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHON CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 183 — KomaHabl perknma rnobanbHoM KoHPUrypaumum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CUMBO/IOB;
desc_text: (0..127)
CUMBOJI0B;
name: CTpoKa

HacTpansaeT cobbiTua, MCNOb3yeMble B CUCTEME YAANEHHOTO MO-
HUTOPWHra.

- index — nHpEKC cobbITUA;

- type — TUN yBEAOM/IEHUA, TEHEPUPYEMOTO YCTPOMNCTBOM NO 3TOMY
cobbITHIO:

none — He reHepupoBaTb YBEAOMNEHMUSA,

log — reHepupoBaTb 3anuchb B Tabauue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabauue u otcbinate SNMP trap;
- com_text — cTpoka coobwectsa SNMP ansa nepecobiniku trap;

- desc_text — onucaHue cobbiTus;

- name — uma co3patens cobbITus.

Ypanaet cobblTie, UCNO/b3yeMoe B CUCTEME YAANEHHOTO MOHUTO-
pwHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

index: (1..65535);
mib_object_id:
KOppeKTHbIN OID;
interval: (1..2147483647)
CeK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoka

HacTpaunBaeT ycnoBus BblAauu aBapuiHbIX CUTHaNO0B.

- index — UHAEKC aBapuiiHOro cobbITus;

- mib_object_id — vnaeHTUPUKATOP nNepemeHHOM YacT obbeKTa
OID;

- interval — iHTepBan, B Te4EHUE KOTOPOro AaHHble OTOMpaoTCsA U
CPABHUBAIOTCA C BOCXOAALLEN M HUCXOAALLEN TPaHMLAMK;

- rthreshold — BocxoaAwan rpaHMLa;

- fthreshold — HucxoaAWan rpaHMLa;

- revent — UHAEKC cobbITMA, KOTOPOE UCNONL3YETCA NPU Nepeceye-
HUW BOCXOAALLEW FPaHULLbI;

- fevent — nHpEeKc cobbITUA, KOTOPOE UCMO/Ib3YETCA NPU Nepeceye-
HUW HUCXOAALLEN rPaHuLbI;

- type — meTog, 0T60pa YKa3aHHbIX NepemMeHHbIX 1 NoacyeTa 3Have-
HUWA ANA CPAaBHEHMA C rPaHULLAMU:

Metog absolute — abcontoTHoe 3HaYeHMe BbIbOpPaHHOM NepemeH-
HOM ByAeT cpaBHEHO C rpaHULLEl Ha KOHLE UCCeayemoro HTep-
Bana;

MeTop, delta — 3HauyeHWe BbIBPAHHOI NepemMeHHOW Mpu nocnes-
Hem oTbope byaeT BbI4TEHO U3 TEKYLLEro 3HAYeHUA U pasHuLa by-
[eT cpaBHeHa C rpaHuuamu (pasHuLa mexay 3HaueHuamu nepe-
MEHHOW B KOHLLe M B HaYasie KOHTPO/IbHOro MHTepBana);

- startup — MHCTPYKUMA ANs reHepauumn cobbiTUt Ha NePBOM KOH-
TPONbHOM MHTepBane. OnpenenseT Npasuaa reHepaLun aBapuii-
HbIX COBbITUI ANA NEPBOrO KOHTPO/IbHOTO MHTEPBANA NyTEM CpPaB-
HeHMA oTobpaHHOW NepemeHHOoI ¢ 04HOMN, NMMbo obenmu rpaHu-
Lamu:

- rising — reHepupoBaTb eaUHUYHOE aBapuitHoe cobbIThe NO BOCXO-
OAWEN rpaHnLe, ec/iv 3HayeHe oTobpaHHOM nepemeHHOM Ha nep-
BOM KOHTPO/IbHOM UHTEpBasie 60/blie MO0 PaBHO 3TOM rpaHuLLE;
- falling — reHepupoBaTb eguMHUYHOE aBapuiMHoe cobbiThe No HUC-
XO4ALLeN rpaHuLLe, eciM 3HaYeHMe OoTobpaHHOW nepemeHHON Ha

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 201




HELTEX

no rmon alarm index

NnepBoOM KOHTPO/bHOM MHTepBasie MeHblue IM60 paBHO 3TOM rpa-
HULe;

- rising-falling — reHepupoBaTb eaguHMYHOE aBapuitHoe cobbiTve No
BOCXOOAWEN WU/UAN HUCXOAALLEN rpaHULLEe, eCiM 3HaYeHMe OTo-
6paHHOV nepemeHHOM Ha NEepPBOM KOHTPOJAbHOM WHTepBane
6osbwe Mbo paBHO BOCXoAAlLen rpaHuLe u/Man meHblie nMbo
PaBHO HUCXOAALLEN FpaHULLE;

- owher — UMA co3aTtens aBapuMmHoOro cobbiTus.

YaanaeT ycnosue BblAaun aBapuitHbIX COBbITUIA.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3afaeT MakcMmasbHbI pasmep RMON-Tabauy,
- history — makcMmanbHOe KoIM4ecTBO CTPOK B Tabnunue uctopuu;
- log — maKkcmanbHOE KoNMYecTBO CTPOK B Tabanue 3anucei.
3HaueHue BCTYNUT B CWIY TOJIbKO Nocne nepesarpysku
H ycTpoiicTea.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

elica 2pynnbl MOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnvua 184 — KomaHap! pexkxnuma KoHourypauum nHtepdeiica Ethernet, rpynnsl nHTepdeiicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aeiicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cex

Bk/toyaeT GopmMMpoBaHMe UCTOPUM MO Fpynnam CTaTUCTUKK ANA
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — nHaekc Tpebyemoli rpynnbl CTAaTUCTUKK;

- name — Bnafenew, rpynnbl CTaTUCTUKK;

- bucket_num — 3HaueHue, accounmpyemoe C KOIMYeCTBOM fYeek
AN c6opa UCTOPMM NO Tpynne CTaTUCTUKK;

- interval — nepuog onpoca ana GopmmnpoBaHUA UCTOPUM.

BbikntoyaeT GopMMpoBaHME UCTOPUM NO FPyNMnam CTaTUCTUKKM oA
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Tabnnuya 185 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show rmon statistics {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3blBaeT CTaTUCTUKY MHTepdeiica Ethernet nnbo rpynnbl nop-
TOB, UCMONB3YEMYIO AR YAANIEHHOTO MOHUTOPUHTA.
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show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

OTo6parkaeT MHPOpPMaLMio NO 3anpaliMBaemMbimM rpynnam cratu-
CTUKM.

show rmon history index
{throughput | errors | other}
[period period]

MNokasbieaeT uctoputo Ethernet cratuctnkn RMON.

- index — 3anpolweHHas rpynna CTaTUCTUKK;

- throughput — nokasbiBaeT cYeTYMKM NPOU3BOAUTENLHOCTU (NpO-
NYCKHOM cnocobHocTH);

- errors — NoKa3sbIBaeT CYETUMKM OLLINBOK;

- other — NokasbIBaeT CYETYMKM 0OPLIBOB M KONAU3UNA;

- period — NoOKa3blBaeT UCTOPUIO 3a 3aMpPOLLEHHbIA Mepuog Bpe-
MEHMW.

index: (1..65535);
period:
(1..2147483647) cek

show rmon alarm-table

- MoKasbiBaeT CBOAHY Tabanuy aBapuUinHbIX COBbITUIA.

show rmon alarm index

MoKasbiBaeT KOHPUIypPaLUIO HACTPOMKM aBapUMHbIX COObITUN.

index: (1..65535) -index — HAEKC aBapuMHOro cobbITus.

show rmon events

- MokasbiBaeT Tabanuy cobbITUiM yaaneHHoro MoHuTopuHra RMON.

show rmon log [index]

MokasbiBaeT Tabanuy 3anmceit yaaneHHOro moHutopmHra RMON.

index: (0..65535) - index — nnpekc cobbiTnA.

[lpumepsl 8bINOAHEHUA

KOMQOHO

MokasaTb cTaTUCTMKY 10 nHTepdelica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10

Dropped: 8
Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1
CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: O
Fragments: 0 Jabbers: 0
64 Octets: 98 65 to 127 Octets: 0
128 to 255 Octets: 0 256 to 511 Octets: 0
512 to 1023 Octets: 491 1024 to 1518 Octets: 389
Tabanua 186 — OnucaHune pesynbTaToB
Mapamemp OnucaHue
Dropped KonnuecTBo 3aa4eTeKTUPOBaHHbIX COBbITUIM, KOraa nakeTbl 6b1AM OTOPOLLEHDI.
Octets Konunuectso 6aiT gaHHbIX (BKAtOYasa 6aiTbl NIOXUX NAKETOB), NPUHATbLIX U3 CETU (UCKAIO-
Yyas ppeitmoBble BUTbI, HO BK/IOUYAA BUTbl KOHTPOIbHOM CYyMMbl).
Packets KonnyecTBo NpMHATbIX NAaKETOB (BKAOYAA MIOXMeE, LWIMPOKOBELLATE/IbHbIE U MHOFOaApec-
Hble NakKeTbl).
Broadcast Ko/iMyecTBO NpMHATLIX LWMPOKOBELLATE/IbHBIX NAKETOB (TO/IbKO KOPPEKTHbIE NaKeTbI).
Multicast Ko/iMyecTBO NPMHATLIX MHOTOA4PECHbIX MAaKeTOB (TONIbKO KOPPEKTHbIe MaKeTbl).

CRC Align Errors

Konnyectso NpUHATbIX NAaKeToB AMHOW OT 64 Ao 1518 6ailT BKAOYMTENBHO, UMEIOLWMX
HEeBEPHYIO KOHTPOJIbHYIO CYMMY /W60 C LieabiMm Ynciom 6anT (OWMBKM NPOBEPKM KOH-
TponbHOI cymmbl — FCS), nnbo ¢ Heuenbim Ynciom 6aiT (owmbKkn BbipaBHMBaHMA — Align-
ment).

Collisions

OueHKa KoanyecTsa KONAM3Kii Ha gaHHoM Ethernet-cermenTe.

Undersize Pkts

Konnuectso NpuMHATLIX MaKeTOB AJANHOM MeHblle 64 6alT (McKatovas ¢ppelimoBble BUTbI,
HO BKtOYas BUTbI KOHTPOILHOW CYMMbl), HO B OCTa/IbHOM MPaBU/IbHO CHOPMMUPOBAHHbIX.

Oversize Pkts

KonnuecTBo NpuHATLIX NaKeToB A/inHoMi 6onbwe 1518 6aiT (MckNtoyan dppeimoBblie BUTbI,
HO BK/tOYan 6UTbl KOHTPOILHOM CYMMbI), HO B OCTa/IbHOM NMPaBUAbHO CHOPMUPOBAHHDIX.
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KonnuyecTBo NpuMHATLIX NAaKETOB AANHOM MeHble 64 6ainT (McKntoyas dpperimoBblie BUTHI,
HO BK/tOYAA BUTbI KOHTPOLHOM CyMMbl), UMEIOLNX HEBEPHYHO KOHTPObHYIO CyMMYy 60

Fragments . N
C Le/IbIM YUCIoM 6alT (OWMBKM NPOBEPKU KOHTPOJIbHOM cymmbl — FCS), 1MbO ¢ HeLenbim
yncnom 6anT (owmnbKKM BbipaBHMBaHKMA — Alignment).
KonnuecTso NpuHATLIX NaKeToB A/nHOMN 6onbwe 1518 6aliT (Mcknoyan dppeimoBble b6UTbI,
Jabbers HO BKtOYAsA BUTbI KOHTPONBHOM CYMMbl), UMEIOLLUX HEBEPHYHO KOHTPOIbHYIO CyMMY 60
C Le/IbIM YnCIoM 6alT (OWMBKM NPOBEPKU KOHTPOJIbHOM cymmbl — FCS), 1MbO ¢ HeLenbim
yncnom 6anT (owmnbKKM BbipaBHMBaHKA — Alignment).
64 Octet KonnuyecTso NpuHATLIX NaKeToB (BK/tOYas NAOXME NaKeTbl) ANMHOW 64 6aliTa (McKtoyas

dpelimoBble 6UTbI, HO BK/OYasA BUTbI KOHTPO/IbHOM CYMMbl).

65 to 127 Octets

Ko/iMyecTBO NPUHATLIX MaKeToB (BK/AtoYas MAOXWMe NaKeTbl) AAMHOW OT 65 Ao 127 6awnt
BKJ/IIOUUTE/IbHO (MCKNtoYas dperimoBble BUTbI, HO BKItOUYAs BUTbI KOHTPO/IbHON CYMMbl).

128 to 255 Octets

KonnuyectBo NpUHATbLIX NAKETOB (BKAKOYAn NIOXME NaKeTbl) AnvHol ot 128 ao 255 6ait
BK/OYUTENIbHO (MCKNtoYas dperimoBble BUTbI, HO BKAOYAA BUTbI KOHTPOJIbHOM CYMMbl).

256 to 511 Octets

Ko/iMyecTBo NpMHATLIX NaKeToB (BKAOYan NAOXMe MakeTbl) AAnHOW oT 256 Ao 511 6aiT
BKNHOUMTENIbHO (MCKNtoUYan dperimoBble 6UTbI, HO BKNOYAA BUTblI KOHTPOLHOM CYMMbI).

512 to 1023 Octets

Konnuyectso NpuHATbIX NAaKeTOB (BK/OYas Nioxme nakeTbl) AnnMHol ot 512 ao 1023 6ait
BKNHOUMTE/IbHO (MCKNtoYan dperimoBble BUTLI, HO BKNHOYAA BUTbI KOHTPOILHON CYMMblI).

1024 to 1518 Octets

Ko/iMyecTBo NpMHATLIX MaKeToB (BKAOYAA NAOXMe NakeTbl) ganHoi ot 1024 go 1518 6ant
BKNHOUMTENbHO (MCKNtoUYan dperimoBble 6UTbI, HO BKNOYAA BUTblI KOHTPONLHON CYMMbI).

e [lokasaTb MHPpOPMaLUMIO NO rPyNMnam CTaTUCTUKKU Ans nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples

Tabnnuya 187 — OnucaHune pesynbTaToB

Napamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Interface Ethernet-uHtepdeiic, Ha KOTOpOM 3anylLLeH onpoc.
Interval MHTepBan B CEKYHAAX MeXAY Onpocamu.

Requested Samples

3anpoleHHoe KOIMYeCTBO OTCYETOB, KOTOPOE MOMKET 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (OCTaBLIJeeCFI) KO/In4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpPaHeHo.

Owner

Bnageneu gaHHOM 3anuciu.

e [loKasaTb CHETUMKMU ﬂpOHYCKHOﬁ CHOCO6HOCTM,QHHprnanCTaTMCTMKM 1

console# show rmon history 1 throughput

Sample set: 1
Interface:

Time

tel/0/1
Requested samples: 50

Nov 10 2009 18:38:00

Owner: MES
Interval: 1800
Granted samples: 50

Maximum table size: 100

Multicast %
675218.67%

Broadcast
2893

Packets
278562

Octets
204595549
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Tabnmua 188 — OnucaHue pes3ynbLTaTos

Mapamemp OnucaHue

Time [aTta v Bpema co3gaHma 3anucu.

Octets Konnuectso 6aiiT gaHHbIX (BKAOYaA 6aliTbl N1I0XMX NAKeTOB) NPUHATLIX U3 ceTU (UCKtoYas
dpelimoBble 6UTbI, HO BK/OYAsA BUTbI KOHTPO/IbHOM CYMMbl).

Packets Ko/IMyecTBO NPUHATLIX MAKETOB (BK/OYas NA0OXME NaKeTbl) B Te4eHue nepmosa Gpopmmupo-
BaHMA 3aNuUcCK.

Broadcast Ko/iMyecTBO NpUHATLIX XOPOLIMX MAKeToB B TeuyeHWe nepuoga GopmMMpOBaHUA 3anucu
HanpaBAeHHbIX HAa LUMPOKOBELLATe/IbHbIE aapeca.

Multicast Ko/iMyecTBo MPUHATLIX XOPOLIMX MAKETOB B TeuyeHWe nepmona GopmMMpoBaHMA 3anucu
HanpaB/eHHbIX HA MHOTOapecHble aJpeca.
OueHKa cpeaHel NponyCcKHOM cnocobHOCTU GU3NYECKOTO YPOBHA Ha AaHHOM UHTepdeice

Utilization B TeYeHue nepunosa GopmupoBaHMA 3anucu. MNponyckHas cnocobHOCTb oueHNBaeTcs Be-
NINYMHON A0 ThICAYHOM NPOLEHTa.
Ko/imyecTBo NpUHATBIX B TeYeHWe nepunoaa GopmMmmMpoBaHMA 3anNncy NakeTos AJANHOM oT 64

CRC Align 40 1518 6aliT BKIKOUUTENBHO, UMEIOLMX HEBEPHYIO KOHTPOJIbHYIO CyMMY NGO C LebiM
yncnom 6aiT (OWMBKM NPOBEPKMN KOHTPObHOM cyMMbl — FCS), iMb0 ¢ HeuenbiMm YnMciom
6aiT (owmnbKM BbipaBHUBaHUA — Alignment).

Collisions OueHKa Ko/iMyecTBa KoM3unii Ha gaHHom Ethernet cermeHTe B TeueHue nepuoga dop-

MUPOBAHUA 3aNnUCK.

Undersize Pkts

Ko/nMyecTBo MpUHATBIX B TedeHue nepuoga GpopmMMpOBaHMA 3anmncy NaKeToB AJIMHOM
MeHblle 64 6aiT (UcKkAoYan pelimoBble BUTbI, HO BKAtOYAA 6UTbI KOHTPOIbHOM CYMMbl),
HO B OCTa/IbHOM MPaBUIbHO CHOPMMUPOBAHHBIX.

Oversize Pkts

Konnyectso NpuHATLIX B TedeHue nepuoga GOpPMMPOBAHMA 3anuCK MaKeToB ANMHOMN
6onbwe 1518 6aiT (Mcknovana dpeimoBble BUTbl, HO BKAOYana 6UTbl KOHTPOAbHOWM
CYMMbI), HO B OCTa/lbHOM NPaBUAbHO CHOPMMUPOBAHHbIX.

Fragments

Ko/nMyecTBo MPUHATbIX B TedeHue nepuoda GopmUMpoBaHMA 3anncu MaKeToB ANMHOWM
MeHblle 64 6aiT (UcKkAoYana dpelimoBble BUTbI, HO BKAOYan BUTbI KOHTPO/IbHOW CyMMblI),
NMEIOLLMX HEBEPHYHO KOHTPOJIbHYIO Cymmy Anb0O C Lenbim Yncaom 6aiT (owmbKku npo-
BEPKM KOHTPObHOM cymmbl — FCS), nnbo ¢ HeuenbiMm Ynciom 6aiT (ownbKM BbipaBHUBA-
Hua — Alignment).

Jabbers

Ko/nMyecTBo MpUHATLIX B TedeHue nepuoda GopmUMpoBaHMA 3anncu MaKeToB ANMHOWM
6onbwe 1518 6aiT (McKAoyaa ¢permoBble BUTbl, HO BKAOYAA OUTbI KOHTPO/IbHOM
CYMMbl), UMEIOLLNX HEBEPHYHO KOHTPOJIbHYIO CYyMMY IGO0 C LLe1bIM Ynciom 6anT (owmbKrm
NPOBEPKU KOHTPO/IbHOM cymmbl — FCS), anbo ¢ Heuenbim yncnom 6anT (OWMBKM Bbipas-
HuBaHusA — Alignment).

Dropped

KonnyecTso 3a4eTeKTMPOBaHHbIX COBbITMIA, KOrga naketbl 6biav OTOPOLLIEHbI B TeYeHue
nepuoaa GopmMrMpoBaHnA 3anuncu.

° nOKa3aTbCBOAHYK)Ta6ﬂMuyCMFHanOBTDEBOFM!

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
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Tabnnua 189 — OnucaHne pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOLLMIA 3aNnChb.
(0]]D] OID KOHTPONMPYyEMOI NepeMeHHON.
Owner Monb3oBaTtenb, CO34aBLINIM 3aMUCh.

e [lokasaTb KOHPUrypaLmto aBapuiiHbIX COBbITUI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnmua 190 — OnucaHue pesynbLTaTos

Mapamemp

OnucaHue

OoID

OID KOHTpPO/IMpYyEMOI NepeMeHHOMN.

Last Sample Value

3Ha4yeHMe NnepeMeHHOW Ha NocnefHeM KOHTPOIbHOM UHTepBane. Ecnv metog otbopa ne-
pemeHHbIx absolute — To 310 abcontoTHOe 3HaYeHne nepemeHHoin, ecaun delta — 1o pas-
HULA MEXKAY 3HAaYEHUAMM NEePEMEHHOM B KOHLLE U B Haya/le KOHTPOIbHOTO MHTepBana.

Interval

MHTepBan B CeKyHAAX, B TeYeHMe KOTOPOro AaHHble 0TbMpatoTcA U CpaBHMBAIOTCA C BEPX-
Hel N HUXKHeN rpaHnuLamm.

Sample Type

MeTog oT6opa yKasaHHbIX NepemeHHbIX M NoAcYeTa 3HaYeHUA ONA CPABHEHMUA C FPaHu-
uamu. Metog, absolute — abcontoTHoe 3HaYeHWe BbIBPaHHOM NepemeHHON ByaeT cpas-
HEHO C rpaHuLIei Ha KoHLe uccneayemoro uHtepsana. Metog, delta — 3HaueHue BbIOGpaH-
HOM nepemeHHOM Npu nocieaHem ot6ope 6yLeT BbIUTEHO W3 TEKYLLLETO 3HAYEHUs, U pas-
HMUa ByaeT cpaBHEHa C rpaHnLamm (pasHMLa MeXAy 3HaYEHUAMMU NMepemMeHHON B KoHLE
W B Hayasie KOHTPOJIbHOTO MHTEPBana).

Startup Alarm

MHCTPYKUMSA oNa reHepaLmm cobbiTUiA Ha NepBOM KOHTPObHOM MHTepBane. Onpeaenser
npasuaa reHepauuun aBapunHbIx COBbITUIN AN NEPBOrO KOHTPOJILHOTO MHTEPBAiA NyTEM
CpaBHEHWsi 0TOBPaHHOWN NepeMeHHOM ¢ 04HOWN, IMb6o 06enmm rpaHULLAMMN.

rising — reHepMpoBaTb eANHUYHOE aBapuiiHoe cobbiTe Mo BOCXOAALLEN FpaHuLEe, ecaun
3HaYeHue oTobpPaHHOW NepeMeHHOM Ha NePBOM KOHTPOJIbHOM MHTepBase 6o/bluem nbo
paBHOM 3TOM rpaHuLe.

falling — reHepupoBaTb eguHMUYHOE aBapuitHoe cobbiTUE NO HUCXOAALLEN rpaHnLEe, ecau
3HayeHMe oTobpaHHOM NepemMeHHOM Ha NePBOM KOHTPOJIbHOM MHTepBase MeHblue nbo
paBHO 3TOW rpaHuLe.

rising-falling — reHepupoBaTb egMHUYHOE aBapuitHoe cobbiTe Mo BocxoAallen u/wmam
HUCXOAALLEN FPaHULLE, €C/IM 3HAYeHMe OTOBPaHHON NepeMeHHOM Ha NepBOM KOHTPO/Ib-
HOM MHTepBane 6onblue AMHO paBHO BOCXOAALLEN TpaHuLLe, U/UAK MeHble Mo paBHO
HUCXOAALLEN rPaHULLE.

Rising Threshold

3HauyeHMe BocxoaALlLen rpaHuubl. Korga 3HavyeHMe oTobpaHHOM NepemMeHHoM Ha npeapl-
AYWEM KOHTPO/NIbHOM WHTepBane 6bl10 MeHblue AAHHOW FPaHWULbI, @ Ha TeKyLLeM KOH-
TPO/IbHOM MHTepBane 60/bliem 1MB0 PaBHOM 3HAYEHUIO FPaHULbI, TOF4a eaUHUYHOE COo-
6bITUE reHepupyeTca.
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Falling Threshold

3HauyeHue HUcxoaALwen rpaHmubl. Koraa sHaueHne oTobpaHHON nepemeHHOM Ha npeapl-
AYWEM KOHTPOJbHOM MHTepBase 6bi10 6onblie JAaHHOM rPaHULbl, @ Ha TEKYLLEM KOH-
TPOJIbHOM MHTEpPBAJie MeHbLe 1M60 PaBHO 3HAYEHUIO FPaHULbI, TOTAA eANHUYHOE CObbI-
TWe reHepupyeTcs.

Rising Event NHAeKc cobbITUA NCMONb3YIOLWEroCs, KOrAa BOCX04ALLAA FPaHNLLA NepeceyeHa.
Falling Event NHAeKc cobbITUA NCNOb3YIOLWLEroca, Korga HUCXo4ALWan rpaHuL,a nepeceyeHa.
Owner Monb3oBaTtenb, CO34aBLINIA 3aMNUCh.

e [loKasaTb Tabanuy cobbiTnin yganeHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
Tabnunua 191 — OnucaHune pesynbTaToB
Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOMLMPYIOLWMIA cOBbITHE.
Description KommeHTapuit, onucbiBaloWwmin cobbiTue.
Tun yBeLOMAEHNA, FeHEePUPYEMOTO YCTPOMCTBOM MO 3TOMY CODbITUIO:
- hone — He reHepMpoBaTb YBeAOM/EHUSA;
Type - log — reHepupoBaTh 3anucb B Tabauue;
- trap — otcbinatb SNMP trap;
- log-trap — reHepupoBaTb 3anucb B Tabaunue n otcbinate SNMP trap.
Community Ctpoka coobuwectsa SNMP ana nepecbiiku trap.
Owner Monb3oBaTtenb, cO34aBLININ COObITHE.
Last time sent Bpema 1 gata reHepupoBaHUA nocnegHero cobbitna. Ecan He 6bin0 creHepMpoBaHoO co-
6bITUIA, TO 3TO 3HaYeHUe byAeT PaBHO HYAHO.

MoKasaTb Tabanuy 3anucen yaaneHHoro mMoHuTopuHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

1 Errors

Nov 10 2009 18:48:33

Tabnnuya 192 — OnucaHune pesynbTaToB

Napamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Description KommeHTapuii, onucbiBatowWwmin cobbiTme.
Time Bpemsa co3zgaHuna 3anucu.

5.19.6 Cnucku docmyna ACL dna ynpasneHusa ycmpolicmeom

MporpammHoe obecneyeHne KOMMYTaTOpPOB MO3BOAAET paspelunTb AMbOo OorpaHuuuTb AOCTYN K
yNpaBAeHWNO YCTPOMCTBOM 4Yepes onpenenieHHble nopTbl uan rpynnbl VLAN. Ans 3Toit uenn cospatorcs
cnuckm goctyna (Access Control List, ACL) ana ynpasneHus.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaLumm:

console (confiqg) #

Tabnunua 193 — KomaHab! perknma rnobanbHoM KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

management access-list name

no management access-list
name

name: (1..32) cumBona

Co3faeT CNUCOK AocTyna AN ynpasieHus. Bxog B pexKuUm KoHOU-
rypaumm cnvcka focTyna ANs ynpasieHus.

YaansaeT cnMcok AocTyna ANs YyNpasieHus.

management access-class
{console-only | name}

no management access-class

name: (1..32) cumBona

OrpaHuyMBaeT ynpasieHue YCTPOMCTBOM MO OnpegeneHHoMy
cnucky poctyna (access list). AKTMBMPYET yKa3aHHbINA CMUCOK A0-
cTyna.
- console-only — ynpas/ieHu1e yCTPOMCTBOM LOCTYMNHO TOJIbKO C KOH-
conu.

OTMeHsAEeT orpaHuMyeHme Ha ynpas/ieHue yCTPOMCTBOM Mo onpese-
NIeHHOMY CNUCKY gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 014 ynpassaeHus

BuAa 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaumm cnncka goctyna gnsa ynpaBaeHus:

console (config) # management access-list eltex manag

console

(config-macl) #

Tabnuua 194 — KomaHabl pexknuma KoHOUrypaumm cnucka goctyna ans ynpasaeHma

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

oob | vlan vian_id] [service
service ]

hu_port | port-channel group |

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

oob | vlan vian_id] [service
service]

hu_port | port-channel group |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaeT paspeLuatoLiee ycaoBMe A8 YNPaBaAoLWLEro CrnmcKa ao-
cTyna.
- service — TMn gocTyna.

tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

oob | vlan vian_id] [service
service] [ace-priority index]

deny [gigabitethernet gi_port |

hu_port | port-channel group |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);

3agaer 3anpeLatoLiee yca0BMe 41 YNPaBAAIOLWEro CncKka 4o-
cTyna.
- service — TMn pocTyna,
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deny ip-source {ipv4_address |
ibv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

service: (telnet, snmp,
http, https, ssh)

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 195 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MokasbiBaeT CNMCKM AgocTyna (access list) ans ynpasnexus.

show management
access-class

MokasbiBaeT MHbOpMaLMlO 06 aKTUBHbIX CMAMCKax AocTyna
(access list) onsa ynpasneHums.

5.19.7 Hacmpolika docmyna

5.19.7.1

JaHHble KOoMaHAbl

npegHasHa4veHbl

Telnet, SSH

K HEMY A1 MOHUTOPUHIA U KOHPUTYpaLMK.

KomaHObI pexcuma 2a06anab6Hol KOHpuU2ypayuu

ONA  HaAcCTPOWMKW CcepBepoB AoCTyna AnaA ynpasieHUs
KommyTaTopom. MNMoaaepkka cepsepos Telnet n SSH KommyTaTopomM NO3BOASAET yAANEHHO NOAKAOYATLCA

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KOHOUrypaumm:

console (config) #

Tabnunua 196 — KomaHabl pexkrma rnobanbHOM KOHGUrypauum

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip telnet server

no ip telnet server

Mo ymonuanuio Telnet
cepsep BK/OYEH

Pa3pelaeT yaaneHHoe KOHGUrypupoBaHue yCTpoiicTaa
yepes Telnet.

3anpelaeT yaaneHHoe KOHOUryprpoBaHUe ycTpoicTea
yepes Telnet.

ip ssh server

no ip ssh server

Mo ymonuaHuto SSH cepsep
OTK/IIOYEeH

PaspelwaeT yaaneHHoe KOHGUrypupoBaHue yCTpoWcTBa
yepes SSH.
[o Tex nop, NoKa Ky ANA WuppoBaHUA He
V creHepupoBaH, SSH-cepsep 6yaeT HaxoAUTbCA
B pe3epse. Mocne reHepauuu Kawva (Mcnonb-
3yemble KOMaHAbl crypto key generate rsa u
crypto key generate dsa) cepsep nepeiiget B
pabouee cocTosiHMe.

3anpewaeT yganeHHoe KoHOUrypupoBaHue ycTpoincTaa
yepes SSH.
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ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ucnosbsyemsiii SSH-cepsepom.

YcTaHaBAMBaeT 3Ha4YeHune no YMOYaHUIO.

ip ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3agaeT HTepoeic ana SSH-ceccui.

Ypansaer untepodeiic.

ipv6 ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3apaet uHTepodeic ana IPvb SSH-ceccui.

Ypansaet untepoelic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymon4yaHuo
MUCNonb3oBaHWe Ny6anyHoro
KNtOYa 3anpeLeHo

Pa3peluaeT ncnonb3osaHMe Ny6AMYHOIO KAKo4a A1A BXO-
aawmx SSH-ceccuin.

3anpewaeT Ucnonb3oBaHMe Ny6AMYHOrO KAkoYa AA BXO-
aawmx SSH-ceccuit.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
aes128-ctr, aes192-ctr,
aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@openssh, chacha20-
poly1305@openssh.com)
/paspelueHbl Bce
aNIrOPUTMbI, KPOME None

3afaeT CNUCOK paspeLleHHbIX aaropuTMoB WwudpoBaHus
A4NA cepsepa.

BoccTaHaBnMBaeT CNUCOK paspeLleHHbIX aJIF0PUTMOB 06-
MEHa K/lo4YamM Mo YMOYAHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal,
curve25519-
sha256@libssh.org, diffie-
hellman-group-exchange-
sha256, diffie-hellman-
groupl6-sha512, diffie-
hellman-group18-sha512,
diffie-hellman-group14-
sha256, diffie-hellman-
groupl14-shal)/
pa3speLleHbl BCce MeToabl

3afjaeT CNUCOK paspeLleHHbIX MeToAoB obmeHa Kito-
Yamu ansa cepsepa.

BoccTaHaBnmBaeT CNMcoK pa3spelweHHbIX aAropnuTmos 06-
MeHa Klo4amMm No yMOoN4aHuUio.

ip ssh password-auth

no ip ssh password-auth

Mo YMONYaHUIO BKIKOYEHO

BK/IIOYAET PEeXKMM ayTEHTUDMKALLMU MO NAPOI0.

OTKAOYAeT peum ayTeHTUdMKaLMM No napoto.

crypto key pubkey-chain ssh

Mo yMmon4aHUIo KoY He
co3faH

BXOAMT B pekMM KOHOUrypauum ny6aMYHOro Katoua.

crypto key generate dsa

leHepupyeT napy Katoyen DSA — YyacTHbIN 1M Ny6AMYHBIN
pna SSH-cepsuca.
V Ecnun xota 6bl O4UH U3 Napbl KAlouel yxKe co-

crypto key generate rsa

34aH, TO cMCTeMa NpPeasioXKUT nepe3anucaTb
KAtou.
leHepupyeT napy Katoyer RSA — yacTHbI M Ny6AMYHbIN
ona SSH-cepsuca.

/ Ecnamn xota 6bl 04UH M3 Napbl KAloueit yxKe co-

crypto key import dsa

encrypted crypto key import dsa

3AaH, TO cucTema NpPeasIoKUT nepesanuncatb
UmnopTtupyet napy kntoveit DSA.

KA.
- encrypted — B 3aWwnppoBaHHOM BUZE.

crypto key import rsa

MUmnopTtupyeT napy Katoyer RSA.
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encrypted crypto key import rsa

- encrypted — B 3aWwWnppoBaHHOM BUZE.

ip http server

no ip http server

no ymon4yaxuto HTTP-

cepBep BK/OYEH

PaspeluaeT yganeHHoe KOHOUrypupoBaHMWe yCTpoicTea
yepes web.

3anpelaeT yaaneHHoe KOHGUTypMpoBaHMeE YCTPOMCTBA
yepes web.

ip http port port

no ip http port

1..59999/80

3apaet nopt HTTP-cepBepa.

BocctaHaBnmBaeT 3HaveHue no YMONYaHULO.

ip http secure-server

no ip http secure-server

no ymonyanuto HTTPS-

cepBep BKAKOYEH

Bkntoyaet HTTPS-cepsep.

Bbikntouaet HTTPS-cepsep.

ip http timeout-policy seconds
[http-only | https-only]

no ip http timeout-policy

seconds: (0..86400)/600

3agaet TaimayT HTTP-ceccuu.

BoccTaHaBnvBaeT 3Ha4YeHMe No YMOYAHMUIO.

crypto certificate {1 | 2} generate

crypto certificate {1 | 2} import

no crypto certificate {1 | 2}

leHepupyeT SSL-cepTnduKar.

MUmnopTtupyet SSL-cepTUPUKAT, Ha3HAUYEHHbIN LLEHTPOM
cepTudUKaumm.

BocctaHaBnuBaeT SSL-cepTMdMKaT Mo ymoNYaHUIO Ann
yKa3aHHoro cepTuduKara.

v/

Knioum, creHepupoBaHHble KOmaH[amu crypto key generate rsa u crypto key generate
dsa, coxpaHATCA B 3aKPbITOM ANA NONb30BaTena ¢aisie KOHGUrypaumu.

KomaHObI pexcuma KoHgu2ypayuu nybauyHo20 Kar4va

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUrypaummn nybanyHoro Katoua:

console# configure

console (config)# crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 197 — KomaHAabl pexnma KoHpurypaumm nybandHoro Katoua

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

user-key username {rsa | dsa}

no user-key username

username: (1..48)
CUMBOIOB

BxoZ, B peMm co3gaHusa MHOMBUAYANbHOTO NYy6AUYHOTO KO-
ya.

- rsa — co3aatb RSA-Kkntoy;

- dsa — co3gatb DSA-Kntou.

YaanaeT ny6AnUHbIN KAOY 418 onpeaesieHHOro nosib3osartens.

Bua 3anpoca KOMBHAHOVI CTPOKU B pexmme co3aaHna nHOnBuMaAyasibHOIo I'IY6I'IM‘-IHOI'O K/1to4a:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnnuya 198 — KomaHabl perkMma co3gaHua MHAMBUAYANbHOMO Ny6IMYHOTO Kato4a

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

key-string

Cos3paet I'Iy6J'IW-IHbIl\/‘I KNKY AnAa onpeaeneHHoro nonb3oBatena.

key-string row key_string

Coszgaet ny6AnYHbIN KNKOY 415 ONpeaeieHHOro No/ib3osartesns.
BBOZ K/110Ya OCYLLECTBAAETCA MOCTPOUHO.
- key_string —4acTb Kntova.

[na Toro 4Tobbl cMCTEMA NOHANA, YTO K/AKOY BBeAEH
V NONIHOCTbIO, He06X0A4MMO BBECTU KOMaHAY key-string
row 6e3 cumBonoB.
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KomaHObi pexcuma EXEC

KomaHabl gaHHOTo pa3aena AOCTynHbl TONIbKO ANA NpUuBUNErMpoBaHHbIX nonb3oBaTesiei.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 199 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

show ip ssh

MokasbiBaeT KoHdurypauuto SSH-cepBepa, a TaKke aKTUBHble
Bxoaalwme SSH-ceccum.

show crypto key pubkey-chain
ssh [username username]
[fingerprint {bubble-babble |
hex}]

username: (1..48)
cumBonos.lo
YMOIYAHULIO OTNeYaToK
K/lOYa B LWWeCTHagua-
TepuyHoOM dopmare.

MokasbiBaeT nybanyHble SSH-KN0UYM, COXpaHEHHbIE Ha KOMMYTa-
Tope.

- username — UMA Y4aNEeHHOTO KAWNEHTa;

- bubble-babble — oTneuaTtok kntoua B Koge Bubble Babble;

- hex — oTnevaTok K/o4a B WeCTHaALaTepPUIHOM KoZe.

show crypto key mypubkey

MokasbiBaeT Nyb6anYHbIe KAoun SSH-KommyTaTopa.

[rsa | dsa]
show crypto certificate [1 | 2] -

OTobparkaeT SSL-cepTudmkaTbl ana HTTPS-cesepa.

[pumepbl 8b1M0MAHEHUS KOMAHO

BKntounTb cepBep SSH Ha KommyTaTope. PaspewnTb UCnonb3oBaHWe NybanyHbIX Katodeir. Co3aaTtb
RSA-Kknto4 ana nonb3osartens eltex:

console# configure

console (config) # ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWI1Al4kpgIw9GBRoNZQZxjHKcgKL6rM1Q+ZNXE
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUvV35LgJJk67I0U/zfwOl1gkTwml75Q
RI9gHUJS6KWGN2QWXgh3ub8gDjTSaqmuSn/WAd05iDX2TIExQWu081icglk02LYciz+Z4TrEU/9FJx
wPiVQOjc+KBXuR0OjuNg5nFYsY0ZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfcel 66DgVX1gWmNzNR4DYDvSzg01DnwCACS
QOh Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOH(uU2ypayuu mepmuHana

KomaHZbl KOHOUTYpauumn TepMUHANA CAYKAT AN HACTPOWMKM NapaMeTpPOoB JIOKa/IbHOW U yAaneHHoM
KOHCON.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM peXkmma rnobanbHon KoHdurypaumum:
console (confiqg) #

Tabnunua 200 — KomaHab! perknma riobanbHOoM KoHGUrypaumm

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuro

KomaHda

BXOf, B PEXMM COOTBETCTBYIOLLErO TEPMMUHaNa (1OKa/IbHasA KOH-
- CO/b, yAANEeHHan KOHCOb — Telnet nan yaaneHHas 3alwmuieH-
HasA KOHCoNb — SSH).

line {console | telnet | ssh}
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KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKU B pexknme KoHpurypaumm tTepmmHana

console# configure
console (config)# line {console|telnet|ssh}
console (config-line) #

Tabanuya 201 — KomaHzabl pexkMma KoOHoUrypaumm TepmuHana

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

speed bps

bps: (4800, 9600,
19200, 38400, 57600,

YcTaHaBAMBaET CKOPOCTb AO0CTyMNa Mo I0KaJbHOW KOHCOAM (KO-
MaHAa AOCTYMHa TO/IbKO B PeXMMe KOHPUrypaumm n0KanbHoM
KOHCOAMN).

no autobaud

115200)/115200 60p,
no speed YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
autobaud BKAtouaeT aBToMaTUUECKOE onpeaeneHne CKopocTy AocTyna no
NIOKaNbHOWM KOHCONM (KOMaHAa [OCTYMHA TO/IbKO B PEXKUME KOH-
-/BKAKOYEHO burypaumm 10KanbHOM KOHCONM).

BbIKntoyaeT aBTomaTMyecKkoe onpeaesieHne CKoOpocTn A0CTyna
No NI0KaNIbHOM KOHCONN.

exec-timeout minutes
[seconds]

no exec-timeout

minutes: (0..65535)/10
MWH;

3agaeT MHTepBas, B TeYeHWe KOTOPOro CMCTeMa OXKnaaeT BBOAa
nonb3osatena. Ecan B Te4eHWe AaHHOrO MHTEPBana Nosb3oBa-
TeNb HUYEro He BBOAUT, TO KOHCO/1Ib OTK/1IOYaeTCA.

seconds: (0..59)/0 cek

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 202 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show line [console | telnet |
ssh]

MNoka3sbiBaeT napameTpbl TepMUHanNa.

5.20 XXypHan aBapui, npotokon SYSLOG

CuctemHsble KYpPHa/ibl NO3BOIAOT BECTU UCTOPUIO CO6b|TMﬁ, npounsouweaumnx Ha YCTDOﬁCTBe, a TaKXe
KOHTPO/IMPOBATb npousowegiine cobbIiTMA B peasbHOM BpeMEHMU. B KypPHan 3aHOCATCA cobbITnA cemu
TUNOB: ‘-IDEBBbI‘-Ia[/JIHbIe, CUrHanbl TpeBOrn, KpUtTn4eCkne n He Kputndeckume OLIJVI6KM, npeagynpexaeHus,

yBeaomMneHwumA, VIHd)OpMaLI,I/IOHHbIe N oTnagouvHble.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHduUrypaumm:

console (config) #

Tabnumua 203 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

3HayeHue/3HayeHue no
yMOAYaAHUIO

KomaHda

Aelicmeue

logging on
2400 -/peructpauus BroYEHa

BKAtOYaeT perucTpaumio 0T1agouHbIX COOBLWEHNN U COOBLLEHWI
06 owmnbKax.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 213




HELTEX

no logging on

BbIKtOYAET PerncTpaLmio oT1aA0uHbIX COObLLIEHNI KM coobLe-
HUI 06 owmnbKax.
7 Tpu BbIK/IOYEHHOW pPerucTpauuM oTNafouHble co-

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host {ip_address |
host}

host: (1..158) cumBon0B;
port: (1..65535)/514;
level: (cm.
Tabnauua 204);
facility: (local0..7)/local7;
text: (1..64) cumBonos

o6wweHunA n coobuieHna 06 owmnbkax byayTt nepesa-
BaTbCA HAa KOHCOb.
Bk/touaeT nepenayvy aBapuiMHbIX U OTAAL04HbIX COOBLLEHUI Ha
yaaneHHoi SYSLOG-cepsep.

- ip_address— IPv4 unu IPv6-agpec SYSLOG-cepsepa;

- host — ceTeBoe nmsa SYSLOG-cepBepa;

- port — Homep nopTa ANA Nepesayn coobLLeHU No NPOTOKONY
SYSLOG;

- level — ypoBeHb BaXHOCTU COOBLLEHMI, NepeaaBaemMblX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegaBaemas B coobweHmnAXx;

- text — onucaHune SYSLOG-cepsepa.

Ypansaet BbibpaHHbI cEpBEp M3 CNUCKa Ucnosiblyembix SYSLOG-
cepBepoB.

logging console [level]

no logging console

level: (cm.
Tabnuua
204)/informational

BKkntoyaeT nepenavy aBapuiHbIX UM OTNIAA04HbIX COOOLEHNN
BbIBPAHHOIO YPOBHA BaXKHOCTM HA KOHCOb.

BbIk/tOYaeT nepesayy aBapUnHbIX UK OTAAL0YHbIX COOOLLEHW
Ha KOHCO/b.

logging buffered
[severity_level]

no logging buffered

severity_level: (cm.
Tabnnua
204)/informational

Bk/toyaeT nepesayy aBapuiHbIX MM OTAALOYHbIX COObLEeHUM
BbIBPAHHOIO YPOBHA BaXHOCTW BO BHYTpeHHMI Bydep.

BbIKk/lOYaeT nepesady aBapuiiHbIX UM OTA3A04HbIX COOBLLEHM
BO BHYTpPeHHUI bydep.

logging cli-commands

no logging cli-commands

-/OTKNIOYEHO

BkntouaeT nornposaHue BBeaeHHbIx B CLI KomaHA,.

OTKAO4YaeT normposaHme BeegeHHbIX B CLI KomaHa,

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MeHAET KONMYECTBO COOBLLEHWNIA, 3aMOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HWUTCA Mocne nepesarpysku ycTponcTea.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

logging file [level]

no logging file

level: (
Tabauua 204) /errors

BkatouaeT nepepayy aBapuiiHbIX UM OTAAA0UHBIX COOBLLIEHWI
BbIBPaHHOIO YPOBHA BaXHOCTM B dalin KypHana.

BbIK/lOYaeT nepesady aBapuiiHbIX UK OTA3A0YHbIX COOBLLEHM
B daiin KypHana.

aaa logging login

no aaa logging login

-/BKIOYEHO

3aHOCKTb B XKYpHasbl COBLITUA ayTeHTUGUKALLMM, aBTOPMU3aLMU
nydeta (AAA).

He 3aHOCUTb B »KypHasbl cobbITUA ayTeHTUDUKAL MM, aBTOpPM3a-
LMK 1 yyeta (AAA).

file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymonyanuio
perucTpauma BKAOYEHa

BkntoyaeT permctpaumto cobbitnii GpansioBomn cMcTembl.

- COpY — perucTpaumsa coobLeHuit, CBA3aHHbIX C onepauuamm
KonupoBaHua ¢alinos;

- delete-rename — peructpauma coobLLeHnit, CBA3AHHbIX C yaa-
neHnem $paliNioB U NepenmeHoBaHNEM OnepaLymii.

BblKNtoYaeT perucrTpaumnio cobbitmii GpannoBoit cuctemel.

logging aggregation on

no logging aggregation on

-/oTKNtO4EHO

BKkntoyaeT KOHTpOb arperaymm syslog-coobuieHni.

OTKAtoYaeT arperaumto syslog-coobLueHmni.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cekyHz,

YcTaHaBAWBaET BpemMa XpaHeHWA CrpynnupoBaHHbIX syslog-co-
obuweHun.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,

snmp, ip, link-local, arp-
switch-mode, arp-

inspection, stp-bpdu,

other-bpdu, dhcp-
snooping, dhcpv6-

snooping, igmp-snooping,

mld-snooping, sflow, log-
deny-aces, vrrp)/-

BK/llo4aeT KOHTPO/Ib OrpaHUYEHNA CKOPOCTU BXOAALLMX KafpoB
AnAa onpeaeneHHoro tmna TpachKa.

OTKAtOYaeT 10rn poBaHue.

logging origin-id {string |
hostname | ip | ipv6}

-/Het

3asaeT napameTp, KOTopbli ByaeT NCNoNb30BaTLCA B KayecTse
naeHTMdMKaTopa xocTa B syslog-coobLieHuax.
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no logging origin-id

Mcnonb3oBaTtb 3HaYeHMeE N0 YMONYAHUIO.

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback _id | vlan
vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

Mcnonb3osatb IP-agpec yKkazaHHOro nHTepdelica B KayecTse 1C-
TOYHMKa B IP-nakeTax npotokona SYSLOG.

no logging source-interface

Ucnonb3osaTb IP-agpec ucxoasuero nHtepdeiica.

logging source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback id | vlan
vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

Mcnonb3oBaTb IPv6-agpec yKazaHHOro UHTepdelica B Kayectse
MUCTOYHMKA B IP-nakeTax npoTokona SYSLOG.

no logging source-interface-
ipve

Mcnonb3osaTb IPVv6-agpec ncxogsauwero nHtepdeica.

Kaxxpoe cooblieHne nmeeT cBOM ypoBeHb BaxKHOCTU — B Tabauue 204 npuseaeHbl TUMbI COOBLLEHWI
B nopAaaKe ybbiBaHNA NX BaXKHOCTU.

Tabnuua 204 — Tunbl BaXKHOCTN COOBLLEHWUI

Tun eaxcHocmu coobujeruli OnucaHue

B cucteme npousowna Kputuyeckas OLUVI6Ka, CncTtemMma Moxet paGOTaTb

YpesBbluaiiHble (emergencies)
HenpaswuIbHO.

CurHanbl Tpesoru (alerts) Heobx04MM0 HemeaeHHOe BMELLATeNbCTBO B CUCTEMY.

KpuTnueckme (critical) B cucTeme npousoluia KpuTuyeckas owmnbKa.

OwwnbouHble (errors) B cucteme npousowwna owmbKa.

MpeaynpexaeHna (warnings) MpeaynpexaeHve, HeaBapunHoe cooblueHme.

Yeseaomnenus (notifications) YBegomieHume cMcTembl, HeaBapuiiHoe coobuieHue.

MHdopmaumoHHble (informational) MHbOopMaLMOHHbIE COObLLEHNA CUCTEMDI.

OTnapo4Hble COO6LLI,€HMF|, npeaocTaBAAOT NOb30BaTENHO MHd)OpMaLI,MIO

o) debuggi o o
TA3R0HHbIE ( € ugglng) ANA KOPPEKTHOU HACTPOUKU CUCTEMDI.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:
console#

Tabnunua 205 — KomaHaa pexkmuma Privileged EXEC gns npocmoTpa daina KypHana

3HayeHue/3HayeHue
Mo ymoa4YaHuro
clear logging -

KomaHoa Aelicmeue

Ypanset Bce cooblueHusa U3 BHyTpeHHero bydepa.

clear logging file - Ypansaert Bce coobueHuns us daina xKypHana.

show logging file OTobparkaeT coCToAHWNE KypHana, aBapuiiHble U OTNAL04YHbIe CO-

obLeHun, 3anncaHHble B daline KypHana.

show logging OTobparkaeT COCToAHME KypHana, aBapuinHble U OTA3aA04YHbIE CO-

obLLeHmn, 3anucaHHble Bo BHyTpeHHem Bydepe.

show syslog-servers - OTobparkaeT HaCTPOWKKN ANA yaanéHHbIX syslog-cepBepos.
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[pumepbl UC016308AHUS KOMAHO

e  Bkawouutb perncrpauyuio OLINBOYHbIX COO6LI.I,€HMﬁ Ha KOHCOU:

console# configure
console (config)# logging on
console (config)# logging console errors

e OuuncTuTb daiin KypHana:

console# clear logging file
Clear Logging File [y/nly

5.21 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

®yHKUMA 3epKa/MpoBaHMA MNOPTOB NpeAHa3HayeHa A/ KOHTPOAA CeTeBoro Tpaduka nytem
MepecbINKKU KOMUI BXOAALWMX M/UAN UCXOOALLMX MAKETOB C OAHOMO WM HECKO/IbKUX KOHTPOJIMPYEMbIX
MOPTOB Ha OAMH KOHTPO/IMPYIOLWMIA NOPT.

K KOHTpoaupyoLemy NOpTy NPUMEHAIOTCA Caeaytolme orpaHMYeHns:

— TopT He MoKeT BbITb KOHTPOIMPYOLWUM U KOHTPOSIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— TopT He MoKeT 6bITb YIEeHOM rpPynnbl NOPTOB;

— IP-uHTepdeiic fonKeH OTCyTCTBOBATL A4N1A 3TOrO NOpPTa;

— NMpoTtokon GVRP gosKeH 6biTb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTpOAMpyemMbiM NOPTam NPUMEHAIOTCA CAefytowwme orpaHUYeHuUsA:

— [opT He MOXKET HbITb KOHTPOIMPYIOLWMM WU KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO;

ToB uan VLAN) B KaxKao0M.

CyliecTByeT orpaHMYeHme Ha 7 ceccuii 3epKanmpoBaHus: no 8 sepKannpyembix HTepoeiicos (nop-

V 3epKanupoBaHue VLAN BO3MOXKHO TONIbKO B NepBOA ceccum

KomaHObI pexcuma 2106aa6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 206 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

monitor session session_id
destination interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [network]

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

YKa3blBaeT 3epKanupyioLLmin NopT A1 BbIGPAHHON CeCcCMU MOHUTO-
puvHra.
- network — nosBonseT BecTm 06MeH JaHHbIMU.

no monitor session session_id
destination

BbIK/OYaeT GYHKLMIO MOHWUTOPUHIA Ha HacTpaMBaemMoMm MHTep-
delice.
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monitor session session_id
destination remote vlan
vlan_id reflector-port
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port network

vlan_id: (1..4094);
session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

YKasblBaeTcsa CAyKebHbIl vlan gas 3epkanvpoBaHua TpadukKa c 3a-
LaHHOro pedneKkTop-nopTa AN BbiI6paHHOM ceccuu.

- remote vlan — cnyxe6bHbili vian ana 3epkannpoBaHuns TpaduKa;

- reflector-port — dbusmueckunin nopT Ans nepefayv 3epKaampyemoro
TpaduKa, Ha 3TOM UHTepdelice He JoMmKeH Bbln NponucaH remote
vlan.

no monitor session session_id
destination

BbiktovaeT QYHKLUMIO MOHWTOPWHFA Ha HaAcTpaMBaemMoM MWHTep-
deiice.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [rx | tx | both]

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

[Job6aBnaeT ykasaHHbIN 3epKannpyemblii NOPT AN BbIbpaHHOM cec-
CUN MOHWUTOPMHrA.

- IX — KOMMPOBaTb NakKeTbl, MPUHATbIE KOHTPOMPYEMbIM NOPTOM;

- tX — KONMPOBaTb NaKeTbl, NepefaHHble KOHTPONPYEMbIM NOPTOM;
- both — KonMpoBaTb Bce NakeTbl C KOHTPOAUPYEMOTO NopTa.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

BblK/OYaeT GYHKLMIO MOHWTOPUHFA Ha HacTPaMBaeMOM MHTep-
delice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[Job6aBnaeT yKasaHHbI 3epKanupyemblnt vlan gns BbibpaHHOW cec-
CUM MOHWUTOpPUHTA.

Bblk/tOYaeT QYHKLMIO MOHWTOPUHIA Ha HacTPaMBaeMOM MUHTep-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[lobaBnset B KauecTBe UCTOUHMKA Vlan ¢ y)Ke paHee 3epKannpyembim
TpaduKom anA BbIBPAHHOMN Ceccum MOHUTOPUHTA.

BblkntouaeT QYHKLMIO MOHWUTOPWMHIA Ha HAcTpaMBaeMOM WHTep-
deiice.

5.22 ®dyHKuyma sFlow

SF|0W-T€XHOJ’IOI'VIF|, No3B0O/IAOWAaA OCYLLEeCTB/IATb N\OHMTOpVIHI'Tpad)VIKa B MaKETHbIX CeETAX nepeaayun
AadHHbIX NyTEM YacCTUYHOM BbI60pKVI Tpadwn(a Aana I'IOCJ'IGAVFOIJ.I,Eﬁ MHKancynauumnm B cneynanabHble coo6u.|,e-

HUA, nepeaaBaemMble Ha CcepBep c60pa CTaTUCTUKWN.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnunua 207 — KomaHabl pexknma rnobanbHOM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue

no ymon4aHuro

Aeiicmeue

sflow receiver id {ipv4_ad-
dress | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte]

no sflow receiver id

id: (1..8);
port: (1.. 65535)/6343;
byte: nonoxuTtenbHoe
uenoe 4ncno/1400;
dopmart ipv4_address:
A.B.C.D;
¢dopmart ipv6_address:

3apaeT agpec cepsepa cbopa ctatucTmkm sflow.

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHOe UMA XOCTa;

- port — HOmep nNopTa;

- byte — MakcMMmasnibHOe KOIM4YecTBo b6aliT, KOTopoe MOXKET BbiTb OT-
npaBAeHO B OAMH NaKeT AaHHbIX.

XX Xi XX,
dopmart ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumsonios

Yaansaet agpec cepsepa cbopa ctatnctuku sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback id | vlan
vlan_id | oob}

hu_port: (1..8/0/1..32);

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

loopback_id: (1..64)
group: (1..128)

3agaeT nHtepdeliic ycTpoiictea, IP-agpec KoToporo 6yaeTt ncnonb3o-
BaTbCA MO YMOJIYAHUIO B KayecTBe agpeca UCTOYHMKa cbopa cTatu-
CTUKU.

no sflow receiver source-inter-
face

Ypanset ABHoe 3agaHue uHTepdelica, ¢ agpeca Kotoporo byaet oT-
npaBAATbCA cTaTUCTUKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console# configure
console (config) # interface { tengigabitethernet te port | }
console (config-if) #

Tabauua 208 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6anT

3apaeT cpeaHioto CKOpPOCTb BbIGOPKU NaKkeToB. MToroeas cKOpocTb
BbIGOPKM cumTaeTca Kak 1/rate*current_speed (current_speed —
TeKyLaA CpeAHAsA CKOPOCTb).

- rate — cpefiHAs CKOPOCTb BbIGOPKM MaKeTOB;

- id — Homep sflow-cepBepa;

- bytes — MakcMmanibHoe KoanyecTso 6aiT, KoTopoe byaeT ckonu-
poBaHo 13 0bpasLa nakeTa.

OTKANOYAET CHETUMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CeKyHA;
id: (0..8)

OnpenenseT MakCMManbHbIi MHTEPBAN MEXAY YCMELWHbIMU Bbl-
60pKamu NaKeTos.

- Sec — MaKCMManbHbI MHTEPBAN MeXAy BbI6OpKamMu B CEKyHAAX;
- id — Homep sflow-cepsepa (3apaetca komaHaol sflow receiver B
rnobasbHOM pexnme KOHGUTypaLum).

OTKANOYAET CHETUMKM BbIBOPKM Ha NOPTY.

KomaHOwbl pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexkxmume EXEC nmeet cneaytowmin ua;

console>
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Tabnuua 209 — KomaHapbl, A0CTYMNHble B pexknume EXEC

3HayeHue/3HayeHue

no ymon4aHuro
show sflow configuration BbiBOAUT HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

KomaHda Aeiicmeue

clear sflow statistics Ounwaet ctatnuctnky sFlow. Ecam uHTepdeic He ykasaH, Ko-
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | maHAa ouMLLaeT BCE CUETUMKM CTATUCTUKM SFlow.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port]
show sflow statistics OTobparkaeT cTaTUCTUKY sFlow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

[pumepbl 8b1N0AHEHUS KOMAHO

e YcraHoBuTb IP-agpec 10.0.80.1 cepBepa 1 pns cbopa crtatuctukm sflow. Ona ethernet-
nHtepoeiicos tel/0/1-te1/0/24 ycTaHOBUTL CPEAHIOK CKOPOCTb BbIGOPKM NakeTos — 10240 K6UT/C
N MAKCUMAJIbHbIN MHTEPBaN MeXKAY yCneLwwHbIMKU BbiIbopKamu naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 1 10240
console (config-if)# sflow counters-sampling 240 1

5.23 ®yHKuMKM AMArHOCTUKKN PU3NYECKOro YPOBHA

CeTeBble KOMMYTaTOpbl COAEpP:KaT annapaTHble M NporpammHble CpeacTBa ANA AMArHOCTMKM
dU3NYeCcKMX MHTepdencoB U NMHUIM CBA3M. B NnepeyeHb TECTMPYEMBIX NAapaMeTPOB BXOAAT CAeaytowme:

OnAa anekTpuyecknx nHtepdencos:

—  [AJIMHa Kabens;
— paccTosiHMe A0 MecTa HeMCnpaBHOCTU — 06pbIBa NN 3aMblKaHUA.

Ona ontnyeckmx nutepdencos 1G n 10G:
—  napameTpbl MUTAHWUA — HaNPAXKEHME U TOK;

— BbIXOA4HaA onNTU4eCKaa MOLWHOCTb,
— ONTUn4eCKaAa MOLWHOCTb Ha nNpueme.
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5.23.1 fluazHocmuka medHo20 Kabensa

KomaHObi pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexkxnume EXEC nmeet cneaytowmin Bua;

console>

Tabnmua 210 — KomaHAbl ANArHOCTUKM MeZiHOTo Kabens

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

test cable-diagnostics tdr
[all | interface gigabitethernet
gi_port]

gi_port: (1..8/0/1..48)

BbINO/IHUTL BUPTYabHOE TECTMPOBaHME Kabensa ANs yKa3aHHOro
MHTepodelica.
- all — ana Bcex MHTepdelicos.

show cable-diagnostics tdr
[interface gigabitethernet
gi_port ]

gi_port: (1..8/0/1..48)

OT06pa3nTb pesy/ibTaTbl NOC/AEAHEro BUPTYalbHOrO TECTUPOBaHUA Kabens
ON1A YKa3aHHOro uHTepdeiica.

show cable-diagnostics cable-
length [interface
gigabitethernet gi_port]

gi_port: (1..8/0/1..48)

OT06pasnTb NPeANoNOKUTENBHYIO ANNHY Kabens, NOAKIYEHHOro
K YKasaHHOMy MHTepdeicy (ecim Homep mopTa He 3a4aH, TO Ko-
MaHZAa BbINOAHAETCA A/1A BCEX NOPTOB).
WHTepdeiic aonKeH 6biTb aKTUBHbIM U paboTaTb B pe-
ume 1000 M6ut/c mam 100 M6ut/c. narHoctuka noa-
AepXK1BaeTca TONbKO Ha uHTepdeicax GigabitEthernet.

[pumep 8b1M10AHEHUS KOMAHObI

MpoTtectnposaTb nopt gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gi0/1

Cable on port gil/0/1 is good

5.23.2 luaeHocmuka onmu4yecko2o mpaHcueepa

OYHKUMA AMArHOCTMKM NO3BOASAET OLEHUTb TEeKyllee COCTOAHWE OMTUYECKOro TpaHcuBepa W

ONTUYECKOM IMHUM CBA3MU.

BO3MOXKeH aBTOMaTUYECKUIA

KOHTPO/Ib COCTOAHUA JINHUIA  CBA3M. Ona astoro KommyTatop

nepuoamMyeckn onpawmusaeT napameTpbl ONTUYECKMX MHTepdelcoB M CpaBHMBAET MX C NOPOrOBbIMM
3HaYeHUAMM, 3a4aHHbIMW NPOU3BOAUTENAMM TpPaHCMBEPOB. pKU BbIXo4e NapamMeTpoB 3a AONYCTUMble
npegenbl KOMMyTaTop GOpMUpPYeET NpeaynpexaaloLlme 1 aBapuiiHble coobLLEHMS.

KomaHObl pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexxknme EXEC nmeet cneayowmin Bua;

console>
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Tabnnua 211 — KomaHaa AMarHOCTUKM ONTUYECKOro TpaHcuBepa

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show fiber-ports
optical-transceiver [interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | t]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTobparkaeT pesynbTaTbl AUArHOCTUKM ONTUYECKOTO TPaHCUBepa.

[Mpumep 8biNOAHEHUA KOMAHObI:

swl# show fiber-ports optical-transceiver interface

TengigabitEthernetl/0/5

Port Temp Voltage
[C] [Volt]
tel/0/5 33 3.28
Temp
Voltage
Current

Output Power
Input Power
LOS

Vendor name: OEM

Connector type: SC

Current Output Input LOS Transceiver
[mA] Power Power Type
[mW / dBm] [mW / dBm]
11.45 0.28 / -5.52 0.24 / -6.11 No Fiber

- Internally measured transceiver temperature
- Internally measured supply voltage

- Measured TX bias current

- Measured TX output power in milliWatts/dBm

- Measured RX received power in milliWatts/dBm
- Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error
Transceiver information:

Serial number: S1C53253701833

Type: SFP/SFP+
Compliance code:

Laser wavelength:
Transfer distance: 20000 m
Diagnostic: supported

BaseBX10
1550 nm

Tabanua 212 — MapameTpbl ANArHOCTUKM ONTUYECKOrO TPaHCUBEPa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcmsepa.
Voltage HanpaxeHne nuTaHua TpaHcueepa.
Current OTKNOHEeHMe TOKa Ha nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepeaaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MoTtepa curHana.

3Ha4yeHMA pPe3ynbTaTtoB ANAarHOCTUKHU:

— N/A-HepocTynHo;
— N/S—He nogaepxusaetcsa.
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5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHun o6 ypoBHe ob6cnyKuBaHus B IP-ceTax) — TEXHONOMMA aKTUBHOTO MOHUTOPWHTA,
NCNOb3YOWAACA ANA M3MEPEHMA MapamMeTpoB ObICTPOAENCTBMA KOMMbIOTEPHbIX CETEM M KayecTsa
nepefaynm fAaHHbIX. AKTUBHbIA MOHWUTOPUHI NpPeacTaBasfeT coboi MPOAOMKUTENBHYIO LIMKANYECKYIO
reHepaumto TpadpuKka, coop MHPopMaLUM O ero NPOXOXKAEHUM MO CETU U BeeHNEe CTaTUCTUKN.

Ha [aHHbI MOMEHT M3MeEpeHMEe MapPaMeTPOB CEeTU MOXKET OCYLLECTBAATLCA C MCMO/Ib30BAHUEM
npotokona ICMP.

Mpu Kaxgom BbinosHeHun onepaumm ICMP Echo ycTpolictBo oTtnpasnset ICMP Echo request
coobLeHne Ha aapec Ha3HAYeHMA, OXKMAAET NoAyYeHUn coobuieHuns ICMP Echo reply B TeyeHWe 3agaHHOIO
WMHTepBana BpemMeHH.

C ogHoW IP SLA onepaumelt MOXKHO cBA3aTb HecKobKo 06bekToB TRACK. CocTtosiHue o6bekTa TRACK
N3MEHAETC B MOMEHT M3MeHEeHUA cocToAaHMA IP SLA onepaumm, amMbo ¢ 3a4aHHOMN 3a4ePKKOMN.

Mpu M3MEHEHUW COCTOAHMA TPeKa BO3MOXHO BbIMO/SHEHME MaAKPOKOMaHA. MaKpokomaHAabl
BbINOJIHAIOTCA B pexnme rnobasbHOro KoHPUrypmposaHua. Jaa BbINOJHEHUS KOMaHA pexuma privileged
EXEC KomaHabl Heobxoaumo pononHutb npepumkcom do. KomaHabl co3gaHua Habopa MAKPOKOMAHA,
npuseaeHsl B Tabanye 36.

[ns ncnonbsosaHua GyHKLMM IP SLA He0H6X0AMMO BbINOAHUTL CieAytoLme AeNCTBUA:

— CospgaTb onepaumio icmp-echo 1 ckoHpUrypupoBsaTb eé.

— 3anycTutb BbINOJIHEHME OMNEpaLMK.

— Cospgatb TRACK-06beKT, CBsiI3aHHbIM C KOHKpeTHOM IP SLA onepaumein U cCKOHGUrypupoBsaTb
ero.

—  [Mpn HeoBX04MMOCTH, CO34aTb MAaKPOChI, BbINOAHAEMbIE NPU U3MEHEHUN COCTOAHNA 06BbEKTA
TRACK.

— [pocmoTpeTb CTaTUCTUKY, MPU HEOBXOANMOCTU, OUUCTUTL ee.

—  [pn HeobxoANMMOCTU, MPEKPATUTb BbINONHEHWE ONEpaLLUM.

KomaHObI pexcuma 2a06an6Hol KoOHuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasbHoM KoHdUrypaumm:
console (config) #

Tabnunua 213 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymosan4aHuro
ip sla operation MNepexogunT B pexkum KoHpurypmuposaHusa IP SLA onepaumu.
operation: (1..64) - operation — Homep onepauuu.
no ip sla operation Ypansaert IP SLA onepaumio.
ip sla schedule operation life 3anycKaet Ha BbinonHeHue IP SLA onepauuto.
life start-time start-time - operation — Homep onepayuu.
operation: (1..64); - life — Bpems, B TeyeHMe KoTOporo onepauua 6yaet Bbinon-
life: (forever); HATbCA.
start-time: (now) - start-time — Bpema 3anycka.
no ip sla schedule operation Mpekpaluaet sbinosHeHwue IP SLA onepauuu.
- operation — Homep onepaLluu.
track object ip sla operation Co3paeTt TRACK-06beKT, KOTOPbIM ByAeT oTCaeXMBaTb COCTOS-
state Hue IP SLA onepauuu.
object: (1..64); operation: | - object — Homep TRACK-o6bekTa.
(1..64) - operation — Homep IP SLA onepauuu.
no track object ip sla Yaansetr TRACK 06bekT.
- object — Homep TRACK-06beKTa.
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Tabnuua 214 — KomaHAabl pexmma co3gaHuma onepaunii IP SLA

3HaueHue/3HauveHue "
KomaHda / Aelicmeue
no ymon4yaHuro
icmp-echo {A.B.C.D | host } MepexoguT B pexnum KoHourypmposaHua ICMP ECHO
[source-ip A.B.C.D] onepauuu.

host: (1..158) cumsonos
- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOe MmA y3na ceTu.

KomaHObI pexcuma KoHgpu2ypuposaHusa IP SLA ICMP ECHO onepayuu

BunAa 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypuposaHusa IP SLA ICMP ECHO:
console (config-ip-sla-icmp-echo) #

Tabnunua 215 — KomaHabl pexuma KoHpurypumposaHua onepauymm ICMP Echo

3HayeHue/3Ha4yeHue .
KomaHoa / Helicmesue
Mo yMOAYaHUIO

YctaHasausaeT yactoty nostopeHua ICMP ECHO onepauwun.
- Secs — 4acToTa, B CEKyHAAX.

YcTaHaBAMBAET 3HAYEHWE YacCTOTbl NOBTOPEHUM MO yMOYa-
HUIO.

YcTaHaBAMBaeT AAMHY TalimayTa, MO MUCTEYEHUM KOTOPOro,
ecnu He npuwen ICMP-oTBeT, onepauma byaeT cumtaTbCA He-
YO3A4YHOW.

- msecs — TalmayT, B MUJIINCEKYHAAX.

no timeout YcTaHaBAMBaET 3HaYeHWe TalmayTa No YMOYAHUIO.
YcTaHOBUTbL KOIMYecTBO 6aiiT, nepegasaembix B ICMP-nakete
request-data-size bytes B KayecTse AaHHbIX (payload).

bytes: (28..1472)/28 6ait | _ bytes — KOAMYECTBO BaVT.

no request-data-size YCTaHOBWTb 3HaYeHMEe KOANYecTBa 6alT No yMONYaHUIO.

frequency secs

secs: (10..500)/10 cek
no frequency

timeout msecs
msecs: (50..5000)/2000 mc

DOnsa HopmanbHOro BbinonHeHUA onepauunn ICMP Echo peKkomeHayeTca ycTaHaBAUBATb 3Ha-
° YeHMe YacToTbl BbINOJIHEHUA onepaunmn 601bWKMM, YeM 3HAUEHUE TaMayTa onepaLuuu.

KomaHObI pexcuma KoHgpu2ypuposaHuUs mpeKd

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUryprupoBaHua Tpeka:

console (config-track) #

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 223



HELTEX

Tabnnua 216 — KomaHabl pexkuma KoHPUrypauum Tpeka

KomaHoa

3HayeHue/3HayeHue
no ymon4YaHuro

Aelicmeue

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up
secs | down secs}

secs: (1..180)/0

YcTaHaBAMBaeT 33a4epXKKy ANnAa cmeHbl coctoaHma TRACK-
06beKTa, Npy U3meHeHnn cocTosiHuA IP SLA onepauuu.

- secs — 3aep)KKa, B CEKYHAAX.

- Up — 33jeprKKa U3MEHeHMA COCTOAHMA, NPU NPU U3MeHe-
HWUKU onepauuun B coctoaHme OK;

- down — 3aaepiKKa U3MEHEHUA COCTOAHUA, NPU USMEHEHUN
onepaumu B coctoaHue Error.

Yaanaet 3agepiKy.

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnuua 217 — KomaHapl pexkmuma privileged EXEC

KomaHoa

3HavyeHue

Aelicmeue

show ip sla operation
[operation]

operation: (1..64)

OTobparkaeT MHGOpMaL Mo 0 HacTpoeHHbIX IP SLA onepauusx.
- operation — HoMmep onepaLuu.

show track [object]

object: (1..64)

OTobparkaeT nHGopmaLmio 0 HacTpoeHHbIX TRACK-ob6beKTax.
- object — Homep ob6beKTa.

clear ip sla counters
[operation]

operation: (1..64)

O6HynseT cyeTunkm IP SLA onepauum.
- operation — HOMep onepaLuun.

Mpumep HaCTPOMKM, NpeaHa3HaYeHHOWN AN KOHTPOA y31a ceTu c agpecom 10.9.2.65 c oTnpaBKol
ICMP-3anpoca Kaxkable 20 cekyHa, BpemeHem oTBeTa Ha ICMP-3anpoc He npesbiwarowmm 500 mc m
pasmepomM JaHHbix 92 6aiTa; 3aaeprKKa CMeHbl coctosHMA TRACK-obbekTa — 3 ceKkyHAbl; npu
n3meHeHun coctonaHuA TRACK-o6beKTa BbinonHATCcA makpocbl TEST_DOWN u TEST _UP:

console# configure

console (config)# interface vlan 1
console (config-if) # ip address 10.9.2.80 255.255.255.192
console (config-if) # exit
console (config)# macro name TEST DOWN track 1 state down

Enter macro commands one per line.

int gil/0/11
no shutdown
@

console (config) #

End with the character 'Q'.

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line.

int gil/0/11
shutdown

@
console

End with the character 'Q'.

config) #

config)# ip sla 1
config-ip-sla)# icmp-echo
config-ip-sla-icmp-echo) #
config-ip-sla-icmp-echo) #
config-ip-sla-icmp-echo) #
config-ip-sla-icmp-echo) #
config-ip-sla) # exit
config)# ip sla schedule 1 life forever start-time now
config)# track 1 ip sla 1 state

console
console
console
console
console
console
console
console
console

10.9.2.65

timeout 500
frequency 20
request-data-size 92
exit

o~ o~~~
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console (config-track)# delay up 3 down 3
console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTUKK ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

— Operation state — TeKyl,ee COCTOAHME onepaymu:
= scheduled — onepauua BbINONHAETCS;
= pending — BbINOJIHEHME ONEpaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBepLUEHUs NOC/NeAHEN BbINOJIHEHHOM onepauuu:
=  OK — ycnelwHoe 3aBepLueHne npeablayLlei onepaumm;
= Error — Heyga4yHoe 3aBepLueHne nocneaHelr nonbiTkM U3MepeHus.
— Operation Success counter — KONWMYECTBO YCMNELIHO 3aKOHYEHHbIX Onepauyi.
— Operation Failure counter — KONNMYeCTBO HEYAAYHO 3aKOHYEHHbIX ONepauui.
— ICMP Echo Request counter — Konn4ecTBo NpoBeAEHHbIX 3aMyCKOB onepaLymu.
— ICMP Echo Request counter — KONM4ecTBO NOAyYeHHbIX oTBeTOB Ha ICMP-3anpoc.

ICMP Error counter — CYETYMK, OTOBpPaXKaOLWMIA KONMYECTBO U3MEPUTENbHBIX OMNepaLyMii, 3aKOHYNBLUNXCA
C COOTBETCTBYHOLLMM KOAOM OLUMOKM.

5.24 ®yHKuumM obecneyeHnn 6e3onacHOCTU

5.24.1 ®yHKyuu obecneyeHus 3auWUMobl NOPMOB

C uenbto nosbllweHnA 6e30MacHOCTM B KOMMYTATOpPE CYLLECTBYET BO3MOXHOCTb HACTPOUTb KAKOW-
nmMbo nopT TaK, 4Tobbl AOCTYN K KOMMYyTaTOpy 4Yepe3 3TOT MOPT MPenocCTaBAANCA TO/IbKO 33aAaHHbIM
ycTpocTBam. PyHKLMA 3aLUMUTbl NOPTOB OCHOBAHa Ha onpegeneHnn MAC-agpecoB, KOTOPbIM paspeLuaeTca
poctyn. MAC-agpeca mMoryT 6bITb HacTPOEHbI BPYUYHYHO MAWM U3yYyeHbl KOMMyTaTopom. locne mayyeHus
HeobxoAMMbIX aapecoB NopT cneayer 3abnOKMPOBATb, 3alUMTMB €ro OT MNOCTYN/JeHUA MAKETOB C
HensyyeHHbIMM MAC-agpecamu. Takum obpa3om, Korga 3ab10KMPOBaAHHLIV NOPT Noay4YaeT naket, u MAC-
afpec UCTOUYHMKA MaKeTa He CBA3aH C 3TUM NMOPTOM, aKTUBU3NPYETCA MEXAHWU3M 3aLLMUTbI, B 33BUCUMOCTH OT
KOTOPOro MOryT 6biTb MPUHATbI Cedylolme Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, NOCTynatowme Ha
3a0/10KMPOBAHHbIV MOPT, NepecbinatoTca, 0TopachiBatoTCA, MO0 e NOPT, NPUHABLLMIN NAKET, OTKAKYaeTCA.
dyHKUmMAa 6esonacHoct Locked Port nossonser coxpaHWTb CNUCOK M3ydeHHbix MAC-aapecos B daine
KOHOUrypaLmm, Takum 06pa3om, 3TOT CNMCOK MOYKHO BOCCTaHOBUTL NOC/AE Nepesarpys3kun ycTponcTsaa.

/ CywiecTByeT orpaHuMyeHue Ha Konnuectso MAC-aapecoB, KOTOpoe MOKET U3yunTb NOPT, UC-
Nonb3yowui GYHKLMIO 3aLUTDbI.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MopmMos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 218 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnoel uHTepdericos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

port security

no port security

-/BbIKNOYEHO

BrkntoyaeT ¢yHKUMIO 3alnTbl HA UHTepdelice. BaokupyeTt dyHK-
L MO U3YYEHMA HOBbIX afpecoB Ansa uHTepderica. MNakeTbl ¢ Hensy-
yeHHbIMM MAC-agpecamun UCTOYHMKA oTbpacbiBatoTca. KomaHaa
aHanorMyHa KomaHge port security discard.

OTKAtoYaeT GYHKLUMIO 3alLMTbl HA UHTepdelice.

port security max num

no port security max

num: (0..32768)/1

3ajaeT MaKCcMManbHOe KONMYeCTBO afpecoB, KOTOpOe MOXKeT
U3y4nTb NOPT.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

port security routed
secure-address mac_address

no port security routed
secure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAuBaeT 3awmLLeHHbIi MAC-agpec.

Ypansaet sawmueHHbii MAC-agpec.

port security {forward |
discard | discard-shutdown}
[trap freq]

freq: (1..1000000) cek

BkntoyaeT pyHKUMIO 3aWwmTbl Ha UHTepdelice. bnokupyet ¢yHK-
LMIO U3yYeHMA HOBbIX a4pPecoB Ans uHTepdelica.

- forward — naketbl c HensyuyeHHbIMM MAC-agpecamm UCTOYHUKA
nepecbINakoTcs;

- discard — nakeTbl ¢ HemM3yyeHHbIMM MAC-agpecammn UCTOYHMKA
oTbpacbiBatoTCs;

- discard-shutdown — nakeTbl ¢ HeunsyyeHHbIMM MAC-agpecamm
MCTOYHMKA OT6pachIBatOTCA, NOPT OTKAKOYAETCS;

- freq — yactoTa reHepupyembix coobuweHnin npotokona SNMP
trap Npy NOCTYyN/IeHUU HECAHKLMOHUPOBAHHBIX MAKETOB.

port security trap freq

freq: (1..1000000) cek

3apaeT 4acToTy reHepupyembix coobuieHuii npotokona SNMP
trap npu NOCTyN/IeHNN HECAHKLMOHNPOBAHHbIX NAKeTOB.

port security mode {secure

{permanent | delete-on-reset}

| max-addresses | lock}

no port security mode

-/lock

3agaeT pexum orpaHuyeHua wusyvyeHua MAC-agpecoB Ana
HacTpanMBaemoro nHTepdeiica.

- secure — HacTpauBaeT CTaTUYECKOe OrpaHuWyeHue W3yyYeHuA
MAC-agpecos Ha nopTy;

- permanent — gaHHbIi MAC-agpec coxpaHuTca B Tabmue gaxe
nocne nepesarpysKku ycTponcTsa;

- delete-on-reset — gaHHbIM agpec yaanuTca nocne nepesarpysku
YCTPOMCTBA;

- max-addresses — yfanfer Tekylme AUMHAMUYECKU U3yYeHHble
agpeca, CBA3aHHble c NHTEpdericom. PaspeweHo
M3yyeHMe MaKCMMaNbHOro KOAMYecTBa aJApecoB Ha MoOpTy.
MoBTOpHOE M3yyeHMe 1 CTapeHne paspeLleHbl;

- lock — coxpaHsaeT B KOHOUIYpaumto TeKyLLMe AUHAMUYECKN U3Y-
YeHHble afpeca, CBA3aHHble C MHTepdencom 1 3anpelyaeT obyye-
HUEe HOBbIM afpecam U CTapeHMe y¥Ke U3yYeHHbIX afpecos.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnumua 219 — KomaHap! pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

show ports security MoKa3blBaeT HAaCTPOMKMN OYHKLMKM H6e3onacHOCTU Ha BblbpaH-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | Hom uHTepdeiice.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
show ports security addresses MoKa3sblBaeT Tekywme AnHamumyeckme agpeca ansa 3abnokupo-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | BaHHbIX NOPTOB.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
sefint?ﬁaceacﬁvg gi__port: (1..8/0/1..48); AKTMBM3MpPYET UHTepdenc, OTKAIOYEHHDbIW GYHKUMEN 3aWnTbl
{gigabitethernet gi_port | nopta (KomaHga A4OCTyNHa TOAbKO ANA NMPUBUAErMPOBAHHOMO

N te_port: (1..8/0/1..48);
tengigabitethernet te_port | twe._port: nonb3osarens).
2Z2n;£?:7ggabnethernet (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group} group: (1..128)

[pumepbl 8bIN0AHEHUS KOMAHO

e BkAounTb GYHKUMIO 3aWwmTbl Ha 15 nHtepdeiice Ethernet. YcTaHOBWTbL OrpaHUYeHME HA U3yYeHne
aapecos — 1 agpec. Nocne nsyyeHma MAC-agpeca 3a610KMPoOBaTb PYHKLMIO U3YHEHUNA HOBbLIX a-
pecoB ans uHTepdelica ¢ Lenbto oTbpocuTb NakeTbl C HeMsyyeHHbIMM MAC-agpecaMm UCTOYHMKA.
CoxpaHuTb B $ain U3yyeHHbI agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if) # port security

e [logKnounTb KNMeHTa K nopTy u nsyunte MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.24.2 lNMpoeepka nodauHHOCMU KnueHmMa Ha ocHoge nopma (cmaHdapm 802.1x)

5.24.2.1 bazosas nposepKa nodauHHocMu

AyTeHTUdMKauMAa Ha ocHoBe cTaHgapta 802.1x obecneynBaeT npoBepKy MNOAJMHHOCTU
nosib30BaTeNeN KOMMYTATOPA Yepes BHELLHMI cepBep Ha OCHOBE NOPTA, K KOTOPOMY MOAK/OYEH K/NEHT.
Tonbko ayTeHTUOUUMPOBAHHbIE U aBTOPM3OBaHHbIE MO/Ab30BaTE/IM CMOTYT Nepefasatb M NPUHUMATH
AaHHble. NpoBepKa NOAAMHHOCTM NOJib30BaTeNIe NOPTOB BbiNosHAeTcA cepBepom RADIUS nocpeactsom
npotokona EAP (Extensible Authentication Protocol).

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 227



HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (confiqg) #

Tabnunuya 220 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymonyaHuro

Aelicmeue

dotlx system-auth-control

no dotlx system-auth-control

-/BbIK/IIOYEHO

BKkntouyaeT perkmum ayTeHTudmKaumm 802.1X Ha KommyTaTope.

BbikntouaeT pexum ayteHTMdUKauum 802.1X Ha KommyTaTope.

aaa authentication dot1x

default {none | radius} [none |

radius]

no aaa authentication dotlx
default

-/radius

3apaeT 0gMH UK ABa MEeTOAA NPOBEPKM NOAMHHOCTU, aBTOPU3a-
uMn 1 yyeta (AAA), ana ncnonb3oBaHUsA Ha MHTepdelicax IEEE
802.1X.
- none — He BbINOJIHATb ayTEHTUPUKALNIO;
- radius — ncnonbsoBatb cnmcok RADIUS-cepBepoB Ansa ayTeHTU-
duKaumm nonbsosaTens.
BTopoii meToa, ayTeHTUPUKALMUM UCNOJIb3YETCA TONIbKO B
V c/lyyae, eciv No nepeomy ayteHTUdPUKauma bbina He-
yCneLwHoii.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

v/

MpoTtoKkon EAP (Extensible Authentication Protocol) BbinonHser 3agaun gna ayreHTMduKa-
UMY yAaNEHHOro K/IMeHTa, NPU 3TOM Onpeaenaa MexaHusm ayTeHTuduKaumu.

Tabnuua 221 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

HacTpausaet ayteHTMdMKaymto 802.1X Ha uHTepdeiice. Paspe-
LWIAeT Py4YHOM KOHTPOb 33 COCTOAHMEM aBTOPM3ALLMM NOpPTa.

- auto — ncnonb3osaTb 802.1X ANA USMEHEHMA COCTOAHUA KNU-
€HTa MeXKAy aBTOPM30BAHHbIM U HEABTOPM30BAHHbIM;

- force-authorized — BbikntoyaeT ayTeHTUdMKaumo 802.1X Ha
nHTepdeiice. MopT nepexoAnT B aBTOPU30BAHHOE COCTOSHUE

-/force-authorized; 6es ayTeHTMdMKaLMK;

time: (1..32) - force-unauthorized — nepeBoguT NopT B HEaBTOpM30BaHHOE
cocToAaHue. UrHopupyroTCcA BCe NONbITKU ayTEHTUPUKALUN Kn-
eHTa, KOMMYTaTOp He NPeAoCTaBAAET CePBUC ayTeHTUDMKALMM
[ONA 9TOro NopTa;
- time — HTepBan BpemeHu. Ecav faHHbIM napameTp He onpe-
AeneH, To NopT He aBTOPU30BaH.
no dotlx port-control YcTaHaBAUBaeT 3HaYeHUe No YMONYAHUIO.
dotlx reauthentication -/neproguyeckme BkatoyaeT nepuogmyeckne nNoBTOPHblE MPOBEPKU MOAJNHHO-
NOBTOpPHbIE MPOBEPKU cTn (NnepeayTeHTUdUKALMIO) KAMEHTA.
no dotlx reauthentication NOAJIMHHOCTH BbikntoyaeT nepuoanyeckme NOBTOPHbIE NPOBEPKM NOAIUHHO-
BbIK/IFOYEHbI cTn (NnepeayTeHTUdUKALMIO) KAMEHTA.
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dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3afaeT MHTepBan BPEMEHU B CEKYHAAX, B TeYeHMe KOToporo
cepsep EAP oxknaaet otBeTa oT KaneHTa EAP 0 NOBTOpHOM ne-
peaaum 3anpoca.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3afaeT nepuog BpeMeHu, B TeYeHMe KOTOpPOro 3anpalwimsato-
WMM KAEeT A0 Nepes3anycka ayTeHTUdUKaLum nocae nonyveHns
oteeTa FAIL oT cepsepa Radius.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cek

YcTaHaBAMBaeT NepUos MexAy MOBTOPHbIMW MPOBEPKamMu
NOANNHHOCTMK.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcTaHaBAWBaeT Mnepuos, B TeYeHUEe KOTOPOro KOMMYTaTop
OCTaeTcs B COCTOAHWMM MOJIYAHMA NOC/Ae HeyAauYHOW NPOBEPKM
NOAJ/IMHHOCTU.

B TeyeHue nepuoda MONYaHMUA KOMMYTATOP He MPUHMMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAMBaET Nepuos, B Te4eHMe KOTOPOro KOMMYTATOP OXM-
[AeT OTBET Ha 3anpoc Mbo naeHTMOMKaLMIO Mo NPOTOKOY
EAP OT KnneHTa, Nnepes NOBTOPHOM OTNpPaBKOW 3anpoca.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YCcTaHaBAMBAET MaKCMMAsIbHOE YMC/IO MOMbITOK nepesayun 3a-
npocoB NpoToKona EAP-KAMEHTY nepes HOBbIM 3aMyCKOM Mpo-
Lecca NnpoBepKkn NoAAMHHOCTH.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CEeKYHA,

YcTaHaBAuBaeT nepuosa Mexay NoBTOPHbIMU Nepefavyamu 3a-
npocoB NpoToKona EAP-kauneHTy.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAWBaET Nepuoz, B TeYEHME KOTOPOro KOMMYTATOP OXKM-
[aeT 0TBeTa OT cepBepa ayTeHTUDUKALMM.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx timeout silence-period
period

no dotlx timeout
silence-period

period: (60..65535)
ceK/He 3apaHo

YcTaHaBAMBAET Nepuoa, BPEMeHN HeaKTUBHOCTM K/MEHTa, no
NCTEYEHNE KOTOPOTrO K/IMEHT CTaHOBUTCA HEaBTOPU30BAHHbIM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 222 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Bpy4Hyl0 OCyW,EeCcTBNAET MOBTOPHYIO MPOBEPKY NOAJMHHOCTU
yKa3aHHOro nopta B KOMaHAe, MMH0 BCcex NOPTOB, NOAAEPKMBA-
towmx 802.1X.
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dot1x unlock client
gigabitethernet gi_port |
tengigabitethernet te_port
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3ab10KMPOBaTL KAMEHTa C yKasaHHbIM MAC-agpecom Ha nopTy
Npu AOCTUMKEHUM NOPOra MaKCMMasbHO BO3MOMKHbIX MOMbITOK
ayTeHTUdUKaLUN.

show dot1x interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT coctosHMe 802.1X aAna KommyTtaTopa Mbo gns yKa-
3aHHOro uHTepdelica.

show dotlx users [username
username]

username: (1..160)
CMMBOJI0B

MoKasbiBaeT aKTUBHbIX ayTeHTUOULMPOBAHHBIX NONb30BaTENEN
802.1X KommyTaTopa.

show dot1x statistics interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTtaTUcTUKy no 802.1X ana BblbpaHHOro WHTEp-
deiica.

[pumepbl 8b1M0AHEHUS KOMAHO

e  BKAOUMTDL pexum ayTeHTUdMKaumm 802.1x Ha KommyTaTope. Mcnonb3zosate RADIUS-cepsep ans
NPoBepKM NOAJMHHOCTU KNNEHTOB Ha MHTepdencax IEEE 802.1X. Ana 8 uHtepdeiica Ethernet mnc-
NoNb30BaTb PeXXUM ayTeHTUPMKaunm 802.1x.

console# configure
console (config)# dotlx system-auth-control
console (config)# aaa authentication dotlx default radius

(
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

e [loKkasaTb coctosiHMe 802.1x gns KommyTaTopa, ana 8 uHTepdelica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8
Host mode: multi-host
Port Administrated Status:
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout:
Max req: 2
Authentication success: 0
Authentication fails: O

auto

30 sec
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Tabnunua 223 — OnucaHne pesynbTaToB BbINOAHEHUA KOMaHA,

MNapamemp

OnucaHue

Port

Homep nopra.

Admin mode

Pexxum ayteHTuduKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumoHHbIA peXum NnopTa: aBTOPU30BAHHbINA, HEAaBTOPU30BaHHbIN, MO0 BbIK/OYEH-
Hbilt (Authorized, Unauthorized, Down).

Reauth Control

KoHTpo/ib NnepeayTeHTUdUKaLUM.

Reauth Period

Mepurog mexay NOBTOPHLIMW NPOBEPKaMK NOAJMHHOCTY.

Mma nonb3osatensa npu mcnosbsosaHnn 802.1X. Eciv nopT aBTOpPU30BaH, TO OTOOparKa-

Username eTCA UMSA TeKyLLero nosib3oeaTens. Ecan nopT He aBTOPM30BaH, TO OTOBParKaeTca MMA No-
cnegHero ycnewHo aBTOPM30BaHHOIO NO/b30BaTENA Ha NOPTY.
Quiet period Mepuog, B TEYEHWE KOTOPOrOo KOMMYTATOP OCTAeTCA B COCTOSHUM MOJIYAHUA MNOC/e He-
YZ,auHOW NPOBEPKM NOANMHHOCTH.
Tx period Mepuoa, B TeUeHME KOTOPOro KOMMYTATOP OXKMAAET OTBET Ha 3anpoc Mbo naeHTUdmKa-
P uMto no npotokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOI 3anpoca.
Max req MaKcumanbHOe YNCI0 NOMbITOK NepeAayn 3anpocoB NpoTokona EAP KnneHTy nepes Ho-

BbIM 3anyCKOM npouecca nposepKkn NnOATMHHOCTU.

Supplicant timeout

Mepuog mexKay NOBTOPHbLIMM Nepeaadamm 3anpocoB NpoTokoaa EAP KaneHTy.

Server timeout

Mepuoa, B TeUeHME KOTOPOrO KOMMYTATOP OKMAAET OTBETA OT CepBepa ayTeHTUdMKaLmK.

Session Time

Bpems NoaK/oueHns Nonb30BaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3soarens.

Authentication Method

MeToga ayTeHTUPUKaLUUKN YCTaHOBIEHHOM CECCUM.

Termination Cause

lMpuymHa 3aKpbITUA ceccuu.

State

TeKyliee 3HaYeHWe aBTOMaTa COCTOAHUI onpeaennTens NoaJAMHHOCTM U BbIXOAHOIO aB-
TOMaTa COCTOAHUIA.

Authentication success

KonnyecTso nosiyyeHHbIX coobLeHNI 06 ycrnewHol ayTeHTUdUKaL MM OT cepBepa.

Authentication fails

KonnyecTso NosiyyeHHbIX COOBLLEHNI O HeycneLwHoW ayTeHTUdMKaumm oT cepeepa.

VLAN

Ipynna VLAN Ha3HayeHHaa noab3osaTesnto.

Filter ID

NaeHTudmKaTop rpynnbl GUabTpaLmK.

e [loKasaTb cTaTUCTMKY no 802.1x ansa nHtepdeiica Ethernet 8.

console# show d

otlx statistics interface tengigabitethernet 1/0/8

EapolFramesTx: 8

EapolFramesRx: 12

EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4

EapolRespFramesRx: 6
EapolReglIdFramesTx: 3
EapolRegFramesTx: 5

InvalidEapolFramesRx:

0

EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
00:00:02:56:54:38

LastEapolFrameSource:
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Tabnuua 224 — OnucaHue pesynbTaToB BbINOJHEHUA KOMaHA,

Mapamemp OnucaHue
EapolFramesRx Ko/iiMyecTBo KOppPEeKTHbIX NakeToB Atoboro Tvna npotokona EAPOL (Extensible Au-
p thentication Protocol over LAN), npuHATbIX AaHHbIM onpeaenmTenem noganHHoCTH.
KonnyectBo KoppeKTHbIX naketos atoboro Tuna npoTtokona EAPOL, nepegaHHbIX
EapolFramesTx PP P » NEPEA
OaHHbIM onpeaennTenem nNogIMHHOCTH.
KonunuyectBo naketoB Start npotokona EAPOL, NpuHATbIX AaHHbIM onpeaeanTenem
EapolStartFramesRx P - P A PeA
NOA/IMHHOCTHU.
Konunyectso naketos Logoff npotokona EAPOL, NpUHATbLIX AaHHbIM onpeaenuTenem
EapolLogoffFramesRx g P » P A PEA
NOA/IMHHOCTU.
Konnyectso naketos Resp/ld npotokona EAPOL, NpUHATbIX AaHHbIM onpeaenuTe-
EapolRespldFramesRx p/id np » NP A PeA
nem NoAJ/IMHHOCTY.
Konnyectso naketos oteeToB (Kpome Resp/Id) npoTtokona EAPOL, NnpuUHATbIX AaH-
EapolRespFramesRx (kp p/id) np » NP A
HbIM onpeaennTenem NoaAMHHOCTU.
Konnuyectso naketoB Resp/ld npotokona EAPOL, nepefaHHbIX AaHHbIM onpeaenuTe-
EapolReqldFramesTx p/id np » NEPEA A pea
Nem NoAJIMHHOCTY.
Konnyectso naketoB 3anpocoB (Kpome Resp/ld) npoTtokona EAPOL, nepefaHHbIX
EapolReqFramesTx P (kp p/id) np » NEpeA
LAHHbIM onpeaenntTenem NogJMHHOCTU.
. Konunyectso naketos npoTtokona EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATLIX AaH-
InvalidEapolFramesRx P P » 1P A
HbIM onpeaennTenem NoAANHHOCTU.
Konunyectso naketos npoTtokosia EAPOL c HEKOPPEKTHOM AJIMHOM, MPUHATLIX A3aHHbIM
EaplengthErrorFramesRx P PP A P A
onpeaenutenem NOoAJANHHOCTU.
. Bepcua npotokona EAPOL, NpuHATaA B caMom nocnegHem Ha AaHHbI MOMEHT na-
LastEapolFrameVersion P P » P A A
KeTe.
LastEapolFrameSource MAC-afpec UICTOYHUKA, MPUHATBIN B CAMOM NOC/AegHEM Ha AaHHbI MOMEHT nakeTe.

5.24.2.2 PacwupeHHasa nposepKa noodsauHHocCmu

PacwupeHHble HacTpoiiku dotlx nNo3BoAAOT NPOBOAMTL NPOBEPKY MOAJAMHHOCTU A5 HECKO/IbKUX
K/IMEHTOB, NOAK/OYEHHbIX K NOpTy. CywecTByeT ABa BapuaHTa ayTeHTMOMKaLmMK: NepBblin, Koraa NpoBepKa
NOAJIMHHOCTM Ha OCHOBe nopTa TpebyeT ayTeHTUPMKaAUUKM TONIbKO OAHOrO KAMEHTa, 4Tobbl JOoCTynm K
cucTeme UMenNU Bce KaveHTbl (pexkum Multiple hosts), BTopoit, Korga npoBepKa Nog/IMHHOCTK TpebyeT
ayTeHTUOUKALMKM BCEX MOAKMIOUYEHHDBIX K MOPTY KNMEHTOB (pexxunm Multiple sessions). Ecam nopt B pexkume
Multiple hosts He npoxoauT ayTeHTUdMKALMIO, TO BCEM NOAKNOYEHHBIM XOCTam ByAeT 0TKasaHo B focTyne

K pecypcam ceTu.

KomaHObI pexcuma 210b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pexkume rnobanbHon KoHGUrypaumm:

console (config) #

Tabnnua 225 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuo

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

PaspelwaeT oTnpaBKy trap-coobLeHUI, KOrga KAMEHT ycrnewHo
NPOXOAMUT ayTeHTUdUKALMIO.

-/BbIKNIOYEHO
YcTaHaBAMBaET 3HaYEHME N0 YMOAYAHMIO.

dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

PaspeluaeT oTnpaBKy trap-coO6LEHWNIA, KOT4a KAWEHT He npoluen
ayTeHTUdMKaLMIO.

-/BbIK/IOYEHO
YcTaHaBAMBaET 3HaYEHMeE N0 YMOIHAHMIO.
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dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BbIKNOYEHO

BK/toYaeT OTNPaBKy trap-coobLLeHMit Npy NpeBbilieHUN Nob30-
BaTe/sleM MaKCMManbHO AOMYCTUMOro KOJ/MYecTBa HesycnelHbixX
NONbITOK ayTeHTUUKALUW.

YcTaHaBAMBaeT 3HaYeHne No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:
console (config-if)#

Tabnunua 226 — KomaHabl perkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
0 ymMon4aHuto

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

PaspeluaeT HainMune 04HOro/HECKObKUX KMEHTOB Ha aBTOPU30-
BaHHOM noprty 802.1X.

-/multi-host - multi-host — HECKO/IbKO KNMEHTOB;
- single-host — oguH KAneHT;
- multi-sessions — HECKONbKO ceccuit.
dotlx violation-mode 3afjaeT aencTeue, KOTOpoe HeobxoguMmo BbIMOAHUTb, KOrAa
{restrict | protect | shutdown} ycTpoicteo, MAC-agpec KoToporo otamyaetcs oT MAC-agpeca
[trap freq] K/IMEHTA, OCYLLECTBAAET NONbITKY A0CTyNa K MHTepdeicy.
- restrict — naketbl ¢ MAC-agpecom, oTanyHbiM oT MAC-agpeca
K/IMEHTA, NepecblaatoTca, Npu 3TOM agpec UCTOYHMKA He U3yda-
eTca;
-/protect; - protect — naketbl ¢ MAC-agpecom, otamyHbim oT MAC-agpeca
freq: (11000000)/1 KNNeHTa, 0T6paCb|Ba}OTCﬂ;
ceK - shutdown — nopT BbIkAtOYaeTcs, nakeTbl ¢ MAC-agpecom, oT/iny-

no dotlx single-host-violation

Hbim oT MAC-agpeca KnneHTa, oTbpacbiBatoTcs;
- freq —4acToTa reHepupyembix coobeHnit npotokona SNMP trap
npu NOCTYNN€HUN HECAHKLMOHNPOBAHHbIX NAKeTOB.

V KomaHpaa urHopupyertcsa B pexxume Multiple hosts.

YcTaHaBAMBaeT 3HAYeHue Mo YMONYaHUIO.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIKNIOYEHA

Bk/toyaeT ayTeHTUPUKaLmto
- mac — BK/OYAeT ayTeHTUDMKAUMIO, OCHOBaHHY Ha MAC-agpe-
cax;
- 802.1x — BK/IlOYAET ayTeHTUPUKALMIO, OCHOBAHHYO Ha 802.1x;
- web -BKkatoyaeT mexaHnam Web-based ayteHtTudumrkaumm.
- He ponkHo 6biTb cTaTueckux npusBasok MAC-aapecos.
. - ®YHKUMA NOBTOPHOWU ayTeHTUPUKaALMK AO0MKHA 6biTb
BK/IlOYEHa.

BbikntoyaeT ayTeHTUdMKaUmMio, OCHOBaHHyt0 Ha MAC-agpecax
nosb3oBaTenen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3afaeT MakcMmasibHOe KO/IMYECTBO XOCTOB, NPOLUEALINX ayTeHTH-
duKaumto.

BoaBpau.l,aeT 3Ha4YeHune No ymonyaHuio.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3afaeT KOAMYECTBO HeyAauHbIX MOMbITOK BBOAA I0TMHA, MOCAE KO-
TOpPbIX KANEHT 6I0KMpyeTCs.
- 0 — 6ecKoHeYHoe YMCN0 MOMbITOK.

Bo3BpallaeT 3HaueHMe No YMOHaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BblK/IIOYEHA

BktoyaeT dpyHKumto roctesoit VLAN Ha Tekyliem nHTepdeiice.

BbikntoyaeT PpyHKuMio rocteBort VLAN Ha Tekyluem nHTepdeiice.

KomaHObI pexcuma KoHguaypayuu uHmepagetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nutepdeica VLAN:

console# configure

console

(config)# interface vlan vlian id
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Tabnuua 227 — KomaHapl pexxmuma KoHopurypaumnm nHtepoeiica VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dotlx guest-vlan

no dotlx guest-vian

no ymonyanutio VLAN
He onpefeneHa Kak
roctesas

Onpegenutb roctesyto VLAN.

OTKpbIBaeT HEAaBTOPM30BaHHbIM MO/b30BaTENAM UHTepdelica Ao-
cTyn K rocteBoi VLAN. Ecau rocteBas VLAN onpegeneHa v paspe-
WeHa, NopT byaeT aBTOMATUYECKU NPUCOEAMHATLCA K Hel, Koraa
He aBTOPWU30BaH, M MNOKMAATb, Koraa NponaeT asBTOPM3aLMUIO.
YT106bI NICNOb30BATH AAHHbIV GYHKLMOHAN, NOPT He J0/XKeH bbiTb
CTaTUYeCKMM YneHom roctesoi VLAN.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bug 3anpoca KomaHAHOM CTpoKM pexkuma Privileged EXEC:

console#

Tabnunua 228 — KomaHgb! pexuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show dot1lx interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

HacTpolikn npoTtokona 802.1x Ha nHTepdelice (KomaHga AOCTYMHa
TONbKO 418 NPUBUIETMPOBAHHOIO NO/b30BaTeNA).

show dotlx detailed

MoKa3blBaeT pacluMpeHHble HACTPOMKKM NpoToKoaa 802.1x.

show dotlx credentials

CTpyKTypa yyeTa AaHHbIX OTOBpaKaeT napameTpbl aBTOPU30BaH-
HbIX K/IMEHTOB.

show dot1x users [username]

username: CTpOKa

Moka3sbiBaeT ABTOPU30BAHHbIX KIMEHTOB.

show dotlx locked clients

MoKa3bIBaeT HEaBTOPU30BAHHBIX KIMEHTOB, 3ab6OKMPOBAHHbIX MO
Talm-ayTy.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTatucTnKy 802.1X Ha nHTepdeicax.

5.24.3 Hacmpoiika ¢pyHkyuu MAC Address Notification

®yHKumna MAC Address Notification nossonser otcnexkmsatb NOABAEHME N MCYUE3HOBEHNE aKTUBHOTO
060pyA0BaHNA Ha CETU MyTeM COXPaHeHus uctopum wmaydyeHna MAC-agpecos. pu oBHapyKeHUU
M3MeHeHWn B cocTaBe M3ydeHHbIX MAC-agpecoB KOMMYTAaToOp COXpaHsAeT MHbopmauuio B Tabauue u
nssewaer o6 3Tom C nomoubio coobuieHnin npotokona SNMP. ®yHKUMA MMeeT HacTpamBaemble
napameTtpbl — rAy6uHa UCTOPUU O COBBLITUAX U MUHUMAbHBIN MHTEPBaAN OTNPaBKM coobuieHuin. Cepsuc
MAC Address Notification oTKnto4eH NO YMOAYAHWNIO M MOXKET 6bITb HAaCTPOEH BbIBOPOYHO A1A OTAENbHbIX

NopTOB KOMMYTATOPA.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU pernma rnobanbHoOM KOHGUIypauum:

console (config) #
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Tabnuua 229 — KomaHap! pexkmuma rnobanbHoi KoHbUrypaumnm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

mac address-table notification
change

no mac address-table
notification change

-/BblK/IOYEHa

KomaHaa npegHasHadeHa ana rnobanbHOro ynpasieHus QyHK-
umeit MAC notification. KomaHaa paspelwaeT perucrtpaumuio cobbi-
Tuih pobasnenus v yaanenna MAC-agpecos B/w3 Tabauy, Kommy-
TaTopa M OTNPaBKy yBeJOM/IEHUA 0 cobbITuaAX. AnA paboTbl GyHK-
UMM HeobXoAMMO [AOMO/SHUTE/IbHO pa3peLlaTb reHepauuio yse-
OOMIEHUI Ha UHTepdericax (Cm. HUKe).

Bbikntountb PpyHKUUo MAC notification rno6anbHO M OTMEHUTB CO-
OTBETCTBYIOLLME HACTPOMKM Ha BCeX UHTepdelicax.

mac address-table notification
flapping

BKkntoumTb PpyHKUMIO 06HapykeHua daannmHra MAC-agpecos.

no mac address-table
notification change interval

-/BKAOYEHA
no mac address-table BbIkounTb GYHKUMIO 06HapyeHua dnannuHra MAC-agpecos.
notification flapping
mac address-table notification MaKcMmanbHbIi MPOMEXYTOK BpemeHW MeXay OTnpaBKamu
change interval value SNMP-ysegomnenuid. Ecnv 3HaueHne nHTepsana BpeMeHU paBHO
0, To reHepauA yBeJOMNEHWIA N COXpaHeHMe coBbIThiA B UCTOPUIO
6yaeT ocylecTBNATLCA HEMEA/IEHHO MO Mepe BO3HWMKHOBEHUA C
| 6bITUI 06 M3MeHeHUn coctosiHMA Tabanubl MAC-agpecos. Ecan
value:

(0..4294967295)/1

3Ha4YeHWe MHTepBana BpemeHu bonbwe 0, TO yCTPONCTBO byaeT
HaKanAueaTb cobbITMA 06 M3MEHEeHUU cocToAHUA Tabaunusl MAC-
a[pecoB B TeYEHME 3TOr0 BpeMeHM, a 3aTeM OTNpPaBAATb YBeAOM-
neHunsa npotokona SNMP 1 coxpaHaTb CObbITUA B UCTOPUMN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

mac address-table notification
change history value

no mac address-table
notification change history

value: (0..500)/1

3a4aTb MaKCMMaibHOe KOAMYecTBo cobbiTUi 06 M3MEeHeHUU co-
cToAHMA Tabamubl MAC-agpecoB, KOTOPOEe COXPaHAETCA B MCTO-
puun. Ecam ycTaHOBNEH pa3mep UCTOpUK pasHbIi 0, To cobbiTUsA He
coxpaHsatoTcs. Mpu nepenonHeHum bydepa nctopmm Hosoe cobbl-
TWe NOMELLAETCA Ha MecTo CaMoro CTaporo.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable traps
mac-notification change

-/BbIK/IOYEHa

Bkntountb otnpasky SNMP-yBegomneHuii 06 nsmeHeHnn cocton-
HUA Tabanupl MAC-agpecoB. Ona OTKAKOYEHUS UCMOJIb3YeTCA OT-
puuatenbHaa dopma KomaHabl. Ecnv oTnpaBKa yBesoMAEeHWIA
BK/IIOYEHA, TO YCTPOWMCTBO byaeT MHGOPMUPOBATL O COOLITUAX CO-
obweHnamm npotokona SNMP 1 coxpaHATb COOTBETCTBYIOLWME CO-
6bITMA B Uctopumn. Ecnn otnpaska SNMP-yBefoMAEeHWI BbIK/LO-
YeHa, TO YCTPOMCTBO BYAET TONbKO COXPaHATL COBbITUA B UCTOPUU.

OTKAounNTb oTnpaBky SNMP-yBegomneHuii 06 MU3MeHeHUN CocTo-
AHKUA Tabamubl MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable traps
mac-notification flapping

-/BK/OYEHA

BKAtOUMTb OTNpaBKy Tpanos o ¢pnannuHre MAC-agpecos.

OTKNOYUTL OTNPABKY Tpanos o dnannuHre MAC-aspecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #
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Tabnuua 230 — KomaHapb! pexknuma KoHourypauum nHtepdeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
Mo yMo4YaHUuio

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notification
change

-/BblK/lOYEHa

BKOYUTL reHepaLumio yBegomaeHui Ha nHtepdeice o cobbiTUAX
nameHeHusa coctoaHna MAC-agpecoB. OTAenbHO MOXHO paspe-
LINTb reHepaLmio yBeJoMIEeHUI ToNbKo 06 nyyeHnn MAC-agpe-
coB B0 TONbKO 06 UX yaaneHuu.

OTK/O4UTb reHepaLmio yBeJOMIEHUM HA MHTepdeice.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console#

Tabnunua 231 — KomaHabl pexkuma KoHourypauum uHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4yaHuio

Aelicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |

tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel

group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)
group: (1..128);
vlan_id: (1..4094)

0OT06pa3nTb Bce yBeaomneHnsa ob nameHeHum coctoaHma MAC-
a[pecoB, COXPaHEHHbIX B UCTOPUM.

show mac address-table
notification change statistics

OT06pa3nTb CTAaTUCTUKY CcepBumca: obLee KOAMYecTBO cobbiTUii 06
n3yyeHnn MAC-agpecos, obuiee KonnyecTso cobbiTnii 06 yaane-
HuM MAC-agpecos, obliee KoamyecTBo oTnpaBieHHbix SNMP-
coobLeHui.

[pumep UC0a16308AHUA KOMAHO

e B npumepe noKkasaHo, KaK HacTpouTb nepenady coobuieHmit SNMP MAC Notification Ha cepsep ¢
agpecom 172.16.1.5. Mpwn HacTpomKe 3agaeTcs oblee paspeweHne paboTbl cepBuca, HacTpamea-
€TCA MUHUMANbHbIA WMHTEPBAsa OTNPaBKM COOBLLEHWI, 3apaeTcA pasmep UCTOpUM cOBbITUIA U
HaCTpamMBaeTCsA CEPBUC HA BbIOBpPaHHOM MOpPTY.

console (config)
console (confiqg)
console (confiqg)
)
)

H= H H H

(

(

(

console (config

console (config) #

console (config) #
(
(
(

console (config) #

snmp-server host 172.16.1.5 traps private
snmp-server enable traps mac-notification change
mac address-table notification change

mac address-table notification change interval 60
mac address-table notification change history 100
interface gigabitethernet 0/7

console (config-if) # snmp trap mac-notification change

console (config-if) # exit

5.24.4 KoHnmponab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceteBoi MpPOTOKO/, MO3BOAAKOWMIA KAUEHTY MO
3anpocy nony4atb IP-agpec u apyrue Tpebyemble napameTpbl, Heobxoammble ana pabotbl 8 cetn TCP/IP.
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MpoTokon DHCP moxeT Ncnonb30BaTbCs 3/10YyMblUNEHHUKAMK A1 COBEpLUEHMS aTaK Ha YCTPOICTBO,
KaK CO CTOpPOHbl KAMeHTa, 3actasnaAa DHCP-cepsep BblaaTh Bce AOCTYMHblE agapeca, TaK U CO CTOPOHbI
cepsepa nyTem ero nogmeHsbl. lNporpammHoe obecneyeHne KOMMyTaTopa NO3BOAAET 0becnevnTb 3aLUnNTy
YCTPOMCTBA OT aTak C Mcnonb3oBaHWem npoTtokosa DHCP, ana yero npumeHsaeTca GpyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexusaTb nossneHne DHCP-cepBepoB B ceTw, paspewwas ux
MCNO/Ib30BaHME TOMIbKO HAa «A0BEPEHHbIX» MHTepdelicax, a TaKkKe KOHTPOMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabnumue cooTBETCTBUN.

Onuma 82 npotokosa DHCP (option 82) ucnonbsyetca gns Toro, 4tobbl NpomHdopmmnposaTs DHCP-
cepBsep 0 ToM, OT Kakoro DHCP-peTtpaHcnaTopa (Relay Agent) n yepes KaKkoli ero nopT 6611 NOIy4eH 3anpoc.
MpumeHseTca Aaa YyCTaHOBAEHUA COOTBETCTBUIM IP-aapecoB M NOPTOB KOMMYTATOPa, a TaKXKe A5 3alnTbl
OT aTak C ucnosib3oBaHMem npoTtokosia DHCP. Onuus 82 npeacrtaBnseTr coboit AONONHUTENbHYIO
nHbopmaumio (Mma ycTpolictBa, HoMep nopTta), AobaBaAemMyld KOMMYTAaTOPOM, KOTOpblA paboTaeT B
pexknme DHCP relay areHTta (6e3 gobasneHus IP-agpeca Ha KANEHTCKUIA MHTepdelic) nnm ¢yHKkumm DHCP
Snooping (npu ychosum BKAoYeHUA KomaHabl ip dhcp information option). Ha ocHoBaHWKM gaHHOM onuumw,
DHCP-cepsep BbigensieT |IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NOPTY KOMMyTaTopa.
Monyuns Heobxogmmble gaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAUEHTY, a TaKxkKe
nepeaaer emy Apyrue Heobxoanmblie NapameTpbl.

Tabnuua 232 — dopmat nosei onuum 82

Mone lepedasaemasn uHgpopmayusa

MmaA xocTa ycTponcTsa.

Ctpoka Bugaa eth <stacked/slotid/interfaceid>:<vlan>

MocnepHuin 6aNT — HOMep NOPTA, K KOTOPOMY MOAK/IOYEHO YCTPOMCTBO, OTNPaBAAtoLLEE
dhcp-3anpoc.

Enterprise number —0089c1

MAC-agpec ycTponcTsa.

Circuit ID

Remote agent ID

’ ' [Ona ncnonb3oBaHuA onuumn 82 Ha YCTPOMCTBE A0/XKHA 6bITb BKAOUeHa ¢pyHKuma DHCP relay
M areHTa (6e3 po6asneHus IP-agpeca Ha KNNEHTCKUA uHTepdeiic) unm epyHKuma DHCP Snooping
(npu ycnoeum BkatoueHusa komaHgpl ip dhep information option).

Dna KoppeKkTHoii pabotbl ¢pyHKuun DHCP Snooping Bce ucnonblyembie DHCP-cepBepbl
BONXHbI BbiTb NMOAK/IOUEHbl K «40BepeHHbIM» MOpTaM KommyTatopa. Ona po6asneHus
nopTa B CMUCOK «A0BEPEHHbIX» uUcnonb3yetca kKomaHga IP dhcp snooping trust B pexkume
KoHurypauum nHtepdeiica. ina obecneyeHna 6e3onacHOCTU BCe OCTa/IbHbIe NOPTbI KOMMY-
TaTopa A0/XKHbI 6bITb «HEeA0BEepPEHHbIMUY.

.‘

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:
console (config) #

Tabnunua 233 — KomaHzbl pexkuma rnobanbHol KoHurypaumm

3HayeHue/3Ha4yeHue
no ymo/a4YaHuro

ip dhcp snooping BkntoyaeT KoHTposb npoTtokona DHCP nytem BepeHus

Tabanubl DHCP snooping 1 0TNPaBKM KANMEHTCKUX

wmpokoselatenbHbix DHCP-3anpocos Ha «AoBepeHHbie»

nopTbl.

KomaHoa Aeilicmeue

-/BbIK/IOYEHO

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 237



HELTEX

no ip dhcp snooping

BbIKntoyaeT KOHTPOIb NpoToKoa DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vian_id

vlan_id:
(1..4094)/BbIKNtOYEHO

Paspewaet KoHTponb npotokona DHCP B npeaenax ykasaHHOM
VLAN.

3anpewaeT KOHTpoAb npoTtokona DHCP B npeaenax yKasaHHoOM
VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHuto npuem
DHCP-nakeToB ¢
onuuer 82 ot
«HEHaAeXHbIX» NOPTOB
3anpeLueH

PaspewaeT npnHumatb DHCP-nakeTbl ¢ onuumei 82 oT «HeHageX-
HbIX» NMOPTOB.

3anpewaet npuHUmaTb DHCP-nakeTbl ¢ onumen 82 oT KHEHaAEX-
HbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonuyaHutio
BepudUKaums
BK/IIOYEHa

BkntouaeT sBepudumraumio MAC-agpeca knneHta 1 MAC-agpeca mc-
TOYHWKA, NpuHATOro B DHCP-nakeTe Ha «Hef0BepPEeHHbIX» NOPTax.

Boikntoyaet Bepuoukaumnio MAC-agpeca kameHTa u MAC-agpeca
MCTOYHMKA, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBEPEHHbIX» Nop-
Tax.

ip dhcp snooping database

no ip dhcp snooping database

PesepBHbIi dpain He
ncnonb3yetca

PaspelwaeT ucnonb3oBaHWe pesepBHoro ¢aina (6asbl) KOHTpOAA
npoTtokosa DHCP.

3anpewaeT Ucnonb3oBaHUe pesepBHoOro ¢aina (6asbl) KOHTpPoONA
npoTtokosa DHCP.

ip dhcp information option

no ip dhcp information option

-/BbIKNOYEHO

PaspelaeT ycTpolicTey aobasneHune onunm 82 npu paboTe npoTo-
kona DHCP.

3anpewaet ycTponcTey gobasneHune onuumn 82 npu paboTe npoTo-
Kkona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..48)
CMMBO/I0B/system
description

YctaHasnausaeT uaeHtudumratop Access Node ID onumm 82.

YcTaHaBAMBaeT 3HAYEHWeE MO YMONYAHUIO
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ip dhcp information option for- | format: (sp, sv, pv, spv, | Hactpansaet ¢opmat DHCP onupn 82.

mat-type circuit-id format [de- bin,user-defined); dopmar:

limiter delimiter] delimiter: (.,;#)/npo6en | - SP — HOMep cnoTa 1 nopra;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN popmat: VLAN, cnoT, noprt;

- user-defined — ¢opmat onpegenserca nonbsosatesnem. Bos-
MOKHO HacTpouTb WabaoHbl B ASCII n HEX.

Mpu onpeaeneHnn UCNONb3YIOTCA Cneaytolme WabnoHbI:
%h: hostname B ASCII;

%p: KOPOTKOE UMA NopTa, Hanpumep, gil/0/1 8 ASCII;

%P: onvHHOe MmsA nopTa, Hanpumep, gigabitethernet 1/0/1 8
ASCII;

%t: TN nopTa (3HayeHue nons ifTable::ifType B
wecTHaauaTepuyHom suae) B ASCII;

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H B ASCII;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;
%u: Homep toHMTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (Kak Ha anuesol naHenun) B ASCII;

%i: ifindex nopta B ASCII;

%v: ngeHtuédukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%cC: MaK-aapec KnmeHTta B popmate H-H-H-H-H-H B ASCII;
%a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 —aapecc
interface vlan 10);

%%: 0AMHOYHbIN cumBon % B ASCII.

SS: 0aMHOYHbIN cumBon S B ASCII

St: Tun nopra (3HaueHue nons ifTable::ifType 8
wecTHaauaTepuyHom smae) 8 HEX;

Sm: mak-agpec nopta B popmate H-H-H-H-H-H-H B HEX;
SM: mak-agpec cuctembl B popmare H-H-H-H-H-H-H B HEX;
Su: Homep toHuTa B HEX;

Ss: Homep cnoTa B HEX;

Sn: Homep nopTa (Kak Ha nuesoit naHenwn) B HEX;

Si: ifindex nopta B HEX;

Sv: uaeHtudpukatop VLAN B HEX;

Sc: mak-agapec knneHTa B popmate H-H-H-H-H-H B HEX;
Sb[XY]: nobasnatoTca npounssosibHble 6aiTbl XY B HEX (Sb13)

no ip dhcp information option 3anpewaeT ycTpocTey fobasneHume onumm 82 npu paboTe npoTo-
format-type circuit-id Kona DHCP.
ip dhcp information option for- YcTaHaBAnBaeT naeHTMdunkaTop Remote agentlD onunm 82.
mat-type remote-id ) [N HacTPOMKM BO3MOMKHO MCMOb30BaThb WabAoHbI, onpeaeneH-
remote-id remote_id: Hble B circuit-id user-defined.

A " N " (1..128)/mac address B
no ip dhcp information option hex YcTaHaBAMBAET 3HaYEHMeE Mo YMOAYAHMIO.
format-type remote-id
remote-id
ip dhcp information option [ob6asnser B Hayano circuit id/remote id gononHuTENbHblE 2
suboption-type -/BbIKNIOYEHO 6aliTa (Type u length).
no ip dhcp information option YcTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.

suboption-type

Tabnunua 234 — dopmat nonent onumm 82 cornacHo pekomeHgaumam TR-101

Mone Mepedaesaemas uHghopmayus

MmA xocTa ycTpoicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnegHnin 6aiiT — HOMep NopPTa, K KOTOPOMY NOAKAKYEHO YCTPOICTBO, OTNpaBaaoLLee
3anpoc DHCP.

Enterprise number —0089c1

MAC-agpec ycTponcTsa.

Circuit ID

Remote agent ID
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Tabnunua 235 — dopmat noseit onumm 82 pexuma custom

VLAN (2 6atiTa)
Homep moayns (1 6awiT)
Homep nopta (1 6aiiT)

Mone Mepedaeaemas uHghopmayus
Onvna (1 6aiT)
Tun Circuit ID
Circuit ID Annia (1 6aiir)

Onvna (1 6aiT)

Tun Remote ID (1 6aiiT)
Onvna (1 6anT)
MAC-agpec kKommyTaTopa

Remote agent ID

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl NIopmos

CyLiecTByeT BO3MOXHOCTb BKAOUYUTb AobasneHMe onunn 82 ans oTAaebHbIX MHTepdeicos 1 NopTos.
MpuopuUTET NPUMEHEHUA KOMaHAbl OT HU3KOTO YPOBHSA K BbICOKOMY: r106a/bHas HAaCTPOIiKa, HacTpoiiKa Ha

nHTepdelice, HACTPOMKA Ha NOPTY.

¢opmaT onumn 82 npuv 3TOM onpeaenAaeTca To/1bKo B rnob6anbHOM pexunme.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 236 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip dhcp snooping trust

Mo ymonuyaHutio
UHTepdeic He aBnaeTca
[OBEPEHHbIM

no ip dhcp snooping trust

[ob6asnset nHTepdeinc B CNUCOK «40BEPEHHbIX» MPU UCMO/b30-
BaHWM KOHTpona npoTtokona DHCP. DHCP-Tpaduk «aosepeH-
HOro» uHTepderica cumTaeTca 6e30MacHbIM U He KOHTPOMPY-
eTca.

YaoanseT uHtepdeiic U3 CNMcKa «A0BEPEHHbIX» MPU UCMOb30-
BaHMK KOHTpoAA npoTtokoaa DHCP.

ip dhcp information option

[global] -/global

no ip dhcp information option

PaspewaeT fobasnexHue onuumn 82 Ha BbibpaHHOM MHTepdeice

npwv pabote npotokona DHCP.

global — rnobanbHasa HacTpoika gs NpUMeHeHus onuum 82.
V MpuoputeT pabotbl KomaHAb! ip dhcp information op-

tional — nopr, interface vlan, rno6anbHasa KoHdurypa-
TER

3anpewaet gobasneHue onumm 82 Ha BbiIbpaHHOM UHTepdelice
npwv pabote npotokona DHCP.

ip source-guard Mo ymonyaHuto

bYHKLMA BbIKAOYEHA

no ip source-guard

BrAtoyaeT GyHKLUMIO 3aWwuThl IP-agpeca KAMeHTa ANs HacTpauBa-
eMoro nHTepodeiica.

- mac-check - go6asnset nposepky MAC-agpeca UCTOUHMKa A5
BXxoasAuiero tpaduKa.

BbIKk/toYaeT GyHKLMIO 3awmThl IP-agpeca KAveHTa ana HacTpau-
Baemoro nHTepdeica.

ip dhcp snooping limit clients
value

value: (1..2048)/
He 3agaH

no ip dhcp snooping limit
clients

YcTaHaBAMBaeT npefesibHoe KONYECTBO MOAKNIOYEHHbIX KAU-
€HTOB.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 237 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
seconds:
(10..4294967295) cek

LOobasnset B dpaiin (6a3y) KoHTposa npoTokosa DHCP cooTseT-
ctene MAC-agpeca knneHTa, rpynne VLAN m IP-agpecy AnAa yka-
3aHHOro UHTepdelica.

[aHHasn 3anucb byaeT AencTBUTENbHA B TEYEHUE YKA3aHHOTO B
KOMaHZAEe BPEMEHU XKU3HWU 3aMuCK, €C/IU KJIMEHT HE OTNPaBUT
3anpoc Ha DHCP-cepsep Ha obHoBNeHMe. Tallmep 0bHyNseTca
B C/ly4ae NoJly4eHun OT KNMeHTa 3anpoca Ha obHoBeHWe (Ko-
MaHAa [OCTyNHa TONbKO ANA NPUBUIETMPOBAHHOIO NO/Ib30Ba-
Tens).

- seconds — Bpems }KU3HWU 3anuncu;

- infinity — Bpems *K13HM 3anucKn He orpaHNYeHoO.

YaansaeT us ¢aiina (6asbl) KoHTpona npotokona DHCP cooTtseT-
cteue MAC-agpeca kaneHTa u rpynnbl VLAN.

clear ip dhcp snooping
database

OunwaeTt daiin (6asy) KoHTpona npoTokona DHCP.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 238 — KomaHzabl perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp information
option

MoKa3sblBaeT MHPopmaLumio 06 ncnosb3oBaHMM onuum 82 npo-
TOoKona DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan:(1..4094)

MoKasbiBaeT MHOPMaLLMIO MO ONL MM 82 Ha KOHKPETHOM MOPTY.

show ip dhcp information
option tokens [brief]

MoKkasbiBaeT MHPOpmaumo O
HACTPOWKK WabnoHoB B onumu 82.

BO3MOXHbIX BapuaHTax

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Moka3sbiBaeT KoHoMrypauuio GyHKLUM KOHTPOAS MPOTOKONA
DHCP.
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show ip dhcp snooping binding MoKa3sblBaeT cooTBeTCTBMA U3 daiina (6asbl) KOHTPOAA NPOTO-
[macaddress mac_address] [ip- Kona DHCP.

address ip_address ] [vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

[gigabitethernet gi_port | twe_port:

tir? (1 abitethernZt_ti ort | (1..8/0/1..120);
glgabitethernet te_p hu_port: (1..8/0/1..32);

twentyfivegigabitethernet

twe_port | group: (1..128);

hun:iredgigabitethernet vlan_id: (1..4094)

hu_port | portchannel group]

[pumepbl 8b1M0AHEHUA KOMAHO

e Paspewwntb ucnonbzosaHme DHCP onuun 82 8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config)# ip dhcp information option

console (config)# interface tengigabitethernet 1/0/24
console (config)# ip dhcp snooping trust

e [lokasaTb BCe COOTBETCTBUA U3 TabanLbl KOHTPOAs NpoTokoaa DHCP:

console# show ip dhcp snooping binding

5.24.5 3awuma IP-adpeca knueuma (IP source Guard)

®yHKUMA 3aWwmThI IP-aapeca (IP Source Guard) npegHasHauyeHa ans dunbTpauumn Tpaduka, NPUHATOrO
¢ uHTepdelica, Ha ocHoBaHMK Tabanupbl cootseTcTtBMiN DHCP snooping u cTtatuyeckmux cootsetcTeuin IP
Source Guard. Takum o6pasom, IP Source Guard nossosaeTt 6opoTbca ¢ nogmeHon IP-aapecoB B NakeTax.

V' MockonbKy ¢yHKUMA KOHTponA 3awmTtbl IP-agpeca ucnonab3yer Tabauubl COOTBETCTBMIA
DHCP snooping, MmeeT CMbIC/ MUCNO/Ib30BaTb AAHHYK GYHKLMUIO, npeaBapuTesibHO
HacTpous u Bkatouns DHCP snooping.

V dyHKumio 3awmTbl IP-agpeca (IP Source Guard) Heo6x04MMO BKAKOUMTL FNo6anbHO U AnA
uHTepdeiica.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rinobanbHon KoHduUrypauuu:
console (config) #

Tabnnua 239 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
110 yMOAYAHUIO
ip source-guard BkAtoyaeT dyHKUMIO 3aLLmTbl IP-aspeca KANeHTa oA BCero Kommy-
Mo yMoONn4aHUto TaTopa.
no ip source-guard bYHKUMA BbIKNKOYEHa BbIKkntoyaeT GyHKUMIO 3awwmuThl IP-agpeca KAnMeHTa gna BCEro KoOM-
myTaTopa.
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ip source-guard binding Co3paHune cTaTUYecKkom 3anmcu B Tabanue cooTBeTcTBusa mexay IP-

mac_address vian_id agpecom KnueHta, ero MAC-agpecom v rpynnoi VLAN gns ykasaH-

ip_address {gigabitethernet gi_port: (1..8/0/1..48); | Horo B KomaHae nHTepdelica.

gi_port | tengigabitethernet te_port: (1..8/0/1..48);

te_port | twe_port:

twentyfivegigabitethernet (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32);

hundredgigabitethernet group: (1..128);

hu_port | port-channel group} vlan_id: (1..4094)

no ip source-guard binding YpaaneHue cTaTU4ecKown 3anucu B Tabaunue cooTBeTCTBUA.

mac_address vian_id

ip source-guard tcam 3apaeT YacToTy 06paLLeHmA YCTPOMCTBA K BHYTPEHHUM pecypcam ¢

retries-freq {seconds | never} LLeNblo 3aM1CK B NaMATb HEAKTUBHbIX 3almLLeHHbIX IP-agpecos.
seconds: (10..600)/60 - never — 3anpewaeT 3an1Mcb B NaMATb HEAKTUBHbIX 3aLULLLEHHbIX

ceKk IP-agpecos.
no ip source-guard tcam YcTaHaBAMBaEeT 3HaYeHMEe N0 YMOIYAHUIO.
retries-freq

KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 240 — KomaHap! pexknuma KoHourypauum nHtepdeiica Ethernet, rpynnbl nHTepdeiicos

KomaHda 3HayeHue/3HayeHue Aelicmeue
o ymMmon4aHuro
ip source-guard BktouaeT dyHKLMIO 3amThl IP-agpeca KAMeHTa Ans HacTpau-
Mo ymonyaHuto Baemoro nHtepoeiica.
no ip source-guard GYHKLMA BbIKAOYEHa. BbikntoyaeT GpyHKUMIO 3aLmThl IP-agpeca KAMeHTa ANA HacTpa-
nBaemoro nHtepdelica.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHON CTPOKK pexxnma Privileged EXEC:
console#

Tabnunua 241 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
Mo yMmoA4YaHuo

ip source-guard tcam locate BpyuHyto 3anyckaeT npouecc obpaLLleHns yCcTponcTBa K BHYT-

PEHHUM pecypCam C Uenbko 3annucn B NaMATb HEAKTUBHbIX 3a-

wueHHbIX IP-agpecos. KomaHaa 40CTynHa TONbKO A4 NPUBK-

NerMpoBaHHOro nosb3oBaTenAa.

KomaHda Aelicmeue

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnuua 242 — KomaHap! pexkxmuma EXEC
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KomaHda

3HayeHue/3HayeHue
no yMoA4YaHuo

Aelicmesue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | ort-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

KomaHza otobparkaeT HacTpoiKy GpyHKuMM 3awmTsl IP-agpeca
Ha 3agaHHOM IMbO Ha Bcex MHTepdeicax ycTponcTBa.

show ip source-guard statistics
[vlan vian_id]

vlan_id: (1..4094)

KomaHza oTobpakaeT cTaTUCTUKY QyHKLMM 3awmuThl IP-agpeca
Ha 3agaHHOM Anbo Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KomaHza otobpaxkaeT cTaTyc pyHKUMM 3awmTsl IP-aapeca gna
yKasaHHoro nHtepdelica, IP-agpeca, MAC-aapeca nauv rpynnol
VLAN.

show ip source-guard inactive

KomaHgaa otobpaskaeT He aKTMBHble IP-agpeca oTnpasuTens.

[pumepbl 8b1N0AHEHUS KOMAHO

e [loKasaTb HaCTPOMKY PyHKLUMM 3aLmTbl IP-agpeca ana Bcex MHTepPdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

BKtounTb GyHKUMIO 3awmTbl IP-agpeca ana punvtpaumm Tpaduka Ha OCHOBaHMM TabauLbl COOTBET-
ctBuit DHCP snooping n cTtatnyeckux cootseTtctBuin IP Source Guard. Co3aaTtb cTaTUYECKYO 3anuch B
Tabnnue cooteeTcTBUA Ana uHTepdenca Ethernet 12: IP-agpec kKnneHTta — 192.168.16.14, ero MAC-
agpec —00:60:70:4A:AB:AF. UHTepdeic B TpeTbel rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config) # ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.24.6 Konmponaoe npomokKona ARP (ARP Inspection)

®yHKUMA KoHTpona npoTtokona ARP (ARP Inspection) npegHasHauyeHa gns 3alimTbl OT aTak C

ncnonb3oBaHMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKa). KoHTponb
npoTtoKosaa ARP ocyliecTBaseTca Ha OCHOBe CTaTUYecKux cootsetcTeuit IP- u MAC-agpecoB, 3aaHHbIX Ans
rpynnbl VLAN.

]

NopT, CKOHPUrypupoBaHHbINA «HegoBepeHHbIM» anna GyHKuMK ARP Inspection, AonKeH Tak:Ke
6bITb «HepoBepeHHbIM» ana ¢pyHKuum DHCP snooping nam cooreercteue MAC-agpeca u IP-
appeca Ana 3TOro NOpTa AO0IKHO 6bITb CKOHPUrypupoBaHO cTaTuuecku. UHaue AaHHbIM nopT
He ByaeT oTBeuyaTb Ha 3anpocbl ARP.
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v/

DOnAa HeHaAEXHbIX NOPTOB BbINO/IHAIOTCA NpoBepKu cooTseTcTeuit IP- u MAC-agpecos.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnnuya 243 — KomaHabl perknuma rnobanbHom KoOHPUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

ip arp inspection

no ip arp inspection

Mo ymon4yaHuio
bYHKLMA BbIKNOYEHA

BKntouaeT KoHTposib npoToKona ARP (dyHKumto ARP Inspection).

BbIkNtoYaeT KoOHTpoAb NpoTokona ARP (dpyHKumMio ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
Mo ymonyanumo
dYHKLMA BbIKNOYEHA

PaspelwaeT npoBepKy npoTtokosa ARP, ocHoBaHHyt Ha 6ase cooT-
BeTcTBui DHCP snooping, B BbibpaHHoI rpynne VLAN.

3anpeuaeT NpoBepKy npotokona ARP, ocHOBaHHylo Ha 6a3e cooT-
BetcTBui DHCP snooping, B BbibpaHHoI rpynne VLAN.

ip arp inspection validate

no ip arp inspection validate

MpepocTtaBnseT cneunduryHbIe NPOBEPKM ANA KOHTPOAS NPOTOKONA
ARP.

MAC-agpec nctouHmka: ina ARP-3anpocoB n oTBeToB nposepAaeTca
cootsetctBue MAC-agpeca B 3aronoske Ethernet MAC-agpecy uc-
TOYHMKaA B COAEPKMMOM NpoToKosa ARP.

MAC-agpec Ha3HayeHuAa: Ona ARP-oTBeTOB nNpoBepAeTcA COOTBET-
ctBue MAC-aapeca B 3aronoske Ethernet MAC-aapecy Ha3HayeHuA
B cogeprKnmom npotokona ARP.

IP-apgpec: NMposepsetca cogepkmumoe ARP-coobLieHnsa Ha Hannune
HeKoppeKTHbIX IP-agpecos.

3anpewaeT cneyudmryHbie NPOBEPKU 418 KOHTPOA NPOToKoAa ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name: (1..32) cumBona

1. Co3gaHue cnmcka ctatuyecknx ARP-cooTBETCTBU.
2. Bxoga, B pexum koHourypauumn ARP-cnuckos.

YpaneHue cnucka ctatuyecknx ARP-cooTBeTCcTBUIA.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHauaeT cnucok ctatndeckux ARP-cOOTBETCTBMI ANA YKa3aHHOM
VLAN.

OTMeHAET Ha3HaYeHWe CMUCKa cTaTuyeckux ARP-cooTBeTcTBuin AN
yKasaHHol VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/
5 cek

3aZaeT MUHMMA/IbHBIM MHTEPBAN MeXAy COObLEHNAMM, coaepKa-
WMMK MHGOpMaLMio NpoToKoa ARP, nepesaBaemMbiMu B XKypHan.

- 3HavyeHue O yKasblBaeT Ha TO, YTo coobuieHnsa byayT reHepupo-
BaTbCA HE3aMeaTe/IbHO;

- infinite — He reHeprpoBaTb COOBLLEHNI B XKypHa.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl nIopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 244 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnel nHTepdelicos

KomaHoa

3HayeHue/3Ha4yeHue
10 yMon4YaHuo

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymon4yaHuio
MHTepdeiic He ABNaeTcA
[0BEPEHHbIM

[obaBnaeTt nHTEepdEnC B CNUCOK «A0BEPEHHBIX» MPU UCNO/Ib30Ba-
HUW KOHTPONA NnpoToKkona ARP. ARP-TpaduK «a0BEPEeHHOro» UHTEp-
deiica cumtaetca 6e30nacHbIM U HE KOHTPOAMPYETCA.

Ypansaer uHtepdeic ns cnncka «40BepeHHbIX» NPu MCNOAb30BaHUN
KOHTpOAnA npoTokona ARP.
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KomaHObI pexcuma KoHgu2ypauuu ARP-cnucKkos

BuAa 3anpoca KoMaHAHOWN CTPOKM B pexume KoHpurypaumm ARP-cnuckos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnnua 245 — KomaHabl perkmuma KoHourypaumm ARP-cnvckos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address
mac_address

[LobasnsaeT ctaTnyeckoe cootsetcTeue IP- 1 MAC-agpecos.

Ypanaet ctatnyeckoe cootsetctene IP- u MAC-agpecos.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 246 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3blBaeT KOHOUrypaumo GyHKLMM KOHTpPOAA npoTokosna ARP
Inspection Ha BbIBpaHHOM MHTepdeiice/Bcex MHTepdelicax.

show ip arp inspection list

MoKasblBaeT CNUCKKN cTaTUYeCcKnx cooTeeTcTeuit IP- 1 MAC-agpecos
(KomaHga [oCTynHa TONbKO A/1A MPUBUAETMPOBAHHOMO NOJ/Ib30BA-
Tens).

show ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

MOKa3bIBaeT CTaTUCTUKY ANA CAeAyIoLMX TUMOB NaKeToB, KoTopble
6b1n1 06paboTaHbl Npy Nomowm dyHKUUKM ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHble NakeTbl (dropped);

- ownbkm B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

OuunLaeT CTaTUCTUKY KOHTPOAA npoTokona ARP Inspection.

[pumepsi 8biM0AHEHUS KOMAHO

e  BKAOUMTb KOHTPOIb NpoToKkona ARP 1 f06aBMTb B CNUCOK spisok cTaTuyeckoe cooTeTcTBue: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHauuTb cnmcok spisok ctatnyeckux ARP-
cootBetcTBui ans VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config)# ip arp inspection list assign 11 spisok

e [loKasaTb CNMUCKKU CTaTUYECKMX cooTBeTcTBMM IP- 1 MAC-agpecos:

console# show ip arp inspection list
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List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.24.7 ®dyHkyuoHan First Hop Security

MNakeT ¢pyHKUMI First Hop Security BkntouaeT B ceba aHannsatop DHCPv6-naketos, IPv6 Source Guard,
ND Inspection n RA Guard. JaHHbIi Habop ¢yHKUMIA npefHasHadeH aaa obecneyeHMA KOHTPOAA U
dunbTpaymm IPv6 Tpaduka B cetu.

AHanunsaTtop DHCPv6 nakeToB no3sosseT Ao6asnsaTb cocenen B Tabanuy npueasok IPv6 binding table
npu nosyyeHmnn agpeca no DHCP, a Takke no3BosineT bopoTtbea ¢ HegoBepeHHbiMu DHCPV6 cepBepamu.

IPv6 Source Guard no3Bo/ifieT YCTPOMCTBY OTKNOHATL TRADUK, EC/IM OH UCXOAUT OT agpeca, KOTopbli
He coxpaHeH B IPv6 binding table. Tabnuua npuessok cocegelt IPv6 binding table, nogkntoueHHbIX K
YCTPOMCTBY, CO343€TCA M3 TaKMX WCTOYHWMKOB WMHGOOPMAaUMK, KaK OTCNeXMBaHME MO NPOTOKONY
obHapyxeHus cocegen (NDP).

C nomoubto dyHKUuKM ND Inspection kommyTtaTop nposepsaeT coobuieHma NS (Neighbor Solicitation)
n NA (Neighbor Advertisement) 1 coxpaHsaet ux B IPv6 binding table. Ha ocHoBaHWU Tabanubl KOMMyTaTOpP
oTbpacbiBaeT Ntobble noaaensHble coobweHna NS / NA.

®yHKumMoHan RA Guard no3sossieT 6/10KMPOBaTb AN OTKAOHATL HEXKenaTebHble UM NOCTOPOHHME
coobuieHnn Router Advertisement (RA), noctynatowme Ha KOMMyTaTop OT MapLUpyTM3aTopa.

KomaHObI pexcuma 2a06anab6Hol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoOHOUrypaumm:
console (config) #

Tabnunua 247 — KomaHabl pexkuma rnobanbHoM KoHGUrypauum

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ipv6 neighbor binding policy Co3aaTb NONUTUKY NpUBA3KKM coceaelt (neighbor binding) n ne-
policy_name policy_name: (1..32) PenTN B peXKUM e€ KOHPUIYPUPOBaHUA.
no ipv6 neighbor binding policy cMmBONa YaanuTb NOANTUKY NPUBA3KK COCesen.
policy_name
ipv6 first hop security policy Co3gatb nonntuky First Hop Security.
policy_name policy_name: (1..32)
no ipv6 first hop security policy CcMMBO/IA Y8anuTb NONUTUKY NPUBA3KK cocesei.
policy_name
ipv6 first hop security logging -/BbIKNIOYEHO AKTUBMPOBATb SIOTMPOBaHNE APOMNA MAKeToB NPU HECOOTBET-
packet drop CTBUM NoNUTMKam 6esonacHocTu cnykb RA Guard, ND Inspec-
tion, DHCPv6 Guard u IPv6 Source Guard.
no ipv6 first hop security logging YCTaHOBWTb 3HAYEHME MO YMOIYAHUIO.
packet drop
ipv6 neighbor binding address- -/BbIK/IlOYEHO BKntounTb fob6aBneHne 3anmcelt B TabanLy NpuBA3KKM cocenen
config {stateless | any | dhcp} Ha OCHOBAHUMU:
- dhcp-nakera DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHocATcA B Tabavuy NpuBA3KKM cocefieit NO ymonya-
HU1IO B pe3ynibTaTe aHann3a ICMPv6-nakeToB;
- any — no6aBnaTb Bce agpeca;
- stateless — Ha ocHoBe IPv6 RA coobuieHunit.
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no ipv6 neighbor binding ad-
dress-config

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

ipv6 neighbor binding address-
prefix {vlan | X:X:X:X::X/<0-128>}

no ipv6 neighbor binding ad-
dress-prefix {vlan |
X:X:X:X::X/<0-128>}

[Jo6aBuTb CcTaTUYecKylo 3anucb C npepukcom B Tabauuy
Neighbor Prefix Table:
vlan — npwmeasatb 3anuck K onpeaeneHHomy VLAN.

YAanutb CTaTMYECKYO 3anucb C NpeduKcom M3 Tabauubl
Neighbor Prefix Table.

ipv6 neighbor binding address-
prefix-validation

no ipv6 neighbor binding ad-
dress-prefix-validation

-/BbIK/IOYEHO

BkAtouMTL NpoBEpKyY afpecos B TabauLe NpUBA3KM coceaei

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ipv6 neighbor binding lifetime
minutes

no ipv6 neighbor binding lifetime

minutes: 1..60/5

YCTaHOBUTb BPems XU3HWU Tabauupbl NPUBA3KKU cocepent ana
3aMnncu B MUHYTax.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

ipv6 neighbor binding logging

no ipv6 neighbor binding logging

-/BbIK/IIOYEHO

BKOUYNTL IOrMPOBaHNE OCHOBHbIX COBbLITUI MO U3MEHUHMIO
TabMLUbl NPUBA3KK.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 neighbor binding max-en-
tries {interface-limit | vlan-limit |
mac-limit} {limit | disable}

no ipv6 neighbor binding
max-entries

limit: (0..65535)/
BbIK/KOYEHO

OnpeaennTe MakCMMaNnbHOE KONMYECTBO 3anucelt B Tabauue
NpWBA3KK coceaelt.

- interface-limit — onpeaenuTb AMMUT gns nHTepdelica;

- vlan-limit — onpegennte aumuT VLAN;

- mac-limit — onpegennto numut MAC-agpecos;

- disable — pa3spelwnTb MaKCMMaNbHOE KOIMYECTBO 3anncei.
MaKcumanbHoe 3HaveHune = 4294967294.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

ipv6 neighbor binding static ipv6
{X:X:X:X::X} vlan vlan_id interface
interface mac mac-address

no ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id

[Oo6aBnTb cTaTMyeckyto 3anucb 6e3 npedukca B Tabauuy
Neighbor Prefix Table:

- vlan — npwuBAasaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npwuBA3aTb 3anucb K onpeaesieHHOMY WHTep-
deiicy;

- mac — npmBeA3aTb 3anucb K onpeaeneHHomy MAC-agpecy.

YOanutb CTaTUYECKYHO 3aMNUCh.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name:
(1..32) cumBona

Co3aaTb NONUTUKY Source Guard v NepenTn B PeXKUM e€ KOH-
durypuposaHus.

YpanuTb nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name:
(1..32) cumBona

Co3aatb nonntnky DHCP Guard v nepevti B pexunm eé KoH-
durypuposaHus.

Yaanutb nonantuky DHCP Guard.

ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard preference

minimum_value;
maximum_value:
(0..255)/BbIKNIOYEHO

YCTaHOBUTb MaKCUMa/bHbI U MUHUManbHbIV Npeaesbl npes-
nouyteHua ana DHCPv6-cepsepa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection policy
policy_name

policy_name:
(1..32) cumBona

Cospgatb noantuky ND Inspection v nepeiiTv B pexxum eé KoH-
durypmpoBaHus.

Ypanntb noantuky ND Inspection.

ipv6 nd inspection drop-unsecure

no ipv6 nd inspection
drop-unsecure

-/BbIK/IOYEHO

Bkatountb 0T6paCbIBaHMe NaKeToB C OTCYTCTBYOLWMMU NN He-
A0NYCTUMbIMU NapameTpamn Uam noanucbio.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection sec-level
minimum

minimum: (0..7)/
BbIK/IOYEHO

YCTaHOBWUTb MMHUMa/IbHOE 3HaYeHWe NapameTpa YpoBHA 6es-
OMacHOCTU NpPU WCMO/b30BaHWUM ONUMIA KpunTorpadpuuecku
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.

ipv6 nd inspection validate
source-mac

-/BbIKNOYEHO

Bk/tountb nposepky MAC-agpeca nakeTa no ero agpecy link-
layer.
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no ipv6 nd inspection validate
source-mac

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name:
(1..32) cumBona

Co3patb nonntuky ND RA Guard v nepeiti B peXXnum eé KoH-
duUrypmpoBaHus.

Yaanutb nonntuky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-limit

minimum_value;
maximum_value:
(1..255)/BbIKNtOYEHO

YcTaHOBUTb Npeaensl 3HayeHua Cur Hop Limit B coobuieHunsax
Router Advertisement.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd raguard managed-config-
flag {off | on}

no ipv6 nd raguard managed-
config-flag

-/BbIK/IOYEHO

Bk/tountb nposepky ¢nara managed-config B coobuieHuax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3HauyeHwue pnara JOMKHO 6biTb 1.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ipv6 nd raguard other-config-flag
{off | on}

no ipv6 nd raguard other-config-
flag

-/BbIK/IIOYEHO

Bkntounts npoBepKky dnara other-config B8 coobweHuax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3HavyeHue pnara gOMKHO 6biTb 1.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard router-
preference minimum

-/BbIK/IIOYEHO

YCTaHOBUTb MUHMMaNbHOe 0b6bsBAAemoe 3HadyeHue Default
Router Preference B coobuieHunsx Router Advertisement:

- low — HU3KOEe 3HayeHMue;

- medium — cpegHee 3Ha4yeHue;

- high — Bbicokoe 3HayeHue.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard router-
preference maximum

-/BbIK/IIOYEHO

YCTaHOBUTb MaKCcMManbHoe obbaBnsemoe 3HavyeHue Default
Router Preference B coobuieHunax Router Advertisement:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3Ha4YeHUe;

- high — Bbicokoe 3HaueHue.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusasKu coceoeli

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-nbr-binding) #

Tabnuvua 248 — KomaHAabl pexkuma NoSUTUKM NPUBA3KK coceaei

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

logging binding enable

logging binding disable

-/BbIK/IOYEHO

Bk/tounTb normposaHue gobasneHuns/yaanerus IPv6 B Tab-
VLY NPUBA3KK cocepelt.

BbIKNOUNTL NormpoBaHune aobasneHuns/yaanenus IPv6 B Tab-
1LY NPUBA3KK cocepent.

max-entries {interface-limit |
vlan-limit | mac-limit} {limit |
disable}

no max-entries

limit: (0..65535)/
BbIK/IKOYEHO

Onpefenvnte MakCMManbHOe KONNYEeCTBO 3anucelt B Tabanue
NpWBA3KK coceselt.

- interface-limit — onpeaennts AMMUT ana nHTepoeiica;

- vlan-limit — onpegenutb Aaumut VLAN;

- mac-limit — onpegenntb (mnutT MAC-aapecos;

- disable — pa3pewnTb MaKCMMaNbHOE KOJIMYECTBO 3anncei.
MaKkcumanbHoe 3HaveHune = 4294967294.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.
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address-config {dhcp | any |
stateless}

no address-config

-/BbIKNOYEHO

BKntounTb fobaBneHue 3anmceit B Tabanuy NpuBA3KKM cocenen
Ha OCHOBAHUMU:

- dhcp-nakera DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
aapeca BHoOCATCA B Tab/ivuy NpUMBA3KKM cocefei no ymosnya-
HUIO B pe3ynbTaTte aHannsa ICMPv6-nakeTos;

- any — no6asnatb Bce agpeca;

- stateless — Ha ocHoBe IPv6 RA coobueHunit.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

address-prefix-validation {enable
| disable}

no address-prefix-validation

-/BbIKNOYEHO

BK/1tOUMTbL NPOBEPKY aApecoB B TabavLe NpUBA3KK coceaei.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

device-role {permiter | internal}

no device-role

-/BbIK/IOYEHO

YKasaTb po/ib YCTPOMCTBA, NOAK/IOYEHHOTO K MHTEpdeicy:
- permiter — ycTpoWcTBO NepUMeTpa;
- internal — BHyTpeHee yCTpONCTBO.

Y6paTb posib C YCTPOMCTBA, NOAK/IIOUYEHHOTO K HTEpdElicy.

KomaHObI pexcuma KoHgu2ypayuu noaumuku Source Guard

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-ipv6-srcgrd) #

Tabnvua 249 — KomaHap! pexkuma IPv6 Source Guard nosiMtuku

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

trusted-port

no trusted-port

-/BbIKNOYEHO

OnpeaennTtb A0BepPeHHbIM NopT. [laHHaa NoaUTUKa Ha3Hava-
€TCA Ha NOoPT, Ha KOTOPOM He AO0J/IXXKHA NPUMEHATLCA NONUTUKA
Source Guard.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp-guard) #

Tabnnua 250 — KomaHabl perkuma ipve DHCP Guard nonntmku

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

device-role {client | server}

no device-role

-/BbIK/IOYEHO

YKasaTb po/ib YCTPOWCTBA, MOAKIOYEHHOTO K MHTEPdEeCyY:
- server — yCTaHOBWTb POJib cepBepa;
- client — ycTaHOBMTbL PO/b K/MEHTA.

Y6paTb posib € YCTPOMCTBA, NOAKNIOUYEHHOTO K MHTEpdENCy.

match reply {disable | prefix-list prefix_list: BKNtOUYNTL NPOBEPKY aHOHCUPYEMbIX a4PECOB, NONYYEHHbIX B
prefix_list} (0..32) cumsona/ coobuieHunax DHCPv6:
BbIK/HOYEHO - disable — oTkntounTb NpoBepKy no DHCPv6-coobuieHmam;
- prefix-list — npeduKkc-macka, no KoTopoi byaeT ocyliecTs-
NATCA NpoBepKa.
no match reply YCTaHOBWTb 3HaYEHME MO YMOIYAHUIO.
match server address {disable | prefix_list: BKAtOUNTL NPOBEPKY agpeca NCTOUHMKA cepsepa:
prefix-list prefix_list} (0..32) cumsona/ - disable — oTkNtOUMTL NPOBEPKY aapeca UCTOYHMKA CepBeEpPa;
BbIK/IHOYEHO - prefix-list — npedukc-macka, no KoTopoli byaeT ocyLLecTs-

no match server address

NATCA NpoBepKa.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MUHMMA/bHBIN Npenen aHoHcupyembix DHCPV6-
cepBepom Onuui:
- disable — BbIKNOUYMTb NPOBEPKY OMNUNIA.

YCTaHOBUTb 3HAYeHKne no YMO/I4aHUIO.
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preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBWTb MaKCMMasbHbIM Npeaen aHoHcupyembix DHCPv6-
cepBepom Onuui:
- disable — BbIKAOUYMTb NPOBEPKY ONLUNA.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku ND Inspection

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nd-inspection) #

Tabnuua 251 — KomaHap! pexkmma IPv6 ND Inspection noantmukm

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuo

Aelicmeue

device-role {host | router}

no device-role

-/BbIK/IIOYEHO

YKa3aTb po/ib YCTPOMCTBA, NOAK/IIOYEHHOTO K MHTEpdency:
- host — ycTaHOBUTb posb XOCTa
- router — yCTaHOBWUTb PONb MapLLPYTU3aTOPa

YCTaHOBUTb 3HAYEHMeE Mo YMO/THaHUIO.

drop-unsecure {enable |disable}

no drop-unsecure

-/BbIKNOYEHO

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYOLWMMU NN HE-
A0NYCTUMbIMU NapameTpamn Uam noanucbio.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

sec-level minimum
{sec_level_minimum | disable}

no sec-level minimum

sec_level_minimum:
(0..7)/8bIKNIO4EHO

YKa3aTb MUHMMa/NbHOE 3HayeHWe napameTpa ypoBHA 6es-
ONacHOCTM NPV UCMONb30BaHUKM ONUMI KpunTorpaduyeckm
creHepupoBaHHoro agpeca (CGA).

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHUIO.

validate source-mac {enable |
disable}

no validate source-mac

-/BbIKNOYEHO

BKkntounTb npoBepKy MAC-agpeca naketa no ero link-layer ag-
pecy:

- enable — BKkaOUUTL

- disable — BbIkAtOUUTD

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku RA Guard

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-ra-guard) #

Tabnunua 252 — KomaHabl pexkuma IPv6 RA Guard noantukm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

device-role {host | router}

no device-role

-/BbIK/IOYEHO

YKasaTb po/ib YCTPOWCTBA, MOAKNOYEHHOTO K MHTEPdEMCY:
- host — ycTaHOBMTbL Po/b XOCTa;
- router — ycTaHOBWUTb PO/Ib MapLIpyTU3aTOpa.

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO.

hop-limit {minimum value_limit |
maximum value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNIOYEHO

YcTaHoBUTL Npeaensl 3HadeHus Cur Hop Limit B8 coobueHumax
Router Advertisement.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

managed-config-flag {off | on}

no managed-config-flag

-/BbIK/IOYEHO

BKkntounTtb nposepky ¢nara managed-config B coobuweHnax
Router Advertisement:

- off — 3HauyeHune dpnara LOMKHO BbITh O]

- on — 3HayeHuWe pnara 4OKHO 6bITb 1.

YCTaHOBWTb 3HaYeHMe N0 YMOIHAHUIO.

match ra address {disable | prefix-
list prefix_list}

no match ra address

prefix_list:
(1-32) cumsona/
BbIK/IOYEHO

Bkntountb nposepky aapecoB B coobuweHuax Router Adver-
tisement:

- disable — oTKntOUMTL NPOBEPKY agpecos

- prefix-list — npedukc macka, no KoTopoi byaer ocyLliecTs-
NATCA NpoBepkKa.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.
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match ra prefixes {disable | prefix-
list prefix_list}

no match ra address

prefix_list:
(1-32) cumsona/
BbIK/IOYEHO

BkntounTtb nposepky npedurkcos B coobueHmax Router Adver-
tisement:

- disable — oTKntouMTL NpoOBEpPKY NpPedmKCoB;

- prefix-list — npedukc-macka, no KoTopoi ByaeT ocyluecTs-
NATCA NpoBepkKa.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

other-config-flag {off | on}

no other-config-flag

-/BbIKNOYEHO

Bkntountb npoBepKy dnara other-config B coobuweHuax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3Ha4yeHue ¢ara JOMKHO bbiTb 1.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

router-preference minimum {low |
medium | high}

no router-preference minimum

-/BbIK/IOYEHO

YCTaHOBUTb MUHMMaNbHoe obbsasnsemoe 3HayeHue Default
Router Preference B coobuuieHunax Router Advertisement:

- low — HM3Koe 3HauyeHue;

- medium — cpegHee 3HayeHue;

- high — Bbicokoe 3HayeHue.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

router-preference maximum {low |
medium | high}

no router-preference maximum

-/BbIK/IIOYEHO

YCcTaHOBUTb MaKcMMaibHoe obbaBnsemoe 3HavyeHue Default
Router Preference B Router Advertisement coobluieHuax:

- low — HM3Koe 3HayeHue;

- medium — cpegHee 3HayeHue;

- high — Bbicokoe 3HayeHue.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku First Hop Security

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-ipv6-fhs) #

Tabnunua 253 — KomaHabl pexkuma IPv6 First Hop Security nonMtukm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

logging packet drop {enable |
disable}

no logging packet drop

-/BbIK/IIOYEHO

AKTMBMPOBaTL NIOTMPOBaHME ApPONa NaKeToB NpW HECOOTBET-
CTBUM NOAUTMKAM 6esonacHoctn cnyk6 RA Guard, ND
Inspection, DHCPv6 Guard u IPv6 Source Guard:

- enable — BK/lOUMTb IOrMpPOBaHWE ApONa NAaKeToB A/A AaH-
HOM NOJIUTUKM;

- disable — oTkntounTL NOrMpPOBaHME ApOoNa NAKETOB ANA AaH-
HOM NOJIUTUKM.

YCTaHOBUTb 3HaYeHMe N0 YMOIHAHUIO.

KomaHObI pexcuma KoHguypayuu uHmepagetica VLAN

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-if)#

Tabnunua 254 — KomaHabl pexkuma KoHourypaumm nHtepdelica VLAN

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ipvé first hop security

no ipvé6 first hop security

-/BbIKIOYEHO

Bkntountb PyHKLMOHan First Hop Security Bo VLAN.

BbikntounTb pyHKUMoHan First Hop Security Bo VLAN.

ipv6 first hop security attach-policy
policy_name

no ipvé6 first hop security attach-
policy

policy_name:
(1..32) cumeona/
BbIK/IOYEHO

[o6asunTb NnonuTuKy First Hop Security Ha nHTepdeiic.

Yaanutb nonutury First Hop Security ¢ nHtepdeiica.

ipv6 neighbor binding

-/BbIKNOYEHO

BKAtounTb NpmBA3KY coceaent M gobasneHve 3anuceli B Tab-
amuy.
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no ipv6 neighbor binding BbIKNOUMTb NPUBA3KY cocenent n aobaBneHune 3anucei B Tab-
nmuy.

ipv6 neighbor binding attach-policy policy_name: [o6asuTb nonuTuky Neighbor Binding Ha uHTepdeiic.

policy_name (1..32) cumsona/

no ipv6 neighbor binding attach- BbIK/IO4EHO Yaanutb nonntury Neighbor Binding c uHTepdeiica.

policy

ipv6 source guard -/BbIK/IlOYEHO Bkatountsb IPV6 Source Guard.

no ipv6 source guard BbikntounTb IPV6 Source Guard.

ipv6 dhcp guard -/BbIK/IlOYEHO Bkatountb DHCP Guard.

no ipv6 dhcp guard Bbikntountb DHCP Guard.

ipv6 dhcp guard attach-policy policy_name: [o6asuTb nonutuky DHCP Guard Ha uHTepodeiic.

policy_name (1..32) cumeona/

no ipv6 dhcp guard attach-policy BbIKNtOY4EHO Yaanutb noantukn DHCP Guard ¢ nHtepdelica.

ipv6 nd inspection -/BbIKNIOYEHO Bkntountb IPv6 ND Inspection.

no ipv6 nd inspection BbikntounTb IPv6 ND Inspection.

ipv6 nd inspection attach-policy policy_name: LNo6aeutb nonntuky ND Inspection Ha uHTepdeiic.

policy_name (1..32) cumsona/

no ipv6 nd inspection attach-policy BbIKNtOY4EHO Yaanutb nonntuky ND Inspection ¢ nHtepdeiica.

ipv6 nd raguard -/BbIK/IlOYEHO Bkatountb IPv6 ND RA Guard.

no ipv6 nd raguard Bobikntountb IPv6 ND RA Guard.

ipv6 nd raguard attach-policy policy_name: LNo6aeutb nonntuky ND RA Guard Ha nHTepdelic.

policy_name (1..32) cumeona/

no ipv6 nd raguard attach-policy BbIK/IlO4EHO Ypanutb nonntnky ND RA Guard ¢ nHTepdeiica.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KOMaHAHOM CTPOKM:
console#

Tabnunua 255 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

show ipv6 first hop security - OT06pa3nTb HacTponkKM PyHKLMIA IPV6 First Hop Security.
show ipv6 source guard - OT106pasunTb cocTosiHMe dyHKUMM IPV6 source guard.
show ipv6 neighbor binding table - OT06pa3nTb TabanLy NPUBA3OK cocenen.
show ipv6 dhcp guard - OT06p0O3UTL COCTOAHME U HACTPOMKK PyHKUMM DHCP Guard.
show ipv6 nd inspection - OT06p03UTL COCTOAHME M HAacTPolKK dyHKUMK ND Inspection.
show ipv6 nd raguard - OTO6pa3nTb COCTOAHME U HAacTPOMKKM PpyHKUMM RA Guard.

5.25 ®dyHKuuu DHCP Relay areHTa

KommyTtatopbl nogaepxkmsatot ¢pyHKLUmMn DHCP Relay areHTa. 3agaueit DHCP Relay areHTa aBnasetcs
nepeaaya DHCP-nakeToB OT KAMEHTa K cepBepy M obpaTHO B cnyydae, ecnm DHCP-cepBep HaxoauTca B 04HOM
CeTU, a KAMeHT B apyron. Opyroii ¢dyHKumMeln apnsetca gobasneHwe AOMNOAHUTENbHbIX onuuii B DHCP-
3anpocbl KANeHTa (Hanpumep, onuun 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTATOP NPUHUMAET OT KaneHTa DHCP-
3anpockbl, NepesaeT 3TM 3aNpoCkl CepBePY OT UMEHM KAMEHTa (0CTaBaAA B 3anpoce onuuun ¢ Tpebyembimm
KIMEHTOM MapamMeTpamMm W, B 3aBUCUMMOCTM OT KOHOUrypaumm, nobasnssa ceoun onuuu). Monyums oTeeT OT
cepBepa, KOMMYTaToOp NepeaaeT ero KANeHTy.
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KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 256 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymonyaHuto areHT
BbIK/IOYEH

BkntoueHune ¢pyHKunit DHCP Relay areHTa Ha KommyTaTope.

BbikntoueHne dpyHkumii DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address
ip_address [vlan vian_id]

no ip dhcp relay address
[ip_address]

vlan_id: (1..4094)

3apaér IP-agpec pgoctynHoro DHCP-cepsepa ans DHCP Relay
areHTa.

- vlan — knueHtckmii VLAN, 3anpocbl M3 KoToporo 6yayT Hanpas-
neHbl Ha IP-agpec koHKpeTHOro DHCP-cepBepa.

Ypanset IP-agpec u3s cnucka DHCP-cepsepoB ana DHCP Relay
areHTa. MoxeT 6bITb 3343aHO [0 BOCbMU CEPBEPOB B BUAE AMana-
30Ha UK NepeyncneHnem.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHourypaumm nutepdeinca VLAN:

console# configure
console (config) # interface vlan vlian id
console (config-if) #

Tabnunua 257 — KomaHabl perknuma KoHourypaumm nHtepdeiica VLAN, nHtepoeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuo

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

BbIK/tO4EeH

Mo ymon4yaHuio areHT

BkntoyeHne ¢yHKumii DHCP Relay areHTa Ha HacTpaMBaemom
MHTepodeiice.

Bbikntouerne ¢pyHKunit DHCP Relay areHTa Ha HacTpanBaemom
MHTepodeiice.

ip dhcp relay gateway-address

ip_addr

no ip dhcp relay gateway-address

He BblbpaH

Mo ymonuaHuio agpec

Mo3BONSAET HACTPOUTb KOHKPETHbIN aapec WUCTOYHMKA AnA
dhcp nakeTos n3 kaneHtckoro Vian.

Bo3BpawaeT B pexnm pa6OTbI N0 YMONYaHUI0.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 258 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

show ip dhcp relay

OTobparkaeT KOHOUrypaum HacTpoeHHol ¢yHkumm DHCP Relay
areHTa 4N KOMMyTaTopa M OTAENbHO A1A MHTepdeincos, a Takke
CMWUCOK AOCTYMHbIX CEPBEPOB.

[Mpumepbl 8bIN0AHEHUS KOMAHO

e [lokasaTb cocTosiHue pyHKunm DHCP Relay areHTa:

console# show ip dhcp relay
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DHCP relay is Enabled
DHCP relay is not configured on any vlan.
192.168.16.38
Relay agent Information option is Enabled

Servers:

5.26 KoHdurypauma DHCP-cepsepa

DHCP-cepBep ocyLLecTBAAET LEHTPANM30BAHHOE YpaBAeHMe CEeTEBbIMM agpecamun U COOTBETCTBYHO-
LWMMU KOHPUTYPALMOHHbBIMM NapamMmeTpamm, aBTOMATMYECKM NPeaoCcTaBiAas UX KaMeHTam. 3To No3BosfeT
n3bexkaTb Py4HOM HACTPOMKM YCTPOMCTB CETU U YMEHDBLUAET KOJIMYECTBO OLLUMOOK.

Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-KnueHT (nonyyeHune cobcreeHHoro IP-agpeca ot
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecam DHCP-cepBep OTKAOUYEH, TO KOMMYTaTOP MOMKET
paboTtatb c DHCP Relay.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRmMmMa rnobasbHON KOHPUrypaLmm:
console (config) #

Tabanuya 259 — KomaHab! perknma rnobanbHoM KoOHGUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

ip dhcp server BrkntoueHune ¢pyHKumMn DHCP-cepBepa Ha KOmMmyTaTope.

MNepep, BkAoyeHnem DHCP-cepsepa npepBsapm-
y l TeNbHO AONXHbI 6biTb OTKAOYEeHbl DHCP-KAMeHTbI
*/BbIK/IIOYEHO . Bo Bcex VLAN. B Tom uncne BKAIOYEHHbIA NO YMO-

yaHuto DHCP-knueHT 8 VLAN 1.
BbikntoyeHue pyHKummM DHCP-cepBepa Ha KOMMyTaTope.
Bxog, B pexum KoHdUrypaumm ctatmyeckmx agpecos DHCP-cep-
Bepa.
YaanaeT koHdurypaumto DHCP-KAneHTa ¢ 3a4,aHHbIM UMEHEM.

no ip dhcp server
ip dhcp pool host name

name: (1..32)
CUMBOJI0B

no ip dhcp pool host name
ip dhcp pool network name

Bxopg, B pexxum KoHdpurypaumm DHCP-nyna agpecos DHCP-cep-
Bepa.
- nhame — uma DHCP-nyna agpecos.
MakcumanbHo gonyctumoe Konudecteo DHCP pool
N YyKasaHo B Tabnuue 9.

name: (1..32) cumBonos

no ip dhcp pool network name

Ypanaet DHCP-nyn ¢ 3a4aHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

YKasbiBaeT IP-agpeca, kotopbie DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low-address — HavanbHbIN IP-aapec aManasoHa;

- high-address — KoHeuHbIV IP-agpec AnanasoHa.

Ypanenue IP-agpeca U3 ClMCKa UCKAOYEHUA O1s HazHaYeHun
ero DHCP-knuneHTtam.

KomaHObI pexcuma KoHgu2ypayuu cmamuyecKux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOW CTPOKM B peXMme KoHdUrypaumm ctatudeckmx agpecos DHCP-cepsepa:

console# configure
console (config) # ip dhcp pool host name
console (config-dhcp) #
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Tabnunua 260 — KomaHabl pexkuma KoHourypaumm

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda

Aelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address

PyuHoe pesepsupoBaHue IP-agpecos ansa DHCP-knumeHTa.

- ip_address — IP-agpec, KoTopblii ByaeT conoctasneH ¢ ¢pusmn-
YeCKMM afpecoM KNNEHTa;

- mask/prefix_length — macka noacetn/gnvnHa npedukca;

- id — pusnyecknit agpec (MaeHTUGMKaTOP) CeTEBOM KapTbl;

- mac_address — MAC-aapec.

Ypanaet 3ape3epBupoBaHHble IP-agpeca.

client-name name

name: (1..32) cumBonos

no client-name

Onpegenset uma DHCP-knauneHTa.

Ypanaet uma DHCP-knueHTa.

KomaHOb1 pexxcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumumu nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name

console (config-dhcp) #

Tabnunua 261 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

YcTaHaBAWBaeT HoMep NOACETU M MacKy NoACETU A4S Nyna aa-
pecos DHCP-cepsepa.

- network_number — |P-agpec Homepa noaceTu;

- low_address — HayanbHbIl IP-agpec AnanasoHa aApecos;

- high_address — koHeuHbIV IP-agpec Anana3oHa aapecos.

- mask/prefix_length — macka noacetn/anuHa npedukca.

no address Ypansaet koHourypaunio DHCP - nyna agpecos
lease {days [hours [minutes]] | Bpemsa apeHab! IP-aapeca, KOTOpbI HazHayeH oT DHCP.
infinite} - infinite — Bpems apeHabl He OrpaHNYeHo;

- days — Konn4yecTso gHew;

-/1 peHb .

- hours — KONNYecTBO Yacos;

- minutes — KOIMYECTBO MUHYT.
no lease YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bupa 3anpoca KOMaHAHOM CTPOKU:
console (config-dhcp) #

Tabnnuya 262 — KomaHabl perkMma KoHourypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

default-router ip_address_list

Mo yMmoAYaHMIo CNnCoK
MapLLpPyTU3aTOPOB He
onpeaenex.

no default-router

OnpeaenseT CNMCOK MapLpyTU3aTOPOB MO YMOAYAHUIO AN
DHCP-knueHTa:
- ip_address_list — cnucok IP-aapecoB mapLpyTM3aTopoB, Mo-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.
IP-agpec maplupyTusaTopa AOKeH 6biTb B TOI Xe
e NOACETH, YTO U KINEHT.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

dns-server ip_address_list
Mo yMon4YaHWUio CNUCOK
DNS-cepsepoB He
onpegenex.

no dns-server

OnpepensneT cnnucok DNS-cepsepoB, AOCTYMHbIX ANA KAUEHTOB
DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, moKeT
cofepKaTb A0 8 3anunceld, pasaeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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domain-name domain

domain: (1..32)

no domain-name

CMMBO/1I0B

Onpegenset gomeHHoe uma ana DHCP-knmeHTOB.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

netbios-name-server
ip_address_list

Mo ymonyaHuio cnncok
WINS-cepBepoB He
onpeaeneH.

no netbios-name-server

Onpegenset cnucok WINS-cepBepoB, AOCTYMHbIX NS KAWEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, moeT
copepKaTb 40 8 3anuceit, pasgeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

netbios-node-type {b-node |
p-node | m-node | h-node}

Mo ymonuaHuto TMn
y3na NetBIOS He
onpegeneH.

no netbios-node-type

OnpeaenseT Tvn y3na NetBIOS Microsoft gna knuentos DHCP:
- b-node — lWMpOKoBeLWaTENbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rnbpuaHbIN.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

next-server ip_address

no next-server

Ucnonb3yetca ana ykasaHua DHCP-knueHTy agpeca cepsepa
(kaK npaeuno, TFTP-cepBepa), C KOTOPOTroO AOJIXKEH BbITb NOY-
YeH 3arpy3oydHblii dai.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

next-server-name name

name: (1..64) cumBosos

no next-server-name

Mcnonb3yetca ana ykazaHma DHCP-knneHTy uma cepsepa, € Ko-
TOPOro A0JIXKeH ObITb NOJIYYEH 3arpy304HbIv daii.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

bootfile filename

filename: (1..128)

no bootfile

CMMBO/1I0B

YKasbiBaeT uma ¢aiia, UCNosib3yeMoro A/s Hayva/ibHOW 3a-
rpy3skm DHCP-knuneHTa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

time-server ip_address_list

Mo yMOAYaHMIO CNNCOK
cepBeposB He
onpeaenex.

no time-server

OnpeaenseT CNMCOK CepBepoB BPeMEHU, AOCTYNHbIX ANA KAK-
eHtos DHCP.

- ip_address_list — cnucok IP-appecos cepBepoB BpeMeHU, MO-
YKEeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CUMBOJIOB;
desc: (1..160)

no option code

CMMBOJ1I0B

Hactpansaet onuuun DHCP-cepBepa.

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — Lenoe NONOXKUTENbHOE YNCNO;
- ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoka B 16-om dopmare.

Ypanset onumn pna DHCP-cepsepa.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 263 — KomaHzabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YaaneHue 3anuceit n3 Tabanubl COOTBETCTBUA GUINYECKMX aa-
pecoB M aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4YeHHbIn DHCP-cepsepom;

- ¥ —ypanuTb BCE 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-appecos, KoTopble DHCP-cepBep He byaeT HasHa-
yatb gnAa DHCP-knueHTOB.

show ip dhcp pool host
lio_address | name]

name: (1..32) cumBonos

MpocmoTp KoHbUrypaumm ana ctatuyeckux agpecos DHCP-cep-
Bepa:

- ip_address — IP-appec KnueHTa;

- name — vuma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHoUrypaumm DHCP-nyna appecos DHCP-cepBepa:
- name —vma DHCP-nyna agpecos.
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show ip dhcp binding MpocmoTp IP-aapecos, KOTOpbIe CONOCTaBAEHbI C PUINYECKMMU

[ip_address] - agpecamu K/IMEHTOB, a TaKXKe BpemMa apeHabl, cnocob HasHave-
HWA n cocTtoaHme IP-agpecos.

show ip dhcp server statistics - MpocmoTp crtatnctmkm DHCP-cepsepa.

show ip dhcp allocated - MpocmoTp akTMBHbIX IP-agpecos, BbiaaHHbIX DHCP-cepBepom.

[pumepbl 8b1M0AHEHUS KOMAHO

e Hactpoutb DHCP-nyn ¢c umeHem test n ykasaTtb gna DHCP-KnneHTOB: uma gomeHa — test.ru, Wwnios
no ymon4yaHuto — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp)# domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

5.27 KoHdwurypaumsa ACL (cnuckmn KOHTpoAaA AocTyna)

ACL (Access Control List — cnucok KoHTposa aoctyna) — Tabauua, KoTopasa onpeaenser npasuna
dunbTpaumm BxogAwWero U ncxogdawero TpadmMka Ha OCHOBAHUM MNepenaBaeMbiX B MaKeTax NPOTOKO/IOB,
TCP/UDP noprtos, IP-agpecos nanm MAC-aapecos.

V ACL-cnucku Ha 6a3e IPv6, IPv4 u MAC-agpecoB He A0/XKHbl UMEeTb OAMHAKOBble Ha3BaHMA.
V IPv6- un IPv4-cnuckn moryt pabotatb BmecTe Ha ogHOM ¢usnyeckom uHTepdeiice.
IPv4-cnucku n ACL Ha 6a3e MAC-agpecauum moryt pabotaTb BMecTe Ha 04HOM pu3nuecKkom

uHTepdeiice. Cnucok ACL Ha 6ase MAC-agpecauun He MOXKeT COBMELLATbCA CO CNUCKamMK
ana IPv6. iBa cnucKka o4MHAKOBOrO TUMA He MOryT paboTaTb BMecTe Ha UHTepdeiice.

KomaHapl Ana co3gaHua U pegaktuposBaHua cnuckoB ACL gocTynHbl B pexume rnobanbHol
KOHbUrypaumu.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

KomaHaHana CTpoKa B pexkume rnobanbHoN KOHGUrypaumm umeeT sua;:
console (config) #

Tabnnuya 264 — KomaHabl gns co3ganusa u KoHdurypaumm cnnckos ACL

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMoaYaHuro
ip access-list access_list Co3paHune ctaHaapTHOro cnmcka ACL.
{deny | permit} {any | - deny — 3anpeTUTb NPOXOXKAEHME MNAKETOB C YKa3aHHbIMW Napa-
ip_address [ip_address_mask]} MeTpamu;
- permit — paspeLwmnTb NPOXOKAEHNE NAKETOB C YKa3aHHbIMK Napa-
MeTpamu.
no ip access-list access_list access_list: (0..32) YaanuTb CTaHZapTHbIN cnncok ACL.
ip access-list extended cMmBona Co3paHne HOBOro pacwmnpeHHoro cnucka ACL ana agpecauum IPv4
access_list W BXOZ, B PEXKUM €ro KOHOUrypaLmm (ecam CNMCcoK ¢ AaHHbIM UMe-
HeMm eLle He co34aH) M6 BXOA B PEXKUM KOHOUIypaLLMm paHee co-
3[,aHHOrO CMM1CKa.
no ip access-list extended YpaneHue pacwumpeHHoro cnucka ACL gna agpecauum IPv4,
access_list
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ipv6 access-list access_list
{deny | permit} {any |
ipv6_address
[ipv6_address_prefix]}

no ipv6 access-list access_list

ipv6 access-list extended
access_list

no ipv6 access-list extended
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

Co3paHne HoBOro cTaHgapTHoro cnucka ACL anda agpecauum IPv6.
- deny — 3anpeTUTb NPOXOXKAEHWE NAKETOB C YKAa3aHHbIMMW napa-
meTpamu;

- permit — paspeLmnTb NPOXOXKAEHNE NAKETOB C yKa3aHHbIMK Napa-
MeTpamu.

YpaneHue ctaHgaptHoro cnucka ACL ana agpecaumm IPv6.

Co3paHune HoBOro pacwunpeHHoro cnucka ACL ana agpecaunm IPve
N BXOZ, B PEXMM ero KoHdurypaumm (ecam cnmcok ¢ aHHbIM Ume-
HeM ellle He co34aH) Mbo BXo4, B peXKMM KOHUrypaLmmn paHee co-
3[1@aHHOrO CNMCKa.

YpaneHue pacwmpeHHoro cnncka ACL gna agpecauumn IPv6.

Co3paHue HoBoro cnvcka ACL Ha 6ase MAC-agpecaunn v Bxog B
PEXUM ero KOHGUrypaLmm (ecam cnUCoK € AaHHBIM UMEHEM elle
He co34aH) b0 BXOA B PeXXUM KOHOUTYpaLun paHee CO34aHHOMO
cnucka.

Ypnanenue cnucka ACL Ha 6a3ze MAC-aapecauum.

time-range time_name

no time-range time_name

time_name: (0..32)
cumBona

Bxog, B pexum KoHourypaumm time-range n onpegeneHne BpemeH-
HbIX MHTEPBANOB ANA CNMCKa AOCTyna.
- time_name — nma npoduns HacTpoek time-range.

YpaneHue 3agaHHoOM KoHdUrypaumm time-range.

Ona Toro u4tobbl aKTMBM3MpOBaATb cnucok ACL, Heobxogumo cBA3aTb ero C MHTepdeincom.
NHTepdeiicom, MCNoNb3yIOLLMM CNIMCOK, MOXKeT BbiTb 60 nHTepdeiic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepapetica Ethernet, VLAN, epynnsi nopmos

KomaHAaHan cTpoKa B pexume KoHourypauum mHtepdeiica Ethernet, VLAN, rpynnbl nopToB nmeet

BUA:

console (config-if) #

Tabnnua 265 — KomaHaa HasHayeHus cnucka ACL-nHTepdeicy

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cumBona

B HacTpoiKax onpegenéHHoro pusmyeckoro nHTepdeica KomaHaa
NPuUBA3bIBAET YKa3aHHbIM CNUCOK K JaHHOMY UHTepdelicy.
—rnobanbHaA HacTPoOWKa A5 NPUMEHeHUA onuum 82,
Nog peticteue ACL, HasHayaemoro Ha interface vlan, no-
V nagaeT He TONbKO MapLUPyTU3UPYEMbIi TpaduK, HO U
TpaduK BHYTPU CETU.
MNogp, peicteue ACL, HasHayaemoro Ha interface vlan, no-
V napaeT Becb BXO4ALMI B NOPTbl TpadPuK B AaHHOM VLAN.

YpaneHue cnucka ¢ uHTepodeiica.

KomaHObI pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;:

console#

Tabnuua 266 — KomaHap! ans npocmoTpa cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
10 yMoA4YaHuo

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cumBona

MoKasbiBaeT cnmcku ACL, co3gaHHble Ha KOMmyTaTope.

MNMokasbiBaeT cnuckm ACL, co3gaHHble Ha KOMMyTaTope, KOTopble B
HacToAllee BpeMa ABAAIOTCA aKTUBHbIMU.
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show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbiBaeT cnuckun ACL, HazHaYeHHble HTepdericam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

OB6HYNUTbL BCE CYETUMKM CNUCKOB ACL NMBO CHETUMKM ANA CMUCKOB
ACL 3agaHHoro nHtepdelica.

show interfaces access-lists
trapped packets
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

lNoKa3biBaeT CHETYMKM CNINCKOB AOCTYMa.

KomaHOowbl pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeet sua;

console#

Tabnnuya 267 — KomaHab! gns npocmoTpa cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show time-range [time_name]

MoKasbiBaeT KoHdUrypaumio time-range.

5.27.1 KoHdpueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeaeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPAMETPOB, MUCMOJIb3yEMbIX B
COCTaBe KOMaHpA, HacTpoiikmn cnmnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHne U BXOZ B pPeKUM
peaaktMpoBaHmna cnmnckos ACL, ocHOBaHHbIX Ha agpecaumn IPv4, ocywecTBaseTca MO KOMaHAe: ip
access-list extended access-1ist.Hanpumep, gnsa cosganus cnucka ACL nog HasBaHuem EltexAL
Heo6X0AMMO BbINOJAHUTL CNeayioLLMe KOMaHOb!:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al)#

Tabnunua 268 — OCHOBHbIe MapamMeTpbl, UCNOJIb3yeMble B KOMaHaax

Mapamemp 3HavyeHue Aelicmeue
permit [Oelicteue ‘paspewunts’ Co3paet paspelatouiee npasuno ¢unbtpaumm B cnucke ACL.
deny [ewcTteue ‘3anpetuts’ Co3pgaet 3anpewatowee npasmno puabTpaumm B cnucke ACL.
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protocol Mone npegHasHauYeHo AR YKa3zaHUA NPOTOKoa (MM Bcex NpoTo-
KO/I0B), Ha OCHOBE KOTOPOro byaeT ocyliecteaseTcs puabTpaumsa.
Mpw BbIBOpe NPOTOKOa BO3MOXKHbI CieaytoLmMe BapuaHTbl: icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipvé:rout,
ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, MMBO UMcNOBOE 3HaYEHME NPOTOKOA, B AManasoHe
(0—255).

[na cooTBeTcTBMA NHO6OMY NPOTOKONY MCNONb3yeTcA 3HaYeHue IP.

MpoTokon

source AJpec UCTOYHMKA Onpegenset IP-agpec UCTOYHMKA NaKeTa.

source_wildcard ButoBas macka, npumeHsemas K IP-agpecy UCTOYHMKA nakeTa.
Macka onpegensaet 6utbl IP-agpeca, KoTopble He06X0AMMO UFHO-
pvpoBaTb. B 3HaueHUA UrHopupyemblx 6UTOB JOMKHbI BbITb 3anu-
Wildcard-macka agpeca caHbl eauMHuubl. Hanpumep, Mcnonb3ya mMacky, MOXKHO onpege-

MUCTOYHMKA NMTb gna npasuna eunbTpaumm IP-ceTb. YTobbl A06aBUTL B Npa-
Buio punbtpaymm IP-cetb 195.165.0.0, HeobxogMMO 3a4aTb 3Ha-
yeHne mackm 0.0.255.255, To ecTb COriacHO AaHHOW Macke no-
cnepgHve 16 6ut IP-appeca 6yayT UTHOPUPOBATHLCS.

destination Appec HasHavyeHnA Onpepensaet IP-agpec HazHayeHMA nakeTa.

destination_wildcard BuTOBasa macka, npumeHsaemas K IP-agpecy HasHayeHMA naketa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HE06X0AMMO UTHO-
pupoBaTb. B 3HaYeHnA nrHopmpyembix 6UTOB J0MKHbI BbITb 3anu-
CaHbl eAauHMUbl. Macka MCMob3yeTca aHa/lorMyHO Macke
source_wildcard.

Wildcard-macka agpeca
Ha3Ha4YeHuA

vlan NpeHTndukatop Vlan Onpegenset Vlan, gna KoToporo 6yaeT NpUMeHATLCA NPaBKo.

Onpeaenset 3HayeHne DSCP-nonsa diffserv. Bo3amoskHble Koabl co-
obuweHwuii nona dscp: (0 —63).

dscp Mone DSCP B 3aronoske L3

precedence Mpuoputert IP Onpeaenset npuopuTeT IP-TpadukKa: (0-7).

time_name Ums npoduna OnpeaenseTt KOHPUIypaL Mo BPEMEHHbIX MHTEPBA/IOB.
KOHdUrypaumm time-range

icmp_type Tun coobueHunin npotokona ICMP, ncnonbayemblit ans dunbrpa-
umMm  ICMP-naketoB. Bo3MOXHble Tunbl COOBLEHUI nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
- timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o umcnosoe 3Haue-
HUWe Tuna cooblieHus, B guanasoHe (0 — 255).

Kog coobueHunii npotokona ICMP, ncnonobsyembln ana punbtpa-
umMm ICMP-naketoB. Bo3moskHble Kogbl co06LleHUI nona
icmp_code: (0 — 255).

igmp_type Tun coobueHuii npotokona IGMP, ncnonbsyembln ana ¢puabrpa-
UMM naketos |IGMP. Bo3MoOKHble TuMbl co0bLIEHMIA nonA
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-

icmp_code
Koa coobuieHna npoTokona

ICMP

Tun COO6LLI,eHMﬂ NpPOTOKOANa

IGMP
report-v2, host-leave-v2, host-report-v3, nMbo 4yncnoBoe 3HayeHue
TMna coobuieHus, B AManasoHe (0 — 255).
destination_port UDP/TCP-nopt Ha3HauyeHna | Bo3moskHble 3HayeHus nons TCP-nopta: bgp (179), chargen (19),

daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
UDP/TCP-nopr nctouHmka dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HaveHune (0 — 65535).

source_port
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list_of flags

dnarn npotokona TCP

Ecam ana ycnosua dunbtpaumm dnar gonkeH 6biTb YCTaHOBIEH,
TO nepes, HUM CTaBUTCA 3HAK «+», €CNN He A0/KeH 6bITb yCTaHOB-
NIeH, TO «-». Bo3amoKHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonvzoBaHun
HECKOJIbKMX ¢aroB B ycnoBuu ¢punbtpaumu, dnarn obbvegmHsa-
0TCA B O4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

disable_port BbIK/tOYaET NOPT, C KOTOPOTrO 6bl NPUHAT NaKeT, YA0BNETBOPAIO-
OTKNtOYeHMe nopTa WK ycnosuam ntobolt ns komaHz 3anpeTa deny, B coctaBe KOTo-

poit 6bl10 onucaHo nose.
log_input Bk/itoyaeT oTnpaBKy MHOGOPMALMOHHbIX COOBLLEHWUI B CUCTEMHBI

OTnpaBKa coobuieHni

KYPHaN Nnpuv NONy4eHUN NaKeTa, KOTOprl‘/'i COOTBETCTBYET 3anncu.

offset_list_name
HanmeHoBaHMe cnucka

wabnoHoB Nonb3osaTens

3apaeT UCNob30BaHMe CNMCKA WabnoHOB Nosib3oBaTeNn Ans pac-
no3HaBaHWA NakeToB. [na Kaxagoro cnucka ACL moxkeT bbiTb onpe-
OeNeH CBOW CNUCOK WabnoHoB.

ace-priority
MpuopwuTeT 3anucm

MHAeKc 3a4aeT NonoXKeHne Npasuna B CNUCKe M ero NpMopuTeT.
Yem MeHblue MHAEKC — TEM NpuopuTeTHee npasuno. [AunanasoH
A0NYyCTUMbIX 3HaYeHn (1..2147483647).

Y

pameTp «any».

HU ogHoro u3 npasun IP ACL).

Y
Y
v

[na Bbibopa Bcero ananasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3yerca na-

Ecan naket nonagaet nopg, Kputepuii npasuna B ACL, TO Hag, HAM BbINOJIHAETCA AeUcTBUe
aToro npasuna (permit/deny). flanbHeiilan npoBepKa He NPOU3BOAUTCA.

Ecau Ha nHTepdeiic HasHaueHbl IP u MAC ACL, To nepBOHa4YasibHO NakeT 6yaeT NpoBepeH Ha
cootBeTcTBUue npasuaam IP ACL, notom MAC ACL (B cnyuyae, ecnv He NonagéeT nog aencrsue

Ecnm nocne npoBepKu Ha cootBetcTBue npasunam IP uan MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHTepdeic) uam IP u MAC ACL (koraa 2 ACL HasHaueHbl Ha UHTepdeiic) NnakeT He nonan

nog AEECTBME HU O4HOro U3 NpaBui, TO HAa[ AadHHbIM NAaKeToOM GVAET npumeHeHo AeﬁCTBMe

"deny any any".

Tabnnuya 269 — KomaHabl, Ucnosibayemble aaa HacTpoliku ACL-cnnckoB Ha ocHoBe IP-aapecauunn

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[ob6aBnser paspeluatoLLlyto 3anncb GUAbLTPaLMM 4A NPOTOKOAA.
lMaKeTbl, OTBEYalOLLME YCAOBMAM 3anuncu, byayT obpabaTtbiBaTbea
KOMMYTaTOPOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anunchb.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[ob6aBnser paspeLlatolyto 3anucb GuUAbTpaLUn AN NpoToKoNa
IP. MakeTbl, oTBEYaloLWMe yCI0BMAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

Ypanaet co3gaHHyo paHee 3anuchb.

permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[JobasnaeT paspelsarolLyto 3anuce GuUabTpauumn 4na nNpoTokona
ICMP. MaKeTbl, oTBEYatOWMe yCA0BUAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

Ypanaet CO34aHHYIO paHee 3anunchb.
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permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[obasnsaeT paspeLluatoLLyto 3anmcb GUAbBTPALUKN ANA NPOTOKONA
IGMP. MaKeTbl, oTBEYatoLme ycaoBuAM 3anucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

YanseT co3faHHyH paHee 3anuch.

permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[obasnaeT paspelsatouLyto 3anmcb GUAbBTPALUN ANA NPOTOKONA
TCP. MNaKeTbl, oTBeYatowWwme ycioBusam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTATOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Yaanaer co3faHHyo paHee 3anuce.

permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[JobasnsaeT paspelwarolLyto 3anuce GUAbTPaLUKM A8 NPOTOKONA
UDP. MakeTbl, OTBeYatowWwme ycnosmam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YanseT co3gaHHyH paHee 3anuch.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[ob6aBnseT 3anpeLaoLyto 3anncb GuUaAbTPaLMK 4 NPOTOKoAA.
MaKeTbl, OTBEYaAIOLLME YCIOBUAM 3anucy, byayT 610KMpoBaTbCA
KommyTaTopoMm. lMpu ncnonb3oBaHun Kntouesoro ciosa disable-
port do13myecKkuii MHTepdEenc, NPMHABLLMIA TaKoM NakeT, byaeT Bbl-
KatoueH. Mpu ncnonb3oBaHMK Katouesoro cioea log-input 6yaer
OTNPaBNEHO COOBLLEHUNE B CUCTEMHDIN KYPHa.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anuncob.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[obasnaer 3anpeLuatoulyto 3anucb GUALTPALUKU ANA NPOTOKONA
IP. MakeTbl, oTBEYalLWMe YCNOBUAM 3anuck, byayT 6nokupo-
BaTbCA KOMMYTATOpoM. MpV UCNO/Nb30BAaHUM KHOYEBOTO C/OBA
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKoOW NakerT,
6yneT BbikntoueH. Mpu Mcnonb3oBaHWUM Katodesoro cnosa log-
input 6yaeT oTnpaBneHo coobLieHre B CUCTEMHDIN XypHan.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Ypanfer co3gaHHyo paHee 3anuce.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[JobaBnser 3anpeluatolyto 3anucb GuUAbTpaLumM ANs NPoToKoa
ICMP. MakeTbl, OTBEYatOWMe yCNOBMAM 3anucu, byayt 610kupo-
BaTbCA KOMMYTAaTOpPOM. [1pn MCNO Nb30BaHUWN KAKOYEBOTO CNOBa
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOM NaKerT,
6yaeT BbikAtoyeH. Mpu Mcnonb3oBaHMM Katodesoro cnosa log-
input 6yaeT oTnpasieHo coObLLEHME B CUCTEMHBIV KypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanaet co3pgaHHyo paHee 3anuchb.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[obasnaeT 3anpeLiaowyo 3anucb GUAbTPaLUKN g NPOTOKONA
IGMP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmncK, byayT 61okupo-
BaTbCA KOMMYTATOPOM. MpU MCNONb30BaHUWU KAKOYEBOrO CA0Ba
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOM NaKerT,
byneT BbikAoyeH. Mpu UCnonb3oBaHWM Katoyesoro cniosa log-
input 6yaeT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.
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no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

YpanseT co3faHHy paHee 3anuch.

deny tcp {any | source source_wildcard}{any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[JobasnsaeT 3anpeLLatoyio 3anucb GUAbTPALUKN oA NPOTOKONA
TCP. MNaKeTbl, OoTBeYaloWMe ycioBUAM 3anucu, byayT 610Knpo-
BaTbCA KOMMyTaTopom. lMpu MCNONb30BaHUU KJHOMEBOrO C/0BA
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOM NakerT,
6yneT BblkAOYeH. Mpu Ucnonb3oBaHWK KatoyeBoro cnosa log-
input 6yaeT oTnpaBieHo coObLLEHNE B CUCTEMHBIN XKypHa.

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Yaanaer co3gaHHyo paHee 3anuch.

deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[ob6aBnseT 3anpelalowyto 3anucb GuAbTpaLuumM ANs NpoToKoa
UDP. MNakeTbl, oTBEYatowWwme ycnosuam sanucu, byayt 61okupo-
BaTbCA KOMMYTATOPOM. MMpM MCNONb30BaHUM K/IKOYEBOrO CA0Ba
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOW NakerT,
6yaeT BbikAtoueH. Mpu Mcnonb3oBaHMM Kakoyesoro ciosa log-
input 6yaeTt oTnpasieHo coobLueHMe B CUCTEMHDI KypHan.

no deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

YanseT co3gaHHy paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co34aéT cnucok WabnoHoB Nonb3oBaTens ¢ umeHem name. Umsa
MOXET BKAtoYaTb 0T 1 A0 32 cMMBOIOB. B 0A4HOM KOMaHAE MOXKET
cofepyKaTbca A0 TPMHAALATM Wab/oHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXXMma HacTPOIMKM CNUCKOB A0CTyMNa (KoMaHAa set sys-
tem mode), BK/lOUAOLWMX Cneaytolme napameTpbl:
- offset_base — 6a30Boe cmelleHne. BO3MOXKHble 3HaYeHuA:

13 — Hayano cmeweHus ¢ Havyana IP-3arosioBKa;

14 — Hayano cmeweHMA ¢ KoHLa IP-3aronoBsKa.
- offset — cmelLeHue baliTa faHHbIX B Npeaenax nakera. basosoe
cMeLleHMe NPUHMMAETCA 33 Ha4ao OTCYeTa;
- mask — macka. B aHanu3e naketa NPUHUMALOT y4acTue TONIbKO Te
paspaabl 6aliTa, ANA KOTOPbIX B COOTBETCTBYHOLWMX paspsmax
Macku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list_name

Yaansaer co3faHHbIA paHee CrMCOoK.

5.27.2 Konepuzypayusa ACL Ha 6a3e IPv6

B maHHOM pa3genie npuBeaeHbl 3HAaYEHUSA WU ONUCAHMA OCHOBHbLIX MapameTpPoB, UCMOJb3yeMblX B
coctaBe KOMaHz, HacTpoiKmM cnnckos ACL, ocHOBaHHbIX Ha aapecauuu IPv6.

CosgaHue n BXo4, B pexum pepaktmposaHma cnuckoB ACL, OoCHOBaHHbIX Ha aapecauun [Pv6,

OCyLllecTBNnAeTCA N0 KOMaHAe:

ipvé access-list access-list. Hanpumep, ana cosgaHua cnmucka

ACL nog, Ha3aHMem MESipv6 HeobxoaMMO BbINOJHUTL CAeaytolmne KoMaHabl:

console#
console# configure

console (config) # ipv6é access-list MESipvé

console (config-ipve-al) #

Tabnnua 270 — OCHOBHbIE MapamMeTpbl, UCNOJIb3yeMble B KOMaHAaX

Mapamemp 3HavyeHue

Aelicmeue

permit [ewcTteue paspewmnTb

Co3paet paspelatouiee npasuno ¢unbtpaumm B cnucke ACL.

deny [OevictBue 3anpeTuTb

Co3pgaeT 3anpelLatolLee Nnpasnao ¢punbTpauum B cnmucke ACL.

264 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

protocol

MpoTokon

Mone npepgHasHayeHo ANA yKasaHWA NPOTOKOAA (MM BCeX NpoTo-
KOJI0B), Ha OCHOBe KOTOporo byaet ocylecTeaseTca GpuabTpaums.
Mpu BbIBOPE NPOTOKO1A BO3SMOXKHbI CleAytoLune BapuaHTbl: icmp,
tcp, udp Mbo YMcoBOE 3HaYEHNe NpoToKoa —icmp (58), tep (6),
udp (17).

[na cootBeTcTBMA N06OMY NMPOTOKOAY MCMNO/L3YETCA 3HaYeHWe
IPv6.

source_prefix/length

Aapec oTnpaBuTens u ero
ANVHa

Onpegenset IPv6-aapec u ganHy npedmkca cetm (0-128) (konmue-
CTBO CTapLuMx 6UT aapeca) UCTOYHMKA NaKeTa.

destination_prefix/length

Aapec Ha3HavyeHuA u ero

Onpegenset IPv6-aapec u gnnHy npedmkca cetm (0-128) (konmue-

Kona ICMP

ONVHa CTBO CTapLlmx 6UT agpeca) HasHaAYeHUA NakeTa.
dscp Mone DSCP & saronoske L3 Onpep,enuﬂeT 3HauyeHue DSCP-nons diffserv. Bo3amoskHble Koabl co-
obuweHwuii nona dscp: (0—63).
precedence Mpuoputert IP Onpeaenset npuopuTeT IP-TpaduKa:(0-7).
time_name Uma npoduna koHourypa- | OnpepenseT KOHOUTYpaLMIO BPEMEHHbIX UHTEPBA/OB.
umu time-range
icmp_type Ucnonbsyetca ana punbtpaumm ICMP-nakeToB. Bo3moXKHble TUMbI
M YNCNIOBblE 3HaYeHUs cooblueHunl nons icmp_type: destination-
T cooBLIEHNA NPOTOKON unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ICMP ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mld-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).
icmp_code Kopg, coobuweHunii npoTo- Ucnonbsyetca gnsa ¢unbtpaumm ICMP-nakeToB. Bo3MoKHble 3Ha-

YyeHus nona (0 — 255).

destination_port

UDP/TCP-nopT Ha3HauyeHusA

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3moxKHble 3HayeHun nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HavyeHune (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecam ana ycnosua dunbtpauum Gnar goaxkeH 6biTb YCTaHOB/EH,
TO Nepea HUM CTaBUTCA 3HAK «+», €CIN He A0/KeH BblTb YCTaHOB-
NIeH, TO «-». Bo3amoKHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

disable-port BbIKkNtOYaeT NopT, € KOTOPOro Hbin NPUHAT NAKET, YA0BAETBOPSAIO-
OTKNtoYeHWe nopTa WM ycnosmam ntoboit M3 KomaHg, 3anpeTa deny, B cocTaBe KOTo-
poi, 6bl10 onrcaHo none.
log-input N BKntoyaeT oTnpaBKy MHGOPMALMOHHbBIX COOBLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobueHni pasky uropmay, . W
JKYPHaN Npu NONy4YeHUM NakeTa, KOTOPbI COOTBETCTBYET 3aMuCK.
ace-priority NHAaeKe npasuna B Tabauvue, Y4eM MeHblUe MHAEKC — TEM MPUOPU-
MHaekc npasuna
A P TeTHee npasuno: (1..2147483647).
/ DOna Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence ucnonb3syerca na-
pameTp «any».
/ Nocne Toro, Kak xoTa 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHumm B CNUCOK [,0-
6aBasioTCcA 3anucm

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBble U3 HUX pa3peLlaoT NOUCK coceaHunxX IPv6-yCcTPOICTB C nomoLblo npoToKona IC-
MPv6, a nocheaHAA O3Ha4YaeT UTHOPUPOBaAHUE BCEX MAKeTOB, He YA0B/ETBOPAIOWMX YCNO-

suam ACL.
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Tabnuua 271 — KomaHapl, ucnosnblyemble ans Hactponkn ACL cnmuckoB Ha ocHoBe IPvb-agpecaumm

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnser paspeLatoLyto 3anmcb GUabTpaLmMmM 418 NPOTOKONA.
MaKeTbl, OTBEYAlOLLME YCIOBMAM 3anucu, byayT obpabaTbiBaTbCA
KOMMYTaTOPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

YpanseT co3gaHHylo paHee 3anuchb.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[obasnser paspeLuatoLyto 3anmce GunbTpauum Ana NpoTokona
ICMP. MNaKeTbl, oTBEYatlowWwme ycaoBmuam 3anucu, byayt obpaba-
TbIBaTbCA KOMMYTaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

YpanseT co3gaHHyo paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[ob6asnaeT paspelaroLLyo 3annce GUAbTPaLUKU as NPOTOKONA
TCP. MNakeTbl, OTBEYAOLLME YCAOBUAM 3anucK, byayT obpabatsl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YpanseT cosfaHHyl paHee 3anuch.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnaet paspelaroLLyo 3annce GuUabTpaLUmn ana NnpoToKoa
UDP. MakeTbl, 0OTBEYaAOWME YCN0BUAM 3anucu, byayt obpabaTsi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanser co3gaHHyo paHee 3anmchb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obaBnaeT 3anpeLyatoLLyto 3anncb GUabLTPaLMK ANA NPOTOKONA.
MakeTbl, OTBEYatOLLME YCA0BUAM 3anucK, byayT 610KMpoBaTbea
KommyTaTopom. Mpu ncnonb3oBaHMM KatodeBoro caosa disable-
port dusmyeckuii nHTepdeic, NPUHABLLMIA TakoW nakeT, byaet
BbIKtoYeH. Mpu Mcnoib3oBaHMKM Kntodesoro ciosa log-input 6y-
[T OTNPaBAeHO COObLEHNE B CUCTEMHDIN KypHan.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Ypanser co3gaHHyo paHee 3anmchb.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obaBnaeT 3anpeLLatoLLyto 3anucb GUabTpaLumn Ana NpoToKona
ICMP. MaKeTbl, oOTBEYalOWME YCAOBUAM 3anucK, byayT 610Kupo-
BaTbCA KOMMyTaTOpom. Mpu MCNob30BAHMM KAOYEBOTO CNOBA
disable-port ¢ursmyeckuit MHTEpPDENC, MPUHABLLMI TaKOW MaKeT,
6yaeT BbikaouveH. MNpu ncnonb3osaHUK Katouvesoro cnosa log-
input 6yaeT oTnpas/iieHo cOOBLLEHME B CUCTEMHBIN XKypHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanaet co3gaHHyo paHee 3anuchb.

deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[JobasnaeT 3anpeLuatoLLyto 3anucb GuabTpaLumn AnAa NpoToKoaa
TCP. NaKeTbl, OTBEYalOLWME YCNOBUAM 3anucK, byayT 610KMpo-
BaTbCA KOMMyTaTOpoMm. Mpu MCNo/b30BaHMM KAOYEBOro CNOBA
disable-port ¢ursmyeckuit MHTEPDENC, NPUHABLLMIA TaKOW MaKeT,
6yaeT BbikaouveH. MNpy ncnonb3oBaHUK Katouvesoro cnosa log-
input 6yaeT oTnpas/ieHO COOBLEHME B CUCTEMHBIN KypHa.
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no deny tcp {any | source_prefix/length}{any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnseT 3anpeLLatoLLyto 3anucb GuAbTpaLMn ana NpoToKona
UDP. MakeTbl, oTBeYatowme ycaoBmam 3anucu, yayt 610kupo-
BaTbCA KOMMYTaTopom. MpK 1CNONb30BaHMM KOYEBOrO C/10Ba
disable-port ¢um3myeckunii MHTEPDENC, NPUHABLLMIA TaKOW NaKeT,
6yneT BbikAtoYeH. Mpu Mcnonb3oBaHUK KatoueBoro ciosa log-
input 6yaeT oTNpas/ieHO cOOBLLEHME B CUCTEMHBIN KypHaI.

no deny udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YpanseT cosfaHHyo paHee 3anuch.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT cnmcoK WwabioHOB No/ib3oBaTeNs c UMeHem name. ma
MOXET BK/to4aTb OT 1 40 32 cMMBOJIOB. B 04HO KOMaHAE MOXKET
coAepKaTbCs A0 TPUHAALUATM WabNOHOB B 3aBUCMMOCTM OT Bbl-
6paHHOro pekMma HaCTPOMKM CMUCKOB AOCTyna (KomaHaa set
system mode), BKAtOYaoLWMX cneaytolime napameTpbl:
- offset_base — 6a3oBoe cmeleHne. BO3MOXKHbIe 3HaYeHuUs:

I3 — Hayano cmeweHuns ¢ Hayana IPv6-3arosioBKa;

14 — Hayano cmeweHnA ¢ KoHLa IPvb-3aronoBkKa.
- offset — cmeleHMe banTa gaHHbIX B Npeaenax naketa. basosoe
CMeLLeHMEe NPUHMUMAETCA 33 HaYao OTCYeTa;
- mask — macka. B aHasnM3e nakeTa NPUHUMALOT y4acTUe TONIbKO
Te paspagbl 6aliTa, ANa KOTOPbIX B COOTBETCTBYIOLMX paspsaLax
MacKu 3agaHa ‘0’;
- value — nckomoe 3HauyeHue.

no offset-list offset_list_name

Ypanaet CO3,CI,aHHbIﬁ paHee CNUCOK.

5.27.3 KoHndpueypayusa ACL Ha 6a3ze MAC

B pgaHHOM pa3sgene npueeaeHbl 3HAYEHMA U OMNMUCAHMA OCHOBHbIX MAPaMETPOB, UCMONb3YEMbIX B
coCTaBe KOMaHZA HacTponkm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CosgaHue n BXo4, B pexum pepaktmposaHua cnuckos ACL, ocHoBaHHbix Ha MAC-agpecauumm,
OCYLLEeCTB/IAETCA NO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, ana cospgaHusa cnmcka ACL noag HasBaHnmem MESmac Heob6xoAMMO BbINOAHWUTb

cneaytolme KomaHapl:

console#
console# configure

console (config)# mac access-list extended MESmac

console (config-mac-al) #

Tabanua 272 — OcHOBHbIE NapameTpbl, UCNOAb3yeMble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue
permit [JencTtene paspewmntsb CospaeT paspeluatolee Npasuno punbTpaumm B cnmcke ACL.
deny [JelicTBMe 3anpeTuTb Co3paet 3anpewatolee npasuno puabtpaumm B cnucke ACL.
source Appec oTnpasutens Onpegenser MAC-agpec UCTOYHUKA NaKeTa.
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source_wildcard

wildcard-macka agpeca
MCTOYHMKA

Macka onpegenset 6uTbl MAC-agpeca, KoTopble He06X04MMO Ur-
HOPMPOBATb. B 3HaUeHWA UTHOPUpPYyEMbIX BUTOB JOMKHbI ObITb 3a-
nucaHbl eguMHULbL. Hanpumep, UCNonb3ya MacKy, MOXHO onpeae-
NMTb Ana npasuaa ¢punbTpaumum amanasoHa MAC-agpecos. Y1obbl
806aBuTb B NpaBmao ¢puabTpauumn sce MAC-agpeca, HauMHaloLWm-
eca Ha 00:00:02:AA.xx.xx, HEObX04MMO 3a4aTb 3HAYEHWE MACKM
0.0.0.0.FF.FF, TO ecTb, cornacHo AaHHoOM macke, nocnegHue 32
6uTta MAC-agpeca 6yayT He BaKHbl AN aHaAu3a.

destination

Appec HazHayeHun

Onpepgenaetr MAC-agpec Ha3HayeHMA nakeTa.

destination_wildcard

wildcard-macka agpeca
HasHayeHuA

Macka onpegenset 6uTtbl MAC-agpeca, KoTopble He06X04MMO Ur-
HOpPUPOBaTb. B 3HaUeHMA UrHOPUPYEMBIX BUTOB AO0MKHbI BbITh 3a-
nucaHbl eauMHMubl. Macka wucnosb3yeTcA aHaJorMYyHO Macke
source_wildcard.

vian_id

vlan_id: (0..4095)

Noacetb VLAN ¢dpunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc ob6cny:kmnanua (CoS) punbTpyembix NakeTos.

cos_wildcard

wildcard-macka agpeca
ob6cnyxnsanua (CoS)
dUNbTPyEeMbIX NaKeTOB

Macka onpegenset 6utbl CoS, KOTopble HE0HXOANMO UFHOPUPO-
BaTb. B 3HaueHMA UrHopmpyembix BUTOB JONKHBI ObITb 3aNMCaHbI
eavHuubl. Hanpumep, 4tobbl MCNob30BaTh B Npasuie GuabTpa-
umm CoS 6 1 7, Heobxoanmo B nose CoS ykasaTb 3HaYeHue 6, inbo
7, a B none macku 3HayeHune 1 (7 B ABOMYHOM NpPeACTaBNEHUN —

111, 1 — 001, nonyyaeTca, YTo NocnegHui 6GUT byaeT UrHopmpo-
BaTbcsA, To ecTb CoS moxKeT 6biTb b0 110 (6), "nbo 111 (7)).

eth_type Ethernet-Tun PunbTPyembix NakeToB B LWECTHaALATEPUYHOMN 3a-
-typ eth_type: (0..0xFFFF) buneTpy Auarep
nucum.
disable-port BbIkNtOYaeT NopT, € KOTOPOro Hbin NPUHAT NAKET, YA0BAETBOPSAIO-
LM yCNnoBMAM KOMaHAbI 3anpeta deny.
log-input . BKAtoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobueHni pasky uropmau, N W
JKYPHaA Npv Noay4eHMmM nakeTa, KOTOPbIM COOTBETCTBYET 3aMucu.
time_name Mma npodunn Onpeaenaer KOHPUrypaL MO BPEMEHHbIX MHTEPBA/IOB.

KoHbUrypauum time-range

offset_list_name

3agaeT UCNo/ib30BaHKUe CNMcKa Wab1oHOB No/ib30BaTeNa AnA pac-
Nno3HaBaHWA NakeToB. A Kaxaoro cnucka ACL moKeT 6bITb onpe-
OeNeH CBOW CNNCOK WabnoHoB..

MobaliToBOE CMelLleHne oT
KNHOYEBOM TOUKK

ace-priority

MHAeKc npasuna B Tabauue, Yem meHblle MHAEKC — TEM NPUOPU-

n
HAEGKC Npasuna TeTHee npasuno 1-2147483647.

Y
v

Dns Bbi6opa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3syerca na-
pameTp «any».

Ecam naket nonagaer nop, Kputepuii npasuna B ACL, To Hag, HAM BbINONIHAEGTCA AelcTBue
aToro npasuna (permit/deny). flanbHeillan npoBepKa He NPOM3BOAUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHa4asnbHO NakKeT 6yaeT npoBepeH Ha
cooTseTcTBUe npasunaam IP ACL, notom MAC ACL (B chyyae, ecnm He NnonagéT noa aeicremne
HU ogHoro 13 npasun IP ACL).

Ecnu nocne npoBepKu Ha cootBeTcTBue npasunam IP uam MAC ACL (koraa 1 ACL HasHaueH
Ha uHtepdodeiic) uam IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha HTepdeiic) nakeT He nonan
nopa, AeUCTBME HM OAHOTO U3 NPABU/, TO Hag AaHHbIM NaKeTom ByAeT NPMMeHeHo AelcTBue
"deny any any".

Tabnnuya 273 — KomaHabl, Ucnosibsyemble aaa HacTpolku ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHda Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[ob6aBnser paspeLuatoLLyto 3anuck duabTpauuu. MNakeTsl, oTBe-
yalolme ycnosuam 3anucu, byayT obpabaTbiBaTbCd KOMMYTa-
TOpPOM.
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no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

YpanseT co3faHHyH paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[Jobasnaet sanpeluatoLLyto 3annck dpuabTpaumu. MNakeTol, oTse-
Yalolwme ycnosuam sanucu, byayt 610KkMpoBaTbCA KOMMYTaTO-
pom. MNpwu ncnonb3osaHuu kntodesoro cnosa disable-port, pu-
3UYECKUI UHTEpPdENC, NPUHABLLMI TaKoW NaKeT, byaeT BbIKtO-
YeH.

Mpun ucnonb3oBaHUM KNKOYEBOTO cnoBa log-input ByaeT oTnpas-
JIEHO COOBLLEHNE B CUCTEMHDIN XKYPHa.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

YanseT co3gaHHy paHee 3anuch.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT CcnMCcoK WabsoHOB MoNb30BaTeNA C UMEHEM name.
Mms moxkeT BKAtoYaTb oT 1 a0 32 cumBo0B. B ogHOM KomaHae
MOXKET coaepKaTbca 40 TPMHAALATH WabI0HOB B 3aBUCMMOCTH
OT BbIGPAaHHOrO peXKMMa HaCTPOMKM CMNUCKOB AocTyna (Ko-
MaHaa set system mode), BKkAOYaOWMX cneaytowme napa-
MeTpbl:
- offset_base — 6a30Boe cmeleHe. BO3MOXKHbIe 3HaYeHuA:

12 — Havano cmeweHun ot EtherType;

outer-tag — Hayano cmeweHma ot STAG;

inner-tag — Hayano cmeweHmna ot CTAG;

src-mac — Hadasno cmelleHma ¢ MAC-agpeca UCTOYHUKA;

dst-mac — Havyano cmeweHns ¢ MAC-agpeca HasHavyeHus.
- offset — cmelleHMe baliTa AaHHbIX B Npegenax naketa. baso-
BOE CMeLLeHWe NPUHUMAETCA 33 Havyaslo oTcyeTa;
- mask —macKa. B aHann3e naketTa NPMHMMAIOT y4acTue TONbKO
Te pa3psaabl 6aiTa, A8 KOTOPbIX B COOTBETCTBYIOLWMX pPa3pAnax
Macku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list_ name

Yaanaer co3faHHbIA paHee CrMCOK.

5.28 KoHdurypauma sawurtbl ot DoS-atak

[aHHbIV KNacc KomaHg no3sosAeT 610KMPOBaTb HEKOTOPbIE PAcNPOCTPaHeHHble Knaccbl DoS-aTak.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHGUrypauum nmeet Bua;

console (config)#

Tabnunua 274 — KomaHabl AN HAaCTPOMKK 3awmTbl oT DoS-aTtak

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-appec

3anpelLLaeT NPOXOXKAEHNE KAafPOB C HEAONYCTUMbIMK («MapcUaH-
ckummny») IP-agpecamu nctouHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

- - . -/BKAtOYEHO
no security-suite deny syn-fin

OtbpacbiBaeT naketbl TCP ¢ OoAHOBpPEMEHHO YCTaHOB/IEHHbIMMU
SYN- 1 FIN- dbnaramu.

BbikntoyaeT dyHKLMIO oTOpacbiBaHWA naketos TCP ¢ ogHoBpe-
MeHHO ycTaHoBneHHbIMU SYN- 1 FIN- dnaramm.
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security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelyaeT/paspellaeT NPOXoXKAEHNE ONpeaeNeHHbIX TUMOoB Tpa-
dU1Ka, XapaKTepHbIX 417 BPEAOHOCHbIX NPOrpaMmm:

- stacheldraht — otbpacbiBaeT TCP-nakeTbl C MOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — ot6pacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHUA
paBHbIM 2140 1 NopTOM UCTOYHMKA 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl C NOPTOM Ha3Ha-
yeHunsa 31337 1 NOPTOM UCTOYHMKA paBHbiMm 1024.

security-suite enable [global-
rules-only]

no security-suite enable

-/BbIK/IIOYEHO

BK/ItOYaeT Knacc KomaHg, security-suite.
- global-rules-only — oTkntouaeT Knacc KomaHpg, security-suite Ha
MHTepoencax.
V He Bnuser Ha paboTy KomaHAb! security-suite deny syn-
fin

OTKIOYaEeT KNacc KOMaHA security-suite.

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

HacTtpansaeT pexxkum 3awmtbl oT SYN-aTak:

- block — otbpacbiBaeT npegHa3HaveHHble ycTponctey TCP-
nakeTbl ¢ ycTaHoBneHHbIM dnarom SYN u dopmupyeTt npeaynpe-
xaatouee coobleHue;

- report — popmupyeT npeaynpexgatouiee coobLieHve npu npu-
xofe npegHasHayeHHoro ycTpowncTsy TCP-nakeTta ¢ ycTaHoB/eH-
HbIMm dnarom SYN;

- disable — oTkntovaeT 3awmTy.

HacTpanBaeT peXxmm no yMOa4YaHUIO.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

OnpeaenseT UHTepBan, MO UCTEYEHUN KOTOPOro byaeT pa3bioKu-
poBaH paHee 3a6/10KMPOBaHHbIN UCTOYHUK SYN-aTaKku.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

Onpepenser CKOPOCTb (KO/MIMYECTBO MAKETOB B CEKYHAY) OT KOH-
KPETHOro UCTOYHWMKA, MPU KOTOPOM 3TOT UCTOYHUK ByLeT NaeHTU-
dULMPOBAH KaK aTaKyoLWMN.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIK/OYEHO

BkntouaeT BegeHue ctatuctnkm SYN-aTak.

BbikntoyaeT BegeHue ctaTUCTUKKM SYN-aTak.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

KomaHgHan cTpoKa B pexkume KoHourypauum uHtepdelica Ethernet, rpynnol noptos nmeet sua;

console

(config-if) #

Tabnunua 275 — KomaHaa KoHouUrypaumm 3awmTel oT DoS-atak ans nHtepdeiicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
¢dopmarte IP-agpeca nam
npeduKca

Cosgaet npasuo, 3anpelyatoliee NpoxoxaeHne Tpaduka, co-
OTBETCTBYIOLLErO KPUTEPUAM.

- fragmented — ¢pparmeHTUPOBAHHbIE NAKETHI;

- icmp — ICMP-TpaduK;

- Syn — syn-nakertbl.

YaanaeT sanpewjatolee npasuo.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-agpec;
mask: macka B
dopmarte IP-agpeca nnm
npeduKca

3agaer nopor syn-3amnpocoB Ha onpeaeneHHbli IP-agpec/cets,
Npu MNpeBbIWEeHUM KOTOPOro JIMWHME Kagpbl 6yayT oTbpachkl-
BaTbCA.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnnuya 276 — KomaHga pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show security-suite configura-
tion

OTob6parkaeT HAaCTPOMKM 3awmTbl oT DoS-aTaK.

show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);

hu_port: (1..8/0/1..32);
group: (1..48)

OTo6parkaeT HAaCTPOMKM 3awuTbl oT SYN-aTaK 1 onepaTuBHOe
COCTOAHWE UHTEepPdEeCcoB.

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port | hundredgiga-
bitethernet hu_port | port-
channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

OTobparkaeT HaCTPOMKM CTaTUCTUKK 3almTbl OT SYN-aTaK U UH-
dopmaLmio 06 UCTOYHMKAX aTaKu.

- detailed — oTobparkaeT AONONHUTENBHYO MHDOPMaLUULO 06
UCTOYHUKE aTaKuy,

- source-ip — oTob6paKkaeT MHPOPMaLMIO ANA YKa3aHHOTO ip-
aapeca UCTOYHUKA;

- interface — oTobpaxkaeT MHGopMaUmIO 415 YKa3aHHOIO UH-
Tepdelica.

. / B cTaTucTUKe coxpaHaeTca nHpopmaumsa o 512 no-
cneAHUX UCTOYHMKAX aTaK.

clear security-suite syn
protection statistics

OunLaeT CTaTUCTUKY 06 MCTOYHMKax SYN-aTak.

5.29 KauecTtBo 06cnyuBaHmua — QoS

Mo ymonyaHuio Ha BCex MOPTax KOMMyTaTopa MCNO/b3yeTcA OpraHM3auusa oyepeam MakeTosB No
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo BpemAa MHTEHCMBHOW Nepeaayn
TpadMKa Npu MCNOAb30BaHUM AAHHOTO METOAA MOFYT BO3HMKHYTb NpPobHaembl, NOCKO/IbKY YCTPOMNCTBOM
WUrHOPMPYIOTCA BCe MakeTbl, He Boweawune B bydpep odepegn FIFO, M cOOTBETCTBEHHO TepsAOTCA
6e3B03BpaTHO. PelwaeT AaHHy0 npobnemy meTon, OpraHM3ylLWMA odepeam No NpuoputeTy Tpadwuka.
MexaHuam QoS (Quality of service — KauyecTBo 06CNyXMBaHMA), peanv3oBaHHbI B KOMMyTaToOpax,
No3BO/IAET OPraHM30BaTb BOCEMb OYEpPEAEN NPUOPUTETA MAKETOB B 3aBMCMMOCTU OT TUNA NepesaBaemMblxX
OAHHbIX.

5.29.1 Hacmpoiika QoS

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:

console (config) #
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Tabnuua 277 — KomaHap! pexxmma rnobanbHoin KoHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..63)/56

YcTaHOBUTL 3HaveHune nona DSCP gns IP-nakeTos, dopmupyembix
LeHTPaIbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHOBUTb 3HaveHue nona DSCP gns naketos, popmupyembix
LeHTPaIbHbIM MPOLLECCOPOM.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTaHOBUTb 3Ha4YeHue nona CoS Ana TErMPOBaHHbIX NaKeToB,
bopmMpyeMbIX LLEeHTPabHbIM NPOLECCOPOM.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHYAHMUIO.

qos [basic | advanced
[ports-trusted |
ports-not-trusted]]

-/basic

Pa3spelsaet kommyTaTOpy Mcnonb3osaTb QOS.

- basic — 6a3o8bIi pexxum QoS;

- advanced — paclwimpeHHbIi pexxum KoHdurypaummn QoS, BKAKoYa-
IOLWMI NONHBIN NepeYyeHb KOMaHA, HacTpolikn QoS;

- ports-trusted — B fJaHHOM MoApeXXMme NaKeTbl HAaNPaBASAOTCA B
BbIXOZHYIO 04Yepeab Ha OCHOBaHUM MO/eN B 3TUX NaKeTax;

- ports-not-trusted — B sJaHHOM nogpexnume BCe NAKeTbl Hanpas-
NATCA B o4Yepeab, KOTOpoi cooTBeTcTByeT cos=0 (cooTBeTcTBUE
MOKHO MOCMOTPEeTb KoMaHaol «show gos interface queuing»),
017 OTNPaBKK B Apyrue oyepeam TpebyeTca HasHauTb Ha BXOAHOWM
nHTepdeic cTpaTernto Knaccudukaumm Tpaduka (policy-map). 3Ha-
YyeHun dscp He yuuTbIBalOTCA NpuU Bblibope BbIXOAHOW ovepesun B
3TOM Nnogpexnme.

qos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode trust

-/oTKNtoueH

YCTaHOBWUTb MeTog, J0BepuA Ha MopTax npu pabote B pexume
paclwmpeHHoro KoHourypaumm QoS u nogpexunme ports-trusted.

- cos — nopT goBepseT 3HayeHuto 802.1p User priority;

- dscp — nopT gosepsaeT 3HaveHuo DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT fosepsaeT 060Mm ypoBHAM, ogHako DSCP nmeet
npuopuTteT Hag 802.1p.

YcTaHaBAMBaeT METOA MO YMOTHAHUIO.

class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CMMBOJIOB;
Mo ymon4yaHuio
ncnosb3yeTca onuua
match-all

1. Co3paeT cnUCoK KpuTepues kKnaccudukaumm Tpaduka.
2. BxoauT B pexum pefakTUpoBaHWUA CMUCKA KPUTEPUEB Kaaccu-
duKaumm Tpaduka.
- match-all — Bce KpuTEPUUN AAHHOTO CNWUCKA AONXKHbI ObITb BbINOA-
HEeHbI;
- match-any — oauH, n06oli KpUTepUin 4aHHOTO CMUCKA O0/IKEH
6bITb BbINOJIHEH.
B cnucke KputepueB MmoxKeT 6biTb 04HO AU ABA Npa-
V Buna. Ecan npasuna gBa, 1 06a OHM yKa3bIBAIOT HA pas-

WeCTBNIATbCA NO NepBOMY B CMUCKe BEPHOMY npasuny.

[eiicTByeT TONbKO AN pexxuma qos advanced.

Hble Tunbl ACL (IP, MAC), To Knaccudpukauuma 6yget ocy-
YanseT cnUcoK Kputepues KnaccuduKaLmm Tpadpuka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CYMBO/I0B

1. Cosgaert cTparterunto Knaccudukaumm Tpaduka.
2. BXogMT B peMM pefaKTMPOBaHUA CTpaTermm KnaccupuKaumm
TpaduKa.
B oAHOM HanpaBneHUU NOAAEPKUBAETCA TONbKO OA4HA
V cTpaTterua KnaccubuKaunm tpadpuka.

IP-nakeToB 1 CoS = 0 AnA TerMpoBaHHbIX NAKETOB.

[OeiicTBYyeT ToNbKO ANA pexkuma qos advanced.

Mo ymonuyaHuio policy-map ycraHasnuaet DSCP = 0 gna
YpanaeT npasuno knaccudukaumm tpaduka.
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qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:

(1..32) cumBona;
committed_rate_kbps:
(3..100000000) kbuT/C;

excess_burst_byte:
(3000..268431360) baitT;
peak_rate_kbps:
(3..100000000) kbuT/C;
peak_burst_byte:
(3000..268431360) 6auT

OnpegaenseT WabnoH HACTPOEK, KOTOPbIW NO3BOAAET OrPAHNYUTD
NosIoCy NPONYCKaHWA KaHana.

Mpu paboTe ¢ N0A0COM NPOMYCKAaHUA MCNONb3YETCA aNTOPUTM Map-
KUPOBaHHOMN «KOP3UHbI». 3af3a4el aNiropuTma ABAAETCA NPUHATUE
pelweHua: nepesatb NakeT uaM oTbpocuTb. MapameTpamum anro-
put™Mma ABnATcA ckopocTb noctynneHus (CIR) mapKkepoB B «Kop-
3MHY» U 06BEM (CBS) «KOpP3UHbI».

- committed-rate-kbps — cpepgHee 3HauyeHWe CKOpPOCTM TpaduKa.
[aHHas cKopocTb rapaHTUpyeTca Npu nepegade nHGopmauuu;

- committed-burst-byte — pasamep caepruBatoLwero nopora B 6aii-
Tax;

- drop — nakeT 6yzeT oTOpOLLEH, KOr4a KKOP3UHa» NepenosIHUTCA;
- policed-dscp-transmit — npu nepenosHeHNn KKOP3UHbI» 3Haye-
Hue DSCP byzet nepeonpeneneHo;

- peak — yCTaHOBWTbL NOPOroBOE 3HAYEHNE CKOPOCTU TpaduKa C ne-
peonpegeneHHbIMKN 3Ha4YeHnamun DSCP;

- violate-action — ycTaHOBUTb AelicTBME HAA NAKeTOM nocae npe-
BbILUEHWA MOPOrOBOro 3Ha4YeHwus.

Henb3a yaanutb WabaoH HACTPOEK, ecin OH UCMONb3y-

V erca B ctpaterum policy map, nepeg yaaneHuem cnegyer
yAanUTb Ha3HauyeHue wWwabnoHa crpaterun: no police
aggregate aggregate-policer-name.

V DeiicTByeT TONbKO AnA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonsaeT npu npesbl-
WeHUn 3HaueHua committed_rate unu peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B HeM MeTKy dscp, KOoTo-
pas HacTpauBaeTcA KOMaHAoM qos map policed-dscp ¢
AONONIHUTENbHbIM aprymeHTom violation B cayyae ¢
peak_rate. Mpu atom npu npesbilueHnn committed_rate
1 peak_rate MOXKHO HacTpanBaTb pasHble 3HaYeHusA dscp.

Ypansaet wabaoH HAaCTPOEK PeryanmpoBaHma CKOPOCTU KaHaa.

gos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet
[violateaction {drop |
policed-dscp-transmit}]]}]

committed_rate_pps:
(125..195312500) pps;

committed_burst_packet:

(1..195312500) nakeTos;

aggregate_policer_name:

(1..32) cumBonOB;
peak_rate_pps:
(125..195312500) pps;
peak_burst_packet:
(1..195312500) nakeTtos

Onpegenset WabnoH HACTPOEK, KOTOPbIA NO3BONAET OrPaHUUUTD
nonocy NponycKaHWsA KaHana M B TO Ke BPems rapaHTMpoBaTb
onpefeneHHy0 CKOPOCTb Nepesiayun AaHHbIX.

Mpwu paboTe c NONOCOM NPONYCKaHUA UCMONb3YETCA ANTOPUTM Map-
KMPOBaHHOW «KOP3UHbI». 3a4a4eit anroputma AaBAAeTcA NpUHATUE
peleHuns: nepesAatb NakeT UAM OTOPOCUTL. lMapameTpamu anro-
putMa ABAATcA ckopocTb noctynneHuns (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBI».

- committed-rate-pps — cpegHee 3HayeHWe CKOpoCTU TpaduKa B
pps;

- excess_burst_packet — pasmep caepkvBatoLero nopora B nake-
Tax;

- drop — naket byzeT oTOpOLLEH, KOr4a «KOp3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenosiHeHnn KKOP3MHbI» 3Haye-
Hue DSCP 6ypet nepeonpeseneHo.

Henb3a yaanutb WabnoH HACTpoOeK, ecau OH UCNO/b3y-

V eTca B ctpateruu policy map, nepeg yaaneHmem cnegyer
YAanuTb HasHauyeHue wWwabnoHa crpaterum: no police
aggregate aggregate-policer-name.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

Napamertp policed-dscp-transmit nossonsaeT npu npesbl-
WweHUn 3HayeHna committed_rate uam peak_rate nepe-
V AATb NaKeT Aanblue, USMEHUB B HeM MeTKy dscp, KOTo-
pas HacTpamBaeTcA KomaHAoW qos map policed-dscp ¢
[OMNOJIHATENbHbIM aprymeHTom violation B cnyyae ¢
peak_rate. Mpwu 3atom npu npesbilueHnn committed_rate
n peak_rate moXXHO HacTpauBaTb pasHbie 3HaYeHua dscp.
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no qos aggregate-policer
aggregate_policer_name

YpanseT wabnoH HAacTPOeK PeryMpoBaHMA CKOPOCTU KaHana.

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NOBTOPHOM MapKUPOBKM
ABNAETCA NYCTOM, TO eCcTb
3HayeHuna DSCP gna scex

BXOAALLMX NaKeTOB
OCTalOTCA HEM3MEHHbIMMU

3anonHseT Tabavuy nepemapknpoBku DSCP. [ns BXoaALmMX NaKe-
TOB C yKa3aHHbIMK 3HavyeHuamun DSCP 3apaeT HoBOe 3HayeHue
DSCP.

- dscp_list — onpeaensier go 8 3HaueHnit DSCP, 3HayeHuA pasaens-
1oTCA 3HaKom npobena;

- dscp_mark_down — onpenenseTt HoBoe 3Ha4YeHue dscp;

- violation —3aaaTb HoBOe 3HayeHne DSCP B nakeTe Npu npesbilie-
HUW 3HaYeHuA peak_rate.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

YcTaHaBAMBaAET 3HAa4YeHUA No YMONYaHUIO.

wrr-queue cos-map queue_id
cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHus CoS no
YMONYaHUI0 ana
oyepenen:
CoS=1-o4epegb 1
CoS =2 — ouepeppb 2
CoS =0—ouepegp 3
CoS =3 —ouyepenb 4
CoS =4 —oyepenb 5
CoS =5 —ouepegb 6
CoS =6 —ouepegb 7
CoS =7 —o4yepenb 8

Onpegenset 3HaueHus CoS ana odepeseit ncxogalero Tpaduka.

YcTaHaBAuBaeT 3HaYeHUA NO YMOAYAHUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHnuio sBec
Karkaou oyepean paseH 1

MpucBanBaeT BeC UCXOAAWMM OYepeasm, UCNOJb3yeMbli Mexa-
Husmom WRR (Weighted Round Robin — BecoBoi mexaHn3m pac-
npeaeneHun Harpysku).

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

priority-queue out
num-of-queues
number_of _queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonyaHuio Bce
ouyepeam obpabaTbiBatoTCA
no anropuTmy «strict
priority».

3a4aeT KONMYECTBO NPUOPUTETHBIX oYepeaei.

V Ona npuoputeTtHoii ouepeaun sec WRR 6yaeT urHopumpo-
BaTbcA.
Ecnm 3apaetca otanuHoe ot «0» 3HauyeHue N, TO cTaplumne
N ouepepgeii 6yayT npuoputeTHbiMu (He ByayT yyacTso-
BaTb B WRR).
Mpumep:
0: Bce ouepeamn paBHOMNPABHbI;
1: cemb mnaawmx ouepepgeii yyactsyor B8 WRR, 8-aa He
y4yacrByer;
2: wecTb Mnagwmnx oyepeaen yyacrsytotr 8 WRR, 7, 8 He
y4acrBylorT.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

gos map enable {cos-dscp |
dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

-/BbIK/AOYEHO

Mcnonb3oBaTh 3afiaHHy0 Tabavuy nepemapKuMpoBKM AnA [0Be-
pEeHHbIX NOPTOB KOMMYTaTOpA.

He ncnonb3oBaTtb Tabauuy nepemapKUpoBKM.

qos map dscp-cos dscp_list to
cos

dscp_list: (0..63);

3anonHuTb Tabnmuy nepemapknposku DSCP. 3ameHseT 3HayeHue
DSCP Ha CoS.

no qos map cos-dscp [ cos ]

no qos map dscp-cos [ cos: (0..7) YcTaHaBAMBAET 3HaYEHME MO YMOMYAHMIO.
dscp_list]
gos map cos-dscp cos to . 3anonHuTb Tabauuy nepemapkmposkn CoS. 3ameHseT 3HayeHue
dscp_list dscp_list: (0..63); CoS Ha DSCP.
cos: (0..7)

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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qos map policed-dscp
dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NOBTOPHOM MapKUPOBKMU
ABNAETCA NYCTOM, TO eCcTb
3HayeHuna DSCP gna scex

BXOAALLMX NaKeTOB
OCTalOTCA HEM3MEHHbIMMU

3anonHset Tabavuy nepemapkuposBku DSCP. [nsa BxoaALLmMX NaKe-
TOB C YyKa3aHHbIMW 3HauyeHuamu DSCP 3apaeT HOBOe 3HayeHue
DSCP.

- dscp_list —onpepenset go 8 3HaueHnin DSCP, 3HaYeHWA pasaens-
1oTCA 3HaKom npobena;

- dscp_mark_down — onpegenseTt HoBoe 3HayeHue dscp.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

qos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HaYeHUA N0 YMONYAHUIO:
DSCP: (0-7), ouepeap 1
DSCP: (8-15), ouepesab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepegpb 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBAMBaeT COOTBETCTBME MeXay 3HavyeHnAamu DSCP BxopAa-
LLMX NAaKeTOB M oYepesaMu.

- dscp_list —onpenenset go 8 3HaueHnin DSCP, 3Ha4YeHuA pa3gens-
1oTCA 3HaKom npobena.

YcTaHaBAWBaeT 3HaYeHUA N0 YMOMYAHMUIO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YcTaHaBAMBAET PeXUM AOBEPUS KOMMYTaTOpa B 6a3oBoM pexnme
QoS (CoS nan DSCP).

- COS — YCTaHaBAMBAET KNacCUPUKaLMIO BXOAALLMX NAKETOB NO 3Ha-
yeHuam CoS. [1na HeTerMpoBaHHbIX MAaKeTOB UCMONb3yeTcA 3Haye-
Hue CoS No ymonyaHuio;

- dscp — ycTaHaBAMBaeT KaaccudpuKauMio BXOAALWMX MAKETOB MO
3HayeHmam DSCP.

- cos-dscp — yCTaHaB/AMBAET KAAacCUOUKALMIO BXOAALLMX NAKETOB
no 3HadyeHuam DSCP ans IP-naketoB n no 3HayeHuam CoS ana He
IP-nakeToB.

V [DeiicTByeT TONbKO ANA pexxnma qos basic.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHULO.

qos dscp-mutation

no qos dscp-mutation

Mo3BonAeT NPUMEHUTb TabanLy M3meHeHU dscp K COBOKYMHOCTH
dscp-goBepeHHbIX NopToB. Mcnonb3oBaHWe Tabanubl U3MEHEHNI
no3BosiAeT nepesanucaTb 3HaYeHua dscp B IP-nakeTax Ha HoBble
3HayeHwus.

V MpumeHutb TabnULy u3MeHeHnit DSCP BO3MOXHO

TONbKO ANA BXoAAlLero TpaduKa foBepeHHbIX NOPTOB.
V [OeiicTBYyeT ToNbKO AnA pexxuma qos basic.

OTmeHAeT ncnosab3oBaHue KapTbl N3MeHeHu dscp.

gos map dscp-mutation
in_dscp to out_dscp

no gos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymonyaHuio KapTa u3-
MEHEHUI ABNAETCA NYCTOM,
TO ecTb 3Ha4YeHuna DSCP gna

BCEX BXOAALLMX NAKeTOB

OCTAOTCA HEM3MEHHbIMM

3anonHaeT Tabavuy nepemapknposku DSCP. [ina BXxoaALmx nake-
TOB C YKa3aHHbIMM 3HaveHnamun DSCP 3apaeT HOBble 3HauveHMA
DSCP.

- in-dscp — onpegenset fo 8 3HayeHuit DSCP, 3HaueHuna pasaens-
1oTCA 3HaKoM npobena;

- out-dscp — onpepgenseT Ao 8 HOBbIX 3HayYeHui DSCP, 3HauyeHMA
pasgenatoTca 3Hakom npobena.

YcTaHaBAMBaeT 3HaYeHUA N0 YMOHAHMUIO.

rate-limit vlan vlan_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..100000000)
Kbut/c;
burst: (3000..268431360)
6anT/128 KbanT

YcTaHaBAWBaET OrpaHUYeHNe CKOPOCTU ANA BXOAALLEro TpaduKa
ansA 3agaHHol VLAN.

-vlan_id —Homep VLAN:

- rate — cpegHana ckopocTb TpaduKa (CIR);

- burst — pasmep caepXuBatoLero nopora (orpaHMUYeHne CKopo-
cTn) B 6anTax.

CHUMaEeT orpaHunyeHne CKOPoCTH BXoaaLero TpaduKa.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 275




HELTEX

rate-limit vlan vian_id
pps rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps:
(125.. 195312500) pps
burst_pps: (1..195312500)
nakeToB

YCTaHOBWUTb OrpaHWYeHMe CKOPOCTU ANA BXoasawero Tpaduka ana
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONIMYECTBO MaKeTOB B CEKYHAY.

- burst_packet — pasmep caepumBatowero nopora (orpaHvyeHme
CKOPOCTH) B MaKeTax.

CHMMaeT orpaHuYeHne CKOPoCTU BXOAALLEro TpadumKa.

traffic-limiter mode {kbps |
pps}

/kbps

YCTaHOBUTb peXKMM paboTbl orpaHMyeHnsa TpaduKa.
- kbps — orpaHuuyeHune BxoaaLMX KUNOBUT B CEKYHAY;
- ppS — OrpaHUYeHUe BXOAALLMX MAKETOB B CEKYHAY;

V [aHHasa KOMaHAA U3MeHseT peXxum paboTbl 4nA cnepy-
towero ¢pyHKUMOHanNa: storm-control, rate-limit, rate-
limit vlan, police, qos aggregate-policer.

Bbl6paHHbIi  peXXMm  [ONMKEeH  COOTBeTCTBOBaTb

V HacTpoiiKam orpaHuyeHuA TpadpuKa MHaue orpaHuye-
HUA TpaduKa He npousoiiger. Hanpumep: KomaHga
storm-control unicast kbps He 6yaeTr orpaHuumBaTtb
TpaduK, ecnu BBegeHa KomaHpa traffic-limiter mode

pps.

KomaHObI pexcuma pedaKkmuposaHUa CNUCKA Kpumepues KaaccuguKkayuu mpagduxka

Bua 3anpoca KOMAHOHOM CTPOKM perrMma penakTUPOBAHUA CAMCKA KpUTepueB KnaccuduKaumm

TpadukKa:

console# configure

console (config)# class-map class-map-name [match-all

console (config-cmap) #

| match-any]

Tabnnua 278 — KomaHabl pexxnma pesakTMpoBaHUA CNIMCKa KpUTepres Kaaccudukaumm Tpadmka

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

match access-group ac/_name

no match access-group
acl_name

acl_name: (1..32)
CMMBO/I0B

JobasnsaeT Kputepuit KnaccupuKkaumnm tpaduka. Onpegenset npa-
Buaa dpunbTpaumm Tpadmka no cnmcky ACL gaa knaccuounkaumm.

V [eiicTByeT TONbKO AnA pexxuma qos advanced.

YaanaeT Kputepuit kKnaccudurkaumm TpaduKa.

KomaHObI pexcuma pedakmuposaHUA cmpameauu Kaaccugukayuu mpaguka

Bug, 3anpoca KOMaHAHOM CTPOKM peXnma pefakTUPOBaHNUA cTpaTernmn Knaccudurkaumm TpadumKa:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #
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Tabanua 279 — KomaHAabl pexnma peaaktmpoBaHua cTpatermmn Knaccudurkaumm tpaduka

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmesue
no ymMoA4YaHuro
class class_map_name OnpegaenaeT NpaBuao KnaccuburKaumm TpadurKka u BXOANUT B PEXUM
[access-group acl_name] KOHOUrypaumm npasuna knaccubukaumm — policy-map class.

-acl_name — onpegenseT npasuna ¢éunbTpauum Tpaduka no
cnucky ACL ana knaccudukaumm. Mpu co3gaHMm HOBOro npaBua
KnaccudUKaLumMm onuMOHaNbHbIM NapameTp access-group obssaTte-

class_map_name: NeH.

(1..32) cumsonos; Ona Toro utobbl MUCNONb30BaTb HACTPOWMKM CTpaTerumn

acl_name: (1..32) V policy-map ana uHTepdeiica, ucnonb3yiite KomaHay
CMMBO/IOB service-policy B pexxume KoHpuUrypauumn uHtepdeiica.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.

no class class_map_name YaanaeT npasuno knaccudumraumm tpaduka class-map us ctpare-
rum policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasuana Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoHPUrypaLmm npaBmnaa Knaccupmurkaumm:

console# configure

console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabanua 280 — KomaHAabl pexxnma KoHPUrypaumm npasuia Knaccudumrkaumm

3HayeHue/3Ha4yeHue no .
KomaHoa / Aeiicmeue
YMOAYAHUIO

trust OnpepaenseT pexxMm foBepuaA K onpeaeneHHoMy TNy Tpadumka
Mo ymonuaHuio pexum
COFNacHO rN06anbHOMY PEXUMY AOBEPUA.

Aosepua He YCTaHOBEH

no trust YcTaHaBAMBaEeT 3HAYEHNE MO YMONYAHUIO.
set {dscp new_dscp | queue YCTaHaBAMBAET HOBbIE 3HaYeHWA 4nA IP-nakeTa.
queue_id | cos new_cos | vlan KomaHaa set ABAAETCA B3aMMOMCK/IOYAIOLLEN C KO-
vlan_id} V MaHAoi1 trust ana ogHoM u Tol XKe cTpaternm policy-
map.
new_dscp: (0..63);
queue_id: (1..8); Crpaterum policy-map, ucnonb3ytolme KOMaHabl set,
new_cos: (0..7); V trust an umetowmii Knaccudmraumio ACL, HasHaua-
vlan_id: (1..4094) I0TCA TONIbKO ANIA UCXOAALLMX MHTEpdeiicoB.

V [eicTByeT TONIbKO ANA pexuma gos advanced.

no set Ypanaet HoBble 3HayeHUA ana IP-nakera.

redirect {gigabitethernet HanpasnseT nakeTbl, yA0BAETBOPAOWME NPABUAY Kaaccudu-
gi_port | tengigabitethernet . Kauum TpaduKa, B yKasaHHbIN NOpPT.

te_port | gi_port: (1..8/0/1..48);

twentyfivegigabitethernet te_port: (1..8/0/1..48);

twe_port | twe_port: (1..8/0/1..120);

hundredgigabitethernet hu_port: (1..8/0/1..32);

hu_port | port-channel group} group: (1..128)

no redirect YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 277




HELTEX

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) kbut/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) K6UT/C;
peak_burst_byte:
(3000..19173960) 6aut

Mo3BoNsAEeT OrpaHNYUTb NOAOCY MPONYCKAHMA KaHana.

Mpw paboTte ¢ NONOCOIN NPONYCKaHUA UCNOJb3YETCA aNrOPUTM
MapKUMPOBAHHOW «KOP3WHbI». 3ajayeit anroputma sBAAETCA
NPUHATUE peLLeHua: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAAOTCA CKOpPOCTb noctynaenusa (CIR) map-
KepoB B «KOP3MHY» N 06BbEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpeaHee 3HayeHWe CKOPOCTM Tpa-
duKa;

- committed_burst_byte — pa3mep caeprKuBatoLLEro nopora B
baiitax;

- drop — naket 6yaeT oT6poLEH, KOraa «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npv nepenoiHeHUM KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTH TpaduKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AENCTBME HAA NAKeTom nocse
NPeBbIWEHWUA MOPOroBOro 3HAYEHM .

V [eilicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilleHUM 3HayeHUs committed-rate wam

V peak_rate nepefaTb NaKeT ganblue, UI3MEeHUB B HEM
MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAo oS
map policed-dscp ¢ gononHUTENbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu asTom npu npe-
BbllleHUM committed_rate u peak_rate MmoXKHO
HacTpanBaTb pa3Hble 3HaueHua dscp.

HasHayaeT npasuny Knaccudmkaumm Tpadmka wabnoH
HaCTpPOEeK, KOTOpPbI NO3BOASET OFPAHNYNTL MOOCY NPOMYCKa-
HWA KaHana.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypansaet wabnoH HACTPOeK PeryinpoBaHMa CKOPOCTU KaHana
13 Npasuia Knaccuduraumm tpaduka.

police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) makeroB

Mo3BoNAET OrPaHUYUTD NONOCY NPOMYCKAaHWUA KaHana.

Mpu paboTe ¢ NONOCOW NPOMNYCKAHUA UCMO/b3YETCA aNropPUTM
MAapPKUPOBAHHOM «KOP3WHbI». 3afayeirt anroputma sABAAETCA
NPUHATUE peLleHnnA: nepeaaTb NakeT UM oTopocuTb. NMapameT-
pamu anroputma ABAAIOTCA CKopocTb nocTynaeHus (CIR) map-
KEpPOB B «KOP3UHY» U 06bEM (CBS) «KOP3UHbI».

- committed_rate_pps — cpefHee 3HaYeHne CKopocTn TpaduKa
B Pps;

- committed_burst_packet — pasmep caepuBatoLLero nopora
B balTax;

- drop — naket byaeTt oTbpolLeH, Korga «KOp3uHa» nepenos-
HUTCA;

- policed-dscp-transmit — npu nepenonHeHUn KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4eHme CKopocTu TpaduKa ¢
nepeonpeaeneHHbIMMU 3HaYeHnamn DSCP;

- volate-action — ycTaHOBWTb feilcTBMe Haj MakeTom nocne
NpeBbIWEHUA MOPOrOBOro 3HAYEHMA.

V [eilicTBYyeT TONbKO AN pexuma gos advanced.

Napametp policed-dscp-transmit nossonser npu
npesbllleHUU 3HAYeHUa committed-rate  wan
peak_rate nepeaaTb NaKkeT Aanblue, U3SMEHUB B HEM

V MeTKy dscp, KOTopasA HacTpauBaeTcs KOMaHA,0M (oS
map policed-dscp ¢ gononHUTENbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu aTom npu npe-
BbllleHUU committed_rate wn peak_rate MOXKHO
HacTpauBaTb pasHble 3HauyeHus dscp.
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no police YpanseT wabnoH HacTPOeK peryiMpoBaHMA CKOPOCTU KaHana

13 npaBuna Knaccudurkaumm Tpaduka.

mirror {monitor_session} YKasaTb HOMep monitor-ceccun ANA 3epKanvpoBaHUA Tpa-

monitor_session: 1 duKa.

no mirror {monitor_session} OTMEHUTb 3epKaiMpoBaHue.

KomaHObI pexcuma KoHgu2ypauuu npogund qos tail-drop

BuAa 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm npoduns qos tail-drop:

console# configure
console (config) # gos tail-drop profile profile id
console (config-tdprofile) #

Tabnuua 281 — KomaHapl pexknuma KoHourypaumnm npoduns qos tail-drop

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda Aeiicmeue

port-limit /imit 3a4aTtb pasamep NakeTHOro pasgensemoro nyna ana nopra.

limit: (0..7576)/25

no port-limit YCTaHOBWUTL 3HAYEHME MO YMOYAHMIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

N3meHWTb NapameTpbl ouepeam:

- queue_id — Homep ouyepeau;

- limit — KonnyecTBO NaKkeToB B o4epesy;

- without-sharing — 3anpeTtutb goctyn K obwemy nyny;
- with-sharing — paspewuTtb goctyn K o6wemy nyny.

limit: (0..7576)/12;
queue_id: (1..8)

no queue queue_id YCTaHOBWUTL 3HAYEHME MO YMOYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

BuAa 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHdurypaumm nHtepdeica Ethernet, rpynnel noptos:
console (config-if) #

Tabanua 282 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHavaeT nHtepdeliicy ctpaternio knaccuduraumm Tpadmka.

- deny-any — ot6pocuTb TpaduK, He nonagatoLwmii noa aencrene
NOIUTUKK;

- permit-any — paspewunTb NpoxoxaeHue TpaduKa, He
nonajatoLLero nog AencTBue NONUTUKM.

Ypansaet ctpaTteruio Knaccupukaumm tpaduka ¢ nHtepdeiica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
KbuUT/C;
committed_burst:
(4096..12578880) 6aiT

YcTaHaBAWBaET OrpaHUYeHne CKOPOCTU AN Ucxoaaulero Tpaduka
yepes MHTepoeiic.

- committed_rate — cpeaHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pasmep caeprKMBatoLLEero nopora (orpaHuye-
HUWe ckopocTtu) B baiTax.

CHUMaEeT orpaHMyeHme CKOPOCTM ucxoasaLero Tpaduka yepes uH-
Tepdelic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(64..100000000)
Kéut/c;
committed_burst:
(4096..12578880) 6aiit

YcTaHaBAWBaeT orpaHMYeHne CKOpoCTM TpaduKa Yepes nHtepdeic
ANA ncxoaslLeit oyepeau.

- committed_rate — cpeaHAn CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pasmep cAeprKMBatoLLEero nopora (orpaHuye-
HWe ckopocTu) B balTax.

CHUMaeT orpaHuyeHne ckopocTu TpaduKa yepes uHTepdeic ana
ncxoaaLeit ovepeam.
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qos trust [cos | dscp |
cos-dscp]

no qos trust

-/BKIOYEHO

BkntoyaeT 6a30Bbili MeXaHM3M (OS AN HTepdeiica.

- €os — nNopT AosepsAeT 3HavyeHuto 802.1p User priority;

- dscp — nopt AosepseT 3HaveHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT gosepseT 06o0um ypoBHAM, ogHako DSCP nmeet
npuopwuTeT Hag 802.1p.

BbIk/toyaeT 6a30BbI MEXaHU3M OS AN1A MHTepdeica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
Kéut/c;
burst:
(3000..268431360)
6anT/128 KbanT

YcTaHaBAMBaET OrpaHUYeHme CKOPOCTU A BXoAALLero Tpaduka.

CHMMaEeT orpaHuYeHre CKOPOCTM BXOAALLEro TpaduKa.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps:
(125..195312500) pps;
burst_pps:
(1..195312500)
nakeTos

YCTaHOB/IMBAET OrPaHUYEHNE CKOPOCTM ANA BXoAawero TpaduKa B
pps.

CHUMaET orpaHuYeHne CKOPOCTU BXoAALLero TpadumKa.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHaBAMBaeT 3Ha4yeHue CoS no ymonyaHuio ansa nopta (CoS, npum-
MeHAeMbI ANA BCEro HeTernpoBaHHOro Tpaduka, NpoxoaaLlero
yepes nHTepodeic).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

qos tail-drop profile profile_id

no qgos tail-drop profile

profile_id: (1..8)

MpunBA3aTb YKa3aHHbIM NPodub K UHTepdelicy.

Y6paTb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bupg, 3anpoca KOMaHAHOM CTPOKU perknmMa KOHoUrypaumnm nHtepodeica VLAN:

console (config-if) #

Tabnuua 283 — KomaHabl pexknma KoHoburypaumm nHtepoeica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

oS COos egress cos

No qOs Cos egress

cos: (0..7)

YcTaHaBAuBaeT 3HayeHne napameTpa nosa npuoputeta 802.1p
ONA UCXOZALLEro TermpoBaHHoro Tpaduka, Gopmmpyemoro LeH-
TPa/sibHbIM NPOLLECCOPOM.

V Mpwu oTcyTcTBMM KOMaHAbI 3HauyeHue cos byaer nony-

ipv6 tx-user-priority value.

4YeHO M3 HAaCTPOoeK KOMaHZ, ip tx-user-priority value unm
YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 284 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
0 yMmon4YaHuro

Aelicmeue

show qos

MokasbiBaeT pexknum QOS, HacTPOeHHbIW Ha ycTpoiicTee. B 6aso-
BOM peXXMME MOKa3blBaeT «LOBEPEHHDBIN» pexunm (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cMmBoOsIa

MoKa3bIBaET CMUCKM KpUTEpPUEB KNaccuoukaumm Tpaduka.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumsona

MoKa3biBaeT NpaBuaa KnaccuduKaLmm Tpaduka.

V [eicTByeT TONIbKO ANA pexuma gos advanced.
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show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumsona

MoKa3biBaeT HACTPOMKN CpeaHeit CKOPOCTU U OrpaHUYeHus no-
NOCbl NPONYCKaHWA 4NA NpaBuAa Knaccudurkaumm Tpaduka.

V [eicTByeT TONIbKO ANA pexxuma gos advanced.

show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Moka3sbiBaeT QoS-napameTpbl 41A MHTepdeica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoliku bydepa ana ouepeneit MHTepdeiica;

- queueing — anroputm obpaboTku ouepeseit (WRR uau EF), Bec
ona WRR-ouepegel, Knaccbl 0bCnyXuBaHusa ana odepepent u
npuoputet gna EF;

- policers — ckoHdUrypupoBaHHble cTpaTerMm KnaccuduKaumm
Tpaduka gna nHtepdelica;

- shapers — orpaHunyeHune ckopocT ansa ncxogailero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MoKa3sblBaeT MHPOPMALMIO O 3aMeHe NoJieit B NaKeTax, UCNo/b-
3yembix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepeseir;

- dscp-dp — Tabnnua cootsetcTBuAa metok DSCP u npuoputeta
cbpoca (DP);

- policed-dscp — Tabamua nepemapkunposkm DSCP;

- dscp-mutation — Tabanua nsmeHeHma DSCP-to-DSCP;

- dscp-cos — Tabnnua nsmeHeHu dscp-cos;

- cos-dscp — Tabnnua nsmeHeHu cos-dscp.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MpocmoTp tail-drop MHGOpPMaLMKM NO KOHKPETHOMY NopTy (BCcem
nopram).

show qos tail-drop unit unit_id

unit_id: (1..8)

MpocmoTp tail-drop nHdopmaLmMm No KOHKPETHOMY YCTPOCTBY B
cTeke.

[pumepbl 8b1M0AHEHUS KOMAHO

e  BkatounTb perum QoS advanced. Pacnpegenntb TpaduKk no odepegam, naketol ¢ DSCP 12 B
nepsyto ouepeab, nakeTbl ¢ DSCP 16 Bo BTOpYto. BocbMmas oyepeab — npuoputetHas. Co3agaTb cTpa-
Terno KnaccmpuKkaumm tpadmka no cnucky ACL, paspelsarowemy nepegadvy TCP-naketos ¢ DSCP
12 n 16 ¥ orpaHUYMBalOLLYIO CKOPOCTb — cpeaHasa ckopocTb 1000 K6uT/c, nopor orpaHuyeHma
200000 6aiiT. Ucnonb3oBaTb AaHHYIO CTpaTeruto Ha uHTepdencax Ethernet 14 n 16.

console#

console# configure
console (config) # ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit
console (config)# gos advanced
console (config)# qgos map dscp-queue 12 to I

console (config)# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I

console

config)# policy-map traffic

console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c)# exit
console (config-pmap) # exit
console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input traffic
console (config-if) # exit
console (config) # interface tengigabitethernet 1/0/16

(
(
(
(
(
(
(
(
console (config-pmap) # class classl access-group tcp ena
(
(
(
(
(
(
(
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console (config-if) # service-policy input traffic
console (config-if) # exit

console (config) #

5.29.2 Cmamucmuka QoS

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 285 — KomaHab! perknma rnobanbHoM KoOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

qos statistics aggregate-policer
aggregate_policer_name

no qos statistics
aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32)
CMMBOJ10B/BbIK/IIOYEHO

BkatoyaeT QOS-CTaTUCTMKY MO OrpaHUYEHUI0 NONOC MPOMyCKa-
HUA.

OTkntovaeT QOS-CTaTUCTUKY MO OrpaHUYEHMIO MO0C NPONyCKa-
HUA.

qos statistics interface

no qos statistics interface

-/BbIK/IIOYEHO

BKkntoyaeT cbop QOS-CTaTUCTUKM Ha BCex MHTepdelicax.

BbiktoyaeT c6op QOS-CTaTUCTUKM Ha BCeX UHTepdelicax.

KomaHOowbl pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 286 — KomaHabl pexxknma EXEC

KomaHoa

3HayeHue/ 3HayeHue
no ymon4yaHuwo

Aelicmeue

clear qos statistics

OumuiaeT ctaTucTUKy QOS No Bcem UHTepdencam.

clear qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OunwaeT cTaTMcTUKY QOS yKasaHHOro UHTepodelica.

show qos statistics

MoKa3sblBaeT cTaTUCTUKY QOS no Bcem MHTepdenrcam.

show qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MoKasbiBaeT CTaTUCTUKY QOS yKasaHHOro uHTepdeiica.
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5.30 KoHdurypauma npoToKON0B MapLUpyTU3aLUN

5.30.1 KoHdjpuz2ypayua cmamu4ecKoli mapwpymu3sayuu

CTaTnuyeckaa MaplpyTmMsauma — BUA MapLipyTM3aumun, Npyv KOTOPOM MapLIpyTbl YKa3blBalOTCA B
ABHOM BUAE NPU KOHPUTYpaLUM MapLLpyTU3aTopa. Bca mapLlupytusaums npm sTom nponcxoamt 6es yyactus
KaKMX-TMH0O NPOTOKON0B MapLUPYTU3aLMN.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 287 — KomaHabl pexkmma rnobanbHol KoHuUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip route prefix prefix_length
{reject-route | gateway [met-
ric metric] [track track] [vrf
vrf_name] [distance distance]}

no ip route prefix prefix_length
{rejectroute | gateway} [vrf
vrf_name]

prefix: (A.B.C.D);
prefix_length: (A.B.C.D

nwan /n);

gateway: (A.B.C.D)

metric (1..255)/1;

vrf_name: (1..32)
CUMBOANA;

track: (1..64);
distance (1..255)/1

Co3paeT cTaTUyecKoe NpaBuIo MapLIpyTU3aLum.

- prefix — IP-appec ceTu Ha3HayeHwus;

- prefix_length — macka npeduKca HazHaYeHUa NN eé oAnHa;

- reject-route — 3anpewaeT MaplwpyTU3aLMIO K CETU Ha3HaYeHuA
Yyepes BCe LWH03bl;

- gateway — IP-agpec wnto3a gna 4OoCTyna K CeTM HasHayeHus;

- metric — MeTPUKa ANA JAHHOTO MapLLpyTa;

- vrf_name — umsa 3k3emnaapa VRF;

- track — Homep 06bEKTa OTCNEKMBAHUSA;

- distance — agMUHUCTPATMBHAA AUCTAHLUMA MApLLPYTa.

YaanseT npaBuao ns TabanLbl CTaTUYECKO MapLLpyTU3aLmn.

distance {ospf {inter-as | intra-
as} | static} distance

no distance {ospf {inter-as |
intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaBAMBaeT 3HayeHuWe ALAMMHWUCTPATUBHOW amucTaHuum (AD)
019 BCEX MapLUPYTOB YKa3aHHOIo TUna.

- ospf inter-as — ycTaHaBiMBaeT 3HauyeHne AD A/1A MeK30HaIbHbIX
MapLIpyTOB, NPUHATBIX MO NpoTokony OSPF;

- ospf intra-as — yctaHaBAuBaeT 3HaueHne AD gna BHYTPU3OHANb-
HbIX MapLIPYTOB, NPUHATbIX NO NpoTokony OSPF;

- static — yctaHaBamBaeT 3HaueHne AD ans CTaTUYECKUX MapLipy-
TOB.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 288 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aeilicmeue

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MoKa3sblBaeT TabauLy MapwpyTu3aumm, y40BAeTBOPAIOLWYO 3a4aH-
HbIM KpUTEPUAM.

— connected — NOAKAOYEHHbIN MapLUPYT, TO €CTb MapLUPYT, B3ATbIN
C HernocpeACTBEHHO NOAKAOYEHHOTO U GYHKLMOHUPYIOLLLErO MHTep-
deiica;

— static — cTaTMyYecKnit mapLipyT, NPONUCaHHbIN B Tabvue mapupy-
T™M3aumm.
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show distance

MoKasaTb 3HaYeHNe aAMUHUCTPATUBHOMN AUCTAHLMM ANA PA3NNYHBIX
MCTOYHMKOB MapLupyTa.

[pumep 8b1M10AHEHUS KOMAHObI

e [loKasaTb Tabanuy MmapLupyTM3auuu:

console# show ip route

S 172.1.1.1/32

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active

[5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnunua 289 — OnucaHue pesybTaTa BbINOJHEHUA KOMaHAbI

Mone OnucaHue
MoKa3bIBaeT NPOMCXOXKAEHME MapLIpyTa:
C C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIO-
wero nHTepdelica),
S — Static (cTaTUyecKuMit MapLwpyT, NPONUCaHHbIM B Tabanue MapwpyTusaumm).
10.9.1.0/24 Appec ceTu.
MepBoe 3HaYeHMe B CKOOKAxX — aAMUHUCTPATMBHAA AUCTAHLMA (CTENEeHb A0BEPUA MapLu-
[5/2] pyTM3aTopy, YEM YMUCNO BbllE, TEM MEHbLUE JOBEPUE K UCTOUYHUKY), BTOPOE YUCIO — MET-
pUKa mapupyTa.
via 10.0.1.2 Onpepenset IP-agpec cnefyowero mapLupyTmM3aTopa, Yepes KOTopbli NPOXOAUT MapLu-
o pyT A0 ceTu.
00:39:08 OnpeaenseT Bpema nocieaHero 06HOBAEHNA MapLpyTa (Y4acbl, MUHYTbI, CEKYHAbI).
Vlan 1 Onpegenset uHTepdeic, Yyepes KOToPbIM NPOXOAUT MapLLPYT A0 CeTU.

KomaHObI pexcuma KoHguaypauuu VRF

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHourypaumm VRF:

console (config-vrf) #

Tabnnua 290 — KomaHabl perkuma KoHourypaumm VRF

3HayeHue/ 3HaYe-
KomaHda Hue o ymonya- Aelicmeue
HULO
ip route prefix {mask | pre- Co3faTb CTaTMYECKOe MPaBMI0 MapLIpyTU3aLmK.
fix_length} {gateway [met- - prefix — ceTb HazHayeHun (Hanpumep, 172.7.0.0);
ric distance] - mask — macKka cetu (B popmaTe AECATUYHOM CUCTEMBI MCUUCAE-
HuA);
prefix_length: (0..32); | - prefix_length — npeduKkc macku cetn (konnuecTso eanHuUL, B

distance (1..255)/1 macke);
- gateway — W03 ANA JOCTYNA K CETU Ha3HAYeHWs;
- distance — Bec mapLupyTa.

no ip route prefix {mask |
prefix_length} {gateway}

YAanuTb NpaBuao 13 TabanLbl CTaTUYECKOW MapLIPYTU3aLLMK.

ip default-gateway {gate-
way}

3agatb ANA KOMMYTaTOpa agpec Wk3a no ymonyaHuto yepes VRF.
—/Wwni03 no ymonya-

no ip default-gateway
{gateway}

HWIO He 3afaH YanuTb Ha3HaYeHHbIN aApec Wo3a No YMONYAHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnumua 291 — KomaHap! pexkmuma EXEC

KomaHOoa

3HayeHue/ 3Haye-
Hue no ymonua-
HUo

Aelicmeue

show ip route [connected |
vrf vrf_name | static | ad-
dress ip_address [mask |
prefix_length] [longer-pre-
fixes]]

MoKa3aTb TabAnLy MapLpyT13aLmMm, yA0BAETBOPAIOLLYIO 334aHHbIM
KpUtepusam.

- connected — NOAKNIOYEHHbIV MAPLLPYT, TO €CTb MapwpyT, B3ATHIN C
HenocpeacTBEHHO MOAKNOYEHHOTO U QYHKLMUOHUPYIOLLETO UHTEp-
delica;

- static — cTaTMyecKkun mapLpyT, NPONUCaHHbINM B Tabanue mappy-
TM3auuu;

- vrf — obnacTb BMpPTyanbHOM MapLlpyTM3aLUMn, B KOTOPOW Haxo-
OMTCA MapLupyT.

5.30.2 Hacmpolika npomokona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHYTpPeHHWUIT NPOTOKOA, KOTOPbLIM NO3BOASET
MapLpyTM3aTopaM AMHAMUYECKM OOHOBAATL MapLIpPYTHYO MHPOPMauUMIO, Noay4vyas ee OT COCeAHWMX
MapLUpPYTM3aTOPOB. ITO OYEHb NPOCTOM NPOTOKO, OCHOBAaHHbIM Ha NPUMEHEHUU ANCTAHLUMOHHOIO BEKTOPA
MapLpyTmsaumm. Kak gMcTaHUMOHHO-BEKTOPHLIA NpoTokon, RIP nepuoamyeckn nocbinaer obHoBaeHUs
MeXay cocegamu, CTposi, Takmm obpasom, TOMOMOrMo cetTn. B Kaxaom o6HOBNeHWM nepepaetca
MHbOpMaUMA O AMCTaHUMM [0 BCEX CeTel Ha cocegHui maplipyTtmsatop. KommyTtaTop noanepskusaet

npoTtokon RIP sBepcun 2.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypauuu:

console (config) #

Tabnunua 292 — KomaHabl pexkunma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

router rip

no router rip

Bxog, B pexxum KoHourypaumm npotokona RIP.

YaaneHnue rnobanbHol KoHdUrypauumn npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokoad RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #
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Tabnunua 293 — KomaHbl pexkMma KoHourypaumm npotokona RIP

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YcTaHaB/IMBaeT 3HaYeHNEe METPUKM, C KOTOpoW ByayT aHOHCK-
pOBaTbCA MapLUPYTbl, MO/yYEHHbIE APYTMMU MPOTOKONAMM
MapLlupytusaumn. bes napameTpa yctaHaB/aMBaeT 3HayeHue no
YMOAYaHMIo.

YcTaHaBAMBAET 3HAYeHUE No YMON4YaHUIO.

network A.B.C.D

A.B.C.D: IP-appec

YcTaHaBnuBaeT IP-agpec nHtepdeiica, KoTopbiii ByaeT yyacTBo-
BaTb B NPOLECCe MapLUpyTU3aLUH.

no network A.B.C.D nHTepdeiica Ypanset IP-agpec nHtepdelica, Kotopbli byaeT yyacTBoBaTh B
npovecce MapLpyTM3aLmuu.

redistribute {static | PaspewaeT aHOHCcMpoBaHWe mappyTtos Yepes RIP.

connected } [metric - 6e3 napameTpoB — O3HayaeT, yto byaeT MCNoNb3oBaTbCA

transparent] default-metric npu aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3HavaeT, YTO HyAET UCNONBL30BATLCA

- MEeTPUKA U3 Tabaunubl MapLLpyTU3aLuu.

no redistribute {static | 3anpew,aeT aHOHCMpPOBAHME CTATUYECKUX MapLIPyTOB Yepes

connected} [metric RIP.

transparent] - metric transparent — 3anpeLaeT UCN0/b30BaTb METPUKY U3
TabAnUbl MapLIpyTU3aLUK.

redistribute ospf [metric metric: (1..15, PaspeluaeT aHoHcUpoBaHUe OSPF-mapLupyToB Yepes RIP.

metric | match type |
route-map route_map_name]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..32) cumBona

- type — Nnpon3BOANTb aHOHCMPOBAHME TO/IbKO A/1A YKa3aHHbIX
Tnnos OSPF-mapwpyToB;

- route-map_name — NpPOU3BOAWUTb aHOHCUMPOBAHWE MapLUpy-
TOB nocne ux GunbTpaLmm Yepes yKasaHHyto route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

Pa3pewaet aHoHcupoBaHme BGP-mapwpyTos vepes RIP.

- metric — 3HaYeHne MEeTPUKKN 419 UMMOPTUPYEMbIX MapLL-
PyTOB;

- metric transparent — o3HayaeT, 4To b6yAeT UCNONb30BaTbCA
MeTpMKa U3 TabnLbl MapLLpyTU3aL .

be3 napameTpoB 3anpelLaeT aHOHCMPOBaHMe mapLpyTos BGP
yepes RIP. B cnyyae ykasaHuA napameTpa BO3BpaLLAeT ero ae-
bonTHOe 3HayeHue.

redistribute isis [/eve/] [match
match] [metric metric]
[transparent]

no redistribute isis [/evel]
[match match] [metric metric]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Paspewaet aHoHcupoBaHme IS-IS mapwpyTtos yepes RIP.

- level — ycTaHOBUTDb, U3 KaKoro ypoBHA IS-IS byayT aHOHCK-
pOBaTbCA MapLIPYTbI;

- match — Npon3BOAUTb aHOHCUPOBaHME TONbKO ANA YKa3aHHbIX
TMnos IS-IS mapwpyTos.

be3 napameTpos 3anpeLLaeT aHOHCMPOBaHUE MmaplpyTos IS-IS
yepe3s RIP. B cnyyae ykasaHuAa napameTpa BO3BpallaeT ero

[transparent] AedonTHoe 3HayeHue.
shutdown / BbikntoyaloT npouecc mapLpytusauum no npotokony RIP.
-/BKNOYEHO
no shutdown BkAatoyatoT npouecc mappyTtusaumm no npotokony RIP.
passive-interface OTKNOYNUTL OBHOBNEHUA MapLIPYTU3ALUN.
-/BKNOYEHO

no passive-interface

BK/IOYMTb OBHOBNEHUA MapPLLPYTU3ALMN.

default-information originate

no default-information
originate

-/MapLpyT He
reHepupyercs

leHepupoBaTbh MapLLPYT NO YMOAYAHUIO.

BocctaHOBUTL 3HaYeHMe no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #
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Tabnuua 294 — KomaHapl pexxmma KoHourypauum nHtepoeliica IP

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4YaHuio

Aeiicmeue

ip rip shutdown

no ip rip shutdown

-/BKAOYEHO

BbIkntouatoT npouecc mappyTmsaumm no npotokony RIP Ha gaH-
HOM MHTepodeiice.

BkAatoyatoT npouecc mapwpyTtusaummn no npotokoay RIP Ha gaH-
HOM MHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuo
OoTnpaBKa 0O6HOBNEHUM
BKNIOYEHA

BbIkNtoYaeT oTnpaBKy 0OHOBNEHMIA Ha UHTepdelice.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[ob6aBnseT cmelLeHne K MeTpuKe.

YcTaHaBAMBAET 3HAYeHUE No YMO4YaHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymon4yaHuo
dYHKLMA OTKAOYEHA

YcTaHaBAMBaeT METPUKY 1A MapLUpyTa N0 YMOYaHUIO TPAHCAU-
pyemoro yepes RIP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymonyaxuio
ayTeHTUdMKaumA
OTK/IIOYEHa.

BkntoyaeT ayTeHTUUKaumio B RIP 1 onpepenseT ee Tvn:
- text — ayTeHTMOUKaLMA OTKPBITHIM TEKCTOM;
- md5 — ayteHTUdMKaymm MDS5.

YcTaHaBAMBaEeT 3Ha4YeHue no YMO4YaHUIO.

ip rip authentication key-chain
key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CMMBO/IOB

Onpegpenser Habop KNtouen, KOTOPbIN MOMKET MCNOo/b30BaThCA
Ana ayTeHTuduKaumm.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
C“MBO/I0B

OnpegenseT KoY gNA ayTEHTUOUKALMM OTKPLITbIM TEKCTOM.

YcTaHaBAMBaeT 3HAYEHNE NO YMOHAHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBOIOB

YcTaHasauBaeT cTaHAapTHbIN IP ACL ans GunbTpaLmMm aHOHCUpY-
€MbIX MapLLpPYTOB.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnnua 295 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeilicmeue

show ip rip [database |
statistics | peers]

MpocmoTp MHPopmauum o RIP-maplipyTusaumm:
- database — nHdopmaLma o HacTpoiikax RIP;

- statistics — ctaTucTMyeckme aaHHble;

- peers — MHGOPMaLMA y4aCTHUKA CETU.

[Tpumepbl UCNoAb308aHUS KOMAHO

BkatoumTb npoTokon RIP gna noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
TMdumkaumio MD5 yepes Habop Katouelt mykeys:

console#

console# configure

console (config)# router rip
console (config-rip)# network 172.16.23.1

console (config-if)# ip rip authentication mode md5

(

console (config-rip)# interface ip 172.16.23.1
(
(

console (config-if)# ip rip authentication key-chain mykeys
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5.30.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — NnpoTOKON AUHAaMMUYECKOM MapLIpyTU3aLUM, OCHOBAHHbIN Ha Tex-
HO/IOTMM OTCNENKMBAHUA COCTOAHMUA KaHana (link-state technology) M ucnonbsylowmin ana HaxoxKaeHus
KpaTyanwero nytn anroputm Adenkctpbl. Mpotokon OSPF npeactasndaetr cobot NpPOTOKO/T BHYTPEHHEro
wo3a (IGP). MpoTokon OSPF pacnpocTpaHAeT MHGOPMALIMIO O AOCTYMHbIX MapLIpyTax MeXay MapLipyTu-

3aTopamu OZHOM aBTOHOMHOW CUCTEMbI.

YCTpoNCcTBO NoaaepKnBaeT 04HOBPEMEHHYIO PabOTy HECKOJ/IbKNX HE3aBMCMMbIX 9K3eMMNAAPOB Mpo-
ueccoB OSPF. Hactpolika napameTpoB sk3emnanapa OSPF nponssoantca nytem yKasaHua naeHtuoumkatopa

aksemnnspa (process_id).

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe rn106anbHON KOHPUrypaumm:

console (config) #

Tabanua 296 — KomaHab! perknma rnobanbHOM KoHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

[process_id]

router ospf [process_id] process_id: BKAtoyaeT maplupyTusaymio no npotokoay OSPF.

[vrf vrf_name] (1..65535)/1 3apaeT uaeHTUPUKATOp npouecca.

no router ospf [process_id] vrf_name: (1..32) BbIkNtoYaeT mapLupyTM3aumio no npotokony OSPF.

[vrf vrf_name] cMmBona

ipv6 router ospf [process_id] BkatoyaeT mappyTusaumio no npotokony OSPFv3.
process_id: 3agaet naeHtTndMKaTop npouecca.

no ipv6 router ospf (1..65535)/1 BbIK/I04aeT MapLIpyTM3aLumio no npotokony OSPFv3.

ipv6 distance ospf {inter-as |
intra-as} distance

distance: (1..255)

no ipvé6 distance ospf

3afaeT aAMUHUCTPATUBHYIO AUCTaHUMIO Ana mapwpytos OSPF,
OSPFv3.

- inter-as — AnA BHELWHMX aBTOHOMHbIX CUCTEM;

- intra-as — BHyTPY aBTOHOMHOW CUCTEMbI.

{inter-as | intra-as}

Bo3BpalyaeTt 3Ha4eHUA No0 YMONYAHUIO.

KomaHObI pexcuma npoyecca OSPF

Bug, 3anpoca KOMaHAHOW CTPOKU B pexume KoHdurypaumm npouecca OSPF:

console (router ospf process)#
console (ipv6 router ospf process)#

Tabnunua 297 — KomaHabl pexkuma KoHourypaumm npouecca OSPF

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]
[subnets]
metric: (1..65535);
name: (1..255)
CUMBO/I0B

no redistribute connected
[metric metric] [route-map
name] [filter-list acl_name]
[subnets]

PaspeluaeT aHoHcHpoBaHKe connected mapLipyTos:

- metric — 3Ha4YeHMe MeTPUKM A4 UMMOPTUPYEMBIX MAPLLIPYTOB;
- name —NMA NOANTUKM MMNOPTA, NO3BONAIOLWEN GUABTPOBATL U
BHOCWTb M3MEHEHUA B UMNOPTUPYEMble MAPLLPYTbI;

- acl_name — ums ctaHgapTHoro IP ACL, KoTopblli ByaeT uc-
NoNb30BaH 414 GUALTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;

- subnets — no3BosAET UMNOPTMPOBATL NOACETH.

3anpeLaeT ykasaHHyo GyHKLMIO.
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redistribute static [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);

MmnopT ctatyeckmnx mapwpyTtos B OSPF.

- metric — ycTaHaBNWBaeT 3HaYeHWe METPUKKN AN MMNOpPTUpYe-
MbIX MapLUPYTOB;

- name — NPUMEHAET NOJIMTUKY MMMNOPTa, NO3BOAAKOLWYIO Ub-
TPOBaTb U BHOCUTb U3MEHEHUA B UMNOPTUPYEMbIE MapLLpPYTbI;

name: (1..255) - acl_name — uma ctangaptHoro IP ACL, KoTopbil byaeT uc-
CUMBO/I0B NoNb30BaH 417 GUABTPALUN UMMNOPTUPYEMBIX MAPLLIPYTOB;
- subnets — nosBonAeT UMNOPTUPOBATL NOACETH.
no redistribute static [metric 3anpelaeT yKasaHHy GYHKLUMIO.
metric ] [route-map name]
[filter-list ac/_name] [subnets]
redistribute ospf id [nssa-only] MmnopT mapwpyTtoB u3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type -nssa-only — yctaHaBauBaeT 3HayeHue nssa-only ana Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLLIPYTOB;
name] [match {internal | - metric-type type-1 — mumnoptupyetr c nomeTtkoh Kak OSPF
external-1 | external-2}] external 1;
[subnets] - metric-type type-2 — umnopTupyetr c nomeTkoh Kak OSPF
external 2;
- match internal — umnopTnpyeT mapLipyTbl B Npesenax area;
- match external-1 — umnopTupyeT MapwpyTbl Tuna OSPF
external 1;
id: (1.65535); - match e.:xternal-z — MMnopTupyeT mapuwpyTtbl Tvna OSPF
external 2;

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

metric: (1..65535);
name: (0..32) cumBona.

- subnets — N03BONIAET MMNOPTMPOBATL NOACETH;

-name — NPUMEHAET YKa3aHHYI0 MOJIMTUKY MMMOPTa, MNO3BO-
naowyo GUALTPOBATb U BHOCUTb M3MEHEHMS B UMMNOPTUPYEMbIE
MapLUpyTbI;

- metric — yCTaHaBAMBAET 3HAYEHWE METPUKM 48 UMMOPTUpYe-
MbIX MapLUPYTOB.

3anpeLyaeT yKasaHHY GYHKLMIO.

redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1..65535);
name: (1..255) cumBona

Mmnopt mapwpyTtos n3 RIP B OSPF.

- metric — 3HaYeHWe METPUKM ANA UMMNOPTUPYEMbIX MapPLLPYTOB;
- name — UMA NOAUTUKN UMMNOPTA, No3BonALWwel GUNbTPOBaTb U
BHOCWTb U3MEHEHUA B UMNOPTUPYEMbIE MAPLLPYTbI;

- acl_name — vms ctaHgapTHoro IP ACL, KoTopbiit byaeT mc-
NMonb30BaH ANA GUABTPALUKN UMMNOPTUPYEMbIX MAPLLPYTOB;

- subnets — no3BoNAET MMNOPTMPOBATL NOACETH.

3anpeLuaeT yKasaHHY0 GYHKUMIO.

redistribute isis [/eve/] [match
match] [metric metric]
[route-map name]

[filter-list acl_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[route-map name_policy]
[filter-list name_acl] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBoNna

MmnopT mapwpyTtos 13 IS-IS 8 OSPF.

- level — ycTaHOBWUTbL M3 KaKoro ypoBHa IS-IS 6yayT aHOHcUpo-
BaTbCA MapLUpyTbl;

- match — Npon3BOAUTb AaHOHCUPOBAHWE TONbKO ANA YKA3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3HaYeHWe METPUKM ANA UMMNOPTUPYEMbBIX MapPLLPYTOB;
- name — UMA NOAUTUKN MMMOPTA, NO3BOAAOWEN GUALTPOBATL U
BHOCUTb M3MEHEHUA B UMMOPTUPYEMbIE MAPLLPYTbI;

- acl_name — nmsa ctaHgapTHoro IP ACL, KoTopbiit byaeT ncnonb-
30BaH 414 GUNbTPALUN UMNOPTUPYEMBIX MaPLIPYTOB;

- subnets — nosBonAeT UMNOPTUPOBATL NOACETH.

be3 napameTpos 3anpeLiaetT UMNOpT mapwpyTos 13 IS-IS B OSPF.
B cnyyae ykasaHMA napameTpa BO3BpalLaeT ero 3HayeHue no
YMOYAHMIO.
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redistribute bgp [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1-65535);
name: (1..255)

MmnopT mapwpyTtos 13 BGP B OSPF.

- metric — 3HaYeHWe METPUKM ANA UMMNOPTUPYEMbIX MAPLLPYTOB;
- name — UMA NOANTUKM MMMNOPTA, NO3BONAIOLWEN GUNLTPOBATDL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MapPLUPYTbI;

- acl_name — vmsa ctaHgapTtHoro IP ACL, KoTopbliii byaeTt ncnonb-

no router-id A.B.C.D

MapLupyTU3aTopa B
dopmare ipv4-agpeca

CUMBONA;
30BaH 418 PUALTPALUM UMMNOPTUPYEMBIX MAPLLPYTOB;
acl_name: (1..32)
- - subnets — no3BoaAET UMNOPTMPOBATL NOACETH.
cumBsona

no redistribute bgp [metric be3 napameTpos 3anpeLiaet MNopT mapLipyTtos n3 BGP 8 OSPF.
metric] [route-map name] B cnyyae ykasaHMA mapameTpa BO3BpalLaeT ero 3HayeHue Mo
[filter-list ac/_name] [subnets] YMOYAHMIO.
router-id A.B.C.D A.B.C.D: YcTaHaBauMBaeT naeHTMOGUKATOP MapLIPyTU3aTopa, KOTOPbIN YHU-

naeHTuduKaTop KasIbHO MAEHTUGULMPYET MapLIPYTM3ATOP B Npesesiax O4HOMN aB-

TOHOMHOW CUCTEMbI.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtounTb (0TKAOUMT) aK3emnnsap OSPF Ha IP-uHTepdeiice (ana
IPv4).

Ypanset IP-agpec nHtepdelica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHasaunsaeT meTpuKky OSPF-mapuupyTa.

OTKAtoYEHNE DYHKLMM.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTuduKkaTop
MaplupyT13aTopa B
dopmarte IPv4-agpeca

YcTaHaBAMBAET s yKasaHHOM 30HbI TUN stub. 30Ha — coBokyn-
HOCTb CeTell U MapLIpyTU3aTOPOB, UMEIOLWMX OAMH U TOT Xe
naeHTuduKaTop.

- No-summary — He oTNPaBAATb MHGOPMALMIO O CYMMUPOBAHHbIX
BHELHMX MapLupyTax.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTudumKaTop
MapLipyTU3aTopa B
dopmare IPv4-agpeca;
interval: uenoe
NONOXKUTENIbHOE YNCO

YcTaHaBAMBaAET ANA YKa3aHHOM 30HbI TMM NSSA.

- no-summary — He NPUHUMATb MHPOPMALMIO O CYMMUPOBAHHbIX
BHELUHMX MappyTax BHYTPb NSSA-30HbI;

- interval — onpefenseT NPOMeKYTOK BpeMeHM (B CEKyHAaX), B Te-
YeHne KOTOPOro TPAHCAATOP ByAeT BbINOAHATL CBOU GpYHKLMM No-
Cne TOro, Kak 0BHapYKUT, YTO TPAHCAATOPOM CTan APYron rpa-
HWYHbI MapLLpPyTU3aTOP;

- translator-role — onpegenset, KakMm 06pasom Ha MapLLpyTU3a-
Tope byaeT PYHKUMOHMPOBATb PEXKMM TPAHCAATOPA (TpaHCAALUK
Type-7 LSA B Type-5 LSA);

- always — B NpMHyAMUTENIbHOM NOCTOAHHOM pPeXuMme;

- candidate — B pexxnme y4acTua B BbibOpax TpaHcaATopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTuduKaTop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
secs: (1..65535) cekyHz;

Co3paHne BUPTYaNIbHOTO COEAMHEHUA MEMXKAY OCHOBHOW U Apy-
TMMW yAaneHHbIMM 061acTAMM, KOTOPble UMEIT MEXAY HUMMU
obnactu.

- hello-interval — yka3aTtb hello-nHTtepsan;

- retransmit-interval — ykasaTtb nHTepBan meay NOBTOPHbLIMM Me-
pepayamu;

- transmit-delay — yka3aTb Bpema 3aepKKu;

- dead-interval — yka3saTb dead-uHtepsan;

- null — 6e3 ayTeHTUPUKauuu;

- message-digest — ayTeHTMdMKauMA ¢ wndpoBaHmeMm;

- word — naponb A1 ayTeHTUdUKaumm.

no area A.B.C.D default-cost

MaplupyTusaTopa B
dopmarte IPv4-agpeca;
cost: uenoe
NONOXKUTENIbHOE YNCI0

- - word: (1..256)
no area A.B.C.D virtual-link Ypanser BupTyanbHOEe COEANHEHME.
I CMMBONOB
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YcTaHaBAMBaeT 3HayeHMe CTOMMOCTM CYMMAPHOro MapLupyTa,
naeHTudumKaTop ncnonbzyemoro ans stub- u NSSA-30H (ans IPv4).

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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HELTEX

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentication
[message-digest]

A.B.C.D:
naeHTudumKkaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
-/BbIK/IIOYEHO

BKntouaeT ayTeHTMdMKauMIO 4nA Bcex WHTepdeincoB [aHHOM
30HbI (g1A IPv4):
- message-digest — c wnpposaHnem MD5.

OTKAtOYaeT ayTeHTUdUKaLMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHTudumKaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
network_address:

Co3paaeT cyMMapHbI MapLpyT Ha rpaHuue 30HbI (ana IPv4).
- advertise — aHOHCVMPOBATb CO3AaHHbIN MapPLUPYT;
- not-advertise — He aHOHCMPOBATb CO3A4aHHbIA MAPLUPYT.

YpanaeT cymmapHbIii MapLupyT.

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBanBaeT GUAbTP HA MApLIPYTbl, aHOHCUMPYyEMble B YKa3aH-
prefix_list in naeHTnduKaTop HYI0 30HY M3 ApYruX 30H (a0 IPv4).

no area A.B.C.D filter-list prefix
prefix_list in

MaplupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)

Ypanaer GUNbTp Ha MapLlupyTbl, aHOHCUPYEeMble B YKa3aHHYHo
30HY U3 Apyrux 30H (ans IPv4).

cumBona
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT GUALTP Ha MapLpyTbl, aHOHCUMPYeMble U3 YyKa-
prefix_list out naeHtTnduKatop 3aHHOM 30HbI B Apyrue 30Hbl (415 IPv4).

no area A.B.C.D filter-list prefix
prefix_list out

MapLupyTU3aTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)

YpanseTr GuAbTP Ha MapLpyTbl, aHOHCUPYEMbIE U3 YKa3aHHOM
30Hbl B Apyrve 30Hbl (ana IPv4).

cMmBona
area A.B.C.D shutdown A.B.C.D: OTkAntovaet npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTuduKaTop BkntouaeT npouecc OSPF ana 30HbI.

MaplupyTu3aTopa B
dopmare IPv4-appeca;
-/BKAtOYEHO

passive-interface

no passive-interface

-/BbIK/OYEHO

3anpewaet Bcem IP-uHTepdelicam, y4acTsyroLmMm B npoLecce
OSPF, 06MeHUBaTbLCA NPOTOKOIbHBIMK COOBLLLEHUAMM C cOCe-
OAMM (BKNHOYAET NACCUBHBIN PEXKMM).
Npn NnpUumeHeHUN AaHHOI KOMaHAbI HACTPOiiKa ip
V ospf passive-interface yaanserca co Bcex ip uHTep-
deiicoB U cTaHOBUTCA AN18 HUX 3HAYEHMUEM MO YMOI-
YaHulio.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

shutdown

no shutdown

-/BKNIOYEHO

OTtkntovaet npouecc OSPF.

Bkntoyaet npouecc OSPF.

timers spf delay delay

delay: (0..600000)/

YcTaHaBAMBaET BEIMUMHY 3a4,€PKKUN, NPOU3BOANMON Nepes, ouye-
pegHbIM nocnegoBaTebHbIM pacyeTom SPF.

no timers spf delay 2000 me YcTaHaBAMBaEeT 3HaYEHME N0 YMONYAHUIO.
timers Isa throttle min_interval 3apaeT BpemeHHble napameTpbl LSA-TpOTTAUHIA. TPOTTAUHT Aeit-
hold_interval max_interval CTBYET TONbKO Ha LSA, NICTOYHMKOM KOTOPbIX ABAAETCA NOKasibHOe
YCTPOWCTBO.
L - min_interval — MWHWUManbHbIA BPEMEHHON MHTEPBAN MeXay
(O..gggag;;::)v;(z:mc; fl,SBXMﬂ nocnegoBaTeNbHO OTNPABAAIOWMMUCA OAMHAKOBLIMM
hold_interval: L .
— - hold_interval — nHTepBan, onpeaenatolmin TeKyLLee Bpems 3a-
(O"GOO,OO)/O MC; AepxKu. C Kaxkaol HoBOW nocnenoBatenbHou LSA sToT MHTepBan
max_interval:

no timers Isa throttle

(0..60000)/0 mc

YMHOXaeTcA Ha B3, NOKa He AOCTUrHeT 3HaueHna max_interval.
- max_interval — MaKkcMManbHbIN BPEMEHHON UHTEPBaN MeXay
[ABYMS NOCNeA0BaTeNbHO OTNPABAAIOWMMUCA OAUHAKOBBIMU
LSA.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

timers Isa arrival min_arrival

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MMHUMANbHBIA BPEMEHHON WMHTepBan, C KOTOPbIM
MapLpyTnsatop obpabatbiBaeT npuHMMaemble LSA.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.
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HELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepaetica IP

BuAa 3anpoca KOMaHAHOM CTPOKU:
console (config-ip) #

Tabnnuya 298 — KomaHabl perkuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip ospf shutdown

BbIkntoyaeT maplwpytusaumto no npotokony OSPF Ha uHTep-
deiice.

- -/BKAtOYEHO
no ip ospf shutdown Bkntoyaet mapuwpytusaumio no npotokony OSPF Ha wHTep-
deiice.
ip ospf network {broadcast | Bbi6paTb TMN ceTu:
point-to-point} - broadcast — wupoKoBewaTenbHas CeTb C MHOXECTBEHHbIM
-/broadcast AOCTynom;

no ip ospf network

- point-to-point — ceTb «TO4YKa-TOYKa».

YcTaHaBAMBaEeT 3Ha4YeHue no YMOYaHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIK/OYEHO

BKntoyaeT ayTeHTUOMKaymio B OSPF ¢ ncnonb3oBaHWem 3agaH-
HOTro Napo/iA B HeWNnppPoBaHHOM BUAE.

- message-digest — BK/toyaeT ayTeHTUdMKauuto 8 OSPF ¢ umc-
nosb3oBaHMeM 33a4aHHOro Habopa Kntouen n anroputma MDS5.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumeo-
nos/naposb He 3a4aH

HasHauaeT naposb Ans ayTeHTUdUKaumMm cocenen, AOCTYNHbIX
yepes Tekywmii nHTepdeiic. Maponb 3agaeTtca B HelwMdpoBaH-
HOM BUAE.

Maponb, yKkasaHHbIN Takum obpasom, byaeT BHeApPEH B 3aroso-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTtBe
KNto4a ayTeHTUDUKALMK.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6anT/naponb He 3agaH

HasHauaeT naposb Ans ayTeHTUdUKaumMm cocenen, AOCTYNHbIX
yepes TekyLWmin nHTepdeic. Maponb 3agaeTca B WWMGPOBAHHOM
Buae.

Maposb, yKa3aHHbIN Taknm obpasom, byaeT BHEAPEH B 3aroo-
BOK KaXAo0ro yxogAuiero B 3Ty cetb naketa OSPF B KayecTse
KNtOYa ayTeHTUDMKaLMK.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
BO/10B/He 3aaHO

3agaeT uma Habopa Katoyer, KoTopbli byaeT Ncnonb3oBaTbCs
npu ayTeHTUdUKaumu.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ip ospf authentication null

-/He ncnonb3syeTca

OTKAKOYaET MCMO/b30BaHME ayTeHTUMKALMMN Ha TEKYLLEM WH-
Tepdelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaB/IMBaeT METPUKY COCTOAHMA KaHaia, KoTopan ABAseTcs
YCNOBHbIM NoOKa3aTesniem "CToMmMocTn" nepecbiNKK AaHHbIX No
KaHany.

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535)
CeKYHA;
minimal — 1 ceK

YCTaHaBAVBAET MHTEPBA BPEMEHU B CEKYHAAX, MO UCTEYEHUM
KoToporo coceg, 6yAeT cuuTaTbca HeaKTUBHbIM. ITOT MHTepPBan
[0NKeH b6bITb KpaTHbIM 3HaYeHuto hello-interval. Kak npasuno,
dead-interval paseH 4 nHTepanam otnpasku hello-naketos.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

ip ospf hello-interval interval

interval: (1..65535)/

YcTaHaB/MBaeT UHTepBa/ BPEMEHU B CEKYHAAX, MO UCTeYeHUU
KOTOPOro MapLupyTM3aTop oTnpasaser cnegyowuii hello-na-

10 ceKyHg, KeT ¢ uHTepdeica.
no ip ospf hello-interval YcTaHaBAMBAET 3HAYEHUE MO YMOIYAHMIO.
ip ospf mtu-ignore OTKAtoveHune nposepkn MTU.
-/BKIOYEHO

no ip ospf mtu-ignore

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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HELTEX

3anpewaeT IP-uHTepdelicy obMmeHMBaTLCA NPOTOKONbHBIMM CO-
06LEeHUAMM C coCeaAMM (BKKOYAET NMACCUBHDBIN PEKUM).

ip ospf passive-interface

no ip ospf passive-interface YcTaHaBAMBAET 3HAYEHUE NO YMOIYAHMIO.

Ecan npumeHeHa HacTpoiika passive-interface B pe-

V }ume KoHdurypaumm npouecca OSPF, To AaHHaA Ko-

MaHAA BbIBOAUT AaHHbIN IP-uHTepdeiic u3 naccms-

YcTaHaBAMBaeT NPUOPUTET MApLUPYTM3aTopa, KOTOPbIN MC-
nonb3yetca ana Bbibopa DR v BDR.

HOro peXxuma.
YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

-/BbIK/IIOYEHO

ip ospf priority priority
priority: (0..255)/1

no ip ospf priority

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOW CTPOKMK:
console (config-if) #

Tabanuya 299 — KomaHab! perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKNIOYEHO

BbikntoyaeT mapuwpyTtmusaumio no npotokony OSPFv3 Ha uHTep-
deiice.

Bkntoyaet mapwpyTtusauymio no npotokony OSPFv3 Ha wHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMoUKaTop
MapLIpyTU3aTopa B
dopmarte IPvd-agpeca

BKkntoyaeT (oTkntouaeT) OSPF npouecc aAna onpeaeneHHom 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBMBaeT METPMKY COCTOSHWUA KaHana, KoTopas ABaseTca
YC/IOBHbIM NOKa3aTtesieM "cToMmocTu" nepecbiNiKM AaHHbIX MO Ka-
Hany.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YcTaHaB/MBaeT MHTEPBaAN BPEMEHM B CEKYHAAX, MO UCTEYEHUU
KoToporo coceg, 6yaer cuMTaTbCA HEaKTMBHbIM. ITOT MHTEpBan
DOMKeH BbITb KpaTHbIM 3HadeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-nakeTos.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YcTaHaB/MBaeT MHTEPBANA BPEMEHM B CEKyHAaX, MO UCTEYEHMUU
KOTOPOro MmapLipyTusaTop oTnpasaseT cneaytowmin hello-naket ¢

CeKYH[, nHTepderica.
no ipv6 ospf hello-interval YcTaHaB/MBAET 3HAYEHUE MO YMOIYAHMIO.
ipv6 ospf mtu-ignore . OTkntovaet nposepkn MTU.
-/disabled

no ipv6 ospf mtu-ignore

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ipv6 ospf neighbor 3apaer IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf neighbor i Yaanset IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf priority priority YcTaHaBAMBAET NPUOPUTET MapLLPYTU3aTOPa, KOTOPbIA UCNO/b-

no ipv6 ospf priority

priority: (0..255)/1

3yeTca gna sblbopa DR v BDR.

YcTaHaBAnBaeT 3HaYeHUe no YMOAYaHUIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YcTaHaBAMBaEeT MHTEPBaN BPEMEHU B CEKYHAAX, MO MUCTEYEHUU
KOTOPOro MapLIpyTM3aTOp NOBTOPHO OTNPABMT NAKeT, Ha KOTO-
pblii HEe NONYYMN NOATBEPKAEHUA O NoNydyeHun (Hanpumep, Da-
tabase Description naket uau Link State Request naketbl).

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcTaHaBAMBaEeT NpUMepHOe Bpems B CeKyHAax, Heobxoaumoe
[NA Nepefayn naketa COCTOAHWA KaHana.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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HELTEX

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 300 — KomaHab! perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cuMmBosia

OTobparkaeT KoHoUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBO/Ia

OTtobparkaeT MHdopmaumm 06 OSPF-coceasx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-appec
cocepna
vrf_name: (1..32)
cumBOIaA

OTobpaxaeT nHdpopmaumm 06 OSPF-cocese ¢ ykasaHHbIM agpe-
com.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OTobparkaeT KoHdUrypauum scex OSPF-nnHTepdelicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-appec
vrf_name: (1..32)
cMmBoOIa

OTobparkaeT KoHOUrypauumn KoHkpeTHoro OSPF-uHTepdeiica.

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name: (1..32)
cMmBoOIa

OTobparkaeT coctosHMe 6a3bl AaHHbIX NpoTokona OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name: (1..32)
cumBona

OTobpakaeT nNapameTpbl U TeKyllee COCTOAHUE BUPTyaNbHbIX
JIMHKOB.

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name: (1..32)
cumBona

Pa3prBaeT coceacTtBa U yganAaeTt COOTBETCTBYHOLWME MapLWIpPYThbl.

[pumepbl UC016308AHUS KOMAHO

e [lokasaTb OSPF-cocenelt gns onpeaeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-coceaen ana onpeaeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process
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HELTEX

5.30.4 Hacmpoliika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKOA rpaHUYHOrO LWAK03a) ABAAETCA MPOTOKO/IOM MapLLpy-
TU3aLMM MeXay aBTOHOMHbIMKU cuctemamu (AS). OcHoBHOM ¢yHKUMen BGP-cucTembl saBnseTca obmeH
nHpopmaumeint o AOCTYNHOCTU ceTel ¢ Apyrumm cuctemamm BGP. MHPopmauma o A4OCTYNHOCTU ceTel
BK/IOYAET CMUCOK aBTOHOMHbIX cuctem (AS), yepes KoTopble NPOXoAUT 3Ta MHPopmaLms.

BGP ABnseTcA NPOTOKOJIOM MPUKNAAHOIO YPOBHA U PYHKLMOHUPYET NOBEPX MPOTOKO/A TPaHC-
nopTtHoro ypoBHa TCP (nopt 179). Mocne ycTaHOBKM coeanHeHUA nepedaérca nHpopmauma obo Bcex
MapLipyTax, NpeAHa3HaYeHHbIX 414 3KcnopTa. B ganbHelwem nepenaérca TonbKo MHpopmauma ob ns-

MEHEHNAX B Ta6nmu,ax Mapuwpytmnsaunn.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Moapep:KKa npoTtoKona BGP npepocraBaseTca no MueHsun.

Bug 3anpoca KOMaHAHOM CTPOKU B pexkume rob6asbHOM KoHbUrypaumm:

console (config) #

Tabnunua 301 — KomaHabl perkuma rnobanbHoM KoOHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

router bgp [as_plain_id |
as_dot _id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BkatoyvaeT mapLupyTtusaumio no npotokony BGP.

3apaet naeHTuouKaTop AS 1 NnepexoamT B perKUm eé KoHoury-
pupoBaHuA.

-as_plain_id —vnaeHTMPUKATOP aBTOHOMHOM CUCTEMBI, UCMOJb-
3yemMblii MapLlUpyTU3aTOPOM NPU YCTaHOBJIEHUM COCEACTBA U
obMmeHe MapLUpyTHON MHbOPMaLMeN;

- as_dot_id — naeHTMdMKaTOp aBTOHOMHOM cUCTeMbl B 32-6UT-
Hom popmare.

no router bgp
[as_plain_id_| as_dot _id]

OcTaHaBnuBaeT BGP-maplpytnsaTtop, yaanaer Bcto KOHUry-
pauuio npotokona BGP.

KomaHObI pexcuma KoHguaypayuu AS

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauum AS:

console (router-bgp) #

Tabanua 302 — KomaHabl perkuma KoHourypaumm AS

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

bgp router-id ip_add

3agaTtb naeHTudumkaTop BGP-mapwpytusaTopa.

no bgp router-id

Ypanute ngeHtnounkatop BGP-mapwpyTtusaTtopa.

bgp asnotation dot

3apeiictByeT cuctemy obo3HauyeHne Homepos AS B dopmaTte

no bgp client-to-client re-
flection

-/asplain asdot.
no bgp asnotation YcTaHaBAWBAET 3HAYEHME MO YMOMYAHMIO.
bgp client-to-client reflec- BKAtoYaeT nepecbiIKy MaplupyToB, MoJyyeHHbIX oT reflector-
tion KnueHTa, apyrum reflector-knnenHrtam.
-/BKIOYEHO

BbIKAlOUaeT NepecbUiKy MapLLpyTos, noayyeHHbix ot reflector-
KnveHTa, apyrum reflector-knnextam.
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bgp cluser-id ip_add

3apaéT naeHtTndUKaTop Knactepa BGP-mappyTmsatopa.
B cnyyae ecnm wuAeHTUOUKATOP Knactepa He
V HacTpoeH, B KauyecTBe uaeHTUdUKaTopa 6yaer wuc-
nonb3oBaTbcA rnob6anbHblit ngeHTupukatop BGP-
MmapLpyTusaTopa.

no bgp cluser-id

YpanuTe naeHTuduUKaTop Knactepa BGP-mapwpyTtmsaTtopa.

shutdown

no shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIKAOYaeT NpoTokon BGP, He yaanasa ero
KoHbUrypauuio.
JT0 AeiicTBUE BIEYET 3a c060I4 pa3pbiB BCEX CECCUM C
BGP-cocegammu n oUUCTKY Tabauubl MapLipyTUsaumum
npoTokona BGP.

BKkntoumTb paboTy AS.

neighbor ip_add

no neighbor ip_add

3agatb IP-agpec ana BGP-cocepa vnv nepertn B pexum
KOHOrypMpoBaHUsA CyLLECTBYHOLLEro coceaa.

Ypanute KoHdurypaumio ana BGP-cocena ¢ ykasaHHbiMm |Pv4
nnu IPve-agpecom.

peer-group name

name: (0..32) cum-

Cosgaet Peer-rpynny.
- name — vmA rpynnbl.

Bo/a

no peer-group name Yaanset co3gaHHyto Peer-rpynny.

address-family ipv4 {unicast YkasbisaeT Tmn IPv4 Address Family u nepesoaut KommyTtatop

| multicast} Junicast B PEXUM KOHPUrypaumm cooTsetcTBytoleli Address Family.
-/uni

no address-family ipv4
{unicast | multicast}

BbIktoyaeT cooTBeTcTBYOWYO Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/IIOYEHO

YKasbiBaeT Tun 12vpn Address Family n nepeBoaut KommyTtaTtop
B PEXMM KOHPUrypaumm cootsetcTeytowent address-family.

BoikntoyaeT cooTBeTcTBYOWYO address-family.

KomaHObI pexcuma KoHguaypauuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKU B pexxume KoHpurypaumnm Address-Family:

console (router-bgp-af) #

Tabnuua 303 — KomaHabl pexxknma koHourypaummn Address-Family

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3apaeT noaceTb, KOTOpasa aHOHcMpyeTca BGP-cocepgam.

- ip-add — appec noacetu;

- mask — macka noacetu.
Ecnu macka He yKasaHa, N0 YMO/IYaHUIO OHa 3aja-
eTCA K/1aCCOBbIM METOA0M aapecaLuu.
mask — macka IP-nogcetu unu gnvHa npeduKca.

Yaanaer aHOHC AaHHOW NoaceTu.
- ip-add — appec noacetu;
- mask — macka noacetu.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-
4294967295);
name: (0..32) cumBona

Pa3pelaeT aHOHCUpOBaHMe connected-mapLupyTos.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe ByaeT npuceo-
€HO MMNOPTMPOBAHHBIM MapLUPYTaMm;

- hame — Ha3BaHwue access-list, KOTOpbI ByaeT NpUMeHeH K
mapLupyTam.

3anpeLyaeT aHOHCUpPOBaHUe connected-mapLLpyToB.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-
4294967295);
name: (0..32) cumBona

UmnopTtupyet mapwpyTtbl RIP 8 BGP.

- metric — 3Ha4yeHue atpnbyta MED, KoTopoe byaeT npucBo-
€HO UMNOPTUPOBAHHBIM MApPLLPYTaM;

- name — Ha3BaHwue access-list, KoTopblil ByaeT NpUMeHeH K
MapLipyTam.

3anpelaeT MMNOPT MapLLpPYyTOB U3 NnpoTokona RIP.
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redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-
4294967295);
name: (0..32) cumBona

PaspeluaeT aHOHCMPOBaHME CTaTUYECKMX MAPLUPYTOB.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTMPOBAHHBIM MapLIPYTam;

- name — Ha3BaHue access-list, KOTopbI ByAeT NpUMeEHEH K
mapLupyTam.

3anpeLyaeT aHOHCUMPOBAHMWE CTaTUYECKMX MAPLUPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id: (1..65535);
metric: (1-
4294967295);
type: (internal, exter-
nal-1, external-2);
name: (1..32)
CUMBO/IOB;
mtype: (type-1, type-
2);
name: (0..32) cumBona

UmnopTtupyet mapwpytbl OSPF 8 BGP.

- id —naeHTnduKaTop npouecca OSPF;

- metric — 3Ha4yeHune atpubyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTMPOBAHHBIM MapLUPYyTaMm;

- type — Tin OSPF-mapLpyToB, aHOHCKMpyemMbix B BGP;

- name — Ha3BaHue access-list, KOoTopbIl ByaeT NpUMeEHEH K
mapLupyTam;

- mtype — TMn meTpuku Ex1 nam Ex2.

3anpeLaeT MMNOPT MapLLpPYTOB M3 NpoTokona OSPF.

redistribute isis [/evel]
[match match] [metric
metric] [filter-list
acl_name]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)

MUmnopTtupyet mapwpytbl u3 IS-IS 8 BGP.

- level — yctaHOBWTb U3 Kakoro ypoBHA IS-IS 6yayT aHoHcHpo-
BaTbCA MapLUPYThl;

- match — npoun3BoAUTb aHOHCMPOBaAHWE TONbKO ANA YKa3aH-
HbIX TMNOB IS-IS mapwpyToB;

- metric — 3HaYeHNe MeTPUKMN ANA UMMNOPTUPYEMbIX MapPLLPY-
TOB;

- acl_name — nma ctaHgapTHoro IP ACL, KoTopbili byaeTt uc-

cMmBona NoNb30BaH 417 GUABTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB.
no redistribute isis 3anpeLaeT MMNOPT MapLLPYTOB U3 NpoToKoa IS-IS.
redistribute bgp [ metric MmnopTtupyet mapLipyTsl, nonyyeHHble B none default VRF no
metric [ filter-list name] npoTtokony BGP, B BGP AF |12vpn evpn
metric: - metric — 3Ha4yeHune atpnbyta MED, KoTopoe byaeT NpUcBo-

no redistribute bgp

(1-4294967295);
name: (0..32) cumBona

€HO MMMOPTUPOBAHHbIM MapLUPyTam;
- name — Ha3BaHue access-list, KoTopbIlt ByaeT NpumeHeH K
MapLupyTam.

3anpeLaeT aHOHCUPOBaHME MAPLIPYTOB.

aggregate-address
ipv4_add mask [ summary-
only / as-set / advertise-
map route_map_name /
attribute-map
route_map_name / sup-
press-map
route_map_name]

no aggregate-address
ipbv4_add mask

BkntoyaeT arperaunto 6onee cneumduUHbIX MapLLPYTOB, BXO-
OALLMX B YKa3aHHbIM npeduKc:

- ipv4_add — IPv4-appec noacety;

- mask — macka nogceTu

- route_map_name — nma route-map;

- summary-only — 3anpeTuTb OTNPABKY COCeAAM MapLIPYTOB,
KOTOpble NONagatoT NoA CYMMUPYHOLLMUIA MapLIPYT;

- as-set — BKNOUYUTb f06aBAeHME B CYMMUPYIOLLMIA MapLLpyT
as-path, nonyyeHHbI U3 NnpeduKcoB, NonagatoWwmx nog cym-
MUPYIOLLMIA MapLLIpyT;

- Suppress-map — 3anpeTuTb OTNPaBKY CoceaAM MapLUPYTOB,
rnonagatowumx nog route-map (napametp summary-only urHo-
pupyertca);

- advertise-map — mapLipyTbl, nonagatolme nog route-map,
He 6yayT nonasaTtb NOA CYMMUPYIOLWNIA;

- attribute-map — BKAOYUTbL YCTAHOBKY A1 CYMMUPYIOLLLErO
MaplupyTa aTpuMbyToB, yKasaHHbIX B AelCcTBUKU set B route-
map.

Ypanutb arperauuio 6onee cneundurUHbIX MapLIPYTOB, BXOAA-
LMX B YKa3aHHbIN npeduKc.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bug, 3anpoca KOMaHAHOM CTPOKK B pexume KoHdurypaumm BGP-coceaa:

console (router-bgp-nbr) #
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Tabnuua 304 — KomaHap! pexknuma KoHourypaumum BGP-cocena

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BkatoyaeT orpaHMyeHme Komyectsa NPUHMMaEMbIX MapLLpPY-
TOB OT BGP-cocepa.

- value — MaKcMManbHoe KOIMYECTBO NPMHUMAEMbIX MapLu-
pyToB;

- percent — NPOLLEHT OT MAaKCMMa/IbHOTO KOJIMYecTBa MapLupy-
TOB, MO AOCTUXKEHUM KOTOPOro OTMNpaBAAeTcA npeaynpexie-
Hue;

- second — BpeMeHHOW NPOMEKYTOK (B CeKyHAax), No ncreve-
HWIO KOTOPOrO MPOUCXOAMT NepenogKAtoHeHne, ecin ceccua
6blna pasopBaHa M3-3a MNPEBbIWEHUA KONMYecTBa MapLipy-
TOB;

- type — Ha3HavaeT fAeNncTBue, BbIMOJHAEMOE NpU A0CTUXEe-
HWWM MaKCMMaNbHOTO 3HaYeHUA (pa3pbls ceccum <restart> nau
OTNpaBKa npeaynpexaeHus <warning-only>).

BbikntovaeT orpaHu4yeHne Konnvectsa NPUHMMaeMbIX MapLl-
pyTtoB oT BGP-cocepa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKYHA,;
with-sec: (0-65535)/30
CeKyHA,

3a42ET BpeMeHHble UHTepBasbl.

- adv-sec — MMHUManNbHbIM MHTEPBaN Mexay oTnpaBkon UP-
DATE coobueHnin 04HOTO U TOTO XKe MapLLpyTa;

- with-sec — MUHUManNbHbLIN UHTEPBAN MEXKAY AaHOHCUMpPOBa-
HMEeM MapLUpyTa 1 ero nocaeayroLmnm ge-aHOHCMPOBaHUEM.

V —Advertisement-interval gonxeH 6biTb 60nblie
unu paseH withdraw-interval;

— MapupyTbl, KOTOpble A0/MKHbI 6bITb aHOHCUPO-
BaHbl coceaHum BGP-mapwipytrusatopam, pacnpe-
AenaTca no Heckonbkum UPDATE-coobweHunam.
Mexay otnpaBkoi 3Tux UPDATE-coo6uueHuii Bbl-
[EepPXXUBAETCA C/YYalHbI BpeMeHHOW MHTepBan
Takum o6pasom, uTobbl obLee Bpema mexay 06-
HOB/NIEHWEM MapLUPYTOB B JIOKaNbHOW Tabauue
BGP u ortnpasBkoii nocnegHero UPDATE-
coobuieHna He npesbiwano advertisement-inter-
val unu as-origination-interval B cnyyae ornpaBku
NOKaNbHbIX (MapLpyTbl U3 IOKaNAbHOU AS) mapLu-
pyToB B eBGP-coeguHeHuun. Takum o6pa3om, Kaxx-
AblA U3 MapLUPYTOB MOXKET UMETb C/Iy4aiiHylo Be-
JINYUHY 3aZePXKKM aHOHCUPOBAHMUS;
ToyHoCTb paboTbl Talimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAKCMMaNbHOro 3HaueHua noboro us
3TUX TPEX TalimepoB, HACTPOEHHbIX Ha BGP-
mapuwpytusatope  (yuuTbiBalOTCA  Tailmepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCUPOBAHUA U fle-aHOHCUPOBa-
HUA MapLpyTOB, CKOHPUrypMpoBaHHbIX Ha
YCTPOUCTBE, AUCKPETUIMPYIOTCA WMHTEpBasioM B
1/255 ot Hanbonbluero HaCTPOEHHOrO 3HaYeHUA.
YBe/iMueHne MaKCMManbHOro 3HauyeHusa byper
NPUBOAUTL K YBE/IMYEHUIO YaCTOTbl AUCKPETU3a-
LMY TalimepoB U, COOTBETCTBEHHO, K MOHUKEHUIO
TOYHOCTU UX PaboTbl.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KyHA,

3a4aéT BpemeHHO nHTepBan mexay otnpaskoit UPDATE co-
06LWeHN i 0QHOro U TOTO Ke MapLipyTa, UCMNOb3yeTcA ANA
QHOHCA /IOKaNbHbIX (MapLIpyTbl U3 NIOKaNbHOM AS) mapLupy-
TOB eBGP coceaam.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3a4aET BpeMEeHHOM UHTepBas, N0 UCTEYEHMIO KOTOPOro BO3-
obHoBAAETCA NonbITKa co3aaTb BGP-ceccuio ¢ cocegom.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

next-hop-self

-/BbIK/IOYEHO

BkntoyaeT nogmeHy 3HadeHusa atpubyta NEXT_HOP Ha no-
KanbHbIM agpec mapLupyTusatopa.
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no next-hop-self

OTKAtounTb NnogmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3a/2éT HOMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoauTca
BGP-cocea. YcTaHOBNEHME COCEACTBA HEBO3MOXKHO, NOKa CO-
cefly He Ha3HayeH Homep AS.
970 AeiicTBME BAEYET paspbiB CECCUM C COCEAO0M U
V OYMCTKY BCEX MPUHATbIX OT HEFr0 MapLUPYTOB.

YAanutb MAEHTUOUMKATOP coceHelt aBTOHOMHOW CUCTEMbI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3a4aéT BpemeHHble UHTepBabl.
- holdtime — ecnun B TeyeHune 3TOro BpemeHu He ByaeT npu-
HATO keepalive-coobLuieHne, To coeanHeHune ¢ cocegom cbpa-
CblBaeTcs;
- keepalive — vHTepBan mexay oTnpaskol keepalive-cooblue-
HURA.
3HaueHua holdtime u keepalive AonkHbl 6biTb
V nnb6o o6a paBHbl HyAto, AM60 06a 6onbLue Hyns.
holdtime pomkeH 6biTb 6Gonblwe wan paseH
keepalive.

— Ecnam 6bin BbibpaH Taiimep hold, Kotopbii
HaCTPOEH Ha /IoKa/IbHOM MapLUpyTU3aTope, To
MCMONb3YyeTCcA JIOKaZibHOe 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin Bbi6paH Taimep hold, kotopbiit
HacTPOEH Ha cocegHeM MapLupyTU3aTope MU
3HauyeHUe JIOKaNbHO HACTPOEHHOro Talimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonb3yetca noKanbHoe 3Haye-
Hue Taiimepa keepalive;

— Ecnam 6bin BbibpaH Taiimep hold, Kotopbiit
HacTPOEH Ha cocegHeM MapLupyTU3aTope MU
3HaYeHUe JI0KaZIbHO HACTPOEHHOro Talkimepa
keepalive 6onble yem 1/3 BbibpaHHOro Taii-
mepa hold, To ucnonbsyerca uenoe uucno, Ko-
TOpoe MmeHblue Yyem 1/3 BbibpaHHOro Taiimepa
hold.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aéT BpemMeHHOW MHTepPBan yAepKaHua cocega B COCToA-
Huu |dle nocne Toro, Kak oH 6bin COPOLLEH B 3TO COCTOAHME.
3a 3TOT MHTEPBAA BCE MOMbITKM NEPEYCTaHOBUTb COeauHeHne
C cocegom ByayT OTKNOHEHDI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKYH[,

3a3036T BpPEeMEHHOW WHTEpBaN Mexay ycTaHoBkoW TCP-
coeauHeHuA 1 oTnpaBKol nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HAYEHUE MO YMOYAHUIO.

shutdown

no shutdown

-/no shutdown

AOAMWHUCTPATUBHO BblKAtOYaeT ceccuto ¢ BGP-cocepom wm
0OYULLAET NPUHATbIE OT HEFrO MapLUPYTbl, HE YAANAA ero KOH-
durypauun.

AAMWHUCTPATUBHO BKAtOYaeT ceccuto ¢ BGP-cocegom.

update-source
[gigabitethernet gi_port |
tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel
group | Loopback loopback
| Vlan vian_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT uHTepodeiic, KoTopblit ByaeT UCNoNb30BaH B Kaue-
CTBE UCXOAALLErO NPU COEANHEHWUM C COCEA0M.

OTMeHAET pPYyYHYH HACTPOMKY WUCXoAAllero WHTepodeica,
BKNIOYAET aBTOMATUYECKMI BbIGOp MHTEpdelica.
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route-reflector-client
[meshed]

HasHauutb BGP-cocepa Route-Reflector knneHtom.

- meshed — napameTp BbiCTaBnseTcA ecAn WUCNONb3yeTcA

mesh-Tononorua. Mpu nony4yeHnn OoT TaKoro KameHta BGP-

MapLUPYTOB OHM He ByayT NepecbiNaTbCa APYrMM KNIMEHTaM.
BGP-mapwpyTtusartop ssnserca route-reflector-om,

-/disabled V ecnmn xota 6bl 0AMH ero coces CKOHGUrypuposaH
KaK route-reflector kKnueHT.
Ana npumeHeHMA AAHHOW KOMaHAblI Heob6xoaum
V nepesanyck BGP-ceccum c cocegom.
no route-reflector-client YcTaHaBAMBaeT 3HaYeHMe NO YMONYAHWUIO.
soft-reconfiguration in- KomaHaa coxpaHsaeT nosyyeHHble OT cocesa MapLupyThbl B OT-
bound AenbHoi obnactm namatv. MeTog No3BOAAET MPUMEHWUTb
BXOZAALLYO MONUTUKY «route-map in» ans cocepa 6e3 cbpoca
COCeACTBa M 3aMpoca MapLLpPyTOB.
-/disabled

no soft-reconfiguration in-
bound

V Mo ymonuanuio pabotaetr mexaHusm Route
Refresh.

OTKAIOYUTb MEXAHMU3M COXPAaHEHNA MapLIPYTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — Ha3BaHue IP prefix-list, koTopbIlt ByaeT npumeHeH K
QHOHCMPYEMbIM MAN NPUHUMAEMbIM MapLIpyTam.

OtBa3aTb IP prefix-list.

peer-group name

no peer-group

name: (0..32) cumBona

- name — uma Peer-rpynnbl, KoTopas byaeT npumeHeHa K co-
ceay.
Hactpoiiku Ha Peer-rpynne umetot 60nee BbICOKMUIt
V NPUOPUTET, YHeM HACTPOIMKMN Ha CAMOM cocege.

Ypanutb cocena w3 rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKasbisaeT Tvn IPv4 address family u nepesoaunt kommyTtaTtop
B peXMm KoHoUrypauum cootsetctBytowen address family
ona atoro BGP-cocepa.

BbIKkntounTb cooTBeTCTBYtOLWYO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIKNIOYEHO

YKasbisaeT Tvn 12vpn address family n nepesognt KommyTa-
TOp B pexuMm KoHodurypaumm cootsetcTaytowen Address
Family ana storo BGP-coceaa.

BbikntoyaeT cooTseTcTaytowwyto Address-Family.

fall-over bfd

no fall-over bfd

-/BbIK/IIOYEHO

BkatounTb npoTokon BFD Ha cocepe.

BbikntounTb npoTtokon BFD Ha cocepe.

password word

no password

word: (1..128) cumBon0B;
Mo ymonyaHuio
ayTeHTUdMKaumA
OTKNOYEeHa

BkntouaeT ayteHTUdMKaLmio Bcex TCP-cermeHTOB, NPUHATBLIX OT
BGP-cocepa. 3apaeT ko4 ayTeHTUdMKaL MU B TEKCTOBOM BUAE.
[laHHaa HacTpoiKa WUrHopupyeTca, ecnn Ana ayteHTuduKauum
yKa3aHa key-chain.

- word — KNtoY B TEKCTOBOM BUAE.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymon4yaHuio
ayTeHTUdMKauma
OTKNOYEeHa

Bk/itoyaeT ayTeHTUOUMKaumio Bcex TCP-cermeHToB, NPUHATLIX OT
BGP-cocefia. 3aaeT Kntoy ayTeHTUMKaLuuM B 3alIMPPOBAHHOM
BuAe (Hanpmmep, Naposb B 3aWndpoBaHHOM BUAE, CKOMMPOBaH-
Hblli C APYroro ycTponcTsa).

[aHHaA HacTpoiKa UrHOpUPYeTCs, ecnn Ana ayTeHTUdMKauum
yKasaHa key-chain.

- encryptedword — Knto4 B 3aliM$pPOBaHHOM BUAE.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

password key-chain word

no password key-chain

word: (1..32) cumsonos;
Mo yMOAYaHMIO ayTeHTU-
duKauma oTKNOYEH]

3afaTb UMA CBA3KM Ktoueit, KoTopas byaeT Ucnonb3oBaTbes AN
ayTeHTUdMKaumnm Bcex TCP cermeHTOB, NPUMHATLIX OT BGP-coceaa.
- word — UMA CBA3KM KtoYen.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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ebgp-multihop

no ebgp-multihop

-/TTL paBeH 1

YctaHaeauBaeT TTL paBHbIi 64 ans EBGP-nogkntoueHni.

YcTaHaBAMBAET 3Ha4YeHUe no YMOYaHUIO.

KomaHObl pexcuma KoHgpuaypayuu Address Family BGP-coceda

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxunume KoHdurypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #

Tabanua 305 — KomaHabl pexkmma KoHourypaumm Address Family BGP-coceaa

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BKkntoyaeT orpaHnYeHne KonmyectTsa NPMHUMAEMbIX MapLIPYTOB
oT BGP-cocepa.

- value — MakcMmasibHOe KOMYECTBO MPUHMMAEMbIX MapLUpy-
TOB;

- percent — NPOLLEHT OT MAaKCMMa/IbHOTO KOJIMYeCTBa MapLLIpyTOB,
Nno AOCTUNKEHUW KOTOPOFO OTMNPAaBAAETCA NpeaynpexaeHune;

- second — BpeMeHHOM NPOMEXKYTOK (B CEKYHAAX), MO UCTEYEHUIO
KOTOPOro NPOUCXOAWUT NepenokatoyeHne, ecan ceccusa bbina
pa3opBaHa 13-3a NPeBbILEHNA KOMYeCcTBa MapLUpPyTOB;

- type — Ha3HayaeT OeNCcTBME, BbINOJHAEMOE NPU AOCTUHKEHUM
MaKCMMaNbHOrO 3HayeHua (paspbiB ceccum <restart> uam oT-
npaBKa npeaynpexaeHus <warning-only>).

BbIKNtOYaeT orpaHMYeHne KoMYecTBa NPUHUMAEMbIX MapLIpy-
TOB OT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3a8aéT BpemeHHble MHTepBasbl.

- adv-sec — MMHUManbHbIN MHTepBan mexay oTnpaskoit UPDATE
COObLLEHUI O4HOTO M TOTO Ke MapLIpYTa;

- with-sec — MMHUManNbHbLIA UHTEPBAN MEXKAY aHOHCMPOBAHUEM
MapLipyTa 1 ero nocieayowmm ae-aHoOHCMPOBaHUEM.

V —  Advertisement-interval gomxeH 6biTb 60nblie
unu paseH withdraw-interval;

—  MapupyTbl, KOTOpble A0NXHbl 6biTb aHOHCUPO-
BaHbl coceaHUMm BGP-mapupytusaropam, pacnpe-
[enaTca no Heckonbkum UPDATE-coobeHuam.
Mexay otnpaskoit 3Tux UPDATE-coo6uieHuit Bbi-
[EepPXXUBAETCA C/YYaliHbIA BPeMeHHOW WHTepBan
Takum o6pasom, uTobbl obLiee Bpema mexay 06-
HOB/NIEHWEM MApLUPYTOB B JIOKa/NbHOI Tabnuue
BGP u ortnpaBkoii nocnegHero UPDATE-
coobuieHna He npesbiwano advertisement-inter-
val unu as-origination-interval B cnyyae otnpasku
NIOKaNbHbIX (MapLpyTbl U3 NI0KaNbHOM AS) mapLu-
pyToB B eBGP-coeguHeHun. Takum o6pa3om, Kax-
AblA U3 MAPLLUPYTOB MOXKET UMETb C/Ty4alHYIO Be-
JIMYMHY 33,eP>KKM aHOHCUPOBAHUSA;

—  TouHocTb pabotbl TaiimepoB advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MaKCMManbHOro 3HauyeHuAa noboro u3
3TUX TPEX TalMepoB, HACTPOEHHbIX Ha BGP-
mapuwpytusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TakMepPOoB AaHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HUA  MapLIPYTOB, CKOHPUIYPUPOBAHHLIX HA
YCTPOUCTBE, AUCKPETUIUPYIOTCA WHTEpBanomM B
1/255 oT HaMb0bLIEero HaCTPOEHHOrO 3HAUYEHUA.
YBe/iueHne MaKCMMaNbHOro 3HauyeHusa 6yger
NPUBOAUTb K YBEIMUEHUIO YacTOTbl AUCKpPeTU3a-
LMK TaliMepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX PaboTbl.
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no advertisement-interval

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3a0aéT BpeMeHHoW nHTepBan mexay otnpaskoit UPDATE coob-
LLLeHN OHOTO M TOTO e MapLIpyTa, UCNO/b3yeTcA A1 aHOHCA
JIOKa/IbHbIX (MapLwpyTbl U3 IoKanbHoM AS) mapwpyTtoB eBGP-co-
cegam.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

default-originate [route-map
name]

no default-originate

name: (0..32) cumBona/-

AHoHcupyeT BGP-coceagy maplwpyT N0 yMONYAHUIO BHE 3aBUCU-
MOCTM OT €ro Ha/IMumA B IOKaNbHOM Tabanue mapwpyTtmnsaumm. B
KayecTBe nexthop B Takom mapLupyTe bygeT ykasaH nHTepdeiic,
C KOToporo yctaHoBneHa BGP-ceccua.
- route-map — napameTp N0O3BOJIAET aHOHCMPOBATb MapLUPYT No
YMO/IYaHMIO, TOZIbKO €CAM OH MPUCYTCTBYET B JIOKa/IbHOMN Tab-
JIMLLe MApLIPYTU3aLLMM U €er0 UICTOYHUKOM He ABAAETCA MPOTOKO/
BGP.
- name — UMA NONIMTUKM route-map, KoTopas byaeTt npumeHeHa
K onepaLmn aHOHCMPOBAHUA MapLLpyTa NO YMOIYAHUIO.
Route-map gonxHa cogep:KaTb B ce6e TONbKO Cek-
V yuio match ip address c ykasaHuem Ha prefix-list, nog
KOTOpbIA NONajaeT mMapwpyTt nNo ymonuyanuio. Npu-
Mep HACTPOWKM Takoii route-map u prefix-list npuse-
OeH nopg Tabauueid.

Ecnu B prefix-list HaxoauTca ykasaHue Ha Kako-1M6o
MapLUPYT, OTIUYHDIN OT A8 PONTHOrO, TO UMEHHO 3TOT
MapLUPYT AOMXKEH NPUCYTCTBOBATb B IOKa/IbHOM Ta6-
Nvue  MaplipyTusaumuM, 4tobbl aHOHcMpoBancA
MapLpyT N0 ymon4yaHuio. OrpaHMYEcHMi Ha UCTOuY-
HUK 3TOrO MapLUpyTa HeT.

Y

OTtmeHseT HacTpoliky default-originate.

route-map name {in | out}

no route-map name {in | out}

name: (0..32) cumBona

- name — UMA NONUTUKM route-map, KoTopas ByaeT npumeHeHa
K cocefly B gaHHoi Address Family. Mo3sonseT ¢puabTpoBaTts U
BHOCUTb U3MEHEHUA B aHOHCHMPYEMble U NPUHUMAEMble MapLL-

pyTbI.

YaaneHve noanTMKK ¢ aaHHol Address Family.

next-hop-self

no next-hop-self

-/BKNOYEHO

BKkntouaeT noameHy 3HayeHua atpubyta NEXT_HOP Ha nokanb-
HblIl agpec mapLipyTusaTopa.

OTKtOUMTL NoameHy aTpmbyta NEXT_HOP.

route-reflector-client [meshed]

no route-reflector-client

-/disabled

HasHauutb BGP-cocega Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAAETCA eCM UCnoNb3yeTca mesh-
Tononorua. Mpu nony4yeHnn ot Takoro knmeHta BGP-mapwpyTos
OHW He ByayT NepecbiNaTbCa APYIUM KANEHTAM.
BGP-mapwpytusatop ssnserca route-reflector-om,
V ec/n XoTA 6bl 0ANH ero cocep, CKOHPUIrypMpPOBaH KaK

route-reflector knueHr.
AnA npumeHeHUs AaHHOW KOMaHAbl Heobxoaum ne-
pe3anyck BGP-ceccum ¢ cocegom.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

[Mpumep HacmpoliKu route-map, ucnosasv3yemoli 8 KomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL_ DEFAULT ROUTE
console (config-route-map) #exit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHguaypayuu Peer-epynn

Bug, 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #
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Tabnmua 306 — KomaHap! pexkxnuma KoHourypauum Peer-rpynn

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BK/tOYaeT orpaHNYEeHMe KOANYECTBA NPUHNUMAEMbIX MapLIPyTOB
o1 BGP-cocepa.

- value — MakcMManbHOe KOAWYECTBO MPUHUMAEMbIX MapLUpY-
TOB;

- percent — NPOLEHT OT MaKCMMaNbHOrO KOAMYECTBa MapLIpyToB,
No JOCTUKEHWUM KOTOPOro OTNPaBAAETCA NpeaynpexaeHue;

- second — BpeMeHHOW NPOMEKYTOK (B CEKYHAaX), MO UCTEYEHUIO
KOTOPOro MPOMUCXOAUT MepenoakatoyeHne, ecam ceccusa bbina
pasopBaHa M3-3a NPEBbILLEHUA KOIMYECTBA MAPLLPYTOB;

- type — Ha3HayaeT AencTBue, BbINOJHAEMOE MPU SOCTUNKEHUU
MaKCMManbHOro 3HayeHua (paspbiB ceccum <restart> uam oT-
npaBKa npegynpexKaeHua <warning-only>).

BbIk/loYaeT orpaHMyeHMe KOANYecTBa MPUHMMAEMbIX MapLLpy-
TOB OT BGP-cocepna.

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKkyHa;
with-sec: (0-65535)/30
CeKyHA,

334aET BpeMeHHble MHTepBabl.
- adv-sec — MMHUManbHbIM MHTEPBaAN mexay oTnpaskoi UPDATE
COO06LLEHMI O4HOTO M TOFO Ke MapLIpyTa;
- With-sec — MMHMMaNbHbIN UHTEPBAN MEXAY aHOHCUPOBAHUEM
MapLpyTa 1 ero nocneayowmm ae-aHOHCUPOBaHUEM.
V —  Advertisement-interval gonxeH 6biTb 60nblue
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AOMKHbI 6bITb AaHOHCUpPO-
BaHbl coceaHUMm BGP-mapuipytusaropam, pacnpe-
AenATca No Heckonbkum UPDATE-coo6bueHunam.
Mexay otnpaskoi 3Tux UPDATE-coo6uieHuit Bbi-
[EepXXUBaAeTCA C/NyyYaiiHblIA BpeMeHHOW WHTepBan
Takum o6pasom, uTo6bl obLiee Bpema mexKay 06-
HOB/JIEHWEM MApPLUPYTOB B JIOKa/NbHOW Tabnuue
BGP u ortnpaskoit nocnegHero UPDATE-coobuie-
HUA He npeBblwano advertisement-interval nan
as-origination-interval B cnyuae otnpaBKu 10Kab-
HbIX (MapLpyTbl U3 IOKaNbHOU AS) mapLupyTOB B
eBGP-coeauHeHun. Takum obpasom, Kaxablii u3
MapLIPYTOB MOXET UMETb C/yYaliHYI0 BeNUYUHY
33,ep’KKM aHOHCUPOBAHUA;

— TouHocTb paboTbl TalimepoB advertisement-
interval, withdraw-interval wu as-origination-
interval 3aBMCUT OT MaKCMMaNbHOro 3Ha4YeHusA
no60oro n3 aTUX TPExX TalimepoB, HACTPOEHHbIX Ha
BGP-mapuwpyTtusatope (yuuTbiBalOTCa Tailmepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HMA MapLpyTOB, CKOHPUIypUPOBaAHHLIX HA
YCTPOWCTBE, AUCKPETUIUPYIOTCA WHTEpBaiom B
1/255 ot HaMbonbLIero HaCTPOEHHOro 3HAYEHUA.
YBeanueHne MaKCMManbHOro 3HaveHua 6yper
NpPUBOAUTL K YBE/IMYEHUIO YacTOTbl AUCKpPeTU3a-
LMK TalimepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTM UX PaboTbl.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYyHA,

3a4,a6T BpeMeHHON MHTepBan mexay oTnpaskoii UPDATE coo6-
LWeHWI1 OAHOTO U TOTO e MapLIpyTa, UCNO/b3yeTcs A/1f aHOHCa
NIOKanbHbIX (MapLIpyTbl U3 NOKanbHOW AS) maplipyTos eBGP co-
cegam.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

connect-retry-interval seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3a4a6T BpEMEHHOW MHTepBas, N0 UCTEYEHUIO KOTOPOro BO306-
HOBANAETCA NonbITKa co3gaTtb BGP-ceccuio ¢ cocegom.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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next-hop-self

no next-hop-self

-/BbIKIOYEHO

BkntoyaeT nogmeHy 3HauyeHuaA atpnbyta NEXT_HOP Ha nokanb-
HbI1 agpec mapLipyTnsartopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

334367 HOMep aBTOHOMHOM CUCTEMbl, B KOTOPOW HAxoAuTcs
BGP-cocep. YcTaHOBAEHMe coceaCcTBA HEBO3MOXHO, NOKa coceay
He Ha3HayeH Homep AS.

V 3T0 peiicTBMe BNEYET paspbiB CeCCMM C COCEAOM U

OUYUCTKY BCEX MPUHATBIX OT HEFO MapLUPYTOB.
Ypanutb naeHTMPUKATOp coceHe aBTOHOMHOM CUCTEMBI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHa;
keepalive: (0-21845)/30
CeKyHA,

3a4a€T BpeMeHHble MHTepBabl.

- holdtime — ecnu B Te4eHUe 3TOro BpeMeHun He byaeT NPUHATO

keepalive-coobuieHune, To coeamHeHne ¢ cocefom cbpacbiBa-

eTcs;

- keepalive —uHTepBan mexay otnpaBkoi keepalive-coobuieHunii.

V 3HaueHua holdtime u keepalive gomkHbl 6biTb MM60
06a paBHbI HyA10, N1M60 06a 60/blue HyAA.

holdtime gonkeH 6bITb 60sblie unu paseH keepalive.

— Ecnm 6bin BbIGpaH Taiimep hold, KoTopbii
HACTPOEH Ha JIOKaZIbHOM MapLIPyTU3aTOpe, TO UC-
nonb3yeTcA JIOKasbHOe 3HaueHue Takmepa
keepalive;

— Ecnm 6bin BbIGpaH Taiimep hold, KoTopbii
HacTPOeH Ha cocegHeM MapLUPYTM3aTope U 3Haue-
HUe NI0KaNbHO HacTpoeHHoro Tailmepa keepalive
meHbwe yem 1/3 sbibpaHHoro Taiimepa hold, To
MCNoNb3yeTcA JIOKa/ZbHOEe 3HaueHue Talkimepa
keepalive;
Echm 6bin  BbibpaH Tailmep hold, KoTtopbiit
HaCTPOEH Ha coceagHeM MapLUpyTM3aTope U 3Haue-
HUEe JIOKaZIbHO HacTpoeHHoro Takimepa keepalive
6onblie yem 1/3 sbibpaHHoro Taiimepa hold, To
MCNONb3yeTcA Lie/sIoe YUCNO, KOTOpOoe MeHbLue
yem 1/3 sbibpaHHOro Taiimepa hold.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a436T BpEMEHHOW MHTEpBan yAep:KaHuA coceaa B COCTOAHMMU
Idle nocne Toro, Kak oH Bbl1 COpOLIEH B 3TO COCTOAHME. 3a 3TOT
WHTEpPBaN BCe NOMbITKMN NepeycTaHOBUTL COeanHeHMe C CoceaoM
6yAyT OTK/IOHEHbI.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEKYHA,

3a4aéT BpPEeMeHHOM WHTepBan MeXay YcTtaHoskoih TCP-

coeguHeHus u otnpasKoi nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

shutdown

no shutdown

-/no shutdown

ALOMUHUCTPATMBHO BbIK/OYAET ceccum co Bcemu BGP-cocegamum,
BXOAALLMMM B COCTaB peer-rpynmbl, ¥ OYULLAET NPUHATbIE OT HMUX
MapLLPYTbl, HE YAaNAA UX KOHOUTYpaLuUH.

B KOHOUrypaLmio Kaxaoro cocesa, BXOAALLEro B peer-rpynmny, 8
KOHTEKCT (router-bgp-nbr) gobasnserca komaHaa shutdown.

AOMWHUCTPATUBHO BKAKOYAeT ceccumn co Bcemn BGP-cocegamm,
BXOAALMMM B COCTAB peer-rpynnol. Yganaer komaHay shutdown
13 KOHOUTYpaumm Kaxkaoro cocesia, BXOAALLETO B peer-rpynny.

update-source [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group |
Loopback /oopback | Vlan
vlan_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT uHTepdeiic, KOTopbiil ByaeT UCNOb30BaH B KauyecTse
MCXOAALLEro NPU COEMHEHUN C COCELOM.

OTMEeHAET PyYHYI HACTPOMKY ucxoadllero uHTepderica, BKK-
YaeT aBTOMaTM4YecKuii Bbibop nHTepdelica.
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route-reflector-client [meshed]

HasHauutb BGP-cocena Route-Reflector knneHtom.

- meshed — napameTp BbICTaBAAETCA €CAN UCNOb3yeTcA mesh-

Tononorua. NMpu noay4eHun ot Takoro kKnmeHta BGP-mapwpyTos

OHU He byayT NepecbiNaTbCsa APYrMM KANEHTAM.
BGP-mapwpyTtusatop sasnsetrca route-reflector-om,

no soft-reconfiguration in-
bound

-/disabled V ecnn xoTta 6bl 0ANH ero coces CKOHGUIYPMpPOBaH Kak
route-reflector KnueHr.
[na npumeHeHUA AaHHOW KOomaHAbl Heobxoaum ne-
V pe3anyck BGP-ceccum ¢ cocepom.
no route-reflector-client YcTaHaBAnBaeT 3HaYeHMeE MO YMONYAHMUIO.
soft-reconfiguration inbound KomaHpa coxpaHAeT nosiyyeHHble OT cocefa MapLlipyTbl B OT-
AenbHol obnactn namatn. MeTo No3BonAeT NPUMEHUTL BXOAA-
Lyt NOAUTUKY «route-map in» ans cocena 6e3 cbpoca cocen-
. CTBA U 3aMpoca MapLIpyToB.
-/disabled

V Mo ymonuaHuio pabotaet mexaHusm Route Refresh.

OTKAOUYUTb MEXAHM3M COXPaHEHMA MaPLLPYTOB.

prefix-list name {in | out}
name: (0..32) cumBona

no prefix-list name {in | out}

- name — Has3BaHue |IP prefix-list, KoTopbili 6yaeT npumeHeH K
AHOHCMPYEMbIM MM NPUHUMAEMbIM MapLIPyTaM.

OtBa3aThb IP prefix-list.

fall-over bfd
no fall-over bfd

-/BbIKNOYEHO

BkntounTb npoTokon BFD Ha peer-rpynne.

BbikntounTb NnpoTtokon BFD Ha peer-rpynne.

password word

word: (1..128) cumBonOB;
Mo ymonyanuio
ayTeHTUdUKaumA
OTK/ItOYEHa

no password

BkntouaeT ayteHTMdMKaumio Bcex TCP-cermeHTOB, NPUHATBIX OT
BGP-cocena. 3afaeT KoY ayTeHTUDMKaALUKM B TEKCTOBOM BUAE.
[aHHasa HacTpoiKa WrHOPUPYeTCA, ecnu AN ayTeHTUPUKauum
yKkasaHa key-chain.

[aHHas HacTpoiKka MWrHopupyetca ANA NUPOB, BXOAALLMX B
HacTpauBaemyto rpynny, Ana KOTOPbIX NPUCYTCTBYIOT COOBCTBEH-
Hble HAaCTPOMKM ayTeHTUdUKaLmu.

- word — K/to4 B TEKCTOBOM BUZeE.

YcTaHaBAMBaeT 3HAYEHWe no YMONYaHULO.

password encrypted
encryptedword

encryptedword: (1..128);
Mo ymonuyaHuio
ayTeHTUdUKaUMA
OTK/IloYeHa

no password encrypted

BktoyaeT ayTeHTUOUKauMIo Bcex TCP-cermeHToB, NPUHATbLIX OT
BGP-cocena. 3apaeT KoY ayTeHTMdUKaLmMmM B 3amdpoBaHHOM
Buage (Hanpumep, naponb B  3awudpoBaHHOM  BuAe,
CKOMWPOBAHHbIN C APYroro ycTponcTaa).

[aHHaa HacTpoiKa WrHOpPUpYeTCca, ecnn Ans ayTeHTUdUKauum
yKasaHa key-chain.

[JaHHas HacTpoiKa WrHopupyeTca ANA NUPOB, BXOAAWMX B
HacTpaMBaemylo  rpynny, A/a  KOTOPbIX  MPUCYTCTBYIOT
cobcTBEHHbIE HAaCTPOMKM ayTEHTUDUKALUM.

- encryptedword — kntod B 3awndpoBaHHOM BUeE.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

password key-chain word

word: (1..32) cumBonos;
Mo ymonyanuio
ayTeHTudUKaumaA
OTK/IloYeHa

no password key-chain

3a4aTb UMA CBA3KM KAtoYel, KoTopan byaeT MCNonb30BaTbCa ANA
ayTeHTMdMKaLumm Bcex TCP cermeHTOB, NPUHATLIX OT BGP-coceaa.
[aHHas HacTpoiKa WrHopupyeTca ANA NUPOB, BXOAAWMX B
HacTpaMBaemylo  rpynny, AAA  KOTOPbIX  MPUCYTCTBYHOT
cobcTBEHHbIE HAaCTPOMKM ayTEHTUDUKALUM.

- word — VMs CBSI3KM KNKOYen.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHOwbi pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 4148 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

Bupa 3anpoca KomaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnuua 307 — KomaHap! pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHoa

Aelicmeue

clear ip bgp [ip_add]

MNepeycTtaHaBauBaeT coegmHeHna ¢ BGP-coceaamm, ounuias
NPUHATbIE OT HUX MAPLIPYTbI;

- ip_add — appec coceaHero BGP-cnukepa, ¢ KoTopbim byaeT
nepeycrtaHoOB/IEHA CECCUA.

show ip bgp afi safi afi: (all, ipv4, 12vpn);

safi (all, unicast,mul-
ticast, evpn)

OTo6pasnTb Tabamuy BGP-mapwpyTtoB (Loc-RIB) ykasaHHbIX
AFI/SAFI.

- afi — naeHTudukatop Address Family;

- safi — naeHtTnpukatop Sub-Address Family.

show ip bgp [ip_add]

OTo6pa3unTb Tabauyy BGP-mapwpyTos (Loc-RIB).
- ip_add — npeduKc noaceTv HasHayeHUs, No KoTopomy byaet
oTobpaykeHa noapobHan MHopMaLMA O MapLIPYTax 40 Heé.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pa3nTb MHGOPMALMIO O HACTPOEHHbIX BGP-coceasx.
-ip_add—appec cocegHero BGP-cnukepa, no Kotopomy byaet
oTPpUAbTPOBaHA NHDOPMALUS;

- detail — oTobpa3nTb NoApPobHY MHbOPMaLMIO;

- advertised-routes — 0T06pa3nTb TabAMLYy MApLIPYTOB, aHOH-
CUPOBAHHBIX coceay;

show ip bgp peer-group
name

- received-routes — 0T06pasuTb Tabauuy nNPUHMMaEMbIX

MapLUPYTOB 40 NPUMEHEHMSA K HUM BXOAALLEN NOAUTUKM.
Kntouom received-routes B KOHTEKCTE HACTPOMKM CO-
OTBETCTBYIOLLEro COCeAa AOMKHA 6biTb 3agelicTBO-

OT06pa3sunTb co3gaHHble Peer-rpynmnbl U UX HACTPOMKMK.

- name — 0T06Pa3nTb HaCTPOWKM rPyMrbl C UMEHEM hame.

show ip bgp peer-group
name neighbors

Ana otobpaxkeHUA NPUHUMAEMbIX MAPLUPYTOB C
BaHa KomaHpga soft-reconfiguration inbound.
OTO6pPa3nTb COCTOALMX B peer-rpynmne coceaen.

5.30.5 Hacmpolika npomokona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMUYECKON MapLUpPyTU3aLLMK, OC-
HOBaHHbI Ha TEXHO/IOTMWN OTCNEKMBAHUA COCTOAHMA KaHana (link state technology) 1 ncnonb3yowmin ans
HaxoXAeHWA KpaTyanwwero nyty anropuTtm JenKkcTpbl. NMpoTokon IS-IS npeactasnaeT coboi NPoTOKOA BHYT-
peHHero wnto3a (IGP). MpoToKkon IS-IS pacnpocTpaHAeT MHGOPMaLMIO O AOCTYMHbIX MapLpyTax mesKay
MapLLpPyTU3aTOPaMmn OAHOM aBTOHOMHOW CUCTEMDbI.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHduUrypaumm:
console (config) #

Tabnunua 308 — KomaHabl pexkrma rnobanbHOM KoOHGUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 YMOAYAHUIO

KomaHda

3anyckaert IS-IS mapwpyTnsatop. Bxognt B pexxmm KoHourypaumm
npoTokona IS-IS.

router isis
-/ISIS mapuipyTusatop

no router isis OTK/NtOYeH OctaHasnusaeT IS-IS mapuwpytusatop. Yganaetr KoHburypauuo

npoTokona IS-1S.

KomaHObI pexcuma KoHgu2ypayuu npomokoad I1S-1S

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoOHPUrypaumm npotokona IS-IS:

console (router—isis) #
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Tabnnua 309 — KomaHabl pexkmma KoHoUrypauum npotokona IS-IS

KomaHda

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

address-family ipv4 unicast

MepexoauT B pexxum KoHdurypauum Address-Family.

authentication key word

3ajaTb KAOY ayTeHTMOMKaLMKM B BUAE TeKcTa. McnonbayeTcs

[level] word: (1..20) ana ayteHTudukaumm LSP, CSNP, PSNP PDU. [laHHaa HacTpoiika
CMMBOI0B; UrHOpUpyeTcAa, ecan AN ayTeHTUdUMKaLmMK yKasaHa key-chain.
level: (level-1, level- - word — KNto4 B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HAaCTPOWKa.
no authentication key Ypanaer ka4 ayTeHTUGUKaLNMN.
authentication key encrypted 3apaerT KoY ayTeHTUOMKaLMK B 3awmMdpoBaHHOM Buae (Hanpu-
encryptedword [level] mep, Naposb B 3alWIMPPOBAHHOM BUAE, CKONUPOBAHHbBIN C ApY-
encryptedword: roro yctpoicrsa). Ucnonbdyetca Ana ayteHTUduKaumm LSP,

(1..128) cumBonoB;
level: (level-1, level-2)/

CSNP, PSNP PDU. [laHHaA HacTpoiKa UrHOpuMpyeTcs, ecan gns
ayTeHTUdMKaLMM yKasaHa key-chain.

level-1-2 - encryptedword — knto4 B 3aWwMdpoBaHHOM BUAE;
- level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
no authentication key Ypanaer ka4 ayTeHTUGUKaLUN.
authentication key-chain 3apaTb UMA CBA3KM KJtoYeid, KoTopaa ByaeT ncnosnb3oBaTbeA
word [level] word: (1..32) Aans ayteHtudukaumm LSP, CSNP, PSNP PDU.
CMMBONa; - word — UMA CBA3KU KJItOYel;
level: (level-1, level-2)/ - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
level-1-2 OTK/IIO4AET PEXKMM UCMONb30BAHMUA CBA3KMU KItOUEN AN1A ayTeH-

no authentication key-chain

TMdMKaumu.

authentication mode {text |

level: (level-1, level-

BkntouyaeT ayTeHTUOMKayuto B IS-IS n onpepenseT ee Tmn:

md5} [level] 2)/level-1-2; - text — ayTeHTUdMKALMA OTKPLITEIM TEKCTOM;
Mo ymonYaHuio - md5 — ayteHTUdUKauma MD5;
ayTeHTUdMKaLms - level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.
no authentication mode OTKAOYEHa. YcTaHaBMBaET 3HaYEHME N0 YMONYAHUIO.
hostname dynamic BKAOUMTL NOAfEPKKY AMHaMUYeckmx hostname.
-/BKAOYEHO

no hostname dynamic BbIKNOUNTL NOALAEPIKKY AMHaMMYecKnx hostname.
is-type {level-1 | level-2-only 3apaet TN MaplupyTm3atopa B IS-IS gomeHe:
| level-1-2} - level-1 - Bce B3anmogencTena ¢ ApyrMmu mapLupyTM3aTopamm

npouncxoaaT Ha 1 ypoBHe;

- level-2-only — Bce B3aMmoaencTauns ¢ 4pyrumu mapLipytmsa-

-/level-1-2

no is-type

TOpaMu NPOUCXOAAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO nogaep:KMBaeT B3aumoencramsa o6o-
NX YPOBHEN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

Isp-buff-size size

size (512-9000)/1500

YcTaHaBAMBaET MaKCUMa/IbHO BO3MOMKHbIN pasmep oTnpasnse-
mblIx LSP 1 SNP. 3HaueHue Isp buffer size He foKHO NpeBbIWaTbL

GaiiT 3HaveHue pdu buffer size.
no Isp-buff-size YcTaHaBAMBaET 3Ha4eHMe N0 YMOYaHUIO.
Isp-gen-interval second [level] 33/138T MUHMMa/IbHBIA UHTEPBaN B MC, MeX Ay reHepalmeit oa-
second: (1- HOM U TOW e LSP.
65535000)/30000 - second — 3Ha4YeHWe UHTepPBaNa B MUANNCEKYHAAX, MO UCTeYe-
MUIUCERYHE; HUKM KoToporo LSP MoXeT 6biTb 3aHOBO CreHepuMpoBaHo;

no Isp-gen-interval

level: (level-1,
level-2)/level-1-2

- level — ypoBeHb 418 KOTOPOro NPUMEHUM AAHHbIN MHTEpBan.
Ecnu He yKasblBaTb, UHTEPBA MPUMEHUTCA K 060MM YPOBHAM.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

Isp-refresh-interval second

no Isp-refresh-interval

second: (1-65235)/
900 ceKyHA,

3a4aéT MaKCMMasibHbIN MHTEPBAN B CEKYHAAX, MeXay reHepa-
umeit LSP.

- second — 3Ha4YeHve UHTepPBaNa B CEKYHAAX, NO UCTEYEHUM KO-
Toporo LSP 6yzeT 3aHOBO CreHepnpoBaHo.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

max-Isp-lifetime second

no max-Isp-lifetime

second: (350-65535)/
1200 cekyHp,

3asaeT Bpems KU3HU LSP. 3HayeHne AOMKHO BbiTb XOTA 6bl Ha
300 cekyHa b6onblue, yem Isp-refresh-interval.
- second — 3HaYeHUNe B CEKyHAaX.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.
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metric-style style [level]

style: (narrow, wide,

3a/aeT UCMO/b3YEMbIV CTU/Ib METPUKM.

-narrow — NOAAEP}KMBaTb TOMIbKO CTaHAAPTHYIO (y3Kyto) meT-
puky;

-wide — noaAepKMBaTb TOIbKO PaCLUMPEHHYIO0 METPUKY;

start

both)/both -both — noapep*mMBaTb 06a CTUAA METPUKY;
level: (level-1, level- - level — ypoBeHb, g KOTOPOro NPMMEHUM YKa3aHHbIN CTUb
2)/level-1-2 MeTpPUKK. Ecam He yKasbiBaTb, METPUKA NPUMEHUTCA K 060MM
YPOBHSAM.
no metric-style YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
net XX.XXXX.XXXX.XX YcTaHaBAuBaeT Tak HasbiBaemblit NET (Network Entity Title) ag-
pec — YHUKanbHbI AEHTUOUKATOP MapLLpyTU3aTopa B nNpese-
- nax IS-1S pomena. Mpwu 3anucn NET ncnonbsyertca WwecTHaauaTm-
pUYHAA cMCTeMa CYUCIEHUA.
no net YaanaeT ngeHtndrKaTop mappyTtmsaTopa.
shutdown OTtkntovaet npouecc ISIS.
-/BKNIOYEHO
no shutdown Bknatouaet npouecc ISIS.
spf interval maximum-wait YcTaHaBAMBaeT MHTEpPBan MeXA4y ABYMA MocCieAoBaTe/lbHbIMU
second second: (0- nepecyetamu aaroputma SPF B munancekyHaax.
no spf interval maximum- 4294967295)/5000 YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.
wait
spf threshold restart-limit YcTaHaBAMBAET CKObKO pa3 anroputm SPF MoKeT 6biTb npe-
number number: (1- pBaH o6HOBAEHWeM LSDB.
4294967295)/10
no spf threshold restart-limit YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.
spf threshold updates-restart 3agaeT KonnyectBo 06HoBNeHN LSDB, npu KOTOpbIX anroputm
number number: (1- SPF octaHaBnnBaeTca n nepesanycKaeTcs.
4294967295)/
no spf threshold updates-re- 4294967295 YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.
start
spf threshold updates-start Konuuyectso obHoBneHuMI LSDB, Heobxoamnmoe ans HemegneH-
number number: (1- Horo 3anycka anaroputma SPF (spf interval maximum-wait npwm
4294967295)/ 3TOM UTHOpWUpYyeTcs).
no spf threshold updates- 4294967295 YcTaHaBAMBaeT 3HaYeHMeE MO0 YMONYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Buna 3anpoca KOMaHAHOW CTPOKU B pexxume KoHpurypaumnm Address-Family:

console (router—-isis—-af) #

Tabanuya 310 — KomaHab! perknuma KoHourypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspewaeT umnopT connected mapLpyToB:

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINONHATLCS Nepe-
pacnpeseneHve MapLipyToB;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLLpyTam TUN MeT-
pUKK;

- metric — 3HaYeHMe METPUKU ANA UMNOPTUPYEMbIX MapLUPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit 6yaeT ucnonb-
30BaH AnA GUAbTPaALMM UMNOPTUPYEMbIX MAPLLPYTOB.

Ecnun rnobanbHO BKAKOYEH CTAaHAAPTHBIN (narrow) ctunb met-
PWKK, BCE 3HAYEHUA MeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

Be3 napameTpos 3anpeLaeT UMNopT connected mapLpyTos
B IS-IS. B cnyyae ykasaHuA napameTpa BO3BpalLAeT ero je-
donTHOe 3HaueHue.
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redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspelsaetT UMNopT cTaTUYeCcKMX MapLpyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PUIKK;

- metric — 3HaYeHMEe METPUKMN A7 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit ByaeT ucnonb-
30BaH 14 GUAbTPALMKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIM (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MEeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLiaeT MMMNOPT CTAaTUYECKMUX MapLLpY-
TOB B IS-IS. B cnyyae ykasaHmA napameTpa BO3BpalLaeT ero
nedonTHoe 3HaYeHue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewaet umnopt mapwpyTtos u3 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINOAHATLCA Nepe-
pacnpefeneHve MapLIpyTOB;

- type — YyCTaHOBWUTb MMMOPTMPYEMbBIM MapLUPYTaM TUN MET-
pVIKK;

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMBIX MapLIPYTOB.

Ecnau rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MEeTPUKKU bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpewaet UMnopT mapwpytos u3 RIP B IS-
IS. B cnyyae yKasaHuMA mapameTpa BO3BpalLaeT ero AedponT-
HOe 3HayeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspelsaet umnopt mapwpytos u3 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLUpyTam TUN MeT-
pUKM;

- metric — 3HaYeHMEe METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — nms cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH 1A GUAbTPALUN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PUKM, BCE 3HAYEHUs METPUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLLaeT UMNOPT MapLpyTos 13 BGP B IS-
IS. B cnyyae ykasaHus nmapameTpa Bo3BpalLaeT ero aedponT-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal,
external);
match:(internal,
external-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paspewwaet umnopt mapwpytos ns OSPF B IS-IS.

- id —npeHTMduKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbI ByaeT BbINOAHATLCA Nepe-
pacnpezeneHne mapLupyTos;

- type — yCTaHOBWUTb MMMOPTUPYEMBIM MapLUpyTam TUMN MeT-
pVIKK;

- match — Tun mapwpyTta OSPF, noanexalmii uMnopTy.

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnosb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MeTpUKKM bonblie 63 BbyayT yKasaHbl B
TLV Kak 63.
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no redistribute ospf [id]
[level level] [metric-type
type] [match match]
[metric metric] [filter-list
name]

be3 napameTpoBs 3anpeLwaeT UMNOPT MapLpytos us OSPF B
IS-IS. B cnyyae ykasaHuMA NnapameTpa Bo3BpalyaeT ero gedont-
HOe 3HayeHue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabanuya 311 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIK/IOYEHO

BkntoyaeT npoTokon mapuwpyTtusaumm IS-IS Ha Tekywem uHTep-
deiice.

BbikntoyaeT NPOTOKON MapLipyTusaumm IS-IS Ha TeKkywem WHTep-
deiice.

isis authentication key word
[level]

no isis authentication key

word: (1..20) cumBo10B;
level: (level-1, level-2)/
level-1-2

3afaTb KoY ayTeHTUOUKALMKM B BUAe TeKcTa. Mcnonbsytotea ans
ayteHTMduKaumm HELLO PDU. JaHHaa HacTpoiika UrHopupyeTtcs,
ec/n AnA ayTeHTUdUKaumm ykasaH key-chain.

- word — KN4 B TEKCTOBOM BUZE;

- level — ypoBeHb IS-IS.

Ypanaer ka4 ayTeHTUOUKaumn.

isis authentication key en-
crypted encryptedword [level]

no isis authentication key

encryptedword: (1..128)
CMMBO0B;
level: (level-1, level-2)/
level-1-2

3apaeT KAtoY ayTeHTUdMKaLMM B 3alimMbpoBaHHOM BUAeE (Hanpu-
Mep, Naponb B 3aWndpPoBaHHOM BUAE, CKONMMPOBAHHbBIV C ApY-
roro ycrtpowcrea). Ucnonb3ytotca ana ayteHTudukaumm HELLO
PDU. [laHHan HacTpoWKa UTHOpUPYeTCA, eCNun Ans ayTeHTUdUKa-
UK yKasaH key-chain.

- encryptedword — Kntoy B 3alinMdpoBaHHOM BUAE;

- level — ypoBeHb IS-IS.

Ypanaer Knoy ayTeHTUbUKaLmm.

isis authentication key-chain
word [level]

no isis authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-2)/
level-1-2

3a4aTb MMA CBA3KWM KAtoyel, KoTopas byaeT MCno/b30BaTheA
Ansa ayteHTMouKaumm HELLO PDU.

- word — UMA CBA3KU KAOYel;

- level — ypoBeHb IS-IS.

OTKNIOYAET PEXMM UCNONb30BaHUA CBA3KM Ktouel ANs ayTeH-
TMdUKaLmK.

isis authentication mode {text
| md5} [level]

level: (level-1, level-

BkntoyaeT ayteHTMOMKaumio B HELLO PDU Ha TekyLwiem UHTep-
device n onpenensner ee Tmn:

no isis circuit-type

2)/level-1-2;
- text — ayTeHTMOMKaALMA OTKPBITHIM TEKCTOM;
Mo ymon4yaHuio
- md>5 — ayTeHTUdUKauyma MD5;
ayTeHTUOUKaLmA
- level — ypoBeHb IS-IS.
— — OTK/Ilo4eHa
no isis authentication mode YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.
isis circuit-type {level-1 | level- YKasblBaeT, coceACcTBa KAaKoro ypoBHA MOXKHO ¢popmmpoBaTh Ha
2-only | level-1-2} -/level-1-2 AaHHOM MHTepodeiice.

YcTaHaBAMBaeT 3HaYeHWe No YMOJYAHUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YcTaHaBAMBaeT METPUKY A/11 AaHHOTO UHTepdelica.

- metric — 3HayeHne MmeTpukn. Ecamn rnobanbHO BKAKOYEH CTaH-
4apTHbIA (narrow) CTUAb METPUKM, BCE 3HAYEHMA METPUKMK
6onbue 63 6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, pns KoToporo 6yfeT NpMMeHATbLCA MeT-
puKa.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbIN pexum
OTK/OUEH

MNepeBoANT MHTepdENC B NAaCCUBHbLIA pexum. B sTom perkume
MHTepdeic He OTNPaBAAEeT U He NpuHMmaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

isis network point-to-point

no isis network point-to-point

-/broadcast

YcTaHaBAMBaeT TMN MHTepdeiica point-to-point.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYaHUIO.
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isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBAET pexkum paboTbl nagaunHra hello-coobuweHni.
- disable — oTKNOUMTB NagAaMHE BO BCex coobueHuax hello;

- enable — BKNOUYNTb NaaANHT BO Bcex coobuieHusx hello;

- adaptive — BKNOYUTb NAAAMHT A0 YCTAaHOBNEHMA COCeacTBa.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/
1500 6ant

YcTaHaBAMBAET MaKCMMasbHbIM pasmep PDU, oTnpaBasembix 1
nosly4aembix Ha 3TOM WHTepdelice. 3HayeHue pdu-buff-size
OO/IXKHO 6bITb 6oMbLIE 3HaYeHus isp-buff-size.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnuya 312 — KomaHzabl perkmuma KoHourypaumm nHtepdelica Loopback

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIK/IOYEHO

BkatoyaeT npoToOKOA MaplpyTm3aumm IS-IS Ha Tekywem nHTep-
deiice.

BbikntoyaeT NnpoToKon mapLpyTusaumm IS-IS Ha Tekywem nHTep-
deiice.

isis circuit-type {level-1 | level-
2-only |level-1-2}

no isis circuit-type

-/level-1-2

YKa3bIBaeT, COCEACTBA KAKOro YPOBHA MOXHO pOpMMPOBaTL Ha
AaHHOM unHTepdeiice.

YcTaHaBAMBaEeT 3Ha4YeHue no YMO4YaHUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YcTaHaBAMBaeT MeTPUKY A/1A AaHHOTo UHTepdelica.

- metric — 3HaYeHne MeTpUKKU. Ecam rnobanbHO BKNKOYEH CTaH-
JapTHbIM (Narrow) CTUAb METPUKWU, BCE 3HAYEHUA METPUKM
6onble 63 6yayT yKasaHbl B TLV Kak 63;

- level — ypoBeHb IS-IS, ana KoToporo byaeT NpUMeHsTbCA MeT-
pvKa.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHBIN peXxum
OTK/ItOYeH

MepeBoanT MHTEPdENC B MACCMBHbLIN pexum. B aTom pexume
NHTepoelic He oTNpaBaseT U He NnpuHUMaeT HELLO PDU.

YcTaHaBAMBaeT 3HAYeHue no YMO4YaHUIO.

KomaHOwbl pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM UMeeT BUA,:

console#

Tabnunuya 313 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show isis database [level]

level: (level-1, level-2)

OTobparkaeT 6a3y faHHbIX TONOAOrMM NpoToKoAa IS-IS.
- level — yka3biBaeT ypoBeHb npoTokona IS-IS, 6a3y AaHHbIX KOTO-
poro Heo6xoaMMO 0TO6pPa3UTL.

show isis hostname

OTobparkaeT n3BecTHble cooTBeTcTBUA SystemID u Hostname.

show isis interfaces
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTobparkaeT nHdopmaumio 06 uHTepdelicax, yyacTsytowmx B IS-IS.
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show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTobparkaeT MHGoOpMaLMIo O coceasnx.
- detail — ncnonb3osaHune gaHHOro napameTpa No3sonseT otobpa-
3UTb AEeTasIbHY0 MHGOPMALMIO O coceanX.

clear isis

CbpocKuTb BCe COCEACTBA U OYUCTUTL Tabimuy mapwpyTusaumm IS-IS.

5.30.6 Hacmpolika Route-Map

MpumeHeHWe route-map No3BoAAET USMEHATb aTPMOYTbl Yy aHOHCUPYEMBIX M MPUHUMAEMbIX MapLL-

pyTtos BGP.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabnunua 314 — KomaHabl perknma rnobanbHoM KoHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

system router resources
policy-ip-routes [number of
IPv4 policy routes]
policy-ipv6-routes

[number of IPv6 policy
routes]

no system router resources

number of IPv4 policy
routes: (0..32)/0;

number of IPv6 policy
routes: (0..32)/0

BblaenseT pecypcbl MapLpyTm3aumMm ana nsmeHeHmsa next-hop y
TPaH3UTHOrO MAapLLPYTM3NPYyemMoro TpaduKa.
KomaHgza npumeHsaeTca nocne nepesarpysku.
B TeKkyweit Bepcun NO nopaepkaHa pabora TonbKo
V IPv4 policy routes.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOYAHUIO.

route-map name
[section_id ] [ permit |
deny]

no route-map name [sec-
tion_id ] [ permit | deny ]

name: (0..32) cumBona;
section_id:
(1..4294967295)

Co3paeTt 3anucb route-map.
MepeBoANT KOMaHAHYIO CTPOKY B PEXKUM KOHPUTYpUpPOBaHUA
route-map.
- name — Ha3BaHue route-map;
- section_id — Homep 3anucu B 3TON route-map;
- permit — npUmMeHUTb set KOMaHAbI K MapLpyTam;
- deny — oT6pOCUTbL MapLIpPYTbI.
MaKkcumanbHoe KonuuyectBo route-map = 32
V (BKNtOYanA ceKuumn ogHoro route-map).

Ypansaet route-map.
- name — Ha3BaHue route-map;
- section_id — ypanaeT 3anucb ¢ Homepom section_id.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet, VLAN, uHmepagelica 2pynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B peXXume KoHdUrypaumm cekumm route-map:

console (config-route-map) #

Tabnnua 315 — KomaHapl pexkmma KoHourypaumm untepdeliica Ethernet, VLAN, nHtepdeiica rpynnbl nop-

TOB

KomaHoa

3HayeHue/3Ha4yeHue
no ymoan4aHuro

Aelicmeue

ip policy route-map name

no system router resources

name: (0..32) cumBona

MpumeHsAeT route-map ¢ UMeHeM name ANS 3aJaHHOTO UHTep-
deiica.

Yaanset route-map c nHtepdeiica..
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KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

BuA 3anpoca KOMaHAHON CTPOKM B pexxnume KOHPUrypaLumm cekumm route-map:

console (config-route-map) #

Tabnnua 316 — KomaHabl pexkMma KoHbUrypaumm cekuum route-map

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3afaTb HOMep ciefytoulei cekuun route-map, Kotopas 6y-
JeT NpUMeHeHa K MapLIpyTam, Noc/ie NPUMeEHeHUA TEKYLLEN.
- section_id — Homep 3anucu B 3Toi route-map;
- and — yka3blBaeT, 4To match yctaHoOBKM B 3TOI route-map
O0J/IXHbI BbITb NIornyeckn obveamHeHbl (AND) ¢ match ycra-
HOBKamM B route-map, 0603HaYeHHbIX NapameTpom
section_id.
CosgaHue ueno4ek route-map (6e3 napamerpa and)
V BO3MOXHO, €C/M Tun route-map BbICTaBlAeH B
permit.
Ecnn npu co3pgaHuM Lenovyku npumeHseTca napa-
V meTp and, To Bce set YCTaHOBKW AO0/IXKHbI Haxo-
AUTbCA B NOocC/NeaHel CeKLMU 3TOM LLenoUKu.

CHpacbiBaeT yCTaHOBKY.

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apaet cootBetcTBue prefix-list v appeca mapwpyTa.

- address — cooTBeTcTBMe prefix-list v ip-agpeca mapwpyTa;

- next-hop — cootsetctBue prefix-list n next-hop ip-agpeca

MapLupyTa;

- route-source — cootsetctBue prefix-list n ip-agpeca ncrou-

HWKa MapLupyTa;

- name — Ha3BaHuWe route-map;
Y106bl HEe OTO6pacbiBaIMCb OCTa/ibHble MApLUPYTbI,

V He yKa3saHHble B prefix-list, Heo6xoaumo co3partb

nycToii route-map U NpUBA3aTb €ro K TeKylemy ye-
pes continue.

C6pacbiBaeT COOTBETCTBME.

match local-preference
value

no match local-preference

value: (1..4294967295).

3aZaeT COOTBETCTBME MApLUpYTa C aTpnbyTom local-
preference.

C6paCbI BaeT COOTBETCTBMUE.

match metric value

no match metric

value: (1..4294967295).

3afaeT cOOTBETCTBME MapLUpyTa C aTpubyTom metric.

C6paCbI BaeT COOTBETCTBUE.

match origin [igp |egp |
incomplete]

no match origin

3apaeT cooTBETCTBME MapLIPYTa € aTpMbyToMm origin.

- igp — mapuwpyT 6bln NONyYeH U3 NPOTOKONA BHYTPEHHEMN
MapLpyTM3aumm (Hanpumep, KomaHgoi network);

- egp — mapupyT 6bin BblydeH no npoTokony EGP;

- incomplete — mapLupyT 6bin BblyYEH KAKUM-TO MHbIM 06pa-
30M (Hanpumep, KomaHgoi redistribute).

C6paCbI BaeT COOTBETCTBMUE.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[o6asutb K mapwpyTy atpubyTt AS_PATHLIMIT.

Hynesoe 3HayeHne orpaHMYMBaeT aHOHCUPOBAHME NOKANbHO
CreHeprMpoBaHHbIX MapLUPyTOB, TONbKO mexay iBGP coce-
aamu (He byayT BuAHbI gna eBGP).

3HayeHue 6onbwe 0 o3HayaeT, yto ecnm AS_PATH atpubyt
nmeet bonbwe AS-HomepoBs, yem 3HayeHune AS_PATHLIMIT,
TO HY)KHO ero oTbpocuTb Npwu Bbixoae B eBGP.

CbpacbiBaeT path-limit.

set as-path prepend
as_number

no set as-path prepend

as_number: (1-
4294967295)

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

CbpacbiBaeT gobasneHue K AS-Path.

set as-path prepend local-
as value

value: (0-10)

[o6asuTb K aTpnbyTy AS-Path value Homepos Local AS (Ha Bbl-
xop, eBGP-coceay).
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no set as-path prepend lo-
cal-as

CbpacbiBaeT gobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127) cum-
Bosa

Yaanutb 13 atpnbyTa AS-Path ykasaHHyto AS.

CbpacbiBaeT yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mappyTa.
- ip_address — IP-agpec next-hop.

CbpacbliBaeT ycTaHOBKY aTpmbyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HayeHune aTpmubyTa local-preference.

CbpacbiBaeT ycTaHOBKY aTpmbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBWTL 3HaYeHue aTpubyTta metric.

C6pacbiBaeT ycTaHOBKY aTpubyTa metric.

set next-hop-peer

no set next-hop-peer

ATpubYT He ycTaHOBEH

YcTaHoBUTb 3HauYeHWe aTpubyTa next-hop, Kak agpec coceaa.

CbpacbliBaeT yCcTaHOBKY aTpubyTa.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBWTb 3HaYeHwue aTpubyTa origin.

- igp — mapwpyT 6bln1 NoMyYeH U3 NPOTOKONA BHYTPEHHEN
MapLupyTu3auum (Hanpumep, KomaHaol network);

- egp — MapLpyT 6bi BblyyeH No npoTokony EGP;

- incomplete — mapwpyT 6611 Bbly4eH KaKUM-TO MHbIM 0Bpasom
(Hanpumep, kKomaHgoi redistribute).

C6pacbiBaeT ycTaHOBKY aTpubyTa origin.

set weight value

no set weight

value: (1-4294967295)

YcTaHOBWTL 3HaYeHue aTpnbyTa weight.

CbpacbiBaeT ycTaHOBKY aTpmbyTa weight.

KomaHOb1 pexcuma Privileged EXEC

Bce KomaHAbl AOCTYMHbI AR NMPUBMUAETMPOBAHHOIO MOAb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 317 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show route-map [name]

name: (0..32) cumBona

MpocmoTp MHPOPMaLMKM O CO3AaHHbIX route-map.
- name — nMa route-map.

5.30.7 Hacmpolika Prefix-List

Prefix-n1cTbl N03BONAOT PUNLTPOBATL NPUHMMAEMbIE Y aHOHCUMPYEMbIE MapPLUPYTbl NPOTOKOI0B ANHA-
MUYECKOWM MapLpyTU3aLmm.

KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnumua 318 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
ip prefix-list list-name [seq Co3patb Prefix-list.
seq_value] [description - list-name — ums co3gasaemoro prefix-nucra;
text] {deny | permit} - seq_value — HoOMep 3anucuy B CNUCKE NpedUuKCcoB;
ip_address [mask] [ge - text — onncaHue cnucka NpeduKcos;
ge_value] [le le_value] - deny — 3anpewatoLiee gencTene N8 MapLLpyTa;
list-name: (1..32); - permit — paspewarollee aeiicTene ANA MapLIpyTa;
seq_value: (1.. - ge_value — cooTBeTCTBMe A/AMHe npeduKca, PaBHOW WM
4294967294); 6onbluei, Y4em HacTpoeHHas gnHa npedurKca;
text: (0..80) cumsona; - le_value — cooTBeTcTBMe AnUHe npeduKca, KOTOPas paBHa
ge_value: (1..32); WM MEHbLLE HaCTPOEHHOW AMHBI NpeduKca.
le_value: (1..32) EC/M He HaWNOCb HY OAHOTO COOTBETCTBUSA, TO ByaeT
V npumeHeHa HeABHaA NONIMTUKA No ymondaHuio deny
any.
no ip prefix-list list-name Ypanute co3ganHbli Prefix-List.
[seq seq_value]

KomaHOwb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO NOAb30BaTeNA.

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:
console#

Tabnunua 319 — KomaHabl perkmuma Privileged EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

MpocmoTp nHbopmaumm o co3gaHHbix prefix-list.
- name — uma prefix-list.

show ip prefix-list [name]

name: (0..32) cumBona

5.30.8 Hacmpolika ceasku Knroueli

CBaA3Ka K/ouel nossonser cos3gatb Habop naponei (Knwueit) ¢ nocieayolleil BOSMOMKHOCTbIO
HACTPOMKM BPEMEHN AENCTBUA KaxKaoro napond. Co3gaHHble Napoam MoryT UCNo/1b30BaTbCA NPOTOKOAaMM
RIP, OSPF, IS-IS ana ayteHTUGMKaUUK.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM B pexkume rnobanbHON KoHdUrypauuu:
console (config) #

Tabnnuya 320 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue

Aeiicmeue
10 yMoA4YaHuo

KomaHoa

Co3aeT CBA3KY KAoYeln ¢ umeHem word 1 BXOAMUT B PEXUM KOHOU-

key chai d
€y chain wor word: (1..32) cumBona/- | rypaummu CBA3KM KatOYeW.

no key chain word Ypansaer cBA3Ky KAtoyel ¢ umeHem word.
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KomaHObI pexcuma KoHgu2ypauyuu cea3Ku Katoyel

BunA 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaLmm CBA3KN Katoyei:

console (config-keychain) #

Tabnunua 321 — KomaHabl perkMma KoHbUrypaumm CBA3KKU Katouei

3Ha4yeHue/3HayeHue »

KomaHoa / Aelicmeue
no ymoa4aHuro

key key_id . Co3pgaeT Ku ¢ naeHtTuouKatopom key_id 1 BXoAUT B peXXUM KOH-
key_id: (1..255)/- durypaumm Knrova.

no key key_id Yaansaet Katou ¢ naeHTMounkaTopom key id.

KomaHObI pexcuma KoHgu2ypayuu Kar4d

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumnm Kntova:

console (config-keychain-key) #

,ﬂ,aHHblﬁ PeEXUM OO0CTYNEH U3 PEXMMA KOHCI)VIpraLI,VIM CBAA3KU KNHOYEN U npeaHasHav4yeH gnAa 3agaHuAa

CaMOro K/1to4a 1 ero napameTpos.

Tabnnua 322 — KomaHabl pexkMma KoHbUrypaumm Kntouda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

key-string word

no key-string word: (1..16) cumBonos/-

3a4aeT 3Ha4YeHMe Katoua.

YaanaeT 3HayeHuMe Katoua.

encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3afaeT 3HauYeHWe KNtoYa B 3aWMdppoBaHHOM BUAE.

- encryptedword — 3alwindpoBaHHbIi Napoab (Hanpumep, na-
po/ib B 3aWwnppOBaHHOM BUIE, CKOMMPOBAHHbBIN C APYroro
YCTPOICTBA).

YpanaeT 3HayeHune Kawova.

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

-/BCeraa AencTeuTeNneH

no accept-lifetime

3a/iaeT BpemA XKMU3HM K/oYa, B TEYEHWE KOTOPOro KoY 6y-
OeT fAeiCTBUTENeH A/1A CBEPKM C KIOYOM B MPUHUMAEMBbIX CO-
obuweHunnax.

- time_to_start —Bpems 1 faTta Hayana AencTBMA Katova. 3a-
naetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpems W pata NpeKpaleHus AelcTBus
Kntoya. 3agetca B dopmate hh:mm:ss month day year;

- duration — 3apaeT NPOAOIKUTENBHOCTL AEUCTBUA KNtOYa B
CeKyHAaXx;

- infinite — ycTaHaBNMBaeT HecKOHeYHoe Bpema AeNCTBUSA
KAtova.

YaanuTb Bpema }KU3HU KNtoya.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/BCeraa gencTeuTeneH

no send-lifetime

3a4aeT BpeMsA KMU3HWU KNkoYa, B TEYEHWE KOTOPOro Koy by-
OeT peicTBuTeNeH ANA OTNPaBKM COOBLEHMA.

- time_to_start — Bpems U gaTta Hayana AencTBuA Katova. 3a-
npaetca B popmate hh:mm:ss month day year.

- time_to_stop — Bpemsa M AaTa NpeKpaleHUs AencTBus
Kntoya. 3agetca B opmate hh:mm:ss month day year.

- duration — 3apaeT NPOAOKUTENBHOCTb AENCTBUA KNKOYa B
CEeKyHIax.

- infinite — ycTaHaBNMBaeT HecKOHeYHoe Bpema AeNCTBUSA
KAtoya.

YaanuTb BpemaA }KU3HU KNtoya.

¥

Ecnn B KAaKOM-TO MOMEHT BPEMEHM Cpa3y HECKOJIbKO K/lovel byayT ABAATbCA AeUCTBUTE b-
HbIMM, TO GAKTUHYECKU UCNOJIb30BaATbLCA BYAET KNOY C HAMMEHbLIMM UAEHTUDUKATOPOM.
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOM CTPOKU MMEET BUA,
console#

Tabnunuya 323 — KomaHabl perkuma Privileged EXEC

3HavyeHue/3HayeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro
show key chain word word: (1..32) cumsona/- OTobparkaeT MHGOPMaLMIO O CBA3KE KkoUen ¢ umeHem word.

[pumepbl 8b1M0AHEHUS KOMAHO

Co3aaTb CBA3KY KAtoYel ¢ MmeHem namel n nomectuTb B Heé ABa KAtoya. Ha kntoue key 2 HacTpouTb
BPEMEHHOWN UHTEePBaJ, B TEYEHUE KOTOPOTO STOT K/KOY MOKET ObITb MCMO/Ib30BaH A/18 CBEPKU C K/IOYOM B
NPUHATbLIX NaKeTax.

console (config) #key chain namel

console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl

console (config-keychain-key) #exit

console (config-keychain) #key 2

console (config-keychain-key) #key-string testkey2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020
12:00:00 mar 20 2020

Moka3aTb MHGOPMaALMIO O CO34aHHOMN CBA3KE KLOYEN:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy6o9nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBL6UXZYyWVPzbqZ/6fI0OF3h3NBo6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.30.9 bBanaHcuposka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BbanaHcuMpoBKa Harpysku ECMP nossonseT nepenaBaTb NakKeTbl OAHOMY NOyYaTeNHO NO HECKO/b-
KUM «Ty4lIMM mMapLupyTamy». JaHHbli GyHKUMOHAN NpegHa3HavyeH AN pacnpeaeneHus Harpysku m on-
TUMM3aLUKU NPONYCKHOM cnocobHocTU ceTn. ECMP morKeT paboTaTb KaK CO CTaTUYECKMMM MapLUpPYTamu,
TaK 1 C NPOTOKOIAaMMN AMHAMUYECKOI MapLLPYTM3aUMN.

KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnuua 324 — KomaHap! pexxmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmesue
no ymMoA4YaHuro
ip maximum-paths maxi- 3apaTb MaKCMManbHOE KONMYECTBO NyTeW, KoTopble MOoryT
mum_paths 6bITb YCTaHOBAEHDI B FIB Ans Kaxaoro mapuupyra.

maximum_paths:

(1..64)/1 Hactpoiika BCTynuT B CUAY TONbKO NOC/e COXpaHe-
" \ / HUA KOHUrypauum 1 nepesarpysku ycTpoiicrsa.
no ip maximum-paths YCTaHOBUTb 3HAY€HMEe N0 YMOJIYaHUIO.

5.30.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npepHasHayeH A/1A pe3epBUMPOBAHUA MapLUpPYTM3aTOPOB, BbIMOJHAKOWMX POAb
L/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencos rpynnbl MapLLpyTU3aTOpPoB
B OZMH BMPTYasibHblI/, KOTOPbIN BYAET MCNONb30BATLCA KaK L3 MO YMOAYAHUIO A1 KOMMNBbIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pe3epBupyemble MHTepdencbl nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX —
Homep rpynnbl VRRP (VRID).

TonbKo 0aMH U3 PUINYECKMX MAPLUPYTU3ATOPOB MOMKET BbINOJHATL MapLpyTM3aumo Tpaduka Ha
BMpTyanbHoMm IP-uHTepdeiice (VRRP master), octanbHble MapLupyTM3aTOpbl B rpynne npegHasHavyeHbl 4
pesepsupoBaHua (VRRP backup). Bbibop VRRP master npoucxoguT B cootsetctBum ¢ RFC 5798. Ecau
TEKYWMIA master CTaHOBUTCA HeAOCTYMHbIM — BblbOp noBTOPseTcs. HauBbICWMKA MNPUOPUTET MMeET
MapLLpyTU3aTop ¢ cobcTBEHHbIM IP-agpecom, cCoOBNaAatoWMM C BUPTYabHbIM. B ciydae AOCTYNHOCTU OH
Bcerga craHosuTcA VRRP master. MaKcumanbHoe Konmyectso VRRP-npoueccoB gna KOMMyTaTopoB
MES2300-xx, MES3300-xx — 255, gna kommytatopos MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 127.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpelicos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

Bua 3anpoca KOmMaHAHOW CTPOKM B pexume KoHdurypauum wunHtepdericos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 325 — KomaHapl pexkmma KoHourypaumm nntepoeiica Ethernet, VLAN, nHtepdeitca rpynnel nop-
TOB

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmon4aHuio

vrrp vrid description text [obasneHne onncaHmaA Leam Uam ncnonb3osanua ana VRRP mapu-

vrid: (1..255); .
: _ text: (1..160 cUMBONOE) pyT13aTopa ¢ naeHTUOUKATOPOM vrid.
no vrrp vrid description YpaneHune onncaHma VRRP-mapwpyTtmsaTopa.
vrrp vrid ip ip_address Onpegenerune IP-agpeca VRRP-mapwpyTtnsatopa
no vrrp vrid ip [ip_address] YpaneHue IP-agpeca VRRP ¢ mapwpyTtnsaTopa. Ecam B KayecTse na-
vrid: (1..255) pameTpa He yKasaH IP-agpec, To yaanatca Bce IP-agpeca BupTyans-

HOro MapLIpyTM3aTopa, BCAEACTBUE Yero yAaanTca U cam BUPTY-
aNbHbIN MapLUpyTU3aTOp Vrid Ha J@aHHOM YCTPOWCTBE.

vrrp vrid preempt BKkntoueHue pexuma, npu Kotopom backup-mapluipyTtmnsatop c 6o-
Nlee BbICOKMM MpUopuTeToM ByZeT NbiTaTbCsA NepexBaTuTb Ha cebn
ponb master y TekyLiero master-mapLpytusaropa ¢ 601ee HU3KUM

vrid: (1..255); NPUOPUTETOM.
Mo ymonyaHutio MaplipyTusatop, KOTOpblii ABAAETCA BAaAeNbuem
BK/IIOYEHO IP-appeca mapuwpyTtusaTtopa, 6yaeT nepexsaTbiBaTb Ha
V ce6a ponb master He3aBUCUMO OT HACTPOEK AaHHOIA
KOMaHAbI.
no vrrp vrid preempt YcTaHOBKa 3HaYeHMA N0 YMONYAHMIO.
vrrp vrid priority priority vrid: (1..255); HasHaueHune npuoputeta VRRP-mapwpyTtnsatopa.
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no vrrp vrid priority

priority: (1..254);
Mo ymonuanuto: 255
ana snagenoua IP-

agpeca, 100 ana

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

no vrrp vrid source-ip

Mo ymonyanuto: 0.0.0.0

OCTaNbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoueHne VRRP-NpoToKoNa Ha AaHHOM MHTepdeice.
no vrrp vrid shutdown Mo ymonuaHnuio: BkntoueHune VRRP-npoTokona Ha gaHHOM nHTepdelice.
BbIK/IlOYEH
vrrp vrid source-ip ip_address vrid: (1..255); OnpegeneHue peanbHoro VRRP-aapeca, KoTopbiit 6yaeT Ucnonb3o-

BaTbCA B KadyecTse |P-agpeca oTnpasutens ana VRRP-coobLeHMNA.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

vrrp vrid track track_number
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
track_number: (1..64);
decrement: (1..253)

M3meHsaeT npuoputeT VRRP-mapLwpyTnsatopa npu UsmeHeHun co-
CTOAHUM TpeKa. [Mpu nepexose Tpeka B cocToaHUe down npuopuTeT
VRRP-mapLipyTM3atopa NOHUXKAETCA Ha 3HayeHue decrement_pri-
ority unu Ha 10, ecnu 3Ha4eHue decrement_priority He ykasaHo.

OTmeHAeT uameHeHue npmoputetra VRRP-mapwpyTtmsaTopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonuanuto: 1 cek

OnpeaeneHune MHTepBasa Mexay aHOHCaMW master-mapLupyTunsa-
Topa. Ecnn uHTepBan 3agaH B MUIMCEKYHAAX, TO MPOUCXOAMUT
OKpYyr/ieHne BHM3 A0 6ausKaiweit cekyHabl gnsa VRRP Version 2 1
00 6avKalwunx coTbix doseit cekyHabl (10 munnucekyHa) ans
VRRP Version 3.

YcTaHOBKa 3HaY€HUA N0 YMONYaHUIO.

vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpegeneHuve noaaepxmsaemoit sepcun VRRP npoToKona.

-2 — nogaep:kunsaetca VRRPv2, onpegeneHHblin B RFC3768. Mony-
yaemble VRRPv3-coobuieHna oTbpacbiBaloTCd MapLLpyTU3aTOPOM.
OTnpasnatoTca T0/1bko VRRPv2-aHOHChI;

-3 — noppepkmeaetca VRRPv3, onpeneneHHbin 8 RFC5798, 6e3
cosmectumocTn ¢ VRRPv2 (8.4, RFC5798). Monyyaembie VRRPvV2-co-
obleHna oTbpacbiBaloTcA  MaplpyTusaTtopom. OTnpasaaioTca
ToNbKO VRRPV3-aHOHCHI;

- 2&3 —noppeprkmeaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHoi coBmectumocTbio ¢ VRRPv2. Monyyaemble VRRPv2-co06-
weHna obpabaTtbiBatoTca  MapwpyTusatopom. OTnpasaatoTca
VRRPv2- 1 VRRPv3-aHOHCbI.

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum exclude

Mo ymonuaHwuio:
MCnosib3yeTca MeTos,
pacyeTta KOHTPO/IbHOM

BKNIOUMTL METOZ, pacyeTa KOHTPOJIbHOM CyMMmbl B 3arosioBke VRRP
6e3 yyeta ncesgo3aronoska. RFC 3768.

YCTaHOBUTbL MeToj, pacyeTa KOHTpOJ’IbHOVI CYyMMbl, onpep,eneHan‘fl

no vrrp vrid accept mode

pseudo-header CYMMbI C B RFC5798, no ymonyaHuio.
nceB03aro/I0BKOM

vrrp vrid accept mode [accept | YcTaHaBMBaeT pexnm paboTbl 06paboTKM NakeToB, afpecoBaHHbIX
drop] Ha BUPTYaNbHbIN agpec:

- accept — VRRP-mapLupyT1saTop B coctoaHuu Master 6yget npu-

HMMaTb MaKeTbl, afpPecoBaHHble HA BUPTYaNbHbIA agpec, Aarke

€C/IM OH He ABAAETCA BNaje/bLem 3TOro agpeca;

-/drop; - drop — VRRP-mapuwpyTursaTtop B coctosHun Master byaer otbpa-
vrid: (1..255)

CblBaTb NaKeTbl, agpeCcoBaHHbIe Ha BMpTya/’Ibelﬁ ajgpec, ecan oH
He ABNAEeTCA B/laAe/ibLeMmM 3TOro agpeca.

YcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

vrrp vrid authentication {text
word | md5 key-chain key |
md5 key-string { string |
encrypted md5-string }}

no vrrp vrid authentication

word: (1-8) cumeonos;
key: (1-32) cumBonoB;
string: (1-80) cumBONOB;
md5-string: (1-128) cum-
BOJIOB;
vrid: (1..255);
Mo ymonyaHutio:
ayTeHTUdMKaLmA
OTK/loYeHa

YcTaHaBAUBaeT pexum ayTeHTuduKaumm ansa naketos VRRP:

- text — noactaHoBKa B VRRP-nakeTbl napons gns ayreHTudumKaumm
B He LWWNdpoBaHHOM BUAE;

- md5 key-chain — noactaHoska B VRRP-nakeTbl naponsa Ans ayteH-
TMdUKaLMm B LUIMPPOBAHHOM BUAE C MOMOLLbIO CKOHOUTYPUPOBAH-
HOTO K/toYa WndpoBaHus;

- key — CKOHOUTYPUPOBAHHbIN KNtoY WKMPOBAHUSA;

- md5 key-string — noactaHoska B VRRP-naKeTbl napons Ana ayTeH-
TMdMKaumm B WMPPOBAHHOM BUAE C MOMOLLbIO 3a4aHNA Napons;

- string — Napo/ib 3a4aeTCA B OTKPbITOM BUAE (XPaHUTCA B 3alumnd-
poBaHHOM);

- md5-string — naponb 3agaeTca B 3aWMPOBAHHOM BUAE.

YCTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
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KomaHOwbi pexcuma Privileged EXEC

Bce komaHabl OOCTYyNnHbI ANA NPUBUNETNPOBAHHOIO NOJib3oBaTeNA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 326 — KomaHabl perkmuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHda

Aelicmeue

show vrrp [all | brief |

counters interface gi_port: (1..8/0/1..48);
{gigabitethernet gi _port | te_port: (1..8/0/1..48);
tengigabitethernet te_port | twe_port:
twentyfivegigabitethernet (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..128);
hu_port | port-channel group | vlan_id: (1..4094)

vlan vian_id}]

MpocmoTp KpaTKoW nau aetanbHo MHGOPMaLMK ANA BCEX UK
OHOr0 HaCTPOEHHOro BUPTYyasibHOro mappyTtusatopa VRRP.

- all — npocmoTp MHOOPMaLMKM O BCEX BUPTYasIbHbIX MApPLLPYTU-
3aTopax, BK/O4aA OTKNIOYEHHbIE;

- brief — npocmoTp KpaTkoi MHbGOPMaLMKM O BCeX BUPTYaNbHbIX
MapLIpyTU3aTopax;

- counters - oTobparkaeT cuetumkn ana VRRP.

[pumepbl 8b1M0MAHEHUS KOMAHO

e Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTtb 3TOT aApec B KayecTBe agpeca BUPTY-
anbHOro MmapupyTtunsatopa. Bkaountb VRRP-npoTtokon Ha nHtepdeice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if) # no vrrp 1 shutdown

e [locmoTpeTb KoHUrypaumto VRRP:

console# show vrrp

Interface: vlan 10
Virtual Router 1
Virtual Router name
Supported version VRRPv3
State is Initializing

Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0(default)
Virtual MAC address is 00:00:5e:00:01:01

5.30.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sonneT 6biCTPo 06HapYKUTb HEMCNPABHOCTU NNHKOB. BFD moxeT paboTaTb Kak
CO CTaTUYECKMMM MapLLpyTamMm, Tak 1 C NPOTOKOAaMN ANHAMUYECKo mapLipyTmsaummn RIP, OSPF, BGP.
B Tekywwen Bepcumn MO peannsoBaHa paboTa TO/NbKO C NpPoTOoKo/iom BGP.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHo KoHoUrypaymm:

console (config) #
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Tabnuua 327 — KomaHabl pexmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

bfd neighbor ip_addr [in-
terval int ] [min-rx min]
[multiplier mult_num]

int: (150..1000)/150
min: (150..1000)/150
mult_num: (1..255)/3

no bfd neighbor ip_addr

3apaTb BFD-cocepa.

- int — MUHUMaNbHLIA MHTEPBAN Nepegayn Ans obHapyKeHua
OWKn6KY;

- min — MWMHMMaNbHLIN MHTepBan Npuéma ana obHapyKeHuA
ownbKu;

- mult_num — Konn4yecTBo NOTEpPAHHbIX MaKeTOB A0 pa3pbiBa
ceccum.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBUAETMPOBAHHONO MO/b30BaTeNA.

BuAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 328 — KomaHgb! pexuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

MpocmoTp nHpopmauumn o6 akTMBHbIX BFD-cocegsax.

5.30.12 KoHdpuzypayua esupmyansHoii o6nacmu mapwpymusayuu (VRF lite)

VRF (Virtual Routing and Forwarding) — 3To TexHOn0ruA, KOTopasa NO3BONAET HECKO/NIbKUM 3K3EM-
naspam TabanLbl MapLIpyTM3aLLMK COCYLLECTBOBATL B O4HOM MapLUpPyTM3aTOpe O4HOBPEMEHHO.
Cnucok noaaepaHHbix B VRF dyHKUMIA gocTyneH B Tabanue 332.

Tabnuua 329 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip vrf [vrf_name]

no ip vrf [vrf_name]

vrf_name: (1..32) cum-
BoNa

Co3pgaHue BUPTYyanbHOM 061aCTU MapLLpyTU3aLmK.

YaaneHue BUpTyanbHOM 061aCTU MapLIpyTM3aLmu.

Tabnunua 330 — KomaHabl pexkuma KoHurypaumm nHtepdeliica

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymoan4YaHuo

Aelicmeue

ip vrf [vrf_name]

no ip vrf

vrf_name: (1..32)
cMmBoOIa

MpuBA3Ka MHTepdeiica K 06nacTH BUPTYyanbHOM MapLIpyTU3a-
unn. NMocne BBOAa KOMaHAbI BCe CO3A4aHHble B AanbHeiwem IP-
agpeca byayT accoummnposatbea ¢ VRF, K KoTopomy 6bi1 npuss-
3aH UHTepdelic.

OTBA3Ka UHTepdeiica oT 061acTV BUPTYaNbHOM MapLIpyTU3aLLMK.

Tabnnua 331 — KomaHgb! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ip vrf [all [vrf_name]

vrf_name: (1..32) cum-
BO/IA

pyTv3aumm n 06 L3-uHTepdeiicax, KOTopble B HUX HAXO4ATCA.
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Tabnuua 332 — OyHKUMK, NnoagaepKaHHble ana paboTtbl B VRF

DyHKYUU

Hasuzayus

KomaHabl ynpaBneHuns
cuctemonm

5.4 KomaHZAbl ynpasaeHua cuctemon

Craruieckan 5.30 KoHdurypauma npoTOKOI0B MapLLpyTM3aLmm
MapLupyTU3aLma

OSFP 5.30.3 HacTpoitka npotokona OSPF, OSPFv3

BGP 5.30.4 HacTpolika npoTokona BGP (Border Gateway Protocol)

5.31 KoHodurypauma VXLAN

VXLAN — 3T0 BMpTya/ibHaA paclumMpeHHasa 4yactHasa ceTb (Virtual eXtensible Local Area Network).
[aHHaA TexHo10rMA No3BoAAET ynakosbiBaTb Ethernet-kaapol 8 UDP-cermeHTbl ¥ TPaHCNOPTUPOBATb MX NO

IP-ceTn.

VTEP — Virtual Tunnel End Point, ycTpoicTBO, Ha KOTOPOM HauyMHaeTcsa UAM 3akaHymBaeTca VXLAN-
TOHHeNb. Mogenu, onucbiBaemble B JaHHOM PYKOBOZCTBE, MOTYT AelCcTBOBaTb B Kayectse VTEP.

B kauectBe control plane ana VXLAN wucnonbsyetcs EVPN. 3To pacwupeHue npoTtokona BGP,
KOTOpOe NOo3BOJIAET CeTM NepenaBatb MHGOPMALMIO O AOCTYMHOCTU KOHEYHOrO YCTPOWMCTBA, TaKylo Kak
MAC-agpeca ypoBHa 2 n IP-agpeca yposHa 3. 3Ta TEXHONOIUA NJIOCKOCTU YNpaBaeHua ncnoaosyet MP-BGP
ana pacnpegeneHma MAC-aapecos 1 IP-agpecoB KOHeYHbIX ycTponcTs, rae MAC-agpeca paccmaTpumBaloTCs
Kak mapuwpyTbl. EVPN nossonseT ycTpolictBam AencrBoBaTb B Kayectse VTEP gna obmeHa nHpopmaumen
MmeKay coboi 0 LOCTYNHOCTU CBOUX KOHEYHbIX YCTPOMCTB.

V Mopapeprxkka VXLAN npepoctaBnaerca Nno AMLUEH3UN.

[Ona kommyTaTtopos cepmit MES2300-xx u MES3300-xx TexHonorua EVPN/VXLAN He noaaep-

ol Xusaetca.

KomaHObI pexcuma 2a06anab6Hol KoOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobasibHoM KoHdUrypaLmm:

console (config) #

Tabnnua 333 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

vxlan word

no vxlan word

word: (1..64) cumsona

Co3gatb VXLAN-MHCTAHC ¢ MMeHeM word U NepenTy B pexum
ero KoHpurypaumm.

Ecnm VXLAN-MHCTaHC C TaKUM MMEHEM YXKe CO34aH, TO nepenTn
B PEXMM ero KoHpurypaumu.

Yaanute VXLAN c umeHem word.

anycast-gateway
mac-address mac_address

no anycast-gateway
mac-address

mac_address: H.H.H
man H:H:H:H:H:H nan
H-H-H-H-H-H/

He 3a4aHo

3agaTtb BUPTYanbHbii MAC-aapec, KOTopbli 3aMmeHsieT 6a30BbIl
MAC-agpec KommyTatopa B ARP-COOBLLEHMAX, UCXOAALLMX C
MHTepdEencoB, Ha KOTOPbIX AaHHAA GYHKLMA aKTUBHA.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHguaypauyuu VXLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume pexkume KoHpurypaumm VXLAN:
console (config-vxlan) #

Tabnnua 334 — KomaHgb! pexkuma KoHdpurypaumm VXLAN

3HayeHue/3HayeHue

no ymon4aHuro
shutdown YcTaHaBuTb agMUHUCTPaTUBHbIN ctaTyc DOWN ana VXLAN-uH-
-/no shutdown CTaHca.
no shutdown YCTaHaB/MBAET 3HAYEHME MO YMONYAHUIO.
vlan vian-id vian-id: (1-4094) 3agatb vian id, KOTOp.bIlji byaet cBA3aH ¢ VXLAN-MHCTaHCOM.
no vian Ypanutb cBasky vlan id ¢ VXLAN-uHcTaHCcOM
vni vni-id [ip-routing] 3agartb Virtual Network Identifier (VNI), koTopbiii 6yaet uc-
Nno/Nb30BaTbCA B pamKax aaHHoro VXLAN.
- ip-routing — yKasbiBaeT, yto AaHHbIM VNI ByaeT mucnonbso-
BaTbCA ANA uHKancynaumm 8 VXLAN IP-nakeToB, mapLlpyTmsn-
pyembix B VRF.
no vni Ypanutb 3agaHHbIin VNI,
route-target { export | im- CosgaeT cnuckn umnopTa u akcnopta Route Target Community:
port | both } community - export — nob6asuTb Route Target Community K akcnopTupye-
MO MapLpyTHON MHPOpMaUnK;
community: (ASN2:NN, - import — umnopTMpoBaTb MapLIPYTHYIO MHHOPMALMIO C YKa-

IPV4:NN, ASN4:NN) 3aHHbIM Route Target;
- both — ykasatb umnopT 1 aKkcnoprT.
no route-target { export | Ypanaet cnuckm umnopTa 1 skcnopTa Route Target Commu-
import | both } community nity.
mcast-group ip_mul- Bkntoyaet B Tekyweit VXLAN pexum penaukaumm BUM
ticast_address Tpaduka c nomouibio PIM Multicast n npusasbiBaeT rpynnosoi
agpec K gaHHoi VXLAN. 3ToT agpec 6yaeTt ncnonb3oBaTbea
Kak agpec HasHayeHua B VXLAN naketax.
- ip_multicast_address — rpynnosoi IP-agpec.
Ans nonyyeHus TpadmKa yKasaHHOI B KOMaHae
V BblLLE rpynmnbl HE06X0AUMO BKAKOYEHMWE

KomaHoa Aelicmeue

vni-id: (1-16777214)

npotokona PIM Ha uHtepdeiice loopback ¢

YKa3aHueMm AaHHOWM rpynnbl Kak CTaTUYECKOM.

OnucaHue COOTBETCTBYIOLMUX KOMAHA, B

cnepyouwein Tabauue.

-/BbIKNIOYEHO
Bce VTEP 8 ogHom VNI gomxKHbI UICNONb30BaTh

V OAMH M TOT e MeToj, penaukauuu. B cnyyae
multicast Ha Bcex VTEP B ogHom VNI gonkeH
MCNONb30BaTbCA OAMUH U TOT XKe aapec rpynnbl.

~ MakcumanbHoe KoM4ecTBO YHUKanbHbIx mul-
ticast VXLAN TyHHenei (multicast rpynn) 256.
« OpHa multicast rpynna moxeT 6bITb Ha3HayeHa Ha
HecKonbko VXLAN TyHHeneu.
no mcast-group YCTaHaBAMBaET 3Ha4YeHMEe N0 YMONYAHMIO.

V' Dna kKoppeKTHOI paboTbl VXLAN Heobxoaumo yctaHoBneHue ceccun BGP mexay loopback-
uHTepdeicamm yCcTPpoMUCTB € yKasaHuem agpeca loopback B Kauectse bgp router-id.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica loopback

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxume KoHpurypaumnm nHtepdeliica loopback nmeet sma;

Console (config-if) #
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Tabnunua 335 — KomaHabl pexkuma KoHpurypauum nHtepdelica loopback

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

ip pim -/BbIKOYEHO

BkntounTb npoTokon PIM Ha uHtepdelice.

no ip pim
ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

Co3paeT 3anuch (*, G) c ykazaHHOW MyNbTUKACTOBOM rpynnom
u gobasnaet nHtepoeiic loopback 8 OIL. OTnpasnsieT Ha RP
PIM Join ¢ yKa3aHHbIM agpecom MynbTUKacTOBOM rpynnbl.

- ip_multicast_address — rpynnosou IP-agpec.

Yaansaet 3anuchb (¥, G) ¢ yka3aHHOW My/1bTUKAcTOBOM rpynmon.
OTtnpasnset Ha RP PIM Prune c yka3aHHbIM agpecom MynbTu-
KacToBOM rpynnbl.

KomaHObI pexcuma KoHguaypauyuu uHmepagetica VLAN

BunAa 3anpoca KoMaHAHOWM CTPOKM B pexxume KoHurypaumm nHtepoerica VLAN:

console (config-if) #

Tabnunua 336 — KomaHabl pexkuma KoHdpurypaumm nHtepdeiica VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

anycast-gateway
no anycast-gateway

-/BbIKNIOYEHO

BkntoyaeT pyHKUMIO anycast-gateway Ha JaHHOM UHTepdelice.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHguaypauuu VRF

Bupg 3anpoca KOMaHAHOM CTPOKK B pexnume KoHdurypaumm VRF:

Console (config-vrf) #

Tabnuua 337 — KomaHapl pexkuma KoHourypaumm VRF

Aelicmeue

3HayeHue/3HayeHue
KomaHda
no ymon4aHuro
vni vni-id
vni-id: (1-16777214)
no vni

3agartb Virtual network Identifier (VNI), koTopsbiii byaeT ncnonb-
30BaTbcA AnA uHKancynaumm 8 VXLAN IP naketos, maplipyTtu-
3upyembix B VRF.

Ypanutb 3agaHHbIn VNI,

route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

no route-target {import |
export | both}

3a4atb 3HaYeHue pacwmpeHHoro BGP-kombloHUTM route-tar-
get.

- import — MMNoOpPTUPOBATb KOMBIOHUTH;

- export — 3KCNopPTMPOBATb KOMbBIOHUTHU;

- both — 3kcnopTMpoBaTb U UMNOPTMPOBATL KOMbBIOHUTM.
dopmaT 3anncn KOMbIOHUTU:

ASN2 — 16-6uTHOe 3HayeHune AS;

ASN4 — 32-6uTHOE 3HaYeHune AS;

IPv4 — IPv4-apgpec;

NN —uyuncnosoe 3HayeHue route target.

Yaanutb 3HaYeHMe KOMbIOHUTH.

KomaHOowbi pexcuma Priveleged EXEC

Bua 3anpoca KoOMaHAHOW CTPOKM MMEET BUA,:

console#
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Tabnunua 338 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3HavyeHue »
KomaHoa / Aelicmesue
o ymMmoa4aHuro
show evpn Ethernet-seg- group: (1..48); OTobparkaeT MHPopmauuio 0b Ethernet Segment Identifier.
ment {port-channel group es_number:

| es_number mac-address |
esi} [detailed]

(1..16777214);
mac_address: H.H.H nau

H:H:H:H:H:H nan H-H-H-
H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

show evpn inclusive-mul-

ticast [word] word: (1..64) cumBona

OTob6parkaeT MHPOPMaLMIO O MapLpyTax TMNa 3, KoTopble Uc-
NONb3YOTCA ANA Nepesayn LWMPOKOBELLATEIbHOTO, HEU3BECT-
HOro 04HOAAPECHOro U MHoroaapecHoro (BUM) TpaduKa.

show evpn mac-ip [word] word: (1..64) cumsona

OtobparkaeT MHGOPMALMIO O MapLLIPYTax TUMNa 2, KOTopble UC-
Nonb3yTCA ANa nepeaayun nHpopmaumm o MAC-/IP-agpecax.

show vxlan tunnels [word]

word: (1..64) cumBona

OTob6parkaeT MHPopmaLmo 060 Bcex ycTaHoBAEHHbIX VXLAN-
TYHHenax:

- word — numa VXLAN. OTobparkaeT MHbopmaLmio 06 ycTaHOB-
JIEHHbIX TYHHenAX ykazaHHoi VXLAN.

show vxlan/word]

word: (1..64) cumBona

OTobparkaeT KpaTKyo MHGOPMaLMIO MO BCEM CO34aHHbIM
VXLAN-TyHHenax:

- word — numa VXLAN. OTobpaxkaeT getanbHyo MHGOpMaLUio
no ykasaHHou VXLAN.

show ip anycast-gateway -

BbiBogMT MHOpMaLmio 06 anycast-gateway.

[Mpumep KoHGU2ypayuu 018 08yx ycmpolicme

Meay asymsa yctpoicteamu R1 n R2 yctaHoBneHa BGP-ceccua mexay loopback-untepdeiicamu.

BkntoueHa AF [2vpn evpn ana obecneveHmna yctaHoBneHua VXLAN-TyHHenen n nepegaym nHpopma-

umm 06 nsyvyeHHbix MAC-agpecax.

Co3paH VXLAN-uHcTaHc ¢ umeHem test_vxlan. K Hemy npmsasaHa VLAN 1000, 3agaH VNI 1000.

KoHourypaumsa 1:

no spanning-tree
i

vlan database
vlan 1000

exit

!

vxlan test vxlan
vni 1000

vlan 1000

exit

!

hostname R1

i

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252

exit

|

interface TenGigabitEthernetl/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255

exit
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!
!
ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

|

neighbor 10.0.0.2

remote-as 65500
update-source loopback 1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

exit

exit

|

|

end

KoHdurypaums 2:

no spanning-tree

|

vlan database

vlian 1000

exit

|

vxlan test vxlan

vni 1000

vlian 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address—-family ipv4 unicast
exit

!

address-family 12vpn evpn
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exit

|

neighbor 10.0.0.1
remote-as 65500
update-source loopback 1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

exit

exit

!

|

end

Ecav  usyumtb MAC-agpec Ha wuHTepdeice TenGigabitEthernetl/0/3 Ha R1, TO MOMKHO
NPOKOHTPOAMPOBATL €ro Hanmuue B Tabsimue MAC-agpecoB Ha R2.

MNocmoTpets MAC-agpeca, nsydeHHble B8 VXLAN, MOXKHO B BbiBOAe KOMaHAbl show mac address-
table. Tun aaHHbIX agpecos yKasbiBaeTca Kak evpn-vxlan. Mpumep BbiBOAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1(I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

Bua 3anpoca KOMaHAHOW CTPOKM permMma KoHOUrypaumm nuHtepodeiica:
console (config-if) #

Tabnunua 339 — KomaHabl pexkuma KoHdurypaumm nHtepdeliica Port-Channel

3HayeHue/3Ha4eHue "
KomaHoa / Aeilicmeue
o YyMOAYAHUIO
ethernet-segment esi Cospatb Ethernet Segment Identifier (ESI) c Homepom esi 1 ne-
esi: (1-16777214) pPenTU B PEKMM KOHOUTYPUPOBAHUS.
no ethernet-segment esi Ypanutb Ethernet Segment Identifier c Homepom esi.
KomaHObI pexcuma KoHguaypuposaHusa ESI
BuAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma KoHourypaumm ESI:
console (config-es)#
Tabnnua 340 — KomaHgbl pexxuma KoHdurypaumm ESI
3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
o yMOAYAHUIO
system-mac system_mac mac_address: H.H.H unn | 3agate MAC-agpec, ucnosnb3yembli B kKayectae System ID npo-
H:H:H:H:H:H nan H-H-H- | Tokona LACP.
no system-mac H-H-H Ypannte MAC-agpec.
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MaeHio Startup

MeHto Startup vcnonb3yeTtcs AN8 BbINOJAHEHUA CNeLManbHbIX NPoLLeayp, TAKUX Kak BOCCTaHOBAEHME
3aBOACKMX HaCTPOEK U BOCCTaHOB/NEHWNE Napons.

[nsa Bxoga B meHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTMem Knasuwm <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA NOC/e NOoABNEHUA COOBLEHMS aBTO3arpy3KkM (Mo OKOHYaHUM BbINOJHEHUA
npoueaypbl POST).

[ -

[1
[2
[3
[4
[5

]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeueHue 15 ceKyHpa (3HaueHMe No yMonUyaHUIo) He BbIGpaH HM OAUH U3 NYHKTOB MEHIO,
TO 3arpy3Ka yCTPOiCTBa NPOAO/IKUTCA. Bpema 0XKnaaHMa MOXKHO YBENIMUUTL C MOMOLLbIO KO-

MaHA, KOHCONU.

Tabnuua 341 — OnucaHue meHto Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyetcs A4/ Bblbopa akTUBHOro daitna cucremuoro MO.
Ecnu He BbIGpaH HOBbIV 3arpy»KeHHbl dann cuctemHoro MO aKTUBHBIM, TO YCTPOI-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHMEM TEKyLLEero aktmeHoro obpasa Image
<1> Bbibop akTMBHOrO dalina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp gaHHbIX 0 Bepcuax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemuoro NO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHns KoHpurypaumm yctpoicrea. Boc-
<2> BoccTaHoBNEHNE 3aBOACKUX CTaHOB/IEHME KOHOUIYpaLUM MO YMONYaHUIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yeTcs ANs YCTaHOBKU/yAaNeHWs Napois Ha HavyanbHbIM
<3> YcTaHoBKa/yganeHve napons 3arpysumk.
Ha Haya bHbIN 3arpy3yunk
[aHHas npoueaypa Ucnonb3yeTtca ANsA BOCCTAHOBNEHUA YTPAYEHHOro Naposis, oHa
No3BONISET NOAK/OUYNTBLCA K YCTPOMCTBY 63 napons.
/19 BOCCTAHOB/IEHWNA NAPOAA HaXKaTb KAaBuLy <2>, Npu NocAeAytoueM Nogxtode-
Password Recovery Procedure A . P v » P AyIol A
<4> HUW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHMe napons . .
Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpysku yCcTpoincTBa Haxkmute Knasuwy <Enter> nnbo
Bbixog, U3 meHto <Esc>.
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6.2 O6HoBneHMe nporpammHoOro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA nNporpammHoe obecneueHue. CepBep A0MKEH MMETb paspellueHUe Ha YTeHue dai-
NI0B HauyanbHOro 3arpysumnKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM J0/1XKeH 6bITb A0CTYNEH A48 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINOJHUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

.‘

O6HoBAEHME NPOrpamMmmMHOro obecneueHMa MOXKET OCYLLLECTBAATLCA TOIbKO NpUBUAErNpo-
BaHHbIM NONb30BaTeNIeM.

.‘

6.2.1 O6HoBnEHUe cucCMeMHO20 NPo2PamMmMHO20 obecneyeHus

3arpysKka ycTponcTBa ocylliecTsasetcs u3 ¢daina cucTemHoro nporpammHoro obecneveHus (M0),
KOTOpbIA XpaHutca Bo Flash-namatu. Mpu obHOBNAEHWM HOBbIM dann cucTtemHoro MO coxpaHseTca B
CcneumnanbHO BblAeNeHHOW obnacti namatu. lNpu 3arpy3ke YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MMO.

’ ‘ Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT Npoueaypbl 06HOBAEHUA
. 04MHOYHOro KommyTtatopa. CHauana 6yaer o6HoBnEH Master toHUT, 3aTem MO 6yaeT 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnm Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha aKTyanbHyo Bepcuio MO 6.x.x peko-
MeHAyeTCcA BOCNO0/b30BaTbCA MHCTPYKLUMEN No o6HoBAeHMIO Bepcum MO B ceTeBbiX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasgene "LeHTp 3arpysku”.

.‘

[Ons npocmoTpa TeKyliei Bepcum CUCTEMHOrO MnporpammHoro obecneyeHus, paboTatowero Ha
ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cic
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

Mpoueaypa ob6HoBneHMA MO:

CKonmnpoBaTb HOBbIN ali NporpaMmmHOro obecneyeHmns Ha YCTPOMCTBO B BblAae/IeHHY0 06nacTb Na-
MATU. PopmaT KOMaHAbI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHNA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros
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26-Fepb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW nocne nepes3arpyskmn Kommyrtartopa.

[na npocmoTpa AaHHbIX 0 BEPCUAX NPOrpamMmmMHOro obecnedyeHma U UX akTUBHOCTU BBeAUTE KOMaHAY
show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80d£f854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOLOM Y.
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NPUNOMEHMUE A. MIPUMEPbI MPUMEHEHMA U KOHOUTYPALIUN YCTPOUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMX aepeBbes (MSTP)

MNpoTtokon MSTP no3BoaseT CTpOUTb MHOXKECTBO CBA3YIOLWUX AepeBbeB AN oTaenbHbIx rpynn VLAN
Ha KOMMYTATOpPaX JIOKA/IbHOM CeTu, YTO No3BosAeT 6anaHCMPOBaATb HArpysKy. [nA NPOCTOTbI PACCMOTPUM
CAy4ait c Tpems KoOMMyTaTopamn, 06 beAUHEHHBIMM B KO/IbLEBYIO TOMOOMUIO.

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnnsape MSTP, VLAN 40, 50, 60 o6beaunHatoTca
BO BTOpPOM 3K3emnaape. Heobxoanmo, utobbl Tpaduk VLAN-os 10, 20, 30 mexay nepsbiM U BTOPbIM
KOMMYTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KommyTatop 2 HasHauyMm KOPHEBbIM /1A BHYTPeHHero ceasytollero aepesa (IST — Internal
Spanning Tree) B KOTOpom nepeaaeTca cay>kebHasa nHpopmauma. KommyTtaTopbl 06bEANHAOTCA B KOAbLIO,
ncnosb3ys noptol tel u te2. Huxke npusegeHa cxema, M306parkatoLas JIOrmMYecKyto TOMoI0ruIo CeTu.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3T0T NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KoMmmyTarop 2

PucyHok A.1 — HacTpoiika NpOoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Koraa oanH 13 KOMMYTAaTOPOB BbIXOAUT U3 CTPOA MO0 0OPbLIBAETCS KaHa/l, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATL NOCEACTBNA aBapumn. Huxe npmsegeH npouecc
KoHdUrypaumm KommyTtatopoBs. s 6onee GbICTPON HACTPOMKM co3aaeTca obwmii KoHPUIypPaLMOHHbIN
WwaboH, KOTopbIN 3arpyxaeTtca Ha TFTP-cepBep 1 UCNO/b3yeTcA BNOCAeACTBMM A1A HAaCTPOMKM BCEX KOM-
MYTaTOpPOB.

1. CosgaHve wabnoHa v KOHPUrypaLMsa NePBOro KOMMYTaTOPa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit
console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

HacTpoiika selective-qing
Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaL MM KOMMYTATOPA A4EMOHCTPUPYET KaK A006aBAATb METKY
SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegaym AaHHbIX 40BO/IbHO YAacTO BO3HMKAKOT 3a4a4yM, CBA3aHHble ¢ nogmeHoi VLAN
(Hanpumep, A1 KOMMYTATOPOB YPOBHS AOCTYMNA CYLLECTBYET TUMOBAsA KOHGUTypaLLMsa, HO NOJ/Ib30BaATE b~
ckuit Tpaduk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepenasatb B pa3Hbix VLAN Ha pasnunyHbIX
Hanpas/ieHusXx). B aTom cnydyae 66110 6bl yA06HO Bocnonb3oBaTbea ¢yHKUMeln noameHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpaeneHus. Huxke npuseaeHa KoHoUrypawumsa
KOMMYTaTOpa, B KOTOpOoMm ocyliecteasetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 n 202. ObpaTHas
noAgMeHa A,0/1KHa OCYLLeCTBAATLCA HA 3TOM e UHTepodelice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D12 Q | W G

6) (1) () (9

RJ-45 DB-9

PucyHok B.1 — MNoaKkntoueHne KoHCoNbHOro Kabens
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabanuya B.1 — NoaaepkmBaemble 3HaveHus EtherType

O0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
Ox22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
Ox22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
O0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepe3arpy3Koi yCTPOUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTEKe (NolyYeHMe CBeAEeHWUIM O CTeKe, MHAMKaums, obmeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHume Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6aBneHue, yaaneHue 3anucei), 3epKkanmpo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3ALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUrypaLMOHHbIX dainnos

CNLD 3arpyska/sbirpyska KoHburypaumm

COPY YnpasneHue KonnpoeaHuem pannos

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). MUcnonbayeTcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm C yaaneHHblx OHUTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa MN0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbiThit OT yaaneHHbIX OHUTOB 06 MU3MEHEHUWN COCTOSHWUS BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUSA, TEpMOZaTYNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aMmogelicTBMe c Nonb3oBaTeiem)

ESTC JNlornposaHue cobbiTnin 0 NpeBbiweHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4yecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHUIN ypOBEHb, Nepeaaya Bbile

EVFB Onpoc coctoAaHuAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHMUA NOPTA, HUXKHUIN YPOBEHb, Nepeaaya Bbille

EVRT RX Training
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EVRX O6paboTKa cobbITMIA NpUéma nakeTa U3 KommyTaTopa B CPU, HUXKHUIA ypoBeHb, Nepesaya
naketa Ha ypoBeHb 2

EVTX O6paboTKa cobbITUN OKOHYaHUA OTNpPaBKK naketa ns CPU B KommyTaTop, HUKHUIN YPOBEHD

exRX O6paboTKa BbIXOAa NAKETOB C HUMKHErO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytmsaumm n mapLipyTusauma naketos

FHSF IPv6 First Hop Security (O6paboTka Tanmepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanusauma Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA HACTPOMKM YCTPOMCTBA HUMKHEIO YPOBHA

HCPT PoE (B3anmoaeincTBme c KOHTPOIEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-noToK, X0n10CTOM X0A4,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaTopa Ha YAa/IeHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX FOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IOTM YnpasneHune TepMmHanamu BBoAa-BbiBoaa

IOUR YnpasneHune TepMmHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 u IPV6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agadva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3apaya gna paboTbl C BUPTYabHbIMM NPEpPbIBAHUAMM

L2HU MNepenayva nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHUA/HACTPoeK MHTepdeincos 1 nepeaaya cooblueHni 3a-
pPerncTpmMpoBaHHbIM Cy»Kbam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnm Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

LTMR O6wan 3agaya gns BCex TakmMepos

MACT O6paboTKa cobbiTnA 06 okoHYaHWUK aeiictena B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypaumoHHoro ¢aina B sSHeproHesaBUCMMON NaMATH

MSCm MeHeaKep gnsa paboTbl C TEPMUHANBHBIMK CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NbCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCnenBaHNe U3MEHEHWUIM CTPYKTYPbl CTEKa

NACT BupTyanbHoe TecTupoBaHue kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTpoiika orpaHMYeHns CKOPOCTM NepexsaTta naketos Ha CPU, BegeHMe cTaTUCTMKK Mo ne-
pexBayeHHbIM NakeTam
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NSFP OTcnexknBaHune cobbITUiA, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca 1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLLpyTM3aLLMKU, NPUOPUTU3ALNM

NTST JobaBneHune u yaaneHune IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agava gna VCT. 3anyck Tecta M oTCAeXmnBaHMe U3MEHEHUA COCTOAHUA
nopTa.

OBSR 3afayva gns oTCNeXMBaHMA U yBeLOMIEHUA 06 U3MeHeEHMAX cneumMdPUYeckmx napameTpos
nHTepdelicos, Heobxoanmbix gnsa LLDP, CDP n apyrmx npoTOKO10B.

PLCR O6paboTKa cobbITUN CMEHbI COCTOAHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OT1cnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOBOHOBNEHWNE M aBTOKOHUIYpaLmsa

SCRX MNonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUI ypOBEHb

SELC MonyyeHue cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHUIA YPOBEHb

SERT OTcnexknBaHue cobbITUIA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHue cobbiTniA NpUéma Naketa N3 KommytaTtopa B CPU, HUKHNI ypOBEHb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KoOMMyTaTop, HUXKHUI YPOBEHb

SEMG sFlow Manager — 06paboTka cobbiTnit usmeHeHua IP-aapeca, 3anpocos CLI/SNMP, Taiime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbITMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanunsauna npotokona SNMP

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuid ¢ Begomoro yctpoictea (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JNlornposaHue cobbITnin 0 NpeBbiweHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN
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STSE CLI-ceccmsa yepes VLAN

SW2M Ob6paboTKa cobbiTuin Address Update ot FDB, 6/10KMpoBKa nopTta npu BO3SHUKHOBEHUW OLLIN-
60K Ha nopTy

SYLG BbiBOA, co0bLEeHMI B syslog

TBI_ Tabanua BpemeHHbIX NpomeKyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npuoputeTamm 3agay

TNSL KnueHnt Telnet

TNSR Cepsep Telnet

TRCE Peanusauusa traceroute

TRIG 3anyck gevicteus B FDB (aging MAC-agpecos)

TRMT YnpaBieHMe IOHUTaMM B CTEKE C NOAAEPHKKON TPaH3aKLUN

TRNS File Transfer — konupoBaHue daiinos mexay oHUTamm cteka (MN0O)

UDPR UDP Relay

URGN O6paboTKa KPUTUUYECKUX COBBLITUI (HanpUmep, Nepesarpyskn)

VRRP Peanunsauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopaenctene c web-KnmeHTamm, HUKHUI YpOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WNTT Mopaepkka NAT gna WBA

XMOD Peanusaums npotokona X-modem
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A ELTEX

TEXHUYECKAA NOAOAEPXKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «MpeanpusaTtne «3INNTEKC» Bbl MoxKeTe 06paTnTbes B CepBUCHbIN LEeHTP KOMNaHUK:
dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opunumanbHOM caitiTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYHO OKYMEHTALMIO M MPOrpaMMHOe
obecneyeHune ana npoaykumm 000 «Mpeanpusatne «3/ITEKC», 06paTuTbca K 6ase 3HaHWUA UM OCTaBUTb
WHTEPaKTUBHYIO 3aABKY:

OdunumanbHbIi cant komnaHuu: https://eltex-co.ru/
ba3a 3HaHui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpysok: https://eltex-co.ru/support/downloads
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