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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

1 BBepeHue

* AHHOTauusa

* LleneBas aygutopus

* YCcnoBHble 0603HaYeHMs

+ [puMeyaHns n npegynpexaeHns

1.1 AHHOTauus

B HacToslLee Bpemsi 0CyLLEeCTBASKOTCA MaclUTabHble NPOEKTbI MO NOCTPOEHUIO ceTell cBa3n. OaHol 13
OCHOBHbIX 3a/ia4 Npy peanu3auuy KpynHbIX My/IbTUCEPBUCHBIX CETEN SBNAETCA CO34aHNEe HAaAEXHbIX U
BbICOKOMPOW3BOAMUTE/bHbIX TPAHCMOPTHBIX CETEN, KOTOPbIE SIBMISTCA ONOPHBLIMU B MHOFOC/10MHOW
apXUTEKTYpE CeTell CrefyroLero nokoneHus.

CerteBble akpaHbl cepumn ESR MOryT ncnonb30BaTbCsl Ha CETAX KPYMHbIX NPeAnpuUsaTAiA n NpeanpusaTUsaX Manoro
1 cpeaHero 6usHeca (SMB), B onepatopckmx ceTsx. YCTpolicTBa 06ecneurBatoT BbICOKYH
NPOV3BOANTENBLHOCTb, BbICOKYIO MPOMYCKHYI0 CNOCOGHOCTb M NMOAAEPXKMNBAIOT (DYHKLMMN 3aLUMTbI
nepefaBaeMbIX AaHHbIX.

B AaHHOM pyKOBOACTBE MO 3KChlyaTauuy 13fokeHbl HazHaueHne, TEXHUYECKNE XapakTePUCTUKN,
KOHCTPYKTVBHOE MCMOJIHEHWE, MOPSIA0K YCTAHOBKM, pEKOMEHAALMN N0 HaYa/lbHOV HACTPOIKE U OGHOB/IEHUIO
NporpaMMHOro o6ecneyeHunsi MexceTeBoro akpaHa cepuv ESR (aanee mapLupyTvsaTtop nam ycTpoicTBo).

1.2 UeneBas aygutopus

[laHHoe pyKoBOACTBO Nosb30BaTeNs NpegHasHaveHo A1 TEXHUYECKOro NepCcoHasa, BbIMOHSAOLWEro
YCTaHOBKY, HACTPOIKY 1 MOHWUTOPUHT YCTPOCTB NOCPeACTBOM MHTepdeiica komaHaHoi cTpokm (CLI), a Takke
npoueaypbl N0 06CNYXUBaHNIO CMCTEMbI M 06HOBNEHNIO O. KBanimdmkauusi TEXHUYECKOro nepcoHana
npegnonaraet 3HaHMe OCHOB paboTbl CTekoB NpoTokonos TCP/IP, npyHuunoB noctpoeHus Ethernet-ceteii.

1.3 YcnoBHble 0603HaYeHus

O6Go3HaueHne OnucaHue

[1 B KkBafpaTHbIX CKOGKax B KOMAHAHOW CTPOKE YKa3bIBaTCS
Heobs3aTesbHble NapaMeTpbl, HO UX BBOA, NPeA0CTaBNAAET onpeaeseHHble
[OMNOSTHUTE/bHbIE OMNLMN.

{} B churypHbIx cKobKax B KOMaHAHOM CTPOKE YKa3blBalOTCSt BO3MOXHbIE
o6s3aTe/bHble NapamMeTpbl. Heo6XoAMMOo BbIGPaThL OAVH U3 NapamMeTpoB.

«» [aHHble 3HaKM B ONUCaHNM KOMaH bl UCMOSb3YHTCS ANS yKa3aHus
[ManasoHoB.

«=»

«|» [aHHbI1 3HaK B onvcaHuy KoMaHabl 0603HAYAET <N,

MonyXupHbIii WpudT MonyXX1pHbIM WPUTOM BblAeNEHbI MPUMEYaHNs, NpeaynpexaeHnst uim

MHdopMaums.

12



MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

O6Go3HaueHne OnucaHue

<MonyxupHslli Kypcus> MoNyXUPHbLIM KYPCUBOM B YIN0BbIX CKOBKAX YKa3blBaOTCS Ha3BaHWs
KnaBuLW Ha KnaBmarype.

B pPaMKax C TEKCTOM yKa3aHbl MPpUMeEpPbI U pe3y/ibTaTbl BbINMO/IHEHUA
TeKCcT B pamke KOomaHg,

1.4 NMpumeyaHus n npeaynpexaneHna

& TpumeuaHus cogepxat BaXHy UH(OPMaLUIO, COBETbI UMM PEKOMeHAAaLMN Mo
NCNoNb30BaHUIO U HACTPOiike yCcTpoicTBa.

© nNpeaynpexpaeHnsa NHGOPMUPYIOT NO/bL30BATENA O CUTYaUUAX, KOTOPbIE MOTYT HAHECTU Bpey,
YCTPOWCTBY WU/IN YENOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe ycTpoiicTBa Uiu NoTepe AaHHbIX.

® WHopMaymsa cogepXxuT crnpaBoyHble JaHHbIe 06 UCMOb30BaHUN YCTPOCTBA.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

2 OnucaHve nsaenuii

* HasHaueHwne
* OYHKUUK

®YHKLMN nHTepdIelicoB

®yHKumn npu pabote ¢ MAC-agpecamun

®YHKL MM BTOPOro ypoBHSA ceTeBoli mogenu OSlI
®YHKLMN TpeTbero ypoBHs ceteBoli mogesnn OSI
®PYHKUMW TYHHENUPOBaHUA Tpadmka

®YHKUMW ynpaBneHns N KOHPUIrypnpoBaHns
®YHKLMN CETEBOW 3aLUNTDI

* OCHOBHbIE TEXHUYECKME XapaKTEPUCTUKM
* KOHCTPYKTMBHOE UCMOJHEeHMe

KoHCTpykTMBHOE ucnosiHeHne ESR-3200
KoHcTpykTrBHOE ucnosiHeHe ESR-1511, ESR-1500
KoHcTpykTMBHOE ucrnosiHeHne ESR-1000
KoHcTpykTrBHOE ucnosiHeHne ESR-200, ESR-100
KoHCTpyKkTBHOE UcnosHeHne ESR-21
KoHcTpykTrBHOE ucnosiHeHne ESR-30, ESR-20
CeToBasi MHAMKauns

* KomMnaiekT nocrtaBku

2.1 Ha3HaueHue

YcTpoiictea cepumn ESR ABASOTCA BbICOKONPOM3BOAUTENbHBIMU MHOTOLEN1EBLIMU CETEBbLIMU
MapLupyTM3aTopamMu. YCTPOCTBO 00beanHSIET B cebe TpaanUMOHHbIE CeTeBbIE DYHKLMM N KOMMNEKCHbI
MHOTOYPOBHEBbIA MOAX0A, K 6€30MacHOCTM MapLipyTnsaumm, 4To No3BoAsSeT 06ecnevnTb HaAEeXHYH0 3alnTy

019 KOpNopaTuUBHOI cpefpbl.

YCTpPOIACTBO NoaAepXUBaET PYHKLMM MEXCETEBOIO 3KpaHa A4/1a 3alyUTbl CETU OpraHM3aumm n CBOen CeTeBOA
NHPpacTPYKTYpbl, & TaKKe CoYeTaeT B cebe HoBellne cpeacTea obecneyeHnss 6e30nacHOCTM AaHHbIX,

LUINCOPOBAHUS, ayTEHTUDUKALIMA 1 3aLLUTbI OT BTOPXXEHMWIA.

YCTPOWNCTBO COAEPXUT B cebe cpeacTBa 4/ NporpaMMHOM 1 annapaTtHoi 06paboTkn AaHHbIX. 3a cueT
ONTUMaJIbHOTO pacnpegeneHvs PyHKLUMii 06paboTKn faHHbIX MeXay YacTaMu 4OCTUraeTcss MakcuMasibHas

npon3BoANTENBHOCTb.
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2.2 ®PYHKUMU

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

2.2.1 ®dyHKuumn nutepdeiicos

B Tabnuue 1 npuBeaeH CNMCoK dOyHKUUI MHTEPMENCOB YCTPOCTBA.

Tabnmua 1 — ®yHKUMM MHTEepdIENCOB yCTPONCTBa

OnpepgeneHve
NOJIIPHOCTU
NoAK/MIoUEeHUs
Kabens

(Auto MDI/MDIX)

Mopaepxka
oGpartHoro
[aBneHus
(Back pressure)

YnpaBsneHune
NOTOKOM
(IEEE 802.3X)

ArpernposaHue
KaHanoB

(LAG, Link
aggregation)

ABTOMaTM4YECKOe onpeaeneHune Tuna kabens — nepekpecTHblli Kabenb Uan Kabenb NPSMoro
NOAK/THOYEHMS.

+ MDI (Medium Dependent Interface — npsimoiA) — cTaHAapT kabenei A5 NoAKIHUYEHNs
OKOHEYHbIX YCTPOIACTB;

+ MDIX (Medium Dependent Interface with Crossover — nepekpecTHblii) — cTaHaapT
kabenein Ans NoAKIYEHNS KOHLEHTPATOPOB 1 KOMMYTaTOPOB.

MeTos 06paTHOro AaBMEHNS UCMOML3YETCA HA NOMYAYNIEKCHBIX COEAVHEHMSIX A1S
perynnpoBaHusi OTOKa AaHHbIX OT BCTPEYHOTO YCTPOCTBA NyTEM CO3AaHUst KONNU3niA. MeToz
no3Bo/IfeT n3bexaTb NnepenosiHeHust GydpepHoit NamMsTV YCTPOCTBA U NOTEPU AAHHbIX.

YnpaBneHne NoToKOM NO3BOMSIET COEAUHSATL HU3KOCKOPOCTHOE YCTPOICTBO C
BbICOKOCKOPOCTHbIM. [I/151 NpeoTBpalleHnst NnepenosiHeHmns 6ydoepa HU3KOCKOPOCTHOE
YCTPOIACTBO MMEET BO3MOXHOCTb OTNPaBsATh nakeT PAUSE, TeM cambIM MHchopMupys
BbICOKOCKOPOCTHOE YCTPOIACTBO 0 HEOGX0AMMOCTM cAenaTb naysy npu nepegaqe nakeTos.

ArperupoBaHue (06beayHEHNE) KAHA/IOB NO3BO/ISIET YBE/IMUUTL NPOMYCKHYH0 CNOCO6HOCTbL
KaHasia CBSI3V 1 NOBbICUTb €r0 HAAEXHOCTb.

MapLupyTr3aTop NoaAepXmMBaeT cTaTnyeckoe 1 AMHaAMUYECKOe arpernpoBaHne kaHanos. Mpu

OVHaMMYeCcKoM arpernpoBaHmmn ncnonb3yetcs npotokon LACP ansa ynpasnieHus rpynnoi
KaHasos.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

2.2.2 ®dyHKuuun npu padéote ¢ MAC-agpecamu

B Tabnuue 2 npmuseaeHbl PyHKLMKM yCcTpoiicTBa npu pabote ¢ MAC-agpecamu.

Tabnuua 2 — dyHkumm pabotbl ¢ MAC-agpecamu

Ta6nuua MAC-
aapecos

Pexxum o6yueHuns

Tabnmuya MAC-agpecoB ycTaHaBnnBaeT cooTBeTcTBme mexay MAC-agpecamu n nHtepdeiicamm
YCTPOWCTBA U MCNO/Mb3YeTCA 419 MapLUpyTM3aLmMmn NakeToB AaHHbIX. MapLupyTu3aTopbl UMET
Tabnmuy emkocTblo go 128k MAC-agpecoB 1 pe3epBupytoT onpeaeneHHsie MAC-agpeca ans
MCMNO/Ib30BaHNsA CUCTEMOIA.

MAC-Tabnmua MOXeT cogepxaTb IMb0 cTaTudeckme agpeca, mbo agpeca, U3ydyeHHble npu
MPOXOXAEHNN NAKETOB JaHHbIX Yepes3 YCTPONCTBO.

M3yyeHune nponucxoauT 3a cuyeT peructpauun MAC-agpecoB oTnpaBuTesieli NakeToB C MPUBA3KOINA
nx k noptam 1 VLAN. Bnocnegctemm aTn gaHHble UCMO/b3YTCA AJ19 MapLupyTusaumm BCTPeUHbIX
nakeToB. Bpemsi xpaHeHns 3apernctpmpoBaHHbix MAC-agpecoB orpaHn4eHo, ero
NPOJO/HKUTENBHOCTL MOXET HacTpanBaTbCA aAMUHUCTPATOPOM.

Ecnun MAC-agpec nonyyartensi, ykasaHHblli B NPUHATOM YCTPOWCTBOM MakeTe, OTCYTCTBYET B
Tabnuue, TO TaKoil NakeT OTNPaBAETCs Aasiee KakK LWMPOKOBELLaTeNbHbI B npegenax L2-
cermMeHTa ceTu.

2.2.3 ®DyHKUMM BTOPOro ypoBHA ceTteBoit mogenu OSI

B Tabnuue 3 npmBeaeHbl YHKLMM U 0CO6EHHOCTU BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnuua 3 — OnucaHune yHKLMIn BTOPOro ypoBHs (ypoBeHb 2 OSI)

MNoppepxka VLAN

MpoTtokon
CBA3YIOLLEro
aepeBa
(Spanning Tree
Protocol) !

VLAN (Virtual Local Area Network) — 310 cpefCcTBO pa3faesieHns CETU Ha M30/IMPOBaHHbIe
cerMeHTbl Ha ypoBHe L2. Ncnonb3oBaHme VLAN no3BossieT NOBbICUTL YCTOMUYMBOCTL PaboThl
KPYMHbIX CeTell 3a cUeT AeneHns nx Ha 6onee MesnkMe CeTH, M30NMPOoBaTb Pa3HOPOAHbIA Tpadmk
JaHHbIX MexXay co60ii 1 pelnTb MHOTME Apyrie 3ajaquun.

MapLupyT3aTopbl NOAAEPXMBAIOT Pa3/InyHble cnocobbl opraHusaummn VLAN:

+ VLAN Ha 6a3e MeTOK NakeToB AaHHbIX, B cooTBeTCcTBMU C IEEE 802.1Q;
+ VLAN Ha 6a3e noptoB ycTpoiicTBa (port-based);
+ VLAN Ha 6a3e 1cnosib30BaHus NpaBua Knaccudukaumm aaHHbix (policy-based).

3apaueii npotokosna Spanning Tree siBNSIETCS UCK/THOUYEHNE U3BbITOUYHBIX CETEBbLIX COEANHEHWIA U
npuBeAeHe TOMosIorMN CeTU K ApeBOBUAHOI. OCHOBHbIE NMPUMEHEHNS NPOTOKO/1A CBSA3aHbl C
npeaoTBpalleHeM 3aUuKIMBaHNA CETEBOrO TpaghuKa 1 C opraHM3almnein pe3epBHbIX KaHaoB
CBA3N.

1 B Tekyweli Bepcun MO AaHHbI YHKLUMOHA NOAAePXUBAETCS TOMLKO Ha MapLupyTusaTtope ESR-1000.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

2.2.4 ®PyHKUUM TPeTbero ypoBHA ceTeBoii mogenu OSI

B Ta6nuue 4 npvBeaeHbl PYHKLUM TPeTbEro ypoBHs (ypoBeHb 3 OSI).

Ta6nuua 4 — OnucaHve yHKUMIA TpeTbero ypoBHs (Layer 3)

Cratnueckue IP-
MapLpyThbl

AuHamunyeckas
MapLpyTusauus

Ta6nuua ARP

Knnent DHCP

CepBep DHCP

DHCP Relay

ALMVHMCTPATOP MapLupyTU3aTopa NMEET BO3MOXHOCTb f06aB/IATL Y yAaATb CTaTudeckme
3anvcy B Tabnuuy MapLupyTi3aLumu.

MpPOTOKO/bI AMHAMMYECKOW MapLUpyTM3aLumn NO3BOSHOT YCTPOICTBY 0OMEHNBATLCSA MapLUPYTHOA
NHhopMaumeil ¢ cocegHMMN MapLLpyTM3aTopamm U aBTOMaTUYECKM COCTaB/IATb TabnnLy
MapLUpPYyTOB.

MapLipyTusarop nogaepxuseaet cnegyowme npotokosnbl: RIPv2, RIPng, OSPFv2, OSPFv3, IS-IS,
BGP.

ARP (Address Resolution Protocol) — npoTtokon 15 BbISsICHEHWSI COOTBETCTBUSA a[pecoB CETEBOTO
1 KaHanbHOro ypoBHeii. Tabnmua ARP cogepxuT nHdopmaumio 06 nsydeHHOM COOTBETCTBUMN.

CooTBeTCTBME YCTaHaB/MBAETCA Ha OCHOBE aHa/1M3a OTBETOB OT CETEBbIX yCTpOI7ICTB, ajipeca
YCTPOWNCTB 3anpallvBatoTCs C MOMOLLbIO LLUMPOKOBELLLATENbHbLIX NaKETOB.

Mpotokon DHCP (Dynamic Host Configuration Protocol) AaéT BO3MOXXHOCTb aBTOMATM3MPOBaTh
yrnpaB/iIeHNE CETEBLIMW YCTPOMNCTBAMM.

KnueHnt DHCP no3sonseT mapLipyTu3artopy nonyyarb CeTeBol agpec v AONONHUTESbHbIE
napameTpbl OT BHelwHero DHCP-cepBepa. Kak npaBuno, aToT cnocob ncnonb3yeTtcs ans
MoslyYeHns ceTeBbIX HACTPoek onepatopa ny6nmuHoii cetn (WAN).

Cepep DHCP npegHasHaueH ans aBTomarnsaumm 1 LeHTpamsaumm KOHUrypupoBaHus
CETEBbIX YCTPOWCTB.

PasmeweHne DHCP-cepBepa Ha MapLupyTmusaTtope no3BosseT NoAyyUnTb 3akOHYEHHOE peLleHne
ONS NOAAEPXKN JTOKa/IbHOWM CeTu.

DHCP-cepBep, BxogsALWMii B cOCTaB MapLUpyTU3aTopa, No3BO/ISET HadHavatb IP-agpeca ceTeBbiM
ycTpolicTBaM 1 nepefasaTb AONOHUTENbHbIE CETEBbIE NapamMeTpbl — afpeca cepBepoB, agpeca
LL/TO30B CETU U Apyrve Heobxo4yMble napameTpsbl.

®yHkumnoHan DHCP Relay npegHasHaueH ans nepeHanpasfieHuns wupokoselareibHbix DHCP
Discover-nakeToB M3 04HOTO LUIMPOKOBELLATE/IbHOTO JOMEHA B ogHoadpecHble (unicast) DHCP
Discover-nakeTbl B fpyroM LUMPOKOBELLATENIbHOM JOMEHE.
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TpaHcnAuuA
ceTeBbIX apecoB
(NAT, Network
Address
Translation)

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

TpaHcNAuMA ceTeBbIX afpecoB — 3TO MeXaHN3M, KOTOPbIV NO3BO/ISET Npeo6pasosbiBaTh IP-
afipeca v HoMepa NopToB TPAH3UTHbIX MAKETOB.

®yHKunA NAT no3BoNsSeT NCNONb30BaTb MeHbLLEe Kon4ecTBo IP-agpecos, TpaHcanpys
Heckosbko IP-agpecoB BHYTPEHHEN ceT B OAUH BHELLHWIA Ny6nnyHbIii IP-agpec. Micnonb3oBaHne
NAT no3BonsieT yBeNnunTb 3aULLEHHOCTb JTIOKa/TbHOM CETU 3a CHET CKPbITMSA €€ BHYTPEHHER

CTPYKTYpBbI.
MapLupyTr3aTopbl NOAAEPXKUBAIOT crieaytolume BapuaHTbl NAT:

+ Source NAT (SNAT) - BbINo/HSAETCS 3aMeHa afpeca, a Takke HoMepa nopTa UCTOUHKKA
npu NPOXOXAEHNM NakeTa B O4HY CTOPOHY 1 06paTHOW 3aMeHe afpeca HasHauyeHus B
OTBETHOM MNakeTe;

+ Destination NAT (DNAT) — koraa o6pallieHnsi U3BHe TPaHC/IMPYTCS MapLIpyTU3aTopoM
Ha KOMMNbIOTEP NO/b30BaTe 1A B /IOKANIbHOW CETU, UMELLMIA BHYTPEHHWI agpec 1 NoToMy
HEZOCTYMHbIV U3BHE CETU HenocpeAcTBeHHO (6e3 NAT).

2.2.5 ®PYyHKUMM TYHHEeNupoBaHUA Tpaduka

Tabnuua 5 — OYHKLUMKM TYHHENMpoBaHUsA Tpaduka

MpoTtokonebl
TYHHeNnMpoBaHusi

TyHHENMpoBaHue — 3To Cnocob npeobpazoBaHsl NAKeTOB AAHHBIX NPW Nepeaadye ux rno cetu, npu
KOTOPOM MPOUCXOANT 3aMeHa, MoANgMKaLUS U 106aBEHNE HOBOTO CETEBOrO 3aro/ioBka
naketa. Takoi cnoco6 MOXET 6bITb MCMOSIb30BAH /151 COrNIacoBaHUSi TPAHCTIOPTHBLIX NPOTOKO/I0B
NPV NPOXOXAEHUN AaHHbIX Yepes3 TPaH3UTHYHO CETb, /1 CO34aHUS 3aLULLEHHBIX COEANHEHWIA,
NPV KOTOPbIX TYHHE/IMPOBaHHbIE JaHHbIe NOABEPraloTCs LWNGPOBAHMIO.

MapLupyTU3aTopbl NOAAEPXMBAIOT CNEAYIOLLME BUbl TYHHENel:

+ GRE - nHkancynsaums IP-naketa/Ethernet-kagpa B gpyroii IP-nakeT ¢ go6asneHnem GRE
(General Routing Encapsulation)-3aronoBka;

+ IPv4-IPv4 — TyHHesb, MCNO/b3YOLWMIA MHKaNCynsaumio ncxogHbix IP-naketos B IP-nakeTsbl €
ApYyrMMuy ceTeBbIMM NapameTpamy;

* L2TPv3 - TyHHenb ang nepegauv L2-tpadmka ¢ nomowsto IP-nakeTos;

* IPsec — TyHHesb C WndpoBaHNeM nepesaBaemblixX AaHHbIX;

+ L2TP, PPTP, PPPoE, OpenVPN - TyHHenn, ncnosb3yowmecs /s opraHmsaumm
yAaneHHoro focTyna KaMeHT-cepeep.

2.2.6 ®DyHKUUM ynpaBrieHUs u KOHthurypuposaHusi

Tabnuua 6 — OCHOBHbIE (DYHKUUN YyNPaBNeHNs 1 KOHPUTypupoBaHus

3arpyska u
BbIrpy3ka tpaiina
HaCTPOWKMN

NHTepdpeiic
KOMaHAHoI4
ctpoku (CLI)

Syslog

MapameTpbl YCTPONCTBA COXPAHAIOTCA B doaiisie HacTPOIiKW, KOTOPbI COAEPXUT AaHHble
KOHhMrypaumm Kak Bceil CMCTEMbI B LIe/IOM, Tak 1 onpefesieHHoro nopta ycTpoicTea. Ans
nepegayn ¢aisioB MOryT ucnonb3oBatbcs NpoTokonbl TFTP, FTP, SCP.

YnpaBneHve nocpeacteoM CLI ocyllecTBAsieTCs /I0Ka/IbHO Yepes Noc/efoBaTe/bHbli MopT
RS-232 nn6o yaaneHHo yepes Telnet, SSH. HTepdieiic komaHaHo cTpoku koHconm (CLI)
ABNAETCS NPOMbILLNEHHbIM CTaHAapToM. ViHTepnpeTaTtop CLI npegocTaBnsieT CNcoK KoMaHa, 1
K/THOUEBbIX C/I0B f1/151 MOMOLLIM NOMb30BATENH0 U COKPALLEHNI0 06beMa BBOANMbIX AaHHbIX.

MpoTtokon Syslog ob6ecneunBaeT nepeaady MHMOPMaLMOHHbIX COOBLLEHNIA O NPOUCXOAALLMNX B
cUCTEME COOBbITUSIX N BEAEHNE XypHana COObITUNA.
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CeTeBble
YTUNUTBI
ping, traceroute

YnpaBneHue
KOHTpPONUpyemMbIM
[oCTyrnom -
YPOBHU
npuBuIerni

AyTeHTU(pUuKauma

CepBep SSH/
cepBep Telnet

ABTOMaTuyeckoe
BOCCTaHOB/IEHUe
KOHcpurypauum

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

YTunuTsl ping v traceroute — npeAHa3HauYeHbl 4151 IPOBEPKU JOCTYMHOCTW CETEBBIX YCTPOCTB 1
LN onpefeneHnst MapLIpyToB Nepeaayn AaHHbIX B IP-ceTsix.

MapLipyTu13aTopbl NoAAepPXUBatOT yNpaBneHe YpoBHEM A0CTyNa Nosib3oBartesneli K cuctemMe.
YpoBHM AOCTyna No3Bo/ISKT yNpaB/isaTb 30HAMW OTBETCTBEHHOCTM afMUHUCTPATOPOB YCTPOWCTB.
YpoBHW goctyna Hymepytotcs ot 1 4o 15, ypoBeHb 15 cOOTBETCTBYET MO/IHOMY 4OCTYNY K
yMNpaBfeHNI0 YCTPONCTBOM.

AyTeHTuhUKaums — 370 npoLielypa NPoBEPKU NOASIMHHOCTM NoNb30BaTens. MapLupyTM3aTopsi
NoAAEPXKNBAIOT C/eayIoLIME METO/Ibl Ay TEHTUVKALIK:

* NOKasibHaA — 4717 ayTeHTUMKaLMM UCMONb3YeTCA NokanbHas 6a3a AaHHbIX
nonb3oBaTenei, XpaHsLwascsa Ha caMoM YCTPONCTBE;

+ rpynnoBas — 6a3a JaHHbIX N0/1b30BaTesNe XpaHNTCA Ha cepBepe ayTeHTudmKaumun. Ans
B3aMMOZENCTBUS C CepBepPOM 1cnosnb3yoTcs npotokonsl RADIUS n TACACS.

®yHkumm cepeepa SSH u Telnet No3BoNSIIOT YCTAaHOBUTL COEVHEHNME C YCTPOICTBOM A/1s
yNpaBieHUs Um.

YcTpoiicTBO NoafepXrBaeT aBTOMaTUYECKYH0 CUCTEMY BOCCTAHOB/IEHUSI KOHpUTypaLmm, KoTopast
npefoTBpalLaeT cuUTyauum NoTepuy yaasieHHOro JOCTyNa K YCTPOCTBY NOC/E CMEHBI
KoHdourypaumu. Ecnv B Te4eHMe 3a4aHHOT0 BPEMEHW NMOC/E U3MEHEHWS KOHAIMIypaLm He 6bl1o
BBEAEHO NOATBEPXKAEHNE — NMPOM30AET aBTOMATUUECKUIA OTKAT KOH(UIypauun A0 NpeablayLero
CMNOSIb30BAaBLLErNOCS COCTOSIHUS.

2.2.7 ®PYHKUMU CETEBOW 3aUTbI

B Tabnuue 7 npuBeaeHbl (OYHKLMM CETEBON 3aLLMTbI, BbINO/IHSEMbIE YCTPONCTBOM.

Tabnmua 7 — ®yHKUMM CETEBOW 3aLLMUThI

30HbI
6e30nacHoOCTH

dunsTpauusn
AAHHbIX

Bce nHTepdpelickl MapLUpyT3aTopa pacnpeaensoTcs no 30Ham 6e30MacHOCTy.

Ana Ka)K,EI,OI\/’I napbl 30H HAaCTpamBakTCA npaBuia, onpegendarume BOSMOXHOCTb UK
HEBO3MOXXHOCTb MPOXOXAEHNA OaHHbIX MEXAy 30HaMu, npaBuia qJVU'IpraLI,I/II/I Tpa(bI/IKa AaHHbIX.

[ns kaxaoi napbl 30H 6€30MaCHOCTU COCTaBNsAETCA HAbop NpaBui, KOTOpble NO3BONSHT
ynpasnsATh hunsTpaumeli 4aHHbIX, MPOXOAALLUX Yepes MapLLpyTM3aTop.

KomaHaHbIi uHTepdhelic ycTpolicTea NpelocTaBNseT CPeACTBa A1 AeTaslbHOW HaCTPOWKK

npaswn knaccudmkauum Tpadmka 1 Ans HasHavyeHuUs pe3yNbTUPYIOLLETO PELLEHNST O MPOMNycKe
Tpadgumka.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

2.3 OCHOBHble TeXHn4Yeckmne XapaKTepnuctuku

OCHOBHblE TEXHMYECKME NapaMeTpbl MapLIpyTM3aTopa NpuBeAeHsb! B Tabnuue 8.

Tabnmua 8 — OCHOBHblE TEXHUYECKNE XapaKTepPUCTUKN

O6wue napaveTpbl

VHTepgoeiichl ESR-3200

ESR-1511

ESR-1500

12 x T000BASE-X/10GBASE-R/25GBASE-R
1 x Console RS-232 (RJ-45)

1 x MopT OOB

1xUSB2.0

1 x Cnot ana microSD-kapTbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)

4 x T0GBASE-R/1000BASE-X (SFP+/SFP)

2 x 40GBASE-R (QSFP+)

1 x Console RS-232 (RJ-45)

1 x MopT OOB

2xUSB 2.0

1 x Cnot ans SD-kapThl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)

4 x T0GBASE-R/1000BASE-X (SFP+/SFP)

1 x Console RS-232 (RJ-45)

1 x MopT OOB

2xUSB 2.0

1 x Cnot ansa SD-kapThbl
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ESR-1000

ESR-200

ESR-100

ESR-30

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

24 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T0GBASE-R/1000BASE-X (SFP+/SFP)

1 x Console RS-232 (RJ-45)

2xUSB 2.0

1 x Cnot ana SD-kapThbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)

1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ansa SD-kapThbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ana SD-kapTbl

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T0GBASE-R/1000BASE-X (SFP+/SFP)
1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ana microSD-kapTbl
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TuNbl ONTUYECKNX
TpaHcMBEPOB

ESR-21

ESR-20

ESR-3200

ESR-1511

ESR-1500

ESR-1000

ESR-30

ESR-200

ESR-100

ESR-21

ESR-20

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

8 x Ethernet 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)

3 x [NocnepoBatenbHblin nopT RS-232

1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB2.0

1 x Cnot ansa SD-kapThbl

2 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
2 x Ethernet 10/100/1000BASE-T (RJ-45)

1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB2.0

1 x Cnot ana SD-kapTbl

T000BASE-X SFP
TOGBASE-R SFP+

25GBASE-R SFP28

T000BASE-X SFP
TOGBASE-R SFP+

40GBASE-R QSFP+
TO00BASE-X SFP

TOGBASE-R SFP+

TO000BASE-X SFP
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JynnekcHbIi 1 NonyaynnekCHbIid peXxunmbl
nHTepdeiicos

MakcrmasibHas ESR-1511
NponyckHasi CNoCOGHOCTb
MapLupyTu3aTopa B ESR-1500
L2-pexume (npu
annapaTrHoii KoMmmyTaLum) ESR-1000
CkopocTb nepegaun ESR-3200
OaHHbIX
ESR-1511
ESR-1500
ESR-1000
ESR-30
ESR-200
ESR-100
ESR-21
ESR-20

KonuuectBo VPN-TyHHenein ESR-3200
ESR-1511
ESR-1500

ESR-1000

ESR-200
ESR-100
ESR-30
ESR-21

ESR-20

KonunyecTBo cTaTnyeckmnx MapLupyToB

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

* [yNNeKcHbI 1 NoNyaynieKCHbIN PEXUM 18 3NEKTPUYECKNX
nopToB
* OynnekcHbIli pexum Ana onTUYecknx nopTos

160 réut/c

88 Irout/c

+ onTuyeckme nHtepdeicol 1/10/25 réut/c

+ anekTpuyeckue nHTepdeiicsl 10/100/1000 M6uT/C
+ onTuyeckue nHTepgelicol 1/10/40 Féut/c

+ anekTpuyeckue nitepgeiicel 10/100/1000 M6uT/C
+ onTunyeckue uHtepdeiicbl 1/10 Féut/c

* anekTpuyeckne nHTepdgeiicsl 10/100/1000 MéuT/C
+ onTuyeckune uHtepdeliicol 1 rémt/c

500

250

11k
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KonmuecTBO KOHKYPEHTHbIX
ceccuit

Mognepxka VLAN

KonnuyecTtBo mapLupyToB
BGPv4/BGPv6

Konunyectso mapLupyToB
OSPFv2/0SPFv3/IS-IS

ESR-3200

ESR-1511

ESR-1500

ESR-1000

ESR-200

ESR-100

ESR-30

ESR-21

ESR-20

ESR-3200

ESR-1511

ESR-1500

ESR-1000

ESR-200

ESR-100

ESR-30

ESR-21

ESR-20

ESR-3200

ESR-1511

ESR-1500

ESR-1000

512k

256k

4094

5M

2,5M

500k

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum
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ESR-200
ESR-100
ESR-30
ESR-21

ESR-20

Konuuecteo mapuipyTtoB RIP/RIPng

Tabnuya MAC-agpecos ESR-1511

ESR-1500

ESR-1000

ESR-200
ESR-100
ESR-30
ESR-21

ESR-20

Pasmep 6a3bl FIB ESR-3200
ESR-1511
ESR-1500

ESR-1000

ESR-200
ESR-100
ESR-30
ESR-21

ESR-20

VRF

Konnuecteo L3-nHTepdheiicos

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

300k

10k

128k 3anuceii

16k 3anucei

2k 3anuceit Ha 6puak

1,7M

1,4M

32
4000
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CooTBeTCcTBUE CTaHAapTam

YnpaBneHue

NokanbHoe ynpasnexHue

YaaneHHoe ynpaeneHue

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u T00BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3ba 40GBASE-SR4, 40GBASE-LR4

IEEE 802.3cc 25GBASE-LR, IEEE 802.3by 25GBASE-SR
ANSI/IEEE 802.3 aBTOONpeaeneHne ckopoctu
IEEE 802.3x KOHTPO/1b MOTOKOB A@HHbIX

IEEE 802.3ad o6beanHeHne kaHanos LACP

IEEE 802.1Q BupTyasbHble nokasnbHble cetn VLAN
IEEE 802.1v

IEEE 802.3ac

IEEE 802.3ae

IEEE 802.1D

IEEE 802.1w

IEEE 802.1s

CLI

TELNET, SSH

DU3NUECcKne XapakTepUCTUKN 1 YCNIOBUS OKpYXXatoLleli cpeabl

MNCTOYHUKN NUTaHNA

ESR-3200

ESR-1511

ESR-1500

ESR-1000

CeTb nepemeHHoro Toka: 100—240 B, 50-60 I'y,
CeTb nocTosiHHOro Toka: 36—-72 B
BapuaHTbl NUTaHus:
* OAMH UCTOYHUK MUTaAHUSA NOCTOSHHOIO UM NEPEMEHHOIO TOKa,;

* [ABa NCTOYHMKa NNTaHnA NOCTOAHHOIO U NepemMeHHOro Toka, C
BO3MOXXHOCTbIO FOpFlLIeVI 3aMeHbl.
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MakcrmasibHas
noTpebnsiemMmasi MOLWHOCTb

Macca

FabapuTHble pasmepsbl
(WxBxT)

ESR-200

ESR-100

ESR-30

ESR-21

ESR-20

ESR-3200
ESR-1511
ESR-1500
ESR-1000
ESR-200
ESR-100
ESR-30
ESR-21
ESR-20
ESR-3200

ESR-1511

ESR-1500

ESR-1000

ESR-200

ESR-100

ESR-30
ESR-21
ESR-20

ESR-3200

ESR-1511

ESR-1500

ESR-1000

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

CeTb nepemeHHoro Toka: 100—264 B, 50-60 I'y,

118 BT
128 Bt
125 Bt
75 Bt
25 Bt
20 Bt
26 Bt
32 Bt
25 Bt
5Kr

7 Kr

3,6 Kr

2,5«kr

1,8 kr
3,15kr
2 Kr

430 x 44 x 330 Mmm

430 x 44 x 425 mm

430 x 44 x 352 m™m
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ESR-200

ESR-100

ESR-21

ESR-30,
ESR-20

NHTepBan pabounx Temneparyp
WNHTepBan Temnepatypbl XpaHeHus

OTHOCUTENbHASA BMAXHOCTb NpW
akcnyatauun (6e3 o6paszoBaHus
KOHeHcaTa)

OTHOCUTENbHASA BNAKHOCTb MPW XpaHeHUM
(6e3 o6pasoBaHusi KOHAeHcaTa)

CpokK cnyx6bl

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

310 x 44 x 240 mm

430 x 44 x 225 Mmm

267 x 44 x 212 Mm

oT-10 go +45°C

ot -40 go +70 °C

He 6onee 80 %

o110 % 10 95 %

He meHee 15 net
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

2.4 KOHCTPYKTUBHOE UCMNOJZIHEHNE

B gaHHOM pasgene onucaHo KOHCTPYKTUBHOE UCNOSIHEHME YCTpoicTBa. MNMpeactasneHbl n306paxeHns
nepegHen, 3aHei n 60KOBbIX NaHenen yctpoinctea. OnncaHbl pa3beMbl, CBETOANOAHLIE MHANKATOPbI U
opraHbl ynpas/ieHus.

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbiCOTA
kopnyca 1U.

2.4.1 KoHcTpyKTMBHOE ucnonHeHne ESR-3200

MepeaHsasn naHenb yctpoiictea ESR-3200

BHewwHWiA BUA NnepeaHeit naHenn nokasaH Ha pucyHke 1.

(— [ e T SETEE
( ) | 000

Aarm O O Master
VPNO O Fan
Flash O O RPS

R Y R — )
e Soomaane—— Someeaaas —

— | leeccscocs —eocosens

1.2 345 6 7
PucyHok 1 — MNMepepgHaa naHens ESR-3200

Tabnmua 9 — OnucaHne pasbeMOB, MHANKATOPOB W OpraHoB ynpasneHust nepeaHein naHenn ESR-3200

Ne 3nemeHT nepegHeii  OnucaHue

naHenu
1 Status VHpukaTop TeKyLLero coCTosHMSA yCTPOICTBA.
Alarm NHAamkaTop Hanumsa 1 ypoBHS aBapumn yCTPOIACTBA.
VPN NHpaykaTop pexuma paboTel B pexumve VPN-LWo3a (He NCnosb3yeTcs B TEKYLLEN
BEpCUN).
Flash VHgukaTop akTMBHOCTM 06MEHAa C HakonuTenem AaHHbiX — microSD-kapToii nin USB
Flash.
Power NHavkaTop nutaHus ycTpoicTea.
Master NHaykaTop paboThl ycTpoiicTea B failover-pexxumax (He ucnonb3yeTcsa B TEKyLLei
BEPCUM).
Fan NHavkaTop aBapmn BEHTUASATOPOB.
RPS VHanKaTop pe3epBHOro UCTOYHMKA 3/1EKTPONUTaHMS.
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Ne 3nemeHT nepegHeii

naHenu
2 F
3 00B

4 Console

5 microSD
6 USB1
7 [1..12]

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

OonucaHue

®yHKUMOHasIbHAst KHOMKa 715 nepesarpys3ku yCcTpoicTBa 1 cbpoca K 3aBOACKNM
HaCTPOWKaMm:

* NPV yaepxaHun KHonkn meHee 10 cekyH NpoucxoamnT nepesarpyska ycTpoicTBa;
* Npwv yaepxaHun kHonku 6onee 10 cekyH NPOMCXOAUT Nepesarpy3ka ycTpoicTea u
c6pocC K 3aBOACKMM HaCTpOIiKam.

Ethernet-nopt ucnonb3yeTcs TONbLKO 151 0GHOB/IEHUSI NPOrPaMMHOr0 06ecneyeHus Yepes
3arpy3umk U-Boot. laHHbI NOPT He Ucnonb3yeTcs As yAaNeHHOro fJocTyna n
ynpasneHus.

KoHconbHbIV nopT RS-232 (RJ-45) Ans NoKasbHOTo ynpasneHust yCTPOWCTBOM.

PasbeM [/1 yCTaHOBKU microSD-kapT namsiTu.

MopT USB 2.0 gnsa nogkntodeHuns USB-ycTpoiicTs.
CnoTbl ANnsa yctaHoBkn TpaHcmepoB 25G SFP28/10G SFP+/1G SFP.

3apHaa naHenb yctpoiicTBa ESR-3200

BHewHunin Bug 3aaHein naHenun yctporicte ESR-3200 npuBefeH Ha pUCYHKE HUXeE.

230 VAG/ 50 Hz / max 3 5A f

PucyHok 2 — 3agHaa naHens ESR-3200

Tabnuua 10 — OnucaHve pa3beMoB 3aHei naHenn MmapLipytmsaropa

Ne OnucaHune

1 OCHOBHO1 UICTOYHUK MUTaHUSA.

2  Knemma ansi 3a3eM/IEHUs YCTPOICTBA.

3 CbeMHble BEHTUNALNOHHbIE MOAY/TN C BOSMOXHOCTbH FOpﬂLIeI\/JI 3aMeHbl.

5  MecTo AN yCTaHOBKM PE3EPBHOMO UCTOUHUKA MUTAHMS.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

BokoBble naHenu ycTtpoiictea ESR-3200

BHewwHuin Bug, 60koBbIX NaHenei yctpoiicts ESR-3200 npuBeAeH Ha pUCYHKax HUXe.

® ° ® ® ° @

o o o

PucyHok 3 — NpaBasa 6okoBas naHenb ESR-3200

° © ® ° |@

PucyHok 4 — JleBas 6okoBas naHens ESR-3200

Ha 60KoBbIX NaHensax yCTpOIZCTBa pacnosioXeHbl BEHTUIALMOHHBLIE PELUETKN, KOTOPbIE CyXaT Asd 0TBo4a
Tenna. He 3aKprBaI7ITe BEHTUNAUNOHHbLIE OTBEPCTUA NOCTOPOHHNMMU MNMpegmMeTamMn. 3ITO MOXeT NpnUBECTU K
neperpesy KOMMNOHEHTOB yCTpOI\/’ICTBa N Bbl3BaTb HapPyLleHNA B €ro pa60Te. PEKOMeH,qaLIIVII/I no yCctaHoBKe
yCTpOVICTBa pacnosioXeHbl B pasaene YcTaHOBKa 1 NOoAK/MNOUYEHME.

2.4.2 KoHcTpykTUBHOE ncnonHenuve ESR-1511, ESR-1500

MepepHAa naHenb yctpoiictBa ESR-1511

BHeLLHWiA BMA NepefiHeit naHenn ycTpoiicTBa nokasaH Ha puUCyHKe 5.

e

status Q) QPower

Alarm Q) Q) Master
veNQ OFan
FlashQ QRPS

cuass 1
SER DEVICE

A

PucyHok 5 — MNepeaHaa naHens ESR-1511

B Tabnuue 11 npuBeaeH nepeyeHb pa3beMoB, CBETOANOAHBLIX MHAMKATOPOB 1 OpraHoB ynpaB/ieHus,
pacnofoXeHHbIX Ha nepeaHel naHenu yctporictea ESR-1511.

Ta6nuua 11 — OnncaHne pasbemMoB, UHAMKATOPOB U OPraHoB ynpasneHus nepegHen naHenm ESR-1511

Ne JnemeHT OonucaHue

nepegHeii
naHenu
1 Status VHAMKaTOp TEKyLLEero COCTOAHMS YyCTPOICTBa.
Alarm ViHAMKaTop Ha/mMums 1 ypoBHS aBapuv YCTPOCTBA.
VPN NHAavkaTop pexuma paboTtbl B pexume VPN-Lwto3a (He ncnonb3yeTcst B TeKyLLEein Bepcun).
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10

11

dnemMeHT
nepegHeii
naHenu

Flash

Power

Master

Fan

RPS

Console

00B

SD

USB1

USB2

Ethernet

Combo
Ports [1 .. 4]

XG1 - XG4

XLG1 -
XLG2

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

OonucaHue

NHAyKaTop akTMBHOCTM 06MeHa C HakonuTesnem gaHHbIx — SD-kapToii nnun USB Flash.

NHaykaTop nuTaHus ycTpoiicTea.

NHamkaTop pa6oThl ycTpolicTea B failover-pexxumax (He ucnosb3yeTca B TEKyLLER Bepcun).

NHaykaTop aBapv BEHTUISITOPOB.

NHayKaTop pe3epBHOTO NCTOYHUKA 3NEKTPONUTAHUS.

KoHCombHbI nopT RS-232 (RJ-45) Ans NokasbHOro ynpaeieHust yCTPoicTBOM.

Ethernet-nopT ucnonb3yeTcsa TONbLKO A/151 0GHOB/IEHUSI TPOTrPaMMHOr0 06ecneyeHuns Yepes
3arpy3umk U-Boot. laHHbI NOpT He Ucnonb3yeTcs AN yaaieHHoro focTyna v ynpaBneHus.

Pasbem ansa yctaHoBku SD-kapT namsaTu.

MopT ans nogkntoveHnsa USB-ycTpoiicTs.

®YHKUMOHaIbHAs KHOMKa 415t Nepesarpy3ku yCTpoicTea 1 c6poca K 3aBOACKUM HacTpoikam:

* Npwv yaepXXaHun KHomkn meHee 10 cekyH/, NPoMCXoAnT nepesarpyska yCTPoiiCTBa;
* Npuv yoepXaHum kHorku 6onee 10 cekyHZ, NPOMCXOAUT nepesarpyska yCcTporcTsa u copoc K
3aBOCKNM HaCTpOWKam.
MopT ans noaknoveHnst USB-ycTpoiicTs.

4 nopra Ethernet 10/100/1000BASE-T.

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl ans yctaHosku TpaHcuseposB 10G SFP+/1G SFP.

Cnotbl ansa yctaHosku TpaHcrsepoB 40G QSFP+.
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MepepHAa naHenb ycTtponctea ESR-1500

BHeLWHWIA BUA, nepeaHein naHenn ycTponcTea nokasaH Ha pucyHke 6.

EErEEEE———
(D) JVELTEX EsR-1500 QOO0 —
; Eobrbioe
£ 5
O | secnscnsns  cemsss OO e - O SR SO T S A NSO -]

PucyHok 6 — NMepegHaa naHens ESR-1500

B Tabnuue 12 npuBeseH nepeyeHb pa3bemMoB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacrnofioXeHHbIX Ha nepeaHei naHenn yctporictea ESR-1500.

Tabnmua 12 — OnucaHne pa3beMOB, MHANKATOPOB 1M OpraHoB ynpasieHus nepeaHel naHenn ESR-1500

Ne OJOnemeHT OnucaHue

nepegHe
naHenu
1 Status VHamnkaTop TeKyLLero coCTosAHMSA yCTpoiicTBa.
Alarm VHAvKaTop Ha/mumsa 1 ypoBHSA aBapun YCTPOICTBA.
VPN NHavkaTop pexumMa paboTtbl B pexume VPN-Lwo3a (He Mcnosb3yeTcsi B TEKyLLE Bepcun).
Flash VHAMKATOp aKTMBHOCTM 06MEHa C Hakonutenem AaHHbIx — SD-kapTtoit nnn USB Flash.
Power VHavkaTop nuTaHms ycTpoicTBa.
Master MHavkaTop pa6oThbl ycTpolicTBa B failover-pexvmax (He Mcnonb3yeTcs B TEKYLLEN Bepcum).
Fan VHamnkaTop aBapumn BEHTU/IATOPOB.
RPS VHavkaTop pe3epBHOrO UCTOYHMKA 3/1EKTPONUTAHUS.
2  Console KoHconbHbI nopT RS-232 (RJ-45) Ans nokasibHOrO ynpae/eHns yCTPONCTBOM.
3 0OOB Ethernet-nopT ncnonb3yeTtcs ToMbKO A1 06HOBEHMS NPOrPaMMHOr0 obecneyeHmnst Yepes
3arpysumk U-Boot. JaHHbIn NOPT HE NCMONb3YETCA /18 YAA/TEHHOro A0CTyNa 1 ynpas/eHus.
4 SD Pa3sbem g9 yctaHOBKU SD-kapT namsaTu.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

AnemeHT OonucaHue

nepegHeii
naHenu
USB1 MopT ans nogkntoyeHns USB-ycTpolicTs.
F dyHKUMOHa/IbHAsS KHOMKa 4715 nepesarpy3ky YCTpoicTBa 1 cbpoca K 3aBOACKMM HaCTPOKaM:
* Npuv yaep>XaHun KHomku meHee 10 cekyHA NPOMCXoAnT nepesarpyska yCTpPoCTBa,;
* Npuv yaep>xaHun KHomku 6osee 10 cekyH NPoMCXoanT nepesarpyska yCcTpoicTea 1 cbpoc K
3aBOACKNM HacTpOKam.
USB2 MopT ans nogknioyeHns USB-ycTpolicTs.

Ethernet 4 noprta Ethernet 10/100/1000BASE-T.

Combo 4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).
Ports [1 .. 4]

XG1 - XG4 Cnotbl Ang yctaHoBku TpaHcueepoB 10G SFP+/1G SFP.

3agHAa naHenb yctponctB ESR-1511, ESR-1500

BHelwwHWIA BUA 3aaHein naHenu yctpoicts ESR-1511, ESR-1500 npuBeaeH Ha puUcyHke 7.

@@

~20 VA = ~220 VA =
50 H = 50 Hz =
max 1A = max 1A =

PucyHok 7 — 3agHsasa naHens ESR-1511, ESR-1500

B Tabnuue 13 npvBeaeH nepeyeHb pasbeMoB, PACMONIOKEHHbIX HA 3a[iHE NaHe/In MapLLpPyTU3aTOPOB.

Tabnmua 13 — OnucaHne pa3bemoB 3aaHen naHenn ESR-1511, ESR-1500

Ne

OonucaHue

OCHOBHO1 UICTOYHUK MUTaHUSA.

Knemma ansi 3a3emsieHnst ycTpoicTea.

CbeMHble BEHTUNALNOHHbIE MOAY/TN C BOSMOXHOCTbH FOpﬂLIeI‘/JI 3aMeHbl.

MecTo A/ YCTaHOBKM PE3ePBHOTO UCTOYHMKA NUTAHWS.

34



MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

BokoBble naHenu yctpoiicte ESR-1511, ESR-1500
BHewwHunin BuA, 60koBbIX NaHeneii yctporicts ESR-1511, ESR-1500 npueeH Ha pucyHkax 8 n 9.
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PucyHok 8 — MpaBas 6okoBas naHesib ESR-1511, ESR-1500
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PucyHok 9 — JleBasa 60koBas naHenb ESR-1511, ESR-1500

Ha 60KOBbIX NaHensix yCTPOCTBA PacrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE C/yXaT As1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamu. DTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
YCTpOIiCTBa pacnosioXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE.

2.4.3 KoHcTpyKTMBHOE ucnonHeHne ESR-1000

MepeaHsasn naHenb ycTpoiictea ESR-1000

BHewHwWin Bug nepefHein naHenm nokasaH Ha pucyHke 10.
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PucyHok 10 - MNepeaHaa naHens ESR-1000

B Tabnvue 14 npuBeeH nepeyeHb pasbeMoB, CBETOAMOAHbLIX NHAMKATOPOB U OPraHoB yrpas/ieHus,
pacnonoXeHHbIX Ha nepeaHei naHenun yctporictea ESR-1000.

Ta6nuua 14 - OnncaHve pasbemMoB, UHAMKATOPOB U OPraHoB yrpas/eHus nepegHein naHeny ESR-1000

Ne JnemeHT OonucaHue

nepepHewu

naHenu
1 SD Pa3sbem gnsa ycraHoBku SD-kapT namaTu.
2 USB1 MopT gna nogkntoyeHnss USB-ycTpoiicTs.
3 USB2 MopT ana nogknioyeHns USB-ycTpoiicTB.

4 XGT, XG2 Cnotbl ans yctaHosku TpaHcmeepos 10G SFP+/1G SFP.

5 [1.24] 24 nopra Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
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dnemMeHT
nepegHeii
naHenu

Status

Alarm

VPN

Flash

Power

Master

Fan

RPS

Console

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

OonucaHue

NHAyKaTop TEeKYLLEro COCTOSIHUA YCTPOICTBA.

WHapKaTop HanMums 1 ypoBHS aBapuu yCTpoCTBa.

VHavkaTop Hanmumns aktuBHbix VPN-ceccuii.

NHaykaTop akTMBHOCTM 06MEHA C HaKonuTenem aaHHbIx — SD-kapToli nnn USB Flash.

WHapkaTop nuTaHus ycTpoiicTea.

MHaukaTop paboTkl ycTpoiicTBa B failover-pexumax.

WHaykaTop aBapvn BEHTUISITOPOB.

NHAMKaTop pe3epBHOro NCTOUYHUKA 3/1EKTPONUTaHMS.

®YHKUMOHaNbHAs KHOMKa 4151 nepe3arpysky yCTPoicTBa U copoca K 3aBOACKAM HACTPOiKaM:

* MW yaepxXaHum KHomkyn MeHee 10 cekyHA NpoucxoauT nepesarpyska yCcTpoicTBa;
* Npu ygep>xaHun KHomnkn 6onee 10 cekyHA NpoOMCXoanT nepesarpyska yCcTpoiicTBa 1 copoc K
3aBOACKMM HaCTpOKaMm.

KoHconbHbIi nopT RS-232 (RJ-45) Ansi NoKasibHOTo ynpaBieHust yCTPOCTBOM.
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MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

3apHaa naHenb yctpoinictea ESR-1000

BHewHwuiA Bug, 3agHein naHenu yctporictea ESR-1000 npmBeaeH Ha pUCyHKe HUXe.

& Ha pucyHke nokasaHa KOMIJIeKTaLuusi MaplipyTusaTopa ¢ O4HUM UCTOYHUKOM NUTaHUS
nepeMeHHOro Toka.

T x x

-
N

PucyHok 11 — 3agHsaa naHenb ESR-1000
B tabnuue 15 nprBeaeH nepeyeHb pa3beMOB, PacnoiOKEHHbIX Ha 3a4Hel NaHen MapLlpyTmnsaTopa.

Tabnmua 15 — OnucaHne pasbemoB 3aaHen naHenn ESR-1000

Ne OnwucaHue

1 OCHOBHO1 UICTOYHUK MUTaAHUSA.

2 MecTo ANs yCTaHOBKU PE3ePBHOr0 UCTOYHMKA NUTAHUS.

3 CbeMHble BEHTUNSLMOHHbIE MOY/IM C BO3MOXHOCTbIO ropsiyeii 3ameHbl.

4 Knemma g5 3a3eMJ/IEHNs yCTpOcTBa.

BokoBble naHenu ycTtpoiictea ESR-1000

BHewHuiA BuAg, 60KoBbIX NaHenei yctpoictea ESR-1000 npueegeH Ha pucyHkax 12 n 13.

* @ @
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PucyHok 12 — MNMpaBasa 6okoBasi naHenb ESR-1000
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PucyHok 13 — JleBas 60koBas naHesis ESR-1000

Ha 60KOBbIX MaHENsIX YCTPOCTBA PACMO/IOKEHbI BEHTU/IALMOHHbIE PELLETKM, KOTOPbIE CNyXaT A/18 0TBoAa
Tenna. He 3akpblBaiiTe BEHTUMSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTamu. ATO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylLLeHUs B ero paboTte. PekomeHaaLum no ycTaHoBKe
YCTPOIACTBA Pacno/ioXeHbI B pasaene YcTaHoBKa U NOAK/IOYEHNE.,
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MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

2.4.4 KoHcTpyKkTUBHOE ncnonHeHune ESR-200, ESR-100

MepepgHAa naHenb yctponcte ESR-200, ESR-100

BHelwwHnii Bua nepeaHeli naHenn ESR-200 nokas3aH Ha pucyHke 14.
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PucyHok 14 - MNepeaHaa naHens ESR-200

BHewHwin Bug nepegHein naHenm ESR-100 nokasaH Ha pucyHke 15.
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SeBlTEN  ESR-100 T
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PucyHok 15 - MNepeaHaa naHens ESR-100

B Tabnvue 16 npuBeaeH nepeyeHb pasbeMoB, CBETOAMOAHbIX NHAMKATOPOB U OPraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepeaHei naHesnun yctporicte ESR-200, ESR-100.

Tabnuua 16 — OnucaHme pa3bemMOB, MHANKATOPOB M OpPraHoB ynpasneHnsa nepegHeli naHenyn ESR-200,

ESR-100

Ne 3JnemeHT
nepegHei
naHenu

1 SD

2 USBT1,
usB2

3 [1..4]

4 Combo
Ports

5 Power
Status
Alarm

OonucaHue

PasbeMm A1 ycTaHOBKU SD-kapT namsiTu.

2 nopta gnia nogknodeHns USB-ycTpoiicTs.

4 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

4 noprta Gigabit Ethernet 10/100/1000BASE-X (SFP).

WHaykaTop nuTaHus ycTpoicTBa.

NHAaMKaTop TeKYLLEero COCTOSIHWS YCTPOCTBa.

NHAyKaTop HanMumsi 1 ypoBHSI aBapuu yCTpoOCTBa.
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Ne JnemeHT
nepegHeii
naHenu
Fan

6 F

7 Console

8 110-250
VAC
60/50 Hz
max TA

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

OonucaHue

WHaykaTop aBapu BEHTUNSITOPOB.

®YHKUMOHaAIbHASA KHOTMKa AJ151 nepe3arpy3ku ycTpoiicTea 1 c6poca K 3aBOACK/M HACTPOikam:

* MpV yaepxaHun KHomkn meHee 10 cekyHa NpoMcxXoauT nepesarpyska yCTpoincTea;
* MpuV yaepxaHun KHonku 6oee 10 cekyHa NpoMcXoauT nepesarpyska yCcTpoicTea v c6poc K
3aBO/ICKMM HacTpoiikam.

KoHconbHbIi nopT RS-232 (RJ-45) Ans nokasibHOro ynpaeieHust yCTPOWCTBOM.

MCTOYHUK NUTaHUS.

3agHAaAa naHenb yctpoiicte ESR-200, ESR-100
BHeluHWiA BUA 3aaHei naHenu yctpoicts ESR-200, ESR-100 npuBeaeH Ha pucyHke 16.
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PucyHok 16 — 3agHaa naHens ESR-200, ESR-100

B Tabnuue 17 npvBeaeH nepeyeHb pa3beMoB, PACMO/IOKEHHbIX HA 3a[HE NaHesIn MapLupyTMu3aTopa.

Tabnuua 17 — OnucaHne pasbemoBs 3aaHen naHenn ESR-200, ESR-100

Ne OnucaHue

1 Knemma g5t 3a3eMeHnsi ycTpoiicTea.

2 BeHTUASAUMOHHbIA MoAy b.
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MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

BokoBble naHenu yctpoiicts ESR-200, ESR-100

BHewwHunin BuA, 60koBbIX NaHenei ycrporicts ESR-200, ESR-100 npuBegeH Ha pucyHkax 17 n 18.

)

@.

PucyHok 17 — NMpaBas 6okoBasi naHenb ESR-200, ESR-100
@.

®

®
PucyHok 18 — JleBast 6okoBasi naHenb ESR-200, ESR-100

2.4.5 KoOHCTpyKTMBHOE ucnonHeHmne ESR-21

YCTPOIACTBO BbINO/THEHO B META/IIMYECKOM KOPMYCE C BO3MOXHOCTbIO YCTAHOBKM B 19" KOHCTPYKTMB, BbiCOTA
Kopnyca 1U.

MepeaHsasn naHenb ycTpoiictBa ESR-21

BHewHunin Bug nepegHein naHenu ESR-21 nokasaH Ha pucyHke 19.

] s o i

e —

bl Uil bl
2 4 6 8
=5 =

I I
7 8 9 10

PucyHok 19 - lMepeaHaa naHens ESR-21

B Tabnuue 18 npvBeneH nepeyeHb pasbeMoB, CBETOANOAHBIX NHANKATOPOB 1 OPraHoB yNpas/ieHuns,
pacnosioXeHHbIX Ha nepeaHel naHenu yctporictea ESR-21.

Tabnuua 18 — OnucaHne pa3beMOB, MHAMKATOPOB M OpraHoB ynpas/ieHns nepegHer naHenm ESR-21
Ne OJOnemeHT OnucaHue

nepepHewu
naHenv

1 220V AC CTOYHUK NUTaHKS.

2 Power ViHanKaTop NUTaHnsa yCTponcTea.
Status VIHAMKaTOp TEKyLLEero COCTOAHMS YCTPOICTBa.
Alarm ViHAMKaTop Ha/mMums 1 ypoBHS aBapuv YCTPOCTBA.
HA MHaukaTop paboTbl B pexrme HA (He ucnonb3yeTcs B TEKyLLE Bepcun).
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AnemeHT
nepegHeii
naHenu

SD

USB1

USB2

Console

RS-232

[1..8]

Optical
Port

MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

OonucaHuve

dyHKUMOHAsIbHAS KHOMKa 718 Nnepesarpysku ycTpolicTea 1 c6poca K 3aBO/ICKMM HacTpoiKaM:

* MpW yaepxaHum KHomku meHee 10 cekyHf NpoucxoguT nepesarpyska yCTpoicTBa;
* Npu yaep>xxaHuu KHomnkn 6onee 10 cekyHA NpoOMCXoanT nepesarpy3ka yCTpoiicTBa 1 cbpoc K

3aBOACKUM HaCTpOKam.

PaszbeMm A1 ycTaHoBKM SD-kapT namsaTi.

Paszbem USB 2.0 ansa nogknioyeHns BHelwHMx USB-ycTpoiicTB.

Pasbem USB 3.0 anga nogkntoueHus BHewHnx USB-ycTpolicTs.

KOHCOo/bHbIN NopT RS-232 (RJ-45) Ana nokasibHOTO ynpaB/ieHusi yCTPONCTBOM.

3 nocnegoBaTenbHbIX nopTa.

8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

4 nopra Gigabit Ethernet 10/100/1000BASE-X (SFP).

3agHAaA naHenb yctpoiictBa ESR-21

BHeluHwWiA BUA 3agHen naHenyn ESR-21 nokasaH Ha pucyHke 20.
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PucyHok 20 — 3agHsasa naHens ESR-21

B Ta6nuue 19 npuBefeH nepeyeHb pa3bemMoB, PAcnoNOXEHHbIX HA 3a[Hel NnaHenn MapLupyTi3aTopa.

Tabnuua 19 — OnucaHne pasbemMoB 3aaHen naHenn ESR-21

Ne

1

OnucaHue

Knemma ansi 3a3emsieHnst ycTpoicTea.

41



MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

BokoBble naHenu yctpoiictea ESR-21

BHewwHunin Bug, 60koBbIX NaHene yctporictea ESR-21 npuBeseH Ha pucyHkax 21 u 22.

PucyHok 22 — NMpaBas 6okoBas naHens ESR-21

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT A4S 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSLMOHHbIE OTBEPCTUS NOCTOPOHHMMU NpeaMeTamu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTh HapyLLEHMs1 B ero pabote. PekomeHaauum no ycTaHoBKe
YCTpOIiCTBa PacnosioXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE,

2.4.6 KoHcTpykTuBHOE ucnonHeHue ESR-30, ESR-20

YCTPOWCTBO BbINO/IHEHO B META/I/IMYECKOM KOPIyCe C BO3MOXHOCTbIO YCTAHOBKM B 19" KOHCTPYKTMB, BbICOTA
kopnyca TU.

MepepHAa naHenb ycTtpoiictea ESR-30

BHeLLHWiA B NepeHeit naHeny nokasaH Ha pucyHke 23.
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PucyHok 23 - MNepepgHas naHenb ESR-30
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

B Ta6nuue 20 npuBeaeH nepeyeHb pa3beMOB, CBETOAMOAHBIX NHAMKATOPOB U OPraHoB ynpaB/eHus,
pacnofoXeHHbIX Ha nepeaHel naHenu yctpoiictea ESR-30.

Tabnuua 20 — On1caHne pa3beMOB, MHAMKATOPOB M OpraHoB ynpasfieHns nepegHeri naHenn ESR-30

Ne

dnemMeHT
nepegHeii
naHenu

110-250 VAC

Power

Status

Alarm

User

Console

microSD

USB1

USB2

[1..4]

1,2

OonucaHve

MCTOUHMK NnUTaHKUS.

MHauKaTop nuTaHust ycTpoiicTBa.

MNHAMKaTOP TEKYLLErO COCTOSIHUA YCTPOICTBA.

NHAMKATOP HaNMuMsi 1 YPOBHSA aBapumn yCTpolicTBa.

NHAuKaTop, NCNosb3yoLLMiACS A5 N0Nb30BaTeNbCKNX CLEEHAPUEB, KOTOPbIE MOXHO HA3HAYNTb B
pexume KOHPUrypupoBaHns yCTpoicTaa.

dyHKLMOHaNbHAs KHOMKa A/1s1 nepe3arpy3kn yCTponcTea 1 cobpoca K 3aBOACKMM HacTpOolikam:
* Npuv ygepXaHum kHomky meHee 10 cekyHz, NpoMCXoauT nepesarpyska yCTpoiCcTBa;
* Npv ygepXaHun kHomku 6onee 10 cekyHz, NpOMCXOAUT nepesarpyska yCTpoicTBa u copoc K
3aBOJCKUM HaCTpOKaMm.
KOHCO/bHBI NOPT A5 /TOK/IbHOO YyNpaB/ieHns yCTPONCTBOM.
Pasbem g1a ycTaHOBKM microSD-kapT namaTu.
Paszbem USB 2.0 gnsa nogkntoyeHns BHelwHux USB-ycTpoiicTs.
Pasbem USB 3.0 ans nogkntoueHms BHewHnx USB-ycTponcTs.

4 nopra Ethernet 10/100/1000BASE-T.

2 nopta 10GBASE-R (SPF+)/1000BASE-X.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

MNepeaHsnsn naHenb ycTpoiictea ESR-20

BHewwHWin BuA, nepeHein naHenm nokasaH Ha pucyHke 24.
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PucyHok 24 - MepepaHsa naHens ESR-20

B Tabnuue 21 npuBefeH nepeyeHb pa3beMOoB, CBETOANOAHbIX HAMKATOPOB U OPraHOB yNpaB/eHNs,
pacnosioXeHHbIX Ha NepeaHeli naHenu yctpoiictea ESR-20.

Tabnuua 21 — OnucaHne pasbemMoB, MHANKATOPOB 1 OpraHoB ynpasfieHns nepeaHeli naHenn ESR-20

Ne JnemeHT OonucaHue

nepegHei
naHenu
1 110-250 VcTouHrK nuTtaHms.
VAC
2 Power NHankaTop nuTaHus ycTpoiicTaa.
Status VHaukaTop TeKyLLEero CoCTosHMSA YyCTPOICTBa.
Alarm NHavkaTop Ha/imumsa 1 ypoBHA aBapun YCTpoicTBa.
HA NHaykaTop pa6oTbl B pexxume HA (He ucnonb3yeTcs B TEKYLLEN Bepcun).
3 F ®yHKUMOHANbHAA KHOMKa 415 nepesarpy3ku yCTpoincTBa 1 copoca K 3aBOACKMM HaCTpOiKaMm:
* Npu yaepxaHum kHomkn MeHee 10 cekyHA NpoucxoauT nepesarpyska yCcTpoicTsa;
* Npuv yaepXaHumn kHomku 6oee 10 cekyH NPoOMCXoAMT nepesarpyska ycTpoiicTeBa 1 copoc K
3aBOACKUM HaCTpOikam.
4  Console KoHconbHbIii nopT RS-232 (RJ-45) Ans NoKasibHOTO ynpaBieHust yCTPOWCTBOM.
5 SD Pasbem g5 yctaHoBKM SD-kapT namsaTu.
6 USB1 Paszbem USB 2.0 gns nogkntoueHns BHewHux USB-ycTpoiicTs.
7 USB2 Pasbem USB 3.0 ans nogkitoueHuns BHewHnx USB-ycTpoiicTs.
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MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

Ne JnemeHT OonucaHue

nepegHeii
naHenu
8 1,2 2 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
9 [1..4] 2 Combo-nopta Ethernet 10/100/1000BASE-X/10/100/1000BASE-T.

3agHAA naHenb yctponicte ESR-30, ESR-20

N

BHewHwuiA BuA, 3aaHein naHenn yctpoiicte ESR-30, ESR-20 nokasaH Ha pucyHke 25.

PucyHok 25 - 3agHaa naHens ESR-30, ESR-20
B Tabnvue 22 npuBeaeH nepeyeHb pasbeMoB, PACNONOXEHHbIX HA 3aHEeN NaHe M MapLupyTmM3aTopa.

Tabnuua 22 — OnucaHne pasbemoB 3agHei naHenu ESR-30, ESR-20

Ne OnucaHue

1 Knemma ons 3a3em/eHnst ycTpoiicTsa.

BokoBble naHenu yctpoiicte ESR-30, ESR-20
BHeLwHuiA B1ng, 60KoBbIX NaHesnei yctpoicts ESR-30, ESR-20 npuBefeH Ha pucyHkax 26 n 27.
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PucyHok 27 — MNMpaBas 6okoBasi naHenb ESR-30, ESR-20

Ha 60KOBbIX MaHENsIX YyCTPOCTBA PACMOIOKEHbI BEHTUALIMOHHbIE PELLIETKM, KOTOPbIE CNyXaT AN1a 0TBoja
Tenna. He 3akpblBaiiTe BEHTUMSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTami. STO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylleHUs B ero paboTte. PekomeHaaLum no ycTaHoBKe

YCTPOIACTBA Pacno/ioXeHbl B pasaene YcTaHoBKa U NMOAK/IOUEHNE.,



2.4.7 CeeToBas UHAUKaUus

CBetoBas nHgmkauyusi ESR-1000

MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

CocTtosiHne meaHbIX nHTepgeiicoB Gigabit Ethernet oto6paxaeTtcsi 4ByMsi CBETOAMOAHBIMU UHAMKATOPaMU —
LINK/ACT 3eneHoro useta n SPEED aHTapHOro uBeTta. PacnonoxeHve MHAMKaTOpoB MeAHbIX MHTepdencos

nokasaHo Ha pucyHke 28. CoctosiHue SFP-uHTepdhelicoB oTtobpaxaetcs AByma nHankaropamum RX/ACT n TX/
ACT n yka3aHO Ha pucyHke 29. 3Ha4yeHuns CBETOBOI MHAMKaLMM onucaHbl B Tabnuuax 23 n 24 coOOTBETCTBEHHO.

LINK/ACT

—

SPEED

(LU

PucyHok 28 — PacnonoxeHne MHANKaTopoB pasbema RJ-45
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RX/ACT

TX/ACT

PucyHok 29 — PacnonioxeHue UHAMKATOPOB ONTUYECKUX MHTepdeiicoB

Ta6nuua 23 — CeeToBas MHAUKALMA COCTOSIHWS MeAHbIX UHTepdelicoB

CeeueHue nHgukaropa SPEED

BbikntoveH

BbikntoveH

['opuUT NOCTOAHHO

CBeueHue nHgmkartopa LINK/ACT CocTtosiHue nHtepdeiica Ethernet

BbikntoveH

[opnUT NOCTOAHHO

['opnUT NOCTOAHHO

Mwuranue

|-|0pT BbIK/1HOYEH WK coegnHeHne He
YCTaHOBJIEHO.

YCTaHOB/EHO coeanHeHne Ha ckopocTun 10
nnn 100 Méut/c.

YcTaHOBNEHO COEAUHEHNE Ha CKOPOCTM
1000 Mo6wuTt/c.

NaeT nepegaya faHHbIX.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

Tabnuua 24 — CeeTtoBas nHankaumsa coctosHns SFP/SFP+/QSFP+-uHTtepgeiicos

CBeueHne nHamn Katopa

RX/ACT

BbikntoueH

rOpI/IT NOCTOAHHO

Mwuranue

ACT

BbikntoueH

rOpI/IT NOCTOAHHO

MwuraHue

CBeueHue nHaukatopa TX/

CocTosiHne nHtepdeiica Ethernet

IMopT BLIK/OYEH N COeANHEHME He YCTaHOB/1EHO.

CoeguHeHne YCTaHOBJ/IEHO.

VaeT npyem gaHHbIX.

NaeT nepegaya AaHHbIX.

B cnepytowleii Tabnuue npuBeeHo onMcaHne COCTOSAHNIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX

3HAUYEHUI.

Tabnuua 25 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue
MHAOUKaTopa

Status

Alarm

VPN

Flash

Power

PYHKUNSA NHOUKaTopa

VHOMKATOP TEKYLLLETO COCTOAHMS
yCTpolicTBa.

VHOMKaTop HaMums 1 ypoBHS
aBapuu yCTpolicTBa.

VHAMKATOp HaNN4ms akTUBHbIX
VPN-ceccuin.

VHOMKaTop aKTMBHOCTM 06MeHa
C HakonuTeneMm AaHHbIx: SD-
kapToii unu USB Flash.

VHaykaTop nuTaHus
yCTpolicTBa.

CocTosiHue
MHAOMKaTopa

3eneHbii

KpacHblii

3eneHbii

3eneHbii

OpaHxeBblii

BbiktoueH

CocTtosiHue ycTpoiicTBa

YCTpoIicTBO paboTaeT HopMaslbHO.

YCTpOIACTBO HaxoaAnTCA B
cocToaHum 3arpysku MO.

BbinonHeHve onepauuii YteHns/
3anncum no KoOMaHae «copy».

MuTaHWe ycTpoiicTBa B HOPME.
OCHOBHOI# UCTOYHMK NMUTAHWS, ECIN
OH yCTaHOB/EH, paboTaeTt
HOPMaJIbHO.

HepaboToCcnoCco6HOCTbL OCHOBHOMO
NCTOYHMKA NMUTaHWs, aBapusl am
OTCYTCTBME NEPBUYHOIN CETH.

OTKa3 BHYTPEHHNX NCTOYHUKOB
nUTaHUs YCTPOICTBA.
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HasBaHue

MHAMKaTOpa

Master

Fan

RPS

PYHKUUNSA nHAUKaTopa

VHapkaTop paboThl ycTpoiicTBa
B failover-pexumax.

CocTosiHMe BeHTUNATOpa
OXNAKAEHWS.

Pexum paboTbl pe3epBHOro
MCTOYHMKA NUTaHNS.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

CocTosiHue
MHOMKaTopa

BbiktoyeH

KpacHblii

3eneHblnt

BbikitoueH

KpacHblii

CocTosiHue ycTpoiictBa

Bce BEHTUNATOPbLI NCMPaBHbI.

OTKa3 ogHoro unm 6onee
BEHTUNATOPOB. MNpUUMHOIA
BO3HWKHOBEHWS aBapuy MOXET
ObITb HEPabOTOCMOCOOHOCTL XOTS
Obl OAHOIO N3 BEHTUNSTOPOB —
OCTaHOBKa U NOHWKEHHAs
yactoTta 060pOTOB.

Pe3epBHbIil ICTOYHMK YCTaHOB/EH
N UCNpaBeH.

Pe3epBHbIii UCTOYHVK He
yCTaHOB/IEH.

OTCyTCTBI/Ie nepBnYHOro NUTaHuA
Pe3epBHOro NCTOYHUKa Unn ero
HEeNCnpaBHOCTb.

48



MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

CeeToBas uHgukauus ESR-3200, ESR-1511, ESR-1500

CocTosiHne mefgHbIX nHTepdelicoB Gigabit Ethernet oto6paxaeTcs AByMSA CBETOANOAHLIMU UHAMKATOPAMN —
LINK/ACT 3eneHoro useta n SPEED sHTapHOro LBeTa. PacnonoxeHue MHANKaTOpoOB MeHbIX MHTepdelicoB

nokasaHo Ha pucyHke 30. CoctosHne SFP-uHTepdeiicoB oTobpaxaeTcsa asyms nHamkatropamu RX/ACT u TX/
ACT u yka3aHo Ha pucyHke 31. 3HaYeHusi CBETOBOW MHAMKALUN OnMcaHbl B Tabnmuax 26 n 27 cOOTBETCTBEHHO.

LINK/ACT

—

CLANAR

SPEED

PucyHok 30 — PacnonoxeHue nHgmkaTtopos pasbema RJ-45

RX/ACT
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TX/ACT

PucyHok 31 — PacnonoxeHme NHANKaATOPOB ONTUYECKNX UHTEPAIENCOB

Tabnuua 26 — CeeToBas MHAMKaLMA COCTOAHUS MefHbIX NHTepdeiicoB

CBeueHune nHgukartopa SPEED

BbikntoveH

BbikntoveH

[opnT NOCTOAHHO

BblkntoveH

[opuT NOCTOSAHHO

[opnUT NOCTOAHHO

MwuraHue

CseueHue uHgukaropa LINK/ACT

CoctosiHue nHtepdeiica Ethernet

[opT BbIK/TOYEH WM COEOMHEHME He
YCTaHOBJ/IEHO.

YcTtaHoBeHO coeanHeHne Ha ckopocTtu 10
nnn 100 MéwuT/c.

YcTaHOBMNEHO COeAUHEHNE Ha CKOPOCTY
1000 MéwuT/c.

WaeT nepefaya AaHHbIX.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

Tabnuua 27 — CeeToBas nHankaumsa coctosHns SFP/SFP+/QSFP+-uHTtepdeiicos

CBeueHne nHamn Katopa

RX/ACT

BbikntoueH

rOpI/IT NOCTOAHHO

Mwuranue

ACT

BbikntoueH

rOpI/IT NOCTOAHHO

MwuraHue

CBeueHue nHaukatopa TX/

CocTosiHne nHtepdeiica Ethernet

IMopT BLIK/OYEH N COeANHEHME He YCTaHOB/1EHO.

CoeguHeHne YCTaHOBJ/IEHO.

VaeT npyem gaHHbIX.

NaeT nepegaya AaHHbIX.

B cnepytowleii Tabnuue npuBeeHo onMcaHne COCTOSAHNIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX

3HAUYEHUI.

Tabnuua 28 — CoCTOAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue
MHAOUKaTopa

Status

Alarm

VPN

Flash

Power

PYHKUNSA NHOUKaTopa

VHOMKATOP TEKYLLLETO COCTOAHMS
yCTpolicTBa.

VHOMKaTop HaMums 1 ypoBHS
aBapuu yCTpolicTBa.

VHAMKATOp HaNN4ms akTUBHbIX
VPN-ceccuin.

VHOMKaTop aKTMBHOCTM 06MeHa
C HakonuTeneMm AaHHbIx: SD-
kapToii unu USB Flash.

VHaykaTop nuTaHus
yCTpolicTBa.

CocTosiHue
MHAOMKaTopa

3eneHbii

Muraet 3eneHbim

3eneHbii

3eneHbii

KpacHbiii

BbiktoueH

CocTtosiHue ycTpoiicTBa

YCTpoIicTBO paboTaeT HopMaslbHO.

YCTpOIACTBO HaxoaAnTCA B
cocToaHum 3arpysku MO.

BbinonHeHve onepauuii YteHns/
3anncum no KoOMaHae «copy».

MuTaHWe ycTpoiicTBa B HOPME.
OCHOBHOI# UCTOYHMK NMUTAHWS, ECIN
OH yCTaHOB/EH, paboTaeTt
HOPMaJIbHO.

HepaboToCcnoCco6HOCTbL OCHOBHOMO
NCTOYHMKA NMUTaHWs, aBapusl am
OTCYTCTBME NEPBUYHOIN CETH.

OTKa3 BHYTPEHHNX NCTOYHUKOB
nUTaHUs YCTPOICTBA.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

Ha3saHue PYHKLUA MHAKKaTOpa CocTtosiHne CocTosiHue ycTpoiictBa
MHAMKaTopa MHAMKaTopa
Master VHamkaTop paboThl ycTpoiicTBa - -

B failover-pexumax.

Fan CocTosiHMe BeHTUNATOpa BblIK/lO4eH Bce BEHTUMATOPbI UCMPAaBHbI.
OXNAKAEHWS.

KpacHblii OTtkas ogHoro nnn 6onee
BEHTUNATOPOB. MNpUUMHOIA
BO3HUKHOBEHMS aBapyin MOXET
ObITb HEPabOTOCMOCOOHOCTL XOTS
Obl OAHOIO N3 BEHTUNSTOPOB —
OCTaHOBKa U NOHWKEHHAs
yactoTta 060pOTOB.

RPS Pexum paboTbl pe3epBHOro 3eneHblii Pe3epBHblil ICTOUHUK YCTAHOB/EH
MCTOYHMKA NUTaHNS. 1 UCTIPABEH.

BbikntoyeH Pe3epBHbII7I NCTOYHUK HE
YCTaHOBJ/IEH.

KpaCHbII7I OTcyTCTBI/Ie nepBnYHOro NUTaHuA
Pe3epBHOro NCTOYHUKa Unn ero
HEeNCnpaBHOCTb.

CBetoBas nHgukauyus ESR-200, ESR-100

CocTosiHne mefaHbIX nHTepdelicoB Gigabit Ethernet n SFP-uHtepdeiicoB oTobpaxaercs AByMs
ceeToanoaHbiMu nHamkatopamm — LINK/ACT 3eneHoro useta n SPEED aHTapHoro LBeTta. PacnonoxeHue
WHAMKATOPOB MeAHbIX MHTEPMENCOB NokasaHo Ha pucyHke 30. CocTosHne SFP-nHTepgeicoB ykasaHo Ha
pucyHke 32. 3HaueHus1 CBETOBOI MHAMKALMKX ONncaHbl B Tabnuue 29.

| bo ]

I

LINK/ACT LINK/ACT

PucyHok 32 — PacnonoxeHne MHAMKaTOPOB ONTMYECKUX MHTEPIENCOB
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

Tabnuua 29 - CeToBas MHAUKALMA COCTOSAHNUA MeAHbIX NHTepdeincoB n SFP-nHTepdelicos

CBeueHune nHgukaropa SPEED CBeueHue nHgukaropa LINK/ACT
BbikntoueH BbikntoueH
BbikntoveH [opuT NOCTOSAHHO

rOpI/IT NOCTOAHHO

X Mwuranue

FOpI/IT NOCTOAHHO

CoctosiHue nHtepdpeiica Ethernet

MopT BbIK/HOUYEH UNW COeAUHEHUNE He
yCTaHOB/IEHO.

YcTaHOB/EHO coeAnHeHNe Ha ckopocTn 10
mnn 100 MéwuT/c.

YCTaHOB/MEHO COEAMHEHME HA CKOPOCTHU
1000 M6uT/cC.

MpeT nepepaya AaHHbIX.

B cneaytoleit Tabnuie NpuBeAeHo onvcaHne CoOCTOSIHWIA CUCTEMHBIX MHAMKATOPOB YCTPOCTBA U UX

3HaYEeHu.

Tabnmua 30 — COCTOAHNSA CUCTEMHbBIX NHANKATOPOB

HassaHue PYHKLUNA MHAUKaTOpa
MHOMKaTopa
Status VHOuKaTop TeKyLero

COCTOSIHMS YCTPOICTBA.

Alarm NHAavkaTop Hanmums u
YPOBHS aBapum yctpoiictea '

Power VHgukaTop nutaHmna
yCTpOIicTBa.

Fan CocTosiHMe BeHTUAATOpa
OX/TaXAEHNSI.

CocTosiHue
MHAOMKaTopa

3eeHbl

KpacHbiii

3eeHbl

KpacHsblii

BbikntoveH

BbikntoveH

CocTosiHue ycTpoiicTBa

YcTpolicTBO paboTaeTr HopMaslbHO.

YCTpONCTBO HAXOAUTCS B COCTOSAHUN
3arpysku MO.

MuTaHWe ycTpoiicTBa B HOpPME.
OCHOBHOI1 UCTOYHMK NUTaHKS, eCNN
OH YCTaHOB/IEH, paboTaeT
HOpPMaJTbHO.

HepaboTocnoco6HOCTb OCHOBHOTO
NCTOYHMKA NUTaHKS, aBapus UIn
OTCYTCTBME MEPBUYHOI CETU.

OTKa3 BHYTPEHHUX UCTOYHWKOB
nUTaHWs yCTPOICTBA.

Bce BEHTMNATOPLI UCNpPaBHbI.
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HasBaHue
nHauKaropa

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

DYHKUUA nHAUKaTopa CocTtosiHne CocTosiHMe ycTpoicTBa
MHAMKaTopa
KpacHbiit OTkas ogHoro uau 6onee

BEHTUNATOPOB. MNpUYMHOIA
BO3HUKHOBEHUSI aBapu MOXET 6bITb
HepaboToCNOCOGHOCTL XOTA Obl
OfHOr0 U3 BEHTU/IATOPOB —
OCTaHOBKa MM NOHMKEHHAsA
yacToTa 060poTOB.

T He nogaepxviBaetca B Tekyweii Bepcun MO.

CeeToBas uHgukauyusi ESR-30

CocTosiHne megHbIX nHTepdericoB Gigabit Ethernet oto6paxaeTcs AByMSA CBETOANOAHLIMU UHAMKATOPAMW —
LINK/ACT 3eneHoro yseta n SPEED saHTapHOro useta.

Tabnuua 31 — CeToBas MHAUKALMA COCTOAHNUA MeAHbIX NHTepdeiicoB n SFP-nHTepdelicos

CBeueHune nHgukaropa SPEED CseueHue uHgukaropa LINK/ACT CoctosiHue nHtepdeiica Ethernet

BblIkoueH BblIknoueH IMopT BbIK/IHOYEH WU COEAVHEHNE He
yCTaHOB/IEHO.

BbikntoueH [opuT NOCTOSAHHO YcTaHoBMeHO coefHeHne Ha ckopocTn 10

['opuT NOCTOSAHHO

nnun 100 MéwuT/c.

['opuT NoCcTosiHHO YCTaHOBNEHO COeANHEHNE HA CKOPOCTY
1000 Mé6uT/c.

MwuraHue MoeT nepepaya faHHbIX.

PucyHok 33 — PacnonoxeHne nHgmkaTtopoB pasbema SFP
LINK/ACT SPEED

ﬂl
I

L J

PucyHok 34 — PacnonoxeHne MHAMKaToOpoB pazbema RJ-45
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

B cnepytouleli Tabnvue npvBeAeHo OnmncaHne CoOCTOSIHWI CUCTEMHbIX MHAMKATOPOB YCTPOCTBA U UX

3HaYEeHUN.

Tabnuua 32 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

Ha3saHue DYHKUUA HAMKaTopa

MHAMKaTopa

Power VHavkaTop nutaHus
YCTpOWCTBA.

Status WHaukaTop TekyLuero

COCTOSIHWSA YCTPOWCTBA.

Alarm MHAMKaTOp Ha/IMUMs U YPOBHS
aBapuu ycTpoiicTaa.

HA WHaukaTop paboTbl B pexumMe
HA (He ncnonb3ayetcs B
TekylLeli Bepcun).

CocTosiHue
MHAOUKaTopa

3eneHbin

KpacHsblii

BblkntoveH

3eneHbli

Mwuraet 3eneHbIM

CocTosiHue ycTpoiicTBa

MuTaHne ycTpoiicTBa B HOpMe.
VcToYHUK nuTaHns paboTtaeT
HOpMaU1bHO, OCHOBHOe 10
NpPOrpyXxeHo.

He nporpyxeHo ocHoBHoe [MO.

OTKa3 BHYTPEHHUX UCTOYHWKOB
NMMTaHns yCTPOICTBa.

YcTpoiicTBO paGoTaeT HOPMaJIbHO.

YCTpOICcTBO HaxoAuTCH B
cocTosAHuu 3arpy3ku MO.

54



MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

2.5 KomMnneKkT nocTtaBKu

B 6a30BbIi1 KOMMNIEKT NOCTaBKN MeXceTeBoro akpaHa ESR-20 BxoaAr:

mMexceTeBoi akpaH ESR-20, Bepcusi nporpaMmHoro obecneyexus 1.5;

Kabenb NUTaHus;

kabenb 1A NOAK/IYEHUS K KOHCO/IbHOMY MOPTY MEXCETEBOro aKpaHa,

KOMMEKT 415 KpenseHusa ycTpoicTea B CToliky 197

dhopmynsp;

KOMMNakT AUCK B YNaKoBKe C PyKOBOACTBOM Mo akcnayataumm PIIT.465614.151P3, chainnamm
ANCTPUOYTMBA, MHpOopMaLMEl O KOHTPO/IbHBIX CyMMaXxX UCMOTHAEMbIX (halinos;

3aBepeHHasi konus CepTtudmkara coorsetcteus (PCTIK Poccun);

naeHTudmkaTop cootsetcTBus (Ha nucte 19 dopmynspa).

B 6a30Bbli1 KOMNIEKT NOCTaBKN MeXCeTeBoro akpaHa ESR-21 BxogAr:

MexceTeBoi akpaH ESR-21, Bepcusi nporpaMmHoro obecneyexus 1.5;

Kabenb NUTaHus;

kabenb 1A NOAK/IYEHUS K KOHCOIbHOMY MOPTY MEXCETEBOro aKpaHa,

KOMMEKT 415 KpenseHusa ycTpoicTea B CToliky 197

dhopmynsp;

KOMMNakT AUCK B YNaKoBKe C PyKOBOACTBOM Mo akcnayataumm PTIT.465614.151P3, chainnamm
ANCTPUOYTMBA, MHpopMaLMel 0 KOHTPO/IbHBLIX CyMMaXxX UCMOTHAEMbIX (halinos;

3aBepeHHasi konusi CepTtudmkara coorsetcteus (PCTIK Poccun);

naeHTudmkaTop cootseTcTBus (Ha nmucte 19 dopmynspa).

B 6a30Bbli1 KOMNIEKT NOCTaBKN MexXceTeBoro akpaHa ESR-30 BxoaAr:

mMexceTeBoi akpaH ESR-30, Bepcusi nporpaMmHoro obecneyexus 1.5;

Kabenb NUTaHus;

kabenb 418 NOAK/IYEHUS K KOHCO/IbHOMY MOPTY MEXCETEBOro aKpaHa,

KOMMAEKT A5 KpenseHnsa yCcTpoicTea B CToliky 197

dhopmynsp;

KOMMNakT AUCK B YNaKoBKe C PyKOBOACTBOM MO akcnayataumm PTIT.465614.151P3, channamm
ANCTPUOYTMBaA, MHpOopMaLMel 0O KOHTPO/IbHBLIX CyMMaXxX UCMOTHAEMbIX (halinos;

3aBepeHHasi konusi CepTtudmkara coorsetcteus (PCTIK Poccun);

naeHTudmkaTop cootseTcTBus (Ha nucte 19 dopmynspa).

B 6a30Bbli1 KOMMNIEKT NOCTaBKN MexceTeBoro akpaHa ESR-100 BxoaAT:

mMexceTeBoi akpaH ESR-100, Bepcusi nporpaMmHoro obecnevexus 1.5;

Kabenb NUTaHus;

kabenb 418 NoAK/IYEHUS K KOHCO/IbHOMY MOPTY MEXCETEBOro aKpaHa,

KOMMEKT 415 KpenseHnsa ycTpoicTea B CToliky 197

dhopmynsp;

KOMMNakT AUCK B YNaKoBKe C PyKOBOACTBOM Mo akcnayataumm PTIT.465614.151P3, chaitnamm
ANCTPUOYTMBaE, MHpOopMaLMEl 0 KOHTPO/IbHBLIX CyMMaXxX UCMOTHAEMbIX (halinos;

3aBepeHHasi konus CepTtudmkara coorsetcteus (PCTIK Poccun);

naeHTudmkaTop cootsetcTBus (Ha nmucte 19 dopmynspa).

B 6a30Bbli1 KOMMNEKT NOCTaBKN MexceTeBoro akpaHa ESR-200 BxoaAT:

mMexceTeBoi akpaH ESR-200, Bepcusi nporpaMmHoro obecnevexus 1.5;

Kabenb NUTaHus;

kabenb 1A NOAK/IYEHUS K KOHCO/IbHOMY MOPTY MEXCETEBOro aKpaHa,

KOMMEKT 415 KpenseHusa ycTpoicTea B CToliky 197

dhopmynsp;

KOMMNakT AUCK B YNaKoBKe C PyKOBOACTBOM Mo akcnayataumm PTIT.465614.151P3, chainnamm
ANCTPUOYTMBA, MHpOopMaLMEl O KOHTPO/IbHBIX CyMMaXxX UCMOTHAEMbIX (halinos;
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* 3aBepeHHasi konusi CepTudpmkata coorseTcTBust (PCTIK Poccun);

naeHTUgMKaTop cooTBeTcTBUS (Ha NucTe 19 dopmynspa).

B 6a30Bbli1 KOMMNIEKT NOCTaBKN MexceTeBoro akpaHa ESR-1000 BxoasT:

mexceTeBoi akpaH ESR-1000, Bepcus nporpaMmHoro obecneveHms 1.5;

kabesib 4NA NOAKMOYEHUSA K KOHCOIbHOMY MOPTY MEXCETEBOIO 3KpaHa;

KOMMN/IEKT A/19 KpensaieHus ycTpoincTea B CToliky 19

thopmynsp;

KOMMaKT AUCK B YNaKoOBKe C pyKOBOACTBOM Mo akcnayataumm PMIT.465614.151P3, chainnamm
ANCTPUBYTMBA, NHGHOPMAaLMen O KOHTPO/IbHBLIX CYMMax UCMOSHAEMbIX (aiios;

3aBepeHHas konus Ceptudpmkara coorsetctems (PCTIK Poccun);

naeHTUdgMKaTop cooTBeTcTBUs (Ha nucte 19 dopmynspa).

B 6a30Bbli1 KOMMNIEKT NOCTaBKN MeXceTeBoro akpaHa ESR-1500 BxoasT:

mexceteBoi akpaH ESR-1500, Bepcus nporpaMmHoro obecneveHms 1.5;

kabesib 4NA NOAKMHOYEHUSA K KOHCOIbHOMY MOPTY MEXCETEBOIO 3KpaHa;

KOMMN/IEKT A/19 KpensaeHus ycTpoincTea B CcToiiky 19

thopmynsp;

KOMMNaKT AUCK B YNaKoBKe C pyKOBOACTBOM Mo akcnayataumm PMIT.465614.151P3, chainnamm
ANCTPUBYTMBA, NHGHOPMAaLMen 0 KOHTPO/IbHBLIX CYMMax UCMOSHAEMbIX (aiiioBs;

3aBepeHHas konus CepTtudpmkara coorsetcteums (PCTIK Poccun);

naeHTUdgMKaTop cooTBeTcTBUS (Ha nucTe 19 dopmynspa).

B 6a30Bbli1 KOMMNIEKT NOCTaBKN MEXCETEBOro akpaHa ESR-1511 Bxoasr:

mMexceTeBoi akpaH ESR-1511, Bepcusa nporpaMMHOro obecnevenus 1.5;

kabesib 4NA NOAKMOYEHUSA K KOHCONIbHOMY MOPTY MEXCETEBOIO 3KpaHa;

KOMMN/IEKT A/19 KpensaieHns ycTpoincTea B CToliky 19

thopmynsp;

KOMMNakT AUCK B YNaKoBKe C pyKOBOACTBOM Mo akcnayataumm PMIT.465614.151P3, chainnamm
ANCTPUBYTMBA, NHGHOPMAaLMen O KOHTPO/IbHBLIX CYMMax UCMOSHAEMbIX (daiios;

3aBepeHHas konus CepTtudpmkara cootsetctems (PCTIK Poccun);

naeHTUdgMKaTop cooTBeTcTBUs (Ha nucte 19 dopmynspa).

B 6a30Bbli1 KOMMNIEKT NOCTaBKN MeXceTeBoro akpaHa ESR-3200 BxoasT:

mexceTeBoi akpaH ESR-3200, Bepcus nporpaMMmHoro obecneveHms 1.5;

kabesib 4NA NOAKMOYEHUSA K KOHCONIbHOMY MOPTY MEXCETEBOIO 3KpaHa;

KOMMN/IEKT A/19 KpensaeHns ycTpoincTea B CToiiky 19

thopmynsp;

KOMMakT AUCK B YNaKoBKe C pyKOBOACTBOM Mo akcnayataumm PMIT.465614.151P3, chainnamm
AVNCTPUBYTMBA, NHGHOPMaLMen 0 KOHTPO/IbHBLIX CYMMax UCMOSHAEMbIX (aiioB;

3aBepeHHas konus Ceptudpmkara coorsetctems (PCTIK Poccun);

naeHTUdgMKaTop cooTBeTcTBUs (Ha nmucte 19 dopmynspa).

Mo 3akasy nokynatens ans ESR-1000 B KOMN/IEKT NOCTaBKU MOXET ObITb BK/1IOYEH MOAY b
nutanusa (PM160-220/12 unu PM100-48/12).

Mo 3akasy nokynatens gns ESR-1500, ESR-1511, ESR-3200 B KOMNIEKT NOCTaBKN MOXET ObITb
BK/IIOUEH Moy b nuTaHua (PM160-220/12).

Mo 3aka3y nokynaTtesns B KOMMNAEKT NOCTaBKM MOryT ObiTb BK/1loueHbl SFP/SFP+-TpaHcuBepbl.
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3 YcTaHOoBKa 1 NogkyeHue

+ KpenseHue KpoHLITENHOB
* YcTaHOBKa yCTPOWCTBa B CTOMKY
* YctaHoBka mogynein nutadmus ESR-1000, ESR-1500, ESR-1511, ESR-3200
+ MopxnioyeHne nuTatoLLein cetu
* YcTaHoBKa 1 yaasieHne SFP-TpaHCcuBepoB
* YcTaHOBKa TpaHcusepa
* YpaneHve TpaHcusepa

B gaHHOM pasgene onucaHbl Npoueaypbl yCTaHOBKM YCTPOACTBA B CTOMKY U NOAK/THOYEHNSA K MUTAIOLLLEN CEeTu.

3.1 KpenneHune KpOHLWTENHOB

B kOMNEeKT NocTaBKuM YCTPONCTBA BXOAAT KPOHLUTENHbI 4151 YCTAHOBKM B CTOMKY Y BUHTbI AN151 KPEneHus
KPOHLUTEHOB K Koprycy ycTpoicTsa. 15 yCTaHOBKN KPOHLUTEHOB:

PucyHok 35 — KpenneHne KpoHLWTeRHOB

1. CoBMeCTWTE YeTbIpe OTBEPCTUSA 47151 BUHTOB Ha KPOHLUTEHE C TaKUMM Xe OTBEPCTUSIMM Ha GOKOBOW
naHenu ycTpoiicTsea.

2. C nomoLLbi0 OTBEPTKN MPUKPENNTE KPOHLLTENH BUHTaMM K KOpMycCy.

3. MoeTopuTe gelicTemA 1, 2 ANs BTOPOro KPOHLUTENHA.

3.2 YcTtaHOBKa yCTPOMUCTBa B CTOMKY
[lns yCTaHOBKM YCTPOICTBA B CTOMKY:

1. MNpunoxute yCTPOCTBO K BEPTUKA/IbHBIM HANPaBAAOLLMM CTOMKMN.

2. CoBmecTuTe OTBEPCTUS KPOHLITEHOB C OTBEPCTUSIMU HA HanpaBNALWMX CTOMKN. Vicnonb3yinte
OTBEPCTUSA B HaNpaBASALMX HA O4HOM YPOBHE C 06enX CTOPOH CTOMKN A/18 TOro, YTOOb! YCTPOACTBO
pacrnonarasnocb ropu3oHTasIbHO.

3. C nomMoLbo OTBEPTKM NPUKPENUTE MapLUpyTU3aTop K CTONKE BUHTaMW.
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PucyHok 36 — YcTaHOBKa YCTPOIACTBA B CTOVKY

© BeHTUnAUMA ycTpoiicTBa opraHM3oBaHa no cxeme (ppoHT-TbiN. Ha nepegHeli 1 60KOBbIX
naHensix ycTpoiicTBa pacnosioXXeHbl BEHTUISAALMOHHbIE OTBEPCTUS, C 3afHel CTOPOHbI
YCTpOiicTBa pacnosioXeHbl BEHTUMSALMOHHbIE MoAyuU. He 3aKkpbiBaiiTe BXOAHble U BbIXOAHbIe
BEHTU/ISILMOHHbIE OTBEPCTUS NOCTOPOHHUMM NpegMeTaMu Bo u3bexaHue neperpesa
KOMMOHEHTOB YCTPOICTBA 1 HapyLUeHUs ero paGoTbl.

3.3 YctaHoBka moaynei nutaHusa ESR-1000, ESR-1500, ESR-1511, ESR-3200

MapuwpyTtnsaropbl ESR-1000/1500/1511/3200 moryT paboTatb ¢ OAHUM UM ABYMSA MOLYSAMU NMUTAHUS.
YcTaHOBKa BTOPOro MOAy/si NUTaHMa Heobxoamma B Criydae MCMNo/b30BaHNS YCTPOMCTBA B YCNI0BUSIX,
TPEOYHOLLMX NOBLILEHHOW HAAEXHOCTHN.

MecTa /191 YCTaHOBKU MOAy/ el NMTaHNs C 3NEKTPUYECKON TOUYKN 3PEHNS paBHOLLEHHbI. C TOUKM 3peHUs]
MCNOMb30BaHMSA YCTPOCTBA, MOAY/ b MUTAHUS MOXET HAXOAUTLCA B OCHOBHOM U PE3EPBHOM pa3beMe,
MHhopMaumMs 0 NPUOPUTETHOCTY HaxoamMTCsa B Tabnuue "OnucaHne pasbemMoB 3aHel naHenm
mMapLupyTtusartopa”. Mogyim nUTaHns MoryT yCTaHaB/IMBATLCS U U3B/EKaTbCS 6e3 BbIK/TUYEHNS YCTPOACTBA.
Mpwn ycTaHOBKE UM U3BIEYEHUW AONOSTHATENBHOTO MOAYNS NMUTAHUSE MApLLPYTU3aTOP NPOAO/IKAET paboTy 6e3
nepesanycka.

58



MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

PucyHok 38 — YcTtaHoBKa 3ar/yLuKku

© WVHaukaumsa aBapun MOAYNSA MUTAHUA MOXET ObITh BbI3BaHa HE TOMILKO OTKA30M MOAY/S, HO 1

OTCYTCTBUEM NEPBUYHOIO NUTaAHUA.

CocTosiHVMe Moaynel NUTaHUs MOXEeT ObITb NPOBEPEHO MO MHAMKALMMK Ha NepeaHeli NaHeNn MapLupyTmsaTopa
(cMm. paspen CeeToBas VHAMKALMSA) UK MO ANArHOCTVKE, AOCTYMHOI Yepes nHTepdeinchl ynpasieHus
MapLLpyTU3aTOPOM.

3.4 MopknioueHne NUTaKOLLEN ceTn

1.

Mpexgae Yem K yCTpoicTBy ByaeT NOAKNIOYEHA NUTAKOLWANA CETb, HEOOXOAMMO 3a3EeMINTb KOPMYC
yCTpoicTBa. 3a3eMsieHne He06X0AMMO BbINOMHATL N30/IMPOBAHHBLIM MHOTOXW/TbHBIM MPOBOAOM.
YCTPOICTBO 3a3eM/IEHNSI U CEYEHME 3a3eM/ISIOLLLEr0 NPOBOAA AO/MKHbI COOTBETCTBOBATL TPE6OBaHNSMM
MpaBuN yCcTpoICTBa 3/1eKTPOyCcTaHoBOK (MYJ).

Ecnu npegnonaraetca nogxnoveHne KoMnbotepa namn MHoro 06opyaoBaHns K KOHCO/IbHOMY NopTy
MapLupyTM3aTopa, 3To 060opyaoBaHMe Takke AO/MKHO ObITb HAAEXHO 3a3eM/1eHO.

MoaknumTe K yCTPOCTBY Kabenb NuTaHus. B 3aBUCMMOCTM OT KOMMIEKTaLMmn yCTponcTea, nuTaHme
MOXET OCYLLLEeCTBNATLCA OT CETU NEePEMEHHOI0 Toka B0 OT CeTU MOCTOAHHOIO ToKa. Npn NOAKNYEHUN

CEeTV NepeMeHHOro Toka crieAyeT UCNosb3oBaTh Kabesb, BXOASALLMIA B KOMMMEKT ycTpoiicTa. s

noaKNryYeHnd K Cetu NOCTOAHHOIO TOKa MCﬂOﬂbByVITe NnpoBOfg, CeYeHNEM He MeHee 1 MM2.

BkntoumTe nuTaHne ycTpoincTea 1 ybegutecb B OTCYTCTBUM aBapuii MO COCTOSIHUIO MHAMKATOPOB Ha
nepegHein naHenw.
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3.5 YctaHoBKa n yganeHune SFP-tpaHcuBepoB
& YctaHOBKa ONnTUYECKUX Mop,ynel‘/’l MOXXeT NPonN3BOAUTLCA KaK NpPv BbIK/TOYEHHOM, TaK U Npu

BKJ/1IOMEHHOM YCTpPOICTBE.

3.5.1 YcTaHOBKa TpaHcuBepa
1. BcTaBbTe BepxHUin SFP-moaynb B CNOT OTKPLITOM YacTbio pasbemMa BHU3, a HWXXHWI SFP-MoAynb — OTKPbITOW

4acCTbi pa3bemMa BBEPX.

PucyHok 39 — YctaHoBka SFP-TpaHcuBepoB

2. HapaBnTe Ha Moy b MO HaNpPaB/eHWo BHYTPb KOpMyca yCTPOCTBA A0 NOSIB/IEHNS XapaKTepHOro LWenyka

chukcauum moayns.
.,

PucyHok 40 — YctaHoBneHHble SFP-TpaHcrBepbl

3.5.2 YpaneHue TpaHcuBepa
1. OTKMHBTE PYKOATKY MOAY/ISA, 3TO NPUBELET K Pa3610KNPOBaHUIO YAEPXKMBAIOLLEN 3aLlesKu.

PucyHok 41 — OTkpbITHe 3awenku SFP-TpaHcrBepoB

2. 3BneknTe Moaynb U3 CrioTa.
\'\
"
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PucyHok 42 — V3BneveHne SFP-TpaHcuBepos
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4 WHTepdrencol ynpaBieHns

* VHTepdeiic komaHaHoli cTpoku (CLI)
* Tvnbl 1 NOPAA0K MMEHOBaHNSA MHTEPIEICOB MapLLpyTM3aTopa
« Tunbl ¥ NOPAA0K UMEHOBaHWA TYHHENEe MapLLpyTu3aTopa

HaCTpOVIKa N MOHUTOPUHI yCTpOVICTBa MOTYT OCYLLEeCTBNATbLCA Yepes pa3/inyHble MHTep(*)eﬁCbl ynpaseHus.

[nsa goctyna K yCTpoicTBY MOXET MCMO/Ib30BaTLCSA CETEBOE MOAK/UEHME No npoTokonam Telnet n SSH nnn
NPsIMOe NOAK/MOYEHNE Yepe3 KOHCOJIbHbI NOPT, COOTBETCTBYOLMIA cneymdunkaummn RS-232. Mpu gocTtyne no
npoTtokonam Telnet, SSH 1 npy noAkNOYEHNN Yepe3 KOHCO/bHbI NOPT A5 yNpaBieHns YyCTPONCTBOM
NCNonb3yeTcsa NHTepAeiic KOMaH4HOM CTPOKN.

& 3aBopckaa KOHUrypauus cogepxuT onucaHue foBepeHHol 30HbI trusted u IP-agpec gns
[ocTyna K ynpasneHuio ycTpoiictBom — 192.168.1.1/24.
B ,qOBepeHHym 30HY BXOAAT MHTepdielichbl:
« ansa ESR-20: GigabitEthernet 1/0/2-4;
« pnsa ESR-21: GigabitEthernet 1/0/2-12;
« ansa ESR-30: GigabitEthernet 1/0/3-4;
« ansa ESR-100: GigabitEthernet 1/0/2-4;
« ansa ESR-200: GigabitEthernet 1/0/2-8;
« ansa ESR-1000: GigabitEthernet 1/0/2-24;
+ ana ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/2-4;
+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
« ana ESR-3200: Twentyfivegigabitethernet 1/0/3-12.

B 3aBoACKOII KOHhMrypaLuum Nno ymMon4aHuio co3gaH nosib3osartesib «<admin» ¢ naponem
«password».

Mpu Mcrosb3oBaHUM HOGOT0 M3 NMepeUnceHHbIX MHTEPKECOB yNpaBneHus AeCTBYIOT eAuHbIE NPUHLMMbI
paboTbl C KOHhUrypauueit. lomkHa cobnoaaTbcs onpeaeneHHas, onucaHHas 34ech, Nocnef0BaTe/lbHOCTb
N3MEHEHMs 1 MPUMEHEHNS KOH(UIypaLuK, NO3BO/AIOLLAS 3alUTATL YCTPOWCTBO OT HEKOPPEKTHOTO
KOHCpUryprpoBaHus.

4.1 Wutepcpeiic komaHgHoli cTtpoku (CLI)

NHTepdelic komaHaHoi ctpokn (Command Line Interface, CLI) — uHtepdeiic, npeaHasHaueHHbIl Ans
yrnpas/ieHns, MPOCMOTPa COCTOSAHUSA U MOHUTOPUHIa YCTpoicTBa. AnsA paboTbl noTpebyeTca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatowas paboty no npotokonam Telnet, SSH nnn npsamoe
noAK/ItYeHne Yyepes KOHCOsbHbI nopT (Hanpumep, HyperTerminal).

WHTepcheiic komaHQHOM CTPOKM 06ecneynBaeT aBTopu3aLnio Nonb3oBarteneil u orpaHnunMBaeT nux JoCTyn K
KOMaHJaM Ha OCHOBaHWM YPOBHS AOCTYNa, 334aHHOr0 aMUHUCTPATOPOM.

B cucteme MOXeT 6biTb CO34aHO HEO6X0AMMOE KOIMYEeCTBO Mosib3oBaTeseld, npaBa AoCcTyna 3a4atTcs
NHANBNAYANTbHO A/1S1 KAXA0r0 U3 HUX.

[na obecneyeHnss 6e30MacHOCTN KOMaHAHOIO MHTepdielica, Bce KOMaHAbl pa3fenieHbl Ha ABe KaTeropum —
NPUBUNErMPOBaHHbIE N HENPUBMNETMPOBaHHbIE. K NpMBUIerMpoBaHHbIM B OCHOBHOM OTHOCATCS KOMaHAb!
KOHUrypupoBaHus. K HenpmBmIerMpoBaHHbIM — KOMaHAbl MOHUTOPUHTA.

CvcTema No3BOJISET HECKONLKUM MOJb30BaTENAM OAHOBPEMEHHO NMoAaKNt4YaTbCA K yCTpOﬁCTBy.
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4.2 Tunbl M NOPALOK UMEHOBaHUSA UHTepheiicoB MapLipyTHU3aTopa

Mpu paboTe MapLIpyT13aTopa UCMO/b3YHTCS CETEBbIE UHTEPMECHI PA3/IMYHOIO TNa U Ha3HAYEHUS.
Cucrtema UMeHOBaHMs NO3BOJISIET OHO3HAYHO aApecoBaTh UHTEPENCHI N0 UX PYHKLMOHAIbHOMY
Ha3HAYeHWI0 U MECTOMNOMOXEHUIO B cucTeMe. [lanee B Tabnvue NpuBeAEH NepeyeHs TUNOB NHTePdElicoB.

Tabnuua 33 — Tunbl 1 NOPSAOK UMEHOBaHUA NHTepPelicoB MapLupyTmusaTopa

Tun nutepdeiica

dursnueckne nHTepeiick

MopTbl 1 F6ut/C

MopTbl 10 F6KT/C

MopTbl 25 F6ut/C

MopTbl 40 F6uT/C

O6o03HaueHne

0O603Ha4eHne u3nyecKoro nHTepgeiica BKIOHAET B Ce6S1 ero Tun
N ngeHTudmkarop.

NpeHTudukatop dmsmuecknx nHtepdgeiicos nmeet sug <UNIT>/
<SLOT>/<PORT>, rae:

+ <UNIT> - HOMep yCcTpoiicTBa B rpynne yCTPOIiCTB,
+ <SLOT> — HOomep Moy B cocTase ycTpoictea nnv 0 npu

OTCYTCTBUW fefieHns yCTPOCTBa Ha Moy u,
+ <PORT> - nopsakoBbIii HOMep nopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o603HaveHus: gigabitethernet 1/0/12

& [bonyckaetcs ucnonb3oBaTb COKpauleHHOe
HauMeHoBaHue, Hanpumep gi1/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep ob6o3HaueHus: tengigabitethernet 1/0/2

& [bonyckaetcs Ucnonb3oBaTb COKpauleHHOe
HauMeHoBaHue, Hanpumep te1/0/2.

twentyfivegigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep ob6o3HaueHus: twentyfivegigabitethernet 1/0/2

& [onyckaetcs Ucnonb3oBaTh COKpauleHHOe
HauMeHoBaHue, Hanpumep twe1/0/2.

fortygigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep ob6o3HayeHust: fortygigabitethernet 1/0/2

& [onyckaeTcs ucnonb3oBaTb COKpalleHHOe
HaumeHoBaHue, Hanpumep fo1/0/2.
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Tun vHTepdeiica

Mpynnbl arperaummn kKaHanos

Cab-nHTepdelichl

Q-in-Q nHTepdeics!

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

OGo3HaueHne

O603HaYeHne rpynnbl arperaumm KaHanoB BK/IOYAET B cebsi ero Tum
1 NOpsiAKOBbI HOMep MHTepdelica:

port-channel <CHANNEL_ID>

Mpumep o603HaveHus: port-channel 6

& [onyckaeTcs ucnonb3oBaTb COKpalleHHOe
HaumeHoBaHue, Hanpumep, pol.

O603HaveHne cab-nHTepdeiica obpasyeTcst U3 0603Ha4YeHUs!
6a3oBoro nHTepdeiica n ngeHTudukatopa (VLAN) cab-
NHTepdeica, pasaeneHHbIX TOUKOM.

Mpumepbl 0603HaYEHNIA:

+ gigabitethernet 1/0/12.100

+ tengigabitethernet 1/0/2.123

« fortygigabitethernet 1/0/2.1024
+ port-channel 1.6

A Wpentudpukatop cab-uHTepdeiica MoXeT NpUHUMATL
3HauyeHus [1..4094].

O603Ha4veHmne Q-in-Q nHTepdcpelica obpasyeTcs U3 0603HAYEHNS
6a30Boro nHTepdelica, naeHTudgmkatopa cepsmcHoro VLAN 1
ngeHTndkaropa nonb3osarenbckoro VLAN, pasgeneHHbIX TOUKON.

Mpumepbl 0603HAYEHNIA:

+ gigabitethernet 1/0/12.100.10

+ tengigabitethernet 1/0/2.45.12

+ fortygigabitethernet 1/0/2.408.507
+ port-channel 1.6.34

A WpenTtudpukaTop cepBUCHOrO U NOMbL30BaTE/ILCKOro
VLAN MOXeT npuHUMaThb 3HaueHus [1..4094].
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Tun vHTepdeiica

E1-uHTepdoelichbl

Mpynnbl arperaunu E1-kaHanos

Nornyeckue nHTepdelicol

MocnepoBaTtesbHblEe MHTEPEChI

USB-mogembl

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

OGo3HaueHne

0O603HayeHune E1-nHTepdeiica BkNKOYaEeT B Ce6S €ro Tun u
naeHTudurkaTop.

WaeHtndgukartop E1-nHtepdeiicos nveet sng <UNIT>/<SLOT>/
<STREAM>, rge

+ <UNIT> - HOomep ycTpoiicTBa B rpynne yCTPOCTB,

+ <SLOT> - Homep E1-moayns B cocTaBe yCTPOMCTBA,

+ <STREAM> — nopsagkoBblii Homep E1-noToka.
Mpumep o6o3HaveHus: e1 1/0/1

O603Ha4eHue rpynnbl arperaummn E1-kaHanos BkovaeT B cebs ero
TUM 1 NOPAAKOBLIA HOMEpP UHTepdeiica:
multilink <CHANNEL_ID>

Mpumep o0603HayeHust: multilink <CHANNEL_ID>

O603Ha4YeHne NorMyeckoro nHTepdeiica ABASETCA NOPSAKOBbIM
HOMepoM MHTepdelica:

MprMepbl 0603HAYEHWIA:

+ loopback 4
+ bridge 60
+ service-port 1

O603HayeHmne nocnegoBarTesibHOro MHTepdelica BKIYaeT B Cebs
€ro TMn 1 naeHTUgUKaTop.

MaeHTndmkaTop nocnegoBartesibHOro nHtepdeica nMeert Bug,
<UNIT>/<SLOT>/<STREAM>, rae

+ <UNIT> - Homep ycTpoiicTea B rpynne yctpoicTts [1..1],
+ <SLOT> — HoMep Moayns B cocTaBe ycTpoiictea nnun 0 npu
OTCYTCTBUW AeNeHNs YCTPOCTBa Ha Moaynu,
+ <PORT> — nopsiAKOBbI HOMEp nopTa.
Mpumep o6o3HayeHus: serial 1/0/1

0O603HaveHne USB-mogema BKk/IoUaeT B Cebsi ero Tumn 1 NopsiAkoBbIl
HoMep:

modem <MODEM-NUM>

Mpumep o603HayeHnsi: modem 1

64



MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

Tun nHtepdpeiica O6o3Ha4yeHue

FXS/FXO-nopThl O603HaveHne FXS/FX0O-nopToB BK/IOYaET B cebs ero Tum u
NopsiAKOBbIV HOMEP:

interface voice-port <NUM>

Mpumep 0603Ha4eHus: voice-port 1

A 1. KonuuectBo MHTepdhelicOB KaXA0ro Tuna 3aBUCUT OT MOZE/NM MapLIpyTu3aTopa.
2. Tekywasn Bepcus NO He nogaepXxuBaeT CTEKMPOBaHUeE YCTPOIiCTB. HoMmep ycTpoiicTBa B
rpynmne ycTpoicTs unit MOXeT NPUHUMATb TO/ILKO 3HaueHue 1.

3. Hekotopble KOMaHAbI NOAAEPKUBAIOT O4HOBPEMEHHYIO Pa6oTy C rpynnoii uHTepdeiicos.
[Nna ykasaHus rpynnbi MHTepelicOB MOXET GbITb UCNO/b30BaHO NepeuncsieHne yepes
3anaTylo UM yKa3aHue guanasoHa ugeHTUMKaTtopoB uepes geduc «-».

Mpumepbl yKazaHuA rpynn nHTepgeiicos:

interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2

interface fortygigabitethernet 1/0/1-2
interface gil/0/1-3,gi1/0/7,tel/0/1,fol/0/1

4.3 Tunbl U NOPALOK UMEHOBaHUA TYHHe el MmapLlupyTusaropa

Mpu paboTe MapLupyTM3aTOpa UCNO/b3YIOTCA CETEBbIE TYHHENWN Pa3/IMYHOIO TUMNa 1 Ha3HavyeHus. Cuctema
MMeHOBaHWUS NO3BOJIAIET OAHO3HAYHO apecoBaTb TYHHE N N0 UX (PYHKUMOHaIbHOMY Ha3HayeHuo. [anee B
Tabnmue npuseieH nepeyeHb TUMNOB TYHHeNEe.

Tabnuua 34 — Tunbl M NOPSALOK UMEHOBaHUS TYHHeNel MapLupyTusatopa

Tvn TyHHenA OGo3HaueHne

L2TPv3-TyHHENb O603Ha4veHne L2TPv3-TyHHeNs coCcToMT U3 0603Ha4YeH1s TUna 1 NopsaKoBoro HoMepa TyHHenNs:
12tpv3 <L2TPV3_ID>

Mpumep o603HauveHus:: 12tpv3 1

GRE-TyHHenNb O603Ha4veHne GRE-TyHHeNA cocTomT u3 0603HavYeHns Trna u NopsiAKoBOro HoMmepa TyHHenNs:
gre <GRE_ID>

Mpumep 0603HaYeHus: gre 1
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Tun TyHHens

SoftGRE-TyHHeNb

IPv4-over-1Pv4-
TYHHE/b

IPsec-TyHHenNb

Jlornuecknii TyHHesb
(TyHHENB MEXOY
VRF)

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

O6Go3Ha4YeHne

0O603Ha4eHne SoftGRE-TyHHeNst cocTomT 13 0603HaYeHMs TUNa, NOpPsiAKOBOr0 HoMepa TyHHEeNs
n, onumoHasnbHo, VLAN ID BupTyanbHoro nHrepgeica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603HaveHus: softgre 1, softgre 1.10

0O603Ha4veHune IPv4-over-IPv4-TyHHeNs coctouT 13 0603HavYeHns Tmna 1 nopsiikoBoro Homepa
TYHHENs:

ip4ip4 <IPIP_ID>

Mpumep o603HaveHus: ipdip4 1

O603Ha4YeHne BUPTYyasibHOro IPsec-TyHHeNss COCTOUT 13 0603HAYeHUs TUMNa 1 NopsiAKOBOro
HoMepa TyHHess:

vti <VTI_ID>

Mprvmep o603HaveHus: vti 1

O603Ha4YeHne NI0rMYeckoro TYHHeNst COCTOUT 13 0603HAYEHNUS TUMa 1 NOPSIAKOBOro HoMepa
TYHHENS:

It <LT_ID>

Mpymep o603HaveHus: It 1

& KonunuecTBo TyHHeneil KaX[oro Tuna saBucUT ot mogenu u MO MapipyTusaTopa.
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5 HauanbHasi HacTpoiika MapLupyTM3aTopa

+ 3aBopgckas KoHJurypauma maplupytmsatopa ESR
+ OnuvcaHve 3aBOACKOIN KOHUrypauum
+ [ogxnoyeHne 1 KOHpUrypmposaHme MmapLupytmsaropa
+ MNopxnoyeHne K MapLipyTnsaTopy
+ [NogknoveHve nNo nokansbHow cetn Ethernet
*+ lMoakntoyeHme Yyepes KOHCOSbHbI NopT RS-232
+ [NpuMeHeHVe N3MeHeHNs KOHUrypaumm
+ basoBas HacTpolika MapLupyTmM3aTopa
* M3meHeHve napons nonb3osarens «adminy»
+ Co3fgaHvie HOBbIX Monb3oBarenei
* Ha3sHayeHve vMeHu ycTpoicTea
* HacTtpoiika napameTpoB ny6/mM4Hon cetu
* HacTpoiika ygaaneHHoro gocTyna Kk MapLpyTusatopy

5.1 3aBopgckas KoHurypauua mapwpyrtusatopa ESR

Mpw OTrpy3Ke yCTpoincTBa NOTPEOUTENI0 Ha MapLLPYTU3aTop 3arpyeHa 3aBofckas KoHdurypauus, kotopas
BK/1HOYAET MUHMM&a/IbHO HEOBX0AVMble 6a30Bble HACTPONKKM. 3aBoAcKas KOHhUrypaumsa no3sonser
MCNonb30BaTh MapLUPYTM3aTop B KayecTse Wwito3a ¢ pyHkumnerr SNAT 6e3 Heo6X0AMMOCTU NMPUMEHATD
[0nonHuTe NbHbIE HACTPOIKN. KpoMe Toro, 3aBocKast KOH(Urypauust CoAepXnUT HACTPOMKK, MO3BONSOLLNE
NOyYnTb CETEBOW AOCTYN K YCTPONCTBY AJ19 BbINO/IHEHUS PACLLUMPEHHOTO KOH(IUTYPUPOBaHUS.

5.1.1 OnucaHue 3aBOACKOIT KOHhurypauymm

[nsa noaknoYeHns K cetsMm B KOHdMrypauum onmcaHbl 2 30Hbl 6€30NacHOCTU C HAMMEHOoBaHUSIMU «Trusted»
ANns nokanbHoi cetn n «Untrusted» ans ny6nuuHoii cetn. Bce nHTepdiencol padgeneHbl MeXxay ABYX 30H
©e30nacHoOCTU:

1. 3oHa «Untrusted» npegHasHaueHa ans nogaknoueHus K nyénunuHoii cet (WAN). B 3Toli 30He OTKPbITbI
noptel DHCP-npoTokona ans nonyyeHus guHammyeckoro IP-agpeca ot npoBaiigepa. Bce Bxoasiume
COeANHEHNst N3 AaHHON 30Hbl Ha MapLUPYTU3aTOpP 3anpeLyeHbI.

B naHHy0 30HY 6€30MacHOCTN BXOAAT UHTEphelichl:
« ansa ESR-20: GigabitEthernet 1/0/1;
« ansa ESR-21: GigabitEthernet 1/0/1;

ana ESR-30: GigabitEthernet 1/0/1; TengigabitEthernet 1/0/1-2

ans ESR-100/200: GigabitEthernet 1/0/1;

ans ESR-1000/1500: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;

ana ESR-1511: GigabitEthernet 1/0/1, FortygigabitEthernet 1/0/1-2;

ansa ESR-3200: Twentyfivegigabitethernet 1/0/1-2.

VHTepdeiicbl 30HbI 06beANHEHBI B 0AMH L2-cermeHT yepes ceTeBoii MocT Bridge 2.

2. 3oHa «Trusted» npegHasHayeHa Ansi noakNtoueHus K nokansHoii cetn (LAN). B 3Toli 30He OTKpPbIThI
nopTbl npoTtokonos Telnet u SSH ans ynaneHHoro goctyna, ICMP-npoTokona Anst npoBepku
poctynHocTu mapuwpytmsaropa, DHCP-npoTtokona ansa nonyvyeHna knueHtamm IP-agpecos ot
MapLupyTmatopa. Micxogsawme coeamHeHnsa 3 4aHHOM 30Hbl B 30HY «Untrusted» paspeLueHsi.
B naHHy0 30HY 6€30MacHOCTN BXOAAT UHTEpdhelichl:

« ansa ESR-20: GigabitEthernet 1/0/2-4,;

ansa ESR-21: GigabitEthernet 1/0/2-12;

ansa ESR-30: GigabitEthernet 1/0/3-4;

ansa ESR-100: GigabitEthernet 1/0/2-4,

ansa ESR-200: GigabitEthernet 1/0/2-8;

ans ESR-1000: GigabitEthernet 1/0/2-24;
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+ ana ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-4;
+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
« ans ESR-3200: Twentyfivegigabitethernet 1/0/3-12.

NHTepdelicbl 30HbI 06beAVHEHbI B OANH L2-cermeHT Yepes ceTeBol MOcCT Bridge 1.

Ha nHTepgoeiice Bridge 2 skntoueH DHCP-knneHT ansa nonyyeHns guHammyeckoro IP-agpeca ot npoBaiigepa.
Ha nHTepdoeiice Bridge 1 ckoHdpurypmpoBaH ctatnyeckuin IP-agpec 192.168.1.1/24. Co3gaHHbIii IP-uHTepdeic
BbICTYMaeT B KA4eCTBe LU/03a A1 KIMEHTOB /I0Ka/IbHOW CeTu. [1NS KIMEHTOB /I0KasIbHOM CETU HAaCTPOEH
DHCP-nyn agpecoB 192.168.1.2-192.168.1.254 ¢ mackoit 255.255.255.0. na nony4yeHns KmeHTamm
NoKasibHOW ceTu gocTtyna K Internet Ha mapLupyTm3aTope BkAoYeH cepBuc Source NAT.

MonnTVKM 30H 6€30MacCHOCTM HACTPOEHbBI C/IEAYIOLLIMM 06Pa3oM:

Tabnmua 35 — OnucaHve NosMTUK 30H 6e30MacHOCTH

30Ha, u3 kotopoii nget Tpachmk  30Ha, B KOTOpPYIO UAaeT Tpadmk  Tun Tpaduka AeiictBne
Trusted Untrusted TCP, UDP, ICMP paspelLueH
Trusted Trusted TCP, UDP, ICMP paspeLueH
Trusted self TCP/22 (SSH), ICMP, UDP/67 paspeLueH

(DHCP Server), UDP/123 (NTP)

Untrusted self UDP/68 (DHCP Client) paspeLleH

© JAns o6ecneueHnss BOSMOXHOCTU KOH(OUIYPUPOBaHUA YCTPOICTBA NPU NEPBOM BK/IHOYEHUN B
KOHpurypauum mapLupytusartopa cosgaHa yuéTtHas sanmcb agMmuHucTparopa "admin” c naponem
n n
password".
MNonb3oBartento GyaeT NnpeasioXXeHo N3MEeHUTb Napo/ib agMUHUCTPaTopa NpPU Ha4a/ibHOM
KOHCPMIypupoBaHuM MapLupyTusaropa.

© [nsa ceteBoro goctyna K ynpasneHUo MapLipyTU3aTopoM Npy NepBoM BK/TIOUEHUN B
KOHdmMrypauum 3apaH ctatuueckuii IP-agpec Ha nuitepdoeiice Bridge 1 — 192.168.1.1/24.
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5.2 MopxnioueHne U KOH(UTypUMpoBaHMe MapLipyTu3aTopa

MapuwpyTunsaTtopbl cepumn ESR npegHasHaueHb! 4151 BbINOAHEHUS PYHKLMIA NOFPaHNYHOrO LW/I3a U
obecreyeHns 6e30MacHOCTV CeTV Nosb30BaTeNs NPV NOAKMIOYEHUN ee K MYB/IMYHBIM CeTAM nepesayn
[aHHbIX.

BasoBasi HacTpoiika MapLUpyTM3aTopa A0/MKHA BKoYaTh:

* HasHaueHve IP-agpecoB (CTaTMUYECKMX UK AMHAMUYECKUX) MHTepdeiicam, yuyacTByoLLMM B
MapLUpyTU3aLUmmn AaHHbIX;

* co3faHvie 30H 6e30MacHOCTU 1 pacnpefeneHne nHTepgencos nNo 3o0Hawm;

* cO3faHvie NONUTUK, PeryMpyoLwmnx NPOXoXAeHNe AaHHbIX MEXy 30Hamu;

* HacTpolika cepBMCOB, COMYTCTBYOLMX MapLpyTrsauum gaHHblx (NAT, Firewall n npoune).

PaclumpeHHble HACTPOIKN 3aBUCAT OT TPEOOBAaHWNIA KOHKPETHOW CXeMbl MPUMEHEHNS YCTPOCTBA U NIETKO MOTyT
6bITb AO6GABNEHbI UM N3MEHEHbI C MOMOLLIbIO UMEIOLLMXCA MHTephencoB ynpaBneHus.

5.2.1 MoaxniovyeHue K MapLpyTusaTtopy

MpeaycMoTpeHbI crieaytoLime cnoco6bl NOAKIHUYEHUS K YCTPOCTBY:

MopxnoueHne No nokanbHoii cetn Ethernet

& Tpu nepBoHaYaNbLHOM cTapTe MapLUPYTM3aTOP 3arpy)aeTcs ¢ 3aBOACKOl KOHurypauueil.
OnucaHue 3aBOACKOW KOHMUrypauum npuBeaeHo B pasgene 3aBo/ckas KoHurypaums
mMaplipyTtnsatopa ESR gaHHOro pykosoacrea.

MopaxntounTe ceTeBO kabenb Nnepegayn aaHHbIX (NaTy-kopa) K Nto6omMy NopTy, BXoAsaweMy B 30Hy «Trusted», n
K KOMMNbIOTEPY, NPegHa3HaYeHHOMY A/151 yNpaB/eHus.

B 3aBoACKOl KOH(MIypaumm MapLlipyTusaTopa aktueruposaH DHCP-cepsep ¢ nynom IP-agpecoB B noaceT
192.168.1.0/24.

Mpwn NoAKYEHUN CETEBOTO MHTEPdIelica ynpaBnstoLWEero KOMNboTepa OH A0/HKEH NOMYyYnTb CETEBOI agpec
OT cepBepa.

Ecnwu IP-agpec He nosyyeH no kakor-mbo NpuynHe, TO CneayeT Ha3HauuTb agpec nHTepderica BpyUHyto,
ncnonb3ysa nboi agpec, kpome 192.168.1.1, B noacetn 192.168.1.0/24.

MopkntoueHue yepes KOHCOJIbHbIW NOPT RS-232

Mpu nomolum kabens RJ-45/DBF9, KoTopblil BXOAUT B KOMMIEKT NOCTaBKU YCTPONCTBA, COeANHUTE NOpT
«Console» MapLipyT3aTopa ¢ noptom RS-232 komnbloTepa.

3anycTuTe TepMUHa/bHY0 nporpammy (Hanpumep, HyperTerminal nnn Minicom) 1 co3aaiite HoBoe
noaktodeHve. JomkeH 6biTb MCMNONb30BaH pexum amynauum tepmmHana VT100.

BbinonHute cnegytouime HacTponikn nHTepgeinca RS-232:

CkopocTb: 115200 6UT/C
BuTbl AaHHbIX: 8 GUT
YeTHOCTb: HET

CtonoBble 6UThI: 1
YnpasneHue NOTOKOM: HeT
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5.2.2 MpumeHeHne U3MeHeHUs1 KoHdurypauum

Nio6ble N3MEHEHUS], BHECEHHbIE B KOH(DUTYPaLWIO, BCTYNAT B AeCTBME TOMBbKO NOC/e NPUMEHEHNS KOMaH/bI:

esr# commit
Configuration has been successfully committed

Mocne npuMeHeHNs1 JaHHOW KOMaH/bl 3anyckaeTcs Talimep "oTkata" KoHdurypaumn. s ocTaHOBKM Taiimepa
1N mexaHu3Ma "oTkara"’ ucnonb3yercsa komaHaa:

esr# confirm
Configuration has been successfully confirmed

3HaueHve Taiimepa "oTkata" no ymonuanuio — 600 cekyHz,. Ana n3MeHeHUs JaHHOro Talimepa MUCrnosb3yeTcst
KOMaHga:

esr(config)# system config-confirm timeout <TIME>

+ <TIME> — UHTEpBa/ BPEMEHW OXWAAaHUSA NOATBEPXKAEHUS KOH(UIYPaLIMI, MPUHUMAET 3HAYEHNE B
cekyHaax [120..86400].

5.2.3 ba3oBas HacTpoiika MapLipyTusaropa
Mpoueaypa HacTPOIiK1n MapLupyTu3aTtopa npy NepPBOM BK/IHOYEHUM COCTOUT M3 CAEeAYOLMX 3TanoB.:

* VI3meHeHve napona nonb3osarens «admin.

+ Co3faHve HOBbIX Nofb30BaTenei.

*+ HasHaueHue umenn ycTpoiictea (Hostname).

* YcTaHOBKa napameTpoB NOAK/OUEHNS K My6INYHON CETU B COOTBETCTBUM C TpeboBaHUsIMU NpoBaligepa.
+ HacTpolika yganeHHoro goctyna K MapLupyTu3aropy.

* NpumMeHeHne 6a30BbIX HACTPOEK.

MN3meHeHMe napons nonb3oBarens «adminx»

[N 3alMLLEeHHOr0 BXoAa B CUCTEMY HEOBXOAMMO CMEHUTL Naposib NPUBKIETMPOBAHHOIO MN0JbL30BaTE NS
«admin».

& YueTHas 3anucb techsupport Heo6xoaMma ANs yAAEHHOTO 0GCY)XMBaHUA CEPBUCHBIM
LeHTPOM;
Y4yeTHas 3anucb remote — ayteHTU(pnKaumsa RADIUS, TACACS+, LDAP;
Yaanutb nonb3oBartenen admin, techsupport, remote Henlb3A. MOXXHO TOIbKO CMEHUTb Naponb 1
YpPOBE€Hb NPUBUNETNIA.

© Ecnu uHdopmayms o nonb3osartesne "admin” He oTOGpaXaeTcsi B KOH(IUrypauum, 3HaUnT
napamMeTpbl aHHOTO NOJIb30BaTeNIA HACTPOEHbI MO yMonYaHuio (naposnb "password”, ypoBeHb
npusuneruii 15).

Mmsa nonb3oBatens 1 naposib BBOAUTCSA NPU BXOAE B CUCTEMY BO BPEMS CEAHCOB aiMMHUCTPUPOBaHNS
yCTpOWCTBA.
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[N n3meHeHns1 napons nonb3osaresis «adminy» UCNONb3YTCA Crieayolumne KoMaHabl:

esr# configure

esr(config)# username admin
esr(config-user)# password <new-password>
esr(config-user)# exit

Co3paHue HOBbIX NoJib30oBaTe el

[lna co3gaHnsi HOBOTO NOJIb30BaTe A CUCTEMbI UM HACTPOIIKM N060ro U3 NnapameTpoB: MMEHM NOsb30BaTenNs,
naposisi, ypOBHS NMPUBUETUNIA, — UCNOMNb3YIOTCA KOMaHpbI:

esr(config)# username <name>
esr(config-user)# password <password>
esr(config-user)# privilege <privilege>
esr(config-user)# exit

& YpoBHU npuBuneruii 1-9 paspeLaroT AOCTYN K YCTPOWCTBY M NPOCMOTP €ro onepaTMuBHOro
COCTOSIHMSA, HO 3anpeLaloT HaCTPONKY. YpoBHU npuBunernii 10-14 paspelatot Kak 4ocTyn, Tak
M HacCTPOWKy 6onbLueit YacTu PyHKUUI yCTpoiicTBa. YpOoBeHb NpuBuiernii 15 paspeluaer kak
[OCTYN, TaK U HACTPOIKY BCeX (hyHKLMIA ycTpoiicTBa.

Mpumep KomaHg Ana cosgaHuns nonb3osatens «fedor» ¢ naponem «12345678» 1 yposHeM npvBunernin 15 n
co3faHnA nosb3oBartesns «ivan» ¢ naposieM «password» 1 ypoBHeM npusunernii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

& YposHU npuBuneruii 1-9 paspeLwaroT JOCTYN K YCTPOWCTBY U NPOCMOTP €ro onepaTuBHOro
COCTOSIHUSA, HO 3anpeLaloT HacTPoiiKy. YpoBHU npuBunerunii 10-14 paspeLatoT Kak AOCTYN, Tak
M HACTPOWKY Gonbluel yacTu pyHKUUIA yCTPOUCTBA. YPOBEeHb NpuBuneruii 15 paspeLuaer Kak
[OCTYN, TaK U HACTPOIKY BCceX (PyHKUUIA yCTPOUCTBA.
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Mpumep KomaHa Ana cosgaHuns nonb3osatens «fedor» ¢ naponem «12345678» 1 yposHeM npuBunernin 15 n
co34aHus nosb3oBarens «ivan» ¢ naponem «password» 1 ypoBHem npusunervii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

Ha3HaueHne nmeHu ycTpoiicTBa

[na Ha3HaYeHMss UMEHMN YCTPOICTBA UCMOb3YOTCS CriefytoLie KoMaHbl:

esr# configure
esr(config)# hostname <new-name>

Mocne NpYMEHEHNS KOHJUIypaLuy npurialeHne KOMaHHON CTPOKU M3MEHWUTCS HA 3HAUYeHWe, 3alaHHoe
napamMeTpom <new-name>.

HacTpoiika napameTpoB ny6/n4HoIi ceTu

[N HaCTPOIiKM ceTeBOro MHTepdpelica MapLipyTu3aTopa B Ny6AnyYHOM CETU HEOBXOAMMO Ha3HaUYUTb
yCTPOICTBY NapaMeTpbl, onpeaenéHHble npoBaiiaepomM cetv — IP-agpec, Macka NoAceTy 1 afpec LW3a no
YMO/TYaHWIO.

Mpumep KomaHA, HacTpolikn ctatmudeckoro IP-agpeca gna cab-uHtepgeiica Gigabit Ethernet 1/0/2.150 gns
[ocTyna K MapwpyTtusartopy yepes VLAN 150.

MapameTpbl UHTEPAIEiCa:

+ IP-agpec — 192.168.16.144;
+ Macka nogcetn — 255.255.255.0;
* IP-agpec wno3a no ymonyaHuio — 192.168.16.1.

esr# configure

esr(config)# interface gigabitethernet 1/0/2.150
esr(config-subif)# ip address 192.168.16.144/24
esr(config-subif)# exit

esr(config)# ip route 0.0.0.0/0 192.168.16.1

[ns Toro uTo6bl Y6EAnUTHLCS, YTO afpec Obl/1 Ha3HaYeH MHTepdericy, nocne NPUMEHeHNs KOHUrypauum
BBEAMTE C/IEAYIOLLYI0 KOMaHAy:

esr# show ip interfaces
IP address Interface Type

192.168.16.144/24 gigabitethernet 1/0/2.150 static

MpoBaigep MOXET NCNONb30BaTb ANHAMUYECKN Ha3HavYaeMble agpeca B cBoei ceTu. Ansa nonyyvenus IP-
aZipeca MOXeT ucnosibzoBaTtbcsa npotokon DHCP, ecnu B ceTtn npucytcteyet cepsep DHCP.
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MpviMep HaCTPOIikK, NpeAHa3HaYeHHON AN nosyyYeHns anHamunyeckoro IP-agpeca ot DHCP-cepsepa Ha
nHtepdpeiice Gigabit Ethernet 1/0/10:

esr# configure

esr(config)# interface gigabitethernet 1/0/10
esr(config-if)# ip address dhcp
esr(config-if)# exit

[nsa Toro uTo6bl yoeanTbes, 4To agpec Obisl Ha3HayYeH nHTepdelicy, BBeAMTE CrieayoLwyo KomaHay nocne
NPUMEHEHUA KOHpUrypauuu:

esr# show ip interfaces
IP address Interface Type

192.168.11.5/25 gigabitethernet 1/0/10 DHCP

HacTtpoiika yganeHHoro goctyna K mapLipyTusaTopy

B 3aB0o/CKOIi KOHGOMIypaLymn paspeLleH yaaneHHbli 4oCTyn K MapLipyTM3aTopy no npotokonam Telnet nnu
SSH 13 30HbI «trusted». 10 TOro 4T06bI PA3PELLINTL YAANEHHbI AOCTYN K MapLIpyTM3aTopy M3 APYriX 30H,
Hanpumep, U3 Ny6/INYHOI CeTn, He06X0AMMO CO3/aTh COOTBETCTBYOLLME npaBuna B firewall.

Mpu KOHUIYpUPOBaHUK AOCTYNa K MapLUpPyTU3aTopy NpaBuia co34atTcs A8 Napbl 30H:

* source-zone — 30Ha, U3 KOTOPOIi BYAET OCYLLECTBNSATLCS YAa/IeHHbI AOCTYN;
- self - 30Ha, B KOTOPOI1 HAXOAUTCS UHTEPPEIC YyNpaBNeHNss MapLIPyTM3aTOPOM.

[nsi co3maHns paspeLuaroLlero npasuaa Ucnosb3yTes CeaytoliMe KOMaHIbl:

esr# configure

esr(config)# security zone-pair <source-zone> self

esr (config-zone-pair)# rule <number>

esr(config-zone-rule)# action permit

esr(config-zone-rule)# match protocol tcp

esr(config-zone-rule)# match source-address <network object-group>
esr(config-zone-rule)# match destination-address <network object-group>
esr(config-zone-rule)# match destination-port <service object-group>
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit
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Mpumep KomaHa ANsa paspeLueHuns nosb3oBaTensm ns 30Hbl «untrusted» ¢ IP-agpecamu
132.16.0.5-132.16.0.10 nogxntovatbCca K mapipyTtusatopy ¢ IP-agpecom 40.13.1.22 no npotokony SSH:

esr# configure

esr(config)# object-group network clients
esr(config-addr-set)# ip address-range 132.16.0.5-132.16.0.10
esr(config-addr-set)# exit

esr(config)# object-group network gateway
esr(config-addr-set)# ip address-range 40.13.1.22
esr(config-addr-set)# exit

esr(config)# object-group service ssh
esr(config-port-set)# port-range 22
esr(config-port-set)# exit

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 10

esr(config-zone-rule)# action permit
esr(config-zone-rule)# match protocol tcp
esr(config-zone-rule)# match source-address clients
esr(config-zone-rule)# match destination-address gateway
esr(config-zone-rule)# match destination-port ssh
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit
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6 OG6HOB/IEHME NpPOrpaMMHOro obecneyeHns
+ O6GHOBNEHME nporpamMmmHoro obecnevyeHus cpeacreamMmm CUCTEMbI

+ OGHOB/EHVE NPOrPaMMHOr0 06ecrneyeHns U3 HavaslbHOrO 3arpy3ynka
+ O6HOB/MEHME BTOPUYHOrO 3arpysumka (U-Boot)

6.1 OGHOB/IEHUe NPOrpaMMHOro o6ecrneyeHus cpeacTBaMyu CUCTEMbI

© JAns o6HOBNEHUSA NPOrPaAMMHOr0O oGecrneyeHunsi NOHaA06GMTCA OAUH U3 CNIEAYIOLUX CEPBEPOB:
TFTP, FTP, SCP. Ha cepBep A0/MKHbI 6bITb NOMeLeHbl haiiibl NporpaMmMHOro oéecrneyeHus
MapLupyTM3aTropa, nony4yeHHble OT NPOU3BOAUTENSA.
Ha mapLupyTusarope xpaHuTcs AiBe KONnuu nporpamMMHoOro o6ecnedveHus. [ins oéecneyeHus
HafleXXHOCTU npoueaypbl OGHOB/IEHUSA NPOrpaMMHOro o6ecnevyeHus 4OoCTynHa Ans
OGHOB/IEHMUA TO/ILKO KOMUA, KOTOpasi He Gblfla UCNONb30BaHa A/ NOC/NIefHEero crapra
ycTpoiicTBa.

© nNpu o6HOBNEHUN NPOrPaMMHOro o6ecneyeHns KOHPUrypauus mappyTusaTopa
KOHBEPTUpPYeTCs B COOTBETCTBUU C HOBOW Bepcueil.
Mpwu 3arpy3ke MmappyTrsaropa c 60s1ee cTapoii Bepcueit NporpaMMHOro oGecrneyeHus, Yem
3arpyxeHHasi paHee, KOH(hUrypauus He KOHBEPTUPYETCS U BNOCNEACTBUMN yaansieTcs.

& OGHoBneHue MO ¢ 6onee paHHUX BepPcuii MOXXHO NMPOU3BECTU, BOCMNO/Ib30BaBLLUCH
MHCTPYKLUUeii, npuBeaeHHON B pasaene OOHOB/IEHNE MPOrpaMMHOro obecrneyeHns N3 HavaslbHoro
3arpysuvka.

O6HOoBNEHME NPOrpaMMHOro obecneyeHns Ha yCTPOCTBe, paboTatoLLeM nog ynpasieHnem onepawMoHHON
CUCTEMbI, BbIMOSIHAETCS B C/IeAyoLLEeM Nopsike.

1. MNopgroToBbTe AN paboTbl BbIbpaHHbI cepaep. [Lo/mkeH 6bITb U3BECTEH aApec cepBepa, Ha cepeepe
[O/MKEH ObITb pa3MeLLeH AUCTPUBYTUBHDINA haiin NporpaMMHOro obecneyeHus.

2. MapLupyTnsaTop fO/DKEeH 6bITb NOArOTOB/IEH K paboTe B COOTBETCTBUU C TPEOOBaAHUAMUN AOKYMEHTaLMN.
KoHchurypauusa mapLupytusaropa Ao/hkHa No3BoNATbE 06MeHNBaTLCS AaHHbIMK Mo npoTtokonam TFTP/
FTP/SCP n ICMP ¢ cepsepom. [Npy 3TOM A0/KHA ObITb YYTEHa NPUHALIEXHOCTb CepBepa K 30HaM
6e3onacHoCTV MapLupyTnsaTopa.

3. MogknioumTech K MapLLpyTU3aTopy /I0KasIbHO Yepes KOHCO/bHbIM nopT Console nnu yaaneHHo,
ncnonb3ysa npokosnbl Telnet unn SSH.

MpoBepbTe AOCTYMHOCTb CepBepa A/ MapLupyTM3aTtopa, UCNosb3ys KOMaHA4y ping Ha MapLupyTusatope.
Ecnu cepsep He fOCTyneH — NpoBepbTe NPaBUIbHOCTb HACTPOEK MapLLpyTU3aTopa 1 COCTOsAHME
ceTeBbIX MHTEP(helicoB cepBepa.

4. [1na 06HOBNEHMA NPOrpaMMHOro obecneyeHs MmapLupyTM3aTopa BBeauTe criefyoLLyo KomaHay. B
KayecTBe napamertpa <server> fLO/keH ObITb yka3aH IP-agpec ncnonb3yemoro cepsepa. Ans
o6HoBneHust ¢ FTP nnm SCP-cepBepa noTpebyeTcs BBECTU UMS NO/Ib30BaTeNs (NapaMeTp <user>) u
naposnb (napameTp <password>). B kauecTBe napametpa <file_name> ykaxute nms caina
nporpammHoro o6ecneyeHus, NOMeLLLeHHOro Ha cepeep (Npu ncnosb3oBaHUM SCP HYXHO yKka3aTb
NonHbIiA NyTb — NapameTp <folder>). Mocne BBOAA KOMaHAbl MapLLpYTMU3aTOp cKonupyeT dhaiin Bo
BHYTPEHHIOIO NamMATb, NPOBEPUT LE/IOCTHOCTb AaHHbIX Y COXPaHWUT ero B 3HeproHe3aBrcMy0 NamsAThb
YCTpPOWCTBA.

TFTP:

esr# copy tftp://<server>:/<file_name> system:firmware
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FTP:

esr# copy ftp://[<user>[:<password>]@]<server>:/<file_name> system:firmware

SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name>system:firmware

SFTP:

esr# copy sftp://[<user>[:<password>]@]<server>:/<file_name> system:firmware

[na npumepa o6HoBMTE ocHOBHOE MO yepes SCP:

esr# copy scp://adm:passwordl123@192.168.16.168://home/tftp/firmware system:firmware

. [Ansa Toro 4To6bl YCTPOICTBO paboTasno nof ynpas/eHnem HOBOV BEpCUM NPOrpaMMHOr0 o6ecneyeHus,
HEeo6X0IMMO NPOU3BECTU NEepPeK/ioUeHne akTMBHOro o6pasa. C NoMoLLb0 KoMaHabl show bootvar
cnepyert BbISICHATL HOMEpP 06pasa, coaepxallero o6HosneHHoe MO.

esr# show bootvar

Image Version Date Status After reboot
1 1.0.7 build 141[f812808] date 18/02/2015 time Active *

16:12:54
2 1.0.7 build 141[f812808] date 18/02/2015 time Not Active

16:12:54

[ns BbiGopa o6pasa Ucrnosb3yiiTe KoMaHay:

esr# boot system image-[1]2]

. [Ana 06HOBNEHUs BTopuYHoro 3arpysunka (U-Boot) BBeauTE cneaytoLyto KomaHay. B kauecTse
napameTpa <server> fofXeH 6bITb yKkasaH IP-agpec ncnonb3yemoro cepeepa. [1s o6HoBnexus ¢ FTP
nnn SCP-cepBepa noTpebyeTcst BBECTU UMS NoMb3oBaTesis (napameTp <user>) 1 naposb (napameTp
<password>). B kauecTBe napameTpa <file_name> ykaxute ums paiiia BTOPUYHOTO 3arpy3uika,
MoMeLLEeHHOro Ha cepBep (Npu ucnosnb3oBaHnn SCP HyXHO ykasaTb NO/HbIA NyTb — napameTp <folder>).
Mocne BBOoZAA KOMaHAbl MapLLpPyT3aTOP CKOMMPYET dhaiisl BO BHYTPEHHIOK NamsiTb, NPOBEPUT
LIe/TOCTHOCTb [@HHbIX U COXPAHWUT €50 B SHEPrOHE3ABUCKMYHO NaMsiTb YCTPOICTBA.

TFTP:

esr# copy tftp://<server>:/<file_name> system:boot-2

FTP:

esr# copy ftp://<server>:/<file_name> system:boot-2

SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name>system:boot-2
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SFTP:

esr# copy sftp://<server>:/<file_name> system:boot-2

6.2 OGHOBJ/IEHWE NPOrpaMMHOro o6ecrneyeHns U3 HayaslbHOro 3arpysumka

MporpamMHoe o6ecneveHne MapLipyTusaTopa MoXXHO 06HOBUTbL M3 HAYa/IbHOTO 3arpy3yvka cneayowmm
obpasom:

1. OcTaHoBUTE 3arpy3Ky yCTPOCTBA NOC/Ie OKOHYaHWs MHULManmn3aumMm MapLipytmsaTopa 3arpy3unkom U-
Boot, BBeas croso stop.

Configuring PoE...
distribution 1 dest_threshold 0Oxa drop_timer 0x0
Configuring POE 1in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1/3xxB0® revision on default.
Autobooting in 5 seconds, enter to command line available now

2. Yxkaxute IP-agpec TFTP-cepBepa:

BRCM.XLP316Lite Rev BO.u-boot# serverip 10.100.100.1

3. YkaxuTte IP-agpec mapLipyTtusatopa:

BRCM.XLP316Lite Rev BO.u-boot# ipaddr 10.100.100.2

4. YkaxuTe nmsa paiina nporpaMMHoOro obecneuveHus Ha TFTP-cepsepe:

BRCM.XLP316L1ite Rev BO.u-boot# firmware_file firmware

5. MOXHO COXPaHUTb OKPYXXeHWe KOMaHAoW «saveenv» ans GyayLmnx 06HOBEHNIA.
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6. 3anycTtuTe npouenypy 06HOBMEHMA NPOrpaMMHOro obecneyeHuns:

BRCM.XLP316L1ite Rev BO.u-boot# run tftp_update_imagel

Using nae-0-3 device

TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'firmware'.

Load address: 0xa800000060000000

Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
HAEAHH AR H AR H AR AR R R R R R R R
HAEAHH AR H AR H AR AR R R R R R R R
HAEAHH AR H AR H AR AR R R R R R R R
HAEAHHARHHARHHARHH AR AR RS

HAEAHHAAHHARAHHARHH AR H AR AR AR AR AR H AR

done
Bytes transferred = 64453909 (3d77d15 hex)
Device 0: MT29F8GOS8ABBCAH4 ... 1is now current device

NAND erase: device 0 offset 0x1440000, size Ox6400000
Bad block table found at page 262080, version 0x01
Bad block table found at page 262016, version 0x01
Erasing at Ox7800000 -- 1895825408% complete..

OK

NAND write: device 0 offset 0x1440000, size Ox6400000
104857600 bytes written: OK

7. YcTaHoBUTE 3arpy)eHHoe nporpaMMHOe o6ecrnedyeHrie B kauecTBe obpasa A/1s 3anycka CUCTEMbI U
nepesarpyauTe poyTep:

BRCM.XLP316L1ite Rev BO.u-boot# boot_system imagel
BRCM.XLP316Lite Rev BO.u-boot# reset
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6.3 OGHoBNeHue BTOpu4Horo 3arpy3sumka (U-Boot)

BTopuuHbIii 3arpy3umnk 3aHumaetcs ninynanusaumeii NAND n mapwpytunsatopa. NMpy 06HOBIEHUN HOBbIA
dhaiin BTopmnyHOro 3arpysuvka coxpaHsietcs Ha flash Ha mecTe cTaporo.

[na npocmoTpa TekyLen Bepcum 3arpy30o4Horo haiina, paboTaroLllero Ha yCTpocTBe, BBeAUTE KOMaHAy
«version» B CLI U-Boot, Takke Bepcua oTobpaaeTcs B npouecce 3arpy3kvi MaplpyTtusaropa:

BRCM.XLP316L1ite Rev BO.u-boot# version
BRCM.XLP.U-Boot:1.1.0.47 (29/11/2016 - 19:00:24)

Mpoueaypa o6HoBNeHUS MO:

1. OcTaHoBUTE 3arpy3Ky yCTPOMCTBA NOC/ie OKOHYaHWUS MHULManmn3aumMm MapLipytmsaTopa 3arpy3unkom U-
Boot, BBeas crioBo stop.

Configuring PoE...
distribution 1 dest_threshold Oxa drop_timer 0x0
Configuring POE 1in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1/3xxB0® revision on default.
Autobooting in 5 seconds, enter to command line available now

2. Yxkaxute IP-agpec TFTP-cepBepa:

BRCM.XLP316Lite Rev BO.u-boot# serverip 10.100.100.1

3. YkaxuTte IP-agpec mapLipyTtusatopa:

BRCM.XLP316Lite Rev BO.u-boot# ipaddr 10.100.100.2

4. YxaxuTe nms chaina sarpysdvka Ha TFTP-cepsepe:

BRCM.XLP316L1ite Rev BO.u-boot# uboot_file u-boot.bin

o

MOXHO COXPaHUTL OKPY>KEHME KOMaH/10ii «saveenv» ans 6yayLimx 06HOB/IEHUIA.
3anycTuTe npoueaypy 06HOBMEHNS NPOrPAMMHOI0 06eCneyeHus:

o

BRCM.XLP316L1iteRevBO.u-boot# run tftp_update_uboot

Using nae-1 device

TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'u-boot.bin'.

Load address: 0xa800000078020000

Loading: #########t#H##MHH#HHHHASHHHHHUHHHAHHHHHHASHBHFHAHH RS R B HUHH
done

Bytes transferred = 852648 (d02a8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
16384 KiB MX25L12805D at 0:0 is now current device
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7. Mepesarpy3nTe MapLIpyTU3aTop:

BRCM.XLP316L1ite Rev BO.u-boot# reset
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7 PekomeHpauuun rno 6e3onacHoin HacTpouke

+ Obwme pekoMmeHZaLMN
* HacTpoiika cucTembl OrMpoBaHnsa CoobITUI
* PekomeHgauunu
+ lNpepynpexaeHns
* Mprmep HacTPONiKK
* HacTpoiika nonnTnkn ncnosb3oBaHnsa naposnen
* PekomeHpaunu
* Mprmep HacTPONiKK
+ HacTtpoiika nonnutunkm AAA
+ PekomeHpaumnu
+ lpepynpexaeHns
* Mprmep HacTPONiKK
* HacTtpoiika yganéHHoro yrnpaeneHus
+ PekomeHpaumnu
* Mprmep HacTpPOiKK
* HacTpoiika MexaHM3MOB 3al1Tbl OT CETEBbLIX aTak
+ PekomeHpaunu
* Mprmep HacTPONiKK

PekomeHgaumm no 6e3onacHoit HacTpolike HOCSAT O6LLMIA XapakTep 1 NOAXOAAT AN GO/MbLUMHCTBA
MHCTaNNsuMiA. HacTosilme pekoMeH4aummn B 3HaUMTEIbHOW CTEMNeHV NoBbIWAT 6€30MacHOCTb 3KCn/lyaTauum
YCTPOICTBA, HO He SIBNAIOTCS 1CUepnbIBaOLLMMU. B 3aBUCMMOCTI OT CXEMbI NMPUMEHEHNSA YCTPOICTBa
HeobXoAMMOo HacTpavBaTb M Apyrve napameTpbl 6e30MacHOCTW. B HEKOTOPbIX CNeumugnMUecKknx cnyyasx
BbINO/IHEHME [aHHbIX PEKOMEHAALMIA MOXET NPUBECTM K HEPa6GoTOCNOCOGHOCTM CeTu. Mpn HaCTpoiike
YCTPOIiCTBa CTOUT B NEPBYIO o4epeab C/efoBaTb TEXHUYECKMM TPEGOBAHNAM W perlameHTam ceTel, B
KOTOpbIX BYAET 3KCNyaTMpoBaTbCsA AaHHOE YCTPOCTBO.

7.1 OOwume pekomMmeHaaLnu

+ PekomeHAyeTcs Bcerga oTKNio4YaTb HencnosiblyemMble onsmnyeckue nHTepdericbl C NOMOLLbI0 KOMaHbl
shutdown. KomaHpa nogpo6Ho onucaHa B pasgene "KoHdurypuposaHve 1 MOHUTOPUHT MHTepdeiicos”
cnpasoyHuKa komaHg CLI.

+ PekomeHAyeTcs Bcerfja HacTpamBaTb CUHXPOHN3ALMI0 CUCTEMHbIX YAacOB C JOBEPEHHbLIMWU UCTOYHUKAMU
ceteBoro BpemeHn (NTP). Anroputm HacTpoiikn NTP npuBeféH B pasgene Hactpoiika NTP HacTosiiero
pykoBogcTsa. lNMogpobHas nHpopmaumns o kKomaHgax ans Hactpoiiku NTP npuseneHa B pasgene
"YnpasneHve cucteMHbIMM Yacamn" cnpaBovHnka komaHg, CLI.

+ PekomeHpayetcs oTkntodatb NTP broadcast client, BK/1OUEHHbIV NO yMOMYaHUIO B 3aBOACKOM
KOHUrypaumm.

+ He pekomeHayeTcs ucnonb3osaTb komaHay ip firewall disable, oTkntouatowyto mexcereBoe
3KpaHupoBaHue. CnefyeT Bcerga HazHayartb MHTepdielicaM COOTBETCTBYIOLLME 30HbI 6e30MacHOCTU U1
HacTpamBaTb KOPPEKTHbIE MpaBu/ia MeXCceTeBoro aKpaHa. ANropuTM HaCTPOMKN MEXCETEBOIo aKpaHa
npuBeféH B pasgene KoHdurypuposaxuve Firewall HacTosiwero pykosoacTsa. MNogpobHas nHdopmaums
0 KOMaHgax A1 HaCTPOIKM MEXCeTeBOro akpaHa npveeseHa B pasgene "YnpasneHue Firewall"
cnpasoyHuKa komaHg CLI.
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7.2 HacTtpoiika cucteMbl 10rMpoBaHnNsA COObITUIA

ANTOPUTMbI HACTPOIKM CUCTEMbI JTIOFMPOBaHUSt COBbLITUI NpUBEAEHLI B noapasaene «HacTtpoiika Syslog»
pasgena MOoHUTOPVHT HACTOSILLEro PYKOBOACTBA.

Moapo6bHas nHdopMaLmsa 0 KOMaHaax A1 HACTPOWKM CUCTEMbI IOTMPOBaHKS COBbITUI NprBeAeHa B pasaene
"Ynpasnenue SYSLOG" cnpaBoyHuka komaHg, CLI.

7.2.1 PekomeHpaauuu

+ PekomeHAOyeTCcsl HAaCTPOUTb XpaHeHMe CoobLLEeHN 0 cobbITMAX B thaiin syslog Ha ycTpolicTBe u
nepepavy aTux cobbITUIA Ha BHeLWHWI syslog-cepsep.

+ PekomeHAyeTcs orpaHuymBath pasmep syslog-thaina Ha ycTpoiicTse.

+ PekomeHAyeTcsa HacTpavBatb potauuto syslog-thaiinos Ha ycTpoiicTse.

+ PekomeHAyeTcs BK/OUATb HyMepaumo coobLeHuii syslog.

+ PekomeHAyeTcs BKoUaTh fo6aBneHne MeTok timestamp msec K syslog-coobLieHsamM Ha yCTponcTBax
ESR-1500 n ESR-1511.

7.2.2 MpepynpexaeHns

+ [laHHble xpaHsLmecs B (palinoBoii cucteMe tmpsys:syslog He coxpaHsitOTCS Npu Nnepesarpyske
yCTpoiicTBa. ITOT TUN halinoBoli CUCTEMbI PEKOMEHAYETCSI UCMNO/b30BAThb [/181 XPAHEHWUSI ONepaTBHbIX
NOroB.

+ He pekomeHayeTcsl ucnonb3osath dhaiinosyto cuctemy flash:syslog ans xpaHeHust 10roB, Tak kak 310
MOXET NPUBECTM K NPEXAEBPEMEHHOMY BbIXOAY 13 CTPOs ycTpoiicTBa ESR.

7.2.3 Mpumep HaCTpPOWKN

3apava:

HacTpouTb XxpaHeHne coobLeHnin 0 cobbITUAX YpoBHS info 1 Bbilwe B ¢haiin syslog Ha ycTpoiicTee 1
HacCTpoOWTb Nepefavy aTUX CoObITUI Ha BHeLWHWI syslog-cepsep. OrpaHnunts dain pasmepom 512 KéainT.
Bknountb potaymio 3 dpainnos. BkounTb Hymepawmio coobueHuii syslog.

PelleHue:

HacTpanBaem xpaHeHue syslog-coobLueHunin B chaiine:

esr(config)# syslog file tmpsys:syslog/default
esr(config-syslog-file)# severity info
esr(config-syslog-file)# exit

HacTpavBaem orpaHuyeHme pasMepa 1 poTaumio gaiinos:

esr(config)# syslog max-files 3
esr(config)# syslog file-size 512

HacTpaviBaem nepegavy cooblieHunii Ha BHELLHWIA cepBep:

esr(config)# syslog host mylog
esr(config-syslog-host)# remote-address 192.168.1.2
esr(config-syslog-host)# severity info
esr(config-syslog-host)# exit
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Bktouaem Hymepaumio coobLieHunin syslog:

esr(config)# syslog sequence-numbers

7.3 HacTpoliika NONMTUKM UCNOJIb30BaHUA Naposnei

ANropuUTMbI HACTPOWKN NOSIUTUKM UCMO/b30BaHWSA Naposiel npuBefeHsbl B pasgene Hacrtpoiika
AAA HacTosLLEero pykosoacTtsa.

Moapo6Has MHGoOpMaLKMa 0 KOMaHAax A1 HACTPOWKN NOSIMTUKMA UCMONb30BaHUS Naposieil npuBeaeHa B
pasgene "Hactpolika AAA" cnpaBoyHuka komaHg CLI.

7.3.1 PekomeHpauum

+ PekomeHAyeTcsi Bcerga BKtoyaTh TPE60BaHUS HA CMEHY Naposis Mo ymMoYaHuio nosib3osatens admin.

+ PekoMeHAyeTcsi orpaHMuBaTh BPEMS XM3HU Naposieii 1 3anpeLiatb NOBTOPHO KCMO/b30BaTh, KakK
MUHMMYM, NPeablayLLmnii Naposb.

+ PekomMeHAyeTcs BbICTaBNSATb TPe60BaHNsS MUHUMasIbHOW A/INHbI NAaponst 60/blie 8 CMMBOJIOB.

+ PekoMeHAyeTcs BbICTaBNsTb TPe60BaHMS Ha CNO/Ib30BaHNE CTPOYHbIX M MPOMMUCHbIX BYKB, LMdp 1
CMNeLCMMBO/I0B.

7.3.2 Mpumep HACTPOWKMN

3agaua:

* HacTtpouTb naposibHyto NOUTUKY C 06A3aTeNibHbIM TpeboBaHeM CMeHbI Naposis No YMOMYaHUIO,
BpeEMeHeM AeliicTBusA napons 1 mecsuy, n 3anpetoM Ha ucnosib3oBaHue 12 nocnegHux naponei.

+ 3agartb MUHUMaUTbHYIO O/IMHY naposnis 16 cMMBOMOB, MakCMMasibHyo — 64 cuvBona.

* Maponb J0/MKeH coaeparb He MeHee 3 NMPONUCHbIX BYKB, HE MeHee 5 CTPOUHbIX BYKB, He MeHee 4 undp
N He MeHee 2 creLcrMBO/IO0B. Maponb B 06513aTe/IbHOM NopsAAKe AO/HKEH coaepxaTb Bce 4 Tuna
CVIMBOJI0B.

PewieHue:

Bk/itoyaem 3anpoc Ha CMeHy naposs Nno yMosivaHuio A1 nonb3osatens admin:
esr(config)# security passwords default-expered
YcTaHaBnimBaeM BpeMs Xu3Hu naponsa 30 gHel 1 3anpeT Ha Ucnosib3oBaHne npeablaywmx 12 naponei:

esr(config)# security passwords lifetime 30
esr(config)# security passwords history 12

YcTaHaB/MBaeM OrpaHUYeHmnst Ha A/IMHY Napons:

esr(config)# security passwords min-length 16
esr(config)# security passwords max-length 64
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YcTtaHaBnmBaeMm orpaHnyeHnsa no MMHUMMaJibHOMY KO/IM4eCTBY CMMBOJ10B COOTBETCTBYHOLLNX TUMOB!

esr(config)# security passwords upper-case 3
esr(config)# security passwords lower-case 5
esr(config)# security passwords special-case 2
esr(config)# security passwords numeric-count 4
esr(config)# security passwords symbol-types 4

7.4 HacTtpoliika nonutukn AAA

ANropnTMbl HACTpOiikn nonnTnkn AAA npuseaeHsl B pasgene Hactporika AAA HACTOSALLIEro pykoBoACTBaA.

MoapobHas HpopmaLumst 0 KomaHaax An1a HacTPoliku nonuTukn AAA npuBeaeHa B pasgene "HacTtpoiika AAA"
cnpaBo4yHuka komaHg CLI.

7.4.1

743

PekomeHpaauumn

PekomeHayeTca NCNoNb30BaTh POSIEBY0 MOAE/b AOCTYNa Ha YCTPONCTBO.

PekomeHAayeTcs NCNonNb30BaTh NEePCOHasIbHbIE YYETHbIE 3anucy 418 ayTeHTU(UKaLMmn Ha yCTPolicTBe.
PekomeHAayeTcs BKAKOYaATb /I0rMpoBaHe BBOAMMbIX NO/Ib30BaTeNEM KOMaHL,

PekomeHAayeTca NCNoNb30BaTbh HECKO/IbKO METOA0B ayTeHTUmKaumm 418 BXoga Ha yCTPOKCcTBa Yepes
KOHCONb, YAa/IEHHOIO BXO4a Ha YCTPOMCTBA M NOBbIWEHUS npuBunernii. ONTMMasibHOM cunTaeTcs
KOMOMHaUMa U3 ayTeHTudumkaumm no ogHomMy 13 npotokonos RADIUS/TACACS/LDAP n nokanbHoiA
ayTeHTudukaymn.

PekomeHAayeTcs NOHU3UTbL YPOBEHb NPUBUIETNIA BCTPOEHHON YYETHOW 3anmcy admin go 1.
PekomeHayeTca HaCTPOUTb I0rMpoBaHe N3MEeHEHUI NTOKasIbHbIX YYETHbIX 3anuce.

PekomeHAayeTcs HaCTPOUTb SIOrMpoBaHe U3MeHeHU NoNTUKN AAA.

MpeaynpexaeHus

BcTpoeHHyto yuéTHyto 3anncb admin yaanmTb Henb3s.

KomaHza no username admin He yaanset nonb3osatesisa admin, copacbiBaeT ero KOHUrypawmio B
3Ha4YeHusa Mo ymonyaHuio. lNocne npYMeHeHNs 310 KoMaHAapbl Nonb3oBartesib admin He 6yaeT
oTobpaxaTbCs B KOH(UTypaLuu.

KomaHga no password ans nonb3osarens admin Takke He yganseT naposb nosb3osartens admin, a
cbpacbiBaeT ero B 3Ha4eHre no ymosvaHuio. lNocne npyMeHeHUst 3Toi KoMaHAbl Naposib Nosib30BaTess
admin nepecTtaét otobpaxaTbCsl B KOHUrypaumm n ctaHosutcs ‘password'.

MNepepn ycTaHOBKOW Nosib3oBatesito admin NOHWKEHHbIX MPUBUAETNIA Y BAC OO/DKEH ObITb HACTPOEH
nonb3oBaTeNb ¢ ypoBHeM npusuniernii 15 nnun 3agaH ENABLE-napone.

Mpumep HacTpoOiiKn

3apava:
HacTtpoutb nonntuky AAA:

Ons yganéHHoro Bxoga no npoTtokony SSH ncnonb3osatb ayteHTUpnkaumm Yepes RADIUS.

[ns Bxoga yepes 10KaslbHY0 KOHCOJ1b UCMO0/1b30BaTb ayTeHTUunkaumm Yepes RADIUS, B ciyyae
oTcyTcTBMUA cBA3N ¢ RADIUS-cepBepamm NCNOMb30BaTh /TI0Ka/IbHYHO ayTEHTUGIMKaLNIO.
Mcnonb3osate ENABLE-naponb 3agaHHbIi yepes RADIUS, B ciyyae otcyTtcTBus ceAsm ¢ RADIUS-
cepBepamMn Ncnonb3oBaTh N0KasnbHbIi ENABLE-napons.

YcTaHoBWTb Nosib3oBatesnto admin NOHMXEHHbI YPOBEHb NPUBUIETWIA.

HacTpouTb iormpoBaHne n3mMeHeHui /I0KasibHbIX YH4ETHbLIX 3anuncei.

HacTponTb nornpoBaHme M3MeHeHui Nonutmk AAA.

HacTpouTb nornposaHne BBOAUMbIX KOMaHU.
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Cospgaem nokanbHoro nonb3oearens local-operator ¢ ypoBHeM npuBMneruii 8:

esr(config)# username local-operator
esr(config-user)# password Pa$swOrdl
esr(config-user)# privilege 8
esr(config-user)# exit

3agaém nokasbHblii ENABLE-napons:

esr(config)# enable password $6e5c4r3e2t!

MoHWxaeM npusmuierMn nons3osarens admin:

esr(config)# username admin
esr(config-user)# privilege 1
esr(config-user)# exit

HacTtpanBaem cBs3b ¢ gBymMsa RADIUS-cepBepamu, ocHOBHbIM 192.168.1.11 n pe3epBHbIM 192.168.2.12:

esr(config)# radius-server host 192.168.1.11

esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7005AFF
esr(config-radius-server)# priority 100 esr(config-radius-server)# exit
esr(config)# radius-server host 192.168.2.12

esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7005AFF
esr(config-radius-server)# priority 150

esr(config-radius-server)# exit

HacTtpanBaem nonmtunky AAA:

esr(config)# aaa
esr(config)# aaa
esr(config)# aaa
esr(config)# aaa

authentication login CONSOLE radius local
authentication login SSH radius
authentication enable default radius enable
authentication mode break

esr(config)# line console

esr(config-line-console)# login authentication CONSOLE
esr(config-line-console)# exit esr(config)# line ssh
esr(config-line-ssh)# login authentication SSH
esr(config-line-ssh)# exit

HacTtpanBaem fornposaHue:

esr(config)# logging userinfo
esr(config)# logging aaa
esr(config)# syslog cli-commands
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7.5 Hactpoiika yganéHHoOro ynpasneHus

MogpobHas MHpopmaums 0 KomaHaax HaCTPOVKK yaanéHHoro gocTyna npveegeHa B pasgene "Hactpoiika
poctyna SSH, Telnet" cnpasoyHnka komaHg CLI.

7.5.1 PekomeHpgauuu

+ PekomeHAayeTCs OTKAUUTL YAanéHHoe ynpas/ieHne no npotokony Telnet.

+ PekomMeHAayeTCs NCNo/b30BaTb KPUNTOCTOMKME aNropuTMbl ayTeHTUugunkaummn sha2-512 n oTkIoumnTh BCE
oCcTa/lbHblE.

+ PekomeHAyeTcs UCnonb30BaTb KPUNTOCTOMKNE a/TTOPUTMbI LUMGPPOBaHKS aes256Ctr 1 OTKII0UNTL BCe
oCTa/lbHblE.

+ PekomMeHAyeTcs NCMnonb30BaTb KPUNTOCTOMKNIA anroputm obmMeHa knrovamu wndposanus dh-group-
exchange-sha256 1 oTkNYMTbL BCE OCTallbHbIE.

+ PekomeHAyeTcs MCnonb30BaTb KPUNTOCTONKMIA anropntm Bepudrkaumm Host-Key ana SSH rsa n
OTK/IIOUYNTb BCE OCTaJIbHbIE.

+ PekomeHayeTcs paspeLwunTb 4OCTYnN K yAaNiEHHOMY YrpaB/IeHNI0 YCTPONCTBOM TOJTbKO C OnpeaenéHHbIX
IP-agpecos.

*+ MNepepn Hayanom akcnsyaraunm pekoMeHAyeTcs nepereHepupoBaTh KNumM LWNpoBaHus.

7.5.2 TMpumep HACTPOWKMN

3apava:

OTKMOUNTL MNPOoTOKO/N Telnet. CreHepI/IpOBaTb HOBbIE K/THO4YUA LIJVIq)pOBaHI/IFI. Vicnonb3oBatb Kpl/ll'lTOCTOI7IKI/I€
aJITOPUTMBbI.

PeuleHue:

OTK/loYaeM yaasnieHHoe ynpaesieHme no npotokony Telnet:

esr(config)# no 1ip telnet server
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esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
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esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh

server

authentication
authentication
authentication
authentication
authentication
authentication
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm
encryption algorithm

key-exchange
key-exchange
key-exchange
key-exchange
key-exchange
key-exchange

algorithm
algorithm
algorithm
algorithm
algorithm
algorithm

host-key algorithm dsa

host-key algorithm
host-key algorithm
host-key algorithm
host-key algorithm
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OTko4YaeM yctapesLune n He KpVII'ITOCTOVIKVIG aJITOPUTMbI:

algorithm md5 disable
algorithm md5-96 disable
algorithm ripemdl160 disable
algorithm shal disable
algorithm shal-96 disable
algorithm sha2-256 disable
3des disable

aesl28 disable
aesl28ctr disable
aesl92 disable
aesl92ctr disable
aes256 disable
arcfour disable
arcfourl28 disable
arcfour256 disable
blowfish disable
castl28 disable

dh-group-exchange-shal disable
dh-groupl-shal disable
dh-groupl4-shal disable
ecdh-sha2-nistp256 disable
ecdh-sha2-nistp384 disable
ecdh-sha2-nistp521 disable
disable

ecdsa256 disable
ecdsa384 disable
ecdsa521 disable
ed25519 disable

FeHepupyem HOBble Ktoum LWNpoBaHUS:

esr# update ssh-host-key rsa
esr# update ssh-host-key rsa 2048

7.6 HacTpoiika MexaHU3MOB 3aWuTbl OT CETEBbIX aTak

AI'IFOpI/ITMbI HaCTDOVIKM MeXaHM3MOB 3allTbl OT CETEBbLIX aTaK NpMBEAEHbI B pa3aene HaCTpOMKa
ornposaHnsa 1 3allThl OT CETEBLIX HACTOALLEro pykoBoacTBa.

Moapo6bHast MHpopmaumst 0 KomaHAax A1 HACTPOVKX NOUTUKN UCNOMb30BaHNs Naponel npuseaeHa B
pasgene "YnpasneHue NorMpoBaHMEM 1 3alMTON OT CETEBbIX aTak' cnpaBoyHMKa KomaHg CLI.

7.6.1

PekomeHgauuu

PekomeHAayeTcsa Bcerga BkauvaTh 3awmTy oT ip spoofing.

PekomeHayeTca Bcerga Bkoyarb 3awuTy oT TCP-nakeToB ¢ Henpasu/ibHO BbICTABMEHHbIMU dhnaramu.

PekomeHayeTca Bcerga BkoyaTh 3auTy OT oparMeHTMpoBaHHbIX TCP-nakeToB ¢ BbICTaB/I€HHbLIM
donarom SYN.

PexomeHpyeTcs Bcerga BkUaTh 3awmTy ot gpparmeHTmpoBaHHbix ICMP-nakeTos.
PekomeHpyeTcs Bcerga Bkntovarb 3awmty ICMP-nakeToB 60/1bLWO0ro pasmepa.

PexomeHpyeTcs Bcerga Bkoyarb 3almTy OT He3aperncTpypoBaHHbIX ip-NPOTOKO/I0B.
PekomeHayeTcsa Bk/IOYaTb /I0rMpoBaHMe MexaHn3ma 3alinTbl OT CETEBbLIX aTak.
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7.6.2 Mpumep HaCTPOWKN

3agava:

HacTpouTb MexaHn3M 3aluTbl OT CETEBbLIX aTak B COOTBETCTBMU C PEKOMEHAALMAMN.
PeweHune:

Bkntoyaem 3awmTy ot ip spoofing 1 nornpoBaHne MexaHusma 3allnThl:

esr(config)# ip firewall screen spy-blocking spoofing
esr(config)# logging firewall screen spy-blocking spoofing

Bkntovaem 3awmty oT TCP-nakeToB ¢ HENPaBW/IbHO BbICTAB/IEHHbLIMM tharamu 1 NorMpoBaHne MexaHnama
3alUmnThbI:

esr(config)# ip firewall screen spy-blocking syn-fin
esr(config)# logging firewall screen spy-blocking syn-fin
esr(config)# ip firewall screen spy-blocking fin-no-ack
esr(config)# logging firewall screen spy-blocking fin-no-ack
esr(config)# ip firewall screen spy-blocking tcp-no-flag
esr(config)# logging firewall screen spy-blocking tcp-no-flag
esr(config)# ip firewall screen spy-blocking tcp-all-flags
esr(config)# logging firewall screen spy-blocking tcp-all-flags

Bk/touaem 3aluTy oT goparMeHTUpoBaHHbIx ICMP-NakeToB 1 NOrMpoBaHMe MexaHu3Ma 3auTbl:

esr(config)# ip firewall screen suspicious-packets icmp-fragment
esr(config)# logging firewall screen suspicious-packets icmp-fragment

Bkntouaem 3awuty ot ICMP-nakeToB 60/1bLLOM0 pa3Mepa 1 /IOrMpoBaHe MexaHn3ma 3allyThi:

esr(config)# ip firewall screen suspicious-packets large-icmp
esr(config)# logging firewall screen suspicious-packets large-icmp

Bkntoyaem 3allnTy OT HE3aperncTpnpoBaHHbIX ip-I'IpOTOKOI'IOB n normpoBaHne MexaHnima 3alljTbl:

esr(config)# ip firewall screen suspicious-packets unknown-protocols
esr(config)# logging firewall screen suspicious-packets unknown-protocols
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8 YnpasneHue nHTepdericamm

+ HacTtpoiika donsmyeckoro nHtepderica
* AJITOPUTM HaCTPOWKM
+ AJITOPUTM HACTPOIKM pexnma L2
* AJITOPUTM HacCTpOikn pexmma L3
+ [pymep HacTpoikn B pexume L3
+ Hactpoiika VLAN
* AJITOPUTM HaCTPOWKM
* MNpumep HacTpoitkn 1. YaoaneHne VLAN c nHtepcpeica
+ MNpumep HacTpoitkn 2. PaspelleHne o6paboTki VLAN B TerMpoBaHHOM pexnmMe
* MNpumep HacTpoitkn 3. PaspelueHne o6paboTkm VLAN B TermpoBaHHOM U HETETMPOBaHHOM
pexnmax
+ Hactpoiika LLDP
* AJITOPUTM HaCTPOWKM
* [prMep HaCTPOKM
* HacTtpoiika LLDP MED
* AJITOPUTM HaCTPOWKM
* Mpumep HacTpoiikm Voice VLAN
* HacTpoiika TepMmmHauumn Ha cab-nHtepdelice
* AJITOPUTM HaCTPOWKM
*+ Mpumep HaCTPOVikK cab-uHTepdgeinca
+ Hactpoiika TepmrHaumnm Ha Q-in-Q nHTepdpeiice
* AJITOPUTM HaCTPOWKM
+ MNpumep HacTpoitkn Q-in-Q nHTepdeliica
+ Hactpoiika USB-mogemos
+ AnropuTtm Hactpoiikm USB-mogemos
* [prMep HacTPOKM
* Hactpoiika STP/RSTP
+ AJITOpUTM HacTpoiikn Spanning Tree
* [prMep HacTPOKM
* HacTtpoiika PPP yepes E1
* AJITOPUTM HaCTPOWKM
+ Mpumep KoHUrypauum
+ Hactpoiika MLPPP
* AJITOPUTM HaCTPOWKM
* [prMep HaCTPOKM
* HacTtpoiika Bridge
* AJITOPUTM HaCTPOWKM
* Mpumep HacTpoiikm bridge gna VLAN u L2TPv3-TyHHens
+ [pumep HacTpoiikm bridge ana VLAN
* [NpumMep HacTpoitkn gobaeneHus/yaaneHus stoporo VLAN-Tera
+ Hactpoiika Dual-Homing
* AJITOPUTM HaCTPOWKM
* [prMep HaCTPOKM
*+ Hacrtpolika 3epkanvpoBaHus (SPAN/RSPAN)
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
+ HacTtpoiika LACP
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
+ HacTtpoiika AUX
* AJITOPUTM HaCTPOWKM
* [NpuMepbl HacTPoekK
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+ CxeMbl pacnaiiku nepexogHNKoB

8.1 Hacrtpoiika hnsnueckoro nHtepdeiica

8.1.1 AnroputM HacTpPOIiKu

War OnucaHue KomaHpa
1 Mepexopn B pexum KoHdurypuposaHus  esr(config)# interface
oyHKLMOHanNa. gigabitethernet

esr(config)# interface
tengigabitethernet

esr(config)# interface
fourtygigabitethernet

esr(config)# interface
twentyfivegigabitethernet

esr(config)# interface port-channel

<ID>

2 BKMOUMTL/BLIKOYUTL MHTEPEViC. esr(config-if-gi)# shutdown/ no
shutdown

3 3apaaTb onvcaHue (He 06s3aTe/bHO). esr(config-if-gi)# description
<text>

4 3agatb MTU (He o6s3aTensHO). esr(config-if-gi)# mtu <count>

5 3afatb CKOpOCTh (He 065a3aTeNbHO). esr(config-if-gi)# speed 1000M/
100M/10M/10G/auto

6 3apate MAC-agpec (He obsi3atenbHo).  esr(config-if-gi)# mac-address
<ADDR>

Knoun

<ID> - nopsiAKoOBbIA HOMEpP
rpynnbl arperauumn KaHasnos,
npUHUMAaET 3HadeHus [1..12].

<text> — g0 255 cumeonos.

<count> - 552-10000.

3HayeHne No yMosiyaHuio:
1500.

3HayeHue Mo yMOo/THaHuIo:
auto.

<ADDR> - MAC-agpec
CETeBOro MOCTa, 3a4aéTcA B
Bunge XX XX:XX:XX:XX:XX, rae
Kakaas JyacTb NpuHMmMaet
3HayeHus [00..FF].
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8.1.2 Anroputm HacTpoWku pexuma L2

LWar OnucaHue

1 YcTaHoBUTb pexum paboTbl
dmsmyeckoro nHTepdeiica.

2 3apatb pexum paboTbl L2-nHTepdeiica.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-if-gi)# mode switchport

esr(config-if-gi)# mode hybrid

esr(config-if-gi)# switchport
access

esr(config-if-gi)# switchport trunk

esr(config-if-gi)# switchport
general

& Ha gaHHOM 3Tane HacTpoiiku HeT Heo6xoaumocTwu B firewall.

Knoun

JonycTtnmo TonbKo Ans
ESR-1000/1500/1511.

Tonbko gns
ESR-20/21/30/100/200/3200.

[JaHHbIin pexum sBnsetcs
PEXUMOM MO YMOSTHAHUIO 1 He
oTobpaxaeTcs B
KOHurypaumn.

Tonbko gnsa
ESR-20/21/30/100/200/3200.

Tonbko gns
ESR-1000/1500/1511.

[aHHblli pexum asnsetcs
PEXVMMOM MO YMO/TYaHUIO U He
oTobpaxaeTcs B
KOHdbumrypaumm.
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8.1.3 AnropuTtm HacTpoiku pexuma L3

LWar OnucaHune

1.1 3apatb IP-agpec.

Monyuuts IP-agpec ot DHCP-cepsepa.

1.2

2.1 3apatb IPve-agpec.

Monyuuts IPv6-aapec ot DHCP-
cepsepa.

22
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KomaHpga

esr(config-if-gi)# ip address
<ADDR/LEN>

esr(config-if-gi)# ip address dhcp

esr(config-if-gi)# ipv6 address
<ADDR/P>

esr(config-if-gi)# ipvé address
dhcp

Knoun

Takxe eCTb BO3MOXHOCTb
CO3/1aHNSA HECKOMbKNX
afpecoB (4epes 3anATyio).

<ADDR/LEN> - IP-agpec u
AJIHa Macku noacetw,
3anaéTtca B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxgas yactb AAA - DDD
npuUHMMaEeT 3HadeHus [0..255]
n EE npuH1MmaeT 3HaveHus
[1..32].

<ADDR/P> - IP-agpec u
OMHa Macku NoACeTH,
3apaétca B Buge <X:X:X:X:X/
N> - rge kaxpasa 6yksa X —
3TO LWeCcTHaauarepuyHble
3HaYeHUs WecTn 16-6UTHbIX
anemeHToB agpeca u N -
ANnHa npednkca, NpyHUMaeT
3HaueHus [1..128].

& [Ansa ucnonb3oBaHua firewall Heo6xoaMMO NponsBecTU ero HacTPoliKy (cM. B pasgene

KoHcpurypuposaHue Firewall).

8.1.4 Mpumep HacTpoiiku B pexume L3

3apgava:

HacTpouTb nHTEepdeinc ansa npoxoxaeHms Tpadmnka.

192.0.2.1/24 192.0.2.2/24

Router

== -

92



MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

PelwweHue:

MepelignTe B peXxum KOHUrypupoBaHus, BKIUMTe nHTepdieiic, otknounTe firewall n 3agaiite IPv4-agpec u3

AnanasoHa 192.0.2.0/24:

esr# configure

esr(config)# int gil/0/1
esr(config-if-gi)# no shu
esr(config-if-gi)# ip firewall disable
esr(config-if-gi)# ip address 192.0.2.1/24

CoxpaHunTte n3MeHeHus:

esr(config)# commit
esr(config)# confirm

Ha npoTMBONOMNOXHOI CTOPOHE BbiJAETCS aflpec U3 Tl Xe NoAceTu.

8.2 HacTtpoiika VLAN

VLAN (aHrn. Virtual Local Area Network) — nornyeckas («BUpTyasibHasi») /lokasibHast CETb, NPeACcTaBNseT
c060W1 rpynny yCTPONCTB, KOTOPble B3aMMOAENCTBYIOT MeXAy CO60 Ha KaHa/IbHOM YPOBHE HE3aBUCKMMO OT MX
dhmsmnyeckoro mectoHaxoxaeHus. Pa6ota VLAN ocHoBaHa Ha UCNOMb30BaHUW AOMNO/THUTENbHbIX NONel
Ethernet-3aronoska cornacHo ctaHgapty 802.1q. Mo cytu, VLAN nsonupyet WnpokoBeLaTesbHblli JOMEH
nyTem orpaHnyeHus kommyTtaummn Ethernet-chpeiimos Tonbko ¢ ognHakosbiM VLAN-ID B Ethernet-3aronoske.

8.2.1 AnroputM HacTpPOIiKu

War OnucaHne KomaHpga

1 Cospatb VLAN. esr(config)# vlan <VID>

2 3agatb ums vlan (He o6s3aTenbHO). esr(config-vlan)# name <vlan-
name>

3 OTKIOUMTL OTCNexuBaHue coctosiHusi  esr(config-vlan)# force-up

NHTepgencoB, Ha KOTOPbIX paspeLueHa
o6paboTka Ethernet-chpeiimoB gaHHoro
VLAN (He 065a3aTefbHO).

Knoun

<VID> - ngeHtudmkatop VLAN,
3aaéTca B fuanasoHe
[2..4094].

TakXe ecTb BO3MOXXHOCTb
€o30aHns HeCKoNbKKX vlan
(4epes 3ansTyi0), AManasoHa
vlan (uepes gedwmc) unm
KOMGUHMPOBaHHAs 3anmch,
cofepxalias 3anatble u

aedmchl.

<vlan-name> — o 255
CMMBOJIOB.
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6

OnucaHue

OTKNOUNTL 06PaA6OTKY BXOAALLNX

HeTermpoBaHHbIX Ethernet-gopeiimoB Ha

ocHoBe Tabnuupl kommyTauun VLAN-a
no ymonuaHuto (VLAN-ID - 1) (He
06513aT€e/bHO).

Hactpoutb cnncok VLAN Ha
nHTepdeice B TENMPOBaHHOM peXnMe.

HactpouTtb VLAN Ha uHTepdoeiice B
HETerMpoBaHHOM pexvmMe (He
06513aT€e/bHO).

Pa3pewwnTb Ha nHTepdpeiice 06paboTKy
Ethernet-chpeiimoB Bcex co3gaHHbIX Ha
mapLpytusaTtope VLAN (He
06s13aTe/NbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa Knroun
esr(config-if-gi)# switchport

forbidden default-vlan

esr(config-if-gi)# switchport trunk  [ns

allowed vlan add <VID> ESR-20/21/30/100/200/3200.
<VID> — upgeHtuncpmkatop VLAN,
3a4aéTca B AmanasoHe
[2..4094].

TakKe ecTb BO3MOXHOCTb
€o30aHus HeCKoNbKKX vlan
(4epes 3ansTyi0) MK
AvanasoHa vlan (4epes

aequc).

esr(config-if-gi)# switchport
general allowed vlan add <VID>
tagged

[ns ESR-1000/1500/1511.

<VID> — npgeHtndpmkatop VLAN,
3a4aéTca B AmanasoHe
[2..4094].

Takxe ecTb BO3MOXHOCTb
co30aHnsa Heckobknx vlan
(4epes 3ansTyi0) MNn
AvanasoHa vlan (4epes

neduc).

esr(config-if-gi)# switchport trunk
native-vlan <VID>

Ana
ESR-20/21/30/100/200/3200.

<VID> — ngeHtudpukarop VLAN,
3afaéTca B AnanasoHe
[2..4094].

esr(config-if-gi)# switchport
general allowed vlan add <VID>

[Ona ESR-1000/1500/1511.

untagged <VID> — ngeHtudmkatop VLAN,
3a/aéTcs B AnanasoHe
[2..4094].

esr(config-if-gi)# switchport trunk  Tonbko ans

allowed vlan auto-all ESR-20/21/30/100/200/3200.

Tonbko gnsa
ESR-1000/1500/1511.

esr(config-if-gi)# switchport
general allowed vlan auto-all
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War OnucaHue Komanpga Kniouun

8 YctaHaBnuBaeTcsa ngeHtudukarop esr(config-if-gi)# switchport Tonbko Ans
VLAN-nopTa (PVID) ansa BxoasLiero general pvid <PVID> ESR-1000/1500/1511.
HeTermpoBaHHoro Tpadmka (He
0653aTe/IbHO).

8.2.2 Mpumep HacTpoliiku 1. YaaneHue VLAN c nHtepdeiica
3apgaua:
Ha ocHoBe 3aBogckol kKoHdurypauun yaoanute n3 VLAN 2 nopt gi1/0/1.

ESR-1000

gil/0/1
aVLANZ ............................. Internet

PelueHne:
Ypanuwm VLAN 2 ¢ nopta gi1/0/1:

esr(config)# interface gi 1/0/1
esr(config-if-gi)# switchport general allowed vlan remove 2 untagged
esr(config-if-gi)# no switchport general pvid

8.2.3 Mpumep HacTpolikn 2. PaspeweHne o6pa6oTkn VLAN B TerupoBaHHOM pexume

3apgaua:
HacTtpouTb noptbl gi1/0/1 n gi1/0/2 pna nepenauv n npuema naketos B VLAN 2, VLAN 64, VLAN 2000.
Switch
i 1B
e T
ESR-1000 | swi
Switch
Ererseeeeeees BIL/OL o B
VLAN 2, 64, 2000

PelweHune:
Cospgagum VLAN 2, VLAN 64, VLAN 2000 Ha ESR-1000:

esr-1000(config)# vlan 2,64,2000
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Mponuwem VLAN 2, VLAN 64, VLAN 2000 Ha nopt gi1/0/1-2:

esr-1000(config)# interface gil/0/1

esr-1000(config-if-gi)# mode switchport

esr-1000(config-if-gi)# switchport forbidden default-vlan
esr-1000(config-if-gi)# switchport general allowed vlan add 2,64,2000 tagged

8.2.4 Mpumep HacTpoliku 3. Pa3spelueHne o6pa6oTkn VLAN B TerMpoBaHHOM U HETETMPOBAHHOM
pexnmax

3apaua:

HacTtpouTb noptsl gi1/0/1 gnsa nepegaumn v npuema naketos B VLAN 2, VLAN 64, VLAN 2000 B pexume trunk,
HacTpouTb nopt gi1/0/2 B pexume access g8 VLAN 2 Ha ESR-100/ESR-200.

Switch
gi1/0/2 —
R e
ESR-200 SW1
Switch
E S  —
VLAN 2, 64, 2000
SW2

PewieHune:
Coszpgagum VLAN 2, VLAN 64, VLAN 2000 Ha ESR-100/ESR-200:

esr(config)# vlan 2,64,2000

Mponuwem VLAN 2, VLAN 64, VLAN 2000 Ha nopt gi1/0/1:

esr(config)# interface gil/0/1

esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport forbidden default-vlan
esr(config-if-gi)# switchport mode trunk

esr(config-if-gi)# switchport trunk allowed vlan add 2,64,2000

Mponuwem VLAN 2 Ha nopT gi1/0/2:

esr(config)# interface gil/0/2
esr(config-if-gi)# mode switchport
esr(config-if-gi)# switchport access vlan 2
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8.3 Hacrtpoiika LLDP

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

Link Layer Discovery Protocol (LLDP) — npoTokon KaHa/lbHOro YPOBHS1, NO3BONSIIOLLNI CETEBOMY
060pyf0BaHMI0 OnoBeLLaTb 060pyAoBaHNe, paboTatoLLee B IOKabHON CETU, O CBOEM CYLLECTBOBaHWM 1
nepefasaTtb €My CBOU XapakTepUCTUKK, @ Takke nony4vatb OT HEr0 aHasI0rMYHble CBEAEHNS.

8.3.1 AnroputM HacTpPOIiKu

War OnucaHue

1 AktnBmposatb LLDP Ha
MapLupyTusaTope.

2 BkntounTb npuem n o6pabotky LLDPDU

Ha hrsmyeckom nHTepgeiice.

3 BkntounTb otnpasky LLDPDU Ha
donsnyeckom nHTepdelice.

4 YctaHoBUTb nepuog otrnpasku LLDPDU
(He 06s3aTENbHO).

5 YcTaHOBUTL Nepuog, B TeyeHue
KOTOPOro MapLupyTM3aTop XpaHuTt
NHpopmMaumio, nonyyeHHyt no LLDP
(He o06s13aTe/NbHO).

6 YctaHoBuTb IP-aapec, KoTopblin 6yaeTt
nepepasatbca B LLDP TLV B kavecTBe
management-address (He
0653aTe/bHO).

7 YctaHoBUTL nosne system-description,
KoTopoe 6yaeT nepefasatbcs B LLDP
TLV B kauecTBe system-description (He
06513aTe/bHO).

KomaHpa

esr(config)# lidp enable

esr(config-if-gi)# lldp receive

esr(config-if-gi)# lldp transmit

esr(config)# lldp timer <SEC>

esr(config)# lldp hold-multiplier
<SEC>

esr(config)# lldp management-
address <ADDR>

esr(config)# lidp system-
description <DESCRIPTION>

Knrouun

<SEC> - nepvog BpemeHu B
cekyHaax, npuH1MaeT
3HaueHve [1..32768].

3Ha4veHune no ymonyanuio: 30.

<SEC> - nepuog BpemeHu B
cekyHAax, npuHumaeT
3HayeHue [1..10].

3Ha4veHure Mo yMmosiHaHuio: 4.

<ADDR> - IP-agpec, 3agaetcs
B Buge AAA.BBB.CCC.DDD, rge
Kakaasi 4yacTb NpuHMMaeT
3HayeHus [0..255].

Mo ymonuaHuio 3aaeTcs OAuH
13 CYLLECTBYIOLLIMX.

<DESCRIPION> - onucaHne
cucTeMbl, 3aaéTCs CTPOKOR A0
255 cumBonoB.

Mo ymonuyaHuio cogepxuT

NHGopMAaLMIO 0 MoZeNn u
Bepcun MO mapLupyTmsaropa.
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8.3.2

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

OnucaHue KomaHnpa Kniouu

YctaHOBUTBL Nnone system-name, esr(config)# lidp system-name <NAME> - nmsa cuctemsl,
KoTopoe 6yaeT nepenaBatbesi B LLDP <NAME> 3ajaeTcs CTpoKoii go 255
TLV B kauecTBe system-name (He C/MBOJIOB.

0653aTe/bHO).

Mo ymonuaHuio cosBnagaer c

3a/jaHHbIM hostname.

Mpumep HacTpoiiku

3apgaua:

OpraHnzosartb 06MeH 1 06paboTky LLDPDU mexay mapiupytusaropamu ESR-1 n ESR-2.

PewieHue:

1.

KoHdpurypuposaHue R1
Bkntounm LLDP rno6anbHO Ha mapLupyTmusarope:

esr(config)# 1ldp enable

Bkntounm npuem n otnpasky LLDPDU Ha uHTtepdpeiice gi 1/0/1.
esr(config)# interface gigabitethernet 1/0/1

esr(config-if-gi)# 1ldp receive
esr(config-if-gi)# 1ldp transmit

KoHdurypuposaHue R2
Bkntounm LLDP rno6anbHO Ha mapLupyTtusarope:

esr(config)# 1ldp enable

Bkntounm npuem n otnpasky LLDPDU Ha nHTepdoeiice gi 1/0/1.
esr(config)# interface gigabitethernet 1/0/1

esr(config-if-gi)# 1lldp receive
esr(config-if-gi)# 1ldp transmit

O6Lyto nHdopmaumio no LLDP cocefsim MOXHO NOCMOTPETb KOMaHA0iA:

esr# show 1ldp neighbors

Moapo6Hyo MHGOPMALIMIO MO Coceay KOHKPETHOTO MHTepdeica MOXHO NOCMOTPETb KOMaHAOIA:

esr# show 1ldp neighbors gigabitethernet 1/0/1
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O6Lwyto ctatncTmky no LLDP MOXHO NOCMOTPETb KOMaHOIA:

esr# show 1ldp statistics

8.4 Hacrtpoiika LLDP MED

LLDP MED — pacwupeHune ctaHgapta LLDP, koTopoe no3sonset nepenasartb ceteBble nonntuku: VLAN ID,
DSCP, priority.

8.4.1 AnNroputM HacTpPOIiKu

War OnucaHue KomaHpa Knoun
1 AkTuBMpoBatb LLDP Ha esr(config)# lidp enable

MapLupyTusaTope.
2 BktounTb oTnpasky LLDPDU Ha esr(config-if-gi)# lldp transmit

don3nyeckom nHTepdelice.

3 AkTnBMpoBath pacwmpeHne MED LLDP  esr(config)# lldp med fast-start
Ha MapLipyT1satope. enable
4 Co3paTtb CETEBYHO NOMUTHUKY. esr(config)# network-policy <NAME> - nms network-policy,
<NAME> 3agaeTcs cTpokoi go 31
cMMBONa.
5 YkazaTb TUM NPUIoXKeHNs. esr(config-net-policy)# application <APP-TYPE> - tun
<APP_TYPE> NPUNOoXeHUs, 419 KOTOPOro
6yAeT cpabaTbiBaTb network-
policy.
MNpuHMaeT 3HavYeHus:
* Vvoice;
+ voice-signaling;
+ guest-voice;
+ guest-voice-signaling;
+ softphone-voice;
+ video-conferencing;
+ streaming-video;
+ video-signaling.
6 YcTaHoBUTb 3HadyeHne DSCP (He esr(config-net-policy)# dscp <DSCP> - 3HauyeHue Koga
06513aTe/bHO). <DSCP> DSCP, npuHumaeT 3HavyeHus B

Avanasone [0..63].
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War OnucaHwue KomaHpa Kntoun
7 YcTaHoBUTb 3HadyeHne COS (He esr(config-net-policy)# <COS> - 3HaueHne
0653aTe/bHO). priority <PRIORITY> npuopuTeTa, NpUHMMaeT
3HaYeHUs:

+ best-effort — COSO;

+ background - COST1;

« excellent-effort - COS2;

« critical-applications —
CO0S3;

+ video — COS4;

* voice — COS5;

* internetwork-control —
COSE¢;

+ network-control - COS7.

8 YctaHoBuTb 3HaveHune VLAN ID. esr(config-net-policy)# vlan <VID>  <VID> — naeHTUUKALIMOHHBIV
[tagged] Homep VLAN, npuHumaeT
3HaueHusn [1...4094];

+ tagged - ksitoy, npu
yCTaHOBKE KOTOPOro
aboHeHTCKoe
yCTpOWCTBO 6yaeT
otnpaenaTb Ethernet-
hpeimbl yKaszaHHOro
NPUIOXeHNs B
TerMpoBaHHOM Bue.

9 YCTaHOBUTL CETEBYIO NOSIUTUKY Ha esr(config-if-gi)# lldp network- <NAME> — nms network-policy,
NHTEpgeiic. policy <NAME> 3ajaetcs cTpokoii go 31
cuMmBoOna.

8.4.2 Mpumep HacTpolikm Voice VLAN

Voice VLAN — VLAN ID, npu nony4eHumn kotoporo IP-tenecoH nepexognt B pexum trunk ¢ 3agaHHbim VLAN ID
ona npuema u otnpasku VolP-Tpacdmka. Mepegaya VLAN ID ocyuwiecTenseTcsa nocpencTtsom paciumpeHus MED
npotokosna LLDP.

3apgava:
Heob6xoanmo pa3genntb Tpadumk TenedoHnn n gaHHblx no pasHbiM VLAN, vid 10 ans aaHHbIx 1 vid 20 ans

TenedoHun n Hactpoutb otnpasky Voice VLAN c nopta gi 1/0/1 ESR. Npwn atom Ha IP-tenedoHe gonxeH
nogaepxueatbcs 1 6bITb BKAOYEH Voice VLAN.

ESR
I —
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PelwweHue:

MpepgapuTtensHo Heobxogumo co3patb VLAN 10 n 20 n HacTpouTb nHTepdoeiic gi 1/0/1 B pexume trunk:

esr(config)# vlan 10,20

esr(config-vlan)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport mode trunk
esr(config-if-gi)# switchport trunk allowed vlan add 10,20
esr(config-if-gi)# exit

Bkntounm LLDP n nopgaepxky MED B LLDP rno6asibHO Ha MapLupyTU3aTope:

esr(config)# 1ldp enable
esr(config)# 1ldp med fast-start enable

Co3pgaaym 1 HacTPOUM CETEBYIO MOSIMTUKY TakUM 06pa3oM, UTo6bI A5 NPUIoXKeHUs voice ykasbiBancs VLAN
ID 20:

esr(config)# network-policy VOICE_VLAN
esr(config-net-policy)# application voice
esr(config-net-policy)# vlan 20 tagged
esr(config-net-policy)# exit

HacTtpoum LLDP Ha uHTepdeiice n ycTaHOBUM Ha HEFO CETEBYH MOUTUKY:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# lldp transmit
esr(config-if-gi)# 1lldp receive
esr(config-if-gi)# 1ldp network-policy VOICE_VLAN
esr(config-if-gi)# exit

8.5 Hactpoiika TepMmuHayum Ha cab-uHTepdeiice

[na TepmuHupoBaHus Ethernet-copeiimos koHkpeTHoro VLAN Ha onpegeneHHoM on3nyeckom nHtepdeice
Heobxo4MMo co3gaTh cab-uHTepdeic ¢ ykasaHnem Homepa VLAN, copeiimbl koToporo 6yayT
TepMuUHUpoBaTtbcs. MNpu co3gaHnm AByx cab-nHTepdpeiicos ¢ oguHakoBbiMu VLAN, HO Ha pasHbIX IN3nYecKnx/
arperMpoBaHHbIX UHTepgoeicax, kommyTtauus Ethernet-copeiimos mexay gaHHbIMK cab-uHTepdelicamn byaet
HEBO3MOXHa, T. K. CEIMEHTbI 3a npejenamu cab-uHTepdeiicoB 6yayT ABIATLCA OTAE/bHLIMA
LUMPOKOBeLLaTe/TbHbIMU AOMeHaMU. /19 o6MeHa AaHHbIMU Mexay aboHeHTaMKn pasHbix cab-uHTepeincos
(naxe c ognHakoBbiM VLAN-ID) 6yaeT ncnonb3oBaTbCs MapLLpyTU3aLus, T. €. 06MeH AaHHbIMK ByaeT
NPONCXOANTb Ha TpeTbeM ypoBHe mogenu OSI.
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8.5.1 AnroputMm HacTpOIiKu

War OnucaHue KomaHpa Knoun

1 Cospatb cab-nHTepgeiic onsnyeckoro
nHTepdelica (BO3MOXHO TOMbKO eC/u

esr(config)# interface
gigabitethernet <PORT>.<S-VLAN>

<PORT> - HOomep dhn3nyeckoro
nHTepdeiica.

dhmsnyeckunin nHTepdeiic B pexnmve
routeport unu hybrid).

3agath onvcaHue cab-uHtepdieiica (He
06513aTe/bHO).

Yka3zatb ak3emnnap VRF, B kotopom
6yaeT paboTaTb AaHHbIn cab-
nHTepdelic (He 06s13aTesbHO).

Ykasatb IPv4/IPv6-agpec n macky
noAaceTu Ans KOHUrypmpyemoro
NHTepdeiica namn BKAYNTb NONyYeHne
IP-agpeca gnHammyecku.

nnn

interface tengigabitethernet
<PORT>.<S-VLAN>

nnn

interface port-channel <CH>.<S-
VLAN>

esr(config-subif)# description
<DESCRIPTION>

esr(config-subif)# ip vrf
forwarding <VRF>

esr(config-subif)# ip address
<ADDR/LEN>

<CH> - Homep
arpermpoBaHHoro nHTepdelica.

<S-VLAN> — ngeHTncmkarop
cosgaBaemoro S-VLAN.

Ecnu cmsnuecknii uHtepdeiic
BK/IHOYEH B bridge-group,
co3paatb cab-uHTepgoeiic byaert
HEBO3MOXHO.

<DESCRIPTION> — onuncaHwue
nHTepdeiica, 3agaércs
CTPOKO A0 255 cMmBO/OB.

<VRF> - nmsa VRF, 3apaetca
cTpokoii go 31 cumsona.

<ADDR/LEN> — IP-agpec u
ONvHa Macky nofceTy,
3apaéTtca B Buae
AAA.BBB.CCC.DDD/EE, roe
Kaxgasa yacte AAA - DDD
npuUHMMaeT 3HadeHuns [0..255] n
EE npvHumaeT 3HauyeHus
[1..32].

JononHutenbHble yHKU1K
IPv4-agpecaumm cMm. B pasgene
"HacTpolika IP-agpecauun”
crnpaBoyHuka komaHz CLI.
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OonucaHue

OTKI0UUTL Ha NHTepdpeiice dyHKLMM
Firewall nnun Bkntountb nHTEpcheiic B
30Hy 6e3onacHocT (M. pasaen
KoHdpuryprpoBaHue Firewall).

YCTaHOBWTb MHTEPBA/T BPEMEHMW, B
TEeUEeHVe KOTOPOTro cobrpaeTcs
cTaTMCTVKa O Harpyske Ha cab-
nHTepdeiic (He 06s13aTeslbHO).

YctaHoBUTb Bpems XnsHu IPv4/1Pv6
3anuceii B ARP-Tabnuue, 3y4yeHHbIX Ha
[laHHOM uHTepdeiice (He
06513aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-subif)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-subif)# ip address dhcp

esr(config-subif)# ip firewall
disable

esr(config-subif)# security-zone
<NAME>

esr(config-subif)# load-average
<TIME>

esr(config-subif)# ip arp
reachable-time <TIME>

nnn

esr(config-subif)# ipv6 nd
reachable-time <TIME>

Knoun

<IPV6-ADDR/LEN> — IP-agpec
1 npedmkc noaceTu, 3agaéTcs
B Buae X:X:X:X::X/EE, rae
Kaxaasa yactb X NpuHUMaeT
3Ha4YeHus B
LWecTHaguaTepuyHoM dhopmare
[0..FFFF] v EE npuHumaet
3HaveHus [1..128].
JononHutensHble yHKUnn
IPv6-appecaunn cm. B pasgene
"HacTtpolika IPv6-agpecauun”
cnpaBo4yHuKa komaHz CLI.

MOXHO yKa3aTb HeCKO/1IbKO
IPv4/IPv6-appecoB
nepeuncrieHmem yepes
3anaTyto. MOXeT 6bITb
HasHaueHo A0 8 IPv4/IPv6-
aapecoB Ha nHTepdeiic.

JononHutensHble yHKUMn
npu paéote DHCP-knueHTa cm.
B pasgene "YnpasneHue DHCP-
KNMEHTOM" cnpaBoYHMKa
komaHpg, CLI.

<NAME> — nms 30HbI
6e30nacHOCTK, 3agaéTcs
cTpokoii go 31 cumsona.

<TIME> - nHTepBaU B
cekyHAax, npuHumaeT
3HaueHus [5..150].

<TIME> — Bpemsi Xu3HK
AvHamuyecknx MAC-agpecos,
B MW/I/IUCEKYHAAX.

Jonyctumble 3HadeHnsa ot 5000
40 100000000 MunaucekyHa,
PeanbHoe Bpems 06GHOBNEHNS
3anucu BapbupyeTcs oT
[0,5;1,5]*<TIME>.
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War OnucaHue KomaHpa Knoun

8 M3meHuTL pasmep MTU esr(config-subif)# mtu <MTU> <MTU> - 3HayeHne MTU B
(MaximumTransmitionUnit). MTU Gaiitax.
6onee 1500 6yaeT akTUBHO TO/IbKO
€C/IM NpMMeHeHa KomaHga "system 3HayeHune no ymosiyaHuio:
jumbo-frames" (He 06s3aTesIbHO). 1500.

9 BKOUMTb 3anncb CTaTUCTUKK esr(config-subif)# history

NCMNO/Ib30BaHuA TeKyLero nHtepgoeiica  statistics
(He o6si3aTENLHO).

10 Mepeonpenenntb 3HaueHune nonst MSS  esr(config-subif)# ip tcp adjust- <MSS> - 3HaueHue MSS,
(Maximum segment size) Bo Bxogawmx mss <MSS> NPUHMMAaET 3HaYeHUs B
TCP-naketax (He 06s3aTe/bHO). avanasoHe [500..1460].

esr(config-subif)# ipv6 tcp adjust-
mss <MSS> 3Ha4veHre No yMo/14aHuio:
1460.

Takke ona cab-mHTepdenca BOSMOXHO HACTPOUTb:

* QoS B 6a30BOM W/ pacLLMPEHHOM pexuMax (CM. pasgen YnpasneHre QoS);

« proxy (cm. pasgen lNpokcruposarne HTTP/HTTPS-Tpadinka);

* MOHUTOPUHT Tpadouka (cM. pasaensl Hactpoiika Netflow n Hactpoiika sFlow);

* (PYHKLMOHA/ NPOTOKOMI0B MapLupyTusauuy (CM. pasaen YrnpasrieHue MapLipyTusaLyei);
+ npotokon VRRF (cm. pazgen YnpaeneHne pesepBupoBaHnem);

* oyHKumoHan BRAS (cm. pasgen Yrnpaenenve BRAS (Broadband Remote Access Server));
* doyHkumoHan IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).

8.5.2 Mpumep HacTpoiikn cab-uHTepceiica

3apgaua:

HacTtpouTb TepmuHaumio noacet 192.0.2.1/24 B VLAN: 828 Ha chnsnyeckoM nHTepdpeiice gigabitethernet
1/0/1.

PelwweHune:

Co3gaanm cab-uHtepdeic ansa VLAN: 828:
esr(config)# interface gigabitethernet 1/0/1.828
HacTpoum IP-afpec 13 Heo6xoAnMOoii NoAceTu:

esr(config)# interface gigabitethernet 1/0/1.828
esr(config-subif)# ip address 192.0.2.1/24
esr(config-subif)# exit

& Momumo HasHaueHus IP-agpeca, Ha ca6-uHTepdelice He06X04MMO NMGO OTKMUUTS firewall,
NIN6G0 HACTPOUTb COOTBETCTBYIOLLYIO 30HY 6€30MacHOCTU.
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8.6 Hacrtpoiika TepmuHayun Ha Q-in-Q uHTepdpeiice

Q-in-Q — TexHonorusa nepegayn naketos ¢ AsymA 802.1g-Teramu. JaHHaa TEXHONOINA UCNONb3YeTCcHa NN
paclLUMpeHunst KonuuecTea ucnosnb3yemMbix VLAN B ceTv nepefaumn AaHHbIX. BHyTpeHHUM Terom (InnerTag)
HasblBaeTcs 802.1g-3aron10BoK 6/mxe k payload. Takke BHyTpeHHUIA Ter HasbiBatoT C-VLAN (Customer VLAN).
BHewwHwii Ter (OuterTag) — ato 802.1g-3aronoBok, o6aBneHHbI K U3HadasibHoMy 802.1Q-NakeToMm, Takxe
HasbiBaeTcs S-VLAN (Service VLAN). Mcnonb3oBaHue ABoiiHbIX MeTOK B Ethernet-copeiimax onncbiBaeTtcs

npoTtokosiom 802.1ad.

8.6.1 ANroputM HacCTpPOIiKu

LWar OnucaHue

1 Cospgarb cab-uHTepdgeinc unsnyeckoro
nHTepdelica (BO3MOXHO TO/TbKO EC/IN
dhmsnyeckunin nHTepdeiic B pexrnmve
routeport nnu hybrid).

2 Cozpatb Q-in-Q nHTepdelic.

3 3agaTb onvcaHue Q-in-Q nHTepdeliic
(He o6si3aTenbHO).

4 Ykasatb ak3emniap VRF, B kotopom
6yaeT paboTaTtb gaHHbIin Q-in-Q
nHTepdeiic (He 06s13aTeslbHO).

KomaHpa

esr(config)# interface

gigabitethernet <PORT>.<S-VLAN>

nnn

interface tengigabitethernet
<PORT>.<S-VLAN>

nnn

interface port-channel <CH>.<S-
VLAN>

esr(config)# interface
gigabitethernet <PORT>.<S-
VLAN>.<C-VLAN>

nnm
esr(config)# interface
tengigabitethernet <PORT>.<S-
VLAN>.<C-VLAN>

nnn

esr(config)# interface port-channel

<CH>.<S-VLAN>.<C-VLAN>

esr(config-qing-if)# description
<DESCRIPTION>

esr(config-qing-if) # ip vrf
forwarding <VRF>

Knrouun

<PORT> - HOMmep on3mnyeckoro
nHTepdeiica.

<CH> - Homep
arpernpoBaHHOro nHTepdeiica.

<S-VLAN> — ngeHTtuncmkarop
cosgaBaemoro S-VLAN.

Ecnn donsnueckunii nntepdeic
BK/IHO4YEH B bridge-group,
co3pgatb cab-uHTepgoeiic bygert
HEBO3MOXHO.

<PORT> - HoMep dm3nueckoro
nHTepdeiica.

<CH> - Homep
arpernpoBaHHoro nHTepdeiica.

<S-VLAN> — ngeHtuncmkarop
cosgaBaemoro S-VLAN.

<C-VLAN> - ngeHtudgukarop
cosgaBaemoro C-VLAN.

Ecnu dmanyeckuii unmn cab-
nHTepdeiic BkoYeH B bridge-
group, cosgaTb cab-nHTepdeiic
OGyaeT HEBO3MOXHO.

<DESCRIPTION> — onuncaHwve
NHTEepdoeinca, 3aaaétcs
CTPOKOi A0 255 cnmBOoOoB.

<VRF> - nmsa VRF, 3apaetcsa
cTpokoii go 31 cumsona.
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OonucaHue

Ykasatb IPv4/IPv6-agpec n macky

NoACETN ANA KOHQUIYPUpPyeEMOoro

nHTepdelica nnm BKIUMTb NOMyyeHne

IP-agpeca guHamunuecku.

OTKAUNTb Ha NHTepdience pyHKUMN
Firewall nnu Bkniountb nHTEpheiic B

30Hy 6e3onacHocTy (M. pasaen
KoHdpurypuposanue Firewall).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-qing-if)# ip address
<ADDR/LEN>

esr(config-qing-if)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-qing-if)# ip address
dhcp

esr(config-qing-if)# ip firewall
disable

esr(config-qing-if)# security-zone

<NAME>

Knoun

<ADDR/LEN> - IP-agpec un
ONIMHAa MacKu NoaceTw,
3ajaéTtcAa B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yactb AAA - DDD
npuHUMmaeT 3HadeHus [0..255] n
EE npvHumaet 3HayeHun
[1..32].

JononHutensHble PyHKLMK
IPv4-appecaunn cm. B pasgene
"HacTtpolika IP-agpecaunn”
cnpaBo4yHuKa komaHz CLI.

<IPV6-ADDR/LEN> — IP-agpec
1 npedorKc NoAceTyH, 3a8aéTca
B Buge X:X:X:X::X/EE, roe
Kaxgas yacTb X npuHMmaet
3HaueHus B
LuecTHaauarepnuyHom doopmaTte
[0..FFFF] n EE npuHumaet
3HayeHus [1..128].

JononHutesnbHble yHKUUK
IPv6-agpecaunn cm. B pasgene
"HacTpolika IPv6-agpecauun”
cnpaBoyHuKa komaHg CLI.

MOoXHO yka3arb HeCKO/1bKO
UIPv4/IPv6-agpecos
nepeyncrieHmem yepes
3anATyt0. Moxet 6bITb
HasHaueHo Ao 8 IPv4/IPv6-
aZlpecoB Ha UHTepgeiic.

JononHutenbHble qiyHKLMK
npu pa6ote DHCP-knneHTa cm.
B pasaene "YnpasneHue DHCP-
KNMeHToOM" cnpaBoYHMKa
komaHg CLI.

<NAME> — nM4 30HbI
6e3onacHoCTu, 3agaértcs
cTpokoit go 31 cumBona.
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11

OonucaHue

YCTaHOBUTb MHTEPBAS1 BPEMEHW, B
TeyeHne KOTOporo cobmpaeTtcs
cTaTUCTUKa O Harpyske Ha cab-
nHTepdelic (He 06s3aTenbHO).

YcTtaHoBUTb BpeMs XnsHu IPv4/1Pv6
3anuceii B ARP-Tabnuue, n3y4eHHbIx Ha
[laHHOM uHTepdelice (He
0653aTe/bHO).

N3meHunTL pasmep MTU
(MaximumTransmitionUnit).

MTU 6onee 1500 6yaeTt akTUBHO
TO/MbKO €C/M MPYMEHEeHa kKoMaHaa
"system jumbo-frames"

(He 06s13aTeNBLHO).

BK/OUNTL 3aNUCh CTATUCTUKU
CNO/Mb30BaHUA TEKYLLLETO MHTepdelica
(He 06s13aTeNbLHO).

Mepeonpenenntb 3HaveHne nonsa MSS
(Maximum segment size) Bo BXoAALMX
TCP-nakeTtax (He 06513aT€/LHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-subif)# load-average
<TIME>

esr(config-subif)# ip arp
reachable-time <TIME>

nnn

esr(config-subif)# ipv6 nd
reachable-time <TIME>

esr(config-subif)# mtu <MTU>

esr(config-subif)# history
statistics

esr(config-subif)# ip tcp adjust-
mss <MSS>

esr(config-subif)# ipv6 tcp adjust-

mss <MSS>

Takke ana Q-in-Q nHTepdelica BO3MOXHO HAaCTPOUT:

QoS B 6a30BOM U/ pacLUMPEHHOM pexnmax (cM. pasgen Ynpaenexue QoS);

proxy (cM. pasgen Mpokcuposanve HTTP/HTTPS-Tpadika);

MOHUTOPUHT Tpadimka (cM. pasaensl HacTtpoiika Netflow n Hactpoiika sFlow);

Knoun

<TIME> — uHTepBan B
CekyHpax, MpuHumaeT
3HayeHus [5..150].

<TIME> — BpeMs Xu13Hn
AOnHamnyecknx MAC-agpecos,
B MW/I/INCEKYHOAX.

Jonyctumble 3HadeHns ot 5000
£0 100000000 MunmcekyHa,
PeanbHoe Bpems 06HOBNEHUSA
3anucu BapbupyeTcs ot
[0,5;1,5]*<TIME>.

<MTU> - 3HayeHne MTU B
baiTax.

3HayeHue no ymosiyaHuio:
1500.

<MSS> - 3HaueHne MSS,
NPUHUMAET 3HAYEHUS B
avanasoHe [500..1460].

3HaueHve No ymon4aHuio:
1460.

thyHKLMOHAN NPOTOKONOB MapLUpyTM3aumy (CM. pasgen YnpasreHne MmapLupyTusamei);
npoTokon VRRF (cm. pasgen YrnpaeneHve pe3epBupoBaHuem);
thyHkumoHan BRAS (cm. pasgen Ynpasnenve BRAS (Broadband Remote Access Server));
thyHkumoHan IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).
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8.6.2 Mpumep HacTpoiikm Q-in-Q nHTepdpeiica

3apgava:

HacTtpoutb TepmuHaumio nogcetn 192.0.2.1/24 kombuHaumm C-VLAN: 741, S-VLAN: 828 Ha dom3nyeckom
nHTepdeiice gigabitethernet 1/0/1.

PewieHune:

Cosgaaum cab-nHtepdelic ana S-VLAN: 828:

esr(config)# interface gigabitethernet 1/0/1.828
esr(config-subif)# exit

Cosgaamm Q-in-Q-nHtepderic ana S-VLAN: 741 n HacTpoum IP-agpec n3 Heobxoanmon noaceTu:

esr(config)# interface gigabitethernet 1/0/1.828.741
esr(config-qing-if)# ip address 192.0.2.1/24
esr(config-qing-if)# exit

& Tomumo HasHaueHus IP-agpeca, Ha Q-in-Q ca6-uHTepelice HE0O6XO0AUMO NGO OTK/IOUUTL
firewall, nn60 HacTpouTb COOTBETCTBYIOLLYIO 30HY 6€30MacHOCTWU.

8.7 HacTtpoiika USB-moagemoB

Wcnonb3oBaHne USB-mogemMoB No3BOASET OpraHn30BaTh AOMNOHUTESbHbIV KaHan CBA3M ANs paboThbl
MapLupyTtumsaTopa. Npu nognoveHnn USB-mogemoB BO3MOXHO ncnonb3osats USB-KOHUEeHTpaTopbl.
OfHOBPEMEHHO B CUCTEME MOXET ObITb CKOH(pUryprposaHo o 10 USB-mogemos.

8.7.1 Anroputm HacTtpoiiku USB-mogemoB
War OnucaHue KomaHpa Kntouun
1 Mocne nogknoyeHms USB-mogema

JIOX[aTbCs, Koraa cucteMa 06HapYXUT
NOAK/NIOUYEHHOE YCTPOIACTBO.

2 Onpegenntsb, kakoii Homep yctpoiictBa — esr# show cellulars status modem B none "USB port" 6yget
Ha3HauyeH Ha NOAK/OHEHHbI yKasaH ngeHtugmkarop
USB-mogem. MOAKMIOYEHHOTO YCTPOCTBA.

3 Co3partb Npothn/ib HaCTPOEK A/1s esr(config)# cellular profile <ID> <ID> — ngeHtudpmkarop
USB-mopema v nepeiitn B pexmm npogonia HacTpPoek Ans
KOHUrypmpoBaHus npodnns. USB-mopema B cucteme [1..10].
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OonucaHue

3ajath onvcaHve Npodus HaCTPOEK

(He o6si3aTeNbHO).

3aAaTh TOUKY A0CTyna MOGWU/ILHO
ceTu.

3aaaTb MMS Nonb3oBaTesis MO6UbHON

ceTu (ecnu Mo6GUNbLHBI onepaTop

TpebyeT ayTeHTUdMKaL N N0 NOrnHY/

naporsiio).

YCTaHOBUTL Naposib AN nosb3oBarens

MOGWNbHOI ceTn (ecni MOGUNbHbIT

oneparop TpebyeT ayTeHTUduKaLum no

JIOTVMHY/Napornto).

AKTVBMPOBATL NoMb3oBaTens (ecam
MOOW/bHbIV onepartop TpebyeT

ayTeHTudMKaLum No fIor1HY/naposnto).

YcTaHOBUTb HOMEp A03BOHA A/
NOAK/IOUYEHNS K MOBW/TbHOW CETU.

3aaatb MeTog ayTeHTuduKaLmm

nosib30Batens B Mo6ubHo cetun (He

06513aTe/bHO).

OrpaHI/I‘-II/ITb BO3MOXXHOCTb

1cnosnb3oBaHusl cemeiicTs IP-aapecos

B MOGUbLHO ceTu.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-cellular-profile)#
description <DESCRIPTION>

esr(config-cellular-profile)# apn
<NAME>

esr(config-cellular-profile)# user
<NAME>

esr(config-user)# password ascii-
text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT>}

esr(config-user)# enable

esr(config-cellular-profile)#
number <WORD>

esr(config-cellular-profile)#
allowed-auth <TYPE>

esr(config-cellular-profile)# ip-
version
{ipv4 | ipv6}

Knioun

<DESCRIPTION> — onuncaHwue
npodunns, 3a4aéTcsa CTPOKOIA
[0 255 cMmBO/IOB.

<NAME> - Touka gocTtyna
MOOGU/BLHOW ceTu, 3aaéTcs
cTpokoi go 31 cumBona.

<NAME> - ums nonb3oBarens,
3afaétca cTpokoi ao 31
cuMBONA.

<CLEAR-TEXT> — naposnb B

OTKpbITON thopme, 3agaéTcs
cTpokoii [1 .. 64] cumBonos,
MOXET BK/H0YaTb CUMBO/IbI

[0-9a-fA-F];

<ENCRYPTED-TEXT> - naponb
B 3alLMdpoBaHHO doopMme,
3a/laéTcs CTPOKOW [2..128]
C/MBO/IOB.

<WORD> — HoMep [03BOHa 4/1A
NOAKAYEHNST K MOBUITbHO
ceTu, 3aaaéTcs CTpoKoin go 15
C/MBOJIOB.

<TYPE> - meTop,
ayTeHTUdhmKaumm
nosnb3oBaTenst B MOOW/IbHOM
ceTtu [none, PAP, CHAP,
MSCHAP, MSCHAPV2, EAP].

3HayeHune no ymonyaHuo: PAP.

ipv4 — cemeiictBo IPv4;

ipv6 — cemelictso IPv6.
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12

13

14

15

16

17

18

19

20

OonucaHue

Co3patb USB-mofeM B KOH(purypauum
MapLIpyT13aTopa u Nepentu B peXmm

KOH(UIypMpoBaHusi Mogema.

3apatb onvicaHue mogema (He
0653aTe/LHO).

Ykasartb ak3emnniap VRF, B kotopom
6yneT pabotath AaHHblli Mogem (He
0653aTe/LHO).

3apatb ngeHtncmkatop USB-mogema,
HasHauyeHHOro cuctemoli (onpeaeneH B

nyHKTe 2).

HaszHauuTb paHee cosfaHHbIii npousnb

HacTpoek ana USB-mogema.

3apatb koA pa3dnokmposku SIM-kapTbl

(B cnyyae Heo6XxoaMMOCTH).

Pa3pelnTb ncnonb3oBaHne Toro Wimn
NHoro pexuma pabotsl USB-mogema

(He o6si3aTeNbLHO).

3agarb pasmep MakCMMasibHOro
npuHUMaemoro naketa (He
06513aTe/NbHO).

3MeHNTbL MakcUMasbHbI pasMep
obpabartbiBaembIx naketos MTU
(MaximumTransmitionUnit).

MTU 6onee 1500 6yaeT akTUBHO,
TOMBKO €C/ NPUMeHeHa KoMaH4a
"system jumbo-frames" (He
06513aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# cellular modem <ID>

esr(config-cellular-modem)#
description <DESCRIPTION>

esr(config-cellular-modem)# ip vrf
forwarding <VRF>

esr(config-cellular-modem)#
device <WORD>

esr(config-cellular-modem)#
profile <ID>

esr(config-cellular-modem)# pin
<WORD>

esr(config-cellular-modem)#
allowed-mode <MODE>

esr(config-cellular-modem)# mru
{<MRU>}

esr(config-cellular-modem)# mtu
<MTU>

Knioun

<ID> — ngeHTudpumkartop
USB-mogema B cucteme [1..10].

<DESCRIPTION> — onucanune
MoAeMa, 3a4aéTcs CTPOKOI A0
255 cumBonos.

<VRF> - nmsa VRF, 3agaetcsa
cTpokoit go 31 cumBona.

<WORD> — ngeHTtudpumkarop
USB-nopTa noAKMto4eHHoro
mogema [1..12].

<ID> — ngeHTudpmkartop
npodonns HacTpoek Ans
USB-mogema B cucteme [1..10].

<WORD> - kopf, pa36/10kupoBKu
SIM-kapTbl [4..8]. BO3MOXHO
1Cnosib3oBaHne TONbKO Ludp.

<MODE> - gonyCTUMbIA pexum
pa6oTtbl USB-mogema [2g, 39,
4q].

Mo ymonuyaHuio: paspeLleHbl
BCE PEXMWMbI,
noaaepXvnBaemMble MOLEMOM.

<MRU> - 3HauyeHne MRU,
MPUHUMAaET 3HaYEeHUA B
JAvanasoHe [128..16383].

3HaueHne no ymon4aHuio:
1500.

<MTU> - 3HauyeHne MTU B
baliTax.

3HaueHye No yMouaHuio:
1500.
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21 3afaTb NPeAnoYTUTENbHbIA PEXUM
pa6oTbl USB-mogema B MOGW/bHOA
cetu (He 0653aTe/bHO).

22 OTKIOUUTL Ha MHTepdheiice dyHKUMM
Firewall nnu Bkniountb nHTEpPChEiic B
30Hy 6e3onacHocCTy (CM. pasaern
KoHdouryprpoBanme Firewall).

23 AkTnBMpoBsatb USB-mogem.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-cellular-modem)#
preferred-mode { <MODE> }

esr(config-subif)# ip firewall
disable

esr(config-subif)# security-zone
<NAME>

esr(config-cellular-modem)#
enable

Takxe A/ MOAeMa COTOBOW CETU BO3MOXHO HACTPOUTD:

+ QoS B 6a30BOM M/IM pacLUMPEHHOM pexuMax (CM. pasgen YnpasneHve QoS);
- proxy (cm. pasgen lNpokcrposarne HTTP/HTTPS-Tpadiuka);

* MOHWUTOPUHT Tpadouka (cM. pasaensl Hactpoiika Netflow n Hactpoiika sFlow);

Knioun

<MODE> - npeanoyTuUTe bHbIl
pexum pabotbl USB-mogema
[2g, 39, 4g].

<NAME> — nms 30HbI
6e3onacHoOCTK, 3a4aEéTcs
cTpokoit go 31 cumBona.

* (PYHKLMOHa/ NPOTOKO/I0B MapLupyTusauum (cM. pasaesbl Policy-based routing u MultiwAN).

& [N nonHOUEeHHOro PYHKLUMOHUPOBaHUSA MOAEMA MOGUILHO ceT HEOGX0AUMO

AONO/IHATE/NILHO HACTPOUTL MapLIPyTU3auuio U yHKumoHan NAT.

8.7.2 Mpumep HaACTPOIAKU

3apgaua:

HacTpoutb nogkntodeHue kK cetn MIHTepHeT, ncnosnbdyss USB-moaem.

PelweHune:

[na npumepa pas6epém noakyeHne K cotToBoMy onepatopy MTC.

Mocne nofkAyeHnss MogemMa HeobXoAVMMO A0XAAThbCs, KOorAa cucTemMa oGHapYXXWT YCTpoiicTBo. Onpeaenm
MOPT YCTPOICTBA, KOTOPbIN GblN HA3HA4YeH Ha NoAKIYEHHBI USB-Mogem:

esr# show cellular status modem
Number

device USB port
1 1-2

Manufacturer
huawei

Model
E3372

Current state
Disabled --

Coszgagum npodunnb HacTpoek ana USB-mogema:

esr(config)# cellular profile 1

Interface

Link state
Down
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3agagum APN, koTopblii TpebyeT nposaiigep, Wiy UHOM HeobXxoAnMbIin agpec. Huke nokasaH npumep
nogkntoveHms K APN MTC:

esr(config-cellular-profile)# apn 1internet.mts.ru
Mpn HeobxoaMMOCTY 3aaéM MMSA NOJIb30BaTes s, Maposib, HOMeP 403BOHA Y METOA, ayTEHTUIMKALMN:

esr(config-cellular-profile)# user mts
esr(config-ppp-user)# password ascii-text mts
esr(config-cellular-profile)# number *99#
esr(config-cellular-profile)# allowed-auth PAP

Mepengém K kKoHdUryprposaHuto USB-mogema v 3aaamMm naeHTugmkaTop, COOTBETCTBYIOLLMIA NOPTY
YCTPOWCTBA, KOTOPbLI 6bI1 OnpefenéH B Havane:

esr(config)# cellular modem 1
esr(config-cellular-modem)# device 1-2

HasHauvM cOOTBETCTBYHOLLMIA NPON/Ib HACTPOEK 1 aKTUBMPYEM MOEM:

esr(config-cellular-modem)# profile 1
esr(config-cellular-modem)# enable

8.8 Hacrtpoiika STP/RSTP

Spanning Tree Protocol — ceTeBoii NpOTOKO/, OCHOBHOI 3aja4eii KOTOPOro ABASIETCA NpUBEAEHNE CETU
Ethernet ¢ n36bITOYHBIMI COEANHEHNAMWN K APEBOBUAHOI TONOMOMMK, UCKAOYatowen netnun. Cetesble
YCTPOCTBA 0OMEHNBAOTCHA KOH(PUTYpaLMOHHBIMM COOOLLIEHNAMMN, UCMOMb3YS Kagpbl CneumanbHOro dpopmara,
N BbIGOPOYHO BK/IHOYAKOT M OTKNHOYAKT Nepegady Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) — siBnsieTca ycoBepLueHCcTBOBaHMEM npoTokona STP, xapakTepusyeTcs
MEHbLUUM BpEMEHEM NPUBEAEHNSA CETU K APEBOBUAHON TONOMOIMN 1 UMEET 60/1ee BbICOKYH YCTOWUMBOCTD.

8.8.1 Anroputm HacTpoiiku Spanning Tree

War OnucaHue KomaHpa Knoun

1 BkounTh spanning-tree B pexvmve esr(config)# spanning-tree
vlan-aware.

2 YCcTaHOBUTbL UHTEPBAT BPEMEHM, esr(config)# spanning-tree <TIME> — Bpems B cekyHAax,
3aTpaunBaemblii Ha npocnywusaHue n  forward-time <TIME> npuHUMAaET 3HadeHus [4..30].
n3yyeHvie
COCTOSIHWIT Nepes, NepektYeEHNEM B 3HauyeHne no ymonyaHuio: 15
COCTOsIHVE nepesaun. CeKyH.
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LWar

OonucaHue

YCTaHOBUTb UHTEPBAT BPEMEHN MEXAY
oTnpaekoi BPDU-nakeToB.

YCTaHOBUTb BPEMS XXMU3HW CBA3YIOLLENO
nepesa STP.

BbibpaTb nogaepXxmBaemblii NPOTOKON
n3 cemeliictea STP.

YCTaHOBUTb METOA onpeaneneHna
LEeHHOCTHN NyTwn.

HacTpouTb NpMOpUTET CBA3YIOLLETO
nepesa STP.

MepeinTn B peXxxmm KOH(UIryprpoBaHus

NHTepdeiica/TyHHeNns/ceTeBoro MocTa.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# spanning-tree hello-
time <TIME>

esr(config)# spanning-tree max-
age <TIME>

esr(config)# spanning-tree mode
<MODE>

esr(config)# spanning-tree
pathcost method <short | long>

esr(config)# spanning-tree priority
<PRIORITY>

esr(config)# interface <IF-
TYPE><IF-NUM>

Knoun

<TIME> — Bpems B cekyHAax,
npUHUMaEeT 3HaueHus [1..10].

3HayeHue Mo ymosiHaHuto: 2
CEKyHApbl.

<TIME> — Bpems B cekyHAax,
NpUHUMAET 3HaueHus [6..40].

3HaueHue no ymonyaxuio: 20
CeKyHA.

<MODE> - npotokon
cemeiictea STP:

« STP - IEEE 802.1D
Spanning Tree Protocol;
+ RSTP - IEEE 802.1W
Rapid Spanning Tree
Protocol;
+ MSTP - IEEE 802.1s
Multiple Spanning Trees.
3HaueHWe No yMOMYaHUIo:
RSTP.

long — 3HAUEHME LEHHOCTU B
AvanasoHe [1..200000000];

short — 3HaueHue LeHHOCTU B
JAnanasoHe [1..65535].

3HayeHue no
ymondaHuio: short.

<PRIORITY> -
NPUOPWTET, yKa3blBaeTcs B

AunanasoHe c warom 4096
[0..61440].

3HaueHve no
ymosnyaHuio: 32768.

<IF-TYPE> - Tun nHtepgeiica;

<IF-NUM> - F/S/P - F-thpeiim
(1), S - cnor (0), P - noprt.
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LWar

10

11

12

13

14

15

OonucaHue

BkntounTb spanning-tree.

YCTaHOBUTb MHTEPBAST BPEMEHH,
3aTpaynBaemsblil Ha Npoc/yLIMBaHME 1
n3yueHue

COCTOSIHWIA Nepe[ NepeksitoieHnemM B
COCTOSIHVE Nepeaaqn.

YCTaHOBUTb MHTEPBA BPEMEHN MEXY
otnpaskoi BPDU-nakeToB.

YCTaHOBUTb BPEMS XM3HW CBA3YIOLLETO
nepesa STP.

Bbi6paTb noaaepxvnBaemblii MPOTOKON
n3 cemeiictea STP.

HacTponTb NpUOpUTET CBA3YHOLLETO
fepesa STP.

3anpetntb paboTy npotokona STP Ha
KOHhMrypmpyemMom nHtepdelice.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# tunnel <TUN-
TYPE><TUN-NUM>

esr(config)# bridge <BR-NUM>

esr(config-bridge)# spanning-tree

esr(config-bridge)# spanning-tree
forward-time <TIME>

esr(config-bridge)# spanning-tree
hello-time <TIME>

esr(config-bridge)# spanning-tree
max-age <TIME>

esr(config-bridge)# spanning-tree
mode <MODE>

esr(config-bridge)# spanning-tree
priority <PRIORITY>

esr(config-if-gi)# spanning-tree
disable

Knoun

<TUN-TYPE> — T1n TyHHens,

<TUN-NUM> - HOmep TyHHens.

<BR-NUM> — Homep bridge.

<TIME> — Bpems B cekyHAax,
npuHUMaEeT 3HaueHus [4..30].

3HayeHue Mo ymonyaHuio: 15
CEKYHA,

<TIME> — Bpems B cekyHAaXx,
npuHUMAaET 3HadeHus [1..10].

3HayeHue no ymonyaHumio: 2
CEeKyH/bI.

<TIME> — Bpems B cekyHAax,
NpYHUMAET 3HaueHus [6..40].

3HauyeHue no ymonyaxuio: 20
CeKyH.

<MODE> - npoTtokon
cemelictea STP:

« STP - IEEE 802.1D
Spanning Tree Protocol;
« RSTP - |IEEE 802.1TW
Rapid Spanning Tree
Protocol;
3HayeHune No ymosiHaHmio:
RSTP.

<PRIORITY> -

NpUOPUTET, yKa3biBaeTCcs B
AvanasoHe c warom 4096
[0..61440].

3HayeHue no
ymMonyaHuio: 32768.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

War OnucaHue KomaHpa Knoun
16 YCTaHOBUTbL METOA onpefeneHns esr(config-if-gi)# spanning-tree <COST> — cTOMMOCTb NyTH,
LEHHOCTU NyTHW. cost yCTaHaB/MBaeTCs B AnanasoHe
[1..20000000].
3HaueHve no ymonyaHuio: 4.
17 Pa3pelunTb yCTaHOBWTb 3TOT NOPT B esr(config-if-gi)# spanning-tree
KayecTBe root. guard root
18 YctaHoBuTb NpoToKon RSTP B esr(config-if-gi)# spanning-tree point-to-point — komaHaa
nepeparowiee coctosiHue n onpegenutb  link-type {point-to-point/shared} onpegensiet nHTepderic kak
TUN CBA3W 415 BbIBpaHHOro nopra — «TOYKa-TOUKa;
«TOYKa-TOUKa», «Pa3BETBNEHHbIN».
shared — komaHga onpegenser
nHTEepdelic Kak
«Pa3BeTB/IEHHbI».
3HayeHve no
ymon4yaHuio: point-to-point.
19 YcTaHoBWTb NpuoputeT nHTepdeiica B esr(config-if-gi)# spanning-tree <PRIORITY> - npuopwurer,
cBA3ylolem aepese STP. port-priority <PRIORITY> yKasblBaeTca B
JAnanasoHe c warom 16 [0..240].
20 BkntoyaeTcs pexxum, B KOTOPOM MOPT, esr(config-if-gi)# spanning-tree

Npu NOAHATUN Ha HEM NUHKa, cpasy portfast

nepexoauT B COCTOsIHME Nepeaayu, He
[0Xnaasick UCTeueHus Taivepa.

& Tpotokon MSTP Ha AaHHbIi MOMEHT noaaepaH Tosibko Ha ESR-1000, cOOTBETCTBEHHO KOMaHAb! AN
HacTpolikn MSTP ecTb TO/IbKO Ha HEM.

8.8.2 Mpumep HaACTPOIKU

3apgava:

HacTponTb Ha MapLipyTu3atope npoTtokon STP ana npefoTBpalleHns NeTn ¢ UHTEPBA/IOM NPOC/YLLNBAHUS U
n3ydeHust cetv 10 cekyHa 1 BpeMEHEM XU3HN CBA3YHOLLEro AepeBa 15 cekyHa,

giLion
vian 50

gilfoil Switch
vian 50

1

gilio/2
vian 50

giLliof2
vian 50
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

PelueHne:
[ns npumepa pa3bepém cxemy ¢ MapLLpyTU3aTOpoOM U KOMMYTaTOPOM, COEAUHEHHbIX ABYMS JIMHKAMU.
Mo ymonuaHuio Ha ESR BkntoueH npotokon RSTP.

Mepeiigém B peXnm KOHOUrypnpoBaHus:
esr-20# configure

3agagum NpoToKo No ymondaHuto STP:
esr-20(config)# spanning-tree mode stp

YCTaHOBVM BpeMS XN3HW CBA3YOLLEro aepesa — 15 CeKyHA 1 MHTepBasl NPOC/YLUMBAHUA N U3YYEHUs CeTN —
10 cekyHA:

esr-20(config)# spanning-tree max-age 15
esr-20(config)# spanning-tree forward-time 10

BbIBOA KOMaHbl show spanning-tree active:

esr-20# show spanning-tree active
Protocol version: STP
Root ID: [32768] a8:f9:4b:ad:5a:00
Root port: [128] gil/0/1
Pathcost 32768
Message Age 300
Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] a8:f9:4b:ad:8e:5d
Hello time: 2 Max age time: 15 Forward delay: 10
Transmit hold count: 6 Topology change: 0
Time since topology change: 16 Topology change count: 2

Name State Prio.Num Cost Status Role PortFast Type
gil/o/1 en 128.2 32768 FRW Root No STP
gil/0/2 en 128.3 32768 BLK Altr No STP

8.9 Hacrtpouika PPP uepes E1

PPP (aHrn. Point-to-Point Protocol) — aByXTOUY€UHbIi1 NPOTOKO/ KAHA/TLHOTO YPOBHSI, UCMO/b3YeTCs As
YCTaHOB/IEHUA NPAMON CBA3M Mexay ABYMS y3namu ceTh. MoxeT o6ecneuntb ayTeHTUINKaLUI0 CoOefMHEHMS,
LWnMdpoBaHne 1 cxatue faHHbIX.

[na yctaHosneHuns PPP-coeguHeHus yepes noTok E1 Heobxoanmo Hannune megmnakoHseptepa TOPGATE-
WAN-E1 B mapupyTtumsatope ESR.

© Ha mapuwpyTtusatopax ESR-1000 He nogaepxusaercs pa6orta moagyneii TOPGATE-WAN-E1 ¢
annapaTtHoii Bepcueii (hardware revision) 812.
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8.9.1 AnroputM HacTpPOKMU

Lar

OnucaHue

MNpepBaputenbHas HacTpoiika:

Heobxoanmo BkoUMTb nogaepxky Jumbo-
opeiimoB.

[N BCTynneHns usmeHeHuit B cuny Tpebyetcs
nepesarpyska ycTpoicTea.

HacTtpoiika chnsuueckoro nHtepcpeiica:

Heo6xoamMMo BblibpaTh MHTEpPAIEliC, B KOTOPOM
yctaHosnieH TOPGATE-WAN-ET.

MepeBecTn IM3NUECKNn UHTEPAIEC B PEXUM
KOMMYyTaLum.

3agatb pexum paboTbl nHTepdeica E1.

3a4arb UCTOYHUK CUHXPOHM3auun (He
0653aTe/IbHO).

Ykazatb pasmep MTU (Maximum Transmition
Unit) ons domanyeckmx nHTepgeincos.

3agarb XalW-a/IropuTM NPoBEPKU Kaapa (He
0653aTesbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# system
jumbo-frames

esr(config)# interface
gigabitethernet 1/0/3

esr(config-if-gi)# mode
switchport

esr(config-if-gi)#
switchport mode e1

esr(config-if-gi)#
switchport e1 clock
source <SOURCE>

esr(config-if-gi)# mtu
<MTU>

esr(config-if-gi)#
switchport e1 crc <FCS>

Knoun

<SOURCE> — ncTo4yHuk
CYHXPOHM3aLNN:

+ internal (No ymonuaHuto)
— CMHXPOHW3MPOBATLCS
C BHYTPEHHUM
NCTOYHVKOM,;

+ line -
CUHXPOHU3MPOBAThLCA C
JMHENHBLIM CUTHASIOM.

<MTU> - 3HaueHne MTU, ans
E1- n Multilink-nitepdoeiicos
HeobX0AUMO yKa3aTb 3HAYEHUS
B AvanasoHe [1510..9600].

<FCS> - nocnepoBatenbHOCTb
npoBepku kaapa:

*+ 16 (no ymonuaHuto) —

FCS16;
+ 32 - FCS32.
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LWar OnucaHue

8 3aaatb NPOBEPKY Ha HasMuyme owmnboK Npu
nepepave (He 06a3aTe/NLHO).

9 3afaTb MHBEPTMPOBaHWE NepegaBaembix 6UT (He
06513aTesbHO).

10 3agarb TUM NMHEHOTo KoaMpoBaHus (He
0653aTe/IbHO).

11 3agartb KO/IMYecTBO TaliM-CNoTOoB.

12 Vicnonb3oBaTb E1 Kak eAnHyt0 CYLLHOCTb, 6e3

TaliM-cnoToB (He 0653aTesIbHO).

HacTtpoiika nHtepdeiica E1:

13 Heobxoammo Bbi6path uHTepdelic E1.

14 Ykasatb IPv4 1 macky nogcetu anis
KOHQIUIyprpyemoro uHtepdeiica.

15 OTKNUNTb Ha UHTepdelice dyHKkuun Firewall
NN BKKOYNTL MHTEPJIEC B 30HY 6€30MacHOCTM
(cm. pasgen KoHdpuryprposaHue Firewall).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-if-gi)#
switchport e1 framing
<CRC>

esr(config-if-gi)#
switchport e1 invert data

esr(config-if-gi)#
switchport e1 linecode
<CODE>

esr(config-if-gi)#
switchport e1 timeslots
<RANGE>

esr(config-if-gi)#
switchport e1 unframed
esr(config)# interface e1

1/<SLOT>/1

esr(config-e1)# ip
address <ADDR/LEN>

esr(config-e1)# ip
firewall disable

esr(config-e1)# security-
zone <NAME>

Knoun

<CRC> — npoBepka
LMKINYECKOM N3ObITOYHOCTH:

* crc-4 — ncnonb3oBaTtb
anroputm CRC-4;

* no-crc4 (no ymosn4aHuio)
— He 1CNoMb30BaTb
NpoBEPKY.

<CODE> - t1n nuHeiiHoro
KOAUPOBaHWS;

+ ami — yepegywoLelics
NONSAPHOCTLIO
MMMy bCOB;

+ hdb3 (no ymonuaHuto) -
OBYXNONSAPHbIN KOZ
BbICOKO NAIOTHOCTK

nopsgka 3.

<RANGE> - konnyecTtBo Tanm-

CN0TOB.

<SLOT> - Homep cnoTa.

<ADDR/LEN> - IP-agpec u

OJ/IMHa MacKu noaceTwy,
3apaéTtca B BuAe

AAA.BBB.CCC.DDD/EE, rge

Kaxgada yacte AAA - DDD

npuHnMaeT 3HaueHus [0..255] n

EE npuHumaeT 3HaveHus
[1..32].

<NAME> - 1ms 30HbI
6e3onacHoCTu, 3aaéTcs
cTpokoii go 31 cumsona.
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Lar

OnucaHue

[ononHutenbHble HacTpoiiku PPP ans E1:

16

17

18

19

20

21

22

23

24

25

26

Bxntounts CHAP-ayTeHTUdbmKaumio anst PPP (He
06s13aTesbHO).

3agatb MMSA MapLUpyTM3aTopa, KoTopoe
OTnNpaBnseTcs yaasieHHol CTOpoHe A1
npoxoxaeHnus CHAP-ayTeHTUthmkaumm (He
06s13aTesbHO).

3agarb naponb A5t ayTeHTUdmkauum (He
0653aTesbHO).

BK/IOUNTb MTHOPUPOBaHKe ayTeHTudukaumm (He
06s13aTe/bHO).

3agaTtb UmMsA nonb3oBaTens ans
ayTeHTUgMKaLun (He 06s3aTenbHO).

PaspeluaeTcs npuHMMaTh OT cocega 6o
HeHyrneBoii IP-agpec B kKauecTBe 10KasibHOrO IP-
agpeca (He 06s3aTeNbHO).

3apatb IP-agpec, KoTopblil oTnpaBnsieTcs
YATEHHOI CTOPOHE 4/19 MOC/IeAYOLWEro ero
npucBoeHusi (He 06sa3aTeNbHO).

3aaTb KO/IMYECTBO MOMbITOK OTNPaBKU
Configure-Request nakeToB, npexae Yem
yAaneHHbli nup 6yaeT npnsHaH HeCNOCOBOHbIM
oTBETUTB (HE 06513aTENLHO).

3a4aTb KO/IMYECTBO MOMbITOK OTNPaBKU
Configure-NAK nakeToB, npexae yem 6yayT
noATBEPXAEHbI Bce onuumn (He 06513aTesibHO).

3agaTb KO/IMYECTBO MOMbITOK OTNPaBKX
Terminate-Request nakeTos, npexae yem ceccus
6yaeT npepsaHa (He 06s3aTe/bHO).

3apaatb pasmep MRU (Maximum Receive Unit)
NS HTepdeiica (He 06s3aTenbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-e1)# ppp
authentication chap

esr(config-e1)# ppp chap
hostname <NAME>

esr(config-e1)# ppp chap
password ascii-text
<CLEAR-TEXT>

esr(config-e1)# ppp chap
refuse

esr(config-e1)# ppp chap
username <NAME>

esr(config-e1)# ppp ipcp
accept-address

esr(config-e1)# ppp ipcp
remote-address <ADDR>

esr(config-e1)# ppp max-
configure <VALUE>

esr(config-e1)# ppp max-
failure <VALUE>

esr(config-e1)# ppp max-
terminate <VALUE>

esr(config-e1)# ppp mru
<MRU>

Knoun
<NAME> - nwms
MapLupyTusaTopa.

<CLEAR-TEXT> — naposib B

OTKpbITON hopme, 3aaaéTcA
CTpoKoii [1 .. 64] cumBosnos,
MOXET BK/1H04aTb CUMBOSIbI

[0-9a-fA-F].

<NAME> - nms nonb3oBarens.

<ADDR> - IP-agpec
YATEHHOTO LUK3a.

<VALUE> - KonnyectBo
NOnMbITOK.

<VALUE> - KonnyectBO
NOnMbITOK.

<VALUE> - KonnyectBo
NOnMbITOK.

<MRU> - 3HaueHne MRU.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

War OnucaHue KomaHpa Knroun

27 3afaeTcs MHTepBaUl BpEMEHW B CEKYHAAXx, Mo esr(config-e1)# ppp <TIME> — Bpems B ceKyHAax.
NCTEYEHNN KOTOPOro MapLUpyTU3aTop timeout keepalive <TIME>
otnpasnsieT keepalive-coobLieHne (He
0653aTe/IbHO).

28 3ajaetcs nHTepBasl, N0 UCTEYEHUN KOTOPOro esr(config-e1)# ppp <TIME> — Bpems B cekyHpax.
MapLUpyTM3aTop NOBTOPSET 3anpoc Ha timeout retry <TIME>

ycTaHoB/eHne ceccun (He 0653aTenbHo).

BknioueHue nHtepderica E1 B Multilink PPP:

29 [o6asuTte B MLPPP-rpynny (He 06513aTe/NbHO). esr(config-e1)# ppp <GROUP-ID> — Homep rpynnbl.
multilink-group <GROUP-
ID>

30 BkntoueHne pexuma MLPPP (He o6s3atensHo).  esr(config-e1)# ppp
multilink

8.9.2 Mpumep KoHUrypauumn

3apava:

HacTtpoutb PPP-coeguHeHne co BCTpeUHol cTopoHoit ¢ IP-agpecom 192.0.2.2/24 yepe3s TOPGATE-WAN-ET,
ncnosnb3ys 1-8 KaHaslbHbIE MHTEPBaSIbI ANA Nepeaayn gaHHbIX.

ESR-200 ESR-200

el 101 a1 10/
ip 192.0.2.1/24 PPP ip 192.0.2.2/24

PelweHune:

MpeaBapuTenbHO HEOGXOAMMO HACTPOUTb System jumbo-frames, coxpaHuTb U3MEHEHWS B KOHIMIypaLmmn 1
nepesarpy3vTb MapLLpyT13aTop:

esr(config)# system jumbo-frames

esr(config)# exit

esr# commit

esr# confirm

esr# reload system

Do you really want to reload system ? (y/N): vy

HacTtpoum chmnsunyeckuii nHTepdelic gigabitethernet 1/0/3, B kotopom yctaHoBneH TOPGATE-WAN-ET:

* Ykaxkem mtu He meHee 1510.

+ MNepeBegem MHTepgENc B pexmm padoTsl el.
* Ykaxem kaHan e1 - 0.

* Ykaxem nHtepsasl kaHanos el — 1-8.
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esr# configure

esr(config)# -dinter
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#

face gigabitethernet 1/0/3
mode switchport

mtu 1510

switchport mode el
switchport el slot 0
switchport el timeslots 1-8
exit

HacTtpoum nHTepdeiic el:

esr(config)# -tinter
esr(config-el)# -p
esr(config-el)# se
esr(config-el)# ex

face el 1/0/1

address 192.0.2.1/24
curity-zone trusted
it

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

VHdopmaunio o dnsnyeckom cocToaHUM €1 MOXHO Y3HaTb C NOMOLLbIO CMEeAyHLLEN KOMaHAbI:

esr# show controll
Interface 'gil/0/3
SFP present:

SFP Vendor name:
is te: No

SFP Vendor PN:
SFP SW Version:
Line code:

Clock source:
Timeslot:

Invert Data:
Framing CRC4:
Loopback:

CRC algorithm:

El Link:

E1 Synced:

E1l RX AIS:

E1 RX RAI:

E1l TX AIS:

ers el gigabitethernet 1/0/3

Yes

LPOS 1.0.9.4SR42 (20.12.2017)
HDB3

Internal

1-8

No

No

FCS16
Up
Yes
No

No

No

NHdpopmaLmio 0 coCTosiHUM e1-MHTepdeiica MOXHO y3HaTb C NMOMOLLbIO CrieaytoLeli KoMaHbl:

esr# show interfac
Interface 'el 1/0/
Description:
Operational state
Administrative st
Track ID:
Supports broadcas
Supports multicas
MTU:

MAC address:

Last change:
Mode:

es status el 1/0/1
1' status information:
: Up
ate: Up
0
t: No
t: Yes
1492
none
1 minute and 3 seconds
routerport
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8.10 Hacrtpovika MLPPP

Multilink PPP (MLPPP) npenocTaBnsieT co60i1 arpervpoBaHHblii KaHasl, BK/OYaloLLmMiA B cebs MeTobl A1
pacnpocTpaHeHusi Tpadmka Yepes HECKO/IbKO (DU3NYECKMX KaHa0B, UMEest O4HO I0TMYECKOe COeAVHEHME.
3TOT BapuaHT NO3BO/ISET pacLUMpPUTL NPOMYCKHYK CMOCOBGHOCTL U 0b6ecneunBaeT 6an1aHCUPOBKY Harpy3ku.

8.10.1 AnropuTtM HacCTpPOIiKK

LWar

1

OnucaHue

HacTpowuTb rpynny arperauumm.

YkazaTb onvcaHue KoHUrypupyemoi
rpynnbl arperayuu (He 06a3aTesbHO).

3agath MHTEPBAS BPEMEHMU, 3a
KOTOPbIil yCcpeaHsieTcs CTaTUCTVKA O
Harpyske Ha rpynne arperaumu (He
06s13aTe/IbHO).

YkazaTb pasmep MTU (Maximum
Transmition Unit) gnsi rpynnbl
arperaumu (He o6si3aTesnibHo). MTU
6onee 1500 6yaeT akTUBHO TOMbKO B
cnyyae NpUMeHeHWs KoMaHabl "system
jumbo-frames".

Bknountb CHAP-ayTeHTUhrkaumio.

BKNOUMTb THOPMPOBaHWE
ayTeHTUdmKaLun (He 0653aTenbHO).

YKazaTb MMS MapLUpyTM3aTopa,
KOTOpOe OTnpasnseTcs yaaeHHo
CTOpOHe ansa npoxoxaeHns CHAP-
ayTeHTUdmKaLmn.

YkaszaTb naposb, KOTOPbIiA
OTNpaBnseTCcs yaasieHHON CTOpPOHe
BMecCTe C UMEHEM MapLupyTusaropa
nna npoxoxaeHna CHAP-
ayTeHTUnkauun.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# interface multilink
<IF>

esr(config-multilink)# description
<DESCRIPTION>

esr(config-multilink)# load-
average <TIME>

esr(config-multilink)# mtu <MTU>

esr(config-multilink)# ppp
authentication chap

esr(config-multilink)# ppp chap
refuse

esr(config-multilink)# ppp chap
hostname <NAME>

esr(config-multilink)# ppp chap
password ascii-text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT>}

Knoun

<|F> - HanmeHoBaHue
nHTepdeiica.

<DESCRIPTION> — onucaHune
rpynnbl arperayuu, 3aaétcs
CTpoKoIi Ao 255 cMMBONOB.

<TIME> — uHTepBan B
cekyHAax, npuHumaeT
3HayeHusn [5..150].

3Ha4veHne Mo yMO/THaHuio: 5.

<MTU> - 3HaueHne MTU,
NMPUHUMAET 3HAYEHUS B
JAnanasoHe [1280..1500].

3HayeHue no ymosiyaHuio:
1500.

<NAME> - nwms
MapLupyTMsaTopa, 3agaeTca
cTpokoii go 31 cumsona

<CLEAR-TEXT> - naponb B

OTKpbITOI chopme, 3aaaéTcs
CTpOKoiA [8 .. 64] cumBonoB,
MOXeT BK/I0UaTb CUMBOJIbI

[0-9a-fA-F].

<ENCRYPTED-TEXT> - naponb
B 3aLUMcpoBaHHON dhopme,
3a7aéTcs CTPOKOit [16..128]
CMMBOJIOB.
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10

11

12

13

14

15

16

17

PaspelunTb NpMHMMaTL OT cocefia
no6oii HeHynesoli IP-agpec B kKayecTBe
nokanbHoro IP-agpeca (He
0653aTe/IbHO).

YctaHoBuTh IP-agpec, KoTopblii
OTnpaBnseTcs yaaseHHoM CTopoHe A1
nocsiefytoLLero ero NPUCBOEHUS.

YkaszaTb nonb3oBarens gns
ayTeHTUdMKaLMmn yaaneHHoW CTOPOHbI
N NEPETN B PEXUM
KOHpMryprpoBaHusi ykazaHHOro
nonb3oBarensi.

YcTaHOBUTb Naposib B OTKPLITOW Uan
3alwmndpoBaHHoi hopme
onpeaeneHHOMY Nosb30BaTeNto ANs
ayTeHTUdVKaLmMmn yaaneHHoW CTOPOHbI.

YCTaHOBUTb KOSIMYECTBO NOMbITOK
otnpaBku Configure-Request nakeTos,
npexage 4Yem yaasieHHblii nup oyget
MpuU3HaH HECMOCOGHbLIM OTBETUTL (He
06A3aTe/IbHO).

YCTaHOBUTb KO/TIMYECTBO NOMbITOK
BbicnaTb Configure-NAK nakeTtbl,
npexae Yyem 6yayT NoATBEPXKAEHbI BCE
onumu (He 06s13aTe/NbLHO).

YCTaHOBUTb KOIMYECTBO MOMbITOK
Bbicnatb Terminate-Request naketsl,
npexae yem ceccus 6yeT npepsaHa
(He 06sa3aTeNbHO).

Ykazatb pasmep MRU (Maximum
Receive Unit) gnst nHTepdcpelica.

YKasaTb UHTepBasl BPEMEHU B
CeKyHAax, Mo UCTEYEHUN KOTOPOTO
MapLupyTu3aTop otnpasnsieT keepalive-
cooblieHne (He 0683aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

esr(config-multilink)# ppp ipcp
accept-address

esr(config-multilink)# ppp iccp
remote-address <ADDR>

esr(config-multilink)# chap
username <NAME>

esr(config-ppp-user)# password
ascii-text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

esr(config-multilink)# ppp max-
configure <VALUE>

esr(config-multilink)# ppp max-
failure <VALUE>

esr(config-multilink)# ppp max-
terminate <VALUE>

esr(config-multilink)# ppp mru
<MRU>

esr(config-multilink)# ppp timeout

keepalive <TIME>

<ADDR> - IP-agpec
yAa1eHHOrO LW03a.

<NAME> - ums nonb3oBarens,
3afaétca cTpokoi ao 31
cuMBONA.

<CLEAR-TEXT> - naponb B

OTKpbITON chopme, 3agaéTcA
CTpoKoIi [8 .. 64] cumsonos,
MOXXET BK/1KOYaTb CUMBO/IbI

[0-9a-fA-F].

<ENCRYPTED-TEXT> - naponb
B 3aluncppoBaHHoli hopme,

3a7aéTcs CTPOKoit [16..128]
CMMBOJIOB.

<VALUE> - Bpems B cekyHAax,
NPUHUMAET 3HaueHus [1..255].

3HaueHue no ymonyaHuio: 10.

<VALUE> — Bpems B cekyHax,
NPUHUMAaET 3HadeHuns [1..255].

<VALUE> — Bpems B cekyHaax,
NPUHUMaET 3HadeHuns [1..255].

3HaueHne Nno yMoyaHuio: 2.

<MRU> - 3HaueHne MRU,
NMPUHUMAET 3HAYEHUS B
[AmnanasoHe [128..1485].

3HaueHne No ymonyaHuio:
1500.

<TIME> — BpemsA B CEKyHAax,
NPUHNUMAET 3HaYeHus
[1..32767].

3Ha4veHune no ymonyanuio: 10.
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18

19

20

21

22

23

YCTaHOBUTb MHTEPBA/T BPEMEHM B
ceKyHzax, Mo UCTeYeHUN KOTOPOro
MapLUpyTM3aTop NOBTOPSIET 3anpoc Ha
ycTaHoB/eHne ceccuu (He
0653aTe/IbHO).

Onpeaenntb MakCMasibHblli pasmep
naketa ana MLPP-uHTepdelica.

MpuBAsatb nopT e1 k usnyeckomy
nHTepceiicy.

MepeBecT IN3NMUECKMI NOPT B PEXUM
paboTbl ¢ SFPe1-moaynem.

Bkntountb pexum MLPPP Ha E1-
NHTEpgoeiice.

Bknountb E1-mHTEpheiic B rpynny
arperauuu.

8.10.2 Mpumep HaACTPOIAKU

3apgaua:

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

esr(config-multilink)# ppp timeout
retry <TIME>

esr(config-multilink)# mrru
<MRRU>

esr(config-if-gi)# switchport e1
<SLOT>

esr(config-if-gi)# switchport mode
el

esr(config-e1)# ppp multilink

esr(config-e1)# ppp multilink-
group <GROUP-ID>

<TIME> — BpemsA B CEeKyHAax,
NpUHUMaET 3HaueHus [1..255].

3Ha4veHune Mo ymonyaHuio: 3.

<MRRU> — makcumasbHbiii
pasmep NpUHUMAaEMOro naketa
ans MLPP-nHTepdeiica,
NMPUHUMAET 3HAYEHNE B
[JAnana3soHe [1500..10000].

<SLOT> - ngeHTudmkarop
CNnoTa, NpUHUMAET 3HaYEHVE B
Amnanasone [0..3].

<GROUP-ID> - ngeHTtuncpmkarop
rpynmbl, NPUHUMAET 3HaYeHNe
[1..4].

HacTtpontb MLPPP-coeanHeHmne ¢ BCTPeUHO CTOPOHOIA ¢ IP-agpecom 192.0.2.2/24 yepes nHtepdelicol €1
1/0/1n el 1/1/1. Qna nocTpoeHus arpermpoBaHHoro kaHana PPP ncnonb3aytotcs nHtepdeiicol gi 1/0/3 n gi
1/0/4, B KoTOpbIe BCcTaBneHbl TOPGATE-WAN-E1.

ESR-200

el 11001

192.0.2.0024

A

el 101

ESR-200

el 111

]

el 11/1

PelwweHue:

"
Multilink PPP

MpenBapuTenbHO HEOGXOAUMO HACTPOUTb System jumbo-frames, coxpaHuTb UMEHEHWS B KOHCOMIypaLmmn 1
nepesarpy3vTb MapLUpyT13aTop:

esr# configure

esr(config)# system jumbo-frames
esr(config)# exit

esr# commit

esr# confirm

esr# reload system

Do you really want to reload system ? (y/N): vy
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

HacTtpoum chmnsmnyeckune nHtepdelicel gigabitethernet 1/0/3-4, B koTopbix ycTaHoBneHbl TOPGATE-WAN-E1.
Mpwn HacTpolike mn3nyecknx nHTepdericoB ykaxxem mtu He meHee 1510, nepesegem nHTepdeiic B pexmv
paboTbl €1, ykaxxeM kaHan el:

esr# configure

esr(config)# interface gigabitethernet 1/0/3
esr(config-if-gi)# mode switchport
esr(config-if-gi)# mtu 1510

esr(config-if-gi)# switchport mode el
esr(config-if-gi)# switchport el slot 0
esr(config-if-gi)# switchport el timeslots 1-31
esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/4
esr(config-if-gi)# mode switchport
esr(config-if-gi)# mtu 1510

esr(config-if-gi)# switchport mode el
esr(config-if-gi)# switchport el slot 1
esr(config-if-gi)# switchport el timeslots 1-31
esr(config-if-gi)# exit

HacTtpoum nHtepdeiic multilink:

esr(config)# interface multilink 3
esr(config-multilink)# ip address 192.0.2.1/24
esr(config-multilink)# security-zone trusted
esr(config-multilink)# exit

Mpussxem nHTepdericol E1 k Multilink PPP. MNpu HacTpolike e1-uHTepdeiica Heobxoammo ykasatb multilink-
group v Bk/ItounTb multilink:

esr(config)# interface el 1/0/1
esr(config-el)# ppp multilink-group 3
esr(config-el)# ppp multilink
esr(config-el)# exit

esr(config)# dinterface el 1/1/1
esr(config-el)# ppp multilink-group 3
esr(config-el)# ppp multilink
esr(config-el)# exit
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

WHdhopmaumto o coctosiHum multilink-nHtepdpeiica MOXHO y3HaTb C NOMOLLbIO CieAyowein KomaHabi:

esr# show interfaces status multilink 3
Interface 'mu3' status information:
Description: --

Operational state: Up
Administrative state: Up
Track ID: 0
Supports broadcast: No
Supports multicast: Yes
MTU: 1492
MAC address: none
Last change: 1 hour, 4 minutes and 2 seconds
Mode: routerport
Bandwidth: 3968 Kbps
Member links: 2 active, 0 dinactive
* el 1/0/1: Up 23 minutes and 58 seconds ago
el 1/1/1: Up 30 minutes and 36 seconds ago

8.11 Hacrtpolika Bridge

Bridge (MocT) — 310 cnoco6 coeanHeHust AByx cermeHToB Ethernet Ha KaHa/IlbHOM ypOBHE 6€3 UCMO/b30BaHUS
NPOTOKO/I0B 60/1e€ BbICOKOrO YPOBHS, Takux Kak IP. MakeTbl nepeaatotcs Ha ocHoBe Ethernet-agpecos, a He |IP-
aapecoB. MNockorbKy nepeaya BbiNo/HAETCS Ha KaHa/lbHOM ypoBHe (ypoBeHb 2 Mogenun 0Sl), Tpadmk
NPOTOKO/10B 60/1Ee€ BbICOKOrO YPOBHS NPO3pavyHO NPOXOAMT Yepes MOCT.

8.11.1 AnroputM HacTpPOIiKu

War OnucaHue KomaHpa Knrouun
1 [o6asnTb ceTeBoii mocT (bridge) B esr(config)# bridge <BRIDGE-ID>  <BRIDGE-ID> -
CUCTEMY U NEPENTU B PEXIM MAEHTUUKALVOHHbI HOMep
HaCTPOIiK ero napameTpoB. MOCTa, MPUHVMMAET 3HAYEHVS B
AvnanasoHe:

+ ana ESR-20/21/30/
100/200 - [1..250];

« ana ESR-1000/1500/
1511/3200 - [1..500].

2 AKTUBMPOBATbL CETEBOI MOCT. esr(config-bridge)# enable
3 Ykazatb ak3emnnsap VRF, B koTopom esr(config-bridge)# ip vrf <VRF> — ums VRF, 3agaetcs
6ynet paboTaTb AaHHbIN MHTepdeiic forwarding <VRF> cTpokoii go 31 cumBona.

(He o6s13aTENLHO).

4 HasHaunTb onncaHme esr(config-bridge)# description <DESCRIPTION> - onncaHue
KOHOUTypupyemMomy CETEBOMY MOCTY <DESCRIPTION> CeTeBOro MocTa, 3a4aéTtcs
(He 06s3aTENbHO). CTPOKOW [0 255 CMMBOIOB.
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LWar

OonucaHue

Csszatb cab-uHTepdeiic, ging-
nHtepgeic, L2GRE-TyHHENb nnm
L2TPv3-TyHHenNb C ceTeBbIM MOCTOM.
CBsA3aHHble UHTepenchbl/TyHHem n
ceTeBble MOCTbl aBTOMATNYECKU
CTaHOBATCA yyacTHMKamMm obuiero L2-
foveHa (He 06s13aTenbHO).

CBs3atb TekyLuii ceTeBoii MOCT C
VLAN. Bce uHTepdeiicbl n L2-TyHHenw,
ABNAOLLMECH YeHaMW Ha3HaYaemoro
VLAN, aBTOMaTN4yeCKM BK/THOYAIOTCS B
CeTeBOW MOCT U CTaHOBATCA
yyacTHMKamu obuiero L2-gomeHa (He
0653aTe/bHO).

YkazaTb pasmep MTU (Maximum
Transmition Unit) nakeToB, koTopble
MOXET MpornycKaTb AaHHbIA bridge (He

o6s13aTe/IbHO; BO3MOXHO, ec/in B bridge

BK/IloUeH Tosibko VLAN).
MTU 6onee 1500 6yaeTt akTUBHO

TONbKO B C/1ydae nNpuMeHeHnsa KoMmaHabl

"system jumbo-frames".

Ykasartb IPv4/IPv6-agpec n macky
NnoAceTy Ans KOHUrypmpyemoro

I/IHTepCbeI\/JICEl NN BKTOYNTL NoJslyveHne

IP-agpeca gnHammyecku.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-if-gi)# bridge-group
<BRIDGE-ID>

esr(config-if-12tpv3)# bridge-
group <BRIDGE-ID>

esr(config-bridge)# vlan <VID>

esr(config-bridge)# mtu <MTU>

esr(config-bridge)# ip address
<ADDR/LEN>

Knoun

<BRIDGE-ID> -
NOEHTUMKALNOHHBI HOMEp
MOCTa, NPYHUMAET 3HaYeHUs B
AnanasoHe:

« ans ESR-20/21/30/
100/200 - [1..250];

+ ana ESR-1000/1500/
1511/3200 - [1..500].

<VID> - ngeHtudomkartop VLAN,
3aaéTtca B AManasoHe
[1..4094].

<MTU> - 3HaueHne MTU,
NPUHUMAET 3HAYEHUS B
AnanasoHe:

« ana ESR-20/21/30 -
[552..9500];
« ana ESR-100/200/
1000//1500/1511/
3200 - [552..10000].
3HayeHne No ymosi4aHuio:
1500.

<ADDR/LEN> - IP-agpec u
ANVHa Macky noaceTy,
3apaéTtca B Buae
AAA.BBB.CCC.DDD/EE, roe
Kaxgaa yacte AAA - DDD
npuHUMaeT 3HauveHus [0..255] n
EE npvHumaeT 3HaveHus
[1..32].

JononHuTenbHble QYHKLMK

IPv4-agpecaumm cm. B pasgene
HacTpoiika IP-agpecauunn.
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LWar

10

11

12

OonucaHue

OTKNIOUNTL Ha MHTEepdelice yHKLUUN
Firewall nnu Bkntounte nHTEpcheiic B

30Hy 6e3onacHocT (CM. pasaen
KoHdpurypuripoBaHue Firewall).

BKMHOUYNTL 3anncb CTAaTUCTUKK

MCNO/Ib30BaHNs TEKYLLEro MHTepdelica

(He o6si3aTenbHO).

3afaTth UHTEPBA/T BPEMEHW, 33 KOTOPbIi
yCpeaHsIeTCs CTATUCTVKA O Harpyske Ha

bridge (He o6si3aTenbHO).

3apaTtb MAC-agpec ceTeBOro MocTa,

OT/INYHBIIi OT CUCTEMHOTO (He
0653aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-bridge)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-bridge)# ip address
dhcp

esr(config-bridge)# ip firewall
disable

esr(config-bridge)# security-zone
<NAME>

esr(config-bridge)# history
statistics

esr(config-bridge)# load-average
<TIME>

esr(config-bridge)# mac-address
<ADDR>

Knoun

<IPV6-ADDR/LEN> — IP-agpec
1 npedmkc noaceTu, 3agaéTcs
B Buae X:X:X:X::X/EE, rae
Kaxaasa yactb X NpuHUMaeT
3Ha4YeHus B
LUecTHaauaTepmyHoM dpopmare
[0..FFFF] v EE npuHumaet
3HaveHus [1..128].

JononHutensHble PyHKLMK
IPv6-appecaunn cm. B pasgene
HacTpolika IPv6-agpecauun.

MOoXHO yKa3aTb HeCKO/IbKO
IPv4/IPv6-appecoB
nepeyncreHnem yepes
3anATyr0. MoxeT 6bITb
HasHaueHo Ao 8 IPv4/IPv6-
aapecoB Ha nHTepdeiic.

JononHutensHble yHKUMN
npu pabote DHCP-knveHTa cm.
B pasgene YrnpaenexHve DHCP-
KIIMEHTOM.

<NAME> - M5 30HbI
6e3onacHocCTu, 3agaértcs
cTpokoii go 31 cumsona.

<TIME> — nHTepBan B
cekyHpax, npuHumaet
3HayeHus [5..150].

3HayeHve no YMO/THaHUIO: 5.

<ADDR> - MAC-agpec
CeTeBOro MocTa, 3a4aéT1cA B
Bnge XX:XX:XX:XX:XX:XX, rae
Kaaas 4yacTb NpyHUMaeT
3HaueHus [00..FF].
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LWar OnucaHue

13 BkniounTb Ha bridge pexum nsonauum
UHTepdheiicos.
B paHHOM pexume o6MeH Tpadikom
MeXAy YSieHaMun CeTeBoro Mocra
3anpeLyeH (He 06s3aTenbHO;
NMPUMEHUMO TOJIbKO Ha
ESR-1000/1500/1511).

14 3anpeTntb KOMMyTaLUuo Tpaduka
unknown-unicast (korga MAC-aapec
HasHauyeHus He coaepXnTcs B Tabnuue
KoMMyTauum) B faHHoM bridge (He
0653aTe/IbHO; NPUMEHNMO TOJIbKO Ha
ESR-1000/1500/1511).

15 YcTtaHoBUTb BpeMS XnsHm IPv4/1Pv6-
3anuceii B ARP-Tabnuue, n3yyeHHbIx Ha
faHHom bridge (He o6s13aTenbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-bridge)# protected-
ports [ exclude vlan]

esr(config-bridge)# unknown-
unicast-forwarding disable

esr(config-bridge)# ip arp
reachable-time <TIME>

nnn

esr(config-bridge)# ipv6 nd
reachable-time <TIME>

Takke ans bridge-nHtepgeiica BO3MOXHO HAaCTPOUT:

+ QoS B 6a30BOM WM pacLLUNPEHHOM pexumMax (cMm. pasaen Ynpaenenve QoS);

* proxy (cm. pasgen Npokcuposarne HTTP/HTTPS-Tpadhuka);

* MOHMTOPUHT Tpadmka (cm. pasgensl Hactpoiika Netflow n Hactpoiika sFlow);

Knoun

exclude vlan — npu ykazaHun
JaHHoro knto4a, VLAN
(cBsizaHHbIl ¢ bridge)
MCK/TIOUYAETCA U3 crmcka
N30/IMPYEMbIX MHTEPECOoB.

<TIME> — BpemMs Xn13Hn
OnHamnyecknx MAC-agpecos,
B MUINCEKYHAAX.
Jonyctumble 3HadeHns ot 5000
£0 100000000 MunmMcekyHa,
PeanbHoe Bpems 06HOBNEHUA
3anucu BapbupyeTcs ot
[0,5;1,5]*<TIME>.

* (PYHKLMOHA/ MPOTOKO/IOB MapLupyTusauuy (CM. pasaen YrnpasnieHue MapLipyTusalyei);
+ npotokon VRRF (cm. pazgen YnpasieHne pesepBupoBaHnem);
+ dpyHKumoHan BRAS (cMm. pasgen YrnpaeneHnue BRAS (Broadband Remote Access Server));
« doyHKumoHan IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

8.11.2 Npumep HacTpoiiku bridge ansa VLAN u L2TPv3-TyHHens

3apgava:

O6beanHUTb B eanHbI L2-goMeH nHTepdiencsl MapLupyTmM3aTopa, OTHOCALMECS K IOKalbHOW ceTu, n L2TPv3-
TYHHEe b, NPOXOAALLNIA N0 Ny6NnYHON ceTn. Ansa o6beanHeHus ncnonb3osaTtb VLAN 333.

VLAN 333

gil/of11
TynHens L2TPv3 333

VLAN 333 |
gil/o/12 |

PeweHue:
Cosgagmm VLAN 333:

esr(config)# vlan 333
esr(config-vlan)# exit

Co3pgaaym 30Hy 6e3omnacHoCTU «trusted»:

esr(config)# security-zone trusted
esr(config-zone)# exit

[o6asunm nHTepdelicel gi1/0/11, gi1/0/12 B VLAN 333:

esr(config)# interface gigabitethernet 1/0/11-12
esr(config-if)# mode switchport
esr(config-if)# switchport general allowed vlan add 333 tagged

Cosgaaum bridge 333, npusshkem Kk Hemy VLAN 333 1 ykaxxeM YNeHCTBO B 30He «trusted»:

esr(config)# bridge 333
esr(config-bridge)# vlan 333
esr(config-bridge)# security-zone trusted
esr(config-bridge)# enable

YCTaHOBUM NpUHAANEXHOCTb L2TPV3-TyHHENs K MOCTY, KOTOPbI CBA3aH C /TIOKasIbHOW ceTblo (HacTpolika
L2TPv3-TyHHeNsi paccmaTtpuBaeTcs B pasaene Hactporika L2TPv3-tyHHenel). B obuiem cnyvae
naeHTUdankaTopbl MOCTa U TYHHENS He A0/MKHbI coBnagaTth ¢ VID kak B gaHHOM npumepe.

esr(config)# tunnel 12tpv3 333
esr(config-12tpv3)# bridge-group 333
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8.11.3 Mpumep HacTpoiiku bridge gna VLAN

3apgava:

Hactpoutb MapLupytusauuto mexay VLAN 50 (10.0.50.0/24) n VLAN 60 (10.0.60.0/24). VLAN 50 gonxeH
OTHOCUTbCA K 30HE «LANT», VLAN 60 — Kk 30He «LAN2», paspelumnTb CBOOOAHYIO nepeaavy Tpaduka mexay
30HamMu.

gilfo/12
ESR

bridge 50
10.0.50.1/24

bridge 50
10.0.60.1/24

Eil/0/11 Eil/0/14

PelueHwe:
Cospgagum VLAN 50, 60:

esr(config)# vlan 50,60
esr(config-vlan)# exit

Co3gaanm 30HbI 6e3onacHOCTM «LANT» 1 «LAN2»:

esr(config)# security-zone LAN1
esr(config-zone)# exit
esr(config)# security-zone LAN2
esr(config-zone)# exit

HasHaunm uHtepdoeincam gi1/0/11, gi1/0/12 VLAN 50:

esr(config)# interface gigabitethernet 1/0/11-12
esr(config-if-gi)# switchport general allowed vlan add 50 tagged

HasHaunm uHtepdoeiicy gi1/0/14 VLAN 60:

esr(config)# interface gigabitethernet 1/0/14
esr(config-if-gi)# switchport general allowed vlan add 60 tagged

Cospgaaum bridge 50, npmsshkem VLAN 50, ykaxxem IP-agpec 10.0.50.1/24 v uneHcTBO B 30HE «LANT»:

esr(config)# bridge 50

esr(config-bridge)# vlan 50
esr(config-bridge)# ip address 10.0.50.1/24
esr(config-bridge)# security-zone LAN1
esr(config-bridge)# enable
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Cosgaaum bridge 60, npusshkem VLAN 60, ykaxxem IP-agpec 10.0.60.1/24 1 uneHcTBO B 30HE «LAN2»:

esr(config)# bridge 60

esr(config-bridge)# vlan 60
esr(config-bridge)# ip address 10.0.60.1/24
esr(config-bridge)# security-zone LAN2
esr(config-bridge)# enable

Cosgaaum npasuna B Firewall, paspewatowme cBob6ogHoe NpoxoxaeHne Tpadmka mexay 30Hamu:

esr(config)# security zone-pair LAN1 LAN2
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit

esr(config)# security zone-pair LAN2 LAN1
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit

esr(config)# exit

MocMOTpeTb Y1IEHCTBO NHTEPENCOB B MOCTE MOXHO KOMaHZOM:

esr# show interfaces bridge

8.11.4 Mpumep HacTpoiiku go6asneHus/ypaneHnsa stoporo VLAN-Tera

3apgaua:

Ha nHtepdgoeiic gigabitethernet 1/0/1 noctynatot Ethernet-kagpbl ¢ pasnnyHbiMmn VLAN-Teramu. Heo6xoanmo
nepeHanpasnTb NX B MHTepAielic gigabitethernet 1/0/2, no6asus sTopoii VLAN-ID 828. Mpu noctynneHun Ha
nHtepdpeiic gigabitethernet 1/0/2 Ethernet-kagpos ¢ VLAN-ID 828, faHHbI Ter Ao/XeH ObiTb YaaneH 1
oTnpasneH B uHTepdpeiic gigabitethernet 1/0/1.

PelweHune:

Cosgaamm Ha MapLupyTusatope bridge 6e3 VLAN n 6e3 IP-agpeca:

esr(config)# bridge 1
esr(config-bridge)# enable
esr(config-bridge)# exit

Bkntounm nHtepdpeiic gigabitethernet 1/0/1 B bridge 1:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# bridge-group 1
esr(config-if-gi)# exit
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Bkntounm cab-uHtepgoeiic gigabitethernet 1/0/2.828 B bridge 1:

esr(config)# interface gigabitethernet 1/0/2.828
esr(config-subif)# bridge-group 1
esr(config-subif)# exit

& TMpwu po6aeneHun sToporo VLAN-Tera B Ethernet-kaap ero pasmep yBenuunsaeTtca Ha 4 6aiita.
Ha uHTepdelice maplipyTtusatopa gigabitethernet 1/0/2 u Ha Bcem 060pyaoBaHun, nepegaroLem
Q-in-Q kagpbl, Heo6xogumo yBenuuntb MTU Ha 4 GavTa unn 6onee.

8.12 HacrTpoliika Dual-Homing

& B 1ekyuweii Bepcuu MO gaHHbIN (hyHKUMOHAN NoAAepPKUBAETCS TOMIbKO Ha MapLupyTusarope
ESR-1000.

Dual-Homing — TexHonorus pesepB1MpoBaHns CoeauHeHni, N03BONSIET OpraHM30BaTh HAAEXHOE COeiIMHEHNE
K/HOYEBbIX PECYPCOB CETU HA OCHOBE HA/IMUMS PE3EPBHbIX IMHKOB.

8.12.1 AnroputM HacCTpPOIiKK

War OnucaHne KomaHpa Knoun

1 YkaszaTb pe3epBHbIil HTepdeiic, Ha esr(config-if-gi)# backup <IF> — nHTepdeiic, Ha KOTOpbIiA
KOTOpbIii 6yAeT NPONCXOAUTb interface<IF> vlan <VID> 6y4eT NponucxoanTb
nepekoyeHne nNpu noTepe CBA3N Ha nepeksoyeHue.
OCHOBHOM.

<VID> — ngeHTUnKaLOHHbIN
Homep VLAN, 3apaétcs B
JAnanasoHe [2..4094].

MOoXHO Takxe 3agarb
Jnana3oHoM yepes «-» Un
nepeyvncrieHneM 4yepes «,».

2 YkasaTb KONIMYeCTBO KONUIA NakeToB C esr(config)# backup-interface <COUNT> — Konn4ecTBO KOnuii
ogHuUM 1 Tem xe MAC-agpecom, mac-duplicate <COUNT> NakeToB, NPUHUMAET 3Ha4YeHne
KOTOpble 6YayT OTrpaB/eHbl B [1..4].

aKTUBHbIN NHTEpdIenc npu
nepekstoyeHnmn (He o06si3aTesibHO).

3 YKa3aTb KONM4eCTBO NakeToB B esr(config)# backup-interfacemac- <COUNT> - konnuectBo MAC-
CekyHfy, KoTopoe 6yget otnpaeneHo B per-second<COUNT> afpecoB B CEKyHAY, NPUHUMaET
aKTUBHbI MHTepddelic npu 3HaueHwue [50..400].

nepeksoyeHnmn (He o6si3aTesibHO).
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War OnucaHune KomaHpa Knioun
4 YKasatb, UTo Heob6xoamMmo ocyllectTeuTb — esr(config)# backup-interface
nepekstyYeHne Ha OCHOBHOM preemption

MHTEPeiic NP1 BOCCTAHOB/IEHNW CBSI3N
(He 06sa3aTesNbHO).

8.12.2 Mpumep HaACTPOIAKU

3apgaua:

OpraHu3zoBarb pesepaupoBaHue L2-coeguHernii mapwpytusatopa ESR ans VLAN 50-55 vepes ycTpolicTBa
SW1 1 SW2.

Switch

ESR
SW1
Switch

1/0/10 Passive link 3
——— R

PelweHune:
MpengapuTeNlbHO HY)XHO BbINO/THUTL Cneayowme AeicTBUS:

Cospgagum VLAN 50-55:

esr(config)# vlan 50-55

Heob6xoanmo oTkntounTb STP Ha nHTepdelicax gigabitethernet 1/0/9 u gigabitethernet 1/0/10, Tak kak
coBMecTHast paboTa gaHHbIX NMPOTOKO/I0B HEBO3MOXHaA:

esr(config)# interface gigabitethernet 1/0/9-10
esr(config-if-gi)# spanning-tree disable

NHTepdelickl gigabitethernet 1/0/9 un gigabitethernet 1/0/10 go6asum B VLAN 50-55 B pexume general:

esr(config-if-gi)# switchport general allowed vlan add 50-55
esr(config-if-gi)# exit
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OCHOBHOI1 3Tan KOHpMrypMpoBaHus:
Caenaem nHTepgeiic gigabitethernet 1/0/10 pe3sepsHbiM a1 gigabitethernet 1/0/9:

esr(config)# interface gigabitethernet 1/0/9
esr(config-if-gi)# backup interface gigabitethernet 1/0/10 vlan 50-55

MpPOCMOTPETb UHDOPMALIMIO O PE3EePBHbIX UHTEPMECAX MOXHO KOMAH/I0iA:

esr# show interfaces backup

8.13 Hacrtpoiika 3epkanupoBaHusi (SPAN/RSPAN)

& B tekyuweii Bepcuu MO (hpyHKUMOHANIBHOCTbL YAa/leHHOro 3epkanupoBaHus (RSPAN)
noggepXxuBaeTcAa TONIbKO Ha MapLipyTusaropax ESR-1000/1500/1511.

3epkanimpoBaHue Tpadmka — yHKLUMA MapLipyTu3aTopa, npegHasHadeHHas o/1s nepeHanpasneHus Tpaduka

C 0f]HOrO MopTa MapLUpyTU3aTopa Ha Apyroi NopT 3TOro Xe MaplupyTusaTopa (flokasibHoe 3epKanipoBaHue)
W Ha yaaneHHoe yCTpoiicTBO (yaasieHHoe 3epKa/IupoBaHue).

8.13.1 AnropuTm HacCTpPOIAKU

War OnucaHne KomaHpa Knoun

1 Onpeaenutb VLAN, no kotopomy 6yaet  esr(config)# port monitor remote <VID> — ngeHTUPUKaLMOHHbIN
nepeAaBaTbCs 0T3epKa/IMPOBaHHbIl vlan <VID> <DIRECTION> Homep VLAN, 3apaétcsa B
Tpadmk (B criyyae UCrnosib30BaHus JAnanasoHe [2...4094];

yAa/IeHHOrO 3epKannpoBaHus).
<DIRECTION> — HanpaBneHue

Tpaduka:

+ tx — 3epkasiMpoBaHue B
ykasaHHbIn VLAN TonbKo
ucxogsuiero Tpaduka,;

* IX — 3epKkanimpoBaHuve B
ykasaHHbIn VLAN TONbKO
BXoAsLWero Tpadmka.

2 BKIOUNTBL peXxnm yaaneHHoro esr(config)# port monitor remote
3epkanunpoBaHus (B cnydyae
NCNO/Mb30BaHUA YAa/IEHHOIO

3epKannpoBaHuns).

3 Onpegenntb pexum nopra esr(config)# port monitor mode <MODE> — pexum:
nepeaarLero 0T3epKa/IMpoBaHHbIi <MODE>
Tpadvik (He 06s13aTeNbLHO). + network -

COBMELLEHHBIN PEXUM
nepefayun AaHHbIX U
3epKasimpoBaHue (no

YMO/TYaHWI0);
* monitor-only — To/1bkO
3epKanpoBaHye.
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War OnucaHune KomaHpa Knioun
4 B pexume koHurypaumm uHtepdpeiica  esr(config-if-gi)# port monitor <IF> — nHTepdeiic c koToporo
BK/IIOUNTL 3epKasinpoBaHue. interface <IF> [ <DIRECTION> ] 6yayT 3epKanpoBaTbCs
kafpbl;

<DIRECTION> — HanpaBneHve
Tpadmka:

* X — 3epkasinpoBaHue
TO/IbKO UCXOAALLEro
Tpadmka;

* X — 3epKasimpoBaHue
TOJIbKO BXOASALLEr0o
Tpadumka.

8.13.2 Mpumep HACTPOIKMK

3apgaua:

OpraHn3oBarb yaasnieHHoe 3epkanmpoBaHme Tpadmka no VLAN 50 ¢ nHtepdpeiica gi1/0/11 ans nepegayum Ha
cepep Ana o6paboTKu.
Server

=B

VLAN 50

Switch

SW1i
VLAN 50
ESR-1000| gi 1/0/5

i1/0/11
‘ m 8i 1/0/ Internet

gi1/0/10
Switch

Sw2

PewieHune:
MpenBapnTeNbHO HY)XHO BbINO/IHUTL CNeayolme AeicTBus:

+ Cosgarb VLAN 50;
+ Ha untepgoeiice gi 1/0/5 po6asntb VLAN 50 B pexunme general.

OCHOBHOW 3Tan KOHPUIYpUpPOBaHUS:

Ykaxxem VLAN, no koTopoli 6yaeT nepefaBarbCs 3epKasIMpoBaHHbI Tpaduk:

esrl000(config)# port monitor remote vlan 50
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Ha nHtepdeiice gi 1/0/5 ykaxem NopT 419 3epKa/iMpoBaHus:

esrloe0(config)# interface gigabitethernet 1/0/5

esrloe0(config-if-gi)# port monitor interface gigabitethernet 1/0/11

YkaxxeM Ha nHtepdpeiice gi 1/0/5 pexum yaaneHHOro 3epkajimpoBaHus:

esrloe0(config-if-gi)# port monitor remote

8.14 HacTtpolika LACP

LACP — NPOTOKO AS1 arpernpoBaHna KaHas10B, NMO3BOIAET 06'be,Cl1I/IHI/ITb HECKOJIbKO q)I/I3I/IHeCKI/IX KaHa/10B B
O4NH nornyecknin. Takoe 0613e,u,|/|HeH|/|e NO3BOJIAET yBEMNYMBATL MPOMYCKHYHO CNOCOBHOCTb U1 HaOeXXHOCTb

KaHaJla.

8.14.1 AnropuTm HacCTpPOIKU

LWar OnucaHue

1 YCTaHOBUTb NPUOPUTET CUCTEMbI A5
npotokona LACP.

2 YCTaHOBUTb MEXaHU3M GaslaHCHPOBKM
Harpysku s rpynn arperauum
KaHas10B.

KomaHpa

esr(config)# lacp system-priority
<PRIORITY>

esr(config)# port-channel load-
balance { src-dst-mac-ip |
src-dst-mac | src-dst-ip | src-dst-
mac-ip-port }

Knioun

<PRIORITY> — npuopwurer,
yKasblBaeTcs B guanasoHe
[1..65535].

3Ha4veHue Mo ymonyaHuio: 1.

+ src-dst-mac-ip -
MeXaHN3Mm
6GanaHCMpPOBKM
ocHoBbIBaeTcs Ha MAC-
aapece u IP-agpece
oTMpaBuUTENS U
nonyyvatens;

+ src - dst - mac -
MeXaHn3Mm
GanaHCMpPOBKM
ocHoBbIBaeTcs Ha MAC-
aZipece oTnpasuTens v
nonyyvatens;

+ src - dst - ip — mexaHn3m
6GanaHCMpPOBKM
OCHOBbIBaeTcs Ha IP-
agpece OTnpaBuUTeNs U
nonydvatens;

+ src - dst - mac - ip - port
— MexaHun3M
6GanaHCMpPOBKM
ocHoBbIBaeTcs Ha MAC-
afpece, IP-agpece u
nopTe oTNpaBuTeNs U
nonyyarens.
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OonucaHue

YCTaHOBUTb aAMUHUCTPATMBHbIN
TaiimayT npotokona LACP.

Co3gatb 1 NepenTn B pexmm
KOHhMrypmpoBaHusi arpermpoBaHHOro
nHTepcpeiica.

HacTponTb HeobxoAVMble NapaMeTpbl
arperypoBaHHOro kaHana.

MepeinTn B peXXmm KOHOUTYpUpoBaHus
domsnyeckoro nHTepdgeica.

BkntounTb domanyeckunii MHTepdeiic B
rpynny arperauum kaHanoB C
yKazaHnem pexrmMa hopM1poBaHuns
rpynnbl arperauyy KaHasaoB..

YctaHoButb LACP-nproputet
uHTepdpeiica Ethernet.

YCTaHOBUTb MHTEPBAST BPEMEHM, B
TEeUeHVe KOTOPOro cobrpaeTcs
cTaTuCTVKa 0 Harpyske Ha cab-
nHTepdelic (He 06s13aTesbHO).
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KomaHpa

esr(config)# lacp timeout {short |
long }

esr(config)# interface port-channel
<ID>

esr(config)# interface <IF-
TYPE><IF-NUM>

esr(config-if-gi)# channel-group
<ID> mode <MODE>

esr(config-if-gi)# lacp port-priority
<PRIORITY>

esr(config-subif)# load-average
<TIME>

Knoun

+ long — gnntensHoe
BpeMs TaimayTa;
+ short — kopoTKoe Bpems
TanmayTa.
3HaueHune no ymonuaxuio: long.

<ID> - nopsaKoBbIA HOMEpP
rpynnbl arperawuymn KaHasos,
NPUHUMaET 3HadeHus [1..12].

<IF-TYPE> - Tun nHTepgelica
(gigabitethernet unm
tengigabitethernet).

<IF-NUM> - F/S/P - F-thpelim
(1), S = cnot (0), P — nopr.

<ID> - nopsAKoOBbIA HOMEp
rpynnbl arperauymn KaHasos,
NPUHUMaET 3HadeHus [1..12].

<MODE> - pexum
hopmupoBaHue rpynnbl
arperauuy KaHanos:

+ auto — go6aBUTbL
nHTepceiic B
AVHaMunyeckyto rpynny
arperauuu ¢
noaaepXKoi NnpoTokona
LACP;

* on — 0o6aBuTb
nHTepceiic B
cTaTuyeckyto rpynny
arperauuu.

<PRIORITY> - npuopurerT,
yKa3blBaeTCA B AManasoHe
[1..65535].

3HaueHune no ymonyaHuio: 1.

<TIME> — uHTepBan B
cekyHAax, npuHumaeT
3HayeHusn [5..150].
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10 YctaHoBUTb Bpems XnsHu IPv4/1Pv6
3anucei B ARP-Tabnuue, n3y4YeHHbIX Ha

[laHHOM uHTepdelice (He
0653aTe/bHO).

11 M3meHuTb pasmep MTU

(MaximumTransmitionUnit). MTU
6onee 1500 6yaeT akTUBHO, TO/IbKO
€C/NN NpYMeHeHa KomaHga "system
jumbo-frames" (He o06si3aTenbLHO).

12 BKNHOUNTB 3aMUCb CTATUCTUKM
NCNoNb30BaHWs TEKYLLIEro nHTepgeinca

(He 06s13aTeNbHO).

13 MepeonpenennTb 3HadyeHne nons MSS
(Maximum segment size) Bo BXoAALLNX
TCP-naketax (He 06s3aT€/bHO).
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KomaHpa

esr(config-subif)# ip arp
reachable-time <TIME>

nnn

esr(config-subif)# ipv6 nd
reachable-time <TIME>

esr(config-subif)# mtu <MTU>

esr(config-subif)# history
statistics

esr(config-subif)# ip tcp adjust-
mss <MSS>

esr(config-subif)# ipv6 tcp adjust-

mss <MSS>

Takxe [1151 arpervpoBaHHOro MHTepdeiica BO3MOXHO HACTPOUTL:

Knoun

<TIME> — Bpemsi Xn3HK
OnHammnyecknx MAC-agpecos,
B MW/I/IUCEKYHOAX.

Jonyctumble 3HadeHns ot 5000
£0 100000000 MunmcekyHa,
PeanbHoe Bpems 06HOBNEHUA
3anvcu Bapbupyetcs ot
[0,5;1,5]*<TIME>.

<MTU> - 3Ha4eHne MTU B
GaiiTax.

3HaueHne Nno ymonyaHuio:
1500.

<MSS> - 3HaueHune MSS,
NPUHUMAET 3HaYEeHUs B
AvanasoHe [500..1460].

3Ha4eHne no ymon4aHuo:
1460.

« IPv4/IPv6-agpecaumio (cm. B pasgenax Hactpoiika IP-agpecaun, Hactpolika IPve-agpecalym n Ynpasnesne

DHCP-knueHTOM);

+ Firewall (cm. pasgen KoHduryprposaHue Firewall);

+ QoS B 6a30BOM M/IM pacLLMpPeHHOM pexumMax (cM. pasaen YnpasneHve QoS);

- proxy (cm. pasgen lNpokcrposarne HTTP/HTTPS-Tpadiuka);

* MOHMTOPUHT Tpadmka (cm. pasgensl Hactpoiika Netflow n Hactpoiika sFlow);

* (hyHKLUMOHa NPOTOKO/0B MapLUpyTM3aLumm (CM. pasgen Ynpas/eHre MaplupyTmsatmeil);
+ npotokon VRRF (cMm. paszgen YnpasieHne pe3epBrpoBaHiem)
+ doyHKumoHan BRAS (cMm. pasgen YrpasneHnue BRAS (Broadband Remote Access Server));
« doyHKumoHan IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).
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8.14.2 Mpumep HACTPOIKU

3apgava:

HacTpouTb arpernpoBaHHbIii KaHan Mexay MapLupyTuzaTopom ESR 1 komMyTaTopom.

ESR Switch
gil/o/f2

port-channel 2

PelleHue:

MpeaBapuTe/IbHO HEOBXOAMMO BbINO/HUTL CreAyoLme HacTPOKK:

Ha nHtepdoeitcax gi1/0/1, gi1/0/2 oTkN0uNTbL 30HY 6€30MacCHOCTM KOMaHAOM «no security-zone».

OCHOBHO 3Tan KOHOUIYpUpPOBaHUS:

Cosgaaum nHtepdelic port-channel 2:
esr(config)# interface port-channel 2
Bktounm domsunyeckne nHtepdpeiicel gi1/0/1, gi1/0/2 B co3gaHHyto rpynny arperawmm KaHaos:

esr(config)# interface gigabitethernet 1/0/1-2
esr(config-if-gi)# channel-group 2 mode auto

JdanbHeiwan koHdurypauus port-channel npoBoanTcsa Kak Ha 06bIMHOM (hr3MYECKOM NHTepdelice.

8.15 HacrTtpoiika AUX

& [Ansa mogenu ESR-21.

HacTpoiika AUX ncnonb3yetcst Ans ykasaHus napameTpoB B3aMMOAENCTBUSI C BHELLHVMU YCTPORCTBaMMK,
NOAK/HUYEHHbIMY Yepe3 nocneaoBatesbHble MHTepdeiick! kK ESR.

8.15.1 AnropuTm HacTpPOIAKU

War OnucaHue KomaHpga Knroun
1 MepeliTn B pexum KoHdurypruposaHus  esr(config)# line aux <NUM> <NUM> — Homep
nocnefoBaTeNibHOro HTepdeiica. nocnefosaresibHoOro

UHTepdoeiica, 3aaeTcs B
JAnanasoHe [1..3].
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3

OonucaHve

YcTaHOBUTb HEOBXOAMMbIE NapaMeTpbl
nocnegoBarefnibHOro nHTepdenca ais
B3aVMMOAENCTBUS C NOAK/OUYEHHBIM
yCTpOIiCTBOM (He 06s13aTenbHo).

[aHHble napameTpbl, Kak NpasBuo,
yKasaHbl B MHCTPYKLMW NOAKMHHYAEMOro
yCTpolicTBa.

Mo ymonuaHuto 6yayT
NCMOosIb30BaHbl CTaHAapPTHbIE
3HaYeHus.

3apatb onvicaHue nociefoBaTe/lbHOro
nHTepdelica (He 06s3aTensHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpga

esr(config-line-aux) databits
<BITS>

esr(config-line-aux) flowcontrol
<FMODE>

esr(config-line-aux) parity
<PMODE>

esr(config-line-aux) speed
<SPEED>

esr(config-line-aux) stopbits
<STOP-BITS>

esr(config-line-aux)# description
<DESCRIPTION>

Knoun

<BITS> — KonnuecTBO 6UT
[laHHbIX B nocbinke [7..8];

3HayeHuve o ymosnyaHuio: 8.

<FMODE> - pexum
yrpas/IeHNS NOTOKOM.
MpUHYMaEeT 3HaYeHus:

+ software -
nporpammHoe
ynpassieHne NnoTokom;

+ hardware — annapartHoe
ynpasfieHne noTokom;

+ disabled - ynpaBnenue
NMOTOKOM OTK/1HOUEHO;

3Ha4yeHune Mo YMOJTHaHWIo:
disabled.

<PMODE> — pexum ycTaHOBKM
6uta yeTHOCTU. MNpUHUMaeT
3HaYeHus:

+ odd - npoBepka Ha
HEeYeTHOCTb;
* even - NpoBepKa Ha
UETHOCTb;
* none — GUT YETHOCTN He
BbICTaB/ISIETCS;
3HaueHuWe No yMOMYaHUIo;
none.

<SPEED> - ckopocTb paboThbl
nocnefoBaTesibHOro
nHTepdeiica B but/C.

MpuH1maeT 3HayveHus: 300;
1200; 2400; 4800; 9600; 19200;
38400; 57600; 115200;

3HayeHune No yMoiyaHuio:
115200.

<STOP-BITS> — konn4yecTtBO
CTOMOBbIX OUTOB B MOCbLIIKE

[1..2];

3HayeHue o ymonyaHuio: 1.

<DESCRIPTION> — onucaHue
nHTepdeiica, 3a4aETCs1 CTPOKOIA
00 255 cMMBOSOB.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

War OnucaHue KomaHpga Knroun
4 Mpun ncnonb3oBaHUN NOAK/IOYAEMOTO esr(config-line-aux)# modem inout
YCTPOICTBa B Ka4yecTBe mogema
nepeBecTu

nocnegoBaTesibHbIA NHTEpPgIENiC B
pexum paboTbl ¢ Mogemom (He
06513aT€e/LHO).

MpumeyaHve: HEBO3MOXHO
MCNosib30BaTb COBMECTHO C KOMaH/AO
"transport telnet port".

5 Mpwn ncnonb3oBaHun ESR B kauecTBe esr(config-line-aux)# transport <PORT> - Homep TCP-nopTa
TEPMUHaITLHOIO cepBepa 4/1s telnet port <PORT> AN peXxriMa KOHCO/TbHOro
ynpaBAeHUs NOAKIYEHHbIM cepsepa. [prHUMaeT 3HavYeHns
YCTPOIACTBOM K NOC/NeA0BaTelbHOMY [1..65535].

nHTepcpeiicy yctaHoBuTe Homep TCP-
nopTa, KOTopbI/ ByAeT NCNOMb30BaTbCA
B KayecTBe Homepa TCP-nopta Ans
noakntoyeHns K ESR no npotokony
Telnet (He 06s3aTeNbHO).

MpumeyaHvne: HeBO3MOXHO
MCMosb30BaTb COBMECTHO C KOMaHA0W
"modem inout".

8.15.2 Mpumepbl HACTpPOEK
3apaua 1:

HacTtpouTb IP-cBA3HOCTL Mexay aAByMsi ESR Ha Serial-nopTy, ucnonb3ys mogembl B pexume Leased line
(aBTOMATUYECKMIN PEXUM MOZEMOB), COEAMHEHHbIX MEXAY CO6OI TenedoHHbIM Kabenem.

Serial 2 Serial 2
1.1.1.1/24 1.1.1.2/24
R_}! RS-232 T RS-232 R-7|
¢ \ “'ﬂ’ ‘Q’ 4 N
ESR-21 (1) Moaem Moaem ESR-21 (2)

& MogeMbl fOMKHBbI GbITb NpeaBapUTe/IbHO BBeAeHbI B PEXUM aBTOMAaTUUECKOW YCTaHOBKN
CoeAVHeHus.

& MpoBepeHa coBmecTUMOCTb ¢ MogeMamu Modem Zyxel U-336E Plus.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

PelleHue:
CkoHurypmpoBartb nepBbiii ESR-21

HacTpoum napaMeTpbl COrNacoBaHUS:

esr-21-1(config)# line aux 2
esr-21-1(config-Tline-aux)# flowcontrol hardware
esr-21-1(config-Tline-aux)# exit
esr-21-1(config)#

CKoHurypmpyem Heobxoaumble RS-232 nHtepdeicol:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# ip address 1.1.1.1/24
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHcpurypupyem firewall gns 3oH 6e3onacHoOCTU:

esr-21-1(config)# security zone xx
esr-21-1(config-zone)# exit

esr-21-1(config)# security zone-pair xx self
esr-21-1(config-zone-pair)# rule 1
esr-21-1(config-zone-pair-rule)# action permit
esr-21-1(config-zone-pair-rule)# enable
esr-21-1(config-zone-pair-rule)# exit
esr-21-1(config-zone-pair)# exit
esr-21-1(config)#

M yKaxkeM nprMHaanexHocTb NHTepPdelicoB K 30He 6e30MacCHOCTMU:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# security-zone xx
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHdurypupoBaTtb BTopoii ESR-21

Hactpoum napameTpbl cornacoBaHus:

esr-21-2(config)# line aux 2
esr-21-2(config-line-aux)# flowcontrol hardware
esr-21-2(config-line-aux)# exit
esr-21-2(config)#

CKoHurypupyem Heobxoaumble RS-232 nHtepdeicl:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# ip address 1.1.1.2/24
esr-21-2(config-serial)# exit
esr-21-2(config)#
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

CkoHdourypupyem firewall ans 3oH 6e3onacHoCTy:

esr-21-2(config)# security zone xx
esr-21-2(config-zone)# exit

esr-21-2(config)# security zone-pair xx self
esr-21-2(config-zone-pair)# rule 1
esr-21-2(config-zone-pair-rule)# action permit
esr-21-2(config-zone-pair-rule)# enable
esr-21-2(config-zone-pair-rule)# exit
esr-21-2(config-zone-pair)# exit
esr-21-2(config)#

M ykaxkeM nprMHaanexHocTb NHTepdelicoB K 30He 6e30MacCHOCTMU:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# security-zone xx
esr-21-2(config-serial)# exit
esr-21-2(config)#
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

8.15.3 Cxembl pacnaiikm nepexoaHNKoB

RJ-45 <--> DB-25 pinout

RJ45 socket

(wapow) ajew gzaq

RJ-45 <--> RJ-45 pinout (rolled over cable)
12

—
o
Rolled over
RJ45: R145:
Stright Through Cable Rolled over Cable

Both Ends of an R14S Ralled Over Cable
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9 ¥YnpaBneHue TyHHeNMpPoBaHNEM

+ Hactpoiika GRE-TyHHenei
* AJITOPUTM HaCTPOIKM

MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

* Mpumep HacTpolikn IP-GRE-TyHHeNs

+ Hactpoiika DMVPN
* AJITOPUTM HaCTPOIKM
* [prmMep HacTpokm 1
* [pymMep HacTpoikm 2
+ Hactpoiika L2TPv3-TyHHenel
* AJITOPUTM HaCTPOIKM

* Mpumep HacTpolikn L2TPv3-TyHHeNA

+ Hactpoiika IPsec VPN

« AnropuTtm HacTpoiikn Route-based IPsec VPN

* Mpumep HacTpolikn Route-based IPsec VPN

« AnropuTtm HacTpoiiku Policy-based IPsec VPN

* Mpumep HacTpolikn Policy-based IPsec VPN

+ AnropuTm HacTpoikn Remote Access IPsec VPN
* Mpumep HacTpoiikn Remote Access IPsec VPN

* Mpumep HacTpoliku DPD (Dead Peer Detection)

* Hactpoiika LT-TyHHenei
* AJITOPUTM HaCTPOIKM
* [prMep HacTPOKM

9.1 Hactpowika GRE-TyHHeneun

GRE (aHrn. Generic Routing Encapsulation — o6Lasi UHKancynaumsi MapLipyToB) — NPOTOKO/ TYHHENMPOBaHUS
ceTeBbIX NakeToB. Ero 0CHOBHOE Ha3HavyeHne — MHKancysaunsa nakeToB CETEBOro ypoBHs ceteBoit mogesnm 0S|
B IP-nakeTbl. GRE moxeT ucnons3sosarsca ans opraHmsauun VPN Ha 3 yposHe mogenn OSI.

B mapupyTtunsaTtope ESR peannsoBaHbl cTatnyeckme Heyrnpaensemble GRE-TyHHeNu, To ecTb TyHHeNu
CO3Jal0TCH BPYUHYHO MyTEM KOH(PUIyprpoBaHUs Ha JIOKasIbHOM 1 yaasieHHOM y3nax. MapameTpbl TyHHens ons
KaoKA0M 13 CTOPOH A0/DKHbI 6bITb B3aMMOCOI/1IaCOBaHHbIMU UM NEPEHOCKMbIE flaHHble He ByayT

[eKancynmpoBaTbCsi NapTHEPOM.

9.1.1 ANroputM HaCTpPOIKK

lar OnucaHue

1 CkoHdthurypupoBsatb L3-uHTepgoeiic, ot
KoToporo 6yget ctpontbes GRE-
TYHHESb.

2 Cosgarb GRE-TyHHENb 1 Nepentn B

PEXUM €ro KOH(UIyprpoBaHUsi.

3 Yka3zatb ak3emnnap VRF, B kotopom
6yaeT pabotaTtb gaHHbIin GRE-TyHHENb
(He o6si3aTenbHO).

KomaHpga

esr(config)# tunnel gre <INDEX>

esr(config-gre )# ip vrf forwarding
<VRF>

Knioun

<INDEX> — ngeHtundmkarop
TYHHENs B AnManasoHe:

« nns ESR-20/21/30/
100/200 - [1..250];
+ ana ESR-1000/1500/

1511/3200 - [1..500].

<VRF> — nmsa VRF, 3apaetca
cTpokoii go 31 cumsona.

146



LWar

OonucaHue

Ykazatb ums VRF ot IP-uHTepcpeiica
KOTOPOro 6yaeT CTPOUTLCS AaHHbIi
GRE-TyHHeNb (He 06s13aTenbHo).

YKasarb onvcaHue KoHUrypmpyemoro
TYHHENs (He 06a3aTe/bHO).

YcTaHOBUTL NOKasbHbIN IP-agpec ans
YCTaHOBKN TYHHesS.

YcTaHoBUTL yaaneHHsIi IP-agpec ans

YCTaHOBKU TYHHENA.

YKazaTb pexuM UHKancynsauum ons
GRE-TyHHenNs.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr-(config-gre)# tunnel-source vrf

<VRF>

esr(config-gre)# description
<DESCRIPTION>

esr(config-gre)# local address
<ADDR>

esr(config-gre)# local interface
<IF>

esr(config-gre)# remote address
<ADDR>

esr(config-gre)# mode <MODE>

Knoun

<VRF> - nmsa aksemnnsapa VRF,
3ajaertcs cTpokoii go 31
cumMmBoONa.

Be3 ykasaHus knitova "vrf' n
nmeHn aksemnnsapa VRF, 6ynet
ncnonb3oaTbes |IP-nHTEepdheic
rno6anbHON KoHUrypaumn.

<DESCRIPTION> - onucanune
TYHHenNs, 3aJaéTcs CTPOKoW 40
255 cmBonOB.

<ADDR> - IP-agpec
NOKasIbHOrO LU/033, 3a4aéTcsA
B Buge AAA.BBB.CCC.DDD, rge
Kaxgas yacTb NpUHUMaET
3HayeHus [0..255].

<IF> - nHTepdeiic, ot IP-
afpeca KoToporo
yCTaHaBNMBAETCSA TYHHE b.

<ADDR> - IP-agpec
JIOKasTbHOTO L0343, 3a4aéTcs
B Buae AAA.BBB.CCC.DDD, rae
KaxkAasi 4yacTb NpUHMMaeT
3HayeHus [0..255].

<MODE> — pexum
nHkancynauun ansa GRE-
TYHHENs:

* ip — vHkancynsums IP-
nakeTtoB B GRE;

+ ethernet -
nHkancynsaumus Ethernet-
¢peiimos B GRE.

3HayeHue no yMmoyaHuio: ip
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11

12

OonucaHue

YctaHoBuUTb IP-agpec nokasnbHow
CTOPOHbI TYHHENS (TOMbKO B pexvme

ip).

HasHaunTb LUMpOKOBELLATE bHbIl
AOMeH ansa nHkancynaumu B GRE-
NakeTbl JAHHOTO TyHHeNs (TONbKO B
pexume ethernet).

Bkntounte GRE-TyHHe b B 30HY
6e30nacHOCTV 1 HACTPOUTb Npasuna
B3aVMOAENCTBUSA MeXy 30HaMu Un
oTkoumnTh firewall (cm. pasgen
KoHdpurypurpoBaHue Firewall).

Ykazatb pasmep MTU (Maximum
Transmition Unit) ansa TyHHens (He
0653aTe/bHO).

MTU 6onee 1500 6yaeTt akTUBHO,
TOMBKO €c/M NpUMeHeHa KoMaHaa
"system jumbo-frames".

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-gre)# ip address
<ADDR/LEN>

esr(config-gre)# bridge-group
<BRIDGE-ID>

esr(config-gre)# security-
zone<NAME>

esr(config-gre)# ip firewall disable

esr(config-gre)# mtu <MTU>

Knoun

<ADDR/LEN> - IP-agpec un
npedimkc noacetTn 3agaéTcs B
Buae AAA.BBB.CCC.DDD/EE,
roe kaxxgasi yacte AAA — DDD
npuHUMaeT 3HadeHuns [0..255] n
EE nprvHumaet 3HayeHun
[1..32].

MoxHo ykasatb go 8 IP-
aJpecoB nepeyncieHnem
yepes 3angaTyto.

JononHutesnbHble yHKUUK
IPv4-agpecaunn cm. B pasgene
HacTtpolika IP-agpecauun.

<BRIDGE-ID> -
NAEHTUDVKALNOHHBI HOMEp
MOCTa, MPUHUMAET 3HAYEHNS B
fmanasoHe:

+ ana ESR-20/21/30/
100/200 - [1..250];

+ nns ESR-1000/1500/
1511/3200 - [1..500].

<NAME> — nms 30HbI
6e3onacHOCTK, 3agaéTcs
CTpOKOIi A0 12 CUMBONOB.

<MTU> - 3Ha4eHne MTU,
NPUHUMAaET 3Ha4YeHNA B
JunanasoHe:

+ ana ESR-20/21/30 -
[1280..9500];

« ans ESR-100/200/1000/
1500/1511/3200 -
[1280..10000].

3Ha4veHne No yMOo/IHaHuio:
1500.
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OonucaHue

YkasaTb 3HaueHue BpemeHu xu3um TTL  esr(config-gre)# ttl <TTL>

A151 TYHHENbHbIX NakeToB (He
06513aTe/bHO).

Ykasats DSCP gnsi ucnonb3oBaHus B
IP-3aronoBKe MHKancynmpyoLero
nakeTa (He 065a3aTesfibHO).

PaspewnTb nepeaady ktoua (key) B
TYHHesNIbHOM 3aronoBke GRE (B
cooTBeTcTBUM ¢ RFC 2890) 1
YCTaHOBUTL 3HAYEHWME KIIHoUa.

HaCTpaI/IBaETCFI TOMbKO C 06enx CTOPOH

TYHHens
(He o6s13aTENLHO).

BKNHOUNTb BbIUMCIEHNE KOHTPO/ILHOWA
CyMMbI U 3aHeceHue eé B GRE-
3aro/I0BOK OTMPaBASEeMbIX NaKeToB.
Mpy 3TOM Ha yaasieHHol CTOpoHe
Heo6X04MMO BK/HOUNTL NPOBEPKY
KOHTPO/IbHO CYyMMBbI

(He o6si3aTenbHO).

BkNOunNTb NPOBEPKY HAINUMSA 1
COOTBETCTBUSA 3HAUEHWIT KOHTPO/IbHOW
CYMMbI B 3arofioBKax NprHUMaeMblx

GRE-nakeTtoB. Mpn aTOM Ha yaaneHHoii

CTOPOHE HEeO0BXOAMMO BK/THOUUTH
BbIUNC/IEHNE KOHTPO/TbHO CYMMbI
(He o6si3aTeNbHO).

BK/OUNTb NPOBEPKY AOCTYNHOCTA
YA/IEHHOTO LU/03a TYHHENs (He
0653aTe/LHO).

3meHuTb Bpemsi oxmaanus keepalive
MakeToB OT BCTPEUYHOI CTOPOHbI (He
0653aTe/LHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa Knoun

<TTL> — 3HaueHune TTL,
NPUHUMAaET 3Ha4YEeHNA B
JAvanasoHe [1..255].

3Ha4yeHVe No yMo4aHuio:
Hacnegyertcsa ot
WHKancynmpyemoro naketa.

esr(config-gre)# dscp <DSCP> <DSCP> - 3HaueHue koga
DSCP, npuHumaeT 3Ha4yeHus B

Amnana3sone [0..63].
3HaueHne No YMOYaHMIo:

Hacnepyetcs ot
VHKarcy/IMpyemoro naketa.

esr(config-gre)# key <KEY> <KEY> — 3HaueHue KEY,

MPUHUMAaET 3HaYEeHUs B
JAnanasoHe [1..2000000].

3HayeHne no ymosiHaHuIo: KoY
He nepepaércs.

esr(config-gre)# local checksum

esr(config-gre)# remote checksum

esr(config-gre)# keepalive enable

esr(config-gre)# keepalive timeout
<TIME>

<TIME> - BpeMsa B cekyHpax,
NPUHMMAET 3Ha4YeHUs B
JAnanasoHe [1..32767].

3HadveHune no ymonyanuio: 10.
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24

25

26

27

28

OonucaHue

N3MEHWTb KOMMUYECTBO NOMbITOK
NPOBEPKM AOCTYNHOCTY YAAIEHHOTO
LUNt03a TyHHeNs (He 06s13aTe/bHO).

Ykazatb IP-agpec ans pa6otbl
mexaHusMa keepalive (o6si3aTenbHO B
pexume ethernet).

I3MeHUTbL MHTepBas1 BPEMEHW, 3a
KOTOPbI1 yCpeaHsieTcs CTaTucTvKa o
Harpyske Ha TyHHese (He
0653aTe/bHO).

BknwounTb oTnpasky snmp-trap o
BK/THOYEHNW/OTK/TIOYEHUU TYHHENSA.

BknounTtb MexaHu3m nepesanpoca IP-
agpecos no npotokosay DHCP Ha
yKasaHHbIX nHTepdeicax npu
oTktoveHnn GRE-TyHHens no keepalive
(He 06s13aTeNBLHO).

3afaTb MHTEpPBa BPEMEHU MEXIY
oTknoveHnem GRE-TyHHens n
nepesanpocom IP-agpeca Ha
nHTepdeiice/nHTepgencax, ykasaHHbIX
komaHgoi keepalive dhcp dependent-
interface (He o6s13aTenbLHO).

MepeonpenenuTb 3HadyeHue nonsa MSS
(Maximum segment size) Bo BXOAALLNX
TCP-nakeTtax (He 06513aTe/LHO).

BkntounTb 3anucb CTaTUCTUKU
MCNOMb30BAHUS TEKYLLETO TYHHENs (He
06513aTe/bHO).

AKTUBMPOBATb TYHHE/b.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-gre)# keepalive retries

<VALUE>

esr(config-gre)# keepalive dst-
address <ADDR>

esr(config-gre)# load-average
<TIME>

esr(config-gre)# snmp init-trap

esr(config-gre)# keepalive dhcp
dependent-interface <IF>

esr(config-gre)# keepalive dhcp
link-timeout <SEC>

esr(config-gre)# ip tcp adjust-mss

<MSS>

esr(config-gre)# history statistics

esr(config-gre)# enable

Knoun

<VALUE> — KonnyecTBO
NoMbITOK, NPUHUMAET 3HAYEHNSA
B AvanasoHe [1..255].

3HayeHue no yMoyaHuio: 5.

<ADDR> - IP-agpec gns
NpOBEPKM paboTOCNOCOBHOCTH
GRE-TyHHens.

<TIME> - nHTepBan B
cekyHpax, npuHumaet
3HayeHus [5..150].

3HaueHve no YMO/THaHUIO! 5.

<IF> - dhmanueckuii/
NOrnYeckKnin nHTepgeinc, Ha
KOTOPOM BKJ/THOYEHO MOMyYeHue
IP-appeca no DHCP.

<SEC> — nHtepsan mexay
oTknoueHnem GRE-TyHHena u
nepesanpocom IP-agpeca no
DHCP Ha nHTepdeiicax.

<MSS> - 3HaueHne MSS,
NpUHMMAET 3HaUYeHUs B
JAvanasoHe [500..1460].

3HayeHue no ymosiyaHuio:
1460.
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War OnucaHue KomaHpa Knoun

Takke anst GRE-TYHHeNsi BO3MOXHO HacCTPOUTb:

+ QoS B 6a30BOM M/IM pacLUMPeHHOM pexumMax (CM. pasaen YnpasneHve QoS);

* proxy (cm. pasgen Npokcuposanne HTTP/HTTPS-Tpaduka);

* MOHMTOPUHT Tpadimka (cM. pasgensl Hactpoiika Netflow n Hactpoiika sFlow);

* (hyHKUMOHa/T NPOTOKO/I0B MapLUpyTH3aLumm (CM. pasgen Ynpas/eHre MaplupyTisameil);
* dpyHKumoHan BRAS (cMm. pasgen Yrnpaenenvie BRAS (Broadband Remote Access Server)).

9.1.2 Mpumep HacTpoliku IP-GRE-TyHHenNnA

3apava:

OpraHuzosartb L3-VPN mexay ocmcamv komnaHum yepes IP-ceTb, ucnonb3ysa A8 TYHHeNnMpoBaHus Tpaduvka
npotokon GRE.

* B Ka4yeCTBe NOKasIbHOrO LW/3a A4n1a TyHHens ucnonsayetcs IP-agpec 115.0.0.1;
* B KauyecTBe yfas/ieHHOro wink3a Ans TyHHens ncnonedyetcs IP-agpec 114.0.0.10;
+ |P-agpec TyHHeNns Ha NnokasbHol cTopoHe 25.0.0.1/24.

ESR

TyHHens GRE

PelweHune:

MpeaBapuTeNbHO Ha MapLLPYTU3aTopax AO/MKHbI ObiTb HACTPOEHLI MHTEPAIENCh! AN cBs3u ¢ cetbto WAN
paspeLLeHOo noslydyeHme nakeToB NpoTokona GRE 13 30HbI 6e30NacHOCTY, B KOTOPOI paboTatoT uHTepdeiics,
nogknw4yeHHble K cetnn WAN.

Cospagum TyHHenb GRE 10:
esr(config)# tunnel gre 10
YKaxxeM nokasibHblli 1 yaaneHHblii w3 (IP-agpeca nHTepdeiicos, rpaHuyaiimyx ¢ WAN):

esr(config-gre)# local address 115.0.0.1
esr(config-gre)# remote address 114.0.0.10

Ykaxkem IP-agpec TyHHens 25.0.0.1/24:
esr(config-gre)# ip address 25.0.0.1/24

Takke TyHHeNb [0/MKEH NPUHaAIeXaTb K 30He 6e30NacHOCTK, A1t TOro YTO6bl MOXHO ObI/1I0 CO3AAaTb NPaBUNa,
paspeLuatome npoxoxaeHune Tpadguka B firewall. MpuHaaNeXHOCTb TYHHENS K 30He 3a[laeTCA CneayoLweit
KOMaHaoM:

esr(config-gre)# security-zone untrusted
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BknounM TyHHenNb:

esr(config-gre)# enable
esr(config-gre)# exit

Ha mapLupyTr3aTope A40/mKeH 6bITb CO34aH MapLUpyT 40 NOKa/IbHOM ceTu napTHepa. B kavecTBe nHtepdelica
Ha3Ha4yeHus ykasblBaeM paHee Co3faHHbIn TyHHesb GRE:

esr(config)# ip route 172.16.0.0/16 tunnel gre 10

Mocne npuMeHeHUs HacTpoek Tpaduk ByaeT MHKancy/IMpoBaTbCA B TYHHESb U OTNPaBAATLCA NapTHePY,
He3aBuCcUMO OT Hannunsa GRE-TyHHeNs 1 npaBu/IbHOCTM HACTPOEK C ero CTOPOHbI.

OnunoHansHo ana GRE-TyHHeNa MOXHO ykasaTb crieflytoLne napameTpbi:

* BKOUNTb BbIYMC/IEHNE 1 BK/IIOUYEHME B NAKET KOHTPO/IbHON CyMMbl 3arosioBka GRE n
MHKancy/IMpoBaHHOIO NakeTa [/ UCXOASLLEro Tpadguka:

esr(config-gre)# local checksum

* Bk1lounTb NPOBEPKY HANMMUNA N KOPPEKTHOCTU KOHTPO/IbHOM cyMmMbl GRE ans Bxogsiiero Tpaguka:

esr(config-gre)# remote checksum

* YKaszaTb YHUKa/bHbI UaeHTUUKaTop:

esr(config-gre)# key 15808

* YKkazaTb 3HaueHue DSCP, MTU, TTL:

esr(config-gre)# dscp 44
esr(config-gre)# mtu 1426
esr(config-gre)# ttl 18

* BKOUMTb M HACTPOUTbL MexaHu3M keepalive:

esr(config-gre)# keepalive enable
esr(config-gre)# keepalive timeout <TIME>
esr(config-gre)# keepalive retries <VALUE>

CoCTOsiHME TYHHENSI MOXXHO NMOCMOTPETb KOMaHAOiA:
esr# show tunnels status gre 10

CueTumku BXO4ALLNX N OTNPaB/1IEHHbIX MakKeTOB MOXXHO NOCMOTPETb KOMaH,EI,OVIZ
esr# show tunnels counters gre 10

KoHdpurypaumo TyHHEeNst MOXXHO NOCMOTPETb KOMaHAO0iA:

esr# show tunnels configuration gre 10
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HacTpolika TyHHens IPv4-over-IPv4 npon3BoanTCS aHa10rMyHbIM 06pa3oMm.

& Mpu co3paHum TyHHens Heobxoaumo B firewall paspewnts nporokon GRE (47).

9.2 Hactpovika DMVPN

DMVPN (Dynamic Multipoint Virtual Private Network) — TexHonorus ansi cosgaHusi BUPTyasibHbIX YaCTHbIX
ceTeil, C BO3MOXHOCTbIO ANHAMUYECKOro CO34aHuns TYHHeen mexay y3namu. NpemmMyLecTtsom AaHHOro
peLleHns ABNSAETCA BbICOKas MaclUTabypyeMoCTb U NIErKOCTb HACTPOMKM NPY NOAKNHOYEHUN PUIMANoB K
roniloBHomy ocpucy. DMVPN uncnonb3yetcsa B Tononorum Hub-and-Spoke, n nossonset ctpontb npsimbie VPN-
TyHHenu Spoke-to-Spoke B gononHeHne K 06bl4HbIM Spoke-to-Hub TyHHeNnam. 310 o3HavaeT, 4to dunmnansi
CMOryT 06watbes Apyr ¢ ApYroM Hanpsimyto, 6e3 Heo6xo4MMOCTM NPOXoXAeHusa Tpadmka Yepes Hub.

UTo6bl yCTAHOBUTL Takoe coeanHeHue, knneHTbl (NHC) no wmdpoBaHHOMY IPsec-TyHHeNo oTnpaBnsoT
COOTBETCTBME CBOEr0 BHYTPEHHErO (TyHHEeNbHOro) agpeca u BHeluHero (NBMA) agpeca Ha NHRP-cepBep
(NHS). Korga knmeHT 3axo4eT coeauHuTbes ¢ apyrum NHC, oH nocbiniaeT Ha cepBep 3anpoc, YTobbl y3HaTb ero
BHELLHWIA agpec. [onyunB OTBET OT cepBepa, KNIMEHT Tenepb CaMOCTOATE/IbHO MOXET yCTaHaBnBaThb
coeAnHeHue ¢ yaanéHHbIM (onInasiom.

9.2.1 ANroputM HacCTpPOIKK

War OnucaHue KomaHpga Knroun
1 MpoBepnTb AOCTYMHOCTb «BHELUHUX» |P-

a/lpecoB, HaXoAALWMNXCA Ha PU3NYeCKnX

nHTepdeiicax.

MogrotoBuTb IPsec-TyHHeNn gns
paboTbl COBMECTHO C AVHAMUYECKNMU
GRE-TyHHENAMN.

Cosgatb GRE-TyHHenNb 1 nepeit B
PEeXnM ero KOHOUIryprpoBaHus.

MepeBectn GRE-TYHHENb B pEXUM
multipoint.

YCTaHOBWTb OTKPbITbIV Naposb A/1s
NHRP-nakeToB (He 06513aTe/IbHO).

esr(config)# tunnel gre <INDEX>

esr(config-gre )# multipoint

esr(config-gre)# ip nhrp
authentication <WORD>

Cwm. pasgen Hactpoiika Policy-
based IPsec VPN.

<INDEX> — ngeHtundumkarop
TYHHens.

<WORD> — naponb B OTKpPbITOi
dopMme, 3a4aeTcsi CTPOKOIA
[1..8] cumBonOB, MOXeET
BK/ItOYaThb cumBONbI [0-9a-fA-F].
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OnucaHue KomaHnpga

YkazaTb BPeEMS, B TEUEHNE KOTOPOTO Ha
NHS 6yaeT cyuiecTBoBarb 3anmchb 0
[laHHOM K/ieHTe (He 06s13aTe/bHO).

esr(config-gre)# ip nhrp holding-
time <TIME>

3ajatb «/10rMyYeckunii (TYHHE bHBIA)»
agpec NHRP-cepsepa.

esr(config-gre)# ip nhrp nhs
<ADDR> [ no-registration ]

3aaatb COOTBETCTBUE «BHYTPEHHETO»
TYHHENBHOro agpeca C «BHELHUM»
NBMA-agpecom.

esr(config-gre)# ip nhrp map
<ADDR> <ADDR>

Onpegenutb agpecarta My/bTUKaCTHOrO
Tpadmka.

esr(config-gre)# ip nhrp multicast
{ dynamic | nhs | <ADDR> }

BK/IHOUNTL BO3MOXHOCTb OTMPABKM
NHRP Traffic Indication nakeTos.
BbinonHsietcs Ha NHS (He
06s13aTeNbHO).

esr(config-gre)# ip nhrp redirect

Knoun

<TIME> — Bpems B cekyHAax, B
TeyeHue KOTOpOoro Ha cepsepe
6yferT cyLecTsoBaTb 3an1cb 0
OaHHOM K/IMeHTe, NMpUHUMaeT
3HaueHus [1..65535].

3Ha4eHVe No yMOoMYaHuIo:
7200.

<ADDR/LEN> - agpec,
3afaéTca B BUge
AAA.BBB.CCC.DDD/EE, roe
kaxxgas yacte AAA - DDD
npuHuMaeT 3HaveHus [0..255] n
EE npvHumaeT 3HavyeHus
[1..32];

* no-registration — He
PerncTpmpoBaThCcs Ha
NHRP cepsepe.

<ADDR> - IP-agpec 3agaétcs B
Buae AAA.BBB.CCC.DDD, rge
Kaokaas yacTb npuHMMaeT
3HayeHusn [0..255].

+ dynamic — oTnpaenaTb
Ha Bce nupsbl, C
KOTOPbIMU €CTb
coefnHeHue;
+ nhs - otnpaenATL Ha
BCe cTatnyeckue
CKOHQOUIyprpOBaHHbIe
cepsepa;
<ADDR> — oTnpaBnsatb Ha
crneunduyeckn
CKOHOUIyppOBaHHbIii agpec,
3apaéTca B Buae
AAA.BBB.CCC.DDD, rae kaxaas
4yacTb MPUHUMAET 3HAYEHNSA
[0..255].
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10

11

12

13

14

15

OonucaHue

BK/1OUNTH BO3MOXHOCTb CO3/aHWs
KpaTyainwmx MapLupyToB. BbinonHsercs
Ha NHC (He o6s13aTefbHO).

Mpueasatb IPsec-VPN k mGRE-TyHHenN0
(He o6si3aTeNbHO).

BkntounTtb nepegady rpynnoBoro
arpmbyta or NHC Ha NHS npu
peructpauumn (He 06s3aTenbHO).

3apgatb Ha NHS cooTBeTcTBME rpynnbl
NHRP, nepeganHoii NHC B xoge
permctpauum, n nonutrkn QoS, kotopas
OyA€eT NPMMEHEHA K UCXOAALLEMY B
cTopoHy atoro NHC Tpadmka (He
06s13aTefNbHO).

BkntounTb paboty npotokona NHRP.

OpraHun3zoBartb |IP-cBA3HOCTb
nocpeacTBOM MPOTOKONA
AVHaMnyeckoi MapLupyTusaumm.
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KomaHpga

esr(config-gre)# ip nhrp shortcut

esr(config-gre)# ip nhrp ipsec
<WORD> { static | dynamic }

esr(config-gre)# ip nhrp attribute
group <WORD>

esr(config-gre)# ip nhrp map
group <GROUP> service-policy
output <POLICY>

esr(config-gre)# ip nhrp enable

Knoun

<WORD> — ums VPN, 3agaéTtcs
cTpokoit go 31 cMmBona;

+ static - ctatnyeckoe
coefiMHeHue,
NPUMEHSATCA AN CBA3M
¢ NHS;

+ dynamic — gMHaM14eckm
yCTaHaB/mBaroLeecs
coefiMHeHue,
KOHdurypupyetca ans
cesasn mexay NHC.

<WORD> - ums rpynnbsl NHRP,
3a7aéTcs CTPoKoii [1..40]
CUMBOJIOB, HE NPUHMMAET
CUMBONbI [M#].

<GROUP> - nms rpynnsl NHRP,
3a7aéTcs CTPoKoii [1..40]
CUMBOJIOB, HE NMPUHMMAET
CUMBONbI [M];

<POLICY> - umsa QoS-
NOMNTUKK, 3a1aETCS

CTpoKoii [1..31] cumBonos.

OcTaibHble HACTPOIKM aHa/I0rMYHbI HACTPolikaM ctatnyHoro GRE-TyHHens (cm. pasgen Hactpoiika GRE-TyHHenelh).
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9.2.2 Mpumep HacTpoiiku 1

3apgava:

OpraHuzoBatb DMVPN mexay odpmcamm komnaHum, ncnonsaysa mGRE-TyHHenn, NHRP (Next Hop Resolution
Protocol), npotokon gnHamuuyeckoii mapLupytusaumm (BGP), IPsec. B gaHHoMm npumepe 6yaet HUB-
mapLupyTtusatop v asa gounmnana. HUB — ato DMVPN-cepeep (NHS), a domnunansi — DMPVN-knveHTbl (NHC).

Hub

10.10.0.5

150.115.0.5

Tunnel IP Esu.lwu:u g aunmi Tunnel 1P
10.10.0.8 Shoke1 Spore2 10.10.0.4
Hub BHewHwit IP-agpec — 150.115.0.5;
Spoke-1 BHewHwii IP-agpec — 180.100.0.10;

Spoke-2 BHewHwuii IP-agpec — 140.114.0.4.

Mapametpsbl IPsec VPN:
IKE:

* rpynna Audpcoun-Xannmaxa: 2;
* anroputm wudpposaHuna: AES128;
* asroputm ayteHtudmnkaumm: SHA1.

IPsec:

* anroputm wudpposaHua: AES128;
* asroputm ayteHtTudmnkaumm: SHA1.
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MpeaBapuTenbHasa HacTpoiika MHTepdencoB:

esr-Hub# configure

esr-Hub(config)# int gil/0/1
esr-Hub(config-if-gi)# ip ad 150.115.0.5/24
esr-Hub(config-if-gi)# ip firewall disable
esr-Hub(config-if-gi)# exit

esr-Hub(config)# ip route 0.0.0.0/0 150.115.0.1
esr-Hub(config)# do commit

esr-Hub(config)# do confirm

esr-Spoke-1# configure

esr-Spoke-1(config)# 1int gil/0/1
esr-Spoke-1(config-if-gi)# ip ad 180.100.0.10/24
esr-Spoke-1(config-if-gi)# ip firewall disable
esr-Spoke-1(config-if-gi)# exit
esr-Spoke-1(config)# ip route 0.0.0.0/0 180.100.0.1
esr-Spoke-1(config)# do commit

esr-Spoke-1(config)# do confirm

esr-Spoke-2# configure

esr-Spoke-2(config)# 1int gil/0/1
esr-Spoke-2(config-if-gi)# ip ad 140.114.0.4/24
esr-Spoke-2(config-if-gi)# ip firewall disable
esr-Spoke-2(config)# exit

esr-Spoke-2(config)# ip route 0.0.0.0/0 140.114.0.1

esr-Spoke-2(config)# do commit
esr-Spoke-2(config)# do confirm

PelweHune:

1. KoHdomrypupoaHue Hub.
Cosgagnm TyHHenb GRE:

esr# configure
esr(config)# tunnel gre 5

Ykaxem IP-agpec nHtepdeiica, rpaHmyaiero c ISP:

esr(config-gre)# local address 150.115.0.5

2. 3apagvm 3HaveHue MTU:

esr(config-gre)# mtu 1416

YctaHoBUM 3HauveHue ttl:

esr(config-gre)# ttl 16

OTknoumm firewall:

esr(config-gre)# ip firewall disable
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3apagum IP-agpec GRE-TyHHens:

esr(config-gre)# ip address 10.10.0.5/24

MNepeBeaémM GRE-TyHHenb B mutipoint pexum 415 BO3MOXXHOCTW COEAMHEHNSI C HECKOMbKUMU TOUKaMU:

esr(config-gre)# multipoint

Mepengém Kk HacTpoiike NHRP. HacTporm oTnpasky My/IbTUKACTOBbIX PACChI/IOK B AVHAMUYECKN
y3HaBaeMble agpeca:

esr(config-gre)# ip nhrp multicast dynamic

Mpon3BefémM HACTPOIKY NPOTOKOMA ANHAMUYECKO MapLupyTusaummn ansa Hub. B npumepe ato 6yaet
BGP.
MockonbKy B npumMepe ncnosnb3yetcst eBGP Heo6xoanMmMo sIBHO paspeLlnTb aHOHCMPOBaHWE NoAceTel:

esr(config)# route-map PERMIT_ALL
esr(config-route-map)# rule 1

esr(config)# router bgp 65005

esr(config-bgp)# neighbor 10.10.0.8
esr(config-bgp-neighbor)# remote-as 65008
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# address-family ipv4 unicast
esr(config-bgp-neighbor-af)# route-map PERMIT_ALL out
esr(config-bgp-neighbor-af)# enable
esr(config-bgp-neighbor-af)# exit
esr(config-bgp-neighbor)# exit

esr(config-bgp)# neighbor 10.10.0.4
esr(config-bgp-neighbor)# remote-as 65004
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# address-family ipv4 unicast
esr(config-bgp-neighbor-af)# route-map PERMIT_ALL out
esr(config-bgp-neighbor-af)# enable
esr(config-bgp-neighbor-af)# exit
esr(config-bgp-neighbor)# exit

esr(config-bgp)# address-family ipv4 unicast
esr(config-bgp-af)# exit

esr(config-bgp)# enable

esr(config-bgp)# exit

MpounsBeném HacTpoiiky IPsec gnsa Hub:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy IKEPOLICY

esr(config-ike-policy)# pre-shared-key ascii-text encrypted 8CB5107EA7005AFF
esr(config-ike-policy)# proposal IKEPROP

esr(config-ike-policy)# exit
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esr(config)# security ike gateway IKEGW

esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 150.115.0.5
esr(config-ike-gw)# local network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn IPSECVPN
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable

MpussikeM IPsec kK GRE-TyHHes10, YTO6bI KMEHTbI MOM/IM YyCTaHaBNMBaTh LWMGPOBaHHOE COeANHEHME:

esr(config)# tunnel gre 5
esr(config-gre)# ip nhrp ipsec IPSECVPN dynamic

Bkntounm pa6oty NHRP 1 cam TyHHenNb:

esr(config-gre)# ip nhrp enableesr(config-gre)# enable

3. KoHdhurypupoBaHue Spoke
Mpoeeném ctaHgapTHyHo HacTpoliky DMVPN Ha TyHHene:

esr# configure

esr(config)# tunnel gre 8

esr(config-gre)# mtu 1416

esr(config-gre)# ttl 16

esr(config-gre)# multipoint
esr(config-gre)# ip firewall disable
esr(config-gre)# local address 180.100.0.10
esr(config-gre)# ip address 10.10.0.8/24

YKa3biBaeM, CKO/IbKO BPEMEHU 6y,u,eT XPaHUTLCA 3alnCb O KITIMEHTE Ha CepBepe:

esr(config-gre)# ip nhrp holding-time 300
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Yka3blBaeM TyHHesnbHbI agpec NHS:

esr(config-gre)# ip nhrp nhs 10.10.0.5/24

3afaayM COOTBETCTBME TYHHE/IbHOMY afjpecy — peasibHblii:

esr(config-gre)# ip nhrp map 10.10.0.5 150.115.0.5

HacTtpoum mynsTukactoByto pacceinky Ha NHRP-cepsep:

esr(config-gre)# ip nhrp multicast nhs

MpousBeaém HacTpoiiky BGP ans spoke. lNMockonbKy B npumepe ncnonb3yetcs eBGP HeobxoamMmo sBHO
paspeLmnTb aHOHCMPOBaHWe NOACETEN:

esr(config)# route-map PERMIT_ALL
esr(config-route-map)# rule 1

esr(config)# router bgp 65008

esr(config-bgp)# neighbor 10.10.0.5
esr(config-bgp-neighbor)# remote-as 65005
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# address-family ipv4 unicast
esr(config-bgp-neighbor-af)# route-map PERMIT_ALL out
esr(config-bgp-neighbor-af)# enable
esr(config-bgp-neighbor-af)# exit
esr(config-bgp-neighbor)# exit

esr(config-bgp)# address-family 1ipv4 unicast
esr(config-bgp-af)# exit

esr(config-bgp)# enable

Mpounseeném HacTpoiiky IPsec. Mpu cozganun wntosa npotokona IKE ana NHS, ykaxxem KOHKpeTHble
azipeca HasHaueHus. A npu cosgaHmm winto3a IKE ana NHC — agpec HasHauveHus 6yaet any:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# encryption algorithm aesl28
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy IKEPOLICY

esr(config-ike-policy)# pre-shared-key ascii-text encrypted 8CB5107EA7005AFF
esr(config-ike-policy)# proposal IKEPROP

esr(config-ike-policy)# exit

esr(config)# security ike gateway IKEGW_HUB
esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address 150.115.0.5
esr(config-ike-gw)# remote network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit
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esr(config)# security ike gateway IKEGW_SPOKE
esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn IPSECVPN_HUB
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW_HUB
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# security ipsec vpn IPSECVPN_SPOKE
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# ke establish-tunnel route
esr(config-ipsec-vpn)# ke gateway IKEGW_SPOKE
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

Mpueshkem IPsec K GRE-TYHHENIO A/151 BO3MOXHOCTW YCTAHOBMNEHNS LLIMGDPOBAHHOIO COeAVHEHUSI C
CEPBEPOM U C APYrMMMN KNNEHTaMIU CETU:

esr(config)# tunnel gre 8
esr(config-gre)# ip nhrp ipsec IPSECVPN_HUB static
esr(config-gre)# ip nhrp dipsec IPSECVPN_SPOKE dynamic

Bkntounm pa6oty NHRP 1 cam TyHHenNb:

esr(config-gre)# 1ip nhrp enable
esr(config-gre)# enable

CoxpaHuM KoHMrypaumio:

esr# commit
esr# confirm
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& [nsa ucnonb3oBaHua firewall Heo6xoaMMO Npon3BecTU ero HacTPoiiky. B gaHHOM
npumepe firewall 6611 OTKIHOUEH.
CoctosHne NHRP-3anuceii MOXXHO NOCMOTPETb KOMaHA0iA:

esr# show 1ip nhrp

Oumnctnte NHRP-3anmMcn MoXxHO KoMaHAaoi:

esr# clear ip nhrp

9.2.3 Mpumep HaACTPOIKM 2

3apgaua:

OpraHunzosatb DMVPN mexay othmncammn KomnaHum ¢ cootsetcTBytowmmm nogcetamm LANT u LAN2,
ncnonb3yss mGRE-TyHHenu, NHRP (Next Hop Resolution Protocol), npoTokon gnHamuueckoii MapLupyTusamm
(OSPF), IPsec. B Haluem npumepe y Hac 6yaeT HUB-mapwpyTusaTtop v gga dmnunana. HUB — ato DMVPN-
cepsep (NHS), a unuansi — DMPVN-knneHTbl (NHC).

HUB

tunnel ip
10.10.0.1/28
(area 10.10.0.0)

ip 150.115.0.5/30

ip 150.115.0.6/30

ip 180.100.0.8/30

tunnel ip ip 140.114.0.6/30

10.10.0.2/28
(area 10.10.0.0)

tunnel ip
10.10.0.3/28
(area 10.10.0.0)

LAN 1 192.168.1.0/24 LAN 2 192.168.2.0/24

ip 180.100.0.10/30 ip 140.114.0.5/30

SPOKE 1 SPOKE 2

Mpwn ncnonb3oBaHun cxemobl DMVPN Heobxoaumo, utobsl HUB siBnsanca DR-mapLupyTtnsatopom. Takum
06pas3om, MapLUpyTbl I0Ka/IbHbIX noaceTel spoke 1 1 spoke 2 6yayT peTpaHcnnposBaTbes vyepes hub.

HUB BHewHuin IP-agpec — 150.115.0.5;
SPOKE-1 BHewHui IP-agpec — 180.100.0.10;
SPOKE-2 BHewwHui IP-agpec — 140.114.0.4.

MapameTpsbl IPsec VPN:
IKE:

« rpynna Audbdon-Xannmaxa: 2;
« anroputm WwndpoBaHms: AES128;
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* anroputm ayteHtudmkaumm: MDS5.
IPsec:

* rpynna Audpcomn-Xannmaxa: 2;
+ anroputm wudpposaHuna: AES128;
* anroputm ayteHtudmkaumm: MDS5.

PelwweHue:

1. KoHdpurypuposaHune HUB:
MpeaBapuTensHoO HacTpoum npotokost OSPF:

esr(config)# router ospf log-adjacency-changes
esr(config)# router ospf 1

esr(config-ospf)# router-id 77.77.77.77
esr(config-ospf)# area 10.10.0.0
esr(config-ospf-area)# enable
esr(config-ospf-area)# exit

esr(config-ospf)# enable

esr(config-ospf)# exit

HacTponm nHTepdeiic 1 onpeaenvm NPUHaANEXHOCTb K 30He 6€30MacHOCTHU:

esr(config)# security zone untrusted
esr(config-zone)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 150.115.0.5/30
esr(config-if-gi)# exit

HacTtpoum GRE-TyHHENb, onpeaenm NnpuHaaiexHoCcTb K 30He 6e3onacHocTn, HacTpoum OSPF Ha GRE-

TyHHene, Hactpoum NHRP n Bkntoumm TyHHenb n NHRP komaHgoli enable. Yto6bl HUB ctan DR,

HeO6XOAVIMO BbICTABUTb MakCMasibHbIl NPUOPUTET:

esr(config)# tunnel gre 1

esr(config-gre)# ttl 16

esr(config-gre)# mtu 1416

esr(config-gre)# multipoint
esr(config-gre)# security-zone untrusted
esr(config-gre)# local address 150.115.0.5
esr(config-gre)# ip address 10.10.0.1/28
esr(config-gre)# ip ospf instance 1
esr(config-gre)# ip ospf area 10.10.0.0
esr(config-gre)# ip ospf priority 255
esr(config-gre)# ip ospf

esr(config-gre)# ip nhrp multicast dynamic
esr(config-gre)# ip nhrp enable
esr(config-gre)# enable

esr(config-gre)# exit

Cosgaamm ctatuyeckme MapLupyTbl An1a nogaceten nHtepdericos spoke 180.100.0.8/30 n

140.114.0.4/30:

esr(config)# ip route 180.100.0.8/30 150.115.0.6
esr(config)# ip route 140.114.0.4/30 150.115.0.6
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MpounsBeném HacTpoiiky IPsec gna HUB:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key ascii-text password
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

esr(config)# security ike gateway ike_spoke
esr(config-ike-gw)# ike-policy ike_poll

esr(config-ike-gw)# local address 150.115.0.5
esr(config-ike-gw)# local network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ipsec proposal +ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aesl128
esr(config-ipsec-proposal)# pfs dh-group 2
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn ipsec_spoke
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_spoke
esr(config-ipsec-vpn)# ike ipsec-policy ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

MpussikeM IPsec K GRE-TyHHes0, YTOObI KIMEHTbI MOI/IM YCTaHaBNMBaTb LUMGIPOBAHHOE COEANHEHUE:
esr(config)# tunnel gre 1

esr(config-gre)# ip nhrp ipsec ipsec_spoke dynamic
esr(config-gre)# exit
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2. KoHdpurypuposaHue SPOKE:
MpeaBapuTensHo HacTpoum npotokon OSPF ¢ aHoHcupoBaHnem nogcetn LANT:

esr(config)# router ospf log-adjacency-changes
esr(config)# router ospf 1

esr(config-ospf)# router-id 1.1.1.1
esr(config-ospf)# area 10.10.0.0
esr(config-ospf-area)# network 192.168.1.0/24
esr(config-ospf-area)# enable
esr(config-ospf-area)# exit

esr(config-ospf)# enable

esr(config-ospf)# exit

HacTpoum nHTepdeinc n onpegenum NnpuHaanexHocTb K 30He 6e30MacHOCTY:

esr(config)# security zone untrusted
esr(config-zone)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 180.100.0.10/30
esr(config-if-gi)# exit

HacTtpoum GRE-TyHHenb, onpegenmm npuHag/exHocTb K 30He 6e3onacHocTtu, HactpouM OSPF Ha GRE-

TyHHerne, HacTpouM NHRP u Bkitounm TyHHenb 1 NHRP komaHpgoii enable. YUto6bl HUB ctan DR,

Heo6X0AMMO BbICTaBUTb MUHUMaJTbHBIA NPUOPUTET Ha spoke:

esr(config)# tunnel gre 1

esr(config-gre)# ttl 16

esr(config-gre)# mtu 1416

esr(config-gre)# multipoint
esr(config-gre)# ip firewall disable
esr(config-gre)# local address 180.100.0.10
esr(config-gre)# ip address 10.10.0.2/28
esr(config-gre)# ip ospf instance 1
esr(config-gre)# ip ospf area 10.10.0.0
esr(config-gre)# ip ospf priority 0
esr(config-gre)# 1ip ospf

esr(config-gre)# ip nhrp holding-time 300
esr(config-gre)# ip nhrp map 10.10.0.1 150.115.0.5
esr(config-gre)# ip nhrp nhs 10.10.0.1/28
esr(config-gre)# ip nhrp multicast nhs
esr(config-gre)# ip nhrp enable
esr(config-gre)# enable

esr(config-gre)# exit

Co3gaamm ctatuyeckme MapLUpyThl 4518 nogaceten nHtepdericoB spoke 180.100.0.8/30 n
140.114.0.4/30:

esr(config)# ip route 150.115.0.4/30 180.100.0.9
esr(config)# ip route 140.114.0.4/30 180.100.0.9
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MpousBeném HacTpoiiky IPsec gnsa SPOKE:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key ascii-text password
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

esr(config)# security ike gateway ike_spoke

esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw)#

ike-policy ike_poll

local address 180.100.0.10

local network 180.100.0.10/32 protocol gre
remote address any

remote network any

mode policy-based

exit

esr(config)# security ike gateway ike_hub

esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw)#

ike-policy ike_poll

local address 180.100.0.10

local network 180.100.0.10/32 protocol gre
remote address 150.115.0.5

remote network 150.115.0.5/32 protocol gre
mode policy-based

exit

esr(config)# security 1ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# pfs dh-group 2
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit
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esr(config)# security 1ipsec vpn ipsec_spoke
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_spoke
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# security 1ipsec vpn ipsec_hub
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_hub
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

Mpueskem IPsec k GRE-TyHHes0, AN BO3MOXHOCTW YCTAHOBNEHUSA WNGPOBAHHOIO COeAVMHEHUS C
cepBepoM 1 C APYTMMW K/IMEHTAMU CETU:

esr(config)# tunnel gre 1
esr(config-gre)# ip nhrp ipsec 1ipsec_hub static

esr(config-gre)# ip nhrp ipsec 1ipsec_spoke dynamic
esr(config-gre)# exit

3. CoctosaHue NHRP-3anuceil MOXXHO NOCMOTPETb KOMaHAOiA:

esr# show ip nhrp
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4. [lononHnTeNbHO B security zone-pair untrusted self Heo6xoaymo paspelmnTs npoTokosbl Anst GRE over
IPSec-TyHHeNs:

esr(config)# object-group service ISAKMP_PORT
esr(config-object-group-service)# port-range 500
esr(config-object-group-service)# port-range 4500
esr(config-object-group-service)# exit
esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# match destination-port ISAKMP_PORT
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 2
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol gre
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 3
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 4
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol ah
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit

9.3 Hacrtpoiika L2TPv3-TyHHenemn

L2TPv3 (Layer 2 Tunneling Protocol Version 3) — npoTtokon Ansi TYHHENMPOBaHNSA NAKETOB 2 YPOBHS MOAE/NN
OSI mexay asyms IP-y3namn. B kayecTBe uHKancynmpyrowero npotokona ncrnonedyertca |IP vnan UDP. L2TPv3
MOXET MCMOo/b30BaThCs Kak anbtepHaTea MPLS P2P L2VPN (VLL) ans opraiusaumu VPN ypoBHsi L2. B
MapLupyTtusartope ESR peanusoBaHbl ctatndeckue Heynpasnsemble L2TPv3-TyHHeNn, To eCTb TYHHENN
CO34al0TCH BPYUYHYIO MyTEM KOH(PUIypmpoBaHUA Ha I0Ka/IbHOM 1 yaaieHHOM y3nax. MapameTpbl TYHHeNs Ha
KaoKJ0M 13 CTOPOH A0/DKHbI 6bITb B3aMMOCOI/1aCOBaHHbIMU /1M NEPEHOCKMbIE laHHble He byayT
[lekancympoBarbCs NapTHEPOM.

9.3.1 ANroputM HacCTpPOIiKK

War OnucaHue KomaHpga Knoun
1 CkoHdchurypuposatb L3-uHTepgeiic, ot

KoToporo 6yaet ctpoutbest L2TPv3-

TYHHEb.
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OonucaHue

Co3pgatb L2TPv3-TyHHesNb 1 nepeiitn B
PEeXUM ero KoHUryprpoBaHus.

Ykasarb onvcaHue KOH(Uryprupyemoro
TYHHeNs (He 06a3aTesbHO).

YcTaHOBUTL NOKasbHbIN IP-agpec ans
YCTaHOBKU TYHHENS.

YcTaHOBUTBL yAaseHHsbll IP-agpec ans
YCTaHOBKN TYHHesS.

BbibpaTtb MeToA, UHKancynauum ans
TyHHensa L2TPv3.

YCTaHOBUTb JIOKaJTbHbI
NAEHTUCMKATOP CECCUN.

YCTaHOBUTb YAaEHHbI
NaEHTNPUKATOP CECCUN.

Onpegenutb nokanbHbii UDP-nopT
(ecnv B KauecTBe MeToAa
WHKancynsauum 6ein BbliopaH UDP
npoTokon).
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KomaHpa

esr(config)# tunnel 12tpv3 <INDEX>

esr(config-12tpv3)# description
<DESCRIPTION>

esr(config-12tpv3)# local address
<ADDR>

esr(config-12tpv3)# remote
address <ADDR>

esr(config-12tpv3)# protocol
<TYPE>

esr(config-12tpv3)# local session-
id <SESSION-ID>

esr(config-12tpv3)# remote
session-id <SESSION-ID>

esr(config-12tpv3)# local port
<UDP>

Knoun

<INDEX> — ngeHtudumkarop
TYHHENs B ananasoHe:

+ ana ESR-20/21/30/
100/200 - [1..250];

« ans ESR-1000/1500/
1511/3200 - [1..500].

<DESCRIPTION> - onucanune
TYHHenNs, 3aJaéTcs CTPOKOW 0
255 cMmBONOB.

<ADDR> - IP-agpec
NOKasIbHOTO LW/033, 3a4aéTcA
B Buae AAA.BBB.CCC.DDD, rge
Kaxgas 4acTb NPUHUMaET
3HaveHus [0..255].

<ADDR> - IP-agpec
JIOKa/TbHOTO LW03a, 3a4aéTcs
B Buge AAA.BBB.CCC.DDD, rge
Kaxgast 4yacTb NPpUHUMaET
3HayeHus [0..255].

<TYPE> — T1n nHkancynaumu,
BO3MOXHblE 3HAYEHUSA:

* ip — nHkancynsums B IP-
naker;

+ udp — vHKancynsaums B
UDP-geintarpammel.

<SESSION-ID> -
naeHTMdMKaTOp ceccuu,

NPYHUMAET 3HAYeHNS
[1..200000].

<SESSION-ID> -
naeHTudpmkarop ceccun,
NPUHUMAET 3HaYeHNs
[1..200000].

<UDP> - Homep UDP-nopta B
JAmnanasoHe [1..65535].
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LWar

10

11

12

13

14

15

16

17

OonucaHue

Onpegenutb yaaneHHslii UDP-nopt
(ecnu B kKauecTBe MeToAa
MHKancynsauum 6bin BblibpaH UDP-
npoToKon).

HasHaunTb LWMpoKoBeLLaTe NbHbI
AOMeH ansa nHkancynauum B L2TPV3-
NakeTbl 4AHHOTO TYHHEess.

AKTVBMPOBATb TYHHE/b.

Ykasatb pasmep MTU
(MaximumTransmitionUnit) ans
TyHHenel (He 065a3aTe/bHO).

MTU 6onee 1500 6yaeT akTUBHO
TO/MbKO B C/ly4ae NpUMeHeHWs KOMaH bl
"system jumbo-frames".

OnpefenuTb NokasibHOe 3HaYeHne

cookie Ans gononHUTENbHON NPOBEPKY
COOTBETCTBUSA MeXy nepefaBaemMbIMu
[laHHbIMK 1 ceccueit (He 06s13aTesibHO).

OnpeaennTb yaaneHHoe 3Ha4YeHve

cookie Ansi JONONHUTENBHOV NPOBEPKY
COOTBETCTBUSI MEXAY NepeaaBaemMbIMu
[laHHbIMK 1 ceccueii (He 06s13aTesibHO).

3ajarb UHTEpBa/ BPEMEHMU, 3a KOTOPbIl
yCpPEeAHsIeTcs CTaTUCTVKA O Harpyske Ha
TyHHese (He 06s13aTe/bHO).

BKtOUNTb 3anuch CTaTUCTUKU
CNO/b30BAHUS TEKYLLETO TYHHENs (He
06513aT€e/LHO).
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KomaHpa

esr(config-12tpv3)# remote port
<UDP>

esr(config-12tpv3)# bridge-group
<BRIDGE-ID>

esr(config-12tpv3)# enable

esr(config-12tpv3)# mtu <MTU>

esr(config-12tpv3)# local cookie
<COOKIE>

esr(config-12tpv3)# remote cookie
<COOKIE>

esr(config-12tpv3)# load-average
<TIME>

esr(config-subif)# history
statistics

Knoun

<UDP> — Homep UDP-nopta B
JAnanasoHe [1..65535].

<BRIDGE-ID> -
NOEHTUMKALNOHHBI HOMEp
MOCTa, NPYHUMAET 3HaYeHUs B
[AnanasoHe:

+ ana ESR-20/21/30/
100/200 - [1..250];

« ana ESR-1000/1500/
1511/3200 - [1..500].

<MTU> - 3HaueHne MTU,
NPUHUMAET 3Ha4YeHUs B
AnanasoHe:

« ana ESR-20/21/30 -
[1280..9500];

+ nns ESR-100/200/1000/
1500/1511/3200 -
[1280..10000].

3HaueHre No yMonyaHuio:
1500.

<COOKIE> - 3HaueHune COOKIE,
napameTp NpuHUMaeT
3Ha4YeHWs AIMHOI BOCEMb WX
LLecTHaLUaTb CUMBO/IOB B
LecTHaaLaTePUUYHOM BUaE.

<COOKIE> — 3HaueHune COOKIE,
napameTp NpuHUMaeT
3Ha4YeHus ANNHOI BOCeMb UK
LLecTHaLUaTb CUMBO/IOB B
LlecTHaAUaTepUYHOM BUAE.

<TIME> — nHTepBan B
CeKyHax, NpMHUMaeT
3HayeHus [5..150].

3HayeHue no yMoyaHuio: 5.
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War OnucaHue KomaHpa Knoun

Tawke ana L2TPv3-TyHHeNs BO3MOXHO HACTPOUTb:

+ QoS B 6a30BOM M/IM pacLUMPeHHOM pexumMax (CM. pasaen YnpasneHve QoS);
* oyHKumoHan BRAS (cm. pasgen Yrnpaenenne BRAS (Broadband Remote Access Server)).

9.3.2 Mpumep HacTpoiiku L2TPv3-TyHHens

3apgaua:

OpraHuzosatb L2 VPN mexay ochmcamm komnaHum yepes IP-ceTb, UCNOMb3ysa ANa TYHHeNuMpoBaHus Tpaduka
npotokon L2TPv3.

* B KayecTBe MHKarncy/mpyrLlero npotokosna ncnonb3yerca UDP, Homep nopTa Ha /10Kas/IbHOW CTOPOHE 1
HOMep nopTa Ha CTOPOoHe napTHepa 519;

* B KayecTBe /I0Ka/IbHOro Wwui3a anda TyHHena ucnonbdyetcd IP-agpec 21.0.0.1;

* B KayecTBe yaa/ieHHOro W/o3a ansa TyHHensa ucnonblyetcs IP-agpec 183.0.0.10;

* naeHTUdnKaTop TYHHENS Ha NI0KalbHOW CTOPOHE paBeH 2, HAa CTOPOHe napTHepa 3;

* naeHTndomkaTop ceccum BHYTpU TyHHensa paseH 100, Ha cTtopoHe napTHepa 200;

* B TYHHenb Hanpasum Tpaduk u3 bridge ¢ naeHtudukaropom 333.

Roubr

TyHHens L2ZTPy3

PelwweHune:

Cosgagum TyHHenb L2TPv3 333:

esr# configure
esr(config)# tunnel 12tpv3 333

YKaxxeM nokasibHbIli 1 yaaneHHblii w3 (IP-agpeca nHTepdeiicos, rpaHnyaimx ¢ WAN):

esr(config-12tpv3)# local address 21.0.0.1
esr(config-12tpv3)# remote address 183.0.0.10

YKakem Tun MHKancympyoLLero npoTokona n Homepa UDP-nopToB.:

esr(config-12tpv3)# protocol udp
esr(config-12tpv3)# local port 519
esr(config-12tpv3)# remote port 519

YKaxxeM naeHTUUKaTopbl CECCUN BHYTPY TYHHENS A5 NIOKa/IbHON 1 YAA/IEHHON CTOPOH:

esr(config-12tpv3)# local session-id 100
esr(config-12tpv3)# remote session-id 200
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YcTaHOBUM NpuHaanexHocTb L2TPv3-TyHHeNA K MOCTY, KOTOPbIN AO/MKEH ObITb CBA3aH C CETbIO YAa/IEHHOIo
odnca (HacTpoiika MocTa paccMaTpuBaeTcst B NyHkTe [puviep HacTpoliku bridge anst VLAN v L2TPv3-
TyHHens):

esr(config-12tpv3)# bridge-group 333
Bktounm paHee co3faHHbI TYHHENb U BbIA4EM:

esr(config-12tpv3)# enable
esr(config-12tpv3)# exit

Co3pafmm cab-mHTepdenc ans KoMMmyTauum Tpadivka, NOCTYNatLWEro U3 TYHHES, B JIOKa/IbHYH CETb C TETOM
VLAN id 333:

esr(config)# interface gi 1/0/2.333

YcTaHoBMM NPUHAANEXHOCTb cab-nHtepdieiica K MOCTY, KOTOPbIV AO/MKEH ObiTb CBSI3aH C JTIOKa/IbHOWN CETbI0
(HacTpoiika MocTa paccmaTpuBaeTtcs B NyHKTe HacTpoiika PPP uepes E1):

esr(config-subif)# bridge-group 333
esr(config-subif)# exit

Mocne npuMeHeHWst HacTpoeK Tpadink ByAeT NHKANCyNMpoBaTbCsl B TYHHE b U OTNPaBMATLCSA NapTHEPY,
He3aBUCUMO OT Hannuunsa L2TPv3-TyHHeNa n npaBuU/IbHOCTU HACTPOEK C ero CTOPOHbI.

HacTpoikn TyHHeNs B yaasieHHOM odorce A0/MKHbI ObITh 3epKasibHbIMU J10K&/TbHBIM. B KauecTse /1I0Ka/TbHOro
wsito3a gosmkeH ucnonb3osarbes IP-agpec 183.0.0.10. B kavyecTBe yaasieHHOro LW/to3a A0/HKeH
ucnonb3oBatbes IP-agpec 21.0.0.1. Homep nopta MHKancynupytowero NnpoTokona Ha /IoKaslbHO CTOPOHE 1
CTOpOHe napTHepa 519. aeHTudmkaTop ceccum BHYTPU TYHHEN AoMKeH 6biTb paBHbiM 200, Ha CTOpoHe
naptHepa 100. Takxe TyHHe b LO/DKEH NPpUHAAexarb MOCTY, KOTOPbIA HEO6X0ANMMO COeAUHUTL C CETbIO
napTHepa.

CocTtosiHune TYHHENA MOXXHO NOCMOTPETb KOM&H,D,OVIZ
esr# show tunnels status 12tpv3 333

CyeTunku BXOAALNX 1N OTNPaB/IEHHbLIX MakKeTOB MOXXHO NMOCMOTPETb KOM&HAOVII
esr# show tunnels counters 12tpv3 333

KoHdurypaumto TyHHeNns MoXHO NOCMOTPETbL KOMaHAOiA:

esr# show tunnels configuration 12tpv3 333

& Momumo cosgaHus TyHHens, Heo6xoaumo B firewall paspewnTs BXoaAwwmii Tpacguk no
npotokony UDP c noptom oTtnpaButensa 519 n noptom HasHauyeHus 519.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

IPsec — 310 HabOp NPOTOKONOB, KOTOPble 06ecneumBatoT 3almTy nepegasaemMbix ¢ NOMOLLbLO IP-npoTokona
[AaHHbIX. [laHHbI HAbop NPOTOKO/I0B MO3BOJISAET OCYLLECTBNATL NOATBEPXKAEHNE NOAIMHHOCTY
(ayTeHTUgMKALMIO), MPOBEPKY LIENOCTHOCTY U WiMdhpoBaHue |P-NakeToB, a Takke BK/OYAET B Ce6s MPOTOKO/bI
AN 3aWmnILEHHOro obMeHa Knryammn B ceTu VIHTepHer.

9.4.1 Anroputm HacTpoliku Route-based IPsec VPN

Lar

1

OonucaHue

Cospgarb VTI-TyHHENb 1 nepentn B
PEXMM €ro KOHPUTYpPUpPOBaHUS.

YkazaTtb fiokasnbHbIl IP-agpec VTI-
TYHHENS.

Ykazatb yaaneHHsiii IP-agpec VTI-
TYHHENS.

YctaHoBuUTb IP-agpec nokasnbHow
CTOPOHbI VTI-TyHHENA.

Bkntountb VTI-TyHHENb B 30HY
6e30MacHOCTU N HACTPOUTL Npasuna

B3aVIMO,CI,eVICTBI/IF| Mexay 3o0HaMu nnmn

oTkntounTs firewall ana VTI-TyHHens.

Bknwountb TYHHE/b.

Cospgartb IKE-npochunib 1 nepeiitn B
PEXUM ero KOHUIryprpoBaHmsl.

YkazaTb onvicaHme KoHhUryprupyemoro

IKE-npochuns (He o6s13aTe/bHO).

Onpegenntb anropntm
ayteHTudpmkauum ans IKE (He
0653aTe/bHO).

KomaHpa

esr(config)# tunnel vti <TUN>

esr(config-vti)#local address
<ADDR>

esr(config-vti)#remote address
<ADDR>

esr(config-vti)# ip address <ADDR/
LEN>

esr(config-vti)# security-
zone<NAME>

esr(config-vti)# ip firewall disable

esr(config-vti)#enable

esr(config)# security ike proposal
<NAME>

esr(config-ike-proposal)#
description<DESCRIPTION>

esr(config-ike-proposal)#
authentication algorithm
<ALGORITHM>

Knrouun

<TUN> = um4a TyHHens
yCTpoiicTBa.

<ADDR> - IP-agpec
JIOKaUTbHOTO LNK03a.

<ADDR> - IP-agpec
yAa1EHHOrO LW03a.

<ADDR/LEN> — IP-agpec u
npedmkc noacetu 3aaéTcs B
Bnae AAA.BBB.CCC.DDD/EE,
roe kaxxgas yacte AAA — DDD
npuHUMaeT 3HauveHus [0..255] n
EE npvHumaeT 3HaueHus
[1..32].

<NAME> - M5 30HbI
6e3onacHoCTH, 3a4aéTcs
CTpOKOIi A0 12 CUMBOOB.

<NAME> - nmsa npodouns
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.

<DESCRIPTION> — onucaHue
TYHHEnNs, 3a4aéTcs CTPOKOW f0
255 cnmBonos.

<ALGORITHM> — anroputm
ayTeHTMdmKauum, NnpuHMMaeT
3Ha4yeHus: md>5, shai,
sha2-256, sha2_384, sha2-512.

3Ha4yeHne No yMon4yaHuo:
shal.
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10

11

12

13

14

OonucaHue

Onpepenntb aniropuTM WMAPoBaHUA
ansi IKE (He 06s13aTesibHO).

Onpepgenntb HomMep rpynnbl Auddou-
XannvaHa (He o6s13aTefnbHo).

OnpeaennTb PeXnM ayTeHTUgUKaLmm
IKE (He 06s13aTe/bHO).

Cospgartb IKE-nonnTtuky 1 nepeiti B
PEeX1M €€ KOH(UIypupoBaHmsi.

3ajatb BPeMmsi XW3HW COeavHeHNs
npotokona IKE (He 06s3aTenbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa
esr(config-ike-proposal)#

encryption algorithm
<ALGORITHM>

esr(config-ike-proposal)# dh-
group <DH-GROUP>

esr(config-ike-proposal)#

authentication method <METHOD>

esr(config)# security ike policy
<NAME>

esr(config-ike-policy)# lifetime
seconds <SEC>

Knoun

<ALGORITHM> — npoTtokon
LWUMgPOBaHUS, MPUHUMAET
3HauveHust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

3HayeHue no ymosiyaHuio:
3des.

<DH-GROUP> — Homep rpynnbl

Anddm-XannmanHa, npuHumMaet
3HaveHus [1,2, 5,14, 15,16, 17,
18].

3HaueHve no ymonuaxuio: 1.

<METHOD> - meTtog,
ayTeHTMdmKauum Kova.
MoXeT NpuHUMaTh 3HaYEHUS:

+ pre - shared - key -
MEeTOgA, ayTeHTUhnKauum,
NCNOb3YHOLL Wi
npeaBapuTesnibHo
NoNy4YeHHbIE K/THuM
LIMdpoBaHUs;

+ public - key — meToz
ayTeHTMdmKaumu,
NCNOb3YHOLL Wi
cepTudmkar.

3Ha4YeHne No yMON4YaHuto: pre-
shared-key.

<NAME> - nmsa nonutuku IKE,
3apaétcsa cTpokoin o 31
cumBoOsa.

<SEC> - nepwuopg BpemeHu,
NMPUHUMAET 3HAYEHNS
[4 ..86400] cekyHa,

3HaueHve No yMouaHuio:
10800.
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15

16

17

18

19

20

21

22

OonucaHue

Mpusasatb IKE-npodune K IKE-
NosINTUKE.

YKasatb Koy ayTeHTudmKaLmm
(o6s13aTenbHO, ecn B Ka4ecTBe
pexunma ayTeHTudmKauumn BolopaH pre-
shared-key).

Cosgartb IKE-LW03 1 NepenTn B peXnm
€ro KOHUrypupoBaHusi.

Mpuesasatb IKE-nonmtuky K IKE-Wwno3sy.

Yka3zatb Bepcuto IKE (He o6s13aTensHO).

YCTaHOBUTb PEXUM NepeHanpasieHus
Tpadpmka B TyHHernb — route-based.

Ykazarth fgeiicteue anst DPD (He
0653aTe/LHO).

YkasaTb UHTEPBa/ MEX/Y OTNPaBKOi
c006LeHni mexaHnamom DPD (He
06513aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-ike-policy)# proposal
<NAME>

esr(config-ike-policy)# pre-
shared-key ascii-text<TEXT>

esr(config)# security ike gateway

<NAME>

esr(config-ike-gw)# ike-policy
<NAME>

esr(config-ike-gw)# version
<VERSION>

esr(config-ike-gw)# mode route-
based

esr(config-ike-gw)# dead-peer-
detection action <MODE>

esr(config-ike-gw)# dead-peer-
detection interval <SEC>

Knoun

<NAME> - umsa npoduns
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<TEXT> - cTpoka [1..64] ASCII-
CUMBOJI0B.

<NAME> - nms wnio3a
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<NAME> — nms nonuTukn
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<version> — Bepcus IKE-
npotokona: v1-only unu v2-only.

3HaueHve no ymonyaxuo: v1-
only.

<MODE> - pexum pa6otbl DPD:

+ restart — coegnHeHune
nepeycTaHaB/IMBaeTCs;

+ clear - coeanHeHue
ocTaHaBNMBaeTCs;

+ hold - coegnHeHmne
noaaepxvnBaeTcs;

* none — MexaHusM
BbIK/THOUEH, HUKaKNX
OencTBuii He
npeanpvHUMaeTcs.

3HauyeHne no ymosi4aHuio:
none.

<SEC> — nHTepBan mexay
OTMpaBKOW CO0BLEHW
mexaHn3mom DPD, npuHumaet
3HaueHus [1..180] cekyHa.

3Ha4veHne Mo yMoiHaHuio: 2.
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23

24

25

26

27

28

OonucaHue

YKa3aTb nepuo BpeMEHU A/1s 0TBETa
Ha coobLeHns mexaHnsma DPD (He
06513aTe/bHO).

OTKNIOUNTb BO3MOXHOCTb MHULMATOPY
COeAUHEHNS NU3MEHNUTL CBOK TOUKY
noZknyeHus kK cetu (route-based
IPsec nogaepxuBaeT yCTaHOBKY
COefUHEHUs TOMBKO CO CTATUYHOrO

agpeca).

Mpueasatb VTI-TyHHensb K IKE-wunio3y.

Co3partb B IPsec-npodune.

Onpepenntb aniropnTm
ayTeHTudukaumm ans IPsec (He
06513aTe/bHO).

OnpeaennTb anropuT™ WMpPoBaHUa
ans IPsec (He 06a3aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# mobike
disable

esr(config-ike-gw)# bind-interface
vti <VTI>

esr(config)# security ipsec
proposal <NAME>

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

Knoun

<SEC> — nepuop BpemeHu a5
oTBETa Ha coobLeHus
mexaHn3ma DPD, npnHnmaet
3HadeHus [1..180] cekyHa.

3HaueHue no ymonyaxuio: 30
CeKyHa.

<VTI> - naeHTndrKaLNOHHbII
Homep nHTepdieinca VTI.

<NAME> - nmsa npodpunsa
npotokona IPsec, 3agaértca
cTpokoii go 31 cumBona.

<ALGORITHM> — anroputm
ayTeHTMdmKauum, NnpuHMMaeT
3HaveHus: md>5, shal,
sha2-256, sha2_384, sha2-512.

3HayeHue Mno ymosiyaHuio:
shal.

<ALGORITHM> — npoTtokon
LIMdOPOBaHUS, MPUHUMAET
3Ha4yeHus: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256¢tr, camellia128,
camellia192, camellia256.

3Ha4yeHVe No yMo4aHuio:
3des.
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29 YKasaTb NPOTOKO/ UHKANCYNAUMA A5
IPsec (He 0653aTe/bLHO).

30 Co3sgaTtb IPsec-nonuTuky n nepeintu B
pexXum eé KOHPUrypupoBaHus.

31 Mpueasatk IPsec-npodunb K IPsec-
nonnTuke.
32 3apatb BpeMs Xu3Hu IPsec-TyHHens

(He 06s3aTENbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-ipsec-proposal)#
protocol <PROTOCOL>

esr(config)# security ipsec policy

<NAME>

esr(config-ipsec-policy)# proposal

<NAME>

esr(config-ipsec- policy)# lifetime

{ seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

33 Cospgatb IPsec VPN u nepelitn B pexxum  esr(config)# security ipsec vpn

KOHCMIyprpoBaHus.

<NAME>

Knoun

<PROTOCOL> -
VHKancympyroLwuii npoTokon,
MPYHUMAET 3HAYEHUS:

+ ah — gaHHbIli NpoToKON
OCYLLECTB/ISAET TOJILKO
ayTeHTMdMKaLmMIo
Tpadvka, wndposaHne
JaHHbIX He
BbIMNOJIHAETCS;

* €SP — AaHHbIi NPOTOKON
ocyLlecTB/isieT
ayTeHTUdMKaLMIO U
LWndppoBaHue Tpaduka.

3Ha4veHVe No yMo4aHuio: esp.

<NAME> — nma nonuTtukm
IPsec, 3agaétcsa cTpokoit Ao 31
cumBosna.

<NAME> - nmsa npodpunsa
npotokona IPsec, 3agaértcs
cTpokoi go 31 cumBona.

<SEC> — nepuog BpemeHu
XU3HU IPsec-TyHHens, no
NCTEeYEHNN MPONCXOANT
rnepecorsacosaHue.
MpuH1MaeT 3HavYeHuA
[1140..86400] cekyHa,

<PACKETS> - konuuectBo
nakeToB, Nocne nepegayu
KOTOPOro nponcxoaut
nepecornacosaHue IPsec-
TyHHens. MNpuHMMaeT 3HaveHns
[4..86400].

<KB> — o6bem Tpaduka, nocre
nepegayv KOToporo
npoucxoguTt
nepecornacosaHue IPsec-
TyHHens. MNpuHMMaeT 3HaveHns
[4..4608000] cekyHa.

3HayeHne No ymosi4aHuio:
28800 cekyHp,

<NAME> - nmsa VPN, 3agaétca
cTpokoii go 31 cumsona.
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34

35

36

37

38

39

40

OonucaHue

OnpeaenuTb PeXrm CoriacoBaHns
JlaHHbIX, HEOGXOAUMbIX A5 aKTUBALMN
VPN.

MpuBasaTk IPsec-nonuTnky K IPsec-
VPN.

3apatb 3HayeHne DSCP ans
ncnonb3osaHusa B |IP-3aronoske
ncxoasLmx naketos IKE-npotokona (He
06513aTe/bHO).

YcTaHoBUTL pexnm aktusauumn VPN.

Ocywecteutb npmeasky IKE-wnio3a kK
IPsec-VPN.

YCTaHOBUTb 3HaYEeHUe BPEMEHHOTO
VHTEepBaa B CEKYHAAX, MO UCTEYEHUIO
KOTOPOTro COEAVHEHME 3aKpbIBaEeTCS,
€C/N He 6b1/10 MPUHSTO UMK NepeaaHo
HW OfiHOTO MakeTa Yepe3 SA (He
06513aTe/bHO).

OTKNIOUNTL MEepecoriacoBaHme Ko4el
[0 paspbiBa IKE-coeanHeHus no
NCTEYEHMNIO BPEMEHW, KONNYECTBY
nepefiaHHbIX NakeToB Un 6ainT (He
0653aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-ipsec-vpn)# mode
<MODE>

esr(config-ipsec-vpn)# ike ipsec-
policy <NAME>

esr(config-ipsec-vpn)# ike dscp
<DSCP>

esr(config-ipsec-vpn)# ike
establish-tunnel <MODE>

esr(config-ipsec-vpn)# ike
gateway <NAME>

esr(config-ipsec-vpn)# ike idle-
time <TIME>

esr(config-ipsec-vpn)# ike rekey
disable

Knoun

<MODE> - pexum paboTbl
VPN.

<NAME> - nms IPsec-
NoSINTUKN, 3a0aETCH CTPOKa [0
31 cumBona.

DSCP> - 3HaueHune koga DSCP,
NPUHMMAET 3Ha4YeHUs B
JAvanasoHe [0..63].

3HayeHue no ymonyaHuio: 63.

<MODE> — pexum aktnsaymm
VPN:

+ by - request -
coefViHeHne
aKTmBmpyeTcs
BCTPEYHOIi CTOPOHOI;

* route — coeguHeHve
aKTMBMpyeTcs npu
nosBeHnn Tpaduka,
MapLUpyTU3NpyemMoro B
TYHHenb;

+ immediate — TyHHeNb
aKTMBmpyeTcs
aBTOMaTMyecku nocsne
npUMeHeHus
KOHcpurypaumu.

<NAME> - nwms IKE-unto03a,
3agaétcsa cTpokoi ao 31
cuMBONa.

<TIME> — nHTepBan B
cekyHpax, npuHumaet
3HaueHus [4..86400].
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41

42

43

44

OonucaHue

HacTtpouTb Hayasio nepecoriacoBaHns
kntoueii IKE-coeanHeHns oo ncteveHns
BPEMEHM XMN3HU (He 06513aTe/bHO).

YCTaHOBUTb YPOBEHb C/TyHYaiHOTO
pasbpoca 3Ha4yeHuii napaMeTpoB
margin seconds, margin packets,
margin kilobytes (He o6s3aTenbHo).

YkazaTb onvcanue ans IPsec-VPN (He
0653aTe/bLHO).

AktuBuposath IPsec VPN.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-ipsec-vpn)# ike rekey

margin { seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config-ipsec-vpn)# ike rekey
randomization <VALUE>

esr(config-ipsec-vpn)# description

<DESCRIPTION>

esr(config-ipsec-vpn)# enable

Knoun

<SEC> — nHTepBan BpemeH” B
CeKyHAax, ocTaBLUNACS A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAoi
lifetimeseconds, cm. 22.2.13).
MprHYMaeT 3HaYeHUs
[4..86400].

<PACKETS> - konuyectso
NakeToB, OCTaBLUMXCA A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimepackets). MpuHmaeT
3HauyeHus [4..86400]

<KB> — 06bem Tpadka B
KnnobawnTax, 0OCTaBLUMIACS A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimekilobytes). MpuHumaeT
3HauyeHus [4..86400]

3Ha4veHne No yMO/IHaHuio:

* lepecornacosaHne
KNto4eii 4o ncteveHus
BpemeHu — 3a 540
CeKyHa.

+ lMepecornacoBaHne
KNto4eli 4o ncteveHus
obbema Tpadmka n
KO/IM4ecTBa NakeToB —
OTK/IHOHEHO.

<VALUE> — makcumanbHblIii
MPOLEHT pasbpoca 3Ha4YeHwi,
NpUHUMaEeT 3HadeHuns [1..100].

3HaueHne no ymon4aHuio:
100%

<DESCRIPTION> — onucaHue
npodonns, 3a4aéTcsa CTPOKOIA
00 255 cMMBO/IOB.
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MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

9.4.2 Mpumep HacTpolikn Route-based IPsec VPN

ESR ESR
10.0.0.0/16 m 180.100.0.1 WAN 120.11.5.1& 192.0.2.0/24
LAN : oy : LAN
R1 ' R2
E IPsec Tunnel :

3apgava:
HacTtpoutb IPsec-TyHHenb mexay R1 1 R2.

* R1 IP-agpec — 120.11.5.1;
+ R2 IP-agpec — 180.100.0.1.

IKE:

« rpynna Auddn-Xannmaua: 2;
« anroputm wudgposaHus: AES 128 bit;
* anropuTtm ayteHtudgumkaumm: MDS.

IP sec:

« anroputm wndpposaHus: AES 128 bit;
* anropuTtm ayteHtudumkaumm: MDS.

PewieHue:

1. KoHdourypuposaHuve R1
HacTpoum BHELLHWIA ceTEBOI MHTepdeinc 1 onpeaenum NPUHaANEXHoOCTb K 30He 6e30NacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if-gi)# ip address 180.100.0.1/24
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# exit

Cospgaavm TyHHenb VTI. Tpadmk 6yaet nepeHanpasnatbca yepes VTI B IPsec-TyHHenb. B kavecTse
NOKasIbHOTO M yAa/IeHHOTO LWto3a yKkasbiBatoTcs IP-agpeca nHtepdelicos, rpaHmyaiymx ¢ WAN:

esr(config)# tunnel vti 1

esr(config-vti)# local address 180.100.0.1
esr(config-vti)# remote address 120.11.5.1
esr(config-vti)# enable

esr(config-vti)# exit
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[nsa HacTpoiikn npaBmn 30H 6e30nacHOCTX NOTpPebyeTcs co3gatb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-object-group-service)# port-range 500
esr(config-object-group-service)# exit

Co3gaamm cTaTuyecknin MapLupyT Ao yaaneHHoi LAN-cetu. Ans Kaxaoin NnoaceTun, KoTopasi HaxoauTcs
3a |IPsec-TyHHesiem, HY)XHO yka3atb maplpyT yepes VTI-TyHHenb:

esr(config)# ip route 192.0.2.0/24 tunnel vti 1

Cozganum npodunb npotokona IKE. B npodunie ykaxem rpynny Andpdpu-XannmaHa 2, anroputm
wudopoaHusa AES 128 bit, anroputm ayteHTudpmkauumn MDS. [JaHHble napameTpbl 6e30nacHOCTH
nucnosnb3yrTca ang 3awutsl IKE-coegnHeHns:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

Cosgaamm nonutuky npotokona IKE. B nonuTtuke ykasblBaeTcs cnmcok npodomneii npotokona IKE, no
KOTOPbIM MOTYT COI1acoBbIBATLCA Y3/1bl U K04 ayTEHTUIUKALMN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Cosgaaum w3 npotokona IKE. B gaHHOM npodhnne ykasbiBaetcs VTI-TyHHeNb, NonmMTrka, Bepcus
NPOTOKO/A M PEXMUM NepeHanpaBneHus Tpaguka B TyHHenb. Moaaepxka MOBIKE oTkntouaeTtcs ans
route-based IPsec B 06s3aTeNbHOM NopsAKe:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# mode route-based
esr(config-ike-gw)# mobike disable
esr(config-ike-gw)# bind-interface vti 1
esr(config-ike-gw)# version v2-only
esr(config-ike-gw)# exit

Cosgaavm npochunb napameTpos 6e3onacHocTn ans IPsec-TyHHens. B npodune ykaxem anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkauumn MDS. [JaHHble napameTpbl 6e30nacHOCTH
NCNONb3YTCA A5 3anTbl IPsec-TyHHens:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit
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Coszgagum nonuTuky anst IPsec-TyHHensl. B nonuTrke ykasbiBaeTcsi CNMcok npodhuneit IPsec-TyHHens, no
KOTOPbIM MOTYT COF/1TaCOBbIBATLCS Y3/bl:

esr(config)# security ipsec policy ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit

Cosganum IPsec VPN. B VPN yka3biBaetcs w03 IKE-npotokona, nonntuka IP sec-TyHHens, pexum
obmeHa K/o4YaMu 1 crnocob ycTaHoBIEHUA coefuHeHus. ocie BBoAa BCEX NapaMeTpoB BK/IOUMM
TYHHeslb KOMaHAol enable:

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy tipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

KoHdurypuposaHue R2
HacTpoum BHeLLHWIA ceTeBOI MHTepdeinc 1 onpeaenum NPUHaaNEeXHoCTb K 30He 6e30NacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 120.11.5.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit

Cosgaanm TyHHenb VTI. Tpaduk 6yaeT nepeHanpasnsatbcs yepes VTI B IPsec-TyHHeNb. B kauecTse
NOKa/IbHOTO 1 yAaneHHoro Lw/o3a ykasbiBatloTcs IP-agpeca nHtepdeiicos, rpaHnyaimx ¢ WAN:

esr(config)# tunnel vti 1

esr(config-vti)# remote address 180.100.0.1
esr(config-vti)# local address 120.11.5.1
esr(config-vti)# enable

esr(config-vti)# exit

[na HacTpolikn npaBmnn 30H 6e30nacHOCTU NoTpebyeTcst co3aarb NPoduab nopTa npotokona ISAKMP:
esr(config)# object-group service ISAKMP

esr(config-object-group-service)# port-range 500
esr(config-object-group-service)# exit

Co3gaavm ctaTuyecknini mappyT 4o yaaneHHol LAN-ceTu. NS kaxaon noaceTu, Kotopasi HaxoguTcs
3a IPsec-TyHHesieMm, HY)KHO yka3aTb mapupyT vyepes VTI-TyHHenb:

esr(config)# ip route 10.0.0.0/16 tunnel vti 1
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Cosgaavm npochusib npoTtokona IKE. B npodmne ykaxkem rpynny Andodomn-Xansimana 2, asiroputm
wudpposaHus AES 128 bit, anroputm ayteHTncukaumm MDS5. [laHHble napameTpbl 6€30NacHOCTH
ncnosnb3ytoTca ang 3awuntsl IKE-coegnHeHus:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

esr(config)#

Cosgaavm nonutuky npotokona IKE. B nonnTuke ykasbiBaeTca cnvcok npodpunei npotokona IKE, no
KOTOPbLIM MOTYT COI1aCoBbIBATLCA Y3/1bl U KNHOY ayTEHTU(IUKALNN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Cozgagum w3 npotokona IKE. B gaHHOM npodoune ykasbiaetcsa VTI-TyHHeNnb, NonmMTuka, Bepcus
NPOTOKO/a U PEXUM nepeHanpasneHus Tpaduka B TYHHe b:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# mode route-based
esr(config-ike-gw)# bind-interface vti 1
esr(config-ike-gw)# version v2-only
esr(config-ike-gw)# exit

Coszgaamm npodunab napaMmeTpoB 6e3onacHocT Ans IPsec-TyHHena. B npodiune ykakem anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkauumn MDS. [JaHHble napameTpbl 6e30nacHOCTH
NCNonb3yrTcs AN 3awmnTbl IPsec-TyHHens:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Co3pgaaym nonutuky ans IPsec-TyHHens. B nonuTrke ykasbiBaeTcsl CNMcok npoduneii IPsec-TyHHens, no
KOTOPbIM MOTYT COMMAaCoBbIBATLCS Y3/lbl.

esr(config)# security ipsec policy 1ipsec_poll

esr(config-ipsec-policy)# proposal 1ipsec_propl
esr(config-ipsec-policy)# exit
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esr(config)# security ipsec vpn ipsecl

esr(config-ipsec-vpn)# mode ke

esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy tipsec_poll

esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

COoCTOsIHVE TYHHE/SI MOXHO NOCMOTPETb KOMAH/10iA:

esr# show security +ipsec vpn status ipsecl

KoHdmrypauumto TyHHeNst MoXHO NOCMOTPETbL KOMaHAOIA:

esr# show security 1ipsec vpn configuration ipsecl

Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexum
obMmeHa K/1ryammn 1 cnocob yCcTaHOBEHNSA coeAnHeHusA. Iocne BBoAa BCEX NapamMeTpPoB BKHOYMM
TYHHeslb KOMaHAol enable:

& B firewall Heo6xogumo paspewntb npotokon ESP u ISAKMP (UDP-nopT 500).

9.4.3 Anroputm HacTtpoiiku Policy-based IPsec VPN

Lar

1

OonucaHue

Cosgartb IKE-3k3emMnnsp 1 nepentu B

PeXuM ero KOHUryprpoBaHusl.

YKasarb onvcaHue KoHUryprupyemoro

TYHHens (He 06a3aTe/bHO).

Onpefenutb anropuTm
ayTeHTudmkaumm ans IKE.

OnpeaennTb anropuTM LINPOBaHNS

ans IKE.

Onpegenutb HoMep rpynnbl Auddoun-

Xannvaxa.

KomaHpa

esr(config)# security ike proposal

<NAME>

esr(config-ike-proposal)#
description<DESCRIPTION>

esr(config-ike-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ike-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ike-proposal)# dh-
group <DH-GROUP>

Knrouun

<NAME> - nms npodmns
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<DESCRIPTION> - onucaHue
TYHHenNs, 3a4aéTcs CTPOKOI Ao
255 cumBonos.

<ALGORITHM> — anroputm
ayTeHTMdmKaLun, NpuHMMaeT
3HadeHus: md5, shal,
sha2-256, sha2_384, sha2-512.

<ALGORITHM> — npoTtokon
LWwnppoBaHms, NpPUHUMaeT
3Ha4yeHus: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256¢tr, camellia128,
camellia192, camellia256.

<DH-GROUP> - Homep rpynnbl

Anddmn-XannmaHa, npuHumaet
3HayeHus [1,2, 5,14, 15,16, 17,
18].
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6

10

11

12

13

OonucaHue

Onpenenutb pexmMm ayTeHTuukaumn.

Cozpgarb nonuTtuky ana npocouns IKE n
nepeiTn B pexum eé
KOHQUryprpoBaHus.

3aaarb BPeMs XW3HU CoeayHeHUs
npotokona IKE (He 06s3aTenbHO).

MpwvBsA3aTh NONUTUKY K NPOUIO.

YKazathb Koy ayTeHTUdmKaumu.

Cospgatb w3 ana IKE n nepeiitn B

PEXUM Ero KOH(UIYpPUPOBAHUSI.

Mpueasatb nonuTtuky IKE.

YkazaTb Bepcuto IKE (He 06s13aTenbHo).
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KomaHpa

esr(config-ike-proposal)#
authentication method <METHOD>

esr(config)# security ike policy
<NAME>

esr(config-ike-policy)# lifetime
seconds <SEC>

esr(config-ike-policy)# proposal
<NAME>

esr(config-ike-policy)#pre-shared-
key ascii-text<TEXT>

esr(config)# security ike gateway
<NAME>

esr(config-ike-gw)# ike-policy
<NAME>

esr(config-ike-gw)# version
<VERSION>

Knoun

<METHOD> - meToz
ayTeHTUdMKaLMm Kova.
MOXeT NPUHUMATL 3HaYEHWS:

+ pre - shared - key -
MeToA, ayTeHTuhukauuy,
NCMOSb3YIOLLNIA
npeaBapuTensHo
MOyYeHHbIE KUK
WwnppoBaHus;

+ public - key — meToz
ayTeHTudmkauun,
NCMOSb3YIOLLNIA
cepTmdmkar.

<NAME> - umsa nonmtuku IKE,
3agaétca cTpokoit o 31
cumBona.

<SEC> — nepuvopg BpemeHy,
NPUHUMAET 3HaueHus [4 ..
86400] cekyHa.

3HaueHne No ymonyaHuio:
10800.

<NAME> - nmsa npodpunsa
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<TEXT> - cTpoka [1..64] ASCII-
CUMBOJI0B.

<NAME> - nms wn3sa
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<NAME> - nms nonuTukn
npotokona IKE, 3agaétcsa
cTpokoii go 31 cumsona.

<version> — Bepcus IKE-
npotokona: vi-only unn v2-
only.
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14

15

16

17

18

19

OonucaHue

YCTaHOBUTb PEXMM NepeHanpasieHns
Tpadnka B TYHHENb.

Ykazartb feiicteue anst DPD (He
0653aTe/LHO).

YkasaTb UHTEPBa/T MEX/Y OTNPaBKoii
co06LLeHnit MexaHnamom DPD (He
0653aTe/bHO).

YKaszaTb nepuog BpemeHun 415 oteeta
Ha coo6LeHns mexaHusma DPD (He
06513aT€e/LHO).

OTKMOYNTb BO3MOXHOCTb MHULMATOPY
COEfVHEHNSI U3MEHUTb CBOK TOUKY
NoAKM0YEHNs K ceTn (He 06s3aTesbHO).

YkazaTb Bepcuto IKE (He 06s13aTenbHo).
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KomaHpa

esr(config-ike-gw)#mode<MODE>

esr(config-ike-gw)# dead-peer-
detection action <MODE>

esr(config-ike-gw)#dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# mobike
disable

esr(config-ike-gw)# version
<VERSION>

Knoun

<MODE> - pexum
nepeHanpasneHus Tpaguka B
TYHHE/b, MPUHUMAET 3HAYEHNS:

+ policy - based - Tpacuk
nepeHanpasnseTcs Ha
OCcHoBe
NPUHAANEXHOCTM K
yKa3aHHbIM B NO/IUTMKAX
noacertsam;

+ route - based - Tpadguk
nepeHanpasfnseTcs Ha
OCHOBE MapLUpyTOB,
LU/IO30M Y KOTOPbIX
ABNSAETCA TYHHENbHbI
NHTEpdIeic.

<MODE> - pexum pa6otbl DPD:

+ restart — coegnHeHune
nepeyctaHaB/MBaeTCs;

+ clear - coeanHeHue
ocTaHaBNMBaeTCs;

+ hold - coegnHeHmne
noaaepxvnBaeTcs;

* none — MexaHusMm
BbIK/THOUEH, HUKaKNX
OencTBuii He
npeanpyHUMaeTcs.

<SEC> — nHTepsan mexay
OTMPaBKOW COOBLLEHW
mexaHu3smom DPD, npuHumaet
3HaueHws [1..180] cekyHa,

<SEC> - nepvog BpemeHun ans
oTBETa Ha coobLeHus
mexaHu3ma DPD, npyHumaet
3HayeHus [1..180] cekyHa.

<version> — Bepcus IKE-
npotokona: vi-only nnu v2-
only.
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22

23

OonucaHue

YctaHoBuTh IP nogcet oTnpasuTessi.

YctaHoBuTh IP-agpec nokasnsHoro
wno3a IPsec-tyHHens.

YctaHoBuTh IP-agpec yaaneHHoro
wnto3a IPsec-TyHHens.

YctaHoBuTb IP-agpec nogcetn
nonyvarens, a Takxe |IP-npoTokon n
nopT.
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KomaHpa

esr(config-ike-gw)# local network
<ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port
<PORT>]]

esr(config-ike-gw)#local address
<ADDR>

esr(config-ike-gw)#remote
address <ADDR>

esr(config-ike-gw)# remote
network <ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port
<PORT>]]

Knoun

<ADDR/LEN> - IP-agpec un
Macka nofceTtu oTnpasuTens.
MapameTp 3apaétcA B Buge
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yactb AAA - DDD
npuHUMmaeT 3HadeHus [0..255] n
EE nprvHumaet 3HaueHun
[1..32];

<TYPE> - T1n npotokona,
NpUHMMAaET 3HaYEHNS: esp,
icmp, ah, eigrp, ospf, igmp, ipip,
tep, pim, udp, vrrp, rdp, 12tp, gre;

<ID> - naeHTUMKaLMOHHbI
Homep IP-npoTokona,
NPUHUMAET 3HaYeHns
[0x00-0xFF];

<PORT> - TCP/UDP-nopr,
NpUHMMAET 3HaYEeHNS
[1..65535].

<ADDR> - IP-agpec
JIOKa/1IbHOTO LLU/03a.

<ADDR> - IP-agpec
yAaNeHHOro LW/3a.

<ADDR/LEN> - IP-agpec un
Macka nofceTtu oTnpasuTens.
MapameTp 3a4aéTtca B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxxpgaa yactb AAA — DDD
npuHUMaeT 3HaveHus [0..255] n
EE npuHumaeT 3HaueHuns
[1..32];

<TYPE> — T1n npoTokona,
NMPUHUMAET 3HAYEHNS: esp,
icmp, ah, eigrp, ospf, igmp, ipip,
tcp, pim, udp, vrrp, rdp, 12tp, gre;

<ID> — naeHTMNKaLNOHHbI
Homep IP-npoTokona,
NPUHMMAET 3HaYEHNS
[0x00-0xFF];

<PORT> - TCP/UDP-nopr,

NPYHUMAET 3HaYeHNs
[1..65535].
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26

27

28

29

OonucaHue

Cosgartb B npocunb IPsec.

OnpepennTb anroputm
ayTeHTUdpmkaumm ans IPsec.

Onpefenntb anropnt™ WNgpoBaHns
ans IPsec.

YkasaTb NpoToKos (He 06513aTeNbHO).

Co3pgatb nonutuky ana npoduns IPsec
N NepeinTn B pexum eé
KOHOUrypmpoBaHus.

MpuBsi3aTb NOMMTUKY K MPOUL0.
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KomaHpa

esr(config)# security ipsec
proposal <NAME>

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ipsec-
proposal)#protocol <PROTOCOL>

esr(config)# security ipsec policy
<NAME>

esr(config-ipsec-policy)# proposal
<NAME>

Knoun

<NAME> - umsa npoduns
npotokona IPsec, 3agaértca
cTpokoit go 31 cumBona.

<ALGORITHM> — anroputm
ayTeHTuukaumm, npuHMMaeT
3HaveHus: md>5, shal,
sha2-256, sha2_384, sha2-512.

<ALGORITHM> — npoTtokon
LWIMdpPOBaHUS, MPUHUMAET
3Ha4yeHus: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256¢tr, camellia128,
camellia192, camellia256.

<PROTOCOL> -
VHKaNCyMpyoLLuii NPOTOKON,
NPUHUMAET 3HAYEHNS

+ ah - paHHbIli NpoToKonN
OCYLLLECTB/ISAET TO/IbKO
ayTeHTMdmKaLmio
Tpadvka, wndposaHne
[JaHHbIX He
BbIMNOJIHAETCS;

* esp — AaHHbI NPOTOKON
ocylecTsnseT
ayTeHTUdMKaLmIo U
LMdppoBaHue Tpaduka.

3HayeHne No yMonyaHuio: esp.

<NAME> — nms nonuTuKn
IPsec, 3agaétca cTpokoii Ao 31
cumBona.

<NAME> - nmsa npoduns
npotokona IPsec, 3agaétca
cTpokoii go 31 cumsona.
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30

31

32

33

34

OonucaHue

3agatb Bpems xun3Hu IPsec TyHHens

(He o6si3aTeNbHO).

Cospatb IPsec VPN u nepeiitu B pexum

KOHCMIyprpoBaHus.

OnpeaennTb PexumM CoriacoBaHums
[laHHbIX, HE0GX0AVMMbIX A5t aKTUBALIN

VPN.

MpuesasaTb IPsec nonntuky k VPN.

3apgarb 3Ha4veHne DSCP ansa
ncnonb3oBaHus B |IP-3aronoBske

ncxopgsawmx naketos IKE-npotokona (He

06513aTe/bHO).
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KomaHpa

esr(config-ipsec-policy)# lifetime

{ seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config)# security ipsecvpn
<NAME>

esr(config-ipsec-vpn)# mode
<MODE>

esr(config-ipsec-vpn)#ike ipsec-
policy <NAME>

esr(config-ipsec-vpn)#ike dscp
<DSCP>

Knoun

<SEC> — nepuof BpemeHu
XWU3HU IPsec-TyHHens, no
NCTEYEHUN KOTOPOro
npoucxoguT
nepecornacoBaHue.
MpUHMMaET 3HaYeHNSA
[1140..86400] cekyHa,

<PACKETS> — KonnyecTtBo
nakeToB, Nocne nepegayn
KOTOpPbIX MPONCXOAUT
nepecornacosaHue IPsec-
TyHHens. MpuHMMaeT 3HaYeHns
[4..86400].

<KB> — 06bem Tpadmka, nocrne
nepeaayn KoToporo
npoucxoaut
nepecornacosaHue IPsec-
TyHHens. MpuHMMaeT 3HaYeHns
[4..4608000] cekyHa,

<NAME> - nmsa VPN, 3agaétca
cTpokoii go 31 cumsona.

<MODE> - pexum paboTbl
VPN.

<NAME> - nms IPsec-
NOMUTWKK, 3a4aETCS CTPOKA A0
31 cumBona.

DSCP> - 3HaueHue koga DSCP,
NPUHUMAET 3HAYEHUS B
avanasone [0..63].
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35

36

37

38

OonucaHue

YctaHoBUTb pexunm aktusaunmn VPN.

Ocywecteutb npueaska IKE-Lw03a K
VPN.

YCTaHOBUTb 3HAYEeHUe BPEeMEHHOTO
VHTepBaa B CEKYHAAX, MO UCTEYEHUIO
KOTOPOro COeAVHEHME 3aKpbIBaEeTCS,
€C/N He 6b1/10 MPUHSTO UMK NepeaaHo
HW OfiHOTO MakeTa Yepes SA (He
06513aTe/bHO).

OTKII0UNTE NepecoracoBaHve Kyei
[0 paspbiBa IKE-coeanHeHus no
NCTEYEHUIO BPEMEHM, KONTMYECTBY
nepefaHHbIX NakeToB UK GaiT (He
06513aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-ipsec-vpn)#ike
establish-tunnel <MODE>

esr(config-ipsec-vpn)# ike
gateway <NAME>

esr(config-ipsec-vpn)# ike idle-
time <TIME>

esr(config-ipsec-vpn)#ike rekey
disable

Knoun

<MODE> - pexum akTusaLmm
VPN:

+ by - request -
coeguHeHne
aKTmBmpyeTcs
BCTPEYHOIi CTOPOHOIA;

*+ route — coeguHeHne
aKTuBupyeTcs npu
nosiBeHnn Tpaduka,
MapLUpPyTU3MPYyEMOrO B
TYHHenb;

+ immediate — TyHHeNb
aKTMBMpyeTcs
aBTOMaTMyeckun nocne
NPUMEHeHNs
KOHcpurypaumu.

<NAME> - nms IKE-Linto3a,
3agaétca cTpokoi ao 31
cumBona.

<TIME> - nHTepBan B
cekyHpax, npuHumaet
3HaveHus [4..86400].
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

War OnucaHue KomaHpa Knoun
39 HactpouTtb Hauano nepecornacosaHusi  esr(config-ipsec-vpn)# lke rekey <SEC> — nHTepBas BpEMEHM B
kntouei IKE-coegmHeHns Ao ucteueHnss  margin { seconds <SEC> | CeKyHAax, ocTaBLUNACS A0
BPEMEHM XMN3HU (He 06513aTe/bHO). packets <PACKETS> | kilobytes 3aKpbITUA COeMHEHNS
<KB>} (3apaeTcst komaHAoi

lifetimeseconds) . NpuH1MaeTt
3HaueHus [4..86400].

<PACKETS> — konuuectBo
MakeToB, OCTaBLUMXCA A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAo
lifetimepackets). NpuHUMaeTt
3HaueHus [4..86400].

<KB> - 06bem Tpaduka B
KnnobawnTax, 0OCTaBLUMIACS A0
3aKpbITUSA COeAMHEHNSA
(3apaeTcst komaHAo
lifetimekilobytes). MpuHumaeT
3HaueHus [4..86400]

40 YCTaHOBUTb YPOBEHb Cy4aliHOro esr(config-ipsec-vpn)# ike rekey <VALUE> — makcumasbHbliii
pasbpoca 3HauyeHuii napameTpoB randomization <VALUE> MPOLIEHT pa3bpoca 3HaYeHWiA,
marginseconds, marginpackets, npuUHUMaeT 3HadeHus [1..100].

marginkilobytes (He o6s3aTensLHO).

41 Onucatb VPN (He 06s13aTe/bHO). esr(config-ipsec-vpn)# description <DESCRIPTION> - onucaHve
<DESCRIPTION> npodonns, 3a4aéTcs CTPOKOIA
00 255 cMMBO/IOB.

42 AkTnBupoBarth IPsec VPN. esr(config-ipsec-vpn)# enable

9.4.4 Mpumep HacTpoliku Policy-based IPsec VPN

3apgaua:
ESR ESR
T == __J ;
R1 | R2
IPsec Tunnel :

HacTtpouTtb IPsec-TyHHenb mexay R1 n R2.
R1 IP-appec — 198.51.100.1,
R2 IP-appec — 203.0.113.1;
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

IKE:
* rpynna Andpdomn-Xannmaxa: 2;
+ anropuTm wudpposaHus: AES 128 bit;
* anroputm ayteHtTudomkaumm: MDS.

IPsec:

+ anropuTm wudposaHus: AES 128 bit;
* anroputm ayteHtudomkaumm: MDS5.

PelweHune:

1. KoHdurypuposaHue R1
HacTpoum BHeLUHWIA ceTeBOW MHTepdeinc 1 onpeaenum NpUHaanNexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# ip address 198.51.100.1/24
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# exit

[Nsi HACTPOIKK NpaBKn 30H 6e30MacHOCTU NOTPeGyeTcs co3daTth NPodub nopTa npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-object-group-service)# port-range 500
esr(config-object-group-service)# exit

Cosgaavm npochusib npoTokona IKE. B npodmne ykaxkem rpynny Audodomn-Xansimana 2, asiroputm
wudpposaHus AES 128 bit, anroputm ayteHTncukaumm MDS5. [laHHble napameTpbl 6€30nMacHOCTH
ncnonb3ytoTca ang 3awuntsl IKE-coegnHeHus:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

Cosgaavm nonutuky npotokona IKE. B nonnTuke ykasbiBaeTcsa cnvcok npodunei npotokona IKE, no
KOTOPbLIM MOTYT COI/1aCOBbIBATLCA Y3/1bl U KNHOY ayTEHTUIUKALNN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

Coszgagum w3 npotokona IKE. B gaHHOM npodhune ykasbiBaetcsa VTI-TyHHeNb, NoNmMTrKa, Bepcus
NPOTOKO/IAa U PEXMUM NepeHarnpaBneHuns Tpaguka B TyYHHe b:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# local address 198.51.100.1
esr(config-ike-gw)# local network 10.0.0.0/16
esr(config-ike-gw)# remote address 203.0.113.1
esr(config-ike-gw)# remote network 192.0.2.0/24
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# exit

Cos3gaavm npodomnb napameTpos 6e3onacHocTy ans IPsec-TyHHens. B npodiune ykaxem anroputm
wundpposaHus AES 128 bit, anroputm ayteHTncukaumm MDS. [laHHble napameTpbl 6€30nacHOCTH
NCNONb3YITCA 418 3aunThl IPsec-TyHHens:

esr(config)# security ipsec proposal +ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Cosgaamm nonutuky ans IPsec-tyHHens. B nonutuke ykasblBaeTcsa CNMCcokK npoduneii IPsec-TyHHens, no
KOTOPbIM MOTYT COINacoBbIBaTbCA Y3/bl.

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)# proposal 1ipsec_propl
esr(config-ipsec-policy)# exit

Cospgagum IPsec VPN. B VPN yka3sbiBaeTcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexnm
obMmeHa K/yammn 1 cnocob ycTaHOBEHNS coeanHeHus. Mocne BBoAa BCeX NapameTpoB BKIHOUMM
TYHHENb KOMaHAo enable.

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

2. KoHthurypmpoBaHue R2
HacTpoum BHeLLHWIA ceTeBOW MHTepdeinc n onpeaenum NpUHaaNexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 203.0.113.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

[nsa HacTpoiikn npaBmn 30H 6e30nacHOCTX NOTpPebyeTcs co3natb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-addr-set)# port-range 500
esr(config-addr-set)# exit

Cosgaavm npochunb npotokona IKE. B npodhune ykaxem rpynny Audddpu-XannmaHa 2, anroputm
wundpposaHus AES 128 bit, anroputm ayteHTndukaumm MDS. [laHHble napameTpbl 6€30nacHOCTH
ncnonb3yroTca an1a 3awunTtel IKE-coegmHeHns:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

esr(config)#

Cosgaaum nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunei npotokona IKE, no
KOTOPbIM MOTYT COIMacoBbIBATLCA Y3/1bl Y K/HOY ayTEHTUNKALMN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Cospgagum wnto3 npotokona IKE. B gaHHOM npodoune ykasbiBaetcs VTI-TyHHesb, NONMTHKa, Bepcus
NPOTOKO/1a U PeXnm nepeHanpasneHns Tpagurka B TYHHeSb:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# remote address 198.51.100.1
esr(config-ike-gw)# remote network 10.0.0.0/16
esr(config-ike-gw)# local address 203.0.113.1
esr(config-ike-gw)# local network 192.0.2.0/24
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# exit

Cosgaavm npodunb napameTpos 6e3onacHocTy ans IPsec-TyHHens. B npodune ykaxem anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkauum MDS. [JaHHble napameTpbl 6e30nacHOCTH
ncnonb3yrTca Ana 3awutsl IPsec-TyHHens:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Co3pgagym nonutuky ans IPsec-TyHHens. B nonuTrke ykasbiBaeTCsl CNMcok npoduneli IPsec-TyHHens, no
KOTOPbIM MOTYT COFMTaCoBbIBATLCS Y3/lbl.

esr(config)# security ipsec policy 1ipsec_poll

esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexum
obMmeHa K/1ryammn 1 cnocob yCcTaHOBEHNSA coeAnHeHusA. Iocne BBoAa BCEX NapamMeTpPoB BKHOYMM

TYHHeslb KOMaHAol enable.

esr(config)# security ipsec vpn ipsecl

esr(config-ipsec-vpn)#
esr(config-ipsec-vpn)#
esr(config-ipsec-vpn)#
esr(config-ipsec-vpn)#
esr(config-ipsec-vpn)#
esr(config-ipsec-vpn)#
esr(config)# exit

mode ke

ike establish-tunnel route
ike gateway ike_gwl

ike ipsec-policy -ipsec_poll
enable

exit

COoCTOsIHVE TYHHE/SI MOXHO NOCMOTPETb KOMAH/10iA:

esr# show security +ipsec vpn status ipsecl

KoHdmrypauumto TyHHeNst MoXHO NOCMOTPETbL KOMaHAOIA:

esr# show security 1ipsec vpn configuration ipsecl

& B firewall Heo6xogumo paspewntb npotokon ESP u ISAKMP (UDP-nopT 500).

9.4.5 Anroputm HacTpoliku Remote Access IPsec VPN

Remote Access IPsec VPN - cueHapwii opraHmsauum BpemeHHbIX VPN-noakntoueHnii, B KOTopom cepiep IPsec
VPN HaxoauTcs B peXxvmMme 0XnaaHus BXOAALLMX NOAKIYEHWUIA, a KITMEHTbI OCYLLLECTBAAIOT BPEMEHHbIE

MOAK/HUEHNS K CEpBEPY A/1s NOSTyYEeHUs 10CTyNa K CETEBLIM pecypcam.

JononHuTtenbHoi ocob6eHHOCTb0 RA IPsec VPN siBnsieTcs BO3MOXHOCTb MCNO/Ib30BaHMs BTOPOro dpakropa
ayTeHTudmkauum IPsec — Extended Authentication (XAUTH), BTopbiM chakTopoM ayTeHTUhUKaLMmn SBNSIETCS
napa /noruH-naposs a8 kanenTa IPsec VPN.

Lar

1

OonucaHue

Cosgartb IKE-3k3emMnnsp 1 nepentu B
PEeXMM ero KOHPUIryprpoBaHus.

YKasarb onvcaHue KOHUryprupyemoro

TYHHeNs (He 06a3aTe/bHO).

OnpeaennTb anropuTM

ayteHTucpmkauum ans IKE (He

06513aTe/bHO).

KomaHpa

<NAME>

esr(config-ike-proposal)#
authentication algorithm

<ALGORITHM>

esr(config)# security ike proposal

esr(config-ike-proposal)#
description <DESCRIPTION>

Knrouun

<NAME> - nms npodmns
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<DESCRIPTION> — onucaHue
TYHHenNs, 3a4aéTcs CTPOKOI Ao
255 cumBonos.

<ALGORITHM> — anroputm
ayTeHTMdmKaUun, NpuHMMaeT
3HadeHus: md5, shai,
sha2-256, sha2_384, sha2-512.
3HayeHne No ymosi4aHuio:
shal.
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10

11

12

OonucaHue

YctaHoBuUTb IP-agpec nokasnbHow
CTOPOHbI VTI-TyHHENs (He
06513aTe/bHO).

Onpepnenutb HoMep rpynnbl Auddu-
XannmaHa (He 06s3aTesnbHO).

Co3patb nonutuky ana npodouns IKE n

nepeiTn B pexunm eé
KOHhMIrypmpoBaHusi.

Onpenenutb pexmMm ayTeHTuukaumnm.

3apatb pexuM knveHTa (Tonbko ans
K/IMEHTA).

3aaatb BPems XW3H1 CoeayHeHus
npotokona IKE (He o6s3aTensHo).

MpwvBsA3aTh NOAUTUKY K NPOUIO.

YkazaTb Koy ayTeHTUmKaLuu.

Co3zgatb Npochunb gocTyna.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-vti)# ip address <ADDR/
LEN>

esr(config-ike-proposal)# dh-
group <DH-GROUP>

esr(config)# security ike policy
<NAME>

esr(config-ike- policy)#
authentication method <METHOD>

esr(config-ike- policy)#
authentication mode client

esr(config-ike- policy)# lifetime
seconds <SEC>

esr(config-ike-policy)# proposal
<NAME>

esr(config-ike-policy)#pre-shared-
key ascii-text <TEXT>

esr(config)# access profile
<NAME>

Knoun

<ADDR/LEN> - IP-agpec un
npedimkc noacetTn 3agaéTcs B
Buae AAA.BBB.CCC.DDD/EE,
roe kaxxgasi yacte AAA — DDD
npuHUMaeT 3HadeHuns [0..255] n
EE nprvHumaet 3HayeHun
[1..31].

<DH-GROUP> — Homep rpynnbl

Onddom-XannmaHa, npuHumaeT
3HaueHus [1,2, 5,14, 15,16, 17,
18].

3Ha4veHune Mo ymonyaHuio: 1.

<NAME> - umsa nonmtuku IKE,
3afaétca cTpokoi ao 31
cuMBONA.

<METHOD> - meToz
ayTeHTUdVKaLMK K/Tova.
MOoXeT NPUHUMATL 3HaYeHUs:

+ xauth - psk - key -
METOA, ABYX(DAKTOPHOIA
ayTeHTudmKauun,
NCMNONb3yLWNIA napy
JIOTVH-Naposb U
npeasaputesnibHo
MOyYeHHbIe KUK
LWMdopoBaHUSA.

<SEC> — nepuof BpemeHu,
NPUHUMAET 3Ha4eHus [4 ..
86400] cekyHa.

3Ha4yeHVe No yMo4aHuio:
3600.

<NAME> - nms npodmns
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.

<TEXT> - cTpoka [1..64] ASCII
CMMBOJIOB.

<NAME> - umsa npoduns
[0CTyna, 3a4aéTcsi CTPOKO Ao
31 cumBona.
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13

14

15

16

17

18

19

20

OonucaHue

Co3paTb nmA nonb3oBaTens.

3agatb naposb Nosb3oBaTensi.

Cosgatb Nyn afpecoB HazHauyeHus
(Tonbko ans cepsepa).

3agaTb NoACEeTh, U3 KOTOPOIA ByayT
BblaaBatbesl IP knmeHTam (Tonbko Ans
cepBepa).

Cospgatb wimo3 ansa IKE n nepeiitn B
PEXMM €ero KOHPUIryprpoBaHus.

MpuBasatb nonuTtuky IKE.

YCTaHOBUTb PEXUM NepeHanpasieHus
Tpadmka B TYHHENb.

YkazaTb geiicteue ans DPD (He
06513aT€e/LHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-access-profile)# user
<LOGIN>

esr(config-profile)# password
ascii-text <TEXT>

esr(config)# address-assignment
pool <NAME>

esr(config-pool)# ip prefix <ADDR/
LEN>

esr(config)# security ike gateway
<NAME>

esr(config-ike-gw)# ike-policy
<NAME>

esr(config-ike-gw)# mode <MODE>

esr(config-ike-gw)# dead-peer-
detection action <MODE>

Knoun

<LOGIN> — f10rvH KnneHTa,
3agaétca cTpokoi ao 31
cumMmBoONa.

<TEXT> - cTpoka [8..32] ASCII
CUMBOJI0B.

<NAME> - nmsa nyna agpecos
HasHa4yeHus, 3a4aETCS CTPOKOIA
0o 31 cumona.

<ADDR/LEN> — agpec noacetu
1 npecdmkc.

<NAME> - nms wnio3a
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<NAME> - nms nonuTukn
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<MODE> - pexum
nepeHanpasneHus Tpaguka B
TYHHESb, MPUHUMAET 3HAYEHUS:

+ policy - based - Tpadmk
nepeHanpaenseTcs Ha
OCHoBe
MPUHAANIEXHOCTU K
yKa3aHHbIM B NOMUTUKAX
noaceTsaMm.

<MODE> - pexum pabotbl DPD:

* restart — coegnHeHue
nepeycraHaB/NBaeTCS;

+ clear - coegnHeHune
ocTaHaBNMBaeTCs;

+ hold - coegnHeHune
noaAepXxunBaercs;

* none — MexaHusMm
BbIK/THOUEH, HUKAKNX
OelcTBuiA He
npeanpvHUMaeTcs.

3HayeHue no ymosiyaHuio:
none.
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21

22

23

24

25

OonucaHue

YKasaTb UHTEPBa/ MEX/Y OTNPaBKOi
c0o006LLIeHN mexaHnamom DPD (He
06513aTe/bHO).

YkasaTb nNepuog, BpeMeHW /15t OTBETA
Ha coobLeHns mexaHnsma DPD (He
0653aTe/bHO).

YkazaTb Bepcuto IKE (He 06s13aTenbHo).

YctaHoBuTh IP noacetu otnpasutens
(Tonbko ansi cepeepa).

YctaHoBuTh IP-agpec nokasnsHoro
wnto3a IPsec-TyHHens.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-ike-gw)#dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# version
<VERSION>

esr(config-ike-gw)# local network

<ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port

<PORT>]]

esr(config-ike-gw)#local address

<ADDR>

Knoun

<SEC> — uHTepBan mexay
OTNpaBKoi COObLLEHNI
mMexaHnsmom DPD, npuHumaet
3HadeHus [1..180] cekyHa.

3HayeHune no ymosnyaHuio: 2.

<SEC> - nepuog BpemeHun ans
OoTBETa Ha coobLeHus
mMexaHu3ma DPD, npyHumaet
3HaueHws [1..180] cekyHa,

3HauyeHue no ymonyaxutio: 30.

<VERSION> - Bepcus IKE-
npotokona: vi-only nnn v2-
only.

3Ha4veHne No yMoyaHuio: v1-
only

<ADDR/LEN> - IP-agpec un
Macka nofgceTun oTnpaBnTens.
MapameTp 3agaétcA B BuAe
AAA.BBB.CCC.DDD/EE, roe
Kaxgasa yacte AAA - DDD
npuHUMaeT 3HadeHuns [0..255] n
EE nprvHumaet 3HayeHuA
[1..32];

<TYPE> - T1n npotokona,
NPUHUMAET 3HAYeHUs: esp,
icmp, ah, eigrp, ospf, igmp, ipip,
tcp, pim, udp, vrrp, rdp, 12tp, gre;

<ID> - ngeHTUKaLMOHHbII
Homep IP-npoTokona,
NPUHUMAET 3HaYeHns
[0x00-0xFF];

<PORT> - TCP/UDP nopr,

NPYHUMAET 3HaYeHNS
[1..65535].

<ADDR> - IP-agpec
JIOKa/1IbHOTO LLU/03a.
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26

27

28

29

30

31

32

33

OonucaHue

YctaHosuTh IP-agpec yaaneHHoro
wnto3a IPsec-TyHHens.

3agaTb nyn AMHaMM4yeckoro
BblaeneHus IP-agpecos
knueHTam (TonbKo AN cepBepa).

3asaTb pexuM AMHAMUYECKOro
YCTaHOB/IEHUS Yia/IEHHOV NOACETM
(TonbKo AN KNMEHTA).

3apartb npodhunb goctyna ansa XAUTH-
napameTpoB (TOMbKO /18 cepBepa).

3agatb npodub JOCTyNa v NIOTUH 1S
XAUTH-napameTpoB (TonbKo A/1si
KNMeHTA).

3agaTb UHTEpdheiic TepMrUHaLn
BblaeneHHoro IP gns noctpoeHus IPsec
VPN (TonbKo Ans KNneHTa).

Cosgartb npodmns IPsec.

OnpepennTb anropuTm
ayTeHTudmkaumm ans IPsec (He
06513aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-ike-gw)#remote
address [any | <ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port
<PORT>]]

esr(config-ike-gw)# remote
network dynamic pool <NAME>

esr(config-ike-gw)# remote
network dynamic client

esr(config-ike-gw)# xauth access-
profile <NAME>

esr(config-ike-gw)# xauth access-
profile <NAME> client <LOGIN>

esr(config-ike-gw)# assign-
interface loopback <INDEX>

esr(config)# security ipsec
proposal <NAME>

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

Knoun

Any — yCTaHOBUTb B KauyecTBe
yAa/IeEHHOro agpeca — nbomn
aZipec KneHTa, B
KOHcpurypaumm cepeepa;

<ADDR/LEN> — IP-agpec u
macka nogceTu cepsepa, B
KOHoUrypaumm KnveHTa.

<NAME> - ums nyna agpecoB
HasHa4yeHus, 3a4aETCS1 CTPOKOIA
0o 31 cumona.

<NAME> - nmsa npoduns
[0cTyna, 3a4aéTcA CTPOKOW A0
31 cumBona.

<NAME> - nmsa npoduns
[0cTyna, 3a4aéTcA CTPOKOW A0
31nmBona;

<LOGIN> — f10ruH KNneHTa,
3agaétca cTpokoi ao 31
cumMmBoOna.

<INDEX> — nHgekc
NHTEepdeica, NnpuHMMaeT
3HayeHus [1..65535].

<NAME> - nms npodpuns
npotokona IPsec, 3agaértca
cTpokoit go 31 cumBona.

<ALGORITHM> — anroputm
ayTeHTMdmKauum, NpuHMMaeT
3HaveHus: md>5, shal,
sha2-256, sha2.384, sha2-512.

3HaueHue No yMoMyaHuio:
shal.
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35

36

37

OonucaHue

Onpefenntb anropnt™ WNgpoBaHns
ans IPsec (He 06a3aTe/bHO).

YkazaTtb NpoTokos (He 06si3aTesnibHO).

config-ipsec-proposal
KOHGMryprpoBaHus

MpUBSHKEM NONUTUKY K NPOCHUII0

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ipsec-
proposal)#protocol <PROTOCOL>

esr(config)# security ipsec policy
<NAME>

esr(config-ipsec-policy)# proposal
<NAME>

Knoun

<ALGORITHM> — npoTtokon
LWUMgPOBaHUS, MPUHUMAET
3HauveHust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

3HayeHue no ymosiyaHuio:
3des.

<PROTOCOL> -
VHKancyimpyoLwuii NpoToKon,
MPVHUMAET 3HAYEHUS:

+ ah — gaHHbIli NpoToKON
OCYLLLECTB/ISIET TO/IbKO
ayTeHTMdMKaLMIO
Tpadgmka, WndpoBaHne
OaHHbIX He
BbINOJTHAETCS;

* eSp — AaHHbIi NPOTOKON
ocyliecTsnseT
ayTeHTUdMKaLMIO U
LndgopoBaHme Tpacdumka.

3HayeHue No ymos4aHuio: esp.

<NAME> — nma nonuTukm
IPsec, 3agaéTtcs cTpokoin ao 31
cuMBONa.

<NAME> - nmsa npodpunsa
npotokona IPsec, 3agaértcs
cTpokoit go 31 cumBona.
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

War OnucaHue KomaHpa Knoun
38 3afartb BpeMs Xu3Hu IPsec-TyHHens esr(config-ipsec-policy)# lifetime  <SEC> — nepuop BpemeHu
(He o6si3aTeNbHO). { seconds <SEC> | XWU3HW IPsec-TyHHens, no
packets <PACKETS> | kilobytes NCTEYEHUN KOTOPOro
<KB> } npoucxoguT
nepecornacoBaHue.

MpUHMMaET 3HauYeHus
[1140..86400] cekyHa,

3Ha4veHune no ymonyaHuio: 540.

<PACKETS> — KonnyecTtBo
nakeToB, Noc/e nepegayn
KOTOpPbIX NPONCXOAUT
nepecornacosaHue IPsec-
TYHHenNs.

MpuHMMaeT 3HavYeHunA
[4..86400].

3Ha4yeHVe No yMo4aHuio:
OTK/THO4EHO.

<KB> — o6bem Tpaduka, nocrne
nepegayn KoToporo
npoucxoouTt
nepecornacosaHue IPsec-
TyHHens. MNpuHMMaeT 3HaYeHns
[4..4608000] cekyHa.

3Ha4veHVe No yMOo/14aHuio:

OTKJ/THOYEHO.
39 Cospgatb IPsec VPN u nepelitn B pexxum  esr(config)# security ipsec vpn <NAME> - umsa VPN, 3apaétcsa
KOHOUrypmpoBaHus. <NAME> cTpokoii go 31 cumBona.
40 Onpefenntb peXxum cornacoBaHns esr(config-ipsec-vpn)# mode <MODE> - pexum pabotbl VPN,
[AaHHbIX, HeobxoanMbIX ansa aktneaumn  <MODE> NPUHUMAET 3HaveHus: ike,
VPN. manual.
41 Mpueasatk IPsec nonntuky kK VPN. esr(config-ipsec-vpn)#ike ipsec- <NAME> - nwms IPsec-
policy <NAME> NOMUTUKK, 3a4aETCS CTPOKA A0
31 cumBona.
42 3agaTb 3HadYeHne DSCP ans esr(config-ipsec-vpn)#ike dscp DSCP> - 3HaueHue koga DSCP,
ncnonb3oBaHusa B |IP-3aronoske <DSCP> NPUHUMAaET 3HaYeHUs B
ncxopgsawmx naketos IKE-npotokona (He Amnanasone [0..63].

06513aTe/bHO).
3HaueHWe No ymonyaHuio: 63.
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45

46

OonucaHue

YcTaHaBNMBAETCA PEXUM aKTUBaLum
VPN.

OcyuwecTtBuTtb npussaska IKE-wo3a Kk
VPN.

YCTaHOBUTb 3HAUEHNE BPEMEHHOIO
VHTEpBa/1a B CEKYHAAX, MO UCTEYEHMIO
KOTOPOro CoeAHEeHNEe 3aKpbiBaeTCs,
€C/I He Bb1/10 NPUHSITO UM NepefaHo
HW OflHOTO NakeTa 4Yepes SA (He
06513aTe/bHO).

OTKNOUMTb NepecoraacoBaHne Kyei
00 paspbiBa IKE-coegnHeHnsa no
NCTEYEHWI0 BPEMEHW, KONTMYECTBY
nepeAaHHbIX NakeToB Un 6aiT (He
06513aT€e/LHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-ipsec-vpn)#ike
establish-tunnel <MODE>

esr(config-ipsec-vpn)# ike
gateway <NAME>

esr(config-ipsec-vpn)# ike idle-
time <TIME>

esr(config-ipsec-vpn)#ike rekey
disable

Knoun

<MODE> - pexum akTusaLmm
VPN:

+ by - request -
coefViHeHne
aKTmBmpyeTcs
BCTPEUYHOIi CTOPOHOWA,
[OCTYNHO AN151 cepBepa;

* route — coegnHeHue
aKTMBMpyeTcs npu
nosiBNeHnn Tpaguka,
MapLUpyTU3VpyemMoro B
TYHHe b, AOCTYNHO A5
cepsepa;

+ immediate — TyHHENb
aKTmBumpyeTcs
aBToMaTMyeckv nocne
npUMeHeHus
KOHMrypauun,
[OCTYMNHO A1 K/IMEeHTa.

<NAME> - nms IKE-wmto3a,
3agaétca cTpokoit o 31
cumBona.

<TIME> — uHTepBan B
cekyHpax, MpuHumMmaeT
3HaueHus [4..86400].

3HaueHue no ymonyaxuio: 0.

3Ha4veHne No yMOHaHuio:
BK/1IO4EHO.
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OonucaHue

HacTtpouTb Hayasio nepecoriacoBaHns
kntoueii IKE-coeanHeHns oo ncteveHns
BPEMEHM XMN3HU (He 06513aTe/bHO).

YCTaHOBUTb YPOBEHb C/TyHYaiHOrO
pasbpoca 3Ha4yeHwuii napaMeTpoB
marginseconds, marginpackets,
marginkilobytes (He 06s13aTeNbHO).

Onucatb VPN (He 06s13aTe/bHO).

AktnsupoBaTtb IPsec VPN.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-ipsec-vpn)# ike rekey
margin { seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config-ipsec-vpn)# ike rekey
randomization <VALUE>

esr(config-ipsec-vpn)# description

<DESCRIPTION>

esr(config-ipsec-vpn)# enable

Knoun

<SEC> — nHTepBan BpemeH” B
CeKyHAax, ocTaBLUNACS A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAoi
lifetimeseconds) . NpuH1MaeTt
3HaueHus [4..86400].
3HaueHue no ymonyaHuio: 540

<PACKETS> - konuyectso
NakeToB, OCTaBLUMXCA A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimepackets). MpuHmaeT
3HaueHus [4..86400].
3Ha4veHne No yMO/IHaHuio:
OTK/IKOHEHO.

<KB> - o6bem Tpaduka B
KnnobaimTax, oCTaBLUMIACS [0
3aKpbITUSI COEANHEHUS
(3apaetcs komaHol
lifetimekilobytes). MpuHumaeT
3HayeHus [4..86400]
3Ha4yeHVe No yMo4aHuio:
OTK/THOYEHO.

<VALUE> — makcumanbHblii
MPOLEHT pasbpoca 3Ha4YeHwi,
NpUHUMaEeT 3HadeHuns [1..100].

3HaveHue no ymonyaxuio: 100.

<DESCRIPTION> - onucanune
npodonns, 3a4aéTcs CTPOKOI
00 255 cMMBO/OB.
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OonucaHue

BKMIOUNTL PEXUM NepenoakIoUeHns
knneHtoB XAUTH ¢ ogHUM noruHom/
naponem (TonbKo Ans cepeepa) (He
0653aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa Knoun

esr(config-ipsec-vpn)# security ike <MODE> — pexum
session uniqueids <MODE> nepenoaxKnveHuns, npuHUMaeT
cnepyowme 3Ha4YeHus:

* NO — yCTaHOB/IEHHOE
nogknoyeHne XAUTH
6yaeT yaaneHo, ecnm
AN HOBOTO
nogkntodeHna XAUTH
NHULMATOPOM
coeguHeHns byget
OTnpaBfeHo
yBeoM/IeHnE
"INITIAL_CONTACT",
OyaeT HazHayeH paHee
NCNOMb30BaHHbIN IP-
agpec. B npotnsHom
cnyvae, yCTaHOB/IEHHOE
coeanHeHne XAUTH
6ymet yoepxaHo. Ans
HOBOIO NOAKNIOYEHNSA
XAUTH 6yaeT HasHaueH
HoBbIli IP-agpec.

* never — yCTaHOB/IEHHOE
nogknoyeHne XAUTH
oymet yoepxaHo. Ans
HOBOIO NOAKNIOYEHNSA
XAUTH 6yaeT HasHaueH
HoBbIli IP-agpec.
YBepomneHne
"INITIAL_.CONTACT"
6yaet B /1t060M criyyae
NPOUTHOPUPOBAHO.

+ replace -
YCTaHOBJ/IEHHOE
nogknoyeHne XAUTH
oynet yaaneHo. Ana
HOBOI0O NMOAKNKYEHNS
XAUTH 6yget
MCNOMb30BaH paHee
NCMNOMb30BaHHbIN IP-
ajgpec.

+ keep - ycTtaHoBneHHoe
nogkntodyeHne XAUTH
6yaet yaepxaHo. Hoeoe
nogkntodyeHne XAUTH
OyneT OTKNOHEHO.
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9.4.6 Mpumep HacTpoiiku Remote Access IPsec VPN

3apgava:

ESR ESR

R1 ' R2

IPsec Tunnel

10.0.0.0/16

LAN

180.100.0.1

HacTtpoutb Remote Access IPsec VPN mexay R1 1 R2 ¢ ncnonb3osaHnem BTOporo dpakropa ayteHTugumkaumm
IPsec - XAUTH. B kauecTtBe cepBepa IPsec VPN HacTponTe MapLupytusaTtop R1, a mapipyTtumsaTop R2 B
kayecTse KnueHTta IPsec VPN.

R2 IP-apgpec — 120.11.5.1,
R1 IP-agpec — 180.100.0.1;
Knuentam IPsec VPN:

* BblgaBaTb agpeca 13 nyna nogcetn 192.0.2.0/24
* npepgocTasnaTk goctyn Ao LAN nogcetn 10.0.0.0/16

IKE:

+ rpynna Qudpdpmn-Xannmana: 2;
+ anroputm wndpposanus: 3DES;
* anroputm ayteHTudomkaumm: SHAT.

IPsec:

+ anroputm wndpposanus: 3DES;
* anroputm ayteHTudomkaumm: SHAT.

XAUTH:

« nlorvH: client1;
* naponb: password123.

PelweHune:

1. KoHdurypuposaHue R1
HacTpoum BHeLLHWIA ceTeBOW MHTepdheinc n onpeaenum NpUHaanexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# security zone untrusted
esr(config-zone)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 180.100.0.1/24
esr(config-if-gi)# exit

[nsa HacTpoiikn npaBmn 30H 6e30NacHOCTU NOTpPebyeTcs co3natb Npodusib nopta npotokona ISAKMP:
esr(config)# object-group service ISAKMP

esr(config-object-group-service)# port-range 500,4500
esr(config-object-group-service)# exit
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Cosgaavm npochusb npoTtokona IKE. B npodmne ykaxkem rpynny Andodmn-Xansimana 2, asiroputm
wudoposaHua 3 DES, anroputm ayteHtudmkaumm SHAT. JaHHble napameTpbl 6e30nacHoOCTU
ncnosnb3ytoTca ang 3awuntsl IKE-coegnHeHus:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm shal
esr(config-ike-proposal)# encryption algorithm 3des
esr(config-ike-proposal)# exit

Cosgaavm nonutuky npotokona IKE. B nonuTuke ykasbiBaeTcs cnvcok npodunei npotokona IKE, no
KOTOPbLIM MOTYT COr/1acoBbIBATLCA Y3/1bl, KNHOY ayTeHTUdMKaumm n metog ayteHtudmkaumm XAUTH no
Knouy:

esr(config)# security ike policy IKEPOLICY
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# authentication method xauth-psk-key
esr(config-ike-policy)# proposal IKEPROP
esr(config-ike-policy)# exit

Coszganum npodnab AOCTyna 1 3aBefemM B HeM napy JI0rMH 1 naposib Ansd kaveHta IPsec VPN:

esr(config)# access profile XAUTH
esr(config-access-profile)# user clientl
esr(config-profile)# password ascii-text passwordl23
esr(config-profile)# exit
esr(config-access-profile)# exit

Co3gaamm nyn agpecoB HazHavyeHus:, U3 KOToporo 6yayT BblgaBatbes IP knneHtam IPsec VPN:

esr-1000(config)# address-assignment pool CLIENT_POOL
esr-1000(config-pool)# ip prefix 192.0.2.0/24
esr-1000(config-pool)# exit

Cosgaaum w3 npotokona IKE. B gaHHOM npodimne Heobxoanmo ykasaTb nonmTuky npotokona IKE,
yKasaTtb JI0Ka/IbHYt0 MOACETh, B Ka4eCcTBe yaanleHHOW NoACceTH ykasaTb Ny afpecosB HasHaYeHus,
3a/iaTb peXxum nepeHanpasneHns Tpaduka B TyHHe b MO NOSIMTUKE U UCNOIb30BaHNe BTOPOro dpakropa
ayteHTudukaumm XAUTH:

esr(config)# security ike gateway IKEGW

esr(config-ike-gw)# ike-policy IKEPOLICY
esr(config-ike-gw)# local address 180.100.0.1
esr(config-ike-gw)# local network 10.0.0.0/16
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network dynamic pool CLIENT_POOL
esr(config-ike-gw)# dead-peer-detection action clear
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# xauth access-profile XAUTH
esr(config-ike-gw)# exit
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Coszgagum npodunab napameTpos 6e3onacHoCcT A1 IPsec-TyHHenA. B npodiusie ykaxkem asiroputm
wudoposaHusa 3DES, anroputm ayteHTudpmkauun SHA1. laHHble napameTpbl 6e30nacHOCTH
ncnosnb3yroTca Ang 3awmTel IPsec-TyHHens:

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# authentication algorithm shal
esr(config-ipsec-proposal)# encryption algorithm 3des
esr(config-ipsec-proposal)# exit

Cosgaavm nonutuky ans IPsec-tyHHens. B nonvTuke ykasbiBaeTcs Cnvcok npodounein IPsec-TyHHens, no
KOTOPbIM MOTYT COr/1acoBbIBaTLCA Y3/1bl.

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

Cozganum IPsec VPN. B VPN yka3biBaetcs w03 IKE-npotokona, nonutuka IPsec-TyHHens, pexxum
o6MeHa K/1lo4YaMu 1 pexunum oXxuaaHns Bxoasulero coeguHenus IPsec — by-request. MNocne BBoga Bcex
napameTpoB BK/TOYMM TYHHe b KOMaHoM enable.

esr(config)# security ipsec IPSECVPN
esr(config-ipsec-vpn)# mode ke

esr(config-ipsec-vpn)# ike establish-tunnel by-request
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable

esr(config-ipsec-vpn)# exit

PaspeLumm npotokon esp 1 udp noptbl 500, 4500 B kOHurypaumm firewall gns yctaHoBneHus IPsec
VPN:

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# match destination-port ISAKMP
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 2
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# end

2. KoHthurypmpoBaHue R2
HacTpoum BHeLLHWIA ceTeBOW MHTepdeinc n onpeaenum NpUHaaNexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 120.11.5.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit
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[nsa HacTpoiikn npaBmn 30H 6e30nacHOCTX NOTpPebyeTcs co3natb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-addr-set)# port-range 500,4500
esr(config-addr-set)# exit

Coszgagum npodunb npoTtokona IKE. B npodhnne ykaxem rpynny Auddon-XannmaHa 2, anroputm
wudpposaHusa 3 DES, anroputm ayteHtudmkaumm SHAT. JaHHble napameTpbl 6e30nacHoOCTU
ncnonb3yroTca an1a 3awunTtel IKE-coegmHeHns:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm shal
esr(config-ike-proposal)# encryption algorithm 3des
esr(config-ike-proposal)# exit

Cosgaaum nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunei npotokona IKE, no
KOTOPbIM MOTYT COr/1acoBbIBaTLCA Y3/1bl, KNHOY ayTeHTUdmKaumm, Metog, ayteHTudukaumm XAUTH no
K/KOYY U pexuM ayTeHTUdUKaunm — KINEHT:

esr(config)# security ike policy IKEPOLICY
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# authentication method xauth-psk-key
esr(config-ike-policy)# authentication mode client
esr(config-ike-policy)# proposal IKEPROP
esr(config-ike-policy)# exit

Co3zgagum npodnb A0CTyna 1 3aBeieM B HEM Napy SIOTVH 1 Naposb:

esr(config)# access profile XAUTH
esr(config-access-profile)# user clientl
esr(config-profile)# password ascii-text passwordl23
esr(config-profile)# exit
esr(config-access-profile)# exit

Cosgaanm nHTtepdelic loopback ansa tepmmnHaymm IP-agpeca, nonyyeHHoro ot IPsec VPN cepsepa:

esr(config)# interface loopback 8
esr(config-loopback)# exit

Co3pgagvm w3 npotokona IKE. B g;aHHOM npodhunie ykasblBaeTcst NONIUTUKA, MHTEpdelic TepMmHaLmiy,
PEXUM AYHAMUYECKOro YCTaHOB/EHUS yasieHHOo noaceTu, BbiGop npodnnsa gocTyna ans XAUTH u
PEXUM NepeHanpasneHnst Tpagvika B TYHHE b MO NOMUTYKE:

esr(config)# security ike gateway IKEGW

esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# assign-interface loopback 8
esr(config-ike-gw)# local address 120.11.5.1
esr(config-ike-gw)# remote address 180.100.0.1
esr(config-ike-gw)# remote network dynamic client
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# xauth access-profile xauth client clientl
esr(config-ike-gw)# exit
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Coszgagum npodunab napameTpos 6e3onacHoCcT A1 IPsec-TyHHenA. B npodiusie ykaxkem asiroputm
wudoposaHusa 3DES, anroputm ayteHTudpmkauun SHA1. laHHble napameTpbl 6e30nacHOCTH
ncnosnb3yroTca Ang 3awmTel IPsec-TyHHens:

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Cosgaavm nonutuky ans IPsec-tyHHens. B nonvTuke ykasbiBaeTcs Cnvcok npodounein IPsec-TyHHens, no
KOTOPbIM MOTYT COr/1acoBbIBaTLCA Y3/1bl:

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

Coszpganum IPsec VPN. B VPN yka3biBaetcs w03 IKE-npoTokona, nonntuka IP sec-TyHHenNs, pexmm
o6MeHa k/1o4aMuy 1 cnocob yctaHoBNeHUsA coeguHeHus. Mocne BBoga BCex napaMeTpoB BK/IOUMM
TYHHesb KOMaHAou enable:

esr(config)# security ipsec vpn IPSECVPN
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

PaspeLumm npotokon esp u udp noptbl 500,4500 B KoHGmrypauum firewall gns yctaHoBneHus IPsec VPN:

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# match destination-port ISAKMP
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 2
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# end

CocTosiHMe TyHHens MOXHO NOCMOTPETb KOMaH,D,OI‘/'IZ

esr# show security ipsec vpn status IPSECVPN

KoHdourypaumio TyHHeNst MOXHO NMOCMOTPETb KOMaH0i:

esr# show security 1ipsec vpn configuration IPSECVPN

& B firewall Heo6xogumo paspewnTb Nnpotokon ESP n ISAKMP (UDP-nopTt 500, 4500).
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9.4.7 Npumep HacTpoliku DPD (Dead Peer Detection)

3apgava:
ESR ESR
LAN : = :
R1 | ' R2
i IPsec Tunnel '

HacTtpouTb Dead Peed Detection Ha R1 ans Policy-based Ipsec VPN mexay R1 n R2.

cxoaHyo KOHUIypaumio MOXHO B3ATb M3 npumvepa HacTpolikn Policy-based IPsec VPN.

PewieHue:

Ha R1 B wnto3e npotokona IKE ykaxem: pexxum padotbl DPD — restart, uHTepBasn onpoca — 1 cekyHay,
TailmayT — 4 CeKyHApbl:

esr# configure

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# dead-peer-detection action restart
esr(config-ike-gw)# dead-peer-detection 1interval 1
esr(config-ike-gw)# dead-peer-detection timeout 4
esr(config-ike-gw)# exit

CoCTOsiHME TYHHENSI MOXXHO NMOCMOTPETb KOMaHAOiA:
esr# show security ipsec vpn status dipsecl
KoHchurypauuio TyHHeNNsi MOXXHO NOCMOTPETb KOMaHA0iA:

esr# show security ipsec vpn configuration ipsecl
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Mocne pa3pbiBa coeguHeHns mexay R1 n R2 Ha R1 IPsec-TyHHeNnb Ha4YHET nepecTpamBaTbCs cnycta 4
CeKyHAbl nocne paspbisa.

esr# show security ipsec vpn status
Local host

Name

Responder spi State
ipsecl

0xb62fdo4f2db43d08 Established

2037-10-30T0O7:52:53+00:00 %CLI-I-CMD:

status

esr# show security ipsec vpn status
Local host

Name

Responder spi

ipsecl

Ox0000000000000000
2037-10-30T0O7:52:57+00:00 %CLI-I-CMD:

Connecting

status

9.5 HacTtpoiika LT-TyHHenewn

198.51.100.1

user admin from console

198.51.100.1

user admin from console

Remote host

203.0.113.1

Remote host

203.0.113.1

input:

input:

Initiator spi

Ox7a77a25a55853255

show security ipsec vpn

Initiator spi

OXx77706e37b4e68cce

show security ipsec vpn

LT (aHrn. Logical Tunnel — nornyeckunii TyHHeNb) — TUN TYHHENEeRl, NpefHa3HayYeHHbI o1s nepegaun
MapLUPYTHOI MHGopMaLun 1 Tpadhuka Mexay pasnnyHbIMU BUPTYasibHbIMK MapipyTusatopamu (VRF),
CKOH(OUIypMPOBaHHbLIMU HA OAHOM annapaTHOM MapLipyTm3aTope. LT-TyHHEeIb MOXET UCNONb30BaTbCA A1
opraHusauuy B3aMMogeiicTeust mexay Ayms unu 6onee VRF ¢ npuMmeHeHneM orpaHuyeHnii firewall.

9.5.1 ANropuTm HacCTpPOIKU

LWar

OonucaHue

Cozpgarb LT-TyHHEeNnu onia kaxaoro n3

cywectsytowmx VRF.

YkazaTb onvcaHne KOHUryprpyembix

TyHHenel (He 06s3aTe/bHO).

BkntounTb kaxablii LT-TyHHeNb B
cooTBeTcTBytoWwmin VFR.

BkNtounTb Kaxablit LT-TYHHENb B 30HY
6e30MacHOCTU 1 HACTPOUTL Npasuna

B3aUMOAENCTBUS MEXAY 30HaMU Un

oTkntounTs firewall ana LT-TyHHens.

Ans kaxaoro LT-TyHHenst 3aaaTb HOMep

MPOTMBONONOXHLIN LT TyHHENb (B
apyrom VRF).

KomaHpa

esr(config)# tunnel It <ID>

esr(config-It)# description
<DESCRIPTION>

esr(config-1t)# ip vrf forwarding
<VRF>

esr(config-1t)# security-
zone<NAME>

esr(config-1t)# ip firewall disable

esr(config-It)# peer It <ID>

Knoun

<ID> - ngeHTudumkarop
TyHHens B Avana3soHe [1..128].

<DESCRIPTION> — onucanune
TYHHEnNSs, 3a4aéTcs CTPOKOW J0
255 cMmBONOB.

<VRF> - nmsa VRF, 3agaetca
cTpokoii go 31 cumsona.

<NAME> - M5 30HbI
6e3onacHoCTu, 3agaértcs
CTPOKOIi A0 12 CUMBONOB.

<ID> - ngeHTudmkarop
TyHHensi B AnanasoHe [1..128].
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OonucaHue

[na kaxgoro LT-TyHHens ykasats IP-
agpec 418 MapLupyTmM3aLnm NakeTos.
[nsa Bzanmopencteyowmx LT-
TyHHenel, IP-agpeca 4Oo/mkHbl ObITb N3
opHoli IP-nogcetn.

Bknwountb TYHHE/N.

Ansa kaxpgoro VRF HacTpouTb
Heob6xoaMMble NPOTOKO/bI
MapLipyTusaumm yepes LT-TyHHenb.

3ajatb UHTEPBa/ BPEMEHMU, 3a KOTOPbII
YCPEeAHSIeTCs CTAaTUCTVKA O Harpyske Ha
TyHHere (He 06s13aTe/bHO).

YkazaTb pasmep MTU (Maximum
Transmition Unit) nakeToB, KoTopble
MOXET MpornycKaTb AaHHbIA bridge (He
0653aTenbHO; BO3MOXHO, ecnu B bridge
BK/toUeH Tosibko VLAN).

MTU 6onee 1500 6yaeT akTUBHO
TO/MbKO B C/ly4ae NpUMeHeHNs KOMaH bl
"system jumbo-frames".
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KomaHpa

esr(config-1t)# ip address <ADDR/
LEN>

esr(config-1t)# enable

esr(config-It)# load-average
<TIME>

esr(config-1t)# mtu <MTU>

Knoun

<ADDR/LEN> - IP-agpec un
npedmkc nogcet, 3agaéTcs B
Buae AAA.BBB.CCC.DDD/EE,
roe kaxxgasi yacte AAA — DDD
npuHUMaeT 3HadeHuns [0..255] n
EE nprvHumaet 3HayeHun
[1..32].

<TIME> — nHTepBan B
cekyHpax, npuHumaeT
3HayeHus [5..150].

3HayeHue rno yMosyaHuio: 5.

<MTU> - 3HauyeHne MTU,
NPUHUMAET 3HAYEHUS B
AunanasoHe:

+ ana ESR-20/21/30 -
[1280..9500];

+ ana ESR-100/200/1000/
1500/1511/3200 -
[1280..10000].

3HayeHne No ymosiHaHuio:
1500.
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9.5.2 Mpumep HacCTPOKMU

3apgava:
OpraHu3oBaTb B3auMoAelicTere Mexay XoctaMmu, TepMUHUpoBaHHbIMU B AByX VRF vrf_1 n vrf_2.

McxomHas KoHdurypauus:

hostname esr

ip vrf vrf_1

exit

ip vrf vrf_2

exit

interface gigabitethernet 1/0/1
ip vrf forwarding vrf_1
ip firewall disable
ip address 10.0.0.1/24

exit

interface gigabitethernet 1/0/2
ip vrf forwarding vrf_2
ip firewall disable
ip address 10.0.1.1/24

exit

PewieHune:

Cosgaaum LT-TyHHenn ansa kaxgoro VRF ¢ ykasaHuem IP-agpecoB 13 0gHON NOACETH:

esr(config)# tunnel 1t 1

esr(config-1t)# ip vrf forwarding vrf_1
esr(config-1t)# ip firewall disable
esr(config-1t)# ip address 192.168.0.1/30
esr(config-1t)# exit

esr(config)# tunnel 1t 2

esr(config-1t)# ip vrf forwarding vrf_2
esr(config-1t)# ip firewall disable
esr(config-1t)# ip address 192.168.0.2/30
esr(config-1t)# exit

YkaxeM anst kaxgoro LT-TyHHens LT-TyHHenb u3 VRF, ¢ KOTOpbIM HEOGXOAMMO YCTaHOBUTL CBSA3b, U
aKTMBMpYyeM UX:

esr(config)# tunnel 1t 1
esr(config-1t)# peer 1t 2
esr(config-1t)# enable
esr(config-lt)# exit
esr(config)# tunnel 1t 2
esr(config-1t)# peer 1t 1
esr(config-1t)# enable
esr(config-lt)# exit
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Ecnu B VRF He cKOHurypmnpoBaH HU OgUH U3 NPOTOKONOB ANMHAMMYECKOW MapLUpyTU3aumm, To
HEeoOGX04MMO yKasaTb cTaTudeckue MapupyTthbl ana kaxagoro VRF:

esr(config)# ip route vrf vrf_1 0.0.0.0/0 192.168.0.2
esr(config)# ip route vrf vrf_2 0.0.0.0/0 192.168.0.1

214



MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

10 YnpasneHue QoS

+ Bazosbin QoS

« AITOPUTM HacTPOViKK
* TMpuMep HaCTPOIAKK

+ PacwmpeHHbIii QoS

« AITOPUTM HacTPOViKK
* TMpuMep HaCTPOIAKK

QoS (Quality of Service) — TexHoNnorusi NpeocTaBeHNa pasNnyHbLIM KlaccaMm Tpadimka pasnnyHbIX
NPUOPUTETOB B 06CYXMBaHWK. Vicnonb3oBaHne cnyxobl QOS No3BoNseT ceTeBbIM NPUIOXKEHNUAM
COCyLLEeCTBOBaTb B OAHO CETW, HE YMeHbLUas Npu 3TOM NPOMYCKHYI0 CMOCOBHOCTb APYTUX NPUIOXEHNIA.

10.1 BaszoBbliit QoS

B 6a30BOM pexume Ha mapLupyTtusatopax ESR knaccudmkaums (HanpasneHune Tpaguvka B o4epesp) 1
nepemMapkmMpoBka paboTaeT To/IbKo Ha Bxoge (Ha uHTepdieiice Yepes KOTopblii NOCTynaeT Tpadmk AO/HKEH
6bITb BK/tOUYEH QOS).

10.1.1 ANropuTm HaCTPOIKKN

Llar

OnucaHue KomaHpa

Bkntountb cepBuc QoS Ha nHtepgpeiice  esr(config-if-gi)# qos enable
/TyHHene/ceTeBOM MOCTY.

Ecnn Ha nHTepdelice He HasHaueHa
nonuTuka QosS, To nHTepdpeiic pabotaet
B pexxume BasicQoS.

YCTaHOBUTb PEXNM AOBEPUS K esr(config)# qos trust <MODE>
3HayeHuam kogos 802.1p n DSCP Bo
BXOAALLMX NakeTax (He 06s3aTenbHO).

Knoun

<MODE> — pexum foBepus K
3HayeHuaAm kogos 802.1p u
DSCP, npuH1maeT ofHo 13
crnefyoLmx 3HaYeHNI:

+ dscp - pexum goeepus
3Ha4yeHuam kogos DSCP
B IP-3aronoske. He IP-
nakeTtbl 6yayT
Hanpas/ieHbl B o4epeab
Nno yMO4aHuio.

* COS — PEXUM [0BEpPUS
3HauyeHuam kogos 802.1p
B Tere 802.1q.
HeTternpoBaHHble NakeThbl
6yayT HanpasneHbl B
ouyepefb N0 YMOMYaHIo.

+ cos - dscp — pexum
[OBEPVS 3HAYEHNSAM
kogos DSCP gns IP-
MakeToB 1 3HAYEHNSAM
kogos 802.1p ansA
OCTaJ1bHbIX NaKeToB.
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OonucaHve

YcTaHOBUTL COOTBETCTBME MEXAY
3HayeHuamu kogos DSCP Bxogawmx
NakeToB M UCXOAALUMN OdYepeasMu.

[aHHoe cooTBeTCTBME paGoTaeT Ha
BXOAsALLME NaKeTbl MHTepdielica/
TYHHEs5/MOCTa, Ha KOTOPOM BK/TOUYEH
QOS (He o6si3aTENBHO).

YCTaHOBUTbL COOTBETCTBUE MEXAY
3HayeHuamMu kogos 802.1p BXogALLMX
MakeToB M UCXOAALUMN OHepeasiMu.

[JlaHHoe cooTBeTCTBME paboTaeT Ha
BXOAsLLMe nakeTbl nHTepdeica/
TYHHes/MoCTa, Ha KOTOPOM BKJIOYEH
QOS (He o6s13aTENBHO).

YCTaHOBUTbL COOTBETCTBUE MEXAY
3HauyeHuamu kogos DSCP Bxogawmx
naketos 1 kogoe DSCP Ha BbIxoge 13
yCTpoiicTBa (B C/lyyae HEOGXOAMMOCTM
nepeMapkMpoBKK).

[JaHHoe cooTBeTCcTBUE paboTaeT Ha
BXoAsLMe nakeTbl HTepdelica/
TYHHENsi/MOCTa, Ha KOTOPOM BK/IOYEH
QoS.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# qos map dscp-queue
<DSCP> to <QUEUE>

esr(config)# qos map cos-queue
<COS> to <QUEUE>

esr(config)# qos map dscp-queue
<DSCP> to <DSCP>

Knioun

<DSCP> - knaccudukatop
o6cnyxmBaHus B IP-3aronoBke
naketa, MPUHNMAaET 3Ha4YeHNs
[0..63];

<QUEUE> - ngeHtndmkarop
ouvepeau, NpUHNUMAaeT 3HaYeHNs
[1..8].

3HayeHus Nno ymosiyaHuto:

+ DSCP: (0-7), ouepegp 1

+ DSCP: (8-15), ouepesab 2

+ DSCP: (16-23), ouepeap 3
+ DSCP: (24-31), ouepeap 4
+ DSCP: (32-39), ouepeap 5
- DSCP: (40-47), ouepeap 6
+ DSCP: (48-55), ouepeap 7
+ DSCP: (56-63), ouepeap 8

<COS> - knaccudmkatop
obcnyxmBaHus B Tere 802.1q
nakeTa, NPUHMMaET 3HaYEHNS
[0..7];

<QUEUE> - ngeHtndmkarop
ouepeau, NpUHUMaeT 3HaYeHNs
[1..8].

3HayeHns no yMmonyaHuio:

+ CoS: (0), ouepeab 1
+ CoS: (1), ouepeab 2
+ CoS: (2), ouepepp 3
+ CoS: (3), ouepenb 4
+ CoS: (4), ouepeab 5
+ CoS: (5), ouepeab 6
+ CoS: (6), ouepenb 7
+ CoS: (7), ouepenb 8

<DSCP> - knaccudmkatop
o06cnyxnBaHms B IP-3aronoske
nakeTa, NpUHMMaeT 3Ha4YeHNs
[0..63].
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OonucaHve

BknounTtb nsmeHeHus kogos DSCP B
cooTBeTcTBUM ¢ Tabnumuein DSCP-
Mutation (B cniyyae Heo6xoAMMOCTH
nepemapKMpoBKN).

YcTaHOBUTb HOMeEpP ouvepean no
YMO/YaHWI0, B KOTOPYHO NonajaeT BeCb
Tpaduk kpome IP B pexmume gosepus
DSCP-npuoputeTtam.

3apaTtb KOIMYECTBO NPUOPUTETHBIX
ouepepeii. OcTaBLuMecs ouepeam
SIBMISIOTCS B3BELLUEHHBIMU (HE
o6si3aTesIbHO).

OnpegenuTb Bec A5
COOTBETCTBYHLLMX B3BELUEHHbIX
ouepepeil.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# qos dscp mutation

esr(config)# qos queue default
<QUEUE>

esr(config)# priority-queue out
num-of-queues <VALUE>

esr(config)# qos wrr-queue
<QUEUE> bandwidth <WEIGHT>

Knioun

<QUEUE> - naeHtndgukarop
ouyepeay, NPUHMMaET 3HaYEHNS
[1..8].

<VALUE> - konnyecTtBo
ouvepegeit, npuHvaeT
3HaueHwue [0..8], rae:

+ 0 — Bce ovepeam
yyactBytoT B WRR (WRR
— MexaHn3M 06paboTKu
ouyepepei Ha 0OCHoBe
Beca);

+ 8 — Bce oyepeam
06CNYXMBAKTCA Kak
«strictpriority» (strictprior
ity — npnopuTeTHas
ouepeab obcnyxmnBaeTcs
cpasy, Kak TOJIbKO
NOSIB/ISIIOTCA NaKEThI).

MpuopunTETHLIE OYEPEAM
BbIAENSOTCS, HaYNHas C 8, B
CTOPOHY YMEHbLLEHMSA HoMepa
ouepean.

3HaueHve no ymonyaHuio: 8.

<QUEUE> - ngeHtndukarop
ouyepeay, NPUHMMAET 3HaYeHne
[1..8];

<WEIGHT> - 3HaueHune Beca,
NpVYHUMAaET 3HadeHue [1..255].

3HaueHue no ymonyaHuto: sec 1
[N BCEX ouepeneil.
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OnucaHue KomaHpa

YCTaHOBUTb OrpaHNyYeHne CKOpOCTH
ncxogsulero Tpadguka ans
onpeaeneHHon ouepean nnm
nHTepcpeiica B Lenom.

esr(config-if-gi)# traffic-shape
{ <BANDWIDTH> [BURST] |
queue <QUEUE><BANDWIDTH>
[BURST] }

KomaHAa akTyanbHa To/IbKo AN
BasicQoS-pexvma nHTepdeiica.

Enn Tpadmk Ha Bxoae 6bin
knaccudmumposaH Npyi NOMOLLM
paclwmpeHHoro QoS, orpaHu4eHne He
cpa6oTaeT (B c/iyyae Heo6XxoaumMocTu
OrpaHVyeHnsi CKOpoCTW BXOASALLErO
noToKa).

esr(config-if-gi)# rate-limit
<BANDWIDTH> [BURST]

YCTaHOBUTb OrpaHnyeHne CKopocTu
BXOAsLLero Tpadka (B cnydae
HEO06X0ANMOCTU OrPaHNYEHNs CKOPOCTH
NCXOASILLIErO NOTOKA).

Knioun

<QUEUE> - ngeHtndmkarop
ouepeay, NPUHUMAET 3HaYeHne
[1..8];

<BANDWIDTH> - cpegHss
ckopocTb Tpadmka B Kbut/c,
NPUHMMAET 3HaYeHne
[3000..10000000] anst
TengigabitEthernet
nHTepdeiicos 1 [64..1000000]
A5 NPOYNX MHTEPIENCOB U
TYHHenel;

<BURST> — pa3smep
CLEepX1BaloLLEero nopora B
K6ainT, npuHNMaeT 3Ha4YeHne
[4..16000]. Mo ymonuaHwuio 128
K6aliT.

3HayeHve Mo ymMos14aHuio:
OTKMIOYEHO.

<BANDWIDTH> - cpegHss
CKOpoCTb Tpadmka B Kéut/c,
NPUHMMAET 3HaYeHne
[3000..10000000] gns
TengigabitEthernet
nHTepdelicos 1 [64..1000000]
A5 NPOYNX MHTEPIENCOB 1
TYHHenel;

<BURST> — pa3mep
CAEepXu1BaroLLLero nopora B
K6ainT, npuHNMaeT 3Ha4YeHne
[4..16000]. Mo ymonuaHwuio 128
K6aliT.

3HayeHne No yMo/I4aHuHo:
OTKIOYEHO.
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10.1.2 Mpumep HACTPOWKK

3apgava:

HacTpouTb cneaytolime orpaHnyeHnst Ha nHtepdoelice gigabitethernet 1/0/8: nepegaBath Tpadmk ¢ DSCP 22 B
BOCbMYIO MPUOPUTETHYHO odepeab, Tpadnk ¢ DSCP 14 B ceibMyt0 B3BELLEHHYH 04epepb, YCTaHOBUTb
orpaHuyeHve no ckopoctu B 60 M6ut/c ans cefbMoi ovepeau.

ESR
gi 1/0/8

WAN
gi 1/0/5
Switch

1

PelweHune:

[nsi Toro 4To6bLI BOCbMas o4epeb ocTanach NPMOPUTETHOM, a o4epeay C NEPBOi NO ceabMyto CTasnm
B3BELLEHHbIMU, OrPaHNYMM KOJIMYECTBO NPUOPUTETHBLIX ouepeaeit a0 1:

esr(config)# priority-queue out num-of-queues 1
MepeHanpaeum Tpadmk ¢ DSCP 22 B nepByto NPUOPUTETHYIO ovepeab:
esr(config)# gos map dscp-queue 22 to 8
MepeHanpasum Tpadmk ¢ DSCP 14 B cebMy0 B3BELLEHHYIO oYepe/p:
esr(config)# qos map dscp-queue 14 to 7

Bkitounm QoS Ha BxogsLem nHtepdeiice Ans KOPPeKTHOW Knaccudmkaumm Tpadiuka n HanpasneHus B
COOTBETCTBYHOLLYIO 04Yepenb CO CTOPOHbI LAN:

esr(config)# interface gigabitethernet 1/0/5
esr(config-if-gi)# qos enable
esr(config-if-gi)# exit

Bktounm QoS Ha nHtepdpeiice co ctopoHsl WAN 518 npasu/ibHOM 06paboTku oyepeseii n orpaHnyeHus
MOM10ChI NPOMYCKaHNSA:

esr(config)# interface gigabitethernet 1/0/8
esr(config-if-gi)# qos enable

YcTaHoBMM OrpaHnyeHune no ckopoctu B 60 M6ut/c ana ceabmMoli odepeau:

esr(config-if)# traffic-shape queue 7 60000
esr(config-if)# exit
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

MpoCcMOTPEeTb CTATUCTMKY N0 QOS MOXHO KOMaH0iA:

esr# show qos statistics gigabitethernet 1/0/8

10.2 PaclumpeHHblii QoS

10.2.1 ANropuTm HaCTPOIAKKN

B pacluvpeHHOM pexume Ha MapLupyTm3aTopax ESR knaccudmkalys noctynaroLero Tpauka Bo3MoxHa Kak
Ha BXOASALLEM, TakK U Ha UCXOsILLEM MHTepdeiicax.

LWar OnucaHue

1 Co3spaTb cnuckn gocTyna ans
onpegenexuns Tpaduka, K KOTOpomy
[O/MKEH ObITb NPUMEHEH PaCLUNPEHHbI
QoS.

2 Cosgarb knacc QoS u nepeiiti B pexmm
HaCTPOK/M NapaMeTpoB Kacca.

3 3apatb onvcaHue knacca QoS (He
06513aTe/bHO).

4 Onpegenutb TpadnK, OTHOCALMIACSA K
KOHQUIypmpyemMomMmy Knaccy no Crnmcky
KoHTponsi goctyna (ACL).

5 3apatb 3HaueHue koga DSCP, koTopoe
6ynet yctaHoBneHo B IP-nakeTax,
COOTBETCTBYHOLLMX KOHPUTYPMPYEMOMY
knaccy

(HEBO3MOXHO Ha3HauaTb
OfiHOBpEeMeHHo ¢ nonamu IP
Precedence n CoS) (npu
HE06X0AVMOCTY NepeMapKUpPOBKM).

6 3agaTb 3HadeHue koga IP Precedence,
KoTopoe 6yAeT ycTaHOBNEHO B IP-
nakeTax, COOTBETCTBYHLLNX
KOH(purypmpyemomy knaccy
(HEBO3MOXHO Ha3HauYaTb
0fIHOBpeMeHHO ¢ nosnisimm DSCP u CoS)
(npu HeobxoAMMOCTH
nepemMapkMpoBKM).

KomaHpa

esr(config)# class-map <NAME>

esr(config-class-map)#
description <description>

esr(config-class-map)# match
access-group <NAME>

esr(config-class-map)# match
dscp <DSCP>

esr(config-class-map)# set ip-
precedence <IPP>

Knrouun

Cwm. pasgen Hactpoiika
cnvckoB gocTtyna (ACL).

<NAME> - nmsa cosgaBaemoro
Knacca, 3af,aeTcs CTPOKOW A0
31 cumBona.

<description> — go 255
CMMBOJIOB.

<NAME> - nms cnucka
KOHTPONA A0CTyna, 3aaéTcA
cTpokoit go 31 cumBona.

<DSCP> - 3HaueHue koga
DSCP, npuHumaeT 3HayeHns
[0..63].

<IPP> - 3HaueHuve koga IP
Precedence, npuHumaet
3HayeHusn [0..7].
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10

11

OonucaHue

3apaatb 3HadeHue 802.1p npuopuTteTa,
KoTopoe 6yaeT YyCTaHOB/IEHO B NakeTax,
COOTBETCTBYIOLLMX KOHPUIYpUpPYEMOMY
knaccy (HeBO3MOXHO HasHauaTb
ofHoBpeMeHHo ¢ nonsamu DSCP u IP
Precedence) (npu Heob6xoAMMOCTH
nepemMapKkMpoBKM).

Co3pgatb NonmTuKy QoS 1 ocyLLecTBUTb
NepPEexos, B PEXUM HACTPOKM
napameTpoB MO/IUTUKN.

3agaTb onvcaHue nonutukn QoS (He
0653aTe/bLHO).

YCcTaHOBUTb rapaHTUPOBaHHYH Nonocy
NPOoMycKaHWsi CXoAsLLEero Tpaguka
L5 OSIUTUKA B LIESIOM.

Bk/tounTb aBTOMaTU4YeCcKoe
pacnpefeneHne nosockl NPonyckaHus
Mexay Kraccamu, B KOTOPbIX HET
HaCTPOIiK NOJIOCHI MPOMYCKaHWS,
BK/IlOYasi K/lacc No ymosyaHuio (B
cryyae Heo6XxoaMMOoCTH).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-class-map)# set cos
<COS>

esr(config)# policy-map <NAME>

esr(config-policy-map)#

esr(config-policy-map)#
description <description>

esr(config-policy-map)# shape

average { <-BANDWIDTH> | percent

<BANDWIDTH_PERCENT> }
[BURST]

esr(config-policy-map)# shape
auto-distribution

Knoun

<COS> — 3HaueHue 802.1p
npuopuTeTa, NPUHNUMaEeT
3HayeHus [0..7].

<NAME> - nms co3gaBaemoit
NOMNTUKK, 3aaETCA CTPOKOWA
0o 31 cumona.

<description> — go 255
CYMMBO/IOB.

<BANDWIDTH> -
rapaHTMpoBaHHas nosoca
Tpadmka B K6UT/C, npuHMMaeT
3HauyeHve [64..10000000];

<BANDWIDTH_PERCENT> -
rapaHTMpoBaHHas nosoca
Tpaduka B %, paccunTbiBaeTcA
ot (B nopsiake oT 6onee
MPUOPUTETHOIO K MEHee
MPVOPUTETHOMY 3HAUYEHWID):

+ 3HayeHus shape average
KOPHEBO NOUTUKN;

+ 3HaudeHus traffic-shape
Ha CETEBOM
nHTepdeiice, bridge,
TYHHene,

+ 3HayeHus speed
CEeTEBOro UHTepgeiica.

MpuHuMaet 3HadeHue [1..100].

<BURST> - pa3mep
CAepXu1BatoLLEero nopora B
K6aiiT, NpMHMMaeT 3HaueHne
[128..16000]. Mo ymonuyaHuio
128 KbaiiT.
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12

13

14

OonucaHue

BkntounTb ykasaHHbIi QoS-knacc B
NOMNTKKY W OCYLLLECTBUTL Nepexoy, B
pexvM HacTpoWiki NapaMeTpoB Kacca
B pamMKax nofuTuKN.

BkntounTb nonutunky QoS B knacc QoS
AN co3gaHns nepapxmyeckoro QoS.

YCTaHOBWTb rapaHTUPOBAHHYIO MOM0CY
MpOMycKaHusi cxoasLiero Tpadurka
A5 Knacca B paMkax nonmTuky (npm
HEeo6X0AMMOCTMW).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-policy-map)# class
<NAME>

esr(config-class-policy-map)#

esr(config-class-policy-map)#
service-policy <NAME>

esr(config-class-policy-
map)# shape

average { <BANDWIDTH> | percent
<BANDWIDTH_PERCENT> } [BURS

Tl

Knoun

<NAME> - nwms
NPMBSA3bIBAEMOro Kiacca,
3agaeTtcs cTpokoii go 31
cumsona. MNMpu ykazaHuu
3HaueHus «class-default» B
JaHHbI Knacc nonagaet
Tpaduk, He
KnaccnmumpoBaHHbIi Ha
BXoge.

<NAME> — umsa nonmtukuy,
3ajaetcs cTpokoii go 31
cumBona. Bknagbisaemas
NOMMTUKA JO/DKHA ObITb yKe
cosfaHa.

<BANDWIDTH> -
rapaHTMpoBaHHas nosnoca
Tpadmka B K6uT/C, npuHMMaeT
3HaueHue [64..10000000];

<BANDWIDTH_PERCENT> -
rapaHTupoBaHHas nosioca
Tpadmka B %, paccumTbiBaeTcs
ot (B nopsigke ot 6onee
NMPUOPUTETHOIO K MEHEE
MPVOPUTETHOMY 3HAUEHWIO):

= 3HauyeHus shape average
KOPHEBOI MOANTUKK;

= 3HaueHus traffic-shape
Ha CETEBOM
nHTepdeiice, bridge,
TYHHENE;

= 3HauyeHus speed
CeTeBOro nHTepgeiica.

MpuHUMaeT 3HadveHue [1..100].

<BURST> - pa3mep
CAepX1BaoLLEro nopora B
K6aiiT, NpMHMMAaeT 3HaueHne
[4..16000]. Mo ymonuaHuio 128
K6aiiT.
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16

OonucaHue

YCTaHOBWTb pasgaesnsieMyto nosocy
NpomnyckaHusi cxoasiero Tpaduka
A5 onpefeneHHoro knacca. JaHHyto
MoJI0CY Kacc MOXET 3aHsATb, C/N
MeHee NPUOPUTETHLIN KNacc He 3aHAN
CBOIO rapaHTUMpoBaHHyto nosnocy (npu
Heo6XoAMMOCTHW).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-class-policy-map)#
shape peak { <BANDWIDTH> |
percent
<BANDWIDTH_PERCENT> }
[BURST]

Onpegenutb pexum pa6oTsl kacca (He esr(config-class-policy-map)#

0653aTe/bHO).

mode <MODE>

Knoun

<BANDWIDTH> - obwasn ans
priority class nonoca Tpadmka
B KGUT/C, KOHKypeHLMS
MPOUCXOANT HA OCHOBaHWK
npuopwuTeTa Knacca,
NPUHUMAET 3Ha4YeHne
[64..10000000];

<BANDWIDTH_PERCENT> -
o6Las gnsa priority class
nonoca tpaduka B %,
KOHKYpPEeHLMS NpoMcxXoanT Ha
OCHOBaHWUW nNpuopuTeTa
Kracca, paccunTbiBaeTcs oT (B
nopsigke ot 6onee
NMPUOPUTETHOIO K MEHEE
MPUOPUTETHOMY 3HAYEHUIO):

+ 3HadeHus shape average
KOpPHEBOI NONNTUKK;

+ 3HauveHus traffic-shape
Ha CETEBOM
nHTepdeiice, bridge,
TYHHene;

* 3HadeHus speed
CeTeBoro nHTepdeiica.

MpuHUMaeT 3HadeHue [1..100].

<BURST> - pa3mep
cAepXxumBatoLLero nopora B
K6aliT, npuH1MaeT 3HayeHne
[4..16000]. Mo ymonuaHuio 128
K6aliit.

<MODE> - pexum Knacca:

« fifo — pexxum FIFO (First
In, First Out);

+ gred — pexum GRED
(Generalized RED);

+ red - pexum RED
(Random Early
Detection);

+ sfq — pexum SFQ
(ouepenb SFQ
pacnpegenseT nepegady
nakeToB Ha 6ase
MOTOKOB).

3HaueHne Nno yMoyaHuio:
FIFO.
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18

19

20

OonucaHue

3apatb npuopuTet knacca B WRR-

npouecce (Npy Heo6XoANMOCTN).

MepeBecTn knacc B pexum StrictPriority

1 3afaTb NpuopuTeT Knacca (npu
HEeo6X0AMMOCTMW).

On peaenntb npenesibHoe Kom4ecTteso

BUPTYa/IbHbIX ouepeaeit (He
06513aTe/bHO).

OnpeaenuTb NpeaensHoe KoIMYecTBo
NakeToB A/19 BUPTyasibHOW ouepeam (He

06513aTe/1bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-class-policy-map)#
priority class <PRIORITY>

esr(config-class-policy-map)#
priority level <PRIORITY>

esr(config-class-policy-map)#
fair-queue <QUEUE-LIMIT>

esr(config-class-policy-map)#
queue-limit <QUEUE-LIMIT>

Knoun

<PRIORITY> — npuoputet
knacca B WRR-npouecce,
NnpUHUMaET 3HaueHus [1..8].

Knaccbl ¢ HanbosbLLIMM
npuopuTeToM obpabaTbiBaloTCA
B NepByto oyepesb.

<PRIORITY> - ypoBeHb
npuoputeta B StrictPriority-
npouecce, NpUHUMaeT
3HaueHus [1..8].

Knaccbl ¢ HanbonbLWmmM
npuopMTeETOM 0bpabaTbiBalOTCA
B NepByto oyepeb. 3HayeHne
MO YMOJTYaHUIO: KN1acc
paboTtaet B pexume WRR,
NPUOPUTET He 3ajaH.

<QUEUE-LIMIT> - npegensHoe
KONNYEeCTBO BUPTYasTbHbIX
ouepepei, npuHMmaeT
3HaueHusa B gnanasoHe
[16..4096].

3HaueHue no ymonyaHuio: 16.

<QUEUE-LIMIT> — npegenbsHoe
KOMIMYEeCTBO NaKeTOB B
BMPTYa/1bHOW ouepean,
NPUHMMAaET 3HAaYEeHUs B
JvanasoHe [2..4096].

3HayeHue no ymonyaxuio: 127.
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21

OonucaHue

Onpeaenutb napameTtpbl RED (Random
Early Detection) (npu Heo6xoaMmocTh).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-class-policy-
map)# random-detect <LIMIT>

<MIN> <MAX> <APS> <APS-NUM>

<PROBABILITY>

Knoun

<LIMIT> — npegenbHbIii pasmep
oyepeam B baritax, nPUHNMaET
3HaueHus B gnanasoHe
[1..1000000];

<MIN> = MUHMMANbHbIN
pasmep oyepeam B bainTtax,
NPUHUMAET 3HAYEHUS B
JAnanasoHe [1..1000000];
<MAX> — MaKkcManbHbIi
pasmep oyepegm B banTtax,
NMPUHUMAET 3HAYEHUS B
JAmana3soHe [1..1000000];
<APS> — cpegHwii pasmep
naketa B 6aiTax, npMHUMaeT
3HaueHve B gnanasoHe
[1..10000000];

<APS-NUM> - konun4yecTtBo
nakeToB cCpefHero pasmepa
paspeLleHHbIX Ans
KpaTKoBPEMEHHOro
nponyckaHus,

NPUHMMAaET 3Ha4YeHNE B
Anana3sone [0..10000000];
<PROBABILITY> — BepoAaTHOCTb
0oTOpacbiBaHNsI NAKETOB,
npuHuMaeT 3HauveHus [0..100].

Mpn ykasaHUn 3Ha4eHu
[OMKHBI BbINO/THATHLCSA
cnegyowue npasuna:

<MAX>> 2 * <MIN>
<LIMIT>> 3 * <MAX>
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23

24

OonucaHue

Onpepgennutb napameTtpbl GRED

(Generalized Random Early Detection)

(npn Heo6xoaUMOCTW).

BktounTb NPOTOKO KOMMpeccum tep-
3arofIoBKOB AJ1s1 Tpathuka OTAE/IbHOIo

knacca (npu Heo6xoauMocTw).

BkntounTb cepsBuc QoS Ha nHTepgoeiice

/TyHHene/ceTeBOM MOCTY.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-class-policy-
map)# random-detect queue
<QUEUE-NUM>

[ dscp <DSCP> | precedence
<IPP> ] <LIMIT> <MIN> <MAX>
<APS> <APS-NUM>
<PROBABILITY>

esr(config-class-policy-map)#

compression header ip tcp

esr(config-if-gi)# qos enable

Knoun

<QUEUE-NUM> — HoMep
ovepeam [1..16];

<DSCP> - knaccudpumkarop
o6cnyxnBaHus B IP-3aronoske
nakeTa, MPUHMMAaET 3HAYEHNSA
[0..63];

<IPP> - 3HaueHuve koga IP
Precedence, npyHumaet
3HayeHus [0..7];
<PRECEDENCE> — 3HaueHue IP
Precendence [0..7];

<LIMIT> — npegenbHbIii pasmep
ouyepeau B 6aiiTax, npUHUMaeT
3HaYeHus B gnanasoHe
[1..1000000];

<MIN> — MUHMManbHbIN
pasmep oyepegm B bainTtax,
NMPUHUMAET 3HAYEHUS B
JAvanasoHe [1..1000000];
<MAX> — MakcMMasibHbIi
pasmep o4yepean B GanTax,
NPUHMMAaET 3HAaYEHUs B
JAvanasoHe [1..1000000];
<APS> — cpegHwii pasmep
nakeTa B 6aiitax, NpUHUMaEeT
3HaueHve B guanasoHe
[1..10000000];

<APS-NUM> - konunuyecTtso
NakeToB CpedHero pasmepa
paspeLlUeHHbIX Ans
KpaTKOBPEMEHHOr0
nponyckKaHus,

NPUHMMAET 3Ha4YeHNE B
AvanasoHe [0..10000000];
<PROBABILITY> — BepoAaTHOCTb
oT6pacbiBaHNsI NAKETOB,
npuHUMaeT 3HaueHus [0..100]

Mpwn ykasaHUn 3Ha4eHu
[OMKHBI BbINO/THATHLCSA
cnepyowpe npasuna:

<MAX>> 2 * <MIN>
<LIMIT>> 3 * <MAX>
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War OnucaHwue KomaHpa Kntoun

25 HasHaunTb nonntuky QoS Ha esr(config-if-gi)# service-policy <NAME> - nmsa QoS-nonutuku,
CKOHdhUrypupyemom nHtepdeiice/ {input | output } <NAME> 3agaétca cTpokoi ao 31
TYHHesne/ceTeBoM MOCTY /14 cumBoONa.

Knaccugmkauum Bxogsuiero (input) nnm
npuopuTu3aLmn ucxogsiero (output)
Tpadumka.

10.2.2 Mpumep HaACTPOIKN

3apava:

Knaccudgmumpoats npuxoaawmii Tpadmk no nogcetsm (10.0.11.0/24, 10.0.12.0/24), npon3BECTU MapPKUPOBKY
no DSCP (38 1 42) n npon3BecTy pasrpaHnyeHune no nogcetsiM (40 Mout/c n 60 M6UT/C), orpaHnunTb 06LLYH
nonocy Ao 250 M6ut/c, octanbHoi Tpadurk obpabaTbiBatb Yepes mexaHuam SFQ.

ESR
i1/0/20

gi 1/0/19
Switch

1

PewieHue:

HacTpoum cnucku goctyna ans ounstpayum no noAceTsiM, BbIXOAMM B r106as1bHbI peXmMm KOHUrypaumu:

esr(config)# ip access-list extended fl1

esr(config-acl)# rule 1

esr(config-acl-rule)# action permit

esr(config-acl-rule)# match protocol any

esr(config-acl-rule)# match source-address 10.0.11.0 255.255.255.0
esr(config-acl-rule)# match destination-address any
esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

esr(config-acl)# exit

esr(config)# ip access-list extended fl2

esr(config-acl)# rule 1

esr(config-acl-rule)# action permit

esr(config-acl-rule)# match protocol any

esr(config-acl-rule)# match source-address 10.0.12.0 255.255.255.0
esr(config-acl-rule)# match destination-address any
esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

esr(config-acl)# exit
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

Co3pnaem knacchl fl1 n fl2, ykasbiBaeM cooTBETCTBYHOLME CNUCKU AOCTYNa, HACTPauBaeM MapKUPOBKY:

esr(config)# class-map fll
esr(config-class-map)# set dscp 38
esr(config-class-map)# match access-group fl1
esr(config-class-map)# exit

esr(config)# class-map f1l2
esr(config-class-map)# set dscp 42
esr(config-class-map)# match access-group fl2
esr(config-class-map)# exit

Co3gaém nonnTuKy 1 onpeaensieM orpaHuyeHve o6Lueit Noaockl NPonyckaHus:

esr(config)# policy-map fl
esr(config-policy-map)# shape average 250000

OcyuecTsndgemM NpuBA3KY Kacca K NoSIMTUKe, HacTpanmsaem orpaHmnyeHmne rnonockl NPonyckaHna u BbIXO4UM:

esr(config-policy-map)# class fll
esr(config-class-policy-map)# shape average 40000
esr(config-class-policy-map)# exit
esr(config-policy-map)# class fl2
esr(config-class-policy-map)# shape average 60000
esr(config-class-policy-map)# exit

[Nsi HACTPOIKN OrpaHMYeHNs NoMoCkl MPOMNYCKaHKs B NPOLEHTax HEOBXOAMMO MCMOMb30BaTh KOMaHAay shape
average percent.

Ans apyroro Tpadvka HacTpamBaeMm Kiacc ¢ pexumom SFQ:

esr(config-policy-map)# class class-default
esr(config-class-policy-map)# mode sfq
esr(config-class-policy-map)# fair-queue 800
esr(config-class-policy-map)# exit
esr(config-policy-map)# exit

Bkntoyaem QoS Ha nHTepdielicax, NoMTUKY Ha Bxogde nHTepdpelica gi 1/0/19 gnsa knaccudukauum n Ha
BbIxoge gi1/0/20 ans npyMeHeHus orpaHuyeHunin n pexvima SFQ ans knacca no ymonyaHuio:

esr(config)# interface gigabitethernet 1/0/19
esr(config-if-gi)# qos enable
esr(config-if-gi)# service-policy input fl
esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/20
esr(config-if-gi)# qos enable
esr(config-if-gi)# service-policy output f1l
esr(config-if-gi)# exit

[nAa npocMoTpa CTaTUCTUKN UCNOob3yeTcsa KoMmaHaa:

esr# do show qos policy statistics gigabitethernet 1/0/20
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11 YnpaBneHvue MapLupyTusaumei

* [lonMTUKa aHOHCMPOBaHMA MapLUPYTHOWN MHopMauum
* [potokon RIP
* Mpotokon OSPF
* Mpotokon IS-IS
* lMpotokon iBGP
* lMpotokon eBGP
+ KoHhurypupoBaHue ctaTmyeckmx MapLupyToB
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOWNKN CTaTUYECKNX MapLIPyTOB
+ Hactpoiika RIP
* AJITOPUTM HaCTPOWKM
* Mpumep HacTpoiikm RIP
+ HacTtpoiika OSPF
* AJITOPUTM HaCTPOWKM
* MNpumep HacTpoiikn OSPF
* MNpumep HacTpoitkn OSPF stub area
* MNpumep HacTpoiikm Virtual link
+ HacTtpoiika BGP
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
* Monuntrka BbibOpa Nyyllero mapwpyTa B npotokosne BGP
+ Hactpoiika BFD
+ HacTtpoiika Taimepos
* AJITOPUTM HaCTPOWKM
* Mpumep HacTpoiikn BFD ¢ BGP
+ HacTtpoiika nonutukm mapupytusauum PBR
+ AnropuTm HacTpoiikn Route-map ans BGP
* Mpumep HacTpolikn 1. Route-map ans BGP
* Mpumep HacTpolikn 2. Route-map ans BGP
« AnroputMm HacTpoliku Route-map Ha ocHoBe cnnckoB gocTyna (Policy-based routing)
+ lMpumep HacTpoiikn Route-map Ha ocHoBe cnuckoB gocTyna (Policy-based routing)
+ Hactpoiika VRF
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
* HacTtpoiika MultiwAN
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
* HacTtpoiika IS-IS
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
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11.1 NMonuTtuUKa aHOHCUPOBAHUA MapLUPYTHOI MH(hopMaLUn

11.1.1 NpoTtokon RIP

in/ Monutuka No ymosiyaHuio
out

Import TMonyyeHne mapLipyTHON
WMHhopmMaLy He orpaHNyYeHo

Export bBe3 oTAe/bHbIX KOMaH[,
aHOHCHpOoBaHWsA
MapLLpyTU3aTop He
0TNpaB/iseT MapLUPYTHYHO
nHdopmaumio

11.1.2 Mportokon OSPF

in/ MonuTtuka No ymonyaHuio
out

Import TMonyyeHve mapLipyTHO
WMHhopMaumn He orpaHNyYeHo

Cnoco6bl
AHOHCUpOBaHuA

Network,
Redistribute

Cnoco6bl
AHOHCupoBaHuA

Network,
Redistribute

CnocoGbl hunbTpaymm YpoBHHU
npUMeHeHus
NosNTUK
cunerpauumn

Route-map — nocnegHee Mpouecc RIP

(HesBHOE) NpaBwIo 3anpeLlaer

BCE, YUTO SBHO He pa3peLleHo

npeaslayLwmmy npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)

npaBw/Io 3anpelaeT BCE, YTO

SIBHO He paspeLleHo

npeasliayLmmy npaBuiamu.

Prefix-list — nocnegHee (HesiBHOE)

npaBw/I0 paspeluaer BCe, 4TO

SIBHO He 3anpeLleHo

npeablayLmmy npaBuiamu.

Prefix-list — nocnegHee (HesiBHOE)

npaBuo paspeLlaet Bce, YTOo

AIBHO He 3anpeLyeHo

npeaplayLmmy npaBuiamu.

Cnoco6bl hunbTpaymmn YpoBHU
NpUMeHeHUs
NosINTUK
chunsTpauun

Route-map — nocnegHee Mpouecc OSPF

(HesiBHOE) NpaBwno 3anpelLaer
BCE, YTO SIBHO HE pas3peLLeHo
npeabIayLwmMMmn npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)
npaswo 3anpeLuaet BCe, HTO
SIBHO He paspeLueHo
npeablayLmmy npaBuiamu.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

230



in/ MonuTtnka no ymonyaHuio Cnoco6bl
out AHOHCUpOBaHUA
Export AHOHCKpyeTcst MHchopmaLus o
NHTEepgencax, Ha KOTopbIX
BkNtoveH npotokon OSPF
11.1.3 TMpotokon IS-IS
in/ Monutunka No ymonyaHuio Cnoco6bl
out AHOHCUpoOBaHuA
Import TMonyyeHne mapLipyTHO Network,

nHgopmaumm He orpaHmdeHo  Redistribute

Export AHOHCHpyeTcs uHcopmauns o
NHTEepdencax, Ha KOTOpPbIX
BKJ/IOUEH npoTokon IS-IS

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

Cnoco6bI hunbTpaymm YpoBHU
npUMeHeHus
NOJINTUK
chunsTpauun

Route-map — nocnegHee

(HesiBHOE) NpaBu/Io paspellaeT

BCE, YTO SIBHO He 3anpeLleHo

npeablayLwmmMy npaBuiamu.

Prefix-list — nocnegHee (HesiBHOE)

npaBu/0 paspeLlaeT BCE, YTO

SIBHO He 3arnpeLleHo

npeablayLwmmy npaBuiamu.

dunbmpayusi aHoHcupyemol

mapwpymHoUl uHghopmayuu

BO3MOXKHa 0/151 C/1IEAYHOUWUX MUos

OSPF-mapwpymos: E2, ET.

CnocoGbl hunbTpaymm YpoBHHU
npuMeHeHus
NoONTUK
cdunbTpayun

Route-map — nocnegHee Mpouecc IS-IS

(HesBHOE) NpaBWIo 3anpeLlaer
BCe, YTO SIBHO He pa3peLLeHo
npeablayLmMmy npaBuiamu.

Prefix-list — nocnegHee (HesiBHOE)
npaBW/I0 3anpeLaeT Bee, YTo
SIBHO He paspeLleHo
NpeabIayLWMMI NpaBuIaMu.

Route-map — nocnegHee
(HesBHOE) NpaBWIoO paspellaet
BCE, UTO SIBHO He 3anpeLLeHo
npeablayLMmy npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)
NpaBwI0 paspeLlaeT BCE, YTO
SIBHO He 3anpeLleHo
npe/blAyLmMMm npasmiamm.
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11.1.4 MNpotokon iBGP

in/ Monutuka Nno ymosiyaHuio
out

Import MonyyeHve mapLupyTHOIA
MHGOpMaLMK HE OrPaHNYEHO

Export AHOHCUpylOTCS BCe
MapLUpyThl, nonaswwue B RIB
no npotokosny BGP

11.1.5 Npotokon eBGP

in/ Monutuka No ymosiyaHuio
out

Import TMonyyeHne mapLipyTHO
WMHhopmMaLy He orpaHNyYeHo

Cnoco6bl
AHOHCUpOBaHUA

Network,
Redistribute

Cnoco6bl
AHOHCUpOBaHuA

Network,
Redistribute
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CnocoGbl hunbTpaymm

Route-map — nocnegHee
(HesiBHOE) NpaBwno 3anpeluaer
BCe, YTO SIBHO HE paspeLLeHo
npeabIayLW1MMmn npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)
npaBw/Io 3anpeLLaeT BCe, YTO
SIBHO He paspeLueHo
npeablayLmmy npasuiamu.

Route-map — nocnegHee
(HesBHOE) NpaBuIo
paspeLlaeT BCE, YTO ABHO

He paspeLleHo NpeablayLMmn
npasunamu.

Prefix-list — nocnegHee (HesiBHOE)
npaBwIo paspeLlaeT BCE, YTO
SIBHO He paspeLueHo
npeablayLmMmMy npaBuiamu.

Cnoco6bl chunsTpauum

Route-map — nocnegHee
(HesBHOE) NpaBwIo 3anpeLlaer
BCE, UTO SIBHO HE paspeLLeHO
npeablayLmmy npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)
npaBuW/I0 3anpeLaeT Bee, YTo
SIBHO He paspeLleHo
npeabIayLwmMMmn npasuiaMm.

YpoBHU
npUMeHeHus
NOINTUK
chuneTpayun

address-family,
peer-group,
neighbor

YpoBHU
npuMeHeHus
NoONTUK
cunerpauumn

address-family,
peer-group,
neighbor
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in/ Monutuka Nno ymosyaHuio Cnoco06bl Cnoco6bI hunbTpaymm YpoBHuU
out AHOHCUpOBaHUA npuMeHeHus
NoSINTUK
chunsTpauun
Export AHOHCUpOBaHMe MapLIpyTOB Route-map — nocnegHee
3anpeLeHo 0 NPUMEHEHUS (HesiBHOE) NpaBusIo 3anpeLlaeT
paspeLuatoLLero route-map BCE, YTO SIBHO HE paspeLleHo
nnu prefix-list npeablayLwmMy npasmuiamu.

Prefix-list — nocnegHee (HesiBHOE)
MpaBwIo 3anpeLLaeT BCe, YTo
SIBHO HE paspeLleHo
npefblAyLWmMMm npasmiamm.

11.2 KoHdurypmnpoBaHume ctaTuueCKUxX MapLUpyToB

CraTnyeckas MapLipyTM3aumus — B MapLUpyTU3aLmm, Npu KOTOPOM MapLUpYThl YKa3blBalOTCS B IBHOM BUAe
npy KoHUrypauum mapLupytusaropa 6e3 ncnonb3oBaHus NPOTOKO/I0B AVHAMUYECKOW MapLUpyTU3aLmn.

11.2.1 ANroput™M HacTpOIiKu

[06aBnNTb CTaTMYECKNA MapLUPyT BO3MOXHO KOMaH/0l B peXume rn1o6anbHO KoHGurypauuu:

esr(config)# ip route [ vrf <VRF>] <SUBNET> { <NEXTHOP> [ resolve ] | interface <IF> | tunnel <TUN> | wan
load-balance rule <RULE> [<METRIC>] | blackhole | unreachable | prohibit } [ <METRIC> ] [ track <TRACK-
ID>][bfd]

+ <VRF> - nms ak3emnnspa VRF, 3agaetcs ctpokoit Ao 31 cumsona;

+ <SUBNET> - agpec Ha3HauyeHus, MOXET ObITb 3a4aH B criefyoLwemM dpopmare:

« AAA.BBB.CCC.DDD - IP-agpec x0cCTa, rae kaxaas 4acTb NpuHUMaeT 3HaueHus [0..255];
+ AAA.BBB.CCC.DDD/NN - IP-agpec nogceTtu ¢ Mackoi B Buge npecmkca, rae AAA-DDD
npuHUMatoT 3HaueHus [0..255] u NN npuHumaeT 3Hauexms [1..32].

+ <NEXTHOP> - IP-agpec wnto3a 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpas yacTb npuHMMaeT
3HaueHus [0..255];

* resolve — npu ykazaHum gaHHoro napametpa IPv6-agpec wnto3a 6yaeT pekypCcrMBHO BbIUMC/IEH Yepes
Tabnuuy MapLipytmsauun. Ecnv npu pekypcrBHOM BbIYUC/IEHUN HE YAACTCS HANTW LW/IHO3 U3 Hanpsmyto
NOAK/THOYEHHON NOACETU, TO AaHHbIM MaplpyT He ByAeT yCTaHOB/EH B cucTeMy. FnybuHa noucka — 5;

+ <IF> - ums IP-uHTepdheiica, 3aaaétcsa B BUAE, ONMCAHHOM B pasgene Turbl 1 NopsaoKk MMeHoBaHns
NHTEPIENCOB MapLLPYTU3aTOPa;

+ <TUN> - nms TyHHens, 3agaétcs B BUAe, ONUCaHHOM B pasgene Turbi 1 Nopsaok MEHOBaHUs TYHHeNel
MapLupyTM3arTopa;

+ <RULE> - Homep npaBuna wan, 3aaaétcs B gnanasoHe [1..50];

+ blackhole — npu ykazaHun komaHAbl NakeTbl 40 AaHHOW NoACeTN ByayT yaanATbCA yCTPOMNCTBOM 6e3
OTNpaBky YBEAOM/IEHWUIA OTMPaBUTESIO;

+ unreachable — npu ykazaHum KomaHpbl NakeTbl 40 AAaHHONM NoAceTV ByayT yAaNaATbCA YCTPOCTBOM,
oTnpasuTens nonyunt B oTBeT ICMP Destination unreachable (Host unreachable, code 1);

+ prohibit — npn ykasaHum komaHapl NakeTbl 40 AaHHOW noaceTn ByayT yoansiTbCs YCTPONCTBOM,
oTnpasuTens nonyunt B oTBeT ICMP Destination unreachable (Communication administratively
prohibited, code 13);
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*+ bfd — npu ykazaHum gaHHOro kntoya aKTMBMPYETCS yAasleHe CTaTMyeckoro MapLupyTa B ciyJvae
HefoCTynHOCTK next-hop.

[na no6aeneHusi ctatnyeckoro IPvé-mapLupyTa K ykasaHHO NoAceTV UCNoNb3yeTcst KoMaHaa:

ipv6 route [ vrf <VRF>] <SUBNET> { <NEXTHOP> [ resolve ] | interface <IF> | wan load-balance rule <RULE>
| blackhole | unreachable | prohibit } [ <METRIC> ] [ bfd ]

+ <VRF> - nms ak3emnngapa VRF, 3agaetcs cTpokoi Ao 31 cumsona;

+ <SUBNET> — agpec Ha3Ha4yeHusi, MOXET ObITb 3afaH B cneaywmx snaax:

+ XXX XX — IPvb-agpec XocCTa, rae Kaxgas yactb NpMHUMaEeT 3HauyeHus B LecTHaguarepuyHom
dopmare [0..FFFF];

« XiX:X:X::X/EE - IPv6-agpec nogcetv ¢ Mmackoi B Buge npedukca, rae kaxaas yacte X npuHumaet
3HauYeHus B LecTHaguaTepuyHom dpopmarte [0..FFFF] n EE npuHumaeT 3HaueHus [1..128].

+ <NEXTHOP> - IPv6-agpec wnio3a, 3agaétcsa B Buge X:X:X:X::X, rge kaxgas yactb NpMHUMaET 3Ha4YeHus
B LWecTHaguaTepuyHom doopmarte [0..FFFF];

+ resolve — npu ykasaHum gaHHoro napametpa IPv6-agpec wnt3a 6yaet pekypCcrMBHO BbIYMCIEH Yepes
Tabnuuy MapLipytusauun. Ecnv npu pekypcrBHOM BbIYUC/IEHUN HE YAACTCH HANTW LT3 U3 Hanpsamyto
NOAK/THOYEHHOWN NOACETU, TO AaHHbIA MapLipyT He ByAeT yCTaHOB/EH B cucTeMy. [lybuHa noucka — 5;

+ <|F> - umsa IP-unteppelica, 3agaétcsa B BUAE, ONMCAHHOM B pasaene Turbl 1 NopsiioK MMEHOBaHMSA
NHTEepPhelicoB MapLLpyTU3aTopa;

+ blackhole — npu ykazaHum KomaHapl NakeTbl 4O AaHHOW noaceTn ByayT yaansTbCs yCTPOCTBOM 6e3
OTNpaBKM YBEAOM/IEHWNIA OTNPaBUTENIO;

+ unreachable — npu ykazaHun komaHabl NakeTbl 40 AAHHON NoACeTM ByayT yAanAaTbCA YCTPONCTBOM,
oTnpasuTenb nonyunt B oTBeT ICMP Destination unreachable (Host unreachable, code 1);

+ prohibit — npn ykazaHum komaHgpl NakeTbl 4O AaHHOW NoaceTn ByayT yaansiTbCs YCTPOMNCTBOM,
oTnpasuTenb nonyunt B oTBeT ICMP Destination unreachable (Communication administratively
prohibited, code 13);

+ [METRIC] — meTpuika mapLupyTa, NpuHumaeT 3HaueHust [0..255].

+ bfd — npu ykazaHum gaHHOro KnYa akTMBUPYETCH yaasieHne CTaTMyeckoro mapLupyTa B c/ydae
HefoCTynHOCTK next-hop.

11.2.2 Mpumep HACTPOIWKN CTaTUUECKUX MApLUPYTOB

3apava:

HacTtpouTb goctyn k ceTtu Internet gna nonb3oBartesniei nokanbHbix cetert 192.168.1.0/24 1 10.0.0.0/8,
NCNosb3ys cTaTMyeckyto MmapLlupytusaumio. Ha yctporictee R1 cos3gath W3 gnsa goctyna kK cetu Internet.
Tpadovk BHYTpY NOKa/IbHOW CETU AO/MKEH MapLUpyTU3npoBaTbes BHYTPU 30HbI LAN, Tpadink 13 cetu Internet
[O/MKEH OTHOCUTLCA K 30He WAN.

R1 R2
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PelwweHue:

3agagym nms ycTpoicTea 419 maplipytmsartopa R1:
esr# hostname R1

Ona nHtepdperica gi1/0/1 ykakem agpec 192.168.1.1/24 v 30Hy «LAN». Uepes gaHHbI MHTepdeic R1 byaet
nodknto4eH kK cetn 192.168.1.0/24:

esr(config)# interface gil/0/1
esr(config-if-gi)# security-zone LAN
esr(config-if-gi)# ip address 192.168.1.1/24
esr(config-if-gi)# exit

[na nHtepdperica gi1/0/2 ykaxem agpec 192.168.100.1/30 n 30Hy «LAN». Uepes gaHHbI nHTepdenc R1
6yaeT NoAKIYEH K YCTPONCTBY R2 Ans nocnegyoLleli MapLupyTusauum Tpaduka:

esr(config)# interface gil/0/2
esr(config-if-gi)# security-zone LAN
esr(config-if-gi)# ip address 192.168.100.1/30
esr(config-if-gi)# exit

[ns nHtepdpeiica gi1/0/3 ykaxxem agpec 128.107.1.2/30 n 30Hy «WAN». Uepe3 aaHHbIli uHTepdpeiic R1 6yaet
NoAK/IOYEH K ceTu Internet:

esr(config)# interface gil/0/3
esr(config-if-gi)# security-zone WAN
esr(config-if-gi)# ip address 128.107.1.2/30
esr(config-if-gi)# exit

Cosgaamm mapupyT ansa Blanmogeinctaums ¢ cetbto 10.0.0.0/8, ncnonb3ys B Ka4ecTBe LW/K03a yCTPoncTeo R2
(192.168.100.2):

esr(config)# ip route 10.0.0.0/8 192.168.100.2

Co3pamm MapLipyT 411 B3aMMOZERCTBUS € ceTbto Internet, ucnonb3ys B kauecTse nexthop wnto3
nposaiigepa (128.107.1.1):

esr(config)# ip route 0.0.0.0/0 128.107.1.1
3agagym nms ycTpoicTea 419 mapLlipytmsartopa R2:

esr# hostname R2
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Onsa naTtepdpeiica gi1/0/1 ykaxem agpec 10.0.0.1/8 n 30Hy «LAN». YUepe3 aaHHbIi nHTepdelic R2 6yaert
nogkntoyeH K cetn 10.0.0.0/8:

esr(config)# interface gil/0/1
esr(config-if-gi)# security-zone LAN
esr(config-if-gi)# ip address 10.0.0.1/8
esr(config-if-gi)# exit

[nsa nHtepdpelica gi1/0/2 ykaxem agpec 192.168.100.2/30 n 30Hy «LAN». Yepes gaHHbIii nHTepgeinc R2
OyAeT NoAKIYEH K YCTPOCTBY R1 ANns nocnegyowein mapLupytmsauum Tpaduka:

esr(config)# interface gil/0/2
esr(config-if-gi)# security-zone LAN
esr(config-if-gi)# ip address 192.168.100.2/30
esr(config-if-gi)# exit

Cos3gaavm MapLupyT no yMoyaHuio, ykasas B kadecTse nexthop IP-agpec nHtepdeiica gi1/0/2
mapLupytusatopa R1 (192.168.100.1):

esr(config)# ip route 0.0.0.0/0 192.168.100.1
MpoBepuTb TabnnLy MapLpyTOB MOXHO KOMaHAOiA:

esr# show 1ip route

11.3 Hacrtpoiika RIP

RIP — AncTaHUMOHHO-BEKTOPHbIV NPOTOKO AHAMUYECKOW MapLUpyT13aLmnn, KOTOPbI NCNONb3yeT KOJIMYEeCTBO
TPaH3UTHBIX YH4ACTKOB B KaUeCcTBe MeTPUKN MapLupyTa. MakcuMasibHOe KOMIMYECTBO TPaH3UTHbIX Y4acTKOB
(hop), paspelueHnHoe B RIP, paBHo 15. Kaxapblii RIP-mapLupyT3atop no yMon4aHuio BeLaeT B CETb CBOK
nosiHyto Tabnuuy Mmaplipytusauun oguH pas B 30 cekyHA. RIP paboTaet Ha 3 yposHe cteka TCP/IP, ncnosnb3ys
UDP-nopt 520.

11.3.1 ANropuTm HaCTPOIKMN

War OnucaHue KomaHpga Knoun

1 HacTponTb npuoputeTHOCTb NpoTokona — esr(config)# ip protocols rip <VALUE> - npnopuTeTHOCTb
RIP-mapLipyT1saumm gisi OCHOBHOWA preference <VALUE> NnpoToKona, NpuHUMaeT
TabMULbI MapLpyTusauum (He 3HaueHus B auanasoHe [1..255].
0653aTe/bHO).

3Ha4veHune no ymosnyaHuio: RIP
(100).
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5

OonucaHue

HacTtpouTb emkocTb Tabnuy,
MapLupyTusaumm npotokona RIP (He
06513aTe/bHO).

Cospatb cnucku IP-nogceteid, koTopble
B AasibHelileM 6yayT UCMO/b30BaTbCS
ANnsa hmnsTpauumn aHoHCUpPYEMBbIX U
nonyyaemsbix |P-mapLipyTos.

PaspelunTb (permit) unm sanpetuTb
(deny) cnncku npedukcos.

MepeiTn B peXnm HaCTPOKM
napametpos RIP-npouecca.

Bkntountb RIP-npoTokon.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# ip protocols rip max-
routes <VALUE>

esr(config)# ip prefix-list <NAME>

esr(config-pl)# permit {object-
group <OBJ-GROUP-NETWORK-
NAME > <ADDR/LEN> | <IPV6-
ADDR/LEN> } [{ eq <LEN> | le
<LEN> | ge <LEN> [ le <LEN>]}]

esr(config-pl)# deny {object-group
<0BJ-GROUP-NETWORK-NAME>
<ADDR/LEN> | <IPV6-ADDR/LEN> }
[{ eq <LEN> | le <LEN> | ge <LEN>
[le <LEN>]}

esr(config)# router rip

esr(config-rip)#

esr(config-rip)# enable

Knoun

<VALUE> - konunyectso
MapLupyTos npoTtokona RIP B
MapLLpYyTHOIT Tabnuue,
NPUHUMAET 3HAYEHUS B
JvanasoHe [1..10000];
3HayeHve no yMosi4aHuio:

10000.

<NAME> - nwms
KOHQIUIYpMPYEMOrO Crincka
noAceTeit, 3aaéTcsl CTPOKOIA
0o 31 cumBona.

<OBJ-GROUP-NETWORK-
NAME> - nmsa npocomns IP-
afpecos, 3aaéTca CTPOKON A0
31 cumBona;

<LEN> - nnvHa npedoukca,
NpUHUMaET 3HadeHuns [1..32] B
IP-cnuckax npedukcos;

* eq — Nnpu yKkasaHuu
KOMaHAbl AMHa
npedmkca AomKHa
COOTBETCTBOBATb
yKasaHHOI%;

+ le — npu ykazaHum
KOMaHabl ANnHa
npedmkca AomKHa 6bITb
MeHbLUe NIM60
COOTBETCTBOBATb
yKasaHHOI%;

* ge — Mpu yKasaHuu
KOMaHabl ANnHa
npedmkca AomKHa 6bITb
60/bLUe 60
COOTBETCTBOBATb
yKasaHHOi%;

+ default - route -
gnnsTpaums mapLupyTa
Mo YMOJTYaHNI0.
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11

12

OonucaHue

OnpepennTb anroputm
ayTeHTucmkauum npotokona RIP (He
06513aTe/bHO).

YcTtaHoBWUTL Naposib Ans
ayTeHTUdMKaLmm ¢ coceom (He
0653aTe/bHO).

Onpefenutb CNUCOK Naponei ans
ayTeHTUchMKaLuM Yepes airoputm
xewmpoBaHus md5 (He 06513aTesnbLHO).

BbIKNOUMTbL aHOHCKPOBaHWE
MapLUPyTOB Ha nHTepdeicax/
TyHHensx/bridge, rae aTo He HyXHo (He
06513aTe/bHO).

YCTaHOBWTb BPEMEHHOI UHTEPBAUI, MO
CTEYEHUN KOTOPOTo NPOM3BOANTCS
aHoHcupoBaHue (He 065a3aTeflbHO).

YCTaHOBWTb BPEMEHHOW UHTEPBAS
KOPPEKTHOCTU MapLLpPyTHOI 3anucu 6e3
06HOBMEeHMs (He 06513aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-rip)# authentication
algorithm { cleartext | md5 }

esr(config-rip)# authentication key

ascii-text { <CLEAR-TEXT> |
encrypted <ENCRYPTED-TEXT> }

esr(config-rip)# authentication
key-chain <KEYCHAIN>

esr(config-rip)# passive-interface

{<IF>| <TUN>}

esr(config-rip)# timers update
<TIME>

esr(config-rip)# timers invalid
<TIME>

Knoun

+ cleartext — naposns,
nepesaeTcs OTKPbITbIM
TEKCTOM;

* md5 — napons,
Xewpyercs no
anroputmy md>.

<CLEAR-TEXT> — naporsb,
3agaéTcsa cTpokoi oT 8 o 16
CUMBOJIOB;

<ENCRYPTED-TEXT> -
3aluntbpoBaHHbIi Naposb
pasmepowm oT 8 6anT o 16
6ainT (ot 16 g0 32 CMBOJIOB) B
LecTHaauaTepuyHoM dpopmare
(OXYYYY...) nm (YYYY...).

<KEYCHAIN> -
NAeHTUgMKaTOp cnucka
Knouen, 3afaétca CTPoKoi Ao
16 cmBo/IOB.

<IF> — nHTepgoeiic n
naeHTudmkaTop;

<TUN> — umsa 1 Homep
TYHHEnNs.

<TIME> - BpeMsa B cekyHpax,
NPUHUMAET 3HaYeHNs
[12..65535].

3Ha4veHune no ymonyaHuto: 180
CeKyHA,

<TIME> — BpemsA B CEKyHAax,
NPUHUMAET 3HaYeHus
[12..65535].

3HaueHue no ymonyaHuio: 180
CeKyHa.
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13

14

15

16
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OnucaHue KomaHpa

esr(config-rip)# timers flush
<TIME>

YCTaHOBUTb BPEMEHHOW MHTepBarl, No
NCTEYEHIM KOTOPOro NPOV3BOANTLCS
yaaneHve maplipyta (He 06s13aTesibHO).

esr(config-rip)# network <ADDR/
LEN>

Bknountb aHOHCMnpoBaHne I'IO,EI,CETGVI.

esr(config-rip)# prefix-list
<PREFIX-LIST-NAME> {in | out }

[ob6aBuTb hnnbTpaumo noaceteli BO
BXOAALLMX NN UCXOASALLMX
06HOBNEHUSIX (He 06s3aTeNbHO).

esr(config-rip)# redistribute static
[ route-map <NAME> ]

BKOUNTb aHOHCMPOBaHMe MapLUIpPYTOB,
Moy4YeHHbIX aNbTepHaTUBHbLIM
Cnoco6oM (He 06s13aTeslbHO).

esr(config-rip)# redistribute
connected [ route-map <NAME> |

Knoun

<TIME> — BpemsA B CEKyHAaXx,
NPUHUMAET 3HaYeHNs
[12..65535].

Mpn ycTaHOBKe 3Ha4YeHNs
HY)XHO y4uTbIBaTb CnegytoLiee
npasuno: «timersinvalid + 60»

3HaueHue no ymonyaHuio: 240
CeKyHA,

<ADDR/LEN> — afpec noacetu,
yKasblBaeTCs B criefytoLemM
thopmarte:

AAA.BBB.CCC.DDD/EE - IP-
aZpec NoACceTy ¢ Mackoii B
thopme npecpukca, rae AAA-
DDD npuHumatoT 3HayeHus
[0..255] v EE npuHumaeT
3HayeHus [1..32].

<PREFIX-LIST-NAME> — nwms
CKOHChMIypmypoBaHHOIo Crnncka
noaceTei, 3a4aéTcsl CTPOKOIA
0o 31 cumBorna.

* in — counbrpayus
BXOAALLUMX MapLUPYTOB;

+ out — mnsTpauma
aHOHCUpyeMbIX
MapLUpyTOB.

<NAME> — umsi MapLupyTHOI
KapTbl, KOTOpasa byaet
1Cnonb30BaTbCs 4/
dunbTpaumnn n mogmndmkaummn
AHOHCHpPYEMbIX CTaTUYeCKNX
MapLUPYyTOB, 3a4aETCS CTPOKOIA
0o 31 cumBona.

<NAME> - nmsi MmapLupyTHoOW
KapTbl, KOTOpas byget
1cnosib30BaThCA A5
dmnnsTpaunm n mogudunkalmm
aHOHCUpYEeMbIX HanpPsiMyLo
MOAK/THOYEHHbIX NOACETEN,
3agaétcsa cTpokoi ao 31
cumBONa.
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OonucaHue

MNepeliT B peXNM KOH(UTYPUpPOBaHs
nHTepcpeiica/TyHHens/ceTeBoro mocTa.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-rip)# redistribute ospf
<ID><ROUTE-TYPE> [ route-map
<NAME> ]

esr(config-rip)# redistribute bgp
<AS> [ route-map <NAME> ]

esr(config)# interface <IF-
TYPE><IF-NUM>

Knoun

<ID> — HOMep npouecca, MOXeT
NPUHMMAaTb 3Ha4YeHne
[1..65535];

<ROUTE-TYPE> - T1n
MapLupyTa:

+ intra - area -
aHOHCUpoBaHNe
mappytos OSPF-
npouecca B npegenax
30HbI;

+ inter - area -
aHOHCcUpoBaHVe
mMapLpytoB OSPF-
npouecca mexay
30HamMu;

+ external 1 -
aHOHCUpoBaHVe
BHELLIHUX MapLUpPYTOB
OSPF-chopmata 1;

+ external 2 -
aHOHCKpOBaHue
BHELLHUX MapLUpPyTOB
OSPF-chopmata 2;

<NAME> — umsi MapLupyTHOI
KapTbl, KOTOpas byaet
MCNonb30BaTbCs 4/1A
domneTpaunmn n mogndmkaumnn
aHoHcupyeMbix OSPF-
MapLUPYyTOB, 3a4aETCS CTPOKOIA
no 31 cumona.

<AS> — HOMEp aBTOHOMHOIA
CUCTEMbI, MOXET MPUHUMATb
3HaueHun [1..4294967295];

<NAME> — umsi MapLupyTHOI
KapTbl, kKoTopas byaet
1cnosb3oBaTbCcs A1
duneTpauun n mogundukauum
aHoHcupyeMbix BGP-
MapLUpPYTOB, 3a4aETCS CTPOKOIA
0o 31 cumona.

<IF-TYPE> - Tun nHtepgeiica;

<IF-NUM> — F/S/P - F-thpelim
(1), S - cnort (0), P - noprt.
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20

21

OonucaHue

YcTtaHoBUTb BENMUNHY MeTpuku RIP-
MapLIpyTOB Ha UHTepdelice (He
0653aTe/bLHO).

YCTaHOBUTb PEXMM aHOHCUPOBAaHWS
MapLipyToB no npotokony RIP (He
06513aTe/bHO).

3apatb IP-agpec cocena ans
YCTaHOB/IEHMSA OTHOLLEHMS B unicast-
pexume aHOHCUPOBaHMA MapLLpPyTOB
(He o6si3aTeNbHO).

BK/OUMTL CyMMapu3aLmio nogcereit
(He o6s13aTENbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# tunnel <TUN-
TYPE><TUN-NUM>

esr(config)# bridge <BR-NUM>

esr(config-if-gi)# ip rip metric
<VALUE>

esr(config-if-gi)# ip rip mode
<MODE>

esr(config-if-gi)# ip rip neighbor

<ADDR>

esr(config-if-gi)# ip rip summary-

address <ADDR/LEN>

Knoun

<TUN-TYPE> — Tun TyHHens;

<TUN-NUM> - HOomep TyHHens.

<BR-NUM> — Homep bridge.

<VALUE> — BenimunHa MeTpuky,
3a4aéTcsa B pasmepe
[0..32767].

3HaueHne Nno yMonyaHuio: 5.

<MODE> - pexum
aHOHCHPOBaHUA MapLUPYTOB:

+ multicast — mapwpyThbl
aHOHCMPYIOTCSA B
MHOroaZpecHoM
pexvime;

+ broadcast — mapLpyThbI
aHOHCUpYLOTCA B
LUIMPOKOBELLATENbHOM
pexvime;

* unicast — mapLUpyThl
aHOHCMPYHOTCSA B
unicast-pexumve
cocesam.

3HayeHne No yMon4YaHuio:
multicast.

<ADDR> - IP-agpec, 3agaéTtcs
B Buae AAA.BBB.CCC.DDD, rge
Kaxgas 4acTb NPUHUMaET
3HayeHus [0..255].

<ADDR/LEN> - IP-agpec un
Macka noaceTy, 3afaétcsa B
Bnae AAA.BBB.CCC.DDD/EE,
roe kaxxgasi yacte AAA — DDD
NpUHUMaEeT 3HadeHuns [0..255] n
EE npvHumaeT 3HaueHus
[1..32].
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MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

11.3.2 Mpumep HacTpoiiku RIP

3apgava:

HacTpouTb Ha maplipyTusarope npoTtokon RIP ans obmeHa mapLupyTHOR nHdopMauueii ¢ cocegHumm
MapLupyTmsaTtopamu. MapLupyTusaTop A0/DKEH aHOHCMPOBATb CTaTUYeCKMe MapLIpyThbl 1 NOACETU
115.0.0.0/24,14.0.0.0/24, 10.0.0.0/24. AHOHCMpOBaHNe MapLUPYTOB AO/HKHO NPOUCXOANTL Kaxable 25 cekyHA,

Router T

Router

R2

PelweHune:

MpeaBapuTenbHO HY)KHO HAacTpouTb IP-agpeca Ha MHTepdieiicax Cor/lacHO CXeEMe CETY, MPUBEAEHHON Ha
PUCYHKeE.

Mepengém B pexmm KoHUrypmposaHmsa npoTtokona RIP:
esr(config)# router rip
Ykakem nogceTu, Kotopble 6yayT aHoHcupoBaTtbca npotokosiom: 115.0.0.0/24, 14.0.0.0/24 n 10.0.0.0/24:

esr(config-rip)# network 115.0.0.0/24
esr(config-rip)# network 14.0.0.0/24
esr(config-rip)# network 10.0.0.0/24

,ﬂ,ﬂﬂ aHOHCMpPOBaHNA NPOTOKO/IOM CTaTUYECKMX MapLUpPyTOB BbINO/THUM KOMaHAY:
esr(config-rip)# redistribute static

HacTtpoum Taiimep, oTBevaroLnii 3a 0TNpaBKy MapLLPYTHON nHopMauuu:
esr(config-rip)# timers update 25

Mocne ycTaHOBKM BCex TpebyeMbix HAaCTPOeK BKNKOYaeM NPOTOKO/:

esr(config-rip)# enable
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

[lna Toro 4To6bl NPOCMOTPETL TabNMLYy MapwpyToB RIP, Bocnosib3yemcsi KOMaHa0iA:

esr# show 1ip rip

& TMomumo HacTpoliku npotokona RIP Heo6xogumo B firewall paspewuTts UDP-nopt 520.

11.4 Hactpoiika OSPF

OSPF — NpoTOKON AMHAMWYECKOI MapLLPYTU3aL, OCHOBaHHbIV Ha TEXHOMOTN OTCNIEXMBAHUS COCTOSIHUS
kaHana (link-state technology) 1 ucnonb3yoLWA AN HAXOXAEHUSA KpaTyaiiLLero Nyt anroputM AeikcTpsi.

11.4.1 ANropuTM HacTpOIiKn

LWar

1

OonucaHue

Komanpga

HacTpouTb NpropuTeTHOCTL NpoTokona — esr(config)# ip protocols ospf

OSPF-mapuwpyT1saumm ans 0CHOBHOW
TabnMupbl MapLpyTusauun (He
0653aTe/bHO).

HacTpouTb eMKOCTb Tabnu,
MapLupyTusaumu npotokona OSPF (He
06513aTe/bHO).

Bk/tounTb BbiBOA MHYOpPMaLK O

COCTOSIHVM OTHOLLIEHWIA C cocegamum ans

npoTokona MapLupyTusaummn OSPF (He
06513aTe/bHO).

preference <VALUE>

esr(config-vrf)# ip protocols ospf
preference <VALUE>

esr(config)# ip protocols ospf max-
routes <VALUE>

esr(config)# ipv6 protocols ospf
max-routes <VALUE>

esr(config)# router ospf log-
adjacency-changes

esr(config)# ipv6 router ospf log-
adjacency-changes

Knioun

<VALUE> - npnoputeTHOCTb
npoToKoNa, NpUHUMaeT
3Ha4YeHus B gmanasoHe
[1..255].

3HayeHue no ymonyaxuio: 150.

<VALUE> - konnuecTtso
MapLupyTos npotokona OSPF B
MapLUpyTHOI Tabnuue,
NPUHMMAET 3HAYEHUS B
AvanasoHe:

+ ans ESR-1000/1500/
1511/3200 -
[1..500000];

+ pna ESR-20/21/30/100/
200 - [1..300000].

3HayeHne No ymoa4aHuo gns
rNo6anbHOro pexmma:

+ ana ESR-1000/1500/
1511/3200 - (500000);
+ pna ESR-20/21/30/100/
200 - (300000).
3HaueHune Nno ymon4yaHuio ans
VRF: 0.
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OonucaHue

Co3sgatb cnucku IP-noaceTeld, koTopblie
B Aa/ibHelilem byayT UCnonb30BaTbCs
ANnA punsTpauun aHoOHCUpPYEMBbIX U

nosy4aemsbix |IP-mapLupyToB (He
0653aTe/bHO).

PaspelunTtb (permit) unm sanpetutb

(deny) cnuckn npednkcor (He
0653aTe/bHO).

Jo6asuTtb OSPF-npouecc B cuctemy u

OCYLLECTBUTb NEPEXOL B PEXMM
HacTpoiikn napameTpoB OSPF-
npovecca.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpga

esr(config)# ip prefix-list <NAME>

esr(config)# ipv6 prefix-list
<NAME>

esr(config-pl)# permit [ { object-
group <OBJ-GROUP-NETWORK-
NAME> | <ADDR/LEN> | <IPV6-
ADDR/LEN> } ] [{ eq <LEN> | le
<LEN> | ge <LEN> [ le <LEN>] }]

esr(config-pl)# deny [ { object-
group <OBJ-GROUP-NETWORK-
NAME> | <ADDR/LEN > | <IPV6-
ADDR/LEN> }][{ eq <LEN> | le
<LEN> | ge <LEN> [ le <LEN>]}]

esr(config)# router ospf <ID> [vrf
<VRF>]

esr(config)# ipv6 router ospf <ID>

[vrf <VRF>]

Knioun

<NAME> — nms
KOHMIypmpyemoro cnucka
noaceteii, 3a4aéTcsa CTPOKOIA
no 31 cumBona.

<OBJ-GROUP-NETWORK-
NAME> — nwms npocouns IPv4/
IPv6 -anpecos, 3afaétcs
CTpokoii go 31 cumeona;

<ADDR> - IP-agpec, 3agaéTtcs
B Buae AAA.BBB.CCC.DDD, rae
Kaxpast yacTb NpUHMMaeT
3HayeHus [0..255];

<LEN> - anuHa npedukca,
npUHMMaET 3HadeHus [1..32] B
IP-cnunckax npedurkcos;

* eq — npu ykasaHuu
KOMaHAbl AnvHa
npedmkca Ao/mKHa
COOTBETCTBOBATb
yKas3aHHOIA;

+ le — npn ykazaHuu
KOMaHAbl AnvHa
npecdwmkca AomKHa ObiTb
MeHbLUE /60
COOTBETCTBOBATb
yKas3aHHOIj;

+ ge — Mpu yKasaHum
KOMaHAbl AnvHa
npecdwmkca AomKkHa ObiTb
6onbLue 6o
COOTBETCTBOBATb
yKa3aHHOIA.

<ID> — HOMep aBTOHOMHO
cUCTeMbl NpoLuecca, NPUHUMaeT
3HayeHus [1..65535]

<VRF> - nms ak3emnnsapa VRF,
3ajaetcs cTpokoii go 31
CMMBO/1a, B pamKax KOToOporo
6yneT paboTarb NPOTOKON
MapLUpyTU3auun.
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OonucaHue

YcTaHoBUTb naeHTUrkaTop
MapLupytmusaropa ana gaHHoro OSPF-
npovecca.

Onpenenutb NPUOPUTETHOCTb
MapLipyToB npotecca OSPF (He
06513aTe/1bHO).

OnpeaennTb MakCMMasibHOe
KO/IMYECTBO PaBHO3HAYHbIX MapLUPYTOB
[0 uenu (He 06sa3aTesibHO).

Bkntountb coBmectumocTb ¢ RFC 1583
(He 06s13aTENLHO).

Jo6aBnTb hunsTpauuo noaceTen Bo
BXOAALLMX NN NCXOAALLMNX
06HOBNEHNMSAX (HE 06si3aTesbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpga
esr(config-ospf)# router-id {<ID> |

<IF>| <TUN>}

esr(config-ipv6-ospf)# router-id {<
ID> | <IF> | <TUN>}

esr(config-ospf)# preference
<VALUE>

esr(config-ipv6-ospf)# preference
<VALUE>

esr(config-ospf)# maximum-path
<PATHS>

esr(config-ipv6-ospf)# maximum-
path <PATHS>

esr(config-ospf)# compatible
rfc1583

esr(config-ipv6-ospf)# compatible
rfc1583

esr(config-ospf)# prefix-list
<PREFIX-LIST-NAME> { in | out }

esr(config-ipv6-ospf)# prefix-list
<PREFIX-LIST-NAME> { in | out }

Knioun

<ID> - ngeHTuncmkarop
MapLipyTmnsaTopa, 3aJaéTcA B
Bnge AAA.BBB.CCC.DDD, rge
KaxXgasa yacTb npuHMMaeT
3HayeHus [0..255].

<IF> — nHTepdeiic, 3aaaéTca B
BUAe, ONMcaHHOM B pasgene Tu
Mbl 1 NOPSLOK MMEHOBAHWS
nHTepcpeiicos
MapLipyTu3atopa.

<TUN> - nmsa TyHHens
YCTPOIiCTBa, 3a4aéTcs B BUJE,
onucaHHoM B pasgene Tunei n
Nnopsg0K UMEHOBaHMSA
TYHHesen MmapLupyTmnsartopa.

<VALUE> — npropuTeTHOCTb
MapLipyToB npouecca OSPF,
NPVHUMAET 3Ha4YEHUS B
JAvanasoHe [1..255].

<PATHS> - konnuyecTtBO
PaBHOLIEHHBLIX MapLUpYyTOB A0
Lenu, NPUHNUMAET 3HaYeHNs B
AvanasoHe [1..32].

3HayeHue no ymonyaHuio: 16.

<PREFIX-LIST-NAME> — nms
CKOHCUIYprpOBaHHOIO crmcka
nopceTeli, 3a4aéTCA CTPOKOWA
no 31 cumBona.

* in — uneTpaums
BXOAALLMX MapLUpYTOB;

+ out — dmneTpaums
aHOHCMpPYEMbIX
MapLLpyTOB.

245



LWar

12

OonucaHue

Bk/1loUnMTb aHOHCUPOBaHME MapLLpPYTOB,

MOsyYeHHbIX a/lbTePHATUBHbIM
cnoco6om (He o6si3aTenbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpga

esr(config-ospf)# redistribute
static [metric <TYPE> <METRIC>]
[ route-map <NAME> ]

esr(config-ipv6-ospf)# redistribute

static [metric <TYPE> <METRIC>]
[route-map <NAME> ]

esr(config-ospf)# redistribute
connected [metric <TYPE>

<METRIC>] [ route-map <NAME> ]

esr(config-ipv6-ospf)# redistribute

connected [metric <TYPE>

<METRIC>] [ route-map <NAME> ]

esr(config-ospf)# redistribute rip

[metric <TYPE> <METRIC>] [ route-

map <NAME> ]

Knioun

<TYPE> — 1vn atpubyta OSPF
Metric, npnHumaeT 3HaveHne
type-1 u type-2;

<METRIC> - 3HauyeHune
aTpnbyta OSPF Metric,
NPVHUMAET 3HaYEeHUs
[0..65535].

<NAME> — nmsi MapLupyTHOI
KapTbl, KOTOpas byaet
NCMNO/b30BaTbCA A1
unsTpaumum u moamdoukaunm
AaHOHCMpPYEMbIX CTaTUYECKMX
MapLLUPYTOB, 3aaETCS CTPOKOIA
no 31 cumsona.

<TYPE> — 1vn atpubyta OSPF
Metric, npyH1MaEeT 3HaveHne
type-1 n type-2;

<METRIC> - 3HauyeHune
arpmbyTta OSPF Metric,
NPVHUMAET 3HAYEeHUS
[0..65535].

<NAME> — umsi MapLupyTHO
KapTbl, KOTOpas byaer
NCMNosib30BaTbCA A/1A
unsTpaumm u mogudoukaunm
aHOHCKpYyeMbIX HanpsMyto
NOAK/THYEHHbIX NoACETeN,
3agaéTtcs cTpokoin Ao 31
cMMBoONa.

<TYPE> - tn atpubyta OSPF
Metric, npyH1MaeT 3HaveHne
type-1 n type-2;

<METRIC> - 3HauyeHune
arpmbyTta OSPF Metric,
NPVHUMAET 3HAYEeHUS
[0..65535].

<NAME> — umsi MapLupyTHOL
KapTbl, KoTOpas byaer
1Crosb3oBaTbCs A1
ouneTpaumm u moaudoukaunm
aHoHcupyembix RIP-
MapLUPYTOB, 3a4aETCS CTPOKOV
0o 31 cumBona.

246



LWar

OonucaHue

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpga

esr(config-ospf)# redistribute isis

<ID> <ROUTE-TYPE> [metric
<TYPE> <METRIC>] [ route-map
<NAME> |

esr(config-ipv6-ospf)# redistribute

isis <ID> <ROUTE-TYPE> [ route-
map <NAME> ]

Knioun

<TYPE> — 1vn atpubyta OSPF
Metric, npnHumaeT 3HaveHne
type-1 u type-2;

<METRIC> - 3HauyeHune
aTpnbyta OSPF Metric,
NPVHUMAET 3HaYEeHUs
[0..65535].

<ID> — HomMep npouecca, MoXeT
NPVHUMATb 3Ha4YeHve
[1..65535].

<ROUTE-TYPE> — tun
MapLipyTa:

« level-1 -
aHOHCMpoBaHue
MapLpyToB ISIS-
npotecca ypoBHs 1;

+ level-2 -
aHOHCKpoBaHue
MapLupyTos ISIS-
npouecca ypoBHSA 2;

* inter-area —
aHOHCKpOBaHune
MEX30HOBbIX
mMapLupyTos ISIS-
npovecca.

<NAME> — nmsi MapLupyTHOI
KapTbl, KOTOpas byaet
NCMNo/b30BaTbCA A5
dhunsTpauum n mogudukaumm
aHoHcupyembIx BGP-
MapLLUPYTOB, 3aaETCS CTPOKOIA
no 31 cumsona.
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15

OonucaHue

AkTtneuposatb OSPF-npouecc.

Co3gatb OSPF-06nacTb 1 nepeintu B
pexvM KOHUrypmpoBaHusi obnacTu.

BkntounTb aHOHCMpPOBaHUe noaceTel
(He o6si3aTesNbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpga

esr(config-ospf)# redistribute bgp

<AS> [metric <TYPE> <METRIC>]
[ route-map <NAME> ]

esr(config-ipv6-ospf)# redistribute

bgp <AS> [metric <TYPE>

<METRIC>] [ route-map <NAME> ]

esr(config-ipv6-ospf)# enable

esr(config-ospf)# area <AREA_ID>

esr(config-ipv6-ospf)# area
<AREA_ID>

esr(config-ospf-area)# network
<ADDR/LEN>

esr(config-ipv6-ospf-area)#
network <IPV6-ADDR/LEN>

Knioun

<TYPE> — 1vn atpubyta OSPF
Metric, npnHumaeT 3HaveHne
type-1 u type-2;

<METRIC> - 3HauyeHune
aTpnbyta OSPF Metric,
NPVHUMAET 3HaYEeHUs
[0..65535].

<AS> — HOMep aBTOHOMHO
CMCTEMbI, MOXET NPUHUMATb
3HayeHus [1..4294967295];

<NAME> — ums MapLupyTHOL
KapThbl, KOTOpas byaet
NCnosb30BaThLCA AN
duneTpaumm n mogmdounkauum
aHoHcupyembix BGP-
MapLUPYTOB, 3a4aETCHA CTPOKO
no 31 cumBona.

<AREA_ID> — ngeHtudumkarop
obnactu, 3a/laéTcq B BUAE
AAA BBB.CCC.DDD, roe
Kaxgasa yacTb npuHMMaeT
3HayeHus [0..255].

<ADDR/LEN> — agpec noacetu,
yKasblBaeTCA B C/iefyoLeM
hopmare:

AAA.BBB.CCC.DDD/EE - IP-
agpec NoAceTy ¢ Mackoi B
hopme npedmkca, rae AAA-
DDD npuHumMaloT 3Ha4eHuns
[0..255] v EE npuHumaet
3HaveHus [1..32].

<IPV6-ADDR/LEN> - IPv6-
afipec 1 macka rnogceTtu,
3agaétcs B Buae X:X:X:X:X/EE,
rae Kaxgas 4acTb X npuHumaeT
3HaueHns B
LecTHagLaTepuyHoOM dpopmare
[0..FFFF] v EE npuHumaet
3HayeHus [1..128].
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16 Onpeaenutb TN o6nactu (He
06513aTe/bHO).
17 BK/IOUMTb reHepaLmio mapLipyTa no

ymonyanuio ans NSSA nnu stub-
061acTN N aHOHCUPOBaHKE ero B
kayecTtBe Type-7 unu Type-3 LSA
COOTBETCTBEHHO (He 065s13aTe/IbHO).

18 OnpegennTb TN METPUKA MapLlpyTa
no ymonuanuto ans NSSA-o6nactu (He
0653aTe/bHO).

19 AkTnBuposatb OSPF-061acThb.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpga
esr(config-ospf-area)# area-type

<TYPE> [ no-summary ]

esr(config-ipv6-ospf-area)# area-
type <TYPE> [ no-summary ]

esr(config-ospf-area)# default-
information-originate

esr(config-ipv6-ospf-area)#
default-information-originate

esr(config-ospf-area)# default-
metric-type <TYPE>

esr(config-ipv6-ospf-area)#
default-metric-type <TYPE>

esr(config-ospf-area)# enable

esr(config-ipv6-ospf-area)# enable

Knioun

<TYPE> - Tun obnactu:

+ stub - yctaHaBnmBaet

3HaueHue stub
(TynukoBasi 06nacTb);
no-summary — KomaHga
B CBSA3KE C MapameTpoMm
«stub» obpasyeT
obnacTb

«totallystubby» (ans
nepegadun nHcpopmaLmu
3a npegenbl 06nacTu
MCNONb3YyeTCs TONbKO
MapLUpyT no
YMOJTYAHMIO).

nssa — yctaHaBnmMBaeT
3HayeHue nssa (06nacTb
NSSA);

no-summary — B CBsi3Ke
C NapaMeTpoMm nssa
o6pasyeT 0b6nacTb
totallynssa
(aBTOMaTUUECKM
reHepupyeT MapLUpyT no
YMO/THaHUIO Kak
MEeX061aCTHOM).

type-1 — yctaHaB/MBaet
"N meTpukn E1 ana
MapLupyTa no
ymonyaxuio B NSSA-
obnacty;

type-2 — ycraHaBnvBaet
T™Mn meTpukn E2 ana
MapLupyTa no
ymonuyaHuio B NSSA-
obnactu.
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OonucaHue

YCcTaHOBUTL BUPTYaslbHOE coenHeHne

MeXay OCHOBHOW U yaaneHHbIMU

06/1aCTIMW, UMEKOLLVMN MEXAY HUMM
HecKonbKo o6nacTeii (He 06s3aTe/bHO).

YCTaHOBWTb UHTEPBA/ BPEMEHW B
CEKyHAAX, MO UCTEUYEHUN KOTOPOTO
MapLIpyTM3aTop NOBTOPHO OTNPAaBUT
MakerT, KOTopbI HE NOYyYNN
NOATBEPXAEHWS O MoyyYeHun (He
06513aTe/bHO).

YCcTaHoBUTb MHTEPBAS BPEMEHN B
CeKyHAax, M0 UCTeYEHNN KOTOPOTo
MapLUpyTU3aTop oTrnpasnsier
cnenytowmii hello-naket (He
0653aTe/bLHO).

YCTaHOBUTb UHTEPBas BPEMEHN B
CekyHZax, Mo NCTeYEHUN KOTOPOTo
cocep GyZIET CUMTATLCS HEAKTUBHBIM
(He 06s3aTENbHO).

ATOT MHTEPBaN AO/MKEH BbITb KPATHbLIM

3HaueHuo «hello-interval».

Onpepensercs MHTepBas BPEMEHU B
CEeKyHAaXx, Mo UCTEUEHUN KOTOPOTO

mapLupyTusartop Bbibepet DR B ceTu (He

06513aTe/bHO).

OnpegennTb anroputm
ayTeHTUdvKauum (He 0653aTenbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpga

esr(config-ospf-area)# virtual-link
<ID>

esr(config-ipv6-ospf-area)#
virtual-link <ID>

esr(config-ospf- vlink)#
restransmit-interval <TIME>

esr(config-ipv6-ospf- vlink)#
restransmit-interval <TIME>

esr(config-ospf- vlink)# hello-
interval <TIME>

esr(config-ipv6-ospf- vlink)# hello-
interval <TIME>

esr(config-ospf- vlink)# dead-
interval <TIME>

esr(config-ipv6-ospf- vlink)# dead-
interval <TIME>

esr(config-ospf- vlink)# wait-
interval <TIME>

esr(config-ipv6-ospf- vlink)# wait-
interval <TIME>

esr(config-ospf- vlink)#
authentication algorithm
<ALGORITHM>

Knioun

<ID> - ngeHTuncmkarop
MapLLIpyTU3aTopa, C KOTOPbIM
yCTaHaB/IMBAETCA BUPTYasibHOE
coeflHeHune, 3a0aETCcA B BUAeE
AAA.BBB.CCC.DDD, rge
Kaxgasa vyacTb npuHMMaeT
3HayeHusn [0..255].

<TIME> — Bpems B cekyHaax,
NPUHUMAET 3HaYeHNs
[1..65535].

3HayeHue no ymonyaHuto: 5
CEKYH/.

<TIME> — Bpems B cekyHAax,
NPVHUMAET 3HaYeHNs
[1..65535].

3HaueHue no ymonyaHuio: 10
CeKyHn,

<TIME> — Bpemsi B cekyHAax,
NPVHUMAET 3HAYEHUS
[1..65535].

3HaueHue no ymonyaxuio: 40
CEKYH{I.

<TIME> — Bpems B cekyHaax,
NPUHUMAET 3HaYEeHNs
[1..65535].

3HayeHue no ymonyaHuto: 40
CeKyHz,

<ALGORITHM> — anroputm
ayTeHTMmkalmu:

+ cleartext — naposnb,
nepeaaeTcst OTKPbITbIM
TeKcToM (A0CTYNHO
Tonbko anda RIP n OSPF-
VLINK);

+ md 5 - naposb,
XeLlmpyeTcs no
anroputmy md>5.
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28
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30
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32

OonucaHue

YcTaHoBWTb Naposib As
ayTeHTMdmKaumm ¢ cocefom (He
06513aTe/1bHO).

OnpepennTb CNUCOK Naponeii ans
ayTeHTMKaLMK Yepes alropuTMm
xelumpoBaHus md5 (He 06s13aTesbHO).

AKTMBMPOBaTb BUPTYaslbHOE
coeauHeHmne (He 0653aTe/bHO).

MepeiTn B peXxmm KoHUIrypupoBaHus

nHTepdeiica/TyHHens/ceTeBoro mocTa.

Onpegenutb NPUHAAIEXHOCTb
nHTeppeica/TyHHens/ceTeBoro mocTa
K onpeneneHHomy OSPF-npoueccy.

Onpegenutb NPYHaAIEXHOCTb
nHTepdeiica k onpeaeneHHon o6nactu
OSPF-npouecca.

BkniounTb MapLupyTusaumio no
npotokony OSPF Ha nHTepdelice.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpga

esr(config-ospf- vlink)#
authentication key ascii-text
{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT>}

esr(config-ospf- vlink)#
authentication key chain
<KEYCHAIN>

esr(config-ospf- vlink)# enable

esr(config)# interface <IF-
TYPE><IF-NUM>

esr(config)# tunnel <TUN-
TYPE><TUN-NUM>

esr(config)# bridge <BR-NUM>

esr(config-if-gi)# ip ospf instance
<ID>

esr(config-if-gi)# ipv6 ospf
instance <ID>

esr(config-if-gi)# ip ospf area
<AREA_ID>

esr(config-if-gi)# ipv6 ospf area
<AREA_ID>

esr(config-if-gi)# ip ospf

esr(config-if-gi)# ipv6 ospf

Knioun

<CLEAR-TEXT> — naporb,
3aaéTcs CTpoKon oT 8 Ao 16
CVMMBOJIOB.

<ENCRYPTED-TEXT> -
3aWndpoBaHHbI Naposb
pasMepom oT 8 6aiiT go 16
6aiiT (o1 16 A0 32 CMMBO/IOB) B
LecTHaguarepuyHom copmate
(OXYYYY...) vm (YYYY...).

<KEYCHAIN> -
naeHTUgrKaTop cnucka
KNKo4eit, 3a0aétcsl CTPOoKon Ao
16 cMvmBONOB.

<IF-TYPE> T1n nHtepdeiica;
<IF-NUM> - F/S/P — F-chpeiim
(1), S - cnot (0), P — nopr.
<TUN-TYPE> — t1n TyHHenNs;

<TUN-NUM> — HOomep TyHHens.

<BR-NUM> — Homep bridge.

<ID> - Homep npouecca,
NPVHUMAET 3HAYEeHNS
[1..65535].

<AREA_ID> — ngeHtudukarop
obnacTu, 3afaéTtcs B BUAE
AAA.BBB.CCC.DDD, rge
Kaxgas JyacTb NnpuHumMaet
3HayeHus [0..255].
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34

35

36

37

38

OonucaHue

BkounTb pexum, B koTopom OSPF-
npouecc 6yaeT UrHopnpoBaTtb 3HaYeHne
MTU nHTepdeiica Bo BXOAALNX
Database Description-naketax (He
0653aTe/bHO).

Onpenenutb anropuTM
ayTeHTUdmkauum npotokona OSPF (He
06513aTe/bHO).

YCTaHOBUTL Naposib 4NN
ayTeHTUpmkaumm ¢ OSPF-cocesom npu
nepefaye napons OTKPbITbIM TEKCTOM
(He 06s3aTENbHO).

OnpegenvTb CNUCOK Naponei ans
ayTeHTUUKALMM NO aNiropuTMy
xewmpoBaHus md5 ¢ cocegom (He
0653aTe/bHO).

OnpefenvTb NHTepBasI BPEMEH! B
CeKyHAax, o UCTeYeHnn KOToporo
MapLupyTm3aTop BbibepeT DR B ceTn (He
06513aTe/bHO).

YCTaHOBUTb MHTEPBA/T BPEMEHM B
CEKyHAaX, M0 UCTEUEHUN KOTOPOTO
MapLLpyTM3aTop NOBTOPHO OTNPaBUT
MakeT, Ha KOTOpPbIA He NoMyYn
MOATBEPXAEHVS O MoyyYeHun (He
06513aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpga

esr(config-if-gi)# ip ospf mtu-

ignore

esr(config-if-gi)# ipv6 ospf mtu-

ignore

esr(config-if-gi)# ip ospf
authentication algorithm
<ALGORITHM>

esr(config-if-gi)# ip ospf
authentication key ascii-text
{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

esr(config-if-gi)# ip ospf
authentication key-chain
<KEYCHAIN>

esr(config-if-gi)# ip ospf wait-

interval <TIME>

esr(config-if-gi)# ipv6 ospf wait-

interval <TIME>

esr(config-if-gi)# ip ospf
restransmit-interval <TIME>

esr(config-if-gi)# ipv6 ospf
restransmit-interval <TIME>

Knioun

<ALGORITHM> — anroputm
ayTeHTUdrKaunu:

+ cleartext — naposb,
nepeaaeTcs OTKPbITbIM
TEKCTOM;

* md 5 - naposb,
XelmpyeTcs no
anroputmy md>.

<CLEAR-TEXT> — naporns,
3apaéT1cs cTpokon oT 8 o 16
CVIMBOJI0B;

<ENCRYPTED-TEXT> -
3alUMdPOBaHHLIN Naposb
pasmepom oT 8 6alitT 4o 16
6aiiT (oT 16 g0 32 CUMBO/IOB) B
LecTHaLaTepuyHOM dpopmate
(OXYYYY...) unnm (YYYY...).

<KEYCHAIN> -
naoeHTnprkaTop cnucka
K/oyeid, 3agaéTcs CTPoKoi Jo
16 cMMBO/IOB.

<TIME> — Bpems B cekyHAax,
NPUHMMAET 3HaYeHUs
[1..65535].

3HaueHue no ymonyaxuio: 40
CEKYH{I.

<TIME> — Bpems B cekyHAax,
NPUHUMAET 3HaYeHNs
[1..65535].

3HayeHue no ymonyaHuto: 5
CeKyHa,.
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40

41

42

OonucaHue

YCTaHOBUTb MHTEPBA/ BPEMEHM B
cekyH/ax, No UCTeYEeHUN KOTOPOro
MapLLpyTM3aTop OTNpaBnsieT
cnenytowmii hello-naket (He
0653aTe/bHO).

YCTaHOBWTb MHTEPBA/ BPEMEHW B
CEeKyH/1ax, N0 UCTeYEeHUN KOTOPOro
coceq, 6yaeT CUATATLCSA HEAKTUBHbBIM
(He 06s3aTe/NbHO).

JTOT UHTEpBAN A0MKEH ObITh KPaTHbLIM
3HayeHuto hello-interval.

YcTaHOBUTb NHTEPBA BPEMEHN, B
TeyeHune kotoporo NBMA-nHTepdeiic
XAET, npexae yem otnpasutb HELLO-
nakeT cocefy, fiaxe B criyyae, ecsiu
cocef, HeakTuBeH (He 06513aTe/bHO).

3agaTb cTatmyeckuii IP-agpec cocega
Ana yctaHoBneHnsa otHoweHna B NMBA
n P2MP (Point-to-MultiPoint) ceTsix (He
0653aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpga
esr(config-if-gi)# ip ospf hello-
interval <TIME>

esr(config-if-gi)# ipv6 ospf hello-
interval <TIME>

esr(config-if-gi)# ip dead-interval
<TIME>

esr(config-if-gi)# ipv6 dead-
interval <TIME>

esr(config-if-gi)# ip poll-interval
<TIME>

esr(config-if-gi)# ipv6 poll-interval
<TIME>

esr(config-if-gi)# ip ospf neighbor
<IP> [ eligible ]

esr(config-if-gi)# ip ospf neighbor
<IP> [ eligible ]

Knioun

<TIME> — Bpems B cekyHaax,
NMPVHUMAET 3Ha4YeHNs
[1..65535].

3HayeHue no ymonyaxuio: 10
CeKyHn,

<TIME> - Bpems B cekyHAax,
NPVHUMAET 3HAYEeHNS
[1..65535].

3HaueHwue no ymonyaxuio: 40
CeKyH/,.

<TIME> — Bpems B cekyHAax,
npUHUMaeT 3HaueHus [1 ..
65535].

3HayeHue no ymonyaHuto: 120
CeKyHa,.

<IP> - IP-agpec cocega,
3afaéTtca B BuAe

AAA BBB.CCC.DDD, roe
Kaxgasa yacTb npuHMMaeT
3HaueHus [0..255].

eligible — onumoHanbHebIi
napameTp, N03BONAET
YCTPOICTBY y4acTBOBaThb B
npouecce Bbi6opa DR B NBMA-
ceTsx. MpuopuTeT nHTEpdeiica
[OO/XeH ObITb 6oNbLUE HYNSA.

<IPV6-ADDR> - IPv6-agpec
cocepa, 3aaétcAa B Buae

X XXX X, rae kaxaas yacTb
NPUHUMAET 3HaYEHNS B
LwecTHaguarepuyHom copmate
[0..FFFF];

eligible - onunoHanbHbIl
napamertp, No3Bo/ISAeT
YCTPOIACTBY y4yacTBOBaTb B
npouecce Bbi6opa DR B NBMA-
cetsx. MpuopuTeT uHTepdeiica
[0/DKEH ObITb 60/1bLUE HYNS.
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45

46

OonucaHue

OnpeaennTb TN ceTu Ans
ycTaHoBneHusi OSPF-coceacTsa (He
06513aTe/1bHO).

YcTaHoBWUTL NpUopUTET
MapLUpyT13aTopa, KOTOPbIi

ucnonb3yetcsa onsa Beloopa DR v BDR

(He o6s13aTENbHO).

YCTaHOBUTb BE/IMUMHY METPUKU Ha
uHTepdeiice Unmn TyHHene (He
06513aTe/bHO).

BkntounTb npotokon BFD anis
npotokona OSPF (He 06a3aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpga
esr(config-if-gi)# ip ospf network

<TYPE>

esr(config-if-gi)# ipv6 ospf
network <TYPE>

esr(config-if-gi)# ip ospf priority
<VALUE>

esr(config-if-gi)# ipvé6 ospf priority
<VALUE>

esr(config-if-gi)# ip ospf cost
<VALUE>

esr(config-if-gi)# ipv6 ospf cost
<VALUE>

esr(config-if-gi)# ip ospf bfd-
enable

esr(config-if-gi)# ipv6 ospf bfd-
enable

Knioun

<TYPE> - Tun cetu:

+ broadcast — Tun
coeuHeHuns
LUMPOKOBELATE bHBbIN;

* non - broadcast — Tun
coeauHeHua NBMA;

+ point - to - multipoint -
TUMN COEAMHEHNS TOYKA-
MHOTOTOUME;

*+ point-to-multipoint non-
broadcast — Tun
coeguHeHna NBMA
TOYKa-MHOrOTOUNE;

+ point - to - point — T1n
coeVHeHus Touka-
TOuKa.

3HayeHne No yMo/THaHMIo:
broadcast.

<VALUE> - npuoputet
nHTepdeiica, NpUHUMaeT
3HayeHus [1..65535].

3HaueHue no ymonyanuio: 120.

<VALUE> - BennunHa metpuku,
3afaéTtca B pasmepe
[0..32767].

3HaueHue no ymonyaxuio: 10.
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MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

11.4.2 Mpumep HacTpoiikn OSPF

3apgava:

HacTpouTb npotokon OSPF Ha mapLupyTu3aTope A5 o6MeHa MapLUpyTHO MHdopMaLmeli ¢ cocegHUMm
mMapLpyTu3aTopamu. MapLipyT13aTop J0/KEH HAXOAUTLCSA B 06/1acTi ¢ uaeHTudmkatopom 1.1.1.1 1
AaHOHCVPOBATb MapLLpPYThbl, NOMYYEHHbIE NO NPOTOKosy RIP.

OSPF |

Area 1.1.1.1

Riouler

R2

PelweHune:
MpeaBapuTeNbHO HYXXHO HAcTpouTb IP-agpeca Ha nHTepdhelicax cornacHo cxeme, NPUBEAEHHON Ha PUCYHKE.

Cosgaamm OSPF-npouecc ¢ ngeHtudmnkaropom 10 n nepeingém B pexmm KOHUrypmpoBaHms NpoToKoa
OSPF:

esr(config)# router ospf 10
Co3faaum 1 BKOUMM TpebyeMyto 061acThb:

esr(config-ospf)# area 1.1.1.1
esr(config-ospf-area)# enable
esr(config-ospf-area)# exit

Bkiounm aHOHCMpOBaHe MapLUpyTHONM MHpopMaumn 13 npotokona RIP:
esr(config-ospf)# redistribute rip
Bkntounm OSPF-npouecc:

esr(config-ospf)# enable
esr(config-ospf)# exit
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MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

CocefHve mapLpyTmnsaTopbl NoAkIYeHb! K MHTepdericam gi1/0/5 n gi1/0/15. Ana ycTaHOBNEHUs coceacTsa
C ApyrMMuy mMmaplupyTusatopammn npmssxem nx k OSPF-npoueccy n obnactu. lanee BKIUMM Ha HTepdeiice
MapLupyTumsaumio no npotokony OSPF:

esr(config)# interface gigabitethernet 1/0/5
esr(config-if-gi)# ip ospf instance 10
esr(config-if-gi)# ip ospf area 1.1.1.1
esr(config-if-gi)# ip ospf
esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/15
esr(config-if-gi)# ip ospf instance 10
esr(config-if-gi)# ip ospf area 1.1.1.1
esr(config-if-gi)# ip ospf

esr(config-if-gi)# exit

esr(config)# exit

11.4.3 Mpumep HacTpoiiku OSPF stub area

3apgaua:

N3meHuTb TMn obnacti 1.1.1.1, o6nactb Ao/MKHA ObITb TYNMKOBOIA.

AREA 0.0.0.0 AREA1.1.1.1

Router

(== > e
gi1/0/10 gi1/0/11

R1

Router ESR

T e 1 |
gi1/0/12 gi1/0/5

R3

R2

PewieHue:

MpeaBapuTesibHO HYXHO HacTpouTb npoTokon OSPF u IP-agpeca Ha nHTepdielicax coriacHo cxeme,
NPUBEAEHHON Ha PrCYHKE.

N3meHUM Tun 06/1acTy Ha TYMNMKOBBIA. Ha Kaxaom MapLupytusaTtope 13 obnacti 1.1.1.1 B pexumve
KOHDUIypUpoBaHns 061acTi BbINO/THUM KOMaHAY:

esr(config-ospf-area)# area-type stub

11.4.4 Mpumep HacTpoiiku Virtual link

3apaua:

O6beanHNTbL ABe MarncTpasibHble 0651acTy B 0gHY ¢ nomoubto virtual link.

AREA 0 AREA 1 AREA O
ESR Router ESR
Router ID: 0.0.0.1 .2 10.0.0.0/24 .1@ .1 10.0.1.0/24 > Router ID: 0.0.0.3
o 1: 192.168.10.0/24 gi1/0/12 gi1/0/10 i1/0/11 2i1/0/2 lo 1: 192.168.20.0/24
R1 R2 R3
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

PelwweHue:

Virtual link — aTo cneunanbHoe coeayHeHne, KOTOPOE NO3BOMSIET COEANHSATL PA30PBAHHYIO HA YaCTV 30HY UK

NPUCOEANHUTb 30HY K MarucTpasibHol Yepes Apyryto 30Hy. HacTpamBaetca Mexay ABYMSi NOrpaHNYHbIMY

mapLupyTu3aTtopamu 3oHbl (Area Border Router, ABR).

MpengapuTenbHO HYXXHO HacTpouTb npoTtokon OSPF n IP-agpeca Ha nHTepdelicax cornacHo cxeme,
NPUBELEHHON Ha PrCYHKE.

Ha mapuwpyTtnsaTtope R1 nepeiigem B pexunm KoHgurypuposaHus oénactu 1.1.1.1:
esr(config-ospf)# area 1.1.1.1
Cospgaaum virtual link ¢ ngeHtTndgmkaropom 0.0.0.3 1 BKIOUUM €rO:

esr(config-ospf-area)# virtual-link 0.0.0.3
esr(config-ospf-vlink)# enable

Ha maplupytunsatope R3 nepeiigem B pexnm KoHpurypuposaHust obnactmn 1.1.1.1:
esr(config-ospf)# area 1.1.1.1
Cosgaaum virtual link ¢ ngeHtndgukaropom 0.0.0.7 1 BKAOUUM €rO:

esr(config-ospf-area)# virtual-link 0.0.0.1
esr(config-ospf-vlink)# enable

PaccmoTpymM Tabnuuy MapLipytusauum Ha mapupyTtusatope R1:

esr# show ip route

C x 10.0.0.0/24 [0/0] dev gil/0/12, [direct 00:49:34]
0 x 10.0.1.0/24 [150/20] via 10.0.0.1 on gil/0/12, [ospfl 00:49:53] (0.0.0.3)
0 x 192.168.20.0/24 [150/30] via 10.0.0.1 on gil/0/12, [ospfl 00:50:15] (0.0.0.3)
C x 192.168.10.0/24 [0/0] dev lol, [direct 21:32:01]

PaccmoTtpum Tabnuuy mapLupytmusaumm Ha maplipytusarope R3:

esr# show ip route

0 x 10.0.0.0/24 [150/20] via 10.0.1.1 on gil/0/12, [ospfl 14:38:35] (0.0.0.2)
C x 10.0.1.0/24 [0/0] dev gil/0/12, [direct 14:35:34]
C x 192.168.20.0/24 [0/0] dev lol, [direct 14:32:58]
0 x 192.168.10.0/24 [150/30] via 10.0.1.1 on gil/0/12, [ospfl 14:39:54] (0.0.0.1)

Tak kak OSPF cunTaeT BUpTYyasibHbI KaHa YacTbio 06n1acTu, B Tabnvue mapwpytmnsaumm R1 mapLupyThl,

noslyYeHHble OT R3, 0OTMEeYeHbI Kak BHYTPU30HOBbLIE 1 HA06OPOT.

[na npocmoTpa cocefeil MOXHO BOCMONb30BaTLCA CreayroLleli KoMaHAoiA:

esr# show ip ospf neighbors 10
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

Tabnuuy mappyToB npoTokosia OSPF MOXHO NpOCMOTPETb KOMaHAOIA:

esr# show ip ospf 10

& B firewall Heo6xogumo paspewnTb npotokosn OSPF (89).

11.5 Hactpoiika BGP

MpoTtokon BGP npegHasHaueH gnsi obMeHa MHopMaumein 0 OCTUXXUMOCTY NOACETEN MeXAy aBTOHOMHbIMU
cuctemamu (ganee AC), To ecTb rpynnaMm MapLupyT13aTopoB Nog, e4NHLIM TEXHUYECKUM YNpaBieHNeM,
MCNOMb3YOLLMMI NPOTOKO/ BHYTPUAOMEHHOIN MapLIpyTM3aUmn ANa onpeaeneHns MapLupyToB BHYTPY cebsl 1
MPOTOKON MEXAOMEHHOI MapLipyTHU3auum s onpeaeneHns MapLipyToB AOCTaBKM NakeToB B gpyrue AC.
MepegaBaemas vHopmaLms BKtoYaeT B cebs cnncok AC, K KOTOPbIM MMEETCSA AOCTYN Yepes3 AaHHYHo
cuctemy. Bbibop HamnyuLwnx MapLLIpyTOB OCYLLECTB/ISIETCS UCXOAA U3 NPaBWI, NPUHATbIX B CETU.

11.5.1 ANropuTm HaCTpPOMKKN

& [Ans ycranoBneHun BGP-ceccumn Heo6xoaumo B firewall paspewnts TCP-nopt 179.

War OnucaHue KomaHpa Knoun

1 HacTpouTb NpuoputeTHOCTL NpoTokosa  esr(config)# ip protocols bgp <VALUE> — npnopuTeTHOCTb
BGP-mapLupyTusauum A8 OCHOBHO preference <VALUE> NnpoToKona, NpuHUMaeT
TabMULbI MapLpyTusauum (He 3HaueHus B AvanasoHe [1..255].
06513aTe/bHO).

3Ha4veHne No yMO/IHaHuio:
BGP (170).

2 HacTpouTb eMKOCTb TabnuLy esr(config)# ip protocols bgp max- <VALUE> - konmuecTBo
MapLipyTusauum npotokona BGP (He routes <VALUE> MapLUpyTOB nNpoTokona BGP B
006s3aTeNbHO NPY NCMNO/b30BaHNK MapLLpPYTHOI Tabnuue,
rno6anbHoI TabnnLbl . NPUHUMAET 3HAYEHNS B
MapLIpyTU3aLMN). esr(config)# ipv6 protocols bgp [ManasoHe:

max-routes <VALUE>

+ ana ESR-1000/1500/

esr(config-vrf)# ip protocols bgp 1511/3200 -

max-routes <VALUE> [1..5000000];
+ ana ESR-20/21/30/100/

200 - [1..2500000].
esr(config-vrf)# ipvé protocols bgp  3naueHe no ymonuanuio ans
max-routes <VALUE> rno6asbHoii Tabnuubl

MapLIpyTU3aLmm:

« ana ESR-1000/1500/
1511/3200 -
[5000000];

+ nnsa ESR-20/21/30/100/
200 - [2500000].
3HayeHue no ymonyaHuo ans

VRF: 0.
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OonucaHue

BkntounTb BbIBOA, UHhOpMaLn O
COCTOSIHMM OTHOLLEHWI € cocegammn ans
npoTokona MapLipyTusauum BGP (He
0653aTe/bHO).

Bkntounte ECMP 1 onpepnensetca
MaKCcUMasibHOe KO/IMYeCcTBO
paBHOLLEHHbIX MapLUpPyTOB [0 Lenu.

Bbibpatb MeToa dounsTpaunn ans
nepefasaemoii MHopMaLmn Mexay
poyTepamu (06s13aTefIbHO Npu
KoHchurypupoBaHum eBGP ans
aHOHCMPOBaHUS NoAceTel).

Mpu BbIGOpE MeToAa hunsTpauun Ha
OCHOBe route-map cosfarb CN1cok
npaBwu/, KOTOPbIA B AanbHenweM byaeT
MCMNo/b30BaTbCs A1 huibTpaymum
aHOHCUpyeMbIX 1 nosyvyaembix IP-
MapLUpyTOB.

Co3pgaTb npaswuo.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# router bgp log-
neighbor-changes

esr(config)# ipv6 router bgp log-
neighbor-changes

esr(config)# router bgp maximum-
paths <VALUE>

esr(config)# route-map <NAME>

(config-route-map)# rule <ORDER>

Knoun

<VALUE> - konnuecTtBo
JIONYCTUMbIX PABHOLIEHHBIX
MapLUpPyTOB /10 Lienn,
NnpUHUMaeT 3HaveHus [1..16].

<NAME> - nwms
KOHUIypMpyeMbIX Npasui
MapLupyTmsaumm, 3agaércs
cTpokoii go 31 cumsona.

<ORDER> — Homep npaBuna,
npUHUMaET 3HaueHus [1 ..
10000].
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5.1.3 OnpeaennTb CNMCOK NOACETENR,
KOTOpbIe 3aTparnBalTCs npaBuUIoM.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa Knoun

esr(config-route-map-rule)#match <ADDR/LEN> - IP-aapec u
ip address { <ADDR/LEN> | object- Macka nogcetu, 3agaercs B

group <OBJ-GRP-NETNAME> } BUE:
[{ eq <LEN> | le <LEN> | ge <LEN 1>
[le<LEN 2>]}1 + AAA.BBB.CCC.DDD/EE -

IP-appec noacetu ¢
mMackoii B chopme
npedwmkca, rae AAA-
DDD npuHumatot
3HayeHus [0..255] n
EE npvHumaeT 3HaueHus
[1..32];
<IPV6-ADDR/LEN> — IPv6-
aZipec 1 macka nofcetu,
3a/aeTca B BUAe:

* XIXIXXEX/EE, roe
Kaxgasa yactb X
NMPUHUMAET 3HAYEHUS B
LIecTHaaUaTePUYHOM
chopmare [0..FFFF] u EE
NPUHUMAET 3HaYeHNs
[1..128];

<OBJ-GRP-NETNAME> - ums
npodouns IP-agpecos, 3agaércsa
cTpokoit Ao 31 cumeona’;

<LEN>, <LEN 1>, <LEN 2> -
[JNMHA npedonkca, NpuHUmMaeT
3HaueHus [1..32] B IP-cninckax
npedwkcos ans IPv4 n [1..128]
ons IPv6;

eq — Npu yKasaHUn KOMaHfbl
LnHa npedoukea JomkHa
COOTBETCTBOBATH YKa3aHHO;

le — npu ykazaHun KomaHzbl
ONMHa npedinkca AoMKHa bbITb
MeHbLUe /60
COOTBETCTBOBATH YKa3aHHOM;

ge — Npu yKasaHun KomaHzabl
ONvHa npedmkca fomKHa 6bITb
60nbLUe IM60 COOTBETCTBOBATL
yKa3aHHoi;
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5.2.1

OonucaHue

PaspewmnTb (permit) nam 3anpetntb
(deny) peiicTBue ANs yKazaHHbIX
nogceTeli B npasusie.

Mpun BbIGOpE MeToAa huabTpauun Ha
OCHOBe NpeguKC-IMCTOB CO34aTb
cnvckm IP-nogceteid, koTopble B
JanbHeliwem 6yayT NCnob30BaThbCA
ana ounsTpaLun aHoHCUpyeMbIX 1
nosy4yaemsbix |IP-mapLupyTos.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-route-map-rule)#match
ipv6 address { <IPV6-ADDR/LEN> |
object-group <OBJ-GRP-
NETNAME>} [{eq <LEN> | le
<LEN> | ge <LEN 1> [le <LEN 2>] }]

esr(config-route-map-rule)# action
{deny | permit}

esr(config)# ip prefix-list <NAME>

esr(config)# ipv6 prefix-list
<NAME>

Knoun

ge <LEN 1> le <LEN 2> - npu
yKasaHu1 KomaHabl onHa
npedmkca Ao/mKHa 6bITb
6onbLe nMbo COOTBETCTBOBATL
<LEN>, HO MeHbLLE nn

paBHa <LEN1>,

*Mpu ncnonb3oBaHUK
hmnbTpaumm no object-group
NX HEO0HXOAMMO CO34aTb
3apaHee.

<NAME> - nms
KOHhMrypmpyemoro cnucka
noaceteil, 3a4aéTcsl CTPOKOIA
0o 31 cumBona.
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5.2.2 PaspewuTb (permit) nnu 3anpetutb
(deny) cnnckn npedukcos.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa Knoun

esr(config-pl)# permit { <ADDR/ <ADDR/LEN> — IP-agpec u
LEN> | object-group <OBJ-GRP- Macka nofcetu, 3afaeTcs B
NETNAME>} [{eq <LEN> | le BUjE:
<LEN> | ge <LEN 1> [le <LEN 2>] } ]
+ AAA.BBB.CCC.DDD/EE -
IP-appec noacetu ¢
mMackoii B chopme
npedwmkca, rae AAA-
DDD npuHumatot
3HayeHus [0..255] n
EE npvHumaeT 3HaueHus
[1..32];
<IPV6-ADDR/LEN> - IPv6-
agpec 1 macka noaceTy,
3apaéTtcAa B BMAe:

* XIXIXXEX/EE, roe
Kaxgasa yactb X
NPUHUMAET 3Ha4YeHUs B
LecTHaauaTepnyHoMm
chopmare [0..FFFF] u EE
NPUHUMAET 3HaYeHNs
[1..128];

<OBJ-GRP-NETNAME> - ums
npocouns IP -agpecos,
3agaétca cTpokoit ao 31
cumBona’;

<LEN>, <LEN 1>, <LEN 2> -
J/IMHA npedonkca, NpuHUMaeT
3HayeHusa [1..32] B IP-cninckax
npedkcos ans IPv4 1 [1..128]
ons IPv6;

eq — npuv ykasaHun KomaHapl
ONMHa npedmkca gomkHa
COOTBETCTBOBATb YKa3aHHOIA;

le — Npun ykazaHun KomaHgpl
ANvHa npedmkca AoMmKHa 6bITb
MeHbLLUEe /60
COOTBETCTBOBATH YKa3aHHO;

ge — Nnpu ykasaHun KomaHzabl
ONMHa npednkca AoMKHa bbITb
60nblue nMbo COOTBETCTBOBATh
yKasaHHoi;
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OonucaHue

[o6asuTtb BGP-npouecc B cucremy u
OCYLLECTBUTb NEPEXOL, B PEXUM

HacTpoiikn napameTpoB BGP-npouecca.

YcTaHOBUTb MAEHTUMKATOP
MapLipyTusartopa.

YctaHoBUTb naeHTudrkaTop Route-
Reflector knactepa, koTopomy
npuHagnexut BGP-npouecc
MapLipyTusatopa (npw
HeobXxoanMocCTw).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-pl)# deny {<ADDR/LEN>
| object-group <OBJ-GRP-
NETNAME>} [{eq <LEN> | le
<LEN> | ge <LEN 1> [le <LEN 2>] } ]

esr(config-ipv6-pl)# permit

{ <IPV6-ADDR/LEN> | object-group
<OBJ-GRP-NETNAME>} [{ eq
<LEN> | le <LEN> | ge <LEN 1> [ le
<LEN 2>]}]

esr(config-ipv6-pl)# deny {<IPV6-
ADDR/LEN> | object-group <OBJ-

GRP-NETNAME> } [{ eq <LEN> | le
<LEN> | ge <LEN 1> [le <LEN 2>]}]

esr(config)# router bgp <AS>

esr(config-bgp)# router-id { <ID> |
<IF>| <TUN>}

esr(config-bgp)# cluster-id <ID>

Knoun

ge <LEN 1> le <LEN 2> - npu
yKasaHu1 KomaHabl onHa
npedmkca Ao/mKHa 6bITb
6onbLe nMbo COOTBETCTBOBATL
<LEN> HO mMeHbLUe nnn

paBHa <LEN1>,

*Mpu ncnonb3oBaHUK
dounbTpaumm no object-group
NX HEO0HXOAMMO CO34aTb
3apaHee.

<AS> — HOMEp aBTOHOMHOIA
CMCTEeMbI MpoLecca, NpUHUMaeT
3HaueHus [1..4294967295).

<ID> - ngeHTudmkarop
MapLupyTusaTopa, 3a4aétcs B
Buae AAA.BBB.CCC.DDD, rge
Kaxkaas 4yacTb NpuHUMaeT
3HayeHus [0..255].

<IF> — nHTepdelic, 3agaétca B
BMAE, ONUCaHHOM B pasgene
Tunbl 1 NOPSA0K MMEHOBAHUS
NHTepdencos
MapLupyTu3aTopa.

<TUN> = um4a TyHHensA
YCTPOWCTBa, 3afaéTcs B BUAE,
onncaHHoOM B pasgene Tunbl 1
NopsiA0K UMEHOBaHUS
TYHHeNen mapLipytmsaropa.

<ID> - npgeHtndukarop Route-
Reflector knacTtepa, 3agaétcsa B
Buae AAA.BBB.CCC.DDD, rge
Kaxgas 4acTb NpUHUMaET
3HaveHus [0..255].
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10

11

12

13

OonucaHue

Bk/1O4MTL reHepaumio n oTnpasky
MapLipyTa no yMosi4aHuto, ecnu
MapLUpyT MO YMONYaHWIO eCcTb B
Tabnuue maplupytusauum FIB (He
06513aTe/bHO).

YCTaHOBUTb BPEMEHHOI UHTEpBaU, No
MCTEUYEHMM KOTOPOrO UAET NpoBepka
COEAVHEHWSI CO BCTPEUHOI CTOPOHOIA
(He o6si3aTENBHO).

YCTaHOBUTb BPEMEHHOI UHTEepBaU, No
MCTEUYEHUM KOTOPOTo BCTpeyHas
CTOPOHA CUMTAETCA HeloCTyNHON (He
0653aTe/LHO).

YCTaHOBWTb BPEMSI MUHUMA/TLHON 1
MaKCUMasIbHOI 3aepXKK, B TEUEHWE
KOTOPOrO 3arnpeLLeHo ycTaHaBMBaTb
COefMHeHWe, B LieNIsiX 3alinTbl OT
YacTbIX Pa3pbIBOB COEAUHEHMS (He
06513aT€e/LHO).

Onpegenutb rnobanbHblii anropuTm
ayTeHTUgMKaLmm ¢ cocegsamm (npu
Heo6XoAMMOCTHW).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-bgp)# default-
information-originate

esr(config-bgp-af)# timers
keeaplive <TIME>

esr(config-bgp-af)# timers
holdtime <TIME>

esr(config-bgp-af)# timers error-
wait <TIME1> <TIME2>

esr(config-bgp)# authentication
algorithm <ALGORITHM>

Knoun

<TIME> — Bpems B CekyHAax,
NMPUHUMAET 3HAYEHNS
[1..65535].

3HaueHue no ymonyaxuio: 60
CEKYH{I.

<TIME> - Bpems B cekyHAax,
NPUHUMAET 3HaYeHNs
[1..65535].

3HaueHne no ymonyaxuio: 180
CeKyHa.

<TIME1> — Bpewms
MUHVMaSIbHOW 3a[ePXKN B
CekyHpax, MpuHumaeT
3HayeHus [1..65535];

<TIME2> - Bpewms
MakcUMasibHOW 3a[1epXKN B
ceKyHAax, npuH1MaeT
3HaveHus [1..65535].

<ALGORITHM> — anroputm
LINpOBaHUSA:

+ md5 - naponb
LwndopyeTca no
anroputmy md>5.

3Ha4yeHVe No yMo4aHuio:
LMdpoBaHue He
MCMo/b3yeTcs.
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16

17

OonucaHue

YCTaHOBUTb 106a/1bHbIN Naposb Ans
ayTeHTMdMKaLmm ¢ coceasamu
(Mcnonb3yeTcsi COBMECTHO C
"authentication algorithm").

AkTuneuposatb BGP-npouecc.

OnpefenuTb TMN KOHMIypupyemoii
MapLUPYTHOI nHhopmaLmmn 1 nepeiiTn B
[JaHHbIV PEXUM HACTPOKN.

BKOUNTb aHOHCMPOBaHMe MapLUPYTOB
npoueccomM BGP nonyyeHHbIx
anbTepHaTUBHbLIM 06pas3om (npu
Heo6XoAMMOCTHW).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-bgp)# authentication
key ascii-text { <CLEAR-TEXT> |
encrypted <ENCRYPTED-TEXT> }

esr(config-bgp)# enable

esr(config-bgp)# address-family
{ipv4 | ipv6 } unicast

esr(config-bgp-af)# redistribute
static [ route-map <NAME> ]

esr(config-bgp-af)# redistribute
connected [ route-map <NAME> ]

esr(config-bgp-af)# redistribute rip

[ route-map <NAME> ]

Knoun

<CLEAR-TEXT> — naposb,
3aaéTcsa cTpokon oT 8 oo 16
C/MBOJIOB;

<ENCRYPTED-TEXT> -
3angIpoBaHHbI Naposb
pasmepom oT 8 6anT go 16
6aiiT (oT 16 Ao 32 cMMBO/IOB) B
LecTHaauarepnuyHom goopmaTte
(OXYYYY...) unm (YYYY..).

ipv 4 — cemelicTBo IPv4;

ipv 6 — cemeiicTBo IPV6.

<NAME> — nms mapLupyTHOI
KapTbl, KOTOpasa byaet
1cnosib30BaThCA 415
dunsTpaummn n mogmndmkaummn
aHOHCHpPYEeMbIX CTaTUYeCKnX
MapLLPYTOB, 3a4aETCS1 CTPOKOIA
0o 31 cumBona.

<NAME> - nmsi MmapLupyTHoOW
KapTbl, KOTOpas byaet
MCNOMb30BaTbCs A/1A
dunsTpauun n mogmndmkaummn
aHOHCKpPYEMbIX HanpsiMyto
MOAKMIOYEHHbIX MOACETENR,
3agaétca cTpokoi ao 31
cuMBONa.

<NAME> — umsi MapLupyTHOI
KapThbl, kKoTopas byaet
1cnosb3oBaTbCcs A1
duneTpauun n mogundukauum
aHoHcupyeMbix RIP-
MapLUpPYTOB, 3a4aETCS CTPOKOIA
0o 31 cumona.
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OonucaHue

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-bgp-af)# redistribute
ospf <ID> <ROUTE-TYPE 1>

[<ROUTE-TYPE 25] [<ROUTE-TYPE
3>] [<ROUTE-TYPE 4>] [ route-map

<NAME> ]

esr(config-bgp-af)# redistribute
bgp <AS> [ route-map <NAME> ]

Knoun

<ID> — HOMep npouecca, MOXeT
NPUHMMAaTb 3Ha4YeHne
{1..65535};

<ROUTE-TYPE> - T1n
MapLupyTa:

+ intra - area -
aHOHCUpoBaHNe
mappytos OSPF-
npouecca B npegenax
30HbI;

+ inter - area -
aHOHCcUpoBaHVe
mMapLpytoB OSPF-
npouecca mexay
30HamMu;

+ external 1 -
aHOHCUpoBaHVe
BHELLIHUX MapLUpPYTOB
OSPF-chopmata 1;

+ external 2 -
aHOHCKpOBaHue
BHELLHUX MapLUpPyTOB
OSPF-chopmata 2;

<NAME> — umsi MapLupyTHOI
KapTbl, KOTOpas byaet
MCNonb30BaTbCs 4/1A
domneTpaunmn n mogndmkaumnn
aHoHcupyeMbix OSPF-
MapLUpPYyTOB, 3a4aETCS CTPOKOIA
no 31 cumona.

<AS> — HOMEp aBTOHOMHOIA
CUCTEMbI, MOXET MPUHUMATb
3HaueHun [1..4294967295];

<NAME> — umsi MapLupyTHOI
KapThbl, kKoTopas byaet
1cnosb3oBaTbCcs A1
duneTpauun n mogundukauum
aHoHcupyeMbix BGP-
MapLUpPYTOB, 3a4aETCS CTPOKOIA
0o 31 cumona.
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20

OonucaHue

Bk/1lounTb aHOHCUPOBaHME MOACETENA.

OcyLlecTBUTb BbIXOA U3 pexmma
rno6asibHOro KOHUIryprpoBaHUs
aHOHCOB MapLUPYTHOM nHdopMaLlmm
npouecca BGP

[06aBnTb NOACETD, C aAPECOB KOTOPOIA
6yayT NPYHUMATLCA BXOoAsALLME
noakyeHns no npotokony BGP
(dynamic neighbors). Mocne
[06aBNEeHNs OCYLLECTBNSETCS NEPEXOL,
B PEXUM HACTPOIKM NapameTpoB (He
0653aTe/IbHO, MOXET NPUMEHSETCS Kak
anbTEPHATUBA CTATUYECKUM coceasiM
W/ COBMECTHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-bgp-af)# network

<ADDR/LEN>

esr(config-bgp-af)# exit

esr(config-bgp)# listen-

range <ADDR/LEN>

Knoun

<ADDR/LEN> — afpec noacetu,
yKa3blBaeTCHA B O4HOM U3
cnepywwmx gopmare:

+ AAA.BBB.CCC.DDD/EE -

IP-appec noacetu ¢
mMackoii B chopme
npedwmkca, rae AAA-
DDD npuHumatot
3HayeHus [0..255] n

EE npvHumaeT 3HaueHus
[1..32];

XX XX X/EE — IPv6-
aZipec 1 macka nofcetu,
rae kakgasi yactb X
NPUHUMAET 3HAYEHNS B
LecTHaaUaTepMIHOM
cpopmare [0..FFFF] n EE
NPUHUMAET 3HaYeHNs
[1..128].

<ADDR/LEN> - agpec nogcetu,
yKa3blBaeTCHA B O4HOM U3
cnegylowmx chopmare:

+ AAA.BBB.CCC.DDD/EE -

IP-appec noacetu ¢
Mackoii B chopme
npedwmkca, rae AAA-
DDD npuHumatot
3HaueHusa [0..255] n

EE npuHumaeT 3HayeHunA
[1..32];

XXX X:X/EE - IPv6e-
ajpec 1 macka nofcetu,
rae kaxgas yactb X
NPUHUMAET 3Ha4YeHNs B
LecTHaaUaTepMIHOM
cpopmare [0..FFFF] n EE
NMPUHUMAET 3HAYEHNS
[1..128].
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21

22

23

24

25

26

OonucaHue

[ob6asuTtb BGP-cocepa v ocyLecTBuTb
Nnepexos B PeXnm HacTPONKM
napametpoB BGP-cocepa.

3apaTb onvcaHue cocega (He
0653aTe/bHO).

YCTaHOBWTb BPEMEHHOI UHTEpPBAUI, Mo
MCTEUYEHUN KOTOPOTO MAET NpoBepKa
COE[IUHEHMNSI CO BCTPEYHOI CTOPOHO
(He 06s13aTeNBLHO).

YCTaHOBUTb BPEMEHHOI UHTEepBaU, No
MCTEUYEHUN KOTOPOTo BCTpeyHas
CTOpPOHA cuMTaeTca HefloCTynHol (He
06513aTe/bHO).

YCTaHOBWTb BPEMSI MUHUMA/TLHON 1
MaKCMMasibHOW 3aiepXKK, B TeYeHne
KOTOPOrO 3arnpeLLeHo ycTaHaBMBaTb
COefMHeHWe, B LieNIsIX 3alinTbl OT
YacTbIX Pa3pbIBOB COeANHEHMS (He
0653aTe/bHO).

YcTaHOBUTb HOMEpP aBTOHOMHOW
cuctembl BGP-cocepa.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-bgp)# neighbor
<ADDR>|<IPV6-ADDR>

esr(config-bgp-neighbor)#
description <DESCRIPTION>

esr(config-bgp-neighbor)# timers

keepalive <TIME>

esr(config-bgp- neighbor)# timers
holdtime <TIME>

esr(config-bgp-af)# timers error-
wait <TIME1> <TIME2>

esr(config-bgp-neighbor)# remote-
as <AS>

Knoun

<ADDR> - IP-agpec cocega,
3apaéTtca B Buae
AAA.BBB.CCC.DDD, rae kaxxgasi
YyacTb NPUHNMAET 3HAYEHUSA
[0..255];

<IPV6-ADDR> - IPv6-agpec
KNneHTa, 3afaéTtca B BUAE

XX XXX, roe kaxgasa yacTb
NPUHUMAET 3HAYEeHNS B
LwecTHaaUarepnyHomM dpopmate
[0..FFFF].

<DESCRIPTION> — onucanune
cocefa, 3aaéTcs CTPOKOI o
255 cumBonoB.

<TIME> — BpemMs B CekyHAax,
NMPUHUMAET 3HAYEHNS
[1..65535].

3HaueHue no ymonyaHuio: 60
CeKyHa.

<TIME> - Bpems B cekyHAax,
NPUHUMAET 3HaYeHNs
[1..65535].

3HaueHne no ymonyaxumio: 180
CeKyHa.

<TIME1> — Bpems
MUHUMaJIbHON 3a4ePXKN B
CekyHpax, MpuHumaeT
3HayeHus [1..65535];

<TIME2> - Bpewms
MaKCMMasIbHOI 3a4ePXKN B
cekyHax, npuHumaeT
3HauyeHus [1..65535].

3Ha4veHune no ymonyaHuio: 60 n
300 cekyHa,

<AS> — HOMep aBTOHOMHO
CUCTEMbI, NPUHUMAET 3HaYeHNs
[1..4294967295].
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27

28

29

30

31

OonucaHue

PaspelunTb NOAK/MOUEHNE K COCEAsM,
KOTOPbIE HAXOAATCS HE B HANPSIMYHO
MOAK/MOYEHHBIX NOACETAX (He
0653aTe/bHO).

YkazaTb, uto BGP-cocepq aBnsietcs
Route-Reflector knmeHTom (He
06513aTe/bHO).

3aparb IP/IPv6-agpec
MapLipyTu3aTopa, KoTopblii 6yaeT
ncnosb3oBaTbes B kavecTse IP/IPv6-
agpeca NCTO4YHMKA B OTNpaBnsieMblX
06HOB/IEHMAX MapLLPYTHOW
nHcbopmaumn BGP (He 06s3aTenbHO).

Bk/IHOUMTL pexum, B KOTOPOM paspeLueH
npuém mapLupytoB B BGP-atpnbyte, AS

Path koTopbIx cofepxuT HoMepa
ABTOHOMHOW cucTembl npouecca (He
06513aT€e/LHO).

BkounTb BFD-npoTokon Ha
KoHdpuryprpyemom BGP-cocepe (He

06s3aTeNIbHO, UICNOb3YeTCA COBMECTHO

c napameTpom update-source).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-bgp-neighbor)# ebgp-
multihop <NUM>

esr(config-bgp-neighbor)# route-
reflector-client

esr(config-bgp-neighbor)# update-
source { <ADDR> | <IPV6-ADDR> |
<IF> | <TUN>}

esr(config-bgp-neighbor)# allow-
local-as <NUMBER>

esr(config-bgp-neighbor)# bfd-
enable

Knoun

<NUM> - makcumansHoe
KO/IMYEeCTBO XOrMOB Mpu
yCTaHoBKe

EBGP (ncnonbayetcs gnsi TTL).

<ADDR> - IP-agpec NCTO4YHNKKa,
3apaéTtca B Buae
AAA.BBB.CCC.DDD, rge kaxpgas
YyacTb NPUHUMAET 3HAYEHUSA
[0..255];

<IPV6-ADDR> - IPv6-agpec
NCTOYHMKa, 3a0aéTCA B BUAe
XX XXX, roe kaxgasa yacTb
NPUHUMAET 3HAYEHNS B
LecTHaguaTrepmyHoM dpopmare
[0..FFFF].

<IF> - uHTepdelic, 3apaétca B
BUAe, ONMCaHHOM B pasjene
Tunbl 1 NOPSLOK MMEHOBAHNS
NHTEpdoencos
MapLupyTu3artopa.

<TUN> — nmsa TyHHens
YCTpOIiCTBa, 3a4aéTcs B BUAE,
onMcaHHOM B pasgene Tunbl 1
NopsiA0K UMEHOBaHMS
TYHHenel mapLipyTtusaropa.

<NUMBER> - noporosoe 4ucno
BXOXAEHWIA HOMepa
aBTOHOMHO CUCTEMBI
npouecca B atpmbyTe AS Path,
MpW KOTOpbIX MapLupyT 6yaet
MPUWHAT, guanasoH AoNyCTUMbIX
3HayeHuit [1..10].
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32

33

34

35

36

37

OonucaHue

OnpepennTb anroputm
ayTeHTUdMKaLmm ¢ coceiom (He
06513aTe/bHO).

YCTaHOBWTb Naposib s
ayTeHTMdmKaumm ¢ cocefom (He
06513aTe/bHO).

Cpenarb cocefCcTBO aKTUBHbIM.

Onpenenutb TN KOHUIYpUpyeMOii
MapLUPyTHOI MHhopmaLmn coceaa u
nepenTy B AaHHbIA PEXNM HACTPOWKN.

Mpu BbIGOpE pexnma uasTpaummn Ha
OCHOBe NpedVKC-IMCTOB A06aBUTb
dnnbTpauUmio nogceTeli BO BXOAALLNX
NN UCXOAALLMX OBOHOBNEHUSAX
(06s13aTENbHO NpY KOHUIYPMPOBaHUM
eBGP gnsi aHOHCMpPOBaHUSI NOACETEN).

3apatb pexum, B kKoTopom BGP-coceny
B 06HOB/IEHWMN HaA pAdY C ApYrUMuy
MapLupyTamu Bcerga oTnpasnsaeTca
MapLipyT no yMon4yaHuio. (He
06si3aTesIbHO, OTCYTCTBYET A5l vpnv4).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-bgp-neighbor)#
authentication algorithm
<ALGORITHM>

esr(config-bgp-neighbor)#
authentication key ascii-text
{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

esr(config-bgp-neighbor)# enable

esr(config-bgp-neighbor)#
address-family { ipv4 | ipv6 |
vpnv4 } unicast

esr(config-bgp-neighbor-af)#
prefix-list <PREFIX-LIST-NAME>
{in|out}

esr(config-bgp-neighbor-af)#
default-originate

Knoun

<ALGORITHM> — anroputm
LMdopoBaHUS:

md5 — naponb wndpyeTcs no
asnroputmy md5.

<CLEAR-TEXT> — naposnb,
3a7aéTcsa CTpoKon oT 8 oo 16
CVMBO/IOB;

<ENCRYPTED-TEXT> -
3angpoBaHHbI Naposb
pasmepom oT 8 6anT go 16
6aiiT (oT 16 A0 32 CUMBO/IOB) B
LuecTHaauarepnuyHomMm doopmaTte
(OXYYYY...) unm (YYYY..).

ipv 4 — cemeiicTBo IPv4;
ipv 6 — cemeiicTBo IPV6;

vpnv4 — cemeiictBo VPNv4,

<PREFIX-LIST-NAME> — ums
CKOH(OUIYpPUPOBAHHOIO Crmcka
nopceTeli, 3a8aéTcA CTPOKOWA
00 31 cumBona.

in — dounbTpaumns BXoaaLWwmx
MapLUpyTOB;

out — unsTpaums
aHOHCHpPYEMbIX MapLUPYyTOB.
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38

38

39

40

41

42

OonucaHue

3agatb pexum, B KOTOPOM BCe
o6HoBNeHWs oTnpasnstoTcs BGP-
cocefy C ykasaHvueMm B kadyecTse next-
hop IP-agpeca ncxogsuero
nHTepdeiica NokasbHOro
MapLupyTusaTopa

(He o6si3aTeNbLHO, OTCYTCTBYET AN1SA
vpnv4).

3ajatb pexum, B KOTOPOM MapLUpyThbl
nosnyyeHHble oT iBGP cocefa
nepepgatotca eBGP cocepy ¢
COXpaHeHeM opurMHanbHoro next-hop
(He o6si3aTernibHO, paboTaeT TOJILKO B
pamkax eBGP multihop ceccun)

OnpeaennTb NPUOPUTETHOCTb
MapLLpYTOB, MO/ly4aeMbIX OT cocesa
(He 06s13aTeNBLHO).

3agatb pexum, B KOTOPOM nepes
oTnpasneHnem ob6HoBeHns n3 BGP-
atpubyTa AS Path mapwpyTtos
yaansTca npuBaTtHble Homepa
ABTOHOMHbIX cucTeM (B COOTBETCTBUM C
RFC 6996) (He o6si3aTtenbHo,
OTCYTCTBYET AN vpnv4).

BkounTb otnpasky MPLS meTok yepes
BGP (He 06s13aTe/bHO, NPUMEHSIETCS B
pamkax HacTpoiiku Inter-AS OptC).

BknounTb 06MEH MapLLpYTHOI
nHhopmaumei.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-bgp-neighbor-af)#
next-hop-self

esr(config-bgp-neighbor-af)#
next-hop-unchanged

esr(config-bgp-neighbor-af)#
preference <VALUE>

esr(config-bgp-neighbor-af)#

remove-private-as [{all | nearest |

replace } ]

esr(config-bgp-neighbor-af)#
send-label

esr(config-bgp-neighbor-af)#
enable

Knoun

<VALUE> — npnopunTeTHOCTb
MapLUpyTOB coceaa,
NPUHUMAET 3HAYEHUS B
[AmnanasoHe [1..255].

3HauyeHue no ymonyaxuio: 170.

all - yganmTb BCe YacTHble
Homepa AS u3 AS-path;

nearest — 3aMeHUTb
oGnwkaiiume yacTHble AS B AS-
path Ha psagom cTosLLyH
ny6nuyHyto AS;

replace — 3ameHnTL BCe
YyacTHble Homepa AS HoMepoMm

Tekyuwiero npouecca BGP.

3HauyeHune no ymonyaxmto: all.
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© YacTo 6bIBaeT, 0c06€HHO NpU KOHGUrypuposBaHum iBGP, uto B ogHoMm bgp-npouecce
Heo6Xo4UMO HAaCTPOUTb HecKosbKo bgp neighbor ¢ ognHakoBbIMK NnapameTpamu. Bo nséexaHue
M3GbITOYHOCTU KOHhUrypauum pekomeHayeTcsa ucnonb3oBatb bgp peer-group, B koTopoi
BO3MOXXHO onucaTb 06Lue napameTpbl, a B KOHcurypauum bgp neighbor npocto ykasatb
npuyacTHOCTb K bgp peer-group. B cnyuae HacTpoiiku listen-range, Hanuuue peer-group
ABNAETCA 06s3aTe/IbHbIM YC/IOBMEM A1A KOPPEKTHOrO onucaHusa napametrpoB dynamic
neighbors.

11.5.2 Mpumep HaACTPOIIKK

3apgava:
HacTtpoutb BGP-npoTokon Ha maplupytusaTope R3 co cnegyowmmn napamerpamu:

AS2500

" AS20 ) )
[ Router [ Rister

L =—— - oy

R1 R3

+ cobcTBeHHbIe noaceTun: 80.66.0.0/24, 80.66.16.0/24;

* @aHOHCMpOBaHMe NOACETEN, NOAKNOYEHHbIX HANPSMYHO;

+ cobcTtBeHHasa AS 2500;

* nepsoe coceacTBo — nogcetb 219.0.0.0/30, cobeTBeHHbIN IP-agpec 219.0.0.1, IP-agpec cocena
219.0.0.2, AS2500;

+ BTOpoe coceacTso — noacetb 185.0.0.0/30, co6¢cTBeHHbIN IP-agpec 185.0.0.1, IP-agpec cocena
185.0.0.2, AS20.

PelleHue:

CKOHpurypupyem Heobxoanmble CETEBbIE MHTEPMENCHI:

esr-R3(config)# 1interface gigabitethernet 1/0/1
esr-R3(config-if-gi)# ip address 185.0.0.1/30
esr-R3(config-if-gi)# exit

esr-R3(config)# interface gigabitethernet 1/0/2
esr-R3(config-if-gi)# ip address 219.0.0.1/30
esr-R3(config-if-gi)# exit

esr-R3(config)# interface gigabitethernet 1/0/3
esr-R3(config-if-gi)# ip address 80.66.0.1/24
esr-R3(config-if-gi)# exit

esr-R3(config)# 1interface gigabitethernet 1/0/4
esr-R3(config-if-gi)# ip address 80.66.16.1/24
esr-R3(config-if-gi)# exit
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CkoHdourypupyem firewall ans npuema mapipytunsatopom BGP-Tpadmka n3 30Hb1 6e3onacHocti WAN:

esr-R3(config)# object-group service og_bgp
esr-R3(config-object-group-service)# port-range 179
esr-R3(config-object-group-service)# exit
esr-R3(config)# security zone wan
esr-R3(config-zone)# exit

esr-R3(config)# security zone-pair wan self
esr-R3(config-zone-pair)# rule 100
esr-R3(config-zone-pair-rule)# match protocol tcp
esr-R3(config-zone-pair-rule)# match destination-port og_bgp
esr-R3(config-zone-pair-rule)# action permit
esr-R3(config-zone-pair-rule)# enable
esr-R3(config-zone-pair-rule)# exit
esr-R3(config-zone-pair)# exit

M ykaxkeM nprMHaanexHocTb NHTepdelicoB K 30He 6e30MacCHOCTMU:

esr-R3(config)# 1interface gigabitethernet 1/0/1
esr-R3(config-if-gi)# security-zone wan
esr-R3(config-if-gi)# exit

esr-R3(config)# interface gigabitethernet 1/0/2
esr-R3(config-if-gi)# security-zone wan
esr-R3(config-if-gi)# exit

Cosgaamm route-map, KOTopbli 6yeT UCNo/Ib30BaThCA B AaJ/IbHENLEM MPU HACTPOVKe paspeLuatoLLmx
aHOHCOB poyTepam u3 apyroi AS:

esr-R3(config)# route-map bgp-general
esr-R3(config-route-map)# rule 1
esr-R3(config-route-map-rule)# match ip address 80.66.0.0/24
esr-R3(config-route-map-rule)# action permit
esr-R3(config-route-map-rule)# exit

esr-R3(config-route-map)# rule 2
esr-R3(config-route-map-rule)# match ip address 80.66.16.0/24
esr-R3(config-route-map-rule)# action permit
esr-R3(config-route-map-rule)# exit

esr-R3(config-route-map)# exit

Cosgaamm BGP npouecc ana AS 2500 1 Boigem B peXrMM KOHpUIyprpoBaHMs napaMeTpoB npoLecca:
esr(config)# router bgp 2500
CKOHGuUrypmpyem aHoOHCMpOBaHMe NoACeTEeN, MOAKNHOYEHHbIX HaNpPsAMYHO:

esr-R3(config-bgp)# address-family ipv4 unicast
esr-R3(config-bgp-af)# redistribute connected
esr-R3(config-bgp-af)# exit

Coszgagum coceacTso ¢ poytepom R2 no iBGP:

esr-R3(config-bgp)# neighbor 219.0.0.2
esr-R3(config-bgp-neighbor)# remote-as 2500
esr-R3(config-bgp-neighbor)# enable
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W Bktounm 06MeH IPv4-mapLupytamu:

esr-R3(config-bgp-neighbor)# address-family ipv4 unicast
esr-R3(config-bgp-neighbor-af)# enable
esr-R3(config-bgp-neighbor-af)# exit
esr-R3(config-bgp-neighbor)# exit

Cospgagum cocenctBo ¢ poytepomM R1 no eBGP:

esr-R3(config-bgp)# neighbor 185.0.0.2
esr-R3(config-bgp-neighbor)# remote-as 20
esr-R3(config-bgp-neighbor)# enable

 BkNtouMM 06MeH IPv4-MaplLupyTaMu, paspeLLmns Heo6xoayMble MapLLPYThI /1 aHOHCA NPV NMOMOLLY 3apaHee
Mo/iroToB/IeHHOTo route-map:

esr-R3(config-bgp-neighbor)# address-family ipv4 unicast
esr-R3(config-bgp-neighbor-af)# route-map bgp-general out
esr-R3(config-bgp-neighbor-af)# enable
esr-R3(config-bgp-neighbor-af)# exit
esr-R3(config-bgp-neighbor)# exit

Bkntoum paboTy npoTokona:

esr-R3(config-bgp)# enable
esr-R3(config-bgp)# exit

Wudhopmaumto o BGP-nmpax MOXHO NOCMOTPETb KOMaHAOiA:
esr# show bgp neighbors
Tabnmuy mapLupyToB NnpoTtokosia BGP MOXHO NpOCMOTPETb C MOMOLLbI0 KOMaHAbI:

esr# show bgp ipv4 unicast

11.5.3 Monutuka BbIGOpaA Ny4ylwero MmapLipyTta B npotrokone BGP

B npouecce pa6oTbl BGP 06bIYHO BbIUMCASET OAMH NYULLMIA MAPLLPYT [0 KaXA0i NnoyyeHHoit noacetn. Ecnu
HeT 60/1ee NPYOPUTETHOTO MapLLpPYTa, NO/TlyYeHHOro NPX NOMOLLYM APYroro NPOTOKoa MapLLpyTU3aLumn [0 3Toi
noAceTy, TO MapLUPYT yCTaHAB/IMBAETCS B TA6/MLY MapLUPyTU3aLWN.

& Ecnu BkntoueH mexaHusm ECMP ( router bgp maximum-paths .. ), To B Ta6nuuy mappyTtusauum
MOryT nonacTtb A0 16 aKTUBHbIX MapLIPYTOB 40 OA4HOIi NoACEeT!.
Mpu aHoHcMpoBaHuu BGP nupam 6yayT UCMO/Mb30BaTLCA aTPUGYThI NyULLero MapLupyTa.

Hwxe npvBefieH anropuTM BbiGopa Nyudllero MaplupyTa B npoTtokosne BGP:

® Anroputm npumensietca ana cnepyrowmx address family: unicast IPv4, unicast IPv6, VPNv4
unicast, VPLS.
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® [Ans VPNv4 maplupyToB BbIGOpP Nyyliero maplpyTta npoucxoauT cneaytouwmm o6pasom:

CHauana BbIGOp nyuluero MmapwpyTta npoucxogut B pamkax csoero RD. lanee, B pamkax VRF,
Kyaa OH nonaget B cooTBeTcTBUU cBoero RT.

PEZ

CE

IPv4 192.168.0.2/24

Local Preference 100
':
VPNv4 route table
B pamkax VPNv4 NpropUTETHRIM GyneT axibGpad mapwpyT "
oT PE2, koTopsil ¥ ByOeT y4acTROBATE B BeIGOpE My4wers e 65500:100 192 168.0.2/24 from PE2
MapwpyTa B paMkax cooteeTcTeyowers VRE
65500:100 192.168.0.2/24 from PE3
b A
¥
. I
IPv4 (VRF) route table
B pamkax VRF Bynet anibpan maplpyT oT PE2, koTopbid 1 =
nonaget B TaGNUUy MapWpyTU3aLWM COCTEETCTEYHOLLErs L G5506-168-192.168.0.2/24 from PE2
VRF. *
182.168.0.2/24 from CE
b A

Mpexae BCcero NpoBepsieTcs 4OCTYNHOCTb next-hop-a y mapipyTa. Next-hop cumtaetcst 4ocTynHbIM, ecnv go
Hero MOXHO onpefenuTb connected-mapLupyT.

1.

2.

oA

10.

MapLupyT, NOMeYeHHbIl Kak "stale”, aABnsaeTca meHee NPUOPUTETHLIM, YeM MapLUpYT 6e3 TaKoBOW METKMU.
MapLupyT nomeyaeTcs kak "stale” B npouecce pabotbl TexHonorum LLGR (nogpo6Hee);

CpaBHuBaeTcs 3HadyeHne atpubyta Weight — niyywimm ctaHOBUTCA MapLUpyT, UMetoLwnii 6onbluee
3HaYeHue,;

. CpaBHuBaeTcsi 3HaueHune aTpubyTa Local preferences — nyyuvm cTaHOBUTCA MapLLPYT, UMELOLLMIA

OoJibLLIEee 3HAYEHNE,;

CpaBHuBaetcs g/imHa AS-path — MapLUpyT C MEHbLUUM KO/IMYECTBOM "XOMOB" CTAHOBUTCSA /TyULLUM,;
CpaBsHuBaetcs 3HaveHue arpubyta Origin — IGP sBnsetca cambiM npuoputeTHbiM. EGP nproputeTHee,
yem Incomplete;

CpaBHuBaeTcs 3HayeHue atpubyta multiple exit discriminator (MED) — HaumeHbLUee 3HaYeHne
atpubyTa MmMeeT 60/1bLLNIA NMPUOPUTET;

MapLupyT, nony4veHHbIn ot EBGP-nupa, nmeet 606N NPUOPUTET MO CPABHEHMUIO C MapLUPYTOM,
nosy4yeHHbiM oT IBGP-nupa;

7.1 Ecnu BkntoueH ECMP, To aanbHelwmnx cpaBHeHUIA He npoussoauTca 1 MapwpyT (multipath) nonaget
B Tab/MLy MapLupyTusauum,

CpasHuBaetcs napametp Router-Id — mapLupyT, nonyyeHHblin ot BGP-cocefa ¢ HaumeHbLwnm Router-Id,
ABMIAETCA NMPUOPUTETHBIM;

. CpaBHuBaeTcs KonmyecTtBo agpecos B Cluster list — mapwpyT, MMeoWwmin HaMMeHbLLee

KOMIMYECTBO afpecoB CTAHOBUTCA NTyULLNM,;
CpasHuBatoTcs agpeca BGP-nupos — mapLupyT, Nony4YeHHblin ot BGP-nupa ¢ HaumeHbLIUM 13 apecos,
ABNAETCH NPUOPUTETHBLIM.
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B BbIBOZle MapLLPYTHOV MHADOPMALIMK ANst ONPEeAENEHHOro Npedimkca Nyylunii MapLipyT 6yaeT oTMedeH

Kak "Best":

ESR# show bgp ipv4 unicast 192.0.2.0/24
192.0.2.0/24 via 100.64.28.1 on gil/0/1.2800 [bgp65514 2022-05-22] (650411)

Administrative Distance:
Type:
Origin:
AS PATH:
Next Hop:
Local Preference:
Commun-ity:
(3356:2065)

Weight:
Valid

170

unicast

IGP

65054 65055 65056 65077 65098 65059

100.64.28.1

100

(3356:2) (3356:22) (3356:86) (3356:501) (3356:666) (3356:903)

(12389:6) (65000:64990)
0

192.0.2.0/24 via 101.7.0.1 on gil/0/1.2800 [bgp65514 2022-05-22] (650411)

Administrative Distance:
Type:
Origin:
AS PATH:
Next Hop:
Local Preference:
Commun-ity:
(3356:2065)

Weight:
Valid,Best

11.6 Hactpoiika BFD

170

unicast

IGP

65020 65030

101.7.0.1

200

(3356:2) (3356:22) (3356:86) (3356:501) (3356:666) (3356:903)

(12389:6) (65000:64990)
0

BFD (Bidirectional Forwarding Detection) — 310 npoTokon, pa6oTatoLuuii NoBepx ApYrx NPOTOKO/OB,
NO3BO/SKOLLNIA COKPaTUTL BPeEMS 06HapyxeHus npobnemsl Ao 50 mc. BFD sBnsieTca ABYCTOPOHHUM
MPOTOKO/OM, T. €. TpeByeT HacTpolikn 060MX MapLLpyTM3aTopoB (06a MapLupyTM3aTopa reHepupytoT BFD-

nakeTbl U OTBEYAOT APYr APYrY).

Mo ymon4yaHuio, ceccus ycTaHaB/IMBaAETCA B ClIeAyOLWEM pexume:

MpoTtokon
iBGP

eBGP

eBGP multi-hop
OSPF

Static route

Pexxum
multi-hop
single-hop
multi-hop
single-hop
single-hop
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[N n3MeHeHns1 noBeAeHus (pexnma) Heo6xoAMMO B PYUHYHO NepeonpeaennTb napameTpbl CECCUK, yKa3aB
HeobXx0AMMbI pexnm. PaccmMoTpum Ha npumepe:
JonycTtum, mbl ycTaHoBunn eBGP-coceacTBo 1 Bkounam ans Hero BFD:

ESR# show running-config routing bgp
router bgp 65516
neighbor 10.100.0.2
remote-as 65515
update-source 10.100.0.1
bfd-enable
enable
exit
enable
exit

ESR# show bfd neighbors 10.100.0.2

Neighbor address: 10.100.0.2
Local address: 10.100.0.1
Interface: -
Remote discriminator: 3751534121
Local discriminator: 1670865501
State: Up
Session type: Control
Session mode: Single-hop
Local diagnostic code: No Diagnostic
Remote diagnostic code: No Diagnostic
Minimal Tx Interval: 300 ms
Minimal Rx Interval: 300 ms
Multiplier: 5
Actual Tx Interval: 300 ms
Actual Detection Interval: 1500 ms
Number of transmitted packets: 1149
Number of received packets: 1153
Uptime: 2m
Client: BGP
Last received packet:
Desired Min Tx Interval: 300 ms
Required Min Rx Interval: 300 ms
Multiplier: 5

Kak BuaHo, no ymonuaxuto BFD ycTtaHoBuncs B pexume single-hop. Mepekntounm pexum B multi-hop:

ESR(config)# ip bfd neighbor 10.100.0.2 local-address 10.100.0.1 multihop
ESR(config)# do commit
ESR(config)# do confirm
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KoHdpurypaumo Heobxoaymo Nnpon3BoAnTb HA 060KMX YCTpoicTBax. Mocne nepeycTaHOBKM CECCUM €€ PEXUM
cMeHuTcsa Ha multi-hop:

esr-200# sh bfd neighbors 10.100.0.2

Neighbor address: 10.100.0.2
Local address: 10.100.0.1
Interface: -

Remote discriminator: 3751534121
Local discriminator: 1670865501
State: Up

Session type: Control
Session mode: Multi-hop

Local diagnostic code:
Remote diagnostic code:
Minimal Tx Interval:

No Diagnostic
No Diagnostic
300 ms

Minimal Rx Interval: 300 ms
Multiplier: 5
Actual Tx Interval: 300 ms
Actual Detection Interval: 1500 ms
Number of transmitted packets: 9
Number of received packets: 11
Uptime: 2m
Client: BGP
Last received packet:

Desired Min Tx Interval: 300 ms

Required Min Rx Interval: 300 ms

Multiplier: 5

11.6.1 HacTtpoiika TaiimepoB

© 3HaueHue TalimepoB MHAUBUAYA/ILHO ANA KaXA0V CeTU U BO MHOTOM 3aBUCUT OT ee
napameTpoB. B cnyuae uactoro cpnanuHra BFD pekomeHayeTcs yBenuUUUTb 3HaUYeHUe

TaliMepoB.

Talimepbl, BHE 3aBUCUMOCTM OT pexuma paboTsl npoTokona (single nunm multi-hop mode), moryT 6bITb
HaCTPOEHbI B KOHTEKCTE rNM06asibHOV KOH(UIypaLummn amn Ha onpeaeneHHbIX nHTepgeiicax. HacTpoiika Ha
NHTepdoelicax MeeT Hanbo bW NPUOPUTET.

ESR(config)# ip bfd min-tx-interval 1000
ESR(config)# ip bfd min-rx-interval 1000
ESR(config)# do commmit

ESR# sh ip bfd
Minimum RX dinterval: 1000 ms
Minimum TX dinterval: 1000 ms

Idle TX dinterval: 1000 ms
Multiplier: 5 packets
Passive: No

Mocne Toro kak BFD-ceccusa ycTaHOBMEHa, Kaxaasi CTOPOHa MHAMBUAYasIbHO Bbluncaset ceoun Tx Interval
n Detection Interval. Tx Interval BbiGupaeTca kak HanbobLiee 3Ha4YeHne U3 siokasibHoro Tx Interval n
ypaneHHoro RX Interval. Detection Interval Boluncnsietcs no cnepytoweii popmyrne: Detection Interval =
remoteMultiplier * MAX( RxLocal || TxRemote), rae remoteMultiplier — 3HaueHne Multiplier ynaneHHolk
CTOpoHbI, RxLocal — nokanbHbIii Tx Interval, TxRemote — Tx Interval ynaneHHOR CTOPOHBI.
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ﬂOKaﬂbHOHaCTpoeHHHeTaﬁMeprTaﬁMepblManEHHOMCTOpOHH,aTaDKeBbNMCﬂeHHHeTaﬁMepblMOXHO

MOCMOTPETL C/iefyoLWwyM 06pasoM:

esr-200# sh bfd neighbors 10.100.0.2

Neighbor address: 10.100.0.2
Local address: 10.100.0.1
Interface: --
Remote discriminator: 3751534121
Local discriminator: 1670865501
State: Up
Session type: Control
Session mode: Multi-hop
Local diagnostic code: No Diagnostic
Remote diagnostic code: No Diagnostic
Minimal Tx Interval: 300 ms <---- JloKanbHbii Tx Interval
Minimal Rx Interval: 300 ms <---- JloKanbHbli Rx Interval
Multiplier: 5 <---- JloKanbHblini Multiplier
Actual Tx Interval: 300 ms <—---- BblyuCNeHHbIn Tx Interval
Actual Detection Interval: 1500 ms <----  BbluUCNeHHbIn Detection Interval
Number of transmitted packets: 21781
Number of received packets: 21804
Uptime: 1d21h54m
Client: BGP
Last received packet:
Desired Min Tx Interval: 300 ms <=—==-
Required Min Rx Interval: 300 ms <=—==- Talimepbl yganeHHol CTOPOHLI
Multiplier: 5 <=—==-
11.6.2 ANroputM HacTpOIiKu
War OnucaHue KomaHpga Knroun

1 AkTtueuposatb BFD anis npotokona
OSPF Ha nHTepdeiice.

2 AkTtnsmposatb BFD gns npotokona BGP
neighbor Ha nHTepgeiice.

3 3afatb UHTEPBaSI, MO UCTEYEHNM
KOTOpOro npoucxoaut otnpaska BFD-
coobleHunsi coceay. Mno6asnbHo (He
0653aTe/bHO).

esr(config-if-gi)# ip ospf bfd-
enable

esr(config-bgp-neighbor)# bfd-
enable

esr(config)# ip bfd idle-tx-interval
<TIMEOUT>

<TIMEQOUT> - nHTepsarn, no
NCTEYEHUN KOTOPOro
npovicxoaut otnpaska BFD-
nakeTa, NPUHMMAaET 3HAYEHVE B
MWNIMCEKYHAAX B AManasoHe:

+ ana ESR-1000/1500/
1511/3200 -
[200..65535];

« ans ESR-20/21/30/
100/200 - [300..65535].

Mo ymonuaHuto: 1 cekyHaa.
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OonucaHue

BKMOUNTb NTOTVPOBAHME U3MEHEHWI
cocTosiHua BFD-npoTokona (He
06513aTe/bHO).

3afaTb MMHUMasIbHbIA MHTEPBaUT, NO
NCTEYEHMN KOTOPOro coces AO/HKEH
creHepupoBaTb BFD-coobuieHue.
rno6anbHo (He 0653aTeNbHO).

3agarb MYHUMasIbHBbI MHTepBaUT, No
MCTEYEHUN KOTOPOTO NPONCXOAUT
oTnpaska BFD-coobLieHus coceny.
rmo6asnbHo (He 06a3aTeNbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# ip bfd log-adjacency-
changes

esr(config)# ip bfd min-rx-interval
<TIMEOUT>

esr(config)# ip bfd min-tx-interval
<TIMEOUT>

Knoun

<TIMEQOUT> — nHTepsarn, no
NCTEYEHUN KOTOPOTo A0/MKHA
nponcxoantb otnpaska BFD-
Co06LLEeHNs coceaom,
NMPUHUMAET 3HAYEHNE B
MUNCEKYHAAX B AMana3oHe:

+ ana ESR-1000/1500/
1511/3200 -
[200..65535];

+ pana ESR-20/21/30/
100/200 - [300..65535].

Mo ymonuaHuio:

+ Ha ESR-1000/1500/
1511/3200:
200 MUNNINCEKYHA,;
+ Ha ESR-20/21/30/
100/200:
300 MunnmcekyHa,.

<TIMEOUT> - nHTtepsarn, no
NCTEYEHUN KOTOPOTO A0/DKHA
npoucxoanTb oTnpaska BFD-
co006LLeHnA cocenom,
NMPUHUMAET 3HAYEeHNE B
MWASICEKYHAAX B AManasoHe:

+ ansa ESR-1000/1500/
1511/3200 -
[200..65535];

+ ana ESR-20/21/30/
100/200 - [300..65535].

Mo ymonyaHuio:

+ Ha ESR-1000/1500/
1511/3200 -
200 MunnucekyHa,
+ Ha ESR-20/21/30/
100/200 -
300 MUNIMCEKYHA.
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OonucaHue

3aaartb YMCcNo NPonyLeHHbIX NakeToB.,
nocse foCTmxeHus kotoporo BFD-
cocef, cUnTaeTca HefOCTYMNHbLIM.
rno6anbHo.

3anyctutb paboty mexaHusma BFD c
onpegeneHHsim IP-agpecom.

MepeBecTn BFD-ceccuto B MaccuBHbIN
pexumM, To ecTb BFD-coobLueHus He
6yayT OTNpaBnATLCA A0 TEX Nop, Noka
He 6yayT Nosy4YyeHbl COOBLLEHNS OT
BFD-cocena. Mno6asbHo (He
06513aTe/bHO).

3agartb MHTEpPBaJI, MO UCTEYEHUN
KOTOpOro npoucxoaut otnpaska BFD-
coobLleHuns coceny.

Ha uHTtepdelice (He 06s13aTeNbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# ip bfd multiplier
<COUNT>

esr(config)# ip bfd neighbor
<ADDR> [ { interface <IF> | tunnel
<TUN>}]

[local-address <ADDR> [multihopl]]

[vrf <VRF>]

esr(config)# ip bfd passive

esr(config-if-gi)# ip bfd idle-tx-
interval <TIMEOUT>

Knoun

<COUNT> - yucno
NpOoNyLLEHHbIX NaKeToB, Nocne
[OCTUMXEHNSI KOTOPOTro cocef
cunTaeTcst HegOCTYMHbIM,
NPUHMMAaET 3Ha4YeHne B
JAnanasone [1..100].

Mo ymonuaHuio: 5.

<ADDR> - IP-agpec wno3a,
3apaéTtca B Buae
AAA.BBB.CCC.DDD, rge kaxpgas
YyacTb MPUHUMAET 3HAYEHNSA
[0..255];

<IF> — nHTepdeic nnm rpynnol
NHTEphecos;

<TUN> — T1Mn n HomMep TyHHens;

<VRF> - nmsa ak3emnnsapa VRF,
3ajaetcs cTpokoii go 31
CYMBON3;

multihop — kntoy ans
ycTaHoBku TTL=255, ana
paboTbl MexaHu3ma BFD vepes
MapLUpPYTU3MPYEMYIO CETb.

<TIMEQOUT> - nHtepsarn, no
NCTEYEHUN KOTOPOro
nponcxoant otnpaska BFD-
nakeTa, NPUHMMAaET 3HAYEHNE B
MUNNINCEKYHAAX B AManasoHe:

+ ana ESR-1000/1500/
1511/3200 -
[200..65535];

« ans ESR-20/21/30/
100/200 -
[300..65535].

Mo ymonuyaHuio: 1 cekyHaa.
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13

OonucaHue

3afaTb MMHUMasIbHbIA MHTEPBAUT, NO
NCTEYEHMN KOTOPOTrO coces AO/HKEH
creHepupoBaTb BFD-coobuieHue.

Ha uHTtepdelice (He 06s13aTeNbHO).

3aaarb MYHUMasIbHBbI MHTepBaUT, No
MCTEYEHUN KOTOPOTO NPONCXOAUT
oTnpaska BFD-coobLieHus coceny.
Ha uHTepdelice (He o6s3aTensLHO).

3aaarb YMCNo NPOMYLLEHHbIX NAKETOB,
nocse JocTmxeHusa kotoporo BFD-
COCeq, CUMTaeTCs HelOCTYMHbIM.

Ha uHTtepdelice (He 06s13aTeNbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-if-gi)# ip bfd min-rx-
interval <TIMEOUT>

esr(config-if-gi)# ip bfd min-tx-
interval <TIMEOUT>

esr(config-if-gi)# ip bfd multiplier

<COUNT>

Knoun

<TIMEOUT> — nHTepsarn, no
NCTEYEHUN KOTOPOTO A0/HKHA
nponcxoantb otnpaska BFD-
COo06LLEeHNS coceaom,
NMPUHUMAET 3HAYEHNE B
MUIUCEKYHAAX B AManas3oHe:

+ nns ESR-1000/1500/
1511/3200 -
[200..65535];

+ nns ESR-20/21/30/
100/200 - [300..65535].

Mo ymonuaHmio:

+ Ha ESR-1000/1500/
1511/3200 -
200 MUNNINCEKYHA,;
+ Ha ESR-20/21/30/
100/200 -
300 MunnmcekyHa,.

<TIMEOUT> - nHtepsarn, no
NCTEYEHUN KOTOPOTO A0/HKHA
npoucxoants otrnpaska BFD-
Co006LLEeHNA cocenom,
NPUHUMAET 3HaYeHve B
MUININCEKYHAAX B AManasoHe:

* ana ESR-1000/1500/
1511/3200 -
[200..65535];

+ ana ESR-20/21/30/
100/200 -
[300..65535].

Mo ymonyaHuio:

+ Ha ESR-1000/1500/
1511/3200 -
200 MunnucekyHa;
+ Ha ESR-20/21/30/
100/200 -
300 munnaucekyHa,

<COUNT> - uncno
NponyLLEeHHbIX NaKeToB, Nocne
[OCTUXEHNS KOTOPOro cocef,
cunTaeTcst HeAOCTYMHbIM,
NpUHMMAaET 3Ha4YeHne B
JAmnanasone [1..100].

Mo ymonuaHuio: 5.
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War OnucaHwue KomaHpa Kntoun

14 MepesecTn BFD-ceccrio B NacCUBHbIi esr(config-if-gi)# ip bfd passive
pexum, To ectb BFD-coobueHns He
6yayT oTNpaBNsATLCSA A0 TEX Nop, Noka
He ByayT NosyYeHbl COOBLLEHNS OT
BFD-cocena. Ha nHtepdeiice
(He 06s3aTENbHO).

15 Mpw akTMBM3auun paboTbl NnpoToka BFD Ha nHTepdeiice ¢ BkItoveHHbIM firewall, Heo6xoamMmo paspeLlunTb
pa6oTy npotokona UDP nopT HasHauyeHnst — 3784 13 30HbI CKOHOMIYPUPOBaHHOI Ha MHTepdpelice B 30HY self.
Kak co3gartb Heobxogumoe npasusio onvucaHo B pasgene KoHdurypuposaHve Firewall.

11.6.3 Mpumep HacTpoiiku BFD c BGP

3apava:
Heobxoanmo HacTtpouTb eBGP mexay ESR R1 v R2 n Bkitounts BFD.

R1 7o

PewieHue:

1. KoHdourypuposaHue R1
MpenBapuTenbHO HEOBX0AMMO HacTpPouUTb MHTepdieinc Gil/0/1:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# ip firewall disable
esr(config-if-gi)# ip address 10.0.0.1/24

HacTtpoum eBGP ¢ BFD:

esr(config)# router bgp 100

esr(config-bgp)# neighbor 10.0.0.2
esr(config-bgp-neighbor)# remote-as 200
esr(config-bgp-neighbor)# update-source 10.0.0.1
esr(config-bgp-neighbor)# bfd-enable
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# exit

esr(config-bgp)# enable

esr(config-bgp)# exit

2. KoHdpurypuposaHue R2
MpeaBapuTesibHO HEOBXOAMMO HacTpouTb UHTepdpeiic Gil/0/1:

esr(config)# interface gigabitethernet 1/0/1

esr(config-if-gi)# ip firewall disable
esr(config-if-gi)# ip address 10.0.0.2/24
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HacTtpoum eBGP ¢ BFD:

esr(config)# router bgp 200

esr(config-bgp)# neighbor 10.0.0.1
esr(config-bgp-neighbor)# remote-as 100
esr(config-bgp-neighbor)# update-source 10.0.0.2
esr(config-bgp-neighbor)# bfd-enable
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# exit

esr(config-bgp)# enable

esr(config-bgp)# exit

11.7 Hactpoiika nonnTukm mappyTtusauum PBR

11.7.1 AnropuTm HacTpoiiku Route-map gns BGP

Route-map mMoryT cnyxuTb thuisTpamu, No3BoA0WMMN 06pabdaTbiBaTb MapLLPYTHYH MHhopMaLmio npu
npueme 3Toi MHGOpPMaL MM OT coceaa M60 npu ee nepegade coceny. O6paboTka MOXET BKNKOUATL B Cebs
hmnbTpaLmMIo Ha OCHOBaHUM Pa3/IMYHbIX NPU3HAKOB MapLLPYTa, a Takke ycTaHoBKYy atpubytoB (MED, AS-PATH,
community, LocalPreference n apyroe) Ha COOTBETCTBYHOLLME MapPLLPYThI.

War OnucaHue KomaHpga Knrouun
1 Co3pgatb MapLIpYTHYIO KapTy Ans esr(config)# route-map <NAME> - 1msi MapLUpyTHOW KapTbl,
domneTpauumn n mognukaumm <NAME> 3ajaeTtcs CTpokoii o 31 cumsona.

IP-mapLupyToB.

2 Cosgatb NpaBunIo MapLUpPyTHOM esr(config-route-map)# rule <ORDER> — Homep npaBuna,
KapTbl. <ORDER> npuHUMaEeT 3HaueHus [1 .. 10000].
3 YkaszaTtb AeicTBue, kotopoe aomkHo  esr(config-route-map-rule)# <ACT> — HasHauyaemoe AeicTBue:
ObITb NPUMEHEHO AN MapLUpyTHOi  action <ACT>
NHdpopmauun. + permit — npuem nnu

aHOHCMpOBaHME MapLIpPyTHOW
WHpopMaLmn paspeLLeHo;
+ deny - 3anpeueHo.

4 3aaaTb 3HaueHue atpnbyta BGPAS-  esr(config-route-map-rule)# <AS-PATH> - cnucok Homepos
Path B MapLupyTe, Ans KOTOPOro match as-path [begin | end | aBTOHOMHbIX CUCTEM, 3aa€TCS B
LO/MKHO cpabaTbiBaTb NPaBuio contain] <AS-PATH> Buae AS,AS,AS, npyHMaeT 3Ha4YeHus
(He 06sa3aTe/NLHO). [1..4294967295]. OnuunoHanbHbIe
napameTpbl:

+ begin - 3HaueHune aTpubyTa
Ha4YMHaETCs C YKa3aHHbIX
HOMepoB AS;

+ end — 3HauyeHne aTpubyTa
3aKkaH4MBaeTCs yKasaHHbIMM
Homepamu AS;

+ contain — 3HayeHne atpmbyTta
COAEPXNT YKa3aHHbIM CNNCOK
HOMepoB AS.
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OnucaHue

3aaaTtb 3Ha4YeHne aTpubyTa
BGPCommunity, ansa kotoporo
[lO/XHO cpabaTbiBaThb NpaBuo (He
0653aTe/IbHO).

3agartb 3Ha4YeHne atpubyTa
BGPExtendedCommunity, gns
KOTOPOro A0/XHO cpabaTbiBaTh
npaewio (He 06a3aTenbHO).

3apatb npocunb IP-agpecos,
cofepxauymii 3HaueHnst nogceTe
HazHaueHus B MappyTe (He
0653aTe/IbHO).

3apgatb npocuns IP-agpecos,
cofepxalnin 3Ha4YeHns atpubyTa
BGPNext-Hop B mapLipyTe ans
KOTOpOro AO/MKHO cpabaTbiBaTbh
npasuo (He 06a3aTensHO).

3agatb npodnsb, cogepxalnii 1P-
agpeca mapLipyTusaropa,
aHOHCUPOBAaBLLEro MapLUpyT, 41
KOTOPOro A0/MKHO cpabarbiBaTb
npasuno (He 06a3aTensHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-route-map-rule)#
match community
<COMMUNITY-LIST>

esr(config-route-map-rule)#
match extcommunity
<EXTCOMMUNITY-LIST>

esr(config-route-map-rule)#
match ip address object-group
<0BJ-GROUP-NETWORK-
NAME>

esr(config-route-map-rule)#
match ipv6 address object-
group <OBJ-GROUP-
NETWORK-NAME>

esr(config-route-map-rule)#
match ip next-hop object-
group <OBJ-GROUP-
NETWORK-NAME>

esr(config-route-map-rule)#
match ipv6 next-hop object-
group <OBJ-GROUP-
NETWORK-NAME>

esr(config-route-map-rule)#
match ip route-source object-
group <OBJ-GROUP-
NETWORK-NAME>

esr(config-route-map-rule)#
match ipv6 route-source
object-group <OBJ-GROUP-
NETWORK-NAME>

Knoumn

<COMMUNITY-LIST> - cnucok
community, 3afaeTcsa B Buae
AS:N,AS:N, npMHMmaeT 3Ha4eHus
[1..4294967295]. MOXHO yKkasaTb A0
64 community.

<EXTCOMMUNITY-LIST> - cnucok
extcommunity, 3aaeTca B Buae
KIND:AS:N, KIND:AS:N, rae

KIND - tun extcommunity:

« rt (Route Target);

+ ro (Route Origin);
N — Homep extcommunity, npuHUMaeT
3HayeHus [1..65535].

<OBJ-GROUP-NETWORK-NAME> -
nms npocomns IP-agpecos,
cogepxaiero npednKebl NoaceTe
Ha3HayeHus, 3agaétcs cTpokoit go 31
cumBona.

<OBJ-GROUP-NETWORK-NAME> -
umsa npocpuns IP-agpecos,
cogepxawero npednKebl NoOACeTe
HasHaueHus, 3agaeTcsa CcTpokon fo 31
cMMmBONa.

<OBJ-GROUP-NETWORK-NAME> -
ums npocpunsa IP-agpecos,
cogepxauero npednKebl NoAceTe
HasHaJeHus, 3a4aeTcsi CTpokon o 31
cumMBoONa.
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11

12

13

14

15

16

OnucaHue

3apatb ACL-rpynny, 415 KOTOpoii
[O/MKHO cpabatbiBaTb Npasuio (He
06513aTe/bHO).

3aaatb 3HauYeHue atpubyta BGP
MED B mapLupyTe 4/18 KOTOpOro
[l0/XHO cpabaTbiBaThb NpaBuo (He
0653aTe/IbHO).

3aaatb 3HauyeHune atpubyta OSPF
Metric B MapLupyTe, 415 KOTOPOro
LO/MKHO cpabaTtbiBaTb NpaBuio.

3apgartb 3HauyeHne atpubyTa RIP
Metric B MapLupyTe, /151 KOTOPOro
[O/MKHO cpabaTtbiBaTb NPaBuso.

3apgartb 3HauyeHne atpubyta OSPF
Tag B mapLupyTe, 419 KOTOPOro
[O/MKHO cpabaTtbiBaTb NPaBuso.

3apgartb 3HauyeHne atpubyTa RIP Tag
B MapLupyTe, A4/151 KOTOPOro A0/HKHO
cpabaTtbiBaTb NpaBuio.

3agartb 3Ha4YeHune atpubyta BGP AS-
Path, koTopoe 6yget f06aBnATLCA B
Hauasno cnucka AS-Path (He
0653aTesbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-route-map-rule)#
match access-group <NAME>

esr(config-route-map-rule)#
match metric bgp <METRIC>

esr(config-route-map-rule)#
match metric ospf <TYPE>
<METRIC>

esr(config-route-map-rule)#
match metric rip <METRIC>

esr(config-route-map-rule)#
match tag ospf <TAG>

esr(config-route-map-rule)#
match tag rip <TAG>

esr(config-route-map-rule)#
action set as-path

prepend <AS-PATH> {track
<TRACK-ID>}

Knoumn

<NAME> - nms cnvcka KoHTpons
[0CTyna, 3agaeTcs cTpokon Ao 31
cYMBONA.

<METRIC> — 3HaueHue aTpnbyTta
BGPMED, npuHumaeT 3HavyeHus
[0..4294967295].

<TYPE> — Tun atpubyta OSPF Metric,
npuHUMaEeT 3HayeHune type-1 n type-2;

<METRIC> - 3Ha4yeHue aTtpubyTta
OSPF Metric, npyHMMaeT 3HauyeHus
[0..65535].

<METRIC> - 3HaueHue atpnbyTta RIP
Metric, npuHnmaeT 3HadeHus [0..16].

<TAG> — 3HaueHne atpubyta OSPF
Tag, npyHYMaeT 3HaYeHUs
[0..4294967295].

<RIP> - 3HaueHune aTpunbyTa RIP Tag,
npuHUMaeT 3HadeHus [0..65535].

<AS-PATH> - cnucok Homepos
ABTOHOMHbIX CUCTEM, KOTOPbI ByaeT
[06aB/1eH K TEKYLLEMY 3HAYEHMIO B
MapLipyTe. 3agaétca B BUAE
AS,AS,AS, npuHMMaET 3HaYeHNs
[1..4294967295].

<TCACK-ID> — ngeHTudpumkatop vrrp-
tracking, npu koTopom 6yget
MCMNONHATLCS YKasaHHOEe feicTBue.
M3meHsieTca B amanasoHe [1..60].
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LWar

17

18

19

OnucaHue

3aaaTtb 3HauYeHune atpubyta BGP
Community, koTopoe 6yaet
yCTaHOB/IEHO B MapLupyTe (He
0653aTe/IbHO).

3aaartb 3Ha4YeHune atpubyta BGP
ExtCommunity, koTopoe 6yaet
YCTaHOB/IEHO B MapLupyTe (He
0653aTe/IbHO).

3apatb atpubyT BGP Next-Hop,
KOTOpbIA 6YAET YCTaHOB/EH B

MapLLpyTe NP1 aHOHCUPOBaHMK (He

0653aTe/IbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-route-map-rule)#
action set community
{COMMUNITY-LIST> | no-
advertise | no-export }

esr(config-route-map-rule)#
action set extcommunity
<EXTCOMMUNITY-LIST>

esr(config-route-map-rule)#
action set ip bgp-next-hop
<ADDR>

esr(config-route-map-rule)#
action set ipv6 bgp-next-hop
<IPV6-ADDR>

Knoumn

<COMMUNITY-LIST> — cnncok
community, 3afaeTcsa B Buae
AS:N,AS:N, rge kaxgasa Jyactb
NpYHUMAaET 3HadYeHus [1..65535];

* no - advertise — mapLupyTh|,
nepegasaemble C faHHbIM
community, He LO/MKHbI
aHoHcuposartbes gpyrum BGP-
cocegam;

* Nno - export — MapLUpyThl,
nepegaBaemMble C TakUM
community, He LO/MKHbI
aHoHcupoBaTbcsa eBGP-
cocefam, HoO aHOHCMPYHOTCA
BHELLHMM COCefAM B
KOHtheaepauuu.

<EXTCOMMUNITY-LIST> - cnncok
extcommunity, 3aaeTca B Buge
KIND:AS:N, KIND:AS:N, rae

KIND - tun extcommunity:

+ rt (Route Target);

+ ro (Route Origin).
N — HomMep extcommunity, NpyHUMaeT
3HayeHus [1..65535].

<ADDR> - IP-agpec wo3a, 3agaetcs
B Buae AAA.BBB.CCC.DDD, rae
Kaokfas 4yacTb MPUHMMAaET 3HaYeHus
[0..255].

<IPV6-ADDR> - IPv6-agpec wno3a,
3agaetcs B Buge X:X:X:X::X, rge
KaokAas yacTb NPUHMMAET 3HAa4YEHMS B
LecTHaguarepnyHom gopmare
[0..FFFF].
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LWar

20

21

22

23

OnucaHue

3apaartb 3HayeHne Next-Hop,
KOTOpoe 6yAeT YyCTaHOB/IEHO B
MapLLpyTe, noslydyeHHom no BGP (He
0653aTe/IbHO).

3agaTb 3Ha4eHune atpnbyta BGP
Local Preference, koTopbiii 6yaeT
yCTaHOB/IEH B MapLipyTe (He
0653aTe/IbHO).

3apatb 3HauYeHue atpubyta BGP
Origin, koTOpOEe ByaeT ycTaHOB/IEHO
B MapuwpyTe (He o06si3aTenbHO).

3apatb 3HaveHne BGP MED,
KOTOpoe 6yAeT yCTaHOB/IEHO B
MapLipyTe

(He 06sa3aTe/NLHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-route-map-rule)#
action set ip next-hop
{NEXTHOP> | blackhole |
unreachable | prohibit}

esr(config-route-map-rule)#
action set ipv6 next-hop
<IPV6-NEXTHOP>

esr(config-route-map-rule)#
action set local-preference
<PREFERENCE>

esr(config-route-map-rule)#
action set origin <ORIGIN>

esr(config-route-map-rule)#
action set metric bgp
<METRIC>

Knoumn

<NEXTHOP> - IP-agpec wto3a,
3agaétca B Buge AAA.BBB.CCC.DDD,
rae Kaxaas yacTb npuHMMaeT
3HayeHus [0..255];

+ blackhole — nakeTbl go gaHHoi
noacetu 6yayTt yaansatbcsa 6e3
OTNpaBkW yBEAOM/IEHWIA
OTNPaBUTENIO;

+ unreachable — nakeTbl g0
[aHHOW noaceTtun 6byayT
yAanaTbcs, 0TnpaBuTesb
nosnyuut B oteeT ICMP
Destination unreachable (Host
unreachable, code 1);

« prohibit — naketbl 40 AaHHOIA
noaceTn 6yayT yaansaTbCs
YCTPOICTBOM, OTNpaBUTESb
noslyunT B OTBET
ICMPDestinationunreachable
(Communication
administratively prohibited
code 13).

<IPV6-NEXTHOP> — IPv6-agpec
L1033, 3agaetcs B Buge X:X:X:X::X,
rae Kaxaasi 4yacTb NpuHMMaeT
3HA4YeHVA B LLECTHaAUATEPUYHOM
thopmare [0..FFFF].

<PREFERENCE> - 3HaueHue
atpubyTta BGP Local Preference,
npuvHUMaeT 3HadeHus [0..255].

<ORIGIN> — 3HaueHue aTpnbyTa BGP
Origin:

* egp — MapLUpyT Bbly4eH Mo
npotokony EGP;

* igp — MapLwpyT nony4yeH
BHYTPW ncxogHom AS;

+ incomplete — mapwpyt
BblyYeH ApyriM o6pasom.

<METRIC> - 3HaueHue aTtpnbyta BGP
MED, npyHumaeT 3HauyeHus
[0..4294967295].
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War OnucaHue KomaHpa Knoun
24 [o6aBuTb thunsrpaumio n esr(config-bgp-neighbor)# <NAME> — ums ckoHUryprpoBaHHo
MoAMdINKaLMI0 MapLLPYTOB BO route-map MapLUpyTHOW KapTbl;
BXOAALMX NN UCXOZALLNX <NAME><DIRECTION>
Harnpas/ieHNsIX. <DIRECTION> — HanpaBsneHue:
esr(config-ipv6-bgp- - in - ounbTpauMs u

neighbor)# route-map

MoAMdUKaLMsa nonyvyaemblx
<NAME><DIRECTION>

MapLUPYTOB;

+ out — dmnsTpauns u
MoAudmKaLmsa aHOHCMPYEMbIX
MapLLpPYTOB.

11.7.2 Mpumep HacTpoiikn 1. Route-map ans BGP

e AS2500 "\
AS20
e ESR 10.0.0.0/24 Router
@.z 185.0.0.0/24 .1C 1 219.0.0.0/24 .zm

R1 R3 l10.100.100.0/24 R2

. /

3apava:
Ha3HaumTb community 4519 MapLipyTHOR nHopMauun, npuxogswein ns AS20:
MpeaBapuTeIbHO HYXXHO BbINOHUTL CrieayroLlme AecTBUS:

* Hactpouts BGP ¢ AS2500 Ha mapwpyTunsaTtope ESR;
+ YctaHoBUTL cocefcTBo ¢ AS20.

PelwweHue:

Co3gaem NonmnTurky:

esr# configure
esr(config)# route-map from-as20

Cospgaem npasuno 1:
esr(config-route-map)# rule 1
Ecnun AS PATH cogepxut AS20, To HazHadaem emy community 20:2020 n BbIxogum:

esr(config-route-map-rule)# match as-path contain 20
esr(config-route-map-rule)# action set community 20:2020
esr(config-route-map-rule)# exit

esr(config-route-map)# exit
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B BGP npouecce AS2500 3axoaum B HaCTPOIiK1 NapaMeTpoB coceaa:

esr(config)# router bgp 2500
esr(config-bgp)# neighbor 185.0.0.2
esr(config-bgp-neighbor)# address-family 1ipv4 unicast

MpuBA3bIBAEM NOMUTUKY K NPUHUMAEMOI MapLUPyTHOW UHChOpMaLLMK:

esr(config-bgp-neighbor-af)# route-map from-as20 in

11.7.3 Mpumep HacTpoiiku 2. Route-map ansa BGP

3apava:

[ns Bceil nepegaBaemoli MapLupyTHOW nHchopmaumm (c community 2500:25) HazHaunTb MED, paBHblii 240, n

yKasaTb UCTOYHUK MapLUpyTHOW nHchopmaumm EGP:

MpeaBapuTenbHO:
HacTtpoutb BGP ¢ AS2500 Ha ESR.

PelweHune:

Co3zfaem nosinTUKy:
esr(config)# route-map to-as20
Co3zfaem npasuno:

esr(config-route-map)# rule 1

Ecnu community cogepxut 2500:25, To HazHavyaem emy MED 240 u Origin EGP:

esr(config-route-map-rule)# match community 2500:25
esr(config-route-map-rule)# action set metric bgp 240
esr(config-route-map-rule)# action set origin egp
esr(config-route-map-rule)# exit
esr(config-route-map)# exit

B BGP npouecce AS2500 3axoaum B HACTPOiiKM NapaMeTpoB coceja:

esr(config)# router bgp 2500
esr(config-bgp)# neighbor 185.0.0.2
esr(config-bgp-neighbor-af)# address-family ipv4 unicast

290



MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

MpuBA3bIBAEM NOMUTUKY K aHOHCUMPYEMOI MapLIpyTHOV MHhopMaLmu:

esr(config-bgp-neighbor-af)# route-map to-as20 out
esr(config-bgp-neighbor-af)# exit
esr(config-bgp-neighbor)# exit
esr(config-bgp)# exit

11.7.4 Anroputm HacTpoliku Route-map Ha ocHoBe cnuckoB gocTyna (Policy-based routing)

LWar

OonucaHue

Co3pgatb MapLUpyTHYHO KapTy Ans
GuneTpaunm n mogmndmkauum IP-
MapLUpyTOB.

Co3paTb NpaBuio MapLIPYTHO KapTbl.

YKaszaTtb feicTBue, KOTOPOEe AO/HKHO
ObITb MPUMEHEHO A5 MapLLPYTHOW
NHpopmaumn.

3apatb ACL, 019 KOTOPOro A0/HKHO
cpabatbiBaTth NpaBunio (He
06513aTe/bHO).

3apatb Next-Hop ans naketos,
KOTOpble NonaaarT nof KpUutepun B
ykazaHHoM cnincke goctyna (ACL) (He
0653aTe/LHO).

HasHaunTb NOAUTKKY MapLUpyTU3aLum
Ha ocHoBe cnuckoB gocTyna (ACL).

KomaHpa

esr(config)# route-map <NAME>

esr(c onfig-route-map)# rule
<ORDER>

esr(config-route-map-rule)# action
<ACT>

esr(config-route-map-rule)# match
ip access-group <NAME>

esr(config-route-map-rule)# action
set ip next-hop verify-availability
<NEXTHOP><METRIC>

esr(config-if-gi)# ip policy route-
map <NAME>

Knoun

<NAME> — umsi MapLupyTHOIA
KapThbl, 3a4aéTcsa CTpokoii go 31
cuMBONA.

<ORDER> — Homep npaBuna,
NPUMHUMAET 3HaueHus [1 ..
10000].

<ACT> — Ha3Hauyaemoe
OelicTBueE:

+ permit — npuem nnm
aHOHCUpOoBaHNe
MapLUPYTHO
nHdopmaLmm
paspeLueHo;

+ deny — 3anpeuieHo.

<NAME> - nms cnucka
KOHTPO/S AOCTyna, 3agaéTcs
cTpokoii go 31 cumsona.

<NEXTHOP> - IP-agpec wnto3a
3apaéTtca B Buae
AAA.BBB.CCC.DDD, rge kaxpgas
4yacTb MPUHUMAET 3HAYEHNSA
[0..255];

<METRIC> — meTpuka
MapLLpyTa, NPMHUMAET
3HaueHus [0..255].

<NAME> - nmsa
CKOH(hMrypmpoBaHHoOW
NOINTUKN MapLUpyTU3aLmm,
cTpoka Ao 31 cumsona.
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War OnucaHue KomaHpa Knoun

7 PaspewnTtb chunsTpayuto esr(config)# ip local policy [ vrf <NAME> - ums
MoAMdnKaLmio NoKanbHOro Tpadmka <VRF> ] route-map <NAME> CKOH(pMrypnpoBaHHoOW
Ha OCHOBE MOJIMTUKM MapLUPyTU3aLUN. NOMUTUKN MapLUpyTU3auun,

cTpoka fo 31 cumsona.

11.7.5 MNpumep HacTpolikn Route-map Ha ocHoBe cnuckoB goctyna (Policy-based routing)

ISP1
Switch ESR

10.0.0.0/16

ISP2

3apaua:
Pacnpegenntb Tpaduk mexay VIHTepHeT-npoBaigepamm Ha OCHOBE NOACETEN NoNb30oBaTenei.
MpenBapuTeNbHO HY)XXHO Ha3HauuTb IP-agpeca Ha nHTepdeiicsl.

TpebyeTcst HanpaensTb Tpaguk ¢ agpecos 10.0.20.0/24 yepes ISP1 (184.45.0.150), a Tpacuk c agpecos
10.0.30.0/24 - uepes ISP2 (80.16.0.23). TpebyeTcs KOHTPONMPOBATb JOCTYNHOCTb aAPEeCcOB NPOBaiaepoB
(paboTocnoco6HOCTb NoakAUeHNI K ISP),  npn HepaboToCNOCOGHOCTY OHOIO U3 NOAKMNOYEHNIA NEPEBOANTL
C Hero Ha paboyee NOAKNHOYEHME BECH TpaduK.

PelweHune:

Cospnaem ACL.:

esr# configure

esr(config)# ip access-list extended sub20

esr(config-acl)# rule 1

esr(config-acl-rule)# match source-address 10.0.20.0 255.255.255.0
esr(config-acl-rule)# match destination-address any
esr(config-acl-rule)# match protocol any

esr(config-acl-rule)# action permit

esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

esr(config-acl)# exit

esr(config)# ip access-list extended sub30

esr(config-acl)# rule 1

esr(config-acl-rule)# match source-address 10.0.30.0 255.255.255.0
esr(config-acl-rule)# match destination-address any
esr(config-acl-rule)# match protocol any

esr(config-acl-rule)# action permit

esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

esr(config-acl)# exit
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Co3gaem NonuTuky:

esr(config)# route-map PBR
Coszgaem npasusio 1:

esr(config-route-map)# rule 1
YkasblBaem cnmcok goctyna (ACL) B kauecTBe dounbTpa:

esr(config-route-map-rule)# match ip access-group sub20
Yka3biBaem next-hop ansa sub20:

esr(config-route-map-rule)# action set ip next-hop verify-availability 184.45.0.150 10
esr(config-route-map-rule)# action set ip next-hop verify-availability 80.16.0.23 30
esr(config-route-map-rule)# exit

esr(config-route-map)# exit

Mpasunom 1 6yaet obecneyeHa mapipyTtusaumsa Tpadmnka ns cetn 10.0.20.0/24 Ha agpec 184.45.0.150, a npwu
ero HegocTtynHoctn — Ha agpec 80.16.0.23. NprUOpPUTETHOCTDL LLNHO30B 3a4aeTcsa 3HaYeHUAMN MeTpuk — 10 n
30.

Cosgaem npaBuno 2:
esr(config-route-map)# rule 2
YkasblBaeM cnncok goctyna (ACL) B kauecTBe counbrpa:
esr(config-route-map-rule)# match ip access-group sub30
YkasbiBaem nexthop ans sub30 v Bbixognm:

esr(config-route-map-rule)# action set ip next-hop verify-availability 80.16.0.23 10
esr(config-route-map-rule)# action set ip next-hop verify-availability 184.45.0.150 30
esr(config-route-map-rule)# exit

esr(config-route-map)# exit

Mpasunom 2 6ypet obecneyeHa mappyTtusauma Tpadmka ns cetn 10.0.30.0/24 Ha agpec 80.16.0.23, a npu
ero HegoCTyNnHOCTN — Ha agpec 184.45.0.150. MpropnTeTHOCTL 3a4aeTCA 3HAYEHUAMU METPUK.

3axoaum Ha uHtepcpeiic TE 1/0/1:
esr(config)# interface tengigabitethernet 1/0/1

MpuBA3bIBAEM NOMUTUKY HA COOTBETCTBYHOLLWIA MHTEPEIAC:

esr(config-if-te)# ip policy route-map PBR

293



MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

11.8 Hactpoiika VRF

VRF (Virtual Routing and Forwarding) — TexHosorusi, kKotopasi No3BoJ/ISIeT 130/IMPOBaTh MapLLPYTHYH

MHDOPMaLVIO, MPHAAIEXALLY0 pasMYHbIM Knaccam (Hanpumep, MapLipyTbl OAHOMO K/IMEHTA).

10.30.0.0/16

Bit Gi 1/0/14.10

10.20.0.0/24
Bit

11.8.1 ANroput™Mm HacTpoOIiKu
War OnucaHue KomaHpga Knroun
1 Cospgatb ak3emnnsp VRF v nepeitu B esr(config)# ip vrf <VRF> <VRF> - ums ak3emnnspa VRF,

PeXUM HACTPOWNKU NapamMeTpoB
ak3emnnspa VRF.

3agaeTcs cTpokoi go 31
cumBosna.

2 HasHaunTb onncaHme esr(config-vrf)# description <DESCRIPTION> - onucaHune
KoHcpurypupyemoro aksemnnspa VRF. <DESCRIPTION> ak3emnnspa VRF, 3apaértcsa
CTpOKOIi A0 255 cMMBONOB.
3 HacTpoutb eMKocTb Tabnul, esr(config-vrf)# ip protocols <PROTOCOL> - Bup

MapLUpyTU3aLUum B KOHUIyprpyemMom
VRF onsa IPv4/IPv6 npoTokosios
MapupyTusauum (He 06s3aTesibHO).

<PROTOCOL> max-routes
<VALUE>

esr(config-vrf)#ipv6 protocols
<PROTOCOL> max-routes
<VALUE>

NPOTOKONa, MPUHUMAET
3HaueHus: ospf, bgp;

<VALUE> — KonnyecTBO
MapLLUPYTOB B MapLLpPYTHO
Tabnuue, NpMHUMaEeT 3Ha4YeHus
B AuanasoHe:

+ OSPF
ESR-1000/1500/1511/
3200 - [1..500000],
ESR-20/21/30/100/200
[1..300000];

* BGP
ESR-1000/1500/1511/
3200 - [1..5000000],
ESR-20/21/30/100/200
[1..2500000].

3HaueHue no ymonyaxuio: 0.
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War OnucaHue KomaHpa Knoun

4 BKkHOUNTL M HACTPOUTb MPOTOKObI
AVHaMMYecKor MmapLipyT13aumm
Tpadwmka (Static/OSPF/BGP/IS-IS) B
aksemnnsipe VRF (He o6si3aTenbHO).
CM. COOTBETCTBYHOLLMIA pa3gen
KoHdhurypmpoBaHue ctatnyeckmx
MapLupyToB, Hactpolika OSPF u
HacTtpolika BGP.

5 B pexume koHpurypnposaHus esr(config-snat-ruleset)# ip vrf <VRF> - nmsa ak3emnnspa VRF,
131YEeCKOro/NornyecKoro forwarding <VRF> 3agaeTcs cTpokoii go 31
nHTepgeica, TyHHens, npasuna DNAT/ cumBona.

SNAT, DAS-cepsepa nnm SNMPv3
nonb3oBarens ykasarb NMs
ak3emnnspa VRF ana kotoporo 6yaet
ncnonb3oBaTbes (Mpu Heo6XoAMMOCTH).

6 Hactpoutb LT-TyHHENb ANnA nepegayv Cwm. pasgen Hactpoiika LT-
Tpadomka B rno6asibHbIA pexum nm TYHHener.
apyrve VRF (npy Heo6XxoaumMocTh).

11.8.2 Mpumep HACTPOIIKK

3apgaua:

K mapLupyTusatopy cepuu ESR noakntoueHbl 2 ceTu, KOTopble HE06XOAUMO N30/IMPOBATL OT OCTa/IbHbIX CETENA.

PelwweHune:

Cospgagum VRF:

esr(config)# ip vrf bit
esr(config-vrf)# exit

Co3pnaaym 30Hy 6€30MacHOCTU:

esr(config)# security zone vrf-sec
esr(config-zone)# 1ip vrf forwarding bit
esr(config-zone)# exit

Cosgaamm npasuio Ans napbl 30H U paspewnm nwbon TCP/UDP-Tpaduk:
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esr(config)# security zone-pair vrf-sec vrf-sec

esr(config-zone-pair)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-pair)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#
esr(config-zone-rule)#

rule 1

match source-address any
match destination-address any
match protocol udp

match source-port any

match destination-port any
action permit

enable

exit

rule 2

match source-address any
match destination-address any
match protocol tcp

match source-port any

match destination-port any
action permit

enable

exit
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Co3gaaum NpuBsSi3Ky MHTEPEicoB, HasHaunM IP-agpeca, yKaeM NpuHaANeXHOCTb K 30HE:

esr(config)# interface gigabitethernet 1/0/7

esr(config-if-gi)# ip vrf forwarding bit

esr(config-if-gi)# ip address 10.20.0.1/24

esr(config-if-gi)# security-zone vrf-sec

esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/14.10

esr(config-subif)# ip vrf forwarding bit

esr(config-subif)# ip address 10.30.0.1/16

esr(config-subif)# security-zone vrf-sec

esr(config-subif)# exit
esr(config)# exit

NHpopmauwmio 06 nHtepdeiicax, npuesasaHHbIX K VRF, MOXHO NOCMOTPETb KOMaHAOM:

esr# show ip vrf

Tabnuuy mapupytos VRF MOXHO NPOCMOTPETL C MOMOLLbI0 KOMaHAbI:

esr# show ip route vrf bit

11.9 Hacrtpoiika MultiwWAN

TexHonorust MultiwAN no3BonsieT opraH1M3oBaTb 0TKa30yCTONUYMBOE COeIMHEHME C PE3EPBIPOBAHNEM JIMHKOB
OT HECKO/IbKUX NPOBaiilepoB, a Takke peLlaeT Npo6rieMy 6anaHCMPOBKM Tpaduka Mexay Pe3epBHbIMY

JINHKaMW.

11.9.1 ANroputMm HacTpOIiKn

LWar OnucaHue

1 CkoHcpurypupoBatb MHTEpdIEiChI, Mo
KoTopbIM B6yaeT paboTtate MultiWAN:
yctaHoBUTL IP-agpeca v ykasartb
security-zone.

2 MponucaTb cTaTuyeckme MapLupyThi
uepe3 WAN (ecnim Heo6xoaumo).

3 Cosgatb npasuno WAN 1 nepeiiti B
PEeXMM HaCTPOIiK1 NnapameTpoB
npasuna.

KomaHpga

esr(config)# ip route <SUBNET>
wan load-balance rule <ID>
[<METRIC>]

esr(config)# wan load-balance rule
<ID>

Knoun

<ID> — ngeHTudpmkarop
co3faBaemoro npaswnaa us n.2.

[METRIC] — meTpuka
mapLLpyTa, NpUHUMaEeT
3HayeHus [0..255].

<ID> - ngeHTudmkarTop
co3/aBaeMoro npasuna,
npuHUMAaET 3HadeHus [1..50].
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10

11

OnucaHue

3agatb UHTEepMEeChl UK TYHHENMN,
KOTOpble SABAAOTCSA LW/03amMu B
MapLupyTe, CO34aBaeMOM C/y>XOO0i
MultiWAN.

Onucatb npasua (He 06s13aTesIbHO).

[laHHOoI koMaHAo ocyLLecTBseTCS
nepekyeHne N3 pexmma
6GanaHCMPOBKN B PEXUM
pesepBupoBaHns (ec/im HeoGXoANMO).

[aHHol komaHa0l BK/IOYaeTCs
OTrnpaBKa OTBETHbIX NAKETOB CECCUM
yepes TOT Xe UHTepdelic, uepes
KOTOPbIiA NMOJSTyHYeHbl BXOASLINE NaKETbI
ceccun (EC/IM HeO6XOAMMO).

Bknwountb wan-npasuno.

Cospgartb cnvcok IP-agpecos ans
NPOBEPKU LIeNIOCTHOCTN COEAUHEHNA U
OCYLLECTBUTb NEPexXos B pexunmM
HaCTpPOIik1 NapameTpoB Cruncka.

3ajath LeNb NPOBepKX 1 nepeiiTv B
PeX1M HacTPOIiK/M NapameTpoB Lesn.

OnucaTsb target (He 06s3aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-wan-rule)# outbound
{interface <IF> | tunnel <TUN>}
[WEIGHT]

esr(config-wan-rule)# description
<DESCRIPTION>

esr(config-wan-rule)# failover

esr(config-wan-rule)# stickiness

esr(config-wan-rule)# enable

esr(config)# wan load-balance
target-list <NAME>

esr(config-target-list)# target <ID>

esr(config-wan-target)#
description <DESCRIPTION>

Knoun

<IF>- ums nHTepgeiica;
<TUN> = um4A TyHHens;

[WEIGHT] - Bec TyHHENA nnu
uHTepcpeiica, onpegensiercs B
AnanasoHe [1..255]. Ecnu
YCTaHOBUTb 3HA4YEHME 2, TO NO
[aHHOMY UHTepdelicy byaeT
nepegasarbCA B 2 pasa
6onbLue Tpaduka, 4em no
WHTepdeiicy co 3Ha4eHem no
yMO/lHaHuK. B pexnme
pe3epBMPOBaHNs aKTUBHbIM
6yneT MapLupyT ¢ HanbobLLIMM
BECOM. 3HayeHune no
ymonyaHuio 1.

<DESCRIPTION> - onucaHue
npaeunia wan, 3agaércs
CTPOKOI A0 255 CMMBO/IOB.

<NAME> - Ha3BaHue cnucka,
3ajaeTtcs cTpokoii go 31
cMMBONa.

<ID> - naeHTudmkartop uenu,
3agaéTca B npegenax [1..50].
Ecnv npn yoaneHnn
UCMOJ/Ib3YETCH 3HAYEHME
napametpa «all», To 6yayT
yAasieHbl Bce Lenun ans
KOHUIYpMpYyeMOro cnncka
uenen.

<DESCRIPTION> — onucaHue
target, 3agaértcs cTpokoii go
255 cumBOMOB.
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12

13

14

OnucaHue

YKa3saTb BpeMs OXngaHusa oTBeTa Ha

3anpoc no npotokosny ICMP (He
06513aTe/bHO).

Yka3zartb IP-agpec nposepku.

Bk/tounTb NPOBEPKY LE/N.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-wan-target)# resp-time

<TIME>

esr(config-wan-target)# ip address

<ADDR>

esr(config-wan-target)# ipv6
address <IPV6-ADDR>

esr(config-wan-target)# enable

Knoun

<TIME> — Bpems oxugaHus,
onpegenserca B cekyHaax
[1..30].

<ADDR> - IP-agpec
HasHaueHus, 3a4aéTca B BUe
AAA.BBB.CCC.DDD, rge
Kakaas yacTb NpuHUMaeT
3HayeHus [0..255].

<IPV6-ADDR> - IPv6-agpec
HasHauyeHus, 3aaéTcs B BUAE
XX XXX, roe kakgas yacTb
NPUHUMAET 3HAYEHNS B
LwecTHaguarepuyHom chopmare
[0..FFFF].

KomaHabl ansi nyHKToB 14—17 Heob6xoAMmo NpUMEHUTb Ha nHTepdieicax/TyHHenax B MultiwAN.

15

16

17

Bkntountbs WAN-pexum Ha uHTepdeiice

onsa IPv4/IPve-cteka.

3afaTb KOJIMUECTBO HeyaauHbIX

NOMbITOK NPOBEPKN COEANHEHNS, NOC/e
KOTOPbIX, NPY OTCYTCTBUM OTBETA OT
BCTPEUHOI CTOPOHbI, coeanHeHne byaet

CUNTaETCs HEAKTMBHBIM (He
0653aTe/IbHO).

3a,anb KO/IM4EeCTBO yCNeLHbIX NMonbITOK
NPOBEPKN COeaANHEHNA, NOC/1IE KOTOPbIX,

B C/lyyae ycnexa, CoeiMHeHVe
CUNTAETCS BHOBb aKTMBHbIM (He
0653aTe/IbHO).

esr(config-if-gi)# wan load-
balance enable

esr(config-if-gi)# ipv6 wan load-
balance enable

esr(config-if-gi)# wan load-
balance failure-count <VALUE>

esr(config-if-gi)# ipvé wan load-
balance failure-count <VALUE>

esr(config-if-gi)# wan load-
balance success-count <VALUE>

esr(config-if-gi)# ipvé wan load-
balance success-count <VALUE>

<VALUE> - KonnyectBO
MonbITOK, ONpPeAensieTcs B
AnanasoHe [1..10].

3HauyeHue no ymonyaHuio: 1.

<VALUE> — KonnyecTtBO
NOnMbITOK, ONPeAenfaeTcs B
JAvanasoHe [1..10].

3HayeHue o ymosnyaHuio: 1.
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18

19

20

OnucaHue

3apgaTth IP-agpec cocena, KOTopbli
6y4eT yKasaH B Ka4ecTBe O4HOro 13
LU/IO30B B CTATMYECKOM MapLUpyTe,
cosgaBaemom cnyx6oii MultiwAN.

JaHHoii komaHgoli 6yayT NpoBeEPSTLCA
IP-agpeca 13 crnvcka npoBepku
LieNIoCTHOCTW. B clyyae HeOCTYNHOCTH
Bcex (No ymonuaHuto)/xoTsi 6bl oaHol (¢
ucnonb3oBaHveM knoda chack-all) ns
npoBepsieMbIX Y3/10B, LWo3 byaeT
CUMTaThCst HELOCTYMHBIM.

MponucaTb cTatnyeckme mapLupyThbl
yepe3s WAN.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-if-gi)# wan load-
balance nexthop {<IP> | dhcp
enable | tunnel enable }

esr(config-if-gi)# ipv6 wan load-
balance nexthop { <IPV6> }

esr(config-if-gi)# wan load-
balance target-list { check-all |
<NAME> }

esr(config-if-gi)# ipvé wan load-
balance target-list { check-all |
<NAME>}

esr(config)# ip route <SUBNET>
wan load-balance rule <ID>
[<METRIC>]

esr(config)# ipv6 route <SUBNET>

wan load-balance rule <ID
[<METRIC>]

Knoun

<IP> - IP-agpec Ha3HayeHuA
(wnio3), 3a7a€TCA B BUae
AAA.BBB.CCC.DDD, rge
Kaxaas 4acTb NPUHMMAET
3HaueHus [0..255].

dhcp enable — ecnn Ha
nHTepdeiice IP-agpec nonyuyex
yepe3 DHCP-knineHTa,
ncnonbayetcs w3 ¢ DHCP-
cepsepa.

tunnel enable — ncnons3oBatb
B KayecTBe nexthop - p-t-p
agpec HaszHaveHus.
MpumeHumo ans
noak/toHaemMbIx MHTeEpgencos
paboTatoLwux yepes ppp.

<IPV6> - IPv6-agpec
HasHaueHus (Lto3), 3aJaéTcs
B Buge X:X:X:X::X, rae kaxnas
4yacTb MPUHMMAET 3HAYEHNS B
LecTHaguaTepuyHoM popmare
[0..FFFF].

<NAME> - npoBepky
NMPON3BOANTL HA OCHOBAHUK
KOHKpeTHoro target nnucta
(3apaHHoro B n.7).

check-all = npoBepky
NPOV3BOAUTL HA OCHOBAHUM
BCex target nmcTa.

<ID> - naeHTudmkarTop
co3gaBaemoro npasuna u3 n.2.

[METRIC] — meTpuka
mMapLLpyTa, NPUHUMAET
3HaueHus [0..255].
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

11.9.2 Mpumep HACTPOWKK

3apgava:

Hactpoutb MapLupyT K cepBepy (108.16.0.1/28) c BO3MOXHOCTbIO GaslaHCUPOBKM Harpy3Ku.

203.0.0.0/30 1

Server

===

108.16.0.1/28

Internet

Google Public DNS
8.8.8.8

65.6.0.0/30 1

PewieHue:
MpenBapuTeNbHO HY)XHO BbINO/THUTL CReaylowme AeicTBus:

* HacTpoMTb 30HbI ANns nHTepdeiicos te1/0/1 nte1/0/2;
*+ ykasaTb IP-agpeca ans nHtepdceiicos te1/0/1 nte1/0/2.

OCHOBHOI 3Tan KOHPUIyppPOBaHUS:

HacTpoum mapLupyTmnsaLlmio:

esr(config)# ip route 108.16.0.0/28 wan load-balance rule 1
Cosgaaum npasuno WAN:

esr(config)# wan load-balance rule 1
YKaxkem yyacTByoLlMe NHTEpPJIeichbl:

esr(config-wan-rule)# outbound 1interface tengigabitethernet 1/0/2
esr(config-wan-rule)# outbound interface tengigabitethernet 1/0/1

Bk/IlouMM co3aaHHoe NpaBusio 6anaHCUPOBKU 1 BbIAAEM 13 PEXMMA KOH(UIYPUPOBaHUS NpaBuna:

esr(config-wan-rule)# enable
esr(config-wan-rule)# exit

Cos3gaamm CNMCOK ANnsi NPOBEPKM LLeNOCTHOCTU COeANHEHMS:
esr(config)# wan load-balance target-list google
Co3gaavm Lenb NpoBEPKN LETOCTHOCTU:

esr(config-target-list)# target 1
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

3agaamm agpec Ans NPoBEPKU, BK/THOUMM NPOBEPKY YKA3aHHOMO aApeca 1 Bbliigem:

esr(config-wan-target)# ip address 8.8.8.8
esr(config-wan-target)# enable
esr(config-wan-target)# exit

HacTtpoum nHTepdeiickl. B pexume KoHdurypupoBaHus nHTepdeiica te1/0/1 ykasbiBaem nexthop:

esr(config)# interface tengigabitethernet 1/0/1
esr(config-if)# wan load-balance nexthop 203.0.0.1

B pexume koHpurypmposaHua nHtepgerica te1/0/1 ykasbiBaeM CnnCOK Lenen 415 NPoBepKn CoOeanHEHUS:
esr(config-if)# wan load-balance target-list google
B pexume koHduryprpoBaHus uHtepcpeica te1/0/1 sknrovaem WAN-pexunm 1 BbIXOQUM:

esr(config-if)# wan load-balance enable
esr(config-if)# exit

B pexume koHdurypmpoBaHus nHtepdeica te1/0/2 ykasbiBaem nexthop:

esr(config)# interface tengigabitethernet 1/0/2
esr(config-if)# wan load-balance nexthop 65.6.0.1

B pexume koHduryprpoBaHus nHtepcpeica te1/0/2 ykasbiBaeM CNMCOK Lienei 415 NpoBepPK COeaNHEHNS:
esr(config-if)# wan load-balance target-list google
B pexume koHduryprpoaHus uHtepdpeiica te1/0/2 skniovaem WAN-pexunm 1 BbIXOAUM:

esr(config-if)# wan load-balance enable
esr(config-if)# exit

[na nepekntoyeHns B PeXUM pes3epBUpoBaHna HACTPOUM CreayoLee:

3axoaum B pexmm HacTpoiikn npasmna WAN:
esr(config)# wan load-balance rule 1

®yHKkumsa MultiWAN Takke MOXeT paboTaTb B peXxume pes3epBnpoBaHisi, B KOTOPOM Tpaduk Gyaet
HaNpPaBASATbLCA B aKTUBHbIN MHTEPENC ¢ Hanbo/bLLIMM BECOM. BKAOUMTL AAHHbIA PEXUM MOXHO cneaytoLlei
KOMaHZ0M:

esr(config-wan-rule)# failover
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11.10 Hactpoiika IS-IS

IS-IS — npoTokon AuHaMN4Yeckoin MmapLupyTmu3aunmn, CTaH4apTU3MPOBaHHbI ISO, OCHOBaHHbIN Ha COCTOSIHUAX
nnHkoB (link-state). OH o6ecneunBaeT GbICTPYH CXOAUMOCTb M OT/INYHYHO MacLUTabypyemMoCTb, 3KOHOMHO
NCNONb3yeT NPOMYCKHY CMOCOBHOCTb CETe, UCNO/b3yeT ANTOPUTM [enKCcTpbl N5 NPOCYETa HanyyLLNX
MapLpyToB. OTNINYNTENBLHON 0COBEHHOCTLIO NPOTOKOa IS-IS iBNseTca pabota NnoBepx KaHa/IbHOTO YPOBHS
mMogesniv OSI, noaToMy OH He NpuBSA3aH K KOHKPETHOMY NMPOTOKOJTY CETEBOIO YPOBHS.

11.10.1 ANropuTm HaCTPOIAKKN

Lar

1

OonucaHue

Cospgarts IS-IS npouecc n nepeitn B
PEeXVM HaCTPOIiK/ NapaMeTpoB
3TOro npovecca.

YctaHosutb NET-agpec.

BkntoumnTs I1S-IS npouecc.

YCTaHOBUTb aIropuTM
ayTeHTUbmkaummn ans L2-ypoBHs
(He o6si3aTenbHO).

YctaHoBUTb Naposib
ayTeHTUpmkaumu ana L2-yposHs
(He 06s13aTENLHO).

YCTaHOBWTb CMINCOK Ktouel ans

ayTeHTUdrKauum (He 06s13aTenbHoO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# router isis <ID> [vrf
<VRF>]

esr(config-isis)# net {<NET>}

esr(config-isis)# enable

esr(config-isis)# authentication
domain algorithm
<ALGORITHM>

esr(config-isis)# authentication
domain key ascii-text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

esr(config-isis)# authentication
domain key chain <KEYCHAIN>

Knrouun

<ID> - HoMep npouecca, NpuHUMaeT
3HayeHus [1..65535];

<VRF> - nms aksemnnsapa VRF,
3agaeTcs cTpokoii go 31 cumeona.

<NET> - NET-agpec, chopmart:
iiRitiRiiiRiiiRiiiRiiiAiiiiRiliRiiiRiis
00.

<ALGORITHM> — anroputm
ayTeHTUmKaumm:

+ cleartext — naporns,
nepenaeTcs OTKPbITbIM
TEKCTOM;

+ md5 — naponsb, xelumpyeTcs
no anroputmy md5.

<CLEAR-TEXT> — naposnb, 3agaétcs
CTpOKOIi 8 CMMBO/IOB;

<ENCRYPTED-TEXT> -
3alumntpoBaHHbIN Naposib pa3smMepom
8 6aiiT (16 cumBoNOB) B
LecTHaauarepuyHom cpopmare
(OXYYYY...) vnm (YYYY...).

<KEYCHAIN> - nageHtudgukarop
crnucka K4ei, 3a4aéTcsl CTPOKOiA
0o 16 cumBOOB.
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10

11

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

OnucaHue Komanpga

BbiGpaTtb anroputm esr(config-isis)# authentication
ayTeHTudpmkaumm ans L1-ypoBHs area algorithm <ALGORITHM>
(He o6si3aTenbHO).

YcTaHoBUTb Naposb esr(config-isis)# authentication

ayTeHTUbmkaummn gns L1-ypoBHaA area key ascii-text { <CLEAR-

(He o6Gsi3aTeNsHO). TEXT> | encrypted
<ENCRYPTED-TEXT> }

YCTaHOBWTb CNCOK Ktouel ans esr(config-isis)# authentication
ayTeHTudmkauum (He o6sizatensHo). area key chain <KEYCHAIN>

BkounTb Nepeaady MMeHu esr(config-isis)# hostname
mapLupytusartopa B LSP (He dynamic
06s13aTe/NbHO).

YcTaHoBUTb YpoBeHb pa6oThl IS-IS  esr(config-isis)# is-type
npouecca (He 06s3aTenbHO). {<LEVEL>}

Knoun

<ALGORITHM> — anroputm
ayTeHTUnKaumm:

+ cleartext — naporns,
nepenaeTcs OTKPbITbIM
TEKCTOM;

+ md5 — naponsb, xelumpyeTcs
no anroputmy md>.

<CLEAR-TEXT> — naposnb, 3agaétcs
CTpOKOIi 8 CMMBO/IOB;

<ENCRYPTED-TEXT> -
3awmndpoBaHHbIil Naposib pasmepom
8 6aiiT (16 cumBoNOB) B
LecTHaauarepuyHomMm cpopmare
(OXYYYY...) um (YYYY..).

<KEYCHAIN> — nageHtudgukarop
crnucka K/o4ei, 3a4aéTcs CTPOKOiA
0o 16 cumBO/OB.

<LEVEL> - ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
NPON3BOAUTCA TOSIbKO Ha 1
YPOBHE;

+ level-1-2 — pa6ota
npoussoauTca n Ha 1, n Ha 2
YPOBHE;

+ level-2 — pa6oTta
NPON3BOAUTCA TOSIbKO Ha 2
YPOBHE.
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12

13

14

15

OonucaHve

YCTaHOBUTb TUM METPUKY, KOTOPbIT
OyaeT ncnonb3oBaTbes B pabore IS-
IS npouecca (He o6si3aTesibHO).

YCTaHOBUTb NPUOPUTETHOCTb
MapLUpyTOB A/15 AaHHoro I1S-I1S
npouecca (He 06583aTenbHO).

BkntounTb paboty IS-IS ¢ IPv4 n/vinn

IPv6 agpecamu (He 06s13aTenbHO).

YCTaHOBWTb UHTEPBa 06HOBEHUS
CO6CTBEHHbIX LSP (He
06s13aTe/NbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-isis)# metric-style
{ narrow | wide | transition }
[<LEVEL>]

esr(config-isis)# preference
{<VALUE>}

esr(config-isis)# address-
family { ipv4 | ipv6 }

esr(config-isis)# Isp-refresh-
interval { min | max } <TIME>
[ <LEVEL>]

Knoun

narrow — NpMHUMAET 1 reHepupyeT
TLV (0 LOCTUXMMOCTU CeTeil)
CTaporo Tmna;

wide — npuHuMaeT 1 reHepupyet TLV

(o mOCTMXMMOCTWM ceTeit) HOBOro
™na;

transition — npuHVmaert u
reHepupyet TLV (0 4oCTUXMMOCTH
ceTeil) HOBOTO M CTaporo TUna;

<LEVEL> — ypoBeHb paboTbl
npotokona IS-IS:

+ level-1 — pa6oTta
NPON3BOAUTCA TOSbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NpPon3BOANTCA TOJTLKO Ha 2
YPOBHe.

<VALUE> - npuHumaeT 3HaueHuns
[1..255].

ipv4 — cemelicTBo agpecos IPv4;

ipvé — cemeicTBo agpecos IPv6.

min — MUHMMaJIbHbIA NHTEpBan
06HOBNEHUSA/TEHEepauny,;

max — MakCUMasibHbIi UHTEpPBa
06HOBNEHUs/reHepauuny;

<TIME> — Bpems B cekyHAaXx,
npuYHUMAaET 3HadYeHus [1..65535];

<LEVEL> — ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
NpPOn3BOANTCA TOSbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NPON3BOANTCA TOSIbKO Ha 2
YPOBHE.
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16 YCTaHOBUTL BPEMS XU3HU
CO6CTBEHHbIX LSP (He
06s13aTe/bHO).

17 YcTaHOBUTL TalMayT nepes

cneayrowym pacuyétom SPF (He

06s513aTe/NbHO).

18 BK/110UMTb aHOHCKMpPOBaHMe
MapLUPYTOB, MOYYEHHbIX

anbTEpPHATUBHLIM CNOco60M (He

06s13aTesIbHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-isis)# max-Isp-
lifetime <TIME> [<LEVEL>]

esr(config-isis)# spf-timeout
<TIME> [<LEVEL>]

esr(config-isis)# redistribute
bgp <AS> [ route-map
<NAME> ] [is-type <LEVEL>]

esr(config-isis)# redistribute
ipv6 bgp <AS> [ route-map
<NAME> ] [is-type <LEVEL>]

Knoun

<TIME> — BpemsA B CeKyHAax,
NpUHUMaET 3HaueHus [1..65535];

<LEVEL> - ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
Npon3BOAUTCS TONbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NPOU3BOANTCA TONLKO Ha 2
YPOBHE.

<TIME> — BpemMs B MUIMcekyHaax,
npuHUMaEeT 3HaueHus [1..10000];

<LEVEL> - ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
NPON3BOANTCA TOSIbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
Npon3BoANTCA TOJLKO Ha 2
YPOBHE.

<AS> — HOMep aBTOHOMHOI CUCTEMb,
MOXET MPVHUMATb 3HAYEHNS
[1..4294967295];

<NAME> — ums MapLUpyTHOI KapThl,
KoTopasi 6yeT MCnonb30BaTbecsa A1
dunsTpaumn n mogmndmkauun
aHOHCHpPYEeMbIX MapLLpPYTOB,
3apaéTtcsa cTpokon ao 31 cnvmeona;

<LEVEL> — ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
NPOV3BOAUTCS TOMBbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NPOV3BOAUTCS TOMBKO Ha 2
YPOBHE.
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OonucaHve

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-isis)# redistribute
ospf <ID> <ROUTE-TYPE>

[ route-map <NAME> ] [is-type
<LEVEL>]

esr(config-isis)# redistribute
ipv6 ospf <ID> <ROUTE-TYPE>
[ route-map <NAME> ] [is-type
<LEVEL>]

Knoun

<ID> — HoMep npouecca, MOXeT
npuHUMaTh 3HaueHune [1..65535];

<ROUTE-TYPE> - T1in mapwpyTa:

* intra-area — aHOHCMpOBaHue
mMapLupyToB OSPF-npouecca B
npegenax 30Hbl;

* inter-area — aHOHCMpoOBaHVe
MapwpytoB OSPF-npouecca
Mexzay 3oHamu;

+ external1 — aHoHcupoBaHue
BHeLLHUX MmappyTtoB OSPF-
topmata 1;

+ external2 — aHoHCMpoOBaHVe
BHeLlHNX MmapLipytoB OSPF-
t¢opmara 2;

<NAME> — nmsa mapLupyTHOI KapThbl,
KoTopas 6yfeT ncnonb3oBarbecsa A1
dmnsTpaunm n mogmudnkaumm
aHoHcupyembix OSPF-mapLupyTosB,
3agaétca cTpokon Ao 31 cMmBona;

<LEVEL> - ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
Npon3BOAUTCS TONbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NPOU3BOANTCA TONbKO Ha 2
YPOBHE.
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KomaHpa Knoun

esr(config-isis)# redistribute <ID> — HoMep npouecca, MOXeT
isis <ID> <ROUTE-TYPE> npuHUMaTh 3HaueHune [1..65535];
[ route-map <NAME> ] [is-type

<LEVEL>] <ROUTE-TYPE> — Tun mapupyTa:

+ level-1 — aHoOHCMpoOBaHue
MapLUpyTOB 1 YPOBHS;

+ level-2 — aHoHCMpoOBaHKe
MapLUpyTOB 1 YPOBHS;

+ inter-area — aHOHcMpoOBaHve
MapLpyToB I1S-IS-npouyecca
MeXay 30Hamu;

<NAME> — ums MapLUpyTHOI KapThl,
KoTopas 6yfeT ncnonb3oBarbesa 414
dmnsTpaunm n mogudukaumm
aHoHcupyeMblx IS-1IS-mapLipyTos,
3agaéTca cTpokon Ao 31 cMmBona;

<LEVEL> - ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
NPON3BOANTCA TOSbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NpPon3BOANTCA TOJTLKO Ha 2

YPOBHE.
esr(config-isis)# redistribute <NAME> — umsi MapLUpyTHOIi KapThl,
rip [ route-map <NAME> ] [is- KoTopas 6yaeT UCMo/b30BaTbCs A/15
type <LEVEL>] duneTpaumnn n mogndmkauun

aHoHcupyeMbIx RIP-mapLupyToB,
3afaéTcs cTpokoli go 31 cumBona;

<LEVEL> — ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
NPOV3BOAUTCS TOMBKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NPOV3BOAUTCS TONBKO Ha 2
YpOBHE.
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esr(config-isis)# redistribute
static [ route-map <NAME> ]
[is-type <LEVEL>]

esr(config-isis)# redistribute
connected [ route-map
<NAME> ] [is-type <LEVEL>]

esr(config-isis)# prefix-list
{ipv6 <LIST_NAME> |
<LIST_NAME> } {injout}

19 [o6aBnTb chunbTpayuto nogceten
BO BXOASLLMX W/IN NCXOASALLNX
06HOB/EHWSIX (He 06s13aTesNbHO).

esr(config-isis)# route-map
<NAME> {in|out}

20 [o6aBnTb hnnsTpauuio noaceTei
BO BXOASLUMX WU NCXOAALLNX
06HOBMEHNSIX (HE 06A3aTENBHO).

Knoun

<NAME> — nmsi MapLUpyTHOI KapThl,
KoTopas 6yfeT ncnonb3oBarbes 415
domneTpauumn n Mmognukaumnm
aHOHCUpPYEMbIX CTaTUYECKMX
MapLLpyTOB, 3a4aéTcs CTpokoii go 31
CUMBON3;

<LEVEL> - ypoBeHb paboThbl
npotokona IS-IS:

+ level-1 — pa6oTta
Npon3BoOAUTCA TOJLKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NPON3BOANTCA TOSIbKO Ha 2
YPOBHe.

<NAME> — ums MapLUpyTHOI KapThl,
KoTopas 6yfeT ncnonb3oBarbes 414
dunbTpaumn n mogmndmkauun
aHOHCUPYeMbIX NOAKOUEHHbBIX
MapLLpPyTOB, 3aaéTcs CTpoKoii o 31
CMMBONg;

<LEVEL> - ypoBeHb paboThbl
npotokona I1S-IS:

+ level-1 — pa6oTta
NPOU3BOANTCS TOMLKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NPOV3BOAUTCS TOMBKO Ha 2
YPOBHE.

<LIST-NAME> - nmsa
CKOHCPUryprpoBaHHOTO Crncka
noacetel, 3agaértca cTpokoin ao 31
cMmBOna.

in — domnbTPaLMS BXOASLLMX
MapLLPYTOB;

out — UNLTPaLMST aHOHCMPYEMbIX
MapLIpyTOB.

<NAME> - 1ms1 MapLUpyTHOW KapTbl,
KoTopasi 6yAeT ncnonb3oBaTbCcs Ans
douneTpaunn n mogundmkauun
aHOHCMpPYEeMbIX MapLUPYTOB,
3a4aéTcs cTpokoii go 31 cumeona.
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21

22

23

24

25

26

OonucaHve

YCTaHOBUTb MPUHAAIEXHOCTh
NHTepgenca K onpegeneHHomy IS-
IS npoueccy.

BkntounTb paboty npotokona IS-IS
Ha nHTepdelice.

Bkntountb ucnonb3oBaHne TLV#8 B
hello-naketax (He 06s13aTeNbHO).

YCTaHOBUTL NPUOPUTET NpU BbiGOpe
DIS (He 06s13aTenNbLHO).

YCTaHOBUTb 3HAUYEHWE METPUKK A/is
nHTepdelica (He 065a3aTe/LHO).

YcTaHoBUTH

Ha KakoM ypOBHE MapLLpyTusaLumm
oyaet paboTaTb TeKyLMiA npouecc
IS-IS Ha KOHKpeTHOM MHTEepdeice
(He o6si3aTenbHo).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-if-gi)# isis instance

<ID>

esr(config-if-gi)# isis enable

esr(config-if-gi)# isis hello-
padding

esr(config-if-gi)# isis priority
<VALUE> [<LEVEL>]

esr(config-if-gi)# isis metric
<VALUE> [<LEVEL>]

esr(config-if-gi)# isis circuit-
type {<LEVEL>}

Knoun

<ID> - HoMep npouecca, NpUHUMaeT

3HaveHus [1..65535].

<VALUE> - yncno, npuHumMatoLiee
3HaueHus [0..127];

<LEVEL> - ypoBeHb paboThbl
npotokona IS-IS:

+ level-1 — pa6oTta
NPON3BOAUTCS TOMbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NpPOM3BOANTCS TO/TbKO Ha 2
YPOBHe.

<VALUE> - yncno, npuHumMatoLlee
3HaueHus [1..16777215];

<LEVEL> - ypoBeHb paboThbl
npotokona IS-IS:

+ level-1 — pa6oTta
NpPon3BOAUTCA TOJLKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NPON3BOANTCA TOSIbKO Ha 2
YPOBHe.

<LEVEL> - ypoBeHb paboThbl
npotokona I1S-IS:

+ level-1 — pa6oTta
NPOU3BOANTCS TOMbKO Ha 1
YPOBHE;

+ level-1-2 — pa6ota
npomn3BoamuTca U Ha 1, u Ha 2
YPOBHE;

+ level-2 — pa6oTta
NPOU3BOANTCA TONbKO Ha 2
YPOBHE.

310



LWar

27

28

29

30

31

OonucaHve

YCTaHOBUTb MHTEpBa OTNPaBKU
hello-naketoB (He 06si3aTesIbHO).

YCTaHOBUTb MHOXUTE/b AN
BbluncneHus n otnpaeky Hold Time
(He o6si3aTenbHo).

MepeBecTn NHTEPAIENC B PEXMM

paboTbl point-to-point npotokona IS-

IS (He 06s13aTeNBLHO).

YCTaHOBUTb MHTEPBAJT reHepaLum 1
otnpaekn CSNP (He o6si3aTenbHo).

YCTaHOBUTb MHTEPBA reHepaLmmn 1

otnpaekn PSNP (He o6si3aTenbHo).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-if-gi)# isis hello-
interval <TIME> [<LEVEL>]

esr(config-if-gi)# isis hello-
multiplier <VALUE> [<LEVEL>]

esr(config-if-gi)# isis network
point-to-point

esr(config-if-gi)# isis csnp-
interval <TIME> [<LEVEL>]

esr(config-if-gi)# isis psnp-
interval <TIME> [<LEVEL>]

Knoun

<TIME> — BpemsA B CeKyHAax,
NpUHUMaET 3HaueHus [1..65535];

<LEVEL> - ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
Npon3BOAUTCS TONbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NPOU3BOANTCA TONLKO Ha 2
YPOBHE.

<VALUE> - uncno, npnHnmaroiee
3HaveHus [3..1000];

<LEVEL> - ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
NPON3BOANTCA TOSIbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
Npon3BoANTCA TOJLKO Ha 2
YPOBHE.

<TIME> — Bpems B CekyHAax,
NpUHUMaET 3HaueHus [1..65535];

<LEVEL> - ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
NPON3BOANTCA TOSIbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NpPOn3BOANTCA TOSIbKO Ha 2
YPOBHE.

<TIME> — Bpems B CeKyHAax,
NpYHUMAET 3HadYeHus [1..65535];

<LEVEL> - ypoBeHb paboThbl
npotokona I1S-IS:

+ level-1 — pa6oTta
NPOU3BOAUTCS TOMLKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NPON3BOAUTCA TOSbKO Ha 2
YPOBHe.
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32 YCTaHOBUTb MHTEPBAUT MEXIY esr(config-if-gi)# isis Isp-
nepegadyamu LSP B Broadcast-cetn  interval <TIME> [<LEVEL>]
(He o6si3aTenbHO).

esr(config-if-gi)# isis Isp-
retransmit-interval <TIME>
[<LEVEL>]

33 YCcTaHOBUTbL UHTEPBAT NOBTOPHOIO
pacnpocTpaHeHus LSP B PtP-cetu
(He o6si3aTenbHo).

34 YCTaHOBUTL a/TTOPUTM esr(config-if-gi)# isis
ayteHTupmkaumm gns hello-naketos authentication algorithm
(He o6si3aTenbHo). <ALGORITHM> [<LEVEL>]

Knoun

<TIME> — Bpems B MUNNCEKYHAAX,
npuHUMaeT 3HaueHus [1-10000];

<LEVEL> - ypoBeHb paboTbl
npotokona IS-IS:

+ level-1 — pa6oTta
Npon3BOAUTCS TONbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NPOU3BOANTCA TONLKO Ha 2
YPOBHE.

<TIME> — Bpems B CekyHAax,
NpUHUMaET 3HaueHus [1..65535];

<LEVEL> - ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
NPON3BOANTCA TOSIbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
Npon3BoANTCA TOJLKO Ha 2
YPOBHE.

<ALGORITHM> — anroputm
ayTeHTUuKaLmm:

+ cleartext — naporsb,
nepefaeTcs OTKPbITbIM
TEKCTOM;

+ md5 — naponb xeLumpyeTcs no
anroputmy md>5;

<LEVEL> - ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
NPON3BOANTCA TOSIbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
Npon3BoOANTCA TOJTLKO Ha 2
YPOBHE.
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35

36

OonucaHve

YCTaHOBUTb Naposb As
ayteHTudgukauum hello-naketos (He
06s13aTe/bHO).

YCTaHOBUTb CNNCOK K/touel ans
ayteHTudgmkauum hello-naketos (He
0653aTe/bLHO).

11.10.2 Mpumep HACTPOIIKK

3apgaua:

HacTtpouTb npotokon IS-IS Ha mapLupyTr3aTtopax Ansi o6MeHa MapLUpyTHON nHdhopMaumnein ¢ cocegamm.
MapuwpyTnsatop ESR1 6yaet L1-only, ESR2 - L1/L2, ESR3 - L2-only, KoTOpbIli Takke 6yaeT HaxoauTcsa B ApYroi

area.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-if-gi)# isis
authentication key ascii-text
{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }
[<LEVEL>]

esr(config-if-gi)# isis
authentication key chain
<KEYCHAIN> [<LEVEL>]

_— AREA 1 T

R

Knoun

<CLEAR-TEXT> — naporb, 3agaétcs
CTPOKOi 8 CMMBONOB;

<ENCRYPTED-TEXT> -
3alWmngpPoBaHHbIi Naposib pasmepom
8 6aiiT (16 cMBO/I0B) B
LecTHaaLuaTepuyHoM chopmare
(OXYYYY...) nnm (YYYY...);

<LEVEL> - ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
NPON3BOAUTCA TOSIbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NPON3BOANTCA TOMNLKO Ha 2
YPOBHe.

<KEYCHAIN> — ngeHtudgukarop
ChucKa Kdel, 3a4aéTcsa CTPOKoW
[0 16 cMMBO/IOB;

<LEVEL> - ypoBeHb paboThl
npotokona IS-IS:

+ level-1 — pa6oTta
NPON3BOAUTCA TOSIbKO Ha 1
YPOBHE;

+ level-2 — pa6oTta
NPon3BOANTCA TOJTLKO Ha 2
YPOBHe.

~AREA2 .
.)__// L2 \\

\J 3 ESR3

|
|
i
10.30/86.0/24
N /
™.

.,
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PelwweHue:
MpenBapuTenbHO HYXXHO HacTpouTb IP-agpeca Ha HTepdiencax coriacHo CXxeme, NPUBELEHHON Ha PrICYHKE.

Mepengém K HacTpoiike mapwpyTtusartopa ESR1. Co3gagum IS-IS npouecc ¢ nageHtudmkartopom 1 n nepeingém
B PEXUM KOH(IUIypUpoBaHWs NPOTOKoMa:

ESR1(config)# router disis 1
3agaamMm HOMep 30HbI, B KOTOPOW 6yaeT paboTaTb MapLUPYTU3aTOP U €ro CUCTEMHbIN naeHTUdMnKaTop:
ESR1(config-isis)# net 49.0001.1111.1111.1111.00
HacTtpoum paboTy mapLupytmsaropa To/IbKO Ha NepBoM YpOBHe npoTokona IS-IS:
ESR1(config-isis)# is-type level-1
3agagum paboTy mapLupyTm3atopa ¢ Y3Koil METPUKOA Ha NEPBOM YPOBHE:
ESR1(config-isis)# metric-style narrow level-1
Bkntounm paboTy npouecca IS-IS Ha mapLipyTusatope:
ESR1(config-isis)# enable

Mepelifém K KOHOUTYprpoBaHuO HTepeicos. HyHO 3aaaTe HoMep npouecca IS-IS, koTopbii byneT
paboTtaTb Ha MHTepdelice 1 BKIIOYMTL paboTy caMoro NpoToKoa Ha HEM:

ESR1(config-if-gi)# disis instance 1
ESR1(config-if-gi)# 1isis enable

Mepengém K HacTpoiike mapLlupytusaropa ESR2:
ESR2(config)# router disis 2

3agaamMm HOMEpP 30HbI, TaKoM e Kak Ha ESRT, a Takke YHUKasibHbI CUCTEMHbIR NAEHTUGINKATOP:
ESR2 (config-isis)# net 49.0001.2222.2222.2222.00

3agagvm paboty maplpyTmnsaropa Cc y3Ko MeTPUKOM Ha NepBOM YPOBHE U C LUMPOKON METPUKOIN Ha BTOPOM, U
BK/IOYMM paboTy gaHHoro npouecca IS-IS:

ESR2(config-isis)# metric-style narrow level-1
ESR2(config-isis)# metric-style wide level-2
ESR2(config-isis)# enable
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HacTtpoum paboty nHtepdelicoB Ha mapLupyTusarope. Ha obonx nHtepdencax Hactpoika oyaet
oAnHaKoBasi:

ESR2(config-if-gi)# disis instance 2
ESR2 (config-if-gi)# isis enable

Mepeiaém K HacTpolike MaplupyTusaTopa ESR3:

ESR3(config)# router disis 3

ESR3(config-isis)# net 49.0002.3333.3333.3333.00
ESR3(config-isis)# is-type level-2
ESR3(config-isis)# metric-style wide level-2
ESR3(config-isis)# enable

ESR3(config-if-gi)# 1isis instance 3
ESR3(config-if-gi)# 1isis enable

YcTaHOBNEHNe CoceACcTBa MOXHO NOCMOTPETb KoMaHAol show isis neighbors. BeinonHum eé Ha ESR2:

ESR2# show isis neighbors
IS-IS 2
IS-IS Level 1 Neighbors

System ID Hostname Interface State Holdtime SNPA

1111.1111.1111 ESR1 gil/0/2 Up 25
a8f9.4baa.1d42

IS-IS Level 2 Neighbors

System ID Hostname Interface State Holdtime SNPA
3333.3333.3333 ESR3 gil/o/1 Up 8
a8f9.4bab.813a
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12 YnpasneHue TexHosnornein MPLS

* HacTtpoiika npotokona LDP
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
+ KoHchurypupoBaHune napamMeTpoB ceccun B npoTtokose LDP
+ AnropuTtm HacTpoiikm napameTtpoB Hello holdtime n Hello interval B rno6ansHol koHdurypawum
LDP
« AnropuTtm HacTpoiikn napameTtpoB Hello holdtime n Hello interval ans address family
+ AnIropuTM HacTpoiikm napametpa Keepalive holdtime B rno6ansHol koHdurypauum LDP
« AnropuTm HacTpoiikn napameTpa Keepalive holdtime gnst onpeaeneHHoro cocega
* [pyMep HaCTPOKM
+ KoHdpurypuposaHue napameTpoB ceccun B npoTokone targeted-LDP
« AnropuTm HacTpoiikm napameTtpoB Hello holdtime, Hello interval n Keepalive holdtime gns
npouecca LDP
« AnropuTm HacTpoiikn napameTpoB Hello holdtime, Hello interval n Keepalive holdtime gns
onpeneneHHoro cocega
* [pyMep HaCTPOKM
+ Hactpoiika ounstpauum LDP-meToK
* AJITOPUTM HaCTPOWKM
* [prMep HaCTPOKM
+ Hactpoiika cepsuca L2VPN Martini mode
+ AnropuTtm Hactpoiikm L2VPN VPWS
* MNpumep HacTpoikm L2VPN VPWS
+ AnropuTtm Hactpoiikm L2VPN VPLS
* MNpumep HacTpoikm L2VPN VPLS
+ HacTtpoiika cepuca L2VPN Kompella mode
+ AnropuTtm Hactpoiikm L2VPN VPLS
* MNpumep HacTpoitkm L2VPN VPLS
+ Hactpoiika cepsuca L3VPN
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
+ banaHcuposka Tpadmka MPLS
* [pyMep HaCTPOKM
+ Pa6ota c 6pugx-gomeHomM B pamkax MPLS
* HasHaueHne MTU npu pabote ¢ MPLS
* Inter-AS Option A
* L2VPN
+ L3VPN
* Inter-AS Option B
+ L3VPN
* Inter-AS Option C
+ L3VPN
* MPLS over GRE
* L2VPN
+ L3VPN
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MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

LDP — npotokon pacnpegeneHns MeTok. 8 HaxoxaeHms cocefein ncnonbyetcs paccoisika hello-coobueHunii
Ha My/nbTUKacTHbIN agpec 224.0.0.2. Mpu o6meHe hello-coobueHnamm MapLupyTM3aTopbl y3HatoT
TpaHCNoOpTHble aapeca Apyr apyra. MapwpyTtmsaTop ¢ 60/bW1M agpecom nHuumanmsmpyet TCP-ceccuto.
Mocne npoBepkn napameTposB LDP-ceccus cuntaercs ycTaHOBEHHO.

B mapwpyTtusaropax ESR nogaepxaHbl cregyowme pexvmbl paboTtbl LDP:

+ Pexxum obmeHa nHgopmauun o metkax — Downstream Unsolicited,;
+ MexaHu3m KOHTpOoNA 3a pacnpocTpaHeHeM MeTok — Independent Label Distribution Control;
+ Pexum coxpaHeHuss metok — Liberal Label Retention.

© Ha vnTepdeiicax, rae BkoueHbl npotokon LDP u MPLS-kommyTauus, firewall gomkeH 6b1Tb

OTKJ/1IOYEeH.

& B Tekyueii peanusayum npotokon LDP pa6oTtaeT Tonbko ¢ IPv4-agpecamu.

12.1.1 ANropuTM HacTpOIKK

LWar OnucaHue

1 B KOHTEKCTE HaCTpOWik1 napameTpoB
MPLS ykazaTtb MHTepdoeiich|,
y4yacTsyloume B npouecce MPLS-
KOMMYyTaumn.

2 3apatb router-id gnsi LDP (He
006s3aTenbHO, ecnv yKkasaH transport-
address).

KomaHpga

esr(config-mpls)# forwarding
interface { <IF> | <TUN>}

esr(config-ldp)# router-id { <ID> |
<IF> | <TUN>}

Knioun

<IF> - umsa uHTepgelica
YCTPOIiCTBa, 3a4aéTcs B BUAE,
onncaHHoOM B pasgesne Tunbsl 1
nopsiAoK MMEHOBaHMS
NHTEpdencos
MapLLpyT13aTopa;

<TUN> — nmsa TyHHens
YCTPOIiCTBa, 3a4aéTcs B BUAE,
onncaHHoOM B pasgesne Tunbsl 1
nopaLoK MMeHOBaHNSA
TYHHenei mapLipyTusaropa.

<ID> - ngeHTudmkartop
MapLupyTmsaropa, 3a4aéTcH B
Bnge AAA.BBB.CCC.DDD, rge
Kaxaas yacTb NpyHUMaeT
3HaueHus [0..255].

<IF> - uHTepdelic, 3apaétca B
BUAe, ONMCaHHOM B pasjene
Tunbl 1 NOPSLOK MMEHOBAHNS
NHTEpdencos
MapLupyTu3artopa.

<TUN> — nmsa TyHHens
YCTPOIiCTBa, 3a4aéTcs B BUAE,
onvcaHHOM B pasgene Turnsi 1
NopsA0K UMEHOBaHUSA
TYHHenel mapLipyTtusaropa.
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War OnucaHue KomaHpa Knoun
3 B KoHTekcTe HacTpoiiku address family  esr(config-ldp-af-ipv4)# transport- <ADDR> - 3agaéTcs B Buae
ipv4 ykazaTtb transport-address (He address <ADDR> AAA.BBB.CCC.DDD, rae kaxpaas
06s13aTe/1bHO, ec/In yKasaH router-id). YyacTb NPUHMMAET 3HAYEHUS
[0..255].
4 B KoHTekcTe HacTpoiikvu address family  esr(config-ldp-af-ipv4)# interface  <IF> — ums uHTepdpelica
ipv4 ykazatb MHTepdeiicsl ans {<IF>| <TUN>} YCTPOWCTBa, 3afaéTcs B BUAE,
BKJIHOYEHNS Ha HUX npouecca LDP. OonucaHHOM B pasgene Turbl 1
nopsi0K MUMeHOBaHWS
NHTEpgencos
MapLLpyT13aTopa;

<TUN> = um4a TyHHensA
YCTPOWCTBa, 3afaéTcs B BUAE,
onncaHHOM B pasgene Turbi 1
NopsA0K UMEHOBaHUS
TYHHEnNen mapLipytmsaTopa.

5 Bkntountb npouecc LDP. esr(config-ldp)# enable

6 BkntounTb doyHKumoHan explicit-null (He  esr(config-ldp)# egress-label-type
0653aTe/bHO). explicit-null

7 B pexwume koHdmrypupoBaHus coceaa  esr(config-ldp-neig)# password <CLEAR-TEXT> — naporib,
LDP 3agatb naposb KoMaHAow {<TEXT> | ENCRYPTED-TEXT>} 3aaéTCs CTPOKOWN ANINHO
password (He 06513aTe/LHO). [8..16] cumBonos;

<ENCRYPTED-TEXT> -
3alMdpoBaHHbI Naposnb
pa3mepom [8..16] GaiiT ([16..32]
CUMBONA) B
LecTHaLaTepuyHoM popmare
(OXYYYY..) unm (YYYY...).

B pamkax HacTpoiiku npoTokona LDP Takke AocTyneH criegyrowmin oyHKUmMoHan:
+ HacTpoiika dmnbrpaumm LDP-meTok (cM. HacTpoiika chunstpalymn LDP-mMeTok);

- HacTpoiika napameTtpoB LDP-ceccuu (cM. KoHduryprpoBaHme napamMeTpoB ceccum B npotokone LDP);
+ HacTtpoiika napameTtpoB tLDP-ceccum (cm. KoHchuryprpoeaHve napameTpoB ceccuy B npoTtokosie targeted-LDP).

& Ecnu nsmeHuTb 3HaueHue router-id, To HOBoe 3HaueHue GyAeT NPUMEHEHO TOJIbKO nocre
pecTtapTta gaHHOro npotokona. Ainsa pecrtapta mpls ldp ucnonbsyercs komaHga clear mpls Idp.
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12.1.2 Mpumep HACTPOWKK

3apgava:
HacTpouTb B3aumogelictene no npotokony LDP mexay nupamu.
loopback loopback
1.1.1.1 4.4.4.4

(= 0 LERE S e—3ry
1 10.10.10.0/30 2
ESR ESR1

PelleHue:

MpepgapuTensHasa KoHurypaumsa ESR:

Ha nHTepdelicbl AOMKHbI GbITb Ha3HaueHb! IP-aapeca, OTK/OUEH MEXCETEBOI 3KpaH U HACTPOEH OAVH U3
MPOTOKOB BHYTPEHHEW MapLIpyTU3aLuu.

lpedsapumesibHas KoHguzypayusi ESR:

hostname ESR
router ospf 1
area 0.0.0.0
enable
exit
enable
exit

interface gigabitethernet 1/0/1
ip firewall disable
ip address 10.10.10.1/30
ip ospf dinstance 1
ip ospf
exit

interface loopback 1
ip address 1.1.1.1/32
ip ospf dinstance 1
ip ospf

exit
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lMpedsapumesibHasi KoHguzypayusi ESR1:

hostname ESR1
router ospf 1
area 0.0.0.0
enable
exit
enable
exit

interface gigabitethernet 1/0/1
ip firewall disable
ip address 10.10.10.2/30
ip ospf dinstance 1
ip ospf
exit

interface loopback 1
ip address 4.4.4.4/32
ip ospf dinstance 1
ip ospf

exit

HacTtpoiika Ha ESR:

ESR

ESR# config

ESR(config)# mpls

ESR(config-mpls)# forwarding interface gigabitethernet 1/0/1
ESR(config-mpls)# 1ldp

ESR(config-1dp)# router-id 1.1.1.1

ESR(config-1dp)# enable

ESR(config-1dp)# address-family -ipv4
ESR(config-ldp-af-ipv4)# tinterface gigabitethernet 1/0/1
ESR(config-ldp-af-ipv4-if)# end

ESR#

HacTpoiika Ha ESR1:

ESR1

ESR1# configure

ESR1(config)# mpls

ESR1(config-mpls)# forwarding interface gigabitethernet 1/0/1
ESR1(config-mpls)# 1ldp

ESR1(config-1ldp)# router-id 4.4.4.4

ESR1(config-1dp)# enable

ESR1(config-1ldp)# address-family ipv4
ESR1(config-ldp-af-ipv4)# interface gigabitethernet 1/0/1
ESR1(config-ldp-af-ipv4-if)# end

ESR1#
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MpoBepka:

Ha ogHOM 13 NpoB BBECTU crieaytolme KOMaHabl:

ESR# show mpls ldp discovery detailed
Local LDP ID: 1.1.1.1
Discovery sources:
Interfaces:
gigabitethernet 1/0/1:
Hello interval: 5 seconds
Transport IP address: 1.1.1.1
LDP ID: 4.4.4.4
Source IP address: 10.10.10.2
Transport IP address: 4.4.4.4
Hold time: 15 seconds
Proposed hold time: 90/15 (local/peer) seconds

BbiBOA NOKadkeT napameTpbl COCeAHEro Nnpa, NoslyYeHHble U3 MynbTuKacToBbIX hello-coobLueHwnii.

Ceccus LDP ponxHa Haxoantbesa B ctatyce "Operational”.

ESR1# show mpls ldp neighbor
Peer LDP ID: 4.4.4.4; Local LDP ID 1.1.1.1
State: Operational
TCP connection: 4.4.4.4:40245 - 1.1.1.1:646
Messages sent/received: 10/11
Uptime: 00:00:58
LDP discovery sources:
gigabitethernet 1/0/1

12.2 KoHcpurypupoBaHue napameTpoB ceccun B npotokone LDP

MPLS
LDP
ESR ESR1
Mo ymonyaHuio B paccblnaembix hello-coobuweHmnax ycTaHoBEHbI Criefytolmne 3HaYeHns:
MapameTp LDP
Hello interval 5 cekyHp,

Hold timer 15 cekyHp,

Keepalive holdtime 180 cekyHz
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Hold timer aBnseTca cornacyeMbim napameTpoM — BblGMpaeTcs HauMeHbLUWA. B gaHHOM npuMepe nokasaHo,
yto Ha ESR nocne cornacosaHusa Hold timer paseH 10 cekyHaam.

ESR# sh mpls 1ldp discovery detailed
Local LDP ID: 4.4.4.4
Discovery sources:
Interfaces:
gigabitethernet 1/0/4:
Hello interval: 5 seconds
Transport IP address: 4.4.4.4
LDP ID: 1.1.1.1
Source IP address: 10.10.10.1
Transport IP address: 1.1.1.1
Hold time: 10 seconds
Proposed hold time: 15/10 (local/peer) seconds

Ecnn nocne cornacosaHus Hello interval ctan 6onblue, yem Hold timer, To Hello interval 6yaeT pasHbim Hold
timer/3.

Ha maplpyTtmnsaTopax ESR peanvsoBaHa BO3MOXHOCTb rMOKoi HacTpolikn napametpos Hello holdtime, Hello
interval n Keepalive holdtime. Paccmotpum npumep HacTtpoiiku Hello holdtime gns LDP-ceccuu:

ESR# show run mpls
mpls
ldp
router-id 4.4.4.4
discovery hello holdtime 40
address-family ipv4
interface gigabitethernet 1/0/4
discovery hello holdtime 60
exit
exit
enable
exit

Ecnn napametpsl Hello Holdtime n Hello Interval He yka3aHbl, TO MCNOMb3YyOTCA 3HAYEHNS N0 YMONYaHWIO.
Ecnn napameTpbl ykasaHbl, TO NPMopuUTET 3Ha4YeHuin ans address-family 6yaet Bbille, Yyem A1 3HAYEHWIA,
CKOHOMIYyppPOBaHHbIX r1106asbHo.

ESR# show mpls ldp discovery detailed
Local LDP ID: 4.4.4.4
Discovery sources:
Interfaces:
gigabitethernet 1/0/4:
Hello interval: 5 seconds
Transport IP address: 4.4.4.4
LDP ID: 1.1.1.1
Source IP address: 10.10.10.1
Transport IP address: 1.1.1.1
Hold time: 15 seconds
Proposed hold time: 60 /15 (local/peer) seconds
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MapameTpbl, CKOHpUrypnpoBaHHbie B address-family, MOryT 6bITb HACTPOEHbI HA KaXAblil OTAENbHbIN
NHTEepdeiic, yyacTeyrowwmii B npouecce LDP.

ESR# show running-config mpls
mpls
ldp
router-id 4.4.4.4
discovery hello holdtime 50
discovery hello tinterval 10
address-family 1ipv4
interface gigabitethernet 1/0/1
discovery hello holdtime 60
discovery hello interval 20

exit
interface gigabitethernet 1/0/4
discovery hello holdtime 30
discovery hello interval 10
exit
exit
enable

exit

[nsa TCP-ceccun Keepalive holdtime siBnsieTcst Takke cornacyembiM napaMeTpom no aHanorum ¢ Hold timer.
Keepalive interval paccuntbiBaeTcsi aBTomatuyeckn n paseH Keepalive holdtime/3. Keepalive holdtime moxHo

3a7aThb Kak rnobanbHo, Tak U ANs Kaxkaoro cocefa. TaiiMep, 3afaHHblii 518 onpeeNieHHoro coceaa, SiBNsieTcs
60/1ee NPUOPUTETHLIM.

ESR# show running-config mpls
mpls
ldp
router-id 4.4.4.4
keepalive 30 // ycTaHoBneH B rnobanbHoi KoHourypauum LDP
neighbor 1.1.1.1
keepalive 55// ycTaHOBNeH B coceja c agpecoMm 1.1.1.1
exit
exit

ESR# sh mpls ldp neighbor 1.1.1.1
Peer LDP ID: 1.1.1.1; Local LDP ID 4.4.4.4
State: Operational
TCP connection: 1.1.1.1:646 - 4.4.4.4:56668
Messages sent/received: 401/401
Uptime: 02:00:24
Peer holdtime: 55
Keepalive 1interval: 18
LDP discovery sources:
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12.2.1 AnropuTtm HacTpoiiku napameTpoB Hello holdtime u Hello interval B rno6anbHoi koHdurypauumn

LDP

War OnucaHune KomaHpa Knoun

1 HacTtpoutb npotokon LDP (cm. pasgen KoHduryprposaHe npotokosna LDP)

2 B pexume koHdurypaumm npotokona esr(config-ldp)# discovery hello <TIME> - BpeMs B CEKyHAax B
LDP 3agatb Hello holdtime holdtime <TIME> nHTepsane [3..65535]

3HaueHue no ymonyaHuio: 15

3 B pexume koHdurypaumm npotokona esr(config-ldp)# discovery hello <TIME> - BpeMs B CEKyHAax B

LDP 3agatb Hello interval interval <TIME> nHTepsane [3..65535]

3HaueHve no YMO/THaHUIO! 5

12.2.2 AnropuTtm HacTpoiiku napameTpoB Hello holdtime u Hello interval gns address family

War OnucaHue KomaHpa Kntoun

1 HacTponTb npoTtokon LDP (cm. pazgen KoHdurypuposaHve npotokona LDP)

2 B pexxuvme koHdurypaumm address esr(config-ldp-af-ipv4-if)# <TIME> - Bpems B cekyHAax B
familly npotokona LDP ycTtaHOBUTb discovery hello holdtime <TIME> nHTepsane [3..65535]

Hello holdtime Ha Hy>HOM MHTepdielice
3Ha4veHne Nno ymonyaHuio: 15

3 B pexxvme koHdurypaumm address esr(config-ldp-af-ipv4-if)# <TIME> - BpemMs B CeKkyHAax B
familly npotokona LDP ycTtaHOBUTb discovery hello interval <TIME> nHTepsane [3..65535]
Hello interval Ha Hy>xHOM nHTepdeiice
3HauveHne no ymosyaHuio: 5

12.2.3 AnropuTm HacTpoiiku napameTtpa Keepalive holdtime B rno6ansHoii koHcurypauyum LDP

War OnucaHue KomaHpga Knoun

1 HacTtpoutb npotokon LDP (cm. pasgen KoHduryprposaHe npotokona LDP)

2 B pexume koHurypaumm LDP 3agate  esr(config-ldp)# keepalive <TIME> <TIME> - Bpems B cekyHfax B
napameTp Keepalive nHTepsavie [3..65535]

3HaueHue no ymonyaHuio: 180
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12.2.4 AnropuTm HacTpoiiku napametpa Keepalive holdtime gnsa onpegeneHHoro cocepa

War OnucaHue KomaHpa Knroun

1 HacTpouTb npotokon LDP (cm. pazgen KoHduryprposaHe npotokosia LDP)

2 B pexume KoHdurypauum coceaa esr(config-ldp-neig)# keepalive <TIME> - Bpemsi B CEKyHAaX B
3agatb napameTp Keepalive holdtime <TIME> nHTepsane [3..65535]

3HaueHue no ymonyaxuio: 180

12.2.5 Mpumep HACTPOIIKK

3apgaua:

MNepeonpeaennTb napameTtpbl Hello holdtime (40 cekyHa) n Hello interval (10 cekyHa) ans Bcero npouecca
LDP. Ansa cocepa c agpecom 1.1.1.1 yctaHoBuTb Keepalive holdtime pasHbiM 150 cekyHA,

PelweHue:

ESR

ESR(config)# mpls

ESR(config-mpls)# 1ldp

ESR(config-1dp)# discovery hello holdtime 40
ESR(config-1dp)# discovery hello interval 10
ESR(config-1dp)# neighbor 1.1.1.1
ESR(config-ldp-neig)# keepalive 150

MpoBepka:

[nsa npocmotpa hello-napameTpos:

ESR

ESR# sh mpls ldp discovery detailed
Local LDP ID: 4.4.4.4
Discovery sources:

Interfaces:
gigabitethernet 1/0/4:

Hello 1interval: 10 seconds

Transport IP address: 4.4.4.4

LDP ID: 1.1.1.1
Source IP address: 10.10.10.1
Transport IP address: 1.1.1.1
Hold time: 15 seconds

Proposed hold time: 40/15 (local/peer) seconds
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[nsi npocmMoTpa NapameTpoB ycTaHoBeHHoi TCP-ceccuu:

ESR

ESR# sh mpls ldp neighbor 1.1.1.1
Peer LDP ID: 1.1.1.1; Local LDP ID 4.4.4.4

State: Operational

TCP connection: 1.1.1.1:646 - 4.4.4.4:45414
Messages sent/received: 15/15

Uptime: 00:06:31

Peer holdtime: 150

Keepalive 1interval: 50

LDP discovery sources:

12.3 KoHcpurypupoBaHue napameTpoB ceccum B npotokone targeted-LDP
tLDP

=) (m =)
LDP
ESR ESR1

Mo ymonuaHuio ans targeted LDP-ceccumn yCTaHOB/EHbI C/ieayoLLmMe 3HaUYeHNs:

MapameTp targeted-LDP

Hello interval 5 cekyHp,

Hold timer 45 cekyHp,
Keepalive holdtime 180 cekyHz

Hold timer aBnsetcsa cornacyemMbiM napameTpoMm — BblGMpaeTca HauMeHbLUWA. B faHHOM npuMepe nokasaHo,
yto ESR nocne cornacosaHus yctaHoBus 30 cekyHA:

ESR1# sh mpls ldp discovery detailed

Targeted hellos:

1.1.1.1 -> 4.4.4.4:

Hello interval: 2 seconds

Transport IP address: 1.1.1.1

LDP ID: 4.4.4.4

Source IP address: 4.4.4.4

Transport IP address: 4.4.4.4

Hold time: 30 seconds

Proposed hold time: 30/45 (local/peer) seconds

Ecnu nocne cornacosaHus Hello interval ctan 6onblue, yem Hold timer, To Hello interval 6yaet pasHbiMm Hold
timer/3.
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Ha mapupyTtmsaTopax ESR peanvsoBaHa BO3MOXHOCTb rMOGKoi HacTpolikn napametpos Hello holdtime, Hello

interval n Keepalive holdtime: napameTpbl MOXHO 3a4aTb Kak Ans Bcero npouecca LDP, Tak n Ha
COOTBETCTBYHOLLErO cocea.

Mpumep BbiBOgA Ans npouecca LDP:

ESR# sh running-config mpls
mpls
ldp
router-id 1.1.1.1
keepalive 160
discovery targeted-hello holdtime 30
discovery targeted-hello interval 10
exit
exit

Mpumep BbiBOAA AN targeted-LDP-ceccum gns onpegeneHHoro cocega:

ESR# sh running-config mpls
mpls
ldp
router-id 1.1.1.1
neighbor 4.4.4.4
keepalive 160
targeted
discovery targeted-hello holdtime 30
discovery targeted-hello interval 45
exit
exit
exit

Ecnu napameTpbl ycTaHOBMEHBI 1 /15 npouecca LDP, n Ha onpegeneHHoro coceaa, npropuTeTom byayT
CUMTaTbCSA HACTPOLKKM, YCTAHOB/NIEHHbIE /11 cocefa.

ESR# sh running-config mpls
mpls
ldp
router-id 1.1.1.1
keepalive 160
discovery hello holdtime 90
discovery targeted-hello interval 30
neighbor 4.4.4.4
keepalive 140
targeted
discovery targeted-hello holdtime 45
discovery targeted-hello interval 15
exit
exit
exit
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ESR# show mpls ldp discovery detailed

Targeted hellos:

1.1.1.1 => 4.4.4.4:

Hello interval: 15 seconds
Transport IP address: 1.1.1.1
LDP ID: 4.4.4.4

Source IP address: 4.4.4.4
Transport IP address: 4.4.4.4
Hold time: 45 seconds

Proposed hold time: 45/45 (local/peer) seconds

ESR# show mpls ldp neighbor 4.4.4.4
Peer LDP ID: 4.4.4.4; Local LDP ID 1.1.1.1

State: Operational

TCP connection: 4.4.4.4:51861 - 1.1.1.1:646
Messages sent/received: 10/10

Uptime: 00:00:09

Peer holdtime: 140
Keepalive 1interval: 46
LDP discovery sources:

1.1.1.1 -> 4.4.4.4:

12.3.1 AnropuTtm HacTpoiiku napameTpoB Hello holdtime, Hello interval n Keepalive holdtime gns

npouecca LDP

1 HacTtpoutb npotokon LDP (cm. pasgen KoHdurypuposarmne npotokosna LDP)

2 B pexume koHpurypaumm
npotokona LDP 3agatb Hello
holdtime

3 B pexvme koHdmrypaumm
npotokona LDP 3agathb Hello
interval

4 B pexume koHpurypaumm
npotokona LDP 3apatb
Keepalive holdtime

esr(config-ldp)#
discovery targeted-hello
holdtime <TIME>

esr(config-ldp)# discovery
targeted- hello interval
<TIME>

esr(config-ldp)# keepalive
<TIME>

<TIME> — Bpems B CekyHAax B MHTepBasie
[3..65535]

3Ha4veHne Mo ymonyaHuio: 45

<TIME> — Bpems B CekyHAax B MHTepBasie
[1..65535]

3Ha4veHue Mo yMoslHaHuo: 5

<TIME> - BpeMs B CeKkyHOax B MHTepBaUie
[3..65535]

3HaueHne no ymonyaxuio: 180
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12.3.2 AnropuTtm HacTpoiiku napameTpos Hello holdtime, Hello interval u Keepalive holdtime gns

onpeaeneHHoro coceaa

1 HacTtpoutb npotokon LDP (cm. pasgen KoHduryprposaHe npotokona LDP)

2 B pexunme koHGurypauumn LDP-
cocepna 3aaatb Hello holdtime

3 B pexvme koHGurypauumn LDP-
cocepna 3aaatb Hello interval

4 B pexvme koHGurypauun LDP-
cocefa 3aaathb Keepalive
holdtime

12.3.3 MMpumep HACTPOWKK

3apgaua:

esr(config-ldp-neig)#
discovery targeted-hello
holdtime <TIME>

esr(config-ldp-neig)#
discovery targeted- hello
interval <TIME>

esr(config-ldp-neig)#
keepalive <TIME>

<TIME> — Bpems B cekyHOax B HTepaasie
[3..65535]

3HaueHve no ymonyaHuio: 45

<TIME> — Bpems B cekyHOax B uHtepaasie
[1..65535]

3HayeHue no ymonyaHuio: 5

<TIME> — Bpems B cCekyHOax B uHTepeasie
[3..65535]

3HaueHue no ymonyaruio: 180

MNepeonpenenutb napameTtpsl Hello holdtime (120 cekyHa) n Hello interval (30 cekyHa) ansi Bcero npouecca
targeted-LDP. ins cocepa c agpecom 4.4.4.4 yctaHoButb Keepalive holdtime paBHbiM 150 cekyHA,

PelweHune:

ESR

ESR(config)# mpls
ESR(config-mpls)# 1ldp

ESR(config-1ldp)# discovery targeted-hello holdtime 40
ESR(config-1ldp)# discovery targeted-hello interval 10

ESR(config-1ldp)# neighbor 4.4.4.4
ESR(config-ldp-neig)# keepalive 150
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MpoBepka:

[na npocmotpa hello-napameTpos targeted LDP-ceccuu:

ESR

ESR1# sh mpls ldp discovery detailed

Targeted hellos:
1.1.1.1 -> 4.4.4.4:

Hello -interval: 10 seconds

Transport IP address: 1.1.1.1

LDP ID: 4.4.4.4
Source IP address: 4.4.4.4
Transport IP address: 4.4.4.4
Hold time: 40 seconds

Proposed hold time: 40/45 (local/peer) seconds
[nsa npocmoTpa napameTpoB ycTaHoBneHHon TCP-ceccuu:

ESR

ESR# sh mpls ldp neighbor 4.4.4.4
Peer LDP ID: 4.4.4.4; Local LDP ID 1.1.1.1

State: Operational

TCP connection: 4.4.4.4:34879 - 1.1.1.1:646
Messages sent/received: 11/11

Uptime: 00:01:05

Peer holdtime: 150

Keepalive interval: 50

LDP discovery sources:
1.1.1.1 -> 4.4.4.4:
Hello -interval: 10 seconds
Holdtime: 40 seconds

12.4 Hacrtpoiika hunbrpayum LDP-meTOK

Mo ymonyaHuio MapLupyTmM3aTopbl BblAENAT Ha kaxabii FEC otaenbHyo meTky. CyLecTByHOT CLeHapuu,
Korga Heobxoanmo BblaenaTe MPLS-meTkun Tonibko ans onpegerneHHolx FEC.

12.4.1 ANropuTm HaCTPOIKKN

War OnucaHue KomaHpga Knoun
1 HacTtpoutb npotokon LDP (cm. pasgen KoHdmrypuposarme npotokosia LDP).
2 Cospgartb object-group Tna network. esr(config)# object-group network <NAME> — nmsi
<NAME> KOHhUrypmpyemoro cnucka

nopceTeil, 3a4aéTcs CTPOKOIA
bo 31 cumona.
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War OnucaHue KomaHpa Knoun
3 Onucatb NpedUKChbl, A1 KOTOPbIX esr(config-object-group-network)# <ADDR/LEN> — IP-aapec u
6yayT Ha3Ha4yaTbCA METKU. ip prefix <ADDR/LEN> Macka nogcetu, 3aaéTcs B

Buae AAA.BBB.CCC.DDD/EE,
roe kaxxgasi yacte AAA — DDD
npuHUMaeT 3HadeHuns [0..255] n
EE nprvHumaet 3HayeHun

[1..32].
4 B koHTekcTe HacTpoliku LDP esr(config-ldp)# advertise-labels <NAME> - nms
nNpPUMeHUTb co3gaHHyto object-group. <NAME> KOHIMIypmpyemoro crnmcka

nogceTeli, 3a8aéTcA CTPOKOW
0o 31 cumBona.

& Metkn 6yayT BbigensaTbca TO/IbKO Ha onucaHHble B object-group noaceTu, HesaBUCUMO OT
TOro, Kak OHU 6b1n1n n3yyeHsbl (connected, local, IGP u 1. 4.).

& B object-group Heo6x04MMO ONUCHLIBaTb NpedUKChbI.
Mpednkc gomkeH uMeTb TOUHOE coBnageHne ¢ mapwpyrtom us FIB.

® [aHHbIii hyHKUMOHAN nogaepxaH ans nporokona IPv4.

12.4.2 Mpumep HACTPOIIKU

0.10.0.1/32
10.101.0.0/24

10.10.0.2/32
192.168.2.0/24

— = 28000 =8 |

3apgava:
HasHauntb MPLS-meTku Tonbko FEC 10.10.0.2/32 1 10.10.0.1/32.

PewieHue:

Ha ESR_A n ESR_B co3gaaunm object-group ADV_LABELS Tuna network n go6asnm B Hee nNpednKebl
10.10.0.1/32 1 10.10.0.2/32 COOTBETCTBEHHO:

ESR_A

esr(config)# object-group network ADV_LABELS
esr(config-object-group-network)# ip prefix 10.10.0.1/32
esr(config-object-group-network)# ip prefix 10.10.0.2/32
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ESR_B

esr(config)# object-group network ADV_LABELS
esr(config-object-group-network)# ip prefix 10.10.0.1/32
esr(config-object-group-network)# ip prefix 10.10.0.2/32

MpuMeHUM co3aaHHyto object-group Ha 060Mx MapLLpyTU3aTopax:

ESR_AMESR_B

esr(config)# mpls
esr(config-ldp)# 1ldp
esr(config-1ldp)# advertise-labels ADV_LABELS

MpoBepka:

Ha ESR_B y6eavmcs, UTo MeTKa HazHaueHa A1l COOTBETCTBYHOLLMX NPedKCOoB:

esr# sh mpls ldp bindings 10.10.0.1/32
10.10.0.1/32

local label: exp-null

remote label: 75 1lsr: 172.16.0.1

W He HasHavyeHa ansa 192.168.2.0/24:

esr# sh mpls ldp bindings 192.168.2.0/24
esr#

12.5 Hacrtpoiika cepBuca L2VPN Martini mode

L2VPN no3Bonsiet opraHnsoBatb nepegadvy ethernet-chpeiimos uepes MPLS-gomeH. BbigeneHve u

pacnpocTpaHeHne TyHHesIbHbIX METOK B JAHHOM PeXMMe OCYLLLeCTB/ISETCS No cpeacTBam npoTokona LDP. B

peannzaumm L2VPN MOXHO YC/TOBHO BblAeNUTb ABa Cry4as:

1. P2P — TyHHenb, co3aaBaeMmblii N0 cxeme "Tovka-Touka".
2. VPLS - TyHHenb, co3gaBaeMbiii N0 cxeme "TouKa-MHOroTouka".

B o6oux cnyyasix ansi nepegaun ethernet-copeiimoB Mexay mapLupyTusaTopaMm co3aaeTcsi BUPTyasibHblid
kaHan (nanee pseudo-wire). s corlacoBaHus napameTpoB pseudo-wire, a Takxe [/1s1 BblAeNeHns 1

nepegayn TyHHeNbHbIX METOK MeXAy MapLupyTu3aTtopamu yctaHaenmeaetcsl LDP-ceccus B targeted-pexume.

12.5.1 AnropuTtm HacTpoiiku L2VPN VPWS

War OnucaHue KomaHpa

1 HacTpouTb npoTtokon LDP (cMm. pazgen KoHdurypuposaHve npoTtokona LDP).

2 Cospatb pw-class B cucteme u esr(config-12vpn)# pw-class
OCYLLECTBUTb Nepexos B PeXum <WORD>

HacTpoliku napameTpoB pw-class.

<WORD> — nms pw-class
[AnuHoi [1..31] cumeonos.
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LWar

9

OonucaHue
[o6aBnTb onucaHve ansa pw-class (He

0653aTe/bHO).

YctaHoBUTb 3HaYeHne MTU ans
pseudo-wire Bxoaawux B pw-class (He
06513aTe/bHO).

OTKNUMTbL 06MEH status-tlv
coobLeHnsiMM (He 06s13aTesIbHO).

Co3spaTb p2p-TyHHesb B CUCTEME U
OCYLLECTBUTb NEPEXOL B PEXMUM
HaCTPOWKM NapaMeTpoB p2p-TyHHENS.

3apgaTtb Attached Circuit nHTepdeiic.

BkNoUnTL p2p-TYHHENb.

3aparb TpaHCNopTHbI pexum (He
0653aTe/bHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-12vpn-pw-class)#
description <LINE>

esr(config-12vpn-pw-class)#
encapsulation
mpls mtu <MTU>

esr(config-12vpn-pw-class)#
encapsulation
mpls status-tlv disable

esr(config-12vpn)# p2p <NAME>

esr(config-12vpn-p2p)# interface
{<IF>| <TUN>}

esr(config-12vpn-p2p)# enable

esr(config-12vpn-p2p)# transport-
mode
{ ethenet | vlan }

Knoun

<LINE> - onucaHve. 3agaetcs
B BUE CTPOKW A/IMHOI [1..255]
CMMBOJI0B.

<MTU> - 3Ha4yeHne MTU,
NPUHUMAaET 3Ha4YeHne B
JAvanasoHe [552..10000]

3Ha4yeHVe No yMo4aHuio:
1500.

3HayeHue no ymosiyaHuio:
status-tlv enable.

<NAME> - nmsa p2p-cepsuca,
3agaeTtcs CTpokoii go 31
crMBONa.

<IF> — ums nHTepdpelica
YCTPOWCTBa, 3afaéTcs B BUAE,
onncaHHOM B pasgene Turnbi 1
NopsiA0K UMEHOBaHUS
NHTEpgencos
MapLIpyTh3aTopa;

<TUN> = um4a TyHHens
YCTPOWCTBa, 3afaéTcs B BUAE,
onuncaHHOM B pasgene Turnbi 1
NopsiA0K UMEHOBaHUS
TYHHesneln mapLupyTusaropa.

<ethernet> — pexum, npu
KOTOpOM npwu BXxoAe B pseudo-
wire n3 3aronoBka ygansercs
802.1Q Ter;

<vlan> — pexum, npu1 KOTOpPOM
802.1Q Ter MoXeT 6bITb
COXpaHeH Npwu nepegave yepes
pseudo-wire.

3Ha4yeHVe No yMo4aHuio:
ethernet.
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War OnucaHue KomaHpa Knoun

10 Co3gatb pseudo-wire 1 ocyLecTBUTb esr(config-12vpn-p2p)# pw <PW_ID> - ngeHTtndmkatop
Nnepexos B PeXnm HaCTPOWNKK ero <PW_ID> <LSR_ID> psewdowire, 3agaeTcs B BUe
napameTpos. yucna B gnanasoHe

[1..4294967295]

<LSR_ID> — npeHtncmkarop
LSR, fo koToporo cTpoutca
pseudo-wire, 3aaéTtcsa B BUAe
AAA.BBB.CCC.DDD, rge kaxxgas
YyacTb MPUHMMAET 3HAYEHNSA

[0..255]

11 [o6aBnTb onncaHne ans pseudo-wire esr(config-12vpn-pw)# description  <LINE> — onucaHue. 3aaaetcs

(He o6si13aTENBHO). <LINE> B BUE CTPOKW A/IMHOI [1..255]
C/MBO/IOB.

12 3agaTb pw-class ana pseudo-wire. esr(config-12vpn-pw)# pw-class <WORD> — nwvs pw-class

<WORD> [nnHOiA [1..31] cumBonos.

13 3apatb agpec LSR go koToporo esr(config-12vpn-pw)# neighbor- <ADDR> - IP-agpec
ycTaHaBnvBaetcs pseudo-wire (He address <ADDR> MapLupyTu3arTopa, 3a4aéTcs B
o6s13aTensHo, ecnu neighbor address Buae AAA.BBB.CCC.DDD, rae
coBnagaet ¢ LSR_ID). Kaxgasa 4yacTb npMHumaeT

3HayeHus [0..255].

14 BknounTtb pseudo-wire. esr(config-12vpn-pw)# enable

B cnyyae ecnv HeobXoaMMO N3MEHWUTL NapamMeTpbl N0 ymonyaxuio ans targeted LDP-ceccum, obpatutech k pasgeny
KoHdhuryprpoBaHue napameTpoB ceccum B npoTokose targeted-LDP.

12.5.2 Mpumep HacTpoiikn L2VPN VPWS

3apaua:

HacTpouTb [2vpn Takum 06pasom, 4To6bl MHTepdelic ge1/0/2.100 mapipyTtusatopa CE1 n uHtepcpeiic
ge1/0/2.100 mapwpyTnsatopa CE2 pabotann B paMmkax 04HOTO LUMPOKOBELLATE/IbHOrO OMEHa.

Lo1 Lo1
CE1 gel/0/4.100 111 1 gelfo/1 gelfo/1 2222 gel/0/4.100 CE2
E 1/0/2.100 E 10.10.10.1/30  10.10.10.2/30 E 1/0/2.100 Dﬂ
. PE1 PE2 .

PeweHune:
MpensapuTesibHO HYXHO:

+ Bknountb noaaepxky Jumbo-chpeiimoB ¢ nomoLbio komaHAapl "system jumbo-frames” (ans BcTynneHus
n3MeHeHwuli B cuny TpebyeTtcsa nepesarpyska ycTpoiicTsa);

+ HactpouTb IP-agpeca Ha nHtepdeiicax cornacHo cxeme CeTu, NPUBEAEHHON Ha PUCYHKE BbILUE,;

+ OpraHuzoBaTtb 06MeH MapLupyTamu Mexay PE1 n PE2 npu nomowym IGP-npotokona (OSPF, I1S-IS, RIP).
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Ha mapupytusatope PE1 cozgagmm cab-mHTepdeinc, Ha KOTopblin 6yaem npuHumatb Tpaduk ot CE1:

PE1# configure
PE1l(config)# interface gigabitethernet 1/0/4.100
PEl(config-subif)# exit

BbicTaBuM Ha uHTepdelice B cTopoHy PE2 3HaueHne MTU paBHbiM 9600, Ans TOro 4tobbl n3bexarb cuTyauumn
¢ npesbllieHnem MTU nocne nHkancynaumm MPLS-3aronoska, a Takke OTKHUNM MEXCETEBOWN 3KpaH:

PE1#(config)# interface gigabitethernet 1/0/1
PE1(config-if-gi)# mtu 9600
PEl(config-if-gi)# ip firewall disable
PEl(config-if-gi)# exit

Paspeluum npmem naketoB ¢ MPLS-3aro/ioBKoM Ha MHTepdeiice B cTopoHy MPLS-ceTu (B ;aHHOM npumepe
nHTepdoeiic B cTopoHy PE2):

PE1(config)# mpls
PE1(config-mpls)# forwarding interface gigabitethernet 1/0/1

HacTtpoum npotokon LDP n Bkaounm o6HapyXeHue coceaeli Ha nHtepdpelice B cTopoHy PE2:

PE1(config-mpls)# ldp

PEl(config-1ldp)# router-id 1.1.1.1

PE1l(config-1ldp)# address-family ipv4
PE1(config-ldp-af-ipv4)# interface gigabitethernet 1/0/1
PE1(config-ldp-af-ipv4-if)# exit
PE1l(config-ldp-af-ipv4)# transport-address 1.1.1.1
PE1l(config-ldp-af-ipv4)# exit

PE1l(config-1dp)# enable

PE1(config-ldp)# exit

Cos3paamm pw-class, Ha OCHOBE KOTOPOro B Aa/ibHelLeM BYAEeT co3faH BUPTYyasibHbI kaHan (pw). Tak kak B
[aHHOM MpuUMepe Ha pw ByayT NPUMEHSITLCSA NapaMeTpPbl N0 YMO/IYaHUIo, A0CTaTOYHO ByAeT ykasaTb UMs
knacca:

PE1(config-mpls)# 12vpn
PE1(config-12vpn)# pw-class for_p2p_VLAN1GO
PE1(config-12vpn-pw-class)# exit

Co3gaavm HOoBbIN 12vpn Tvna p2p 1 go6asum pw Ao MapLupyTusatopa PE3, ngeHtudpmkarop pw ans ygobersa
Bo3bMeM paBHbIM VID (B gaHHOM cnyyae pasHbimM 100):

PE1(config-12vpn)# p2p to_PE2_VLAN1GO
PE1(config-12vpn-p2p)# interface gigabitethernet 1/0/4.100
PE1(config-12vpn-p2p)# pw 100 3.3.3.3
PE1(config-12vpn-pw)# pw-class for_p2p_VLAN10O
PE1(config-12vpn-pw)# enable

PE1(config-12vpn-pw)# exit

PE1(config-12vpn-p2p)# enable

PE1(config-12vpn-p2p)# end
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MpUMEHNM KOHGMrypauuio:

PE1# commit
PE1# confirm

MpoBenem HacTpoiky MapLupyTtm3aTopa PE2 no aHanorum ¢ PET:

PE2# configure

PE2(config)# interface gigabitethernet 1/0/4.100
PE2 (config-subif)# exit

PE2#(config)# interface gigabitethernet 1/0/1

PE2 (config-if-gi)# mtu 9600

PEl(config-if-gi)# ip firewall disable
PEl(config-if-gi)# exit

PE2 (config)# mpls

PE2 (config-mpls)# forwarding interface gigabitethernet 1/0/1
PE2 (config-mpls)# ldp

PE2(config-1ldp)# router-id 2.2.2.2
PE2(config-1ldp)# address-family ipv4

PE2 (config-ldp-af-ipv4)# interface gigabitethernet 1/0/1
PE2 (config-ldp-af-ipv4-if)# exit

PE2 (config-ldp-af-ipv4)# transport-address 2.2.2.2
PE2 (config-ldp-af-ipv4)# exit

PE2 (config-1dp)# enable

PE2 (config-ldp)# exit

PE2 (config-mpls)# 12vpn

PE2 (config-12vpn)# pw-class for_p2p_VLAN1QO

PE2 (config-12vpn-pw-class)# exit

PE2 (config-12vpn)# p2p to_PE1_VLAN10O

PE2 (config-12vpn-p2p)# interface gigabitethernet 1/0/4.100
PE2 (config-12vpn-p2p)# pw 100 1.1.1.1

PE2 (config-12vpn-pw)# pw-class for_p2p_VLAN10O

PE2 (config-12vpn-pw)# enable

PE2 (config-12vpn-pw)# exit

PE2 (config-12vpn-p2p)# enable

PE2 (config-12vpn-p2p)# end

PE2# commit

PE2# confirm

Y6eanmcsi B yCTaHOB/IEHMM COCEACTBa No npoTokosny LDP v BbiBeaeM MHGopMaLuio Mo CTaTycy BUPTYasibHOTO
kaHana (pseudowire) mexay PE1 n PE2:

PE2# show mpls ldp neighbor
Peer LDP ID: 1.1.1.1; Local LDP ID 2.2.2.2
State: Operational
TCP connection: 1.1.1.1:646 - 2.2.2.2:34625
Messages sent/received: 12/12
Uptime: 00:03:50
LDP discovery sources:
2.2.2.2 -> 1.1.1.1

PE2# show mpls 12vpn pseudowire
Neighbor PW ID Type Status

1.1.1.1 100 Ethernet Up
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Cocepactso no npotokony LDP yctaHoBneHo, pseudowire nepewwen B ctaryc 'UP'. Hactpoiika I2vpn Tvna p2p
3aBepLueHa.

12.5.3 AnropuTtm HacTpoiiku L2VPN VPLS

LWar

1

10

OnucaHue

KomaHpga

Knoun

HacTtpoutb npotokosn LDP (cm. pasgen KoHdmrypuposaHme npotokosia LDP).

Cospgatb CETEBOW MOCT B cucTeme 6e3 ykasaHus IP-agpeca (cMm. pasgen Hactpoiika Bridge).

Cosgatb pw-class B cucteme 1
OCYLLECTBUTb NEPEXOL, B PEXUM
HacTpoiik1 napameTpos pw-class.

[o06aBnTb onucaHne ans pw-class (He
0653aTe/LHO).

YctaHoBuTb 3Ha4YeHne MTU ans
pseudo-wire Bxoaawux B pw-class (He
0653aT€e/LHO).

OTKNtouNTbL 06MeH status-tlv
coobLieHnsiMMN (He 06s13aTesIbHO).

Cosgatb VPLS-gomeH B cucteme u
OCYLLECTBUTb NEPEXOL B PEXUM

HacTpoikn napameTpoB VPLS-gomeHa.

BkntounTb VPLS-TYyHHESb.

[o6aBnTb GpMoK-AOMEH.

3aaarb TpaHCNopTHbI pexum (He
06513aTe/NbHO).

esr(config-12vpn)# pw-class
<WORD>

esr(config-12vpn-pw-class)#
description <LINE>

esr(config-12vpn-pw-class)#
encapsulation
mpls mtu <MTU>

esr(config-12vpn-pw-class)#
encapsulation
mpls status-tlv disable

esr(config-12vpn)# vpls
<NAME>

esr(config-12vpn-vpls)# enable

esr (config-12vpn-vpls)#
bridge-group <ID>

esr(config-12vpn-vpls)#
transport-mode
{ ethenet | vlan }

<WORD> - nms pw-class gnvHoii
[1..31] cumsonos.

<LINE> - onucaHve. 3agaetca B
BUAE CTPOKU ANnHoI [1..255]
CMMBO/I0B

<MTU> - 3Ha4eHne MTU,
NPUHUMAaET 3HaYeHNe B AnanasoHe
[552..10000]

3Ha4veHue no ymonyanuto: 1500.

3HaveHne no ymonyaHuto: status-
tlv enable.

<NAME> - nmsa p2p-cepsuca,
3afaeTcs CTpokoii go 31 cumsona.

<ID> — ngeHTucpmkatop 6pnox-
[OMeHa, 3afjaeTca B BUAe uncna B
JAmnanasoHe [1..250].

<ethernet> — pexwum, npu KOTOpoOM
npw Bxoge B pseudo-wire u3
3aronoska yganserca 802.1Q Ter;
<vlan> — pexum, npy1 KOTOpOM
802.1Q Ter MOXeT 6bITb COXpaHeH
npu nepegade yepes pseudo-wire.
3Ha4yeHVe No yMo4aHuio:
ethernet.
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11

12

13

14

15

16

17

OonucaHue

Co3gatb pseudo-wire 1 ocyLecTBUTb
nepexof B PEXnM HaCTPOWNKK ero
napameTposB.

Lo6aBnTb onucaHue ans pseudo-wire
(He o6si3aTenbHO).

3agatb pw-class ana pseudo-wire.

3apatb agpec LSR go kotoporo
ycTaHaBnvBaetcsi pseudo-wire (He
o6s13aTensHo, ecnu neighbor address
coBnagaet ¢ LSR_ID).

BkntounTb pseudo-wire.

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config-12vpn-vpls)# pw
<PW_ID> <LSR_ID>

esr(config-12vpn-pw)#
description <LINE>

esr(config-12vpn-pw)# pw-
class <WORD>

esr(config-12vpn-pw)#
neighbor-address <ADDR>

esr(config-12vpn-pw)# enable

Knoun

<PW_ID> - ngeHTtudmkarop
psewdowire, 3afjaeTcsl B Buae
yncna B gnanasoHe
[1..4294967295]

<LSR_ID> - ngeHtucmkarop LSR
[0 KoToporo ctpouTcs pseudo-
wire, 3aaétca B BUAe
AAA.BBB.CCC.DDD, rge kaxxgas
4yacTb MPUHMMAET 3HAYEHNSA
[0..255].

<LINE> - onucaHuve. 3agaercs B
BW/E CTPOKU ANnHoOM [1..255]
C/MBOJIOB.

<WORD> - nwms pw-class anvHoi
[1..31] cumsonos.

<ADDR> - IP-agpec
MapLupyTusaTopa, 3aaétcs B
snge AAA.BBB.CCC.DDD, rge
Kaxgas 4yacTb NpuHMMaeT
3HayeHus [0..255].

B cnyuyae ecnu Tononorusi cosaasaemoro VPLS-goMeHa TpebyeT ycTaHOBUTL 6osiee oAHoro pseudo-wire,

nostoputhb warun ¢ 10 no 14.

B cnyyae ecnm Heo6xoarMo U3MEHWTb NapameTpsl o ymonyaHuo ans targeted LDP-ceccuu, o6patutecs K
pasgeny KoHcuryprpoBaHue napaMeTpoB ceccum B npoTokosie targeted-LDP.
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12.5.4 Mpumep HacTpoiiku L2VPN VPLS

3apgava:

HacTtpouTb |2vpn Takum o6pa3om, utobbl MapLupyTmdatopbl CE1, CE2, CE3 numenn L2-cBSI3HOCTb Yepe3
nHTepdoelickl gi1/0/2.100 n gi1/0/4 (CE2).

Lo1 Lo1
CE1 cejoarco 1111 3.3.33 0100 CE3
0/2.100 0/2.100
gen/ofz1 PE1 | set/on g1/0/1| PE3 ge/o/z
10.10.10.0/30 10.10.10.4/30
Lo1
2222
ge1/0/t  PE2  gel/o/2

— G

gel/0/4.100

gel/0fa.100

=

CE2

PelweHune:
MpeaBapuTeNnbHO HEOOXOAMMO:

+ BknounTb nogaepxky Jumbo-thpeiiMoB ¢ NomoLLbio KomaHAbl "system jumbo-frames" (ana Bctynnenus
M3MEHEHUIA B cUTy TpebyeTcs nepesarpyska ycTpoicTea);

+ HactpouTts IP-agpeca Ha nHTepdelicax cornacHo cxeme cetu, NpuBeLEeHHON Ha PUCYHKE BbILLE;

+ OpraHuzoBaTb 06MeH MapLipyTamu mexay PE1, PE2 n PE3 npu nomowum IGP npoTtokona (OSPF, IS-IS).

Ha mapuwpyTtusatope PE1 co3gaaum 6pumk-rpynmny v BK/IHOUMM ee:

PE1# configure
PE1l(config)# bridge 10
PE1(config-bridge)# enable
PE1(config-bridge)# exit

NHTepdpelice B cTopoHy CET BKOUMM B CO3ZaHHYIO GPUIK-TPYNY:

PE1l(config)# dinterface gigabitethernet 1/0/4.100
PE1(config-subif)# bridge-group 10
PE1(config-subif)# exit
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BbicTaBuM Ha UHTepdelice B cTopoHy PE2 3HaueHne MTU paBHbiM 9600, Ansa Toro 4tobbl n3bexarb cuTyauun
¢ npesbiweHnem MTU nocne nHkancynsaumm MPLS-3aronoBka, a Takke OTK/II4MM MEXCETEBOIN 3KpaH:

PE1#(config)# interface gigabitethernet 1/0/1
PE1(config-if-gi)# mtu 9600
PE1l(config-if-gi)# ip firewall disable
PEl(config-if-gi)# exit

Paspelunm npuem naketoB ¢ MPLS-3aro/ioBKoM Ha MHTepdeiice B cTopoHy MPLS-ceTu (B ;aHHOM npumepe
nHTepdoeiic B cTopoHy PE2):

PE1(config)# mpls
PE1(config-mpls)# forwarding interface gigabitethernet 1/0/1

HacTtpoum npotokon LDP n Bkaounm o6HapyXeHne coceaeli Ha nHtepdelice B CTopoHy PE2:

PE1(config-mpls)# ldp

PEl(config-ldp)# router-id 1.1.1.1

PE1(config-1ldp)# address-family ipv4
PEl1(config-ldp-af-ipv4)# 1interface gigabitethernet 1/0/1
PE1l(config-ldp-af-ipv4-if)# exit
PE1l(config-ldp-af-ipv4)# transport-address 1.1.1.1
PE1l(config-ldp-af-ipv4)# exit

PE1(config-1ldp)# enable

PE1(config-ldp)# exit

Cos3paamm pw-class, Ha OCHOBE KOTOPOro B Aa/lbHeeM ByAEeT co3faHbl BUPTYasibHble KaHanbl (pw). Tak Kak
B AJ@HHOM NpUMepe Ha pw ByayT NPUMEHATLCS MapameTpbl N0 YMOMYaHUI0, OCTATOYHO OyAeT ykazaTb Ms
knacca:

PE1(config-mpls)# 12vpn
PE1(config-12vpn)# pw-class for_vplsl
PE1(config-12vpn-pw-class)# exit

Cosgaavm HoBbIl [2vpn Trna vpls n gobasunm pw 40 mappytmsatopos PE2 n PE3, naeHtudpmkatop pw ans
yno6cTea Bo3bMeM pasHbiM VID (B gaHHOM cnyyae pasHbiM 100):

PE1(config-12vpn)# vpls vplsl
PE1(config-12vpn-vpls)# bridge-group 10
PE1l(config-12vpn-vpls)# pw 100 2.2.2.2
PE1(config-12vpn-pw)# pw-class for_vplsl
PE1(config-12vpn-pw)# enable
PE1l(config-12vpn-pw)# exit
PE1(config-12vpn-vpls)# pw 100 3.3.3.3
PE1(config-12vpn-pw)# pw-class for_vplsl
PE1(config-12vpn-pw)# enable
PE1l(config-12vpn-pw)# exit
PE1(config-12vpn-vpls)# enable
PE1(config-12vpn-vpls)# end

MpVYMeHM CO3aHHYH KOH(IUIypaLmio:

PE1# commit
PE1# confirm
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Mpoeenem HacTpoiky MmapLupyTtmsaTopa PE2 n PE3 no aHanorum ¢ PET:

PE2# configure

PE2(config)# bridge 10

PE2 (config-bridge)# enable

PE2 (config-bridge)# exit

PE2(config)# interface gigabitethernet 1/0/4.100
PE2 (config-subif)# bridge-group 10

PE2 (config-subif)# exit

PE2(config)# interface gigabitethernet 1/0/2

PE2 (config-if-gi)# mtu 9600

PE2(config-if-gi)# ip firewall disable

PE2 (config-if-gi)# exit

PE2 (config)# mpls

PE2 (config-mpls)# forwarding interface gigabitethernet 1/0/1
PE2 (config-mpls)# forwarding interface gigabitethernet 1/0/2
PE2 (config-mpls)# ldp

PE2 (config-1dp)# enable

PE2(config-1dp)# router-id 2.2.2.2

PE2 (config-1ldp)# address-family ipv4

PE2 (config-ldp-af-ipv4)# transport-address 2.2.2.2
PE2 (config-ldp-af-ipv4)# interface gigabitethernet 1/0/1
PE2 (config-ldp-af-ipv4-if)# exit

PE2 (config-ldp-af-ipv4)# interface gigabitethernet 1/0/2
PE2 (config-ldp-af-ipv4-if)# exit

PE2 (config-ldp-af-ipv4)# exit

PE2(config-ldp)# exit

PE2 (config-mpls)# 12vpn

PE2 (config-12vpn)# pw-class for_vplsl

PE2 (config-12vpn-pw-class)# exit

PE2 (config-12vpn)# vpls vplsl

PE2 (config-12vpn-vpls)# enable

PE2 (config-12vpn-vpls)# bridge-group 10

PE2 (config-12vpn-vpls)# pw 100 1.1.1.1

PE2 (config-12vpn-pw)# pw-class for_vplsl

PE2 (config-12vpn-pw)# enable

PE2 (config-12vpn-pw)# exit

PE2 (config-12vpn-vpls)# pw 100 3.3.3.3

PE2 (config-12vpn-pw)# pw-class for_vplsl

PE2 (config-12vpn-pw)# enable

PE2 (config-12vpn-pw)# end

PE2# commit

PE2# confirm

PE3(config)# bridge 10

PE3(config-bridge)# enable

PE3(config-bridge)# exit

PE3(config)# interface gigabitethernet 1/0/4.100
PE3(config-subif)# bridge-group 10
PE3(config-subif)# exit

PE3(config)# interface gigabitethernet 1/0/1
PE3(config-if-gi)# mtu 9600

PE3(config-if-gi)# ip firewall disable
PE3(config-if-gi)# exit

PE3(config)# mpls

PE3(config-mpls)# forwarding interface gigabitethernet 1/0/1
PE3(config-mpls)# exit

PE3(config)# mpls

PE3(config-mpls)# ldp
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PE3(config-1ldp)# enable
PE3(config-1ldp)# router-id 3.3.3.3
PE3(config-1ldp)# address-family -ipv4
PE3(config-ldp-af-ipv4)# tinterface gigabitethernet 1/0/1
PE3(config-ldp-af-ipv4-if)# exit
PE3(config-ldp-af-ipv4)# transport-address 3.3.3.3
PE3(config-ldp-af-ipv4)# exit
PE3(config-ldp)# exit

PE3(config-mpls)# 12vpn
PE3(config-12vpn)# pw-class for_vpls
PE3(config-12vpn-pw-class)# exit
PE3(config-12vpn)# vpls vplsl
PE3(config-12vpn-vpls)# enable
PE3(config-12vpn-vpls)# bridge-group 10
PE3(config-12vpn-vpls)# pw 100 2.2.2.2
PE3(config-12vpn-pw)# pw-class for_vpls
PE3 (config-12vpn-pw)# enable
PE3(config-12vpn-pw)# exit
PE3(config-12vpn-vpls)# pw 100 1.1.1.1
PE3(config-12vpn-pw)# pw-class for_vpls
PE3 (config-12vpn-pw)# enable

PE3 (config-12vpn-pw)# end

PE3# commit

PE3# confirm

Y6enumcs B yCTaHOB/IEHUW COCEACTBA No nNpoTokosy LDP u BbiBegem nHopMaLmio no ctarycy BUpTyasibHOro
kaHana (pseudowire) mexay PE1, PE2 n PE3:

PE3# show mpls ldp neighbor
Peer LDP ID: 1.1.1.1; Local LDP ID 3.3.3.3
State: Operational
TCP connection: 1.1.1.1:646 - 3.3.3.3:45979
Messages sent/received: 22/22
Uptime: 00:13:16
LDP discovery sources:
3.3.3.3 -> 1.1.1.1
Peer LDP ID: 2.2.2.2; Local LDP ID 3.3.3.3
State: Operational
TCP connection: 2.2.2.2:646 - 3.3.3.3:59627
Messages sent/received: 22/22
Uptime: 00:13:20
LDP discovery sources:
3.3.3.3 => 2.2.2.2
gigabitethernet 1/0/1

PE3# show mpls 12vpn pseudowire

Neighbor PwW ID Type Status
1.1.1.1 100 Ethernet Up
2.2.2.2 100 Ethernet Up

CocepacTso no npotokony LDP yctaHoBneHo, pseudowire nepewen B ctaryc 'UP'. Hactpolika |2vpn
3aBepLlieHa.
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12.6 Hacrtpoiika cepBuca L2VPN Kompella mode

B otnnumm ot Martini mode, rge Bcs pa6ota oxutcsa Ha LDP, B gaHHOM pexunme LDP oTBoanTCS TOMBKO
paboTta ¢ TpaHCNOPTHLIMKU MeTKamMn. ABTOOOHapYyXXeHne 1 NOCTPOeHme NceBao-NpoBoAa BO3/I0XKEHO HA
npotokosi BGP.

12.6.1 AnropuTtm HacTpoiiku L2VPN VPLS

Llar

1

OnucaHue KomaHpga Kntoun
HacTtpoutb npotokosn LDP (cm. pasgen KoHdurypuposaxme npotokosia LDP).
Co3paTtb ceTeBOIli MOCT B cucTeMe 6e3 ykasaHus IP-agpeca (cm. pasaen HacTpolika Bridge).

Cospgarb VPLS-gomeH B cucteme u esr(config-12vpn)# vpls <NAME> - nms p2p-cepsuca,
OCYLLECTBUTbL Nepexos B Pexum <NAME> 3agaeTcs cTpokoi go 31 cumBona.
HacTpoliku napameTpoB VPLS-gomeHa.

Bkntountb VPLS-TyHHEND. esr(config-12vpn-vpls)# enable

L06aBnTb BPMIK-AOMEH. esr(config-12vpn-vpls)# bridge- <ID> — ngeHTUdmKaTop GPUAXK-
group <ID> [OMeHa, 3aaeTcA B BUe umcnia B

JAvanasoHe [1..250].

MepeiiT B KOHTEKCT HACTPOIAKK esr(config-12vpn-vpls)#

autodiscovery bgp. autodiscovery bgp

Ykasartb route distinguisher gns esr(config-bgp)# rd <RD> <RD> - 3HaueHune Route

AaHHoro ak3emnnsapa VPLS. distinguisher, 3apaetcsa B ogHOM 13

crnefylowmx BUAOB:

* <ASN>:<nn> - rge <ASN> -
NPUHUMAET 3HAYEeHne
[1..65535], nn — npuHumaeT
3HauyeHue [1..65535];

+ <ADDR>:<nn> - rge <ADDR>
nveeT Bug, —
AAA.BBB.CCC.DDD/EE u
AAA-DDD npuHumatot
3HaueHus [0..255], a nn -
NPUHUMAET 3HaYeHne
[1..65535];

* <4ASN>:<nn> - rge <4ASN>
— NPUHMMAET 3Ha4YeHne
[1..4294967295], nn —
NPVHUMAET 3HaYeHne
[1..65535].
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8

10

11

OonucaHue

Ykazartb route target import ans

AaHHoro aksemnndapa VPLS.

YkazaTb route target export ansa

AaHHoro ak3emnnapa VPLS.

Ykasathb ve id.

YkaszaTb vpn id.
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KomaHpa Knoun

esr(config-bgp)# route-target ~ <RT> - 3HaueHue route-target,
import <RT> 3afaeTcd B O4HOM U3 Cnefyowmx
BW0B:

* <ASN>:<nn> - rge <ASN> -
NPUHUMAET 3HaYeHne
[1..65535], nn — npuHumaeT
3HaveHue [1..65535];

+ <ADDR>:<nn> - rge <ADDR>
nveeT Bug, —
AAA.BBB.CCC.DDD/EE n
AAA-DDD npuHumatot
3HauyeHus [0..255], a nn -
NPUHUMAET 3HaYeHne
[1..65535];

+ <4BASN>:<nn> - rge
<4ASN> - npuHumaet
3HaueHue [1..4294967295],
NN — NPUHMMAET 3Ha4YeHne
[1..65535].

esr(config-bgp)# route-target  <RT> — 3HaueHue route-target,
export <RT> 3afilaeTcsa B O4HOM 13 CNeAyroLmnx
BW/0B:

+ <ASN>:<nn> - rge <ASN> -
NPUHUMAET 3HaYeHne
[1..65535], nn — npuHumaeT
3HayeHve [1..65535];

* <ADDR>:<nn> — rge <ADDR>
UMeeT Bug, —
AAA.BBB.CCC.DDD/EE n
AAA-DDD npuvHumatot
3HayeHus [0..255], ann —
NMPUHUMAET 3HaYEeHNe
[1..65535];

+ <4BASN>:<nn> - rge
<4ASN> — npuHUmaeT
3HaueHue [1..4294967295],
NN — NPUHMMAET 3Ha4YeHne
[1..65535].

<ID> - ngeHTudmkartop
ak3emnnspa VPLS, 3apaetcs B
BM/E YMcna B gnanasoHe
[1..16384].

esr(config-bgp)# ve id <ID>

esr (config-bgp)# vpn id <ID> <ID> - naenTudukatop VPN,
3a7aeTcs B BUjE uMc/a B

JavanasoHe [1..4294967295].
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War OnucaHue KomaHpa Knoun
12 Ykasarth ve range (He 06513aTe/bHO). esr (config-bgp)# ve range <RANGE> — gnana3soH
<RANGE> NOEHTNOMKATOPOB NOrPaHNYHbIX

ycTpoiicte VPLS [8..100].

13 Ykazatb mtu (He 06513aTe/LHO). esr (config-bgp)# mtu <VALUE> - 3HayeHne MTU
<VALUE> [552..10000].
14 Bk/1lounThL MTHOPMpPOBaHME Tuna esr(config-bgp)# ignore
VHKancynsuum (He 06a3aTesibHo). encapsulation-mismatch
15 BKAOUMTb MTHOPUPOBAHUE 3HAUEHWIA esr(config-bgp)# ignore mtu-
MTU (He o6si3aTeNbHO). mismatch
16 B KoHTekcTe HacTpoliku address-family  esr(config-bgp-neighbor-af)#
[2vpn vpls npoTtokona BGP Bknountb send-community extended

nepegady pacluMpeHHbIX aTpruGyTOB.

12.6.2 Mpumep HacTpoiiku L2VPN VPLS

3apgaua:

HacTtpoutb L2VPN-cepBuc: Bce CE-ycTpolicTBa f0/MKHbI paboTaTb B pamkax O4HOro LWMPOKOBELLLATEeIbHOIO

[loMeHa.

CE1 gi1/0/4

RR
10 10.10.0.4

10.30.0.0/30

gi1/0/3 PE2
Lo1 10.10.0.2gi1/0/4 &i1/0/a CE2

£i1/0/4 10.20.0.0/30

192.168.0.2/24

192.168.0.1/24

10.22.0.0/30

8i1/0/3 i

PE3 gi1/0/a
Lo110.10.0.3
CE3 gi1/o/a

192.168.0.3/24
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PelwweHue:
MpengapuTenbHO HEOBX0AMMO:

* BkounTb nogaepxky Jumbo-thpeiiMoB ¢ nomoLLblo KoMaHap! "system jumbo-frames” (ans BCTynneHus
M3MEHEHUIA B cUy TpebyeTcs nepesarpyska ycTpoicTea);

+ HactpouTtb IP-agpeca Ha nHTepdericax cornacHo cxeme ceTu, NpuBeLeHHON Ha PUCYHKE BbILLE;

+ OpraHusoBaTb 06MeH MapLupyTamu mexay PE1, PE2, PE3 1 RR npu nomouym IGP-npotokona (OSPF, IS-
1S).

HacTtpoum mapupytusaTtop RR:

hostname RR
system jumbo-frames

router ospf 1
area 0.0.0.0
enable

exit

enable

exit

interface gigabitethernet 1/0/2
mtu 9500

ip firewall disable

ip address 10.30.0.2/30

ip ospf instance 1

ip ospf

exit

interface gigabitethernet 1/0/3
mtu 9500

ip firewall disable

ip address 10.31.0.2/30

ip ospf instance 1

ip ospf

exit

interface loopback 1

ip address 10.10.0.4/32

ip ospf instance 1

ip ospf

exit

mpls

ldp

router-id 10.10.0.4
address-family ipv4

interface gigabitethernet 1/0/2
exit

interface gigabitethernet 1/0/3
exit

exit

enable

exit

forwarding interface gigabitethernet 1/0/2
forwarding interface gigabitethernet 1/0/3
exit
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HacTtpoum BGP Route Reflector ana address family 12vpn:

RR(config)# router bgp 65500

RR(config-bgp)# router-id 10.10.0.4
RR(config-bgp)# neighbor 10.10.0.1

RR(config-bgp-neighbor)#
RR(config-bgp-neighbor)#
RR(config-bgp-neighbor)#
RR(config-bgp-neighbor)#
RR(config-bgp-neighbor-af)#
RR(config-bgp-neighbor-af)#
RR(config-bgp-neighbor-af)#
RR(config-bgp-neighbor)#
RR(config-bgp-neighbor)#

remote-as 65500
route-reflector-client
update-source 10.10.0.4
address-family 12vpn vpls
send-community extended
enable
exit
enable

exit

RR(config-bgp)# neighbor 10.10.0.2

RR(config-bgp-neighbor)#
RR(config-bgp-neighbor)#
RR(config-bgp-neighbor)#
RR(config-bgp-neighbor)#
RR(config-bgp-neighbor-af)#
RR(config-bgp-neighbor-af)#
RR(config-bgp-neighbor-af)#
RR(config-bgp-neighbor)#
RR(config-bgp-neighbor)#

remote-as 65500
route-reflector-client
update-source 10.10.0.4
address-family 12vpn vpls
send-community extended
enable
exit
enable

exit

RR(config-bgp)# neighbor 10.10.0.3

RR(config-bgp-neighbor)#
RR(config-bgp-neighbor)#
RR(config-bgp-neighbor)#
RR(config-bgp-neighbor)#
RR(config-bgp-neighbor-af)#
RR(config-bgp-neighbor-af)#
RR(config-bgp-neighbor-af)#
RR(config-bgp-neighbor)#
RR(config-bgp-neighbor)#
RR(config-bgp)# enable

remote-as 65500
route-reflector-client
update-source 10.10.0.4
address-family 12vpn vpls
send-community extended
enable
exit
enable

exit

HacTpoiika npotokona BGP Ha PE-maplipyTtusaropax:

MNpeaBapuTenbHas KOHUrypauus

hostname PE1l
system jumbo-frames

router ospf 1
area 0.0.0.0
enable

exit

enable

exit

interface gigabitethernet 1/0/1

mtu 9500
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ip firewall disable

ip address 10.20.0.1/30

ip ospf dinstance 1

ip ospfexit

interface gigabitethernet 1/0/2
mtu 9500

ip firewall disable

ip address 10.30.0.1/30

ip ospf dinstance 1

ip ospf

exitinterface gigabitethernet 1/0/3
mtu 9500

ip firewall disable

ip address 10.22.0.1/30

ip ospf dinstance 1

ip ospf

exit

interface loopback 1

ip address 10.10.0.1/32

ip ospf dinstance 1

ip ospf

exit

mpls

ldp

router-id 10.10.0.1
address-family ipv4

interface gigabitethernet 1/0/1
exit

interface gigabitethernet 1/0/2
exit

interface gigabitethernet 1/0/3
exit

exit
enable

exit

forwarding interface gigabitethernet 1/0/1
forwarding interface gigabitethernet 1/0/2
forwarding interface gigabitethernet 1/0/3

exit
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HacTpoiika npoTtokona BGP:

PE1(config)# router bgp 65500
PE1(config-bgp)# neighbor 10.10.0.4
PE2 (config-bgp)# router-id 10.10.0.1

PE1(config-bgp-neighbor)# remote-as 65500
PE1(config-bgp-neighbor)# update-source 10.10.0.1
PE1(config-bgp-neighbor)# address-family 12vpn vpls
PE1(config-bgp-neighbor-af)# send-community extended
PE1(config-bgp-neighbor-af)# enable
PE1(config-bgp-neighbor-af)# exit
PE1(config-bgp-neighbor)# enable

PE1(config-bgp-neighbor)# exit
PE1(config-bgp)# enable
PE1(config-bgp)# exit

Mpoeepum, uTo BGP-ceccus ycnewwHo yctaHoseHa ¢ RR:

PE1# show bgp neighbors
BGP neighbor 1is 10.10.0.4
BGP state: Established
Neighbor address: 10.10.0.4
Neighbor AS: 65500
Neighbor ID: 10.10.0.4
Neighbor caps: refresh enhanced-refresh restart-aware AS4
Session: internal multihop AS4
Source address: 10.10.0.1
Weight: 0
Hold timer: 110/180
Keepalive timer: 21/60
Uptime: 7375 s

HacTpoiika BGP Ha PE2:

MpepBapuTenbHas KOHUrypauus

hostname PE2
system jumbo-frames

router ospf 1
area 0.0.0.0
enable

exit

enable

exit
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interface gigabitethernet 1/0/1
mtu 9500

ip firewall disable

ip address 10.20.0.2/30

ip ospf dinstance 1

ip ospf

exit

interface gigabitethernet 1/0/2
mtu 9500

ip firewall disable

ip address 10.21.0.1/30

ip ospf dinstance 1

ip ospf

exit

interface gigabitethernet 1/0/3
mtu 9500

ip firewall disable

ip address 10.31.0.1/30

ip ospf dinstance 1

ip ospf

exit

interface loopback 1

ip address 10.10.0.2/32

ip ospf dinstance 1

ip ospf

exit

mpls

ldp

router-id 10.10.0.2
address-family ipv4

interface gigabitethernet 1/0/1
exit

interface gigabitethernet 1/0/2
exit

interface gigabitethernet 1/0/3
exit

exit

enable

exit

forwarding interface gigabitethernet 1/0/1
forwarding interface gigabitethernet 1/0/2
forwarding interface gigabitethernet 1/0/3

exit
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PE2(config)# router bgp 65500
PE2 (config-bgp)# router-id 10.10.0.2
PE2 (config-bgp)# neighbor 10.10.0.4

PE2 (config-bgp-neighbor)# remote-as 65500

PE2 (config-bgp-neighbor)# update-source 10.10.0.2

PE2 (config-bgp-neighbor)# address-family 12vpn vpls
PE2 (config-bgp-neighbor-af)# send-community extended
PE2 (config-bgp-neighbor-af)# enable

PE2 (config-bgp-neighbor-af)# exit

PE2 (config-bgp-neighbor)# enable

PE2 (config-bgp-neighbor)# exit
PE2 (config-bgp)# enable
PE2 (config-bgp)# exit

Y6eaumcs, uto ceccus ¢ RR nogHsnack ycnewHo:

PE2# show bgp neighbors

BGP neighbor 1is 10.10.0.4

BGP state: Established
Neighbor address: 10.10.0.4
Neighbor AS: 65500

Neighbor ID: 10.10.0.4
Neighbor caps: refresh enhanced-refresh restart-aware AS4
Session: internal multihop AS4
Source address: 10.10.0.2
Weight: 0

Hold timer: 113/180

Keepalive timer: 56/60

Uptime: 47 s
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HacTtpoiika BGP Ha PE3:

MpepBapuTenbHas KOHUrypayus

hostname PE3
system jumbo-frames

router ospf 1
area 0.0.0.0
enable

exit

enable

exit

interface gigabitethernet 1/0/2
mtu 9500

ip firewall disable

ip address 10.21.0.2/30

ip ospf dinstance 1

ip ospf

exit

interface gigabitethernet 1/0/3
mtu 9500

ip firewall disable

ip address 10.22.0.2/30

ip ospf dinstance 1

ip ospf

exit

interface loopback 1

ip address 10.10.0.3/24

ip ospf dinstance 1

ip ospf

exit

mpls

ldp

router-id 10.10.0.3
address-family ipv4

interface gigabitethernet 1/0/2
exit

interface gigabitethernet 1/0/3
exit

exit

enable

exit

forwarding interface gigabitethernet 1/0/2
forwarding interface gigabitethernet 1/0/3
exit
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PE3(config)# router bgp 65500
PE3 (config-bgp)# router-id 10.10.0.3
PE3 (config-bgp)# neighbor 10.10.0.4

PE3 (config-bgp-neighbor)# remote-as 65500

PE3 (config-bgp-neighbor)# update-source 10.10.0.3

PE3 (config-bgp-neighbor)# address-family 12vpn vpls
PE3 (config-bgp-neighbor-af)# send-community extended
PE3 (config-bgp-neighbor-af)# enable

PE3 (config-bgp-neighbor-af)# exit

PE3 (config-bgp-neighbor)# enable

PE3 (config-bgp-neighbor)# exit
PE3 (config-bgp)# enable
PE3(config-bgp)# exit

Mpoeepum, uTo ceccust BGP ycTaHOBNEHa ycneLLHo:

PE3# show bgp neighbors

BGP neighbor 1is 10.10.0.4

BGP state: Established
Neighbor address: 10.10.0.4
Neighbor AS: 65500

Neighbor ID: 10.10.0.4
Neighbor caps: refresh enhanced-refresh restart-aware AS4
Session: internal multihop AS4
Source address: 10.10.0.3
Weight: 0

Hold timer: 141/180

Keepalive timer: 27/60

Uptime: 77 s

Cnepytowym atanom Ha kaxaom PE-mapLupyTusatope co3gaaumM 6puaK-A0MeH 1 BKIOUYMM B HEMO MHTepdheiic

(Attachment circuit, AC), cmoTpsiLmii B cTopoHy CE:
PET:

PE1l(config)# bridge 1

PE1(config-bridge)# enable
PE1l(config-bridge)# exit

PE1l(config)# interface gigabitethernet 1/0/4
PE1l(config-if-gi)# mode switchport
PE1(config-if-gi)# bridge-group 1
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MpoBepuM, YTO MHTEPPEIC BKOUEH B OPUOK-A0MEH:

PE1# show interfaces bridge
Bridges Interfaces

bridge 1 gil/0/4

PE1# sh dinterfaces status bridge 1
Interface 'bridge 1' status information:
Description: --

Operational state: Up
Administrative state: Up
Supports broadcast: Yes
Supports multicast: Yes
MTU: 1500
MAC address: a8:f9:4b:ac:4d:15
Last change: 4 minutes and 22 seconds
Mode: Routerport
PE2:

PE2(config)# bridge 1

PE2(config-bridge)# enable

PE2 (config-bridge)# exit

PE2(config)# 1interface gigabitethernet 1/0/4
PE2(config-if-gi)# mode switchport

PE2 (config-if-gi)# bridge-group 1

PE2# show interfaces bridge 1
Bridges Interfaces

bridge 1 gil/0/4

PE2# sh dinterfaces status bridge 1
Interface 'bridge 1' status information:
Description: --

Operational state: Up
Administrative state: Up
Supports broadcast: Yes
Supports multicast: Yes
MTU: 1500
MAC address: a8:f9:4b:ad:f2:45
Last change: 10 seconds
Mode: routerport
PE3:

PE3(config)# bridge 1

PE3(config-bridge)# enable
PE3(config-bridge)# exit

PE3(config)# interface gigabitethernet 1/0/4
PE3(config-if-gi)# mode switchport
PE3(config-if-gi)# bridge-group 1
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PE3# show 1interfaces bridge

Bridges Interfaces

bridge 1 gil/0/4

PE3# sh dinterfaces status bridge

Interface Admin Link MTU MAC address Last change
Mode

state state

bridge 1 Up Up 1500 a8:f9:4b:ac:df:fo 1 minute and 21 seconds
Routerport

PE3# sh dinterfaces status bridge 1
Interface 'bridge 1' status information:
Description: --

Operational state: Up

Administrative state: Up

Supports broadcast: Yes

Supports multicast: Yes

MTU: 1500

MAC address: a8:f9:4b:ac:df:fo

Last change: 1 minute and 24 seconds
Mode: Routerport

[anee BbINo/HUM HacTpoiiky VPLS:
PE1:

Mepexoanm B KOHTEKCT HacTpoikm L2VPN 1 BK/IOUMM B HEFO 3apaHee CO34aHHbIi 6puaK-A0MEH.

PE1(config)# mpls

PE1(config-mpls)# 12vpn
PE1(config-12vpn)# vpls 12vpn
PE1(config-12vpn-vpls)# bridge-group 1

Ykaxkem RD, RT, VE-ID, VPN ID cornacHo cxeme ceTtn n akTuBUpyeM CepBUC:

© B HekoTOpbIX CNyyasx MOXHO OTKa3aTbCsl OT BBOAA TaKux napaMmeTpoB, Kak RD u RT: ecnu
ykasaTtb Tonibko VPN ID, To oHM 6yayT cchopmMupoBaHbl crieayowmm o6pasom: <Homep AS> :
<vpn-id>.
Hanpumep, ecTb HoMep aBTOHOMHOI cuctemMbl AS 65550, vpn-id ykasaH 10, Torga
creHepupylroTcsa cnegyiowme napameTpbl:
RD - 65550: 10.
RT import/export - 65550:10.

PE1(config-12vpn-vpls)# autodiscovery bgp
PE1(config-bgp)# rd 65500:100

PE1(config-bgp)# route-target import 65500:100
PE1(config-bgp)# route-target export 65500:100
PE1(config-bgp)# ve id 1

PE1(config-bgp)# vpn 1id 1

PE1l(config-bgp)# exit

PE1(config-12vpn-vpls)# enable
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Mocne akTnBaummn cepsuca NpoBEPMM, YTO B Tabnuue 12vpn nosiBuiack MapLupyTHasa nHdopmaymsa n oHa
aHoHcupyetcA Ha RR:

PE1# show bgp 12vpn vpls all
Status codes: * - valid, > - best, i - dinternal, S - stale
Origin codes: i - IGP, e - EGP, ? - 1incomplete

Codes Route Distinguisher VID VBO VBS Next hop Metric LocPrf Weight Path

*> 65500:100 1 1 10 -= -= -= -=

PE1# show bgp 12vpn vpls all neighbor 10.10.0.4 advertise-routes
Origin codes: i - IGP, e - EGP, ? - dincomplete

Route Distinguisher VID VBO VBS Next hop Metric LocPrf Path

65500:100 1 1 10 10.10.0.1 -= 100 i

x MoApOGHLIi BLIBOA aHOHCUMPOBAHHOMO MapupyTa *

PE1# show bgp 12vpn vpls all neighbor 10.10.0.4 advertise-routes ve-id 1 block
-offset 1
BGP routing table entry for 65500:100 VE ID 1 VE Block Offset 1

VE Block Size: 10

Label Base: 86

Next hop: 10.10.0.1

AS path: --

Origin: IGP

Local preference: 100

Extended Community: RT:65500:100

Layer2-info: encaps (VPLS), control flags(0x00), MTU (1500)

Mepexonum K HacTpoiike PE2:

PE2 (config-mpls)# 12vpn

PE2 (config-12vpn)# vpls 12vpn

PE2 (config-12vpn-vpls)# bridge-group 1
PE2 (config-12vpn-vpls)# autodiscovery bgp
PE2 (config-bgp)# rd 65500:100

PE2(config-bgp)# route-target export 65500:100
PE2(config-bgp)# route-target import 65500:100
PE2(config-bgp)# vpn 1id 2

PE2(config-bgp)# ve 1id 2

PE2(config-bgp)# exit

PE2 (config-12vpn-vpls)# enable
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Mposepsiem, uto PE2 aHOHCKpyeT MapLupyTHYIO Hpopmaumio Ha RR:

PE2# show bgp 12vpn vpls all neighbor 10.10.0.4 advertise-routes
Origin codes: i - IGP, e - EGP, ? - 1dincomplete

Route Distinguisher VID VBO VBS Next hop Metric LocPrf Path

65500:100 2 1 10 10.10.0.2 -- 100 i
B Tabnvue 12vpn BUAHbI Kak 1 CBOM MapLUpyThl, Tak 1 oT PET:

PE2# show bgp 12vpn vpls all
Status codes: * - valid, > - best, i - internal, S - stale
Origin codes: i - IGP, e - EGP, ? - 1dincomplete

Codes Route Distinguisher VID VBO VBS Next hop Metric LocPrf
*> 65500:100 2 1 10 - - -
*>7 65500:100 1 1 10 10.10.0.1 - 100

© nNpocmoTpeTb BbIUMCNEHHbIE CEPBUCHBIE METKN MOXHO C/leAyHoLWmUM 06pasoMm:

1)

PE2# show mpls 12vpn bindings

Neighbor: 10.10.0.1, PW ID: 2, VE ID: 1
Local label: 45

Encasulation Type: VPLS

Control flags: 0x00

MTU: 1500

Remote label: 87

Encasulation Type: VPLS

Control flags: 0x00

MTU: 1500

2)

PE2# show mpls forwarding-table

Local Outgoing Prefix Outgoing
label label or tunnel ID Interface
45 87 PwW ID 2 -

Weight Path

Next Hop

10.10.0.1
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MpoBepyM COCTOSIHVE CepBuca:

PE2# show mpls 12vpn vpls 12vpn

VPLS: 12vpn
bridge 1:
MTU: 1500
Status: Up
ACs:

gigabitethernet 1/0/4:
MTU: 1500
Status: Up

PWs:

PW ID 2, Neighbor 10.10.0.1:
MTU: 1500
Last change: 00:21:33
Status: Up

Mepexoanm K HacTpoiike PE3:

PE3# config

PE3(config)# mpls

PE3(config-mpls)# 12vpn

PE3(config-12vpn)# vpls 12vpn
PE3(config-12vpn-vpls)# bridge-group 1
PE3(config-12vpn-vpls)# autodiscovery bgp
PE3(config-bgp)# rd 65500:100

PE3(config-bgp)# route-target export 65500:100
PE3(config-bgp)# route-target import 65500:100
PE3(config-bgp)# ve 1id 3

PE3(config-bgp)# vpn id 3

PE3(config-bgp)# exit

PE3(config-12vpn-vpls)# enable

MpoBepsieM MapLUpyTHY MHopmaumio Ha PES:

PE3# show bgp 12vpn vpls all
Status codes: * - valid, > - best, i - internal, S - stale
Origin codes: i - IGP, e - EGP, ? - 1incomplete

Codes Route Distinguisher VID VBO VBS Next hop Metric LocPrf Weight Path
*> 65500:100 3 1 10 -- -- -- --

*>7 65500:100 2 1 10 10.10.0.2 - 100 0] i
*>7 65500:100 1 1 10 10.10.0.1 - 100 0] i

Y6egumcs, uto PE3 aHOHCHMpYET MapLUpyTHY nHopmaymio Ha RR:

PE3# show bgp 12vpn vpls all neighbor 10.10.0.4 advertise-routes
Origin codes: i - IGP, e - EGP, ? - dincomplete

Route Distinguisher VID VBO VBS Next hop Metric LocPrf Path

65500:100 3 1 10 10.10.0.3 -- 100 i
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MpoBepuM, YTO NCEBAO-NPOBOA NOCTPOEH Ao 06enx PE n Haxogutesa B ctatyce "UP":

PE3# show mpls 12vpn vpls 12vpn
VPLS: 12vpn

bridge 1:
MTU: 1500
Status: Up
ACs:
gigabitethernet 1/0/4:
MTU: 1500
Status: Up
PWs:
PW ID 3, Neighbor 10.10.0.2:
MTU: 1500
Last change: 00:06:08
Status: Up
PWw ID 3, Neighbor 10.10.0.1:
MTU: 1500
Last change: 00:06:08
Status: Up

MpoBEpPUM CETEBYIO AOCTYNHOCTb KIMEHTCKUX yCcTpoiicTB (CE):

CE3# ping 192.168.0.1

PING 192.168.0.1 (192.168.0.1) 56(84) bytes of data.

--- 192.168.0.1 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4004ms

rtt min/avg/max/mdev = 0.173/0.208/0.290/0.045 ms

CE3# ping 192.168.0.2

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.

--- 192.168.0.2 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4004ms

rtt min/avg/max/mdev = 0.158/0.204/0.255/0.032 ms

PE3# sh mac address-table bridge 1

VID MAC Address Interface Type

- a8:f9:4b:aa:11:08 gigabitethernet 1/0/4 Dynamic
- a8:f9:4b:aa:11:06 dypseudowire 3_10.10.0.1 Dynamic
- a8:f9:4b:aa:11:07 dypseudowire 3_10.10.0.2 Dynamic

3 valid mac entries

HacTpoiika L2VPN-cepBuca 3aBepLieHa.

12.7 Hacrtpoiika cepBuca L3VPN

Cepsuc L3VPN nossonser 06beAnHNTbL pacnpeaeneHHsie KnmeHTckme IP-cetn n obecneunTsb nepegavdy

Tpadmka mexay HUMK ¢ pamKax egnHoin VRF.

& B Texyueii peanusayumn npotokona MP-BGP nogaepxaHa nepegaya Tonbko VPN-IPv4

mMapupyToB (AFI = 1, SAFI = 128).
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ESR2
lo2.2.2.2
—
.2 | gil/0/1.10 gi1/o/1.20 | -2
Customer 1 10.10.10.0/30 20.20.20.0/30 CLIStOI‘I‘IF:r 1
RDES500:100 - - I RD65500:100
CE_SiteA . lo1.1.1.1 #i1/0/1.10 £i1/0/1.20 lo 3.3.3.3 _Site RTi rt 65500:100
RT impaort 65500:100 BE‘W’Z &i1/o/z MPLS Ei1/0/2 E1/0/2 oy :
: = .:' port 65500:100
RT export 65500:100 2 192.168320/30 .1 2| sit/o/La0 10130 | 1 5 192168.324/30 RD 65500:100
10.100.0.0/24 10.100.1.0/24
AS 65505
AS 65505
40.40.40.0/30 30.30.30.0/30
.2 | gil/o/1.40 gil/of130 | .2
—
ESR4
lo4.4.4.4
12.7.1 ANroputM HacTpOIiKu
War OnucaHue KomaHpga Knoun
1 HacTtpouTb agpecaunio n oauH 13
npotokosnos IGP Ha Bcex P n PE-
MapLupyTusaTopax.
2 HacTpouTtb pacnpocTpaHeHue
TPaHCMNOPTHbIX METOK NO NPOTOKO/Y
LDP.

3 Co3zpatb VRF. esr(config)# ip vrf <VRF> <VRF> - nms aksemnnsapa VRF,
3agaeTcs CTpokoi fo 31
cMmBona.

4 Ykasarb route distinguisher gns esr(config-vrf)# rd <RD> <RD> - 3HaueHune Route

naHHoro VRF. distinguisher, 3agaetcs B

O[IHOM U3 CNeAyHLLNX BUAOB:

+ <ASN>:<nn> - rge
<ASN> - npuHumaet
3HayeHue [1..65535], nn
— NPVHUMAET 3Ha4YeHne
[1..65535];

+ <ADDR>:<nn> - rge
<ADDR> umeet Bug —
AAA.BBB.CCC.DDD/EE u
AAA-DDD npunHnmatot
3HayeHus [0..255], ann —

NPVHUMAET 3HaYeHne
[1..65535];

* <4ASN>:<nn> - rge
<4ASN> — npuHumaet
3HayeHve
[1..4294967295], nn —

NPVHUMAET 3HaYeHne
[1..65535].
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War OnucaHue KomaHpa Knoun
5 YkasaTb route target import ans esr(config-vrf)# route-target <RT> - 3Ha4yeHue route-target,
AaHHoro VRF. import <RT> 3ajaeTcd B O4HOM U3

crnefylowmx BUAOB:

* <ASN>:<nn> - rge
<ASN> - npuHumaet
3HaueHue [1..65535], nn
— NPUHMMAET 3HaYeHne
[1..65535];

+ <ADDR>:<nn> - rge
<ADDR> nmeet Bug -
AAA.BBB.CCC.DDD/EE un
AAA-DDD npuHumatot
3HaveHusa [0..255], ann —
NPUHUMAET 3HaYeHne
[1..65535];

+ <4BASN>:<nn> - rge
<4ASN> - npuHumaet
3HayeHne
[1..4294967295], nn —
NPUHUMAET 3HaYeHne

[1..65535].
6 Yka3zaTtb route target export ans esr(config-vrf)# route-target <RT> - 3HaueHue route-target,
AaHHoro VRF. export <RT> 3ajaeTcd B O4HOM U3

crnefyowmx BUAOB:

* <ASN>:<nn> - rge
<ASN> - npuHumaet
3HauyeHue [1..65535], nn
— NPUHMMAaET 3HaYeHne
[1..65535];

* <ADDR>:<nn> - rge
<ADDR> nmeeTt Bug -
AAA.BBB.CCC.DDD/EE n
AAA-DDD npuHumatot
3HaueHusn [0..255], a nn -
NPUHUMAET 3HaYeHne
[1..65535];

+ <4BASN>:<nn> - rge
<4ASN> - npuHumaet
3HayeHue
[1..4294967295], nn -
NPUHUMAET 3HaYeHne
[1..65535].
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LWar OnucaHue

7 YKa3aTb paspeLleHHOe KOIMYeCTBO
MapLpytoB ansa gaHHoro VRF.

8 B pamkax HacTpoliku address-family
VPNv4 npotokona BGP Bk/ounTb

nepefavy pacluvpeHHbIX aTpruGyToB.

12.7.2 Mpumep HACTPOIIKK

3apgaua:

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa Knoun
esr(config-vrf)# ip protocols <PROTOCOL> - Bug
<PROTOCOLS> max-routes NpoTOKOMa, NPUHUMaET
<VALUE> 3HaueHust: rip (ToNbKo B

rno6anbHOM pexume), ospf,

isis, bgp;

<VALUE> - konnyecTtBO
MapLUPYTOB B MapLLpPYTHO
Tabnuue, NpMHUMaEeT 3Ha4YeHus

B AManasoHe:

* BGP

+ ESR-1000/1500/

1511/3200/ -
[1..5000000];

+ ESR-20/21/30/

- OSPF

100/200 -
[1..2500000].

nlIs-IS

ESR-1000/1500/
1511/3200 -
[1..500000];

+ ESR-20/21/30/

esr(config-bgp-neighbor-af)#
send-community extended

100/200 -
[1..300000].

HacTtpouTb L3VPN Ha 6a3e TexHonornv MPLS mexay ESR1T n ESR3. KoHeYHbIM pe3ynstatomM HacTPOKM
ABNISAETCA MOSAB/IEHNE CBA3HOCTU MEXAY y3namu, nogknoveHHbIMr K VRF Ha pasivyHbix mapLupytusaropax
cetu (To ecTb 06beanHeHne VRF Ha pasHbIx MapLupyTu3aTopax yepe3 MPLS-TpaHcnopT). Mpu 3aTom gomkHa
6bITb 06ecneyeHa nepefada cepsucHbix MPLS-meTok ana cepsuca L3VPN nocpeactsom MP-BGP v nepegava
TPaHCMOPTHbIX METOK A1 AOCTMXeHUA nexthop-agpecos nonyyeHHbIXx BGP-mapLupyTos.
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PelueHwe:
HacTpoiika agpecaunn v BkntodeHne IGP Ha P/PE-mapwpyTtnsatopax

ESR1

ESR1(config)# router ospf log-adjacency-changes

ESR1(config)# router ospf 1
ESR1(config-ospf)# router-id 1.1.1.1
ESR1(config-ospf)# area 0.0.0.0
ESR1(config-ospf-area)# enable
ESR1(config-ospf-area)# exit
ESR1(config-ospf)# enable
ESR1(config-ospf)# exit

ESR1(config)#

ESR1(config)# interface loopback 1

ESR1(config-loopback)# ip address 1.1.1.

ESR1(config-loopback)# ip ospf instance
ESR1(config-loopback)# ip ospf
ESR1(config-loopback)# exit

ESR1(config)#

ESR1(config)# 1interface gigabitethernet

ESR1(config-subif)#
ESR1(config-subif)#
ESR1(config-subif)#
ESR1(config-subif)#
ESR1(config-subif)#
ESR1(config)#

ip firewall disable

ip address 10.10.10.

ip ospf dinstance 1
ip ospf
exit

ESR1(config)# 1interface gigabitethernet

ESR1(config-subif)#
ESR1(config-subif)#
ESR1(config-subif)#
ESR1(config-subif)#
ESR1(config-subif)#
ESR1(config)#

ip firewall disable

ip address 40.40.40.

ip ospf dinstance 1
ip ospf
exit

ESR1(config)# system jumbo-frames
ESR1(config)# do commit
ESR1(config)# do confirm

1/32

1/0/1.10

1/30

1/0/1.40

1/30
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ESR2(config)# router ospf log-adjacency-changes
ESR2(config)# router ospf 1

ESR2 (config-ospf)# router-id 2.2.2.2
ESR2(config-ospf)# area 0.0.0.0
ESR2(config-ospf-area)# enable
ESR2(config-ospf-area)# exit

ESR2 (config-ospf)# enable

ESR2(config-ospf)# exit

ESR2(config)#

ESR2 (config)# interface loopback 1

ESR2 (config-loopback)# ip address 2.2.2.2/32
ESR2 (config-loopback)# ip ospf instance 1
ESR2 (config-loopback)# ip ospf

ESR2 (config-loopback)# exit

ESR2(config)#

ESR2 (config)# interface gigabitethernet 1/0/1.10
ESR2(config-subif)# ip firewall disable
ESR2(config-subif)# ip address 10.10.10.2/30
ESR2(config-subif)# ip ospf instance 1
ESR2(config-subif)# ip ospf
ESR2(config-subif)# exit

ESR2(config)#

ESR2 (config)# interface gigabitethernet 1/0/1.20
ESR2(config-subif)# ip firewall disable
ESR2(config-subif)# ip address 20.20.20.2/30
ESR2(config-subif)# ip ospf dinstance 1
ESR2(config-subif)# 1ip ospf
ESR2(config-subif)# exit

ESR2(config)#

ESR2(config)# system jumbo-frames
ESR2(config)# do commit

ESR2(config)# do confirm

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum
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ESR3

ESR3(config)# router ospf log-adjacency-changes
ESR3(config)# router ospf 1
ESR3(config-ospf)# router-id 3.3.3.3
ESR3(config-ospf)# area 0.0.0.0
ESR3(config-ospf-area)# enable
ESR3(config-ospf-area)# exit
ESR3(config-ospf)# enable

ESR3(config-ospf)# exit

ESR3(config)#

ESR3(config)# interface loopback 1
ESR3(config-loopback)# ip address 3.3.3.3/32
ESR3(config-loopback)# ip ospf instance 1
ESR3(config-loopback)# ip ospf
ESR3(config-loopback)# exit

ESR3(config)#

ESR3(config)# interface gigabitethernet 1/0/1.20
ESR3(config-subif)# ip firewall disable
ESR3(config-subif)# ip address 20.20.20.1/30
ESR3(config-subif)# ip ospf dinstance 1
ESR3(config-subif)# 1ip ospf
ESR3(config-subif)# exit

ESR3(config)#

ESR3(config)# interface gigabitethernet 1/0/1.30
ESR3(config-subif)# ip firewall disable
ESR3(config-subif)# ip address 30.30.30.1/30
ESR3(config-subif)# ip ospf dinstance 1
ESR3(config-subif)# 1ip ospf
ESR3(config-subif)# exit

ESR3(config)#

ESR3(config)# system jumbo-frames
ESR3(config)# do commit

ESR3(config)# do confirm

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum
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ESR4

ESR4 (config)# router ospf log-adjacency-changes
ESR4 (config)# router ospf 1

ESR4 (config-ospf)# router-id 4.4.4.4

ESR4 (config-ospf)# area 0.0.0.0

ESR4 (config-ospf-area)# enable

ESR4 (config-ospf-area)# exit

ESR4 (config-ospf)# enable

ESR4 (config-ospf)# exit

ESR4 (config)#

ESR4 (config)# interface loopback 1

ESR4 (config-loopback)# ip address 4.4.4.4/32
ESR4 (config-loopback)# ip ospf instance 1
ESR4 (config-loopback)# ip ospf

ESR4 (config-loopback)# exit

ESR4 (config)#

ESR4 (config)# interface gigabitethernet 1/0/1.40
ESR4 (config-subif)# ip firewall disable

ESR4 (config-subif)# ip address 40.40.40.2/30
ESR4 (config-subif)# ip ospf dinstance 1

ESR4 (config-subif)# ip ospf

ESR4 (config-subif)# exit

ESR4 (config)#

ESR4 (config)# interface gigabitethernet 1/0/1.30
ESR4 (config-subif)# ip firewall disable

ESR4 (config-subif)# ip address 30.30.30.2/30
ESR4 (config-subif)# ip ospf dinstance 1

ESR4 (config-subif)# 1ip ospf

ESR4 (config-subif)# exit

ESR4 (config)#

ESR4 (config)# system jumbo-frames

ESR4 (config)# do commit

ESR4 (config)# do confirm
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Heo6xoaumo y6eanTbes, 4To npoTokos1 OSPF 3anylieH Ha KaxaoM MapLipyTU3aTope:

ESR1# show ip ospf neighbors

Router ID
2.2.2.2
4.4.4.4
ESR1# show -ip
0 40.40.
8] (1.1.1.1)
0 * 30.30.
8] (3.3.3.3)
0 1.1.1.
8] (1.1.1.1)
0 * 4.4.4,
8] (4.4.4.4)
0 * 20.20.
(3.3.3.3)
0 10.10.
(1.1.1.1)
0 * 3.3.3
(3.3.3.3)
0 * 2.2.2.
(2.2.2.2)

Pri

128

128
ospf
40.0/30
30.0/30
1/32
4/32
20.0/30

10.0/30

.3/32

2/32

Full/BDR
Full/BDR

[150/10]

[150/20]

[150/0]

[150/10]

[150/20]

[150/10]

[150/20]

[150/10]

MexceTeBble aKkpaHbl cepun ESR. PyKoBOACTBO MO 3KCniyatauum

DTime Interface Router IP
00:39 gil/0/1.10 10.10.10.2
00:32 gil/0/1.40 40.40.40.2

dev gil/0/1.40
via 40.40.40.2
dev lol

via 40.40.40.2
via 10.10.10.2
dev gil/0/1.10
multipath

via 40.40.40.2
via 10.10.10.2

HacTpoiika LDP Ha P/PE-maplpyTunsatopax

ESR1

ESR1# config
ESR1(config)# mpls

ESR1(config-mpls)# ldp
ESR1(config-ldp)# address-family ipv4

ESR1(config-ldp-af-ipv4)# transport-address 1.1.1.1
ESR1(config-ldp-af-ipv4)# interface gigabitethernet 1/0/1.10
ESR1(config-ldp-af-ipv4-if)# exit
ESR1(config-ldp-af-ipv4)# interface gigabitethernet 1/0/1.40
ESR1(config-ldp-af-ipv4-if)# exit
ESR1(config-ldp-af-ipv4)# exit
ESR1(config-1ldp)# enable

ESR1(config-ldp)# exit
ESR1(config-mpls)# forwarding interface gigabitethernet 1/0/1.10
ESR1(config-mpls)# forwarding interface gigabitethernet 1/0/1.40

ESR1(config-mpls)# exit
ESR1(config)# do commit
ESR1(config)# do confirm

on

on

on

on
on

gi1/0/1.

gi1/0/1.

gi1/0/1.

gi1/0/1.
gi1/0/1.

[ospfl
40 [ospfl
[ospfl
40 [ospfl
10 [ospfl
[ospfl
[ospfl
40 weight 1
10 [ospfl

1970-01-0

1970-01-0

1970-01-0

1970-01-0

22:05:45]

22:05:33]

22:05:45]

22:05:45]
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ESR2

ESR2# config

ESR2(config)# mpls

ESR2(config-mpls)# 1ldp

ESR2(config-1ldp)# address-family ipv4

ESR2(config-ldp-af-ipv4)# transport-address 2.2.2.2

ESR2 (config-ldp-af-ipv4)# interface gigabitethernet 1/0/1.10
ESR2 (config-ldp-af-ipv4-if)# exit

ESR2 (config-ldp-af-ipv4)# interface gigabitethernet 1/0/1.20
ESR2 (config-ldp-af-ipv4-if)# exit

ESR2(config-ldp-af-ipv4)# exit

ESR2 (config-1dp)# enable

ESR2(config-ldp)# exit

ESR2 (config-mpls)# forwarding interface gigabitethernet 1/0/1.10
ESR2 (config-mpls)# forwarding interface gigabitethernet 1/0/1.20
ESR2(config-mpls)# exit

ESR2(config)# do commit

ESR2(config)# do confirm

ESR3

ESR3# config

ESR3(config)# mpls

ESR3(config-mpls)# 1ldp

ESR3(config-1ldp)# address-family ipv4

ESR3(config-ldp-af-ipv4)# transport-address 3.3.3.3
ESR3(config-ldp-af-ipv4)# -dinterface gigabitethernet 1/0/1.20
ESR3(config-ldp-af-ipv4-if)# exit

ESR3(config-ldp-af-ipv4)# interface gigabitethernet 1/0/1.30
ESR3(config-ldp-af-ipv4-if)# exit

ESR3(config-ldp-af-ipv4)# exit

ESR3(config-1dp)# enable

ESR3(config-ldp)# exit

ESR3(config-mpls)# forwarding interface gigabitethernet 1/0/1.20
ESR3(config-mpls)# forwarding interface gigabitethernet 1/0/1.30
ESR3(config-mpls)# exit

ESR3(config)# do commit

ESR3(config)# do confirm
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ESR4

ESR4# config

ESR4 (config)# mpls

ESR4 (config-mpls)# 1ldp

ESR4 (config-1dp)# address-family ipv4

ESR4 (config-ldp-af-ipv4)# transport-address 4.4.4.4

ESR4 (config-ldp-af-ipv4)# interface gigabitethernet 1/0/1.30
ESR4 (config-ldp-af-ipv4-if)# exit

ESR4 (config-ldp-af-ipv4)# interface gigabitethernet 1/0/1.40
ESR4 (config-ldp-af-ipv4-if)# exit

ESR4 (config-ldp-af-ipv4)# exit

ESR4 (config-1dp)# enable

ESR4 (config-ldp)# exit

ESR4 (config-mpls)# forwarding interface gigabitethernet 1/0/1.30
ESR4 (config-mpls)# forwarding interface gigabitethernet 1/0/1.40
ESR4 (config-mpls)# exit

ESR4 (config)# do commit

ESR4 (config)# do confirm

[nsi npoBepkn cxoammocTy LDP MOXHO BOCNO/b30BaTbCS OAHON 13 CEAYOLLIMX KOMaHA;

ESR1# show mpls ldp neighbor
Peer LDP ID: 2.2.2.2; Local LDP ID 1.1.1.1
State: Operational
TCP connection: 2.2.2.2:33933 - 1.1.1.1:646
Messages sent/received: 1059/1070
Uptime: 17:32:07
LDP discovery sources:
gigabitethernet 1/0/1.10
Peer LDP ID: 4.4.4.4; Local LDP ID 1.1.1.1
State: Operational
TCP connection: 4.4.4.4:40894 - 1.1.1.1:646
Messages sent/received: 1376/1386
Uptime: 22:38:38
LDP discovery sources:
gigabitethernet 1/0/1.40

Hactpoiika MP-BGP

Cosgaavm VRF Ha ESR1 1 ESR3 cooTtBeTcTBEHHO. YKakeM RD, rt-export/import B COOTBETCTBMM CO CXEMOWA,
HacTpouM nHTepdpelic ana Banmopeicteus ¢ CE (CE-SiteA n CE-SiteB). [jononHuTensHoO co3gaamm route-map
[ANS paspeLLeHnss aHOHCMPOBaHUA MapLUPYTOB No npoTokosy BGP:

& Be3 ykasaHus atpubyToB RD u RT mapwpyTHas uHgopmauus He nonaget B Taénuuy VPNv4.
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ESR1

ESR1(config)# ip vrf Customerl
ESR1(config-vrf)# ip protocols bgp max-routes 1000
ESR1(config-vrf)# rd 65500:100
ESR1(config-vrf)# route-target import 65500:100
ESR1(config-vrf)# route-target export 65500:100
ESR1(config-vrf)# exit

ESR1(config)# 1interface gigabitethernet 1/0/2
ESR1(config-if-gi)# ip vrf forwarding Customerl
ESR1(config-if-gi)# description "Customerl"
ESR1(config-if-gi)# ip firewall disable
ESR1(config-if-gi)# ip address 192.168.32.1/30
ESR1(config-if-gi)# exit

ESR1(config)# route-map OUTPUT
ESR1(config-route-map)# rule 1
ESR1(config-route-map-rule)# action permit
ESR1(config-route-map-rule)# exit
ESR1(config-route-map)# exit

ESR1(config)# do commit

ESR1(config)# do confirm

ESR3

ESR3(config)# ip vrf Customerl
ESR3(config-vrf)# ip protocols bgp max-routes 1000
ESR3(config-vrf)# rd 65500:100
ESR3(config-vrf)# route-target export 65500:100
ESR3(config-vrf)# route-target import 65500:100
ESR3(config-vrf)# exit

ESR3(config)# interface gigabitethernet 1/0/2
ESR3(config-if-gi)# ip vrf forwarding Customerl
ESR3(config-if-gi)# description "Customerl"
ESR3(config-if-gi)# ip firewall disable
ESR3(config-if-gi)# ip address 192.168.32.5/30
ESR3(config-if-gi)# exit

ESR3(config)# route-map OUTPUT
ESR3(config-route-map)# rule 1
ESR3(config-route-map-rule)# action permit
ESR3(config-route-map-rule)# exit
ESR3(config-route-map)# exit

ESR3(config)# do commit

ESR3(config)# do confirm
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HacTtpoum iBGP mexay ESR1 n ESR3. Bkntounm otnpasky extended community Ha 060ux ycTpoicTeax:

ESR1

ESR1(config)# router bgp log-neighbor-changes
ESR1(config)# router bgp 65500

ESR1(config-bgp)# router-id 1.1.1.1

ESR1(config-bgp)# enable

ESR1(config-bgp)# neighbor 3.3.3.3
ESR1(config-bgp-neighbor)# remote-as 65500
ESR1(config-bgp-neighbor)# update-source 1.1.1.1
ESR1(config-bgp-neighbor)# enable
ESR1(config-bgp-neighbor)# address-family vpnv4 unicast
ESR1(config-bgp-neighbor-af)# send-community extended
ESR1(config-bgp-neighbor-af)# enable
ESR1(config-bgp-neighbor-af)# exit
ESR1(config-bgp-neighbor)# exit

ESR1(config-bgp)# exit

ESR1(config)# do commit

ESR1(config)# do confirm

ESR3

ESR3(config)# router bgp log-neighbor-changes
ESR3(config)# router bgp 65500

ESR3(config-bgp)# router-id 3.3.3.3

ESR3(config-bgp)# enable

ESR3(config-bgp)# neighbor 1.1.1.1
ESR3(config-bgp-neighbor)# remote-as 65500
ESR3(config-bgp-neighbor)# update-source 3.3.3.3
ESR3(config-bgp-neighbor)# enable
ESR3(config-bgp-neighbor)# address-family vpnv4 unicast
ESR3(config-bgp-neighbor-af)# send-community extended
ESR3(config-bgp-neighbor-af)# enable
ESR3(config-bgp-neighbor-af)# exit
ESR3(config-bgp-neighbor)# exit

ESR3(config-bgp)# exit

ESR3(config)# do commit

ESR3(config)# do confirm
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Heo6xoanmo y6eanTbes, uTo BGP-ceccunsi yenewHo ycTaHoBeHa:

ESR1# show bgp neighbors

BGP neighbor 1is 3.3.3.3
BGP state: Established
Neighbor address: 3.3.3.3
Neighbor AS: 65500
Neighbor ID: 3.3.3.3
Neighbor caps: refresh enhanced-refresh restart-aware AS4
Session: internal multihop AS4
Source address: 1.1.1.1
Weight: 0
Hold timer: 126/180
Keepalive timer: 40/60
Address family ipv4 unicast:
Default originate: No
Default information originate: No
Uptime: 88495 s

HacTtpoiika mapwpyTtusauumn PE-CE

CornacHo Tonosnoruu, Customer1 aHoHcupyeT no BGP (AS65505) noaceTs 10.100.0.0/24. Heo6xoanmo
HaCTpPOMTb COOTBETCTBYOLLME MHTEepdieiickl, eBGP mexay ESR1 n CE_SiteA. Takke He06Xx0AMMO paspeLlmnTb
aHOHCKMpOBaHMe MapLLpPyToB B CTOpPOHY PE.

© nNo ymonuanuio ans eBGP aHOHCHMpOBaHMe MapLIPYTOB 3anpeLeHo, HE0GX0AMMO HACTPOUTL
paspeLiatouee npasuno. Ansa iBGP aHoOHCMpoBaHMe MapLUPYTOB paspeLleHo.
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Heobxoanmasn kKoHpurypauusa Ha mappyTtusatope CE-SiteA:

CE _SiteA

CE-SiteA(config)# interface gigabitethernet 1/0/2
CE-SiteA(config-if-gi)# ip firewall disable
CE-SiteA(config-if-gi)# ip address 192.168.32.2/30
CE-SiteA(config-if-gi)# exit

CE-SiteA(config)# interface loopback 1
CE-SiteA(config-loopback)# ip address 10.100.0.1/24
CE-SiteA(config-loopback)# exit

CE-SiteA(config)# route-map OUTPUT
CE-SiteA(config-route-map)# rule 1
CE-SiteA(config-route-map-rule)# match ip address 10.100.0.0/24
CE-SiteA(config-route-map-rule)# action permit
CE-SiteA(config-route-map-rule)# exit
CE-SiteA(config-route-map)# exit

CE-SiteA(config)# router bgp log-neighbor-changes
CE-SiteA(config)# router bgp 65505
CE-SiteA(config-bgp)# router-id 192.168.32.1
CE-SiteA(config-bgp)# neighbor 192.168.32.1
CE-SiteA(config-bgp-neighbor)# remote-as 65500
CE-SiteA(config-bgp-neighbor)# allow-local-as 1
CE-SiteA(config-bgp-neighbor)# update-source 192.168.32.2
CE-SiteA(config-bgp-neighbor)# address-family 1ipv4 unicast
CE-SiteA(config-bgp-neighbor-af)# route-map OUTPUT out
CE-SiteA(config-bgp-neighbor-af)# enable
CE-SiteA(config-bgp-neighbor-af)# exit
CE-SiteA(config-bgp-neighbor)# enable
CE-SiteA(config-bgp-neighbor)# exit
CE-SiteA(config-bgp)# address-family ipv4 unicast
CE-SiteA(config-bgp-af)# network 10.100.0.0/24
CE-SiteA(config-bgp-af)# exit

CE-SiteA(config-bgp)# enable

CE-SiteA(config-bgp)# exit

CE-SiteA(config)# do commit

CE-SiteA(config)# do confirm
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Mepexoanm K HacTpoiike eBGP Ha mapupyTusatope ESR1.
Coszpgannm eBGP-ceccuto ¢ CE_SiteA n paspewunm nepegavy mapLipytos BGP-nupy:

ESR1

ESR1(config)# router bgp 65500

ESR1(config-bgp)# vrf Customerl

ESR1(config-bgp-vrf)# router-id 192.168.32.1
ESR1(config-bgp-vrf)# neighbor 192.168.32.2
ESR1(config-bgp-vrf-neighbor)# remote-as 65505
ESR1(config-bgp-vrf-neighbor)# update-source 192.168.32.1
ESR1(config-bgp-vrf-neighbor)# address-family ipv4 unicast
ESR1(config-bgp-neighbor-af-vrf)# route-map OUTPUT out
ESR1(config-bgp-neighbor-af-vrf)# enable
ESR1(config-bgp-neighbor-af-vrf)# exit
ESR1(config-bgp-vrf-neighbor)# enable
ESR1(config-bgp-vrf-neighbor)# exit
ESR1(config-bgp-vrf)# address-family ipv4 unicast
ESR1(config-bgp-vrf-af)# redistribute connected
ESR1(config-bgp-vrf-af)# redistribute bgp 65500
ESR1(config-bgp-vrf-af)# exit

ESR1(config-bgp-vrf)# enable

ESR1(config-bgp-vrf)# exit

ESR1(config-bgp)# exit

ESR1(config)# do commit

ESR1(config)# do confirm

& Tpu nepepaue mapuwpyTtoB u3 VRF B Tabnuuy VPNv4 ocTatouHo HacTpouTb nepegady

(redistribute) mapwpyTtoB B aTom VRF.
Mpumep koHdurypauum nepegaum B VPNv4 ta6nuuy connected- u static-cereii:

ESR1(config)# router bgp 65500

ESR1(config-bgp)# router-id 1.1.1.1
ESR1(config-bgp)# neighbor 3.3.3.3
ESR1(config-bgp-neighbor)# remote-as 65500
ESR1(config-bgp-neighbor)# update-source 1.1.1.1
ESR1(config-bgp-neighbor)# enable
ESR1(config-bgp-neighbor)# address-family vpnv4 unicast
ESR1(config-bgp-neighbor-af)# send-community extended
ESR1(config-bgp-neighbor-af)# enable
ESR1(config-bgp-neighbor-af)# exit
ESR1(config-bgp-neighbor)# exit

ESR1(config-bgp)# enable

EESR1(config-bgp)# vrf Customerl
ESR1(config-bgp-vrf)# address-family ipv4 unicast
ESR1(config-bgp-vrf-af)# redistribute connected
ESR1(config-bgp-vrf-af)# redistribute static
ESR1(config-bgp-vrf-af)# exit
ESR1(config-bgp-vrf)# exit

ESR1(config-bgp)# exit

ESR1(config)# do commit

ESR1(config)# do confirm
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,ﬂ.ﬂﬂ MPOBEPKU MPUHATBIX N aHOHCUPOBAHHbLIX MapLUPyTOB MOXXHO BOCINOJ/1Ib30BaTbCA C/ieayroumMmm KoMaHaamMmn:

ESR1# show bgp vpnv4 unicast vrf Customerl neighbors 192.168.32.2 advertise-routes
Status codes: u - unicast, b - broadcast, m - multicast, a - anycast

* — valid, > - best
Origin codes: i - IGP, e - EGP, ? - 1incomplete

Network Next Hop Metric LocPrf Weight Path
*> u 10.100.1.0/24 192.168.32.1 100 65500 A
*> u 192.168.32.4/30 192.168.32.1 100 65500 1

BbIBOA, @aHOHCHPYEMbIX MapLLPYTOB AN ONpefeneHHoro nipa. MapLupyTHas MHopmauus oTobpaxaeTcst
nocne NpUMeHeHus1 hnnbTpaLmm:

ESR1# show bgp vpnv4 unicast vrf Customerl neighbors 192.168.32.2 routes
Status codes: u - unicast, b - broadcast, m - multicast, a - anycast

* - valid, > - best
Origin codes: i - IGP, e - EGP, ? - 1dincomplete

Network Next Hop Metric LocPrf Weight Path
*> u 10.100.0.0/24 192.168.32.2 100 0 65505

BbIBOA, NPVHATON MapLIpyTHOW MHChopMaLMKn OT onpeaeneHHoro nupa. MapLipyTHast nHchopmMaums
oTobpaxaeTtcs nocse NpUMeHeHUst hunsTpaumu.
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CE-SiteB
Heobxoanmo npogenarb CXoxue onepauun mexay mapwpyTtunsaropamm ESR3 n CE_SiteB.

Mpoun3BecTn HaCTPOIKYy COOTBETCTBYHOLLMX MHTepdelicoB 1 co3gatb eBGP-ceccuio mexay ESR3 n CE_SiteB:

CE-SiteB

CE-SiteB(config)# interface gigabitethernet 1/0/2
CE-SiteB(config-if-gi)# ip firewall disable
CE-SiteB(config-if-gi)# ip address 192.168.32.6/30
CE-SiteB(config-if-gi)# exit

CE-SiteB(config)#

CE-SiteB(config)# interface loopback 1
CE-SiteB(config-loopback)# ip address 10.100.1.1/24
CE-SiteB(config-loopback)# exit

CE-SiteB(config)#

CE-SiteB(config)# route-map OUTPUT
CE-SiteB(config-route-map)# rule 1
CE-SiteB(config-route-map-rule)# match ip address 10.100.1.0/24
CE-SiteB(config-route-map-rule)# action permit
CE-SiteB(config-route-map-rule)# exit
CE-SiteB(config-route-map)# exit

CE-SiteB(config)#

CE-SiteB(config)# router bgp 65505
CE-SiteB(config-bgp)# router-id 192.168.32.6
CE-SiteB(config-bgp)# neighbor 192.168.32.5
CE-SiteB(config-bgp-neighbor)# remote-as 65500
CE-SiteB(config-bgp-neighbor)# allow-local-as 1
CE-SiteB(config-bgp-neighbor)# update-source 192.168.32.6
CE-SiteB(config-bgp-neighbor)# address-family 1dipv4 unicast
CE-SiteB(config-bgp-neighbor-af)# route-map OUTPUT out
CE-SiteB(config-bgp-neighbor-af)# enable
CE-SiteB(config-bgp-neighbor-af)# exit
CE-SiteB(config-bgp-neighbor)# enable
CE-SiteB(config-bgp-neighbor)# exit
CE-SiteB(config-bgp)# address-family ipv4 unicast
CE-SiteB(config-bgp-af)# network 10.100.1.0/24
CE-SiteB(config-bgp-af)# exit

CE-SiteB(config-bgp)# enable

CE-SiteB(config-bgp)# exit

CE-SiteB(config)# do commit

CE-SiteB(config)# do confirm
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Co ctopoHbl ESR3 Takxke HacTpouTb eBGP 1 paspelumnTb nepegady mapLupyTHon nHgpopmauymm n3 VRF B
Tabnuuy VPNv4:

ESR3

router bgp 65500

ESR3(config)# router bgp 65500

ESR3(config-bgp)# vrf Customerl

ESR3(config-bgp-vrf)# router-id 192.168.32.5
ESR3(config-bgp-vrf)# neighbor 192.168.32.6

ESR3 (config-bgp-vrf-neighbor)# remote-as 65505

ESR3 (config-bgp-vrf-neighbor)# update-source 192.168.32.5
ESR3(config-bgp-vrf-neighbor)# address-family 1ipv4 unicast
ESR3 (config-bgp-neighbor-af-vrf)# route-map OUTPUT out
ESR3(config-bgp-neighbor-af-vrf)# enable
ESR3(config-bgp-neighbor-af-vrf)# exit

ESR3 (config-bgp-vrf-neighbor)# enable
ESR3(config-bgp-vrf-neighbor)# exit
ESR3(config-bgp-vrf)# address-family ipv4 unicast
ESR3(config-bgp-vrf-af)# redistribute connected
ESR3(config-bgp-vrf-af)# redistribute bgp 65500
ESR3(config-bgp-vrf-af)# exit

ESR3(config-bgp-vrf)# enable

ESR3(config-bgp-vrf)# exit

ESR3(config-bgp)# exit

ESR3(config)# do commit

ESR3(config)# do confirm

[na npocmotpa VPNv4-Tabnmubl BOCNO/1b30BaTbCA KOMaHAOM:

ESR1# show bgp vpnv4 unicast all
Status codes: * - valid, > - best, i - internal, S - stale
Origin codes: i - IGP, e - EGP, ? - dincomplete

Codes Route Distinguisher IP Prefix Next hop Metric Label LocPrf
Weight Path

*> 65500:100 10.100.0.0/24 -= -= 23 -= -=
?
*>7 65500:100 192.168.32.4/30 3.3.3.3 -= 84 100 0
i

*>7 65500:100 10.100.1.0/24 3.3.3.3 -= 84 100 0
.i

JaHHas komaHga BbIBOANUT BCe NpuHATbie VPNvA-mapLipyThl Noc/e NpUMeEHEHNA dounstpauun.

12.8 BbanaHcuposBka Tpacuka MPLS

MapupyTusatopbl ESR uMeoT MHorosiiepHyto apxutektypy. OgHMM U3 NepBbiX 3BEHbEB 06PabOTKM
noctynatouero Tpadgmka siensietcs load balancer daemon (Ibd), KoTopblii BbINOMHSET ABE OCHOBHbIX (OYHKLIMM:

1. PaBHOMepHO pacnpegensiet Harpy3ky mexay scemu CPU mapLupyTusatopa.
2. BbisiBNSieT aHOMasibHble CMTyauumn ¢ BbICOKOW Harpy3koi Ha otaenbHble CPU 1 nepepacnpegenset
06paboTky ¢ aTux CPU Ha MeHee 3arpy>XeHHble.

377



MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

MPLS =2

- SO —— &
Labeln —
DATA CPUn ESR

Mo ymonyaHuio Ibd ncnonbsyet Tonbko MPLS-MeTkM ANs BbIYMCNEHMSA XeLWa U Aa/lbHENLLErO pacnpeaeneHns
Harpy3ku Ha pa3nuyHble CPU. [laHHOe noBeAeHne He Bcerga gaet NpemmyLLecTBo, 0CO6eHHO Korga
CyLecTBytoT "60/blume" ogHopoaHble noTokn MPLS-Tpadmka. s no6aBneHnss SHTPONUnM B XeL MOXHO
BK/THOUUTb AOMONHUTENBHBIN DYHKUMOHA:

© cpuload-balance mpls passenger ip
BkntouaeT BO3MOXHOCTb "3arnsagbiBatb’ ganblie MPLS-3aronoBka gns novcka IP-3aronoska n
po6aBneHuns ip-src u ip-dst B pacuer xewa:
Ansa L3VPN: naet nouck napsl ip-src u ip-dst B ip-3aronoeke, Haxogawmmcs 3a MPLS-
3aro/1I0BKOM.

L3 PDU ‘

‘ ethernet ‘ mpls labels ‘ ip header | ip src ip dst Data FCS ‘

Ans L2VPN: ESR nonbiTaetca "3arnsHyTh" B ethernet-cppeiim (koTopblii HaxoauTca 3a mpls-
3arosioBKOM) U NOIy4UTh ip-src u ip-dst B ip-3aronoBke ans Ao6aBneHns B pacuyeT xelua.

ethernet ‘ mpls labels ‘ L2 Data

ip header |ip srcip dst FCS

© cpuload-balance mpls passenger ip-over-ethernet-pseudowire-with-cw
cpu load-balance mpls passenger ip-over-ethernet-pseudowire-without-cw
Mo3BonseT ABHO yKa3aTb, UCMNOJIb3yeTcA v npu noctpoeHun L2VPN cyHkumoHan Control Word.
3T0 NO3BONSAET UCK/IIOUUTL BO3HUKHOBEHUE OLUNGKMK, KOraa naket ¢ Hannumem Control word
MOXET ObITb OLUIMGOYHO pacno3HaH Kak nakeT 6e3 Hero.

Mpw xelwmnpoBaHuy MPLS-MeTOK AeACTBYIOT CriefytoLime orpaHnyeHuns:

+ B pacuet He pobasnstotcst meTku 0-15 (Special-Purpose Labels) — cm. RFC 7274;

+ B pacuet He gobaBnsieTcs MeTKa, EC/IM HEMOCPEACTBEHHO Nepea Heli cneayeT metka 15 (Extension
Label) — cm. RFC 7274;

+ B pacuert xewa gob6asnsercs He 6onee TPEX METOK.

& Bo ns6exaHue nageHus LDP-ceccum npu 60nbLuoii Harpyske Ha CPU maplupyTtusaTtopa Ha
mopgensx ESR-200, ESR-1000, ESR-1500 nocne BkntovyeHUA PyHKUMOHaNa BCe NaKeThbl
npoTtokona LDP 6yayT o6pabaTtbiBatbecsa ynpasnswwmumu CPU (Management CPU), KoTopble He
y4yacTBYyHOT B 06pa6oTKe Tpacuka. Ans Hux — ato CPU 0.
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12.8.1 Mpumep HACTPOWKK

3apgava:

Bkntountb 6anaHcupoBky L2VPN-Tpadmka 6e3 ncnonb3oBaHuns goyHkumoHana Control Word.

PewieHune:

ESR

ESR(config)# system cpu load-balance mpls passenger 1ip
ESR(config)# system cpu load-balance mpls passenger ipoe-pw-without-cw

12.9 Pa6ota c 6pugx-gomeHomMm B pamkax MPLS

[ns opraHnzauun L2VPN-cepBuca He06x04MMo HaCTPOUTb Ha YCTPOUCTBE BpuaK-4OMEH, co3aTb Tpebyemble
AC, PW (LDP-signaling) v cBsi3aTb BCe AaHHble 3/IEMEHTbI C OPUIK-AOMEHOM.

® Ansa point-to-point 6puaX-A0MeH Co34aeTCsA aBTOMATUUECKM.

CE1

PE2

Pseudowire 10 ‘ ’

Data flow

Mexay anemeHTamMmm 6puak-40MeHa OCYLLIECTB/ISETCS KOMMYyTaLMs Tpagvika Ha OCHOBAHWUM NepPeUncrieHHbIX
npasu:

1. Ans kaxgoro 6pumk-gomeHa aBTomarnyeckm cosgaetcs Tabnvua MAC-agpecos no aHanornm ¢

Ethernet-kommyTtatopamu. Ethernet-kagpbl KOMMyTUpyOTCA Ha OCHOBaHUM aHanm3a MAC-aapeca

nonyyatens (DST MAC).

Kaapbl ¢ nssectHbiM DST MAC 6yayT oTnpaBnsTbCs B COOTBETCTBYOWME AC/PW.

Kagpbl ¢ HemssecTHbIM DST MAC, broadcast- n multicast-kagpsi (1. H. BUM-Tpacpuk, "Broadcast,

Unknown unicast n Multicast") 6yayT oTnpaBnsiTbCs BO BCE 3/1IEMEHTbI GPUXK-A0MEHa, 3a UCK/THUYEHNEM

Toro anemeHTa (AC nm6o PW), ¢ KOTOpPOro BOLL/N B GPUAK-[OMEH.

4. Mpun kommyTaumm yunteiBatotca DST MAC B kagpax, HO He yuuTbiBatoTcs VLAN-Terun, umetowpmeca Ha
Kagpax — Takum 06pas3om, KOMMyTaumsa BHYTpY 6puak-gomeHa He ansetcs "VLAN-aware".

wn
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& B Tekyleii peanusauum 6pumK-g40MeH He NponycKaeT Tpauk NPOTOKO/IOB KaHA/IbHOIo
ypoBHs, Takux Tak: STP, LLDP, CDP u T. A.

Bpuax-gomeH MOXeT paboTaTb B ABYX TPAHCNOPTHLIX pexunmax: ethernet nnm vlian. TpaHCNOPTHBIX PEXUM
3a/laeT npasBuna 06paboTkm Tpadrka Ha BXoAe 1 BbIXOAe C OpUMK-A0MEHA.

B LDP signaling no ymonuaHuto ncnons3ayetcsi ethernet mode (Raw mode, type 5). 151 KaXA0ro OTAENbHOMO
ak3emnnsipa VPLS MOXHO 3aaTb TPAHCMOPTHbIN PEXNM.

B BGP signaling 6puax-aomeH pabotaeT TonbKo B ethernet mode.

PE1# config

PE1(config)# mpls

PE1(config-mpls)# 12vpn

PE1(config-12vpn)# vpls MARTINI_br
PE1(config-12vpn-vpls)# transport-mode vlan

PE1# sh mpls 12vpn pseudowire
Neighbor PW ID Sig Type Status

10.10.0.2 200 LDP Eth Tagged Up

& B LDP signaling TpaHCcnopTHbIii pexxum cornacyetcs mexay PE B npouecce co3gaHus nceepo-
npoBoja, N0O3TOMY OH AlO/MKEeH coBnagaTb Ha o6oux PE.

PaccmoTtpum npasuna o6paboTku Tpaduka:

1. Ethernet (Raw) mode:

+ Ecnu AC aBnsietca cab-uHTepdeincom, To vlan-ter nepeg nomelleHne B 6puax cHumaetcs. MNpu Bbixoae
13 6puaka vlan-ter BocctaHaB/MBaeTCs.

+ Ecnu AC aBnsieTcs MHTepgeincom, To TerMpoBaHHbIA U HETErMPOBAHHbIN Tpauky NPOXoAAT B 060MX
HanpasneHuax 6e3 moancrkayuia.

CEl AC PE1 Pseudowire 10 PE2 AC CE2
\ ’ gi 1/0/4.100 gi 17011 gi 1/011 mm 1/0/4 ‘ ’
l K bridge10 bridges)

eth [vlanid [ T eth - X eth | l K
frame | 100 ek ‘ e ‘ frame ‘ datar| v frame | i |

interface gigabitethernet 1/0/4.100
mode switchport
bridge-group 10

12vpn
pw-class pw_example
exit
vpls ethetnet mode_exmple
bridge-group 10
transport-moede ethernet

interface gigabitethernet 1/0/4
bridge-group 20
exit

12vpn
pw-class pw_example
exit
vpls ethrnet_mode_example
bridge-group 20
transport-mode ethernet

D

Mpegnonoxum, PET n PE2 ckoHgurypupoBaHsbl B ethernet mode. Co cTopoHbl PET B 6pnak-40MeH BKIOUYEH
cab-uHTepdeiic gigabitethernet 1/0/4.100, noatomy vlan-ter (vlan id 100) ¢ BxoasLero Tpacuka 6yaet
yaaneH nepep nomelleHmem B Pseudowire 10 (COOTBETCTBEHHO, BOCCTAHOB/EH NpU Tpadhmke B CTOPOHY AC).
C papyroii ctopoHsbl, AC Ha PE2 siBnsieTcst HTepdencom, 3HaunT Tpadank 6yaet npoxoautb 6e3 moandmkaunii B

0060uX Han paBneHnsax.
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2. Vlan (Tagged) mode:
+ Ecnu AC aBnsetcsa cab-uHTepdiencom, To vlan-ter nepeg nomelleHmem B 6pumk coxpaHsetcs. Mpu
BbIXOZe 13 6puapka vlan-Ter MoXeT 6bITb COXpaHeH Un nepesanucaH B 3aBMCMMOCTU OT KOHAoUrypauuu.
+ Ecnu AC aBnsieTcs nHTepdeiicom, To Mogudmkaums TeroB He NPOUCXOAMT B 060MX HanpaB/IeHUSIX.

CEL AC PE1 Pseudowire 10 PEZ AC CE2

gi 1/0/4.100 _ gi 1/0/1 gi 1/0/1 e gi 1/0/4 \ ’
l K bridgel0
eth [vlanid [ | eth |vlanid % eth [vlanid l K
frame | 100 data ‘ mpls ‘ frame | 100 data U frame | 100 data ‘

interface gigabitethernet 1/0/4.100 interface gigabitethernet 1/0/4
mode switchport bridge-group 20
bridge-group 10 exit

12vpn 12vpn
g:f]a ss pw_example pw-class pw_example
exit
V'l;ﬁ;gtgﬂg::&in;%dg_exmple vpls ethrnet_ mode_example
-+ bridge-group 20
transport-mode vlan transport-mode vlan

: ffic flow :>
12.10 HasHauyeHue MTU npu padote ¢ MPLS

OueHb BaxXHO npaBusibHO HacTpouTb MTU Ha nHTepdelicax, ydacTByoumx B nepegade tpadmka. OTMETUM
[Ba K/t0YEBbLIX MOMEHTA:

1. Pa3mep Ethernet-3aronoka (18 6aiiT), inner tag (4 6aiita), outer tag (4 6aiita) He yunTbiBatoTCst Ha AC-
nHTepdelicax;

2. Ha vHTepdeiicax, npyHMMaroLLnX yyactne B nepeckisike MPLS-Tpadimka, Heobxoaumo ysenmunts MTU
Ha KO/IMYeCTBO METOK (kaxaas MeTka paBHa 4 6alitam).

3HaueHne MTU Takxe yyacTByeT B CUrHann3aumm npu NnocTpoeHnn ncesao-nposoaa kak B LDP-signaling, Tak
n B BGP-signaling. PaccmoTpum npumepbl HACTPOWKM ANst 060UX Cy4Yaes:

© Ansa curHanusauum (LDP, BGP) sHaueHne MTU no ymonuaxuio — 1500.

© 3naueHus MTU, yuacTByiowme B CUrHANM3ALMUN, HE B/IMAIOT Ha (DAKTUUECKUIA pasmep NnakeTa,
npoxoAsiiero nNo nceBAo-npoBoay.
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B LDP-signaling MTU 3agaetcs B pamkax HacTpoWkn pw — class:

LDP-signaling. Hactpoiika MTU gnsa cornacoBaHus

PE2(config)# mpls

PE2(config-mpls)# 12vpn

PE2(config-12vpn)# pw-class MTU_example
PE2(config-12vpn-pw-class)# encapsulation mpls mtu 9000
PE2 (config-12vpn-pw-class)# exit

PE2(config-mpls)# 12vpn

PE2(config-12vpn)# vpls MTU_Example_PW

PE2 (config-12vpn-vpls)# pw 200 10.10.0.1

PE2 (config-12vpn-pw)# pw-class

PE2 (config-12vpn-pw)# pw-class MTU_example

*[IpocMOTpPp co3faHHbIX pw-class'oBx*
PE2# sh mpls 12vpn pw-class
Pw-class Neighbor PW ID Status Status-tlv MTU

MTU_example 10.10.0.1 200 Up Enable 9000

PE2# sh mpls 12vpn vpls MTU_Example_PW
VPLS: MTU_Example_PW

PWs:
PW ID 2, Neighbor 10.10.0.1:
MTU: 9000
Last change: 01:27:42
Status: Up

*x lns curHanuzauum PW 2 gaHHoro VPLS BbiGpaHo MTU 9000+
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PE2

10.10.0.2

Pseudowire 10

PE1
12vpn
pw-class TO_PE1
10.10.0.1 encapsulation mpls mtu 2000

exit

vpls MTU
pw 10 10.10.0.1
pw-class TO PE1
exit

Pseudowire 20

12vpn PE3
pw-class TO PE2
encapsulation mpls mtu 2000 10.10.0.3

exit

pw-class TO PE3
encapsulation mpls mtu 3000

exit

vpls MTU
pw 10 10.10.0.2
pw-class TO _PE2
exit
pw 20 10.10.0.3
pw-class TO PE3
exit 12vpn
pw-class TO_PE1
encapsulation mpls mtu 3000
exit

vpls MTU
pw 10 10.10.0.1
pw-class TO_PE1
exit

Ha pucyHke Bbile PE1 nogHumaeT asa ncesao-nposoaa: pseudowire 10 go PE2, n pseudowire 20 go PE3
COOTBETCTBEHHO. [nsi curHanusaumm ¢ PE2 MTU 6yaet pasHbiM 2000 (pw-class TO_PE2), ans PE3 — MTU
6yneT paBHbiM 3000 (pw-class TO_PE3).
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[nsa BGP-signaling MTU ykasbiBaeTcs B pamkax KoHdmrypauum 12vpn-cepsuca:

BGP -signaling. Hactpoiika MTU gnsa cornacoBaHus

PE1(config)# mpls

PE1(config-mpls)# 12vpn
PE1(config-12vpn)# vpls 12vpn_MTU
PE1(config-12vpn-vpls)# autodiscovery bgp
PE1(config-bgp)# mtu 1500

PE2# sh mpls 12vpn vpls 12vpn_MTU
VPLS: 12vpn_MTU

PWs:
PwW ID 2, Neighbor 10.10.0.1:
MTU: 1500
Last change: 01:27:42
Status: Up

* [INA cUrHanMsauum Bcex NceBAo-NpoBOAOB AaHHOro VPLS 6yaeT BbiGpaHo MTU 1500 x

Ecnu npu cornacoaHunn 3HavyeHne MTU He coBnagaeT, To cTaTyc ncesao-nposoga 6yaet — "DOWN", "
Reason: MTU mismatch":

PE1(config-12vpn)# vpls 12vpn_MTU
PE1(config-12vpn-vpls)# autodiscovery bgp
PE1(config-bgp)# mtu 2000

PE2# sh mpls 12vpn vpls 12vpn_MTU

PWs:
PW ID 2, Neighbor 10.10.0.1:
MTU: 2000
Last change: 00:00:10
Status: Down
Reason: MTU mismatch

& B BGP-signaling moxxHO oTKnounTb nposepky MTU ansa cepsuca:

PE1(config)# mpls

PE1(config-mpls)# 12vpn
PE1(config-12vpn)# vpls 12vpn _MTU
PE1(config-12vpn-vpls)# autodiscovery bgp
PE1(config-bgp)# ignore mtu-mismatch

Tenepb npu cornacosaHuun 3HaueHne MTU Gyaet urHopmpoBaTtbCs.
Mo ymonyaHuto 6puapk-gomeH umeet MTU paBHbiM 1500 6aiT. CTOMT OTMETUTb, YTO BPUAK-AOMEH

aBTOMaTUYeCKN BbIGMPAET HanMeHbLUee 3HavyeHne MTU, ncxoas n3 co6etseHHoro MTU n MTU nHtepdeiicos,
BKJ/THOYEHHbIX B OpUIK-A0MEH.
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* Hanpumep, vmMmeem 6puax-AOMeH 100, B KOTOpPLIA BK/YeHb MHTepdelicel gil/0/1 co 3HadeHuem MTU 2000,

n gil/0/2 co 3HayeHuem MTU 3000 *
CE3(config)# bridge 100

CE3(config-bridge)# enable
CE3(config-bridge)# exit

CE3(config)# interface gigabitethernet 1/0/1
CE3(config-if-gi)# mtu 2000
CE3(config-if-gi)# bridge-group 100
CE3(config-if-gi)# exit

CE3(config)# interface gigabitethernet 1/0/2
CE3(config-if-gi)# mtu 3000
CE3(config-if-gi)# bridge-group 100
CE3(config-if-gi)# do com

*x MTU 6pugx-govMeHa 6yneT paBHbM 1500, TaK KakK Mo ymMon4yaHwio cam 6puax uMeeT MTU 1500 (3HauveHue

no ymonanvno), KOTOpoe n CTa/io0 HaUMEHbLWNM:

MTU bridge 100 = 1500 <-- HaumeHbliee 3HayeHue MTU

MTU gil/0/1 = 2000
MTU gil/0/2 = 3000
*

CE3# sh 1dinterfaces bridge
Bridges Interfaces

bridge 100 gil/0/1-2

CE3# sh 1dinterfaces status bridge 100
Interface 'bridge 100' status information:
Description: --

Operational state: up

Administrative state: Up

Supports broadcast: Yes

Supports multicast: Yes

MTU: 1500

MAC address: a8:f9:4b:aa:11:00

Last change: 1 minute and 46 seconds
Mode: Routerport

* N3meHuM MTU Ha camom OpuaX-AOMeHe: x

CE3(config)# bridge 100
CE3(config-bridge)# mtu 6000
CE3(config-bridge)# do com

* MTU 6pugx-AOMeHa cTano paBHbiM 2000 6aiiT, Tak Kak gil/0/2 umeeT HaumeHbliee MTU:

MTU bridge 100 = 6000

MTU gil/0/1 = 2000 <-- HaumeHbllee 3HayeHue MTU

MTU gil/0/2 = 3000
*

CE3# sh 1dinterfaces bridge
Bridges Interfaces

bridge 100 gil/0/1-2

CE3# sh 1dinterfaces status bridge 100
Interface 'bridge 100' status information:
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Description:
Operational state:

Administrative state:

Supports broadcast:
Supports multicast:
MTU:

MAC address:

Last change:

Mode:

Up
Up
Yes
Yes
2000

a8:f9:4b:aa:11:00
6 minutes and 42 seconds

Routerport
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PaccmoTtpum npumep npoxoxaeHus Tpaduka B L2VPN-cepsuce:

CEl

AC

\ ’ iy gi1/0/2

l K data
size 1500 bytes

mtu
2000

gi1/0/3

data
size 1800 bytes

data

PE2
Pseudowire 20

miu \ ’
9000

size 1500 by‘tes‘

PE1 umeeT cneaytowime 3HaveHnss MTU Ha nHtepdelicax:

PE1# sh 1dinterfaces status

Interface
Mode

gil/o/1
Routerport

gil/0/2
Switchport

gil/0/3
Switchport

bridge 2
Routerport

Ad

Up

Up

Up

min Link

ate state

Up

Up

Up

MTU

1500

1800

1500

MAC address

a8:f9:4b:ac

a8:f9:4b:ac

a8:f9:4b:ac

a8:f9:4b:ac

o R

size 1500 bytes

Last change

:4d: 16 5 hours, 25 minutes and 2
seconds

14d: 17 4 days, 4 hours, 49
minutes and 40 seconds

:4d:18 4 days, 1 hour, 49
minutes and 38 seconds

14d:15 1 day, 1 hour, 27 minutes

and 28 seconds

CE1 nocblnaet naketbl pa3mepom 1500 6aint, CE2 — 1800 6aiT cooTBeTCcTBEHHO. Tak kak MTU 6pnax-gomeHa
MeHbLle, yem MTU naketa ot CE2, To nakeT ot CE2 6yget oT6poLueH nepes nonagaHvemM B 6pnapK-4OMeEH.
AHanornuHble aelicteust 6yayT, ecnn MTU nHTepdpelica, cmoTpsiero B cTopoHy mpls-core (gi1/0/1), meHbLue
yem MTU, npuxogsawmx ot CE-nakeToB (¢ yuetom MPLS-3aronoBka).

386



MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

Cxoxee nosefieHne 1 npu npoxoxaeHuu Tpadurka B L3VPN-cepsuce:

CEl

A

L3VPN

PE1

Pseudowire 20

miu \ ’
9000

gil/o2 /_\ gil/on

l K [ data | [ data |
|\51ze 1300 hytesJ |‘51ze 1500 bytes

() \ MR
|_size 1800 bytes
‘sme b es|

ip vrf Customer
exit

interface gigabitethernet
1/0/2
ip vrf forwarding Customer
mtu 1500
ip firewall disable
ip address 10.20.0.1/30

| e R

Ecnu CE1 nowneTt naket ¢ 6onbwmM MTU, yem Ha nHTepdbeiice, CMOTPSILLIMM B CTOPOHY knneHTa (gi1/0/2) nnu
B CTOpOHY mpls-core (gi1/0/1), To nakeT 6yAeT OT6POLLEH.

12.11 Inter-AS Option A

PaccmoTprM npyMepbl HACTPOKKN Ha 6a3e nocTpoeHus cepsucos I13vpn n 12vpn. FnaBHas 0cobeHHOCTb inter-
AS Option A — oTcyTcTBME mpls-meTok B Tpadomke npu nepegadve mexay ABSR. [ins pasgeneHus Tpaduka
KNMEHTCKMX cepBucoB mexay ASBR 06bI4HO ncnonb3ytoT VRF ans 13vpn nnu ternposanue (dot1q, g-in-q) ans

cepsucos 12vpn.

12.11.1 L2VPN

cE1

gi1/0i1.100

gition gitioz

ASBR1

gitioz @ gition

ASBR2

gition @ git/oiz

gi1/0r1.100
PE2

gil/oiz K’\ gition

i1/01.200

“““ wian 200

[ 4

9i1/0/1.200

CE4
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Hactpoum CE:

CE1

ESR# config

ESR(config)# hostname CE1l

ESR(config)# 1interface gigabitethernet 1/0/1.100
ESR(config-if-gi)# ip firewall disable
ESR(config-if-gi)# ip address 192.168.1.1/24
ESR(config-if-gi)# do com

ESR(config-if-gi)# do conf

CE2

ESR# config

ESR(config)# hostname CE2

ESR(config)# interface gigabitethernet 1/0/1.200
ESR(config-if-gi)# ip firewall disable
ESR(config-if-gi)# ip address 192.168.2.1/24
ESR(config-if-gi)# do com

ESR(config-if-gi)# do conf

CE3

ESR# config

ESR(config)# hostname CE3

ESR(config)# interface gigabitethernet 1/0/1.100
ESR(config-if-gi)# ip firewall disable
ESR(config-if-gi)# ip address 192.168.1.2/24
ESR(config-if-gi)# do com

ESR(config-if-gi)# do conf

CE4

ESR# config

ESR(config)# hostname CE4

ESR(config)# interface gigabitethernet 1/0/1.200
ESR(config-if-gi)# ip firewall disable
ESR(config-if-gi)# ip address 192.168.2.2/24
ESR(config-if-gi)# do com

ESR(config-if-gi)# do conf

Mpounseenem HacTpoiky PET n PE2. AHOHCUpOoBaHME CEPBUCHBIX METOK BO3/TIOXMM Ha nNpoTokos BGP
(Kompella mode):
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PE1

ESR(config)# hostname PE1l
ESR(config)# system jumbo-frames
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ESR(config)# router bgp log-neighbor-changes

ESR(config)# router bgp 65500
ESR(config-bgp)# neighbor 10.10.1.2

ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)# update-source 10.10.1.1
ESR(config-bgp-neighbor)# address-family 12vpn vpls
ESR(config-bgp-neighbor-af)# send-community extended
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# enable
ESR(config-bgp)# exit
ESR(config)#

ESR(config)# router ospf 1
ESR(config-ospf)# area 0.0.0.0
ESR(config-ospf-area)# enable
ESR(config-ospf-area)# exit
ESR(config-ospf)# enable
ESR(config-ospf)# exit
ESR(config)#

ESR(config)# bridge 100
ESR(config-bridge)# enable
ESR(config-bridge)# exit
ESR(config)# bridge 200
ESR(config-bridge)# enable
ESR(config-bridge)# exit
ESR(config)#

ESR(config)# interface gigabitethernet 1/0/1.100
ESR(config-subif)# description "to CE1"

ESR(config-subif)# bridge-group 100
ESR(config-subif)# exit

ESR(config)# interface gigabitethernet 1/0/1.200
ESR(config-subif)# description "to CE2"

ESR(config-subif)# bridge-group 200
ESR(config-subif)# exit

ESR(config)# interface gigabitethernet 1/0/2

ESR(config-if-gi)# mtu 1522
ESR(config-if-gi)# ip firewall disable
ESR(config-if-gi)# ip address 10.100.0
ESR(config-if-gi)# ip ospf instance 1
ESR(config-if-gi)# ip ospf
ESR(config-if-gi)# exit

ESR(config)# 1interface loopback 1
ESR(config-loopback)# ip address 10.10
ESR(config-loopback)# ip ospf instance
ESR(config-loopback)# ip ospf
ESR(config-loopback)# exit

ESR(config)# mpls

ESR(config-mpls)# ldp

ESR(config-ldp)# router-id 10.10.1.1
ESR(config-ldp)# address-family -1ipv4
ESR(config-ldp-af-ipv4)# interface

ESR(config-ldp-af-ipv4-if)# exit

.1/30

.1.1/32

gigabitethernet 1/0/2
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ESR(config-ldp-af-ipv4)
ESR(config-1ldp)# en
ESR(config-1ldp)# exit
ESR(config-mpls)# 12v
ESR(config-12vpn)#
ESR(config-12vpn-vpls)#
ESR(config-12vpn-vpls)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-12vpn-vpls)#
ESR(config-12vpn-vpls)#
ESR(config-12vpn)#
ESR(config-12vpn-vpls)#
ESR(config-12vpn-vpls)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-12vpn-vpls)#
ESR(config-12vpn-vpls)#
ESR(config-12vpn)# ex

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

# exit
able

pn
vpls CE1l
bridge-group 100
autodiscovery bgp
vpn id 1
ve 1id 2
rd 65500:1
route-target export 65500:1
route-target import 65500:1
exit
enable
exit
vpls CE2
bridge-group 200
autodiscovery bgp
vpn id 2
ve 1id 2
rd 65500:2
route-target export 65500:2
route-target import 65500:2
exit
enable
exit
it

ESR(config-mpls)# forwarding interface gigabitethernet 1/0/2

ESR(config-mpls)# exit
ESR(config)# do com
ESR(config)# do conf
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PE2

ESR(config)# hostname ESR

ESR(config)# system jumbo-frames
ESR(config)#

ESR(config)# router bgp log-neighbor-changes
ESR(config)# router bgp 65500
ESR(config-bgp)# router-id 10.11.1.1
ESR(config-bgp)# neighbor 10.11.1.2

ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)# update-source 10.11.1.1
ESR(config-bgp-neighbor)# address-family 12vpn vpls
ESR(config-bgp-neighbor-af)# send-community extended
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# enable

ESR(config-bgp)# exit

ESR(config)#

ESR(config)# router ospf 1

ESR(config-ospf)# area 0.0.0.0
ESR(config-ospf-area)# enable
ESR(config-ospf-area)# exit
ESR(config-ospf)# enable

ESR(config-ospf)# exit

ESR(config)#

ESR(config)# bridge 100

ESR(config-bridge)# enable
ESR(config-bridge)# exit

ESR(config)# bridge 200

ESR(config-bridge)# enable
ESR(config-bridge)# exit

ESR(config)#

ESR(config)# interface gigabitethernet 1/0/1.100
ESR(config-subif)# description "to CE3"
ESR(config-subif)# bridge-group 100
ESR(config-subif)# exit

ESR(config)# interface gigabitethernet 1/0/1.200
ESR(config-subif)# description "to CE4"
ESR(config-subif)# bridge-group 200
ESR(config-subif)# exit

ESR(config)# interface gigabitethernet 1/0/2
ESR(config-if-gi)# mtu 1522
ESR(config-if-gi)# ip firewall disable
ESR(config-if-gi)# ip address 10.101.0.1/30
ESR(config-if-gi)# ip ospf instance 1
ESR(config-if-gi)# ip ospf
ESR(config-if-gi)# exit

ESR(config)# 1interface loopback 1
ESR(config-loopback)# ip address 10.11.1.1/32
ESR(config-loopback)# ip ospf instance 1
ESR(config-loopback)# ip ospf
ESR(config-loopback)# exit

ESR(config)# mpls

ESR(config-mpls)# ldp

ESR(config-ldp)# router-id 10.11.1.1
ESR(config-1ldp)# address-family 1ipv4
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ESR(config-ldp-af-ipv4)# interface gigabitethernet 1/0/2
ESR(config-ldp-af-ipv4-if)# exit
ESR(config-ldp-af-ipv4)# exit

ESR(config-1ldp)# enable

ESR(config-1ldp)#

ESR(config-mpls)# 12vpn

ESR(config-12vpn)# vpls CE1l

ESR(config-12vpn-vpls)#
ESR(config-12vpn-vpls)#

ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#

ESR(config-12vpn-vpls)#
ESR(config-12vpn-vpls)#
ESR(config-12vpn)#

ESR(config-12vpn-vpls)#
ESR(config-12vpn-vpls)#

ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#

bridge-group 100
autodiscovery bgp
vpn id 1
ve 1id 2
rd 65500:1
route-target export 65500:1
route-target import 65500:1
exit
enable
exit
vpls CE2
bridge-group 200
autodiscovery bgp
vpn id 2
ve 1id 2
rd 65500:2
route-target export 65500:2
route-target import 65500:2

ESR(config-bgp)# exit
ESR(config-12vpn-vpls)# enable
ESR(config-12vpn-vpls)# exit

ESR(config-12vpn)# exit

ESR(config-mpls)# forwarding interface gigabitethernet 1/0/2
ESR(config-mpls)# exit

ESR(config)# do com

ESR(config)# do conf

HacTtpoum ASBR1 n ASBR2. insa pasgenenuns Tpadmka ot CET n CE2 B ctopoHy ASBR2 caenaem nHtepdelic
gi1/0/1 tpankoBbiM. Vlan 100 n 200 6yayT npegHasHadveHbl ans tpadguka ot CET n CE2 coOTBETCTBEHHO:
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ASBR1

ESR(config)# hostname ASBR1
ESR(config)#

ESR(config)# system jumbo-frames
ESR(config)#

ESR(config)# vlan 100,200
ESR(config-vlan)# exit

ESR(config)#

ESR(config)# router bgp 65500
ESR(config-bgp)# router-id 10.10.1.2
ESR(config-bgp)# neighbor 10.10.1.1

ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)# update-source 10.10.1.2
ESR(config-bgp-neighbor)# address-family 12vpn vpls
ESR(config-bgp-neighbor-af)# send-community extended
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# enable

ESR(config-bgp)# exit

ESR(config)#

ESR(config)# router ospf 1

ESR(config-ospf)# area 0.0.0.0
ESR(config-ospf-area)# enable
ESR(config-ospf-area)# exit
ESR(config-ospf)# enable

ESR(config-ospf)# exit

ESR(config)#

ESR(config)# bridge 10

ESR(config-bridge)# vlan 100
ESR(config-bridge)# enable
ESR(config-bridge)# exit

ESR(config)# bridge 20

ESR(config-bridge)# vlan 200
ESR(config-bridge)# enable
ESR(config-bridge)# exit

ESR(config)#

ESR(config)# interface gigabitethernet 1/0/1
ESR(config-if-gi)# description "to ASBR2"
ESR(config-if-gi)# mode switchport
ESR(config-if-gi)# spanning-tree disable
ESR(config-if-gi)# switchport forbidden default-vlan
ESR(config-if-gi)# switchport mode trunk
ESR(config-if-gi)# switchport trunk allowed vlan add 100,200
ESR(config-if-gi)# exit

ESR(config)# interface gigabitethernet 1/0/2
ESR(config-if-gi)# description "to PE1"
ESR(config-if-gi)# mtu 1522
ESR(config-if-gi)# ip firewall disable
ESR(config-if-gi)# ip address 10.100.0.2/30
ESR(config-if-gi)# ip ospf instance 1
ESR(config-if-gi)# ip ospf
ESR(config-if-gi)# exit

ESR(config)# interface loopback 1
ESR(config-loopback)# ip address 10.10.1.2/32
ESR(config-loopback)# ip ospf dinstance 1
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ESR(config-loopback)#
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ip ospf

ESR(config-loopback)# exit

ESR(config)# mpls
ESR(config-mpls)#

ESR(config-1ldp)#
ESR(config-1ldp)#

router-id 10.10.1.2
address-family -1ipv4

ESR(config-ldp-af-ipv4)# interface gigabitethernet 1/0/2
ESR(config-ldp-af-ipv4-if)# exit
ESR(config-ldp-af-ipv4)# exit

ESR(config-1ldp)# enable

ESR(config-1ldp)#

ESR(config-mpls)# 12vpn

ESR(config-12vpn)# vpls CE1l

ESR(config-12vpn-vpls)#
ESR(config-12vpn-vpls)#

ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#

ESR(config-12vpn-vpls)#
ESR(config-12vpn-vpls)#
ESR(config-12vpn)#

ESR(config-12vpn-vpls)#
ESR(config-12vpn-vpls)#

ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#

bridge-group 10
autodiscovery bgp
vpn id 1
ve id 1
rd 65500:1
route-target export 65500:1
route-target import 65500:1
exit
enable
exit
vpls CE2
bridge-group 20
autodiscovery bgp
vpn id 2
ve id 1
rd 65500:2
route-target export 65500:2
route-target import 65500:2

ESR(config-bgp)# exit
ESR(config-12vpn-vpls)# enable
ESR(config-12vpn-vpls)# exit

ESR(config-12vpn)# exit

ESR(config-mpls)# forwarding dinterface gigabitethernet 1/0/2
ESR(config-mpls)# exit

ESR(config)# do com

ESR(config)# do conf
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ASBR2

ESR(config)# hostname ASBR2
ESR(config)#

ESR(config)# system jumbo-frames
ESR(config)#

ESR(config)# vlan 100,200
ESR(config-vlan)# exit

ESR(config)#

ESR(config)# router bgp 65500
ESR(config-bgp)# router-id 10.10.1.2
ESR(config-bgp)# neighbor 10.10.1.1

ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)# update-source 10.10.1.2
ESR(config-bgp-neighbor)# address-family 12vpn vpls
ESR(config-bgp-neighbor-af)# send-community extended
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# enable

ESR(config-bgp)# exit

ESR(config)#

ESR(config)# router ospf 1

ESR(config-ospf)# area 0.0.0.0
ESR(config-ospf-area)# enable
ESR(config-ospf-area)# exit
ESR(config-ospf)# enable

ESR(config-ospf)# exit

ESR(config)#

ESR(config)# bridge 10

ESR(config-bridge)# vlan 100
ESR(config-bridge)# enable
ESR(config-bridge)# exit

ESR(config)# bridge 20

ESR(config-bridge)# vlan 200
ESR(config-bridge)# enable
ESR(config-bridge)# exit

ESR(config)#

ESR(config)# interface gigabitethernet 1/0/1
ESR(config-if-gi)# description "to ASBR1"
ESR(config-if-gi)# mode switchport
ESR(config-if-gi)# spanning-tree disable
ESR(config-if-gi)# switchport forbidden default-vlan
ESR(config-if-gi)# switchport mode trunk
ESR(config-if-gi)# switchport trunk allowed vlan add 100,200
ESR(config-if-gi)# exit

ESR(config)# interface gigabitethernet 1/0/2
ESR(config-if-gi)# description "to PE1"
ESR(config-if-gi)# mtu 1522
ESR(config-if-gi)# ip firewall disable
ESR(config-if-gi)# ip address 10.100.0.2/30
ESR(config-if-gi)# ip ospf instance 1
ESR(config-if-gi)# ip ospf
ESR(config-if-gi)# exit

ESR(config)# interface loopback 1
ESR(config-loopback)# ip address 10.10.1.2/32
ESR(config-loopback)# ip ospf dinstance 1
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ESR(config-loopback)#
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ip ospf

ESR(config-loopback)# exit

ESR(config)# mpls
ESR(config-mpls)#

ESR(config-1ldp)#
ESR(config-1ldp)#

router-id 10.10.1.2
address-family -1ipv4

ESR(config-ldp-af-ipv4)# interface gigabitethernet 1/0/2
ESR(config-ldp-af-ipv4-if)# exit
ESR(config-ldp-af-ipv4)# exit

ESR(config-1ldp)# enable

ESR(config-1ldp)#

ESR(config-mpls)# 12vpn

ESR(config-12vpn)# vpls CE1l

ESR(config-12vpn-vpls)#
ESR(config-12vpn-vpls)#

ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#

ESR(config-12vpn-vpls)#
ESR(config-12vpn-vpls)#
ESR(config-12vpn)#

ESR(config-12vpn-vpls)#
ESR(config-12vpn-vpls)#

ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#
ESR(config-bgp)#

bridge-group 10
autodiscovery bgp
vpn id 1
ve id 1
rd 65500:1
route-target export 65500:1
route-target import 65500:1
exit
enable
exit
vpls CE2
bridge-group 20
autodiscovery bgp
vpn id 2
ve id 1
rd 65500:2
route-target export 65500:2
route-target import 65500:2

ESR(config-bgp)# exit
ESR(config-12vpn-vpls)# enable
ESR(config-12vpn-vpls)# exit

ESR(config-12vpn)# exit

ESR(config-mpls)# forwarding dinterface gigabitethernet 1/0/2
ESR(config-mpls)# exit

ESR(config)# do com

ESR(config)# do conf
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MpoBepyM Ha3HaYeHe METOK, CTaTyC CEPBMCOB, @ TaKKe CETEBYIO AOCTYNHOCTL Mexay CE:

NHdopmaumsa o metkax

ASBR2# sh bgp 12vpn vpls all
Status codes: x - valid, > - best, i

Codes Route Distinguisher VID  VBO

VBS

- internal, S - stale
Origin codes: i - IGP, e - EGP, ? - dincomplete

Next hop

Metric

LocPrf

*>7 65500:1 2 1
*>7 65500:2 2 1
*> 65500:1 1 1
*> 65500:2 1 1

ASBR2# sh mpls forwarding-table
Local Outgoing Prefix
label label or tunnel ID

56 imp-null 10.11.1.1/32
47 37 Pw ID 1
37 47 Pw ID 2

CraTtyc cepBucoB

ASBR2# sh mpls 12vpn vpls

VPLS: CE1
bridge 10:
MTU: 1500
Status: Up
PWs:
Pw ID 1, Neighbor 10.11.1.1:
MTU: 1500
Last change: 00:16:59
Status: Up
VPLS: CE2
bridge 20:
MTU: 1500
Status: Up
PWs:
PW ID 2, Neighbor 10.11.1.1:
MTU: 1500
Last change: 00:16:59
Status: Up

10
10
10
10

.11.1.1
.11.1.1

Outgoing
Interface

gil/0/2

Weight Path

0 i

0 i
Next Hop
10.101.0.1
10.11.1.1
10.11.1.1
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MpoBepka ceTeBoli A4OCTYMHOCTU

CE1# ping 192.168.1.2 detailed

PING 192.168.1.2 (192.168.1.2) 56 bytes of data.

64 bytes from 192.168.1.2: icmp_seq=1 ttl=0 time=1.08 ms
64 bytes from 192.168.1.2: icmp_seq=2 ttl=0 time=1.06 ms
64 bytes from 192.168.1.2: icmp_seq=3 ttl=0 time=1.01 ms
64 bytes from 192.168.1.2: +icmp_seq=4 ttl=0 time=0.971 ms
64 bytes from 192.168.1.2: icmp_seq=5 ttl=0 time=0.972 ms

e

CE2# ping 192.168.2.2 detailed packets

PING 192.168.2.2 (192.168.2.2) 56 bytes of data.

64 bytes from 192.168.2.2: icmp_seq=1 ttl=0 time=1.17 ms
64 bytes from 192.168.2.2: icmp_seq=2 ttl=0 time=0.972 ms
64 bytes from 192.168.2.2: icmp_seq=3 ttl=0 time=0.960 ms
64 bytes from 192.168.2.2: icmp_seq=4 ttl=0 time=1.04 ms
64 bytes from 192.168.2.2: dicmp_seq=5 ttl=0 time=0.976 ms

N NN NN

ASBR2# sh mac address-table bridge 10

VID MAC Address Interface Type
- e4:5a:d4:01:b9:73 vlan 100 Dynamic
-= e4:5a:d4:al:34:61 dypseudowire 1_10.11.1.1 Dynamic

2 valid mac entries
ASBR2# sh mac address-table bridge 20

VID MAC Address Interface Type
- e4:5a:d4:01:c1:80 vlan 200 Dynamic
-= e4:5a:d4:al:34:61 dypseudowire 2_10.11.1.1 Dynamic

2 valid mac entries

12.11.2 L3VPN

loopback 1 loopback 1
10.100.0.1/32 10.103.0.1/32

CE1 CE3

@i1/0/1.100 BGP 65500 BGP 65500 @i1/0/1.100

gition

gil/oiz

P43 R 4.3 (e

wrf CE2

gil/oz gition gition

gitioz gitjoiz gition

gi1/0/1.200 gi1/0/1.200

49, N ¥4

CE2 CE4
loopback 1

loopback 1 10.104.0.1/32
10.101.0.1/32
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Hactpoum CE:

CEl

ESR(config)# hostname CE1l

ESR(config)#

ESR(config)# route-map BGP
ESR(config-route-map)# rule 1
ESR(config-route-map-rule)# exit
ESR(config-route-map)# exit
ESR(config)# router bgp 65501
ESR(config-bgp)# neighbor 192.168.1.2

ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)# address-family ipv4 unicast
ESR(config-bgp-neighbor-af)# route-map BGP out
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# address-family 1ipv4 unicast
ESR(config-bgp-af)# network 10.110.0.1/32
ESR(config-bgp-af)# exit

ESR(config-bgp)# enable

ESR(config-bgp)# exit

ESR(config)# interface gigabitethernet 1/0/1.100
ESR(config-subif)# ip firewall disable
ESR(config-subif)# ip address 192.168.1.1/30
ESR(config-subif)# exit

ESR(config)# interface loopback 1
ESR(config-loopback)# ip address 10.110.0.1/32
ESR(config-loopback)# exit

ESR(config)# do com

ESR(config)# do conf
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CE2

ESR(config)# hostname CE2

ESR(config)#

ESR(config)# route-map BGP
ESR(config-route-map)# rule 1
ESR(config-route-map-rule)# exit
ESR(config-route-map)# exit
ESR(config)# router bgp 65501
ESR(config-bgp)# neighbor 192.168.2.2

ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)# address-family ipv4 unicast
ESR(config-bgp-neighbor-af)# route-map BGP out
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# address-family 1ipv4 unicast
ESR(config-bgp-af)# network 10.112.0.1/32
ESR(config-bgp-af)# exit

ESR(config-bgp)# enable

ESR(config-bgp)# exit

ESR(config)# interface gigabitethernet 1/0/1.100
ESR(config-subif)# ip firewall disable
ESR(config-subif)# ip address 192.168.2.1/30
ESR(config-subif)# exit

ESR(config)#

ESR(config)# 1interface loopback 1
ESR(config-loopback)# ip address 10.112.0.1/32
ESR(config-loopback)# exit

ESR(config)# do com

ESR(config)# do conf
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CE3

ESR(config)# hostname CE3

ESR(config)#

ESR(config)# route-map BGP
ESR(config-route-map)# rule 1
ESR(config-route-map-rule)# exit
ESR(config-route-map)# exit
ESR(config)# router bgp 65501
ESR(config-bgp)# neighbor 192.168.3.2

ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)# address-family ipv4 unicast
ESR(config-bgp-neighbor-af)# route-map BGP out
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# address-family 1ipv4 unicast
ESR(config-bgp-af)# network 10.113.0.1/32
ESR(config-bgp-af)# exit

ESR(config-bgp)# enable

ESR(config-bgp)# exit

ESR(config)# interface gigabitethernet 1/0/1.100
ESR(config-subif)# ip firewall disable
ESR(config-subif)# ip address 192.168.3.1/30
ESR(config-subif)# exit

ESR(config)#

ESR(config)# 1interface loopback 1
ESR(config-loopback)# ip address 10.113.0.1/32
ESR(config-loopback)# exit

ESR(config)# do com

ESR(config)# do conf
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CE4

ESR(config)# hostname CE4

ESR(config)#

ESR(config)# route-map BGP
ESR(config-route-map)# rule 1
ESR(config-route-map-rule)# exit
ESR(config-route-map)# exit
ESR(config)# router bgp 65501
ESR(config-bgp)# neighbor 192.168.4.2

ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)# address-family ipv4 unicast
ESR(config-bgp-neighbor-af)# route-map BGP out
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# address-family 1ipv4 unicast
ESR(config-bgp-af)# network 10.114.0.1/32
ESR(config-bgp-af)# exit

ESR(config-bgp)# enable

ESR(config-bgp)# exit

ESR(config)# interface gigabitethernet 1/0/1.100
ESR(config-subif)# ip firewall disable
ESR(config-subif)# ip address 192.168.4.1/30
ESR(config-subif)# exit

ESR(config)#

ESR(config)# 1interface loopback 1
ESR(config-loopback)# ip address 10.114.0.1/32
ESR(config-loopback)# exit

ESR(config)# do com

ESR(config)# do conf

MpounsBeaem HacTpoiiky PE1 n PE2:
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PE1

ESR(config)# hostname PE1l
ESR(config)#

ESR(config)# ip vrf CEl
ESR(config-vrf)# ip protocols
ESR(config-vrf)# rd 65500:1
ESR(config-vrf)# route-target
ESR(config-vrf)# route-target
ESR(config-vrf)# exit
ESR(config)# ip vrf CE2
ESR(config-vrf)# ip protocols
ESR(config-vrf)# rd 65500:2
ESR(config-vrf)# route-target
ESR(config-vrf)# route-target
ESR(config-vrf)# exit
ESR(config)#

ESR(config)# system jumbo-frames
ESR(config)#

ESR(config)# route-map BGP
ESR(config-route-map)# rule 1
ESR(config-route-map-rule)# ex
ESR(config-route-map)# exit
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bgp max-routes 100
export 65500:1
import 65500:1
bgp max-routes 100

export 65500:2
import 65500:2

it

ESR(config)# router bgp log-neighbor-changes

ESR(config)# router bgp 65500
ESR(config-bgp)# neighbor 10.1
ESR(config-bgp-neighbor)# re
ESR(config-bgp-neighbor)# up
ESR(config-bgp-neighbor)# ad
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor)# en
ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# enable
ESR(config-bgp)# vrf CE1l
ESR(config-bgp-vrf)# neighbo
ESR(config-bgp-vrf-neighbor)#
ESR(config-bgp-vrf-neighbor)#
ESR(config-bgp-neighbor-af-vrf)#
ESR(config-bgp-neighbor-af-vrf)#
ESR(config-bgp-neighbor-af-vrf)#
ESR(config-bgp-vrf-neighbor)#
ESR(config-bgp-vrf-neighbor)#

ESR(config-bgp-vrf)# address
ESR(config-bgp-vrf-af)# re
ESR(config-bgp-vrf-af)# exit

ESR(config-bgp-vrf)# enable
ESR(config-bgp-vrf)# exit
ESR(config-bgp)# vrf CE2
ESR(config-bgp-vrf)# neighbo
ESR(config-bgp-vrf-neighbor)#
ESR(config-bgp-vrf-neighbor)#
ESR(config-bgp-neighbor-af-vrf)#
ESR(config-bgp-neighbor-af-vrf)#
ESR(config-bgp-neighbor-af-vrf)#
ESR(config-bgp-vrf-neighbor)#
ESR(config-bgp-vrf-neighbor)#

0.1.2
mote-as 65500
date-source 10.10.1.1

dress-family vpnv4 unicast
send-community extended
enable
exit
able

r 192.168.1.1
remote-as 65501
address-family 1ipv4 unicast
route-map BGP out
enable
exit
enable
exit
-family ipv4 unicast
distribute bgp 65500 route-map BGP

r 192.168.2.1

remote-as 65501

address-family 1ipv4 unicast
route-map BGP out
enable

exit
enable
exit
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ESR(config-bgp-vrf)# address-family 1dipv4 unicast
ESR(config-bgp-vrf-af)# redistribute bgp 65500 route-map BGP
ESR(config-bgp-vrf-af)# exit

ESR(config-bgp-vrf)# enable

ESR(config-bgp-vrf)# exit

ESR(config-bgp)# exit

ESR(config)#

ESR(config)# router ospf 1

ESR(config-ospf)# area 0.0.0.0
ESR(config-ospf-area)# enable
ESR(config-ospf-area)# exit
ESR(config-ospf)# enable

ESR(config-ospf)# exit

ESR(config)#

ESR(config)# 1interface gigabitethernet 1/0/1.100
ESR(config-subif)# ip vrf forwarding CEl
ESR(config-subif)# description "to CE1"
ESR(config-subif)# ip firewall disable
ESR(config-subif)# ip address 192.168.1.2/30
ESR(config-subif)# exit

ESR(config)# interface gigabitethernet 1/0/1.200
ESR(config-subif)# ip vrf forwarding CE2
ESR(config-subif)# description "to CE2"
ESR(config-subif)# ip firewall disable
ESR(config-subif)# ip address 192.168.2.2/30
ESR(config-subif)# exit

ESR(config)# dinterface gigabitethernet 1/0/2
ESR(config-if-gi)# mtu 1522
ESR(config-if-gi)# ip firewall disable
ESR(config-if-gi)# ip address 10.100.0.1/30
ESR(config-if-gi)# ip ospf instance 1
ESR(config-if-gi)# ip ospf
ESR(config-if-gi)# exit

ESR(config)# 1interface loopback 1
ESR(config-loopback)# ip address 10.10.1.1/32
ESR(config-loopback)# ip ospf dinstance 1
ESR(config-loopback)# ip ospf
ESR(config-loopback)# exit

ESR(config)# mpls

ESR(config-mpls)# ldp

ESR(config-1ldp)# router-id 10.10.1.1

ESR(config-1ldp)# address-family -1ipv4
ESR(config-ldp-af-ipv4)# interface gigabitethernet 1/0/2
ESR(config-ldp-af-ipv4-if)# exit
ESR(config-ldp-af-ipv4)# exit

ESR(config-1ldp)# enable

ESR(config-1ldp)# exit

ESR(config-mpls)# forwarding dinterface gigabitethernet 1/0/2
ESR(config-mpls)# exit

ESR(config)# do com

ESR(config)# do conf

404



MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

PE2

ESR(config)# hostname PE2

ESR(config)#

ESR(config)# ip vrf CEl

ESR(config-vrf)# ip protocols bgp max-routes 100
ESR(config-vrf)# rd 65500:1

ESR(config-vrf)# route-target export 65500:1
ESR(config-vrf)# route-target import 65500:1
ESR(config-vrf)# exit

ESR(config)# ip vrf CE2

ESR(config-vrf)# ip protocols bgp max-routes 100
ESR(config-vrf)# rd 65500:2

ESR(config-vrf)# route-target export 65500:2
ESR(config-vrf)# route-target import 65500:2
ESR(config-vrf)# exit

ESR(config)#

ESR(config)# system jumbo-frames

ESR(config)#

ESR(config)# route-map BGP
ESR(config-route-map)# rule 1
ESR(config-route-map-rule)# exit
ESR(config-route-map)# exit

ESR(config)# router bgp log-neighbor-changes
ESR(config)# router bgp 65500

ESR(config-bgp)# router-id 10.11.1.1
ESR(config-bgp)# neighbor 10.11.1.2

ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)# update-source 10.11.1.1
ESR(config-bgp-neighbor)# address-family vpnv4 unicast
ESR(config-bgp-neighbor-af)# send-community extended
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# enable
ESR(config-bgp)# vrf CE1l

ESR(config-bgp-vrf)# neighbor 192.168.3.1
ESR(config-bgp-vrf-neighbor)# remote-as 65501
ESR(config-bgp-vrf-neighbor)# address-family ipv4 unicast
ESR(config-bgp-neighbor-af-vrf)# route-map BGP out
ESR(config-bgp-neighbor-af-vrf)# enable
ESR(config-bgp-neighbor-af-vrf)# exit
ESR(config-bgp-vrf-neighbor)# enable
ESR(config-bgp-vrf-neighbor)# exit

ESR(config-bgp-vrf)# address-family 1ipv4 unicast
ESR(config-bgp-vrf-af)# redistribute bgp 65500 route-map BGP
ESR(config-bgp-vrf-af)# exit

ESR(config-bgp-vrf)# enable

ESR(config-bgp-vrf)# exit
ESR(config-bgp)# vrf CE2

ESR(config-bgp-vrf)# neighbor 192.168.4.1
ESR(config-bgp-vrf-neighbor)# remote-as 65501
ESR(config-bgp-vrf-neighbor)# address-family ipv4 unicast
ESR(config-bgp-neighbor-af-vrf)# route-map BGP out
ESR(config-bgp-neighbor-af-vrf)# enable
ESR(config-bgp-neighbor-af-vrf)# exit
ESR(config-bgp-vrf-neighbor)# enable
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ESR(config-bgp-vrf-neighbor)# exit

ESR(config-bgp-vrf)# address-family 1dipv4 unicast
ESR(config-bgp-vrf-af)# redistribute bgp 65500 route-map BGP
ESR(config-bgp-vrf-af)# exit

ESR(config-bgp-vrf)# enable

ESR(config-bgp-vrf)# exit

ESR(config-bgp)# exit

ESR(config)#

ESR(config)# router ospf 1

ESR(config-ospf)# area 0.0.0.0
ESR(config-ospf-area)# enable
ESR(config-ospf-area)# exit
ESR(config-ospf)# enable

ESR(config-ospf)# exit

ESR(config)#

ESR(config)# 1interface gigabitethernet 1/0/1.100
ESR(config-subif)# ip vrf forwarding CEl
ESR(config-subif)# description "to CE3"
ESR(config-subif)# ip firewall disable
ESR(config-subif)# ip address 192.168.3.2/30
ESR(config-subif)# exit

ESR(config)# interface gigabitethernet 1/0/1.200
ESR(config-subif)# ip vrf forwarding CE2
ESR(config-subif)# description "to CE4"
ESR(config-subif)# ip firewall disable
ESR(config-subif)# ip address 192.168.4.2/30
ESR(config-subif)# exit

ESR(config)# dinterface gigabitethernet 1/0/2
ESR(config-if-gi)# mtu 1522
ESR(config-if-gi)# ip firewall disable
ESR(config-if-gi)# ip address 10.101.0.1/30
ESR(config-if-gi)# ip ospf instance 1
ESR(config-if-gi)# ip ospf
ESR(config-if-gi)# exit

ESR(config)# 1interface loopback 1
ESR(config-loopback)# ip address 10.11.1.1/32
ESR(config-loopback)# ip ospf dinstance 1
ESR(config-loopback)# ip ospf
ESR(config-loopback)# exit

ESR(config)# mpls

ESR(config-mpls)# ldp

ESR(config-1ldp)# router-id 10.11.1.1

ESR(config-1ldp)# address-family -1ipv4
ESR(config-ldp-af-ipv4)# interface gigabitethernet 1/0/2
ESR(config-ldp-af-ipv4-if)# exit
ESR(config-ldp-af-ipv4)# exit

ESR(config-1ldp)# enable

ESR(config-1ldp)# exit

ESR(config-mpls)# forwarding interface gigabitethernet 1/0/2
ESR(config-mpls)# exit

ESR(config)# do com

ESR(config)# do conf

HacTtpoum ASBR1 n ASBR2. 1na nepefayv MapLUpyTHOI HGOOpMaLMn Mexay HMUMU BOCNO/1b3yeMCs
npotokosiom OSPF B cooteetcTByOWMX VRF:
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ASBR1

ESR(config)# hostname ASBR1
ESR(config)#

ESR(config)# ip vrf CEl
ESR(config-vrf)#
ESR(config-vrf)#
ESR(config-vrf)# route-target export 65500:1
ESR(config-vrf)# route-target import 65500:1
ESR(config-vrf)# exit

ESR(config)# ip vrf CE2

ESR(config-vrf)#
ESR(config-vrf)#
ESR(config-vrf)# route-target export 65500:2
ESR(config-vrf)# route-target import 65500:2
ESR(config-vrf)# exit

ESR(config)#

ESR(config)# system jumbo-frames

ESR(config)#

ESR(config)# vlan 100,200

ESR(config-vlan)# exit

ESR(config)#

ESR(config)# router bgp 65500

ESR(config-bgp)# router-id 10.10.1.2
ESR(config-bgp)# neighbor 10.10.1.1
ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable
ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# enable
ESR(config-bgp)# vrf CE1l
ESR(config-bgp-vrf)#
ESR(config-bgp-vrf-af)#
ESR(config-bgp-vrf-af)# exit
ESR(config-bgp-vrf)# exit
ESR(config-bgp)# vrf CE2
ESR(config-bgp-vrf)#
ESR(config-bgp-vrf-af)#
ESR(config-bgp-vrf-af)# exit
ESR(config-bgp-vrf)# exit

ESR(config-bgp)# exit

ESR(config)#

ESR(config)# router ospf log-adjacency-changes
ESR(config)# router ospf 1

ESR(config-ospf)# area 0.0.0.0
ESR(config-ospf-area)# enable
ESR(config-ospf-area)# exit
ESR(config-ospf)# enable

ESR(config-ospf)# exit

ESR(config)# router ospf 1 vrf CEl
ESR(config-ospf)# redistribute bgp 65500
ESR(config-ospf)# area 0.0.0.0
ESR(config-ospf-area)# enable
ESR(config-ospf-area)# exit

rd 65500:1

rd 65500:2
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ip protocols ospf max-routes 100

ip protocols ospf max-routes 100

update-source 10.10.1.2
address-family vpnv4 unicast
send-community extended

address-family 1ipv4 unicast

redistribute ospf 1 intra-area inter-area externall external2

address-family 1ipv4 unicast
redistribute ospf 1 intra-area inter-area externall external2
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enable

ESR(config-ospf)# exit
ESR(config)# router ospf 1 vrf CE2

ESR(config-ospf)#

area 0.0.0.0

ESR(config-ospf-area)# enable
ESR(config-ospf-area)# exit

ESR(config-ospf)#

enable

ESR(config-ospf)# exit

ESR(config)#

ESR(config)# bridge 10

ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#

ip vrf forwarding CE1l
vlan 100

ip firewall disable

ip address 172.16.32.1/30
ip ospf dinstance 1

ip ospf

enable

exit

ESR(config)# bridge 20

ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#

ip vrf forwarding CE2
vlan 200

ip firewall disable

ip address 172.16.32.5/30
ip ospf dinstance 1

ip ospf

enable

ESR(config-bridge)# exit

ESR(config)#

ESR(config)# 1dinterface gigabitethernet 1/0/1

ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#

description "to ASBR2"

mode switchport

mtu 1522

spanning-tree disable

switchport forbidden default-vlan
switchport mode trunk

switchport trunk allowed vlan add 100,200

ESR(config-if-gi)# exit
ESR(config)# 1dinterface gigabitethernet 1/0/2

ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#

description "to PE1"

mtu 1522

ip firewall disable

ip address 10.100.0.2/30
ip ospf instance 1

ip ospf

ESR(config-if-gi)# exit
ESR(config)# 1interface loopback 1

ESR(config-loopback)#
ESR(config-loopback)#
ESR(config-loopback)#

ip address 10.10.1.2/32
ip ospf dinstance 1
ip ospf

ESR(config-loopback)# exit

ESR(config)# mpls
ESR(config-mpls)#
ESR(config-1ldp)#
ESR(config-1ldp)#

ldp

router-id 10.10.1.2
address-family -1ipv4

ESR(config-ldp-af-ipv4)# interface gigabitethernet 1/0/2
ESR(config-ldp-af-ipv4-if)# exit
ESR(config-ldp-af-ipv4)# exit

ESR(config-1ldp)# enable

ESR(config-1ldp)# exit
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ESR(config-mpls)# forwarding interface gigabitethernet 1/0/2
ESR(config-mpls)# exit

ESR(config)# do com

ESR(config)# do conf
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ESR(config)# hostname ASBR2
ESR(config)#

ESR(config)# ip vrf CEl
ESR(config-vrf)#
ESR(config-vrf)#
ESR(config-vrf)# route-target export 65500:1
ESR(config-vrf)# route-target import 65500:1
ESR(config-vrf)# exit

ESR(config)# ip vrf CE2

ESR(config-vrf)#
ESR(config-vrf)#
ESR(config-vrf)# route-target export 65500:2
ESR(config-vrf)# route-target import 65500:2
ESR(config-vrf)# exit

ESR(config)#

ESR(config)# system jumbo-frames

ESR(config)#

ESR(config)# vlan 100,200

ESR(config-vlan)# exit

ESR(config)#

ESR(config)# router bgp 65500

ESR(config-bgp)# router-id 10.11.1.2
ESR(config-bgp)# neighbor 10.11.1.1
ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable
ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# enable
ESR(config-bgp)# vrf CE1l
ESR(config-bgp-vrf)#
ESR(config-bgp-vrf-af)#
ESR(config-bgp-vrf-af)# exit
ESR(config-bgp-vrf)# exit
ESR(config-bgp)# vrf CE2
ESR(config-bgp-vrf)#
ESR(config-bgp-vrf-af)#
ESR(config-bgp-vrf-af)# exit
ESR(config-bgp-vrf)# exit

ESR(config-bgp)# exit

ESR(config)#

ESR(config)# router ospf log-adjacency-changes
ESR(config)# router ospf 1

ESR(config-ospf)# area 0.0.0.0
ESR(config-ospf-area)# enable
ESR(config-ospf-area)# exit
ESR(config-ospf)# enable

ESR(config-ospf)# exit

ESR(config)# router ospf 1 vrf CEl
ESR(config-ospf)# redistribute bgp 65500
ESR(config-ospf)# area 0.0.0.0
ESR(config-ospf-area)# enable
ESR(config-ospf-area)# exit

rd 65500:1

rd 65500:2
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ip protocols ospf max-routes 100

ip protocols ospf max-routes 100

update-source 10.11.1.2
address-family vpnv4 unicast
send-community extended

address-family 1ipv4 unicast

redistribute ospf 1 intra-area inter-area externall external2

address-family 1ipv4 unicast
redistribute ospf 1 intra-area inter-area externall external2
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enable

ESR(config-ospf)# exit
ESR(config)# router ospf 1 vrf CE2

ESR(config-ospf)#
ESR(config-ospf)#

redistribute bgp 65500
area 0.0.0.0

ESR(config-ospf-area)# enable
ESR(config-ospf-area)# exit

ESR(config-ospf)#

enable

ESR(config-ospf)# exit

ESR(config)#

ESR(config)# bridge 10

ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#

ip vrf forwarding CE1l
vlan 100

ip firewall disable

ip address 172.16.32.2/30
ip ospf dinstance 1

ip ospf

enable

exit

ESR(config)# bridge 20

ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#
ESR(config-bridge)#

ip vrf forwarding CE2
vlan 200

ip firewall disable

ip address 172.16.32.6/30
ip ospf dinstance 1

ip ospf

enable

ESR(config-bridge)# exit

ESR(config)#

ESR(config)# 1dinterface gigabitethernet 1/0/1

ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#

description "to ASBR1"

mode switchport

mtu 1522

spanning-tree disable

switchport forbidden default-vlan
switchport mode trunk

switchport trunk allowed vlan add 100,200

ESR(config-if-gi)# exit
ESR(config)# 1dinterface gigabitethernet 1/0/2

ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#
ESR(config-if-gi)#

description "to PE2"

mtu 1522

ip firewall disable

ip address 10.101.0.2/30
ip ospf instance 1

ip ospf

ESR(config-if-gi)# exit
ESR(config)# 1interface loopback 1

ESR(config-loopback)#
ESR(config-loopback)#
ESR(config-loopback)#

ip address 10.11.1.2/32
ip ospf dinstance 1
ip ospf

ESR(config-loopback)# exit

ESR(config)# mpls
ESR(config-mpls)#
ESR(config-1ldp)#
ESR(config-1ldp)#

ldp

router-id 10.11.1.2
address-family -1ipv4

ESR(config-ldp-af-ipv4)# interface gigabitethernet 1/0/2
ESR(config-ldp-af-ipv4-if)# exit
ESR(config-ldp-af-ipv4)# exit

ESR(config-1ldp)#

enable
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ESR(config-1ldp)# exit

ESR(config-mpls)# forwarding dinterface gigabitethernet 1/0/2
ESR(config-mpls)# exit

ESR(config)# do com

ESR(config)# do conf

HacTpoiika 3aBeplueHa. NpoBeprM pacnpocTpaHeHe MapLIpyTHOV MHOPMALIMKN 1 CETEBYH AOCTYMNHOCTb
y3/10B:

PE1# sh bgp vpnv4 unicast all
Status codes: * - valid, > - best, i - dinternal, S - stale
Origin codes: i - IGP, e - EGP, ? - +dincomplete

Codes Route Distinguisher IP Prefix Next hop Metriic Label LocPrf
Weight Path

*> 65500:1 10.110.0.1/32 -= -= 37 100 -=

65501 1

*> 65500:1 10.111.0.1/32 -= -= 35 100 -=

65501 1

*>9 65500:1 10.113.0.1/32 10.10.1.2 -= 43 100 0
?

*>9 65500:1 10.114.0.1/32 10.10.1.2 -= 48 100 0

?

CE1# ping 10.113.0.1 source ip 10.110.0.1 detailed

PING 10.113.0.1 (10.113.0.1) from 10.110.0.1 : 56 bytes of data.
64 bytes from 10.113.0.1: +dicmp_seq=1 ttl=0 time=1.31 ms

64 bytes from 10.113.0.1: +dicmp_seq=2 ttl=0 time=1.14 ms

64 bytes from 10.113.0.1: dicmp_seq=3 ttl=0 time=1.08 ms

64 bytes from 10.113.0.1: +dicmp_seq=4 ttl=0 time=1.06 ms

64 bytes from 10.113.0.1: +dicmp_seq=5 ttl=0 time=1.16 ms

[l o oINO]
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12.12 Inter-AS Option B

B otnnune ot Option A, mexay ASBR HeT HeobxoanmocTun ucnosnb3osatb VRF: npu nepegave tTpadvika mexay
ASBR 6ynet HaBelumBaTbCa mpls-MeTka. [JaHHan cxema MMeeT JlyuLlyo MacLuTabnupyemMocTb.

& B Tekywweii peanusauum Option B noaaepxaHa Tonbko ansa VPN-IPv4 mapwpyTtoB (AFI = 1, SAFI =
128).

12.12.1 L3VPN

loopback 1

loopback 1
10.103.0.1/32

10.100.0.1/32

CE1 CE3

BGP 65500

BGP 65501 gi1/or.100

i1/0/1.100

gi1/01

gi/i2

aitior gi1/01 gion @iz

[ o] [rwe [0 ) "4 ¥R

gi1/01

A Y.
NAY R/

CE2 CE4

loopback 1
loopback 1 10.104.0.1/32
10.101.0.1/32
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Hactpowum CE:

CEl

ESR(config)# hostname CE1l

ESR(config)#

ESR(config)# route-map BGP
ESR(config-route-map)# rule 1
ESR(config-route-map-rule)# exit
ESR(config-route-map)# exit
ESR(config)# router bgp 65501
ESR(config-bgp)# neighbor 192.168.1.2

ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)# address-family ipv4 unicast
ESR(config-bgp-neighbor-af)# route-map BGP out
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# address-family 1ipv4 unicast
ESR(config-bgp-af)# network 10.110.0.1/32
ESR(config-bgp-af)# exit

ESR(config-bgp)# enable

ESR(config-bgp)# exit

ESR(config)# interface gigabitethernet 1/0/1.100
ESR(config-subif)# ip firewall disable
ESR(config-subif)# ip address 192.168.1.1/30
ESR(config-subif)# exit

ESR(config)# interface loopback 1
ESR(config-loopback)# ip address 10.110.0.1/32
ESR(config-loopback)# exit

ESR(config)# do com

ESR(config)# do conf
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CE2

ESR(config)# hostname CE2

ESR(config)#

ESR(config)# route-map BGP
ESR(config-route-map)# rule 1
ESR(config-route-map-rule)# exit
ESR(config-route-map)# exit
ESR(config)# router bgp 65501
ESR(config-bgp)# neighbor 192.168.2.2

ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)# address-family ipv4 unicast
ESR(config-bgp-neighbor-af)# route-map BGP out
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# address-family 1ipv4 unicast
ESR(config-bgp-af)# network 10.112.0.1/32
ESR(config-bgp-af)# exit

ESR(config-bgp)# enable

ESR(config-bgp)# exit

ESR(config)# interface gigabitethernet 1/0/1.100
ESR(config-subif)# ip firewall disable
ESR(config-subif)# ip address 192.168.2.1/30
ESR(config-subif)# exit

ESR(config)#

ESR(config)# 1interface loopback 1
ESR(config-loopback)# ip address 10.112.0.1/32
ESR(config-loopback)# exit

ESR(config)# do com

ESR(config)# do conf
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CE3

ESR(config)# hostname CE3

ESR(config)#

ESR(config)# route-map BGP
ESR(config-route-map)# rule 1
ESR(config-route-map-rule)# exit
ESR(config-route-map)# exit
ESR(config)# router bgp 65501
ESR(config-bgp)# neighbor 192.168.3.2

ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)# address-family ipv4 unicast
ESR(config-bgp-neighbor-af)# route-map BGP out
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# address-family 1ipv4 unicast
ESR(config-bgp-af)# network 10.113.0.1/32
ESR(config-bgp-af)# exit

ESR(config-bgp)# enable

ESR(config-bgp)# exit

ESR(config)# interface gigabitethernet 1/0/1.100
ESR(config-subif)# ip firewall disable
ESR(config-subif)# ip address 192.168.3.1/30
ESR(config-subif)# exit

ESR(config)#

ESR(config)# 1interface loopback 1
ESR(config-loopback)# ip address 10.113.0.1/32
ESR(config-loopback)# exit

ESR(config)# do com

ESR(config)# do conf
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CE4

ESR(config)# hostname CE4

ESR(config)#

ESR(config)# route-map BGP
ESR(config-route-map)# rule 1
ESR(config-route-map-rule)# exit
ESR(config-route-map)# exit
ESR(config)# router bgp 65501
ESR(config-bgp)# neighbor 192.168.4.2

ESR(config-bgp-neighbor)# remote-as 65500
ESR(config-bgp-neighbor)# address-family ipv4 unicast
ESR(config-bgp-neighbor-af)# route-map BGP out
ESR(config-bgp-neighbor-af)# enable
ESR(config-bgp-neighbor-af)# exit
ESR(config-bgp-neighbor)# enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# address-family 1ipv4 unicast
ESR(config-bgp-af)# network 10.114.0.1/32
ESR(config-bgp-af)# exit

ESR(config-bgp)# enable

ESR(config-bgp)# exit

ESR(config)# interface gigabitethernet 1/0/1.100
ESR(config-subif)# ip firewall disable
ESR(config-subif)# ip address 192.168.4.1/30
ESR(config-subif)# exit

ESR(config)#

ESR(config)# 1interface loopback 1
ESR(config-loopback)# ip address 10.114.0.1/32
ESR(config-loopback)# exit

ESR(config)# do com

ESR(config)# do conf

MpounsBeaem HacTpoiiky PE1 n PE2:
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PE1

PE1(config)# hostname PE1l

PE1(config)#

PE1l(config)# ip vrf CEl

PE1l(config-vrf)# ip protocols bgp max-routes 100
PE1l(config-vrf)# rd 65501:1

PE1l(config-vrf)# route-target export 65501:1
PE1(config-vrf)# route-target import 65501:1
PEl(config-vrf)# exit

PEl(config)# ip vrf CE2

PE1l(config-vrf)# ip protocols bgp max-routes 100
PE1(config-vrf)# rd 65501:2

PE1(config-vrf)# route-target export 65501:2
PE1(config-vrf)# route-target import 65501:2
PEl(config-vrf)# exit

PE1l(config)#

PE1(config)# system jumbo-frames

PE1l(config)#

PE1(config)# route-map BGP_OUT

PE1l(config-route-map)# rule 1
PE1(config-route-map-rule)# exit
PE1l(config-route-map)# exit

PE1(config)# router bgp 65501

PE1(config-bgp)# neighbor 10.10.1.2
PE1(config-bgp-neighbor)# remote-as 65501
PE1(config-bgp-neighbor)# update-source 10.10.1.1
PE1l(config-bgp-neighbor)# address-family vpnv4 unicast
PE1(config-bgp-neighbor-af)# send-community extended
PE1(config-bgp-neighbor-af)# enable
PE1(config-bgp-neighbor-af)# exit
PE1(config-bgp-neighbor)# enable
PE1(config-bgp-neighbor)# exit

PE1l(config-bgp)# enable

PE1l(config-bgp)# vrf CEl

PE1l(config-bgp-vrf)# neighbor 192.168.1.1
PE1(config-bgp-vrf-neighbor)# remote-as 65510
PE1l(config-bgp-vrf-neighbor)# address-family ipv4 unicast
PE1(config-bgp-neighbor-af-vrf)# route-map BGP_OUT out
PE1(config-bgp-neighbor-af-vrf)# enable
PE1(config-bgp-neighbor-af-vrf)# exit
PE1(config-bgp-vrf-neighbor)# enable
PE1l(config-bgp-vrf-neighbor)# exit
PE1(config-bgp-vrf)# address-family 1ipv4 unicast
PE1l(config-bgp-vrf-af)# redistribute bgp 65501 route-map BGP_OUT
PE1l(config-bgp-vrf-af)# exit

PE1(config-bgp-vrf)# enable

PE1l(config-bgp-vrf)# exit

PE1l(config-bgp)# vrf CE2

PE1(config-bgp-vrf)# neighbor 192.168.2.1
PE1(config-bgp-vrf-neighbor)# remote-as 65511
PE1l(config-bgp-vrf-neighbor)# address-family ipv4 unicast
PE1(config-bgp-neighbor-af-vrf)# route-map BGP_OUT out
PE1(config-bgp-neighbor-af-vrf)# enable
PE1(config-bgp-neighbor-af-vrf)# exit
PE1(config-bgp-vrf-neighbor)# enable
PE1l(config-bgp-vrf-neighbor)# exit
PE1(config-bgp-vrf)# address-family 1ipv4 unicast
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PE1(config-bgp-vrf-af)# redistribute bgp 65501 route-map BGP_OUT
PE1(config-bgp-vrf-af)# exit
PE1(config-bgp-vrf)# enable
PE1(config-bgp-vrf)# exit

PE1(config-bgp)# exit

PE1(config)#

PE1(config)# router ospf 1

PE1(config-ospf)# area 0.0.0.0
PE1(config-ospf-area)# enable
PE1(config-ospf-area)# exit

PE1(config-ospf)# enable

PE1(config-ospf)# exit

PE1(config)#

PE1l(config)# interface gigabitethernet 1/0/1.100
PE1(config-subif)# ip vrf forwarding CEl
PE1(config-subif)# description "to CE1l"
PE1(config-subif)# ip firewall disable
PE1(config-subif)# ip address 192.168.1.2/30
PE1(config-subif)# exit

PE1l(config)# interface gigabitethernet 1/0/1.200
PE1(config-subif)# ip vrf forwarding CE2
PE1(config-subif)# description "to CE2"
PE1(config-subif)# ip firewall disable
PE1(config-subif)# ip address 192.168.2.2/30
PE1(config-subif)# exit

PE1l(config)# 1interface gigabitethernet 1/0/2
PE1(config-if-gi)# description "to ASBR1"
PE1l(config-if-gi)# mtu 1522
PEl(config-if-gi)# ip firewall disable
PE1(config-if-gi)# ip address 10.100.0.1/30
PE1(config-if-gi)# ip ospf instance 1
PE1l(config-if-gi)# ip ospf

PEl(config-if-gi)# exit

PE1(config)# 1dinterface loopback 1
PE1(config-loopback)# ip address 10.10.1.1/32
PE1(config-loopback)# ip ospf instance 1
PE1(config-loopback)# ip ospf
PE1(config-loopback)# exit

PE1(config)# mpls

PE1(config-mpls)# 1ldp

PE1(config-1ldp)# router-id 10.10.1.1
PE1(config-1ldp)# address-family -ipv4
PE1l(config-ldp-af-ipv4)# tinterface gigabitethernet 1/0/2
PE1l(config-ldp-af-ipv4-if)# exit
PE1(config-ldp-af-ipv4)# exit
PE1(config-1ldp)# enable

PE1(config-ldp)# exit

PE1l(config-mpls)# forwarding interface gigabitethernet 1/0/2
PE1(config-mpls)# exit

PE1(config)# do com

PE1(config)# do conf
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PE2(config)# hostname PE2

PE2 (config)#

PE2(config)# ip vrf CEl

PE2 (config-vrf)# ip protocols
PE2 (config-vrf)# rd 65501:1
PE2 (config-vrf)# route-target
PE2 (config-vrf)# route-target
PE2 (config-vrf)# exit
PE2(config)# ip vrf CE2

PE2 (config-vrf)# ip protocols
PE2 (config-vrf)# rd 65501:2
PE2 (config-vrf)# route-target
PE2 (config-vrf)# route-target
PE2 (config-vrf)# exit

PE2 (config)#

PE2(config)# system jumbo-frames
PE2 (config)#

PE2(config)# route-map BGP_OUT
PE2 (config-route-map)# rule 1
PE2 (config-route-map-rule)# ex
PE2 (config-route-map)# exit
PE2(config)# router bgp 65500
PE2 (config-bgp)# neighbor 10.1
PE2 (config-bgp-neighbor)# re
PE2 (config-bgp-neighbor)# up
PE2 (config-bgp-neighbor)# ad
PE2 (config-bgp-neighbor-af)#

PE2 (config-bgp-neighbor-af)#

PE2 (config-bgp-neighbor-af)#

PE2 (config-bgp-neighbor)# en
PE2 (config-bgp-neighbor)# exit
PE2 (config-bgp)# enable
PE2 (config-bgp)# vrf CE1l
PE2 (config-bgp-vrf)# neighbo

PE2 (config-bgp-vrf-neighbor)#
PE2 (config-bgp-vrf-neighbor)#
PE2 (config-bgp-neighbor-af-vrf)#
PE2 (config-bgp-neighbor-af-vrf)#
PE2 (config-bgp-neighbor-af-vrf)#
PE2 (config-bgp-vrf-neighbor)#
PE2 (config-bgp-vrf-neighbor)#
PE2 (config-bgp-vrf)# address

PE2 (config-bgp-vrf-af)# re
PE2 (config-bgp-vrf-af)# exit
PE2 (config-bgp-vrf)# enable
PE2 (config-bgp-vrf)# exit

PE2 (config-bgp)# vrf CE2

PE2 (config-bgp-vrf)# neighbo

PE2 (config-bgp-vrf-neighbor)#
PE2 (config-bgp-vrf-neighbor)#
PE2 (config-bgp-neighbor-af-vrf)#
PE2 (config-bgp-neighbor-af-vrf)#
PE2 (config-bgp-neighbor-af-vrf)#
PE2 (config-bgp-vrf-neighbor)#
PE2 (config-bgp-vrf-neighbor)#
PE2 (config-bgp-vrf)# address
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bgp max-routes 100
export 65501:1

import 65501:1

bgp max-routes 100

export 65501:2
import 65501:2

it

1.1.2
mote-as 65500

date-source 10.11.1.1
dress-family vpnv4 unicast
send-community extended
enable
exit
able

r 192.168.3.1
remote-as 65512
address-family 1ipv4 unicast
route-map BGP_OUT out
enable
exit
enable
exit
-family ipv4 unicast
distribute bgp 65500 route-map BGP_OUT

r 192.168.4.1
remote-as 65513
address-family 1ipv4 unicast
route-map BGP_OUT out
enable
exit
enable
exit
-family ipv4 unicast
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redistribute bgp 65500 route-map BGP_OUT

PE2 (config-bgp-vrf-af)# exit

PE2 (config-bgp-vrf)#
PE2 (config-bgp-vrf)#
PE2 (config-bgp)# exit

PE2 (config)#

enable
exit

PE2(config)# router ospf 1

PE2 (config-ospf)#
PE2 (config-ospf)#

router-id 10.11.1.1
area 0.0.0.0

PE2 (config-ospf-area)# enable
PE2 (config-ospf-area)# exit

PE2 (config-ospf)#

enable

PE2 (config-ospf)# exit

PE2 (config)#

PE2(config)# interface gigabitethernet 1/0/1.100

PE2 (config-subif)#
PE2 (config-subif)#
PE2 (config-subif)#
PE2 (config-subif)#

ip vrf forwarding CEl
description "to CE3"

ip firewall disable

ip address 192.168.3.2/30

PE2 (config-subif)# exit
PE2(config)# interface gigabitethernet 1/0/1.200

PE2 (config-subif)#
PE2 (config-subif)#
PE2 (config-subif)#
PE2 (config-subif)#

ip vrf forwarding CE2
description "CE4"

ip firewall disable

ip address 192.168.4.2/30

PE2 (config-subif)# exit
PE2(config)# 1dinterface gigabitethernet 1/0/2

PE2 (config-if-gi)#
PE2 (config-if-gi)#

description "to ASBR2"
mtu 1522

PE2 (config-if-gi)# ip firewall disable

PE2 (config-if-gi)# ip address 10.102.0.1/30
PE2 (config-if-gi)# ip ospf instance 1

PE2 (config-if-gi)# ip ospf

PE2 (config-if-gi)# exit

PE2(config)# 1dinterface loopback 1

PE2 (config-loopback)# ip address 10.11.1.1/32
PE2 (config-loopback)# ip ospf dinstance 1
PE2 (config-loopback)# ip ospf

PE2 (config-loopback)# exit

PE2(config)# mpls

PE2 (config-mpls)# ldp

PE2 (config-1ldp)# router-id 10.11.1.1

PE2 (config-1ldp)# address-family -1ipv4

PE2 (config-ldp-af-ipv4)# interface gigabitethernet 1/0/2
PE2 (config-ldp-af-ipv4-if)# exit

PE2 (config-ldp-af-ipv4)# exit

PE2 (config-1ldp)# enable

PE2 (config-1ldp)# exit

PE2 (config-mpls)# forwarding interface gigabitethernet 1/0/2
PE2 (config-mpls)# exit

PE2(config)# do com

PE2(config)# do conf

HacTtponm ASBR1 1 ASBR2:
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ASBR1

ASBR1(config)# hostname ASBR1
ASBR1(config)#

ASBR1(config)# system jumbo-frames
ASBR1(config)#

ASBR1(config)# route-map VPNv4
ASBR1(config-route-map)# rule 1
ASBR1(config-route-map-rule)# exit
ASBR1(config-route-map)# exit
ASBR1(config)# router bgp 65501
ASBR1(config-bgp)# router-id 10.10.1.2
ASBR1(config-bgp)# neighbor 10.10.1.1

ASBR1(config-bgp-neighbor)# remote-as 65501
ASBR1(config-bgp-neighbor)# update-source 10.10.1.2
ASBR1(config-bgp-neighbor)# address-family vpnv4 unicast
ASBR1(config-bgp-neighbor-af)# next-hop-self
ASBR1(config-bgp-neighbor-af)# send-community extended
ASBR1(config-bgp-neighbor-af)# enable
ASBR1(config-bgp-neighbor-af)# exit
ASBR1(config-bgp-neighbor)# enable

ASBR1(config-bgp-neighbor)# exit
ASBR1(config-bgp)# neighbor 10.101.0.1

ASBR1(config-bgp-neighbor)# remote-as 65500
ASBR1(config-bgp-neighbor)# address-family vpnv4 unicast
ASBR1(config-bgp-neighbor-af)# route-map VPNv4 out
ASBR1(config-bgp-neighbor-af)# send-community extended
ASBR1(config-bgp-neighbor-af)# enable
ASBR1(config-bgp-neighbor-af)# exit
ASBR1(config-bgp-neighbor)# enable

ASBR1(config-bgp-neighbor)# exit
ASBR1(config-bgp)# enable

ASBR1(config-bgp)# exit

ASBR1(config)#

ASBR1(config)# router ospf 1
ASBR1(config-ospf)# area 0.0.0.0
ASBR1(config-ospf-area)# enable
ASBR1(config-ospf-area)# exit
ASBR1(config-ospf)# enable
ASBR1(config-ospf)# exit

ASBR1(config)#

ASBR1(config)# 1dinterface gigabitethernet 1/0/1
ASBR1(config-if-gi)# description "to ASBR2"
ASBR1(config-if-gi)# ip firewall disable
ASBR1(config-if-gi)# ip address 10.101.0.2/30
ASBR1(config-if-gi)# exit

ASBR1(config)# 1dinterface gigabitethernet 1/0/2
ASBR1(config-if-gi)# description "to PE1"
ASBR1(config-if-gi)# mtu 1522
ASBR1(config-if-gi)# ip firewall disable
ASBR1(config-if-gi)# ip address 10.100.0.2/30
ASBR1(config-if-gi)# ip ospf instance 1
ASBR1(config-if-gi)# ip ospf
ASBR1(config-if-gi)# exit

ASBR1(config)# 1interface loopback 1
ASBR1(config-loopback)# ip address 10.10.1.2/32
ASBR1(config-loopback)# ip ospf dinstance 1
ASBR1(config-loopback)# ip ospf
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ASBR1(config-loopback)# exit
ASBR1(config)# mpls
ASBR1(config-mpls)# ldp

ASBR1(config-ldp)# router-id 10.10.1.2

ASBR1(config-ldp)# address-family -1ipv4
ASBR1(config-ldp-af-ipv4)# interface gigabitethernet 1/0/2
ASBR1(config-ldp-af-ipv4-if)# exit
ASBR1(config-ldp-af-ipv4)# exit

ASBR1(config-ldp)# enable

ASBR1(config-ldp)# exit

ASBR1(config-mpls)# forwarding dinterface gigabitethernet 1/0/1
ASBR1(config-mpls)# forwarding dinterface gigabitethernet 1/0/2
ASBR1(config-mpls)# exit

ASBR1(config)# do com

ASBR1(config)# do conf
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ASBR2

ASBR2 (config)# hostname ASBR2

ASBR2 (config)#

ASBR2 (config)# system jumbo-frames

ASBR2 (config)#

ASBR2 (config)# route-map VPNv4

ASBR2 (config-route-map)# rule 1

ASBR2 (config-route-map-rule)# exit
ASBR2 (config-route-map)# exit

ASBR2 (config)# router bgp 65500

ASBR2 (config-bgp)# router-id 10.11.1.2
ASBR2 (config-bgp)# neighbor 10.101.0.2

ASBR2 (config-bgp-neighbor)# remote-as 65501

ASBR2 (config-bgp-neighbor)# address-family vpnv4 unicast
ASBR2 (config-bgp-neighbor-af)# route-map VPNv4 out
ASBR2 (config-bgp-neighbor-af)# send-community extended
ASBR2 (config-bgp-neighbor-af)# enable

ASBR2 (config-bgp-neighbor-af)# exit

ASBR2 (config-bgp-neighbor)# enable

ASBR2 (config-bgp-neighbor)# exit
ASBR2 (config-bgp)# neighbor 10.11.1.1

ASBR2 (config-bgp-neighbor)# remote-as 65500

ASBR2 (config-bgp-neighbor)# update-source 10.11.1.2
ASBR2 (config-bgp-neighbor)# address-family vpnv4 unicast
ASBR2 (config-bgp-neighbor-af)# next-hop-self

ASBR2 (config-bgp-neighbor-af)# send-community extended
ASBR2 (config-bgp-neighbor-af)# enable

ASBR2 (config-bgp-neighbor-af)# exit

ASBR2 (config-bgp-neighbor)# enable

ASBR2 (config-bgp-neighbor)# exit

ASBR2 (config-bgp)# enable

ASBR2(config-bgp)# exit

ASBR2 (config)#

ASBR2(config)# router ospf 1

ASBR2 (config-ospf)# router-id 10.11.1.2

ASBR2 (config-ospf)# area 0.0.0.0

ASBR2 (config-ospf-area)# enable

ASBR2 (config-ospf-area)# exit

ASBR2 (config-ospf)# enable

ASBR2 (config-ospf)# exit

ASBR2 (config)#

ASBR2(config)# 1dinterface gigabitethernet 1/0/1
ASBR2(config-if-gi)# description "to ASBR1"
ASBR2(config-if-gi)# ip firewall disable
ASBR2(config-if-gi)# ip address 10.101.0.1/30
ASBR2 (config-if-gi)# exit

ASBR2(config)# 1dinterface gigabitethernet 1/0/2
ASBR2(config-if-gi)# description "to PE2"
ASBR2 (config-if-gi)# mtu 1522
ASBR2(config-if-gi)# ip firewall disable
ASBR2(config-if-gi)# ip address 10.102.0.2/30
ASBR2(config-if-gi)# ip ospf instance 1
ASBR2(config-if-gi)# ip ospf

ASBR2 (config-if-gi)# exit

ASBR2(config)# 1interface loopback 1

ASBR2 (config-loopback)# ip address 10.11.1.2/32
ASBR2 (config-loopback)# ip ospf dinstance 1
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ASBR2 (config-loopback) # ip ospf
ASBR2 (config-loopback)# exit
ASBR2 (config)# mpls

ASBR2 (config-mpls)# ldp

ASBR2 (config-1ldp)# router-id 10.11.1.2

ASBR2 (config-1ldp)# address-family -1ipv4

ASBR2 (config-ldp-af-ipv4)# interface gigabitethernet 1/0/2
ASBR2 (config-ldp-af-ipv4-if)# exit

ASBR2 (config-ldp-af-ipv4)# exit

ASBR2 (config-1ldp)# enable

ASBR2 (config-1ldp)# exit

ASBR2 (config-mpls)# forwarding dinterface gigabitethernet 1/0/1
ASBR2 (config-mpls)# forwarding dinterface gigabitethernet 1/0/2
ASBR2 (config-mpls)# exit

ASBR2 (config)# do com

ASBR2 (config)# do conf

Mocne 3aBepLUEHNsS HACTPOVKM NPOBEPUM pacnpoCTPaHeHe MapLUPYTHO MHGDOPMAaLMK U CETEBYHO
AOCTYMHOCTb Y3/10B:
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PE1# sh bgp vpnv4 unicast all
Status codes: * - valid, > - best, i - dinternal, S - stale
Origin codes: i - IGP, e - EGP, ? - 1dincomplete

Codes Route Distinguisher IP Prefix Next hop Metriic Label LocPrf
Weight Path

*>9 65501:2 10.104.0.1/32 10.10.1.2 -= 23 100 0
65500 65513 1

*>9 65501:1 10.103.0.1/32 10.10.1.2 -= 19 100 0
65500 65512 1

*> 65501:2 10.101.0.1/32 -= -= 29 100 -=
65511 1

*> 65501:1 10.100.0.1/32 -= -= 28 100 -=
65510 1

ASBR1# sh bgp vpnv4 unicast all
Status codes: * - valid, > - best, i - dinternal, S - stale
Origin codes: i - IGP, e - EGP, ? - 1dincomplete

Codes Route Distinguisher IP Prefix Next hop Metriic Label LocPrf
Weight Path

*> 65501:2 10.104.0.1/32 10.101.0.1 -= 24 100 0
65500 65513 1

*> 65501:1 10.103.0.1/32 10.101.0.1 -= 20 100 0
65500 65512 1

*>9 65501:2 10.101.0.1/32 10.10.1.1 -= 29 100 0
65511 i

*>9 65501:1 10.100.0.1/32 10.10.1.1 -= 28 100 0
65510 1

ASBR2# sh bgp vpnv4 unicast all
Status codes: * - valid, > - best, i - internal, S - stale
Origin codes: i - IGP, e - EGP, ? - 1dincomplete

Codes Route Distinguisher IP Prefix Next hop Metriic Label LocPrf
Weight Path

*>9 65501:2 10.104.0.1/32 10.11.1.1 -= 19 100 0
65513 1

*>9 65501:1 10.103.0.1/32 10.11.1.1 -= 18 100 0
65512 1

*> 65501:2 10.101.0.1/32 10.101.0.2 -= 30 100 0
65501 65511 1

*> 65501:1 10.100.0.1/32 10.101.0.2 -= 31 100 0
65501 65510 1

PE2# sh bgp vpnv4 unicast all
Status codes: * - valid, > - best, i - internal, S - stale
Origin codes: i - IGP, e - EGP, ? - 1dincomplete

Codes Route Distinguisher IP Prefix Next hop Metriic Label LocPrf
Weight Path
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*> 65501:2 10.104.0.1/32 --= --= 19 100 --=
65513 1

*> 65501:1 10.103.0.1/32 --= --= 18 100 --=
65512 1

*>9 65501:2 10.101.0.1/32 10.11.1.2 --= 29 100 0
65501 65511 i

*>9 65501:1 10.100.0.1/32 10.11.1.2 --= 30 100 0
65501 65510 1

CE4# ping 10.104.0.1 source ip 10.101.0.1 detailed

PING 10.104.0.1 (10.104.0.1) from 10.101.0.1 : 56 bytes of data.
64 bytes from 10.104.0.1: dicmp_seq=1 ttl=0 time=2.25 ms

64 bytes from 10.104. icmp_seq=2 ttl=0 time=2.08 ms

64 bytes from 10.104. icmp_seq=3 ttl=0 time=2.15 ms

64 bytes from 10.104. icmp_seq=4 ttl=0 time=2.12 ms

64 bytes from 10.104. icmp_seq=5 ttl=0 time=2.09 ms

o o o o
R R R e

CE1# ping 10.103.0.1 source ip 10.100.0.1 detailed
PING 10.103.0.1 (10.103.0.1) from 10.100.0.1 : 56 bytes of data.
64 bytes from 10.103.0.1: dicmp_seq=1 ttl=0 time=2.22 ms

12.13 Inter-AS Option C

Inter-AS Option C siBnsieTca TPETbUM CLIEHAPUEM AN151 HACTPOMKM CBSA3HOCTM Pa3/IMUHbIX aBTOHOMHbIX CUCTEM,
onucaHHbIM B RFC 4364. [laHHbI cueHapwuii ABNAeTcs Hanbonee maclTabupyeMbiM N3 ONMCaHHbIX paHee,
O[HaKO OH UMEeeT CBON OCOBEHHOCTU, KOTOPblEe HEOOXOAMMO YUUTbIBATL NPWU MOCTPOEHUN CETU.

B naHHoi1 cxeme ASBR-bI He XpaHAT knneHTckne VPNvA4-npedirKebl, a TONIbKO pacnpoCTPaHAT MapLLPYTHYH
MHdopMaLmMO 1 MeTKM ana PE-ycTpONCTB B CBOE aBTOHOMHOI cucteme.

Ons pacnpocTtpaHeHns knueHTcknx VPNv4-npednkcoB mexay pasfiMyHbIMin aBTOHOMHbIMKW CUCTEMaMin
ncnonbayerca MP-EBGP-ceccusi mexay ycTpoiicTBamu, BbinosHsowmmMmn posb RR (route reflector), nn6o
mexay PE-ycTpoiictBamun. B cnyuvae, ecnn VPNv4-ceccus HacTpanBaeTcst mexay RR, To B nepenaBaemMbix BGP
update coo6LIEeHNsIX HE A0MKEH MEHATbLCSA aTpuoyT next-hop.

B pamkax EBGP-ceccun mexay ASBR nponssoamTcsi 06MeH MapLUpYyTHON MHpopmaLmeli 0 TpaHCMOPTHbIX
npedmkcax PE pa3nnyHbix aBTOHOMHbIX CUCTEM. 3TN MapLUPYTbl OTBEYatOT 3a AOCTYNHOCTb next-hop gns
knneHTcknx VPNv4-npedunkcos, nepegaBaembix B pamkax MP-EBGP-ceccun mexay RR nnu PE. lJaHHble
npeuKcbl Takke NCNosb3yTes ansa yctaHoneHns MP-EBGP-ceccumn mexay ycTpoincteamm, BbIMOMHAOLWMMN
ponb RR nn6o posnb PE B pa3HbIX aBTOHOMHbIX CUCTEMAX.

Multihop EBGP
VPNv4
NH Preservation

R ’ RR2
Lo2222 ! . Lo5555

VPNva

EBGP
VPNv4 IPV4+ LU

. BGP T

R 65001 ... & &
éﬁiﬁif“"iﬁiﬁh """"""" |E§i[“‘ﬁﬁ;;;?r——1iiih """"""" [ ——
assigned to a VRF

IGP +LDP IGP +LDP
CPE1 PE1 ASBRL ASBR2 PEZ CPE2
Lo1111 L03333 Lo:4d.44 L06.6.66

A3 n10coB A@aHHOIo peLleHns MOXHO OTMETUTb XOPOoLUYy0 MacluTabupyemoctb. ASBR-yCTpoiicTBa He XpaHAT
JaHHble K/IMEHTCKNX NPedIUKCOB, BCA NHGOPMaumsa XpaHUTca Ha RR, UTO NONOXNTENBHO CKa3biBAETCH Ha
NMpOV3BOANTENBHOCTM.
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Mepegaya TpaHcnopTHbIX NpedmkcoB PE 13 nokanbHO AS BO BHE HECET B cebe NoTEHUMasIbHbIE PUCKN.
Mexy AS 10/mKeH GbITb YCTAHOB/IEH BbICOKUIA YPOBEHb JOBEPUSI.

* QoS

VPN-KOHTeKCTbI OTCyTCTBYET Ha ASBR, COOTBETCTBEHHO HET BO3MOXHOCTU NpuMeHnTb shaping/policing

per VPN.

[na opraHnsaunmn ckBo3HbIX HacTpoek QoS TpebyeTcs cornacoBaHne HacTpoek Ha cThike ASBR « ASBR.

12.13.1 L3VPN

MpeaBapuTenbHas KOHUrypaums:

+ BHyTpun AS pgomkeH 6biTb HacTpoeH IGP ansa pacnpocTpaHeHnss MapLipyTHOM MHpopMaumm ans

cBsa3HocTu PE.

* BHyTpun AS gosmkeH 6biTb HACTpoeH NpoTokon LDP ansa pacnpoctpaHeHnss METOK.
+ Ha PE, K koTOpbIM nogkntoyeHsl aboHeHTckme CPE, o/mkHbI 6bITb HACTPOeHbI cooTBeTCcTBYOWwMe VRF.
WHTepdpeiicsl, K KoTopbiM noakatodeHbl CPE, fo/mMKHbI 6bITh NOMeELLEHbI B cOOTBETCTBYOLWMI VRF.

[ns HacTpoiiku cepeuca VPN npuBeaem npumMep KoHUrypauum ycTpoiicTe ogHon n3 AS (HacTpoiiku B apyroii

AS 6yayT NOSTHOCTLIO 3EPKa/IbHBIE):
PE-1

ESR(config)# hostname PE1l
ESR(config)#

ESR(config)# 1ip vrf vrfl
ESR(config-vrf)# rd 1.1.1.1:1
ESR(config-vrf)# route-targe
ESR(config-vrf)# route-targe
ESR(config-vrf)# exit
ESR(config)#

ESR(config)# router bgp 65000
ESR(config-bgp)# neighbor 2.
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)# ex
ESR(config-bgp)# enable
ESR(config-bgp)# vrf vrfl
ESR(config-bgp-vrf)# addre
ESR(config-bgp-vrf-af)#
ESR(config-bgp-vrf-af)# ex
ESR(config-bgp-vrf)# exit
ESR(config-bgp)# exit

t export 100:1
t dimport 100:1

2.2.2
remote-as 65000
update-source loopback 1
address-family 1ipv4 unicast
send-label
enable
exit
address-family vpnv4 unicast
next-hop-self
send-community extended
enable
exit
enable
it

ss—family ipv4 unicast
network 100.100.100.1/32
it
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B npumepe koHdurypaumm PE ycTpolictea npedonkc 100.100.100.1 aBnseTca npmepomM aboHEHTCKOA

noaceTun.

RR-1

ESR(config)# hostname RR1
ESR(config)#
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ESR(config)# route-map VPNv4_RM1

ESR(config-route-map)# rule
ESR(config-route-map-rule)#
ESR(config-route-map)# exit
ESR(config)# router bgp 65000

ESR(config-bgp)# neighbor 3.

ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor)#

1
exit

3.3.3
remote-as 65000
route-reflector-client
update-source loopback 1
address-family 1ipv4 unicast
send-label
enable

exit

enable

ESR(config-bgp-neighbor)# exit

ESR(config-bgp)# neighbor 1.

ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor)#

1.1.1
remote-as 65000
route-reflector-client
update-source loopback 1
address-family 1ipv4 unicast
send-label
enable
exit
address-family vpnv4 unicast
send-community extended
enable
exit
enable

ESR(config-bgp-neighbor)# exit

ESR(config-bgp)# neighbor 5.

ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor)#

5.5.5
remote-as 65001
ebgp-multihop 10
update-source loopback 1
address-family vpnv4 unicast
route-map VPNv4_RM1 out
next-hop-unchanged
send-community extended
enable
exit
enable

ESR(config-bgp-neighbor)# exit

ESR(config-bgp)# enable
ESR(config-bgp)# exit
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ESR(config)# hostname ASBR1
ESR(config)#

ESR(config)# route-map RM1
ESR(config-route-map)# rule
ESR(config-route-map-rule)#
ESR(config-route-map)#exit
ESR(config)# router bgp 65000
ESR(config-bgp)# neighbor 2.
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor)#
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1
exit

2.2.2
remote-as 65000
update-source loopback 1
address-family 1ipv4 unicast
next-hop-self
send-label
enable
exit
enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# neighbor 192.168.100.1

ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor-af)#
ESR(config-bgp-neighbor)#

remote-as 65001
address-family 1ipv4 unicast
route-map RM1 out

send-label
enable
exit
enable

ESR(config-bgp-neighbor)# exit
ESR(config-bgp)# address-family 1ipv4 unicast

ESR(config-bgp-af)# network 1.1.1.1/32
ESR(config-bgp-af)# network 2.2.2.2/32
ESR(config-bgp-af)# network 3.3.3.3/32

ESR(config-bgp-af)# exit
ESR(config-bgp)# enable
ESR(config-bgp)# exit
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12.14 MPLS over GRE

B atom pasgene npuseaeH npumep HacTpoiikn VPN cepBrCOB, NOCTPOEHHbIX Yepe3 GRE-TyHHesb.

12.14.1 L2VPN

B kauecTtBe cepsuca I2vpn nponssegem HacTpoliky EOMPLS over GRE. Takxe BO3MOXHO noctpoeHue VPLS
over GRE ( BGP nnu LDP signaling).

& TMpwu HacTpoiike MTU Ha TyHHeNe He06GX04MMO YUUTbIBaTb Criedyloulee:

Mo kpaiiHeii mepe ogHa mpls-meTka GyAeT NpMCyTCTBOBaTb Npu nepegaye yepes TYHHe b.
B yueT cTOUT BK/OYATb BCe MeTKM B cTeke, Hanpumep, explicit null nnn entropy label;
Heo6xoaumo yuntbiBaTh vlan, gq-in-q 3aronoBku (ecnv oHY NMeLoTCA);

Mpu npeBbiweHun MTU ncxopgsuiero nHtepceiica naket 6yaeT oTGpPOLLEH (ecnu He
BK/lloUeHa 6e3ycnioBHas (pparmeHTauusa GRE-Tpachumka);

Control world He nogaepxaH;

DF-6uT GyaeT BbiCTaB/IEH B eANHULY.

Hwxe npeacTaBneHa npuMepHas CTPYKTypa nakera:

IP/GRE DST mac SRC mac Ethertype mpls label

DATA

24 banta & BanT & BanT 2 Danta 4 Banta

10.100.0.1/24

GE1 ESR1 ESR2 cE2

; . " GRE
@it/ Q102 aitn gt gt it
Pl Pl 1010002

HacTtpoiikn CE1 n CE2:

CE1l

hostname CE1l

interface gigabitethernet 1/0/2
ip firewall disable
ip address 10.100.0.1/24

exit

CE2

hostname CE2

interface gigabitethernet 1/0/2
ip firewall disable
ip address 10.100.0.2/24

exit

KoHdpurypauusa ESR1 n ESR2:
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ESR1(config)# hostname ESR1

ESR1(config)#

ESR1(config)# system cpu load-balance mpls passenger ip

ESR1(config)# system cpu load-balance mpls passenger ipoe-pw-without-cw
ESR1(config)# security zone trusted

ESR1(config-zone)# exit

ESR1(config)# security zone untrusted

ESR1(config-zone)# exit

ESR1(config)#

ESR1(config)# router ospf 1

ESR1(config-ospf)#

area 0.0.0.0

ESR1(config-ospf-area)# enable
ESR1(config-ospf-area)# exit

ESR1(config-ospf)#

enable

ESR1(config-ospf)# exit

ESR1(config)#

ESR1(config)# 1dinterface gigabitethernet 1/0/1

ESR1(config-if-gi)#
ESR1(config-if-gi)#

security-zone untrusted
ip address 192.0.2.1/30

ESR1(config-if-gi)# exit
ESR1(config)# 1interface gigabitethernet 1/0/2

ESR1(config-if-gi)#
ESR1(config-if-gi)#

description "From CE1"
mode switchport

ESR1(config-if-gi)# exit

ESR1(config)# interface loopback 1
ESR1(config-loopback)# ip address 10.100.0.1/32
ESR1(config-loopback)# ip ospf dinstance 1
ESR1(config-loopback)# ip ospf
ESR1(config-loopback)# exit

ESR1(config)# tunnel gre 1

ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#

key 60

ttl 64

mtu 1458

ip firewall disable
local address 192.0.2.1
remote address 192.0.2.2
ip address 10.0.0.1/30
ip ospf dinstance 1

ip ospf network point-to-point
ip ospf

enable

ESR1(config-gre)# exit

ESR1(config)#

ESR1(config)# mpls
ESR1(config-mpls)#
ESR1(config-1ldp)#
ESR1(config-1ldp)#

ESR1(config-ldp-af-ipv4)#

1dp
router-id 10.100.0.1
address-family 1ipv4
interface gre 1

ESR1(config-ldp-af-ipv4-if)# exit
ESR1(config-ldp-af-ipv4)# exit

ESR1(config-1ldp)#
ESR1(config-1ldp)#
ESR1(config-mpls)#

ESR1(config-12vpn)#

enable
exit
12vpn
pw-class VPWS

ESR1(config-12vpn-pw-class)# exit

ESR1(config-12vpn)#

p2p EoMPLS
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ESR1(config-12vpn-p2p) # interface gigabitethernet 1/0/2
ESR1(config-12vpn-p2p) # pw 100 10.100.0.2
ESR1(config-12vpn-pw) # pw-class VPWS
ESR1(config-12vpn-pw) # enable

ESR1(config-12vpn-pw) # exit

ESR1(config-12vpn-p2p)# enable

ESR1(config-12vpn-p2p)# exit

ESR1(config-12vpn)# exit

ESR1(config-mpls)# forwarding +interface gre 1
ESR1(config-mpls)# exit

ESR1(config)# security zone-pair untrusted self
ESR1(config-zone-pair)# rule 1

ESR1(config-zone-pair-rule)# action permit
ESR1(config-zone-pair-rule)# match protocol gre
ESR1(config-zone-pair-rule)# enable

ESR1(config-zone-pair-rule)# exit
ESR1(config-zone-pair)# exit
ESR1(config)# do com

ESR1(config)# do conf
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ESR2(config)# hostname ESR2

ESR2(config)#

ESR2(config)# system cpu load-balance mpls passenger ip

ESR2(config)# system cpu load-balance mpls passenger ipoe-pw-without-cw
ESR2(config)# security zone trusted

ESR2(config-zone)# exit

ESR2(config)# security zone untrusted

ESR2(config-zone)# exit

ESR2(config)#

ESR2(config)# router ospf 1

ESR2 (config-ospf)#

area 0.0.0.0

ESR2 (config-ospf-area)# enable
ESR2(config-ospf-area)# exit

ESR2 (config-ospf)#

enable

ESR2(config-ospf)# exit

ESR2(config)#

ESR2(config)# 1dinterface gigabitethernet 1/0/1

ESR2 (config-if-gi)#
ESR2 (config-if-gi)#

security-zone untrusted
ip address 192.0.2.2/30

ESR2(config-if-gi)# exit
ESR2(config)# 1dinterface gigabitethernet 1/0/2

ESR2 (config-if-gi)#
ESR2 (config-if-gi)#

description "From CE2"
mode switchport

ESR2(config-if-gi)# exit

ESR2 (config)# interface loopback 1

ESR2 (config-loopback)# ip address 10.100.0.2/32
ESR2 (config-loopback)# ip ospf dinstance 1

ESR2 (config-loopback)# ip ospf

ESR2 (config-loopback)# exit

ESR2(config)# tunnel gre 1

ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#

key 60

ttl 64

mtu 1458

ip firewall disable
local address 192.0.2.2
remote address 192.0.2.1
ip address 10.0.0.2/30
ip ospf dinstance 1

ip ospf network point-to-point
ip ospf

enable

ESR2 (config-gre)# exit

ESR2(config)#
ESR2(config)# mpls
ESR2 (config-mpls)#
ESR2 (config-1ldp)#
ESR2 (config-1ldp)#

ESR2 (config-ldp-af-ipv4)#

1dp
router-id 10.100.0.2
address-family 1ipv4
interface gre 1

ESR2 (config-ldp-af-ipv4-if)# exit
ESR2 (config-ldp-af-ipv4)# exit

ESR2 (config-1ldp)#
ESR2 (config-1ldp)#
ESR2 (config-mpls)#

ESR2 (config-12vpn)#

enable
exit
12vpn
pw-class VPWS

ESR2 (config-12vpn-pw-class)# exit

ESR2 (config-12vpn)#

p2p EoMPLS
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ESR2 (config-12vpn-p2p) # interface gigabitethernet 1/0/2
ESR2 (config-12vpn-p2p) # pw 100 10.100.0.1

ESR2 (config-12vpn-pw) # pw-class VPWS

ESR2 (config-12vpn-pw) # enable

ESR2 (config-12vpn-pw) # exit

ESR2 (config-12vpn-p2p) # enable

ESR2 (config-12vpn-p2p) # exit

ESR2 (config-12vpn)# exit

ESR2 (config-mpls)# forwarding +interface gre 1
ESR2 (config-mpls)# exit

ESR2(config)# security zone-pair untrusted self
ESR2 (config-zone-pair)# rule 1

ESR2 (config-zone-pair-rule)# action deny
ESR2 (config-zone-pair-rule)# match protocol gre
ESR2 (config-zone-pair-rule)# enable

ESR2 (config-zone-pair-rule)# exit
ESR2 (config-zone-pair)# exit

ESR2 (config)# do com

ESR2 (config)# do conf
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* KoHOurypaumsa TyHHens
ESR2# sh tunnels configuration gre 1
State:
Description:
Mode:
Bridge group:
VRF:
Local address:
Remote address:
Calculates checksums for outgoing GRE packets:
Requires that all input GRE packets were checksum:
key:
TTL:
DSCP:
MTU:
Path MTU discovery:
Don't fragment bit suppression:
Security zone:
Multipoint mode:
Keepalive:
State:
Timeout:
Retries:
Destination address:

*CTaTyC cepBuca W BblAENEHHbIE MEeTKUx
sh mpls 12vpn p2p

P2P: EoOMPLS

gigabitethernet 1/0/2:
MTU: 1500
Status: Up

PW ID 100, Neighbor 10.100.0.1:
MTU: 1500
Status TLV: Enable
Last change: 00:14:27
Status: Up

ESR2# sh mpls forwarding-table

Local Outgoing Prefix

label label or tunnel ID
17 imp-null 10.100.0.1/32
16 16 Pw ID 100

*[l0OCTYNHOCTb*CE1# ping 10.100.0.2 detailed
PING 10.100.0.2 (10.100.0.2) 56 bytes of data.

64 bytes from 10.100.0.2: icmp_seq=1 ttl=0 time=1.
64 bytes from 10.100.0.2: dicmp_seq=2 ttl=0 time=1.
64 bytes from 10.100.0.2: icmp_seq=3 ttl=0 time=1.
64 bytes from 10.100.0.2: icmp_seq=4 ttl=0 time=1.
64 bytes from 10.100.0.2: icmp_seq=5 ttl=0 time=1.
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[OCTYMHOCTb Y3/10B:

Enabled

ip

192.0.2.2
192.0.2.1
No

No

60

64
Inherit
1458
Enabled
Disabled

Disabled

Disabled
10
6

Outgoing
Interface

Next Hop

10.0.0.1
10.100.0.1

gre 1

38
22
33
26
17

ms
ms
ms
ms
ms
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12.14.2 L3VPN

& TMMpwu HacTpoiike MTU Ha TyHHeNne HeOGX0A4MMO YyUUTbIBaTb criedytoulee:
* Mo kpaitHe mepe oaHa mpls-meTKka GyaeT npucyTCcTBOBaTh NPU Nepepayve Yepes TYHHe Nb.
B yueT cTOUT BKNOYaTb BCe METKU B cTeke, Hanpumep, explicit null u/unun entropy label;
* Mpwu npeBbiweHun MTU ncxogsauiero nuHtepdeiica naket 6yaet orépoLueH (ecnm He
BK/1loUeHa 6e3ycrioBHas (pparmeHTauusa GRE-Tpacuka);
+ Control world He noapepxaH;
+ DF-6uT OyaeT BbiCTaB/IEH B eAUHULY.

Hwxe npeacTaBneHa npuMepHas CTPYKTypa nakera:

IPIGRE mpls label IP
DATA
24 GanTa 4 BanTa 20 Bant

CE1 ESR1 ESR2 CE2

N - GRE
gii2 gitirz /‘_’\ gition git/it

10.100.0.1/24
' ¥R/ EEEE EEEE

gitniz gitniz

10.101.0.1/24
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HacTtpoiikn CE1 n CE2:

CEl

CEl(config)# hostname CEl
CEl(config)#

CEl(config)# route-map BGP_OUT
CEl(config-route-map)# rule 1
CEl(config-route-map-rule)# exit
CEl(config-route-map)# exit
CEl(config)# router bgp 65501
CEl(config-bgp)# neighbor 10.10.0.2

CE1l(config-bgp-neighbor)# remote-as 65500
CE1l(config-bgp-neighbor)# address-family ipv4 unicast
CEl(config-bgp-neighbor-af)# route-map BGP_OUT out
CEl(config-bgp-neighbor-af)# enable
CEl(config-bgp-neighbor-af)# exit
CE1l(config-bgp-neighbor)# enable

CE1l(config-bgp-neighbor)# exit
CEl(config-bgp)# address-family 1ipv4 unicast
CEl(config-bgp-af)# network 10.100.0.0/24
CEl(config-bgp-af)# exit

CEl(config-bgp)# enable

CEl(config-bgp)# exit

CEl(config)#

CEl(config)#

CEl(config)# dinterface gigabitethernet 1/0/2
CEl(config-if-gi)# description "to ESR1"
CEl(config-if-gi)# ip firewall disable
CEl(config-if-gi)# ip address 10.10.0.1/30
CEl(config-if-gi)# exit

CEl(config)# 1interface loopback 1
CE1l(config-loopback)# ip address 10.100.0.1/24
CEl(config-loopback)# exit
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CE2

CE2(config)# hostname CE2
CE2(config)#

CE2(config)# route-map BGP_OUT
CE2(config-route-map) # rule 1
CE2(config-route-map-rule)# exit
CE2(config-route-map)# exit
CE2(config)# router bgp 65502
CE2(config-bgp)# neighbor 10.10.0.5

CE2(config-bgp-neighbor)# remote-as 65500
CE2(config-bgp-neighbor)# address-family ipv4 unicast
CE2(config-bgp-neighbor-af)# route-map BGP_OUT out
CE2(config-bgp-neighbor-af)# enable
CE2(config-bgp-neighbor-af)# exit
CE2(config-bgp-neighbor)# enable

CE2(config-bgp-neighbor)# exit
CE2(config-bgp)# address-family 1ipv4 unicast
CE2(config-bgp-af)# network 10.101.0.0/24
CE2(config-bgp-af)# exit

CE2(config-bgp)# enable

CE2(config-bgp)# exit

CE2(config)#

CE2(config)#

CE2(config)# interface gigabitethernet 1/0/2
CE2(config-if-gi)# description "to ESR2"
CE2(config-if-gi)# ip firewall disable
CE2(config-if-gi)# ip address 10.10.0.6/30
CE2(config-if-gi)# exit

CE2(config)# 1interface loopback 1

CE2 (config-loopback) # ip address 10.101.0.1/24
CE2(config-loopback)# exit

KoHdourypaums ESR1 n ESR2:
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ESR1

ESR1(config)# hostname ESR1

ESR1(config)#

ESR1(config)# ip vrf 13vpn_service
ESR1(config-vrf)# ip protocols bgp max-routes 100
ESR1(config-vrf)# rd 65500:1
ESR1(config-vrf)# route-target export 65500:1
ESR1(config-vrf)# route-target +import 65500:1
ESR1(config-vrf)# exit

ESR1(config)#

ESR1(config)#

ESR1(config)# system cpu load-balance mpls passenger ip
ESR1(config)# security zone untrusted
ESR1(config-zone)# exit

ESR1(config)# security zone trusted
ESR1(config-zone)# exit

ESR1(config)#

ESR1(config)# route-map BGP_OUT
ESR1(config-route-map)# rule 1
ESR1(config-route-map-rule)# exit
ESR1(config-route-map)# exit

ESR1(config)# router bgp 65500
ESR1(config-bgp)# router-id 10.12.0.1
ESR1(config-bgp)# neighbor 10.12.0.2

ESR1(config-bgp-neighbor)# remote-as 65500
ESR1(config-bgp-neighbor)# update-source 10.12.0.1
ESR1(config-bgp-neighbor)# address-family vpnv4 unicast
ESR1(config-bgp-neighbor-af)# send-community extended
ESR1(config-bgp-neighbor-af)# enable
ESR1(config-bgp-neighbor-af)# exit
ESR1(config-bgp-neighbor)# enable

ESR1(config-bgp-neighbor)# exit
ESR1(config-bgp)# enable
ESR1(config-bgp)# vrf 13vpn_service

ESR1(config-bgp-vrf)# neighbor 10.10.0.1
ESR1(config-bgp-vrf-neighbor)# remote-as 65501
ESR1(config-bgp-vrf-neighbor)# address-family ipv4 unicast
ESR1(config-bgp-neighbor-af-vrf)# route-map BGP_OUT out
ESR1(config-bgp-neighbor-af-vrf)# enable
ESR1(config-bgp-neighbor-af-vrf)# exit
ESR1(config-bgp-vrf-neighbor)# enable
ESR1(config-bgp-vrf-neighbor)# exit

ESR1(config-bgp-vrf)# address-family 1ipv4 unicast
ESR1(config-bgp-vrf-af)# redistribute bgp 65500 route-map BGP_OUT
ESR1(config-bgp-vrf-af)# exit

ESR1(config-bgp-vrf)# enable

ESR1(config-bgp-vrf)# exit
ESR1(config-bgp)# exit
ESR1(config)#

ESR1(config)# router ospf 1
ESR1(config-ospf)# router-id 10.12.0.1
ESR1(config-ospf)# area 0.0.0.0
ESR1(config-ospf-area)# enable
ESR1(config-ospf-area)# exit
ESR1(config-ospf)# enable
ESR1(config-ospf)# exit
ESR1(config)#
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ESR1(config)# interface gigabitethernet 1/0/1

ESR1(config-if-gi)#
ESR1(config-if-gi)#
ESR1(config-if-gi)#

security-zone untrusted
ip address 192.0.2.1/30
exit

ESR1(config)# interface gigabitethernet 1/0/2

ESR1(config-if-gi)#
ESR1(config-if-gi)#
ESR1(config-if-gi)#
ESR1(config-if-gi)#
ESR1(config-if-gi)#

ip vrf forwarding 13vpn_service
description "from CE1l"
ip firewall disable
ip address 10.10.0.2/30
exit

ESR1(config)# interface loopback 1
ESR1(config-loopback)# ip address 10.12.0.1/32
ESR1(config-loopback)# ip ospf instance 1
ESR1(config-loopback)# ip ospf
ESR1(config-loopback)# exit

ESR1(config)# tunnel gre 1

ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#
ESR1(config-gre)#

key 60

ttl 64

mtu 1472

ip firewall disable
local address 192.0.2.1
remote address 192.0.2.2
ip address 10.11.0.1/30
ip ospf dinstance 1

ip ospf

enable

ESR1(config-gre)# exit

ESR1(config)#

ESR1(config)# mpls
ESR1(config-mpls)#
ESR1(config-ldp)#
ESR1(config-ldp)#

ldp
router-id 10.12.0.1
address-family ipv4

ESR1(config-ldp-af-ipv4)# interface gre 1
ESR1(config-ldp-af-ipv4-if)# exit
ESR1(config-ldp-af-ipv4)# exit
ESR1(config-ldp)# enable

ESR1(config-ldp)# exit

ESR1(config-mpls)#

forwarding tinterface gre 1

ESR1(config-mpls)# exit
ESR1(config)# security zone-pair untrusted self
ESR1(config-zone-pair)# rule 1

ESR1(config-zone-pair-rule)#
ESR1(config-zone-pair-rule)#
ESR1(config-zone-pair-rule)#
ESR1(config-zone-pair-rule)# e
ESR1(config-zone-pair)# exit

action permit
match protocol gre
enable

xit
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ESR2 (config)# hostname ESR2

ESR2 (config)#

ESR2(config)# ip vrf 13vpn_service

ESR2 (config-vrf)# ip protocols bgp max-routes 100
ESR2 (config-vrf)# rd 65500:1

ESR2 (config-vrf)# route-target export 65500:1
ESR2 (config-vrf)# route-target import 65500:1
ESR2 (config-vrf)# exit

ESR2 (config)#

ESR2 (config)#

ESR2(config)# system cpu load-balance mpls passenger -ip
ESR2(config)# security zone untrusted

ESR2 (config-zone)# exit

ESR2(config)# security zone trusted

ESR2 (config-zone)# exit

ESR2 (config)#

ESR2 (config)# route-map BGP_OUT

ESR2 (config-route-map) # rule 1

ESR2 (config-route-map-rule)# exit

ESR2 (config-route-map)# exit

ESR2 (config)# router bgp 65500

ESR2 (config-bgp)# router-id 10.12.0.2

ESR2 (config-bgp)# neighbor 10.12.0.1

ESR2 (config-bgp-neighbor)# remote-as 65500

ESR2 (config-bgp-neighbor)# update-source 10.12.0.2

ESR2 (config-bgp-neighbor)# address-family vpnv4 unicast
ESR2 (config-bgp-neighbor-af)# send-community extended
ESR2 (config-bgp-neighbor-af)# enable

ESR2 (config-bgp-neighbor-af)# exit

ESR2 (config-bgp-neighbor)# enable

ESR2 (config-bgp-neighbor)# exit
ESR2 (config-bgp)# enable
ESR2 (config-bgp)# vrf 13vpn_service

ESR2 (config-bgp-vrf)# neighbor 10.10.0.6

ESR2 (config-bgp-vrf-neighbor)# remote-as 65502

ESR2 (config-bgp-vrf-neighbor)# address-family 1ipv4 unicast
ESR2 (config-bgp-neighbor-af-vrf)# route-map BGP_OUT out
ESR2 (config-bgp-neighbor-af-vrf)# enable

ESR2 (config-bgp-neighbor-af-vrf)# exit

ESR2 (config-bgp-vrf-neighbor)# enable

ESR2 (config-bgp-vrf-neighbor)# exit

ESR2 (config-bgp-vrf)# address-family ipv4 unicast

ESR2 (config-bgp-vrf-af)# redistribute bgp 65500 route-map BGP_OUT
ESR2 (config-bgp-vrf-af)# exit

ESR2 (config-bgp-vrf)# enable

ESR2 (config-bgp-vrf)# exit

ESR2 (config-bgp)# exit

ESR2 (config)#

ESR2 (config)# router ospf 1

ESR2 (config-ospf)# router-id 10.12.0.2

ESR2 (config-ospf)# area 0.0.0.0

ESR2 (config-ospf-area)# enable

ESR2 (config-ospf-area)# exit

ESR2 (config-ospf)# enable

ESR2 (config-ospf)# exit

ESR2 (config)#

ESR2(config)# interface gigabitethernet 1/0/1
ESR2 (config-if-gi)# security-zone untrusted
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ip address 192.0.2.2/30
exit

ESR2(config)# 1interface gigabitethernet 1/0/2

ESR2 (config-if-gi)#
ESR2 (config-if-gi)#
ESR2 (config-if-gi)#
ESR2 (config-if-gi)#
ESR2 (config-if-gi)#

ip vrf forwarding 13vpn_service
description "from CE2"
ip firewall disable
ip address 10.10.0.5/30
exit

ESR2(config)# 1interface loopback 1

ESR2 (config-loopback)# ip address 10.12.0.2/32
ESR2 (config-loopback)# ip ospf instance 1

ESR2 (config-loopback)# ip ospf

ESR2 (config-loopback)# exit

ESR2(config)# tunnel gre 1

ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#
ESR2 (config-gre)#

key 60

ttl 64

mtu 1472

ip firewall disable
local address 192.0.2.2
remote address 192.0.2.1
ip address 10.11.0.2/30
ip ospf dinstance 1

ip ospf

enable

ESR2 (config-gre)# exit

ESR2 (config)#

ESR2 (config)# mpls
ESR2 (config-mpls)#
ESR2 (config-ldp)#
ESR2 (config-ldp)#

ldp
router-id 10.12.0.2
address-family ipv4

ESR2 (config-ldp-af-ipv4)# interface gre 1
ESR2 (config-ldp-af-ipv4-if)# exit

ESR2 (config-ldp-af-ipv4)# exit

ESR2 (config-ldp)# enable

ESR2 (config-ldp)# exit

ESR2 (config-mpls)#

forwarding tinterface gre 1

ESR2 (config-mpls)# exit
ESR2 (config)# security zone-pair untrusted self
ESR2 (config-zone-pair)# rule 1

ESR2 (config-zone-pair-rule)# action permit
ESR2 (config-zone-pair-rule)# match protocol gre
ESR2 (config-zone-pair-rule)# enable

ESR2 (config-zone-pair-rule)# exit
ESR2 (config-zone-pair)# exit

Mocne 3aBepLUEHUst HACTPOViKM MPOBEPUM CTaTyC CepBluca 1 AOCTYMNMHOCTb Y3/10B B CETU:
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*KoHPurypauma TyHHens GREx
ESR2# sh tunnels configuration
Tunnel State

Description

Enabled --

ESR2# sh tunnels configuration gre 1

State:

Description:

Mode:

Bridge group:

VRF:

Local address:

Remote address:

Calculates checksums for outgoing GRE packets:

Requires that all input GRE packets were checksum:

key:
TTL:
DSCP:
MTU:
Path MTU discovery:
Don't fragment bit suppression:
Security zone:
Multipoint mode:
Keepalive:

State:

Timeout:

Retries:

Destination address:

*Hanuuue vpnv4-mMapupyToB*
SR2# sh bgp vpnv4 unicast all

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

Enabled

ip

192.0.2.2
192.0.2.1
No

No

60

64
Inherit
1472
Enabled
Disabled

Disabled

Disabled
10
6

Status codes: * - valid, > - best, i - internal, S - stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Codes Route Distinguisher IP Prefix Next hop Metriic Label LocPrf
Weight Path
*> 65500:1 10.101.0.0/24 -- - 34 100 -
65502 1
*>7 65500:1 10.100.0.0/24 10.12.0.1 - 16 100 0
65501 1
*COCTOSAAHME MpoToKo/sa LDP*
ESR2# sh mpls ldp neighbor
Peer LDP ID: 10.12.0.1; Local LDP ID 10.12.0.2

State: Operational

TCP connection: 10.12.0.1:646 - 10.12.0.2:46444

Messages sent/received: 60/60

Uptime: 00:53:59

LDP discovery sources:

gre 1

ESR2# sh mpls forwarding-table
Local Outgoing Prefix Outgoing Next Hop
label label or tunnel ID Interface
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35 imp-null 10.12.0.1/32 gre 1 10.11.0.1

*[JOCTYNHOCTb Y3/10B B CETU*
CE2# ping 10.100.0.1 source ip 10.101.0.1 detailed
PING 10.100.0.1 (10.100.0.1) from 10.101.0.1 : 56 bytes of data.

64 bytes from 10.100.0.1: dicmp_seq=1 ttl=0 time=1.32 ms
64 bytes from 10.100.0.1: dicmp_seq=2 ttl=0 time=1.12 ms
64 bytes from 10.100.0.1: dicmp_seq=3 ttl=0 time=1.14 ms
64 bytes from 10.100.0.1: dicmp_seq=4 ttl=0 time=1.09 ms
64 bytes from 10.100.0.1: dicmp_seq=5 ttl=0 time=1.15 ms
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13 YnpaBneHne 6e30nacHOCTbIO

+ Hactpoiika AAA
+ AJITOPUTM HACTPOIKM NTOKasIbHOM ayTeHTumkaumm
+ AnropuTtm HacTpoiiku AAA o npotokony RADIUS
+ AnropuTtm Hactpoiikm AAA no npotokony TACACS
+ AnropuTtm HacTpoiikn AAA no npotokony LDAP
+ [prmep HacTpoikn ayTeHTudukaumm no telnet yepes RADIUS-cepsep
* HacTpoiika npuBmnnernii KomaHg,
* AJITOPUTM HaCTPOIKM
+ [pyMep HaCTPONKN NPUBUIETNIA KOMaHS
+ HacTtpoiika normposaHus 1 3almTbl OT CETEBbIX aTak
* AJITOPUTM HACTPOIKM
+ OnucaHve MexaHW3MOB 3all1Tbl OT aTak
* [prMep HaCTPOINKM NOTMPOBaHNSA 1 3aLUTbl OT CETEBbIX arak
* Wcnonb3oBaHne npotokona BGP FlowSpec ans ynpasneHns 6110KMpOBKOIA TPAH3UTHOMO Tpadmka
* AJITOPUTM HACTPOIKM
* [pyMep HaCTPOKM
*+ KoHdpurypuposaHue Firewall
* AJITOPUTM HaCTPOIKM
* MNpumep HacTpoiikm Firewall
* Hacrtpolika cnuckoB gocTtyna (ACL)
* AJITOPUTM HaCTPOIKM
+ [pyMep HacTpoiikK cnucka gocTyna
* HacTtpoiika IPS/IDS
« AnropuTm 6a30BOW HACTPOIKK
* ANropuTM HacTPOWKM aBTOO6HOBEHNSA npaBu IPS/IDS n3 BHELWHMX NCTOYHMKOB
* PekomMeHAyeMble OTKPbITble UCTOYHUKM OOHOBEHUS NpaBui
* Mpumep HacTpoliku IPS/IDS ¢ aBTO06HOBNEHMEM NpaBu
+ AJITOPUTM HACTPOIKM 6a30BbIX NOMb30BATENIbCKUX NPaBU/I
* [prMep HaCTPOIKM 6a30BbIX NONb30BATENIbCKUX NPaBU/I
* AJITOPUTM HACTPOMNKM pacLUMPEHHbIX NO/Ib30BATE/IbCKMUX NPaBu
* [pyMep HaCTPOWNKN pacLUMPEHHbIX NO/Ib30BATEIbCKMX NPaBu
+ HacTtpoiika Bzanmopgeictaus c Eltex Distribution Manager
« AnropuTm 6a30BOW HACTPOIKK
* [prMep HacTPOKM

13.1 Hactpoiika AAA

AAA (Authentication, Authorization, Accounting) — ncnonb3yeTcsi 415t onucaHns npoLecca NpeaocTaBNeHNns
[OCTyna 1 KOHTPO/IA Ha HUM.

+ Authentication (ayTeHTuhukaLysl) — conocTaB/ieHMe NepcoHbl (3anpoca) CyLLeCTBYoLLEN YUETHO
3anucu B cuctemMe 6e3onacHocTu. OCyLLeCTBASETCS MO JIOTUHY, Naposio.

« Authorization (aBTopu3aLusi, NpoBepka NoHOMOUMIA, NPOBEPKA YPOBHS A0CTYNa) — CONocTaB/eHne
YYETHO 3anncu B cucteme 1 onpenenéxHHbIX NoSIHOMOUNIA.

+ Accounting (Y4€T) — cnexeHue 3a NoAK/IYEHNEM MO/Ib30BATENS U/IN BHECEHHBIM UM U3MEHEHUSM.
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13.1.1 ANropuTm HaCTPOKM NOKaJIbHOW ayTeHTUpnKaLum

LWar

1

OonucaHue

Yka3zartb local B kauecTBe MmeToga
ayTeHTUmKaLmMK.

YkasaTtb enable B kauecTBe crnocoba

ayTeHTUMKaLum NoBbILLIEHNS
NpVBWU/IETNIA NONb30BaTENEN.

KomaHpa

esr(config)# aaa authentication
login { default | <NAME> }
<METHOD 1>

[ <METHOD 2> ][ <METHOD 3> ]
[ <METHOD 4> ]

esr(config)# aaa authentication
enable <NAME><METHOD 1>

[ <METHOD 2> ]

[ <METHOD 3>] [ <METHOD 4> ]

Knoun

<NAME> - nms cnmcka,
3agaétca cTpokoit o 31
cumBona.

Cnocobbl ayTeHTUhnKaunu:

+ local - ayteHTUdbmkaums
C MOMOLLbIO NTOKASIbHOIA
6a3bl nonb3oBarenel;

+ tacacs -
ayTeHTMdmKauus no
cnncky TACACS-
cepBepos;

+ radius -
ayTeHTMdmKauus no
cnucky RADIUS-
cepBepos;

+ Idap - ayTeHTudhmkaums
no cnucky LDAP-
cepBepoB.

<NAME> - nms cnncka,
3agaétca cTpokoi ao 31
cumMmBoOna.

Cnocobbl ayTeHTUnKaLnu:

+ local — ayTeHTudmKaumsa
C NOMOLLIbIO TOKa/TbHOIA
6a3bl Nonb3osarenew;

+ tacacs -
ayTeHTUukaums no
crnnucky TACACS-
CcepBepos;

+ radius -
ayTeHTUdmKaums no
cnuncky RADIUS-
cepBepos;

+ Idap — ayteHTuchmkaums
no cnucky LDAP-
cepBepos.
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LWar

OonucaHue

YkaszaTb cnocob nepebopa MeTo40B
ayTeHTuchMKauum B cnydae otkasa (He

06513aTe/bHO).

YKazaTb KOsim4yecTso HeyaavHbIX
NOMbITOK ayTEHTVI(*)I/IKaLI'I/II/I ans

6/10KMPOBKY /TOTVHA NO/b30BaATENS U
Bpemsi 6110KMpoBKM (He 06s13aTesIbHO).

BKoUMTb 3anpoc Ha cMeHy napossi no
YyMO/YaHuo 415 nons3osatens admin

(He o06s13aTeNBLHO).

BKIOUNTL pexum 3anperta Ha

NCMNo/b30BaHNe paHee YCTaHOB/EeHHbIX
naponei NoKabHbIX NONb30BaTeNen

(He 06s13aTeNbLHO).

MexceTeBble 3KpaHbl cepun ESR. PyKoBOACTBO NO 3KcnayaTauum

KomaHpa

esr(config)# aaa authentication

mode <MODE>

esr(config)# aaa authentication
attempts max-fail <COUNT>
<TIME>

esr(config)# security passwords
default-expired

esr(config)# security passwords
history <COUNT>

Knoun

<MODE> — cnocobbl nepebopa
METOZ0B:

« chain - ecnu cepsep
BepHyn FAIL, nepeitu K
cnefylowemy B Lienovke
mMeToay
ayTeHTUdmKaLmuy;

+ break — ecnu cepsep
BepHyn FAIL,
NpekpaTuTb NOMbITKA
ayTeHTUdmKaummn. Ecnm
CepBep HeLOCTYNEH,
NPOAOMKNUTL NMOMNbITKMN
ayTeHTumkaumm
cnepyowyMmn B LEEMOYKE
MeToAaMN.

3HaueHne No yMon4aHuio:
chain.

<COUNT> - KonnyecTtBo
Hey[a4yHbIX MOMbITOK
ayTeHTUhmkalmm, nocne
KOTOpbIX Npon3oiaeT
6/10KMPOBKa Mosb3oBaTens,
NPUHUMAET 3HAYEHNS
[1..65535];

<TIME> — uHTepBan BpeMeHu B
MUHYTax, Ha KOTopblii 6yaeTt
3a610KMpOBaH Mnosib30BaTeb,
NPUHMMaET 3HaYEeHNS
[1..65535].

3Ha4yeHVe No yMo4aHuio:
<COUNT> - 5; <TIME> — 300.

<COUNT> - konnyecTtBo
naporeii CoXpaHsemblX B
namaTy MapLipyTm3aropa.
MpUHMMAaET 3Ha4YeHne B
JAmnanasoHe [1..15].

3HaueHue no ymonyaxuio: 0.
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LWar

10

11

12

OonucaHue

YCcTaHOBWTb BpeMS AeCTBUSI Napons
NOKasIbHOrO nonb3oBatens (He
06513aTe/bHO).

YCTaHOBWTb OrpaHNyeHne Ha
MUHVMa/TBHYH AMHY Naposs
nokansbHoro nosnb3osartena n ENABLE-
naponsi (He 06s3aTenbHO).

YCTaHOBUTL OrpaHnyeHne Ha
MaKCMMasibHY0 ANMHY Naposs
NokasibHoro nonb3oartens u ENABLE-
naponsi (He 06s3aTenbHo).

YCTaHOBUTb MUHMMa/IbHOE KO/IMYECTBO
TUMOB CUMBOJIOB, KOTOPbIE AO/KHbI
NpUCYyTCTBOBAaTL B NMaposie SIoKasibHOro
nonb3oBatens u ENABLE-napone (He
06513aTe/bHO).

YcTaHOBUTb MUHUMaJ/IbHOE KOSIMYECTBO
CTPOYHbIX BYKB B Maposie /IoKaibHOro
nonb3oBatens u ENABLE-napone (He
0653aTe/bHO).

YCTaHOBUTb M