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1 BeegeHwue

* AHHOTauusA

* LeneBas aygntopus

» [puMeyaHus n npegynpexaeHns
* lcnonb3yeMble cokpalleHus

AHHOTaUuA

B HacTosiLLleM pyKoBOACTBe NpuBefeHo onucaHve komaHg CLI osis agMuHUCTpaTopa MeXCceTeBoro akpaHa
cepun ESR (B fanbHeiweM nMeHyemMoro MapLUpyTU3aTopoM Uan YCTPOKCTBOM).

NHTepdpeiic komaHaHoii cTpokm (Command Line Interface, CLI) — nHTepdeiic, npegHasHayeHHbIl Ans
ynpasneHnsi, NPOCMOTPa COCTOSAHUA U MOHUTOPUHIa ycTpoincTea. Ansa paboTbl noTpebyetca nobas
ycTaHoB/neHHas Ha MK nporpamma, nogaepxusaroLian paboty no npotokonam Telnet, SSH nnv npsamoe
NOAK/OYEHME Yepe3 KOHCO/IbHbIN nopT (Hanpumep, HyperTerminal).

LieneBas ayguTtopus

CnpaBoyHuK KomaHg CLI npegHasHaveH ANnsi TEXHUYECKOro NepcoHasna, BbIMO/THALLEro HaCTPOVKY 1
MOHUTOPUHI MEXCeTeBoro akpaHa cepun ESR nocpeactsom nHtepdpeiica komaHaHol cTpoku (CLI).
KBanudpmkaumusa TeXHNYEeCKoro nepcoHana npeanonaraeT 3HaHne 0CHOB paboThl cTeka npoTtokonos TCP/IP,
NPUHUMNOB nocTtpoeHus Ethernet-cetein.

MpumeyaHus 1 NpegynpexaeHus

& TpumeyaHns cogepxar BaxHy MHOPMaLMto, COBETbI UM PEKOMEHAALMM MO MCNO/Ib30BaHMIO U
HacTpolike yCTpoicTBa.

© TMpepynpexaeHys MHPOPMUPYIOT MO/b30BATESA O CUTYaLSX, KOTOPbIE MOTYT HaHECTU BPe[,
nporpammHo-annapaTHoOMy KOMIEKCY, MPUBECTM K HEKOPPEKTHOI paboTe CUCTEMbI WX NOTepe
[aHHbIX.

Ncnonb3yemble COKpalleHus

+ AAA - Authentication, Authorization, Accounting
+ ARP — Address Resolution Protocol

+ BGP - Border Gateway Protocol

+ BRAS - Broadband Remote Access Server

+ DHCP - Dynamic Host Configuration Protocol
* DNS - Domain Name System

+ DDoS - Distributed Denial of Service

+ DoS - Denial of Service

* FIFO - First In, First Out

« FTP - File Transfer Protocol

+ FXO - Foreign eXchange Office

+ FXS - Foreign eXchange Subscriber

+ GRE - Generic Routing Encapsulation

+ GRED - Gentle Random Early Detaction

« HTTP — HyperText Transfer Protocol

« HTTPS - HyperText Transfer Protocol Secure
+ ICMP - Internet Control Message Protocol

* IKE - Internet Key Exchange

* IDS - Intrusion Detection System
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IP — Internet Protocol

IP4IP4 - IPin IP

IPS — Intrusion Prevention System

IPsec — IP Security

L2TP - Layer 2 Tunneling Protocol

L2TPv3 - Layer 2 Tunneling Protocol version 3
LACP - Link Aggregation Control Protocol
LAG - Link Aggregation Group

LDAP - Lightweight Directory Access Protocol
LLDP - Link Layer Discovery Protocol

MAC - Media Access Control

MTU — Maximum Transmission Unit

mDNS — Multicast Domain Name System

NAT - Network Address Translation

NAS - Network Access Server

NTP - Network Time Protocol

OSPF - Open Shortest Path First

PPP - Point-to-Point Protocol

PPTP - Point-to-Point Tunneling Protocol
PPPOE - Point-to-point protocol over Ethernet
PSK - Pre-Shared Key

QoS - Quality of Service

RADIUS - Remote Authentication Dial In User Service
RED - Random early detection

RIP — Routing Informational Protocol

SFTP - Secure Shell File Transfer Protocol
SIP - Session Initiation Protocol

SLA — Service Level Agreement

SNMP - Simple Network Management Protocol
SCP - Secure Copy Protocol

SP — Strict Priority

SSH - Secure Shell

STP - Spanning Tree Protocol

TACACS - Terminal Access Controller Access Control System
TFTP - Trivial File Transfer Protocol

URL - Uniform Resource Locator

VLAN - Virtual Local Area Network

VPN —Virtual Private Network

VRF - Virtual Routing/Forwarding

VRRP - Virtual Router Redundancy Protocol
VTI = Virtual Tunnel Interface

WAN - Wide Area Network

WINS - Windows Internet Name Service

WRR - Weighted Round Robin

XAUTH - eXtended Authentication
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2 [MpaBuna nosib30BaHMUst KOMaHQHOW CTPOKOWA

[nsa ynpoweHnst ncnonb30BaHUsi KOMaHAHOW CTPOKN MHTepdeiic NoaaepXMBaET (YHKLMUIO aBTOMATUYECKOro
[IONOMHEHNA KOMaHA,. dTa (PYHKUUSI akTUBUPYETCS NPV HEMNOJTHO HabpaHHOW KOMaHAe 1 BBOAE CMMBOA
Tabynsauum <Tab>.

[Apyras oyHKUMSI, MoMoratoLas nonb30BaTbCsl KOMaHAHOV CTPOKOI — KOHTEKCTHasi noAckaska. Ha no6om
aTane BBOAa KOMaHAbl MOXHO MO/TyYMTb MOACKA3KY O C/efyoLyX 3fieMeHTax KoMaHibl nyTeM BBOAA
BOMPOCWTE/ILHOTO 3HaKa <?>.

[Ns yNpoLLEHNA KOMaH/, BCeii cucTeMe KoMaHz npugaHa nepapxudeckas CTpyktypa. [1s nepexofa Mexay
YPOBHSIMU Mepapxuu npegHasHaueHbl cnelyasibHble KoMaHabl nepexoa. AT0 NO3BO/SET UCMO/b30BaTh
MeHee 06beMHbIE KOMaH/bl Ha K&XA0M 13 YPOBHE. [ 0603HAYEHS1 TEKYLLIETO YPOBHS, HA KOTOPOM
HaxoAWTCs NoMb30BaTe/lb, AMHAMUYECKM U3MEHSIETCS CTPOKA NPUMNALLEHNS CUCTEMbI.

Mpumep:

esr> enable BknwyeHue 15 ypOBHA NpusBuierui

esr# configure Nepexoh B pexuMm KOHOUrypupoBaHMA yCcTpolicTBa

esr(config)#
esr(config)# exit BO3BpaT Ha YpOBEHbL Bbille
esr#

[nsa ypob6cTBa MCcnosib30BaHUS KOMaHAHOM CTPOKM peanin3oBaHa NogaepXKa ropsavmx KaBuLl,
nepeyncnieHHbIx B Tabnumue 1.

Tabnuua 1 — OnucaHne ropsunx Knaesuw KoMaHgHom ctpokum CLI

CoueTaHue K1aBULLN OonucaHuve

Ctrl+D B0 B/IOXEHHOM KOMaHAHOM PeXnme — BbIX0/ B NpeAblAyLni KoMaHHbIi
pexum (komaHaa exit), B KOpHEBOM KOMaHAHOM pexumMe — Bbixog, 13 CLI
(xomaHga logout)

Ctrl+z BbIXoA, B KOPHEBOI KOMaH/HbIN pexum (komaHaa top)
Ctrl+A Mepexop B HaYa0 CTPOKM

Ctrl+E Mepexopn B KOHeL, CTPOKM

Ctrl+U YnaneHve cUMBO/IOB C/1eBa OT Kypcopa

Ctrl+K YpaneHue cMMBO/IOB cripaBa OT Kypcopa

Ctrl+C OuncTka CTPOKK, a Takke 06pbIB BbINOSTHEHUS KOMAHAbI

Ctrl+W Ynanesve cfosa cfieBa oT Kypcopa
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CoueTaHue KnaBuLn OnucaHue

Ctrl+B Mepexopa Kypcopa Ha OfHY No3vuuio Ha3as
Ctrl+F Mepexop Kypcopa Ha oAHYy NOo3uLMIo BNepes
Ctrl+L OuucTka akpaHa

[ns yno6cTBa YTeHus fobasneH NoCTpaHNYHbIv BbIBOA, 60/1bLLOIN N0 06beMy MHOpMaLUN.

Hanpumep:

esr# show running-config
syslog max-files 3
syslog file-size 512
syslog file esr 1info
syslog console info
interface gigabitethernet 1/0/1
ip address 10.100.14.1/24
exit
interface gigabitethernet 1/0/1.101
exit
interface gigabitethernet 1/0/2
ip address 192.168.1.1/24
ip address 10.100.100.2/24
exit
interface gigabitethernet 1/0/2.150
ip address 10.150.150.2/24
exit
interface gigabitethernet 1/0/2.151
ip address 10.151.151.15/24
exit
interface gigabitethernet 1/0/3
ip address dhcp enable
exit
interface gigabitethernet 1/0/5.55
More? Enter - next line; Space - next page; Q - quit; R - show the rest.

L5 OTKNHYEHMs1 NOCTPaHMYHOIO BbiBOAA B TEKYLLE CECCUM HEOOXOAMMO BBECTU KOMaHAY:
esr# terminal datadump

NHTepdeiic KoMaHHOI CTPOKKN o6ecneynBaeT aBTOpM3aLIMio No/b30BaTeNei 1 orpaHnyMBaeT AoCTyn K
KOMaHaM Ha OCHOBAHWMN YPOBHS NPUBWETiA, 33jaHHOTO aIMUHCTPATOPOM.

B crcTemMe MOXET 6bITb CO3/1aH0 HEOBXOAMMOE KO/IMYECTBO Nosb3oBaTteneil. Heo6xoauMblii ypoBeHb
npVBUNErvii 3aaaéTcs MHANBMAYANbHO A5 KaXKA0ro U3 HUX.

© B 3aBo/CKOI KOHMUIypaL MK B CUCTEME CO3/aH OfMH Nosb30BaTtesb C MMeHeM admin v naponem
password.
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[nsi o6ecneyeHnst 6e30MacHOCTI KOMaHAHOro HTepdelica KomaHabl pacnpegeneHsl Mexay 1,10 n 15
YPOBHEM NPUBU/IETWIA:

* 1 ypoBEHb — AOCTYMNEH TONIbKO MOHUTOPUHT YCTPONCTBa,

* 10 ypoBeHb — AOCTYMHO KOH(OUIyppoBaHmMe YCTPONCTBa, KPOMe CO34aHns Nosb3oBarene,
nepesarpysku ycTpoicTsa, 3arpysku MNo;

* 15 ypoBeHb — HET OrpaHNYEHWIA.

MonyyeHne 15 ypoBHSA NpUBUAETAIA:

(esr)> enable
(esr)#

BosBpalleHne Ha nepBoHaYasibHbIl YPOBEHb NPUBUIETWIA:

(esr)# disable
(esr)>

CuctemMa no3BosisieT HECKOJIbKM M0/1b30BaTeNsIM OHOBPEMEHHO MOAK/IHUYATLCS K YCTPOIACTBY.

[na ymeHblleHna o6bemMa oTobpakaeMblX faHHbIX B OTBET Ha 3arpochbl Nonb30BaTesNs U 06/1eryeHns novcka
Heo6XxoAMMOI NHGIOPMAaLLMN MOXHO BOCMNO/1b30BaTbCA hubTpaLmeid. Ansa donnstpaumm nHopmaumm
TpebyeTcs f06aBUTb B KOHEL, KOMaHAHOW CTPOKX CUMBOS «|» U MCNOMb30BaTh OAHY M3 ONUUiA (ouNbTpauum:

+ begin — BbIBOAUTL BCE NOCNE CTPOKM, coAepKallel 3afaHHbIl WabrnoH;

+ count — BbIBOAWTL TO/IbKO KOJIMYECTBO CTPOK, OTOGPaxaeMbix B BbIBOAE KOMaHAb! (6e3 BbiBOAA
MHchopMaumm, oTobpaxaemMoli camoil KOMaHoW);

+ counter — fo6aB/isieT K BbIBOAMMOIN MHpOpMaLUn HoMepa CTPOK;

* include — BbIBOgUTb BCE CTPOKM, cCoAepXallme 3afaHHbIl WabrnoH;

+ exclude — BbIBOANTb BCE CTPOKK, HE CoAepXaLlne 3afaHHbli LaboH,;

+ until — BbIBOANTb BCE A0 CTPOKK, COAEPXKaLLEN 3a4aHHbI LLAGOH.

LLla6noH noncka MOXET ObITb 3a4aH PEry/sipHbIM BbIPaXXEHNEM U COAEPXaTb:

- MepeyeHb CMMBOMOB. MOXHO ONpeaeninTb NepedeHb, 3aK/THUMB CYUMBOJIbI B KBaApaTHbIE CKOOKM «[]».
CooTBeTCTBME OyAET NPOBEPSITLCS MO CUMBOIAM, MEPEUNCIEHHBIM B NepeyHe. Ecnn nepBbIiii CMBO/ NEPEYHS
«*», TO COOTBETCTBUE BYAET NPOBEPATLCSA MO /IVO60MY CUMBOJTY, HE BXOASALEMY B NepeyeHb. Mpumepsi:

* [-az] -'a','z’n'-
+ [a-z] - Bce natuHckne 6ykBbl OT 'a' 10 'Z'.

— CneunasbHble CUMBObI:

+ A — Hayas10 CTPOKY;

+ § — KOHeL, CTPOKMY;

+ . — noboli CMMBON B CTPOKE;
* * — HOMb UNK 6onee pas.

BbiBog KOMaHAapl «show running-config syslog» 6e3 napameTpos:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default -info
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BbiBog, KOMaHAap! «show running-config syslog» ¢ napameTtpom «begin»:

esr# show running-config syslog | begin file-size
syslog file-size 512
syslog file default -info

BbiBog KOMaHAapl «show running-config syslog» ¢ napameTpom «include»:

esr# show running-config syslog | include file-size
syslog file-size 512

BbiBog, KOMaHAapl «show running-config syslog» ¢ napameTpom «exclude:

esr# show running-config syslog | exclude file-size
syslog max-files 3
syslog file default info

MpuMepbl UCNONb30BAHNS PETY/ISIPHbIX BbIPAXEHWIA:

esr# show interfaces status | include "Ate.x"

tel/0/1 Up Down 1500 a8:f9:4b:aa:05:d9
tel/0/2 Up Down 1500 a8:f9:4b:aa:05:da
esr# show 1interfaces status | include "Agil/0/1[2568]"
gil/0/12 Up Down 1500 a8:f9:4b:aa:05:cc
gil/0/15 Up Down 1500 a8:f9:4b:aa:05:cf
gil/0/16 Up Down 1500 a8:f9:4b:aa:05:d0o
gil/0/18 Up Down 1500 a8:f9:4b:aa:05:d2
esr# show 1interfaces status | include "A[*tgIl -]"

bridge 1 Up Up 1500 a8:f9:4b:aa:05:c0O
bridge 2 Up Up 1500 a8:f9:4b:aa:05:c0O

[ns BbIBOZA MHG)OpMaLMK, 3anpoLLeHHo koMaHaoi show, B chaiin Tpebyetcs 406aBUTb B KOHEL, KOMaHAHO
CTPOKM COOTBETCTBYHOLLMIA CUMBO/I, MyTb M UMSI 7151 CO3A4aHWS U [ONO/THEHUSI TEKCTOBOTO dhaiina.

CuMBO/IbI AN BbIBOAA MHGpOpMaLuK B doaiin:

+ > - 3anucathb BbIBOJ KOMaHbl B chaiin;
+ >>— flonncaTh BbIBOJ KOMaH/bl B KOHeL, chaiina.

Bo3MOXHble NyTU A/151 COXPaHEeHUsi TEKCTOBbIX (DaiifioB BbIBOJA KOMAHA;

+ flash:data/<FILE> — dpaiin 6ygeT co3gaH nunv AOoNO/HEH B 3HEProHE3aBUCUMO NamATy
mMapLupyTumsatopa B pasgene flash:data;

+ usb://<USB-NAME>:/<FILE> — cpaiin 6yget co3gaH uam gononHeH Ha USB-Hocutene ¢ nmeHem <USB-
NAME>;

+ mmc://<MMC-NAME>:/<FILE> - dpaiin 6ygeT co3gaH nnv gonosHeH Ha USB-HocuTene ¢ nmeHem
<MMC-NAME>.
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3 CTpyKTypa cUCTEMbI KOMaH/A
+ [No6anbHbIA pexmm
. KOHd)MprMpOBaHVIe MapLupyTmnsaTopa

« Tunbl M NOPSAOK UMEHOBAHUS MHTEPAIEICOB MapLUpyTU3aTopa
+ Tunbl 1 NOPSAOK UMEHOBAHUSI TYHHE e MapLupyTm3aTopa

CucteMa KomaHf uHTepgpeiica KoMaHAHO CTPOKM MaplLupyTusaTopa cepum ESR pasgeneHa Ha
nepapxuyeckme ypoBHm (pasaenbl).

FnoGanbHbI peXum
BepxHuii ypoBeEHb nepapxmm KomaHg, npuBeaeH B Tabnuue 2.

Ta6nuua 2 — Viepapxusi KOMaHAHbIX PEXNMOB (BEpPXHWiIA yPOBEHb)

YpoBeHb KomaHpga Bxoga Bupg cTpokn noackasku KomaHpa Bbixoga
KopHeBoii pexxum (ROOT) esr> exit
esr# end
Pexum KoHtpurypuposanua  configure esr(config)#
(CONFIG)
Pexum oTnagkm paboTsl debug esr(debug)#
ycTpoiictea (DEBUG)

esr-1000% end

configure

asr-1000 (config) #

debug pexunm DEBUG
esr=-1000 (debug) #

PrcyHoK 1 — BepxHuii ypOBEHb Mepapxun PeXMMOB KOMaH/
B kopHeBoM koMaHaHOM pexume (ROOT) ocyliecTBAsieTCs:
— paborTa ¢ haitniamm KoHurypaymm:

* MPUMEHEHNE;
* MOATBEPXAEHWNE;

+ cbpoc;

* COXpaHeHMe;

* OTMeHa HEMPUMEHEHHbIX U3MEHEHWNIA

* BO3BpaT K NOATBEPXAEHHOW KOHpUrypaumm.

— nepes3arpyska Mmapwpytmnsaropa,;

— MOHUTOPWHT PaboTbl U NPOCMOTP TeKYLLE KoHurypauum ycTpoiicTaa.
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3 kopHeBoro pexuma (ROOT) ocyLecTBNSETCS Nepexo K creayolmm pasgenam:
— pexum KoHdpurypuposanus yctpoiictea (CONFIG);

— pexum oTnaaku pabotsl ycTpolictea (DEBUG).

KoHdmrypupoBaHue maplupytusatopa

KoHdhurypupoBaHue mapLupyTtusatopa cepun ESR BbinonHsetcs B pexvme CONFIG. [JaHHbI pexum gocTyneH
13 kopHeBoro pexumMa (ROOT). Mepexon B peXXmm KOHMIypupoBaHUs OCYLLLECTBSETCS TOMbKO B
NMPVBUNETMPOBAHHOM PEXMME.

[na nepexoga 13 kopHesoro pexuma (ROOT) Heo6x0AMMO BbINOSTHUTL Ceaytome KOMaHabl:

esr> enable
esr# configure
esr(config)#

B pexxume koHQUrypmpoBaHusa mapLipyTtusaropa cepun ESR BbinosnHsaeTcs:

— ynpas/ieHne CUCTEMHbIMY Yacamu;

— ynpasfieHne CUCTEMHbIM XYPHa/I0M;

— ynpasneHue yaasieHHbIM LOCTYNoMm,;

— HacTpoiika QoS;

— HacTpoiika Spanning Tree;

— HacTpoika VLAN;

— HaCTpoWKa cTaTuyeckux MapLUpyTOB;

— HaCTpoiKa NPMOPUTETHOCTI MPOTOKO/I0B MapLUpyTu3aLmuy;

— Nnepexos K pexumam KOHUrypnupoBaHusa (oyHKL M, onncaHne pexumoB npreeaeHo B Tabnuue 3.

Tabnuua 3 — KoMaHAHble pexuMbl 4151 yNpaB/ieHns MapLIpyTU3aTopoM

YpoBeHb KomaHpa Bxopa ! Bupg cTpokun Mpeabiaywuii
nopcKasKku ypOBeHb

HacTpoiika rnobasibHbIX NapamMeTpoB configure esr(config)# ROOT

(CONFIG)

HacTpoiika GigabitEthernet untepdeiicos interface gigabitethernet esr(config-if-gi)# CONFIG

(CONFIG-GI) <PORT>

HacTpoiika TengigabitEthernet interface tengigabitethernet  esr(config-if-te)# CONFIG

nHTepceiicos <PORT>

(CONFIG-TE)

HacTpoiika FourtygigabitEthernet interface esr(config-if-fo)# CONFIG

nHTepdeicos
(CONFIG-FO)

fourtygigabitethernet <PORT>

10



YpoBeHb

HacTpoiika cab-uHTepdeiicos

(CONFIG-SUBIF)

HacTpoiika cab-uHtepceiicos

(CONFIG-QINQ-IF)

HacTpoiika nocnefoBare/bHbIX
UHTEpdelicos 2

(CONFIG-SERIAL)

HacTtpolika BUpTyanbHbIX MHTEpPdeiicoB

(CONFIG-LOOPBACK)

HacTtpoiika E1-uHtepdeiicos

(CONFIG-E1)

HacTpolika rpynnbl arperaumm E1-kaHanoB
(CONFIG-MULTILINK)

HacTtpoiika FXO-nopTos

(CONFIG-VOICE-PORT-FXO0)

HacTtpolika FXS-nopTtoB

(CONFIG-VOICE-PORT-FXS)

HacTpoiika BupTYyanbHbIX TYHHE/bHbIX
nHTepdeiicos VTI

(CONFIG-VTI)

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

Bup cTpoku
MoACKa3Ku

KomaHpa Bxoga

interface gigabitethernet
<PORT>.<VLAN> unu

esr(config-subif)#

interface tengigabitethernet
<PORT>.<VLAN> unu

interface port-channel
<CH>.<VLAN>

interface gigabitethernet
<PORT>.<VLAN>.<VLAN> nnu

interface tengigabitethernet
<PORT>.<VLAN>.<VLAN> nnu

interface port-channel
<CH>.<VLAN>.<VLAN>

interface serial <PORT> esr(config-serial)#

interface loopback <PORT> esr(config-

loopback)#

interface e1 <PORT> esr(config-e1)#

interface multilink <PORT> esr(config-

multilink)#

esr(config-voice-
port-fxo)#

interface voice-port <NUM>

esr(config-voice-
port-fxs)#

interface voice-port <NUM>

tunnel vti <VTI> esr(config-vti)#

esr(config-qing-if)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika nocnegosaTenbHOro
nHTepdeiica 2

(CONFIG-LINE-AUX)

HacTtpolika L2TPv3-TyHHenel

(CONFIG-L2TPV3)

HacTtpoiika GRE-TyHHenel

(CONFIG-GRE)

HacTpoiika SoftGRE-TyHHeneik

(CONFIG-SOFTGRE)

HacTpoiika normyecknx TyHHenel

(CONFIG-LT)

HacTtpolika cab-nHtepdelica Ha L2-TyHHene

(CONFIG-SUBTUNNEL)

HacTpoiika IPv4-over-IPv4 TyHHeneli

(CONFIG-IP4IP4)

HaCTpOﬁKa ceTeBblX MOCTOB

(CONFIG-BRIDGE)

HacTpoiika VLAN

(CONFIG-VLAN)

HacTpoiika ceTeBoli NOAUTUKM ANS
onpepenexns VLAN no LLDPDU-
COOOBLLEHUAM K/TMeHTa

(CONFIG-NET-POLICY)

HacTpoiika nyna agpecos DHCP-cepsepa

(CONFIG-DHCP-SERVER)

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KomaHpa Bxoga

line aux <NUM>

tunnel 12tpv3 <L2TPV3>

tunnel gre <GRE>

tunnel softgre <SOFTGRE>

tunnel It <LT>

tunnel softgre <GRE>.<VLAN>

tunnel ip4ip4 <IP4IP4>

bridge <BRIDGE>

vlan <VLAN>

network-policy <NAME>

ip dhcp-server pool <NAME>

Bup cTpoku
MoACKa3Ku

esr(config-line-aux)#

esr(config-12tpv3)#

esr(config-gre)#

esr(config-softgre)#

esr(config-It)#

esr(config-

subtunnel)#

esr(config-ip4ip4)#

esr(config-bridge)#

esr(config-vlan)#

esr(config-net-policy)

esr(config-dhcp-
server)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika DHCP onuuun 60

(CONFIG-DHCP-VENDOR-ID)

HacTpoiika nyna agpecos DHCP-cepBsepa

(CONFIG-IPV6-DHCP-SERVER)

HacTpoiika DHCP onuumn 60

(CONFIG-IPV6-DHCP-VENDOR-ID)

HacTpoiika pesepsuposaHus DHCP-cepsepa

(CONFIG-DHCP-SERVER-FAILOVER)

HacTpoiika npodunns NpuaoxXeHui

(CONFIG-OBJECT-GROUP-APPLICATION)

HacTtpoliika npocuns IP-agpecos

(CONFIG-OBJECT-GROUP-NETWORK)

HacTpoiika npodnisi CBSA30K
IP-agpecos n TCP/UDP-nopToB
(CONFIG-OBJECT-GROUP-ADDRESS-
PORT)

HacTtpolika npocmnsa TCP/UDP-nopToB

(CONFIG-OBJECT-GROUP-SERVICE)

HacTpoiika npodmns URL

(CONFIG-OBJECT-GROUP-URL)

HacTpolika nocTaBLMKa KaTeropui
KOHTEHTHOW domnbTpaumnm

(CONFIG-OBJECT-GROUP-CONTENT-
FILTER)

HacTpoiika npodnist KaTeropuin KOHTEHTHOA
dmnsTpaumm ot BeHgopa Kaspersky
Laboratory

(CONFIG-OBJECT-GROUP-CF-KASPERSKY)

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KomaHpa Bxoga

ip dhcp-server vendor-class-
id <NAME>

ipvé dhcp-server pool
<NAME>

ipv6 dhcp-server vendor-
class-id <NAME>

ip dhcp-server failover [ vrf
<VRF> ]

object-group application
<NAME>

object-group network
<NAME>

object-group address-port
<NAME>

object-group service <NAME>

object-group url <NAME>

object-group content-filter
<NAME>

vendor <VENDOR>

Bup cTpoku
MoACKa3Ku

esr(config-dhcp-
vendor-id)#

esr(config-ipv6-dhcp-

server)#

esr(config-dhcp-
vendor-id)#

esr(config-dhcp-
server-failover)#

esr(config-object-

group-application)#

esr(config-object-
group-network)#

esr(config-object-
group-address-
port)#

esr(config-object-
group-service)#

esr(config-object-
group-url)#

esr(config-object-
group-content-
filter)#

esr(config-object-
group-cf-
kaspersky)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-
OBJECT-
GROUP-
CONTENT-
FILTER
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YpoBeHb

HacTpoiika npognas No4YTOBbIX JOMEHOB U
a/IpecoB MoYTOBbIX SALLMKOB

(CONFIG-OBJECT-GROUP-MAIL)

HacTpoiika npodmns XAUTH

(CONFIG-ACCESS-PROFILE)

HacTtpoiika nyna IP-agpecos

(CONFIG-POOL)

HacTpoiika wnto3a npotokona IKE

(CONFIG-IKE-GATEWAY)

HacTtpoiika nonutukm npotokona IKE

(CONFIG-IKE-POLICY)

HacTtpoliika npocmns npotokona IKE

(CONFIG-IKE-PROPOSAL)

HacTpoiika nonnTukm Habopa NpoTOKO/10B
IPsec

(CONFIG-IPSEC-POLICY)

HacTtpolika npotnnst Habopa NPOTOKO/10B
IPsec

(CONFIG-IPSEC-PROPOSAL)

HacTpoiika VPN Ha ocHoBe Habopa
npoTokosos IPsec

(CONFIG-IPSEC-VPN)

HacTpoiika cnvcka KoHTpons focTyna

(CONFIG-ACL)

HacTpoiika npaBunia sl cnucka KOHTposs
Joctyna

(CONFIG-ACL-RULE)

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KomaHpa Bxoga

object-group email <NAME>

access profile <NAME>

address-assignment pool

<NAME>

security ike gateway <NAME>

security ike policy <NAME>

security ike proposal <NAME>

security ipsec policy <NAME>

security ipsec proposal
<NAME>

security ipsec vpn <NAME>

ip access-list extended
<NAME>

rule <ORDER>

Bup cTpoku
MoACKa3Ku

esr(config-object-
group-email)#

esr(config-access-
profile)#

esr(config-pool)#

esr(config-ike-gw)#

esr(config-ike-
policy)#

esr(config-ike-
proposal)#

esr(config-ipsec-

policy)#

esr(config-ipsec-
proposal)#

esr(config-ipsec-
vpn)#

esr(config-acl)#

esr(config-acl-rule)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-ACL
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YpoBeHb

HacTpoiika 30Hbl 6e30MnacHOCTY

(CONFIG-ZONE)

HacTpoiika rpynnbl npaBun s nap 30H
6e3onacHocTu

(CONFIG-ZONE-PAIR)

HacTpoiika npaBuna ansi napbl 30H
6e3onacHoCcTn

(CONFIG-ZONE-PAIR-RULE)

HacTpoiika cepBuca TpaHCsLMM aapecos
nonyuarens

(CONFIG-DNAT)

HacTpoiika nyna IP-agpecos n TCP/UDP-
noptos ana DNAT

(CONFIG-DNAT-POOL)

HacTtpolika rpynnbl npasun ans DNAT

(CONFIG-DNAT-RULESET)

HacTpoiika npasuna ans DNAT

(CONFIG-DNAT-RULE)

HacTpoiika cepBuca TpaHCASLMM afpecos
oTnpasuTens

(CONFIG-SNAT)

HacTpoiika nyna IP-agpecos n TCP/UDP-
noptos ansa SNAT

(CONFIG-SNAT-POOL)

HacTtpolika rpynnbl npasun ans SNAT

(CONFIG-SNAT-RULESET)

HacTpoiika npaBuna ans SNAT

(CONFIG-SNAT-RULE)

KomaHpa Bxoga

security zone <NAME>

security zone-pair <FROM>

<TO>

rule <ORDER>

nat destination

pool <NAME>

ruleset <NAME>

rule <ORDER>

nat source

pool <NAME>

ruleset <NAME>

rule <ORDER>

Bup cTpoku
MoACKa3Ku

esr(config-zone)#

esr(config-zone-
pair)#

esr(config-zone-
rule)#

esr(config-dnat)#

esr(config-dnat-
pool)#

esr(config-dnat-
ruleset)#

esr(config-dnat-
rule)#

esr(config-snat)#

esr(config-snat-
pool)#

esr(config-snat-
ruleset)#

esr(config-snat-
rule)#

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG-ZONE-
PAIR

CONFIG

CONFIG-DNAT

CONFIG-DNAT

CONFIG-DNAT-
RULESET

CONFIG

CONFIG-SNAT

CONFIG-SNAT

CONFIG-SNAT-
RULESET
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YpoBeHb

HaCTpOﬁKa nosb3oBaTesnein cucTemsl

(CONFIG-USER)

HacTpoiika nokasibHOW KOHCO/N

(CONFIG-LINE-CONSOLE)

HacTpoiika yaaneHHon KoHcoNm

(CONFIG-LINE-TELNET)

HacTpoiika 3alMLeHHON yaaneHHO
KOHCO/N

(CONFIG-LINE-SSH)

HacTpoiika TACACS-cepBepa

(CONFIG-TACACS-SERVER)

HacTtpoliika RADIUS-cepsepa

(CONFIG-RADIUS-SERVER)

HacTpoiika npoguns RADIUS-cepsepos

(CONFIG-RADIUS-SERVER-PROFILE)

HacTtpolika DAS-cepsepa

(CONFIG-DAS-SERVER)

HacTpoiika npogouns DAS-cepBepoB

(CONFIG-DAS-SERVER-PROFILE)

HacTtpolika LDAP-cepsepa

(CONFIG-LDAP-SERVER)

HacTpoiika cepBepa Ansa yaaneHHoro
JocTtyna no npotokosny PPTP

(CONFIG-PPTP-SERVER)

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KomaHpa Bxoga

username <NAME>

line console

line telnet

line ssh

tacacs-server host <ADDR>

radius-server host <ADDR>

aaa radius-profile <NAME>

das-server <NAME>

aaa das-profile <NAME>

Idap-server host <ADDR>

remote-access pptp <NAME>

Bup cTpoku
MoACKa3Ku

esr(config-user)#

esr(config-line-
console)#

esr(config-line-
telnet)#

esr(config-line-ssh)#

esr(config-tacacs-
server)#

esr(config-radius-
server)#

esr(config-aaa-
radius-profile)#

esr(config-das-
server)#

esr(config-aaa-das-
profile)#

esr(config-ldap-
server)#

esr(config-pptp-
server)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika nonb3oBateneii gns yaaneHHoro
poctyna no npotokony PPTP

(CONFIG-PPTP-USER)

HacTpoiika cepsepa Ansa yaaneHHoro
JocTyna no npotokony L2TP

(CONFIG-L2TP-SERVER)

HacTpoiika nonb3oBatenei 4ns yaaneHHoro
[ocTyna no npotokony L2TP

(CONFIG-L2TP-USER)

HacTpoiika cepsepa ansa yaaneHHoro
poctyna no npotokosny OpenVPN

(CONFIG-OPENVPN-SERVER)

HacTpoiika nonb3oBateneii 4ns yaaneHHoro
JocTyna no npotokony L2TP

(CONFIG-OPENVPN-USER)

HacTpoiika knneHTa yaasieHHOro gocryna
no npotokony PPTP

(CONFIG-PPTP)

HacTpoiika knvMeHTa yaaneHHoro goctyna
no npotokosny PPPOE

(CONFIG-PPPOE)

HacTpolika knmeHTa yaasieHHoro
nogkntoyeHnsa no nporokony L2TP

(CONFIG-L2TP)

HacTpoiika knneHTa yaa/ieHHOro
noAkAyeHns no npotokony OpenVPN

(CONFIG-OPENVPN)

HacTtpolika SNMP-nonb3oBaresns

(CONFIG-SNMP-USER)

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KomaHpa Bxoga

username <NAME>

remote-access 12tp <NAME>

username <NAME>

remote-access openvpn

<NAME>

username <NAME>

tunnel pptp <PPTP-ID>

tunnel pppoe <PPPOE-ID>

tunnel 12tp <L2TP-ID>

tunnel openvpn <OPENVPN-

ID>

snmp-server <NAME>

Bup cTpoku
MoACKa3Ku

esr(config-pptp-
user)#

esr(config-12tp-
server)#

esr(config-12tp-
user)#

esr(config-openvpn-
server)#

esr(config-openvpn-
user)#

esr(config-pptp)#

esr(config-pppoe)#

esr(config-12tp)#

esr(config-

openvpn)#

esr(config-snmp-
user)#

Mpeabiaywmii
ypoBeHb

CONFIG-PPTP

CONFIG

CONFIG-L2TP-

SERVER

CONFIG

CONFIG-
OPENVPN-
SERVER

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika NTP-cepBepa nnu nupa

(CONFIG-NTP)

HacTpoiika BGP-npouecca

(CONFIG-BGP)

HacTtpoiika BGP-npouecca B vrf

(CONFIG-BGP-VRF)

HacTpoiika IPv4/IPv6-agpecauun BGP-
npouecca

(CONFIG-BGP-FAMILY)

HacTtpoiika IPv4/IPv6-agpecauun BGP-
npouecca B vrf

(CONFIG-BGP-VRF-FAMILY)

HacTpolika rpynnupoBannsa BGP-cocepeii

(CONFIG-BGP-GROUP)

HacTpoiika rpynnupoBaHusa BGP-cocegneii B

vrf

(CONFIG-BGP-VRF-GROUP)

HacTtpolika cocega BGP-npouecca

(CONFIG-BGP-NEIGHBOR)

HacTpoiika coceia BGP-npouecca B vrf

(CONFIG-BGP-VRF-NEIGHBOR)

HacTpolika nogcetu, ¢ aapecoB KOTOPOU
paspeLueHo NoaK/IYeHe ANHAMUYECKNX

cocepeni

(CONFIG-BGP-LISTEN)

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KomaHpa Bxoga

ntp server <ADDR>

ntp peer <ADDR>

router bgp <AS>

vrf <VRF>

address-family { ipv4 | ipv6 }
unicast

address-family { ipv4 | ipv6 }
unicast

peer-group <NAME>

peer-group <NAME>

neighbor { <ADDR> | <IPV6-
ADDR> }

neighbor { <ADDR> | <IPV6-
ADDR>}

listen-range {<ADDR/LEN>}

Bup cTpoku
MoACKa3Ku

esr(config-ntp)#

esr(config-bgp)#

esr(config-bgp-vrf)#

esr(config-bgp-af)#

esr(config-bgp-vrf-
af)#

esr(config-bgp-
group)#

esr(config-bgp-vrf-
group)#

esr(config-bgp-
neighbor)#

esr(config-bgp-vrf-
neighbor)#

esr(config-bgp-
listen)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG-BGP

CONFIG-BGP

CONFIG-BGP-
VRF

CONFIG-BGP

CONFIG-BGP-
VRF

CONFIG-BGP

CONFIG-BGP-

VRF

CONFIG-BGP
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YpoBeHb

HacTpolika noaceTtu, ¢ afApecoB KOTOPO
paspeLleHo NoAKNOUYEHNE AMHAMUYECKNX
cocepei B vrf

(CONFIG-BGP-VRF-LISTEN)

HacTpoiika IPv4/IPv6 agpecaunn BGP-
cocesa

(CONFIG-BGP-NEIGHBOR-FAMILY)

HacTpoiika IPv4/IPv6 agpecaunmn BGP-
cocepa B vrf

(CONFIG-BGP-NEIGHBOR-FAMILY)

HacTpoiika cnucka nogceten

(CONFIG-PL)

HacTpoiika cnvcka noaceTteit

(CONFIG-IPV6-PL)

HacTtpolika MapLupyTHOW KapTbl

(CONFIG-ROUTE-MAP)

HacTpoiika npaBuna MapLupyTHOIi KapThbl

(CONFIG-ROUTE-MAP-RULE)

HacTtpolika RIP-npoTokona

(CONFIG-RIP)

HacTpoiika RIPNG-npoTtokona

(CONFIG-RIPNG)

HacTtpolika IS-IS-npouecca

(CONFIG-ISIS)

HacTpoiika OSPF-npouecca

(CONFIG-OSPF)

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KomaHpa Bxoga

listen-range {<ADDR/LEN>}

address-family { ipv4 | ipv6 |
vpnv4 } unicast

address-family { ipv4 | ipv6 |
vpnv4 } unicast

ip prefix-list <NAME>

ipv6 prefix-list <NAME>

route-map <NAME>

rule <ORDER>

router rip

ipv6 router rip

router isis <ID>

router ospf <ID>

Bup cTpoku
MoACKa3Ku

esr(config-bgp-vrf)#

esr(config-bgp-
neighbor-af)#

esr(config-bgp-
neighbor-af-vrf)#

esr(config-pl)#

esr(config-ipve-pl)#

esr(config-route-

map)#

esr(config-route-

map-rule)#

esr(config-rip)#

esr(config-ripng)#

esr(config-isis)#

esr(config-ospf)#

Mpeabiaywmii
ypoBeHb

CONFIG-BGP-
VRF

CONFIG-BGP-
NEIGHBOR

CONFIG-BGP-
VRF-NEIGHBOR

CONFIG

CONFIG

CONFIG

CONFIG-ROUTE-

MAP

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika OSPF-06nactm

(CONFIG-OSPF-AREA)

HacTpoiika BUpTYasibHOT0 COeAUHEHNS

OSPF

(CONFIG-OSPF-VLINK)

HacTpoiika OSPFv3-npoLecca

(CONFIG-OSPFV3)

HacTpoiika OSPFv3-06nactu

(CONFIG-OSPFV3- AREA)

HacTpoiika BUpTYasibHOTO COeUHEHNS

OSPFv3

(CONFIG-OSPFV3-VLINK)

HacTpolika cnvcka krtoueri

(CONFIG-KEYCHAIN)

HacTpoiika kntoua

(CONFIG-KEYCHAIN-KEY)

HacTtpolika napametpos MSTP

(CONFIG-MST)

HacTtpoiika npasun WAN

(CONFIG-WAN-RULE)

HacTpoiika npasun WAN (IPv6)

(CONFIG-IPV6-WAN-RULE)

HacTtpoiika target-nicToB

(CONFIG-TARGET-LIST)

HacTpoiika target-nvictos (IPv6)

(CONFIG-IPV6-TARGET-LIST)

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KomaHpa Bxoga

area <ID>

virtual-link <ID>

ipv6 router ospf <ID>

area <ID>

virtual-link <ID>

key-chain <KEYCHAIN>

key <ID>

spanning-tree mst
configuration

wan load-balance rule <ID>

Ipv6 wan load-balance rule
<ID>

wan load-balance target-list
<NAME>

Ipv6 wan load-balance target-
list <NAME>

Bup cTpoku
MoACKa3Ku

esr(config-ospf-
area)#

esr(config-ospf-
vlink)#

esr(config-ipvé-
ospf)#

esr(config-ipv6-ospf-
area)#

esr(config-ipv6-ospf-
vlink)#

esr(config-
keychain)#

esr(config-keychain-
key)#

esr(config-mst)#

esr(config-wan-
rule)#

esr(config-ipv6-wan-
rule)#

esr(config-target-
list)#

esr(config-ipvé-
target-list)#

Mpeabiaywmii
ypoBeHb

CONFIG-OSPF

CONFIG-OSPF-
AREA

CONFIG

CONFIG-

OSPFV3

CONFIG-

OSPFV3-AREA

CONFIG

CONFIG-

KEYCHAIN

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika target
(CONFIG-WAN-TARGET)

HacTpolika target (IPv6)

(CONFIG-IPV6-WAN-TARGET)

HacTpoiika 06bEKTOB OTC/IEXMBAHMS
COObITUM

(CONFIG-TRACK)

Hactpoiika WiFi Controller

(CONFIG-WIRELESS)

HacTtpoiika VRF

(CONFIG-VRF)

HacTtpoliika nonntnkm QoS

(CONFIG-POLICY-MAP)

HacTpoiika knacca QoS

(CONFIG-CLASS-MAP)

HacTtpolika knacca BHyTpu nonntukn QoS

(CONFIG-POLICY-MAP-CLASS)

HacTpoiika PPP-nonb3oBatens gns
ayTeHTUhmKaumm yaaneHHon CTOPOHbI

(CONFIG-PPP-USER)

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KomaHpa Bxoga

target <ID>

target <ID>

track <ID>

wireless-controller

ip vif <NAME>

policy-map <NAME>

class-map <NAME>

class <NAME>

ppp chap username <NAME>
ppp chap username <NAME>

user <NAME>

user <NAME>

username <NAME>

Bup cTpoku
MoACKa3Ku

esr(config-wan-
target)#

esr(config-ipv6-wan-
target)#

esr(config-track)#

Mpeabiaywmii
ypoBeHb

CONFIG-
TARGET-LIST

CONFIG-IPV6-
TARGET-LIST

CONFIG

esr(config-wireless)# CONFIG

esr(config-vrf)#

esr(config-policy-
map)#

esr(config-class-
map)#

esr(config-class-
policy-map)#

esr(config-ppp-
usen#

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-E1

CONFIG-
MULTILINK

CONFIG-
CELLULAR-
PROFILE

CONFIG-
ACCESS-
PROFILE

CONFIG-L2TP-
SERVER
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YpoBeHb

HacTpoiika napameTpoB pe3epBMpoBaHus

KOHdourypauum

(CONFIG-ARCHIVE)

HacTpoiika cepBepa c6opa CTaTUCTUKI

Netflow

(CONFIG-NETFLOW-HOST)

HacTpoiika cepepa cb6opa cTaTucTukm

sFlow

(CONFIG-SFLOW-HOST)

HacTpoiika cepBepa nonyyeHus

yBegomnexuii SNMP

(CONFIG-SNMP-HOST)

M3meHeHe Naposisi Noc/ie UCTeYeHUs CpoKa

aencrteuns

(CHANGE-EXPIRED-PASSWORD)

HacTtpoiika npocuns dunstpaumm http-

3arnpocos

(CONFIG-PROFILE)

HacTtpolika o6wux napametpos MPLS

(CONFIG-MPLS)

HacTtpoiika obwux napameTpos LDP

(CONFIG-LDP)

HacTpolika IPv4-agpecaunn npotokona LDP

(CONFIG-LDP-AF-IPV4)

HacTpoiika LDP-unicast-cocegctsa

(CONFIG-LDP-NEIGH)

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KomaHpa Bxoga

username <NAME>

archive

netflow collector <ADDR>

sflow collector <ADDR>

snmp-server host <ADDR>

ip http profile <NAME>

mpls

Idp

address-family ipv4

neighbor <ADDR>

Bup cTpoku
MoACKa3Ku

esr(config-archive)#

esr(config-netflow-
host)#

esr(config-sflow-
host)#

esr(config-snmp-
host)#

esr(change-expired-
password)#

esr(config-profile)

esr(config-mpls)#

esr(config-ldp)#

esr(config-ldp-af-

ipva)#

esr(config-ldp-neig)#

Mpeabiaywmii
ypoBeHb

CONFIG-PPTP-
SERVER

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-LDP

CONFIG-LDP
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YpoBeHb

HacTpoiika IPv4-agpecauuun npotokona LDP

[ONs OTAeNbHOro ip-uHTepdeiica

(CONFIG-LDP-AF-IPV4-IF)

Cospanue L2-MPLS-TyHHenei

(CONFIG-L2VPN)

HacTtpoiika L2-MPLS-TyHHens

(CONFIG-L2VPN-EOMPLS)

HacTpolika PW-class (wa6noHa pseudo-
wire)

(CONFIG-L2VPN-PW-CLASS)

HacTpoiika napameTtpoB pseudo-wire L2-
MPLS-TyHHens

(CONFIG-L2VPN-PW)

HacTtpoiika BGP auto-discovery and
singnaling

(CONFIG-AUTODISCOVERY-BGP)

HacTtpoiika nonutukm IPS/IDS

(CONFIG-IPS-POLICY)

HacTtpolika nocTtasumka npasun IPS/IDS

(CONFIG-IPS-VENDOR)

HacTpoiika kateropuii npasun IPS/IDS

(CONFIG-IPS-VENDOR-CATEGORY)

HacTtpolika cepsuca IPS/IDS

(CONFIG-IPS)

KomaHpa Bxoga

interface <IF>

12vpn

vpls <NAME>

p2p <NAME>

pw-class <WORD>

pw <PW_ID> <LSR_ID>

[<NEIGH_ADDRS>]

autodiscovery bgp

security ips policy <NAME>

vendor <VENDOR>

category <CATEGORY>

security ips

Bup cTpoku
MoACKa3Ku

esr(config-ldp-af-
ipva-if)#

esr(config-12vpn)#

esr(config-12vpn-
vpls)#

esr(config-12vpn-
p2p)#

esr(config-12vpn-pw-

class)#

esr(config-12vpn-
pw)#

esr(config-bgp)#

esr(config-ips-
policy)#

esr(config-ips-
vendor)#

esr(config-ips-
vendor-category)#

esr(config-ips)#

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

Mpeabiaywmii
ypoBeHb

CONFIG-LDP-AF-
IPV4

CONFIG-MPLS

CONFIG-L2VPN

CONFIG-L2VPN

CONFIG-L2VPN-
EOMPLS

CONFIG-L2VPN-
EOMPLS

CONFIG

CONFIG-IPS-
POLICY

CONFIG-IPS-
VENDOR

CONFIG
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YpoBeHb

HacTpoiika NCToOYHVKa 0GHOBNEHNA NpaBus
IPS/IDS, pacnpocTpaHseMbIix No
KOMMEPUYECKO NTULLEH3MN

(CONFIG-CONTENT-PROVIDER)

HacTpoiika aBTo06HOBEHNS npasun IPS/
IDS 13 BHELUHUX NCTOYHUKOB

(CONFIG-IPS-AUTO-UPGRADE)

HacTpoliika nonb30BaTeNnsLCkoro cepeepa
o6HoBeHwi npasun IPS/IDS

(CONFIG-IPS-UPGRADE-USER-SERVER)

HacTpoiika kaTteropuii Nosb30BaTeIbCKnX
npaswn IPS/IDS

(CONFIG-IPS-CATEGORY)

HacTpoiika nosb3oBartenbCckux npasus IPS/
IDS

(CONFIG-IPS-CATEGORY-RULE)
HacTpolika pacluMpeHHbIX

nonb3oBaTenbckux npaswn IPS/IDS

(CONFIG-IPS-CATEGORY-RULE-
ADVANCED)

HacTpoiika napameTpoB paboTbl zabbix-
agent

(CONFIG-ZABBIX-AGENT)

HacTpoiika napameTpoB pa6oTbl zabbix-
proxy

(CONFIG-ZABBIX-PROXY)

HacTtpoiika npocuns cepuca «AHTUCIaM»

CONFIG-ANTISPAM-PROFILE

HacTtpolika npaBuna ansa npodumns
cepsuca «AHTUCnam»

CONFIG-ANTISPAM-PROFILE-RULE

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KomaHpa Bxoga

content-provider

auto-upgrade

user-server <WORD>

security ips-category user-

defined <CATEGORY_NAME>

rule <ORDER>

rule-advanced <ORDER>

zabbix-agent

zabbix-proxy

security antispam profile
<NAME>

rule <ORDER>

Bup cTpoku
MoACKa3Ku

esr(config-content-
provider)#

esr(config-ips-auto-
upgrade)#

esr(config-ips-
upgrade-user-
server)#

esr(config-ips-
category)#

esr(config-ips-
category-rule)#

esr(config-ips-
category-rule-
advanced)#

esr(config-zabbix-
agent)#

esr(config-zabbix-
proxy)#

esr(config-antispam-
profile)#

esr(config-antispam-
profile-rule)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG-IPS

CONFIG-IPS-

AUTO-UPGRADE

CONFIG

CONFIG-IPS-

CATEGORY

CONFIG-IPS-

CATEGORY

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika noyToBOro foMeHa

CONFIG-MAILSERVER-DOMAIN

HacTpoiika nouToBoro cepeepa

CONFIG-MAILSERVER

HacTtpoiika nokanbHoro syslog-thaiina

CONFIG-SYSLOG-FILE

HacTpoiika yganeHHoro syslog-cepeepa

CONFIG-SYSLOG-HOST

HacTpoiika tftp-cepsepa

CONFIG-TFTP-SERVER

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KomaHpa Bxoga

mailserver domain <NAME>

mailserver

syslog file { flash:syslog/
<NAME> | tmpsys:syslog/
<NAME> }

syslog host <HOSTNAME>

ip tftp server vrf <VRF>

& 1 Moppo6HOe onucaHe KOMaHA NPUBEAEHO HIKE.

2 Tonbko ana ESR-21.

Bup cTpoku
MoACKa3Ku

esr(config-
mailserver-domain)#

esr(config-

mailserver)#

(config-syslog-file)

(config-syslog-host)

(config-tftp-server)

Tunbl N NOPAJOK UMeHOBaHUs MHTepelicoB MapLupyTU3aTopa

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

Mpun paboTe MapLIpyT13aTopa UCMOosb3YHTCS CETEBbIE UHTEPMENCHI PAa3/IMYHOIO TNAa U Ha3HAYEHUS.
Cucrtema UMeHOBaHWs NO3BOJISIET OHO3HAYHO aApPecoBaTh NHTEPENCHI N0 UX (PYHKLMOHANIbHOMY
Ha3HAYeHWI0 N MECTOMNOMOXEHUIO B cUcTEME. [lanee B Tab/vue NpUBEAEH NepeYeHb TUNOB UHTePIENCOB.

Tabnuua 4 — Tunbl 1 NOPAA0K MMEHOBAHNA MHTEPCHECOB MapLpyTM3aTopa

Tun nHtepdpeiica OGo3HaueHue

dunsnyeckne O603HaveHne U3NYECKOro MHTepdielica BK/OYaeT B cebst ero TMn 1 naeHtudmkarop.

NHTEpdecol

NaeHTudpnkatop cusmyecknx nHtepdeiicos nmeet sug <UNIT>/<SLOT>/<PORT>, rae

+ <UNIT> - Homep ycTpoiicTBa B rpynmne yCTPOIACTB,

+ <SLOT> - Homep mMoAynsa B cocTase ycTpoiicTBa unv 0 npy oTCyTCTBUN AeNeHUs
YCTpOIACTBa Ha MoAy/u,
+ <PORT> — nopsiakoBbIli HOMep nopTa.

MopTbl 1 F6ut/C gigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o0603HaveHus: gigabitethernet 1/0/12

& [onyckaeTcs UCNonb3oBaTh COKpalleHHoe HammeHoBaHue, Hanpumep gi1/0/12.
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Tun nHTepdeiica

MopTbl 10 F6uT/C

MopTbl 40 IF6uT/C

Mpynnbl arperauum
KaHanoB

Cab-nHTepdeliichl

Q-in-Q nHTepdelichl

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

OGo3HaueHne

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o0603HayeHust: tengigabitethernet 1/0/2

& [onyckaercs 1crnofb3oBaTh COKpallleHHoe HarMeHoBaHue, Hanpumep te1/0/2.

fortygigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaueHus: fortygigabitethernet 1/0/2

& [onyckaercs 1crnosb3oBaTh COKpallleHHoe HarMeHoBaHue, Hanpumep fo1/0/2.

O603HayeHve rpynmbl arperaummn KaHasI0B BK/OYAET B CE6S ero TWM M NOPsAKOBbIA HOMepP
nHTepdeiica:

port-channel <CHANNEL_ID>

Mpumep o6o3Ha4eHus: port-channel 6

& [onyckaeTcs Ncnob3oBaTh COKpaLLEHHOe HauMeHOBaHwe, HanpumMep, poTl.

O603HauveHne cab-nHTepdelica 0bpasyeTca N3 0603Ha4YeHNsi 6a3oBOro MHTepdeiica un
naeHtTudnkatopa (VLAN) cab-uHtepdpeiica, pasgeneHHbIX TOUKOA.

MprMepbl 0603HAYEHMWIA:
gigabitethernet 1/0/12.100
tengigabitethernet 1/0/2.123

port-channel 1.6

& VipenTudhukaTop cab-uHTepdelica MoXeT NpuHUMaTh 3HadeHus [1..4094].

O603HauveHne Q-in-Q nHTepdpeiica obpasyeTcs N3 0603HaveHNs 6a3oBOro MHTepdelica,
noeHTncpmkatopa cepsucHoro VLAN n ngeHtncmkatTopa nonb3osarensckoro VLAN,
pa3feneHHbIX TOYKOM.

Mpumepbl 0603HaYEHNI:

gigabitethernet 1/0/12.100.10

tengigabitethernet 1/0/2.45.12

port-channel 1.6.34

& VipeHTndomkaTop cepBUCHOrO 1 Nonb3oBaTtesibckoro VLAN MOXeT NpUHUMAaTh 3HaYeHus!
[1..4094].
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Tun nHTepdeiica

ET1-nHTepgelichl

pynnbl arperaymm
E1-kaHanoB

Nornyeckune
nHTEepeics!

lNocneposaresibHble
nHTEpgecol

USB-mogembl

FXS/FXO-nopthl

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

OGo3HaueHne

O603HauyeHune E1-nHTepdeiica BkNtovaeT B cedsl ero Tun u naeHTudmkatop.
MaeHTtndmkartop E1-nHtepdeicoB umeet Bug < UNIT>/< SLOT>/< STREAM>, rae

+ <UNIT> - Homep ycTpoiicTBa B rpynne ycTpoicTts [1..1],
+ <SLOT> - Homep E1-moayns B cocTaBe ycTpoiicTea [0..12],
+ <STREAM> - nopsakoBbIii Homep E1-noToka [1..1].

Mpumep o603HaveHuns: e1 1/0/1

© Ha mapupytusatopax ESR-1000 He noaaepxusaetcs pa6ota mogyneii TOPGATE-WAN-
E1 ¢ annapatHoii Bepcueii (hardware revision) 812.

O603HayeHwve rpynnbl arperaummn E1-kaHanoB BkoYaeT B cebs ero TMn 1 NopsiaKoBbIi HOMepP
nHTepdeiica:

multilink <CHANNEL_ID>

Mpumep o603Ha4veHmns: multilink 3

O603Ha4YeHne 10rMyeckoro uHTepdeiica ABNAeTCA NOPSLKOBLIM HOMEPOM NHTepdeiica:
Mpumepbl 0603HaYEHNIA:

loopback 4

bridge 60

service-port 1

O603HayeHne nocnefoBaTe/ibHOro UHTepheiica BKIOYaET B Ce6S ero Tun 1 ngeHTugukaTop.
MaenTtndmkartop E1-nHtepdeiicos umeet Bug < UNIT>/< SLOT>/< STREAM>, rae
+ <UNIT> - Homep ycTpoiicTsa B rpynne ycTpoiicTs [1..1],
+ <SLOT> - HoMep MoAyNs B cocTaBe ycTpoiicTea uav 0 npu OTCYyTCTBUM AeNeHns
YCTpOWACTBa Ha MoAy/n,

+ <PORT> — nopsiakoBbIli HOMep nopTa.
Mpumep o6o3HaueHuns: serial 1/0/1

O603Ha4veHne USB-mogema Bk/itouaeT B cebst ero Tvn 1 nopsiAkoBbIi HOMEP:
modem <MODEM-NUM>

Mpumep 0603HaYeHns:: modem 1

O603HaveHne FXS/FXO-nopToB BK/ItOYaET B Ce6s ero TMn 1 NOPsiAKOBbIA HOMEP:
interface voice-port <NUM>

Mpumep 0603Ha4eHUs: voice-port 1
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

a 1. KonuuecTtBo MHTEpPencoB Kaxxaoro Tuna 3asBUcuUT OT MOAEN MapLUpyTu3aTopa.
2. Tekywasn Bepcus MO He nogaepXxuBaeT CTEKMpoBaHue yCcTpoincTs. Homep ycTpolicTea B rpynne
YCTPOWCTB unit MOXEeT NPUHUMATL TOSIbKO 3HaveHue 1.
3. HekoTopble kKOMaHAbl NOAAEPXKMBAIOT O4HOBPEMEHHYIO paboTy C rpynnoi nHTepdeincos. Ans
yKasaHus rpynnbl MHTepeincoB MOXET ObITb MCNO/Ib30BAHO NEpeyncieHre Yepes 3anaTyo uim
yKasaHve amuanasoHa naeHTUguKaTopos Yyepes 4edInC «-».

MpuMmepbl ykazaHus rpynn nHTepdeiicos:

interface
interface
interface
interface

gigabitethernet 1/0/1, gigabitethernet 1/0/5
tengigabitethernet 1/0/1-2
fortygigabitethernet 1/0/1-2
gil/0/1-3,gil/0/7,tel/0/1,fol/0/1

Tunbl N NOPAAOK MUMEHOBaHUS TYHHeNel MappyTusaTopa

Mpu paboTe MapLIpyTU3aTopa 1CMosb3yTCA CETEBbIE TYHHENN PA3/IMYHOIO TuMa 1 Has3HadeHus. Cuctema
MMEHOBaHWs NMO3BO/ISIET OAHO3HAYHO aAPECOBaTh TYHHENN MO KX DYHKUMOHANIbHOMY Ha3HaueHuto. [anee B
TabnuLe NpuBeAeH NepedeHb TUMNoB TyHHenNel.

Ta6nuua 5 — Tunbl U NOPAA0K UMEHOBaHWS TYHHeNel mapLipyTusatopa

Tvn TyHHenA

L2TP-TyHHENb

L2TPv3-TyHHENb

GRE-TyHHenNb

GRE-cabTyHHenb

O6Go3HauyeHne

O603HaueHne L2TP-TyHHeNs cCoCToUT M3 0603HAYeH1s TUna v NopsiIkoBoro Homepa
TYHHENSs:

12tp <L2TP_ID>

Mpumep 0603HaueHus: 12tp 1

0O603HaveHune L2TPv3-TyHHeNs cocTonT u3 0603Ha4YeHnst Tuna 1 NnopsiaKkoBOro Homepa
TYHHens:

12tpv3 <L2TPV3_ID>

Mpumep o603Ha4veHus: 12tpv3 1

0O603Ha4veHne GRE-TyHHeNA cocToMT U3 0603Ha4YeHMs T1na u NopsiAKOBOro Homepa
TYHHENs:

gre <GRE_ID>

Mpumep o603HaveHns: gre 1

0O603Ha4eHne GRE-cabTyHHens coctont n3 0603Ha4YeHns TMna, NopsAKoBOro HoMepa
TyHHens n ngeHtudpmkaropa VLAN gnisa cabtyHHens:

gre <GRE_ID>.<VLAN_ID>

Mpumep 0603HaveHus: gre 1.200
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Tvn TyHHenA

SoftGRE-TyHHENb

IPv4-over-IPv4-TyHHeNb

IPsec-TyHHenNb

Nornyeckuii TyHHENb (TYHHENb

mexay VRF)

PPPoE-TyHHenb

PPTP-TyHHENDb

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

OGo3HauYeHne

0O603Ha4eHne SoftGRE-TyHHeNst cocTomT 13 0603Ha4YeHUs T1na, NOpPsAKOBOro HoMepa
TyHHens u, onuyuoHansHo, VLAN ID BupTyanbHoro nHtepdeiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603Ha4eHus: softgre 1, softgre 1.10

0O603HauveHue IPv4-over-IPv4-TyHHens cocTonT 13 0603Ha4YeHUs Tuna u NopsgKoBoro
HoMepa TyHHens:

ip4ip4 <IPIP_ID>

Mpumep o603Ha4veHus: ipdip4 1

0O603Ha4veHne BUpPTYasibHOrO IPsec-TyHHeNs coctouT 13 0603HavYeHus Tmna u
NnopsiAKOBOro HoMepa TYHHenNs:

vti <VTI_ID>

Mpumep 0603HaYeHus: vti 1

O603HaYEHME /TOTMYECKOTO TYHHESSI COCTOUT 13 0603HAYEHNS THNA U NMOPSIAKOBOTO
HoMepa TYHHenNs:

It <LT_ID>

Mpumep o603Ha4veHns: It 1

O603HaveHne PPPoOE-TyHHeNns cocTonT U3 0603Ha4YeHns Tmna 1 nopsagKkoBoro Homepa
TYHHENs:

pppoe <PPPoE_ID>

Mpumep 0603HaYeHus: pppoe 1

0O603Ha4veHne PPPTP-TyHHeNst COCTOUT M3 0603HA4YeHNs1 TUna 1 NopsiAKoBOro Homepa
TYHHEnNs:

pptp <PPTP_ID>

Mpumep 0603Ha4eHus: pptp 1

& KonmuecTBo TyHHeneli Kaxgoro Tvna 3aBucuT oT Mogenu u MO mapLipyTusartopa.
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MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

4 KomaHAabl N0Nb30BaTe/1bCKOro NHTepdpelica

« alarm

+ clear alarms

+ clear ssh host

+ clear storage-device
+ configure

« do

+ end

+ exit

* help

* history size

* logout

* monitor

+ ping

+ reload cancel

* reload system

+ show alarms brief

+ show alarms brief active
+ show alarm settings
+ show history

+ show system reload
*+ ssh

+ telnet

+ terminal datadump
+ terminal resize

+ traceroute

+ uptime

+ verify

+ verify filesystem

« verify storage-device

alarm

[JaHHol KoMaHZ 0 ycTaHaB/IMBAKOTCA 3HAYEHUsA NOPOroB aBapuii.

CuHTakcuc

alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-ALARMS> }
<VALUE>

no alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-
ALARMS> } <VALUE>

MapameTpbl

<FACILITY-ALARMS> - noporu aBapuii, CBsi3aHHbIX C OkpyxeHneMm (ckopocTb FAN, TeMnepaTypa npoueccopa
1 AaTYnKoB). MpPUHMMAET creayroLwme 3HaueHus:

+ fan-speed high — nopor ckopocTu BpaleHnsi BEHTUIATOPA, BblpaXXeHHbI B MPOLEHTax oT
MakcuMasibHoi ckopocTu BpateHus (0..100), npu nepexofe yepes KOTopblii OT MEHbLUNX 3HAYEHUI K
6onbLunm, reHepupyetcst SNMP trap eltexEnvFanSpeedHigh (aBapwsi). 3HaueHWe 3TOro nopora A0/HKHO
6bITb 60s1bLUE, YeM alarm facility fan-speed low (gns ESR-100/200/1000/1500/3200);

+ fan-speed low — nopor ckopocTy BpalleHUs BEHTUNATOPA, BbIPKEHHbIN B NPOLEHTax 0T MakCUMasibHOW
ckopocTy BpauweHus (0..100), npu nepexoae yepes KOTopblii OT 60/bLIMX 3HAYEHWI K MEHBLLM,
reHepupyetcss SNMP trap eltexEnvFanSpeedHighOk (Hopmanuzauus aBapun).
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MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

3HaueHuWe 3Toro nopora A0/MKHO 6bITh MeHbLLE, Yem alarm facility fan-speed high (gns ESR-100/200/
1000/1500/1511/3200);
temperature cpu critical high — nopor Temnepatypbl npoLeccopa, BbipaXKeHHbIV B rpagycax no Likasne
Uenbcus (0..255), npy nepexoge Yepes KOTOPbIA OT MEHbLLMX 3HAYEHWIA K 60/1bLUMM, TeHepUpyeTCs
SNMP trap eltexEnvTempCritical (aBapwsi). 3HaueHMe 3TOro nopora A0/HKHO GbITb CaMbIM 6OMbLLUM 13
BCEX 3Ha4YEeHWin TemnepaTypHbIX MOPOroB NpoLeccopa;
temperature cpu critical low — nopor Temnepartypbl NPoLECCOpPa, BbIPaXEHHbIN B rpagycax no wkane
Uenbcus (0..255), npy nepexoae Yepes KOTOpPbIiA OT 6OMbLUMX 3HAYEHWIA K MEHBLUMM, TEHEpUpYeTCS
SNMP trap eltexEnvTempCriticalOk (Hopmanm3auus aBapum). 3Ha4ueHne 3TOro nopora Ao/MKHO BbITb
MeHbLue, yem alarm facility temperature cpu critical high, Ho 6onbLue, yuem alarm facility temperature cpu
overheat high;
temperature <sensor> overheat high — nopor Temneparypbl ceHcopa, BbipaXXeHHbIV B rpagycax no
wkane Llenbcusa (0..255), npu nepexope yepes KOTopblii OT MEeHbLUNX 3HAYEHUI K 6ONbLLNM,
reHepupyetcss SNMP trap eltexEnvTempOverheat (aBapusi). 3HaueHMe 3TOro Nopora Ao/HKHO ObITb
MeHbLue, yem alarm facility temperature <sensor> critical low, Ho 60nbLue, yem alarm facility temperature
<sensor> overheat low;
temperature <sensor> overheat low — nopor Temneparypbl CEHCOPa, BbIPAXEHHbIN B rpagycax no wkasne
Uenbcus (0..255), npy nepexoge Yepes KOTopbIiA OT 6OMbLUMX 3HAYEHWUIA K MEHBLUMM, TEHEpPUPYeETCS
SNMP trap eltexEnvTempOverheatOk (Hopmanmsauua aBapun). 3HaueHWe 3TOro Nopora A0/MKHO GbITh
MeHbLue, yem alarm facility temperature <sensor> overheat high;
temperature <sensor> supercooling high — nopor TemnepaTypbl CEHCOPa, BbIPAXEHHbI B rpagycax no
wkane Llenbcusa (0..255), npu nepexose yepes NpoTUBOMNONOXHOE 3HAUYEHNE KOTOPOTo OT MEHbLUNX
3HaueHwui K 6onbLunm, reHepupyetcs SNMP trap eltexEnvTempSupercoolingOk (Hopmanusauus
aBapum). ITOT NOPOr NpeAHasHaYeH Ansi 3aaHns oTpuLaTesibHbIX TeMnepaTtyp, U ero 3HadeHmne A0MKHO
6bITb MeHbLUe, Yem alarm facility temperature <sensor> supercooling low;
temperature <sensor> supercooling low — nopor Temneparypbl CEHCOpPa, BblpaXKeHHbIV B rpagycax no
wkane Llenbcusa (0..255), npu nepexoae yepes NpoT1BOMNONOXHOE 3HAYEHNE KOTOPOro OT 60/1bLUMX
3HaYeHUIi K MeHbLUMM, reHepupyeTca SNMP trap eltexEnvTempSupercooling (aBapus). 9ToT nopor
npegHasHayeH 411 3afaHns oTpulaTtesbHbIX TemMneparyp, ¥ ero 3HadyeHne A0/HKHO ObiTb 60/bLUE, YEeM
alarm facility temperature <sensor> supercooling high;
Mone ceHcop MOXET NPUHMMAaThL CriedyoLme 3Ha4YeHUs 415 KaKao Mogeny MapLupyTtusaropa:

+ ESR-20/21/30: cpuy;

+ ESR-100/200: cpu, board;

« ESR-1000/1500/1511: cpu, board, switch, sfp;

+ ESR-3200: cpu, board, sfp, phy.

<MEMORY-ALARMS> - noporu aBapwii, cBsi3aHHbIX ¢ cBO60AHbIM npocTpaHcTBoM NAND 1 RAM. MpuHumaet
crnefywoume 3HaYeHus:

free low-watermark flash high — nopor konnuectsa cBo6ogHoi flash-namaTn, BbipaXxeHHO B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae yepes KOTopbIli OT MEeHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcss SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3HaueHne 3Toro nopora
[O/MKHO ObITb CambIM 60/bLUMM M3 BCEX 3HAYEHUIA NOPOroB KosmyecTsa ceobogHol flash-namarty;

free low-watermark flash low — nopor konuuecta cBo6ogHoii flash-namsitu, BbipakeHHO B NpougHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopblli OT 60/1bLIMX 3HAYEHWI K MEHBLLUM
reHepupyetcss SNMP trap eltexEnvMemoryLow (aBapus). 3HaueHve 3Toro nopora Ao/mMKHO 6bITb
MeHbLue, yem alarm memory free low-watermark flash high;

free low-watermark ram high — nopor konnyectsa cBo6ogHon RAM-NamsT, BbipaXXeHHON B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae yepes KOTopbIli OT MEeHbLUMX 3HAYEHWI K 60NbLUNM
reHepupyetcss SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3HaueHne 3Toro nopora
[O/MKHO ObITb CambIM 60/bLUMM M3 BCEX 3HAYEHUIA NOPOroB KosmyecTsa cBobogHo RAM-namaTy;

free low-watermark ram low — nopor konmyecTBa cBo60aHO RAM-namMaTi, BbIpaXXEHHOR B NPOLEHTaX
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT 60/bLUMX 3HAYEHWIT KONTMYecTBa K
MeHbLUUM reHepupyeTcs SNMP trap eltexEnvMemoryLow (aBapusi). 3Ha4eHWe 3TOro nopora Ao/HKHO
6bITb MeHbLUE, Yem alarm memory free low-watermark ram high;

reserve critical flash high — nopor konuuectsa cBo6ogHoit flash-namsiTu, BbipaXXeHHO B NpoueHTax oT
makcumasnbHoro (0..100), npu nepexoge Yepes KOTopblii OT MEHbLUNX 3HAYEHUIA K GOMbLLNM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHne 3Toro
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nopora Ao/HKHO 6bITb MeHbLUe, YeM alarm memory free low-watermark flash low, Ho 6onbLue, yem alarm
memory reserve critical flash low;

reserve critical flash low — nopor konnuecTtBa cBo6oaHol flash-namsaTy, BbipakeHHOW B NpoLeHTax oT
makcumasbHoro (0..100), npu nepexoge yepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHbLLIMM
reHepupyeTtcss SNMP trap eltexEnvMemoryCriticalLow (aBapusi). 3HaueHue 3Toro nopora Ao/KHO 6bITb
MeHbLue, Yem alarm memory reserve critical flash high;

reserve critical ram high — nopor konuyectsa cso6ogHoli RAM-namaTy, BbIpaXKEHHON B NpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge yepes KOTopblii OT MEHbLUNX 3HAYEHUIA K GOMbLLNM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHne 3Toro
nopora Ao/HKHO 6biTb MeHbLUE, YyeM alarm memory free low-watermark ram low, Ho 60nbLue, yem alarm
memory reserve critical ram low;

reserve critical ram low — nopor konnyecTBa cB0604HON RAM-NnamsiT, BbIpaXKeHHON B NPOLEHTax oT
makcumasnbHoro (0..100), npu nepexoge yepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHbLLIMM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapusi). 3HaueHve 3Toro nopora Ao/KHO 6bITb
MeHbLue, Yem alarm memory reserve critical ram high.

<PROCESS-ALARMS> — noporu aBapuii, CBI3aHHbIX C 3arpy3koii npoueccopa. NMprvHumMaet cnegyowime
3HaYeHUs:

+ cpu threshold falling — nopor ytunmsauum CPU, BblpaxkeHHOI B NpoLeHTax oT makcumMasbHoii (0..100),
npu nepexoe Yepes KOTopblii OT 60/bLUMX 3HAYEHWI K MeHbLIM reHepupyeTcst SNMP trap
eltexEnvCpulLoadHighOk (Hopmann3auua aBapum). 3HaueHne 3TOro Nopora Ao/MKHO GbiTb MEHbLLE, YEM
alarm process cpu threshold rising;

cpu threshold rising — nopor ytunuzauuy CPU, BblpaXeHHO B NpoLeHTax oT MakcumasbHoii (0..100),
npu nepexoe Yepes KOTopbIii OT MEHbLUMX 3Ha4YeHul K 601bwnM reHepmpyetcst SNMP trap
eltexEnvCpulLoadHigh (aBapusi). 3HaueHMe 3TOro nopora A0/MKHO GbITh 60sbLUE, YEM alarm process cpu
threshold falling.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# alarm facility fan-speed high 80

clear alarms

[aHHOI KOMaHA0M OCYLEeCTB/IAETCS O4MCTKaA 3anvceli 06 aBapusx.

CuHTakcuc

clear alarms { inactive | all }

MapameTpbl
inactive — ygansTca 3anmcy TONbKO O apXMBHbIX aBapusx;

all - YANIAKTCA 3annC O apXnBHbIX N aKTUBHbLIX aBapudx.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# clear alarms 1inactive

clear ssh host

[aHHOoI KomaHaoM ocyLecTBnseTcs copoc coxpaHeHHoro SSH-knoya yganeHHoro xocra.

CuHTakcuc
clear ssh host { <ADDR> | <IPV6-ADDR> }

MapameTpbl
<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec, 3agaétcs B Buge X:X:X:X::X, rge kaxnas 4yactb NpUHUMAaET 3Ha4YeHns B
LecTHaauarepmyHom cpopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# clear ssh host 192.168.1.1

clear storage-device

[laHHOI KomaHAaol 3anyckaeTcs hopMaTMpoBaHNe NOAKIOUYEHHOTO HOCUTeNs.

CuHTaKkcuc
clear storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc } <NAME>

MapameTpbl

<ID> — Homep nogkntoveHHoro USB-HocuTens no nopsaky;
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<USB-NAME> - nms nogkntoueHHoro USB-HocuTens. MiMs MOXHO y3HaTb B BbIBOAE kKOMaHAbl show storage-
devices.

mmc — KAKY 4714 NPOBEPKN YCTaHOB/TIEHHOIO MMC-HOCUTENA,

<NAME> - HoBOe VMsi pa3aena, KoTopoe GyAeT HazHauYeHo nocne opmaTMpoBaHus.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT

Mpumep:

esr-# clear storage-device usb://BClE-2E16:/ SOFT
Formatting will erase all data on this device

Do you really want to continue? (y/N): y

Device clear success.

configure

[JlaHHas komMaHza No3BO/ISIET NEPEVTUN B PEXUM 1106a/TbHOTO KOHPUIYPUPOBaHKSI.

CuHTakcuc

configure
configure terminal

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
ROOT

Mpumep:

esr# configure
esr(config)#

do

KomaHaa do no3BossieT BbINO/HATL KOMaHAb! kKopHeBoro pexumMa (ROOT) 13 1to60oro Apyroro pexmma
KOMaHHOro uHTepdeiica.
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CuHTakcuc

do <command>

MapameTpbl

<command> — KOMaHJa KOPHEBOTO PEXMUMAL.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbIi pexum

Bce pexunmbl, Kpome KOpPHEBOTO.

Mpumep:

esr(config)# do show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9bdbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7

end

KomaHga cnyxuT ans Bo3Bpara B KOPHEBOI koMaHAHbIN pexum (ROOT).

CuHTakcuc

end

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum

Bce pexumebl, KpoOMe KOPHEBOTO.

exit
JlaHHaa KoMaHJa CNyXuT A1 BO3BpaTa Ha YPOBEHb Bbillie B MEPapPXNYECKoit cucTeMe KOMaHHbIX PEXMMOB.

Mpu BbINOAHEHUN AaHHOM KoMaHAbl B pexume ROOT 3aBepluaeTcst ceaHc paboTbl N0Mb30BaTeNs €
NMHTepericom komaHaHoi cTpoku CLI maplipyTmsaTopa.
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CuHTakcuc

exit

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbIi pexum

Bce pexumsl.

help

[aHHoi KomaHaol Ha ancnne BbIBOAMTCS MHGOpMaunsa o0 paboTe ¢ KOMaHAHOM CTPOKOA.

CuHTaKkcuc
help

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

HeobOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZgHbIi pexum

Bce pexumsl.

history size

[JaHHOW KOMaH0W MOXHO M3MEHWUTL MaKCMMaslbHOE YIC/I0 NOCNeAHUX BBEAEHHbIX KOMaHA, Nonb3oBaTens,
KOTOPbIE COXPAaHSITCA B MCTOPUM KOMaHA, TEKYLLEen ceccun. icnonb3oBaHme oTpuuaTesibHoli (DopMbl KOMaH bl
(no) yctaHaBnMBaeT 3HAYEHNE MO YMOTYAHWIO.

CuHTakcuc

history size <SIZE>
no history size

MapameTpbl

<SIZE> — uncno nocnefHNx BBeAEHHbIX KOMaH, NpuHUMaeT 3HadeHuns [10..1000].

3Ha4yeHune no ymonyaHuio
50
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# history size 20

logout

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

[aHHOoI KOmaHAoM 3aBepLUaeTcs ceaHc paboTbl No/b30BaTesis ¢ MHTepdencom komaHgHon cTpokm CLI.

CuHTakcuc

logout

MapameTpbl

KomaHga He cofepxut napameTpoB

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHZHbIi pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# logout
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monitor

[aHHOoI KOMaHAoW BKNHOYAETCA MOHUTOPUHE Tpadhrka Ha CETEBOM UHTeEpdIelice B peXnme peasibHoro
BPEMEHM NOMakeTHO.

Peann3oBaHa 3anvcb gamna Tpaduka B dpaiin (.pcap, .pcapng, .txt, ...) ¢ nocneaylLLein BO3MOXHOCTbHO
konupoBaHus Ha usb/mms/flash:data/tftp-server. 3anncaxHblii B chaitn gamn Tpaduka B pasaen cainnosoi
cuctembl flash:data/ numuTtnposax 1000 naketamu.

CuHTakcuc

monitor { <IF> | <TUN> } [ protocol <TYPE> [ source-port <SRC-PORT> ] [ destination-port
<DST-PORT> ] [ port <PORT> ] ] [ source-address {<SRC-ADDR> | <SRC-IPV6-ADDR> 1} ]

[ destination-address { <DST-ADDR> | <DST-IPV6-ADDR> } ] [address { <ADDR> | <IPV6-
ADDR> } ] [ packets <VALUE> ] [ detailed ] [ file <META-PATH> ] [ detailed ]

MapameTpbl

<IF> — nHTepdeiic nnu rpynna nHTepdeiicos, 3aaaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiok
VIMEHOBaHUS VHTEPENCOB MapLLPYTU3aTOPa;

<TUN> — umsa TyHHens, 3afaéTtcs B BUAeE, ONMCaHHOM B pasgene Turbl 1 NopsaaoK MMeHoBaHus TYHHe el
MapLLpyTn3aTopa;

<SRC-ADDR> - IP-agpec otnpasutens, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpas yacTb NpMHMMaeT
3HaueHus [0..255];

<DST-ADDR> - IP-agpec nonyuyarens, 3agaétcs B suge AAA.BBB.CCC.DDD, rae kaxgas yacTb NpuHUMaeT
3HaueHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec otnpasutens, 3agaetca B suge X:X:X:X::X, rae kaxgas 4acTb NpuHMMaeT
3HayeHws B lWecTHaauarepuyHom chopmare [0..FFFF];

<DST-IPV6-ADDR> - IPv6-agpec nonyuyarens, 3agaértca B suge X:X:X:X::X, rae kaxgas yactb npuHuMaeT
3HayeHws B LWecTHaauarepuyHom chopmare [0..FFFF];

<ADDR> - IP-agpec otnpasutensa nnu nonyyarens, 3agaértcs B snge AAA.BBB.CCC.DDD, rge kaxaasi 4acTb
npuHUMaeT 3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec otnpaBuTens unmv noayyarend, 3agaértca B suge X:X:X:X:: X, rae kaxgasa yacTb
NPUHUMAET 3HaUeHus B LecTHaguaTepuiHom dpopmare [0..FFFF];

<SRC-MAC> - MAC-agpec otnpasutens ethernet-kagpa, 3agaetcs B Buge HH:HH:HH:HH:HH:HH, rae kaxpgas
HH-4acTb NpUHUMaET 3HaueHus B LecTHaauaTtepuyHom dpopmare [0..FF];

<DST-MAC> - MAC-agpec nonyuyarens ethernet-kagpa, 3agaetcs B suge HH:HH:HH:HH:HH:HH, rae kaxpaasn
HH-4acTb NpUHUMaET 3HaueHus B LecTHaauaTtepuiHom dpopmare [0..FF];

<SRC-MAC> - MAC-agpec otnpaBuTens unv nony4varens ethernet-kagpa, 3agaetcs B Buge
HH:HH:HH:HH:HH:HH, rae kaxaaa HH-uacTb npuHMMAaeT 3HadyeHns B wecTHaauatepuuHom chopmare [0..FF];

<TYPE> - Tvn npoToKona, NpyHMMaeT 3HaveHust: tcp, udp, icmp, icmp6, igrp, igmp, arp, gre, ipip, esp, ah, eigrp,
ospf, pim, vrrp, 12tp, RDP unn Homep npotokona [0..255];

<SRC-PORT> — Homep TCP/UDP-nopTa oTnpaBuTens, NPMHMMaeT 3HadeHus [1..65535];
<DST-PORT> — Homep TCP/UDP-nopTa nonyyarensi, n(puHUMaeT 3HadeHus [1..65535];
<PORT> - Homep TCP/UDP-nopTa oTnpaBuTenst Un nonydarens, npuHMMaeT 3HadeHus [1..65535];

<VALUE> — KONM4eCcTBO NakeToB., Noc/e rnoslyyeHns KoTopbIX aHasm3 6yAeT 0OCTaHOB/IEH, YKa3bIBAETCA B
ananasoHe [1..4294967295];

detailed — nHchopmauysa BblgaeTcs B AeTan3poBaHHOM hopMare.
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<FILE> - 3anuck gamna Tpadka B chaiin ¢ no6biM pacluMpeHnem — .pcap, .pcapng, .txt u gp.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# monitor gigabitethernet 1/0/5 detailed
23:37:44.324049 d8:50:e6:d2:f0:46 > a8:f9:4b:aa:03:a5, ethertype IPv4 (0x0800), length 98: (tos
0x0, ttl
64, id 50760, offset 0, flags [DF], proto ICMP (1), length 84)
10.255.100.1 > 10.255.100.5: ICMP echo request, id 11730, seq 19, length 64
esr# monitor gigabitethernet 1/0/5 protocol tcp file flash:data://dump.pcap
esr# copy flash:data://dump.pcap tftp://<ip-address>:<port>:/copied_dump.pcap

ping
[JaHHaa komaHa Ucnosb3yeTcs A1 NPOBEPKM AOCTYMHOCTM YKa3aHHOIO CETEBOIo YCTPOMCTBA.

CuHTakcuc

ping [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipv6é } ] [ ttl <TTL> ]
[ packets <COUNT> |unlimited ] [ size <SIZE> ] [ timeout <TIMEOUT> ] [interval
<INTERVAL>] [ source { 1ip { <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel
<TUN> } ] [ data <HEX> ] [ dscp <DSCP> ] [ flood ] [detailed] [ strategy <STRATEGY> ]
[ nodeinfo <INFO> ] [ broadcast ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaétcs cTpokoi o 31 cumsona;

<ADDR> - |P-agpec ycTpoiicTsa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHMMaeT
3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoicTBa, 3agaétca B Buge X X:X:X::X, rae kaxaas 4yactb NPUHUMAET 3Ha4YeHus
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-1ums yCcTpoicTBa, 3a4aETCsi CTPOKOW A0 255 CUMBO/IOB;

* ip — NpoBepATb AOCTYNHOCTb NPY NMOMOLLM ipv4-NakeToB;
* ipv6 — NpoBepsiTb AOCTYNHOCTb NPY NOMOLLY ipV6-NakeToB.

<TTL> — Bpems Xu3Hu IP-nakeTa, NpuHUMaET 3HaueHue [1..255], no ymonuaHuio 64;
<COUNT> - Ko/iMuecTBO nepeAaBaeMbIx NakeToB [1..4294967295], no ymonuaHuio 5;

<SIZE> - pa3mep icmp-nakeTta B 6aiitax, npuH1UMaeT 3HadeHue [1..65468], no ymonuaHuio 56 6aiiT, uto
cooTBeTCTBYET 64 6aritam nocne gobasneHus 3aronoska ICMP n 84 6aintam nocne gobasneHns ip-3arofoBka;

<TIMEOUT> — Bpems oxugaHusa 0TBeTa, B cekyHaax. Onums BAvSET Ha TaliMayT, eC/iv OTCYTCTBYIOT Kakue-
nM60 OTBETHI, B MPOTUBHOM C/lyyae yTunuTa xgeT asa RTTs. MprHumaeT 3HadeHue [1..60], no ymonuaxuto 1
CeKyH/a,;

<INTERVAL> — nHtepBas1 Mexay oTnpaBkaMu icmp-naketoB B MUIJIMCEKYHAAX, MPUHUMAET 3HaYeHne
[200..60000], no ymonuaHuio 1000.

39



MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mapLupyTusartopa, 3aaaétcsa B suae AAA.BBB.CCC.DDD, rge kaxgasi yacTb NpuHUMaeT 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKauecTBe AaHHOro agpeca MOXET MCMNoNb30BaTbCA 1060
IPv6-agpec maplpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> - ums nHTepgeiica MapLLpyTM3aTopa, Yepes KOTopbIiA GyayT OTNPaB/eHbI NaKeTbl, 334aETCA B BUAE,
onuncaHHOM B pazgesie Tkl 1 NopsioK UMEHOBaHNS NHTEPENICOB MapLLpyTU3aTOPa;

<TUN> - ymsi TyHHEns1 MapLUpyTM3aTopa, Yepes KoTopblii BydyT oTnpaB/ieHbl NakeTbl, 3a4aETCs B BUE,
onuncaHHOM B pazgesnie Turbl 1 Nops/ioK UMEHOBaHNS TYHHENEN MapLIpyTU3aTopa;

<HEX> — wa6bnoH AaHHbIX, KOTOPbIM BYAET 3ano/HATLCS NakeT, 3a4aéTCA YMC/IOM B LUECTHaALATEPUYHO
cucteme go 16 6aiiT;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHme [0..63], 3HaueHune no
ymosnyaHuto 0;

flood — npu ykazaHuy AaHHOI KOMaHABI NakeTbl ByAyT OTNPABASTLCS C MAKCYMasIbHO CKOPOCTbIO, OTBETHI OT
YCTPOIACTBA He 0TOBPAXKAKTCS 10 OKOHUYAHUS BbINOTHEHWS KOMaHbI;

broadcast — npu ykaszaHuu gaHHoli koMaHAapl 6yeT pa3peLleHo OTNPaBsaTb NakeTbl Ha LUIMPOKOBELLATE bHbI
afipec;

detailed — npu ykaszaHuy gaHHoro knoua 6yaeT BbIBOAUTLCS NOSIHAas MHhopMmauys o icmp-oTBeTax 1 obLas
cTaTucTuKa paboTbl KOMaHbl. Be3 ykazaHusi — TONbKO CTaTUCTMKA.

<STRATEGY> — cTparterus thparmeHTaumy nakeTos, NPUHUMAET OAHO U3 CEeAYOWMNX 3HAYEHNIA:

« allow-fragmentation — paspewnTb hparmeHTaumio, He yctaHaBnmeatb coniar DF (don't fragment);

« discovery-pmtu — BbINoNHATb n3yyeHne PMTU (Path MTU), coparmeHTMpoBaTh NOKasIbHO, EC/IM pa3Mep
nakeTta CMWKOM 60NbLUOM;

+ disallow-fragmentation — 3anpeTutb dpparmeHTauuio, B TOM YMC/e NOKasIbHYHO.

<INFO> - Tonbko ansa IPv6. Otnpaeka ICMPv6 Node Information Queries (RFC4620), BMmecTo Echo Request
NPUHUMAET OAHO U3 CrieAyHLWMX 3HAYEHWIA:

* name — 3anpoc DNS-umeH(n) y3na;

*+ ipv6 — 3anpoc IPv6-agpecoB y3na;

* ipv6-global — 3anpoc rno6anbHbiX IPv6-agpecos y3na;

* ipv6-sitelocal — 3anpoc site-local IPv6-agpecos y3na;

* ipv6-linklocal — 3anpoc link-local IPv6-agpecos y3na;

* ipv6-all — 3anpoc unicast IPv6-agpecosB y3na;

* ipv4 — 3anpoc IP-agpecos y3na;

+ ipv4-all - 3anpoc IP-agpecoB cO BCex CeTeBbIX MHTEPIENCOB y3na.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# ping 192.168.100.39 packets 5 size 1400 detailed
PING 192.168.100.39 (192.168.100.39) 1400(1428) bytes of data.

1408 bytes from 192.168.100.39: icmp_req=1 ttl=64 time=0.084 ms
1408 bytes from 192.168.100.39: icmp_req=2 ttl=64 time=0.053 ms
1408 bytes from 192.168.100.39: icmp_req=3 ttl=64 time=0.082 ms
1408 bytes from 192.168.100.39: icmp_req=4 ttl=64 time=0.051 ms
1408 bytes from 192.168.100.39: icmp_req=5 ttl=64 time=0.075 ms

--- 192.168.100.39 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 3999ms
rtt min/avg/max/mdev = 0.051/0.069/0.084/0.014 ms

esr# ping ipve fc00::1

PING fc00::1(fc00::1) 56 data bytes

64 bytes from fc00::1: dicmp_seq=1 ttl=64 time=0.379 ms

64 bytes from fc00::1: dicmp_seq=2 ttl=64 time=0.161 ms

--— fc00::1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 0.161/0.270/0.379/0.109 ms

reload cancel

[aHHOI KOMaH/10¥i OCyLLIECTBNSIETCS OTMEHA paHee 3an/laHMPOBaHHO Nepesarpy3ku yCTpoicTea.

CuHTakcuc

reload cancel

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# reload cancel

reload system

[JlaHHOI KOMaH/10Vi OCyLLIECTBSIETCS Nepe3arpy3ka ycTpoicTaa.

CuHTakcuc

reload system { in { <MINUTES> | <HOUR>:<MINUTES>} | at <TIME> <DATE> }
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MapameTpbl
<HOUR> — konn4ecTBO YacoB [0 nepesarpysku,
<MINUTES> - konn4yecTBo MUHYT [0 Mnepes3arpysku,
<TIME> - TouHOe Bpems nepesarpysku B popmare HH:MM:SS:
HH — vacbl B gnanasone [0..23],
MM — MuHyTbI B AnanasoHe [0..59],
SS - cekyHabl B avanasoHe [0..59].
<DATE> - pata nepesarpy3ku B dpopmare DAY MONTH YEAR:
DAY - feHb nepesarpysku, NprHUMaeT 3HaueHne B gmanasoHe [1..31],
MONTH - mecsu, nepe3arpy3ku, NpUHUMaeT O4HO U3 3HAYEHWUI:

* january

« february
* march

+ april

* may

*+ june

* july

+ august

+ september
+ october

* november
+ december

YEAR - rog nepesarpysku, NpuHUMaeT 3HaueHue B gvanasoHe [2001..2037].

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# reload system

show alarms brief

[aHHO KOMaH/10¥i BLIBOAMTCS! KpaTKasi ICTOPUSI aBapuii Ha MapLupyTu3aTope (akTUBHbIX U 3aBEPLLEHHbIX).

CuHTakcuc

show alarms brief

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show alarms brief

History Alarms

Severity Group Set time Clear time Description

major environment 03/31/00 17:27:38 03/31/00 17:31:53 Reserve Power Supply Fault

show alarms brief active

[laHHOli KOMaHAOo BbIBOANTCA KpaTkasi MHhopMaums 0 TeKyLLMX (aKTUBHbIX) aBapusix Ha MapLupyTM3aTope.

CuHTakcuc

show alarms brief active

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# show alarms brief active
History Alarms

Severity Group Set time Clear time Description
notify environment 03/31/00 16:47:05 - Reserve Power Supply
removed

show alarm settings

[aHHoi KomaHaol BbIBOAUTCA MHOPMALMS O HACTPOiKax NOpPOros cpabaTbiBaHMS aBapuii.
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CuHTakcuc

show alarm settings <TYPE>

MapameTpbl
<TYPE> - Tvn aBapwii:

« facility — noporv aBapwuii, cBsizaHHbIX C OKpyxeHneM (ckopocTb FAN, TemnepaTtypa npoteccopa v
[laTYNKOB);

* memory — Nopory asapuii, CBA3aHHbIX ¢ cBo60AHLIM NpocTpaHcTBoM NAND 1 RAM,;

* process — noporu aBapuii, CBAA3aHHbIX C 3arpy3koi npoueccopa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show alarm facility

fan-speed:
high: 80
low: 75
temperature CPU:
critical high: 95
critical low: 92
overheat high: 80
overheat low: 78
supercooling high: -12
supercooling low: -15
temperature sensorl:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
temperature sensor2:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
temperature sensor3:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
show history

,ﬂ,aHHOI7I KOMaH,CI,OI7I Ha ,U,I/ICI'IJ'IGM BbIBOAUTCA I/IH(*)OpMaLI,VIFI O KOMaHAaxX, KOTopble ncnosib3oBas/inCb B TeKyu_|,e|7|
ceccunn, Win o KonnydecTee coxpaHAaAeMbIX KOMaHA.
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CuHTakcuc

show history [size | <NUM> ]

MapameTpbl

size — MakCMMaslbHOEe YMCNO NOCeAHNX BBEAEHHbIX KOMaHA, N0ONb30BaTe s, KOTOpblE COXPaHATCA B MCTOPUM
KOMaH/[ TeKyLleli CeCCUN.

<NUM> - KonunuyecTBo nocnegHnx BBeAEHHbIX KOMaH/, No/ib30BaTe s, KOTopble HE06X0AUMO 0TO6Pa3UTb
[0..100].

3HauyeHue No yMmo4aHuio

0. CoOTBETCTBYET BbIBO/Y BCEIT NCTOPUN BBEAEHHbIX KOMaHA,

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show history

enable

show history
configure

service nat
service nat source
exit

show history

~No b~ wWwN R

show system reload

[aHHOoI KomaHAoW Ha Avcnel BbIBOAUTCA MHApOpMaLMS O KOMaH4ax, Aarte U BpeMeHu 3aniaHMpoBaHHOM
nepesarpysku.

CuHTakcuc

show system reload

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# show system reload
System reload is scheduled for 13:02:02 10 August 2022

ssh

[JaHHasi KomaHga UCrosb3yeTcs AN18 NOAKMOUYEHNS K YAAIEHHOMY Y371y MO NpoTokony SSH.

CuHTakcuc

ssh [ vrf <VRF>] <USERNAME> { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ]
[ version <VERSION> ] [ source { <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> — nms aksemnnsipa VRF, 3agaétcsa cTpokoit 4o 31 cMmBona;
<USERNAME> — nms nonb3oBatens, 3a4aétcs CTPokKoi Ao 31 cumMBona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaasa yacTb NPUHUMaET
3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoincTBa, 3afaétca B Buae X X:X:X::X, rae kaxaasa 4yactb NpUHUMAaET 3HaueHus
B LWecTHaguatepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums1 ycTpoicTBa, 3a4a€Tcsa CTPOKON A0 253 CMMBO/OB;

<PORT> - Homep TCP-nopta, npocnylimBaeMoro SSH-cepsepom, NpuHMmaeT 3HadyeHus [1..65535]. Mo
YMOJ/14aHUI0 YCTaHOB/IEHO 22;

<VERSION> - Bepcus SSH-NpoTokosa, NpuHMMaeT 3HadeHus [1..2]. Mo ymonuaHuio ucnonb3yeTtcs Bepcus 1;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kKauecTBe AAaHHOIo agpeca MOXET UCMOo/b3oBaTbcs Mobon IP-agpec
mapLupyTusartopa, 3aaaétca B suae AAA.BBB.CCC.DDD, rge kaxgas yacTb NpuHUMaeT 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B Ka4ecTBe AaHHOro ajgpeca MOXeT UCNoNb30BaTbCA 0601
IPv6-agpec mapwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgas yacTb NPUHUMAET 3HAYEHUs B
LecTHaguaTepuyHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npuHnuMaeT 3HauveHme [0..63], 3HaueHune no
ymosndaHmio 0.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# ssh tester 10.100.100.1
The authenticity of host '10.100.100.1 (10.100.100.1)' can't be established.
ECDSA key fingerprint is db:e4:0a:93:59:87:7d:9f:90:5c:19:a3:e7:97:ec:d5.
Are you sure you want to continue connecting (yes/no)? yes
%AAA-I-SSH: Warning: Permanently added '10.100.100.1' (ECDSA) to the 1list of known hosts.
tester@l0.100.100.1's password:
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)

* Documentation: https://help.ubuntu.com/

System information as of Mon May 25 09:25:10 NOVT 2015
Last login: Tue May 12 19:39:11 2015
(tester@kubuntu ~) $

telnet

[JaHHasi KomaHa UCnonb3yeTcs A1 NOAKMYEHNS K YAANEHHOMY Y371y o npoTokony Telnet.

CuHTakcuc

telnet [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ] [ source
{ <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> - ums aksemnnspa VRF, 3agaétcs ctpokoit o 31 cumsona;

<ADDR> - |IP-agpec ycTpoiicTsa, 3agaétca B Buge AAA.BBB.CCC.DDD, rae kaxgasn 4yacTb NnpuHUMaeT
3HayeHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoicTBa, 3aaaétca B Buge X:X:X:X::X, rge kaxkgas 4actb NPUHUMAET 3HaYeHns
B LWecTHaguarepmyHom coopmare [0..FFFF];

<HOSTNAME> — DNS-ums ycTpoicTBa, 3a4aETCs CTPOKOW A0 253 CUMBO/IOB;

<PORT> - Homep TCP-nopta, npocnylimBaeMoro SSH-cepBepom, NpuHMMaeT 3HadeHus [1..65535], no
yMO/T4aHuio 23;

<SRC-ADDR> - IP-agpec oTnpasuTens, B kayecTBe AaHHOro agpeca MOXeT ucnosnb3oBaTtbes nboi IP-agpec
mMapLupyTusartopa, 3agaétcs B suae AAA.BBB.CCC.DDD, rge kaxgasi yacTb NpMHUMAaET 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKauecTBe faHHOro agpeca MOXET MCMob30BaTbCcs 1060
IPv6-agpec mapLupytmnsartopa, 3agaétcsa B suge X X:X:X::X, rge kaxaas yactb NpUHAUMaET 3HaYeHns B
LwecTHaauaTepuuHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cootTBeTcTBUM C RFC 2474, npyHnumaeT 3HaueHme [0..63], 3HaueHmne no
ymosnyaHuto 0.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# telnet 10.100.100.1
Entering character mode
Escape character 1is 'A]'.
Ubuntu 14.04.2 LTS
kubuntu login: tester
Password:
Last login: Mon May 25 15:23:06 NOVT 2015 from sw3l-1l.eltex.loc on pts/16
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)
* Documentation: https://help.ubuntu.com/
System information as of Mon May 25 15:23:01 NOVT 2015
(tester@kubuntu ~) $

terminal datadump

KomaHga ucnosnb3yeTcsi A1 BbIK/OUYEHNS NOCTPAHUUYHOTO PeXnma BbiBOJA TPACCUPOBOK A5 TEeKyLLel
ceccun.

Vicnonb3oBaHue OTpVILl,&TGﬂbHOVI KOMaHAbl BK/1lOHaeT I'IOCTpaHW-IHbII\/’I peXnm BbiBOAA TPACCUPOBOK.

CuHTakcuc

[no] terminal datadump

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# terminal datadump

terminal resize

KomaHga ucnonb3yeTcsi 4718 MacluTabypoBaHus pasmepa TepMiuHana nof pasMep okHa Npyu MCMosb30BaHNm
KOHCO/TbHOTO MOAK/TIOYEHUS.

CuHTakcuc

terminal resize

MapameTpbl

KomaHga He coaepXuT napameTpos.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# terminal resize

traceroute

[JaHHas komMmaHza 1cnonb3yercs /18 TPacCUPOBKM MapLupyTa A0 YKasaHHOro CETeBOro yCTpoicTBa.

CuHTakcuc

traceroute [ vrf <VRF> ] { <ADDR> | | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipve } 1 }

[ first-ttl <FIRST-TTL> ] [ max-ttl <MAX-TTL> ] [ timeout <TIMEOUT> ] [ source { 1ip

{ <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel <TUN> } ] [ dscp <DSCP> ]

[ protocol { dcmp | udp [ <PORT> ] | tcp [ <PORT> ] } ] [ gateway { <GW-ADDR> | <GW-IPV6-
ADDR> } ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaétcs cTpokoi o 31 cumsona;

<ADDR> - IP-agpec ycTpoiicTsa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHMMaeT
3HauveHus [0..255];

<IPV6-ADDR> - IPv6-aapec ycTpoiicTea, 3aaéTcs B Biae XX:X:X::X, e Kaxaas 4acTb NPUHAMAET 3HaUeHNs
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-nums yCcTpoicTBa, 3a4aETCsi CTPOKOW A0 255 CUMBO/IOB;

* ip — NPOBOAMUTL TPACCUPOBKY MPY MNOMOLLY ipv4-NakeTos;

* ipv6 — NpoBOANTL TPACCUPOBKY NPW MOMOLLN ipv6-NakeToB.
<FIRST-TTL> — Bpems Xu3Hu IP-nakeTa, 3Ha4YeHMe ¢ KOTOPOro Ha4YMHaEeTCA TpaccMpoBKa MapLUpyTa,
NPUHUMAET 3HaueHme [1..255], no ymonuaxuio 1;

<MAX-TTL> — Bpems Xn3Hu |IP-nakeTa, 3Ha4eHne Ha KOTOPOM 3aKaH4MBaEeTCH TPacCMpOBKa MapLupyTa,
NpUHUMaET 3HaueHme [1..255], no ymonuanuio 30;

<TIMEOUT> — Bpems oxugaHusa 0TBeTa, B cekyHaax. Onums BAnSET Ha TaliMayT, eC/iv OTCYTCTBYIOT Kakue-
60 OTBETHI, B MPOTUBHOM C/lyyae yTunuTa xaeT asa RTTs. MpuHumaeT 3HadeHue [1..60], no ymonuaxuio 5
CeKyHp,

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboli IP-agpec
mMapLipyTu3aTtopa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgasi 4acTb npuHuMaeT 3HadeHust [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKaUecTBe AaHHOro agpeca MOXET MCMoNb30BaTbCA 1060
IPv6-agpec maplpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> — nma nHTepdpeiica MapLIpyTU3aTOPa, Yepes KOTopbI ByayT OTNpaB/eHbl NakeTbl, 334aéTca B BUAE,
onMcaHHOM B pasaesne Turbl 1 Nopsaok MMEeHOBaHNA MHTepheincoB MmapLupyTi3aTopa;
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<TUN> - ymsi TyHHENs MapLUpyTM3aTopa, Yepes KoTopblii ByayT OTnpaB/ieHbl NakeTbl, 3a4aETCs B BUE,
onuncaHHOM B pazgene Turbl 1 NopsioK UMEHOBaHNS TYHHENEN MapLIpyTU3aTopa;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHue [0..63], 3HaueHune no
ymosnyaHuto 0;

<PORT> — Homep TCP/UDP-nopTa, NpuHMMaeT 3HadyeHue [1..65535], 3HaueHne no ymonyanuto 53 ans UDP 1 80
oana TCP;

<GW-ADDR> - IP-agpec wnto3a, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxgas 4acTb NpUHUMAET 3Ha4YEeHMUs
[0..255]. Mpwu ykaszaHuM AaHHOTO NapaMeTpa B ucxoasimii nakeT go6aensetcs IP source routing onuus,
KOTopas coobLiaeT MapLipyTM3aTopy, Yepes Kakoi L/I03 AO/MHKEH MapLUpyTM3NpoBaTbCa NakeT B ceTu. Ha
60/1bLLUMHCTBO MapLUPYTM3aTOPOB OTK/Il0YEHA MapLUpyTM3auns No 4aHHO! ONuMn N3 coobpaxeHnii
©e30MacHoOCTW;

<GWIPV6-ADDR> — IPv6-agpec Wwno3a, 3agaétca B Buge X:X:X:X::X, rae kaxgasa 4actb NPUHUMAET 3HAYEHUA B
wecTHaguaTepuuHom gopmare [0..FFFF]. Mpu ykasaHuy gaHHOTo napamMeTpa B UCXOASLLMIA NakeT
fob6asnsetcs IP source routing onums, KoTopas coobLLaeT MapLUPYTU3aTOPY, Yepes Kakow L3 AO/HKEH
MapLLPYyTM3MPOBaTbLCA NakeT B CETU. Ha 60/1bLUMHCTBO MapLLpPYTM3aTOPOB OTK/II0YEHa MapLUpyTM3aumns rno
[aHHOI onummn 13 coobpaxeHnin 6e30nacHOCTU.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# traceroute 192.168.27.128

traceroute to 192.168.27.128 (192.168.27.128), 30 hops max, 60 byte packets
1 192.168.16.1 (192.168.16.1) 1.240 ms 1.546 ms 1.883 ms

2 192.168.27.128 (192.168.27.128) 0.451 ms 0.437 ms 0.411 ms

uptime
[aHHOI KOMaHA0M OCYLEeCTBAETCS NPOCMOTP NPOAO/HKUTENBHOCTM BPEMEHN paboThbl YCTPOKCTBA.

CuHTakcuc

uptime

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# uptime

System uptime: 26 minutes and 35 seconds

verify

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

[ aHHO KOMaH/10Vi BbINOHAETCS pacyeT Xell-CyMMbl 711 OTAe/IbHOro dhaiinia ¢ MCnosib30BaHNEM YKa3aHHOTo

asirfopnTMa xXewmnpoBaHuA.

CuHTakcuc
verify <ALGORITHM> <FILE>

MapameTpbl

<ALGORITHM> — anroputm xeLuMpoBaHus, NpuH1MaeT 3HadeHust [md>5, sha2-256, sha2-512].

<FILE> - nyTb 1 nms chaiina gns npoBepku, MOXET NPUHUMATL Criegytowmne 3HaueHus:

* usb://usb_name:/PATH
+ mmc://mmc_name:/PATH (kpome esr-10)
+ system:candidate-config
+ system:running-config

+ system:factory-config

+ system:default-config

+ system:firmware-image-1
+ system:firmware-image-2
+ system:boot-1

+ system:boot-2

+ flash:critlog/FILE

+ flash:syslog/FILE

« flash:backup/FILE

+ flash:data/FILE

+ tmpsys:syslog/FILE

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# verify md5 system:firmware-image-1

system: firmware-image-1 16ef38a292e96ce972e910da6db2d1f4
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verify filesystem

[laHHOIi KOMaH/o1 3anycKaeTcsl MPOLECC pacyeTa Xell-CyMM /1 BCeX CUCTEMHbIX (DaiifioB MaplupyTm3aTopa
I CPABHEHMS C 3TASIOHHLIMU 3HAUYEeHMsIMU. B pe3ynbrarte BbIBOAMTCA MHAOPMALMSi O COOTBETCTBUM
PaCCUMTaHHBIX XELL-CYyMM 3Ta/IOHHbIM.

CuHTakcuc

verify filesystem [detailed]

MapameTpbl

detailed — kntoy, oTBEUAOWMIA 3a NOAPOGHLIV BbIBOA MHGOPMaLMKN O MPOBEPKE KaxKAoro duainna.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIi pexum
ROOT

Mpumep:

esr# verify filesystem

Total: 2949
Success: 2949
Changed: 0
Deleted: 0

Filesystem verification success.

verify storage-device

[aHHOoI KomaHAoM 3anyckaeTcs NPoLEecc NPOBEPKM BHELLHErO HOCUTENS Ha Ha/lnyme OLNOOK.

CuHTakcuc
verify storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc }

MapameTpbl
<ID> — Homep nogkntoveHHoro USB-HocuTens no nopsaky;

<USB-NAME> - nms nogkntoueHHoro USB-HocuTens. Mims MOXHO y3HaTb B BbIBOAE kOMaHAbl show storage-
devices.

mmc — KAKY 414 NPOBEPKN YCTaHOB/IEHHOIO MMC-HOCUTENA.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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https://docs.eltex-co.ru/pages/viewpage.action?pageId=324534580#id--showstorage-devices
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# verify storage-device usb://BClE-2E16
Device verify

Do you really want to continue? (y/N): vy
CP437: Invalid argument

fsck.fat 4.0 (2016-05-06)

/dev/sda2: 14 files, 63908/255496 clusters
Device verification success.

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
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MexceTeBble 3KpaHbl cepun ESR. CnipaBoYHMK komaHz CL

5 YnpaBrneHue nporpaMmHbIM obecrneveHnem u KoHdurypaumen

+ archive

*+ auto

+ banner exec

* banner login

+ boot host auto-config
+ boot host auto-update
+ boot system

+ by-commit

* commit

+ confirm

* copy

+ count-backup

+ delete

« dir

* merge

* path

* restore

* rollback

* save

+ show bootvar

+ show boot-licence

+ show candidate-config
+ show configuration changes
+ show crypto certificates
+ show licence

+ show running-config
+ show storage-devices
+ show usb

+ show version

+ time-period

* type

archive

[aHHol KOMaH0i OCYyLLLeCTB/IAETCA NEPEXOL, B PEXUM HACTPOIKN NapamMeTpoB pe3epBrpoBaHns
KOHdUrypaumm.

icnonb3oBaHue oTpuuaTesibHoi (DOpMbl KOMaH/bl (N0) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHUIO A/1S
napamMeTpoB pe3epBMPOBaHNS KOHAUTypaLmn.

CuHTakcuc

[no] archive

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUierui
15
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# archive
esr(config-archive)#

auto

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[laHHol KoMaHZOoM BKNHOHAETCHA peXxnm co3gaHnsa aiina pe3epBHON KOHUrypaumum Ha yaasneHHoM cepsep v/
WM NOKaJTbHO Yepes yKasaHHbI NpoMexyTok BpeMeHu (pasgen time-period).

Vicnonb3oBaHue OTpI/ILI,&TG}'IbHOVI (*JOprI KOMaHAbl (no) BbIK/TOHAET PEXMM OTNPaBKN Hepes yKa3aHHbII7I

MPOMEXYTOK BPEMEHW.

CuHTakcuc

[no] auto

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# auto

banner exec

[laHHOli KOMaHAoI 3a4aéTCs TEKCTOBOE COO6LLEHMNE, BbIBOAVMOE NOC/E YCMNELIHON ayTeHTUduKaLmm

no/sib30BaTesst Ha MapLUpyTH3aTope.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHbl (N0) yaanseTcs TEKCTOBOE CO06LIEeHME, BbIBOAUMOE Noc/ie
yCreLHo ayTeHTU(MKaLMK NoJIb30BaTe s Ha MapLLpyTU3aTope.

CuHTakcuc

banner exec <BANNER>
no banner exec
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MapameTpbl
<BANNER> — TekcTOBOE CO06LLEHME, 3a4aETCS B KaBblukax CTPOKOW Ao 2047 cMmBO/IOB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum

CONFIG

Mpumep:
esr(config)# banner exec "  ————= Hello! This is an Eltex router.-----
\n-—--- Unauthorized configuration changes are prosecuted by the law of the Russian Federation.
_____ n

banner login

[aHHOi KoMaH 10V 3a4aéTcs TEKCTOBOE COO06LLEHME, BLIBOAVMOE /10 ayTeHTUMUKALMM NO/b30BaTeNs Ha
MapLpyT13aTope.

CuHTakcuc

banner login <BANNER>
no banner login

MapameTpbl

<BANNER> — TekcTOBO€E CO06LLEHME, 3a4aETCS B KaBblukax CTPOKOW f0 2047 cMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum

CONFIG

Mpumep:
esr(config)# banner login ™  ————= Hello! This 1is an Eltex router.-----
\n----- Unauthorized connection 1is prosecuted by the law of the Russian Federation. —----- "

boot host auto-config

[JaHHasi KomaHa BK/YaeT 3arpy3ky KoHgMrypauum MaplupyTisaTopa npv noMoly npotokosia DHCP Option
54 (IP-appec TFTP-cepBepa) 1 67 (ums chaiina koHdurypauum).

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) OTK/OYAET 3arpy3ky KoHdpurypauuy mapLupytusaropa
npu nomotuy npotokona DHCP Option 66 1 67.
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CuHTakcuc

[no] boot host auto-config

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3Ha4yeHune no ymonyaHuio

OTK0YEHO.

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# boot host auto-config

boot host auto-update

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

[JlaHHan komaHa Bk/o4aeT 3arpy3ky MO mapLupyTtusatopa npu nomolim npotokona DHCP Option 54 (IP-
anpec TFTP-cepsepa) n nms caiina MO B none FILE B8 DHCP OFFER. Mpwn ncnonb3oBaHnyM COBMECTHO ¢ boot
host auto-config, o6HoBNeHue MO nmeeT 60/1ee BbICOKUIA NPUOPUTET.

Vicnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHAbl (N0) oTktouaeT 3arpysky MO mMapLipyTusatopa npu

nomoLy npotokosia DHCP Option 150 n 67.

CuHTakcuc

[no] boot host auto-update

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

KoMaHAHbIV pexum
CONFIG
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
Mpumep:

esr(config)# boot host auto-update

boot system

[aHHas KomaHga CnyxuT a5 Bbibopa akTMBHOro obpasa NporpammMHoro obecneyeHus, 3arpy>XeHHoro Ha
YCTPOWCTBO.

CuHTakcuc

boot system <IMAGE>

MapameTpbl
<IMAGE> - Ha3BaH1e o6pa3a NnporpaMMHOro obecneyeHus, KOTopbIin ByAeT 3arpyKaTbCs Ha YCTPOMCTBO:

+ image-1 — cnegytowas 3arpyska ycTpoucTea 6y4eT BbINoNHeEHa U3 nepBoro obpasa Mo;
+ image-2 — cnegyowas 3arpyska ycTpoincTea 6y4eT BbiNnosIHEHa U3 BTOPOro obpasa Mo.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# boot system image-2

by-commit

[aHHOV KOMaH/10Vi BK/TOYAETCA PEXUM OTNPaBKM (oaiiia KoHUrypauum Ha cepBep pe3epBMpOoBaHis nocne
yOA4YHOro NPUMeHeHUst KOHdUrypaumu.

icnonb3oBaHue oTpuUaTesibHoi DOPMbl KOMaH bl (N0) BbIK/IOYAET PEXIUM OTMNPAaBKM NOC/E YAa4HOro
MPYMEHEHMS KOHMrypaLum.

CuHTakcuc

[no] by-commit

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KomaHaHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# by-commit

commit

[JlaHHan komMmaHza No3BOJISIET NPUMEHUTL (CAenaTb AelicTBYOLWMMN) n3MeHeHust koHdourypauum. RUNNING-
KOHpurypauums 3amewgaetcs koHdurypaumein CANDIDATE. [ins Toro 4tobbl NPUMEHEHHbIE U3MEHEHUS CTan
MOCTOSIHHO AENCTBYIOLWMMK, 3Ty onepauuio Heob6xo4MMO NOATBEPAUTL KOMaHAol «confirm» B TeueHne
BPEMEHMU, He MPEBLILLAOLLETO BPEMS AelCTBUS TaliMepa noateepxaeHns (no ymonyanmio 600 cekyHa,
M3MEHSIETCA NPU NOMOLLM KOMaHAbl system config-confirm timeout).

CuHTakcuc

commit [ comment <COMMENT> ] [ confirm-timeout <TIME> ]

MapameTpbl

<COMMENT> — KOMMeHTapuii K JaHHOMY U3MEHEHNIO0 paboyeii KoHdurypaumn. 3agaéTca TEKCTOBOM CTPOKOIA
0o 31 cumBona;

<TIMEOUT> — nHTepBas1 BpemMeHu B CeKyHAax nocse BBoga KomaHgbl commit 4o BOCCTaHOB/IEHUA
npeplayLein Bepcum KoHdmrypauum npy oTCyTCTBUM KOMaHAbl confirm, NpMHUMAaeT 3HaveHne B CeKyHaax
[120..86400].

3Ha4yeHue no ymonyaHuio
<COMMENT> - nycTolj;

<TIMEOUT> — HacnepgyeTcs 3Ha4yeHune yCTaHOB/IEHHOe KoMaHaon system config-confirm timeout.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:
esr# commit

N3MeHeHns1 KoHUrypauum nprMeHeHb!.
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confirm

KomaHga npegHasHaueHa ana noaTsepxaeHns npyumeHeHus KoHdurypaumn. Ecnu B TeueHne 3agaHHOro
BpemeHu (no ymonuarmio 600 cekyHA, M3MEHSIeTCA NpU NOMOLLM KoMaHabl system config-confirm timeout)
nocne NpMMeHeHUs KoHUrypaumm KomaHgomn «commit» He 6bI/10 BBEAEHO NOATBEPXKAEHME, NPOU30NAET
aBTOMaTUYECKUn OTKaT Ha AeliCTBYIOLLYI0 paHee KOHdurypauuio. ABToMatnyeckasi cucteMa oTkaToB
npegoTBpallaeT cuTyalmm NoTepun CBsA3n ¢ YCTPOCTBOM.

CuHTakcuc

confirm

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUierui

3Ha4vyeHune No ymMosiHaHuio
110

KomaHgHbIii pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:
esr# confirm

MoaTBEPXAEHNE N3MEHEHWIT B KOHCOMIypaLMu.

copy
[JaHHas komMaHza CNyXuT 41 KONMPOBaHKSA (haitfioB MeXAy pas/IMuHbIMU UCTOYHUKAMW U NOMyYaTensiMm.

CuHTakcuc
copy <SOURCE> <DESTINATION>
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MapameTpbl

<SOURCE> — ncTO4HUK, 3a4aéTcA B BUAeE:

- tftp://<ip>[<port>]:/<path> — agpec gaiina Ha TFTP-cepBepe, rae:

<ip> — IP-agpec TFTP-cepBepa;
<port> — nopt, KoTopblii cnywaet TFTP-cepsep, otaensietca oT IP-agpeca CMMBOIOM «#» UK «:»,
<path> - nyTb K haitny Ha TFTP-cepsepe.

- tftp://<ipv6>[%<interface>]|[<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:

<ipv6> — IPv6-agpec TFTP-cepsepa;

<interface> — ncxopgawmin ceteBoi nHTepdoelic ans link-local agpecos;

<port> — nopT, KoTopblii cnylwaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBoniom '# nam ' (B
[JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/0UeH B KBaApaTHble CKOBKM «[]»);

<path> - nyTb K haitny Ha TFTP-cepsepe.

. ftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-apgpec FTP-cepBepa;

<user> — UMsi nonb3oBatens (HaCTPOUTb MMS NOSIb30BATE/IA MO YMOMYaHWI0 MOXHO KOMaH/0iA ip
ftp client username, onucaxHoli B ip ftp client username);

<password> — naponb (HACTPOMTbL Napo/ib N0 YMOMYAHUIO MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopt, KoTopbli cnywaeT TFTP-cepsep, otaensiercs oT IP-agpeca CMMBOIOM «#» UK «:»,
<path> — nyTb K pariny Ha FTP-cepsepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]./<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxopgawmin ceteBoin nHTepdoelic ans link-local agpecos;

<user> — UMsi nonb3oBatens (HaCTPOUTb MMS NOSIb30BATE/IA MO YMOMYaHWI0 MOXHO KOMaH/0iA ip
ftp client username, onucaHHoli B ip ftp client username);

<password> — naponb (HACTPOMTbL Napo/ib N0 YMOMYAHUIO MOXHO KOMaHAoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumeoniom '# nnm ' (B
[JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/0UeH B KBaApaTHble CKOBKM «[]»);

<path> — nyTb K pariny Ha FTP-cepsepe.

. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec FTP-cepBepa;

<user> — UMsi nonb3oBatens (HaCTPOUTb MMS NOSIb30BATE/IA MO YMOMYaHWI0 MOXHO KOMaH/0iA ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib MO YMOYAHMK MOXHO KOMaHZoW ip sftp client
password, onncaHHoii B ip sftp client password);

<port> — nopt, KoTopblii cnywaeT TFTP-cepep, otaenserca oT IP-agpeca CUMBOIOM «#» NN «:»,
<path> — nyTb K pariny Ha FTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsawmin cetesoin nitepdeiic ans link-local agpecos;

<user> — UMsi No/1b3oBaTesnsi (HaCTPOUTbL UMS MOJIb30BATEsS MO YMOYAHMID MOXHO KOMaHZoM ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib MO YMOYAHMK MOXHO KOMaHZoW ip sftp client
password, onncaHHoii B ip sftp client password);

<port> — nopT, KoTopblii cnylwaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumeosiom '# nam ' (B
[JaHHOM cnydae IPvb-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — nyTb K pariny Ha FTP-cepsepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepBepa;

<user> — UMsi No/1b3oBaTesnsi (HaCTPOUTbL UMS MOJIb30BATEsS MO YMOYAHMID MOXHO KOMaHZoM ip
ssh client username, onucanHoii B ip ssh client username);

<password> — naponb (HaCTPOMTb Napo/ib N0 YMOMYAHUIO MOXHO KOMaHAoW ip ssh client
password, onncaHHoli B ip ssh client password);
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+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
« <path> - nyTb K haiiny Ha cepsepe.
- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
+ <interface> — ncxogsawwmii cetesoli nHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHnHoi B ip ssh client username);
+ <password> — naposib (HaCTPoOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# wnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOUEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> - nyTb K haiiny Ha cepsepe.
« http:// <ip>[<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — noprt, Ha KoTopom 3anyweH HTTP-cepsep, otaensetca ot IP-agpeca CMMBOIOM «#» UN
«»;
+ <path> - nyTb K haitny Ha HTTP-cepBepe.
+ http://<ipv6>[%<interface>][<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
+ <interface> — ucxogsawwii cetesoli nHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B maHHoMm cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> - nyTb Kk paitny Ha TFTP-cepBepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> - agpec
channa Ha HTTPS-cepBepe, rae:
+ <CA-FILE> - nms chaitna ceptucmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasgene
namaT MapLupyTusaTopa;
+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudimkara cepBepa B COOTBETCTBYHLLEM pasgene
namaT MapLupyTusaTopa;
+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLLpyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — nopT, Ha KoTopom 3anyweH HTTPS-cepeep, otaensietcs ot IP-agpeca CUMBOMOM «#» nUnu
«»;
+ <path> - nyTb K haitny Ha HTTP-cepBepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — ums chaitna ceptucmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudimkara cepBepa B COOTBETCTBYHLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLIpyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
+ <interface> — ncxogsawwmii cetesoli nHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '# nnm
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> - nyTb Kk paitny Ha TFTP-cepBepe.
+ usb://usb_name:/PATH
+ usb_name - nms, HazHayeHHoe USB-HocuTento. Bo3aMOXHO NOCMOTPETb KoMaHAon "show storage-
devices" (cm. pasgen show storage-devices);
+ <path> - nyTb K haitny Ha USB-HocuTene.
* mmc://mmc_name:/PATH
* mmc_name — nms, HazHayeHHoe MMC-HocuTesno. BO3MOXHO NOCMOTPETL KOMaHAoi "show
storage-devices" (cm. pasgen show storage-devices);
+ <path> - nyTb K dpaintny Ha MMC-HocuTene.
+ system:factory-config — 3aBogckas koHUrypaums;
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+ system:default-config — kKoHdMrypaumsa no ymonuaxuto (nycras);

+ system:running-config — Tekywiasi KOHMrypauus;

+ system:candidate-config — koH(purypaums, kotopas 6yaeT npuMeHeHa Nocsie BbINO/IHEHWUA KOMaHAbI
«commity;

+ system:firmware — nporpamMmMHoe o6ecneyeHune ycTpoincTea. KonvpoBaHne npovM3BoguTcs ¢
HeakTMBHOro obpasa NporpamMmMHOro o6ecneyeHnss yCTpomncTea,

+ system:boot-1 — nepBuyHbIi 3arpy3umnk yctpoiictea (SBI, bl1, x-loader);

+ system:boot-2 — BTopnyHbIi1 3arpysunk yctpolictea (U-Boot, boot) Ha Bcex ycTpoiicTBax, 3a
nckntoueHnem ESR-30;

+ system:boot — BTopuuHbIii 3arpy3unk yctpoiictea (U-Boot) Ha ESR-30;

+ system:licence — pyHKUMOHaNbHASA IMLEH3MSA YCTPONCTBA;

+ flash:critlog/FILE — nanka ans coxpaHeHusi COO6LLEeHNA aapa 3a Bce BpeMsi paboTbl YCTPOICTBa;

+ flash:syslog/FILE — nanka s coxpaHeHus NoroB TeKyLL e ceccun, CoXpaHsaeTcs nocne nepesarpysku;

+ tmpsys:syslog/FILE — nanka gns coxpaHeHus 10roB TeKyLLen ceccun, He CoxpaHsieTcs nocne
nepesarpysku;

+ flash:backup/FILE — nanka g/sia coxpaHeHus pe3epBHbIX KOMUIA TEKYLLMX KOHGUrypaLmia
MapLLpyTM3aTopa;

+ flash:data/FILE — nanka gns ckaumBaHus haiisioB C MapLupyTM3aropa;

+ certificate:ca/FILE — nanka gnsa xpaHeHus cepTUrKaToB y40CTOBEPAIOLLMX LLEHTPOB;

+ certificate:crl/FILE — nanka gns xpaHeHnsi CNMCKOB OTO3BaHHbIX CEPTUCINKATOB Y40CTOBEPSAIOLLMNX
LeHTPOB;

+ certificate:client-crt/FILE — nanka gna xpaHeHns KMEeHTCKMX CepTUNKaTOB;

« certificate:client-key/FILE — nanka ans xpaHeHusi KNIMEHTCKUX NPUBATHbIX K/HO4el;

+ certificate:dh/FILE — nanka ans xpaHeHus knoyei Audcun-Xennmana,

+ certificate:ta/FILE — nanka gnsa xpaHeHusa TA-kniouvein OpenVPN,;

+ certificate:server-crt/FILE — nanka ans xpaHeHusi cCepBepHbIX CepTUNKATOB;

+ certificate:server-key/FILE — nanka gns XxpaHeHUs CepBepPHbIX NPUBATHbIX K/THOYE.

<DESTINATION> — Ha3HaueHue, 3a4aéTcA B BUAE:

- tftp://<ip>[<port>]:/<path> - agpec gpaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, KoTopbIin cnywaeT TFTP-cepep, otaenseTcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> - nyTb K paitny Ha TFTP-cepBepe.
. tftp: //<|pv6>[%<|nterface>][<port>] /<path> — agpec daiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepBepa;
* <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsosniom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AomKeH 6biTh 3aK/MOYEH B KBAAPATHbIE CKOOKM «[]»);
+ <path> - nyTb K paitny Ha TFTP-cepBepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BaTEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Napob MO YMOIYaHMI0 MOXHO KOMaHZol ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
+ <interface> — ncxogsawwmii cetesoli nHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Napob MO YMOYaHMI0 MOXHO KOMaHZoli ip ftp client password,
onucaHHoli B ip ftp client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsosniom '# nnn "' (B
AaHHOM cnyyae IPv6-afipec AomKkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
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<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NO/SIb30BATEss MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onncanHoli B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposb N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NMOSIb30BATEss MO YMOTYaHMI0 MOXHO KOMaHZoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBAAPATHbIE CKOOKM «[]»);

<path> — nyTb Kk dpaiiny Ha FTP-cepBepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb K dpaiiny Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NMO/Ib30BaTEess MO YMOYaHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOYAHMID MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn ' (B
AaHHOM crnydae IPv6-aipec AomKeH GbiTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);

<path> — nyTb K dpaiiny Ha cepsepe.

« http:// <ip>[<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:

<ip> — IP-agpec HTTP-cepBepa;
<port> — nopT, Ha KoTopom 3anyuweH HTTP-cepsep, otaendetca ot IP-agpeca CMMBOMIOM «#» UN
«»,

<path> — nyTb Kk dpariny Ha HTTP-cepsepe.

* http: //<|pv6>[%<|nterface>][<port>] /<path> - agpec paitna Ha HTTP-cepsepe, rge:

+ <ipv6> — IPv6-agpec HTTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, Ha koTopoMm 3anyuweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnu
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);

<path> — nyTb Kk pariny Ha TFTP-cepsepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
channa Ha HTTPS-cepsepe, rae:

<CA-FILE> - ums chaitna ceptudmnkaTa y4oCcTOBEPSAIOLLErO cepBepa B COOTBETCTBYIOLLEM pasjene
namsaTy MapLipyTmM3aTopa,;

<SC-FILE> - nms dhaitna ny6nmnyHoro ceptudprkaTa cepeepa B COOTBETCTBYIOLLEM pasaene
namsaTy MapLipyTmM3aTopa;

<SK-FILE> — nms dpaiina npmBaTHOro K/ito4a cepBepa B COOTBETCTBYHOLLEM pasgene namsiti
MapLLpyTm3aTopa;
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<ip> — IP-agpec HTTP-cepBepa;
<port> — nopTt, Ha koTopom 3anyuweH HTTPS-cepBep, otaensetcs oT IP-agpeca CMMBOMIOM «#» UMn
«»,;

<path> — nyTb Kk pariny Ha HTTP-cepsepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec daiina Ha HTTPS-cepBepe, rae:

<CA-FILE> - ums chaitna ceptudmnkaTa y4oCTOBEPSAIOLLErO cepBepa B COOTBETCTBYIOLLEM pasgene
namsaTy MapLipyTmM3aTopa;

<SC-FILE> — nms chaitna ny6nmnyHoro ceptudpmkaTa cepeepa B COOTBETCTBYIOLLEM pasaene
namsaTy MapLipyTmM3aTopa;

<SK-FILE> — nms dpaiina npmBaTHOro K/ito4a cepBepa B COOTBETCTBYHOLLEM pasgene namsiti
MapLLpyTn3aTopa;

<ipv6> — IPv6-agpec HTTPS-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, Ha koTopoMm 3anyuweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnm
"' (B maHHom crniyyae IPv6-aapec Ao/mkeH ObiTb 3aK/TH0UeH B KBaApaTHbIE CKOGKM «[]»);

<path> — nyTb K pariny Ha TFTP-cepBepe.

* usb://usb_name:/PATH

~on

usb_name - ums, HazHayeHHoe USB-HocuTento. Bo3MOXHO MOCMOTPETL KOMaHZOiA
devices" (cm. pasgen show storage-devices);
<path> — nyTb Kk cpaiiny Ha USB-HocuTene.

show storage-

« mmc://mmc_name:/PATH

mmc_name — nmMs, HasHadyeHHoe MMC-HocuTento. Bo3MOXHO NOCMOTPETb KOMaHAoM "show
storage-devices" (cm. pasgen show storage-devices);
<path> — nyTb K pariny Ha MMC-HocuTene.

+ system:candidate-config — koH(purypaums, kotopas 6yaeT npuMeHeHa Noc/ie BbINO/IHEHWUA KOMaHAbI
«commity;

+ system:firmware — nporpammMHoe o6ecneyeHune ycTpoincTea. KonvpoBaHne npovM3BoguTcs ¢
HeakTMBHOro obpasa NporpamMmMHOro o6ecneyeHnss yCTpomncTea,

+ system:boot-2 — BTopnyHbIi1 3arpy3unk yctpolictea (U-Boot, boot) Ha Bcex ycTpoiicTBax, 3a
nckntoyeHnem ESR-30;

+ system:boot — BTopuuHbIii 3arpy3unk yctpoiictea (U-Boot) Ha ESR-30;

+ system:licence — pyHKUMOHaNbHASA IMLEH3MSA YCTPONCTBA;

+ system:boot-licence — 3arpy3ouHas nvLeH3ns yCcTpoCTBa;

+ flash:data/FILE — nanka gns ckaumBaHus haiisioB C MapLupyTM3aropa;

+ certificate:ca/FILE — nanka gnsa xpaHeHus cepTUrKaToB y40CTOBEPAIOLLMX LLEEHTPOB;

+ certificate:crl/FILE — nanka gns xpaHeHnsi CNMCKOB OTO3BaHHbIX CEPTUCINKATOB Y40CTOBEPSAIOLLMNX
LeHTPOB;

+ certificate:client-crt/FILE — nanka gna xpaHeHns KIMEeHTCKMX CepTUKaTOB;

+ certificate:client-key/FILE — nanka ans xpaHeHust KNIMEHTCKUX NPUBATHbIX K/THOYen;

+ certificate:dh/FILE — nanka ans xpaHeHus knoyei Audcun-Xennmana,

+ certificate:ta/FILE — nanka gnsa xpaHexus TA kntoueii OpenVPN;

+ certificate:server-crt/FILE — nanka ans XxpaHeHUsi cepBepHbIX CepTUNKATOB;

+ certificate:server-key/FILE — nanka gns XxpaHeHUs CepBepPHbIX NPUBATHbIX K/THOYE.

Heo6xoauMbIii ypoBeHb NpuBUIerui

15

KomaHgHbIi pexum

ROOT
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Mpumep 1

esr# copy tftp://10.100.100.1:/esr.cfg system:candidate-config

Mpumep 2

esr# copy tftp://10.100.100.1:/crl.pem certificate:crl/crl.pem

count-backup

[aHHol KomaH0I ycTaHaB/IMBaETCA MakCMMasibHOE KO/IMYECTBO JI0Ka/IbHO COXPaHAEMbIX pe3epBHbIX KON
KOHpurypauuii.

Mpwn ncnonb3oBaHUM OTPULATENBHO (DOPMbI KOMaHAbl (NO) yCTaHaBNMBAETCS 3HAUYEHME MO YMO/TYAHMIO.

CunHTtakcuc
count-backup <NUM>

no count-backup

MapameTpbl

<NUM> — MakcuMasibHOe KO/IMUYECTBO /I0Ka/IbHO COXPaHsAEMbIX Pe3ePBHbIX KONui KoHdUrypaumii. MpuHumaet
3HaueHus B AvanasoHe [1..100].

3Ha4yeHune no ymonyaHuio
1

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# count-backup 20

delete

[aHHas KomaHga CNyXuT ANs yaaneHus NMLEH3NiA, cepTUdMKaTOoB, KYeil.

CuHTakcuc

delete <FILE>
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MapameTpbl

<FILE> — Tvin paiina, MOXeT NpuHMMAaTh cneaytolime 3HadeHus (Npy yaasieHne U3 nanku Heo6xo4Mmo ykasaTb
Ha3BaHue haiina):

flash:backup/FILE — nanka Ans coxpaHeHnsi pe3epBHbIX KONUiA TeKyLLMX KOHurypaumii
MapLUpyTh3aTopa;
flash:critlog/FILE — nanka ans coxpaHeHusi COO6LLIEHNIA aapa 3a BCe BPeMs paboTbl YCTPOICTBA;
flash:data/FILE — nanka gns ckaumBaHusi haii/ioB C MapLIpyTM3aTopa;
flash:syslog/FILE — nanka onsi coxpaHeHusi I0r0B TEKYLLEe ceccrm, CoXxpaHaeTcs Noc/ie nepesarpysku;
tmpsys:syslog/FILE — nanka ans coxpaHeHusi /IoroB TeKyLLel ceccum, He CoXpaHseTcsa nocrne
nepesarpysky;
certificate/ca/FILE — nanka ansi xpaHeHusi cepTudonkaTa yaoCTOBEPSAIOLLENO LEHTPA;
certificate/dh/FILE — nanka gns xpaHeHus knova Quddoun-Xennmaxa;
certificate/server_key/FILE — nanka gna xpaHeHus npmBaTHoro ktoya IPsec/OpenVPN-cepBepa;
certificate/server_crt/FILE — nanka gns xpaHeHus nyénuyHoro ceptudpmkara IPsec/OpenVPN-cepBepa;
certificate:client-key/FILE — nanka gns xpaHeHus npusartHoro kntoda OpenVPN-knneHTa;
certificate:client-crt/FILE — nanka gns xpaHeHusi ceptudpmkata OpenVPN-kNneHTa;
certificate/ta/FILE — nanka ans xpaHeHnss HMAC-knoua;
certificate/crl/FILE — nanka Ans xpaHeHUsi CnNycka 0TO3BaHHbIX CepTUMKaToB;
system:licence — nuueH3nsa Ana akTreauum yHKLUMOHaa, TPEOYOLLEro JIMLEH3NIO;
system:boot- licence — nnMueH3nsa ycTpoincTea, NPUMEHSAOLLAACS NPY 3anycke BTOPUYHOIO 3arpy3umka;
usb://usb_name:/FILE

+ usb_name - nms, HazHauyeHHoe USB-HocuTento. Bo3aMOXHO NOCMOTPETbL KOMaHAoi "show storage-

devices" (cm. pasgen show storage-devices);

+ <FILE> - nyTb k dhaviny un ero umsa Ha USB-HocuTene.
mmc://mmc_name:/<FILE>

* mmc_name — ums, HazHa4yeHHoe MMC-HocuTento. Bo3MoXXHO NOCMOTPETb KOMaHAo "show

storage-devices" (cMm. pa3gen show storage-devices);
+ <FILE> - nyTb Kk haiiny un ero umsa Ha MMC-Hocutene.

HeobOxoaumbivi ypoBeHb NPUBUETAA

15

KomaHZgHbIi pexum

ROOT

Mpumep:

esr# delete system:certificate/dh/dh.key

dir

[JaHHasi KomaHa No3BosieT 0TO6Pa3nTb COAEPKMMOE BHELLHUX HocuTenei nHdopmauum (USB/MMC-kapT
namsTi) 1 NIoKa/bHbIX Pa3aenoB MapLupyTu3aTopa.

CuHTakcuc

dir <PATH>
{ usb://<USB-device-name>/<PATH> | mmc://<MMC-device-name>/<PATH> | flash:backup/FILE |
flash:data/FILE }
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MapameTpbl
<PATH> — nms nokasibHOro pasgesa uiv nyTb 40 Nanku Ha BHelWHeM HocuTene. NMprHMMaeT 3HauYeHuns:

« flash:critlog/ — nanka ans coxpaHeHusi COoO6LLEHNI aapa 3a Bce BpeMs paboTbl YCTPOICTBA;
+ flash:syslog/ — nanka gns coxpaHeHusi NOroB TEKYLLEN CECCUN, COXPAHSIETCS NMOC/Ie Nepe3arpy3ku;
« flash:backup/ — nanka gns coxpaHeHusi pe3epBHbIX KOMUIA TEKYLLMX KOHOMUIypaLuii MapLupyTu3aTopa;
« flash:data/ — nanka gns ckaumBaHusi haii/ioB C MapLIpPyTM3aTopa;
+ tmpsys:syslog/ — nanka gns coxpaHeHusl IOrOB TEKYLLE CECCUM, HE COXPaHSETCH Noc/e nepesarpyskuy;
« certificate/ca/ — nanka gns xpaHeHus cepTudmkara yaoCTOBEPSIHOLLETO LEHTPA;
« certificate/dh/ — nanka gnsa xpaHenus kntoda Auddoun-Xenimaxa,;
« certificate/ta/ — nanka gnsa xpaHeHma HMAC-kntoua;
« certificate/crl/ — nanka gns xpaHeHWs cnucka 0TO3BaHHbIX CEPTUCIMKATOB;
« certificate/server_key/ — nanka gns xpaHeHusi npueartHoro kntoua IPsec/OpenVPN-cepBepa;
« certificate/server_crt/ — nanka gna xpaHeHus ny6amuHoro ceptudnkata IPsec/OpenVPN-cepsepa;
« certificate:client-key/ — nanka ans xpaHeHusi npmeaTHoro ktoda OpenVPN-kneHTa;
« certificate:client-crt/ — nanka gnsa xpaHeHus ceptudpmkara OpenVPN-kIneHTa;
+ usb://usb_name:/PATH
+ usb_name - nms, HazHavyeHHoe USB-HocuTento. Bo3aMOXHO NOCMOTPETb KOMaHAoi "show storage-
devices" (cm. pasgen show storage-devices);
+ <PATH> — nyTb Kk dpaiiny Ha USB-HocuTene.
+ mmc://mmc_name:/PATH
* mmc_name — ums, HazHa4yeHHoe MMC-HocuTento. Bo3MoXXHO NOCMOTPETb KOMaHAo "show
storage-devices" (cMm. pa3gen show storage-devices);
+ <PATH> - nyTb k dpaiiny Ha MMC-HocuTene.

<USB-device-name> — Ha3HauyeHHOe cuctemoli nms USB-HocuTens. OTobpaxaeTcs B BbiBoAe kKoMaHAbl show
storage-devices usb, pasgen show storage-devices.

<MMC-device-name> — Ha3HauyeHHoe cuctemoin nma MMC-HocuTens. OTobpaxaeTcs B BbIBOAE KOMaHAbI
show storage-devices mmc, pasgen show storage-devices.

« flash:backup/FILE — chaiin gnsi coxpaHeHns pe3epBHbIX KOMWI TEKYLLUX KOHGIUrypaLmia
MapLUpyTh3aTopa;
« flash:data/FILE — nanka gns ckaumBaHusi haiiioB C MapLUpyTM3aTopa;

<PATH> - nyTb go Heobxogmmoii nankn Ha USB/MMC-HocuTene.
flash:backup/FILE — chaiin gna coxpaHeHus pe3epBHbIX KONWii TEKYLLMX KOHGUIypaumin MapLupyTmM3aTopa;
flash:data/FILE — nanka gns ckaumBaHusi oaiinioB ¢ MapLupyTM3aTopa.

HeobOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHAHbIN pexum
ROOT
Mpumep:

esr# dir mmc://EF28-D074
Name Type Size

esrl0E0-1.4.0-build21l.uboot File 0.00 B
.Trash-1000 Directory 0.00 B
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[JaHHas KomMmaHaa CiyxuT Ana 06beMHEHNS NTOKASIbHOTO U/ 3arpyxaemoro dpainna KoHgurypauum ¢
candidate-config.

CuHTakcuc

merge <SOURCE> system:candidate-config

MapameTpbl

<SOURCE> — UCTOYHUK, 3a4aETcH B BUAE:

- tftp://<ip>[<port>]:/<path> - agpec gpaiina Ha TFTP-cepBepe, rae:

<ip> — IP-agpec TFTP-cepBepa;
<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb Kk dpariny Ha TFTP-cepsepe.

- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec chaiina Ha TFTP-cepBepe, rae:

<ipv6> — IPv6-agpec TFTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn "' (B
AaHHOM cnyyae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBAAPATHbIE CKOOKM «[]»);

<path> — nyTb Kk pariny Ha TFTP-cepsepe.

. ftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NO/Ib30BaTEss MO YMOTYaHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOSIYaHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOMIOM «#» NN «:»,
<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYaHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHoi B ip ftp client username);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBaAPaTHbIE CKOOKM «[]»);

<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- sftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

<ip> - IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposb N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsAwmii ceteBoin nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BATEss MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);
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<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumosniom '# nnn ' (B

AaHHOM crnydae IPv6-aipec AomKeH GbiTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
<path> — nyTb Kk cpaiiny Ha FTP-cepBepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOUYAHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHnHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb K dpaiiny Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPoOUTb UMA NOSIb30BATEss MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn ' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBaPaTHbIE CKOOKM «[]»);

<path> — nyTb K dpariny Ha cepsepe.

- http://<ip>[<port>]:/<path> - agpec gaiina Ha HTTP-cepBepe, rae:

<ip> — IP-agpec HTTP-cepBepa;
<port> — nopT, Ha KoTopom 3anyuweH HTTP-cepsep, otaendetca ot IP-agpeca CMMBOMIOM «#» UN
«»,;

<path> — nyTb Kk pariny Ha HTTP-cepsepe.

* http: //<|pv6>[%<|nterface>][<port>] /<path> — agpec paiina Ha HTTP-cepsepe, rae:

+ <ipv6> — IPv6-agpec HTTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, Ha koTopoMm 3anyuweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnu
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);

<path> — nyTb Kk pariny Ha TFTP-cepsepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> - agpec
channa Ha HTTPS-cepBepe, rae:

<CA-FILE> - ums chaitna ceptudmnkaTa y4oCcTOBEPSAIOLLErO cepBepa B COOTBETCTBYIOLLEM pasjene
namsaTy MapLipyTmM3aTopa;

<SC-FILE> — nms dhaitna ny6nmnyHoro ceptudpmkaTa cepeepa B COOTBETCTBYIOLLEM pasaene
namsaTy MapLipyTmM3aTopa;

<SK-FILE> — nms dpaiina npmBaTHOro K/ito4a cepBepa B COOTBETCTBYHOLLEM pasgene namsiti
MapLLpyTM3aTopa;

<ip> — IP-agpec HTTP-cepBepa;

<port> — nopTt, Ha koTopom 3anyuweH HTTPS-cepBep, otaensetcs oT IP-agpeca cMMBOMIOM «#» Un
«»,;

<path> — nyTb Kk dpariny Ha HTTP-cepsepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:

+ <CA-FILE> — nms chaitna ceptucdmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasjene
namsaTy MapLipyTmM3aTopa,;

<SC-FILE> - nms dhaitna ny6nmnyHoro ceptudprkaTa cepeepa B COOTBETCTBYIOLLEM pasaene
namsaTy MapLipyTmM3aTopa;

<SK-FILE> — nms dpaiina npmBaTHOro K/ito4a cepBepa B COOTBETCTBYHOLLEM pasgene namsiti
MapLLpyTM3aTopa;

<ipv6> — IPv6-agpec HTTPS-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, Ha kKoTopoMm 3anyuweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnu
"' (B maHHom crniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
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+ <path> - nyTb K paitny Ha TFTP-cepBepe.
+ flash:data/FILE — nanka gns ckaumBaHus oaiisioB ¢ mapLupyTm3saropa.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT
Mpumep

esr# merge tftp://10.100.100.1/esr.cfg system:candidate-config

path

[laHHOI KomMaHAol onpefenstTca NPOTOKO/, aipec CepBepa, a TakkKe pacrnosiokeHne u Nnpegukc MeHun
dhalina Ha cepsepe. Mpun BbINONHEHUN pe3epBUPOBaHUSA K Npedrkcy umeHn dalina nobaBnseTcs Tekyllee
Bpems n gara B popmare Nnrrmman_d44MmcCc.

Vicnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yAaNseT yCTaHOB/IEHHOE 3HAYEHME.

CuHTakcuc
path <PATH>
no path

MapameTpbl

<PATH> - chopmat nyTu A0 Nanku Ha yaaneHHoM cepeepe no npotokonam tftp/ftp/sftp/scp B ogHom 13
cnepyoLmnx opmMaToB:

- tftp://<ip>[<port>]:/<path> — agpec gpaiina Ha TFTP-cepBepe, rae:
+ <ip> - IP-agpec TFTP-cepBepa;
« <port> — nopT, KoTopslii cnywaet TFTP-cepsep, otaensetca ot IP-agpeca CMMBOMOM «#» NN «»;
+ <path> - nyTb K dpaitny Ha TFTP-cepBepe.
. tftp: //<|pv6>[%<|nterface>][<port>] /<path> — agpec haiina Ha TFTP-cepBepe, rae:
+ <ipv6> — |IPv6-agpec TFTP-cepBepa;
+ <interface> — ucxogawwmii cetesoli nHTepdgeic ans link-local agpecos;
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsoniom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AonxeH 6biTh 3aK/MOUEH B KBAPATHbIE CKOOKM «[]»);
+ <path> - nyTb K dpaitny Ha TFTP-cepBepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
* <ip> - IP-agpec FTP-cepBepa;
* <user> — UMs nosib3oBatensi (HacTPoOUTb UMA NOSIb30BaTE s MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOYaHMI0 MOXHO KOMaHZoi ip ftp client password,
onucaHHoi B ip ftp client password);
+ <port> — nopT, KoTopslii cnywaet TFTP-cepsep, otaensetca ot IP-agpeca CMMBOMOM «#» NN «»;
« <path> - nyTb K chaiiny Ha FTP-cepBepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec FTP-cepBepa;
+ <interface> — ucxogawwii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMs nosib3oBatensi (HacTPoOUTb UMA NOSIb30BaTe s M0 YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
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<password> — napo/sib (HaCTPOUTb Naposb MO YMOSIYaHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHoi B ip ftp client username);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsosniom '# nnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBAAPATHbIE CKOOKM «[]»);

<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BATEss MO YMOYaHMI0 MOXHO KOMaHZoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib N0 YMOIYAHMI MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb Kk dpaiiny Ha FTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumosniom '# nnn ' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBaPaTHbIE CKOOKM «[]»);

<path> — nyTb Kk dpaiiny Ha FTP-cepBepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NMOSIb30BATEss MO YMOTYaHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — napo/sib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» UK «:»,
<path> — nyTb K dpaiiny Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogsAwmii ceteBoin nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NMO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);

<path> — nyTb K dpaiiny Ha cepsepe.

Heo6xoauMbIii ypoBeHb NpuBUierui

15

KomaHgHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# path tftp://10.10.10.1:/esr-1000/config
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restore

[JlaHHas komMaHza No3BOJISIET OTMEHUTb NPUMEHEHHYO, HO HEMOATBEPXKAEHHYH KOHPUrypaLuio 1 BEPHYTLCS K

nocnegHeli NoATBEPXAEHHON. KoMaHAa NpyMeHAEeTCA KO BCell KoHdurypauum yctpoiictea. OTMeHa
N3MEHEHU MOXET ObITb BbINO/IHEHA TOMBKO A0 BBOAA KOMaHAbl «confirmy. Mpu BbINOAHEHUN KOMaHAPbI
«restore» NPOUCXOAUT NOTEPS HENOATBEPXAEHHON KOHUrypaumm.

CuHTakcuc

restore

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomaHgHbIi pexum
ROOT

Mpumep:
esr# restore

OcyluecTBeH BO3BPAT K NocsieAHen NoaTBepXXaAeHHON KoHgUrypaLuu.

rollback
[JaHHan KomaHaa no3BoseT U3MeHUThL cogepxmmoe candidate-config.

KomaHga npumeHseTcs Ko BCeli KOHhurypaymm ycTponcTsa.

CuHTakcuc
rollback [to-backup <FILENAME>]

MapameTpbl

<FILENAME> — nms cpaiina paHee coxpaHeHHoI koHdurypaumm us pasaena flash:backup/ mapwpytnsartopa.

3HauyeHue No ymosi4aHuio

Be3 ncnonb3oBaHusa knoua "to-backup” B candidate-config konupyetcs Tekywas "running-config".

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
ROOT
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Mpumep:
esr# rollback

MpounsBefeHa OTMeHa BCEX HEMPUMEHEHHbIX M3MEHEHWI B KOHCOUIypaLmu.

save

KomaHga cnyxxuT ans coxpaHeHust CANDIDATE-KoHpurypauum B NOCTOSAHHYIO NamMsaTb YCTPOCTBA.

CuHTakcuc

save

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
ROOT

Mpumep:
esr# save

CoxpaHeHue Tekylelt koHdurypaumm Ha Flash-namsite ycTpoiicTea.

show bootvar

[aHHasi KomaHga CnyXxuT Ansi IPocMoTpa UHhopmaLm 06 o6paszax NPorpaMMHOr0 06ecrneyeHus,
3arpyXeHHbIX Ha YCTPOICTBO.

CuHTakcuc

show bootvar

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT
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Mpumep:

esr# show bootvar
Image Version

1 1.0.7 build 119[5cd22b8]

2 1.0.7 build 119[5cd22b8]

show boot-licence

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

Date Status After reboot
date 22/12/2015 time Not Active
18:00:47
date 22/12/2015 time Active *
18:00:47

[aHHas KomaHa CnyXuT 415t TPOCMoTpa MHhopMaL 06 aKTUBHO /TMLIEH3WMN YCTPOCTBA NPUMEHSIEMbIX Ha

aTane 3arpys3km BTOPpUYHOro 3arpys3dmka.

CuHTakcuc

show boot-licence

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
5

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show boot-licence
Licence information

Name: Eltex

Version: 1.0

Type: ESR-1000

S/N: NP01000530

MAC: A8:F9:4B:AA:44:BB
Features:

KSS - Kaspersky Security System

show candidate-config

[laHHOV KOMaH/10¥i OCYLLIECTBNSIETCS NPOCMOTP KOHUIypaLum yCTPOCTBa, KoTopast GyaeT ycTaHOB/eHa
rnocsie NpUMeHeHust HacTpoek (koMaHAa «commit»).

CuHTakcuc

show candidate-config [ full ] [ <SECTION> ]
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MapameTpbl

full = kntoy aNs 0TOGPaAKEHUS B KOH(UIYpaLMIN 3HAUYEHWIA BCeX NapaMeTpoB, B TOM UYMC/IE U HEHACTPOEHHbIX.

<SECTION> - pa3gen koHurypaumm:

aaa — HacTpoiika napameTpoB ayTeHTUUKaL MK, aBTopn3aLun 1 yyeTa,
access-list — KoHhurypayma cnnuckos focTyna;
bridges - KoHMrypauus ceteBbix MOCTOB;
+ [<NUM>] - Homep ceTeBoro mocTa.
channel-group — KOHUrypaums rpynnbl arperaumm KaHanos;
clock — koHburypaumsa cucteMHbIx YacoB MapLupyTusatopa u NTP-npoTtokona;
dhcp — koHdurypaums DHCP-cepBepa, kiveHTa 1 Relay-areHTa;
domain — koHpurypaumsa domain lookup;
content-provider — KOHhUrypaLmsa NCTOYHNKA 0GHOBIEHWIA NpaBu pacnpocTpaHAeMbIX Nno
KOMMEPYECKON NNLEH3NK;

dual-homing — koHdourypaums cepsuca Dual Homing ' ;
extended — pacluMpeHHbIn BbIBOA KOHUIrypauuuy;
hostname - ceTeBoe UMs MapLLpyTU3aTopa;
interfaces [<IF>] — KoHdbUrypauusa nHTepdeincos:
+ <IF> - HaumeHOBaHne nHTepgielica, 3agaéTca B BUAE, ONUCAHHOM B pasgene Tursl 1 nopsaok
MMEeHOBaHNS MHTepdencoB MmapLupyTM3aTopa.
ip-address — koHhurypauus IP-nHtTepdelicos;
ipv6 [<SUBSECTION>] — koHpurypauus IPv6:
+ address — koHurypaums IPv6-nHTepdencos;
+ dhcp [<SUBSECTION>] — koHurypaums IPvé DHCP-cepBrcOB:
+ client — koHpurypauyms IPve DHCP-cepBepa;
+ relay — koHcpurypauyus IPv6 DHCP Relay-areHTa;
+ server — KoHthurypaums IPve DHCP-knneHTa.
« routing [<SUBSECTION>] — koHdpurypauus IPv6-mapLipyTusaumm:
+ bfd — koHpurypauma npotokona IPv6 BFD;
*+ bgp — kKoHpurypaumsa npotokona IPvé BGP;
+ ospf — KoHdurypauwms npotokona OSPFv3;
+ prefix-lists — koHdurypayms IPvé npedmkc-mcTos;
* rip — KoHurypaums npotokona RIP;
+ static — KOHMrypaums ctatmyecknx mapLipyToB.
* vrrp — KoHdurypauums IPvé VRRP-npoTokona.
dialplan — KoHUrypauus nnaHa Hymepaumu;
lldp — koHurypaumsa npotokona LLDP;
mac-address-table — koHdurypauus Tabnuusl MAC-agpecos ' ;
mailservers — KOHhUrypaLums NoUYTOBbIX CEPBEPOB N JOMEHOB;
mdns — doyHKUnoHana mDNS;
mirroring — KOHUrypauus 3epKanmpoBaHus ' ;
mpls — KOHprrypauma npoTokosoB TexHonorun MPLS;
mdns — KoHurypauus dyHkumoHana mDNS;
multiwan — KoHurypauus cepsuca pesepsupoBaHus 1 6anaHcuposkn WAN-rHTepdelicos;
nat [<SUBSECTION>] — koHcpurypauus cepsrca NAT:
* source — KoHpurypauus cepsuca Source NAT,;
+ destination — koHhurypauymsa cepsuca Destination NAT;
+ alg — koHdurypauus anroputma NAT.
netflow — koHdurypauus Netflow npotokona;
object-groups [ <TYPE> [ <NAME> ] | - koHchurypaumsi npocpuneis;
* <TYPE> — T1in npothnns, NpyHMMaEeT 3HaUYEHUS:
« content-filter;
+ email;
* network;
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+ address-port;
+ application;
* mac;
* service;
« url.
+ <NAME> - nmsa npocmna 3agaHHoro tuna.

« port-security — koHdpurypauus Port Security
* oS — KoHdwmrypauus QoS;
+ remote-access [<SUBSECTION>] — koHcpurypauusa npoduneii L2TP over IPsec n PPTP-cepBepos;
* |12tp — koHdurypaums npochmneii L2TP over IPsec-cepBepos;
* pptp — KoHdurypauusa npocomnein PPTP-cepepos;
+ openvpn — KoHdurypaums npodunein OpenVPN-cepsepos.
+ remote-client — KoHdUrypauusa yganeHHoro goctyna (SSH, Telnet, etc.);
* rmon — koHdurypaumsa RMON;
+ routing [<SUBSECTION>] — koHburypaumsa mapLupyTm3aLmu:
+ bfd - koHdurypaums npotokona BFD;
+ bgp — koHdurypaums npotokona BGP;
* isis — kKOHcpurypaumna npotokona IS-IS;
+ key-chains — KoHMrypauus Knyen ayTeHTudmkauum;
+ ospf — kKoHGwmrypauus npotokona OSPF;
« prefix-list — koHdMrypauma npedukc-nnCToB;
* rip — KoHthurypaumsa npotokona RIP;
* route-maps — KOHurypauma MapLupyTHbIX KapT
+ [ <RM-NAME> ] — umsi MapLUpyTHOl KapThl.
+ static — KOHoUrypaums ctatTmyeckux MapLUpyToB.
. secunty [<SUBSECTION>] — koHdburypaums cepsucos IPsec VPN u Firewall;
+ antispam — KoHurypauusa npodunein cepsuca «AHTMCNAMY;
+ ike — koHpurypauus IKE;
*+ ipsec — KoHrypauus IPsec;
+ zone — KoHdurypaums 3oH Firewall;
*+ zone-pair — KOHhMrypauusi nepexoaoB Mexay 3oHamm Firewall.
* sip — KoHthurypaums npotokona SIP;
« profile — koHdurypaums SIP-npocmneis;
+ service — koHpurypaumsa SIP.
+ sflow — koHpurypaumsa sFlow-npotokona;
* snmp — koHurypaumsa SNMP-cepBepa;
+ spanning-tree — KoHhurypaumusa NpoToKoNoB cemeicTea Spanning Tree;
+ sla — koHdurypaumsa cepsuca IP SLA;
+ system — KoHUrypaumns obLecncTeMHbIX NapaMeTpos;
+ syslog — koHurypauus cepsuca Syslog;
« tracks — koHurypaums Tracking-o6bLEKTOB.
* tunnels [<TYPE> [<NUM>]] — koHdpurypaums TyHHenei:
* <TYPE> — Tvn TyHHens, NnpMHUMaEeT 3Ha4YeHus:
+ gre — KoHthurypaunsa GRE-TyHHene;
* ip4ip4 — koHdurypauus IPv4 over IPv4-TyHHenel;
* 12tp — koHdurypaums L2TP-TyHHenen;
* 12tpv3 — koHdurypaums L2TPv3-TyHHenei;
* It — KOHUrypauunsa NOrMYecknx TyHHenew;

- softgre — koHurypaums SoftGRE-TyHHeneli ';
+ vti — KoHurypauus VTI-TyHHenel;
* pptp — KoHdurypauuss PPTP-k/ineHTOoB;
* pppoe — KoHdurypauus PPPOE-kKnneHTOB;
* 12tp — KoHpurypauns L2TP-k1neHTos;
+ openvpn — KoHurypaums OpenVPN-kMeHToB.
* <NUM> - HOMep TyHHens AaHHOro Tuna B KOHUrypauumn mapLupytumsaropa.
+ vlans — koHpurypaumsa VLAN;
* voice — KOH(ourypaums rosioCoBbIX CEPBUICOB;
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« vrf — koHurypauus VRF;

* vrrp — KoHpurypauusa VRRP-npoTokona;

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

+ wireless-controller — koHturypauust napametpos Wi-Fi koHTponnepa;

+ zabbix — koH(purypaumsa Zabbix-areHTa.

A 1B tekyuieii Bepcun MO gaHHbIN (hyHKLUMOHA NOAAEPKUBAETCA TOMbKO HA MapLLpyTU3aTOpax

ESR-1000.

Heo6xoaumblii ypoBeHb NpuBUIernii

10

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show candidate-config
ntp enable

ntp broadcast-client enable

syslog max-files 3
syslog file-size 512
syslog file default info
vlan 2

exit

security zone trusted
exit

security zone untrusted
exit

object-group service telnet

port-range 23

exit

object-group service ssh
port-range 22

exit

object-group service dhcp_server

port-range 67

exit More? Enter - next line; Space - next page; Q - quit; R - show the rest.

show configuration changes

[JlaHHOli KOMaHAO0 OCYLLECTBNAETCA NPOCMOTP Pa3/INUNi Mexay KOH(UIypauoHHbIMI dhaiinamu.

CuHTakcuc

show configuration changes [<CONFIG> < CONFIG>]

MapameTpbl

<CONFIG> — KoHpurypaumnoHHsblin hainn ans cpaBHeHus. MoryT npUHUMaTb 3HaYeHUS:

+ candidate-config;
* running-config;
« factory-config;
+ default-config;

78



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

+ flash:backup/FILE.

3Ha4yeHune no ymonyaHuio

Bes ykazaHua <CONFIG> otobpaxaeTcs pasHuua mexay running-config n candidate-config.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
ROOT

Mpumep:

esr(config-)# show configuration changes
+ 1dnterface gigabitethernet 1/0/1.100

+ ip firewall disable

+ ip address 10.54.22.1/24

+ exit

show crypto certificates

[JaHHasi KomaHa BbIBOAWUT MHGIOPMALMIO O KOJTMYECTBE CEPTUCIMKATOB.

CuHTakcuc

show crypto certificates [ <CERTIFICATE-TYPE> ]

MapameTpbl
<CERTIFICATE-TYPE> — Tun ceptudpnkara uam kn4a, MoXeT NPUHUMaTh Criefylolmne 3Ha4eHus:

* ca — cepTudmnkaT yaA0CTOBEPSIOLLEro cepBepa;
+ crl — cnucok oTo3BaHHbIX CEPTUPMKATOB;

+ dh — kmou Andpdomn-Xennmaxa;

+ server-crt — ny6Nn4YHbIA cepTUdINKAT cepBepa;
* server-key — npuBaTHbI K04 CepBepa;

+ client-crt — cepTudmkar KNneHTa;

+ client-key — npuBaTHbIN KNtOY KNNEHTA;

* ta — HMAC-k/mou.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show crypto certificates
Type Total

ca 3
dh 1
server key 2
server crt 1
ta 1
crl 1

show licence

[aHHas KomaHga CyXuT A5t TPoCMoTpa UHhopMaLyn 06 aKTVBHO TMLIEH3WMN YCTPOIACTBA.

CuHTakcuc

show licence

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show licence

Licence information

Name: X-Telecom

Version: 1.0

Type: ESR-1000

S/N: NP01000046

MAC: A8:F9:4B:AA:03:20

Features:
DHCP - Dynamic Host Configuration Protocol
IDS - Empty description
SWUTIL - View 1interface's utilization

show running-config

[aHHasi KomaHga CryXuT 415t TPocMoTpa Tekyllel KoHgMrypaumm ycTpoiicTea.
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CuHTakcuc
show running-config [<SECTION>] [ full ]

MapameTpbl
<SECTION> - pasgen KoHdurypaumm, onvcaHme npmseneHo B pasaene show candidate-config.

full = kntou gNsA 0TOGPaKEHMS B KOH(IUTYPaALMIN 3HAUYEHWIA BCEX NapaMeTPOB, B TOM YMC/IE U HEHACTPOEHHbIX.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info

syslog console info

show storage-devices

[JlaHHOli KOMaHA0 BbIBOANTCA MHDOPMALMSi O NOAK/THYEHHbIX BHELLHUX HOCUTeNsix nHcpopmaummn (USB/MMC-
KapT namsTu).

CuHTakcuc

show storage-devices { usb | mmc }

MapameTpbl
usb — USB-Hakonutenb nHdopmawmu.

mmc — SD/MMC-kapTta namaTu.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# show storage-devices mmc

Name Total, MB Used, MB Free, MB
EF28-D074 99.79 72.64 27.15
show usb

[ aHHO KOMaH10¥i BbIBOAMTCS MHpopMaLysa 0 NOAKMoYeHHbIX USB-HocuTensx.

CuHTakcuc

show usb

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr-1000# show usb

USB device Vendor Product ID Product version
1-1 Flash USB Disk 6.80
show version

[laHHas KoMaH4a CyXuT 4518 NPOCMOTpa TekyLeid Bepcuy NporpaMMHOro obecneyeHns 1 annapaTHo YacTtu
yCTpOWCTBA.

CuHTakcuc

show version

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9bdbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7

time-period

[laHHOI KomMaHAol 3a4aéTCa Nepro BpeMeHW, Mo UCTEYEHUM KOTOPOro ByAeT OCYyLEeCTBNATLCS
aBTOMaTMYecKoe pes3epBupoBaHme KoHUrypaumm.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
time-period <TIME>

no time-period
MapameTpbl

<TIME> — nep1oanyHOCTb aBTOMaTUYECKOIO Pe3epPBUPOBaHNS KOHMIypaLmm, NPUHUMAET 3HaueHne B
MUHyTax [1..35791394].

3Ha4yeHue no ymonyaHuio

720 MUHYT.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# time-period 1440

type
[laHHOI KOMaHAol yCcTaHaBNMBAETCA TUM COXPaHEeHM pe3epBHbIX KOHUrypauuii mapLupyTusartopa.

Mpwn ncnonb3oBaHUM OTPULATENBHOI (DOPMbI KOMaHAbI (NO) yCTaHABNMBAETCS PEXMM MO YMO/TYAHWIO.
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type <TYPE>

no type

MapameTpbl

<TYPE> — TN coxpaHeHus pe3epBHbIX KOHdUrypaumii mapLupytusaropa. NMpuHMMaeT 3HauyeHus:

* local — coxpaHeHus1 pe3epBHbIX KOHGIUrypauwmii nponcxoauT B pasaen flash:backup/ c nmenem dpainna
Buaa "config_YYYYMMDD_HHMMSS_username;" rae:

YYYY - roa, cornacHo CUCTEMHbIM YacaM MapLUpyTu3aTtopa Ha MOMEHT 3anncu pe3epBHOl Konuu
KOHGourypaumu,

MM - mecsL, coriacHO CUCTEMHbIM Yacam MapLupyTM3aTopa Ha MOMEHT 3anucu pe3epBHON
Konuu KoHdurypaumu,

DD - geHb, cornacHo CUCTEMHbBIM YacaM MapLipyTnsaTtopa Ha MOMEHT 3anucy pe3epBHOn Konun
KOHGourypaumu,

HH — yac, cornacHo cMcTeMHbIM Yacam MapLupyTM3aTopa Ha MOMEHT 3anucu pe3epBHO Konuu
KOHGourypaumu,;

MM - MWHyTa, COrnacHoO CUCTEMHbIM YacaM MapLupyTusaropa Ha MOMEHT 3anucu pe3epBHON
Konuu KoHdurypaumu,

SS — cekyHAa, cornacHo CUCTEMHbIM YacaM MapLupyTusaTopa Ha MOMEHT 3anucy pe3epBHOi
Konuu KoHdurypaumn.

username — MMs YYETHOI 3anncu, B pamkax CeCcCUm KOTOPO Gbl/T BbIMO/IHEH «COMmMity».

* remote — coxpaHeHus1 pe3epBHbIX KOHGIUTYpaL Ml NPOMCXOAAT Ha YAaNEHHbI cepBep;
+ both — coxpaHeHus pesepBHbIX kKOHUrypauwmii B pasgen flash:backup n Ha yaaneHHbIn cepsep.

3HauyeHue No yMmo4aHuio

remote

Heo6xoauMbIii ypoBeHb NpuBUIerui

15

KomaHgHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# type both
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6 Hactpoiika TFTP-cepBepa

+ dscp enable ip tftp server local-port dscp
*+ enable

* ip tftp server

* local-port

dscp

KomaHpaa 3anaét 3HayeHne koga DSCP ansa ucnonb3oBaHusa B IP-3aronioBke ncxogswmx naketos TFTP-
cepsepa.

cnonb3oBaHue oTpuuatenbHoli hopMbl komaHabl (No) ycTaHaBnmBaeT 3HaveHme DSCP no ymonuaHuto.

CuHTakcuc

dscp <DSCP>
no dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHumaeT 3HaueHve B amanasoHe [0..63].

3Ha4yeHune no ymonyaHuio
0

HeoOxoaumbivi ypoBeHb NPUBUMETAA
10

KomaHZgHbIi pexum
CONFIG-TFTP-SERVER

Mpumep:
esr(config-tftp-server)# dscp 22
enable

[aHHoin komaHaol BkntodyaeTcs TFTP-cepBep Ha mapLupyTmusartope.

Vicnonb3oBaHue oTpuLaTesbHo hopMbl KoMaH bl (no) oTknouaet TFTP-cepsep.

CuHTakcuc

[no] enable

MapameTpbl

OTcyTCTBYIOT.
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3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# enable

ip tftp server
[laHHas KoMaH4a NepeBoAMT MapLLPYTM3aTop B PeXMM KoHdurypuposaHusa TFTP-cepsepa.
Pa6ounm pasgenom TFTP-cepBepa siBnsietca flash:data/.

Micnonb3oBaHue oTpuLaTeNbHO DOPMbI KOMaH bl (N0) BbIK/OUYAET 1 pasHacTpanBaeT TFTP-cepsep.

CuHTakcuc

ip tftp server vrf <VRF>

MapameTpbl

<VRF> - nms aksemnnsapa VRF, 3agaetcsa cTpokoii 4o 31 cumBosa, B paMmkax Kotoporo 6yaet pabortarb TFTP-
cepsep.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ip tftp server

local-port
[aHHoii komaHgon onpegensietca nopt TFTP-cepeepa Ha mapLupyTm3aTope.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
local-port <PORT>

MapameTpbl

<PORT> — HOMep nopTa, NPUHUMAET 3HaueHne B gnanasoHe [1..65535].

3HauyeHue No ymosiuaHuio
69

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# local-port 6212
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7 Hactpoiika DNS

» domain ip host

+ domain lookup enable
+ domain name

+ domain name-server

domain ip host
JaHHaa komaHga onpegenset crarmyeckyto DNS-3anuce.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAb! (NO) yaanseT 3anuch.

CuHTakcuc

[no] domain ip host <NAME> <IP>

MapameTpbl
<NAME> — nms xocTa, 3agaéTcsa CTPOKOoIi A0 255 CMMBO/OB.

<IP> - IP-agpec xocTa, 3aaaétca B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb NpuHUMaeT 3HaueHus [0..253).

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# domain ip host eltex.loc 172.16.0.3

domain lookup enable
JaHHaa komaHga BknovaeT paspelueHre DNS-umeH.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (NO) BbiK/ItOUYaEeT paspelleHne DNS-meH.

CuHTakcuc
[no] domain lookup enable [ vrf <VRF> ]

MapameTpbl

<VRF> - nms ak3emnnsipa VRF, 3agaetca cTpokoii 4o 31 cMmBoia, B paMkax KOToporo 6yaeT BK/IHYEHO
paspelueHre DNS-umeH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# domain lookup enable

domain name
KomaH,u,a MNO3BOJIAET HAa3HAYUTb NMA AOMEHA OJ1 MapLlipyTn3aropa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yAaIseT UMs AOMEHA /18 MapLUpyTM3aTopa.

CuHTakcuc
domain name <NAME>

no domain name

MapameTpbl

<NAME> — ums gomeHa MmapLupyTtunsaTopa, 3agaétca cTpokoi ot 1 o 31 CMMBONOB.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# domain name eltex-co.ru

domain name-server
[anHaa komaHga onpegensert IP-agpec DNS-cepsepa, ncnonb3yemoro ans paspetleHns DNS-nven.
cnonb3oBaHue oTpuuatensHoli hopmbl komaHabl (no) yaanseT agpec DNS-cepsepa.

CuHTakcuc

[no] domain name-server <IP> [vrf <VRF>]

MapameTpbl

<IP> - IP-agpec ncnonbsyemoro DNS-cepBepa, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxgas 4yactb
npuHUMaeT 3HaueHus [0..255];

<VRF> - nms ak3emnnsipa VRF, 3agaetcsa cTpokoii 4o 31 cumBona, B pamkax KOTOporo 6yaet NponcxoanTb
B3aumopgeicTtene ¢ DNS-cepsepom.
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Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# domain name-server 172.16.0.1

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI
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8 HacTtpoiika mDNS-reflector

+ clear ip mdns-reflector

+ ip mdns-reflector

* ip mdns-reflector services
» show ip mdns-reflector

clear ip mdns-reflector

[aHHasi komaHga 06HOBNSET AaHHble B kKalle mMDNS-reflector.

CuHTakcuc

clear 1ip mdns-reflector

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumblii ypoBEHb NPUBUIETUIA
1

KomaHZHbIi pexum
ROOT

Mpumep

esr# clear 1ip mdns-reflector

ip mdns-reflector

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[JaHHas komaHga fo6aBnsieT nHTepdeiic B KoHdurypaumto cepeuca mDNS-reflector. ns 3anycka cepsuca

HY>XHO BK/IIOUMTb B KOHCpUrypaLmio MUHUMYM ABa MHTepdieiica.

Vicnonb3oBaHue oTpuuaTenbHoi koMaHAapl (o) yaanseT nHtepdeiic n3 KoHgurypauum ceperca mDNS-

reflector.

CuHTakcuc

ip mdns-reflector
no ip mdns-reflector

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config-if-gi)# ip mdns-reflector

ip mdns-reflector services

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[aHHaa komaHaa aktusmpyet comnsTpaumtio cepsmcoB mDNS. CepBucel, ykasaHHble B object-group <NAME>,
OyayT paspeLleHsbl, BCe oCTaslbHble ByayT 3anpeLleHbl. Ecnm cnucok ounstpaumm nycT, To 6yayT AOCTYMNHbI

BCE CEPBUCHI.

Vicnonb3oBaHue oTpuUaTenbHoi koMaHAabl (No) oTkoUaeT dmnbTpauuto cepercos mMDNS.

CuHTakcuc

ip mdns-reflector services <OBJ-GROUP-URL-NAME>

no ip mdns-reflector services

MapameTpbl

<OBJ-GROUP-URL-NAME> - nmsa npodmnsa URL-agpecos, 3agaétca cTpokoii o 31 cumsona.

3HayeHue nNo ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG
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Mpumep

esr (config)# object-group url test
esr (config-object-group-url)# url _ssh._tcp.local
esr (config-object-group-url)# exit
esr (config)#
esr (config)# ip mdns-reflector services test

show ip mdns-reflector

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

[JaHHasi KomaHa BbIBOAWT CNUCOK CepBUCOB 13 kalla mDNS-reflector.

CuHTakcuc

show ip mdns-reflector [ interfaces <IF> | service <NAME> ]

MapameTpbl

<IF> — nHTepdenic nnu rpynnel MHTEPecoB, 3aaaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsok

IMEeHOBaHNsi NHTepgheiicoB MapLLpyT13aTopa;

<NAME> — nmsa npocmnnsa URL-agpecos, 3agaétca cTpokoi o 31 cumsona.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoauMbIii ypoBeHb NnpuBunierui

1

KomMaHAHbIV peXxum

ROOT

Mpumep

esr# show 1ip mdns-reflector
Interface IP address Hostname Service Port

WEP-12ac
WEP-12ac
WEP-12ac
WEP-12ac
WEP-12ac
.0.
11
11
11
11
11
11
11

br21 172.

gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.

172.
172.
172.
172.
172.
172.

[ol ol oo oMo}

11

local
local
local
local
local
local
local
local

.local _brcm-sb._tcp 80
.local _telnet._tcp 23
.local _ssh._tcp 22
.local _http._tcp 80
.local _https._tcp 443
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.

_ssh._tcp 22
_sftp-ssh._tcp 22
_eppc._tcp 3031
_rfb._tcp 5900
_smb._tcp 445
_airplay._tcp 7000
_raop._tcp 5000
_teamviewer._tcp 2020
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esr# show ip mdns-reflector service ssh

Interface IP address Hostname Service Port

br21 172.21.0.10 WEP-12ac.local _ssh._tcp 22

gil/0/2.20 172.20.0.11 Book-tester-7.local _ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _sftp-ssh._tcp 22
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MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

9 HacTpoiika 06LEeCUCTEMHbIX NapamMeTpoB

+ alias

+ hostname

+ show cpu network-load

+ show cpu history

+ show cpu processes

» show cpu utilization

+ show system

+ show system id

+ system fan-speed

+ system config-confirm timeout

+ system cpu load-balance overload-threshold
+ system utilization softgre disable

alias

[JlaHHas komMmaHAa AaeT BO3MOXHOCTb HACTPOUTb YKOPOUEHHbIE/CNeLngMUHbIE KOMaH/bl B pa3/inyHbIX
KOMaHAHbIX pexunmMax.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHAbl (NO) yaaniseT 3anuch.

& [ns akTMBauum HacTPOEHHbIX alias Heo6xoauMo nepenoaknounTLes K CLI MapLupyTrsaTopa.

CuHTakcuc
alias {<ALIAS_NAME>} {<MODE>} {<COMMAND>}
no alias <ALIAS_NAME>

MapameTpbl
<ALIAS_NAME> - nms HOBOI1 KOMaHApbI.
<MODE> - Ha3BaH1s KOMaHLHOIO pPexnma, B KOTOPOM MPUCYTCTBYET HOBas KOMaH4a:

+ change-expired-password;
+ config;

+ config-aaa-das-profile;
+ config-aaa-radius-profile;
+ config-accsess-profile;
+ config-acl;

+ config-acl-rule;

+ config-archive;

+ config-bgp;

+ config-bgp-af;

+ config-bgp-group;

+ config-bgp-neighbor;

+ config-bridge;

+ config-cellular-modem;
+ config-cellular-profile;

+ config-class-map;

+ config-class-policy-map;
+ config-das-server;

+ config-dhcp-server;

+ config-dhcp-vendor-id;
+ config-dnat;

+ config-dnat-pool;
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+ config-dnat-rule;

« config-dnat-ruleset;

+ config-eT;

+ config-gre;

+ config-if-gi;

+ config-if-te;

+ config-ike-gw;

+ config-ike-policy;

+ config-ike-proposal;

+ config-ip4ip4;

+ config-ipsec-policy;

+ config-ipsec-proposal;

+ config-ipsec-vpn;

+ config-ipv6-bgp-af;

+ config-ipv6-bgp-group;

+ config-ipvé-bgp-neighbor;
+ config-ipv6-dhcp-server;
+ config-ipv6-ospf;

+ config-ipv6-ospf-area;

+ config-ipv6-ospf-vlink;

+ config-ipvé-pl;

+ config-ipvé-wan-rule;

+ config-ipv6-wan-target;

+ config-ipv6-wan-target-list;
+ config-keychain;

+ config-keychain-key;

+ config-12tp-server;

+ config-12tpv3;

+ config-ldap-server;

+ config-line-console;

+ config-line-ssh;

+ config-line-telnet;

+ config-loopback;

+ config-lt;

+ config-mst;

+ config-multilink;

+ config-netflow-host;

+ config-network-policy;

+ config-ntp;

+ config-object-group-application;
+ config-object-group-mac;
+ config-object-group-network;
+ config-object-group-service;
+ config-object-group-url;
+ config-openvpn;

+ config-openvpn-server;

+ config-ospf;

+ config-ospf-area;

+ config-ospf-vlink;

+ config-pl;

+ config-policy-map;

+ config-pool;

+ config-port-channel;

+ config-ppp-user;

+ config-pppoe;

+ config-pptp;

+ config-pptp-server;

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI
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config-profile;
config-qing-if;
config-radius-server;
config-rip;
config-route-map;
config-route-map-rule;
config-service-port;
config-sflow-host;
config-snat;
config-snat-pool;
config-snat-rule;
config-snat-ruleset;
config-snmp-host;
config-snmp-user;
config-softgre;
config-subif;

config-subscriber-control;
config-subscriber-default-service;

config-subtunnel;
config-tacacs-server;
config-tracking;
config-user;
config-vlan;
config-vrf;

config-vti;
config-wan-rule;
config-wan-target;
config-wan-target-list;
config-wireless;
config-zone;
config-zone-pair;
config-zone-pair-rule;
debug;

root.

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

<COMMAND> - cTpoka pazmepoM 96 cumsosnos. KomaHaa CLI. BBoguTcsa nonHocTbI0, 6€3 cokpalleHuid. Ans
BBOZa KOMaH/fbl U3 HECKO/IbKNX CNIOB 06paMnsieTcs ABONHbIMU KaBblYKaMu.

Heo6xoauMbIii ypoBeHb NpuBUIerui

10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# alias qwe root "show version"

hostname

KomaHga no3BonsieT Ha3HauMTb CETEBOE UMS A1 MapLupyTu3aTopa.

icnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH/bl (N0) yCTaHAB/IMBAET MMSsI MapLUPyTM3aTopa no yMO/TYaHuHo.
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CuHTakcuc
hostname <NAME>

no hostname

MapameTpbl

<NAME> — ceTeBOe MMA MapLUpyTU3aTopa, 3a4aéTcsl CTPOKoW Ao 63 CMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

3Ha4yeHune no ymonyaHuio

esr-20/esr-21/esr-30/esr-100/esr-200/esr-1000/esr-1500/esr-1511/esr-3200 — B 3aBUCMMOCTY OT MOAENM
MapLupyTu3arTopa.

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# hostname router-l.eltex-co.ru

show cpu network-load

[aHHOoI KOMaHA0M OCYLEeCTBAETCS NPOCMOTP Harpy3ku, NPON3BOANMON CETEBLIM TPadUKOM.

CuHTakcuc

show cpu network-load

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# show cpu network-load

CPU ID CPU load

0 0
1 49413
2 46812
3 49229
4 0

5 53019
6 39699
7 49726
8 39789
9 36876
10 53041
11 49010
12 53082
13 63027
172 52722
15 55165

show cpu history

Heaviest session

80.88.157.57 ->
172.129.22.57
80.88.157.75 ->
172.129.22.75
172.129.22.41 ->
80.88.157.41
80.88.157.77 —>
172.129.22.77
80.88.157.79 ->
172.129.22.79
172.129.22.45 ->
80.88.157.45
172.129.22.61 ->
80.88.157.61
80.88.157.59 ->
172.129.22.59
172.129.22.5 =>
80.88.157.5
172.129.22.47 ->
80.88.157.47
172.129.22.13 ->
80.88.157.13
80.88.157.69 ->
172.129.22.69
80.88.157.73 ->
172.129.22.73
80.88.157.71 ->

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

Session
weight

9895

9851

9989
9863
9804
9779
9775
9679
9896
9650
9617
10001

9924

[laHHOI KOMaH/10¥i OCYLLIECTBSIETCS NPOCMOTP UCTOPUM KCMO/b30BaHus pecypcos CPU.

CuHTakcuc

show cpu history [ average | max ] [cpu {<CPU>}] [timer {<TIMER>}]

MapameTpbl

average | max — ykasblBaeT, UICTOPUIO KaKOi CTaTUCTUKN HEOOXOAMMO BbIBOAUTL, YCPEAHEHHYHO 1N
MakcUMasibHYH 3a MHTepBaul. bes3 ykasaHus AaHHOro K/o4ya BbIBOAMTCA UCTOPUS YCPELHEHHOW CTAaTUCTUKN

(average).

<CPU> — BO3MOXHO yKka3aTb Homep KOHKpeTHoro CPU, no koTopomMy 6yAeT BbIBOAUTLCA UCTOPUS CTATUCTUKN
ncnonb3oBaHusa pecypcos CPU. bes ykasaHunss Homepa CPU 6yzeT BbIBOAMTLCA MHApopmauus no scem CPU,
NCNONb3YIOLWUMUCA CUCTEMOMN.
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<TIMER> — B ka4yecTBe NapamMeTpoB A1 AaHHOIO K/iklo4a MOryT BbICTyNarhb:
+ hours — oTo6paxaeT ncToputo 3a nocnegHne 72 yaca;
* minutes — oTobpaxaeT ncToputo 3a nocnegHme 60 MUHYT;
+ seconds — oTobpaxaeT uctopuio 3a nocnegHune 60 cekyHa;
* Mpw oTcyTCcTBMM KNtoya timer BoiBOAATCA 3 Tab/IMLbl ICTOPUM CTATUCTUKM Ucnosib3osaHmsa CPU.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
5

KomaHZgHbIi pexum
ROOT
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Mpumep:

esr# show cpu history max cpu 0

CPUO

Last 60 seconds:

utilization, %

100

90 #

80 #

70 #

60 #

50 ##

40 ##

30 # ##

20 # ##

10 #Hu#H#H#A#AHIEHH
R [ [

0 25 50

time, 5 sec.

Last 60 minutes:

utilization, %

100 #

90 #

80 #

70 # #

60 ## #

50 ## #

40 ## #

30 ## # # # # # #

20 ## # # # # # #

10 HHAHHHHAHSHARHAHSHHARAHHAHAHSHHARAHHAHAHAABA RSB AR AR AR BRI RS
R [ P I [ [ [ I [ A e

0 5 10 15 20 25 30 35 40 45 50 55 60

time, min.

Last 72 hours:

utilization, %

100 # # # ##

90 # # H## ##

80 # # H## ##

70 # HHH#H ##

60 # HHH#H ##

50 # HHH#H ##

40 # HHH#H ##

30 HHAHAHAHHAHAHAHBARAHARAHAHSHHARAHARAHAHSHBARAHHH

20 HHHAHAHFAHARAHBARAHARAHAHSHHARAHHRAHAHSHBARSHHH

10 H#HHHH#HHHHARAHAAHAHSHHARAHAAHAHSHHARSHHAHAHSHHHH
S [ [ [ [ I I I P I I I

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

time, hours

show cpu processes

[laHHOI KOMaH/10¥i OCyLLIECTBNSIETCS NPOCMOTP MCMOo/b30BaHUA pecypcoB CPU-npoleccamm.

CuHTakcuc

show cpu processes [ active | name <PROCESS_NAME> ]
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MapameTpbl
active — CNUCOK akTMBHbIX NPOLECCOB;

name — NMA KOHKPETHOIO npoLecca.

HeoOxoaumblii ypoBEHb NpUBUIErUiA
15

KomaHZHbIi pexum
ROOT

Mpumep:

esr# show cpu processes

PID Name CPU 5s
2013 CLI 0.00%
525 Cp-mgr 0.00%
535 Service-mgr 0.00%
532 Env-mgr 0.00%
530 Alarm-mgr 0.00%
529 Lb 0.00%
528 Session-mgr 0.00%
521 Ipc-hub 0.20%
533 El 0.00%
522 Syslog-mgr 0.00%
524 If-mgr 0.40%
534 Systemdb 0.00%
526 Oi-mgr 0.40%
527 Cfgsync-mgr 0.00%
531 Switch 0.00%
1877 IPv6 Routing 0.00%
1885 Routing 0.00%

show cpu utilization

CPU 1m

OO O OO O OO OO LOLOLOLOOO OO

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

CPU 5m Memory Runtime

0.00% 0.40% -=

0.00% 0.08% -=

0.00% 0.08% -=

0.05% 0.11% 14 seconds

0.00% 0.08% -=

0.00% 0.09% -=

0.00% 0.11% -=

0.04% 0.09% 10 seconds

0.00% 0.11% -=

0.00% 0.09% -=

0.34% 0.17% 1 minute and 31 second
0.02% 0.14% 3 seconds

0.43% 1.14% 1 minute and 57 second
0.00% 10.07% 1 second

0.11% 1.08% 34 seconds

0.01% 0.10% 1 second

0.00% 0.10% 1 second

[laHHOI KOMaH/10¥i OCyLLIECTBNSIETCS NPOCMOTP MCMO/b30BaHUs pecypcos CPU.

CuHTakcuc

show cpu utilization

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# show cpu utilization

CPU Last Last Last

5 sec 1 min 5 min
0] 1.98% 6.75% 20.02%
1 67.50% 15.62% 6.88%
2 65.43% 15.53% 6.94%
3 69.29% 16.08% 7.08%
4 89.90% 20.79% 9.14%
5 74.95% 17.14% 7.49%
6 87.61% 20.18% 8.85%
7 87.41% 20.17% 8.85%
8 81.84% 19.03% 8.40%
9 84.82% 19.79% 8.73%
10 84.53% 19.78% 8.75%
11 83.02% 19.40% 8.58%
12 83.73% 19.55% 8.63%
13 76.56% 16.99% 7.25%
14 70.47% 16.00% 6.95%
15 68.39% 15.07% 6.40%

show system

[laHHOI KOMaHAoV OCyLLECTBNSIETCS NPOCMOTP NapamMeTpoB OKPYXXEHUSI YCTPOICTBA.

CuHTakcuc

show system

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NnpuBunierui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# show system
System type:
System name:
Software version:
Hardware version: 1v3
System uptime:

System MAC address:
System serial number:

esr-1000

A8:F9:4B:AA:03:A0
NPO100O0OO50

4 minutes and 5 seconds

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

Eltex ESR-1000 Service Router

1.0.7 build 118[53264b8] (date 22/12/2015 time 10:23:23)

Main power supply installed: Present
Main power supply status: Ok
Reserve power supply installed: Absent
Fan Level: 46%
Fan Table
Fan 1 Fan 2 Fan 3 Fan 4
Status Ok Ok Ok Ok
Temperature Table
CPU Sensor 1 Sensor 2 Sensor 3
Temperature, C 63 39 37 49
Memory Table
Total, MB Used, MB Free, MB
RAM 3798.25 1643.50 (44%) 2154.75 (56%)
FLASH 20.00 1.06 (6%) 18.94 (94%)

show system id

[laHHOV KOMaH/10¥i OCyLLIECTBSIETCS NPOCMOTP CEepUiiHOTO HoMepa YCTpoiicTBa.

CuHTakcuc

show system 1id

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
Mpumep:

esr# show system 1id
Serial number:
NP01000023

system fan-speed

& J[aHHas KoMaHaa noaaepXuBaeTcst TONbKo Ha MapLupyTusaTopax ESR-100/200/1000/1500/1511.

KomaHga onpeaensieT pexum paboTbl CUCTEMbI OX/TaXKAEHNS.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
system fan-speed { auto | max }

no system fan-speed

MapameTpbl
auto — pexum aBToOMaTUYeCcKoro perympoBaHus,

max — PeXM MakKCMMaJlbHOIo OXJ1taxXaeHUA.

3HaueHne No yMon4yaHuio
auto — gna ESR-100/200/1500/1511/3200;
max — gnsa ESR-1000.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# system fan-speed auto
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system config-confirm timeout

[JlaHHas komMaHza onpeaensieT MHTEPBa/ BPEMEHU OXMAAHUS A5 NOATBEPXAEHNS TEKYLLEW KOH(UrypaLumm.
Ecnu koHchurypauus He 6yaeT NoATBEPXAEHA, TO NMOC/E UCTEYEHNS BPEMEHWN OXMAAHUS MPON30AAET OTKaT Ha
npeablayLLYo NPUMEHEHHYIO KOH(UTYPaLMIO.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
system config-confirm timeout <TIME>

no system config-confirm timeout

MapameTpbl

<TIME> — nHTepBas1 BpEMEHW OXVAAHNSI NOATBEPXKAEHVS Pe3epPBUPOBAHMS KOHWDUIYpaLmK, NPUHUMAET
3HaueHue B cekyHaax [120..86400].

3Ha4yeHue no ymonyaHuio
600

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# system config-confirm timeout 1200

system cpu load-balance overload-threshold

[laHHan komaHa onpeaensieT noporoBoe 3HauyeHwe Harpysku siapa CPU (CPU load), npu koTopom 3anyckaeTcs
MexaH13M rnepebanaHcnpoBkn ceccuin mexay sapamvmu CPU.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
system cpu load-balance overload-threshold <CPU-LOAD>

no system cpu load-balance overload-threshold

MapameTpbl

<CPU_LOAD> - 3HaueHwue nopora cpabatbiBaHust nepe6anaHcmposku [1000-200000].
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3Ha4yeHune no ymonyaHuio
60000

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep:

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

esr(config)# system cpu load-balance overload-threshold 15000

system utilization softgre disable

[aHHas KomaHa UCMo/b3yeTcsl A8 OTK/IHUEeHUs nofcyeTa 3arpyxeHHocTv SoftGRE-TyHHeneil.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] system utilization softgre disable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

lMoacyeT BK/IOYEH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# system utilization softgre disable
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10 YnpaBneHne cUcTeMHbIMU Yacamm

+ clock timezone

* key

* maxpoll

* minpoll

* ntp access-addresses

* ntp authentication enable

* ntp authentication key-chain
+ ntp authentication trusted-key
* ntp broadcast-client enable
* ntp dscp

* ntp enable

* ntp ipv6 source address

* ntp object-group query-only
* ntp object-group serve-only
* ntp peer

* ntp server

* ntp source address

+ prefer

+ set date

+ show date

+ show ntp configuration

+ show ntp peers

* version

clock timezone

[aHHOoIn KomaHAoM ycTaHaBNMBaETCS YacoBOM NOSC.

MexceTeBble 3KpaHbl cepun ESR. CnipaBoYHMK komaHz CL

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET YaCOBOIA NOSIC MO YMO/TYAHWIO.

CuHTakcuc
clock timezone <OFFSET>

no clock timezone

MapameTpbl

<OFFSET> — 0603Ha4eHune 30HbI, coaepXallee cABur B Yyacax oTHocuTenbHo Greenwich Mean Time,

NPUHUMAET 3HaueHus [gmt-12 .. gmt +12].

3Ha4yeHune no ymonyaHuio

gmtO

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG
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Mpumep:

esr(config)# clock timezone gmt +7

key
[aHHoii KoMaHAo onpeaensieTcs Ky U3 CNcKa J0BEPEHHbIX KIHYed.

Vicnonb3oBaHue oTpuLaTeNbHOi DOPMbI KOMaH bl (N0) yAanseT NpuBA3Ky K ykazaHHOMY K/louy.

CuHTakcuc
key <ID>

no key

MapameTpbl

<ID> - naeHTMdUKaTop KU, 3aaaetcs B gnanasoHe [1..255].

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-NTP

Mpumep:

esr(config-ntp)# key 245

maxpoll

[aHHas KomaHfa ycTaHaB/IMBaeT MakCMMa/ibHOe 3HaYeHne NHTepBasia BPEMEHN MeXy OTNPaBKOi
coobuweHnii NTP-cepsepy.

icnonb3oBaHue oTpuUaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
maxpoll <INTERVAL>

no maxpoll

MapameTpbl

<INTERVAL> — makcumasibHOe 3HadyeHne nHTepBasia onpoca. NMapameTp KoMaHAbl UCNOMb3YeTCs Kak
nokasareslb CTENeHn ABOMKN MPU BbIYUCNEHNN OJINTENIbLHOCTU MHTEPBasia B CEKYHAAX, BbIYMCISAETCA NyTeM
BO3BE/EHNS [BOVKM B CTEMNEHb, 3ajaHHY0 NapaMeTpoM KOMaH/bl, NpUHUMAET 3HaueHue [4..17].
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3Ha4yeHune no ymonyaHuio

10 (279 = 1024 cekyHapl U 17 MUHYT 4 cekyHApbI).

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# maxpoll 11

minpoll

[JaHHas KomaH4a ycTaHaBNMBaeT MUHYMa/IbHOE 3HAYEHME VHTepBasia BpEMEHU MeXAy OTnpaBKol
coobuweHnii NTP-cepsepy.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
minpoll <INTERVAL>

no minpoll

MapameTpbl

<INTERVAL> — MnH1masibHOe 3HaYeHne nHTepBasia onpoca B CekyHaax, BbIUNCIAETCA nyTeM BO3BELAEHUS
[BOViKM B CTEMNEHb, 3ajaHHYI0 NapaMeTpoM KOMaHAbl, MPYHUMAET 3HaueHue [1..6).

3HauyeHue No ymosi4aHuio

6 (26 = 64 ceKyHAbl U 1 MUHYTa 4 CEKYH[IbI).

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# minpoll 4
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ntp access-addresses

[aHHol KomaHAoW onpeAensieTcs CNMCOK A0BEPEHHbIX IP-aapecoB, C KOTOPbIMU MOXET MPONCXOAUTb OOMEH
ntp-naketamu.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) yAANAET yKa3aHHbIA CMUCOK.

CuHTtakcuc
ntp access-addresses <NAME>

no ntp access-addresses

MapameTpbl

<NAME> - nms npodmns IP-agpecos, 3agaétcs cTpokoi Ao 31 cumsona.

3Ha4yeHue no ymonyaHuio

dunsTpaums oTKNoYeHa.

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

object-group network TIME
ip prefix 10.0.0.0/25
ipv6e prefix 2001::/64
exit

esr(config)# ntp access-addresses TIME

ntp authentication enable
[aHHas komaHaa Bk/IouaeT ayTeHTMdmkaumio anst NTP-npoTokona.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] ntp authentication enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue nNo ymosiMaHuio

BbliktoueHo.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ntp authentication enable

ntp authentication key-chain

[JaHHas komaHza onpeaenset Habop naponeii gNs ayTeHTUMKaLMm Yepes anropuTm xewumnposaHns mdS c

cepBepomM, NPoM.

icnonb3oBaHune oTpuLaTesibHoV hopMbl KOMaHbl (NO) yAansieT NPuBS3KY K HA6opy naposeil.

CuHTakcuc
ntp authentication key-chain <KEYCHAIN>

no ntp authentication key-chain

MapameTpbl

<KEYCHAIN> — ngeHtudmkatop cnucka Knwodein, 3agaétca CTpokoii 4o 16 cumBonoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp authentication key-chain lock

ntp authentication trusted-key
[aHHoi KomaHaol onpeaensieTcs CNUCOK A0BEPEHHbIX KHUEN N3 Habopa Kndeii.

icnonb3oBaHune oTpuLaTesnibHo hopMbl KOMaH bl (NO) yAaNseT ykasaHHbI K/tou.

CuHTaKkcuc

[no] ntp authentication trusted-key <ID>
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MapameTpbl
<ID> - naeHTMdUKaTop KU, 3aaaeTcs B gnanasoHe [1..255].

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp authentication trusted-key 25

ntp broadcast-client enable

[aHHOoI KOMaHA0M BKNHOYaeTCs pexum npruéma LWnpokoseLlaTtebHbIx coobueHniin NTP-cepeepoB a5
rnob6asibHoON KoHurypauum n ecex cyllectsyrowmnx VRF. MaplupyTtusatop paéotaet B kadectse NTP-kniMeHTa.
Ecnu B kOH(purypaumm yctpoictea 3agaHbl NTP-nvpbl 1 cepBepsbl, TO B LUMPOKOBELLATENIbHOM PEXUME OHU
UTHOPUPYHOTCA.

Vicnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaH bl (N0) BbIK/THOUAET LLIMPOKOBELLLATENbHbIA PEXUM.

CuHTakcuc

[no] ntp broadcast-client enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

BbiktoueH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ntp broadcast-client enable
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ntp dscp

KomaHpaa 3anaét 3HayeHne koga DSCP ansa ncnonb3oBaHna B IP-3aronioBke ncxogsimx naketos NTP-
cepsepa.

Mcnonb3oBaHue oTpuuaTensbHoli hopmbl komaHabl (no) ycTaHaBnmBaeT 3HavyeHe DSCP no ymonuaHmio.

CuHTtakcuc
ntp dscp <DSCP>
no ntp dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHumaeT 3HadyeHus B amanasoHe [0..63].

3Ha4yeHue no ymonyaHuio
46

HeobOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp dscp 40

ntp enable

[aHHol KOMaHZOoM BKNHOYAETCA CUHXPOHM3ALMS CUCTEMHBIX YaCOB C yAa/leHHbIMW cepBepamMu No NPOTOKONY
NTP ansa rno6anbHoM koHdMrypaumm n Bcex cosgaHHbix VRF.

icnonb3oBaHue oTpuLaTeNIbHO DOPMbl KOMaH bl (N0) BbIK/TOUYAET CMHXPOHM3aLIMI0 No NpoTokony NTP.

CuHTakcuc

[no] ntp enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue No ymosiMaHuio

BbliktoueHo.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ntp enable

ntp ipv6 source address
JaHHaa komaHga ncnonb3yercs A4 ykaszaHus source-IPve-agpeca ansa NTP-naketoB 415 BCex peer.

Micnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaH bl (N0) ycTaHaBnmBaeT source-IPvée-aapec ans NTP-naketoB
Mo YMONYaHuIo.

CunHTtakcuc
ntp ipv6 source address <IPV6-ADDR>

no ntp ipv6 source address

MapameTpbl

<IPV6-ADDR> - IPv6-agpec RADIUS-cepBepa, 3agaétcsa B Buge X:X:X:X::X, rge kaxaas 4yactb NpUHUMaeT
3HauYeHus B LecTHaauaTepuuyHom dpopmarte [0..FFFF].

3HauyeHue No ymosi4aHuio

IPv6-agpec nHTepdeiica, ¢ kotoporo otnpasnsetca NTP-naker.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ntp ipv6 source address fc00::1
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ntp object-group query-only

[aHHas KomaHaa BKoYaeT pexum query-only, orpaHuuvsatowmii B3aumopgeictene no NTP gns
onpeneneHHoro npoduns IP-aapecos, BXOAALLMX B 3Ty rpynny. B aToM pexvMe NpuMeHSTCA cneayowmne
OorpaHuyYeHus: 3anpeLLeHa CUHXPOHMU3aLUnsa BpeMeHN MexXay ogHopaHrosbiMu nupamn. OTeeTbl Ha NTP-

3anpochl (oTAaua BpemeHu) 1 o6meH control messages paspeLueHs..

cnonb3oBaHue oTpuuaTenbHoli hopmbl kKoMaHbl (N0) OTK/IOYAET AAHHbIE OTPaHUYEHUS.

CunHTtakcuc
ntp object-group query-only <NAME>
no ntp object-group query-only

MapameTpbl

<NAME> - nms npodmnns IP-agpecos, 3agaétcs cTpokoi Ao 31 cumsona.

3Ha4yeHue no ymonyaHuio

Pa6ota c NTP-nupamu HU4em He orpaHMynBaEeTCs.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp object-group query-only OG-NTP-QO

ntp object-group serve-only

[aHHasi KomaHa BKUYaeT pexum serve-only, orpaHnumBatouii B3avmogeiicteme no NTP ans
onpefeneHHoro npocuns IP-aapecos, BXOAALLMX B 3Ty rpynny. B 3TOM pexumMe NpUMeHsIoTCsl cneayolime
orpaHuuyeHns: 3anpeLleH o6MeH control messages ¥ CUHXPOHU3ALMS BPEMEHW MeX[y OAHOPAHTOBbIMI

nupamun. OTBETHI Ha ntp-3anpockl (0TAaya BpEMEHN) pa3peLleHbl.

Vicnonb3oBaHue oTpuLaTeNbHO (hopMbl KOMaHbl (N0) OTK/MOYAET AaHHbIE OrPaHNYEHNS.

CuHTakcuc
ntp object-group serve-only <NAME>

no ntp object-group serve-only

MapameTpbl

<NAME> - nmsa npodmns IP-agpecos, 3agaétcs cTpokoin ao 31 cumsona.
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3Ha4yeHune no ymonyaHuio

Pa6ota c NTP-nupamu HU4em He orpaHMynBaEeTCS.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp object-group serve-only OG-NTP-SO

ntp peer

[aHHaa komaHa Ucnosib3yeTcs OJ/19 YCTaHOB/IEHNSA NapTHEPCKMUX OTHoLWeHWA mexay NTP-cepsepamu 1
nepexoga B KomaHAHbIn pexxum CONFIG-NTP.

NTP-cepBep Ha MapLupyTusatope paboTaeT B peXume [ABYCTOPOHHEN aKTUBHOCTU C yaaneHHbIM NTP-
cepBepoM, ykasaHHbIM B KOMaHe. B criyyae notepu CBS3U O4HOro 13 napTHepoB C BbilecToAwmm NTP-
CEepBEPOM OH CMOXET CMHXPOHU3MPOBATbL BPeEMS N0 cepBepy-napTHepy.

Vicnonb3oBaHue oTpuuaTesibHoi (DOpMbl KOMaH bl (No) yaanset 3agaHHoro NTP-napTHepa.

CuHTakcuc

[no] ntp peer { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl

<ADDR> - IP-agpec naptHepa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rge kaxaas yacTb NpUHUMAET 3HaYeHns

[0..255];

<IPV6-ADDR> — IPv6-agpec naptHepa, 3agaétcs B Buae X:X:X:X::X, rge kaxaas yacTb NpUHUMAaET 3Ha4eHus B

LecTHaauatepuuHom dpopmarte [0..FFFF];

<VRF> - nmsa aksemnnspa VRF, 3agaetca cTpokoii 4o 31 cumBona, B paMmkax Kotoporo 6yzet paborartb
NTP-napTHep.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ntp peer 10.100.100.1
esr(ntp-remote) #
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ntp server
[JaHHas komaHga ncnonb3yetcs ansa co3gaHus NTP-cepeepa 1 nepexoga B koMmaHaHbI pexum CONFIG-NTP.

MapLupyTtunsaTtop paboTaeT ¢ ykasaHHbIM NTP-cepBepom B pexrmMe 04HOCTOPOHHEN akKTUBHOCTU. B faHHOM
pexviMe NokasibHble Yacbl MapLLpyTu3aropa MoryT CUHXPOHU3MPOBaThCA ¢ yaaneHHsiM NTP-cepsepom.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) yaanseT 3agaHHbIin NTP-cepsep.

CuHTakcuc
[no] ntp server { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl

<ADDR> - IP-agpec cepBepa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxpgas yacTb NpUHMMAET 3HaYEeHMUs
[0..255];

<IPV6-ADDR> - IPv6-agpec cepsepa, 3agaétca B Buae X:X:X:X::X, rae Kaxgas yactb NpUHUMAaET 3Ha4eHus B
wecTHaguarepuyHom cdopmare [0..FFFF];

<VRF> - nms ak3emnnsipa VRF, 3agaetca cTpokoii 4o 31 cumBona, B paMkax KoToporo 6yaet paboTartb
NTP-cepsep.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp server 10.100.100.2
esr(ntp-remote)#

ntp source address
JaHHaa komaHga ncnonb3yercs A4 ykaszaHusa source-IP-agpeca gnsa NTP-nakeToB 419 Bcex peer.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (N0) ycTaHaB/mBaeT source-IP-agpec ansa NTP-nakeToB no
YMOJTYaHUIO.

CuHTakcuc
ntp source address <ADDR>

no ntp source address

MapameTpbl

<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HaueHus [0..255].
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3Ha4yeHune no ymonyaHuio

IP-agpec nHTepdeiica, c kotoporo otnpasnseTca NTP-naker.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# ntp source address 10.100.100.2

prefer

KomaHga oTmeuaeT AaHHblii NTP-cepBep kak NpeanouTUTeNbHbI Npu BbIGOPE 13 CNCKa A0CTYMHbIX
(akTMBHBIX) NTP-cepBepoB. [aHHas KomaHa NpeocTaBNseT BO3MOXHOCTb MOBLICUTbL NPUOPUTET NpY BbIGOPE
NTP-cepBepa, HO 3TO HUKaK He NOBMUSAET Ha paboTy TEKYLLEN CUHXPOHMU3ALMMN.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] prefer

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# prefer

set date

[laHHOI KOMaHAol yCcTaHaBNMBAETCA BPYYHYO CUCTEMHOE Bpems 1 AaTa.
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CuHTakcuc
set date <TIME> [<DAY> <MONTH> [ <YEAR> ] ]

MapameTpbl
<TIME> - ycTaHaB/MBaemMoe cucteMHoe BpeMs, 3agaétcs B suge HH:MM:SS, rae:

« HH - vacsl, npuHumaeT 3HaueHue [0..23];
* MM = MUHYTBI, NpuHUMaET 3HadeHue [0 .. 59];
* SS - cekyHAbl, NpuHumaeT 3HadeHue [0 .. 59].

<DAY> - feHb mecaLa, npuHMMaeT 3Hadenns [1..31];

<MONTH> - mecs, NpuHMMaeT 3HaueHus [ January/February/March/April/May/June/July/August/
September/October/November/December];

<YEAR> - rog, npuHumaert 3HadeHus [2001..2037].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
ROOT

Mpumep:

esr# set date 16:35:00 15 May 2014

show date

JaHHaa komaHga no3Bonser NOCMOTPETb TEKyLWne CUCTEMHOE BpeMA N AaTty.

CuHTakcuc

show date

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# show date
Thursday 23:48:33 GMT+7 May 15 2014

show ntp configuration

[JlaHHan komaHaa oTobpaxaeT aeicTeytolyto (RUNNING) koHdurypaumto npotokona NTP.

CuHTakcuc

show ntp configuration

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show ntp configuration
NTP status: Enabled

NTP mode: client/server
Address Type Prefer NTP version Min poll Max poll
10.100.100.1 peer yes NTPv4 6(1m 4s) 11(34m 8s)
10.100.100.2 peer yes NTPv4 6(1m 4s) 10(17m 4s)
1.2.3.4 server no NTPv4 6(1m 4s) 10(17m 4s)

show ntp peers

[JaHHasi KomaHa No3BossieT NOCMOTPETL Tekyllee cocTosiHne NTP-cepBepos (M1poB). B cneaytoLmx
TabnMuax NpuBeAeH nepeyeHb 0To6pakaeMbIX NapamMeTpoB U UX ONUCaHME.

Ta6nuua 6 — CocTosiHMe yaaneHHoro cepsepa (nnpa)

MapameTp OnucaHue

remote DNS-ums unu IP-agpec cepeepa (nvpa). MNep.blii CMMBO/ B TaG/NLE UCMOMb3YeTcs
[Nsi 0603HaYEeHNA COCTOsIHMS cepBepa (MMpa), COCTOSAHUSA ONKUCaHbl B Tab/NLE 7.

refid MaeHTtndmkarop cBAasu unu IP-agpec Toro, ¢ KEM CUHXPOHU3MPOBaH YAa/IeHHbIN
cepsep (Nup). Tunbl MAEHTUHUKATOPOB CBSA3U ONMcaHbl B Tab/MLE 8.
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OnucaHue

Ctpatym.

OTHOLLEHME MapLUpyTU3aTopa K yAaneHHoMy cepBepy (Nvpy), TUMbl ONucaHbl B
Tabnuue 9.

Mepuof BpeMeHM C MOMEHTAa, korga cepsep (MUp) nocnefHWin pas onpatuvBasics, B
cekyHaax ( “h” uacsbl,“d” gHw).

YacToTa onpoca cepsepa (nipa).

BoCbMUOBUTHbIN CABUraemblil BIEBO PErncTp, coaepxaliuii pesynstaTtsl onpocos (1
= ycnewHo, 0 = HeycrellHo), 0TO6paXaeTcs B BOCbMEPUYHOIN CUCTEME CUNCIEHUS.

Bpemsi npoxoxaeHusi naketa 4o cepeepa (nnpa) n o6paTHo, B MUSIMCEKYHAX.

CpefHee NOCTOSHHOE CMeLLEeHVEe BPEMEHU MapLUpyTM3aTopa OTHOCUTE/TbHO
cepsepa (nMmpa).

CpenHuii pa3bpoc OTKNOHEHWS BPEMEHU (IKUTTEp).

Ta6nuua 7 — CocTosiHMe yaaneHHoro cepsepa (nnpa)

Tun

npob6en

OonucaHue

YKa3bIBaeT Ha TO, YTO:

* He 6bI/1I0 OTBETOB OT yAa/IeHHOr0 cepBepa (nupa);

* cepBep He MCMo/b3YyeTcs, Tak Kak CTPaTyM MMeeT Go/blloe 3HaYEeHWE;

+ cepsep (M1p) Ucnosb3yeT AaHHbIN MapLLPYTU3aTOpP A/ CUHXPOHU3ALMM CBOUX
yacos.

Cepsep (MUp) He NCNosb3yeTcs 4715 CUHXPOHM3aUMK BPEMEHW, OTGPOLLEH a/ITOPUTMOM
nepeceyeHus.

Cepsep (M1p) He NCMO/b3YETCS A1 CUHXPOHM3ALMM BPEMEHW, OTGPOLLEH K/1acTEPHBLIM
anropuTMoM.

Pa6ounii yananeHHblii cepsep (Nvp), HO HE UCMOJIb3YETCS, TaK Kak He BOLLES B YNC/IO0
nepBbIX LWEeCTH cepBepoB (MMPOB), OTCOPTUPOBAHHBIX MO PACCTOSHWIO CUHXPOHU3ALIMHA,
ABSIETCS PE3EPBHbLIM.

Pa6ounii 1 npegnounTaeMblii yaaneHHslii cepeep (MUp), BKIIOYEH arOPUTMOM
o6beAnHEeHUS.

CepBep (NM1p), KOTOPbIV B HAaCTosILLEe BpeMsi SIBASAETCS NePBUYHbIM UCTOUHUKOM
BPEMEHM.

122



MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

Tabnuua 8 — Tunbl NAEHTU(VKATOPOB COEANHEHMS C YAaNEHHbIM cepBepoM (MMpom)

Tun OnucaHue

ACST. Manycast-cepsep.

AUTH. Owunbka ayTeHTUGMKALNN.

AUTO. Owwnbka nocnenoBaTeibHOCTM aBTOMAaTUYECKOrO Ktoua.
.BCST. Broadcast-cepBep.

.CRYPT. OLumnbKa NPOTOKO/1a aBTOMATUYECKOro Krya.

.DENY. CepBep oTKasan B JocTtyne.

INIT. VHnumanmsauusa coeuHeHns ¢ cCepBepom.

.MCST. Multicast-cepsep.

.TIME. TalimayT COeMHEHNS C CEPBEPOM.

.STEP. CTyneHuyaToe U3MEHEHNE BPEMEHU, CMELLEHNE MEHbLLIE NpeaensHoro nopora (1000

MWUNIMCEKYHA), HO Gonblue, Yem war nopora (125 MUAnncekyHa).

.RATE. MpeBbiWeHne YacToTbl ONPOCOB.

Ta6nuua 9 — Tvnbl OTHOLLEHWI MapLUpyTM3aTopa K yaaneHHoMy cepeepy (nvpy)

Tun OnucaHue

u Unicast nam manycast-kimeHT.

b Broadcast nnm unicast-kmeHT.

S [JBYCTOPOHHSAS cBsi3b (Nup).

A Manycast-cepsep.

B Broadcast-cepBep.

M Multicast-cepeep.
CuHTakcuc

show ntp peers
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# sh ntp peers
Clock is synchronized, stratum 3, reference is 192.168.1.1
remote refid st t when poll reach delay offset jitter

*192.168.1.1 192.168.1.2 2 u 45 128 377 0.283 0.204 0.049

version
[JlaHHoli KomaHAo ycTaHaBnvBaeTcs Bepcust NTP-npoTokona.

Vicnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
version <VERSION>

no version

MapameTpbl

<VERSION> - Bepcust NTP-npoTokona, npuHuMaeT 3HadeHus [1..4].

3HaueHune No yMoyaHuio
4

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-NTP

Mpumep:

esr(ntp-remote)# version 3
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11 HacTtpoika AAA

aaa accounting commands

aaa accounting login

aaa authentication attempts max-fail
aaa authentication enable

aaa authentication login

aaa authentication mode

aaa das-profile

aaa disable

aaa radius-profile

acct-port

auth-port

clear users blocked

clear user-session

clients

das-server

das-server

dead-interval

description

disable

enable

enable authentication

enable password

exec-timeout

ip sftp enable

key

Idap-server base-dn

Idap-server bind authenticate root-dn
Idap-server bind authenticate root-password
Idap-server bind timeout
|dap-server dscp

|dap-server host

|dap-server naming-attribute
Idap-server privilege-level-attribute
|dap-server search filter user-object-class
Idap-server search scope
Idap-server search timeout
|dap-server ssl certificate
Idap-server ssl check-peer disable
Idap-server ssl enable

line

login authentication

password

port

priority

privilege

privilege

radius-server dscp

radius-server host

radius-server host

radius-server retransmit
radius-server timeout

retransmit

security passwords default-expired
security passwords history
security passwords lifetime

MexceTeBble 3KpaHbl cepun ESR. CnpaBoyHmK kKomaHg, CLI
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*+ security passwords lower-case

*+ security passwords max-length

*+ security passwords min-length

*+ security passwords numeric-count
*+ security passwords special-case

*+ security passwords symbol-types
+ security passwords upper-case

+ security snmp-community max-length
* security snmp-community min-length
+ show aaa accounting

+ show aaa authentication

+ show aaa ldap-servers

+ show aaa radius-servers

+ show aaa tacacs-servers

+ show users

+ show users accounts

+ show users blocked

*+ source-address

+ source-interface

+ system configuration-exclusively
+ tacacs-server dscp

+ tacacs-server host

+ tacacs-server timeout

+ tech-support login enable

* timeout

* usage

* username

aaa accounting commands
[JaHHol KomaH0M KOHUIrypupyeTcst CMCcoK Cnoco60B yyeTa komaHz, BBeAEHHbIX B CLI.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaH/bl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTtakcuc
aaa accounting commands stop-only <METHOD>

no aaa accounting commands stop-only

MapameTpbl
<METHOD> - cnocobbl y4yeTa:

+ tacacs — y4yeT BBefleHHbIX koMaHp no npotokony TACACS.

3Ha4yeHune no ymonyaHuio

YYéT He BefeTCH.

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG

126



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
Mpumep:

esr(config)# aaa accounting commands stop-only tacacs

aaa accounting login

[aHHo KomaHA0l KOHGIUIYpMpYyeTCs CNMCOK CNOCOBO0B yyeTa ceccuin nosnb3osarteneil. BegeHune yyeta
aKTVBUPYeTCS 1 NpekpaLlaeTcs, korga nonb3osaresib BXOAUT U OTK/IHOHAETCA OT CUCTEMbI, YTO COOTBETCTBYET
3HadeHunsaMm «start» 1 «stop» B coobuleHmax npotokonos RADIUS n TACACS.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
aaa accounting login start-stop <METHOD 1> [ <METHOD 2> ]

no aaa accounting login start-stop

MapameTpbl
<METHOD> - cnocobsbl yyeta:

+ tacacs - yuet ceccuin no npotokony TACACS;
+ radius — y4eT ceccwuii no npotokony RADIUS.

3HayeHue No ymosiMaHuio

YyeT ceccuii BeeTcsl B TOKasTbHBbIi XypHar.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# aaa accounting login start-stop tacacs

aaa authentication attempts max-fail

[JlaHHOli KOMaHAOo ycTaHaBIMBAETCA MakCMMasIbHOE KOMIMUYECTBO HeyAauHbIX MOMbITOK ayTeHTUdMKaLum ao
6/10KMPOBKM MO/Ib30BATENS Y BPEMS, HA KOTOPOE NPOUCXOAUT B10KMPOBKA.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHZbl (NO), 3HAYEHUST KOIMYECTBA NOMbITOK U Neprog 6/10KMPOBKH
yCcTaHaBMMBAET MO YMO/YaHUIO.

CuHTtakcuc
aaa authentication attempts max-fail <COUNT> <TIME>

no aaa authentication attempts max-fail
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MapameTpbl

<COUNT> — KO/M4ecTBO HeyZauHbIX MOMbITOK ayTeHTU(INKaL MK, Noce KOTOPbIX NPOU30AAeT 6/10KMpoBKa
nosib30BaTens, NPUHUMaeT 3HaveHust [1..65535];

<TIME> — nHTepBas BpeMeHUN B CEKyHAAX, Ha KOTOpbI ByaeT 3a6n0KMpoBaH nosib3oBaresib, NpUHUMaeT
3HaueHusa [1..65535].

3HayeHue No ymosiMaHuio
KonuuecTtBo HeyaauHbIX NONbITOK — 5.

Mepwnopa 6nokmposku — 300.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# aaa authentication attempts max-fail 5 30

aaa authentication enable

,ﬂ,aHHOI7I KOMaH,U,OVI co34akoTCA CrnncKn cnocobos ayTeHTI/I(*)I/IKaLl'I/IVI NoBbILLEHNA I'Ipl/lBI/I!'IEFI/II7I nosb3oBaresiei.
|_|pl/l Hey,ﬂ,aQHOVI nonbITKe ayTeHTVIdDI/IKaLl'I/II/I no ogHomMy CI'IOC06y nponcxogunT MonbITKa ayTeHTI/IqJVIKaLl'I/II/I no
cnegywuiemMy B Crincke.

B koHhurypaumm no ymonyaHuto CyLLecTBYET Cnncok ¢ umeHeM «default». Cnucok «default» cooepxut oguH
cnocob ayteHTMdmKauum — «enable». UTo6bl nCNoONb30BaTh CNMCOK A1 ayTEHTU(MKALUM NOBbILIEHUSA
NpVBUNETNIA NONb30BaTENEN, HEOOXOAMMO BbINO/THUTL €0 NPUBA3KY KOMaHAOW, ONUCaHHON B pasgene
HacTtpoiika AAA.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) yAaNSEeT CNMCOK CNoco60B ayTEHTUIMKALMN.

CuHTakcuc
aaa authentication enable <NAME> <METHOD 1> [ <METHOD 2> ] [ <METHOD 3> ] [ <METHOD 4> ]

no aaa authentication enable <NAME>

MapameTpbl

<NAME> - umsa cnucka: cTpoka go 31 cumBona;
+ default — nma cnucka «default».

<METHOD> - cnoco6bl ayTeHTUhMKauuu:

+ enable — ayTeHTMdmKaums ¢ noMoLLbto enable-naponeis;
+ tacacs — ayteHTudmkaumsi no npotokony TACACS;

* radius — ayTeHTMdmKaums no npotokony RADIUS;

* |dap — ayTeHTMdmkaums no npotokony LDAP.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# aaa authentication enable enable-test tacacs enable

aaa authentication login

[aHHOI KOMaHAoM co34atTCsa CNNCKM CNocob0B ayTeHTUdIMKaLMM BXO4a Nosib3oBaTtesiein B cuctemy. Mpu
HeyAa4yHol NoMbITKe ayTeHTUIMKALMN MO OAHOMY CNOCOBY MPONCXOAMT NOMNbITKA ayTEHTMMKaLMK NO
cnepyroLiemMy B CMMCKe.

B koHburypaymm no ymonyaHuio CyLecTByeT CNNCOK C umeHeM «default», gaHHbI CNMCOK COAEPXUT OAMH
cnoco6 ayteHTudmkauum — «local». Ytobbl nCNonb3oBaTh CNNCOK A/18 ayTEHTMdMKaLUmM BXoaa
nosb3oBartesiei, Heo6XxoaMMO BbINOHUTL Er0 akTMBaLMi0 KOMaHAOoM, ONMCaHHON B pasgene Hactporika AAA.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) yAanseT CnMcok Crnoco60oB ayTeHTUUKaLUN.

CuHTakcuc

aaa authentication login { default | <NAME> } <METHOD 1> [ <METHOD 2> ] [ <METHOD 3> ]
[ <METHOD 4> ]

no aaa authentication login { default | <NAME> }

MapameTpbl

<NAME> — nms cnncka, 3agaércsa cTpokoin o 31 cumBona.

Cnoco6bl ayTeHTU(MKaALUK:

* local — ayTeHTUhMKaUMS C MOMOLLbIO TOKasIbHOW 6a3bl NoMb30BaTenei;
+ tacacs — ayteHTudomkanmsa no cnmcky TACACS-cepBepos;

+ radius — ayTeHTMdmkaums no cnucky RADIUS-cepBepos;

* |dap — ayteHTMdmkauums no cnucky LDAP-cepBepoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# aaa authentication login login-test tacacs local

129



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

aaa authentication mode
[aHHOoIn KomaHAoW onpeAensieTcsa pexumM paboTbl CO CMCKaMy METOA0B ayTEHTUGIMKALNN.

Mcnonb3oBaHue oTpulaTenbHoli hopmbl kKoMmaHabl (N0) yaansieT CNMCoK Croco6oB ayTeHTUUKaLUN.

CuHTakcuc

[no] aaa authentication mode { break | chain }

MapameTpbl

break — npu ayTeHTudbukauum GyayT NCNOMb30BaTLCS NocneaytoLlye MeToapl B C/lyyae HefloCTyNHOCTY 6onee
MPVYOPUTETHOIO;

chain - npu ayTeHTUdMKaLmm 6yayT MCMONb30BATLCS MOC/EAYIOLIME METOAbI B C/lydae NnosyyeHnst otkasa ot
60/1ee NPUOPUTETHOIO.

3Ha4yeHue no ymonyaHuio

chain

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# aaa authentication mode break

aaa das-profile

JlaHHas komMaHaa ucnosnb3yeTcsa AN A06aBNeHNs NpPodnns cepBepoB AnHammueckoi aTopusauum (DAS)
nepexoga B komaHgHbI pexxum DAS SERVER PROFILE.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yaanseT 3afaHHbIin npocuib cepBepos
AnHamuyeckoi aTopusauumu (DAS).

CuHTakcuc

[no] aaa das-profile <NAME>

MapameTpbl

<NAME> - nmsa npodpunsi cepeepoB AnHamumuyeckoii asTopusaumm (DAS), 3aaaetcst cTpokoi go 31 cumBona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# aaa das-profile profilel
esr(config-aaa-das-profile)#

aaa disable
[aHHOoIn KoMaHAoW OTKNYaEeT AOCTYN Ha MapLIpyTU3aTop Yepes KOHCO/bHbIN NHTepPMeENiC.

Mpwn ncnonb3oBaHWKM OTpULATENLHONM (hopMbl KOMaHAb! (NO) AOCTYN HA MapLLPYTU3aTOP YepPe3 KOHCOMbHbI
NHTepdenc BKNOYaETCS.

CuHTakcuc

[no] aaa disable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

JloCcTyn Ha MapLpyT13aTop Yepes KOHCO/bHbIV NHTePdIEC BK/THOYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-LINE-CONSOLE

Mpumep:

esr(config-line-console)# aaa disable

aaa radius-profile

[aHHasa komaHaa ncnonb3yetcs ans aobasneHms npoduns RADIUS-cepeepoB 1 nepexofa B KOMaHAHbIM
pexvm RADIUS SERVER PROFILE.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yaansieT 3agaHHbiin npodunb RADIUS-cepBeposB.

CuHTaKkcuc

[no] aaa radius-profile <NAME>

131



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

MapameTpbl
<NAME> - nms npoduns RADIUS-cepBepoB, 3agaetcs CTpokoi Ao 31 cumBona.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# aaa radius-profile profilel
esr(config-aaa-radius-profile)#

acct-port

[aHHoi KomaHaol 3a4aéTca HoMep nopTta Ansa obmeHa gaHHbiMU ¢ yaaneHHbIM RADIUS-cepsepom npu
BbINO/IHEHNWN aKKayHTUHra.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
acct-port <PORT>

no acct-port

MapameTpbl

<PORT> - Homep UDP-nopTa A/1s o6MeHa AaHHbIMY C YAa/IeHHbIM CEPBEPOM, MPUHUMAET 3HaueHus [1..65535].

3HayeHue No ymosiyaHuio
1813

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# acct-port 4444
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auth-port

[aHHol KomaHaoM 3agaéTca Homep nopTa Ans obmMeHa gaHHbIMU ¢ yaaneHHbIM RADIUS-cepepom npu
BbIMOJ/IHEHMM ayTeHTUdImKaL M1 1 aBTopmusaLnin.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
auth-port <PORT>

no auth-port

MapameTpbl

<PORT> - Homep UDP-nopTa A/15 06MeHa AaHHbIMY C YAa/IeHHbIM CEePBEPOM, MPUHUMAET 3HaueHus [1..65535].

3Ha4yeHue no ymonyaHuio
1812

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# auth-port 4444

clear users blocked

[aHHoii KomaHaon yaanseTcs nHgopmaumus 0 Henpasu/bHbIX MNOMNbITKAX ayTEHTUGMKALNN Pa3NNYHbIX
nonb3oBarTesie.

CuHTakcuc

clear users blocked <NAME>

MapameTpbl

<NAME> — nms nosnb3oBarens, 415 KOTOPoro He06XoANMO OUUCTUTL CTATUCTUKY HENpPaBU/IbHbIX NOMbITKaX
ayTeHTUdmKaumm, 3agaétca CTpokoin go 31 cumeona.

be3s yKasaHunAa MMeHU NoJsib3oBartesid O4naeTcAa BCA Ta6nmu,a HenpaBW/IbHbLIX NMOMbITOK ayTeHTI/IC*)VIKaLI,VII/I.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# clear users blocked

clear user-session

[aHHol KomaHAoW 3akpbiBaeTcs paboyas ceccus nonb3oBartens CLI.

CuHTakcuc
clear user-session [ <USERNAME> | <SESSION> ]

MapameTpbl
<NAME> — ums nonb3oBaTenst CECCUD KOTOPOro HEOBXOANMO 3aKPbITh, 3a4aETCs CTPOKOM Ao 31 cumBona.

<SESSION> — HoOMep TepMUHasIbHOM CECCUN KOTOPYH HEOOXO0AMMO 3aKpbiThb, 3a4aETCA YACNO0 B AMana3oHe
[1..10].

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# clear users-session

clients

[laHHOI KomMaHAol onpeaensieTcs CNUCOK KIMEHTOB AnHamuyeckoii aBTopusauum (DAC), Ha 3anpockl KOTOPbIX
6yaeT oTBevaTb cepBep AnHamuyeckoin astopmsauun (DAS).

icnonb3oBaHue oTpuLaTenibHo hopMbl KOMaHbl (NO) yAANISET CNUCOK KTMEHTOB ANHAMUYECKOIA
asTtopu3sauum (DAC).

CuHTakcuc
clients object-group <NAME>

no clients

MapameTpbl

<NAME> - nms npodmnns IP-agpecos, cogepxalunii agpeca KiMeHToB AMHaMUYeCcKol aBTopusaumm, 3agaércs
CTpokoit oo 31 cumBona.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-DAS-SERVER

Mpumep:

esr(config-das-server)# clients object-group pcrf

das-server

JaHHasi KomaHga ucnosnb3yeTcst 418 fob6aBneHns cepeepa AvHamuueckoit asTopusaumn (DAS) n nepexopa B
koMaHHbIi pexxum DAS SERVER. CepBepa anHammuyeckoli aTopusaumm (DAS) npuHumatotr RADIUS CoA
3anpocsl OT KNIMEHTOB AMHamunyeckoi asTopusaumn (DAC), HanpyMep OTK/IKOYEHUE UM MOBTOPHBIN 3anpoc
Cnu1cka cepsrCcoB Mob3oBaTens.

icnonb3oBaHme oTpuuaTesibHoli (DopMbl KOMaHAbl (N0) yaanseT 3a4aHHblii cepBep AVHAMUYECKOl
asTopusauum (DAS).

CuHTakcuc

[no] das-server <NAME>

MapameTpbl

<NAME> - nms cepsepa guHamuyeckoin astopusauum (DAS), 3agaetcsa cTpokoit o 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
CONFIG

Mpumep

esr(config)# das-server main
esr(config-das-server)#

das-server

[laHHan komaHa ncnonbayertcs Ans go6aBneHns cepeepa guHamuueckoi asTopusauum (DAS) B
KOHUrypupyemblii npodnsib CEPBEPOB AVHAMUYECKOW aBTOpU3aLum.

cnonb3oBaHve oTpuLaTenibHoi hopmMbl kKOMaHAbl (NO) yAANSET 3a4aHHbIl cepBep AUHAMUYECKO
aBsTopu3sauum (DAS).
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CuHTakcuc

[no] das-server <NAME>

MapameTpbl

<NAME> - nmsa cepeepa agnHamuyeckoin asTopusauun (DAS), 3agaetcsa cTpokoii ao 31 cumeona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbIi pexum
CONFIG-AAA-DAS-PROFILE

Mpumep

esr(config)# das-server mainesr(config-das-server)#

dead-interval

[aHHoin KomaHaon 3agaéTca HTepBasl, B TeueHmmn kotoporo Ha RADIUS-cepsep He 6yayT oTnpaBisaTbCA
naketbl. B gaHHoe coctosiHne RADIUS-cepBep nepeBoAgMTCA N0 UCTEYEHUN TaliMayTa OXugaHus oTBeTa Ha
3anpoc nocsiegHero AonycTumoro nosropa (cm. pasgen Hactpoiika AAA).

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
dead-interval <SEC>

no dead-interval

MapameTpbl

<SEC> - nepvo/, BpeMeHu B CeKyHax, NpuHumaet 3HadeHus [0..3600].

3Ha4yeHue no ymonyaHuio
120

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# dead-interval 600
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description

KomaHga ucnonb3yeTcs ANna U3MEHEHNS ONMcaHusi Npognsis CepPBEPOB AnHamuyeckoi asTopusauum (DAS)
nnun npodouna RADIUS-cepsepos.

icnonb3oBaHue oTpuLaTenibHOW hopMbl KOMaHAb! (NO) yAansieT onucaHne npogounns.

CuHTtakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHune npoduns, 3agaétcsa CTPoKoin Ao 255 cMMBO/IOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG-DAS-SERVER-PROFILE
CONFIG-RADIUS-SERVER-PROFILE

Mpumep:

YcTaHoBUTb onuncaHue ans npoduns IP-aapecos:

esr(config-aaa-das-profile)# description "Main profile"

disable

[JlaHHOli KOMaHAO0 NPOU3BOANTCSI MOHMXKEHNE YPOBHSA NPUBUENNIA NONb30BATENSA A0 NEPBOHAYA/IbHbIX.

CuHTakcuc
disable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
2

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# disable
esr>

enable

[laHHOI KOMaH/10/i NPOM3BOAMTCS NOBbLILLEHNE YPOBHS NPUBUNETAI Nonb3oBaTens. Cnocobbl ayTeHTUUKALUN
MOBbILLEHVS NPUBUNETUI NONb30BAaTE/Nel 334a0TCs C NOMOLLIbIO KOMaHAbI, ONCaHHO B pasaene HacTtpoiika
AAA.

© Mo ymonuaHuio B KOHUrypaLmm yCTaHOB/IEH METOA, ayTeHTMdMKaLMK No naposito «enable». Mpu aTom
Maposn He 3afiaHbl, TO eCTb 1060 CUCTEMHBIV NO/Ib30BATENb MOXET NOMYyYNTh 15 HEOGXOANMBIIA
YPOBEHb NPUBUETWIA.

© [ns ayTeHTUdMKALMM NOBbILLIEHWS NpUBMIEriii no npotokosiam TACACS/RADIUS/LDAP Ha cepsepe
[IO/MKHbI BbITb CO3AaHbl Nosib3oBatenun Senab<PRIV>S, rae <PRIV> — Heo6xoAVMblii YPOBEHb
NpUBWIErNiA Nob30BaTeNs, KOTOPbI AO/MKEH ObITb ayTEHTU(ULMPOBAH.

CuHTakcuc
enable [ <PRIV>]

MapameTpbl

<PRIV> — HEOGXOAVMbII1 YPOBEHb NPUBWU/IEMNIA, TPUHUMAET 3HaueHue [2..15].

3Ha4yeHune no ymonyaHuio
15

HeoOxoaumblii ypoBEHb NpUBUIETUIA
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr> enable 10
esr#
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enable authentication

[laHHOli KOMaHAO0M OCYLLECTBNAETCA akTMBALMS CNMCKA ayTEHTUMMKALMW NOBbLILLIEHWSI NPUBUIETIA
nosb3oBartesneid, KOTopbIA GyAeT NCNOMb30BaTLCS B KOH(DUTYPUMPYEMOM TEPMUHASIE.

B koHhurypaumm no ymonyaHuio akTUBHbIM SIBASIETCA CNUCOK ¢ uMeHeM «default», gaHHbIN cnMcok coaepxuT
OOMH cnocob ayTeHTUdmkaumm — «enable».

cnonb3oBaHue oTpuuatensHoli hopmbl komaHabl (nNo) aenaeT cnuMcok ¢ umeHeMm «default» akTUBHbIM.

CuHTakcuc
enable authentication <NAME>

no enable authentication

MapameTpbl

<NAME> — nms cnmcka, 3agaércsa cTpokoit go 31 cumBona.

3Ha4yeHue no ymonyaHuio
default

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHAHbII pexum
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH

Mpumep:

esr(config-line-console)# enable authentication enable-test

enable password

[ aHHOi KOMaH/10/i ycTaHAB/IMBAETCS MAPO/ib, KOTOPbLIN ByeT 3anpallnBaTbCsl NPU NOBbILLEHUN YPOBHS
NpVBUIErWiA Nonb3oBaTess.

© Mo ymonuaHuio B KOHUrypaLmm napony He 3afaHbl, TO €CTb /1060 CUCTEMHBIV NOMb30BATENb MOXET
nonyyunTb 15 HEOBXOAUMbI YPOBEHb MPUBUAETUIA.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yaansieT naposb U3 CUCTEMbI.
CuHTakcuc

enable password { <CLEAR-TEXT> | encrypted <HASH_SHA512> } [ privilege <PRIV> ]

no enable password [ privilege <PRIV> ]
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MapameTpbl
<CLEAR-TEXT> - naposb, 3agaétcsi cTpokoii [1 .. 32] cumBo/oB, NpuHUMaeT 3HadeHus [0-9a-fA-F];
<HASH_SHAS512> - xeww napons no anroputmy sha512, 3agaértcsa cTpokoii 13 110 cMMBO/IOB;

<PRIV> - HE06X04UMbIii ypOBEHb NMPUBUMETUNA, MPUHMAET 3HaueHue [2..15], 3HaueHne no ymonyanuio 15.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# enable password 12345678 privilege 10

exec-timeout

[laHHOi KoMaH10Vi 3a4aéTCcs UHTEpBaJl, MO UCTEUYEHUM KOTOPOTo BYAET paspbiBaTbCsi 6e3aeicTByoLLas
ceccus.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
exec—-timeout <SEC>

no exec-timeout

MapameTpbl

<SEC> - nepviofi BpEMEHW B MUHYTaX, NPUHMMAET 3HaueHus [1..65535].

3HayeHue No ymosiMaHuio

30 MUHYT

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-LINE-CONSOLE
CONFIG-LINE-SSH
CONFIG-LINE-TELNET

CONFIG-LINE-AUX '
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Mpumep:

esr(config-line-ssh)# exec-timeout 600

& 7 Tonbko anis ESR-21.

ip sftp enable

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[ aHHO KOMaH10Vi Ha MapLLpyTU3aTope BK/oYaeTcs AoCTyn no sftp Ans KoHdMryprpyemoro nonb3oBarens.

Mpu Mcnonb3oBaHUM OTpULATENbHOV (DOPMbI KOMaHabl (NO) oTKoYaeT AocTyn no sftp ans

KOHCpUryprpyemMoro nosib3oBarensi.

CuHTakcuc

[no] 1ip sftp enable

MapameTpbl

OTcyTcTBYIOT

3HaueHue No yMmo4aHuio

Bbikto4eHo

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG-USER

Mpumep:

esr(config-user)# 1ip sftp enable

key

[laHHOI KomMaHAol 3aaéTca Naponb AN ayTeHTU(MKALMN Ha yaNeHHOM cepBepe.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaanseT 3a4aHHbIi Naposib A5t ayTeHTUMKaumMm Ha

yOaneHHOM cepBepe.

CuHTakcuc

key ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }

no key

141



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

MapameTpbl
<TEXT> - cTpoka [8..16] ASClI-cumeonos (ans TACACS-cepsepa — [1..16] ASCIIl-cumB0o0B);

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii naposib, pasmepoM [8..16] 6aiiT, 3agaéTcs cTpokoii [16..32]
cumBonos (anss TACACS-cepeepa — Ao 120 cMMBOOB).

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHAHbI pexum
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER
CONFIG-DAS-SERVER

Mpumep:

esr(config-tacacs-server)# key ascii-text 12345678

Idap-server base-dn

[JlaHHoli komaHfoit 3apaétcs 6a3oBblii DN (Distinguished name), KoTopblii 6yAeT MCNONBL30BATLCA NPV NOUCKE
nosb3oBartene.

Mcnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) yaanseT 3afaHHblii 6a30BbIi DN.

CuHTakcuc
ldap-server base-dn <NAME>

no ldap-server base-dn

MapameTpbl

<NAME> — 6a308bIii DN, 3agaetca cTpokoi o 255 cumBosios.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ldap-server base-dn “dc=example,dc=com”

142



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

Idap-server bind authenticate root-dn

[aHHoi1 komaHpaoii 3apaétca DN (Distinguished name) nonb3oBatens ¢ npaBamu agMUHUCTPATOPA, NoA,
KOTopbIM ByaeT npomcxoanTb aBTopusaumns Ha LDAP-cepsepe npu noncke nosb3oBaTteneil.

cnonb3oBaHue oTpulaTensbHoli hopmbl komaHabl (no) yaanseT 3agaHHblii DN nonb3oBatens.

CuHTtakcuc
ldap-server bind authenticate root-dn <NAME>

no bind authenticate root-dn

MapameTpbl

<NAME> — DN nonb3oBatesisi C npaBamn agMMHUCTpaTopa, 3agaeTcs CTPOoKoi Ao 255 cMMBOOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server bind authenticate root-dn “cn=admin,dc=example,dc=com”

Idap-server bind authenticate root-password

[aHHol KomaHzoI 3a4aéTcs Naposb Nosb30BaTeNs C NpaBaMy agMUHUCTPATopa, NoL KOTopbIiM ByaeT
npovcxoanTb aBTopusaumsa Ha LDAP-cepBepe npu novcke nosnb3oBaTtesiei.

icnonb3oBaHme oTpuuaTesibHoli (DOpMbl KOMaHAbl (N0) yaanseT 3a4aHHblii Naposib Nonb3oBaTens.

CuHTakcuc

ldap-server bind authenticate root-password ascii-text { <TEXT> | encrypted <ENCRYPTED-
TEXT> }

no bind authenticate root-password

MapameTpbl
<TEXT> - cTpoka [8..16] ASCIl-cumBonOB;

<ENCRYPTED-TEXT> — 3awwumdpoBaHHbIii naposib, pasmepoM [8..16] 6aiiT, 3agaéTcs cTpokoii [16..32]
CUMBOJIOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server bind authenticate root-password ascii-text 12345678

Idap-server bind timeout

[laHHOI KomaHAol 3aaéTCa MHTepBa, NO UCTEUYEHNM KOTOPOro YCTPOICTBO cuntaeT, uto LDAP-cepsep
HeAOCTYMNEH.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
ldap-server bind timeout <SEC>

no ldap-server bind timeout

MapameTpbl

<SEC> - nepvo/, BpeMeHu B CeKyHax, NpuHumaeT 3HadeHus [1..30].

3Ha4yeHue no ymonyaHuio

3 cekyHApbl

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server bind timeout 5

Idap-server dscp

KomaHpga 3anaét 3HadeHne koga DSCP ansa ncnonb3oBaHna B IP-3arosioBke ncxogsawmx naketos LDAP-
cepsepa.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (N0) ycTaHaBnmBaeT 3HadeHne DSCP no ymonuyaxuio.
CuHTakcuc

ldap-server dscp <DSCP>

no ldap-server dscp
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MapameTpbl
<DSCP> - 3HaueHue koga DSCP, npuHMmaeT 3HadyeHus B amanasoHe [0..63].

3HayeHue No ymosiMaHuio
63

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server dscp 40

Idap-server host

JaHHaa komaHga ncnonbayercsa ana gobasneHms LDAP-cepBepa B CNMCOK UCNOSb3YEMbIX CEPBEPOB U
nepexoga B kKoMaHAHbI pexum LDAP SERVER.

icnonb3oBaHue oTpuuaTenbHo hopMbl KOMaHAbl (NO) yaanseT 3agaHHbIi LDAP-cepBep.

CuHTakcuc
[no] ldap-server host { <ADDR> | <IPV6-ADDR> | <LDAP-HOST-NAME> } [ vrf <VRF> ]

MapameTpbl
<VRF> — nms aksemnnspa VRF, 3agaetcsa cTpokoi o 31 cumeona.

<ADDR> — IP-agpec LDAP-cepBepa, 3agaétcsa B Buae AAA.BBB.CCC.DDD, rge kaxxgast 4acTb NpuHUMaeT
3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec LDAP-cepBepa, 3agaétcsa B Buge X:X:X:X::X, rge kaxgas yactb npuHumMaeT
3HauYeHus B LIecTHaauaTepuyHom dpopmarte [0..FFFF].

<LDAP-HOST-NAME> — DNS-ums LDAP-cepBepa, 3agaétcsi cTpokoi o 31 cumsona. nsa KOppekTHOro
conocTtasfieHna DNS-umeHn xocta ¢ IP-agpecom Ha MmapLupyTm3aTope A0/MKeH ObITb 3anyLeH 1 HacTpoeH
dyHkumoHan domain lookup enable.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG
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Mpumep:

esr(config)# ldap-server host 10.100.100.1
esr(config-ldap-server)#

Idap-server naming-attribute

[JaHHOoI KomaHaoM 3aaéTca nmsa atpubyTa 06bEKTa, CO 3HaYEeHEM KOTOPOro UAET CpaBHEHNE UMEHN
nckomoro nosnb3oBatensa Ha LDAP-cepsepe.

Vicnonb3oBaHue oTpuLaTeNbHO (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOYAHUIO.

CuHTakcuc
ldap-server naming-attribute <NAME>

no ldap-server naming-attribute

MapameTpbl

<NAME> — nms atpnbyta 06bekTa, 3a4aéTca CTPOKOW A0 127 CUMBOSOB.

3HaueHue No yMoIYaHUIo
uid

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# ldap-server naming-attribute displayName

Idap-server privilege-level-attribute

[laHHOli KOMaHAo 3aaéTcA MMSi aTpMbyTa 06bEKTA, 3HAYEHNE KOTOPOro ByAeT onpeaensiTb HadyaslbHble
NPVIBUJIETN NOJIb30BATEIA HA YCTPOCTBE. ATPMOYT AO/HKEH NPUHUMATL 3Ha4eHus [1..15]. Ecim ykasaHHbIi
aTpubyT OTCYTCTBYET U COAEPXKMT HEAOMYCTUMOE 3HAUYEHWE, TO HaYa/IbHbIE NPUBUIENNM NOb30BaTENS
6yayT COOTBETCTBOBATbL NPUBUIETVSM NOMbL30BATENSA «remotey.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTtakcuc
ldap-server privilege-level-attribute <NAME>

no ldap-server privilege-level-attribute
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MapameTpbl
<NAME> - nms atpmbyTta 06bekTa, 3aa€TCs CTPOKOWN A0 127 CMMBOJIOB.

3HayeHue No ymosiMaHuio

priv-lvl

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server privilege-level-attribute title

Idap-server search filter user-object-class

[aHHoi KomaHaoM 3a4aéTca UMSA Knacca 06beKTOB, CPean KOTOPbIX HEOOX0AMMO BbIMOHATL NOUCK
nonb3oBartenei Ha LDAP-cepsepe.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
ldap-server search filter user-object-class <NAME>

no ldap-server search filter user-object-class

MapameTpbl

<NAME> — nms Knacca o6bEKTOB, 3a4aéTCs CTPOKOI A0 127 CMMBO/IOB.

3Ha4yeHue no ymonyaHuio

posixAccount

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server search filter user-object-class shadowAccount
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Idap-server search scope
[aHHol KomaHaoM 3agaéTca 06nacTb novcka nonb3osareneii B gepese LDAP-cepsepa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CunHTtakcuc
ldap-server search scope <SCOPE>

no ldap-server search scope

MapameTpbl
<SCOPE> - o6nacTb noucka nosnb3oBartenei Ha LDAP-cepBepe, npyuHMMaeT criegyowme 3HaueHus:

+ onelevel — BbINO/IHATL NOUCK B 06bEKTaxX Ha cneayroLlem yposHe nocne 6asosoro DN B gepee LDAP-
cepsepa,;
+ subtree — BbINONHATL NOMCK BO BCcex o6bekTax nogaepesa 6azooro DN B gepese LDAP-cepepa.

3Ha4yeHue no ymonyaHuio

subtree

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# ldap-server search scope onelevel

Idap-server search timeout

[ aHHoii KoMaH 1oV 3a4aéTcsl UHTEpBaJl, MO UCTEUYEHUM KOTOPOTo YCTPOCTBO cuntaeT, uto LDAP-cepeep He
Hallen 3anvceil nonb3oBaTesneil, NoaxXoAsLLMX Mo YC0BME Noucka.

Vicnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
ldap-server search timeout <SEC>

no ldap-server search timeout

MapameTpbl

<SEC> - nepviofi BpeMeH B CEKyH1ax, NpuHMmaeT 3HadeHus [0..30].

3HayeHue No ymosiMaHuio

0 — yCTpOWCTBO OXUAaeT 3aBepLUEHUs nomncka u nonyyeHnsa oteeta ot LDAP-cepsepa.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ldap-server search timeout 10

Idap-server ssl certificate

[aHHOoI KOMaHAo0W yKa3blBaeTcs cepTUdmKar, KOTopblii ByAeT MCNoNb30BaTbCA A1 ycTaHOBNeHNUs SSL-
coefnHeHns c LDAP-cepeepom.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHAbl (NO) yaanseT U3 koHdpurypaumm ceptudomkar ais
ycTaHoBneHnsa SSL-coegmHeHusa ¢ LDAP-cepsepom.

CuHTakcuc
ldap-server ssl certificate <FILE-NAME>

no ldap-server ssl certificate

MapameTpbl

OrtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

CepTtudpukar He ykasaH.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:
esr(config)# ldap-server ssl certificate ldap-ssl.crt
Idap-server ssl check-peer disable

[JaHHoii KomaH ol oTKtouaeTcs Bepudmkaums LDAP-cepBepa no cepTudpmkary.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) BKoUYaeT Bepudmkaymio LDAP-cepeepa no
ceptudmkary.
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CuHTakcuc

[no] ldap-server ssl check-peer disable

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No yMmo4aHuio

OTKtOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# ldap-server ssl check-peer disable

Idap-server ssl enable
[laHHOI KomaHAaol BKoYaeTcsa ncnonb3oBaHne SSL-coeanHernsa ans LDAP-nogkntoyeHnst (LDAP over SSL).

icnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (N0) OTK/OYAETCA MUcrnonb3oBaHme SSL-coeanHeHns ans
LDAP-noakntoueHusi (LDAP over SSL).

CuHTakcuc

[no] ldap-server ssl enable

MapameTpbl

OtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG
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Mpumep:

esr(config)# ldap-server ssl enable

line

[laHHO KOMaH/10¥i OCYLLIECTBNSIETCS NEPEXOA, B PEXUM KOHIMIYPUPOBaHUS COOTBETCTBYIOLLETO TepMUHaNa:
NoKasIbHas KOHCO/b, yaaneHHas koHcosnb (Telnet), ynaneHHas 3auuiieHHas koHcosnb (SSH).

icnonb3oBaHue oTpuLaTeNbHo hopMbl KOMaH bl (N0) ycTaHABNMBAET NapamMeTpbl TEPMIHANA MO
yMon4aHuio. MapameTpbl N0 yMO/4YaHMio onvcaHsl B pasaenax Hactpoiika AAA n Hactpoiika AAA.

CuHTakcuc

[no] line <TYPE>

MapameTpbl
<TYPE> — T1n KoHCcoONN:

+ console — nokasibHast KOHCO/Ib;
+ telnet — yganeHHasa KoHCO/b;
+ ssh — 3aWwmweHHas yganeHHas KOHCO/b.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# line console
esr(config-line-console)#

login authentication

[aHHO KOMaH/10Vi OCYLLIECTB/SIETCS aKTUBALWMS CNMCKa ayTEHTUUKALMM BXOAA NO/b30BaTENEN B CUCTEMY,
KOTOPbIV GYAET MCMOMb30BATLCS B KOHPUIYPMPYEMOM TEPMUHANE.

B KoHhMrypauum no yMoni4aHuio akTUBHbLIM SIBASIETCSA CMUCOK C MMeHeM «default», gaHHbI cnncok cogepxuT
OOMH cnocob ayTeHTMdmKaumm — «local».

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) AenaeT cnncok ¢ umeHem «default» akTUBHbIM.
CuHTakcuc

login authentication <NAME>

no login authentication

151



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

MapameTpbl

<NAME> — nms cnucka, 3agaércsa cTpokoin go 31 cumsona.

3HayeHue No ymosiMaHuio

default

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG-LINE-CONSOLE
CONFIG-LINE-TELNET
CONFIG-LINE-SSH

Mpumep:

esr(config-line-console)# login authentication login-test

password

KomaHga 15t ycTaHOBKY Naposis onpeaeieHHoOMY No/b30BaTesio A1 BXoga B cuctemMy. Maposib MOXET 6biTb
3a/laH Kak B OTKPLITOM BUAE, Tak 1 B Bue xell sha512.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) yaandeT naposib Nosib3oBartesid N3 CUCTEMbI.

CuHTakcuc
password { <CLEAR-TEXT> | encrypted <HASH_SHA512> }

no password

MapameTpbl
<CLEAR-TEXT> — naponb, 3aaéTcs cTpokoii [1 .. 32] cumBo/1oB, NpuHUMaeT 3HadeHuns [0-9a-fA-F;

<HASH_SHA512> - xeww naponsi no anroputmy sha512, 3agaétcsa ctpokoii 13 110 cMMBONOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-USER
CHANGE-EXPIRED-PASSWORD
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Mpumep:

esr(config-user) password test

port
[JaHHoi KomaH 1ol 3a4aéTcs HomMep nopTa A8 06MeHa AaHHLIMU C YAANEHHbIM CEPBEPOM.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
port <PORT>

no port

MapameTpbl

<PORT> - Homep TCP/UDP-nopta Ans obmeHa faHHbIMW C YAaNleHHbIM CEPBEPOM, MPUHUMAET 3HAYEHUA
[1..65535].

3HaueHne No yMon4yaHuio
49 — npna TACACS-cepBepa;
389 — ana LDAP-cepsepa;

He yctaHosneHo — ana DAS-cepsepa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER
CONFIG-DAS-SERVER

Mpumep:

esr(config-tacacs-server)# port 4444

priority

[aHHol KomaHaoM 3a4aéTca NPMOPUTET UCNONb30BaHMA yAaIEHHOro cepBepa. Yem Hmke 3HaYeHne, Tem
npuopuUTeTHEE cepsep.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
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CuHTakcuc
priority <PRIORITY>

no priority

MapameTpbl

<PRIORITY> — npvopuTeT UCMO/b30BaHNA YAAIEHHOrO cepBepa, NPUHUMaET 3HaveHus [1..65535].

3HauyeHue No yMmo4aHuio
1

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomaHgHbIii pexum
CONFIG-TACACS-SERVER
CONFIG-RADIUS-SERVER
CONFIG-LDAP-SERVER

Mpumep:

esr(config-tacacs-server)# priority 5

privilege

[aHHOoIn KOMaHA0M NPOU3BOANTCA YyCTaHOBKA YPOBHA NpuBUNernii nonb3osarens. Habop KkomaHa, KOTopbIi
[l0CTynNeH Nnosib30Baresto, 3aBUCUT OT YPOBHSA NpuBWUIErnid. NMonb3osarensmM ¢ ypoBHAMU npusuiernii ot 1 4o 9
[OCTYNeH TONbKO NPOCMOTP MHAhopmauuu. Monb3oBarensam ¢ yposHeM npusunernii ot 10 go 15 goctynHa
60/1bLLasA YacTb KOMaHA, KOHPUrypnpoBaHus. MNMonb3osarensiM ¢ ypoBHEM NPUBUIErUin 15 AOCTYNEH NOJHbIN
Habop KkoMaHg,. Tpebyemblii He0OXOoANMbIA YPOBEHb NPUBUIETNIA KOMaH MOXET ObITb U3MEHEH, OnvcaHne B
pasgene Hactpoiika AAA.

icnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHbl (NO) yCTaHaB/IMBAET HEOBXOAUMbIV YPOBEHb NPUBUNETUl
MO YMO/TYaHWIO.

HasHaueHne Haya/IbHOro YPOBHS NPUBUETrUIA NOb30BATENSIM NPOUCXOAUT CNEAYHOLWMM 06pa3oM:

* HeoOXoAUMbI YPOBEHL NPUBU/IETNIA NO/Ib30BaTENAM U3 JTIOKA/IbHON 6a3bl Ha3HaYaeTCsl ykaszaHHOM
KOMaHz0M;

* HeobXoAUMBbI YPOBEHb NPUBUIETNA ANA NOMb30BaTeNein, aBTOPU30BaBLUMXCS No npoTokony RADIUS,
6epeTca n3 atpubyTa cisco-avpair = "shell:priv-lvlI=<PRIV>";

* HeobXoAUMbI YPOBEHb NPUBUIETNIA ANA NOMb30BaTeNein, aBTopu3osasLumxcs no npotokony TACACS,
6epetca n3 atpndyTa priv-lvi=<PRIV>;

* YPOBEHb NPUBU/IETNIA /19 NOMb30BaTeNein, aBTopm3oBasLLMXCs No npoTokosny LDAP, 6epetca ns
atpnbyTa, 3agaHHoro komaHzgot privilege-level-attribute, onvncanHoi B pasgene Hactpoiika AAA, no
ymonyanuio priv-lvl=<PRIV>.

Ecnu npu ayteHTncbmkauun nonb3osartens yepes npotokosibl TACACS/RADIUS/LDAP He 6bina nonyveHa
BblLLeyKa3aHHas onuus unm 6biia nonyveHa onuusi C HEKOPPEKTHLIM 3Ha4YeHreM, TO No/1b30BaTento byayT
Ha3HauyeHbl NPUBUIErM NONb3oBaTens «remote», N0 ymonyaHuio 1. Heobxoanmblii ypoBeHb NpUBUAETUiA
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no/sib3oBaTesnsi «remote» MOXHO M3MEHUTb aHA/TOMMYHO SII060MY APYroMy Nosb30BaTeso M3 NIOKasIbHOW 6asbl C
MOMOLLbIO0 YKa3aHHOI KoMaHb!.

CuHTakcuc
privilege <PRIV>

no privilege

MapameTpbl

<PRIV> — HEOGXOAMMbII1 YPOBEHb NPUBWIEMNIA, MPUHUMAET 3HaueHue [1..15].

3HauyeHue No yMmo4aHuio
1

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-USER

Mpumep:

esr(config-user)# privilege 15

privilege

[JlaHHOli KOMaHAOo NPOU3BOANTCS YCTAHOBKA MUHUMAa/IbHOTO YPOBHSI NPUBW/IETWIA NONb30BaTENS,
HEeobXoAMMOro ANs BbINOMHEHUSI KOMaHAb! 13 yKa3aHHOro NoaaepeBa KOMaHg,

icnonb3oBaHune oTpuLaTesibHoV hopMbl KOMaHbl (NO) yCTaHaB/IMBAET HEOBXOAUMbIV YPOBEHb NPUBUNETAl
MO YMO/TYaHWIO.

CuHTakcuc
privilege <COMMAND-MODE> level <PRIV> <COMMAND>
no privilege <COMMAND-MODE> <COMMAND>

MapameTpbl
<COMMAND-MODE> — KOMaHAHbIA pexunm, MOXeT NPUHUMATb 3HAYEHUS:

+ change-expired-password,;
+ config;

+ config-aaa-das-profile;

+ config-aaa-radius-profile;
+ config-accsess-profile;

+ config-acl;

« config-acl-rule;

« config-archive;

+ config-bgp;

+ config-bgp-af;
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+ config-bgp-group;

+ config-bgp-neighbor;

+ config-bridge;

+ config-cellular-modem;

+ config-cellular-profile;

+ config-class-map;

+ config-class-policy-map;
+ config-das-server;

+ config-dhcp-server;

+ config-dhcp-vendor-id;

+ config-dnat;

+ config-dnat-pool;

+ config-dnat-rule;

+ config-dnat-ruleset;

+ config-eT;

+ config-gre;

+ config-if-gi;

+ config-if-te;

+ config-ike-gw;

+ config-ike-policy;

+ config-ike-proposal;

+ config-ip4ip4;

+ config-ipsec-policy;

+ config-ipsec-proposal;

+ config-ipsec-vpn;

+ config-ipv6-bgp-af;

+ config-ipv6-bgp-group;

+ config-ipvé-bgp-neighbor;
+ config-ipvé-dhcp-server;
+ config-ipv6-ospf;

+ config-ipv6-ospf-area;

+ config-ipv6-ospf-vlink;

+ config-ipvé-pl;

+ config-ipvé-wan-rule;

+ config-ipv6-wan-target;

+ config-ipv6-wan-target-list;
+ config-keychain;

+ config-keychain-key;

+ config-12tp-server;

+ config-12tpv3;

+ config-ldap-server;

+ config-line-console;

+ config-line-ssh;

+ config-line-telnet;

+ config-loopback;

+ config-lt;

+ config-mst;

+ config-multilink;

+ config-netflow-host;

+ config-network-policy;

+ config-ntp;

+ config-object-group-application;
+ config-object-group-mac;
+ config-object-group-network;
+ config-object-group-service;
+ config-object-group-url;
+ config-openvpn;

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI
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config-openvpn-server,
config-ospf;
config-ospf-area;
config-ospf-vlink;
config-pl;
config-policy-map;
config-pool;
config-port-channel;
config-ppp-user;
config-pppoe;
config-pptp;
config-pptp-server;
config-profile;
config-qing-if;
config-radius-server;
config-rip;
config-route-map;
config-route-map-rule;
config-service-port;
config-sflow-host;
config-snat;
config-snat-pool;
config-snat-rule;
config-snat-ruleset;
config-snmp-host;
config-snmp-user;
config-softgre;
config-subif;
config-subscriber-control;
config-subscriber-default-service;
config-subtunnel;
config-tacacs-server;
config-tracking;
config-user;
config-vlan;
config-vrf;

config-vti;
config-wan-rule;
config-wan-target;
config-wan-target-list;
config-wireless;
config-zone;
config-zone-pair;
config-zone-pair-rule;
debug;

root.

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

<PRIV> — HEOGXOAVMbII1 YPOBEHb NPUBWUEMNIA, TPUHUMAET 3HaueHue [1..15];

<COMMAND> - noaaepeBo KomaHf, 3afaeTcsi CTPOKoi 4o 255 cumMBO/OB.

Heo6xoauMbIii ypoBeHb NpuBUIerui

15
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KomaHaHbIi pexum
CONFIG

Mpumep:

YcTaHOBUTbL ANs1 NogAepeBa KoMaHg, «<show» KOPHEBOrO0 KOMaHAHOIO pexmnMa HeobxoANMbIii YPOBEHb
npueunernin 2. KomaHabl nogaepesa «show interfaces» octaBuTb ¢ ypoBHEM NpuBMIErni 1.

esr(config)# privilege root level 2 "show"
esr(config)# privilege root level 1 "show interfaces"

radius-server dscp

KomaHga 3aaaét 3HaveHue koga DSCP ansa ucnonb3oBaHus B IP-3aronoske nexogawmx naketos RADIUS-
cepsepa.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHzbl (NO) ycTaHaBMBaeT 3HadeHne DSCP no ymonyaxuio.

CuHTakcuc
radius—-server dscp <DSCP>

no radius-server dscp

MapameTpbl

<DSCP> - 3HaueHue koaa DSCP, npuHumaeT 3HadyeHus B amanasoHe [0..63].

3Ha4yeHune no ymonyaHuio
63

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG

Mpumep:

esr(config)# radius-server dscp 40

radius-server host

[aHHasa komaHaa ncnonbayetcsa ans aobasneHns RADIUS-cepeepa B CNMCOK UCMOMb3yEMbIX CEPBEPOB U
nepexoda B KomaHAHbIn pexxum RADIUS SERVER.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHzbl (N0) yaansieT 3agaHHbiin RADIUS-cepBsep.
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CuHTakcuc
[no] radius-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> — nms ak3emnnspa VRF, 3agaetcsa ctpokoi oo 31 cumeona.

<ADDR> — IP-agpec RADIUS-cepsepa, 3agaétca B Buge AAA.BBB.CCC.DDD, rge kaxgas 4actb npuHUMaeT
3HayeHus [0..255];

<IPV6-ADDR> — IPv6-agpec RADIUS-cepBepa, 3agaétca B Buge X:X:X:X::X, rae kaxgasa 4acTb NpuHMmaet
3HaYeHus B WecTHaauaTepuuHom cpopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# radius-server host 10.100.100.1
esr(config-radius-server)#

radius-server host
JaHHasa komaHga ncnoneayercsa gns gobasnenHms RADIUS-cepsepa B npodgusis RADIUS-cepBepoB.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) yaanseT 3agaHHblin RADIUS-cepBep 13 npoduns.

CuHTakcuc
[no] radius-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> — nms aksemnnspa VRF, 3agaetcsa cTpokoi o 31 cumeona.

<ADDR> — IP-agpec RADIUS-cepsepa, 3agaétca B sBuge AAA.BBB.CCC.DDD, rage kaxgas yactb npuHUMaeT
3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec RADIUS-cepBepa, 3agaétca B Buge X:X:X:X::X, rae kaxxgasa 4actb npuHMmaet
3HauYeHus B LIecTHaguaTepuyHom dpopmarte [0..FFFF].

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-RADIUS-SERVER-PROFILE
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Mpumep:

esr(config-aaa-radius-profile)# radius-server host 10.100.100.1

radius-server retransmit

[aHHoi KomaHaol 3aaéTca KOMYeCTBO NepesanpocoB K nocnegHemy aktusHomy RADIUS-cepBepy, kKoTopoe
6yaeT BbINOMTHEHO Nepeq, BbINO/THEHMEM 3anpocoB K cneayowmm RADIUS-cepBepam B cnuncke.

Vicnonb3oBaHue oTpuLaTeNbHO (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOYAHUIO.

CuHTakcuc
radius-server retransmit <COUNT>

no radius-server retransmit

MapameTpbl

<COUNT> - konmuyecTBo nepesanpocoB k RADIUS-cepBepy, npuHUMaeT 3HaueHus [1..10].

3HayeHue nNo ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUIeruin
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# radius-server retransmit 5

radius-server timeout

[aHHoIn KomaHaoM 3a4aéTca HTepBaUsl, N0 NCTEYEHMM KOTOPOro YCTPOMCTBO cunTaeT, uto RADIUS-cepsep
HeJOCTyneH.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc
radius-server timeout <SEC>

no radius-server timeout

MapameTpbl

<SEC> - nepvo/i BpeMeHu B CeKyH1ax, NpuHumaeT 3HadeHus [1..30].
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3Ha4yeHune no ymonyaHuio

3 cekyHApbl

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# radius-server timeout 5

retransmit

[aHHoi KomaHaol 3agaéTca KonnyecTBo nepesanpocos K RADIUS-cepeepy, KoTopoe 6yAeT BbINOMHEHO Nepes
BbINOSIHEHMEM 3anpocoBs K cnegytowmnm RADIUS-cepsepam B cnucke.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
retransmit <COUNT>

no retransmit

MapameTpbl

<COUNT> - konmuyecTBo nepesanpocoB k RADIUS-cepBepy, npuHUMaeT 3HaueHus [1..10].

3HayeHue No ymosiMaHuio

He 3afaH, ncnosb3yeTcs 3HaueHne r106asbHOro napameTpa, ON1McaHHOro B pasgene Hactpoiika AAA.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config)# retransmit 5
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security passwords default-expired
[aHHOoI KomaHAoM BKNHOYAETCS 3anpoc Ha CMeHy Naposis No ymonyaHuo ansa nonb3osarens admin.

Micnonb3oBaHune oTpuLaTesibHOW hopMbl KOMaH bl (NO) OTK/KOYAET 3anpoc Ha CMEeHyY Naposst No YMOMYaHUI.

CuHTakcuc

[no] security passwords default-expired

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

3anpoc Ha CMeHy Naposisi Mo YMOTYaHUIO OTK/THOUEH.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# security passwords default-expired

security passwords history

[laHHO KOMaH/I0Vi BK/TOYAETCA PEXMM 3anpeTa Ha UCMo/b30BaHNe paHee yCTaHOB/IEHHbIX Naposei
NoKasIbHbIX Nonb30BaTeseil. B kauecTBe napaMeTpa yKasblBaeTCsl KOJIMYECTBO Naposiell, CoXpaHsieMbIX B
namaTi MapLupyTu3aTopa.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
security passwords history <COUNT>

no security passwords history

MapameTpbl

<COUNT> - Ko/IMyecTBO naposieit, cCoxpaHsaeMblx B naMsAT MapLipytusatopa [0..15]. Mpu yMeHbLLEHUN
[laHHOro 3HaYeHus NULWHKeE, 6o1ee cTapble Naponn yaasiaTCs.

3HayeHue No ymosiMaHuio
1
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# security passwords history 5

security passwords lifetime

[JlaHHOli KOMaHAOo ycTaHaBNMBaETCA BPeMs AeACTBUSI Naposs NI0KasIbHOro nosnb3osatesis. Mpu nonbITke
NOAK/OYEHMS NONb30BATENSA C UCTEKLLUM NaposieM, Nob3oBaTeNb OyAeT Hanpas/eH B PEXUM
NPUHYANTENIbHOW CMEHbI Naponsi.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CunHTtakcuc
security passwords lifetime <TIME>

no security passwords lifetime

MapameTpbl

<TIME> — uHTepBan BpeMeHu AeliCTBUS Naposs B AHAX, NPUHUMAET 3HaueHus [1..365].

3HauyeHue No ymosi4aHuio

Bpems feiicTBMS Naposi NOKasIbHOrO NO/Ib30BaTENs HE OrPaHUYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# security passwords lifetime 30

security passwords lower-case

[aHHoIn KomaHAoW ycTaHaBNNBaAETCA MUHMMasIbHOE KOSIMYECTBO CTPOUHbIX OYKB B Maposie N0KasibHOro
none3oearesnsi, ENABLE-napone, umeHn SMNPv3-nonb3osartens u SMNPv1/SMNPvV2 ¢ KOMbHOHUTH.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
security passwords lower-case <COUNT>

no security passwords lower-case

MapameTpbl

<COUNT> — MnHMMasIbHOE KOMMYECTBO CTPOUHbIX OYKB B Maposie nokanbHoro nosnb3osatens, ENABLE-napone,
nmeHn SMNPv3-nons3osarens 1 SMNPv1/SMNPV2 ¢ kombtoHuTy [0..32].

3HaueHue No yMmosi4aHuio
0

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# security passwords lower-case 2

security passwords max-length

[JaHHol KoMaH0i yCcTaHaB/IMBAETCH OrpaHNYeHre Ha MakCuMasibHYH0 AJIMHY Naposis N10KasIbHOro
nono3osartens u ENABLE-napons.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CunHTtakcuc
security passwords max-length <NUM>

no security passwords max-length

MapameTpbl

<NUM> — MakcumasibHOe KO/IM4ecTBO CMBOJIOB B Naposie, 3aaeTcs B AvanasoHe [1..32].

3HauyeHue No ymosi4aHuio
32

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG
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Mpumep:

esr(config)# security passwords max-length 30

security passwords min-length

[aHHOoI KOMaHAo0W yCcTaHaBNNMBaETCA OrpaHnYeHne Ha MUHUMasIbHYH0 [J/IVHY Naposs I0Ka/IbHOro
nonb3osarensa n ENABLE-napons.

Vicnonb3oBaHue oTpuLaTeNbHO (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOYAHUIO.

CuHTakcuc
security passwords min-length <NUM>

no security passwords min-length

MapameTpbl

<NUM> — MUHMMa/IbHOE KO/IMYECTBO CMBOJIOB B Naposie, 3afaeTcs B AvanasoHe [1..32].

3HayeHue nNo ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUIeruin
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# security passwords min-length 10

security passwords numeric-count

[aHHol KomaHAoM ycTaHaBNNMBaeTCA MUHUMasIbHOE KOSIMYECTBO UMAp B Naposie /I0KasibHOro Nnosib3oBaTtersis,
ENABLE-napone, umenn SMNPv3-nionibzoBatens n SMNPv1/SMNPV2 ¢ KOMbIOHUTW.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTtakcuc
security passwords numeric-count <COUNT>

no security passwords numeric-count

MapameTpbl

<COUNT> — MnHMMasibHOe KoNnM4ecTBo Ludp B napose fiokasbHoro nosnb3osaresnis, ENABLE-napone, nmeHm
SMNPv3-nons3osaresnss 1 SMNPv1/SMNPV2 ¢ kombloHnTH [0..32].
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3Ha4yeHune no ymonyaHuio
0

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# security passwords numeric-count 2

security passwords special-case

[JaHHoi KomaHA0l ycTaHaBIMBaETCA MUHUMa/IbHOE KO/IMYECTBO creumasibHbiX CUMBOJIOB B Napose
nokanbHoro nonb3osaresis, ENABLE-napone, umeHn SMNPv3-nons3osatena n SMNPv1/SMNPv2 ¢
KOMbBIOHUTWN.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
security passwords special-case <COUNT>

no security passwords special-case

MapameTpbl

<COUNT> — MnHMMasIbHOE KOMMYeCTBO crneLnaibHbIX CUMBOJIOB B Naposie NTOKasIbHOTO Mosib30BaTens,
ENABLE-napone, nmenn SMNPv3-nonb3osatens n SMNPv1/SMNPv2 ¢ kombtonuTy [0..32].

3HayeHue No ymosiMaHuio
0

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# security passwords special-case 2
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security passwords symbol-types

[aHHol KomaH0i ycTaHaB/IMBaeTCs MUHVMa/IbHOe KO/IMYEeCTBO TUMOB CYMBOJI0B, KOTOPbIE AO/KHbI
MpycyTCTBOBATL B Naposie siokasibHoro nosb3osartenis, ENABLE-napone, nmeHn SMNPv3-nons3osarens un
SMNPV1/SMNPV2 ¢ KOMbIOHUTN.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CunHTtakcuc
security passwords symbol-types <COUNT>

no security passwords symbol-types

MapameTpbl

<COUNT> — MMHMUMasIbHOE KONNYEeCTBO TUNOB CUMBOJ/IOB B Naposie /I0Ka/IbHOro Nosib3oBaTens,
ENABLE-napone, umenn SMNPv3-nonb3osatens u SMNPv1/SMNPvV2 ¢ KombloHUTK [1..4].

3Ha4yeHue no ymonyaHuio
1

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# security passwords symbol-types 2

security passwords upper-case

[laHHOli KOMaH[o ycTaHaBNMBAETCA MUHMMasIbHOE KONMMUYECTBO NPOMUCHbIX (3arnaBHbIX) GYKB B Napone
nokanbHoro nons3osarens, ENABLE-napone, umeHn SMNPv3-nonb3osatena n SMNPv1/SMNPv2c
KOMbBIOHUTW.

Vicnonb3oBaHue oTpuLaTeNIbHON (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
security passwords upper-case <COUNT>

no security passwords upper-case

MapameTpbl

<COUNT> — MMHMMa/IbHOE KO/IMYeCTBO NPOMNUCHbLIX (3arnaBHbIX) 6YKB B Naposie NoKasibHOro Nosib3oBarens,
ENABLE-napone, nmenn SMNPv3-nonb3osatens n SMNPv1/SMNPv2 ¢ kombtonuTu [0..32).

167



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

3Ha4yeHune no ymonyaHuio
0

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# security passwords upper-case 2

security snmp-community max-length
[aHHoI KomaHAol yCcTaHaBIMBaETCS orpaHnyeHme Ha MakcumMasnbHyo asimHy SMNPv1/SMNPV2 ¢ KOMbIOHUTN.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
security snmp-community max-length <NUM>

no security snmp-community max-length

MapameTpbl

<NUM> — makcMmasibHoe KOMIMYeCcTBO CUMBOJIOB B KOMbIOHUTY, 3aAaeTcs B AnanasoHe [1..128].

3HauyeHue No ymosiuaHuio
128

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# security snmp-community max-length 30

security snmp-community min-length
[aHHoi KomaHAoM ycTaHaBNMBaETCS orpaHnyeHne Ha MUHUMasbHy gsinHy SMNPv1/SMNPV2 ¢ KOMbIOHUTW.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
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CuHTakcuc
security passwords min-length <NUM>

no security passwords min-length

MapameTpbl

<NUM> — MUHUMa/IbHOE KO/IMYECTBO CYMBOJIOB B KOMbIOHWUTY, 3a4aeTcs B AnanasoHe [1..128].

3HauyeHue No yMmo4aHuio
1

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# security snmp-community min-length 10

show aaa accounting

[JlaHHas komMmaHza No3BO/ISIET NPOCMOTPETb HACTPOEHHbIE NapaMeTpbl yyeTa.

CuHTakcuc

show aaa accounting

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
ROOT

Mpumep:

esr# show aaa accounting
Login : radius
Commands : tacacs
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show aaa authentication

[laHHas KomMaHa No3BO/SIET MPOCMOTPETb CNCKM CNOCO60B ayTEHTUMKALUM NOSb30BATENEN, a TAKKe
aKTVBHbIE CMUCKU KAXA0ro Tna TePMUHaUIOB.

CuHTakcuc

show aaa authentication

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show aaa authentication
Login Authentication Method Lists

default local
Enable Authentication Method Lists

default enable
Lines configuration

Line Login method list Enable method list
console default default
telnet default default
ssh default default

show aaa Idap-servers

JaHHaa komaHga Nno3BossgeT NpocMoTpeTb napameTtpsl LDAP-cepBepos.

CuHTakcuc

show aaa ldap-servers

MapameTpbl

KomaHga He cogepXuT napameTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show aaa ldap-servers

Base DN: dc=example,dc=com

Root DN: cn=admin,dc=example,dc=com
Root password: CDE65039E5591FA3

Naming attribute: uid

Privilege level attribute: priv-1lvl

User object class: posixAccount

DSCP: 63

Bind timeout: 3

Search timeout: 0

Search scope: subtree

IP Address Port Priority
10.100.100.1 389 1

show aaa radius-servers

JaHHaa komaHga no3BossgeT npocMoTpeTb napameTpbl RADIUS-cepBepoB.

CuHTakcuc

show aaa radius-servers

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
ROOT
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Mpumep:

esr# show aaa radius-servers

Timeout: 3

Retransmit: 1

DSCP: 63

IP Addres Timeout Priority Usage Key

2.2.2.2 -- 1 all 9DA7076CA30B5FFEODCIC4
2.4.4.4 -- 1 all 9DA7076BA30OB4EFCES

show aaa tacacs-servers

JaHHas komaHga no3sonseT npocmoTpeTb napameTpbl TACACS-cepBepoB.

CuHTakcuc

show aaa tacacs-servers

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show aaa tacacs-servers

Timeout : 3

DSCP: 63

IP Address Port Priority Key

10.100.100.1 49 1 CDE65039E5591FA3

10.100.100.5 49 10 CDE65039E5591FA3
show users

JaHHaa komaHaa no3BosigeT NPOCMOTPETL akTUBHbIE CeCcCUn nonb3oBaTesiein CMcTeMbI.

CuHTakcuc

show users

MapameTpbl

KomaHga He coaepXuT napameTpos.
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Heo6xoauMbIii ypoBeHb NpuBUIerui

1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show users
SID User name
Timers Login/Priv

0 * admin
29:59/00:00:00 15
1 admin
25:08/00:00:00 15
2 admin

29:56/00:00:00 15

show users accounts

Logged 1in at
26/06/23 15:47:38
26/06/23 15:48:08

26/06/23 15:52:47

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

Protocol

SSH

Telnet

Console

192.168.1.44

192.168.1.44

Console

[JlaHHas komMmaHza No3BO/ISIET NPOCMOTPETb KOHPUIYpaLMo Nob3oBaTeneli CUCTEMbI.

CuHTakcuc

show users accounts

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii

10

KomaHZHbIi pexum
ROOT

00:

00:

00:
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Mpumep:

esr# show user accounts
Name Password Privilege

admin $6$1sxrvGaV8Za8oX/KSYNel5xYPZ4c] 15
bemYWYNpQBQKDXWE9vOaoKgQ
KRCEbOEMNuUuusO9Kmg7UBs7TnA3buEM87e
Eu.rA6tzqo

techsupport $6SYfwntIwUSah7UxPZTemKhjpSWvVsV 15
9jHcp. 9lweQaSldw7ZtUr
uH66UZXx9.EBASTf//hUj80bUaC484TNR
X.

remote $6SYfwntIwUSah7UxPZTemKhjpSWvVsV 1
9jHcp. kgFAK.vmvyY9lweQaSldw7ZtUr
uH66UZXx9.EBASTf//hUj80bUaC484TNR
X.

operator $6SeIlpbbyRxedCzvVD$4RHPO8MjXVNT 1
urX7V/ULCZ1loHIWMwEGh5f
zgwZQUZcPoZCEyaqQQqCicRMRuPwhxrQ
bvGChWrewWl

show users blocked

[JaHHasi KoMmaHa No3BossieT NPoCMaTpPMBaTL CMCOK MO/b30BaTeNEeN, A5 KOTOPbIX Obl1 BBEAEH
HenpaBU/bHbI Naposb. Monb3oBaTenb yaanseTcs U3 cnucka nocne BeBoJa NpasuibHOTO Naposns npw
ayTeHTUdMKaLumn.

CuHTakcuc

show users blocked [ <NAME> ]

MapameTpbl

<NAME> — nms nosnb3oBarens, 415 KOTOPOro Heo6XxoANMMO 0TO6Pa3nUTb CTATUCTMKY HENPaBU/bHbLIX NOMbITOK
ayTeHTUdmKaumm, 3agaétca CTpokoin go 31 cumeona.

Be3 ykazaHusa MMeHN Nonb3oBaTtesis 0TobpaxaeTcs BCS Tab/mua HenpaBW/ibHbIX MOMbITOK ayTEHTUUKALMN.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show users blocked
User name Failures Latest failure From

tester 4 10/09/17 08:29:42 0.0.0.0
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source-address

[aHHoii komaHaon onpegensietca IPv4/IPv6-agpec maplupytusaropa, KoTopblil 6yaeT NCnosib30BaTbCs B
kayecTtBe IPv4/IPv6-afpeca NCTOYHUKA B OTNPaB/IsieMbIX NakeTax Ha KoHpurypupyemblii AAA-cepsep.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) yaanseT ykasaHHblii IPv4/IPv6-agpec NCToYHMKa.

CuHTakcuc
source-address { <ADDR> | <IPV6-ADDR> }

no source-address

MapameTpbl

<ADDR> - IP-agpec nctoyHuka, 3agaétcs B sunge AAA.BBB.CCC.DDD, rge kaxaasi 4acTb NPUHUMAET 3HAYEeHUA
[0..255];

<IPV6-ADDR> - IPv6-agpec nctouHuka, 3agaétca B suge X:X:X:X::X, rae kaxgasa 4acTb NpUHMMaET 3Ha4YeHUs B
LecTHaguarTepmyHom cpopmare [0..FFFF].

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-RADIUS-SERVER
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER

Mpumep:

esr(config-radius-server)# source-address 220::71

source-interface

[aHHoin KomaHaoW onpeaensieTcsa nHTepdeiic v TyHHeNb MapwpyTunsartopa, IPv4/IPvée-agpec koToporo
6yneT ncnonb3oBartbcA B kadyecTse IPv4/IPv6-agpeca NCTOYHMKA B OTNPaB/ISieMbIX NakeTax Ha
KoHGurypupyemsbliii AAA-cepsep.

Vicnonb3oBaHme oTpuuaTesibHoli (DOpPMbl KOMaHAbl (N0) yaanseT yKasaHHbli UHTepdeiic N TyHHe b.

CuHTakcuc
source-interface { <IF> | <TUN> }

no source-interface

MapameTpbl

<IF> — nmsa nHTepdelica ycTponcTea, 3agaéTtcs B BUAE, ONMcaHHOM B pasgene Turbl 1 Nopsifok MMeHoBaHn:A
NHTepdIelicoB MapLLPyTM3aTopa;

<TUN> — umsi TyHHensi yCTPOICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiiok MeHoBaHusA
TYHHenel mapLupyTusartopa.

175



Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-RADIUS-SERVER
CONFIG-TACACS-SERVER
CONFIG-LDAP-SERVER

Mpumep:

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

esr(config-radius-server)# source-interface gigabitethernet 1/0/1

system configuration-exclusively

[aHHOoI KomaHAoW BKNOYaeTCs orpaHnyeHne konuyectaa ceccuii CLI o ogHo.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc

[no] system configuration-exclusively

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

OTK/I0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# system configuration-exclusively

tacacs-server dscp

KomaHga 3agaét 3HaveHue koga DSCP ansa ucnonb3oBanus B IP-3aronoske ncexogawmx naketos TACACS-

cepsepa.

Vicnonb3oBaHue oTpuuaTesibHoli (DOPMbI KOMaH bl (N0) ycTaHaBIMBaeT 3HadeHre DSCP no ymonuaHuio.
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CuHTakcuc
tacacs-server dscp <DSCP>

no tacacs-server dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHumaet 3HadyeHus B gmanasoHe [0..63].

3HauyeHue No ymosiuaHuio
63

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# tacacs-server dscp 40

tacacs-server host

[aHHaa komaHga ncnonb3yetca s gobasneHns TACACS-cepBepa B CNUCOK UCMNO/b3yEMbIX CEPBEPOB U
nepexoga B koMaHgHbI pexxum TACACS SERVER.

Micnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaH bl (N0) yaanseT 3agaHHblii TACACS-cepBep.

CuHTakcuc
[no] tacacs-server host { <ADDR> | <IPV6-ADDR> } [ vrf <VRF> ]

MapameTpbl
<VRF> - nmsa ak3emnnsipa VRF, 3agaetcsa cTpokoii o 31 cumsona.

<ADDR> - IP-agpec TACACS-cepBepa, 3agaétcsa B Buge AAA.BBB.CCC.DDD, rge kaxgasa yactb NpUHUMaeT
3HaueHus [0..255].

<IPV6-ADDR> — IPv6-agpec TACACS-cepBepa, 3agaétcs B Buge X:X:X:X::X, rge kaxgasi 4acTb npuHUmaeT
3HauYeHus B LecTHaauaTepuyHom dpopmarte [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG
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Mpumep:

esr(config)# tacacs-server host 10.100.100.1
esr(config-tacacs-server)#

tacacs-server timeout

[aHHoi KomaHaol 3aaéTca MHTepBaUT, N0 UCTEYEHMM KOTOPOro YCTPOMCTBO cuntaeT, uto TACACS-cepeep
HeLOCTYyneH.

Vicnonb3oBaHue oTpuLaTeNbHO (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOYAHUIO.

CuHTakcuc
tacacs-server timeout <SEC>

no tacacs-server timeout

MapameTpbl

<SEC> - nepviofi BpeMEH B CEKyH1aX, NpMHMMAaeT 3HadeHus [1..30].

3HayeHue No ymosiMaHuio

3 CeKyHAbl.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# tacacs-server timeout 5

tech-support login enable

[aHHOoI KOMaHAo0M BKNHOYAETCHA HU3KOYPOBHEBbIN yAaNeHHbIn 4OCTYN K CUCTEME C NOMOLLbIO Nosib30BaTess
«techsupport». H13KoypOBHEBbIN AOCTYN K CUCTEME NMO3BO/UT NOYUUTb TEXHMYECKONM NOAAEPXKKE BCHO
HeobxooUMYH MHd)OpMaLIMIO, Korga aTo Heo6Xxo4MMO.

Vicnonb3oBaHue oTpuuaTesibHO hopMbl KOMaHbl (NO) BbIK/THOYAET HU3KOYPOBHEBbIN yAaIeHHbIV AOCTYN K
cUcTEMeE C MOMOLLbIO Nosib3oBatens «techsupport».

CuHTakcuc

[no] tech-support login enable
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG

Mpumep:

esr(config)# tech-support login enable

timeout

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[JaHHoi KomaHaol 3aaéTcsa MHTepBasl, N0 UCTEYEHMM KOTOPOro YCTPOMCTBO cuntaet, uto RADIUS-cepeep

HeZlOCTYmeH.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
timeout <SEC>

no timeout

MapameTpbl

<SEC> - nepviofi BpEMEH B CEKyH1aX, NpMHMMaeT 3HadeHus [1..30].

3HayeHue No ymosiMaHuio

He 3apaH, ncnonb3yeTcs 3HaueHne r1106a/1bHOro TaiMepa, ONMcaHHOro B pasaene HacTpoiika AAA.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# timeout 7
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usage

[aHHas KomaHga onpefenseT TUN CoeAVHeHW ANa ayTeHTudrKaumm KoTopbix 6yaeT NCNob30BaThCA
RADIUS-cepsepa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
usage { all | aaa | auth | acct | pptp | 12tp }

no usage

MapameTpbl
all — Bce Tvnbl coeanHeHWiA;

aaa — RADIUS-cepBep 6yaeT ncnosb3oBaTbCs A8 ayTeHTugnKaummn, asTopmsaumm n yyerta telnet-, ssh-,
console-ceccuii;

auth — RADIUS-cepBep 6yaeT ncnonb3oBatbCs A8 ayTeHTMdMUKaUMmM 1 asTopusaumm telnet-, ssh-,
console-ceccuii;

acct — RADIUS-cepBep 6yaeT ucnonb3oBatbcs Ans yyeta telnet-, ssh-, console-ceccuis;

pptp — RADIUS-cepBep 6yaeT ucnonb3oBaTbCa AN ayTeHTUmKauumn, aBTopusaunm 1 yyeta yaasieHHbIX
nonb3oBaTtenen, nogxknyarLwmxca no npotokony PPTP;

I2tp — RADIUS-cepBep 6ygeT ncnonb3oBaTbes 415 ayTeHTUhmKaumm, asTopusanmmn 1 yyeta yaaneHHbIX
nonb3oBartenen, nogknyarwmxcsa no npotokony L2TP over IPsec.

3Ha4yeHune no ymonyaHuio

all

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-RADIUS-SERVER

Mpumep:

esr(config-radius-server)# usage pptp

username

,ﬂ,aHHOVI KOM&HAOVI BbINOJ/THAETCA p,06anIeHl/le nosib3oBartesia B JIOKaJ/1IbHYHO 6a3y nonb3oBarenei n
OCYLLECTB/IAETCA Nepexo B peXmMm HaCTpOIZKM napamMmeTpoB NoJsib3oBaresis.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaansieT nob3oBaTens U3 CUCTEMBI.

CuHTakcuc

[no] username <NAME>
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
MapameTpbl

<NAME> — nms nonb3oBarens, 3agaértcsa cTpokoit o 31 cumeona. Ecnv ncnonb3oBatb KOMaHay Ans
yaaneHus,, To Npu ykasaHum 3HaveHus «all» 6yayT yaaneHbl Bce nonb3oBaTeni.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# username test
esr(config-user)#
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MexceTeBble 3KpaHbl cepun ESR. CnpaBoyHmK kKomaHg, CLI

12 KoHchurypupoBaHue 1 MOHUTOPUHI MHTEpPencosB

+ O6uwme KoMaHabl
+ clear interfaces counters
+ description
+ history statistics
* interface
* ip tcp adjust-mss
+ load-average
* mode
* mtu
* rate-limit arp-broadcast
* rate-limit arp-broadcast pps
+ show interfaces counters
+ show interfaces description
+ show interfaces history
+ show interfaces status
+ show interfaces utilization
+ show system jumbo-frames
+ shutdown
+ speed
+ switchport dot1q ethertype egress stag
+ switchport mode
+ system jumbo-frames
+ dusnyeckme nHTepencol
« snmp trap link-status
+ show interfaces protected-ports
+ show interfaces sfp
+ show interfaces switch-port configuration
+ show interfaces switch-port status
+ threshold rx-utilization
+ threshold rx-utilization monitoring
+ threshold tx-utilization
+ threshold tx-utilization monitoring
+ switchport community
+ switchport protected
+ switchport protected-port
+ ArpervpoBaHHble MHTepdelichl
+ channel-group
* lacp port-priority
* lacp system-priority
* lacp timeout
+ port-channel load-balance
+ show interfaces port-channel
+ show lacp counters
+ show lacp interfaces
+ show lacp parameters
* E1/multilink
* enable
* ip tcp header-compression
* ip tcp compression-connections
* min-frag-size
* mrru
+ password
* ppp authentication chap
* ppp chap hostname
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ppp chap password

ppp chap refuse

ppp chap username

ppp ipcp accept-address
ppp ipcp remote-address
ppp max-configure

ppp max-failure

ppp max-terminate

ppp mru

ppp multilink

ppp multilink-group

ppp timeout keepalive
ppp timeout retry

show controllers e
switchport e1 slot
switchport e1 clock source
switchport e1 crc
switchport e1 framing
switchport e1 invert data
switchport e1 linecode
switchport e1 timeslots
switchport e1 unframed
switchport mode e1

* MocnepgoBaTtesibHble NHTEPEIACHI

chat-script

clear line aux
databits

dialer

dialer idle-timeout
dialer in-band
dialer map

dialer string
flowcontrol

line aux

modem inout
parity

show line aux
speed

stopbits
transport telnet port

+ BecnpoBogHble MoAEMbI

allowed-auth
allowed-mode
apn

cellular modem
cellular profile
device

enable
ip-version

mru

number
password

pin
preferred-mode
profile

show cellular configuration modem

MexceTeBble 3KpaHbl cepun ESR. CnpaBoyHmK kKomaHg, CLI
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MexceTeBble 3KpaHbl cepun ESR. CnpaBoyHmK kKomaHg, CLI

+ show cellular configuration profile
+ show cellulas status modem
. user
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MopsifoK MMeHOoBaHMA NHTePdENCOB MapLLpyTU3aTopa onucaH B pasgesne Tunbl 1 NopsaoK MMEHOBaHNS
NHTephelricoB MapLupyTusaropa.

KomaHpapbl, BBEAEHHbIE B pEXMMe KOH(UIypupoBaHusi nHTepdoelica (rpynnbl MHTEPKECcoB), NPUMEHSIHOTCS K
BblGpPaHHOMY MHTepdeiicy (rpynne nHTepgeiicos).

O6wue KoMmaHAbl

clear interfaces counters

[aHHo KomaHa0l OCyLECTBNSAETCHA COPOC CHETUMKOB 3a[aHHOIO CUCTEMHOTO MHTEpdielica nnu rpynnbl
NHTepdelicos.

CuHTaKkcuc

clear tinterfaces counters [<IF>]

MapameTpbl

<IF> — HameHOBaHMe CUCTEMHOrO HTepdeica uaun rpynnbl UHTepdencos, 3agaéTcs B BUAe, ON1MCaHHOM B
pasgene Tunbl U NOPAAOK UMEHOBaHUS MHTEPENCoB MapLupyTusarTopa.

MOXHO yKa3aTb HECKOJ/IbKO MHTephelicoB nepevncneHnem yepes «,» MMbo ykasatb gmanasoH UHTepdeincos
yepes «-». Ecnn He ykasbiBaTb MHAEKCHI MHTEPhelicoB, TO ByAyT OUMLLEHbI CHETUNKM BCEX NHTEPAIENCOB
3alaHHo rpynnbl. Mpy BbINONHEHUM KOMaHAb! 6€3 NapameTpa 6yayT OUULLEHbI CHETHUKM BCEX CUCTEMHbIX
NHTepdencos.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZAHbIi pexum
ROOT

Mpumep:

esr# clear interfaces counters gigabitethernet 1/0/5

description
[laHHas KomMmaHAa Ucnonb3yeTcs A1 U3MEHEHUS ONMCaHMS KOHQIUTYPUPYEMOro MHTepdielica.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT ycTaHOB/IEHHOE OMNCaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHune nHtepelica, 3a0aétcsa CTpoKoin fo 255 cMMBO/IOB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE

CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK
CONFIG-SERVICE-PORT
CONFIG-CELLULAR-PROFILE
CONFIG-CELLULAR-MODEM
CONFIG-VOICE-PORT
CONFIG-VOIP-PROFILE

CONFIG-LINE-AUX '

Mpumep:

esr(config-if-gi)# description "Uplink interface"

& 1 Tonbko anis ESR-21.

history statistics

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[laHHOI KOMaHAoV BK/KOYAETCS 3anncb CTAaTUCTUKMN UCNOMb30BaHMS TEKYLLIEro UHTepdeiica.

Mcnonb3oBaHue oTpuuaTenbHol hopmbl KoMaHbl (N0) OTK/IOYAET 3amnnCb CTATUCTUKU UCNOb30BaHUS

TeKyLlero nHrepdeica.

CuHTakcuc

[no] history statistics

MapameTpbl

OTcyTCTBYIOT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-MULTILINK
CONFIG-E1
CONFIG-BRIDGE
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-if-gi)# history statistics
esr(config-if-gi)#

interface
[laHHas KoMaHAa No3BOJISIET NEPENTU B PEXUM KOH(PUIYPUPOBaHUSI OIHOMO UK 6oee HTepPgEelicoB.

Micnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) BOCCTaHaB/IMBAET HACTPOViKM UHTepdpelica no
YMO/TYaHWIO.

CuHTakcuc

[no] interface <IF>

MapameTpbl

<IF> — HaMmeHoBaHWe MHTepdpelica UM rpynnbl MHTEPMEIICOB, 3aA4aéTCs B BU/e, ONCaHHOM B pasaene Turbl
1 NOPAA0K MMEHOBaHMA MHTEPGIEICOB MapLLpyTM3aTopa.

© Ha mapwpyTtnsatopax ESR-1000 He noaaepxusaeTtcsa paboTa moayneii TOPGATE-WAN-E1 ¢
annapatHoli Bepcueli (hardware revision) 812.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep 1

Mepexon B pexum KoHdurypupoBaHus Ethernet-untepdoeiica gi 1/0/20:
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esr(config)# interface gigabitethernet 1/0/20
esr(config-if-gi)#

Mpumep 2

Mepexon B pexum KoHdurypupoBaHus Ethernet-untepdoeiica te 1/0/2:

esr(config)# interface tengigabitethernet 1/0/2
esr(config-if-te)#

Mpumep 3

Mepexod B PEXUM KOHDUIYpYpPOBaHUSA BUPTYasIbHOTO MHTepeiica:

esr(config)# interface loopback 5
esr(config-loopback) #

Mpumep 4

Mepexoa B pexum KOHUrypnpoBaHus cab-nHtepgeiica:

esr(config)# interface gigabitethernet 1/0/20.20
esr(config-subif)#

Mpumep 5

Mepexof B pexuM KOHUryprpoBaHus nHtepdeiica port-channel 2:

esr(config)# interface port-channel 2
esr(config-port-channel) #

Mpumep 6

Mepexoa B pexum KoHurypnpoBaHus nHtepdgeica el 1/0/1:

esr(config)# dinterface el 1/0/1
esr(config-el)#

Mpumep 7

Mepexopn B pexumM KoHUrypmpoBaHus nHtepdeica multilink 1:

esr(config)# interface multilink 1
esr(config-multilink)#
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ip tcp adjust-mss

[laHHoI komaHaol NnepeonpeaensieTcst 3HaveHme nonsa MSS (Maximum segment size) Bo Bxogswmx TCP-
nakeTax.

Mcnonb3oBaHue oTpuuaTenbHoli hopmbl kKoMaHbl (N0) OTK/IIOYAET KOPPEKTMPOBKY 3HaueHue nonst MSS.

CunHTtakcuc
ip tcp adjust-mss <MSS>

no ip tcp adjust-mss

MapameTpbl

<MSS> — 3HaueHune MSS, nprH1UMaeT 3HaueHust B ananasoHe [500..1460].

3Ha4yeHue no ymonyaHuio
1460

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK

Mpumep

esr(config-if-gi)# ip tcp adjust-mss 1400

load-average

[aHHol KomaHAOo ycTaHaBIMBaAETCS UHTEPBa/T BPEMEHW, MO KOTOPOMY MPOUCXOAUT pacyeT yTunamsauum
NHTepdeiica.

Vicnonb3oBaHue oTpuLaTesibHON PopMbl KOMaHAbl yCTaHaBNMBAET 3HAUYEHME M0 YMONYaHUIO.
CuHTakcuc

load-average <TIME>

no load-average
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MapameTpbl

<TIME> — uHTepBasn B ceKyHAax, NprHMMaeT 3HaueHus [5..150].

3HayeHue No ymosiMaHuio
5

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-E1
CONFIG-MULTILINK
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-if-gi)# load-average 30

mode

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[aHHoI KomaHAoW yCcTaHaBNNBAETCA PeXMM paboTbl IN3NYECKOro/arpernpoBaHHOro MHTepgieinca.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) yCTaHaB/IMBa€ET 3HA4YEHNE peXnma no ymosiHaHuto.

CuHTakcuc
mode <MODE>

no mode

MapameTpbl

<MODE> - pexum paboTbl ou3nyeckoro/arpermpoBaHHoro nHTepdenca, NpMHUMaeT 3Ha4YeHns:
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+ switchport — yctaHaBnvBaeT L2-pexum. Bo3MOXHO pa3pelueHue vlan, Ho 3anpeliaeTt HasHaveHue IP-
agpeca n cosaHue cab/qing-mHTepdeicos.

* routerport — yctaHaBnusaeT L3-pexumm. BoamoxHO HazHauyeHune IP-agpeca n co3gaHue cab/qing-
NHTepdencos, HO 3anpeLLeHo paspeLleHune vlan Ha uHTepdeiice.

+ hybrid — Bo3mMmoxHO paspelueHue vlan, HasHaueHune IP-agpeca u cosgaHue cab/qing-Htepdeiicos ' .

3HaueHue No yMmo4aHuio

routerport

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# mode switchport

a JocTynHO TonbKo Ha MapupyTtusatopax ESR-1000/1500/1511.

mtu
[laHHoli komaHAoit ykasbiBaeTcst pasmep MTU (Maximum Transmition Unit) ana nHtepdeiicos.

Micnonb3oBaHune oTpuLaTesibHol hopMbl KOMaHbl (NO) ycTaHaBIMBaeT 3HadeHne MTU no ymonyaHuto.

CuHTaKkcuc
mtu <MTU>

no mtu

MapameTpbl

<MTU> - 3HaueHvne MTU B 6aiiTax, NpYHUMAET 3HAYEeHNS B AManas3oHe:

ESR-20/21/30 - [552..9500],

ESR-100/200/1000/1500/1511 - [552..10000],

ESR-3200 - [552..9190].

Ons Serial, ET n multilink-nHtepdbelicos — [552-1500] anst Bcex Mmoaeneit MapLupyT13aTopOB.

3HaueHuna MTU 6onee 1500 MOXHO BbICTaBASATb TONIbKO NPY BKNKOYEHHOW nogaepxke Jumbo-pelimos,
onucaHHol B pasgene system jumbo-frames.

3HayeHue No ymosiMaHuio
1500
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-E1
CONFIG-MULTILINK
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-if-gi)# mtu 1400

rate-limit arp-broadcast

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[aHHOI KOMaHAoM BKNHOYaAETCS orpaHnYeHne npuema arp-3anpocos Ha bridge-nHtepdelice.

Mpu Mcrnonb3oBaHUM OTpULATESIbHON (DOPMbI KOMaH/bI (NO) OTK/IOYAETCS OrpaHMyeHne NprMemMa arp-3anpocoB

Ha bridge-nHtepdelice.

CuHTakcuc

[no] rate-limit arp-broadcast

MapameTpbl

OrtcyTCTBYIOT.

3HauyeHue Nno ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE
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Mpumep:

esr(config-bridge)# rate-limit arp-broadcast

rate-limit arp-broadcast pps

[ aHHOi KOMaH/10¥i ycTaHaB/IMBAETCS MaKCMMaslbHbIi MOPOr NpMeMa arp-3anpocoB Ha bridge-uHtepdeiice.

[JaHHblli napaMeTp paboTaeT TO/IbKO NpY BK/IKOYEHHOM PEXUMe orpaHuyYeHnst nprema arp-3anpocoB Ha bridge-

NHTepdeiice.

Mpu MCMonb30BaHUM OTPULATENbHON (DOPMbI KOMaH/bl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOMYAHUIO.

CunHTakcuc
rate-1limit arp-broadcast pps <PPS>

no rate-limit arp-broadcast pps

MapameTpbl

<PPS> — KonM4ecTBO arp-3anpocoB., 3a4aeTcs B AnanasoHe [1..65535].

3HauyeHue No ymosiuaHuio
100

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-BRIDGE

Mpumep:

esr(config-bridge)# rate-limit arp-broadcast pps 2000

show interfaces counters

KomaHoi BbINO/THAETCS NPOCMOTP CHETYMKOB Ha CUCTEMHbIX MHTEpdielicax: nopTax, cab-uHTepgencax,

rpynnax arperayuu, CeTeBbIX MOCTaXx.

CuHTakcuc

show interfaces counters [ <IF> ]

MapameTpbl

<IF> - nms nHTepdelica ycTpoiicTBa, 3a4aéTcs B BUAe, ONCAHHOM B pasaesne Turbl 1 Nopsfok MMEHOBAHNS

NHTephelricoB MapLupyTusaropa.
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KomaHga oTo6paxaeT CYETUMKI [/151 MOPTOB MapLLpyTU3aTopa, Cab-MHTepdeiicoB 1 TYHHE bHbIX

NHTEpPdENCOoB.

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

MOXHO yKa3aTb HECKO/IbKO MHTepdpeiicoB. EC/in He yKasbiBaTb UHAEKCHI MHTEPeicoB, To 6yAyT OTOGPaXKEHbI

CUETUMKM BCEX MHTEPDEICOB 3a4aHHOli rpynnbl. ECnv 3aaaH onpefenéHHblii nHTepdelic, To Gyaet

oToGpaxeHa AeTanbHasi MHhopMaLms no AaHHoMY MHTepdeiicy. Mpu BbiNoNHEHUM KOMaHabl 6e3 napaMeTpa
OyayT NoKasaHbl CYETUMKI BCEX CUCTEMHBIX MHTEPAIEiCOoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui

1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show interfaces counters gi

Interface UC recv
gil/o/4 0
gil/o/5 0
gil/o/6 0
Interface UC sent
gil/o/4 0
gil/o/5 1138
gil/o/6 0

esr# show interfaces counters gi
Packets received:

Bytes received:

Dropped on receive:
Receive errors:

Multicasts received:
Receive length errors:
Receive buffer overflow errors:
Receive CRC errors:
Receive frame errors:
Receive FIFO errors:
Receive missed errors:
Receive compressed:
Packets transmitted:

Bytes transmitted:

Dropped on transmit:
Transmit errors:

Transmit aborted errors:
Transmit carrier errors:
Transmit FIFO errors:
Transmit heartbeat errors:
Transmit window errors:
Transmit comressed:
Collisions:

show interfaces description

gabitethernet 1/0/4-6

Bytes recv Errors recv MC recv
0 0 0

0 0 0

0 0 0

Bytes sent Errors sent

0 0

393748 0

0 0

gabitethernet 1/0/4
(0]

ool oo oo oMooMoolMNolololNoNoNoMNooMoNoNo)

KomaHga ncnonb3yetcs 415 NPOCMOTPa ONMCaHnsl CUCTEMHbIX MHTepdhelicoB.
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CuHTakcuc

show 1interfaces description [ <IF> ]

MapameTpbl

<IF> — nmsa nHTepdpelica ycTponcTea, 3aaéTcs B BUAE, ONUCaHHOM B pasaene Tunbl 1 NopsaoK MMeHOBaHUA
NHTepdhelicoB MapLUupyTu3aropa.

B komaHAe MOXHO yka3aTb HECKO/IbKO MHTepdencoB. ECnn He ykasbiBaTb MHAEKCHI MHTEPENCOB, TO ByayT
0TOBpaXeHbI CTaTyCbl BCeX MHTEPIENCOoB 3a4aHHOoN rpynnbl. Mpy BbINOIHEHUN KOMaHAbl 6€3 NapameTpa
6yayT NnokasaHbl ONUCaHNA BCEX CUCTEMHbIX MHTEPhencos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show interfaces description gigabitethernet 1/0/4-5
Interface Admin Link Description
State State

gil/0/4 Up Down Link to NSK
gil/0/5 Up Down Link to MSK

show interfaces history

KomaHga NCNoNb3yeTCA AOJ1A NMPOCMOTpPa CTaTUCTUKN UCNOJTb30BaHUA I/IHTep(,bel\/llca.

CuHTakcuc

show interfaces history [<KIF>] [timer <TIMER>]

MapameTpbl

<IF> — HaMmeHoBaHWe MHTepdpelica UK rpynnbl MHTEPKEIICOB, 3aAaéTCs B BU/e, ONCAHHOM B pasaene Turbl
1 NOPAA0K MMEHOBaHMA MHTEPAIEICOB MapLLpyTM3aTopa.

<TIMER > — He 0653aTenbHbIi Kod timer. B kauecTBe napaMeTpoB A5 AAaHHOI0 K/itoda MOryT BbICTYNaThb:

+ hours oTo6paxaeTt UCTopu1IO 3a nocnegHme 72 yaca,

* minutes oTo6paXxaeT NCTopUIo 3a nocneaHne 60 MUHYT,

+ seconds oTo6paxaeT UCTopuIo 3a nocnegHne 60 cekyHa,

* MpW OTCYTCTBMM KNtoya timer BbIBOASATCS 3 TabNMLbl UCTOPUM UCMONIb30BAHNUSA TYHHeNs(ei).

Heo6xoauMbIii ypoBeHb NpuBUIerui
5
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# show interfaces history gi 1/0/1 timer minutes

gil/o/1

Last 60 minutes:

Timer Recv utilization, Kbit/s Sent utilization, Kbit/s Recv errors Sent errors Output
drops

0-1 240 16 0 0 0
1-2 961 64 0 0 0
2-3 962 64 0 0 0
3-4 962 64 0 0 0
4-5 960 64 0 0 0
5-6 961 64 0 0 0
6-7 719 64 0 0 0
7-8 960 64 0 0 0
8-9 800 65 0 0 0
9-10 962 64 0 0 0
10-11 865 64 0 0 0
11-12 962 64 0 0 0
12-13 817 65 0 0 0
13-14 962 65 0 0 0
14-15 961 65 0 0 0
15-16 880 60 0 0 0
16-17 960 63 0 0 0
17-18 ©O 0 0 0 0
18-19 © 0 0 0 0
19-20 ©O 0 0 0 0
20-21 © 0 0 0 0
21-22 0 0 0 0 0

show interfaces status

KoMaHaa nucnosb3yercs A1t NpoCcMOoTPa COCTOSIHMS CUCTEMHbIX MHTePdDEeicoB.

CuHTakcuc

show interfaces status [<KIF>]

MapameTpbl

<IF> — nma nHTepdelica ycTponcTea, 3a4aéTtca B BUAE, ONMCaHHOM B pasgene Turbl 1 nopsifok MMeHoBaHNs:A
NHTepdhelicoB MapLUpyTusaropa.

B komaHAe MOXHO yka3aTb HECKO/IbKO MHTepdeincoB. Ecnv He ykasbiBaTb MHAEKCHI MHTEPENCOB, TO ByayT
OTOBpaXeHbI CTaTyCbl BCeX MHTEpdIencoB 3aaaHHOol rpynnbl. ECnn 3aaH KOHKPETHbI MHTepdieiic, To byaeT
oTO6paxeHa AeTasibHast MHopmaumsa No gaHHoOMy nHTepdelicy. Mpu BbINOHEHUN KOMaHAbI 6e3 NnapameTpa
6yayT NnokasaHbl CTaTyCbl BCEX CUCTEMHbIX UHTEPIENCOB.

Heob6xoauMbIii ypoBeHb NnpuBuierui
1
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# show interfaces status gigabitethernet 1/0/1-2
Interface Admin Link MTU MAC address Uptime
state state

gil/o/1 Up Down 1500 a8:f9:4b:aa:53:fc -=
gil/0/2 Up Up 1500 a8:f9:4b:aa:53:fd 15 hours, 17 minutes and 52
seconds

show interfaces utilization

KoMaHaa nucnosb3yercs A1t NpoCcMoTpa TeKyLLEen Harpy3kn Ha onusnyecknx nHTepgelicax.

CuHTakcuc

show interfaces utilization [ <IF> ]

MapameTpbl

<IF> — nms chnsnyeckoro nHTepdoeiica ycTpoiicTea, 3aaéTcs B BUAE, ONMCAHHOM B pasaene Turbl 1 nopsifokK
VIMEHOBaHUS MHTEPDEiCOB MapLUpyTH3aTopa.

MOXHO yKa3aTb HECKO/IbKO UHTEPhENCoB NepeyncieHneM Yyepes 3ansTylo «,» MO0 ykasaTb guanas3oH
NHTepelicos yepes aedmc «-». ECnm He ykasbiBaTb MHAEKCHI MHTEPGECOB, TO ByAeT oTobpaXeHa TekyLas
Harpyska A/1a Bcex uHTepcencos 3agaHHon rpynnbl. Mpu BeINO/IHEHMM KOMaHAb! 6€3 napameTpa 6yaeT
nokasaHa TekyLasa Harpyska g5 Bcex pmanyeckmnx nHTepdeiicos.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show interfaces utilization gigabitethernet 1/0/3-5,1/0/9

Port Period, s Sent, Recv, Frames Sent Frames Recv
Kbit/s Kbit/s

gil/0/3 5 0 0 0 0

gil/0/4 5 0 0 0 0

gil/0/5 5 0 0 0 0

gil/0/9 5 0 0 0 0
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show system jumbo-frames

& B Texyuleii Bepcun MO gaHHas KomaHAa NoAAepXMBaETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-200/1000/1500/1511.

KomaHga ncnosnb3yerca A1 NpocMoTpa TEKYLLIEro COCTOSAHUA U COCTOSAHUS NOC/Ie nepesarpyskn ycTporcTea
doyHKUMM jumbo-thpeimos.

CuHTakcuc

show system jumbo-frames

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show system jumbo-frames
Jumbo frames are disabled
Jumbo frames will be disabled after reset

shutdown
[aHHOI KOMaHA0M OTKNHYAETCHA KOHPUryprpyemblin nHTepdelic.

icnonb3oBaHme oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) BK/IOYAET KOH(DUTYPUPYEMbIA MHTepeic.

CuHTakcuc

[no] shutdown

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-GI
CONFIG-TE
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK

Mpumep:
esr(config-if-gi)# shutdown

KoHhurypupyemblii nHTEPENC OTKNHOYEH.

speed

[aHHol KOMaHZOoM ycTaHaB/IMBaAETCS 3HA4YEHNe CKOPOCTU A/18 KOHhUIyprpyemMmoro nHtepdeiica, rpynmbl
NHTepelicos. KomaHao MOryT 6bITb YCTaHOBAEHLI cnegytoume pexumbl: 10 Méut/c, 100 Méut/c, 1000
MoéwuT/c, 10 F'éut/c nnn auto.

Vicnonb3oBaHue oTpuuaTenbHoit (no) hopMbl KOMaH/bl yCTAHAB/IMBAET 3HAUYEHME NO YMOMYAHUIO.

CuHTakcuc
speed <SPEED> <DUPLEX>

no speed

MapameTpbl
<SPEED> - 3HaueHMe CKOpOCTHU:

* 10M - 3Ha4eHue ckopocTtn 10 MéuT/c;

+ 100M - 3Ha4eHune ckopocTn 100 MéuT/c;

+ 1000M - 3Ha4eHue ckopocTn 1000 MéuT/c;

+ 10G — 3Ha4eHue ckopocTn 10 réut/c;

+ auto — aBTOMaTUYECKMI1 BbIGOP pexnma (HegocTynHo ans 10G-uHTepdgeiicos).

<DUPLEX> — pexvm paboTbl npuemonepeaaTymka, npuHUMaeT 3HavyeHus:

+ full-duplex — gynnekc;
+ half-duplex — nonyagynnekc.

3HayeHue No ymosiMaHuio

auto

Heo6xoauMbIii ypoBeHb NpuBUerui
10
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KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

MNpumep 1
esr(config-if-te)# speed 10G

YcTaHOB/EH CKOPOCTHOW pexum nHtepdieica 10 Fomt/c.
Mpumep 2
esr(config-if-gi)# speed 10M full-duplex

YcTaHOB/IEH CKOPOCTHOM pexum nHtepdetica 10 MéuT/c, gynnekc.

switchport dot1q ethertype egress stag
[aHHoli komaHzoin HacTpanBaeTcs EtherType gnsa cepsucHoro VLAN B ncxogsaLmx nakerax.

Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTaKkcuc

[no] switchport dotlq ethertype egress stag { 802.1q | 802.1lad }

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiyaHuio
802.1q (0x8100)

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# switchport dotlq ethertype egress stag 802.lad
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

switchport mode
[aHHas KomaH[a ncnonb3yeTcs AN 3afaHnsa pexuma paboTtbl nHtepdeica ¢ VLAN.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CunHTtakcuc
switchport mode <MODE>

no switchport mode

MapameTpbl

<MODE> - pexum paboTbl:

+ access | — yHTepdeiic focTyna, HeTermpoBaHHbIi MHTepdeiic ans ogHol VLAN;

« trunk ' — uHTepelic, NPUHMMAIOLLWIA TONBKO TEMMPOBaHHbLIA TpaduK 3a UckoHeHnem oaHoro VLAN,
KOTOPbI MOXET 6bITb A06aBNEH C NOMOLLbi0 KOoMaHAbl switchport trunk native vlan, onicaHHoli B
switchport trunk native-vlan;

- general 2 — uHTepdelic nepeknoyaeTcs B pexxum general;
+ e1 — dmsnyecknin nHTepdoeiic nepekntoyaeTcs B pexxum E1 (He npumeHnMa aAns arpervpoBaHHbIX
NHTepdelicos).

3HaueHune No yMONM4aHuio
access '

general 2

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHaHbI pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# switchport mode trunk

& 1 Nannas komaHaa noaaepKUBaETCS TOMbKO HA MapLupyTusaTtopax ESR-20/21/30/100/200/3200.
2 NlaHHas KOMaH/a noaaepX1BaeTcs TObKO Ha MapLupyTusaTopax ESR-1000/1500/1511.

system jumbo-frames

[laHHoli kKomMaHAo BKtoyaeTcs noaaepxka Jumbo-chpeiimoB. [181 BCTYNEHWS MU3MEHEHWIA B cuy TpebyeTtcs
nepesarpyska ycTpoicTsa.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) BbIK/IHOYAET noaaepxky Jumbo-cpeiimos.
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CuHTakcuc

[no] system jumbo-frames

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMmo4aHuio

OTKtOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# system jumbo-frames

dusnyeckue nHTepdeiicol

snmp trap link-status

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

JaHHas komaHga ucnosnb3yeTcsa ANA BKAKYEHUA OTnpaBku snmp-trap 0 BK/IKOYEHUN/BbIKAIOYEHUN TYHHENA.

Micnonb3oBaHue oTpuLaTeNbHO hOpMbl KOMaHbl (N0) OTK/MOYAET OTNPaBKY SnMmp-trap o BK/IlOUEHUN/

BbIK/TOHEHUN TYHHEA.

CuHTakcuc

[no] snmp trap link-status

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

BkntoyeHo.

Heo6xoauMbIii ypoBeHb NpuBUerui
15
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MexceTteBble aKpaHbl cepun ESR. CnpaBovyHMK KOMaHA,

KomaHaHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# snmp trap link-status

show interfaces protected-ports

& B Texyuleii Bepcun MO gaHHas KomaHAa NoaAepXMBaeTCs TO/TbKO HAa MapLLpyTM3aTopax
ESR-1000/1500/1511.

KomMaHaa nucnosb3yercs As1si NpocMoTpa hr3nUYecknx MHTepeincoB B pexmnme n3onsuum no rpynnam.

CuHTakcuc

show interfaces protected-ports [ <IF> ]

MapameTpbl

<IF> — ums chnsmyeckoro nnu arpernpoBaHHOro NHTepdieiica ycTpoiicTea, 3a4aéTcs B BUAE, ONMCAHHOM B
pasgene Tunbl 1 NOPAA0K MMEHOBAHUA HTEPIEICOB MapLIpyTH3aTopa.

B komaHAe MOXHO yka3aTb HECKO/IbKO MHTepdeincoB. Ecnn He ykasbiBaTb MHAEKCHI MHTEPENCOB, TO byayT
OTOBpaXeHbl CTaTyCbl BCEX MHTEpgIencoB 3aaaHHol rpynnbl. ECniv 3agaH onpeaeneHHblin HTepgeiic, To
6yneT oTobpaxeHa getasibHas MHdhopMaumst No gaHHOMY MHTepdieicy. MNpu BbINOHEHMM KOMaHabl 6e3
napameTpa OyayT nokasaHbl CTaTyCbl BCEX (PU3MUECKUX UHTEPKDENCOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show interfaces protected-ports
Interface State Community

gil/0/5 Protected 4

show interfaces sfp

KomaHga ncnonb3yetcsa As1a npocmoTtpa nHdopmaumm 06 SFP-TpaHcrBepax.

CLI
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CuHTakcuc

show 1interfaces sfp [ <IF> ]

MapameTpbl

<IF> — nmsa dmnsnyeckoro nHTepdieinca ycTponcTea, 3a4aétcsa B BUAeE, ONMCAHHOM B pasaene Tunbl 1 Nopsifok
NMEeHOBaHNs NHTePdEncoB MmapLupyTusartopa. B KomaHae MOXHO ykasaTb HECKO/bKO MHTepdelicoB. Ecnn He
yKasblBaTb MHAEKChI MHTEPIECOB, TO ByayT OTOOPaXeHbI CTaTyCbl BCEX NHTEPEicoB 3a4aHHON rpynbi.
Ecnu 3apaH onpeaeneHHsblii nHTepdieinc, To byaet oTobpaxeHa AeTasibHas MHdopMaLmsi N0 gaHHOMY
nHTEepdeincy. Mpu BbINOSHEHMN KOMaHAbl 6e3 napameTpa 6yayT nokasaHbl CTaTyCbl BCEX CUCTEMHbIX
NHTepdelicos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT
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Mpumep:

esr# show interfaces sfp
Interface 'tel/0/1':
SFP present:
Connector Type:

Type:

Compliance code:
Laser wavelength:
Transfer distance:

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

OuUI:
name:

PN:

SN:

date:
revision:

DDM supported:
Temperature:
Voltage:
Current:

RX Power:

TX Power:

RX LOS:

TX Fault:

TX Disable:

Soft TX Disable:
Interface 'tel/0/2':
SFP present:
Connector Type:

Type:

Compliance code:
Laser wavelength:
Transfer distance:

Vendor
Vendor
Vendor
Vendor
Vendor
Vendor

OuUI:
name:

PN:

SN:

date:
revision:

DDM supported:

Yes

LC

SFP/SFP+

10G BASE-SR

850 nm

300.00 m

24:00:00

Modultech
MT-PP-85192-SR
M1204011007

04.05.12

1.0

Yes

40.562 C

3.3364 V

6.004 mA

0.0001 mW / -40.0000 dBm
0.4398 mW / -3.5674 dBm
Yes

No

No

No

Yes

SC

SFP/SFP+
1000BASE-LX
1310 nm

20.00 km

OEM
APSB35123CXS20
SG35224701333
12.12.12

1.00

No

show interfaces switch-port configuration

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXuBaeTcs ToNbKO Ha MapLUpyTu3aTopax
ESR-1000/1500/1500/1511.

KomaH/10/i BbINOHSIETCS NPOCMOTP NapamMeTpoB KOHAUIypauuy onsnyeckux MHTepdgeincos.

CuHTakcuc

show interfaces switch-port configuration [ <IF> ]

MapameTpbl

<IF> — nms chmsmnyeckoro nHTepderica ycTponcTea, 3a4aéTcsa B BUAE, ONMCaHHOM B pasgene Turbl 1 Nopsok
MMeHOBaHWs UHTepencoB MapLLpyTn3aTopa.
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MOXHO yKa3aTb HECKO/IbKO MHTepdDeiicoB nepeuncieHMeM Yepes 3ansaTyto M60o ykasaTb AuanasoH
NHTepdelicoB Yepes aeduc «-». ECIN He yKasbiBaTb NHAEKCHI MHTEPdIeiicoB, To ByayT OTOGPaXEHbI
napameTpbl BCEX UHTePdIeiicoB 3aaHHOo rpynnbl. MNpu BbINO/IHEHUI KOMaHbl 6e3 napameTpa 6yayT
rnokasaHbl napaMeTpbl BCEX DU3NUYECKUX MHTepdIeiicoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show interfaces switch-port configuration gigabitethernet 1/0/5-7
Port Media Duplex Speed Neg Flow Admin Back
control State Pressure

gil/0/5 none Half 10 Mbps Enabled off Up Disabled
gil/0/6 none Half 10 Mbps Enabled off Up Disabled
gil/o0/7 none Half 10 Mbps Enabled off Up Disabled

show interfaces switch-port status

KomaHga ucnonb3yetcs Ans NPOCMOTpa COCTOSAHUS (IM3NYECKUX MHTEPCIECOoB.

CuHTakcuc

show interfaces switch-port status [ <IF> ]

MapameTpbl

<IF> — ums chnsmyeckoro nnu arpernpoBaHHOro nHTepdielica ycTpoiicTea, 3a4aéTcsi B BUAE, ONMCAHHOM B
pasgene Tunbl 1 NOPSA0K MMEHOBAHNSA MHTEPCDENCOB MapLIpyTHU3aTopa.

MOXHO yKa3aTb HECKO/IbKO MHTEpPheicoB NnepeyncneHnemM yepes 3ansTyto «,» M60 ykasaTb AnanasoH
NHTEpdencoB Yepes gednc «-». ECnm He ykasbiBaTb MHAEKCHI NHTEPAENCOB, TO ByayT 0TOOPaXKeEHbI CTaTyCbl
BCEX MHTepelicoB 3agaHHOl rpynnbl. ECNn 3agaH onpeaeneHHoblii nuTepdeiic, To 6yaeT oTobpaxeHa
AeTanbHasa nHgopmaymnsa no gaHHomy nHTepdpeiicy. Mpy BbINOMHEHN KOMaHAbl 6€3 napameTpa 6yayT
nokasaHbl CTaTyCbl BCeX (OM3NYECKNX MHTepPdEencos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

Mpumep:

esr# show interfaces switch-port status

Port Media Duplex Speed Neg Flow Link Back MDI Port
ctrl State Pressure Mode Mode
gil/o/1 - -- - Enabled -- Down - -- access
gil/0o/2 - -- - Enabled -- Down - -- access
gil/o/3 - -- - Enabled -- Down - -- access
gil/o/4 - -- - Enabled -- Down - -- access
gil/0/5 - -- - Enabled -- Down - -- access
gil/0/6 - -- - Enabled -- Down - -- access

esr# show interfaces switch-port status gigabitethernet 1/0/2

Interface gigabitethernet 1/0/2
Status: up
Media: copper
Speed: 100 Mbps
Duplex: full

Flow control: no
MAC address: a8:f9:b5:00:00:25

MAC status:
Buffers full: no
Doing back pressure: no
Sending PAUSE frames: no
Receiving PAUSE frames: no
Auto-Negotiation done: yes
Sync fail: no

threshold rx-utilization

[laHHas kKomaHAa ucnonb3yeTcs A5 3a4aHns nopora BXOAsALWER Harpy3kun nHtepdeiica gns oTnpaBku
snmp-trap eltexInterfaceRxUtilizationHigh u eltexinterfaceRxUtilizationHighOk.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHNMS N0 YMOMYAHUIO.

CuHTakcuc
threshold rx-utilization <TH-HIGH> clear <TH-LOW>

no threshold rx-utilization

MapameTpbl
<TH-HIGH> — nopor B npoueHTax ansa otnpasku snmp-trap eltexinterfaceRxUtilizationHigh;

<TH-LOW> - nopor B npoueHTax as1a otnpasku snmp-trap eltexinterfaceRxUtilizationHighOk.

3HauyeHue No ymosiyaHuio
<TH-HIGH> — 90%;
<TH-LOW> - 85%.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# threshold rx-utilization 90 clear 80

threshold rx-utilization monitoring

[JaHHas komaHAa ncnonb3yeTcs A5 BKIKYeHUss oTnpaBku snmp-trap eltexInterfaceRxUtilizationHigh n
eltexInterfaceRxUtilizationHighOk.

Vicnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) OTK/OYAET OTNpaBKy snmp-trap
eltexInterfaceRxUtilizationHigh n eltexInterfaceRxUtilizationHighOk.

CuHTakcuc

[no] threshold rx-utilization monitoring

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# threshold rx-utilization monitoring

threshold tx-utilization

[aHHasa KomaHAa ucnonb3yeTcs A5 3a4aHns NOPOroB NCX0AsLLEl Harpy3ku HTepdielica Ans oTnpasky snmp-t
rap eltexInterface T xUtilizationHigh u eltexinterface T xUtilizationHighOk.

Micnonb3oBaHue oTpuLaTesibHo hopMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHUS MO YMO/TYAHWIO.
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

CuHTakcuc
threshold tx-utilization <TH-HIGH> clear <TH-LOW>

no threshold tx-utilization

MapameTpbl
<TH-HIGH> - nopor B npoueHTax ans ornpaeBku snmp-trap eltexinterfaceTxUtilizationHigh;

<TH-LOW> - nopor B npoueHTax Ansa otnpaBkn snmp-trap eltexinterfaceTxUtilizationHighOk.

3HaueHne No yMmon4yaHuio
<TH-HIGH> - 90%;
<TH-LOW> - 85%.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# threshold tx-utilization 90 clear 80

threshold tx-utilization monitoring

[aHHasi KomaHga ncnonb3yeTcsa ANs BKAYEHUS oTnpaBku snmp-trap eltexInterface T xUtilizationHigh
eltexinterface T xUtilizationHighOk.

Vicnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHbl (N0) OTK/oYaeT oTnpaBky snmp-trap eltexinterface T
xUtilizationHigh u eltexInterface T xUtilizationHighOk.

CuHTakcuc

[no] threshold tx-utilization monitoring

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# threshold tx-utilization monitoring

switchport community

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

& B Texyuleli Bepcun MO gaHHas KomaHAa NoAAepPXMBAETCA TO/TbKO HA MapLLpyTM3aTopax

ESR-1000/1500/1511.

[aHHol KomaHaon nHTepdelic gobasnseTca B rpynny n3onaunn. JaHHas KomaHga aktyasibHa, TONIbKO ecriv

MOPT HAXOAWTCS B PEXMME M305ILMM MO rpynnam.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yaanset uHTepdeiic U3 rpynbl N30NSLMN.

CuHTakcuc
switchport community <ID>

no switchport community

MapameTpbl

<ID> - naeHTUdMKaTOpP rpynrbl, NPUHMMAET 3Ha4YeHus1 B agnanasoHe [1..30].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# switchport community 10
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
switchport protected

& B Texyuleii Bepcun MO gaHHas KomaHAa NoAAepXMBaETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1500/1511.

[aHHoi KomaHaoW Ha nHTepdence BkaoyaeTca yHkumoHan Private VLAN 1 yka3biBaeTcs UHTEpAIeiic, Ha
KOTOPbI MOryT OTNPaBNATLCA NPUHATLIE NAKETLI.

cnonb3oBaHue oTpulaTenbHoli hopmMbl komaHabl (nNo) oTkAYaeT dyHkumoHan Private VLAN.

CunHTtakcuc
switchport protected <IF>

no switchport protected

MapameTpbl

<IF> — HanmeHOoBaHWe nHTepdelica, 3a4aéTcs B BUAE, ONMCaHHOM B pasgene Turbl v NopsfoK MMEHOBaHNS
NHTephelricoB MapLupyTusaropa.

3Ha4yeHue no ymonyaHuio

®yHKumoHan Private VLAN oTk/itoueH.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr(config-if-gi)# switchport protected gigabitethernet 1/0/1

switchport protected-port

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXuBaeTcs ToNbKO Ha MapLUpyTi3aTopax
ESR-1000/1500/1511.

[JaHHol KomaHAo nHTepdec NepeBoanTCA B PEXMM M3018UMM NO rpynnam. B gaHHOM pexrMe 06meH
TpadmkoM mMexay nHrtepdelicamm ofHoM rpynnbl paspeLleH, 0bmMeH Tpadnkom Mexay nHtepdiencamm pasHbix
rpynn 3anpeLyeH, 06MeH Tpadkom Mexay N3011MpoBaHHbLIMU U HEN30/IMPOBAHHbLIMU MHTEpdelicamm
paspeLueH.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTakcuc

[no] switchport protected-port

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No yMmo4aHuio

NHTepdpeiic He 130nMpoBaH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep:

esr:esr(config-if-gi)# switchport protected-port

ArpervpoBaHHble UHTepdelichl

channel-group
[aHHoi KomaHaol dom3ndecknin nHTepdpeiic BkoYaeTcs B rpynny arperaumm KaHao..

Vicnonb3oBaHue oTpuUaTeNbHO POPMbI KOMaH bl (N0) yaanseT uHTepdoeiic U3 rpynnbl arperaum KaHanos.

CuHTakcuc
channel-group <ID> mode <MODE>

no channel-group

MapameTpbl
<ID> - nopsAKoBbLI HOMEP rPYNMbl arperaumn kKaHanoBs, NPUHUMAET 3HadeHus [1..12].
<MODE> - pexum hopM1poBaHUA rpynrbl arperawlmm KaHasoB:

+ auto — fo6aBUTb MHTEPENC B AUHAMUYECKYIO TPYNMy arperauun ¢ NoaaepXkoin npotokona LACP;
* on — 0o6aBUTbL MHTEPCIENC B CTATUYECKYIO Fpynny arperayuu.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# channel-group 6 mode auto

lacp port-priority
[aHHoii komaHgon yctaHaBnusaetcs LACP-npuoputeT nHTepdeiica Ethernet.

MCHOﬂb3OBaHM8CﬂpMMaTeﬂbHOM(bOprIKOMaHAbIyCTaHaBﬂMBaeTBHaquMGIK)yMOﬂHaHMD.

CuHTakcuc
lacp port-priority <PRIORITY>

no lacp port-priority

MapameTpbl

<PRIORITY> - npvopwTeT, yka3biBaeTcs B gnanasoHe [1..65535].

3Ha4yeHune no ymonyaHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:
esr(config-if-gi)# lacp port-priority 5000
lacp system-priority

[aHHo KomaHa0l ycTaHaBIMBaETCS NPUOPUTET cUCTEMbI Ans npoTokona LACP.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYaHMIO.
CuHTaKkcuc

lacp system-priority <PRIORITY>

no lacp system-priority
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MapameTpbl
<PRIORITY> - npuopwTeT, yKkasbiBaeTcsi B AvanasoHe [1..65535].

3HayeHue No ymosiMaHuio
1

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# lacp system-priority 5000

lacp timeout
[laHHOI KoMaHAol ycTaHaBNMBAETCA aAMUHUCTPATUBHBIN TaliMayT npoTtokosia LACP.

MCHOﬂb3OBaHM8CﬂpMMaTeﬂbHOM(bOprIKOMaHAbIyCTaHaBﬂMBaeTBHaquMGIK)yMOﬂHaHMD.

CuHTakcuc
lacp timeout { short | long }

no lacp timeout

MapameTpbl
long — pnutensHoe Bpems TaiimayTa (90 cekyHa);

short — kopoTkoe BpeMsi TaiiMayTa (3 cekyHApbl).

3Ha4yeHune no ymonyaHuio

long

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-GI
CONFIG-TE
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Mpumep:

esr(config-if-gi)# lacp timeout short

port-channel load-balance
[laHHOI KOMaHAoV yCTaHaBNNBAETCS MEXaH3M H6anaHCMPOBKM Harpy3ku Aas rpynn arperayum kaHanos.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
port-channel load-balance {src-dst-mac-ip|src-dst-mac|src-dst-ip|src-dst-mac-ip-port}

no port-channel load-balance

NapameTtpbl ana ESR-1000, ESR-1500, ESR-1511
src-dst-mac — mexaHu3m 6anaHcnpoBKM OCHOBbIBaeTcs Ha MAC-agpece oTnpaBuTesns u nosyyartens;
src-dst-ip — MexaHn3m 6an1aHCUPOBKM OCHOBbIBaETCS Ha IP-agpece otnpaBuTens v nony4varens,

src-dst-mac-ip — mexaHn3m 6anaHcMpoBKU ocHoBbIBaeTcs Ha MAC-agpece v IP-agpece otnpasuTens u
nonyvartens;

src-dst-ip-port — mexaHn3m 6a1aHCUPOBKM OCHOBbIBaETCS Ha IP-agpecax u tcp/udp-noptax oTnpasuTens u
nonyyarens;

src-dst-mac-ip-port — mexaHu3m 6anaHcuMpoBKN OcHoBbiBaeTcs Ha MAC-agpece, IP-agpece v nopte
oTnpaBuUTeNs 1 nosyyarens.

MapameTpbl gna ESR-20, ESR-21, ESR-30, ESR-100, ESR-3200

active-backup — Becb Tpadvk OTNpaBsSiETCA B OAVH UHTepdieiic 1 NepeHanpaBnsieTcs B ApYroi, eC/in NepBbiii
nepewien B cocTosiHne down;

src-dst-mac — mexaH13m 6anaHCcUpPOBKM OCHOBbIBaeTCA Ha MAC-aapecax oTnpaBuUTeNs 1 nosyyarens;

src-dst-mac-ip — mexaH1m3m 6anaHcMpoBKM OCHOBbIBaeTcs Ha MAC-agpecax u IP-agpecax oTnpaButens un
nonyvartens;

src-dst-ip-port — MexaHn3m 6anaHCPOBKM OCHOBbLIBAETCA Ha IP-afpecax u tcp/udp-noptax oTnpaBuTens u
nosnyyarensi;

3Ha4yeHue no ymonyaHuio

src-dst-mac

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG
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Mpumep:

esr(config)# port-channel load-balance src-dst-mac-ip

show interfaces port-channel

[JaHHas KomaHa UCnosb3yeTcs A1 NPOCMOTPAa MHGIOPMALIMK O YSIEHAX TPYMMbI arperaLymn KaHanos.

CuHTakcuc

show interfaces port-channel [<ID>]

MapameTpbl

<ID> - nopsAKoBbLIi HOMEP rPyNMbl arperaumn KaHasoB, NPUHUMAET 3HaueHus B ananasoHe [1..12].

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show interfaces port-channel 1
load-balance: src-dst-mac
Channels Ports

pol gil/0/21

show lacp counters

& B Tekyueli Bepcum MO aaHHbIv hyHKLMOHAN NOAAEPXUBAETCA TOMbKO HA MapLUpyTM3aTopax
ESR-1000/1500/1511.

[aHHasi KomaHga Ucnonb3yeTcs A8 NPocMoTpa CTaTUCTUKK paboTtbl LACP-npoTokona ans nHtepgeiica
Ethernet.

CuHTakcuc

show lacp counters [ <IF> ]

MapameTpbl

<IF> — nmsa nHTepdpelica ycTponcTea, 3aaaéTcs B BUAE, ONUCaHHOM B pasaene Tunbl 1 Nopsaok MMeHOBaHUSA
NHTepdhelicoB MapLUupyTusaropa.

B komaHAe MOXHO ykasaTb HECKO/IbKO MHTepdeincoB. Ecnn He yKasbiBaTb MHAEKCHI MHTEPGENCOB, TO ByaeT
OTOGpaXKeHa CTaTUCTMKa BCeX MHTEPIencoB 3aaHHOol rpynnbl. ECniv 3agaH onpeaeneHHblin nHTepdelic, To
6yaeT oTobpaxeHa aetasibHas MHGopMaLUus No AaHHOMY MHTepdency.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show lacp counters port-channel 2
Interface Sent Recv Link failure

show lacp interfaces

JaHHaa komaHga ncnosnb3yercsa 4/ NnpocMmoTpa nHpopmauum o npotokosie LACP.

CuHTakcuc

show lacp interfaces [ <IF> ]

MapameTpbl

<IF> — nmsa domsnyeckoro namn arpernpoBaHHoOro NHTepdeica ycTpolicTea, 3a4aéTcs B BUAE, ONMCAHHOM B
pasgene Tunbl U NOPSA0K MMEHOBaHWUst UHTEPAEencoB MapLIpyTU3aTopa.

B kOMaHZe MOXHO yKa3aTb HECKO/IbKO MHTepdheiicoB. Ecnn He ykasbiBaTb UHAEKCHI MHTepdeiicos, To ByaeT
oTobpaxeHa nHcopmauyma o LACP-npoTokone ansa Bcex MHTEpGEncoB 3agaHHon rpynnbl.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZgHbIi pexum
ROOT
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Mpumep:

esr# show lacp 1interfaces port-channel 2
port-channel 2 [aggregator 1, active] ports count: 1

Actor Port Partner Port
System Priority 32768 1
System MAC a8:f9:4b:aa:12:40 a8:f9:4b:83:01:80
Key 8000 1
port-channel 2 [aggregator 2, backup] ports count: 1

Actor Port Partner Port
System Priority 32768 65535
System MAC a8:f9:4b:aa:12:40 00:00:00:00:00:00
Key 8000 FFFF

esr# show lacp 1interfaces gigabitethernet 1/0/1
gigabitethernet 1/0/1 [active] up

Actor Port Partner Port
Port Priority 32768 1
LACP Activity Active Active

show lacp parameters

[aHHasi KomaHaa Ucnonb3yeTcs A8 NPocMoTpa napameTpoB HacTpoiikn npotokona LACP ans nHtepdelica
Ethernet.

CuHTakcuc

show lacp parameters [ <IF> ]

MapameTpbl

<IF> — nms chmsmnyeckoro nHTepderica ycTponcTea, 3a4aéTcsa B BUAE, ONMCaHHOM B pasgene Turbl 1 Nopsok
VIMEeHOBaHVs nHTepheincos MapLupyTnsaTopa. Bo3MOXHO UCMoNb30BaHMe TOMbKO (Pr3nYecknx MHTepdericos.

B KOMaHAe MOXHO yka3aTb HECKO/IbKO MHTepdeiicoB. Ecnn He ykasbiBaTb UHAEKCHI MHTepdheicos, To byayT
oTOBOpaxXeHbl NapamMeTpbl BCEX MHTePeicoB 3agaHHOl rpynnbl. ECNn 3agaH KOHKPETHbIN MHTepdieiic, To
OyaeT oTobpaxeHa getasibHas MHpopmaums No gaHHOMY UHTepdeiicy.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show lacp parameters tengigabitethernet 1/0/2

LACP parameters

tel/0/2 32768 Short

E1/multilink

enable

[aHHoii komaHaon Bknovaetcst PPP-nonb3oBartens.

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (No) oTkNtouaeT PPP-nonb3oBatens.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

PPP-nonb3oBartenb OTKAHOUYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-PPP-USER

Mpumep:

esr(config-ppp-user)# enable

ip tcp header-compression

[laHHOI KOMaHAoV BKIKOYAETCA NMPOTOKO/ CXKaTus tcp-3aro/IoBKOM. MPOTOKON MCNOMb3yeTcs A1A YYyULLEHNS

npon3BognNTE/IbHOCTN HU3KOCKOPOCTHbLIX KaHaU10B CBA3U

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) OTK/IKOYAET NPOTOKOJT CXKATus tCP-3arofioBKOB.

CuHTaKkcuc

[no] 1ip tcp header-compression
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MapameTpbl
OrtcyTCTBYIOT.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

(config-el)# ip tcp header-compression

ip tcp compression-connections

[aHHO KOMaH/10¥i yKa3bIBaeTCS KOMMYECTBO OAHOBPEMEHHBIX tCP-COEANHEHNIA, ANS KOTOPbIX ByaeT
CMO/b30BaTLCSA NPOTOKO KOMMNPECCcUm tcp-3aro/1oBKOB.

icnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME NO YMOMYAHUIO A/1S
KO/IMYECTBA OJHOBPEMEHHbIX tCp-COeAMHEHWIA, 1N KOTOPbIX BYAET 1CM0/b30BaTbCs NPOTOKO KOMMPECCUM
tcp-3aro/10BKOB.

CuHTakcuc
ip tcp compression-connections <NUMBER>

no ip tcp compression-connections

MapameTpbl

<NUMBER> — K0/1M4ecTBO 04HOBpPEMEHHbIX tCp-COeAMHEeHNIA, ANS KOTOPbIX BYAET MCMONb30BaTLCA MPOTOKON
KOMMpeccun tcp-3aronioBKoB. MOXeT NpuHMMmaTh 3HaueHus [2..16].

3HauyeHue No ymosiyaHuio
16

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-E1
CONFIG-MULTILINK
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Mpumep:

esr:esr(config-el)# ip tcp compression-connections 32
esr:esr(config-el)#

min-frag-size

[ aHHOI KOMaH/10¥i BK/TOYAETCS BO3MOXHOCTb OTNpaBKy uyepes Multilink naketos 6e3 coparmeHTaumn. B
KauecTBe apryMeHTa yKasblBaeTCcsi MakCMMaslbHbIi pasmep nakeTta B Gaiitax, /11 KOTOporo He 6yaet
MPUMEHSTLCA (oparMeHTaLus.

CuHTakcuc
min-frag-size { <SIZE> }

no min-frag-size

MapameTpbl

<SIZE> — MUHUMaUbHBIV pasmep pasmep, NPUHUMAET 3HaYeHns B avanasoHe [128..1500].

3HayeHue No ymosiMaHuio

®YHKLMOHA/ OTK/IOYEH.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-MULTILINK

Mpumep:

esr(config-multilink)# min-frag-size 300

mrru
[aHHaa komaHaa onpeaensieT MakCMasibHblid pasmep npuHuMaemoro naketa ans ML PPP-uHTepdpeiica.

icnonb3oBaHue oTpuLaTesnibHO hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAYEHWE MITU MO YMOTHAHUIO.

CuHTakcuc
mrru { <MRRU> }

no mrru

MapameTpbl

<MRRU> — makcMmMarsibHbIi pa3mep npuHMMaemMoro naketa anst ML PPP-uHTepdeiica, npyHMMaeT 3HavyeHust B
AnanasoHe [1500..10000].
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3Ha4yeHune no ymonyaHuio
1500

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-MULTILINK

Mpumep:

esr(config-multilink)# mrru 1700

password

KomaHga A5t ycTaHOBKY Naposisi B OTKPbLITOV UK 3alLMg)poBaHHol hopme onpeaeneHHoMy Mo/ib30BaTesto

ANs ayTeHTUUKaL MmN yaaneHHol CTOPOHbI. Maposib Nonb30BaTenst XpaHUTca B KOHdUrypauuy B
3alumdppoBaHHol hopme. MNpun KoHGUIryprpoBaHumM MOXHO 3aAaThb Naposib B OTKPLITOM chopme NnMbo
ckonupoBaTtb Naposnb B 3alimdpoBaHHO hopMe C Apyroro ycTponcTea.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT naposib No/b30BaTens.

CuHTakcuc
password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password

MapameTpbl

<CLEAR-TEXT> - naposib B OTKpbITOli chopMe, 3aaETcsi CTPOKOI [1 .. 64] CMMBO/IOB, MOXET BK/HOUATb
cumBonbl [0-9a-fA-F];
<ENCRYPTED-TEXT> — naporib B 3alumcpoBaHHoli hopMe, 3aaETcsi CTPOKoI [2..128] cumBonoB.

& Maponun xpaHaTcsa B KOHUrypauun B 3aliMdgpoBaHHo hopmMe He3aBUCKMMO OT hopMara,
NCMNONb30BaHHOIO NPY BBOAE KOMaHAbI.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-PPP-USER

Mpumep:

esr(config-ppp-user)# password ascii-text 01234567
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ppp authentication chap
[JaHHoli komaHzon Bknovaetca CHAP-ayTeHTUmKaums.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) OTK/OYAET ayTEHTUMKALMIO.

CuHTakcuc

[no] ppp authentication chap

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp authentication chap

ppp chap hostname

[JaHHol KomaH0I yKa3blBaeTCA MMA MapLUpyTM3aTopa, KOToOpoe OTNpaBseTcs yaaeHHOW CTOpoHe A1s
npoxoxaeHna CHAP-ayTeHTudmKaLmu.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ppp chap hostname <NAME>

no ppp chap hostname

MapameTpbl

<NAME> — nms mapLupyTtnsatopa, 3agaétca CTpokoi Ao 31 cumsona.

3HauyeHue Nno ymosi4aHuio

CuctemHoe ums yctpolictea (hosthame).

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KomaHaHbIi pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp chap hostname esrl

ppp chap password

[laHHOli KOMaH0 yKa3bIBAaETCS Naposib, KOTOPbIA OTNPABASETCS yAa/IEHHOW CTOPOHE BMECTE C UMEHEM
mMapLupyTusartopa gns npoxoxaeHust CHAP-ayTeHTUdmKaumm.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yaanseT naposb.

CuHTakcuc
ppp chap password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no ppp chap password

MapameTpbl

<CLEAR-TEXT> — naposib B OTKpbITOli hopMe, 3aaETCsi CTPOKOI [1 .. 64] CMMBO/IOB, MOXET BK/H0UaThb
cumBosbl [0-9a-fA-F;

<ENCRYPTED-TEXT> — naposib B 3aluMppoBaHHol hopMe, 3aaETcsi CTPOKOI [2..128] cumBonoB.

& Taponb XxpaHWTCs B KOHGUrypauun B 3allindpoBaHHoli hopme He3aBUCKUMO OT chopmaTa,
MNCNONb30BAHHOIO NPW BBOAE KOMaHAbI.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp chap password ascii-text 01234567

ppp chap refuse

[JlaHHOli KOMaHAOM BK/THOYAETCS UTHOPUPOBAHUE ayTEHTUMMKALMN.
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icnonb3oBaHue oTpuLaTeNibHO (DOpPMbl KOMaHbl (N0) yCTaHAB/IMBAETCSA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc

[no] ppp chap refuse

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HaueHue No yMmosi4aHuio

MrHopvipoBaHue ayTeHTUUKaLMI BbIK/THOUYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp chap refuse

ppp chap username

[JlaHHOli KOMaHAO0 yKa3bIBAETCS NO/1b30BATENb A/151 ayTEHTUUKALMN YAANTEHHOV CTOPOHBI U OCYLLLECTBASETCA
nepexog B peXmm KOH(MIypupoBaHUsi Nosib30BaTensi.

Vicnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHZbl (NO) yaanseT ykasaHHOro Nosib3oBaTens.

CuHTakcuc

[no] ppp chap username <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaércsa cTpokoit o 31 cumeona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbI1 pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK
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Mpumep:

esr(config-el)# ppp chap username xap

ppp ipcp accept-address

[aHHOoI KomaHAoW pa3speluaeTcs NpuHMUMaTb 0T cocefa Nboi HeHyneBol IP-aapec B kayecTBe JI0Ka/TbHOro
IP-agpeca.

Vicnonb3oBaHue oTpuLaTeNbHo (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] ppp ipcp accept-address

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

Mpuem IP-agpeca 3anpeLleH.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp ipcp accept-address

ppp ipcp remote-address

[aHHoin KomaHaoW ycTaHaBnuBaeTcs IP-agpec, KoTopblii OTNPaBNAETCA yaasleHHOW CTOPOHe ANs
nocneayoLero ero NpUCBOEHNS.

Mcnonb3oBaHue oTpuuatenbHoli hopmbl komaHabl (no) yaansieT IP-agpec yaaneHHON CTOPOHbI.

CuHTakcuc
ppp ipcp remote-address <ADDR>

no ppp ipcp remote-address
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MapameTpbl
<ADDR> — |P-agpec yganeHHoro wo3a.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-el)# ppp ipcp remote-address 192.168.1.2

ppp max-configure

[JaHHO KOMaH/10¥i ycTaHaB/IMBAETCS KOJIMUYECTBO MOMbITOK oTnpaBkn Configure-Request NakeToB, Npexae yem
yOaNEeHHbI NP 6yAeT NPM3HaH HECNOCO6HbLIM OTBETUTD.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
ppp max-configure <VALUE>

no ppp max-configure

MapameTpbl

<VALUE> - Bpems B cekyHaax, NPMHUMAET 3HaueHus [1..255].

3HauyeHue No ymosiyaHuio
10

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

227



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
Mpumep:

esr(config-el)#i ppp max-configure 4

ppp max-failure

[laHHOI KOMaH/10¥i ycTaHAB/IMBAETCS! KOJIMUYECTBO MOMbITOK BbicnaTbk Configure-NAK nakeTbl, npexae yem
6yayT NOATBEPXAEHbI BCE ONUUN.

Vicnonb3oBaHue oTpuLaTeNbHo (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ppp max-failure <VALUE>

no ppp max-failure

MapameTpbl

<VALUE> - Bpems B cekyHax, NPMHUMAET 3HaueHus [1..255].

3HauyeHue No ymosiyaHuio
10

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-if-gi)#i ppp max-failure 3

ppp max-terminate

[aHHol KoMaH0i ycTaHaB/IMBaETCA KO/IMYeCTBO MNOMbITOK BbicnaTk Terminate-Request nakeTsbl, npexae vyem
ceccus byaer npepsaHa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTtakcuc
ppp max—-terminate <VALUE>

no ppp max-terminate
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MapameTpbl
<VALUE> - Bpewmsi B CeKyHAax, NPMHMMAaET 3HaueHus [1..255].

3HayeHue No ymosiMaHuio
2

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-if-gi)#i ppp max-terminate 4

PPP mru
[laHHoI komaHAaol ykasbiBaetca pasmep MRU (Maximum Receive Unit) ans nHtepdeiica.

cnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) ycTaHaBnmBaeT 3HadeHne MRU no ymonuyaxuto.

CuHTakcuc
ppp mru <MRU>

no ppp mru

MapameTpbl

<MRU> - 3HaueHne MRU, npuHMMaeT 3HadeHns B avanasoHe [552..1500].

3Ha4yeHue no ymonyaHuio
1500

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK
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Mpumep:
esr(config-if-gi)# mru 1400
ppp multilink

[aHHoi KomaHaol BktodaeTes pexum MLPPP Ha ET1-nHTepdeiice.

Micnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHbl (No) oTkNtoyaeT pexum MLPPP.

CuHTakcuc

[no] ppp multilink

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-E1

Mpumep:

esr(config-el)# ppp multilink

ppp multilink-group
[JaHHoi komaHgoli E1-uHTepdeiic BkoYaeTcs B rpynny arperaumm.

icnonb3oBaHue oTpuUaTeNibHO (hopMbl KOMaHbl (N0) UCK/OYAET MHTEPIEIC M3 TPyNMbl arperauyu.

CuHTakcuc
ppp multilink-group <GROUP-ID>

MapameTpbl

<GROUP-ID> — naeHTudmkaTop rpynmbl, NpUHUMaeT 3HaveHue [1..4].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-E1
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Mpumep:

esr(config-el)# ppp multilink-group 1

ppp timeout keepalive

[laHHOI KOMaHAol yCTaHaBNMBAETCS NHTEpPBa/l BPEMEHW B CEKyHAAX, MO NCTEYEHUM KOTOPOro MapLLpyTMU3aTop
otnpasnsieT keepalive-coobuieHue.

Vicnonb3oBaHue oTpuLaTeNbHo (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CunHTakcuc
ppp timeout keepalive [ <TIME >]

no ppp timeout keepalive

MapameTpbl

<TIME> - BpeMsi B cekyHAax, NPUHUMAaET 3HaueHus [1..32767].

3HauyeHue No ymosiyaHuio
10

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-if-gi)# ppp timeout keepalive 200

ppp timeout retry

[laHHOI KoMaHAol yCTaHaBNMBAETCS UHTEpPBa/l BPEMEHW B CEKYH/AAX, MO UCTEYEHUM KOTOPOro MapLLpyTHU3aTop
MOBTOPSIET 3aNpOC Ha YCTAHOB/IEHNE CECCUN.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTtakcuc
ppp timeout retry <TIME>
no ppp timeout retry
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MapameTpbl

<TIME> - BpeMsi B CEKyHAAX, NPUHUMAET 3HaueHust [1..255].

3HayeHue No ymosiMaHuio
3

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-SERIAL
CONFIG-E1
CONFIG-MULTILINK

Mpumep:

esr(config-if-gi)# ppp timeout retry 3

show controllers e1

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[laHHOI KomaHAol BbIBOAUTCSA MHGOpMaLMs o E1-KoHTpoiepax.

CuHTakcuc

show controllers el [<IF>]

MapameTpbl

<IF> - nms dhsnyeckoro nHTepdoeiica MaplUpyT3aTopa, 3a4aéTcs B BUAe, ONUCaHHOM B pasaene Turbi 1

NopsA0K MEHOBaHUsi UHTEPAENCOB MapLIpyTU3aTopa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep:

Interface

SFP present:

SFP Vendor name:

SFP Vendor PN:
Line code:
Clock source:
Timeslot:
Invert Data:
Framing CRC4:
Loopback:

CRC algorithm:
E1l Link:

E1 Synced:

E1 RX AIS:

E1l RX RAI:

switchport e1 slot

esr# show controllers el
'tel/0/1':

Yes
NSC-COM
611.900
HDB3
Internal
24

No

No
FCS16
Down

No

No

No

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

[aHHoi KomaHaol nopT e1 npuBsA3bIBaeTCs K hU3nyeckoMy MHTepdieincy. Vicnonb3oBaHne oTpuLaTesbHOM

thopmbl KOMaHAb! (N0) NEPEXOANT B CTaHAAPTHbIN PEXUM.

CuHTakcuc

[no] switchport el slot <SLOT>

MapameTpbl

<SLOT> - naeHtTudmKaTop cnoTa, NpMHUMAET 3HadeHne B ananasoHe [0..12].

Heo6xoaumblii ypoBeHb NpuBUIernii

10

KoMaHAHbIV pexum

CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# switchport el 0

switchport e1 clock source

[JaHHOV KOMaHoVi onpefenseTcsi UCTOYHUK CUHXPOHU3aUun e1-uHTepdelica.

Vicnonb3oBaHue oTpuUaTesibHoi (DOPMbl KOMaHAoVi (N0) ycTaHAB/IMBAET 3HAUYEHME NO YMOTYAHUIO.
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CuHTakcuc
switchport el clock source { internal | line }

no switchport el clock source

MapameTpbl

internal — ncnonb3yeTcst BHYTPEHHWIA UCTOYHMK CUHXPOHU3aLNK;

line — B KAUecTBe UCTOYHMKA CUHXPOHU3aUnn Ncnosib3yeTca CUrdasi ¢ JINHNW.

3HaueHue No yMmosi4aHuio

internal

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el clock source line

switchport e1 crc

[laHHOI KomMaHAol onpeaensieTcs peXxxvm NPoBepPKN LEe/TOCTHOCTU NepeAaBaeMbiX AaHHbIX.

Vicnonb3oBaHue oTpuuaTesibHoi (DOpMbl KOMaHAOV (N0) ycTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
switchport el crc { 16 | 32 }

no switchport el crc

MapameTpbl

16 — ncnonb3yetcs 16-6UTHbI anropuTM NPOBEPKK OTCYTCTBUS ownbok (CRC);

32 - ncnonbayetca 32-6UTHbIV aropuT™ NPOBEPKU OTCYTCTBUA oLwn6ok (CRC).

3HauyeHue No ymosi4aHuio
16

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el crc 16

switchport e1 framing
[aHHOoIn KomaHAoM BKNHOYaAETCS NpoBepKa Les1oCcTHOCTM no anroputmy CRCA4.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHAOV (NO) yCTaHaB/IMBAET 3HAYEHME MO YMOTYAHWIO.

CuHTakcuc
switchport el framing { crc4 | no-crc4 }

no switchport el framing

MapameTpbl
crc4 — Bk/oYeHne nposepkn yenoctHoctn no CRC4;

Nno-crc4 — BbIK/IOYEHME NPOBEPKN LenocTHocTn no CRC4.

3Ha4yeHue no ymonyaHuio

Bbik/1t04EHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el framing crc4

switchport e1 invert data
[laHHOI KOMaHAol BKHOYAETCA peBepcrBHas OTnpaBKa AaHHbIX.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHol (NO) yCTaHaB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTaKkcuc

[no] switchport el invert data
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MapameTpbl
OrtcyTCTBYIOT.

3HayeHue No ymosiMaHuio

BbikitoueHo.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el invert data

switchport e1 linecode

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

,ﬂ,aHHOI7I KOMaH,CI,OI7I onpegensaeTca aJiroputMm KognposaHusa gaHHbIX, OCyLWEeCTB/IAeEMOE AJ14 X nepegayvn no

domsnyeckomy KaHany.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHoV (NO) yCTaHaB/IMBAET 3HAYEHME MO YMOTYAHWIO.

CuHTakcuc

switchport el linecode { ami | hdb3 }

MapameTpbl
ami — ucnonb3oBarb a/IropPUTM ami;

hdb3 - ncnonbsoBatb anroputm hdb3.

3Ha4yeHune no ymonyaHuio
hdb3

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-GI
CONFIG-TE
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Mpumep:

esr:esr(config-if-gi)# switchport el linecode ami

switchport e1 timeslots
[laHHOI KoMaHAoV onpeaensieTcs KoMYecTBO NCNo/b3yeMbix 64 KGUT/C kaHas10B B noToke E1.

Vicnonb3oBaHue oTpuLaTeNIbHO (DOPMbI KOMaH10Vi (N0) ycTaHABMBAET 3HAYEHME NO YMOTYAHUIO.

CuHTakcuc
switchport el timeslots < RANGE >

no switchport el timeslots

MapameTpbl

< RANGE > - KkonunuecTBo 64 KGUT/C KaHa/10B, NpUHMMAaeT 3HadeHue [1..31].

3HayeHue No ymosiyaHuio
31

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE

Mpumep:

esr:esr(config-if-gi)# switchport el timeslots 16

switchport e1 unframed

[aHHol KOMaH0 BKNKOUYAETCS PEXNM UCMONb30BaHMA NoToka E1 kak eanHoro 6e3 pasgeneHunst Ha kaHasbl no
64 Kbut/C.

icnonb3oBaHue oTpuLaTesnibHO hopMbl KOMaHAOV (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

[no] switchport el unframed

MapameTpbl

OTcyTCTBYIOT.
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3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep:
esr:esr(config-if-gi)# switchport el unframed
switchport mode e1

[aHHoi KomaHaol oM3nyecknini NopT nepeBoanTcs B pexmnm padoTel ¢ SFP e1 moaynem.

Vicnonb3oBaHue oTpuLaTeNbHO (hOpMbl KOMaH bl (N0) NepeBoAWT NOPT B CTAHAAPTHbIN PEXMM.

CuHTakcuc

[no] switchport mode el

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI
CONFIG-TE

Mpumep:

esr(config-if-gi)# switchport mode el

MocnepoBaTtenbHble UHTepPENCHI

& Tonbko ana ESR-21.
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chat-script

KomaHga ucnonb3yetcs ansa cosganus chat-script, koTopble MOryT UCMNOMb30BaTLCS NPY NOAKIHUYEHNN Yepes
dialup.

cnonb3oBaHue oTpuuatensHoli hopmbl komaHapbl (no) yaansiet chat-script.

CuHTakcuc
chat-script <NAME> <TEXT>
no chat-script { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHue CKpunTa, 3af4aeTcs CTpokoi Ao 31 cumsona.

<TEXT> — cogepxaHune cKpunTa, 3aaeTcs CTPoKoi Ao 255 cMmBoioB. Heo6XoANMO 3aK/IUNTbL CKPUNT B
Kpyrnble CKOOKM 1 3KpaHMpoBaTb Npu NnoMoLLy cumBeona "\" npo6ensl 1 cneynann3mpoBaHHble CUMBO/IbI.

all = knou gns yoaneHusi Bcex co3faHHbIX CKPUNTOB.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# chat-script DIAL "\ (ABORT ERROR ABORT BUSY \"\" \"ATZ\" OK \"ATDTT\" TIMEOUT 30
CONNECT\)"

clear line aux

KomaHga ucnonb3yeTcs Ansa yaaneHust ceccuii nocnegoBatenibHbIX MHTepPdeicoB.

CuHTakcuc

clear line aux [ <NUM> ]

MapameTpbl

<NUM> — Homep nocriefoBaTenibHOTo HTepdelica, ykasbiBaeTcs B gvanasoHe [1..3].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# clear line aux 2

databits
[aHHol KoMaH/10 3a1aeTCs KOSIMYEeCTBO GUT AaHHbIX B MOCHIIKE.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
databits <BITS>

no databits

MapameTpbl

<BITS> — ko/IMuUecTBO BGUT JaHHbIX B NOCbINKE. MpUHUMaET 3HaueHue [7..8]

3HayeHue No ymosiMaHuio
8

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-LINE-AUX

Mpumep:
esr(config-line-aux)# databits 7
dialer

[aHHOoI KomaHAoM BKNOYaeTCs PYHKUNS A03BOHLLMKA.

Mcnonb3oBaHue oTpuuatenbHol hopmMbl koMmaHAbl (N0) OTKAYAET YHKLMIO A03BOHLLMKA.

CuHTakcuc

[no] dialer

MapameTpbl

KomaHga He coaepXuT napameTpoB.

240



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer

dialer idle-timeout
[aHHoli KomaH/1011 3a/1aeTcs ycTaHaBNMBAETCS BPEMS YAEPXaHNUS NMOAKNHOUYEHMS MPU OTCYTCTBUM TpadmKa.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

dialer idle-timeout <TIME>
no dialer idle-timeout

MapameTpbl

<TIME> — Bpems yaep>xaHus nogxknvyeHns Npu oTCyTCTBUM Tpadimka B cekyHaax, NpUHUMaeT 3HayeHne B
ananasoHe [1..65535].

3HauyeHue No ymosiuaHuio
30

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer idle-timeout 210

dialer in-band

[aHHoli kKomaHaon Ha serial-uHTepdheiice BktovaeTca pexum V.25bis.
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icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] dialer +in-band

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HaueHue No yMmosi4aHuio

OTK/tOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer in-band

dialer map

[laHHOoI komaHAaol 3aaeTcsa cooTBeTcTBME IP-NnoAceT 1 HOMEPOB A03BOHA A/181 AOCTyNa K 3TUM NOACETAM.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

dialer map ip <SUBNET> name <PPPUSER> [ modem-script <SCRIPT-NAME> ] <PHONE-NUM>

no dialer map 1ip

MapameTpbl

<SUBNET> — agpec Ha3HaueHus, 3agaetcs B suge AAA.BBB.CCC.DDD/NN, rae AAA-DDD npuHumatot

3HaueHus [0..255] n NN npuHumMaet 3HadeHus [1..32].

<PPPUSER> — nms nonb3oBartens Ansa A03BOHa, 3a4aeTcs CTpokol ao 31 cumsona.

<SCRIPT-NAME> - nms ckpunTta f03BOHa, 3agaeTcs CTpokoi ao 31 cumeona.

<PHONE-NUM> — HOomep ans Ao3soHa. 3agaeTtcsi CTPOKOW A0 15 CMMBO/10B, BO3MOXHO MCMNO/1b30BaTh TO/IbKO

umndppsl.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer map ip 192.168.33.0/27 name SITE12 5512

dialer string
[JaHHoli komaHAo 3aaaeTcs Homep TenedoHa 4718 YCTaHOBKM coefuHeHus yepes dialup-mogem.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) yaanseT HoMep TenedoHa A/1s1 yCTaHOBKM
coeamHeHns yepes dialup-mogem.

CuHTakcuc

dialer string <PHONE-NUM>
no dialer string

MapameTpbl

<PHONE-NUM> - Homep TenedhoHa ansa no3BoHa. 3afaeTcsl CTPOKOM A0 15 CMMBO/10B, BO3MOXHO
MCNosb30BaTh TOMbKO LnpbI.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZgHbIi pexum
CONFIG-SERIAL

Mpumep:

esr(config-serial)# dialer string 3835401

flowcontrol
[laHHOV KOMaH/1011 3a1aeTCS PEXMM YNpPaBNeHNs MOTOKOM AaHHbIX.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYaHMIO.
CuHTaKkcuc

flowcontrol <MODE>

no flowcontrol
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MapameTpbl
<MODE> - pexum ynpasneHus notokom. NpuH1UMaeT 3HaYeHuns:

+ software — nporpammHoe ynpasfieHne noToKoM;
+ hardware — annapartHoe ynpasfieHne nNoToKOM;
+ disabled — ynpaBneHvne NOTOKOM OTK/IHOHEHO.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHAHbIN pexum
CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# flowcontrol software

line aux

[laHHOI KOMaHAOV OCYLLIECTBNSIETCA NEePEXo/] B PeXUM KOH(PUIYpUMpoBaHnus nocneaoBaTesibHoro MHtepgelica.

CuHTakcuc

line aux <NUM>

MapameTpbl

<NUM> — HoMep nocneaosaTenibHOro nHTepdieiica, 3aaaertcs B gnanasoHe [1..3].

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# line aux 1
esr(config-line-aux)#

modem inout

[aHHoI KomaHAoM NnepeBoAMT NocnefoBaTesibHbIl MHTEPGIENC B peXM paboTbl C MOAEMOM.
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icnonb3oBaHue oTpuuaTesibHoi (DOpMbl KOMaHbl (N0) NepeBoAnT NoCeAoBaTe bHbI MHTEPHENC B pEXIM
KOHCOJ/IbHOTO cepBepa.

CuHTakcuc
modem inout

no modem +inout

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No yMmo4aHuio

Mo ymonuaHuto nocrefoBaTesbHblii MHTepgieiic paboTaeT B pexxmme KOHCO/IbHOTO cepBepa.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# modem inout

parity
[aHHOoI KOMaHAoM 3aaeTcsa PeXnM YCTaHOBKM 6uTa YETHOCTW.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
parity <MODE>

no parity

MapameTpbl
<MODE> - pexum ycTaHOBKM 6uTa YeTHOCTW. MprUHUMaEeT 3Ha4YeHus:

+ odd — npoBepka Ha HEYETHOCTb;
* even — NpoBepkKa Ha YEeTHOCTb;
* none — GUT YETHOCTM HE BbICTAB/AETCS.

3HauyeHue No ymosi4aHuio

none.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomaHaHbIi pexum
CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# parity even

show line aux

KomaHga ucnosnb3yeTcsi 471 NPOCMOTPa COCTOSIHMSA Noc/iefoBaTe bHbIX NHTEPHEiCoB.

CuHTakcuc

show 1line aux [ <NUM> ]

MapameTpbl

<NUM> — HoMep nocneaosaTenibHOro nHTepdieiica, ykassisaetcs B gnanasoHe [1..3].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show line aux

AUX Line 1

Baud rate: 115200
Databits: 8
Parity: NONE
Stopbits: 1
Flowcontrol: Disabled
Timeout Exec (min): 300
Telnet port: 2001
Modem mode: Disabled

speed

[aHHoI KomaHAo0M 3aaeTcsa CKOpOCTb paboThbl MOcneAoBaTeNbHOro nHTepdelica.

Mcnonb3oBaHue oTpulatTenbHoli hopMbl kKoMaHAbl (N0) yCTaHaBMMBAET 3HAYEHME MO YMOMUYaHMIO.
CuHTakcuc

speed <SPEED>

no speed
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MapameTpbl
<SPEED> — ckopocTb paboTbl NocriegoBaTesibHOro MHTepdenca B 6ut/c. NMpUHMMaET 3HAYEHNS:

« 300;
+ 1200;
+ 2400;
« 4800;
+ 9600;
+ 19200;
+ 38400;
« 57600;
115200.

3HayeHue No ymosiMaHuio
115200.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHAHbIli pexxum

CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# speed 9600

stopbits
[laHHOI KoMaHAoV 3aaeTcs KO/IMYECTBO CTOMOBbLIX GBUTOB B MOCbI/IKE.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
stopbits <STOP-BITS>

no stopbits

MapameTpbl

<STOP-BITS> — KO/IMUYECTBO CTOMOBbLIX GUTOB B NOCbI/IKE. MpMHUMAET 3HadyeHus [1..2].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUerui
15
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KomaHaHbIi pexum
CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# stopbits 2

transport telnet port

[JaHHoli komaHaoit 3apaetcst Homep TCP-nopTa ansi pexvma KoHcosibHoro cepeepa. Mpu telnet-noakntoueHnn
Ha IP-aapec MapuipyTm3aTopa U CKOHPUIyprpoBaHHbIli AaHHO koMmaHaol TCP-nopT nonb3oBaresib
NOAK/MOYMTCA K KOHCOIbHOMY MHTEPeiicy YCTPOICTBa, NOAK/THUYEHHOTO K NOC/1Ie0BaTe/IbHOMY MHTEPeiicy
MapLupyTusartopa.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yaanseT 3HaveHne Homepa TCP-nopTta Ansa pexuma
KOHCO/IbHOTO cepBepa.

CuHTakcuc
transport telnet port <PORT>

no transport telnet port

MapameTpbl

<PORT> - Homep TCP-nopta A1 pexumMa KOHCO/IbHOro cepaepa. MNpuHumaeT 3HadeHns [1..65535].

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
CONFIG-LINE-AUX

Mpumep:

esr(config-line-aux)# transport telnet port 2001

BecnpoBogHble MOAEMbI

allowed-auth
[laHHoli KomaH/101 3aaeTcs MeToA ayTeHTUdMKaLUM Nosib3oBaTensi B MOGU/ILHOM CETH.

icnonb3oBaHue oTpuLaTeNibHoi (DOpMbl KOMaHbl (N0) ycTaHAB/IMBAET METOA, ayTEHTUUKALM MO
YMOYaHMIO.
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CuHTakcuc
allowed-auth <TYPE>

no allowed-auth

MapameTpbl

<TYPE> - meTop ayTeHTUdVKaL My nonb3osartesns B MobunibHoit cetn [none, PAP, CHAP, MSCHAP,
MSCHAPV2, EAP].

3HaueHue no ymMmonyaHuo
PAP

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# allowed-auth MSCHAP

allowed-mode
[JaHHOoIn KomaHAoW pa3peLuaeTcs UCrnonb3oBaHne pexnma npy paéote USB-mogema.

icnonb3oBaHue oTpuuaTenibHoli (hopMbl KOMaHbl (N0) yAanseT paspeLleHne Ha UCMo/Ib30BaHNe pexuma.

CuHTakcuc
[no] allowed-mode <MODE>

MapameTpbl

<MODE> - ponyctumblii pexum pa6otsl USB-mogema [ 2g, 3g, 49 ]

3HauyeHue No ymosi4aHuio

PaspeLueHbl pexuMbl, KoTopble oTobpaxatoTcs Kak "Allowed modes:" B BbiBoge komaHAbl show cellular status
modem <ID>.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-CELLULAR-MODEM
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Mpumep:

esr(config-cellular-modem)# allowed-mode 4g

apn

[aHHoi KomaHaol 3aaeTcst ToUka A0CTyna MOOBUIbHON ceTu.

CuHTakcuc

apn <NAME>

MapameTpbl

<NAME> — Touka goctyna MobunbHON ceTu, 3a8aéTcs CTPOKon Ao 253 CMMBO/IOB.

3HayeHue No ymosiMaHuio

He ckoHdurypvpoBaHa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# apn internet

cellular modem

[aHHoii komaHaon cosgaetca USB-mogem ¢ onpeaeneHHbIM NAEeHTUAINKATOPOM N OCYLLECTB/ISAETCS NEPEXOL B
pexvm kKoHduryprposaHus USB-mogema.

icnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHbl (NO) yaanseT ckoHUryprpoBaHHblii USB-mogem.

CuHTakcuc

[no] cellular modem <ID>

MapameTpbl

<ID> - naeHtudmnkatop USB-mogema B cucteme [1..10].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# cellular modem 1

cellular profile

[JlaHHoli komaHAo co3gaeTcs npochunb HacTpoek a1 USB-Mogema ¢ onpefeneHHbIM UAEHTUUKATOPOM 1
OCYLLECTBNSIETCS NEPEXOL, B PEXMM KOH(IUTYPUpPOBaHUsS Npodnns.

icnonb3oBaHue oTpuuaTesisHo hopMbl KOMaHbl (NO) yAaNseT CKOHPUIYpUpPOBaHHbI NPOhK/Ib HACTPOEK
USB-mopema.

CuHTakcuc

[no] cellular profile <ID>

MapameTpbl

<ID> — naeHTudukaTop npodmnsa HacTpoek ana USB-moaema B cucteme [1..10].

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# cellular profile 1

device
[aHHoi KomaHaon 3agaetca ngeHtudmkarop USB-nopta nogknto4eHHOro MogemMa.

icnonb3oBaHue oTpuuaTesnibHO hopMbl KOMaHbl (NO) yAANSET YCTaHOB/IEHHBIN MAEHTUUKaTOp.

CuHTakcuc
device <WORD>

no device

MapameTpbl
<WORD> - naeHtudpukatop USB nopTa nogknoueHHoro mogema [1..12].

[aHHbIn naeHTMdunKaTop AO/MKEH coBnagaTh ¢ naeHTudgmkaTtopom B nosne "USB port device" B BbiBoAe
komaHabl show cellular status modem.
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3Ha4yeHune no ymonyaHuio

He ykasaH.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem)# device 1-1

enable

[aHHoi komaHaol aktusnpyetca USB-mogem.

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

icnonb3oBaHue oTpuLaTeNnbHo hopMbl KOMaH bl (No) AeakTuBupyet USB-moaem.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue nNo ymosiMaHuio

USB-moaem He akTMBMpPOBaH.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem) #

ip-version

[aHHOoI KomaHAoW orpaHnYMBaeTCA BO3MOXHOCTb MCMONb30BaHMsA ceMeincTs IP-aapecoB B MOGU/IbHON CETH.

icnonb3oBaHve oTpuLaTenbHoi (hopmMbl kKOMaHAbI (NO) paspeLLaeT UCMob30BaHMe agpecauuii 060mx

cemeincts IPv4 u IPv6.
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CuHTakcuc
ip-version { 1ipv4 | 1ipv6 }

no 1ip-version

MapameTpbl
ipv4 — cemeiicteo IPv4;

ipv6 — cemeiicteo IPv6;

3HaueHue No yMmosi4aHuio

PaspelueHa agpecaunsi o6oux cemeiicts IPv4 n IPv6.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# ip-version 1ipv4

mru

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

[aHHOi KoMaH/10/i 3a4aeTcs pasmep MakCUMasIbHOTO NPYHYMAEMOro NakeTa.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc
mru { <MRU> }

no mru

MapameTpbl

<MRU> - 3HaueHne MRU, npuHMMaeT 3HaYeHns B avanasoHe [128..16383].

3HauyeHue No ymosi4aHuio
1500

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-CELLULAR-MODEM
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Mpumep:

esr(config-cellular-modem)# mru 1476

number
[laHHoli KomaH/1011 ycTaHaB/IMBAETCSl HOMEp [03BOHA A/15 NOAKOUYEHNS] K MOBU/IbHON CeTu.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yaansieT HoMep A03BOHA A1 NOAK/THUYEHNS K
MOOW/IbHON CEeTW.

CuHTakcuc
number <WORD>

no number

MapameTpbl

<WORD> - HOMep [03BOHa 4/19 NOAK/IYEHMSA K MOBWIBHON ceTu, 3a4aéTcs CTpokoi oT 1 4o 15 cumBosos.

3HayeHue No ymosiMaHuio

Homep He 3agaH.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# number *99#

password

KomaHga ons yctaHOBKM Naposs nosb3osarenss MO6UIbHOW CeT B OTKPBITOM UK 3aimdpoBaHHOl chopMe.
Maposb nonb3oBartens XpaHUTCa B KOHGUrypauun B 3aimddpoBaHHoin oopme. Mpun KOHpUryprposaHum
MOXHO 3afaTb Naposib B OTKPLITON hopme nnbo ckonupoBaTb Naposib B 3alumMtpoBaHHOR hopme ¢ Apyroro
yCTpOWCTBA.

cnonb3oBaHue oTpuuaTenbHol hopmbl kKomaHabl (No) yaanseT naponb nonb3oBaTens.

CuHTtakcuc
password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password
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MapameTpbl

<CLEAR-TEXT> — naposib B OTKpbITOVi chopme, 3aaETca CTPOKoli [1..64] ciMBO/IOB, MOXET BK/tOYATb CUMBO/IbI
[0-9a-fA-F];
<ENCRYPTED-TEXT> - naponb B 3awmdpoBaHHoii hopme, 3agaeTcsa CTpokoii [2..128] cumBosnos.

& Maponn xpaHaATcsa B KOHUrypauun B 3aliMdgpoBaHHol hopMe He3aBUCKMMO OT hopMara,
NCNosib30BaHHOIO NpY BBOAE KOMaHAbI.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-PPP-USER

Mpumep:
esr(config-ppp-user)# password ascii-text 01234567
pin

[aHHoi KoMaH 10V 3aAaeTcsa Kof, pa3tnokMpoBky SIM-KapTbl.

icnonb3oBaHue oTpuLaTesibHOi (DOPMbI KOMaH bl (N0) yaanseT Kog, pa36rokMpoBku SIM-kapTbl.

CuHTakcuc
pin <WORD>

no pin

MapameTpbl

<WORD> - kop, pa36nokmposku SIM-kapTbi [4..8] ciMB0N0OB. BO3MOXHO MCMNO/b30BaHUE TOMBLKO LMdp.

3HayeHue No ymosiMaHuio

PIN He 3agaH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem)# pin 4856
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preferred-mode
[aHHoIn KomaHAoM 3aaeTcsa NpeanoyuTUTENbHbIR pexnm paboTel USB-mogema B MOOUILHOW CETU.

icnonb3oBaHue oTpuLaTenbHO hopMbl KOMaHbl (NO) yaanseT NpeanoyTUTENbHBIN pexuM pa6oTtsl USB-
MoZiemMa B MOOGW/TbHOI CeTH.

CuHTakcuc
preferred-mode { <MODE> }

no preferred-mode

MapameTpbl

<MODE> - npegno4TuTesnbHbIi pexum paboTsl USB-moaema [2g, 3g, 44].

3Ha4yeHue no ymonyaHuio

Onpegensetca USB-mogemom.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem)# preferred-mode 4g

profile
[aHHoin komaHaol Ha USB-Mogem HasHavaeTcs co3faHHbIi npodub HacTpoek ang USB-mogema.

icnonb3oBaHue oTpuLaTeNbHO (DOpMbl KOMaH bl (N0) yaanseT HasHayeHHbIi Npoub HacTpoek ans USB-
mozema.

CuHTakcuc
profile <ID>

no profile

MapameTpbl

<ID> - naeHTudmkatop npoduns HacTpoek ans USB-moaema B cucteme [1..10].

3HayeHue No ymosiMaHuio

ID npodonnst HaCTPOEK He 3aaH.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-CELLULAR-MODEM

Mpumep:

esr(config-cellular-modem)# profile 1

show cellular configuration modem

[aHHoI KomaHaoM oTo6pakaeTca nHopmMaumnsa 0 CKOHGUrypmposaHHbix USB-mogemax.

CuHTakcuc

show cellular configuration modem [ <ID> ]

MapameTpbl
<ID> - naeHtudmukatop USB-mogema B cucteme [1..10].

Be3 ykaszaHus Homepa USB-mogema BbiBOAMTCA Tabnmua ¢ KpaTkoin nHcopmaumen o Bcex
CKOHGhMryprpoBaHHbIX USB-mogemax.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# show cellular configuration modem

Number State Description USB port device Profile
modem

1 Enabled megafon 1-1 1

2 Enabled mts 1-2 2

esr# show cellular configuration modem 2

State: Enabled

Description: mts

USB port device: 1-2

Pin: --

MRU: --

MTU: 1500

Preferred mode: none

Allowed modes: all

Profile: 2

Description: MTS
User name: mts
Number : *9o#
APN: internet.mts.ru
Password (encrypted): 91A010
IP version: both
Allowed auth: EAP

Security zone: --

show cellular configuration profile

[aHHoi KomaHaol oTobpaxaeTcs UHGopMaLmsi 0 CKOHGUIYpUpPOBaHHbIX Npodunnax USB-moaemos.

CuHTakcuc

show cellular configuration profile [ <ID> ]

MapameTpbl
<ID> - npeHtudmkarop USB-mogema B cucteme [1..10].

Be3 ykazaHus Homepa USB-mogema BbiBOAMUTCSA Tabnmua ¢ KpaTkoin nHcpopmavmen o Bcex
CKOHGhMryprpoBaHHbIX npodounax USB-moaemos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show cellular configuration profile

Number User name
profile

1 gdata

2 mts

APN Number
internet *990#
internet.mts.ru *990#

esr# show cellular configuration profile 1

Description:

User name:

Number :

APN:

Password (encrypted):
IP version:

Allowed auth:

MEGAFON
gdata

*99#
internet
9BB00279B1
both

EAP

show cellulas status modem

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

Description

MEGAFON
MTS

[aHHOi KOMaH 10V oToGpaxaeTcsl MHhopMmaLysa o cTaTyce NoAxItueHHbIX USB-MmoaemMoB.

CuHTakcuc

show cellular status modem [ <ID> ]

MapameTpbl

<ID> - npeHtudmkarop USB-mogema B cucteme [1..10].

Be3 ykaszaHus Homepa USB-mMogema BbIBOAUTCS Tabnmua ¢ KpaTkoil nHpopmMaumein o Bcex 06HapyXXeHHbIX

USB-mopemax.

Heo6xoaumblii ypoBeHb NpuBUIernii

1

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show cellular status modem

Number USB port Manufacturer Model

device

esr# show cellulars status modem 1
Interface 'modem 1' status information:

USB port device: 1-1
Manufacturer: huawei

Model: E3372

Revision: 21.180.01.00.00
IMEI: 861821036192893

Status SIM lock: -

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

Current state Inteface Link
state
disabled -- Down

Status unlock retries: sim-pin (3) sim-pin2 (3) sim-puk (10) sim-puk2 (10)

Current state: disabled
Access tech: unknown
Signal level: 0

Support modes:
allowed 2G; preferred none;
allowed 3G; preferred none;
allowed 4G; preferred none;

allowed 2G 3G 4G; preferred none;

Allowed modes: 2G 3G 4G
Preferred modes: none
Type IP: IPv4
Operator name:

Registration: unknown

user

[aHHOi KOMaH 1oV 3a4aeTcs MMSI No/b30BaTeNst MOOWMbHOI ceTu. Moc/e BbINO/IHEHUS AaHHO KoMaHApbI
MapLLpyTM3aTop NEPEXOANT B PEXMM KOH(PUIYPMPOBaHKS NapamMeTpoB Nosib30BaTesis.

Vicnonb3oBaHue oTpuLaTeNibHoi (DOPMbI KOMaH bl (N0) yaanseT MMs nonb3oBaTens Mo6UbHON CeTu.

CuHTakcuc

[no] user <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaétcsa cTpokoit go ot 1 go 31 cumsona.

3HayeHue No ymosiMaHuio

lMonb3oBaresib He co3aaH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15
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KomaHaHbIi pexum
CONFIG-CELLULAR-PROFILE

Mpumep:

esr(config-cellular-profile)# user gdata
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13 KoHpurypupoBaHue n MOHUTOPUHT TyHHenel

* auth-nocache

+ authentication algorithm

+ authentication method

+ authentication required disable
+ certificate

+ clear ip nhrp

+ clear tunnels counters

+ clear tunnels softgre

* compression

+ default-profile

+ description

+ dscp

* enable

+ encryption algorithm

+ history statistics

* ignore-default-route

* interface

+ ip dont-fragment-bit ignore
* ip nhrp attribute group

* ip nhrp authentication

* ip nhrp enable

* ip nhrp holding-time

* ip nhrp ipsec

* ip nhrp map

* ip nhrp map group

* ip nhrp multicast

* ip nhrp nhs

* ip nhrp redirect

* ip nhrp shortcut

+ ip path-mtu-discovery discovery disable
* ip tcp adjust-mss

* ipsec authentication method
* ipsec authentication pre-shared-key
* ipsec ike proposal

* ipsec proposal

+ keepalive dhcp dependent-interface
+ keepalive dhcp link-timeout
+ keepalive dst-address

+ keepalive enable

+ keepalive retries

+ keepalive timeout

+ keepalive timeout ipsec

+ key

+ load-average

+ local address

+ local address xauth

* local checksum

+ local cookie

+ local interface

* local port

* local session-id

* mode

* mode

* mtu

« multipoint
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+ password

*+ peer It

* port

* ppp failure-count

* ppp timeout keepalive
+ protocol

+ protocol

* remote address

* remote address

* remote address xauth
* remote checksum

* remote cookie

* remote port

* remote session-id

* route-metric

* route-nopull

* snmp init-trap

+ show ip nhrp

+ show tunnels configuration
+ show tunnels counters
+ show tunnels history
+ show tunnels status

» show tunnels utilization
.t

* tunnel

* tunnel

* tunnel-source

+ username

« username

auth-nocache
[aHHOoI KoOMaHAoM OTKNIYaETCH KaWnpoBaHne napons nonb3osarens OpenVPN-kveHTa.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaH/bl (N0) aKTUBUPYET K3LLUMPOBaHVE Naposis Nosb3oBaresns
OpenVPN-kineHTa.

CuHTakcuc

[no] auth-nocache

MapameTpbl

OTCcyTCTBYIOT.

3Ha4yeHune no ymonyaHuio

KalmpoBaHve paspeLueHo.

HeoGxoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG-OPENVPN
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Mpumep

esr(config)# auth-nocache

authentication algorithm

[JaHHOoI KomaHAoM yCcTaHaBNNMBaAETCSA a/ITTOPUTM ayTeHTUdMKaL MM, KOTOPbIA UCNosb3yeTcsa AN
ayTeHTudgukaumm npu nogxnodeHnn k OpenVPN-cepepy.

Vicnonb3oBaHue oTpuLaTeNbHOi (DOPMbI KOMaH bl (N0) yAanseT anropuTM ayTeHTUGMKALN.

CuHTakcuc
authentication algorithm <ALGORITHM>

no authentication algorithm

MapameTpbl

<ALGORITHM> — anroputm ayTeHTUdMKaLny, NnpuHUMaeT 3HadeHns: md4, rsa-md4, md5, rsa-md5, mdc?2, rsa-
mdc2, sha, shal, rsa-sha, rsa-shal, rsa-shal-2, dsa, dsa-sha, dsa-shal, dsa-sha1-old, ripemd160, rsa-
ripemd160, ecdsa-with-sha1l, sha-224, rsa-sha-224, sha-256, rsa-sha-256, sha-384, rsa-sha-384, sha-512, rsa-
sha-512, whirlpool.

3HayeHue No ymosiMaHuio

He 3apaHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# authentication algorithm md5

authentication method

[aHHol KomaHaoW onpefensieTca MeTo, ayTeHTudnKaumm, KOTopbli ByAeT NCnob30BaTbCs Npu
YCTaHOBNEHUN yaasieHHOro nogknoveHns knveHtamm PPPoE, PPTP u L2TP.

cnonb3oBaHue oTpulaTenbHol hopmbl kKoMaHabl (N0) yAansieT yka3aHHbI MeTos ayTeHTudmKaLmK,
CuHTakcuc

authentication method <METHOD>
no authentication method <METHOD>
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<METHOD> - meTopg ayTeHTUdmKaLmm, BO3MOXHble 3Ha4yeHus: chap, mschap, mschap-v2, eap, pap.

3HayeHue No ymosiMaHuio

chap

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-L2TP

Mpumep

esr (config-pppoe)# authentication method mschap-v2

authentication required disable

[aHHol KomaHAoW OTKNYaeTcs ob6s3aTensHasa ayteHTudmkauyma PPP Ha cepsepe PPTP n L2TP.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHzbl (NO) BKOYaeTCst ayTeHTUdukauma PPP Ha cepeepe PPTP

nL2TP.

CuHTakcuc

[no] authentication required disable

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHue no ymonyaHuio

He 3agaH.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbI1 pexum
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-L2TP
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Mpumep

esr(config-pppoe)# authentication required disable

certificate
[laHHOl KOMaH/0l yKa3bIBaloTCs HEOBXOAMMbIE cepTudMKaThl AN nogknodeHns k OpenVPN-cepsepy.

Vicnonb3oBaHue oTpuLaTeNbHO DOPMblI KOMaH bl (N0) yAansieT Ha3BaHue cepTudMKaTa n3 KoHgUrypauum.

CuHTakcuc
certificate <CERTIFICATE-TYPE> <NAME>
no certificate <CERTIFICATE-TYPE>

MapameTpbl
<CERTIFICATE-TYPE> — Tun ceptudpnkara uam kn4a, MoOXeT NPUHUMaTh criefylolmne 3Ha4YeHus:

* ca — cepTudpmkar LeHTpa ceptudmkalmy;
+ client-crt — cepTudmkar KNneHTa;

+ client-key — KNMeHTCKMA KNtoY;

+ crl — cnucok oTo3BaHHbIX CEPTUPMKATOB;
+ dh — kmou Andpcoun-Xennmaxa;

* ta — HMAC-k/mou.

<NAME> — nms ceptudomnkara nnm knwoya, 3agaértca cTpokoi go 31 cuvsona.

3HayeHue No ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# certificate ca KEY

clear ip nhrp

[aHHasa komaHga cnyxut gns ounctkn NHRP-3anucein ¢ maplipyTtmsaTopa.

CuHTakcuc

clear ip nhrp [ { dynamic | static | incomplete | nhs} ] [ { nbma-address <ADDR> | tunnel
gre <ID> | tunnel-address <ADDR> } ] [ vrf <VRF> ]
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MapameTpbl
<ID> — ngeHTndmkKaTop TyHHens;
<ADDR> - IP-agpec 3aaaétcs B Buge AAA.BBB.CCC.DDD, rae kaxaas 4acTb NpuHUMaEeT 3HaueHus [0..255];

<VRF> - nmsa ak3emnnspa VRF, 3agaetcs ctpokoit Ao 31 cumBona. Npu ykazaHum gaHHoro napametpa oyayt
ypaneHbl NHRP-3anucy, ykazaHHble B gaHHOM VRF;

dynamic — ouMCTUTb ANHAMUYECKN NPUOBPETEHHYIO MHhopMaLWIo;

incomplete — 0UMCTUTL HE3AMONHEHHbIE 3anucy;

nbma-address — ouncTuTb 3anucu, kacarowmecs onpegenéHHoro NBMA-agpeca;
nhs — o4uncTUTbL 3anucu, kacarowmecs onpegenéHHoro NHS;

static — ouncTuTb 3anucu, 3afaHHble cTaTuyeckuy;

tunnel — ouncTnTb 3anucy, kacarLmecs onpenesEHHOro TYHHenNs;
tunnel-address — ouncTUTb 3anncy, KacarLmecs onpeaesEHHOro TyHHens;

vrf — ouncTuTh 3anucu, Haxoaswmecsacs B onpegenéHHom VRF.

HeoOxoaumbivi ypoBeHb NPUBUETAIA
10

KomaHZgHbIi pexum
ROOT

Mpumep

esr# clear 1ip nhrp vrf vrf_test tunnel gre 9 static

clear tunnels counters

[laHHOV KOMaH/10¥i OCyLLIECTBNSIETCS CHPOC CYETUMKOB 3a1aHHOTO TYHHENS WU TPYNMbl TYHHENEIA.

CuHTakcuc

clear tunnels counters [{ <TUN> | pseudowire [ <ID> <NEIGBOR-ADDR> ] | dypseudowire
pseudowire [ <ID> <NEIGBOR-ADDR> ] } ]

MapameTpbl

<TUN> - umsi TyHHensi yCcTpoICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsaok MeHoBaHNSA
TYHHesneli mapLupyTusartopa.

MOXHO yKa3aTb HECKO/IbKO TYHHeNel nepeyncsieHnemM Yyepes 3ansryko «,» IM60 yka3aTb AvanasoH TYHHesen
yepes geduc «-». Ecnm He ykasblBaTb UHAEKCHI TYHHENENR, TO OyAyT OUULLIEHbI CHETUMKN BCEX TYHHENEN
3a4aHHON rpynnsbl.

<ID> - ngeHTndumkarop ncesgonposoga/AnHamMm4ecKoro ncesaonposoia.

<NEIGBOR-ADDR> - IP-agpec, 3agaétcsa B suge AAA.BBB.CCC.DDD, rge kaxaas yacTb NPUHUMAET 3HaYeHUs
[0..255].
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# clear tunnels counters dypseudowire 2 192.0.2.10

clear tunnels softgre

JaHHan KomaHaa paspyluaeT softgre TyHHENW/TYHHENb.

CuHTakcuc
clear tunnels softgre [ remote-address <REMOTE-IP> ]

MapameTpbl

<REMOTE-IP> - ynaneHHbIin IP-agpec, ¢ KOTOporo NnogHAT softgre-TyHHEnNb.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
ROOT

Mpumep

esr# clear tunnels softgre esr#iclear tunnels softgre remote-addressl0.10.42.10

compression

[aHHOI KOMaHA0M BKNHOYAETCH MeXaHn3M CXKaTusa nepegasaeMbliX aHHbIX MeXay KmeHTaMmun 1 cepBepoMm
OpenVPN.

Mcnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHbl (NO) OTK/IOYAET MEXaHW3M CXaTUs nepeaaBaeMblx
[laHHbIX.

CuHTaKkcuc

[no] compression

MapameTpbl

KomaHga He coaepXut napamMeTpoB.
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3Ha4yeHune no ymonyaHuio

BbikstoueHo.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# compression

default-profile

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[JaHHas KomaHJa No3BoNSET MCMO/Mb30BaTh KOHUrypaLmio aAaHHoro SoftGRE-TyHHENs Ans aBTOMaTMUYeckoro

co3gaHuns TyHHenen ¢ Takumm xxe mode 1 local address.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) 3anpeLLaeT UCNob30BaHNe KOHUIypaLuy TYHHENS

0143 aBTOMarn4yeckoro cosgaHua TyHHeerVI.

CuHTakcuc

[no] default-profile

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-SOFTGRE

Mpumep

esr(config-softgre)# default-profile

description

[JaHHasi KoMaHa UCMo/b3yeTcs A1 U3MEHEHNS ONUCaHNST KOHQIMIYPPYEMOTO TYHHENSI.

Vicnonb3oBaHue oTpuLaTeNibHo (hopMbl KOMaHbl (N0) yaansieT ycTaHOB/IEHHOE ONCaHue.
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CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHmne TyHHens, 3aaéTcsl CTPOKOW A0 255 CMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-IP4IP4
CONFIG-SUBTUNNEL
CONFIG-GRE
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-LT
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN

Mpumep

esr(config-gre)# description "tunnel to branch"

dscp
KomaHga 3agaét 3HaveHue koga DSCP ansa ucnonb3oBaHus B IP-3arofioBke MHKanNcynMpyowero nakera.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) ycTaHaBMBaeT 3HadeHne DSCP no ymonyanuio.

CuHTakcuc
dscp <DSCP>

no dscp

MapameTpbl

<DSCP> - 3HaueHue koaa DSCP, npuHumaeT 3HadyeHus B amanasoHe [0..63].

3Ha4yeHune no ymonyaHuio

Hacnepyetca oT MHKaNcy/MpyemMoro naketa.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-IP4IP4
CONFIG-GRE

Mpumep

esr(config-ip4ip4)# dscp 40

enable

[aHHOoI KOMaHAoW BKNHOYAETCH TYHHE b.

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

icnonb3oBaHue oTpuuaTesibHoi (DOpPMbl KOMaHZbl (N0) OTK/OYAET TYHHESTb.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue Nno ymosi4aHuio

TyHHesb BbIK/THOYEH.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-IP41P4
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-LT
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN
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Mpumep

esr(config-gre)# enable

encryption algorithm
[aHHoii KOMaHo BLIGUPAETCS aTOPUTM LLPOBAHKS, NCMO/b3YEMbIV NPU Nepeaayn AaHHbIX.

icnonb3oBaHue oTpuLaTesibHOi (DOPMbI KOMaH bl (N0) OTK/OYAET LUNGPOBAHME.

CuHTakcuc
encryption algorithm <ALGORITHM>

no encryption algorithm

MapameTpbl

<ALGORITHM> — ngeHTudmkaTop NpoToKosa WngpoBaHus, npuHUMaeT 3HaveHus: des, blowfish128, aes128,
des-ede, aes192, 3des, desx, aes256.

3HayeHue nNo ymosiMaHuio

LLndppoBaHMe OTKMOUEHO.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# encryption algorithm aesl128

history statistics
[aHHOoIn KOMaHAoM BKNHOYAETCH 3annCb CTaTUCTUKM UCMOMb30BaHNSA TEKYLLETO TYHHESS.

Mcnonb3oBaHue oTpuuaTenbHoli hopmbl koMaHbl (N0) OTK/IOYAET 3amnnCb CTATUCTUKU UCNOb30BaHUS
TEKYLLLero TyHHens.

CuHTakcuc

[no] history statistics

MapameTpbl

OTcyTCTBYIOT.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GRE
CONFIG-SOFTGRE
CONFIG-SUBTUNNEL
CONFIG-IP4IP4
CONFIG-L2TPV3
CONFIG-LT
CONFIG-VTI
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN
CONFIG-L2TP

Mpumep

esr(config-ip4ip4)# history statistics

ignore-default-route

[JaHHas komMaHza BK/IOYaET PeXuM, B KOTOPOM MapLUpYyT N0 YMOMYaHUI, NOMTYYEHHBIN OT cepBepa, He
yCTaHaB/IMBaeTCA B TabnuLy MapLipyTu3aLuu.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] qdgnore-default-route

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

MapLupyT N0 YMOYaHWIo, NOMYYEHHBI OT cCepBEpPa, YCTaHaB/IMBAETCS B TabnvLy MapLipyTu3auuu.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-L2TP
CONFIG-PPTP

273



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

CONFIG-PPPOE

Mpumep

esr(config-pptp)# ignore-default-route

interface
[aHHoi KomaHaol onpeaenseTcsa nHTepdelic, Yepes KoTopblin 6yaeT yctaHaBnueatbcsi PPPOE-coegnHeHue.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yAansieT ykasaHHbIi nHTepdgelic.

CuHTakcuc
interface <IF>

no interface

MapameTpbl

<IF> — nHTepdenic nnu rpynnel MHTEPecoB, 3aa4aéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsok
MMeHOBaHWs UHTepencoB MapLupyTn3aTopa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-PPPOE

Mpumep

esr(config-pppoe)# 1interface gigabitethernet 1/0/5.100

ip dont-fragment-bit ignore

[aHHoli komaHzo BKNovaeTcsa 6e3ycnoBHas parmeHTauns GRE-Tpadmka. B pesynbraTe, ecnu pasmep
nony4msLLerocs nocne nHkancynauun B GRE naketa 6onbwe MTU ucxogsuiero nHrepdelica, To GRE-naket
6yneT pparmeHTupoBaH. B doparmeHTmposaHHom GRE-nakete DF-6uT 6ygeTt copoLUeH.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] ip dont-fragment-bit ignore

MapameTpbl

KomaHga He coaepXuT napameTpos.
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3HauyeHue No ymMmosi4aHuio.

OTK0YEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip dont-fragment-bit -dignore

ip nhrp attribute group

[aHHas komaHga 3a8aéT Ha spoke umsa NHRP-rpynnbl, koTopoe 6yaeT nepeaaBaTtbCcs Npy NOCbISIKe
Registration Request.

Vicnonb3oBaHue oTpuLaTesibHoi DOPMbI KOMaH bl (N0) oTKouaeT paccbiiky NHRP-rpynnbi.

CuHTakcuc
ip nhrp attribute group <WORD>
[no] ip nhrp attribute group

MapameTpbl

<WORD> - umsi NHRP-rpynnbl, 3aaaétcs cTpokoii [1..40] cumMBOMOB, HE NPUHMMAET CUMBOSbI [M4].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# 1ip nhrp attribute group esr-spoke-5mbps

ip nhrp authentication

[aHHasa komaHga BkovaeT ayTeHTUdmnkauuio ans npotokona NHRP. Y Bcex yuacTtHukoB NHRP-npouecca
[O/MKEH ObITb OAMHAKOBBIN Naposib.

Vicnonb3oBaHue oTpuLaTesibHO (hopMbl KOMaHbl (N0) OTKOYAET ayTeHTUdMKALMIO.
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CuHTakcuc
ip nhrp authentication { <WORD> | encrypted <ENCRYPTED-TEXT> }

[no] 1ip nhrp authentication

MapameTpbl

<WORD> — naposb B OTKPbITOIN hopme, 3a4aeTcsA CTPOKOIA [1..8] cMMBOM0B, MOXET BK/toYaTh CUMBOSIbI [0-9a-
fA-F].

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii naposib, pasmepoM [1..8] 6aiiT, 3apaétcsa cTpokoii [2..16] cumBonos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
CONFIG-GRE

Mpumep
esr(config-gre)# 1ip nhrp authentication pass
ip nhrp enable

[aHHoin kKomaHgon BkntovaeTcs pabota npotokona NHRP B TyHHene maplipyTusaTopa.

icnonb3oBaHue oTpuuaTenibHoi qhopMbl KOMaHAbl (No) oTkAYaeT paboTy npoTokona NHRP Ha
MapLupyTu3aTope.

CuHTakcuc

[no] 1ip nhrp enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp enable
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ip nhrp holding-time

JaHHaa komaHga cnyxunT onsa yctaHoBKY BpeMeHH, B TedeHumn koToporo Ha NHRP-cepsepe 6yaet
CyLecTBOBaTh 3anncb 0 KNneHTe. Takke 3To KoMaHAoM 3a4aéTcsa NepuoanyHOCTb OTNPaBKM KITMEHTOM
3anpocos o pernctpaumm Ha NHRP-cepsep, oHa paBHa 1/3 NHRP holding time.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CunHTtakcuc
ip nhrp holding-time <TIME>
[no] ip nhrp holding-time

MapameTpbl

<TIME> — BpeMs B CEKyHAAX, B TEUEHUM KOTOPOTO Ha cepBepe byeT CylLecTBOBaTb 3anich 0 A4aHHOM
K/IMEeHTe, NPUHMMAET 3HadeHus [1..65535].

3Ha4yeHue no ymonyaHuio

7200 cekyHp

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp holding-time

ip nhrp ipsec
JaHHoi KomaHA0l yKasbIBaeTCA UCNOSIb30BaHNe paHee co3gaHHoro IPsec-VPN Ha mMGRE-TyHHene.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) oTkoYaeT ucnonb3oBaHue IPsec-VPN ¢ mGRE-
TYHHENeM.

CuHTakcuc
ip nhrp ipsec <WORD> { static | dynamic }
no ip nhrp ipsec <WORD> { static | dynamic }

MapameTpbl
<WORD> - nms VPN, 3agaétca cTpokoii fo 31 cumBona;

static — ctatnyeckoe coegnHeHne, npumeHaTtca ansa ceasm ¢ NHRP-cepsepom, 3afaétca Ha KNneHTe, He
OrpaHMyeHo rno BpeMeHuY;

dynamic — gMHamMunyeckn yctaHasnvBatoLLeecs coefmHeHne, KoHdurypupyetcs ans ceasm ¢ NHRP-kimeHTom.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp ipsec VPN static

ip nhrp map
JaHHaa komaHaa 3aaéT COOTBETCTBUE «BHYTPEHHEro» TYHHeNbHOro agpeca c «BHelwHuM» NBMA-agpecom.

Vicnonb3oBaHue oTpuuaTesibHol (DOpMbl KOMaHAbl (N0) yaanseT COOTBETCTBYE.

CuHTakcuc
[no] ip nhrp map <ADDR-IN> <ADDR-OUT>

MapameTpbl

<ADDR-IN> - IP-agpec TyHHeNbHOro nHtTepdelica 3agaérca B suae AAA.BBB.CCC.DDD, rage kaxaas 4actb
npuHUMaeT 3HaueHus [0..255].

<ADDR-OUT> - IP-agpec BHeluHero uHtepcpeiica 3agaércs 8 suge AAA.BBB.CCC.DDD, rae kaxaas yacTb
npuHUMaeT 3HaueHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp map 192.168.1.2 67.86.141.231

ip nhrp map group

JaHHasa komaHaa 3agaét Ha NHS cooteetcTume rpynnsl NHRP, nepepgaHHoii NHC B xode perncrpaumu, u
nonuTukn QosS, kotopasi byaeT NPUMEHEHa K ucxoasuemy B cTopoHy atoro NHC-Tpadiuka.

Micnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaH bl (NO) yaansieT CooTBETCTBYUE.

CuHTaKkcuc

[no] ip nhrp map group <GROUP> service-policy output <POLICY>
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MapameTpbl
<GROUP> — nms rpynnbl NHRP, 3aaaétcsa ctpokoii [1..40] cMMBO/OB, HE NPUHUMAET CUMBOSbI [A4#];

<POLICY> — nms QoS-nonuTuku, 3aaaetcst cTpokoii [1..31] cumBonos.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp map group SPOKE-5M service-policy output POLICY-5M

ip nhrp multicast
[JaHHas kKomaHaa onpeaenseT agpecara My/bTUKACTHOTO Tpadgmka.

Vicnonb3oBaHue oTpuLaTeNbHOI hopMbl KOMaH bl (N0) yaanseT agpecara.

CuHTakcuc

[no] ip nhrp multicast { dynamic | nhs | <ADDR> }

MapameTpbl
dynamic — oTnpasnseT Tpaduk Ha BCe N1PbI, C KOTOPbIMU YCTAHOB/IEHO COEAVHEHNE;
nhs — oTnpaBnseT Ha Bce cTatnyeckne ckoHgurypmposaHHble NHRP-cepsepa;

<ADDR> — oTnpaBsnsieT Ha cneungunyeckm CKOHUrypupoBaHHbIii IP-agpec, 3agaétca B Buae
AAA.BBB.CCC.DDD, rae kaxaasi 4acTb NpuHMMaeT 3HadeHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp multicast nhs

ip nhrp nhs
[JaHHas KoMaHaa CNyXuT AN 3aaHns «1ormyeckoro (TyHHenbHoro)» agpeca NHRP-cepsepa.

Vicnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH bl (N0) yAanseT 3an1cb 0 CepBepe.
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CuHTakcuc
ip nhrp nhs <ADDR/LEN> [ no-registration ]
no ip nhrp nhs <ADDR/LEN>

MapameTpbl

<ADDR/LEN> - agpec, 3apgaétcsa B Buge AAA.BBB.CCC.DDD/EE, rge kaxpaas yacts AAA — DDD npuvHumaet
3HaveHusn [0..255] n EE npuHumMaeT 3HaveHus [1..32];

no-registration — He pernctpmposarbca Ha NHRP-cepBepe.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip nhrp nhs 192.168.1.2

ip nhrp redirect

[aHHoli komaHo BKknoyaeTcs pexum, B koTopom NHRP-cepBep moxeT oTnpasnaTe coobuieHnss NHRP Traffic
Indication.

icnonb3oBaHue oTpuuaTesibHO hopMbl KOMaHbl (NO) OTK/IOYAET PEXUM.

CuHTakcuc

[no] dip nhrp redirect

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-gre)# 1ip nhrp redirect
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ip nhrp shortcut

[aHHOoIn KOMaHAOM BKNHOYAETCS PeXUM, NO3BOMSIOLLNIA NCNOMb30BaHNE KpaTyallimx MapLipyToB A/15 CBSA3M C
APYTMMU KITMEHTaMMN.

cnonb3oBaHue oTpuLatTenbHol hopMbl KOMaHAbl (N0) OTK/IOYAET PEXUM.

CuHTakcuc

[no] ip nhrp shortcut

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# 1ip nhrp shortcut

ip path-mtu-discovery discovery disable

[aHHoi KomaHaon oTkNoYaeTcs oyHkumoHan Path MTU Discovery. B pesynsraTte, ecniv Kaxgoe us
cnefyoLmx ycnosuii 6yaeT BbINOHEHO, TO Npou3oingeTt oparmeHTaums GRE-naketa:

+ Pasmep nonyumsLuerocs nocne vHkancynauyum B GRE naketa 6onbwe MTU ucxogsulero nHrepderica;
+ DF bit (don't fragment bit) ncxogHoro naketa He yCTaHOB/IEH.

B cbparmeHTnpoBaHHoM GRE-nakete DF-6uT 6yaet yHacnegoBaH OT OpUrMHasIbHOTO nakeTa.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] ip path-mtu-discovery disable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymMmosi4aHuio.

BkntoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# ip path-mtu-discovery disable

ip tcp adjust-mss

[laHHoi kKomaHaol NnepeonpeaensieTcst 3HaveHme nonsa MSS (Maximum segment size) Bo Bxogswmx TCP-
naketax.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) OTK/IOYAET KOPPEKTUPOBKY 3Ha4YeHne nons MSS.

CuHTakcuc
ip tcp adjust-mss <MSS>

no ip tcp adjust-mss

MapameTpbl

<MSS> — 3HaueHune MSS, nprH1UMaeT 3HaueHus B ananasoHe [500..1460].

3Ha4yeHue no ymonyaHuio
1460

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-IP41P4
CONFIG-GRE
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-VTI
CONFIG-LT

Mpumep

esr(config-gre)# ip tcp adjust-mss 1400
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ipsec authentication method

[aHHoin KomaHaoW BblibnpaeTcsa MmeTog ayTeHTMdmnkaumm no knody ans IKE-coegmHeHns. AyteHTudmnkaums
COO0OLEHMI NO KUY MCMoNb3yeTcs Npu yctaHoBneHun IKE-coeguHeHns, KoY 3a4aéTcst KOMaHO0M «ipsec
authentication pre-shared-key» (cm. pasgen ipsec authentication pre-shared-key).

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CunHTtakcuc
ipsec authentication method pre-shared-key

no 1ipsec authentication method

MapameTpbl

pre-shared-key — meTog ayTeHTUbmKaumm, NCNONb3YHOLWMIA NpeaBapuTeibHO NOyYEeHHbIE K/TH4M
LwncppoBaHus.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG-L2TP

Mpumep

esr(config-12tp-server)# 1ipsec authentication method psk

ipsec authentication pre-shared-key

[aHHOoI KOMaHAoW ycTaHaBNMBaAETCA 0OLMNIA CEKPETHBIN KN4 A5 ayTEHTUGIMKALMW, KOTOPbIV AO/KEH
coBnagaTtb y 060MX CTOPOH, yCTaHaBMNBAKOLLMX TYHHESb.

icnonb3oBaHme oTpuuaTesibHoli (hopMbl KOMaHZbl (N0) yAanseT yCTaHOBEHHbI KoY.

CuHTakcuc

ipsec authentication pre-shared-key { ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }|
hexadecimal {<HEX> | encrypted <ENCRYPTED-HEX> } }

no 1ipsec authentication pre-shared-key

MapameTpbl
<TEXT> - cTpoka [1..64] ASCII-cumBonos.

<HEX> - uucno pasmepowm [1..32] 6aiiT, 3aaaéTca cTpokoli [2..128] cuMBoM0OB B LIECTHaALLATEPUYHOM
cpopmate(0xYYYY...) unm (YYYY...).

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii naposib pasmepom [1..32] 6aiiT, 3aaaétcs cTpokoit [2..128]
CVMBOJ/I0B;

<ENCRYPTED-HEX> — 3awundgpoBaHHOe unic/io pasmepom [2..64] 6aiiT, 3aaaétcsa CTPoKoi [2..256] cumBosoB.
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3Ha4yeHune no ymonyaHuio

none

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-L2TP

Mpumep

esr(config-12tp-server)# ipsec authentication pre-shared-key ascii-text password

ipsec ike proposal

[JaHHoin komaHaon ansa L2TP-knveHTa HazHavyaeTcs wab/ioH, orpaHMynBaoLLmii UCMosib3yeMble MeToAb!
ayTeHTudmkaumm n wndgposaHms npotokona IKE.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yAaNsieT orpaHUYeHNs Ha UCMob3oBaHMe METOAOB
ayTeHTudukaumm n wndgposaHms npotokona IKE.

CuHTakcuc

[no] ipsec ike proposal <NAME>

MapameTpbl

<NAME> — nms paHee cosgaHHoro npogunsa npotokona IKE, 3agaétca ctpokoi fgo 31 cumsona.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-L2TP

Mpumep

esr(config-12tp)# 1ipsec ike proposal IKE_PROPOSAL

ipsec proposal

[aHHoii komaHaon ansa L2TP-knveHTa HazHavyaeTcs wab/10H, orpaHnymMBaloLLmiA UCMNOob3yeMble MeTo b
ayTeHTUdomKaumn 1 wndposaHua npoTtokosna IPsec.
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Micnonb3oBaHue oTpuuaTesibHoi (DOPMbl KOMaH bl (N0) yAanseT orpaHNYeHns Ha UCNo/b30BaHe METOA0B
ayTeHTUdgMKaLmm 1 WwndpoBaHna npotokona IPsec.

CuHTakcuc

[no] dipsec ike proposal <NAME>

MapameTpbl

<NAME> — ums paHee cosgaHHoro npoduns IPsec, 3agaétcsi cTpokoii Ao 31 cumsona.

3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-L2TP

Mpumep

esr(config-12tp)# ipsec proposal IPSEC_PROPOSAL

keepalive dhcp dependent-interface

[aHHoIn KomaHaoW BKNoYaeTcs MexaHu3m nepesanpoca IP-agpecos no npotokosty DHCP Ha yka3aHHbIX
nHTepdencax npu oTknoveHnn GRE-TyHHens no keepalive. Bo3mMoXHO ykasaTtb 0 8 uHtepgeincos ans
Kaxxgoro GRE-TyHHens.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHZbl (N0) OTK/OYaeT MexaHuU3M nepesanpoca |P-agpecos no
npotokosty DHCP.

CunHTtakcuc
keepalive dhcp dependent-interface <IF>

no keepalive dst-address

MapameTpbl

<IF> - dpmanueckuii unm arpernpoBaHHblii MHTepdelic, 3agaétcs B BUAE, ONMCAHHOM B pasaene Turbl 1
NopsiloK UMeHoBaHWs1 UHTepelicoB MapLUpyT13aTopa.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive dhcp dependent-interface gi 1/0/1

keepalive dhcp link-timeout

[aHHol KOMaH/0 yKa3blBaeTCS MHTEPBaA/T BPEMEHUN MeXy OTKIYeHneM GRE-TyHHensa n nepesanpocom IP-
afpeca Ha nHTepgoelice/nHTepdeiicax, ykasaHHbix komaHaoi keepalive dhcp dependent-interface (cm. pasgen
keepalive dhcp dependent-interface).

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
keepalive dhcp link-timeout <SEC>

no keepalive dhcp link-timeout

MapameTpbl

<SEC> — uHTepBas1 B cekyHaax mexay otkntodeHnem GRE-TyHHena n nepesanpocom IP-agpeca Ha
nHTepdence/nHTepdencax ykasaHHbix komaHgow keepalive dhcp dependent-interface, npyuHumaeT 3HaveHus
[1..32767] cekyHa,

3Ha4yeHue no ymonyaHuio
10

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive dhcp link-timeout 90

keepalive dst-address

[aHHoii komaHaon HacTpamBaeTcs IP-agpec ans otnpaBku keepalive-nakeToB AN NpoBepKu
paboTtocnoco6HOCTU TYHHeNs. Ecnu ykasaHHbIi IP-aapec HeloCTyneH, TO TYHHE b MEHSIET onepaTuBHOe
cocTosiHe Ha DOWN. [laHHbIii napameTp MMeeT 3HaueHne ToMbKO Npuv BKoUeHHOM mexaHusme keepalive (cwm.
pasgen keepalive enable).

Mcnonb3oBaHue oTpuLaTesibHo hopMbl KOMaH bl (NO) OTK/OYAET AaHHY0 NPOBEPKY.
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CuHTakcuc
keepalive dst-address <ADDR>

no keepalive dst-address

MapameTpbl

<ADDR> - IP-agpec ansi nposepkn pabotocnocobHocTM GRE-TyHHens.

3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive dst-address 192.168.1.57

keepalive enable

[aHHol KoMaH0I BKNHOYaeTCA NpoBepka AOCTYNHOCTU YAA/IEHHOIO LW/03a TYHHeNA. EC/n yaaneHHbli W3
TYHHenNsa HeOCTYMeH, TO TYHHeNb MeHsAeT onepaTusHoe coctosHue Ha DOWN.

Vicnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH/bl (N0) OTK/OYAET AAHHYHO MPOBEpPKY.

CuHTakcuc

[no] keepalive enable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymMmosi4aHuio.

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GRE
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Mpumep

esr(config-gre)# keepalive enable

keepalive retries

[JaHHasi KomaHa onpeaensieT KofMYecTBO NoNbITOK NPOBEPKM AOCTYNHOCTMN YAANEHHOTO LLM03a TyHHens. Mo
[OCTVXEHWIO YKA3aHHOIO KO/IMYECTBA HeylauHbIX MOMbITOK, TYHHESb 6yeT CUMTaTbCA HEAKTUBHBIM.

Vicnonb3oBaHue oTpuLaTeNbHO (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOYAHUIO.

CuHTakcuc
keepalive retries <VALUE>

no keepalive retries

MapameTpbl

<VALUE> - KOonn4yecTBO NONbITOK, NPUHUMAET 3HaueHusi B AnanasoHe [1..255].

3HayeHue nNo ymosiMaHuio
6

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive retries 8

keepalive timeout
[aHHol KomaHZo perynmpyeTcs nepuog, otnpasku keepalive-nakeToB BCTPEUHOW CTOPOHE.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTtakcuc
keepalive timeout <TIME>

no keepalive timeout

MapameTpbl

<TIME> - Bpemsi B cekyHAax, NPUHUMaET 3HaueHusi B ananasoHe [1..32767].
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3Ha4yeHune no ymonyaHuio
10

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive timeout 18

keepalive timeout ipsec

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[laHHOii KOMaH10¥i 3aj@eTcs BpeMms, KOTOpOe OTBOAMTCSA HA BOCCTAHOB/MEHME coeanHeHus IPsec VPN, no
MCTEUYEHMMN KOTOPOro MapLLpyTU3aTop 6yAeT nepe3arpyxeH. JaHHbli dyHKLMOHaN paboTaeT TOMbKO Koraa
mMapLipyTusaTop paboTaeT B pexume OTT. Pexxum pa6oTbl OTT BK/IOUAETCS NPU NPOM3BOACTBE YCTPOIACTBA.

Mpu MCnonb3oBaHUM OTPULATENbHON (DOPMbI KOMaHbl (N0) 3HAUYeHUe NPUBOAUTCS K AeO/TTHOMY 3HAYEHMIO

180.

CuHTakcuc
keepalive timeout ipsec <TIME>

no keepalive timeout ipsec

MapameTpbl

<TIME> - BpeMsi B cekyHAax, NPUHUMAET 3HaueHusi B ananasoHe [30-32767].

3HauyeHue No ymosiuaHuio
180

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-gre)# keepalive timeout ipsec 1000
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key

[aHHas komaHaa paspeluaet nepegady knova (Key) B TyHHenbHoM 3aronoBke GRE (B cootBetcTBUM ¢ RFC
2890) 1 ycTaHaB/IMBAET 3HAUYEHME K/toua. Koy MOXET 6bITb MCMNOMb30BaH A/18 MAeHTUUKaLUM NoTOKOB
Tpadmka B GRE-TyHHenNe.

Mcnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHbl (NO) 3anpeLlaeT nepeaady kwua.

CuHTakcuc
key <KEY>

no key

MapameTpbl

<KEY> - 3HaueHve KEY, npvHMMaeT 3HadeHuns B avanasoHe [1..4294967295].

3Ha4yeHune no ymonyaHuio

Kntou He nepefaéTtcs.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# key 40

load-average

[aHHO KOMaH/10Vi yCTaHAB/IMBAETCS HTEPBA/T BPEMEHW, 33 KOTOPbI YCPeAHSIETCS CTATUCTVKA O Harpyske Ha
TyHHene.

Vicnonb3oBaHue OTpMLl,aTeﬂbHOVI CbOprI KOMaHAbl YCTaHaB/IMBAET 3HA4YE€HNE MO yMO/THaHUIO.

CuHTakcuc
load-average <TIME>

no load-average

MapameTpbl

<TIME> - nHTepBasn B CeKyHax, NpMHMMAaEeT 3HadeHus [5..150].

3HayeHue nNo ymosiMaHuio
5
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT
CONFIG-SUBTUNNEL
CONFIG-L2TPv3
CONFIG-VTI
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN
CONFIG-L2TP

Mpumep

esr(config-gre)# load-average

local address

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[laHHOI komaHAaol ycTaHaBnnBaeTcs |IP-aapec 10KasIbHOTO LW03a TYHHESS.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (No) yaansieT IP-aapec NoKasibHOrO LW/o3a.

CuHTakcuc
local address <ADDR>

no local address

MapameTpbl

<ADDR> - IP-agpec nokasbHOro Lwno3a.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-IP41P4
CONFIG-GRE
CONFIG-L2TPV3
CONFIG-VTI
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Mpumep

esr(config-ip4ip4)# local address 192.168.1.1

local address xauth

[aHHol KomaHZOo 3afaeTca NCNoNb30BaHe agpeca, Bblgasaemoro no mode config, npy ncnonb3osBaHum
paHee HacTpoeHHoro IPsec VPN B pexume XAUTH-knneHTa.

Mpu Mcnonb3oBaHUM OTpULATENbHO (DOPMbI KOMaH bl (NO) yaansieT HacTPoIiKy.

CuHTakcuc
local address xauth <NAME>

no local address

MapameTpbl

<NAME> - nms paHee cosgaHHoro IPsec VPN, 3agaétcsa ctpokoii go 31 cumsona.

3HayeHue nNo ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-)# local address xauth IPsecVPN

local checksum

[aHHaa KomaHaa BKNHYAET BblYMC/IEHNE KOHTPO/IbHOM CyMMbl 1 3aHeceHne eé B GRE-3aronoBok
OTNnpaBAsieMbiX NaKeToB.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) OTK/IOYAET NPOLLECC BbIYMUCIEHNUS 1 OTNPABKM
KOHTPOJ/IbHON CYyMMBbI.

CuHTakcuc

[no] local checksum

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GRE

Mpumep

esr(config-gre)# local checksum

local cookie

[laHHas KomaHAa onpeaensieT 3HavyeHne cookie Anst 4ONONHUTENIbHOI NPOBEPKM COOTBETCTBMS Mexay
nepegaBaeMbIMy JaHHbIMU U CECCUENA.

icnonb3oBaHune oTpuLaTesnibHoW hopMbl KOMaH bl (N0) yAanseT /ToKanbHbI cookie.

CuHTakcuc
local cookie <COOKIE>

no local cookie

MapameTpbl

<COOKIE> — 3HaueHue cookie, napaMeTp NPUHUMAET 3HAYEHUS AIMHOM BOCEMb WM LIECTHAALATb CUMBO/IOB
B LLUECTHaaLUaTepuyHomM Buae [8 nnm 16).

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# local cookie 8FB51B8FB

local interface

[aHHOoI KomaHAoW ycTaHaBNnBaeTCs Ucnonb3oBaHve IP-agpeca, Ha3Ha4YeHHOro Ha NHTepPAIeC B KayecTse
nokanbHoro wnt3a GRE-TyHHens.

Mpwn ncnonb3oBaHUKM OTpULATENBHOI hopMbI KOMaHAbl (No) NpekpalyaeTcs ncnosb3oBaHue IP-agpeca,
Ha3Ha4YeHHOro Ha MHTepelic B KaUeCTBe NIOKa/IbHOIO LU/IH3a.
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CuHTakcuc
local interface { <IF> | <TUN> }

no local 1interface

MapameTpbl

<IF> - Tnn n naeHTndmkarop nHTepeiica, 3agaéTcsa B BUAe, ONMCaHHOM B pasfesne Turbl 1 NopsaoK
NMEHOBaHNSA NHTEPECOB MapLLPYTU3aTopa;

<TUN> — nmsA TyHHeNa yCTPONCTBa, 3aaéTcA B BUAE, ONNUCAHHOM B pasgesnie Turbl 1 Nopsfok MMeHoBaHus
TYHHesnen mapLupyTtusaropa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# local interface gigabitethernet 1/0/1

local port

KomaHga onpegensieT nokanbHbii UDP-nopT, ecnv B kayecTse MeToAa MHKancynsauumn 6ein BbibpaH UDP-
NPOTOKOJ.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) yaanseT nokasbHblii Homep UDP-nopta.

CuHTakcuc
local port <UDP>

no local port

MapameTpbl

<UDP> - Homep UDP-nopTa B gnana3soHe [1..65535].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# local port 1501
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local session-id
YCTaHOBUTb NIOKa/IbHbIA MAEHTU(NKATOP CECCUMN.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) yAAIAET NOKasIbHbIA NAEHTUGKKATOP CECCUN.

CuHTakcuc
local session-id <SESSION-ID>

no local session-id

MapameTpbl

<SESSION-ID> — naeHTudmkaTop ceccuu, npuHUMaeT 3HaueHus [1..200000].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# local session-id 200

mode
[aHHoli komaHaon 3agaeTca pexum paboTel SOftGRE-TyHHeNs.

icnonb3oBaHue oTpuuaTesibHoi (DOpPMbl KOMaH/bl (N0) CHUMAET YCTaHOB/IEHHBbIV PEXMIM.

CuHTakcuc

mode <MODE>
no mode

MapameTpbl
<MODE> - pexum paboTbl TYHHENS, BO3MOXHbIE 3HAYEHUSA:

+ data — pexum gaHHbIX;
* management — pexuM ynpas/ieHus.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-SOFTGRE
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Mpumep

esr(config-softgre)# mode data

mode
JlaHHO KOMaH/0Vi yKa3bIBaeTCA pexuM nHKkancynauum ana GRE-TyHHens.

Vicnonb3oBaHue oTpuLaTeNbHoi DOPMbI KOMaH bl (N0) yCTaHAB/IMBAET MHKAMNCY/ISLMIO MO YMOMUYAHWIO.

CuHTakcuc

mode <MODE>

MapameTpbl
<MODE> - pexum nHkancynauuun ansa GRE-TyHHens:

* ip — uHkancynsaumsa IP-naketos B GRE;
+ ethernet — nukancynauus Ethernet-copeiimos B GRE.

3HayeHue No ymosiMaHuio

ip

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-gre)# mode ethernet

mtu
[JaHHoli komaHAoi ykasbiBaeTcst pasmep MTU (Maximum Transmition Unit) ana TyHHenei.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) ycTaHaBMBaeT 3HadeHne MTU no ymonyaHuio.

CuHTakcuc
mtu <MTU>

no mtu

MapameTpbl

<MTU> - 3HauyeHne MTU, nprHMMaeT 3HaueHns B gnanasoHe [552..10000] (ans PPPoOE-TyHHenel npuHuMmaeT
3HauyeHus B gvanasoHe [552..1500]).
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3Ha4yeHune no ymonyaHuio
1500

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-LT
CONFIG-PPTP
CONFIG-PPPOE
CONFIG-OPENVPN

Mpumep

esr(config-12tpv3)# mtu 1400

multipoint

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[aHHas KomaHga CNyxuT Ans nepeBofa TYHHeNs B pexum multipoint. B aTom pexviMe BO3MOXHO
YCTaHOB/IEHNE HECKO/IbKMX COEUHEHUIT C O[IHOTO TYHHENBHOMO MHTepdieiica.

Micnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) NepeBoAnT B 06bIUHbINA, point-to-point pexum.

CuHTakcuc

[no] multipoint

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GRE

297
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Mpumep

esr(config-gre)# multipoint

password
KomaHpga a5 yctaHoBKM napons nonb3osaresniss OpenVPN-cepsepa.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaansieT naposib No/b30BaTens.

CuHTakcuc
password { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no password

MapameTpbl

<CLEAR-TEXT> - naposib B OTKpbITOl chopMe, 3a[jaETCcsi CTPOKOIA [8..32] cMBO/IOB, MOXET BK/1H0UaTb CUMBO/IbI
[0-9a-fA-F];
<ENCRYPTED-TEXT> — naporib B 3alumcpoBaHHoli hopMe, 3aaETcsi CTPOoKoli [8..32] cumBonoB.

© Naponu xpaHATCs B KOHGMIypaLum B 3alLMdpoBaHHO hopme He3aBuCcUMO OT hopmara,
MNCMNONb30BAHHOIO NPY BBOAE KOMaHAbI.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-OPENVPN

Mpumep
esr(config-openvpn)# password 01234567
peer It

[JaHHasi KomaHa Ucnosb3yeTcs AN 3aaHnsa YaaneHHol CTopoHb! (B ApyroM VRF) norMyeckoro TyHHens.

icnonb3oBaHue oTpuuaTesibHoi (DOPMbl KOMaH bl (N0) yaanseT NpuBa3Ky YAaNEHHOV CTOPOHbI TYHHESS.

CuHTakcuc
[no] peer 1t <ID>

MapameTpbl

<ID> — ngeHTdMKaTop yaaneHHon CTOPOHbI IOrMYECKOr0 TYHHENS.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-LT

Mpumep

esr(config-1t)# peer 1t 2

port

[JaHHoin komaHaon onpegensietca Homep UDP-nopTa, No KoTopoMy ycTaHaBnnBaeTcsa coegnHeHune ¢ L2TP-
cepBepom.

icnonb3oBaHme oTpuuaTesibHoi (DOPMbl KOMaHAbl (N0) yAanseT yKa3aHHblii MeTog ayTeHTUMKaLWN.

CuHTakcuc
port <PORT>

no port

MapameTpbl

<PORT> - Homep UDP-nopTa, 3aaaétcs B agnanasoHe [1024..65535].

3HauyeHue Nno ymosi4aHuio
1701

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-L2TP

Mpumep

esr(config-12tp)# port 1048

ppp failure-count
[aHHoIn KomaHAoM ycTaHaBNMBaETCS KONNMYecTBo HeyaauHbix data-link TectoB nepepq pas3pbiBOM CECCUN.

Mpu Mcnonb3oBaHUM OTpULATENIbHOV (DOPMbI KOMaHAbl (NO) yCTaHAB/IMBAETCS 3HAYEHUE MO YMOMHYaHWIO.
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CuHTakcuc
ppp failure-count <NUM>

no ppp failure-count

MapameTpbl

<NUM> — KonunyecTBo HeyaauHbix data-link Tectos, 3aaaetcs B gnanasoHe [1..100].

3HauyeHue No ymosiuaHuio
10

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP

Mpumep

esr(config-12tp)# ppp failure-count 20

ppp timeout keepalive

[aHHol KomaHo yCcTaHaB/IMBAETCSl UHTEPBal BPEMEHM B CEKYHAAX, MO UCTEYEHUM KOTOPOro MapLupyTM3aTop
otnpasnseT keepalive-coobuyeHue.

Mpu ucnosb3oBaHUM OTpULATESIbHOV (DOPMbI KOMaHAbl (NO) yCTaHAB/IMBAETCS 3HAYEHUE MO YMOTHAHWIO.

CunHTtakcuc
ppp timeout keepalive <TIME >

no ppp timeout keepalive

MapameTpbl

<TIME> - BpeMsi B CEKyHAaX, 3afaeTcs B AnanasoHe [1..32767].

3HauyeHue Nno ymosi4aHuio
10

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP

Mpumep

esr(config-12tp)# ppp timeout keepalive 5000

protocol

Bbibop meToga nHkancynaumm ansa tyHHensa L2TPv3.

CuHTakcuc
protocol <TYPE>

no protocol

MapameTpbl
<TYPE> — T1n nHkancynsummn, BO3MOXHble 3Ha4YEeHUS:

* IP-uHkancynsauma B IP-naker;
+ UDP-nHkancynsums B UDP-gentarpammbl.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# protocol 1ip

protocol

Bbibop meToga nHkancynaumm ansa tyHHens OPENVPN.

CuHTtakcuc
protocol <TYPE>

no protocol

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI
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MapameTpbl

<TYPE> — Tvn nHkancynauumn, BO3MOXHbIE 3HAYEeHUS:

+ TCP - nHkancynauma 8 TCP-cermeHr;
+ UDP - uHkancynsums B UDP-geintarpammbl.

3HayeHue No ymosiMaHuio
TCP

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG-OPENVPN

Mpumep

esr (config-openvpn)# protocol tcp

remote address

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[JaHHoii KomaHoli ycTaHaBMBaeTcs IP-agpec yaaneHHoro Wwio3a TyHHe s

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (N0) yaanseT IP-agpec yaaneHHoro wio3a.

CuHTakcuc
remote address <ADDR>

no remote address

MapameTpbl

<ADDR> — IP-agpec yaaneHHoro wso3a.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-IP4IP4
CONFIG-GRE
CONFIG-SOFTGRE
CONFIG-L2TP
CONFIG-L2TPV3
CONFIG-VTI
CONFIG-PPTP
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Mpumep

esr(config-ip4ip4)# remote address 192.168.1.2

remote address
[JaHHoin komaHaon yctaHaBnusaetcs IP-agpec n TCP/UDP-nopT yaaneHHoro wiio3a TyHHeNs.

Micnonb3oBaHue oTpuLaTenbHo hopMbl KOMaH bl (N0) yaanseT IP-aapec yaasieHHoro wo3a.

CuHTakcuc

[no] remote address <ADDR> [ port <PORT>]

MapameTpbl
<ADDR> - IP-agpec ynaseHHOoro wnw3a;

<PORT> — Homep TCP/UDP-nopTa yaasieHHoro wWo3a B gnanasoHe [1..65535].

3HauyeHue No ymosiuaHuio
<PORT> - 1194.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# remote address 192.168.1.2 port 1233

remote address xauth

[aHHoI KomaHaoM 3aaeTcs Ncnonb3oBaHve agpeca management-ip unu data-ip, Bblgasaemoro no mode
config, npu ncnonb3oBaHnn paHee HacTpoeHHoro IPsec VPN B pexume XAUTH-knueHTa. TpebyeT Hannuns
COOTBETCTBYIOLLNX HacTpoek Ha IPsec-VPN-cepsepe.

Mpwn ncnonb3oBaHUKM OTpULATENBHONM (hopMbI KOMaHAb! (NO) yAaNsieT HacTPOIKy.

CuHTtakcuc
remote address xauth <NAME> {management-ip|data-ip}

no remote address

MapameTpbl

<NAME> — nms paHee co3sgaHHoro IPsec VPN, 3agaétcs ctpokoit Ao 31 cumBona;
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management-ip — agpec, nonyyaemsblii no mode config npu yctaHoBke IPsec VPN B pexume XAUTH-knneHTa.
TpebyeT Hannums B HacTpoiikax IPsec-VPN-cepeepa poytepa ELTEX_MANAGEMENT_IP (28683).

data-ip — agpec, nonyyaemsiii no mode config npn yctaHoBke IPsec VPN B pexnme XAUTH-knneHTa. Tpebyet
Hanmnums B HacTpoiikax IPsec-VPN-cepBepa ELTEX_DATAL_IP (28684).

3Ha4yeHune no ymonyaHuio

He 3agaHo.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# remote address xauth IPsecVPN

remote checksum

KomaHga BK/to4aeT NpoBepKy HasIMyms U COOTBETCTBUSA 3HAUYEHUI KOHTPO/IbHOM CYMMbI B 3arosioBKax
npuHumaemMblx GRE-nakeTos.

Vicnonb3oBaHue oTpuLaTesibHoi DOPMbI KOMaH bl (N0) OTK/OYAET NPOBEPKY KOHTPOSIbHO CYMMbI.

CuHTakcuc

[no] remote checksum

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

Mo ymMmon4aHuio NpoBepKa KOHTPO/IbHOM CyMMbI BbIK/HOUYEHA.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GRE

Mpumep

esr(config-gre)# remote checksum
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remote cookie

[laHHas komMaHaa onpeaenseT 3HaueHme cookie A9 A0NONHUTETbHO NPOBEPKN COOTBETCTBUS MEXy
nepeaaBaeMbIM1 AaHHLIMU U CECCUEN.

icnonb3oBaHue oTpuuaTenbHO hopMbl KOMaHAb! (NO) yAANSAET yaaneHHbI cookie.

CuHTakcuc
remote cookie <COOKIE>

no remote cookie

MapameTpbl

<COOKIE> - 3HaueHue cookie, NPUHUMAET 3HaYeHVs A/IMHON BOCEMb U/ LLECTHAALATL CUMBOSIOB B
LecTHaguaTepuyHom Buae [8 nnm 16).

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomaHgHbIi pexum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# remote cookie 8FB51B8FB

remote port

[aHHasa komaHga onpeaensieT yaanenHblii UDP-nopT, ecnm B kavyecTBe MeTofa UHKaNcynsiumm 6bi1 BbiGpaH
UDP.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) yaanseT yaaneHHblin Homep UDP-nopTta.

CuHTakcuc
remote port <UDP>

no remote port

MapameTpbl

<UDP> - Homep UDP-nopTa B gnana3soHe [1..65535].

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

305



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

KomaHaHbIi pexum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# remote port 65000

remote session-id
[aHHoI KomaHAoW ycTaHaBNNBAETCS YAa/IEHHbIA NAEHTUNKATOP CECCUN.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yAANAET yAa/IEHHbI AEHTUUKATOP CECCUMN.

CuHTakcuc
remote session-id <SESSION-ID>

no remote session-id

MapameTpbl

<SESSION-ID> — naeHTUUKaTop ceccum, NPUHUMAaET 3HaueHne B AgmanasoHe [1..200000].

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-L2TPV3

Mpumep

esr(config-12tpv3)# remote session-id 2

route-metric
[aHHOoI KomaHAoW Ha3HaYaeTcsa MeTprka MapLUpyToB nosydyaembix KnneHTom oT OpenVPN-cepsepa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
route-metric <METRIC>

no route-metric

MapameTpbl

<METRIC> — meTpuka MapLupyTa, NPMHUMAET 3HadyeHve B AvanasoHe [0..255].
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3Ha4yeHune no ymonyaHuio
0

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-OPENVPN

Mpumep

esr(config)# route-metric 100

route-nopull

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[aHHOi KOMaH/10¥i OTK/MoYaeTCs NPUMEHEHNE MapLLPYTOB, NepeaasaemMbix OpenVPN-cepeepom.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] route-nopull

MapameTpbl

OTcyTCTBYIOT.

3HayeHue No ymosiMaHuio

MrHopvipoBaHne MapLpyTOB OTK/THOUEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config)# route-nopull

snmp init-trap

[laHHas KomMaHaa UCnosb3yeTcs [/ BKIIOUYEHMS OTNPaBky snmp-trap 0 BK/IOUEHUW/OTK/IOUEHUN TYHHENS.

Mcnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (N0) OTK/OYAET OTNPaBKy Snmp-trap 0 BKOUYeHUN/

OTKMHOYEHNN TYHHENA.
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CuHTakcuc

[no] snmp 1init-trap

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMmo4aHuio

OTKtOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-GRE
CONFIG-SUBTUNNEL

Mpumep

esr(config-gre)# snmp init-trap

show ip nhrp

[aHHaa komaHga cnyxut gns npocmotpa NHRP-3anucei.

CuHTakcuc

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

show ip nhrp [ { dynamic | static | incomplete | nhs } ] [ { nbma-address <ADDR> | tunnel

gre <ID> | tunnel-address <ADDR> } ] [ vrf <VRF> ]

MapameTpbl

<ID> — ngeHTUduUKaTop TyHHenNs;

<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HaueHus [0..255];

<VRF> - nms ak3emnnsipa VRF, 3agaetca cTtpokoii ot 1 go 31 cumBona. Mpu ykasaHnm AaHHOro napamerpa

6yayT otobpaxeHbl NHRP-3anvcuy, ykasaHHble B gaHHOM VREF,;

dynamic — nokasatb MHOpMaLMIo, TPUOBPETEHHYIO ANHAMUYECKY;

incomplete — noka3aTb He3ano/IHEHHbIE 3anucy;

nbma-address — nokasatb 3anucu ¢ onpeaenéHHsim NBMA-agpecowm;

nhs — nokasatb 3anucu onpegenévHoro NHS;
static — nokasartb 3anucu, 3agaHHble cTaTU4ecky,;

tunnel — nokasatb 3anucu onpeaenéHHOro TyHHens;

tunnel-address — nokasaTb 3anncu ¢ onpeaenéHHbIM TYHHE TbHbIM apecom,;

vrf — nokasarb 3anucy, Haxogsumecsics B onpeaenéHHom VRF.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# hub-12# sh ip nhrp

Tunnel address NBMA address Interface Peer type Expire Created
Flags
12.1.1.3 192.168.3.4 gre 1 dynamic 0:04:38 00:23:18
lower-up,

up
12.1.1.9 192.168.9.4 gre 1 dynamic 0:04:45 00:23:49
lower-up,

up
12.1.1.99 120.12.,120.12 gre 1 dynamic 0:01:14 00:24:11
lower-up,

up

show tunnels configuration

KomaHpoli BbINOMHAETCA NPOCMOTP KOHUrypauum TyHHeNs.

CuHTakcuc

show tunnels configuration [{ <TUN> | pseudowire [ <ID> <NEIGBOR-ADDR> ] | dypseudowire
pseudowire [ <ID> <NEIGBOR-ADDR> ] 1} ]

MapameTpbl

<TUN> — umsi TyHHensi yCTPOICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiiok MeHoBaHusA
TYHHenel mapLupyTusartopa.

<ID> - naeHTUdMKaTOp NCEeBAONPOBOAA/ AVHAMMYECKOrO NCeBA0NPoBoaa.

<NEIGBOR-ADDR> - IP-agpec, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxgasa yacTb NpMHMMAET 3Ha4YeHUs
[0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZAHbIi pexum
ROOT
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Mpumep

esr# show tunnels configuration gre 25

State: enabled
Description:

Local address: 14.0.0.2
Remote address: 14.0.0.1
Calculates checksums for outgoing GRE packets: no
Requires that all input GRE packets were checksum: no

key: -

TTL: Inherit
DSCP: 0

MTU: 1500
Security zone: remote

show tunnels counters

KOMaH,EI,OVI BbIMOJTHAETCA NMPOCMOTP CHETHUKOB Ha TYHHENAX.

CuHTakcuc

show tunnels counters [{ <TUN> | pseudowire [ <ID> <NEIGBOR-ADDR> ] | dypseudowire
pseudowire [ <ID> <NEIGBOR-ADDR> ] } ]

MapameTpbl

<TUN> - umsi TyHHensi yCcTpoICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsaok MeHoBaHNSA
TYHHesneli mapLupyTusartopa.

MOXHO yKa3aTb HECKOJIbKO TYHHeNnen. Ecnv He ykasbiBaTb UHAEKCHI TYHHENER, To ByayT 0TOGpaXKeHbl
CUYETUMKM BCEX TYHHesel 3agaHHol rpynnbl. ECnn 3agaH onpesenéHHblii TyHHeNb, To 6yaeT oTobpaeHa
[leTanbHasn nHpopmalms no JaHHOMY TYHHESH0.

<ID> - ngeHTndumkarop ncesgonposoga/AnHamMm4ecKoro ncesaonposoia.

<NEIGBOR-ADDR> - IP-agpec 3agaétcsa B Buae AAA.BBB.CCC.DDD, rae kaxxgasa yacTb NpYHMMAET 3HaUYeHNs
[0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show tunnels counters dypseudowire 2 192.0.2.10
Tunnel 'dypseudowire 2_192.0.2.10' counters:
Packets received: 1006
Bytes received: 84200
Dropped on receive:
Receive errors:
Multicasts received:
Receive length errors:
Receive buffer overflow errors:
Receive CRC errors:
Receive frame errors:
Receive FIFO errors:
Receive missed errors:
Receive compressed:
Packets transmitted:
Bytes transmitted: 102308
Dropped on transmit:
Transmit errors:
Transmit aborted errors:
Transmit carrier errors:
Transmit FIFO errors:
Transmit heartbeat errors:
Transmit window errors:
Transmit comressed:
Collisions:

o ocNoNoNoMoMoMoOo)
(o]
(o]
(9]

[cl ool oo oo OoNO]

show tunnels history

KomaHga ncnonb3yetca Ans npocmMoTpa CTatTMcTUKK UCMNOb30BaHUA TYHHENS.

CuHTakcuc

show tunnels history [{ <TUN> | pseudowire [ <ID> <NEIGBOR-ADDR> ] | dypseudowire
pseudowire [ <ID> <NEIGBOR-ADDR> ] } ] [ timer <TIMER}> ]

MapameTpbl

<TUN> - umsi TyHHens, 3a4aéTcs B BUE, ONMCaHHOM B pasgesnie Turbl 1 Nopsifiok MMeHoBaHUs TYHHeen
MapLupyTm3aTopa.

<ID> - ngeHTndmkarop ncesgonposoga/AnHamMm4ecKoro ncesaonposoia.

<NEIGBOR-ADDR> - IP-agpec 3agaétcsa B Buae AAA.BBB.CCC.DDD, rge kaxxgasa yacTb NpYHMMAET 3HaUYeHNs
[0..255];

<TIMER> — He o6s3aTtefibHbIi Kty timer. B kayecTBe napaMeTpoB /15 AaHHOro Kn4va MOryT BbICTyNaTb:

+ hours oTo6paxaeT nctoputo 3a nocsiegHue 72 yaca,

* minutes oTo6paxaeTt UcTopuio 3a nocnegHme 60 MUHYT;

+ seconds oTob6paxaeT UcTopuio 3a nocnegHme 60 cekyHz,;

* [pwn oTcyTcTBUM KtoYa timer BbIBOAATCA 3 TabnuLbl ICTOPUN UCMONb30BaHUA TYHHENS/TYHHeNen.

Heo6xoaumblii ypoBeHb NpuBUiernii
5
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KomaHaHbIi pexum
ROOT

Mpumep

esr# show tunnel history gre 1 timer minutes

gre 1

Last 60 minutes:

Timer Recv utilization, Kbit/s Sent utilization, Kbit/s Recv errors Sent errors Output
drops

0-1 240 16 0 0 0
1-2 961 64 0 0 0
2-3 962 64 0 0 0
3-4 962 64 0 0 0
4-5 960 64 0 0 0
5-6 961 64 0 0 0
6-7 719 64 0 0 0
7-8 960 64 0 0 0
8-9 800 65 0 0 0
9-10 962 64 0 0 0
10-11 865 64 0 0 0
11-12 962 64 0 0 0
12-13 817 65 0 0 0
13-14 962 65 0 0 0
14-15 961 65 0 0 0
15-16 880 60 0 0 0
16-17 960 63 0 0 0
17-18 ©O 0 0 0 0
18-19 © 0 0 0 0
19-20 ©O 0 0 0 0
20-21 © 0 0 0 0
21-22 0 0 0 0 0

show tunnels status

KoMaHaa nucnosb3yercs A1 NPOCMOTPa COCTOSIHMS CUCTEMHbIX MHTePDEicoB.

CuHTakcuc

show tunnels status [{ <TUN> | pseudowire [ <ID> <NEIGBOR-ADDR> ] | dypseudowire
pseudowire [ <ID> <NEIGBOR-ADDR> ] 1} ]

MapameTpbl

<TUN> — nmA TyHHeNa yCTponCcTBa, 3aaéTcA B BUAE, ONNUCAHHOM B pasgesne Turbl 1 Nopsfok MMeHoBaHusA
TYHHe e mapLupyTusaropa.

B KOMaH/le MOXHO yKa3aTb HECKO/IbKO TyHHeNei. Ecnv He ykasblBaTb MHAEKCHI TYHHENe, To 6yayT
0TOGpaXkeHbl CTaTyCbl BCEX TYHHENEeN 3aaaHHoii rpynnbl. ECnv 3aaH KOHKPETHbIN TyHHENb, TO 6yaeT
oToGpaxeHa AeTanbHasi MHOPMaLMS No JaHHOMY TYHHENI.

<ID> - naeHTudukaTop ncesaonpoBoAa/ANHAMMYECKOr0 NCEBAONPOBOAA.

<NEIGBOR-ADDR> - |IP-agpec 3apaétca B Buge AAA.BBB.CCC.DDD, rae kaxkgas 4acTb NPUHMMAET 3Ha4YeHnA
[0..255].
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show tunnels status

Tunnel Admin state MTU Local IP Remote IP Uptime
ip4ip4 4 Up 1500 115.0.0.100 115.0.0.30 1 minute and 4
seconds

show tunnels utilization

KomaHga ncnonb3yetcs 415 NPOCMOTPa CpeAHel Harpy3ku B TYHHENAX 3a YKasaHHbI nepuos.

CuHTakcuc

show tunnels utilization [{ <TUN> | pseudowire [ <ID> <NEIGBOR-ADDR> ] | dypseudowire
pseudowire [ <ID> <NEIGBOR-ADDR> ] 1} ]

MapameTpbl

<TUN> — umsi TyHHensi yCTPOICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiiok MeHoBaHusA
TYHHenel mapLupyTusartopa.

MOXHO yKa3aTb HECKOSIbKO TYHHe el nepeuncieHnemM yepes «,» Mbo yKkasaTb AmanasoH UHTepdelicos Yepes
«». EC/IM He yKa3bIiBaTb MHAEKChI TYHHE e, TO ByayT OUMLLIEHbI CYUETUMKM BCEX TYHHENEl 3aaHHOi rpynmbl.

<ID> - naeHTUdMKaTOp NCEeBAONPOBOAA/ AVHAMMNYECKOrO NCeBA0NpoBoa.

<NEIGBOR-ADDR> - IP-agpec 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxxgas yacTb NpUHUMAET 3Ha4YeHNs
[0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
ROOT

Mpumep

esr# show tunnels utilization gre 2

Tunnel Period, s Sent, Recv, Frames Sent Frames Recv
Kbit/s Kbit/s
gre 2 15 0 0 0 0
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ttl
KomaHga 3a4aéT 3HaveHne BpemMeHu xun3Hm TTL ana TyHHeNbHbIX NakeToB.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) ycTaHaBnMBaeT 3HaveHne TTL no ymonyaHuto.

CuHTakcuc
ttl <TTL>
no ttl

MapameTpbl

<TTL> - 3HauyeHue TTL, npuHMMAaET 3HauYeHns B AmanasoHe [1..255].

3Ha4yeHue no ymonyaHuio

Hacnepyetca oT MHKancy/MpyemMoro naketa.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-IP41P4
CONFIG-GRE

Mpumep

esr(config-ip4ip4)# ttl 10

tunnel
JlaHHasi KOMaHJa No3BOsIAET NEPenTU B PEXUM KOHPUTYPUPOBaHUSA TYHHENS.

Vicnonb3oBaHue oTpuLaTeNibHO POPMbl KOMaH bl (N0) yaanseT TYHHEe b.

CuHTakcuc

[no] tunnel <TUN>

MapameTpbl

<TUN> - umsi TyHHenst yCcTpoICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsaok MeHoBaHNSA
TYHHesneli mapLupyTusartopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG

Mpumep 1

Mepexon B pexum KoHdurypupoBaHus TyHHens 12tp 10:

esr(config)# tunnel 12tp 10
esr(config-12tp)#

Mpumep 2

Mepexopn B pexvmM KoHdurypmpoBaHus TyHHens 12tpv3 10:

esr(config)# tunnel 12tpv3 10
esr(config-12tpv3)#

Mpumep 3

Mepexon B pexum KoHdurypupoBaHusa TyHHens ip4ip4 200:

esr(config)# tunnel ip4ip4 200
esr(config-ip4ip4)#

Mpumep 4

Mepexos B PEXUM KOHDUTYPUPOBaHUA TYHHENSN gre 25:

esr(config)# tunnel gre 25
esr(config-gre)#

Mpumep 5

Mepexon B pexunm KoHurypuposaHna TyHHensa vti 125:

esr(config)# tunnel vti 125
esr(config-vti)#

Mpumep 6

Mepexof B peXunM KOH(UrypupoBaHus TyHHens pptp 10:

esr(config)# tunnel pptp 10
esr(config-pptp)#

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
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Mpumep 7
Mepexon B pexxnum KOHOUIrypupoBaHusa TyHHens pppoe 8:

esr(config)# tunnel pppoe 8
esr(config-pppoe)#

tunnel
[JlaHHO KOMaH/10Vi yKa3bIBaeTCA pexum nHkancynsuum ans OpenVPN-knneHTa.

Vicnonb3oBaHue oTpuLaTeNibHoi (DOPMbI KOMaH bl (N0) yCTaHAB/IMBAET MHKAMNCY/ISLMIO MO YMOMUYAHWIO.

CuHTakcuc

tunnel <MODE>

MapameTpbl
<MODE> - pexwum nHkancynsauun gnsa OpenVPN-knveHTa:

* ip — uHkancynsaumsa IP-naketos B OpenVPN,;
+ ethernet — nukancynsumua Ethernet-cppeiimos B OpenVPN.

3HayeHue No ymosiMaHuio

ip

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# mode ethernet

tunnel-source

[JaHHoli kKomaHzo yka3biBaeTcsa nmsa VRF, ot IP-uHTepdpeitca kotoporo 6yaeT ctpoutbes AaHHbli GRE-
TYHHesb. [lJaHHasa koMaHAa akTyasibHa B cnyyae, ecniv GRE-TyHHenb ctpoutcsa yepes VRF, oTinyHblli ot VRF
CaMoro TYHHess.

icnonb3oBaHue oTpuuaTenbHoW hopMbl KOMaHAbl (NO) yCTaHaBIMBAET pexuM, koraa GRE-TyHHenb v IP-
nHTEepdeiic, ot Kotoporo ctpoutca GRE-TyHHenb, HaxoasTca B ogHoMm VRF.

CuHTakcuc

tunnel-source [ vrf <VRF> ]
[no] tunnel-source
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MapameTpbl
<VRF> - nmsa ak3emnnspa VRF, 3agaetcs ctpokoit ao 31 cumBona.

Be3 ykazaHusa kntoua "vrf' n nmenn aksemnnspa VRF, 6yaeT ncnons3osatbes IP-nHTepdeiic rnobanbHoi
KOHUrypauuu.

3HayeHue No ymosiMaHuio

OTkntoueHo (GRE-TyHHenb u IP-uHTepgeiic oTHocaTca k ogHomy VRF).

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GRE

Mpumep

esr(config-gre)# tunnel-source vrf magistral

username
[aHHoin KomaHAoM 3aaeTcs NoNb3oBaTeb U Naposb ANa nogknatveHus Kk L2TP-, PPPoE- nnn PPTP-cepsepy.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHzbl (NO) yAANAET yKasaHHOro Nosib30BaTessi.

CuHTakcuc
username <NAME> password ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no username <NAME>

MapameTpbl
<NAME> — ums nonb3oBaTtens, 3agaéTcs CTPokon Ao 31 cumeona;
<CLEAR-TEXT> — naponb, 3aaéTca cTpokoli [1 .. 64] cumBo/IOB;

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii Naposib, 3aJaETcsi CTPOKOI [2..128] cumBonoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP
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Mpumep
esr(config-pptp)# username fedor password ascii-text password
username

[aHHoi KoMaH10Vi co3aaeTcsa nonb3oBaresb AN noaxnoueHus k OpenVPN-cepsepy.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT ykasaHHOro nosb3oBaTens.

CuHTakcuc
username <NAME>

no username <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaércsa cTpokoi go 31 cumeona.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
CONFIG-OPENVPN

Mpumep

esr(config-openvpn)# username fedor
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14 YnpasneHue L2-pyHKunamMun

* YnpasneHue L2-goyHKLMAMUN
+ bridge
+ bridge-group
+ description
* enable
* mac-address
+ ports vrrp filtering
+ protected-ports
+ protected-ports exclude vlan
+ show interfaces bridge
+ thresholds wifi-tunnels-number high
+ thresholds wifi-tunnels-number low
+ unknown-unicast-forwarding disable
+ vlan
* YnpasneHue Spanning Tree
* instance
* name
* revision
+ show spanning-tree
+ show spanning-tree active
+ show spanning-tree bpdu
* spanning-tree
* spanning-tree
* spanning-tree bpdu
* spanning-tree cost
* spanning-tree disable
*+ spanning-tree guard root
+ spanning-tree forward-time
+ spanning-tree hello-time
+ spanning-tree link-type
* spanning-tree max-age
* spanning-tree mode
* spanning-tree mst configuration
*+ spanning-tree mst cost
*+ spanning-tree mst max-hops
* spanning-tree mst port-priority
* spanning-tree pathcost method
*+ spanning-tree portfast
* spanning-tree port-priority
* spanning-tree priority
+ HacTtpoiika n moHmTopuHr VLAN
« force-up
* ip internal-usage-vlan
* name
+ show interfaces switch-port vlans
+ show vlans
+ show vlans internal-usage
+ switchport access vlan
+ switchport default-vlan tagged
+ switchport forbidden default-vlan
+ switchport general acceptable-frame-type
+ switchport general allowed vlan
+ switchport general allowed vlan auto-all
+ switchport general ingress-filtering disable
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+ switchport general macs-group
+ switchport general pvid
+ switchport macs-group
+ switchport trunk allowed vlan
+ switchport trunk allowed vlan auto-all
+ switchport trunk native-vlan
+ vlan
* HacTtpoiika n moHuTopuHr Voice-VLAN
« application
+ dscp
+ lldp network-policy
* network-policy
* priority
+ vlan

YnpaBneHue L2-cpyHkunamm

bridge

[aHHoi KomaHaol A06aBIsIeTCS CETEBOM MOCT B CUCTEMY U OCYLLECTBASIETCA NEPEXO/] B PEXMUM HACTPOWKN
€ro napameTpos.

icnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaH bl (NO) yaansieT MocT.

CuHTaKkcuc
[no] bridge <BRIDGE-ID>

MapameTpbl

<BRIDGE-ID> — ngeHTnmKaumoHHbIn HOMEpP MOCTa, 3a4aeTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsok
MMEHOBaHNS MHTepdencoB MmapLupyTm3aTopa.

HeoOxoaumblii ypoBEHb NPUBUIETUIA
10

KomaHZHbIi pexum
CONFIG

Mpumep

Mepexon B pexum KoHUrypupoBaHuns ceteBoro mocTta bridge 10:

esr(config)# bridge 10
esr(config-bridge)#

bridge-group
[laHHas komaHga ucnonb3yeTcs A5 406aBNeHns B TEKYLLENO CETEBOrO MHTepdielica B L2-gomMeH.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT uHtepdoeiic n3 L2-nomeHa.

320



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

CuHTakcuc
bridge-group <BRIDGE-ID> [tagged]

no bridge-group

MapameTpbl

<BRIDGE-ID> - naeHTnhKkaumnoHHbIA HOMEpP MOCTa, 3aflaeTcs B BME, ONMCAHHOM B pasaene Turnbl 1 NopsiioK
NMEeHOBaHNS NHTEPIENCOoB MapLLpyTM3aTopa.

tagged — ko4 ANs HanpaBeHWs TerMpPoBaHHbIX KagpoB dnsnyeckoro nHTepdelica B bridge. MprumeHnMo
TONbKO Ha hm3nyeckmx nHTepdeiicax mapwpyTtunsaropos ESR-20/21/30/100/200/3200.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-L2TPV3
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-OPENVPN

Mpumep
esr(config-subif)# bridge-group 15
description

[laHHas KoMaHAa UCMNonb3yeTcs A1 HA3HAYEHNS ONUCAHUST KOHPUIYpUMpPYyeMOMY CETEBOMY MOCTY.

Micnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHzbl (NO) yAaNsSeT yCTaHOB/IEHHOE OnucaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHue ceTeBOro MocTa, 3afaéTcsi CTPOKOM A0 255 cMmBOI0B.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# description "broadway"

enable

[aHHoIn KomaHaoW pa3peluaeTcs paboTa ceTeBOro mocta. bes ykaszaHus AaHHON KOMaHbl, CETEBOW MOCT He
paboTaer.

Vicnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) BbIK/TOUYAET MapLUPYTU3aLMIO0 AaHHbIX.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# enable

mac-address

[JaHHasi komaHga no3eonseT 3agatb MAC-agpec ceTeBoro MocTa, oM3MUYeCcKoro Uan arpervpoBaHHOro
MHTepdelica, OT/IMYHOrO OT CUCTEMHOTO.

icnonb3oBaHue oTpuUaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
mac-address <ADDR>

no mac-address

MapameTpbl

<ADDR> — MAC-agpec ceTeBoro Mocta, 3agaétcs B Buae XX: XX:XX:XX:XX:XX, rae kaxgasa 4acTb nNpuHMmMaeT
3HayeHus [00..FF].

3HaueHue No yMmosi4aHuio

CuctemHsblii MAC-agpec.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# mac-address A8:F9:B0:00:00:04

ports vrrp filtering

[aHHOoI KomaHaoW BKoYaeTcs 3anpet Ha otnpasky VRRP-coobLeHnii B uHTepdieincax, BK/IOUYEHHbIX B L2-
[LOMEH.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] ports vrrp filtering {enable | exclude vlan}

MapameTpbl
enable — BkntoveHune 3anpeta Ha otnpasBky VRRP-coobueHnin B HTepdencax, BKIOYEHHbIX B L2-A0MEH;

exclude vlan — npu ykaszaHumn gaHHoro napametpa VLAN nckitoyaeTcs u3 cnucka qounsTpyeMbIX.

3HauyeHue No ymosi4aHuio

dunsrpayma VRRP-coobLLeHni OTKIO4EHa.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# ports vrrp filtering enable

protected-ports
[aHHOoI KOMaHA0M OCYLLEeCTBNAETCA yNpaB/ieHne pexmMmomMm N3onsaunumn NHTepagericos.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CunHTtakcuc
protected-ports <MODE>

MapameTpbl
<MODE> - pexum n3onsumm nHtepdeincos, NpUHUMAaET cneaytoLme 3Ha4eHus:

* none - 130/1AUNs UHTephencos oTkIOHeHa. B JaHHOM pexume KOMMyTauus KaapoB Mexay YieHamu
CETEBOro MOCTa paspeLueHa.

+ local — n3onauus nHTepdeiicos BkUYeHa. B faHHOM pexvumMe KOMMyTaLms KagpoB Mexay YieHamu
CETEBOro MOCTa 3anpeLleHa.

+ radius — nsonAuma nHTepdeiicos BkIYEHa. N5 MCNoIb30BaHUA AaHHOro pexuma TpebyeTcs
HacTpoiika Wi-Fi KoHTponnepa TyHHeneli B pexume "radius”. B JaHHOM pexrMe KoMMmyTaums Kaapos
MeXay YsieHaMy CETEBOrO MOCTa 3anpeLleHa, 3a ucknoveHmem SoftGRE DATA TyHHenell.

[ns SoftGRE DATA-TyHHenei napameTpbl nsonsumm 3anpawmsatotcs y RADIUS-cepsepa.

3HauyeHue No ymosi4aHuio

none

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# protected-ports local
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protected-ports exclude vian

[JaHHoli komaHzoi VLAN, Ha3HaYeHHbIn ceTeBOMY MOCTY, UCK/TIO4aeTCH U3 CncKa U3ompyemMblX Ha BXOAALLMX
B bridge nHTepdelicos. JaHHaa onuus akTyasibHa Npy HacTpoiike pexuma protected-ports oTAMYHOrO OT
3HAYEHUA MO YMOTHAHUIO.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc

[no] protected-ports exclude vlan

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHue no ymonyaHuio

OTK0YEHO.

HeobOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-BRIDGE

Mpumep

esr(config-bridge)# protected-ports exclude vlan

show interfaces bridge

[JaHHas KomaHa ucnosnb3yeTcst 418 NpocMoTpa MHdopmMaumn o VLAN, nHTepdpeiicax, TyHHensx,
06beANHEHHBIX MOCTOM.

CuHTakcuc

show interfaces bridge [<BRIDGE-ID>]

MapameTpbl

<BRIDGE-ID> — ngeHTncmKaumoHHbIn HOMepP MOCTa, 3a4aeTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiok
MMEeHOBaHNS MHTepdencoB MapLupyTmsaropa.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show interfaces bridge 1
Bridges Interfaces

bridge 1 vlan 1,gil/0/1.10

thresholds wifi-tunnels-number high

& [aHHblli hyHKLMOHAN NoaaepXmMBaeTcs To/IbKO Npu Hanuumm nuueHsun Ha Wi-Fi controller.

[laHHOI KOMaHAoV yCTaHABNNBAETCS BEPXHUIA NOPOr aBapyn NPEBbLILLIEHNS YMCNA BKTHOUYEHHbIX Cab-TyHHenelk
softgre B bridge.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaETCH3HaquM6[K)yMOﬂHaHMD.

CuHTakcuc

thresholds wifi-tunnels-number high<NUM>
no thresholds wifi-tunnels-number high

MapameTpbl

<NUM> — BepxHWi1 Nopor aBapuu NPeBbILLEHVSA YnCa BKIIOUYEHHbIX cab-TyHHe el softgre B bridge, npuHumaet
3HaueHue B ananasoHe [1..1000].

3Ha4yeHue no ymonyaHuio
950

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG-BRIDGE

Mpumep

esr(config)# thresholds wifi-tunnels-number high 200

thresholds wifi-tunnels-number low

& [aHHblli hyHKLMOHAN NoAaepXMBaeTCs TO/IbKO Npu Hanuumm nuueHsun Ha Wi-Fi controller.

[laHHOI KOMaHAol yCTaHaBNMBAETCA HYDKHWI MOPOr aBapun NPEBbILLEHUS YMC/IA BKIIOUYEHHbIX CabTyHHEenen
softgre B bridge.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTAHAB/MBAETCSA 3HAYEHME NO YMOMYAHUIO.
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CuHTakcuc

thresholds wifi-tunnels-number low <NUM>
no thresholds wifi-tunnels-number low

MapameTpbl

<NUM> — HWXHWIA Nopor aBapuv NPEBbLILLIEHNS YMCNa BKNKOYEHHbIX cabTyHHenel softgre B bridge, npuHnmaet
3HayeHve B AvanasoHe [1..1000]

3HaueHue No yMonyaHuio
925

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BRIDGE

Mpumep

esr(config)# thresholds wifi-tunnels-number low 20

unknown-unicast-forwarding disable

[aHHOoI KomaHAoM 3anpeLLaeTca KOMMyTauns KOHMKACTOBOro Tpadmka ¢ oTcyTcTeyowmmn MAC-agpecamu B
Tabnuue MAC-agpecoB ceTeBOro mocTra.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

[no] unknown-unicast-forwarding disable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

KommyTaLmsa oHMKacToBoro tTpadurka ¢ HenssectHeiMn MAC-agpecamn paspeLueHa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE
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Mpumep

esr(config-bridge)# unknown-unicast-forwarding disable

vlan

JaHHaa komaHaa ncnosnb3yercs 4715 CBA3bIBAHUSA TekyLero ceteBoro mocta ¢ VLAN. Bce nopTtsl, ABNS0LMECH
yneHamu Ha3Hadaemoro VLAN, aBToMatnyeckun BK/IH0HAKOTCA B CETEBOW MOCT U CTAHOBATCA yYacTHUKaMu
obulero L2-gomeHa. Ansa ynpasneHnsa YneHCTBOM ceTeBbiX nHTepdeiicoB B VLAN MCNONb3yHOTCA KOMaHAbI,
onucaHHble B pasaene Hactporika n MmoHuTopuHr VLAN.

Vicnonb3oBaHue oTpuLaTenbHo hopMbl KOMaH bl (No) yaanset npueasky VLAN n oTkiouaeT
COOTBETCTBYHOLLME MHTEPIENCbI OT CETEBOTO MOCTA.

CuHTakcuc
vlan <VID>

no vlan

MapameTpbl

<VID> - npeHtudpmkatop VLAN, 3aaaétcsa B amanasoHe [1..4095].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-BRIDGE

Mpumep

esr(config-vlan)# vlan 40

YnpaBneHue Spanning Tree

instance

& B Texyuleii Bepcun MO gaHHas KomaHAa NoAAepXMBaeTcs TO/IbKO Ha MaplupyTusaTtope ESR-1000.

[JaHHol KomaH0i co3aeTcs COOTBETCTBUE MeXY aKk3emMnasapom npotokona MSTP u rpynnamu VLAN.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
[no] dinstance <INSTANCE> vlan <VID>
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MapameTpbl
<INSTANCE> - ngeHTtudpmkatop MST-3k3eMnsipa, ykasbiBaeTcs B gnanasoHe [1..15];
<VID> — naeHTudmKaLmoHHbIii Homep VLAN, 3aaaétcsa B avanasoHe [1..4094].

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-MST

Mpumep

esr(config-mst)#instance 5 vlan 10-250

name

& B Tekyuweii Bepcum MO gaHHasi KOMaHaa NoAAepXnBaeTcs ToNbKo Ha Maplipytusatope ESR-1000.

[aHHoi KomaHaol yKasbiBaeTcsa nms KoHdurypauumn MSTP.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
name <NAME>

no name

MapameTpbl

<NAME> — nmsa koHdpurypaumm MSTP, 3agaétca ctpokoit go 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-MST

Mpumep

esr(config-mst)# name test

revision

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaAepXxuBaeTcst ToNbKo Ha MapLupyTusatope ESR-1000.
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[ aHHoi KoMaHoVi 3aA4aeTcs HoMep pPeBu3un KoHdurypaumm MSTP.

icnonb3oBaHue oTpuUaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
revision <NUM>

no revision

MapameTpbl

<NUM> — Homep peBun3umn KoHdurypauun MSTP, 3agaetca B avanasoHe [0..65535].

3HauyeHue No yMmo4aHuio
0

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-MST

Mpumep

esr(config-mst)#revision 5000

show spanning-tree

[aHHaa komaH4a oTobpaxkaeT NoAPOo6HYH MHhopMaLMo 0 HacTpoiike npotokona STP gna Bbi6paHHOro
NHTEepdeca nnm yCcTpomucTaea B LIeSIOM.

CuHTaKcuc
show spanning-tree { <IF> | tunnel <TUN> | bridge [<BRIDGE>] 1}

MapameTpbl

<IF> — comsnueckuii nnn arpermpoBaHHbIi MHTepdelic nn rpynna MHTepdgelicos, 3aJaéTcs B BUAE, ONUCAHHOM
B pasgene Tunbl U NOPSAOK MMEHOBAHUSI MHTEPAIEICOB MapLLPYyTU3aTOopa;

<TUN> - umsi TyHHensi yCTPOICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiiok MeHoBaHusA
TYHHenel mapLipyTn3aropa;

<BRIDGE> - HoMep ckoHpurypmpoBaHHoro bridge;

bridge — komaHga anst oTo6paxeHuns obuiein nHopmaymmn 06 yCTponcTae.

Heo6xoaumblii ypoBeHb NpuBUiernii
1
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KomaHaHbIi pexum
ROOT

Mpumep

esr# show spanning-tree gigabitethernet 1/0/10
Port gil/0/10 disabled
State: BLK
Port 1id: ---
Type: ---
Designated bridge Priority: ---
Designated port id: ---
Role: ---
Port cost: —---
Designated path cost: ---
Address: ---
Port Fast: —---
esr# show spanning-tree bridge
Protocol version: STP
Root ID: [32768] 02:01:02:03:04:55
Root port: [128] gigabitethernet 1/0/14
Pathcost 4
Message Age 1
Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] 02:20:03:A0:04:90
Hello time: 2 Max age time: 20 Forward delay: 15
Transmit hold count: 6 Topology change: 0
Time since topology change: 13736 Topology change count: 2 show

show spanning-tree active

Moka3sblBaeT MHhopmaLuio 0 HacTpoiike npotokona STP, nHopmaLmio 06 aKTUBHbIX MHTepdeicax.

CuHTakcuc

show spanning-tree active

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep

esr# show spanning-tree active
Protocol version: RSTP
Root ID: [32768] A8:F9:4B:83:52:C0
Root port: [128] gigabitethernet 1/0/20
Pathcost 20000
Message Age 1
Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] A8:F9:4B:AA:03:00
Hello time: 2 Max age time: 20 Forward delay: 15
Transmit hold count: 6 Topology change: 0
Time since topology change: 2318 Topology change count: 1
Name State Prio.Num Cost Status Role Type

gil/0/20 en 128.2318 20000 FRW Root RSTP

show spanning-tree bpdu

[aHHoI KoMaHA0l BbINOHAETCS NPOCMOTP pexnma 06paboTkm BPDU-nakeToB nHTEpdeincamm
MapLupyTm3aropa.

CuHTakcuc

show spanning-tree bpdu

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbI pexum
ROOT
Mpumep

esr# show spanning-tree bpdu
Global: filtering

spanning-tree

KomaHga akTvBMpyeT NpoToKosbl cemeiicTBa Spanning Tree (STP, RSTP, MSTP) Ha dom3anyecknx nHtepdpelicax
MapLupyTm3atopa B pexume switchport.

& Tpotokon MSTP nogaepxmBaeTcst TONbKO Ha MapLupyTmsaTope ESR-1000.

Vicnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) BbIK/THOYAET NOALEPXKY NPOTOKO/I0B CEMENCTBA
Spanning Tree Ha hn3nyecknx nHTeppencax mapLupyTmsaropa B pexume switchport.
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CuHTakcuc

[no] spanning-tree

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMmo4aHuio

BkntoyeHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# spanning-tree

spanning-tree

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KomaHaa akTuBMpYyeT NpOTOKO/bl cemeiicTBa Spanning Tree (STP, RSTP, MSTP) ans LiMpoKoBeLLaTe/lbHOro

[OMeHa, OpraHnM30BaHHOro ¢ NomoLbHo bridge.

& Tpotokon MSTP nogaepxmBaeTcst TONbLKO Ha MapLupyTusaTope ESR-1000.

icnonb3oBaHue oTpuLaTeNIbHO (DOPMbl KOMaH bl (N0) BbIK/THOUYAET NOAAEPXKY NMPOTOKO/IOB CEMeNCcTBa
Spanning Tree ANs LUMPOKOBELLATE/TLHOTO JOMEHa, OpraHW30BaHHOIO C NMOMOLLbH0 bridge.

CuHTakcuc

[no] spanning-tree

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue No ymosiMaHuio

BkntoyeHo.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomMaHAHbIV peXxum
CONFIG-BRIDGE
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Mpumep

esr(config-bridge)# spanning-tree

spanning-tree bpdu

[aHHoi KomaHaol onpeaensieTcsa pexunm 06paboTku naketos BPDU nHtepdhelicom, Ha KOTOPOM BbIK/THOUEH
npotokon STP.

Vicnonb3oBaHue oTpuLaTeNbHo (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
spanning-tree bpdu <MODE>

no spanning-tree bpdu

MapameTpbl
<MODE> - pexum paboThbl:

« filtering — Ha nHTepdeiice ¢ BbIKNHOYEHHBLIM NPOTOKO/I0M STP BPDU-nakeTbl hnAbTpyTCS;
+ flooding — Ha nHTepdelice ¢ BbIKNHOYEHHBLIM MPOTOKO/IOM STP HeTernpoBaHHble BPDU-nakeTbl
nepesarTcs, TermpoBaHHble — QUIBTPYIOTCS.

3HayeHue No ymosiMaHuio

flooding

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-if-gi)# spanning-tree bpdu filtering
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spanning-tree cost

[aHHoIn KomaHAoW ycTaHaBNMBaETCA pa3mMep, Ha KOTOpbIA yBenuumBaeTcs none cost npy kommyTaumm DPDU-
naketa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
spanning-tree cost <COST>

no spanning-tree cost

MapameTpbl

<COST> - cToMMOCTb NyTW, ycTaHaBNMBaeTca B AvanasoHe [1..20000000].

3Ha4yeHue no ymonyaHuio
4

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep
esr(config-if-gi)# spanning-tree cost 115
spanning-tree disable

[aHHoi KomaHaol 3anpellaetca pabota npoTokona STP Ha koHGurypmpyemom nHtepdieiice.

Vicnonb3oBaHue oTpuLaTeNbHO (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOYAHUIO.

CuHTakcuc

[no] spanning-tree disable
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

3HayeHue No ymosiMaHuio

STP Ha nHTepgeince BK/IHUEH.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-if-gi)# spanning-tree disable

spanning-tree guard root

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[aHHoi KomaHaon BKNovaeTcs 6noknposka nosyyveHnss BPDU ¢ 6onee Bbicokum STP-npuoputeTom.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNEe No yMoi4aHuio.

CuHTakcuc

[no] spanning-tree guard root

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-if-gi)# spanning-tree guard root

spanning-tree forward-time

,ﬂ,aHHOI7I KOMaH,CI,OI\/’I yCTaHaB/IMBaeTCA MHTEPBaJ1 BpEMEHN, 3ana‘—II/IBaEMbII7I Ha npociaywmnBaHne n nydeHne
COCTOSIHWIA nepenq nepeknrnyeHnem B COCToAHME nepegadn.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNe No yMoi4aHuio.

CuHTakcuc
spanning-tree forward-time <TIME>

no spanning-tree forward-time

MapameTpbl

<TIME> - Bpems B cekyHAax, NpUHUMaEeT 3HaueHus [4..30].

3Ha4yeHue no ymonyaHuio
15

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG
CONFIG-BRIDGE
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Mpumep

esr(config)# spanning-tree forward-time 20

spanning-tree hello-time
[laHHOI KOMaHAol yCcTaHaBNMBAETCS NHTepBasl BPEMEHN Mexay oTrnpaBkoi BPDU-nakeTos.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
spanning-tree hello-time <TIME>

no spanning-tree hello-time

MapameTpbl

<TIME> - Bpems B cekyHaax, NpuHUMaeT 3HaueHus [1..10].

3HayeHue No ymosiMaHuio
2

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG
CONFIG-BRIDGE

Mpumep

esr(config)# spanning-tree hello-time 20

spanning-tree link-type

[aHHoi KomaHaoW ycTaHaBnnBaeTcs npotokon RSTP B nepegatowiee coctosstHMe 1 onpeaenseT TUn CBA3N AN
BbIGPAHHOIo NopTa — «TOYKa-TOUKa», «Pa3BETBNEHHbIN».

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHWIO.
CuHTtakcuc
spanning-tree link-type { point-to-point | shared }

no spanning-tree link-type

MapameTpbl

point-to-point — kOMaHAa onpeaenseT MHTEPMENC KakK «ToUKa-TouKay;
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shared — komaHga onpegensietr MHTEPGIENC Kak «Pa3BETBEHHbIN».

3Ha4yeHune no ymonyaHuio

point-to-point

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbI pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep
esr(config-if-gi)# spanning-tree link-type point-to-point
spanning-tree max-age

[ aHHOi KOMaH/10¥i ycTaHAB/IMBAETCS BPEMS XU3HW CBsizytoLlero aepesa STP.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
spanning-tree max-age <TIME>

no spanning-tree max-age

MapameTpbl

<TIME> - Bpems B cekyHAax, NpUHUMaEeT 3HaueHus [6..40].

3HauyeHue No ymosiuaHuio
20

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG
CONFIG-BRIDGE

Mpumep

esr(config)# spanning-tree max-age 35

spanning-tree mode

[aHHoli KomaH0 BbIGMpaeTCa NoaAepPKMBAEMbIA NPOTOKO U3 cemelicTBa STP AN lWiMpoKoBeLLaTelbHOro
[IOMEHa, OpraHn30BaHHOIO C MOMOLLIbIO bridge nnu dpmnsmyeckux nHTepdencos MapLLpyTn3aTopa B pexvme
switchport.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
spanning-tree mode <MODE>

no spanning-tree mode

MapameTpbl
<MODE> - npotokon cemeiictea STP:

« STP - IEEE 802.1D Spanning Tree Protocol;

« RSTP - IEEE 802.1W Rapid Spanning Tree Protocol;

« MSTP - |IEEE 802.1s Multiple Spanning Trees (4OCTYNHO TO/bKO B INo6asibHO KOH(UIypaumm Ha
ESR-1000).

3Ha4yeHune no ymonyaHuio
RSTP

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG
CONFIG-BRIDGE

Mpumep

esr(config)# spanning-tree mode STP
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spanning-tree mst configuration

& B Texyuleii Bepcun MO gaHHas KomaHAa NoaaepXMBaeTcs TO/IbKO Ha MaplupyTusaTtope ESR-1000.

[JaHHOl KOMaH0M OCyLLEeCTB/IAETCA NEPEXOL, B PeXNM KOHpurypuposaHus MSTP-napameTpos.

CuHTakcuc

spanning-tree mst configuration

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG
Mpumep

esr(config)# spanning-tree mst configuration
esr(config-mst)#

spanning-tree mst cost

& B Texyueii Bepcun MO gaHHas KomaHaa NoaaepXMBaeTcs TO/IbKO Ha MaplupyTusaTtope ESR-1000.

[laHHOI KOMaHAol ycTaHaBNMBAETCS METOA, onpeaeneHns LLeHHOCTV NyTu ans aksemnnsipa MST.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
spanning-tree mst <INSTANCE> cost <COST>
no spanning-tree mst <INSTANCE>

MapameTpbl
<INSTANCE> - ngeHTtndpmkatop MST-ak3eMnsipa, ykasbiBaeTcs B AnanasoHe [1..15];

<COST> - cToMMOCTb NyTW, ycTaHaBNMBaeTcs B AvanasoHe [1..20000000].

3HauyeHue No ymosi4aHuio
4
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-if-gi)# spanning-tree mst 1 cost 115

spanning-tree mst max-hops

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

& B Texyueii Bepcun MO gaHHas KomaHaa NoaaepXMBaeTcs TO/IbKO Ha MaplupyTusaTtope ESR-1000.

[aHHOoI KoMaHAoW ycTaHaBNMBaAETCH MakCMMasibHOEe KO/IMYECTBO TPaH3UTHbIX y4acTKoB 15 naketa BPDU,
HeobxoaMMbIX 418 (DOPMUPOBaHNSA AepeBa U yaepXaHusa nHopmMauuy o ero CTpoeHnn. Ecnm naker yxe
npoLLen MakCMMasibHOe KOMIMYeCTBO TPaH3UTHbIX YH4aCTKOB, TO Ha CliefyoLLeM yyacTke OH OTOpachiBaeTcs.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
spanning-tree mst max-hops <NUM>

no spanning-tree mst max-hops

MapameTpbl

<NUM> — KONn4yecTBO TPaH3UTHbIX y4aCTKOB, 3a4aeTcs B AnanasoHe [6..40].

3HauyeHue No ymosi4aHuio
20

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG
Mpumep

esr(config)# spanning-tree mst max-—hops 10

spanning-tree mst port-priority

& B Texyueii Bepcun MO gaHHas KomaHAa NoAAepXMBaeTcs TO/IbKO Ha MaplupyTusaTtope ESR-1000.

[aHHoI KomaHAoM ycTaHaBNMBaETCA NpUopuTeT nHTepderica ansa aksemnaspa MST.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
spanning-tree mst <INSTANCE> port-priority <PRIORITY>
no spanning-tree mst <INSTANCE> port-priority

MapameTpbl
<INSTANCE> — naeHtudpukatop MST-ak3emMnnsapa, ykasbiaercs B gnanasoHe [1..15];

<PRIORITY> — npvopwTeT, yKasbiBaeTcs B AnanasoHe ¢ warom 16 [0..240].

3Ha4yeHue no ymonyaHuio
128

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# spanning-tree port-priority 160

spanning-tree pathcost method
[laHHOI KoMaHAol yCcTaHaBNMBAETCS METOA, ONpeAeNneHNs LLeHHOCTH NyTu.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYaHMIO.
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CuHTakcuc
spanning-tree pathcost method { short | long }

no spanning-tree pathcost method

MapameTpbl
long — 3HaueHne LeHHOCTM B AnanasoHe [1..200000000];

short — 3HaueHune LeHHOCTM B AnanasoHe [1..65535].

3HaueHue No yMmosi4aHuio

short

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# spanning-tree pathcost method short

spanning-tree portfast

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

[JlaHHOIi KOMaH[OM BK/THOYAETCS PEXMM, B KOTOPOM L2-HTepdpeiic Npy NOAHATUM Ha HEM JIMHKA cpasy
nepexoauT B COCTOSIHWE Nepefayu, He f0XMAAsAChk NCTeUeHus Talivepa.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHZbl (N0) BbIK/TOUYAET PEXNM MOMEHTA/ILHOTO NEpPexoaa B

COCTOAHME nepenayun no NOAHATUIO JINHKa.

CuHTakcuc

[no] spanning-tree portfast

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

OTK/IHOYEH.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GI
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CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-if-gi)# spanning-tree portfast

spanning-tree port-priority
[aHHol KomaHZOo ycTaHaBIMBaETCs NPUOPUTET MHTepdelica B cBA3ytoLweM gepese STP.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
spanning-tree port-priority <PRIORITY>

no spanning-tree port-priority

MapameTpbl

<PRIORITY> - npuvopwTeT, yKasbiBaeTcs B AnanasoHe ¢ warom 16 [0..240].

3HauyeHue No ymosiyaHuio
128

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-GRE
CONFIG-SUBTUNNEL
CONFIG-L2TPV3
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CONFIG-OPENVPN
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-if-gi)# spanning-tree port-priority 160

spanning-tree priority
[aHHol KomaHZOo HacTpanBaeTCcsa NPUOPUTET cBA3ytowero gepesa STP.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
spanning-tree priority <PRIORITY>

no spanning-tree priority

MapameTpbl

<PRIORITY> - npuvopuTeT, yKasbiBaeTcs B AnanasoHe c warom 4096 [0..61440].

3HauyeHue No ymosiuaHuio
32768

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG
CONFIG-BRIDGE

Mpumep

esr(config)# spanning-tree priority 4096

HacTtpoiika u mMOHuTOpUHTr VLAN

force-up

JaHHas komaHga ucnosb3yeTcsa 419 BKAKUYEeHUs pexnma aktusHocT VLAN BHe 3aBUCMMOCTU OT COCTOSAHUSA
NMHTepPENCOoB, Ha KOTOPbLIX pa3pelleHa 0bpaboTka tdpelimoB gaHHoro VLAN.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (N0) OTMEHSIET pexum akTuBHocTh VLAN .

CuHTaKkcuc

[no] force-up
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-VLAN

Mpumep

esr(config-vlan)# force-up

ip internal-usage-vlan

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

& B Texylleli Bepcun gaHHas KoMaHga NoaaepXnBaeTcst TO/IbKO Ha MapLpyTM3aTopax

ESR-1000/1500/1511.

JaHHaa komaHga NCNosb3yeTCA OJ19 pe3epBnpoBaHnA VLAN A4 BHYTPEHHETNO NCNOJ/Ib30BaHNA Ha

nHTepdeiice.

Micnonb3oBaHue oTpuuaTenibHol hopMbl KOMaHAbl (N0) OTMEHSIET Ppe3epBUPOBaHNE.

CuHTakcuc
ip internal-usage-vlan <VID>

no ip internal-usage-vlan

MapameTpbl

<VID> — naeHTudmrKaLmnoHHbIit Homep VLAN, 3aaaéTca B AvanasoHe [2..4094].

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL
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Mpumep

esr(config-if-gi)# ip internal-usage-vlan 1500

name
[aHHasa komaHaa ncnonbayercs ans aobasneHms onucadms VLAN.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
name <NAME>

no name

MapameTpbl

<NAME> - onucaHue VLAN, 3agaéTcsa CTpoKoi 40 255 CMMBOJIOB.

3HayeHue No ymosiMaHuio

OnucaHune He 3aaHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-VLAN

Mpumep

esr(config)# name L2-ACCESS

show interfaces switch-port vlans

& B Texyuleii Bepcun MO gaHHas KomaHAa NoAAepXMBAETCS TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1500/1511.

[aHHas KomaHga ncnonb3yeTca 418 NPocMoTpa pexuma yvyactns uHtepdeiicos B VLAN.

CuHTakcuc

show interfaces switch-port vlans [<IF>]

MapameTpbl

<IF> — ums chnsmyeckoro nnu arpernpoBaHHoOro nHTepdieiica ycTpoiicTea, 3a4aéTcsi B BUAE, ONMCAHHOM B
pasgene Tunbl 1 NOPAA0K UMEHOBAHUSA HTEPIEICOB MapLIpyTH3aTopa.
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B KOMaH/e MOXHO yKa3aTb HECKO/IbKO MHTepgeincoB. ECin He yKasbiBaTb MHAEKCHI MHTEPencoB, To GyaeT
oToGpakeHa MHdropMaLus 0 BCeX MHTepdpelicax 3aaaHHol rpynmbl. Mpy BbINOMHEHUM KOMaHAbI 63
napameTpa 6yeT nokasaHa HopMaLms Ans Bcex n3nyecknx nHTepdeiicos.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show interfaces switch-port vlans gigabitethernet 1/0/1-7

Interface PVID Frame types Ingress Tagged Untagged
filtering
gil/o/1 1 All yes 101 1
gil/o/2 1 All yes 150-151 1
gil/0/3 1 All yes none 1
gil/0/4 1 All yes none 1
gil/0/5 1 All yes 55 1
gil/0/6 1 All yes none 1
gil/o0/7 1 All yes none 1

N/A - 1dinterface doesn't exist
N/S - interface is not a 802.1Q bridge port
ERR - can't get vlan setting for dinterface

show vlans

[aHHaa komaHga ucnosb3yeTcs s npocmoTtpa uHpopmaumm 06 onpegeneHHor VLAN.

CuHTakcuc

show vlans [<VID>]

MapameTpbl
<VID> — naeHTUdMKaLMoHHbIn Homep VLAN, AvanasoH AONYyCTUMbIX 3HaUeHuii [1 .. 4094].

MoxHO ykaszaTb Heckosibko VLAN nepeuncrneHnem vyepes 3ansatylo «,» Moo ykasarb guanasoH VLAN yepes
Aedouc «-». MNpu BbINONHEHNN KOMaHAbI 6e3 napameTpa 6yayT nokasaHbl BCe co3faHHble VLAN.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZAHbIi pexum
ROOT
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Mpumep

esr# show vlans

VID Name Tagged
1 default
2 J—

show vlans internal-usage

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

Untagged

gil/0/3-4, gil/0/6-24,
pol
gil/o/1, tel/0/1-2

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXuBaeTcs ToNbKO Ha MapLUpyTu3aTopax

ESR-1000/1200/1500/1511/1700.

[JaHHasi KomaHa Ucnosb3yeTcs A8 NPocMoTpa MHgopMaumn no VLAN, Cnosib3yembIX CUCTEMOA.

CuHTakcuc

show vlans -dinternal-usage

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show vlans 1internal-usage

Usage VID Reserved IP address
gil/0/18 4088 No Active
gil/0/16 4089 No Active
gil/0/15 4090 No Active

switchport access vlan

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaAepXuBaeTcs ToNbKO Ha MapLUpyTu3aTopax

ESR-20/21/100/200.

[JaHHasi KomaHa UCMonb3yeTcst A1 BKYEHNs/UCKoueHust nHTepdelica B/u3 VLAN B pexume pa6oThbl

access.
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CuHTakcuc
switchport access vlan <VID>

no switchport access vlan

MapameTpbl

<VID> — naeHTudmKaLmoHHbIin Homep VLAN, 3aaaéTca B AvanasoHe [2..4094].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport access vlan 50

switchport default-vlan tagged

[laHHas KoMaHAa Ucnonb3yeTcs A1 U3MEHeHUs uneHcTBa MHTepdgelica Bo VLAN no ymonuaHuio Ha
TErMpoBaHHoe.

icnonb3oBaHue oTpuuaTesibHO hopMbl KOMaHbl (N0) M3MEHSIET YeHCTBO MHTepgieiica Bo VLAN no
YMONYaHMNI0 HA HETETMPOBAHHOE.

CuHTakcuc

[no] switchport default-vlan tagged

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport default-vlan tagged
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switchport forbidden default-vlan
[aHHaa komaHaa ncnonb3yeTcs on1a yganenns nitepdeiica n3 VLAN no ymonyaHutio.

icnonb3oBaHue oTpuuaTenibHoi (hopMbl KOMaHbl (N0) paspeluaeT gobasneHve vlan Ha nopty.

CuHTakcuc

[no] switchport forbidden default-vlan

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# no switchport forbidden default-vlan

switchport general acceptable-frame-type

& B Texyuleli Bepcun MO gaHHasi KomaHAa NoAAepPXMBAETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1500/1511.

[aHHoI KomaHaoM 3aaeTcsa TUN (PperiMoB, KOTOpPbIe MOXET NPUHUMATbL NHTEpPAIENC.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CunHTtakcuc
switchport general acceptable-frame-type { tagged-only | all }

no switchport general acceptable-frame-type

MapameTpbl
tagged-only — npyHMMaTh TONbKO TErMpPOBaHHbIE (hpeimbl;

all - npuHumaTth BCce dpeimbil.

3HauyeHue Nno ymosi4aHuio

all
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config)# switchport general acceptable-frame-type tagged-only

switchport general allowed vian

& B Texyuleli Bepcun MO gaHHas KomaHAa NoAAepPXMBAETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1500/1511.

[aHHas KkomaHza ncnonb3yeTcs 19 BKoYeHUsA/uckodeHns nitepderica s/n3 VLAN.

CunHTtakcuc
switchport general allowed vlan <ACT> <VID> [<TYPE>]

MapameTpbl
<ACT> — Ha3Ha4YaeMoe AeiNcTBUE:

+ add - BkntoyeHne nHTepdeiica Bo VLAN;
* remove — ncka4veHne nHtepdetrica ns VLAN.

<VID> — naeHTudmKaLmoHHbIit Homep VLAN, 3aaaétca B avanasoHe [2..4094]. MoxHo 3a4aTh AMana3oHOM
yepes «-» U NepPeynCc/IieHNeM Yepes «,»,

<TYPE> - Tun naketa:

+ tagged — vHTepdpeiic byaet nepegaBaTb M NPUHMMATbL NakeTbl B yka3aHHbIX VLAN TermpoBaHHbIMY,

+ untagged — uHTepgeinc byaeT nepenaBartb NakeTbl B ykazaHHbIX VLAN HeTernposaHHbiMu. VLAN, B
KOTOpY0 6yayT Hanpas/ieHbl BXOASLME HETEMMPOBaHHbIE MAaKEeTbI, HACTpamBaeTca KoMaHaom switchport
general pvid, onncaHHol B switchport general pvid.

3HauyeHue No ymosi4aHuio

Ecnu He ykasbiBaTb napameTtp <TYPE>, To no ymonyaHuio yctaHasnmeaeTcs «tagged».

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GI
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CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep 1

Nckniountb nHtepdoeiic n3 uneHctea B VLAN 50:

esr(config-if-gi)# switchport general allowed vlan remove 50

Mpumep 2

Bkntountb nHTepdeic B VLAN 10-50 kak TermpoBaHHbliA:

esr(config-if-gi)# switchport general allowed vlan add 10-50

switchport general allowed vlan auto-all

& B Texyuleii Bepcun MO gaHHas KomaHAa NoAAepXMBaETCs TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1500/1511.

[JaHHasa KomaHAa BK/IloYaeT aBToMaTuyeckoe gobasneHne nHTepdeiica BO BCe CO3aHHble Ha
mapLupyTtumsartope VLAN.

icnonb3oBaHue oTpuuaTesnbHoW hopMbl KOMaHAbl (NO) OTK/OYAET aBTOMaTMYecKoe fo6aBeHre nopTa BO
BCe CO3faHHble Ha MaplipyTusaTope VLAN.

CuHTakcuc

[no] switchport general allowed vlan auto-all [ <TYPE> ]

MapameTpbl
<TYPE> — Tn nakerta:

+ tagged — nHTepdelic byaeT nepefasatb U NPUHUMATL NakeTbl B yka3aHHbIX VLAN TermpoBaHHbIMY;

+ untagged — uHTepdoeitc byaeT nepenaBartb NakeTbl B ykazaHHbIX VLAN HeTernposaHHbiMu. VLAN, B
KOTOpyto 6yAyT Hanpas/eHbl BXOAsLLME HETErMPOBaHHbIE NaKeTbl, HacTpavBaeTcs KomaHaon switchport
general pvid, onncaHHol B switchport general pvid.

3Ha4yeHune no ymonyaHuio

OTK0YEHO.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbI pexum
CONFIG-IF-GI
CONFIG-IF-TE
CONFIG-PORT-CHANNEL
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Mpumep

esr(config-if-gi)# switchport general allowed vlan auto-all

switchport general ingress-filtering disable

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXuBaeTcs ToNbKO Ha MapLUpyTu3aTopax
ESR-1000/1500/1511.

[aHHasa KomaHAa ncnonb3yeTcs A5 BbIKNYEeHUs ounbTpaumm BXOAALWMUX NakeToB Ha OCHOBE NPUCBOEHHOTO
UM 3HauyeHusa VLAN ID.

Vicnonb3oBaHue oTpuLaTeNbHO hOpMbl KOMaH bl (N0) BK/IHOUAET OULTPALMIO.

CuHTakcuc
switchport general ingress-filtering disable

no switchport general ingress-filtering

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

duNbTPaUUs BKIOYEHA.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport general ingress-filtering disable

switchport general macs-group

& B Texyuleii Bepcun MO gaHHas KomaHAa NoAAepXMBaETCs TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1500/1511.

[JaHHoli KomaHzoi HasHavyaeTcs npodpuib MAC-agpecos u conoctaensetcs VLAN-ID, B koTopeblii 6yayT

nonagartb naketbl ¢ MAC-agpecom UCTOYHKKA, ABNAtoLLerocs Yyactbio npodpuna MAC-agpecos. MHthopmauus o
KOHGOUrypupoBaHun Npodnneil HaxoanTca B pasaene YnpassieHne npotnisamun.
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icnonb3oBaHue oTpuuaTesibHoi DopMbl KOMaH bl (N0) yaanseT conoctasneHve npoduns MAC-agpecos 1
VLAN-ID.

CuHTakcuc
switchport general macs—-group <NAME> vlan <VID>

no switchport general macs-group <NAME>

MapameTpbl
<NAME> — ums npodmnna MAC-aapecos, 3agaeTcsi CTPOKo Ao 31 cumBona;

<VID> — naeHTudmrKaLmoHHbIin Homep VLAN, 3aaaétca B avanasoHe [2..4094].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport general macs-group OGM1 vlan 999

switchport general pvid

& B Texyuleii Bepcun MO gaHHas KomaHAa NoaAepXMBaeTCs TO/TbKO HA MapLLpyTM3aTopax
ESR-1000/1500/1511.

[JaHHoli komaHzoi yctaHaBnmBaeTca naeHTudmkatop VLAN-nopta (PVID) ansi BXOAALLENO HETETMPOBAHHOTO
Tpadmka.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
switchport general pvid <VID>

no switchport general pvid

MapameTpbl

<VID> — naeHTudmKaLmoHHbIit Homep VLAN, 3aaaéTca B AvanasoHe [1..4094].

3Ha4yeHune no ymonyaHuio
1
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport general pvid 999

switchport macs-group

& B Texyuleli Bepcun MO gaHHas KomaHAa NoAAepPXMBAETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-20/21/30/100/200/3200.

[aHHol KomaHaon HasHavaeTcs npoduib MAC-agpecos n conoctasnsietcs VLAN-ID, B koTopblin 6yayT
nonagartb naketbl ¢ MAC-agpecom NCTOYHKKA, ABNAOLLerocs Yyactbio npodpuna MAC-agpecos. MiHthopmauus o
KOHGOUrypupoBaHun Npodnneil Haxo4MTCA B pasgene YnpassieHne npotunisamun.

icnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaHbl (NO) yaansieT conocTasneHne npocgpuns MAC-aapecos 1
VLAN-ID.

CuHTakcuc
switchport macs-group <NAME> vlan <VID>

no switchport macs-group <NAME>

MapameTpbl
<NAME> - nms npodunsa MAC-agpecos, 3agaetcs CTpokoi o 31 cumBona.

<VID> — naeHTudmKaLnoHHbIit Homep VLAN, 3aaaétca B avanasoHe [2..4094].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport macs-group OGM1 vlan 999
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switchport trunk allowed vilan

& B Texyuleii Bepcun MO gaHHas KomaHAa NoAAepXMBaETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-20/21/30/100/200/3200.

[aHHas KomaHga 1crnonb3yeTcs 415 BKIYEHUSA/UCKYeHns nHtepdeiica B/u3 VLAN B pexuvme paboThbl
trunk.

CuHTakcuc

switchport trunk allowed vlan <ACT> <VID>

MapameTpbl
<ACT> - Ha3Ha4yaeMmoe JelicTBue:

+ add - BkntoueHne nHteppeiica Bo VLAN;
* remove — ucknr4veHne nHtepderica n3 VLAN.

<VID> — naeHTudmKaLmoHHbIit Homep VLAN, 3aaaétca B avanasoHe [2..4094]. MoxHo 3a4aTh AMana3oHoM
yepes «-» U NepeyncrieHneM Yepes «,».

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG-GI
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport trunk allowed vlan add 10-50

switchport trunk allowed vlan auto-all

& B Texyuleli Bepcun MO gaHHas KomaHAa NoAAepPXMBAETCA TO/TbKO HA MapLLpyTM3aTopax
ESR-20/21/30/100/200/3200.

[JaHHan KomaHaa BK/louaeT aBTOMaTUYeCcKoe A06aB/eHe NopTa Bo Bce CO3AaHHbIe Ha MapLupyTM3aTope
VLAN.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHZbl (N0) OTK/OYAET aBToMaTyeckoe Ao6aBieHne nopTa Bo
BCe co3aHHble Ha maplupyTtusaTope VLAN.

CuHTakcuc

[no] switchport trunk allowed vlan auto-all

MapameTpbl

KomaHga He cogepXuT napameTpoB.
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3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-IF-GI
CONFIG-PORT-CHANNEL

Mpumep

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

esr(config-if-gi)# switchport trunk allowed vlan auto-all

switchport trunk native-vlan

& B Tekyuleii Bepcum MO gaHHas KomaHaa NoaaepXuBaeTcs ToNbKO Ha MapLUpyTu3aTopax

ESR-20/21/30/100/200/3200.

[aHHas KomaHga ncnonblyetcs gnsa HacTpolikn VLAN no ymonuanuio ans nHrepdeica B pexmme paboThbl
trunk. Becb HeTernpoBaHHbIn Tpadink, NOCTyNaKwLLMIA Ha AaHHbIA MHTepdieiic, HanpasnsieTcsa B gaHHyto VLAN.

CuHTakcuc

switchport trunk native-vlan <VID>

no switchport trunk native-vlan

MapameTpbl

<VID> — naeHTudmKaUnoHHbIii Homep VLAN, 3aaaétcsa B avanasoHe [2..4094].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-PORT-CHANNEL

Mpumep

esr(config-if-gi)# switchport trunk native-vlan 55
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vlan

[JaHHoli komaHzoin nobasnserca VLAN B cucTeMy 1 OCYLLECTBSETCH NEPEXOL B PEXUM HACTPONKM
napameTpoB VLAN. Ha mapwpyTtusarope scerga cywectsyeT VLAN ¢ ngeHTtucmkatopom 1, Bce nHTepdenchl
MO YMO/IHaHMIO BKNHOYEHbI B faHHbIi VLAN.

icnonb3oBaHue oTpuuaTenbHoi hopmMbl KOMaHabl (No) yaanset VLAN.

CuHTakcuc

[no] vlan <VID>

MapameTpbl

<VID> — naeHTudmKaLmoHHbIit Homep VLAN, 3aaaéTca B AvanasoHe [2..4094].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# vlan 40

HacTtpoiika u MoHuTOpuHr Voice-VLAN

application

[aHHoi KomaHAol HacTpamBaeTcs NpuNoXeHne, Kotopoe byaet uncnutocs B nakete LLDP-MED npwu
paccbinke LLDPDU ¢ nHTepdeiicos, Ha KOTOpbIX HasHayeHa ceTeBast nonutuka (network-policy).

icnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaH bl (N0) yAanseT HaCTPOIKY NPUIOXEHNST ANSt NOSTUTUKN.

CuHTakcuc
application <APP-TYPE>

no application

MapameTpbl
<APP-TYPE> — Tn npunoxeHus, ona KOToporo 6yaet cpabartbiBarb network-policy. MprHMMaeTt 3HaveHus:

* voice;

* voice-signaling;

* guest-voice;

+ guest-voice-signaling;
+ softphone-voice;

+ video-conferencing;

+ streaming-video;

* video-signaling.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-NET-POLICY

Mpumep

esr(config-net-policy)# application voice

dscp

[aHHoi KomaHaol HacTpanBaeTcs 3HavyeHme DSCP, koTopoe 6yaet uncnmtbes B nakete LLDP-MED npu
paccbinke LLDPDU ¢ nHTepdeiicos, Ha KOTOpbIX HasHayeHa ceTeBast nonutuka (network-policy).

icnonb3oBaHve oTpuLaTenibHoi hopmMbl koMaHabl (N0) yaansiet paccbinky DSCP ans gaHHoli ceteBoit
nonutukm (network-policy).

CunHTakcuc
dscp <DSCP>
dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHMmaeT 3HaueHus B amanasoHe [0..63].

3HaueHune no ymonyaHuio
Paccbinka DSCP B LLDPDU-MED oTkntoueHa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-NET-POLICY

Mpumep

esr(config-net-policy)# dscp 62
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lldp network-policy
[laHHoli KOMaHAOo Ha MHTepdeiic HasHavaeTcsa co3faHHasn paHee ceTeBas nonuTtuka (network-policy).

Vicnonb3oBaHue oTpuuaTesnibHoO hopMbl KOMaHbl (NO) CHUMAET HA3HAYEHHYO paHee CETEBYHO NMOMUTUKY C
nHTepdeiica.

& LLDPDU-co06LLieHs1, ONncaHHble NOSIMTUKON, ByayT pacchiniaTbCsi TOILKO €C/N B I1106a/1bHO
KoHchurypaumm BkntoueHa nogaepxka LLDP-MED (cMm. komaHgy B pasaene lldp med fast-start enable).

CuHTakcuc

[no] 1ldp network-policy <NAME>

MapameTpbl

<NAME> — nms HazHa4yaeMoi NoAnUTKKN, 3aaeTcsl CTPoKoin Ao 31 cumBeona.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomaHgHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr(config-if-gi) 1ldp network-policy ip-phones

network-policy

[laHHoli KomaHo cozgaeTcs ceTeBasi nonuTrka (network-policy) 1 ocylecTBNSETCA NEPEXO], B PEXUM
HacCTpOIKM NapamMeTpoB NOMUTUKM.

Vicnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) yAassieT co3A4aHHYy0 paHee CETEeBYHO MOSIUTUKY
(network-policy).

CuHTakcuc
[no] network-policy <NAME>

MapameTpbl

<NAME> — nms cosgaBaemoin NoMTUKN, 3afaeTcsi CTPoKon Ao 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# network-policy ip-phones

priority

[JaHHoli kKomaHzoi HacTpansaeTcs 3HaveHne COS, koTopoe 6yaeT uncnutbes B nakete LLDP-MED npu
paccbinke LLDPDU ¢ nHTepdeiicos, Ha KOTOpbIX Ha3HayeHa ceTeBas nonutuka (network-policy).

Micnonb3oBaHue oTpuuaTenibHoi qhopMbl KOMaHAabl (No) yaanset paccbliky COS ans AaHHoO ceTeBoit
nonutukmn (network-policy).

CuHTakcuc
priority <COS>

no priority

MapameTpbl
<COS> - 3HayeHue npuopuTeTa, NPUHUMAET 3HAYEHUS:

+ best-effort — COSO;

+ background - COST1;

- excellent-effort — COS2;

« critical-applications — COS3;
+ video - COS4;

+ voice — COS5;

« internetwork-control — COS6;
* network-control — COS7.

3Ha4yeHue no ymonyaHuio
Paccbinika COS B LLDPDU-MED oTtktoueHa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-NET-POLICY

Mpumep

esr(config-net-policy)# priority voice
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vlan

[aHHoli KomaHzoi HacTpansaeTcs 3HadeHre VLAN, koTopoe 6yaet umcnuTbes B nakete LLDP-MED npu
paccbinike LLDPDU ¢ nHTepdelicos, Ha KOTOpbIX HasHauyeHa ceTeBasi nonutuka (network-policy).

icnonb3oBaHue oTpuuaTenbHoW hopMbl KOMaHAbl (No) yaanset koHdurypaumo VLAN ans gaHHoO ceTeBol
nonutukm (network-policy).

CuHTakcuc

vlan <VID> [tagged]

MapameTpbl
<VID> — naeHTUdmMKaLmoHHbIn Homep VLAN, npuHuMaeT 3HaueHus [1...4094];

tagged — k/toY, NPV yCTAHOBKE KOTOPOro abOHEHTCKOE YCTPOIMCTBO ByaeT oTnpaensaTth Ethernet-chpeiimbi
yKa3aHHOTI0 MPUIOXEHNS B TETVPOBAHHOM BUAE.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-NET-POLICY

Mpumep

esr(config-net-policy)# vlan 3258 tagged

364



15 Paborta c agpecHbIMU Tabmuamm

* clear arp-cache

+ clear ipv6 neighbors

+ clear mac address-table

* iparp

* ip arp reachable-time

* ipv6 nd

* ipv6 nd reachable-time

* mac address-table aging-time

* mac address-table save-secure-freq
* port-security max

*+ port-security mode

+ port-security unknown-sa-action

» show arp

+ show arp configuration

+ show ipv6 neighbors

+ show ipv6 neighbors configuration
+ show mac address-table

clear arp-cache

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

KomaHga ncnonb3yetcs Ans o4nmcTkm cogepxumoro ARP-Tabnuubl.

CuHTakcuc

clear arp-cache [ <OPTIONS> ]

MapameTpbl

<OPTIONS> — napameTpbl KOMaHApl A7 AeTanu3aluym 3anpalmBaemoin MHopMaLum, ONUMOHasTbHbI

napamertp:

« vrf <VRF> — nms aksemnnspa VRF, 3agaetcs ctpokoit Ao 31 cumeona. OnumnoHanbHbI napameTp, npu
yKasaHun Kotoporo 6yaet ounweHa ARP-Tabnmua B ykazaHHoMm VRF;
+ <IF> - nmsa nHTepcpeiica ycTpoincTea, 3a4aéTcs B BUAE, ONMCaHHOM B pasgene Turbl 1 Nopsajok

MMEHOBaHUNs UHTepeiicoB MapLLpyTU3aTopa;

+ ip-address <ADDR> - IP-agpec, no koTopoMy BegeTtcsi nouck, 3agaércsa B suge AAA.BBB.CCC.DDD, rae

Kakas 4acTb NpuHUMaeT 3HaveHus [0..255];

+ mac-address <ADDR> — MAC-agpec, No KoTopoMy BeAeTcsi nonck, 3agaétca B Buge XX: XX XX:XX:XX:XX,

rae Kaxgas 4acTb npuHuMaeT 3HadeHus [00..FF].

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIi pexum
ROOT

Mpumep

esr# clear arp-cache ip-address 10.0.0.8
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clear ipv6 neighbors

KomaHga ncnonb3yetcs gns oumctku cogepxmnmoro IPvé Neighbor Discovery Tabnumubl.

CuHTakcuc
clear 1ipv6 neighbors [<OPTIONS> ]

MapameTpbl

<OPTIONS> — napameTpbl KOMaHApl A7 AeTanv3aluym 3anpalBaemoin MHgopMaLum, ONUMOHasbHBbI
napamertp:

« vrf <VRF> — nms aksemnnspa VRF, 3agaetcs ctpokoi Ao 31 cumsona. Mpu ykasaHuy gaHHOro
napameTpa 6yaet ounwieHa IPvé Neighbor Discovery Tabnumua B ykazaHHom VREF;

+ <IF> - nmsa nHTepcpeiica ycTpoincTea, 3a4a€Tcs B BUAE, ONMCaHHOM B pasgene Turbl 1 Nopsajok
NMEeHOBaHNA NHTEPENCoB MapLLPYTU3aTopa;

* ipv6-address <IPV6-ADDR> — yka3sbiBaeTcs IPv6-agpec, N0 KOTOpOMY BeAeTCsi NOUCK, 3a4aETcA B BUAE
X:X:X:X:X, rae kaxaas 4yacTb NPUHUMAET 3HaUeHus B LiecTHaguatepuyHom dpopmare [0..FFFF];

+ mac-address <ADDR> — MAC-agpec, No KOTopoMy BeAeTcsi nonck, 3agaétca B Buge XX: XX XX:XX:XX:XX,
rae Kaxgasi 4acTb npuHuMaeT 3HadeHust [00..FF].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# clear 1ipv6 neighbors

clear mac address-table

KomaHga ncnonb3yetcs gns yaaneHnsa nigpopmaunm o6 nsyyeHHbix MAC-agpecax.

CuHTakcuc

clear mac address-table [ { dynamic | static } ] [ { interface { <IF> | host-port <U/S/
P> } | bridge <BRIDGE-ID> | tunnel { gre | softgre } <ID> | vlan <VLAN-ID> }

MapameTpbl

<IF> — nmsa nHTepdelica ycTponcTea, 3agaéTtcs B BUAE, ONMcaHHOM B pasgene Turbl 1 Nopsifok MMeHoBaHn:A
NHTepdIelicoB MapLLPyTM3aTopa;

<U/S/P> - tonuT (1), cnot (0) n Homep nHTepdielica NakeTHOro NPoLLeccopa;

<BRIDGE-ID> — ngeHTndmKaLmoHHbIn HOMEpP MOCTa, 3a4aeTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiok
NMeHOBaHNA NHTEPENCoB MapLLpyTU3aTopa;

<ID> — npgeHTUduKaTop TyHHens;

366


https://docs.eltex-co.ru/pages/viewpage.action?pageId=81166365#id--
https://docs.eltex-co.ru/pages/viewpage.action?pageId=81166365#id--

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

<VLAN-ID> — Homep vlan. Bo3amoxHO 3agaHune cnvcka vlan yepes cumson "," 6e3 npo6enos, gnanasoHa vlan
yepes cMMBO "-" /M KOMOGMHaLMM CMNCKOB N AMana3oHoB.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# clear mac address-table

ip arp
[aHHoin KomaHaon fobaBnseTca crtatmyeckas 3anncb B ARP-Tabnuuy.

icnonb3oBaHune oTpuLaTesibHoV hopMbl KOMaHbl (NO) yaansieT cTaTuyeckyto 3anuck 13 ARP-Ta6nubl.

CuHTakcuc
ip arp [ vrf <VRF> ] <IP> <MAC> { <IF> | <TUN> }
no ip arp [ vrf <VRF> ] <IP>

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaetcsa cTpokoii 4o 31 cumBona;

<IP> - IP-agpec cTtatnyeckoi 3anucu, 3agaétcs B suae AAA.BBB.CCC.DDD, rge kaxpgas 4acTb NpUHUMAET
3HauveHus [0..255];

<MAC> - MAC-azpec k/meHTa, Kotopomy byaeT BblgaH IPve-agpec, 3agaétcsa B Buge XX XXXXXX:XX:XX, rae
Kakgasi YacTb npuHuMaeT 3HadeHust [00..FF];

<IF> — nmsa nHTepdelica ycTponcTea, 3agaéTtcs B BUAE, ONMcaHHOM B pasgene Turbl 1 Nopsifok MMeHoBaHn:A
NHTepdIelicoB MapLLPYTM3aTopa;

<TUN> — umsi TyHHensi yCTPOICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiiok MeHoBaHusA
TYHHenel mapLupyTusartopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config-if-gi)# ip arp 192.168.54.22 a8:f9:4b:ab:2e:d0 bridge 3
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ip arp reachable-time
[aHHol KomaH0i ycTaHaB/IMBaeTCs BpeMs Xn3HK 3anvcy B ARP-Tabnuue.

Mcnonb3oBaHue oTpuuatTensHoli hopmMbl koMmaHbl (N0) ycTaHaBMBaET 3HaveHne napameTpa arp reachable-
time no ymonuaHuio.

CuHTtakcuc
ip arp reachable-time <TIME>

no ip arp reachable-time

MapameTpbl

< TIME > — BpeMmsi Xu13Hn guHammnyecknx MAC-agpecos, B MunnncekyHgax. Jonyctumole sHadeHnsa ot 5000 go
100000000 munnucekyHa. PeanbHoe Bpemsi 06HOBNeHMs 3anucy Bapbupyetcs ot [0,5;1,5]*< TIME >.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

3HayeHue No ymosiyaHuio
160000

KomaHAHbI pexum
CONFIG

CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-LOOPBACK
CONFIG-BRIDGE

Mpumep

esr(config-if-gi)# ip arp reachable-time 6000

ipv6 nd
[aHHoi KomaHaol aob6aBnsieTcs ctatnyeckasa sanuck B ND-Tabnuuy.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (N0) yaanseT ctaTtuyeckyto 3anmchk 13 ND-Tabnuubl.
CuHTakcuc

ipv6 nd [ vrf <VRF> ] <IPV6> <MAC> {<IF> | <TUN>}
no ipvé nd [ vrf <VRF> ] <IP>
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MapameTpbl
<VRF> - nms ak3emnnspa VRF, 3agaetca cTpokoii 4o 31 cumBona;

<IPV6-ADDR> - ykasbiBaeTcs IPv6-afpec, 3afaétca B Buge X:X:X:X::X, rae kaxaas yacTb NPUHUMAET 3HAYEHNS
B LWecTHaauatepuuHom chopmare [0..FFFF];

<MAC> - MAC-agpec knneHTa, KoTopomy 6yaeT BbigaH IPv6-agpec, 3agaétcs B Buge XX XXXX XX XX:XX, roe
Kakas yacTb NpuHMMaeT 3HadeHus [00..FF];

<IF> - uma nHTepdielica ycTpoincTea, 3a4aéTcA B BUAE, ONUCAHHOM B pasgesie Turbl 1 NopsaioK MeHOBaH s
MHTepheicoB MapLLpyTM3aTopa;

<TUN> — nms TyHHeNs yCcTpOnCTBa, 3aaéTcs B BUAE, ONUCAHHOM B pasgene Turbl 1 Nopsafok MMeHoBaHs
TYHHENEen maplpyTmaropa.

HeobOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config-if-gi)# ip arp 192.168.54.22 a8:f9:4b:ab:2e:d0 bridge 3

ipv6 nd reachable-time

[laHHOi KOMaH/10/i yCTaHAB/IMBAETCS! BPEMS], B TEUEHME KOTOPOro YAaNeHHbI y3en IPv6 cuMTaeTcs foCTynHbIM
Mpv OTCYTCTBUM aKTUBHOCTM Yy3/a.

Vicnonb3oBaHue oTpuLaTenbHo hopMbl KOMaH bl (N0) ycTaHaBNMBAET 3HauYeHVe napameTtpa nd reachable-
time no ymonuaHuio.

CuHTakcuc
ipv6 nd reachable-time <TIME>

no ipvé nd arp reachable-time

MapameTpbl

<TIME> — Bpems Xu3Hu 3annucu o6 yganeHHom ysne IPv6 B Tabnvue ND npoTokona, B MUIIMCEKYHOAX.
Jonyctumble 3HavyeHns ot 5000 go 100000000 munnucekyHg,. PeanbHoe BpeMsi 0GHOB/IEHMSA 3anmncu
Bapbupyetcs ot [0,5;1,5]*< TIME >.

3HauyeHue No ymosiyaHuio
30000

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG

CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK

CONFIG-PORT-CHANNEL

CONFIG-BRIDGE

Mpumep

esr(config-if-gi)# ipve nd reachable-time 27000

mac address-table aging-time

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

KoMaH/10i1 ycTaHaBIMBaEeTCSA BpeMsl Xn3Hn anHamudecknx MAC-aapecos B forwarding-ta6nuue.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (N0) yCTaHaBMBAET 3HaYeHUe «aging time» no

YMOTYaHUIO.

CuHTakcuc

mac address-table aging-time <AGING TIME>

[no] mac address-table aging time

MapameTpbl

<AGING TIME> — Bpems xu3Hn guHamunyecknx MAC-agpecos, B cekyHaax. JonycTuMble 3Ha4YEHNS:

+ ESR-1000/1500/1511 = o1 10 go 630 cekyHpA,. Mpu 3HayeHun O Tanmep BbIK/HOYEH.

+ ESR-20/21/100/200 - o1 20 po 630 cekyHz,

3Ha4yeHue no ymonyaHuio

300

Heo6xoaumblii ypoBeHb NpuBUiernii

10

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# mac address-table aging-time 30
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mac address-table save-secure-freq

& B Texylleli Bepcun gaHHas KoMaHa noAaepXmnBaeTcsi TO/IbKo Ha MapLipyTu3aTopax ESR-1000.

[laHHOI KOMaHAol ycTaHaBNMBAETCA YacToTa COXPaHeHUs crnucka ctatmyeckmx (secure) MAC-aapecos.

Mcnonb3oBaHue oTpuuatensbHoli hopmbl komaHabl (N0) ycTaHaBMBaeT 3HaveHne «mac address-table save-
secure-freq» No ymonuyaHuto.

CunHTtakcuc
mac address-table save-secure-freq <SAVE-SECURE-FREQ>

[no] mac address-table save-secure-freq

MapameTpbl

<SAVE-SECURE-FREQ> — yacToTa coxpaHeHusi cnucka ctatmyeckux (secure) MAC-agpecos, NpyHUMaeT
3HaueHue [600..86400] cekyHA,

3Ha4yeHue no ymonyaHuio

1200 cekyHA,

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# mac address-table save-secure-freq 650

port-security max

& B Tekyueii Bepcun MO gaHHbI hyHKUMOHAN NOAAePXMBAETCS TO/bKO Ha MapLupyTusatope ESR-1000.

[ aHHOi KOMaH/10¥i ycTaHaB/IMBAETCS MakCMMasibHoe KonimuecTBo MAC-aapecoB, paspelleHHbIX s
3arnomMyHaHvs Ha nopTy.

Micnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHzbl (NO) OTK/IOYAET «port-security».
CuHTakcuc

port-security max <MAX>

no port-security max
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MapameTpbl

<MAX> - makcumasibHoe konnyectso MAC-afgpecos, KoTopoe 6yAeT 3anoMUHaTLCA MOPTOM, NPUHUMaET
3HaueHusa [1..1024].

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr(config-if-gi)# port-security max 1

port-security mode

& B Tekyueii Bepcun MO gaHHbIl hyHKUMOHAN NOAAePXMBAETCS TO/bKO Ha MapLupyTusatope ESR-1000.

[JaHHasi KomaHa No3BosISIET HACTPOUTL PEXMM «port-security».

icnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaHibl (N0) OTK/OYAET PEXUM GE30MaCHOCTY.

CuHTakcuc
port-security mode [<OPTIONS>]

no port-security mode

MapameTpbl
<OPTIONS> - napameTpbl KOMaHab!l 415 Bbl6Opa pexvma port-security:
limited — npu BKNOYEHUN AAHHOTO pexuma:

* C nopta yganaiTca Bce BblyyeHHble MAC-agpeca;

* KO/INYECTBO a[pecoB, KOTOPOe CHOBAa MOXET 3anOMHUTb MOPT, OrPaHNYMBaETCA TeKyLLel
KOHGoUrypaumer;

* MAC-agpeca He cOxpaHsTCA Mexay annapaTHbIMU nepesarpy3kamu;

+ BpeMsi xpaHeHuss MAC-agpecoB 3aBMCUT OT BPpEMEHM XU3HM anHammyeckux MAC-agpecos B forwarding-
Tabnuue.

lock — npu BK/IOYEHMM JAHHOTO pexnma:

* Ha NopTy coxpaHsoTcs Bce BblydeHHble MAC-agpeca;

* NOPT He 3anoMuHaeT HOBble aapeca;

+ MAC-agpeca coxpaHsTcs Mexay annapaTHbIMU nepesarpyskamu;

+ BpeMsi xpaHeHuss MAC-agpecoB 3aBMCUT OT BPEMEHM XU3HM anHammyeckux MAC-agpecos B forwarding-
Tabnuue.

secure-delete-on-reset — npu BK/ItOYEHUM AAHHOTO pexuma:

* C noprta yganaiTca Bce BblydeHHble MAC-agpeca;
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* KO/IMYEeCTBO afpecoB, KOTOPOE CHOBA MOXET 3arMOMHUTL MOPT, OrpaHNYMBaeTCst TEKyLLE
KoHourypaumers;

+ MAC-agpeca He coxpaHsaITCA Mexay annapaTHbIMy nepesarpy3kamu;

+ Bpems xpaHeHuss MAC-apecoB He 3aBUCUT OT BPEMEHU XM3HM AnHamunyeckux MAC-agpecos B
forwarding-Tabnuue.

secure-permanent — Npu BKIKOYEHUN AAaHHOTO pexuma:

* C nopta ygansoTcs Bce BblyvyeHHble MAC-agpeca;

* KO/IMYEeCTBO afpecoB, KOTOPOE CHOBA MOXET 3arMOMHUTL NMOPT, OrpaHNYMBaeTCs TEKyLLE
KoHourypaumer;

+ MAC-agpeca coxpaHsalTcs Mexay annapaTHbIMy nepesarpy3kamy;

+ Bpems xpaHeHuss MAC-agpecoB He 3aBUCUT OT BPEMEHU XM3HM AnHamunyecknx MAC-agpecos B
forwarding-Tabnuue.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-GI
CONFIG-TE

Mpumep

esr(config-if-gi)# port-security mode secure-delete-on-reset
esr(config-if-gi)# port-security mode secure-permanent

port-security unknown-sa-action

& B Texyuleli Bepcun MO aaHHbIl hyHKLMOHAN NogaepXnBaeTcsl TO/IbKO Ha MapLipyTuaTope ESR-1000.

KomaHgown ycTaHaBnnBaeTcs 3anpeT Ha nepegadvy naketoB ¢ Hem3BecTHbIMM MAC-agpecamu.

Mcnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (N0) paspellaeT nepegady nakeToB ¢ Hen3BecTHbIMU MAC-
agpecamu.

CunHTtakcuc
port-security unknown-sa-action discard

no port-security unknown-sa-action

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE
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Mpumep

esr(config-if-gi)# port-security unknown-sa-action discard

show arp

KomaHga ncnonbsyetcs ansa npocmoTtpa ARP-Tabnuupl.

CuHTakcuc

show arp [<OPTIONS>]

MapameTpbl

<options> — napameTpbl KOMaHAb! AN AeTanu3auum 3anpalimBaemoi nHopmaLlnm, onuuoHasIbHbI
napamertp:

+ vrf <VRF> - nmsa aksemnnsipa VRF, 3agaetcs ctpokoit ao 31 cumona. MNpu ykazaHun AaHHOro
napameTpa byget otobpaxeHa ARP-tabnvua B ykazaHHoM VRF;

+ <IF> — HaumMeHoBaHMe CUCTEMHOIO MHTepderica nm cnucka MHTepgencos, 3aaéTcs B BUae,
ONMCaHHOM B pasgerie Turbl 1 Nopsafok MMeHoBaHns nHtepeincos mapLupytnzaropa. OTobpaxaercs
TOIbKO MHbopMaLmMsa No ykasaHHbIM HTepdelicam,

+ <TUN> — HanmeHOBaHWs TYHHesen, 3aatTcsa B BUAE, ONUCAHHOM B pasaene Turbl 1 nopsfok
MMEHOBaHWs TYHHeseiln MmapLupytusaropa.

+ mac-address <MAC> — MAC-agpec, No KOTOPOMYy BefeTcs Nouck, 3aaaétcs B Buae XX XX XX XX:XX: XX,
rae Kaxaas 4acTb npuHumaet 3Hauenus [00..FF];

+ ip-address <ADDR> - IP-agpec, no koTopoMy BegeTtcs nouck, 3agaérca B suge AAA.BBB.CCC.DDD, rae
Kaxkaas yacTb NpuHMMaeT 3HadeHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show arp

Interface IP address MAC address State Age (min)
bridge 1 192.168.1.1 a8:f9:4b:aa:00:40 -= -=
gil/0/5 10.255.100.1 d8:50:e6:d2:f0:46 reachable 2
gil/0/5 10.255.100.5 a8:f9:4b:aa:00:45 - -

show arp configuration

KomaHga ucnosnb3yeTcsi 4715 NPOCMOTPa 3HaYEHNIH BpEMEHM XU3HW 3anuceii B ARP-Tabnuue.
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CuHTakcuc

show arp configuration <IF>

MapameTpbl

<|F> — HaumeHoBaHUs1 CUCTEMHbIX MHTEPCEICOB, 3a4at0TCS B BU/E, ONMCAHHOM B pasaene Turbl 1 NopsoK
MMEHOBaHUS NHTEePEiCOB MapLIpyTH3aTopa.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep

esr# sh arp configuration gigabitethernet 1/0/1-5
Globally configured ARP reachable time is 6000 msec

Interface ARP reachable time, msec
gil/o/1 6000
gil/0/2 6000
gi1/0/3 6000
gil/0/4 6000
gil/0/4 6000

show ipv6 neighbors

KomaHpga ncnonbsyetca gnsa npocmotpa IPve Neighbor Discovery Tabnuvupl.

CuHTakcuc

show ipv6é neighbors [<OPTIONS>]

MapameTpbl

<OPTIONS> — napameTpbl KOMaHAbl AN AeTanusayum 3anpalumpaemMoin MHpopmauum, onunuoHanbHbI
napameTp:

« vrf <VRF> — nms aksemnnsipa VRF, 3agaetcs ctpokoit Ao 31 cumona. MNMpu ykazaHum AaHHOro
napameTpa 6yaet otobpaxeHa IPv6 Neighbor Discovery Tabnuua B ykazaHHom VRF;

+ <IF> — HaumeHoBaH1e CUCTEMHOIO MHTepdeiica nm cnucka MHTepgencos, 3aaéTcs B BUae,
OnvcaHHOM B pasgesie Turbl 1 NopsaaoK MMeHoBaHVA nHTepdeicoB mapLupytnsaropa. OTobpaxaerca
TOMbKO MHpopMaLMs NO yKa3aHHbIM MHTepdeincam,

* mac-address <MAC> - yka3biBaeTcss MAC-agpec, Mo KOTOpOMY BeAeTcsi NouCK, 3a4a€Tcs B BUAe
XX XX XX XX XX:XX, roe kaxaaa yacTb npuHuMaeT 3HaveHus [00..FF];

* ipv6-address <IPV6-ADDR> — yka3sbiBaeTcs IPv6-agpec, N0 KOTOpoMy BeAeTcsi NOUCK, 3a4aéTcs B BUae
XX X:Xi:X, rae kaxaas 4acTb NPUHUMAET 3HaUeHus B LiecTHaguatepuyHom dpopmare [0..FFFF].
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Heo6xoauMbIii ypoBeHb NpuBUIerui

1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show 1ipvée neighbor

Interface IPv6
gil/0/5 fcoo::
gil/0/5 fcoo::
bridge 1 fe80:
bridge 2 fe80:
gil/0/5 fe80:
gil/0/5 ffo2:
gil/0/5 ffo2:
gil/0/5 ffo2:
gil/0/5 ffo2:

s
address

:aaf9:4bff:feaa:40
:aaf9:4bff:feaa:40
:aaf9:4bff:feaa:45
.16

:fb

:1:ffe0:1
:1:ffe0:2

show ipv6 neighbors configuration

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

MAC address

norarp
norarp
norarp
norarp

Age (min)

KomaHga ncnonb3yetcs A1s NPOCMOTPA 3HAYEHWI BPDEMEHN XU3HM 3anmcu 06 yaaneHHoM y3ne B Tabnuue ND

npoTokona.

CuHTakcuc

show 1ipv6 neighbors configuration <IF>

MapameTpbl

<IF> — HanmMeHoBaHNA CUCTEMHbIX MHTequeﬁCOB, 3a4alTCA B Buae, onncaHHOM B pasgerie Twunbl 1 NOPAJOK

NMeHOBaHNA NHTePdIECOB

mMapLupyTm3aTopa.

Heo6xoaumblii ypoBeHb NpuBUiernii

1

KomaHZHbIi pexum
ROOT

Mpumep

esr# sh ipv6 neighbors configuration tengigabitethernet 1/0/1-2
Globally configured NDP reachable time is 30000 msec

Interface ND re
tel/0/1 30000
tel/0/2 30000

achable time, msec
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show mac address-table

KomaHga ncnonb3yetcsa o8 npocmoTpa nHdopMauun, Haxogsuencsa B Tabnuue MAC-agpecos.

CuHTakcuc

show

mac address-table [ { count { bridge <BRIDGE-ID> | 12vpn p2p <P2P-NAME> } | { static

| dynamic} { bridge <BRIDGE-ID> | 12vpn p2p <P2P-NAME> | dinterface { <IF> | host-port <U/

s/p>

} | tunnel { gre | softgre } <ID> | vlan <VLAN-ID> | mac <MAC-ADDR> <MAC-MASK> } } ]

MapameTpbl

count — NpocMoTp KonuyecTsa 3anucein B Tabnunue MAC-agpecos. Cnucok MAC-agpecoB He
oTobpaxaeTcs;

static — npocmoTp 3anucei B Tabnuue MAC-aapecoB BHECEHHbIX 13 KOHUIYpauum MapLupyTusaTopa;
dynamic — npocmoTp 3anuceli B Tabnvue MAC-agpecoB BHECEHHbIX B npolecce n3yvyeHns MAC-
aZ\pecos;

<BRIDGE-ID> — ngeHTndmKaLnoHHbI HOMEpP MOCTa, 3afaeTcsi B BUAE, ONMCaHHOM B pasgene Turbl 1
NOPSA0K MMEHOBaHUSA UHTEPENCOB MapLIpyTM3aTopa;

<P2P-NAME> — ums cyuiecTBytoLLEro p2p-cepsuca, 3aaeTcs CTpokoi ao 31 cuMBona;

<IF> - uma nHTepdelica ycTpoincTea, 3a4aéTcsa B BUAE, ONMCAHHOM B pasgesie Tunbl 1 Nopsaok
NMEeHOBaHNA NHTEpPENCcoB MapLLPYTN3aTopa;

<HOST-U/S/P> — nHTepdeiic nakeTHoro npoueccopa. YkasbiBaetcs B Buge oHuT (1), cnot (0) n Homep
NHTepdeica nakeTHOro npoweccopa;

<ID> — ngeHTndmKaTop TyHHenNs, 3a4aéTca B BUAE, ONMCAHHOM B pasgersie Tursl 1 Nopsagok MMeHoBaHus
TYHHesen mapLipyTusaropa;

<VLAN-ID> — Homep vlan. Bo3amoxHO 3agaHune cnvcka vlan yepes cumson '," 6e3 npo6enos, gnanasoHa
vlan yepes cumon "-" /M KoOMGMHaUMM CNUCKOB Y AMana3oHOB;

<MAC-ADDR> — MAC-agpec, no KOTOpOMY BeAeTcH Nouck, 3agaétca B Buge XX XX:XX:XX:XX:XX, rae
Kakgasi YacTb npuHuMaeT 3HadeHus [00..FF];

[MAC-MASK] — macka MAC-agpeca, onuuoHasibHbIi napameTp, 3aaaeTcsa B Buae XX:XX:XX:XX:XX:XX,
rae Kaxgas 4acTb npuHumaet 3HadeHust [00..FF]. Butbl macku, ycTaHoBneHHble B 0, 3agatoT 6uTsl MAC-
ajpeca, NCK/lo4aemMble U3 cpaBHEHMUS NMpu nouncke. 3HavyeHne mackm no ymosndanuto FF.FF:FF:FF:FF.FF.

Heo6xoauMbIii ypoBeHb NpuBUIerui

10

KomaHgHbIi pexum

ROOT

Mpumep

esr# show mac address-table

VID

MAC Address Interface Type

a8:f9:4b:aa:44:bb host-port 1/0/2 Dynamic
a8:f9:4b:aa:44:bb host-port 1/0/2 Dynamic
a8:f9:4b:aa:44:bb host-port 1/0/2 Dynamic

100

3 valid mac entries
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16 Hactpoika VRF

+ description

* ip source-vrf

* ipvrf

+ ip vrf forwarding
+ show ip vrf

description
[aHHaa komaHa UCnosib3yeTcs A1 Ha3HauYeHUs onmcaHusa KoHduryprpyemomy aksemnnsapy VRF.

Mcnonb3oBaHue oTpulaTenbHoli hopmbl kKomaHbl (No) yaansieT ycTaHOB/IeHHOE OnvcaHue.

CunHTtakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucanwue ak3emnnspa VRF, 3agaétcs cTpokoit go 255 cMMB0OOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG-VRF

Mpumep

esr(config-vrf)# description "VRF1"

ip source-vrf
[aHHOI KOMaHA0M OCyLLeCTBNAETCA NepeBo cuctemsl konnposaHus no TFTP, SCP, FTP, SFTP B VRF.

icnonb3oBaHue oTpuLaTesibHoli (hopMbl KOMaHZbl (N0) CUCTEMbI KONMPOBAHUSI B CTAHAAPTHbIA PEXVM.

CuHTakcuc
ip { tftp | ftp | ssh | sftp | http } source-vrf <VRF>
no ip { tftp | ftp | ssh | sftp | http } source-vrf

MapameTpbl

<VRF> - nms VRF, 3agaeTtcs cTpokoit go 31 cumBona.
tftp — konupoBaHue no npotokony TFTP;

ftp — konupoBaHue no npotokony FTP;

ssh — konvposaHue no npotokony SCP;
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sftp — konupoBaHue no npotokony SFTP;

http — konupoBaHue no npotokony HTTP.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ip tftp source-vrf vrfl

ip vrf

[JaHHoli KomaHzoi B cucteme co3gaetcs ak3emnnsap VRF 1 ocyLecTBiseTca nepexos B peXxvmM HacTpOnKu
napameTpoB ak3emnnapa VRF.

Mcnonb3oBaHue oTpuLaTesibHol hopMbl KoMaHkl (No) yaansiet aksemnnsp VRF 13 cuctemsl.

CuHTakcuc

[no] ip vrf <VRF>
no ip vrf all

MapameTpbl

<VRF> - nmsa ak3emnnsipa VRF, 3agaetcsa cTpokoii o 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG

Mpumep

esr(config)# ip vrf VRF1
esr(config-vrf)#

ip vrf forwarding

[aHHoi komaHaol 3agaétca nmsa akdemnnspa VRF, B KOTopom 6yayT UCN0/b30BaTbCs YKa3aHHbIE CETEBOW
MHTepdielic, MOCT, 30Ha 6e3onacHoCTy, cepBep AMHammnyeckoit astopusaumn (DAS) nnu rpynna npasun NAT.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yAansieT NpUBSI3KY CETEBOTO MHTepdielica, MOCTa, 30HbI
6e3onacHocTu unu rpynnel npasun NAT k aksemnnspy VRF.
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CuHTakcuc
ip vrf forwarding <VRF>

no ip vrf forwarding

MapameTpbl

<VRF> — ums VRF, 3agaetcsa cTpokoii o 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-CELLULAR-MODEM
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-VTI
CONFIG-GRE
CONFIG-LT
CONFIG-SUBTUNNEL
CONFIG-ZONE
CONFIG-DNAT-RULESET
CONFIG-SNAT-RULESET
CONFIG-DAS-SERVER
CONFIG-SNMP-USER
CONFIG-SNMP-VIEW
CONFIG-L2TP
CONFIG-PPPOE
CONFIG-PPTP
CONFIG-OPENVPN
CONFIG-IPSEC-VPN

Mpumep

esr(config-snat-ruleset)# 1ip vrf forwarding VRF1
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show ip vrf

KomaHga ncnonb3yetcs Ans npocMoTpa uHdpopmMaLmm 0 CyLecTBytowmx B cucteme aksemnnsapax VRF.

CuHTakcuc
show ip vrf [ <VRF>]

MapameTpbl

<VRF> - nms VRF, 3agaetcs cTpokoit go 31 cumBona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show 1ip vrf

Name Interfaces
VRF1 gil/o/8
VRF2 gi1/0/10.22
test gil/0/2
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17 HacTtpoiika IP-agpecaunn
* ip address
* ip redirects
* ip route source-route
* ip unnumbered

* ip unreachables
« show ip interfaces

ip address

[aHHoili kKomaHaon co3gaétcs IP-unTepdeinc n gobasnawtes IP-agpec n macka nogcetv ans
KOHGhurypupyemoro uHtepdelica (ousnyeckoro nHTepdpeiica, rpynnbl arperauum KaHanos, TYHHENS Un
CeTeBOoro MocTa).

Micnonb3oBaHue oTpuuaTenbHoi hopMbl KOMaHbl (No) yaanseT IP-agpec ¢ nHtepdoeiica. Mpu yaaneHum
nocnegHero agpeca IP-uHTepgeinc yHuutoxaeTcs.

& Tpu co3pgaHum IP-nHTepdeiica cucTema pesepBupyeT HanbosbLunii HesaHsTbili VLAN ID, KoTopblit
6yAeT UCnoNb3oBaTbCA BHYTPU cuctembl. s kaxporo IP-nHtepdpeiica Ha Ethernet-nopty
pe3sepsupyetcs VLAN. Ecnv VLAN yxe 6bln 3ape3epsupoBaH ans IPve-uHtepdeiica, o ans IP-
nHtepdpeiica VLAN pesepBupoBatbcs He byaer.

MoxHo 3ape3epsuposatb VLAN ID ana BHyTpeHHero ncnosib3oBaHns SBHO C NOMOLLLIO KOMaHAbl ip
internal-usage vlan <VLAN_ID>.

CuHTtakcuc
ip address <ADDR/LEN>
no ip address { <ADDR/LEN> | all }

MapameTpbl

<ADDR/LEN> - IP-agpec n gnvHa macku nogcetn, 3agaétcsa B Buae AAA.BBB.CCC.DDD/EE, rge kaxgasa yactb
AAA - DDD npuHumaet 3HadeHus [0..255] n EE npuHumaeT 3HaveHus [1..32]. MOXHO yKa3aTb HECKO/bKO
IP-agpecoB nepeuncrieHneM yepes 3anaTyto. MoxeT 6bITb HasHaueHo Ao 8 IP-agpecos (Bkitovas IPv6-agpeca)
Ha nHTepdeiic. MNpu BbINOIHEHUW OTpULATENbHOW (DOPMbI KOMaHAbl CO 3HaYeHnem napameTpa «all» 6yayTt
yaaneHol Bce IP-agpeca;

all - komaHpaa yaansiet Bce IP-agpeca Ha uHtepdeiice.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIi pexum
CONFIG-GI

CONFIG-TE

CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-CELLULAR-MODEM
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CONFIG-E1
CONFIG-MULTILINK
CONFIG-VTI
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-LT

Mpumep

esr(config-if-gi)# ip address 192.168.25.25/24

ip redirects

[aHHoi KomaHaol BKtoHaeTcsl MexaHnsm oTnpaskm ICMP-coobLeHunii 0 cylecTBsoBaHun 6onee
NPUOPUTETHOrO MapLUpyTM3aTopa B AaHHON IP-ceTn ans KOHKpeTHOro IP-HazHauveHus.

Vicnonb3oBaHue oTpuUaTeNbHO DOPMbI KOMaH bl (N0) OTK/OYAET MexaHu3M oTrnpasku ICMP-coobLeHwii o
CyLLECTBOBaHMUI 6o/iee NPUOPMTETHOTO MapLLpyTU3aTopa B JaHHOi IP-ceTu ANst KOHKPETHOTOo |P-Ha3HaueHus.

CuHTakcuc

[no] 1ip redirects

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

3Ha4yeHue no ymonyaHuio

OTtnpaska ICMP-coobLeHuii 0 cyuiecTBoBaHUN 6o/iee NPUOPUTETHOIO MapLipyTu3aropa B AaHHol IP-cetu gnis
KOHKPETHOro |IP-Ha3HavyeHus BKNOYEHa.

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-E1
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CONFIG-MULTILINK
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT

Mpumep

esr(config-if-gi)# no ip redirects

Ip route source-route

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[laHHOI KOMaH/10ii Ha MapLLpyTU3aTope BK/IOYAETCS NoAaepXKa onuum ip source-route.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) NoAAepXKKa ONUMK ip source-route oTk/OYaeTCs.

CuHTakcuc

[no] 1ip route source-route

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ip route source-route

ip unnumbered

[aHHOoI KomaHAoM BKNHOYaAETCS pexum paboTbl MHTepdieica ¢ ucnonb3osaHmem IP-agpeca, Ha3Ha4eHHOro Ha

Apyroii nHTepdeiic.

Mcnonb3oBaHue oTpuuaTensbHoli hopmbl komaHabl (N0) OTK/OYAET pexuM ip unnumbered.

384



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

CuHTakcuc
ip unnumbered { <IF> | <TUN> }

no 1ip unnumbere

MapameTpbl

<IF> — nmsa nHTepdpelica ycTponcTea, 3aaéTcs B BUAE, ONUCaHHOM B pasaene Tunbl 1 NopsaoK MMeHOBaHUA
NHTephelicoB MapLLpyTU3aTopa;

<TUN> — HanmeHOBaHWs TYHHenNel, 3a4at0TCs B BUAE, ONMCAHHOM B pasaesie Turbl 1 NopsafoK MMeHoBaHus
TYHHesnen mapLupyTtusaropa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK
CONFIG-GRE
CONFIG-IP4IP4

Mpumep

esr(config-el)# 1ip unnumbered gigabitethernet 1/0/1
esr(config-el)#

ip unreachables
[aHHoii komaHaon BkNovaeTcs oTnpaska ICMP-nakeToB 0 HE4OCTYNMHOCTM KOHEYHOro agpeca.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) OTK/OYAET BO3MOXHOCTbL oTrnpasky ICMP-nakeToB 0
HeOCTYMHOCTM KOHEYHOTO ajpeca.

CuHTakcuc

[no] 1ip unreachables

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

3HayeHue No ymosiMaHuio

Otnpaska ICMP-nakeToB 0 HeAIOCTYMNHOCTN KOHEYHOIO ajpeca BK/HoYeHa.

KomaHAHbII pexum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-E1
CONFIG-MULTILINK
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT

Mpumep

esr(config-if-gi)# no ip unreachables

show ip interfaces

KomaHga ucnonb3yeTcsi 718 NPOCMOoTpa MHGopMaLIMi O CYLLECTBYIOLLMX B cucTeMe IP-uHTepdeiicax.

CuHTakcuc

show 1ip interfaces [ { <IF> | <TUN> | vrf <VRF> [ ip-address <ADDR> ] } ]

MapameTpbl

<VRF> - nmsa aksemnnspa VRF, 3agaetca cTtpokoii go 31 cumsona. MNpu ykazaHun gaHHoOro napameTpa oyayt
oTobpaxeHsbl IP-nHTepdelicbl B ykazaHHoM VRF,;

<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD/EE, rae kaxaasi 4acTb NpuHMMAaET 3HadeHus [0..255].
Mpun yKazaHuv faHHOro napametpa 6yget otobpaxeH IP-uHTepdeinc ¢ ykasaHHbIM IP-agpecowm;

<|F> — HaumeHoBaHUs1 CUCTEMHbIX MHTEPCENCOB, 3a4at0TCs B BU/E, ONMCAHHOM B pasgdene Turbl 1 nopsifok
IMEeHOBaHNsi MHTepgheiicoB MapLLpyT13aTopa;

<TUN> - HauMeHOBaHusa TyHHeNel, 3aatoTcs B BUAE, ONUCAHHOM B pasaene Turbl v Nopsiiok MMEHOBaHNS
TYHHesneli mapLupyTusartopa.

B KOMaHAe MOXHO yka3aTb HECKOJIbKO CUCTEMHbIX MHTepdeicoB. Ecnm He ykasbiBaTb MHAEKCHI MHTephecos,
TO 6yayT 0TOGpaXxeHbl Bce IP-uHTepgieincebl, OTHOCALLMECS K CUCTEMHbLIM MHTepdelicam ykazaHHOro Tuna.
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Ecnv B KOMaHze ykazaH onpe/eneHHblli CUCTEMHbIN HTepdoelic, nonydyatowwuii IP-napamMeTpbl Mo NPOTOKOy

DHCP, To 6yayT oTo6paxeHbl HacTpoikn DHCP-knneHTa n coctosiHue Tekylleli apeHabl IP-napameTpos.

Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show ip interfaces

IP address Interface Type
155.0.0.60/24 brioe static
16.0.0.2/24 gil/0/16 DHCP
10.0.0.1/8 gil/0/18 static
180.0.0.1/24 gil1/0/18 static
192.168.1.1/24 gil/e/2 static
25.0.0.2/30 gre 25 static
10.1.0.2/24 ip4ip4 10 static
esr# show 1ip interfaces gigabitethernet 1/0/16
IP address Interface Type
16.0.0.2/24 gil1/0/16 DHCP

DHCP Client settings:

DHCP Server: N/A

Lease time(dd:hh:mm):
Reboot time:

00:02:00
10 seconds

Retry time: 300 seconds
Timeout: 60 seconds
Select timeout: 0 seconds
Vendor class ID: N/A
Ignore options:
router
Latest lease contents:
Lease time(dd:hh:mm): 00:02:00
DHCP message type: DHCPACK
Renew at: Wednesday2015/02/25 12:22:24 2015/02/25 12:22:24
Rebind at: Wednesday2015/02/25 13:14:09 2015/02/25 13:14:09
Expires at: Wednesday2015/02/25 13:29:09 2015/02/25 13:29:09
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18 HacTtpoiika IPv6-agpecauum

* ipv6 address

* ipv6 enable

* ipv6 nd managed-config-flag
* ipv6 nd ns-interval

* ipv6 nd other-config-flag
* ipv6 nd prefix

* ipv6 nd ra hop-limit

* ipv6 nd ra lifetime

* ipv6 nd ra max-interval

* ipv6 nd ra min-interval

* ipv6 nd router-preference
* ipv6 redirects

* ipv6 route source-route

* ipv6 unreachables

« show ipv6 interfaces

ipv6 address

[aHHoii kKomaHaon co3gaétcs IPve-uHtepdgeic n gobasnsetcs IPve-agpec n macka noacetu ans
KOHGOUrypupyemoro nHtepdoenca: qonusnyeckoro nHTepdeiica, rpynmnbl arperauum kaHasoB, TYHHENA Unn
CeTeBOro MocTa.

icnonb3oBaHue oTpuuaTenbHo hopMbl KOMaHabl (No) yaanset IPvé-aapec ¢ uHtepdpelica. Mpv yaaneHnm
nocnegHero agpeca IPv6-uHTepgeinc yHuutToxaeTcs.

& Mpu co3pgaHum IPv6-nHTEpdbelica cuctema pesepBupyeT HambobLumnii HedaHsTbI VLAN ID, koTopblii
Oy[eT ncnonb3oBaTbCs BHYTPU cuctemsbl. Ansa kaxgoro IPve-uHtepdpeiica Ha Ethernet-nopty
pe3sepsupyetcs VLAN. Ecnv VLAN yxe 6bin 3ape3epsupoBaH ans IP-uHtepdpeiica, To ans IPve6-
nHtepdpeiica VLAN pesepBupoBatbcs He byaer.

MoxHo 3ape3epsuposatb VLAN ID ana BHyTpeHHero ncnosib3oBaHns SBHO C NOMOLLLIO KOMaHAbl ip
internal-usage vlan <VLAN_ID>.

CuHTakcuc
ipv6 address <IPV6-ADDR/LEN>
no ipv6e address {<IPV6-ADDR/LEN>]|all}

MapameTpbl

<IPV6-ADDR/LEN> — IP-agpec v npedimkc nogcetu, 3agaétcs B suge X:X:X:X::X/EE, rae kaxaas yactb X
NPUHUMAET 3HaUeHus B LecTHaguaTepuyHom dpopmare [0..FFFF] u EE npuHumaeT 3HaueHus [1..128]. MoxHo
yKasaTb HeckosibKo IPv6-aapecoB nepeuncrieHnem yepes 3anaTyo. MoxeT 6bITb HazHavyeHo a0 8 IPv6-
aapecos (Bkntoyas IP-agpeca) Ha nHTepdeiic. Mpuv BbINOIHEHWUW OTpULLaTENbHO hopMbl KOMaHAbBI CO
3HauyeHneM napametpa «all» 6yayT yaaneHsl Bce IPvb-agpeca.

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG-GI
CONFIG-TE
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CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-LT

Mpumep

esr(config-if-gi)# ipv6 address fc00::1/120

ipv6 enable
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[aHHoi KomaHaol BKtoyHaeTes nogaepxka IPvée Ha uHTepdeiice.

Vicnonb3oBaHue oTpuLaTeNbHO DOPMbI KOMaH bl (N0) OTKoYaeT noaaepxky IPvé Ha uHTepdeiice.

CuHTakcuc

[no] 1dipv6 enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

Mogaepxka IPv6 oTkoueHa.

Heo6xoauMbIii ypoBeHb NpuBUIerui

10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-LT

Mpumep

esr(config-if-gi)# ipv6 enable
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ipv6 nd managed-config-flag

[JaHHoi komaHaol yctaHaBnmnBaetcs managed-config-flag B SLAAC-coo6LueHusx. Vicnonb3oBaHye gaHHOro
onara onpegenseT nonyyeHune scex IPvé-HacTpoek ot DHCPv6-cepsepa.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) YCTaHAB/IMBAETCSA 3HAYEHUE MO YMOTHAHNUIO.

CuHTakcuc

[no] 1dipv6 nd managed-config-flag

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHue no ymonyaHuio

OTK0YEHO.

HeobOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipve nd managed-config-flag

ipv6 nd ns-interval

[laHHOli KOMaH[oI ycTaHaBNMBAETCA MHTepBana oTnpasku IPv6-coobuleHnii novcka cocega (neighbor
solicitation) gns wmpokoBeLLaTeNbHOro OMeHa.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAETCSA 3HAUYEHWE M0 YMOMUYAHUIO.
CuHTakcuc

ipv6é nd ns-interval <TIME>

no ipv6é nd ns-interval
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MapameTpbl
<TIME> — uHTepBas OTNpaBKy, onpeaensieTca B MuancekyHaax [1..172800000].

3HayeHue No ymosiMaHuio
0

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ns-interval 2000

ipv6 nd other-config-flag

[JaHHoi komaHpaoli yctaHaBnmBaetcs other-config-flag B SLAAC-coobLieHusix. Micnonb3oBaHne gaHHoro gonara
nogpasymeBaeTt npegocrtasneHme IPve-npedmkca no npotokony SLAAC, a ocTasibHbIX NapaMeTpoB Mo
npotokosy DHCPv6.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeTCH3HaquM6[K)yMOﬂHaHMm.

CuHTakcuc

[no] 1dipv6 nd other-config-flag

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHune no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd other-config-flag

ipv6 nd prefix

[aHHoii kKomaHaon ycTaHaBnuBaetcs IPve-npedmke ansa paccobinaembix SLAAC-coobuieHnin gns
LUMPOKOBeLLaTe/IbHOro OMEHa.

icnonb3oBaHune oTpuLaTesibHO hopMbl KOMaHzb! (NO).

CuHTakcuc
ipv6 nd prefix <IPV6-ADDR/LEN> <VLAID-TIME> <PREFER-TIME> [no-autoconfig] [no-onlink]

no ipv6e nd prefix

MapameTpbl

<IPV6-ADDR/LEN> — IP-agpec v npedimkc noacetu, 3agaétcs B suge X:X:X:X::X/EE, rae kaxaas yactb X
NPUHUMAET 3HaUeHus B LiecTHaguaTepnyHom dpopmare [0..FFFF] n EE npuHumaeTt 3HaueHus [1..128];

<VLAID-TIME> — gonycTMmMoe BPeMSs! XU3HW aHOHCAa, onpeaenseTcs B cekyHaax [1..2147483647];
<PREFER-TIME> — npenoytutenibHoe BPeMs XW13HWU aHOHCa, onpeaenseTcs B cekyHaax [1..2147483647];

[no-autoconfig] — He ncnonb3oBatk Neighbor Discovery ans ycTaHOBKM BCeX AeliCTBUTEbHbIX NPEeUKCOB Ha
KaHase 13 06bsiBNeHuii mapLipytusartopa (RA), nonyyeHHbIX Ha UHTepdelice;

[no-onlink] — KoHMUryprpyeT ykasaHHbIi npedrke Kak He on-link. Mpedmkc 6yaeT 06bsABIEH C YCTaHOBEHHbLIM
L-6uTtom.

3Ha4yeHue no ymonyaHuio
MpedrKec He yCTaHOB/EH,;
valid time - 0;

preffered time - 0;
no-onlink — He ycTaHOB/NEH;

no-autoconfig — He ycTaHOB/EH.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd prefix

ipv6 nd ra hop-limit

[aHHol kKomaHaon ycTaHasnusaetcs napametp hop-limit gna pacceinaembix SLAAC-coobuieHunii gns
LUMPOKOBELLLATETbHOIO OMEHa.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc
ipv6e nd ra hop-limit <HOP-LIMIT>

no ipvée nd ra hop-limit

MapameTpbl

<HOP-LIMIT> - 3agaeTcs B gnanasoHe [0..255].

3HauyeHue No ymosi4aHuio
64

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
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CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ra hop-limit 128

ipv6 nd ra lifetime

[aHHoii KomaHaon ycTaHaBnuBaetcs napametp lifetime gnsa paccbinaembix SLAAC-coob6LueHnin ans
LUMPOKOBELLLATeIbHOIO AOMEHa.

Micnonb3oBaHue oTpuLaTeNbHO (hOpMbl KOMaHbl (N0) yCTAHAB/MBAETCSA 3HAYEHME NO YMOMYAHUIO.

CuHTakcuc
ipve nd ra lifetime <TIME>

no ipvée nd ra Llifetime

MapameTpbl

<TIME> — BpeMsi XXU3H1 paccbllaeMbIx 06bABNEHNI MapLUPyTU3aTopa, onpeaensetcs B cekyHaax [0..9000].

3HayeHue No ymosiMaHuio

He orpaHunyeHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ra lifetime 120

ipv6 nd ra max-interval

[aHHoIn KomaHAoM ycTaHaBNMBaETCS MakCMMasibHbI MHTepBasl Ans paccbliaemMbiX SLAAC-coobweHnii ans
LUMPOKOBELLLATeNIbHOIO AOMEHaA.
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icnonb3oBaHue oTpuLaTeNibHO (DOpPMbl KOMaHbl (N0) yCTaHAB/IMBAETCSA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc
ipv6 nd ra max-interval <TIME>

no ipv6e nd ra max-interval

MapameTpbl

<TIME> — makcumMasbHbIii nHTepBas pacchlisiku SLAAC-coo6LLEeHWi, onpeaenseTcs B cekyHaax [4..1800].

3HaueHue No yMonyaHuio
600

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ra max—interval 1200

ipv6 nd ra min-interval

[aHHOoI KomaHAoW ycTaHaBNMBaeTCA MUHUMasIbHbIV MHTepBas 415 paccbliaeMbix SLAAC-coobweHuii ans
LUMPOKOBELLLATETbHOIO OMEHa.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc
ipv6 nd ra min-interval <TIME>

no ipvée nd ra min-interval

MapameTpbl

<TIME> — MUHUManbHbIA UHTepBan paccblsiku SLAAC-coo6LLEeHWii, onpeaensietcs B cekyHaax [3..1350].

395



3Ha4yeHune no ymonyaHuio
200

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd ra min-interval 30

ipv6 nd router-preference

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[aHHOI KOMaH/10¥i ycTaHAB/IMBAETCS NPUOPUTETHOCTL MapLLpyT3aTopa B NpoLiecce BbiGopa MapLupyTa no

YMOJ/THaHUIO A1 LHNPOKoBeLWaTe/lIbHOro JoMeHa.

icnonb3oBaHue oTpuLAaTeNbHO (hOpMbl KOMaHbl (N0) yCTAHAB/MBAETCSA 3HAYEHME NO YMOMYAHUIO.

CuHTakcuc

ipv6 nd router-preference <ACTION>

no ipvé nd router-preference

MapameTpbl
<ACTION> — npuHUMaeT 3Ha4YeHus:

* low;
* medium;
+ high.

3HayeHue No ymosiMaHuio

medium

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-LOOPBACK
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config)# ipv6 nd router-preference low

ipv6 redirects

[aHHoI KomaHAoM BKNYaeTcs MexaHmam otrnpasky ICMP-coobueHnin o cyulectBoBaHmmn 6onee
NPMOPUTETHOIO MapLipyTnsaTopa B gaHHol IPv6-ceTn ans KOHKpeTHOro IPv6-Has3HauyeHns.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHAbl (NO) OTKYAET MexaHn3M oTnpaBki ICMP-co06LLEHWIA O
CyLecTBoBaHUN 60/1ee NPUOPUTETHOIO MapLUpyTu3aTopa B AaHHoi IPv6-ceTn anst KOHKpeTHoro IPv6-
Ha3HayeHus.

CuHTakcuc

[no] ipv6 redirects

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

3HauyeHue Nno ymosi4aHuio

Otnpasku ICMP-coo6LeHniA 0 cyLecTBoBaHUN 60/1ee NPUOPUTETHOIO MapLUpyTu3aTtopa B AaHHoi IP-cetn ans
KOHKpPETHOro |IP-Ha3HaueHus BKIOYEHa.

KomaHAHbI1 pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
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CONFIG-LOOPBACK

Mpumep

esr(config-if-gi)# no ipv6 redirects

ipv6 route source-route
[ aHHO KOMaH/10ii Ha MapLLpyTU3aTope BK/OYAETCS NnoaaepXka onuum ipvé source-route.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) NoAAepXKa OnuUMK ipvé source-route OTK/OUAETCS.

CuHTakcuc

[no] 1dipv6 route source-route

MapameTpbl

OTcyTCTBYIOT.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ipv6 route source-route

ipv6 unreachables
[aHHoin KomaHaon BkNtovaeTcs otTnpaska IPv6 ICMP-naketoB 0 HeAOCTYNMHOCTM KOHEYHOro agpeca.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHzbl (NO) OTK/IOYAET BO3MOXHOCTL oTnpaBku IPv6 ICMP-nakeTtoB
0 Hef0CTYMNMHOCTN KOHEYHOro ajpeca.

CuHTakcuc

[no] ipv6 unreachables

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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3Ha4yeHune no ymonyaHuio

Otnpaska IPv6 ICMP-nakeToB 0 HeLOCTYNHOCTM KOHEYHOIO ajpeca BK/IoUeHa.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK

Mpumep

esr(config-if-gi)# no ipv6 unreachables

show ipv6 interfaces

KomaHga ucnosnb3yeTcsi 4718 NPOCMOTPa MHGOpMaLIMK O CYLLLEECTBYIOLLMX B cucTeMe IPv6-nHTepdelicax.

CuHTakcuc

show ipv6 interfaces { { <IF> | <TUN> | dipv6-address <IPV6-ADDR> } | vrf <VRF> [ ipv6-
address <IPV6-ADDR> ] }

MapameTpbl

<VRF> - nmsa aksemnnspa VRF, 3agaetca cTtpokoii go 31 cumsona. MNpu ykazaHum gaHHoOro napameTpa oyayTt
oTobpaxeHsbl IPv6-nHTepdelicol B ykazaHHoM VRF;

<|F> — HaumeHoBaHUs1 CUCTEMHbIX MHTEPCDENCOB, 3aAat0TCs B BU/E, ONMCAHHOM B pasgdene Turbl 1 nopsifok
MEeHOBaHNsi UHTepgheiicoB MapLLpyTU3aTopa;

<TUN> - HauMeHOBaHusa TyHHeNel, 3aatoTcs B BUAE, ONUCAHHOM B pasaene Turbl 1 Nopsiiok MMEHOBaHMNS
TYHHenel mapLipyT13aropa;

<IPV6-ADDR> — IPv6-agpec, 3agaétca B suge X:X:X:X::X/EE, roe kaxaas yactb X NpUHUMAET 3Ha4YeHUA B
wecTHaguatepuuHom dpopmarte [0..FFFF] n EE npuHumaeT 3HaueHus [1..128]. MNpwu yka3aHum JaHHOro
napameTpa 6yayT otobpaxeH IPv6-nHTepdelic ¢ ykasaHHbIM IPv6-aapecom.

B KOMaHAe MOXHO yka3aTb HECKO/IbKO CUCTEMHbIX MHTepdeicoB. Ecnv He ykasbiBaTb MHAEKCHI MHTephencos,
TO 6yayT oTOGpaXeHbl Bce IPV6-MHTEpdencbl, OTHOCALLMECS K CUCTEMHbLIM MHTephelicam ykazaHHOro Tuna.

Ecnu B koMaHAe ykaszaH onpefenieHHbli CUCTEMHbI MHTepdieiic, nonyyatowmii IPvé-napameTpbl Mo NPOTOKONY
DHCP, To 6yayT oTo6paxeHbl HacTpoiku DHCP-knneHTa n coctosiHue Tekyllein apeHabl IPve-napameTpos.
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Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show ipv6 1interfaces

IPv6 address Interface Type
fc00::2/120 gil/0/5 static
fe80::aaf9:4bff:feaa:45/64 gil/0/5 static
esr# show 1ip interfaces gigabitethernet 1/0/16

IP address Interface Type

16.0.0.2/24 gil/0/16 DHCP

DHCP Client settings:

DHCP Server: N/A

Lease time(dd:hh:mm): 00:02:00

Reboot time: 10 seconds

Retry time: 300 seconds

Timeout: 60 seconds

Select timeout: 0 seconds

Vendor class ID: N/A

Ignore options:

router

Latest lease contents:
Lease time(dd:hh:mm): 00:02:00

DHCP message type: DHCPACK

Renew at: Wednesday2015/02/25 12:22:24 2015/02/25 12:22:24
Rebind at: Wednesday2015/02/25 13:14:09 2015/02/25 13:14:09
Expires at: Wednesday2015/02/25 13:29:09 2015/02/25 13:29:09
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19 YnpasneHue npocunisamu

+ address-port pair

+ application

+ category

+ description

+ email

* ip address-range

* ip prefix

* ipv6 address-range

* ipv6 prefix

* mac address

+ object-group address-port
+ object-group application
+ object-group content-filter
+ object-group email

+ object-group mac

+ object-group network

+ object-group service

+ object-group url

* port-range

* regexp

+ show object-group

* url

+ vendor

address-port pair
KomaHga ncnonb3syetcsa ansa 3agaHuna cesaskum IP-agpecos n TCP/UDP-noprta.

icnonb3oBaHme oTpuuaTesibHoli (DOpMbl KOMaHbl (N0) yAanseT 3anmch 13 KOHUIypupyemoro npoduns.

CuHTakcuc

[no] address-port pair < ADRR >:< PORT >

MapameTpbl
<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaasa 4acTb NpuHUMaeT 3HaveHus [0..255];

<PORT> — HoMep nopTa, NpYHUMaeT 3HaveHue [1..65535].

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIi pexum
CONFIG-OBJECT-GROUP-ADDRESS-PORT

Mpumep

esr(config-object-group-address-port)# address-port pair 192.168.1.1:23
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application
[aHHaa KomaHaa ncnosnb3yeTcs A1 yKasaHusa NpUaoKeHWn, nonagatowmx nog AencTene gaHHoro npoguns.

icnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaHzbl (NO) yAANAET NPUIOKEHNE 13 TEKYLLLEro NPOns.

CunHTtakcuc
[no] application < APPLICATION >

MapameTpbl

< APPLICATION > — yka3bIBa€eT nNpuaoXeHue, nognagarollee nog AgecTeme gaHHOro Npodonns, MoxeT
NPYHUMAaTb 3HAYeHUS:

+ afp — Apple Filing Protocol;

+ amazon — Amazon Data Services;

« amazon-video - Amazon Video Services;

+ amqp - Advanced Message Queuing Protocol;

+ apple — Apple Inc;

+ apple-icloud — Apple iCloud;

+ apple-itunes — Apple iTunes;

+ apple-push — Apple PUSH notifications;

+ apple-store — Apple Store;

+ applejuice — Applejuice P2P;

+ ajp — Apache JServ Protocol;

+ signal — Signal Protocol;

+ ayiya — Anything In Anything;

 battlefield — Battlefield;

* bgp — Border Gateway Protocol;

« bittorrent — BitTorrent;

+ bjnp — Canon BJNP protocol;

+ cisco-skinny — Cisco Skinny;

+ cisco-vpn — Cisco VPN;

+ citrix — Citrix;

« cloudflare — Cloudflare Inc;

+ coap — Constrained Application Protocol;

 collectd — Collectd;

« corba — Common Object Request Broker Architecture;
+ dce-rpc — Distributed Computing Environment / Remote Procedure Calls;
+ deezer — Deezer (music streaming service).;

+ dhcp — Dynamic Host Configuration Protocol;

+ dhcpv6 — IPv6 Dynamic Host Configuration Protocol;
« directconnect — Direct Connect;

+ dns — Domain Name System;

+ dnscrypt — DNSCrypt;

« drda — Distributed Relational Database Architecture;
+ dropbox — Dropbox;

+ ebay — eBay;

+ edonkey - eDonkey;

+ egp — Exterior Gateway Protocol;

+ facebook — Facebook;

- facebook-zero — Facebook Zero;

- fasttrack — FastTrack P2P;

« ftp-control - File Transfer Protocol (control connections);
« ftp-data — File Transfer Protocol (data connections);
« git — Git (version control system);
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github — GitHub, Inc;

gmail - Gmail;

gnutella — Gnutella P2P;

google — Google Inc;

google-maps — Google Maps;

google-drive — Google Drive;

google-docs — Google Docs;

google-plus — Google Plus;

google-services — Google Services;

gre — Generic Routing Encapsulation;

gtp — GPRS Tunneling Protocol;

h323 — H323 Protocol;

half-life2 — Half-Life 2;

imo — IMO Messenger;

hangout-duo — Google Hangout and Duo Messengers;
hotmail — Hotmail;

hotspotshield — Hotspot Shield;

http - HTTP;

http-connect — HTTP tunnel;

http-download — HTTP download data;
http-proxy — HTTP proxy;

https - HTTPS;

iax — 1AX;

icecast — Icecast;

icmp — ICMP;

icmpv6 — ICMP IPv6;

iflix — iflix services;

igmp — IGMP;

imap — IMAP;

imaps — IMAP over TLS/SSL;

instagram — Instagram;

ip-in-ip — IP in IP;

ipp — Internet Printing Protocol;

ipsec — IPsec;

irc — Internet Relay Chat;

kakaotalk — KakaoTalk;

kakaotalk-voice — KakaoTalk voice;
kaspersky-lab — Kaspersky Laboratory;
kaspersky-update — Kaspersky Anti-Virus Update;
kerberos — Kerberos;

lastfm — LastFM;

Idap — Lightweight Directory Access Protocol;
[lImnr — Link-local Multicast Name Resolution;
linkedin — Linkedin;

lotusnotes — Lotus Notes;

mdns — Multicast DNS;

messenger — Messenger;

megaco — Megaco;

mgcp — Media Gateway Control Protocol;
microsoft — Microsoft services;

mining — Mining protocols;

mpeg-ts - MPEG-TS;

mqtt — Message Queue Telemetry Transport;
msn — MSN;

ms-netlogon — Microsoft Netlogon;
ms-onedrive — Microsoft OneDrive;

ms-sms — Microsoft System Management Server;

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI
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mssql-tds — Tabular Data Stream;

mysql — MySQL;

netbios — NetBIOS;

netflix — Netflix;

netflow — Netflow;

nest-log-sink — Nest Log Sink Protocol;

nfs — Network File System;

noe — New Office Environment protocol;

ntp — Network Time Protocol;

office365 — Office365;

ookla — Ookla services;

opendns — OpenDNS;

openft — OpenFT P2P;

openvpn — OpenVPN;

oracle — Oracle Database;

oscar — OSCAR;

ospf — Open Shortest Path First;
pando-media-booster — Pando Media Booster;
pandora — Pandora Radio;

pcanywhere — PcAnywhere;

playstore — Google Playstore;

pop — Post Office Protocol;

pops — Post Office Protocol over TLS/SSL;
postgresql — PostgreSQL;

pptp — Point-to-Point Tunneling Protocol;

quic — QUIC;

radius — Remote Authentication in Dial-In User Service;
rdp — Remote Desktop Protocol;

redis — Remote dictionary server;

rsync — Remote Synchronization;

rtcp — Real-Time Transport Control Protocol;
rtmp — Real Time Messaging Protocol;

rtp — Real-time Transport Protocol;

rtp-audio — Real-time Transport Protocol audio content;
rtp-dynamic — Real-time Transport Protocol dynamic content;
rtp-video — Real-time Transport Protocol video content;
rtsp — Real time streaming protocol;

sctp — Stream Control Transmission Protocol;
sflow — sFlow;

shoutcast — SHOUTcast;

sip — Session Initiation Protocol;

skype — Skype;

smb — Server Message Block;

smbv23 — Server Message Block Version 23;
smpp — Short Message Peer-to-Peer;

smtp — Simple Mail Transfer Protocol;

smtps — Simple Mail Transfer Protocol over TLS/SSL;
snmp — Simple Network Management Protocol;
socks — SOCKS Protocol;

soulseek — Soulseek P2P;

soundcloud — Soundcloud;

ssdp — Simple Service Discovery Protocol;

ssh — Secured Shell;

starcraft — StarCraft;

stealthnet — StealthNet P2P;

steam — Steam;

stun — Session Traversal Utilities for NAT;
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+ syslog — System Logging Utility;category

+ teamspeak — TeamSpeak;

+ teamviewer — TeamViewer;

+ telegram — Telegram;

+ telnet — Teletype network;

+ teredo — Teredo tunneling;

« tftp — Trivial File Transfer Protocol;

+ tor — The Onion Router;

« tls — Transport Layer Security Protocol;

« twitch — Twitch;

+ twitter — Twitter;

+ unencrypted-jabber — Unencrypted Jabber;
« viber — Viber;

+ vmware-vsphere — VMWare vSphere;

+ vnc — Virtual Network Computing;

« vrrp — Virtual Router Redundancy Protocol;
« warcraft3 — Warcraft 3;

- wechat — WeChat;

« whatsapp — WhatsApp;

+ whatsapp-call - WhatsApp call;

« whatsapp-files — WhatsApp file;

« whois-das — Whois/DAS;

+ wikipedia — Wikipedia;

« windows-update — Windows update services;
- world-of-warcraft — World of Warcraft;

« xbox — Xbox services;

+ xdmcp — X Display Manager control protocol);
+ yahoo - Yahoo services;

+ youtube - YouTube;

 zabbix — Zabbix;

+ zeromq — ZeroMQ;

+ zoom - Zoom call.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG-OBJECT-GROUP-APPLICATION

Mpumep

esr(config-object-group-application)# application egp

category

KoMaHga nucnosb3yercs Afsi 3afaHns KaTeropuii KOHTEHTHON hnunbTpaLmu.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHbl (NO) yaanseT 3afaHHy0 KaTeropuio.

CuHTakcuc
[no] category <CATEGORY>
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MapameTpbl

<CATEGORY> — nwvs kateropun. NprHMMaeT 3HauyeHus:

436-fz — KOHTEHT, 3anpeLyeHHbIn PeaepasibHbIM 3aKOHOM Poccuiickoin ®egepaumm Ne 436-93.
abortions — KOHTEHT, CBA3aHHbI ¢ abopTamu.

ads — Tu3epHble ceTeBble CaiTbl, peKnamHble CEPBUCHI, YCYT KOHTEKCTHOWN peksiaMbl, pekaMHble
areHTcTBa.

adult-dating — caiiTbl 3HaKOMCTB A1 B3POC/bIX.

adware — KOHTEHT, CBAA3aHHbI C MporpaMMHbIM 06ecneyeHnem, KOTOpoe 3arpyXxaeT uin otobpaxaeT
HeXxenaresibHyl pekiaMmy, cobmpaeT MapKeTUHIOBble AaHHbIE.

alcohol — npogaxa ankorons, o6cyxaeHue, ctatb No Teme.

animals — KOHTEHT, CBA3aHHbI/ C OMALIHUMW XUBOTHBIMU U XMBOTHbIMU. CTaTbu U AUCKYCCUN.
anonymizers — Be6-aHOHVMMal3epbl 1 NPOKCU-CEPBEPDI.

anorexia — KOHTEHT, CBA3aHHbIV C aHOpeKcuel 1 nponaraHaoln aHopeKkcuu.

banks — caliTbl 6aHKOB.

blogs — 6n0ru 1 6nN0r-XOCTUHTII.

books — UHTEpHET-6MBNNOTEKU, KHUXKHBIE MarasuHbl, KHWKHbIE 0630pbl.

business — Be6-cTpaHuLbl KOMMeEpPYECKNX hrpM, BU3HEC-accoLmaL i, OTpacaeBbIX rpynmn 1
KopnopaT/BHbIX CainTOB B Lie/I0OM.

€asino — KOHTEHT, CBA3aHHbI C Ka3WHO N KApPTOYHbIMU UTpamMu.

chats — Be6-uyarbl, POpPyMbl, MTHOBEHHbIE COOBLLEHUS.

cryptocurrency — Be6-CTpaHuLbl O KpUNTOBaJIOTE Y NPOrpaMmMHOM obecneyeHnn AN KpUnToMamHuHra.
cultural-heritage — Be6-cTpaHuLbl, cogepxatime nHopmaLmnio 06 n306pasnTesibHOM UCKYCCTBE,
NCMNONTHNTENbCKOM UCKYCCTBE, KY/IbTYPHOM Hacneauu v nponaraHanpyowme mx.

dating — ycnyru 3HakomcTB. He Bk/toyaeT B cebsi yCr1yrm 3HaKkoMCTB /19 B3POC/IbIX.

dyn-dns — pecypc npegocTasnsieT cepBuc gnHammyeckoro DNS.

educational-institutions — caiTbl WKON 1 YHUBEPCUTETOB.

electronics — Be6-cTpaHuLbl C KOHTEHTOM, CBA3aHHbLIM C ObITOBOW 3/1EKTPOHUKOMN.

email — Be6-cepBu1CbI 3N1EKTPOHHOW NOYTbI.

encyclopedias — o6pa3soBaTesibHble NopTasibl, 6a3bl 3HAHWIA, SHLMKIONEANN.

extremist-materials — cogepxaHue 13 ®egepanbHOro CN1cka SKCTPEMUCTCKUX MaTepuanos Poccuiickoi
depepaumn.

family — cogepxaHue, cBsi3aHHOE C OMOM U ceMbeil. ConyTCTBYHOLLME MarasuHbl.

fashion — KOHTEHT, cBA3aHHbIN C MOAON U CTUNEM.

file-sharing — caiiTbl 1 cepBuchl onsi o6MeHa dannamm.

finance — Be6-cTpaHuLbl, coaepxaline nHpopmaumio 0 hrHaHcax U HauMOHasIbHOM 3KOHOMUKE.
food — KOHTEHT, CBSI3aHHbI C NULLIENA.

games — KOHTEHT, CBSA3aHHbIA C Urpamu.

government — NpaBUTENbCTBEHHbIE CaiTbl, NOIUTUYECKNE NAPTUN, 3aKOHbI U FOPUANYECKNE KOMMaHWUN.
health — KOHTEHT, cBA3aHHbIN CO 340POBLEM, MEANLMHON, 340POBLIM 06Pa30M XU3HW, AUETaMMU,
BereTapmaHuamu.

hosting — ycnyru xocTuHra n peructpauuy LoMeHoB, ycnyr whois, npogasLbl JOMEHOB.

humour — IoMOPUCTUYECKNIA KOHTEHT.

hunting — KOHTEHT, CBSA3aHHbI C OXOTOMN N PbIGASIKONA.

internet-services — caiTbl rn106aibHbIX U JIOKa/IbHbIX UHTEPHET-NPOBaNAEPOB.

it-security — Be6-cTpaHuupl, cogepxaLimne nHgopmauuio 06 NT-6e3onacHOCTH, BKIOYasA BEG-CanThbl,
npegocTaBnstoLLme NPoayKTbl 1 yCnyrn 6e30nacHOCTM A1 KOPNopaTUBHbIX Y AOMAaLLHUX
nonb3oBaTenei.

kids-internet — KoHTEHT onAa getei.

Igbt — KOHTEHT ANA NecbUsHOK, reeB, GucekcyanoB 1 TpaHcreHaepos (JITBT).

lingerie — KOHTEHT, N306paXKatoLLMii HUKHEee Benbe.

magic — cogepxaHue, CBA3aHHOE C 330TEPUKOIA, aCTPONOTNEN, ropoCcKonamu, ragaHmeM, XMpoMaHTUeN,
ychbonoruei, marveii.

malware — BpefloHOCHble pecypcbl nnv URL-agpeca 3arpy3ku BpeJOHOCHOro NporpaMMHOro
obecneyeHus.

military — KOHTEHT, CBA3aHHbI C BOOPY>XEHUEM U/ BOEHHOW TEXHUKOM.

406



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

* motor-vehicles — Be6-cTpaHuLbl C KOHTEHTOM 06 aBTOMOGW/ILHOM TpaHCcnopTe.

* MUSIC — KOHTEHT, CBA3aHHbIV C MY3bIKOI.

* narcotics — HapkoTuKu. Mpogaxa, NPon3BOACTBO, 06CYXAEHNE.

* NEewWS — HOBOCTHbIE U MeAWHbIe CaiTbl.

* nudism — Hyg13M ¥ 3KCTMOBULMOHN3M, POACTBEHHbIE COOOLLECTBA.

+ online-betting — cepBuCbl OHNaNH-cTaBOK. CTaBKM HA CKaYKM U CNOPT.

+ online-lotteries — oHnaiH-noTepen.

+ online-payments — ycnyru oHnamH-nnaTexen n oHNanH-6aHKnHra.

+ pharmacy — KOHTEHT, CBA3aHHbIli C anTeKOoM, erasibHbIMU /IeKapcTBaMu, MeAULMHCKMU f06aBKaMu.

+ phishing — comwmHrosble caiiTbl.

* porno — nopHorpadguyeckoe n apoTUYECKoe CoaepXKaHue, Harota.

+ profane-language — KOHTEHT C HEHOPMATMBHOW TEKCUKOIA.

* racism — 3KCTPEMUCTCKUIA N PACUCTCKNIA KOHTEHT.

+ rat-node — pecypchbl C nporpaMMHbIM obecneyeHmem ons yaasiéHHOro agMUHUCTPUPOBAHNS.

* recruitment — caliTbl N0 No460py NepcoHana, Hanmy 1 TpyLgoyCTPONCTBY.

+ religion — cogepxaHue, CBA3aHHOE C Pe/IMIMO3HbIMU 06 bEAVHEHNAMU, OPraHn3aLaMu, Kynstamn u
cekTamu.

* rental-services — ycnyru no apeHge HegBMWXUMOCTW.

* riskware — KOHTEHT, CBSA3aHHbI/ C 3aKOHHLIMW NPOrpaMmamMu, KOTopble MOTYT HaHeCTH yuep6, ecsim nx
NCNOMNb3YIOT 3/T0HAMEPEHHbIE MOb30BaTeNN.

+ roskomnadzor — KOHTEHT, 3aHECEHHbI B YepHblii cnncok PockomHagzopa.

+ searchers — NoOMCKOBble CUCTEMbI U CEPBUCHI.

+ self-damage — cogepxaHuve, HanpaBfeHHOE Ha CamOnoBpeXAeHme.

+ sex-education — cogepxaHue, CBA3aHHOE C MOI0BbIM BOCNUTAHNEM.

*+ sex-shops — CeKC-LLOMbl U CEKC-UTPYLLIKN.

+ shops — MHTepHeT-MarasvHbl 1 ayKUWOHbI.

+ social-networks — coyunanbHble ceTu.

* spam — caiiTbl, cneymasibHO Co3faHHble 415 cnam-uenei nu/unun HaligeHHble B cnaM-nMcbmax.

* sport — KOHTEHT, CBSA3aHHbIV CO CNOPTOM 1 604NOUNANHIOM.

+ streams - BUAEO 1 ayano XOCTUHT, 3arpy3ku, NMOTOKOBOE BeLLaHue.

+ tobacco — npogaxa Tabaka, o6cyxaeHue.

+ tor - y3nbl Tor-ceTw.

+ torrent — ToppeHT-Tpekepbl U hopyMbl, BK/IKOYasA creundmrkalmm NpoToko0B 1 NporpaMmmMHoe
obecneyeHve.

+ traveling — KOHTEHT, CBA3aHHbI C NyTeLeCTBUSAMM.

+ tv-radio — KOHTEHT, CBA3aHHbIl C TeNeBUAEHNEM U paano.

* uncategorized — KOHTEHT, KOTOPbI/i HE OTHECEH HU K OAHOW KaTeropumn.

* violence — donsnyeckoe naM NCUXON0rMYecKoe HacuIne, XXecTokoe obpalleHne C XXUBOTHLIMU.

* weapons — CofepXaHune, OTHOCALLEECS K OPYXMIO, B3pblBYaTbIM BELLECTBAM U NMMPOTEXHUYECKNM
n3aennam.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG-OBJECT-GROUP-CF-KASPERSKY

Mpumep

esr(config-object-group-cf-kaspersky)# category books
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description
KomaHga ncnonb3yetcsa 419 U3MeHeHUs onvcaHns npoduns.

icnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaHAb! (NO) yaasiseT onucaHne npoguns.

CunHTtakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHune npoduns, 3agaétcsa CTPoKoin Ao 255 cMMBO/IOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-OBJECT-GROUP-NETWORK
CONFIG-OBJECT-GROUP-SERVICE
CONFIG-OBJECT-GROUP-MAC
CONFIG-OBJECT-GROUP-APPLICATION
CONFIG-OBJECT-GROUP-URL
CONFIG-OBJECT-GROUP-ADDRESS-PORT
CONFIG-OBJECT-GROUP-CONTENT-FILTER
CONFIG-OBJECT-GROUP-MAIL

Mpumep

YcTaHoBUTb onuncaHue ans npoduns IP-aapecos:

esr(config-object-group-network)# description "Internal addresses"

email
KomaHga ncnonb3yetcs A8 3agaHus No4TOBOIO AOMEHa Uav agpeca NoYTOBOro ALMKa.

Vicnonb3oBaHme oTpuuaTesibHoli (hopMbl KOMaHAbl (N0) yaasseT 3anmch 13 KOHUIypupyemoro npoduns.

CuHTakcuc
[no] email <NAME>

MapameTpbl

<NAME> — nou4TOBbI AOMEH UK afpeca NOYTOBOrO ALWMKa, 3agaéTcs cTpokoi ot 1 Ao 31 cumsona.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-OBJECT-GROUP-MAIL

Mpumep

esr(config-object-group-email)# email eltex@eltex-co.ru
esr(config-object-group-email)# email eltex-co.ru

ip address-range
KomaHga ncnonbsyetcs Ansa 3agaHusa guanasoHa IP-agpecos.

Vicnonb3oBaHue oTpuuaTesibHoli (DopMbl KOMaHAbl (N0) yAasseT 3anmch 13 KOHUIypupyemoro npoduns.

CuHTakcuc
[no] ip address-range <FROM-ADDR>[-<TO-ADDR>]

MapameTpbl
<FROM-ADDR> - HavyasbHbIli IP-agpec agvanasoHa agpecos;

<TO-ADDR> — koHeuHbIi1 IP-agpec ananasoHa afpecos, OnuMoHasIbHbIN napameTp. Ecnv napameTp He ykasaH,
TO KOMaHAOol 3a4aéTca OAMHOYHBIN IP-aapec.

Apapeca 3agatoTcs B Buae AAA.BBB.CCC.DDD, rae kaxaas yacTb NpuHUMaeT 3HadeHus [0..255].

[na ESR-20/21/100/200/1000/1500 Bo3MOXHO yka3aTtb A0 64 otaenbHbiX IP-guana3oHoB B pamkax ogHOM
rpynnbl aApecos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-OBJECT-GROUP-NETWORK

Mpumep

esr(config-object-group-network)# ip address-range 192.168.1.1-192.168.1.25

ip prefix
KomaHga ncnonb3yetcs ans 3agaHus noaceTu.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yaansieT 3a[aHHyo NOACETb.
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CuHTakcuc
[no] 1ip prefix <ADDR/LEN>

MapameTpbl

<ADDR/LEN> - IP-noacetb, 3apaértca B suae AAA.BBB.CCC.DDD/EE, rae kaxaasa yacte AAA — DDD
npuHuMaeT 3HaueHus [0..255] n EE npuHumaeTt 3HaueHus [8..32].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-OBJECT-GROUP-NETWORK

Mpumep

esr(config-object-group-network)# ip prefix 10.10.10.0/24

ipv6 address-range

KomaHga ncnonb3yetcs ans 3agaHuns gvanasoHa IPv6-agpecos. Vicnonb3oBaHue oTpuyatenibHoli hopMmbl
komaHgbl (N0) yaansieT 3anmcb U3 KOHUIypupyemoro npodns.

CuHTakcuc
[no] ipv6 address-range <FROM-ADDR>[-<TO-ADDR>]

MapameTpbl
<FROM-ADDR> — HayasbHbIi IPv6-aapec anana3oHa afpecos.

<TO-ADDR> — koHeuHbIi IPv6-agpec ananasoHa agpecos, OnuMoHaslbHbIi napamMeTp. Ecnu napameTp He
yKasaH, To KoMaH0M 3a4aéTcsa oAUHOYHbIN IPv6-agpec.

Afpeca 3agatTtcs B Buge X:X:X:X:X, rae kaxjas yacTb NPMHUMAET 3HAUYEHUS B LLIECTHALLATEPUYHOM
dopmare [0..FFFF].

[na ESR-20/21/100/200/1000/1500 BO3MOXHO yKa3aTtb [0 64 oTaenbHbIX IP-guana3oHoB B pamkax ogHOM
rpynnbl agpecos.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-OBJECT-GROUP-NETWORK
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Mpumep

esr(config-object-group-network)# ipv6 address-range fc00::1:1-fc00:1::32

ipv6 prefix
KomaHpga ncnosnb3yetca a4 3agaHms IPve-nogcern.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT 3afaHHy0 NOACETb.

CuHTakcuc

[no] ipv6e prefix <IPV6-ADDR/LEN>

MapameTpbl

<IPV6-ADDR/LEN> — IP-agpec n macka nogcetw, 3agaétca B suge X:X:X:X::X/EE, rae kaxgas yactb X
NPUHUMAET 3HaUeHus B LecTHaguatepniHom gpopmare [0..FFFF] n EE npuHumaet 3HaueHus [1..128].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-OBJECT-GROUP-NETWORK

Mpumep

esr(config-object-group-network)# ipv6 prefix fc00::/126

mac address
[aHHasa komaHga ncnonb3yerca 48 3agaHus gnanaszoHa MAC-agpecos.

Vicnonb3oBaHue oTpuuaTesibHoi (DOPMbl KOMaH bl (N0) yAanseT 3an1ch U3 KOHUIypupyemoro npoduns.

CuHTakcuc
[no] mac address <MAC-ADDR> <MAC-MASK>

MapameTpbl

<MAC-ADDR> — MAC-agpec, 3agaétcs B Buge XX:XX:XX:XX:XX:XX, rge kaxgas 4yactb NpMHUMaET 3Ha4eHuns
[00..FF];

<MAC-MASK> — macka MAC-agpeca, onuuMoHasbHblii napameTp, 3agaétcs B Buae XX: XX:XX:XX:XX:XX, rae
Kavkaas yacTb npuHumMaet 3HadeHuns [00..FF]. BuTtbl macku, yctaHoBneHHbIe B 0, 3aaaioT 6uTel MAC-agpeca,
NCK/loYaeMble N3 cpaBHEHNA NP Noucke. 3HadeHne mackum no ymondauuio FF.FF.FF.FF:FF:FF.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

CLI
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KomaHaHbIi pexum
CONFIG-OBJECT-GROUP-MAC

Mpumep

esr(config-object-group-mac)# mac address a8:f9:4b:80:e7:00 FF:FF:FF:FF:FF:00

object-group address-port

KomaHga npegHasHadeHa Ans cosgaHuns npoduns ceasok IP-agpecos n TCP/UDP-nopToB. Mpodnnm
NCNO/b3YHTCA NPU HACTPOVike cepBmnCOoB, paboTtatowmx ¢ nynamm IP-agpecos n TCP/UDP-noptamu — NAT,
Firewall.

Mcnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHbl (No) yaanset npocdunb IP-agpecos.

CuHTakcuc

[no] object-group address-port <NAME>

MapameTpbl

<NAME> — umsi KoHdurypupyemoro npodounns cBasok IP-agpecoB 1 TCP/UDP-nopToB, 3agaétcsa cTpokoi ao 31
cmmBosa. MNpuy BbINOTHEHNUM OTpULATENBHOM (hOPMbI KOMaHAbI CO 3Ha4YeHnem napameTpa "all" 6yayT yaaneHsi
BCce npodunu IP-agpecos.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

Co3paHune npodomns IP-agpecoB ¢ UMeHeM remote 1 NEPEXo, B PEXUM KOHGMIYprpoBaHUS Npodns:

esr(config)# object-group address-port WEB

object-group application

[JlaHHas komMaHAa 1cnonb3yeTcsa A1 Co34aHUs NPOIUIA NPUNOXEHWUIA. [aHHbIA Npodnb UCNob3yeTcs s
chunsTpaumm no npunoxenunsm (DPI).

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (N0) yaanseT npoduseb.

CuHTakcuc

[no] object-group application <NAME>
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MapameTpbl

<NAME> - nms npodunns NnpunoxeHui, 3agaetca cTpokoi Ao 31 cumsona. Mpu yganeHun BMecto UMeHn
BO3MOXHO MCMnonb3oBaTthb koY all. Mpu ncnons3osaHum kntoya “all” 6yayT yaaneHs! Bce npognnu
NPUNIOXEHWNA.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# object-group application 0GA045

object-group content-filter

[aHHasi KoMaHJa UCMonb3yeTcs A1 Co3AaHns NPOIMIA KaTEropuii KOHTEHTHON domnbTpauum. JaHHbIi
npodub UCNonb3yeTcst B HAbope Nosb30BaTe/bCKMX NpaBus.

icnonb3oBaHue oTpuLaTeNibHoi DOpPMbl KOMaH bl (N0) yaanseT npodusb.

CuHTakcuc

[no] object-group content-filter <NAME>

MapameTpbl

<NAME> — nms npodnnsa KOHTEHTHON hunsTpauun, 3agaetcsa cTpokoin go 31 cumeona. Mpu yaaneHmm BMecTo
NMEHN BO3MOXHO MCnosib3oBath kol all. Mpu ncnons3osaHum kntova "all" 6yayT yaaneHs! Bce npodaunnn
KOHTEHTHOW hunbTpaLmn.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# object-group content-filter 0GC042

object-group email

[JaHHasi KoMaHga UCMosb3yeTcs A8 Co3A4aHMs NPOgIMIS NOYTOBbLIX AOMEHOB M aAPECOB MOYTOBbIX ALLVKOB.
[JaHHblli Npodhub UcNonb3yeTcs B NpaBuiax Npoguns cepeuca «AHTMCIaM».
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icnonb3oBaHue oTpuuaTesibHoi DOpMbl KOMaH bl (N0) yaansieT npodusb.

CuHTakcuc

[no] object-group email <NAME>

MapameTpbl

<NAME> — ums npodnsisi NOUTOBbIX JOMEHOB U afpeCcoB NOYTOBbIX ALUNKOB, 3a1aeTCsi CTPOKOM A0 31
cvmBona. MNpu yaaneHnm BMECTO MMEHM BO3MOXHO MCNoNb30Bath ktod all. Mpu ncnonb3oBaHun kntoya "all”
6yayT yaaneHbl Bce Npodnav NoYTOBbIX 4OMEHOB 1 a4pPECOB NOYTOBbIX ALLMKOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# object-group email chinese_spammers

object-group mac

[aHHasi KomaHga ncnonb3yetca ansa co3gaHusa npodpuna MAC-aapecoB. [aHHbli Npodub UCNOMb3YyeTcs B
MAC-based VLAN.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) yaanseT npodusb.

CuHTakcuc

[no] object-group mac <NAME>
MapameTpbl
<NAME> — ums npodmna MAC-agpecos, 3agaetcst CTpokon Ao 31 cumsona. Npu yaaneHnm BMeCTo UMEHM

BO3MOXHO 1cnonb3oBaTth KNty all. Mpu ncnonb3osaHum kntova "all” 6yayT yaaneHsl Bce npodnnm
MAC-agpecos.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# object-group mac 0OGMEO7
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object-group network

KomaHga npegHasHadeHa gns cosganuns npodpuns IP-agpecos. MNporam ncnonb3yTes Npyu HacTpoiike
cepBucoB, paboTtatowmx ¢ nynamu IP-agpecos — Hanpumep, NAT, Firewall, Remote-Access, Takke ans
CO3aHuNsA Crnvcka npegurKcos.

icnonb3oBaHue oTpuuaTenbHo hopMbl KOMaHAbl (No) yaanset npoduns IP-agpecos.

CuHTakcuc

[no] object-group network <NAME>

MapameTpbl

<NAME> — nms koHdurypmpyemoro npoduns IP-agpecos, 3agaétcs cTpokoit o 31 cumeona. Mpu
BbINO/IHEHWWN OTPULLATENLHON (hOpMbI KOMaHAbI CO 3HaYeHeM napametpa «all» 6yayT yaaneHsl Bce npocuimn
IP-agpecos.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep

Co3paHue npodouns IP-agpecoB ¢ UMeHeM remote 1 NePEXof, B PEXUM KOHGIMIyprpoBaHus Npodnss:

esr(config)# object-group network remote

object-group service

KomaHpga npegHa3sHadyeHa ans cosganus npodpuna TCP/UDP-nopToB. JaHHblin Npodub UCNosb3yeTcs B
npasunax cepsuncos NAT un Firewall.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHbl (N0) yaanset npohusib.

CuHTakcuc

[no] object-group service <NAME>

MapameTpbl

<NAME> — HanmeHOoBaHWe NpouIa NOPTOB, 3a4aETca CTPoKo A0 31 cumsona. Mpu BbINONHEHUN
oTpuuaTtenbHoin hopMbl KOMaHAbl CO 3Ha4YeHnem napameTpa «all» 6yayT yaaneHsl sce npogunu TCP/
UDP-noptos.

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# object-group service ssh

object-group url
KomaHga npegHasHadeHa ansa cosgadms npodaunns URL-ccblnok.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) yaanseT npodusb.

CuHTakcuc

[no] object-group url <NAME>

MapameTpbl

<NAME> — HaumeHoBaH1e Nponna NOpPToB, 3a4aéTcs CTpoKoi Ao 31 cumBona. Mpu BbINOSHEHUN
oTpuuartenbHoli hopMbl KOMaHAbl CO 3Ha4YeHneM napameTpa «all» 6yayT yaaneHsl Bce npoduav URL-CCbINOK.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# object-group url vk

port-range
KomaHpow 3agaétca gnana3oH TCP/UDP-nopToB, OTHOCAWMXCS K MPOdnI0.

icnonb3oBaHue oTpuuaTesnibHO hopMbl KOMaHbl (NO) yAaNSeT 3anncb U3 KOHPUryprpyeMoro npocuns.

CuHTakcuc
port-range <PORT>
no port-range [<PORT> | all]

MapameTpbl
<PORT> — HOMep nopTa, NpYHUMaeT 3HaveHue [1..65535].

MOXHO yKa3aTb HECKO/IbKO MOPTOB NepeyvncieHneM Yepes 3ansTyto «,» MO0 ykasaTb AvanasoH NopToB Yepes
«», Mpumep 3anucu: <PORT>, <PORT> nnn <PORT>-<PORT> nnu <PORT>-<PORT>, <PORT>-<PORT>.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-OBJECT-GROUP-SERVICE

Mpumep

esr(config-object-group-service)# port-range 22

regexp
[aHHoi komaHaoli onuckiBaeTcd WwabnoH URL-cecbinok.

Mcnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (No) yaansiet wabnoH URL-cCbINok.

CuHTaKkcuc
regexp <REGEXP>
no regexp {<REGEXP>|all}

MapameTpbl

<REGEXP> - perynspHoe BblpaxeHune. OnucbiBaeTcs CTPOKoW A0 255 cumonoB. Cumson "\" fo/mkeH 6bITb
3KpaHNpOoBaH.

all — kntoy, ncnonb3yemblii AN yaaneHusa BCeX CO34aHHbIV npaBus.

3HauyeHue No ymosi4aHuio

LLlabnoH He co3aaH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-OBJECT-GROUP-URL

Mpumep

esr(config-object-group-url)# 'Ahttp:\/\/site\.ru'

show object-group

[aHHasa komaHga ncnonb3yercs A5 npocmoTpa nHpopmauyumn o npodunsax IP-agpecos n TCP/UDP-nopToB.
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CuHTakcuc
show object-group <PROFILE_TYPE> [<NAME>]

MapameTpbl
<PROFILE_TYPE> — T1n npodomns:

+ address-port — npodmnb cesazok IP-agpecos n TCP/UDP-nopToB;

+ application — npodnnb npnNoxeHwui;

+ content-filter — npodonnb KOHTEHTHON hnnbTpaLny;

+ email — npohnnb NOYTOBBLIX 4OMEHOB 1 aA4PECOB NOYTOBbIX ALMKOB;
* mac — npodunb npodunnsa MAC-agpecos;

+ network — npodouns IP-agpecos;

+ service — npochmunbe TCP/UDP-nopToB;

« url — npodunb URL-ccbinok.

<NAME> — ums npodounns, 3agaértcsa cTpokoii Ao 31 cMMBOa, ONUMOHa/bHbIA NapameTp. Ecnn nmsa npoduns
He 3a/aHo, To 6yAeT BbiBeAeHa nHopmauus no scem npodunam IP-agpecos n TCP/UDP-nopToB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep

esr# show object-group network

Network Description
remote -=

local -

tunnel -

esr# show object-group network remote

IP Addresses

10.102.0.0/16

esr# show object-group service

Service Description
telnet -

ssh -
dhcp_server -=
dhcp_client -=

ntp -

esr# show object-group service ssh

Port ranges
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url
KomaHga ncnonbsyetca ansa sagaHna URL-CCbINKK.

Vicnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) YAANSET CCbISIKY U3 KOHPUTYPUPYEMOTro NPOodons.

CuHTakcuc
url <URL>
no url [ <URL> | all ]

MapameTpbl
<URL> - TekcToBoe norse, cogepxatiee URL-ccbinKy asimHon ot 8 Ao 255 cnmBonos.

Mpwn yganeHun ¢ ncnonb3oBaHnem kntoya "all" 6yayt yaaneHbl Bce BHeCeHHble paHee URL-ccbiniku.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-OBJECT-GROUP-URL

Mpumep

esr(config-object-group-url)# url https://vk.com

vendor
KomaHga ncnonb3yetcs 18 3agaHns NocTaBLynKa KaTeropuin KOHTEHTHOM onnsTpayun.

Vicnonb3oBaHme oTpuuaTesibHoli (DOPMbl KOMaHAbl (N0) YAATSIET KATEropUn KOHTEHTHOI (hnnbTpauum AaHHOro
nocTaBLUMKa.

CuHTakcuc
[no] vendor <CONTENT-FILTER-VENDOR>

MapameTpbl

<CONTENT-FILTER-VENDOR> - Ha3BaHu1e NocTaBLL/Ka KaTeropuii KOHTEHTHOW connsTpaumm. NpuHumaet
3HaYeHwus:

Kaspersky-Lab — B Tekyueli Bepcun MO B KauecTBe NOCTaBLLMKA KATETOPUIA KOHTEHTHON (OUNLTPALMN MOXET
BbICTYNaTb TOMbKO JlabopaTtopus Kacnepckoro.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-OBJECT-GROUP-CONTENT-FILTER

Mpumep

esr(config-object-group-content-filter)# vendor kaspersky-lab
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20 YnpasneHnue NAT

+ action destination-nat

* action source-nat

+ description

+ enable

« from

* ip address

* ip address-range

* ip nat proxy-arp

* ip port

* ip port-range

+ match destination-address
+ match destination-address-port
+ match destination-port
* match icmp

« match protocol

* match source-address
+ match source-address-port
* match source-port

* natalg

*+ nat destination

* nat source

* persistent

* pool

* rearrange

* renumber rule

* rule

* ruleset

+ show ip nat alg

+ show ip nat pool

+ show ip nat ruleset

+ show ip nat translations
+ show ip nat proxy-arp

* to

action destination-nat

[JaHHOV KOMaH0Vi BbINOHAETCS TPAHC/IALUS agpeca 1 nopTa nosyyartens Ans Tpadvka, yA0BNeTBOPSIOLWEro
3a/laHHbIM KPUTEPUSIM.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHUIO.

CuHTakcuc
action destination-nat { off | pool <NAME> | netmap <ADDR/LEN> }

no action destination-nat

MapameTpbl
off — TpaHcnAuma oTkaoueHa. Tpadhvk, nonagarwmii Nog 3ajaHHble KpuTepum, He OyaeT N3MEHEH,;

pool <NAME> — nms nyna, cogepxatlero Habop IP-agpecoB n/vnnn TCP/UDP-nopToB. Y Tpadwmika,
nonagaroLLero nog 3afgaHHble Kputepun, byaet nameHeH IP-agpec n TCP/UDP-nopT nonyyaTtens Ha 3HaueHus,
BblGpaHHble 13 nyna;
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netmap <ADDR/LEN> - IP-nogceTb, ucnonb3yemas npv TpaHcauun. Y Tpadmka, nonagatoLero rnog,
3afaHHble KpuTepuu, byaet nameHeH IP-agpec nonyyarens Ha IP-agpec u3 ykasaHHow nogceTtu. Mapametp
3agaétcs B Buae AAA.BBB.CCC.DDD/EE, rae kaxpgas 4acTb AAA — DDD npuHumaet 3HaueHus [0..255] n EE
NPUHUMAET 3HaueHus [1..32].

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-DNAT-RULE

Mpumep

esr(config-dnat-rule)# action destination-nat netmap 10.10.10.0/24

action source-nat

[aHHO KOMaH/10Vi Ha3HayaeTcs TUN AEeNCTBUS «TPaHCNALMS aapeca U nopTta oTnpaBuTeNs» U NapameTpsbl
TpaHCNsAUMM ANs Tpadouka, yA0BNETBOPSIIOLLETO KpUTEPUSIM, 3ajaHHbIM KOMaHaaMmn «match».

Vicnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

action source-nat { off | pool <NAME> | netmap <ADDR/LEN> [static] | interface
[FIRST_PORT - LAST_PORT] }

no action source-nat

MapameTpbl
off — TpaHcnAuma oTkaoueHa. Tpadmk, nonagaroLwuii Nog 3ajaHHble Kputepum, He ByaeT N3MEHEH,;

pool <NAME> — 3agaért nyn IP-agpecos n/unn TCP/UDP-nopToB. ¥ Tpaduka, nonagatoLero nog sagaHHble
Kputepuwn, 6yaet nameHeH IP-agpec n/wnm TCP/UDP-nopT oTnpasButens Ha 3Ha4yeHus, BbibpaHHble U3 Nyna;

netmap <ADDR/LEN> - 3apaét IP-nogceTb Ansa TpaHcnsaumn. Y tpaduka, nonajarowero nof 3agaHHole
KpuTepuwn, 6yaet nameHeH IP-agpec otnpasutens Ha IP-agpec 13 ykasaHHoi nogcetu. MNapameTtp 3agaétca B
Buae AAA.BBB.CCC.DDD/EE, rae kaxpaasn 4actb AAA — DDD npuHumaeT 3HaueHus [0..255] n EE npuHumaet
3HauyeHus [1..32];

static — BkntoueHne ctatnyeckoro NAT, 4OCTYNHO Npu UCMNOb30BaHUN netmap;

interface [FIRST_PORT - LAST_PORT] - 3agaét TpaHcnsauuio B IP-agpec nHtepdoeiica. Y Tpadgmka,
nonagaroLlero nog 3aZaHHole kputepuu, byaeT nsmeHéH IP-agpec otnpasutens Ha IP-agpec nHtepdelica, B
KOTOpbI Tpadumk 6yaeTt oTnpasneH. Ecnv gononHutensHo 3agaH gnanasoH TCP/UDP-nopTtoB., TO TpaHcnauns
6yneT npovcxoauTb eweé n ana TCP/UDP-nopToB oTnpaBuTesis, OHX OyayT 3aMeHeHbl Ha YKa3aHHbI/ AuanasoH
NnopToB.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-SNAT-RULE

Mpumep

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

esr(config-snat-rule)# action source-nat netmap 10.10.10.0/24

description

[aHHoii KomaH 1ol 3a4aéTcs onucaHue.

Vicnonb3oBaHue oTpuUaTeNibHoi (DOPMbI KOMaH bl (N0) yaanseT onucaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHwue, 3aaéTcsa CTPOKOM 0 255 CMMBOJIOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-DNAT-RULESET
CONFIG-SNAT-RULESET
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE
CONFIG-DNAT-POOL
CONFIG-SNAT-POOL

Mpumep

esr(config-snat-ruleset)# description "test ruleset"
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enable
[aHHOoI KOMaHAoWN akTUBMPYETCSA KOHUTyprpyemoe npasuo.

OTpuuatenbHas popma koMmaHabl (N0) AeakTUBMPYET UCNONb30BaHNe npasuna.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OTK0YEHO.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# enable

from

[aHHOI KOMaH/10¥i orpaHMuYnBaeTCs 0611acTb NPUMEHEHUs Tpynnbl Npasun. MNpaeunia 6yayT NPUMEHSATLCS
TONbKO A5t TpadomKa, UAyLLEro U3 ONpeaeneHHol 30HbI U HTepdieiica.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT orpaHuyeHne 061acTyi NPUMEHEHNS TPyNMbI
npasu.

CuHTakcuc
from { zone <NAME> | 1interface <IF> | tunnel <TUN> | default }

no from

MapameTpbl
<NAME> — nms 30HbI N30M1AUMN, 33aETCH CTOPOKOW A0 12 CUMBO/IOB.

<IF> — nma nHTepdpeiica ycTpoiicTBa, 3a4aéTca B BUAE, ONMCAHHOM B pasaene Turbl 1 Nopsiaok MeHOBaHNSA
MHTepheiicoB MapLLpyTM3aTopa;

<TUN> - umsi TyHHenst yCcTpOoICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl v Nopsaok MeHoBaHNSA
TYHHenel mapLipyT13aropa;
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default — o603Hauaet rpynny npaswun gnsa scero Tpacbl/IKa, MCTOYHUK KOTOPOro He nonaJi nog Kputepun gpyrnx
rpynn npaswui.

a pynna npaswua co 3HaYeHnem «default» napameTpa «from» MOXeT ObITb TO/IbKO OoAHa.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-DNAT-RULESET

Mpumep

esr(config-dnat-ruleset)# from zone untrusted

ip address

[laHHOI KOMaH/10¥i ycTaHaB/IMBAETCS BHYTPEHHWIA IP-aapec, Ha KoTopblii 6yaeT 3aMeHsTbes IP-aapec
nosyyarens.

Micnonb3oBaHue oTpuLaTeNbHO DopMbl KOMaH bl (N0) yaansieT 3aaaHHbIin IP-agpec.

CuHTakcuc
ip address <ADDR>

no ip address

MapameTpbl

<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HaueHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-DNAT-POOL

Mpumep

esr(config-dnat-pool)# ip address 10.10.10.10
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ip address-range

[aHHoin KomaHaoM 3a4aéTca auana3oH BHewwHuX IP-agpecos, Ha koTopble byaeT 3ameHATbes IP-agpec
oTnpasuTens.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yAaNAeT 3afaHHbIii Auana3oH aapecos.

CuHTakcuc
ip address-range <IP>[-<ENDIP>]

no ip address-range

MapameTpbl

<IP> - IP-agpec Hauyana gnanasoHa, 3agaétcs B suge AAA.BBB.CCC.DDD, rge kaxaasi 4acTb NpuHUMaET
3HaueHus [0..255];

<ENDIP> - IP-agpec koHUa gnanasoHa, 3agaétcs B suge AAA.BBB.CCC.DDD, rge kaxgas yacTb NPUHUMaET
3HaueHus [0..255]. Ecnu He ykasbiBaTk IP-agpec KoHLa AmanasoHa, To B kadecTse IP-afpeca Ana TpaHcnsumum
ncnosnb3yeTcs ToNbko IP-agpec Havana guanasoHa.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-SNAT-POOL

Mpumep

esr(config-snat-pool)# ip address-range 10.10.10.1-10.10.10.20

ip nat proxy-arp

JaHHaa komaHOa No3Bo/SeT MapLupyTusaTopy oreevatb Ha ARP-3anpoce! IP-agpecoB 13 ykazaHHOro nysna.
®yHKLMA Heobxoauma A5 Toro, YTo6bl He HasHavatb Bce IP-agpeca 13 nyna TpaHcnsauumn Ha uHtepdeice.

CuHTakcuc
ip nat proxy-arp <OBJ-GROUP-NETWORK-NAME>

no ip nat proxy-arp

MapameTpbl

<OBJ-GROUP-NETWORK-NAME> - ums npocuns IP-agpecos, 3agaétcsa cTpokoi go 31 cumsona.

3HauyeHue No ymosi4aHuio

®yHkuma NAT Proxy ARP oTk/itoueHa.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE

CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-CELLULAR-MODEM
CONFIG-LT

Mpumep

esr(config-if-gi)# ip nat proxy-arp nat-pool

ip port

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

[JaHHoi komaHaol ycTaHasnnsaetcs BHyTpeHHMn TCP/UDP-noprt, Ha koTopblin 6yaeT 3ameHaTscs TCP/UDP-

nopT nosyyartens.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yaansieT 3agaHHbiin TCP/UDP-nopr.

CuHTakcuc
ip port <PORT>

no ip port

MapameTpbl

<PORT> — TCP/UDP-nopT, npuH1umMaet 3HaueHusi [1..65535].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-DNAT-POOL

Mpumep

esr(config-dnat-pool)# 1ip port 5000
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ip port-range

[aHHoi KomaHaoM 3agaéTca ananas3oH BHewHux TCP/UDP-nopToB., Ha koTopble 6yaeT 3ameHsaTbes TCP/UDP-
nopT oTnNpaBuTeNs.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yaanseT 3afaHHbIin Auana3oH NopToB.

CuHTtakcuc
ip port-range <PORT>[-<ENDPORT>]

no ip port-range

MapameTpbl
<PORT> — TCP/UDP-nopT Ha4yana gvanasoHa, NpuHUMaeT 3HaueHus [1..65535];

<ENDPORT> — TCP/UDP-nopT KoHLa Avana3oHa, NpuH1uMaeT 3HaueHus [1..65535]. Ecnn He ykasbiBats TCP/
UDP-nopt koHua anana3oHa, To B Kayectse TCP/UDP-nopTa Ansa TpaHciaummn ncnosnb3yetcs Tonsko TCP/
UDP-nopT Havyaa granasoHa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-SNAT-POOL

Mpumep

esr(config-snat-pool)# ip port-range 20-100

match destination-address

[JlaHHoli KOMaHAo ycTaHaBnMBaeTcs npodunb IP-aapecos nonyyartens, a1si KOTOPbIX AO/HKHO cpabaTbiBaTb
npaswio.

Mpy ncnonb3oBaHUM KOMaHAbl «not» Npasuio byaeT cpabatbiBaTh 415 IP-afpecos nonyyarens, KoTopble He
BXOAST B YKa3aHHbI Npochusib. Vicnonib3oBaHne oTpuuaTesibHol (0opMbl KOMaHbl (N0) OTMeHseT
yCTaHOB/IEHHOE [eicTBue.

CuHTakcuc
match [not] destination-address <OBJ-GROUP-NETWORK-NAME>

no match destination-address

MapameTpbl

<OBJ-GROUP-NETWORK-NAME> - ums npocpuns IP-agpeca, 3agaétca cTpokoit o 31 cumsona. Mpu ykaszaHuu
3HayeHuA «any» npaswsio ByaeT cpabartbiBaTh A1 noboro IP-agpeca nonyyarens.

3HauyeHue Nno ymosi4aHuio

any
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match destination-address remote

match destination-address-port

[aHHoln KomaHaoM ycTaHaBnnBaeTcs npouab cBA3ok IP-agpecos n TCP/UDP-nopToB nonyyatens, ons
KOTOPbIX AO/HKHO cpabaTbiBaTb NPaBusIo.

Mpun ncnonb3oBaHUN NapameTpa «not» Nnpasunio 6yaet cpabatbiBatb A1 cBA30K IP-agpecos n TCP/UDP-
MOPTOB NOy4YaTens, KOTopble He BXOAAT B YKa3aHHbI Npohusib.

icnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) OTMEHSIET Ha3HaueHue.

CuHTakcuc
match [not] destination-address-port <OBJ-GROUP-ADDRESS-PORT-NAME>

no match destination-address

MapameTpbl

<OBJ-GROUP-ADDRESS-PORT-NAME> - umsa npodounsa cesasok IP-agpecos n TCP/UDP-nopTos, 3agaétca
cTpokoit Ao 31 cumBona. MNpu ykazaHUn 3Ha4eHMsA «any» NPaBuUIo He ByAeT yunTbiBaTb AaHHbIA CNOCO6
dmnnsTpaumm.

3HauyeHue No ymosi4aHuio

any

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match destination-address local
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match destination-port

[aHHoii kKomaHaon yctaHaBnusaetcs npopune TCP/UDP-nopToB nonyyarens, 4N KOTOopbIX AO/MKHO
cpabarbiBaTtb nNpasuso.

Mpwn ncnonb3oBaHUM KOMaHabl «<not» nNpasuno byaet cpabarbiBaTh Ansa TCP/UDP-nopTos nonyyarens,
KOTOpble He BXOOAT B yKa3aHHbI Npodnsib.

Mcnonb3oBaHue oTpuuaTenbHoli hopmbl kKoMaHbl (N0) OTMEHSET YCTaHOB/IEHHOE [eicTBUe.

CuHTakcuc
match [not] destination-port <PORT-SET-NAME>

no match destination-port

MapameTpbl

<PORT-SET-NAME> — ums npodwunsa nopTa, 3agaércsa cTpokoii 4o 31 cumBona. Npu ykazaHUn 3HaYeHns «any»
npasuno yaet cpabatbiBaTb ANsa ntodéoro TCP/UDP-nopTta nony4varens.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match destination-port ssh

match icmp

[aHHaa KomaHa Ucnosb3yeTcs A1 HacTporikn napameTpos npotokona ICMP, ecnv OH BbIGpaH KOMaHAoM
«match protocol». KomaHgoi ycTaHaBimBaeTcsa TN U Ko4 coobuieHunin npoTtokona ICMP, gs1s KOTopbIX AO/HKHO
cpabartbiBaTb NpaBuso.

Mpn ncnonb3oBaHUM KOMaHAbl «<not» NpaBuno yaeT cpabartbiBaTb 415 BCEX TUMOB U KOLOB COO6LLEHW
npotokosnia ICMP, kpome ykasaHHbIX.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
match [not] icmp { <ICMP_TYPE> <ICMP_CODE> | <OPTION> }

no match -icmp

MapameTpbl
<ICMP_TYPE> — Tun coo6uieHusi npotokona ICMP, npuHumMaet 3HadeHus [0 ..255];

<ICMP_CODE> - kog coo6LieHusi npoTtokosia ICMP, npuHimMaeT 3HaueHus [0 ..255]. Mpwr ykasaHnm 3HaYeHust
«any» npasuio byaet cpabartbiBatb 414 N060ro koga cooduweHusa npotokona ICMP;

430



MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

<OPTION> — ctaHgapTHble Tunbl ICMP-co06LLEeHWIA, MOXET NPUHMMATb 3HAYEHUS:

+ administratively-prohibited,;
« alternate-address;

+ conversion-error;

+ dod-host-prohibited;
+ dod-network-prohibited;
+ echo;

+ echo-reply;

+ host-isolated;

*+ host-precedence;

* host-redirect;

* host-tos-redirect;

+ host-tos-unreachable;
* host-unknown;

« host-unreachable;

+ information-reply;

+ information-request;
* mask-reply;

* mask-request;

* network-redirect;

* network-tos-redirect;
* network-tos-unreachable;
* network-unknown;

* network-unreachable;
+ option-missing;

+ packet-too-big;

« parameter-problem;
+ port-unreachable;

+ precedence;

+ protocol-unreachable;
+ reassembly-timeout;
 router-advertisement;
 router-solicitation;

+ source-quench;

« source-route-failed;

+ time-exceeded;

+ timestamp-reply;

+ timestamp-request;

* traceroute.

3Ha4yeHune no ymonyaHuio

any any

HeobOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE
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Mpumep

esr(config-snat-rule)# match icmp 2 any

match protocol

[laHHOV KOMaH/10Vi ycTaHaB/IMBAETCS MMSI UM HOMep IP-NpoTokona, ANs KOTOPOoro o/MKHO cpabaThbiBaTh
npasuso.

Mpu ncnonb3oBaHUM NapaMeTpa «not» NpaBuo 6yaeT cpabaTtbiBaTh /18 BCEX MPOTOKO/I0B, KPOME YKAa3aHHOrO.

Vicnonb3oBaHue oTpuLaTesibHoi DOPMbI KOMaH bl (N0) OTMEHSIET Ha3HAYEHUe.

CuHTakcuc

match [not] protocol <TYPE>
no match protocol

match [not] protocol-id <ID>

no match protocol-id

MapameTpbl

<TYPE> — TMn npoToKo/a, NpUHMMAaET 3Ha4YeHus: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre.

Mpun yKazaHum 3Ha4YeHns «<any» Npasusio Byaet cpabatbiBatb 418 NH0ObIX MPOTOKO/OB;

<ID> - naeHTUUKaLMOHHBI HoMep IP-npoTokona, npuHMMaeT 3HadeHns [0x00-0xFF).

3HayeHue nNo ymosiMaHuio

any

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match protocol udp

match source-address

[aHHoi KomaHaon ycTaHaBnuBaeTcs npousb IP-agpecos otnpaBuTens, ANs KOTOPbIX AO/MKHO cpabaTbiBaTbh
npaswusno.

Mpn ncnonb3oBaHUM KOMaHAbl «<Not» Npasuno byaeT cpabaTbiBaTh A1 IP-afpecoB oTnpasuTens, KOTopble He
BXOASAT B yKa3aHHbIli npounb.
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Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbl KOMaHbl (N0) OTMEHSIET yCTAHOB/IEHHOE AECTBIE.

CuHTakcuc
match [not] source-address <OBJ-GROUP-NETWORK-NAME>

no match source-address

MapameTpbl

<0OBJ-GROUP-NETWORK-NAME> — nms npocuns IP-agpecos, 3agaétca cTpokoin ao 31 cumeona. Mpu
yKasaHun 3Ha4yeHus «any» npasuao byaeT cpabarbiBaTh A1 /1060oro IP-aapeca otnpasuTens.

3HauyeHue No yMmo4aHuio

any

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match source-address local

match source-address-port

[aHHoln KomaHaoW ycTaHaBnuBaeTcs npousb cBA3ok IP-agpecos n TCP/UDP-nopToB oTnpasutens, Ans
KOTOPbIX AO/HKHO cpabaTbiBaTb NPaBusIo.

Mpwn ncnonb3oBaHMKM napameTpa «not» (match not) npasnno 6yaet cpabaTbiBaTh A1 CBSA30K IP-agpecos u
TCP/UDP-nopToB OTNpaBuTens, KOTOpble He BXOAAT B yKa3aHHbI Npodnsib.

icnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) OTMEHSIET Ha3HauYeHue.

CuHTakcuc

match [not] source-address—-port <OBJ-GROUP-ADDRESS-PORT-NAME>
no match source-address-port <OBJ-GROUP-ADDRESS-PORT-NAME>

MapameTpbl

<OBJ-GROUP-ADDRESS-PORT-NAME> — umsa npodounsa cesasok IP-agpecos n TCP/UDP-nopTos, 3agaétca
cTpokoit Ao 31 cumBona. MNpu ykazaHUM 3Ha4YeHMs «any» NPaBuIo He ByAeT yUnTbiBaTb AaHHbIA CNOCO6
dunnsTpaumm.

3HauyeHue No ymosi4aHuio

any
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match source-address-port admin

match source-port

[JaHHoli KomaHzoi ycTaHasnmeaeTcs npoduabe TCP/UDP-nopToB oTnpasuntens, os KOTopbIX LO/HKHO
cpabartbiBaTb NpaBuso.

Mpun ncnonb3oBaHUM KOMaHabl «<not» npasuno byaet cpabartbiBaTh Ans TCP/UDP-nopToB oTnpasuTens,
KOTOpble He BXOAAT B yKa3aHHbI Npodhusib. Vicnonb3oBaHve oTpuLaTenbHo (oopMbl KoMaHabl (N0) OTMeHSIET
yCTaHOB/IEHHOE [eiCcTBuE.

CuHTakcuc
match [not] source-port <PORT-SET-NAME>

no match source-port

MapameTpbl

<PORT-SET-NAME> - ums npocuns nopta, 3agaétca cTpoko Ao 31 cumsona. Mpu ykazaHny 3Ha4eHus «any»
npasuno byaet cpabatbiBaTh Ana ntodéoro TCP/UDP-nopta otnpasutens.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-DNAT-RULE
CONFIG-SNAT-RULE

Mpumep

esr(config-snat-rule)# match source-port telnet

nat alg
[aHHasa komaHaa BKNHYaeT yHKUUI0 TpaHcnsaumn IP-aapecoB B 3arofioBKax YPOBHS NPUNOXEHWIA.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) OTK/UYAET PyHKLUMI0 TpaHcnsuum IP-aapecos B
3arosioBKax ypoBHS NMPUIOXEHWA.
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CuHTakcuc
[no] nat alg { <PROTOCOL> }

MapameTpbl

<PROTOCOL> — npoTOKON YPOBHS NPUIOXKEHNIA, B 3arofioBKax KOTOPOro A0/HKHa paboTarb TPaHCASLMS
afipecoB, NpuHuUMaeT 3HaueHus [ftp, h323, pptp, netbios-ns, gre, sip, tftp).

BmecTo nMeHn oTaenbHOro NPOTOKO/1a MOXHO UCNob3oBaTh KtoY "all”, KoTopbIi BKNKOYAET TPaHCIALMIO
IP-agpecoB B 3arofioBkax Bcex AOCTYMHbIX NPOTOKOJ10B.

3HauyeHue No yMmo4aHuio

®YHKUMIO TpaHCAAUMK IP-aapecoB B 3aro/I0BKax YPOBHS MPUMOXEHWIA OTK/IHOUYEHA.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# nat alg ftp

nat destination

[laHHas komMaHa No3BOJISIET BOWTY B PEXMM HACTPOViKM cepBuca TpaHcnaumm agpecos nonydatens (DNAT,
Destination NAT).

icnonb3oBaHve oTpuLaTenibHoi hopmMbl KOMaHAb! (NO) yAANSIET HACTPOIKM CepBMUCa TPAHCSLMUN aipecoB
nonyyatens (DNAT, Destination NAT).

CuHTakcuc

[no] nat destination

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG
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Mpumep

esr(config)# nat destination
esr(config-dnat)#

nat source

[JaHHan KomaHaa No3BOMSIET BOWTU B PEXUM HACTPOIiKM cepBuca TpaHcnsiuumn agpecos otnpasuTens (SNAT,
Source NAT).

icnonb3oBaHve oTpuULaTenibHo hopMbl KOMaHAbI (NO) YAANSIET HACTPOIKM cepBMUCa TPAHCSLUN aipecoB
otnpasutenst (SNAT, Source NAT).

CuHTakcuc

[no] nat source

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# nat source
esr(config-snat)#

persistent
KomaHaow BbinosiHAEeTCs BKAoYeHne oyHKumn NAT persistent.

NAT persistent no3sonset npunoxeHusm ncnonszosatb STUN (session traversal utilities for NAT — yTunuTti
npo6poca ceccuii gnst NAT) ansi ycTaHOBNEHUS COEAMHEHNSA C YCTPOCTBaMU, HAXOASALLMMUCA 3a LLU/T30M
NAT. Npn aTOM rapaHTUpyeTCs, 4TO 3anpochbl OT OAHOIO M TOrO Xe BHYTPEHHEero agpeca TpaHCANPYTCS B
OAVH 1 TOT Xe BHeLUHWn agpec.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] persistent

MapameTpbl

KomaHga He coaepXuT napameTpos.
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3Ha4yeHune no ymonyaHuio

®dyHkuMa NAT persistent oTkntoueHa.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-SNAT-POOL

Mpumep

esr(config-snat-pool)# persistent

pool

KomaHga co3paéTt u HasHavaet nyn IP-agpecos n TCP/UDP-nopTtoB ¢ onpefenéHHbIM UMeHeM 414 cepBuca
NAT 1 meHsieT koMaHaHbIA pexnm Ha SNAT POOL nnm DNAT POOL.

& Ecnv nyn ucnonb3yeTcsi B Kakoii-nvM6o rpynne npaeusi, TO ero yaansTb HeMb3s.

icnonb3oBaHue oTpuLaTeNbHO DOpPMbl KOMaH bl (N0) yaanseT 3aaaHHbIin nyn NAT-aapecos.

CuHTakcuc

[no] pool <NAME>

MapameTpbl

<NAME> — nmsa nyna NAT-agpecos, 3agaétca cTpokoin no 31 cumsona. Ecniv ucnonb3osartb KOMaHAy ANs
yAaneHus, To Npu ykaszaHumn 3HadeHus «all» 6ygyT ynaneHsl Bce nynol IP-agpecos n TCP/UDP-nopTos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-DNAT
CONFIG-SNAT

Mpumep

esr(config-snat)# pool nat
esr(config-snat-pool)#
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rearrange

JaHHas KoMaHOa MeHSET Lwar MexXxay co3faHHbIMY npasuiamMu.

CuHTakcuc

rearrange <VALUE>

MapameTpbl

<VALUE> - war mexay npasuiamu, npuHuMaeT 3HadeHus [1..50].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-DNAT-RULESET
CONFIG-SNAT-RULESET

Mpumep

esr(config-dnat-ruleset)# rearrange 10

renumber rule

[JlaHHas KoMaHAa MeHsieET HOMep npasua.

CuHTakcuc
renumber rule <CUR_ORDER> <NEW_ORDER>

MapameTpbl
<CUR_ORDER> - Tekywuit Homep npasBua, NpuHuMaeT 3HadeHus [1..10000];

<NEW_ORDER> - HOBbIi1 HOMEp NpaBuna, NpUH1UMaeT 3HaueHus [1..10000].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-DNAT-RULESET
CONFIG-SNAT-RULESET

Mpumep

esr(config-dnat-ruleset)# renumber rule 13 100
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rule

[aHHol KomaH0i co3aeTcs NpasusIo C onpeaenéHHbIM HOMEPOM 1 YCTaHaBNNBAETCA PEXUM KOMaHAHOIo
nutepcpeinica SNAT RULE nnm DNAT RULE. MpaBrna o6pabatbiBaoTCA YCTPOWCTBOM B NOPsiike BO3pacTaHus
HOMEpPOB Nnpasu/I.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHbl (NO) yAasnsaeT npaBuio No HoMepy 60 Bce npasusa.

CuHTakcuc
[no] rule <ORDER>

MapameTpbl

<ORDER> — HoMep npaBuna, npuHumaeT 3HadeHus [1 .. 10000]. Ecnv ucnonb3oBaTb KOMaHay ANs yaaneHus,
TO NpW yKasaHun 3HaveHns «all» 6yayT yaaneHsl Bce npasuna.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG-DNAT-RULESET
CONFIG-SNAT-RULESET

Mpumep

esr(config-snat-ruleset)# rule 10
esr(config-snat-rule)#

ruleset

[JaHHas KomaHza 1Ncrnonb3yeTca 418 Co3haHusA rpynnbl NpaBus ¢ onpeaenérHHbiM UMeHeM 1 nepexosa B
kKomaHaHbIn pexxum SNAT RULESET wniv DNAT RULESET.

icnonb3oBaHme oTpuuaTesibHoOi (hopMbl KOMaHZbl (NO) yaanseT 3aAaHHyto rpynny npasuii.

CuHTakcuc
[no] ruleset <NAME>

MapameTpbl

<NAME> — nms rpynnbl npasun, 3a8aétca cTPokoi Ao 31 cumeona. Ecniv ncnonb3osatb KOMaHAay A5
yAaneHuns, To Npu ykasaHmmn 3HadeHuns «all» 6yayT yaaneHsl Bce rpynnbi npasusi.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-DNAT
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CONFIG-SNAT

Mpumep

esr(config-snat)# ruleset wan
esr(config-snat-ruleset)#

show ip nat alg

[aHHasi KomaHa UCnosb3yeTcs A7 NPOCMOoTPa MHJIOPMAaLIMK O oyHKLIMOHaNE TpaHcnaumm IP-aapecos B
3arofioBKax ypoBHS NPUTOXEHWIA.

CuHTakcuc

show ip nat alg

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show ip nat alg

ALG Status:
FTP: Enabled
H.323: Disabled
GRE: Disabled
PPTP: Disabled
SIP: Disabled
SNMP: Disabled
TFTP: Disabled

show ip nat pool

[aHHasa komaHga ucnosnb3yercs 4151 NPocMoTpa NynoB BHYTPEHHNUX U BHeLHMX IP-agpecos n TCP/UDP-
MopTOB.

CuHTakcuc

show ip nat <TYPE> pools
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MapameTpbl

<TYPE> - Tvn nynos, 4ns npocmMotpa:

* source — BHelwHue IP-agpeca n TCP/UDP-nopTbl;
+ destination — BHyTpeHHue IP-agpeca n TCP/UDP-nopTbl.

HeoOxoaumbivi ypoBeHb NPUBUETAA

1

KomaHZgHbIi pexum
ROOT

Mpumep

esr# show nat source
Pools

0] outside

show ip nat ruleset

pools

Ip address

25.56.48.11

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

Port Description Persi
range stent
2000 - outside-poo false
3000 1

[ aHHO KOMaH/10/i BbINO/HAETCS MPOCMOTP BCEX WM BbIGPaHHBIX TPyNn NpaBw/i, UCMO/b3yeMbIX qoyHKLMEN

NAT.

CuHTakcuc

show ip nat <TYPE> ruleset [<NAME>]

MapameTpbl

<TYPE> — Tvn rpynnbl npasun:

* source — rpynna npasun gnsa TpaHcnaumm IP-agpeca n TCP/UDP-nopta oTnpaButens;
+ destination — rpynna npasun gnsa tpaHcnsuum IP-agpeca n TCP/UDP-nopta nonyyartens;

[NAME] - vms rpynnbl npaBun, onuyoHasbHbI napameTp. Ecnv uvs He 3aaaHo — 6yAeT BbiBeAEeH CNUMCOK BCeX

rpynn npasun.

Heo6xoaumblii ypoBeHb NpuBUIernii

1

KoMaHAHbIV pexum
ROOT
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Mpumep

esr# show ip nat source rulesets

Rulesets
ID Name To Description
0 factory zone 'untrusted'
1 test gigabitethernet test
1/0/1
esr# show ip nat source rulesets factory
Ruleset: factory
Description:
To: none
Rules
Order: 10
Description: replace 'source 1ip' by outgoing 1interface ip address
Matching pattern:
Protocol: any (0)
Src-addr: any
Dest-addr: any
Action: interface port any
Status: Enabled

show ip nat translations

[aHHas KomaHga ncnonb3yeTcs 18 NPoCMoTpa CeCCUl TpaHcNsauMKn. 18 npocMoTpa nHdpopmarmmn o
cTaTUCTVKe HeOBX0AMMO BKOUUTL cueTumkmn (pasaen ip firewall mode).

CuHTakcuc

show ip nat translations [ vrf <VRF> ] [ protocol <TYPE> ] [ 1inside-source-address
<ADDR> ] [ outiside-source-address <ADDR> ] [ inside-destination-address <ADDR> ]

[ outside-destination-address <ADDR> ] [ inside-source-port <PORT> ] [ outside-source-
port <PORT> ] [ inside-destination-port <PORT> ] [ outside-destination-port <PORT> ]

[ summary ]

MapameTpbl

<VRF> - nmsa aksemnnspa VRF, 3agaétcs ctpokoi o 31 cumsona. MNpu ykasaHum faHHOro napametpa oyayT
oTOBGpaxeHbl ceccumn TpaHcnAumii B ykaszaHHoM VRF;

summary — BbIBOAUT CYMMapHYH CTaTUCTUKY MO CECCUSAM TPaHCALMUY;

<TYPE> — TMn npoToKo/a, NpUHMMaET 3Ha4YeHus: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre;

<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HaueHus [0..255];
<PORT> - TCP/UDP-nopt, npuHumaeT 3HadyeHus [1..65535];
Ons Source NAT:

* inside-source-address — ko4 Ans ykasaHus IP-agpeca nctovHmka oo TpaHcnsaumy;

* inside-destination-address — ko4 gnsa ykaszaHus IP-agpeca HasHavyeHUss Ha BXoAe B MapLupyTM3aTop;

+ outiside-source-address — ko4 1A ykasaHus IP-agpeca NCTOYHMKA Nocsie TpaHCnauumy,

+ outside-destination-address — ko4 Ans ykaszaHus IP-agpeca HazHauyeHust Ha BbIXO4e U3
MapLupyTu3aropa.
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* inside-source-port — kntou ansa ykasaxnus TCP/UDP-nopTa otnpasuTena A0 TpaHCAsauuy;

+ outside-source-port — ko4 4115 ykasaHua TCP/UDP-nopta oTnpasutens nocrne TpaHcaaumm;

* inside-destination-port — kntou gna ykazanua TCP/UDP-nopTa Ha3HavyeHus fo TpaHCcNsaumm;

+ outside-destination-port — kntou gnsa ykasanma TCP/UDP-nopTa Ha3HavyeHus nocnie TpaHCAsauun.

[na Destination NAT

* inside-source-address — ko4 Ansa ykasaHus IP-agpeca UCTOYHMKA Ha BbIXOAE M3 MapLupyTM3aTopa;
* inside-destination-address — ko4 ans ykasaHus IP-agpeca HazHaueHusa nocse TpaHcaauuy;

+ outiside-source-address — kntoy Ans ykasaHus IP-agpeca NCTOYHMKA HA BXOAE B MapLUpyTU3aTop;

+ outside-destination-address — ko4 gnsa ykasaHus IP-agpeca HazHaueHusa 40 TpaHCAsauuuy;

* inside-source-port — kntoy ansa ykasanuss TCP/UDP-nopTa otnpasuTena A0 TpaHCAsauuy;

+ outside-source-port — ko4 4115 ykasaHua TCP/UDP-nopta oTnpasutens nocrne TpaHcaaumm;

* inside-destination-port — kntou gna ykazanua TCP/UDP-nopTa Ha3HavyeHus go TpaHCcNsaumm;

+ outside-destination-port — kntou gnsa ykasanma TCP/UDP-nopTta HazHavyeHus nocne TPaHCAsauun.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum
ROOT

Mpumep 1
Source NAT

esr# show ip nat translations
Prot Inside source Inside destination Outside source Outside destination Pkts Bytes

icmp 115.0.0.10 1.1.0.2 1.1.0.24 1.1.0.2 3 252

Mpumep 2
Destination NAT

esr# show ip nat translations
Prot Inside source Inside destination Outside source Outside destination Pkts Bytes

icmp 1.1.0.2 115.0.0.10 1.1.0.2 1.1.0.16 -- --

show ip nat proxy-arp

JaHHasa komaHga ucnonbsyetca ana npocmotpa Hactpoek NAT Proxy ARP.

CuHTakcuc

show ip nat proxy-arp

HeoOxoaumbivi ypoBeHb NPUBUETAA
1
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KomaHaHbIi pexum
ROOT

Mpumep

esr# show nat proxy-arp
Interface IP address range

gil/e/15 115.0.0.15-115.0.0.100

to

[laHHOI KoMaHAoV orpaHMYMBaEeTCs 06/1acTb NPUMEHEHMS TPYNNbI NpaBu. Mpaeuna 6yayT NPUMEHSTLCS
TONbKO AN1s Tpadvka, NAyLLIEro B ONpeaesnieHHyYH 30HY Wn MHTepAIeic.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) yAaNIAET orpaHUYeHne 061acTvi NPUMEHEHUS TPYNMbI
npasw.

CuHTakcuc

to { zone <NAME> | 1interface <IF> | tunnel <TUN> | default }

no to

MapameTpbl
<NAME> — uMs 30HbI n301auuu;

<IF> — nma nHTepdelica ycTponcTea, 3a4aéTtca B BUAE, ONMCaHHOM B pasgene Turbl 1 nopsifok MMeHoBaHNs:
NHTEepelicoB MapLLpyTU3aTopa;

<TUN> — nmsA TyHHeNa yCcTponcTBa, 3aaéTca B BUAE, ONNUCAHHOM B pasgesne Turbl 1 Nopsfok MMeHoBaHusA
TYHHEsNen mapLipyTnsaropa;

default — o6o3HauaeT rpynny npaeun Ans Bcero Tpadyika, MECTO Ha3HAuYeHMe KOTOPOro He nonaso nof
KpuUTepuu Apyrux rpynn npasui.

& Tpynna npaeun co 3HauyeHnem «default» napameTpa «to» MOXeT 6bITb TONBLKO OfiHA.

3Ha4yeHue no ymonyaHuio

None

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-SNAT-RULESET

444



MexceTeBble 3KpaHbl cepun ESR. CnipaBoYHMK komaHz CL

Mpumep

esr(config-snat)# ruleset test
esr(config-snat-ruleset)# to interface gigabitethernet 1/0/1
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21 Hactpoiiku IPsec VPN

+ YnpasneHune VPN. Hactpoiikn IKE
+ access profile
+ address-assignment pool
+ assign-interface
+ authentication algorithm
+ authentication mode
+ authentication method
+ bind-interface vti
+ certificate
+ data-tunnel address
+ dead-peer-detection action
+ dead-peer-detection interval
+ dead-peer-detection timeout
+ description
+ dh-group
+ encryption algorithm
* ike-policy
* ip prefix
+ lifetime seconds
+ local address
+ local interface
* local network
* management-tunnel address
* mobike disable
* mode
* mode
+ password
+ password local-crt-key
+ pfs dh-group
+ pre-shared-key
+ proposal
* remote address
* remote network
+ remote network dynamic client
+ security ike gateway
+ security ike policy
+ security ike proposal
+ security ike session uniqueids
+ show security ike
* user
*+ version
+ xauth access-profile
+ YnpasneHune VPN. HacTpoiikn IPsec
+ authentication algorithm
+ description
* enable
* encryption algorithm
+ ike dscp
+ ike establish-tunnel
+ ike gateway
+ ike idle-time
+ ike rekey disable
* ike rekey margin
+ ike rekey randomization
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ike ipsec-policy

lifetime

manual authentication algorithm
manual authentication key
manual bind-interface vti
manual encryption algorithm
manual encryption key
manual mode

manual protocol

manual spi

mode

proposal

protocol

security ipsec policy
security ipsec proposal
security ipsec vpn

show security ipsec

show security ipsec vpn authentication

show security ipsec vpn status
type

YnpasneHue VPN. Hactpoiiku IKE

access profile

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

[aHHoi KomaHaol co3aaeTcs Npodnsb HacTpoek nonb3oBartens and IKE-GATEWAY ¢ onpegeneHHbIM
NMEHEM W OCYLLLECTB/IAETCH NEPEXOL B PEXMM KOHPUTYpUPOBaHUA NPOgnsIs.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (NO) yAansieT CKOHPUIYPUPOBaHHbI NPOgU/Ib HACTPOEK
nons3osarensa ans IKE-GATEWAY.

CuHTaKkcuc

[no] access profile <NAME>

MapameTpbl

<NAME> - nms npodmns nonb3osarens onsa IKE-GATEWAY, 3agaétca ctpokoii go 31 cumsona.

HeoOxogumbliii ypoBEHb NpUBUIErUiA

15

KomaHZAHbIi pexum

CONFIG

Mpumep

esr(config)# access profile OFFICE
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address-assignment pool

KomaHga ncnonb3yetcs o co3fgaHvsa nyna agpecoB U HACTPOVKKU NepefaBaeMbIxX napameTpoB 415
AVHamMunyeckol KoHdurypauum IPsec-knnmeHToB.

cnonb3oBaHue oTpuuatensbHoli hopmMbl komaHabl (No) yaansieT nyna agpecos.

CuHTakcuc

[no] address-assignment pool <NAME>

MapameTpbl

<NAME> — nms nyna agpecos, 3agaétcsi CTpokoi Ao 31 cumsona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# address-assignment pool CENTER
esr(config-pool)#

assign-interface

[aHHol KomaHaoM ykasbiBaeTcs loopback-mHtepdeinc gns HasHauyeHusa gUHaMUYeckoro agpeca, nosly4aemMmoro
oT IPsec-VPN-cepBepa.

Mpw ncnonb3oBaHUKM oTpuLaTeNbHON hopMbl komaHAbl (no) yaansietcs loopback-uHtepdeiic Ans HazHaueHus
AnHamunyeckoro agpeca, nonyyaemoro ot IPsec-VPN-cepsepa.

CuHTakcuc
assign-interface loopback <LOOPBACK>[-<LOOPBACK>

no assign-interface

MapameTpbl

<LOOPBACK> - Homep co3faHHoro paHee loopback-uHtepdpeiica, npuHMmaeT 3HaueHve B AmanasoHe [1..8].

3HauyeHue Nno ymosi4aHuio

OrtcyTtcTBYET

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG-IKE-GW

Mpumep

esr(config-ike-gw)# assign-interface loopback 3

authentication algorithm

[aHHOoI KomaHAoW yCcTaHaBNNBAETCS a/TTOPUTM ayTEHTUMKALMKM, KOTOPbIV MCNOoNb3yeTcsa Ans
ayTeHTUdmKaumm coobLieHnin yctaHoneHHoro IKE-coeguHeHus. Mpu yctaHoBneHnn IKE-coegnHeHmns
Mcnonb3yeTcsa ayTeHTUdmKaLmsi coobLeHunii no ktody (authentication, cm. password).

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
authentication algorithm <ALGORITHM>

no authentication algorithm

MapameTpbl

<ALGORITHM> — anroputm ayTeHTMdmMKaumm, npuHumaeT 3HadeHms: md>5, shal, sha2-256, sha2.384,
sha2-512.

3Ha4yeHue no ymonyaHuio
sha1

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG-IKE-PROPOSAL

Mpumep

esr(config-ike-proposal)# authentication algorithm md5

authentication mode

[aHHoi komaHaol ycTaHaBAmBaeTcs pexum XAUTH ayTeHTudmkaumm yaaneHHbiX Nonb3oBaTenei,
NnoAKYaoLMXca No NPoTokony IPsec.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yAANSIeT YCTAHOB/IEHHbIA PEXUM.

CuHTaKkcuc

authentication mode { local | radius | client }
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no authentication mode

MapameTpbl

local — pexum ayTeHTUdIMKaLMK, NCNONb3YOLWWIA NoKasbHY0 6a3y nosb3oBaTesniei KOHPUrypnpyemoro
npodounns;

radius — pexwvm, Npy KOTOPOM ayTeHTUrKauns nosb3osatesnen npoxoamT yepes RADIUS-cepsep;

client - pexum ncnonbsyemblit XAUTH-k/iMeHTOM.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-policy)# authentication mode local

authentication method

[laHHOI KOMaH10/i BbIGUPAETCSt METO/, ayTeHTUdMKaLMK No Kntody ans IKE-coeamHeHus. AyTeHTUdmKaums

COOOGLLEHWIA MO KoYy MCMonb3yeTcst Npu yctaHoBneHun IKE-coeamHeHus, kntod 3agaétcs B IKE-nonutuke (cm.

pasgen pre-shared-key). Mocne yctaHoBneHus IKE-coeanHeHnst ayTeHTUMKALNA COOBLLEHNT
OCYLLeCTBASETCS NPy NOMOLLM a/iropuTMa XeLMpPOBaHUSI.

Vicnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaHbl (N0) ycTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
authentication method <METHOD>

no authentication method

MapameTpbl
<METHOD> - meTopf ayTeHTU(pmkaummn knova. MoxeTt npyuHUMaTh 3Ha4YEeHUS:

+ pre-shared-key — meTopg, ayTeHTUdMKALMW, NCMNONb3YIOWMNIA NpeABapUTEIbHO NOSTyYEHHbIE K/THUN
LwnppoBaHus;

* public-key — meTog ayTeHTUOMKaALUK, UCMOMb3YOLWLMIA NYBNNYHBIA KUY CepPTURINKATA;

+ xauth-psk-key — meTog paclumpeHHol ayTeHTUdMKaLMK, UCMONb3YIOLWMNIA NOKasIbHble NN yAANIEHHbIE
6a3bl nosb3oBaresnei.

3HayeHue No ymosiMaHuio

pre-shared-key

Heo6xoauMbIii ypoBeHb NpuBUIerui
15
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KomaHaHbIi pexum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-proposal)# authentication method pre-shared-key

bind-interface vti

[JlaHHOI KoMaHAol yKasbiBaeTCA TYHHE bHbIN MHTepdeiic, Yepes KOTOPLIA ByAeT NPOXOANTbL Tpadvk B pexnmve
TYHHens «route-based».

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) yAANAeT NPUBS3KY K TYHHETbHOMY MHTepdelicy.

CuHTakcuc
bind-interface vti <VTI>

no bind-interface vti

MapameTpbl

<VTI> — naeHTMdunKaLmMoHHbIN Homep nHTepdeica VTI.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# bind-interface vti 1

certificate
[aHHol KOMaH0M yKa3blBatOTCA HEOOX0AUMbIE CepTUdUKATbI.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) yAanseT Ha3BaHUe cepTudmKaTa 13 KOHUrypaumu.

CuHTakcuc
certificate <CERTIFICATE-TYPE> <NAME>
no certificate <CERTIFICATE-TYPE>

MapameTpbl
<CERTIFICATE-TYPE> — T1n ceptudinkara uam kn4a, MOXeT NPUHUMaTb Criefylolmne s3Ha4YeHus:

* ca - cepTudumKarT LeHTpa cepTudukauuy;
+ crl = cnMcok 0TO3BaHHbIX CEPTUIVKATOB;
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* local-crt — cepTudmkar nokasibHO CTOPOHBI;

* local-crt-key — ko4 cepTudonkaTa NoKasibHON CTOPOHbI;

* local-id — ngeHTMdmkaTop NoKasnibHOM CTOPOHbI. 1151 OTK/OYEHMST NPOBEPKM nonein atpubyTa Subject
NOKasIbHOTo cepTudpmkaTa Ncnosb3yeTcs Knwd "any";

* remote-crt — cepTudukaTt yaasieHHOn CTOPOHbI. BMeCTo nmeHn goaiina BO3MOXHO MCNO/Ib30BaHne
Kova "any" As1a ycCTaHOB/IEHMS pexvMa npruemMa OTKPLITOro Kkoya yaareHHON CTOPOHbI MO CETY;

+ remote-id — naeHTUGMKaTOP yAaIEHHON CTOPOHLI. [/19 OTK/IHOYEHMS NPOBEPKM Nosel atpubyTa Subject
cepTudpmkaTa yaaneHHoNn CTOPOHbI UCNOb3YEeTCs KoY "any”.

<NAME> — nms ceptudmkara unm knwouda, 3agaértcsa cTpokoii go 31 cumsona.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTBYET

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-policy)# certificate ca KEY

data-tunnel address

[aHHoli komaHzo ykasbiBaeTcs IP-agpec ansa noctpolikn GRE data TyHHens, nepegaBaemoro KMeHTy,
nogkntoyaeMomy yepes IPsec ¢ ncnonb3oBaHneM UHAMUYECKOro KOHGUryprpoBaHus napameTpoB. GRE data
TYHHENb AO/MKEH 6bITb NoAAepXaH Ha CTOpoHe knneHTa (TpebyeT ELTEX_DATA_IP(28684).

Vicnonb3oBaHue oTpuuaTenbHoli hopMbl KOMaH bl (No) yaanset IP-agpec ans noctpoiikv GRE data TyHHens.

CuHTakcuc

data-tunnel address <ADDR>
no data-tunnel address

MapameTpbl

<ADDR> - IP-agpec gnsa noctpoenunsa GRE data TyHHens, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxaas
yacTb NPUHMMAET 3HaueHus [0..255].

3HayeHue nNo ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10
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KomaHaHbIi pexum
CONFIG-POOL

Mpumep

esr(config-pool)# data-tunnel address 192.168.2.66

dead-peer-detection action

[aHHol KomaH[o ycTaHaBIMBaeTCs AeiCTBMe, KOTOPOEe AO/MKHO NPeANPUHATL YCTPOMCTBO B C/ly4vae
06HapyxeHus HegocTynHocTu IPsec-cocega mexaHuamom Dead Peer Detection.

Dead Peer Detection (DPD) — 370 MexaHW3M NPOBEPKM COCTOSIHMS U AOCTYNHOCTU COCeAHMX YCTPOMCTB.
MexaHusm nepuoguueckn otnpasnsiet R-U-THERE coo6buenus (ans IKE Bepcun 1) nnm nyctble
INFORMATIONAL coobLueHus (gns IKE Bepcun 2) ans npoBepkn AocTynHocTu IPsec-cocena.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
dead-peer-detection action <MODE>

no dead-peer-detection action

MapameTpbl
<MODE> - pexwum pa6oTbl DPD:

* restart — coeguHeHve nepeycTaHaBNMBaETCS;

+ clear - coeiMHeHne ocTaHaBNMBaETCS;

*+ hold - coegnHeHne nogaepxunBaeTcs;

* none — MexaHU3M BbIK/THOYEH, HAKAKNUX AENCTBUIA HE NpeanpUHMMaETCS.

3Ha4yeHue no ymonyaHuio

none

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# dead-peer-detection action clear

dead-peer-detection interval

[aHHoi KomaHaol yCcTaHaBAMBAETCS UHTEPBaUT MEXAY OTNPaBKon coobLleHnii mexaHnsmom DPD.
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MexaHun3am DPD onucaH B pasgene dead-peer-detection action.

icnonb3oBaHue oTpuUaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
dead-peer-detection interval <SEC>

no dead-peer-detection interval

MapameTpbl

<SEC> — uHTepBas1 MeXAay OTNpaBKoli CoobLEeHN mexaHn3Mom DPD, npuHumaeT 3HaueHus [1..180] cekyHa.

3HauyeHue No yMmo4aHuio

2 cekyHAbl

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# dead-peer-detection interval 15

dead-peer-detection timeout
[aHHol KomaHaoM 3aaéTca TaiMayT OTBeTa Ha CO0OLEeHMs, OTrpaB/ieHHble MexaHuamom DPD.
MexaHun3m DPD onucaH B pasgene dead-peer-detection action.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
dead-peer-detection timeout <SEC>

no dead-peer-detection timeout

MapameTpbl

<SEC> - nepviof, BpeMeHun A/1s 0TBETa Ha coobLIeHns MexaHn3ama DPD, npuHumaet 3HadeHns [1..180] cekyHa.

3HauyeHue No ymosi4aHuio

30 cekyHp,

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# dead-peer-detection timeout 60

description
KomaHga ncnonb3yercs 4151 USMEeHeHUsi onucaHusi Npodouss, NOANTUKM UAK Wiio3a npotokona IKE.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) yAaNSEeT onucaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHue npoduns, 3agaércs CTPOKo A0 255 cMmBO0B.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-IKE-PROPOSAL
CONFIG-IKE-POLICY
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-proposal)# description "my proposal"

dh-group

[aHHol KomaH0I ycTaHaB/IMBaeTCs HoMep rpynnbl MeToga Anddm-XennmvaHa. Homep rpynnel onpegensiet
ypoBeHb 3awmieHHocTn IKE-coeguHeHnsa npy obMeHe Knrvammn — 3aUeHHOCTb Bo3pacTaeT ¢ poCcTOM
HoMepa rpynnbl, HO yBeIMYMBAETCA U BPEMs yCTaHOBNEHWS COeAMHEHUS.

Mcnonb3oBaHue oTpulatTenbHoli hopmMbl koMmaHbl (N0) yCcTaHaBNMBAET 3HAYEHME MO YMOMUYaHMIO.
CuHTakcuc

dh-group <DH-GROUP>
no dh-group
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MapameTpbl
<DH-GROUP> - Homep rpynnbl Andhdon-XennmaHa, npuHumaeT 3HadeHus [1, 2, 5, 14,15, 16, 17, 18].

3HayeHue No ymosiMaHuio
1

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG-IKE-PROPOSAL

Mpumep

esr(config-ike-proposal)# dh-group 5

encryption algorithm
[laHHol KOMaH/0 BbIGMPAETCA aIroOpPUTM LUMGIPOBAHMS, MCNOMb3YeMbI Npu ycTaHoBneHun IKE-coeamnHeHus.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
encryption algorithm <ALGORITHM>

no encryption algorithm

MapameTpbl

<ALGORITHM> — nageHtudmkarop npoTokona wmgpoBaHus, npuHUMaeT 3HaveHus: des, 3des, blowfis28,
blowfis92, blowfish256, aes128, aes192, aes256, aes128ctr, aes192ctr, aes256ctr, camellia128, camellia192,
camellia256.

3Ha4yeHue no ymonyaHuio
3des

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZgHbIi pexum
CONFIG-IKE-PROPOSAL

Mpumep

esr(config-ike-proposal)# encryption algorithm aesl128
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ike-policy
[aHHol KomaHaoM ycTaHaBNnBaeTcs npussska nonmtukm npotokona IKE K wno3sy.

icnonb3oBaHue oTpuuaTenibHoW hopMbl KOMaHAb! (NO) yAaAeT NPUBSI3KY NOMUTUKN.

CuHTakcuc

[no] ike-policy <NAME>

MapameTpbl

<NAME> - nms nonutukm npotokona IKE, 3agaétca ctpokoii o 31 cumsona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# ike-policy ike_poll

ip prefix
[laHHOI KomMaHAol yKa3biBaeTcs nys aipecoB, U3 KOTOPOro agpeca 6yayT BblaaBaTbesi IPsec-knmeHTam.

cnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (NO) yaansieT Ny afpecos, U3 KOTOPOro aapeca byayT
BblaaBaTbcs IPsec-knmeHTam.

CuHTakcuc
ip prefix <ADDR/LEN>

no ip prefix

MapameTpbl

<ADDR/LEN> - IP-nogceTb, 3apaétca B Buae AAA.BBB.CCC.DDD/EE, rge kaxgasa yacte AAA — DDD
npuHUMaeT 3HaueHus [0..255] n EE npuHumaeTt 3HaueHus [1..32].

3HauyeHue No ymosi4aHuio

He 3apaH.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-POOL
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Mpumep

esr(config-pool)# ip prefix 192.168.0.0/16

lifetime seconds
[laHHol KomaH/10 3a1aéTCcsl BPEMS XWU3HU coeanHeHus npotokona IKE.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
lifetime seconds <SEC>

no lifetime seconds

MapameTpbl

<SEC> - nepviof, BpeMeHu, NpuHUMaeT 3HadeHns [4 ..86400] cekyHA,

3HayeHue No ymosiMaHuio

10800 cekyHp,

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-policy)# Llifetime 21600

local address
[aHHoi KomaHaoW ycTaHaBnnBaetcs IP-agpec nokasbHOro wnto3a IPsec-TyHHens.

cnonb3oBaHue oTpuuatensHoli hopmMbl komaHabl (no) yaanseT IP-agpec nokanbHOro wo3a.

CuHTakcuc
local address <ADDR>

no local address

MapameTpbl

<ADDR> — |P-agpec nokanbHOro wnw3a.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# local address 192.168.1.1

local interface

[JaHHol KomaH0i ycTaHaB/IMBaeTCs Ucnosb3oBaHune IP-agpeca, Ha3Ha4YeHHOTo Ha MHTepdIelic B kKayecTse
NokasibHOro Wwiito3a IPsec-TyHHens.

Mpu Mcnonb3oBaHUM OTpULATENIbHON (DOPMbI KOMaH/bl (NO) NpekpaliaeTcs ncnonb3oBaHue IP-agpeca,
Ha3HAYEeHHOro Ha NHTepdelic B kKa4ecTBe SIOKa/IbHOTO LL/03a.

CuHTakcuc
local tinterface <IF>

no local interface

MapameTpbl

<IF> — TMn 1 naeHTudmkKaTop UHTEpeiica, 3aaaétca B BUAE, ONMCAHHOM B pasaene Turbl 1 Nopsiaok
MEeHOBaHUsi NHTepPdeiicoB MapLIpyT13aTopa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-IKE-GW

Mpumep

esr(config-ike-gw)# local 1interface gigabitethernet 1/0/1

local network

[aHHoi KomaHaol ycTaHaBnmBaeTcs IP-agpec noacetn otnpaBuTens, a Takke IP-npotokon n nopt. Tpaduk,
Y[I0BNIETBOPSAIOLLNIA 38/laHHbIM KpUTepusM, ByaeT HanpassieH B IPsec-TyHHenb.

Mcnonb3oBaHune oTpuLaTesnibHov hopMbl KOMaHpbl (No) yaansieT IP-agpec noAceTn oTnpaBuTens.

CuHTakcuc
[no] local network <ADDR/LEN> [ protocol { <TYPE> | <ID> } [ port <PORT> ] ]
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MapameTpbl

<ADDR/LEN> - IP-nogcetb otnpaButens. NapameTp 3anaétca B suge AAA.BBB.CCC.DDD/EE, rae kaxnas
yacTb AAA — DDD npuHumaeTt 3HaueHus [0..255] n EE npuHumaeT 3HadeHus [1..32];

<TYPE> — TMn npoTokosa, NpUHMMaEeT 3HadYeHust: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre;

<ID> - naeHTUMKaLMOHHBbIA Homep IP-npoTokona, npuHuMaet 3HadyeHusi [0x00-0xFF];
<PORT> — TCP/UDP-nopT, npuH1umMaet 3HaueHusi [1..65535].

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# local network 192.168.1.0/24 protocol tcp port 22

management-tunnel address

[aHHoii KomaH 1ol ycTaHaBnuBaeTcs IP-agpec TyHHenst ansa noctpoiikn GRE management TyHHens,
nepeaBaemMoro KAMeHTy, NoakIo4YaeMomMy yepes IPsec ¢ Mcrnosib3oBaHNEM JMHAMUYECKOTO
KOHpUryprpoBaHusa napameTpoB. GRE management TyHHeNb [0/IXEH 6bITb NOAAEPXaH HA CTOPOHE KMEeHTa
(Tpe6yet ELTEX_MANAGEMENT_IP(28683)).

icnonb3oBaHue oTpuLaTeNbHO DOpPMbI KOMaH bl (No) yaanset IP-agpec TyHHens ansi nocTpoiiku GRE
management TyHHens.

CuHTakcuc

management-tunnel address <ADDR>
no management-tunnel address

MapameTpbl

<ADDR> —-IP-agpec ans noctpoiikn GRE management TyHHens, 3agaétcs B Buae AAA.BBB.CCC.DDD, rge
Kakaas yacTb NpuHUMaeT 3HadeHus [0..255].

3HayeHue No ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-POOL

460



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
Mpumep

esr(config-pool)# management-tunnel address 192.168.2.87

mobike disable

[laHHas kKoMaHAa OTK/oYaeT BO3MOXHOCTb MHMLMATOPY COEANHEHNSI UBMEHUTL CBOK TOUKY MOAK/OUEHNUS K
cetn (Mcnonb3oBarth IP-aapec B kayectBe napametpa local address).

icnonb3oBaHue oTpuLaTeNibHoi (DOPMbI KOMaH bl (N0) aKTMBUPYET (hyHKLIMIO aBTOMaTUYeCcKoro Bbi6opa local
address npu HeAOCTYNHOCTM OMMCAHHOTO B KOHAOMIypaLuu.

CuHTakcuc

[ no ] mobike disable

MapameTpbl

OTcyTCTBYIOT.

3HayeHue nNo ymosiMaHuio

BkntoyeHo.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gateway)# mobike disable

mode
[aHHol KOMaH0i yCcTaHaB/IMBaAETCH PeXMM cornacoBaHus nepsoii gpasbl npotokona IKE.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
mode <MODE>

no mode

MapameTpbl
<MODE> - pexum nepsoii dpasbl IKE, npyHMMaeT 3HavyeHus:

* main — cocTouT u3 Tpex ABYCTOPOHHUX 06MeHOoB MeXxay oTrnpaBuTenemM n nosyyvyaresniem:
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+ Bo Bpems nepBoro o6meHa cornacyrTcs a/lropuTMbl ayTEHTUMKALMN 1 LWIMGIPOBAHNS, KOTOPbIe
6yayT ncnonb3oBarbesa A4 3awmTbl IKE-coeguHeHns nocpeacTBOM conocTaseHns npodunei
npotokona IKE kaxgoro y3na;

* Wcnonb3ysa anroputm Andbdn-XennmaHa, CTOpoHbI 06MEHNBAKOTCA OOLLMM CEKPETHBIM K/THOHOM.
Takxe y3/bl NPOBEPAIOT NAeHTUMKaUNIO APYr Apyra nyTem nepegayv n noatsepxaeHus
nocnefoBaTeIbHOCTY NCeBAOCYYaNHbIX Yncen;

+ [poBepseTca NAEHTUYHOCTb MPOTMBONOIOXHOW CTOPOHbLI. B pe3ynsrare BbINO/HEHWUS OCHOBHOMO
pexuma cosgaeTtca 6e3onacHblli KaHau A/1a BTOpoit dhasbl npotokona IKE.

* aggressive — 3T0T pexmnm 06Xo0AMUTCA MEHBLLUUM YAC/IOM 0OMEHOB 1, COOTBETCTBEHHO, YAC/IOM NaKETOB:

+ B nepBom coobLieHnn (0T HMLUmaTopa) oTnpaB/sieTcs MHopMaLuus, Kotopas UCnonb3yeTcs Ans
yctaHoBneHus IKE-coegmHeHns: npeaioxeHne napameTpos SA, MHUUunpoBaHne obmeHa Audydpu-
Xennwvaxa, oTnpas/ieHne NceBAoCc/yqaiHoOro Yicna n naeHtudmkaropa nakera;

+ Bo BTOpoM coob6LLeHnn OTBETUMK NPUHUMAET SA, ayTeHTUMUMPYET nHUUnaTopa, oTnpasnser
ncesgocny4variHoe uncno un ceoii IKE-ngeHTudmkatop;

* B TpeTbem coobLeHnn nHmumaTop ayTeHTuuumpyeT oTBETUMKA Y MOATBEPXKAAET OOMEH.

3Ha4yeHune no ymonyaHuio

main

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-policy)# mode aggressive

mode
[laHHol KOMaH/10/1 yCTaHaB/IMBAETCS PEXMM NepeHanpasieHns Tpaduka B TYHHEb.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
mode <MODE>

no mode

MapameTpbl
<MODE> - pexum nepeHanpasfeHuns Tpadmka B TYHHE b, MPUHUMAET 3HaUYEeHUS:

+ policy-based - Tpachmk nepeHanpasnseTcs Ha OCHOBE NMPUHALJIEXHOCTU K yKa3aHHbIM B NO/IUTMKAX
noaceTswm;

* route-based - Tpachuk nepeHanpaBnseTCa Ha OCHOBE MapLLUPYTOB, LL/IHO30M Y KOTOPbIX SABNSETCA
TYHHENbHbIN NHTEpPAIEC.

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# mode route-based

password

JaHHaa komaHga ncnosnb3yercs A5 yecTaHoBKM naponsa nons3osartenis ana IKE-GETWAY. MNaponb MOXET ObITb
3a/laH Kak B OTKPbITOM BuAe, Tak 1 B Buae xew shad512.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaanseT napons nosb3osatens anst IKE-GETWAY u3
CUCTEMBI.

CuHTakcuc
password ascii-text { <CLEAR-TEXT> | encrypted <HASH_SHA512> }

no password

MapameTpbl
<CLEAR-TEXT> — naposb, 3aja€Tcs CTPOKOIi [8..32] cumBonoB, NpuHUMaeT 3HaueHus [0-9a-fA-F.

<HASH_SHA512> — xeww naponsi no anroputmy sha512, 3apaétcsa ctpokoii ao 110 cumBonos.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-PROFILE

Mpumep

esr(config-profile) password tteesstt

password local-crt-key

[laHHas KomMaHAa Ucnonb3yeTcs A1 YCTaHOBKM Naposisi OT 3alluMdpoBaHHO LENOYKM CEPTUMKATOB
(cepTudpmkaTbl HazHayatoTCsA NPY NOMOLLM KOMaHAbI certificate).

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yAanseT naposb.

CuHTtakcuc
password local-crt-key ascii-text { <CLEAR-TEXT> | encrypted <HASH_SHA512> }

no password local-crt-key
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MapameTpbl
<CLEAR-TEXT> - naposb, 3ajaéTcsi CTPOKoli [8..32] cumB0onoB, NpuHUMaeT 3HaueHust [0-9a-fA-F].

<HASH_SHAS512> — xew napons no anroputmy sha512, 3agaétcsa ctpokoii 4o 110 cumBoios.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-policy) password tteesstt

pfs dh-group

[aHHOi KOMaH/10¥i ycTaHaB/IMBAETCSt HOMep rpynnbl MeToaa Auddhu-XennmaHa. Homep rpynnsl onpegensiet
YPOBEHb 3allLLIeHHOCT IPsec-coeanHeHVst Npyu 06MeHe KiouamMmn — 3allMLLEHHOCTL BO3pacTaeT C POCTOM
HOMepa rpynmbl, HO YBENNUMBAETCS U BPEMS YCTAHOB/IEHUSI COEIUHEHNSI.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
pfs dh-group <DH-GROUP>
no pfs dh-group

MapameTpbl

<DH-GROUP> - Homep rpynnbl Andhdon-XennmaHa, NpuHumaeT 3HadeHus [1, 2, 5, 14,15, 16, 17, 18].

3HayeHue No ymosiMaHuio
1

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-IPSEC-PROPOSAL

Mpumep

esr(config-isec-proposal)# pfs dh-group 5
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pre-shared-key

[aHHOoI KomaHAoW ycTaHaBNMBaETCA 0OLMNIA CEKPETHbIN KN4 415 ayTEHTUGIMKALMY, AOMKEH coBnaaaTb Y
060UX CTOPOH, YyCTaHaBNBAIOLLMX TYHHESb.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHZbl (NO) yAANAET YCTAHOB/IEHHBIN Koy,

CuHTakcuc

pre-shared-key { ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> } | hexadecimal { <HEX>
| encrypted <ENCRYPTED-HEX> } }

no pre-shared-key

MapameTpbl
<TEXT> - cTpoka [1..64] ASCIl-cumBonoB;

<HEX> - uucno pasmepom [1..32] 6aiiT 3aa&Tcs CTPOKOWA [2..128] cMMBO/IOB B LLECTHAALATEPUUHOM
chopmate(0xYYYY...) unn (YYYY...);

<ENCRYPTED-TEXT> — 3awwmdpoBaHHbIii naposb pasmepom [1..32] 6aiiT, 3aaaétcsa cTpokoit [2..128]
CVIMBO/I0B;

<ENCRYPTED-HEX> — 3awundpoBaHHoe 4nic/io pasmepom [2..64] 6aiiT, 3aaaétcsa cTPoKoii [2..256] cumBosoB.

3Ha4yeHune no ymonyaHuio

none

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-policy)# pre-shared-key hexadecimal abcl23

proposal
[laHHOI KoMaHAol ycTaHaBNMBaeTca npuesiska npodouns npotokona IKE k nonutuke.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT npueasky npoduns npotokona IKE.

CuHTakcuc

[no] proposal <NAME>

MapameTpbl

<NAME> — nmsa npodmnsa npotokona IKE, 3agaétca ctpokoii o 31 cumsona.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-IKE-POLICY

Mpumep

esr(config-ike-policy)# proposal ike_propl

remote address
[aHHoln KomaHaoW ycTaHaBnuBaetcs IP-agpec yganeHHoro wito3a IPsec-TyHHens.

Mcnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (No) yaanseT IP-agpec yaaneHHoro Lwio3a.

CuHTakcuc
remote address { <ADDR> | any }

no remote address

MapameTpbl
<ADDR> - IP-agpec yganeHHoro wnws3a.

any — K/1tod, NO3BO/IAIOLLMIA NPUHMMATL 3anpockl Ha ycTaHoseHne IKE-ceccum ot noboro IP-agpeca.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# remote address 192.168.1.2

remote network

[aHHoi KomaHaol ycTaHaBnmBaeTcs IP-agpec noacetn noayyarens, a Takke IP-npotokon u nopt nnm
Ha3Ha4YaeTcsa AUHaAMUYECKW Ny aapecoB AN YAANEHHbIX KNMEHTOB, ncnosnbayowmx XAUTH. Tpaduk,
Y[I0BNIETBOPSAIOLLNIA 38/laHHbIM KpUTepusM, ByaeT Hanpas/ieH B IPsec-TyHHenb.

Mcnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaHapbl (No) yaanseT IP-agpec noAceTn oTnpaBuTens.

CuHTaKkcuc

remote network { dynamic pool <POOL> | <ADDR/LEN> [ protocol { <TYPE> | <ID> } [ port
<PORT> ] ] | any }
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no remote network { dynamic pool |<ADDR/LEN> [ protocol { <TYPE> | <ID> } [ port
<PORT> ] ] | any }

MapameTpbl
<POOL> - BblfesnieHHbIl gMHamMnyeckuii nyn agpecos ansa knneHtos XAUTH,;

<ADDR/LEN> - IP-nogcetb nonyyatens. MNMapametp 3agaétca B suge AAA.BBB.CCC.DDD/EE, rae kaxpnas
yacTb AAA - DDD npuHumaeTt 3HaueHus [0..255] n EE npuHumaeT 3HadeHus [1..32];

<TYPE> — TMn npoToKosia, NpUHMMaET 3HadYeHus: esp, icmp, ah, eigrp, ospf, igmp, ipip, tcp, pim, udp, vrrp, rdp,
12tp, gre;

<ID> - naeHTUVKaLMOHHBbIA Homep IP-npoTokona, npuHuMaet 3HadeHusi [0x00-0xFF];
<PORT> — TCP/UDP-nopt, npuHnmMaet 3HaueHus [1..65535];

any — K/1toY, ykasblBalLLuii Ha He06X0AUMOCTb LIMAIPOBAHUA /TH060r0 UcxoasaLero Tpaduka.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZAHbIi pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gw)# remote network 192.168.0.0/24 protocol tcp port 22

remote network dynamic client
[aHHoi KomaHA0l BK/KOYAETCS NosyvyeHme cnucka yaaneHHbix ceteli ot IPsec-VPN-cepsepa.

Mpwn ncnonb3oBaHWKM oTpULaTENbHON hopMbl KOMaHAb! (NO) OTK/IKOYAETCS NMONYYEHUE CNUCKA YAaNEHHbIX
ceteit oT IPsec-VPN-cepBepa.

CuHTakcuc

[no] remote network dynamic client

MapameTpbl

OTcyTCTBYIOT.

3HayeHue nNo ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-IKE-GW
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Mpumep

esr(config-ike-gw)# remote network dynamic client

security ike gateway

[aHHoI KoMaHA0l OCYLLECTBNAETCA Nepexos B KOMaHAHbIA pexum KoHdurypmpoBaHus wnto3a IKE SECURITY
IKE GATEWAY. Ecnu wnto3 IKE ¢ ykasaHHbIM UMEHEM He CYLLIECTBYET B KOHhurypauum, To oH 6yaeT co3aaH.
MapameTpsb! Wt03a BKNoYatoT B cebs VTI-nHTepdoelic, B KOTopbI 6yAeT HanpaBnATbCs Tpadmk, NONTUKA U
Bepcua npotokona IKE, a Takke pexum nepeHanpasneHns Tpagurka B TyHHe b.

Micnonb3oBaHue oTpuLaTeNibHoi (DOPMbI KOMaH bl (N0) yaanseT w3 npotokona IKE.

CuHTakcuc

[no] security ike gateway <NAME>

MapameTpbl

<NAME> — nms wno3a npotokona IKE, 3agaétcs ctpokoit Ao 31 cumsona. Mpu BbINOSIHEHUW OTpULLATENBHOW
hopmbl KOMaHAb! CO 3Ha4YeHeM napametpa «all» 6yayT yaaneHsl Bce IKE-LUN03bI.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)#

security ike policy

[aHHoii komaHgon co3gaetcs nonuTtuka IKE, kotopas BkitouaeT B cebs npodounu npotokona IKE, o6wwmii
CEKPETHbIW KoY 418 ayTEHTMMKaLMW U PeXUM cornacoBaHus nepsoii pasbl npotokona IKE.

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yaanseT ykazaHHyo nonmTuky. KomaHaa
yCTaHaBNMBaEeT pexum komaHgHon ctpoku SECURITY IKE POLICY.

CuHTakcuc

[no] security ike policy <NAME>

MapameTpbl

<NAME> — ums nonutukn IKE, 3aaaétcs ctpokoii Ao 31 cumsona. Npun BbINO/IHEHMM OTPULATENBHO DOPMbI
KOoMaHabl CO 3HaYyeHnem napameTtpa «all» 6yayT yaaneHsl Bce IKE-nonuTukm.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# security ike policy ike_poll
esr(config-ike-policy)#

security ike proposal

[aHHoi1 komaHaoli cozgaetcs npodomnb npotokona IKE (Internet Key Exchange), koTopblii Bk/touaeT B ce6st
napameTpbl a/TTOPUTMOB LINpOBaHMA N ayTeHTUdMKaumm metoga Anddm-XennmaHa, Kotopble 6yayTt
ncnonb3oBaTbes Npu cornacosaHumn napameTpos IKE co BcTpeyHoli ctopoHoi VPN coeguHeHnsa npy co3gaHum
Security Association (SA). Kpome Toro, npochunb 3aAaéT npeaenbHoe BpeMs aeincteusi SA. icnonb3oBaHne
oTpuuaTtenbHoi hopMbl kKoMaHap! (N0) yaanisieT 3a4aHHblii Npodunsb.

CuHTakcuc

[no] security ike proposal <NAME>

MapameTpbl

<NAME> - nms npodmuns npotokona IKE, 3agaétcsa ctpokoii go 31 cumsona. Mpu BbINONHEHUN
oTpuuarenibHol hopMbl KOMaHAbl CO 3Ha4YeHnem napameTpa «all» 6yayT ynaneHs! Bce IKE-npodunu.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG

Mpumep

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)#

security ike session uniqueids
[aHHo KomaHaol 3a1aeTcs pexmum nepenoaknoyveHns knnentos XAUTH ¢ ogHUM nornHom/naponem.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
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CuHTakcuc

security ike session uniqueids <MODE>
no security ike session uniqueids

MapameTpbl
<MODE> — pexum nepenoaknoyeHns, NpUHUMaeT caegyoume 3HaueHus:

* No — ycTaHoB/eHHOe noaknoueHne XAUTH 6yaeT yaaneHo, ecnun anst HOBOro noaknwoyeHns XAUTH
NHMLUMATOPOM coeanHeHus 6yaeT otnpasneHo yeegomneHune "INITIAL_CONTACT", 6yaeT HazHa4eH

paHee UCnosib30BaHHbIN IP-agpec. B NpOTMBHOM Cyyae, ycTaHOBNEHHOe coeamHeHne XAUTH 6yaet

yaepxaHo. [na Hosoro nogkntoveHnss XAUTH 6yaet HasHaveH HoBbI IP-aapec.

* never — ycTaHoB/eHHOe noaknoyveHne XAUTH 6yaet yaepxaHo. [nst HoBoro nogknouveHns XAUTH
6yaeT HasHadeH HoBblli IP-agpec. YBegomnenue "INITIAL_CONTACT" 6yaet B nto6om criyvae
NPOVTHOPMPOBAHO.

* replace - ycraHoBneHHoe noakntodueHne XAUTH 6yaet yaganeHo. Ana HoBoro noaxknioveHns XAUTH
6yaeT NCnonb30BaH paHee UCno/b30BaHHbIN IP-agpec.

+ keep - yctaHoBneHHoe noakntoueHne XAUTH 6yaet yaepxaHo. HoBoe nogkntoueHne XAUTH 6yaet
OTK/IOHEHO.

3HauyeHue No yMmo4aHuio

never

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# security ike session uniqueids replace

show security ike

KomaHga ncnonb3yetcs Ans NPOCMOTPa CrMcKa LW/I30B, MOMTUK U NPodnIei.

CuHTakcuc

show security ike { gateway | policy | proposal } [<NAME>]

MapameTpbl

gateway — npu ykasaHuv KomaHApbl «gateway» 6yfeT BbiBejeH CNMCOK CKOHPUTYPUPOBAHHbIX LUJHO30B;
policy — npu ykazaHuy komaHabl «policy» 6yaeT BbiBeAeH CNUCOK CKOH(UTYPUPOBAHHbIX MOMNTUK;
proposal — npv ykazaHun komaHabl «proposal» 6yaeT BbiBefjeH CNMCOK CKOH(PUIYypUpOBaHHbIX Npoduner;

<NAME> — nwms. MNpn ykasaHum onpeseseHHoro MMeHu Lw3a, NoNnTUKK, Npotnns 6yaeT BoiBegeHa
noapobHasa nHdopmaLms.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# show security ike proposal

Proposal
Name Auth Encryption DH Hash Lifetime
aaa pre-sha 3des 1 shal 3600
red-key
esr# show security ike policy
Policy
Name Mode Proposal
ike_poll main ike_propl

esr# show security ike gateway ik_gw
Description: --

IKE Policy: ike_poll
IKE Version: vl-only
Mode: route-based
Binding interface: vtil
IKE Dead Peer Detection:
Action: none
Interval: 2
Timeout: 30
user

[aHHoI KomaHaoM 3afaeTcsa UMs nonb3osartens Ans ayteHtudukaumm IKE-GETWAY.
icnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaH bl (NO) yAANSIeT yKkasaHHOro Nosib30BaTensi.

Mocne BbINOMHEHMS JaHHOV KOMaHAbl MapLLIPYTU3aTOp NepPexoauT B PEXUM KOH(UTYpUpoBaHs Naposs
nonb3oBatens (config-profile).

CuHTakcuc

[no] user <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaércsa cTpokoit o 31 cumeona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomaHaHbIi pexum
CONFIG-ACCESS-PROFILE

Mpumep

esr(config-access-profile)# user connecter963

version
[aHHoi komaHaon 3agaétca Bepcusa npoTtokona IKE.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIN)yMOﬂHaHMD.

CuHTakcuc
version <VERSION>

no version

MapameTpbl

<version> — Bepcus IKE-npotokona: v1-only unum v2-only.

3Ha4yeHue no ymonyaHuio

v1-only

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG-IKE-GATEWAY

Mpumep
esr(config-ike-gw)# version v2-only
xauth access-profile

[aHHoi KomaHa0l yKasbiBaeTCA NOKasibHbIA CNNCOK Nofb3oBartenel ansa astopusaumm XAUTH.

icnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHzbl (NO) yaansieT 3afaHHbIi Npodusb.

CuHTaKkcuc
[no] xauth access-profile <NAME> [client <USER-NAME>

MapameTpbl

<NAME> — Ha3BaHue nokasibHOro cnucka nonb3osartesniein XAUTH, 3agaétca cTpokoii o 31 cumBona;
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<USER-NAME> - nms nonb3oBatens u3 npukpenneHHoro XAUTH-npochmns, 3apgaétcs ctpokoi ao 31 cumsona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-IKE-GATEWAY

Mpumep

esr(config-ike-gateway)# xauth access-profile OFFICE

YnpaBneHue VPN. Hactpoiiku IPsec

authentication algorithm

[laHHOi KOMaH/10¥i yCcTaHAB/IMBAETCS! a/ITOPUTM ayTeHTUGMKaLMK. VIcnonb3oBaHve oTpuLLaTE/TbHON (hopMbl
KOMaH/bl (N0) yCTaHABMNBAET 3HAUYEHME M0 YMOTYAHUIO.

CuHTakcuc
authentication algorithm <ALGORITHM>

no authentication algorithm

MapameTpbl

<ALGORITHM> — anroputm ayTeHTUdMKaLm, npuHumaeT 3HadeHms: md>5, shal, sha2-256, sha2.384,
sha2-512.

3HauyeHue No yMO/TYaHUIO
sha1

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-IPSEC-PROPOSAL

Mpumep

esr(config-ipsec-proposal)# authentication algorithm md5

description

[aHHO KoMaHAOol BbINO/HAETCS M3MEHEHME ONMMCaHNS.
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Vicnonb3oBaHue oTpuuaTesibHoi (DOpMbl KOMaH bl (N0) yAanseT onucaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHue npoduns, 3agaéTtcs CTPOKOM A0 255 cumB0MO0B.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-IPSEC-VPN
CONFIG-IPSEC-PROPOSAL
CONFIG-IPSEC-POLICY

Mpumep

esr(config-ipsec-vpn)# description "VPN to Moscow Office"

enable

[aHHoii komaHaon aktuBmpyetca IPsec VPN.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (No) aeakTmempyeT IPsec VPN.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

Bbik/1t04eHO

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-IPSEC-VPN
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Mpumep

esr(config-ipsec-vpn)# enable

encryption algorithm

[ aHHOi KOMaH/10¥i ycTaHAB/IMBAETCS aNTOPUTM LIMdppoBaHUs. icnonb3oBaHne oTpuLaTesibHol DopMbI
KOMaH/bl (N0) yCTaHABNMBAET 3HAUYEHME M0 YMOTYAHUIO.

CuHTakcuc
encryption algorithm <ALGORITHM>

no encryption algorithm

MapameTpbl

<ALGORITHM> - npoTokon wudpoBanHus, npuHumaet 3HadeHus: null, des, 3des, blowfis28, blowfish192,
blowfish256, aes128, aes192, aes256, aes128ctr, aes192ctr, aes256ctr, camellia128, camellia192,
camellia256.

3HauyeHue No yMO/TYaHUIO
3des

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-IPSEC-PROPOSAL

Mpumep

esr(config-ipsec-proposal)# encryption algorithm blowfish128

ike dscp

KomaHpaa 3anaét 3HayeHne koga DSCP ansa ncnonb3oBaHna B IP-3aronioBke ncxogsimx naketos IKE-
npoToKona.

Mcnonb3oBaHue oTpuuaTenbHoli hopmbl komaHabl (no) ycTaHaBnmBaeT 3HaveHe DSCP no ymonuaHmio.

CuHTakcuc
ike dscp <DSCP>

no ike dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHumaeT 3HadyeHus B avanasoHe [0..63].
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3Ha4yeHune no ymonyaHuio
63

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# ike dscp 40

ike establish-tunnel

KomaHgoi ycTaHaBnueaeTcs pexum aktusaumm VPN. JaHHaa komaHAa akTyasbHa, Tofbko ecnn B VPN

BbIGpaH PEXUM COrnacoBaHus koueii «ike». HacTpolika pexumMa cornacoBaHus Kodeit onucaHa B mode.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ike establish-tunnel <MODE>

no Ike establish-tunnel

MapameTpbl
<MODE> - pexum aktusauum VPN:

+ by-request — coegmHeHne akTUBMPYETCA BCTPEYHON CTOPOHOIA;

* route — coeguHeHne akTUBUPYETCA NPY NOSABNIEHUN TpadurKa, MapLLpyTU3MPYEMOro B TYHHE b,

+ immediate — TyHHe/Ib aKTUBUPYETCA aBTOMATUYECKUN MOC/1e NPUMEHEHUSA KOHpurypaummn. Ecnu
NPOV30NAET 3aKpbiTUE COeANHEHMSA OT yaasleHHON cTopoHbl VPN npu ncnonb30BaHnm pexnma
immediate, Torga yctaHOBUTb COeMHEHWE MOBTOPHO OyeT BO3MOXHO TO/IbKO Noc/e rnepesarpy3ku
MapLupyTtumsaTopa nnu nepesanycke VPN uepes CLI mapLupyTtumsaTopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# ike establish-tunnel route
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ike gateway

[aHHoii kKomaHaon ocywiecTBnsetcs npmesaska IKE-wnto3a k VPN. [JaHHas koMaH[a akTyasibHa, TO/IbKO ecnn B
VPN BbIGpaH pexum cornacoBaHus kto4en «ike». HacTpoiika pexrma cornacoBaHus Ktoueli onncaHa B
mode.

CuHTakcuc
ike gateway <NAME>

no ike gateway

MapameTpbl

<NAME> — nms IKE-wwinto3a, 3aaaétcs cTpokon Ao 31 cumsona.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# ike gateway ike_gwl

ike idle-time

[laHHOli KOMaHAO ycTaHaBNMBAETCSA 3HAYEHNE BPEMEHHOTO MHTEPBa/IA B CEKYHAAX, MO UCTEYEHUIO KOTOPOTO
COeAMHEHNE 3aKPbIBAETCS, €C/IN HEe GbIN0 NPUHATO WU NEpPefaHO HU OAHOrO nakeTa vepes SA.

Mcnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHbl (NO) OTK/IOUYAET AaHHBIV Talvep.

CuHTakcuc
ike idle-time <TIME>

no ike idle-time

MapameTpbl

<TIME> — uHTepBan B CeKyHAax, NPMHMMAaET 3HadeHus [4..86400].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-IPSEC-VPN
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Mpumep

esr(config-ipsec-vpn)# ike idle-time 3600

ike rekey disable

[laHHOi KOMaH/10¥i OTK/OUAETCs NepecorfiacoBaHne Kodeii Ao paspbiBa IKE-coeIMHEHUS MO UCTEYEHUIO
BPEMEHW, KONMYECTBY NepeflaHHbIX NaKeToB v GaiiT.

Micnonb3oBaHue oTpuLaTesibHoi (DOPMbl KOMaH bl (N0) BK/IOYAET NEPECOrNacoBaHne KUeil.

CuHTakcuc

[no] 1ike rekey disable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
15

KomMaHAHbIV peXxum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# ike rekey disable

ike rekey margin

[laHHOI KOMaHAoV MOXHO HACTPOUTb HaYas10 nepecornacoBaHus kntoveit IKE-coeguHeHns [0 UcteveHus
BPEMEHU XXN3HMN.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTtakcuc
Ike rekey margin { seconds <SEC> | packets <PACKETS> | kilobytes <KB> }

no ike rekey margin { seconds | packets | kilobytes }

MapameTpbl

<SEC> - uHTepBas1 BpEMEHM B CEKYH/aX, OCTaBLUMIACA [0 3aKpbITUSA coeanHeHus (3agaeTca komaHaoi lifetime
seconds, cm. lifetime). MpuHUMaeT 3HaueHns [4..86400].
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<PACKETS> - Konv“4ecTBO NakeToB, OCTaBLUMXCS A0 3aKpbITUSi coeanHeHus (3agaetcs komaHaoii lifetime
packets, cm. lifetime). MpuHnMaeT 3HaueHus [4..86400].

<KB> — 06bem Tpadmka B kunobaiitax, oOCTaBLIMIACS [0 3aKPbITUS coeanHeHus (3aaaeTcs komaHaoii lifetime
kilobytes, cm. lifetime). MpuHumaeT 3HaueHus [4..86400].

3Ha4yeHune no ymonyaHuio
MepecornacoBaHune KNYen 40 uctedeHuss BpeMeHun — 3a 540 cekyHA.

MepecornacoBaHve K/4ein o ucteueHus oGbema Tpadmka 1 KoJIMYecTBa NakeToB — OTK/IUYEHO.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# ike rekey margin seconds 1800

ike rekey randomization

[laHHOI KoMaHAol ycTaHaBNMBAETCSA YPOBEHb CNy4YaiiHOro pasbpoca 3HauyeHuli napamMeTpoB margin seconds,
margin packets, margin kilobytes.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ike rekey randomization <VALUE>

no ike rekey randomization

MapameTpbl

<VALUE> — MakCMMasibHbIi NPOLIEHT pa36bpoca 3HaueHuin, NpuHUMaeT 3HaueHus [1..100].

3HauyeHue No ymosiuaHuio
100%

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-IPSEC-VPN
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Mpumep

esr(config-ipsec-vpn)# ike rekey randomization 10

ike ipsec-policy

[aHHan komaHaa yctaHaBnmBaeT npussasky IPsec-nonutukn k VPN. laHHas KomaHAa akTyasibHa, TONIbKO ecrin
B VPN BbIOpaH pexuMm cornacoBaHus krtoueli «<ike». HacTpoiika pexuma cornacoBaHus Ktoveli onncaHa B
mode.

CuHTakcuc
ike ipsec-policy <NAME>

no ike 1ipsec-policy

MapameTpbl

<NAME> - ums IPsec-nonutuku, 3anaétca ctpoka fo 31 cumsosna.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll

lifetime
[aHHol KomMaH0I ycTaHaB/IMBaETCS BpeMs Xn3Hu IPsec-TyHHens.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
lifetime { seconds <SEC> | packets <PACKETS> | kilobytes <KB> }

no lifetime { seconds | packets | kilobytes }

MapameTpbl

<SEC> — nepuog BpeMeHW Xun3Hu IPsec-TyHHess, N0 UCTe4eHnn NpoucxoauT nepecornacosaHue. MNpuHnmaet
3HaveHus [1140..86400] cekyHa;

<PACKETS> — KonnuecTBo nakeTos, Nocsie nepefayn KOToOporo NpoMcxXoamT nepecornacoBaHne
IPsec-TyHHens. MpuHumaeT 3HadyeHus [4..86400];

<KB> — 06bem Tpaduka, nocne nepegavv KOTOPOro NpomMcxoanT nepecornacoBaHne IPsec-TyHHens.
MpuHUMaeT 3HadeHns [4..4608000] cekyHa.
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3Ha4yeHune no ymonyaHuio

3600 cekyHz

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-IPSEC-POLICY

Mpumep

esr(config-ipsec-proposal)# lifetime seconds 3600

manual authentication algorithm

[aHHoI1 KomaHAoW ycTaHaBNMBaAETCSA a/lropuUTM ayTeHTUdMKaumm. laHHas KomaHaa akTyasibHa, To/IbKO ecnu B
VPN BbIGpaH pexum cornacoBaHusl kaw4del «<manual». HacTpoiika pexuma cornacoBaHus Kn4yein onvcaHa B
mode.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
manual authentication algorithm <ALGORITHM>

no manual authentication algorithm

MapameTpbl

<ALGORITHM> — anroputm ayTeHTudmKaLmm, npuHumaet 3HadeHns [md5, md5-128, shal, sha1-160, aesxcbc,
sha2-256, sha2-384, sha2-512].

3HayeHue No ymosiMaHuio

none

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# manual authentication algorithm shal
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manual authentication key

[JaHHol KoMaH0I yCcTaHaB/IMBaETCA KoY ayTeHTUdrKaumn. JaHHas KoMmaHaa akTyasibHa, TOIbKO ec/iv B
VPN BbIGpaH pexum cornacoBaHus kaw4del «<manual». HacTpoiika pexuma cornacoBaHus K4ein onicaHa B
mode.

CuHTakcuc

manual authentication key { ascii-text {<TEXT> | encrypted <ENCRYPTED-TEXT>} |
hexadecimal {<HEX> | encrypted <ENCRYPTED-HEX> } }

no manual authentication key

MapameTpbl
<TEXT> - cTpoka [1..64] ASCII cumB0onNOB;

<HEX> - uucno pasmepom [1..32] 6aiiT 3a4a&Tcs CTPOKOWA [2..128] cMMBO/IOB B LLECTHAALATEPUUHOM
chopmate(0xYYYY...) unn (YYYY...);

<ENCRYPTED_TEXT> — 3alumcpoBaHHbIii naponb pasmepom [1..32] 6aiiT, 3aga&tcs cTpokoii [2..128]
CVIMBO/I0B;

<ENCRYPTED_HEX> — 3awwudpoBaHHOe y1cio pasmepoM [2..64] 6aiiT, 3aga&éTcs CTpokoii [2..256] cumBooB.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# manual authentication key hexadecimal abcdef

manual bind-interface vti

[aHHOoI KOMaHAoM yKa3blBaeTCA TYHHE bHbIN HTepAIeiiC, Yepes KOTOPbIA ByaeT NPOXOo4UTb Tpadvk B pexvme
TyHHens route-based. JaHHas KomaH4a akTyasibHa, ToNbKo ecsiv B VPN BbiGpaH pexum cornacoBaHus Katodei
«manual». HacTpoiika pexuma cornacoBaHus Kn4en onucada B mode.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTakcuc

manual bind-interface vti <VTI>

no manual bind-interface vti
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MapameTpbl
<VTI> - nHgekc nHtepderica VTI, npuHnmaeT 3HaveHus:

+ ESR-20/21/100/200 - [1..250];
+ ESR-1000/1500/1511 - [1..500].

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# manual bind-interface vti 0

manual encryption algorithm

[aHHoI KomaHAoW ycTaHaBNNBAETCA aropUTM LLIMAGIPOBaHUSA. [JaHHasi KoMaHAa akTyasbHa, TONIbKO ec/iv B
VPN BbIGpaH pexum cornacoBaHusl kaw4de «<manual». HacTpoiika pexuma cornacoBaHus Kn4yein onicaHa B
mode.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) yAanseT ycTaHOB/IEHHOE 3HAaUYeHMe.

CuHTakcuc
manual encryption algorithm <ALGORITHM>

no manual encryption algorithm

MapameTpbl

<ALGORITHM> — anroputm wncpoBaHuns, npuHnMaeT 3HadveHus: des, 3des, blowfis28, blowfis92, blowfish256,
aes128, aes192, aes256, aes128ctr, aes192ctr, aes256ctr, camellia128, camellia192, camellia256.

3HauyeHue No YMO/TYaHUIO
3des

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# manual encryption algorithm blowfis28
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manual encryption key

[aHHoIn KomaHAoM ycTaHaBNMBaeTCs KoY WwngposaHms. aHHaa koMaHaa akTyanbHa, Tonbko ecnn B VPN
BblGpaH pexum coracoBaHus kadeli «<manual». HacTpoiika pexuma cornacoBaHus Kn4ein onvcaHa B
mode.

Mcnonb3oBaHue oTpulatenbHoli hopmbl kKoMmaHabl (N0) yaansieT yCTaHOB/IEHHOE 3HaYeHue.

CuHTakcuc

manual encryption key { ascii-text { < TEXT> | encrypted <ENCRYPTED-TEXT> } | hexadecimal
{ <HEX> | encrypted <ENCRYPTED-HEX> } }

no manual encryption key

MapameTpbl
<TEXT> - cTpoka [1..36] ASCII cumB0onOB;

<HEX> - uucno pasmepom [1..24] 6aiiT 3aa&Tcsa CTPOKOIA [2..72] ciMBONOB B LUeCTHaALATEPUYHOM
chopmate(0xYYYY...) unm (YYYY...);

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii naposib pasmepom [1..24] 6aiit, 3aaaétcsa cTpokoii [2..72] cumBonos;

<ENCRYPTED-HEX> — 3awundgpoBaHHoe unc/io pasmepom [2..36] 6aiiT, 3agaétcsa cTpokoii [2..144] cumBonoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIi pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# manual encryption key hexadecimal 0x123456

manual mode

C nomoLLbio JaHHOM KOMaH/bl OCYLLECTB/IAETCA YCTaHOBKa pexuma nepeHanpas/ieHns Tpaduka B TyYHHe b.
[aHHaa komaHga akTyasibHa, Tofbko ecnn B VPN BbiOpaH pexum corsiacoBaHus Knoveit «manual». Hactpolika
pexuma coriacoBaHus K/io4vein onucaHa B mode.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAETCA 3HAYEHME MO YMOMYAHUIO.

CuHTakcuc
manual mode <MODE>

no manual mode

MapameTpbl
<MODE> - pexum npoxoxneHus Tpaduka:

+ policy-based - Tpacmk nepeHanpaBnsieTcs Ha OCHOBE NPUHAAIEXHOCTUN K yKasaHHbIM B NOSIUTMKAX
noaceTsM;
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* route-based - Tpachuk nepeHanpaBnseTcs Ha OCHOBE MapLUPYTOB, Y KOTOPbIX LL/THO30M SIBASIETCS
TYHHENbHbIN NHTEpPAIENAC.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# manual mode route-based

manual protocol

[laHHOI KoMaHAol ycTaHaBNMBAETCA MHKANCYNMPYHOLLMIA NPOTOKO. [laHHas KOMaHAa akTyasibHa, TONIbKO ecnu
B VPN BbIOpaH pexum cornacoBaHus kiwdeli «manual». HacTpoiika pexvuma coriacoBaHms Ko4vein onucaHa
B mode.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
manual protocol <TYPE>

no manual protocol

MapameTpbl
<TYPE> — TN npoTOKONa, NPUHUMAET 3HAYEHWS:

+ ah — faHHbI NPOTOKON OCYLLECTBASIET TO/IbKO ayTeHTUdMKaLmMio Tpaduka, LuMdpoBaHe JaHHbIX He
BbINO/THAETCS;
* €Sp — [aHHbli NPOTOKO/ OCYLLECTB/ISIET ayTEHTUMKALMIO U LUMKDPOBaHME Tpadmka.

3HauyeHue No ymosi4aHuio

esp

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# manual protocol ah
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manual spi

[aHHol KomaH0i ycTaHaB/IMBaETCA UHAEKC NapaMeTpoB 6e30nacHOCTU. [JaHHaa KoMaH4a akTyasibHa, TO/TbKO
ecnv B VPN BbiGpaH pexum cornacoBaHmns Kiyein «<manual». HacTpoiika pexmuma corfiacoBaHus Ko4eri
onucaHa B mode.

icnonb3oBaHue oTpuuaTenibHoW hopMbl KOMaHAbl (NO) yAaAeT MHAEKC NapamMeTpoB 6e30MacHOCTM.

CuHTtakcuc
manual spi <HEX>

no manual spi

MapameTpbl

<HEX> — nHaekc napameTpoB 6e30MacHOCTY, 3aaéTcs 3HaYeHre pasmepom 32 6uta (8 cuMBo/IOB) B
WwecTHaguatepuyHom dpopmate (0xXYYYY..) uam (YYYY...).

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomaHgHbIi pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# manual spi FF

mode

[laHHOI KOMaHAoV yCTaHaBNMBAETCA PEXMNM COrIaCoBaHNsA AaHHbIX, He06XoaAMMbIX A1 akTuBauum VPN,

CuHTakcuc
mode <MODE>

no mode

MapameTpbl
<MODE> - pexum pabotbl VPN:

+ ike — cornacoBaHve anropuTMoB ayTeHTUMKaLUN 1 LUIMGPOBaHKS, K/OUYEen ayTeHTUrKaLmm n
WwnppoBaHus, nHaekca napaMmeTpa 6e30MacHOCTM M APYrnX AaHHbIX OCYLLECTBNAETCA Yepes NPOTOKOS
IKE;

* manual — nonb3oBartenb AO/HKEH CaM HACTPOUTb MAEHTUYHbIE NapaMeTpbl Ha 060MX y3nax s paboThbl
VPN. Mpun gaHHOM pexnme He npoucxoaut yctaHoBneHust IKE-coegmHeHns mexay ysnamu. Kaxapiii n3
Y3M10B WNpyeT 1 gelmdpyeT nakeTbl, OCHOBbLIBAACL TO/IbKO Ha 3afaHHbIX NapameTpax.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomaHaHbIi pexum
CONFIG-IPSEC-VPN

Mpumep

esr(config-ipsec-vpn)# mode ke

proposal
[aHHoi KomaHAoM K NoANTMKE NPMBA3bIBAOTCA Npodonnn Habopa npoTokonos IPsec.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yaanseT NpuBsA3KY K ykazaHHOMY NPOgUIHO.

CuHTakcuc

[no] proposal <NAME>

MapameTpbl

<NAME> — umsi npodnnsa Habopa NpoTokonoB IPsec, 3agaétca cTpokoit oo 31 cumeona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-IPSEC-POLICY

Mpumep

esr(config-ipsec-policy)# proposal 1ipsec_propl

protocol
[aHHOoI KoOMaHAoM yCcTaHaBNNBAETCH MHKaNCYNUPYHOLWMIA NPOTOKO.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTtakcuc
protocol <PROTOCOL>

no protocol

MapameTpbl
<PROTOCOL> — nHkancynupytoLmii NpoTOKOA, NPUHUMAET 3HAYEHNS:

+ ah — faHHbI NPOTOKON OCYLLECTB/ISET TO/IbKO ayTeHTUIMKaLMIO TpadvKa, LUIMGPOBAHME AAHHbIX He
BbINO/THSIETCS;
* esp — AaHHblii NPOTOKO/ OCYLLECTB/ISET ayTeHTUMKALIMIO U LINGPOBaHME Tpadvka.
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3Ha4yeHune no ymonyaHuio

esp

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-IPSEC-PROPOSAL

Mpumep

esr(config-ipsec-proposal)# protocol ah

security ipsec policy

[JaHHoIn KomaHAoM co3aaeTcs nonnTnuka Habopa NpoTokosoB IPsec, KoTopas BKoYaeT B cebs npodunn
Habopa npoTokonoB IPsec anga cornacoBaHus BTopoii dpasbl npotokona IKE.

Vicnonb3oBaHue oTpuLaTeNbHoi DOPMbl KOMaH bl (N0) yAanseT ycTaHOB/IEHHOE 3HAaUYeHMe.

KomaHga ycTtaHaBnnBaeT pexum komaHgHoi ctpokun SECURITY IPSEC POLICY.

CuHTakcuc

[no] security ipsec policy <NAME>

MapameTpbl

<NAME> — nmsa nonutukmn IPsec, 3agaétcs ctpokoi o 31 cumsona. Mpu BbINOSIHEHWUM OTpULaTENTbHOW (DOpMbI
KOMaHbl CO 3Ha4YeHnem napameTpa «all» 6yayT yaaneHsl Bce IPsec-nonnTunku.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)#

security ipsec proposal

[aHHOi KoMaHoVi co3aaeTca npodub AN Habopa NpoTokosoB IPsec. Mpodwnb IPsec BkoYaeT B cebs
napameTpbl a/ITOPUTMOB LUMPPOBaHUS 1 ayTeHTUMKaLMK, MPOTOKO/A 3allMThbl coeanHeHus IPsec-TyHHens, a
TakxXe BPEMSI XN3HU COeAVHEHNS.
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icnonb3oBaHue oTpuuaTesibHoi DOpMbl KOMaH bl (N0) yAansieT ykasaHHblii npodunsib.

KomaHga yctaHaBnuBaeTt pexmm komaHgHon cTpokn SECURITY IPSEC PROPOSAL.

CuHTakcuc

[no] security ipsec proposal <NAME>

MapameTpbl

<NAME> — ums npodmnns IPsec, 3agaétcs cTpokoii Ao 31 cumsona. Npun BbINOSHEHMM OTPULATENBHO DOPMbI
KomMaHabl CO 3HaYyeHnem napameTtpa «all» 6yayT yaaneHb! Bce IPsec-npodmnn.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)#

security ipsec vpn

[JaHHoli komaHzoi cozgaetcs VPN Ha ocHOBe Habopa NpoToKosoB IPsec n yctaHaBNnMBaeTcs KOMaHAHbIM
pexum SECURITY IPSEC VPN.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yAanseT ckoHUryprpoBaHHblili VPN.

CuHTakcuc

[no] security dipsec vpn <NAME>
MapameTpbl

<NAME> — ums VPN, 3apgaétcs cTpokoii o 31 cumBona. MNpu BbINOAHEHUN OTpULATENBHON DOPMbI KOMaHAbI
Co 3HauyeHnem napametpa «all» 6yayt yaanexbl Bce VPN.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# security ipsec vpn ipsec_vpnl
esr(config-ipsec-vpn)#
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show security ipsec

[aHHOoI KOMaHAoW BbINO/THAETCA NPOCMOTP KOHpurypaumii VPN, nonntrk n npodunein Habopa npoToKo0B
IPsec.

CuHTakcuc

show security ipsec { vpn configuration | policy | proposal } [<NAME>]

MapameTpbl
vpn configuration — npu ykasaHun gaHHo KOMaHapbl OyaeT BbiBegeHa KoHgurypauus scex VPN;

policy — npu ykasaHuu gaHHON KOMaHabl 6yAeT BbIBEAEH CMMCOK CKOHPUIYPUPOBaHHbIX NOAUTMK Habopa
npoToKosoB IPsec;

proposal — npu ykazaHum KomaHApbl 6yaeT BbiBeAEeH CNNCOK CKOHGIUIYpPUpOoBaHHbIX Npoduieli Habopa
npoTokosoB IPsec;

<NAME> - ums. Mpun ykaszaHum onpegeneHHoro umeHn VPN, nonuTtukmn nnu npoduna 6yaet BolBegeHa
nogpo6Hasa nHgopmaums.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# show security 1ipsec proposal

Proposal
Name Prot Enc. alg. Auth. alg. Lifetime
ipsec_propl esp aes128 shal 28800 sec
esr# show secu rity ipsec policy
Name Description Proposal
ipsec_poll ipsec_propl

Master# show security ipsec vpn configuration IPSECVPN
Description: --

State: Enabled
IKE:
Establish tunnel: immediate
IPsec policy: IPSECPOLICY
IKE gateway: IKEGW
IKE DSCP: 63
IKE idle-time: 0s
IKE rekeying: Enabled
Margin time: 540s
Margin kilobytes: 0
Margin packets: 0
Randomization: 100%
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show security ipsec vpn authentication

JaHHaa komaHga No3BosISeT NOCMOTPETL CMNCOK U NapameTpbl nogkaounsLumxcs IPsec-VPN-kMeHTOB.

CuHTakcuc

show security 1ipsec vpn authentication <NAME> [ vrf <VRF> ]

MapameTpbl
<NAME> - nms cosgaHHoro IPsec VPN, 3agaétca cTpokoii go 31 cumsona.

<VRF> - nms ak3emnnsipa VRF, 3agaetca cTpokoii 4o 31 cumBosia, B paMkax KOTOporo 6yaeT BK/IHYEHO
paspelueHne DNS-umeH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# show security ipsec vpn authentication

Local host Remote host Local subnet Remote subnet Authentication
State

2.2.2.1 2.2.2.2 192.168.2.0/24 192.168.1.1/32 Xauth PSK,
login: ipsec Established

show security ipsec vpn status

[aHHol KoMaH0M BbINONHAETCS NPOCMOTp cTtaTtyca Bcex VPN, KoTopble ycTaHaBNMBatoT COeMHEHME Yepes
IKE-npoTokon nn6o onpegeneHHoro VPN npu ykazaHum ero MMeHu.

CuHTakcuc

show security 1dipsec vpn status [ vrf <VRF> ] [ <NAME> ]

MapameTpbl
<NAME> - nms VPN, 3agaétcsi ctpokoi Ao 31 cumBona;

<VRF> - nms ak3emnnsipa VRF, 3agaétcs ctpokoi Ao 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
ROOT
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Mpumep

esr# show security ipsec vpn status
Name Local host Remote host Initiator spi Responder spi State

ipsec_vpnl 10.100.14.1 10.100.14.2 0x05d8e0®ac3543fOcb 0Oxcfalc4179d001154 Established

type
[JaHHoii KomaH 1oV 3aAaeTcs TUN UHKancynsuum IPsec.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

type <TYPE>
no type

MapameTpbl
<TYPE> - tvn nHkancynauuu IPsec, npuHMMaeT 3Ha4eHus:

* tunnel;
* transport.

3HayeHue No ymosiMaHuio

tunnel

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-IPSEC-VPN

Mpumep

esr(config-access-vpn)# type transport
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22 YnpaBneHue VPN. HacTpolikn yaaneHHoro gocrtyna

+ O6wue KomaHabl HACTPOWKN yAaNEeHHOro AocTyna
+ authentication required disable
+ clear remote-access counters
+ clear remote-access session
+ description
* enable
* encryption mppe
* remote-access
+ show remote-access configuration
+ show remote-access counters
+ show remote-access status

* HacTtpoiika L2TP over IPsec/PPTP-cepBepa
+ authentication method
+ authentication mode
+ dns-servers
+ dscp
* ipsec authentication method
* ipsec authentication pre-shared-key
* ipsec ike proposal
* ipsec proposal
* local-address
* mtu
* outside-address
+ remote-address
* remote network
* remote networks
* username
* wins-servers

+ HacTtpoiika OpenVPN-cepBepa
+ address-range
+ authentication algorithm
+ bridge-group
+ certificate
+ client-isolation
+ client-max
* compression
+ dns-server
+ duplicate-cn
+ encryption algorithm
* ip address
* login authentication
* network
*+ port
+ protocol
+ redirect-gateway
* route
+ timers holdtime
+ timers keepalive
*+ subnet
* tunnel
* username
* wins-server
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OO6uwme KOMaHAbI HACTPOIKK yAaNIeHHOro goctyna

authentication required disable

[aHHoi KomaHaol OTKMoUaeTesl 06a3aTtenbHasn ayteHTudmnkauua PPP-knnenToB ana PPTP wunun L2TP-
cepsepa.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (N0) BKoUYaeTcst ob6s3aTensbHas ayteHTugmkauus PPP ans

PPTP- nnn L2TP-cepBepa.

CuHTaKkcuc

[no] authentication required disable

MapameTpbl
OrtcyTCTBYIOT.

3HayeHue No ymosiMaHuio

He 3apaH.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-pptp-server)# authentication required disable

clear remote-access counters

[aHHoi KomaHAoM ocywlecTBsieTcst copoc cuetunkoB coegmHeHnii OpenVPN, PPTP n L2TP over IPsec-
nosb3oBaTenei.

CuHTakcuc

clear remote-access counters [ pptp | 12tp | openvpn ] [ server <SERVER-NAME> ]
[ username <USER-NAME> ] [ 1dip-address <ADRR> ]

MapameTpbl

<SERVER-NAME> — nms npocpunsa OpenVPN, PPTP unu L2TP over IPsec-cepsepa;
<USER-NAME> — nms OpenVPN, PPTP nnun L2TP over IPsec-nonb3oBartens;
<ADDR> — IP-agpec OpenVPN, PPTP nnu L2TP over IPsec-nons3oBarens.
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Mpw BbINOSIHEHMM KOMaHAbl 63 NapameTpa 6yayT copoLleHbl Bce cueTumkn coeguHeHmnii OpenVPN, PPTP n
L2TP over IPsec-nonb3oBareneil.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# clear remote-access counters

clear remote-access session

[aHHOoI KomaHaoM ocyulecTBnseTcs 3aBeplieHne coeguHernii OpenVPN, PPTP n L2TP over IPsec-
nosb3oBartene.

CuHTakcuc

clear remote-access session [ pptp | 12tp | openvpn] [ server <SERVER-NAME> ] [ username
<USER-NAME> ] [ip-address <ADRR> ]

MapameTpbl
<SERVER-NAME> — nmsa npodmnsa OpenVPN, PPTP nnu L2TP over IPsec-cepsepa;
<USER-NAME> - nmsa OpenVPN, PPTP unu L2TP over IPsec-nonb3oBarens;

<ADDR> - IP-agpec OpenVPN, PPTP nnu L2TP over IPsec-none3osaresis. Mpu BbINO/IHEHUN KOMaHOb! 6e3
napameTtpa 6yayT 3aBeplueHbl Bce OpenVPN, PPTP n L2TP over IPsec-coegnHeHus.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
ROOT

Mpumep

esr# clear remote-access session

description
KomaHpga ncnonb3yetca s nameHeHna onncanna npodouns OpenVPN, PPTP n L2TP over IPsec-cepsepos.

icnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHzbl (NO) yaansieT onucaHne npoguns.
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CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHune npoduns, 3agaéTtcs CTPOKO A0 255 cMmBOMO0B.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER
CONFIG-OPENVPN-SERVER

Mpumep

YcTaHoBUTbL onucaHue ansa npodguna PPTP-cepsepa:

esr(config-pptp-server)# description "Our remote workers"

enable
[aHHol KomMaH0 aKTUBMPYETCA KOHhUIyprpyemblii Npodnib CepBEPOB yAA/IEHHOMO AOCTYNa.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) AeakTUBMPYET KOHUTYpUpYyEMbIA Npodnsb.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

Bbik/1t04EHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER
CONFIG-OPENVPN-SERVER
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Mpumep

esr(config-pptp-server)# enable

encryption mppe
[JlaHHan komaHaa Bkntoyaet wudposaHme MPPE (Microsoft Point-to-Point Encryption) ans PPTP-coeanHeHwiA.

icnonb3oBaHue oTpuLaTesibHOi DOPMbI KOMaH bl (N0) OTK/OYAET LLUNGPOBAHME.

CuHTakcuc

[no] encryption mppe

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-PPTP-SERVER

Mpumep

esr(config-pptp-server)# encryption mppe

remote-access
[aHHoii KOMaH/o co3aaeTcst NPogu/IbL CepBepa yaasIEHHOTo A0CTyna.

icnonb3oBaHue oTpuLaTenibHoW hopMbl KOMaHAb! (NO) yAAIAET yKasaHHbIi Npothnsib.

CuHTakcuc
[no] remote-access <SERVER-TYPE> <NAME>

MapameTpbl
<SERVER-TYPE> - T1n cepBepa yganeHHoro goctyna. MoxeT npuHumaTth 3Ha4eHust [2tp, openvpn, pptp.

<NAME> — nms npodnns cepepa yaaseHHoro AocTyna, 3agaéTtca cTpokoi go 31 cumsona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# remote-access 12tp remote-workers
esr(config-12tp-server)#

show remote-access configuration

KomaHzoi1 BbinonHseTcs npocMoTp napametpos npocunein OpenVPN, PPTP n L2TP over IPsec-cepBepoB.

CuHTakcuc

show remote-access configuration { pptp | 12tp | openvpn } [ <NAME> ]

MapameTpbl
<NAME> — ums npodunnsa OpenVPN, PPTP nnn L2TP over IPsec cepBepa.

Mpwn BbINOMHEHUN KOMaHAbI 6€3 napameTpa 6yayT nokasaHbl napameTpbl Bcex OpenVPN, PPTP nnn L2TP over
IPsec cepsepos.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
ROOT

Mpumep

esr# show remote-access configuration pptp pptpl

State: Enabled

Description: -

Security zone: trusted

Authentication mode: local

MTU: 1500

Local address: 192.168.1.1

Remote address: rem_pptp(10.0.10.20-10.0.10.40)

Outside address: 115.0.0.1
DNS server: -
WINS server: -=

Users
# Name State Encrypted password
0 pptp Enabled 8CB5107EA7O05AFF
1 petr Enabled CCE5513EE45A1EAC
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show remote-access counters

KomaHz0i1 BbINONHAETCA NPOCMOTP cHeTumKoB coeanHeHunii OpenVPN, PPTP u L2TP over IPsec
nonb3oBarenei.

CuHTakcuc

show remote-access counters [ pptp | 12tp | openvpn ] [ server <SERVER-NAME> ] [ username
<USER-NAME> ] [ dip-address <ADRR> ]

MapameTpbl

<SERVER-NAME> — nmsa npodpuna PPTP unu L2TP over IPsec cepBepa;
<USER-NAME> — ums OpenVPN, PPTP nnu L2TP over IPsec nonb3oeartens;
<ADDR> - IP-agpec OpenVPN, PPTP nnn L2TP over IPsec nonb3oarens;

Mpw BbINOMIHEHMM KOMaHAbl 6€3 NnapameTpa 6yayT nokasaHbl CYETUMKMN Bcex coeanHeHunin OpenVPN, PPTP n
L2TP over IPsec nonb3oBarteneil.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
ROOT
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Mpumep

esr# show remote-access counters

User IP-address
ivan 10.20.20.5
fedor 20.20.20.160
User IP-address
ivan 10.20.20.5
fedor 20.20.20.160

esr# show remote-access counters
PPTP Server: remote-workers
User: ivan(10.20.20.5)

Packets received:

Bytes received:

Dropped on receive:

Receive errors:

Multicasts received:
length errors:
buffer overflow errors:
CRC errors:
frame errors:

FIFO errors:
missed errors:
Receive compressed:
Packets transmitted:
Bytes transmitted:
Dropped on transmit:
Transmit errors:
Transmit aborted errors:
Transmit carrier errors:
Transmit FIFO errors:
Transmit heartbeat errors:
Transmit window errors:
Transmit comressed:
Collisions:

Receive
Receive
Receive
Receive
Receive
Receive

show remote-access status

59

231
22229
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189

N
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Bytes recv Err recv MC recv
25365 0 0

5236 0 0

Bytes sent Err sent

29298 0

739 0

KomMaHa0i BbINONHAETCA MPOCMOTP coCcTosiHUSA coeanHeHnini OpenVPN, PPTP u L2TP over IPsec

nonb3oBarTesie.

CuHTakcuc

show remote-access status [ pptp | 12tp | openvpn ] [ server <SERVER-NAME> ] [ username
<USER-NAME> ] [ dip-address <ADRR> ]

MapameTpbl

<SERVER-NAME> - nmsa npodpunsa OpenVPN, PPTP nnn L2TP over IPsec cepsepa;
<USER-NAME> — nmsi OpenVPN, PPTP nnu L2TP over IPsec nonb3oBarens;
<ADDR> - IP-agpec OpenVPN, PPTP wunu L2TP over IPsec nosnb3oBarens.

Mpu BbINOMIHEHMM KOMaHAbl 6e3 napameTpa byaeT nokasaHo cocTosiHue Bcex coeanHenunin OpenVPN, PPTP n

L2TP over IPsec nonb3oBartesneii.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# show remote-access status

User IP-address Server
ivan 10.20.20.5 pptp(remote-workers)
fedor 20.20.20.160 12tp(remote-workers-12tp)

Count sessions: 2

Hactpoiika L2TP over IPsec/PPTP-cepBepa

authentication method

[aHHOoI KoOMaHAoW pa3peLlaeT UCnob30BaHe MeToa ayTeHTUmKauun yaaneHHbIX nonb3oBaTesnen,
nogkayaroLmxea no npotokonam PPTP nnu L2TP over IPsec.

icnonb3oBaHue oTpuLaTeNibHO (DOPMbl KOMaH bl (N0) yAanseT yCTaHOB/IEHHbIV PEXUM.

CuHTakcuc

[no] authentication method <METHOD>

MapameTpbl

<METHOD> - meTopa ayTeHTUdMKaLuK, NpUHUMaET 3HaueHus [chap, mschap, mschap-v2, eap, pap).

3HayeHue No ymosiMaHuio

PaspeLleH Tonbko chap.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# authentication method mschap
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authentication mode

[aHHOoIn KOMaHAoM yCTaHaBNNBAETCH PEXUM ayTEHTUGMNKALUW YAAIEHHbIX NO/b30BaTe e, NoAKNHYaoLLMXCA
no npotokonam PPTP nnu L2TP over IPsec.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yAANAET YCTaHOB/IEHHBIA PEXUM.

CuHTakcuc
authentication mode { local | radius }

no authentication mode

MapameTpbl

+ local — pexvm ayTeHTUdmKaumm, NCNOMb3YOLLMIA TOKasIbHYI0 6a3y nonb3oBateneli KOHPUrypupyemoro
npocuns.
+ radius — pexum, Npu KOTOpoM ayTeHTUduKaLmsa nons3osareneli npoxognt Yepes RADIUS-cepsep.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomaHgHbIi pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# authentication mode local

dns-servers

[aHHol KomaHao ykasbiBaetcs cnucok DNS-cepBepoB, KoTopble 6yayT UCMOMb30BaTh yAa/IEHHbIE
nonb3oBartesniv, nogxtovatowmecs no nporokonam PPTP n L2TP over IPsec.

icnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHbl (NO) yaansieT HacTpoeHHble aapeca DNS-cepBepos.

CunHTtakcuc
dns-servers object-group <NAME>

no dns-servers

MapameTpbl

<NAME> - nms npoduns IP-agpecos, KOTOpbI coaepxuT agpeca Heobxoanmbix DNS-cepBepoB, 3aaétcs
cTpokoii o 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# dns-servers object-group pptp_dns

dscp

KomaHpaa 3anaét 3HayeHne koga DSCP ansa ncnonb3oBaHnsa B IP-3aronioBke ncxogsimnx naketos PPTP u L2TP
over IPsec-cepBepoB.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) ycTaHaBMBaeT 3HadeHne DSCP no ymonyaxuio.

CuHTakcuc
dscp <DSCP>

no dscp

MapameTpbl

<DSCP> - 3HaueHue koaa DSCP, npuHumaeT 3HadyeHus B amanasoHe [0..63].

3Ha4yeHue no ymonyaHuio
32

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# dscp 40

ipsec authentication method

[aHHoi KomaHaol BblbupaeTcsa metoa ayTeHTudmkaummn no knwody ans IKE-coegnHeHnsa. AyteHTudomkaums
COOGLLIEHNI MO KUY UCNob3yeTcsa npu yctaHoeneHun IKE-coeguHeHus, koY 3agaéTcsl KOMaHOoM «ipsec
authentication pre-shared-key» (cm pasgen Yrnpagnenve VPN. HacTpoliki yaaneHHoro AocTyna).

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
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CuHTakcuc
ipsec authentication method pre-shared-key

no ipsec authentication method

MapameTpbl

pre-shared-key — meTog ayTeHTUbmKaumm, NCNONbL3YHOLWMI NpeaBapuTeIbHO NOYYEHHbIE K/THUM
WwndppoBaHus.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG-L2TP-SERVER

Mpumep

esr(config-12tp-server)# 1ipsec authentication method pre-shared-key

ipsec authentication pre-shared-key

[laHHOI KOMaHAol ycTaHaBNMBAETCS 06LMIA CEKPETHBIV KoY 415 ayTEHTUGMKALMMW, KOTOPbIV A0/KEH
coBnafaTb y 060X CTOPOH, yCTaHABMNBAIOLLMX TYHHE b.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yAANAET YCTAHOB/IEHHBIN Ktou.

CuHTakcuc

ipsec authentication pre-shared-key { ascii-text { <TEXT> | encrypted <ENCRYPTED-TEXT> }|
hexadecimal {<HEX> | encrypted <ENCRYPTED-HEX> } }

no ipsec authentication pre-shared-key

MapameTpbl
<TEXT> - cTpoka [1..64] ASCII-cumBonoB.

<HEX> - uncno pasmepom [1..32] 6aiiT 3aga&Tcs CTPOKOW [2..128] cMMBO/IOB B LLECTHAALATEPUYHOM hopmaTe
(OXYYYY...) im (YYYY...).

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii naposb pasmepom [1..32] 6aiiT, 3aaaétcsa cTpokoit [2..128]
CVMBO/10B;

<ENCRYPTED-HEX> — 3awundpoBaHHOe unc/io pasmepom [2..64] 6aiit, 3agaétcsa cTpokoii [2..256] cumBosoB.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomaHaHbIi pexum
CONFIG-L2TP-SERVER

Mpumep

esr(config-12tp-server)# 1ipsec authentication pre-shared-key ascii-text password

ipsec ike proposal

[JaHnHoli komaHzon onsa L2TP-cepBepa Ha3HavaeTcs Wab/1oH, orpaHuyvBatoLwnii UCNosib3yemMble MeToabI
ayTeHTUdmKaumn 1 wndpposaHma npotokona IKE.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) yAANISET OrpaHUYEHNS Ha UCMO/b30BaHME METOAOB
ayTeHTUdmKaumn 1 wndpposaHma npotokona IKE.

CuHTakcuc

[no] ipsec ike proposal <NAME>

MapameTpbl

<NAME> — umsi paHee cosgaHHoro npodunns npotokona IKE, 3agaétca ctpokoit 4o 31 cumBona.

3Ha4yeHue no ymonyaHuio

OrpaHunyeHne oTCyTCTBYET.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZgHbIi pexum
CONFIG-L2TP-SERVER

Mpumep

esr(config-12tp-server)# ipsec ike proposal IKE_PROPOSAL

ipsec proposal

[JaHHoi komaHaol ansa L2TP-cepBepa HazHavyaeTcs WabnoH, OrpaHNYMBatoLLNG UCNOMb3yeMble METObI
ayTeHTUdmkaummn n WwndgoposaHms npotokona IPsec.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yAaNsieT orpaHUYEHNs Ha UCMob30BaHMe METOAOB
ayTeHTUdmkaummn n WwndgoposaHms npotokona IPsec.

CuHTaKkcuc

[no] ipsec proposal <NAME>
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MapameTpbl
<NAME> — nms paHee cosgaHHoro npoguns IPsec, 3agaétcs ctpokoin go 31 cumsona.

3HayeHue No ymosiMaHuio

OrpaHunyeHne oTCyTCTBYET.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG-L2TP-SERVER

Mpumep

esr(config-12tp-server)# +dipsec proposal IPSEC_PROPOSAL

local-address

[aHHoi kKomaHaon ykasbiBaeTcs IP-agpec, ncnonb3yembiiit PPTP nnn L2TP over IPsec cepBepoM B KayecTse
nokaneHoro IP-agpeca TyHHens.

icnonb3oBaHue oTpuuaTesibHO hopMbl KOMaHbl (NO) yAANAET HACTPOEHHbI NoKasbHbIM IP-agpec TyHHens.

CuHTakcuc
local-address { object-group <NAME> | ip-address <ADDR> }

no local-address

MapameTpbl

<NAME> — ums npodmnns IP-aapecos, KOTOPbI COAEPXNUT NoKasbHbIN IP-agpec TyHHens, 3a4aéTcsa CTPOKO A0
31 cumBona.

<ADDR> - nokanbHblli IP-agpec TyHHens 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas yacTb NpMHMMaeT
3HaueHus [0..255].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# local-address object-group pptp_local
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mtu

[aHHoi komaHaow ykasbiBaetcd MTU gns nHtepdoeincos, kotopble 6yayT co3gaBatbCcs Npy NOAKIOHEHNUN
yAaneHHbIX nosb3oBaTteneii no npotokonam PPTP n L2TP over IPsec.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) ycTaHaBMBaeT 3HadeHne MTU no ymonyaHuio.

CuHTakcuc
mtu <MTU>

no mtu

MapameTpbl

<MTU> - 3HauyeHne MTU, npuHnMaeT 3HaueHus B ananasoHe [1280..1500].

3Ha4yeHue no ymonyaHuio
1500

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# mtu 1400

outside-address

[aHHoi KomaHaol yKkasbiBaeTcs IP-agpec, koTopbli 6yaeT npocnywmnsarbcst PPTP nnn L2TP over IPsec
CEepBEPOM Ha HaMuyme BXoAALLMX NOAKHOUEHNA.

Vicnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaH bl (N0) yAanseT HaCTPOEHHbIV afapec A5 NPOCyLIUBaHUS.

CuHTakcuc
outside-address { object-group <NAME> | dip-address <ADDR> | dinterface { <IF> | <TUN> 1} }

no outside-address

MapameTpbl

<NAME> — nmsa npodmns IP-agpecos, cogepxalunii agpec, Kotopbli 6yaet npocnywmsarbca PPTP nav L2TP
over IPsec cepBepoM Ha Ha/iMume BXOAALMX NOAK/IYEHW, 3a4aETcs CTpoko fo 31 cumsona.

<ADDR> - IP-agpec, koTopblit 6ygeT npocnywmsatscs PPTP unu L2TP over IPsec cepBepom Ha Hasimune
BXOAALWMX nogknodeHnii, 3agaétca B suae AAA.BBB.CCC.DDD, rge kaxpgasa 4yacTb MPUHUMAET 3HAYEeHUS
[0..255].
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<IF> - nHTepdeiic, 3aaaéTcs B BUAE, ONCAHHOM B pasgene Tkl 1 Nopsaok UMEHOBaHNS NHTePelicoB
MapLupyTu3aTopa.

<TUN> — ums TyHHens ycTpoICTBa, 3a4aéTcs B BUAE, ONUCAHHOM B pasgene Tursl v nopsfok MMeHoBaHusA
TYHHesNen mapLipyTtusaropa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# outside-address object-group pptp_outside

remote-address

[aHHoln KomaHaoM ykasbiBaeTcs cnucok IP-agpecos, n3 kotoporo PPTP nnan L2TP over IPsec cepsepom
BblAaloTCA AnHamuyeckue IP-agpeca yaaneHHbIM nonb30BaTensm.

icnonb3oBaHune oTpuLaTesibHo hopMbl KOMaH bl (NO) yaansieT cnucok IP-aapecoB yaaneHHbIX
nosnb3oBartesiei.

CuHTakcuc
remote-address { object-group <NAME>| address-range <FROM-ADDR>-<TO-ADDR> }

no remote-address

MapameTpbl

<NAME> - nms npodunns IP-agpecos, KOTOpbI COAEPXKUT CNUCOK IP-aapecoB yaaneHHbIX Nosib3oBaTene,
3afaéTcsa cTpokoit Ao 31 cumsorna.

<FROM-ADDR> - HavyanbHbIli IP-agpec gnanasoHa, 3agaétcsa B Buage AAA.BBB.CCC.DDD, rae kaxaas yacTb
npuHUMaeT 3HaueHus [0..255].

<TO-ADDR> — koHeuHbI1 IP-agpec gnanas3oHa, 3agaétcs B suge AAA.BBB.CCC.DDD, rae kaxagasi 4yacTb
npuHUMaeT 3HaueHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER
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Mpumep

esr(config-pptp-server)# remote-address object-group pptp_remote

remote network

[aHHoi KomaHaol ycTaHaBnmnBaeTcs IP-agpec nogceTtun, AOCTYNHOW Npy yCTaHOBAEHUN AnHamuyeckoro PPTP/
L2TP-TyHens.

Micnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaHAabl (No) yaansiet IP-agpec noaceTu, 4OCTYNHOW yepes
AnHamuyecknii PPTP/L2TP-TyHHensb.

CuHTakcuc
remote network <ADDR/LEN>

no remote network

MapameTpbl

<ADDR/LEN> - IP-nogceTtb nony4yatens. MNMapametp 3agaétca B Buge AAA.BBB.CCC.DDD/EE, rge kaxpgas
yacTb AAA — DDD npuHumaeTt 3HaueHus [0..255] n EE npuHumaeT 3HadeHus [1..32].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-PPP-USER

Mpumep

esr(config-ppp-user)# remote network 192.168.54.0/24

remote networks

[aHHoiln KomaHAoW ycTaHaBNnBaeTcs cnucok IP-agpec nogceteid, 4OCTYNHbIX Npy yctaHoBnenun PPTP/L2TP-
TYHens.

Micnonb3oBaHue oTpuuaTesnibHoi qhopMbl KOMaHAabl (No) yaanset IP-agpec noaceTu, 4OCTYNHOW yepes
AvHamunyecknii PPTP/L2TP-TyHHenb.

CuHTakcuc
remote networks <OBJ-GROUP-NETWORK-NAME>

no remote network

MapameTpbl

<OBJ-GROUP-NETWORK-NAME> — nms npocphuns IPv4/IPv6-agpecos, 3agaétca cTpokon Ao 31 cumsona.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-PPP-USER

Mpumep

esr(config-ppp-user)# remote network 192.168.54.0/24

username

[aHHoIn KomaHaoM co3gaeTca nonb3oBarenb Ans nogknodeHns K PPTP nan L2TP over IPsec cepepam.
Mocne BbINO/HEHNS AaHHON KOMaHAbl MapLUpyTU3aTop NEPEXOAUT B PEXMM KOH(UTypMpoBaHMa napaMeTpoB
PPP-nonb3oBartens.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHZbl (NO) yAanseT ykasaHHOro nosib3oBaTens.

KomaHga yctaHaBnusaeTt pexum komaHgHoin ctpokm PPTP USER nnun L2TP USER B 3aBUCMMOCTM OT TeKyLLEero
KOMaHAHOro pexuma.

CuHTakcuc

[no] username <NAME>

MapameTpbl

<NAME> — nms nonb3oBarens, 3agaértcsa cTpokoit o 31 cumeona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# username fedor
esr(config-pptp-user)#

wins-servers

[JaHHoi komaHaol ykasbiBaeTcs cnncok WINS-cepBepoB, KOTopble 6yayT UCNO/b30BaTh YAa/lEHHbIE
nosnb3oBarenu, nogkntoyatrowmecs no npotokonam PPTP n L2TP over IPsec.

Micnonb3oBaHue oTpuLaTesibHov qhopMbl KOMaHzbl (NO) yaansieT HacTpoeHHble aapeca WINS-cepsepos.
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CuHTakcuc
wins-servers object-group <NAME>

no wins-servers

MapameTpbl

<NAME> - ums npodunns IP-agpecos, KOTOpbIil coaepXxnt agpeca Heobxoammbix WINS-cepBepos, 3agaétcs
CcTpokoii ao 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-PPTP-SERVER
CONFIG-L2TP-SERVER

Mpumep

esr(config-pptp-server)# wins-servers object-group 12tp_wins

Hactpoiika OpenVPN-cepBepa

address-range

[aHHoin KomaHaoM ykasbiBaeTcs cnucok IP-agpecos, n3 kotoporo OpenVPN-cepBepom BblgatoTcs
AnHamunyeckue IP-agpeca yaaneHHbIM Mo/b30BaTeNnsM B pexume L2.

icnonb3oBaHune oTpuLaTesibHo hopMbl KOMaH bl (NO) yaansieT cnucok IP-aapecoB yaaneHHbIX
nosnb3oBartesiei.

CuHTakcuc
address-range <FROM-ADDR>-<TO-ADDR>

no address-range

MapameTpbl

<FROM-ADDR> - HavyanbHbIli IP-agpec gnanasoHa, 3agaétcsa B Buage AAA.BBB.CCC.DDD, rae kaxgas yacTb
npuHUMaeT 3HaueHus [0..255].

<TO-ADDR> — koHeuHbI1 IP-agpec gnana3oHa, 3agaétcs B suge AAA.BBB.CCC.DDD, rae kaxaasi 4yacTb
npuHUMaeT 3HaueHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr (config-openvpn-server)# address-range 192.168.1.10-192.168.1.250

authentication algorithm
[aHHas komaHaa onpefensiet anroputm ayteHTudunkaumm knveHtos OpenVPN.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) YCTaHABIMBAET PEXUM ayTEHTUMKALUM NO
YMO/THaHWI0.

CuHTakcuc
authentication algorithm <ALGORITHM>

no authentication-algorithm

MapameTpbl
<ALGORITHM> — anroputm ayTeHTUhmKaumu:

+ 8-128 bits key size: md4, rsa-md4, md5, rsa-md5, mdc2, rsa-mdc2;

+ 8-160 bits key size: sha, sha1l, rsa-sha, rsa-shal, rsa-sha1-2, dsa, dsa-sha, dsa-sha1, dsa-sha1-old,
ripemd160, rsa-ripemd160, ecdsa-with-sha1;

+ 8-224 bits key size: sha-224, rsa-sha-224;

+ 8-256 bits key size: sha-256, rsa-sha-256;

+ 8-384 bits key size: sha-384, rsa-sha-384;

+ 8-512 bits key size: sha-512, rsa-sha-512, whirlpool.

3Ha4yeHue no ymonyaHuio

sha

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# authentication algorithm cleartext

bridge-group
[aHHasa KomaHaa Mcnonb3yeTcs A/151 BKAYEHUS KNMEHTCKMX coeanHeHuii no OpenVPN B L2-A0MeH.

icnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHbl (NO) UCK/THOUYAET coeanHeHNs 13 L2-agomeHa.

512



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

CuHTakcuc
bridge-group <BRIDGE-ID>

no bridge-group

MapameTpbl

<BRIDGE-ID> - naeHTnhkaumnoHHbIi HOMep MocTa. 3ajaeTcs B BUAe, ONMCaHHOM B pasfene Turbl 1 Nopsok
NMEeHOBaHNS NHTEPIENCOoB MapLLpyTM3aTopa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr (config-openvpn-server)# bridge-group 15

certificate

[JlaHHOli KOMaHAO0 yKa3bIBAKTCS CEPTUIMKATBI U Ktoun. CepTudmKaTbl 1 KU JO/MKHBI ObITh
npeaBapuTesibHO CKOMMPOBaHbI HA MapLUPYTU3aTOP C MOMOLLbIO KOMaH/bl COpy, ONMMCAHHON B pasaene copy.

icnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHAbl (NO) yaanseT u3 Npodnnsa yKkasaHHbIi cepTudmkar.

CuHTakcuc
certificate <CERTIFICATE-TYPE> <NAME>
no certificate <CERTIFICATE-TYPE>

MapameTpbl
<CERTIFICATE-TYPE> — T1n ceptudinkara uam kn4a, MOXeT NPUHUMaTb CrieayoLlne 3Ha4YeHus:

* ca — cepTudmkaTt yA0CTOBEPSIOLLENO CEpPBEpPa;

+ crl = cnncok 0To3BaHHbIX CEPTUCMKATOB;

« dh - knou Andbdomn-Xennmaxa;

+ server-crt — ny6nnyHbIin cepTudmnkar cepeepa;

* server-key — NnpvBaTHbIil K1Y cepBepa;

+ ta - HMAC-kntou

+ client-key — npuBaTtHbIit kntoy OpenVPN-KNneHTa;
+ client-crt — ceptudmkar OpenVPN-kimeHTa.

<NAME> — ums ceptudomkaTa nnu knroua, 3agaétca cTpokon oo 31 cumeona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15
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KomaHaHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# certificate ca ca.crt

client-isolation
[aHHoli KomaH0I BKNOUYaeTCs 6/10KMpOBKa Nepeaayn AaHHbIX MeXay KMeHTamu.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (N0) CHUMAET B/I0KMPOBKY.

CuHTakcuc

[no] client-isolation

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

OTKtOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# client-isolation

client-max
[laHHoli KOMaH/1011 yCcTaHaB/IMBAETCSt MaKCUMasibHOE KO/IMYEeCTBO OAHOBPEMEHHbIX NO/Ib30BATENbCKUX CECCUIA.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTaKkcuc
client-max <VALUE>

no client-max

MapameTpbl

<VALUE> — MakcumasibHOe KO/IMYeCcTBO Mo/ib30BaTese, NpuHumaeT 3HadeHus [1..65535].
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3Ha4yeHune no ymonyaHuio

He orpaHunyeHo.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# clients-max 500

compression

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

,ﬂ,aHHOVI KOM&HAOVI BK/TOHaETCA MEeXaHU3M CxXaTuA nepegaBaeMblX gaHHbIX MeXAy KIMeHTamMmn n cepesepom

OpenVPN.

Micnonb3oBaHue oTpuLaTeNIbHO (DOPMbI KOMaH bl (N0) OTK/OYAET MEXAHM3M CXaTusi NepefaBaeMbIX

OaHHbIX.

CuHTakcuc

[no] compression

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

BbliktoueHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-OPENVPN-SERVER

Mpumep

esr (config-openvpn-server)# compression

dns-server

[aHHoii KomaHaon ykasbiBaeTcsa cnmcok DNS-cepBepoB, KoTopble 6yayT UCMNOMb30BaTh yAa/IEHHbIE

nonb3oBaTesn.
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Micnonb3oBaHue oTpuuaTesibHoi DopMbl KOMaH bl (N0) yaansieT HacTpoeHHble agpeca DNS-cepeepos.

CuHTakcuc
dns-server <ADDR>

no dns-server { <ADDR> | all }

MapameTpbl

<ADDR> — IP-agpec DNS-cepBepa, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxxgasa 4acTb NpuUHMMaeT
3HayeHus [0..255];

all — ynpanutb Bce ckoHMrypupoBaHHble avanasoHbl IP-aapecos.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep
esr(config-openvpn-server)# dns-server 1.1.1.1
duplicate-cn

JaHHaa koMmaHaa paspeLuaeT NoAKYeHne MHOXecTBa nonb3oBaresieii ¢ OoAHUNM CepTI/I(*)I/IKaTOM.

Vicnonb3oBaHue oTpuuaTenibHoli koMaHAabl (No) 3anpeLlaeT Ncnosib3oBaHue OAHOMo cepTudinkaTa 6onee yem
0AHOMY NO/b30BATESHO.

CuHTakcuc

[no] duplicate-cn

MapameTpbl

KomaHga He UMeeT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-OPENVPN-SERVER

Mpumep

esr (config-openvpn-server)# duplicate-cn
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encryption algorithm
[JaHHoi komaHaol BbibpaeTcs anropmMTM WNGPOBaHNS, UCNO/Mb3YEMbIA NPy Nepefayn AaHHbIX.

icnonb3oBaHue oTpuuaTenibHO hopMbl KOMaHbl (NO) OTK/YAET LMKPOBAHME.

CunHTtakcuc
encryption algorithm <ALGORITHM>

no encryption algorithm

MapameTpbl

<ALGORITHM> — ngeHtndmkatop npoTokosa wngpoBaHus, NnpuHnmaeT 3HaveHus: des, blowfish128, aes128,
des-ede, aes192, 3des, desx, aes256.

3Ha4yeHue no ymonyaHuio

LLindppoBaHne OTKMHOYEHO.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# encryption algorithm aes128

ip address

[JaHHas KomaHga onpeaensieT cTaTuyeckuii IP-aapec Ana ykasaHHOrO K/IMeHTa. Vicnonb3oBaHve
oTpuuaTenbHoii hopmbl KoMaHAapl (No) yaanseT ctatnyeckuii IP-agpec y knmeHTa.

CuHTakcuc

[no] ip address <ADDR>

MapameTpbl
<ADDR> - |P-agpec, nmeeT cnegytowmin popmar:

AAA.BBB.CCC.DDD - IP-agpec nogcetu ¢ mackoi B popme npedomkca, rae AAA-DDD npuHimMatoT 3HaveHns
[0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomaHaHbIi pexum
CONFIG-OPENVPN-USER

Mpumep

esr(config-openvpn-server)# username client
esr(config-openvpn-user)# 1ip address 10.10.100.15

login authentication

[JaHHO KOMaH/10Vi OCYLLIECTB/ISIETCS aKTUBALWs CNMcKa ayTeHTUdMKaLMy Nosib3oBaTenei ans ux
aBTopu3auun.

B KoHhMrypauum no yMoni4aHuio akTUBHbLIM SIBASIETCSA CMUCOK C MMeHeM «default», gaHHbI CNcoK cogepXuT
oAvH cnocob ayteHTudmkauun — «local.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHzbl (NO) AeakTUBMPYET CMINCOK ayTeHTUUKaLMN.

CuHTakcuc
login authentication <NAME>

no login authentication

MapameTpbl

<NAME> — ums cnucka, 3agaétcsa cTpokoi ao 31 cumeona.

3Ha4yeHue no ymonyaHuio

default

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# login authentication OPENVPN-LIST

network

[aHHoi KomaHaol onpeaensieTca NoAceTb, U3 KOTOpoI BblgatoTcs IP-agpeca nonb3osartensm. MNepsbiii IP-
agpec B NOACETW BbICTYNAET LU/I30M A/151 NO/Ib30BaTETbCKMX CECCUIA.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yAansieT AaHHYH NOACETb.

518



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

CuHTakcuc
network <ADDR/LEN>

no network

MapameTpbl
<ADDR/LEN> - IP-nogceTb noacetu, umeeT cneayowmii goopmar:

AAA.BBB.CCC.DDD/EE - IP-agpec nogcetv ¢ mackoin B oopme npedukca, roe AAA-DDD npuHumatoT 3HaueHns
[0..255] 1 EE npuHumaeT 3HaueHus [16..29].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr (config-openvpn-server)# network 192.168.25.0/24

port
[aHHoii komaHgon yctaHaBnusaetcsa TCP/UDP-nopT, koTopbiin 6yaeT npocnywmaetcs OpenVPN- cepsepom.

MCHOﬂb3OBaHM8CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.

CuHTakcuc
port <PORT>

no port

MapameTpbl
<PORT> — TCP/UDP-nopT, npuH1uMaet 3HaueHus [1..65535].

3Ha4yeHune no ymonyaHuio
1194

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG-OPENVPN-SERVER
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Mpumep

esr(config-openvpn-server)# port 5000

protocol
[laHHOI KOMaHAoV yCTaHaBNMBAETCA MHKANCYNNPYHOLLMIA NPOTOKO/.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
protocol <PROTOCOL>

no protocol

MapameTpbl
<TYPE> — Tvn nHKkancynauumn, BO3MOXHbIE 3HAYEHUS:

* TCP-unkancynsauma B TCP-cermeHTsb;
+ UDP-unkancynsuusa B8 UDP-gelitarpammbl.

3HayeHue No ymosiMaHuio

OcTaHoBMNeHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN-SERVER

Mpumep

esr (config-openvpn-server)# protocol udp

redirect-gateway

[aHHas KomaH4a BKNKYaeT aHOHCMpOBaHWe mapLupyTa no ymonyanuo ansa OpenVPN-coeanHeHwnit, 4to
NPMBOANT K 3aMeHe MapLupyTa Mo YMO/TYaHWIO Ha KJIMEHTCKON CTOpOHE. HOBbLIM LLUHO30M MO YMOYaHMIO
ctaHeT IP-agpec OpenVPN-cepBepa.

icnonb3oBaHue oTpuLaTesnibHo hopMbl KOMaHzbl (NO) OTK/IOYAET aHOHCMPOBAHME MapLLpyTa Mo YMO/IYaHMIo.

CuHTakcuc

[no] redirect-gateway

MapameTpbl

KomaHga He coaepXuT napameTpoB.

520



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# redirect-gateway

route

[aHHOoI KOMaHA0M BKNHOYAeTC aHOHCMPOBaHUe yKasaHHbIX nogceTei, wn3om asnsetcs IP-agpec OpenVPN-
cepsepa (nep.bii IP-agpec U3 noaceTw, 3aaHHol C MOMOLLIbIO KOMaHAbl network, onucaHHoi B pasaene
Ynpasnexue VPN. HacTpolikv yaaneHHoro gocrynay.

icnonb3oBaHme oTpuLaTesibHoli (hopMbl KOMaHZbl (N0) OTK/OYAET aHOHCMPOBAHWE YKa3aHHbIX MOACETENA.

CuHTakcuc
route <ADDR/LEN>
no route { <ADDR/LEN> | all }

MapameTpbl
<ADDR/LEN> - IP-noaceTb, MeeT cneayoLwmii goopmar:

AAA.BBB.CCC.DDD/EE - IP-agpec noaceTtu ¢ mackoii B popme npedmkca, rae AAA-DDD npuHMMaloT 3HaveHus
[0..255] 1 EE npuHumaeT 3HaueHus [1..32];

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# route 192.168.25.0/24, 192.168.26.0/24

timers holdtime

[aHHOoI KomaHAoW ycTaHaBNNMBaETCS BPEMEHHONW MHTepBaJ], M0 UCTEYEHUN KOTOPOro BCTPeYHas CTopoHa
cunTaeTcs HefOCTYMHON. TaliMep 3anyckaeTcs noc/e ycTaHOB/IEeHNS OTHOLLEHWNIA coceacTBa U HauYMHaeT
otcuéT ot 0. Talimep cbpacbiBaeTcs Npu Noy4YeHUn Kaxxaoro oteeta Ha keepalive coobuieHne OT BCTPEYHOIA
CTOPOHbI. PekoMeHAyeTCsl ycTaHaBMBaTb 3Ha4YeHVe Taimepa, He meHee 3 * keepalive.

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYaHMIO.
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CuHTakcuc
timers holdtime <TIME>

no timers holdtime

MapameTpbl

<TIME> - Bpems B cekyHAax, NpUHUMaEeT 3HaueHus [1..65535].

3HaueHue No yMoyaHuio
120

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# timers holdtime 360

timers keepalive

[laHHOI komMaHol ycTaHaBNMBAETCA BPEMEHHON MHTEpBaJ], N0 UCTEYEHMN KOTOPOro MAET NpoBepkKa
coefMHEHNsI CO BCTPEYHOWN CTOPOHOIA.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
timers keepalive <TIME>

no timers keeaplive

MapameTpbl

<TIME> — BpeMsi B CEKyHAAX, NPMHUMAET 3HadyeHust [1..65535].

3HauyeHue No ymosi4aHuio
10

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-OPENVPN-SERVER
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Mpumep

esr(config-openvpn-server)# timers keepalive 120

subnet

[JaHHaa komaHza onpefensieT NoAceTb, KoTopas A0/MKHA ObITb AOCTYMHA Yepes NOoAKNIYEHNEe yKa3aHHOoro
nonb3oarenst OpenVPN-cepsepa. NMocne nogxntodueHns nonb3osartens kK OpenVPN-cepsepy B Tabnuue
MapLUpyTM3auun NoABASETCA MapLUPYT B YKasaHHYH NOACETb Yepes AMHAMUYECKU CO3[aHHbIA TYHHE b.

icnonb3oBaHue oTpuLaTeNbHoi DOPMbl KOMaH bl (N0) yaansieT NoAceTb, paboTatoLLyo 3a AaHHbLIM
no/sib30BaTenem.

CuHTakcuc

[no] subnet <ADDRLEN>

MapameTpbl
<ADDR/LEN> - IP-noacetb, UMeeT cregytowmii gpopmar:

AAA.BBB.CCC.DDD/EE - IP-agpec nogcetu ¢ mackori B oopme npedomkca, rae AAA-DDD npuHumatot
3HaveHusn [0..255] n EE npuHuMaeT 3HaveHus [16..32].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-OPENVPN-USER

Mpumep

esr(config-openvpn-server)# username client
esr(config-openvpn-user)# subnet 192.168.25.128/28

tunnel
[aHHoli KomaH/0i onpeaensieTcs TMN CoefMHEHNs ¢ YacTHOI ceTbto Yyepe3 OpenVPN-cepsep.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) yaansieT Tekyllee 3Ha4YeHme.
CuHTakcuc

tunnel <TYPE>

no tunnel
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MapameTpbl

<TYPE> — vHKancyMpyoLLmin NpoTOKO/, NPUHUMAET 3HAYEHUS:

* ip — coeiHEeHNEe TOUKa-TOUKa,;
+ ethernet — nogknoueHune Kk L2-gomeHny.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr (config-openvpn-server)# tunnel 1ip

username

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

[JlaHHan komMaHza No3BOJISIET NEPENTH B PEXUM KOHDUIYPUPOBaHUSA A4/11 yKkasaHHOro nosb3osarens OpenVPN-

cepsepa.

Vicnonb3oBaHue OTpI/ILI,&TG}'IbHOVI (*JOprI KOMaHAbl (no) BOCCTaHaB/INBaET HaCTpOIzKM nonb3oBaresia no

YMOTYaHUIO.

CuHTakcuc
[no] username { <NAME> | all }

MapameTpbl

<NAME> — ums nonb3oBaTens, 3agaétcs cTpokon Ao 31 cumeona.

all — kntoy, ucnonb3yemblit NS yaaneHusi BCeX paHee Co3faHHbIX Nosib3oBaTenei.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# username client
esr (config-openvpn-user) #
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wins-server

[aHHoii komaHaon ykasbiBaetcs cnmcok WINS-cepBepoB, KOTopble 6yayT UCNOb30BaTh YAa/IEeHHbIe
nosib30BaTenu.

icnonb3oBaHue oTpuuaTenibHoW hopMbl KOMaHAb! (NO) yaansieT HacTpoeHHble agpeca WINS-cepsepos.

CuHTakcuc
wins-server <ADDR>

no wins-server { <ADDR> | all }

MapameTpbl

<ADDR> - IP-agpec WINS-cepBepa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rge kaxgasi 4acTb NpuUHUMaEeT
3HaueHus [0..255].

all - ypanutb Bce ckoHcurypupoBaHHble IP-agpeca DNS-cepBepoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomaHgHbIi pexum
CONFIG-OPENVPN-SERVER

Mpumep

esr(config-openvpn-server)# wins-servers 1.1.1.1
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23 MapuwpyTtusauns

+ O6wWue HaCTPOViKN MapLUpyTU3aLmmn

+ OO6LLMe KOMaHabl aHOHCMPOBaHUA Y MpuemMa MapLUpyTOB
+ MapuwpyTuzaums Ha ocHoe nonuTuk (PBR)

* HacTpoiika CBA30K K/itoueli

+ HacTtpoiika npoTtokona BFD

* HacTtpoiika ctatnyeckmx mapwpyToB IPv4/IPv6

* HacTtpoiika npoTtokona BGP

+ HacTtpoiika npotokonos RIP n RIPNG

+ HacTtpoiika npotokonos OSPF n OSPFv3

+ HacTtpoiika npotokona IS-IS
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OO6LwWme HaCTPOMKN MapLIpyTU3aLmu

+ authentication algorithm
+ authentication key

* enable

+ graceful-restart

+ graceful-restart timeout

* ip path-mtu-discovery age-timer

* ip path-mtu-discovery disable

* ip path-mtu-discovery min-mtu

* ip path-mtu-discovery mode
* ip protocols max-routes

* ip protocols preference

* ipv6 protocols max-routes

* ipv6 tcp adjust-mss

+ show ip protocols

+ show ip route

+ show ipv6 protocols

+ show ipv6 route

authentication algorithm

[laHHas KomMaHAa onpeaensieT a/iropuTM ayTeHTUGIMNKALMN.

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

icnonb3oBaHue oTpuLaTesibHo hopMbl KOMaH bl (N0) OTK/OYAET ayTeHTUGMKALMIO.

CuHTaKkcuc

authentication algorithm <ALGORITHM>

no authentication algorithm

MapameTpbl

<ALGORITHM> — anroputm ayTeHTUdIMNKALNN:

+ cleartext — naponb, nepefaeTcs OTKPbITbIM TEKCTOM (A0CTYNHO ToNbKo A/ pexxumoB CONFIG-RIP n

CONFIG-OSPF-VLINK);

+ md5 — naponb xewmpyercs no anroputMmy md>s.

HeoOxoaumblii ypoBEHb NPUBUIETUIA

10

KomaHAHbI pexum
CONFIG-RIP
CONFIG-BGP
CONFIG-BGP-VRF
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
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CONFIG-BGP-VRF-NEIGHBOR
CONFIG-OSPF-VLINK

Mpumep

esr(config-rip)# authentication algorithm cleartext

authentication key
[laHHas komaHga ycTaHaB/MBaET Naposb A5 ayTeHTMmKaLmm ¢ CoceioM.

icnonb3oBaHue oTpuLaTesibHoli DOPMbI KOMaH bl (N0) yaanseT naporsb.

CuHTakcuc
authentication key ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no authentication key

MapameTpbl
<CLEAR-TEXT> — naponb, 3a4aéTtcs CTpoKon OT 8 0 16 CMMBO/OB.

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii naposib pasmepom 8-16 6aiit (16-32 cumBona) B
wecTHaguatepuuHom dpopmate (0xXYYYY...) unm (YYYY..).

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-RIP

CONFIG-BGP
CONFIG-BGP-VRF
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR
CONFIG-OSPF-VLINK

Mpumep

esr(config-bgp-af)# authentication key ascii-text 123456789
esr(config-bgp-af)# authentication key ascii-text encrypted CDE65039E5591FA3F1

enable

[ aHHO KOMaH/10Vi BK/TOYAETCS KOHPUTYPUPYEMbIA NPOTOKON MapLUpyTH3aLmm, 061acTb, BUPTYasibHOe
coefMiHeHune, CoCeacTBO.
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icnonb3oBaHue oTpuuaTesibHoi DopMbl KOMaH bl (No) oTktoyaeT RIP-npoTokor.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HaueHue No yMmosi4aHuio

OTK/tOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-RIP

CONFIG-RIPNG

CONFIG-OSPF
CONFIG-OSPF-AREA
CONFIG-OSPF-VLINK
CONFIG-OSPFV3
CONFIG-OSPFV3-AREA
CONFIG-OSPFV3-VLINK
CONFIG-ISIS

CONFIG-BGP

CONFIG-BGP-VRF
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR
CONFIG-BGP-NEIGHBOR-FAMILY
CONFIG-BGP-VRF-NEIGHBOR-FAMILY

Mpumep 1

esr(config-rip)# enable

Mpumep 2

esr(config-ospf)# enable
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Mpumep 3

esr(config-isis)# enable

Mpumep 4

esr(config-bgp-neighbor)# enable

graceful-restart

[JaHHOV KOMaH/0/i BK/TOYAETCS MEeXaHU3M Mogaep)XaHue akTMBHOMO COCTOSIHUSI COCeACTBA C COXpaHeHUeM
MapLIpyTHOI MHhopMaLyn Ha MOMEHT nepesarycka NPoToKoMa MapLpyT3aumi.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) OTK/IOYAET AAHHbI MEXaHW3M.

CuHTakcuc

[no] graceful-restart

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OTK0YEHO.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR
CONFIG-OSPF
CONFIG-OSPFV3

Mpumep

esr(config-bgp-neighbor)# graceful-restart
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graceful-restart timeout

[aHHOoI KomaHAoW ycTaHaBNNMBaETCA BPEMEHHON MHTEPBa], B TEYEHUM KOTOPOro NOAAEPXKMBATbL aKTUBHOE
COCTOSIHME COCeACTBa HA MOMEHT nepesanycka NpoTokosia MmapLpyTmsaumm. Mo nctevyeHnto BpeMeHHOro
NHTEepBasia BCTPeYHas CTOpOHa CUMTaEeTCs HEAOCTYNHOW. VIcnonb3yeTcs COBMECTHO C KomaHaow graceful-
restart.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc
graceful-restart timeout <TIME>

no graceful-restart timeout

MapameTpbl

<TIME> - BpeMs B cekyHAax, NPUHUMaET 3HaueHus [1..65535].

3Ha4yeHune no ymonyaHuio
120

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbI pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR
CONFIG-OSPF
CONFIG-OSPFV3

Mpumep

esr(config-bgp-neighbor)# graceful-restart timeout 60

ip path-mtu-discovery age-timer

[aHHOoI KOMaHAoW HacTpanBaeTCA BpeMEeHHOW MHTepBaUl, B TeYEHNE KOTOPOro NOAAEPXMBAETCA TEKYLL NI
pexum pabotsl PMTU. Mo nctevyeHumn gaHHoro BpemeHun pexmum PMTU cMeHUTCS Ha TOT, KOTOPbIA yKa3aH B
KOHpurypauuu.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOYAHMIO.
CuHTakcuc

ip path-mtu-discovery age-timer <TIME>

no ip path-mtu-discovery age-timer
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MapameTpbl

<TIME> — BpeMsi B MUHyTax, PMHUMAaET 3HaueHus [1..30];

3HayeHue No ymosiMaHuio
10

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# ip path-mtu-discovery age-timer 15

ip path-mtu-discovery disable

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

JaHHasa komaHga 3anpeltaet/paspelsaet nonck PMTU ana npotokonos TCP, SCTP, DCCP.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) yCTaHaB/IMBaeT 3Ha4YeHNE No YMOIHaHNIO.

CuHTakcuc
ip path-mtu-discovery disable

no ip path-mtu-discovery disable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

Monck PMTU paspelueH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# ip path-mtu-discovery disable
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ip path-mtu-discovery min-mtu
[aHHoI KomaHAoW HacTpamBaeTCcs MUHUMasIbHOe 3HadeHne MTU gna ncnonb3oBaHns B PMTU.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CunHTtakcuc
ip path-mtu-discovery min-mtu <VALUE>

no ip path-mtu-discovery min-mtu

MapameTpbl

<VALUE> - gnuHa B 6aiiTax, npuHumMaet 3HadeHns [64..10000].

3Ha4yeHune no ymonyaHuio
552

HeoOxoaumbivi ypoBeHb NPUBUETAIA
10

KomaHZAHbIi pexum
CONFIG

Mpumep

esr(config)# ip path-mtu-discovery min-mtu 1000

ip path-mtu-discovery mode
[aHHoi KomaHAol HacTpamBaeTcs pexum pabotsl PMTU.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
ip path-mtu-discovery mode <MODE>

no ip path-mtu-discovery mode

MapameTpbl
<MODE> - pexum paboTbl PMTU:

+ default — pexum paboTbl N0 ymonyaHuo, B coorsetctemum RFC1191;
+ icmp-discard — nrHopupoatb Bxogsawme PMTU-coobLeHus;
* secure — BbINOMHATb (hparMeHTaunto Tos1bKo Ans npotokonos TCP, SCTP and DCCP.

3HauyeHue No yMO/TYaHUIO
default
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ip path-mtu-discovery mode -icmp-discard

ip protocols max-routes
[aHHasi KomaHga No3BONSAET HACTPOUTL EMKOCTb TabNuL, MapLupyTU3aLmn.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
ip protocols <PROTOCOL> max-routes <VALUE>

no ip protocols <PROTOCOL> max-routes

MapameTpbl
<PROTOCOL> - BuA NpoToKo/a, NPUHUMAET 3Ha4YeHus: rip (To/bKO B rnobasibHOM pexume), ospf, isis, bgp;
<VALUE> - K0IM4eCcTBO MapLUpyTOB B MapLUpyTHOW Tabnnue, NpUHUMaET 3Ha4YeHNs B Avanas3oHe:

+ BGP
+ ESR-1000/1500/1511/3200 [0..5000000];
+ ESR-20/21/30/100/200 [0..2500000]
* OSPFunIS-IS
+ ESR-1000/1500/1511/3200 [0..500000];
+ ESR-20/21/30/100/200 [0..300000]
* RIP
-+ ESR-20/21/30/100/200/1000/1500/1511/3200 [0..10000]

3HaueHVe No yMOMHaHUIO ANA TN0GaIbHOIO pexuma
BGP

- ESR-1000/1500/1511/3200 (5000000);
+ ESR-20/21/30/100/200 (2500000)

OSPF n IS-IS

+ ESR-1000/1500/1511/3200 (500000);
+ ESR-20/21/30/100/200 (300000)

RIP
- ESR-20/21/30/100/200/1000/1500/1511/3200 (10000)

3HaueHue nNo ymonuyaHuo gns vrf
0
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG
CONFIG-VRF

Mpumep

esr(config)# ip protocols ospf max-routes 4400

ip protocols preference

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

[JaHHas komMmaHza No3BOISIET HACTPOUTb NPUOPUTETHOCTL NMPOTOKOMI0B MapLUpyTU3aLuy /15 OCHOBHOA

TabnMubl MapLIpyTU3aLui.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

ip protocols <PROTOCOL> preference <VALUE>
no ip protocols <PROTOCOL> preference

MapameTpbl

<PROTOCOL> - Bug npoTokona, NpuHMUMaEeT 3HauyeHus: static, rip, ospf, isis, bgp, dhcp, 12tp, pppoe, pptp;

<VALUE> — np1opnTEeTHOCTb NPOTOKO/1a, MPUHUMAET 3Ha4YeHusi B AvanasoHe [1..255].

3HauyeHue No ymosi4aHuio
BGP (170)

IS-IS (160)

OSPF (150)

RIP (100)

DHCP (40)

L2TP (50)

PPPoE (50),

PPTP (50)

Static (1)

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

535



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
Mpumep

esr(config)# ip protocols ospf preference 44

ipv6 protocols max-routes
[JaHHasi KomaHa No3Bo/SIET HACTPOUTbL EMKOCTb Tab/I1LL MapLupyTM3aumm IPv6.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
ipv6 protocols <PROTOCOL> max-routes <VALUE>

no ipv6 protocols <PROTOCOL> max-routes

MapameTpbl
<PROTOCOL> - BuA NpoTOKO/a, NPUHMMAET 3HaUYeHus:: rip (TobKO B rno6asibHOM pexume), ospf, isis, bgp;
<VALUE> - konn4yecTBo MapLUpyTOB B MapLUPYTHON Tabnuvue, NpUHUMAaET 3Ha4YeHUS B Auanas3oHe:

+ BGP
- ESR-1000/1500/1511/3200 [0..5000000];
+ ESR-20/21/30/100/200 [0..2500000]
* OSPFv3 un IS-IS
- ESR-1000/1500/1511/3200 [0..500000];
+ ESR-20/21/30/100/200 [0..300000]
* |IPv6 BGP
- ESR-1000/1500/1511/3200 [0..5000000];
+ ESR-1000/1500 [0..3000000];
+ ESR-20/21/30/100/200 [0..1500000].

3HaueHne No yMO/T4aHUIo A1 rNO6a/IbHOro pexnuma
OSPFv3

- ESR-1000/1500/1511/3200 (500000);
-+ ESR-20/21/30/100/200 (300000)

IPv6 BGP

- ESR-1000/1500/1511/3200 (5000000);
+ ESR-20/21/30/100/200 [1..2500000]

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG
CONFIG-VRF

536



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
Mpumep

esr(config)# ipv6 protocols ospf max-routes 4400

ipv6 tcp adjust-mss

[JlaHHoli komaHAoI nepeonpeaenseTcs 3HayeHne nons MSS (Maximum segment size) Bo Bxoaawmx TCP-
naketax.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaHbl (N0) OTK/MOYAET KOPPEKTUPOBKY 3HaUYeHVe nons MSS.

CuHTakcuc
ipv6 tcp adjust-mss <MSS>

no ipvé tcp adjust-mss

MapameTpbl

<MSS> — 3HaueHune MSS, nprHUMaeT 3HaueHusi B gnanasoHe [40..1940].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK

Mpumep

esr(config-if-gi)# ipv6 tcp adjust-mss 1400

show ip protocols

[JaHHasi KoMaHa BbIBOAWT MHGIOPMALMIO O HACTPOIKax NPOTOKOM0B IP-MapLupyTH3aumu.

CuHTakcuc
show 1ip protocols [ <PROTOCOL> ] [ vrf <VRF> ]

MapameTpbl

<PROTOCOL> — npoTokon MapLipyTur3almm, No KOTOPOMY A0/KHA ObITb 0TOOPaXkeHa MHdopMaLs:
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* bgp;

+ ospf;

* isis;

* rip;

+ static;

+ dhcp;

* pptp;

* PpPpo¢g,

« 12tp.
be3 ykasaHusa npoTokosia MapLlpyTusauunm, BbIBOAUTCA I/IHCbOpMaLI,l/IFI (0] HaCTpOVIKaX BCEX MPOTOKO/10B
MapLwpyTmnsaunin.

<VRF> - nmsa ak3emnnsipa VRF, 3agaetcsa cTpokoii go 31 cumBona.

Heob6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# sh ip protocols

BGP:

Max routes: -

Preference: 170
OSPF:

Max routes: -

Preference: 150
RIP:

Max routes: -

Preference: 100
Static:

Preference: 1

show ip route

[aHHas KomaHza No3BONSAET NPOCMOTPETL Tab/MLy MapLUpyTU3auun ycTpoinctea. Ecnv 3agaH napametp
<SUBNET?>, To getasibHO 0TOGpaxatoTca MapLupyTbl K AaHHOW nogceTu. Ecnv 3agaH napameTp <VRF>, To
KoMaHAa oTobpaxaeT Tabnuuy mMaplpyTmnsaumm ykasaHHoro aksemnnspa VRF.

CuHTakcuc

show ip route [ vrf <VRF> ] [ { <SUBNET> [ long-prefix ] | all | summary | arp-proxy |
<PROTOCOL> } ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaetca cTpokoii 4o 31 cumBona;
<SUBNET> — agpec HazHayeHus, ONUMOHasIbHbIN NapameTp, MOXET ObITb 3a/laH B C/iefyHoLmX Buaax:

« AAA.BBB.CCC.DDD - IP-agpec X0CTa, rae kKaxaas 4acTb NpuHUMaeT 3HaueHus [0..255];
+ AAA.BBB.CCC.DDD/NN - IP-agpec noacetu ¢ Mmackoii B Buge npecwmkca, rae AAA-DDD npuHumatoT
3HaueHus [0..255] u NN npuvHumMaeT 3HaveHus [1..32];
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+ all - BbIBOAUT MHhopMaLmio 0 BCeX MapLUpyTax, BK/ovas He BblbpaHHble a5 FIB;

* long-prefix — BbIBOAUT MHpOpMaLMio 0 MapLUpyTax A0 ceTei ABNSAILWNXCA NOACETLIO 3a4aHHOM;

* summary — BbIBOAUT CYMMapHy CTaTUCTUKY NPOTOKO/I0B MapLUpyTmU3aunu;

* arp-proxy — BbIBOAWT MHPOPMALMIO O HACTPOEHHbIX Nynax arp-nat-proxy Ha nHTepdencax n TYHHenNsXx;
+ <PROTOCOL> - counbrpauymsi no tTuny npotokony (bgp, connected, ospf, isis, rip, static).

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show ip route
Codes: C - connected, S - static, R - RIP derived,

O - OSPF derived, IA - OSPF dinter area route,

E1 - OSPF external type 1 route, E2 - OSPF external type 2 route

B - BGP derived, D - DHCP derived, K - kernel route,

* — FIB route
C * 192.168.1.0/24 [6/0] dev bril [direct 01:14:16]
C * 10.100.100.0/24 [6/0] dev gil/0/5 [direct 01:14:17]
esr# show ip route summary
Direct Connected: 12

Static: 46
RIP: (0]
OSPF: 2000
BGP: 100000

show ipv6 protocols

[aHHaa komaHAa BbIBOAUT MHGIOPMaLUIO O HacTpoiiKax NPOTOKO0B IPv6e-MapLipyTusanmn.

CuHTakcuc
show ipv6 protocols [ <PROTOCOL> ] [ vrf <VRF> ]
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MapameTpbl
<PROTOCOL> — npoTokon MapLipyTur3aLmm, no KOTOPOMy Ao/HKHaA O6bITb 0TOOPaXkeHa MHpopMaLms:

* bgp;

+ ospf;
* isis;

+ static;
+ dhcp;
* pppos,
* pptp;
« 12tp.

Be3 ykazaHusa NpoTokoa MapLupyTu3auum BbIBOAUTCSA MHCDOPMaLMA O HAacTpoiikax BCeX NPOTOKO/I0B
MapLUpyTU3aLmu.

<VRF> - nmsa ak3emnnspa VRF, 3agaetcs ctpokoit ao 31 cumBona.

HeoOxoaumbivi ypoBeHb NPUBUETAIA
1

KomaHZHbIi pexum
ROOT

Mpumep

esr# sh ipv6 protocols

BGP:
Max routes: --
Preference: 170
OSPF:
Max routes: --
Preference: 150
Static:
Preference: 1

show ipv6 route

KomaHga ans npocMmoTtpa Tabnuubl MapLupyTm3aumm ycTpoictea. Ecnm 3agaH napametp <SUBNET>, To
[AeTalbHO 0TOBGpaxaroTCcs MapLpyTbl K faHHOW nogcetu. Ecnu 3agaH napametp <VRF>, To kKomaHga
oTobpaxaeT Tabnuuy MapLipyTmM3aumnmn ykasaHHoro aksemnispa VRF.

CuHTakcuc

show 1ipv6 route [ vrf <VRF> ] [ { <SUBNET> | all | summary | <PROTOCOL> } ]

MapameTpbl
<VRF> - nms aksemnnspa VRF, 3agaetcsa cTpokoii 4o 31 cumBona;
<SUBNET> — agpec HazHa4yeHus1, ONunoHasibHbIA napameTp, MOXET ObiTb 3a4aH B Clieyolwmx Buaax:

¢ XIXIXiXX = IPvb-agpec xocTa, rae kaxknas yacTtb X NpMHMMaeT 3HauyeHns B LecTHaLUaTepuyHom
cdopmare [0..FFFF];
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X:X:X:X::X/EE - IPv6-agpec nogcetn ¢ Mackol B Buge npedukca, rae kaxaas yactb X npyuHumaeT
3HauYeHus B LecTHaguaTepuyHom dpopmarte [0..FFFF] u EE npuHumaeTt 3HaueHus [1..128];

+ all - BbIBOAUT MH(pOpMaLMo O BCEX MapLUpyTax, BK/IloYas HeaKTUBHbIE;

* summary — BbIBOAWUT CYMMapHYH CTaTUCTUKY NPOTOKO/I0B MapLupyTu3aLmy;

<PROTOCOL> - counbrpaumsi no tTuny npotokony (bgp, connected, ospf, isis, static).

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

esr# show ipv6 route
Codes: C - connected, S - static, R - RIP derived,
O - OSPF derived, IA - OSPF dinter area route,
E1 - OSPF external type 1 route, E2 - OSPF external type 2 route
B - BGP derived, D - DHCP derived, K - kernel route,
* — FIB route

S * 1:/0 [1/0] via fc00::1 on gil/0/5 [static 03:16:23]
S * 2001::/120 [1/6] dev gil/0/5 [static 03:16:23]
C * fc00::/120 [6/0] dev gil/0/5 [direct 03:16:23]
S * fc00:3::1/128 [1/0] via fc00::1 on gil/0/5 [static 03:16:23]

esr# show ipv6 route summary
Direct Connected: 1

Static:
RIP:
OSPF:
BGP:

© 0 0o Ww
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O6LWue KOMaHAbl RaHOHCUPOBAaHUA U NpPYeMa MapLLIPyTOB

+ default-information-originate
+ description

* ip prefix-list

* ipv6 prefix-list

* network

+ permit/deny

+ prefix-list

+ redistribute bgp

+ redistribute connected
+ redistribute ipv6 bgp
* redistribute ipv6 ospf
+ redistribute isis

+ redistribute ospf

+ redistribute rip

+ redistribute static

default-information-originate

[aHHOI KOMaHAoW BKNHOYaETCs reHepaumsa 1 oTnpaska MapLupyTa no ymosi4aHuio, ec/i OH NpornvcaH B
Tabnuue mapipytusauun FIB, ans:

+ NSSA-o6nactu (aHoHcpoBaHue MaplipyTa) B kauecTBe NSSA-LSA,;
+ BGR IPv4/IPv6 address family.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (N0) OTK/OYAET reHepaLmio MapLLpyTa Mo YMOYaHUIo.

CuHTaKkcuc

[no] default-information-originate

MapameTpbl

KomaHga He coaepXvT napamMeTpoB.

HeoOxoaumblii ypoBEHb NpUBUIETUIA
10

KomaHAHbII pexum
CONFIG-BGP
CONFIG-BGP-VRF
CONFIG-OSPF-AREA
CONFIG-OSPFV3-AREA

Mpumep

esr(config-ospf-area)# default-information-originate
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description

[aHHaa KomaH4a Ucnosb3yeTcs A/ U3MEHEeHMs onMcaHusa KoHgurypupyemoro cnvcka IP-nogcetein nnu IPvée-
noAceTei.

Mcnonb3oBaHue oTpulaTenbHoli hopmbl kKomaHabl (No) yaansieT ycTaHOB/IeHHOE OnvcaHue.

CunHTtakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHwue cnucka IP-nogceteii nnm IPvé-noaceteid, 3aaaétcsi CTPOKOW A0 255 CUMBO/IOB.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-PL
CONFIG-IPV6-PL

Mpumep

esr(config-route-map-rule)# description "Drop Local NETs"

ip prefix-list

[aHHoln KomaHaoW co3gaeTcsa cnucok IP-nogceTeld, KoTopbl B gasnibHelwem 6yaeT ncnonb3oBaTbCs AN
douisTpaLmMmM aHoOHCUpYeMbIX U nostydyaembix |P-mapLupyTos.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yaanseT cnmcok NpedgvKCcoB.

CuHTakcuc
[no] 1ip prefix-list <NAME>

MapameTpbl

<NAME> — nms KoH(Urypmpyemoro cnmicka noacertei, 3agaétca cTpokoit Ao 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG
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Mpumep

esr(config)# ip prefix-list ospf_in

ipv6 prefix-list

[aHHoi KomaHaol co3aaeTcs cnucok IPve-noaceTeid, KOTopbIii B fasibHellem 6yaeT ncnonb3oBaTbCcs A/s
dmnbTpaymMmn aHoOHCUpyeMbIX 1 nonyvaembix IPv6-mapLupyTos.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yaansieT cnmcok NpediVKcoB.

CuHTakcuc

[no] 1dipv6 prefix-list <NAME>

MapameTpbl

<NAME> — nms KOHUrypmrpyemoro cnucka nogceTei, 3agaértca cTpokoi go 31 cumeona.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

esr(config)# ipv6 prefix-list ospfv3_in

network
[aHHolA KOMaH/101 BKNHOYAETCA aHOHCUPOBaHUE YKa3aHHOW NOACETH.

Mpwn ncnons3oBaHun B CONFIG-OSPF-AREA n CONFIG-OSPFV3-AREA noaceTtb aHoOHcupyeTcs kak External
Type 2 (LSA5).

icnonb3oBaHue oTpuuaTesibHoi (DOPMbl KOMaH bl (N0) OTK/OYAET aHOHCUPOBAHUE YKa3aHHOW NOACETH.

CuHTakcuc
[no] network <ADDR/LEN>

MapameTpbl
<ADDR/LEN> - IP-noaceTb, UMeeT 0AuH U3 cnenyoLwmx gopmaTos:

+ AAA.BBB.CCC.DDD/EE - IP-agpec nogceTtun ¢ mackoi B oopme npedomkca, raoe AAA-DDD npuHumarot
3HaveHusn [0..255] v EE npuHumMaeT 3HaveHus [1..32];

+ XX:XXX/EE - IPv6-agpec v macka noaceTu, rae Kaxaasa yactb X NpUHMMAaeT 3HavyeHus B
wecTHaguartepuuyHom dpopmarte [0..FFFF] n EE npuHumaeTt 3HaueHus [1..128].
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-RIP
CONFIG-RIPNG
CONFIG-OSPF-AREA
CONFIG-OSPFV3-AREA
CONFIG-BGP-FAMILY
CONFIG-BGP-VRF-FAMILY

Mpumep

esr(config-bgp)# network 192.168.25.0/24

permit/deny

[laHHoli kKomaHAot paspeluatoTcs (permit) nnm 3anpetyatotcs (deny) cnMckn NpedguKCoB.

CuHTakcuc

permit [ { object-group <OBJ-GROUP-NETWORK-NAME> | <ADDR/LEN> | <IPV6-ADDR/LEN> } ]
[ { eq <LEN> | le <LEN> | ge <LEN> [ le <LEN> ] } ]

deny [ { object-group <OBJ-GROUP-NETWORK-NAME> | <ADDR/LEN > | <IPV6-ADDR/LEN> } 1 [ { eq
<LEN> | le <LEN> | ge <LEN> [ le <LEN> ] } ]

no { object-group <OBJ-GROUP-NETWORK-NAME> | prefix { <ADDR/LEN> | <IPV6-ADDR/LEN> } }

MapameTpbl
<OBJ-GROUP-NETWORK-NAME> - nms npocomns IP/IPv6-agpecos, 3agaétcsa cTpokoii 4o 31 cumBona;
<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HaueHus [0..255];

<IPV6-ADDR> - |IPv6-agpec, 3afaétca B Buge X:X:X:X::X, rge kaxaas yacTb NpUHMMaeT 3HaYeHns B
wecTHaguarepuyHom cdopmare [0..FFFF];

<LEN> — gnvHa npedoukca, npuHMmaeT 3HadeHus [1..32] B IP-cnckax npedomkcos u [1..128] B IPv6-cnickax
npegonKcos;

eq — npun ykasaHnn komMmaHabl A/iMHa npeq:)vlkca AO0/DKHa COOTBETCTBOBATb yKaSaHHOVI;
le - Nnpun ykasaHn KOoMaHabl A1MHa npquMKca AO/HKHa ObITb MEHbLLIE TMGO COOTBETCTBOBATb yKa3aHHOI7I;

ge — Npu yKasaHuv KoMaHabl AsivHa npedmkca AomkHa 6biTb 60/blue NM60 COOTBETCTBOBATL YKAa3aHHON.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-PL
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CONFIG-IPV6-PL

Mpumep

esr(config-pl)# permit static ge 24 le 28

prefix-list
[aHHoi KomaHaol aob6aBnseTca punbTpauusa noacetent BoO BXOAALMNX UAN NCXOAALNX 0OHOBEHMSIX.

icnonb3oBaHue oTpuLaTesbHO (DOPMbI KOMaH bl (N0) OTK/OYAET hUNLTPALMIO.

CuHTakcuc
prefix-1list <PREFIX-LIST-NAME> { in | out }

no prefix-list { in| out }

MapameTpbl
<PREFIX-LIST-NAME> — nms CKOH(pMryprpoBaHHOIO Cnvcka nogcerten, 3agaétcs cTpokoin Ao 31 cumsona:
in — duneTpaumna BXogALWwmMxX MapLIpyTOB;

out — hunsTpaLMA aHOHCMPYEMbIX MapLLPYTOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR-FAMILY
CONFIG-BGP-VRF-NEIGHBOR-FAMILY
CONFIG-OSPF

CONFIG-OSPFV3

CONFIG-RIP

CONFIG-RIPNG

Mpumep
esr(config-rip)# prefix-list rip_in 1in
redistribute bgp

[laHHOV KOMaH/10Vi BK/TOYAETCA aHOHCMPOBaHVe MapLUPYTOB aBTOHOMHOI cucTembl BGP.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) OTK/Il0YaET aHOHCMPOBaHWE MapLLPYTOB aBTOHOMHOVA
cuctembl BGP.
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CuHTakcuc
redistribute bgp <AS> [metric <TYPE> <METRIC>] [ route-map <NAME> ] [ <LEVEL> ]
no redistribute bgp <AS>

MapameTpbl

<AS> — HOMep aBTOHOMHOV CUCTEMbI 3 KOTOPOIA BYAyT AHOHCUPOBATHLCS MapPLUPYThl, MOXET NPUHUMATL
3HayeHus [1..4294967295);

<TYPE> - tun atpubyta OSPF Metric, npuHumaeT 3HaueHus type-1 u type-2 (akTyanbHO TO/IbKO B pexume
KoHpurypupoBaHusi CONFIG-OSPF):

+ type-1 — ycTtaHasnusaeT Tun MeTpukn E1 onsg aHoHCUpyemMoro MapLupyTa;
+ type-2 — ycTtaHaBnuBaeT TN MeTpukn E2 onsa aHoHcupyemoro MapLupyTa.

<METRIC> - 3HaueHue aTpubyta OSPF Metric, npuHumaeT 3HaueHus [0..65535] (akTyanibHO TOMbKO B pexunMe
KoHpurypupoBaHusi CONFIG-OSPF);

<NAME> — umsi MapLUpyTHOI KapTbl, KOTOpas B Aa/ibHENLLIEM BYAET NCNOMNb30BaTbLCH AN PuUNbTPaLUN 1
Moandmkaumm aHoHcupyembix BGP-mapLipyToB, 3aaaétcs cTpokoin Ao 31 cumBona;

<LEVEL> — ypoBeHb npoTokona IS-IS, B KOTopbIii NPONCXOANT aHOHCKMPOBaHVe MapLIPyTOB (aKTyaslbHO TOMbKO
B pexume KoHdurypuposaHus CONFIG-ISIS):

* level-1 — pa6oTta npon3BOANTCS TOMbKO HA 1 YPOBHE;
* level-2 — paboTa npon3BOANTCS TONBKO HA 2 YPOBHE.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-BGP-FAMILY
CONFIG-BGP-VRF-FAMILY
CONFIG-OSPF
CONFIG-OSPFV3
CONFIG-ISIS

CONFIG-RIP
CONFIG-RIPNG

Mpumep

esr(config-bgp-af)# redistribute bgp 30
esr(config-ospf)# redistribute bgp 35
esr(config-rip)# redistribute bgp 300
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redistribute connected
[JaHHol KoMaH0I BKNHOYAETCA aHOHCUPOBaHNE HaNPAMYH NOAK/HOYEHHbIX NOACETEN.

cnonb3oBaHue oTpulaTenbHol hopMbl kKOMaHAbl (N0) OTK/IOYAET aHOHCMPOBAHNE HANPAMYH MOAKMHOUYEHHbIX
noAceTei.

CuHTakcuc
redistribute connected [metric <TYPE> <METRIC>][ route-map <NAME> ] [ <LEVEL> ]

no redistribute connected

MapameTpbl

<TYPE> - tun atpubyta OSPF Metric, npuHumaeT 3HaueHue type-1 u type-2 (aKTyanibHO TO/IbKO B pexmme
koHpurypuposaHusi CONFIG-OSPF):

* type-1 - ycTaHaBMBaET TUN METPUKU E1 AN aHOHCKpPYeMOoro MapLUpyTa;
* type-2 - ycTaHaBMBaET TUN METPUKM E2 A5 aHOHCKHpPYeMOoro MapLupyTa.

<METRIC> - 3HaueHue aTpubyta OSPF Metric, npuHumaeT 3HaueHus [0..65535] (akTyanibHO TOMBKO B pexunMe
koHpurypuposaHusi CONFIG-OSPF).

<NAME> - ums MapLUpPyTHOI KapTbl, KOTOpasi B AasibHelwem 6yaeT UCno/b30BaThCs A5 UbTpaLmMn 1
MoAMUKaL MM aHOHCHMPYEMbIX HANPSIMYH0 NOAK/THUYEHHbIX NOACETEN, 3a4aéTca CTPokoli Ao 31 cumBona.

<LEVEL> — ypoBeHb npoTokona IS-I1S B KoTopbIil NPONCXOANT aHOHCHPOBaHKEe MapLIPyTOB (aKTyaslbHO TOMbKO
B pexume KoHdpurypuposaHus CONFIG-ISIS):

+ level-1 - pa6oTta npon3BOANTCA TONBLKO Ha 1 YPOBHE;
* level-2 — paboTa npon3BOANTCS TOMbKO HA 2 yPOBHE.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG-BGP-FAMILY
CONFIG-BGP-VRF-FAMILY
CONFIG-OSPF
CONFIG-OSPFV3
CONFIG-ISIS

CONFIG-RIP
CONFIG-RIPNG

Mpumep

esr(config-rip)# redistribute connected
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redistribute ipv6 bgp
[aHHol KoMaH0I BKNHOYaEeTCA aHOHCUpoBaHue IPv6-MapLupyToB aBTOHOMHOL cucTembl BGP.

Mcnonb3oBaHue oTpuuatenbHol hopmbl KoMaHbl (N0) OTKOYAET aHOHCMPOBaHUe IPv6-MapLupyToB
aBTOHOMHOW cuctembl BGP.

CuHTakcuc
redistribute ipv6 bgp <AS> [ route-map <NAME> ] [ <LEVEL> ]
no redistribute ipv6é bgp <AS>

MapameTpbl

<AS> — HOMep aBTOHOMHOV CUCTEMbI 13 KOTOPOWA BYAyT aHOHCMPOBATLCS |PV6-MapLLPYThI, MOXET NMPUHUMATH
3HaueHus [1..4294967295];

<NAME> — nmsi MapLupyTHOI KapTbl, KOTOpas B gasibHelwem 6yaeT ncnonb3oBaTbes 418 hunsTpauum um
mMoaudprKaumm aHoHecupyembix BGP-IPv6-mMapLupyToB, 3agaéTtcsa cTpokoii Ao 31 cumsona.

<LEVEL> — ypoBeHb npoTokona IS-IS, B KOTOpbI NPONCXOANT aHOHCMPOBaHVEe MapLIPyTOB (aKTyaslbHO TOMbKO
B pexume KoHdpurypuposaHus CONFIG-ISIS):

+ level-1 — pa6oTta npon3BOANTCA TONLKO Ha 1 YPOBHE;
* level-2 — pa6oTa Npon3BOANTCS TOSIbKO Ha 2 YPOBHE;

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
CONFIG-ISIS

Mpumep

esr(config-isis)# redistribute ipv6e bgp 30 level 2

redistribute ipv6 ospf

[aHHOoI KOMaHAoW BKNHOYaAeTCs aHOHCUMpoBaHne mapLupyToB 13 6asbl OSPFv3-npouecca cornacHo
BblOpaHHbLIM YC/TIOBUSM.

icnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH/bl (N0) OTK/OYAET aHOHCMPOBaHNE MapLLIPYTOB U3 6asbl
OSPFv3-npouecca.

CuHTakcuc

redistribute ipv6 ospf <ID> [ <ROUTE-TYPE1> ] [ <ROUTE-TYPE2> ] [ <ROUTE-TYPE3> ]
[ <ROUTE-TYPE4> ] [ route-map <NAME> ]

no redistribute ipv6 ospf <ID>
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MapameTpbl
<ID> - HoMep npoLecca, MOXEeT NpPMHMMAaTb 3HadyeHue [1..65535].
<ROUTE-TYPE> — Tunbl mapLipyToB KOTOpPbIE OyAyT aHOHCUPOBATLCS:

* intra-area — aHoHcupoBaHune mappyToB OSPFv3-npouecca B npefenax 30Hbl;
* inter-area — aHoHcupoBaHue maplpyToB OSPFv3-npouecca mexay 3oHamu,

+ external1 — aHoHcupoBaHue BHelHUX mapwpytos OSPFv3-chopmata 1,

+ external2 - aHoHcupoBaHue BHelHUX mappytos OSPFv3-thopmara 2.

<NAME> — nms MapLUpyTHOI KapTbl, KOTOpas B gasibHeiwem 6yaeT ncnonb3oBaTbes A/18 unbTpauum u
mMoandunkaLmmn aHoHcupyeMbix OSPFv3-mapLupyToB, 3agaéTtcsa cTpokoli go 31 cumsona.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZAHbIi pexum
CONFIG-ISIS

Mpumep

esr(config-isis)# redistribute ipv6 ospf 10 external2

redistribute isis

[aHHO KOMaH/10¥i BK/TOYAETCS aHOHCMPOBaHVEe MapLLPYTOB 13 6a3bl ISIS cornacHo BbI6paHHbIM YCOBUSIM.
icnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaHbl (N0) OTK/OYAET aHOHCMPOBaHKNEe MapLLpPYTOB 13 6a3bl ISIS.

® Npu pegucTprbbioLm MapLupyTos 13 6asbl OSPF-npouecca iBGP-nupy no ymonyaHuio BGP next-hop
aTpuobyT M3MeHeH He byaerT.

CuHTakcuc
redistribute disis <ID> <ROUTE-TYPE> [metric <TYPE> <METRIC>] [ route-map <NAME> ]

no redistribute disis <ID>

MapameTpbl
<ID> - HoMep npoLecca, MOXeT NpUHMMaTh 3HaueHue [1..65535].
<ROUTE-TYPE> — Tun maplpyra:

* level-1 — aHOHCHMpOBaHMe MapLpyToB ISIS-Npouecca ypoBHSA 1;
* level-2 — aHOHCHMpOBaHMe MapLpyToB ISIS-Npouecca ypoBHSA 2;
* inter-area — aHOHCUpOBaHNE MEX30HOBbLIX MapLIpyTOoB IS-IS-npouecca.

<TYPE> - tun atpubyta OSPF Metric, npuH1MaeT 3HauyeHue type-1 n type-2 (akTyanbHO TO/IbKO B pexuve
KoHurypupoBaHusi CONFIG-OSPF):

+ type-1 — ycTtaHaBnuBaeT Tun MeTpukn E1 onsg aHoHCUpyemMoro MapLupyTa;
+ type-2 — ycTtaHaBnuBaeT TUn MeTpukn E2 onsg aHoHcupyemoro MapLupyTa.
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<METRIC> - 3HaueHue aTpubyta OSPF Metric, nprHumaeT 3HaueHus [0..65535] (akTyanibHO TOMBKO B peXunMe
KoHpurypuposaHusi CONFIG-OSPF);

<NAME> - ums MapLUpPyTHOI KapTbl, KOTOpasi B AasibHeiem 6yaeT UCno/b30BaThCs ANs UILTpaLMn 1
mMoavduKaLmy aHoHcMpyeMbIx IS-1S-mapLupyToB, 3agaéTcs CTpokoii Ao 31 cumBona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BGP-FAMILY
CONFIG-BGP-VRF-FAMILY
CONFIG-OSPF
CONFIG-OSPFV3
CONFIG-ISIS

CONFIG-RIP
CONFIG-RIPNG

Mpumep

esr(config-bgp-af)# redistribute isis 1 level-1 level-2

redistribute ospf

[aHHOoIn KOMaHAoW BKNHOYaAeTCs aHOHCMpOoBaHue mapLupyToB 13 6a3bl OSPF-npouecca cornacHo BblI6paHHbIM
YC/OBUAM.

icnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaHZbl (N0) OTK/0YAET aHOHCMPOBaHNE MapLLIPYTOB U3 6asbl
OSPF-npouecca.

® Mpu peaucTpubbOLMM MapLIPYTOB 13 6a3bl OSPF-npouecca iBGP-nupy no ymonuyanuio BGP next-hop
aTpubyT M3MeHeH He Byaer.

CuHTakcuc

redistribute ospf <ID> <ROUTE-TYPE1l> [ <ROUTE-TYPE2> ] [ <ROUTE-TYPE3> ] [ <ROUTE-
TYPE4> ] [metric <TYPE> <METRIC>] [ route-map <NAME> ]

no redistribute ospf <ID>

MapameTpbl
<ID> - HoMep npoLecca, MOXeT NPMHUMaTb 3HadyeHue [1..65535];
<ROUTE-TYPE> — Tunbl mapLupyToB KOTOpPbIE OyAyT aHOHCUPOBATLCS:

* intra-area — aHoHCMpoBaHve mapLupyTos OSPF-npouecca B npegenax 30Hbl,
* inter-area — aHoHCMpoBaHve mapLupyTos OSPF-npouecca Mexay 3oHamu;

+ external1 — aHoHcupoBaHue BHelLHUX mapwpytoB OSPF-cpopmarta 1;

+ external2 — aHoHcupoBaHue BHellHUX mapwpytoB OSPF-chopmara 2.
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<TYPE> - tun atpubyta OSPF Metric, npuHumaeT 3HaueHue type-1 u type-2 (aKTyanibHO TO/IbKO B pexnme
koHpurypuposaHusi CONFIG-OSPF):

* type-1 - ycTaHaBMBaET TUN METPUKU E1 AN aHOHCKMpPYeMOoro MapLUpyTa;
* type-2 - ycTaHaB/MBaET TUN METPUKM E2 A51s aHOHCKUpPYeMOoro MapLupyTa.

<METRIC> - 3HaueHue aTpubyta OSPF Metric, npuHumaeT 3HaueHus [0..65535] (akTyasibHO TOMBKO B pexunMe
KoHpurypuposaHusi CONFIG-OSPF);

<NAME> - ums MapLUpPyTHOI KapTbl, KOTOpas B AasibHeiweMm 6yaeT NCno/b30BaThCs ANs UILTpaLMn 1
moavdukaumm aHoHcrpyemMbix OSPF-MaplLupyToB, 3a4aéTcsi CTpokoi Ao 31 cumBona.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BGP-FAMILY
CONFIG-BGP-VRF-FAMILY
CONFIG-OSPF
CONFIG-OSPFV3
CONFIG-ISIS

CONFIG-RIP
CONFIG-RIPNG

Mpumep

esr(config-bgp-af)# redistribute ospf 10 external2

redistribute rip
[aHHOoI KOMaHAoW BKNHOYAeTCs aHOHCMPOBaHUe MapLUpyToB 13 6a3bl MapLipyTos RIP.

icnonb3oBaHue oTpuLaTesibHo hopMbl KOMaH bl (N0) OTK/OYAET aHOHCMPOBaHME MapLLIpyTOB U3 6a3bl RIP.

® Mpu peaucTpubbIOLMN MapLIPYTOB 13 6a3bl OSPF-npouecca iBGP-nupy no ymonuyanuio BGP next-hop
aTpubyT U3MeHeH He Byaer.

CuHTaKkcuc
redistribute rip [metric <TYPE> <METRIC>] [ route-map <NAME> ] [ <LEVEL> ]

no redistribute rip

MapameTpbl

<TYPE> - tun atpubyta OSPF Metric, npuHumaeT 3HaueHue type-1 u type-2 (aKTyanibHO TO/IbKO B peXnme
KoHpurypuposaHusi CONFIG-OSPF):

* type-1 — ycTaHaBNMBaeT TUN METPUKM ET an1si aHOHCUPYEMOro MapLupyTa;
* type-2 - ycTaHaBNMBaET TUM METPUKN E2 Ans aHOHCHpyeMoro MapLipyTa.
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<METRIC> - 3HaueHue aTpubyta OSPF Metric, nprHumaeT 3HaueHus [0..65535] (akTyanibHO TOMBKO B peXunMe
KoHpurypuposaHusi CONFIG-OSPF);

<NAME> - ums MapLUpPYTHOI KapTbl, KOTOpasi B AasibHeiwem 6yaeT NCno/b30BaThCs A5 UAbTpaLMn 1
mMoavduKaLmm aHoHcMpyeMbix RIP-MapLupyToB, 3a4aéTca cTpokoii Ao 31 cuMBorna.

<LEVEL> — ypoBeHb npoTokona IS-IS, B KOTOpbI NPONCXOANT aHOHCMPOBaHVe MapLIpPyTOB (aKTyaslbHO TOMbKO
B pexvme KoHdpurypuposaHus CONFIG-ISIS):

+ level-1 — pa6oTta npon3BOAUTCA TONLKO Ha 1 YPOBHE;
* level-2 — paboTa npon3BOANTCS TONBbKO HA 2 yPOBHE.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BGP-FAMILY
CONFIG-BGP-VRF-FAMILY
CONFIG-OSPF
CONFIG-OSPFV3
CONFIG-ISIS

Mpumep

esr(config-bgp)# redistribute rip

redistribute static
[aHHOoI KOMaHAoW BKNHOYAETCs aHOHCUMPOBaHue ctarmyeckmx IPv4/IPv6-mapLupyTos.

icnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaHZbl (N0) OTK/OYAET aHOHCMPOBAHUE CTATUYECKUX MapLUPYTOB.

CuHTaKcuc
redistribute static [metric <TYPE> <METRIC>] [ route-map <NAME> ] [ <LEVEL> ]

no redistribute static

MapameTpbl

<TYPE> - tun atpubyta OSPF Metric, npuHumaeT 3HaueHue type-1 u type-2 (aKTyanibHO TOIbKO B peXnme
KoHpurypuposaHusi CONFIG-OSPF):

* type-1 — ycTaHaBNMBaeT TUN METPUKM ET an1si aHOHCUPYEMOro MapLupyTa;
* type-2 - ycTaHaBNMBaET TUM METPUKN E2 Ans aHOHCHpyeMoro MapLipyTa.

<METRIC> - 3HaueHue aTpubyta OSPF Metric, npuHumaeT 3HaueHus [0..65535] (akTyasibHO TOMBbKO B pexunMe
KoHpurypuposaHusi CONFIG-OSPF);

<NAME> - 1msa MapLIpyTHOI KapTbl, KOTOpasi B AasibHelLeM ByAeT NCNONb30BaTLCA ANS (PUILTPALUN U
MoAndVKaL MM aHOHCMPYEMbIX CTATUYECKMX MApLLPYTOB, 3aaETCsi CTPOKol A0 31 cMmBONa;
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<LEVEL> - ypoBeHb npoTokona IS-IS, B KOTopblIii NPOMCX0AMT aHOHCMPOBaHWE MapLLIPYTOB (aKTyaslbHO TOMbKO
B pexume KoHdpurypuposaHus CONFIG-ISIS):

+ level-1 - pa6oTa npon3BOANTCA TONLKO Ha 1 YPOBHE;
* level-2 — pa6oTa Npon3BOANTCS TOSIbKO Ha 2 YPOBHE;

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BGP-FAMILY
CONFIG-BGP-VRF-FAMILY
CONFIG-OSPF
CONFIG-OSPFV3
CONFIG-ISIS

CONFIG-RIP
CONFIG-RIPNG

Mpumep

esr(config-bgp)# redistribute static
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MapLupyTusauus Ha ocHoBe nonuTuk (PBR)

+ action

+ action add community

+ action add extcommunity

+ action remove community

+ action remove extcommunity
+ action set as-path prepend

+ action set community

+ action set extcommunity

+ action set ip bgp-next-hop

+ action set ip next-hop

+ action set ip next-hop verify-availability
+ action set ipv6 bgp-next-hop
+ action set ipv6 next-hop

+ action set local-preference

+ action set metric bgp

+ action set metric isis

+ action set metric ospf

+ action set metric rip

+ action set origin

* action set tag ospf

+ action set tag rip

+ action set weight bgp

+ description

* ip local policy route-map

* ip policy route-map

* match as-path

* match community

* match extcommunity

* match ip access-group

* match ip address

+ match ip address object-group
* match ip next-hop

* match ip route-source

* match ipv6 address

+ match ipv6 address object-group
* match ipvé next-hop

* match ipvé route-source

+ match metric bgp

+ match metric ospf

+ match metric rip

* match tag ospf

* match tag rip

+ match weight bgp

* route-map

* route-map

* rule

+ show ip route-map
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action

[aHHas KomaH[a Ncnonb3yeTca 415 yka3aHusa AelCTBUSA, KOTOPOe A0/MKHO ObITb MPUMEHEHO A1 MapLUpPYTHOM
NHdopMaLMK, y0BNETBOPSAIOLLEN 3a/laHHbIM KpUTEPUAM. VICNoNb3yeTcs TOMbKO A1 (ounsTpaumm MapLupyToB
NMPOTOKO/I0B ANHAMUYECKO MapLUpyTU3aLmmn n He UMeeT AelCTBUA Npu KoHdurypuposaHumn PBR.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc
action <ACT>

no action

MapameTpbl
<ACT> - Ha3Ha4yaeMmoe JelicTBue:

* permit — npuem/aHoHCMpoOBaHNe MapLLPYTHOW UHCDOpMaLN pa3peLLEeHo;
+ deny - npvem/aHOHCUPOBaHVE MapLUPYTHOI MHGOPMALIMK 3anpeLLEHO.

3Ha4yeHue no ymonyaHuio

permit

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action deny

action add community

[aHHoi KomaHaol 3agaeTcs 3HadeHne atpmbyta BGP Community, koTopoe 6yaeT no6asneHo B
CYLLECTBYHOLLMI CMINCOK.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbl KOMaH bl (N0) OTMEHSIET Ha3HAUYEHUe.

CuHTakcuc
action add community { <COMMUNITY-LIST> | no-advertise | no-export }

no action add community

MapameTpbl

<COMMUNITY-LIST> - cnucok community, 3agaétca B Buge AS:N,AS:N,AS:N, rage AS-yactb npuHumaet
3HaveHusn [0..65535], N-uacTb npuHumaeT 3HadeHust [0..65535]. MoxHo ykasaTb 40 64 community;

556



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

no-advertise — Npu ykasaHnM KOMaHAbl MapLLpPYThbl, KOTOPbIe NEPEAAOTCS C JaHHbIM 3HAUYEHUEM aTpubyTa
community, He A0/MKHbI aHOHCMpOBaTbCA ApyruM BGP-coceasiv;

no-export — Npu ykasaHu1 KoMaHAbl MapLUpyTbl, KOTOPbIE NepeAatoTcs C TakUM 3HaYeHMeM aTpuéyTa
community, He A0/MKHbI aHOHCMPOBATLCA 3a Npeaesnsl KoHeaepauum (aBTOHOMHas CMCTEMA, KoTopasi He
SIBNSIETCS YacTblo KOHJeAepaLmm, cunTaeTcs KoHpeaepaumeit). To ecTb, MapLLpyTbl HE aHOHCUPYIOTCS
eBGP-cocefisiM, HO aHOHCUPYIOTCS BHELLIHMM COCEASM B KOHbeaepauuu.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-ROUTE-MAP-RULE

esr(config-route-map-rule)# action add community no-advertise

action add extcommunity

[aHHoin KomaHaou 3aaeTcs 3HavyeHue atpubyta BGP ExtCommunity, koTopoe 6yaeT ycTaHOBNEHO B
CYLLLeCTBYHOLLMIA CMINCOK.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)OTMeHHeTHa3HaHeHMe

CuHTakcuc
action add extcommunity <EXTCOMMUNITY-LIST>

no action add extcommunity

MapameTpbl
<EXTCOMMUNITY-LIST> = cnncok community, 3agaétca B Buge KIND:AS:N,KIND:AS:N,KIND:AS:N, rge:

+ KIND - Tin extcommunity, npuHumaeTt 3HaueHusi rt (Route Target) u ro (Route Origin);

+ AS - HOMep aBTOHOMHOI CUCTEMbI, NPUHUMAET 3HaYeHus [1..4294967295];

* N - Homep extcommunity, onpeaensioLLMiA NONNTUKY MapLIpyTM3aummn Tpadurka, NPUHUMAET 3Ha4YeHUs
[1..65535].

MoxHO yKkasaTb 0 64 ExtCommunity.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-ROUTE-MAP-RULE

esr(config-route-map-rule)# action add extcommunity rd:65500:100

action remove community
[aHHoli kKomaHAon yaansetca 3HadyeHne atpmbyta BGP Community B CyLlecTBYOLEM CNUCKE.

icnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH bl (N0) OTMEHSIET Ha3HAYEHUe.
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CuHTakcuc
action remove community { <COMMUNITY-LIST> | no-advertise | no-export }

no action remove community

MapameTpbl

<COMMUNITY-LIST> - cnucok community, 3agaétcsa B Buge AS:N,AS:N,AS:N, rage AS-yacTb npuHumaet
3HaueHus [0..65535], N-uacTb npuHMmaeT 3HadeHus [0..65535]. MoxHo ykasaTb A0 64 community;

no-advertise — Npun ykasaHum KOMaHgbl MapLUpyTbl, KOTOPbIE NEPEAAIOTCSA C AAaHHbIM 3HAYEHEM aTpubyTa
community, He JO/MKHbI aHOHCUMpoBaTbeA Apyrum BGP-cocensam;

no-export — Npu ykasaHuv KoMaH4bl MapLUpyTbl, KOTOPblE NepeaatTcs C TakMM 3HadyeHnem aTpubyTta
community, He A0/XHbI aHOHCMPOBATLCS 3a NpeAaesbl KoHgeaepauuy (aBTOHOMHAsi CUCTEMa, KoTopasi He
SIBNSIETCS YaCTblo KOHeaepaLuuy, cunTaeTcsl KoHdpeaepauyeid). To ecTb, MapLLIpyTbl HE aHOHCUPYHOTCS
eBGP-cocegam, HO aHOHCUPYHOTCS BHELLHUM coceasam B KoHdheaepaumu.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-ROUTE-MAP-RULE

esr(config-route-map-rule)# action remove community 65500:100

action remove extcommunity
[aHHoi KomaHaol yaansetcs 3HadeHne atpnbyta BGP ExtCommunity B cyllecTBytoLeM CANCKE.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbl KOMaH bl (N0) OTMEHSIET Ha3HAUYEHUe.

CuHTakcuc
action remove extcommunity <EXTCOMMUNITY-LIST>

no action remove extcommunity

MapameTpbl
<EXTCOMMUNITY-LIST> - cnncok community, 3agaétcsa B suge KIND:AS:N,KIND:AS:N,KIND:AS:N, rge:

+ KIND - Tin extcommunity, npuHumaeTt 3HaueHus rt (Route Target) u ro (Route Origin);

+ AS - HOMep aBTOHOMHOW CUCTEMbI, MPUHUMAET 3HaueHus [1..4294967295];

+ N - Homep extcommunity, onpeaensioLwmnii NONUTVKY MapLLpyTM3auum Tpadvka, NPUHUMAET 3HAYeHus
[1..65535].

MoxHo yka3aTtb Ao 64 ExtCommunity.

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG-ROUTE-MAP-RULE

esr(config-route-map-rule)# action remove extcommunity rt:65500:1

action set as-path prepend

[aHHoI1 KomaHAoW ycTaHaBNMBaeTcs 3HavyeHne atpubyta BGP AS-Path, koTopoe 6yaet Ao06aBNsATbCA B Ha4Yano
Crnmcka aBTOHOMHbIX CUCTEM B MapLupyTe. Mpu KoOHUrypmposaHuu npasuna, ynpasnsaemoro cpefcreamm
Tracking, Takxe nmeeTcsi BO3MOXHOCTb YCTAHOBUTb 3HAYEHMEe NOo YMOSI4YaHUo nocne kaw4vesoro cnosa default.
370 3HayeHve ByaeT yCTaHOB/IEHO B C/lyvyae ec/iv YC/0BUA 00bekTa OTCNIeXnBaHnsa He OyayT BbIMONHEHbI.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) OTMEHSIET Ha3HAYEHUE.

CuHTakcuc
action set as-path prepend <AS-PATH> [ track <TRACK-ID> default <AS-PATH> ]

no set as-path

MapameTpbl

<AS-PATH> — cnncok HOMepoB aBTOHOMHbIX CUCTEM, KOTOPbIA ByaeT [06aBNeH K TEKYLLEMY 3HAYEHNIO B
mapLupyTe. 3aaaétca B Buae AS,AS,AS, rae Kaxaasi yacTb NPMHUMAET 3HaueHus [1..4294967295]. MoxHo
ykazartb A0 10 HomepoB aBTOHOMHbIX CUCTEM.

<TRACK-ID> — ngeHtncmkatop o6bekTa OTC/IexmsaHms, npu BbINOSIHEHMN BCEX YC/TIOBUIA KOTOPOro byaeT
NCNOMHATLCS yKa3aHHOe AelicTBue. ViameHsietTcs B gnanasoHe [1..100].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set as-path prepend 100,200,300

action set community

[ aHHoi KoMaHoVi 3aAaeTcs 3HadeHne aTpubyta BGP Community, koTopoe 6yAeT YCTaHOB/IEHO B HOBbII
CMMCOK (CyLLECTBYIOLLMIA CMIMCOK ByAeT NepesanuncaH).

Micnonb3oBaHue oTpuLaTesibHol hopMbl KOMaHAbl (NO) OTMEHSIET HAa3HAYEHNE.
CuHTakcuc

action set community { <COMMUNITY-LIST> | no-advertise | no-export }

no action set community
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MapameTpbl

<COMMUNITY-LIST> - cnucok community, 3agaétca B Buge AS:N,AS:N,AS:N, rage AS-yactb npuHumaet
3HaueHus [0..65535], N yacTb npuHumaeT 3HaueHust [0..65535]. MoxHo ykasaTb Ao 64 community;

no-advertise — Npun ykasaHum KOMaHAbl MapLUpyTbl, KOTOPbIE NEepefatoTcs C aHHbIM 3HaYeHeM aTpubyTa
community, He JO/MKHbI aHOHCKpoBaTbLeA Apyrum BGP-cocepam;

no-export — Npu ykasaHuv KoMaH4bl MapLUpyTbl, KOTOPblE NepeaatoTcs ¢ TakMM 3HavyeHnem aTpubyTta
community, He AO/MKHbI aHOHCMPOBATLCS 3a NpeAesnbl KoHeaepaL iy (aBTOHOMHasi CUCTEMA, KOTopasi He
AIBNSIETCA YacTbio KOHpeaepaLmm, cunTaeTcst KoHheaepaumeit). To ecTb, MapLIPyThbl HE aHOHCUPYHOTCA
eBGP-cocensm, HO aHOHCUPYIOTCA BHELLHMM cOceAsaM B KOHdbeaepauun.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set community no-advertise

action set extcommunity

[aHHoi KomaHaol 3agaeTcs 3HadeHne atpmbyta BGP ExtCommunity, koTopoe 6yaeT ycTaHOBNEHO B HOBbIA
CMMCOK (CyLLLECTBYIOLLMIA CNMCOK ByAeT nepesanncaH).

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) OTMEHSIET Ha3HAYEHUE.

CuHTakcuc
action set extcommunity <EXTCOMMUNITY-LIST>

no action set extcommunity

MapameTpbl
<EXTCOMMUNITY-LIST> - cnncok community, 3agaétcsa B suge KIND:AS:N,KIND:AS:N,KIND:AS:N, rge:

+ KIND - Tin extcommunity, npuHumaeTt 3HaueHus rt (Route Target) un ro (Route Origin);

+ AS - HOMep aBTOHOMHOV CUCTEMbI, MPUHUMAET 3HaueHus [1..4294967295];

+ N - Homep extcommunity, onpeaensioLwmnii NONUTVKY MapLLpyTM3auum Tpadvka, NPUHUMAET 3HAYeHus
[1..65535].

MoxHo yka3aTtb Ao 64 ExtCommunity.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-ROUTE-MAP-RULE
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Mpumep

esr(config-route-map-rule)# action set extcommunity ro:435:6

action set ip bgp-next-hop

[JaHHol KomaHaoW 3aaeTca 3HadyeHne atpubyta BGP Next-Hop, koTopoe 6yAeT ycTaHOB/IEHO B MapLupyTe
npwv Nosly4eHnn Uamn aHoHcuposaHum rno BGP.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) OTMEHSIET Ha3HAUYEHMe.

CuHTakcuc
action set ip bgp-next-hop <ADDR>

no action set 1ip next-hop

MapameTpbl

<ADDR> - IP-agpec wnto3a, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpasa yacTb NpUHMMAET 3Ha4YeHUs
[0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set ip bgp-next-hop 10.100.100.1

action set ip next-hop

[JaHHoii KomaHaoii 3aaaeTcs 3HaveHne Next-Hop, koTopoe GyaeT yCTaHOB/IEHO B MapLLpyTe, Noy4eHHOM Mo
BGP.

Vicnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH bl (N0) OTMEHSIET Ha3HAYEHUe.

CuHTakcuc
action set ip next-hop { <NEXTHOP> | blackhole | unreachable | prohibit }

no action set 1ip next-hop

MapameTpbl

<NEXTHOP> - IP-agpec wnto3a 3agaétcsa B sBuae AAA.BBB.CCC.DDD, rge kaxgasn yacTb NpMHUMaET 3Ha4YeHus
[0..255];

+ blackhole — npu ykazaHun komaHabl NakeTbl 0 AaHHOW NoAceTn 6yayT yaansaTbCa yCTPOMNCTBOM 6e3
OTNpaBKN YBEAOM/IEHUI OTNPABUTENIO;
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+ unreachable — npu ykazaHun komaHbl NakeTbl A0 AAHHOK NOACETM ByayT yAaNATbCA YCTPONCTBOM,
oTnpasuTenb nonyunt B oTBeT ICMP Destination unreachable (Host unreachable, code 1);

+ prohibit — npn ykazaHum komaHApl NakeTbl A0 AAHHOW NoACETU ByayT yaansiTbCs YCTPOMNCTBOM,
oTnpasuTens nonyunt B oTBeT ICMP Destination unreachable (Communication administratively
prohibited, code 13).

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set ip next-hop prohibit

action set ip next-hop verify-availability

[JaHHoii komaHzoli 3aaaeTcs Next-Hop A5 NakeToB, KOTOpble NonajatoT Nnoj KpUTepus B ykazaHHOM CrNCKe
poctyna (ACL).

icnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) OTMEHSIET Ha3HaueHue.

CunHTtakcuc
action set ip next-hop verify-availability <NEXTHOP> <METRIC> [ track <TRACK-ID> ]
no action set ip next-hop verify-availability { <NEXTHOP> | all }

MapameTpbl

<NEXTHOP> - IP-agpec wnto3a, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpas yacTb NpMHMMaeT
3HauveHus [0..255];

[METRIC] — meTpuka MapLupyTa, NpuHUMaeT 3HaueHust [1..255];

<TRACK-ID> — ngentuncukarop tracking o6bekta, npu BbINO/IHEHMM BCEX YC/I0BUIA KOTOPOro byaeT
UCNOMHATLCS yKa3aHHOe AelicTBue. ViameHsietTcs B gnanasoHe [1..100].

& KomaHpa action set ip next—hop C K/OUOM verify-availability NnpuMeHsieTcs Ansa co3gaHus
route-map, KoTopble 6yayT ncnonb3osartbcsa ansa Policy-Based-Routing, a He ana nameHeHus next-hop B
MapLLpyTax, No/ly4YEeHHbIX MO NPOTOKO/Y ANHAMUYECKOM MapLUpyTMU3auun.

& Knou verify-availability ykasbIBaeT, UTO fJaHHbIN action ByAeT paboTaTh, TOIbKO €CNMN aKTUBEH
IP-uHTepgeinc mapLupyTmMsaTopa TEPMUHMPYIOLLMIA NOACETb K KOTOPO OTHOCUTCA yKa3aHHbI B
KoMaHze <NEXTHOP> .

Heob6xoaumbili ypoBeHb NpUBUETAIi
10
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KomaHaHbIi pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set ip next-hop verify-availability 1.1.1.1 25

action set ipv6 bgp-next-hop

[aHHoin KomaHaon 3agaeTcs 3HavyeHne atpubyta BGP Next-Hop ans IPv6, kotopoe 6yAeT yCTaHOB/IEHO B
MapLUpyTe npy aHoOHcMpoBaHuu no BGP.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)OTMeHHeTHa3HaHeHMe

CuHTakcuc
action set 1ipv6 bgp-next-hop <ADDR>

no action set ipv6e next-hop

MapameTpbl

<IPV6-ADDR> - IPv6-agpec wno3a, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPMHUMAET 3HAYEHUs B
LecTHaguartepuyHom cpopmare [0..FFFF].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set ipv6 bgp-next-hop 2002::765:1

action set ipv6 next-hop

[aHHoin komaHaon 3agaetca 3HavyeHne Next-Hop ans IPv6, kotopoe 6yAeT yCTaHOB/IEHO B MapLupyTe,
nonyyeHHom no BGP.

Mcnonb3oBaHue oTpulaTenbHol hopmbl kKoMaHbl (N0) OTMEHSET Ha3HAYEHMeE.

CuHTtakcuc
action set ipv6 next—hop <NEXTHOP>

no action set ipv6 next-hop
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MapameTpbl

<NEXTHOP> - IPv6-agpec wnto3a, 3agaétcsa B uge X:X:X:X::X, rge kaxaas yactb NpuHUMaeT 3HaYeHNs B

LecTHaauatepmyHom cpopmare [0..FFFF].

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set ipv6 next-hop 55::205:2

action set local-preference

[JaHHoii KomaH10ii 3afaeTcs 3HaveHne aTpubyta BGP Local Preference, koTopoe 6yAeT ycTaHOB/IEHO B
mapLipyTe.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) OTMEHSIET Ha3HAYEHUE.

CuHTakcuc
action set local-preference <PREFERENCE>

no action set local-preference

MapameTpbl

<PREFERENCE> - 3HaueHue atpubyta BGP Local Preference, npuHnmaet 3HaueHus [1..2147483647].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set local-preference 120

action set metric bgp

[JaHHoii KomaHoii 3aAaeTcs 3HaveHve atpubyta BGP MED, koTopoe 6yaeT ycTaHOBNEHO B MapLipyTe. Mpu

KOH(pUryprpoBaHuM NpaBuna, ynpaensemMoro cpeacteamm Tracking, Takke MMeeTcsi BO3MOXHOCTb YCTaHOBUTb
3Ha4YeHne No yMosiYaHuio noce kawdesoro cnosa default. 3To 3HaueHve GyaeT YCTaHOB/EHO B C/lyyae, ecu

ycnoBus o6bekTa OTCNexnBaHus He 6y,qu BbIMOJIHEHbI.
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Vicnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH bl (N0) OTMEHSIET Ha3HAYEHUe.

CuHTakcuc
action set metric bgp <METRIC> [ track <TRACK-ID> default <METRIC> ]

no action set metric bgp

MapameTpbl
<METRIC> — 3HaueHue atpubyta BGP MED, npuHumaet 3HadeHns [0..4294967295].

<TRACK-ID> — ngeHtndumkarop o6beKTa 0TCAEXNBaHMS, NPY BbINOSIHEHUN BCEX YCNOBUIA KOTOPOro 6yaeT
UCMNOMHATLCSA yKa3aHHOe AelicTBue. MiameHsietcs B gnanasoHe [1..100].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-ROUTE-MAP-RULE

Mpumep
esr(config-route-map-rule)# action set metric bgp 10
action set metric isis

[aHHoin KomaHAoW 3aaeTcs 3HavyeHue atpubyTa IS-IS Metric, koTopoe 6yaeT ycTaHOBNEHO B MapLUpyTe.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)OTMeHHeTHa3HaHeHMe

CuHTakcuc
action set metric isis <METRIC>

no action set metric 1disis

MapameTpbl

<METRIC> — 3HaueHue aTpubyTa IS-IS Metric, npuHumMaeT 3HaveHus [1..16777215].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set metric disis 10
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action set metric ospf
[aHHoi KomaHaou 3agaeTca 3HavyeHne atpubyta OSPF Metric, koTopoe 6yaeT yCcTaHOB/IEHO B MapLUpyTe.

Mcnonb3oBaHue oTpulaTenbHol opmbl kKoMaHbl (N0) OTMEHSET Ha3HAYEHMeE.

CunHTtakcuc
action set metric ospf <TYPE> <METRIC>

no action set metric ospf

MapameTpbl
<TYPE> - tun atpubyta OSPF Metric, npuHumaeT 3HavyeHue type-1 u type-2.

<METRIC> — 3HaueHue atpnbyTta OSPF Metric, npuHumaet 3HaueHus [0..65535].

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set metric ospf type-1 10

action set metric rip
[aHHol KomaHaoM 3aaeTca 3HadeHune atpmbyTa RIP Metric, koTopoe 6yaeT ycTaHOBNEHO B MapLUpyTe.

icnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH/bl (N0) OTMEHSIET Ha3HaueHue.

CuHTakcuc
action set metric rip <METRIC>

no action set metric rip

MapameTpbl

<METRIC> - 3HaueHue atpnbyTa RIP Metric, npuHumaeT 3HaueHus [0..16].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-ROUTE-MAP-RULE

566



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
Mpumep

esr(config-route-map-rule)# action set metric rip 5

action set origin
[aHHoi KomaHaol 3aaeTcs 3HaveHne atpmoyta BGP Origin, koTopoe 6yaeT ycTaHOBNEHO B MapLUpyTe.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbl KOMaH bl (N0) OTMEHSIET Ha3HAYEHUE.

CuHTakcuc
action set origin <ORIGIN>

no action set origin

MapameTpbl
<ORIGIN> - 3Ha4eHune atpubyTa BGP Origin, npyHumMaeT cnegyrowme 3Ha4eHns:

* egp — MapLLUpyT BblydeH no npotokony Exterior Gateway Protocol (EGP);
* igp — MapLUpyT NO/IyYeH BHYTPU UCXOAHON aBTOHOMHOI CUCTEMBI
* incomplete — MmapLpyT Bbly4yeH Apyrum 06pasom.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set origin igp

action set tag ospf
[laHHoi komaHaol 3agaeTcs 3HadeHne atpnbyta OSPF Tag, koTopoe GyAeT ycTaHOB/IEHO B MapLUpyTe.

Vicnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH bl (N0) OTMEHSIET Ha3HAYEHUe.

CuHTakcuc
action set tag ospf <TAG>

no action set tag ospf

MapameTpbl

<TAG> - 3HaueHue aTpubyta OSPF Tag, npuHumaet 3HadeHns [0..4294967295].
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set tag ospf 20

action set tag rip
[aHHol KomaHao 3aaeTca 3HadyeHune atpmbyTa RIP Tag, koTopoe 6yaeT ycTaHOBNEHO B MapLUpyTe.

icnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH/bl (N0) OTMEHSIET Ha3HauYeHue.

CuHTakcuc
action set tag rip <RIP>

no action set tag rip

MapameTpbl

<RIP> - 3HaueHue aTpubyTa RIP Tag, npuHumaeT 3HaueHus [0..65535].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set tag rip 20

action set weight bgp
[aHHoi KomaHaoW 3aaeTcs 3HavyeHne atpubyta BGP weight, koTopoe 6yaeT ycTaHOBMEHO B MapLLpyTe.

Mcnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (N0) OTMEHSIET HAa3HAYEHNe.
CuHTaKkcuc

action set weight bgp <WEIGHT>

no action set weight bgp
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MapameTpbl
<WEIGHT> - 3HaueHue aTpubyta BGP weight, npuHumaeT 3HaueHus [0..65535].

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# action set weight bgp 200

description
[laHHas KomaH4a Ucnonb3yeTcs A1 U3MEHEHUS] ONMCaHMS KOHGIUTYPUPYEMOTO NpaBu/ia MapLLpYTHOW KapTbl.

Vicnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT ycTaHOB/IEHHOE OMNCaHUe.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> - onucaHue npasuia MapLupyTHOW KapTbl, 3a4aETCS CTPOKOWN A0 255 cCMMBO/OB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# description "Drop Local NETs"

ip local policy route-map

[laHHO KOMaH/10Vi Ha3HayaeTcs NOIMTMKA MapLLPYTU3aLMM Ha OCHOBE cnnckoB gocTyna (ACL). JaHHast
Mo/IMTUKA MapLUpPyTH3aLmmn paboTaeT A/1si NakeToB, KOTOpble FrEHEPUPYET caM MapLLpyTU3aTop.

icnonb3oBaHue oTpuuaTesibHoi (DOPMbl KOMaH bl (N0) yAanseT NofMTUKY MapLipyTU3aLmi.
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CuHTakcuc
ip local policy [vrf <VRF>] route-map <NAME>
no local 1ip policy [vrf <VRF>] route-map

MapameTpbl

<VRF> — nms ak3emnnsipa VRF, 3agaétca cTpokoii go 31 cumBona. Mpu ykasaHun aHHOro napameTtpa
noNnTUKa MmapLipyTtusaumm dyaet paboTatb TONbKO B onpegeneHHom VRF;

<NAME> — umsi CKOHOMIypMpOBaHHOM NONNTUKM MapLUpyTU3aLuuK, 3agaéTtca cTpokoi Ao 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# ip local policy route-map drop-local-net

ip policy route-map

[laHHOI KOMaHAoV Ha MHTepdIelic Ha3HaYaeTCcs NOMITMKA MapLUPYTU3aLU HA OCHOBE CMICKOB A0CTyna
(ACL). AaHHasn nonuTnKa MapLUpyTM3aummn paboTaeT A/1s NakeToB, NPUX0oASALMX Yepe3 UHTepdeiic, Ha
KOTOPOM OHa Ha3HaueHa.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yAanseT NOANTUKY MapLUpyTU3aLMN.

CuHTakcuc
ip policy route-map <NAME>

no 1ip policy route-map

MapameTpbl

<NAME> — uMsi CKOHOMIypMpOBaHHOM NONNTUKN MapLUpyTU3auuu, 3agaéTtca cTpokoi Ao 31 cumsona.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
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CONFIG-BRIDGE
CONFIG-CELLULAR-MODEM
CONFIG-IP4IP4
CONFIG-GRE

CONFIG-VTI

Mpumep

esr(config-subif)# ip policy route-map drop-local-net in

match as-path

[aHHoI1 KomaHAoW ycTaHaBNMBaeTcs 3HavyeHne atpubyta BGP AS-Path B MmapLupyTe, 415 KOTOPOro A0/MKHO

cpabartbiBaTh NpPaBusIo.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) OTMEHSIET Ha3HAYEHUE.

CuHTakcuc
match as-path [ begin | end | contain ] <AS-PATH>

no match as-path

MapameTpbl

<AS-PATH> — crnmMcok HoMepoB aBTOHOMHbIX cUcTeM, 3agaéTcs B Buae AS,AS,AS, rae kaxnasa yacTb
NPUHUMAET 3HaueHus [1..4294967295]. MoxHO ykas3aTb A0 10 HOMEPOB aBTOHOMHbBIX CUCTEM.

OnuuoHasbHblE NapaMeTpbl, C MOMOLLbI0 KOTOPbIX 3aaéTCs YacTMYHOe COOTBETCTBUE aTpmbyTa:

* begin — 3HayeHune aTpubyTa HAUYMHAETCA C YKa3aHHOrO CMMcka HOMEPOB aBTOHOMHbIX CUCTEM;

+ end — 3Ha4YeHne aTpnbyTa OKaHUYMBAETCH Ha YKa3aHHbIi CMIMCOK HOMEPOB aBTOHOMHbIX CUCTEM;
* contain — 3Ha4YeHne atpnbyTa COAEPXUT yKa3aHHbI/ CMMCOK HOMEPOB aBTOHOMHbIX CUCTEM;

+ empty — 3HauYeHve aTpnbyTta nycTo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match as-path begin 100,200,300

match community

[laHHO KOMaHoVi ycTaHaB/IMBAETCS 3HaueHne aTpnbyta BGP Community B MapLupyTe, 4715 KOTOPOro AO/MKHO

cpabartbiBaTh NpaBusIo.

Vicnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH bl (N0) OTMEHSIET Ha3HAYeHMe.
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CuHTakcuc
match community <COMMUNITY-LIST>

no match community

MapameTpbl

<COMMUNITY-LIST> - cnucok community, 3agaétcsa B Buge AS:N,AS:AS, rae AS yacTb NpvHMMaeT 3HauYeHNs
[0..65535], N uacTb npuHMmaeT 3HadeHus [0..65535]. MoxHO yka3aTb A0 64 community.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match community 100:1,200:3,300:65000

match extcommunity

[laHHOI KomMaHAol ycTaHaBNMBAETCS 3HaYeHne aTpubyta BGP ExtCommunity B MapLupyTe, 4151 KOTOPOro
[I0/XHO cpabaTbiBaTb NPaBUsIO.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)OTMeHHeTHa3HaHeHMe

CuHTakcuc
match extcommunity <EXTCOMMUNITY-LIST>

no match extcommunity

MapameTpbl
<EXTCOMMUNITY-LIST> — cnncok extcommunity, 3agaétca B Buge KIND:AS:N, KIND:AS:N, KIND:AS:N, rae:

+ KIND - Tin extcommunity, npuHumaeTt 3HaueHus rt (Route Target) nnm ro (Route Origin);

+ AS - HOMep aBTOHOMHOV CUCTEMbI, NPUHUMAET 3HaUYeHus [1..4294967295];

* N - Homep extcommunity, onpeaensioLLMiA NONNTUKY MapLIpyTM3aummn Tpadurka, NPUHUMAET 3Ha4YeHUs
[1..65535].

MoXxHO yKasaTb A0 64 extcommunity.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-ROUTE-MAP-RULE
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Mpumep

esr(config-route-map-rule)# match extcommunity ro:435:6

match ip access-group
[JaHHoii KomaH ol ycTaHaenmBaeTcst ACL-rpynna, st KOTOpoli IO/XHO cpabaTbiBaTb NpaBusio.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbl KOMaH bl (N0) OTMEHSIET Ha3HAYEHUE.

CuHTakcuc
match ip access-group <NAME>

no match ip access-group

MapameTpbl

<NAME> — nms cnmncka KOHTpPons A0oCTyna, 3afaétcsa CTpokon go 31 cumeona.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match ip access-group ACCESS

match ip address
[laHHOI KoMaHAol ycTaHaBNMBAETCA aJpeca MapLUpyTOB, A/151 KOTOPbIX AO/DKHO cpabaTbiBaTb NPaBusIo.

Vicnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH bl (N0) OTMEHSIET Ha3HAYEHUe.

CuHTakcuc
match ip address <ADDR/LEN> [ { eq <LEN> | le <LEN> | ge <LEN> [ le <LEN> ] }

no match 1ip address prefix

MapameTpbl

<ADDR> - IP-agpec, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxaaa yacTb npuHUMaeT 3HaueHus [0..255];
<LEN> - gavHa npedmkca, npuHUMaeT 3HaveHus [1..32];

eq — Npv ykasaHnn KoMaHzbl g/iMHa npediukca go/HKHa COOTBETCTBOBATh YKa3aHHOM;

le — npun ykazaHnm KOMaHAapbl AnvHa npedmkca Ao/mkHa ObiTb MEHbLLE IGO0 COOTBETCTBOBATL YKa3aHHOW;

ge — npu ykaszaHum KoMaHpl ANvHa npedgukca gomkHa 6biTb 60MbLLe MO0 COOTBETCTBOBATL YKA3aHHOIA.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match ip address 192.168.0.0/32 ge 16

match ip address object-group

[aHHol KomaHaoW ycTaHaBnueaeTcs npoub IP-agpecos, cogepxalymini 3Ha4eHns NoaceTen Ha3HavyeHus B
MapLupyTe, 415 KOTOPbIX AO/MKHO cpabaTbiBaTb NpaBuso.

icnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) OTMEHSIET Ha3HaueHue.

CuHTakcuc

match ip address object-group <OBJ-GROUP- NETWORK -NAME> [ { eq <LEN> | le <LEN> | ge
<LEN> [ 1le <LEN> ]

no match ip address object-group

MapameTpbl

<OBJ-GROUP-NETWORK-NAME> — nms npocpuns IP-agpecos, KOTOPbIA AO/MKEH coaepxaTtb npedukcbl
nojceTel HazHavyeHus, 3a4aéTca CTPokon Ao 31 cumBoNa;

eq — npun ykasaHnn komMmaHabl A/iMHa npeq:)vlkca AO0/DKHa COOTBETCTBOBATb yKaSaHHOVI;
le - Nnpun ykasaHn KoMmaHabl A1MHa npquMKca AO/HKHa ObITb MEHbLLIE TMGO COOTBETCTBOBATb yKa3aHHOI7I;

ge — Npu yKasaHuv KoMaHabl AsivHa npedrkca AomkHa 6biTb 60/blue NM60 COOTBETCTBOBATL YKAa3aHHON.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match ip address object-group local_nets

match ip next-hop

[aHHoi KomaHaol ycTaHaBAMBaeTcs npounb IP-agpecos, coaepxalunin 3HaveHns Next-Hop B Tabnuue
mapLupytusaumm (show ip route) MapLupyTmM3aTopa, 4718 KOTOPbIX A0/HKHO cpabaTbiBaTk NPaBUo.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (N0) OTMEHSIET HAa3HAYEHNe.
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CuHTakcuc
match ip next-hop object-group <OBJ-GROUP-NETWORK-NAME>

no match 1ip next-hop

MapameTpbl

<0OBJ-GROUP-NETWORK-NAME> — nms npodpuns [P-aapecos, KOTOPbIA AO/MKEH COAEPXaTb Anana3oHsbl
IP-agpecos w308, 3aaaéTcs CTpokon Ao 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match ip next-hop object-group block_nexthop

match ip route-source

KomaHgown yctaHaBnusaetcs npodunb IP-agpecos. MNpodnnb cogepxuT IP-agpeca mapLupytusaropa,
aHoHCcKpoBaBLLEro MapLpyT. Vicnonbsyetca ansa ounsrpaumm no IP-agpecy CTOYHMKA NPy aHOHCUPOBaHUK
MapLLPYTHON nHdopmMayun.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)OTMeHHeTHa3HaHeHMe

CuHTakcuc
match 1ip route-source object-group <OBJ-GROUP-NETWORK-NAME>

no match 1ip route-source

MapameTpbl

<0OBJ-GROUP-NETWORK-NAME> — nms npodpuns IP-agpecos, KOTOPbIA AO/MKEH cOoAepXaTb Anana3oHsbl
IP-agpecoB NCTOYHMKA MapLUpyTHOM MHopMaumu, 3agaétcsa cTpokoin Ao 31 cumeona.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match ip route-source object-group source_routers
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match ipv6 address
[aHHoin KomaHAoW ycTaHaBnnBaeTcs agpeca IPv6-mapLupyToB, 415 KOTOPbIX A0/DKHO cpabaTbiBaTb NpaBuso.

Mcnonb3oBaHue oTpulaTenbHol opmbl kKoMaHbl (N0) OTMEHSET Ha3HAYEHMeE.

CuHTakcuc
match ipv6 address <IPV6-ADDR/LEN> [ { eq <LEN> | le <LEN> | ge <LEN> [ le <LEN> ] }

no match 1ipv6 address prefix

MapameTpbl

<IPV6-ADDR> - IPvb-agpec, 3agaétcs B Buge X:X:X:X::X, rae kaxaas yactb NpuHMMaeT 3Ha4eHns B
wecTHaguarepuyHom cdopmare [0..FFFF];

<LEN> - pnvHa npedmkca, NpuHUMaEeT 3HaueHus [1..128];
eq — Npu ykasaHun KoMaHpl A/iMHa npedukca Ao/mKHa COOTBETCTBOBATbL YKa3aHHOW;
le — npun ykazaHnm KOMaHapbl AnvHa npedukca Ao/mkHa ObiTb MEHbLLE IGO0 COOTBETCTBOBATL YKa3aHHOW;

ge — Npu yKasaHuy KOMaH/bl A/ iMHa npedirkca Ao/xHa 6bITb 60/1bLUe TM60 COOTBETCTBOBATL YKa3aHHOIA.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match ipv6 address FF02:0:0:0:0:1:FF00::/104

match ipv6 address object-group

[aHHol KomaHaoW ycTaHaBnueaeTcs npoub IPv6-agpecos, cogepxallmini 3Ha4eHns NoAceTen Ha3HavyeHus B
MapLupyTe, 415 KOTOPbIX AO/MKHO cpabaTbiBaTb NpaBusio.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaH/bl (N0) OTMEHSIET Ha3HaueHue.

CuHTakcuc

match ipv6 address object-group <OBJ-GROUP- NETWORK -NAME> [ { eq <LEN> | le <LEN> | ge
<LEN> [ 1le <LEN> ]

no match 1ipv6 address object-group

MapameTpbl

<OBJ-GROUP-NETWORK-NAME> - ums npocpuns IPv6-agpecos, KOTOPbIV JO/MKEH coaepXaTb Npedinkehbl
nojceTel HazHavyeHus, 3a4aéTca CTPpokon Ao 31 cuMBoNa;

eq — npun ykasaHnn komMmaHabl A/iMHa npeq:)vlkca AO0/DKHa COOTBETCTBOBATb yKaSaHHOVI;

le - Nnpun ykasaHn KoMaHabl AMHa npquMKca AO/HKHa ObITb MEHbLLIE TMGO COOTBETCTBOBATb yKa3aHHOI7I;
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ge — Npu yKasaHuy KOMaHpbl A/iMHa npedivkca Ao/xHa 6bITb 60/1bLUe TM60 COOTBETCTBOBATL YKa3aHHOIA.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match ipv6 address object-group local_nets

match ipv6 next-hop

[aHHoln KomaHaoW ycTaHaBnueaetcs npounb IPve-agpecos, cogepxalymii 3HaueHns atpnbyta BGP Next-
Hop B MapLupyTe, 415 KOTOPbIX JAO/MKHO cpabaTbiBaTb NpaBuso.

icnonb3oBaHme oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) OTMEHSIET Ha3HaueHue.

CunHTtakcuc
match ipv6 next-hop object-group <OBJ-GROUP-NETWORK-NAME>

no match ipv6é next-hop

MapameTpbl

<OBJ-GROUP-NETWORK-NAME> — nms npocomns IPv6-agpecos, KOTOpbI O/MKEH COAepXaTb AnanasoHbl
IPv6-agpecoB LWA030B, 3a4aéTcs CTpokoit Ao 31 cumBona.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match ipv6 next-hop object-group block_nexthop

match ipv6 route-source

KomaHpown yctaHasnueaetcsi npodunb IPv6-aapecos. Mpodunnib coaepxnt IPvb-agpeca mapLupytmsaTopa,
aHoHcKpoBaBLero MapLupyT. Vicnonb3ayetca ans ounstpaumn no IPvé-agpecy NCToYHMKa npy aHoOHCUPOBaHUK
MapLUpyTHOI MHGopMaLnN.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (N0) OTMEHSIET HAa3HAYEHNe.
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CuHTakcuc
match 1ipv6 route-source object-group <OBJ-GROUP-NETWORK-NAME>

no match 1ipv6 route-source

MapameTpbl

<0OBJ-GROUP-NETWORK-NAME> — nms npocuns IPv6-aapecos, KOTOPbIA AOMKEH COAepXaTb Anana3oHbl
IPv6-agpecoB MCTOYHMKA MapLUPYTHOR MHd)opMaLmuy, 3agaéTtcs cTpokon Ao 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match ipv6 route-source object-group source_routers

match metric bgp

[aHHoin KomaHAoM ycTaHaBNnBaeTcs 3HavyeHne atpubyta BGP MED B mapLupyTe, 415 KOTOPOro A0/HKHO
cpabarbiBaTb Npasuso.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)OTMeHHeTHa3HaHeHMe

CuHTakcuc
match metric bgp <METRIC>

no match metric bgp

MapameTpbl
<METRIC> - 3HaueHue atpubyTta BGP MED, npuHumaet 3HadeHus [0..4294967295].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match metric bgp 10
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match metric ospf

[aHHoi KomaHaoW ycTaHaBNnBaeTcs 3HavyeHne atpubyta OSPF Metric B MmapLupyTe, /19 KOTOPOro A0/MKHO
cpabarbiBaTtb nNpasuso.

Mcnonb3oBaHue oTpuuaTenbHol hopmbl KoMaHbl (N0) OTMEHSET Ha3HAYEHMeE.

CunHTtakcuc
match metric ospf <TYPE> <METRIC>

no match metric ospf

MapameTpbl
<TYPE> - tun atpubyta OSPF Metric, npuHumaeT 3HaveHue type-1 u type-2.

<METRIC> — 3HaueHue atpnbyTta OSPF Metric, npuHumaet 3HaueHus [0..65535].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match metric ospf type-1 10

match metric rip

[aHHoI KomaHaoW ycTaHaBNnBaeTcs 3HavyeHne atpubyTa RIP Metric B mapLupyTe, 419 KOTOPOro A40/MHKHO
cpabartbiBaTb NpaBuso.

icnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaH/bl (N0) OTMEHSIET Ha3HaueHue.

CuHTakcuc
match metric rip <METRIC>

no match metric rip

MapameTpbl

<METRIC> - 3HaueHue atpubyTa RIP Metric, npuHuMaeT 3HaveHus [0..16].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-ROUTE-MAP-RULE
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Mpumep

esr(config-route-map-rule)# match metric rip 5

match tag ospf

[JlaHHOV KOMaH/1oVi ycTaHaB/MBaETCs 3HaueHne aTpubyta OSPF Tag B MaplupyTe, /11 KOTOPOro A0/MKHO
cpabartbiBaTh NPaBusIo.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) OTMEHSIET Ha3HAUYEHMe.

CuHTakcuc
match tag ospf <TAG>
no match tag ospf

MapameTpbl

<TAG> - 3HaueHue aTpubyta OSPF Tag, npuHumaet 3HadeHns [0..4294967295).

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match tag ospf 20

match tag rip

[JaHHoi KoMaHoli ycTaHaB/IMBaEeTCs 3HaueHne aTpubyTta RIP Tag B mapLupyTe, A5t KOTOPOTro A0/IKHO
cpabartbiBaTh NpaBusIo.

Vicnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH bl (N0) OTMEHSIET Ha3HAYEHMe.

CuHTakcuc
match set tag rip <RIP>

no match set tag rip

MapameTpbl

<RIP> - 3HaueHue aTpubyTa RIP Tag, npnHumaet 3HadeHus [0..65535].

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match tag rip 20

match weight bgp

[aHHoI KomaHAoW ycTaHaBNMBaeTCcs 3HavyeHne atpubyta BGP weight B mapLupyTe, 418 KOTOPOro A0/MKHO
cpabarbiBaTb Npasuso.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(pOprIKOMaHAH(nO)OTMeHHeTHa3HaHeHMe

CuHTakcuc
match weight bgp <WEIGHT>
no match weight bgp

MapameTpbl

<WEIGHT> - 3HaueHve aTpubyTta BGP weight, npuHumaet 3HadeHus [0..65535].

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-ROUTE-MAP-RULE

Mpumep

esr(config-route-map-rule)# match bgp weight 20

route-map

KoMaHoit fo6aensietcs ounbTpaums 1 MoaugUKaLma MapLLpyTOB BO BXOASLLMX MU UCXOAALLMX
Hanpas/feHUsIX.

Mcnonb3oBaHue oTpuuatenbHoli hopmMbl koMaHAbl (N0) OTKAYaET uAbLTPaLmo U MoaudUKaLMI0 MapLIPYTOB
B COOTBETCTBYHOLLEM HarnpaBieHUN.

CuHTtakcuc
route-map <NAME> <DIRECTION>

no route-map <DIRECTION>

MapameTpbl

<NAME> — nms ckoHUrypupoBaHHOM MapLUpyTHOW KapTbl, 3a4aéTcst CTpoKkoi Ao 31 cumBona;
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<DIRECTION> — HanpaBneHue:

* in = counbTpaumsa n MoaudMKaLyMs NosyYaemMbiX MapLIPYTOB;
* out — dmnbTpauua 1 MoanUKaLmMs aHOHCMPYEMbIX MapLLpPYTOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR-FAMILY
CONFIG-BGP-VRF-NEIGHBOR-FAMILY
CONFIG-OSPF

CONFIG-OSPFV3

CONFIG-ISIS

CONFIG-RIP

CONFIG-RIPND

Mpumep

esr(config-bgp-neighbor)# route-map drop-local-net in

route-map

[aHHOoI KOMaHAoM co3haeTca MapLupyTHas KapTa, KoTopas B fasibHeliwem 6yAeT Ucnosib3oBaTbcsa AN
hmnbTpaumn n MogmdrKaLMm aHOHCMPYEMbIX U NoNy4YaeMbix |P-MapLupyToB, 1 OCyLLLEeCTBASETCA NePeXos, B
PEeXrM HacTpOlK1 NapaMeTpoB MapLLPYTHON KapTbl.

Vicnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHZbl (N0) yAanseT MapLpyTHYHO KapTy.

CuHTakcuc
[no] route-map <NAME>

MapameTpbl

<NAME> — nms KoHUrypmpyemor MapLUpyTHOI KapTbl, 3a4aéTcsa cTpokoii ao 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG
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Mpumep

esr(config)# route-map drop-local-net
esr(config-route-map)#

rule

[laHHOi KOMaH/10¥i co3aaeTcsa NpaBu/I0 MapLLPYTHOV KapTbl C onpeAenEéHHbIM HOMEPOM U OCYLLIECTB/ISETCS
Nepexo[], B PEXUM HacTPOIiK1 NapameTpoB npasuna. Mpasuna o6pabaTtbiBalOTCs YCTPOINCTBOM B NMOPsiiKe
BO3pacTaHus HOMEPOB NpaBW.

icnonb3oBaHue oTpuLaTeNbHO (DOpPMbl KOMaH bl (N0) yaanseT NnpaBuio No HoOMepy M60 Bce npasusa.

CuHTakcuc

[no] rule <ORDER>

MapameTpbl

<ORDER> - HoMep npaBuna, npuHMmaeT 3HadeHus [1 .. 10000].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-ROUTE-MAP

Mpumep

esr(config-route-map)# rule 2
esr(config-route-map-rule)#

show ip route-map

[JaHHasi KomaHga UCMosb3yeTcs A1 NPOCMOTPAa MapLUPYTHbIX KapT.

CuHTakcuc
show ip route-map <NAME> [ <ORDER> ]

MapameTpbl
<NAME> — umsi MapLLpyTHOI KapTbl, 3a4aéTcs CTPOKoi Ao 31 cMMBOna;

<ORDER> — HOMep npaBuna, npuHumaet 3HadeHus [1..10000]. Mpu ykazaHun HoMepa npasuna byaet
nokasaHa nHgopmaumst ToNIbKo No AaHHOMY npaBuy.

Heo6xoaumblii ypoBeHb NpuBUIernii
1
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KomaHaHbIi pexum
ROOT

Mpumep

esr# show ip route-map drop-local-net

Order: 2

Description: Drop route to private nets

Matching pattern:
Access group -
AS path -=
Community -=
Extcommunity -=
BGP metric (MED): -
Address (object-group): local_net
Next hop (object-group): -=
Route source (object-group): -=
RIP metric -
RIP tag -
OSPF metric type -=
OSPF metric -
OSPF tag -=

Actions:
Decision: Deny
Route next hop address: -=
Route IPv6 next hop address: -=
Route next hop: -=
AS path (prepand): -
Commun-ity: -=
Extcommunity: -=
Local preference: -
BGP next hop address: -=
BGP IPv6 next hop address: -=
BGP metric (MED): -
Origin: -
RIP metric -
RIP tag -
OSPF metric type -=
OSPF metric -
OSPF tag -=
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HacTtpolika cBA30K K/toueit

+ accept-lifetime
+ key

+ key-chain

+ key-string

+ send-lifetime

accept-lifetime

[laHHas KomaH4a onpeaensiet nepuog BpEMeHHU, B TeUeHe KOTOPOro AaHHbI KoY MOXET MCMo/b30BaThCs
AN ayTeHTUGIMKALMN NPUHATBLIX NaKEeTOB.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTakcuc
accept-lifetime <TIME_B> <DAY_B> <MONTH_B> <YEAR_B> <TIME_E> <DAY_E> <MONTH_E> <YEAR_E>

no accept-lifetime

MapameTpbl
<TIME_B> — ycTaHaB/MBaeMoe BpeMs Havyaia Ucnosib3oBaHusa Ko, 3agaétca B suae HH:MM:SS, rae:

+ HH - vachl, npuHumaeT 3HaueHue [0..23];
* MM = MUHYTBI, NpUHMMAaET 3HaueHue [0 .. 59];
+ SS - cekyHAbl, NpuHMMaeT 3HadeHue [0 .. 59].

<DAY_B> - feHb MecsiLa Hauyana MCcrnosib30BaHUs K/oua, NpuHUMAaeT 3HadeHns [1..31];
<MONTH_B> — mecsu, Hayana 1crnosib30BaHns KN4a, NPUHUMAaET 3HAYEHUA:

+ January;

+ February;
« March;
 April;

* May;

« June;

« July;

+ August;

+ September;
« October;

« November;
« December.

<YEAR_B> - rof Hauana ucnosib30BaHus Knoua, NpuHMmaeT 3HadeHus [2001..2037].
<TIME_E> - ycTaHaBnnBaemoe BpemMs OKOHYaHUA UCMOo/ib30BaHWA Ko, 3adaétca B suae HH:MM:SS, rae:

+ HH - vachl, npuHumaeT 3HaueHue [0..23];
* MM = MUHYTBI, NpuHMMAaET 3HadeHue [0 .. 59];
+ SS - cekyHAbl, NpuHMMaeT 3HadeHue [0 .. 59].

<DAY_E> — neHb Mecsilia OKOHYaHWS UCMO/b30BaHNA K/oua, NpUHUMAaeT 3HadeHns [1..31];
<MONTH_E> — mecsu, oKOHYaH/s NCNOMb30BaHUA K0Ya, MPUHNUMAET 3HAYEeHUS:

+ January;
+ February;
« March;
 April;

585



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

* May;

« June;

« July;

* August;

+ September;

« October;

* November;

+ December.

<YEAR_E> — rofj OKOHYaHMS1 UCMO/Ib30BaHNA Ktoua, NpUHMMaeT 3HadeHus [2001..2037].

3Ha4yeHune no ymonyaHuio

Kntou aelicTBUTENEH NOCTOSIHHO.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
CONFIG-KEYCHAIN-KEY

Mpumep

esr(config-keychain-key)# accept-lifetime 16:35:00 10 May 2015 16:35:00 10 June 2021

key

[ aHHoi KoMaH 10V A06GaBNSIETCA K/OY B CBA3KY K/HOUE 1 OCYLLECTBSETCA NEPEXo/, B PEXMM HACTPOVKM
napameTpoB K/oua.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT yKasaHHbI K/ou.

CuHTakcuc

[no] key <ID>

MapameTpbl

<ID> - naeHTMduKaTop KU, 3aaaetcs B gnanasoHe [0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-KEYCHAIN

Mpumep

esr(config-keychain)# key 25
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key-chain

KomaHnzoi fobaBnsieTca cBA3Ka Kodeli B CUCTEMY M OCYLLECTBISETCA NePEXos, B PEXUM HaCTPOWKU
napameTpoB CBA3KM KNHOYEA.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) YAANSET yKa3aHHbIA CMUCOK.

CuHTakcuc
[no] key-chain <KEYCHAIN>

MapameTpbl

<KEYCHAIN> — ngeHtndmkarop cnucka kntouein, ctpoka go 16 ASCIll-cumsonos.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# key-chain lock

key-string
[laHHOI KomMaHaol ycTaHaBNMBAETCA Naposb A1 ayTeHTUdmMKaLM.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaH/bl (N0) yaasisieT naporib.

CuHTakcuc
key-string ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no key-string

MapameTpbl

<CLEAR-TEXT> — napornb, 3aaaétcsi CTpokoi oT 8 o 16 cMMBONOB;
<ENCRYPTED-TEXT> — 3awudpoBaHHbIii naposib pasmepom ot 8 6aiT Ao 16 6aiit (ot 16 Ao 32 cMMBO/OB)
WwecTHaguatepuyHom cpopmate (0xYYYY...) unm (YYYY..).

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
CONFIG-KEYCHAIN-KEY

B

587



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
Mpumep

esr(config-keychain-key)# key-string ascii-text 123456789
esr(config-keychain-key)# key-string ascii-text encrypted CDE65039E5591FA3F1

send-lifetime

[JaHHas KomaHga onpeaensieT Nepuoj BpeMeHu, B TeYEHNE KOTOPOro AaHHbI KoY MOXET UCMNO0/b30BaThCsl
ANt ayTeHTUMKaLMKU NPU OTNPABKE NakeToB.

Vicnonb3oBaHue oTpuLaTeNbHo (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
send-1lifetime <TIME_B> <DAY_B> <MONTH_B> <YEAR_B> <TIME_E> <DAY_E> <MONTH_E> <YEAR_E>

no send-lifetime

MapameTpbl
<TIME_B> - ycTaHaB/iMBaeMoe BpeMs Hayana Ucrnosib3oBaHusa Krtoua, 3afaétca B suae HH:MM:SS, rae:

+ HH - vachl, npuHumaeTt 3HaueHue [0..23];
* MM = MUHYTBI, NpuHMMAaET 3HadeHue [0 .. 59];
+ SS - cekyHAbl, npuHMMaeT 3HadeHue [0 .. 59].

<DAY_B> - feHb MecsiLa Hayana MCcrnosib30BaHUs K/oua, NpuHUMaeT 3HadeHns [1..31];

<MONTH_B> — mecsil, Hayana 1Ucrnonb30BaHus Koua, NpuHUMaeT 3HaueHus [January/February/March/April/
May/June/July/August/September/October/November/
December];

<YEAR_B> - rof, HaYana 1ucnosib30BaHus Koua, NpuHMmaeT 3HadeHns [2001..2037];
<TIME_E> - ycTaHaBnnBaemoe BpemMs OKOHYaHUA UCMOoJib30BaHMA Kitova, 3a8aétca B suae HH:MM:SS, rae:

+ HH - vachl, npuHumaeTt 3HaueHue [0..23];
* MM = MUHYTBI, NpuHMMaET 3HadeHue [0 .. 59];
+ SS - cekyHApbl, npuHMMmaeT 3HadeHue [0 .. 59].

<DAY_E> — neHb Mecsilia OKOHYaHMS UCMO/b30BaHNA K/oua, NpMHUMAaeT 3HadeHns [1..31];

<MONTH_E> - mecsiL, OKOHUYaHVs1 UCNO/Ib30BaHUS K/THoua, NpUHMMaeT 3HadeHus [January/February/March/
April/May/June/July/August/September/October/November/December];

<YEAR_E> - rof, OKOHYaHMs1 UCMO/Ib30BaHMsA Ktoua, NpUHMMaeT 3HadeHus [2001..2037].

3HayeHue No ymosiMaHuio

Kntou ,ﬂ,eVICTBVITeI'IeH MOCTOAHHO.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-KEYCHAIN-KEY
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Mpumep

esr(config-keychain-key)# send-lifetime 16:35:00 15 May 2014 16:35:00 21 June 2018
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HacTtpoiika npotokona BFD

+ bfd-enable

+ clear bfd

* ip bfd idle-tx-interval

+ ip bfd log-adjacency-changes
* ip bfd min-rx-interval

* ip bfd min-tx-interval

* ip bfd multiplier

* ip bfd neighbor

* ip bfd passive

* ip ospf bfd-enable

* ipv6 bfd log-adjacency-changes
* ipv6 bfd neighbor

* ipv6 ospf bfd-enable

+ show ip bfd

+ show bfd neighbors

bfd-enable
[JaHHoi komaHaol BktodaeTcst BFD-npotokon Ha KoHdurypupyemom BGP-cocepe.

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (No) oTkAoyaeT BFD-npoTokon.

CuHTaKkcuc
[no] bfd-enable

MapameTpbl

KomaHga He coaepXvT napamMeTpoB.

3HayeHue No ymosiMaHuio

lMpoLecc BbIK/HOUEH.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR

Mpumep

esr(config-bgp-neighbor)# bfd-enable
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clear bfd

[aHHaa komaHga nepesanyckaet npouecc BFD. B pesysibtare BbINOMHEHMA KOMaHbl BCE YCTaHOB/IEHHbIE
BFD-ceccun (IPv4/IPv6 B GRT/VRF) 6yayT cOpOLUEHBI.

CuHTakcuc
clear bfd

MapameTpbl

He cogepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# clear bfd
2022-01-04T21:00:19+00:00 %BFD-W-NEIG: Session to 192.168.39.230 Down

ip bfd idle-tx-interval

[aHHoI KomaHaoM 3aaéTca NHTepBaUl, N0 UCTEYEHMM KOTOPOro nponcxoguT otnpaska BFD-coobueHus
cocefly. [laHHbI napameTp CAYXUT /19 YMEHbLUEHUS YiCa reHepupyemblx COOBLLEHWI 415 TEX ClyYaes,
korga BFD-cocef He[oCcTyneH UM Ha HeMm Bbik/oYeH npotokos BFD.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CunHTtakcuc
ip bfd didle-tx-interval <TIMEOUT>
no ip bfd idle-tx-interval

MapameTpbl

<TIMEOUT> — uHTepBa, No uCTe4eHn KOTOPOro NPoncxoauT otrnpaska BFD-nakeTa, npuHMMaeT 3HaYeHve B
MUWI/IMCEKYHAAX B AnanasoHe:

+ [200..65535] pnst ESR-1000/1500/1511/3200;
+ [300..65535] pnst ESR-20/21/30/100/200.

3HauyeHue No ymosi4aHuio

1 cekyHaa

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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CONFIG

CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP4IP4

Mpumep

esr(config)# ip bfd idle-tx-interval 4000

ip bfd log-adjacency-changes

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[laHHOI KOMaHAoV BKHOUYAETCSA NIOrMpoBaHne n3MeHeHuii coctosiHus BFD-npoTokona.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHZbl (NO) OTK/IOYAET JIOTMPOBaHNE U3MEHEHWi cocTosiHust BFD-

npoTokona.
CuHTakcuc
ip bfd log-adjacency-changes

no ip bfd log-adjacency-changes

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep

esr(config)# ip bfd log-adjacency-changes
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ip bfd min-rx-interval

[aHHoln KomaHAoM 3a4aéTCA MUHUMaSIbHBIA UHTEPBaU1, N0 NCTEYEHMM KOTOPOrO cocep, AO/MKEH CreHepupoBaTh
BFD-coobueHune. [JaHHbIA napaMeTp aHOHCUpPYeTCa coceny.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CunHTtakcuc
ip bfd min-rx-interval <TIMEOUT>

no ip bfd min-rx-interval

MapameTpbl

<TIMEOUT> — nHTepBaJ, No UCTeYEHNM KOTOPOro A0/HKHA NPONCX0AnTL oTnpaska BFD-coobLeHnsa cocenom,
NPYHUMAaET 3Ha4YeHne B MUININCEKYHAAX B AuanasoHe:

+ [200..65535] pns ESR-1000/1500/1511/3200;
+ [300..65535] pns ESR-20/21/30/100/200.

3Ha4yeHue no ymonyaHuio

+ 200 munnncekyHg Ha ESR-1000/1500/1511/3200;
+ 300 munnncekyHg Ha ESR-20/21/30/100/200.

HeobOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG

CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP4IP4

Mpumep

esr(config)# ip bfd min-rx-interval 1000

ip bfd min-tx-interval

[aHHol KomaHAoM 3a4aéTC MUHUMaSIbHbIN UHTEPBaJ], N0 NCTEYEHNM KOTOPOro NPOUCXOAMT oTnpaBka BFD-
coobuieHns coceny. [laHHbIN NnapameTp NCNONb3yeTcs TONbKO koraa BFD-ceccusi akTMBHA, B UHBLIX CyYasx
ncnonbayetcs ip bfd idle-tx-interval.
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icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
ip bfd min-tx-interval <TIMEOUT>

no ip bfd min-tx-interval

MapameTpbl

<TIMEOUT> — nHTepBasn, No NCTEYEHMM KOTOPOrO A0/HKHA NPONCXoanTh oTnpaska BFD-coobuieHns coceny,
NPYHMMaET 3Ha4YeHne B MUIIMCEKYHAAX B Auanas3oHe:

+ [200..65535] pns ESR-1000/1500/1511/3200;
+ [300..65535] pns ESR-20/21/30/100/200.

3HauyeHue No yMmo4aHuio

« 200 munnncekyHa Ha ESR-1000/1500/1511/3200;
+ 300 munnncekyHa Ha ESR-20/21/30/100/200.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG

CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP4IP4

Mpumep

esr(config)# ip bfd min-tx-interval 1000

ip bfd multiplier

[JlaHHOli KOMaHAOoM 3a4aéTCsA UMCNO0 NPONYLLEHHbIX NAKETOB, NOC/e AOCTMKEHNs koToporo BFD-cocep,
cuMTaeTcs HeOCTYNHbIM. Bpems 06HapyXeHUst HeAOCTYMHOCTU B K&XKA0M U3 HanpaB/ieHNii paccUnTbIBAETCS
13 AAHHOTO YNC/Ia YMHOXEHHOTO Ha tX/rx nHTepBa.

icnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTakcuc
ip bfd multiplier <COUNT>

no ip multiplier

MapameTpbl

<COUNT> — ymcno nponyLweHHbIX NakeToB, Noc/ne A0CTMXKEHMS KOTOPOro cocep, CHMTaeTCsl HeAOCTYMHbIM,
NPUHUMAET 3HaueHne B agnanasoHe [1..100].

3HauyeHue No ymosiyaHuio
S)

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP4IP4

Mpumep

esr(config)# ip bfd multiplier 10

ip bfd neighbor

[aHHoin KomaHaoM 3anyckaetcs pabota mexaHmama BFD ¢ onpegenerHbim IP-agpecom. PaboTta Takoro
MexaHu3ma Heobxoguma ANns yaaneHus ctaTmyecknx MapLupyToB U3 Tabvubl MapLupyTusauymm npu
HepocTynHocTu next-hop (kntou bfd komaHabl ip route. cm. pasgen ip route)

icnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (N0) OcTaHaBMBAET paboTa mexaHuama BFD ¢
onpeneneHHoim IP-agpecom.

CuHTakcuc

ip bfd neighbor <ADDR> [ { interface <IF> | tunnel <TUN> } ] [ local-address <ADDR>
[ multihop ] ] [ vrf <VRF> ]

no ip bfd neighbor <ADDR> [vrf <VRF>]
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MapameTpbl

<ADDR> - IP-agpec wnto3a, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpas yacTb NpUHMMAaET 3Ha4YeHUs
[0..255];

<IF> = nHTepdeiic unu rpynnesl nHTEpdencos, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsaok
MMEeHOBaHWs UHTephencos MapLLpyTu3aTopa;

<TUN> - umsi TyHHens, 3a4aéTcs B B, ONMCaHHOM B pasgaesnie Turbl 1 Nopsifiok UMeHOBaHUsS TYHHeen
MapLLpyTM3aTopa;

<VRF> - nms ak3emnnspa VRF, 3agaetca cTpokoii 4o 31 cumBona;
multihop — kntou gna yctaHoBkn TTL=255, pnsa paboTtbl MmexaHn3ma BFD yepes mapLipyTu3npyemMyto ceTb.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZAHbIi pexum
CONFIG

Mpumep

esr(config)# ip bfd neighbor 192.168.0.2

ip bfd passive

[aHHoin komaHaol BFD-ceccust nepeBoaMTCsl B NacCUBHbIA pexunMm, To ecTb BFD-coo6LeHns He 6yayT
OTNPaBAATLCA A0 TeX Nop, noka He ByayT nonyyeHbl coobueHns ot BFD-cocepa.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] 1ip bfd passive

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue nNo ymosiMaHuio

AKTUBHbIN PEXUM.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE
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CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP4IP4

Mpumep

esr(config)# ip bfd passive

ip ospf bfd-enable

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[aHHoi KomaHaol Ha nHTepdieice BktovaeTcs npoTokon BFD ansa npotokona OSPF.

Vicnonb3oBaHue oTpuLaTeNbHo hopMbl KOMaH bl (N0), Ha MHTepdieiice oTkNYaeTcst npoTtokon BFD ana

npotokona OSPF.

CuHTakcuc

[no] 1ip ospf bfd-enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

Mpotokon BFD ans npotokona OSPF oTk/io4eH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-SERIAL
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-E1
CONFIG-MULTILINK
CONFIG-LOOPBACK
CONFIG-GRE
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CONFIG-IP4IP4
CONFIG-LT

Mpumep

esr(config-if-gi)# ip ospf bfd-enable

ipv6 bfd log-adjacency-changes
[aHHo KomMaHAOol BKKOYAETCS 10rMpoBaHme n3MeHeHuii coctosiHus IPvé BFD-npoTtokona.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) OTK/IOYAET /IOrMPOBaHME N3MEHEHW cocTosiHus IPv6
BFD-npotokona.

CuHTakcuc
ipve bfd log-adjacency-changes
no ipv6e bfd log-adjacency-changes

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

JlornpoBaHue BbIK/IHOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# ipve bfd log-adjacency-changes

ipv6 bfd neighbor

[aHHoin KomaHaoM 3anyckaeTcs pabota mexaHuama BFD ¢ onpegenerHbim IPv6-agpecom. PaboTta Takoro
MexaHn3Ma Heobxoauma A1 yaaneHns bgp-mapLupytos 13 Tabnvubl MapLUpyTM3auumn npym He4OCTYNHOCTH
next-hop.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (N0) OCTaHaBMBaET paboTa mexaHuama BFD c
onpeneneHHoim IPv6-agpecom.

CuHTakcuc

ipv6e bfd neighbor <IPV6-ADDR> [ interface <IF> ] [ local-address <IPV6-ADDR>
[ multihop ] ] [ vrf <VRF> ]
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no ipvée bfd neighbor <IPV6-ADDR> [ vrf <VRF> ]

MapameTpbl

<IPV6-ADDR> IPv6-afpec knneHTa, 3agaétca B suge X:X:X:X::X, rae kaxaas 4yactb NPUHMMAaET 3HaYEHUS B
wecTHaguatepuyHom chopmarte [0..FFFF];

<IF> = nHTepdeiic unu rpynnesl nHTEpdencos, 3aaéTcs B BUAe, ONMCAHHOM B pasgene Turbl 1 Nopsfok
MMEeHOBaHWs UHTephencos MapLLpyTu3aTopa;

<VRF> - nms ak3emnnspa VRF, 3agaetca cTpokoii 4o 31 cumBona;
multihop — kntou gna yctaHoBkn TTL=255, pnsa paboTtbl MmexaHn3ma BFD yepes mapLipyTu3npyemMyto ceTb.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep

esr(config)# ipv6 bfd neighbor FF02:0:0:0:0:1:FF00::/104

ipv6 ospf bfd-enable
[aHHoi KomaHaol Ha nHTepdieice BktovaeTcs npoTokon BFD ana npotokona OSPFv3.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0), Ha MHTepdpelice oTKNoYaeTcs npoTokon BFD ans
npotokona OSPFv3.

CuHTakcuc

[no] ipv6 ospf bfd-enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue No ymosiMaHuio

Mpotokon BFD ans npotokona OSPF oTk/Io4eH.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI
CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
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CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-LOOPBACK
CONFIG-LT

Mpumep

esr(config-if-gi)# ip ospf bfd-enable

show ip bfd

[aHHas KomaHga oTobpaxaeT MHopmaumio o napameTpax BFD-npoTokona nnu onpeaeneHHbIX
NMHTepencos Npun NCNoNb30BaHUN UNbLTPA.

CuHTakcuc

show ip bfd [ { interface <IF> | tunnel <TUN> } ]

MapameTpbl

<IF> — nHTepdenic nnu rpynnel MHTEPENCcoB, 3a4aéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsiok
MMeHOBaHWs UHTepencoB MapLupyT13aTopa.

<TUN> - umsi TyHHens, 3aaéTcs B BUE, ONMCAaHHOM B pa3gesnie Turbl 1 Nopsifiok MMeHoBaHWs TYHHeen
MapLupyTm3aTopa.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr# show ip bfd
Minimum RX interval: 200 ms
Minimum TX interval: 200 ms

Idle TX dinterval: 1000 ms
Multiplier: 5 packets
Passive: No

esr# show ip bfd dinterface gil/0/1
Minimum RX interval: 200 ms
Minimum TX interval: 200 ms

Idle TX +dinterval: 1000 ms
Multiplier: 10 packets
Passive: Yes

show bfd neighbors

[JaHHasi KomaHa 0To6paKaeT CNMCOK BCEX CECCHIA, yCTAHOB/IEHHbIX (HACTPOEHHbIX) Mo npoTokony BFD.
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CuHTakcuc

show bfd neighbords [ vrf <NAME_VRF> ] [ {<IPv4-ADDRESS> | <IPv6-ADDRESS> | client { bfd
| bgp | static | ospf } } ]

MapameTpbl
<NAME-VRF> - nms ak3emnnsipa VRF, 3agaetcsa cTpokoii Ao 31 cMmBona;

<IPv4-ADDRESS> - IP-agpec cocega, 3agaétcsa B Buae AAA.BBB.CCC.DDD, rae kaxgasn 4actb npuHUMaeT
3HayeHus [0..255];

<IPv6-ADDRESS> — IPv6-aapec cocea, 3aaaeTcs B Buge X:X:X:X::X, e kaxaas yacTb X NpuHUMAaET 3HaueHus
B LWWecTHaguarepmyHom chopmare [0..FFFF];

bfd — BbIBOAWT MHOPMALMIO O HACTPOEHHBIX (C NOMOLLBLIO KOMaH b ip/ipv6 bfd neighbors) BFD-ceccusix;
static — npu ykazaHmm komaHabl oTo6paxatotcsi BFD-ceccun co3gaHHble A/1si CTaTMyecknx MapLLUpyTOB;
ospf — BbIBOAUT nHGopmauuio o BFD-ceccusix ans npotokona OSPF;

bgp — BbIBOAMUT MHpopmaumto o BFD-ceccusix ans npotokona BGP.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep

esr# show bfd neighbors 192.168.39.230

Neighbor address: 192.168.39.230
Local address: 192.168.39.215
Interface: gil/0/3
Remote discriminator: 3427539848
Local discriminator: 3379089541
State: Up
Session type: Control
Session mode: Single-hop
Local diagnostic code: No Diagnostic
Remote diagnostic code: No Diagnostic
Minimal Tx Interval: 300 ms
Minimal Rx Interval: 300 ms
Multiplier: 5
Actual Tx Interval: 1000 ms
Actual Detection Interval: 5000 ms
Number of transmitted packets: 497
Number of received packets: 338
Uptime: 03:54:29
Client: BGP
Last received packet:
Desired Min Tx Interval: 1000 ms
Required Min Rx Interval: 1000 ms
Multiplier: 5
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HacTpoiika ctatnueckux mapupyTtos IPv4/IPv6

* ip route
* ipv6 route

ip route
KomaHga no3BonsieT co3gartb ctaTtnyeckumin IP-mapLipyT K yKkazaHHOW NoACeTU.

icnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHbl (NO) yAANSIeT yKasaHHbIi MapLUpyT.

CuHTaKkcuc

ip route [ vrf <VRF> ] <SUBNET> { { <NEXTHOP> [ resolve ] [ bfd ] | interface <IF> |
tunnel <TUN> | blackhole | unreachable | prohibit } [ track <TRACK-ID> ] [ name <NAME>] }
| wan load-balance rule <RULE> } [ <METRIC> ]

no ip route [ vrf <VRF> ] <SUBNET> [ <METRIC> ]

MapameTpbl
<VRF> - nms ak3emnnspa VRF, 3agaetca cTpokoii 4o 31 cumBona;
<SUBNET> — agpec HazHauyeHus, MOXeT ObITb 3a4aH B C/iefyoLWmx Buaax:

« AAA.BBB.CCC.DDD - IP-agpec x0cCTa, rae kaxaas 4acTb NpuHUMaeT 3HaueHus [0..255];
+ AAA.BBB.CCC.DDD/NN - IP-agpec noaceTtu ¢ Mackoii B Buge npecmkca, rae AAA-DDD npuHumatoT
3HaueHus [0..255] n NN npuHuMaeT 3HaveHus [1..32].

<NEXTHOP> - IP-agpec wnto3a 3agaétca B suge AAA.BBB.CCC.DDD, rge kaxgas yacTb NpUHUMAET 3HaYeHNs
[0..255].

resolve — npu ykasaHun gaHHoro napametpa IP-agpec wito3a 6yaeT peKypCUBHO BbIYUCIEH Yepes3 Tabnuuy
MapLupyTmM3auun. Ecnav npu pekypcrBHOM BbIYUC/IEHUN HE YAACTCSA HANTW LU/IKO3 U3 HanpsAMY NOAKIOHYEHHOM
NoACETU, TO AaHHbI MapwpyT 6yaeT oTMedeH kak "Unreachable”. Mny6uHa novcka paBHa 5.

<IF> — nms IP-uHTepdelica, 3agaéTca B BUge, onucaHHoM B pasgene Tunbl v Nopsaok MMeHoBaHNs
NHTepdielicoB MapLUpyTM3aropa.

<TUN> - umsi TyHHens, 3a4aéTcs B B, ONMCaHHOM B pasgaesnie Turbl 1 Nopsifiok UMeHOBaHUsS TYHHeen
MapLupyTm3aTopa.

<RULE> — Homep npaBuna wan, 3aaaétcs B AvanasoHe [1..50].

blackhole — npu ykazaHun komaHabl NakeTbl 40 AaHHOWN NOACETU ByAyT yAaNATLCA YCTPOMNCTBOM 6€3 OTrpaBKm
yBEeOM/IEHWIT OTMPaBUTENIO;

unreachable — npu ykazaHun koMaHAbl NakeTbl 40 AaHHOW noaceTu byayT yaansTbCa yCTPOMCTBOM,
otnpasuTens nonyunt B otBeT ICMP Destination unreachable (Host unreachable, code 1);

prohibit — npn ykazaHun komaHAbl NakeTbl 40 AaHHOW NOACETN OyayT yAaNATLCA YCTPOMNCTBOM, OTNPaBUTESb
nonyumut B oTBeT ICMP Destination unreachable (Communication administratively prohibited, code 13);

<METRIC> - meTpuka MapLupyTa, NpuHuMaeT 3HadeHust [0..255].

<TRACK-ID> — ngeHtuncpmkarop Tracking-o6bekta. Ecnm mapLupyT npvesisaH K Tracking-o6bekTy, TO OH
NOSIBUTCA B CMCTEME TOJIbKO MPW BbINOSIHEHWUW BCEX YC/IOBUIA, 3a/laHHbIX B 0ObEKTE.

<NAME> - nms (onvcaHue) MapLipyTa, TEKCTOBasi NepeMeHHast A/IMHHON 1o 31 cumBona.

bfd — npu ykasaHumn gaHHOro Ki4va akTMBMPYETCS yAa/IEHNE CTAaTMYECKOTO MapLUpyTa B cilyyae
HegocTynHocTy next-hop. Ans paboTbl 4aHHOrO MexaHu3ma Ao/MKeH ObiTb 3anyLeH mexaHmam BFD ¢
IP-agpecom next-hop (cm. pasgen ip bfd neighbor).

MpoBepka next-hop npy nomowwm npotokona bfd. B cnyyae HepgocTynHoCcTM next-hop MapLipyT ygansiercs.
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& Ecnv B kavecTBe nogceTy ykasatb 0.0.0.0/0, To 6yaeT 3a4aH MapLipyT No YMO/TYaHUI.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep 1
3apatb mapwpyT go nogcety 192.165.3.0/24 ¢ meTpukor 6 yepes w3 192.165.56.65:

esr(config)# ip route 192.165.3.0/24 192.165.56.65 6

Mpumep 2
3agatb mapwpyT go nogcetu 192.165.3.0/24 ¢ meTpukoii 6 yepes nHtepdelic GigabitEthernet 1/0/5:

esr(config)# ip route 192.165.3.0/24 interface gigabitethernet 1/0/5 6

Mpumep 3

3apatb mapwpyT go nogcety 192.165.3.0/24 yepes TyHHe bHbI MHTepdelic vti 1:

esr(config)# ip route 192.165.3.0/24 -dinterface vti 1

ipv6 route
[aHHas KomaHfa No3BONSET co34aTb cTaTnyeckmii IPv6-mapLupyT K ykasaHHOW NoAceTu.

icnonb3oBaHue oTpuLaTesibHoi (DOPMbI KOMaH bl (N0) yAanseT ykazaHHbIii MapLupyT.

CuHTakcuc

ipv6 route [ vrf <VRF> ] <SUBNET> { { <NEXTHOP> [ resolve ] [bfd] | interface <IF> |
blackhole | unreachable | prohibit [ <METRIC> ] [ name <NAME>] } | wan load-balance rule
<RULE> [ <METRIC> ] }

no ipv6 route [ vrf <VRF> ] <SUBNET> [ <METRIC> ]

MapameTpbl
<VRF> — ums ak3emnnsipa VRF, 3agaetca cTpokoit o 31 cumBona;
<SUBNET> — agpec HazHauyeHus, MOXET ObITb 3a4aH B C/ieAyoLLnx Buaax:

« XIXXiXiX — IPvb-agpec XocTa, rae Kaxgas Yactb NpUHUMaEeT 3HauyeHus B LecTHaguarepuyHom
dopmare [0..FFFF];

« X:X:X:X::X/EE — IPv6-agpec nogcetv ¢ Mackoi B Buae npedukca, rae kaxaas yacte X npyuHuMmaet
3HavYeHus B WecTHaguarepmuHom cpopmare [0..FFFF] n EE npuHumMaet 3HaueHus [1..128].
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<NEXTHOP> - IPv6-agpec wnto3a, 3agaétcs B Buge X:X:X:X::X, rge kaxaas yactb NpUHUMAET 3HaYeHNs B
LecTHaguartepmyHom cpopmare [0..FFFF].

resolve — npu ykasaHum gaHHoro napameTpa IPvé-agpec wo3a 6yaeT PEKYPCUBHO BbIYMC/IEH Yepes Tabnmuy
mMapLipyTu3aumum. Ecim npu pekypcuBHOM BbIYMC/IEHWN HE YAACTCS HalTV LW/I03 U3 HAaNpsIMYHO NOAK/I0YEHHOIA
MoACETY, TO AAHHbI MapLLPYT He GYAET YCTAHOB/IEH B CUCTEMY.

<IF> — nms IP-nHTepdeiica, 3agaéTcsa B Buge, onucaHHoMm B pasgene Tunbl 1 Nopsiaok MMeHOBaHNS
NHTephelricoB MapLupyTusaropa.

blackhole — npn ykazaHun komaHabl NakeTbl 40 AaHHON NOACETU ByAyT yAansATbCa YCTPONCTBOM 6€3 OTNpaBKM
yBEOM/IEHNIA OTNPABUTESTHO.

unreachable — npu ykaszaHuv komaHabl NakeTbl 40 AAHHON NOACETH ByAyT YAANATLCS YCTPOCTBOM,
oTnpasuTens nonyunt B oTBeT ICMP Destination unreachable (Host unreachable, code 1).

prohibit — npn ykasaHun komaHAabl NakeTbl 40 AAaHHOW NOACETN ByayT yAaNsATbCA YCTPOCTBOM, OTNPaBUTENb
nonyunt B oTBeT ICMP Destination unreachable (Communication administratively prohibited, code 13).

[METRIC] — meTpuka mapLupyTa, npuHumaeT 3HaueHus [0..255].
<NAME> - nms (onvcaHue) MapLupyTa, TEKCTOBasi NepeMeHHast AIMHHON 1o 31 cumBona.

bfd — npu ykazaHum gaHHOro K/itoua, akTMBMpyeTcs npoeepka next-hop npu nomowm npotokona bfd. B cnyyae
He[oCTYNHOCTU next-hop MapLpyT yaansercs.

& Ecnv B kayecTBe nogceTy ykasath /0, To 6yaeT 3a4aH MapLipyT No YMOTYaHuHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep 1

3agatb mapwpyT go nogcetu 2001::/120 ¢ meTpukoit 6 yepes wito3 fc00::1:
esr(config)# ipv6 route 2001::/120 fcO0O::1 6

Mpumep 2

3apatb mapwpyT go nogcety 2001::/120 ¢ meTpukoit 6 yepes nHTepdoeiic GigabitEthernet 1/0/5:
esr(config)# ipv6 route 2001::/120 interface gigabitethernet 1/0/5 6

Mpumep 3

3agatb mapwpyT go nogcetu 2001::/120 yepe3 TyHHeNbHbIN nHTEepdeic vii 1:

esr(config)# ipv6 route 2001::/120 interface vti 1
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HacTpoiika npotokona BGP

+ address-family

+ address-family

+ allow-local-as

+ clear bgp

+ cluster-id

+ default-originate

+ description

+ ebgp-multihop

+ flow-spec enable

* ipv6 router bgp log-neighbor-changes
* ipv6 router bgp maximum-paths
+ listen-range

* neighbor

* next-hop resolve-recursive
+ next-hop-self

* next-hop-unchanged

* peer-group

* peer-group

« preference

* remote-as

* remove-private-as

* router bgp

+ router bgp log-neighbor-changes
* router bgp maximum-paths
* route-reflector-client

* router-id

+ send-community extended
+ send-label

+ show bgp flow-spec

+ show bgp ipv4 unicast

+ show bgp ipv6 unicast

+ show bgp 12vpn vpls

+ show bgp neighbors

+ show bgp summary

+ show bgp vpnv4 unicast

+ timers error-wait

+ timers holdtime

+ timers keepalive

+ update-source

« vrf

+ weight

address-family

[aHHOI KOMaHA0W OCYLLECTB/IAETCS NEPEXOL, B PEXMM HACTPOMKM NapamMeTpoB nepegadv nHopmaumm
NPOTOKO0B Ans npouecca BGP.

icnonb3oBaHue oTpuLaTeNbHO (hOPMbl KOMaH bl (N0) yAanseT HacTPOEHHbIe NapaMeTpbl Nepeaaqm
MHDOPMALIMKN NPOTOKO/I0B.

CuHTaKkcuc

[no] address-family { ipv4 | 1ipv6 } unicast
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* ipv4 - cemelicTBO ipv4;
* ipv6 — cemelicTBO ipv6.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-BGP
CONFIG-BGP-VRF

Mpumep

esr(config-bgp)# address-family ipv4

address-family

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[aHHoi KomaHaol onpeaenseTcsa TN KOHUIypupyemoin MapLupyTHOM MHdhopMaumn 1 Nepexos B AaHHbI

PEXUM HacCTPOIKM.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yAanseT HacTPOEHHbIe NapaMeTpbl Nepeaaqm

MHDOPMALIMKN NPOTOKO/I0B.

CuHTakcuc

[no] address-family { ipv4 | ipv6 | vpnv4 | 12vpn vpls } unicast

MapameTpbl

* ipv4 — cemeiicTBo ipv4;

* ipv6 — cemeincTBo ipvb6;

+ vpnv4 — ceMelicTBOo vpnv4,

+ [2vpn vpls — cemeiicTBo |12vpn.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR

Mpumep

esr(config-bgp-neighbor)# address-family -ipv4
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

allow-local-as

[aHHOoIn KomaHAoM 3afaeTcsa pexmM, B KOTOPOM paspeLleH npuém mappyToB B BGP-atpubyTte, AS Path
KOTOPbIX CoAepXaTcs Homepa aBTOHOMHO CMCTeMbI npoLecca.

Mcnonb3oBaHue oTpuuaTenbHol hopmbl KoMaHbl (NO) OTK/OYAET AAHHYIO (OYHKLIMIO.

CuHTakcuc
allow-local-as <NUMBER>

no allow-local-as

MapameTpbl

<NUMBER> — noporoBoe 4ncno BXOXAeHunii Homepa aBTOHOMHOI cMcTeMbl npouecca B atpubyTte AS Path, npu
KOTOPbIX MapLLpPYT 6yAeT NPUHSAT, AnanasoH A0oNyCTUMbIX 3HadeHwii [1..10].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR

Mpumep

esr(config-bgp-neighbor)# allow-local-as

clear bgp

[aHHaa komaHga copacbkiBaeT BCe Unu onpegeneHHbin BGP-npouecc.

CuHTakcuc
clear bgp [ <AS> ] [ vrf <NAME_VRF> ] [ neighbor { <ADDR> | <IPV6_ADDR> } ]

MapameTpbl
<AS> — HOMep aBTOHOMHOW CUCTEMbI, MPUHUMAET 3HadeHus [1..4294967295];

<ADDR> - IP-agpec cocefa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxxgasa yacTb NpMHUMAET 3Ha4YeHns
[0..255];

<IPV6_ADDR> - IPv6-agpec cocena, 3agaetcs B Buge X:X:X:X::X, rae kaxaas 4acTb X NpUHUMAET 3HaUeHus B
wecTHaguarepuyHom cdopmare [0..FFFF];

<NAME-VRF> - nms ak3emnnspa VRF, 3agaetcs cTpokoit Ao 31 cMMBO/a, B pamMmkax KOToporo 6yayT cOpoLLeHbl
ceccuu npoTtokona BGP.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

esr# clear bgp
esr# clear bgp 1000

cluster-id

KomaHnpgoi yctaHaBnuBaetcsa naeHtudukarop Route-Reflector knactepa, kotopomy npuHagnexmt BGP-
npouecc mapLupyTmsaropa.

icnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaHAbl (N0) yaanseT naeHTudmkarop.

CuHTakcuc
cluster-id <ID>

no cluster-id

MapameTpbl

<ID> - ngeHtTndmkatop Route-Reflector knactepa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxpgasi 4yacTtb
npuHUMaeT 3HaueHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-BGP
CONFIG-BGP-VRF

Mpumep

esr(config-bgp-af)# cluster-id 1.1.1.1

default-originate

[laHHOI KoMaHAol 3aaeTcs pexum, B koTopom BGP-cocely B 06HOBNEHUM Ha psigy € APYTMMU MapLupyTamu
OTNpaB/isieTcsi MapLIpyT MO YMOMYaHMIO.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (N0) OTKAOYAET AaHHY0 OYHKLMIO.
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

CuHTakcuc

[no] default-originate

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR-FAMILY
CONFIG-BGP-VRF-NEIGHBOR-FAMILY

Mpumep

esr(config-bgp-neighbor)# default-originate

description

[JaHHoi KoMaHoVi onpefensieTcs onicaHne coceaa.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yAaNseT onucaHue.

CuHTakcuc
description <DESCRIPTION>

no description

MapameTpbl

<DESCRIPTION> — onucaHue cocefa, 3afaéTtcsi CTPOKOM A0 255 cMMBOMOB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR

Mpumep

esr(config-bgp-neighbor)# description "ISP_RTK"
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ebgp-multihop

[laHHOI KoMaHAoV paspeLlaeTcs NOAKMN0UYEHNE K COCesiM, KOTOPbIE HAXOASATCS B HEe HanpsiMyto
NOAK/THOUYEHHbIX NMOACETSIX.

Mcnonb3oBaHue oTpuuaTenbHol hopmbl KoMaHbl (NO) OTK/OYAET AAHHYIO (OYHKLIMIO.

CuHTakcuc

[no] ebgp-multihop <NUM>

MapameTpbl

<NUM> — MakcumasibHoe KO/IM4ecTBO XOMnoB npu yctaHoBke EBGP (Mcnonb3yetcst gns TTL).

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-NEIGHBOR
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-NEIGHBOR

Mpumep

esr (config-bgp-neighbor)# ebgp-multihop

flow-spec enable

[aHHoli KomaHao ycTaHaBMBaeTCs pexuMm TpaHcnauum flow-spec nHdpopmauun npy paéote ¢ BGP-cocegom
nnu rpynnoi BGP-cocegeii.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] flow-spec enable

MapameTpbl

OrtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR-FAMILY
CONFIG-BGP-VRF-NEIGHBOR-FAMILY

Mpumep

esr(config-bgp-group)# flow-spec enable

ipv6 router bgp log-neighbor-changes
[aHHoIn KomaHAoM BKNHOYAETCS 10rMpoBaHme nsmeHeHuii coctosHus IPv6-BGP-cocegeii.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) OTK/IOYAET SIOrMPOBaHNE U3MEHEHWI COCTOSHUS IPV6-
BGP-cocegeli.

CuHTakcuc

[no] ipv6 router bgp log-neighbor-changes

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG

Mpumep

esr(config)# ipv6 router bgp log-neighbor-changes

ipv6 router bgp maximum-paths

[aHHoi komaHaoli Bktovaetcss ECMP u onpegensieTcsi MakCuMasibHOE KOMMYECTBO paBHOLIEHHbIX IPv6-
MapLLPYyTOB A0 Lesu.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (No) oTkNtouaeT ECMP.
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CuHTakcuc
ipv6 router bgp maximum-paths <VALUE>

no ipvé router bgp maximum-paths

MapameTpbl

<VALUE> — KOoNn4yecTBo J0MYyCTUMbIX PaBHOLIEHHbIX |IPV6-MapLUpyTOB A0 Lenn, NPUHUMaeT 3HadeHus [1..16].

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# ipv6 router bgp maximum-paths 14

listen-range

[aHHoin KomaHAoW onpeAensieTcsa NoAceTb aApecoB C KOTOPbIX OyAeT paspeLleHo yctaHoBuTb BGP-
COCE/CTBO, a TaKXKe OCYLLECTB/IAETCS NEPEXOL B PEXMM HACTPOIiKN NapaMeTpoB AgnHamuyeckmx BGP-coceneii
13 aToli noacetun. MpuMeHseTca B Cnyyasix korga crtatmyeckoe onpegenenne BGP-coceaein ssnsetcsa
HEBO3MOXHbIM UM TPyA0eMKMM. icnonb3oBaHne oTpulaTesibHoi hopMbl KOMaHAapl (No) yaansiet noacTeTb U
CBSI3aHHble C Heli NnapameTpbl N3 pa3peLLeHHbIX Ansa yctaHosneHns BGP-coceactaa.

CuHTakcuc
[no] listen-range <ADDR/LEN>

MapameTpbl
<ADDR/LEN> - IP-nogceTb, MeeT O4UH 13 cnefyroLmx hopmaros:

+ AAA.BBB.CCC.DDD/EE - IP-agpec nogceTtun ¢ mackoin B oopme npedoukca, raoe AAA-DDD npuHumarot
3HaueHus [0..255] n EE npuHumaeT 3HaueHus [1..32];

+ XX:XXEX/EE - IPv6-agpec v macka noaceTu, rae Kaxaasa vyactb X NpUHMMAaEeT 3HauyeHus B
LwecTHaguaTtepuuyHom dpopmarte [0..FFFF] n EE npuHumaeT 3HaueHus [1..128]

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-BGP
CONFIG-VRF-BGP

612



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL
Mpumep

esr(config-bgp)# listen-range 192.0.2.0/24

neighbor

[JaHHoi komaHaon pobaensetca BGP-cocep, 1 ocyLecTBSETCA Nepexos B PeXnm HacTporku napaMeTpoB
BGP-cocepa.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yaansieT napaMeTpbl COCeHEro MapLupyT13aTopa 13
KOHpurypauuu.

CuHTakcuc

[no] neighbor {<ADDR> |<IPV6-ADDR>}

MapameTpbl

<ADDR> - IP-agpec cocefa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxnasa yacTb NpUHMMAET 3Ha4YeHns
[0..255].

<IPV6-ADDR> — IPv6-agpec knuneHTa, 3agaétca B Buge X:X:X:X::X, rae kaxaasa yactb NPUHUMAaET 3Ha4YEeHUA B
LecTHaauartepmyHom cpopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-BGP
CONFIG-VRF-BGP

Mpumep

esr(config-bgp)# neighbor 192.168.0.2
esr (config-bgp-neighbor)#

next-hop resolve-recursive

[aHHoli KomaH/10i ycTaHaB/IMBaETCS ybUHa PEKYPCMBHOIO Noucka no next-hop atpnbyTty mMapLupyTa,
noslyd4eHHoro no npoTtokony BGP. Ecnu nounck 3aBepLlumntcst 6e3pesyibtaTHo, TO MapLUpyT 6yaeT NoMeyeH Kak
"unreachable”.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

next-hop-resolve-recursive {<VALUE>}
no next-hop-resolve-recursive
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MapameTpbl

<VALUE> - rny6uHa noucka, npuHuMmaeT 3Hadenust [1..10].

3HayeHue No ymosiMaHuio
1

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-BGP-FAMILY
CONFIG-BGP-VRF-FAMILY

Mpumep

esr(config-bgp-af)# next-hop resolve-recursive 10

next-hop-self

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[aHHoI KomaHAoM 3aaeTcs pexmM, B KOTOPOM BCce 06HOBeHUs oTnpasnstoTcs BGP-coceay ¢ ykasaHnem B
kayecTtBe next-hop IP-agpeca ucxogsiero nHtepgeiica 10KkasibHOro MapLUpyTmU3aTopa.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) OTKOYAET AaHHYO PYHKLMIO.

CuHTakcuc

[no] next-hop-self

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR-FAMILY
CONFIG-BGP-VRF-NEIGHBOR-FAMILY

Mpumep

esr(config-bgp-neighbor-af)# next-hop-self
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

next-hop-unchanged

B pamkax eBGP ceccuun, noBegeHnem no ymonyaHuio SBnsieTcs naMeHeHune atpmbyTa next-hop aHoHCMpyemMoro
MapLLpyTa Ha COGCTBEHHbIN afpec aHOHCUpYtoLLero mapLipyTusatopa (kpome cueHapusa "third party next-hop”,
onucaHHoro B RFC 4271 n. 5.1.3). [laHHast KOMaHAa No3Bo/ISieT U3MEHWTb 3TO NoBeAeHMe 1 nepeaaBaTh B
pamkax eBGP mapLpyT ¢ coxpaHeHneM opurmHasnbHoro napametpa next-hop. MprmeHeHne komaHab!
BO3MOXHO TO/IbKO B pamkax eBGP multihop ceccun.

CuHTakcuc

[no] next-hop-unchanged

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomaHgHbIi pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR-FAMILY
CONFIG-BGP-VRF-NEIGHBOR-FAMILY

Mpumep

esr(config-bgp-neighbor-af)# next-hop-unchanged

peer-group

[aHHol KomaHaon co3gaeTca rpynna BGP-cocepeit ¢ 3agaHHbIM MMEHEM M OCYLLECTBASAETCA nepexos B
pPeX1M KOHUrypupoBaHus napameTpoB rpynnbl.

icnonb3oBaHue oTpuLaTesibHol dhopMbl KoMaHpbl (No) yaansiet BGP-rpynny ¢ 3aiaHHbIM MEHEM.

CuHTakcuc

[no] peer-group <NAME>

MapameTpbl

<NAME> — Ha3BaHue rpynnbl, 3a4aeTcsa CTPokoii 4o 31 cumeona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-BGP
CONFIG-BGP-VRF

Mpumep

esr(config-bgp)# peer-group listl

peer-group

[JaHHoli komaHzoi k BGP-rpynne nnn BGP-cocefy npyMeHsA0TCA HAaCTPOKK, ONncaHHble B 3agaHHoNn BGP-
rpynne.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHzbl (NO) OTMEHSIET MPUMEHEHKE HACTPOEK, ONUCaHHbLIX B
3agaHHoi BGP-rpynne.

CuHTakcuc

peer—-group <NAME>
no peer-group

MapameTpbl

<NAME> — Ha3BaHue rpynnbl, 3ag4aeTcsa CTPokoi Ao 31 cumeona.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR
CONFIG-BGP-LISTEN
CONFIG-BGP-VRF-LISTEN

Mpumep

esr(config-bgp-af)# peer-group listl

preference
[aHHasi KomaHga onpeaensieT NPUOPUTETHOCTbL MapLLPYTOB, NO/TyYaeMbIX OT coceaa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

CuHTakcuc
preference <VALUE>

no preference

MapameTpbl

<VALUE> — np1oputeTHOCTbL MapLIpPyTOB cOCeAa, MPUHUMAET 3HaueHus B ananasoHe [1..255].

3HauyeHue No ymosiuaHuio
170

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR-FAMILY
CONFIG-BGP-VRF-NEIGHBOR-FAMILY

Mpumep

esr(config-bgp-neighbor)# preference 30

remote-as
[aHHOoI KomaHAoW ycTaHaBNMBaeTCca HoMep aBTOHOMHOW cuctemsl BGP-cocepa.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (NO) yaansieT HoMmep aBTOHOMHOI CUCTEMBbI.

CuHTakcuc
remote-as <AS>

no remote-as

MapameTpbl

<AS> — HOMep aBTOHOMHOW CUCTEMbI, MPUHUMAET 3HadeHus [1..4294967295].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
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CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR

Mpumep

esr(config-bgp-neighbor)# remote-as 20

remove-private-as

[aHHoI KomaHAoW 3a1aeTcs pexnM, B KOTOPOM nepep oTnpasieHnem o6HoBneHus ns BGP-atpnbyTta AS Path
MapLUPYyTOB yAaNATCA NpMBaTHbIE HOMepa aBTOHOMHbIX cucTeM (B cooTBeTcTBUM ¢ RFC 6996).

Vicnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaHbl (N0) OTK/MOUYAET AaHHY DYHKLMIO.

CuHTakcuc

[no] remove-private-as <ACTION>

MapameTpbl

<ACTION> — geicTBue, yKasbiBatoLLee Ha TO, Kakme npusatHble AS [O/MKHbI ObITb yAaeHbl NN 3aMEHEHDI.
MpUHUMAET OAHO N3 3HAYEHWIA:

+ all - ypanutb BCce BKNOYEHUA NpuBaTHbIX AS U3 opurmHansHoro AS path;

* nearest — yganuTb Bce npuBaTtHble AS 10 nocneaHei (npasoii) ny6nnuHoi AS B opurmHansHom AS path;

* replace — 3ameHUTb BCce npuBaTHble AS Ha HoMep AS, B npouecce KOTOPoro obpabarbiBaeTcs AaHHas
KOoMaHga.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR-FAMILY
CONFIG-BGP-VRF-NEIGHBOR-FAMILY

Mpumep

esr(config-bgp-neighbor-af)# remove-private-as

router bgp

[JaHHoli komaHzoi nobasnsetca BGP-npouecc B cuctemy 1 OCyLLeCTBNSAETCHA NEPEXOS B PEXUM HACTPOMNKM
napametpoB BGP-npouecca.

icnonb3oBaHue oTpuuaTesibHoli (DopMbl KOMaH bl (No) yaanset BGP-npolecc 13 CUCTEMbI.

618



MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

CuHTakcuc

[no] router bgp <AS>

MapameTpbl

<AS> — HOMep aBTOHOMHOI CUCTEMbI NpoLecca, NPUHUMAET 3HadeHus [1..4294967295].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
CONFIG

Mpumep

esr(config)# router bgp 1000
esr(config-bgp)#

[o6asneH BGP-npougecc ¢ aBTOHOMHOI cuctemoin 1000.

router bgp log-neighbor-changes
[aHHOoI KOMaHAoW BKIHOYAETCS 10rMpoBaHme n3MeHeHuii coctosiHus BGP-cocepein.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) OTK/IOYAET SIOrMPOBaHNE U3MEHEHWI cocTosHUS BGP-
coceneil.

CuHTakcuc

[no] router bgp log-neighbor-changes

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG

Mpumep

esr(config)# router bgp log-neighbor-changes
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router bgp maximum-paths

[JaHHoii komaHgown Bkntovaetcs ECMP 1 onpegensietcs MakcMMasibHOe KO/IMYeCTBO PaBHOLEHHbLIX MapLUpyTOB
[0 uenu.

icnonb3oBaHue oTpuuaTenbHo hopMbl KOMaHbl (No) oTkNtovaeT ECMP.

CunHTtakcuc
router bgp maximum-paths <VALUE>

no router bgp maximum-paths

MapameTpbl

<VALUE> — KOonNn4ecTBO JONYyCTUMbIX PABHOLIEHHbIX MapLUPYTOB [10 LEe/W, NPUHUMAET 3HaueHus [1..16].

3Ha4yeHue no ymonyaHuio

OTK/0YEHO.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG

Mpumep
esr(config)# router bgp maximum-paths 14
route-reflector-client

[aHHoii komaHao ykasbiBaeTcs, UTo BGP-cocepn siBnsietca Route-Reflector knneHTom.

icnonb3oBaHue oTpuLaTeNbHO DOPMbl KOMaHbl (N0) OTK/MOYAET AaHHY DYHKLMIO.

CuHTakcuc

[no] route-reflector-client

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-BGP-GROUP
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CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR

Mpumep

esr(config-bgp-neighbor)# route-reflector-client

router-id
[laHHol KomMaH/10i ycTaHaBIMBaETCs nAeHTUrKaTop MapLupyTmusaropa.

icnonb3oBaHue oTpuUaTesibHoi (DOPMbI KOMaH bl (N0) yaanseT naeHTudgmkaTop.

CuHTakcuc
router-id { <ID> | <IF> | <TUN> }

no router-id

MapameTpbl

<ID> - npeHTudmkarop mapLupytmnsaropa, 3agaércsa s suge AAA.BBB.CCC.DDD, rge kaxaas yacTb NpuHUMaeT
3HaueHus [0..255].

<IF> — nHTepdeiic, 3apaétca B BUAE, ONMCAHHOM B pasaesne Tunbl 1 Nopsaok MMeHOBaHNA nHTepdeincos
MapLupyTm3aTopa.

<TUN> - umsi TyHHensi yCcTpOoICTBa, 3aaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsaok MeHoBaHNSA
TYHHesneli mapLupyTu3artopa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-BGP
CONFIG-BGP-VRF

Mpumep

esr(config-bgp-af)# router-id 1.1.1.1

send-community extended

BkntouaeT otnpasky napameTpa extended community B oTcbliaeMbix cocefy aHoHcax. 1o ymonuaHuto
napameTpbl extended community ygansTcsa U3 oTnpaBnseMbIX aHOHCOB. [1ns KoppeKTHol pa6oTsbl VPNv4/
L2VPN otnpaBky extended community Heo6xoanMo BK/HOYaTb.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

621


https://docs.eltex-co.ru/pages/viewpage.action?pageId=304972473#id--
https://docs.eltex-co.ru/pages/viewpage.action?pageId=304972473#id--
https://docs.eltex-co.ru/pages/viewpage.action?pageId=304972473#id--
https://docs.eltex-co.ru/pages/viewpage.action?pageId=304972473#id--

CuHTakcuc

[no] send-community extended

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3Ha4yeHune no ymonyaHuio

3anpeLyeHo.

KomaHgHbIii pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR-FAMILY
CONFIG-BGP-VRF-NEIGHBOR-FAMILY

Mpumep

esr(config-bgp-neighbor-af)# send-community extended

send-label

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

[aHHoli komaHgoi aktuBmpyetcsa address-family ipv4 labeled unicast, uto no3Bonsiet pacnpocTtpaHaTe mpls
MEeTKMN A8 ipv4 mapLupyToB. 15 KoppekTHoW paboTsl Inter-AS OptC send-label Heo6xognMmo BkouaThb.
Vicnonb3oBaHue oTpuuaTesibHoi (DOpPMbl KOMaHZbl (NO) BbIK/TYAET JaHHYH OMUMIO.

CuHTakcuc
[no] send-label

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbI1 pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR-FAMILY
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CONFIG-BGP-VRF-NEIGHBOR-FAMILY

Mpumep

esr(config-bgp-neighbor-af)# send-label

show bgp flow-spec

[aHHas KomaHga oTobpaxaeT uHgopMauuio o npasunax flow-spec.

CuHTakcuc

show bgp [ vrf <VRF-NAME> ] flow-spec [ neighbor <ADDR> ] [ -instance <AS-NUM> ]

MapameTpbl
<AS-NUM> — HoMep aBTOHOMHOIA CMCTeMbI MPoLEecca, NPUHUMAET 3HadeHns [1..4294967295].

<ADDR> - |P-agpec, koTopblit 3agaétcs B Buae AAA.BBB.CCC.DDD, rge kaxgasa 4acTb MPUHUMAET 3HAYEHNUS
[0..255].

<VRF-NAME> — nms ak3emnnspa VRF, 3agaetcs cTpokoi go 31 cuMBoa, B paMmkax KoToporo 6yaet pabotaTb
MPOTOKO MapLUpyTH3aLMN.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep 1

esr# show bgp flow-spec

Destination Prefix: 192.168.54.2/32
IP Protocol: 17
Ext-community type: traffic-rate (0x8006)

show bgp ipv4 unicast

[aHHasa komaHga oTobpaxkaeT Tabnvuy Mmaplpytmusaumm BGP nnn getanbHyo MHopmaumo 06
onpegesnieHHOM MapLupyTe Npu NCnob30BaHUM OUILTPOB.

CuHTakcuc

show bgp [ vrf <VRF-NAME> ] ipv4 unicast [ { <IP-ADDR> | <IP-ADDR/LEN> } ] [ 1instance
<AS-NUM> ] [ neighbor <IP-ADDR> [ { advertise-routes | routes } ] ]

MapameTpbl

<AS-NUM> — HoMep aBTOHOMHOIA CuCTeMbI MpoLecca, NpUHUMaeT 3HadeHns [1..4294967295].
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<IP-ADDR> - |IP-afpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kax/aas yacTb npuHUMaeT 3HadeHns [0..255].

<IP-ADDR/LEN> — IP-noacetb, 3agaétcs B suge AAA.BBB.CCC.DDD/EE, rge kaxpgasi yactb AAA — DDD
npuHuMaeT 3HaueHus [0..255] n EE npuHumaeTt 3HaueHus [1..32].

<VRF-NAME> — nms ak3emnnspa VRF, 3agaetcs cTpokoit go 31 cuMBona, B pamkax KOToporo 6yaeTt pabotaTb
MPOTOKOJ/T MapLupyTu3aLmm.

routes — Npu ykasaHuv KOMaHzbl OTOBGpaXaeTcss MapLIpyTHas MHopMauus, NoslyyeHHast oT cocefa.
advertise-routes — Npu ykasaHum koMaHbl 0TO6paKaeTca MapLUpyTHasi MHOpPMaLVs, 06bsBIeHHas coceay.

[aHHasa komaHga oTobpaxkaeT Tabnvuy MaplpyTtmusaumm BGP nnun getanbHyo nHopmaumo 06
onpegesnieHHOM MapLupyTe Npu NCnob30BaHUM PUILTPOB.

Heo6xoauMbIii ypoBeHb NpuBUerui
1

KomaHgHbIi pexum
ROOT

Mpumep 1

esr# show bgp ipv4 unicast

Status codes: u - unicast, b - broadcast, m - multicast a - anycast
* — valid, > - best

Origin codes: i - IGP, e - EGP, ? - dincomplete

Network Next Hop Metric LocPrf Path
*> u 10.0.10.0/24 10.115.0.1 100 i
*> u 0.0.0.0/0 10.115.0.1 100 i
* U 14.0.10.0/24 10.115.0.1 100 i
Mpumep 2

esr# show bgp ipv4 unicast 75.0.0.0

75.0.0.0/24 via 115.0.0.40 on gil/0/14 [bgp20 2000-01-15] (AS90?)
Administrative Distance: 68
Type: unicast
Origin: Incomplete
AS PATH: 1 30 70 90
Next Hop: 115.0.0.40
MED: 0
Local Preference: 100
Community: (1:555)
Valid, Best

show bgp ipv6 unicast

[aHHasa komaHga oTobpaxkaeT Tabnvuy Maplpytmusaumm BGP nnn getanbHyo nHopmaumio 06
onpegesnieHHOM MapLupyTe Npu NCnob30BaHUM OUILTPOB.

CuHTakcuc

show bgp [ vrf <VRF-NAME> ] 1ipv6 unicast [ { <IPV6-ADDR> | <IPV6-ADDR/LEN> } ] [ instance
<AS-NUM> ] [ neighbor <IPV6-ADDR> [ { advertise-routes | routes } ] ]
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MapameTpbl
<AS-NUM> — HoMep aBTOHOMHOI cMCTeMbl NpoLecca, NpUHUMaeT 3HaueHus [1..4294967295].

<IPV6-ADDR> — IPv6-agpec, 3agaétca B Buge X:X:X:X::X, rae kaxgasa yactb NpUHMMaeT 3Ha4YeHUs B
LwecTHaauatepmuHom cpopmare [0..FFFF].

<IPV6-ADDR/LEN> — nogceTb, 3agaétca B Buge X:X:X:X::X/EE, rge kaxaas yacTb NpUHAMAET 3Ha4eHNs B
wecTHaguatepuuHom copmare [0..FFFF],EE npvHumaeT 3HaueHus [1..128].

<VRF-NAME> - nms aksemnnspa VRF, 3agaetcs cTpokoit Ao 31 cuMBOa, B paMmkax KoToporo 6byaet pabotaTb
NPOTOKO/T MapLupyTusaLmm.

routes — Npu ykasaHnn KOMaH/bl 0TO6paxaeTcs MapLIpyTHasi MHhopMaLms, NoslyYeHHast oT coceaa.

advertise-routes — Npu ykazaHum koMaHzbl 0TO6paXKaeTCs MapLLpyTHasi MHDOpPMaLWsi, 06bsBIeHHas coceay.

HeobOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZgHbIi pexum
ROOT

Mpumep 1

esr# show bgp ipv6 unicast

Status codes: u - unicast, b - broadcast, m - multicast, a - anycast
* - valid, > - best

Origin codes: i - IGP, e - EGP, ? - 1dincomplete

Network Next Hop Metric LocPrf Weight Path
*> U 2600:380:180::/41 fc00:0:1409:2800::1 -- 100 0 65054 12389 3356
_i
*> U 2804:2404:8000::/34 fc00:0:1409:2800::1 -- 100 0 65054 12389 266925
i
*> U 2400:3800:8800::/37 fc00:0:1409:2800::1 -- 100 0 65054 12389 2497
_i
*> U 2400:54c0:c0::/44 fc00:0:1409:2800::1 -- 100 0 65054 12389 3356
_i
Mpumep 2

esr# show bgp ipv6 unicast 2600:380:180::/41
2600:380:180::/41 via fc00:0:1409:2800::1 on gil/0/1.2800 [bgp65514 14:08:30] (200571)
Administrative Distance: 170

Type: unicast

Origin: IGP

AS PATH: 65054 12389 3356 7018 20057

Next Hop: fc00:0:1409:2800::1 (fe80::aaf9:4bff:feaa:2dd5)

Local Preference: 100

Community: (3356:3) (3356:22) (3356:86) (3356:575) (3356:666) (3356:903)
(3356:2059)

(12389:6)
Weight: 0

Valid, Best
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show bgp 12vpn vpls

[JaHHas KomaHfa oTobpaxaeT MHGHOPMALMIO O BCEX MPUHATBLIX 12vpn-mapLupyTax.

CuHTakcuc

show

[ ve-

bgp 12vpn vpls { all | rd <ASN:nn> } [ neighbor <ADDR> { advertise-routes | routes ]
id <ID> block-offset <ID> ]

MapameTpbl

all — npn ykazaHun komaHgbl all oTo6paxaeTcst nonHast MHpopmaums [2vpn-mMapLupyTos;
rd — npu ykazaHun komaHabl rd oTobpaxkaeTcs MHhopMaums o mapLipyTax ¢ 3agaHHbiM RD;
routes — Npu ykasaHuUn kKOMaHAbl 0TOOpaxaeTcs MapLUpyTHasA MHhopMaLus, NonyYeHHas OT Cocesa;
advertise-routes — npu ykazaHun koMaHAbl 0TO6paxaeTcs MapLupyTHas nHopMauus, o6bsiBNeHHas
cocepy;
<RD> - 3HaueHue Route distinguisher, 3agaeTca B o4HOM U3 cneayowem Buae:
« <ASN>:<nn> - rge <ASN> — npuHMMaeT 3HadeHue [1..65535], nn — NpUHUMAET 3HaueHne
[1..65535];
+ <ADDR>:<nn> - rge <ADDR> nmeert sug — AAA.BBB.CCC.DDD/EE n AAA-DDD npuHumatoT
3HaueHus [0..255], a nn — npuHUMaeT 3HadeHue [1..65535];
« <4BASN>:<nn> - rae <4ASN> — npuHumaeT 3HaueHue [1..4294967295], nn — npMHMMAET 3HaYeHne
[1..65535].
<IP> - IP-agpec cocena, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxgasa yacTb NpUHUMAET 3HAYEHMUS
[0..255];
<ID> - npuHumaeT 3HaueHue [1..65535], 3aaaeT ngeHtudukartop vpls edge nnm block-offset.

Heo6xoauMbIii ypoBeHb NpuBUIerui

1

KomaHgHbIii pexum

ROOT

Mpumep

Bnok kopa

ESR-R# show bgp 12vpn vpls all
Status codes: * - valid, > - best, i - internal, S - stale
Origin codes: i - IGP, e - EGP, ? - dincomplete

Codes Route Distinguisher VID VBO VBS Next hop Metric LocPrf Weight Path
*>9 65502:100 3 1 8 192.168.9.9 -- 100 0]

3

*> 65502:102 2 1 10 -= -= -= -=

*> 65502:100 2 1 10 -= -= -= -=

*>9 65502:102 1 1 10 192.168.7.7 - 100 0]

3

*>9 65502:100 1 1 10 192.168.7.7 -- 100 0]
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show bgp neighbors

JaHHaa komaHga oTobpaxaeT MHhopmaymio o Bcex Uam o BelopaHHoM BGP-nupe.

CuHTakcuc

show bgp [vrf <VRF-NAME>] neighbors [instance <AS-NUM> ] { <ADDR> | <IPV6-ADDR> }

MapameTpbl
<AS-NUM> — HoMep aBTOHOMHOI1 CMCTeMbI MPoLEecca, NpUHUMAaeT 3HadeHns [1..4294967295].

<VRF-NAME> — nms ak3emnnsipa VRF, 3agaetcs cTpokoit Ao 31 cuMBo/a, B paMmkax KoToporo 6yaeT pabotaTb
MPOTOKO/T MapLupyTU3aLmm.

<ADDR> - IP- nnun IPv6-agpec nupa, kotopblii 3agaétcs B Buge AAA.BBB.CCC.DDD, rae kaxpgas 4yacTb
npuHUMaeT 3HaueHus [0..255], unu B Buae X:X:X:X::X, rae kaxaas yacTb NPUHUMaET 3HaYeHUs B
LecTHaguartepmyHom cpopmare [0..FFFF].

<IPV6-ADDR/LEN> — nogcetb, 3agaétca B Buge X:X:X:X::X/EE, rge kaxaas yacTb NpuHAUMaET 3HayeHns B
lwecTHaguaTepuuyHom dpopmarte [0..FFFF],EE npuHumaeT 3HaueHus [1..128].

Heob6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep 1

esr# show bgp instance 20
BGP neighbor 1is 10.115.0.1

BGP state: Established

Neighbor address: 10.115.0.1

Neighbor AS: 20

Neighbor ID: 115.0.0.1

Neighbor caps: refresh restart-aware AS4
Session: internal multihop AS4
Source address: 10.115.0.2

Hold timer: 137/180

Keepalive timer: 10/60
Incoming prefix-list: from_ISP
Outgoing prefix-Tlist: to_ISP

Incoming route-map: comingS
Outgoing route-map: AS_prepend
Uptime: 12 s

BFD address: 192.168.1.2
BFD state: Up

BFD -dinterval: 3.000 s

BFD timeout: 15.000 s
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Mpumep 2

esr#
BGP

show bgp neighbors 100.64.28.1

neighbor 1is 100.64.28.1

BGP state:

Neighbor address:

Neighbor AS:

Neighbor ID:

Neighbor caps:

Session:

Source address:

Weight:

Hold timer:

Keepalive timer:

RR client:

Address family ipv4 unicast:
Default originate:
Default information originate:
Outgoing route-map:
Preference:
Remove private AS:
Next-hop self:

Uptime:

Mpumep 3

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

Established
100.64.28.1
65054
5.5.0.111
refresh enhanced-refresh restart-aware AS4
external AS4
100.64.28.160
(0]

165/180

38/60

No

No

No
RouteMap_out
170

No

No

12952 s

esr# show bgp neighbors fc00:0:1409:2800::1

BGP

neighbor is fc00:0:1409:2800::1

BGP state:

Neighbor address:

Neighbor AS:

Neighbor 1ID:

Neighbor caps:

Session:

Source address:

Weight:

Hold timer:

Keepalive timer:

RR client:

Address family {ipv6 unicast:
Default originate:
Default information originate:
Incoming route-map:
Outgoing route-map:
Preference:
Remove private AS:
Next-hop self:

Uptime:

show bgp summary

Established
fc00:0:1409:2800::1
65054

5.5.0.111

refresh enhanced-refresh restart-aware AS4
external AS4
fc00:0:1409:2800::16
0

174/180

50/60

No

No

No
RouteMap_in
RouteMap_out
170

No

No

13003 s

[aHHaa komaHaa oTobpaxaeT nHopMaLmio 0 COCTOSAHUM coeanHeHnin ¢ BGP-nupamu.

CuHTakcuc

show bgp [vrf <VRF-NAME>] summary [instance <AS-NUM>]
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MapameTpbl
<AS-NUM> — HoMep aBTOHOMHOI cMCTeMbl NpoLecca, NpUHUMaeT 3HaueHus [1..4294967295].

<VRF-NAME> — nms ak3emnnspa VRF, 3agaetcs cTpokoit o 31 cuMBoa, B pamMmkax KOToporo 6yaeTt pabotaTb
NPOTOKO/T MapLipyTusaLmm.

HeoOxoaumbivi ypoBeHb NPUBUETAA
1

KomaHZgHbIi pexum
ROOT

Mpumep

esr# show bgp summary

Tue Sep 14 15:36:26 2021
BGP router qddentifier 100.64.28.160, local AS number 65514
BGP activity 984813/0 prefixes

Neighbor AS MsgRcvd MsgSent Up/Down St/PfxRcd
10.20.0.2 65058 0 0 01:28:02 Idle
100.64.28.1 65054 861119 102 01:27:56 855897

show bgp vpnv4 unicast

[aHHas KomaHga oTobpaxaeT MHopmaLmio 0 vpnv4-mapLupyTax. YkasaHue npedukca B KOMaHae
oTobGpaxaeT AeTasibHyt0 NHopMaL Mo No npedinkey.

CuHTakcuc

show bgp vpnv4 unicast { all | rd <RD> | vrf <NAME_VRF> } [ neighbor <IP> { routes |
advertise-routes } ] [ <PREFIX> ]

MapameTpbl

all — npn ykazaHun komaHzbl all oTo6paxkaeTcs nonHas MHpopmaums vpnv4 MapLupyToB;

rd — npu ykazaHum KomaHgpl rd oTobpaxaercsa nHgpopmaumus 0 MapuipyTax ¢ 3agaHHbiM RD;

vrf — npn ykazaHum koMmaHgpl vrf oTobpaxaeTcsa nHpopmauusi vpnv4-mapLupyToB ans ykasaHHoro VREF;
routes — Npu ykasaHuUn kKOMaHbl 0TO6paxaeTca MapLUpyTHaA MHopMauus, NonyYeHHast OT Cocefa;
advertise-routes — npu ykazaHum koMaHbl 0TO6paxaeTcs MapLUpyTHaa nHopMauus, 06bsABNEHHAsA COCeay;
<RD> - 3HauyeHune Route distinguisher, 3agaeTtca B ogHOM 13 criegyowem Buae:

« <ASN>:<nn> - rge <ASN> — npuHuMaeT 3HadyeHue [1..65535], nn — npuHUMaeT 3HaueHme [1..65535];

+ <ADDR>:<nn> — rge <ADDR> nmeet Bug — AAA.BBB.CCC.DDD/EE n AAA-DDD npuHumatoT 3Ha4yeHus
[0..255], a nn — npuHUMaeT 3HaueHme [1..65535];

+ <4BASN>:<nn> - rae <4ASN> — npuHumaeT 3HaueHue [1..4294967295], nn — npMHMMAET 3HaUYeHne
[1..65535];

+ <NAME_VRF> - umsa ak3emnnspa VRF, 3agaetca ctpokoii go 31 cumsona.

<IP> - IP-agpec cocefa, 3apaétca B suae AAA.BBB.CCC.DDD, rae kaxgas yactb NpUHMMAaET 3Ha4YeHUs
[0..255];

<PREFIX> - npecpukc, nmeet Bug — AAA.BBB.CCC.DDD/EE, rae AAA-DDD npuHumatot 3HaueHust [0..255] n EE
NPUHUMAET 3HaueHus [1..32].

629



Heob6xoauMbIii ypoBeHb NpuBUierui

1

KomaHZHbI pexum
ROOT

Mpumep 1

esr# show bgp vpnv4 unicast all
Status codes: * - valid, > - best, i - internal, S - stale
Origin codes: i - IGP, e - EGP, ? - dincomplete

Codes Route Distinguisher

Weight Path

*> 65000
0 ?
*> 65000
-= ?
*> 65000:
-= ?
*>7 65000:
0 i
*> 65000:
-= ?
*>7 65000:
55 i
*>7 65000:
0 i
*> 65000:
-= ?
*>7 65000:
0 ?
*> 65000:
-= ?
*> 65000:
-= ?
*>7 65000:
0 i
*> 65000:
-= ?
*> 65000:

10002

10001

10002

10002

10001

10001

10001

10001

10001

10001

10001

10001

IP Prefix

10.100.106.1/32

10.20.0.0/24

10.20.1.0/24

10.100.0.4/30

172.18.0.0/30

10.30.0.0/24

10.100.104.0/24

10.100.105.0/24

10.100.106.0/24

203.203.203.203/32

202.202.202.202/32

10.100.100.0/24

10.100.0.0/30

10.100.102.0/24

MexceTeBble 3KpaHbl cepun ESR. CnipaBoYHMK komaHz CL

Next hop

Metric Label

-- 16

- 17

- 17

-- 16

- 17

- 17

-- 16

-- 16

-- 16

-- 16

-- 16

-- 16

-- 16

LocPrf
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Mpumep 2

esr# show bgp vpnv4 unicast all 10.100.106.0/24

BGP routing table entry for 65000:10001 10.100.106.0/24
Next hop: 6.6.6.6

Label: 16

AS path: --

Origin: Incomplete

Local preference: 100

Extended Community: RT:65000:10001

Weight: 0

timers error-wait

MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

[laHHOI KOMaH/10¥i ycTaHAB/IMBAETCS BPEMSI MUHUMAa/bHOW 1 MaKCUMasIbHOIN 3aiepXKKW, B TEUEHNE KOTOPOTO
3anpeLleHo ycTaHaBNMBaTb COeIMHEHWE, B LENSIX 3alMTbl OT YACTbIX Pa3pPbIBOB COEANHEHUSI.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
timers error-wait <TIME1l> <TIME2>

no timers error-wait

MapameTpbl
<TIME1> — Bpemsi B CEKyHaX, NpUHMMAaeT 3HadyeHus [1..65535];

<TIME2> — Bpemsi B CEKyHAaX, NpMHUMaET 3HadeHns [1..65535].

3HauyeHue No ymosiuaHuio
60 1 300

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-BGP
CONFIG-VRF-BGP
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR

Mpumep

esr(config-bgp-af)# timers error-wait 90 450

631
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timers holdtime

[laHHoli KoMaHOo ycTaHaB/IMBAETCS BDEMEHHOI MHTEPBaJ], MO NCTEYEHMM KOTOPOro BCTPEYHasi CTOpOHa
CUMTaeTCs HeAOCTYNHO. TaiMep 3anyckaeTcs NOoc/1e yCTaHOB/IEHUSI OTHOLLEHWUIA COCEACTBA U HAUMHAET
oTcyéT ot 0. Taiimep cbpacbiBaeTCs Npu NoAyvYeHUN Kaxxaoro oteeta Ha keepalive-coobLyeHne oT BCTPEUHO
CTOPOHbI. PekomeHAayeTCs ycTaHaB/MBaTb 3Ha4YeHVe Taimepa paBHoe 3 * keepalive.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc
timers holdtime <TIME>

no timers holdtime

MapameTpbl

<TIME> - BpeMs B cekyHAax, NPUHUMaET 3HaueHus [1..65535].

3Ha4yeHune no ymonyaHuio
180

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbI pexum
CONFIG-BGP
CONFIG-VRF-BGP
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR

Mpumep

esr(config-bgp-af)# timers holdtime 360

timers keepalive

[aHHO KOMaH/10¥i ycTaHAB/IMBAETCS BPEMEHHOI MHTEPBaUT, N0 UCTEYEHNM KOTOPOTo MAET NpoBepka
COefIHEeHMSI CO BCTPEYHOI CTOPOHOIA.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
timers keepalive <TIME>

no timers keepalive
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MapameTpbl
<TIME> - BpeMsi B CEKyHAAX, NPMHUMAET 3HaueHust [1..65535].

3HayeHue No ymosiMaHuio
60

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-BGP
CONFIG-VRF-BGP
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR

Mpumep

esr(config-bgp-af)# timers keepalive 120

update-source

[aHHoii komaHgon onpegensietca IP/IPv6-agpec maplupytusaropa, KoTopblil 6yaeT MCnosib30BaThCs B
kayecTtBe IP/IPv6-agpeca ncTouHMKa B OTNpaBnsieMbIX 0OHOB/IEHUSAX MapLUpyTHOM uHdopmaumm BGP.

Micnonb3oBaHue oTpuuaTenbHoW hopMbl KOMaHAbl (NO) yaanseT ykasaHHblli IP/IPv6-agpec UCTOYHMKA.

CuHTakcuc
update-source { <ADDR> | <IPV6-ADDR> | <IF> | <TUN> }

no source-address

MapameTpbl

<ADDR> — IP-agpec ncrtoyHuka, 3agaércs B suae AAA.BBB.CCC.DDD, rge kaxaas 4acTb NpUHUMAET 3Ha4YeHus
[0..255].

<IPV6-ADDR> - IPv6-agpec nctouHuka, 3agaétca B suge X:X:X:X::X, rae kaxgasa 4acTb NpUHMMaET 3Ha4YeHUs B
LecTHaguartepuyHom cpopmare [0..FFFF].

<IF> — nHTepdeiic, 3aaaéTcs B BUe, ONCAHHOM B pasaene Turbl 1 NopsiioK UMEHOBaHNS NHTePelicoB
MapLupyTu3aTopa.

<TUN> — nmA TyHHeNa yCTPonCTBa, 3a4aéTcA B BUAE, ONNUCAHHOM B pasgesnie Turbl 1 Nopsfok MMeHoBaHusA
TYHHesNen mapLupyTusaropa.

633


https://docs.eltex-co.ru/pages/viewpage.action?pageId=304972473#id--
https://docs.eltex-co.ru/pages/viewpage.action?pageId=304972473#id--
https://docs.eltex-co.ru/pages/viewpage.action?pageId=304972473#id--
https://docs.eltex-co.ru/pages/viewpage.action?pageId=304972473#id--
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR

Mpumep

esr(config-bgp-neighbor)# update-source 10.100.100.2

vrf

[aHHoln KomaHaoM B cucTeme co3gaercs aksemnisap BGP npouecca B VRF 1 ocywectensieTcsa nepexos B
pexum HacTpolikn napameTpos BGP npouecca B ykazaHHoM VRF.

cnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (No) yaanset ak3emnnsp BGP VRF 13 cuctemsl.

CuHTakcuc
[no] 1dp vrf <VRF>

MapameTpbl

<VRF> - nmsa ak3emnnsipa VRF, 3agaetcsa cTpokoii o 31 cumsona.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-BGP

Mpumep

esr(config-bgp)# vrf xx
esr(config-bgp-vrf)#

weight

[aHHol KomaHOo ycTaHaB/IMBaETCsl BEC MapLLPYTOB, MPUHMMaeMbIii oT gaHHoro BGP-cocepa nnum rpynnbl
BGP-cocegeli.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
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CuHTakcuc
weight <WEIGHT>

no weight

MapameTpbl

<WEIGHT> - 3HauyeHue Beca mapLupyTa, npuHuMaeT 3HaveHus [0..65535].

3HauyeHue No yMmo4aHuio
0

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-BGP-GROUP
CONFIG-BGP-VRF-GROUP
CONFIG-BGP-NEIGHBOR
CONFIG-BGP-VRF-NEIGHBOR

Mpumep

esr(config-bgp-neighbor)# weight 200
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HacTtpoliika npotokonoB RIP n RIPNG

authentication key-chain
cleariprip

clear ipvé rip

ip rip metric

ip rip mode

ip rip neighbor

ip rip summary-address
ipv6 rip metric

ipv6 rip summary-address
ipv6 router rip
passive-interface
passive-interface

router rip

show ip rip

show ipv6 rip

timers flush

timers invalid

timers update

authentication key-chain

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

[laHHasa KomaHAa onpeaensieT CNucok naponel ans ayTeHTudmkauum Yepes airopuTM xelwumpoBaHns md>.

icnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHbl (NO) yaansieT NpuBsA3KY K CMCKY Naposeil.

CuHTaKkcuc

authentication key-chain <KEYCHAIN>

no authentication key-chain

MapameTpbl

<KEYCHAIN> — ngeHTudmkaTop cnmcka Knoyei, 3agaétcsa cTpokor Ao 16 CMBOSIOB.

HeoOxoaumblii ypoBEHb NpUBUIETUIA

10

KomaHZgHbIi pexum
CONFIG-RIP

Mpumep

esr(config-rip)# authentication key-chain lock

clear ip rip

[JaHHas KomaHa yaansieT cofepxumoe 6asbl mapLipyTos RIP.
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CuHTakcuc

clear Hip rip

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
ROOT

Mpumep

esr# clear 1ip rip

clear ipv6 rip

JaHHasa komaHga yaansaet cogepxumoe 6asbl mappyToB RIPNG.

CuHTakcuc

clear 1ipv6 rip

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
ROOT

Mpumep

esr# clear ipv6 rip

ip rip metric

[laHHas KoMaHAa ycTaHaBNMBaeT BEIMUNHY METPUKU Ha MHTepdelice.

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHNE METPUKM NO YMOMYAHUIO.
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CuHTakcuc
ip rip metric <VALUE>

no 1ip rip metric

MapameTpbl

<VALUE> - BeninumHa MeTpuku, 3agaétca B pasmepe [1..15].

3HauyeHue No ymosiuaHuio
S)

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT

Mpumep
esr(config-if-gi)# ip rip metric 11
ip rip mode

[JaHHas komMaHAa ycTaHaBNMBAET PEXMM aHOHCHPOBaHNSA MapLUPYTOB.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.
CuHTakcuc

ip rip mode <MODE>

no ip rip mode
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MapameTpbl
<MODE> — pexvm aHOHCMPOBaHUA MapLLPYTOB:

+ multicast — mapLupyTbl aHOHCMPYOTCA B MHOTO@ApPECHOM PEXMME;

+ broadcast — MapLpyTbl aHOHCUPYIOTCS B LUMPOKOBELLATEIbBHOM PEXNME;

* unicast — MapLUpyTbl aHOHCUPYIOTCA B unicast-pexviMe cocefam, HACTPOEHHbLIM C NOMOLLBK KOMaHAb! ip
rip neighbor <ADDR>.

3HayeHue No ymosiMaHuio

multicast

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT

Mpumep

esr(config-if-gi)# ip rip mode broadcast

ip rip neighbor

[JaHHoii KomaHoii cTaTuyeckn 3agaetcs IP-aapec cocefa An1s yCTaHOB/IEHUsSI OTHOLLEHUS! B unicast-pexume
AHOHCVPOBaHUS MapLLpPYTOB.

icnonb3oBaHue oTpuuaTesibHO hopMbl KOMaHbl (NO) yAANSeT cTaTUYeckn 3afaHHbIli agpec cocepa.

CuHTakcuc

[no] ip rip neighbor <ADDR>

MapameTpbl

<ADDR> - IP-agpec, 3aaétca B Buae AAA.BBB.CCC.DDD, rae kaxaasa 4acTb npuHUMaeT 3HaueHus [0..255].

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT

Mpumep

esr(config-if-gi)# ip rip neighbor 10.100.100.5

ip rip summary-address

[aHHOoI KomaHAoM BKNKOYaAeTCs cymmMmapu3auns nogceten.

MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

icnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) OTK/IOYAET CyMMapu3aLmio NoaceTeil.

CuHTakcuc

[no] dip rip summary-address <ADDR/LEN>

MapameTpbl

<ADDR/LEN> - IP-noaceTb, 3apaétca B Buae AAA.BBB.CCC.DDD/EE, rae kaxpaasa yacts AAA — DDD
npuHuMaeT 3HaueHus [0..255] n EE npuHumaeTt 3HaueHus [1..32].

Heo6xoauMbIii ypoBeHb NpuBUerui

10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT
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Mpumep

esr(config-if-gi)# ip rip summary-address 10.200.200.0/24

ipv6 rip metric
[aHHas KoMaHfa ycTaHaB/IMBaET Be/IMUMHY METPUKM HA MHTepdelice.

Vicnonb3oBaHue oTpuLaTeNIbHOi (DOPMbI KOMaHibl (N0) yCTAHAB/IMBAET 3HAYEHNE METPUKU N0 YMOTYAHUIO.

CuHTakcuc
ipv6 rip metric <VALUE>

no ipvé rip metric

MapameTpbl

<VALUE> - BenMumHa MeTpuku, 3agaétcs B pasmepe [1..15].

3HayeHue No ymosiMaHuio
5

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT

Mpumep

esr(config-if-gi)# ipv6 rip metric 11

ipv6 rip summary-address
[aHHOoI KomaHAoM BKNOYaeTcs cymmapusauns nogceteli IPvé.

cnonb3oBaHue oTpulatTenbHoli hopMbl kKoMaHAbl (N0) OTK/IOYAET CymMMapusaLuio noaceTei.
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CuHTakcuc

[no] 1dpv6 rip summary-address <ADDR/LEN>

MapameTpbl

<ADDR/LEN> - IP-noacetb, 3apaértca B suae AAA.BBB.CCC.DDD/EE, rae kaxaasa yacte AAA — DDD
npuHuMaeT 3HaueHus [0..255] n EE npuHumaeTt 3HaueHus [1..32].

3HaueHue No yMmosi4aHuio

OTK/tOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE
CONFIG-GRE
CONFIG-IP4IP4
CONFIG-LT

Mpumep

esr(config-if-gi)# ipv6 rip summary-address fb00::1/20

ipv6 router rip
[aHHOI KOMaHA0M OCYLLECTB/IAETCS NEPEXOL, B peXnM HacTpoiikn napametpoB RIPNG-npouecca.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHzbl (N0) ycTaHaBmBaeT napameTpbl RIPNG-npouecca Ha
3Ha4YeHUs No YMO/THaHUIO.

CuHTakcuc

[no] dipv6 router rip

MapameTpbl

KomaHga He cogepXuT napameTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep

esr(config)# ipv6 router rip
esr(config-ripng)#

passive-interface
[laHHas KoMaHAa BbIK/TlOYAET aHOHCMPOBAHUSI MapLLUPYTOB MO MHTepdeiicy.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) BOCCTaHaBMMBAET aHOHCYPOBaHUSI MapLLPYTOB.

CuHTakcuc

[no] passive-interface { <IF> | <TUN> }

MapameTpbl

<IF> — nHTepdpeiic, 3aaaéTca B BUAE, ONMCAHHOM B pasaesne Turbl 1 Nopsaok MMeHOBaHNSA nHTepdeincos
MapLupyTm3aTopa.

<TUN> - umsi TyHHens, 3a4aéTcs B BUE, ONMCaHHOM B pasgesnie Turbl 1 Nopsifiok UMeHOBaHUsS TYHHe e
MapLupyTm3aTopa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-RIP

Mpumep

esr(config-rip)# passive-interface gigabitethernet 1/0/15

passive-interface
[laHHas KoMaHAa BbIK/TIlOYAET aHOHCMPOBAHUSI MapLLUPYTOB MO MHTepdeiicy.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (N0) BOCCTaHAB/IMBAET aHOHCMPOBAHMWSI MapLLPYTOB.

CuHTaKkcuc

[no] passive-interface <IF>
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MapameTpbl

<IF> — nHTepdeiic, 3agaétca B BUAE, ONMCaHHOM B pasgene Turbl 1 Nopsaaok MMeHoBaHnsa nHTepgericos
mMapLipyTm3aropa.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-RIPNG

Mpumep

esr(config-ripng)# passive-interface gigabitethernet 1/0/15

router rip
[aHHol KOMaHZOoM OCYLLEeCTBNSETCA NEPEXOL, B PEXNM HAcTPolikn napameTpos RIP-npouecca.

icnonb3oBaHue oTpuUaTenibHoli (DOpPMbI KOMaH bl (N0) ycTaHaBIMBaeT napaMeTpbl RIP-npolecca Ha
3HAYEHMs N0 YMO/TYAHWIO.

CuHTakcuc

[no] router rip

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

esr(config)# router rip
esr(config-rip)#

show ip rip
[aHHaa komaHga otobpaxaeT Tabnuuy mapwpytusaumm RIP.
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CuHTakcuc

show 1ip rip

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep

esr# show ip rip Sword# sho 1ip rip

10.10.0.1/32 via 115. .10 on gil/0/15 [rip 21:31:17] x (100/6)
10.1.90.0/24 via 115. .10 on gil/0/15 [rip 21:31:17] x (100/6)
192.168.16.0/24 via 115. .10 on gil/0/15 [rip 21:31:17] x (100/6)

[l ol o)
[l ol o)

show ipvé6 rip

JaHHaa komaHga oTobpaxkaeTt Tabnvuy mapupyTtmsaumm RIPNG.

CuHTakcuc

show ipv6 rip

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NnpuBuierui
1

KomMaHAHbIV peXxum
ROOT

Mpumep

esr# show ipv6 rip Sword# sho 1ip rip

10.10.0.1/32 via 115.0.0.10 on gil/0/15 [rip 21:31:17] * (100/6)
10.1.90.0/24 via 115.0.0.10 on gil/0/15 [rip 21:31:17] * (100/6)
192.168.16.0/24 via 115.0.0.10 on gil/0/15 [rip 21:31:17] * (100/6)
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MexceTteBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg CL

timers flush

[aHHOoIn KomaHAoW yCcTaHaBNMBaETCA BPEMEHHONM MHTepBaJI, MO UCTEYEHUN KOTOPOro Npov3BOAUTbLCA
yaaneHve mapupyta. MNMpu ycTaHOBKE 3HAYEHWSI HY)XXHO YUNTbIBaTb cneaytollee npasuno: «timers invalid + 60».

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc
timers flush <TIME>

no timers flush

MapameTpbl

<TIME> - BpeMs B cekyHAax, NPUHUMaET 3HaueHus [12..65535].

3Ha4yeHue no ymonyaHuio

240 cekyHa.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-RIP
CONFIG-RIPNG

Mpumep

esr(config-rip)# timers flush 300

timers invalid

[ aHHoi KoMaH 10V onpeensieTcss BPEMEHHOV NHTEPBasT KOPPEKTHOCTM MapLLPYTHOI 3an1cy 6e3 06HOBNEHNS.
Mo ncTeyeHnto cpoka, 6e3 NonyyeHrst 0GHOB/EHNS, MAPLUPYT NOMEYaEeTCst Kak HeOCTYMHBbIA.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
timers dinvalid <TIME>

no timers invalid

MapameTpbl

<TIME> - BpeMsi B cekyHAax, NpUHUMaET 3HaueHus [12..65535].

3HauyeHue No ymosiuaHuio
180
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-RIP
CONFIG-RIPNG

Mpumep

esr(config-rip)# timers invalid 240

timers update

[JlaHHOli KOMaHAO ycTaHaBNIMBAETCS BPEMEHHOIN MHTEPBA], MO UCTEYEHMN KOTOPOro NPON3BOAMTCS
aHOHCMpOBaHMeE.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
timers update <TIME>

no timers update

MapameTpbl

<TIME> — BpeMsi B CEKyHAAX, NPMHMMAET 3HadyeHus [12..65535].

3HauyeHue Nno ymosi4aHuio
30

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-RIP
CONFIG-RIPNG

Mpumep

esr(config-rip)# timers update 25
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MexceTeBble 3KpaHbl cepun ESR. CnpaBoyHmK kKomaHg, CLI

HacTpoiika npotokonos OSPF u OSPFv3

*+ area
* area-type

+ authentication key

+ authentication key chain

+ default-cost

+ default-information-originate
+ default-metric-type

+ clear ip ospf

+ clear ipv6 ospf

+ compatible rfc1583

+ dead-interval

+ hello-interval

* ip ospf

* ip ospf area

* ip ospf authentication algorithm
+ ip ospf authentication key

* ip ospf authentication key-chain
* ip ospf cost

* ip ospf dead-interval

+ ip ospf hello-interval

* ip ospfinstance

* ip ospf mtu-ignore

* ip ospf neighbor

* ip ospf network

* ip ospf poll-interval

* ip ospf priority

* ip ospf retransmit-interval

* ip ospf wait-interval

* ipv6 ospf

* ipv6 ospf area

* ipv6 ospf cost

* ipv6 ospf dead-interval

* ipv6 ospf hello-interval

* ipv6 ospf instance

* ipv6 ospf mtu-ignore

* ipv6 ospf neighbor

* ipv6 ospf network

* ipv6 ospf poll-interval

* ipv6 ospf priority

* ipv6 ospf retransmit-interval
* ipv6 ospf wait-interval

* ipv6 router ospf

* ipv6 router ospf log-adjacency-changes
* maximum-paths

* opaque-lsa disable

« preference

* retransmit-interval

* router ospf

+ router ospf log-adjacency-changes
* router-id

+ show ip ospf

+ show ip ospf database

+ show ip ospf interface

+ show ip ospf neighbors

648



MexceTeBble akpaHbl cepun ESR. CnpaBoyHKK KomaHg, CLI

+ show ip ospf virtual-links

» show ipv6 ospf

« show ipv6 ospf database

» show ipv6 ospf interface

+ show ipv6 ospf neighbors

+ show ipv6 ospf virtual-links
* summary-address

« virtual-link

+ wait-interval

area
[JlaHHOli KOMaHAOo ycTaHaBNMBAETCS UAEHTUMKATOP 06/1acTy.

Vicnonb3oBaHue oTpuuaTesibHoi (DOpPMbl KOMaHbl (N0) yAanseT co3aaHHyo 06/1acTb.

CuHTakcuc
[no] area <AREA_ID>

MapameTpbl

<AREA_ID> — ngeHtncpmkarop obnactu, 3agaétcs B snge AAA.BBB.CCC.DDD, rge kaxaasi 4acTb NpUHUMaET
3HaueHus [0..255].

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIi pexum
CONFIG-OSPF
CONFIG-OSPFV3

Mpumep 1

esr(config-ospf)# area 11.11.11.51

Mpumep 2
esr(config-ipv6-ospf)# area 11.11.11.51
area-type

KomaHga onpeaensiet Tun o6nacTu.

icnonb3oBaHue oTpuuaTesibHoi (DOpMbl KOMaHbl (N0) ycTaHAB/IMBAET TUN 0611aCTV Kak CTaHAAPTHbIA.

CuHTakcuc

[no] area-type <TYPE> [ no-summary ]
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MapameTpbl
<TYPE> - Tvn obnacTtu:

« normal — yctaHaBnmBaeT 3Ha4yeHue standart (ctaHaapTHast o6nacTb);
+ stub — yctaHaBnMBaeT 3HauyeHue stub (TynmkoBas 061acTb).

no-summary — KoMaHza B CBsi3ke C napameTpom «stub» o6pasyet o6nacTs «totally stubby» (ans nepegaun
nHchopMaumm 3a npesesnbl 0651aCTU UCNOMb3YETCA TOMBKO MApLUPYT MO YMOTYAHWIO).

* Nssa — ycTaHaBNMBaEeT 3HaueHue nssa (o6nactb NSSA).

no-summary — B CBsI3Ke C MapameTpoMm nssa o6pasyeT o6acTb totally nssa (aBTomaTnueckn reHepupyet
MapLLPYT MO YMOYAHUIO KakK MeX06/1aCTHON).

3HayeHue No ymosiMaHuio

normal

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-OSPF-AREA
CONFIG-OSPFV3-AREA

Mpumep 1

esr(config-ospf-area)# area-type stub

Mpumep 2

esr(config-ipve-ospf-area)# area-type nssa

authentication key
[JaHHas komaHza onpegensieT Naposib A5 ayTEHTUMKALMM Yepe3 a/IropuTM xelumpoBaHus mdS ¢ coceiom.

Mcnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yaansieT naposb.

CuHTakcuc
authentication key ascii-text { <CLEAR-TEXT> | encrypted <ENCRYPTED-TEXT> }

no authentication key

MapameTpbl
<CLEAR-TEXT> - naponb, 3agaétcs cTpokoi oT 1 o 8 cumBOnoB;

<ENCRYPTED-TEXT> — 3awwmd)poBaHHbIii naposib pasmepom Ao 8 6aiiT (ot 2 ao 16 cMMBO/IOB) B
wecTHaguatepuyHom cpopmate (0xYYYY...) unm (YYYY...).
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-OSPF-VLINK

Mpumep

esr(config-ospf-vlink