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MES14xx, MES24xx, MES3400-xx, MES37XxX. PyKOBOACTBO N0 cO06LWEeHNsAM Syslog

AHHOTauUuA

B gaHHOM pyKOBOACTBE MpriBeAEHbI BO3MOXHbIE COOOLLEHUS, FTEHEPUPYEMbIE MOoAyneM Syslog, Ans
KOMMYTaTOpPOB cepuii MES14xx, MES24xx, MES3400-xx, MES37XX C yKa3aHMeM BO3MOXHbIX
napameTpoB COOBLLEHUIA U NPUYUH TaKOrO NOBEAEHUSI.

LleneBas aygmutopusa

[laHHoe pyKoBOACTBO Nosib3oBaTesnis NpefHasHavyeHo 419 TeEXHMYECKOro nepcoHana,
BbINOJIHAIOLLEN0 YCTAHOBKY, HACTPOWNKY Y1 MOHUTOPWUHT YCTPOMCTB NOCPeACTBOM MHTepdhelica
KOMaHHOW cTpoku (CLI), a Takke npoueaypbl N0 06CYXMBAHNIO CMCTEMbI 1 06HOBEHMIO MO.
KBasimgoukaums TeEXHNYECKoro nepcoHana npegnonaraet 3HaHne OCHOB paboTbl CTEKOB
npoTokosioB TCP/IP, NpyHUMNOB NOCTpoeHus Ethernet-ceTei, onbIT pa60Tbl C KOMMyTaTopamu
cepuii MES14xx, MES24xx, MES3400-xx, MES37XX.

© YkasaHHble pekomeHayeMble AelicTBUSA npegHasHaueHbl A1 NOMOLLY
KBa/IMpMLMpoBaHHOMY MepcoHasly B OnpeaesieHnn BO3MOXHbIX NPUYMH HencrnpaBHOCTEN 1
BbIMOJIHSAOTCS HA CBOI CTpax 1 pUCK.
B cnyyae 3aTpygHeHuid npu nokanusaumm, yctpaHeHun npobnem u/unm oTcyTcTBumA
Heob6xoAMMOi KBanndukaLmm TEXHUYECKOro NepcoHasia pekoMeHayeTcsl Bo3fepXaTbes oT
BbIMO/IHEHMS YKa3aHHbIX B JAHHOM PYKOBOACTBE AEeCTBUIA 1 06PaTUTLCA B TEXHUYECKYHO

noaaepXxKy.
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OnuncaHne coobuleHnii Syslog
1.L1

1.1 Errdisable

Failed to restart recovery timer for interface {%s}

CTteneHb BaXXHOCTHU:

Alert

MapameTpsbl:
MapameTp 3Ha4yeHue
%s nHTEepdeiic

MpuMep CooBLLEHNS:

ERRD-1-Failed to restart recovery timer for interface gi 0/1

OnucaHne 1 NPUYnHBLI:

Oww6Ka nepeycTaHOBKM TaliMepa BOCCTaHOB/EHUS MHTepdpelica ana moayns errdisable.

PekomeHayemble AeiCcTBUS:

O6paTUTLCA B TEXNOAAEPXKKY.

Failed to {%s1} recovery timer for interface {%s2}

CTeneHb BaXXHOCTU:
Alert
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MapameTpsbl:
MapameTp 3HaueHue
%s1 start
stop
%s2 nHTEepdenc

MpumMep coobLeHus:

ERRD-1-Failed to start recovery timer for interface gi 0/1

OnucaHne 1 NPUYnHBbI:

Oww6Ka cTapTa UM OCTaHOBKU TaiiMepa BOCCTaHOBNEHUs HTepdpelica ana moayns errdisable.

PekomeHayemble AeicTBUS:

O6paTUTLCA B TEXMOAAEPXKKY.

Failed to {%s1} interface {%s2}

CTeneHb BaXXHOCTU:

Alert
MapameTpsbl:
MapameTtp 3HaueHue
%s1 enable
disable
%s2 nHTEepdenc



MES14xx, MES24xx, MES3400-xx, MES37XxX. PyKOBOACTBO N0 cO06LWEeHNsAM Syslog

MpuMep CooBLLEHNS:

ERRD-1-Failed to start recovery timer for interface gi 0/1

OnucaHne 1 NPUYNHBLI:

Mogaynb errdisable He MOXET BOCCTaHOBUTbL MHTEpPAIEC U3 cocTosiHMSA errdisable.

PekomeHayemble AeiCcTBUS:

BoccTtaHoBUTL UHTEphenc BpyyHyo kKomaHgamm "set interface active" nnm "shutdown/no shutdown".

Interface {%s1} is suspended by {%s2}

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3Ha4yeHue
%s1 nHTepdelic
%s2 storm-control

udld

loopback-detection

Mpumep coobLieHuns:
ERRD-1-Interface gi 0/24 is suspended by storm-control

OnucaHne 1 NPUYnHBbI:

MomelleHne nHtepdelica B coctosiHne errdisabled No ykazaHHOW NpUUKHE.
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PekomeHyemble AelicTBUS:

Paszobparbcsl ¢ yKkazaHHbIMU MPUYMHAMK Y BOCCTAHOBUTb MHTEpPhelic BpyUHYI0 KOMmaHaamn "set
interface active" nnm "shutdown/no shutdown", ecnm aBTomaT4yeckoe BOCCTaHOBNEHNE
NHTepeiica He BKIOYEHO.

Interface {%s1} is recovered by {%s2}

CTeneHb BaXXHOCTU:

Alert

MNapameTpsbl:
MapameTp 3Ha4yeHue
%s1 nHTEepgeiic
%s2 storm-control

udld

loopback-detection

MpuMep CooBLLEHNS:

ERRD-1-Interface gi 0/24 is recovered by storm-control

OnuncaHue u NPUYNHLI:

BoccTaHoBneHne nHTepdeiica n3 coctosiHvs errdisable B HopmasibHOE.

PekomeHayemble AeiCcTBUS:

He TpebytoTcs.
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Interface {%s1} is recovered by {%s2} but still blocked by other applications

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3HaueHune
%s1 nHTepdelic
%s2 storm-control

udld

loopback-detection

MpumMep coobLueHns:
ERRD-1-Interface gi 0/1 is recovered by storm-control but still blocked by other applications

OnucaHne 1 NPUYnHBbI:

Talimep errdisable recovery uctek assi 0o4HOro U3 Moaynein, Ho nHTepdieiic He pasbnokupoBascs.

PekomeHyemble AelicTBUS:

BoccTaHoBUTbL MHTepdheiic BpyuHyto koMaHaamu "set interface active" nnm "shutdown/no shutdown".

1.2 PoE

Initialization failed. PoE will be shutdown

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLEeHNS:

PoeT-2-Initialization failed. PoE will be shutdown
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OnucaHne 1 NPUYMHBbI:

Owmnbka nHMumanusauun moayns Pok. BeposiTHee Bcero, npobsiema HOCUT annapartHbiii Xxapakrep.

PekomeHayemble AelicTBUS:

O6paTnTbCs B TEXMOAAEPXKKY.

{%s} fault - PoE will be shutdown

CTteneHb BaXXHOCTHU:

Critical

MapameTpsbl:
MapameTp 3Ha4yeHue
%s asapuu:

« OVLO (BxogHOE HanpshkeHne Ha NopTy 6osbLue 60);

« MPS absent ("Maintain Power Signature" — 0co6blli curHan,
NOCbINIaeMbI Harpy3Kkoi, YTO OHa BCE eLé nogxayeHa u
noTpebnseT MoWHOCTb. Owmnbka BblgaETCA, KOrga 3TOT CUrHaU
nepecTaéT nocblNaTbCs, HaNpUMep, NPy BHe3anHow
nepesarpyske Harpysku);

« short (KOpoTKOE 3aMblKaHKe);

« overload (neperpy3ka), power denied (0TKa3z B 06C1y>XMBaHun);

« startup failure (oLUMGKM NpY NepBOHaYa/IbLHOM OBHAPYXEHWN
Knaccudukaumm ycTpoiicTea);

« UVLO (BXOoAHOE HanpshkeHne Ha NopTy MeHblLue 42 BonbT).

Mpvmep coobLeHns:

PoeT-2-startup failure fault - PoE will be shutdown

OnuncaHne u NpUYnHbI:

ABapus PoE.
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PekomeHyemble AelicTBUS:

Pazobpartbcsa B NpuyMHax aBapum 1 ycTpaHntb eé. Nepesarpy3ntb Moaysib PoE. Mpu
HEeo6XoAMMOCTN 06PaTUTLCA B TEXNOAAEPXKKY.

PoE fault on interface {%s1}: {%s2}

CTeneHb BaXHOCTN:

Critical

MNapameTpsbl:
MapameTp 3HaueHue
%s1 nHTepgoeiic
%s2 aBapuu:

Mpumep coobLEHNS:

OVLO (BxogHOE HanpshkeHve Ha nopty 6onbLue 60);

MPS absent ("Maintain Power Signature" — 0cobbli1 curHan,
nocbl1IaeMblii Harpy3Koi, UTO OHa BCE eLLé nogkoyeHa u
noTpe6nser MowHoCcTb. Ownbka BblAaéTcs, Korga aToT CUrHaU
nepecTaéT nocblNaTbCs, Hanpumep, NPy BHe3anHowm
nepesarpyske Harpysku);

short (kopoTkoe 3amblkaHue);

power denied (0TKa3 B 06CyXMBaHUN);

overload (neperpy3ka), power denied (0TKa3 B 06C1yXnBaHun);
startup failure (owMGKM NpK NepBoHaYaIbHOM OBHapPYXeHUN
Knaccudunkaumm ycTpoicTea);

UVLO (BxogHOE HanpshxeHne Ha nopTy MeHbLue 42 Bonbr).

PoeT-2-PoE fault on interface gi 0/1: short

OnuncaHne u NPUYNHBI:

OVLO, MPS absent, short, overload, power denied, startup failure, UVLO.

10
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PekomeHyemble AelicTBUS:

Pazobpartbcsa B NpuyMHax aBapum 1 ycTpaHntb eé. Nepesarpy3ntb Moaysib PoE. Mpu
HEeo6XoAMMOCTN 06PaTUTLCA B TEXNOAAEPXKKY.

Interface {%s} is not delivering power to the PD

CTeneHb BaXXHOCTU:

Warning

MNapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc

Mpumep coobLleHuns:
PoeT-4-Interface gi 0/1 is not delivering power to the PD

OnucaHne 1 NPUYMHBbI:

YBefoM/eHre 0 ToM, YTo PoE Ha MHTepdielice He NpeaocTaBAseTCs.

PekomeHayemble AelicTBUS:

Ecnn gaHHoe noBefeHne ans uHtepcpenca He ABNAETCA OXuaaeMbiM, cnedyeT pasobparbes C
NpUYMHO aBapun. ins nokanmsaumm npobnemsl peKOMeHAyeTCA NCMNOoNb30BaTb 6/10K KOMaH[,
"show power inline". B HOM criyyae geincTeuii He TpebyeTcs.

Interface {%s} is not delivering power to the PD \ cause total power limit is exceeded

CTteneHb BaXXHOCTHU:

Warning

11
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MapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdenc

Mpumep CooBLLEHNS:

PoeT-4-Interface gi 0/1 is not delivering power to the PD \ cause total power limit is exceeded

OnucaHne 1 NPUYnHBLI:

YBeAOM/IEHVE O TOM, UTO POE Ha UHTepdelice He NpPeAoCTaBNSETCSA N0 NPUYMHE NPEBbILLEHNS
6loKETa MOLLHOCTM KOMMYTaTopa.

PekomeHayemble AeiCTBUS:

Y6eanTbCs, YTO CymmapHas notpebnsiemasi MOWHOCTb YCTPOCTB He NpeBbIIaeT GroaxeTa
MOLLHOCTW [JaHHOW MoAen KoMmmyTaTopa.

MCU device {%s1} detected SW Version:{%s2}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s1 naeHTUdnKaTop ycTpoincTea
%s2 Bepcud MO

Mpumep coobLeHuns:
PoeT-6-MCU device Nuvoton M0516(1) detected, SW Version: 1.8.2.2; PSE(s) ID: 0xE121

12
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OnucaHne 1 NPUYMHBbI:

NHdopMauums o ucnonb3yemMom Ha KoMMyTaTope PoE-KOHTposiiepe.

PekomeHayemble AelicTBUS:

[elicTBusi He TpebyroTcs.

Interface {%s} is delivering power to the PD

CTteneHb BaXXHOCTHU:

Informational

MapameTpsbl:
MapameTp 3HauyeHue
%s nHTEepdenc

MpuMep coobLueHns:
PoeT-4-Interface gi 0/1 is delivering power to the PD

OnwncaHne v NpUYnHbI:

YBefloM/IeHVE O TOM, UTO POE nNpefocTaBnsieTcs Ha MHTepdeiice.

PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.

1.3CFA

HWPKTRT-1-CPU RX rate limit {%ul} exceeded for queue {%u2}

CTeneHb BaXXHOCTWU:
Alert

13
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MapameTpsbl:
MapameTp 3HaueHue
%ul orpaHu4yeHune ana ovepeam Ha cpu
%u2 HOMep o4yepean

MpuMep coobLeHNs:
HWPKTRT-1-CPU RX rate limit 128 exceeded for queue 5

OnucaHne 1 NPUYnHBbI:

YBeoMm/1IeHVe O NPEeBbILWEHUM OrpaHNYeHns no KosIM4YecTBy NakeToB B yKa3aHHOI‘/’I oyepean Ha CPU.

PekomeHayemble AeicTBUS:

XapakTep fasibHellnx AeincTBriA 3aBUCUT OT OYepeaU, B KOTOPOI 0GHapPYXEHO MPEBbILLEHNE.
O3HaKOMUTbCS C MHopMaLMeli MO oYepeasm MOXHO B PyKOBOACTBE MO 3Kcn/lyatauuv s
COOTBETCTBYHOLLEI MOAENN KOMMYyTaTOpa.

Interface {%s} link status DOWN

CTeneHb BaXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdelic

Mpumep coobLLEHNS:
CFA-4-Interface gi 0/13 link status DOWN

14
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OnucaHne 1 NPUYMHBbI:

NHTepdpeiic nepetuen B cocTosiHne DOWN.

PekomeHayemble AelicTBUS:

Ecnu cobbiTre He ABseTcs oxunagaemMbiM, MPOBEPUTL (Pr3nyeckoe cCoeMHEeHNS AaHHOoro
nHTepdeica n ero KoHguUrypauuto. 45 L3-mHTepdelicoB NpoBepuTb KOPPEKTHOCTb
KOHpurypaumun. B nHom cniyyae geincteums He TpebyroTcs. PekoMeHayemble KOMaHAbl ANs

show interfaces switchport",

nokanusaumm npobnemsl: "show interfaces status", "show interfaces

"show running-config".

Interface {%s }link status UP

CTteneHb BaXXHOCTHU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s nHTEpdenc

Mpumep coobLLEHUS:
CFA-6-Interface vlan 1 link status UP

OnucaHne 1 NPUYnHBLI:

NHTepdpeiic nepeluen B cocTosiHue UP.

PekomeHayemble AeiCcTBUS:

Ecnu cobbiTre He ABAeTCs oXuagaeMbiM, MPOBEPUTL (Pr3NYECKOe COeAVHEHNS AaHHOro
nHTepdeica n ero KoHgurypauuto. 415 L3-mHTepdelicoB NpoBepuTb KOPPEKTHOCTb
KOHurypauuun. B nHom criyyae feincteusa He TpebytoTcs. PekoMeHayemble KOMaHbl AN

show interfaces switchport",

nokanusaumm npobrnemsl: "show interfaces status", "show interfaces

"show running-config".

15
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1.4 Box

Failed to init copper transceiver on interface {%s}

CTeneHb BaXXHOCTU:

Error

MNapameTpsbl:
MapameTp 3HauyeHue
%s nHTEepdeiic

Mpumep coobLueHuns:

BOX-3-Failed to init copper transceiver on interface gi 0/25

OnucaHne 1 NPUYnHBbI:

Owmnbka nHmumanusauumn SFP-T TpaHcuBepa Ha nHTepdeiice.

PekomeHayemble AelicTBUS:

MpoBepuTb paboTy TpaHCMBEpPA B APYrOM MHTepdieiice koMmMmyTaTopa. NpoBepnThL paboTy

TpaHcuBepa Ha Apyrom koMmyTaTope. MNpu BbisIBNEHNM NPO6/EM C TpAHCUBEPOM 3aMEHUTDL €ro. B

VHOM c/lyyae 06paTuTbCS B TEXMOAAEPXKKY.

Failed to get media type on interface {%s}

CTteneHb BaXXHOCTHU:

Error

16
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MapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdenc

Mpumep CooBLLEHNS:

BOX-3-Failed to get media type on interface gi 0/25

OnucaHne 1 NPUYnHBLI:

Oww6Ka onpeaeneHust Tuna cpebl nepeaadyn Ha KoMbo-nHTepdeiice.

PekomeHayemble AeiCcTBUS:

MpoBepuTb KOHUIypaLmio cpefbl nepegayn Ha nHtepdelice. MNpoBepntb paboTOCNOCOOHOCTb
TpaHcuBepa Npv UCMNOo/Ib30BaHNM ONTUYECKON YacT KOMOO-UHTEpdencoB. PekomeHayemble

nn

KoMaHApl: "show running", "show interfaces combo".

Failed to set 10G media

CTeneHb BaXXHOCTU:

Error

Mpumep coobLLEHUS:
BOX-3-Failed to set 10G media

OnucaHne v NPUYNHBLI:

Own6Ka onpeeneHns ckopocTn 10G SFP-TpaHcmeepa.

PekomeHyemble AelicTBUS:

3Bneyb U cHOBa BCTaBUTb TpaHcMBep B MHTepdelic. KomaHgamn "speed" BbICTaBUTb Ha 06enx
CTOpPOHAax NIMHKa OAUHAaKOBYH CKOPOCTb. [Mpn HEOBX0AMMOCTM NPOBEPUTL PAabOTOCMOCOOBHOCTb
TpaHcuBepa B ApYyrux nHrepdericax n/munvm kommytaropax. NMpu o6Hapy>XeHU HemcnpasHOCTY
TpaHcuBepa 3aMeHUThb ero.

17
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Failed to configure SFP media on interface {%s}

CTeneHb BaXXHOCTU:

Error

MapameTpsbl:
MapameTp 3HauyeHue
%s nHTepdelic

Mpumep coobLLEHNS:
BOX-3-Failed to configure SFP media on interface gi 0/25

OnucaHne v NPUYNHBLI:

OwnbkKa KoHUrypaumm Tuna cpeabl nepegadm Ha Komoo-nHtepdeiice.

PekomMeHyemble AelicTBUS:

MpoBepuTb hrsnyeckoe coeguHeHne KOM6o-nHTepdenca. NpoBepuTb KOHUIypaLmno cpeabl
nepegayn Ha nHTepdeiice. NpoBepnTb Pab0TOCNOCOBHOCTL TPaHCMBEpa NpPu UCMNo/b30BaHU

ONTUYECKOW YacTn KOMOO-UHTEpdencoB. PekoMmeHayeMble KoMaHApl: "show running", "show
interfaces combo".

Failed to get tx disable for SFP interface {%s}

CTeneHb BaXXHOCTU:

Error
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MapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdenc

Mpumep coobLLeHNs:
BOX-3-Failed to get tx disable for SFP interface gi 0/25

OnucaHne 1 NPUYnHBLI:

OLwnGKa OTK/THUEHMS tx CTOPOHbI Ha MHTepdieiice.

PekomeHayemble AeiCcTBUS:

MpoBepuTb paboTOCNOCOGHOCTL TPAHCUBEPA B APYrMX UHTEpPelicax/Ha Apyrnx KOMMyTaTopax.

Mpy HEOGXOANMOCTUN 3aMEHUTL TPaHCUBEP.

Failed to read compliance from {%s} SFP interface

CTeneHb BaXXHOCTU:

Error

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdelic

Mpumep coobLEeHNS:

BOX-3-Failed to read compliance from gi 0/25 SFP interface

OnucaHne v NPUYNHBLI:

OwnbkKa uTeHms complience ¢ TpaHCUBEpa Ha yKazaHHOM UHTepdieiice.

19



MES14xx, MES24xx, MES3400-xx, MES37XxX. PyKOBOACTBO N0 cO06LWEeHNsAM Syslog

PekomeHyemble AelicTBUS:

MpoBepuTb paboTy TpaHCMBeEpPa B APYrom nHTepdieiice kommyTtaTopa. lNpoBepuTb paboTty
TpaHcMBepa Ha Apyrom kommyTtatope. [Npuv BbiSiB/IEHUM NPO6GEM C TPAHCUBEPOM 3aMEHUTL €ro. B
NHOM C/lyqae 06paTuTbCs B TEXNOALEPXKKY.

Failed to reinit copper transceiver on {%u} SFP interface

CTeneHb BaXXHOCTU:

Error

MNapameTpsbl:
MapameTp 3HaueHue
%u nHTepdenc

Mpumep coobLeHuns:
BOX-3-Failed to reinit copper transceiver on gi 0/25 SFP interface

OnucaHne 1 NPUYnHBbI:

OwmnbKa NOBTOPHOW MHMUManu3auun SFP-T-TpaHcuMBepa Ha nHtepdelice.

PekomeHayemble AelicTBUS:

MpoBepuTb paboTy TpaHCMBEpPA B APYrOM MHTepdpeiice koMmMmyTaTopa. MNpoBepuTsL paboTy
TpaHcuBepa Ha Apyrom koMmyTaTope. MNpu BbisIBNEHNM NPO6/1EM C TpAHCUBEPOM 3aMEHUTDL €ro. B
VHOM c/lyyae 06paTnTbCs B TEXMOAAEPXKKY.

Can'treceive reply from PoE controller

CTteneHb BaXXHOCTHU:

Error
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MpuMep CooBLLEHNS:

BOX-3-Can't receive reply from PoE controller

OnucaHne 1 NPUYNHBLI:

Owwn6Ka 06MeHa AaHHBIMU C KOHTPO/INEPOM PoE. C HanborblLel BEPOSITHOCTBLIO BO3HMKAET Npu
aBapuisix PoE nnv annapaTHoii HEMCNPaBHOCTMW.

PekomeHayemble AeCTBUS:

Mepe3arpy3utb Mofynb PoE. VIckNounTb BAUSIHWE aBapuii PoE.

PoE: {%s}

CTeneHb BaXXHOCTU:

Error

MapameTpsbl:
MapameTp 3HaueHue
%s OLUNGKN:

+ Incomplete Request Frame received,
+ Checksum Error in Request,
« Not Ready to Respond

MpumMep coobLeHus:
BOX-3-PoE: Not Ready to Respond

OnucaHne 1 NPUYnHBLI:

OWwnGKN NPy 06MEHA AaHHLIMK C KOHTPO1ePOoM PoE. C HanGo bLLER BEPOSTHOCTLI0 BO3HMKAKOT
npv aBapusix PoE UM annapaTHoit HEMCNPaBHOCTW.

PekomeHayemble AeiicTBUS:

Mepesarpy3ntb Moayb PoE. VICKoUNTb BAMsiHWE aBapwuii PoE.
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SFP removed from interface {%s}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdelic

Mpumep coobLLEHNS:
BOX-6-SFP removed from interface gi 0/25

OnucaHne v NPUYNHBLI:

SFP-TpaHcuBep 6bln U3BIEYEH U3 nHTepdelica.

PekomMeHyemble AelicTBUS:

Ecnn noBeaeHne He AABNSIETCA XenaeMbiM, MPOBEPUTb KOHTAKT TpaHCKMBepa U nHTepdelica
KomMyTaTopa. lNpoBepntb paboToOCNOCOOHOCTb TPAHCUMBEpPA. B MHOM cryyae AencTBuUin He
TpebyeTcs.

SFP detected on interface {%s}

CTeneHb BaXXHOCTU:

Informational

MNapameTpsbl:
MapameTp 3Ha4yeHue
%s nHTEepdeiic
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Mpumep coobLLEHMS:
BOX-6-SFP detected on interface gi 0/25

OnucaHne 1 NPUYNHBLI:

SFP-TpaHcvBep 6bl/1 NOACOEAVHEH K MHTepdeiicy.

PekomeHayemble AeiCcTBUS:

[lelicTBuA He TpebyroTcs.

Fan's speed level changed from {%d1} to {%d2}

CTeneHb BaXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%d1, %d2 YPOBHM BpalLeHNA BEHTUIATOPOB

Mpumep coobLEeHNS:

BOX-6-Fan's speed level changed from 0 to 1

OnucaHne v NPUYNHBLI:

VI3MeHeHne CKOpOoCTU BpaLleHNsa BEHTUIATOPOB.

PekomeHyemble AelicTBUS:

B 06bIYHOM criyyae ganbHelwmnx TpeboBaHunii He TpebyeTtcs. Mpy He06X0AMMOCTM NPOBEPUTL
Temneparypy KommyTtartopa kKoMaHaoi "show env temp". HacTblil BbIBOA, AaHHbIX COOOLLEHNIA

BO3HUWKAET B C/ly4ae, ec/ivm TemnepaTtypa KoMMyTaTtopa HaxoauTcst 6/1M3K0 K Mopory nepekstoyeHmns

YPOBHEIA.
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1.5 Fault Manager

RAMUsage: {%ul} percentage crosses the threshold limit. Maximum RAM threshold: {%u2}
percentage

CTeneHb BaXXHOCTU:

Alert

MNapameTpsbl:
MapameTp 3HaueHue
%ul %m: MAC-agpec %d: VLAN-ID %s1,%s2: nHTepdeicsl
%u2 nopor B %

MpumMep coobLeHns:
FM-1-RAMUsage: 79 percentage crosses the threshold limit. Maximum RAM threshold: 78 percentage

OnucaHne 1 NPUYnHBbI:

YTunusauma RAM npesbicu/ia yKasaHHbIin nopor. MoxeT ykasbiBaTb Ha 60/1bL10e KO/IMYeCcTBO
BK/IHOYEHHbIX Mogyneli MO, yTeukn namsaTtun, 60nbLIOe KoimyecTBo VTY-ceccuid.

PekomeHyemble AelicTBUS:

MpoBepuUTb KOPPEKTHOCTb HACTPOIKM Nopora yTuansaumm RAM. HekoTopblie MOAy/U, Hanpumep
GARP, 6yyun BKNHOYEHHbIMY 6€3 HE0OX04MMOCTU, MOTYT NOTPE6ISATb 3HaUYMUTENIbHOE KO/IMYECTBO
RAM 1 npmBecTu K nepeceyveHunto nopora. Nposeputs KonnyecTso VTY-ceccuii komaHgamm "show
users", "dump sockets". [pn HEOBXOAUMOCTN NULLHME NOAKIHOYEHNA MOXHO 3aKpblBaTb KOMaH0M
"clear line vty {Ne | all}". Takxe k cpabaTbiBaH1O NOpOra MOXeT NPUBOAUTL 3arpy3ka 06beMHbIX
(oaiinoB uepes tftp/sftp. B nocnegHem cnyyae AencTeuii He TpebyeTcs.
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'FanStatus : Fan {%u} status changed to NORMAL

CTeneHb BaXXHOCTU:

Alert
MapameTpsbl:
MapameTp 3HaueHune
%u HOMep BeHTUNATopa

Mpumep coobLLEHUS:
FM-1- FanStatus : Fan 2 status changed to NORMAL

OnucaHne 1 NPUYNHBLI:

CocTosiHMe BEHTUNATOPA BEPHYNOCh K HOPMaJ/IbHOMY.

PekomeHyemble AelicTBUS:

[encteus He TpebytoTcs.

'FanStatus : Fan {%u} status changed to FAULTY: speed {%d1} is {%s} threshold of {%d2} RPM

CTeneHb BaXXHOCTU:

Alert
MapameTpsbl:
MapameTp 3HaueHue
%u HOMep BeEHTUATOpa
%s TekyLas CKOpoCTb BpalleHus
%d1 below min, above max
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MapameTp 3HaueHue

%d2 NopOroBasi CKOPOCTb BpaLLEeHVs A8 TeKYLLEro YPOBHS

MpumMep coobLueHns:

FM-1- FanStatus : Fan 2 status changed to FAULTY: speed 2338 is below min threshold of 2600 RPM

OnucaHne 1 NPUYnHBbI:

CKOpOCTb BpaLLeHUsi BEHTUNSITOpA Bbll/Ia 3a A0MNYCTUMbIA NOPOr ANS AAHHOTO YPOBHS BpaLleHMsI.

PekomeHyemble AelicTBUS:

MpoBepuTb (M3NYECKOe COCTOSIHUE BEHTUMISATOPA, YCTPaHUTL Mellatollee Bo3aeicteme. Mpu

HEOo6X0AMMOCTM 06PATUTLCS B TEXMNOAAEPXKKY.

'FanStatus : Fan {%u} status changed to CRITICAL

CTteneHb BaXXHOCTHU:

Alert
MapameTpsbl:
MapameTp 3HaueHue
%u HOMep BeHTundaTopa

Mpumep coobLLeHNs:
FM-1- FanStatus : Fan 2 status changed to CRITICAL

OnucaHne 1 NPUYnHBbI:

BeHTUnAatop nepewen B Hepa60Tocnoco6Hoe COCTOsAHNKE.
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PekomeHyemble AelicTBUS:

MpoBepuUTb I3MYECKoe COCTOSIHNE BEHTUNATOPA M ero NOAK/IYEHME K niate KommyTaTopa.
O6paTUTLCA C TEXNOAAEPXKKY.

'CPUUsage: {%ul} percentage crosses the threshold limit. Maximum CPU threshold: {%u2}
percentage

CTeneHb BaXXHOCTU:

Alert

MNapameTpsbl:
MapameTp 3HaueHue
%ul Tekywas ytuamsauma B %
%u2 nopor B %

MpumMep coobLueHns:
FM-1-CPUUsage: 61 percentage crosses the threshold limit. Maximum CPU threshold: 10 percentage

OnucaHne 1 NPUYnHBbI:

MpeBbiweHre nopora ytunmsauum CPU.

PekomeHyemble AelicTBUS:

MpoBepUTb KOPPEKTHOCTb HACTPOEHHOro nopora. AnarHocTMpoBaThb NPUYMHbI NOBbLILLEHHOM
Harpysku. NMpoBepuUTb KOPPEKTHOCTb CKOH(UIYPUPOBAHHOIO nopora ytunnsauuu. NonesHole
KOMaHAbl ANna agnarHocTukn: "show env cpu”, "show env tasks". O6paTtuTbCs B TEXNOAAEPXKKY.
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'"Temperature: {%d1} celsius crosses the threshold limit. Min Temperature threshold is {%d2}
celsius and Max Temperature threshold is {%d3} celsius

CTeneHb BaXXHOCTU:

Alert
MapameTpsbl:
MapameTp 3HaueHue
%d1 TeKkyllaa Temneparypa
%d2 Nnopor MUHUMasIbHOIM TemnepaTypbl
%d3 nopor MakCcumasibHOW Temneparypbl

MpuMep CooBLLEHNS:

FM-1-Temperature: 36 celsius crosses the threshold limit. Min Temperature threshold is 30 celsius and
Max Temperature threshold is 35 celsius

OnuncaHne u NPUYNHBI:

[NokasaHua TepMogaTymKa BbIXOOAT 38 HACTPOEHHbIe Npeaensl.

PekomeHayemble AeiCcTBUS:

MpoBEpPUTb KOPPEKTHOCTL HACTPOEHHOTO Nopora. MPoBepUTL COCTOSIHME KOMMYyTaTopa U
NOMELLEHMS1, B KOTOPOM OH HaxoauTcst. [Npu He0BXOAMMOCTM 06PaTUTLCS B TEXTIOAAEPXKKY.

'"PowerSupply: {%ul} volts exceeds the the limit. Max power supply is {%u2} volts and Min power
supply is {%u3} volts

CTeneHb BaXXHOCTWU:
Alert
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MapameTpsbl:

MapameTp

%ul
%u2

%u3
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3HauyeHune

TeKyLLEee HanpshkeHne

nopor MakCMMasibHOro Hanps>XXeHus

nopor MMHMMaJ1bHOIo Hanps>XeHuaA

Mpumep coobLeHuns:

FM-1-PowerSupply: 150 volts exceeds the the limit. Max power supply is 235 volts and Min power supply

is 180 volts

OnucaHne 1 NPUYnHBbI:

HanpsykeHne nutaHna OCHOBHOIO MCTOYHMKA BbILLJIO 3a HACTPOEHHbIE npeaesibl.

PekomeHayeMble [eicTBUS:

[MpoBepuTL KOPPEKTHOCTL HACTPOEHHOTO nopora. NpoBepuTb NUTaHne kommyTaropa. Npu
HeobXoaMMOCTN 06pPaTUTLCA B TEXNOAAEPXKKY. IMone3Hble KomaHAbl: "show env power".

'FlashUsage: {%ul} percentage crosses the threshold limit. Maximum Flash threshold: {%u2}

percentage

CTeneHb BaXXHOCTHU:

Alert

MapameTpsbl:

MapameTp

%ul

%u2

3HaueHue

TeKywasa ytunmsauns B %

rnopor B
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Mpumep coobLLEHMS:
FM-1-FlashUsage: 83 percentage crosses the threshold limit. Maximum Flash threshold: 50 percentage

OnucaHne 1 NPUYNHBLI:

Ytnnusaums M3Y BbllAa 3a HACTPOEHHbIA NOPOT.

PekomeHayemble AeiCcTBUS:

lMpoBepuTbL KOPPEKTHOCTb HACTPOEHHOTO nopora. NposepuTb 3anosiHeHHOCTL MN3Y, yaannts
HEeHY>XHble doaiinbl. Mpy BbICTPOI 3anonHAemMocTn halinos ¢ debug-noramu oTkNOUUTL debug. Mpwn

HeOobX04MMOCTHM CBA3ATLCA C TEXMOAAEPXKKON. [one3Hble komaHAb!: "dir", "more", "erase flash",

"cd", "show env flash", "show debugging", "no debug all", "clear logs debug file".

'DryContacts: Dry contact {%ul} from group {%u2} changed state to {%s}

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3Ha4yeHue
%ul HOMEpP CYXOro KOHTaKTa
%u2 rpynmna cyxmx KOHTakToB
%s COCTOSAIHUA:

+ opened (pa3oMKHYThbl),
+ closed (3aMKHYTblI)

MpumMep coobLueHns:
FM-1-DryContacts: Dry contact 2 from group 1 changed state to "closed"

OnucaHne 1 NPUYnHBbI:

VI3MeHeHne COCTOAHMSA CyXNX KOHTaKTOB.
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PekomeHyemble AelicTBUS:

MpoBepUTb COCTOAHME CYXUX KOHTAKTOB. [Mo/1e3Hble KoMaHap!l: "show env dry-contacts".

FM-6-Internal power supply status changed to {%s}

CTeneHb BaXXHOCTU:

Informational

MNapameTpsbl:
MapameTp 3HaueHue
%s COCTOSIHME BCTPOEHHOIo NCTOYHUKA NNTaHUA:

« operational,
* not present

Mpumep coobLEHNS:

FM-6-Internal power supply status changed to "operational”

OnucaHne 1 NPUYNHBLI:

M3meHeHne cocToaHnA BHYTPEHHETO NCTOYHMKA NMUTaHUA.

PekomeHayemble AelicTBUS:

Ecnu coctosiHve He oxungaemoe, NpoBepuTb NUTaHne KommyTartopa. llonesHbie koMaHab!: "show
env power".

FM-6-Battery status changed to {%s}

CTeneHb BaXXHOCTU:

Informational
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MapameTpsbl:
MapameTp 3HaueHue
%s coctosiHne AKB:

« operational (paboTtocnoco6Ha),

+ recharge (nog3apsgka),

« discharge (pa3psagka),

« low (HM3KWi 3apag 6atapen),

+ not operational (Hepab6oTocnoco6Ha),
« not present (He nogxnoYeHa)

Mpvmep coobLeHns:
FM-6-Battery status changed to "not present"

OnwncaHne 1 NpUYnHBbI:

M3meHeHne ctatyca AKB.

PekomeHyemble AelicTBUS:

Ecnn cocTosHne He ABMSAETCA OXunaaeMblM, MPOBEPUTL NUTaHNE KOMMYyTaTopa, nogkioveHne AKb

K KommyTartopy. NonesHble komaHabl: "show env power".

1.6 Dying Gasp

Dying Gasp event detected

CTeneHb BaXXHOCTHU:

Emergency

Mpumep coobLLEHUS:
SUPP-0-Dying Gasp event detected

OnucaHne 1 NPUYNHBLI:

MpekpavleHve nogayv NMTaHUsa Ha KOMMyTaTop.
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PekomeHyemble AelicTBUS:

MpoBepuUTb NUTaHWe kKommyTaTopa. Mpu HeobXxoAMMOCTM 06PaTUTLCS B TEXMOAAEPXKKY.

2.L2

2.1 VLAN

MAC {%m} in VLAN {%d} is flapping between {%s1} and {%s2}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3Ha4yeHue
%m MAC-agpec
%d VLAN-ID
%s1, %s2 nHTEepdeichbl

Mpumep coo6LLEHMS:
VLAN-4-MAC e8:28:¢1:48:4b:c0 in VLAN 1 is flapping between gi 0/15 and gi 0/13

OnucaHne 1 NPUYNHBLI:

®pelimbl ¢ oguHaKkoBbIM MAC-aapecom UCTOYHMKA B 04HOM VLAN NPUHUMAKOTCS Ha pasHbIX
nHTepdelicax. Hanbonee yactas NpUUMHa — LUMPOKOBELLATE bHbIN LUTOPM.

PekomeHayeMmble OeiCcTBUS:

Ecnu noBegeHve He OXngaeMoe, N10Ka/IM30BaTh NPUUMHY LUTOPMA, Ay6/IMPOBaHUS NMAKETOB Ha
pasHbIx UHTepdpelicax. Ecv noBefgHne 0XMAAEMOE, MOXHO OTK/THOUMTL SIOTMPOBAHNE AAHHOW

cutyaumm. NonesHble KoMaHAbl: "show mac-address-table", "mac-address-table notification flapping".
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MAC learning limit exceeded on interface {%s} for MAC address {%om}

CTeneHb BaXXHOCTU:

Notice

MapameTpsbl:
MapameTp 3HaueHune
%s nHTepdelic
%m MAC-agpec

Mpumep coobLLEHUS:
VLAN-5-MAC learning limit exceeded on interface gigabitethernet 0/13 for MAC address e4:5a:d4:25:8¢:19

OnucaHne 1 NPUYNHBLI:

MpeBbilLeHre KonnyecTBa 06yuyeHHbIX MAC-aflpecoB Ha UHTepdeiice.

PekomeHayemble AelicTBUS:

MpoBepuTb KOPPEKTHOCTb HACTPOEK port-security. Pa3obparbcs B NpuunMHax cpabarbiBaHus
orpaHuyeHus.

Interface {%s1} has detected MAC address {%m} that is {%s2} on the interface {%s3} (VLAN {%d})

CTeneHb BaXXHOCTU:

Notice
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MapameTpsbl:

MapameTp

%s1
%s2

%s3

%d

MpuMep CooBLLEHNS:

VLAN-5-Interface gi 0/15 has detected MAC address e4:5a:d4:25:8c:19 that is secure on the interface gi

0/13 (VLAN 1)
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3HauyeHune

nHTepdenc
COCTOsIHVE agpeca Ha uHTepdelice
nHTEepdeic:

+ locked,
« secure

VLAN-ID

OnucaHne 1 NPUYNHBLI:

MosBneHve Ha nHTepdeiice peiimoB ¢ MAC-aipeCcoM UCTOYHMKA, KOTOPbIN YXKe NPUCyTCTBYET B

MAC-Ta6nvue Ha apyrom nHtepdeiice.

PekoMeHayeMmble AeCTBUS:

MpoBepUTb KOPPEKTHOCTb HACTPOEK port-security, Dotlx, cTaTnyeckmnx MAC-3anuceil. Pasobparbes ¢

npuyMHaMmn NosIBNEHNS N3BECTHOTo MAC-afipeca Ha pyrom nHTepdeiice. MNonesHbie KomaHabl:

nmn

"show mac-address-table", "show running-config".

{%s1} event detected for MAC {%m} on {%s2}

CTeneHb BaXXHOCTU:

Informational
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MapameTpsbl:

MapameTp

%s1

%m

%s2

Mpumep coobLeHuns:
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3HaueHune

cobbITHMeE:

« Learnt,
+ Removed

MAC-agpec

nHTepdelic

VLAN-6-Learnt event detected for MAC e4:5a:d4:25:8¢:00 on gi 0/15

OnucaHne 1 NPUYnHBbI:

VHdhopmupoBaHme 06 obyveHnn/yaaneHnn MAC-agpeca Ha nHtepdelice.

PekomeHayeMble [eicTBUS:

I‘Ipvl H606XO,D|I/IMOCTI/I npoBepuUTb KOPPEKTHOCTb NOAKMHOYEHNA yCTpOI7ICTB K KOMMYTaTtopy.

2.2 xSTP

Setting of port state in hardware failed for port {%u} instance {%d}

CTeneHb BaXXHOCTU:
Alert

MapameTpsbl:

MapameTp

%u

3HaueHue

NHTepeiicol

36



MES14xx, MES24xx, MES3400-xx, MES37XxX. PyKOBOACTBO N0 cO06LWEeHNsAM Syslog

MapameTp 3HaueHue

%d mstp instance-id

MpumMep coobLueHns:
AST-1-Setting of port state in hardware failed for port gi0/1 instance 1

OnucaHne 1 NPUYnHBbI:

OWwmnbKM nHMUManmnsaunn nHtepdoelica B onpeaesieHHOM MHCTaHCe. YKa3blBaeT Ha oLnbkm B MO
WNKN annapartHoi YacTh kKomMmyTaropa.

PekomeHyemble AelicTBUS:

MepenHnumannsmpoBaTb MHTepdeiice komaHgamm "shutdown/no shutdown". Mepe3anycTutb
npouecc MSTP komaHaamu "no spanning-tree / spanning-tree". O6paTnTbCA B TEXNOALEPKKY.

Setting of port state as {%s1} in hardware failed for port {%s2} instance {%d}

CTteneHb BaXXHOCTHU:

Alert
MapameTpsbl:
MapameTp 3HaueHue
%s1 COCTOSAHNKE:
+ Forwarding,
« Learning,
+ Discarding
%s2 nHTepdelic
%s3 mstp instance-id

Mpumep coobLEHNS:

AST-1-Setting of port state as Forwarding in hardware failed for port gi0/5 instance 5
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OnucaHne 1 NPUYMHBbI:

OWnBKN MHULMaM3aLMM COCTOSTHUS HTepdelica B ONpeaeneHHOM MHCTaHCe. YKa3biBaeT Ha
own6kn B MO nnmn annaparHoi YacTu KoMMyTaTopa.

PekomeHyemble AelicTBUS:

MepenHnumann3mpoBaTb MHTepdeiice komaHgamu "shutdown/no shutdown". Mepe3anycTutb
npouecc MSTP komaHaamu "no spanning-tree / spanning-tree". O6paTnTbCA B TEXNOALEPKKY.

BPDU received on BpduGuard enabled edge {%s} interface

CTteneHb BaXXHOCTHU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdenc

Mpumep coobLLEHUS:
AST-6-BPDU received on BpduGuard enabled edge gi 0/5 interface

OnucaHne 1 NPUYNHBLI:

MonyyeHve BPDU Ha nHTepdpelice ¢ BKIoUYeHHbIM BPDU guard.

PekomeHayemble AeiCcTBUS:

MpoBEPUTb KOPPEKTHOCTb KOHpUrypaLmm n onsnyeckmx coemHeHnli B cxeme. MonesHble

nmn

KomaHzbl: "show interfaces status", "show spanning-tree".
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Spanning-tree is enabled on interface {%s}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HauyeHue
%s NHTepdeic

Mpumep coobLEeHNS:

AST-6-Spanning-tree is enabled on interface gi 0/3

OnucaHne 1 NPUYNHBLI:

STP agMVHUCTPATMBHO BK/IHOUYEH Ha UHTepdpelice.

PekomeHyemble AelicTBUS:

LencTteuin He TpebyeTcs.

Spanning-tree is disabled on interface {%s}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc

Mpumep coobuieHus:
AST-6-Spanning-tree is disabled on interface gi 0/1
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OnucaHne 1 NPUYMHBbI:

STP aAMMHUCTPATUBHO BbIK/TOYEH HA MHTepdielice.

PekomeHayemble AelicTBUS:

[lelicTBuin He TpebyeTcs.

Interface {%s} is selected as Root

CTteneHb BaXXHOCTHU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdenc

MpuMep CooBLLEHNS:

AST-6-Interface gi 0/2 is selected as Root

OnucaHne 1 NPUYnHBLI:

Ponb nHTepdeiica usmeHunack Ha Root.

PekomeHayemble AeiCcTBUS:

Ecnu noBeAeHne He OXngaeMoe, pa3obpaTtbecs B NpUYMHax noBeaeHust. MNosesHble KoMaHapi:

"show spanning-tree", "show running-config", "show interfaces status".

Interface {%s} is blocked by Root Guard

CTeneHb BaXXHOCTU:

Informational
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MapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdeinc

Mpumep coobLLeHNs:
AST-6-Interface gi 0/2 is blocked by Root Guard

OnucaHne 1 NPUYnHBLI:

BnokvmpoBaHue nHTepdelica yHkumel Root guard npy nonyveHumn superior BPDU (C MeHbLUUM
Bridge-ID).

PekomeHayemble AeiCTBUS:

Ecnv noBefeHne He oxugaemoe, pasobpatbcsi B NpuyMHax noBeaeHus. MonesHblie KomaHapl:

"show spanning-tree", "show running-config", "show interfaces status".

Interface {%s} is unblocked by Root Guard

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdelic

Mpumep coobLLEHUS:
AST-6-Interface gi 0/2 is unblocked by Root Guard

OnucaHne n NPUYNHBLI:

PasbnokvnpoBaHue nHTepdeiica yHkumei Root guard nocne npekpaLieHns nosyyveHus superior
BPDU (c MeHbLUMM Bridge-ID) Ha nHTepdeiice.
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PekomeHyemble AelicTBUS:

LencTteuin He TpebyeTcs.

Interface %s is blocked by Loop Guard

CTeneHb BaXXHOCTU:

Informational

MNapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc

Mpumep coobLleHuns:
AST-6-Interface gi 0/2 is blocked by Loop Guard

OnucaHne 1 NPUYnHBbI:

BnokupoaHune nHtepgeiica pyHkumen Loop guard npu nponagaHum superior BPDU Ha non-
designated nHTepdelicax (c ponbto Root/Alternate).

PekomeHayemble AelicTBUS:

Ecnu nosefeHne He oxngaemoe, pa306paTbCF| B NpuyMHax noseneHuns. NonesHsle KOMaHabl:

"show spanning-tree", "show running-config", "show interfaces status".

Interface {%s} is unblocked by Loop Guard

CTteneHb BaXXHOCTHU:

Informational
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MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc

Mpumep coobLLeHNs:
AST-6-Interface gi 0/2 is unblocked by Loop Guard

OnucaHne 1 NPUYnHBLI:

PasbnokvpoBaHue nHTepdeica yHkumen Loop guard npu nosiBneHum superior BPDU Ha non-
designated nHTepdelicax (c ponbto Root/Alternate).

PekomeHayemble AeiCTBUS:

[lelicTBuin He TpebyeTcs.

[Instance {%d}] Interface {%s} is blocked by Root Guard

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%d mstp instance id
%s nHTepdelic

Mpumep coobLLEHUS:
AST-6-[Instance 5] Interface gi 0/1 is blocked by Root Guard

OnucaHne 1 NPUYNHBLI:

BnokmpoBaHue nHTepderica yHkumel Root guard npy nonyveHum superior BPDU (C MeHbLUUM
Bridge-ID) B yka3aHHOM MHCTaHCe.
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PekomeHyemble AelicTBUS:

Ecnv noBeaeHne He oxugaemoe, pa3obpatbcsl B NpuyMHax noBeaeHus. MonesHblie KomaHapl:

"show spanning-tree", "show running-config", "show interfaces status".

[Instance {%d}] Interface {%s} is unblocked by Root Guard

CTeneHb BaXXHOCTU:

Informational

MNapameTpsbl:
MapameTp 3HaueHue
%d mstp instance id
%s NHTEpdenc

MpumMep coobLeHns:
AST-6-[Instance 5] Interface gi 0/1 is unblocked by Root Guard

OnucaHne 1 NPUYnHBbI:

Pa3bnokvpoBaHue nHTepgeica yHkumei Root guard nocne npekpaLlieHns nosyyYeHus superior
BPDU (c MeHbLUMM Bridge-ID) Ha nHTepdielice B ykasaHHOM UHCTaHce.

PekomeHyemble AelicTBUS:

LencTteuin He TpebyeTcs.

[Instance {%d}] Interface {%s} is selected as Root

CTteneHb BaXXHOCTHU:

Informational
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MapameTpsbl:
MapameTp 3Ha4yeHue
%d mstp instance id
%s nHTEepdelic

MpuMep coobLeHNs:
AST-6-[Instance 5] Interface gi 0/1 is selected as Root

OnucaHne 1 NPUYnHBbI:

Posnb VIHTepCbeVICa n3MeHnnachb Ha Root B ykazaHHOM UHCTaHCe.

PekomeHayemble AeiCcTBUS:

Ecnv noBefeHne He OXugaemoe, pasodpatbcs B NpuyMHax noBeaeHus. MonesHblie KomaHapl:

"show spanning-tree", "show running-config", "show interfaces status".

[Instance {%d}] This is the root bridge

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:
MapameTp 3HaueHue
%d mstp instance id

Mpumep coobLLEHUS:
AST-6-[Instance 5] This is the root bridge

OnucaHne 1 NPUYNHBLI:

KommyTtaTop 6611 BbiI6paH B kayecTBe Root Bridge.
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PekomeHyemble AelicTBUS:

Ecnv noBeaeHne He oxugaemoe, pa3obpatbcsl B NpuyMHax noBeaeHus. MonesHblie KomaHapl:

"show spanning-tree", "show running-config", "show interfaces status".

[Instance {%d}] Interface {%s1} is moved to state {%s2}

CTeneHb BaXXHOCTU:

Informational

MNapameTpsbl:
MapameTp 3HaueHue
%d mstp instance id
%s1 NnHTEpdenc
%s2 COCTOSAHUS:
+ Discarding,
+ Learning,

+ Forwarding

Mpumep CooBLLEHNS:

AST-6-[Instance 5] Interface gi 0/1 is moved to state Learning

OnucaHne 1 NPUYnHBbI:

CocTosiH1e nHTepdheiica KOMMyTaTopa M3MEHUIOCh Ha YKa3aHHoe.

PekomeHayemble AeiCcTBUS:

Ecnv noBefeHne He oxugaemoe, pasodpatbcsi B NpUUMHax noBeaeHus. MonesHblie KomaHapl:

"show spanning-tree", "show running-config", "show interfaces status".
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2.3LLDP

LIdpTxUtlAddProtoVlanEntry: Memory allocation failed

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:
LLDP-1-LIdpTxUtlIAddProtoVlanEntry: Memory allocation failed

OnucaHne 1 NPUYnHBbI:

MepenonHeHue protocol-vlan TLVs.

PekomeHayeMble eiCcTBUS:

MpoBepuTb KoHdMrypauuto LLDP. Mpu Heo6XxoaMMOCTV 06paTUTLCS B TEXMOAAEPXKKY.

Enter overloading state on interface {%s}

CTeneHb BaXXHOCTHU:

Notice

MapameTpsbl:
MapameTp 3HauyeHue
%s nHTEepdeiic

MpuMep CooBLLEHNS:

LLDP-1-Enter overloading state on interface gi 0/1
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OnucaHne 1 NPUYMHBbI:

MpeBbilleHne pasvmepa LLDPDU 13-3a 60/1bLI0ro Konuyecrsa TLV.

PekomeHAyeMble AeCTBUSA:
MpoBepuTb KOHUrypaLwo LLDP.

Exit overloading state on interface {%s}

CTteneHb BaXXHOCTHU:

Notice

MapameTpsbl:
MapameTp 3HauyeHue
%s nHTEepdelic

MpuMep CooBLLEHNS:

LLDP-1-Exit overloading state on interface gi 0/1

OnucaHne 1 NPUYnHBLI:

BosBpalyeHne B HopMasibHOEe COCTOSHME.

PekomeHayemble AeiCcTBUS:

[elicTBusa He TpebyeTcs.

Remote Table Changed

CTeneHb BaXXHOCTU:

informational
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MpuMep CooBLLEHNS:

FM-6-Remote table changed

OnucaHne 1 NPUYNHBLI:

3meHeHne Tabnuupl LLDP neighbors.

PekomeHayemble AeiCcTBUS:

Ecnu noBeAeHne He OXngaeMoe, pa3obpaTtbecs B NpUYMHax noBeaeHust. MNosesHble KoMaHapi:

nmn nmn

"show lldp neighbors", "show running-config", "show interfaces status".

2.4 Storm-control

"{9%s1} storm event {%s2} on interface {%s3}"

CTeneHb BaXXHOCTU:

Alert
MNapameTpsbl:
MapameTp 3Ha4yeHue
%s1 T™™Mn Tpadguka:
« Unicast,
« Broadcast,
+ Multicast
%s2 COCTOSAHUA:
« Detected,
+ Cleared
%s3 nHTepdelic

Mpumep coobuieHns:
STOC-1-Unicast storm event detected on interface gi 0/24
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OnucaHne 1 NPUYMHBbI:

CpabartbiBaHune hyHKUMn storm-control 4519 COOTBETCTBYIOLLEro TUna Tpaduka.

PekomeHayemble AelicTBUS:

Pa3obpartbCs B NpuyMHax WTopMa 1 ycTpaHutb ux. Ecnv BrkauveHo gelictere shutdown n HeT
aBTOMaTN4YeCcKoro BOCCTaHOB/EHUS MHTepdhelica, BOCCTaHOBUTb MHTepPAIEiC BPYYHYHO KOMaHA0M
"set interface active". lMonesHble KomaHAbl: "show errdisable interface", "show interfaces utilization".

2.5 Link Aggregation

[NP-FAULT - LA] FsLaHwCreateAggGroup operation has failed for the agg {%u}

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3HaueHue
%u LAG

Mpumep coobLLEHUS:
LA-1-[NP-FAULT - LA] FsLaHwCreateAggGroup operation has failed for the agg po 1

OnucaHne v NPUYNHBLI:

Ownbka coszgaHmnsa nHtepderica LAG.

PekomeHyemble AelicTBUS:

Mepecobpatb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mogysib LA
KomaHaamm "set port-channel disable/set port-channel enable". O6paTtnTbCs B TEXNOAAEPXKKY.
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[NP-FAULT - LA] FsLaHwAddLinkToAggGroup operation has failed for the agg {%u1l} in the port
{%u2}

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3HaueHune
%ul LAG
%u2 nHTepdelic

Mpumep coobLLEHUS:
LA-1-[NP-FAULT - LA] FsLaHwAddLinkToAggGroup operation has failed for the agg po 1 in the port gi 0/2

OnucaHne 1 NPUYNHBLI:

Ownbka pobasneHns nHTepgeica B LAG.

PekomeHayemble AelicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mmoaysib LA
KomaHaamu "set port-channel disable/set port-channel enable". O6paTUTbCS B TEXNOAAEPXKKY.

[NP-FAULT - LA] FsLaHwDeleteAggregator operation has failed for the agg {%u}

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3HaueHue
%u LAG
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Mpumep coobLLEHMS:
LA-1-[NP-FAULT - LA] FsLaHwDeleteAggregator operation has failed for the agg po 1

OnucaHne 1 NPUYNHBLI:

Ownbka yaaneHumsa nHrepdeiica LAG.

PekomeHayemble AeiCcTBUS:

MepecobpaTb LAG komaHgamu "no channel-group/chanel-group”. Mepesanyctnts Mmoaysb LA
KomaHzamu "set port-channel disable/set port-channel enable". O6patnTbCs B TEXNOALEPXKKY.

[NP-FAULT - LA] FsLaHwRemoveLinkFromAggGroup operation has failed for the agg {%u1l} in the
port {%u2}

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3Ha4yeHue
%ul LAG
%u2 nHTepdelic

Mpumep coobLEHNS:

LA-1-[NP-FAULT - LA] FsLaHwRemoveLinkFromAggGroup operation has failed for the agg po 1 in the port
gi0/1

OnucaHne 1 NPUYNHBLI:

Ownbka yganeHmsa nHrepdpeica mns LAG.

PekomeHlyemble AelicTBUS:

Mepecobpatb LAG KomaHgamu "no channel-group/chanel-group". Mepe3anyctute Moy b LA
KomaHgamm "set port-channel disable/set port-channel enable". O6paTUTLCA B TEXNOALAEPXKKY.
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[NP-FAULT - LA] FsLaHwSetSelectionPolicy operation has failed for the agg {%u1},while applying
policy {%u2}

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3HauyeHue
%ul LAG
%u2 policy-id

Mpumep coobLEeHNS:

LA-1-[NP-FAULT - LA] FsLaHwSetSelectionPolicy operation has failed for the agg po 1,while applying
policy 5

OnucaHne 1 NPUYNHBLI:

OwwnbKa NPUMEHEHMS NOMUTUKN Ha LAG.

PekomeHyemble AelicTBUS:

Mepecobpatb LAG KomaHgamu "no channel-group/chanel-group". MNepe3anyctute Moy b LA
KomaHgamm "set port-channel disable/set port-channel enable". O6paTUTLCA B TEXMNOALEPXKKY.

[NP-FAULT - LA] FsLaHwEnableCollection operation has failed for the agg {%u1} in the port {%u2}

CTeneHb BaXXHOCTU:
Alert
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MapameTpsbl:
MapameTp 3HauyeHue
%ul LAG
%u2 nHTEepdelic

MpuMep coobLeHNs:
LA-1-[NP-FAULT - LA] FsLaHwEnableCollection operation has failed for the agg po 1 in the port gi 0/1

OnucaHne 1 NPUYnHBbI:

Owmnbka nHmumanunsauumn onepauum Collection Ha HTepdieiice B LAG.

PekomeHayemble AeicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mmogy/ib LA
KomaHgamu "set port-channel disable/set port-channel enable". O6patnTbCs B TEXNOALEPXKKY.

[NP-FAULT - LA] FsLaHwEnableDistribution operation has failed for the agg {%u1} in the port {%u2}

CTeneHb BaXXHOCTU:

Alert

MapameTpsbl:
MapameTp 3HaueHune
%ul LAG
%u2 nHTEepdelic

Mpumep cooO6LLEHUS:
LA-1-[NP-FAULT - LA] FsLaHwEnableDistribution operation has failed for the agg po 1 in the port gi 0/1
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OnucaHne 1 NPUYMHBbI:

Owmbka nHMumanusauumn onepauuu Distribution Ha UHTepdeiice B LAG.

PekomeHayemble AelicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3sanyctnts Mogy/ib LA
KomaHgamu "set port-channel disable/set port-channel enable". O6paTtnTbCs B TEXNOAAEPXKKY.

[NP-FAULT - LA] FsLaHwDisableCollection operation has failed for the agg {%u1} in the port {%u2}

CTteneHb BaXXHOCTHU:

Alert

MapameTpsbl:
MapameTp 3HauyeHue
%ul LAG
%u2 nHTEepdelic

Mpumep coobLieHuns:
LA-1-[NP-FAULT - LA] FsLaHwEnableDistribution operation has failed for the agg po 1 in the port gi 0/1

OnucaHne 1 NPUYnHBbI:

Owmnbka octaHoBKK onepauun Collection Ha HTepdeiice B LAG

PekomeHayemble AeicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3sanyctnts moay/ib LA
KomaHzamu "set port-channel disable/set port-channel enable". O6patnTbCs B TEXNOALEPXKKY.

[NP-FAULT - LA] FsLaHwSetPortChannelStatus operation has failed for the agg {%u1l} in the
instance: {%u2} for state {%u3}
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CTeneHb BaXXHOCTU:

Alert
MapameTpsbl:
MapameTp 3HaueHune
%ul LAG
%u2 mstp instance-id
%u3 nHTepdeinc

MpuMep CooBLLEHNS:

LA-1-[NP-FAULT - LA] FsLaHwSetPortChannelStatus operation has failed for the agg po 1 in the instance:
4 for state Forwarding

OnuncaHne u NPUYNHBI:

Oww6ka nepeBoga LAG B ykazaHHOE COCTosiHIEe STP B ykazaHHOM mstp instance

PekomeHayemble AeiCcTBUS:

MepecobpaTb LAG komaHgamu "no channel-group/chanel-group”. Mepesanyctnts Moaysb LA
KomaHzamu "set port-channel disable/set port-channel enable". O6patnTbCcs B TEXNOALEPXKKY.

LaEnqueueControlFrame: Ctrl Mesg ALLOC_MEM_BLOCK FAILED

CTeneHb BaXXHOCTU:

Critical

Mpvmep coobLeHns:
LA-2-LaEnqueueControlFrame: Ctrl Mesg ALLOC_MEM_BLOCK FAILED

OnucaHne v NPUYNHBLI:

OLwwmnBKa npu ansiokauum naMmaTy nog, cnyxe6Hblii naket LACP.
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PekomeHyemble AelicTBUS:

Mepecobpatb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mogysib LA
KomaHaamm "set port-channel disable/set port-channel enable". O6paTtnTbCs B TEXNOAAEPXKKY.

Reason for Error Recovery timer Start is Threadhold Exceed for Port= {%u}

CTeneHb BaXXHOCTU:

Critical

MNapameTpsbl:
MapameTp 3HauyeHue
%u nHTEepdeiic

Mpumep coobLleHuns:

LA-2-Reason for Error Recovery timer Start is Threadhold Exceed for Port=gi 0/1

OnucaHne 1 NPUYMHBbI:

MpeBbILLEHO orpaHMyeHrie Ha Nnepexos B OAHO 1 TO e cocTosiHue SM. Mo ymonyaHuio — 5 pas
nogps4,.

PekomeHayemble AelicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mmogy/sib LA
KomaHgamu "set port-channel disable/set port-channel enable". O6paTtuTbCs B TEXNOAAEPXKKY.

Reason for Error Recovery timer Start is Port Defaulted for Port= {%u}

CTteneHb BaXXHOCTHU:

Critical
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MapameTpsbl:
MapameTp 3HauyeHue
%u nHTEepdelic

Mpumep CooBLLEHNS:

LA-2-Reason for Error Recovery timer Start is Port Defaulted for Port=gi 0/1

OnucaHne 1 NPUYnHBLI:

Mepexog nopta B cocTosiHNe defaulted. BeposiTHee Bcero, korga HTepgoeiic nepectaéT nonyyatb
LAPDU.

PekomeHayemble AeiCTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mmoaysib LA
KomaHzamu "set port-channel disable/set port-channel enable". O6patnTbCs B TEXNOALEPXKKY.

Reason for Error Recovery timer Start is H/w Failure for Port= {%u}

CTeneHb BaXXHOCTU:

Critical

MapameTpsbl:
MapameTp 3HaueHune
%u nHTEepdelic

Mpumep coobLEeHNS:

LA-2-Reason for Error Recovery timer Start is H/w Failure for Port=gi 0/1

OnucaHne n NPUYNHBLI:

AnnaparHas owmnbka npu gobassieHnn nopra B LA.
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PekomeHyemble AelicTBUS:

Mepecobpatb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mogysib LA

KomaHaamm "set port-channel disable/set port-channel enable". O6paTtnTbCs B TEXNOAAEPXKKY.

LaCreatePort: Intf Mesg ALLOC_MEM_BLOCK FAILED

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:
LA-2-LaCreatePort: Intf Mesg ALLOC_MEM_BLOCK FAILED

OnucaHne 1 NPUYnHBbI:

Owmnbka annokauum namsaTi aAng nepegayn coobuleHnii B Moaynb LA.

PekomeHayeMble [eicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3sanyctnts Mmogy/ib LA

KomaHgamu "set port-channel disable/set port-channel enable". O6paTtuTbCs B TEXNOALEPXKKY.

LaMapPort: Intf Mesg ALLOC_MEM_BLOCK FAILED

CTteneHb BaXXHOCTHU:

Critical

Mpumep CooBLLEHNS:
LA-2-LaMapPort: Intf Mesg ALLOC_MEM_BLOCK FAILED

OnucaHne 1 NPUYNHBLI:

Owwnbka annokauum namsT gasi nepefadn coobLleHnii B mogynb LA,
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PekomeHyemble AelicTBUS:

Mepecobpatb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mogysib LA

KomaHaamm "set port-channel disable/set port-channel enable". O6paTtnTbCs B TEXNOAAEPXKKY.

LaDeletePort: Intf Mesg ALLOC_MEM_BLOCK FAILED

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:
LA-2-LaDeletePort: Intf Mesg ALLOC_MEM_BLOCK FAILED

OnucaHne 1 NPUYnHBbI:

Owmnbka annokauum namsaTi aAng nepegayn coobuleHnii B Moaynb LA.

PekomeHayeMble [eicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3sanyctnts Mmogy/ib LA

KomaHgamu "set port-channel disable/set port-channel enable". O6paTtuTbCs B TEXNOALEPXKKY.

LaUnmapPort: Intf Mesg ALLOC_MEM_BLOCK FAILED

CTteneHb BaXXHOCTHU:

Critical

Mpumep coobuleHns:
LA-2-LaUnmapPort: Intf Mesg ALLOC_MEM_BLOCK FAILED

OnucaHne 1 NPUYNHBLI:

Owwnbka annokauum namsT gasi nepefadn coobLleHnii B mogynb LA,
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PekomeHyemble AelicTBUS:

Mepecobpatb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mogysib LA

KomaHaamm "set port-channel disable/set port-channel enable". O6paTtnTbCs B TEXNOAAEPXKKY.

LaUpdatePortStatus: Intf Mesg ALLOC_MEM_BLOCK FAILED

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:
LA-2-LaUpdatePortStatus: Intf Mesg ALLOC_MEM_BLOCK FAILED

OnucaHne 1 NPUYnHBbI:

Owmnbka annokauum namsaTi aAng nepegayn coobuleHnii B Moaynb LA.

PekomeHayeMble [eicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3sanyctnts Mmogy/ib LA

KomaHgamu "set port-channel disable/set port-channel enable". O6paTtuTbCs B TEXNOALEPXKKY.

LaAsyncNpUpdateStatus:intf Msg ALLOC_MEM_BLOCK FAILED

CTteneHb BaXXHOCTHU:

Critical

Mpumep coo6LLEHMS:
LA-2-LaAsyncNpUpdateStatus:Intf Msg ALLOC_MEM_BLOCK FAILED

OnucaHne 1 NPUYNHBLI:

Owwnbka annokauum namsT gasi nepefadn coobLleHnii B mogynb LA,
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PekomeHyemble AelicTBUS:

Mepecobpatb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mogysib LA

KomaHaamm "set port-channel disable/set port-channel enable". O6paTtnTbCs B TEXNOAAEPXKKY.

Reason for Recovery is Threadhold Exceed for Port= {%u}

CTeneHb BaXXHOCTU:

Critical

MNapameTpsbl:
MapameTp 3HauyeHue
%u nHTEepdeiic

Mpumep coobLleHuns:
LA-2-Reason for Recovery is Threadhold Exceed for Port=gi 0/1

OnucaHne 1 NPUYMHBbI:

VicteueHne LACP Recovery Timer.

PekomeHayemble AelicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mmogy/ib LA

KomaHgamu "set port-channel disable/set port-channel enable". O6paTuTbCs B TEXNOAAEPXKKY.

Reason for Recovery is Port Defaulted for Port= %u

CTteneHb BaXXHOCTHU:

Critical
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MapameTpsbl:
MapameTp 3HauyeHue
%u nHTEepdelic

Mpumep CooBLLEHNS:

LA-2-Reason for Recovery is Port Defaulted for Port=gi 0/1

OnucaHne 1 NPUYnHBLI:

VicteueHne LACP Recovery Timer.

PekomeHayemble AeiCcTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts moay/ib LA

KomaHZamu "set port-channel disable/set port-channel enable". O6patnTbCs B TEXNOALEPXKKY.

Reason for Recovery is H/w Failure for Port= {%u}

CTeneHb BaXXHOCTU:

Critical

MapameTpsbl:
MapameTp 3HaueHune
%u nHTEepdelic

Mpumep coobLEeHNS:

LA-2-Reason for Recovery is H/w Failure for Port=gi 0/1

OnucaHne v NPUYNHBLI:

VicteueHne LACP Recovery Timer.
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PekomeHyemble AelicTBUS:

Mepecobpatb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mogysib LA
KomaHaamm "set port-channel disable/set port-channel enable". O6paTtnTbCs B TEXNOAAEPXKKY.

Recovery trigger for Port : {%u} has exceeded the threshold.Performing admin down action

CTeneHb BaXXHOCTU:

Critical

MNapameTpsbl:
MapameTp 3HauyeHue
%u nHTEepdeiic

Mpumep coobLleHuns:

LA-2-Recovery trigger for Port : gi 0/1 has exceeded the threshold.Performing admin down action

OnucaHne 1 NPUYMHBbI:

Coo006LLieHNE 0 YacTOM nepesanycke Recovery Timer (6onee 5 pas) N0 OAHON 1 TOW Xe NpUUnNHe.
BbinonHsieTca geliicTBre OTK/IOUEHNe nHTepdelica.

PekomeHayemble AelicTBUS:

Mepecobpartb LAG komaHgamu "no channel-group/chanel-group". Mepe3anyctnts Mmogy/sib LA
KomaHgamu "set port-channel disable/set port-channel enable". O6paTtuTbCs B TEXNOAAEPXKKY.
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Recovery trigger for Port : {%u} has exceeded the threshold.Performing no action

CTeneHb BaXXHOCTU:

Critical

MapameTpsbl:
MapameTp 3HaueHune
%u nHTepdelic

Mpumep coobLEeHNS:

LA-2-Recovery trigger for Port : gi 0/1 has exceeded the threshold.Performing admin down action

OnucaHne 1 NPUYNHBLI:

CoobueHne 0 YacTom nepesanycke Recovery Timer (6osiee 5 pas) No 04HONM 1 TOW Xe NpuyrHe.

PekomeHyemble AelicTBUS:

[encTteus He TpebytoTcA (paboTaeT No ymonyaHuio). MHaue nepecobpatb LAG komaHgamm "no
channel-group/chanel-group". Nepe3anyctutb moaynb LA komaHgamu "set port-channel disable/set
port-channel enable". O6paTnUTLCA B TEXNOAAEPXKKY.

3.L3

3.11P

"IP address changed on default VLAN interface"

CTeneHb BaXXHOCTU:

Notice

Mpumep coobLLEeHNS:
CFA-5-IP address changed on default VLAN interface
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OnucaHne 1 NPUYMHBbI:

3meHeHue IP-agpeca Ha nHTepdelice VLAN 1.

PekomeHayemble AelicTBUS:

[lelicTBuin He TpebyeTcs.
4. Multicast

4.1 IGMP snooping

{%s1} NPAPI failed for Group: {%s2} Source: {%s3}

CTeneHb BaXXHOCTU:

Alert
MNapameTpsbl:
MapameTp 3HaueHue
%s1 AelicTBus:
« Hardware Create,
« Hardware Delete
%s2 agpec multicast-rpynnol
%s3 aZipec UCToYHMKa Tpadmka

Mpumep coobLLeHNs:
SnpT-1-Hardware Create NPAPI failed for Group: 233.3.2.1 Source: 10.10.10.1

OnucaHne 1 NPUYMHBLI:

Konnusnsa B Tabnuue igmp snooping groups.
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PekomeHyemble AelicTBUS:

MpoBepuTb Tabnuupbl multicast-rpynn. Mpu HeEO6X04MMOCTM OrpaHMyYnBaTh COOOLLEHNs igmp A5

Heuncnosiblyemblx rpynn. NonesHole koMaHapl: "show ip igmp snoping groups", "show ip igmp

snooping forward", "ip mcast-profile", "ip igmp snooping limit groups".

Memory allocation for group entry failed

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:
SnpT-2-Memory allocation for group entry failed

OnucaHne 1 NPUYnHBbI:

MepenonHeHne Tabnuupbl rpynn.

PekomeHayeMble [eicTBUS:

MpoBepuTb TabnuLbl multicast-rpynn. NMpu HEOGXOANMOCTU OFrpaHNYMBaTL COOBLLEHNS igmp A1S

Heuncnosib3yemblx rpynn. NonesHole komaHapl: "show ip igmp snoping groups", "show ip igmp

snooping forward", "ip mcast-profile", "ip igmp snooping limit groups".

Memory allocation for authentication cache entry failed

CTeneHb BaXXHOCTHU:

Critical

MpuMep CooBLLEHNS:

SnpT-2-Memory allocation for authentication cache entry failed

OnucaHne 1 NPUYNHBLI:

Owmnbka BbigeneHna namatn Anaa Tabnvubl igmp radius authorization.
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PekomeHyemble AelicTBUS:

O6paTnNTLCA B TEXNOAAEPXKKY.

Memory allocation for port entry for group failed

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:

SnpT-2-Memory allocation for port entry for group failed

OnucaHne 1 NPUYnHBbI:

MpeBbILLEHO KONMNMYECTBO NOAMNMCOK HA KOMMYyTaTope.

PekomeHayeMble [eicTBUS:

MpoBepuTb Tabnuupbl multicast-rpynn. Mpn He06X04MMOCTM OrpaHUyYnBaTb COOOLLEHNs igmp A1
Heuncnosib3yemblx rpynn. NonesHsle kKoMaHapl: "show ip igmp snoping groups

snooping forward", "ip mcast-profile", "ip igmp snooping limit groups".

Memory alloc for Host entry for group failed

CTteneHb BaXXHOCTHU:

Critical

Mpumep CooBLLEHNS:

SnpT-2-Memory alloc for Host entry for group failed

OnucaHne 1 NPUYNHBLI:

MpeBbILLIEHO KONMMYECTBO NOAMNMCOK HA KOMMYyTaTope.

show ip igmp

68



MES14xx, MES24xx, MES3400-xx, MES37XxX. PyKOBOACTBO N0 cO06LWEeHNsAM Syslog

PekomeHyemble AelicTBUS:

MpoBepuTb Tabnuupbl multicast-rpynn. Mpu HeEO6X04MMOCTM OrpaHMyYnBaTh COOOLLEHNs igmp A5

Heuncnosiblyemblx rpynn. NonesHole koMaHapl: "show ip igmp snoping groups", "show ip igmp

snooping forward", "ip mcast-profile", "ip igmp snooping limit groups".

4.2 IGMP

Membership report for group {%s} is ignored as Global Limit Reached

CTteneHb BaXXHOCTHU:

Error
MapameTpsbl:
MapameTp 3Ha4yeHue
%s agpec multicast-rpynnbi

MpuMep CooBLLEHNS:

IGMP-3-Membership report for group 233.1.1.1 is ignored as Global Limit Reached

OnucaHne 1 NPUYnHBLI:

MpeBbILLEHME T106abHOMO NMMUTA multicast-rpynn Ha KOMMyTaTope.

PekomeHayemble AeiCcTBUS:

MposepuTb Tabnuupbl multicast-rpynn. Npn He06X04MMOCTM OrpaHUyYnBaTb COOOLLEHNS igmp A1
Hencnosib3yemblIxX rpyn.

Membership report for group {%s} is ignored as Interface Limit Reached

CTeneHb BaXXHOCTU:

Error
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MapameTpsbl:
MapameTp 3Ha4yeHue
%s agpec multicast-rpynnbl

Mpumep CooBLLEHNS:

IGMP-3-Membership report for group 233.1.1.1 is ignored as Interface Limit Reached

OnucaHne 1 NPUYnHBLI:

MpeBbilleHye nMMUTa multicast-rpynn Ha uHTepdelice.

PekomeHayemble AeiCTBUS:

MpoBepuTb Tabnmupbl multicast-rpynn. Mpy HEO6XOAUMOCTY OrpaHnyMBaTh COOBLLEHMS igmp AN
Heuncnosib3yeMblx rpynn.

5. YnpaBneHue 1 MOHUTOPUHT

5.1 AAA

Password expired for user {%s}

CTteneHb BaXXHOCTHU:
Alert

MapameTpsbl:

MapameTp 3Ha4yeHue

%s M4 nosib3oBarens

Mprmep coobLeHns:

CLI-1-Password expired for user admin
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OnucaHne 1 NPUYMHBbI:

VicTeueHne cpoka Xn3Hu naposns, 3afaHHoOro KomaHao "password max-life-time".

PekomeHayemble AelicTBUS:

CMeHWTb Naposb Npu crieaytolleii ayTeHTUgMKaLMKN Nof, YKa3aHHO YUEeTHO 3anmchio.

Attempt to login as {%s1} via {%s2} failed from {%s3}

CTteneHb BaXXHOCTHU:
Alert

MapameTpsbl:

MapameTp 3HauyeHue

%s1 M4 nosib3oBarens
%s2 NpPOTOKO:
« Telnet,
+ SSH,
« Console
%s3 IP-agpec nctouHuka (4N Telnet/SSH)

Mpumep coobLueHuns:
CLI-1-Attempt to login as test via telnet failed from 1.1.2.100

OnucaHne 1 NPUYnHBbI:

MpeBbILLEHO MaKCUMa/lbHOE KOIMUYECTBO MOMbITOK ayTEHTUdMKALMM Yepes Telnet/SSH.

PekomeHayemble AeiicTBUS:

MpoBepuTb KOPPEKTHOCTb HACTPOEK PyHKLMKN authorized-manager. MNonesHble komaHabl: "show
authorized-managers".
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Attempt to login as {%s} via console failed

CTeneHb BaXXHOCTU:
Alert

MapameTpsbl:

MapameTp 3Ha4yeHue

%s nMA NoJsib3oBaresia

MpumMep coobLeHNs:

CLI-1-Attempt to login as test via console failed

OnucaHne 1 NPUYnHBbI:

lNpeBbileHO0 MakCuMasibHOe KO/IMYEeCTBO MOMbITOK ayTeHTI/ICbI/IKaLI,VII/I yepes KOHCO/1b.

PekomeHayemble AeiCcTBUS:

Mpy HEOGXOANUMOCTIN NMPOBEPUTL MNOMELLEHNE C 060PYA0BaHNEM Ha NpeaMeT

HECaHKLUMOHMNPOBaAHHOIO AOCTYyna.

Attempt to login with wrong credentials

CTeneHb BaXXHOCTU:

Notice

Mpumep coobLEeHNS:

WEB-5-Attempt to login with wrong credentials
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OnucaHne 1 NPUYMHBbI:

MonbITka ayTeHTMMKaLMKN Ha YCTPOIACTBE Yepe3 web-nHTepdpeiic ¢ HenpaBUbHbIMU YHETHLIMM

OJaHHbIMN.

PekomeHyemble AelicTBUS:

[elicTBnsl He TpebyroTcs.

User {%s1} logged in via web from {%s2}

CTteneHb BaXXHOCTHU:

Informational

MapameTpsbl:

MapameTp 3HauyeHue

%s1 M4 nosib3oBarensd

%s2 IP-afpec NCTOUYHUKA

Mpumep coobueHns:
WEB-6-User admin logged in via web from 192.63.45.12

OnucaHne v NPUYNHBLI:

YcnelwHas ayTeHTMdmKaLys nonb3oBaresis ¢ ykasaHHOro agpeca.

PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.
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User {%s1} logged out via web from {%s2}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:

MapameTp 3HaueHune

%s1 nMA Nosib3oBaresia

%s2 IP-afipec NCTOYHMKa

Mpumep coobLeHuns:
WEB-6-User admin logged out via web from 192.63.45.12

OnucaHne 1 NPUYnHBbI:

Monb3oBaTtesb C yka3aHHOro agpeca BbINOHW BbIXOZ, U3 YYETHO 3anucu.

PekomeHayemble AelicTBUS:

[elicTBnsl He TpebyroTcs.

Attempt to login with wrong password

CTteneHb BaXXHOCTHU:

Informational

MpuMep CooBLLEHNS:

WEB-6-Attempt to login with wrong password

OnuncaHne u NPUYNHBI:

MonbITKa ayTeHTUMKaLMI Ha YCTPOICTBE Yepes web-uHTepdieiic ¢ HeNpPaBWU/IbHLIM NaposieM.
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PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.

Web session Idle timer expired for user {%s}

CTeneHb BaXXHOCTU:

Informational

MNapameTpsbl:

MapameTp 3HaueHue

%s1 NMS nosib3oBaTend

Mpumep coobLEeHNS:

WEB-6-Web session Idle timer expired for user admin

OnucaHne 1 NPUYNHBLI:

/icTeueHne ycTaHOBMEHHOI Yyepes web-uHTepdeiic ceccum An1s Nonb3oBaTensi.

PekomeHayemble AelicTBUS:

[encTBuA He TpebyroTcs.

Web session Idle timer expired

CTeneHb BaXXHOCTU:

Informational

Mpvmep coobLeHns:
WEB-6-Web session Idle timer expired
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OnucaHne 1 NPUYMHBbI:

VicTeueHne ycTaHOBNEHHOI Yepes web-uHTepdpelic ceccun.

PekomeHayemble AelicTBUS:

[elicTBusi He TpebyroTcs.

User {%s1} logged in via telnet from {%s2}

CTteneHb BaXXHOCTHU:

Informational

MapameTpsbl:

MapameTp 3HaueHue

%s1 M4 nosib3oBaTtend

%s2 IP-afjpec NCTOUYHMKA

Mpumep coobueHmns:

CLI-6-User admin logged in via telnet from 1.1.2.100

OnucaHne v NPUYNHBLI:

YcnewHasn ayTeHTMdMKaums nosnb3oBaTesis Ha yCTpocTee vepes Telnet.

PekomeHyemble AelicTBUS:

[encteus He TpebytoTcs.
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User {%s} logged in via console

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:

MapameTp 3HaueHue

%s MM NoJsib3oBaresis

MpuMep coobLeHNS:

CLI-6-User admin logged in via console

OnucaHne 1 NPUYnHBLI:

YeneliHas ayTeHTUdMKaLys Nob30BaTesisl Ha YCTPOCTBE Yepes KOHCO/b.

PekomeHayemble AeiicTBUS:

[lelicTBus He TpebyroTcs.

HTTPS session established from {%s}

CTeneHb BaXXHOCTHU:

Informational

MapameTpsbl:

MapameTp 3HaueHue

%s IP-agpec NcToyHmka
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Mpumep coobLLEHMS:
WEB-6-HTTPS session established from 192.167.31.13

OnucaHne 1 NPUYNHBLI:

YcTaHoBneHne HTTPS-ceccum ¢ ykasaHHOro ajpeca.

PekomeHayemble AeiCcTBUS:

[lelicTBuA He TpebyroTcs.

Password credentials updated for user %s

CTeneHb BaXHOCTU:

Informational

MapameTpsbl:

MapameTp 3HaueHue

%s NMA NoJsib3oBaresis

MpumMep coobLeHus:

CLI-6-Password credentials updated for user admin

OnucaHne 1 NPUYnHBLI:

O6HoBNEHNE naposia nocsie ero ncteyeHmna ansd COOTBETCTBYHOLWIETO MoJsib30BaTeNA.

PekomeHayemble AeiCcTBUS:

[lelicTBuA He TpebyoTcs.
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User {%s1} logged in via {%s2} from {%s3}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:

MapameTp 3HauyeHue

%s1 nUMSA nosib3oBartens
%s2 NpPOTOKOJ:
o Telnet,
« SSH,
» Console
%s3 IP-agpec nctovHuka (ona Telnet/SSH)

MpuMep CooBLLEHNS:

CLI-1-User test logged in via telnet from 1.1.1.1

OnuncaHne u NPUYNHBI:

YcnelHas ayTeHTMdvKaLys Nnonb3oBaTesis Ha yCTPOCTBE A/1st yKa3aHHOro NpoToKo/a.

PekomeHayemble AeiCcTBUS:

[elicTBuA He TpebyroTcs.

User {%s1} {%s2} logged out from {%s3}

CTeneHb BaXXHOCTU:

Informational
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MapameTpsbl:

MapameTp 3HauyeHue

%s1 “Ms nonb3oBarTens
%s2 IP-agpec ncto4yHuka (ans telnet/SSH)
%s3 NPOTOKO/:

+ Telnet,

« SSH,

« Console

Mpumep coobLEeHNS:

CLI-6-User test from 1.1.1.1 is logged out from telnet

OnucaHne 1 NPUYNHBLI:

BbiNonHeH BbIXoA4 13-nog yquH0|7| 3anuncu.

PekomeHlyemble AelicTBUS:

[elicTBuA He TpebyloTcs.

Login failed : login incorrect {%s1} via {%s2} {%s3}

CTeneHb BaXXHOCTU:

Informational

MapameTpsbl:

MapameTp 3HauyeHue

%s1 nMA NoJsib3oBaTesia
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MapameTp 3HauyeHue

%s2 NPOTOKO/:
+ Telnet,
« SSH,
« Console
%s3 IP-agpec nctouHuka (4N Telnet/SSH)

Mpumep coobuieHns:

CLI-6-Login failed : login incorrect test via telnet from 1.1.1.1

OnuncaHne 1 NpUYnHbI:

Co006LLEeHNE 0 HEYAAYHO ayTeHTUMKaLMM NO/Ib30BaTe s B C/lyyae, eCii MakCUMaslbHoe
KO/IMYECTBO NOMbITOK HE MPEBbILIEHO.

PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.
5.2 Moaynb ynpasrieHus dpainamm
Starting with default configuration.

CTeneHb BaXXHOCTU:
Alert

Mpumep coobLEeHNS:

FM-1-Starting with default configuration.

OnucaHne 1 NPUYNHBLI:

YCTPOICTBO 3arpy3niochb C KOHUTrypaumein No ymonyaHuto.

PekomeHayeMble 1eCcTBUS:

[eicTtBuA He TpebytoTcs. Ecnn noBeseHve He 0XnaaemMo, 06paTuTbCs B TEXNOALEPXKKY.
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Configuration restored successfully.

CTeneHb BaXXHOCTU:
Alert

Mpumep coobueHns:

FM-1-Configuration restored successfully.

OnucaHne v NPUYNHBLI:

KoHdpurypauus ycTpoiicTBa ycneliHo BOCCTaHOB/IeHa.

PekomeHlyemble AelicTBUS:

[encteunsa He TpebytoTcs.

Reload was scheduled in {%d1} hour(s) and {%d2} minute(s) from now

CTeneHb BaXXHOCTHU;
Alert

MNapameTpsbl:

MapameTp 3HauyeHue

%d1 yachbl

%d2 MUHYTbI

MpuMep CooBLLEHNS:

MSR-1-Reload was scheduled in 1 hour and 1 minute from now
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OnucaHne 1 NPUYMHBbI:

Mepesarpyska KOMMyTaTopa Npou30iaeT Yepes ykazaHHOe BPeMS.

PekomeHayemble AelicTBUS:

[eicTtBuii He TpebyeTcs. Mpu He06XOAMMOCTIN U3MEHUTbL BPEMS Nepesarpy3km 0TMEHUTb
Ha3HayeHHoe BpeMsi KoMaHAoM "reload cancel", nocne yero Ha3HauYMTbL HOBOE BPeMs nepesarpy3ku.
MonesHble KoMaHgbl: "show reload".

Delayed reload was cancelled

CTteneHb BaXXHOCTHU:
Alert

MpuMep CooBLLEHNS:

MSR-1-Delayed reload was cancelled

OnuncaHue u NPUYNHBI:

OTMeHa OT/I0KEHHOI Nepesarpy3kn agMUHUCTPATUBHO.

PekomeHayemble AeiCcTBUS:

Mpu HeO6XOAMMOCTI 3aHOBO 3aMyCTUTb OT/IOXEHHYHO Nepes3arpysKy ycTpoicTaa.

Failed to save configuration to file

CTeneHb BaXXHOCTU:
Alert

Mpvmep coobLeHns:

MSR-1-Failed to save configuration to file
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OnucaHne 1 NPUYMHBbI:

Owmnbka coxpaHeHus KoHdurypauun B chaiin.

PekomeHayemble AelicTBUS:

MpoBepuTb HaMuMe cBo6oAHOro MecTa B M3Y. O6paTUTbCs B TEXMOAAEPXKKY.

Failed to save configuration to remote

CTteneHb BaXXHOCTHU:
Alert

MpuMep CooBLLEHNS:

MSR-1-Failed to save configuration to remote

OnuncaHue u NPUYNHLI:

Owwn6Ka CoXpaHeHNs KOHUIypaLuy Ha yaasieHHOe YCTPOCTBO.

PekomeHayemble AeiCcTBUS:

MpoBepuTb coeanHeHne mexay ycTporicTBamu. MpoBepuTb Npasa AoCTyna Ha 3anuchb U
nepesannch Ha yganeHHOM ycTpoicTee. MpoBepuTb cocTossHMe cnyxo tftp/sshd Ha yaaneHHoM
YCTpOIiCTBE.

Failed to save configuration to remote TFTP: {%s}

CTeneHb BaXXHOCTU:
Alert

84



MES14xx, MES24xx, MES3400-xx, MES37XxX. PyKOBOACTBO N0 cO06LWEeHNsAM Syslog

MapameTpsbl:

MapameTp 3HaueHue

%s owunoka:

* INTERNAL ERROR,

* No Such File,

» Access Violation,

« No Memory Left,

« File Exists, Unable to Reach Host,
+ Invalid Argument(s),

+ ErrorInreadingfile,

+ Error In writing file,

+ Errorin Creating file,

+ Fileistoo big for TFTP,

« Given Bufferis too small,
« Server Returned Error Pkt

Mpvmep coobLeHns:

MSR-1-Failed to save configuration to remote TFTP: File Exists

OnuncaHne 1 NpUYnHBbI:

OLMBKa coxpaHeHUst KOHhUrypauum Ha yaaneHHoe YCTPOCTBO MO yKa3aHHON! npuunHe.

PekomeHyemble AelicTBUS:

YCTPaHnTb yKa3aHHy HeNCrnpaBHOCTb. Mpy He06X0AMMOCTY 06PaTUTLCS B TEXMOAAEPXKKY.

Flash is empty or not set to restore configurations

CTteneHb BaXXHOCTHU;
Alert

Mprmep coobLeHns:

MSR-1-Flash is empty or not set to restore configurations
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OnucaHne 1 NPUYMHBbI:

OLwmnbKa BOoCCTaHOB/EHUST KOHbUrypaumn. BeposaTHee BCero HOCUT annaparHblil xapakTep.

PekomeHayemble AelicTBUS:

O6paTnTbCs B TEXMOAAEPXKKY.

Failed to restore from remote file

CTteneHb BaXXHOCTHU:
Alert

MpuMep CooBLLEHNS:

MSR-1-Failed to restore from remote file

OnuncaHue u NPUYNHLI:

Owwn6Ka BOCCTAHOB/IEHUSI KOHpUTypaLmi U3 dhaiina Ha yaaneHHOM CepBepe.

PekomeHayemble AeiCcTBUS:

MpoBepuTb aZpecaunio U cCoeMHeHe Mexay ycTpoiicTBamMu. NpoBepuTb Npasa A0CTyna Ha
nosyyeHune hainnos 1 Hasmume paiina KoHurypaumm Ha yaasieHHoM ycTpoiicTee. [MpoBepuTb
COCTOsIHNE cnyXo6 tftp/sshd Ha yganeHHOM yCTpoiicTBe.

Configuration upgrade failed

CTeneHb BaXXHOCTU:
Alert

Mpvmep coobLeHns:
MSR-1-Configuration upgrade failed
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OnucaHne 1 NPUYMHBbI:

Ownbka paboTbl MOAYNS Moadukaumm startup-config.

PekomeHayemble AelicTBUS:

MpoBepUTb KOPPEKTHOCTL BOCCTAHOBNEHMS KOHMrypauun. Mpy Heo6X0AMMOCTM BOCCTaHOBUTb
KOHpUrypaLmio 13 pesepBHbIX doaiinioB. O6paTuTbCs B TEXMOALEPXKKY.

Failed to save configuration to flash

CTteneHb BaXXHOCTHU:
Alert

MpuMep CooBLLEHNS:

MSR-1-Failed to save configuration to flash

OnuncaHne u NPUYNHBI:

Oww6Ka coxpaHeHns KoHdurypauum B MN3Y.

PekomeHayemble AeiCcTBUS:

MpoBepuTb Hann4umne cBobogHoro mecta B MNM3Y. O6paTUTLCA B TEXNOLAEPXKKY.

Failed to close startup-config file

CTeneHb BaXXHOCTU:

Critical

Mpvmep coobLeHns:
MSR-2-Failed to close startup-config file
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OnucaHne 1 NPUYMHBbI:

Ownbka 3aKkpbITUA halina startup-config.

PekomeHayemble AelicTBUS:

O6paTnTbCs B TEXMOAAEPXKKY.

Failed to create warmstart file

CTteneHb BaXXHOCTHU:

Critical

MpuMep CooBLLEHNS:

MSR-2-Failed to create warmstart file

OnuncaHne u NPUYNHLI:

Ownbka cosgaHus thaiina warmstart.

PekomeHayemble AeiCcTBUS:

MpoBepuTb Hannumne cBobogHoro mecta B MNM3Y. O6paTUTLCA B TEXNOLAEPXKKY.

Failed to close warmstart file

CTeneHb BaXXHOCTU:

Critical

Mpvmep coobLeHns:

MSR-2-Failed to close warmstart file

OnucaHne v NPUYNHBLI:

Ownbka 3akpbliTUa haiina warmstart.
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PekomeHyemble AelicTBUS:

O6paTnNTLCA B TEXNOAAEPXKKY.

Failed to delete startup-config file

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:
MSR-2-Failed to delete startup-config file

OnucaHne 1 NPUYnHBbI:

Ownbka yaaneHus startup-config dparina.

PekomeHayeMble [eicTBUS:

Mpn HeobxoAMMOCTY yaanuTb halin ¢ ncnonb3oBaHMEM KOMaHAbl "erase". O6paTuTbCA B
TEXMOALEPXKKY.

Failed to create startup-config file

CTeneHb BaXXHOCTHU:

Critical

MpuMep CooBLLEHNS:

MSR-2-Failed to create startup-config file

OnucaHne 1 NPUYNHBLI:

Owwnbka co3ganHns galina startup-config.
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PekomeHyemble AelicTBUS:

O6paTnNTLCA B TEXNOAAEPXKKY.

Failed to read startup-config file

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:

Failed to read startup-config file

OnucaHne 1 NPUYnHBbI:

Ownbka yTeHus arina startup-config.

PekomeHayeMble [eicTBUS:

O6paTnTbCs B TEXMOALEPXKKY.

System is rebooting...

CTeneHb BaXXHOCTHU:

Critical

MpuMep CooBLLEHNS:

MSR-2-System is rebooting...

OnucaHne 1 NPUYNHBLI:

Cuctema Havana npouecc nepesarpysku no komaHge "reload".

PekomeHayeMmble OeiCcTBUS:

[NeicTBua He TpebytoTcs. ECiv noBeAeHNe He 0XMAaeMo, 06paTUTLCS B TEXNOAAEPXKKY.
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Failed to delete warmstart file

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLLEHUS:
MSR-2-Failed to delete warmstart file

OnucaHne v NPUYNHBLI:

Ownbka yganeHus arina warmstart.

PekomeHlyemble AelicTBUS:

O6paTnNTLCA B TEXNOAAEPXKKY.

Error: Invalid Boot file length {%u}

CTeneHb BaXXHOCTHU;

Error

MNapameTpsbl:

MapameTp 3HaueHue

%u HasBaHue paina

Mpumep coobLLEHNS:
MSR-3-Error: Invalid Boot file length 123.conf

OnucaHne 1 NPUYNHBLI:

[vHa noslyyeHHOro MMeHn boot-thaiina 6onblue 127 CUMBO/IOB BO BpeMsi npouecca ZTP.
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PekomeHyemble AelicTBUS:

MpoBepuTb KoHdUrypauuio DHCP-cepBeepa.

Error: Invalid Config file length {%u}

CTeneHb BaXXHOCTU:

Error

MNapameTpsbl:

MapameTp 3HaueHue

%u HasBaHue paina

Mpumep coobLLEHNS:
MSR-3-Error: Invalid Config file length 123.conf

OnucaHne 1 NPUYNHBLI:

[nvHa nony4yeHHoro nMmeHu conf-chaiina 6onbLuUe 127 CMMBOJIOB BO BpeMs npouecca ZTP.

PekomeHayemble AelicTBUS:
MpoBepuUTb KoHgUrypaumto DHCP-cepBepa.

Error: Invalid TFTP IP length {%u}

CTeneHb BaXXHOCTU:

Error
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MapameTpsbl:

MapameTp 3HaueHue

%u IP-ampec

Mprmep coobLeHns:
MSR-3-Error: Invalid TFTP IP length 0

OnuncaHne v NpUYnHBbI:

[nvHa nonyyeHHoro Bo Bpems npotecca ZTP IP-agpeca TFTP-cepBepa paBHa Hy/Ho.

PekomeHayemble AencTBus:
MpoBepuTb KoHdUrypauuo DHCP-cepeepa.

No TFTP IP Address Received

CTteneHb BaXXHOCTHU:

Error

Mpumep coobuleHns:
MSR-3-No TFTP IP Address Received

OnucaHne 1 NPUYnHBLI:

Onuwst DHCP ¢ agpecom TFTP-cepBepa He nosyyeHa.

PekomeHayemble AeiCcTBUS:

MpoBepuTb KoHUrypauuo DHCP-cepBepa. MpoBepuTh Ha/IMume 3anpoca /151 COOTBETCTBYIOLLEN

onuumn B coobLeHnsx DHCP discover 0T KOMMyTaTopa.
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Image installation failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLEeHNS:

MSR-3-Image installation failed

OnucaHne v NPUYNHBLI:

Owmnbka yctaHoBkM obpa3sa MO Bo Bpemsa npouecca ZTP.

PekomeHyemble AelicTBUS:

MpoBepuTb KOPPEKTHOCTb Ha3BaHWst 0bpasa N0, ero UenocTHOCTbL U COOTBETCTBME AN MOAEM
KommyTaTopa. O6paTnTbCa B TEXNOALEPXKKY.

Config file installation Failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLleHuns:
MSR-3-Config file installation Failed

OnucaHne 1 NPUYnHBbI:

Owmnbka ycTaHOBKM oaiina koHdmrypaumm Bo Bpemsi npouecca ZTP.

PekomeHayeMble [eiCcTBUS:

MpoBepVTb KOPPEKTHOCTbL HA3BaHWUSA W LIE/TOCTHOCTb dpaiina KoHdurypauum. O6paTnTbes B
TEXMOAAEPXKKY.
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Boot file installation failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLLEeHNS:
MSR-3-Boot file installation failed

OnucaHne v NPUYNHBLI:

Ownbka yctaHoBKM boot-thalina Bo Bpems npouecca ZTP.

PekomeHyemble AelicTBUS:

MpoBepUTb KOPPEKTHOCTL Ha3BaHWs boot-thaiina, ero LeNOCTHOCTb U COOTBETCTBUE A1 MOAENN
KoMMmyTaTopa. O6paTUTbCS B TEXNOAAEPXKKY.

Incorrect type file: {%d}

CTeneHb BaXXHOCTU:

Error

MNapameTpsbl:

MapameTp 3HauyeHue

%d dhaiin

Mpumep coobLEHNS:

MSR-3-Incorrect type file: 123.conf

OnucaHne 1 NPUYNHBLI:

HekoppekTHbIii TUN ¢haiina B npouecce ZTP. Bo3aMoXHble 3Ha4eHus Tuna cainna: 0 — image, 1 —
confun 2 — boot.
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PekomeHyemble AelicTBUS:

MpoBepuTb KoHdUrypauuio DHCP-cepBeepa.

TFTP Download failed with Error: {%s}

CTeneHb BaXXHOCTU:

Error

MNapameTpsbl:

MapameTp 3HaueHue

%s oLumnoka:

« INTERNAL ERROR,

« No Such File,

« Access Violation,

+ No Memory Left,

« File Exists,

« Unable to Reach Host,

« Invalid Argument(s),
 ErrorInreadingfile,

« Error In writing file,

« Errorin Creating file,

+ Fileistoo big for TFTP,

« Given Bufferis too small,
« Server Returned Error Pkt

Mpumep coobLLEHUS:
MSR-3-TFTP Download failed with Error: No Such File

OnucaHne 1 NPUYNHBLI:

Ownbka npu 3arpyske arina yepe3 TFTP.
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PekomeHyemble AelicTBUS:

MpoBepuTb agpecaunio 1 CoeanHeHE Mexay ycTpoiicTBaMu. MpoBepuTb NpaBa A0CTyna Ha
noslyyeHne pannos n Hanuune panna KoHdurypauumn Ha yaaneHHoMm ycTpolicTee. NpoBepuTtb
COCTOSIHMNE CcnyXo6 tftp Ha yaaneHHOM YCTPONCTBE.

ZTP failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-ZTP failed

OnucaHne 1 NPUYnHBbI:

Coo6LiieHne 0 HeylauHOM 3aBepLUeHNM npolecca ZTP.

PekomeHayeMble [eicTBUS:

MpoaHanu3vpoBaTh ApyrMe coobLLIEeHs, Kacatolmecs npolecca ZTP, yCTpaHnTh OLLUNGKM 1
MOBTOPUTL MPOLIECC 3aHOBO.

Image validation failed

CTeneHb BaXXHOCTHU:

Error

MpuMep CooBLLEHNS:

MSR-3-Image validation failed

OnucaHne 1 NPUYNHBLI:

Owmrbka NpoBepKM KOppekTHOCTM 0bpasa IMO.
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PekomeHyemble AelicTBUS:

MpoBepuTb COOTBETCTBUE 06pa3a MO mogenu kommyTaropa.

Recovered from error state. Resuming normal boot

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:

YCTPOIACTBO 3arpyeHo Noc/ie HeyauHo 3aBepLLEHHOro npotiecca ZTP.

OnucaHne 1 NPUYnHBbI:

YCTPOICTBO 3arpy»eHo rnocsie Heya4Ho 3aBepLUeHHoro npotecca ZTP.

PekomeHayeMble [eicTBUS:

MpoaHann3vpoBaTh ApyrMe coobLLEeHs, Kacatolmecs npolecca ZTP, yCTpaHnTh OLLUNGKM 1
MOBTOPUTL MPOLIECC 3aHOBO.

DHCP Bound failed

CTeneHb BaXXHOCTHU:

Error

Mpumep coo6LLEHUS:
MSR-3-DHCP Bound failed

OnucaHne 1 NPUYNHBLI:

DHCP-knneHT He nony4dunn agpec Bo BpemMs npouecca ZTP.
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PekomeHyemble AelicTBUS:

MpoBepuUTb HACTPOIiKK 1 norn DHCP-cepBepa. YcTpaHUTb Npo6iembl 1 NOBTOPUTL NpoLiecc ZTP.

Failed to create ZTP timer

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-Failed to create ZTP timer

OnucaHne 1 NPUYnHBbI:

Owmnbka HacTpoWkn Talimepa ZTP.

PekomeHayeMble [eicTBUS:

C6pocuTb YCTPOCTBO K 3aBOACKNM HACTPOIKaM 1 MOBTOPUTL npouecc ZTP. O6patutbes B
TEXMOAAEPXKKY.

ZTP start timer failed

CTeneHb BaXXHOCTHU:

Error

Mpumep coo6LLEHUS:
MSR-3-ZTP start timer failed

OnucaHne 1 NPUYNHBLI:

Owwnbka HacTpolikn Tainmepa ZTP.
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PekomeHyemble AelicTBUS:

C6pocuTb YCTPOMCTBO K 3aBOACKMM HACTPOKam 1 NoBTOPUTL Npolecc ZTP. O6patuTbCs B
TEXNOOLEPXKKY.

ZTP stop timer failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-ZTP stop timer failed

OnucaHne 1 NPUYnHBbI:

Owmnbka HacTpoWkn Talimepa ZTP.

PekomeHayeMble [eicTBUS:

C6pocuTb YCTPOCTBO K 3aBOACKNM HACTPOIKaM 1 MOBTOPUTL npouecc ZTP. O6patutbes B
TEXMOAAEPXKKY.

ZTP delete timer list failed

CTteneHb BaXXHOCTHU:

Error

Mpumep coo6LLEHMS:
MSR-3-ZTP delete timer list failed

OnucaHne 1 NPUYNHBLI:

Owwnbka HacTpolikn Tainmepa ZTP.

100



MES14xx, MES24xx, MES3400-xx, MES37XxX. PyKOBOACTBO N0 cO06LWEeHNsAM Syslog

PekomeHyemble AelicTBUS:

C6pocuTb YCTPOMCTBO K 3aBOACKMM HACTPOKam 1 NoBTOPUTL Npolecc ZTP. O6patuTbCs B
TEXNOOLEPXKKY.

Only *.conf file can be copied as startup-config

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-Only *.conf file can be copied as startup-config

OnucaHne 1 NPUYnHBbI:

MpeaynpexaeHne 06 ncnonb3lyeMom ddopmate paclumpenns ana KoHdurypauumn.

PekomeHayeMble [eicTBUS:

M3meHnTb paclumpeHmne dhaiina Ha cepBepe Ha .conf i NOBTOPUTL ONepaLyio KonMpoBaHus.

Selected firmware is not valid

CTeneHb BaXXHOCTHU:

Error

MpuMep CooBLLEHNS:

MSR-3-Selected firmware is not valid

OnucaHne 1 NPUYNHBLI:

Owwubka npoBepkn o6pasa MO Bo Bpems npouecca ZTP.
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PekomeHyemble AelicTBUS:

MpoBepuTb HacTpoikn DHCP-cepBepa. NMpoBepuTb COOTBETCTBME 06pa3a O mogenu
KommyTaTopa. MpoBepuTb LEOCTHOCTL (halina Ha cepBepe 1 NOBTOPUTL npoLecc ZTP.

Image CRC verification failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-Image CRC verification failed

OnucaHne 1 NPUYnHBbI:

Owmnbka NpoBePKM LLeNoCTHOCTK doainia MO Bo Bpems npouecca ZTP.

PekomeHayeMble [eicTBUS:

Y6eanTbCs B LEOCTHOCTM (paiinia Ha cepeepe. MNpu Heo6X0ANMOCTI 3aHOBO 3arpy3nTb Ha CEpPBEP
06pas3 MO v NOBTOPUTL MPOLIECC KOMMPOBaHUSI.

Failed to open .conf file

CTteneHb BaXXHOCTHU:

Error

Mpumep coo6LLEHMS:
MSR-3-Failed to open .conf file

OnucaHne 1 NPUYNHBLI:

Owwnbka oTKpbITUA haiina KoHdUrypauym Bo Bpems npouecca ZTP.
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PekomeHyemble AelicTBUS:

MoBTOPUTL KONMpoBaHue daiina koHdurypaumm. O6paTuTbCst B TEXNOAAEPXKKY.

Copying config file failed.

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-Copying config file failed.

OnucaHne 1 NPUYnHBbI:

Owmnbka npm KonuposaHun thalina KoHdurypauun.

PekomeHayeMble [eicTBUS:

MoBTOpWTb KoMNvpoBaHue daiina.

Restore option failed.

CTeneHb BaXXHOCTHU:

Error

Mpumep coo6LLEHUS:
MSR-3-Restore option failed.

OnucaHne 1 NPUYNHBLI:

OwnbKa ycTaHOBKM ONUUN BOCCTAHOBNEHMA 13 haiinia BO Bpems npouecca ZTP.
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PekomeHyemble AelicTBUS:

IMOBTOPHO COXPaHUTbL KOHAYUIypaL Mo AN CKONMPoBaTb e€ ¢ cepeepa. ObpaTuTbCA B
TEXMOALEPXKKY.

Bootloader CRC verification failed

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-Bootloader CRC verification failed

OnucaHne 1 NPUYnHBbI:

Owmnbka npoBepka LenocTHocTn boot-ghaiina.

PekomeHayeMble [eicTBUS:

Y6eanTbCs B LEOCTHOCTM (paiinia Ha cepeepe. MNpu Heo6X0ANMOCTI 3aHOBO 3arpy3nTb Ha CEpPBEP
boot-thaiin 1 NOBTOPUTL NPOLLECC KONMPOBaHUS.

Failed to get the number of bootloaders

CTteneHb BaXXHOCTHU:

Error

Mpumep coo6LLEHMS:
MSR-3-Failed to get the number of bootloaders

OnucaHne 1 NPUYNHBLI:

Owwnbka nonyvyeHuns konmyectaa boot-paiinos.
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PekomeHyemble AelicTBUS:

O6paTnNTLCA B TEXNOAAEPXKKY.

Failed to validate bootloader

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
MSR-3-Failed to validate bootloader

OnucaHne 1 NPUYnHBbI:

Owmnbka npoBepkn boot-ghaiina.

PekomeHayeMble [eicTBUS:

Y6eauTbCs B COOTBETCTBUM boot-thaiina Mogenun kommyTtaTtopa. [MoBTOpHO ckonnpoBaTk boot-

chann.

Image CRC verification failed

CTeneHb BaXXHOCTHU:

Error

MpuMep CooBLLEHNS:

XFTP-3-Image CRC verification failed

OnucaHne 1 NPUYNHBLI:

Owwnbka npoBepkmn LenoctHocTy dparina MO Bo Bpems kKonmpoBaHus c tftp/sftp.
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PekomeHyemble AelicTBUS:

MpoBepuTb cCOOTBETCTBUE 06pa3a MO moaenu kommyTartopa. NMpoBepuTb LIEIOCTHOCTL dpaina Ha
cepBepe 1 NoBTOPUTbL 06HOBNEHKE MO.

Failed to move temporary bootloader file

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:

XFTP-3-Failed to move temporary bootloader file

OnucaHne 1 NPUYnHBbI:

Owmnbka 06paboTkm boot-chainos.

PekomeHayeMble [eicTBUS:

MoBTOpWTb 06HOB/EHKE boot-thaiina. O6paTUTLCA B TEXMOAAEPXKKY.

Image is empty

CTeneHb BaXXHOCTHU:

Error

MpuMep CooBLLEHNS:

XFTP-3-Image is empty

OnucaHne 1 NPUYNHBLI:

CkonupoBaH nycToii o6pas Mo.
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PekomeHyemble AelicTBUS:

MpoBepuTb KOPPEKTHOCTb Ha3BaHWst o6pala MO 1 ero LenocTHOCTbL Ha cepaepe. MNpn
HeobxoaMMOCTK 3arpy3uTb obpas MO Ha cepBep 1 NOBTOPUTL NOMNbITKY 06GHOBAEHUS.

Unable to copy remote file

CTeneHb BaXXHOCTU:

Error

Mpumep coobLeHuns:
XFTP-3-Unable to copy remote file

OnucaHne 1 NPUYnHBbI:

Owmnbka npu KonnuposaHuu daiina.

PekomeHayeMble [eicTBUS:

MpoBepuTb agpecaLyio U CoeayHEHVE MeXAY YCTpolicTBamu. [poBepuTb Npasa AocTyna Ha
noslyuyeHue oaitfioB 1 Hannume chaiina KoHgUrypauym Ha yaasieHHoM ycTpoiicTee. MNpoBepuTb
COCTOsIHME CNYXO tftp HA yAaneHHOM yCTpoiicTBe.

Reload requested administratively by {%s1} over {%s2} {%s3}

CTteneHb BaXXHOCTHU:

Notice

MapameTpsbl:

MapameTp 3Ha4yeHue

%s1 MMS Nosib30BaTeNs
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MapameTp 3HauyeHue

%s2 NPOTOKO/:
+ Telnet,
« SSH,
« Console
%s3 IP-agpec nctouHuka (4N Telnet/SSH)

MpuMep CooBLLEHNS:

MSR-5-Reload requested administratively by user admin over telnet source 1.1.1.1

OnucaHne 1 NPUYnHBLI:

YBenomneHve o nosb3oBaTesne, KOTopbIi BBEN KomaHay "reload".

PekomeHayemble AeiCcTBUS:

B 60/blWIMHCTBE CrlyyaeB AelCTBUIA He TpebyeTcs.

Received Boot file Name {%s}

CTeneHb BaXHOCTU:

Notice

MapameTpsbl:

MapameTp 3HaueHue

%s Ha3BaHue boot-haina

MpumMep coobLeHus:
MSR-5-Received Boot file Name mes2428-1027-R3.boot
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OnucaHne 1 NPUYMHBbI:

MonyyeHHoe Ha3BaHue boot-thalina Bo Bpemsi ZTP.

PekomeHayemble AelicTBUS:

B 60/bLUMHCTBE CNy4YaeB AeiicTBuii He TpebyeTcs.

Received Config File Name {%s}

CTteneHb BaXXHOCTHU:

Notice

MapameTpsbl:

MapameTp 3HaueHue

%s HasBaHue haiina KoHdurypauum

Mpvmep coobLeHns:
MSR-5-Received Config File Name 123.conf

OnwncaHne v NpUYnHbI:

Mony4yeHHoe Ha3BaHue config-thainna Bo Bpems ZTP.

PekomeHyemble AelicTBUS:

B 60/bLUMHCTBE CNy4YaeB AENCTBUI He TpebyeTcs.

Received TFTP IP {%s}

CTteneHb BaXXHOCTHU:

Notice
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MapameTpsbl:

MapameTp 3HaueHue

%s IP-ampec

Mprmep coobLeHns:
MSR-5-Received TFTP IP 1.1.2.100

OnuncaHne v NpUYnHBbI:

MonyyeHHbIN IP-agpec TFTP-cepBepa Bo Bpemsi ZTP.

PekomeHyemble AelicTBUS:

B 60MbLUMHCTBE CNy4YaeB AENCTBUI He TpebyeTcs.

Registering with DHCP Client

CTteneHb BaXXHOCTHU:

Notice

Mpumep coobuleHns:
MSR-5-Registering with DHCP Client

OnucaHne 1 NPUYnHBLI:

3anyLieH npouecc nonyyeHusi agpeca DHCP-knMeHToM Bo Bpemsi ZTP.

PekomeHayemble AeiCcTBUS:

B 60/blIMHCTBE CrlyyaeB AeCTBUIA He TpebyeTcs.
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Awaiting DHCP Option Info from DHCP Server

CTeneHb BaXXHOCTU:

Notice

Mpumep coobLLEeHNS:
MSR-5-Awaiting DHCP Option Info from DHCP Server

OnucaHne v NPUYNHBLI:

OxunpgaHne DHCP-onuumii gns npouecca ZTP.

PekomeHyemble AelicTBUS:

B 60MbLUMHCTBE CNy4YaeB AENCTBUI He TpebyeTcs.

Unregistering with DHCP Client

CTeneHb BaXXHOCTU:

Notice

Mpumep coobLeHuns:
MSR-5-Unregistering with DHCP Client

OnucaHne 1 NPUYnHBbI:

3anyLeH npolecc ocBo6oXaeHns aapeca DHCP-knneHToM Bo Bpemsi ZTP.

PekomeHayeMble [eicTBUS:

B 60/bLUMHCTBE Cy4YaeB AeiicTBuili He TpebyeTcs.
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Received Image Name {%s}

CTeneHb BaXXHOCTU:

Notice

MapameTpsbl:

MapameTp 3HauyeHue

%s Ha3BaHue ¢haiina obpasa Mo

MpuMep coobLeHNS:
MSR-5-Received Boot file Name mes2428-1027-R3.iss

OnucaHne 1 NPUYnHBLI:

MonyyeHHoe Ha3BaHue (haina obpasa MO Bo Bpemsa ZTP.

PekomeHayemble AeiicTBUS:

B 60MblUMHCTBE CrlyvaeB AeCTBUIA He TpebyeTcs.

Startup-config upgrade is in progress

CTeneHb BaXXHOCTHU:

Notice

Mpumep coobLEeHNS:

MSR-5-Startup-config upgrade is in progress

OnucaHne 1 NPUYNHBLI:

3anyuieH npouecc moandmkaunm koHdurypaumm. Ecnv B HoBoit Bepcum MO 6b1an UI3MEHEHUS
CYHTaKcuca, Npon3onaeT aBToMmaTnyeckoe npmBeaeHme KomaHa B KOHMrypauum K HoBoMy
CYHTakcucy.
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PekomeHyemble AelicTBUS:

Lencteus He TpebytoTcA. ECniv noBeaeHne He 0XnaaemMo, 06paTuTbCs B TEXMOAAEPXKKY.

Startup-config upgrade is complete

CTeneHb BaXXHOCTU:

Notice

Mpumep coobLeHuns:
MSR-5-Startup-config upgrade is complete

OnucaHne 1 NPUYnHBbI:

Mpouecc Mmoagncrkauum ycnewHo 3aBepLUeH.

PekomeHayeMble [eicTBUS:

[elicTBmsl He TpebyroTcs.

Image file installation in progress...

CTeneHb BaXXHOCTHU:

Notice

MpuMep CooBLLEHNS:

MSR-5-Image file installation in progress...

OnucaHne 1 NPUYNHBLI:

WpeT npouecc obHoBNeHns obpasa NO Bo BpemaA ZTP.

PekomeHayeMmble OeiCcTBUS:

[elicTBuA He TpebyoTcs.
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Image file installation in progress...

CTeneHb BaXXHOCTU:

Notice

Mpumep coobueHns:

MSR-5-Image file installation in progress...

OnucaHne v NPUYNHBLI:

Mpet npouecc o6HoBNeHUA obpasa MO Bo Bpems ZTP.

PekomeHlyemble AelicTBUS:

[encteunsa He TpebytoTcs.

Config file installation in progress...

CTeneHb BaXXHOCTHU;

Notice

Mpumep coobLueHuns:
MSR-5-Config file installation in progress...

OnucaHne 1 NPUYnHBbI:

et npoLecc KonvpoBaHUs KOHUrypaLmn B startup Bo Bpems ZTP.

PekomeHayemble AeiicTBUS:

[lelicTBus He TpebyroTcs.

114



MES14xx, MES24xx, MES3400-xx, MES37XxX. PyKOBOACTBO N0 cO06LWEeHNsAM Syslog

Boot file installation in progress...

CTeneHb BaXXHOCTU:

Notice

Mpumep coobLEeHNS:

MSR-5-Boot file installation in progress...

OnucaHne v NPUYNHBLI:

WpaeT npouecc obHoBNEHMS boot-thaiina Bo Bpems ZTP.

PekomeHyemble AelicTBUS:

[enctens He TpebytoTcs.

Downloading {%s}...

CTeneHb BaXXHOCTU:

Notice

MNapameTpsbl:

MapameTp 3HaueHue

%s Ha3BaHue paina

Mpumep coobLLEHNS:
MSR-5-Downloading 123.conf...

OnucaHne 1 NPUYNHBLI:

3arpyska paiina Bo Bpems ZTP.
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PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.

ZTP completed

CTeneHb BaXXHOCTU:

Notice

Mpumep coobLeHuns:
MSR-5-ZTP completed

OnucaHne 1 NPUYnHBbI:

Mpouecc ZTP ycrneLiHo 3aBepLLeH.

PekomeHayeMble [eicTBUS:

[elicTBmsl He TpebyroTcs.

ZTP disabled. Resuming normal bootup

CTeneHb BaXXHOCTHU:

Notice

MpuMep CooBLLEHNS:

MSR-5-ZTP disabled. Resuming normal bootup

OnucaHne 1 NPUYNHBLI:

ZTP npouecc BbIKMoYeH v DHCP-onuun He NosyyeHbl.
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PekomeHyemble AelicTBUS:

Ecnv noBeaeHne He oxugaemoe, NPOBEPUTb HACTPOViK1 cepBepoB DHCP u TFTP. MoBTOpUTb

npouecc ZTP.

Initiating ZTP...

CTeneHb BaXXHOCTU:

Notice

Mpumep coobLeHuns:
MSR-5-Initiating ZTP...

OnucaHne 1 NPUYnHBbI:

3anyueH npouecc ZTP.

PekomeHayeMble [eicTBUS:

[elicTBusl He TpebyroTcs.

Initiating image download...

CTeneHb BaXXHOCTHU:

Notice

MpuMep CooBLLEHNS:

MSR-5-Initiating image download...

OnucaHne 1 NPUYNHBLI:

3anyck 06HoB/ieHuA MO BoO Bpemsa ZTP.
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PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.

Initiating boot file download...

CTeneHb BaXXHOCTU:

Notice

Mpumep coobLeHuns:
MSR-5-Initiating boot file download...

OnucaHne 1 NPUYnHBbI:

3anyck o6HoBNeHns boot-thaiina Bo Bpemsi ZTP.

PekomeHayeMble [eicTBUS:

[elicTBusl He TpebyroTcs.

Initiating config file download...

CTeneHb BaXXHOCTHU:

Notice

Mpumep coobLEeHNS:

MSR-5-Initiating config file download...

OnucaHne 1 NPUYNHBLI:

3anyck 06HoBNeHuA config-halina Bo Bpems ZTP.

PekomeHayeMmble OeiCcTBUS:

[elicTBuA He TpebyoTcs.
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No options received

CTeneHb BaXXHOCTU:

Notice

Mpumep coobLEeHNS:

MSR-5-No options received

OnucaHne v NPUYNHBLI:

DHCP-onumun He nosly4YeHbl Bo Bpems ZTP.

PekomeHyemble AelicTBUS:

Ecnv noBeaeHne He oxugaemoe, NPOBEPUTb HACTPOViK cepBepoB DHCP u TFTP. MoBTOpUTb

npouecc ZTP.

Firmware upgraded

CTeneHb BaXXHOCTU:

Informational

Mpumep coobLeHuns:
XFTP-6-Firmware upgraded

OnucaHne 1 NPUYnHBbI:

MO ycnewHo 06HOBMEHO.

PekomeHayeMble [eicTBUS:

[elicTBusi He TpebyroTcs.

Bootloader upgraded

CTeneHb BaXXHOCTHU:

Informational
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MpuMep CooBLLEHNS:

XFTP-6-Bootloader upgraded

OnucaHne 1 NPUYNHBLI:

Boot-thainn ycnewHo o6HOBMEH.

PekomeHayemble AeiCcTBUS:

[lelicTBuA He TpebyroTcs.

Image validation succeeded

CTeneHb BaXXHOCTU:

Informational

Mpumep coobueHns:

MSR-6-Image validation succeeded

OnucaHne v NPUYNHBLI:

MpoBepka KOPPEKTHOCTM 06pasa YCreLIHo 3aBeplueHa.

PekomeHlyemble AelicTBUS:

[encteunsa He TpebytoTcs.

Restored configuration from flash

CTteneHb BaXXHOCTHU:

Informational

Mpumep coobLueHuns:

MSR-6-Image validation succeeded
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OnucaHne 1 NPUYMHBbI:

KoHthurypaums sBocctaHoB/ieHa 13 M3Y.

PekomeHayemble AelicTBUS:

[elicTBusi He TpebyroTcs.

Restored configuration from flash

CTteneHb BaXXHOCTHU:

Informational

MpuMep CooBLLEHNS:

MSR-6-Image validation succeeded

OnuncaHne u NPUYNHBI:

KoHdourypaums sBocctaHoBneHa us May.

PekomeHayemble AeiCcTBUS:

[elicTBuA He TpebyroTcs.

Configuration saved to flash

CTeneHb BaXXHOCTU:

Informational

Mpvmep coobLeHns:
MSR-6-Configuration saved to flash

OnucaHne v NPUYNHBLI:

KoHdpurypauusa coxpaHeHa B MN3Y.
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PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.

Successfully restored configurations from remote host

CTeneHb BaXXHOCTU:

Informational

Mpumep coobLeHuns:

MSR-6-Successfully restored configurations from remote host

OnucaHne 1 NPUYnHBbI:

KoHdourypauus ycnewHo BOCCTaHOB/EHA U3 chaiina Ha yaanieHHOM cepBepe.

PekomeHayeMble [eicTBUS:

[elicTBusl He TpebyroTcs.

Configuration saved to TFTP server

CTeneHb BaXXHOCTHU:

Informational

Mpumep coobLEeHNS:

MSR-6-Configuration saved to TFTP server

OnucaHne 1 NPUYNHBLI:

KoHdpurypauusi coxpaHeHa Ha tftp-cepsep.

PekomeHayeMmble OeiCcTBUS:

[elicTBuA He TpebyoTcs.
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Configuration saved to SFTP Server

CTeneHb BaXXHOCTU:

Informational

Mpumep coobuieHns:
MSR-6-Configuration saved to SFTP Server

OnucaHne v NPUYNHBLI:

KoHdpurypauusa coxpaHeHa Ha sftp-cepsep.

PekomeHyemble AelicTBUS:

[enctens He TpebytoTcs.

Configuration saved to local storage

CTeneHb BaXXHOCTU:

Informational

Mpumep coobLeHuns:

MSR-6-Configuration saved to local storage

OnucaHne 1 NPUYnHBbI:

KoHthurypaums coxpaHeHa B MN3Y.

PekomeHayeMble [eicTBUS:

[elicTBusl He TpebyroTcs.

Configuration saved to remote server

CTeneHb BaXXHOCTHU:

Informational
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MpuMep CooBLLEHNS:

MSR-6-Configuration saved to remote server

OnucaHne 1 NPUYNHBLI:

KoHdourypauys coxpaHeHa Ha yaaneHHblii cepeep.

PekomeHayemble AeiCcTBUS:

[lelicTBuA He TpebyroTcs.

Restored configuration from remote file

CTeneHb BaXXHOCTU:

Informational

Mpumep coobueHns:

MSR-6-Restored configuration from remote file

OnucaHne v NPUYNHBLI:

KoHdpurypauys ycnewHo BoccTaHoB/IeHa U3 chaiina Ha yAaneHHOM cepBepe.

PekomeHlyemble AelicTBUS:

[encteunsa He TpebytoTcs.

5.3 SSH

Bad protocol version identification from {%s}

CTeneHb BaXXHOCTHU:
Alert
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MapameTpsbl:
MapameTp 3Ha4yeHue
%s IP-agpec

Mpumep coobLLeHNs:
SSH-1-Bad protocol version identification from 192.31.5.1

OnucaHne 1 NPUYnHBLI:

HekoppekTHbIli oopmat SSH NpuHAT OT knneHTa. Oxuagaemsbiin popmart "SSH-{%d}.{%d}-{%s}"

PekomeHayemble AeiCTBUS:

MpoBepUTb HACTPOIKN KneHTa SSH.

Failed to accept connection from %s: max sessions limit exceeded.

CTeneHb BaXXHOCTU:

Notice

MapameTpsbl:
MapameTp 3HayeHue
%s IP-agpec

Mpumep coobLEeHNS:

SSH-1-Failed to accept connection from 192.67.5.1: max sessions limit exceeded.

OnucaHne n NPUYNHBLI:

MpeBbILWEHO MaKCMMasIbHO KO/IMYECTBO YCTAHOB/IEHHbIX CECCUiA SSH.

PekomeHyemble AelicTBUS:

OuNCTUTb NIMLLIHKE CECCMM Ha KOMMYyTaTope KomaHAao "clear line vty <line>". MpoBepuTb HACTPOIKN
6e30nacHOCTN, B YaCTHOCTU authorized-manager.
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5.4 Ethernet OAM

Interface {%s1} UDLD status changed to {%s2}

CTeneHb BaXXHOCTU:

Warning

MNapameTpsbl:
MapameTp 3HaueHue
%s1 nHTepdenc
%s2 cTaTyc:

« UDLD-UNKNOWN,

« UNIDIRECTIONAL,

« BIDIRECTIONAL,

« RXTXLOOP,

+ NEIGHBOR MISMATCH

Mpumep coo6LLEHUS:
EMFM-4-Interface gi 0/1 UDLD status changed to BIDIRECTIONAL

OnuncaHne u NPUYNHLI:

3meHeHne cTaTyca UDLD Ha uHTepdeiice.

PekomeHayemble AeiCcTBUS:

Ecnv noBefeHne He COOTBETCTBYET OXMAAEMOMY, NPOBEPUTL PU3nyeckoe coemHeHne

yKasaHHOro nHtepdgeiica. NMpoBepuTb KOPPEKTHOCTb (PU3NUYECKOTO COEAMHEHNS HA BTOPOM KOHLLE

JINHNN.

EOAM Errored Symbol event occurred at local end of interface {%s}

CTeneHb BaXXHOCTU:

Warning
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MapameTpsbl:
MapameTp 3HauyeHue

%s nHTEepdelic

Mpumep CooBLLEHNS:

EMFM-4-EOAM Errored Symbol event occurred at local end of interface gi 0/1

OnucaHne 1 NPUYnHBLI:

Ha ykaszaHHOM MHTepdieiice NpeBbILLEHO KONMMYECTBO OLLMGOYHLIX CUMBOJIOB 33 YCTAHOB/EHHbII
nepuoga.

PekomeHayemble AeiCTBUS:

MpoBepuUTb o3nyeckoe coegnHeHe Mexay ycTpoicTeamu. MpoBepnTb COCTOSIHME TPaHCMBEPOB
N MHTepPelicoB yCTPOICTB. Mpu HEOBXOAMMOCTM 3aMeHUTb NaTy-Kopa 1 TpaHcuBepbl. O6paTUTLCS
B TEXNOAAEPXKKY.

EOAM Errored Symbol event occurred at remote end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HauyeHue
%s NHTepdeic

Mpumep coobLEeHNS:

EMFM-4-EOAM Errored Symbol event occurred at remote end of interface gi 0/1

OnucaHne n NPUYNHBLI:

Ha ykasaHHOM VMHTepdieiice Nony4YeH curHan oT COCEHEro yCTPOoCTBa O NPEBbILLEHNUN
KO/IMYeCcTBa OLMGOYHbIX CUMBO/IOB 3@ YCTAHOB/IEHHbIN Nepuop,
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PekomeHyemble AelicTBUS:

MpoBepuTb hU3NYECKOE COEAMHEHME MEXAY YCTpolicTBaMu. MpoBepUTb COCTOSHME TPaHCMBEPOB
N UHTepPENCoB YyCTPOICTB. MNpn HEOBXOAMMOCTN 3aMEHNTb NaTy-KopA, U TpaHcuBepbl. O6paTUTbLCA
B TEXMOALEPXKKY.

EOAM Errored Frame event occurred at local end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MNapameTpsbl:
MapameTp 3HaueHue
%s nHTEepdeinc

Mpumep coobLleHuns:

EMFM-4-EOAM Errored Frame event occurred at local end of interface gi 0/1

OnucaHne 1 NPUYMHBbI:

Ha yka3zaHHOM uHTepelice NpeBbILEHO KONNMYeCTBO OpeiiMoB ¢ oLimMbkamn 3a nepmop 100 mc.

PekomeHayemble AelicTBUS:

MpoBepuTb (M3NYECKOe COEANHEHVE MEXAY YCTpolicTBami. NpoBEPUTL COCTOSIHVE TPpaHCUBEPOB
N UHTepdreicoB YCTPOIACTB. Mpy HEO6XOAMMOCTM 3aMeHUTb NaTy-Kopg 1 TpaHcrBepbl. O6paTUTLCS
B TEXMOAAEPXKY.

EOAM Errored Frame event occurred at remote end of interface {%s}

CTteneHb BaXXHOCTHU:

Warning
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MapameTpsbl:
MapameTp 3HaueHue
%s NHTEpdenc

Mpumep CooBLLEHNS:

EMFM-4-EOAM Errored Frame event occurred at remote end of interface gi 0/1

OnucaHne 1 NPUYnHBLI:

Ha ykaszaHHOM MHTepdieiice nosyyeH curHana oT COCEAHEro YCTPOIACTBA O NPEBbILLIEHUN
Ko/M4yecTBa hpeiiMoB ¢ olwmbkamm 3a neprog, 100 Mc.

PekomeHayemble AeiCTBUS:

MpoBepuUTb o3nyeckoe coegnHeHe Mexay ycTpoicTeamu. MpoBepnTb COCTOSIHME TPaHCMBEPOB
N MHTepPelicoB yCTPOICTB. Mpu HEOBXOAMMOCTM 3aMeHUTb NaTy-Kopa 1 TpaHcuBepbl. O6paTUTLCS
B TEXNOAAEPXKKY.

EOAM Errored Frame Period event occurred at local end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdelic

Mpumep coobLEeHNS:

EMFM-4-EOAM Errored Frame Period event occurred at local end of interface gi 0/1

OnucaHne n NPUYNHBLI:

Ha ykasaHHOM MHTepcheiice NPeBbILLEHO KOIMYECTBO (PPEMOB C OLUMOKaMy 3a NOPOT, PaBHbIi
yCTaHOB/IEHHOMY KO/IMYeCTBY (hpeiimoB.
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PekomeHyemble AelicTBUS:

MpoBepuTb hU3NYECKOE COEAMHEHME MEXAY YCTpolicTBaMu. MpoBepUTb COCTOSHME TPaHCMBEPOB
N UHTepPENCoB YyCTPOICTB. MNpn HEOBXOAMMOCTN 3aMEHNTb NaTy-KopA, U TpaHcuBepbl. O6paTUTbLCA
B TEXMOALEPXKKY.

EOAM Errored Frame Seconds event occurred at local end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MNapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc

Mpumep coobLleHuns:

EMFM-4-EOAM Errored Frame Seconds event occurred at local end of interface gi 0/1

OnucaHne 1 NPUYMHBbI:

Ha yka3zaHHOM uHTeperice 06HapyXeHO NpPeBbILLIEHME NOpOora CeKyH/ ¢ OLUNGOYHbIMU
Gpeiimamu.

PekomeHayemble AelicTBUS:

MpoBepuTb (M3NYECKOE COEANHEHVE MEXaY YCTpolicTBami. NpoBEPUTL COCTOSIHVE TPaHCUBEPOB
1 UHTepdreiicoB YCTPOIACTB. Mpy HEO6XOAMMOCTY 3aMeHUTb NaTy-Kopg 1 TpaHcrBepbl. O6paTUTLCS
B TEXMOAAEPXKY.

EOAM Errored Frame Seconds event occurred at remote end of interface {%s}

CTteneHb BaXXHOCTHU:

Warning
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MapameTpsbl:
MapameTp 3HauyeHue
%s nHTEepdenc

Mpumep CooBLLEHNS:

EMFM-4-EOAM Errored Frame Seconds event occurred at remote end of interface gi 0/1

OnucaHne 1 NPUYnHBLI:

Ha ykazaHHOM nHTepdeiice NonyyYeH CMrHana OT COCeAHEro yCTpPocTBa 0 NpeBbILeHU nopora
CEeKyH/, C OLINBOYHbIMK chpeimamum.

PekomeHayemble AeiCTBUS:

MpoBepuUTb o3nyeckoe coegnHeHe Mexay ycTpoicTeamu. MpoBepnTb COCTOSIHME TPaHCMBEPOB
N MHTepPelicoB yCTPOICTB. Mpu HEOBXOAMMOCTM 3aMeHUTb NaTy-Kopa 1 TpaHcuBepbl. O6paTUTLCS
B TEXNOAAEPXKKY.

EOAM Organization Specific Link event occurred at local end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HaueHune
%s nHTepdelic

Mpumep coobLLEHUS:
EMFM-4-EOAM Organization Specific Link event occurred at local end of interface gi 0/1

OnucaHne n NPUYNHBLI:

O6HapyxeHo cobbiTue Vendor-specific Link event gns gaHHOro nHTepgeinca Ha 4aHHOM
ycTpoiicTBe. B Tekywmx Bepcusix MO He noaaepXmBaeTcs Ha NMHeke MES24xx.
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PekomeHyemble AelicTBUS:

O6paTnNTLCA B TEXNOAAEPXKKY.

EOAM Organization Specific Link event occurred at remote end of interface {%s}

CTeneHb BaXXHOCTU:

Warning

MNapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc

Mpumep coobLeHuns:
EMFM-4-EOAM Organization Specific Link event occurred at remote end of interface gi 0/1

OnucaHne 1 NPUYnHBbI:

Ha yka3zaHHOM UHTepeiice NoayyeH curHas OT CoCeHero ycTpoiicTea 06 o6HapyxeHumn Vendor-
specific Link event Ansa gaHHOro ycTpoiicTea.

PekomeHayemble AelicTBUS:

O6paTnTbCs B TEXMOALEPXKKY.

Loopback acknowledgement not received from peer before timer expiry on interface {%s}

CTteneHb BaXXHOCTHU:

Warning

MapameTpsbl:
MapameTp 3Ha4yeHue
%s nHTepdelic

132



MES14xx, MES24xx, MES3400-xx, MES37XxX. PyKOBOACTBO N0 cO06LWEeHNsAM Syslog

MpuMep CooBLLEHNS:

EMFM-4-Loopback acknowledgement not received from peer before timer expiry on interface gi 0/1

OnucaHne 1 NPUYNHBLI:

OT cocefHero ycTponcTBa Ha yka3aHHOM MHTepdielice He Nony4YeHo NoATBEPXAEHNE
ycTaHoB/1eHnsa ceccum EOAM Remote-loopback.

PekomeHayemble AeCTBUS:

MpoBepuTb KOHUIypaL Mo coceHero ycTpoincTaa. MNonesHble komaHabl: "show running-config"

"show port ethernet-oam loopback-capabilities".

EOAM organization specific PDU received on interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HauyeHue
%s nHTepdelic

Mpumep coobLEeHNS:

EMFM-4-EOAM organization specific PDU received on interface gi 0/1

OnucaHne v NPUYNHBLI:

Ha ykasaHHbIin nHTepdelic nonyvyeHa OAMPDU c vendor-specific napameTpom.

PekomeHyemble AelicTBUS:

[encteunsa He TpebytoTcs.
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EOAM Link Fault event occurred at remote end on interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HauyeHue
%s nHTepdelic

Mpumep coobLEeHNS:

EMFM-4-EOAM Link Fault event occurred at remote end on interface gi 0/1

OnucaHne 1 NPUYNHBLI:

MponagaHne coeAHEHNs C COCEAHM YCTPOCTBOM Ha yKa3aHHOM MHTepdelice.

PekomeHyemble AelicTBUS:

MpoBepuTb KOHhUrypaLuio AaHHOro YCTPOCTBA U ero cocefia Ha ykasaHHOM UHTepdelice.
MpoBepuTb PU3NYECKOE COEIMHEHNE 1 COCTOSIHME JIMHUN Nepeaaqun Mexay aTUMK yCTpoicTBaMMm.

MonesHble KomaHAb!: "show running-config", "show interfaces", "test cable-diagnostics".

EOAM Link Fault rectified notification received from remote end on interface {%s}

CTeneHb BaXXHOCTU:

Warning

MNapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc

MpumMep coobLueHns:

EMFM-4-EOAM Link Fault rectified notification received from remote end on interface gi 0/1
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OnucaHne 1 NPUYMHBbI:

BoccTaHOBNEHO coeauHeHre Mexay YCTponcTBaMM Ha ykazaHHOM MHTepdelice.

PekomeHayemble AelicTBUS:

[elicTBusi He TpebyroTcs.

EOAM Dying Gasp event from remote end received on interface {%s}

CTteneHb BaXXHOCTHU:

Warning

MapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc

MpuMep CooBLLEHNS:

EMFM-4-EOAM Dying Gasp event from remote end received on interface gi 0/1

OnucaHne 1 NPUYNHBLI:

CwurHan Dying Gasp No/y4eH Ha ykasaHHOM MHTepdieiice OT coceaHero ycTpoiictea. Havnbonee
BEPOSATHasA NpuUUMHa — OTCYTCTBUE 3/IEKTPONUTAHMS YCTPOACTBA.

PekomeHayemble AeiCcTBUS:

MpoBEpPUTL COCTOSIHNE COCELHEr0 YCTPOCTBA.

EOAM Dying Gasp rectified notification from remote end received on interface {%s}

CTeneHb BaXXHOCTU:

Warning
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MapameTpsbl:
MapameTp 3HaueHue
%s NHTEpdenc

Mpumep CooBLLEHNS:

EMFM-4-EOAM Dying Gasp rectified notification from remote end received on interface gi 0/1

OnucaHne 1 NPUYnHBLI:

Ha ykasaHHbIn nHTepdelic 0T coceaHero yCTpoiicTBa nosly4yeH CUrHas BOCCTaHOB/IEHMS MOC/ie
cobbITnA Dying Gasp.

PekomeHayemble AeiCTBUS:

[lelicTBus He TpebyroTcs.

EOAM Critical event from remote end received on interface {%s}

CTeneHb BaXXHOCTU:

Warning

MapameTpsbl:
MapameTp 3HauyeHue
%s nHTepdelic

Mpumep coobLEeHNS:

EMFM-4-EOAM Critical event from remote end received on interface gi 0/1

OnucaHne n NPUYNHBLI:

CUrHan KpUTUYECKOl HEMCNPaABHOCTU NPUHAT HAa YKa3aHHOM MHTepdieiice OT coceHero
yCTpoiicTBa. KpUTUYECKMMU COBLITUAMM MOTYT GbITh OTK/HOUEHE EOAM Ha ycTpoiicTBe Unn
nepesarpyska.
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PekomeHyemble AelicTBUS:

MpoBepuTbL COCTOSIHWME COCEAHErD YCTPOCTBA.

EOAM Critical event rectified notification from remote end received on interface {%s}

CTeneHb BaXXHOCTU:

Warning

MNapameTpsbl:
MapameTp 3HaueHue
%s nHTepdenc

Mpumep coobLleHuns:

EMFM-4-EOAM Critical event rectified notification from remote end received on interface gi 0/1

OnucaHne 1 NPUYnHBbI:

CuvrHan ucnpasneHus KpUTUYECKON HEMCNPABHOCTM NPUHAT Ha YyKa3aHHOM nHTepdieiice oT
coceflHero ycTponcTea. Kputnyeckmmm coobITUAMM MOTYT GbITb OTK/HOUEHE EOAM Ha yCTpocTBe
NN nepesarpyska.

PekomeHayemble AelicTBUS:

[elicTBnsl He TpebyroTcs.

6. be3sonacHoCTb

6.1 Dot1X

PnacHwSetAuthStatus; Port No: {%s1}; Ctrl Dir: {%s2}; Mode: {%s3}; {%s4}

CTeneHb BaXXHOCTU:
Alert
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MapameTpsbl:

MapameTp 3HaueHue

%s1 nHTEepdeinc
%s2 control-direction:
* IN,
« BOTH
%s3 host control mode:
« Port Based,
« MAC Based
%s4 COCTOSIHME:

+ AUTHORIZED,
« UNAUTHORIZED,
« SESSION DELETION

Mpumep coo6LLEHMS:
PNAC-1-PnacHwSetAuthStatus; Port No: gi0/1 ; Ctrl Dir: BOTH; Mode: Port Based; AUTHORIZED

OnucaHne 1 NPUYNHBLI:

Oww6Ka ycTaHOB/EHWE cTaTyca aBTopusauumn ans uHtepdeiica.

PekomeHayeMmble OeCTBUS:

Mepes3arpy3nTb MHTepdeic komaHgamm "shutdown/no shutdown", nepesarpy3nts mogysib PNAC
KomaHzamu "no dotlx system-auth-control/ dotlx system-auth-control ". O6patuTbCca B
TEXNOAAEPXKKY.

{%s1}; Port No: {%s2}; Supp MAC Addr: {%s3}; Mode: {%s4}; {%s5}

CTeneHb BaXXHOCTU:
Alert
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MapameTpsbl:
MapameTp 3HauyeHue
%s1 cobbiTre:

+ PnacHwSetAuthStatus,
» PnacHwAddOrDelSessStatus

%s2 nHTepdelic
%s3 MAC-agpec knueHTa (supplicant)
%s4 host control mode:

« Port Based,
+ MAC Based

%s5 CocTosHue:

« AUTHORIZED,
« UNAUTHORIZED,
« SESSION DELETION

Mpumep CooBLLEHNS:

PNAC-1-PnacHwSetAuthStatus; Port No: gi 0/1; Supp MAC Addr: e4:56:23:51:24:04; Mode: MAC Based;
AUTHORIZED

OnucaHne 1 NPUYnHBLI:

Owun6BKa N3MEHEHNSA COCTOSIHUSI MHTepdhelica ans knreHTa moaynst PNAC.

PekomeHayemble AeCTBUS:

Mepes3arpy3nTb MHTepdeic komaHgamm "shutdown/no shutdown", nepesarpy3nts mogysib PNAC
KomaHzamu "no dotlx system-auth-control/ dotlx system-auth-control ". O6paruTbCa B
TEXMOALEPXKKY.
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Allocate mem block for Pnac Interface Message failed

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLEeHNS:

PNAC-2-Allocate mem block for Pnac Interface Message failed

OnucaHne v NPUYNHBLI:

BonbLwoli notok obpaweHnii kK mogysto PNAC(Dotlx). MakcumanibHOe KOIMYeCTBO O4HOBPEMEHHbIX
ob6palleHnin — 4*KonmyecTBo MHTepdeincos koMMmyTaTtopa. Hanbonee BepositHas npuynHa —
LUTOPM C 60/1bLUNM KONNYECTBOM pasHbIX MAC-apecos.

PekomMeHyemble AelicTBUS:

Y6eanTbesa B OTCYTCTBUM LLUTOPMA WU/IN MOTOKa Tpadhmka ¢ 60/bLUMM KOSIMYECTBOM pas/iMyHbiX MAC-
aapecoB. O6paTUTbCA B TEXNOAAEPXKKY.

Allocate mem block for Pnac Configuration Message failed

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:

PNAC-2-Allocate mem block for Pnac Configuration Message failed

OnucaHne 1 NPUYnHBbI:

BonbLuoii noTok obpatleHnii K moaynto PNAC(Dotlx). MakcMMasnibHOe KOSIMYeCcTBO OJHOBPEMEHHbIX
obpalleHunin — 4*KonmuecTBo nHTepdelicoB KommyTaTtopa. Hanbonee BepoATHas npuyunHa —
LUTOPM C 60MbLUNM KONNMYECTBOM pa3HbiXx MAC-afpecos.

PekomeHayeMble [eicTBUS:

Y6eauTbCs B OTCYTCTBUM LUTOPMA WM NOTOKa Tpadimka ¢ 60/1bLIMM KONMYECTBOM Pas/inyHbIX MAC-
afpecoB. O6paTUTbLCS B TEXMOAAEPXKKY.

140



MES14xx, MES24xx, MES3400-xx, MES37XxX. PyKOBOACTBO N0 cO06LWEeHNsAM Syslog

PAE: PnacSetPnacPortAuthMode Allocate mem block for Pnac Interface Message failed

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLLEHUS:
PNAC-2-PAE: PnacSetPnacPortAuthMode Allocate mem block for Pnac Interface Message failed

OnucaHne v NPUYNHBLI:

BonbLwoli notok obpaweHnii kK mogysto PNAC(Dotlx). MakcumanibHOe KOIMYeCTBO O4HOBPEMEHHbIX
ob6palleHnin — 4*KonmyecTBo MHTepdIeincos koMMmyTaTtopa. Hanbonee BepositHas npuynHa —
LUTOPM C 60/1bLUNM KONNYECTBOM pa3HbIX MAC-apecos.

PekomeHyemble AelicTBUS:

Y6eanTbesa B OTCYTCTBUM LUTOPMA WUIN NOTOKa Tpadhmka ¢ 60/bLUMM KOSIMYECTBOM pas/iMyHbiX MAC-
aapecoB. O6paTUTbCA B TEXNOAAEPXKKY.

PAE: PnacSetPnacPortAuthControl Allocate mem block for Pnac Interface Message failed

CTeneHb BaXXHOCTU:

Critical

Mpumep coobLeHuns:
PNAC-2-PAE: PnacSetPnacPortAuthControl Allocate mem block for Pnac Interface Message failed

OnucaHne 1 NPUYnHBbI:

BonbLuoii noTok obpatleHunii K moaynto PNAC(Dotlx). MakcuManibHOe KOMIMYeCcTBO OJHOBPEMEHHbIX
obpalleHunin — 4*KonmuecTBo nHTepdelricoB KommyTaTtopa. Hanbonee BeposATHast NpuunHa —
LUTOPM C 60MbLUNM KONMYECTBOM pa3Hbix MAC-afpecos.

PekomeHayeMble [eicTBUS:

Y6eauTbCs B OTCYTCTBUM LUTOPMA WM NOTOKa Tpadyka ¢ 60/1bLIMM KOMMYECTBOM Pas/inyHbiX MAC-
afpecoB. O6paTUTbLCS B TEXMOAAEPXKKY.
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Memory Allocation for PnacCallBackEvent Message failed

CTeneHb BaXXHOCTU:

Critical

Mpumep coobueHns:
PNAC-2-Memory Allocation for PnacCallBackEvent Message failed

OnucaHne v NPUYNHBLI:

BonbLwoli notok obpaweHnii Kk mogysto PNAC(Dotlx). MakcumanibHOe KOIMYeCTBO O4HOBPEMEHHbIX
ob6palleHnin — 4*KonmyecTBo MHTepdieincos koMmyTaTtopa. Hanbonee BeposiTHasa npuynHa —
LUTOPM C 60/bLUNM KONUYECTBOM pa3HbIX MAC-afpecos.

PekomeHyemble AelicTBUS:

Y6eanTbesa B OTCYTCTBUM LUTOPMA WU/IN MOTOKa Tpadhmka ¢ 60/1bLUMM KOSIMYECTBOM pas/iMyHbIX MAC-
anpecoB. O6paTUTbCA B TEXNOAAEPXKKY.

6.2 DHCP snooping

Exceeded the maximum number {%n} of dynamic IPv4 binding entries on the interface {%s} VLAN
{%Vv}.

CTeneHb BaXXHOCTHU:

Warning
MapameTpsbl:
MapameTp 3HaueHue
%n NIMMUT Ha uHTepdelice
%s nHTepdenc
%v VLAN-ID
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MpuMep CooBLLEHNS:

IPDB-4-Exceeded the maximum number 1 of dynamic IPv4 binding entries on the interface gi 0/24 VLAN
1.

OnucaHne 1 NPUYNHBLI:

MpeBbileHo NMMUT DHCP-KIMEHTOB Ha MHTepdieiice B ykazaHHOM VLAN.

PekomeHayemble AeCTBUS:

MpoBepuTb KOPPEKTHOCTb HACTPOIKM JIMMUTOB U cTaTuyeckmx DHCP-3anuceii. Pasobpatbces ¢
NWwHUMY DHCP-kiMeHTamMu 3a faHHbIM nHTepdeincom. MNonesHble koMaHabl: "show running-config",
"show ip binding".

6.3 Firewall

Potentially Bad Traffic: Possible SYN attack on interface {%s}: limit {%d} PPS exceeded

CTeneHb BaXXHOCTU:

Alert

MNapameTpsbl:
MapameTp 3Ha4yeHue
%s nHTEepdeiic
%d orpaHu4yeHune

MpumMep coobLeHns:
FWL-2-Potentially Bad Traffic: Possible SYN attack on interface gi 0/1: limit 120 PPS exceeded

OnucaHne 1 NPUYnHBbI:

MpeBbleHre orpaHnyeHns no NpUHATLIM TCP-nakeTam ¢ doiarom syn Ha uHtepdeiice (TCP syn
flood attack).
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PekomeHyemble AelicTBUS:

MpoBepUTb KOPPEKTHOCTb HACTPOEHHbIX OrpaHNYEeHU. YCTPaHUTb UCTOYHMK NOTOKA COOOLLEHNIA.
MonesHble KoMaHgbl: "show firewall tcp-syn-limit".

Potentially Bad Traffic: TCP Non SYN only Pkt (Attack Prevented) on interface {%s1} from {%s2}

CTeneHb BaXXHOCTU:

Critical
MNapameTpsbl:
MapameTp 3HaueHue
%s nHTepceinc
%d ajpec UCTOYHMKa

MpumMep coobLeHns:

FWL-2-Potentially Bad Traffic: TCP Non SYN only Pkt (Attack Prevented) on interface vlan 1 from
1.1.2.100:35732

OnucaHne 1 NPUYnHBbI:

MonyyeHne TCP-naketa 6e3 dpriara SYN npu HeyCcTaHOB/IEHHOW CeCCUu.

PekomeHyemble AelicTBUS:

YCTpaHUTb MCTOYHMK MOTOKA CO0OLEHWIA. BOMbLLIOK NOTOK COOBLEHNI MOXHO OrpaHnyunTb
KoMaHz0M "ip tcp inspection timeout <timeout>".

Potentially Bad Traffic: TCP SYN and FIN Flags Set on interface {%s1} from {%s2}

CTteneHb BaXXHOCTHU:

Critical
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MapameTpsbl:
MapameTp 3HaueHue
%s NHTEpdenc
%d ajpec NCTOYHMKA

MpuMep coobLeHNs:
FWL-2-Potentially Bad Traffic: TCP SYN and FIN Flags Set on interface gi 0/1 from 10.56.25.15:35335

OnucaHne 1 NPUYnHBbI:

MonyyeHne Ha nHTepdeice TCP-NakeToB C BbiCTaBNeHHbIMU syn U fin donaramu (TCP syn-fin attack).

PekomeHayemble AeicTBUS:

YCTpaHUTb UCTOYHUK MNOTOKA COOOLEHMIA. BONbLIOW NOTOK COOOLLEHNI A MOXHO OfPaHNUYNTb
KomaHAou "ip tcp inspection timeout <timeout>".

Privilege Gain: Remote Login through SSH Success

CTeneHb BaXXHOCTU:

Informational

Mpumep coobLEeHNS:

FWL-6-Privilege Gain: Remote Login through SSH Success

OnucaHne 1 NPUYNHBLI:

YcnelwHaa ayTeHTMdMKaums nonb3osaresns yepes SSH.

PekomeHlyemble AelicTBUS:

B 60/blWIMHCTBE CrlyyaeB AelCTBUIA He TpebyeTcs.
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Suspicious Login: Unauthorized Remote SSH attempt

CTeneHb BaXXHOCTU:

Informational

Mpumep coobLEeHNS:

FWL-6-Suspicious Login: Unauthorized Remote SSH attempt

OnucaHne v NPUYNHBLI:

MonbITka ayTeHTUdIMKALMW C HENPAaBW/IbHBIM NTIOTMHOM/Naposiem yepes SSH.

PekomeHyemble AelicTBUS:

B 60MbLUMHCTBE CNy4YaeB AENCTBUI He TpebyeTcs.

Privilege Gain: Login Through Telnet Success

CTeneHb BaXXHOCTU:

Informational

Mpumep coobLeHuns:
FWL-6-Privilege Gain: Login Through Telnet Success

OnucaHne 1 NPUYnHBbI:

YcnewHasn ayteHTUdamkaumsa nonb3osaresisi Yepes Telnet.

PekomeHayeMble [eicTBUS:

B 60/bLUMHCTBE Cy4YaeB AeiicTBuili He TpebyeTcs.

Privilege Gain: Successful login through CLI

CTeneHb BaXXHOCTHU:

Informational
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MpuMep CooBLLEHNS:

FWL-6-Privilege Gain: Successful login through CLI

OnucaHne 1 NPUYNHBLI:

YcnelHast ayTeHTMdvkaums nonb3oearens yepes Console.

PekomeHayemble AeiCcTBUS:

B 60/blWIMHCTBE CrlyvaeB AelCTBUIA He TpebyeTcs.

Suspicious Login: Login through CLI failed

CTeneHb BaXHOCTU:

Informational

Mpumep coobueHns:
FWL-6-Suspicious Login: Login through CLI failed

OnucaHne v NPUYNHBLI:

MonbITka ayTeHTUMKaLMN C HENpaBUIbHbLIM TIOTMHOM/NaponemM yepes Telnet.

PekomeHyemble AelicTBUS:

B 60MbLUMHCTBE CNyYaeB AENCTBUI He TpebyeTcs.
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