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1 BBeaeHwue

1.1 AHHOTauus

B fnaHHOM pyKOBOACTBE OnmcaHbl NPoLeccbl 06HOBMEHNS KOMMOHEHTOB NPOrpaMMHOro obecneyeHmns
CEePBUCHbIX MapLLpyTM3aTopoB cepun ESR ¢ yueTom 0CO6EHHOCTEN KOHKPETHBLIX MOAENen 1 npeablayLmx
BEpCUiA NPOrpaMMHOro obecneyeHns, NCNosb3yeMbiX 0OHOB/IAEMbIM YCTPONCTBOM.

1.2 UeneBas aygutopus

[laHHOoe pyKOBOACTBO NpeAHa3HavyeHo A/151 TEXHUYECKOro NepcoHana, BbINosIHALWEro 06HOB/IEHNE YCTPONCTB
nocpeAcTBOM MHTepdieiica komaHaHowW cTpoku (CLI).

1.3 YcnoBHble 0603HaYeHus

O6o3HaueHne OnucaHue

[1 B KBagpaTHbIX CKOGKaxX B KOMaHAHOW CTPOKE YKa3bIBaOTCS
Heobs3aTesbHble NapaMeTpbl, HO UX BBOA, NPeAOCTaBNAAET onpeaeseHHble
[OMNOSTHUTE/bHbIE OMNLMN.

{} B qourypHbIx ckobKax B KOMaHAHO CTPOKE YKa3blBaloTCSt BO3MOXHbIE
o6s3aTe/IbHble NapameTpbl. Heo6XoAMMOo BbIGPaTh OAVH U3 NapamMeTpoB.

«» [JaHHble 3HaKu B onvcaHn KOMaHbl UICNONb3YOTCA A/19 YKa3aHUs
Amnana3oHoB.

«=»

«|» [aHHblli 3HaK B onMcaHum KOMaHabl 0603HaYaEeT «UnN».

Mony>XupHbIA Kypcus MonyXvpHbIM LPUATOM BblAENEHbI NPUMEYaHNs, NpeaynpexaeHs nnm
MHdhopMaums.

<lMonyxupHbIli Kypcus> MoNy>XUPHLIM KYPCUBOM B YI/I0BbIX CKOOKaxX yKa3blBatOTCS Ha3BaHUs

KnaBull Ha KnaBuatype.

B pPaMKax C TEKCTOM YKa3aHbl NMPpUMeEpPbI N pe3y/ibTaTbl BbINMO/IHEHUA
TekCcT B pamke KOomaHg,
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1.4 MpumeyaHua n npegynpexaeHns

& TMpumeyaHus cogepXaT BaXHY MH(OPMaLMIO, COBETbI UM PEKOMeHAauuu no
MCNONb30BaHUIO U HACTPOIiKe yCcTpoiicTBa.

© nNpepynpexaeHus NHHOPMUPYIOT NONb30BaTENSA O CUTYaLUAX, KOTOPbIe MOTYT HAHECTU Bpes
YCTPOWCTBY U/N YesloBeKy, NPUBECTU K HEKOPPEKTHOI pa6oTe yCTpoiicTBa UM NoTepe AaHHbIX.

® WMnudopmauus cogepxuTt cnpaBoyHble AaHHble 06 NCNO/b30BaHUM YCTPOICTBA.
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2 Co3fgaHue pe3epBHOM KONUKU TeKyLWEe KoOHurypaumm

Mepep Hauyanom pa6oT no o6HoBMEHMIO MO Ha cepBUCHBIX MapLupyTu3aTopax ESR Heobxoammo caenatb
pe3epBHYI0 KOMNWIO TeKyLLei KoHdmrypaumm.

KonvpoBaHue TekyLei KoHdurypauum ¢ cepBMCcHOro mapLupyTtmsaropa ESR BO3MOXHO Kak € MCNoNb30BaHWEM
NPOTOKO/I0B yAaNIeHHOro KonMpoBaHus (palinios, Tak 1 Ha NoKasibHO nogxntoveHHble USB/MMC-HocuTenw.

© nMNpw o6HoBNEHUM MO c Bepcum 1.1.0 unu Gonee paHHUX BMECTO pasgena "system:running-
config" Heo6xoaMMO ucnonb3oBaTb 0603HaYeHKe pasgena "fs://running-config”.

& Tlpu o6HOBNEHUN ¢ 6onee paHHUX Bepcuii MO HaGop NPOTOKO/OB YAANIEHHOIO KONMUPOBaHUS
chaiinoB n TUNbI NOKaSIbHO NOAKIOYAEMbIX HaKONUTENEN MOTYT OT/INYATbLCA.

© nNpu nepexoge c 6onee HoBoli Bepcuun MO Ha 6onee cTapyto (downgrade) BeposiTHa cuTyauus,
Korga 6onee crapas Bepcus MO He CMOXET NPUMEHUTb KOHhUrypaymio, CoxpaHeHHyIo B 6onee
HOBOIA Bepcuun. B pesynbrate KOHthUrypauyuma oyaet yrtepsHa U cepBUCHbI MmaplupyTtusatop ESR
3arpysuTca ¢ nycToii KoHdurypaymei.

2.1 MoparoTtoBka

[nsi co3maHus pe3epBHOIi Konuy TeKyLLeli KOHUrypaLmmn CEpBMCHOTO MapLLIPyTM3aTopa ¢ UCMo/ib30BaHNEM
CEpBEPOB YAA/IEHHOMO KONMPOBaHKS haii/ioB HEO6XOANMO:

1. 3anycTuTb COOTBETCTBYHOLNIA cepBep Ha MNK/cepBepe B CETU.

2. Obecneuntb BO3MOXHOCTb COXpaHeHnst dhalisioB B pabouem pasgene cepsepa.

3. O6ecneunTtb IP-cBA3HOCTbL Mexay 0OHOBMSIEMbIM CEPBUCHBIM MapLupyTu3atopomM ESR n cepsepom
yAa/ieHHOro KonnpoBaHusa goaiinos (MapLipyTusaums).

4. O6ecneunTb paboTy NPOTOKO/A YA&/IEHHOTO KoNnpoBaHus Mexay ESR n cepsepom yganeHHoro
konmpoBaHusi chaiinos (NpomexyTouHble firewall).

5. Mpwn HeobxoaumocTu (anst npoTokonos ftp, sftp, scp, http) y3HaTb UMa nonb3oBaTens 1 Naponb AN
3anuncu Heobxoaumoro caiina.

[ns co3paHnsa pes3epBHON KoMK TekyLel KOHGUrypauumn CepB1CHOIO MapLLpyTusaTopa Ha /10KalbHO
noaxntoyeHHbli USB/MMC-HocuTens Heo6XxoamMMmo:

1. Pasgen USB/MMC-HocuTens fomxeH 6b1Tb oTchopmaTnposaH B dpopmarte FAT32.
2. NogkntounTtb USB/MMC-HOCUTENb B COOTBETCTBYOLWMIA cnoT ESR.

2.2 KonupoBaHue chaiinia pesepBHO KONUU KOHUrypauum

2.2.1 C ucnonb3oBaHUEM MPOTOKOJIOB YAANEHHOIo KonupoBaHus tpaiinos

B 3aBMcCUMMOCTM OT NPOTOKOMA yAasieHHOro KonnpoBaHus doaitnos B CLI cepBucHoro
MapLupyTm3aTopa Heo6X0AMMO BbIMOSTHUTL OAHY U3 ClIeAYOLWNX KOMaH4;

Pe3epBHOe konvpoBaHue KoH(urypaymum no nportokony tftp

esr# copy system:running-config tftp://<tftp-server-ip>:/<config-file-name>


fs://running-config
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Pe3epBHOe KonupoBaHune KoHurypayum no nportokony ftp

esr# copy system:running-config ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-
ip>:/<config-file-name>

Pe3sepBHOe KonupoBaHue KoHdurypayum no nportokony sftp

esr# copy system:running-config sftp://<sftp-username>:<sftp-userpassword>@<sftp-
server-ip>:/<config-file-name>

Pe3epBHOe KONMpoBaHNEe KOH(UTIypauumn no nNpoToKoy scp

esr# copy system:running-config scp://<scp-username>:<scp-userpassword>@<scp-server-
ip>:/<config-file-name>

Pe3sepBHOe KonnpoBaHue KoHdurypauum no nporokony http

esr# copy system:running-config http://<http-username>:<http-userpassword>@<http-
server-ip>:/<config-file-name>

+ <config-file-name> — ums paiina, c KOTopbIM ByAeT CoxpaHeHa TekyLas KOHPUrypauus cepBrCcHOro
MapLupyTm3aTopa;

« <tftp-server-ip> — IP-agpec ncnonb3yemoro TFTP-cepBepa;

« <ftp-username> — nms nonb3osarens Ha FTP-cepepe;

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe;

« <ftp-server-ip> — IP-agpec ncnonb3ayemoro FTP-cepBepa;

+ <sftp-username> — nmsa nonb3oBatensa Ha SFTP-cepsepe;

+ <sftp-userpassword> — naponb nonb3oBartens Ha SFTP-cepsepe;

+ <sftp-server-ip> — IP-agpec ncnonb3yemoro SFTP-cepepa;

*+ <scp-username> — nms nonb3osarens Ha SCP-cepsepe;

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe;

+ <scp-server-ip> — IP-agpec ncnonb3yemoro SCP-cepsepa;

+ <http-username> — nms nonb3oBatensi Ha HTTP-cepBepe;

+ <http-userpassword> — naponb nonb3oBartens Ha HTTP-cepBepe;

+ <http-server-ip> — IP-agpec ncnonb3yemoro HTTP-cepsepa.
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2.2.2 Ha nokanbHO nogxntoueHHblii USB/MMC-Hocutenb

1. Onpegenutb MeTKy Toma nogktodeHHoro USB/MMC-HakonuTens.

Onpep,eneHMe MMEeHU MeTKU ToMa Ha USB-Hakonurtene

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

Onpe,qeneHMe MMEeHU MeTKn Toma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32
2. CkonupoBsaTb (halin Ha ncnosnb3yemblit USB/MMC-HakonuTesb:

& MNpu BbINONHEHUN KOMaHA KonupoBaHusa Ha USB/MMC-Hocutenn Heo6xoAMMO BMECTO Noseii
<USB_DISK> nnu <MMC_DISK> ncnonb3soBaTb HacTosiLye MeTKU TOMa onpeaeneHHble npu
BbIMO/IHEHUW NYHKTa 1.

Pe3epBHOe KONMpOBaHUE KOH(purypauum Ha USB-HocUTesb

esr# copy system:running-config usb://<USB_DISK>:/<config-file-name>

| %k kokkkkkkkkkkkkkkkkkkkkkkkkxkkkkkkkkkkkxxx| 100% (576B) Success!

Pe3epBHOe KonupoBaHue KoH(urypauum Ha MMC-HocuTenb

esr# copy system:running-config mmc://<MMC_DISK>:/<config-file-name>

| %k kokkkkkkkkkkkkkkkkkkkkkkkkxkkkkkkkkkkkxxx| 100% (576B) Success!

+ <config-file-name> — ums paiina, c KOTopbIM ByAeT CoXpaHeHa TekyLwas KOHPUrypauus cepBrCcHOro
MapLupyTn3aTopa;

+ <USB_DISK> — nmsa pasgena Ha USB-HocuTene;

+ <MMC_DISK> — nms pasgena Ha MMC-HocuTtene.
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3 BoccTtaHoBneHne KoHdurypaumm n3 pes3epBHOn Konuu

B cnyuyae notepu KOHUIypaLmmn Ha MapLLpyT1M3aTope B NpPoLecce akcnayaraumm, o6HoBNeHus unm "otkata”
Ha 6oriee cTapyto Bepcuto MO KoHUrypaumio MapLupyTm3aTopa MOXHO BOCCTaHOBWTb, MCMO/b3Ysl CO3A4aHHY0
paHee pe3epBHYHo KOMWIO.

KonnpoBaHue pe3epBHOI KONUK KOHhMrypaumm Ha cepBUCHbIR MapLupyTusatop ESR BO3MOXHO Kak ¢
NCNosib30BaHNEM MPOTOKO/I0B yAa/IEHHOro KOnMpoBaHms (halinio., Tak 1 Ha N0KasibHO NogkNtYeHHble USB/
MMC-HocuTenn.

© nNpwu nepexoge c 6onee HoBoli Bepcum MO Ha 6onee cTapyto (downgrade) BeposiTHa cuTyauus,
Korga 6onee ctapasa Bepcusi MO He CMOXET NPUMEHUTb KOHIUTypaLmio, COXpaHeHHYI0 B 6onee
HoBOI1 Bepcuu. B pesynbrate KOHUrypauus 6yaeT yrepsHa u cepBUCHbI maplupyTusartop ESR
3arpysuTcs ¢ nycToii KoHcurypauuei.

3.1 NMopgroTtoBKa

[lna BocCTaHOBNEHNSA KOH(UIypaLmm CEPBMCHONO MapLUpyTM3aTopa U3 pe3epBHOl KONumn C NCMNO/Ib30BaHEM
CepBepoB yAanIeHHOro KonmpoBaHus haiisioB He06Xo4MMO:

1. 3anycTuTb COOTBETCTBYHOLNIA cepBep Ha MNK/cepsepe B ceTu.

2. Pa3mecTuTb B paboyeM pasgene cepsepa hain ¢ co3gaHHON paHee pe3epBHO Konvei
MapLupyTm3aropa.

3. HactpouTb cepBUCHbIA MapLUpyTU3aTop 418 nosiBneHns IP-cBA3HOCTY C cepBEPOM yAaIEHHOro
KonmpoBaHus haiinos.

4. O6ecneunTb IP-CBA3HOCTL Mexay 0O6HOBASEMbIM CEPBUCHLIM MapLupyTu3aTopoM ESR 1 cepsepom
yAaneHHOro KonnpoBaHusa goaiinos (MapLipyTusaums).

5. O6ecneuntb paboTy NPOTOKONA yAaIeHHOro KonmpoBaHusa mexay ESR n cepsepom yaaneHHoro
KonvpoBaHus chaiinos (NpomexyTouHble firewall).

6. Mpu HeobxoammocTn (ana npotokonos ftp, sftp, scp, http) y3Hath Msi nonb3oBatens v naposnb Anis
3anuncu Heobxogumoro chaina.

[lnsi BOCCTaHOBNEHMSA KOH(hUIypaumm CepBMCHOrO MapLUpyTM3aTopa U3 pe3epBHOI KOMUK C STIOKasTbHO
noakatodyeHHoro USB/MMC-HocuTenss Heobxoanmo:

1. Pa3gen USB/MMC-Hocutens fomkeH 6biTb oTdhopmMatpoBaH B popmarte FAT32.

2. Ha USB/MMC-HocuTene fo/mkeH 6bITb NomeLLeH daiin ¢ paHee CO3aHHON pe3epBHOIN Konuel
KOHhUrypaumm cepBrCHOr0 MapLupyTm3aropa.

3. Mogkntountb USB/MMC-HOCKTENb B COOTBETCTBYHOLWMIA cNnoT ESR.
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3.2 KonupoBaHue haiina c pesepBHOIi Konuei KoHcurypauymm

3.2.1 C ucnonb3oBaHWeM NPOTOKOJIOB yAa/IeHHOro KonupoBaHus gaiinos

B 3aBMCMMOCTM OT NPOTOKO/IA YAA/IEHHOTO KonvpoBaHus goainos B CLI cepBucHoro
MapLipyTM3aTopa Heo6X0AMMO BbINOMHUTL OAHY U3 C/IEAYIOLLIMX KOMaHA;

Pe3sepBHOe KonupoBaHue KoHdurypauyum no nportokony tftp

esr# copy tftp://<tftp-server-ip>:/<config-file-name> system:candidate-config

Pe3epBHOE KONMpPOBaHMe KOH(UIypauum no npotokony ftp

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<config-file-name>
system:candidate-config

Pe3epBHOE KONMPOBaHWEe KOH(UTIypauumn no npoTokony sftp

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<config-file-
name> system:candidate-config

Pe3epBHOE KONMpoBaHWe KOH(UTIypauumn no npoToKosy scp

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<config-file-name>
system:candidate-config

Pe3epBHOE KONMpoBaHWe KOH(Urypauumn no npotokosny http

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<config-file-
name> system:candidate-config

+ <config-file-name> — ums caiina pesepBHO koMK KOHUrypaLuuy CepBUCHOIO MapLupyTusaTopa.
« <tftp-server-ip> — IP-agpec ncnonb3yemoro TFTP-cepsepa.

« <ftp-username> — nms nonb3osarens Ha FTP-cepsepe.

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe.

« <ftp-server-ip> — IP-agpec ncnonb3zyemoro FTP-cepBepa.

+ <sftp-username> — nmsa nonb3oBaTtens Ha SFTP-cepsepe.

+ <sftp-userpassword> — naposnb nonb3osartens Ha SFTP-cepsepe.
+ <sftp-server-ip> — IP-agpec ncnonb3yemoro SFTP-cepsepa.

*+ <scp-username> — nms nonb3osarens Ha SCP-cepsepe.

+ <ftp-userpassword> — naponb nonb3oBarens Ha FTP-cepsepe.

+ <scp-server-ip> — IP-agpec ncnonb3yemoro SCP-cepeepa.

10
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+ <http-username> — nwvs nonb3osatens Ha HTTP-cepsepe.
+ <http-userpassword> — naposnb nonb3oBatens Ha HTTP-cepsepe.
+ <http-server-ip> — IP-agpec ncnonb3yemoro HTTP-cepBepa.

3.2.2 C nokanbHo nogknuyeHHoro USB/MMC-Hocutens

1. OnpegenuTb MeTKy Toma nogktodeHHoro USB/MMC-HakonuTens.

Onpep,eneHMe MMEeHU MeTKU ToMa Ha USB-Hakonurtene

esr# show storage-devices usb
Name Filesystem Total, MB Used

<USB_DISK> vfat 7664.01 6391.69 1272.32

Onpe,qeneHMe MMEeHU MeTKn Toma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32

2. CkonupoBsaTb (halin Ha ncnosnb3yemblit USB/MMC-HakonuTesb:

& MNpu BbINONHEHUN KOMaHA KonupoBaHusa Ha USB/MMC-Hocutenn Heo6xoAMMO BMeCTO Noseii
<USB_DISK> nnu <MMC_DISK> ncnonb3soBaTb HacTosiLye MeTKN TOMa, onpeaeneHHble npu
BbIMO/IHEHUW NYHKTa 1.

Pe3epBHOe KONMpoOBaHUE KOH(pUrypaumm Ha USB-HocUuTesb

esr# copy usb://<USB_DISK>:/<config-file-name> system:candidate-config

| %k kokkkkkkkkkkkkkkkkkkkkkkkkxkkkkkkkkkkkxxx| 100% (576B) Success!

Pe3epBHOe KonupoBaHue KOH(urypauum Ha MMC-HocuTenb

esr# copy mmc://<MMC_DISK>:/<config-file-name> system:candidate-config

| %k kokkkkkkkkkkkkkkkkkkkkkkkkxkkkkkkkkkkkxxx| 100% (576B) Success!

+ <config-file-name> — ums aiina pesepBHO KONMK KOHOUrypaLum CEPBMCHOIO MapLLpyT13aTopa;
+ <USB_DISK> — nmsa pasgena Ha USB-HocuTene;
+ <MMC_DISK> — nms pasgena Ha MMC-HocuTtene.
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3.3 MpumMeHeHUe 1 NOATBEPXKAEHME 3arPYXXEHHO KOH(Urypauum

[na npyMeHeHus 1 NOATBEPXAEHNS PpaboTbl KOHMIypaLuuy, 3arpy>XeHHoN paHee B pasgen
"system:candidate-config", He06x0AMMO BbINONHNUTL KOMaHAbI:

Pe3epB|-|oe KonnposaHue KOHq)I/IrypaLI,VIVI Ha MMC-HocuTenb

esr# commit

Configuration has been successfully applied and saved to flash. Commit timer started,
changes will be.

esr# confirm

Configuration has been confirmed. Commit timer canceled.
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4 Onpepenexve Tekyllei Bepcun MO 1 Bepcun BTopuyHoro 3arpy3umka (U-boot)

OnpeaenuTb BEPCUU UCMOSb3YEMOTO B AaHHbIi MOMEHT BTOpuYHoro 3arpyaunka (U-Boot) n ocHosHoro MO
MOXHO:

+ B CLI ocHoBHoOrO lMO;
* B BbIBOJE KOHCO/IbHOIrO MHTEpdielica npm 3arpy3ke CEPBUCHOr0 MapLupyTmM3aTopa.

4.1 OnpepgeneHue Tekyweii Bepcum MO 1 Bepcumn BTopudHoro 3arpysuuka (U-boot) B CLI
ocHoBHoro Mo

[ns onpeaeneHus Tekyllein sepcumn MO 1 Bepcun BTopmuHoro 3arpysunka (U-boot) B CLI ocHoBHoro MO
Heob6x04MMO BbINONHUTL KOMaHAy "show version":

MNMonyuyeHve Bepcuii BTOPUUHOrO 3arpy3umka u ocHoBHoro MO B CLI

esr# show version
Boot version:

1.17.3.11 (date 14/11/2022 time 13:30:27) <-- BepcusaA BTOPUYHOIO
3arpysumka (U-Boot)

SW version:

1.17.3 build 11[a813b5c65] (date 14/11/2022 time 13:20:25) <-- BepCuUs aKTUBHOIO
obpa3za OCHOBHOro MO cepBUCHOrO MapuwpyTu3laTopa

HW version:

1v2 <-- Bepcuda annapaTHOW
nnaTdopmel CEPBMCHOIO MapwpyTu3laTopa

4.2 OnpepgeneHue Tekyweii Bepcum MO 1 Bepcumn nepBuyHoro (X-Loader) n BTopnuHoro (U-
boot) 3arpy3urkoB B BbIBOE KOHCO/IbHOTO UHTepdelica Npu 3arpy3ke CEpBUCHOIO
MapLwpyTusaTopa

[na onpepenexus Tekywieli Bepcumn MO 1 Bepcun BTopuyHoro 3arpy3dnka (U-boot) B BbIBogE KOHCO/IbHOIO
MHTepdielica Npu 3arpyske CepBUCHOTO MapLLpyTM3aTopa He06X0AMMO:

1. MogxnounTbCA K cepBUCHOMY MapLupyTusartopy ESR uepes uHtepdpeiic Console Ha nepepgHeli naHenu
MapLLpyTM3aTopa, UCNoab3ys cnegyrowme napameTpbl MHTepdenca RS-232 Ha MK:

+ CkopocTb: 115200 6ut/c;

* Butbl gaHHbIX: 8 6UT;

* YeTHOCTb: HET;

+ CtonoBble 6uThI: 1;

* YnpaB/sieHne NoTOKOM: HeT.

2. MNepesarpy3nTb MapLIpyTU3aTOP OJHUM U3 CNEeAyHLMX CoCcO60B:

* OTKAUNTb U BK/IKOUYUTL NMUTAHKE. VIHTepBas1 Mexay OTK/IlUYEeHUEM U BK/TIOYEHNEM [O/KEH COCTaBUTL He

MeHee 20 cekyHz,

*+ KpaTKoBpeMeHHO HaxkaTb (hYHKLMOHa/IbHY0 KHOMKY F Ha nvueBoi naHenn mappyTmsaTopa (a1s
ESR-10 — Ha 60K0BOVi NaHenu).

* BbinonHutb kKomaHay "reload system" B CLI ocHoBHOro MO mapLipyTtm3satopa.
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Mepesarpyska npu nomoLym komaHabl B CLI ocHoBHOro MO

esr-21# reload system
Do you really want to reload system ? (y/N): y

3. B npouecce 3arpy3ku B KOHCO/b BYAET BbiBeieHa MH(OPMaLMSi O BEPCUAX:

+ MepBunyHoro 3arpysunka (sbi, bl1 nnu X-:-oader B 3aBMCUMOCTY OT MOAENN MapLLpyTM3aTopa):
Bepcus nepBUYHOro 3arpysumka Ha ESR-10/12v/12vf/14vf/15

SBI:1.17.3.11 (14/11/2022 - 12:55:55)
Chip 1is NSP Bl
Booting from SPI-NOR

Bepcus nepBUUYHOro sarpysumka Ha ESR-20/21/30

INFO: mdio_update: phy_id 4, addr 9, value 0x120c
INFO: mdio_update: phy_id 2, addr 0, value 0x808

BL1:1.17.3.9 (01/11/2022 - 18:40:36)

INFO: BL1: RAM 0x6517a800 - 0x65180000
INFO: Using crypto library 'mbed TLS'

Bepcusa nepBUMUYHOro s3arpysumka Ha ESR-100/200/1000/1200/1500/1511/1700/3100/3200

BRCM XLP Stage 1 Loader (X-Loader:1.17.3.11) [Big-Endian] (14/11/2022 - 13:21:58)
XLP316B2: Node 0 frequency: CPU=1400MHz, SOC=1999MHz, REF=133MHz
POWER ON RESET CFG:43F94FA8,VRM: 0x6868, PRID: 0xC1104

+ BrtopuuHoro 3arpysuuka (U-boot):
Bepcvm BTOPUYHOTIO 3arpy3uuka
INFO: Entry point address = 0x85000000
INFO: SPSR = 0x3c9

U-Boot:1.17.3.9 (01/11/2022 - 18:40:36)
Watchdog enabled
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+ OcHoeHoro MO (Firmware):
Bepcusa ocHoBHoro MO

[ 0.000000] Initializing cgroup subsys cpu
[ 0.000000] Initializing cgroup subsys cpuacct

[ 0.000000] Software version: 1.14.5 build 6[596cabe53] date 20/04/2022 time
11:37:10
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5 O6HoBneHue MO B CLI ocHoBHOro MO ESR

5.1 O6HoBneHue MO c Bepcun 1.17.3 n 6051€€ NO3AHUX

MO Bepcum 1.18.3 sABNsieTCA KyMYNATUBHBIM (COAEPXUT 06HOB/MEHHbIE BEPCUMN NEPBUYHOTO U BTOPUUYHOTO
3arpysunkos). MO Bepcuit 1.17.3 1 601ee No3aHUE NOAAEPXKMBAET KYMY/IATUBHOE 0GHOB/IEHNE BCEX
KomnoHeHToB MO, noatomMy 6yaeT [OCTaTOYHO:

« 3arpysutb MO (firmware-chaiin) Ha cepBuUCHbI MapLupyTusatop ESR.
* Bbi6patb 06pa3 MO Bepcun 1.18.3 gn1a cnepyrowen 3arpysku.
+ lMepe3arpy3nTb CEPBUCHbI MapLUPyTN3aTop.

5.1.1 MoaroTtoBka K 3arpyske NO

Mpwu 3arpy3ke MO ¢ MCnonb30BaHNEM CEPBEPOB YAA/IEHHOTO KONMPOBaHNUSA (Daii/ioB HEOGXOAUMO:

1.
2.

3anycTuTb COOTBETCTBYOLLMI cepBep B ceTu (tftp/ftp/sftp/http/https/scp).
CkonupoBaTtb goaiin MO (esrXXXX-1.18.3-build2.firmware) B pabounii pasaen cepeepa yaasieHHoi
3arpy3ku goannos. <esrXXXX> — He06x04UMO 3aMEeHNTb Ha UMS COOTBETCTBYHOLLEE MOLE/M
MapLupyTm3aropa.
+ [na cepBucHbIX MapLupytusatopos ESR-10/12V/12VF/14VF/15 3arpyxatotca caisbl
HauvHatowmecs ¢ esrix.
+ [nAa cepBucHbIX MapLipyTu3aTopoB ESR-20/21 3arpyxatorca paii/ibl HaUMHaKoLWMEeCs C eSr2Xx.
+ [Ona cepsucHbIX MappyTmusaTopos ESR-100/200 3arpyxatotca aiinbl HaunHatowmecs c esr200.
+ [ina cepBucHbIX MapLupytusatopos ESR-1500/1511 3arpyxatotca hainnbl Ha4unHaroLmecs ¢
esr15xx.
+ [Ins cepBUCHbIX MapLUpPyTU3aTOPOB OCTa/IbHbIX MOAENel MHAEKC B MMEHU haiina cooTBETCTBYET
MoAenu mappyTtumsaropa.
O6ecneunTb IP-CBA3HOCTbL MeXay 06HOBSAEMbIM CEPBUCHBLIM MapLupyTu3aTtopoM ESR n cepsepom
yAa/eHHOro KonvMpoBaHus haiinos (MapLupyTmsaums).
O6ecneunTb paboTy NPOTOKONA YAA/IEHHOIO KONMpoBaHua mexay ESR n cepeepom yaaneHHoro
konmpoBaHusi chaiinos (npomexyTouHble firewall).
Mpwn HeobxoaumocTy (ans npoTokonos ftp, sftp, scp, http, https) y3Hatb UMst nonb3oBaTensi U Naposb
ONS cKaumMBaHMsa Heobxoammoro daiina.

Mpwu 3arpy3ke MO ¢ ucnons3osaHnem USB/MMC-Hocutena Heobxoammo:

1.
2.

Pa3sgen USB/MMC-HocuTens aosmkeH 6biTb oTchopmaTtuposaH B oopmarte FAT32 nnm exFAT.
CkonvpoBatb paiin MO (esrXXXX-1.18.3-build2.firmware) B kopHeBoii pazgen USB/MMC-HocuTens.
MpaBuna ncnonb3oBaHusa ainnos MO ANA pa3NMUHbIX MOAENEN CM. BbiLLE.

3. Mogkntountb USB/MMC-HOCHTENb B COOTBETCTBYHOLLMIA C/IOT CEPBUCHOIO MapLupyTu3aropa.
4,

Onpeaenntb METKY ToMa nogkstodeHHoro USB/MMC-Hakonutens.

5.1.2 3arpyskaNoO

C ucnonb30BaHUEM OAHOTO U3 NMPOTOKO/IOB YAAIEHHOW 3arpy3ku aiifios

3arpyska MO no npotokony tftp

esr# copy tftp://<tftp-server-ip>:/esrXXXX-1.18.3-build2.firmware system:firmware
| o sk ko ok ko ok ko ok ok ok ok ok Kok kX ko kR ok kok Rk ok ok xkokkkok kx| 100% (OB) Firmware updated successfully.
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3arpyska MO no npoTtokony ftp

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/esrXXXX-1.18.3-
build2.firmware system:firmware

| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx| 100% (O0B) Firmware updated successfully.

3arpyska MO no npotokony sftp

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/esrXXXX-1.18.3-
build2.firmware system:firmware

| K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxkxx| 100% (O0B) Firmware updated successfully.

3arpyska NO no npoToKosy scp

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/esrXXXX-1.18.3-
build2.firmware system:firmware

| K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxkxx| 100% (O0B) Firmware updated successfully.

3arpyska NO no npotokony http

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/esrXXXX-1.18.3-
build2.firmware system:firmware

| %K kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkkxx| 100% (O0B) Firmware updated successfully.

3arpyska INO no npotokony https

esr# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/
esrXXXX-1.18.3-build2.firmware system:firmware

| o sk ko ok ko ok ko ok ok ko Kk kR kR Kk ok Xk ok Rk ok ok xkokkkokkx | 100% (OB) Firmware updated successfully.

« <tftp-server-ip> — IP-agpec ucnons3yemoro TFTP-cepBepa;

+ <ftp-username> — nms nonb3oBarens Ha FTP-cepepe;

« <ftp-userpassword> — naponb nons3oBatensi Ha FTP-cepBepe;
« <ftp-server-ip> — IP-agpec ncnonb3lyemoro FTP-cepBepa;

+ <sftp-username> — nmsa nonb3oBatensa Ha SFTP-cepsepe;

+ <sftp-userpassword> — naposnb nonb3oBarens Ha SFTP-cepeepe;
+ <sftp-server-ip> — IP-agpec ncnonb3yemoro SFTP-cepBepa;

+ <scp-username> — uMs rnosb3osartens Ha SCP-cepeepe;

« <ftp-userpassword> — naponb nons3oBatensi Ha FTP-cepBepe;
+ <scp-server-ip> — IP-agpec ncnonb3ayemoro SCP-cepsepa;

+ <http-username> — nms nonb3oBatensi Ha HTTP-cepBepe;
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+ <http-userpassword> — naponb nonb3oBartensa Ha HTTP-cepsepe;
+ <http-server-ip> — IP-agpec ncnonb3yemoro HTTP-cepsepa.

MpaBuna ncnonb3oBaHus dannos MO Ans pasnnyHbIX Mogeneli cM. B pasgene Noarotoska k 3arpyske 0.

C ncnonb3oBaHuem USB/MMC-Hakonutens

1. OnpegeneHne nMeHn MeTKn ToMa nogkntodeHHoro USB/MMC-Hakonutens:

Onpep,eneHMe MMEeHU MeTKU ToMa Ha USB-Hakonurtene

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

Onpe,qeneHMe MMEeHU MeTKn Toma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32
2 KonuposaHue chaitna ¢ ncnonbdyemoro USB/MMC-Hakonutens:

& TMpwu BbINONHEHUU KOMaHg, KonupoBaHuAa ¢ USB/MMC-HocuTeneli He0GXo4MMO BMeCTO noneii
<USB_DISK> nnu <MMC_DISK> ncnosnb3soBaTb HacTosiLuue MeTKU TOMa, onpepaesieHHble Bbllle.

3arpyska NO c USB-HocuTtensi

esr# copy usb://<USB_DISK>:/esrXXXX-1.18.3-build2.firmware system:firmware

| %k kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated
successfully

3arpyska NO c MMC-HocuTens

esr# copy mmc://<MMC_DISK>:/esrXXXX-1.18.3-build2.firmware system:firmware

| kK kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated
successfully.

+ <USB_DISK> — um4a pasgena Ha USB-HocuTene;
+ <MMC_DISK> — umsa pasgena Ha MMC-HocuTerne.
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5.1.3 Bbi6op o6pa3sa MO Bepcuu 1.18.3 gna cneayrouleii 3arpysku

Ha cepBuCHbIX MapLupyTusaTopax ESR oHoBpemMeHHO xpaHuTcs ABa o6pasa MO (image-1 n image-2).

1. MpoBepuTb cogepxunumoe 06paszos MO, 3arpy>XeHHbIX Ha CePBUCHbIA MapLLpyTM3aTop:

esr# show bootvar

Image Version Date Status After reboot
1 1.18.3 build 3[0ce3307fa] date 28/02/2023 time Not Active
12:06:26
2 1.17.3 build date 14/11/2022 time Active *
11[a813b5c65] 12:51:54

Mpwu 3arpy3ke gpaiina MO B pasgen system:firmware 3arpy3ka ocylLecTBNSETCA BCEraa B HeaKTUBHbIN B

OAHHbI MOMEHT pasgen.

2. Bblbpatb pasgen, cogepxauimii NO Bepcun 1.18.3, B Ka4eCcTBe 3arpy304HOro:

BbiGop pa3gena MO gnsa 3arpysku

esr# boot system +image-1
This command cannot be -interrupted, do not
Continue? (y/N): vy

2000-01-07T18:51:19+00:00 %FILE_MGR-I-INFO:

image-1' (index: 4, origin: CLI)
2000-01-07T18:51:22+00:00
2000-01-07T18:51:31+00:00
2000-01-07T18:51:37+00:00
image-1' (index: 4, origin: CLI)
Boot image set successfully.

%FIRMWARE-I-INFO:
%FIRMWARE-I-INFO:
%FILE_MGR-I-INFO:

turn off device during process.

operation started: 'boot system
Writing data...
Writing data...

operation 1is finished: 'boot system

3. MNpoBepuTb, 4TO 06pa3, cogepxawnin MO Bepcun 1.18.3, BbIGpaH Ans 3arpys3ku:

esr# show bootvar

Image Version Date Status After reboot
1 1.18.3 build 1[0ce3307fa] date 28/02/2023 time Not Active *
12:06:26
2 1.17.3 build date 14/11/2022 time Active
11[a813b5c65] 12:51:54
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o

Ecnu pna nocneayrowein 3arpysku oyget BbiopaHa Bepcus MO, koTopas 6blia BbinyLleHa
paHee Bepcuu MO, ncnonb3yemoi B faHHbIi MOMEHT, MOC/e Nepe3arpy3ky cTaHeT HEBO3MOXHA
KOHBepTauus TeKylei KoHdurypauum, u 6yaet npumMmeHeHa nycras KoHdurypauums (6e3
3aBOACKMX HAcTpoek). Mpu NycToi KOHUrypauum K MapLipyTm3aTopy MOXXHO NOAK/MIHOUUTLCA
TO/IbKO UCNOJ/Ib3YA KOHCOJIbHOE NOAK/IYEeHUe U NIorMH/naponb no ymonyaHuto (admin/
password).

5.1.4

MNepe3arpyska cepBMCHOro MapLupyTmMsaropa

Mepesarpy3uTb CEPBUCHBIV MapLUPYTM3aTop NPW NOMOLLY KOMaHpb!:

Mepes3arpyska mapwpyTtusatopa B CLI ocHoBHoro MO

esr# reload system

Do

you really want to reload system ? (y/N): vy

5.2 O6HoBneHue MO c Bepcuii 1.4.4-1.14.5 (ana ESR-1500/1511 1.8.7-1.14.5)

B otnnume ot MO Bepcumn 1.17.3, 60/1ee paHHMe BEPCUN He MOALEPKNBAIOT KYMYIATUBHOE OOHOB/IEHNE.
Moatomy, Kpome OCHOBHOTO MO, B HEKOTOPbIX CrIyvasix HEO6X0AMMO OGHOBIATL BTOPUYHbIN 3arpy3udnk. B
pesynbTare npouecc 06HOBNEHNS ByaeT cneayroLLuii;

3arpy3utb BTOpWYHbIli 3arpy3umnk (U-boot).

3arpysutb MO (firmware-chaiin) Ha cepBuCHbIi MapLlupyTnsatop ESR.
Bbi6bpaTb 06pa3 MO Bepcun 1.18.3 gna cnegytowein arpysku.
Mepe3arpy3unTb CEPBUCHLIA MapLIpyTHU3aTop.

OGHoBNeHue BTopuyHoro 3arpysuunka (Uboot) o6s3aTenbHO, ec/in TeKyllasi Bepcusi BTOPUUHOIO
3arpysumka crapwe Bepcum 1.12.X BknrouuntensHo (1.12.X, 1.11.X, 1.10.X u 1.4.).

Ecnu TeKywasa Bepcusi BTopuyHoro 3arpy3suumka (U-boot) 1.13.0 unu Bbiwe (1.13.0,1.14.0 u 1.4.),
OGHOB/NATb BTOPUUHbIii 3arpy3umk (U-boot) He o6s3aTenbHO.

Mpu o6HOBNEHUM ¢ Gonee paHHUX Bepcuii MO Ha6op NPOTOKO/OB YAaNIEHHOTO KONUPOBaHUSA
¢haiinoB 1 TMNbI NOKa/IbLHO NOAK/OYAEMbIX HAKONUTE/e MOTyT OT/INYATbLCA.

Ans o6HoBneHus MO mappyTusatopos ESR-3100 ¢ Bepcuu 1.14.X HeO6XOAMMO OTKPbITb
3asBKy B CNy)X6e TeXHMYeCKoii nogaepxku, ucnonb3ysa nnardgopmy hitps://servicedesk.eltex-
co.ru/ unu cpopmy oGpawieHnsa Ha ocpuymanbHOM caiite hitps://eltex-co.ru/support/.
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5.2.1 MoprotoBKa KOHUrypayum npu o6HOBIEHUN C Bepcuii 1.4.X n 6onee paHHUX

Mepepn o6HOBNEHMEM MO ¢ Bepcuii 1.4.X 1 HAXE Ha Bepcuto 1.6.X HEOOXOAMMO YYeCTb N3MEHEHUSA B peXumax

paboTbl hr3myecknx nHTepelicos.

[na cdomaunyecknx nHTepdecos, HaunHas ¢ Bepcun MO 1.6.2, N0 yMONYaHUIO PeXUM MapLupyTU3NpyemMoro

nopra:

interface gigabitethernet 1/0/1
mode routerport
exit

C0O0TBETCTBEHHO Npy 06HOBNEHNN MO ¢ M3nUeckrx NOPToB ByAyT yAaNeHbl PEXVMbI KOMMYTUPYEMOTO

nopTa, Hanpumep:
KoHdmrypayus Ha 1.4.x U Gonee paHHUX

interface gigabitethernet 1/0/1
description "WAN"
switchport mode trunk
switchport trunk allowed vlan add 150
exit
interface gigabitethernet 1/0/1.200
ip firewall disable
exit

interface gigabitethernet 1/0/1
description "WAN"
switchport forbidden default-vlan
switchport access vlan 10

exit

interface gigabitethernet 1/0/1.200
bridge-group 1

exit

KoHdpurypauums Ha 1.6.2 n 60nee no3gHUX

interface gigabitethernet 1/0/1
description "WAN"

exit

interface gigabitethernet 1/0/1.200
ip firewall disable

exit

interface gigabitethernet 1/0/1
description "WAN"

exit

interface gigabitethernet 1/0/1.200
bridge-group 1

exit

5.2.2 MoprotoBKa K 3arpy3ke cpaiinioB (MO 1 BTOPUUYHOrO 3arpy3umKa)

Mpw 3arpy3ke hainnoB ¢ CNO/Ib30BAHNEM CEPBEPOB Ya/IEHHOIO KONMpoBaHusa haiiios Heobxoanmo:

1. 3anycTuTb COOTBETCTBYIOLMIA cepBep B ceTu (tftp/ftp/sftp/http/https/scp).

2. CkonupoBaTtb paiinbl MO 1 BTopuyHOro 3arpy3uvka n (esrXXXX-1.18.3-build2.firmware esrXXXX-1.18.3-
build2.uboot) B pabounii pasaen cepsepa yaaneHHoit 3arpy3ku aiino.. <esrXXXX> — Heobxoanmo
3aMeHUTb Ha MMS COOTBETCTBYIOLLLEE MOAENN MapLUpyTh3aTopa.

+ AnA cepsBucHbIX MapLupyTusaropos ESR-10/12V/12VF/14VF/15 3arpyxatotca daiisbl

HaunHaroulmecs c esrix

+ [ns mapwpyTtunsatopoB mogeneii ESR-12v/12vf/14vf n annapatHoii Bepcun (HW-version)
3v0 v BbILe, BMECTO (haiina ¢ paclumpeHnem «uboot» Heo6xoAMMO 1UCnob30BaTh haiin ¢

paclnMpeHnem «spi_uboot».

+ [ns mapwpyTtnzatopos mogenu ESR-10 n annapatHoii Bepcumn (HW-version) 2v0 u Bbiwwe
BMeCTO, (paiina ¢ paclumpeHvem «uboot» Heo6xo4MMO NCNoNb30BaTh (hain ¢ pacluimpeHnem

«spi_uboot».

+ [ins cepBuUCHbIX MapLupyTusatopoB ESR-20/21 3arpyxatoTtca haiisibl, HaumHatoLwmnecs ¢ esr2x.
+ [na cepsucHbIX MapipyTmnsaTopoB ESR-100/200 3arpyxatotca thaiinbl, HaunHatowmecs ¢ esr200.
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« [nsa cepBucHbIX MapLipyTmn3aTopoB ESR-1500/1511 3arpyxatotcs thaiisibl, HaunHarowmecs ¢
esr15xx

+ [lns cepBUCHbIX MapLLUPyTU3aTOPOB OCTas/IbHbIX MOAENe MHAEKC B MMeHU (haiina cooTBETCTBYET
MoZenu mapLupyTtusaropa.
3. O6ecneuntsb IP-cBA3HOCTbL Mexay 0OHOBMSIEMbIM CEPBUCHBIM MapLupyTu3atopom ESR n cepsepom
yAa/IeHHOTO KONMpoBaHusa goaiinos (MapLpyTusaums).
4. O6ecneynTb paboTy NPOTOKO/A YAasIieHHOro KonupoBaHua mexay ESR 1 cepeepom yganeHHoro
konupoBaHus cpaiinos (NpomexyTouHble firewall).

5. Mpwn HeobxogumocTu (pnst npoTokonos ftp, sftp, scp, http, https) y3Hatb umsi nonb3oBaTensi u naposnb
ANS CKauMBaHNs HeobxoAMmoro ganna.

Mpwu 3arpy3ke MO ¢ ucnons3osaHnem USB/MMC-Hocutena Heobxoammo:

1. Pasgen USB/MMC-Hocutens fosmkeH 6biTb oTdpopmaTuposaH B oopmare FAT32 unum exFAT
(nopaepxmBaeTcs, HaumMHas ¢ Bepcum MO 1.13.0).

2. CkonupoBaTtb paiinbl MO 1 BTopryHoro 3arpy3dvka n (esrXXXX-1.18.3-build2.firmware esrXXXX-1.18.3-
build2.uboot) B kopHeBoii pasgen USB/MMC-HocuTens. MNpasuna ncnosib3oBaHns daiinos ans
pasnnyHbIX MOZeneli CM. BbiLLe.

3. Mogkntountb USB/MMC-HOCHTENb B COOTBETCTBYHOLLNIA C/IOT CEPBMCHOIO MapLupyTu3aropa.
4. Onpepenntb MeTKY ToMa nogkntoyeHHoro USB/MMC-HakonuTens.

5.2.3 3arpyska cpaiinos MO 1 BTopuyHoro 3arpy3umka u (esrXXXX-1.18.3-build2.firmware
esrXXXX-1.18.3-build2.uboot)

C ucnonb3oBaHWEM OGHOTO U3 NPOTOKO/IOB yAaJIeHHOIH 3arpy3ku caiinos

3arpyska MO no npoTtokony tftp

esr# copy tftp://<tftp-server-ip>:/esrXXXX-1.18.3-build2.firmware system:firmware
| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (O0B) Firmware updated successfully.

esr# copy tftp://<tftp-server-ip>:/esrXXXX-1.18.3-build2.uboot system:boot-2

| ok kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated
successfully.

3arpyska MO no npotokony ftp

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/esrXXXX-1.18.3-
build2.firmware system:firmware

| o sk ko ok ko ok ko ok ko Kk kR ok R kR ok kok Rk okkxkokkkokkx | 100% (OB) Firmware updated successfully.

esr# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/esrXXXX-1.18.3-
build2.uboot system:boot-2

|******************************************| 100% (697kB) Bootloader updated
successfully.
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3arpyska MO no npoTtokony sftp

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/esrXXXX-1.18.3-
build2.firmware system:firmware

| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx| 100% (O0B) Firmware updated successfully.

esr# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/esrXXXX-1.18.3-
build2.uboot system:boot-2

|******************************************| 100% (697kB) Bootloader updated

successfully.

3arpyska INO no npoTokony scp

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/esrXXXX-1.18.3-
build2.firmware system:firmware

| o sk ko ke ko ok ke ko ok ko ok ok Kok ok kR ok kR ok kok Rk ok ok xkokkkok kx| 100% (OB) Firmware updated successfully.

esr# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/esrXXXX-1.18.3-
build2.uboot system:boot-2

| XXk kkkkkokokkkkkkkkkxkkkkkkkkkkkkkkkxxxxxxk* | 100% (69TkB) Bootloader updated
successfully.

3arpyska MO no npoTtokony http

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/esrXXXX-1.18.3-
build2.firmware system:firmware

| XXk kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkxxxxkxkx | 100% (0B) Firmware updated successfully.

esr# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/esrXXXX-1.18.3-
build2.uboot system:boot-2

| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated
successfully.

3arpyska NO no npoTtokony https

esr# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/
esrXXXX-1.18.3-build2.firmware system:firmware

| %K kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx| 100% (O0B) Firmware updated successfully.

esr# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/
esrXXXX-1.18.3-build2.uboot system:boot-2

|******************************************| 100% (697kB) Bootloader updated

successfully.
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« <tftp-server-ip> — IP-agpec ncnons3dyemoro TFTP-cepBepa;

« <ftp-username> — ums nonb3oBarens Ha FTP-cepsepe;

« <ftp-userpassword> — naposnb nonb3oBartens Ha FTP-cepsepe;

« <ftp-server-ip> — IP-agpec ucnonb3yemoro FTP-cepsepa;

+ <sftp-username> — nmsa nonb3oBatens Ha SFTP-cepBepe;

« <sftp-userpassword> — naponb nonb3oBatens Ha SFTP-cepsepe;
+ <sftp-server-ip> — IP-agpec ncnons3dyemoro SFTP-cepBepa;

*+ <scp-username> — nms nonb3osarens Ha SCP-cepsepe;

« <ftp-userpassword> — naposnb nonb3oBartens Ha FTP-cepsepe;

+ <scp-server-ip> — IP-agpec ncnons3yemoro SCP-cepsepa;

+ <http-username> — nms nonb3oBatens Ha HTTP-cepBepe;

+ <http-userpassword> — naponb nonb3oBartensa Ha HTTP-cepsepe;
+ <http-server-ip> — IP-agpec ncnonb3yemoro HTTP-cepBepa;

MpaBuna ncnosb3oBaHus gpaiinos MO 1 BTopuyHoro 3arpysumka (U-boot) ans pasnmuHbix mogeneli cm. B

pasgene MoarotoBka Kk 3arpy3ke ¢paiinos (MO 1 BTOPUYHOIO 3arpy3unka).

C ncnonb3oBaHuem USB/MMC-Hakonutens

1. OnpegeneHne nMeHn MeTkn ToMa nogkntodeHHoro USB/MMC-Hakonutens.

Onpe,qenel-wle MMEeHU MeTKU ToMa Ha USB-Hakonurtene

esr# show storage-devices usb
Name Filesystem Total, MB Used, MB

<USB_DISK> vfat 7664.01 6391.69

Onpe,qeneHMe MMEeHU MeTKn Toma Ha MMC-HakonuTtene

esr# show storage-devices mmc
Name Filesystem Total, MB Used, MB

<MMC_DISK> vfat 7664.01 6391.69

1272.32

1272.32
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2. KonuposaHue thaiina ¢ ucnonbsyemoro USB/MMC-Hakonutensi:

& TMMpwu BbINONHEHUU KOMaHg, KonupoBaHusA ¢ USB/MMC-HocuTeneli He06XoA4UMO BMECTO Nons

<USB_DISK> nnu <MMC_DISK> ncnosb3oBaTb HacTosiLue MeTKU TOMa onpeAenieHHble Bbille.

3arpyska NO ¢ USB-HocuTtens

esr# copy ushb://<USB_DISK>:/esrXXXX-1.18.3-build2.firmware system:firmware

| %k kkkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated
successfully

esr# copy usb://<USB_DISK>:/esrXXXX-1.18.3-build2.uboot system:boot-2

| %k kokkkkkkkkkxkkkkkkokkkkkkkkkxkkkkkkkkkkxxx | 100% (697kB) Bootloader updated
successfully.

3arpyska NO ¢ MMC-HocuTens

esr# copy mmc://<MMC_DISK>:/esrXXXX-1.18.3-build2.firmware system:firmware

| kK kokkkkkkkkkxkkkkkkkkkkkkkkkxkkkkkkkkkkxxx | 100% (73786kB) Firmware updated
successfully.

esr# copy usb://<USB_DISK>:/esrXXXX-1.18.3-build2.uboot system:boot-2

|******************************************| 100% (697kB) Bootloader updated
successfully.

+ <USB_DISK> - nwmsa pasgena Ha USB-HocuTerne;
* <MMC_DISK> - nms pasgena Ha MMC-HocuTene.

5.2.4 Bbi6op o6pasa MO Bepcuu 1.18.3 ansa cnepyrouein 3arpysku

Ha cepBuCHbIX MapLupyTusaTopax ESR oHoBpemMeHHO xpaHuTcs ABa o6pasa MO (image-1 n image-2).

1. MpoBepuThb coaepxmmoe 06pas3oB MO 3arpyXeHHbIX Ha CePBUCHbI MapLLIpyTU3aTop:

esr# show bootvar
Image Version

1 1.18.3 build 1[0ce3307fa]

2 1.14.5 build 5[596cabe53]

Status After reboot

date 28/02/2023 time Not Active

date 20/04/2022 time Active *

Mpwu 3arpy3ke gaiina MO B pasgen system:firmware 3arpy3ka ocylLecTBNSETCA BCErga B HeaKTUBHbIN B

[aHHbIi MOMEHT pasaern.
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2. Bbibpatb pasgen, cogepxauimii MO sepcun 1.18.3, B Ka4ecTBe 3arpy304HOro:
Bbi6op pasgena MO ansa 3arpysku

esr# boot system image-1
Do you really want to set boot system image? (y/N): vy

3. MpoBepuTb, 4TO 06pa3, cogepxawnini MO Bepcun 1.18.3, BbIbpaH A5 3arpy3ku:

esr# show bootvar

Image Version Date Status After reboot
1 1.18.3 build 1[0ce3307fa] date 28/02/2023 time Not Active *

12:06:26
2 1.14.5 build 5[596cabe53] date 20/04/2022 time Active

11:37:26

© Ecnu gnsa nocnepytouleii 3arpy3ku 6yaeT BbiopaHa Bepcus MO KoTopas 6bi/1a BbinyleHa paHee
Bepcun MO ucnonb3yemoi B faHHbIi MOMEHT, NOC/Ie Nepe3arpy3ky cTaHeT HEBO3MOXHA
KOHBepTauus TeKyLieil KoHdurypauum n oygeTt npumeHeHa nycras KoHdurypauyms (6e3 Kakmx
Nn60o 3aBOACKUX HacTpoek). Mpu nycToi KoHdMrypaumm K MapLipyTM3aTtopy MOXHO
NOAKNIOYNTLCA TONIbKO UCMOJIb3yA KOHCO/IbHOE NOAK/II0YEHME U NTIOTUH/NAPOosib MO YMO/TYaHUIO
(admin/password).

5.2.5 MNepe3arpyska cepBUCHOIO MaplupyTusaTopa

Mepes3arpy3uTb CEPBUCHBIV MapLUPYTM3aTop NPW NOMOLLY KOMaH[pb!:

Mepe3sarpyska mapwpyTtusatopa B CLI ocHoBHoro MO

esr# reload system

Do you really want to reload system ? (y/N): y

5.3 O6HoBneHue MO c Bepcuum ¢ 1.4.3 (gnsa ESR-1500/1511 1.8.6) 1 Gonee paHHUX Ha
NPOMEXYTOUHYIO BEPCULO.

& TMpwu o6HOBNEHUM ¢ 6onee paHHUX Bepcuii MO, HaGop NPOTOKO/IOB YAAJIEHHOTO KONMUPOBAaHUA
caiinoB 1 TUNbI NOKaSILHO NOAKIIOYAEMbIX HakonNuTeNnen MoryT oT/In4yaTbCA.

Tabnuua mogenei n sepcuii MO, TpebyoLmMx 06HOBNEHUSA Yepe3 NPOMEXYTOUHYH BEPCUIO:

Mopgenb Bepcus MO

ESR-10 esr10-1.4.3 n paHee
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Mopaenb Bepcusa NO

ESR-12V esr12v-1.4.3 u paHee
ESR-12VF esr12vf-1.4.3 u paHee
ESR-100 esr100-1.4.3 n paHee
ESR-200 esr200-1.4.3 n paHee
ESR-1500 esr1500-1.8.6 n paHee

Mpn 06HOBMEHUN MO Ha cepBUCHbIX MapLUpyTU3aropax mogenei n sepcuii NO, nepeyncneHHbIX B Tabnuue
Bbiwwe, MO Bepcun 1.18.3 He ByAET 3arpyxartbCs, Bblgasas oLMOKY Bnaa:

esr-12vf# copy tftp://<tftp-server-ip>:/esrXXXX-1.18.3-build2.firmware system:firmware
| XXk kkkkkkkkkkkkkkkXkkkkkkkkkkkkkkkkxxxxxxx | 100% (71907kB) Unsupported board.

Mpo6nemMa o6bscHseTcs TeMm, yto B Bepcusix 1.6.0 (ans ESR-10/12V/12VF/100/200) 1 1.9.0 (ans
ESR-1500/1511) npoun3soLuno cnusiine o6pasos MO 1 3arpy34nkoB AN MoAeneli CepBUCHbIX
MapLLPYyTM3aTOPOB CXOXUX annapaTHbIX naaTgopm.

[nsa o6HoBNeHns MO cepBUCHBbIX MapLIPYTU3aTOPOB C BEPCUIA, BbIMYLLEHHbLIX NEPEUYNC/IEHHbIX B Tabnmue
BbiLLEe W paHee, He0OX0AUMO NepBoHaYasIbHO 06HOBUTL MO Ha NPOMEXYTOUHYIO Bepcuto. Npu aTom
3arpy3yunky 06HOB/ATL HET HEOOXOAMMOCTMU.

Mpouecc 06HOBNEHMA BYAET AEHTUYHBLIM OnMcaHHOMY B pasgene "O6HosneHve MO c Bepcun 1.17.3 n 6onee
no3gHuX" ¢ cneayroLwmmmn OTIMYNSMU:

+ B kauecTtBe firmware-thaiinoB npu 3arpy3ke HEO6XOAMMO UCMOb30BaTh CNeAyHoLLME:
« Ons ESR-10 - esr10-1.4.4-build8.firmware;
« Ans ESR-12V - esr12v-1.4.4-build5.firmware;
Onst ESR-12VF - esr10vf-1.4.4-build5.firmware;
[ns ESR-100 - esr100-1.4.4-build4.firmware;
[ns ESR-200 - esr200-1.4.4-build5.firmware;
Onst ESR-1500 - esr1500-1.8.7-build4.firmware.
+ Ecnu Tekywwas Bepcus MO Ha cepBucHOM MapuipyTusatope 1.1.0 unu BbinyweHHas paxee (1.1.0,1.0.9,
1.0.8), T0 BMecTO pa3gena "system:firmware" Heo6xoanmo Ucnonb3oBaTk 0603HaYeHne pasgena "fs://
firmware".

Mocne o6HOBNEHUA Ha NPOMEXYTOUHYI0 Bepcuto MO Heobxoanmo ybeanTbes, UTO 0O6HOB/IEHME NPOLLIO
ycnewHo. fanee Heobxoaumo 06HoBUTL MO cornacHo npoueaype, onvcaHHow B pasgene O6HoseHne 0 ¢
Bepcuii 1.4.4-1.14.5 (ans ESR-1500/1511 1.8.7-1.14.5).
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6 O6HoBMeHue NO Ha ESR-1000 ¢ Bepcun 1.0.6 n 6onee paHHUX

Mpwn o6HoBNeHUK ESR-1000 1 Bepcum 1.0.6 1 paHee HYXXHO yunTbiBaTb BEPCUIO NEPBUYHOIO 3arpysumnka (X-
Loader). Onpeaenutb TekyLlyto Bepcuio X-loader cnoco6om, onvcaHHbIM B pasgene "OnpeaeneHune TekyLei
Bepcun MO n Bepcum nepsuyHoro (X-Loader) n BTopunyHoro (U-boot) 3arpy3unkoB B BbIBOAE KOHCO/IbHOTO
NHTepdeica npu 3arpyske cepBMCHOIO MapLupytusaropa”.

Ecnu Tekywias Bepcusi X-Loader 1.0.5 nnv 6onee paHHsisi, 06HOBMIEHME BO3MOXHO TO/IbKO C UCMO/b30BaHNEM
CLI BTopryHoro 3arpysunka (U-boot):

OTKNOUMTbL Kabenn ot Bcex nHtepdpericos ESR-1000.
B nHTepdelic gi 1/0/1 noakntounTk MK ¢ ycTaHoBNEHHbIM tftp-cepBepom.
B pa6ouem kaTanore tftp-cepsepa co3gatb nogkartanor ¢ uMmeHem "esr1000".
B nogkatanor ¢ nmeHem "esr1000" ckonvpoBatb cneayrowme gainbl nepenmMmeHoBbIBas UX:
* dhaiin esr1000-1.18.3-build2.firmware nepenmeHoBarts B firmware;
* cpaiin esr1000-1.18.3-build2.uboot nepenmeHoBath B u-boot.bin;
« ansa ESR-1000 ¢ HW-Bepcumeli meHnbLue 1v7 goainn esr1000-1.18.3-build2.xload nepenmeHoBaTh B
xload.bin;
+ ans ESR-1000 c HW-sepcueii 1v7 u ctapwe dpaiin esr1000-1.18.3-
build2.1v7.xload nepenmeHoBatb B xload.bin.
5. MNogknounTbes K cepBMcHOMY MapLupyTusatTopy ESR ncnonb3ysa KOHCOMbHbIN MHTEpdIEnc Ha NMLEBOWA
naHenu maplupyTusartopa (console) ucnonb3ys cregyowme napameTpbl MHTepdeiica RS-232 Ha MK:
+ CkopocTb: 115200 6ut/c
* BuTbl gaHHbIX: 8 61T
* YeTHOCTbL: HeT
+ Crtonosble 6UTbI: 1
* Ynpas/sieHne NoToKoM: HEeT
6. MNepesarpy3nTb MapLUPyTM3aTop O4HVUM U3 CriedyoLmx cnocoboB.:
* OTKAUNUTb U BK/IKYUTb NUTaHWE. VIHTepBasl MeXay OTK/IIOYEHNEM U BK/THOYEHNEM [AO/KEH
cocTaBuUTb He MeHee 20 cekyHz,
+ KpaTKoBpeMeHHO HaxkaTb (hYHKLMOHa/IbHYO KHOMKY F Ha nvueBoi naHenn mapwpytmsatopa (a1s
ESR-10 — Ha 60KOBOI1 NaHenw).
* BbinonHutb KomaHay "reload system" B CLI ocHoBHOro MO mapLupyTm3satopa.

pwOd =

Mepesarpyska Nnpyu nomowy KOMaHAbl B CLI ocHoBHOro MO

esr-21# reload system
Do you really want to reload system ? (y/N): vy

7. T[locne nosiBNeHns coobLIeHNs BUaa:

Temp: MAX6657 temperature (int) 38 C
Temp: MAX6657 temperature (ext) 64 C
Temp: LM75/0 temperature (PHYs 1G) 33 C
Temp: LM75/1 temperature (SFP+ 10G) 31 C
Temp: LM75/2 temperature (Switch) 43 C
Hit any key to stop autoboot: 0

HaxaTtb knasuwy "Esc".
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8. B nosBuBLiemcs CLI BTopuuHoro 3arpy3umka (U-boot) HacTpouTb IP-napameTpbl B3avMogeiicTBusi ¢
noakn4YeHHbIM MK:

HasHauuThb Ip-agpec Ha cam MapLpyTU3aTop

BRCM.XLP316Lite Rev B2.u-boot# setenv ipaddr 192.0.2.1

yKasatb Ip-afgpec Ha3HaueHHbIi Ha UHTepdelice NOAKNIOYEHHOM K gil/0/1 MaplupyTu3aTopa

BRCM.XLP316Lite Rev B2.u-boot# setenv serverip 192.0.2.2

© IP-agpeca MK n mapwpyTusaropa MOryT OT/iM4aTbCs OT NMPUBEAEHHbIX B NPUMepe Bbille,
HO A0/KHbI ObITb N3 0AHOI /24-noaceTn.

9. 3arpy3uTb ¢haiinbl nepsuyHoro (X-Loader) n BTopmnuHoro (U-boot) 3arpy3urkoB 1 ocHoBHoro MO:
3arpyska BTopuuHoro 3arpysuuka (U-boot)

BRCM.XLP316L1ite Rev B2.u-boot# run tftp_update_uboot

Using nae-0-1 device

TFTP from server 192.0.2.2; our IP address is 192.0.2.1

Filename 'esrl®00/u-boot.bin'.

Load address: 0xa800000078020000

Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
HHHHAAAHHHHHHH A AR AR R HH A A AR H AR AR H SRR AR R
done

Bytes transferred = 981776 (efbl0® hex)

SF: Detected MX25L12805D withpagesize 256, total 16777216 bytes
0x4000 KiB MX25L12805D at 0:0 isnowcurrentdevice

U-Boot update OK
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3arpys3ka nepBUYHOro 3arpysumka (X-Loader)

BRCM.XLP316L1ite Rev B2.u-boot# run tftp_update_xload

Using nae-0-1 device

TFTP from server 192.0.2.2; our IP address is 192.0.2.1

Filename 'esrl1l000/xload.bin'.

Load address: 0xa800000078000000

Loading: Tftp Start: Tftp Timeout Msecs = 10000, Tftp Timeout Count Max = 6
HHHHHHHHH

done

1. Bytes transferred = 123096 (1e0@d8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
Ox4000 KiB MX25L12805D at 0:0 is now current device

X-Loader update OK

3arpyska ocHoBHoro MO

BRCM.XLP316L1ite Rev B2.u-boot# run tftp_update_imagel

Using nae-0-1 device

TFTP fromserver 115.0.0.10; our IP address is 115.0.0.1

Filename 'esrl@00/firmware'.

Load address: 0xa800000060000000

Loading: Tftp Start:Tftp Timeout Msecs = 10000, Tftp Timeout Count Max =
CHHHHAAHHHHHHHHHHAHHHHHHHH AR AHHHHHHH AR AR HHHH SRR R H B SRR R H S

HAHAHAHAAH AR H AR H AR H AR H AR H AR R 1A

done
Bytes transferred = 59767378 (38ffa52 hex)
Device 0: MT29F8GO8ABBCAH4 ... 1is now current device

NAND erase: device 0 offset 0x1440000, size Ox6400000
Erasingat Ox7800000 -- 1895825408% complete..

OK

NAND write: device 0 offset 0x1440000, size 0x6400000
104857600 bytes written: OK

Firmware update OK

10. YkasaTb nepBblii 06pas A1 3arpy3ku:

BRCM.XLP316Lite Rev B2.u-boot# run set_bootpart_1
SF: Detected MX25L12805D with page size 256, total 16777216 bytes
0x4000 KiB MX25L12805D at 0:0 is now current device

11. Mepesarpy3nTb MapLUpyTM3aTOpP, OTK/THOUNB U BKITHOUUB NUTaHMe. IHTepBan Mexay OTKHUEeHNEM U
BK/IIOYEHMEM [0/IDKEH COCTaBUTb He MeHee 20 cekyHA.
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdmuymanbHbIin cant komnaHuu: hitps://eltex-co.ru

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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